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NATIONAl. COMMISSION FOR THE REVIEW OF FEDERAL AND STATE LAWS 
RELATING TO WIRETAPPING AND ELECTRONIC SURVEILLANCE 

1875 Connecticut Avenue, N.W. 

Honorable GERALD R. FORD, 
President of the United States, 
Washington, D.C. 

Honorable NELSON A. ROCKEFELLER, 
President of the Senate, 
Washington, D.C. 

Honorable CARL ALBERT, 
Speaker of the House of Representatives, 
Washington, D.C. 

Washington, D.C. 20009 

April 30, 1976 

GENTLEMEN: In accordance with the provisions of section 804 of Public Law No. 351, Ninetieth 
Congress (Omnibus Crime Control and Safe Streets Act of 1968), as amended, the National Commission 
for the Review of Federal and State Laws Relating to Wiretapping and Electronic Surveillance herewith 
submits its final report of findings and recommendations. 

Respectfully yours, 

Library of Congress Card No. 75-619445 

WILLIAM H. ERICKSON, 
Chairman. 

For sale by the Superintendent of Documents, U.S. Government Printing Office, Washington, D.C. 20402 
Price $20 (paper covers) per 2-part set; sold in sets only 

Stock Number 052-003-00121-7 
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NATIONAL COMMISSION FOR THE REVIEW OF FEDERAL AND STATE 
LAW§ RELATING TO WIRETAPPING AND ELECTRONIC 

SURVEILLANCE 

APPOINTED BY THE PRESIDENT: 
Chairman: 

William H. Erickson, Associate Justice of the 
Supreme Court of Colorado 

Members: 
Richard R. Andersen, Chief of Police, Omaha, 

Nebraska 
G. Robert Blakey, Professor of Law, Cornell 

University Law School 
Hon. Samuel R. Pierce, Jr., Attorney, New York 

City 
Frank J. Remington, Professor of Law, University 

of Wisconsin Law School 
Hon. Florence P. Shientag, Attorney, New York 

City 
Alan F. Westin, Professor of Public Law and 

Government, Columbia University 

APPOINTED BY THE PRESIDENT OF THE 
SENATE: 

Senator John L. McClellan 
Senator Roman L. Hruska 
Senator Robert Taft, Jr. 
Senator James Abourezk 

APPOINTED BY THE SPEAKER OF THE 
HOUSE OF REPRESENTATIVES: 

Congressman Robert W. Kastenmeier 
-Congressman Thomas F. Railsback 
Congressman John F. Seiberling* 
Congressman M. Caldwell Butler*'" 

• Appointed March 1975 to replace Congressman Don Edwards, 
a member during the 93d Congress. 

"Appointed Man.:: 1975 to replace Congressman Sam Steiger, 
a member during the 93d Congress. 
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COMMISSION STAFF 

Executive Director 
Kenneth J. Hodson 

Counsel for State Laws Study 
Milton M. Stein 

Counsel for Federal Laws Study 
David J. Cook 

Chief Investigator 
Michael J. Hershman 

Research Adviser 
Margery J. Elfin 

Staff Attorneys 
Glenn M. Feldman 
Edward J. Gallagher 
Michael L. Lipman 
Hal B. Patterson 

Legal Research 
Stephen O. Allaire 
Sandra L. Thomas 

Social Research 
John H. Maberry 
Marilyn Mode 
Ellen A. Patterson 

Assistant Investigator 
John J. Creighton 

Administrative 
Mildred F. Dolan 
Jacqueline I. Hallowell 
Donald B. Harper 

Secretarial 
Suzanne Charlick 
Muriel A. DeMarne 
Fann D. Harvey 
Wanda G. Henderson 
Elaine E. Holloman 
Elizabeth L. McCulley 
Jean C. Teuteberg 
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CONSULTANTS AND ADVISERS 

Investigative Attorneys 
Tobias Berman, New York City 
Gary L. Gardner, Northville, N. Y. 
Randolph N. Jonakait, New York City 
Thomas A. Kennelly, Washington, D. C. 
Jack Lipson, New York City 
Geoffrey W. Peters, Professor of Law, Creighton 

University, Omaha, Nebr. 

National Security Consultant 
Dr. John T. Elliff, Associate Professor of Politics, 

Brandeis University, Waltham, Mass. 

Comparative Law Consultant 
H. H. A. Cooper, Director, Criminal Law 

Education and Research Center, New York 
University School of Law 

ConSUlting Attorneys 
William I. Aronwald, Chief, Federal Strike Force" 

New York City 
William M. Lenck, Drug Enforcement 

Administration, Washington, D. C. 
James L. Lyons, Washington, D. C. 
Peter R. Richards, Deputy Attorney General, 

State of New Jersey 
Frank J. Rogers, Special Prosecutor, Narcotics, 

New York City 
Herman Schwartz, Professor of Law, State 

University of New York, Buffalo 
Peter F. Vaira, Chief, Federal Strike Force, 

Chicago, Illinois 
Roger E. Zuckerman, Washington, D. C. 

Scientific Consultants 
William E. Harward, Chief, Radio Engineering 

Section, FBI 
Dr. Michael H. L. Hecker, Stanford Research 

Institute, Palo Alto, California 
Dr. Paul Tamarkin, Riverside Research Corp., 

Arlington, Va. 
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Carmen J. Tona, Chief Electronics Engineer for 
Law Enforcement, CALSPAN Corp., Buffalo, 
N.Y. 

John S. VanDewerker, Manager, Systems 
Division, Ashby & Associates, Washington, D. 
C. 

Mark R. Weiss, Professor, Computer Science, 
Queens College, City University of New York 

John P. Wilgus, Assistant Chief, Radio 
Engineerin~ Section, FBI 

Field Investigators 
James T. Fahy, Retired Detective First Class, 

New York City Police Department 
William W. Turner, Author, Private Investigator 

(former FBI agent) 
Writing and Editing 

James G. Carr, Professor of Law, Toledo 
University, School of Law, Toledo, Ohio 

Jeffrey D. Stansbury, Writer 
Joseph Foote, Editorial Adviser 

Editing and Proofreading: 
Editorial Experts, Laura Horowitz, Director, 

Springfield, Va. 
Law Enforcement Advi.sers 

James Adams, Assiswnt to Director, FBI 
Capt. Clayton R. Anderson, Chief, Intelligence 

Bureau, District Attorney's Office, Los 
Angeles, Calif. 

Dr. Don R. Harris, CACI, Inc., Arlington, Va. 
Walter LaPrade, Special Agent in Charge, FBI, 

Newark, N.J. 
John A. Lelwica, Special Agent, FBI, Newark, 

N.J. 
William P. McCarthy, Retired Deputy Police 

Commissioner, New York City 
Fred J. Rayano, Principal Investigator, Office of 

New York State Special Prosecutor 
Phil Smith, Domestic Intelligence, Drug 

Enforcement Administration 
Alvin A. Staffeld, Inspector, FBI 



NATIONAL COMMISSION FOR THE REVIEW OF FEDERAL AND STATE LAWS 
RELATING TO WIRETAPPING AND ELECTRONIC SURVEILLANCE 

ENABLING ACT 
Sec. 804 of Pub. L. 90-351, June 19, 1968, as amended by 

Pub. L. 91-644, Pub. L. 93-609, and Pub. L. 94-176 provided: 
"(a) [ESTABLISHMENT] There is hereby established a National 

Commission for the Review of Federal and State Laws Relating 
to Wiretapping and Electronic Surveillance (hereinafter in this 
section referred to as the 'Commission'). 

"(b) [MEMBERSHIP] The Commission shall be composed offif
teen members appointed as follows: 

"(A) Four appointed by the President of the Senate from 
Members of the Senate; 

"(B) Four appointed by the Speaker of the House of 
Representatives from Members of the House of Representa
tives; and 

"(C) Seven appointed by the President of the United States 
from all segments of life in the United States including 
lawyers, teachers, artists, businessmen, newspapermen, jurists, 
policemen, and community leaders, none of whom shall be of
ficers of the executive branch of the Government. 
"(c) [CHAIRMAN; VACANCIES] The President of the United 

States shall designate a Chairman from among the members of 
the Commission. Any vacancy in the Commission shall not affect 
its powers but shall be filled in the same manner in which the 
original appointment was made. 

"Cd) [FUNCTION] It shall be the duty of the Commission to 
conduct a comprehensive study and review of the operation of 
the provisions of this title, in effect on the effective date of this 
section, to determine the effectiveness of such provisions during 
the six-year period immediately following ~i1.e date of their enact
ment. 

"Ce) [PERSONNEL; APPOINTMENT, COMPENSATION AND QUALIFI
CATIONS] (1) Subject to such rules and regulations as may be 
adopted by the Commission, the Chairman shall have the power 
to-

"(A) appoint and fix the compensation of an Executive 
Director, and such additional staff personnel as he deems 
necessary, without regard to the provisions of title 5, United 
States Code, governing appointments in ~he competitive ser
vice, and without regard to the provisions of chapter 51 and 
subchapter 111 of chapter 53 of such title relating to classifica
tion and General Schedule pay rates, but at rates not in excess 
of the maximum rate for GS-18 of the General Schedule under 
section 5332 of such title; and 

"CB) procure temporary and intermittent services to the 
same extent as is authorized by section 3109 oftitle 5, United 
States Code, but at rates not to exceed $100 a day for in
dividuals. 
"(2) In making appointments pursuant to paragraph (1) of 

this subsection, the Chairman shall include among his appoint
ment individuals determined by the Chairman to be competent 
social scientists, lawyers, and law enforcement officers. 

"Cf) [COMPENSATION, TRAVEL AND OTHER EXPENSES] (I) A 
member of the Commission who is a Member of Congress shall 
serve without additional compensation, but shall be reimbursed 
for travel, subsistence, and other necessary expenses incurred in 
the performance of duties vested in the Commission. 

"(2) A member of the Commission from private life shall 
receive $100 per diem when engaged in the actual performance 
of duties vested in the Commission, plus reimbursement for 
travel, subsistence, and other necessary expenses incurred in the 
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performance of such duties. 
"(g)(1) Notwithstanding section 2515 of title 18, United 

States Code, the Commission or any duly authorized subcommit
tee or member thereof may, for the purpose of carrying out the 
provisions of this title, hold such hearings, sit and act at such 
times and places, administer such oaths, and require by subpena 
or otherwise the attendance testimony of such witnesses and the 
production of such books, records, correspondence, memoran
dums, papers and documents as the Commission or such sub
committee or member may deem advisable. Any member of the 
Commission may administer oaths or affirmations to witnesses 
appearing before the Commission or before such subcommittee 
or member. Subpenas may be issued under the signature of the 
Chairman or any duly designated member of the Commission, 
and may be served by any person designated by the Chairman or 
such member. 

"(2) In the case of contumacy or refusal to obey a subpena is
sued under subsection (1) by any person who resides, is found, 
or transacts business within the jurisdiction of any district court 
of the United States, the district court, at the request of the 
Chairman of the Commission, shall have jurisdiction to issue to 
such person an order requiring such person to appear before the 
Commission or a subcommittee or member thereof, there to 
produce evidence if so ordered, or there to give testimony 
touching the matter under inquiry. Any failure of any such per
son to obey any such order of the court may be punished by the 
court as a contempt thereof. 

"(3) The Commission shall be 'an a~ency of the United States' 
under subsection (I), section 6001, title 18, United States Code 
for the purpose of granting immunity to witnesses. 

"( 4) Each department, agency, and instrumentality of the ex
ecutive branch of the Government, including independent agen
cies, is authorized and directed to furnish to the Commission, 
upon request made by the Chairman, on a reimbursable basis or 
otherwise, such statistical data, reports, and other information as 
the Commission deems necessary to carry out its functions under 
this title. The Chairman is further authorized to call upon the de
partments, agencies, and other offices of the several Statf!~, to 
furnish, on a reimbursable basis or otherwise, such statistical 
data, reports, and other information as the Commission deems 
necessary to carry out its functions under this title. 

"(5) Whenever the Commission or any subcommittee deter
mines by majority vote to meet in a closed session, sections 
10(a)( I) and (3) and 10(b) of the Federal Advisory Committee 
Act (86 Stat. 770; 5 U.S.C. Appendix) shall not apply with 
respect to such meeting, and section 552 of title 5, United States 
Code, shall not apply to the records, reports, and transcripts of 
any such meeting. 

U(h) [REPORTS TO PRESIDENT AND CONGRESS; TERMINATION 
DATE] The Commission shall make such interim reports as it 
deems advisable, and it shall make a final report of its findings 
and recommendations to the President of the United States and 
to the Congress on or before April 30, 1976. Sixty days after 
submission of its final report, the Commission shall cease to 
exist. 

"(1) [CONFLICT OF INTEREST; EXEMPTION] (1) Except as pro
vided in paragraph (2) of this subsection, any member of the 
Commission is exempted, with respect to his appointment, from 
the operation of sections 203, 205, 207, and 209 of title 18, 
United States Code. 

"( 2) The exemption granted by paragraph (1) of this subsec-
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tion shallno~ extend-
"(A) to the receipt of payment of salary in connection with 

the appointee's Government service from any source other 
than the private employer of the appointee at the time of his 
appointment, or 

"(B) during the period of such appointment, to the prosecu
tion, by any pers-on so appointed, of any claim against the 
Government involving any matter with which such person, 
during such period, is or was directly connected by reason of 
such appointment. 
"(j) [ApPROPRIATIONS] There is authorized to be appropriated 

such sum as may be necessary to carry out the provisions of this 
section. 

"(k) [EFFECTIVE DATE] The foregoing provisions of this sec-
tion shall take effect upon the expiration of the fifth year period 
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immediately following the date of the enactment of this Act 
[June 19, 1968]." 

[New: Added by Pub. L. 93-609. Jan. 2, 1975] 
For purposes of section 108 of title I, United States Code, 

section 20( c) of the Omnibus Crime Control Act of 1970 shall 
be deemed to provide expressly for the revival of section 804 of 
the Omnibus Crime Control and Safe Streets Act of 1968. 

REPEAL 
Sec. 1212 of the Act of Oct. 15, 1970, Pub. L. 91-452, 

repealed sec. 804 of the Act of June 19, 1968, Pub. L. 90-351. 
However, section 20 of the Act of Jan. 2, 1971, Pub. L. 91-

644, repealed Sec. 1212 of Pub. L. 91-452 and contained certain 
amendments to section 804 of Pub. L. 90-351, which are set out 
above. 



SCOPE OF THE COMMISSION INQUIRY 
Title III of the Omnibus Crime Control and Safe 

Streets Act of 1968 authorized court-ordered wire
tapping and electronic surveillance (hereinafter 
"wiretapping") by Federal and State authorities. In 
Section 804 of Title III, Congress also provided that 
a National Commission would come into existence 
some six years later to review the operation of the 
wiretap Act. 

This Commission was designated the National 
Commission for the Review of Federal and State 
Laws Relating to Wm~tapping and Electronic Sur
veillance. Its enabling statute brought it into ex
istence on June 19, 1973, but because of a delay in 
the appointment vf the seven public members and 
the four members from the House of Representa
tives, the Commission was unable to commence its 
work until April 1974. The Commission is charged 
with making its final report to the President and the 
Congress by April 30, 1976. 

Congress charged the Commission with deter
mining whether wiretapping and electronic surveil
lance under the Act is an effective tool in law en
forcement, whether wiretapping under the Act 
properly protects the privacy of the individual, and 
whether the Act is effective in preventing illegal 
wiretapping. The Commission went about its work 
of gathering evidence to permit it to make an ob
jective assessment of wiretapping in four basic 
ways, outlined as follows: 

(1) Law Enforcement Effectiveness Conference. 
A t an early stage of its work, the Commission was 
confronted with the problem of developing a stan
dard by which it could measure the effectiveness of 
wiretapping in law enforcement. Research disclosed 
that no law enforcement agency had published for
mal guidelines or instructional courses that would 
be useful in determining what kinds of cases could 
(best) (only) be solved by the use of wiretappi.ng. 
In August 1974, fourteen experienced prosecutors 
and law enforcement officers from Federal, State, 
and local agencies met with members of the Com
mission staff and several Commission members for 
a three-day, free-wheeling, seminar-type con
ference, designed to elicit information about the 
proper and improper use of wiretapping in law en
forcement. Commissioner G. Robert Blakey 
moderated the sessions. The transcript of these ses
sions appears as a separate volume of the support
ing materials for the Commission Report, under the 
title Law Enforcement Effectiveness Conference. 

(2) Staff Studies and Surveys. Members of the 
Commission staff, aided by parttime advisers and 
consultants in the field, visited 46 separate State 
and local prosecutorial jurisdictions (one additional 
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jurisdiction was interviewed by telephone) and 12 
Federal geographical jurisdictions for the purpose 
of interviewing knowledgable prosecutors, defense 
counsel, judges, police, and criminal investigators. 
A random sampling of cases in which wiretapping 
or electronic surveillance was used was studied with 
a view to determining the effectiveness of these 
techniques. Particular consideration was given to 
determining whether wiretapping enabled law en
forcement officers to penetrate higher in a criminal 
hierarchy than would have been possible had this 
technique not been used. Four of the states visited 
did not have a state law permitting law enforcement 
to use court-ordered wiretapping, although these 
states were deemed to have a significant organized 
crime problem. An attempt was made to compare 
the effectiveness of law enforcement against or
ganized crime in states which have court-ordered 
wiretapping with states which do not permit court
ordered wiretapping. 

A separate report was prepared for each jurisdic
tion visited, including, when appropriate, a summa
ry of each case analyzed. These reports are COffi

I. ined, with the results of two mail surveys of spe
cialized monitoring problems, into a separate 
volume of the supporting materials for the Commis
sion Report, under the title Staff Studies and Sur
veys. 

(3) Commission Studies. As a means of providing 
the Commission members with background infor
mation concerning various aspects of wiretapping, a 
number of studies were prepared. These studies ap
pear in a separate volume of the papers supporting 
the Commission Report, under the title Commission 
Studies. The titles of the separate studies are as fol
lows: 

(a) State of the Law of Electronic Surveillance 
(b) Strategy and Tactics in the Prosecution and 

Defense of Complex Wire-Interception Cases 
(c) Comparative Law Aspects of Wiretapping 

and Electronic Surveillance 
(d) State of the Art of Electronic Surveillance 
(e)The Authentication of Magnetic Tapes: Cur

rent Problems and Possible Solutions 
(4) Commission Hearings. To provide the max

imum public exposure for its proceedings, most of 
the evidence considered by the Commission was 
presented under oath by some 100 witnesses during 
seventeen days of public hearings at Washington, 
D.C. The witnesses included knowledgable persons 
in all fields related to wiretapping and electronic 
surveillance. These hearings were transcribed and 
published in two separate volumes of the support
ing materials for the Commission Report, under the 
title Commission Hearings. 



LIST OF SUPPORTING MATJtRIALS 

LA W ENFORCEMENT EFFECTIVENESS 
CONFERENCE 

STAFF STUDIES AND SURVEYS 

Survey of Electronic Surveillance under State Law: 
Jurisdictional Reports 

Survey of Electronic Surveillance under Federal 
Law: Jurisdictional Reports 

Legal Ethics of Consensual Monitoring and Ad
vantages and Disadvantages of Service Quality 
Monitoring 

COMMISSION STUDIES 

State of the Law of Electronic Surveillance 
Commission Staff 

Strategy and Tactics in the Prosecution and 
Defense of Complex Wire-Interception Cases 
Roger E. Zuckerman and James L. Lyons 

Comparative Law Aspects of Wiretapping and 
Electronic Surveillance H.H.A. Cooper 

State of the Art of Electronic Surveillance 
John S. VanDewerker of Ashby & Associates 

The Authentication of Magnetic Tapes: Current 
Problems and Possible Solutions Mark R. 
Weiss and Michael H. L. Hecker 

COMMISSION HEARINGS 

VOLUME 1 

Hearing Days and Witnesses 
September 16, 1974 

William B. Saxbe, United States Attorney 
General 

Henry E. Petersen, Assistant Attorney General, 
Criminal Division, U.S. Department of Justice 

William S. Lynch, Chief, Organized Crime and 
Racketeering Section, U.S. Department of 
Justice 

John R. Bartels, Jr., Administrator, Drug En
forcement Administration 

September 17, 1974 
Clarence M. Kelley, Director, Federal Bureau 

of Investigation 
James Adams, Assistant to the Director in 

Charge of Investigations, Federal Bureau of 
Investigation 

William Cleveland, Assistant Director in Charge 
of Special Investigations, Organized Crime 
Division, Federal Bureau of Investigation 

John Kelly, Supervisor in Charge of Special In
vestigations, Organized Crime Division, 
Federal Bureau of Investigation 

ix 

December 2, 1974 
(Meeting adjourned bec~use of lack of quorum.) 

Decemb(~r 3, 1974 
David R. Macdonald, Assistant Secretary of En

forcement, Operations and Tariff Affairs, U.S. 
D(:.partment of the Treasury 

Billy E. Modesitt, Special Agent, Drug Enforce
ment Administration, Detroit, Michigan; 
former U.S. Customs Agent 

A'tIee W. Wampler, III, Attorney-in-Charge, 
Miami Organized Crime Strike Force, U.S. 
Department of Justice 

March 18, 1975 
Arlen' Specter, former District Attorney, 

Philadelpl.ia, Pennsylvania 
Mario Merola, District Attorney, Bronx County, 

New York 
Joseph Lordi, County Prosecutor, Essex County 

(Newark), New Jersey 
Jack Lazarus, District Attorney, Monroe County 

(Rochester), New York 
Pierre Leval, First Assistant District Attorney, 

New York County, New York 
John Breslin, Chief, Rackets Bureau, Bronx 

County District Attorney's Office, Bronx, New 
York 

Ronald Goldstock, Deputy Chief, Rackets Bu
reau, Bronx County District Attorney's Office, 
Bronx, N ew York 

Peter Grishman, Chief, Narcotics Bureau, Bronx 
County District Attorney's Office, Bronx, New 
York 

R. Michael Haynes, Assistant to the Special 
Prosecutor for Narcotics, New York City 

John Matthews, III, Director, City-County Strike 
Force, Essex County Prosecutor's Office, 
Newark, New Jersey 

Vincent Mitrano, First Assistant District Attor
ney, Monroe County, New York 

March 19, 1975 
William Hyland, Attorney General of the State 

of New Jersey 
Peter Richards, Associate Director, Organized 

Crime and Special Prosecutions Section, At
torney General's Office, New Jersey 

Arnold Markle, District Attorney, New Haven 
County, Connecticut 

Joseph Phillips, Chief Assistant to the Special 
Prosecutor for Corruption, New York 

Neil O'Brien, Executive Assistant District Attor
ney, Queens County, New York 

Larry Finnegan, Chief, Investigations Bureau, 
Queens County District Attorney's Office, 
Queens, New York 



David Cunningham, Chief, Trial Section, Office 
of the Special Prosecutor for Narcotics, New 
York 

Barry Friedman, Chief, Rackets Bureav, Kings 
County District Attorney's Office, Brooklyn, 
New York 

March 20, 1975 
Ronald Goldstock, Deputy Chief, Rackets Bu

reau, Bronx County District Attorney's Office, 
Bronx, N ew York 

William Aronwald, Attorney-in-Charge, Manhat
tan Organized Crime Strike Force, U.S. De
partment of Justice 

Robert Nicholson, Detective Sergeant, New 
York City Police Department, New York 
County District Attorneys Squad, New York, 
New York 

Richard Tammaro, Special Agent, Federal Bu
reau of Investigation, New York City Division 

April 9, 1975 
(Commission business meeting; no witnesses.) 

April 22, 1975 
Hon. Charles W. Joiner, U.S. District Court 

Judge, Eastern Distril.!t of Michigan, Detroit, 
Michigan 

Hon. John F. Dooling, Jr., U.S. District Court 
Judge, Eastern District of New York, 
Brooklyn, New York 

Hon. Milton Mollen, Justice of the Supreme 
Court of the State of New York, Kings Coun
ty, New York 

Hon. Joseph Sullivan, Justice of the Supreme 
Court of the State of New York, Bronx Coun
ty, New York 

Hon. Henry J. Naruk, Judge, Superior Court 
of Connecticut, Middletown, Connecticut 

Neil Fink, Esq., Defense Attorney, Detroit, 
Michigan 

Stanley Arkin, Esq., Defem:~ Attorney, New 
York, New York 

April 23, 1975 
James K. O'Malley, Defense Attorney, Pitt

sburgh, Pennsylvania 
James Hogan, Esq., Defense Attorney, Miami 

Beach, Florida 
William p, McCarthy, former Deputy Police 

Commissioner of New York City 
Ronald G. Martin, Investigator, New York State 

Police 
James Foody, Lieutenant, New York State Po

licf~ 
Richard Bolton, Counsel, New York State Police 
Donald Brandon, Assistant Deputy Superinten

dent, Bureau of Criminal Investigations, New 
York State Police 

x 

Evan Miles, Captain and Chief Investigator, 
City-County Strike Force, Essex County 
Prosecutor's Office, Newark, New Jersey 

Steven Bertucelli, Captain and Commanding Of
ficer, Organized Crime Bureau, Dade County 
Office of Public Safety, Miami, Florida 

Earl Campbell, Legal Officer, Phoenix Police 
Department, Phoenix, Arizona 

May 19, 1975 
Theodore L. Vernier, Regional Director, Drug 

Enforcement Administration, Detroit, 
Michigan 

John G. Evans, Special Agent in Charge, Drug 
Enforcement Administration, Atlanta, Georgia 

Alwin C. Coward, Special Agent, Drug Enforce
ment Administration, Miami, Florida 

Gary G. Worden, Section Chief, Technical 
Operations Division, Drug Enforcement Ad
ministration, Washington, D.C. 

Albert W. Seeley, Chief, Special Investigations 
Branch, United States Customs Service, 
Washingtoli, D.C. 

Laurence Leff, Executive Assistant, Nassau 
County District Attorney's Office, Nassau 
County, New York 

VOLUME 2 

Hearing Days and Witnesses 

May 20, 1975 
William V. Cleveland, Assistant Dit'ector in 

Charge of Special Investigations, Organized 
Crime Division, Federal Bure,au of Investiga
tion, Washington, D.C. 

John R. Barron, Supervisor, Criminal Intel
ligence Squad, Federal Bureau of Investiga
tion, Los Angeles, California 

Robert G. Sweeney, Supervisor, Organized 
Crime Division, Federal Bureau of Investiga
tion, New York, New York 

Benjamin P. Grogan, S'.Jpervisor, Organized 
Crime Division, Federal Bureau of Investiga
tion, Miami, Florida 

James C. Esposito, Assistant Supervisor, Or
ganized Crime Division, Federal Bureau of In
vestigation, Detroit, Michigan 

May 21,1975 
Edward T. Joyce, Deputy Chief, Organized 

Crime and Racketeering Section, U.S. Justice 
Department, Washington, D.C. 

Peter Schlam, Assistant United States Attorney, 
Brooklyn, New York 

Thomas E. Kotoske, Attorney-in-Charge, San 
Francisco Organized Crime Strike Force, U.S. 
Department of Justice 



June 9,1975 
Joseph Busch, District Attorney, Los Angeles 

County, California 
Kenneth Gillis, Chief, Special Prosecutions Bu

reau, Cook County State's Attorney's Office, 
Chicago, Illinois 

Daniel McFadden, Lieutenant, Organized Crime 
Unit, Philadelphia Police Department, 
Philadelphia, Pennsylvania 

Nicholas Iavarone, Chief, Organized Crime and 
Corruption Task Force, Cook County State's 
Attorney's Office, Chicago, Illinois 

James R. Thompson, Jr., United States Attor
ney, Northern District of Illinois 

Walter M. Phillips, Jr., Special Prosecutor for 
Corruption, Philadelphia, Pennsylvania 

June 10, 1975 
Hon. Herbert Stern, U.S. District Court Judge, 

District of New Jersey 
Ramsey Clark, former Attorney General of the 

United States 
R. Kent Greenawalt, Professor, Columbia 

University School of Law 
Richard Uviller, Professor, Columbia University 

School of Law 
June 11, 1975 

Edith Lapidus, Professor, Queens College, New 
York 

Herman Schwartz, Professor, State University of 
New York at Buffalo, School of Law 

June 25,1975 
Jack N. Holcomb, President, Audio Intelligence 

Devices, Inc. 
A. T. Bower, Manager, Government Sales, BeIl 

& Howell Communications Co. 
Michael J. Morrissey, formerly of B.R. Fox 

Company, Inc. 
John S. VanDewerker, General Manager, 

Systems Division, Ashby & Associates 
James T. Fahy, Consultant, National Wiretap 

xi 

Commission 
Carroll M. Lynn, Chief of Police, Houston, 

Texas 
Anthony J.P. Farris, former U.S. Attorney, 

Southern Di:>trict of Texas 
Joseph Jaffe, Assistant United States Attorney, 

Southern District of New York 
Jerris E. Bragan, former private investigator 

June 26, 1975 
Allen E. Ertel, District Attorney, Williamsport, 

Pennsylvania 
Jerry N. Schneider, President, Jerry Schneider 

& Company 
Richard L. Coulter, Corporate Security 

Director, Hewlett Packard Co. 
Allen Bell, President, Dektor Counterintel
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Hearing, Tuesday, May 20, 1975 

Washington, D.C. 
The meeting was reconvened at 9:30 a.m., in 

Room 318, Russell Building, William H. Erickson, 
Chairman, presiding. Commission members 
present: William H. Erickson, Chairman; Chief 
Richard R. Andersen, Professor G. Robert Blakey, 
Samuel R. Pierce, Jr., Professor Frank J. Reming~ 
ton, Ms. Florence P. Shientag, Alan F. Westin. 

Staff present; Kenneth J. Hodson, Esq., Execu
tive Director; David Cook, Esq. 

PROCEEDINGS 

CHAIRMAN ERICKSON: The Commission will 
come to order. 

We are honored today to have a number of 
representatives from the Federal Bureau of In
vestigation who will offer the Commission informa
tion and advice regarding Title III in areas that have 
come about from staff investigation that would go 
to the effectiveness of this legislation as a means of 
effectively dealing with organized crime and as a 
means of pursuing effective law enforcement while 
mt violating the reasonable needs for privacy. 

The first witness that we have this morning is 
William Cleveland, Assistant Director of the 
Federal Bureau of Investigation. 

Mr. Cleveland, we are pleased to have you here. 
Would you be sworn, sir? 

[Whereupon, William Cleveland was duly sworn 
by the Chairman. J 

TESTIMONY OF ASSISTANT 
DIRECTOR WILLIAM V. CLEVELAND, 
FEDERAL BUREAU OF 
INVESTIGATION, ACCOMPANIED BY 
ALVIN A. STAFFELD, INSPECTOR, 
AND JOHN E. KELLY, JR., 
INSPECTOR, FEDERAL BUREAU OF 
INVESTIGATION 

CHAIRMAN ERICKSON: As I understand it,. 
you have a prepared statement that you are going 
to offer. 

Is that ready for distribution or do you have co~ .. 
pies for Commission members? . 

MR. CLEVELAND: Yes, it is. 
CHAIRMAN ERICKSON: We are indebted to 

you for preparing a statement in such detail, and it 
will be very valuable to us, and at this time, with 

the Commission's permission, if I hear no objection, 
I will suggest that this be included as part of the 
record and as part of the proceedings of this Com
mission. 

Hearing no objection. it will be filed and included 
as a part of the record of this Commission. 

Mr. Cleveland, I don't know how you desire to 
proceed, but to try to save time-I know how com
mitted you are-if it is agreeable to you, I would 
appreciate your hitting the highlights of this by way 
of some preliminary remarks, and then upon 
completion of those remarks, Mr. Cook of our staff 
will ask some preliminary questions, and then the 
Commission itself will proceed to interrogate you 
on your prepared statement and on the areas that 
we have reviewed with you previously. 

MR. CLEVELAND: All right, sir. 
Mr. Chairman, I was asked specific questions in 

connection with this appearance, and this statement 
includes the answers to some of those specific 
questions. It is fairly brief, so if! may, I will read it. 

When Congress enacted the Omnibus Crime Con
trol and Safe Streets Act of 1968 it was obvious that 
some concern existed on Capitol Hill about the 
possible abuse of electronic surveillances. And well 
it might have, considering the advanced state of 
technical developments in recent years and the 
large number of law enforcement agencies employ
ing these sophisticated listening devices. 

Counterbalancing this concern, however, was the 
undeniable fact that society needed protection from 
such pervasive evils as organized crime, and that' 
electronic surveillances provide the Government 
with one of the most effective weapons in its legal 
armory. 

Organized crime, by its very nature, is a vast con
spiracy which does not lend itself to investigative 
techniques aimed at lone-wolf car thieves, bandits, 
burglars, and muggers. It is big business in every 
sense of the word, and its members often enjoy 

.::positions of power, as well as great respectability, in 
their local communities. Furthermore, its leaders 
exercise such a strring control over their operations 
that potential witnesses are justifiably reluctant to 
testify for fear of jeopardizing their lives or those of 
their families. And physical surveillances are ex
tremely limited in effectiveness, since they can 
determine who is meeting with whom but rarely 
what is said. 
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As a result of all these obstacles, our experience 
in the FBI has shown that electronic surveillances 
are one of the few investigative techniques to con
sistently hit the underworld where it hurts and, 
because of this, there are few things more 
uniformly feared by the hoodlum element. No 
bookmaker of any consequence can operate 
without his telephone network, and, by and large, 
Title III of the Omnibus Crime Control and Safe 
Streets Act effectively cuts into these networks. 

Conscious of two such conflicting concerns-one 
for the preservation of individual privacy and one 
for the protection of society against mobs of 
ruthless killers-the FBI has instituted various 
procedures to safeguard the former without endan
gering the latter in the use of Title III. 

Needless to say, initial action in these investiga
tions commences on the field level, and a number 
of our representatives from around the country 
have been invited here to testify bet~')re you and 
answer any questions you may wish to ask them. 
Certainly it is they who know their f;ubjects best 
and who have determined which investigative 
techniques will be most productive in their local 
situations, and who have worked with the United 
States Attorney or Strike Force Attorney on the 
scene to draw up requests for Title £II authoriza
tion. It is also they who go to the judges for court 
orders after the Attorney General has granted ap
proval, and it is they who supervise the actual 
operation of the electronic surveillances and the in
vestigations stemming from them. 

My purpose in appearing here before you today 
is to discuss the supervision and review of these ac
tivities from a headquarters level. 

Basically, Headquarters' control of electronic 
surveillances is threefold: case supervision, legal 
review, and executive approval or disapproval. 

When a Title III affidavit is received at FBI 
Headquarters, it is closely scrutinized from the 
casework standpoint in the unit and section levels 
to insure that the factual material is accurate, that 
the probable cause is current and adequate, that 
the case is of sufficient importance to warrant such 
coverage, and that an electronic surveillance is 
necessary to bring the investigation to a successful 
conclusion. 

Because our experience on a national level gives 
us a broad overview not available in anyone field 
office, we are particularly well situated to compare 
hoodlum operations in various parts of the country 
and evaluate their relationship to the organized 
crime structure as a whole. 

Through this nationwide experience we are also 
better able to analyze the preparation of each af
fidavit for conte!1t than is the supervisory staff in a 
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given field office, which handles only a fraction of 
the number of affidavits in a year that we do. 

In addition, being removed from the actual in
vestigation of the case itself, we can often form a 
more objective appraisal regarding the statutory 
provision that, before electronic surveillance be 
resorted to, the applying agency must certify that 
normal investigative procedures are either too dan
gerous or are unlikely to succeed. 

With respect to probable cause, our headquarters 
staff reviews all Title III affidavits for adequacy as 
well as to make certain that they meet the Depart
ment's 21-day rule. Under this guideline, the De
partment has stipulated that no more than three 
weeks may transpire between the date of the last in
formation relating to probable cause in the affidavit 
and the time the affidavit itself reaches the Attor
ney'General's desk for approval. 

Because of our broad overview experience in 
these matters, we have also encountered several in
stances wherein the field apparently failed to real
ize that the probable cause in its affidavit was so 
overwhelming that it did not need a Title III at all. 
It already had enough information to either apply 
for a search warrant or to go before a Federal 
Grand Jury for a possible indictment. In such cases, 
we decline the field's application and suggest what 
we believe is a more appropriate course of action. 

On the second level of Headquarters' control of 
Title III applications is the review of the affidavit by 
our Legal Counsel Division, which has the overall 
responsibility of insuring that these documents are 
legally sound in all aspects and ready for presenta
tion to the Attorney General. 

The third and last level, of course, is the execu
tive approval or disapproval of the affidavits, based 
on a thorough review by myself, as Assistant 
Director, by the Deputy Associate Director-In
vestigative, by the Associate Director, and finally 
by the Director, himself. This is in keeping with the 
Departmental guidelines that Title IrI requests 
come from the "highest ranking officer of the agen
cy with jurisdiction over the offense in connection 
with which the interception is to be made." 

The qualifications of the reviewing officials on 
the various levels at Bureau Headquarters include a 
broad spectrum of experience, ranging from previ
ous field practice at installing and operating Title 
III surveillances to a high-level oversight 
background in examining and approving more than 
800 such applications during the past six years. 

We have also, through this long experience, 
learned many valuable lessons and, I think, im
proved our operations as a result. 

Probably the most important discovery we made 
in this res~ect was that electron ic surveillances are 



expensive and require great expenditures of man
power. When a small office applies for one, we 
have to transfer in a number of agents from sur
rounding offices on a temporary basis or else the 
rest of the work of that office would suffer substan
tially. Altogether, Title III operations have cost the 
FBI approximately $6.4 million in manpower and 
resources since 1969. 

On the other hand, fines and confiscations of 
cash, property, weapons, and wagering parapher
nalia stemming from Title III investigations during 
the same period have amounted to more than $8.4 
million or a "profit," you might say, of some $2 
million. But even if we received no return at all on 
the money spent, it should be borne in mind that 
electronic surveillances may be utilized only as a 
last resort and that the 1,300 subjects convicted as 
a result of Title HI evidence in FBI cases would un
doubtedly never have been convicted otherwise. 
Furthermore, we should also remember that these 
1,300 subjects include some of the top names in the 
American underworld. How do you place a doJIar
and-cents value on that? 

From the standpoint of experience, we have been 
improving with each passing year, so that affidavits 
are now better prepared in the field and fewer have 
to be turned down on the headquarters level 
because of errors, faulty probable cause, missing 
elements, or the like. 

In the operation of the electronic surveillances 
themselves, our field agents have gradually learned 
how to minimize the number of interceptions, so 
that extraneous messages may be cut off as quickly 
as possible, coverage of pay booths is rt!stricted to 
specific times, and monitoring is discontinued as 
soon as a violation has been established and all the 
members of the conspiracy have been identified. 

Naturally, as our intelligence in the field of or
ganized crime increases, we have been able to tar
get our investigations more effectively, so that we 
are now in a better position to stress quality rather 
than quantity. And that is essential jf you really 
hope to make any serious inroads in the activities of 
major criminal groups operating throughout the 
country at this time. 

Just recently, in fact, penetrative Title III 
coverage by the FBI led to the indictment of 24 
persons charged with conducting the largest book
making and policy operation in the Metropolitan 
New York City area. It has been estimated that the 
ring-which had close Syndicate ties-was handling 
at least $100 million a year in wagers. 

Investigations of this sort have not only enabled 
the Bureau to increase its effectiveness in the fight 
against organized crime but have also confirmed 
our previous findings that gambling is the federal 
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offense most susceptible to Title III coverage and 
the one most devastated by it. 

Obviously, as provided for in the Omnibus Crime 
Control and Safe Streets Act, we have employed 
electronic surveillances against hoodlum loan 
sharks, extortionists, criminals dealing in interstate 
transportation of stolen property, and the like but, 
as a rule, we found that few criminals rely as exclu
sively on telephonic communicatiolls as do large
scale bookmakers. 

Since these gamblers provide the underworld 
with a substantial amount of its illicit revenue, they 
constitute one of our foremost targets. And our ef
forts to combat them would be seriously impaired 
without the use of Title III. Therefore, we would 
hate very much to lose such a valuable investigative 
tool, and we have taken every possible precaution 
to insure that it is used in strict conformity with the 
law. 

Now, in reply to certain questions raised by the 
Commission prior to my appearance here today, I 
would like to state that I am an Assistant Director 
of the Special Investigative Division. Under my 
direct supervision are the activities of three sec
tions, one of which deals exclusively with organized 
crime violations. In this section are a Section Chief, 
his Number One Man, and four units-consisting of 
a total of four Unit Chiefs and nine Supervisors-all 
of whom are charged with the review of Title III ap
plications, depending upon the geographical loca
tion of the submitting field office. Of these 15 su
pervisory officials, more than half have had direct 
experience as Title If I case agents or affiants in the 
field, and all have had broad supervisory ex
perience either in the field or here at Bureau 
Headquarters. Their length of service ranges from 
10 years' agent time to more than 30. 

As regards the reviewiilg personnel in the De
partment's Organized Crime and Racketeering Sec
tion, we work quite closely with them on each 
request, and our standards and considerations are 
substantially the same as theirs. 

Although we keep no precise figures on the per
centage of affidavits which are modified at 
headquarters level for reasons other than style and 
typographical errors, I think a fair estimate would 
be approximately 20 to 30 per cent for the larger, 
more experienced offices and 60 to 70 per cent for 
the smaller offices which have handled fewer Title 
III installations. Most of the requested changes deal 
with such things as updating the probable cause, 
establishing the informant's position and the basis 
of his knowledge, meeting the requirements of the 
statute, and naming all the principals in a gambling 
operation, rather than the minimum specified in the 
Organized Crime Control Act of 1970. 



In addition, after leaving the Bureau, these af
fidavits go to the Criminal Division of the Depart
ment of Justice where other changes may be sug
gested. 

With respect to the possibility of shortening the 
review process, our Director, Clarence Kelley, 
testified before this Commission last September 
that he thought the present procedures were ab
solutely necessary. I agreed fully with Mr. Kelley at 
the time, and there has been no change in the Bu
reau's position since then. 

Congress and the public are both concerned 
about the impact of electronic surveillances on the 
issue of individual privacy, and I do not believe that 
we should do anything to relax the safeguards now 
employed to oversee these operations. 

The law is a good one. It is functioning effective
ly. It has survived every legal challenge to date. It 
has met the test of time. I see no reason to make 
any serious alterations in it. 

Now, Mr. Chairman, I would like to introduce 
my Deputy, Number One Man Inspector AI Staffeld 
on my left, and Inspector John Kelly on my right. 
And we have four supervisory agents from field of
fices throughout the country seated behind us. We 
have James Esposito, from Detroit; Benjamin 
Grogan from Miami; Robert G. Sweeney from New 
York; and John R. Barron from Los Angeles. 

I hope among these we can answer your 
questions. 

CHAIRMAN ERICKSON: Thank you. Do you 
feel that each of these will be volunteering informa
tion at some stage or that they may? 

MR. CLEVELAND: I think that they will. 
CHAIRMAN ERICKSON: Then may I ask that 

they all be sworn a.t this time? 
[Whereupon, Alvin A. Staffeld, John E. Kelly, 

Jr., Robert Sweeney, John Barron, Benjamin 
Grogan, and James Esposito were duly sworn by 
the Chairman.] 

CHAIRMAN ERICKSON: Now, to proceed with 
staff questions before pursuing questions on an in
dividual basis from the Commission members. 

And I might say I am still rather embarrassed by 
the attendance of the Commisssion members. We 
have eight Congressipnal members that I hoped 
would be in attendance since this is extremely im
portant testimony. We do have a number of our 
public members present, but I hope the remaining 
members will be here before the testimony is 
completed. 

Mr. Cook. 
MR. COOK: Thank you, Mr. Chairman. 
Mr. Cleveland, referring to your statement and 

the impact of the Omnibus Crime Control and Safe 
Streets Act of 1968 upon the state of electronic sur-
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veillance at that time, can you give the Commisc;ion 
some idea of what the Bureau's practices were in 
the field of electronic surveillance prior to the 
enactment of the Act, and how do you interpret the 
existing law as to apply to your own practices? 

MR. CLEVELAND: Just prior to the enactment 
of the Act our electronic surveillance coverage in 
criminal matters was practically non-existent. 

MR. COOK: Was this due to Justice Department 
policy at that time? 

MR. CLEVELAND: Yes, mainly. 
MR. COOK: It was not immediately upon enact

ing the statute that you did become active in elec
tronic surveillance; is that correct? 

MR. CLEVELAND: Upon enactment of this par
ticular legislation there was still a period when 
there was no electronic surveillance coverage. In 
1969, the first installation was made under the Act. 

MR. COOK: Do you recall and have any figures 
at your disposal which would indicate the number 
or frequency of installations which you used in the 
early stages of the Act in 1969? 

MR. CLEVELAND: I don't have the figures at 
my disp\)sal. There have been over 800 since 1969. 
There was a period of activity in 1971 where we 
had more than we have had before or since, but 
other than that they have been pretty well stable. 

MR. COOK: When you first began to implement 
the statute and your own agency began electronic 
surveillance operations, what was the nature of 
your approach to this job? Was this something 
which you were technically unprepared for at that 
time, or did you have a pretty good idea of what 
needed to be done under the statute? 

I am trying to get at the learning process which 
you indicated, that you had learned some things 
about electronic surveillance. 

MR. CLEVELAND: Technically, we were quite 
well prepared. From the standpoint of the statute, 
itself, and the preparation of affidavits, the obtain
ing of probable cause, this obviously was new and 
the gambling cases were new insofar as the FBI was 
concerned, and there was a learning process in
volved there. 

MR. COOK: Now, you had been an agent in the 
Bureau prior to the use of any electronic surveil
lance, isn't that right, an enforcement officer? 

MR. CLEVELAND: I beg your pardon? 
MR. COOK: Were you not an enforcement of

ficer in the FBI before the enactment of the Elec
tronic Surveillance Act? 

MR. CLEVELAND: Yes. 
MR. COOK: And did you have experience in the 

organized crime field prior to the enactment of the 
1968 bill? 



MR. CLEVELAND: The gentlemen here, par
ticularly Mr. Staffeld and Mr. Kelly, on my left and 
right, were far more active in it prior to 1968 than I 
was. 

MR. COOK: Could you give, perhaps among the 
three of you, some idea of the procedures which 
the Bureau relied on in organized crime investiga
tions before it had available to it electronic surveil
lance? 

MR. STAFFELD: Our interest in organized 
crime, of course, went back to 1957, after that 
famous Apalachin meeting. And we found at that 
time it was very difficult to get any basic intel
ligence information with respect to organized 
crime, itself. Physical surveillances and record 
checks didn't produce the material, the meat that 
we wanted. And as a consequence, we were 
authorized-oh, I believe it was in the late '50's or 
early 1960's-to use electronic surveillance 
techniques for the purpose of gathering intel
ligence. 

After a period of time, and in fact up to July 12, 
1965 we did use that technique, but on July 12, 
1965 it was discontinued and we had not used that 
technique until the Title III provisions were 
enacted. 

MR. COOK: Your use of the technique at that 
time was under the authority of the Justice Depart
ment? 

MR. STAFFELD: That is right, sir. 
MR. COOK: And the context in which that was 

carried out at the time was that interception was 
permitted but that divulgence was not; is that right? 

MR. STAFFELD: That is correct. 
MR. COOK: Now, in addition to your activities 

in electronic surveillance, what conventional means 
did you rely upon in enforcement of organized 
crime laws before enactment of the 1968 bill? 

MR. STAFFELD: Well, this would include the 
good old hard-nosed investigations, the physical 
surveillance, the observations and, of course, the 
inclusion of informant information that you can 
develop from time to time. And then the privilege 
of search warrants would also help out in the ob
taining of the necessary evidence. 

MR. COOK: Is there any basis upon which you 
could compare your effectiveness at that time in or
ganized crime investigations to the effectiveness 
which the Bureau seemed to enjoy in areas such as 
bank. robbery, interstate theft, stolen cars, and so 
forth? 

MR. STAFFELD: In the absence of the Title III 
privilege? 

MR. COOK: That is right. 
MR. STAFFELD: Well, I am quite certain that 

what we were after were the kingpins in organized 
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crime. And we were unable to penetrate that area 
of insulation which existed between the street gam
bier and the kingpin or the boss. 

So I don't think that prior to the enactment of 
Title III we were as successful in getting the big 
people. Later, with the Title III, we were able to 
penetrate deeper into the organization. 

MR. COOK: And when was it that the Bureau 
obtained jurisdiction in interstate gambling? 

MR. STAFFELD: In the fall of 1961. 
MR. COOK: It was in 1970 that the Bureau ob

tained jurisdiction in the illegal gambling business? 
MR. STAFFELD: Right. 
MR. COOK: So that your investigative 

techniques against organized crime or your jurisdic
tion, I should say, was enlarged by statute prior to 
enactment of the Organized Crime Act of 1968? 

MR. STAFFELD: Yes, it was. 
MR. COOK: Okay. With reference to the ad

vanced state of technical development which Mr. 
Cleveland referred to, how does the Bureau struc
tUre its apparatus for insuring that its own technolo
gy is adequate to keep up with the investigative 
needs in the field? 

MR. CLEVELAND: Are you speaking of the ac
tual mechanical techniques now? 

MR. COOK: Well, for example, does the Bureau 
have-I know they have a national crime laborato
ry, a forensic-type service which it offers to local 
and state police departments. 

MR. CLEVELAND: Right. 
MR. COOK: Do you have similar technical ap

paratus which you rely on to assure you have a 
technological capability in electronic surveillance? 

MR. CLEVELAND: Well, I think you would 
have to say that the procedure of keeping up is a 
constant training procedure, which we do have, 
ranging from our new agents right through to our 
experienced agents operating in organized crime. 

The laboratory likewise keeps tabs with all new 
developments and is right up to scratch on those 
things. 

Does that answer your question at all? 
MR. COOK: Yes, I think it gets into the area. 
What type of personnel are employed in your 

laboratory who are devoted to the development of 
your technological capability in electronic surveil
lance? Are these engineers? 

MR. CLEVELAND: Engineers, scientists, yes. 
And I think a group of representatives from our 
laboratory appeared before this Commission and 
gave testimony in depth as to their operations in 
connection with Title III. And they, of course, are a 
little bit better qualified to speak on their opera
tions than are we, their operations being engineer
ing and technical to a large degree, whereas ours is 
more or less investigative. 



MR. COOK: Do you have procedures whereby 
you insure that the latest in technological develop
ments can be deployed by your investigative per
sonnel, in other words, that they don't just blossom 
in the laboratory and never hit the streets, so to 
speak? 

MR. CLEVELAND: Yes, we have laboratory 
technicians instructing our agents who are operat
ing in organized crime matters regularly. And they 
actually go to the field on many occasions and work 
on installations that are necessary in connection 
with specific operations. 

MR. COOK: So do you have a-perhaps job clas
sification is the wrong word-but do you have per
sonnel who function as training people in the 
technical area to insure you have a field operation 
capability which is up to date with your technologi
cal achievements? 

MR. CLEVELAND: Absolutely right. 
MR. COOK: And in terms of the dynamics of an 

ongoing investigation I take it you may have de
mands in different cities for various types of equip
ment-cameras or video-tape or bugs, and so forth? 

MR. CLEVELAND: Where that happens, the 
field only has to let us know and the laboratory will 
see to it that that equipment is sent promptly to 
that particular area, along with a technician, if 
necessary, to help in the installation. 

MR. COOK: Is the bulk of your sophisticated 
equipment maintained centrally in Washington? 

MR. CLEVELAND: No, it is located throughout 
the field-and based on prior needs, there is a cer
tain amount of equipment in each of our 59 field 
offices. 

You develop a history of need in various areas. 
And Detroit may have far more electronic equip
ment or technical equipment than does Savannah, 
for example. And based on those needs, the equip
ment is there. 

When they need more, Washington will send it 
out. 
. MR. COOK: Do you ever have occasion to 
exchange or compare with other F(!deral investiga
tive agencies, such as the Drug Enforcement Ad
ministration, their own developing capabilities in 
this area? 

MR. CLEVELAND: We do tha~ regularly. Our 
laboratory technicians are in touch with their 
laboratory technicians and Mr. John Kelly, here, 
maintains close liaison on the headquarters level 
with the DEA from an investigative standpoint. We 
are in close touch with each other. 

MR. COOK: Have you found this to be of mutual 
benefit? 

MR. CLEVELAND: Mutual benefit. Indeed, it is. 

MR. COOK: One of the remarks in your state
ment went to the effect that a determination was 
made in the reviewing process as to whether the ap
plication was a suitable one for deployment of Title 
III. And I take it-and correct me, if r am 
wrong-that this is a policy determination more 
than a probable cause determination; is that right? 

MR. CLEVELAND: Well, starting with the 
statute, itself, we want to be sure that it is the type 
of case that is covered by the statute. That is 
number one. 

And we go from there. 
It may be that from experience by personnel here 

at Headquarters a different approach might be ap
propriate for a particular case-or it may be from 
reviewing material that they have already obtained 
through investigation that there is no need for Title 
III. 

We have to satisfy ourselves that according to the 
statute there is no other logical way of obtaining 
the information other than Title HI. 

MR. COOK: Well, is your manpower 
adequate-have you made a policy judgment that, 
for example, all gambling operations which fall 
within the ambit of the statute of 1955 are an ap
propriate subject for electronic surveillance? 

MR. CLEVELAND: No, not at all. All gambling 
subjects would not be proper subjects for Title III 
installations. We try to restrict our gambling cases 
to quality type solely, no "Mom and Pop" opera
tions, no little old lady at the candy store. It has to 
be targeted toward persons who are operating on a 
rather high level in a syndicate or someone who is 
operational in a very large gambling ring to warrant 
the use of Title III, we feel. 
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MR. COOK: So your reviewing section has to 
have some kind of fairly close Ii?ison with an intel
ligence function; is that correct? 

MR. CLEVELAND: Yes, indeed. 
MR. COOK: As to the importance of the applica

tions you receive? 
MR. CLEVELAND: Absolutely. 
MR. COOK: Do you rely more on the input of 

the field appraisal, in other words, the people who 
gather the intelligence in the field, or do you rely 
on centralized files which would represent what you 
have already accumulated in terms of intelligence 
about gambling operations in a particular area? 

MR. CLEVELAND: We have a centralized 
system in the FBI unlike some other government 
agencies who are compartmentalized or operate on 
a regional basis. We operate solely on a centralized 
concept in the FBI. So the information being 
reviewed at headquarters is information gleaned 
from all our 59 field offices and maintained on a 
central level from that review a determination is 
made. 



MR. COOK: In other words, if an application 
came into your office from, say Chicago and it 
named as its principal subject John Doe, would you 
have the capability at Headquarters of making a 
complete intelligence check on John Doe and his 
significance in organized crime in Chicago at 
Headquarters? 

MR. CLEVELAND: Normally that would be 
possib1t" yes, not only from information from 
Chicago, but information that might come in from 
Los Angeles or New York or other offices relating 
to John Doe. It would all be considered in cur cen
tralized check of records. 

MR. COOK: You would then have access to in
formation from other cities which the field office 
originating the application would not have? 

MR. CLEVELAND: That is many times cor
rect-not always correct, however, because if two 
field offices know of the same subject more than 
likely those two field offices would have the same 
information about that subject. But that is not al
ways true. So the only way to have a complete 
check of everything the FBI knows about an in
dividual is through a check of the central files here. 

MR. COOK: In assessing the importance of elec
tronic surveillance, is there a flow through field of
fices independent of intelligence input to 
Headquarters? In other words, would Detroit and 
Chicago have an intelligence liaison independent of 
the files that have been sent to your Headquarters? 

MR. CLEVELAND: Not normally. Normally any 
intelligence information developed by Detroit and 
Chicago about a particular individual would also be 
channeled into Headquarters. 

MR. COOK: In terms of data retention and 
retrieval, what kind of capability do you have? Do 
you have a computerized capability as far as intel
ligence assessments are concerned? 

MR. CLEVELAND: No, sir, we do not. 
MR. COOK: You have to run a manual file 

check? 
MR. CLEVELAND: Right. 
MR. COOK: Do you ever find that this slows 

down the process? 
MR. CLEVELAND: I don't think so to that 

degree. I think it is very necessary to be able to 
manually retrieve intelligence information on an or
ganized crime subject for a thorough view. Sure, 
certain key things can be computerized and are 
computerized. In the Justice Department, for exam
ple, they have the computerized racketeer profile. 
But to have a complete review of all information 
available about an individual, I personally would 
like to see the whole file and not just some key 
things that were punched into a card and compu
terized. 
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MR. COOK: Do you rely to any extent on the 
Racketeer Profile System the Justice Department 
uses? 

MR. CLEVELAND: No, sir. A large percentage 
of the information going into their computers is 
taken directly from FBI reports. 

MR. COOK: You mentioned the 21 days which 
the Justice Department has mandated for probable 
cause. In our interviews in the field in some of the 
major cities there were indications that particularly 
in theft and fencing operations, the frequency of 
the commission of the offense was not of a daily na
ture which characterizes a gambling business. In 
other words, there might be a theft the first day of 
the month; it might not come again until the 30th 
day of that month. And the sale of those goods and 
passing on of those goods to a fence or buyer might 
take place even as long as three or four weeks later. 

Do you think, or have you found a need, based 
upon the intelligence which you have received, and 
the theft and fencing applications which you have 
received, to relax the 2 I-day requirement in cases 
such as these where there is not a daily ongoing 
business? 

MR. STAFFELD: I think the rule is an adminis
trative rule that is established by the Department of 
Justice right now, and I think it has been utilized 
because it has been workable in our type of case. 
We haven't had a great deal of experience with the 
Title III in connection with theft from interstate 
shipment or bank robbery or anything else. It is a 
different kind of a crime. It is not a constant, ongo
ing thing. 

I would expect that if there was some solid infor
mation respecting pertinent conversations that were 
outside of the 21 days-I would think that there 
would be some leeway. I think that it would be part 
of the probable cause. So I don't know that it would 
be necessary to relax or revise that particular ad
ministrative rule. I couldn't say. 

MR. COOK: But you think there might be occa
sions where there would be suitable exceptions to 
the rule? 

MR. CLEVELAND: Oh, I think ~here could be, 
yes. 

MR. COOK: Mr. Cleveland, you made reference 
to the amount of money expended on electronic 
surveillance by the Bureau and-let me get the cor
rect figure here-$6.4 million in manpower and 
resources since 1969. Can you gi ve the Commission 
any idea how this compares with the allocation of 
manpower and resources to the conventional means 
of investigation during the same period? 

I realize you may not have budget figures in front 
of you-

MR. CLEVELAND: No. 



MR. COOK: Is this something you could provide 
the Commission with-a comparison of the expen
ditures made by the Bureau on electronic surveil
lance with the expenditures made by the Bureau in 
other conventional areas? 

MR. CLEVELAND: I don't know-number one, 
yes, we can furnish figures relating to expenditures 
in connection with various types of investigative 
operation:; of the FBI. True, we can do that. 

I don't know of any figure, however, that has 
compared cost of Title III operations with any other 
specific type operation, anyone of the 180 Federal 
violations that we handle. 

But there are cost figures relating to the various 
operations. There is a cost figure for organized 
crimes; there is a cost figure for white collar crimes; 
there is a cost figure for general crimes of a specific 
name-things of this sort. If this would be of any 
help to you, there are those figures available from 
our budget. 

MR. COOK: I think this would be of help to the 
Commission, and I think you recognize the point of 
the question is in comparing the strain on th" 
budget of the Bureau for expenditure on Title III in 
comparison with expenditures on conventional 
means might give us some kind of figure on the 
return that is obtained in terms of convictions or in
dictments or disruptions of organization-whatever 
criteria one might use to measure the success. We 
would then have to bring that back to the cost of 
the efforts. 

MR. CLEVELAND: You would have to sayan 
expenditure of $6.5 million since 1969 would be a 
figure of way less than 1 per cent of the cost of 
other operations in the FBI. 

MR. COOK: Less than 1 per cent? 
MR. CLEVELAND: Oh, it would be less than 

per ce!1t, I'm sure. 
MR. STAFFELD: I am wondering, Mr. Cook. 

Are you asking to compare the cost of a gambling 
investigation with the cost of a bank robbery in
vestigation? Or are you asking to compare a gam
bling investigation wherein there is no Title III use 
with one where there is? 

MR. COOK: I would say both comparisons would 
be meaningful. 

MR. STAFFELD: I think if you are going to com
pare a gambling case with a bank robbery case, you 
have apples and oranges, really. 

MR. COOK: Then I think perhaps it should be 
restricted to a context of use of electronic surveil
lance versus use of conventional means. 

PROFESSOR BLAKEY; Mr. Cook, would you 
mind if I asked a question? 

MR. COOK: Certainly, Professor, go ahead. 
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PROFESSOR BLAKEY: When people see a 
figure of $6 milliC't1 they tend to compare it with 
their personal Il1come and when I think of $6 mil
lion, that is a lot of money, and the attitude is, 
"That's awfully expensive." Most people who 
genuinely want to understand criminal investiga
tions and this kind of criminal investigation in par
ticular, need a context, that is, they need a feel for 
how ,-~xpensive a bank robbery investigation is, the 
typical one. It could give them a feel for how ex
pensive investigations are, that is, a feel for how ex
pensive a gambling case with a wiretap is as against 
a gambling case without a wiretap. 

The figure you just gave us, for example, that this 
is less than 1 per cent of the Bureau's operation, 
suddenly throws us into sharp relief that while $6 
million is very expensive if you match it against my 
personal income, as against the operational costs of 
the FBI, it is not fairly large or fairly expensive. 

And I think perspective is what the Commission 
needs to have in discussing investigations and the 
cost of investigations. 

But simply citing the figure-I think the figure 
for the cost of an average Federal wiretap is $5,000 
or $6,000. That sounds like an awful lot of money. 
Yet I have seen figures indicating that in the Strike 
Force in Chicago the average Strike Force in
vestigation costs $200,000. Now, $5,000 or 
$10,000 thrown against $200,000 indicates that this 
is one alternative that, while expensive in terms of 
personal income, is not expensive in terms of a 
general cost framework. 

That is what Mr. Cook would like to have some 
rough estimates on, so the record can reflect the 
proper values. 

MR. CLEVELAND: Professor Blakey, what you 
say points up a problem we have in the budget area. 
We are sometimes asked to come up with a case
by-,.ase figure of what certain types of investiga
tions cost. This is a most difficult thing to do, and I 
think you can understand readily why. You can 
have one case that costs $1,000 and then the Patty 
Hearst case comes along and it costs millions. Or 
you can have a routine background Presidential ap
pointee-type investigation on an individual for 
which we charge a little over $2,000, and then 
along comes the Ford investigation and the 
Rockefeller investigation that again cost millions of 
dollars. 

So it is very difficult to come up with a case-by
case figure. 

So what we have attempted to do, or what the 
Department has asked us to do is to come up with a 
cost by man-years on a particular program: How 
much does the organized crime program cost? How 
much does the white collar crime program cost on 
an annual basis? 



We can provide this type figure through surveys 
of manpower use in the field. 

But to come up with an individual cost figure by 
violation is a very difficult thing to do. 

PROFESSOR BLAKEY: I think even program 
cost would put it in context. 

MR. CLEVELAND: The program costs w,' can 
furnish. 

PROFESSOR BLAKEY To continue this line, 
for example, to talk about how successful or how 
expensive would a gambling investigation be 
without surveillance and noting that throwing the 
surveillance in may make it twice as expensive is 
sometimes not helpful. It also may make it success
ful. And then you are comparing and contrasting a 
high cost with no success against a higher cost with 
success. It is only then that it seems to me you have 
a value context to evaluate the technique. 

[The information requested follows.} 

WILLIAM V. CLEVELAND 

August 8. 1975 

General Kenneth Hodson 
Executive Director 
National Commission For The Review of Federal and State Laws 

Relating to Wiretapping and Electronic Surveillance 
Room 708 
1875 Connecticut Avenue. N.W. 
Washington. D.C. 20009 

Dear Ken: 

In response to your telephonic request of August 5, 1975, the 
following information was prepared by my staff: 

Cost figures incurred in the investigation of an illegal gambling 
operation utilizing conventional techniques as compared with 
electronic surveillance methods are not available for analysis 
due to many changing variables. 

An actual case, however, will serve to point out the overall in
vestigative effectiveness of a Title 111 installation. For two years, 
prior to 1969, the FBI conducted an investigation to piece 
together the activities of a major East Coast numbers operation. 
In June, 1969. armed with the Title III provisions of the Om
nibus Crime Control and Safe Streets Act of 1968, the FBI rein
stituted its efforts against this combine and within three months 
from the date of the first court order. more than 55 subjects 
were indicted by a Federal Grand lury. To date, 49 or these per
sons have pleaded gUilty. receiving fines totaling $44,000 and 
sentences adding up to 100 years in actual prison time and 
probation. 

1 trust that the above information will be of assistance to you. 
Sincerely. 

[signed] Bill 

MR. COOK: Thank you, Professor. That elu
cidates the point I was trying to make. 

I just have one further question for Mr. Cleve
land. Most of the questions and areas of interest 
which we submitted to you I think have been an
swered adequately in your prepared statement. 
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I did want to ask you if there is any flow of per
sonnel between Division 9, which is the Organized 
Crime Division, and field supervisors. In other 
words, would a man who had worked in Headquar
ters then ever go back out into the field and employ 
his expertise which he apparently acquired under 
your supervision in actual field investigations? Is 
this ever done? 

MR. CLEVELAND: Yes, I would almost say, 
"yes, unfortunately," because, from a strictly selfish 
standpoint it is invaluable for me to have ex
perienced personnel like Inspector Staffeld and In
spector Kelly at Headquarters and not let them go 
back to the field. 

However, in actual experience and practice we 
have a development program where inspectors, 
after coming into Headquarters for a couple of 
years, are considered for the next step up: The ln~ 
spection Staff and, from there, to Special Assistant 
Agent in Charge in the Field, and then the full In~ 
spector's Staff, and so on. 

So there is a constant flow of men coming into 
Headquarters. 

MR. COOK: Do you know how many men 
crossed this route in the last year, for example? 

MR. CLEVELAND: In the last year in the Divi
sion 15 to 20 men, I would say, and 5 out of the Or
ganized Crime Section. 

MR. COOK: Thank you very much. 
CHAIRMAN ERICKSON: Thank you very 

much, Mr. Cook. 
Professor Blakey. 
PROFESSOR BLAKEY: Mr. Cleveland, I see 

from your background that you have been in the 
Department as a clerk since 1939 and in Special In
vestigations since l'Oughly 1951. 

Now, the Kefauver hearings were held in the 
early '50s. They were followed by McClellan Com
mittee hearings in the late '50's and early '60's. 
You were in the FBI and could watch the special 
group under Attorney General Rogers in its efforts 
to deal with organized crime. You have had an op
portunity to watch the Kennedy program on or
ganized crime in the 1960's. You saw what former 
Attorney General Clark did or did not do in the or
ganized crime area. You saw the Nixon Administra
tion come in and begin a new drive on organized 
crime. You have seen the le!;islative program by 
Congress begin in the early '60's, go through the 
Wiretap Act in 1968, and then end with the Or
ganized Crime Control Act in 1970. 

What difference has all of thic. made? I am not 
talking now about effectiveness or efficiency in the 
sense that you couldn't get convictions in 1960 and 
you can get convictions in 1974. 



With all of the tools you have had, all of the man
power commitment that you have made, has it 
really made a difference with organized crime in 
the street? 

MR. CLEVELAND: Yes. One thing I would like 
to clarify, Professor Blakey, I have been here an in
ordinately long time, since 1951, but from '51 to 
'61 I was involved in the Intelligence Division 
operations, strictly security work. And from '61 to 
1970 I ran a section having to do with employee 
security and special inquiry investigations, Pre
sidental appointees and what not, whereas Mr. Staf
feld and Mr. Kelly are far more capable of answer
ing your question since they have been on or
ganized crime for longer as specialists than I. 

MR. STAFFELD: I know and recognize that 
there were times when there was probably not as 
much enthusiasm in senior levels of the Department 
as there were at other times. But I think basically 
once we acquired a foundation of intelligence on 
what organized crime was and who was involved, I 
think there was a normal progression toward 
prosecution. 

Now, I do agree that-
PROFESSOR BLAKEY: Mr. Staffeld, I grant 

there has been a recognition of what is going on. 
The President's Crime Commission of 1967 laid out 
the national structure of organized crime and I un
derstand the data in the Report was largely based 
on the FBI electronic surveillance, and in my 
judgment, you just can't ignore the nature and 
scope of the problem you identified and its seri
ousness. And I am not going to argue with the fact 
that the Bureau has moved from a handful of con
victions in the early 1960's to a substantial number 
today. 

I want to go beyond the question of simple con
victions and say: What difference did the convic
tions make on the organized crime problem in the 
United States? Are we turning it around? 

MR. STAFFELD: Oh, you are talking about the 
impact of the investigations? 

PROFESSOR BLAKEY: Yes. The way it is put to 
me sometimes is "I grant you wiretapping is effec
tive in the sense it gets evidence, and it leads to 
convictions, but what difference does it make if you 
convict a hundred more gamblers? They will just be 
followed by another hundred gamblers. Con
sequently, while we are getting gambling convic
tions, the loss of privacy that we must give up to get 
them, in light of the fact that we are not turning the 
gambling problem around, makes no difference." 

The same thing can be said in the narcotics area, 
although I don't expect you to comment on tnat, 
and I think the same thing could be said in the fenc
ing area. 
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So, supposing we use wiretaps in the gambling, 
fencing, and narcotics areas, are we going to get rid 
of them? No, and we will just give up a lot of priva
cy. If we used the conventional techniques, the 
crime problem wouldn't-

MR. STAFFELD: I think it would. If you are 
going to use normal techniques and remove the use 
of Title III, you are going to have a minimum of 
success against the elite of organized crim~. 

PROFESSOR BLAKEY: EVen if you have max
imum success, there are 24 families in La Cosa 
Nostra. You have had wiretapping authority since 
1968. Is a single one of those families out of busi
ness? 

MR. STAFFELD: Well, there is more than one. 
It has been quite well decimated. There might be 
new elements of leadership, not quite as strong, but 
certainly they are fragmented and in some areas it 
is at the point where, to accept a position of leader
ship, is only inviting trouble or a jail sentence. 

PROFESSOR BLAKEY: Are you testifying that 
people are not accepting positions of leadership? 

MR. STAFFELD: I think that there are some 
areas where it is not sought after like it once was. 

PROFESSOR BLAKEY: If it is true that some of 
the LCN families are beginning to be decimated, 
isn't it also true that Cuban groups, Latin American 
groups, black groups, are just stepping into their 
shoes anyway? 

MR. STAFFELD: I think in some areas this is 
true. I think some of the fellows we have from the 
field could probably give a good answer. 

PROFESSOR BLAKEY: Then what difference 
does it make if we knock out an LCN family in ad
dition to LCN leadership, if it is just succeeded by a 
Puerto Rican group in New York City. The faces 
change and the names change and it goes from 
Italian-American names to Spanish names, but does 
the problem change? 

MR. STAFFELD: The problem doesn't change. 
You still have an organization you want to defeat 
and they are operating on a wide level and acquir
ing a very heavy volume of gambling proceeds. So 
whether it be LCN or whether it be Puerto Rican or 
whatever, the problem is still the same. You still 
want to break it up. 

PROFESSOR BLAKEY: Do you offer liS any 
substantial hope of breaking it up by using these so
phisticated techniques? 

MR. STAFFELD: Well, I certainly do. I don't 
think we would be in business otherwise if we didn't 
have some expectation of success. 

PROFESSOR BLAKEY: Can you really say to 
this Commission that wiretapping authority will let 
you eliminate organized crime? 



MR. STAFFELD: Well, Mr. Blakey, I don't think 
any of us believe that organized crime is going to be 
totally eliminated. 

PROFESSOR BLAKEY: Are you going to be 
able to substantially reduce it? 

MR. STAFFELD: I would hope we can substan
tially reduce it. 

PROFESSOR BLAKEY: Based on your own 
judgment and experience with your national per
spective, do you think we are in fact reducing it 
now? 

MR. STAFFELD: I have been in this business 
since 1957 and it has a heck of a lot of different 
complex now than it did back in 1957. 

PROFESSOR BLAKEY: Let me put it in another 
time. 

You got in the business, you said, in 1957, at 
about the time of the Apalachin conspiracy. 

I don't want you to put it on a quantified scale, 
but for the purposes of discussion, put it on a scale 
of one to ten. How bad was it then? I am also going 
to ask you in a second to put it on a scale of one to 
ten today and how bad it is now. 

MR. STAFFELD: Well, in '57 I think that-well, 
all right, let's take '57 and start out with 10 and 
move down to the present date and I would say that 
we would have to be better than half-way. 

PROFESSOR BLAKEY: To what degree-
MR. STAFFELD: This is just an estimate. 
PROFESSOR BLAKEY: I am just asking for an 

estimate. You are in a position where you have had 
a chance to see it ancl look at it. r clor. 't think there 
is any way we can take an empirical survey. 

MR. STAFFELD: I don't think there is, either. 
PROFESSOR BLAKEY: Yet it seems to me 

somewhere along the line we have to ask questions 
about impact. If all we are going through is a 
minuet-following the rules, ten levels of review, go 
out and get the wiretap evidence, get a conviction, 
and six weeks later, we go through the same 
process again, then it has no more intrinsic im
portance than a dance; it is a waste of time, and it is 
at the cost of a lot of money and a lot of privacy. 

But what I am trying to gct at is this: To what 
degree has wiretapping-and by that r mean wire
tapping and bugging-contributed to what you are 
telling me iii a kind of turning the problem around? 

MR. STAFFELD: I might allude to one of our 
early cases, I think the Jimmy Nap case, one of our 
early cases in which we did not have the privilege 
of Title m. And I don't think we were successful to 
the extent we wanted to be and this is the case Mr. 
Cleveland just referred to, $ 100 million a year gam
bling proceeds case, which we were able to get as a 
result of Title III and we got Mr. Nap in the 
process. 
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PROFESSOR BLAKEY: But what was the im
pact on his operation? So we've got Nap, and Nap 
went to jail. What about Nap's gambling operation? 
Is it back in the street now? 

MR. STAFFELD: I don't have any idea. I would 
hope not. 

PROFESSOR BLAKEY: Would you think there 
is a substantial possibility that if he doesn't re
establish it himself or leave it with somebody else 
while he goes to jail, somebody else will move into 
the vacuum? 

MR. STAFFELD: Let's put it this way. It may 
well be fragmented. I don't think it will be as large 
or as sophisticated an organization. 

PROFESSOR BLAKEY: What difference does it 
make if it is large or fragmented, if the same 
volume of activity is going on? 

MR. STAFFELD: I don't say it would be as large. 
I don't really know. 

PROFESSOR BLAKEY: Are you saying then you 
don't really know-I am troubled with the apparent 
inconsistency between saying you have cut it from 
10 to 5, and now you are saying you don't know 
what has been the impact. 

MR. STAFFELD: You are talking about one par
ticular case. 

PROF2SS0R BLAKEY: All right. So what you 
are saying is overall it is your judgment that you 
have substantially made a difference, 

MR. STAFFELD: I would think we have, yes. 
PROFESSOR BLAKEY: What would you need 

to bring it from 5 down to, I take it the irreducible 
minimum, say 1 or 2? Do you need more man
power? More time? 

MR. STAFFELD: Well, I think there is more 
time and I think that there are a lot of other cir
cumstances that will go with it. 

Now, for one thing, early in the game we had 
some matters of corruption that we had to derll 
with. I think corruption is something that is more 
and more being recognized as being brought out in 
the open and there is being full prosecution of it. 

I think when you break that tie of corruption 
with some officials in the community

PROFESSOR BLAKEY: I! can be police corrup
tion or prosecutor-

MR. STAFFELD: Or political or any corruption. 
I think if you break that element you are also going 
to substantially reduce, just normally, the opera
tions of organized criminal gambling combines. 

PROFESSOR BLAKEY: Do you see a turning 
around in that area? 

MR. STAFFELD: We have had an awful lot 
more prosecutions in the corruption category than 
we used to have, and I think there is a turning point 
in that. 



PROFESSOR BLAKEY: What role does elec
tronic surveillance play in that? 

MR. STAFFELD: You pick up the conversations 
of t.he person who is doing business or permitting 
the illegal operation of the corl1hine. 

PROFESSOR BLAKEY: I have no further 
questions for Mr. Staffeld. 

Would you like to add anything to that, Mr. 
Kelly? 

MR. KELLY: One thing I might mention, Profes
sor, is when you mention reducing it on a scale of 1 
to 10 to 1 or zero, I think basically we have to keep 
in mind, as you well know, that this is a local 
problem, too, not just Federal. And all these crimes 
we are talking about aren't just Federal crimes. 
They are local crimes. 

So as the degree of police efficiency at a local 
level increases, this has a great impact on the or
ganized criminal element, also. 

So it is a combination of local and State authori
ties and Federal authorities working together. 

CHAIRMAN ERICKSON: Let me ask this. Isn't 
this basically the answer: The fact that law enforce
ment, regardless of how effective it is, cannot 
eradicate crime or eradicate organized crime in its 
entirety, but with effective law enforcement you 
can control it. You can't eradicate sin, can you? 
Isn't that the answer? 

MR. STAFFELD: I think another part of it is 
there is a propensity to gamble. There is always a 
market. And as long as there is a market, as long as 
somebody wants to bet on numbers or on the star~ 
or something else, there is going to be somebody 
who is going to be willing to accept that wager. 

CHAIRMAN ERICKSON: Right. And the effec
tiveness of law enforcement provides a means of 
controlling organized crime and crime. But you 
aren't going to eradicate it regardless of what you 
do, isn't that right? 

MR. KELLY: Yes, sir. 
MR. STAFFELD: That is our view. 
PROFESSOR BLAKEY: Let me just ask one last 

question. 
Accepting that as your judgment-and you have 

been in the BUieau, Mr. Staffeld, for how long? 
MR. STAFFELD: A little short of 35 years. 
PROFESSOR BLAKEY: To what degree would 

you say-if you know-would your experience and 
your judgment be shared by other people in the Bu
reau? Are you a minority view? 

I have asked and gotten now the judgment of a 
man with 35 years' experience. The next obvious 
question is: How typical is your experience and 
your estimation of it? 

MR. STAFFELD: Well, Mr. Blakey, first of all, I 
don't think I have given extensive thought to this 

and I would say right off the top of my head we 
have moved from 10 to 5. Mr. Kelly might say 
"Well, I think we haven't moved quite that far," or 
he might feel we have moved farther. 

I have not considered with the rest where I stand. 
PROFESSOR BLAKEY: I don't want to pin you 

with the number of 1 to 5 or 10. I just want to talk 
about order of magnitude. The main question I 
want to ask is: Have you turned it around and 
which way are you pushing it? I am not asking you 
whether the war is over. "War" is probably a bad 
word to use here. Are you dealing with the 
problem? Are you beginning to turn it around? Are 
you beginning to control it? Is it moving from an 
unfavorable situation to a more favorable situation 
or are things getting worse? And what can we at
tribute the improvement to or what can we at
tribute the decline to? 

I am really asking: Has there been a real change 
in the street as a result of the real change in legisla
tion and law enforcement activity? And you are 
telling me there has been and it is moving down. 

MR. STAFFELD: In my judgment, that is true. 
PROFESSOR BLAKEY: All right. Is that general 

judgment shared by your colleagues? 
MR. STAFFELD: I would feel certain it is. 
PROFESSOR BLAKEY: Would you disagree 

with that, Mr. Cleveland? 
MR. CLEVELAND: Do I disagree? No, sir. 
PROFESSOR BLAKEY: Would you disagree, 

Mr. Kelly? 
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MR. KELLY: No, r concur with that. 
CHAIRMAN ERICKSON: Mr. Westin. 
MR. WESTIN: Mr. Cleveland, I would like to get 

some idea of how the procedures for FBI use of 
wiretapping and electronic eavesdropping com
pared before the enactment of Title HI to the 
procedures afterwards. You described in your state
ment how things are done now. I wonder if you or 
your other associates could give us a brief overview 
of what the procedures were in the late '50's and in 
the 1960 'so I want to contrast then both your super
vision and rule structure before and after. 

MR. STAFFELD: First of all, we were not in 
favor of using the electronic surveillance technique 
at all since there was not a specific law on the 
books. And we were very confined in our use of the 
information we acquired from the electronic sur
veillance technique prior to Title III. 

MR. WESTIN: Let me just ask if by electronic 
surveillance you refer to both the wiretap and the 
bug? 

MR. STAFFELD: !s. 
MR. WESTIN: Thank you. 
MR. STAFFELD: I think it was about 1959 or 

1960 when we felt a real need for this kind of 



coverage. But again, it was extremely closely super
vised. Mr. Hoover was not one to tinker with this 
technique. 

It required the field to submit a comprehensive 
recommendation as to just why they wanted this 
coverage, where, and how, and for how long, and 
what did they expect that they would get out (If it? 

No.w, in. this particular situation we were looking 
for mtellIgence. We couldn't technically dis
seminate the material, and we couldn't use it for 
prosecutive purposes. 

So we maintained these sources for a period of 
time until we thought we had exhausted their use 
and there was no more intelligence to be acquired 
in that particular spot. Then we would discontinue 
them, possibly looking for one in another area that 
would also produce intelligence. 

And each case was recommended by the field of
fice to the seat of government. It was reviewed by 
the various officials on through the Director before 
the field was notified or authorized to make the in
stallation. 

And this, as I say, continued until July 12,1965, 
when we terminated all intelligence sources of that 
type in the criminal field. 

MR. WESTIN: That was under the direction of 
the then A ttorney General Ramsey Clark? 

MR. STAFFELD: Yes. 
MR. KELLY: No, it was Katzenbach. 
MR. STAFFELD: Katzenbach, yes. 
MR. WESTIN: Would you have any idea whether 

the length of time of listening tended to be greater 
or less in certain areas before the enactment of 
Title III? That is, if you were comparing the elec
tronic surveillance in certain kinds of cases or
ganized crime or cases that might involve bank'rob
bery and so on, do you have any idea of the length 
of time of listening before Title III and after Title 
III? 

MR. STAFFELD: I think that we have to grant 
that under Title III we are looking for specific infor
mation, a specific violation. And when that is 
acquired, we terminate. 

Under the other system, the old system, we were 
looking for intelligence and we weren't required to 
turn it off at any particular date. 

But we always had to bear in mind that these are 
an expensive use of personnel. So if the device 
wasn't producing the intelligence that we needed, 
we would terminate it. But I guess it was longer. I 
will admit that. It was longer under the old system 
than under the Title III. 

MR. WESTIN: So if one is thinking about dura
tion of time that listening is taking place the con
trast between pre-Title m and post-Title III is that 
the FBI was listening longer in a typical investiga
tion than is the case after Title III; is that so? 
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MR. STAFFELD: I think that is true. 
MR. WESTIN: One of the persistent things that 

appears in the literature about wiretapping and the 
FBI, including books by former FBI agents and 
material that appears in the press, is that because of 
the absence of a Federal statute, clear-cut, indicat
ing what could be done and what could not be 
done, and the use of the evidence in court, there 
was a practice of putting in what we call suicide 
taps, where agents would, on their own authoriza
tion, put an intelligence tap or bug in, knowing that 
if it was discovered that this would be a cause for 
discipline or action by the Bureau, but that because 
of the uncertainty of the law, a feeling that Con
gress could not make up its mind, and perhaps a 
feeling that the American public wanted some 
tapping of this kind done in the interest of law en
forcement, there are persistent reports that that was 
present-unspecified as to how many or at what 
level. 

Did you know of such activity taking place or 
was it commonly known in the Bureau that this was 
done occasionally before passage of the statute and 
Title III? 

MR. STAFFELD: First of all, the connotation at
tached to suicide was if Mr. Hoover found you put 
one in, it was suicide. 

Now, in our program, in our Organized Crime 
program, we did not resort to the so-called suicide. 
This was something that was on the record and it 
was approved by Headquarters. 

Now, you say am I aware of any? In the or
ganized crime area, no, but having been in the or
ganization for 35 years, yes, I am aware of some 
that took place some years ago. 

MR. WESTIN: Now, one of the things that was 
debated when Title HI was passed was that Con
gress specified clearly what crimes you could use 
interceptions for and what crimes you could not, 
and if this became the law of the land expressing 
the wil' of the Congress and the public behind it, 
this would stiffen the line of legality within the Bu
reau and other organizations authorized, and there 
would be less use by individual agents of suicide 
taps or Illegal taps. 

Would you comment on whether you believe that 
since the passage of Title III there has been less in
dividual agent initiative in placing, without authori
ty, wiretaps or bugs? 

MR. STAFFELD: In the FBI since the enactment 
of Title III there has been no agent who would at 
any time initiate a suicide tap in the Title III catego
ry. 

MR. WESTIN: Do you say that from having an 
inspection program and a monitoring program that 
enables you-it is always hard to say that something 



hasn't occurred. Law professors iike to make a 
point of the difficulty of proving something did not 
occur. On what evidence do you say there has been 
no use by agents? 

MR. STAFFELD: I think it is impossible for a 
single individual to initiate a wiretap or a 
microphone without having some assistance from 
two or three or four other people. And you also 
have to have the cooperation of a telephone com
pany official in order to get a wire to take the 
sound away from the point at which you are moni
toring. 

MR. WESTIN: That is a little difficult for me to 
understand because, given the easy availability of 
simple devices, either induction coils or miniatu
rized FM transmitter bugs that can go onto an FM 
receiver-;-if you are talking about it simply as op
posed to complicated wiretap or bug installations, 
and recognizing the amount of prosecutions that-I 
won't mention popular literature that show that 
private eyes are doing it-I don't see how you can 
say it would be impossible or next to impossible for 
an agent to do this. 

MR. STAFFELD: All right, let's say it is simple 
for an agent to install this himsc \ll of a sudden 
he comes up with some very sophisticated informa
tion. He has to explain where he got it from. And if 
he can't adequately explain to his supervisor where 
he got it, he is going to be in trouble. 

MR. WESTIN: On the other hand, I think I 
would assume, from having read quite a number of 
wiretapping cases, that if you learn some informa
tion through an authorized or otherwise tap, the job 
then is to use it to develop another evidentiary 
source. 

There are any number of ways that you can 
develop later an independent basis for that. That is, 
you could tell your supervisor that maybe it would 
be productive to place a physical surveillance on 
somebody and the identity of somebody could have 
come through a wiretap. Or you then suggest that 
maybe it would be worthwhile to look at the rela
tionship between one holding company and 
another. 

In other words, is it really so difficult for an 
agent, if he could listen and get useful intelligence 
on an illegal wiretap, to develop ingeniously, an in
dependent source for the information later in a 
complex investigation where presumably there was 
documentary evidence, physical surveillance and a 
variety of things going on? Would it really be so dif
ficult for him to disguise the source? 

MR. STAFFELD: Sir, I am a little bit bothered 
by the implication. After all, I think each one of us 
is sworn to uphold the law. And I don't think that in 
that pursuit an agent is going to become that de vi-

ous. I get that import out of it. I don't know if it is 
intended. 

MR. WESTIN: Well, we started off with the as
sumption-with our agreeing that before Title III 
there were instances that you knew of, that have 
been reported-

MR. STAFFELD: This was prior to Title III. 
MR. WESTIN: I understand that and I am trying 

to draw out from you or any others who will com
ment whether you believe the same kind of zeal to 
deal with crime and a criminal situation that led 
those agents to engage in occasional illegal wire
tapp.ing before Title III-I am interested in how you 
are assured today that it is not taking place. I am 
just trying to understand your statement before that 
you believe it is not happening. And I wonder what 
inspection procedures or what other kind of 
cechniques of control you rely on to draw that con
clusion. 
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MR. CLEVELAND: Mr. Westin, we do have a 
very complete inspection system that looks into all 
types of allegations against agents. But I think also 
it should be borne in mind that any special agent of 
the FBI today who hanky-pankied around with Title 
III or anything relating to Title III would be doing a 
disservice to the F3I as a whole and to the country 
as a whole. Because in Title 1II we feel we have a 
very valuable law, and we certainly are going to 
lean over backwards to try to make certain that we 
comply with all aspects of that law. And I see no 
need or justification for any agent of the FBI to do 
otherwise when actually we have a very good in
strument for detecting lawlessness. Why should we 
play with it? 

MR. WESTIN: I take it the import of your state
ment is you believe that is communicated now 
down the line so strongly to agents in the Bureau 
that in no case could any resolution of an individual 
investigation be as important as preserving Title III 
authority from the Bureau as a whole. 

Is that communicated? 
MR. CLEVELAND: I think there is no question 

about that. I think, on the other hand, that out of 
any 8,000 given people you may have one bad 
apple creep in. But I certainly don't know of any in
stance of that since 1968 when we got the ad
vantage of Title III law. And certainly I think it is 
pretty well established that anything that goes on in 
the FBI becomes public knowledge whether it is 
making an illegal left turn or almost anything 
else-in book form, the New York Times, in the 
Washington Post, or through hearings of this type it 
will be found out. And since we have heard of 
none, I think it would follow that there probably 
have been none. 



MR. WESTIN: Well, one way that you try to 
measure compliance in any agency is the process of 
investigation of complaint or self-starting inspec
tion. Have there been, since the passage of Title III, 
any investigations by your office or any other into 
charges or beliefs that an agent might have been in
stalling a wiretap or planting a bug without having 
gotten authorization? Has any investigation since 
1968 inside the Bureau looked into a charge or in
vestigated some public complaint that might have 
been brought to the Bureau in that respect? 

MR. CLEVELAND: I know of absolutely none in 
the organized crime field. 

MR. KELLY: That isn't a viOlation that is han
dled in the Organized Crime Section so we couldn't 
speak for certainty as to what cases have or haven't 
been opened. I have a feeling they have in
vestigated them and found they were baseless. 

But I do know that as far as organized crime 
goes, I know of no such allegations that have ever 
been raised. 

MR. WESTIN: Mr. Chairman, have we had any 
testimony earlier as to whether investigation by the 
part of the FBI that would have jurisdiction over in
vestigations of alleged illegal activity by agents have 
taken place since the passage of Title III? I wonder 
if our Executive Director would know. 

MR. HODSON: Mr. Petersen testified about 
statistics concerning the number of complaints 
which had been investigated by the FBI, and the 
number of indictments, I believe, and number of 
convictions. 

MR. WESTIN: I think that deals with other 
parties. 

MR. CLEVELAND: I think you are talking about 
the interception of communication statute. Mr. 
Petersen did testify in connection with that. That 
has to do with violations that we do investigate 
regularly, yes, sir. 

MR. WESTIN: I wonder if we could get them-l 
understand that you are in the Organized Crime 
Section. But somewhere in the FBI would there be 
a unit that would be charged with any inspecting or 
investigating any allegation that an agent had en
gaged in illegal wiretapping or ilI~gal bugging? I 
wonder if we could find out if, since 1968-

MR. CLEVELAND: We will try to find that out 
for you. 

MR. HODSON: Mr. Westin, the first week in 
June we have scheduled three full days of hearings 
on illegal wiretapping and I might say the staff has 
called on the FBI for extensive figures, cases, 
disposition of complaints, and we will have quite a 
mass of material to present during those three days 
which may be the same type of material you are 
asking these witnesses for. 

849 

MR. WESTIN: I don't think so. I am talking 
about investigation inside the FBI of possible illegal 
activity by its own agents. I think our June hearings, 
if I understand them, deal with third-party illegali
ties or something. But at any rate-

MR. CLEVELAND: We will try to get that for 
you, Mr. Westin. 

[A letter relevant to the above discussion fol
lows.] 

WILLIAM V. CLEVELAND 

June 12, \975 

General Kenneth Hodson 
Executive Director 
National Commission For the Review of Federal and State Luws 

Relating to Wiretapping and Electronic Surveillance 
Room 708 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Ken: 

By letter dated May 29, \975, Margery Elfin of your office 
forwarded a copy of the transcript of the hearings of May 20, 
1975, and requested a response to the inquiry of Professor Allan 
F. Westin, which is contained on page 56 of the transcript. 

Professor Westin asked if there had been any FBI investigation 
since 1968 with respect to allegations of illegal wiretapping or 
bugging by FBI Agents. 

In discussing this matter with the Administrative, Inspection, 
and General Investigative Divisions of the FBI, there was no 
recollection of any such investigation. Our Administrative Divi
sion has reported that to date there have been no known 
unauthorized electronic interceptions made .Jy Bureau em
ployees. 

Our records management system is designed to permit 
retrievability of data through a central indices when the specific 
topic or person constituting the subject matter of interest is 
known. Under such a system, therefore, it is virtually impossible 
to categorically state that we have never conducted such an in
vestigation. I can add, however, that in January, 1975, allega
tions were made which included that Agents of our Houston 
field office may have engaged in illegal clectronir: ~urveillances. 
This matter prompted an inquiry by the Inspection Division and 
no information was developed to substantiate this allegation. 

It may be of interest to note that the FBI Agents' Handbook 
specifically states that "employees must not, at any time, engage 
in criminal, dishonest, immoral, or disgraceful conduct or other 
conduct prejudicial to the Government." Also, "employee shall 
not engage in entrapment or the use of any other improper, il
legal, or unethical tactics in procuring information or cvidence." 
Further, "no employee should install secret telephone systems or 
microphones without Bureau authori7.ation." 

I trust that the above information will be of assistance to you. 
Sincerely, 

ISignedl Bill 
Assistant Director, Federal Bureau oj Investigation 

MR. WESTIN: In your testimony you talked 
about bookmaking operations, gambling, as most 
susceptible to Title III coverage and the one most 
devastated by it. Then in the answers you gave to 
the questions of counsel, you remarked that when 



you use the term "bookmaking" you are not talking 
about the Mom and Pop Shop or the little lady in 
the candy store, but, rather, large-scale operations. 

Subject to many comments that have been made 
by commentators, if the recommendation were 
made to take bookmaking out of the jurisdiction of 
Title III unless it satisfied certain criteria as to scale 
or as to relationship with organized crime, that is, if 
you were required by amendment of tpe statute to 
make a showing before a Federal judge that what is 
called bookmaking and policy operation meet cer
tain minimal criteria, that you had to demonstrate 
that in the probable cause process, would that be 
acceptable to you or do you think that would be a 
problem? 

I am trying to square, in other words, your own 
rules with something our Commission might recom
mend to be built in as an amendment. Because I 
think a lot of people when they read this language 
and didn't hear you-when various commentators 
have read it they have leaped on the idea of book
making and said "Why have this when even the 
dogs in the street know who the bookmakers are?" 

MR. CLEVELAND: I don't think that'would be a 
problem, Mr. Westin. We have a situation now 
where the United States Attorney or the Strike 
Force will not authorize prosecution in connection 
with the case unless there are certain criteria 
present. 

Some, for example, insist that members of a syn
dicate be involved before they will authorize 
prosecution. 

Others will insist that either a member of the syn
dicate or corruption is shown in connection with 
the operation. 

The difficulty, however, in a recommendation 
that this be across the board is the fact that what is 
a major operation in New York City would not 
necessarily be the same criteria of a major opera
tl..on in Mobile, Alabama, if you follow me. 

And this not only applies to gambling, but this 
applies to all types of Federal crimes. The theft and 
interstate transportation of an automobile in New 
York City is not considered the same type of viola
tion that it might be in the South or Southwest, you 
see. 

So, really, to make a recommendation of that 
type across the board would be fairly difficult, I be
lieve and, as a matter of fact, in handling quality
type cases rather than quantity we have found that 
we've got to more or less follow the ed icts of the in
dividual United States Attorneys throughout the' 
country as to what they feel is a quality case rather 
than to define a quality case across the board 
because it changes from jurisdiction to jurisdiction. 

MR. WESTIN: I appreciate that as a matter of 
difference by 10l:!ation and type of community-

MR. CLEVELAND: Right; right. 
MR. WESTIN: -on the other hand, the way you 

have described it, it puts the essential decision in 
the hands of the United States Attorney or your of
fice with the United States Attorney. It doesn't 
identify that as a criterion that the courts should be 
looking at. 

I wondered if there was some way in your mind 
that you could see a definition of what was clearly 
outside the scope of Title III wiretapping and book
making and policy operation with some standard of 
relevant size based on the community or the type of 
setting that the courts, in effect, would be policing. 

Because it seems to me one of our concerns is: 
What should the role of the judiciary be? What are 
the standards of probable cause under Title TIl and 
how do you make them clear enough so the Federal 
judges understand their role, for example? 

Do you think this is in essence beyond the com
petence of the Federal judge to pass on or do you 
see that the Federal judge should be given a deter
minate role here? 

MR. CLEVELAND: Again I think it is a difficult 
thing to say nationwide that XYZ will be the 
criteria to follow. Because I think that the United 
States Attorneys and the judges throughout the 
country feel that they have an obligation to take 
care of the local situation existing in their particular 
areas. And for that reason, their criteria are going 
to change from locality to locality as to what they 
consider to be a quality-type case or a serious-type 
crime. 

PROFESSOR BLAKEY: Alan, may I ask a fol
low-up question? 

Maybe I should really ask Mr. Staffeld this. 
Do you have available to you at the point of 

seeking the wiretap sufficient information to know 
what quality the case is going to be when you finish 
the tap? 

I could see limiting the prosecution to quality 
cases, but I am really asking: Could we develop a 
pre-use standard for when Title III should be used 
to guarantee it is only used in quality cases? Isn't 
whether it is a quality case often something that is 
determined after the tap and not before? I am con
cerned that if you put on very sophisticated criteria 
to limit the use of wiretapping to quality cases, it 
might destroy the tool. Isn't the reason you are 
using the wiretap to find out if it is a quality case? 

MR. STAFFELD: No, I don't think that is true. I 
think when we get to the po'nt of inserting the Title 
III in the investigation, finding it is necessary, we 
have at that point a very good idea of the 
volume-and this is based on informant informa
tion-and the nature of the network, the size of the 
network, and what these individual runners might 
be handling. 
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I think it would be very unfortunate to attempt to 
codify the type of a case that we should be in or we 
should not be in. 

In other words, if you say that we can investigate 
and prosecute only those wherein there is an annual 
handle of a million dollars, aren't we in effect say
ing that that fellow that is operating on three-quar
ters of a million dollars is legal? And I would hate 
to see that position. 

CHAIRMAN ERICKSON: Do you have any 
further questions? If not, we will take a recess. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: May we reconvene. 
First, Mr. Cleveland, I understand there is a brief 

clarifying statement that you would like to offer the 
Commission. 

MR. CLEVELAND: Yes, Judge, thank you very 
much. 

In connection with one of your questions, Mr. 
Westin, apparently someone got the impression that 
I was not opposed to setting specific criteria in con
nection with quality-type gambling investigations. [ 
would like to correct that impression, if I did con
vey that. 

I pointed out that some Strike Forces will not 
authorize prosecution unless there are one or two 
elements present. We don't necessarily feel that this 
is a correct procedure. If there is a quality-type 
case and we have investigated that case, we think it 
should go through the prosecutive processes. 

I also pointed out that in different areas you have 
different criteria followed in connection with gam
bling-type investigations. So, therefore, it would be 
most difficult for an across-the-board criterion to 
be spelled out as to what gambling cases should be 
prosecuted and what gambling cae:' .~ should not be. 

So if there is any misunderstanding that I am in 
favor of criteria of that sort, I would like to correct 
that now and answer any further questions you 
have on it. 

MR. WESTIN: Does that mean if you get into a 
small community where something that would be a 
Mom and Pop operation in New York is regarded 
locally in a rural or suburban community or a small 
city as being a significant one, then in that case you 
would say that it would be all right to put in a Title 
III, even though it falls, if not in a Mom and Pop, at 
least in a small-scale operation? 

MR. CLEVELAND: Absolutely. For example, 
we have had cases in southern cities where those ci
ties feel that they have a real problem with a num
bers-writing operation, and we have gone ahead 
with the case with the United States Attorney's 
authority and have broken up that operation 
through investigation, through use of Title HI, and 
prosecutions have followed. 
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In New York and other major cities they may not 
touch such an operation as that, but in the South 
they feel it is important that it be disrupted. . 

Does that answer it? 
MR. WESTIN: Yes. 
MR. CLEVELAND: All right, sir. 
PROFESSOR BLAKEY: Mr. Chairman, I just 

want to ask one more question. 
CHAIRMAN ERICKSON: All right. 
PROFESSOR BLAKEY: I think I didn't really 

make my question clear, Mr. Staffeld. 
What I was worried about goes something like 

this: there are various kinds of people in the 
criminal justice process making various kinds of 
decisions. What Congress has done in Title II( is 
formulated legal rules governing when to put in a 
wiretap. They have done this using, among other 
things, crime labels. They have set a standard say
ing, "probable cause that a crime has been or is 
going to be committed." They have then asked you 
to make an evidentiary showing under the probable 
cause standard. They have asked you to make it to 
the judge. 

That is the traditional way investigations are 
limited. 

I understood what Professor Westin was getting 
at was a different kind of decision. He was referring 
to the investigative decision to use tapping, or the 
prosecutive decision to bring a case, that is, when a 
case was "appropriate." He was asking whether you 
thought that this concept could be formulated in 
something like a legal rule and whether then you 
could make factual showings to meet that legal 
standard and make it now, not inside the agency 
and your investigative process., but in court, 
through affidavits, and ultimately be willing to, I 
take it, have that "investigative decision "~-not 
"probable cause decision "-be reviewed by 
defense counsel on a motion to suppress and by ap
pel ate judges later on. 

Does the investigative process lend itself to the 
formulation of standards and then to the establish
ment of those standards before a judge? 

MR. STAFFELD: Well, I think I indicated that 
we do sometimes have some knowledge of the ex
tent or the volume of the gambling operation. 

Now, this is only a guideline, an investigative 
guideline. It certainly is not evidence and we cer
tainly could not go into a court and establish at the 
time we submit our Title III that this outfit does in 
fact handle $10 million a year. We certainly 
wouldn't want anything like that. It would be totally 
impossible for us to work. 

PROFESSOR BLAKEY: While you might be 
able to have informant information that a person is 
a member of LCN-

MR. STAFFELD; Same thing. 



PROFESSOR BLAKEY: If you got beyond LCN, 
which is a kind of established group--it actually has 
formal membership-do you t!link you could for
mulate an investigative definition of organized 
crime and then prove it in an application for a 
wiretap? 

MR. STAFFELD: There are dozens of definitions 
of organized crime and I chink that to establish any 
one from the standpoint of meeting the needs be
fore you undertook a Title 1II would be totally im
possible. 

PROFESSOR BLAKEY: In other words, the 
statute just wouldn't work. 

MR. STAFFELD: It wouldn't work; it wouldn't 
work. And I don't think-after all, we talk about 
LeN. They don't have membership cards. How 
would you establish membership? It couldn't be 
done. 

CHAIRMAN ERICKSON: Mr. Pierce. 
MR. PIERCE: I have no questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENT AG: I really shouldn't take the time 

of the Commission to ask the question, but I can't 
help but, when we have this august body, you, 
Assistant Director Cleveland and your cohorts, to 
try to pursue this line of questioning which Profes
sor Blakey started on. 

You have had all these investigations since, in my 
time, Kefauver. We have in this body been spend
ing money interviewing witnesses, taking your men 
from the field to testify and help us find out 
whether wiretapping and electronic surveillance is 
an important weapon in the arsenal against crime. 

Yesterday the Washington Post said that $14.5 
billion are spent in combating crime, and where are 
we? We have more crime than ever. 

Well, in addition to the Title III authority that is 
given, is there anything else that you, in your wil
dest dreams, could conceive of as helping, as a 
weapon, to combat crime? Is there some other way 
within the Constitution that would help us to get at 
the LCN and the others who don't provide mem
bership cards? 

MR. CLEVELAND: That is pretty difficult to 
answer. As you have already stated, considerable 
manpower and funds have been thrown into the ef
fort to try to go into all of them, because I am sure 
you have heard them from others who have 
testified here. 

The main thing we would hope to do, however, is 
to bring about some type of control to the increas
ing spread of crime, not only from an organized 
crime standpoint-

MS. SHIENTAG: Is there anything in trial rather 
than investigative procedures that would be help
ful? 
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MR. CLEVELAND: Well, of course all investiga
tors feel that the judge should hand out more sen
tences more speedily. 

MS. SHIENT AG: Do you feel that higher sen
tences, lack of plea bargaining, or methods of that 
sort would be helpful in keeping the people whom 
you have investigated out of the realm of crime? 

MR. CLEVELAND: Well, I think personally that 
there is nothing that is a bigger deterrent to crime 
than speedy justice and jail time. And I am afraid 
that we don't have either one to any great extent 
these days. 

Many people that are arrested in connection with 
serious crimes are back on the street the next day. 
Their cases mayor may not come up within the 
next year or two. And through plea bargaining they 
may never see the inside of a jail. 

I don't think that that is a great deterrent to addi
tional crime. 

I do think speedy trials and some jail time does 
amount to a deterrent to crime. 

MS. SHIENT AG: Thank you. I agree with you. 
CHAIRMAN ERICKSON: Is that all, Judge? 
MS. SHIENT AG: Thank you. 
CHAIRMAN ERICKSON: Mr. Remington. 
MR. REMINGTON: I have no questions. 
CHAIRMAN ERICKSON: Chief Andersen. 
CHIEF ANDERSEN: I have a couple of 

questions. 
On the State level, wiretapping authority rests 

with the District Attorney, in most cases. On the 
Federal level, however, it stays with the Attorney 
General in Washington. If a recommendation were 
made, suggesting that this final authorization for a 
Title III be given to the United States Attorneys, 
what effect would that have on your review process 
and on the Bureau? 

MR. CLEVELAND: Chief Andersen, it would 
have the effect, I believe, of possibly tending to 
liberalize the stringent rules that are presently in ef
fect on Title III, and we feel that the stringent rules 
now in effect are quite important to maintain. 

To say it another way, Chief, if they remove from 
the Attorney General the approval process of Title 
III's and moved it to the United States Attorney 
level, as I believe you said-

CHIEF ANDERSEN: Yes, that is what I said. 
MR. CLEVELAND: -I think that would have a 

tendency to give people the idea that we are not 
giving the amount of time and attention to these 
things that we should be giving them to make cer
tain that we are not invading privacy or taking ad
vantage. of the act which we feel is so valuable in 
our investigations. 

I think it is perfectly well established now that we 
should have a good, thorough review of each and 



every request for a Title III throughout all the steps 
that they now take all the way to the Attorney 
General, and then out to the judge and even at the 
judge level we now have questions. 

I could give you a couple of examples. We had 
one judge in Pennsylvania, for example, that sat 
down with an agent on an affidavit for a period of 
three hours and went over each word of the af
fidavit to satisfy himself that we had everything in 
there that should be in there before he authorized 
the installation. 

We had another judge recently in the Midwest 
who was not satisfied with the fact that the Attor
ney General had authorized a particular installa
tion. He wanted additional assurances from the At
torney General that before he went ahead with the 
authorization he was absolutely within the law. 

So from that standpoint, I believe it is important 
that we maintain the very careful scrutiny Title III's 
are given today. 

CHIEF ANDERSEN: So you would see a danger 
to that at the Washington level of the possibility 
of-I won't use the word "abuse," but something 
like that? 

MR. CLEVELAND: I think there would be the 
danger that people would feel there would be a les
sening of the thorough degree of review that they 
are presently given. I do think that. 

CHIEF ANDERSEN: We have been hearing 
testimony from Strike Forces which are a whole 
new concept, of course, in Federal law enforce
ment, and I am getting the impression from listen
ing to people on Strike Forces that practically all 
Title Ill's in cities that have Strike Forces are com
ing from the Strike Forces rather than from the 
other agencies. Is that a practice we are falling 
into? Or am I wrong? 

MR. CLEVELAND: Well, there are 17 Strike 
Forces, Chief-actually 15 different cities involved, 
because there are two Strike Forces in New York 
and there is a 17th one here at Headquarters han
dling specialized matters. So you have 15 major ci
ties involved. 

Were they not there, the same degree of close
ness would exist between the United States Attor
ney and the investigating agency insofar as Title 
lU's are concerned. Simply because there is a Strike 
Force in Kansas City or another city means we 
work closely with them in establishing probable 
cause and preparing the Title III affidavit, and we 
also work closely with them in the actual installa
tion, keeping them advised daily of what is transpir
ing over that particular coverage, so it can be 
discontinued the minute there is sufficient evidence 
in their opinion to go ahead with prosecution. 
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MR. STAFFELD: I think the point is, Chief, that 
Strike Forces are organized for the purpose of pur
suing organized crime. And this is the channel or 
this is the area in which the Title III is used most 
frequently. And, as a consequence, it falls within 
the category of the Strike Force to pursue. 

MR. KELLY: Aho, Chief, by virtue of the fact 
they are in the principal cities where they believe 
organized crime is more prevalent, it stands to 
reason these would be the people who would 
process more applications in this field. 

CHIEF ANDERSEN: But I find a conflict in 
review process between the Strike Force and regu
lar agencies. Who reviews Title III applications for 
Strike Forces at the Washington level? 

MR. CLEVELAND: The Organized Crime and 
Racketeering Section of the Department of Justice, 
which is part of the Criminal Division-

CHIEF ANDERSEN: Of the Justice Department? 
MR. CLEVELAND: -of the United States 

Justice Department-reviews the affidavit and they 
are usually reviewing it at the same time we are 
reviewing it at the Headquarters level. 

MR. KELLY: Chief, if I could clarify this a little, 
the same review process takes place whether the 
request comes from a United States Attorney or a 
Strike Force. The same review process would take 
place at Bureau Headquarters and the Department. 

CHIEF ANDERSEN: It comes through the 
Federal Bureau of Investigation. All right. And if it 
is a drug case-

MR. CLEVELAND; -it would go through the 
DEA. 

CHIEF ANDERSEN: I have been a little con
fused on that, thank you. 

CHAIRMAN ERICKSON: Just a few questions, 
Mr. Cleveland. 

First, Mr. Westin was asking about different stan
dards of the FBI relating to the Mom and Pop 
operation in a small community against the LCN 
operation in, say, New York City or some other 
major area. 

Regardless of where the information comes from 
that leads to the production of an affidavit and the 
application for a wiretap, it receives the same 
review, does it not? 

MR. CLEVELAND: It receives exactly the same 
review. 

CHAIRMAN ERICKSON: What? 
MR. CLEVELAND: The decision is different. 
CHAIRMAN ERICKSON: But if a tap is to be is-

sued in accordance with Title III, it would still have 
to meet the same tests? 

MR. CLEVELAND: Exactly. 
CHAIRMAN ERICKSON: So, as far as having 

different standards is our concern, there is no dif-



ferent standard. Probable cause is probable cause 
regardless of how you cut it; isn't that true? 

MR. CLEVELAND: And the review procedures 
would be exactly the same. 

CHAIRMAN ERICKSON: So you are not giving 
one brand of justice in South Carolina and a dif
ferent brand of justice in New York City? 

MR. CLEVELAND: No, sir. 
CHAIRMAN ERICKSON: As far as the ex

haustion of procedures test is concerned, that is ex
plored in connection with the use of Title III, is it 
not? 

MR. CLEVELAND: I'm sorry. I didn't catch the 
first part of your question. 

CHAIRMAN ERICKSON: Before you undertake 
to seek the right to install a wiretap pursuant to the 
provisions of Title III, all other investigative 
procedures are exhausted, isn't that true? 

MR. CLEVELAND: That is correct. 
CHAIRMAN ERICKSON: And that is passed 

upon by the Department of Justice or by the FBI? 
MR. CLEVELAND: By the FBI and the Strike 

Force or the United States Attorney, yes, sir. 
CHAIRMAN ERICKSON: So it is not done in 

every case? 
MR. CLEVELAND: No. 
MR. STAFFELD: We attest to the fact in the af

fidavit that all other procedures have been tried. 
CHAIRMAN ERICKSON: Oh, I understand that, 

but one of the problems that we have had to face is 
many of the affidavits are what have been referred 
to as boilerplate as far as certain allegations are 
concerned. And I am trying to ascertain if it isn't 
really boilerplate, but rather that this is examined 
to determine whether or not other procedures have 
been followed. 

It is not anything that is passed upon lightly. 
MR. STAFFELD: Not a bit. 
CHAIRMAN ERICKSON: In the use of these 

Title III intercepts, they are used to a large extent 
on organized crime? 

MR. CLEVELAND: Yes, sir. 
CHAIRMAN ERICKSON: And organized crimt

isn't always productive as a rule? 
MR. CLEVELAND: That is right. 
CHAIRMAN ERICKSON: And, as a matter of 

fact, it is suggested that in some instances there 
might be a conspiracy between some of the in
dividuals that operate? 

MR. CLEVELAND: Exactly right. 
CHAIRMAN ERICKSON: So the conspiracy that 

would be the subject of the investigation would not 
be one that you could determine the limits of by or
dinary investigative techniques just by the nature of 
the beast, isn't that true? 

MR. CLEVELAND: That is true. 

CHAIRMAN ERICKSON: In using this 
procedure that is outlined by Title III, rather rigid 
standards were established in 1968, when the law 
came into being, which permitted the use of the 
evidence that you obtained by intercepts using elec
tronic means? 

MR. CLEVELAND: Yes. 
CHAIRMAN ERICKSON: Prior to that time you 

had interpreted the Federal Communications Act 
and Section 605 to deal with interception and 
divulgence; isn't that true? 

MR. CLEVELAND: Yes, that is true. 
CHAIRMAN ERICKSON: And so, prior to that 

time, you were not restricted as much as you are 
now as far as the interception in concerned. 

MR. CLEVELAND: I think that would probably 
be true, as far as the interception is concerned. 

CHAIRMAN ERICKSON: Yes. You were free to 
make broad interceptions under your interpretation 
of the Federal Communications Act, Section 605, 
but you couldn't use the evidence. 

MR. CLEVELAND: That is true. 
CHAIRMAN ERICKSON: So if you found 

something that was probative, relevant, material 
and convictorial, you had to hope that you could 
establish this by another means? 
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MR. CLEVELAND: That is right. 
CHAIRMAN ERICKSON: So the invasion of 

privacy was greater prior to the passage of the Title 
III provisions? In short, privacy rights, whether it be 
of organized crime or Mom and Pop are greater 
now than they were before the passage of the Act? 

MR. CLEVELAND: I think that is true. 
CHAIRMAN ERICKSON: And the time and the 

protective measures are greater now? 
MR. CLEVELAND: Yes. 
CHAIRMAN ERICKSON: Now, you have 

testified that the safeguards are satisfactory as they 
now exist to protect the needs of law enforcement 
while protecting privacy. But the questions which 
Chief Andersen propounded and which have come 
about as focal points in the testimony of some other 
witnesses, would indicate that this Act could be im
proved upon without violating rights of privacy and 
to provide for some simplification, such as having 
less of a chain of review. 

As I understand it, you feel at this time that such 
changes are not required. 

MR. CLEVELAND: That is correct, Mr. Chair
man, and I think it has been brought out very well 
here this morning why I feel that way. As long as 
we have Mr. Westin and others who feel we are 
violating some of the precepts of the Title III law, I 
think it is very well that we have very stringent 
rules governing our conduct in connection with this 
fine act. 



CHAIRMAN ERICKSON: Those are all the 
questions I have. 

Mr. Cleveland, we are indebted to you and the 
Department of Justice and the Federal Bureau of 
Investigation for the cooperation you have shown. 

Thank you very much, Mr. Cleveland. 
We will now take the testimony of Mr. Robert 

Sweeney, Special Agent and Supervisor, Organized 
Crime Division. 

And we again thank you, Mr. Cleveland and I 
hope that we will see you again soon. 

And, before you leave, I might tell you that when 
I left to accept, the phone call, the person that 
called me was Congressman Butler and he 
apologized for not being here and said he was ex
tending the apologies of the other Congressional 
members who had hoped to be here to hear your 
testimony, but that there was a quorum call on a 
matter of some urgency that prevented him from 
being here. 

Mr. Sweeney, you have already been sworn and I 
understand that you do not have a prepared state
ment but that you do have a summary that you 
would like to make to the Commission before inter
rogation is commenced. 

TESTIMONY OF ROBERT SWEENEY, 
SUPERVISOR, ORGANIZED CRIME 
DIVISION, FEDERAL BUREAU OF 
INVESTIGATION, NEW YORK CITY, 
ACCOMPANIED BY ALVIN A 
STAFFELD, INSPECTOR, AND JOHN E. 
KELL Y, JR., INSPECTOR, FEDERAL 
BUREAU OF INVESTIGATION 

MR. SWEENEY: No, sir, really I am prepared 
right now to respond to any questions concerning 
my activities with Title III. 

CHAIRMAN ERiCKSON: You don't have a 
statement that you would like to make at this time? 

MR. SWEENEY: No, I don't. 
CHAIRMAN ERICKSON: All right. Following 

our usual procedure, Mr. Cook of the staff will in
terrogate you first. 

MR. COOK: Mr. Sweeney, can you tell the Com
mission what your present position is? 

MR. SWEENEY: Yes. I am a Supervisor in the 
Organized Crime Division and have a designation 
of the Number One Assistant to the Agent in 
Charge of the Organized Crime Division in New 
York. 

MR. COOK: And how long have you been in 
New York City? 

MR. SWEENEY: Oh, approximately 21 years. 
MR. COOK: And you did have experience as Su

pervisor of the Hijacking Squad? 
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MR. SWEENEY: Yes, I worked Hijacking and 
supervised that squad for a number of years. 

MR. COOK: Can you tell the Commission, relat
ing to your activities as Supervisor of the Hijacking 
Squad, what is ordinarily involved in the commis
sion of hijacking on a commercial scale in New 
York? Can you tell us what a typical operation 
would be like? 

MR. SWEENEY: Yes. Hijacking in New York, of 
course, was quite prevalent during the time I had 
the Squad. I think those were considered the peak 
years as far as numbers of hijackings. There were 
approximately one every work day, say 20 a month 
at that time. They had no dollar-and-cent figure as 
to what the thefts were. 

However, there were two types. One was where 
two or three individuals would accost a driver at a 
stoplight or wherever and at gunpoint take the 
truck away from him and put him in the trunk of a 
car and hide him out for a period of an hour or two 
until the truck had been either concealed in a 
garage or they unloaded the stolen contraband and 
he was released usually unharmed. Very few times 
was he ever harmed, to my recollection. 

And the standard theft from the street would be a 
truck parked on the street, say, in the garment area 
of New York City. The driver would leave to make 
a delivery and when he came back of course the 
truck was gone and so was all the cargo on board. 
The empty truck would be found abandoned in 
some rather remote area of New York City. 

MR. COOK: Was there a particularly high in
cidence of hijacking in the waterfront areas anG the 
Port of New York? 

MR. SWEENEY: No, I would say, while there 
were a number of hijackings in the waterfront area, 
I would say the garment area was probably the 
leader, if you can call it that, as far as numbers of 
hijackings. 

MR. COOK: And what were the principal goods 
that would be stolen in hijacking offenses? 

MR. SWEENEY: Well, New York, of course, 
being a large city, anything that could be fenced. 
But piece goods is definitely a leader. Cigarettes, 
when available; liquor when available-any of the 
high-commodity items-television sets-anything 
that would sell. And piece goods, of course, is one 
of the big items in the garment area and there were 
many thefts in that field. 

MR. COOK: Would you tell us what piece goods 
is? 

MR. SWEENEY: Piece goods is the unfinished 
fabric or the finished fabric. It comes in a large roll. 
It approximates, I would say, a 20-foot straight job, 
as they would call it-you might have a 40 or 50 
thousand dollar load of piece goods. It is the 
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material before it is made into a garment, finished 
or unfinished. Unfinished would go to a processing 
plant to be processed into clothing. It is extremely 
valuable and hard to identify and can be marketed 
easily in New York City. 

MR. COOK: Who composes the market for 
stolen goods? Legitimate people who buy the stolen 
goods unwittingly? 

MR. SWEENEY: 1 don't think too many people 
buy it unwittingly, but it is being plowed back 
through individuals who are willing to buy and 
fence, and certainly it can be sold legitimately in 
the final analysis. But prior to that, I would say 
most of it is an illegal type of buy in the buying 
situation. 

MR. COOK: During the time when you were Su
pervisor of the Hijacking Squad were you made 
aware of or a participant in the intelligence-gather
ing activities which would indicate the existence of 
organized crime families in New York? 

MR. SWEENEY: Well, organized crime families 
and hijacking have been closely allied in New York 
City. I don't think there is any doubt about that. In 
the popular phraseology, the hijacker of today 
would be the organized crime figure tomorrow, and 
there are a number of very major organized crime 
figures in New York City who started out-their 
first arrest would be for hijacking or they are in jail 
now for hijacking. One leader, a very strong in
dividual in New York City, is now serving time for 
a hijacking he committed in 1959. I think it was al
most ten years before he was finally convicted of 
the crime. But this is a typical history in New York 
City. 

MR. COOK: And when you were supervising the 
Hijacking Squad, did you have any liaison with the 
organized crime investigating authority? 

First, let me ask you, what was the composition 
of the Organized Crime Squad during the tenure of 
your supervising the Hijacking Squad? 

MR. SWEENEY: It was relatively the same as it 
is now. The Hijacking Squad has always been close
ly allied to the organized crime field, either part of 
the Division or working very closely with the Or
ganized Crime Division. 

MR. COOK: Is there any particular element in 
the hijacking industry, if you can call it that, that 
indicates to you that organized crime is involved? 

MR. SWEENEY: Well, we know from our intel
ligence sources that certain organized crime figures 
have been operating with what they call a crew, and 
they have crews that are involved in stocks and 
bonds, for instance, or they will have a hijacking 
crew. I don't mean that the actual organized crime 
figure himself, that is, a legitimate member, is out 
hijacking. But this could easily be his operation. 
The fence or whatever is feeding back to him. 

And occasionally we will involve some organized 
crime members in a hijacking or the fencing or the 
buying or possession of stolen property. 

MR. COOK: So there is very little doubt that a 
substantial amount or at least a significant amount 
of the properties from hijacking goes to the coffers 
of organized crime? 

MR. SWEENEY: I believe so; yes, sir. 
MR. COOK: Now, has there been any significant 

use of electronic surveillance in the area of 
hijacking or theft in New York City? 

MR. SWEENEY: No, sir. 
MR. COOK: And are there any particular 

reasons for that? 
MR. SWEENEY: Well, there are several reasons, 

[ would say. One is the development of probable 
cause. We would have to show that the particular 
phone or location where we are attempting to in
stall electronic coverage would be used for, say, the 
discussion, the planning, the conspiracy of 
hijackings and the theft from interstate shipment. In 
other words, our statutes have an interstate aspect 
to it, either that the cargo is moved in interstate 
commerce or the fact that after it is stolen it is 
going to be moved, before we would have juriSdic
tion. That is one thing probable cause is difficult to 
develop on under the statutes. 

The second thing is I would be on, say, a given 
location, the planning of it-a room or a loft or 
what have you-say there would be a 20-day or 15-
day Title III, there is no guarantee in there that dur
ing that 15 or 20 days there is going to be a 
hijacking discussed. In other words, hijacking is not 
like gambling where it is a day-to-day wire room. 
They move when they have an opportunity or 
whenever the mood suits them or whatever stimu
lates their activity in the hijacking field. It is not a 
day-to-day operation. It is a field that J would say 
we are very interested in. We have looked at it 
closely. We have had some Title III coverage in that 
field and we anticipate that possibly in the future 
we are going to have more. We have not had what 
we would desire at this point. 

MR. COOK: Have you had any success at all in 
Title lfI investigations in the hijacking field, or 
fencing? 

MR. SWEENEY: I don't know of any hijacking 
convictions we have as a result of Title III. 

856 

MR. COOK: And by conventional means is there 
any significant number of hijacking convictions in 
New York? 

MR. SWEENEY: Yes. I would say one of the 
greatest number of convictions probably in the New 
York office would come as a result of our investiga
tion in the hijacking field. 



It is most certainly one of the crimes we are most 
successful in combating as far as the number of ar
rests and convictions is concerned. 

MR. COOK: What particular techniques account 
for your success in this field? Is it search' and 
seizure? 

MR. SWEENEY: Well, any law enforcement 
agency is-we are operating on information 
received. In the hijacking field it would be the 
development of live informants, our own observa
tions and surveillance activities on a known what 
they call a drop or known figures in the hijacking 
field. And certainly we are able, in a sense, to 
categorize certain individuals in New York City as 
to what they handle, whether it is furs, cigarettes, 
liquor, or what have you-not that they are that 
specia;ized, but there are certain people who spe
cialize in piece goods. That is definitely a special
ized field. 

MR. COOK: And in your operations, you are the 
Number One Man in the Organized Crime Squad. 
Do you have occasion to deal in the gathering of in
telligence? 

MR. SWEENEY: Yes. 
MR. COOK: What are the principal modes of in

telligence gathering the New York Office uses at 
this time? 

MR. SWEENEY: Well, certainly the principal 
mode of intelligence gathering would be informant 
coverage, and whatever we have from Title III and 
whatever we have through observation. Observa
tion, of course, is limited. We can see that two or 
three organized crime figures are meeting some 
place, but we certainly don't know what they are 
saying or what they are doing. I think we passed 
long ago the idea that it was of great significance to 
observe a half-dozen LeN figures, say, sitting some 
place if we don't know what they are talking about. 
And I am sure they are well aware of it, also. 

MR. COOK: As a result of the intelligence 
gathering carried on in New York City in the last 
five or ten years, you have been able to establish 
the existence of various organized crime groups; 
isn't that right? 

MR. SWEENEY: Yes, we have. 
MR. COOK: Have you been able to identify par

ticular individuals within these groups who are ac
tive in specific areas of criminal activity? 

MR. SWEENEY: Yes, we have. 
MR. COOK: And is it fair to characterize this as 

"targeting "? 
MR. SWEENEY: Yes, definitely. 
MR. COOK: Now, once you have targeted an in

dividual as being active in organized crime, what 
limits do you place on the means that you will em
ploy in an attempt to secure convictions against 
that person? 
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MR. SWEENEY: Well, at the moment probably 
our only limitation would be legality, if that is the 
course you are taking. We at the moment are not 
suffering any manpower problems. I mean we have 
sufficient manpower, we believe, to do what we are 
doing. Naturally we could always use more, but it is 
an all-out investigation. 

I might explain that in the organized crime field 
we generally work the case backwards, contrary to 
another investigation. We have an organized crime 
figure Now we are trying to find out what he is 
doing. We know he is doing something illegal. We 
know he is profiting by his illegal activity. We are 
trying to find out what it is and arrest and convict 
him of the crime. It is not like a bank robbery 
where somebody walks in and robs a bank and we 
are trying to find out who did it. 

In this case we know the individual and are trying 
to find out what he has done and prove it in court. 
So it is a backward procedure in some respects. 

MR. COOK: In the course of focusing your in
vestigative attention on a given individual, do you 
assign specific agents to cover that per;>on? 

MR. SWEENEY: Yes, we do. In the target areas 
we will have an agreement as to, say, a key target 
or somebody we are interested in. And certain 
agents f,'om a certain squad acting under their su
pervisor will be designated to work, say, this in
dividual. 

MR. COOK: Now, is there any way in which you 
can tie your electronic surveillance activities into 
informants? 

MR. SWEENEY: Definitely. One of the greatest 
tools we have in finding out-not finding out but 
getting him convicted of what he is doing, is Title 
III. For instance, our informants can possibly tell us 
that a certain individual has a large-scale gambling 
operation in New York City. We know this. To 
develop a prosecutable case against him we need a 
weapon such as Title III to establish evidence. 

MR. COOK: Now, according to an article I read 
recently in the New York Times that went into some 
detail, the New York office used what I thought 
was a fairly innovative and imaginative approach to 
electronic surveillance investigation-and I am 
referring now to the establishment of the Whalen 
Coat Company. 

Can you describe to the Commission the method 
by which this operation was conceived and the 
types of things you hoped to gain by it? 

MR. SWEENEY: Mr. Cook, I think I would have 
to decline on that. The Whalen Coat Company is 
still under prosecution. It has no~, been adjudicated 
by the courts so I would rather not. 

I can comment in a general way on undercover 
projects of this type, I think. 

MR. COOK: Okay. 



If we can deal in hypotheticals, then, as part of 
your general program, I take it the existence of the 
Whalen Coat Company case indicates that you had 
made a decision to take affirmative, aggressive 
steps in Cl; tablishing contacts inside the organized 
crime community? 

MR. SWEENEY: Yes. 
MR. COOK: And this was 111 the garment dis

trict? 
MR. SWEENEY: Yes. 
MR. COOK: And what types of indications did 

you have that made you feel that this type of opera
tion would be successful-in a general way? 

"1R. SWEENEY: Well, I would say in a very 
p ,leral way-and certainly the garment area of 
New York City, I think, is a target that has at
tracted all of law enforcement in New York City 
for years. It is a common saying in New York, "If it 
exists in New York City, it is in the garment area." 
We have almost every crime known to us being 
committed there. So penetration of the garment 
area has not through the years been successful. 
People are unwilling to testify. Loansharking in 
some respects is a way of life there. There are cer
tain reasons the garment area could never be 
penetrated. 

This is why we felt, along with the others who 
participated in projects of this type, that something 
unusual in the way of an investigative technique 
had to be developed. 

MR. COOK: Have you had any occasion in 
developing these new techniques to employ the 
statute dealing with Racketeer Influenced and Cor
rupt Organizations, the so-called RICO statute? 

MR. SWEENEY: Yes, we have. 
MR. COOK: Without disclosing any existing in

vestigations, have you been able to conceive of 
situations in which you might utilize surveillance in 
RICO investigations? 

MR. SWEENEY: Yes, we have. 
MR. COOK: When you target someone, you as

sume that certain measures, investigative measures, 
are going to be necessary to secure a conviction 
against that person? 

MR. SWEENEY: That is correct. 
MR. COOK: One of the requirements which 

everyone is quite familiar with in determining if a 
Title III may be used in an investigation is that nor
mal investigative procedures be exhausted. Implicit 
in your targeting of someone is the conclusion that 
normal investigative procedures will not succeed 
against this individual? 

MR. SWEENEY: I would not say that is true, no. 
We bring down a number of cases by search war
rants-gambling operations-without the use of a 
Title III. We don't start with the basis that we are 
going to have to have a Title III before this is over. 

MR. COOK: I see. 
MR. SWEENEY: Am I making myself clear? 
MR. COOK: Yes; go ahead. 
MR. SWEENEY: That basically is it. In other 

words, when we start an investigation on an or
ganized crime figure there is no reason-we might, 
in the back of our minds, have the possibility, but 
certainly we don't start out with the idea before we 
make an arrest or conviction that we are going to 
have to have a Title Ill. 

r think possibly if people could understand the 
amount of work that goes into a Title TIl, they 
would realize that all other investigative effort has 
been exhausted prior to us entering into it, because 
just on the manpower alone we burn up a tremen
dous amount of manpower. It is a very difficult 
procedure. 

MR. COOK: I see. 
Can you give the Commission any specific cita

tions, in terms of closed cases or convictions, where 
your targeting has been successful in disrupting an 
ongoing criminal organization? 

MR. SWEENEY: I would say that certainly as to 
one family in New York we feel that we have 
disrupted, splintered, decirn:!~ed-put them in a 
bad way, so to speak. And it mall1ly came about as 
a Title III. I often feel if we had done as well against 
all others as we had against this one particular 
group, we might be out of business. 
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But as a result of the Title III primarily, we were 
able-this is just an example-to do a great job at 
disrupting one family comp;:.!tely. 

MR. COOK: What family was this? 
MR. SWEENEY: Columbo. 
MR. COOK: You indicated that it would be your 

desire to be as successful against the other four or
ganizations or families. Were there any particular 
aspects of the Columbo investigation which in
dicated to you you might have success against some 
of the other families by using some of the same 
techniques? 

MR. SWEENEY: Well, yes, I would say that it 
certainly pointed the way as to what could be done 
in other organized crime groups. 

MR. COOK: I s"e. 
Mr. Chairman, that concludes the staff's 

questions. 
CHAIRMAN ERICKSON: Thank you very 

much, Mr. Cook. 
Professor Remington. 
PROFESSOR REMINGTON: have no 

questions. 
CHAIRMAN ERICKSON: Chief Andersen. 
CHIEF ANDERSEN: Just a couple of questions. 
Do you cooperate on state wiretaps up there? Is 

this a cooperative group? 



MR. SWEENEY: The Southern District of New 
York has a joint Strike Force where the New York 
City police, the State police, and all is a member 
and we have cooperated in major investigations 
with almost every investigative body there, yes. 

CHIEF ANDERSEN: So even in the hijacking in 
these areas you do use State of New York Title 
III's? 

MR. SWEENEY: No, we don't. No, our Title Ill's 
have generally been our own. As far as hijacking is 
concerned, the city-it is not really a state problem. 
It certainly is a New York City problem, because 
most of the thefts occur in the confines of the city. 

But as far as a Title III with them on a matter 
such as hijacking, no, sir. 

CHIEF ANDERSEN: I am trying to find out if 
the Federal agencies are using State wiretaps rather 
than going through the 21-da~t review process at the 
Justice Department. 

MR. SWEENEY: No, sir, we are not. 
CHIEF ANDERSEN: And I am not saying it with 

any maliciousness, but just for ease of operation. 
MR. SWEENEY: No. 
CHIEF ANDERSEN: We have had testimony 

where it seems they are using the State statute and 
that is why I am asking. 

MR. SWEENEY: No, sir, we haven't had that ex
perience. 

CHAIRMAN ERICKSON: Mr. Pierce. 
MR. PIERCE: Has the number of families in New 

York increased, decreased, or remained the same 
over the last 30 years? 

MR. SWEENEY: I would say remained the same, 
I guess-maybe not for 30 years but for a number 
of years. 

MR. PIERCE: Same names and everything? 
MR. SWEENEY: The names have changed. 

think you will find that it is popular among law en
forcement agencies to refer to them by old names 
although the leaders were deceased, because they 
were the last extremely strong figure to lead such a 
group. 

MR. PIERCE: Do you think the FBI and the 
other law enforcement agencies operating in New 
York have succeeded in decreasing organized 
crime in New York in the last 30 years? 

MR. SWEENEY: I think that we have definitely 
taken steps towards decreasing organized crime. 
Again, I wouldn't say-I cou/dn't tell percent
agewise or numberwise, but we certainly have had 
some great deal of impact on organized crime in 
New York City. 

MR. PIERCE: But if the families remain the same 
in number, are their profits the same, or more? 

MR. SWEENEY: Their profits I would have no 
way of knowing. I would say that their 
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number-they certainly haven't spread and they 
have probably decreased numberwise. 

MR. PIERCE: Are they in the same kind of crime 
as they were 30 years ago? 

MR. SWEENEY: Well, I think that there is a 
popular myth that organized crime is in certain 
fields and not in 0ther fields. Organized crime 
generally is in any field where there is money to be 
made. They will even go quasi-legitimate if they can 
make money at it. 

MR. PIERCE: They have been going quite quasi
legitimate in recent years, have they not? 

MR. SWEENEY: Yes. There is no doubt about it 
as far as my personal opinion is concerned, wher
ever there is a possibility to make money you can 
find elements of organized crime showing an in
terest. 

MR. PIERCE: And they have been doing the 
same thing over the past 30 years? 

MR. SWEENEY: Generally. 
MR. PIERCE: Thank you. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Mr. Swee"ey, the hijacking 

that you talk of in the trucking industry, in the gar
ment industry, is that involved with extortion in 
trucking? Is that similar to the operation that some 
40 years ago Lepke and Guerra had-the same type 
of thing? 

MR. SWEENEY: The old shake-down extortion? 
MS. SHIENTAG: Yes. 
MR. SWEENEY: No, it is a different situation 

whatever. The hijacking in New York, as I 
described it, is actually placing a gun at the head of 
the driver. 

MS. SHIENT AG: But in addition to the hijacking 
there is an extortion-I don't think it is a labor ex
tortion, but it involves the trucking industry-going 
on now in New York. Are you familiar with it? 

MR. SWEENEY: Yes. 
MS. SHIENTAG: It has been in the newspapers 

and is public knowledge. 
MR. SWEENEY: Yes. 
MS. SHIENT AG: Is that one of the things under 

yOUI' jurisdiction? 
MR. SWEENEY: We are interested in it and it 

comes under our jurisdiction, a great deal of it. We 
are interested in it from the organized crime stand
point. 

MS. SHIENT AG: Are you working in collabora
tion with any other agency? 

MR. SWEENEY: In many instances the Joint 
Strike Force of New York is our immediate 
partner. 

MS. SHIENT AG: Specifically with the target of 
the extortion in the trucking industry? 



MR. SWEENEY: I am afraid I can't answer. I just 
don't know. I just don't know specifically. We are 
working in that field and I would say yes, that we 
have other agencies involved through the Joint 
Strike Force, because many of these things quite 
probably would be a violation of Internal Revenue 
regulations and rules and laws, and so most of these 
in the Joint Strike Force-there is another agency 
involved, maybe not at the beginning but at the 
end, certainly. 

Gambling violations-cases have been turned 
over after a certain point to IRS to determine 
whether there was in fact any violation of IRS regu
lations. 

MS. SHlENTAG: Would the old activity that was 
carried on by Lepke that Tom Dewey successfully 
terminated-it is continuing more or less in a 
modified form? 

MR. SWEENEY: Well, I would say It IS quite 
modified. I don't think that you are going to find 
the old labor shake-down, Capone. I have heard of 
recent instances where they are extorting protec
tion money as they used to call it. There are certain 
instances of it but I don't think it is as prevalent as 
it was back in the Lepke days. 

MR. SHIENT AG: Do you think the techniques 
that you have been allowed to use under the Title 
III have helped? Has it been one of the weapons 
that has limited extortion? 

MR. SWEENEY: I would say you can't just limit 
it to extortion, but Title 1Il has been perhaps one of 
the greatest weapons that law enforcement, the 
FBI, has had in the fight on organized crime. I guess 
there is really nothing to compare to it. 

MS. SHIENT AG: Thank you very much. 
MR. SWEENEY. Thank you. 
CHAIRMAN ERICKSON: Professor Blakey. 
PROFESSOR BLAKEY: Mr. Sweeney, I was very 

fascinated by the questions of Mr. Cook in 
reference to the area of theft and fencing. I look at 
the annual statistics for last year which is January 1 
through December 31 of '74, and it indicated on 
the Federal level there were 68 gambling taps, 62 
narcotics taps, but only 9 possession or rt!ceipt of 
stolen property. 

MR. SWEENEY: Yes, sir. 
PROFESSOR BLAKEY: And I wonder if you 

would share with the Commission why more profit 
cannot be gotten from electronic surveillance in 
this area. 

It seems to me from what I know of the fencing 
operations, they are as potentially vulnerable to 
surveillance as gambling. 

MR. SWEENEY: There are several reasons, one 
of which I outlined to Mr. Cook. One is the fact a 
given location may not be handling a stolen load 
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during the period in which it is in. In other words, 
we could go 15 or 20 days. 

Second, we have had some fair success without 
the use of Title III in the breaking of hijacking 
cases. 

PROFESSOR BLAKEY: I am not thinking of just 
hijacking, but more properly ot fencing, which is 
the other half of it. Nobody hijacks a truck unless 
he's got a place to sell it. 

MR. SWEENEY: It is part and parcel of the same 
crime, really. And I dan.:;:..lY that we certainly arrest 
more fences than we do hijackers, inasmuch as the 
hijacker has possession of it for a brief period of 
time. He then turns it over to the fence who has the 
task of getting rid of it all at one time or piecemeal
ing it out. So he is usually more vulnerable than the 
hijacker. 

The fence, if he is found with the stolen goods, is 
immediately arrested on the spot and we have an 
excellent case against him. 

PROFESSOR BLAKEY: What I am wondering, 
though, is why you are thinking just about knocking 
off fent;es for the possession and sale of stolen pro
perty. Wouldn't it be better to find out if he is a 
fence, put him under electronic surveillance and 
cover him for a while, since he must be dealing with 
thieves on a regular basis, and then if he is a fence, 
go in and arrest him and pick up half the thieves in 
town, too? 

The difference between that and a gambling case 
is if you go in on a gambling case the customers are 
not committing crimes, so their incriminating con
versations are not incriminating as to them, but 
only as to the gambler. If you stayed in on a thief, 
wouldn't you pick up an the thieves? 

MR. SWEENEY: The probable cause, as we out
lined, would be difficult. We enter into any theft of 
property, stocks, bonds, cargo, what have you, 
under two major laws, the theft from interstate 
shipment law, and interstate transportation of 
stolen property. 

PROFESSOR BLAKEY: Supposing you had a 
theft statute like 1955, which required you to show 
merely an impact on commerce rather than in
dividual interstate trips. Would that facilitate your 
ability to do it? 

MR. SWEENEY: It would have to, yes. In other 
words, you are removing the interstate aspect of it. 
PRO~ESSOR BLAKEY: Or substituting for the 

interstate aspect an "effect on commerce." 
MR. SWEENEY; Most of our information which 

would support an affidavit for Title III would come 
from either of two means. One would be live infor
mants and the other observations. These are the 
two principal sources of our affidavit. It is very dif
ficult from an ;nformant or from observations to 



say that at a given location cargo stolen in in
terstate shipment is being fenced. 

PROFESSOR BLAKEY: So the reason you are 
not doing more h<ls nothing to do with Title m. It 
has 'something to do with 659. 

MR. SWEENEY: It is probable cause in 659. 
That is one of the reasons. 

PROFESSOR BLAKEY: Let me ask you again. 
Do you have a problem once you put in-and I see 
you have last year-fencing-type taps or bugs? How 
long can you afford to leave one in to pick up 
thieves? Is there any problem in that? 

MR. SWEENEY: You mean from a technical 
standpoint? 

PROFESSOR BLAKEY: Technically you can 
leave them in for as long as you have probable 
cause? 

MR. SWEENEY: Yes. 
PROFESSOR BLAKEY: But I am talking about a 

practical standpoint. 
MR. SWEENEY: The monitoring or the man

power situation? 
PROFESSOR BLAKEY: Maybe I should ask the 

question in a more straightforward fashion. I have 
had it put to me before that you can stay in on a 
gambling tap long enough to pick up the next level 
and you can jump. You can stay in long enough on 
a narcotics tap until you pick up the next level and 
jump. 

Can you stay in that long on fencing taps or do 
you have a problem with learning that a hijacking is 
going to occur? 

MR. SWEENEY: Well, yes, that would be that 
the tap would come down at the time we learned 
the hijacking was to occur. Then we also have the 
problem in an armed hijacking-it is armed. There 
is a gun involved and there is a life in danger. So we 
have to make some overt act. We can't just stand 
by and let this happen. 

An armed hijacking is one of the-pre
knowledge of an armed hijacking is an extremely 
difficult situation because you know, say, at a given 
time that somebody is going to put a gun to some
body else's head. And it is a delicate situation as far 
as handling is concerned, probably one of the most 
delicate. 

PROFESSOR BLAKEY: So that would limit your 
ability to stay in on a fencing tap? 

MR. SWEENEY: Oh, yes. 
PROFESSOR BLAKEY: Is that the kind of infor

mation you could expect to get in one? 
MR. SWEENEY; I would think that in coverage 

of something like this, we would hear the planning 
of certain hijackings. We would hear conspiracies 
involving hijackings, and we would certainly hear 
the fencing activities involving hijac.;kings. 
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PROFESSOR BLAKEY: Do you have any 
problems with the bureaucratic organization of the 
Bureau? What I am thinking now is that typically 
Division 9 handles gambling and LCN, whereas 
Division 6 handles interstate theft. How much flow 
back and forth is there between those two divi
sions? 

MR. SWEENEY: Well, of course, I can best 
speak for the field, the New York office. We have a 
constant flow between our Hijacking Squad and our 
Division. It is a daily thing. . 

PROFESSOR BLAKEY: Do you know whether 
this is common throughout the Bureau? 

MR. SWEENEY: I assume that it is but nobody, I 
would say, in the hijacking field has the-I mean 
nobody in the FBI has the hijacking problem that 
New York has. I think when you discuss truck 
hijacking you are basically discussing New York 
City. 

PROFESSOR BLAKEY: That is not true of fenc
ing? 

MR. SWEENEY: No. 
PROFESSOR BLAKEY: Are the Division 6 peo

ple integrated into the Strike Forces, or the Strike 
Force liaison people, like Division 9? 

MR. STAFFELD: Insofar as the Bureau's 
representation on the Strike Force is concerned, it 
is a Bureau matter, not Division 9 or Division 6. 

PROFESSOR BLAKEY: It ought to be that but 
you know there are separations. 

MR. STAFFELD: It is still a Bureau representa
tive and not a Division 9 -~presentative as opposed 
to the Division 6 representative. 

PROFESSOR BLAKEY: Is the guy with the 
Strike Force from Division 9? 

MR. STAFFELD: In New York? 
PROFESSOR BLAKEY: Throughout the 

country. 
MR. STAFFELD: The man who is working with 

the Strike Force in the Southern District is 
representing the New York office. He is not 
representing a particular division. 

PROFESSOR BLAKEY: Does he have any bu
reaucratic status within the Bureau? Is he in 9, 6, or 
a supervisor? 

MR. STAFFELD: He is an agent of the New 
York office and we do not lay claim at the seat of 
government to any particular agent in the field. 

PROFESSOR BLAKEY; They are assigned to a 
squad, though, aren't they? 

MR. STAFFELD: There is an Organized Crime 
Squad in the New York office which does, by nor
rHal procedure, do business with oUr Organized 
Crime Section at the seat of government, that's 
true. 



PROFESSOR BLAKEY: And they are the ones 
who do business with the Strike Force. And the Or
ganized Crime Squad does handle fencing cases 
typically. 
M~. STAFFELD: That is true, but on the other 

hand, there may well be a theft of government pro
perty or there may be an interstate transportation 
of stolen property case which involves an organized 
crime figure. And this will be handled by what we 
call Division 6. 

PROFESSOR BLAKEY: In the Strike Force? 
MR. STAFFELD: At the seat of government. It 

will be handled by the Strike Force in New York 
and by Division 6 at the seat of government and 
Division 6 may be in touch with Bill Lynch in the 
Organized Crime Section in the Department of 
Justice. 

PROFESSOR BLAKEY: I have no further 
questions. 

CHAIRMAN ERICKSON: Mr. Westin. 
MR. WESTIN: I have no questions. 
CHAIRMAN ERICKSON: I just have a couple, 

Mr. Sweeney. 
You have stated that organized crime is today big 

business. In the period that you have been with the 
Federal Bureau of Investigation, has the operation 
become more sophisticated or less sophisticated? 

MR. SWEENEY: Organized crime? 
CHAIRMAN ERICKSON: Yes. 
MR. SWEENEY: I would say it has become more 

sophisticated. Certainly as law enforcement 
becomes more sophisticated they have more 
safeguards they have drawn up to protect them
selves. And it varies from area to area but they are 
quite sophisticated, no doubt about it. 

CHAIRMAN ERICKSON: And their operation 
goes into various businesses, all types of opera
tions? 

MR. SWEENEY: Anything in which they can 
make a profit. 

CHAIRMAN ERICKSON: As a result, the in
vestigative tools that you had to fight organized 
crime in 1930 are not the same as they are today? 

MR. SWEENEY: That is true, sir. 
CHAIRMAN ERICKSON: And the tools that you 

had for the old type of organized crime wouldn't 
dent the surface of the pre£ent operation? 

MR. SWEENEY: Not at all; not at all. 
CHAIRMAN ERICKSON: So the techniques that 

you have to use have to meet the computer age? 
MR. SWEENEY: That is correct, sir. 
CHAIR.MAN ERICKSON: And electronic sur

veillance is essential to your operation? 
MR. SWEENEY: It certainly is. It is one of our 

greatest weapons. 
CHAIRMAN ERICKSON: That is all. 
Mr. Sweeney, we are indebted to you. 

It is 12:22 at this point. We will recess. There is 
JlO reason to commence the next witness. The Com
mission, itself, has some internal business that will 
be taken up at this point. 

We will be reconvening at 1 :45 in Room 13 18 in 
the Dirksen Building. They weren't able to afford 
us this facility this afternoon. 

Gentlemen, I thank you for being with us and we 
will see you this afternoon. 

[Whereupon. at 12:25 p.m., a luncheon recess 
was taken until ~ ·Vi p.m.] 

AFTERNOON SESSION 

PROFESSOR REMINGTON: I think we are 
ready to reconvene. 

I see a very distinguished gro).lp before us this af
ternoon. I am starting this session because our 
chairman, Judge Erickson, may be a very few 
minutes late and he asked me if I would start, and 
we are going to turn next to Mr. John Barron. 

I understand, Mr. Barron, that you have already 
been sworn. 

MR. BARRON: Yes. 

TESTIMONY OF JOHN BARRON, 
SUPERVISOR, ORGANIZED CRIME 
DIVISION, FBI, LOS ANGELES; 
ACCOMPANIED BY ALVIN A. 
STAFFELD, INSPECTOR, AND JOHN E. 
KELLY, JR., INSPECTOR, FEDERAL 
BUREAU OF INVESTIGATION 

PROFESSOR REMINGTON: Perhaps as a start, 
Mr. Barron, you could tell us about your general 
law background and experience and after that I will 
turn it over to Dave Cook, whJ fortunately has ar
rived in the nick of time. 

MR. BARRON: I have bee,) :.t Special Agent for 
the FBI for 21 years and since 1961 have been as
signed to work or supervised work on organized 
crime in the Los Angeles office. 

All of my experience concerning organized crime 
is, in fact, in the Los Angeles area. 

For a year I was assigned back to Headquarters 
in the Organized Crime Section, from 1969 to 
1970. 

Prior to 1961, I worked on various types of work, 
including jewel thefts, internal security, in the 
Miami office. 
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PROFESSOR REMINGTON: David. 
MR. COOK: Thank you, Mr. Chairman. 
Mr. Barron, you are heading the squad which at 

this time has jurisdiction over illegal gambling 
operations in Los Angeles? 

MR. BARRON: That is one of the two squads 
that I am coordinating supervisor of. 



MR. COOK: Do you have fairly close liaison with 
that squad? Are you in contact with its daily opera~ 
tions? 

MR. BARRON: Yes, I am. 
MR. COOK: Do you know approximately how 

many Title III surveillances you have directed at 
gambling in Los Angeles, say in the last six years, or 
during your experience? 

MR. BARRON: Approximately 24. 
MR. COOK: Have all of these been under Sec~ 

tion 1955 or have you had some interstate opera
tions as well? 

MR. BARRON: We' have had interstate cases 
under laws passed in 196 I. 

MR. COOK: To the extent that those cases are 
closed-I'm sure you recall from our study in Los 
Angeles, we are dealing only with closed 
cases-what was the structure of the interstate 
violations in those cases where you had interstate 
gambling surveillance? 

MR. BARRON: It would concern itself prin
cipally with lay-off activity bet.ween the states of 
California, Nevada, New York, and some of the 
southern states. 

There would be gamblers in Los Angeles who 
had been using the telephone facilities to relay bets 
and instructions concerning betting or activity con
cerning betting to other states or receive it from 
other states, concerning line information as well as 
instructions on betting. 

MR. COOK: Have you been al::tive in interstate 
types of interception since the enactment of the Il
legal Gambling Business statute? 

MR. BARRON: Yes, we have. 
MR. COOK: And did you find the requirements 

for jurisdiction in Title 18 Section 1952 or in 1084? 
MR. BARRON: Yes. 
MR. COOK: Did you find the requirements for 

jurisdiction in those are easier met than the require
ment of 1955? 

MR. BARRON: I would say they are the same. 
You are talking Title III? You are addressing your
self to Title III? 

MR. COOK: Right. 
MR. BARRON: I would say it is no more difficult 

to write an affidavit or investigate a case, so to 
speak, where an affidavit would be used, dealing 
with those involved in the violations of 1955 than 
those in 1084. 

It would be the same information, informant in
formation, surveillances, the same activity. 

MR. COOK: Can you compare your success in 
prosecutions? Is there any difference in your suc
cess in prosecuting Section 1955 as opposed to 
1084? 

MR. BARRON: Are you talking now about the 
sentencing? 
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MR. COOK: Let's first relate it to the convictions 
because I understand sentencing is another area. 

MR. BARRON: While some of the cases in which 
we used the Title III technique are pending grand 
jury action or pending trial, and while others are 
not completed by virtue of being in an appeal 
status, none of the affidavits and the resulting Title 
III's have failed to produce the evidence we an
ticipated when we sought to use this technique. 

MR. COOK: This is in each of your surveil
lances? 

MR. BARRON: Yes. 
MR. COOK: What is the situation with regard to 

the sentencing in those cases in which you obtained 
convictions for gambling violations? 

MR. BARRON: That varies, of course, with the 
judge, and the individual judges will sentence in ac
cordance with their own thoughts or whatever 
structures their sentencing procedures. 

With some judges we get stiffer sentences than 
we do with others. 

MR. COOK: Can you make any general charac
terization? Are you satisfied with the type of sen
tences you are getting? Do you think it is sufficient 
for enforcement purposes? 

MR. BARRON: My own personal feeling is I am 
not satisfied, no, because I know the people I am 
dealing with are involved in organized crime activi
ties and I would like to see a stronger sentence, yes. 

MR. COOK: Perhaps we could put that in the 
context of whether or not the sentences you have 
been obtaining have had a deterrent effect on the 
bookmakers in Los Angeles. 

MR. BARRON: Sentencing results in the break
up of his operation and assessments by Internal 
Revenue. He may go b~ck and be structured dif
ferently. He certainly in many instances is smaller 
in operation size. So it is a deterrent. 

Should this not have occurred, should there have 
been no trial or arrest, his operation would only 
have grown. So I would say that it is a deterrent. 

MR. COOK: You do have an organized crime 
family, so to speak, in Los Angeles, do you not? 

MR. BARRON: Yes, we do. 
MR. COOK: I think you indicated at the time of 

our interview that this was run by Dominic Brookli
er? 

MR. BARRON: Yes. 
MR. COOK: To what extent is the syndicated 

family involved in gambling in Los Angeles? 
MR. BARRON: To the extent that they shake 

them down. In other words, a bookmaker pays pro~ 
tection money to them. 

MR. COOK: Are the family members not or
dinarily active as bookmakers? 

MR. BARRON: No; they don't sit on the phone. 
MR. COOK: Do they act as bankers? 



MR. BARRON: They risk nothing. They. only 
take profits. In other words, they say "Meet your 
new partner and I don't want to hear about your 
losses. " 

MR. COOK: And what are the consequences if 
they don't receive that kind of cooperation? 

MR. BARRON: They threaten them. 
MR. COOK: Have you had any instances of ex

tortion investigations or prosecutions resulting from 
this type of shake-down operation you have just 
described? 

MR. BARRON: Yes. 
MR. COOK: And how successful have these 

been? 
MR. BARRON: Very successful. We prosecuted 

the head of the family and his under-boss just last 
month. 

MR. COOK: And has that case come to a conclu
sion? 

MR. BARRON: Final sentencing is June 16. 
MR. COOK: And can you tell the Commission 

who was convicted as a result of that operation? 
MR. BARRON: The boss, Dominic Brooklier; his 

under-boss, Sam Sciorentino, Peter John Milano 
and seven others that were operatives for them. 

MR. COOK: And I think yOl£ indicated that Peter 
Milano was related to a member of an organized 
crime family in Cleveland? 

MR. BARRON: A son. 
MR. COOK: Is that right? 
MR. BARRON: He is a son of a member in 

Cleveland. 
MR. COOK: So this would tend to confirm the 

existence of the national nature of LCN, to use the 
term. 

MR. BARRON: Yes. 
MR. COOK: How many agents do you have on 

your Gambling Squad? 
MR. BARRON: I might address myself to both 

squads because we work together. 
MR. COOK: All right. 
MR. BARRON: It is divided by what we call clas

sifications merely to have certain manpower on 
each of the two squads, but they are interchangea
ble. So the answer to that is 46. 

MR. COOK: Forty-six? 
MR. BARRON: Yes. 
MR. COOK: And what is your total office com

plement in Los Angeles? 
MR. BARRON: Five hundred. 
MR. COOK: What capability or what method do 

you use for development of intelligence in Los An
geles? 

MR. BARRON: First of all, there is police 
liaison, the exchange of information with other law 
enforcement agencies, directly or through the 

Strike Force. Of course, the basic and best is the in
formant. The ability to target individuals who are in 
a position to furnish information on a long-time 
basis, right to the heart of organized crime as close 
as you can get and give it to you on a continuing 
basis and it is quality information-that is the basic 
structure of y .... ur intelligence. And with that-:
everything else keys on it. In other words, as you 
learn certain information you take certain action, 
surveillances, interviews, maybe grand jury sub
poenas, maybe the grand jury method, immunity 
grants, or the various methods open to us-or a 
Title III. But it is your information that comes from 
your informant program that rounds out your intel
ligence. 

MR. COOK: Do you have a specific agent or 
group of agents assigned to development of an in
formant program? 

MR. BARRON: I have those that are assigned for 
the coordination of it. Each man assigned to the 
Organized Crime Squad is required to participate in 
the informant program. 

MR. COOK: And am I correct in making the as
sumption that informant information is the basis for 
most, if not all, of your Title III surveillances? 

MR. BARRON: I know of no exception as to the 
very early basic source of the cases. 

MR. COOK: It has been suggested that the FBI, 
in maintenance of its informants, sometimes pro
tects people who continue to violate the law for the 
purpose of obtaining intelligence. I am not intimat
ing that that is the Commission's view, but it is one 
of the criticisms that has been made of the Bureau 
operations. 

Can you explain to the Commission-and this is 
based on an interview in Los Angeles-your 
philosophy as to the informant development and 
the use you make of informants at particular times 
and the need for concealing informant identity? 

MR. BARRON: Informants are individuals-and 
we are speaking of organized crime activity-are 
individuals who are very reluctant to talk to us at 
the outset due to the code of the underworld. For 
many and varied rea,ons and sometimes for reasons 
unknown, an individual may elect to cooperate with 
law enforcement on a confidential basis. They 
present at the very outset this as the only condition 
under which they will talk. They will never testify, 
because they fear retaliatory action from their as
sociates should they testify. 
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We, in turn, tell them that their cooperation with 
us does not condone any illegal activity on their 
part. And I know of instances where we have 
developed informants and they are in the stage of 
being developed and they weren't telling us can
didly what was going on and we found out they 



were involved in an ongoing conspiracy and we in
dicted them. 

So we do not allow or permit, in the FBI, our in
formants to engage knowingly in mega! activities. 

MR. COOK: I think you made the distinction in 
our discussion on informants and the necessity at 
times to reveal the identity or to make the decision 
to conceal them. 

The distinction you made between hip-pocket or 
throw-away informants and the type of informant 
that you develop as I think what you call a top
echelon, TE, informant-

MR. BARRON: I think you may have asked 
about throw-away informants because we don't 
have any such thing. 

MR. COOK: I didn't say you said that. I said you 
distinguished betwe~n that type of informant which 
may exist in the course of other agencies' work. But 
you did indicate that you felt it was sometimes 
necessary to maintain the continuation of an infor
mant in order to develop strategic informants as 
well as the commission of specific criminal offen
ses. 

MR. BARRON: Knowing what is going on today 
and what i-, going to go on tomorrow. 

MR. COOK: And you do have to rely on infor
mants for identification of their LCN membership. 

MR. BARRON: As someone said here earlier, it 
is no crime to belong to this organization, the LCN. 
That is not a violation. So, while we like to know 
who is in it and who is not in it, the mere fact that 
they are in it is not really what we are after. We are 
after what they are up to that is illegal. 

MR. COOK: Now, in terms of relating this to in
formants, do you make much use of consensual 
recording devices in Los Angeles? 

MR. BARRON: Yes, we do. 
MR. COOK: Do these include both body recor

ders as well as telephone recording? 
MR. BARRON: Yes. 
MR. COOK: What would be the effect on your 

operations if consensual recordings of either type, 
either the telephone type or body transmitter, were 
placed under the court-ordered system? 

MR. BARRON: First of all, in organized crime it 
is usually an ongoing situation in which there is 
threat and it is a "now" situation. If we get a call 
there is going to be a meeting tonight and it is con
cerning a shake-down, naturally we couldn't go 
through the Attorney General or get a court order 
in that period of time. 

Second, we must deal with other violations, such 
as kidnaping in which a son may be the kidnap vic
tim, and the parent is diverted from phone to phone 
to phone for additional instructions. With consen
sual monitoring we are able to record and attack 
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the case. We certainly couldn't run to court each 
time he receives instructions to move to another 
phone. It would not be workable. 

MR. COOK: Within the time situation that you 
described, the FBI does have a capability of emer
gency use of a consensual device with a follow-up 
written confirmation to Headquarters; isn't that 
right? 

MR. BARRON: We get it from our Headquarters 
here in Washington. 

MR. COOK: So in a case, for example, where 
you were involved in a kidnaping and going from 
phone to phone to phone, you would not have to go 
through the administrative procedure each time 
you wished to make a recording of the phone? 

MR. BARRON: For consensual monitoring the 
authority is granted for the phone by the special 
agent in charge of the district. The body 
recorder-the authority for that has to come from 
Washington. 

MR. COOK: I see. 
How do you make the selection, if you do make 

the selection, of the case agent who will be in 
charge of the Title III investigations? 

MR. BARRON: First of all, we do all this in
vestigation prior to the Title III being applied for. 
While the case is being investigated it is assigned to 
an agent. That is the agent that walks it through the 
Title III course, whoever is assigned it. Any agent 
could have the capability of having a case that will 
result in a Title III. 

MR. COOK: Does that mean the case agent who 
had the first major informant contact relevant to 
the violation? 

MR. BARRON: No. My assignment of cases to 
agents by myself and other supervisors is based on 
the activities of the agent, who is involved in what. 
Some agents may have just finished a prosecution 
and their case is ended and so we have a case today 
that will go to him because what we call his wor· 
kload allows it. And he then, in working that case, 
might just come up to a Title III. The selection is 
made by the supervisors, not by someone who 
writes up information from an informant and comes 
to me-if there is no case open on that at the time 
and it is new information, I would open it and select 
an agent based on his workload. 

MR. COOK: I see. So you do function as an intel
ligence coordinator; is that true? 

MR. BARRON: Yes. 
MR. COOK: Do you take any special measures to 

train your agents in the conducting of a Title m in
vestigation, or is this something that is learned 
more or less on the job or the basis of contact with 
other more experienced agents? 



MR. BARRON: Well, we do have training in all 
facets. It is an ongoing thing. There is training for 
surveillances, training for writing affidavits-not 
necessarily Title III affidavits-affidavits of search, 
affidavits of other kinds that are used. And agents 
are trained constantly in report writing; they are 
trained in administrative procedures; they are 
trained in identifications-all types. And in that 
they are trained, and the training is constantly 
going on-there are courses of instruction that in
volve Title Ill's, yes. 

MR. COOK: How closely is the work of the case 
agent associated with the work of the supervisory 
attorney? 

MR. BARRON: At the time of the Title III? 
MR. COOK: Yes. 
MR. BARRON: Extremely close-daily, hourly, 

sitting with him going over it. 
MR. COOK: Do you also have a responsibility for 

being in contact with the supervisory attorney or do 
you have other duties which require you to be busy 
doing other things? 

Do you have enough time to work.with the super
visory attorney or is that necessary? 

MR. BARRON: Oh yes, I do. You have to take 
time for that. Is anything suffering as a result of my 
giving time to that? No. 

MR. COOK: No, I wasn't inquiring about that. I 
was just inquiring as a matter of fact. 

MR. BARRON: Yes, we work on a caseload ap
proach and that permits us to do what has im
portance. 

MR. COOK: And you said you had Title III in
vestigations on gambling? 

MR. BARRON: Right. 
MR. COOK: Do you know how many Title III in

vestigations you have had in other areas in that 
time? 

MR. BARRON: Two. 
MR. COOK: What areas have those been in? 
MR. BARRON: Labor racketeering and hoodlum 

shakedown activities. 
MR. COOK: Are these cases closed? 
MR. BARRON: No. 
MR. COOK: They are ongoing? 
MR. BARRON: Yes. 
MR. COOK: Without revealing any of your in

vestigative strategies, do you contemplate the use 
of the RICO statute in connection with electronic 
surveillance? 

MR. BARRON: It has violations within it that 
lend itself to it, yes. Yes, RICO is one that can be 
used. Yes. 

MR. COOK: You were active in organized crime 
enforcement prior to the availability of Title III; is 
that right? 

MR. BARRON: Yes, I was. 

MR. COOK: And what methods did you rely on 
at that time in attempting to enforce the federal 
laws? 

MR. BARRON: Developing witnesses who would 
testify. 

MR. COOK: And did you have much success in 
doing that? 

MR. BARRON: In interstate gambling, none. In
terstate travel law violations-for someone to travel 
from Point A to Point B, we developed through wit
nesses individuals who would testify to the gam
bling and the interstate travel. And we supported it. 

I think another case in point would be the Zerilli 
case out of Detroit where Zerilli and Giordano 
came in and had meetings in Nevada. We have had 
good success other than Title Ill's. 

MR. COOK: As a result of the convictions of 
Brooklier and Sciorentino and other defendants in 
that case, have you been able to detect a change or 
disruption in the pattern of organized gambling in 
Los Angeles? 

MR. BARRON: Sir, when the fellows were on 
trial they were still shaking people down. Now, 
when they go to jail they will stop, but there are 
people there that will continue. Or there are people 
from New York or Detroit that are going to come 
in. 

MR. COOK: When you say "people from New 
York or Detroit," is Los Angeles from an organized 
crime standpoint vulnerable to intrusion by families 
from other cities? 
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MR. BARRON: Basically they can't come in and 
operate in the town. But they can operate busi
nesses. They will tell them, and perhaps cut them in 
on it. 

MR. COOK: I see. Without the existence of Sec
tion 1955, do you think you would be able to 
penetrate and prosecute these operations with any 
degree of success purely through the use of infor
mants, without Title III? 

MR. BARRON: No. You mean search? 
MR. COOK: Well, I assume-
MR. BARRON: Or do you mean informants testi

fying? 
MR. COOK: Either way-informants as wit

nesses-
MR. BARRON: I wouldn't get any to testify. And 

searches-yes, you could have prosecution for 
searches. We do. But you wouldn't get the whole 
operation. And if we didn't have 1955, we would 
still have tried to investigate and prosecute gam
bling. If we didn't have Title III we would still con
tinue, but we wouldn't be as effective. 

MR. COOK: In terms of enforcement of Section 
1955, what kind of considerations do you make as 
far as evaluating the significance of the Illegal Gam-



bling Business which, even though it may meet the 
statutory requirements, is not what JOu might con
sider an organized crime statute? 

MR. BARRON: We would send it to the Los An
geles Police Department or other appropriate agen
cy. 

MR. COOK: Has that proved effective? 
MR. BARRON: Yes. 
MR. COOK: Thank you, Mr. Chairman. 
CHAIRMAN ERICKSON: Professor Remington. 
PROFESSOR REMINGTON: Mr. Barron, I think 

it is a fair summary of the testimony we have heard 
with regard to gambling that there are a number of 
different views. One is I think the view you ex
pressed that there is need for enforcement and Title 
III is very important to effect that enforcement. 

MR. BARRON: Yes. 
PROFESSOR REMINGTON: Some people have 

appeared before this Commission and said that 
gambling is really not sufficiently important to 
waste time and effort on and they have said they 
turn their effurts in different directions, and I think 
some have even gone to the point of saying that the 
cure for the gambling business is probably legalized 
gambling. 

What I am really searching for is, in this Commis
sion's responsibility to determine how important 
Title III is, what we ought to say with regard to 
gambling. Because if one says, as you have said, 
that Title III is important to enforcement of gam
bling cases, the response anticipated from some, in
cluding some members of the law enforcement 
profession, is "So what? It's not that important. So 
you shouldn't have wiretapping for that purpose." 

MR. BARRON: I don't share that view. 
PROFESSOR REMINGTON: That was just to lay 

a basis for asking you really what you think the 
Commission ought to say in response to that. What 
is the answer to the assertion that you don't need 
wiretapping in gambling cases? 

MR. BARRON: Sir, I think you have to address 
yourself to the fact that gambling and extortion to 
our knowledge have been the backbone and main
stay of organized criminal activities. To say that at
tacking it isn't hurting them, I think would be faul
ty. 

If a man only has $10 and you take away five of 
it, you have hurt him. If you allow them with impu
nity and immunity just to run around and increase 
it, then of course you are not attacking it any 
longer-if that answers the question. 

PROFESSOR REMINGTON: So I take it you say 
Title III is important in dealing with gambling cases 
and dealing with gambling cases is important in 
dealing with the problems of organized crime? 

MR. BARRON: Yes, sir. 
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MR. STAFFELD: I think, sir, it goes even further 
than this, because when this individual gets to the 
point where he owes the gambler money and he has 
to make good on this debt, we find that many times 
he ends up in other endeavors of crime; he is in 
pocketbook snatching or bank robbery or breaking 
and entering. So this business of organized gam
bling and the organized crime people having their 
hooks in people contributes to an awful· lot of other 
crime. That is the reason we think we have to have 
Title III to cut short organized gambling which, in 
effect, we think has another end product insofar as 
the over-all crime picture is concerned. 

PROFESSOR REMINGTON: Would this con
tinue to be true if those who urged decriminaliza
tion would be successful throughout the country? If 
we could anticipate the possibility of a day when in 
most states gambling would be legal, would the 
problem still exist? 

Again, I want to indicate one of the problems I 
have. One says electronic surveillance is effective 
to deal with gambling and gambling has these seri
ous consequences. And one answer to that is, "Yes, 
because we make gambling ('riminal when it 
shouldn't be. It is consensual activity and the way 
to do it is not to have electronic surveillance, but to 
legalize gambling." 

Is that a good answer? 
MR. KELLY: I am not addressing your question 

directly but there is one crime that relates to gam
bling in a cause-and-effect relationship-loanshark
ing, probably one of the most vicious crimes the 
FBI investigates. 

Loansharking would probably be about the third 
most lucrative source of revenue for organized 
crime in the United States, gambling being number 
one, and then narcotics and loansharking. You are 
going to have loansharking offenses even if you 
legalize gambling. You are not going to get away 
from that. And we have had example after example 
of people that get caught up in this in a big debt, 
borrow, lose everything, and it is a proven fact that 
in many of these cases the violence attendant to 
loansharking is organized crime at its worst. 

PROFESSOR REMINGTON: In your judgment, 
if gambling is legalized more broadly across the 
country, would loansharking increase or decrease 
or remain the same? 

MR. BARRON: I think it would remain constant. 
Without specifically citing an ongoing case, let me 
make brief reference to an individual in private en
terprise who lost extensively at the legal gambling 
tables in Las Vegas. His senior position in a major 
corporation made him vulnerable and as a con
sequence, he was prevailed upon to perform a ser
vice which was not only unethical but illegal as 



well. While this was not a true loansharking situa
tion, it certainly was an extortionate conduct aris
ing out of a gambling debt. 

PROFESSOR REMINGTON: Let me just ask 
one final question. Is that more likely to happen in 
gambling than it is if this man had business rever
sals or something else? 

MR. BARRON: The shylocks don't hit only the 
pml'lers. They are willing to provide their services 
to anybody and it often includes persons who can
not otherwise establish a legitimate loan or source 
of credit. 

PROFESSOR REMINGTON: But I take it gam
bling is a major contributor toward loansharking 
and would be even if it were legal. 

MR. BARRON: Another thir.~' I argued is you 
could set up in every corner store a place to bet 
legally but the advantage to gamblers is the credit 
and the telephone. In other words, the people that 
bet are in their office of a stock brokerage firm or 
the banker or the doctor who just picks up his 
phone and calls his bet in. If he has to get in his car 
and go down and bet legally with the state, he 
won't-but you will not stop your illegal bookmak
ing. 

MR. KELLY: I would like to add one note on 
legalized gambling-I am not taking a position on it 
but we have run surveys of those states that have 
lotteries, OTB, in New York, for example, and we 
couldn't find where this had any impact on the il
legal gambling. This business was still flourishing. 
We may be developing a new group of bettors, peo
ple that wouldn't bet illegally because it is against 
their nature. But you are not stamping out illegal 
gambling by legalizing, let's say, state lotteries. 

PROFESSOR REMINGTON: Thank you. 
CHAIRMAN ERICKSON: Chief Andersen. 
CHIEF ANDERSEN: I have a couple of 

questions. One area we haven't gone into is the FBI 
and their equipment. Do you maintain your own 
tapping equipment in Los Angeles, your own inven
tories? 

MR. BARRON: Yes. 
CHIEF ANDERSEN: Do you maintain your own 

inventory control there or in the Washington of
fice? 

MR. BARRON: In both places. 
CHIEF ANDERSEN: You have a dual system of 

keeping track of it? A double check? 
MR. BARRON: Yes. 
CHIEF ANDERSEN: This way you always know 

where your equipment is. There is no chance of it 
being misplaced? 

MR. BARRON: That is right, no chance. 
CHIEF ANDERSEN: What telephone company 

serves Los Angeles? 

MR. BARRON: Two, AT&T and General 
Telephone-Pacific Telephone and General 
Telephone. 

CHIEF ANDERSEN: How is your cooperation 
with them? 

MR. BARRON: Good. 
CHIEF ANDERSEN: No problem with lease 

lines? 
MR. BARRON: When we have a court order. 
CHIEF ANDERSEN: They follow the Federal 

mandate? 
MR. BARRON: When their attorney receives the 

court order and not until then. 
CHIEF ANDERSEN: But you do not have 

disputes over the probable cause in the court 
order? 

MR. BARRON: No, not if the court signs. 
CHIEF ANDERSEN: The reason I ask is that we 

have heard of problems in other jurisdictions. 
MR. BARRON: That is not true in Los Angeles. 

They accept the court orders. 
CHIEF ANDERSEN: It is my understanding that 

Federal Title III information is not admissible in a 
California State court. 

MR. BARRON: That is correct. 
CHIEF ANDERSEN: What problems does that 

create for you? 
MR. BARRON: None. It hasn't yet. 
CHIEF ANDERSEN: What problems does it 

create in the exchange of information between the 
local police and you? 

MR. BARRON: They can't use my information. 
CHIEF ANDERSEN: Do they have access to it? 
MR. BARRON: No. 
CHIEF ANDERSEN: No access, at all? 
MR. BARRON: No. 
CHIEF ANDERSEN: Would it help both your 

agency and the State authorities, if they could use 
your intelligence? 

MR. BARRON: I am sure it would help them if 
they col!ld use state wiretap law or use ours. 

CHIEF ANDERSEN: I mean just use the infor
mation. 
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MR. BARRON: Sure. 
CHIEF ANDERSEN: Would it help if it could be 

done legislatively through Title III? 
MR. BARRON: Yes. 
CHIEF ANDERSON: Do you think it is worth 

pursuing by this Commission? 
MR. BARRON: There could be a circumstance 

in which we would hear something of a homicide 
nature. 

CHIEF ANDERSEN: What would you do if you 
were listening on a wire and somebody said they 
were going to kill-



MR. BARRON: We would tell them. The Strike 
Force would tell them. We would go to the attorney 
and judge with it, but we would tell somebody. 

CHIEF ANDERSEN: That is all I have, Mr. 
Chairman. 

CHAIRMAN ERICKSON: Thank you very 
much, Chief. 

Judge Pierce. 
MR. PIERCE: I believe you testified that agents 

receive training with respect to Title III; is that cor
rect? 

MR. BARRON: That is right, sir. 
MR. PIERCE: Precisely what kind of training do 

they receive? 
MR. BARRON: How to frame and affidavit, how 

to write probable cause. I could liken it to how to 
write a report in one of our violations. It is a normal 
training procedure. 

MR. PIERCE: Are they trained as to what situa
tions warrant a wiretap? 

MR. BARRON: Yes, where the law applies, in 
other words, to actually read the bill. 

MR. PIERCE: Do they get trained as to what cir
cumstances would justify a wiretap? 

MR. BARRON: Not specifically, no, because that 
is a decision that is made more or less by myself 
and that agent at the time. He comes to me at the 
end of his investigation. I have a surveillance squad 
that is at his disposal. We have checked it out. They 
corroborate what we have learned from informants. 
We have watched the man's activity to see who he 
meets with. He is meeting with people that the in
formant claims he is meeting with. 

MR. PIERCE: In other words, they learn what 
situations warrant a wiretap on the job, so to speak? 

MR. BARRON: Yes, sir, as it is developed. He 
will come in and say what shall we do, and we say 
let's check with a couple more informants. 

MR. PIERCE: In other words, there is no formal
ized course on how to do it? 

MR. BARRON: No, I don't know how I would 
give one. I don't know what I'd tell them as con
cerns that. 

MR. PIERCE: I have nothing further. 
CHAIRMAN ERICKSON: Thank you very 

much, Judge. 
Judge Shientag? 
MS. SHIENTAG: No questions. 
CHAIRMAN ERICKSON: Professor Blakey. 
PROFESSOR BLAKEY: Mr. Barron, you in-

dicated earlier that during a number of organized 
crime type investigations you had situations come 
up-and you illustrated kidnaping-where you 
couldn't get a court order in the consensual area. 

MR. BARRON: Yes, sir. 
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PROFESSOR BLAKEY; Have you had occasions 
in organized crime type investigations where a 
meeting would occur say in a hotel or a motel, 
where you would know about the meeting an hour 
or an hour and a half beforehand, say over a wire, 
where, if you could get to the hotel in time you 
could have gotten coverage of the meeting-

MR. BARRON: You mean a Title III? 
PROFESSOR BLAKEY: Well, given a Title III, 

technically you could have gotten to the hotel and 
put a device in the room or on the wall next to the 
room. 

MR. BARRON: You mean physically it is possi
ble, yes. 

PROFESSOR BLAKEY: Is that common ex
perience in your investigation? 

MR. BARRON: No. 
We are addressing ourselves now to a body 

recorder type situation. 
PROFESSOR BLAKEY: Well-
MR. BARRON: You are talking about two peo

ple, neither of whom would be cooperative with me 
and we have informant information that they are 
going to meet today at a hotel or motel or restau
rant to discuss some criminal endeavor. Do I learn 
of that? Occasionally we do. 

PROFESSOR BLAKEY: Where you learn that 
somebody is reporting back to somebody at a 
higher level and they get in a car and drive around? 

MR. BARRON: Yes, that happens. 
PROFESSOR BLAKEY: Frequently? 
MR. BARRON: Well, it isn't as frequent as I 

would like to have that information because we 
would like to have it if we have the type of infor
mants that tell us, but it happens. 

PROFESSOR BLAKEY: Do I understand your 
testimony correctly to be if you were authorized to 
use the emergency provisions of Title III, and then 
get your court order within 48 hours, you could use 
it? 

MR. BARRON: To establish probable cause for 
that-I would really have to satisfy a lot of people 
that what is going to go on down there would be of 
major importa'lce. 

PROFESSOR BLAKEY: If you had a wire-
MR. BARRON: I have a wire in one location and 

I am going to meet in another locati0n. 
PROFESSOR BLAKEY: That is right. He said "I 

am going to make a phone call from another phone 
booth." You know when it is going to happen. 

MR. BARRON: If I have heard it on the wire that 
he is going to call Joe at four o'clock on the phone 
and tell Joe, and I watch him go to the phone, I 
think I could use that. 

PROFESSOR BLAKEY: That is true, but you 
can't use what Joe said on the phone? 



MR. BARRON: No, I said r could use that infor
mation without a Title III. 

PROFESSOR BLAKEY: I agree, but the only 
way you could get what Joe himself said on the 
phone-

MR. BARRON: -would be to monitor it, yes. 
PROFESSOR BLAKEY: Or if two people-
MR. BARRON: I know what you are getting at. 

And I think-it would be nice. It would be a 
panacea of greatness. But from the standpoint of 
the dangers of that type of operation-

PROFESSOR BLAKEY: Let's explore the dan
gers of that kind of operation. One danger in a 
wiretap, I take it, is overhearing too much, that is, 
spillage. If you put a wire in for 15 days and you 
want two people's conversations with reference to 
gambling, very often you get the wife, and you have 
to minimize her out; you get the babysitter, and you 
have to minimize her out. But in the kind of emer
gency surveillance I am giving you, by definition, 
you only have two people meeting in a hotel room 
for a very short period of time. Aren't the dangers 
in that kind of quick overhear in a hotel room less 
than a ten-day wiretap? 

MR. STAFFELD: No. 
PROFESSOR BLAKEY: Why not? 
MR. STAFFELD: In the first place, you are 

acquiring your probable causp. over another source, 
another Title III. I think this is c::xactly where we are 
afraid somebody will make a misstep and complete
ly take this technique aw:ty from us. 

If the agent in Los Angeles says "Well, boy, I got 
this off this Title III. There is going to be a call 
made from X Hotel room and I, myself, am going to 
make the decision to cover that wire with no more 
than my own authority"-that we don't want. 

PROFESSOR BLAKEY: I am not raising the 
question of possibility of abuse. What I am raising is 
there is an investigative need for it? If you don't 
have time to get a warrant in a normal search situa
tion, you can bust in to save somebody's life. It 
seems to me that principle is applicable to elec
tronic surveillance, too, and except for the one 
issue you raised, where some hotshot agent might 
jump where he shouldn't, why couldn't you institute 
internally within the Bureau the same kind of emer
gency provisions you have for consensuals and 
apply them to Title III's? 

MR. STAFFELD: The very provisions of the 
Title III law, the emergency provisions, have never 
been extended to the Bureau. 

PROFESSOR BLAKEY: That is my point, Mr. 
Staffeld. It seems to me there is a need for it, and if 
the technique is constitutional, and if you people 
can show responsiblity, as you apparently have in 
the operation of Title III, maybe one recommenda-
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tion of this Commission can be that the Attorney 
General implement that section. 

MR. STAFFELD: Well-
PROFESSOR BLAKEY: You don't have to say
MR. STAFFELD: Your point is well taken, but 

we aren't going to ask the Attorney General for 
that privilege. 

PROFESSOR BLAKEY: What I really wanted to 
get at was the factual question. Do you have occa
sions in the course of your investigations where, all 
other things being equal, you could use it and use it 
with effect? 

MR. BARRON: Yes. 
PROFESSOR BLAKEY: I am very interested and 

wonder if you would kind of compare and contrast 
the organized crime picture you have in California. 
I am told that the situation is really different on the 
West Coast. For example, you have five families in 
New York, but you have one in Los Angeles. The 
five families in New York have gambling, narcotics, 
loansharking largely locked up, although they have 
problems with new groups now. 

Is that the situation in San Francisco? 
MR. BARRON: San Francisco? 
PROFESSOR BLAKEY: Excuse; I'm sorry-Los 

Angeles. 
MR. BARRON: No, we don't have five families, 

we have one-have always had one. 
PROFESSOR BLAKEY: Approximately how 

large is it? 
MR. BARRON: Membership? Thirty-thirty peo

ple. 
PROFESSOR BLAKEY: It doesn't have or

ganized crime locked up in the city? 
MR. BARRON: No, it doesn't have Los Angeles 

locked up. It has organized crime-we view or
ganized crime as being more than just the Mafia. 

PROFESSOR BLAKEY: Well, if you can in just 
general terms, would you describe the Mafia and 
non-Mafia? 

MR. BARRON: Fir::.;t of all, in Los Angeles we 
are finding, and I think more and more throughout 
the country-they will move in as testimony was 
produced earlier, into any avenue where income 
can be derived. There are families in New York 
that have controlling things in Los Angeles; in other 
words, pornography, so to speak, films, X-rated 
films, and magazines and books that are porno
graphic. We have more and more people going into 
what we call confidence schemes, stock thefts, em
bezzlements-

PROFESSOR BLAKEY: Both LCN people and 
other organized crime? 

MR. BARRON: Or people working for it. It is 
hard for me to distinguish between a man who per
forms an illegal act and gives half to the LCN and 



he is not one. They can grow by their numbers very 
rapidly, if you want to include the people who work 
for tpem, call them operatives, if you will. 

PROFESSOR BLAKEY: Based on your general 
intelligence estimates, would you say the situation 
in California is less sophisticated, less hard-nosed, 
than in the East? 

MR. BARRON: I have read about New York and 
know about it and I would say it is more vicious in 
New York. 

PROFESSOR BLAKEY: People in California are 
not really different from people in the East, are 
they? 

MR. BARRON: I know in Los Angeles inroads 
into that area would be most difficult because of 
the Los Angeles Police Department and their 
honesty-and other local law enforcement agen
cies, too. 

PROFESSOR BLAKEY: Do I understand your 
testimony to be that the difference is found in a 
number of factors, and that integrity of law en
forcement is a major one? 

MR. BARRON: Yes. 
PROFESSOR BLAKEY: Let me ask you then, 

since you raise it, about the Los Angeles Police De
partment. You have a liaison with them, I take it? 

MR. BARRON: Very strong. 
PROFESSOR BLAKEY: You work closely with 

them? 
MR. BARRON: Very closely. 
PROFESSOR BLAKEY: Am I right in assuming 

their reputation for not only integrity, but com
petency, is very high? 

MR. BARRON: I can't compare, but I think in all 
law enforcement circles they are rated very high. 
They are very competent. 

PROFESSOR BLAKEY: Now, you are operating 
in Los Angeles in a top-flight organization and you 
are watching a local top-flight organization. You've 
got surveillance and they haven't got it. Does that 
hUrt their operations? 

MR. BARRON: No, because I get a call from the 
Lieutenant and he says, "Hey, we are on Joe 
tOday," and I say-

PROFESSOR BLAKEY: No, I am saying if they 
had a state Title III. 

MR. BARRON: Oh, Title III. 
PROFESSOR BLAKEY: Would they be worth 

more? 
MR. BARRON: Certainly. 
PROFESSOR BLAKEY: In your judgment, are 

they inhibited because they don't have it? 
MR. BARRON: Yes, in a bookmaking operation 

certainly, if they don't have a Title III. 
PROFESSOR BLAKEY: Do you make better 

cases than they do lateral!y and vertically? 
MR. BARRON: In gambling? 
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PROFESSOR BLAKEY: Gambling, extortion. 
MR. BARRON: They make excellent cases in 

burglaries, robberies, extortion cases locally. They 
don't need a Title III for that and neither do we in 
most instances because there are 500 agents and I 
have only 46 of them and we are making a lot of 
cases in Los Angeles in other areas-thefts, stocks, 
other areas. And the Los Angeles Police Depart
ment gets their share of good cases. 

PROFESSOR BLAKEY: I don't want to put you 
in the position of criticizing the LAPD. I am trying 
to contrast organizations operating in the same en
vironment, one with surveillance, and one without, 
and trying to find out if it makes a difference. 

MR. BARRON: Let me back up on that. The Los 
Angeles Police Department receives the same infor
mation that I do from an informant that a man is 
working at this number in an apartment house, and 
he is working for Joe Smith. The Los Angeles Po
lice Department can take down that man on that 
line, right, by certain investigative steps, search 
warrant. And they will pk:k at a bookmaker and 
pick him to death because he has to rent new apart
ments, hire new people. It costs him. Compared to 
the Title III, we have the ability to get to what we 
call his back office room whereas, these front peo
ple, even if they wanted to testify, they couldn't. 
They couldn't identify him because they don't 
know him. They don't have his phone number. He 
phones them. So we are able to bring in the whole 
conspiracy and take it down. If they could have 
what I have they could do what I do. 

PROFESSOR BLAKEY: Let me ask you this, 
talking about checking out of Washington consen
suals or you running applications through-I know 
people in California, and when you try to talk to 
somebody in California from upstate New York, 
there is about an hour and a half a day you can get 
phone calls through. 

MR, BARRON: I can make it in a minute any
time 1 want to. 

PROFESSOR BLAKEY: If they work different 
hours. 

MR. BARRON: I get them at home. I go right 
through the board and get them at home. I have 
never ever had a delay, because I know all of them 
here and if I didn't get one I'd get the other. 

PROFESSOR BLAKEY: So, in fact, the time dif
ferentiation doesn't present a liaison problem? 

MR. BARRON: We are talking about the five
minute phone call. 

PROFESSOR BLAKEY: It doesn't to you but it 
does to them. 

[LaughteL] 
MR. BARRON: Maybe they don't like to be got

ten out of bed but I still get them out orbed. 



PROFESSOR BLAKEY: I was only asking 
whether it makes sense to decentralize some of the 
control over this. 

MR. BARRON: I don't mind that control. That is 
just a phone cali. 

PROFESSOR BLAKEY: Let me ask you a con
cluding question. 

You heard the conversation Mr. Staffeld and I 
had this morning? 

MR. BARRON: Maybe I did. I don't know. 
PROFESSOR BLAKEY: This is in reference to 

the "So what?" question. You have been in the Bu
reau for a number of years. You were in before the 
Organized Crime Control Act; you were in before 
Title III. You have now got immunity, you've got 
Title III, you've got adequate manpower-people 
who are honest and competent. In a sense, you've 
got about all we can give you except some em
broidering of the details -"we" being society. 

Have you really made a difference on the 
"organized crime problem"? 

MR. BARRON: Yes. Yes. I would like to answer 
the question very affirmatively. 

PROFESSOR BLAKEY: Please explain to me 
why you say yes. 

MR. BARRON: Because we have put their 
leaders in jail. Every time they go to jail, that is one 
less that is in the street. If there are 30 of them and 
5 are in jail, there are only 25 on the street. 

PROFESSOR BLAKEY: Are any of them getting 
out of business? 

MR. BARRON: Anytime they are in jail, they are 
out of business. 

PROFESSOR BLAKEY: It is true a guy who is in 
the can is not on the street, and at a bare minimum 
that is a benefit. But isn't he being replaced by 
soml-body else when he goes in the can? Don't you 
have a sort of merry-go-round with some people in 
jail, some people en the street, and some people on 
trial, but the total impact on the community, 
although you have some in jail and some on trial, is 
that the operations go on like they always did? 

MR. BARRON: We have a bank robbery a day in 
Los Angeles-I think it even gets higher. We 
prosecute them and give them sentences that are 
pretty good but we still have a bank robbery a day. 
Should we stop working bank robberies? 

PROFESSOR BLAKEY: Would you have more 
bank robberies if you didn't prosecute them? 

MR. BARRON: I don't know. I don't know. I am 
guessing. But I can't stop working them. 

MR. STAFFELD: I am sure if we stop investigat
ing bank robberies we will have more of them. 

PROFESSOR BLAKEY: Do you get a feeling 
that any of the gambling is down from what it was? 

MR. BARRON: Yes. We have reports from infor
mants. In Lo:, Angeles it is not hard to go over ju
risdictional lines. It is not like New York City 
where it is all New York City. We have maybe ten 
police departments concerned with one bookmak
ing operation because they are situated in locations 
that the jurisdictions would be mUltiple. And we see 
them go down. They may come back in but they 
will be very small, perhaps five or six people. 
Because they know what we are doing. They know 
we are getting people to talk about them. And they 
keep firing these people and hiring new ones in the 
hopes they have got our people when they fire them 
and they reduce. They are afraid. When they are on 
probation or parole, they are afraid. 

PROFESSOR BLAKEY: What is your profes
sional judgment of the impact of this extortion 
prosecution taking out the leadership structure of 
the family? What will that do to the family's leader
ship in Los Angeles? 

MR. BARRON; Hurt it. 
PROFESSOR BLAKEY: Just while they are in 

jail? 
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MR. BARRON: Until they get out and do 
something else. 

PROFESSOR BLAKEY: Do you think when they 
get out they will be able to reestablish as they were 
before? 

MR. BARRON: Yes, sir, as long as they are alive. 
PROFESSOR BLAKEY: Do you get the feeling 

that maybe some of their sons and daughters aren't 
going on in the family business? 

MR. BARRON: I don't think it would be very at-
tractive to them. I don't know, though. 

PROFESSOR BLAKEY: Thank you. 
CHAIRMAN ERICKSON: Mr. Westin. 
MR. WESTIN: I wonder if you could tell me 

about the inventory control system as it works in 
your office. Would you describe physically where 
the equipment is held and a little bit about your 
logging procedure just so I can get a picture of how 
it works and the location? 

MR. BARRON: When you say "inventory," first 
of all, do you mean the tapes we have taken? 

MR. WESTIN: I am thinking of all the equipment 
used for telephone tapping, room bugging. 

MR. BARRON: I am not going to be able to 
answer that as completely as you like and I am not 
being evasive. But we are a large division and we 
have an administrative division. And they supervise 
the handling of that equipment. And all I know is if 
I have need for three lines I know the equipment is 
here. I know that Washington sends it out. And I 
know it is on inventory because everything else I 
have is on inventory. My chair that I sit in is on in
ventory and I am sure they've got better safeguards 
against that equipment. 



But I know I can't go and check it out. Even as a 
supervisor they don't give me that equipment. 

MR. WESTIN: In other words, the effective 
management of the inventory is not in your hands 
at all, but in the hands of the Administrative Divi
sion? 

MR. BARRON: That is right. 
MR. WESTIN: Therefore, if our Commission 

wanted to get a picture of the actual working in 
your office, we would have to have somebody from 
the Administrative Division describe physically how 
they store it and what the sign-out procedures are. 
You don't handle it. 

MR. BARRON: I don't handle it. I know where it 
is stored, sir, but I don't have a key to that room. 

MR. WESTIN: Supposing that you are conduct
ing an investigation and there is a location where 
yOIl have reason to believe from informants or 
some other source that a conversation will be held 
for which you want to make a Title'I1I application. 

MR. BARRON: Yes. . 
MR. WESTIN: Would your division make an ini

tial estimate about the feasibility of the telephone 
tap or room microphone, that is, to see whether the 
physical layout of the place you want to overhear 
the convenmtion in would lend itself to a Title III 
application, or would you call on a technical expert 
to make that kind of judgment as to feasibility in 
that location? 

MR. BARRON: No, I would make thatjw:lgment. 
MR. WESTIN: You would? 
MR. BARRON: Yes. 
MR. WESTIN: Does that ever entail your testing 

equipment? 
MR. BARRON: Never. 
MR. WESTIN: To see whether it would work? 
MR. BARRON: You mean an entry into that lo-

cation? 
MR. WESTIN: Not entry, but supposing you 

have the possibility of using a parabolic 
microphone-

MR. BARRON: I don't know what that is. 
MR. WESTIN: A long-distance mike, a shotgun 

mike, whatever you call it. Maybe this never occurs 
but if so I would like to know-do you have reason 
to believe people are going to be sitting on a park 
bench or meeting on a street corner and you would 
like to overhear, with a court order, the conversa
tion? 

MR. BARRON: Do we ever test it before we get 
permission? 

MR. WESTIN: Does that mean that sometimes 
you don't go to request an application because you 
doubt the technical capacity? 

MR. BARRON: No. We don't always have sound 
studio productions, you know. There are radios 

blasting and air conditioners on and it is difficult to 
learn. I would like to be able to set the stage, but 
sometimes we don't have the best of condi
tions-not caused by the equipment, but caused by 
the very cautiousness of the subjects. They turn the 
radio up, the television is blaring and they are 
whispering. And that is pretty hard to make. But we 
don't test first to see, no. 

MR. WESTIN: In your office who would receive 
any kind of complaint from the public, an allega
tion that their telephone had been tapped by the 
FBI? 

MR. BARRON: Well, we have a system in our of
fice and I think all offices do-we have com
plaints-people assigned to complaints. They would 
be most likely to get it and they could refer it to the 
desk which handles that type of thing which is not 
myself, and he could take the complaint. 

MR. WESTIN: Are you ever involved in 
checking out a complaint like that? 

MR. BARRON: I don't work that. 
MR. WESTIN: In other words, you are not con

sulted in some sense because they might say-
MR. BARRON: I am not consulted because there 

is another squad that works it. 
MR. WESTIN: That would be true even though 

the complaint might state that it is the people in
vestigating organized crime? 
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MR. BARRON: Oh, if it were organized crime I 
would know about it-anything, even if they said it. 
Yes, they would channel that down to me. But it is 
like the fellows that work, say, major thefts, securi
-ties-a normal security case I wouldn't know of. 

MR. WESTIN: Let's see if I can get my question 
so my own mind is clear. I am thinking of a situa
tion where somebody from the public complains to 
your office, to the local FBI, that they believe their 
wire is being tapped, and they said that because 
they believed that they are thought by the FBI to be 
a member of the local organized crime family their 
wire is being tapped or there is surveillance. I just 
want to understand how that would be handled in 
your office. 

Would they check with you to say, "Look do you 
have any tajJs"? 

MR. BARRON: Under those conditions they 
would ask me if I have any Title Ill's going with 
respect to Joe. 

MR. STAFFELD: Sir, could I rephrase your 
question. You are asking if a citizen came off the 
street and alleged that an agent were running a tap 
on somebody, what would happen to this allegation 
in the Los Angeles office? 

MR. WESTIN: That is my question. 
MR. STAFFELD: I am sure in Los Angeles we 

have a Complaint Agent who receives complaints 



from the cItIzens who call in or walk in off the 
street. And they make known their complaint to us. 
This Complaint Agent will write up the com
plaint-it is in written form-and channel it to the 
supervisor who would handle that investigation. In 
this case we would call it a IOC case, which is an 
Intercept Oral Communications. 

These are specialists themselves and they would 
work that case. The case would not be referred to 
Mr. Barron for his overseeing, knowledge, or what 
have you. It would be handled by the IOC desk. 

Does that help? 
MR. WESTIN: Yes. I guess I need just one more 

factual reply. 
Do any of you know whether there have been 

such complaints since the passage of Title Ill, 
directed not to wiretapping by other people, private 
eyes and local and state police, but have complaints 
been received anywhere saying that FBI agents are 
illegally wiretapping which is then investigated by 
your Complaint Division? 

MR. STAFFELD: Mr. Cleveland and Mr. Kelly 
and I are from Headquarters and know of none. 
The gentlemen from the field offices can speak for 
themselves. 

MR. BARRON: I know of none. 
CHAIRMAN ERICKSON: Nobody at the table 

has heard of any? 
[Negative response.] 
MR. WESTIN: Thank you very much. 
CHAIRMAN ERICKSON: Just one question. 

What do you do when you do obtain your Title III 
right to intercept and the person that is being inter
cepted has the belief that he is being intercepted 
and contacts the phone company to find out? How 
do you protect your security? 

MR. BARRON: They won't tell them. 
CHAIRMAN ERICKSON: And that is their in-

structions pursuant to-
MR. BARRON: Well, the order. 
CHAIRMAN ERICKSON: The order? 
MR. BARRON: Yes. They are ordered not to. 
CHAIRMAN ERICKSON: Any further 

questions? 
MR. WESTIN: Mr. Chairman, I wonder if I could 

just follow up on your question? 
Are there some phone companies that take the 

view that they wiII not affirmatively state there is no 
wiretap but will give something less than a direct 
a,.,ri affirmative answer? 

I have heard that some do. 
MR. BARRON: I don't know. I only know of Los 

Angeles. 
MR. WESTIN: I have heard some feel threatened 

by the situation and say-
PROFESSOR BLAKEY: Will we have represen

tatives of AT&T? 
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MR. HODSON: The third week in June. 
CHAIRMAN ERICKSON: J think we can 

develop that further, then. 
Does that complete the questioning? 
MR. WESTIN: Yes. 
CHAIRMAN ERICKSON: Thank you very 

much. We are indebteo to you, Mr. Barron, for 
coming out from sunny California to the Capital 
city. 

MR. BARRON: Thank you. It has been a plea
sure. 

CHAIRMAN ERICKSON: And we hope we will 
see you again. 

Our next witness will be Benjamin P. Grogan, 
Special Agent and Supervisor, Organized Crime 
Division, Federal Bureau of Investigation, Miami, 
Florida. 

You have previously been sworn. 

TESTIMONY OF BK\lJAMIN P. 
GROGAN, SUPERVISOR, ORGANIZED 
CRIME DIVISION, FEDERAL BUREAU 
OF INVESTIGATION, MIAMI, 
FLORIDA; ACcOMpANIED BY ALVIN 
A. STAFFELD, INSPECTOR, AND JOHN 
E. KELLY, JR., INSPECTOR, FEDERAL 
BUREAU OF INVESTIGATION 

CHAIRMAN ERICKSON: Mr. Cook. 
MR. COOK: Thank you, Mr. Chairman. 
Mr. Grogan, your present capacity is what? 
MR. GROGAN: I am Supervisor of an organized 

crime squad in Miami, Florida. 
MR. COOK: How many agents do you have 

under your supervision and control right now? 
MR. GROGAN: I have one of the squads that 

work organized crime and I have 13 agents. 
MR. COOK: Thirteen agents? 
MR. GROGAN: Yes. 
MR. COOK: Is there another organized crime 

squad in Miami? 
MR. GROGAN: Yes, we have two more or

ganized crime squads in Miami. One has the same 
number of agents and another one has eight agents. 

MR. COOK: Are these squads divided up accord
ing to offenses? 

MR. GROGAN: Two of the squads are divided 
up according to offenses and one squad handles 
another county which is the Fort Lauderdale area. 

MR. COOK: What offenses does your squad han
dle? 

MR. GROGAN: We handle all gambling viola
tions, violations of interstate transportation involv
ing obscene matter, the l'vlann Act, and also the In
terception of Communications Act. 

MR. COOK: And what is the area of greatest ac
tivity? 



--------- - - -- - -- -- -- - ------- -

MR. GR0GAN: The gambling. 
MR. COOK: How many orders has your office 

obtained since 1968? 
MR. GROGAN: We have had 82 installations 

which involve 25 cases. That would be approxi
mately 25 court orders. All of them were on 
telephone interceptions. And all of them were for 
gambling with the e-xception of, I think, three 
microphones which were extortion-ShY!0cking 
cases. 

MR. COOK: What was your background before 
assuming the job as supervisor of the Organized 
Crime Division? 

MR. GROGAN: I have been in Miami for eight 
years, four of which I have been Supervisor of Or
ganized Crime. Before that in Miami I worked or
ganized crime. Eleven of my 13 years as an agent, I 
have been involved in the technical aspects of elec
tronic interceptions in addition to my other in
vestigations. 

MR. COOK: By "technical aspects," you are 
referring to-

MR. GROGAN: The installation of interceptions. 
MR. COOK: While you were working in the 

Technical Section, what would your duties charac
teristically consist of? What types of things? 

MR. GROGAN: Well, I had cases to work like 
other agents but whenever opportunity arose for 
the installation of any type of electronic intercep
tion, I was one of the agents called upon to make 
the interception. And I also maintained custody, in
ventory, of all the technical equipment in our Divi
sion, the Miami Division. 

MR. COOK: Have you received any instruction 
in this phase of your work? 

MR. GROGAN: Yes. I have received technical 
instructions-technical training, rather, for this 
type of work. 

MR. COOK; Where was that training received? 
MR. GROGAN: { had about two months of this 

type training in New York City, and I also had 
about six weeks of it here in Washingon, D.C. 

MR. COOK: Does this training cover the installa
tion of oral intercept as well as telephone intercept 
devices? 

MR. GROGAN: Yes, it oid. 
MR. COOK: And your work at the same time, I 

take..it, also includes involvement in other phases of 
investigations, active informant contact and physi
cal surveillances? 

MR. GROGAN: Yes. J supervise the investigation 
of these gambling cases and the other cases I men
tioned, as well as the supervison and installation of 
the interceptions. 

MR. COOK: How active a role are you able to 
take in the installation of the monitoring devices 
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themselves? Do you do this or do other agents do 
it? 

MR. GROGAN: I do it and I also have other 
agents who do it. There are a couple others in 
Miami that make the actual connections, do all the 
technical work whenever there is an interception. 

MR. COOK: I think you indicated when we 
visited in the Miami office, that initially you had 
some difficulties with Southern Bell Telephone re
garding installation of the equipment down there. 

Can you tell the Commission what the circum
stances of that were? 

MR. GROGAN: Well, I think it was just because 
of a matter of time. We couldn't get the installation 
in as quickly as wanted. It was due maybe to techni
cal difficulties with the cables and pairs. In other 
words, sometimes we wanted to have a plan to 
monitor our interception in particular locations, 
and we had a problem getting vacant pairs. And 
some of this may have been because the cables and 
pairs just were not available at those locations. 

MR. COOK: Well, as a matter of fact, was it 
quite frequently that you did not receive the cor
rect cable and pair information from the telephone 
company? 

MR. GROGAN: Frequently we haven't. I don't 
think there was anything deliberate about it; it is 
just whenever you have an interception you might 
have to pick out two wires from a cable of as many 
as 600 pair. They have to give you the proper color 
code and cable so you can make the interception. I 
don't think there is anything deliberate about it; it 
isjust a matter of a problem. 

MR. COOK: Then, without the t --:chnical 
background you have, I take it you would be unable 
to get through the first stages of the intercept 
because of the situation? 

MR. GROGAN: Yes. 
MR. COOK: Miami is known as "an open city," I 

believe, in organized crime parlance. 
MR. GROGAN: Yes, that is correct. There are 

no particular families, as such, like in New York, 
that control the Miami area. Anyone can come 
down there and operate. 

MR. COOK: What effect does this have on your 
intelligence gathering? Does this broaden the scope 
of what you have to learn about if you don't have a 
stationary object in the form of a local family? Do 
you frequently have people in transit going back 
and forth? 

MR. GROGAN: This does have some effect on 
our intelligence gathering in that we have to be 
much more flexible and maintain constant contact 
with our sources so that the Bureau will be aware of 
who is in transit in and out of Miami, as well as 
those individuals who live in Miami and are in
volved in organized crime activities. 



MR. COOK: You indicated you had approxi
mately 82 installations and 25 orders, so this means 
in the typical order you would have more than one 
telephone under surveillance. 

MR. GROGAN: Yes. 
MR. COOK: What percentage of these have been 

for violations of 1955? 
MR. GROGAN: I would say approximately 85 

per cent or 90 per cent for 1952 and 1084 and the 
rest for 1955. 

MR. COOK: So you have had substantial in
terstate gambling activity in Miami? 

MR. GROGAN: Yes. 
MR. COOK: What have been the other violations 

which have been the subject of your intercepts? 
MR. GROGAN: Tl~e Shylocking has been the 

other one in which we have utilized a Title III. 
MR. COOK: Does Shylocking in Miami take a 

usurious loan situation or is it a collection of bad 
debts from unfortunate bettors? 

MR. GROGAN: The experience we have had has 
been the usurious loan situation. And we have had 
actually professional Shylocks who lend out money. 
I don't know of any cases where we have utilized 
Title III as a result of gambling debts. 

MR. COOK: Have you been successful in any of 
your extortion threats? 

MR. GROGAN: Yes, we have. 
MR. COOK: Have those cases come to trial? 
MR. GROGAN: Yes. We had one come to trial 

and they all received substantial sentences because 
of the violence that they did use in some of these 
cases. 

MR. COOK: Would you recall the names of the 
defendants in those cases? 

MR. GROGAN: One of the defendants was Gary 
Bodach and others who were involved in it. 

MR. COOK: Did they have any organized crime 
families? 

MR. GROGAN: Yes, we believe from informant 
information they were involved with the organized 
criminal element. 

MR. COOK: Have you ever used videotape sur-
veillance in Miami for any reason? 

MR. GROGAN: Yes, we did. 
MR. COOK: And what kind of situation was this? 
MR. GROGAN: That was during the conven-

tions, the demonstrations. We used videotape. 
MR. COOK: This was non-organized crime? 
MR. GROGAN: Right. 
MR. COOK: Approximately-excuse me. You 

may have already answered this. Approximately 
how many technical agents do you have working 
for you? 

MR. GROGAN: How many technical agents? 
MR. COOK: Yes, sir. 
MR. GROGAN: There are three. 

MR. COOK: Three. And of the three of these, 
how many are used for installation of equipment? 
Do you have to utilize all of them? 

MR. GROGAN: In most cases we utilize all 
three, because we have multiple telephones to be 
connected and there is a lot of technical work to be 
done on Title III. 

MR. COOK: Can you tell the Commission what 
some of the hazards are as far as installation of 
telephone lines and equipment? Is this an inside job 
as far as you are concerned or have you been in
volved in telephone calls-

MR. GROGAN: Bas~d upon the cable-pair infor
mation and the color codes given to us by the 
telephone company, we connect the subscriber's 
pair to the leased line ourselves. And these leased 
lines will either run through our office or to what 
we call an outside plant, a location that we are 
going to monitor. And we connect these lecsed 
lines up to recording equipment so we can record 
the conversations and obtain the out-dialed num
bers. 

MR. COOK: Have you found it impossible to in
stall the necessary equipment because of physical 
obstacles to climbing the pole or risks you couldn't 
afford to take? 

MR. GROGAN: No, there is no physical obsta
cle, really. The problems you may have sometimes 
is there are no cable and pair available where you 
might want to monitor the surveillance. But we 
have always been able to overcome it. We have 
never missed out on the installation of a Title III 
because of technical difficulties in Miami. 

MR. COOK: What are the typical types of oral 
intercepting equipment that your office uses? 

MR. GROGAN: Of oral interception? 
MR. COOK: Yes, sir. 
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MR. GROGAN: Well, we would utilize 
microphones which are connected to a wire-we 
call them wire microphones, or radio microphones, 
either one of the two. 

MR. COOK: How does a wire microphone work? 
MR. GROGAN: Well, a radio microphone is 

tuned to a particular frequency which would trans
mit the conversations in the room to an outside lo
cation. It is just like a small radio trans
mitter-radio microphone. And this is concealed. 

A wire microphone is a microphone that is at
tached to wire and it is necessary usually to lease a 
pair to a particular plant so you can monitor the 
microphone. 

MR. COOK: Are you familiar at all with-I be
lieve it is called a harmonica bug? 

MR. GROGAN: Pardon me? 
MR. COOK: The harmonica bug or affinity trans

mitter. 
MR. GROGAN: No, sir. 



MR. COOK: The Commission has been informed 
in the course of exploring technological develop
ml;;nts that there is a type of interception device 
where you dial the number of the phone to be inter
cepted and apparently by blowing a certain 
frequency on a harmonica, a series of notes, you 
can turn that telephone into a monitoring device. 

Have you had any experience with that? 
MR. GROGAN: No, I have never heard that par

ticular name. You mean for oral interception or for 
an interception of wire? 

MR. COOK: I think it is for the interception of 
wire communications. 

PROFESSOR BLAKEY: It is oral; it is oral. 
MR. COOK: Maybe for the time I can throw that 

question open. Is anyone at the table familiar with 
that? 

MR. STAFFELD: There has been some 
telephone company research in that area, because 
there has been some illegal use of telephone lines 
by-you use a harmonica but others use tuning 
forks and other devices that do cause this in
terchange in the computer system. And I am not 
technically-

MR. HODSON: Mr. Chairman, that is going to 
be fully covered the third week in June. 

MR. COOK: You have access to leased lines in 
Miami, is that right? 

MR. GROGAN: When we have a court order. 
MR. COOK: Pardon me? 
MR. GROGAN: When we have a court order for 

an interception, then we can rent leased lines. 
MR. COOK: And do you run one of your inter

ceptions to a plant in your office, or do you have 
the plant removed from the office, or does that de
pend? 

MR. GROGAN: Well, that depends. If the 
telephones to be monitored are a long distance 
from our office, then we would rent a plant, an 
apartment, and run the lease lines to the apartment. 
If they are in the same telephone exchange as our 
office, we may utilize our office as a plant. 

There are other factors, also. You have to obtain 
the out-dial numbers in a gambling operation. 
When you have run your leased pair through 
several telephone exchanges, the equipment usually 
won't pick up these out-dial numbers. And so we 
try to get a plant that is close by. 

MR. COOK: Are you responsible for assignment 
of the manpower to run your wiretap plants? 

MR. GROGAN: Yes. 
MR. COOK: Approximately how many people 

does it take to operate a plant, say the average 
plant indicated would have about three phones? 

MR. GROGAN: You have three telephones and 
it is according to whether the phones are going to 
be utilized for a particular period of time. 
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For instance, on a gambling operation-in foot
ball season it may only be run in the morning and in 
the late afternoon. So for each line that is being 
monitored, you would put an agent on it. That 
would be three agents there. If there are two shifts, 
you have to have six agents. 

You also have to have the case agent and another 
agent assisting him, usually, who is totally involved 
with handling the traffic that comes in. A super
visor would be involved. You would have to have 
surveillance agents for the subjects to make sure 
that they are in the location where you are monitor
ing. 

You have the supervisor's time taken up and you 
have a technical agent on duty all the time, at least 
on call in case there are any technical problems in
volved in the plant. 

If the plant would be in the office, then we 
wouldn't have to man it 24 hours a day. If it is an 
outside plant, we would have to have an agent on 
duty there 24 hours a day to protect the equipment. 

It is hard to give the exact number of agents for 
the exact number of phones. It would vary. 

MR. COOK: Do you also supervise the use of 
consensual recordings in your office? 

MR. GROGAN: Yes, I do. 
MR. COOK: What kind of inventory procedures 

do you use? Is your equipment signed in and out? 
MR. GROGAN: Yes, our equipment is on inven

tory. If an agent needs to use a consensual device to 
monitor conversations, he would come see one of 
the agents charged with signing it out, which is one 
of the three technical agents, and they would sign it 
out to him. They would install it on the person, if it 
is a body recorder, themselves. 

MR. COOK: I see. 
CHAIRMAN ERICKSON: Let's take a five

minute break. 
[Whereupon, a short recess was taken.) 
PROFESSOR REMINGTON: [ think we are 

ready to resume and Dave Cook has another 
question or so to ask. 

MR. COOK: Mr. Grogan, can yOU tell us what 
types of measures are necessary to take for the in
stallation of oral intercept bugs? 

MR. GROGAN: For an oral interception you 
have to make a survey of the premises or location 
wherein the interception is going to take place. You 
have to ascertain whether or not it would be techni
cally feasible. If the interception is going to be next 
to a train depot or some place like that where you 
couldn't hear anything, all these things have to be 
taken into consideration. 

You have to-after the court order is obtained, 
you have to find out whether or not you are going 
to use a wire microphone or a radio microphone. In 



our case the wire microphones are preferable 
because of their fidelity which is much better than 
radio microphones. Radio microphones are subject 
to interference because of other radio transmission 
sometimes or the steel in a particular building. 

Then you have to make installation of the 
microphone, itself. And after the il1stallation of the 
microphone is made, then you make the necessary 
connections to your lease lines back to the 
plant-or you have a plant nearby wherein you 
could monitor it over the radio frequencies. 

MR. COOK: When an installation has to be made 
on private premises, I assume you are authorized by 
court order to make whatever kind of entry is 
necessary in order to install the equipment; is that 
correct? 

MR. GROGAN: Yes. 
MR. COOK: Does this generally involve some 

kind of surreptitious entry? 
MR. GROGAN: Yes. If you don't have a key to 

the location you have to establish other means of 
entry. 

MR. COOK: I see. 
Mr. Chairman, that concludes the staff's 

questioning. 
PROFESSOR REMINGTON: Okay. Mr. Westin. 
MR. WESTIN: You have described two types of 

oral interception devices, radio microphones and 
wire microphones. 

Has your office ever used any other kinds of 
devices such as devices to take sound off vibrating 
window panes or parabolic microphones to try to 
listen to a conversation from private premises 
across the street or something like that? Are there 
any such examples, in your experience? 

MR. GROGAN: Not that I can recall, no. We 
have only had court orders, as I said, in four cases 
for these microphones and they were all wire, with 
one exception. 

MR. WESTIN: I see. Is the situation that I have 
described-maybe the other gentlemen could com
ment on this-where it might be perilous to get on 
premises because of watchdogs on a private estate 
or something like that, in which you can obtain a 
court order on the theory of probable cause-does 
it ever arise that that kind of situation has come up? 

MR. GROGAN: You mention different things, 
telephone and microphone. Telephone is no 
problem. 

MR. WESTIN: I meant only oral conversations. I 
am not talking about telephone conversations. 

MR. GROGAN: No, it hasn't come up in Miami. 
MR. STAFFELD: I know of none. 
MR. WESTIN: You mentioned videotaping 

political demonstrations. 
MR. GROGAN: That is correct. 
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MR. WESTIN: Was it used to monitor the public 
or private? 

MR. GROGAN: I wasn't supervising that. It was 
mainly to observe the demonstrations of the public. 

MR. WESTIN: It took place on public streets? 
MR. GROGAN: Public streets. 
MR. WESTIN: As far as you know, it was not the 

placement of a video device in a private office or a 
private home? 

MR. GROGAN: No, it was not. 
MR. WESTIN: Have you ever had occasion to 

ask the telephone company to provide you with 
space on their own premises for listening or do you 
always go to your own office or to a leased listening 
post somewhere near the place where the 
telephones are? 

MR. GROGAN: We always go through our own 
office or our own plant. 

MR. WESTIN: In your office is the physical 
maintenance of the equipment under your jurisdic
tion? 

MR. GROGAN: Yes, it is. 
MR. WESTIN: Could you describe to me the 

techniques of physical control, inventory records, 
and so forth, used? 

MR. GROGAN: For every piece of equipment 
've maintain an inventory card by type of equip
ment and serial number. A copy of this card is also 
maintained at Bureau Headquarters as to what 
equipment we have. Whenever a piece of this elec
tronic equipment is to be used, it is usually checked 
through me or one of the other agents who handle 
thi~ matter and we charge it out. 

In most instances, in fact nearly all, one of the 
technical agents will accompany the equipment to 
be utilized. 

MR. WESTIN: Does the card system mean that 
you can tell by some kind of case number or case 
number identification for each piece of equipment 
over a period of time what case that piece of equip
ment was used on? Is that the way the card system 
works? Or is it checked out to an agent by name? 

MR. GROGAN: It would be checked out to the 
agent by name. We don't maintain it by case. 

MR. WESTIN: Have you had any experience in 
your office with efforts to develop tapes that are 
not-maybe I should save that for the technical 
discussion. 

That is all. Thank you, sir. 
PROFESSOR REMINGTON: Mr. Pierce. 
MR. PIERCE: I have no questions. 
PROFESSOR REMINGTON: Judge Shientag. 
MS. SHIENTAG: No questions. 
PROFESSOR REMINGTON: Mr. Blakey. 
PROFESSOR BLAKEY: Let me just aSK you a 

general question. I think maybe I know the 1TIswer 



or can infer what your answer might be from what 
you have said. 

I take it the type of equipment that you are using 
is not 1984, just a straight radio or a straight wire 
bug? 

MR. GROGAN: Yes. 
PROFESSOR BLAKEY: Do you have any 1984 

type of equipment? 
MR. GROGAN: No, we don't in Miami. If we 

had need for that we could get it from Bureau 
Headquarters. 

PROFESSOR BLAKEY: Is it available to you, 
that is, sophisticated equipment? 

MR. GROGAN: If a sophisticated piece of equip
ment were necessary we could get it from Bureau 
Headq uarters. 

PROFESSOR BLAKEY: Do you have occasion 
to use it? Or are most situations easily handled 
either by a wiretap or wire bug or radio bug? 

MR. GROGAN: I have found in my experience 
the simpler the equipment, the better the fidelity 
and everything. 

PROFESSOR BLAKEY: Have you had problems 
with malfunctioning equipment? 

MR. GROGAN: No, we maintain our equipment. 
We keep it in working order and we maintain it in 
good shape. There may be something once in a 
while will happen to a piece of equipment that can 
be fixed, but our equipment is maintained. 

PROFESSOR BLAKEY: Do you have problems 
With, not malfunctioning equipment, but situations 
that interfere with surveillance-radios-airplanes 
flying overhead? 

MR. GROGAN: That happens, right. 
PROFESSOR BLAKEY: Do you have any 

technical means of getting around that kind of 
problem? I am talking about a phone now. 

MR. GROGAN: On the teJephone
PROFESSOR BLAKEY: It is easy because if you 

can't hear it, neither party can hear. But on a bug
MR. GROGAN: On the telephones we have had 

hardly any technical difficulties. 
PROFESSOR BLAKEY: How about the bugs? 
MR. GROGAN: The bugs on occasion we have 

had it-when someone turns on the air conditioner 
or radio next to it, and it is very hard-very difficult 
then to hear what is being said. We found this in in
stances of consensual monitoring where the victim 
in a particular case is to meet the subject and they 
may, instead of going to the car for the conversa
tion-the subject may say, "Let's go into this 
restaurant." Microphones don't have the ability of 
the human ear to just hear the conversation from 
one person to another. It picks up all the ambient 
noises. 
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PROFESSOR BLAKEY: What I am trying to get 
at is that there is a kind of feeling among people 
that you have a 1984 capability where you can pick 
up anybody's conversation in any room anytime 
and in high fidelity. Does that reflect what the prac
tical experience in the street is? 

MR. GROGAN: If the high fidelity situation is in 
the room, you can pick it up. If you have a situation 
in the room where the baby is crying or everybody 
is shouting or whispering-

PROFESSOR BLAKEY: What is the more com
mon situation? 

MR. GROGAN: The more common situation is, 
in my experience with microphones, that we've got 
good fidelity on them, especially wire. 

PROFESSOR BLAKEY: Thank you. 
PROFESSOR REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: I just have a couple of 

questions. 
What is the telephone company in your area? 
MR. GROGAN: Southern Bell. 
CHIEF ANDERSEN: Will they make the final 

hook-up for you? 
MR. GROGAN: No, we make all the hook-ups to 

the leased line. It is necessary for the phone com
pany-if we go through more than one telephone 
exchange with our leased line, it would be necessa
ry for the phone company to put in amplifiers in the 
central office of the telephone company so that we 
could be able to hear the conversations back at our 
plant. 

CHIEF ANDERSEN: Do you make the actual 
physical connections yourself? 

MR. GROGAN: We make the actual physical 
connection of the leased line to the subscriber's 
line, yes. 

CHIEF ANDERSEN: Will they give you a central 
office hook-up? 

MR. GROGAN: No. 
CHIEF ANDERSEN: May I have your un

derstanding of why they won't do this? 
MR. GROGAN: No, I am not familiar as to why 

they won't do it, but I have been told they won't do 
it in the Miami area. 

CHIEF ANDERSEN: They won't make the final 
hook-up for you? They will not connect a complete 
tap for you? 

MR. GROGAN: No, this is by our own 
preference. We would rather make our own hook
up ourselves. Hooking up a leased line is not just 
like connecting a telephone. It is something that has 
to be done with some degree of security. 

If you have, for example, a bookmaker in there 
running his business at ten o'clock in the morning 
and the telephone man goes out at ten o'clock and 
starts interfering with his communications, he is 



going to know that somebody is fooling with his 
telephone il,es. We go out and make sure that the 
line is secure, there is no one using it, and we make 
the connections. We also check our connections. It 
is not the usual type of connection. We make sure 
there is no trouble-what we refer to as trouble-so 
when he does try to use his phone he won't find it is 
out of order. 

We make these checks. We also check so that we 
can testify in court that we are on the right line. 

CHIEF ANDERSEN: But a central office hook-
up would eliminate all that? 

MR. GROGAN: Yes, it would. 
CHIEF ANDERSEN: But they just won't do it? 
MR. GROGAN: We haven't asked them, but 

they have told us, "We won't do it." 
CHIEF ANDERSEN: You haven't asked them, 

but they told you no; is that it? 
MR. GROGAN: Right. 
CHIEF ANDERSEN: The reason I am asking 

those questions is we have all kinds of telephone 
companies and we have had all levels of "how to do 
it". and I am trying to find some common level in 
there that meets anybody's reasonable satisfaction. 

MR. GROGAN: Our leased lines that run 
through the central office-it is necessary for them 
to hook into the central office. 

For instance, if we make a connection of a leased 
line to a subscriber's line, our leased line and the 
subscriber's line may run back to the central office. 
There at the central office our leased line is in the 
hands of the phone company and it is going to be 
necessary for them to connect other leased lines to 
that so we can monitor it in a distant monitoring of
fice. 

CHIEF ANDERSEN: That is to get your power 
boost? 

MR. GROGAN: Power boost and also make the 
necessary connection. 

CHIEF ANDERSEN: Do you have any problems 
with them on pen registers? Do you use pen re
gisters? 

MR. GROGAN: We use pen registers in all our 
Title Ill's on gambling. We haven't had occasion to 
use a pen register by itself. 

CHIEF ANDERSEN: Do you use a court order 
for pen registers? 

MR. GROGAN: We obtain a court order when 
we get a pen register. 

CHIEF ANDERSEN: I won't go into the techni
calities between Rule 41 and Title III. 

But you have experienced no difficulties on this? 
Do you get them in advance of the Title III? 

MR. GROGAN: No, we obtain the court orders 
for the pen registers at the same time we get the 
order for the interception. We do it at the same 
time. 
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PROFESSOR REMINGTON: I might follow up 
on that. We had some testimony yesterday on pen 
registers and there was an indication that they were 
secured under Rule 41 rather than under Title III. 
Is that your experience? 

MR. GROGAN: We haven't had that experience 
in Miami because we haven't utilized it. I un
derstand you can get a pen register under Rule 41, 
like you would a search warrant. 

PROFESSOR REMINGTON: But you haven't 
had occasion to do it? 

MR. GROGAN: No. 
PROFESSOR REMINGTON: Okay. 
Is there anything else the Commission should 

know this afternoon? 
MR. GROGAN: No. 
PROFESSOR REMINGTON: We very much ap

preciate your being here and thank you very much. 
I guess we are going to hear from Mr. James 

Esposito. I assume you have already been sworn? 
MR. ESPOSITO: Yes, sir. 
PROFESSOR REMINGTON: We are happy to 

have you here and I think Mr. Cook is going to start 
questioning. 

TESTIMONY OF JAMES ESPOSITO, 
ASSISTANT SUPERVISOR, 
ORGANIZED CRIME DIVISION, 
DETROIT, FEDERAL BUREAU OF 
INVESTIGATION; ACCOMPANIED BY 
ALVIN A. STAFFELD, INSPECTOR, 
AND JOHN E. KELLY, JR., 
INSPECTOR, FEDERAL BUREAU OF 
INVESTIGATION 

MR. COOK: Mr. Esposito, what is your present 
position? 

MR. ESPOSITO: I am a relief supervisor in the 
Detroit office of the FBI. 

MR. COOK: And what does your work consist of 
primarily? 

MR. ESPOSITO: I am assigned to an organized 
crime squad which handles illegal gambling busi
ness. 

MR. COOK: And do you do any work besides 
that on illegal gambling? 

MR. ESPOSITO: That is the bulk of my work. 
Occasionally-we have five squads in my office that 
handle organized crime, and necessarily, because of 
the types of people that we are dealing with, we oc
casionally will deal with other violations. But the 
vast majority of my work deals with the 1GB 
statute. 

MR. COOK; Do you have any idea of how many 
1GB investigations you have been involved with as 
an agent? 

MR. ESPOSITO: Personally? 



MR. COOK: Yes. 
MR. ESPOSITO: Approximately 50. 
MR. COOK: And you have been the affiant on 

how many Title III affidavits to the best of your 
recollection? 

MR. ESPOSITO: Five. 
MR. COOK: And you were also a case agent, I 

believe, in at least one Title III prosecution, were 
you not? 

MR. ESPOSITO: Yes, sir. 
MR. COOK: What was the name of that case? 
MR. ESPOSITO: U.S. v. Orlando James Vigi. 
MR. COOK: Were you the case agent at the in

vestigative stage of that case as well? 
MR. ESPOSITO: Yes, sir. 1 had that case from its 

very inception. 
MR. COOK: Can you describe in outline form 

how that case took shape from the inception to 
Title III work and the indictment stage? 

MR. ESPOSITO: Yes, sir. That case was initiated 
on the basis of informant information which we 
received. I developed an informant who identified 
himself to me as being a part of the large bookmak
ing operation. In contacting this individual on an al
most daily basis, further information was gained 
from him and also he was given direction by me as 
to certain types of information that we felt were 
needed. 

That information was presented to the Strike 
Force attorney and a decision was made approxi
mately two months after the initial information was 
provided that we should apply for a Title III order. 

Subsequently an affidavit was prepared and it 
was approved and a Title III installation was made. 
And subsequently 40 people were indicted. Follow
ing this we had 36 convictions. 

MR. COOK: Was there more than one order 
signed in that case? 

MR. ESPOSITO: Yes, sir, there was. There were 
two orders and one extension of the first order. 

MR. COOK: Do you recall how many different 
telephones that covered? 

MR. ESPOSITO: There were a total of ten 
telephones, seven on the first order and extension 
and three on the subsequent order. 

MR. COOK: Approximately how many agents 
were working on this case under your direction at 
any given time? 

MR. ESPOSITO: We had one agent assigned to 
each telephone during the monitoring. In addition 
to that, we had approximately 15 agents who were 
involved in physical surveillance. And there were, 
in additiofl to that, probably four or five agents 
assisting me with the administrative tasks of keep
ing up with the paper work. 

MR. COOK: Can you describe in detail what this 
paper work includes? 
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MR. ESPOSITO: Yes, sir. During the course of 
the monitoring we had one agent assigned to each 
telephone. When the equipment is activated either 
by an incoming or outgoing telephone call, the 
agent maintains what we describe as an agent's log. 
On that he will record the time of the interception, 
when the machine is turned on, the recording 
device is turned on to intercept the conversation. 
He will initial that form and later identify who the 
monitoring agent was. 

In addition to that he will, as the conversation is 
being intercepted, make a summary of the gist of 
the conversation, important comments that are 
made, whether or not a meeting wilI take place, 
something that will alert me as a case agent to a 
certain action I must take, whether it be follow-up 
surveillance or, if it is an outgoing telephone call, 
whether or not a subpoena should be prepared for 
the subscriber-things of this nature. 

That log is maintained on a daily basis. It is 
turned over to me as the case agent at the close of 
each day's activity. 

In addition to that, we also have a log which we 
identify as an activity log. On that we record at the 
end of the day's actions the number of telephone 
calls which are intercepted and in the judgment of 
the monitoring agent how many of those calls 
would be classified as violations of the statute, how 
many of those calls would be considered as per
sonal, or how many of the calls would be in a clas
sification we describe as "Other." And that would 
include caIls which might be busy signals or in
completed dial, things of this nature. 

In addition to those two logs, we maintain a third 
log which we call a posting log. And on that log we 
record all of the outgoing telephone numbers which 
we pick up from the pen register device. 

MR. COOK: Now, as the agent in charge, are you 
responsible for the review of the agent's log for 
each telephone? 

MR. ESPOSITO: Yes, I am, and that is done on a 
daily basis. 

MR. COOK: And is it your responsibility then to 
scan these logs and select the conversations that 
either the monitoring agent or you deem to be 
especially pertinent? 

MR. ESPOSITO: Yes. As a matter of fact, at the 
inception of the monitoring, the monitoring agents 
are given certain directions by me and my super
visor. And they are told to key certain of the con
versations to our attention. They will star the log to 
bring certain things to our attention that we may 
not pick up on a minute-to-minute basis, but we 
may see the next morning. 

And those conversations are reviewed by me the 
following day and normally they are assigned to be 
transcribed. 



MR. COOK: Would you consider the Vigi tap to 
be an active tap or not very active or very busy? 

MR. ESPOSITO: I would consider it to be a very 
busy tap. We were on those phones for approxi
mately 20 days and during the course of those in
terceptions we intercepted in excess of 4,000 
telephone calls, and the vast majority of those were 
violation calls. 

MR. COOK: Now, this means that you would 
have to look at approximately how many starred 
ent,ies in agents' logs as far as pertinent conversa
tions recorded each day? 

MR. ESPOSITO: Well, it would vary, but 
probably I would say 10 or 15 conversations which 
the monitoring agent felt were especially pertinent. 

MR. COOK: And were you able to transcribe 
these on a daily basis or was the manpower demand 
just too great? 

MR. ESPOSITO: The transcription would begin 
almost immediately. On my squad we had 15 agents 
and if we have a situation where we are utilizing 
Title III, the supervisor will make a decision as to 
manpower. Certainly he will assign one agent to 
each telephone, but in addition to that he will also 
assign certain individuals as their workload permits 
to do verbatims which would normally start im
mediately. As the case agent, if my time permits I 
will do them as well. 

MR. COOK: In what form are these verbatims 
prepared at the time for working purposes? 

MR. ESPOSITO: We put a cover sheet on them, 
a work sheet. They are done in longhand. The 
agent who transcribes them will identify himself to 
me on the sheet. He will identify the parties, if they 
have been so identified in the call. And then he will 
proceed to transcribe the call. We assign certain 
terminology to the entries. For instance, we use the 
code PCM, which would be "Person Calling Male" 
or "Person Answering Male," "PAM," or substitute 
"F" for "Female" as prefixes to the various conver
sations. 

MR. COOK: Do you duplicate the tapes to have 
working copies of the tapes as well as the originals? 

MR. ESPOSITO: The tapes are duplicated. We 
make a working copy of the original the morning 
following the preceding day's monitoring of the 
telephone. 

In addition, we also make Xerox copies of the 
handwritten log the agent has maintained for the 
preceding day so I have a working copy on which I 
can make notes to myself and to other agents who 
are working the case. 

We maintain the original logs with the original 
tapes. They are locked in vaults which only my su
pervisor and the special agent in charge of our of
fice have access to. 
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MR. COOK: What kind of contact do you main
tain with the supervisory attorney during this time? 

MR. ESPOSITO: Almost daily contact, and 
beyond that sometimes it is hour-to-hour contact. 
We advise him of pertinent activities which we have 
determined through our installation. But at least 
every day we make contact with him, either by 
phone or personally. And more than likely it would 
be several times during a given day. 

MR. COOK: Now, it takes you about how long to 
set up the monitoring operation after the order has 
been signed? 

MR. ESPOSITO: Are you speaking with respect 
to placing the recording devices, the tape recorders 
and so forth? 

MR. COOK: Let's say it is Wednesday at three 
o 'clock ~nd you have just gotten the order signed. 
How long would it ordinarily take you to have the 
machines operative reporting calls from the subject 
telephones? 

MR. ESPOSITO: Well, it varies. We will im
mediately serve the order on the telephone com
pany. If we are fortunate, by the next day we can be 
in operation. There have been situations where it 
has taken several days because of technical difficul
ties, to get the equipment in an operative condition. 

MR. COOK: And you said that there was exten
sion of orders in this case. How long were the 
original orders? 

MR. ESPOSITO: Twenty days. 
MR. COOK: Now, you have to start making 

preparations, r take it, for preparation of probable 
cause for your extension affidavit; is that right? 

MR. ESPOSITO: Yes, sir. 
MR. COOK: Do these have to be done contem

poraneously with the preparation of the agents' logs 
and duplication of tapes? 

MR. ESPOSITO: Yes, sir. And approximately 
about the fifth day of the installation we will begin 
to have a feel for the operation, for the illegal gam
bling business, if you will, as to the identity of the 
participants. And we will begin to consider exten
sion at that time, based on how we feel the case is 
going. 

This, of course, is a determination which the 
Strike Force attorney makes, but that is another 
reason why the verbatim transcription will start al
most immediately, because oftentimes at least ex
cerpts from intercepted calls will be used and incor
porated into the extension affidavit. 

MR. COOK: You also, I take it, by means of the 
pen register device and the use of names in moni
tored calls, are able to identify certain persons as 
being participants in these conversations? 

MR. ESPOSITO: Yes sir, that is correct. 



MR. COOK: Do you have any procedures as far 
as paper work is concerned in terms of classifying 
persons who are intercepted, identifying them? 

MR. ESPOSITO: Yes, sir. We provide the Strike 
Force attorney with lists of individuals who have 
been identified as persons named in the order, and 
those who have been identified who were not 
named in the order but who are participants in the 
illegal gambling business, and also the identity of 
other persons who are not participants in the illegal 
activity. 

MR. COOK: In other words, I take it some per
sons are intercepted on these calls before the deter
mination can be made whether the call is a so
called violation call or not? 

MR. ESPOSITO: Would you repeat the question, 
please. 

MR. COOK: I take it some persons' conversa
tions are intercepted and recorded before a deter
mination can be made that that call is incriminating 
or not pertinent? 

MR. ESPOSITO: Not exactly. The monitoring 
agent in gambling-type situations will know, based 
on his experience, what to listen for. If it is obvious 
to him that the conversation is not related to what 
we are looking for based on the order, he will turn 
the recording device off. 

MR. COOK: Now, if you get an outgoing call to a 
residence at the early stages of the interception be
fore you are familiar with all the participants, I 
think you have some idea of who is involved on the 
basis of your informant information, and there are 
some people who are going to get picked up who 
are ultimately going to be determined not to be in
volved in the gambling business; is that right? 

MR. ESPOSITO: Yes, that is correct. 
MR. COOK: Do you keep any record of the out

going calls? 
MR. ESPOSITO: Yes, we do, in the posting log 

which I mentioned earlier. All outgoing telephone 
calls are maintained by number in numerical order 
in our posting log. 

MR. COOK: Do you SUbpoena the numbers of 
outgoing calls to determine who the subscribers 
are? 

MR. ESPOSITO: Yes, sir. 
MR. COOK: Is there any further record kept of 

the names of the subscribers once the subpoena is 
returned? 

MR. ESPOSITO: As to those persons that have 
been positively identified, as I mentioned earlier, a 
list is given to the Strike Force attorney with their 
identities. In addition to that we prepare cards 
which we maintain in our office as to the identity 
and also provide a copy to the Bureau Headquar
ters, of that individual's identity. 
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MR. COOK: For the ultimate purpose of notify
ing intercepted persons, the statute gives this dis
cretion by letter, but I take it as a practical matter 
it is something the supervising attorney and the 
agent, but primarily the attorney, has to determine 
on the basis of the evidence contained on the 
recordings; is that right? 

MR. ESPOSITO: Yes, sir. In our Division in 
Detroit the Strike Force attorney will, after being 
provided with lists of persons who have been 
identified, come back to us say, "It is up to us to 
send registered letters notifying certain of the peo
ple on the list." 

And the criteria he uses are those persons named 
in the order, those persons he feels will be ultimate
ly indicted, and in addition to that, witnesses who 
would be called at some future time. 

MR. COOK: Once you have concluded the inter
ception stage of the investigation, do you prepare 
any kind of prosecutive memorandum or case re
port which summarizes the results of the intercep
tion? 

MR. ESPOSITO: Yes, sir. When the monitoring 
has ceased we will then begin to analyze in greater 
detail all the verbatim conversations that we have. 
And at that point in time we have pretty much 
identified those participants that we feel ultimately 
will be indicted. And at that point a prosecutive 
memorandum is prepared by me for the Strike 
Force attorney for his review. And it includes in 
that certain excerpts from pertinent conversations 
and so forth. 

MR. COOK: Now, what steps do you take to 
prepare the contents of the recorded calls for use as 
evidence at trial? 

MR. ESPOSITO: In the trial I had with respect to 
Vigi, I sat down with the Strike Force attorney after. 
my review and I said to him, "These are the persons 
that we have identified and they were obviously in
volved in the conspiracy and in the substantive 
violation. " 

He directed me then to put together a composite 
tape recording with selected calls which involved 
all the participants that we intended to indict. 

There were in the composite tape we used ap
proximately 90 telephone conversations.. And, 
generally speaking, we had between five and ten 
conversations per subject with one exception. For 
Mr. Vigi we used over 20. The reason we used that 
many with respect to him was because we were 
very fortunate in that he contacted most of the par~ 
ticipants. Those telephone calls lent themselves 
toward showing violations of the elements of crime. 

MR. COOK: Was a compOSite transcript also 
prepared? 

MR. ESPOSITO: Yes, it was. 



MR. COOK: And how was this presented to the 
jury? 

MR. ESPOSITO: Each juror was furnished a 
copy of the transcript which verbatimized the com
posite tape. The judge had a copy. Counsel for the 
defense had a copy. And they were allowed to use 
that as an aid in listening to the tape recordings. 

MR. COOK: Let me back up just a minute here. 
There is a discovery stage occurring at the 

postindictment process, pre-trial What provisions 
are made for defense attorneys and defendants to 
listen to the tapes, or to inspect the tapes to deter
mine their accuracy, obtain whatever other infor
mation they may wish from the tapes? 

MR. ESPOSITO: The Strike Force attorney, after 
the defense counsel has filed appearances, will 
direct me to arrange for appointments to be made 
with the various defense counsel, so they may come 
in and listen to telephone calls. They had previously 
been furnished with Xeroxed copies of the agents' 
logs. 

And the way we do it in Detroit to save time, we 
will ask the defense counsel to advise us by phone 
call which ones he would like to listen to with 
respect to his client, so that we may have an oppor
tunity a day or so ahead to have those ready for 
him. 

MR. COOK: Have you found the defense counsel 
ordinarily are quite diligent in listening to these 
calls, or is their response less than impressive? 

MR. ESPOSITO: I think it varies. Some defense 
counsel will listen to every phone call. They may 
listen to 50 or 60 phone calls and make several ap
pointments to come back if their appointments per
mit. Others have never appeared to listen to calls 
prior to trial. 

MR. COOK: Out of the 40-some defendants, did 
any plead? 

MR. ESPOSITO: Yes, 25 entered pleas and nine 
were convicted. 

MR. COOK: And the other six were dismissed or 
acquitted, I take it? 

MR. ESPOSITO: Yes, that is correct. 
MR. COOK: Were you able to assess what kind 

of effect, if any, this had on the Vigi gambling 
operation? 

MR. ESPOSITO: Yes, we have. We know from 
follow-up informant information that we put Mr. 
Vigi out of business. He appealed to the 6th Circuit 
and that appeal was denied within the last two 
weeks. But in the interim period since his convic
tion we know he has not been active in the illegal 
gambling field. 

MR. COOK: I see. 
Just one further thing. 
How did you accomplish the identity of the de

fendants by their voice on the telephone? 

MR. ESPOSITO: Well, the first and probably the 
most common was to get the outgoing telephone 
subscriber. And then we will arrange by physical 
surveillance to have, if possible, overhears of that 
particular subject. The overhear agent would then 
come back and listen to the monitored tape to 
make a determination whether or not that was the 
same individual. 

In addition, we would make-if the situation 
presented itself, we would make pretext telephone 
calls to the individual we believed was the one who 
had been monitored. 

In addition to that, many of the people we have 
intercepted had previously been interviewed by the 
FBI. We would review our files and have the agent 
who interviewed him come in and listen if possible 
to the monitored conversation. 

MR. COOK: Did you have any serious challenges 
by defense counsel as to the accuracy of your voice 
identification by agents? 

MR. ESPOSITO: During the Vigi trial that was 
one of the major contentions, as to the accuracy of 
voices. However, in each and every instance the 
judge overruled their objection and allowed us to 
use the methods that we did. 

MR. COOK: I see. 
Mr. Chairman, that concludes the staff's 

questioning. 
PROFESSOR REMINGTON: Judge Shientag. 
MS. SHIENT AG: No questions. 
PROFESSOR REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: No questions. 
PROFESSOR REMINGTON: Mr. Blakey. 
PROFESSOR BLAKEY: Do you have liaison 
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with the Detroit Police? 
MR. ESPOSITO: Yes, we do. 
PROFESSOR BLAKEY: Do they take wiretap 

evidence? 
MR. ESPOSITO: No, sir, they don't. I should 

back up a minute and say we have a limited liaison 
with the Detroit Police Department at this time. 

PROFESSOR BLAKEY: If you had a gambling 
case where you only picked out 25 of 100 possible 
defendants, do you have any set procedure whereby 
you turn over the other 75 to the Detroit people? 
The Bureau has a normal program of disseminating 
information to the local people. The annual report 
is sprinkled with the number of disseminations and 
numbers of seizures based on them. Does that in
clude wiretap information? 

MR. ESPOSITO: Well, the dissemination is made 
by the Strike Force attorney with respect to the 
Title III evidence he gets. 

PROFESSOR BLAKEY: So if he doesn't dis
seminate it, it doesn't get disseminated? 

MR. ESPOSITO: That is correct. 

i 
If! I 



PROFESSOR BLAKEY: The reason I ask this is 
we have testimony in the record that the Strike 
Force in Detroit, in the drug area, has been so over
burdened with work that they have a hard enough 
time trying the cases without disseminating to the 
locals the narcotic information. And apparently 
there is gooa narcotic information that they were 
not able to prosecute that was simply never turned 
over. 

And I am trying to figure out whether the same 
thing is true in areas where you are working. 

And I take it it is not being given, because you 
are not passing it on. 

MR. ESPOSITO: Well, not in every instance we 
are not passing it on. In those situations where we 
have not been able to make a Federal case-and 
this would be with the concurrence of the Strike 
Force attorney, obviously-he will direct us to turn 
over certain information to the locals to execute 
search warrants or what have you. 

PROFESSOR BLAKEY: Have you ever testified 
on Federal wiretaps in a State case? 

MR. ESPOSITO: No, I have not. 
PROFESSOR BLAKEY: Are you aware of any

body in Detroit doing that? 
MR. ESPOSITO: No, I am not. 
PROFESSOR BLAKEY: Mr. Staffeld, are you 

aware of any situation in the organized crime pro
gram where Federal wiretaps have been introduced 
in State cases? 

MR. STAFFELD: We have turned over whole 
cases. I think it has been done a couple of times in 
the South. And Ben says he has done it. 

PROFESSOR REMINGTON: Have you had 
problems with the State courts presenting it? 

A VOICE: No, they were presented to the Dis
trict Attorney and they took it before the court? 

PROFESSOR BLAKEY: This would be Gurstein 
in Miami? 

MR. GROGAN: Yes. 
PROFESSOR REMINGTON: Florida has a 

wiretap statute? 
MR. GROGAN: Yes. 
MR. STAFFELD: We had a case in Tennes

see-do they have one? 
PROFESSOR BLAKEY: They don't have a 

statute. 
MR. KELLY: No Title III. 
PROFESSOR BLAKEY: Do you ever have occa

sion to disseminate information where you get in
formation on a wiretap of another occurence that 
you know immediately was going to happen? 

MR. ESPOSITO: Yes, we have. 
PROFESSOR BLAKEY: With what kind of 

results? 
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MR. ESPOSITO: I would rather pass on that at 
this time. We have a situation which is currently 
ongoing and I would rather not get into it. 

PROFESSOR BLAKEY: How frequently does it 
occur when you are in on a gambling tap you get 
information on unrelated things? 

MR. ESPOSITO: It is the exception rather than 
the rule in my experience-very infrequently. 

MR. KELLY: I might mention one case-I don't 
know if it has been adjudicated, but it is in point 
here. One office picked up some information that 
an armed robbery was going to take place. We 
notified the local authorities-and of course it took 
them some time to get going. And we had our own 
surveillance team on these people-we knew it 
because it was on a conversation-and surveilled 
the location where they were going to commit the 
armed robbery. 

PROFESSOR BLAKEY: I have no further 
questions. 

PROFESSOR REMINGTON: Mr. Esposito, is 
there anything else you think we ought to know 
today? 

MR. ESPOSITO: r don't think so. 
PROFESSOR REMINGTON: All right. 
We have from General Hodson a question to 

clarify an earlier question that was asked this morn
ing. 

MR. HODSON: This question will probably be 
addressed to the Headquarters complement. 

This morning ProfLssor Westin was talking about 
different rules with respect to different criteria, if 
you will, as to when you seek a Title III wiretap, 
what kind of case is important enough. And he had 
indicated he had heard in certain areas of the 
United States you could get a Title III wiretap for a 
Mom and Pop gambling operation whereas in other 
parts of the United States they would never get a 
wiretap for such a case. 

I was wondering if you would tell me whether in 
the Federal system your review procedures 
establish any quality control with respect to 
criteria, for when is a case important enough to 
warrant a Title III tap? 

MR. CLEVELAND: Yes, sir. We always have a 
quality control. And I believe I said this morning 
that we specifically avoid Mom and Pop operations 
or the little old lady at the candy store. We are not 
interested in those cases because we don't feel that 
they are quality cases. 

However, there are different areas of gambling 
cases. A gambling case in Mobile, Alabama may be 
considered very important, and some crooks who 
are involved there may be jeemed to be a quality 
case by the United States Attorney who is in
terested in that particular ring being broken up, 



whereas in another city that would not be con
sidered a quality case. 

In neither case is it a Mom and Pop operation, 
but it is a different type operation. 

MR. HODSON: Do you have occasion in the 
course of your review-since you have had wiretap 
authority-have you had occasion to deny an appli
cation for a tap simply because you didn't consider 
the case important enough? 

MR. CLEVELAND: Absolutely, both at the 
beginning of the program and still today. They are 
always reviewed from a quality standpoint and are 
sometimes turned down because of that. 

MR. HODSON: In other words, they meet 
minimum standards but you still turn them down? 

MR. CLEVELAND: Still turn them down, yes, 
sir. 

MR. HODSON: r was wondering now, turning to 
the report of the Administrative Office of the 
United States Courts-it indicates that you started 
out slowly in wiretapping in the Federal system and 
moved up to a high of 825 in 1971. From there you 
gradually decreased to this year or last year when 
you had 121. 

Can you explain why this trend upward and trend 
downward? And is any of it the result of quality 
control? 

MR. CLEVELAND: Yes, there are a couple of 
things involved here. One, the high level in 1971 
was because of an emphasis being placed by the 
Strike Forces on gambling cases. And as a result 
there was a high number of Title Ill's throughout 
the nation. 

Since that time, however, it has gone strictly on a 
quality concept, and depending on how the Strike 
Force feels about those particular cases. 

And there again it depends on the area. Some 
Strike Forces contend that you have to have one of 
two criteria present before they wiII authorize 
prosecution in connection with the gambling case. 
In other areas, they are not so strict on that con
cept. Both are quality cases, but depending on the 
area you have a circumstance where they will 
prosecute or they won't prosecute. 

MR. HODSON: Do you find that the quality of 
cases forwarded to you by the Strike Forces i.; 
better than the quality of cases generated by 'the 
United States Attorney's office? 

MR. CLEVELAND: No, sir, I don't think I could 
say that. 

MR. STAFFELD: I think they are two different 
areas, first of all. As we indicated before, the Strike 
Forces art in the major metropolitan areas where 
there is a high degree of organized crime and as a 
consequence have sophisticated gambling opera
tions. 

But that isn't to say that some areas where the 
United States Attorney is the prosecuting authori
ty-that they aren't coming up with some quality 
cases as well. 

MR. HODSO~-1: Thank you. 
PROFESSOH REMINGTON: I might just add 

one question titat relates to the last question. 
For a Commission such as this that is interested 

in Title III and its effectiveness and fairness, sho'IJld 
it be concerned with what we understand is an issue 
and that is whether the Strike Force should con
tinue? 

MR. CLEVELAND: Insofar as the FBI is con
cerned, we are not members of any Strike Force. 
We do maintain close liaison with all of the Strike 
Forces, and I believe that the Department of Justice 
would probably confirm that we contribute a sub
stantial amount to all of the work of all of the 
Strike Forces. It depends on the individual concept 
now as to whether a Strike Force is the proper way 
to approach the problem or not, and there is no 
agreement on that even within the Department of 
Justice. 

PROFESSOR REMINGTON: Would it be a fair 
interpretation of what you have just said to con
clude that you believe that Title III can work effec
tively with or without the Strike Forces? 

MR. CLEVELAND: Title III would work effec
tively with or without the Strike Forces. The ad
vantage of the Strike Force in connection with Title 
Ill's is the fact that they have the manpower and 
the know-how to handle Title III's. And from that 
standpoint it is very valuable. 

Now, if you transfer that Strike Force under the 
United States Attorney there would still be the 
manpower and the know-how. 
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Hence the difference of opinion within the De
partment of Justice. 

PROFESSOR BLAKEY: Are you saying, Mr. 
Cleveland, that unless you have access to the man
power and know-how of the legal people, Title III 
won't work? 

MR. CLEVELAND: It would be very difficult if 
you didn't have that. 

PROFESSOR BLAKEY: Do you have to have 
lawyer or prosecutor participation in the applica
tion of Title III's? 

MR. CLEVELAND: Yes, sir. 
PROFESSOR BLAKEY: One of the reasons 

Professor Remington and I were raising this is not 
with the Fedew.l system in mind, but because you 
are always going to have United States Attorneys, 
but for the State people. What we are asking is do 
you think enacting the statute is enough to make it 
workable and worthwhile? I take it they are going 
to have to have special training for their police peo-



pie and their prosecutor people and they will have 
to make their prosecutor people and their police 
people sit down together. And that old-fashioned 
concept that the policeman does all the investiga
tion and ties it up in a little knot and hands it over 
to the prosecutor who prosecutes by himself and 
they never talk except during trial will never work 
with Title III. 

MR. CLEVELAND: It will never with only half 
of the things existing. You can have a Strike Force 
that is asked to conduct all manner of investigations 
and the investigations will be conducted. But unless 
they have the knowledge and know-how to sit down 
with that information and prepare papers and take 
it to court, it would all be fruitless. 

MR. HODSON: I would like to ask just one more 
question. It has been suggested to me, at least, that 
the reason for the decline in the number of wiretap 
applications is because yOll are discovering that 
they are not as valuable as YOll thought they would 
be. 

Would you comment on that? 
MR. CLEVELAND: I would deny that insofar as 

our experience in the FBI is concerned. I can tell 
yOll very frankly that the decline in the use of Title 
Ill's in many instances in the FBI has been purely 
and simply because of lack of manpower to carry 
out the job. 

When you lose a few hundred agents from your 
total commitment and all offices are down in the 
number of agents at the present time, you are not 
going to have that many Title Ill's because the man
power is not there to handle them. 

They are manpower killers, no question. 
MR. STAFFELD: Let me kill another thought on 

that line of the allegation that because it is easier to 
go through the State and not through the Attorney 
General that the Federal agencies are making use 
of State facilities in their State Title III's. In our 
case this is not true. 

PROFESSOR BLAKEY: It is not true of the FBI 
but apparently it is true with the drug people. 

MR. STAFFELD: I can only speak for FBI. 
MR. KELLY: One other thing that contributes to 

this somewhat is that we have a tremendous 
backlog of cases, many of them inVOlving Title III, 
which are in various stages of prosecution, and they 
haven't been finally adjudicated. And r think this 
has put strains on the Strike Forces and there is a 
limit to how much they can do. 

PROFESSOR BLAKEY: I take it an investigative 
agent follows the case all the way through. 

MR. KELLY: Yes, sir. 
PROFESSOR BLAKEY: So if he works up three 

or four Title III's, eventually he is going to have to 
get in court on them, and when he is in court he is 
not on the street? 
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MR. KELLY: That is correct. 
PROFESSOR BLAKEY: So, in effect, am I right 

in understanding that the success of the earlier Title 
Ill's, unless additional manpower is given to you, 
means that your agent power shifts now from in
vestigation to trial? 

MR. STAFFELD: Prosecution. 
PROFESSOR BLAKEY: If you put in tl'n effec

tive taps, then the following year you couldn't put 
in ten effective taps unless they gave you more peo
ple. So unless you get additional' manpower your 
agents are all in trial? 

MR. CLEVELAND: That is correct. 
MR. STAFFELD: J think we are leveling off 

somewhat because in 1971 when we had that unfor
tunate overwhelming effort, it didn't let anything 
even out. And we are still suffering from it. We've 
got something like 2,500 subjects pending trial. 
And until we get that backlog out of the way we 
never will become on an even keel, so to speak. 

PROFESSOR REMINGTON: Just one final 
question. 

With regard to, say, research and-
PROFESSOR BLAKEY: The third final 

question? 
[Laughter. 1 
PROFESSOR REMINGTON: The third final 

question. This is the last final question. 
With regard to training Federal officers or State 

officers what is the role of the National Academy in 
this area? Has that been determined? 

MR. CLEVELAND: The National Academy, 
formed in 1935, had as its purpose the training of 
executive police officers throughout the United 
States, and throughout the world, actually, so that 
they in turn could go back to their own depart
ments and train their personnel and the over-all 
result would be a higher level of training of police 
throughout the country. 

We think it has been very effective. 
PROFESSOR REMINGTON: Is it likely to as

sume responsibility for the training of local law en
forcement in the use of local Title III authority? 

MR. STAFFELD: They have recently established 
a national organization of laboratory technkians 
which, I think, has been underway less than six 
months. And this is to face up to all problems of 
laboratory work, forensic sciences, electronics, and 
what have you. 

I do not know specifically that they have un
dertaken training on assisting electronic surveil
lance work, but I am sure that this being a big part 
of laboratory work, it is going to be faced up to at 
sometime in the future. 

PROFESSOR REMINGTON: Do you think that 
is a question that might be appropriately addressed 
to the staff of the Academy? 



MR. STAFFELD: Yes. 
MR. KELLY: I know as the AcaJt:my is presently 

constituted they receive at least four or five hours 
instructions on organized crime in general. 

PROFESSOR REMINGTON: Okay. 
Well, on behalf of the Commission and the 

Chairman who regrettably had to leave early, I 

want to express the appreciation of all of us for 
your willingness to be with us today. We have 
found it most helpful and we thank you very much. 

MR. CLEVELAND: Thank you, sir. 
[Whereupon, at 4:25 p.m., ~he meeting was ad

journed, to reconvene at 9:30 a.m., Wednesday, 
May 21,1975.) 

888 



Hearing, Wednesday, May 21, 1975 

Washington, D.C. 
The hearing was reconvened at 9:35 a.m., in 

Room 3302, Dirksen Building, William H. 
Erickson, Chairman, presiding. Commission mem
bers present: William H. Erickson, Chairman; 
Richard R. Andersen, G. Robert Blakey, Samuel R. 
Pierce, Jr., Frank J. Remington, Florence P. Shien
tag, Alan F. Westin. 

Staff present: Kenneth J. Hodson, Esq., Execu
tive Director; David Cook, Esq. 

PROCEEDINGS 

CHAIRMAN ERICKSON: Good morning, ladies 
and gentlemen. 

This morning we are privileged to have witnesses 
that wiII add to the Commission's work, and par
ticularly we have the testimony of Edward Joyce, 
who is sUbstituting for William S. Lynch, the Chief 
of the Organized Crime and Racketeering Section 
of the Department of Justice, who suffered some in
juries on a weekend exercising tour that prevent 
him from being with us this morning. And Ed Joyce 
has graciously agreed to take his place. 

Ed Joyce is the Deputy Chief of the Organized 
Crime and Racketeering Section of the Department 
of Justice and, as I understand it, he has served in 
that capacity for as many years as William Lynch. I 
think you have been there the same number of 
years, have you not, Mr. Joyce? 

MR. JOYCE: About the same. 
CHAIRMAN ERICKSON: And he is one of the 

nation's experts in this area. 
We'd be very delighted if we could have Mr. 

Lynch, but we know of his problems and the inju
ries he suffered. We are equally delighted that you 
would give us the benefit of your expertise. 

Will you be sworn, Mr. Joyce? 
(Mr. Joyce was sworn by Chairman Erickson.] 
CHAIRMAN ERICKSON: Thank you very 

much, Mr. Joyce. Mr. Cook wiII follow the 
procedure of our Commission of initiating the ex-
amination. . 

TESTIMONY OF EDWARD T. JOYCE, 
DEPUTY CHIEF, ORGANIZED CRIME 
AND RACKETEERING SECTION, 
CRIMINAL DIVISION, U.S. 
DEPARTMENT OF JUSTICE, 
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ACCOMPANIED BY ARTHUR 
PORCELLA, DEPUTY ATTORNEY-IN· 
CHARGE, SPECIAL OPERATIONS 
UNIT. 

MR. COOK: Mr. Joyce, it is nice to have you 
here. I understand you do have a prepared state
ment, and you may proceed from that and augment 
it as you wish at this time. 

CHAIRMAN ERICKSON: Do you have copies of 
that prepared statement? 

MR. JOYCE: I do not. It was just retyped last 
night when I was informed I was coming up instead 
of Mr. Lynch, but I can supply this to the stenog
rapher when we have finished. 

CHAIRMAN ERICKSON: Wonderful. 
MR. JOYCE: I want to thank the Commission for 

their kind invitation for me to appear and testify 
today. 

As some of you may know, I have spent over 27 
years in the Federal Government, 16 of that in the 
law en(orcement field. I worked on organized crime 
cases as a departmental attorney from 1961 
through 1969, and I have been working as a super
visor of such investigations and litigation since 
1969 as a Deputy Chief of the Organized Crime 
Section. I have with me Arthur Porcella, the Depu
ty Attorney-in-Charge of the Special Operations 
Unit. 

The Organized Crime and Racketeering Section 
operates in the field through 17 Strike Forces. Six
teen are assigned to specific geographic areas, and 
one is based in Washington which investigates and 
prosecutes cases involving racketeer infiltration of 
legitimate business. . 

A strike force is made up of an attorney-m~ 

charge and five other d\~partmental attorneys. At
tached to this group of attorneys are representa~ 
tives of each of the major federal investigative 
agencies who, under the direction and co.nt~ol of 
their parent agency, carry out the vast majority of 
the intelligence collecting and investigative activi
ties of the group. The attorney complement con~ 
tributes somewhat to this information-gathering 
process, but has only two avenues through which to 
make this contribution: the investigative grand jury 
and their participation in obtaining electronic sur
veillance orders pursuant to Title III proc(.dures. 
From the pool of information collectively created 



and shared come the basic facts finally acted upon 
in the organized crime cases which we prosecute. 

A Title III investigation is always initiated by 
these field personnel. They digest a factual situation 
encountered and, if they believe electronic surveil
lance is appropriate, draw up a working applica
tion, supporting affidavit, and proposed court 
order. These are then sent on to the Special Opera
tions Unit, which is the administrative unit charged 
with reviewing all such applications. 

This unit is part of the Organized Crime and 
Racketeering Section and is under the supervision 
of an attorney equal in rank to the attorneys-in
charge of the strike forces. He has had experience 
on three different strike forces and acted as the at
torney-in-charge of two of them. His deputy has 
had vast experience with Title III application papers 
and has served in this unit virtually since its incep
tion. The remaining reviewing attorneys in this unit 
are, for the most part, recently recruited honor 
graduates who will eventually be assigned as addi
tional or replacement personnel to the various 
strike forces. The number of such attorneys varies, 
but currently there are six such reviewing attomeys. 

Upon their entry into duty, these attorneys are 
trained briefly on what to look for in a good set of 
Title IIf supporting documents. They are then as
signed to doing the legal analysis and applying the 
taught parameters to the Title III applications 
received from the field. It is usual for them to find 
some difficulties with these applications, and they 
work with the attorneys and agents in the field in 
correcting such deficiencies as are found. In doing 
so, they are closely supervised by the Attomey-in
Charge of the unit and his deputy. 

At the same time, a review of the same applica
tions is usually in progress in the submitting in
vestigative agency. Changes may also be made 
there, but the Special Operations Unit has the final 
say as to what goes into the papers that finally 
reach the desk of the Attorney General. When the 
investigating agency is satisfied with these papers, it 
sends them to the Department by covering 
memorandum to the Attorney General. 

It is this memorandum that triggers the final for
mal processing of the applications. A final, 
complete review is done by the Special Operations 
Unit attorney assigned to the case. His recommen
dation of approval is reviewed by the Attorney-in
Charge or his assistant. His recommendation of ap
proval is reviewed by the Deputy Chief of the Or
ganized Crime Section who supervises the activities 
of the geographic area involved. His recommenda
tion of approval is reviewed by a Deputy Assistant 
Attorney General who gives his recommendations 
to the Assistant Attorney General, Criminal Divi
sion. 
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Whether or not the Assistant Attorney General 
conducts a separate review is pretty much a matter 
of the desires of that particular individual. Assistant 
Attorney General Will Wilson did not review them, 
relying entirely upon the recommendations of his 
deputies. Assistant Attorney General Henry Peter
sen, I understand, made a general practice of inde
pendently reviewing each such application which 
crossed his desk. 

At any rate, approval by the Assistant Attorney 
General causes the application to be forwarded to 
the Office of the Attorney General. There it is 
reviewed by the Assistant to the Attorney General 
and the Attorney General himself. If he approves, a 
letter of authority is sent to the strike force attor
ney or Assistant United States Attorney in the field. 

While the review process I have described in
volved a strike force initiated application, the same 
route would be followed by those initiated by the 
United States Attorneys. Likewise, those drug case 
applications which are initiated by the United 
States attorneys and reviewed by the Narcotics and 
Dangerous Drugs Section, rather than the Special 
Operations Unit, follow the same route. 

At any point along the way, the sufficiency of the 
probable cause or the propriety of using electronic 
surveillance in the situation described can be 
questioned by any reviewing official. An adverse 
determination on either of these points will cause 
rejection of the application. 

While what I have described may seem cumber
some, we have found it workable. Once the file is 
complete with application, order and affidavit, the 
Special Operations Unit has found it can complete 
the initial review in two-and-one-half to three work
ing days. The upper-echelon review which follows 
receipt of the request from the head of the con
cerned agency usually occupies another similar 
period of time. Overall, we have found that we can 
process these applications within five working days 
following completion of the file by field personnel. 
Since most organized crime cases involve continu
ing conspiracies, this time span is not generally a 
problem to us.-----'------------.. -

Because the warrant procedures for using elec
tronic urveillance came into existence at about the 
same time the strike forces were deployed in the 
field, they have always been a part of the strike 
force effort. I have no way of comparing what a 
strike force would produce in the way of convic
tions without electronic surveillance with their 
present production. I think that the fact that over 
80 per cent of the Title III applications approved in 
fiscal 1974 were obtained by strike forces indicates 
their relative importance to our work. And the 
Commission should bear in mind that few, if any, of 



these cases would ever have been indicted through 
the use of conventional investigative techniques. 

As I have said, our newly recruited attorneys 
quite literally cut their teeth on Title III inve!>tiga
tive techniques. In addition, starting in fiscal 1974, 
they were given a formal course in supervision of 
Title III investigations in the field. 

As a result of this experience and training, they 
are probably as well equipped to enter into Title III 
investigations as any group of attorneys or in

.vestigators in the country. Their use of the authori
ty has roughly paralleled our overall prosecutive ex
perience. That is to say, there have been a great 
number of Title III gambling investigations because 
the strike forces work more gambling cases than 
any other single category of offense. Areas in which 
assembling the necessary probable cause is difficult, 
such as in the area of major thefts which have al
ready occurred, lead to a depression in that area of 
our figures on Title III usage. But Title III has al
ways been of great advantage in s.cuations in which 
a tightly knit, unchanging organization carries on a 
continuing offense in a set location. 

In recent years, we have made some inroads into 
the infiltration or operation of legitimate business 
by racketeers in violation of 18 U.S.C. 1963, the 
so-called RICO statute. In the current fiscal year, 
almost 10 per cent of our Title III interceptions 
have been RICO-related. 

But, apart from substantive cases, warranted 
electronic surveillance has proved of significant 
value in the intelligence field. It goes without saying 
tr at - our agents and attorneys are not from 
racketeering backgrounds. Title III experience, 
however, gives them an understanding of the 
racketeer's vernacular and infrastructure which 
proves invaluable to them in later, ordinary in
vestigation. In addition, warranted electronic sur
veillance gives the participating agency a highly ac
curate reading on the reliability of their informants. 

In addition, as I have said, the attorne'ys' signifi
cant participation in the Title III process allows 
them to participate more fully in the investigative 
work of the strike force. This, in turn, un
derstandably leads to a better attorney-investigator 
relationship. It is our experience that such a rela
tionship has contributed markedly to the overall 
success of the strike forces. For most investigative 
agencies participate in joint investigations willingly 
only if they can derive from that relationship 
something they could not obtain on their own. If 
they find that they are the only ones making a con
tribution, they quite rightly wonder why they are 
participating in the joint effort. Title III and in
vestigative grand jury work form the attorneys' con
tribution to the group's intelligence pool. 
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We have tried-and in my judgment suc
ceeded-in using warranted electronic surveillance 
in a responsible manner. We wish to keep it that 
way. For this reason, we cannot point to any vast or 
innovative programs involving its use. Since we be
lieve responsible use demands strict review of all 
applications by responsive public authorities, we 
would oppose any move to dilute that review or 
delegate it to lower authorities. 

As you know, we have not had an uncluttered 
po-;1:h in the use of Title III. To be specific, the con
troversies over our authorization procedures, 
minimization and-lately-those who should or 
should not be named in the warrant have cost us 
cases and convictions. But overall, the warrant 
procedure has allowed us to make cases in areas 
where cases had not been made previously. In Los 
Angeles, for instance, a Title III investigation ena
bled the FBI to arrest, and us to convict, a ring 
which 10 previous years of conventional investiga
tion by the FBI had failed to bring to book. 

In sum, I really don't know what we would have 
done without Title III authority. 

As to the Commission's last interest, I believe the 
Criminal Division has previously supplied you with 
our views on consensual interceptions. They are ex
tremely effective in bribery, extortion, and corrup
tion cases. About one-half of the requests received 
by the Division are premised on an emergency 
situation. Placing these cases under a Title III-type 
warrant and approval system would, in my 
judgment, deprive us of their use in about 50 per 
cent of the situations in which we now find them 
helpful. 

A consensual is usually undertaken in response to 
an opportunity to record evidence of a particular 
conversation which will never occur again. In this 
respect, they differ markedly from the usual Title 
III electronic surveillance. Such recordings have 
been approved by the United States Supreme 
Court, and I see no reason to bring them under the 
present Title III system. 

That completes my prepared statement, Mr. 
Chairman. I'd be happy to answer any questions. 

CHAIRMAN ERICKSON: Thank you very 
much. 

Mr. Cook. 
MR. COOK: Thank you, Mr. Joyce. 
It is true, is it not, that the Federal Bureau of In

vestigation does not have a formal representative as 
such on strike forces? 

MR. JOYCE: No, that is true on two of our strike 
forces, but in the large majority of the strike forces 
they do have a formal representative based at the 
strike force, This is a change from what occurred in 
the past. but that is the situation now. 

.... 



MR. COOK: To what extent does the Federal Bu
reau of Investigation contribute to strike force in
vestigations? Can you give any estimate of the pro
portion of strike force investigations which are 
aimed at offenses over which the FBI has jurisdic
tion. 

MR. JOYCE: I would say it is probably in the na
ture of 85 to 90 per cent of the work of the strike 
force that is generated by the FBf. 

MR. COOK: And some of the narcotics investiga
tions, I think you indicated, are handled even in 
Title III situations by the United States Attorney's 
office? 

MR. JOYCE: That is correct. Unless they involve 
hard-core organized crime, the drug cases are han
dled by the U.S. Attorney's office. 

MR. COOK: How do you assure that a narcotics 
operation involving what you term a hard-core or
ganized crime figure is brought to your attention? 

MR. JOYCE: Well, under the guidelines that 
cover the jurisdiction between U.S. Attorneys and 
strike forces, the investigative agency is required to 
bring it in the first instance, if it involves organized 
crime, to the strike force. In the event that they do 
not bring the investigation to the strike force, then 
the United States Attorneys are required to refer it 
to the strik.e force. And in the normal give and take 
on a strike force, the agent will usually know what 
is gohlg on in his district, and he usually brings it to 
the strike force's attention, at which time the strike 
force-if the U.S. Attorney has not brought it 
over-will go to the U.S. Attorney's office and ask 
for it. If there is any question as to who has jurisdic
tion, it is referred back to the Department for a 
decision. 

MR. COOK: I think you indicated that some nar
cotics Title III's ostensibly not involving hard-core 
organized crime figures are reviewed by the Nar
cotics and Dangerous Drug Section. 

MR, JOYCE: That is correct. 
MR. COOK: What division or section is this unit 

a part of? 
MR. COOK: That is a section in the Criminal 

Division. It is a separate section. The Narcotics and 
Dangerous Drugs Section is headed by Mr. William 
Ryan. 

MR. COOK: And under Mr. Ryan, are there at
torneys who review the applications? 

MR. JOYCE: That is correct. 
MR. COOK: Similar to the Special Operations 

Unit? 
MR. JOYCE: That is correct. 
MR. COOK: Do these applications for Title III's 

ever come through the Organized Crime Section 
after review by the Narcotics and Dangerous Drugs 
Unit? 
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MR. JOYCE: Yes. We get copies of all their ap
plications. The original application goes from the 
section to the Deputy Assistant Attorney General. 

MR. COOK: But in terms of the actual approval 
of the request and implementation of the investiga
tion in the field, I take it there are some narcotics 
investigations that are carried on completely inde
pendently of the Organized Crime Section. 

MR. JOYCE: That is correct. 
MR. COOK: Do you follow up on these cases in 

terms of liaison or keep track of what they do? 
MR. JOYCE: No, not particularly. There just 

haven't been that many. The procedure is there for 
it to happen, but there haven't been very many 
going through from DEA to the Drug Section. 
without our approvaL 

MR. COOK: At any rate, it is the purpose and in
tent of the Organized Crime Section to insure that 
any prosecutions of major or significant organized 
crime figures are handled by the statute? 

MR. JOYCE: That is correct; that is correct. 
MR. COOK: Would it be your judgment that the 

training that is acquired by the attorneys who are 
newly joined and assigned to the Special Operations 
Unit, and then, I take it, farmed out to strike forces, 
acquire a special expertise in the handling of Title 
III's? 

MR. JOYCE: Oh, yes. They get special training, 
as I have said. But they get the actual operational 
experience of working with the people in the field 
to put the Title III into its proper form. And when 
they go to the field, they are pretty well ex
perienced in what is a highly technical and precise 
legal operation. 

MR. COOK: Do you have any idea of the per
centage of strike force attorneys, and particularly 
those who handle Title Ill's, who have come up 
through the Special Operations Unit as opposed to 
those attorneys who might join the strike force 
from a U.S. Attorney's office in that same district? 

MR. JOYCE: Well, of the younger attorneys, the 
attorneys that we have hired since we have used the 
Title III's, I'd say it's about 95 per cent of the attor
neys going out to the strike forces have gone 
through that Special Operations Unit. 

MR. COOK: Do you have any idea of approxi
mately how long the typical recruit or new attorney 
will stay with the strike force or section? 

MR. JOYCE: Well, so far we have been very 
lucky. We have had very little turnover among our 
younger attorneys. We have had more turnover 
with our senior attorneys where they gain a reputa
tion in the community and are offered much more 
than we can pay them. But our younger attor
neys-we have been lucky to keep almost all the 
good ones. 



MR. COOK: Do you have any idea of the average 
length of time that the assistant United States attor
ney remains with that office after joining it? 

MR. JOYCE: No. That always depends on the 
area of the country, and it depends upon the 
politics, that is, which administration is in power. In 
some areas when there is a change of administra
tion, there is a change of the entire office. In some 
other areas, the larger offices like Los Angeles, 
Chicago, and New York, there is carry-over from 
one administration to another. 

But that is the exception rather than the rule. 
MR. COOK: A change of administration, in any 

event, does not affect personnel on the strike 
forces; is that correct? 

MR. JOYCE: That is correct. 
MR. COOK: Is it fair as a general statement to 

say that the average strike force attorney remains 
with the Justice Department longer than the 
average assistant United States attorney. Do you 
have any basis on which to make that kind of 
judgment? 

MR. JOYCE: Yes, that is my judgment. I may be 
what you call biased with respect to that, but my 
judgment is that we keep our attorneys longer than 
the U,S. Attorney does. And I think the proof of 
that is that most of our strike force chiefs have 
come up through the ranks of our strike forces. 
Very few of them come in from the outside. 

MR. COOK: So the section has a considerable in
vestment in terms of the expertise which is obtained 
by newly hired attorneys that remain with the sec
tion and, as you say, in some cases go on to become 
strike force chiefs. 

MR. JOYCE: Oh, yes, and I think that is 
reflected in the fact that we handle most of the 
Title III applications, because we do have that ex
perience. And many of the United States Attorneys 
realize they don't have it and ask us to handle Title 
III's for them. 

MR. COOK: Based upon your experience, would 
you say that it would be damaging to the present 
quality of Title III investigations if this authority 
were transferred from the strike forces to the Office 
of the United States Attorney. 

MR. JOYCE: I would say it would be very 
damaging. Again, I have a particular viewpoint 
because of my position, but as r perceive it, the ex
pertise in the field could be wiped out at the end of 
an administration if it was transferred to the United 
States Attorney's office. 

MR. COOK: So in a very real sense you feel, at 
any rate, there is an identity of interest between the 
implementation of Title III and the strike force con
cept. 

MR. JOYCE: Yes. 
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MR. COOK: You stated that the first-line 
reviewers are generally honor graduates-the newly 
hired people? 

MR. JOYCE: That is correct. 
MR. COOK: We have heard testimony during 

this set of hearings that it is an obstacle in some 
sense and slows down the reviewing process to the 
extent that it is necessary to educate these newly 
acquired personnel in Title III procedures which 
are submitted by people who have had experience 
with Title III's in the field. Let me ask you if you 
agree with that assessment? 

MR. JOYCE: Yes. The only way we can train the 
young attorneys is by putting them in to do the 
work, and it does somewhat slow down the review. 

However, the senior ?eople in the unit are very 
capable and we are able to move the Title III's and 
perform the training, which on balance is what we 
should be doing, I think. 

MR. COOK: So the trade-off in terms of lost time 
versus experience gained is necessary and desirable 
from your viewpoint? 

MR. JOYCE: Yes. 
MR. COOK: Staying with the length of the 

review process-and I think you have made clear 
that it is your belief that this is justified and neces
sary-we have had testimony from the personnel in 
the Headquarters Section of the Federal Bureau of 
Investigation that their review process seemingly in
volving a comparable number of layers, If you will, 
takes plac('. in a much shorter time. I think they said 
it was less than two to three days on the whole. 

Has the section ma¢e any efforts to cut down its 
own reviewing time 59, in effect, the affidavit is not 
waiting on the Organized Crime Section judgment 
before implementation? 

MR. JOYCE: Yes, we did. We now require 
logging of the time periods: when the affidavit first 
comes in from the field; when it is first sent forward 
by the attorney; when it is passed on to the Deputy 
Chief; and when it is passed on to the Deputy 
Assistant Attorney General. And by keeping that 
log and setting a five-day limit, five working days, 
on the unit, we have, in fact, speeded up the 
process. And while the senior official from the FBI 
may be. correct, I think in most cases the applica
tion on the affidavit comes over before we have 
finished our review. There are many occasions 
when the application has to wait before going to the 
Attorney General, and it has to wait on the 
memorandum fcom the investigative agency. 

MR. COOK: That raises an interesting question. 
At a previous set of hearings, the Commission 

heard testimony from a strike force chief that he 
did not think the Federal Bureau of Investigation or 
any other investigative agency had a proper func-



tion in making a legal judgment on the sufficiency 
of proper cause in the affidavits and applications. 

Do you think that they perform a needed func
tion, or do you think that this is something that you 
would more or less accommodate them with for 
their own happiness or satisfaction? 

MR. JOYCE: I think it performs a needed func
tion. They always exercise some kind of a judgment 
with respect to proper cause-on search warrants, 
on arrests. Because they make the judgment first 
that there is probable cause for arrest before they 
apply for the warrant. I don't see why they should 
not have their own supervision and discipline ap
plied to their applications and affidavits for a Title 
III. 

MR. COOK: The Organized Crime Section, I be
lieve, based on our studies in the field, is currently 
implementing Title 18, United States Code, Section 
1964, I believe, by the imposition of civil remedies? 

MR. JOYCE: That is correct. 
MR. COOK: It seems to me I recall a law school 

maxim that you cannot enjoin a crime, but ap
parently this is no longer true under the Federal 
Code. Could you give the Commission some idea of 
the advantages and ways in which the Section is 
using this statute in its operations? 

MR. JOYCE: WeIl, the one case, the Cavetto 
case in Chicago, where we utilized it, was a gam
bling case. It was uased upon a Title III, and it 
didn't show the great amount of volume of gam
bling, nor did it have important organized crime 
people in it, and we knew from past experience that 
if we tried the case it would take a long time to try, 
and we probably would get probation from the 
judge at the end of it. 

So rather than go through the criminal process, 
we drew up a temporary restraining order and a 
preliminary injunction and served it on all of the 
defendants, enjoining them from conducting their 
gambling operation. 

After the preliminary injunction was granted, we 
then served notices for the taking of depositions of 
all of the people concerned, and we called them in. 
We had already applied for the right to make an ap
plication to the court to compel their testimony 
under the so-called immunity statute. 

They came in and they refused to testify in the 
deposition, and we took thelYl before the court, and 
the court ordered them to, saying that they would 
be immune from use of their testimony against 
them if they did testify. 

They again refused, and they were all incar
cerated on civil cOI}tempt and they are still in the 
Cook County jail, I believe. 

MR. COOK: How long will they be incarcerated? 
MR. JOYCE: A maximum of 18 months. 

MR. COOK: Or until they purge themselves of 
contempt? 

MR. JOYCE: Until they purge themselves? 
CHAIRMAN ERICKSON: This was based on the 

grand jury. 
MR. JOYCE: This was not a grand jury. This was 

a deposition. And the immunity statute provides 
that even in a grand jury that has a three-year-Iife, 
the maximum sentence can only be 18 months. 

MR. COOK: Do you contemplate the use of this 
apparently effective section in other areas? 

MR. JOYCE: Yes, we do. As a matter of fact, we 
are very delighted with the Seventh Circuit opinion 
in Cavetto and distributed it to all our strike force 
chiefs for use in the appropriate situation. 

MR. COOK: Can you briefly summarize the is
sues that were raised by the defendants in their ap
peal to the Seventh Circuit in that case? 

MR. JOYCE: Well, as I recall, they said that they 
could not be compelled to testify; that the immuni
ty statute didn't apply to a civil proceeding; that 
they couldn't, in a civil proceeding, be forced to in
criminate themselves. 

And maybe Mr. Porcella knows more about the 
issues raised. 

MR. COOK: I take it the deposition proceeding is 
substantially identical to the civil deposition 
proceeding with representation by counsel? 

MR. JOYCE: That is correct. 
MR. COOK: You also mentioned that you had 

had some appellate problems with the naming of 
persons in a Title III warrant, the need to name all 
the persons against whom you had probable cause, 
or if you left some out you left yourself open to 
some kind of judgment of acquittal or suppression. 

Can you describe for the Commission the issue 
that was raised in this case? 

MR. JOYCE: Yes. The statute requires the nam
ing of the people to be overheard, and where in the 
one situation a man's wife, Minnie Kahn, was not 
named in the warrant, the District Court suppressed 
the evidence against her husband because we had 
not complied with the requirement of the statute to 
name all the people we had reason to believe would 
be overheard. And they felt that since the wife-the 
telephone was at the residence-that we had reason 
to believe the wife would be overheard. And it was 
suppressed, but it was reversed. 

MR. COOK: Does the District Court in this situa
tion conduct an evidentiary hearing and make an ex 
post facto judgment upon whom the investigative 
agency should have had probable cause? 

MR. JOYCE: Yes. Invariably in a Title III, we 
have evidentiary hearings. 

MR. COOK: I take it this poses a fairly hard 
judgment for you to make, or at least for the agents 
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to make, on insertion of names in the warrant. On 
the one hand, you would be required to have suffi
cient probable cause against anybody you named, 
at the risk of putting in a name against whom you 
do not have sufficient pIObable cause. 

MR. JOYCE: That is true. And what happened in 
the Kahn situation-we knew that she would be 
overheard, but we didn't know she would be over
heard in gambling conversations. But she was over
heard in gambling conversations, and the court, 
looking at it, said we should have included her 
name. 

MR. COOK: Mr. Chairman, that concludes the 
staff's questions. 

Thank you very much. 
CHAIRMAN ERICKSON: Thank you, Mr. Cook. 
Mr. Porcella, I judge that you may be answering 

some of these questions that I may propound to Mr. 
Joyce. In accordance with the rules of our Commis
sion, would you be sworn as well? 

[Mr. Porcella was sworn by Chairman Erickson.] 
CHAIRMAN ERICKSON: I might ask a few 

preliminary questions. 
I am certain you have seen the report on applica

tions for orders authorizing or approving intercep
tion of wire or oral communications relating par
ticularly to the period from January 1, 1974, to 
December 31, 1974, prepared by the Administra
tive Office of the United States Courts. 

MR. JOYCE: I haven't seen that, no. Mr. Porcel
la has it, as a matter of fact, in front of him. 

CHAIRMAN ERICKSON: Well, I was reviewing 
that, and on Table 7, on page XVI, it points out the 
intercept applications which were authorized. Do 
you have that before you? 

MR. PORCELLA: Is that Arabic or Roman nu-
meral XVI? 

CHAIRMAN ERICKSON: Roman number XVI. 
MR. JOYCE: Yes, we have it in front of us. 
CHAIRMAN ERICKSON: I notice as we look at 

that particular chart that in 1968 the intercept ap
plications which were authorized was 174, and that 
all of those were state applications; that none were 
applied for in the Federal courts. And, of course, 
that is understandable in view of the passage of the 
Act. 

Going on to 1969, there were 301 applications, 
268 of which were state and 33 of which were 
Federal. And I note that of the applications 
authorized, only 30 were installed. Some 33 were 
authorized, but only 30 were installed on the 
Federal level. 

Would you have any idea as to why they weren't 
installed after they were authorized? 

MR. JOYCE: Yes. As happens very often in gam
bling cases, the more sophisticated gambler will 
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move and change his telephone number and move 
his office. And if these were microphone installa
tions, it was probably because they moved their of
fice. If they were telephone installations, it was 
probably because they changed their number 
between the time that we got the probable cause 
and the installation was to be made. That happens 
quite frequently. 

CHAIRMAN ERICKSON: Now, would you be 
able to estimate what percentage of these Federal 
applications were for the purpose of surveilling 
gambling oper:1tions? 

MR. JOYCE: In 1969, the 3D? 
CHAIRMAN ERICKSON: Yes. 
MR. JOYCE: Probably around two-thirds. 
The first one we had dealt with counterfeiting, 

and then we had some good, hard drug cases in the 
beginning. 

CHAIRMAN ERICKSON: In 1970 the number 
increased to 182, and you actually installed 179. 
The state level of applications authorized rose from 
268 to 414, according to the report in 1970. 

And the question I would have would be: As we 
see this increase-and according to the report, it hit 
its high in 1971 for the Federal applications at 
285-could you explain how these figures fall in 
this range or category, the increase from, say, 33 to 
182 and from 182 to 285? 

MR. JOYCE: Well, in 1971 we started what we 
calIed Operation Anvil and what the Bureau calls 
the intensification program, where we asked the 
Bureau to go out and put in as many gambling Title 
III's as they could during the footbaII season in 
order to get a firm analysis of what the gambling 
magnitude was in the country. 

And that intensification program peaked in 1972, 
and they were mostly the gambling cases. 

CHAIRMAN ERICKSON: When did Operation 
Anvil start? 

MR. JOYCE: It started in the football season of 
1971-September '71 through the end of the 
season in March or April of '72. 

CHAIRMAN ERICKSON: And can you tell us 
what this Operation Anvil was? 

MR. JOYCE: WelI, just the intensification of the 
gambling investigations utilizing Title III's.· We 
required that the Bureau-and Mr. Mitchell 
required from Mr. Hoover that the Bureau install 
the Title III's, but serve no search warrants until the 
Title III was analyzed, until the transcripts were 
prepared, and serve no arrest warrants until the 
time the indictment was returned. 

And it was just to get some kind of a figure as to 
how much gambling was going on in the United 
States. 



The only figure I had ever seen before was one 
that I was instrumental in establishing, and that was 
in 1961 when we had .T'iretaps from New York 
State. And the only way we could get any kind of a 
national figure was to take the population of the 
area covered by the New York State Investigation 
Commission, the amount of gambling conducted 
there as shown by the wiretaps, and multiply it by 
the proper multiple to extract it for the United 
States. 

CHAIRMAN ERICKSON: So the purpose was to 
find the scope of national gambling? 

MR. JOYCE: Yes. Everybody was gambling. 
Everybody was speculating as to how much gam
bling there was going on in the United States, and 
nobody knew. But this would give us a hard-core 
figure for that football season. 

And it turned out that of 100 operations that 
were investigated during that Operation Anvil, they 
had a gross h'.indle of $1.5 billion. And we esti
mated that we probably only got about anywhere 
from 2 to 5 per cent of the action in the United 
States in those 100 operations. And if you use that 
multiplier, you have something on the order of 
anywhere between $35 billion or $60 billion a year 
in the hands of gamblers. 

CHAIRMAN ERICKSON: As you know, many of 
the critics of Title III have claimed that these Title 
III intercepts have been used to impede small gam
bling operations at great expense to the government 
and without really making any penetration into or
ganized crime or any real change in the law en
forcement picture. 

I think you have probably seen some of the 
materials that have been written in that regard. 

MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: What would be your 

answer to that? 
MR. JOYCE: Well, my answer is that we have 

penetrated organized crime activities. Our analysis 
of Anvil-now, this was done by going over all of 
the tapes and reviewing all of the conversations that 
were taken on Title III. 

Our estimate is that 43 per cent of those opera
tions were, in fact, run by or owned by hard-core 
organized crime personnel; and that practically all 
the operations had some kind of dealings with or
ganized crime. That is, they were either getting line 
information through organized crime channels or 
laying off to organized crime people. 

And we haven't had another Operation Anvil 
which we will have to do sometime soon so we can 
find out what the volume of gambling is today, as 
opposed to what it was in '71 and '72. 

CHAIRMAN ERICKSON: In your opinion was 
the operation a success? 

MR. JOYCE: Oh, an unqualified success, 
because now for the first time we have had a hard 
sampling of the gambling activity in the country, 
and we could make our estimates based upon that 
firm sampling, which we never had before. 

CHAIRMAN ERICKSON: In your opinion, did 
the results of this make any inroads into organized 
crime? 

MR. JOYCE: Oh, yes. It made inroads insofar as 
it forced the moves. When we first started in 
Operation Anvil, we could see that there was some 
little activity in Las Vegas, but that most of the ac
tivity was around the country. And our informant 
information and all the other hard information we 
get now shows that most of the lay-off in the United 
States goes into Las Vegas. 

So we have had the effect of making a move-of 
the main lay-off bookmakers making a move from 
the local areas into Las Vegas. 

CHAIRMAN ERICKSON: Did any prosecutions 
come about by reason of these taps? 

MR. JOYCE: Oh, yes. I think there were 250 
convictions obtained in the hundred operations that 
we penetrated. 

CHAIRMAN ERICKSON: What percentage of 
these prosecutions would have been of major or
ganized crime figures as contrasted to the local 
bookmaker or the person that has a small gambling 
operation? 

MR. JOYCE: Well, we didn't go into any real 
small gambling operations, although some of them 
have been characterized that way, as "Mom and 
Pop" operations. One particularly in Oklahoma was 
characterized as a "Mom and Pop" operation. He 
and his wife were handling it, but the man was one 
of the major bookmakers in the U.S. 

CHAIRMAN ERICKSON: This "Mom and Pop" 
operation, as denominated, was not in your opinion 
properly designated in that way? 

MR. JOYCE: It certainly was not. There aren't 
very many "Mom and Pop" gambling operations, 
because, first of all, a bookmaker in order to make 
a living has to have a high volume of bets. The 
average sports bookmaker works on a percentage 
of 4.5 per cent profit, and you can see that in order 
to even keep a "Mom and Pop" going, you have to 
have a private high volume business. And in order 
to maintain your operation for harassment by law 
enforcement officers, in order to pay for the ser
vices that you need, that is, in order to payoff and 
get the late line information, you have a large over
head that has to be paid from this small margin of 
profit. 
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CHAIRMAN ERICKSON: Without benefit of 
legislation of the type set forth in Title III, would it 
have been pm:sible to determine what the scope uf 
national gambling operations was? 



MR. JOYCE: No, it would not. We have tried in 
the past, but without the Title III you don't get the 
hard information. 

You may, in one bookmaking operation, recover 
the week's records with a search warrant. In 
another operation you may reco~er, say, two 
months. In another operation, you may not recover 
anything. 

The only way you can get and retain the actual 
volume of betting conducted by a bookmaker is 
through an intercept, either a microphone installa
tion or a telephone. 

CHAIRMAN ERICKSON: Well, prior to the time 
that Title III was passed, the Department of Justice, 
the Federal Bureau of Investigation, was operating 
under the proscriptions of the Federal Communica
tions Act, particularly Section 605 thereof, which 
was interpreted to mean intercepting and not 
divulging. 

So prior to this you could have, using your De
partment interpretation, intercepted as many calls, 
but the only prohibition would have been against 
using that information in evidence. . 

Isn't that correct? 
MR. JOYCE: Well, that was the feeling of some, 

but nobody in the Department ever suggested that 
we tap the bookies. As a matter of fact, even where 
the IRS was only using pen registers, we lost in the 
court, and the evidence was suppressed. 

And we have been pressing for wiretap legislation 
ever since 1961. 

CHAIRMAN ERICKSON: The point I am trying 
to make is: There was the interception of conversa
tions under the interpretation of Section 605 before 
that time, so this did occur and it did occur in the 
Las Vegas area, did it not? 

MR. JOYCE: I know of no wiretaps conducted 
by the Federal investigative agencies in the Las 
Vegas area prior to the enactment of Title III. You 
are probably talking about the installation of 
microphones. 

CHAIRMAN ERICKSON: Well, there were in
stallations of microphones. 

MR. JOYCE: That is the only illegal surveil
lance-so-called illegal suveillance-that was con
ducted by the Federal investigators. I personally 
feel that that was one of the greatest coun
terespionage operations against organized crime 
ever conducted. 

CHAIRMAN ERICKSON: That was the effort to 
ascertain the skimming operations that were going 
on at Las Vegas? 

MR. JOYCE: That is correct. 
CHAIRMAN ERICKSON: Now, in connection 

with that investigation, there were these bugs in
stalled. And the reason that they were installed is 

897 

that it was impossible to determine what the skim 
was. 

MR. JOYCE: What the skim or the activities, the 
other activities of the people who were considered 
to be organized crime targets. 

CHAIRMAN ERICKSON: And there was some 
information that would indicate there was some 
concert of action between the various hotels. 

MR. JOYCE: Oh, yes. 
CHAIRMAN ERICKSON: To the effect that the 

skim would even be a particular percentage on a 
particular night. 

MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: And that was relayed 

to the various hotels through a particular public 
telephone; is that not correct? 

MR. JOYCE: That may very well be. I am not 
aware of all the details. 

CHAIRMAN ERICKSON: But without the use of 
these intercepts, even though they were charac
terized as illegal, it would have been impossible to 
determine the extent of this conspiracy. 

MR. JOYCE: That is correct. 
CHAIRMAN ERICKSON: Or the skim? 
MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: And at least there has 

been an inference from time to time that that might 
have been organized crime. 

Was that such an operation in your mind? 
MR. JOYCE: Oh, no question. 
CHAIRMAN ERICKSON: And there was some 

indication they were acting in concert? 
MR. JOYCE: No question in my mind about that 

either. That has been confirmed by Title III's. 
CHAIRMAN ERICKSON: Was it large? Was the 

operation such that it involved more than one hotel 
or more than one casino? 

MR. JOYCE: Yes, it involved a number of them, 
and it still does, as a matter of fact. . 

CHAIRMAN ERICKSON: What is skimming? 
MR. JOYCE: Skimming is the taking from the 

casino the money that is earned in the gambling 
operation prior to accounting for the winnings in a 
taxable form. It js taking non-taxed money out of 
the casinos. 

In the early '60's, they'd take it right out of the 
count house. That is, when they'd take the drop 
box which contains aU of the cash used at the table 
back into the count house to count it, the owners 
would stuff the money in their pockets and walk 
out. 

CHAIRMAN ERICKSON: Was that referred to 
as "black money?" 

MR. JOYCE: It may well have been. 
In one of the cases that Mr. Loewy handled, 

there was over a million dollars a year coming out 
of one casino. 



The way they did it was they had 11 tables, and 
they had three shifts, so they would take out $100 
per shift per table when they were counting, which 
comes to $3300 a day, $100,000 a month, $1.2 mil
lion a year. And that was being taken down to 
Miami every month. 

All it takes is two chips off the table to mount up 
to that vast amount of money. 

CHAIRMAN ERICKSON: And the surveillance 
activity that was involved was the installing of 
microphones or bugs in certain of the casinos? 

MR. JOYCE: That is correct. 
CHAIRMAN ERICKSON: And there was a 

recording made of everything that occurred in par
ticular-

MR. JOYCE: I am not sure that it was always 
recorded. 

CHAIRMAN ERICKSON: During particular 
hours? 

MR. JOYCE: It was listened to. 
CHAIRMAN ERICKSON: It was listened to and 

some of it was recorded, and recordings were done 
at the FBI Headquarters there in Las Vegas? 

MR. JOYCE: Yes. I am not sure now it was at 
the FBI Headquarters. 

CHAIRMAN ERICKSON: I think it was under 
the name of Wilbur Clark and Associates, Inc. 

MR. WESTIN: Mr. Chairman, I think there was a 
leased premise called the Henderson Novelty Com
pany. 

MR. BLAKEY: But the address was the FBI of
fice. 

MR. JOYCE: I don't know why I am answering 
the questions. You seem to know more about it 
than I do. 

[Laughter.) 
CHAIRMAN ERICKSON: The material at that 

time, even if this was an illegal bug-as long as it 
was intercepted, but not divulged-did not con
stitute a violation of Section 60S? 

MR. JOYCE: Section 605 did not apply, because 
it was not a telephone. 

CHAIRMAN ERICKSON: Right. 
And so as far as being in violation of any law, at 

that time it did not violate any law? 
MR. JOYCE: WeH, it violated the Fourth 

Amendment. 
CHAIRMAN ERICKSON: Oh, yes, but apart 

from the one opinion of the Supreme Court of the 
United States suggesting that there might be a civil 
remedy for violation of the Fourth Amendment, 
there was no violation of any criminal statute, such 
as now would exist if you operated in violation of 
the provisions of Title III. 

MR. JOYCE: Well, some of the installations were 
made through a technical trespass. 

CHAIRMAN ERICKSON: Right. 
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MR. JOYCE: And without an authorization to 
make such a trespass, inherent as it is in Title III, 
there was probably a violation of some state 
statutes. 

CHAIRMAN ERICKSON: Yes, I am aware of 
that. But there was no Federal violation. If there 
was a violation it was of state statute or state law. 

MR. JOYCE: That is correct. 
CHAIRMAN ERICKSON: The reason for that is 

to point out that now that we have Title III there 
are more protections against any illegal surveillance 
accorded than there were prior to the enactment of 
Title III. 

MR. JOYCE: Well, that is correct, except for the 
period from '65 on where all of the so-called il
legals were terminated-from '65 to the enactment 
of Title III. 

But now, the rights of the people who might be 
surveilled are much more closely protected than 
they were before. 

CHAIRMAN ERICKSON: Because you have 
these series of procedures that must be followed? 

MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: Now, one of the other 

points that goes directly into this is the fact that as 
the procedures existed prior to the enactment of 
Title III, the electronic surveillance techniques that 
were available to investigating authorities changed 
from Attorney General to Attorney General, and in 
different Department interpretations; isn't that cor
rect? 

MR. JOYCE: Well, if you are talking about the 
intelligence, the security taps, that probably did 
change from Attorney General to Attorney 
General. But aside from those taps, which we have 
always considered to have been legal, I don't know 
of any Attorney General-

CHAIRMAN ERICKSON: Well, each Attorney 
General took a position. Ramsey Clark took one 
position on wiretapping and electronic surveillance. 

MR. JOYCE: He took it on Title III, as a matter 
of fact. 

CHAIRMAN ERICKSON: Yes, but prior to that, 
other Attorneys General took positions as well. 

MR. JOYCE: Well, under Attorney General Ken
nedy we were pressing for wiretap legislation. We 
wanted the authority to do it. r don't know of any 
Attorney General who ever authorized any wiretaps 
other than in the internal security field. 

CHAIRMAN ERICKSON: And in the internal 
security field, each one did express different 
opinions, or they changed from time to time with 
different Attorneys General. 

MR. JOYCE: I am not aware of that. I have no 
awareness of what their feelings were with respect 
to internal security wiretaps. 



CHAIRMAN ERICKSON: Wen, going on to this 
chart, if I may, without belaboring this, we hit the 
high on the taps in 1971 with the 285 taps. . 

In 1972, the state went up again to 649, but the 
Federal intercepts were reduced to 206-OT the 
authorized intercepts. Could you explain that? 

MR. JOYCE: Well, I don't know why the state 
rose, but ours went down because it was winding 
down. 

CHAIRMAN ERICKSON: On Operation Anvil? 
MR. JOYCE: Operation Anvil-the concentra

tion on the gambling operations, gambling inter
cepts. 

CHAIRMAN ERICKSON: Now, in the period 
1971-1972, what percentage of those would have 
been gambling intercepts or authorized intercepts? 

MR. JOYCE: Just giving a guess, I'd say about 75 
per cent of them were for gambling. 

CHAIRMAN ERICKSON: What type of crime 
would be involved in the other intercepts? 

MR. . JOYCE: Loansharking, drugs, counterfeit
ing, fencing. 

CHAIRMAN ERICKSON: Is there any connec
tion between organized crime and loansharking? 

MR. JOYCE: Oh, very much so; very much so. 
CHAIRMAN ERICKSON: Is that tied into gam

bling? 
MR. JOYCE: Very often it is a direct result of 

the gambling losses. 
CHAIRMAN ERICKSON: In 1973, the reduction 

went down an the way to 130. Is there an explana
tion for that? 

MR. JOYCE: Well, I think there was a "wait and 
see" attitude on the part of the investigative agen
cies, to see what was going to happen with our 
court problems with respect to the authorizations in 
the Giordano and Chavez cases. 

And as you know, there was a lot going on during 
that period of time. 

CHAIRMAN ERICKSON: Has Watergate had 
any influence? 

MR. JOYCE: I think it has probably influenced 
the entire government in some fashion or other. 

CHAIRMAN ERICKSON: In 1974 there were 
only 121. And this ties into the same picture. 

MR. JOYCE: That is right. 
CHAIRMAN ERICKSON: The reason for these 

questions is to ask if Title m was ineffective and if 
that was one of the reasons that there was a reduc
tion. 

MR. JOYCE: Oh, no. Nothing could be further 
from the truth. Title III was extremely effective. It 
has been effective in all of the investigations that 
we have used it in. It is an invaluable tool. I don't 
think we could do as much as we have done in the 
organized crime field without it. 
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CHAIRMAN ERICKSON: Have conviction per
centages gone up in those cases where Title III in
tercepts have been received in evidence? 

MR. JOYCE: Oh, yes. As a matter of fact, in 
pleas, too. We just had a recent case in California 
where the boss, the underboss, a cappo, and two 
members pleaded gUilty to a violation of 18 U.S.C. 
1962, because of the installation of a 
microphone-and also turned an informant. But the 
informant was turned also because of the installa
tion of the microphone. 

CHAIRMAN ERICKSON: For the purpose of the 
record, what is Title 18 U.S.C. 1962? 

MR. JOYCE: That is the infiltration of legitimate 
business. It is called the RICO statute, which I think 
is very appropriate for an organized crime 
acronym. 

CHAIRMAN ERICKSON: The technical name 
for RICO is the Racketeer Influence on Corrupt 
Organizations Act? 

MR. JOYCE: That is correct. 
CHAIRMAN ERICKSON: In your experience 

with the use of this statute, do juries react favorably 
to the receipt of this evidence, or are they adverse? 
Do they turn it down just because of the fact that 
it's a private conversation which was being inter
cepted? Or do they generally receive it? 

MR. JOYCE: I don't have any first-hand 
knowledge. I have never tried a Title III case 
myself. But I haven't heard anybody complaining 
that the jury was turned off, particularly when the 
agent is a clean-cut FBI agent who explains the in
stallation, and then they start playing the tapes and, 
as usually happens, the defendants start being 
cowed by their own voices coming over. 

CHAIRMAN ERICKSON: One of the defense 
lawyers that testified before suggested that the ju
ries love it, that they receive it, and convictions are 
nearly a certainty. Is that an overcharacterization? 

MR. JOYCE: No, I can't recall having lost any 
good cases where we have had Title III's, except 
where we lost them on pretrial motions. As a 
matter of fact, probably one of the best Title III in
vestigations we ever had was really Mr. Cook's in 
Detroit, where they had the Anchor Bar Case. It 
was suppressed because of the authorization 
problem. 

CHAIRMAN ERICKSON: In your opinion, the 
strike force concept is definitely tied into Title III? 

MR. JOYCE: Oh, yes, I think they go hand in 
hand; they were just made for each other. 

CHAIRMAN ERICKSON: It would be a major 
error to change the strike force cOi.cept? 

MR. JOYCE: I think it would be a major error to 
change the strike force concept without Title III in 
any event, but this adds more weight to the argu-



ment for keeping the strike force, that is, that the 
strike force is so appropriate a vehicle for the in
stallation and the conduct of Title III investigations. 

CHAIRMAN ERICKSON: Now, from your ex
perience in dealing with organized crime-and I 
judge from what you have said that there is a tie-in 
between organized crime and gamblers-would it 
be possible to adequately surveil any of these 
operations without the benefit of the Title m provi
sions? 

MR. JOYCE: It can be done, but not as well. It 
could be done by infiltrating the gambling. It could 
be done by getting the probable cause and watching 
the telephone toll records and making raids. But it 
is on a hit-or-miss basis. It is not as certain as the 
Title III installation is of getting the proof of the 
crime. 

CHAIRMAN ERICKSON: Even if you went that 
route, would it be possible to determine the exact 
extent of what did occur in the commission of the 
crime? 

MR. JOYCE: No, it would not. It would be very 
difficult to prove the case, particularly in a i 95 5, to 
show a volume of at least $2,000. 

CHAIRMAN ERICKSON: What is 1955, for the 
record? 

MR. JOYCE: That is the basic gambling statute 
that gives the FBI jurisdiction to investigate gam
bling without the necessity of having interstate 
operations. 

CHAIRMAN ERICKSON: In dealing with these 
statutes, is the immunity statute tied in in any way 
to the use of Title III in combatting the crime 
problem? 

MR. JOYCE: Oh, yes. As I explained, particu
larly in the Cavetto case, we probably, without the 
immunity statute, couldn't have forced those peo
ple to the depostion. They just would have taken 
Five. 

CHAIRMAN ERICKSON: In your experience, 
have there been occasions from time to time when 
a simplified procedure would have been of value to 
you in obtaining wiretap information? 

MR. JOYCE: Yes, there have been occasions. 
And in some of those occasions, the strike force at
torney went to the state and asked the state to in
stall them because they could do it quicker. 

But in the vast majority of the situations, a more 
streamlined, but less carefully reviewed procedure, 
I think, would be counterproductive. 

CHAIRMAN ERICKSON: Has your office ever 
used the emergency provisions? 

MR. JOYCE: No. 
CHAIRMAN ERICKSON: Is there a reason 'for 

that? 

MR. JOYCE: The Attorney General has refused 
to authorize them. Each Attorney General has 
refused to authorize anybody to conduct the emer
gencies. 

CHAIRMAN ERICKSON: Has any application 
ever been made for permission to use the emergen
cy? 

MR. JOYCE: No, the guidelines have just been 
established that they will not be. 

CHAIRMAN ERICKSON: Do you feel that 
which we would portray as a cumbersome 
procedure, with the many steps that have caused 
some of your men to go to the state level to get 
more prompt action, are necessary at the Federal 
level? 

MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: And you don't quarrel 

with that? You don't think any simplifications or 
improvements could be made in the statute? 

MR. JOYCE: No, I think the review we make is a 
responsible review, and I think it ought to continue. 

CHAIRMAN ERICKSON: Just a few other 
questions on consensual taps. 

Those are essential, are they not? 
MR. JOYCE: Pardon? 
CHAIRMAN ERICKSON: Consensual taps, jf 

you will, or the use of a body wire on a person for 
the purpose of determining what the actual conver
sation is-do you feel that is an invasion of privacy? 

MR. JOYCE: Well, if it is, I don't feel it is an un
reasonable invasion of privacy. It is usually used in 
order to catch somebody who is going to inculpate 
himself in the commission of an offense. And I 
think really all it is is for the courtroom. Because 
the man who wears the body microphone can al
ways testify with respect to the substantive conver
sation. But he may be impeachable; he may have a 
record; he may just not be a credible witness. 

CHAIRMAN ERICKSON: And it is putting it in 
concrete so it can't be changed. 

MR. JOYCE: Yes. 
CHAIRMAN ERICKSON: And that is of value? 
MR. JOYCE: It is of very great value, being able 
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to corroborate a witness who may be part of the 
original crime. 

CHAIRMAN ERICKSON: Has this been necessa
ry on occasion even for protection purposes of law 
enf~rcem.<:?nt persons? 

MR. JOYCE: Yes; yes, particularly where the 
agent or the informer is going into a room by him
self with these people that he is dealing with. It is 
important for the surveillors to know what is hap
pening in that room. 

CHAIRMAN ERICKSON: I am deeply indebted 
to you for your testimony, Mr. Joyce. I will now 
turn the questioning over to other members of the 
Commission. 



Professor Blakey. 
MR. BLAKEY: Could I clarify a couple of points, 

Mr. Joyce. You indicated young honor graduates 
go into the Special Prosecution Units? 

MR. JOYCE: That is right. 
MR. BLAKEY: Are honor graduates still being 

hired in the Organized Crime Section? 
MR. JOYCE: Yes. 
MR. BLAKEY: Without prior experience? 
MR. JOYCE: Yes. 
MR. BLAKEY: It had been my understanding a 

recommendation was made as a result of the strike 
force study that there be some experience criteria 
applied to people being hired in the Organized 
Crime Section. 

MR. JOYCE: Well, that's fine if you get the ap
plicants. And when we do get people with Federal 
criminal experience, we do hire them for the strike 
force program. 

But we have a necessary input into our program. 
We have 162 attorneys. And we have some of them 
leaving almost every day. And we have to hire. So 
the only place where we can get them is either from 
the honor graduates or from the JAG Corps. And 
that is where we procure most of our attorneys. 

MR. BLAKEY: So I understand that the recom
mendation is really now a preference for ex
perienced people? 

MR. JOYCE: Yes. We will take them if we get 
the applications. 

MR. BLAKEY: You testified earlier that most of 
the lay-off business has moved from other areas in 
the country into Las Vegas? 

MR. JOYCE: That is correct. 
MR. BLAKEY: Is the lay-off business 10 Las 

Vegas legal or illegal? 
MR. JOYCE: Both. 
MR. BLAKEY: Would you explain what you 

mean? 
MR. JOYCE: Well, it is not a violation of Nevada' 

law for a legal bookmaker to take lay-off bets as 
long as he pays the Nevada tax. But there are a lot 
of them who are not paying the Nevada tax. 

MR. BLAKEY; How are the communications 
relayed from say, Chicago, to Las Vegas? 

MR. JOYCE: Many times pay phone~ to pay 
phone. 

MR. BLAKEY: Wouldn't that relay from 
Chicago to Las Vegas be a violation of Title 18 
U.S.C 1084? 

MR. JOYCE: Oh, yes, they are violations of 
1084. 

MR. BLAKEY: So the lay-off business being con
ducted in Las Vegas is, insofar as it involves in
terstate communications, illegal? 
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MR. JOYCE: Yes. It is probably a violation of 
both 1952 and 1084. That is, it's a violation of the 
gambling statute-

MR. BLAKEY: Would you explain how the busi
ness being operated in Las Vegas is legal? 

MR. JOYCE: It is legal under state law, even 
though it violates federal law. That is the distinc
tion. 

MR. BLAKEY: There was some confusion on 
that point. 

At the time the microphone surveillance was 
being conducted from the late 1950's through July 
of '65, was there, during that period of time, some 
discussion within the Dt::partment as to the legality 
of the microphone surveillance? Am I correct that 
there were instructions given from the Attorney 
General to the FBI that some of that microphone 
surveillance was lawful? 

MR. JOYCE: 1 am not aware of that. 
MR. BLAKEY: Maybe I should back up and ask 

you this question: Are you familiar with the course 
of communications that took place between the At
torney General and the FBI from the period, say, 
1955 through July of 1965, discussing the legality 
of wiretapping and the legality of microphone sur
veillance in the areas of domestic surveillance, in
ternational surveillance, and organized crime, in
sofar as it would fall whhin either of those two 
categories? 

MR. JOYCE: No, I am not very aware of it. 
MR. BLAKEY: So if we really wanted to pursue 

the perceptions both in the Bureau and the Depart
ment itself as to whether it is lawful or unlawful, we 
would need another witness. 

MR. JOYCE: You certainly would. As a matter 
of fact, I think you'd probably be the best. 

[Laughter.) 
MR. BLAKEY: Mr. Joyc~, you indicated that 

you have been in the Organized Crime and 
Racketeering Section, actively involved in prosecu
tion and aware of the general intelligence picture 
available to the Federal Government since about 
1961. Obviously, I can't ask you to quantify, but 
would you give us your best estimate, professional 
judgment, as to whether the organized crime pro
gram of the Federal Government has had an im
pact, turning the corner, or no impact at all, on the 
organized crime situation? 

MR. JOYCE: I think it's had a severe impact on 
the organized crime picture, particularly on the 
hierarchy. 

In Chicago, there is just nobody around who ap
parently is willing to take over running the business. 

MR. BLAKEY: How about in New England? 
MR. JOYCE: New England, the same way. Until 

Patriarca got out of prison just recently, they were 
in complete disarray. 



MR. BLAKEY: What is the situatiC'~. 1n New 
York? 
, MR. JOYCE: Well, the Columbo family is in 
pretty bad shape, and we haven't had as hard an 
impact in the New York area as we have had el
sewhere, mainly becau::e the problem is so much 
greater in New York than it is any other place. 

MR. BLAKEY: What about in ;-. ew Jersey? 
MR. JOYCE: We have had a severe impact on 

the DeCalvacante family. 
MR. BLAKEY: DeCalvacante was convicted as a 

result of a wiretap; is that correct? 
MR. JOYCE: That is right. 
MR. BLAKEY: Could you give us an estimation 

of what happened to his family in its other, non
gambling, activities as a result of his indictment and 
conviction? 

MR. JOYCE: No. 
MR. BLAKEY: The question I am asking is: Do 

gambling prosecutions against organized crime 
leaders-and I am speaking about the LCN-have 
an impact on their non-gambling activities? 

MR. JOYCE: They necessarily have an impact. 
That is, if the leader is engaged in either trial or is 
incarcerated, it slows down the activities-all the 
other activities. If the gambling money isn't 
forthcoming, then it is hard to bankroll his family, it 
is hard to pay for the protection he needs in order 
to conduct his operations, it is hard to pay his over
head for the other activities SUl:h as narcotics. 

MR. BLAKEY: Woulfin't he have money availa
ble from narcotics or fencing to bank roIl his activi
ties? 

MR. JOYCE: He may have some, but he really 
needs the bankroll from the gambli~lg in order to 
buy the narcotics. 

MR. BLAKEY: I thought narcotics was a very 
lucrative activity? 

MR. JOYCE: It is. 
MR. BLAKEY: Isn't there enough money 

generdted in narcotics to finance itself? 
MR. JUYCE; That is not our perception, no. 

That is, it may be able to finance the narcotics 
purchase initially, but the ongoing expenses of pay
ing each of the members, paying the police-

MR. BLAKEY: If narcotics'do~sl1't pay for itself, 
why do they do it? 

MR. JOYCE; It is not self-supporting. That is my 
point. 

MR. BLAKEY: If it is not self-supporting, why 
are they in it? 

MR. JOYCE: Because it does add income and it 
does help carry. 

MR. BLAKEY: If ft adds income, then it is not 
only self-supporting, it is more tLan self-supporting. 
You don't get income from something that has l:cst 
in excess of its income. Am 1 right? 

MR. JOYCE: We are talking about two separate 
points. I am saying that the narcotics-organized 
crime narcotics-is not sufficient to accumulate the 
money needed to purchase the narcotics. and also 
to pay the money to the members, the sglary that 
they are paid and to pay for all the other overhead 
that the organized crime would have. 

MR. BLAKEY: You mean overhead in non-nar
cotics areas? 

MR. JOYCE: That is right. 
MR. BLAKEY: You have testified, Mr. Joyce, 

that you were in the program both before Title III 
and after Title III, both before strike force and af"r 
strike force, 

Am I correct that there were attorneys in the 
field acting in a quasi-strike force capacity before 
they were formally established? 

MR. JOYCE: Oh, yes, yes, there were. 
MR. BLAKEY: Could you make a relative 

judgment of how effective those attorneys were in 
the field operating without the wiretap authority as 
compared to how effective they are now with it? 
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You have seen some of the same people-not dif
ferent in the way they get up in the morning and 
the way they go to work-operate against the same 
kind of investigative problem, once with wiretap 
and once without. In which situation are they more 
effective? 

MR. JOYCE: I think it's clear that we are more 
effective with the wiretap than we were before
hand. We weren't completely ineffective. 

MR. BLAKEY: Attorney Gelieral Ramsey Clark 
has testified that his organized crime program 
without wiretapping was just as effective as it might 
be. Would you agree with that opinion? 

MR. JOYCE: Oh, no. I would not. 
MR. BLAKEY: Were you a member of his or

ganized crime program? 
MR. JOYCE: I certainly was. We are seeing the 

effect every day of the installation of microphor.cs 
under Title III and installation of telephone taps, 
particularly on the hierarchy of organized crime, 
and back before the use of the wiretaps there was a 
lot of talk about the insulation of the bosses; that 
they are completely insulated, you'd never be able 
to penetrate them; that they don't get involved in 
the operations. And we are learning that it is just 
not true. We are hearing the Zerillis and the 
Columbos, and we are seeing their intricate in
volvement in the gambling and narcotic investiga
tion. 

MR. BLAKEY: During the period of around July 
of 1965, are you familiar with the study that was 
conducted by Cary Parker in the Criminal Division 
of a series of illegal surveillances? 

MR. JOYCE: I heard that-no, I am not familiar 
with the det::1ils of the study. 



MR. BLAKEY: Attorney General Ramsey Clark 
in July of 1973 testified before the Justice and 
Legal Affairs Standing Committee of the Canadian 
House (.. Commons-and I am quoting from his 
statement at that time, Issue No. 21, page 10: 

"The idea that wiretapping is effective against or
ganized crime is (material omitted) wrong-headed 
in my judgment. (material omitted.) 

"I had an examination made of 12 bugs that had 
been installed on alleged mer.lbers of organized 
crime. They were in place an average of nearly two 
years each, and grown men, professional police, 
supposedly agents of the FBI, sat 24 hours a day, 
seven days a week, 365 or 366 days a year, waiting 
for someone to say something that they should not 
say. " 

Attorney General Clark left the Canadian Parlia
ment committee with the impression that that il
legal surveillance that was conducted in the period 
between the late 1960's and the middle of 1970's 
simply got Hothing. 

Are you familiar with the product of that surveil
lance? 

MR. JOYCE: I am familiar with the product of 
some of the surveillance, yes. And if we could have 
used the evidence obtained on those so-called il
legals, we could have decimated organized crime, 
particularly in Chicago. 

MR. BLAKEY: In your professional judgment, is 
Clark's estimation of those illegals correct? 

MR. JOYCE: No, it is not correct. And I can't 
imagine any better evidence to use in a conspiracy 
involving organized crime people than their very 
own words, particularly when they have a feeling of 
safety and they are being candid with each other. 

MR. BLAKEY: Mr. Clark also testified before 
the Canadian House of Parliament, Issue No. 21, 
page IS-and he is having reference now to the 
Mitchell problem, and he says that the prosecutions 
apparently lost because of the Mitchell issue "could 
have gone forward without the wiretapping. They 
did not T1 .. ,ed it but they had it in there and they 
messed up good cases." 

In your judgment, could any of the reported 600 
cases that may be lost because of the Mitchell issue 
have been made without wiretapping? 

MR. JOYCE: Some of them could have been and 
so we are making them, that is, where we had 
enough evidence to go against some of the people. 
But certainly-

MR. BLAKEY: So some of those cases are being 
saved? 

MR. JOYCE: That is right. 
MR. BLAKEY: As to some of the people? 
MR. JOYCE: As to some of the people. 
MR. BLAKEY: But not all of the people? 
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MR. JOYCE: Oh, no. We have lost a great deal 
through that Giordano problem, and they could not 
have been made otherwise. 

MR, BLAKEY: And it is your testimony as to 
some of the cases, that nothing is being saved? 

MR. JOYCE: On the vast majority, nothing is 
being saved. 

MR. BLAKEY: Would you agree with Attorney 
General Clark's judgment that you could have done 
all that without wiretapping anyway? 

MR. JOYCE: No. And the best example is that 
Anchor Bar case where 18 police officers were in
dicted because of the installation of the television 
camera and the microphones. We couldn't have in
dicted any of them on the evidence that we had, ab
sent the wiretap. 

MR. BLAKEY: When Mr. Clark was Attorney 
Genera.!, did the Organized Crime Section commu
nicate with him as to what was going on and what 
was happening? 

MR. JOYCE: Oh, yes. He got daily reports, as 
our procedure, on everything that was occurring. 

MR. BLAKEY: Did you see those daily reports? 
MR. JOYCE: I saw the ones that-during that 

time my assigned area was Ohio, and I sawall of 
the ones that dealt with Ohio, yes. 

MR. BLAKEY: Were you generally familiar with 
what was in the other reports? 

MR. JOYCE: Oh, yes. 
MR. BLAKEY: Was there anything in the reports 

provided by the section to Mr. Clark that could 
have led him to make these public judgments as to 
the ineffectiveness of wiretapping? 

MR. JOYCE: No .. ~ can't imagine anybody in a 
responsible position in the Organized Crim~ Sec
tion saying that. 

MR. BLAKEY: I obviously cannot ask you what 
Ramsey Clark thought. But I can certainly ask you 
as to what communications came up from the Or
ganized Crime Section of which you were aware 
that could have led him to reach this judgment. 

In short, the question I am asking you is: Is there 
anything the Organized Crime Section gave to him 
that could have justified this public position that he 
took then and is taking now? 

MR. JOYCE: No, the genera! feeling in the Sec
tion was that he was wrong. 

MR. BLAKEY: I have no further questions. 
CHAIRMAN ERICKSON: I think we'd better 

take a break at this time. 
We'IJ take a five-minute recess. 
[Whereupon, a short recess was taken.) 
CHAIRMAN ERICKSON: May we proceed. 
Judge Shientag is going to be forced to leave. I 

.• Il be willing to waive our order-
MS. SHIENT AG: No, not at all. r am not forced 

to leave. I will wait my turn. 



CHAIRMAN ERICKSON: Professor Westin. 
MR. WESTIN: Mr. Joyce, you testified, if I un

derstood you correctly, that about 75 per cent of 
the Title III interceptions the Chairman was asking 
you about from the list dealt with gambling cases; is 
that correct? 

MR. JOYCE: That is my gut reaction. 
MR. WESTIN: You also testified that based on 

the information learned from these Title III inter
ceptions, you estimated somewhere between, as I 
heard it, $35 billion and $60 billion was being han
dled by organized crime nationally, as you extrapo
lated from the Title III wiretaps, a year; is that cor
rect? 

MR. JOYCE: That is correct. 
MR. WESTIN: Who is doing this gambling? Who 

provides the $30 billion and $65 billion that is 
being handled? 

MR. JOYCE: It depends on what type of gam
bling it is. A lot of the numbers activity comes from 
the ghetto areas in the major cities. 

I guess there is almost a complete cross-section 
of the United States with respect to who is gam
bling. 

MR. WESTIN: Have you ever tried to develop a 
figure as to how many Americans are gambling, 
ranging all the way from numbers to the middle
class and upper-class gambling on football pools? 
Have you ever tried to figure out what percentage 
of the American public is committing crimes daily 
in gambling? 

MR. JOYCE: Well, I llm not sure that the gam
bIer com:nits a crime when he gambles the way the 
professional does when he accepts the wagers. In 
most states it is not a crime to make a bet; it is a 
crime to be in the business of accepting bets. 

MR. WESTIN: Let me try to change my 
question: Have you tried to make an estimate of 
how many Americans are involved in placing 
wagers? 

MR. JOYCE: No, we are not doing it, but I un
derstand that is one of the projects of the Gambling 
Commission. 

MR. WESTIN: If I said 50 million Americans, 
would that be in the ballpark? 

MR. JOYCE: Fifty million? 
MR. WESTIN: Different individuals. I am not 

talking about repetitive bettors. I am trying to get at 
how many Americans are engaged in the activity 
you are investigating. 

MR. JOYCE: It is very difficult to say. We could 
probably get the number of people who are en
gaged in the gambling operations that we surveil, 
but it is difficult to establish a multiple, that is, what 
percentage of the actual gambling is going on we 
are, in fact, covering. 

904 

MR. WESTIN: Well, if! take some kind of lower
to-upper figure such as you did, $35 billion to $60 
billion, which is a pretty big spread for us to apply 
to people who do our budgets-

MR. JOYCE: If you can supply us what $1.5 bil
lion on a $100 operation-if you can tell me what 
the multiple is, you can get the figure. 

MR. WESTIN: So if we are dealing in tens of bil
lions, would you think 10 million or 20 million 
Americans betting would be a minimum, at least? 

MR. JOYCE: Oh, I'd say a minimum. I'd say 
maybe as much as a fourth to a third of the people 
in the United States bet at some time during the 
year on a football game or numbers or dice game. 

MR. WESTIN: One of the things this Commis
sion is trying to look at is whether the activity en
gaged in of wiretapping and bugging are being 
directed at the right place. 

I wonder if you'd comment on some difference 
we have had in testimony as to whether you ac
tually stop much of this gambling activity, looking 
at it either fro::T~e end of the number of people 
placing the bets, ,"1 the organized crime organiza
tion that is conducting it. 

Trying to make my question specific, you have 
testified that in several places-New England, 
Chicago-you had impeded substantially the 
hierarchy of organized crime through Title III inter
cepts. Yet, the picture we have gotten fairly 
frequently is this may take place temporarily-it 
may impede it for a matter of months before reor
ganization takes place, a year or something like 
that, but with a quarter to a third of the American 
population deeply interested in continuing their 
betting activities the organization restructures itself, 
regroups and so forth, and new organizations come 
forward. 

And when you have a picture of an activity which 
seems to be so deeply built into the structL..e of 
American society and the wishes of its population, 
what are you really accomplishing by the type of 
activity that puts somebody in jail for a time and 
slows it up. What, over a longer period, a three
year look or five-year look, is the result on the ac
tivity if you spend so many millions or tens of bil
lions in fighting organized crime, but it goes on 
without substantial change? 

MR. JOYCE: We have never claimed that we are 
destroying organized crime. I think a better analogy 
would be to a cancer that is stable. It is not 
metastasizing as it would without treatment, but it 
is not in remission, either. 

That is, the organized crime picture and the il
legal gambling would be much more widespread 
that it is now if it weren't for our actions. 



And a good way to assess that is to look at the 
picture in the United States before we started our 
organized crime drive and then look at it now. 

Before we started our organized crime drive, 
there were illegal casinos flown at Homestead in 
near~by Virginia an up and down the pan~1andle of 
West Virginia. They were practically all around the 
country. They were at Saratoga. They were down in 
Miami, in Biloxi. They are no longer there. 

In each of those casinos, incidentally, that we 
raided-and I am talking about those that the FBI 
raided-in each of those casinos we fOlmd the 
games were rigged, that is, that the dice tables were 
rigged. They were using electrical cords and using 
dice with steel filings in them in order to control 
the games. 

MR. WESTIN: That is good consumer protection 
activity on the part of the Bureau and Department 
of Justice, but did you just replace the gambling ac
tivity that was taking place in those illegal casinos 
with other types of betting activities? That is, the 
persons that would go there either bet now through 
the local apparatus or fly more often to Las Vegas. 

MR. JOYCE: I think by our activity we have 
stimulated the junket business into Las Vegas, and 
Las Vegas is growing by leaps and bounds. The 
handle out there is just fantastic. 

MR. WESTIN: If we think about the privacy is
sues and law enforcement effectiveness, how would 
you react to the suggestion that if either through 
legalization of gambling or through the consumer 
protection type activity thlJ.t you have described, 
the recommendation from this Commission might 
be that the Federal law ought to deal more directly 
with the question of legalization of gambling rather 
than assuming we should continue wiretapping 
authorization for a pursuit of gambling activity-

MR. JOYCE: I have never heard of any feasible 
system of legalizing gambling. In the sports betting 
operation, as I explained, the margin of profit is 4.5 
per cent. And I just can't imagine any governmental 
agency operating on that kind of a profit. I think 
that b the places where gambling has been legal
ized, it ~as proven that it is no sinecure for or
ganized C1 ime. 

We fi',ld organized crime in Las Vegas. We find it 
in the ~ambling casinos. We find it in the book
makers, v.·h~re they are supposedly legal-to the 
same extent that it is anywhere else. 

The off-track betting can't compete with the 
bookmaker. In all the taps we have had on in the 
New York area, we have never heard one bookie 
say, "The OTB is beating my brains out." All it is 
doing is stimulating more people that will even
tually go to a bookie. 
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I have heard no feasible statement for the 
legalization of gambling. Even if the state could 
compete with the bookies in the sports betting 
operation, they wouldn't be able to lay it off. Who 
can a state lay off to? Another state? 

And if they didn't layoff, then they'd take an 
awful risk of a beating, a bad beating. 

As you probably know, in a game like the Bul
lets-Warriors game, there is a lot of sympathy in the 
San Francisco-Oakland area for Oakland, and there 
is a lot of sympathy in Baltimore and Washington 
for the Bullets. 

Now, assume that Maryland is in the bookie busi
ness and they take all of that local action, 
everybody betting on the Bullets. If the Bullets lose, 
the State of Maryland would be taking a risk of 10s~ 
ing millions upon millions of dollars unless it could 
layoff to a similarly situated betting operation in 
San Francisco where they would balance off the ac
tion on San Francisco against the action on Ball
timore. 

And if they don't do that-then there is also the 
other factor involved, and that is that the chances 
of the quarterback on the team, where the legal 
betting is going on, being subjected to bribes in 
order to beat the state. It would be very great. 

MR. WESTIN: You mean the government gets 
into the business of bribing the quarterback? 

MR. JOYCE: No, it would be the bookie who is 
betting into the government who would be bribing 
the qu<?rterback. 

MR. WESTIN: Your general answer is that you 
don't believe it is possible to set up a legalized sub
stitute for the gambling system as it runs nationally 
today for the kind of reasons you have described? 

MR. JOYCE: That is right. The only possible 
type of gambling operation that could be run would 
be a numbers operation. 

MR. WESTIN: Some testimony we have had in 
the last couple of days raised the question of 
whether when you do your interceptions you are 
productive in getting leads to persons higher up, 
when you are using Title Ill's in the surveillance of 
gambling operations. 

Has it been your experience, looking at the Title 
Ill's that you have had experience with that some, 
most, or few of these produce lead~ to higher-ups, 
as opposed to providing evidence for the particular 
individuals that you have identified already in 
probable cause warrant applications, and so on. 

In general, what has your experience been in 
this? 

MR. JOYCE: I'd say in the beginning of a gam
bling investigation, where we have probable cause 
for a bookie operation, the chances of getting up to 
the higher-ups are very good. That is, once we get 



on the wires and find out where the other offices 
are, we can usually penetrate the entire operation. 

MR. WESTIN: Could you supply us with substan
tiation of that? That is, if you went back and looked 
at your cases, would you be able to furnish us with 
examples that would indicate that? We had some 
testimony in which on\,! particular FBI office, eight 
or nine Title III wiretaps were put on-

MR. BLAKEY: Excuse me, Alan. That was DEA. 
MR. WESTIN: Was it? A DEA office-that the 

efforts to get higher-ups had not worked out in all 
but I think one of those cases. 

Would you be able to give us examples where, 
having had probable cause for one level in a book
making operation, you had moved up and gotten 
presumably indictments; or just to clarify that, did 
you get intelligence information or information that 
led to indictment and prosecution? 

MR. JOYCE: I am talking about leading to in
dictment and prosecution of higher-ups, yes. 

MR. WE'iTIN: Would you be able to supply our 
Commission with that so we can have examples of 
actual cases that have gone to court? 

MR. JOYCE: We'd have to do it with the closed 
cases. 

MR. WESTIN: You have had a long enough 
period that you'd be able to supply us with some 
examples of that? 

MR. JOYCE: Yes. 
MR. WESTIN: You mentioned the Minnie Kahn 

case where the lower court suppressed the evidence 
on the grounds she had not been named in the war
rant, and this was reversed on appeal. 

MR. JOYCE: Right. 
MR. WESTIN: Has that been a problem in 

general, that you have difficulty in naming all peo
ple who may make incriminating conversations in 
advance? Or is that a very exceptional situation? 

MR. JOYCE: No, particularly in a gambling 
operation, in the very beginning you are usually 
working with informant information. And the infor
mant may tell you that so and so is operating a 
gambling business at this point. 

No, you have no way of knowing in the beginning 
how many of his associates are calling in. 

MR. WESTIN: So you viewed the lower court 
opinion as being unreasonable in requiring that yOL 
give the names of all persons you might find making 
incriminating conversz+ions? 

MR. JOYCE: Yes. 
MR. WESTIN: When the appellate court 

reversed that, did it do so on the ground that you 
had acted reasonably in those that you had named 
and that it was unreasonable to expect you to list 
the wife's name? 

MR. JOYCE: That is substantially what it was. 

MR. WESTIN: I'd like to ask you one other 
question. When you were describing the civil pur
suit, and you mentioned that you were taking civil 
depositions and then using your immunity powers 
to require that individuals give testimony, and when 
they refused to use immunity they then would be 
indicted for contempt. Do you have a feeling as to 
whether that eliminates the requirement for a grand 
jury or other kinds of mechanism which American 
law has traditionally seen as the true form for the 
production of testimony in criminal proceedings? 
Doesn't that, in other words, give you the power, in 
bringing a civil proceeding, to require the giving of 
testimony in what traditionally has been criminal 
law context, with its grand jury system, with its 
court proceeding, et cetera? 

Does it trouble you that we are washing out the 
grand jury? 

MR. JOYCE: Oh, we are not washing out the 
grand jury at all. That is one case we used it in, and 
we used it because we didn't think it was worth the 
prosecution. All of these bookmakers could have 
come in and could have agreed to stay out of busi
ness. They could have testified. What we were 
looking for was to make them witnesses to testify 
against the higher-ups. But they, for their own 
reasons, refused to testify. 

MR. WESTIN: I think what I am trying to get at 
is in a normal criminal proceeding you would have 
had to go before a grand jury, am I correct, in order 
to bring a criminal proceeding? 

MR. JOYCE: That is correct. 
MR. WESTIN: And here you are setting up an al

ternative procedure of bringing a civil procedure 
which goes on the filing of a complaint, I assume, 
or filing of a motion. 

MR. JOYCE: It is not outside the judicial system. 
The judge can refuse the temporary restraining 
order. He could have refused the temporary injunc
tion or the permanent injunction. At any point in 
time he could have refused us our remedy and it 
could have been reversed on appeal. 

MR. WESTIN: So you are saying if this is to be 
policed, you are counting on the judiciary to do it, 
if they feel there is an impropriety in it or it is tak
ing. away constitutional safeguards. Your feeling is 
the court can limit you as to it? 

MR. JOYCE: If you are speaking of abuses of the 
system, I am not counting on the judi,ciary, but on 
ourselves to prevent any abuses. That is the 
prosecutor's initial duty, and I think we can prevent 
any abuses. 

If there is a step after the use of cur discretion, 
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then the court certainly has the power to stop us. 
MR. WESTIN: Thank you, Mr. Chairman. 
CHAIRMAN ERICKSON: Thank you. 
Professor Remington. 



MR. REMINGTON: Mr. Joyce, if I may, I'd like 
to pursue the question of judicial review for a mo
ment. 

In your experience, what has been the quality of 
the judicial review of applications under Title III? . 

MR. JOYCE: Well, it has been, I think, very 
detailed. The review has been very close. This is ap
parently a subject that raises a lot of emotional is
sues, and depending upon the· courts we have had 
to explain, and have lost in the initial stages 
because we followed the formal procedures in all 
otner business, that is, of having a subordinate sign 
an assistant attorney general's name to a letter. And 
I think the courts, in general, have been going over 
the applications and comparing them to the 
statutes, in some instances with great care and in 
great detail. 

MR. REMINGTON: Is the judge's concern under 
Title III the same as or different from his concern 
under Rule 41, for example, in a case such as that 
which was described in Detroit, where I assume 
there was a Title III application, and another appli
cation under Rule 41 to put in a TV monitor? 

MR. JOYCE: I think that their concern with the 
Title III procedures is much greater than the con
cern, so far as I have been able to see, with any 
other type of activity, investigative activity. 

MR. REMINGTON: So that if one were to try to 
characterize judicial concern with the protection of 
Fourth Amendment interests, one would say that 
concern is greater when an application is made 
under Title III to conduct electronic surveillance 
than it has been on the whole when an application 
is made under Rule 41 to conduct a physical 
search. 

MR. JOYCE: I would say the concern is much 
more evident in Title Ill. 

MR. REMINGTON: And the protection, there
fore, of the individual's interest, insofar as that is 
left to the judiciary, is greater under Title III than 
under Rule 41 ? 

MR. JOYCE: Yes, sir. 
MR. REMINGTON: Given that concern on the 

part of the judiciary for these cases, how do you ex
plain the fact that when it gets to the sentencing 
stage, judges seem to feel often, particularly in the 
gambling area, that the matter is of very little im
portance, as reflected in the sentence-if that is a 
fair characterization. 

MR. JOYCE: It is very, very spotty. I have tried a 
number of cases, gambling caRes, where the sen
tences have been in excess of eight years. But in 
other areas, we are pretty sure that all we are going 
to get is probation. And it depends generally upon 
the area. 

In some parts of the country you can count on 
heavy sentences for people involved in gambling. 
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As a matter of fact, there was just a sentence of a 
major gambler out in Hawaii yesterday for income 
tax evasion, where he was sentenced to 24 years for 
income tax evasion. And the income he was evad
ing was from his gambling operations. 

So it varies. 
MR. REMINGTON: Is that difference primarily 

the difference in who the judge is, or is it the dif
ference in the attitude of the communities in which 
the judge is sitting? 

MR. JOYCE: I think most judges are products of 
the community where they are sitting and they tend 
to reflect the attitude. 

MR. REMINGTON: Insofar as you know, has 
this issue been a subject of discussion, in the vari
ous institutes for judges, on sentencing, when they 
come together to talk about problems? Do they 
tend to confront this issue? 

MR. JOYCE: The Department has attempted to 
raise it wherever it was appropriate at the meetings, 
yes. 

MR. REMINGTON: I raise that question because 
I concluded from your testimony that in your view 
the success of the investigative effort is measured 
not in terms of the amount of gambling, but rather 
the impact on the organization. Is that a fair 
characterization of what you said earlier? 

MR. JOYCE: WeJl, ! don't think you can divorc.e 
them. I think the impact on the gambling, the illegal 
gambling, has an impact on the organization. 

MR. REMINGTON: But the impact would be 
greater on the organization if the sentence were 
such as to take the person out of operation, is that 
true? 

MR. JOYCE: That is true; that is true. 
MR. REMINGTON: Is it that judges disagree 

with that or that they tend to see the matter in con
ventional sentencing terms, that is, how serious is 
tile offense, whereas the investigative agency may 
be asking the question of how serious is this per
son's participation in the overall scheme. 

MR. JOYCE: I just couldn't speculate upon what 
the motives of the judiciary are. 

MR. REMINGTON: The reason I ask you is 
because I think if you look at the situation you see 
an investigative agency feeling that these cases are 
very important, and the need for adequate in
vestigative authority, including Title III, is very im
portant. You look at it from the other end and see 
other fair-minded and able people apparently 
reflecting the view that the cases are quite unim
portant. And in attempting to answer the question 
of how important is Title III, it seems to me one has 
to somehow come to grips with what apparently is a 
quite different attitude about the significance of 
these cases between the investigative agency, on 
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the one hand, and the member of the judiciary on 
the other. 

The question is: How should we resolve it? 
MR. JOYCE: I think the investigative agency and 

the prosecutor are the only ones who have the best 
overall view of ·~e impact or the roots of the gam
bling operation. I think those judges who are aware 
of those roots usually sentence fairly firmly. I think 
it is only the judges who are not convinced that 
there is a serious national problem with respect to 
the organized crime involvement in organized gam
bling that give probation. 

MR. REMINGTON: Thank you. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Thank you, Mr. Chairman. 
Mr. Joyce, in the presentation of cases to the 

grand jury, your office has jurisdiction along with 
the U.S. Attorney's offices in various jurisdictions; 
is that right? 

MR. JOYCE: That is right. We present our cases 
usually to the grand jury. 

MS. SHIENT AG: And when you present Title III 
wiretap evidenl.!e to the grand jury, in what form is 
that presented? 

MR. JOYCE: Well, if it is a voluminous gambling 
case, it is probably presented in summary testimony 
by the agent. If j t is a serious extortion and there 
are some threats on the wires, we'd probably play 
the tape. 

MS. SHIENTAG: When you play the tape, you 
have all the equipment in the grand jury room. 

MR. JOYCE: That is correct. 
MS. SHIENTAG: And what do you do about ex

traneous material? I am thinking of minimization. 
MR. JOYCE: Well, if it is necessary to play the 

tape, we will play only that part of the tape that is 
pertinent. We wouldn't be playing the rest of the 
nonpf>rtinent conversation. Very often, we make a 
second tape from the first tape with only the per
tinent p )rtions on it, and then play that. 

MS. SHIENTAG: Is that second t.ape also sealed? 
Does it have a protection for purity of evidence 
that is required? 

MR. JOYCE: No. When we play a tape in a 
grand jury, that is usually a duplicate of the 
original. The original is sealed until the time of the 
trial. 

MS. SHIENTAG: So that very often before the 
grand jury you would present hearsay evidence or 
secortda"'y evidence that wouldn't be appropriate at 
a trial? 

MR. JOYCE: That may well be. 
MS. SHIENT AG: Summaries, for example, by 

the agent wouldn't be the best evidence. 
MR. JOYCE: That is right. 
MS. SHIENTAG: Now, the defendant's attorneys 

have access to grand jury minutes, isn't that true? 

MR. JOYCE: They usually have access to the 
testimony of a witness before the grand jury, the 
same as a Jenks Act statement. 

MS. SHIENT AG: And have you ever had attacks 
on the evidence based on this sort of evidence? 

MR. JOYCE: No, not since Costello. Since the 
Supreme Court said, "You can use hearsay 
evidence," we haven't had any successful attacks. 

MS. SHIENT AG: I see. Just one more questio·n. 
Have you ever known of a case where using the 

grand jury, as opposed to other methods, you 
secured further evidence or probable cause that led 
you to make another application for Title III 
wiretaps or electronic surveillance? 

MR. JOYCE: No, I am not aware of any situa
tion. I used a grand jury one time, in 1966, to get 
probable cause for a search warrant. But I only did 
it once, and I have never heard of it being used to 
get probable cause for a wiretap. 

MS. SHIENTAG: I want to thank you, sir, for 
your intelligent testimony. 

CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: No questions. 
MR. BLAKEY: Mr. Chairman, could I clarify 

two points? 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: Mr. Joyce, when you authorized 

the Capetto case to be brought, it was a civil 
proceeding, wasn't it? 

MR. JOYCE: Yes. 
MR. BLAKEY: It was not a criminal proceeding? 
MR. JOYCE: Yes. 
MR. BLAKEY: Was it possible to have a criminal 

fine as a result of that proceeding? 
MR. JOYCE: For the contempt? 
MR. BLAKEY: I am talking about the complaint 

itself. Did it look forward to a criminal fine? 
MR. JOYCE: It looked forward to just restraining 

the activity of the gamblers. 
MR. BLAKEY: Did it look forward to criminal 

imprisonment? 
MR. JOYCE: No, it did not. 
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MR. BLAKEY: When the witnesses refused to 
respond to the deposition, you then had two op
tions. You could have gone for criminal contempt 
or civil contempt. 

MR. JOYCE: That is right. 
MR. BLAKEY: If you had brought a criminal 

contempt and want"r more than six months im
prisonment, would yuu have had to have a jury 
trial? 

MR. JOYCE: Yes, when you have an indictment, 
then you have a jury trial. 

MR. BLAKEY: When you go into a civil 
proceeding, is it possible to secure punitive im
prisonment? 



MR. JOYCE: No, it is to coerce-to force the 
witness to testify. 

MR. BLAKEY: Are you familiar with the general 
processes that enforce the antitrust laws? 

MR. JOYCE: No. 
MR. BLAKEY: Does the Department have an 

option in antitrust areas to go criminally or civilly? 
MR. JOYCE: I believe so. 
MR. BLAKEY: Are you familiar with the 

procedures under the Food and Drug Act? Do they 
have an option there to go criminally or to go 
civilly? 

MR. JOYCE: I'd just be speculating, Professor. 
MR. BLAKEY: The reason I ask that is that it 

seemed the record ought to be left clear that there 
are a number of statutes, including the Wage and 
Hour Laws, that give the government the option to 
go civilly or criminally, and these are traditionally 
felt to be not inconsistent with civil liberties. 

Thank you, Mr. Joyce. 
CHAIRMAN ERICKSON: Mr. Joyce, you have 

been extremely helpful, and we again thank you for 
your testimony. I hope that the testimony-

MR. WESTIN: Mr.Chairman, Professor Blakey's 
comment prompts me to go to redirect. May I ask 
one more question? 

MR. JOYCE: Recross? 
[Laughter.] 
MR. WESTIN: This exchange now and then. 
Is it your opinion that the Department of Justice 

has never sought to use immunity in wage and hour 
or antitrust or the other kinds of procedures 
described by Professor Blakey to put people into 
coercive situations where they are put in prison for 
having decline'd to answer? 

MR. JOYCE: If you are relating it 1:0 just a 
deposition, the answer is 1 have no information 
about it. But I do know that prior to the repeal of 
all of the immunity statutes, in the antitrust field 
you had an immunity statute-that is, anybody who 
testified became immune from prosecution, and 
that was the normlll procedure in the way of con
ducting grand jury investigations. But I don't know 
if they ever used it in their civil investigations. 

CHAIRMAN ERICKSON: It is also done in the 
securities and exchange field, is it not, civil or 
criminal? 

MR. JOYCE: Yes, 
CHAIRMAN ERICKSON: Thank you very 

much, Mr. Joyce. 
And Mr. Porcella, we appreciate your assistance 

as well. 
MR. JOYCE: Thank you very much, Mr. Chair

man. 
CHAIRMAN ERICKSON: Our next witness is 

Mr. Peter Schlam, Assistant United States Attor
ney, Brooklyn, New York. 
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Will you be sworn? 
[Mr. Schlam was sworn by Chairman Erickson.] 

TESTIMONY OF PETER SCHLAM, 
ASSISTANT UNITED STATES 
ATTORNEY, BROOKLYN, NEW YORK 

CHAIRMAN ERICKSON: Mr. Cook. 
MR. COOK: Thank you, Mr. Chairman. 
Mr. Schlam, will you tell the Commission what 

your present position is? 
MR. SCHLAM: Yes, sir. I am Assistant United 

States Attorney. 
MR. COOK: And whereabouts? 
MR. SCHLAM: In the Eastern District of New 

York, which is Brooklyn, New York. 
MR. COOK: What are your principal duties at 

the present time? 
MR. SCHLAM: My principal duties are as a 

prosecutor. I am specifically involved primarily now 
in international narcotics conspiracy cases. 

MR. COOK: Do yOL~ as a matter of course or on 
occasion use the wiretapping statute in your in
vestigations? 

MR. SCHLAM: We have, sir, but to a limited ex
tent. 

MR. COOK: What other methods have you used 
in prosecuting these narcotics conspiracies? 

MR. SCHLAM: Primarily we use what is known 
as accomplice testimony or co-conspirator 
testimony, which in summary form is the process 
where, based on testimony of a member of the con
spiracy, we develop cases against his co-conspira
tors. 

MR. COOK: What methods do you use to obtain 
this kind of testimony? 

MR. SCHLAM: Well, basically the method used 
is the one of attempting to induce a person to 
cooperate with the United States Attorney by offer
ing him a plea to a lesser count and bringing to the 
attention of the judge fiat will sentence him the 
fact that he has cooperated. 

MR. COOK: In other words, by preliminarily 
resorting to these methods, you have obtained some 
kind of evidence against this person of a crime? 

MR. SCHLAM: That is right. We would have a 
case against the individual, and then by the process 
of seeking to obtain his cooperation, tell him the 
advantages of cooperating with the government. 

MR. COOK: Continuing to go backwards, then, 
what are the initial investigative methods which 
your cases have relied upon to obtain evidence of 
crime? 

MR. SCHLAM: I think in our district we have an 
interesting situation from the standpoint of the 
Commission. 



In looking back over the work that has been done 
in the Eastern District of New York since 1970, the 
case which I believe was the wellspring from which 
much of our work has developed began with a 
wiretap. It wasn't a Title III; it was a state wiretap. 

And as a result of this case, we were able to in
duce one of the defendants to cooperate with us, 
and I think it is fair to state that as a result, directly 
and indirectly, we have indicted approximately 250 
persons in our district, the Eastern District of New 
York, considered by the Drug Enforcement Ad
ministrator to be Class 1 violators, the highest clas
sification in terms of imp . .xtance to the narcotics 
traffic. We have convicted-of those who we were 
able to arrest-all but maybe two. 

And all of this, I would say, sir, with few excep
tions, was done primarily on the basis of accom
plice testimonv. 

MR. COOK: You referred initially to the state 
wiretap. And just so that we are talking about what 
I think is the same case, is this what is known in the 
reported cases as the Poeta case or Steppenberg? 

MR. SCHLAM: Yes, sir. The reporting is the 
Poeta case, because Steppenberg died before he 
was sentenced. They were co-defendants. 

MR. COOK: Did your office have any role in ob
taining the initial state wiretap? 

MR. SCHLAM: We did not. 
MR. COOK: And how did it come to pass that 

the state authorities came to you with evidence ob
tained from this wiretap? 

MR. SCHLAM: I think primarily it came to us 
because the State of New York, as a practical 
matter, the prosecutors and the State Police are not 
geared to conspiracy types of prosecutions. And the 
Federal Government, because of our differing laws 
of evidence and because of, I think-to a certain 
extent because of the attitude of the federal judges 
as opposed to the state judges-the State Police felt 
that the Fede;ral Government provided a more con
ducive climate to bring the prosecution. 

They brought the prosecution to us. We con
victed both Steppenberg and Poeta, and from there 
our work bf~qan. 

MR. COOK: Can you briefly describe the specific 
difference~, in evidentiary laws between the State 
and Federal systems? 

MR. SCHLAM: In New York they have what is 
called a c:orroboration requirement which, as I am 
sure you know, means that they have to have inde.· 
pendent evidence aside from the testimony of ac
complices or co-conspirators in order to have a 
legally sufficient case. In the Federal courts, we 
don't have that rule. Based on the testimony of one 
accomplice, if believed by the jury beyond reasona
ble doubt, it would be sufficient to convict. 

So we have that big advantage. 

I think also we have what I would term more 
psychological advantage in the sense that we are 
willing to bring cases which do not result in a 
seizure, which do not result in a buy. In fact, some 
of the cases we consider our most important cases 
were made without any narcotic evidence being of
fered at all during any part of the trial. 

MR. COOK: And these are the conspiracy 
prosecutions? 

MR. SCHLAM: Conspiracy prosecutions. This 
type of case, as a practical matter, would be un
heard of in a State court. 

MR. COOK: What was the state of the case when 
it was first presented to you by the State authori
ties? 

MR. SCHLAM: The state of the case was that 
they had wiretaps which had resulted in their ob
taining incriminating conversations on three of the 
individuals who ultimately were indicted and con
victed. Additionally, they had surveillances and 
they had developed an informant who ultimately 
was a witness for the government at the trial, who 
testified to his rela~ionship with the three defen
dants in connection with their narcotic activities. 

MR. COOK: But they had not succeeded in seiz
ing any physical evidence at that time? 

MR. SCHLAM: They seized physical evidence 
from the witness. They had not succeeded in seizing 
any physical evidence from the prospective defen
dants. 

MR. COOK: Now, have the activities of your of
fice relative to the prosecutions of the 250-some 
defendants you referred to derived in total from 
this case? 

MR. SCHLAM: Well, I said directly and in
directly, Mr. Cook, and the reason I qualified that 
was because our activities in this area, I think, have 
been successful in part because of the feeling on 
the part of persons who might or might not be 
inclined to cooperate, in other words, persons who 
are arrested who would be in a position to help us if 
they wanted to, that it paid for them to help us. 

In other words, we developed credibility with 
persons who were, if they so desired, in a position 
to help us. And this credibility, I think, derived 
from the way the persons in the Steppenberg case 
were handled and were treated-the persons who 
ultimately cooperated. 
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Additionally, when I said directly, I meant 
directly major cases were made as a result of the 
testimony of the defendants in the Steppenberg 
case. 

MR. COOK: How did this procedure specifically 
come about? In other words, you developed cases 
against 250 people arising from a single wiretap, 
and I take it this took place over a period of time? 



MR. SCHLAM: It took place from 1971 until the 
present day. 

MR. COOK: And did this involve the induce
ments of persons against whom evidence already 
had been obtained to further participate in criminal 
activities? 

MR. SCHLAM: No, sir. The persons we have 
used as witnesses-I say the great majority, and I 
can't think of one who wou.ldn't fit within this 
category-are persons who are incarcerated, who 
are strictly witnesses as to things that happened in 
the past. Our prosecutions have not to any substan
tial extent-I am almost willing to say to any extent 
at aII-;nvolved the use of informants who would 
be aC'tive in an ongoing criminal organization. Our 
case!: are made about things that happened in the 
past '(hat the witnesses knew about and were in a 
position to testify about. 

MR. COOK: This has constituted what is a chain 
reaction. Is that a correct characterization? 

MR. SCHLAM: I think it is a chain reaction. I 
think the results showed that that part of the or
ganization of the international narcotics traffic that 
we were concerned with was interrelated. 

MR. COOK: Can you describe the function and 
role of the grand jury in this proceeding? 

MR. SCHLAM: Well, as it turns out, the grand 
jury does not playa major part in our work. And I 
say that because once the witness has decided to 
cooperate with us, the procedure is that he wi1l be 
debriefed intensively by the agents. The agents 
would attempt to corroborate what he says by ob
taining whatever documentation or other evidence 
that they could, and by the t.ime he goes to a grand 
jury to testify, it is merely for the purpose of giving 
an outline of what his testimony will be at the trial, 
and it is not for the purpose of compelling him to 
do anything that he doesn't voluntarily want to do. 

He has made his decision. He is going to be a wit
ness for the government. And the grand jury 
presentation is basically an outline and a skeleton 
presentation for the members of the grand jury so 
they can vote on the indictment. 

MR. COOK: Now, in the sense that these have 
been conspiracy cases, have these ordinarily been 
multiple-defendant indictments? 

MR. SCHLAM: I would say exclusively. 
MR. COOK: And do you have any idea how 

many indictments have resulted? 
MR. SCHLAM: It would be approximately fifty. 

That is an estimate, sir. 
MR. COOK: You testified that the evidence 

which you obtained involved primarily criminal of
fenses which had been committed previously. Does 
this mean that you had no occasion to use consen
sual monitoring devices? 
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MR. SCHLAM: I cannot think of any. None 
come to my mind offhand. 

MR. COOK: Have you had much experience with 
court-ordered wiretapping yourself? 

MR. SCHLAM: I have had experience in three 
cases where wiretaps have been used, two state 
wiretaps and one a Federal wiretap. As a matter of 
fact, the case which I tried most n~cently, last 
month, involved a Federal wiretap. 

MR. COOK: And have you had success in cases 
based on wiretap evidence? 

MR. SCHLAM; Yes, sir. 
MR. COOK: Based on your experiences, could 

you make any comparative assessment of the value 
of the wiretap evidence against the type of accom
plice testimony and witness testimony that you ob
tained in the Poeta cases? 

MR. SCHLAM: In my judgment, wiretap 
evidence is the most powerful evidence that the 
prosecution can offer in a criminal case. 

MR. COOK: Did the series of investigations 
which resulted from the initial Poeta wiretap ever 
offer you any opportunities to install subsequent 
wiretaps? 

MR. SCHLAM: No. And the reason for that, sir, 
is that, as I say, our witnesses are incarcerated, and 
more often than not, a period of time will elapse 
before they decide to cooperate with the govern
ment. So by the time they decide to cooperate, the 
knowledge that they had would be stale from the 
standpoint of obtaining an eavesdropping warrant, 
And that is the basic reason why I believe we have 
not used their information in order to obtain 
wiretaps. 

MR. COOK: You testified that in the opinion of 
the Drug Enforcement Administration investigators 
the bulk of these defendants, if not all of them, 
were Class 1 violators. Have these defendants fit 
what you would define as organized crime people? 

MR. SCHLAM: Without any doubt, sir. 
MR. COOK: And given the fact that organized 

crime is susceptible to different definitions, would 
you say that these organized crime operations re
late back to the five-family dominated syndicated 
operations in New York? 

MR. SCHLAM: That is a difficult question for 
me to answer, Mr. Cook, for the simple reason that 
ill the Eastern District of New York we do have a 
strike force in addition to a United States Attor
ney's office. 

I believe that somewhere along the line there is a 
connection. I have no doubt about it. But our 
prosecutions would not relate to persons who 
would be listed members of an organized crime 
family. . 

MR. COOK: None of your defendants have in
cluded named members of the five families? 



MR. SCHLAM: One individual did, and that in
dividual was prosecuted by our office because he 
was one of, I believe, eight defendants who were 
being tried together in one trial. And because the 
other eight were non-members, the decision was 
made that we should try the case. 

That is the only case that I can recall where a 
listed member of organized crime was prosecuted 
by the U.S. Attorney's office in a narcotics case. 

MR. COOK: In developing the kind of evidence 
that you have referred to about the commission of 
past criminal offenses, what kind of control does 
the prosecutor have and what kind of discretion 
can he exercise in the obtaining and use of this 
evidence? 

MR. SCHLAM: Accomplice evidence, Mr. 
Cook? 

MR. COOK; That is correct. 
MR. SCHLAM: Well, I think the prosecutor is 

the person who would be in the best position to 
control the use that was made of a particular in
dividual who had agreed to cooperate. 

OUf general procedure is to debrief the in
dividual. The agent will debrief him and then we 
analyze the debriefing statement for the purpose of 
attempting to shape an indictment or indictments 
that could come from this particular individual's 
testimony. 

That would take place after attempts were made 
to corroborate the individual's testimony and to 
conduct whatever investigation was felt ap
propriate. 

MR. COOK: The primary inducement for these 
individuals to testify before the grand juries and in 
open court, I take it, was the fact that if they did 
not do so they would face substantially higher 
criminal penalties? 

MR. SCHLAM: That is correct. And this induce
ment is a real one in the area of narcotics, because 
the sentencing practices in narcotics cases is to levy 
stiff sentences. 

The defendants know this, and I believe that that 
is really the main reason why we have been as suc
cessful as we have in convincing these people to 
cooperate. 

MR. COOK: I take it in developing a credibility 
among these potential witnesses you have had some 
kind of liaison with the judiciary? 

MR. SCHLAM: We have. And I think that in the 
Eastern District of New York, where my experience 
has been, we are very fortunate to have judges who 
are experienced with the law of conspiracy, who 
are in a position to try what in many cases are dif
ficult and complex, the time-consuming, and cum
bersome cases. 

I give great credit to the judges in our court for 
the success that we have had. 

MR. COOK: Have you had any experience in 
your district and in your experience as Assistant 
United States Attorney with corruption or white
collar offenses? 

MR. SCHLAM: We have had, sir. 
MR. COOK: Have you personally had ex

perience? 
MR. SCHLAM: I have had, sir. 
MR. COOK: And have you found that the same 

methods which you have employed in narcotics 
cases have been successful in the prosecution of 
corruption or white-collar crime? 

MR. SCHLAM: Not nearly as successful. And 
again I would attribute that to a great extent to the 
sentencing practices in narcotics cases. 

My experience has led me to believe that the sin
gle thing that motivates a person, a defendant, to 
cooperate with the government with all its atten
dant disadvantages is the expectation of leniency. 
And that expectation becomes an increased factor 
to the extent that he anticipates the length of sen
tence that he reasonably might receive. 

MR. COOK: Do you consider the Poeta case to 
be a characteristic case, the kind of thing you can 
expect in the future on those prosecutions, or do 
you think this just happened to arise from a particu
lar set of circumstances? 

MR. SCHLAM: I think one can reasonably ex
pect that type of investigation and prosecution in 
any area where there is organized narcotics traf
ficking, which I would imagine would involve the 
major urban centers of the United States. 

MR. COOK: Would the inference be proper that 
at the outset of this type of prosecution there must 
be either a wiretap or some type of evidence
gathering technique which is sufficient to set in mo
tion the inducements? 
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MR. SCHLAM: I would agree with that, Mr. 
Cook, and I might add that any time that a wiretap 
would be feasible in any case that I were han
dling-and I think I speak for the other assistants in 
the Eastern District-I would do whatever we could 
do in order to try to get a wiretap. Because, as I 
say, there is no better evidence than a wiretap. 

MR. COOK: Mr. Chairman, that concludes the 
staff's questioning. 

Thank you very much. 
CHAIRMAN ERICKSON: Professor Remington. 
MR. REMINGTON: I have no questions. 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: I have no questions. 
CHAIRMAN ERICKSON: I thank you for your 

attendance, Mr. Schlam. You have been very help
ful, and I think your testimony will add to our re
port in determining what has been the experience 
with Title III. 



MR. SCHLAM: Well, I was honored to be here, 
Justice Erickson, and thank you very much. 

CHAIRMAN ERICKSON: Thank you again. 
Our next witness is Mr. Thomas E. Kotoske. 
MR. KOTOSKE: Good morning. Mr. Chairman, 

and members. It is a privilege to be here. 
CHAIRMAN ERICKSON: Mr. Kotoske, will you 

raise your hand and be sworn. 
[Mr. Kotoske was sworn b~ Chairman Erickson.] 

TESTIMONY OF THOMAS E. 
KOTOSKE, ATTORNEY IN CHARGE, 
SAN FRANCISCO STRIKE FORCE 

CHAIRMAN ERICKSON: Mr. Cook. 
MR. COOK: Mr. Kotoske, your present position 

is Attorney-in-Charge of the San Francisco Strike 
Force, is that right? 

MR. KOTOSKE: That is correct. 
MR. COOK: And can you briefly describe for the 

Commission your experience in law enforcement 
prior to that? 

MR. KOTOSKE: Prior to that time I was a 
member of the defense bar and personal injury at
torney back in Chicago and Gary, Indiana. In '69 I 
came to Southern California and received a com
mission as Assistant U.S. Attorney in the Southern 
District of California and remained there, after 
becoming Division Chief of the Criminal Division 
until the first of '74, and then I received a commis
sion as the Attorney-in-Charge of the Strike Force 
field office in San Francisco where I am presently 
assigned. 

MR. COOK: What were your prosecutive ex
periences as an Assistant United States Attorney? 

MR. KOTOSKE: Primarily in the area of or
ganized crime, prosecutions of that nature involving 
Frank DeSapio, the Frontier Hotel case. 

After that I left and came to San Francisco. 
MR. COOK; When you were in the U.S. Attor

ney's office in the Central District-I take it that is 
located in San Francisco? 

MR. KOTOSKE: The Central District is in Los 
Angeles. 

MR. COOK: Los Angeles. Did you ever have oc
casion to become involved in wiretapping in that 
office? 

MR. KOTOSKE: Yes. I think, as a matter of fact, 
it was one of the first-either the first or second 
Title III that that office handled. I personally was 
the supervising attorney and supervised the wiretap. 
After that I played a hand in and supervised 
primarily all the Title III's that were used in the Los 
Angeles area-not as the direct supervising attor
ney, but assisting in the assessment of the affidavits 
and the procedures to be followed. 
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MR. COOK: Now, in your position you were 
called upon to make assessments, 1 takt; it, of each 
prosecution that your office embarked upon; is that 
right? 

MR. KOTOSKE: Mr. Cook, personaIIy 
reviewed the intake of the facts before the affidavit 
was written, that is, the application, and I per
sonally approved the application that was sent back 
from our office here to Washington, in each and 
every instance. 

MR. COOK: Aside from Title III investigations, 
do you also have occasion to review the presenta
tion of evidence and gathering of evidence in other 
types of cases? 

MR. KOTOSKE: Yes, I do. I personally do all of 
the intelligence and listing for case selection in my 
area, in the San Francisco Strike Force's area, 
which encompasses something like eight states. 

MR. COOK: In addition to Title III, during your 
experience as Attorney-in-Charge of the San Fran
cisco Strike Force, what other investigative 
techniques have you employed that are, I take it, 
essentially organized crime type cases? 

MR. KOTOSKE: They run the full gamut, use of 
the grand jury, search warrants, immunities, the use 
of consensuals-the full arsenal of tools available to 
a strike force attorney, and any prosecutor, for that 
matter. 

MR. COOK: Could you select any of these 
teChniques as being particularly effective or com
parable in effectiveness to Title III? 

MR. KOTOSKE: Initially I might state I don't 
find any tool in the strike force prosecutor's kit as 
effective as Title 1II. There is one particular in
vestigative device and technique that I stress very 
heavily, and that is the use of Kel-kits and tech's or 
body recorders. 

MS. SHIENT AG: What is that? 
MR. KOTOSKE: Consensual monitoring, if you 

will. I tend to stress that very heavily for several 
reasons. One is the rapidity of the movement, the 
ability to move a lot quicker than you can with the 
cumbersome procedures that are attendant to a 
Title HI intercept-which can be lost in the move
ment of the investigation if you don't move quickly 
enough. I prefer that technique. It is not always 
available. The risk to the agent or informant some
times outweighs its availability as a tooL But 1 
prefer it. And I suppose I use it probably as heavily 
as anyone-probably more than most. 

MR. COOK: Given the types of crimes that your 
office investigates in the organized crime 
field-would you characterize these offenses as 
being of a dynamic, ongoing, changing nature, or 
are they relatively stable? In other words, you refer 
to the rapidity of movement that is necessary for 
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the implementation of consensual devices. Is this 
also applicable to Title III? 

MR. KOTOSKE: I am not sure I grasp that 
question. Mr. Cook, simply because I may have 
been thinking about something else. 

If the question is: If a factual situation is so fluid 
that there is not the time to draft the affidavit and 
wait for the processing back here in Washington, 
and if t have an opportunity to use a consensual, I 
will use the consensual. 

If the factual complex is siatic enough where I 
can enjoy the luxury of a few weeks, or whatever 
time it takes to process the application, quite obvi
ously, because of the nature of the evidence to be 
derived from the Title III, I would prefer that. 

MR. COOK: Directing your attention, then, to 
the nature of the criminal offenses which you or
dinarily investigate, are these offenses ordinarily of 
a fast-moving, fluid nature, or can you make a 
judgment of that type? 

MR. KOTOSKE: No, not really. On the compen
dium that goes from static to fluid, I couldn't say. I 
couldn't say that strike force types of investigations 
are normally one or the other. 

Understand, of course, we are not case-report 
prosecutors. The case does not come to us in a 
completed form as it may to an Assistant U.S. At
torney. So the input of the prosecutor <.tnd the agent 
are generally ongoing with the investigations 
development, you see. There are certain points in 
time-and I am sure you are aware of this-when it 
is appropriate to move and move as rapidly as you 
can. 

Is that clear or is that in response to your 
question? 

MR. COOK: Yes, I think it is, and 1 think it ena
bles us to move on into another area related to that. 
You referred to the cumbersomeness of Title III 
procedures. Can you elaborate on that? 

MR. KOTOSKE: Well, the answer to that 
question is directly tied to prosecutorial decisions 
as to whether or not to use a Title III. And there is 
a natural culling process there that I use that makes 
it sometimes cumbersome. 

The first two or three steps, of course, are not. 
They are formalistic. It is merely a grocery list ap· 
proach assessing a composite of facts to see 
whether they fall within Section 2516. 

There is the necessity of finding out whether this 
is the type of crime the strike force unit should be 
considering. Once you pass hurdles 1 and 2, you get 
down to the hard decision: Are there alternatives? 

CHAIRMAN ERICKSON: Are there what? 
MR. KOTOSKE: Alternatives to Title III. Will 

immunities work without tipping off the sum and 
SUbstance of your investigation? Will search war-

rants work? Can the grand jury accomplish the pur
pose? Will consensuals work? 

And if they can, it is my judgment as a prosecu
tor that I wiIl not go for a Title III if anyone of 
those alternate procedures can work. 

If the situation develops that there is no alterna
tive to making the case, then it becomes a dollar
and-cents proposition, the cost of a Title 1II versus 
the criminal impact. 

And if I find we are pursuing a "Mom and Pop" 
grocery store or some $10,000 a week narcotics 
operation, in my judgment the cost of the Title 
III-even if it gets past the first four hurdles, I 
would be disinclined to ask for a Title III, even 
prepare the application. 

MR. COOK: Once you have made the decision to 
proceed 'Nith a Title III, are you ordinarily satisfied 
with the speed with which your applications are 
handled relative to the investigative needs which 
you have? 

MR. KOTOSKE: I did not use to be. I am more 
inclined to be satisfied with the processing now. 

In the formative years-I think the first case I 
handled was in '69 or '70, I can't remember 
which--we were trying to recapture a converted B-
25 bomber that was being used in a smuggling 
operation in Mexico and coming in through 
Arizona and Southern California. It was very im
portant to get on the phone at the right time. 
Because of delay, that case never came to fruition 
on that particular point, albeit it developed mag
nificently on another aspect. 
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Since that time, we have had a policy in the Or
ganized Crime Section of response within five days 
of receipt of a sufficient affidavit. I think what you 
are referring to here is an application. 

I am not disgruntled about that. I think that is a 
sufficient delay, I should say. 

But what does bother me to some extent is the 
situation that has developed with some agencies, 
where a companion affidavit moves through the in
vestigative agency at the same time our application 
is going back to the section. And I wonder whether 
or not that is necessary. 

~t seems to me there is some concomitant 
redundance there we just don't need. 

I can't pinpoint a case where a delay has resulted 
that has frustrated the objective of the investiga
tion, but I just wonder whether that is needed. I 
mean, how many bishops do you need to put their 
imprimature on an affidavit? Four from this agency 
and four from our organization, when the statute 
only requires one? 

But that is my personal feeling, and I do not 
speak for the Department of Justice in that regard. 



MR. COOK: Have you experienced any substan
tial changes in the contents of your affidavits as a 
result of investigative agency decisions in reviewing 
the affidavits? 

MR. KOTOSKE: Yes, I have, on at least two oc
casions. 

But what bothers me is this, Mr. Cook. If the 
agency we are working with is supplying us all the 
facts available to them and, two, if we, as prosecu
tors in the field who have to live with the affidavit 
in front of a district judge, have made an initial 
determination that it is legally sufficient, and three, 
if the Section back here provides an added dimen
sion or nationwide coordination and objective as
sessment which I have no disagreement with-I 
prefer it, as a matter of fact-if we go through all 
those steps, why is it necessary to have the same 
process being gone through through an agency for 
whom we are working? 

And that, I think, is to some degree redundant. 
And what bothers me about it, speaking candidly, is 
the possibility of delay, the possibility that the agen
cies are not attuned to our schedule. 

MR. COOK: What is the organized crime situa
tion, briefly, in San Francisco? 

MR. KOTOSKE: Well-
MR. COOK: If you give us a general assessment 

without revealing any of your intelligence. 
MR. KOTOSKE: I would prefer not to discuss 

ongoing investigations, of course. I'd be foreclosed 
from that. 

It all depends on your concept of organized 
crime. I am sure most people that discuss organized 
crime with you are confined to vowels, names that 
end in vowels. We have had projects going in the 
San Francisco area, in the Chinatown area, that 
have indicated to us that some of the facets of the 
Tl.Jngs in the San Francisco area are more effective
ly and sophisticatedly and efficiently organized than 
your standard Mafia or La Cosa Nostra could ever 
think about being. Whether or not they have the 
nationwide syndication, I don't know. 

Our experience in Hawaii, for instance, has 
shown that the syndicate there and the criminal 
operative groups there are much more so
phisticated, much more efficiently organized than 
the standard notion of the Italian organizations and 
Mafia or Cosa Nostra, or whatever you want to 
designate. 

As to San Francisco itself, both the traditional or
ganized crime families are there-they are ac
tive-as well as their companion or correlative 
groups, the Chinese organizations. Some of the 
Mexican American organizations in specific areas 
of criminal enterprise are at least as efficiently or
ganized and at least as effective in their criminal 
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enterprise as the traditional notion of the Italian 
Mafia. 

So, in answer to your question, "What is the or
ganized crime picture in San Francisco?" I say to 
you it is at least as active as in other areas of the 
country that I have been familiar with. 

I might point out that San Francisco is the place 
where r don't spend most of my time. I have from 
Alaska to Hawaii the entire Northwest to be con
cerned with. But in the San Francisco area, is what 
I designate as a high-activity center within my 
ambit of jurisdiction. 

MR. COOK: Is there a pattern of criminal 
behavior or any particular types of offenses which 
dominate the crime scene in San Fran
cisco-gambling, narcotics, extortion? 

MR. KOTSKE: No, I don't find one area of 
criminal activity that stands out head and shoulders 
above the normal common activity-your gam
bling, narcotics, extortion. We have had ongoing in
vestigations into the political corruption and into 
the area of one of the local police departments. But 
I don't see one area that stands out noticeably dif
ferent and distinct and with more activity. 

MR. COOK: Do you find there are any investiga
tive techniques which are particularly effective in 
political corruption investigations? 

MR. KOTOSKE: No. The techniques are 
designed for the case. The selection of the 
technique to be used is pretty much called for by 
the facts. And they vary from situation to situation. 

Cases can be easily made with informants, immu
nities, grand juries, as well as with search warrants 
and the other investigative techniques. 

But I don't find one technique that stands out as 
being preferred. 

Obviously, now, in certain criminal enterprises, a 
Title III is almost called for without question-in 
areas of gambling, in some narcotics enterprises, 
because of the nature of the tightness of the group. 
Sometimes in Chinatown groups and on the Islands, 
because of the ethnic makeup of the subjects, un
dercover penetration is simply impossible, where 
the group is too tight, and you are foreclosed from 
anything but a Title HI if you are going to make the 
case. 

MR. COOK: You testified that you make fairly 
substantial use of consensual devices. 

MR. KOTOSKE: Yes. 
MR. COOK: What effect would the implementa

tion of a court-ordered system on the use of con
sensuals have on your operations? 

MR. KOTOSKE: Well, if I could go through the 
search warrant process locally-what I am saying is 
if I could retain the decision-making process lo
cally, going before a magistrate much the same as 



you would for a search warrant, with the intent of 
qualifications of sealing, affidavits, et cetera, I 
would have no objection. 

But the beauty of the tool is in the rapidity of its 
use, the movement, the availability to it quickly. 
And if you have to go through a cumbersome 
process like your Title III application, I would 
strenuously object. 

MR. COOK: In other words, your objection 
would be more to the administrative review than to 
the judicial review. 

MR. KOTOSKE: Yes, I would have no problem 
with the judicial review, although [ don't think it's 
necessary. Legally I don't think it is necessary. If 
the informant who is wired during a conversation 
could testify to it anyway, it seems to me to seek a 
search warrant is going to require a magistrate to 
do something he doesn't have to do in the first 
place. 

But if I had my choice, I would prefer to have the 
decision-making process locally with a senior 
prosecutor. 

MR. COOK: Do you find there is a substantial 
percentage of your consensual devices which you 
use under circumstances in which you do not have 
probable cause? 

MR. KOTOSKE: Yes; yes. 
MR. COOK: Under those circumstances, you 

could not obtain a warrant? 
MR. KOTOSKE: True. 
MR. COOK: I see. 
MR. KOTOSKE: Without a doubt. 
MR. COOK: Excuse me? 
MR. KOTOSKE: I finished. 
MR. COOK: I just have one further question, and 

it is open-ended. 
When we talked to you in San Francisco, you 

emphasized very heavily the importance of 
prosecutorial discretion in handling investigations 
and I have attempted to cover that in the question
ing so far. If there is anything which has been left 
out or which you would like to expand upon, please 
do so. 

MR. KOTOSKE: No, just a short addendum. 
Having been a prosecutor only five or six, maybe 

six-and-a-half years, and having had some con
siderable experience with Title III's, I would simply 
state to you that it is probably the most effective 
tool that I have used as a prosecutor in case 
development. I think it should be used very nig
gardly and with the right set of facts, with the an
ticipation of serious criminal impact-simply 
because of the cost, simply because there may be 
easier ways to do it, and because of the cumber
some procedures that one must go thro\1gh to 
secure it, to secure approval of the application and 
ultimately the order. 

With that, that is all. I think I have covered 
primarily the prosecutive decision-making process. 

MR. COOK: Thank you very much. 
Mr. Chairman. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENT AG: Thank you, Mr. Chairman. 
Mr. Kotoske, you testified that the cumbersome 

procedure is what turns you off from using a Title 
HI wiretap. Would you suggest a less cumbersome 
way of achieving that result? 

MR. KOTOSKE: Yes, I can, Madam. 
One, initially I think the procedure-the control 

mechanism is really what it is. I am sure you are all 
aware of that procedure-to be very certain that 
some prosecutor doesn't go off half-cocked, spend
ing a lot of time and effort in the area. 

I think it was also designed for the careful 
development of the statute and case law. 

I have no objection to that. I have no objection to 
the review back here in Washington. My only ob
jection is (a) I don't see the need for agency 
review, concomitant with section review, ours, and 
(b), I object very strongly to the time delay 
between the time I submitted an application and 
got a response. 

Let me interject something there. 
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While the affidavit may seem very complete and 
the facts very static, things can happen in the mean
time. Innocent things can happen. A man can sell 
his location. He could have it on the market. Two 
officers could come into a bar and have lunch, and 
that could be interpreted in a thousand different 
ways. 

So my objection is this: The procedure is cum
bersome. I don't object to the within-the-section 
review, but I do object to the out-of-section review. 

I have no suggestions how you could eliminate
MS. SHIENT AG: You do or you don't have? 
MR. KOTOSKE: I do not. And I might seem to 

be talking inconsistently here, but some of that con
trol mechanism is absolutely necessary for nation
wide coordination. 

MS. SHIENT AG: When you were the head of the 
Criminal Division of the U.S. Attorney's office, did 
you have such agency review as you have now as 
head of the Strike Force? 

MR. KOTOSKE: You know, at that time I think 
Mr. Petersen was doing it himself. I used to talk to 
him on the phone about it, if I recall. And I don't 
recall that extensive agency review was going on. 
As a matter of fact, if I recall that first case, there 
was not. It was all done within the section. 

Has that answered your question? 
MS. SHIENTAG: Well, I think we all apprecbte 

that when a procedure is comparatively new, as this 
is, we want to be sure the rights of everybody, the 
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defendants and people and government, are pro
tected. So it may be necessary to follow certain 
procedural steps as safeguards. 

As we become more familiar with the process of 
&etting Title III authorizations, perhaps there are 
some things that could be eJiminated. That ex
perience has shown. That is the purpose of our ask
ing you these questions now. 

If you find there are some specific agency 
reviews which could be eliminated based on your 
experience, which is extensive over the last six 
years, would you submit that to the Commission? 

MR. KC'i'OSKE: Sure. 
MS. SHIENTAG: In other words, would you 

review your files and indicate specifically how 
something could be shortened, made less expensive, 
and you would achieve the results? 

MR. KOTOSKE: I'd be very happy to do that. 
MS. SHIENT AG: Thank you. 
CHAIRMAN ERICKSON: Does that complete 

your questioning? 
MS. SHIENTAG: Yes. Thank you, Mr. Chair-

man. 
CHAIRMAN ERICKSON: Professor Remington? 
MR. REMINGTON: I have no questions. 
CHAIRMAN ERICKSON: Professor Blakey? 
MR. BLAKEY: I have no questions. 
CHAIRMAN ERICKSON: General Hodson? 
MR. HODSON: You indicated that there, at 

least, is some type of organized crime activity 
around the San Francisco area. We understand 
Alameda County has a fine police force and a fine 
prosecutor's office, but they don't have wiretap 
authority at the state level. 

MR. KOTOSKE: That is true. California does 
not. 

MR. HODSON: Do you have any comment to 
make with respect to their capabilitie$ in com
batting organized crime without wiretapping? 

MR. KOTOSKE: General, only in this regard-let 
me say two things. Let me say one thing generally, 
and then more specifically with respect to Lowell 
lensen's office, who is the District Attorney there. 
And I agree with you, they do have a very fine po
lice department there. 

MR. HODSON: And he has a fine reputation as a 
prosecutor. 

MR. KOTOSKE: An excellent police department, 
and Mr. lensen is now at trial, as you know, on a 
very complicated case. 

One, my experience indicates to me, for what
ever it is worth, that states who do not have the 
authority to intercept on the line, who do not have 
wire intercept authority, will never be able to come 
to grips effectively with organized crime, simply 
because organized crime, in order to do its bus i-
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ness, needs the wire. If you do not have access to 
control of that particular facility, you an: always 
going to be two steps behind. I am not aware of any 
bills presently afoot in the California Legislature for 
statutes like Title III. Until that occurs, they are al
ways going to be just one step behind the problem. 

MR. HODSON: You have a feeling that you are 
picking up the stick, so to speak, in the organized 
crime area from the state authority? 

MR. KOTOSKE: Not necessarily, General. Given 
the small size of the Federal family, it is generally 
impossible to effectively conduct a Title nr in
vestigation without the help to some degree of the 
locals, its PC input, manpower surveillance, or 
commitments, not to the in-house operation, but a 
myriad of things that have to go on during an in
vestigation. I have personally never handled a Title 
III where there was not some local cooperation. 

I do not intend to convey to you the idea that the 
locals feed us with facts, hoping we can develop 
them into a Title III case, albeit that frequently hap
pens. But I don't think it is in the sense of picking 
up the sticks and doing something the state law en
forcement could not otherwise do. 

Sometimes that does happen. 
I can give you two cases, the recent case in 

Hawaii and the recent case in San Francisco, both 
Title III cases and very extensive, where local 
cooperation was absolutely necessary. And I draw 
very heavily where I can on local law enforcement 
to assist. 

MR. HODSON: Let me just ask you one question 
here about criteria for wiretapping. 

You indicated your criteria-
MR. KOTOSKE: That is very subjective. 
MR. HODSON: -part of which was a cost-effec

tiveness analysis. Have you ever had a case turned 
down by the Department of Justice on the basis 
that they did not consider it important enough to 
use Title III? 

MR. KOTOSKE: No. 
CHAIRMAN ERICKSON: I just have a few 

questions, Mr. Kotoske. 
You have a number of states on the West Coast 

that you are in charge of as far as the Organized 
Crime Strike Force is concerned. Except for 
California, do any other states on the West Coast 
fail to have companion legislation that would 
prohibit state wiretaps in law enforcement? 

MR. KOTOSKE: I am disadvantaged, Mr. Chair
man. I know California does not. I believe Oregon 
does. 

CHAIRMAN ERICKSON: It does. 
MR. KOTOSKE: I think Alaska does. I know 

Hawaii does not. I don't know about Montana, 
Idaho, and Utah. I don't have that information; I'm 
sorry. 



CHAIRMAN ERICKSON: But in connection 
with these states, have you ever turned to a state 
for assistance in obtaining a wiretap because of the 
fact that their procedures were less cumbersome 
than the Federal procedures? 

MR. KOTOSKE: No, sir; I never have. 
CHAIRMAN ERICKSON: Do you feel that this 

requirement of being checked at all these levels is 
essential to protect privacy or make certain that 
wiretaps are only issued in the most aggravated 
case, if you will. 

MR. KOTOSKE: Yes. I have no objection to the 
procedure as long as it remains in-house. By that I 
mean, as long as the review process-which I think 
is absolutely necessary-as long as the review 
process remains within the Organized Crime Sec
tion solely. 

What I object to-and I think I was making this 
point earlier-is the out-of-section review that I 
think is redundant and unnecessary. And I know 
people disagree with me on that point. 

CHAIRMAN ERICKSON: Well, what I was aim
ing at was: Do you feel it is necessary to do that 
rather than have the determination made at the 

local level as to whether or not this will be pursued? 
MR. KOTOSKE: I think the review process is 

necessary to protect the statute from abuse. I dis
agree-and I might also say I do not think that I or 
any other senior prosecutor ought to make the 
decision at the local level in connection with Title 
Ill's. 

I do object to the redundancy that seems to be 
apparent with this companion review going on at 
the agency level. 

CHAIRMAN ERICKSON: Those are all the 
questions I have. 

Are there any further questions? 
[No response.] 
If not, Mr. Kotoske, we appreciate your appear

ing. Again, you have been most helpful. 
MR. KOTOSKE: It has been my pleasure, Mr. 

Chairman. 
CHAIRMAN ERICKSON: Thank you again for 

coming. 
This meeting stands recessed. 
[Whereupon, at 12:50 p.m., the meeting was ad

journed.] 
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Hearing, Monday, June 9, 1975 

Washington, D.C. 
The hearing was convened at 9:30 a.m., in Room 

6202, Dirksen Building, Professor 1. Remington, 
Chairman pro tern, presiding. Commission mem
bers present: Frank J. Remington, Chairman pro 
tern; Richard R. Andersen, G. Robert Blakey, 
Florence P. Shientag. 

Staff present: Kenneth J. Hodson, Esq., Execu
tive Director; Milton Stein, Esq., Michael Lipman, 
Esq., Margery Elfin. 

PROCEEDINGS 
MR. REMINGTON: I think we are ready to com

mence today's hearing. 
I will recognize first General Hodson, who has a 

motion or two to make. 
MR. HODSON: Mr. Chairman, I suggest that the 

staff reports on the state and local law enforcement 
from the Los Angeles and Chicago areas be made 
part of the record. 

MR. REMINGTON: Without objection, they may 
be made part of the record. 

PROFESSOR BLAKEY: Mr. Chairman, I enter 
my continuing objection that these reports are not 
rc:,mprehensive enough. But I don't object to their 
being received for the record.! 

MR. HODSON: Second, Mr. Chairman, I suggest 
the letter we received from the District Attorney of 
Philadelphia, Mr. Emmett Fitzpatrick, be entered in 
the record. We invited Mr. Fitzpatrick to appear 
because he comes from a major metror-olitan area 
where they do not have court-ordered wiretappmg. 
Mr. Fitzpatrick declined on the grounds that hb has 
had no experience with the use of electronic sur
veillance and therefore he has had no occasion to 
get involved with it, and therefore he declined our 
invitation. 

MR. REMINGTON: Without Objection, the letter 
from District Attorney Fitzpatrick will also be made 
part of the record. 

[The letter referred to above foHows.] 

DISTRICT A TIORNEY'S OFFICE 
PHILADELPHIA, PENNSYLVANIA 

April 30, 1975 

F. EMMETT FITZPATRICK 
DISTRICT A TIORNEY 

I Staff reports are published in a separate volume. 
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Mr. Kenneth J. Hodson 
Executive Director 
National Commission for the Review of Federal and State Laws 
1875 Connecticut Avenue, N.W. 
Washington, D. C. 20009 

Dear Mr. Hodson: 

I am in receipt of your letter of April 24. Unfortunately, it ap
pears that I am unable to he";J you. 

r have been District Attorney but shortly over a year. During 
this period of time, wiretapping has been illegal in the Common
wealth of Pennsylvania and our legislature recently passed a 
prohibition against body taping as wetl. 

r have not had occasion, therefore, to become involved with 
electronic surveillance in the development of' any criminal mat
ters. I do note, however, that the Special Prosecutor, Mr. Walter 
Phillips, has expressed some interest in these a:.:tivities. You 
might wish to contact him directly and determine the status of 
his activit ies in these areas. 

Sincere.iy, 
[Signed] F. EMME7T FITZPATRICK 

MR. REMINGTON: As members of the Commis
sion know, we have heard testimony from a number 
of persons active in law enforcement in New York 
City, the only large city which has court-authorized 
electronic surveillance authority as a matter of state 
statute. And in that testimony we have heard from 
New York City Prosecutors and law enforcement 
personnel that they rely heavily on the authority 
which they have to conduct electronic surveillance. 

In this hearing today we will have the advantage 
of being able to hear from experienced and 
knowledgeable representatives of law enforcement 
in the next three largest cities, Chicago, Los An
gt.::les, and Philadelphia, who will discuss with us 
their view as to the need for c0urt-authorized elec
tro.lic surv~illance iri their jurisdictions, the pre~:ent 
situation being that there is no authority uncler state 
statutes in California, Illinois, 01' Pennsylvania to 
conduct electronic surveillance. 

We start this morning with District Attorney 
Joseph Busch from Los Angeles County, the largest 
county in the United States. Anyone who knows 
anything about law enforcement in this country 
knows the distinguished record of Mr. Busch, who 
has been District Attorney for Los Angeles County 
for 20 years and presides over an office that is 
known for its competence and ability, and it is 
therefore very pleasant for all of us to be able to 
hear the views of Mr. Busch this morning. 

Mr. Busch, the rules of the Commission require 
that all persons appearing before it be sworn. 



[Whereupon, Joseph P. Busch was duly sworn by 
the Chairman pro tem.] 

MR. REMINGTON: Mr. Busch, we welcome you 
this morning. 

MR. BUSCH: Thank you, Mr. Chairman. 
MR. REMINGTON: We understand you are 

going to start with a statement. We have copies of 
your written statement and without objection that 
wili be made part of the record. 

TESTIMONY OF JOSEPH P. BUSCH, 
DISTRICT ATTORNEY, LOS ANGELES 
COUNTY, CALIFORNIA 

MR. BUSCH: I am Joseph Busch. I am District 
Attorney of the County of Los Angeles. 

It is an honor to meet with you today and to 
discuss a topic which has become increasingly im
portant to all Americans-wiretapping and elec
tronic surveiIlance. 

The uses and abuses-both private and govern
mental-of the technological tools for eaves
dropping have become of great concern to millions 
of people. Those who have been the subjects of il
legal or misdirected electronic snooping are un
derstandably bitter. MilIions who have only heard 
about the techniques used or who only suspect that 
their private conversations may have been listened 
to are almost equally angry. 

People both in and out of government who were 
concerned about such intrusions on personal priva
cy applauded the controls set forth in the Federal 
electronic surveilIance law. Both as a public lawyer 
and as a citizen, I personally welcomed the stan
dards established by this act. 

In the present assessment of this law which your 
Commission is undertaking, I wish to address you as 
a public lawyer from a state which prohibits non
consensual electronic wiretapping and eaves
dropping by law. 

Before we get into questioning, I want to discuss 
with you briefly some of the problems which 
develop for investigators as a result of such a total 
ban and touch briefly on possible further restric
tions on consensual electronic surveillance which is 
used continually by the Los Angeles District Attor
ney's Office and other law enforcement agencies in 
our jurisdiction. 

''Che office which I head is the largest prosecu
tor's office in the nation and serves an area which is 
larger than forty-four of the states. We handle all 
the felonies and about half the misdemeanors which 
occur in our juriSdiction-about 250,000 cases a 
year. 

In addition to Dur legal staff of 520 attorneys, we 
have a Bureau of Investigation of 300 investigators, 
the third largest police agency in Los Angeles 
County. 

The Bureau of Investigation works closely with 
two legal units most closely involved in electronic 
surveiEance-the Organized Crime and Narcotics 
Division and the Special Investigations Division. As 
its name indicates, the Organized Crime and Nar
cotics Division is concerned with organized crime, 
which we define as ongoing criminal conspiracies, 
and the organized narcotics traffic in our ~rea. The 
Special Investigations Division deals mainly with 
government cOlfuption, bribery, and election 
frauds. 

Consensual electronic surveillance is used most 
frequently by the Special Investigations Division in 
cases of government corruption and bribery. We 
consider them essential in this most important area 
of proseclltion. They are an essential electronic 
verification of the testimony of our witnesses who 
are often in a one-on-one situation with the suspect, 
especiaIly in bribery cases. 

In certain organized crime cases, including a 
recent murder-for-hire case, consensual surveil
lance has been critical to the success of the case. 

In another major case recently involving the theft 
of millions of dollars of city checks which is still 
pending trial, consensual electronic surveillance 
was also critical. And this particular case clearly 
reveals the problems which would arise if the law is 
changed to require court orders for consensual 
electronic surveiIIance. 

The scenario for our effort to recover some of 
these checks changed literally on a minute-by
minute basis. For hours, our investigators and attor
neys were making constant adjustments in the time, 
place, and manner in which the checks would be 
received by our informant. 

If court approval had been required for the elec
tronic surveiIIance aspect of this operation, it would 
have rendered such surveillance impossible. And 
we had to have the surveillance. 
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The same type of situation also frequently occurs 
in bribery and government corruption cases. 

These are some examples of why conseneual 
eavesdropping is relied on so heavily by local law 
enforcement agencies in Los Angeles. 

Before continuing, I should probably take a 
minute to describe the organized crime problem 
which we face in the Los Angeles area, how we 
deal with it, and how the inability to wiretap 
without consent affects our efforts. 

The traditional organized crime reliance on a 
working relationship with police and public officials 
through bribery and other types of pressure, includ
ing political, has never existed in Los Angeles. The 
reasons for this probably include a highly
developed civil service tradition in local and state 
government, a relatively loosely structured partisan 



political system springing from a tradition of cross
filing and non-pal tisan local elections, and a 
heterogeneous suburran social climate. 

This does not mean that Los Angeles does not 
have organized crime nor that it is not a target for 
organized crime. It simply means that the structure 
of organized crime in our area is different-as are 
many other aspects of life in Los Angeles. 

We do have bookmaking, prostitution, fencing, 
murders for hire, narcotics, labor racketeering and 
the other social ills that organized crime fosters. 

We are al,;o most concerned about the mO':ement 
of organized crime money into legitimate busi
nesses in our area. 

It is our opinion that the inability of law enforce
ment to wiretap non-consensually gives organized 
crime figures a sense of security and makes our 
area more susceptible to invasion by organized 
crime. 

In many areas of organized crime activity, we can 
only arrest the lower echelons. For example, in 
bookmaking, we can hit the front offices, but we 
cannot get to the back offices or beyond due to our 
inability to wiretap non-consensually. As one of my 
organized crime attorneys noted, it is similar to 
going after a large corporation on a major con
sumer or antitrust violation and simply arresting the 
salesmen. Weare forced to strike against the most 
easily replaceable elements of the organized crime 
effort. 

It is really conjecture as to what exactly non-con
sensual wiretapping would do in such a situation 
since we don't have it. We only know that the 
Federal Government's ability to do such wire
tapping allows them to make cases in this field that 
we cannot. 

Virtually all the major Federal Strike Force cases 
that are being made in the Los Angeles area are 
being made with wiretaps. A recent trial of al
legedly major organized crime figures for a syn
dicate-style bookmaking takeover relied heavily on 
wiretaps, for example. It is most difficult for us to 
tackle this kind of case. 

This fact raises an interesting problem. Does this 
mean that in non-wire cap areas, such as California, 
the local agencies must come to depend on the 
Federal Government for the prosecution of major 
organized criminal activity? Does this presage the 
growth of a national police force as opposed to our 
tradition of local law enforcement control-due to 
the wiretap constraints placed on local agencies 
and the ability of the Federal Government to move 
in the area? 

We know already that it has resulted in local 
agencies turning over cases to the Federal agencies, 
because the local agencies knew that non-consen
sual wiretaps were needed. 
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I have mentioned a recent murder-for-hire case 
in which consensual wiretaps were essential to the 
successful prosecution of the case. In another such 
case, our inability to make non-consensual wiretaps 
prevented the prosecution of the higher-up respon
sible parties. 

We received information that a prominent local 
union official was the object of a contract for 
murder. Our informant had been asked to obtain a 
hit man. Conversations between our informant and 
the suspect who was seeking the hit man were 
recorded. Incriminating comments by the suspect 
were recorded. 

Our investigators knew that the suspect would 
make telephone calls from a public pay telephone 
to unknown persons after he had talked to our in
formant. If we had been able to tap that phone, we 
believe that we would have discovered who the 
suspect was working for. As it was, we were never 
able to determine who ii"J.l ordered the murder. 
The suspect wouldn't talk. 

The narcotics problem is one which I believe 
needs special attention when discussing the wire
tapping problem. 

Los Angeles, today, is the heroin capital of the 
world. This has resulted from our geographical 
proximity to the Mexican heroin producers, the 
traditional ties between dealers in our area and the 
Mexican producers and the at-least-temporary dry~ 
ing up of the European sources of heroin. 

The narcotics experts in the District Attorney's 
Office estimate that there are today 500 major nar~ 
cotics dealers in the Los Angeles area. They define 
major dealers as suppliers who deal in large kilo 
amounts of heroin and cocaine. This means that the 
major suppliers outnumber the Federal DEA agents 
in the county by more than four to one. This may 
give you some idea of the problem which we face. 
As in other areas of organized crime, the lack of 
non-consensual wiretapping greatly inhibits our 
ability and that of other local agencies to get to the 
major suppliers and increases our reliance on the 
Federal efforts. 

A current case in our office illustrates this 
problem. We know from an informant that a major 
dealer has a tie· in with a prominent businessman on 
the distribution level. As a result of the informant's 
activities, we were able to make a major drug 
seizure and will probably be able to make a case on 
the dealer. But the lack of wiretapping capability 
prevents us from reaching the businessman con
federate. 

That is not a unique case. It is not unusual for us 
to make such arrests-taking one dealer and leav
ing untouched his wealthy associates who lead 
presumably legitimate lives. 



There is one other aspect of the situation in 
California in which I know the Commission is in
terested. As a result of the Jones decision by the 
California Supreme Court, 106 Cal. Rptr. 749 
(1973), California prosecutors cannot use evidence 
obtained from a lawful non-consensual wiretap con
ducted by another jurisdiction, such as the Federal 
Government. Moreover, a conservative interpreta
tion of this ruling by some authorities believes that 
it may even preclude California law enforcement 
participation in investigations by other jurisdictions 
when legal non-consensual wiretapping is un
dertaken. I personally do not agree with this latter 
interpretation. However, I am sure you can see the 
restrictions which result from this court ruling. 

I should also mention that all state efforts at 
legislation to provide for court-approved non-con
sensual wiretapping have met defeat in Sacramento. 
Such legislation which has been sponsored by the 
California Attorney General's Office and local dis
trict attorneys has been highly res~rictive, actually 
beginning where the Federal Government leave.s off 
in terms of restrictions. 

If the picture that I have painted seems dismal, I 
must tell you that it is probably not as bad as it 
sounds in this abbreviated presentation, but it is 
certainly not inspiring to the attorneys and in
vestigators who must deal daily with these restric
tions. 

I hope that the California picture will improve 
and I hope that your deliberations on the Federal 
law will be aided by my presentation here. 

I think it is naive to believe that law enforcement 
does not need wiretapping. I am in total agreement 
with the people who fear the abuse of wiretapping, 
and I strongly favor all reasonable steps which must 
be taken to prevent such abuse. 

But organized crime does use the telephone; the 
leaders of organized crime are susceptible to suc
cessful prosecution based on the use of electronic 
surveillance; and as a local prosecutor who cannot 
use non-consensual wiretapping, I can ten you that 
it makes a difference. 

Thank you for the time you have given me to 
present my views and if you have any questions, I 
will be happy to answer them. 

MR. REMINGTON: Thank you very much, Mr. 
Busch. I think General Hodson would like to start 
with a few questions. 

MR. HODSON: Mr. Busch, you made a very 
thorough statement covering most of the questions 
that I have. 

I would like to have you put on the record your 
own biography in brief, if you will. 

When did you join the Office of the District At
torney of Los Angeles? 
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MR.. BUSCH: I joined the Office of the District 
Attorney in February of 1952. I did the usual type 
of misdemeanor training a.od preliminary work, and 
then in 1954, became a Senior Trial Lawyer and 
served as a Senior Trial Lawyer until 1966, when I 
became the supervisor of the trial lawyers in the 
District Attorney's Office and then, through addi
tional promotions, bec:ame the Assistant Deputy 
District Attorney. 

MR. HODSON: Are the Deputy and Assistant 
District Attorneys in the Office of the District At
torney appointive positions? 

!VIR. BUSCH: All but two of the Deputy District 
Attorneys in Los Angeles are Civil Service. 

MR. HODSON: Career people? 
MR. BUSCH: Career people. 
MR. HODSON: That leads to my next ouestion. 

Do you have much personnel turnover in your of
fice? 

MR. BUSCH: No. As a public law agency, the 
turnover in the office is small. It gets smaller as the 
years go by. I would say it is about 8 per cent per 
year. 

MR. HODSON: About 8 per cent per annum? 
MR. BUSCH: Eight to 10 per cent. 
MR. HODSON: Roughly, what percentage of the 

trial attorneys in your office may have more than 
three years' experience? 

MR. BUSCH: Well, I would say that of the 520 
lawyers that we have, all but perhaps 150 would 
have that much experience-350 or so. 

MR. HODSON: In your testimony you indicated 
you rely extensively on consensual wiretapping. 
You indicate, also, that you would not favor a 
court-ordered system for consensual wiretapping. 

Would you please tell the Commission what con
trols you place over consensual wiretapping, not 
only with respect to when they can be conducted 
but with respect to what controls you place over 
the equipment? 

MR. BUSCH: Generally in the consensual type of 
wiretapping the only two methods that give you 
good results are a Fargo transmitter or an induction 
coil with reference to consented telephune conver
sation. An this business about the great new 
methods they have on electronic eavesdropping I 
don't find effective at all. I think that is more "007" 
talk than it is practically true. 

The manner in which it is done is that, in my case 
where there is going to be consensual use of an 
eavesdropping device, the matter is brought to the 
attention of one of our Deputy District Attorneys. 
It is generaIly in the field of organized crime, nar
cotics, or political and governmental corruption. 

The control of the industry is under our Crime 
Laboratory Technicians and they, of course, take 



care of that. The matters, if at all possible, are 
reduced to a recording on a tape so that it is always 
available from start to finish. 

As to the person that we use who may be using 
the Fargo, any undercover cop or whoever he may 
be, we try as best we can to have him under visual 
observation at all times with reference t.o it. 

All of the tapes that are used in any type of con
sensual operation are saved. In California we have 
complete discovery. The prosecution turns over 
everything but its work product-and nowadays I 
am not so sure we don't have to turn over our work 
product-but we just open our fiks and save all 
that and make it available to the defendent on in
dictment so there is no destruction of the evidence 
and it is maintained in the regular cO~lrse of the 
booking procedure, sealed with sealing tapes and 
marked by the persons who are involved. 

MR. HODSON: Do you have a regular written 
policy with respect to controls on your electronic 
devices and also with respect to who may authorize 
the use of those devices? 

MR. BUSCH: I don't believe that is actually put 
in writing as part of our regular office manuals. I 
must say that we have volumes of office 
procedures. But r don't believe that it is put in writ
ing. It is a matter of general policy that we have 
used over the yeats. 

MR. HODSON: You gave an example to illus
trate that court-ordered consensuals would not 
work because of the rapid change of the situation 
and the movement of the witness. Was that exam
ple a typical case? 

MR. BUSCH: I think that is very true. When you 
are dealing with a hot case and you have your men 
in the field and they've got-I think they like to call 
it the rabbit-when you have your informant walk
ing in and out and making the contacts and keeping 
them under surveillance, you have to do that unless 
you want to take a judge along with you and let him 
watch. Because even under surveillance, as you 
know-if we put an informant in an automobile and 
put him under surveillance, that ta.kes three cars, so 
they don't know they are being followed. It is a very 
involved investigative technique. You have to have 
communication between parties. And if they decide 
not to meet at one hotel and meet at another hotel, 
maybe you are even using the Fargo transmitter 
and things change right as they go along. 

MR. HODSON: Do you feel, then, the controls 
you put on the use of consensual devices are 
adequate? 

MR. BUSCH: Oh, absolutely. I feel this, that 
when we are talking about consensual we are talk
ing about one of the parties to the conversation, to 
the transaction, and the control factor is there. As I 
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say, the destruction of the evidence I think would 
prove disastrous in California if we·v:lidn't have the 
adequate controls we do. The failure to produce 
that kind of evidence on behalf of the defense on 
discovery I think would make the case fail. 

MR. HODSON: The critics of wiretapping have 
made a point that in the Federal agencies, at least, 
they use wiretaps a higher percentage of the time in 
gambling cases; that the gambling cases are 
frequently minor gambling cases and it is a waste of 
the use of wiretapping authority to use it in such 
cases. 

Now, you can't use it in such cases and you in
dicated in your statement that yOU are not certain 
just what you would get. 

The question I would like to ask you is: Do you 
feel gambling is important enough to use court-or
dered wiretapping and thus invade the privacy of a 
great number of people? 

MR. BUSCH: I certainly do. This idea of invad
ing the privacy-one of the things that is intriguing 
is that through a proper showing we can get a 
search warrant and we can go into lawyers' offices 
and doctors' offices; we can search privileged 
papers and look at things and seize things under 
proper court order that have been reduced to writ
ing. And yet for some reason they feel there is a dif
ferent kind of invasion of privacy when we seize the 
spoken word that is also being dissipated and disap~ 
pearing, that would be as important as anything 
that was reduced to writing. And actually all we are 
doing is reducing to a sound device the actual 
words being spoken so that they aren't lost in the 
atmosphere. 

And particularly in gambIing-I don't know how 
other areas work their bookmaking operations, but 
sports action and bookmaking is big business. And 
it isn't tough to get a disgruntled wife to turn over 
the phone number that her husband has been 
putting some bets in on to the local front office and 
put a phone call in and make an arrest there. But 
you people know you can have ten front offices and 
the back office is the one you want, because they 
are phoning in and keeping the records and keeping 
all of the information. And in the ten front offices 
they don't even know who they are working for, 
because all they can do is respond when that phone 
rings. And once you get two or three of the front 
offices the only way you are going to get the back 
office is to have a court-ordered wiretap, or else 
you won't get it. That is why it is so hard to bust up 
gambling rings. 

The best operation I have seen was in Kings 
County, Brooklyn, where they have court-ordered 
wiretap and knocked off the biggest bookmaking 
operation I have seen in organized crime. 



MR. HODSON: In prior testimony we have had 
suggestions that the solution to this is to legalize 
gambling. 

Do you have any comments in that regard? 
That is on the basis that people are going to gam

ble regardless of what you do. 
MR. BUSCH: WeIl, from the information that we 

have had, I don't believe that even off-track betting 
is being handled as weIl as they would like. You are 
not going to run organized crime out of the gam
bling business by legalizing gambling. If you don't 
believe me, go to Las Vegas and look at it. You can 
gamble there and if you don't think that is part of 
organized crime-I just don't think legalized gam
bling is going to solve the organized crime problem. 

MR. HODSON: Let me go to another subject. 
You mentioned several investigative techniques in
cluding, of course, the rather widespread use of 
consensual electronic surveillance. And you men
tioned undercover agents and implied also that you 
use informants. You didn't mention anything about 
an investigative grand jury and the use of immunity 
in order to get people to testify before the grand 
jury and convict them of either perjury or con
tempt. 

And in the sample case you gave, you said you 
were unable to go up the ladder because he refused 
to talk. 

MR. BUSCH: That is right. Let me say, one, we 
don't have immunity in California. We don't have 
investigative grand juries. Our grand juries are not 
used very much for criminal purposes. They per
form a watchdog function. In our county, if we 
have from 90 to 100 indictments a year out of the 
35,000 or 36,000 felonies we actually file, that 
would be a lot. They cannot have ongoing in
vestigative techniques. If a person is a suspect be
fore a California grand jury, you don't even sub
poena him; you invite him. Because if you sub
poena him and have him testify, the issue is raised 
that you have indirectly, by compelling him to ap
pear before the grand jury under oath, offered him 
immunity. 

So we have to be very careful about the manner 
in which we do it. 

Yes, we can offer witnesses immunity before the 
grand jury, but it is transactional immunity and it 
leaves us at a little bit of a disadvantage if one of 
the main characters is involved. Our grand jury 
system in California is probably a little different 
from most others. 

MR. HODSON: In that you do not use the in
vestigative grand jury or you cannot use it? 

MR. BUSCH: The problem is, as I say, when you 
get a suspect-if you are going to have a possible 
defendant in an indictment, you invite the person; 

you don't subpoena him. Because if we subpoena 
him we run across the problem that his testimony 
might have been coerced in an investigative-type 
technique, like the Federal Grand Jury does. And 
therefore the effectiveness of the grand jury as an 
investigative tool in the state grand jury system in 
California is almost absent. 

MR. HODSON: Do you, in light of the Jones case 
which you mentioned, continue to cooperate with 
the Federal Strike F'.Jrce and Federal authorities in 
the Los Angeles area? 

MR. BUSCH: Oh, yes. On the Strike Force-it 
has been there for a number of years, but in the ini
tial undertaking we always had a man assigned and 
available to work directly with the Strike Force. 
And we continue to do that. We have an excellent 
relationship with all of the Federal agencies in our 
particular area. 

As a matter of fact, I think the only cases that the 
Strike Force has made in the Los Angeles al"ea-I 
am talking now about the Los Angeles area; they 
have had other cases that involve areas other than 
Los Angeles in that Strike Force-originated from 
local authorities, turned over to the Strike Force 
because of the availability of wiretapping and the 
ability to use an ; ,:,vestigative grand jury. 

MR. HODSON: Have you taken any steps or 
established any policy with respect to cooperation 
with the Strike Forces when they are using elec
tronic surveillance so as not to taint any derivative 
evidence that you might obtain? 
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MR. BUSCH: No, we don't actually participate in 
any of the cases that they undertake where they use 
electronic surveillance, because of the Jones case. It 
is sort of a strange situation, because under the 
Federal rules, you can even impeach a witness with 
legal wiretaps. So California has some crazy rules 
that most of the other jurisdictions aren't con
fronted with. 

MR. HODSON: What are the basic arguments 
used by the critics of court-ordered wiretapping in 
California to prevent it from becoming law? 

MR. BUSCH: Well, generally speaking, they say 
that you cannot restrict the scope of the wiretap to 
where it is not an invasion of the privacy of the in
dividual involved. In other words, if you are going 
to do it for a period of time, whether it is days or 
hours or weeks, or perhaps 30 days, whatever it 
may be, then during that period of time you will be 
made privy to conversations that perhaps have 
nothing to do with the investigation, and therefore 
it becomes an invasion of the privacy of the in
dividual. 

But you are only seizing, in my opinion, that 
which would be investigative and material and rele
vant in a court of law, so the rest of it is just like the 



papers in an office; you only seize that which is 
relevant. 

But we haven't been able to sell that to our 
Legislature. 

MR. HODSON: Mr. Chairman, that concludes 
my questioning. 

MR. REMINGTON: Mr. Blakey? 
PROFESSOR BLAKEY: Mr. Busch, you said 

that you do not use the investigative grand jury in 
California in part because the immunity is auto
matic? 

MR. BUSCH: Well, it raises a question, you see. 
PROFESSOR BLAKEY: If you selected your wit

nesses beforehand as "witnesses" rather than as 
"suspects," why couldn't you can them before your 
state grand jury? 

MR. BUSCH: Oh, you could. There is no 
question about it. Another thing is that our grand 
juries were supposed to be-when you undertake 
an investigation it is supposed to be towards the in
dictment of individuals, not just on fishing sub
poenas. 

PROFESSOR BLAKEY: Could yeu quash a sub
poena under California jurisprudence on the 
grounds that it was not directed towards an indict
ment? 

MR. BUSCH: I think they could raise that issue. 
Whether or not we would fight that-yes, we would 
fight it. 

PROFESSOR BLAKEY: If an indictment was 
returned after a long grand jury investigation, dur
ing the course of which you didn't have an indict
ment in mind, would that be ~rounds for quashing 
the indictment? 

MR. BUSCH: They would raise that issue. We 
would object to it. 

PROFESSOR BLAKEY: How do you think it 
would be resolved? 

MR. BUSCH: In California now with an indict
ment, in our grand juries all testimony must be 
recorded. And if an indictment is returned, it must 
be printed up and it must be given to the defense so 
that they have a complete record. And then, in 
order to move to set aside the indictment, we would 
move on the grounds that there was no legal 
evidence to sustain the indictment, relevant legal, 
admissible evidence. They may move to quash it on 
the grounds that it was an ongoing investigation and 
without any particular indictment in mind, that it 
was being used as a prosecutor's tool, as a Star 
Chamber proceeding, and that type of thing. 

PROFESSOR BLAKEY: Is that a ground for 
dismissing an i'ldictment in California? 

MR. BUSCH: These are grounds that they have 
raised. They have not been successful. However, 
there has been success in the area of having 
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suspects who are indicted, who are called in as wit
nesses under subpoena, who are forced to testify, 
who are not given their rights, but just as witnesses, 
that their testimony was coerced. 

PROFESSOR BLAKEY: So I take i( your 
testimony is that for these, among other reasons, 
you have no investigative grand jury program? 

MR. BUSCH: It is not an e'lfective tool. 
PROFESSOR BLAKEY: It is not an effective 

tool as you use it? 
MR.. BUSCH: The way that we are restricted, it is 

not an effective tool such as a Federal Grand Jury 
that you impanel for one specific purpose and keep 
for a year just to go into one general area. 

PROFESSOR BLAKEY: I am troubled, Mr. 
Busch. I am still trying to figure out why it is not. Is 
it or is it not the law in California that you may 
quash an indictment because the grand jury was 
used as an investigative tool rather than-

MR. BUSCH: It could be a ground. Once an in
dictment is returned-

PROFESSOR BLAKEY: May I break in? It could 
be a ground. Is it or is it not? 

MR. BUSCH; It would not be, in my opinion. 
PROFESSOR BLAKEY: If it is not, in your 

opinion, why don't you use them as investigative 
tools? 

MR. BUSCH: Because if we indict one of the wit-
nesses we call who had been subpoenaed

PROFESSOR BLAKEY: Forget the witnesses. 
MR. BUSCH: That is an important part of it. 
PROFESSOR BLAKEY: Let's suppose for a 

minute you have a target and you are willing to call 
people in to make a case against your target. Tak
ing your labor racketeer case, I assume your objec
tive was not the man your informant was dealing 
with but ultimately the man he was dealing with? 

MR. BUSCH; Yes. 
PROFESSOR BLAKEY: Would it have been 

possible to have asked the middle man in and asked 
him to testify against the ultimate man? 

MR. BUSCH: You mean immunize him and hold 
him in contempt until he testified? 

PROFESSOR BLAKEY: Yes. 
MR. BUSCH: Sure, it would, but he refused to 

cooperate in any way. 
PROFESSOR BLAKEY: So you made the practi

cal judgment that he wouldn't have cooperf'ted 
anyhow? 

MR. BUSCH: Yes. 
PROFESSOR BLAKEY: Why wouldn't that, as 

an investigative tool, be open to you in all your 
prosecu tions? 

MR. BUSCH: It would. 
PROFESSOR BLAKEY: The next question is: 

Why isn't it routinely user in Los AngeleR? 



MR. BUSCH: Again, what you want to do is say, 
"Okay, let's let this guy go. Give him immunity. 
Let's take this guy and let him walk free." 

I don't look at it that way. I don't buy pigs in a 
poke. I don't look for contempt orders as producing 
good results. 1 never have. 

PROFESSOR BLAKEY: The Federal people do 
and get good results. 

MR. BUSCH: Good results? 
PROFESSOR BLAKEY: I take it you don't 

agree? 
MR. BUSCH: I don't agree with that. 
PROFESSOR BLAKEY: What I am getting at is: 

It is a policy, not a legal judgment
MR. BUSCH: It is also legal. 
PROFESSOR BLAKEY: -that what you have to 

do in an investigative grand jury is something you 
are unwilling to do. 

MR. BUSCH: Oh, no, it is also a legal problem. If 
you would give us use immunity-not you, but if we 
had use immunity, I could see a lot of benefit out of 
all this. 

PROFESSOR BLAKEY: I am certainly willing to 
associate myself with your feeling that it would be 
better if we had use immunity, but I am also 
familiar with the New York practice. They have in
vestigative grand juries and they have transaction 
immunity and they use them continuously to in
vestigate organized crime cases, apart from wire
tapping, where they pick people who are lower 
echelon people and trade them to get upper 
echelon people. And they make the policy choice 
that that is a worthwhile trade. There is nothing in 
the New York law that is inconsistent with it and 
there are some people who feel it is effective. I take 
it you do not associate yourself with that kind of 
practice? 

MR. BUSCH: What is the corroboration practice 
in New York? 

PROFESSOR BLAKEY: They require corrobora-
tion. 

MR. BUSCH; They do? 
PROFESSOR BLAKEY: Yes. 
MR. BUSCH: Where do they get the corrobora

tion? 
PROFESSOR BLAKEY: They do collateral in

vestigation. 
MR. BUSCH: What kind of corroboration is 

required in New York? Independent of the accom
plice? You have to connect it? 

PROFESSOR BLAKEY: Yes. 
MR. BUSCH: And they make deals like that? I'd 

say get wiretapping and then we will corroborate 
them. 

PROFESSOR BLAKEY: I am not arguing that 
you cannot do it with wiretapping; but I am trying 

to find out if there is a legal inhibition on your 
doing it in California, and frankly I have yet to hear 
what the legal inhibition is. I hear a policy inhibi
tion. 

MR. BUSCH: Our grand juries are not really set 
up on the basis of being investigative bodies. 

PROFESSOR BLAKEY: Is that legally or tradi
tionally? 

MR. BUSCH: It is traditional and I think it gets 
into the legal field, that they are more restricted in 
what they can do than other types of investigative 
grand juries. 

PROFESSOR BLAKEY: I don't want to belabor 
the point, Mr. Busch, but I certainly want the 
record to indicate that I, at least, have not really 
understood why legally you can't do it. 

Let me press you a little bit, if I might-
MR. BUSCH: I don't know if I made it clear to 

you or not 
PROFESSOR BLAKEY: Let me press you a little 

bit on the Jones case. 
What would you do if, as the chief law enforce

ment officer in the Los Angeles office, the SAC 
called you and said, "J have a gambling tap in and I 
just heard there was an assassination plot out on a 
prominent figure in Los Angeles. Can you see to it 
that he is given protection and the assassination is 
prevented?" 
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MR. BUSCH: We would give it. 
PROFESSOR BLAKEY: Wouldn't that be in 

violation of your California law under the Jones 
case? 

MR. BUSCH: No, it wouldn't. 
PROFESSOR BLAKEY: If you can't take legal 

wiretapping evidence from the Federal people
MR. BUSCH: Oh, no-in the courtroom, sir. 

Jones said we couldn't use it in the court. 
PROFESSOR BLAKEY: You can investigate 

with it? 
MR. BUSCH: I don't see why not. 
PROFESSOR BLAKEY: And you can respond to 

it? 
MR. BUSCH: I would hope so. 
PROFESSOR BLAKEY: But you can't use it in 

court? 
MR. BUSCH; Evidentiary, that is right. 
PROFESSOR BLAKEY: As a practical matter 

now I am thinking of the motivation of policemen. 
Are policemen disinclined tl) cooperate with 
Federal authorities if they think it is legally, now, a 
one-way street? You can give information to the 
Federal authorities but you can't get information 
from them to use in court? 

Isn't that the effect of the Jones case? 
MR. BUSCH; Wen, yes. That would be one of 

the effects of the Jones case. But I don't think that 
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should impede local authorities from cooperating 
with Federal authorities in the exchange of infor
mation. 

PROFESSOR BLAKEY: Does it? 
MR. BUSCH: No, in our area it does not, as a 

practical matter. No, it does not. 
PROFESSOR BLAKEY: Do your people-
MR. BUSCH: We have a regular network of 

cooperation. 
PROFESSOR BLAKEY: Do your people assist 

the Federal people in any wiretaps, Federal 
wiretaps, doing collateral surveillance? 

MR. BUSCH: No. When the Task Force goes 
into any areas that involve wiretapping, we are not 
involved in it. 

PROFESSOR BLAKEY: Why not? 
MR. BUSCH: We are not invited along. 
PROFESSOR BLAKEY: Do you know why you 

are not invited along? 
MR. BUSCH: Because it is a Federal case. 
PROFESSOR BLAKEY: The testimony before 

this Commission indicates in most other areas of 
the country when wiretaps are put in, they are 
really joint efforts; that there are Federal people in
volved and there are state people involved and 
there are local people involved, and very often thf' 
Federal people get the probable cause and actually 
man the tap, but a great deal of collateral investi.ga
tion, identifying people, surveillance, etc. is done 
by state people. 

MR. BUSCH: If they ask us, we will do it. 
PROFESSOR BLAKEY: But you are never 

asked? 
MR. BUSCH: Not that I know of. 
PROFESSOR BLAKEY: Would you be in a posi

tion to know? 
MR. BUSCH: Well, I don't know of our men-I 

will have to just speak for my Bureau of Investiga
tion. Actually, if there is going to be surveillance in 
the surveillance area of a wiretap calling in and ask
ing us to help-I don't know of any. 'We will do it if 
they ask us. I am not familiar that they do it with 
our large police departments, eithe{. 

PROFESSOR BLAKEY: Making an over-all as
sessment of your own office's response to organized 
crime and all its areas of activity, do you think you 
are holding the line, being inundated by it, 
reversing the problem? 

MR. BUSCH: I think it is getting worse in our 
area. There are a number of factors-increase of 
pornography, making_ pornographic films, lal;r.der
ing money-that type of thing. I think it is wo,se. 

PROFESSOR BLAKEY: Do you attribute tt-is in 
any measure to the existing criminal justice \System 
in California? 
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MR. BUSCH: I think the lack of some of the 
tools that are available in other jurisdictions make 
us a little more attractive. 

PROFESSOR BLAKEY: I take it the implication 
of that answer is if you had wiretapping-

MR. BUSCH: We would do better. 
PROFESSOR BLAKEY: You could make a 

better response to it. 
MR. BUSCH: We would. 
PROFESSOR BLAKEY: And you have made this 

kind of testimony available to the State Legisiattlre? 
MR. BUSCH: Yes, abSOlutely. 
PROFESSOR BLAKEY: And they have still said 

no? 
MR. BUSCH: They have said no, so far. 
PROFESSOR BLAKEY: Thank you very much. I 

appreciate your candor. 
MR. REMINGTON: Judge Shientag. 
MS. SHIENTAG: Briefly, Mr. Busch, on consen

sual wiretapping to which you alluded, when the 
agent goes in with a body recorder or some such 
equipment, do you very often have defenses of en
trapment posed by the defense? 

MR. BUSCH: Yes, ma'am. Whenever we are 
confronted with the use of consensual-as I say, the 
best thing is here you are on the telephone because 
you get such good reception. The other types, the 
Fargo body recorders require a good deal of con
tact and the ability to record off them. Generally 
there will be a quarrel that there was instigation on 
the part of the agent that was involved, and that he 
instigated the proposition that was in his mind, et 
cetera. So there is that defense offered. 

MS. SHIENT AG: How do you guard against that 
defense? 

MR. BUSCH: Try to get a very good tape 
recorder. 

MS. SHIENT AG: The instrument, itself? 
MR. BUSCH: The instrument, itself, and its abili

ty to record is the best way to overcome that. 
MS. SHIENT AG: One of the reasons advanced to 

us for consensual recordings or body recordings is 
the agent's life may be in danger were he not over
heard by the monitoring group who can move in 
quickly. Now, that doesn't apply in telephone 
recordings? 

MR. BUSCH: No. If you are going to send an un
dercover officer in to buy a couple of kilos of 
heroin, I doubt if that officer is going to take a wire 
device in with him. That is head-on stuff. If you get 
caught with a wire recorder, you're dead. So in that 
type of situation you probably wouldn't have a 
recorder. You would just have personal surveil
lance. 

If you are talking about somebody going in and 
bribing a public official and he is not a police of-



ficer, you could wire him up pretty easily without a 
threat of safety. 

The safety factor to me-it probably is involved 
in some areas but I don't think it would be an im
portant one. 

But on the telephone, as I say, and the ability 
there to get good recordings, there is no safety fac
tor involved at all. 

MS. SHIENTAG: But there could be a possible 
defense of entrapment that would be valid? 

MR. BUSCH: Oh, yes, ma'am. 
MS. SHIENTAG: Because you are enticing this 

man to make statements to you? 
MR. BUSCH: That is absolutely true. 
;\1S. SHIENT AG: And using him as a come-on 

for the defendant? 
MR. BUSCH: One of the considerations you have 

to take into account is that the person does not 
become the aggressor of the conversations. If it is 
going to be a good investigation you let the suspect 
do the talking. 

MS. SHIENT AG: One question on your state
ment that you haven't been able to sell it to the 
Legislature yet-

MR. BUSCH: Yes. 
MS. SHIENT AG: -that is, court-ordered wire

tapping. 
MR. BUSCH: Yes. 
MS. SHIENTAG: What have some of the recent 

attempts been since 1968? 
MR. BUSCH; We do it every year. 
MS. SHIENTAG: Is it the District Attorneys As

sociation? 
MR. BUSCH: Yes, ma'am. I am president of the 

California District Attorneys Association. We have 
offered the bill. The California Attorney General 
has offered the bill. 

I can say very frankly that we have a tough com
mittee in our State Legisl2ture with reference to 
any law-enforcement-oriented bills. 

MS. SHIENTAG; Well, what is needed to get it 
through the Legislature? 

MR. BUSCH: Well, it has to come out of com
mittee, the Criminal Justice Committee, and WI;; 

can't get it out of committee. That is our problem. 
MS. SHIENTAG: Is your governor interested in 

the subject? 
MR. BUSCH: Our past governor was. Our 

present governor-I have not talked with him about 
it. 

MS. SHIENTAG: You know that his father had 
been interested and has sponsored wiretapping? 

MR. BUSCH: Yes, ma'am, but the young Mr. 
Brown is an entirely different personality than his 
father. 
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MS. SHIENT AG: In your considered judgment, 
what is the possibiiity of having court-ordered wire
tapping out there? 

MR. BUSCH: I think as we accumulate the in
stances, such as the union officials, the various ones 
that I have talked about whert!, as I say-to me, to 
just give immunity, transactional immunity to 
everybody in a prosecution is a poor proseculfjrial 
weapon. And I think when we gather enough 
evidence to show what is happening and what we 
are lacking, we will be able to convince the Legisla
ture. I honestly believe that. 

MS. SHIENT AG: And you think the evidence 
from other jurisdictions and the Federal Govern
ment might persuade them? 

MR. BUSCH: Oh, yes, certainly. And the best 
one I have ever seen, as I say, came out of Kings 
County. When they see what they can do with it we 
will be able to sell it-with the safeguards. 

I understand the feelings about people and about 
Big Brother watching and listening, but you have to 
have some confidence in Big Brother once in a 
while, I tfiink. 

MS. SHIENT AG: Thank you, Mr. Busch. 
Thank you, Mr. Chairman. 
MR. REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: Mr. Busch, in your opposi

tion in the Legislature is it mostly from northern or 
southern California or is there any geographical dif
ference? 

MR. BUSCH: No, there is no geographical fight 
about it. It is a philosophical fight, th<! extension of 
the power of the court, through court order, to 
listen in on conversations where peQple are 
un'aware that they are being listened to. 

CHIEF ANDERSEN: So it is not southern 
California? 

MR. BUSCH: No, it isn't a territorial fight. 
CHIEF ANDERSEN: Does your Attorney 

General have independent investigative powers in 
California-I mean a statewide grand jury? Do you 
have that concept in California? 

MR. BUSCH: No, he can move into any county 
he wants to if there has been a break-down in law 
enforcement. 

CHIEF ANDERSEN: But he doesn't as a practi
cal fact? 

MR. BUSCH: No. There is a Department of 
Justice. It does have a Narcotics Division and they 
do have investigative units. They usually turn their 
matters over to the local District Attorney. 

CHIEF ANDERSEN: On illegal wiretapping, 
have you had any state prosecutions for this in Los 
Angeles County? 

MR. BUSCH: Yes. From time to time we run 
acl'Oss private detectives who are tapping in and 
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listening. I have not seen a prosecution of a public 
agency of illegal wiretapping-but of private in
dividuals, I have. 

CHIEF ANDERSEN: With private individuals 
you have had prosecutions in this area? 

MR. BUSCH: Absolutely. 
CHIEF ANDERSEN: On your consensual 

recordings, 1 got the impression tht',t all of it is han
dled from your office, the District Attorney's Of
fice. Is it all handled from your office? 

MR. BUSCH: No. 
CHIEF A.NDERSEN: Are your police divisions 

independent in this area? 
MR. BUSCH: Yes. The major police departments 

have the ability to do consensual tapping. We have 
55 police departments in our county and some of 
the smaller ones, of course, wouldn't be equipped 
for it so they call upon the Sheriff for their aid. And 
generally speaking, in that kind of case, where 
there is a consensual, we have lawyers in on it right 
from the start. 

CHIEF ANDERSEN: But they use this indepen
dently as an investigative tool and it is not a 
prosecu.torial tool only? 

MR. BUSCH: Yes. If there was a local kid
napping, there would be immediate initiative to 
handle that on their own. 

CHIEF ANDERSEN: On your Jones decision, 
have you had any problems in cooperation with 
other states on this? I know we have talked about 
Federal wiretapping, but have you had 
acquaintance with another state'5 wiretapping 
~vidence being involved in your county? 

MR. BUSCH: I am unaware of any. 
CHIEF ANDERSEN: It just hasn't come up? 
MR. BUSCH: No, but we will exchange informa

tion. We will be exchanging information with New 
York or Philadelphia or Chicago. If that informa
tion is coming from non-consensual wiretaps from 
New York, we wouldn't know of that; but we would 
cooperate-unless they told us it was as a result of 
a tap. 

CHIEF ANDERSEN: So the problem just hasn't 
arisen? 

MR. BUSCH: It has 110t arisen. 
CHIEF ANDERSEN: That is all, Mr. Chairman. 
Thank you, Mr. Busch. 
MR. REMINGTON: Mr. Busch, on page 9 of 

your statement you state that the proposed legisla
tion is highly restrictive and that it actually begins 
where the Federal Govecnment leaves off in terms 
of restrictions. 

Generally, what restrictions are imposed in 
California that are not part of the Federal legisla
tion? 
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MR. BUSCH: In general, our legislation was not 
for as extensive a period of time as the Federal law 
was, and it would require monitoring by the judge 
and it would require you to bring in certain aspects 
of it. Also, in the monitoring, there is the require
ment that it not be a constant monitoring, that if it 
was obvious that the conversation did not further 
the investigation pursuant to the court order, it not 
be made part of the permanent record-and that 
type of thing. 

In other words, there would be editing of it 
somewhat. Whether that is good or bad, it is an en
deavor to do some of those things. 

MR. REMINGTON: In your judgment, are those 
further restrictions important to have on their 
merits, or do you feel that was necessary in order to 
get the legislation adopted? 

MR. BUSCH; On the merits? Well, it just seems 
to me it answers some of the problems we are con
fronted with as an invasion of privacy. Yes, on the 
merits and as an answer to some of the criticisms 
that are made with reference to constant eaves
dropping. 

MR. REMINGTON: I take it it would be your 
view that thIS Commission in reviewing Federal 
legislation ought to take note of the further 
proposals in California and give consideration as to 
whether those might not be appropriate, and 
changes made in Federal legislation? 

MR. BUSCH: Yes. 
PROFESSOR BLAKEY: Mr. Chairman, I wonder 

if we could have the staff get a copy of the 
proposed bill? . 

MR. BUSCH: 1 wouLd be glad to send it, surely. 
PROFESSOR BLAKEY: And if it could be ap

pended somewhere to your testimony in the record. 
MR. BUSCH: Sure, I would be glad to do that. 
[The proposed bill in the California Legislature 

follows.} 

SENATE BILL No. 668 

Introduced by Senator Biddle 

April I D, 1973 

An act to add Chapter 3.5 (commencing with Section /544./) 10 

Title 12 of ParI 2 of the Penal Code, relating 10 collection of 
nonphysical evidence. 

LEGISLATIVE COUNSEL'S DIGEST 

SB 668, as introduced, Biddle. Collection of nonphysical 
evidence. 

Authorizes issuance by court of appeal or superior court, on 
application of Attorney General or district attorney, of order 
authorizing interception of wire and oral communication by 
electronic, mechanical, or other device, as defined. Prescribes 
form and content of application for order and of order, condi
tions for issuance of order, period of effectiveness, procedure for 
renewal, time and procedure for return, notice to the person 
named in the order, and records to be maintained with regard to 



order. Authorizes prescribed disclosures and uses of ill formation 
obtained pursuant to such provisions with respect to official du
ties or testimony in criminal court proceeding or grand jury 
proceeding. Prescribes civil liability of persons who eavesdrop in 
unauthorized manner or make improper disclosure. 

Provides that neither appropriation is made nor obligation 
created for the reimbursement of any local agency for any costs 
incurred by it pursuant to the act. 

Vote: majority. Appropriation: no. Fiscal committee: yes. 
State-mandated local progr3m: no state funding. 

The people of the State of California do enact as follows: 
Section 1. Chapter 3.5 (commencing with Section 1544.1) is 

added to Title 12 of Part 2 of the Penal Code, to read: 

CHAPTER 3.5 ELECTRONIC EVIDENCE COLLECTION 

1544.1. This chapter shall be known and may be cited as the 
"Electronic Evidence Collection Act of 1973." 

1544.2. The Legislature hereby declares the following to be 
statements of legislative intent: 

(a) The Legislature intends that this chapter shall implement 
subdivision 2 of Section 2516 of Title 18 of the United States 
Code. 

(b) The Legislature intends that every act which complies 
with the provisions of this chapter shall also comply with Section 
2518 of Title 18 of the United States Code. 

1544.3. As used in this chapter: , 
(a) "Wire communication" means any communication made 

in whole or in part through the use of facilities for the transmis
sion of communications by the aid of wire, cable, or other con
nection between the point of origin and the point of reception. 

(b) "Oral communication" means any oral communication ut
tered by a person exhibiting an expectation that such communi
cation is not subject to interception under circumstances justify
ing such expectation. 

(c) "Intercept" means the acquisition of the contents of any 
wire or oral communication through the use of any electronic, 
mechanical, or other device. 

(d) "Electronic, mechanical, or other device" means any 
device or apparatus which can be used to intercept a wire or oral 
communication, except: 

( 1) Any telephone or telegraph instrument, equipment or 
facility, or any component thereof, either (i) furnished to the 
subscriber or user by a of its business and being used by the sub
scriber or user in the ordinary course of its business, or (ii) being 
used by a communications common carrier in the ordinary 
course of its business or by a peace officer in the ordinary course 
of his duties. 

(2) A hearing aid or similar device being used to correct sub
normal hearing to not better than normal. 

(e) "Communications common carrier" means any public 
utility engaged in the business of providing wire or radio com
munications services and facilities. 

(f) "Judge" means any judge of a court of appeal or judge of 
the superior court of the county in which the order is to be ex
ecuted or of the county in which an office of the applicant is 
located. 

(g) "Aggrieved person" means a person who was a party to an 
intercepted wire or oral communication, a person against whom 
the interception was directed, or a person on whose premises the 
intercepted communication occurred. 

(h) "Offense" means murder, kidnapping, robbery, bribery, 
extortion, a felony violation of a law of this state involving theft 
or dealing in narcotics or restricted dangerous drugs, bookmak
ing as prohibited by Section 337a, or transmitting racing infor
mation to gamblers as prohibited by Section 337i, or conspiracy 
to commit any of the foregoing. 

(i) "Contents," when used with respect to any wire or oral 
communication, includes any information concerning the identi
ty of the parties to such communication or the existence, sub
stance, purport, or me;ming of that communication. 
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1544.4. Each application for an order authorizing the inter
ception of a wire or oral communication shall be made in writing 
upon the personal oath or affirmation of the Attorney General 
or of a district attorney to ajudge. Each application shall include 
all of the following information: 

(a) The identity of the investigative or law enforcelT.ent of
ficer making the application, and the officer authorizing the ap
plication. 

(b) The identity of the law enforcement agency which is to ex
ecute the order. 

(c) A full and complete statement of the facts and circum
stances relied upon by the applicant to justify his belief that an 
order should be issued, inclUding (1) details as to the particular 
offense that has been, is being, or is about to be committed, (2) 
a particular description of the nature and location of the facili
_.lS from which or the place where the communication is to be 
intercepted, (3) a particular description of the type of communi
cations sought to be intercepted, and (4) the identity, if known, 
of the person committing the offense and whose communica
tions are to be intercepted, or if such identity is not known, then 
such information relating to the person's identity as is known to 
the applicant. 

(d) A full and complete statement as to whether other in
vestigative procedures have been tried and failed, or why they 
reasonably appear to be unlikely to succeed if tried or to be too 
dangerous. 

(el A statement of the period of time for which the intercep
tion is required to be maintained. If the nature of the investiga
tion is such that the authorization for interception should not au
tomatically terminate when the described type of communica
tion has been first obtained, a particular description of facts 
establishing probable cause to believe that additional communi
cations of the same type will occur thereafter. 

(f) A full and complete statement of the facts concerning all 
previous applications known to the individual authorizing and 
making the application, made to any judge of a state or federal 
court for authorization to intercept wire or oral communications 
involving any-of the same persons, facilities or places specified in 
the application, and the action taken by the judge on each such 
application. 

(g) Where the application is for the extension of an order, a 
statement setting forth the results thus far obtained from the in
terception. or a reasonable explanation of the failure to obtain 
such results. 

The judge may require the applicant to furnish additional 
testimony or documentary evidence in support of the applica
tion. 

1544.5. Upon such application the judge may enter an ex 
parte order, as requested or as modified, authorizing intercep
tion of wire or oral communications within the territorial ju
risdiction of the court in which the judge is sitting, if the judge 
determines on the basis of the facts submitted by the applicant 
all of the following: 

(al There is probable cause for belief that an individual is 
committing, has committed, or is about to commit a particular 
offense. 

(b) There is probable cause for belief that particular C:lmmu
nications concerning that offense will be obtained through such 
interception. 

(c) Normal investigative procedures have been tried and have 
failed or reasonably appear to be either unlikely to succeed if 
tried or to be too dangerous. 

(d) There is probable cause for belief that the facilities from 
which, or the place where, the wire or oral communications are 
to be intercepted are being used, or are about to be used, in con
ne;:tion with the commission of such offense, or are leased to, 
listed ;n the name of, or commonly used by such person. 

1544.6. Each order authorizing the interception of any wire or 
oral communication shall specify: 



(a) The identify, if known, of the person whose communica
tions are to be intercepted, or if such identity is not known, then 
such information relating to the person's identity as is known to 
the applicant. 

(b) The nature and location of the communications facilities 
as to which, or the place where, authority to intercept is granted. 

(c) A particular description of the type of communication 
sought to be intercepted, and a statement of the particular of
fense to which it relates. 

(d) The identity of the agency authorized to intercept the 
communications, and of the person making the application. 

(e) The period of time during which such interception is 
authorized, including a statement as to whether or not the inter
ception shall automatically terminate when the described com
munication has been first obtained. 

1544.7. No order entered under this chapter may authorize 
the interception of any wire or oral communication for any 
period longer than is necessary to achieve the objective of the 
authorization, nor in any event longer than 10 days. Extensions 
of an order may be granted, but only upon application for an ex
tension made in accordance with Section 1544.4 and upon the 
court making the findings required by Section 1544.5. The 
period of extension shall be no longer than the authorizing judge 
deems necessary to achieve the purposes for which it was 
granted and in no event for longer than 10 days. Every order and 
extension thereof shall contain a provision that the authorization 
to intercept shall be executed as soon as practicable, shall be 
conducted in such a way as to minimize the interception of com
munications not otherwise subject to interception under this 
chapter, and must terminate upon attainment of the authorized 
objective, or in any event in 10 days. 

1544.8. An order authorizing interception, entered pursuant 
to this chapter, may require reports to be made to the judge who 
issued the order showing what progress has been made toward 
achievement of the authorized objective and the need for con
tinued interception. Such reports shall be made at such intervals 
as the judge may require. 

1544.9. The contents of any wire or oral communication inter
cepted by any means authorized by thi~ chapter shall, if possible, 
be recorded on tape or wire or other comparable device. The 
recording of the contents of any wire or oral communication 
pursuant to this chapter shall be done in such a way as will pro
tect the recording from editing or other alterations. Immediately 
upon the expiration of the period of the order, or extensions 
thereof, such recordings shall be made available to the judge is
suing such order and sealed under his directions. Custody of the 
recordings shall be wherever the judge orders. They shall not be 
destroyed except upon an order of the issuing or denying judge 
and in any event shall be kept for 10 years. Duplicate recordings 
may be made for use or disc\r.;;ure, pursuant to the provisions of 
Sections 1544. 14 and 1544. 15, for investigations. The presence 
of the seal provided for by this section, or a satisfactory explana
tion for the absence thereof, shall be a prerequisite for the use or 
disclosure ot the contents of any wire or oral communication or 
evidence derived therefrom under Section 1544.16 

1544. I O. Applications made and orders granted pUrSLlal.1t to 
this chapter shall be sealed by the judge. Custody of the applica
tions and order shall be wherever the judge directs. Such appli
cations and orders shall be disclosed only upon a showing of 
good cause before a judge and shall not be destroyed except on 
order of the issuing or denying judge, and in any event shall be 
kept for 10 years. 

1544.11. Within a reasonable time, but not later than 30 days, 
after the termination of the period of an order or extensions 
thereof, the issuing judge shall cause to be served, on the per
sons named in the order or the application, and other known 
parties to intercepted communications an inventory which shall 
include notice of all of the following: 

(a) The fact of the entry of the order. 
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(b) The date of the entry and the period of authorized inter
ception. 

(c) The fact that during the period wire or oral communica
tions were or were not intercepted. 

The judge, upon the filing of a motion, may, in his discretion, 
make available to such person or his counsel for inspection such 
portions of the intercepted communications, applications, and 
orders as the judge determines to be in the interest of justice. On 
an ex parte showing of good cause to ajudge, the serving of the 
inventory required by this section may be postponed. The period 
of postponement shall be no longer than the authorizing judge 
deems necessary to achieve the purposes for which it was 
granted and in no event for longer than 30 days for each such 
showing. 

1544.12. The contents of any intercepted wire or oral commu
nication or evidence derived therefrom shall not be received in 
evidence or otherwise disclosed in any trial, hearing, or other 
proceeding, except a grand jury proceeding, unless each party, 
not less than 10 days before the trial, hearing, or proceeding, has 
been furnished with a transcript of the contents of such intercep
tion and with a copy of the court order, and accompanying ap
plication, under which the interception was authorized. This 10· 
day period may be waived by the judge if he finds that it was not 
possible to furnish the party with the above information 10 days 
before the trial, hearing, or proceeding and that the party will 
not be prejudiced by the delay in receiving such information. 

1544.13. Any aggrieved person in any trial, hearing, or 
proceeding may move to suppress some or all of the contents of 
any intercepted wire or ora.l communication, or evidence 
derived therefrom, on any of the following grounds: 

(a) The communication was unlawfully intercepted. 
(b) The order of authorization under which it was intercepted 

is insufficient on its face. 
(c) The interception was not made in conformity with the 

order of authorization. 
(d) The communication, or some portion thereof, is not 

directly relevant to proving the offense charged. 
Such motion shall be made and determined pursuant to the 

provisions of Section 1538.5. 
1544.14. The Attorney General or any deputy attorney 

general, district attorney or deputy district attorney, or any 
peace officer who, by any means authorized by this chapter, has 
obtained knowledge of the contents of any wire or oral commu
nication, or evidence derived therefrom, may disclose such con
tents to one of the individuals referred to in this section to the 
extent that such disclosure is appropriate to the proper per
formance of the official duties of the individual making or 
receiving the disclosure. 

1544.15. The Attorney General or any deputy attorney 
general, district attorney or deputy district attorney, or any 
peace officer, who, by any means authorized by this chapter, has 
obtair.ed knowledge of the contents of any wire or oral commu
nication or evidence derived therefrom may use such contents to 
the extent such use is appropriate to the proper performance of 
his official duties. 

1544. I 6. Any person who has received, by any means 
authorized by this chapter, any information concerning a wire or 
oral communication, or evidence derived therefrom, intercepted 
in accordance with the provisions of this chapter may disclose 
the contents of that communication or such derivative evidence 
while giving testimony under oath or affirmation in any criminal 
court proceeding or in an y grand jury proceeding. 

1544. I 7. No otherwise privileged wire or oral communication 
intercepted in accordance with, or in violation of, the provisions 
of this chapter shall lose its privileg..:ld character. 

1544. I 8. When a peace officer, while engaged in intercepting 
wire or oral communications in the manner authorized by this 
chapter, intercepts wire or oral communications relating to 
crimes other than those specified in the order of authorization, 



the contents thereof, and eVidence derived therefrom, may be 
disclosed or used as provided in Section 1544.14 and 1544.15. 
Such contents and any evidence derived therefrom may be used 
under Section 1544.16 when authorized by a judge where such 
judge finds on subsequent application, that the contents were 
otherwise intercepted in accordance with the provisions of this 
chapter. Such application shall be made as soon as practicable. 

1544.19. Any violation of the provisions of Sections 1544.9, 
1544.10, and 1544.11 shall be punished as contempt of court. 

1544.20. (a) Any aggrieved person who has been injured by a 
violation of this chapter may bring an action against the person 
who committed the violation for the greater of either three 
thousand dollars ($3,000) or three times the amount of actual 
monetary damages, if any, sustained by the plaintiff. 

(b) Any aggrieved person may, in accordance with the provi
sions of Chapter 3 (commencing with Section 525) of Title 7 of 
Part 2 of the Code of Civil Procedure, bring an action to enjoin 
and restrain any violation of this chapter, and may in the same 
action seek damages as provided in subdivision (a). 

(c) It is not a necessary prerequisite to an action pursuant to 
this section that the plaintiff has suffered, or be threatened with, 
actual monetary damages. 

A good faith reliance on a court order, or on any other legisla
tive f.illtl;(lrization, shall constitute a complete defense to any 
civil or criminal action brought under this chapter, or under 
Chapter \.5 (commencing with Section 630) of Title 15 of Part 
I, or any other law. 

1544.21. Nothing in Section 631 or 632 shall be construed as 
prohibiting any peace officer from intercepting any wire or oral 
communication pursuant to an order issued in accordance with 
the provisions of this chapter. Nothing in Section 63 t or 632 
shall be construed as rendering inadmissible in any criminal 
proceeding in any court or before any grand jury any evidence 
obtained by means of an order issued in accordance with the 
provisions of this chapter. Nothing in Section 637 shall be con
strued as prohibiting the disclosure of the contents of any oral or 
wire communication obtained by any means authorized by this 
chapter, if such disclosure is authorized by this chapter. 

1544.22. Notwithstanding any other provision of law, any 
court to which an application is made in accordance with this 
chapter may take any evidence, make any fi-ding, or issue any 
order required to conform the proceedings or the issuance of 
any order of authorization or approval to the provisions of the 
Constitution of the United States or of any law of the United 
States. 

t 544.23. If any provision of this chapter, or the application 
thereof to any person or circumstances, is held invalid the 
remainder of the chapter, and the application of its provisions to 
other persons or circumstances, shall not be affected thereby. 

Sec. 2. No appropriation is made by this act, nor is any obliga
tion created thereby under Section 2164.3 of the Revenue and 
Taxation Code, for the reimbursement of any local agency for 
any costs that may be incurred by it in carrying on any program 
or performing any service required to be carried on or per
formed by it by this act. 

MR. REMINGTON: One of the matters on which 
we get conflicting opinions expressed is the matter 
of how important the problem is that we are dealing 
with, that is, the problem of criminal activity that 
might be dealt with effectively by that kind of sur
veillance. 

On the one hand, we have people saying that the 
problems are not very important, that if there is to 
be electronic surveillance it ought to be limited to 

murder, kidnaping, espionage. And, on the other 
hand, we have people who express the view that the 
problem of what is referred to as organized crime is 
an immensely serious problem that we need to give 
attention to and deal with in a more effective way 
than we have in the past. 

In your view, how important is the issue? Is it, for 
example, confined to murder, kidnaping, and 
espionage, or rather other aspects of the problem of 
organized crime, if that is what it is, that we need to 
be concerned about? 

MR. BUSCH: To make a laundry list of particu
lar crimes I think is a difficult thing, because it all 
depends on what impact you are having on your en
vironment, on your community, with reference to 
what kind of criminal activity is going on. And to 
limit it to a particular laundry list, I don't think is 
too appropriate, although I think it is necessary to 
do it in order to get that kind of legislation through. 

The important thing about it, I believe, is that it 
i& a tool that should be made available to law en
forcement on a legitimate basis, because it is a 
loophole for criminals to get around and commu
nicate in their activities. And when we talk about 
this-and the thing that I think is so important-it 
is up to the investigating agency to convince the 
magistrate, convince the judge, that they have ex
hausted all the other means that they could have 
possibly used in arriving at a solution to the 
problem that is facing their environmental or their 
local areas in that area. 

And 1. think that is the important thing. As long 
as you have exhausted surveillance-and I don't 
like the immunity bit too much, Mr. Blakey. It is a 
tool, but it is a tool-that is a tool-I don't like to 
see guys walking away all the time. 

So if the agency can establish for the judge that 
. they have exhausted everything and this is what 

they want to do, and they confine the area, and the 
court is the watchdog of it, and there is proper 
recording and proper keeping of these things, I 
think it is a valuable tool. 
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MR. REMINGTON: From your experience in 
Los Angeles, if someone were to say with regard to 
this, "What kind of targets do you have in mind 
when you say this is needed?"-with regard to what 
kind of things that are happening in Los Angeles do 
you feel you have particular need for authority to 
conduct non-consensual surveillance? 

MR. BUSCH: I would really like to see it in the 
narcotic area. I would really like to see it in that 
particular area. 

And I do think that in kidnappings and in mur
ders for hire and that type of thing, it should be 
readily available-extortions-those general areas. 



The reason I say that, and particularly govern
mental corruption-is those are the areas where 
you have the most difficult time not utilizing the 
other means of solving crime. Those are the areas 
where you run up against a stone wall and are 
stopped. 

If it meant naming a laundry list to have elec
tronic surveillance, then I think it would be ap
propriate to name a list and we would do that. 

MR. REMINGTON: Are there other questions? 
PROFESSOR BLAKEY: Mr. Busch, let me ask 

you at least two additional questions. 
In the Federal system, under a memorandum 

promulgated by former Attorney General Clark, all 
consensuals, except in exigent circumstances, have 
to have prior prosecutive approval. This is also the 
law in Illinois. Recently, too, the American Bar As· 
sociation promulgated an ethical opinion dealing 
with the participation of attorneys in consensuals. 

I wonder if you could share with us your own 
opinion of restricting police use of this technique to 
situations where there is some responsible par
ticipation by prosecuting authorities? 

MR. BUSCH: I have no quarrel with that. I think 
in those kinds of cases it is probably better to have 
a lawyer there, really. 

PROFESSOR BLAKEY: Do you think your peo
ple could be geared up enough to supervise the po
lice and other law enforcement agencies in the 
community? 

MR. BUSCH: Yes. 
PROFESSOR BLAKEY: So they couldn't do it 

unless they got your permission? 
MR. BUSCH: Yes. As a matter of fact, I would 

prefer it that way if they are going to go into the 
consensual area because I think a lawyer should be 
there from the outset 

When you put a policy like that into effect, what 
does it mean if they just snatched a little kid and 
they wanted to listen in to the ransom call and the 
District Attorney wasn't there yet and they went 
ahead-you can always think of horror stories that 
have to be exceptions. 

But, outside of the horror stories that would be 
exceptions, I would say yes, it would be most ap
propriate. 

PROFESSOR BLAKEY: Do you have a legal unit 
that works with the Los Angeles Police Depart
ment? 

MR. BUSCH: Other than for educational pur
poses-

PROFESSOR BLAKEY: When they ask for 
search warrants currently, do they get your ap
proval? 

MR. BUSCH: Yes, search warrants are issued by 
my office. 
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PROFESSOR BLAKEY: So they don't go to a 
magistrate on their own-direct? 

MR. BUSCH: No, sir. 
PROFESSOR BLAKEY: Do you have any other 

continuing day-to-day operation where you can 
give them legal advice in investigations? 

MR. BUSCH: Yes. We are a factory
PROFESSOR BLAKEY: I am familiar with your 

office. 
MR. BUSCH: So our Complaint Division is al

ways available for advice and consultation with the 
officers. 

PROFESSOR BLAKEY: Let me press you a little 
more on this aspect of it. 

Testimony before the Commission indicates that 
in a number of other areas there are police
prosecutor units. In the Federal system, they call 
them Strike Forces; in New York City, Racket Bu
reaus. In other places, they have other names. But 
the philosophy behind them is that in certain so
phisticated kinds of investigations-not only in or
ganized crime but also, for example,-there is a 
need early on for legal particip3.tion in the in
vestigatory process. 

Do you have any comparable policy and practice 
in Los Angeles? 

MR. BUSCH: Only in the organized crime-nar
cotics-when I say "narcotics" I mean organized 
narcotics activity-and the Special Investigations 
Unit. 

But we always have help available for the police 
departments. Whenever they want help at the in
vestigative stage, we will assign people to it. But I 
don't create task force ~lOits. In other words, I don't 
have a homicide unit and a robbery unit. 

PROFESSOR BLAKEY: In other words, you 
don't have lawyer participation in the investigation 
unless the police want it? 

MR. BUSCH: That is right. 
PROFESSOR BLAKEY: Do they want it? 
MR. BUSCH: Oh, they call for it frequently, yes. 
PROFESSOR BLAKEY: Is your Intelligence Unit 

a member of LEIU? 
MR. BUSCH: Yes, I believe it is. 
PROFESSOR BLAKEY: Do you know whether 

LEIU accepts intelligence data based on wiretaps? 
MR. BUSCH: I would think they did. 
PROFESSOR BLAKEY: If they do, how can you 

use it in light of Jones? 
MR. BUSCH: We couldn't use it in the court

room. 
PROFESSOR BLAKEY: But you would use it for 

background? 
MR. BUSCH: You could use it for investigation 

and knowledge. 
PROFESSOR BLAKEY: How would you disen

tangle it? 



MR. BUSCH: As I say, I don't knew how far the 
Jones case is going to go, because that was even a 
legal wicetap. 

PROFESSOR BLAKEY: I know. 
MR. BUSCH: And I just don't know how far they 

will go. But it was the use of the wiretap, itself, that 
the Jones case was involved in. 

Now, if they are going to say we can't do it, then 
we have problems. 

PROFESSOR BLAKEY: The Law Enforcement 
Intelligence Unit is, for the record, a multi-state, 
multi-departmental cooperative program with intel
ligence units where people share information about 
leading figures and attempt to keep people abreast 
of their own crime problems. 

If units which feed into that pool have intel
ligence that is based on wiretapping, I take it the 
common pool would be polluted under the most 
liberal us(" of Jones? 

MR. BUSCH: Yes, it wouid be. 
PROFESSOR BLAKEY: And you could possibly 

bring a motion to suppress on the grounds that this 
was based on something out of LEIU that was 
based on a wiretap in New York? 

MR. BUSCH: r assume they will do that. I hope 
that is not what the Jones case means. 

PROFESSOR BLAKEY: Would that have a sub
stantial disruptive effect on your prosecutions? 

MR. BUSCH: Yes, it would. 
PROFESSOR BLAKEY: Could you afford to stay 

in the LEIU if that would be the impact of it? 
MR. BUSCH: I can't answer that. I don't know 

the impact of it. We have to wait. 
PROFESSOR BLAKEY: Or, conversely, can 

those people whose intelligence programs depend 
in major part on wiretap information afford to stay 
in LEIU if their compatriots could not share their 
wiretap information? 

MR. BUSCH: You know, it is a real can of 
worms because we are not talking about just any in
telligence unit, but about all of California's. 

PROFESSOR BLAKEY: It seems as if California 
has to sort of secede from the nation in organized 
crime programs. 

MR. BUSCH: I really don't think that is what 
they intend by the Jones case. 

PROFESSOR BLAKEY: If you were a defense 
counsel, how far would you take it? 

MR. BUSCH: All the way. 
PROFESSOR BLAKEY: Do you have any reason 

to think that the California bar won't? 
MR. BUSCH: No. 
PROFESSOR BLAKEY: Do you have any reason 

to believe, in reading the Jones opinion, itself, that 
the court that rendered that decision won't take it 
all the way? 

MR. BUSCH: Yes-well, as I say, I think if con
fronted with the particular situation that you are 
speaking of, they might reassess their opinion. 

PROFESSOR BLAKEY: Do you think it would 
be helpful if Federal legislation changed the Jones 
decision? 

MR. BUSCH: Well, if it would solve these 
problems that you are talking about, yes. But I 
don't know whether that is possible. You know, can 
Federal legislation overrule the California Supreme 
Court? 

PROFESSOR BLAKEY: It is pretty clear it can 
constitutionally. The question is whether it would 
be the wisest policy. If you are only talking about 
the ~_';ministration of California's courts, that is 
Cuifornia's problem. But if that rule began to have 
<' n impact on other states-and it might through 
LEIU-or if that rule began to have an impact on 
Federal-state cooperation in California and it began 
to impede Federal narcotics investigations because 
people in California were reluctant to cooperate 
because it was not a two-way street, it seems to me 
something could be done by Congress saying that 
lawful Federal wiretap evidence is admissible in 
Federal or state proceedings. They have now said 
an unlawful tap is inadmissible in federal or state 
proceedings. Why can't they do the reverse? 

MR. BUSCH: I will talk to a couple of my Con
gressmen and see if they won't address themselves 
to the problem. 

PROFESSOR BLAKEY: Thank you. 
MR. BUSCH: Thank you, sir. 
MR. REMINGTON: Mr. Busch, {'have one final 

question, but I will defer that for a moment. 
General Hodson. 
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MR. HODSON: Mr. Busch, I know you are very 
proud of your office. We have been using a 
questionnaire in other prosecutive offices. The 
questionnaire indicates the average salaries, 
number of personnel, case load, work load, and so 
forth. 

I would like to request that you fill out such a 
questionnaire for us and that it be made a part of 
the record. 

MR. BUSCH: [ would be very glad to. The Ad
ministrator of our office just negotiated a new con
tract with the county and they got themselves quite 
a substantial. raise. 

MR. HODSON: Thank you. 
MR. REMINGTON: Mr. Busch, I would like to 

ask a very general, and probably difficult to answer, 
but I think, nonetheless, important question. 

You made reference to this earlier in your 
testimony. 

In my observation, there is a very different at
titude here in Washington, for example, between 



concern over electronic surveillance on the one 
hand and concern over who is arrested or who is 
subject to a physical search on the other hand. I 
think it is a valid generalization to say, for example, 
Congress has been very concerned about electronic 
surveillance and has been equally unconcerned 
about who gets arrested, whether there has to be ju
dicial authority to make an arrest, who gets 
searched and whether there has to be judicial 
authority to conduct a physical search. 

In your view, based on your lengthy experience 
in law enforcement, why that difference? 

MR. BUSCH: Well, you know, from a political 
standpoint, I suppose the hotter issue is the invasion 
of privacy nowadays rather than who is getting ar
rested and what the basis for the arrest is. 

It is my personal feeling, that it is a hotter politi
cal issue. 

The laws of arrest, of course-I am only familiar 
with our own in California, and just through Appel
late decisions we have pretty well estopped frisk 
situations. It is well outlined, when you can stop 
and frisk and what amounts to an arrest and what 
doesn't amount to being taken into custody and 
what is reasonable and probable cause for arrest. 

So that has not really been a matter of great con
cern in our Legislature. 

When you speak of it, are you talking about 
Washington, D.C. or Federal law generally? 

MR. REMINGTON: I think probably legislatures 
in general. 

For example, in California is it lawful to make an 
arrest without a warrant in cIrcumstances where it 
would have been possible to get a warrant? 

MR. BUSCH: Yes. 
MR. REMINGTON: So, in other words, it is 

possible in California, as it is in the Federal system, 
to take a person into custody without prior judicial 
approval, even though it would have been possible 
to get prior judicial approval? 

MR. BUSCH: Yes. 
MR. REMINGTON: I might say parenthetically, 

if 1 were given a choice to be listened to or ar
rested, I would rather be listened to. 

MR. BUSCH: I'm sorry, I misunderstood. I 
thought you meant why were they addressing them
selves-

MR. REMINGTON: The question is: Why is 
there a national commission on listening, why are 
several committees looking into it, why are several 
legislatures concerned, and at the same time there 
is almost total absence of concern with who is ar
rested or, as you indicated in your testimony, who 
is subject to physical sellrch? 

That is not intended to be a leading question. 
have difficulty answering the question, myself. 
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What is it about this field that gets people, par
ticularly those who hold political office, so excited 
when they seem so unexcited about other issues of 
the kind? 

MR. BUSCH: Well, maybe it is because they feel 
that governmental corruption-politicians, them
selves, are going to be listened to by wiretap, if they 
have a wiretap law, under court order. 

MR. REMINGTON: Do you think it is largely a 
question of economics, that by and large poor peo
ple get arrested, and by and large wealthy people 
get listened to? 

MR. BUSCH: I would say that would be a fair 
statement, that most people who are arrested are 
poor peop1e and most people you are going to be 
listened to are going to be people of some sub
stance. 

MR. REMINGTON: Are there any other 
questions? 

[No response.] 
Mr. Busch, we are very appreciative of your 

willingness to be here this morning. Your testimony 
has been extremely helpful to us and we very much 
appreciate your coming out from Los Angeles to be 
with us. 

MR. BUSCH: I appreciate being here. I hope I 
have been of help to you. I hope I haven't been too 
confusing about our grand jury system, but it has 
been a pleasure to be here. 

Thank you very much. 
MR. REMINGTON: You have been very helpful. 

We appreciate it. 
I think we will take a short five-to-ten minute 

recess at this point. 
[Whereupon, a short recess was taken.] 
MR. REMINGTON: I think we will try to 

resume, if we may. 
We turn our attention next to the City of 

Chicago, Cook County. 
We have heard from Mr. James Thompson that 

he is tied up this morning, but will be here with us 
later and we will look forward to hearing from him 
this morning. 

In the meantime, we welcome Mr. Kenneth Gil
lis, who is head of the Special Prosecutions Bureau, 
and Mr. Nicholas Iavarone of the Organized Crime 
and Corruption Task Force of the States Attorney's 
Office in Chicago. 

[ understand both have been involved in the past 
year in a major investigation of an organized theft 
ring, and based on their experience and other ex~ 
periences in prosecution work, we look forward to 
the opportunity to hear from them as to the method 
of investigation which they have been able to use in 
Cook County, their views as to whether they would 
be able to be more effective in their work if they 



were able under their law to employ non-consen
sual electronic surveillance work. 

In the State of Illinois consensual electronic sur
veillance requires the request of the State's Attor
ney, and I assume we will hear whether that works 
well or creates practical problems. 

So we welcome both of you here this morning 
and certainly appreciate your coming out from 
Chicago to meet with us and look forward to hear
ing from you. 

But, first, under the rules of the Commission I 
will have to swear you. 

[Whereupon, Kenneth 
Iavarone were duly sworn 
tern.] 

Gillis and Nicholas 
by the Chairman pro 

TESTIMONY OF KENNETH GILLIS, 
DEPUTY STATE'S ATTORNEY, 
SPECIAL PROSECUTIONS BUREAU; 
AND NICHOLAS IAVARONE, 
ORGANIZED CRIME AND 
CORRUPTION TASK FORCE, COOK 
COUNTY, ILLINOIS 

MR. REMINGTON: I presume, Mr. Gillis, that 
you want to start. You may proceed in any way you 
like. 

MR. GILLIS: Mr. Remington, it is indeed a plea
sure to meet with you and share our ideas and 
procedures from the State of Illinois with such a 
distinguished Commission as yourselves. 

As I listened to your questions, I can see that you 
have developed keen expertise in this area. Your 
questions also indicate a concern and a tone that I 
think is so necessary in an area where a balance of 
the powers of law enforcement and the rights of in
dividuals is quite obviously important. 

We have, in the State of Illinois, a consensual 
statute that roughly permits the recording of a con
versation with the consent of one of the parties, and 
also with the prior consent and request of the 
State's Attorney. 

This method of preserving evidence-and I think 
that seen in its proper light that is what it is, an 
electronic stylus, if you will, that records oral con
versations and makes their presentation into a court 
of law no longer one of guess-work or one of 
opinion, but one of higher evidence. 

This technique that we have had under our 
statute has been invaluable to use. It has permitted 
us to gain convictions of public officials, police of
ficers for bribery, others for extortion. It has been 
extremely useful in the crime of solicitation to com
mit murder. We have been able to gather the 
evidence that is crucial in gaining guilty verdicts 
and findings in those areas. 

It has also been extremely helpful to us in cases 
where oral evidence is important in proving 
criminal intent, and often these are cases involving 
stolen goods; and it is also very helpful in the area 
of narcotics sales, where the defense of entrapment 
could easily be put forward if it is one person's 
word against another, but with the tape recorder 
there the evidence is made clear as to what exactly 
transpired. 

In Illinois at the present time we have an amend
ment to our present law-and we have provided 
staff with a copy of it. It is our House Bill 212. That 
amends our present law, which I think has been ex
tremely helpful to law enforcement and limits our 
power under the law. I think, in short, it is a bad 
bill. 

[The text of the bill referred to follows.] 
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MEMORANDUM 

TO: Legislative Committee 
FROM: Robert N. Hutchison, Executive Director 
RE: H.B. 212-Eavesdropping Consent 

The attached bill has passed the House and probably .'fill be 
scheduled to be heard before the Senate Judiciary Committee 
within the next week. 

Please call Marty Rudman at (815) 729-8453 and express 
your views on the merits of this legislation. It is extremely impor
tant that the Association take an immediate position on this bill 
if we are to have any influence on its fate in the Senate. 

HOUSE BILL 212 
79th GENERAL ASSEMBLY 

State of IIlinois 
1975 and 1976 

INTRODUCED January 23, 1975. BY Representatives Jaffe, 
Schneider, Denvers, Greiman, Polk, Yourell, Kelly, Berman, 
Marovitz, Schroeder, K. M. Barnes and Mann. Read first and or
dered printed. 

SYNOPSIS' (Ch. 38, par. 14-2) 
Amends the Criminal Code. Provides that eavesdropping is an 

offense unless all parties to the conversation have consented 
thereto. 

AN ACT to amend Section 14-2 of the "Criminal Code of 
1961 ", approved July 28, 1961, as amended. 

Be it enacted by the People of the State of Illinois, represented in 
the General Assembly: 
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Section 1. Section 14-2 of the "Criminal Code of 1961", ap
proved July 28, 1961, as amended, is amended to read as fol
lows: 

(Ch. 38, par. 14-2) 
Sec. 14-2. Elements of the offense. A person commits eaves

dropping when he: 

. , 



(a) Uses an eavesdropping device to hear or record all or any 
part of any conversation unless he does so with the consent of all 
of the parties to such conversation and at the request of a State's 
Attorney; or 

(b) Uses or divulges, except in a criminal proceeding, any in
formation which he knows or reasonably should know was ob
tained through the use of an eavesdropping device. 

Adopted April IS, 1975 
OFFERED IN JUDICIARY II COMMITTEE BY REP. MANN 

Amendment No. I Tabled 
AMENDMENT TO HOUSE BILL 212 

AMENDMENT NO.2. Ameno House Bill 212 on June 2, by 
deleting period and inserting: "and Article lOS A is added to the 
'Code of Criminal Procedure of 1963', approved August 14, 
1963, as amended."; and on line II, between "so" and "with" 
insert" ( I ) "; and by deleting line 13 and in lieu thereof inserting 
"conversation 

or (2) with the consent of anyone party to such conversatbn 
and in accordance with Article L08 A of the "Code of Criminal 
Procedure of 1963", approved August 14, 1963, as amended; 
or"; and 

By deleting line 14 and in lieu thereof inserting: "Uses or 
divulges, except 

as authorized by Article 108 A of the "Code of Criminal 
Procedure of 1963", approved August 14, 1963, as amended,"; 
and 

By adding after line 16 the following: 
Section 2. Article lOS A is added to the "Code of Criminal 
Procedure of 1963", approved August 14, 1963, the added 
Article to re~d as follows: ARTICLE IDS A. JUDICIAL SU
PERVISION OF THE USE OF EAVESDROPPING 
DEVICES. (Ch. 3S, par. 10SA-!.) 
Section IOSA-1. Authorization for Use of Eavesdropping 

Device. The State's Attorney may authorize an application to a 
circuit judge for, and such judge may grant in conformity with 
this Article, an order authorizing or approving the use of an 
eavesdropping device by a law enforcement officer or agency 
having the responsibility for the investigation of any felony 
under Illinois law where anyone party to a conversation to be 
monitored, or previously monitored in the case of an emergency 
situation as defined in this Article, has consented to such moni
toring. 

(Ch. 3S, par. IOSA-2). 
Sec. IOSA-2. Authorized Disclosure or Use of Information. 

(a) Any law enforcement officer who, by any means authorized 
in this Article, has obtained knowledge of the contents of any 
conversation overheard or recorded by use of an eavesdropping 
device or evidence derived therefrom, may disclose such con
tents to another law enforcement officer or prosecuting attorney 
to the extent that such disclosure is appropriate to the proper 
performance of the official duties of the person making or 
receiving the disclosure. 

(b) Any investigative or law enforcement officer who, by any 
means authorized in this Article, has obtained knowledge of the 
contents of any conversation overheard or recorded use of an 
eavesdropping device or evidence derived therefrom, may use 
the contents to the extent such use is appropriate to the proper 
performance of his official duties. 

(c) Admissibility into evidence in any jUdicial, administrative, 
or legislative proceeding shall be as elsewhere described in this 
Article. 

(Ch. 38, par. 108A-3.) 
Sec. IOSA-3. Procedure for Obtaining Judicial Approval of 

Use of Eavesdropping Device. 
(a) Where anyone party to a conversation to occur in the fu

ture has consented to the use of an eavesdropping device to 
overhear or record the conversation, a judge may grant approval 
to an application to use an eavesdropping device pursuant to the 
provisions of this section. 
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Each application for an order authorizing or subsequently ap
proving the use of an eavesdropping device shall be made in 
writing upon oath or affirmation to a circuit judge and shall state 
the applicant's authority to make such application. Each applica
tion shall include the fOllowing: 

( I ) the identity of the investigative or law enforcement officer 
making the application and the State's Attorney authorizing the 
application; 

(2) a full and complete statement of the facts and circum
stances relied upon by the applicant to justify his belief that an 
order should be issued inclUding: (a) details as to the particular 
felony that has been, is being, or is about to be committed. (b) a 
particular description of the nature and location of the facilities 
from which or the place where the conversation is to take place 
or be monitored; (c) a particular description of the type of com
munication sought to be monitored; Cd) the identity of the party 
to the expected conversation consenting to the use of an eaves
dropping device; (e) the identity of the person, if known, com
mitting the offense and whose conversations are to be overheard 
by the eavesdropping device; 

(3) a full and complete statement as to whether or not other 
investigative procedures have been tried and have failed or why 
they appear to be unlikely to succeed or are too dangerous to be 
tried; 

( 4) a statement of the specific period of time for which the 
use of the device is required to be maintah • .:-r! or, if the nature of 
the investigation is such that the authorizat:on for use of the 
device should not terminate automatically when the described 
type of communication is overheard or recorded, a particular 
deScription of facts establishing probable cause to believe that 
additional conversations of the same type will occur thereafter; 

(5) a full and complete statement of the existence of all previ
ous applications known to the individual making the application 
which have been made to any judge requesting permission to use 
an eaveSdropping device involving the same persons or circum
stances in the present application, and the action taken by the 
judge on the previous application; 

(6) when the application is for an extension of an order, a 
statement setting forth the results so far obtained from the use of 
the eavesdropping device or an explanation of the failure to ob
tain such results. 

(b) The judge may request the applicant to furnish additional 
testimony, witnesses, or evidence in support of the application. 

(Ch. 3S, par. 108A-4). 
Sec. IOSA-4, Grounds for Approval or Authorization. The 

judge may authorize or approve the use of the eavesdropping 
device where it is found that: 

(a) one party to the conversation has or will have consented 
to the use of the device; 

(b) there is probable cause for believing that an individual is 
committing, has committed, or is about to commit a felony 
under 1I1inois law; 

(c) there is probable cause for believing tha.t particular con
versations concerning that felony offense will be obtained 
through such use; 

(d) normal investigative procedures have been tried and have 
failed or reasonably appear to be either unlikely to succeed or 
too dangerous; and 

(e) for any extension authorized, that further use of a device is 
warranted on similar grounds. 

(Ch. 3S, par. IOSA-5) 
Sec. IOSA-5. Orders Authorizing Use of an Eavesdropping 

Device. 
(a) Each order authorizing or approving the use of an eaves

dropping device shall specify: 
( I ) the identity of the person who has consented to the use of 

the device to monitor any of his conversations anti 11 requ.ire
ment that any conversation overheard or received rhust include 
this person; 



(2) the identity of the other person or persons, if known, who 
will participate in the conversation; 

(3) the place where such conversations are to occur or, if the 
conversation is not to take place in person, the location of the 
sources of the conversations, if known; 

(4) the times such conversations are expected to occur and be 
overheard or recorded and the period of time in which the use of 
the device is authorized, including a statement as to whether or 
not the use shall automatically terminate when the described 
conversations have been first obtained. 

(b) An order authorizing the use of an eavesdropping device 
shall, upon the request of the applicant, direct that a communi
cation common carrier. shall furnish the applicant all the infor
mation, facilities, and technical assistance necessary to effect the 
order with a minimum of interference with the service of that 
carrier. Such carriers shall be compensated by the applicant at 
reasonable rates. 

(c) No order entered under this section may authorize or ap
prove the use of any eavesdropping device for any period longer 
than is necessary to achieve the objective of the authorization, 
nc,r in any event longer than 10 days. An initial or a subsequent 
extension, in no case for more than 10 days each, of an order 
may be granted but only upon application made in accordance 
with Section IOSA-3 and where the court makes the findings 
required in Section IOSA-4. 

(Ch. 3S, par. 108A-6). • 
Sec. 10SA-6. Emergency Exception to Procedures. 
(a) Notwithstanding any other provisions of this Article. any 

investigative or law enforcement officer, upon approval of a 
State's Attorney, or without it if a reasonable effort has been 
made to contact the appropriate State's Attorney, may use an 
eavesdropping device in an emergency situation as defined in 
this Section. Such use must be in accordance with the provisions 
of this Section and may be allowed only where the officer 
reasonably believe:. that an order permitting the use of the 
device would issue were there a prior hearing. 

An emergency situation exists when, without previous notice 
to the law enforcement officer sufficient to obtain prior judicial 
approval, the conversation to be overheard or recorded will 
occur within a short period of time and the use of the device is 
necessary for the protection of the law enforcement officer. 

(b) In all such cases, an application for an order approving the 
previous or continuing use of an eavesdropping device must be 
made within 4S hours of the commencement of such use. In the 
absence of such an order, or upon its denial, any continuing use 
shall immediately terminate. 

In order to approve such emergency use, the judge must make 
a determination (I) that he would have granted an order had the 
information been before the court prior to the use of the device 
and (2) that there was an emergency situation as defined in this 
Section. 

(c) In the event that an application for approval under this 
Section is denied or in any case where the use of the device is 
terminated without an order of approval having bl:en issued, the 
contents of the conversations overheard or recorded shall be 
treated as having been obtained in violation of this Article. 

(Ch. 3S, par. IOSA-7) 
Sec. IOSA-7. Retention and Review of Recordings. 
(a) The contents of any conversation overheard by any eaves

dropping Go.ice shall, if possible, be recorded on tape or a com
parable device. The recording of the contents of a conversation 
under this Article shall be done in such a way as will protect the 
recording from editing or other alterations. 

«b) Immediately after the expiration of the period of the order 
or extension or, where the recording was made in an emergency 
situation as defined in Section I OSA-6, at the time of the request 
for approval subsequent to the emergency, all such recordings 
shall be made available to the judge issuing the order or hearing 
the application for approval of an emergency application. 

The judge shall listen to the tapes, determine if the conversa
tions thereon are within his order or were appropriately made in 
emergency situations, and make a record (.; ,uch determination 
to be retained with the tapes. 

The recordings shall be sealed under the instructions of the 
judge and custody shall be where he orders. Such recordings 
shall not be destroyed except upon order of the judge hearing 
the application and in any event shall be kept for 10 years if not 
destroye'd upon his order. 

Duplicate recordings may be made for any use or disclosure 
authorized by this Article The presence of the seal provided for 
in this Section or a satisfactory explanation for the absence 
thereof shall be a pre-requisite for the use or disclosure of the 
contents of the recordings or any evidence derived therefrom. 

(c) Applications made and orders granted under this Article 
shall be sealed by the judge. Custody of the applications and or
ders shall be wherever the judge requests. Such applications and 
orders shall be disclosed only upon a showing of good cause be
fore a judge. Such documents shall not be destroyed except on 
the order of the issuing or denying judge or after the expiration 
of 10 years time ifnot destroyed upon his order. 

(Ch. 3S, par. lOSA-S). 
Sec. 10SA-S. Notice to Parties Overheard 
(a) Within a reasonable time, but not later than 90 days after 

either the filing of an application for an order of authorization or 
approval which is denied or not later than 90 days after the ter
mination of the period of an order or extension thereof, the issu
ing or denying judge shall cause to be served on the persons 
named in the order or application and such other persons in the 
recorded conversation as the judge may determine that justice 
requires be notified, a notice of the transaction involving any 
requested or completed use of an eavesdropping device which 
shall include: 

(1) notice of the entry of an order, of subsequent approval in 
an emergency situation, or the denial of an application; 
(2) the date of the entry, approval, or denial; 
(3) the period of the authorized use of any eavesdropping 
device; and 
(4) notice of whether during the period of eavesdropping 
devices were or were not used to overhear and record various 
conversations and whether or not such conversations are 
recorded. 
On an ex parte showing of good cause, the notice required by 

this subsection may be postponed. 
(b) Upon the filing of a motion, the judge may in his discre

tion make available to such person or his attorney for inspection 
such portions of the recorded conversations or the applications 
and orders as the judge d :termines it would be in the interest of 
justice to make available. 
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(c) The contents of any recorded conversations or evidence 
derived therefrom shall not be received in evidence or otherwise 
disclosed in any trial, hearing, or other judicial or administrative 
proceeding unless each party not less than 10 days before such a 
proceeding has been furnished with a copy of the court order 
and accompanying application under which the recording was 
authorized or approved and has had an opportunity to examine 
the portion of the tapes to be introduced or relied upon. Such 10 
day period may be waived by the judge if he finds that it was not 
possible to furnish ~he party with such information within the 
stated period and that the party will not be materially ?rejudiced 
by the delay in receiving such information. 

(Ch. 3S, par. lOSA-9). 
Sec. IOSA-9. Motion to Suppress Contents of Recording, etc. 
(a) Any aggrieved person in any judicial or administrative 

proceeding may move to suppress the contents of any recorded 
conversation or evidence derived therefrom on the grounds that: 

( I ) the conversation was unlawfully overheard and recorded; 
(2) the order of authorization or approval under which the 
device was used or a recording made was improperly granted; 
or 



(3) the recording or interception was not made in conformity 
with the order of authorization. 
(b) Such a motion shall be made before the proceeding unless 

there was no previous opportunity for such motion. If the motion 
is granted, the contents shall be treated as having been obtained 
in violation of this Article. Upon the filing of such a motion, the 
judge may in his discretion make available to the moving party 
or his attorney such portions of the recorded conversation or 
evidence derived therefrom as the j\.!dge determines to be in the 
interests of justice. 

(Ch. 3B, par. 10BA-10). 
Sec. I OBA-I O. Appeal by State. In addition to any other right 

to appeal, the State shall have the right to appeal from a denial 
of an application for an order of authorization or approval and 
the right to appeal the granting of a motion to suppress. 

Where the State appeals, such appeal shall be taken within 30 
days after the date the order was denied or motion granted and 

. shall be diligently prosecuted. 
(Ch. 3B, par. 10BA-II) 
Sec. lOB A-I I. Reports Concerning Use of EaveSdropping 

Devices. 
(a) Within 30 days after the expiration of an order and each 

extension thereof authorizing the use of an eavesdropping 
device, or within 30 days after the denial of an application or 
disapproval of an app-lication subsequent to any alleged emer
gency situation, the issuing or denying judge shall report to the 
Administrative Office of the Illinois Courts the following: 

(I) the fact that such an order, extension, or subsequent ap
proval of an emergency was applied for; 
(2) the kind of order or extension applied for; 
(3) a statement as to whether the order or extension was 
granted as applied for, was modified, or was denied; 
(4) the period authorized by the order or extensions in which 
an eaveSdropping device could be used; 
(5) the felony specified in the order extension or denied appli
cation; 
(6) the identity of the applying investigative or law enforce
ment officer and agency making the application and the 
State's Attorney authorizing the application; and 
(7) the nature of the facilities from which or the place where 
the eavesdropping device was to be used. 
(b) In January of each year the State's Attorney of each coun

ty in which eavesdropping devices were used pursuant to the 
provisions of this Article shall report to the Administrative Of
fice of the lIIinois Courts the following: 

(I) the information required by subsections (a) (I) through 
(a) (7) of this Section with respect to each application for an 
order or extension made during the preceding calendar year; 
(2) a general description of the uses of eavesdropping devices 
actually made under such order to overhear or record conver
sations, including: (a) the approximate nature and frequency 
of incriminating conversations overheard, (b) the approximate 
nature and frequency of other conversations overheard, (c) 
the approximate number of persons whose conversations were 
overheard, and (d) the approximate nature, amount, and cost 
of the manpower and other resources used pursuant to the 
authorization to use an eavesdropping device; 
(3) the number of arrests resulting from authorized uses of 
eavesdropping devices and the offenses for which arrests were 
made; 
(4) the number of trials resulting from such uses of eaves
dropping devices. 
(5) the number of motions to suppress made with respect to 
such uses, and the number granted or denied; and 
(6) the number of convictions resulting from such uses and 
the offenses for which the convictions were obtained and a 
general assessment of the importance of the convictions. 
(c) In April of each year, the Director of the Administrative 

Office of Illinois Courts shall transmit to the General Assembly a 
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report including information on the number of applications for 
orders authorizing the use of eavesdropping devices, the number 
of orders and extensions granted or denied during the preceding 
calendar year. the convictions arising out of such uses, and a 
summary of the information required by subsections (a) and (b) 
of this Section. 

MR. GILLIS: It, in effect, takes the controls that 
are in Section 2518 of the Federal law and requires 
those for consensual overhearings under our law 
and would make it necessary for us to obtain the 
prior application of a judge before we could use 
consensual eavesdropping or overhearing. 

This, as Mr. Busch said earlier, is the sort of 
limitation that would make impractical the use of 
the recording when you look at the practical 
problems that a law enforcement officer faces in 
gathering this type of evidence. 

The person who is operating in narcotics simply 
doesn't stay put to allow you to specify times and 
places and exact facts of what is going to go on be
fore the occurrence. 

As the Commission knows, these criminal en
deavors frequently are consummated on short 
notice under conditions not always known by the 
law enforcement officer until the very end. You are 
not dealing here with dumb people. Organized 
criminals are people who make their livelihood 
from crime. They are extremely wary and they 
know how to defeat the means that law enforce
ment has available to it. 

So I think this sort of requirement of the applica
tion as set out in ·he interception area hinders us 
when we are dealing with the consensual overhear
ing. 

As with any Jaw enforcement tool, the areas of 
wiretapping or the areas of consensual recording 
can be abused. In Illinois, we use many controls, 
hopefully basically our prosecutCIrial discretion; ul
timately, that stems any abuse of the powers that 
we have. 

I feel very strongly that the tools that are most 
important to law enforcement are the ones that can 
be abused and, as such, if they are, can and perhaps 
will be taken away from law enforcement officials. 
We have to constantly keep that in mind in using 
our power, of course. 

I very briefly would comment-and I suppose 
you will ask more questions about it-in our day-to
day activities, the crimes that we have thwarted, the 
prosecutions that we have made, we have seen the 
need for non-consensual wiretapping. We deal with 
this specifically and not as much philosophically as 
in a practical sense. We would say if we could have 
a warrant on that particular phone at certain hours 
of the evening, we could gain hard evidence of 



armed robberies ~o happen, and other crimes of 
that nature. And I feel that non-consensual eaves
dropping could be an invaluable aid to use in Cook 
County. I think it would be invaluable to anybody 
who has engaged in the fight against crime. 

Thank you. 
MR. REMINGTON: Thank you. I think the staff 

has some preliminary questions. 
MR. LIPMAN: I would like to start by having 

each of you gentlemen set forth for the record your 
prior legal experience, particularly with regard to 
law enforcement. 

Mr. Gillis. 
MR. GILLIS: I have been a prosecutor for about 

7 years and a defense lawyer for 8 years. I have 
been in practice for a total of 15. 

I was a prosecutor in the early part of my career 
and came back with the present State's Attorney, 
Bernard Cary, in 1973. I am presently head of the 
Special Prosecutions Bureau which has many of the 
task force groups that work closely with our area 
police and one of them is the unit which concen
trates on official crimes, and the second one, which 
Mr. Iavarone heads, deals with the area of or
ganized crime. 

MR. LIPMAN: And how long have you had this 
position? 

MR. GILLIS: We have reorganized the office and 
I have had it about two years now. 

MR. LIPMAN: And have you had any other prior 
experience with regard to investigative-type 
prosecution work? 

MR. GILLIS: No: 
MR. LIPMAN: Mr. Iavarone. 
MR. IAVARONE: I came with the State's Attor

ney'soffice in February '73. I worked in the Appel
late Division until the Task Forces were organized 
in November of '73. And I became the supervisor 
of one of the task forces in December of 1974. 

MR. LIPMAN: December of-? 
MR. IAVARONE: 1974. 
MR. LIPMAN: And that is the extent of your ex

perience as a prosecutor, also? 
MR. IA VARONE: Yes. 
MR. LIPMAN: There are several things you have 

touched on in your statement, Mr. Gillis, that I 
would like to go back to, but so the record is clear 
on several points I think we ought to just briefly 
give a description of the jurisdiction you are work
ing in, that is. Chicago, with regard to what in
vestigative tools are legally available to you as a 
prosecutor in Cook County. 

You have heard Mr. Busch testify previously as 
to the use of grand juries in Los Angeles. Can you 
use grand juries in Cook County as investigative 
grand juries, and do you do so. 

MR. GILLIS: Yes, we can and we do. 

MR. LIPMAN: Am I correct in saying that Il
linois State law requires that all felony trials or all 
felonies must be processed by a grand jury and 
must have a grand jury indictment before they can 
be tried? 

MR. GILLIS: That's the present law, yes. We 
have sponsored a so-called by-pass bill which would 
allow us, after a finding of probable cause, to move 
automatically by the grand jury in those cases, 
which would be the vast majority of crimes that we 
would be dealing with-if the bill passed the 
Legislature we would be able to move on felonies 
without going through the grand jury. 

MR. LIPMAN: But now all felonies must go 
through the grand jury? 

MR. GILLIS: Yes. 
MR. LIPMAN: Approximately how many felo

nies a year are processed by the Cook County 
Grand Jury? 

MR. GILLIS: Last year we had 7,000. So, as your 
question senses, the Grand Jury procedure is hec
tic. I would suppose true bills are voted on the 
average every three or four minutes (hrough the 
course of a day, and it is a very summary 
procedure, which is why we asked that a by-pass 
mechanism be set up. 

MR. LIPMAN: Now, by statute, Mr. Gillis, how 
many grand juries may there be sitting in Cook 
County at anyone time? 

MR. GILLIS: We are allowed six. 
MR. LIPMAN: And in practice how many grand 

juries sit in Cook County at anyone time? 
MR. GILLIS: Well, I would suppose it would be 

around four. We keep a little leeway, if some crisis 
comes up. But I would suppose on the average it is 
about four. 

MR. LIPMAN: That is four grand juries im
paneled at once? 

MR. GILLIS: Yes, at anyone time. They would 
not be sitting on any given day. 

What we do after their normal term of 30 days of 
hearing of what might be described as finite types 
of crimes or street crimes that are isolated in time 
and place is to extend the grand jury to deal with a 
limited number of more complex, lengthy investiga
tions-perhaps two or three concerns of that na
ture. And they would come back at the will of the 
prosecutor and at the convenience of the grand 
jury, perhaps one day a week or two days every 
other week, something of that nature. 

MR. LIPMAN: But they would not be sitting on a 
daily basis? 
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MR. GILLIS: They would not. 
MR. LIPMAN: That is what is commonly 

referred to as a hold-over grand jury? 
MR. GILLIS: Yes. 

" 
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---------- --------------

MR. LIPMAN: Is it correct in saying that if a 
member of your particular staff, Special Operations 
staff, was in the middle of conducting an investiga
tion into organized crime or into corruption, what
ever, that access to a grand jury is tremendously 
limited unless that grand jury is going to be a hold
over grand jury? 

MR. GILLIS: Yes. 
MR. LIPMAN: In other words, if in the month of 

June-am I correct in saying that only one, grand 
jury will be impaneled for the month of June:? .. ' 

MR. GILLIS: Yes .. ~ - '~-,,~ 
., MR, LIPMAN: And if you have an investigation 
that begins on June fa, in all likelihood you will not 
be able to get substantial jury time un til the lallt day 
in June when the grand jury is held over, and then 
the subsequent months after that? 

MR. GILLIS: Yes. We ask that all major crimes 
he committed towards the end of the month for our 
convenience. 

MR. LIPMAN: Has any attempt been made by 
your staff to have the presiding justice or the ad
ministrative justice impanel a grand jury or sev~ral 
grand juries to hear c..orruption and organized crime 
cases? 

MR. GILLIS: Yes. Our statute permits us, we 
thought, the power to petition 101' a special grand 
jury to deal with cOl1cerns of that type. But our 
chief judge ruled against U'~ and the Ulinois 
Supreme Court affirmed his de.::ision. 

So we are dealing b3.sically within the discretion 
of the chief judge. 

MR. LIPMAN: Who appoints the chief 
justice-the chief judge of the court? 

MR. GILLIS: Well, we are actually dealing with 
the chief judge of the Criminal tJivision and I think 
he is selected by the chief judge within the county 
who is elected by the rest of the circuit judges. 

MR. LIPMAN: Just so it is clear for the record, 
the present State's Attorney in Cook County is of 
what political party? 

MR. GILLIS: He is a Republican. 
MR. LIPMAN: And I guess we can take judicial 

notice of the party of the Mayor of Chicago. 
Mr. Busch testified previously with regard to 

problems of immunity grants in investigative grand 
juries. 

Does Chicago have an immunity statute that you 
can utilize in investigative grand juries? 

MR. GILLIS: Yes, we do. But I think Mr. Busch 
was correct in his appraisal that that is not the 
answer to many types of crimes. Our experience 
has been that a grant of immunity-with that, an 
organized crime type figure is going to avoid, 
generally, the area that you are interested in, or ob
struct you when you get to that area if you have the 
ability to place a perjury case against him. 
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So it is very, very difficult to gain the type of 
evidence about standing and operating criminal 
con..;piracies, in my mind, from the immunity 
statute. 

MR. LIPMAN: Is your immunity transactional or 
testimonial or both? 

MR. GILLIS: It is transactional. 
MR. LIPMAN: Does llIinojs have a corrobora

tion statute? 
MR. GILLIS: Well, it is not a statute but it is by 

judicial opini~.n. l. ~onsider tfi~1 we would have to 
have detailea"corroboration of an accomplke or 
someone to grant immunity. 

MR. LIPMAN:' Do you have a comtempt 
proceeding in Illinois available to you that is 
analogous to the New York State contempt, 
whereas, if a witness refuses to testify in a grand 
jury he may be indicted for the felony of contempt 
rather than the msnal contempt proceeding of jail
ing the witness until the termination of the .grand 
jury? 

MR. GILLIS: Ours is the traditional proceeding 
which can carry with it the penalty up to the life of 
the grand jury, which would be 18 months. 

But in practice that is very difficult, I believe, to 
use as a deterrent to obstruction before the grand 
jury. 

MR. LIPMAN: I'm sorry. I didn't hear that first 
part. Would you repeat it? 

MR. GILLIS: I don't believe that the possibility 
of contempt for the life of the grand jury is a deter
rent to obstruction of justice by a witness before 
the grand jury. 

MR. LIPMAN: So, for example, if a witness were 
to refuse to answer, he would be subject only to 30 
days imprisonment, assuming that the grand jury 
would not be held over? 

MR. GILLIS: That is right. 
MR. LIPMAN: Let me skip nov.- to a question re

garding personnel in your office. 
When the staff interviewed some of the people in 

your office, it was indicated that the experience 
level of the attorneys in your Division, Organized 
Crime and Corruption, is substantially lower than 
that of most other large city units of comparable ju
risdiction. 

MR. GILLIS: Yes. 
MR. LIPMAN: One, would you say that is a fair 

assessment and, two, could you give us an indica
tion of perhaps why that is? 

MR. GILLIS: Well, it is a fair assessment. I do 
not know exactly why it is. Perhaps it is some sort 
of throw-back in Cook County that it is not wise to 
prosecute organized crime. I hope that is not true. 

Whether it is because I head a new bureau that 
doesn't have the tradition of some other types or of
fices in other areas, perhaps might be a part of it. 



But what we lack in years of experience, I think 
we make up in the fervor with which we go at the 
activities against organized crime. 

MR. LIPMAN: Mr. Gillis, is it correct-just so 
the record is perfectly clear-that the averagt ex
perience level of your attorneys-and I mean within 
your bureau-is just a little over a year as a 
prosecutor? 

MR. GILLIS: Yes. We have tried various 
techniques, although we don't have attorneys of the 
amount o~ years of experience that I would 
like-four, five, or six years' experience-but in 
trying people of lesser experience than that, I found 
more success with attorneys out of law school that 
have a fresh perspective to the problem and are 
eager to get going. 

MR. LIPMAN: Is it correct, Mr. Gillis, to say that 
you have attempted to embody the Strike Force 
concept that Professor Blakey was referring to 
previously with Mr. Busch, in your unit? 

MR. GILLIS: Yes. 
MR. L!PMAN: That is, the close cooperation 

between investigators and prosecutors at an early 
stage of a major investigation? 

MR. GILLIS: We do that in the areas of street 
crime, felonies such as murder, armed robbery, 
burglary, with one unit. And then units in my bu
reau work on more involved, complex financial 
crimes and organized crimes. Yes. 

MR. LIPMAN: For the most part, where do you 
draw your investigators from? 

MR. GILLIS: Well, we are cooperating with the 
police in the area, largely the units of the Chicago 
Police Department, some suburban police, the Il
linois Bureau of Investigation. 

Within our office we have about 50 civilian in
vestigators'who are not trained policemen. They 
are college graduates. That is the educational 
requirement that we have on those positions. 

They lack experience. We had police assigned to 
us from the Chicago Police Department. They were 
withdrawn in 1973 and we have been building upon 
the base of these civilian investigators since then. 

MR. LIPMAN: When you say you "had police," 
is it correct that you had approximately 70 officers 
from the Chicago Police Department attached to 
the State's Attorney's Office for use in precisely 
this type of investigation? 

MR. GILLIS: Yes. 
MR. LIPMAN; Who were experienced police of

ficers? 
MR. GILLIS: Yes, and they had been since I can 

remember-at least 20 years. 
MR. UPMAN: And you say they were withdrawn 

in 1973. Was that at about the same time or coin
cidental with the election of the Republican State's 
Attorney? 

MR. GILLIS; Yes. 
MR. LIPMAN: Let me turn now to the problem 

of consensual wiretapping. 
As referred to before, the Illinois statute requires 

that before a consensual monitoring can be imple
mented, the permission or at least the request must 
be obtained from a State's Attorney; is that cor
rect? 

MR. GILLIS: Yes. 
MR. LIPMAN: And again staff interviews in

dicated-and please correct me if I am wrong-that 
at least in the Cook County area that statute has 
been interpreted to mean the State's Attorney, him
self, rather than an assistant State's Attorney? 

MR. GILLIS; Yes. 
MR LIPMAN: Whereas, in the downstate area it 

has been interpreted to mean the request comes 
from the Assistant State's Attorney? 

MR. GILLIS; Yes. I think that is important in our 
attitude about this evidence. 

It seems to me clear that if you require the per
mission of one person, the chief prosecuting attor
ney, you are accomplishing substantial controls by 
that means. You are puttmg accountability for this 
type of evidence squarely on a prominent public of
ficial who has been elected, presumably would 
stand for election again. And I think that brings you 
the type of control that is desirable in this area. 

We could have, I suppose, interpreted the statute 
as meaning any of our 330 assistant State's Attor
neys, but obviously that would lead to, I think, 
chaos if ev .. rybody felt they had the power to give 
approval t,J t.he use of this sort of equipment. 

I am proud of our techniques that we have set up 
to control this sort of evidence. The law enforce
ment officials in the area, if they desire to use this 
sort of evidence, come to me. The law book that 
controls applications for these is in the bottom 
right-hand drawer of my desk. The attorney will put 
the lengths of time that are required to use this 
equipment, and we insist on finite amounts of time, 
periods of days. We seldom go over three day!; in 
time. 

And we do these things not only in anticipation 
of arguments that defense attorneys might bring up, 
but also because I am convinced that strict care in 
using this equipment is important if we are to be al
lowed to continue to use technology to help fight 
:;rime. 
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MR. LIPMAN; As long as you have begun to 
enumerate the procedures, I would like to set them 
forth completely, just so it is clear. 

Are you saying that any investig ,ve officer in 
Cook County who wishes to utilize a consensual 
monitoring device in Cook County must come at 
least to your bureau and get permission through 



your bureau, whether you are available or Mr. 
Iavarone or his counterpart, and you will then 
check with Mr. Carey, the State's Attorney? 

MR. GILLIS: Yes. 
MR. LIPMAN: And I believe that, as indicated in 

the documents submitted for the record, where 
there are two samples received from your office, 
that authority from Mr. Carey or that request from 
Mr. CMey can be either his actual signature or 
telephone approval? 

MR. GILLIS: Yes. 
MR. LIPMAN: But it a1ways comes from Mr. 

Carey? 
MR. GILLIS: Yes. If possible, we try to reach the 

State's Attorney throughout the county or the state, 
tell him the facts of the case, what amounts to 
probable cause information. This is communicated 
to him. We tell him the times that we are 
requesting, the persons involved if we know them; 
if we do not know them, some description of th~ 
unknown person. And we get his approval or rejec
tion of the request. 

MR. LIPMAN: You have articulated in your last 
response what seemed to be several standards that 
you are looking for and several bits of information 
that you seem to require to go into this documented 
request. 

One of them, I believe, is time? 
MR. GILLIS: Yes. 
MR. UPMAN: Do you have any statutory time 

limit on the length for which consensual monitoring 
will be-legitimate? 

MR. GILLIS: We have no present statutory 
requirement. The bill I mentioned, House Bill 212, 
sets a ten-day rule. And we have one appellate 
court opinion that rules that seven days is too long 
within the facts of that case. 

So, basically we are dealing with periods of time 
less than seven days. 

MR. LIPMAN: So, for example, if you were con
ducting, as I believe is presently going on in Cook 
County, a long-range undercover investigation 
which utilizes consensual and monitoring devices, 
there must be recurrent and continuous applica
tions to the State's Attorney and approval of the 
State's Attorney? 

MR. GILLIS: That is right. 
MR. LIPMAN: Does that cause any problems, or 

has it so far? 
MR. GILLIS: It is time-consuming and it is 

laborious, but it has not caused any serious 
problems. We update these twice a week and add 
new persons who come into the scenario, and 
describe them as bes-t we can as we go along. 

MR. LIPMAN: You just mentioned the second 
factor I would like to discuss, and that is naming 
the persons who are going to be intercepted. 
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Again the question is two-part. 
One, is there either a statutory or a case law 

requirement that these persons be listed? And, if 
not, has your office established a requirement that 
you name the persons who are going to be inter
cepted? 

MR. GILLIS: There is no statutory requirement 
at the present time. There are some suggestions in a 
couple of Jegal opinions that litigated the issue of 
whether the tapes should be suppressed or allowed 
into evidence. That description should be made. So 
we try to anticipate problems, of course, and try to 
describe either by name or other means. 

I should comment, I think, that I think it is vital 
that that information be kept within the prosecu
tor's house, because there is obviously a danger, if 
application of that type is being made in a 
court-perhaps no different from a search warrant, 
but our present bill requires, or at least allows in 
some instances, a hearing on whether the judge 
should allow permission for overhearing. 

When you are dealing with problems of time and 
problems of filing documents, you of course 
jeopardize the success of the operatim1 and 
jeopardize the identity of your agents. 

MR. LIPMAN: Would that be an ex parte hear
ing? 

MR. GILLIS: It would. But I think any lawyer 
knows that any hearing that goes on-the word gets 
out pretty quick1y what exactly is happening. 

MR. LIPMAN: Thirdly, let me ask you this. 
Again, the same two-part question: Is there any 
legal requin!ment or any requirement imposed by 
your office to name the persons specifically who 
are going to do the monitoring in that request? 

MR. GILLIS: That is another theme that was in 
an appellate court opinion, and we follow that 
directive and memorialize the people who are 
working with the equipment or overhearing it or 
are in any way connected with it. 

MR. LIPMAN: To this d~~e has there been sup
pression of any evidence seIzed through use of a 
consensual monitoring because either the time 
period was too long or the persons being inter
cepted were not named in the formal request or the 
persons doing the monitoring were not named in 
the formal request? 

MR. GILLIS: Yes. We have lost only one case at 
the appellate court level, though. 

MR. LIPMAN: That was the time factor? 
MR. GILLIS: Yes. But decisions that we have 

lost at the trial court we have won at the appel1ate 
level. 

MR. LIPMAN: Have you lost any trial court 
decisions based on naming persons either to be in
tercepted or to do the intercepting? 



MR. GILLIS: I am not sure we have had that 
exact problem, but we have had others. 

MR. LIPMAN: What are the others? 
MR. GILLIS: Time-general constitutionality of 

the statute. But I don't think we have been faced 
with the naming of the persons involved. 

MR. LIPMAN: Are you saying that you have had 
evidence suppressed on a constitutional argument? 

MR. GILLIS: Yes, we have had evidence sup
pressed, the judge ruling the entire statute was un
constitutional. The Supreme Court, however, held 
the statute requires more protection for the in
dividual than would exist without statute, so the 
trial judge was reversed and the statute was found 
to be constitutional. 

MR. LIPMAN: When a police officer walks into 
your office and sits down and says, "Mr. Gillis, I 
have a problem here in an investigation and I would 
like permission to utilize a consensual monitoring 
device," have you ever refused permission, or has 
permission ever been refused by Mr. Carey? 

MR. GILLIS: Yes, we have refused requests. 
MR. UPMAN: On what grounds have you made 

your refusals? 
MR. GILLIS: Let's see if I can think of them all. 
I suppose the practical one that comes up most is 

whether the use of the device is going to be effec
tive, whether it is a possibility or a probability that 
hard evidence is going to be gained by the use of it, 
or whether it is a policeman's hope of avoiding 
some legwork that he should do. 

I feel that in all areas, when you are dealing with 
a new device or a new statute, there may be a knee
jerk reaction, "Boy, this is what we need in order to 
solve the case." 

And I think we need to be a little hard-headed 
about use of any new technique and ask whether it 
is really necessary. 

I don't like to allow somebody to go off on a path 
if we are not going to get some fruitful evidence 
from it. 

Secondly, use of a recording device almost neces
sarily means that the person who wears the tape 
recorder is going to become a state's witness. And 
extreme care has to be used, in my mind, to see 
who we are marrying, as it were. If it is someone 
who has some culpability, I want to know about 
that and I want a divorce very early in the 
proceedings. I don't want to get linked up with 
somebody we are not convinced in the long run 
that we would, say, grant immunity to, or in effect 
pass for his activities. 

Those are two. 
The third one really is-I suppose that is largely 

the first one. 
Excuse me. 
[Discussion off the record.) 

MR. GILLIS: There are some problems often
times. Mr. Iavarone mentioned one where we had 
two agencies involved, the Narcotics Agency and 
some suspicion that a narcotics agent was involved 
in some impropriety and we were faced with the 
either comic or tragic possibility that two people, 
one authorized by a federal ag'o!ncy and one by us, 
would be taping each other's conversations. 

I think that is comic and tragic because it shows 
sometimes a non-smart or non-intelligent use of this 
equipment and not thinking of where we are going 
when we authorize it. 

Incidentally, that instance never did happen. 
That was one instance wh~re we did not allow the 
agency to have it. 

MR. LIPMAN: Mr. Gillis, do you in fact impose 
some sort of probable cause standard before you 
approve one of the~e consensual monitorings? 

MR. GILLIS: Yes. And I think that is extremely 
important, because we have had some instances 
within our city years ago when anti-war feeling was 
high and people were protesting, and where per
haps autonomous units of the police department 
saw a threat in exces!'> of what it turned out to be 
now, but what at the time was viewed to be very 
serious, where police agencies were investigating 
community organizations and other organizations 
which could not under any conceivable notion be 
committing the types of crimes that should be the 
target of this sort of evidence. 

When you have that, when you have police that 
don'f define the danger, don't define the area that 
they are dealing with, that they are infiltrating, it 
brings about a misunderstanding that affects all of 
us, that could take away from us the powers that we 
need to fight crime. 

MR. LIPMAN: So what I take it you are saying is 
that you feel it is important for a prosecutor, at 
least, to sit as kind of a watchdog over the police in 
their use of electronic surveillance? 

MR. GILLIS: Yes. 
MR. LIPMAN: You think that is an important 

function for a prosecutor to play? 
MR. GILLIS: Very definitely. 
MR. LIPMAN: In addition to the other problems 

that you have talked about, that a person who is 
wearing a consensual device would in all likelihood 
become your own witness and you would like to 
have some control over the case at an early date? 
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MR. GILLIS: Yes. Let me perhaps give you one 
short example of that that shows you how easily this 
thing can swing. 

We had a matter under investigation where a 
suburban policeman was accused of brutally as
saulting a citizen, and the citizen had the bumps 
and bruises and more to back up his allegation that 
he was brutalized. 

-, 



Shortly thereafter, the police chief of that suburb 
came to us and said "We feel that there will be 
some obstruction of justice or some bribery on the 
part of the citizen or his family in connection with 
that police officer." The citizen, in addition to the 
physical damage, was charged with resisting arrest 
or something of that nature. 

And if we were to have approved that, the use of 
the device on that police officer to see whether the 
citizen or his family would come forward, we would 
in effect be saying, it seems to me, that there was 
no case against the policeman, that there was no 
valid case that could be made against the po
liceman. 

And I think that too often, perhaps, a prosecutor 
would jump in and say "Well, sure, you can wear 
the recorder and see what evidence comes for
ward. " 

But I think that would be kind of a critical stage 
in evaluating whether a prosecution is to go ahead 
against P:arty A or Party B. And it was simply too 
early to tell. So we refused it in that instance. 

MR. LIPMAN: I would just like to move on now. 
I know members of the Commission probably have 
questions they would like to ask about consensual 
monitoring, but there are two-other areas I would 
like to talk about. 

One, briefly, is the investigation into illegal wire
tapping. And let me ask you two questions. 

One, has your office been involved in investigat
ing illegal wiretapping by private citizens? 

And, two, has your office been involved in in
vestigating illegal wiretapping by police? 

MR_ GILLIS: I don't think we have had any cases 
involving private citizens. Of course that danger ex
ists and there is strong suspicion, if not evidence, 
that there are private investigators and others who 
have the wherewithal to use this technology for 
themselves for illegal means. 

We have a grand jury investigation, that I alluded 
to earlier, involving the Chicago Police Department 
and their infiltration of organizations and use of il
legal wiretapping equipment. It is relatively easy, I 
was surprised to find out, to find out what wire on 
the telephone pole goes to which home. It is simply 
a matter of finding the little number, getting a 
telephone company code book that says what 
number matches to what 7-digit number in a per
son's house, and connecting a wire and listen to the 
line. 

I can share this evidence with you, that a Chicago 
police officer in his function of surveilling groups 
did such illegal eavesdropping. 

I am not saying that is widespread. In fact, our 
evidence has indicated that it is a rather small, 
quote, intelligence unit of one bureau within the 

945 

Chicago Police Department. But it is a subject of 
concern and a subject of our grand jury investiga
tion. 

MR. LIPMAN: What tools are available to you to 
investigative the illegal wiretapping that has taken 
place, I am assuming, four, five, or six years ago? 

MR. GILLIS: Well, that is very difficult, anything 
that has occurred a long time ago, of course. We 
have had large success using the grand jury and our 
perjury statute, so that in many instances we are 
able to prove, through outside means, that 
something did occur and a witness will say that it 
did not, and that gives you a present, 1975, crime 
of perjury before the grand jury. 

MR. LIPMAN: So what you are talking about is 
almost what we were talking about with Mr. Busch, 
immunizing a witness, bringing him before the 
grand jury and putting him in that contempt-immu
nity vise and forcing him to cho0se between testify
ing or subjecting himself to contempt. 

MR. GILLIS: If you are able to get material facts 
that you can contradict a witness on, you can 
ideally make a perjury case. 

That does not apply to an unconsummated crime. 
It works well in an ongoing criminal conspiracy 
such as narcotics sales or things of that nature. 

But one instance you will undoubtedly ask Mr. 
Iavarone about is that we had a crime about to 
occur. We didn't know where. We knew some basic 
guidelines about it through an agent informant. But 
of course we could not bring that witness before the 
grand jury because we would then uncover that we 
were onto the activity and they would seize them. 

MR. LIPMAN: As long as you have referred to 
Mr. Iavarone and the case, I will turn to that. 

I believe you said in your opening statement, Mr. 
Gillis and Mr. Iavarone, both of you, that you felt 
there were certain types of situations where the 
need for non-consensual electronic surveillance has 
manifested itself, and you believe that it would be 
greatly beneficial to prosecutors and investigators 
in Illinois if this tool were available to you, again as
suming it were under the Federal guidelines of Title 
III. Is that correct? 

MR. GILLIS: Yes, that is correct. 
MR. LIPMAN: When the staff was in your office, 

I believe Mr. Iavarone said there was one particular 
case which he felt typified the kind of situation 
where non-consensual electronic surveillance 
would be useful, and I would like to review the fact 
pattern of that particular case. 

The staff report on Chicago has been introduced 
elsewhere into the record, and I believe there is 
about a 6- or 7-page summary of that case, which is 
entitled The Purolater Case. 



Mr. Iavarone, could you briefly give us some 
background as to what this case was about and how 
it began? 

MR. IAVARONE: Yes. Well, the report says in 
the spring of 1974 our office, the Illinois Bureau of 
Investigation and the Illinois Investigating Commis
sion, began an operation to look into the fencing of 
stolen goods through discount stores in Chicago, 
and the whole Cook County area. 

In doing so we had an informant and some un
dercover personnel that, themselves, posed as 
fences. And since ourselves and the Commission 
did not have a large amount of money to go into a 
large fencing operation, we gained the cooperation 
of private firms who would supply us with money 
and goods. 

MR. LIPMAN: Let's explain that. Because, when 
you first indicated that to me I was somewhat con
fused and I want to make sure the Commission is 
clear on that. 

You decided to undertake an undercover opera
tion; is that correct? 

MR. IAVARONE: That is correct. 
MR. LIPMAN: Whereby you were going to use 

an informant and several undercover agents to infil
trate and set up a fencing operation ill Cook Coun
ty; is that correct? 

MR. IA VARONE: That is correct. 
MR. LIPMAN: And I think by now everybody is 

clear a fencing operation is an operation which 
deals with the buying and selling of stolen goods. 

MR. IAVARONE: That is correct. 
MR. LIPMAN: And I am assuming we are talking 

about a major-type operation, not of the Mom and 
Pop variety, stealing a junkie's proceeds from a 
burglary, but rather about an operation that is han
dling significant shipments of stolen goods, either 
from truck hijackings, larcenies from the docks, 
freight yards and railroads, things like that. 

Is that correct? 
MR. IAVAROI'~F: Yes. 
MR. LIPMAN: Now, where did you get the 

money to finance the operation which would enable 
you to purchase stolen goods? 

MR. IA VARONE: Well, first we would get goods 
that our undercover people would have and would 
say they were stolen goods from manufacturing 
concerns, who would sell them to us at cost. And 
then we would sell them at cost to these discount 
houses so we wouldn't lose any money. 

That was the way you got in the door to most of 
these operations. 

MR. LIPMAN: So, in other words, you would go 
to a company, let's say X Company, who might be 
selling razor blades, and purchase from this com
pany at cost 10,000 or 5,000 dollars worth of razor 

blades. And then your undercover agent would 
pose as a thief and go to a fence and say "I've got 
$10,000 worth of stolen razor blades. Would you 
like to buy them?" and the people would then buy 
them from your agent at $10,000 and that is how 
you were financing the operation at that stage? 

MR. IA VARONE: That is correct. Then, these 
individuals, of course, would have stolen merchan
dise of their own. It usually worked in one of two 
categories: First of all, employee thefts, where you 
have a company and the fences are dealing in a 
large amount of their goods which are being stolen 
off their docks. The companies, in order to find 
out, first of all, who was stealing, how it was being 
done, and to better improve their own security, 
would give us money to buy back those goods. 

The other group would be insurance companies 
who had suffered a loss in transit or somewhere 
else, and that would then give us the money to also 
buy back their goods. And that is how we were able 
to finance the operation. 

MR. LIPMAN: So, for example, if the insurance 
company's policy called for them to payout 
$10,000 in goods that were stolen, they would give 
you the $10,000, you would buy the goods and 
return the goods to the insurance company-

MR. IAVARONE: That is correct. 
MR. LIPMAN: -who would then reimburse
MR. IA VARONE: Or give the goods back to the 

company. 
MR. LIPMAN: About how long did it take you to 

establish your undercover situation in the business 
itself? 

MR. IAVARONE: J would say about six weeks. 
We started dealing with a number of discount 
stores. The informant, who had been known in the 
business as previously owning this kind of store, 
then went to work for one of the larger discount 
stores in accounting. That individual was dealing in 
a number of stolen goods, different types of 
merchandise. And through the informant we were 
able to introduce him to the undercover people 
who were posing as fences and there were transac
tions back and forth. 
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All of these transactions were recorded with the 
consent of the undercover individuals. 

MR. LIPMAN: So your undercover people were 
putting body microphones on and recording the 
sales? 

MR. IAVARONE: Either that or telephonl~ con
versations. They would engage in telephone conver
sations with the owners of the discount stores and 
those would be recorded. 

Later, about a month and a half after that, the in
formant was introduced to an individual that 
wanted to open a discount store. That individual 



wanted the informant to work for him. And that 
member was a member of organized crime. And 
through the informant we were able to get some in
formation as to what was going on, through the 
conversations he had with the person he was work
ing for. 

Many of the things he wouldn't tell him. He 
would tell him only bits of information. The infor
mant sometimes would catch part of a telephone 
conversation-of course, the half where the person 
he was working for was talking-or was told that 
certain meetings were going to occur, to drive this 
individual to a meeting, what the general subject of 
the meeting was and who was attending-but not 
what went on in the meeting. 

MR. LIPMAN: Again, let me sum up here so it is 
clear. 

After your undercover business was established, 
at some point your actual original informant was in
troduced to or began working for a fence who was 
operating a discount store or was about to open a 
discount store, who was ostensibly a member of or
ganized crime; is that correct? 

MR. IAVARONE: That is correct. 
MR. LIPMAN: Now, at that point had you de

cided to terminate the investigation, you could have 
made numerous arrests for possession and sale and 
interstate transportation of stolen property; is that 
correct? 

MR. IAVARONE: That is correct. We could 
have made some arrests for receiving stolen proper
ty and turned over to Federal authorities informa
tion on interstate transportation. 

MR. LIPMAN: And without any possibility of 
wiretapping, at this point anyway, with regard ') 
this gentleman you say was involved in organized 
crime, did you make any direct sales to him or 
purchases of stolen property from him? 

MR. IAVARONE: Yes, we did. 
MR. LIPMAN: So at that point he could have 

been arrested for receiving stolen property? 
MR. IA VARONE: That is correct. 
MR. LIPMAN: Now, the informant actually went 

to work in a discount store, itself; is that correct? 
MR. IA VARONE: Yes, he did. 
MR. LIPMAN: And there was a telephone in that 

store? 
MR. IA VARONE: Yes, there was. 
MR. LIPMAN: And did yOll say the informant on 

several occasions overheard phone conversations 
on that phone between his boss, the member of or
ganized crime, and unknown third parties? 

MR. IA VARONE: Yes, he did. 
MR. LIPMAN: And what was the nature of those 

conversations? 
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MR. IA V ARONE: A few of them were about a 
planned burglary or robbery. Others were financial 
dealings, illegal financial dealings. 

MR. LIPMAN: Illegal financial dealings? 
MR. IAVARONE: Yes. 
MR. LIPMAN: Of what type? 
MR. lA V ARONE: Stocks-stolen stocks and 

securities. 
MR. LIPMAN: The member of organized crime 

was attempting to procure stolen stocks. or was he 
trying to sell stolen stocks? 

MR. IAVARONE: He was trying to sell them. 
MR. LIPMAN: And do you know where he was 

trying to sell them? 
MR. IAVARONE: No. 
MR. LIPMAN: Did you know to whom he was 

trying to sell them? 
MR. IAVARONE: We did not. 
MR. LIPMAN: But it was clear from the infor

mant's information to you that at that point there 
was an illegal deal in the making for the sale of 
stolen securities? 

MR. IAVARONE: Yes. 
MR. LIPMAN: And that information came to 

you through information the informant had over
heard on the telephone? 

MR. IAVARONE: Yes. 
MR. LIPMAN: Was there any'other information 

that you had at that point? 
MR. IAVARONE: We knew that people the in

formant was working with had been getting stolen 
goods, but we didn't know who they were getting 
them from. There would be telephone calls made 
and then a few days later they would get the goods. 
But we didn't know who was supplying the goods to 
the fences we were dealing with-that individual 
and other individuals. 

When we were able to determine, in the in
stances that we were, we were able to find the peo
ple who were stealing from the docks or the in
terstate shipments. 

But then they would just make a phone call
MR. LIPMAN: Who ib "they"? 
MR. IA VARONE: The people who ran the 

discount store, the member of organized crime and 
others. And the goods would be at a certain lo~a
tion but the other individuals would not be. You 
wouldn't know who brought the merchandise. 

MR. LIPMAN: And was your informant present 
and did your informant overhear at least one end of 
the conversations in which these goods were or
dered? 

MR. IAVARONE: On quite a number of occa
sions he did. 

MR. LIPMAN: So that your informant, in fact, 
had overheard numerous conversations that were 



clearly illegal in nature about specified crimes, that 
is, fencing, disposition of stocks, and believed there 
was also something involving some kind of financial 
dealing in a gold scheme, the selling of gold or 
something along those lines? 

MR. IAVARONE: Yes. 
MR. LIPMAN: All of which conversations were 

overheard in part by the informant and the infor
mant could have testified or at least have submitted 
an affidavit to that extent had you been able to ob
tain a wire; is that correct? 

MR. IAVARONE: Yes, he would have been and 
two of the undercover agents at different times 
would, also. 
•. MR. LIPMAN: Was there also an indication that 

these same persons who were involved in the gold 
scheme, the stock scheme, and the fencing, were 
also involved in selling or trying to obtain untaxed 
cigarettes from North Carolina? 

MR. IAVARONE: Yes. 
MR. LIPMAN: Was that also clear on the 

telephone? 
MR. IAVARONE: Yes, from two long distance 

telephone calls that were made. 
MR. LIPMAN: Was it also clear that part of the 

securities deal was taking place in New York City 
and part in Los Angeles. 

MR. IAVARONE: At least preparations were. 
MR. LIPMAN: And again, that is also clear from 

the phone call where your informant indicated he 
had seen or recognized the area codes? 

MR. IA VARONE: Yes. 
NJR. LIPMAN: Did there also come a time when 

the! member of organ.ized crime and his partner 
began discussing a, quote, "big score"? 

l\lfR. IAVARONE: Yes. That was later in the 
year, into September. Of course, it was just "a big 
cas~1 score." And again, while the informant was 
the~'e preparations or certain preparations were 
made by telephone, where he overheard part of the 
conversation but we didn't know who the individual 
was calling or what the other arrangements were. 

MR. LIPMAN: Were there any other indications 
from your informant or from your undercover peo
ple that any other telephones were being used? For 
example, was there ever an instance when the 
member of organized crime would indicate to your 
informant that he was using his home telephone to 
furthl~r his criminal activities? 

MR. IA VARONE: There would be instances 
where the informant, as cautiously as he could, 
would ask questions regarding different transac
tions that were going on, and this person would 
then say "I will know that after I call tonight." 
Sometimes he would be making calls on different 
deals the same night, from his home. 

MR. LIPMAN: Did there ever come a time when 
your informant called his boss at home and was told 
that he really couldn't talk now, that he had a lot of 
phone calls to make about a lot of important deals 
and he would' get back to him a1 a later point? 

MR. IA VARONE: I think on three or four occa
sions that occurred. 

MR. LIPMAN: Was there any time when any 
part of that discount store was being utilized as a 
meeting room by other people who have been 
identified as members of organized crime in 
Chicago? 

MR. IA VARONE: The small back room was 
used extensively by three members of organized 
crime-upper echelon, and the person whose store 
it was. 

MR. LIPMAN: And what use was that back room 
being put to, to the best of your knowledge? 

MR. IA VARONE: From what the informant had 
been able to hear before they went into the back 
room, a lot of it was discussions as to stolen goods 
transactions, interstate shipments. 

MR. LIPMAN: Was the informant ever permitted 
to sit in on any of these meetings? 

MR. IAVARONE: No, he was not. 
MR. LIPMAN: Is there any way in which law en

forcement personnel could have discovered what 
was going on in that back room other than by utiliz
ing an electronic surveillance device in the back 
room? 

MR. IAVARONE: We had attempted on some 
occasion,S with this discount store and other 
discount stores, where the types of merchandise at 
least were discussed before the people went into 
the meeting. But you get a generic term. 

For example, let's say "refrigerators" or 
something, and that is all you know they are dealing 
in. You don't know if they have been stolen yet. Or 
if they have been stolen, you don't know the com
pany. Or if they have been taken off the docks, it 
may have been two or three months before the 
company knew. So we would try to find out if there 
had been a theft at this time or where the goods 
were taken from, but we were unable to do that. 

MR. LIPMAN: And after these meetings would 
break up, was your informant ever given any partial 
information as to what had transpired in the 
meetings from his boss? 
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MR. IAVARONE: As much as the boss wanted 
him to know-not detailed information. 

MR. LIPMAN: But enough information to in
dicate that criminal adivities were being discussed 
in that back room by those mem bers of organized 
crime? 

MR. IAVARONE: Yes. 
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MR. LIPMAN: Were there any investigative 
techniques available to you that would have ena
bled you to discover any of the other parties, any of 
the third parties involved in any of these illegal 
schemes? 

MR. IAVARONE: I don't think so. One of the 
things we attempted to do or thought about doing, I 
think, was to subpoena the phone records. But 
again you have to wait until the billing date. 

On some of these situations where they are talk
ing about goods moving within a week or two 
weeks, we were four weeks or five weeks off from 
the billing da_e to get the long distance records to 
even know who the person was talking to. 

If it was a situation where goods were to be 
delivered to the fence, we could use surveillance. 
But in many cases he would order then and when 
they were already at a location teI! us, or tell the in
formant or the undercover people, where the goods 
were. So you had no way of tracing where they 
came from. 

MR. LIPMAN: In any event, in many instances 
you would at best, even if you could obtain physical 
surveillance, be in a position to only surveil the 
lower echelon people actually conducting the 
operation? 

MR. IA VARONE: That is correct. 
MR. LIPMAN: Similarly, if you i;;;ould obtain the 

phone number and ascertain the identity of 
someone in Los Angeles who might have been in
volved in the stolen securities, the only evidence 
you would have was that the telephone in his house 
was used for communication with your man in 
Chicago, and nothing more? 

MR. IAVARONE: That is right. 
MR. LIPMAN: So therefore, would it be accu

rate to realistically say that even if you were able to 
obtain his identity and subpoena him to Cook 
County grand jury, with the amount of evidence 
you have available to you at that point, would it not 
have been a futile gesture? 

MR. IAVARONE: I would say so. 
I would like to say, too, one of the reasons in this 

area that it is so hard to trace stolen goods-on the 
occasions we were able to find out who was taking 
them, most of the items the people dealt with were 
not serialized. And when we were able to find out 
who they were dealing with at the companies, then 
you have an opportunity to surveil the people as 
they are taking it out of the company. 

For most of the items, relatively inexpensive 
items in large quantities, once they got away from 
the company or off company trucks, it was very dif
ficult to prove they were stolen because the compa
nies couldn't identify them. And that was one of the 
major obstacles we had. 
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MR. LIPMAN: And of course if you had a 
telephone wiretap installed at that point and could 
utilize the defendant's own words to prove that they 
were stolen, that would have greatly facilitated 
that? 

MR. IAVARONE: Yes, it would. 
MR. LIPMAN: There came a point, did it not, 

when that "big score" became the overwhelming 
topic of conversation in regard to the members of 
organized crime; is that correct? 

MR. IA VARONE: I wouldn't say "over- whelm-
ing." It became more frequent, up to a point. " 

MR. LIPMAN: And what exactly did you know 
about this "big score?" 

MR. IAVARONE: There was going to be a large 
cash score. It was going to happen in October or 
November. We didn't know where; we didn't know 
when. We knew two of the people that were sup
posed to be in on it. 

MR. LIPMAN: And how did you know those 
people? 

MR. IAVARONE: From what they told the infor
mant. 

MR. LIPMAN: Was there any indication that 
they were utilizing the telephone to make plans for 
this score? 

MR. IAVARONE: Yes, there was. From conver
sations, part of the conversations, overheard by the 
informant. 

MR. LIPMAN: And, again, th~se were the same 
phones and the same people he had been talking 
about for a period of three to four months? 

MR. IAVARONE: Yes. 
MR. LIPMAN: And what was the result of that 

big score? 
MR. IA VARONE: The boss had a disagreement 

with the informant about 13 days before and we 
lost a lot of communication, and were completely 
out of touch with these people. And it resulted in a 
burglary. 

MR. LIPMAN: Let me go back. 
Did there come a point where the member of or

ganized crime reque:;~ed that your informant obtain 
a truck for them to be utilized in the course of this 
big score? 

MR. IA VARONE: Yes. 
MR. LIPMAN: And did your informant actually 

obtain that truck? 
. MR. IAVARONE: Yes, he did. 

MR. LIPMAN: And it was clear at that time that 
the truck was going to be utilized in the commission 
of a crime? 

MR. IA VARONE: In some way it was; we didn't 
know in what way. 

MR. LIPMAN: And did you at that point attempt 
to put a tracking device on the truck? Or was that 
considered? 



MR. IAVARONE: That was considered. 
MR. LIPMAN: Was it successful? 
MR. IAVARONE: They eluded the surveillance 

before it could be accomplished. 
MR. LIPMAN: So that the attempted physical 

surveillance on the truck failed? 
MR. IA VARONE: Yes. 
MR. LIPMAN: Were you attempting physical 

surveillance on the two members-let's call them X 
and Y -of organized crime we have been talking 
about? 

MR. IAVARONE: On one of the members we 
were. 

MR. LIPMAN: And was that physical surveil
lance successful? Were you able to keep him under 
physical surveillance? 

MR. IAVARONE: Yes, it was. 
MR. LIPMAN: And was there an attempt made 

to physically surveil? 
MR. IAVARONE: No, there was not. 
MR. LIPMAN: Why not? 
MR. IAVARONE: It was felt that because of his 

capability, his intelligence, his capabilities with 
electronics, it would be unwise to attempt to surveil 
him. 

MR. LIPMAN: Is it not, in fact, true that there 
was some fear that this gentlemen had a crystal 
receiver capable of picking up all police radio 
transmissions in the Cook County area? 

MR. IAVARONE: Yes. 
MR. LIPMAN: And that is one reason you didn't 

attempt to surveil him? 
MR. IAVARONE: Yes. 
MR. LIPMAN: Was it also true that he lived in a 

neighborhood that was essentially surveillance
proof, the type of neighborhood that any strange 
people coming in" and sitting in that neighborhood 
for long periods of time would be immediately 
recognized? 

MR. IAVARONE: It was the type of neighbor
hood where you couldn't get a strange car in and 
the type of neighborhood where you also could not 
get a room. Everybody would know you there. 

MR. LIPMAN: So you are now sitting in the 
situation of an ongoing investigation in an un
dercover situation where you were unable to ascer
tain the extent of their criminal activities, the other 
persons involved with them in their criminal activi
ties, and now specifically you have them talking 
about a particular score which you believe is some 
sort of theft and you are unable to ascertain exactly 
what it is or where it is going to happen; is that cor
rect? 

MR. IAVARONE: That is correct. 
MR. LIPMAN: And what finally did happen ex

actly? 
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MR. IAVARONE: Well, they committed the 
theft. Of course they were subsequently appre
hended. 

MR. LIPMAN: I don't mean to minimize the 
theft by understatement. The theft that we are talk
ing about-correct me if I am wrong-

MR. IA VARONE: -was $4.3 million. 
MR. LIPMAN: $4.3 million of cash? 
MR. IAVARONE: Yes. 
MR. LIPMAN: And that was taken out of the Pu

rolator-
MR. IAVARONE: Out of their vault. 
MR. LIPMAN: And that was the situation in 

which you had prior information for at least a 
month about that case but were unable, through or
dinary investigative techniques, to ascertain where 
and when and by whom that was going to occur; is 
that correct? 

MR. IAVARONE: That is correct. 
MR. LIPMAN: Now, as a result of investigation 

and cooperation with Federal authorities you were 
able to apprehend the people responsible for that 
particular theft; is that correct? 

MR. IAVARONE: Yes. 
MR. LIPMAN: Now, have you at this point been 

able to ascertain any of the other information we 
have talked about, that is the extent of any of the 
other schemes or the people involved in any of the 
other schemes? 

MR. IA VARONE: No. 
MR. LIPMAN: Have you recovered the full ex-

tent of that cash? 
MR. IA VARONE: All but a million dollars. 
MR. LIPMAN: All but a million dollars? 
MR. IAVARONE: Yes. 
MR. LIPMAN: Have you, to your knowledge at 

least, apprehended all the people who were in
volved in that theft? 

MR. IA VARONE: I don't know if there are more 
people involved or not. 

MR. LIPMAN: But to your knowledge you have 
apprehended the people who actually went into the 
vault? 

MR. IA VARONE: Yes. 
MR. LIPMAN: So it is conceivable that this 

operation was either financed or ordered by some
body else who you are not aware of? 

MR. IAVARONE: Yes. 
MR. LIPMAN: And the proceeds might have 

been divided among other persons who you are not 
aware of? 

MR. IA VARONE: That is correct. 
MR. LIPMAN: Is it likely that that is the case, to 

your knowledge or your belief? 
MR. IA VARONE: To my personal belief, yes. 



MR. LIPMAN: Would it be fair to say that had 
you had a wiretap on the several phones, or one 
particular phone in the store, that you would have 
had more complete knowledge not only of the Pu
rolator case and those involved in that, but also the 
entire scope of their criminal activities? 

MR. IA V ARONE: I think between the two 
phones, yes. 

MR. LIPMAN: And also let me include in that, a 
possible bug in that back room and even con
ceivably a possible bug in the truck that was or
dered specifically for the crime? 

MR. IAVARONE: Yes. 
MR. LIPMAN: And it is conceivable, is it not, 

that you could have had investigators sitting in Pu
rQlator waiting for the thieves to make their at
tempt and not only assuring you would catch them 
all at the scene but recovering the extra million dol
lars that is now missing? 

MR. IAVARONE: That is correct. 
MR. LIPMAN: Now, is it true that one of the de

fendants in the Purolator case, in fact the gent
lemen I designated before as Mr. X, has now begun 
cooperating with Federal authorities, or some 
authorities, to your knOWledge? 

MR. IA VARONE: Yes, to a limited extent. 
MR. LIPMAN: There have been trials on the 

Federal level for the actual theft at Purolator; is 
that correct? 

MR. IAVARONE: That is right. 
MR. LIPMAN: And one gentleman was con-

victed and one gentleman was acquitted? 
MR. IAVARONE: Correct. 
MR. LIPMAN: One gentleman pled guilty? 
MR. IAVARONE: Three pled guilty. 
MR. LIPMAN: And one was convicted at trial 

and one acquitted at trial, that so it is clear why we 
are not using names, that there are multiple state 
indictments against all these people. 

MR. IAVARONE: One had pled. 
MR. LIPMAN: The rest are under indictment? 
MR. IAVARONE: Yes. 
MR. LIPMAN: If one person is cooperating, is 

there any reason why now, at this stage, you could 
not obtain the same information from him now that 
you might have been able to obtain by utilizing 
wiretaps or bugs previously? 

MR. GILLIS: Let me answer that in general, if I 
could. I think this sort of witness is going to be as 
honest as you can make him. If you know what you 
are talking about and can talk to him about it, he 
will tell you about it. But if he thinks that you are in 
the dark about some pa!t of his criminal activities, 
then' I don't believe that a person who makes his 
living from crime is going to cooperate with the 
prosecutor or a police officer. 
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MR. LIPMAN: Let's just expand on that for a 
second. 

That really is very similar to the grand jury situa
tion where it is clear if a witness is 'put before the 
grand jury and it is made known to him that you do 
have the evidence to indict him for perjury if he 
lies, he is much more likely to tell you the truth. 

MR. GILLIS: Yes. 
MR. LIPMAN: Similarly here, if you had a 

wiretap on him and had personal knowledge of the 
full extent of his operation and could indicate that 
to him in some way, he would at that point be much 
more likely to open up and be honest with you? 

MR. GILLIS: Yes. 
MR. LIPMAN: I take it you are saying that 

because you had sketchy ideas of the extent of his 
negotiations, you were at a marked disadvantage 
because you did not have enough tid-bits to feed 
him to con vine.;:. :lim that you really knew what he 
was up to and therefore he, being a sophisticated 
businessman, was not about to indicate to you the 
full extent of his participation? 

MR. GILLIS: That is correct. 
MR. IA VARONE: Also, I would say the opportu

nity is gone. The goods are gone. The people are 
watching out for themselves now and there are a lot 
of cases that, even if he were to tell everything, 
could not be made because the crimes are 
completed now, or aborted as the case may be, but 
the people are gone. 

MR. LIPMAN: And what we have here before 
the Commission is a situation that appears to be 
analogous to the Fraulein case we heard, that we 
have a nucleus of people engaged in widespread 
criminal activities of different types, and whereas in 
Fraulein the wiretaps were successful in identifying 
other participants and the extent of the criminal ac
tivity of these people, what you have here is a situa
tion that appears to be the same, but because you 
couldn't have the wiretaps you have no way of 
knowing for sure exactly how far the criminal ac
tivities went in this case; is that correct? 

MR. IAVARONE; That is correct. 
MR. LIPMAN: It is also not clear in Illinois, talk

ing about corroboration-even if this gentleman 
would cooperate fully, you still would have no cor
roboration of criminal activity on the part of the 
third person, whereas, if you had a wiretap, the 
voice of the third person would be enough cor
roboration? 

MR. IAVARONE: That is why I say the opportu
nity was missed. 

MR. LIPMAN: I have no further questions, Mr. 
Chairman. . 

MR. REMINGTON: Judg~ Shientag. 



MS. SHIENTAG: Mr. Gillis, with your broad ex
perience both as a defense attorney and a prosecu
tor before and now, you are singularly equipped, it 
seems to me, to provide us with information, and 
especially since you have expressed a very fine un
derstanding of the balance of Fourth Amendment 
rights with the needs of the prosecutor to prosecute 
for crime. 

Now, dealing with the safeguards that now exist 
that didn't when you were first an attorney 
prosecuting-and I assume that was with the Dis
trict Attorney's office rather than in the Federal 
sector; right? 

MR. GILLIS: Yes. 
MS. SHIENT AG: Name some of the safeguards 

that you find particularly helpful to defendants at 
the present time. 

MR. GILLIS: Well, I think we have to be careful 
that non-criminal conversations are not being se
ized. 

MS. SHIENTAG: You are talking about 
minimization? 

MR. GILLIS: Yes. We must be careful that we 
are using a microscope to gather the type of 
evidence rather than wide field glasses that take in 
innocent conduct. 

Then, as I alluded to before, I thirl( we should in
sist on a careful description of crime and probable 
cause that we are going to obtain valuable 
evidence, so we don't either invade people's rights 
or waste the time and utility of the police in gather
ing evidence that is not going to be fruitful. 

MS. SHIENTAG: You are talking particularly 
about wiretaps, but I wanted to direct your atten
tion to the broad general sphere of the protections 
that defendants in criminal cases have. 

There are many protectior.s, the right to inspect 
grand jury proceedings, the right of discovery and 
inspection, and so on? 

MR. GILLIS: Yes. 
MS. SHIENTAG: And in addition to that, protec

tion against the dirty business of listening in on 
someone else's converation, we have the court-or
dered requirements of probable cause before you 
get an order, and limitation of time, and sealing, 
and an inventory, and the defendant provided with 
all the information thdt has been taken against him. 

Now, have you ever had wiretapping under court 
order :in your jurisdiction? 

MR. GILLIS: No. 
MS. SHIENTAG: Have there ever been any at

tempts to put that into the legislation? 
MR. GILLIS: We have not moved in that 

direction because of the evaluation that the politi
cal mood was such that it would be greeted by a 
move in the opposite direction. In fact, that is the 
way our Legislature is going. 

MS. SHIENT AG: By "the opposite direction," 
you mean a limitation or the consensual wire
tapping? 

MR. GILLIS: Yes. 
MS. SHIENT AG: When was the act you referred 

to permitting consensual wiretapping enacted? 
MR. GILLIS: In. 1961. 
MS. SHIENTAG: Prior to the Omnibus Crime 

Control Act? 
MR. GILLIS: Yes. 
MS. SHIENTAG: So you have not had non-con

sensual wiretapping prior to 1968, either? 
MR. GILLIS: That is correct. 
MS. SHIENT AG: And has there been an attempt 

to erode the 1961 Act, to limit it? I think you said 
you submitted a bill to the committee? 

MR. GILLIS: Yes. In this session of the Legisla
ture-and perhaps United States Attorney James 
Thompson can amplify some of the motives behind 
this-it might just incidentally have something to 
do with a case made by Jim Thompson against 
some members of the Illinois State Legislature-I 
am not sure that is true. But this year a bill hilS 

been enacted that severely limits our power to con
sensual overhear. 

952 

MS. SHIENT AG: It has not been enacted yet, 
though? 

MR. GILLIS: It has not been enacted, but it has 
passed the Illinois House. And I think the bill 
presents a danger to sincere law enforcement in the 
State of Illinois and I have expressed that view to 
the Legislature, at this point without success. 

MS. SHIENTAG: You don't hope to have a 
general wiretapping act similar to the Federal one 
in your state? 

MR. GILLIS: Politically at this time I don't har
bor that as a realistic hope in the State of Illinois. 

MS. SHIENT AG: What you hope for is that the 
consensual one not be taken away? 

MR. GILLIS: That is right. I would like to 
preserve the status quo. 

MS. SHIENT AG: And you feel you can operate 
pretty well under the present law? 

MR. GILLIS: That is right. I think what we have 
is a very effective law enforcement tool. As we 
have said, we have seen instances where non-con
sensual wiretapping could be of tremendous aid to 
the state and the people of the state. In the instance 
of the stolen goods rings we are dealing with, some 
of these may be raising costs of certain consumer 
goods in our country by as much as 5 per cent. 

These things hurt every person. Every person 
that goes to the grocery store is feeling the pinch of 
this sort of crime. And I think we could stop it if we 
had the tools. 
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MS. SHIENTAG: You made a remark before 
that the ones concerned with bribery might be the 
very ones who might be in a position to restrict 
your present consensual ekctronic surveillance law. 
Did I understand you corre.::tly? 

MR. GILLIS: Yes. Ane! I think it is important 
that all legislative chambers and judicial chambers 
be free to do the job that they were intended to do. 
I think they should be sanctuaries for the protection 
of those elected to these positions of trust to go 
about their work in an atmosphere of confidence. 

But I think there is an over-concern by certain 
legislators because, frankly, they feel they might be 
the target for this ort of evidence. 

And at the sar· ~ time we find no bills in to have 
reports about their execution of search warrants, 
because the legislai:~.rs feel no personal fear for that 
use of power. 

It seems to me a question of whose ox is being 
gored and the concerns are ripest that are close to 
your door. 

MS. SHIENT AG: They have spmething to con-
ceal, you are implying? . 

MR. GILLIS: I think that is the way they feel. I 
don't know if they have anything to conceal or 'not, 
but apparently they exhibit some disproportionate 
amount of fear about this sort of evidence if they 
have nothing to hide. 

MS. SHIENTAG: Thank you very much, Mr. Gil-
lis. 

Thank you, Mr. Chairman. 
MR. REMINGTON: Mr. Blaby? 
PROFESSOR BLAKEY: What time are we going 

to break for lunch? 
MR. REMINGTON: Very soon. I was going to 

ask whether Mr. Gillis and Mr. Iavarone would be 
able to come back after lunch. Chief Andersen, 
who had a conflict, told me he hoped to have an 
opportunity to ask you a question or two. 
PROFES~')R BLAKI\Y: Do you have an early 

airplane reser :ation? 
MR. GILLIS. No, it's about four o'clock. 
MR. REMINCTON: Why don't we recess for 

lunch and see if we can reconvene at about 1 :30. 
[Whereupon, a: 12:30 p.m., a luncheon recess 

was taken until 1 :30 p.m.] 

AFTERNOON SESSION 

MR, REMINGTON: I think we are ready to 
reconvene. 

I understand Lieutenant McFadden is here and 
has been waiting patiently. 

I appreciate your coming, Lieutenant. 
As you know, the rules of the Commission 

require that you be sworn. 
[Whereupon, Lt. Daniel McFadden was duly 

sworn by the Chairman pro tern.] 

TESTIMONY OF LT. DANIEL 
McFADDEN, COMMANDING OFFICER,' 
ORGANIZED CRIME UNIT, 
PHILADELPHIA POLICE 
DEPAkTMENT 

MR. REMINGTON: We are sorry we kept you 
waiting this morning. I know we have a prepared 
statement, and without objection' that will be made 
part of the record. 

Do you desire to start with the statement? 
LT. McFADDEN: If you would like me to read 

it, I will, sir. 
Mr. Chairman, I am Lt. Daniel McFadden, Com

manding Officer of the Organized Crime Unit, 
Philadelphia Police Department. 

One of my responsibilities is intelligence gather
ing on organized crime figures and the dissemina
tion of this information to all agencies. I am also 
the liaison officer for the Police Department with 
Federal, state and local agencies dealing in or
ganized crime. I would like to direct my first re
marks to wiretapping and inform you that this is not 
permissible in Pennsylvania by state or local law en
forcement officers. 

It is believed that, in the Philadeiphia area, gam
blers know that we, as law enforcement officers, 
are forbidden to wiretap and, thus, they conduct 
most of their illegal activities over the teler.,hone. 
They have no fear of the local police breaking the 
law by wiretapping, and this enables then, to go 
about their illegal activities in comfort in their 
secure hiding places. I have personally seen places 
that are constructed solely for gambling purposes; 
these are equipped with double and triple stef.I 
doors which are barricaded. 

In the Phil~delphia area we suspect that approxi
mately 85 per cent of all illegal bets are taken over 
the telephone. This is accomplished by persons 
working the "office" who call the number writer at 
a given time, and accept the bets. This office per
son will call as many as 15 or 20 writers. 

The reason for the office person calling is that 
the number writer, himself, does not know where 
this office is located. Investigations have indicated 
that a ba'lker could have as many as ten of these of
fices located throughout the city. This minimizes 
his risk of losing the majority of his action for the 
day in the event of a police raid. 

954 

Recently it has been found that bankers are 
recruiting housewives, with no criminal record, to 
man these telephones in their own homes and pay
ing them $50 a week for working a maximum of 
three hours a day. As you can see, this again 
minimizes the risk of having the work confiscated. 



There is no way of knowing how large an or
ganized crime figure is without the use of a wiretap. 
He might be engaged in illegal lottery, horse and 
sports betting, loansharking and other illegal activi
ties, and remain unknown to police under our 
present law in Pennsylvania. 

Wiretapping, as well' as electronic surveillance, 
could be abused by anyone without the proper cOn
trols. The best safeguard to combat this would be 
the careful selection of personnel who would use 
these aids. One of the most important qualities 
would be integrity of the individual and of the unit 
to which he is assigned. The key ingredient \;%uld 
be to uphold the law while enforcing the law. 

We must realize that, under the restrictions in 
Pennsylvania, we in law enforcement are hampered 
in doing our job, and we cannot intelligently identi
fy all members of an organization, or the scope of 
their illegal activities, without the use of this in
vestigative aid, wiretapping; 

The second topic of discussion: Non-consensual 
electronic surveillance. House Bill 1588 was passed 
on October 2, 1974 in the State of Pennsylvania 
amending Title 18, "Crime of Eavesdropping." This 
amendment is entitled "Invasion of Privacy." In 
brief, we in law enforcement are not permitted to 
conduct any type of recording without the approval 
of all persons being recorded. There are three ex
ceptions: 

1. Personnel of a telephone or telegraph com
pany in the performance of the,r duty. 

2. The President of the United States or those 
acting upon his direction. 

3. Duly appointed state or local law enforcement 
officers, only under'one condition. "This exception 
shall be limited to those situations in which the per
sonal safety of such law enforcement officers is in 
jeopardy and shall not include any right of recorda
tion, " 

I will direct my remarks to the third exception. 
This exception must be court approved by first 

making application through the District Attorney's 
office, who must approve it, and then be taken to a 
judge of a court of record. This, of course, is very 
time consuming. The District Attorney and the 
judge would be available for approximately eight 
hours of the day; as you can well realize, police can 
be in danger 24 hours a day. 

On many occasions an undercover police officer 
is out of the vision of a backup team, and a trans
mitting device is the only contact with outside help. 

When an investigation is under way, situations 
can change in a moment's time which could en
danger the investigating officer, and it would be im
possible to obtain a court order under these condi
tions. 
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In my humble opinion this law protects only the 
lawbreaker and not the law enforcer. 

If I may, I would like to relate a few occasions in 
which I personally was involved and you consider 
the hindrance to law enforcement. 

On one occasion my office was contacted by the 
Pennsylvania State Police requesting assistance in a 
narcotics investigation where one of their un
dercover officers was coming into the city to make 
a buy, but he did not know where the transaction 
would take place. He was to be'accompanied by a 
known drug user who was not trusted by the state 
police. There was to be a 2-ounce cocaine buy. 

The undercover agent, along with a state police 
back-up team, came to my office, and we im
mediately put a body transmitter on the undercover 
agent which enabled us to have continuous commu
nication from him. Three different automobiles 
were used to surveil the undercover officer. A 
signal system was set up so that, in the event the 
undercover officer said, "This looks like 
dynamite," we knew the purchase was made, 

It so happened that this transaction took place in 
Center Cit" at a busy intersection in a four-story 
building. The undercover officer was out of the 
sight of the surveillance teams. 

I monitored the receiver and when I heard "This 
looks like dynamite," a signal was given to all teams 
to move into the building. As we were approaching, 
the undercover officer stated, "The girl is throwing 
the coke out the window." This enabled us to stand 
on the pavement and recover the two ounces of 
cocaine. 

He also gave us directions to the exact location 
of the apartment. The main subject ran from the 
room stating he was going to get a gun. The trans
mitter enabled the undercover officer to warn the 
backup team that the subject might have a gun. Of 
course, this required us to break in the door for the 
safety of the undercover officer. 

The successful outcome of this case resulted in 
three persons arrested, confiscation of the cocaine, 
and, most important, no harm came to the un
dercover state police officer. 

I would like to point out that this particular in
vestigation took place on Saturday morning; the ar
rangements for the buy were made late Friday night 
in a town located about 45 miles from-Philadelphia. 
Under our present law, it would be impossible to 
obtain a court order in time to make this aid availa
ble for our use. 

Another case came to my attention when two 
Philadelphia police officers contacted our office 
and requested one of our surveillance cars as they 
had made a c01;ltaQt to buy one pound of speed for 
the sum of $7\000. I inquired as to their need for 



our surveillance car on this particular assignment. 
Their answer was that the buy was going to be 
made from a "flashy" girl and she would be im
pressed by a large car. After que£tioning, ,I 
discovered I was familiar with this female's 
background as she had an extensive criminal record 
with 11 arrests. The officers were cautioned and 
their ciJmmanding officer was apprised of this per
son. He requested that I guide his men. 

The transaction was to take place at nine o'clock 
that evening in front of a South Philadelphia motel. 
I ordered the L:ar 10 be equipped with a transmitter 
and had the door dgged on the right-hand side so 
that it could not be opened without the officer dis
engaging the lock. Also, this surveillance was video
taped. 

It turned out that the decision made was a proper 
one. The transaction took place inside the vehicle; 
however, this "flashy" girl had other things in mind. 
She attempted to get out of the vehicle with the 
money and, at that time, it was planned that two 
men would hold up the police officer for the drugs 
he had just purchased. 

This investigation resulted in three persons being 
arrested, one pound of meth and a 9 MM automatic 
confiscated, and, again, most important, no injury 
to the polke officer. 

Another example took place at 10:00 P.M. on a 
week day. ! was contacted at home and informed 
that a narcoti·cs raid had taken place; confiscated 
were drugs and what appeared to be loansharking 
records. 

I was informed of the defendant who was known 
to me to be a enforcer for loansharking. Being 
aware of the syndicate for which 'he worked I ad
vised the officers that, in all probability, an attempt 
would be made to purchase a copy of these records. 

When I arrived at narcotics headquarters, the po
lice officer was on the phone with an unknown per
son who stated, "We will make it worth your while 
to copy the papers." 

I suggested that a meeting take place within an 
hour and a half of the time of the phone call. I or
dered a body transmitter to be placed on the officer 
prior to this meeting. 

Within two hours this meeting took place inside 
the manager's. office of a well-known hotel in 
Center City, where the manager, who is a brother 
of a prominent attorney in Philadelphia, offered the 
officer $500, which he paid to the officer. At this 
time, he was promptly arrested. 

It turned out that the manager was carrying a gun 
on his person. 

With the aid of the body transmitter, three dif
ferent police officers heard the man~ger of a large 
hotel bribe a single police officer. 

These related incidents are given to you to show 
the importance of the time element and the restric
tions placed on law enforcement. It is my belief that 
if the legislative body in Harrisburg was aware of 
the dangers experienced by police officers in the 
performance of their duty, this restrictive law 
would not have been passed. 

Thank you for your attention. 
MR. STEIN: Thank you, Lt. McFadden. 
Lieutenant, can you outline your own 

background and experience in law enforcement? 
LT. McFADDEN: Yes. I have been in the police 

department for 19 years. I worked patrol for two 
and a half years. I worked the Vice Squad for a 
year and a half. I worked the narcotics unit for 
three years. I was promoted to Detective. I worked 
on special assignments to the Chief Inspector of 
Detectives. 

When the Organized Crime Unit was formed, I 
was assigned to it. And I worked as the Administra
tive Aide to the Chief Inspector, and I have been 
the Commanding Officer of the Organized Crime 
Unit for the last three and a half years. 

MR. STEIN: Can you describe the nature of the 
Organized Crime Unit and its mission? 

LT. McFADDEN: Yes. We are an intellipnce
gathering agency fnr the Philadelphia Police De
partment, and one of our main jobs is to cooperate 
with all law enforcement agencies in the battle 
against organized crime. 

MR. STEIN: Can you outline the intelligence ef
forts that your unit makes-the nature of its work 
and the methods of its investigation? 

LT. McFADDEN: Our unit makes no arrests. We 
surveil. We gather information through other agen-

. cies that assist us. We try to take the investigation 
as far as we can without revealing ourselves, and 
then we turn it over to whoever can do the best job 
in prosecution. 

MR. STEIN: Your unit is directed toward or-
ganized criminal activity in Philadelphia? 

LT. McFADDEN: That is correct. 
MR. STEIN: In narcotics, too? 
LT. McFADDEN: Narcotics activity, also. 
MR. STEIN: Can you describe any of the other 

types of activity that your unit engages in? 
LT. McFAQDEN: Of course the gambling, horse 

bets, numbers, loansharking-actually, all the 
crimes that would need an organization. We are 
also now trying to get illto labor a little bit. 

MR. STEIN: You cooperate with Federal 
authorities and at some point in your investigation 
you have turned over information to Federal 
authorities for further investigative efforts. Is that 
correct? 

LT. McFADDEN: That is correct, sir. 
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MR. STEIN: Can you outline some of the criteria 
that make you decide to turn a case over to Federal 
authorities rather than to continue with it in the 
Philadelphia Police force? 

LT. McFADDEN: Of course, as we are saying 
here today, we don't have wiretapping. And we will 
come across information that a person is getting ex
ceptionally large in the gambling area, or the nar
cotics area. And our hands are tied due to the fact 
that everything is done over the phone in Philadel
phia. They have no fear of it whatsoever. 

At this time we will go to the FBI and request 
that they look into it and hopefully they do, and on 
occasions they have. 

MR. STEIN: To your knowledge have an success-. 
ful Federal investigations resulted from information 
you have turned over to the FBI? 

LT. McFADDEN: Yes. 
MR. STEIN: In what kind of activity? 
LT. McFADDEN: In the activity turned over to 

the FBI it would be gambling. We have created in
terest with DEA in narcotics and we hope that we 
have spurred certain things on that enabled them to 
go after a court-ordered Title III and secure a 
wiretap. 

MR. STEIN: On the other hand, your division or 
the Philadelphia Police generally do not accept in
formation from wiretaps in other jurisdictions? 

LT. McFADDEN: That is correct. 
MR. STEIN: What do you do if you have infor

mation coming off a legal Federal tap or a tap in a 
neighboring jurisdiction that a murder or some 
other major criminal activity is going to take place 
in Philade.lphia? 

LT. McFADDEN: What would I legally do or 
what would I do? 

MR. STEIN: What action would you take? 
LT. McFADDEN: I would take action. 
MR. STEIN: Specifically, the Commission has 

bet old about a case arising from information 
receIved in New Jersey of an arson being planned 
in Philadelphia. Do you know anything about that 
case? 

LT. McFADDEN: Yes. 
MR. STEIN: Can you tell us what role the 

Philadelphia Police played in that? 
LT. McFADDEN: We have a fine and good 

working relationship with the New Jersey Or~ 

ganized Crime Units. And on a Saturday afternoon 
they called me at home to verify if a certain fire 
was taking place. I verified it for them and they 
called back-or I called them back and I verified 
there was a fire. And they informed me that it was 
not a fire; it was a fire bombing. 

And here it so happened that they, the New Jer~ 
sey State Police, were tailing them over from New 

Jersey and they also wanted to notify me that they 
were in the city. That is our agreement that anytime 
they come into the city they notify me. 

MR. STEIN: And the Philadelphia Police will be 
able to help in a protective role and an investigative 
role in a situation like that but they will not be able 
to make the arrests in the case? 

LT. McFADDEN: In the case of the firebomb~ 
ing? 

MR. STEIN: In the arson case.' 
LT. McFADDEN: I was requested to go over to 

New Jersey after they were placed under arrest, 
which I did. I brought a detective assigned to the 
arson unit with me. 

At that time the FBI and the New Jersey State 
Police were going to prosecute first. As far as the 
arson prosecution in Philadelphia, I have no 
knowledge of that yet. 

MR. STEIN: One of the problems raised in 
Philadelphia and some other jurisdictions, espe
cially towards 6ambling, but perhaps more 
generally, is that sentences are not very effective in 
Philadelphia; there are problems to convene an in
vestigative grand jury. In other words, more ordina
ry and normal processes of investigation than wire
tapping themselves are not used effectively in 
Pennsylvania. 

Is that a particular problem? Specifically, if you 
had wiretapping authority in gambling cases, con~ 
sidering that sentences in gambling are very 
minimal in the Philadelphia area, what good would 
it do you in fighting organized crime? 

LT. McFADDEN: The main thing, as I pr'inted 
out in my statement, is there is no way that anyone 
can tell how large an organization is unless you 
have, in my opinion, wiretapping in gambling. 
Because, as I also stated, they have absolutely no 
fear of doing all their talking, making all their con~ 
tacts, and I feel that if the court system would see 
how large and how widespreao it is, I think you 
might see some tougher sentences. 

MR. STEIN: Do you know the outcome of the 
Federal cases in which gambling convictions were 
obtained? 

LT. McFADDEN: The outcome in Federal 
cases? Now, in the Philadelphia area the Federal 
judges, I know-most of them are fined and put on 
probation. And this type of people, if they are what 
I would feel higher-ups in organized crime, we take 
a physical or a visual surveillance of them as much 
as we can to see if they are back in business. And if 
they are back in business, I will set up the arrest 
and I will notify the FBI that someone is in violation 
of his probation. We had one case approximately a 
month ago where someone was sentenced to four 
years in prison for viOlating his probation. 
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MR. STEIN: Do you agree generally that there 
are difficulties in effective sentencing in the 
Philadelphia courts and in other aspects of the 
criminal justice system? 

LT. McFADDEN: In gambling cases? 
MR. STEIN: Yes, G{ even in narcotics. 
LT. McFADDEN: My personal opinion? I think 

they are ridiculous. All the time, the money, and ef
fort spent, and they might get $150 or $500 fine 
and that's it. They are not even put on probation. 
Within, I would say, five months they are back in 
business. 

MR. STEIN: Do you have reason to believe there 
is extensive narcotics activity in the city? 

LT. McFADDEN: When I was in the Philadel
phia Narcotics Unit-I was in there for three 
years-there were 18 men assigned to the entire 
city of Philadelphia. And we had to go around 
searching for arrests. Today there is an excess of 80 
men and they are overworked. There is a big 
problem, in my opinion. 

MR. STEIN: One question we might direct to 
you: All non-consensual wiretapping statutes 
require the approval of the local prosecutor prior to 
obtaining a court order, the idea being presumably 
that the police should have the legal guidance of 
the prosecutor at all times. 

Do you believe a system like that is necessary 
and workable in Philadelphia? 

LT. McFADDEN: I believe everyone should have 
control. It would have to be the District Attorney's 
Office, yes, but not necessarily so. 

MR. STEIN: Do you believe the police, then, 
should, themselves, exercise wiretapping authority 
and investigative authority at all stages prior to the 
indictment or arrest? 

LT. McFADDEN: Well, of course we can't 
wiretap. We can't wear a body device. So it is-I 
really can't answer that. If you are asking for con
trols, I would say there should be very strong con
trols. But again, as I pointed out, it is not what con
trols are put on but the people, themselves, that are 
actually operating it. I think that is more important. 

MR. STEIN: Last but not least, can you tell the 
Commission what has happened in Philadelphia 
since the beginning of this year when the police 
were not allowed to use non-consensual electronic 
surveillance any longer without a court order, and 
even with a court order you can only use it for pro-

. tection. What has happened in the kinds of emer
gency situations that you have outlined in your 
statement? 

LT. MeF ADDEN: I can give you one example. 
Again the Pennsylvania State Police came to me to 
make a narcotic buy and we felt we knew exactly 
where the buy was going to go down, so that was 

easy. We covered it. The State Police officer got in 
the car with the informant-he wasn't an infor
mant; he was the guy who was going to make the 
buy. And there is a standard rule in our department 
that any time that you expect or anticipate trouble, 
we notify a stake-out unit. They are uniformed per
sonnel, experts with firearms. I did that. It took us 
six cars to follow che guy all over the City of 
Philadelphia and where r had all the cars lined up in 
West Philadelphia, we ended IIp '."11 the 5200 block 
of North Broad Street, which if pretty far up in 
North Philadelphia. 

And time, effort, and the worst thing about it was 
we lost the police officer once. 

MR. STEIN: You lost him when you tried to fol
low him? 

L T. McFADDEN: Right. And when he went into 
the apartment and made the buy, we didn't see him. 
When he came back out he had talked to the man 
he had just brought the stuff from hoping we were 
there. When we went back and searched that par
ticular apartment it had four guns in it and they had 
two particular apartments they were working out of 
which we had no knowledge of. We lost visual sight 
of him completely and I felt very strongly about it 
because here was a visiting police officer coming in 
and asking for my help and I goofed it. 

MR. STEIN: You try to protect your police of
ficer now by physical surveillance? 

LT. McFADDEN: The only way we can do it. 
MR. STEIN: In an emergency situation you 

merely use physical surveillance then? 
LT. McFADDEN: Yes, we do. We have these 

high-rise apartments which I have done also. The 
Pennsylvania State Police came in and were going 
to make a purchase and it was a high-rise apnt
ment and I told them, "Call it off; forget it. It i~ .... 1t 
worth it." 

MR. STEIN: What do you do if you have ar. in
formant tell you of a narcotics transaction or some 
other criminal transaction and he is a new infor
mant or someone who is not reliable? What steps 
can you take to corroborate his information? 
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LT. McFADDEN: Well, that would be another 
physical surveillance type thing, to watch him. r 
normally don't run into those situations in checking 
out informants. 

MR. STEIN: Okay, that is the staff questioning, 
Mr. Chairman. 

MR. REMINGTON: Mr. Blakey . 
PROFESSOR BLAKEY: Lieutenant, in 1974 

there was an extensive investigation of the Philadel
phia Police Department by the Pennsylvania Crime 
Commission and it indicated, frankly, more corrup
tion than most people would like to associate with a 
major metropolitan department. 



Without asking you to comment directly on the 
conclusions in that report, do you think that the 
Department or the other law enforcement agencies 
in the City of Philadelphia can make an adequate 
response to the problem of police corruption 
without, at a minimum, consensuals? 

LT. McFADDEN: Without what, sir? 
PROFESSOR BLAKEY: Without, as a minimum, 

the ability to use consensuals? 
LT. McFADDEN: The Pennsylvania Crime Com

mission did report that we had widespread corrup
tion. At that time I was in command of the Or
ganized Crime Unit. I still held my good faith with 
the FBI, with the Pennsylvania State Police, with 
the New Jersey State Police, with DEA, Internal 
Revenue Service. It didn't faze us one bit. 

PROFESSOR BLAKEY: No, I am not raising 
with you the level of cooperation between your unit 
and the others. I am familiar with the testlmony 
that was given before the National Gambling Com
mission in which the FBI indicated that indeed they 
did not have problems in dealing with your unit, 
that the corruption indicated to be present in the 
Philadelphia Police Department did not involve you 
or your unit. 

My question was directed to: Do you think the 
law enforcement age-ncies in Philadelphia-I am 
referring particularly to your own internal in
vestigations unit, the Philadelphia District Attor
ney's Office, the State Attorney General's office, or 
anyone else-could respond to the problem of po
lice corruption in Philadelphia unless they had the 
power to record bribery situations? 

LT. McFADDEN: I would say they would have 
to have the power to record it, because normally 
when something like that is done it is done on one
on-one person and you have no corroboration. 

PROFESSOR BLAKEY: So in a sense, when the 
~',tate Legislature enacted the new statute they kind 
of gave a license to steal to corrupt police officers, 
corrupt legislators, corrupt prosecutors, or corrupt 
judges, because now they are insulated from effec
tive means of investigation? Is that correct? 

LT. McFADDEN: I wouldn't say a license to 
steal, no sir. 

PROFESSOR BLAKEY: Well, at least a license 
to avoid the normal investigative processes that are 
most effective in dealing with corruption. 

LT. McFADDEN: It is a very strong tool in the 
investigation, but I would not go out and say 
license, no. 

PROFESSOR BLAKEY: I have no further 
questions. 

MR REMINGTON: Judge Shientag? 
MS. SHIENT AG: No questions; thank you. 
MR. REMINGTON: Chief Andersen? 

959 

CHIEF ANDERSEN: I have one question. I am 
sorry I was late. Your law of invasion of privacy on 
your consensual recording: How do you handle just 
routine interviews of people or taking of statements 
under this law? 

LT. McFADDEN: A secretary. 
CHIEF ANDERSEN: You have no way, 

then-you are forbidden, then, just on a routine in
terview of a person, to record? 

LT. McFADDEN: If we have their full permis
sion, both parties knowing a recording is being 
made, we can do it. 

CHIEF ANDERSEN: On a routine burglary pick
up, a routine crime pick-up, a routine interview, 
you can't record? 

L T. McFADDEN: No, sir, unless the other per
son agrees. 

CHIEF ANDERSEN: You wouldn't want to 
throw that in with Miranda warnings, too, but you 
would have to if you were planning on using 
recording, just routinely interviewing? 

LT. McFADDEN: Yes, sir. 
CHIEF ANDERSEN: That would be quite a han

dicap, I would think. 
LT. McFADDEN: It is quite a handicap. 
CHIEF ANDERSEN: In the police stations, do 

they record the incoming calls for services? 
LT. McFADDEN: The tape recording? 
CHIEF ANDERSEN: Yes. 
LT. McFADDEN: Yes, they do. They do it with a 

beep. 
CHIEF ANDERSEN: Wouldn't that be illegal 

here? 
LT. McFADDEN: No. I believe-I believe, 

now-that what did raise a question at the time of 
the Crime Commission was there was a prosecution 
of a newspaper reporter in the Philadelphia area, 
and he recorded. And that is what he brought up as 
his defense, the police department reports all in
coming phone calls to the radio room. And if you 
call the police department radio now you will get 
the beep, r think it is every 15 seconds or 
something like that. And this, they say, is notifica
tion that you are being recorded. 

CHIEF ANDERSEN: But the beeping does not 
clear you from the state statute as I am reading this 
paper. I am not trying to put you on the spot, lieu
tenant. 

LT. McFADDEN: Legally, I can't answer it. I 
know that was an argument in a case approximately 
three years ago, and the beep apparently satisfied 
the courts. 

CHIEF ANDERSEN: A further question: Do you 
record your radio conversations between your radio 
cars in Central Station? 

LT. McFADDEN: Yes. 



CHIEF ANDERSEN: Do you have the approval 
of all the policemen in Philadelphia? 

LT. McFADDEN: I am pretty sure there is ap
proval. If you ride in a police car you had better 
have approval. 

CHIEF ANDERSEN: You see what I am getting 
at. I am talking about the routine policing side 
which seems to be covered by this law and I 
question whether they had any intentions of doing 
that. But I am reading it as they completely shut 
you off from even recording communications 
between radio cars unless you have the approval of 
all persons being recorded. 

LT. McFADDEN: Well, it is a known fact that 
tape is running 24 hours a day. And of course that 
is done mainly for investigative purposes. The time 
is recorded automatically on the tape. 

CHIEF ANDERSEN: I appreciate the fact and it 
is very important when somebody calls the 
Philadelphia Police and says "I have just been stuck 
up "-time becomes critical later on in the case. 
And that is very true. But I read this that you are in 
conflict. 

LT. McFADDEN: That is the only thing I can 
say-that beep was supposed to satisfy it. 

CHIEF ANDERSEN: That was supposed to 
satisfy it? 

LT. McFADDEN: Yes. 
CHIEF ANDERSEN: I have no further questions. 
PROFESSOR BLAKEY: Lieutenant, would you 

explain to us why the police record all incoming 
calls on emergency numbers? 

LT. McFADDEN: I cannot give you the official 
Police Department-

PROFESSOR BLAKEY: Just the practical 
reasons. 

LT. McFADDEN: It is a great investigative aid 
for, as we said, the time element, which is number 
one. The second is the exact wording the people 
used. 

As you know, in a hold-up situation or a shooting 
situation, a lot of times people will get on there and 
they wiJI be just rattling off and it is not clear. 

PROFESSOR BLAKEY: Do they ever hang up 
before they are finished? 

LT. McFADDEN: A lot of times they do. 
PROFESSOR BLAKEY: And the only way you 

can find out what they said is replay the tape? 
LT. McFADDEN: I saw that done many times, 

yes, in very serious cases, yes. What we try to do is 
hold them on the telephone and as the police of
ficer is talking it wiJI go over the police radio, so 
there is no lapse of time whatsoever. And I do 
know-

PROFESSOR BLAKEY: Do you think there 
would be any problem, if every time an emergency 

call came in the emergency operator said, "Before 
you say anything else I have to tell you this call is 
being recorded." 

LT. McFADDEN: No, but if you hear this 
beep-this is what I understand. I heard people in
terviewed over the radio from a telephone and they 
are getting the same beep that the police radio gets 
and no one is complaining. 

PROFESSOR BLAKEY: I have no further 
questions. 

CHIEF ANDERSEN: I have no further questions, 
Mr. Chairman. 

MS. SHIENT AG: I just wanted to ask the 
question: With regard to what the Chief was asking 
you about, isn't it true that the law prohibits the use 
in court of recordings from consensual wiretapping, 
what we term consensual wiretapping? He was talk
ing about an investigative procedure in the police 
car, and that wouldn't necessarily resolve itself in a 
case where such evidence would not be permissible. 

l;'} other words, I am trying to clarify the 
question. I may be casting more confusion on it. 

The Chief was asking you about the recordings 
that are made in the course of police duty, so that 
you know when a crime has been committed and so 
forth. 

LT. McFADDEN: Right. 
MS. SHIENTAG: Now that isn't looking toward 

the investigation of another crime that you are 
going to present. That is for the clarification of the 
administrative procedure in your office, isn't that 
right? 

LT. McFADDEN: That is administrative 
procedure, yes. 

MS. SHIENT AG: So that you wiJI know and be 
able to investigate further, rather than to use that 
particular recording as evidence at court? 

LT. McFADDEN: Oh, that is not the reason for 
it. 

MS. SHIENT AG: I thought that might clarify it. 
LT. McFADDEN: I'm sorry. I thought you asked 

two questions. One was the recording of police 
radio-
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CHIEF ANDERSEN: Yes. 
LT. McFADDEN: And the other ir the investiga

tive stage where we would interview a particular 
person. 

CHIEF ANDERSEN: I was talking from three 
standpoints, probably. One is the "call for services" 
recording and the second is the police car record
ing. But I am looking at the routine bugging, if you 
want to use that term, of an interview room, just al
most routine policing. If you interview somebody, 
you record it. This is both for the benefit of the of
ficer doing the interrogating and the person, and 
the office, and it is routine in police work and yet 
you are prohibited. 



LT. McFADDEN: That is right. 
CHIEF ANDERSEN: So when your officers go 

into the interrogation room you have no idea of 
what is going on unless you sat in as an administra
tor? 

LT. McFADDEN: It would be a situation where 
you would take two people in with you? 

CHIEF ANDERSEN: Yes. 
LT. McFADDEN: We are not allowed to do it. 
MR. REMINGTON: Lieutenant, thank you very 

much. You have been very helpful and we ap
preciate your coming. 

LT. McFADDEN: Thank you, sir. 
MR. REMINGTON: Neither Professor Blakey 

nor Chief Andersen had an opportunity to pursue 
their questions with Mr. Gillis and Mr. Iavarone 
and we would like to do that. 

Mr. Thompson and Mr. Phillips are also here. 

FURTHER TESTIMONY OF" JKENNETH 
L. GILLIS AND NICHOLAS IAVARONE 

MR. REMINGTON: I think we have gotten .as far 
as asking you whether you have questions. 

PROFESSOR BLAKEY: Mr. Gmis, about how 
many requests for consensuals do you process in a 
week? 

MR. GILLIS: I would say on the average of about 
five a week. 

PROFESSOR BLAKEY: Do you have any provi
sion in your state statute for emergency consen
suals? In a situation where the police officer simply 
could not find the State's Attorney, what would he 
do? 

MR. GILLIS: No, we have a series of exemptions, 
one of which covers emergency ca1l.s to the police 
department-Mr. Andersen's question. But we have 
no general emergency provision in lOur law as it is 
now enacted. 

PROFESSOR BLAKEY: Doe:, your state statute 
specifically exempt emergency calls to the police 
department? 

MR. GILLIS: Yes. In the bill tha.t I referred to, 
H.B. 2 J 2, there is an emergency provision which 
would exempt prior petitioning to a judge for per
mission. And the description of what is an emergen
cy is not too explicitly drawn up. 

PROFESSOR BLAKEY: I am somewhat con
fused between proposed law and present law. 

Under present law in lIIinois, where consensuals 
must be approved by the State's Attorney-

MR. GILLIS: Right. 
PROFESSOR BLAKEY: -that does not apply to 

emergency calls to the police? 
MR. GILLIS: There is no emergency provision 

exempting that procedure, none. 
FROFESSOR BLAKEY; There is none? 
MR. GILLIS: No. 
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PROFESSOR BLAKEY: What is the legal status, 
then, of calls to the police in Chicago? 

MR. GILLIS: I'm sorry. I didn't make myself 
clear. There is none that by-passes the procedure of 
getting the consent of one of the parties and the 
State's Attorney. There is a specific provision 
which exempts routine calls to police departments 
and other law enforcement agenci.:s, the normal 
police number. 

PROFESSOR BLAKEY: Oh, that is exempted 
under present law? 

MR. GILLIS: Yes. 
PROFESSOR BLAKEY: But there is no provi

sion for not emergency calls to police, but emer
gency situations? 

MR. GILLIS: There is no exemption for extraor
dinary circumstances or danger of the police officer 
or anything of that nature. 

PROFESSOR BLAKEY; In your previous 
testimony you indicated that in approving consen
suals you applied a kind of test of probable cause. 
Do you mean traditional Spinelli-type probable 
cause? 

MR. GILLIS: No, I didn't use it in that term, in 
the strictness of that expression, but rather in the 
loose sense of being able to justify what is occurring 
and what we were hoping to gain. 

PROFESSOR BLAKEY: For example, suppose 
you had a situation where a narcotics buy was going 
to be made. In a lot of narcotics buys there is a 
danger to the officer. Would you permit an officer 
to go in wired where he could not give you informa
tion that would tie down the dangers of this particu
lar buy? 

MR. GILLIS: Yes, I would. 
PROFESSOR BLAKEY: You would put it on a 

class basis. In narcotics cases as a rule you would 
permit them even though you couldn't tie the 
danger to the police officer down to this particular 
purchase? 

MR. GILLIS: Yes. I think that would be a good 
example. 

PROFESSOR BLAKEY: I take it traditional no
tions of "probable cause" would not permit that 
kind of "class legislation." It would have to be par
ticularized to the person? 

MR. GILLIS: YES. 
PROFESSOR BLAKEY: The same thing, say 

with reliability of an informant. Would you permit a 
wire to be used to corroborate the reliability of a 
person you, yourself, did not trust? 

MR. GILLIS: Yes. We would not be applying the 
usual strict standards that go to reliability. 

PROFESSOR BLAKEY: If you didn't trust him 
yourself you couldn't get a search warrant because 
normally you would have to say that the man, him-



self, is credible as well as his information is credi
ble. 

MR. GILLIS: Yes. We would be employing a 
lesser standard than probable cause, but based on 
some standard that there would be probability of 
success. 

PROFESSOR BLAKEY: Would you operate on 
your system of prosecutor approval with the tradi
tional standard of probable cause? 

MR. GILLIS: No. 
PROFESSOR BLAKEY: In your indication of the 

kinds of standards that you were applying, as I re
member most of them they were seemingly aimed 
at law enforcement considerations. Do you apply 
any privacy considerations? For example, would 
you, all things being equal, permit the recording of 
lawyer-client conversation, a husband-wife conver
sation, a doctor-patient conversation? 

MR. GILLIS: No, I am particularly sensitive to 
privileged areas of that type. I think unless you 
could advance a showing of the importance of such 
testimony, you would lose more in the privacy area 
than you would gain in the evidentiary area. 

If you could, on the other hand, show a serious 
crime was occurring and there was some likelihood 
of gathering evidence at such a privileged meeting, 
then we would have to assess where the scale would 
balance. But I would consider the sensitivity of 
those relationships. 

PROFESSOR BCAKEY: SO it is fair to say that in 
testing the propriety of the use of this equipment, 
you are balancing law enforcement against priva
cy-you are not just examining whether it is effec
tive for law enforcement? 

MR GILLIS: I am balancing; yes. 
PROFESSOR BLAKEY: Do you have any similar 

policy administratively in supervising police physi
cal surveillance as opposed to electronic surveil
lance? 

MR. GILLIS: I don't supervise the police but if I 
were advising them I would advise similar con
siderations in terms of use of their time and the 
value of the evidence that they recover. 

PROFESSOR BLAKEY: Do you think the policy 
also should have to get a prosecutor warrant to 
conduct a tail? 

MR. GILLIS: I don't know if I would go that far 
but I think in consideration of proper administra
tion of the police that a supervisor would inquire of 
the value of surveilling or infiltrating a certain type 
of organization. 

PROFESSOR BLAKEY: I can see this as an ad
ministrative judgment by the Sergeant, the Captain, 
or the Lieutenant. I am asking the broader 
question. There is a certain reason, I take it, in Il
linois that makes people believe there should be 

prosecutor approval of this particular kind of sur
veillance. I am asking you if you think there should 
be prosecutor approval of physical surveillance? 

MR. GILLIS: I am not dodging the question but I 
think there should be accountability to somebody. 
And I think it is wrong when a surveillance group 
or somebody works autonomously. And I think that 
would be a proper suggestion, to have accountabili
ty to a prominent law enforcement official such as 
the State's Attorney, yes. 

PROFESSOR BLAKEY: Would you say the same 
thing about photographic surveillance? 

MR. GILLIS: I don't see the similarity. I have 
read the articles about the advancing technology-

PROFESSOR BLAKEY: What I am trying to get 
at is: If we are worried about privacy here, isn't 
privacy as easily invaded by physical surveillance, 
by photographic surveillance-I am speaking now 
in public z.reas, not in the home. Why should we 
have these special restrictions on electronic surveil
lance and not have special restrictions on physical 
or photographic surveillance? 

MR. GILLIS: It is ajudgment. 
PROFESSOR BLAKEY: What is it about record

ing someone's voice that makes all the difference? 
MR. GILLIS: Well, I don't really see the dif

ference, as your questions point out. But \ think 
what is grouped under the heading "Right to priva
cy" does more generally describe conversations. 
There are certain conversations that people feel are 
private conversations. 

PROFESSOR BLAKEY: Do you require 
prosecutor approval before the police take hand
written notes in conversations? 

MR. GILLIS: No. That is right, what you are 
questioning points out that the law is not exactly 
logical in this area. If a person had a perfect ear 
and could commit to paper the conversation he 
heard exactly perfectly and could communicate it 
with tone of voice and the rest, it would be exactly 
the same thing. 
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PROFESSOR BLAKEY: Let me give you a law 
professor's hypothetical situation. 

Suppose in a police interrogation room you put 
up a paper-thin wall, had interrogation take place 
on the left side and on the right side you put a 
stenographer and told her to take down, just as we 
are having taken down here, every word that is 
said. 

Would that be any more an invasion of privacy 
than if the policeman, himself, turned on 
something? 

MR. GILLIS. No, sir. 
PROFESSOR BLAKEY: Does Your state statute 

apply to that? 



MR. GILLIS: No. The state statute doesn't ex
actly know what it is aimed at. There are many ill
stances of overhearing that are not within what the 
legislature is trying to get at. 

PROFESSOR BLAKEY: Let me move on to the 
Purolator case. 

How typical was that investigation of the kind 
you come across? Or was that an isolated incident? 

MR GILLIS: Well, in scope of the loss it is not 
typical. But in terms of several persons who make 
their livelihood from crime I think it is typical, that 
they are uncovered operating in a certain area, with 
a certain limited number of telephones. The speed 
with which they do their criminal buys requires that 
they use telephones. 

And it is typical that if you were able to get an in
filtrator into a group of people operating that way, 
you could uncover detailed plans of their criminal 
intentions. 

PROFESSOR BLAKEY: What r am really asking 
you is: Sometimes people cite the most difficult and 
complicated situations. 

I am asking you whether the citation of this par
ticulat incident is a fair one. Is it typical of a larger 
one or is it unusual so one can say "That is the ex
ception"? 

MR. GILLIS: It is, in terms of any jurisdiction, 
unusual to have an informant and police un
dercover agents work into this sort of operation. 
We started out as a fencing investigation and we 
ended up with something we didn't anticipate. So it 
is not typical in terms of "Oh; .yes,. you are· finding 
this every day." . 

But what is fair about the example to me is that if 
you had the imagination and if you had the ability 
to place informants close to this sort of organized 
criminal activity, then I think it logical that you 
could stop crime just exactly as the example shows. 

The case, I think, is important for possibilities in 
law enforcement. 

MR. IAVARONE: Let me say that we have one 
ongoing right now and a smaller-scale one that 
ended about two months ago, that wasn't that size, 
but the people were involved in a similar variety of 
criminal endeavors using a specific telephone. 

We started on narcotics as the reason for going in 
there and it progressed to gambling and stolen 
goods and guns. 

And we have one now. These individuals are not 
staying in one area but going out, real en
trepreneurs, and they are using the telephones to 
do this. 

PROFESSOR BLAKEY: Let me ask you a 
further question that is suggested by your answer. 

Very often the analysis of an electronic sur
veilance problem has taken place in the context of 
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thinking about specific crimes: Shall we do it for 
gambling? Shall we do it for narcotics? 

I understand you testimony to say that it is the 
wrong way to do it, that you are worried about peo
ple and the people are engaged in a number of ac
tivities and it is the way they engage in those activi
ties that make it vulnerable to electronic surveil
lance? Consequently, thinking about electronic sur
veillance in terms of narcotics or gambling is 
wrong? 

I don't want to put words in your mouth. 
MR. GILLIS: I guess you are asking about how 

you sort this out, whether the narcotics people are 
over here and the gamblers are over here, or con
trary to that concept you have cross-disciplinary 
criminals. 

Maybe that is a Chicago breed of criminal opera
tion. 

PROFESSOR BLAKEY: Well, how is it in 
Chicago? 

MR. GILLIS: There are large number of people 
that concentrate in particular criminal enterprises 
and do not go outside those limits. 

PROFESSOR BLAKEY: Do you have a large 
number of multi-service firms? 

MR. GILLIS: Yes, r guess that is what you would 
call it. 

PROFESSOR BLAKEY: Let me ask you one ad~ 
ditional question in reference to this last case. 

Earlier you or Mr. Iavarone made the point that 
in these fencing cases it is very difficult to make a 
case for receipt of stolen property because the 
goods were not identifiable, and if you didn't have 
pro-active law enforcement, you wouldn't be able 
to intervene at times. 

i take it, however, if you did have electronic sur
veillance you would be able to make conspiracy-to
steal or conspiracy-to-fence cases, where you could 
not identify goods; even though you could not show 
evidence of actual theft, you could prosecute these 
cases then, couldn't you? 

MR. IAVARONE: Yes, and even with the law we 
have today, because of the recordings that we 
would have, the consensual ones with the un
dercover people, oftentimes we are missing that 
element of ownership of property. And a lot of our 
prosecutions then revolve into conspiracy or sol
icitation. 

PROFESSOR BLAKEY: A lot of law professors 
have worried about whether conspiracy is a neces
sary crime. Again, I don't want to put words in your 
mouth, but do I understand your testimony to say in 
these kinds of investigative situations where you 
can be sure that a substantive crime has occurred, 
the practical problems of identification mean the 
only way they can be prosecuted is through such 
techniques as conspiracy? 



MR. IAVARONE: That, and also if you want to 
stop the crime before you let it go through to the 
end. 

PROFESSOR BLAKEY: I am talking about after 
it has occurred. 

MR. IAVARONE: Yes, if you don't have that 
.lement, I see no other choice. 

PROFESSOR BLAKEY: Thank you very much. 
MR. REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: I have a couple of 

questions here going into consensuals. 
Is there an appeal from the police beyond you on 

a request for consensual recording? 
MR. GILLIS: No. 
CHIEF ANDERSEN: There is no appeal for 

them? 
MR. GILLIS: No. Mostly what we do is, if I have 

a problem with it we talk it out, and we have had 
no problems along that line. If I communicate to 
them what I think is missing insofar as what they 
have, if it is possible to obtain that, we do that. We 
are not giving them an impenetrable barril,r. 

CHIEF ANDERSEN: You haven't had any 
problems? 

MR. GILLIS: No. 
CHIEF ANDERSEN: Does this law apply to 

citizens in Illinois? 
MR. GILLIS: Yes. 
CHIEF ANDERSEN: Can citizens consensually 

tape any conversation they want? 
MR. GILLIS: Now,. the law applies to citizens. 

And to be candid, I think the law, because of its 
over-breadth in that area, might have some infirmi
ties. 

CHIEF ANDERSEN: You mean like a D:.lsiness
man could not tape a contract negotiation under 
this law? 

MR. GILLIS: That is right. It has no provision for 
common carriers or similar provisions in the 
Federal law. 

CHIEF ANDERSEN: So it doesn't apply to just 
law enforcemept personnel, but literally to the en
tire State of IlIh.ois? 

MR. GILLIS: Yes, that is right. 
CHIEF ANDERSEN: I asked this question of the 

Lieutenant from Philadelphia and ask you the same 
thing: Do you ever give permission to tape police 
radio users? 

MR. GILLIS: No, our exemption, luckily, handles 
that so we don't get in volved with that. 

CHIEF ANDERSEN: It handles all communica
tions between and within law enforcement in 
general? 

MR. GILLIS: Yes. We do get requests from busi
nesses to check quality control procedures of their 
telephone personnel and things of this nature, 

which we have to turn down, even though I ~hink 
these conversations are governed as they would be 
in Section 2510 by the conversation that is not in
tended to be a private conversation. But the Illinois 
law does not make that distinction. 

CHIEF ANDERSEN: And you can't give permis
sion to private citizens, then, to do it at all? 

MR. GILLIS: We could, but they would be ask
ing for unlimited amounts of time under tapings of 
conversations with unknown persons. So, legally, 
we couldn't comply with that. 

CHIEF ANDERSEN: So the same thing applies 
in Illinois as to law enforcement and the police? In 
interview rooms they cannot tape just routine inter
views of people? 

MR. GILLIS: If the tape recorder were open and 
obvious, I think there would be implied consent, 
but other than that, they could not. 

CHIEF ANDERSEN: On a routine suspect inter
view they could not just generally tape the conver
sation without consent from you? 

MR. GILLIS: That is right. 
CHIEF ANDERSEN: And the answer is, of 

course, the secretary can sit outside the door and it 
would be legal for her to take it down in shorthand 
or by machine? 

MR. GILLIS: That is right. It says "by electronic 
device." If you have good ears, the Illinois law is 
not particularly concerned about that. 

CHIEF ANDERSEN: And one other question. 
Does the Illinois Bureau of Investigation get their 
clearance from the State's Attorney? 

MR. GILLIS: Yes. 
CHIEF ANDERSEN: And they have to go to the 

individual counties, wherever they happen to be . 
operating at that time? 

MR. GILLIS: Yes. There are 102 counties, and 
of course that presents them with some problems, I 
wr 'Id imagine, in certain areas. 

::EF ANDERSEN: That is all the questions I 
have, Mr. Chairman, thank you. 

MR. REMINGTON: Any other questions? 
[No response.] 
Well, Mr. Gillis and Mr. Iavarone, I think you 

will have time to make your four o'clock plane. We 
appreciate your coming. 

MR. GILLIS: Thank you. 
MR. REMINGTON: We will next hear from Mr. 
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James Thompson, who we are pleased to have with 
us. I am sure everyone knows that Mr. Thompson is 
known for his outstanding record in the field of law 
enforcement at both the Federal and state level. He 
is now the United States Attorney for the Northern 
District of Illinois. Before that time he was First 
Assistant United States Attorney in that office. Be
fore that time he served at the state and local level, 



both as Assistant Attorney General and as Assistant 
State's Attorney. His career has also been as a 
member of the faculty at the Northwestern Univer
sity Law School, co-author of two volumes-all in 
all very knowledgeable and able and experienced in 
this field. We certainly look forward to hearing 
from you. 

In accordance with the rules, however, first I will 
have to swear you. 

[Whereupon, James R. Thompson, Jr., was duly 
sworn by the Chairman pro tem. J 

TESTIMONY OF JAMES R. 
THOMPSON, JR., UNITED STATES 
ATTORNEY, NORTHERN DISTRICT, 
ILLINOIS. ' 

MR. REMINGTON: We are certainly glad you 
could come by. I don't know whether staff has 
talked to you as to whether you want to start with a 
statement. The Commission is certainly glad to hear 
anything you have to tell us. 

MR. THOMPSON: Mr. Chairman, first a per
sonal note of thanks for allowing me to change the 
time of my testimony today. I had a session at the 
Department of Justice this morning on other mat
ters that took longer than I thought it would. 

Secondly, I am pleased to be here today and to 
meet the Commission, some of them for the first 
time and some of whom turn out to be old faculty 
colleagues from the academic world. And, as a 
former academic person and present case-book 
author I thank the chairman for the commercial on 
our criminal law case book! 

I thought I ought to speak for a couple of mo
ments today on some fundamental notions on law 
enforcement that have to do with your work here 
and be available to the Commission for questions 
about what we do in Chicago in the areas in which 
we operate or anything else. 

I have watched the criminal justice process in this 
country all of my professional life which now spans 
some 16 years since I became a lawyer, and from 
the perspective of a local prosecutor, state prosecu
tor and Federal prosecutor. And the views which I 
will express today I think have their roots in all of 
those areas, and I should make clear at the outset 
that what I say today represents my own personal 
views. I have not consulted with the Attorney 
General or anybody from the Department of Justice 
about any testimony to be given today, so they have 
not approved my statements in advance and, in
deed, I don't know what the Department's position 
is on some of these issues, if they have formulated 
one. 

So I hope you will accept my testimony in the 
spirit in which it is offered. 

It seems to me the central thing wrong with the 
way we enforce the law in the United States today, 
with particular regard to these sorts of areas, the 
clash between privacy and law enforcement, if you 
will, is that for too long we have followed a sort of 
double-negative policy. 

By that I mean we sometimes penalize honest, ef
ficient law enforcement in the name of privacy 
when it is not necessary, and on the other hand, we 
sometimes fail to punish or discipline those in law 
enforcement who in the name of law enforcement 
break the law or abuse civil liberties. 

And we think this policy is satisfactory. It seems 
to satisfy competing desires. Actually, it satisfies 
neither. It is counter-productive to efficient law en
forcement. It is certainly counter-productive to 
Constitutional notions of liberty and privacy. 

That is to say, what has usually happened in 
America at least in the past is where police officers 
or prosecutors go wrong, their brothers cover up 
their sins, pretend they don't exist, don't prosecute 
them. And, on the other hand, when we get to feel
ing guilty about that, we take, as a way out, the 
passage of restrictive legislation which impacts on 
all police officers, honest or dishonest, abusive or 
nonabusive, and in some cases actually interferes 
with the ability of honest police to enforce the law. 

I think that is such an extraordinarily counter
productive concept that I am surprised that the 
professionals in the business haven't done 
something about that, but because politics and law 
entorcement are always mixed up in this couf)try 
maybe it is not surprising. . 

It seems to me we ought to change our 
philosophy and adopt as our philosophy something 
on this order. 

Consistent with our present Constitutional limits 
and whatever the Supreme Court of the United 
States may ultimately determine them to be, we 
ought to try to reach common agreement on zones 
of privacy into which nobody may intrude, even law 
enforcement in the name of pursuing crime. Once 
'the boundaries of that zone of privacy are roughly 
agreed on, then we ought to arm our law enforce
ment people with all powers necessary to combat 
crime outside that zone with the proviso that if law 
enforcement officers abuse the power that we give 
them, either because they are incompetent or they 
are corrupt or they are tyrannical, that the solution 
to that is to get rid of those incompetent or tyranni
calor corrupt law enforcers and leave the honest 
people with the power necessary to fight crime. 
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That philosophy, it seems to me, if carried nut in 
practice, would benefit the nation and its people, 
would give promise of reducing crime, reducing the 
terrible injuries that people suffer when they are 



the victims of crime, would make us a more honest 
and law-abiding society both from the citizen's 
standpoint and from the government's standpoint. 

But I don't think we have had the courage of our 
convictions in this country yet, either on the law 
enforcement side or judicial side or political side or 
legislative side to admit that is what is really wrong 
here. And, as a result of that, we sometimes find 
ourselves getting into endless debates on this and 
other issues and then it seems to me it boils down 
to code words we all fight by. "Stop and frisk". As 
a law professor and prosecutor I have been in 
endless debates on "Stop and frisk." 

When you think about it and realize it is a po
liceman investigating suspidous conduct in a 
reasonable manner, that is something that all of us 
as citizens would want him to do. And if a police 
officer intends to use the power of his office to 
harass or abuse citizens for whatever motive occurs 
to him, he will do it whether there is a stop and 
frisk statute, whether there is an arrest statute, 
whether there is a Constitution or not. It makes no 
difference. 

You could apply the same analogy to things like 
"prventive detention" and the use of bail by multi
ple offenders-whole areas of law enforcement 
which spur on these debates. And I suggest that 
most of them usually flounder because we always 
end up ducking the real issue, not having the cou
rage of our convictions to say to our law enforce
ment people, "Look, we want you to be straight 
and honest. You can't have respect for the law un
less people respect law enforcers. People dOll't 
respect law enforcers who are tyrannical or corrupt 
or abusive or incompetent." 

With that as a premise, I wiII turn to some 
specific comments about the subject of eaves
dropping and wiretapping, again from the same per
spective of, I guess you would say, the professional 
prosecutor. 

We generally don't have too many problems in 
the Northern Distdct of Illinois over the present 
statute. 

I asked the FBI to gather for me the statistics on 
Title III's that have been implemented since I have 
been United States Attorney, since November of 
197 I, and I find they amount to 18 Title III's by the 
FBI in that period of time, 17 of which were gam
bling cases. 

Though I do not have similar documentation 
from the DEA, my recollection of current cases is 
that Title Ill's have been useful in cocaine conspira
cies, which ultimately went to indictment and trial 
in the Northern District of Illinois. 

By far the greatest number of electronic surveil
lances that we employ and find useful are consen-

sual overhears rather than Title III wiretaps. Par
ticulary is this true in the field of official corrup
tion. 

The state of Federal-state relationships in Illinois 
in the area of organized crime and corruption is 
practically non-existent, for one very simple reason: 
Illinois has not implemented the Federal statute 
with a procedure whereby wiretapping could be 
employed, and they have a consensual overhear 
statute only with the permission of the State's At
torney. Therefore, when it is necessary to intercept 
communications without the consent of anyone, the 
only people with the power to do that in Illinois are 
the federal authorities. 

Therefore, investigations of that sort become al
most exclusively Federal property and there is 
really no chance for us to demonstrate in Illinois, 
under the present Illinois Criminal Code regarding 
eavesdropping, the utility of joint Federal-state in-

. vestigations into organized crime insofar as eaves
dropping and wiretapping are concerned. So I 
speak from a lack of practice in that area. Perhaps 
other witnesses from other jurisdictions where there 
are implementing state statutes can be more helpful 
to you in that regard. 

I think the power of the Federal Government to 
employ consensual overhears is essential to fair 
prosectuion of cases involving official corruption, 
which I regard as organized crime. 

Particularly is that true when the potential sub
ject of the offense is an elected state official whose 
defense, feigned, or real, may well be that the 
moneys paid to him were campaign contributions. 
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The whole notion of campaign contributions in 
return for promises of legislative action or execu
tive appointment or favorable policies toward 
public policy questions is one that is the subject of 
current collateral debate in this nation, and I don't 
intend to get into that. But there are certain areas 
where everybody would commonly agree that a 
specific agreement to trade something for cash is a 
bribe. 

The defense of campaign contributions clouds 
this area for a prosecutor. And I don't know of any 
prosecutor who wants to prosecute someone on a 
doubtful or weak case. We certainly don't. We re
gard it as useful in making pre-indictment prosecu
tive judgments if we are so fortunate as to be in a 
position where a consensual overhear wiII clear the 
air. 

We have had some recent experience with this in 
the Northern District of Illinois. We have returned 
indictments against approximately 8 members of 
the Illinois General Assembly. Those cases are 
pending for trail, so I can't be specific in my com
ments, but it is public knowledge that during the 



course of our investigation electronic surveillance 
involving consensual overhears was employed. The 
specific devices employed were Kel sets. 

And though the conspiracies at which the in
vestigation was aimed had their inception some 
years before in the General Assembly, they were 
alive to the extent that most of the conspirators 
were still around, still members of the General As
sembly and still talking to each other. And we 
found ourselves in a position where we were able to 
utilize consensual overhearing. 

We did it for two reasons. 
First, the traditional law enforcement reason, to 

gather any available evidence that would be helpful 
in proving the crime that we suspected; and, 
secondly, because elected legislators were involved 
and the defense was quite likely to be campaign 
contributions. If that were so, we wanted to know it 
before anybody was indicted. We want our 
prosecutive judgments to be made on all known 
facts, favorable to the prosecution and favorable to 
the defense. 

I repeat it does no one any good, least of all a 
prosecutor, to bring cases that cannot be won or 
should not be won. 

And in the consensual overhears involved in the 
legislative investigation we obtained information 
that persuaded us that bribery was involved, bribery 
indictments were returned. 

We have had similar situations involving ongoing 
crime. The most recent one I can recall happened 
just a couple of weeks ago,. An accusation was 
made that a lawyer assignecito the Federal De
fender Panei was shaking down the parents of his 
indigent client for money-a very grievous charge, 
and one which, if true, is not only contrary to 
professional ethics but perhaps a violation of the 
Civil Rights Statutes 0f the United States, and one 
which threatened to stain the otherwise honorable 
record of the lawyers assigned to the defense of the 
indigent in the Northern District of Illinois. Because 
a potential Federal Civil Rights violation was in
volved, the United States Attorney's Office and the 
FBI employed consensual overhears to determine 
the truth or falsity of that allegation. 

It is a sort of off-beat example but one which il
lustrates my central thesis that electronic surveil
lance and recording I think are essential to law en
forcement because they come as close as is hu
manly and technologically possible to finding out 
the truth. 

There are rare instances in law enforcement in 
my opinion where the pursuit of truth runs into 
higher values, whatever that may be. The essential 
zone of privacy is one, I know. If we did not have 
the ability under the Federal statute to employ con-
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sensual overhears we would be severely hampered, 
in my opinion, in fighting organized crime, includ
ing official corruption. We would have to rely much 
more often on the word of accomplices, informants, 
people with motives to lie. And I don't think that 
serves either the cause of law enforcement or the 
cause of the defendant, whether rightly or wrongly 
accused. 

One technical point, since it has arisen recently 
in Illinois. The 7th Circuit Court of Appeals has 
held that Federal law enforcement officers are not 
bound by the provisions of the Illinois Eaves
dropping Act so we do not need permission of the 
State's Attorney in order to conduct overhears. The 
supremacy clause overrides the Illinois statute, 
although I recall one investigation I regarded as 
particularly sensitive, so for purposes of law en
forcement comity between fellow prosecutors, I 
told the State's Attorney about it ahead of time and 
got his permission. But that was an act of comity 
and not a requirement of the statute. 

There have been proposals made to require court 
orders for consensual overhears. There is now no 
requirement under the Federal Eavesdropping 
Statute to require the permission of a Fedefal Judge 
regarding overhears but-in one instance-we did 
regarding members of the General Assembly, but 
because we regarded that as so sensitive an area, 
we wanted the sanction of the Federal Court before 
we employed the device against elected representa
tives of the people. And we did furnish probable 
cause for the overhear order. It is the only time we 
have ever done it. And I would not do it again un
less a similar situation would arise where the public 
policy issue was so sensitive that I wanted that addi
tional weight on my side when public disclosure of 
the eavesdropping was going to be made, as it ulti
mately was. It was sort of a political decision rather 
than a legal decision, but I think it would be a sad 
day indeed if, either by virtue of state law or 
Federal law, Federal law enforcement authorities 
were forced to go before judges and have to show 
probable cause before they could set up consensual 
overhears. 

So I think they are useful. I think the present 
Federal statute strikes a fair balance, so far as I can 
tell, at least as it applies to our operations. I think 
electronic surveillance and recording either by in
terception on probable cause or consensual over
hear without probable cause gets at the truth in 
some very difficult areas of prosecution which, ac
cording to the temper of the American people, and 
I think the demands of decent government, have to 
be pursued. 

That is about all I have to say. If the Commission 
has questions, I will be pleased to answer them. 



MR. REMINGTON: I am sure there will be 
questions. 

Judge Shientag. 
MS. SHIENT AG: As a former Assistant United 

States Attorney myself, I can understand your 
problems and I appreciate very much your putting 
them on the philosophical basis that you have. 

I think rather than ask questions r might com
mend Mr. Thompson fo::- his excellent approach to 
this which, at this particular juncture of our 
hearings, is extremely valuable. 

MR. THOMPSON: Thank you. 
MS. SHIENTAG: Because tomorrow we will hear 

from opponents and we have already heard from a 
good many sources with which you are identified. 

MR. THOMPSON: Thank you. 
MR. REMINGTON: Mr. Blakey. 
PROFESSOR BLAKEY: Mr. Thompson, I am 

very intrigued by your getting an Oswald-type war
rant in a legislative case. Can I ask you as a former 
law professor what rule of Federal Criminal 
Procedure authorized you to get a warrant? Surely 
41 (e) doesn't. 

MR. THOMPSON: I don't think we employed a 
Federal Rule of Criminal Procedure. 

PROFESSOR BLAKEY: Pardon? 
MR. THOMPSON: I don't recall, Professor 

Blakey, whether we utilized a Federal Rule of 
Criminal Procedure or whether we simply went to 
the judge and said, "Here is what we have. Will you 
sign an order?" I would have to see the document 
again. I just don't recall. 

PROFESSOR BLAKEY: Did you do any 
research to see whether there was any authority to 
issue warrants, independent of the rule? 

MR. THOMPSON: I doubt that. 
PROFESSOR BLAKEY: There is a general 

catch-all rule at the end. Correct me if I am wrong, 
but I think it is 57 (b) and it says you can proceed in 
any way not inconsistent with the o~her rules. 

MR. THOMPSON: I think it was more what hap
pened in the Hoffa cases. 

PROFESSOR BLAKEY: Did you file an invento
ry? 

MR. THOMPSON: We did in the 2.04 con
ference. Let me explain that in our district we have 
a Rule 2.04 which provides in essence a discovery 
process before trial. And during that conference we 
turned over to the defendants copies of the 
recordings and transcripts and everything con
nected. 

PROFESSOR BLAKEY: After indictment? 
MR. THOMPSON: Yes. 
PROFESSOR BLAKEY: How long in point of 

time from the point at which recordings were made 
to indictment? 

MR. THOMPSON: Oh, seyeral months, I guess. 
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PROFESSOR BLAKEY: Clearly longer than the 
ten days provided for inventory in 41 ? 

MR. THOMPSON: Yes. 
PROFESSOR BLAKEY: Do you know whether 

there is legislation now pending in the Illinois 
General Assembly to put further restrictions on 
one-party consent for surveillance? 

MR. THOMPSON: I have heard there are but I 
am not f:.lmiliar with the specifics of the bill. 

PROFESSOR BLAKEY: Do you think there is 
any relation between that legislation and your 
prosecution? 

MR. THOMPSON: Possibly. 
PROFESSOR BLAKEY: Let me ask you to com

ment on this. r have had this put to me by other 
people who have worked corruption cases. They 
say one of the most difficult dilemmas they face is 
when they get an allegation that is, say, fair on its 
face, perhaps, but not credible, of corruption, and 
an investigation is made, and you don't have a hard 
case; you have a soft " '·:e. The great dilemma you 
face is that if you don't prosecute it you are later 
accused of corruption and if you do prosecute it 
and you lose it, you are accused of political witch 
hunting. 

MR. THOMPSON: Yes. 
PROFESSOR BLAKEY: And if you win it, you 

always have a bad taste in your mouth that you may 
have convicted an innocent man. 

MR. THOMPSON: Well, r have been through the 
mill with all of those accusations and r count that 
statement as correct. I have sort of inured myself to 
it now because we take the posi:;on in our office 
that you can't be a decent, fair, efTec;tive prosecutor 
if you are afraid. You must never be afraid to do 
what you think is right. I think that probably sums 
up the motto of our office that at all junctures 
prosecutors take risks and take chances. During my 
administration-in fact, two weeks after it began-I 
signed my name to an indictment of a sitting 
Federal Judge. It is the first time in the history of 
the country a sitting Federal Judge was indicted 
and convicted. 

PROFESSOR BLAKEY: How about Judge Maw
ton? 

MR. THOMPSON: I think all the others retired 
before they were convicted. And if I had lot that 
case I might not be here today. That I know. 

And yet the defenders of that defendant, and he, 
himself, still pursue me. It has come full circle now 
and the prosecutor is on trial. 

That is part of the risks of the game. 
r find it to be, as you say-sitting in my office, as 

you might well imagine, during the last four years I 
have heard allegations about corruption on the part 
of just about everybody. A lot of them are obvi-



ously crank allegations that can be dismissed off
hand. Some of them warrant preliminary inquiry. 
Some of them warrant more intensive grand jury in
vestigation. Some of them warrant agency in
vestigation. Some of them may even warrant elec
tronic surveillance. 

They range in degree from crank to dead serious. 
But when you are in government, you eventually 

come to know that in a great metropolitan area like 
Chicago not a day goes by that you don't hear some 
story about somebody. And ultimately the responsi
bility and the weight of those stories come back on 
the proseclltor's shoulders. 

I have often said lately, as I 1. ave grown more 
reflective after nearing the end of.ny first term as a 
United States Attorney, that the public will 
probably see and understand only about one-tenth 
of our work. Nine-tenths is forever buried-cases 
that aren't made, allegations that go nowhere, in
stances in which the grand jury acquits people, in 
which Federal investigative agencies acquit people 
who are not subsequently charged and whose repu
tations are not tarnished and whose lives are not 
destroyed. And those acquittals come about some
times as a result of using the very same investigative 
techniques and devices that sometimes convict peo
ple. 

And it is very hard for people who are not in 
prosecution or investigation or associated with 
those disciplines to understand that. That is absolu
tely true. 

PROFESSOR BLAKEY: Your comment raises a 
broader question. We have had testimony before 
the Commission on a number of occasions that the 
use of these kinds of sophisticated investigative 
techniques requires sophisticated professional legal 
advice, either in the context of a Strike Force or in 
the United 'States Attorney's office. I wonder if you. 
would comment on that. 

Can you do this kind of investigation without 
lawyer participation? 

MR. THOMPSON: Well, I come out of the state 
system where the investigators work for the 
prosecutor. '\0 my entrance into the Federal system 
where the investigators do not work for the 
prosecutor, work for themselves, was somewhat 
shocking. I have become somewhat inured to the 
fact that the FBI and DEA and IRS don't work for 
me. They work with me quite well, but I can't give 
them orders. But for the past five years, as we have 
intensively gone into the organized crime and offi
cial corruption areas, we h<.l.ve sort of changed the 
system somewhat, so now there is much earlier par
ticipation by lawyers in the investigatory process 
than was probably true before we came. And it is 
somewhat like the state system that I was used to, 
although not entirely. 
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We make much more frequent use of the in
vestigative grand jury than has ever been made be
fore in the district. And within the bounds of 
propriety, so far as the regulatilons of the investiga
tive agencies· are concerned, sometimes my men 
will be in right at the beginning. And I am all for 
that on a broad basis. I think investigators and 
lawyers ought to be together at the beginning of 
any investigation as a general policy. And since I 
think it is especially true in the kinds of cases in 
which we specialize, natilonal crimes, official 
crimes, organized corruption, I think when you deal 
in this sensitive and sometimes technical area of 
electronic surveillance, lawyers ought to be in there 
right from the beginning---7especialIy post-Water
gate. Watergate has scared the hell O·.1t of a lot of 
investigative agencies, especially as far as things 
like electronic surveillance are concerned. They are 
very sensitive to it. 

Because so many Federal agencies have been ac
cused of doing things they didn't tha'{ they may 
have been importuned to do but didn't 
do-sometimes we find it difficult to utilize prac
tices like electronic surveillance. We have to go 
higher up in the agency to get permission. It takes 
longer to get permission and to get the equipment 
and we run into bureaucratic delay, but we get it. 

But Watergate and its accusations have burned 
everybody a little bit-and I think unfortunately. 

PROFESSOR BLAKEY: Is there a Strike Force 
in the Northern District of Illinois? 

MR. THOMPSON: There is. 
PROFESSOR BLAKEY: What is the relationship 

between it and your office? 
MR. THOMPSO!'-i: Well, I would characterize it 

as excellent. When I cam there in 1970 the Strike 
Force consisted of maybe two or three lawyers. 
And their lack of resources severely hampered 
them in their ability to be both innovative in terms 
of investigative devices and prosecutorial 
techniques and to grind out a steady flow of or
ganized crime prosecutions, as is their day-to-day 
mandate. 

And I am one of those United States Attorneys 
who not only cooperated with Strike Forces but 
went to the Department of Justice to ask for more 
resources for them. Because for a long period of 
time all significant Strike Forces cases had to be 
carried out as joint United States Attorney-Strike 
Force projects. They still are, e'.en though their 
resources are now triple what they were when I 
came. 

I went down and pounded on Henry Petersen's 
desk and said, "Give them more men," and he did. 

They are like a division of our office, although 
they are not responsible to me. We communicate 



back and forth very well. It is a matter of personali
ty, I think. We are not jealous ()f each other. 

PROFESSOR BLAKEY: Do you think that is 
unique? 

MR. THOMPSON: It was at one timt! unique in 
the Department of Justice in my experience. It is 
becoming somewhat more common, although, as a 
matter of public knowledge, there is still considera
ble debate within the Department as to whether or 
not Strike Forces ought to exist, or at least whether 
their original rationale oug!">t to be re-examined. 

PROFESSOR BLAKEY: Is hiring in your office 
without regard to race, color, and creed, or politi
cal affiliation? 

MR. THOMPSON: Yes, sir. The very first priori
ty of our office was to take it out of politics if it was 
in there when we got there. Although I must say 
that enough credit has not be~n given to our im
mediate predecessor, Mr. Foran, who was United 
States Attorney for about a year and a half before I 
came in there. 

He had begun the process of non-political hiring. 
We wiped it out completely and I have probably 
hired 60 lawyers in the last five and half years, first 
as First Assistant and then as United States Attor
ney and not one has been hired as a result of the 
political patronagp. system. There may be one or 
two in the office who have had some political ex
perience which we count as a plus if it gave them a 
greater advantage in working with people, and 
which we counted as a minus if they thought it enti
tled them to a job. And everyone who came into 
my office with a resume that included some politi
cal experience was questioned closely on that point 
and if there was any question that it entitled them 
to a job, the application went into the wastebasket 
and they weren't hired. 

As a result, out of a staff of 66 lawyers we may 
have 10 or 12 people who have spent time in 
politicS and they worked for such persons as Sena
tor McGovern, President Nixon, Senator Steven
son, Governor Walker, Governor Ogilvie, Senator 
Percy-all parties, all philosophies. 

PROFESSOR BLAKEY: What is the experience 
level? 

MR. THOMPSON: It varies. We started by hiring 
young people right out of law school. We had a fair 
number of lawyers held over from preivious ad
ministrations which we counted as a very valuable 
experience for us. 

It depends somewhat on economic times. When 
times are tough on the outside job market, we will 
find more applications from Harvard, Yale, 
Chicago, and Michig~n. As the reputation of our 
office spread we also found those same sorts of ap
plications coming in. 

Within the last year or year and a half we have 
hired a number of people who have invested three 
or four years in a top-flight law firm but found they 
weren't getting trial experience and took considera
ble cuts in pay to leave the firm and come with us. 

We have no preconceived notions about hiring, 
geographical preference, grade point average, race, 
color, or creed. We have never "recruited" except 
for two areas-blacks and Spanish-speaking. 
Because of the shortness of supply there, we have 
recruited. We went from no women lawyers in 
1970 to nine, including the first two women chiefs 
in that office. We will have this faIl three black 
women lawyers, which I think is more than any 
other United States Attorney's Office in the 
country. 

We look for bright young people who believe in 
the same things we do: integrity, willingness to 
work hard, and the notion that public service is the 
best job there is and they are damn lucky to get it 
and they probably won't have it for very long, and 
it may be the most exciting years of their lives. If 
we think they believe in that, we hire them. 

With those kinds of standards, politics just are 
not relevant. 

We have also found that with a non-political 
method of hiring, we more easily assure ourselves, 
and I think in turn assure the public, that when we 
work cases involving official corruption, which 
cases necessarily involve politicians, we are a lot 
further down the road toward insuring there are not 
partisan motives in the prosecutions we bring. If the 
loyalty of an assistant runs to me and to the people 
of the district rather than to a Senator or a Ward 
boss or a party or a philosophy, we are protected 
and the citizens of the district are protected against 
partisan prosecutions. And they are protected even 
if I were to go wrong. There is a self-protective 
device there that if I suddenly harbored political 
ambitions and used the powers of my office for 
political reasons, the 76 men and women there 
would be so offended by that that they would be 
out. 
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PROFESSOR BLAKEY: How typical is your of
fice of United States Attorneys throughout the na
tion with the exception, say, of the Southern Dis
trict of New York.and maybe the Northern District 
of California? 

MR. THOMPSON: Well, I think it is typical of 
some others. I think it is typical of the District of 
New Jersey. I think it is typical of 
Detroit-Southern and Northern California. 

You see a sort of revolution took place in the 
United States Attorneys Office during the past five 
or six years. And ironically a national administra
tion and a national Department of Justice which 



-- _.- ._--------------

later had its own share of troubles so far as enforce
ment of the law in Watergate was concerned was 
probably the Administration which did more to 
professionalize and upgrade United States Attor
ney's Offices than any Administration in the prior 
history of the country. 

And much of that credit has to be given to a man 
who, himself, was ultimately caught in the coils of 
criminal law, Dick Kleindienst, who insisted that 
United States Attorney's Offices become more 
professional, be given the resources to do the job, 
be allowed to proceed without political interference 
from Washington. And it is sort of an ironic thing 
but you can track it in this country, of young 
prosecutors being hired non-politically, of United 
States Attorneys coming up through the ranks. The 
District of New Jersey and the Northern District of 
Illinois are examples of that. 

Let me show you my district as an example. 
My First Assistant is a young lawyer by the name 

of Samuel Skinner, who was first hired eight years 
ago under a Democratic administration and he was 
assigned as an Assistant United States Attorney in 
the Claims Section of the Civil Division. He has 
risen through the ranks to become the First 
Assistant United States Attorney. If I were to walk 
out of this building today and get run over by a 
truck I assume the court would appoint him as 
United States Attorney. That would be quite an 
achievement for that young man. 

The Deputy United States Attorney is a man who 
has served 20 years in the United States Attorney's 
Office and twice been Chief of the Civil Division 
and twice Chief of the Criminal Division there, a 
distinction shared by nobody else in the country, to 
my knowledge. 

The Chief of my Criminal Division was hired by a 
former Democratic administration ami has come 
through the ranks to his supervisor's position. 

They have all come through the ranks. 
My former First Assistant three months ago was 

appointed as a Federal District Judge, the youngest 
in the nation. He is the man who, eight years ago, 
couldn't become an Assistant United States Attor
ney because he didn't know who his ward leader 
was in Chicago. And he has gone to the Federal 
bench. 

These sorts of success stories I think are the 
product of the philosophy of law enforcement that 
we employ, and it is a product of the philosophy of 
law enforcement that we were allowed to employ 
under an administration of the Department of 
Justice which in this city and in other contexts had 
tragic problems. 

PROFESSOR BLAKEY: Thank you, Mr. Thomp
son. 

MS. SHIENTAG: May I ask a question? 
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MR. REMINGTON: Judge. 
MS. SHIENTAG: You said if you were to be 

struck by a truck your First Assistant could take 
your place adequately. 

There is a common rumor that the next First 
Assistant to Mr. Levy would be a United States At
torney. Now, if you were struck by lightning would 
there be the same likelihood a First Assistant would 
be likely to take your place? 

MR. fHOMPSON: I respectfully decline to 
answer that. I have the greatest of respect for Dean 
Lavy who I think will prove to be one of the finest 
Attorneys General and there serves under him a 
Deputy Attorney Judge for whom r feel an equally 
high regard, Judge Harold Tyler. So I think the De
partment of Justice is in safe hands. 

MS. SHIENT AG: But you have heard the rumor 
that the next Assistant would be a United States At
torney from one of the districts? 

MR. THOMPSON: I have not heard that rumor. 
MR. REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: Mr. Thompson, in view of 

what you are saying, do you think it is time under 
Title III that the wiretap permission should be 
removed from Washington? 

MR. THOMPSON: I think as a practical matter it 
probably wouldn't make too much difference. In 
my experience as United States Attorney I don't 
think we have ever had a Title III request turned 
down. 

Now, if we have, maybe one or something like 
that. 

On the otLer hand, all United States Attorney's 
offices don't operate at the same level of ex
perience or sophistication, and that is not to 
denigrate my fellow United States Attorneys: it is 
simply a reflection of the fact that there are 76-man 
United States Attorneys offices; 2-man United 
States Attorneys offices; 120-man United States At
torneys offices; and talents may ebb and flow at 
times in those departments. 

I assume the bureaucracy of the Department of
fers a continuum and stability and precedent and 
prior experience that may be useful in determining 
whether Title III permission should be granted, 
although, on the other hand, it is probably likely 
that most Title 1II applications come from those of
fices which possess as much expertise in the field as 
they do in Washington, or even more. 

So I don't think it is really a burning question. I 
don't think it will have much practical impact one 
way or another. 

CHIEF ANDERSEN: You don't think it is a 
burning question in Title III? 

MR. THOMPSON: No. 



CHIEF ANDERSEN: Do you follow the Jones 
decision or do you give information to state and 
local authorities from wiretaps? 

MR. THOMPSON: No, I don't think we turn 
over. 

CHIEF ANDERSEN: So you are literally follow
ing the California Jones decision? 

MR. THOMPSON: Yes. 
CHIEF ANDERSEN: It brings up an interesting 

question because Illinois is the only state I am 
aware of that has both a consensual recording law 
and a wiretap law. Would you take the same at
titude toward information obtained through Federal 
consensual recording which you wanted to turn 
over to state authorities in Illinois where consensual 
recording is permitted by law? 

MR. THOMPSON: Oh, if we gathered informa
tion by consensual overhear, I think we would turn 
that over to the State's Attorney's Office if the oc
casion arose, since the State's Attorney, himself, 
would have done the very same thing had he in
itiated the investigation. He certainly would have 
given himself permission to do it. 

CHIEF ANDERSEN: If the question came up it 
would be the equivalent to the Jones decision on 
wiretapping? 

MR. THOMPSON: I don't think the question has 
come up in our office, frankly. 

CHIEF ANDERSEN: It just hasn't arisen? 
MR. THOMPSON: No, not that I am aware of. 
CHIEF ANDERSEN: Thank you. I have no 

further questions. 
MR. REMINGTON: This morning I asked a 

questiop that I think is basic and relates to some ex
tent to your earlier statement, that you think there 
is an area of privacy that ought to be recognized 
and outside of that law enforcement ought to be 
given effective methods of achieving its Objective. 

We know the area of electronic surveillance is 
not the only area of concern. There is, for example, 
the area of arrest or the area of search for physical 
evidence. 

I think it is a valid generalization that we have 
not seen a great deal of concern about the arrest 
power, although there is pending in the House of 
Representatives a change in Rule 4, but that has 
not given rise to a great deal of public concern. 

With regard to Rule 41, there have been some 
changes made. I would daresay those changes have 
gone largely unnoticed in terms of public interest. 

And yet at the same time in the area where law 
enforcement is asking for authority, with judicial 
approval, to listen, we see a great deal of concern, 
both in the creation of this Commission and several 
Congressional committees looking into various 
aspects of this. 

In your judgment, is this because there is 
something different about listening to someone 
than arresting or searching him? Is it that this area 
is more important than those areas? Is it because 
there is a greater threat to individuals here than in 
the area of arrest? 

MR. THOMPSON: I think, Mr. Chairman, it 
probably arises from a variety of factors. 

First, we have been arrested for hundreds of 
years and we are sort of used to it, I guess-and 
searched as well. Arrests of persons in order to 
have them answer criminal charges is a law en
forcement practice with centuries behind it and it 
doesn't stir the blood as newer tactics may. 

We have only been overhearing or recording for 
a few decades. 

Secondly, I suppose that arrest and search is a 
very specific practice, whereas overhearing has the 
potentiality for being an indiscriminate practice. 
You go out and arrest one man for one crime and 
search the person and that is a different sort of 
thing than putting a bug on one phone and risking 
hearing 30 persons and a hundred conversations in 
the potentiality. That doesn't frighten me, but r 
daresay it frightens some people. 

PROFESSOR BLAKEY: Do you see "class" con
nections to it; it is not "us" who are arrested? If I 
were arrested, I would call my lawyer. 

MR. THOMPSON: You would be allowed to sur
render but in our office, Professor Blakey, almost 
everybody is allowed to surrender except dangerous 
people. But I don't know if our experience is typi
cal. 

PROFESSOR BLAKEY: Let's take it over the 
run of law enforcement as a whole. If you are going 
to be arrested, you are probably black, a teen-ager, 
and poor, and if you are going to be wiretapped, 
you are probably white, upper-class and a profes
sional? 

972 

I am not trying to put words in your mouth but 
isn't there a kind of "us" and "them"? 

MR. THOMPSON: There is something to that, 
but there always has been in law enforcement. 
There is something to that. 

The same thing is true of immunity. Nobody in 
this countr) started getting concerned about immu
nity until people went to jail who hadn't gone to jail 
before. Now there is a great raging debate on im
munity. 

So that may lay in back of it. 
Anything which threatens the establishment or 

the powerful is bound to bring out the anxieties of 
the establishment or the powerful even though they 
don't feel themselves personally involved. 

Yes, sir. 



MR. REMINGTON: I suppose you might say that 
listening to other people threatens the Democratic 
process, whereas arresting and searching does not. 
Would that be a position that is tenable? 

MR. THOMPSON: I don't think that is a tenable 
position simply because professionals know that the 
mechanics won't admit of it. There aren't enough 
people to man the bugs to eavesdrop on all the peo
ple in the United States who imagine they are being 
eavesdropped upon. That is just an unavoidable 
fact. 

We don't do it. It is expensive; it is time-consum
ing. It is a lot of hassle to engage in electronic sur
veillance, even consensual overhears. We really 
only use it when we think it is likely to be produc
tive of the truth in an unclear area. 

And I daresay most prosecutors and police feel 
that way. 

I also daresay there is probably a fair bit of un
lawful eavesdropping going on in the United States, 
both in the law enforcement area and in the non
law enforcement area. We follow the mandate of 
the Department of Justice to vigorously prosecute 
that. We had two and I think another one this week 
on unlawful wiretapping. 

We have one in the grand jury of unlawful wire
tapping by the Illinois Bureau of Investigation. It is 
a hard problem to wrestle with. 

If people are out to unlawfully wiretap or eaves
drop, be they private citizen or policeman, and 
whether they are doing it from a corrupt motive or 
from a mistaken law~enforcement motive, it doesn't 
make '1ny difference what the law is or Isn't, 
whether the prosecutor is there, whether there is a 
likelihood they will be found out and prosecuted. 
They will do it, just as the policeman who is bent on 
harassing the ghetto black will do it whether or not 
there is a "Stop and Frisk" statute or an arrest 
statute. 

You can't strike at unlawful, evil, willfully 
motivated conduct by restricting the powers of 
honest law enforcement officers. And yet that is 
what we have really been doing without admitting it 
to ourselves in this country for a long time. 

MR. REMINGTON; I think it has been said by 
someone that the appropriate way to proceed is to 
give law enforcement half of the authority they 
need on the theory they will use twice what they get 
and it will turn out just about ri6ht. 

I take it you disagree with that? 
MR. THOMPSON: I disagree very violently with 

that philosophy. 
MR. REMINGTON: Mr. Thompson, one last 

question. 
This Commission is asked basically to address the 

question of whether authority to conduct electronic 
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surveillance is needed and whether Title III as 
presently administered is effective and adequately 
protective of civil liberties. 

How would you answer that? 
MR. THOMPSON: If I were to answer both of 

those questions in a general fashion I would say the 
answer to both of them is yes. 

I think the authority is needed and r don't think 
the experience we have had so far from Title III has 
demonstrated that civil liberties are abused by 
court-ordered eavesdropping. 

MR. REMINGTON: Okay. 
Do you think there is anything else this Commis

sion ought to know this afternoon? 
MR. THOMPSON: Undoubtedly there is, but you 

have exhausted me, I am sure, and I have probably 
exhausted you. 

MR. REMINGTON: No, thank you very much. 
You have been very helpful and we appreciate it 
very much. 

We will take a five-minute recess. 
[Whereupon, a short recess was taken.] 
MR. REMINGTON: May we reconvene for the 

purpose of hearing Mr. Phillips. 
Mr. Phillips, we are pleased that you are here, 

and sorry it has taken us as long as it has to get to 
you. I hope keeping you this late hasn't incon
venienced you too much. 

MR. PHILLIPS: It is quite all right. I appreciate 
the invitation. 

MR: REMINGTON: Mr. Phillips is Special 
Prosecutor for the City of Philadelphia which posi
tion he has held for a year. Prior to that time he 
was Assistant District Attorney for New York 
County and has had experience in a setting where 
electronic surveillance is authorized, and most 
recently in a setting where there are the most strin
gent prohibitions against the use of electronic sur
veillance. He is in a particularly good position to 
give us a statement about both of these alternatives. 

Before that we will ask you to be sworn. 
[Whereupon, Walter M. Phillips, Jr. was duly 

sworn by the Chairman protem] 

TESTIMONY OF WALTER M. 
PHILLIPS, JR., DEPUTY ATTORNEY 
GENERAL, OFFICE OF THE SPECIAL 
PROSECUTOR, COMMONWEALTH OF 
PENNSYLVANIA 

MR. REMINGTON: Mr. Phillips, we all have a 
copy of your written statement and so, if you will 
agree, without objection it will be made part of the 
record. 

MR. PHILLIPS: Certainly. 
[The prepared statement of Mr. Walter Phillips 

follows.] 



STATEMENT OF 

WALTER M. PHILLIPS, JR. 

DEPUTY ATTORNEY GENERAL 

OFFICE OF THE SPECIAL PROSECUTOR 

COMMONWEALTH OF PENNSYLVANIA 

I. Introduction 

I am the state Special Prosecutor for the City of Philadelphia. 
The Office of the Special Prosecutor was established by the At
torney General of Pennsylvania in April 1974 to investigate and 
prosecute corrupt police and public officials in Philadelphia. 
Corruption investigations can be divided between overt in
vestigations of past acts of corruption and covert or undercover 
investigations of present corruption. The former is generally car
ried out with a grand jury whose subpoena power can be used in
itially to obtain documents and later to compel testimony. The 
latter requires the use of informants and others acting in an un
dercover capacity, and it is in these investigations that electronic 
surveillance plays a vital and sometimes indispensable role. 

Pennsylvania currently has the strictest anti-electronic surveil
lance law in the country. In 1957, a law was passed by the 
Pennsylvania legislature, entitled right to privacy law, that 
prohibited any type of telephonic interception. Thus, even where 
one party to a telephone conversation consented to having the 
call recorded, it could not be done without violating the law un
less the other party also consented. There was no provision even 
for a court order making it legal. 

In November 1974, the legislature approved a bill known as 
an anti-eavesdropping bill that amended the right to privacy law. 
This bill made illegal any recording of a conversation, whether 
over the telephone or in person, unless all parties to the conver
sation consented to its being recorded. There is just one excep
tion to this prohibition, and that is where a law enforcement of
ficer believes that his personal safety is in jeopardy and has ob
tained a court order through an application being made by the 
Attorney General or the District Attorney; but even then the 
tape recording is not admissible in a subsequent court or ad
ministrative proceeding. Despite protestations by myself, other 
prosecutors and even several well known civil libertarians, 
Governor Shapp signed this bill into law. As a result, it is now 
forbidden for a law enforcement agency to obtain evidence of a 
crime by placing a tape recorder on one of its agents or a 
cooperating individual to record criminal conversations of a cor
rupt official, narcotics trafficker or other person violating the 
law. 

II. One Party Consensual Monitoring 

The ability to record conversations of public officials as they 
engage in corrupt transactions is by far the most important in
vestigative technique to any agency investigating ongoing police 
and official corruption. Tape recordings provide valuable cor
roboration to prosecution witnesses who invariably are in
divirluals of a highly unsavory character. Police corruption in
volves receiving protection money from gamblers, narcotics traf
fickers, prostitutes, etc. Juries naturally require substantial inde
pendent corroboration to the testimony of these individuals be
fore they will convict a police officer, and recordings of conver
sations between the prosecution witnesses and the defendant po
lice officer provide better than any other type of evidence this 
corroboration. Also, tape recordings in a corruption case can 
offset the defendant's strongest defense, that is, his impeccable 
reputation, background and appearance in the courtroom. 
Bringing to the jury's attention the defendant's other personality 
through tape recordings of him receiving a bribe payoff can 
become critical to the prosecution's case. 

There have been some recent examples of the reaction of ju
ries and judges to tape recordings in criminal cases. The day 
after the Watergate coverup case was concluded, the jury 
foreman was quoted as saying that while Dean, Kalmbach and 
Magruder were credible witnesses, by far the strongest evidence 
introduced by the Government were the White House tapes, 
because they were uncontested. In fact, he even remarked that it 
was "too bad they can't have tapes at all trials. It would help the 
jury a lot." Recently, the Second Circuit Court of Appeals was 
confronted with the question of whether to overturn the convic
tion at a criminal defense attorney who had been convicted of 
paying off an admittedly corrupt police officer to obtain certain 
information. The issue was whether admissions made after trial 
by the corrupt police officer, who was the principal Government 
witness, of wrongdoing on his part that he had lied about on the 
witness stand should warrant a new trial. The Court in affirming 
the conviction found that the tape recordings of conversations 
between the attorney and the corrupt police officer were the 
"underpinning" of the Government's case, not the testimony of 
the witness as contended by the attorney. 

One party consensual monitoring is particularly vital to any 
meaningful investigation of gambling related police corruption. 
In order to avoid harassment through arrests and raids, major 
gambling operations in big cities such as Philadelphia and New 
York have been fo'Und to payoff entire units of plainclothesmen. 
The modus operandi is that generally a "bagman" who is one of 
the officers in the unit will collect the money directly from the 
gambler and distribute it among the rest of the unit. Assume for 
the moment that the corrupt bagman, for whatever reason, de
cides to cooperate with a prosecutor to gather evidence of cor
ruption against those for whom he has been collecting payoffs. 
Unless the bagmar can be equipped with a tape recorder to 
record the transactions with the other police officers, the only 
strong corroborating evidence that can be obtahed to support 
the bagman's testimony later in court is the use of marked 
money seized immeditately upon receipt of it by one of the of
ficers. However, such a seizure and arrest will obviously surface 
the cooperating bagman, thereby terminating the investigation 
and eliminating the possibility of any further arrests of other cor
rupt policemen in the unit. If, on the other hand, the bagman 
can continue his corl"l!pt dealings with the police officers in the 
unit, tape recording conversations and transactions as they 
occur, the likelihood of making numerous cases that will stand 
up in court is very good. Certainly the overall impact on the cor
ruption problem will be greater if it can be shown that there is 
not just one corrupt police officer but an entire unit on the pad; 
that is, that the barrel is rotten, not just one apple. 

Finally, a tape recording is the most effective and sometimes 
only way to obtain a corrupt police officer's cooperation in mak
ing cases on other corrupt police officers. This is done by con
fronting a police officer with a tape of his engagj,..g in a corrupt 
transaction so that he sees first hand how strong a case exists 
against him. Corrupt police officers will only cooperate against 
their fellow officers when they will go to j,til. This has been done 
both in Philadelphia and New York resulting in the prosecution 
of a number of substantial police corruption cases. 
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Since one party consensual monitoring is now illegal in 
Pennsylvania and since police corruption cases that have the 
most impact and significance are those where police corruption 
is detected while ongoing, it is just about impossible to conduct 
meaningful investigations of police corruption in Pennsylvania. 
Federal law permits this type of electronic surveillance without a 
court order, and this is as it should be. The al gument is often 
made, and the law in some states is, that a court order must be 
obtained before a law enforcement agency can wire up an in
dividual to record a criminal conversation. I do not share this 
view. The purpose of a court order, as in the case of search war
rants, is to place a judicial imprimatur upon an uninvited inva
sion of privacy, and therefore insure against unreasonable inva-



sions in violation of the Fourth Amendment. Where, however, 
the party who consents to the conversation being recorded is re
porting his l:onversations to a law enforcement agency and will 
be a witness later against the other party to the conversation, the 
taping of the conversations is really no invasion of privacy at all. 
Thus, when a corrupt police officer, for example, engages in a 
conversation or transaction with a gambler to solicit a payoff 
from that gambler, the police officer's privacy and confidence in 
the gambler is violated when the gambler reports the conversa
tion to a law enforcement agency and then testifies about it. 
Tape recording the conversation to corroborate the gambler's 
testimony is simply cumulative of the primary violation of that 
privacy. 

Thus, since the Fourth Amendment and cases decided under it 
do not require a court order in a one party consensual monitor
ing situatb!l, and since it is difficult to conceive how this in
vestigative tool could be abused, I would be opposed to any 
legislation requiring a court order before law enforcement can 
use body wires. New Jersey just recently revised their electronic 
surveillance statute to require the authorization of either the At
torney General or a district attorney before a tape recording of 
this type can be used. Such an authorization gives an official seal 
of approval to its use and limits its use for law enforcement pur
poses, and since the only real legitimate use of one party consen
sual monitoring is fN law enforcement purposes, I would not be 
opposed to such legislation. 

III. Wiretapping and Non-Consensual Monitoring 

Wiretapping is a far greater intrusion of privacy than one 
party consensual monitoring because with wiretapping neither 
party to the conversation that is being intercepted has consente6 
to have it recorded. Wiretapping also often involves the inter
ception of whole or parts of entirely innocent conversations. On 
the other hand, wiretapping can often be the only way to make a 
prosecutable case against the higher-ups of a major narcotics or 
gambling operation, or provide the necessary corroboration 
against the public official who arranges a corrupt transaction 
over the telephone. For these reasons, I believe that wiretapping 
should be available to law enforcement but only under the stric
test court supervision. 

Wiretapping is especially vital to law enforcement in the area 
of gambling if any of the top members of the gambling operation 
are to be prosecuted. A major gambling operation, whether it IS 

a numbers bank or a sports betting operation, uses the telephone 
extensively, in fact depends on the telephone to conduct its daily 
business. Contact between the major figures of the operation 
and their writers, the placing of bets by established and well-pay
ing customers, lll' well as the "laying off" of bets, are all done ex
clusively by telephone. Everj major federal and state gambling 
case prosecuted in New YorL while r was in the United States 
Attorney's Office there was done through the use of wiretapping. 

Because wiretapping is illegal in Pennsylvania, major gambling 
cases are rarely if ever prosecuted by state authorities. Almost 
all cases prosecuted in the state courts in Philadelphia are num
bers writers who are arrested pursuant to a search warrant and 
prosecuted based on the number of numbers slips found on 
them. In 1972, 91.6% of all gambling arrests in Philadelphia 
resulted in acquittals or dismissals, and only .4% resulted in jail 
sentences. These statistics reflect both the public attitude toward 
gambling as a victimless crime, and the lack of resources on the 
part of law enforcement to prosecute major gamblers. Without 
the ability to wiretap, the prosectuion of gambling cases 
becomes a vicious cycle. Police officers under pressure to make 
arrests, regardless of their quality, resort to unconstitutional 
means such as perjured search warrants and bring into the court 
only the lowest members of the gambling operation. Judges quite 
naturally either throw out the search warrant or simply find the 
evidence insufficient to convict. Tremendous resources are 
devoted to the enforcement of gambling laws with little or no 
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return realized. I have recently testified before the Commission 
on Review of the National Policy Toward Gambling that unless 
wiretapping is made available to state law enforcement agencies 
in Pennsylvania, the Legislature ought to consider some type of 
legalized numbers betting. 

Wiretapping is the only way to infiltrate and get evidence on 
the top members of organized crime. Tn narcotics, an undercover 
officer will only be able to deal with the street seller. In gam
bling, the major figures insulate themselves by having contact 
exclusively with their most trusted lieutenants. Yet in order to 
oversee the operation, whether it's narcotics or gambling, the or
ganized crime figure must rely to a certain extent on the 
telephone. Narcotics transactions are many times arranged, 
though not consummated, over the telephone, and While coded 
language is employed, experienced investigators do not have 
much trouble interpreting the code. When conversations of this 
type are intercepted, the prosecution possesses first hand 
evidence of the conspiracy as it is occurring. While Chief of the 
Narcotics Unit for the United States Attorney's Office for the 
Southern District of New York, I directed the prosecution of 
several major narcotics cases where this type of evidence played 
a major role in obtaining convictions. 

In addition to obtaining hard evidence of the conspiracy itself, 
wiretapping is useful in providing corroborative evidence. In nar
cotics cases, arrangements for meetings which can then be sur
veilled are discussed on the telephone. It is not unusual for one 
of the participants to later be cooperating and explaining to a 
jury what was transacted at the meeting. The apparently in
nocent telephone conversation setting up the meeting then takes 
on vital significance in corroborating the accomplice's 
testimony. Neither the wiretap evidence nor the accomplice's 
testimony standing alone would have been sufficient for a con
viction, but together they provide overwhelming evidence. 

In Philadelphia, there have been situations where we have had 
probable cause to engage in non-consensual monitoring but have 
been unable to do anything about it because of the Pennsylvania 
law. For example, several times we have received information 
that payoffs to police were being made in a particular bar by a 
major gambler. Surveillance by our agents at the bar cor
roborated that police officers came there and met with the gam
bler in a' back room for a few minutes and then left. Placing a 
bug in that room to record the conversations would obviously 
have been very fruitful. In fact, confronting the gambler with a 
tape of his making payoffs could very likely have resulted in his 
being willing to cooperate against all the police officers he has 
been paying off. 

The inability to wirct.ap major gamblers or public officials 
against whom we have obta::!ed sufficient probable cause to be
heve are using the telephones to transact their corrupt business 
has greatly impeded our investigations. One of our investigations 
has led to the indictment of an individual for attempting to ex
tort $100,000.00 in connection with a city contract. During the 
investigation, we developed probable cause to believe that this 
individual was using the telephone to contact an accomplice in 
the scheme, a former city official who himself was heavily in
volved in other corrupt transactions in volving city contracts. 
Had we been able to install a tap on this second indiv:dual's 
phone, the likelihood would have been great that we could have 
uncovered other corrupt situations and officials in addition to 
making a strong case on this person with respect to the 
$100,000.00 extortion scheme. Instead, because of the law, all 
we now have is a case on the one individual who dealt with the 
victim of the extortion who was cooperating with us. Typically, 
the second individual had insulated himself from contact with 
the victim, and in turn was insulating the public officials above 
him in the scheme. This case shows the importance of wire
tapping in providing a law enforcement agency with leads to 
other corrupt situations which would otherwise be unknown to 
it. 



While I oppose judicial supel·ision of one party consensual 
monitoring, I vigorously support .. lose judicial scrutiny of non
consensual interception. Thus I would advocate legislation 
similar to the present federal law requiring that a detailed writ
ten application approved by the top prosecutor of the state, the 
Attorney General, be submitted to a court before a wiretap or 
bug is allowed. For state legislation, I would urge several 
changes from the federal law. For one, minimization ought to be 
fully spelled out in the statute. Law enforcement agents should 
know exactly the extent to which they may intercept non-per
tinent calls. The courts should not have to engage in extensive 
hearings to determine whether minimization has occurred. 

Also, and more importantly, I would advocate that rather than 
permitting any judge to approve a wiretap, a panel of judges 
should be selected to approve all non-consensual applications. 
These judges should be selected from the appellate ranks and 
should have statewide jurisdiction to issue wiretap orders. Ap
proval of a wiretap application should be given only after careful 
scrutiny-the court should not act as a rubber stamp as is the 
case with search warrants. The approving judge should maintain 
close supervision of the wiretap after it has been installed and 
shOUld be provided with detailed reports from the agents moni
toring the tap. 

Those ,opposed to legalized wiretapping make the argument 
that legalizing Wiretapping will also increase instances of illegal 
wiretapping because it will make wiretapping equipment much 
more available. It is difficult to respond to a speculative argu
ment such as this, and there are obviously no statistics to support 
or disprove it. I would point out that while court approved wire
tapping is legal in New York, I am not aware of a great concern 
there about abuses of the privilege. On the other hand, in 1972 
in Pennsylvania, members of the state police illegally attempted 
to intercept conversations of other members of the state police 
engaged in a police corruption investigation by illegally bugging 
a motel room. Several persons were arrested but the case was 
thrown out at the preliminary hearing by a local magistrate. It 
seems to me that a solution to this potential problem would be to 
impose severe penalties for the illegal interception of telephonic 
or oral communications, and require that any violations be 
prosecuted by the. Attorney General's office and before one of 
the judges on the panel designated to approve wiretaps. Such a 
law, I believe, would act as a deterrent to those considering en
gaging in illegal wiretapping. 

The recent concern over illegal electronic surveillance is the 
result of Waterga •. and numerous law enforcement abuses that 
as a result of Watergate have come to light. I too am disturbed 
about the extent of these abuses, but with organized crime still 
having tremendous control over a large segment of criminal ac
tivity in this country, I would hope that very careful considera
tion be given before any further restrictions be imposed on law 
enforcement in the use of one of its most effective investigative 
techniques. I would think that strict court supervision and the 
appointment of responsible public officials will prevent further 
abuses from occurring. 

MR. REMINGTON: Do you have an initial state
ment of some kind you want to make at this time? 

MR. PHILLIPS: I thought I would summarize the 
statement I had provided the Commission. 

You now know what the law in Pennsylvania is 
with respect to electronic surveillance, that is, that 
all forms of wiretapping are outlawed, even court
approved. And recently there has been a bill that 
has amended the Right to Privacy Law, outlawing 
automatic one-party consensual monitoring with 
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some narrow exceptions which do not help law en
forcement at all. 

I became a very outspoken critic of the bill which 
was pending before the Governor after being 
passed by the Legislature last fall and urged the 
Governor's veto. However, he did sign it into law 
and it now is the law. I think it is very unfortunate 
because in any type of criminal activity that in
volves organized crime and corruption, particularly 
one-party consensual monitoring, is indispensible to 
any meaningful investigation. And with respect to 
organized crime activity in the area of gambling 
and high-level narcotics activity, wiretapping is very 
important. 

I oversaw a number of prosecutions in New York 
while Chief of the Narcotics Unit for the Southern 
District of New York where wiretapping played a 
vital role in the obtaining of convictions there of 
high-level individuals who you would never be able 
to get to with undercover agents. 

With respect to one-party consensual monitoring, 
that is essential, partjcularly in corruption investiga
tions and particularly in police corruption ;m_stiga
tions. Police corruption involves situation;:. where 
police officers have shaken down individuals of 
rather unsavory character. This characteristic 
means they are very susceptible to being impeached 
on cross examination in a court of law. 

As a result, you have to have corroboration if 
you are going to obtain a conviction. And without 
being able to engage in tape recording a conversa
tion betweell the witness and the police officer, it is 
virtually impossible to make a stand that is going to 
stand up to the unanimous satisfaction of a jury. 

Without being able to wiretap, I think that there 
are a tremendous amount of resources in Pennsyl
vania that are being devoted to trying to enforce 
what is an unenforceable law in the area of gam
bling. The statistics that the Pennsylvania Crime 
Commission compiled for the year 1972, I think are 
startling, but reflect what the situation is in 
Pennsylvania, that is, that 91.6 percent of all gam
bling arrests resulted in either acquittals or dismis
sals and only .4 percent resulted in prison sentences 
for the defendants. What has happened is that 
without being able to wiretap, local law enforce
ment agencies are not able to go after the top men 
of the gambling operation. If they are not arresting 
those people and bringing them into court, the 
courts are not giving prison sentences. They are 
either throwing out the case by throwing out the 
search warrant or finding insufficient evidence or, if 
they do convict, the individual is such a low 
member of the operation, usually a numbers writer, 
that he gets a fine or probation of some type. 
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It is a vicious cycle. Both the resources of the po
lice department and the resources of the judiciary 
are not realizing any return for their efforts. 

What I would advocate is what is presently the 
federal law. That is, that wiretapping be legal, but 
only under the strictest court supervision and an 
order could be issued upon an application approved 
by the Attorney General of the State of Pennsyl
vania. 

I would further advocate with respect to one
party consensual monitoring-again, I think the 
Federal law is adequate in this sense and is good 
and balanced in the interest of society and interest 
of individuals, that law enforcement be permitted 
to engage in one-party consensual monitoring 
without having to obtain a court order. 

New Jersey has recently slightly revised its elec
tronic surveillance law to require that the Attorney 
General or the District Attorney approve any one
party consensual monitoring on the part of law en
forcement and I think this is a good idea. I know 
this is done federally. Although the law does not 
require it, the Department of Justice requires there 
be approval before any type of one-party consen
sual monitoring is engaged in. I do not think a court 
order ought to be required because I do not think 
you are talking about the same invasion of privacy 
that you are with respect to wiretapping. 

Essentially those are my views on what this Com
mission is looking into and I would be prepared to 
answer any questions. 

MR. REMINGTON: Mr. Phillips, I think Mr. 
Stein will question you. 

MR. STEIN: Just to develop the background, Mr. 
Phillips, you have held your present office since 
April 1974; is that correct? 

MR. PHILLIPS: That is conecL 
MR. STEIN: Can you describe the history that 

led to the creation of your office? 
MR. PHILLIPS: The history is that the Pennsyl

vania Crime Commission was engaged in a lengthy 
investigation of corruption within the Philadelphia 
Police Department and they issued a report in 
March of 1974. And one of the recommendations 
they made was that a Special Prosecutor's Office be 
established to investigate and prosecute police cor
ruption in Philadelphia. This was the same recom
mendation that the Knapp Commission in New 
York made that resulted in a Special Prosecutor's 
office being established there. 

MR. STEIN: In the past year you have built up a 
staff of lawyers and investigators. Can you describe 
the organization of your office, the number of peo
ple you have, and the experience level of the peo
ple? 
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MR. PHILLIPS: Yes. We have 12 attorneys, plus 
myself. I have a chief investigator, plus 11 other in
vestigators. I have an accountant, a chief accoun
tant, plus one full-time accountant and four or five 
part-time accountants. And I have an administra
tive officer. 

The experience of the attorneys is that they are 
young attorneys, very similar to what you heard 
from Mr. Thompson and what was my experience 
in New York, attorneys who are interested in doing 
trial work and doing public service work. They 
range in experience from one year out of law 
school for two of the attorneys, to seven years out 
of law school for one, but generally it is four or five 
years aut of law school. 

The investigators were selected from various 
sources and were hired by my former chief in
vestigator who has since died. 

MR. STEIN: Simultaneously with the build-up of 
your office in 1974, the debate was ongoing as to 
the new statute which has now been signed into 
law, and you took an active role in opposing the 
statute; is that correct? 

MR. PHILLIPS: Yes, I did. 
MR. STEIN: You also at the time in 1974 ob

tained some electronic surveillance equipment for 
your office; is that correct? 

MR. PHILLIPS: Yes, we did. 
MR. STEIN: And that equipment was turned 

back to the state upon enactment of the law? 
MR. PHILLIPS: Yes, it was. 
MR. STEIN: So you now have no electronic sur

veillance equipment available to you? 
MR. PHILLIPS; That is correct. 
MR. STEIN: Can you describe the means of in

vestigation you have been pursuing in corruption 
cases? 

MR. PHILLIPS; Well, with respect to public offi
cial corruption we have used the grand jury exten
sively and its subpoena power to obtain records and 
documents from companies or individuals about 
which there have been allegations that they have 
been paying off public officials. 

And we have also been using the power to com
pel testimony through the grant of immunity. 

We have been using informants; we have b~en 
using undercover agents on certain occasions, and 
surveillance. 

But it is very difficult to detect and investigate 
ongoing corruption without the ability to use 
wiretap or one-party consensual monitoring. With 
respect to past acts of corruption and particularly 
official corruption as opposed to police corruption, 
it is somewhat easier or can be done through the 
grand jury because there is a greater likelihood of 
records and documents that can be traced and lead 
to the corrupt transaction. 



MR. STEIN: You distinguish, then, between in
vestigations of corruption involving professional 
criminals and gambling and narcotics and the 
white-collar-official type of corruption? 

MR. PHILLIPS: Yes. There is a distinction with 
respect to white collar corruption, paying off to get 
contracts with the city, kick-back contracts-I said 
the creation of the office was based on the recom
mendation of the Crime Commission to investigate 
police corruption. Approximately one month after 
the office was created we were assigned by the At
torney General to staff a grand jury that was im
paneled to investigate official corruption generally 
in the City of Philadelphia and this is how we got 
into white collar areas of corruption, the typical 
type being kick-backs on contracts with the city. 

In this area it is possible to investigate past acts 
of corruption by getting the books and records of 
the company and having our accountants look 
through them to see where the generation of cash is 
reflected. 

MR. STEIN: Your investigations, I know, are on
going. Can you talk about a measure of success in 
the area of investigating police corruption or gam
bling? 

MR. PHILLIPS: We have had real poblems as 
far as investigating police corruption and particu
larly ties into gambling, particularly because of the 
inability to engage in wiretapping and one-party 
consensual monitoring. We have had allegations 
that police officers were receiving payoffs from 
gamblers in certain bars. We have been able to cor
roborate that police officers were meeting in rooms 
with alleged gamblers, but being unable to bug the 
rom, we have been unable to pursue those in
vestigations. 

MR. STEIN: Does that hold true in the area of 
narcotics as well? 

MR. PHILLIPS: I think to a lesser degree, 
because gambling is by and large conducted to a 
great extent on the telephone and in the process of 
investigating major gamblers through wiretapping 
you can also find out corruption situations. 

Narcotics is, to a lesser degree, engaged in on the 
telephone, and particularly less in terms of the cor
ruption aspect. 

Narcotics does not involve as much wholesale 
corruption as gambling does. Narcotics corruption 
involves, I think, more specifically one or two in
dividual police officers here and there. 

MR. STEIN: Do you interpret the Pennsylvania 
statute to mean that you cannot accept evidence of 
lawful wiretaps from Federal or other jurisdictions? 

MR. PHILLIPS: Yes. We have done some 
research on that, although I don't think-to my 
knowledge, at least-in Pennsylvania there is any 

definitive case law on the subject. I would be very 
reluctant to use specifically in evidence wiretaps or 
one-party consensual monitoring that would be a 
violation of the Pennsylvania law. 

I do not think, however, that it would be a viola
tion of the law or taint a subsequent prosecution if 
information were merely turned over to you that 
was obtained through illegal wiretapping and you 
followed it up. 

MR. STEIN: Finally, in your investigations into 
corruption both of political officials and of police, 
have you come across instances of illegal wire
tapping? 

MR. PHILLIPS: No, we haven't. There was one 
very celebrated instance before our office was 
established in 1972, when certain members of the 
state police were found to have been illegally 
bugging a motel of other state police who were en
gaged in a police corruption investigation. That 
case resulted in the dismissal of certain state police 
officers as well as the head of the state police. 

Criminal charges were brought, but they were 
dismissed at a preliminary hearing held by the local 
magistrate. 

MR. STEIN: Do you believe the enactment of an 
authorization for lawful wiretaps by police and law 
enforcement personnel would affect illegal wire
tapping in any way? 

MR. PHILLIPS: No. I know the argument has 
been made that it would increase the chances of il
legal wiretapping to legalize wiretapping. But, as I 
indicated in my formal statement, my recommenda
tion would be that a panel of judges be established 
that would be the only judges that could issue court 
orders for wiretaps, and that any instance of illegal 
wiretapping, first of all, would be made a felony 
with a severe penalty and be tried by the Attorney 
General's Office in front of one of those judges. I 
think that could conceivably act as as good a deter
rent as you could have against illegal wiretapping. 
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MR. STEIN: That concludes the staff question-
ing. 

MR. REMINGTON: Chief Andersen. 
CHIEF ANDERSEN: I have no questions. 
MR. REMINGTON: Mr. Blakey. 
PROFESSOR BLAKEY: Mr. Phillips, you said at 

the end of your statement you would make some 
amendment to the Federal statute. And I un
derstand one of the amendments would be that you 
would have a panel of Federal judges approving 
taps rather than a single Federal Judge. 

MR. PHILLIPS. Yes. 
PROFESSOR BLAKEY. Do you think that is 

really a proper allocation of judicial manpower? 
You don't have to have three Federal Judges to ap
prove an arrest. Why should you have to do it for a 
wiretap? 



MR. PHILLIPS: I am not suggesting that all the 
judges on the panel have to approve the wiretap. 

PROFESSOR BLAKEY: I am saying why have a 
three-judge panel to do it? 

MR. PHILLIPS: I am not advocating a three
judge panel to do it. I am advocating there be a 
panel of judges from which one could be selected. 

PROFESSOR BLAKEY: I'm sorry. I misun
derstood your statement. What you are suggesting 
is that the Chief Judge of the United States or Chief 
Judge of the Circuit or of the District set three 
designated people. 

MR. PHILLIPS: I am not advocating this for the 
Federal law. I am only advocating this for the 
Pennsylvania State law. I think the Federal law is 
fine as it is. I have no problem with it. 

PROFESSOR BLAKEY: It is obvious I misread 
your statement. I'm sorry. 

MR. REMINGTON: You state the proposal of a 
panel of judges for Pennsylvania is to prevent 
judge-shopping? 

MR. PHILLIPS: Yes, it is to prevent· judge
shopping and I think, to be frank, the quality of the 
judges in the state courts is such that to really en
sure that there be a close scrutiny of the applica
tion, the best judges be selected to pass upon it. 

PROFESSOR BLAKEY: We had prior testimony 
before the Commission by the former District At
torney of Philadelphia, Arlen Specter. He indicated 
his experience in Philadelphia was-and I hope this 
is a fair description-that he had never seen a case 
that needed wiretapping to make it. Would your ex
perience correspond to his? 

MR. PHILLIPS: My experience with respect to 
murder cases would correspond to that. But when 
you are talking of corruption cases, high-level gam
bling cases, high-level narcotics cases, you can sit 
back and arrest the street seller or arrest the num
bers writer and occasionally make a police corrup
tion case. But if you are going to engage in any 
creative investigation which is the only way you are 
going to go after organized crime and corrupt 
public officials, I think you have to engage in this 
type of thing. 

The prosecutor that takes the attitude that "my 
job is to take the cases the police department gives 
me and prosecute them to the best of my ability in 
court"-fine, wiretapping is not going to increase 
his performance. 

On the other hand, a prosecutor-and I think the 
prosecutor's function is not that but to engage in in
vestigations himself in conjuction with the law en
forcement agencies and it is the creative, imagina
tive types of investigations that are going to get the 
corrupt officials and members of organized crime. 
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PROFESSOR BLAKEY: Are you suggesting Mr. 
Specter's office didn't include that imaginative, 
creative kind of investigation of officials? 

MR. PHILLIPS: I was in Mr. Specter's office for 
two years. I graduated from law school in 1966 and 
spent two years there before going to New York. 
And· I think Mr. Specter's office probably did an ag
gressive job given what he had knowledge of. But I 
think that wiretapping, legal wiretapping and elec
tronic surveillance could have given him greater 
knowledge of what was going on so he could have 
engaged in much in'ore' imaginative and aggressive 
investigations. 

PROFESSOR BLAKEY: Thank you, Mr. Chair
man. 

The statement Mr. Phillips has made today is 
comparable to the one he gave before the National 
Gambling Commission several weeks ago and I was 
present at that hearing and there were several other 
people who discussed the Philadelphia situation, 
and indeed as it turned out discussed wiretapping in 
the Philadelphia situation, and also particularly 
discussed gambling enforcement. And I wonder if 
the staff couldn't arrange to get the testimony of 
the FBI and the Superintendent of the State Police, 
the Municipal Judge, and also the other relevant 
testimony on Philadelphia wiretapping in gambling 
that was presented to the Gambling Commission in
corporated into the record. I think it would be help
ful to people who read our record and much of it 
was directed to the questions you have asked about: 
Is it worth it in an area like gambling? 

MR. REMINGTON: General Hodson, is that 
possible? 

MR. HODSON: If he can identify thewitness.es. 
STAFF MEMBER: We have already requested it. 
PROFESSOR BLAKEY: I wonder if it could be 

incorporated in the record at this point. 
THE STAFF MEMBER: When it is available. 
MR. REMINGTON: Then, without objection, it 

will be incorporated as part of the record at this 
time and General Hodson and staff will produce 
that necessary material. 

[The Commission on the Review of the National 
Policy Toward Gambling will publish its final report 
and an supplementary materials October 1976.] 

MR. REMINGTON: If I may, Mr. Phillips, I 
would like to ask a question I think you have been 
responding to. 

Tomorrow we will hear from a witness who has 
written in part as follows: 

"Wiretapping and bugging are a dirty business 
and it is now clear that they do not help to solve, 
even prevent, much crime." 

I take it you disagree with that statement? 
MR. PHILLIPS: Yes. 



MR. REMINGTON: How, in your opinion, do 
you explain such widely divergent conclusions 
about whether these methods do in fact help solve 
and prevent crime? In other words, how can we 
have apparently able, conscientious people coming 
to such widely different conclusions on the central 
question of whether electronic surveillance helps 
solve crime? 

MR. PHILLIPS: Well, I think if you go back 40 
years ago or whatever period of time you want to 
take, when people were starting to recognize that 
there was organized crime, as it is now known 
today in this country, and that organized crime was 
starting to take over a lot of the criminal activities, 
such as gambling, narcotics, prostitution, and so 
forth, in this country, and compare it with today, 
you find that organized crime still has control over 
a wide segment of the activity that I have just men
tioned. 

These people then concluded that in light of the 
fact that wiretapping has been legal and engaged in 
by the Federal authorities to a great extent and 
one-party consensual monitoring has as well, there
fore there has been no real impact on organized 
crime and its control over criminal activity. 

And that is, I think, what a lot of people point to 
in support of their argument that the individual 
right to privacy outweighs society'S and law en
forcement's right to engage in electronic surveil
lance. 

But I think, on the other hand, it is possible to 
point to a lot of very significant successful prosecu
tions that have been successful only because of 
wiretapping or other electronic surveillance. 

And I can point from my own experience, for ex
ample, to New York, when I was Chief of the Nar
cotics Unit there, and we came down with an in
dictmel'!t of some 86 major narcotics traffickers in 
April 1973, many of whom were considered the top 
wholesale rlistributors of heroin in the City of New 
York, a11d who would have been virtually un
touched but for certain wiretapping that was en

. gaged in to get these people. 
And I think there are many other instances that 

can be pointed to as well, of major organized crime 
figures that have been prosecuted successfully and 
are behind bars or have served time because of 
being able to get to these individuals through elec
tronic surveillance. 

And I think that is where you get this divergent 
view. 

I think the argument made by individuals that 
electronic surveillance of all types ought to be out
lawed is the reason that it hasn't had the impact 
that it should have had on organized crime. 

MR. REMINGTON: Would it, in your judgment, 
be appropriate in illustrating the point that you 
make, to say that the same thing is true with regard 
to search for physical evidence, that is, there is no 
demonstration that Rule 41 has lowered the in
cidence of crime in this country? 

MR. PHILLIPS: I think that the same argument 
could be made, yes. I know that in other countries, 
for example-and I know in my work with narcotics 
enforcement I had sort of envied those countries, 
such as France and Canada" that hact, I believe, 
what they call writs of assistance that would enable 
law enforcement officers to engage in a search 
without having to establish through a court proba
ble cause to get a search warrant, the same amount 
of probable cause that is required in the United 
States. 

And my information was from people that I 
talked to that this had a good effect, a large impact 
on reducing the amount of heroin trafficking in 
those countries, particularly in France where they 
were able to bust up some significant laboratories 
that were responsible for producing substantial 
quantities of heroin. 

MR. REMINGTON: In other words, the point of 
that testimony is that in your judgment, if the abili
ty to conduct physical searches were broadened, it 
would impact on the incidence of narcotics viola
tions? 

MR. PHILLIPS: r think it probably would, but I 
would be hesitant to advocate that in light of the 
fact that a physical intrusion into somebody's house 
is such that I think in our belief in our freedoms, it 
ought to require that a judicial stamp of approval 
be put on only after the law enforcement agent has 
shown probable cause to go in there to seize the 
contraband. 

980 

MR. REMINGTON: In your judgment, then, can 
any argument be made in behalf of the authority to 
conduct a physical search pursuant to judicial 
authorization that can't also be made in behalf of 
authority to conduct an electronic surveillance? 

In other words, what I am trying to get to is: Can 
an argument be made supporting the right of law 
enforcement to conduct, with court approval, a 
search for physical evidence, and at the same time 
argue against allowing law enforcement to conduct 
electronic surveillance pursuant to a court order? 

MR. PHILLIPS: Well, I would agree with what I 
think Mr. Thompson said about the difference 
between a search which is directed specifically to a 
house or an individual and only for a specific time, 
one instance, whereas the interception or the intru
sion into a telephone involves a long period of time, 
overhearing conversations not of just two in
dividuals but as many as 50 or 100 individuals; and 



that there ought to be greater sa?eguards and closer 
judicial scrutiny over the latter than there should be 
over the former, in my opinion. . 

MR. REMINGTON: Is the difference primarily 
the threat to individual liberties, or is the difference 
in terms of the necessity for the authority? In other 
words, I take it what you just said was that you 
could see the need for more restrictions in the area 
of electronic surveillance than is needed in the area 
of physical searches. 

What I want to be clear on is: Is that because 
there is a greater threat to liberty in thp instance of 
the electronic surveillance, or is it because the need 
to conduct physical searches is much greater than 
the need to conduct electronic surveillances? 

MR. PHILLIPS: No, I think it is because of the 
greater threat to individual privacy which I really 
think is what the Fourth Amendment is all about, 
protecting one's right to be left alone and engage in 
private conversations with one's close family, one's 
loved ones, or one's business clients, or whatever. 

I think that is the reason. 
MR. REMINGTON: While we are trying to per~ 

sonalize this, would you say, given the choice of 
having one's home searched or being listened to, 
that it follows it is of less concern to have your 
home searched than it is to be listened to; that 
there is a greater th:-"!at to liberty in being listened 
to than there is to being searched? 

MR. PHILLIPS; Well, I think that there is 
probably a greater intrusion in having one's home 
searched, particularly 'as I have seen law enforce
ment agents search a home pursuant to a search 
warrant, because they really do a job-as they 
should do. 

On the other hand-and with respect to con
versing on the telephone, one can always just as
sume the conversation is being overheard or inter
cepted and engage in such a way as not to reveal 
any private or confidential communications but to 
await seeing the individual in person to do that. 

But is is a pain in the neck to have to live under 
that threat for any length of time and it is an incon
venience as well to have to always worry about 
whether somebody is listening in to your conversa
tion. 

The search, of course, is over with in a matter of 
hours. 

MR. REMINGTON: One final question. 
From your experience in law enforcement, do 

you have a judgment in this country as to whether 
the costs to individual liberties are threatened more 
in the area of arresting people or in the area of 
listening to them? In other words, to clarify the 
question: If you were to attempt to strengthen pro
tections of liberties of individual citizens, in other 
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words, start where the need is greatest as between 
those who are arrested and those who are listened 
to, where would the need for protection be 
greatest? 

MR. PHILLIPS: Well, with respect to the area of 
arrest, I am deeply concerned that individual's 
freedoms are greatly violated when one is arrested 
for exercising one's religious or political beliefs. In 
that area I think arrests can far outweigh the inter
ception of conversations with respect to invasion of 
one's individual rights. 

On the other hand, excluding that segment of 
those types of arrests, I think the overhearing of 
conversations probably creates a greater irtrusion 
of privacy, intrusion of one's individual freedom. 

MR. REMINGTON: All right. 
I thank you very much. 
Are there other questions? 
CHIEF ANDERSEN: No questions. 
MR. PHILLIPS: Mr. Chairman, if I could just 

mention one thing, I noticed when Lt. McFadden 
was testifying you got into a discussion about the 
right of police to overhear conversations coming 
into the police department. 

What happened in Pennsylvania was that after 
the new anti.eavesdropping bill was passed, the 
Pennsylvania Supreme Court came down with a 
decision upholding the right in a particular case of 
the police to record the conversation of an incom
ing call. And this was under the old law which even 
then made it a violation of law to record over the 
telephone, where one party consented, a conversa
tion. And by somewhat convoluted reasoning the 
court ruled that despite the plain language of the 
statute, it was okay. 

However, in response to that decision and after 
the bill had been passed and signed by the Gover
nor, the Legislature passed an amendment with 
very little publicity, where they provided an excep
tion for incoming police calls to be recorded 
without the consent of the caller. 

CHIEF ANDERSEN: Thank you. 
MR. PHILLIPS: I just thought I would clear that 

up. 
MR. HODSON: I would like to ask you one 

question, Mr. Phillips, about illegal wiretapping. 
You mentioned particularly that the police were 
wiretapping each other? 

MR. PHILLIPS: Yes. 
MR. HODSON: Can you tell me from your own 

knowledge, what is the activity of the FBI in the 
area of illegal wiretapping? I assumed you were 
referring to incidents which took place after 1968. 
Has the FBI been active in investigating illegal wire
tappiag? 



MR. PHILLIPS: The FBf-I really do not know. I 
think it is unfortunate that the FBI and the United 
States Attorney did not prosecute that particular in
cident in 1972 of state police engaging in the illegal 
bugging of the room. I think that would have been a 
case that they ought to have-

MR. HODSON: Do you know why they did not? 
MR. PHILLIPS: No, I do not. 
PROFESSOR BLAKEY: Mr. Chairman, could I 

ask that a letter be written to the Department to 
ask why they declined that case and that it be in
serted in the record at this point? 

MR. REMINGTON: A letter written to
PROFESSOR BLAKEY: -to the people in

volved in the case to ask them why they declined. 
MR. REMINGTON: And the people involved 

would be who? 
PROFESSOR BLAKEY: I take it the United 

States Attorney. 
MR. PHILLIPS: The United States Attorney for 

the Eastern District of Pennsylvania. 
MR. REMINGTON: All right; without objection 

that will be done. 
[Note: An informal inquiry by the staff disclosed 

that Philadelphia FBf Agent Jack Howell reported 
the above incident to First Assistant U. S. Attorney 
John Sutton, who indicated that his office was not 
interested in a Federal investigation with a view to 
Federal prosecution, basically on the grounds that 
the incident was a local matter and could be han
dled adequately by local authorities under Pennsyl
vania law.] 

MR. REMINGTON: Mr. Phillips, is there 
anything else you think we should know today? 

PROFESSOR BLAKEY: Mr. Chairman, I have 
two other questions. 

You came in April of '74? 
MR. PHILLIPS: Yes. 
PROFESSOR BLAKEY: The statute comes in in 

November of 1974? 

MR. PHILLIPS: That is when it was passed by 
the Senate. 

PROFESSOR BLAKEY: And I also understand 
from the newspapers in Philadelphia that you have 
had some trouble with your funding from the State 
U:gislature? 

MR. PHILLIPS: That is correct. 
PROFESSOR BLAKEY: Do you think there is 

any relationship with your difficulty in getting fund
ing and this legislation and your coming in on an 
anti-corruption campaign in Philadelphia? 

MR. PHILLIPS. I think there probably is. I have 
been told specifically that-what happened was 
that the bill came up for a vote in the Senate at the 
end of November, and it passed. As a matter of 
fact, two days before it came up for a vote in the 
Senate, the Philadelphia Inquirer-there had been 
nothing on it up until then-wrote an editorial sup
porting the bill. It was in response to that editorial I 
wrote a letter to the Inquirer. Two days later the 
bill passed and I became a sort of front-runner, 
even in that two-day period, of opposing this par
ticular legislation. 

And I have been told that certain Senators were 
quoted as saying afterwards, after the bill was 
passed, "That will teach that SOB in Philadelphia, 
the Special Prosecutor." 

PROFESSOR BLAKEY: Thank you very much, 
Mr. Phillips. 

MR. REMINGTON: Mr. Phillips, we very much 
appreciate your willingness to be with us today. 
Your testimony was very helpful. 

MR. PHILLIPS: Thank you very much. 
MR. REMINGTON: I think that is all except to 

announce that, as you may know, the room is 
changed for tomorrow and it is 1202 Dirksen Build
ing in the morning and 4200 Dirksen Building 
tomorrow afternoon. 

[Whereupon, at 4:25 p.m., the hearing was ad
journed, to reconvene at 9:30 a.m., Tuesday, June 
10,1975] 
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Hearing, Tuesday, June 10, 1975 

Washington, D.C. 
The hearing was reconvened at 9:30 a.m., in 

Room 1202, Dirksen Building, William H. 
Erickson, Chairman, presiding. Commission mem
bers present: William H. Erickson, Chairman; 
Richard R. Andersen, G. Robert Blakey, Frank J. 
Remington, Florence P. Shientag. 

Staff present: Kenneth J. Hodson, Esq, Execu
tive Director; Michael Lipman, Esq., Milton Stein, 
Esq., Margery Elfin, Esq. 

PROCEEDINGS 
CHAIRMAN ERICKSON: Ladies and gentle

men, the Commission will stand convened. 
Today we have the benefit of testimony by some 

of the critics of wiretapping. We will hear from 
some of the most highly regarded individuals, and 
those that probably have the greatest expertise in 
the field of electronic surveillance and have occa
sion to study this statute that we arc attempting to 
review with an eye towards making revisions, cor
rections, and with an eye to privacy. 

The Honorable Ramsey Clark has been delayed 
but should be here by approximately 10 o'clock. As 
all of you know, he is the former Attorney General 
of the United States. 

And our first witness today will be the Honorable 
Herbert Stern, formerly the U. S. Attorney in 
Newark, New Jersey. 

Following his testimony and that of Ramsey 
Clark, we will hear from Professor R. Kent 
Greenawalt of Columbia University, Professor 
Edith Lapidw'l of Queens College in New York, 
Professor Richard Uviller of Columbia University 
Law School, and Professor Herman Schwartz of the 
State Un.versity of New York. 

Some of our witnesses have specific critiques 
concerning electronic surveillance. Judge Stern, for 
example, is here to discuss the thesis of some law 
enforcement authorities that non consensual elec
tronic surveillance is unnecessary in investigations 
of organized political corruption. 

Professors Greenawalt, LapidUS, and Uviller have 
comments on specific aspects of the wiretapping 
statute which they believe need revision. 

On the other hand, Attorney General Clark and 
Professor Herman Schwartz have broader-based 
objections as to the use of electronic surveillance. 
They will present the general case against wire
tapping. 
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Before calling Judge Stern, I would point out to 
the members of the Commission that the work of 
the Commission is proceeding towards completion, 
and as we look at the testimony that has been 
presented, and will yet be presented in the future, 
we should give serious consideration to the findings 
and recommendations that this Commission will 
make. 

And at an early meeting following this meeting, I 
would hope that all members of the Commission 
would be in a position to make their specific 
recommendations and their specific suggestions re
garding findings that should flow from the 
testimony and exhibits that have been offered in 
connection with this Commission's work. 

Our report will be in the state of preparation for 
a period of months. We will be working on that re
port, making recommendations, making critiques, if 
you will, of the work that has been done, but hope~ 
fully the work that is put together will suggest by its 
own terms what can be done to assist in the use of 
wiretapping as a tool, provided constitutional 
safeguards are followed, and also in protecting 
rights of privacy. 

I believe before introducing Judge Stern, General 
Hodson has some matters he would like to put on 
the record. 

MR. HODSON: Mr. Chairman, in preparing for 
this hearing, we addressed letters with enclosed 
questionnaires to some 10 organizations and some 
20 individuals who appear to have an interest in 
electronic surveillance, the subject we are studying. 

I would suggest that for the record we include a 
list of those organizations and individuals to whom 
requests were made for comments, together with a 
copy of the questionnaire which we submitted to 
each one of them, and their replies to our letter. I 
suggest they be made a part of the record. 

CHAIRMAN ERICKSON: If there are no objec
tions to that recommendation, the recommendation 
will be followed. The questionnaire will be filed and 
made a part of the record, and the answers thereto 
are also included as part of the record of this Com
mission. 

[The documents referred to follow.] 

QUESTIONNAIRE; ELECTRONIC SURVEILLANCE 
CRlTICS 

1. Please describe your background, interest in electronic sur
veillance legislation, and experience with the topic. 



2. Do you believe non·consensual electronic surveillance I>: 

necessary for the investigation of ongoing criminal conspiracies 
or organized criminal activity? Is it necessary in the investigation 
of narcotics rings? Gambling rings? Are alternative investigative 
means such as use of informants or undercover agents preferable 
to electronic surveillance under court order? 

3. Is the list of crimes for which court·ordered electronic sur· 
veillance may be authorized under Federal law adequate? 
Should it be more limited? Should court·ordered electronic sur· 
veillance be P' ~;nitted for investigation of violent crimes such as 
murder, kidnapping, terrorist attack, insofar as the crimes might 
be solved or prevented through non·consensual surveillance? 

4. Should electronic surveillance upon consent of one party tv 

the conversation be proscribed? If so, should there be an excep· 
tion authorized for law enforcement purposes? Should it be sub· 
ject to court·order? Should it be subject to any type of regula· 
tion or reporting? 

5. Is responsibility for authorization of an application for 
court·ordered electronic surveillance properly placed with State 
and local prosecutors, as well as with the United States Attorney 
General or any Assistant Attorney General designated by him? Is 
the Federal system too centralized? Are the State systems too 
decentralized? 

6. Is there a role for greater judicial supervision during the 
course of a court·ordered electronic surveillance? Should 
progress reports to the issuing Judge be required by law? Is there 
need for the provision authorizing emergency interceptions? 
Should emergency interceptions be subject to prior judicial ap· 
proval? 

7. Is the initial 30 day authorization period for a wiretap or 
"bug" too lengthy? What would be an adequate period for initial 
electronic surveillance? Should a mandatory limit to the number 
of times an electronic surveillance order may be extended be set 
forth in the statute, even if extended conspiracies are involved? 
Is the provision permitting postponement of notice of the elec· 
tronic surveillance to persons intercepted necessary, so that an 
extensive investigation may continue without exposure? 

8. Should standards for minimization of electronic surveillance 
interceptions be set forth in the statute? What minimization stan· 
dards would you suggest? 

9. Should statutory distinctions be made between wiretapping 
a telephone and "bugging" a premises? Should an applicant for 
an order to bug a premises be required to specify whether a 
breaking and entering is required to plant the "bug" and tv ob· 
tain explicit court authorization for this procedure? 

10. ls privacy best protected by storage under seal of tapes ob· 
tained through electronic surveillance for a ten·year :1.eriod as 
now required? Can and should a means be devised to maintain 
information on criminal activities obtained through electronic 
surveillance permanently, while protecting non·criminal infor· 
mation from disclosure? Could the tapes be destroyed earlier 
than 10 yea,rs if the law provided for notice to all parties and a 
hearing? 

II. Do you have any suggestions as to what information 
should be included for publication in reports to the Administra· 
tive Office of the United States Courts concerning each wiretap? 
Are they necessary? What other facts should be reported? Con· 
sensual taps? Illegal taps? 

12. Is the Federal law effective in its prohibition of manufac· 
turing, distribution, possession and advertising of wire or oral 
communication interception devices for purposes not related to 
the needs of a communications common carrier or of lawen· 
forcement? Should manufacturers of such equipment be subject 
to Iice,lsing? Do you have any other suggestions for stemming 
proliferation of this equipment? There have been a number of 
reports in the media of illegal wiretapping by local police 
(Houston, Williamsport (PA), Cedar Rapids (Ia), ?'~YC. Do you 
have any views as to the competency of the FBI to investigate 
such cases? Is there an alternative~ 

13. Is the exception granted to communications common car· 
riers to intercept communications insofar as necessary to the 
protection of the rights or property of the carriers of such com· 
munications too broad? Should the statute explicitly proscribe 
interception of telephone communications of employees in an 
office by the employers? What of companies which conduct 
most of their business by telephone, such as airlines reserva· 
tions? Is there any expectation of privacy in communications by 
an employee on a business telephone? If so, how should that ex· 
pectation be defined? 

Organizations 
American Bar Association, Washington, D.C. 
American Civil Liberties Union, New York, N.Y. 
Americans for Effective Law Enforcement, Evanston, II· 

Iinois 
Association of the Bar of the City of New York, New York, 

N.Y. 
Association of Trial Lawyers of America, Cambridge, Mass. 
National Association of Attorneys General, Raleigh, North 

Carolina 
National Association of Criminal Defense Attorneys, 

Austin, Texas 
National District Attorneys Association, Chicago, III. 
National Lawyers Guild, Electronic Surveillance Project, 

San Francisco, Calif. 
National Legal Aid ana Defender Association, Washington, 

D.C. 
Individuals 

Professor Frank Askin, Rutgers University, Newark 
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William J. Bender, Esq., Rutgers University, Newark 
Professor James G. Carr, University of Toledo College of 

Law 
Hon. Ramsey Clark, New York, N.Y. 
Professor Samuel Dash, Georgetown University Law Center 
Mr. Fred East, Office of the District Attorney, Los Angeles, 

Calif. 
Professor B. F. George, Jr., Wayne State University 
Professor R. Kent Greenawalt, Columbia University 
Philip J. Hirschkop, Esq., Alexandria, Va. 
Professor Fred E. [nbau, Northwestern University 
Professor Edith Lapidus, Queens College, N.Y. 
Jack J. Levine, Esq., Philadelphia, Pa. 
F. Russell Millin, Esq., Kansas City, Mo. 
Hon. Frank Rizzo, Mayor, Philadelphia, Pa. 
Charles Rogovin, Esq., Newton, Mass. 
Steven Sachs, Esq., Baltimore, Md. 
Henry Sawyer, Esq., Philadelphia, Pa. 
Professor Herman Schwartz, S.U.N.Y., Buffalo 
Professor Louis B. Schwartz, University of Pennsylvania 
Professor Ralph S. Spritzer, University of Pennsylvania 
Jur!&", Herbert Stern, Newark, N.J. 
Professor Telford Taylor, Columbia University 
Professor Michael E, Tigar,UCLA 
Professor H. Richard Uviller, Columbia University 

Columbia University in the City of New York 
New York, N.Y. 10027 

SCHOOL OF LA W 

National Commission for the Review of 
Federal and State Laws relating to 
Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

435 West I 1 6th Street 
May 8,1975 



Attention: Kenneth J. Hodson, Executive Director 

Dt'ar Mr. Hodson: 

I have reviewed with interest the questionnaire submitted with 
your letter of April 30th. On some of the points I have strong 
views, while others are remote to my experience and reflection. 
So I will answer some of the questions and pass over those con
cerning which I do not think I have anything to contribute. 

1. In private practice I have occasionally touched Fourth 
Amendment problems. In conducting constitutional law classes I 
have paid a good deal of attention to this subject. See also the 
first part of my book Two Stlldies in Constitlltional Interpretation 
(1969), which deals in part with electronic surveillance. 

2. My answer here should be read in conjunction with my 
answer to No.9. Assuming that no clandestine entry is involved, 
I believe that electronic surveillance is helpful, if not necessary, 
for the investigation of the kind of crimes referred to in your 
question. 

3. I believe that t: list of crimes authorized in Federal law is 
much more than adequate. Electronic surveillance involves a 
serious invasion of privacy and its use should be restricted to 
serious crimes. 

4. I do not believe that it is necessary to prohibit surveillance 
where one of the parties has consented, though there may be 
particular circumstances where I wQuld take another view. 

6. I do not place a high value on judicial supervision in this 
area, because the problems seem to me much more prosecutl)ri
al and administrative than judicial. 

9. By all means an applicant for a court order should be 
required to specify whether the surveillance involves a clan
destine entry. In my view, such a procedure shOUld virtually 
never be authorized. Certainly, it should not be used to gather 
evidence for criminal prosecution. There may be circumstances 
where it would be justified for national intelligence or security 
reasons. But it is an anomolous, dangerous and, in my view, un
constitutional procedure which shOUld have no place in law en
forcement. 

Very truly yours, 

Henry Wade 
District Attorney 

lSigned) Telford Taylor 

Dallas County Government Center 
Dallas, Texas 75202 

June 9,1975 

Mr. Patrick F. Healy, Executive Director 
National District Attorneys Association 
211 East Chicago Avenue, Suite 1515 
Chicago, Illinois 60611 

Dear Mr. Healy: 

Enclosed please find answers to the questionnaire sent to our 
office concerning wiretapping and electronic surveillance. 

Mr. Wade asked me to respond for our office as I have had 
some exposure to the issues involved. If I can be of further ser
vice, please iet me know. 

Sincerely, 

JRO/ss 
Enc!. 

[Signed) J. R. Ormesher 
Assistant District Attorney 

Dallas COllnty, Texas 

TO; Mr. Patrick F. Healy, Executive Director National District 
Attorneys Association 
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FROM: J. Russell Ormesher 

RE: Federal and State Laws Relating to Wire Tapping and Elec
tronic Surveillance 

DATE: JUne 9,1975 

L I work as the Chief Felony Prosecutor for the District Attor
ney's Office in Dallas, Texas and have been employed as a 
prosecutor with that office for eight years. I have worked also 
as Executive Director of the Texas Law Enforcement Legisla
tive Council and as such have actively sought the adoption of 
an electronic surveillance enabling statute for the State of 
Texas, which Texas presently does not have. In that connec
tion I have found it necessary to study the Federal statute and 
to do considerable reading on the topic. Also I have had op
portunity to talk to various law enforcement officers around 
the State of Texas concerning their views on electronic sur
veillance and the need for a state statute in Texas. 

2. (a) I strongly believe that non-consensual electronic surveil
lance is necessary for the investigation of criminal conspira
cies and organized crime activity. 
(b) Electronic surveillance is needed for use against narcotics 
rings and gambling rings. 
(c) I believe that alternative investigative means are prefera
ble to electronic surveillance under court order in certain cir
cumstances. However, it has been our experience locally that 
use of informants and undercover agents is of limited effect 
and when used heavily become less effective the longer the 
procedure is used and therefore there must be a supplement to 
these activitie::. and the supplement which I see as being 
strongly necessary is that of electronic surveillance under the 
court order. 

3. (a) I believe the list of crimes for which court ordered elec
tronic surveHlance may be authorized under federal law is 
adequate. 
(b) I would not limit this list any further. 
(c) I would not eliminate the use of ele..:tronic surveillance as 
a tool for solving the offenses of murder, kidnapping and ter
rorist attacks simply because they might be solved or 
prevented through other types of surveillance. 

4. (a) Electronic surveillance upon consent of one party to the 
conversation should not be proscribed. If a person publishlls 
his thoughts to an individual, he should have no expectation of 
privacy and should not be heard to complain if the conversa
tion is recorded. 
(b) If such surveillance were proscribed most certainly there 
should be an exception for law enforcement purposes inclUd
ing the right of prosecutors to engage in such type of surveil
lance. This is particularly needed as the American Bar As
sociation is making attempts to prohibit attorneys from engag
ing in recording of conversations with other parties without 
telling them that the conversation is being recorded. This in 
my opinion would be advc:se to the prosecutors right to 
adequately prepare his criminal case. 
(c) No, this type of surveillance should not be subject to court 
order. . 
(d) This type of surveillance should not be subject to regula
tion or reporting. I do not perceive the activities set out in 
question four as truly being surveillance. These activities 
merely seek to preserve what an individual is hearing and 
should not be SUbject to the protection of use of warrants. 

5. (a) [ believe the responsibility for authorization is properly 
placed with state and local prosecutors as well as the United 
States Attorney General. 
(b) I do not believe that the federal system is too centralized. 
(c) Nor do I believe that the State systems are too de-central
ized. 

6. (a) I do not believe that the judiciary needs to take a stronger 
role in supervision of court ordered electronic surveillance 
than that required in the federal statutes. 
(b) Yes, progress reports should be made to the issuing judge. 



(c) Yes, there is a need for the provision authorizing emergen
cy interceptions. 

7. (a) The initial 30 day authorization is not too lengthy. 
(b) I believe that the 30 day period is adequate. 
(c) I do not believe there needs to be a mandatory limit on the 
number of times an electronic surveillance order may be ex
tended. This is a matter that should be left to the discretion of 
the court. 
(d) The provision permitting postponement of notice of the 
electronic surveillance is absolutely necessary in some situa
tions. 

8. (a) I do not believe standards for minimization should be set 
forth in the statute. If the requirements of probable cause are 
meant, I do not feel that this type of investigative tool should 
have any more limitations placed on it than, for example, the 
search of an individual's home. 

9. (a) I do not believe that statutory distinctions need to be 
made between wire tapping a telephone and bugging a 
premises other than these suggested in the following answer. 
(b) An applicant for an order to bug premises should be 
required to specify whether breaking and entering is required 
and should obtain explicit court authorization for the 
procedure. 

10. (a) I have no disagreement with the storage for ten year 
period as now required other than as set out in the following 
answer. 
(b) Means should be devised to maintain information on 
criminal activities obtained through electronic surveillance 
permanently. These means should prevent dissemination of 
non-criminal information. 
(c) There should be a procedure provided for the destruction 
of the tapes where notice is made to all parties and a hearinc 
procedure is provided. 

11. (a) r have no suggestions for additional data. 
(b) I believe these reports are necessary as a means of evaluat
ing the effectiveness of the use of electronic surveillance and 
of monitoring the use of this activity. 
(c) I have no suggestion concerning what other facts should 
be reported. 
(d) I would not require the reporting of consensual taps. 
(e) Information concerning illegal taps should be gathered. 

12. (a) I do not possess adequate data or experience in this area 
to form an adequate opinion. 

13. (a) I am not familiar with the "activities of communications 
common carriers and have no opinion as to the breadth of the 
exception granted to them concerning intercepting communi
cations. 
(b) I do not believe that the statute should proscribe intercep
tion of telephone communications of employees in an office 
by the employer. 
(c) My answer would be the same concerning companies 
which conduct most of their business by telephone. 
(d) I believe there is an expectation of privacy in communica
tion by an employee on a business phone but I do not believe 
that this expectation should run as to the employer who pro 
vides the office and telephone that is being used. 
(e) The expectation should be defined in a manner that would 
eliminate the employer from the field of expectation. 

STEPHEN 1. McEWEN, JR. 
District Attorney 

Delaware County Court House 
Media, Pennsylvania 19063 

June 30,1975 

FROM: STEPHEN J. McEWEN, JR., DISTRICT A TIORNEY 
TO: NATIONAL DISTRICT ATTORNEYS ASSOCIATION 
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RE: ELECTRONICS SURVEILLANCE QUESTIONNAIRE 

I. For the past seventeen years I have practiced the profession of 
the law, a significant part of that time having been spent in the 
trial of criminal cases, representing defendants for the first few 
years in the office of the Philadelphia Public Defender and 
subsequently representing defendants in my private practice 
and for the past eight years having served as District Attorney 
of Delaware County, Pennsylvania, a jurisdiction of more than 
600,000 pcople and a staff of approximately 30 Assistant Dis
trict Attorneys. 

2. My basic belief is that there should be a general prohibition of 
non-consensual electronic surveillance with the sole exception 
being where matters of national security are invohed. Almost 
any method of gathering information is preferable to elec
tronic surveillance. All of the answers to this question are 
based upon the premise that my desire to generally prohibit all 
electronic surveillance is not acceptable and, therefore, it is 
necessary to make some adjustments in my point of view. 
Therefore, a mention of any preference or any alternative is 
simply an expression of my view in light nf the fact that a 
general prohibition is not accepted. 

3. In my opinion 18 U.S.C. 2516 should be limited to subpara
graph (a) which deals with national security and the use of 
electronic surveillance for any other purpose should be 
prohibited, although would permit such surveillance in con
nection with the crimes of murder and terroristic attack but 
would restrict the use of such information gained from such 
surveillance to investigative purposes and would not permit 
such infc.rmation to be used as evidence in any legal proceed
ing or prosecution. 

4. Generally, electronic surveillancl! upon consent of one party 
to the conversation should be prohibited, but an exception 
should be permitted in the case of a lease or fire communica
tion centers since it is desirable for the personnel of such an 
agency, while acting in the performance of their duties, to 
record conversations to preserve their accuracy. This excep
tion should be limited to situations where the individual would 
no longer have a reasonable expectation of privacy and should 
not be extended to any conversation to which a law enforce
ment official is a party but should be limited to those conver
sations where the assistance of law enforcement or tire 
fighting or prevention agencies render assistance (current 
Pennsylvania law, 18 P.S. Section 5705, prohibits the record
ing of such conversations without a Court Order. This is an 
anomalous situation which deserves prompt statutory amend
ment). 

5. Since I start from the premise that the use of electronic sur
veillance should be strictly limited, the fewer officials that 
have power to authorize an application the better; therefore, I 
consider the federal limitation proper, and would limit the 
state power to authorize to the Attorney General or a specifi
cally designated Assistant Attorney General. 

6. 18 U.S.C. 2518 (b) should be amended to read ... the Order 
must require reports ... at such intervals as the judge may 
require, but not later than 15 days after the issuance of the 
Order and every 15 days 'hereafter for as long as the surveil
lance continues. Emerget.~y situations should also require 
prior judicial approval. 

7. In my opinion an unsupervised 30 day authorization is too 
lengthy, but could be cured by a system of interim reporting. 
There should be stricter criteria set for the approval of exten
sions, quite possibly it would be preferable to require that all 
extensions be approved by the majority of a three judge panel. 
Since the invasion of the privacy of the individual is the main 
offense, delay in giving him notice would not substantially add 
to the infringement of his rights. 

8. Yes, I agree with the Court of Appeals for the District of 
Columbia, "Where the probability is high that persons not 
under investigation will be using the tapped telephone or that 



content of calls will not pertain to subject matter of investiga
tion, Government should adopt procedure to limit intercep
tion of those calls", U.S. vs. James, 494 F2d 1007. The exact 
method to be used remains to be discussed and considered. 

9. There should be a distinction made between the two methods 
of surveillance in that two separate zones of privacy are in
volved, and if a breaking and entering is required the Court 
should be so informed in order that it can give the proper 
weight to that particular intrusion into the Fourth Amendment 
rights of the subject. 

10. The sooner that tapes containing nonessential information 
are destroyed the better and once any tape has satisfied its in
vestigative fUnction, it should be destroyed. It strikes me that 
rather than have the government be permitted to destroy tapes 
only after notice and hearing, it is by far preferable to reverse 
the onus and then only provide for tapes to be destroyed un
less and until the government secures Court approval, after 
notice and hearing, or a longer period of preservation. 

t 1. I would suggest that the report include the number of con
versations that were nonessential to the investigation, and a 
statement as to what precautions were being used to avoid the 
interception of these nonessential calls. 

12. It is obviously not wholly effective, as this type of activity 
continues. The licensing of manufacturers and distributors of 
such equipment, along with the establishment of a separate 
agency to enforce the regUlations and prosecute the violators 
might be more effective, but the cost has to be weighed 
against the potential benefit. 

13. Common Carriers-In my opinion there should be a stricter 
limitation placed on the type of disclosure and a very high 
minimum fine if found to be abusing the privileged exception. 
Employees-Even though the employee would no longer have 
an expectation of privacy, the other party to the conversation 
would, and any such recording would violate that expectation. 
Airlines, etc.-These companies have sound economic reasons 
for recording conversations, but in the general interest of pro
tecting the privacy of all, these economic interests must be 
subordinated to the common good. 
Employee-Business phone-The employee may not have an ex
pectation of privacy but th() other party to the conversation 
does and, therefore, no interception should be permitted. 
Every man has a basic right as a person and an individual to 

anticipate that any conversation in which he engages will not go 
beyond the immediate reach of his voice but if he is aware of the 
likelihood or possibility of interception, such as communications 
by radio, that individual can be assumed to have waived his right 
to privacy. 

State of Louisiana 
DEPARTMENT OF JUSTICE 

7th FLOOR William J. Guste, Jr. 
ATTORNEY GENERAL 2-3-4 LOYOLA BUILDING 

NEW ORLEANS 70112 

June 27, 1975 

Mr. Kenneth J. Hodson, Executive Director 
National Commission fo1' the Review of 
Federal and State Laws Relating to 
Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Hodson: 

My office has received a copy of the Commission's Electronic 
Surveillance Questionnaire from the Committee on the Office of 
Attorney General. 
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Pursuant to their invitation and under my direction, the Or
ganized Crime and Racketeering Section of the Louisiana De
partment of Justice has drafted our response, which is enclosed 
herewith for your convenience and perusal. 

If we may be of any further assistance to you or the Commis
sion, please do not hesitate to call on us. 

Very truly yours, 

Enc!. 

{Signed} William J, Guste, Jr. 
Attorney General 

State of Louisiana 

National Association of Attorneys General 
Committee on the Office of Attorney General 

1516 Glenwood Avenue 
Raleigh, North Carolina 27608 

TO: Organized Crime Control Contacts 
FROM: Richard Kucharski, Organized Crime Control Coordina
tor 
SUBJECT: NATIONAL WIRETAP COMMISSION 
QUESTIONNAIRE 
DATE: May 20,1975 

enclosed you will find a letter and a questionnaire from the 
National Commission for the Revi~w of Federal and State Laws 
Relating to Wiretapping and Electronic Surveillance. The Com
mission has asked COAG to distribute these materials and invite 
your comments on the federal electronic surveillance law. 

If you feel it is appropriate, please forward these materials to 
your Attorney General for comment, 

RESPONSE TO ELECTRONIC SURVEILLANCE QUESTION
NAIRE 

1. The Organized Crime & Racketeering Unit of the Louisiana 
Department of Justice was established two years ago. Its primary 
purpose is the gathering of intelligence data relative to certain 
organized crime activities, including gambling, prostitution, nar
cotics, extortion, and various frauds. Staffed with six attorneys, 
the Unit is also capable of bringing certain cases to trial in 
cooperation with various district attorneys throughout the State. 
Consequently, we have great interest in electronic surveillance 
legislation, and at least one case brought to trial by this Unit 
dealt extensively with the law related to electronic surveillances. 

It should be noted at the outset that while L.R.S. 14:322 
generally bestows the power of wire interception on law enforce
ment agencies throughout the State, the Section does not con
form to tlie guidelines set out in Title 18:2516 of the United 
States Code. Accordingly, Louisiana has no general wiretap law. 
The only legal basis for obtaining wiretap evidence in this State 
is through the judicially established consensual eavesdropping 
rules laid down most recently in United States v. White, 401 U.S. 
745, 91 S.Ct. 1122, 28 L.Ed. 2d 453 (1971). There is no out
standing authority for non-consensual electronic surveillance. 

2. We believe that non-consensual electronic surveillance is 
necessary for the investigation of ongoing criminal conspiracies 
or organized criminal activity, be it narcotics rings, gambling 
rings, or whatever, While the use of informants, undercover 
agents and consensual eavesdropping do provide a means for ob
taining some of the evidence which may also be obtained by 
non-consen5ual eavesdropping, we consider them to be less ef
fective against SOphisticated criminal types who are inclined to 
withhold their activities from detection through normal police 
procedures. Non-consensual eavesdropping appears to be the 
more efficient, effective, and safest means of obtaining the 
necessary evidence to investigate and prosecute criminal mat
ters, particularly in situations involving prospective offenses such 
as extortion and bribery, 



3. The list of crimes for which court-ordered electronic sur
veillance may be authorized under federal law is adequate. Cer
tainly, it should not be more limited. We specifically note that 
paragraph 2 of Section 2516 of Title 18 provides what appears 
to be an appropriate catch-all for all violent crimes, and we feel 
that it should be used accordingly. 

4 .. Electronic surveillance, upon the consent of one party to 
the conversation should not be proscribed. This is the only 
means by which such evidence presently may be obtained in 
Louisiana. Further, we note that Mr. Justice White, in his 
opinion in the case of United States v. White, supra., dealt with 
the policy considerations behind permitting the use of consen
sual eavesdropping evidence. Generally, he observed that a party 
to the conversation could remember it or make notes or do 
whatever else that would be necessary in order for him to render 
an accurate account of the conversation. He noted that tape
recording the occurrence is the most accurate means of 
reproducing the conversation. Assuming that a satisfactory chain 
of evidence can be established, the only disadvantage to the de
fendant, against whom evidence obtained during a consensual 
eavesdropping is introduced, is that his lawyer cannot cross-ex
amine the other party on the accuracy of his recollection of the 
conversation. Accordingly, we do not believe that such surveil
lance should be subject to a court order, nor do we believe that 
it should be subject to any type of regulation or reporting. 

5. The responsibility for authorization of an application for 
court-ordered electronic surveillance is properly placed with 
state and local prosecutors, as well as the United States Attorney 
General or any Assistant Attorney General designated by him. 
We note that since the legal procedures in obtaining a court-or
dered surveillance are quite similar to those involved in obtain
ing a search warrant, the prosecutor is the only authority 
equipped to make application for such order. 

6. We do not believe that greater judicial supervision during 
the course of a court-ordered electronic surveillance is needed. 
Progress reports to the issuing judge should not be required by 
law. Generally, we agree that there is need for the provision 
authorizing emergency interceptions, but that such emergency 
interceptions should be subject to some sort of judicia.! approval 
to insure the Fourth Amendment rights of the potentially ag
grieved person. 

7. We agree with the thirty-day authorization period as set out 
in the present wire-tap law. Each case necessarily rests on its 
own facts. Consequently, it would appear unnecessary and un
wise to set a mandatory limit as to the number of times an elec
tronic surveillance order may be extended. Likewise, the facts of 
any given case may demand that notice of the electronic surveil
lance to persons intercepted be postponed so that the investiga
tion may continue without exposure. 

8. Standards for minimization of electronic sllr/eillance should 
not be set forth in a statute. Rather, we deem it more ap
propriate for the issuing court to do so in its order. In this way 
the scope of each surveillance could be tailored to the given 
facts of the case. 

9. Statutory distinction should not be made between wire
tapping a telephone and electronic surveillance of a premises. 
We note that this distinction was specifically rejected by the 
United States Supreme Court in Katz v. The United States, 389 
U.S. 34788 S.Ct. So. 7, 19 L.Ed.2d 576 (1967). Accordingly, 
we believe that the same rule should apply to intercepted com
munications whether they be by telephone tap or by electronic 
surveillance of a premises. However, where entry into the 
premises is desired, a provision to that effect should be con
tained in the court order. 

10. We believe that privacy is adequately protected by the 
stof3ge under seal of electronic surveillance tapes for a ten-year 
period as presently required by the law. We see grave dangers in 
permanently maintaining and collating data obtained through 
electronic surveillances; however, we see no reason why the 

tapes should not be destroyed earlier than ten years if the law 
provided for notice to all parties of a hearing. 

11. We do not believe that any information obtained from any 
wiretaps should be included in reports to the administrative of
fice of the United States Courts. For statistical purposes only, we 
would recommend that the office be informed every time a non
consensual tap has been completed. 

12. The federal law appears to be relatively effective in its 
prohibition of manufacturing, distribution, possession and adver
tising wire or oral communication interception devices for pur
poses not related to the needs of a communications common 
carrier or of law enforcement. However, it appears to us that the 
statute is limited inasmuch as its scope is limited to interstate 
commerce, and further regulation would appear to be necessary 
at a state level. We know of no reason which would lead us to 
believe that the FBI is not equipped to investigate cases of illegal 
wire-tapping by local police. 

13. We do not believe that the exception granted to communi
ca~k'ns common carriers to intercept communications insofar as 
is necessary to the protection of the rights or property of the car
riers of such communications, is too broad. The statute wisely 
draws a distinction. It provides the exemption where the infor
mation is received in the ordinary course of conducting necessa
ry business activities. In other words, information which appears 
to come to the carrier purely coincidentally is not covered. On 
the other hand, it proscribes a systematic scanning of the com
munications network for the sole purpose of gaining information 
relative to crime. 

Generally, our office supports the statement of Henry E. 
Petersen, Assistant Attorney General, Criminal Division, before 
the Sub-Committee on Courts, Civil Liberties in the Administra
tion of Justice Committee on the Judiciary House of Representa
tives concerning wire-tapping and electronic surveillance, dated 
April 26, 1974. That statement points out that much of Title III 
was drafted to meet the constitutional requirements for elec
tronic surveillances as laid down in various decisions of the 
United States Supreme Court. 

In commenting on the effectiveness of electronic surveillance, 
Mr. Petersen said: 

We maintain that electronic surveillance techniques are, to 
date, the most effective method to bring criminal sanctions 
against organized criminals, and are indispensable in develop
ing witnesses with corroborating testimony, and generally in 
providing a useful tool in the evidence-gathering process. The 
Department's most notable success with the use of electronic 
surveillances has been against organized crime controlled 
gambling enterprises. However, surveillances have also proved 
extremely useful in detecting and arresting violators of the 
other crimes listed in Section 2516 of Title 18. Our successes 
require us to recommend that Title III remain unchanged. 
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Harry F. Connick 
District Attorney of New Orleans 

StNe of Louisiana 

.July 14, 1975 

Mr. Patrick F. Healy, Executive Director 
National District Attorneys Association 
21 I East Chicago Avenue 
Chicago, Illinois 60611 

Dear Pat: 

Enclosed you will find my response to the questionnaire per
taining to wiretapping and electronic surveillance. 

Sincerely, 

Enclosure 

[Signed] Harry F. Connick 
District Attorney 



(1) Presently, District Attorney of New Orleans, the largest 
urban area in the State of Louisiana. Formerly, Chief of 
Criminal Division, U.S. Attorney's office, Eastern District of 
Louisiana. Formerly, Chief of Criminal Division of Legal Aid 
Society-New Orleans. 
(2) 

(a) Yes. 
(b) Yes. 
tc} Yes. 
(d) Electronic surveillance is preferred because there is no 

credibility problem (as is the case with informants) and there 
is no elusive memory problem (as is the case with undercover 
agents testifying about specific words used in a conversation 
that took place months before trial). 

(3) 
(a) 18 U.S.C. Section 2516 is co, Iprehensive enough. 
(b) No. 
(c) Statistics show that most murders are committed in the 

heat of passion among people who know one another and 
many other murders are committed in the course of other 
criminal activities (armed robberies, rapes, burglaries, etc.) 
that don't require any degree of planning. It is unlikely that 
electronic surveillance will enable law enforcement officials to 
prevent these crimes. On the other hand, once the suspects 
have been narrowed down, electronic surveillance may assist 
the police in solving these crimes. 

(4) 
(a) The answer is, emphatically, no, hecause if this kind of 

legislation passes into law, it would wipe out the "misplaced 
confidence" f' ,Ie established by the United States Supreme 
Court. See United States v. White, 401 U.S. 745 (1971); Hoffa 
v. United States, 385 U.S. 293 (1966); Lewis v. United States, 
385 U.S. 206 (1966); Osborn v. United States, 385 U.S. 323 
(1966); and Lopez v. United States, 373 U.S. 427 (1963). 

(b) If the kind of law proposed in the first sentence of para
graph 4 passes into law, the second sentence would kill it, and 
the state of the law would be the same as if there were no such 
law to begin with. 

(c) In Osborn, supra, there was a prior judicial order 
authorizing the type of electronic surveillance conducted. But 
it seems senseless as long as one party consents thereto. 

(d) The best idea contained in par:lgraph 4 is the last sen
tence. As long as one party consents, there shouldn't be any 
regulations imposed. 

(5) 
(a) Yes. Whoever has jurisdiction over the criminal activity 

under investigation should have the authority to approve 
wiretap applications prior to making application for judicial 
authority. 

(b) Congress, in 18 U.S.C. Section 2516(1), made a 
preliminary approval of submission of wiretap applications a 
central safeguard in preventing the abuse of this means of in
vestigative surveillance and intentionally restricted the catego
ry of federal officials who could give such approval to only the 
Attorney General himself or any Assistant Attorney General 
he might specifically designate for that purpose. Failure to 
secure approval of one of these individuals prior to making ap
plication for judicial authority to wiretap renders the court 
authority invalid and the interception of communications pur
suant to that authority "unlawful" within the meaning of 18 
U.S.C. Section 2518(1O)(a)(i). 

Failure to correctly report the identity of the person 
authorizing the application, however, when in fact the Attor
ney General has given the required preliminary approval to 
submit the application, does not represent a similar failure to 
follow Title III (of the Omnibus Crime Control and Safe 
Streets Act of 1968, 82 Stat 211-225, 18 U.S.C. Sections 
2510-2520) 's precaution against the unwarranted use of wire
tapping or electronic surveillance and does not warrant the 
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suppression of evidence gathered pursuant to a court order 
resting on the application. United States v. Chavez, 416 U.S. 
562(1974). 

The prr,hlem rests with centralization, rather than decen
tralization, smce it is the judicial officer who has the last word 
on whether or not wiretapping or electronic surveillance is 
authorized. 

(6) 
(a) Yes. This was the case in United States 1'. Kahll-U.S.-. 

14 Cr.L. 3101 (1974), where judge Campbell entered an 
order approving the application for electronic surveillance. 
The authorization order further provided that status re
ports were to be filed with Judge Campbell on the fifth and 
tenth days following the date of the order, showing what 
progress had been made toward achievement of the order's 
objective, and describing any need for further interceptions. 

(b) Progress reports should be required to safeguard the 
Fourth Amendment guarantee against arbitrary invasions by 
government officials of an individual's privac\' and security. 

(c) Some sort of emergency provision must be set forth. By 
way of analogy, automobile searches conducted without the 
benefit of a warrant are legal under limited circumstances. 

(7) 
What is an "adequate period" of surveillance depends on 

the facts of each particular case. A case-byecase determination 
by the judicial officer involved is a far better idea than a fixed, 
rigid rule. 

(8) 
18 U.S.C. Section 2516 is sufficient. 

(9) 
No. Because there is no legal distinction between 

"wiretapping a telephone" and "bugging a premise". The 
basic purpose of the Fourth Amendment is to safeguard the 
privacy and security of individuals against arbitrary invasions 
by government officials. 

(10) 
(a) Privacy is "best protected" by storage under seal for

ever. But there are other considerations that outweigh an in
dividual's right of privacy. 

(b) Yes. 
(c) Yes. 

(11 ) 
18 U.S.C. Section 2519 requires that the judge who issues 

or denies an interception order to report his action and certain 
information about the application, including the "identity of 
the person authorizing the application" within 30 days, to the 
Administrative Office of the United States Courts. Section 
2519 (1 )(f), An annual report of the authorizing officials 
designated in Section 2516 must also be filed With that body, 
and is to contain the same information with respect to each 
application made as is required of the issuing or denying 
judge. Section 2519 (2)( a). Finally, a summary of the infor
mation filed by the judges acting and the prosecutors approv
ing their submissions is to be filed with Congress in April of 
each year by the Administrative Office. Section 2519(3). 

The purpose of these reports is to form the basis of public 
evaluation "of the operation of Title III and to aSsure the com
munity that the system of court-ordered electronic surveil
lance ... is properly administered." S.Rep. No. 1097, 90th 
Cong, 2d Sess., 107. Adherence to the reporting requirements 
of Sections 2518( 1 )(a) and (4 )(d) can simplify the assurances 
that those who Title III makes responsible for determining 
when and how wiretapping and electronic surveillance should 
be conducted have fulfilled their roles in each case. 

(12) 
I would think the FBI would be in the best position to 

answer this question. 
(13) 

(a) No. 
(b) No. 



(c) No. 

STATE OF MINNESOTA 
OFFICE OF THE A TIORNEY GENERAL 

ST. PAUL 55155 
WARREN SPANNAUS 
ATIORNEY GENERAL 

August 14, 1975 

Commission Counsel Milton Stein 

TELEPHONE 

(612) 296-6196 

National Commission for the Review of Federal & State Laws 
Relating to Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Stein: 

Below please find our response to your questionnaire on Elec
tronic Surveillance Critics. We apologize for not returning it 
earlier. 

No. I-Assistant Attorney General in charge of the Criminal 
Division. We have participated in several electronic sur
veillance processes in the past. 

No.2-Yes; Yes; In some circumstances. 
No.3-We believe the list should include all crimes; No; Yes. 
No.4-Absolutely not as to all questions. 
No.5-Yes; No; No. 
No.6-No; No; Yes; Yes. 
No.7-Absolutely not; 60-90 days; No; Yes. 
No.8-No; The standards set forth on the law right now are 

sufficient. With the court supervising so closely as they 
do, there are no substantial dangers. 

No.9-No; Yes. 
No. 10-Yes; Yes; Yes. 
No. II-No; No; It is presently satisfactory; No; No. 
No. 12-No; Yes; No; I believe the FBI would do the best job 

available absent a special prosecutor; No. 
No. 13-No; No; No; No; I would not do so. 

Very truly yours, 
[Signed] Richard B. Allyn 
Assistant Attorney General 

Criminal Division 
207 Veterans Service Building 

St. Paul, Minnesota 55155 
Telephone: (612) 296-6454 

THE ROSCOE POUND-AMERICAN TRIAL 
LAWYERS FOUNDATION 

Twenty Garden Street, Cambridge, Massachusetts 02138 
617/491-6424 

ANNUAL CHIEF JUSTICE EARL WARREN CONFERENCE 
ON ADVOCACY 
Chairman, THEODORE 1. KOSKOFF 

Reply to: 1241 Main Street, Bridgeport, Conn. 06604 
May 20, 1975 

National Commission for the Review of 
Federal and State Laws Relating to 
Wiretapping and Electronic Surveillance 
Attention: Kenneth J. Hodson, Executive Director 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Hodson: 

Your letter to your Association of Trial Lawyers of America 
regarding the Commission's review of federal and state laws 
relating to wiretapping and electronic surveillance has been 
referred to me for reply. 

The Roscoe Pound Foundation is a research arm of the As
sociation of Trial Lawyers of America. Last year at our Annual 
Chief Justice Earl Warren Conference On Advocacy, we studied 
the problems of privacy in a free society. I am pleased to enclose 
for your attention a copy of the report of that conference. [ 
specifically commend to your attention the papers on the three 
divisions which we studied: 

I. Electronic Surveillance 
2. Data Banks 
3. Political Intelligence. 

I also suggest to you that Professor Herman Schwartz, who did 
the paper on electronic surveillance, might be a good person to 
testify. 

In general, the recommendations of the report contained in 
Part A represent the thinking of the great bulk of the Associa
tion of Trial Lawyers of America. As in any conference of this 
type, as you will see from the list of conferees contained in the 
report, there was some difference of opinion. Some people 
adopted the position that there should be no electronic surveil
lance for any purpose. Most people felt that there should be no 
bugging for any purpose as distinguished from wiretapping, but I 
think you will find the report answers substantially all of the 
material contained in your questionnaire. 

I commend also to your attention the fact that if there is any 
wiretapping, it was the concensus of opinion that it should be 
done only through the Justice Department by warrant issued 
after a show or probable cause. This, by the way, was also the 
feeling about the use of informers. The opinion was that the 
same criteria should be used for planting an informer as are used 
for other types of searches. 

As a purely personal comment and as a trial lawyer of almost 
forty years who deals in criminal cases, it has been my view that 
whatever little good comes from wiretapping or electronic sur
veillance of any kind, is, if anything, far outweigh ted by the 
destruction of society's rights of privacy. 

[ hope that if you have any questions about the position of the 
Association of Trial Lawyers of America, you will contact me 
further. 
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Very truly yours, 
[Signed] Theodore I. Koskoff 

Enc!. 
CC: Richard S. Jacobson, Director Public Affairs and Education 
Robert E. Cartwright, President A TLA 

The University of Toledo 

May 29, 1975 

2801 W. Bancroft Street 
Toledo, Ohio 43606 

College of Law 
Criminal Law Practice Program 

(419) 537-2862 

General Kenneth J. Hodson, Executive Director 
National Commission for the Review of 
Federal and State Laws Relating to 
Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear General Hodson: 

Thank you for inviting me to respond to your questionnaire, 
which I received earlier this month. As [ am in the process of 



revising the first draft of my book, which I hope to complete in a 
few weeks, I was unable to take as much time as I would have 
liked to respond to the questions. I have, however, attempted to 
be precise, while also being reasonably brief. 

If you would desire, I would welcome the opportunity to testi
fy before the Commission. 

Furthermore, if at all possible, I would like to receive copies 
of the material developed during the hearings at the earliest 
possible time. Do you have a tentative schedule for printing and 
publication of the hearings and other material? 

Once again, thanks for inviting me to respond to your 
questionnaire. 

Very truly yours, 

Enclosure 

[Signed] James G. Carr 
Associate Professor & Director, 

Criminal Law Practice Program 

1. I am an associate professor of law at the University of 
Toledo where for the past five years 1 have directed the law 
school's prosecutor intern program. My experience with elec
tronic surveillance legislation is primarily academic, as I have 
not directly participated in cases involving electronic eaves
dropping. For the past fifteen months, however, I have devoted 
substantial time to research on Title lll, predecessor proposals 
and legislation and related state statutes and cases. 

2. Electronic surveillance is useful as an investigatory device, 
but I do not consider utility to be synonymous with necessity. In 
some instances, however, electronic surveillance may also be 
necessary. But the definition of those instances is not solely 
based upon the nature of the criminal activity. The feasibility of 
alternative methods is also an element in the definition of neces
sity. But unfeasibility is not synonymou~ with impossibility. With 
reference to the use of eaveSdropping to control organized 
criminal activities and conspiracies, strategic intelligence eaves
dropping appears to produce results of questionable utility, 
despite the claims of Title lIl's proponents. The clearest indica
tion of the relative uselessness of open-ended eavesdropping ap
pears in Assistant Attorney General Wilson's letter of Sept. 9, 
1970, to Representative Celler in support of 18 U.S.C. §3504, 
reprinted at U.S. Code Congo & Admin. News, 91st the Congo 2d 
Sess, at 4061-62. In that letter, the Assistant Attorney General 
revealed the evidentiary insignificance of the Justice Depart
ment's pre-Title nr eavesdropping, by referring to the low 
number of cases in which surveillance had tainted evidence usc :I 
to convict major crime figures. 

[n considering this document, it should be remembered that 
pre-Title IIJ surveillarlCe in any individual case was far more ex
tensive, intense and comprehensive than the eavesdropping al
lowed under Title III with its probable cause, durational and 
minimization requirements. If, as Wilson's letter indicates, infor
mation learned in such circumstances was frequently cumulative 
and redundant, and often grew stale rather quickly, it is difficult 
to accept the indispensibility of the more restricted eaves
dropping allowed under Title III in enforcement activities against 
organized crimes and conspiracies. 

Strategic intelligence gathering, surveillance in search of a 
suspect, appears impossible to justify under the Fourth Amend
ment. No effort designed to go from known criminals to their 
unknown crimes can meet probable cause requirements. Thus, 
Title TIl, with the probable cause and particularization require
ments of §2518( 1 )(b) appears to prohibit strategic intelligence 
surveillance. See United States v. Tortorello, 480 F.2d 764, 779 
(2d Cir. 1973). (dictum). 

When used for a short period to obtain a particular conversa
tion or discussion for its evidentiary value (rather than general 
investigative use), eavesdropping may be necessary to obtain 
such evidence. [n many instances, however, consent surveillance 
can and will be used. It appears to me that the proponents of 
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eavesdropping have come considerably closer to establishing a 
threshold case of need and constitutionality where they state 
their objective as the acquisition of a specific verbal utterance, 
or short sequence of utterances, for evidentiary purposes. Cf. 
Katz v. United States, 389 U.S. 347 (1967). 

3. The list of crimes for which eavesdropping may be used is 
but one of several points at which pressure may be applied or 
relaxed to stem or release the flow of electronic surveillance. 
Other pressure points include the designation of which officials 
may apply for and which judges may issue surveillance orders. 

If legislative pressure is not applied at th",e points, it is neces
sary to impose extremely rigorous procedural controls to avoid 
excessive use of eavesdropping which is unjustified by either 
utility or need. With Title III, the pressure has not been applied 
at the outset to restrict the instances in whic;l surveillance may 
be used. More significantly, §2516(2), which allows states to 
authorize the use of eavesdropping for practically any felony, 
provides excessive authority to the states to use eavesdropping in 
all major criminal investigations. 

4. In theory, I support the principle that consent surveillance, 
where consent is induced or prompted by, or used in conjunc
tion with law enforcement personnel, should require a prior 
court order. Where a party himself records the conversation, sua 
sponte, or invites a third person to listen, no legal impediments 
should be imposed if the private consent interception is other
wise lawful and for a lawful purpose. 

I recognize practical problems involved with a court order 
requirement, and that there may be instances of emergency 
requiring immediate interception. In such cases, and perhaps in 
all cases, a post-interception reporting requirement might be an 
adequate control. If the requirement were disregarded, use and 
disclosure of the surveillance evidence would be prohibited, in
cluding admission in evidence. 

5. If the purpose of legalized eavesdropping is investigation of 
organized criminal activities, it does not appear necessary to per
mit eavesdropping by state officers. In view of the interstate and 
not infrequently international character of organized crime, state 
officials, even with extensive surveillance authority, are not like
ly to achieve large scale success in dealing with a network which 
has only a few strands in each local jurisdiction. 

The concept of centralization of decision making, and ac
countability in the federal system should be required of the 
states. County prosecutors are presently free to develop diver
gent standards, and extension of authorization activity to them 
has diffused control. Thereby, pressure has been relaxed at a 
second point, with the result that excessive electronic surveil
lance can occur at the local level without reference to the con
cept of centralization, which has been deemed essential by most 
proponents of legalized eavesdropping since 1961. 

Under the present system, the danger exists that the federal 
process can be bypassed by recourse to a state prosecutor, who 
is unencumbered by the Justice Department's elaborate review 
procedures. The large number of federal prosecutions, particu
larly for gambling violations, in which state surveillance orders 
were obtained suggests that such bypassing is occurring. By first 
allowing state surveillance orders, and then failing to impose 
preapplication controls on state officials, Title III's two tier 
system invites federal officials to step down to the state courts 
whenever convenient. By acting through a local prosecutor, the 
federal authorities avoid §2516( 1), and they probably have a 
greater range of designated offenses for which orders may be 
sought. Furthermore, a state applicant will have greater opportu
nities for judge-shopping, whereas federal applications presented 
to district judges may receive closer scrutiny from a judge who 
may not be burdened by as large a docket, who has research per
sonnel and resources more available and who may be more 
responsive to Fourth Amendment policies. 

6. A third pressure point in a scheme of control over elec
tronic surveillance is the judge who can issue surveillance or-



ders. But, as indicated in Answer 5 above, Title II[ has no pro
tection against judge-shopping. The effects of this practice are 
even more substantial than with conventional searches. because 
of the greater number of crucial, but discretionary and non
reviewable decisions made when a surveillance order is issued. 
These include the decision that investigatory alternatives are in
adequate under §251S(3)(c), the period of time for which sur
veillance may be allowed under §25IS(4)(e), whether reports 
under §25lS(6) shall be required and who shall receive notice 
under §251S(8)(d) that he was overheard, though not named in 
the order. 

The greater the number of judges authorized to issue surveil
lance orders, the ea~ier and more likely it will be to present ap
plications to favorably disposed and permissive judges. This 
practice abrogates the fundamental principle of d~tached, 
neutral judicial review, without which there is no protection 
from excessive eavesdropping. 

Furthermore, continuing judicial supervision is a major, if not 
the only protection against the unregulated exercise by the law 
enforcement officer of discretion over the continuation and ~x
tent of interception. Where a failure to minimize is not corre.:ted 
in medias res by a detailed judicial restatement of the min:miza
tion requirement as applied to the facts of the partiCUlar case, 
the failure to minimize will be undetecte-i u;1d undeterred until 
after the overly extensive electronic sear(;h has occurred. At that 
time, suppression is unlikely, and in any event post facto judicial 
intervention cannot restore conversational privacy. 

Thus, I consider progress reports to the issuing judge to be es
sential if the concept of judicial review is to be applied to elec
tronic surveillance. No similar requirement is present with con
ventional searches, to be sure. But no conventional search con
tinues for more than a brief period of time, and its object is al
ways a tangible, extant physical item, easily described. In such 
cases the problem of satisfying the particularization requirement 
of the Fourth Amendment arises with the description of where 
the item is, not what it is. 

The opposite is true with eavesdropping. The description of 
where a conversation will occur is easy, as that is where the tap 
or bug will be placed. But a compretJensive and accurate predic
tion of a future, intangible conversation is impossible in nearly 
every case. If the general descri ption of the type of conversation 
under §251S( 1 )(b) and (4)( c) is to be upheld as constitutionally 
satisfactory, a duty is imposed upon the issuing judge to ascer
tain during the surveillance whether he and the executing officer 
coincide in their interpretation of that description. This requires 
periodic review to limit the effect of the essential vagueness 
about the thing to be seized. 

Similarly, periodic review is essential to determine the need 
for continued surveillance. No similar review is necessary in con
ventional search cases because no conventional search lasts as 
long. With electronic surveillance, judicial review must not be 
limited to preliminary approval, but should include periodic 
reassessment and redefinition of the authority given to the of
ficers conducting the electronic search. 

To be effective, such review will involve substantial prosecu
lorial and judicial time and expense. But these factors provide 
no justification to abandon judicial control at the point at which 
it has become most crucial and essential. 

6a, With reference to emergency interception under §251S 
(7), it is impossible to ~.auge the need for such authority in the 
absence of data about the use of this section, and any abuses 
which have arisen. Where it develops during the surveillance 
that no emergency existed, and no post-surveillance application 
is presented by an officer who would thereby acknowledge his 
own bad judgment, there is no check under Title III on randomly 
conducted eavesdropping. When successful, such surveillance 
will rarely be disapproved, despite the potential for unconstitu
tionally allowing searches which are validated by what they 
discover. 

Section 25 I S(7) should be '1mended to require some form of 
prior judicial approval before an emergency surveillance could 
be conducted. Even if such approval is telephonically commu
nicated, the process for subsequent reporting, review and ap
proval or disapproval within a short period has been begun. If 
the surveillance fails, the officer cannot avoid his duty to report 
such failure, because his application will be expected by the 
judge who granted informal prior approval. If no such informal 
review was obtained, penal sanctions should be imposed. In the 
rare instance where no judge was in fact available, the emergen
cy surveillance could possibly be authorized by a chief prosecu
tor, who in turn had the duty to continue to attempt to secure ju-
dicial approval as soon as possible. , 

7. One of the major weaknesses of Title III is the opportunity 
for prolonged surveillance. More precisely, no justification ap
pears for the thirty day figure in §25IS(5). If eavesdropping is 
limited to tactical purposes, to gather specific evidence, a sub
stantially reduced period of interception should suffice-a 
matter of days with a limited number of extensions available for 
equally short periods. 

Experience under Title III indicates that the average intercept 
lasts about 20 days and that extension orders have been relative
ly infrequent. See Report on ApplicatiollS for Orders Authorizing 
or Approving the Interception of Wire or Oral Communications for 
the Period January I, 1974 to December 31,1974 at III (1975). 
At a minimum, Title 1II should be amended to conform to this 
experience. 

The question of mandatory reports to the court, discussed in 
Item 6 above, is related to the duration issue. If no surveillance 
can last more than five days, periodic reports may not be neces
sary or feasible, and therefore they could possibly be optional. I 
would prefer a substantially shortened initial period-five to 
seven days-and similarly limited extension periods, with a total 
duration of approximately a month. [f this change were adopted, 
a related control would be required to avoid surveillance which 
was de facto continuous though de jure terminated. A series of 
one week surveillances, each purportedly against a different 
member of a large organization, would have the same effect as a 
protracted tap or bug of one participant. 
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Prolonged surveillance appears essential where eavesdropping 
is conducted for a strategic intelligence, or a general rather than 
a specific investigative purpose. But the dubious constitutionality 
of an open-ended electronic search where neither the probable 
cause nor particularization requirements can be met can hardly 
be rectified by allowing the surveillance for an extended period. 

7a. Although §25IS(S)(d) requires notice "within a reasona
ble time," the ninety day maximum period for delay under that 
section appears to have become a minimum period, with the 
courts requiring an explanation only for those delays which have 
continued beyond ninety days. The statute should require notice 
within a very short period, perhaps five or seven days after ter
mination of interception, except as postponed upon court order. 
A limit on the number of such postponements should also be im
posed, so that notice is never withheld for longer than thirty or 
possibly forty five days. [n my opinion, the delayed notice provi
sion of Title III as now written assumes that considerable delay 
will always be required, without directly making or supporting 
that assertion. The presumption should be reversed, in view of 
the constitutional policy against secret searches, so that notice 
will always be prompt, except when delayed by court order for 
clear cause for a statutorily fixed and limited period. 

S. If the period for which eavesdropping is allowed were 
reduced, minimization would be less significant though still im
portant. It might be helpful to incorporate the guidelines 
developed by the cases under Title III concerning patterns, short 
calls, supervision, spot monitoring, etc., into Title 1II. But I con
sider three other aspects more important in achieving the goal of 
limiting interception to those conversations, or portions of con
versations, which are incriminating. First is the development and 



implementation of guidelines tailored to the needs of each case. 
Second, related to individualized guidelines, is a mandatory re
porting requirement with maximum feasible disclosure of results 
from the surveillance as well as efforts to minimize. Third is the 
relationship between minimization and the authorized purpose 
of the surveillance. If that purpose is strategic intelligence 
gathering, and if such purpose is lawful, minimization is probably 
impossible. 

9. In general, I agree with the concept that all forms of elec
tronic surveillance should be viewed as a unitary regulatory 
problem. Thus, I support retention of this scheme. There are, 
however, some distinctions which should be acknowledged. A 
bug can be more pervasive, because it overhears everything 
within the range. Minimization therefore becomes more signifi
cant, and guidelines concerning identity of speakers, etc., are 
crucial. Second, as noted in Question 9, bugging usually involves 
entry upon private premises. If not regulated by court order as to 
manner of entry and emplacement of the bug, the officers may 
have complete discretion to select point of entry and emplace
ment which will bring tangible evidence into plain view. 
Although the inadvertency test of Coolidge v. New Hampshire. 
4G3 U.S. 443 (1971) might not be met, the better protection is 
to provide specific instructions in the court order. These instruc
tions should consider the need for secrecy as well as avoidance 
of the opportunity for a random foray along the way. 

10. I do not view or interpret the provision of §25I8(8)(a) as 
protecting privacy. Although that may have been the draftsman's 
intent. it is a collateral consequence. Rather, the seal appears to 
shift the burden from the government to show admissibility to 
the defendant to show inadmissibility. This makes sense 
generally, although sealing should be required immediately upon 
completion of the tape, rather than postponed until the order ex
pires or surveillance is terminated, as now allowed. 

With reference to the protection of privacy by the sealing 
requirement, the rights of innocent parties or of involved parties 
whose non pertinent conversations are overheard have been 
generally disregarded under Title Ill. Disclosure or nondisclo
sure should be at the optipn of the party who has been over· 
heard but is not implicated. The same should be true for nonin
criminatory conversations of persons involved in criminal activi
ty. 

Finally, if the tapes are to be destroyed earlier than ten years, 
it should occur only upon consent of all identifiable persons 
overheard, not just parties to any civil or criminal litigation. Al
ternatively, or in addition, earlier destruction may be possible 
where such persons are provided with, or have the opportunity 
to acquire, certified copies of their overheard conversations. 

11. Among the items which should be included in the reports 
are specific categories for consent, national security and emer
gency surveillance. Telephone companies should be required to 
keep records of all interceptions conducted to protect company 
property, and to provide summaries of such activity annually to 
the federal government and state regulatory agencies. The 
original records should be available upon request of subscribers 
whose lines have been monitored. 

The Annual Reports should also include the offenses for 
which persons were convicted, as well as the offenses specified 
in the order. This information would give some indication of 
whether surveillance orders are obtained for one offense with a 
purpose of investigating other offenses, either because no 
present probable cause appears or the offenses are not included 
in the list of crimes designated by Title III or the state statute. 
Reversals of convictions should be indicated, and whether a de
fect in the surveillance authorization, application, order or ex
ecution contributed to the reversal. Finally, some st.andards 
should be developed to give more meaning to the cost data and 
statement of incriminating conversations. 

12. If the criminal sanctions are to be effective, they must be 
rigorously enforced. The FBI is probably the best agency for this 
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activity. Internal controls within law enforcement agencies, per
haps by a reporting requirement on the equipment and its use, 
should be developed. Also, conspiracy charges should be used to 
charge (and deter) persons whose knowing acquiesence in the il
legal use of such equipment by their subordinates condones and 
abets such use. 

13. Some interception authority is appropriate, with the main 
problem being avoidance of excessive, unjustified or protracted 
surveillance. Limitations should be developed, along with the re
porting requirements mentioned in Answer 11. With reference 
to employer monitoring of employees, cases under Title III in
dicate that this activity is illegal and employees have a justifiable 
expectation of privacy. Because of the dangers of unregulated 
interception, this approach should be followed. 

MR. HODSON: Secondly, Mr. Chairman, I ad
dressed a letter to the Honorable Rowland Kirks, 
Director, Administrative Office of the U.S. Courts, 
asking for his comments with respect to the report
ing requirements of 18 U.S. Code 2519. He has 
responded to my request. And I suggest that my 
letter to him, together with his reply, also be made 
a part of the record. 

CHAIRMAN ERICKSON: Both will be made 
part of the record. 

[The documents referred to follow.) 

NATIONAL COMMISSION FOR THE REVIEW 
OF FEDERAL AND STATE LAWS 

RELATING TO WIRETAPPING 
AND ELECTRONIC SURVEILLANCE 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

202:382-6782 

Hon. Rowland F. Kirks 
Director 

May 9,1975 

Administrative Office of the U.S. Courts 
Supreme Court Building 
1 First Street, N.E. 
Washington, D.C. 20544 

Dear Mr. Kirks: 

As an aid to your consideration of possible improvements in 
the reports on applications for orders authorizing or approving 
the interception of wire or oral communications we would like 
to note some of the observations of our staff in examining sam
ple case files during their visits to local prosecutors' offices: 

Costs-The staff found wide variation in the reports of costs of 
electronic surveillance by the different offices. For example, 
the District Attorney's office in Boston, Massachusetts 
(Suffolk County) does not report manpower costs at all. Other 
offices tend to form their own rough estimates of manpower 
costs, without considering whether to include such special 
costs as judge's time, prosecutor's time, or for additional de
tectives needed for physical surveillance to supplement a 
wiretap or "bug". For purposes of obtaining comparable data, 
it seems that a standard definition is needed of what is to be 
included as costs. 

Accuracy and Comprehensiveness-In examining case files, our 
staff has discovered some blatant inaccuracies. For example 
prosecutors sometimes report arrests and convictions resulting 



from taps when, in fact, they were based on evidence indepen
dent of the tap. There are also some areas in which responses 
are necessarily subjective. For example, judging what con
stitutes an .. incriminating" statement is difficult and can be 
made only by a person with complete knowledge of the case. 
Perhaps more objective answers would be given if prosecutors 
reported only the number of conversations completely inter
cepted, as compared to the number of conversations turned 
off and minimized. Similarly, it is difficult to determine the 
nu:nber of persons intercepted on the tap or bug; more accu
rate figures could be obtained by requiring a report as to the 
number of overheard persons actually identified. The staff also 
believes that it is vital to obtain reports on the range of sen
tences actually resulting from convictions obtained with elec
tronic surveillance evidence; this would give us some measure 
of the cost ,of the investigation as compared to the importance 
of the case in terms of the sentence. 

Maintenance of Records-Many prosecutors, even some who 
command large offices, have not maintained a filing system 
from which they can retrieve results of their wiretaps. Indeed, 
some small prosecutors' offices have reported to us that, upon 
change of administration, the new prosecutor is unable to 
work with the filing system of his predecessor, and the latter's 
files are simply lost to further analysis and regulation. It seems 
important that the Administrative Office be able to enforce its 
record-keeping requirements and check on the proper main
tenance of electronic surveillance records in local prosecutors' 
offices. Thus, it might be helpful in the long run if the law 
required all prosecutors to keep specific information in the file 
of each wiretap case. We would appreciate your thoughts on 
this problem. 

Consensual Eavesdropping-Law enforcement authorities have 
been almost unanimous on the need to use consensual elec
tronic surveillance for law enforcement purposes free of 
court-order requirements. But there is concern over the dis
tribution of electronic surveillance equipment without respon
sible supervision. A few offices keep records of consensual 
eavesdropping. Do you believe that reports should be required 
on the number of consensual surveillances performed by law 
enforcement authorities, even though court-orders are not 
required? 

Enforcement of Reporting Requirements-Do you have any 
views of how reporting requirements can be enforced? One 
thought that has occurred to us is to change the law to make 
the Attorney General of each state responsible for records and 
reports of wiretaps by prosecutors in his jurisdiction. 

Receipt and Compilalion of Reports-What are your views with 
respect to whether the Administrative Office should continue 
to have the responsibility for receiving and compiling wiretap 
reports? 

Computer Analysis-There are several interesting, but in
tricate, comparisons that could be made using data that could 
be required in reports to the Administrative Office. We would 
like your professional views on the possibility and need for 
computerizing the electronic surveillance data submitted to 
your office. 

It is clear that the views of the Administrative Office on these 
and other matters pertaining to the electronic surveillance re
ports are vital to the Commission's work, and we look forward to 
your comments. 

Sincerely, 
Kenneth J. Hodson 
Executive Director 

ADMINISTRA TIVE OFFICE OF THE 
UNITED STATES CO URTS 

Supreme Court Building 
Washington, D.C. 20544 

ROWLAND F. KIRKS 
Director 
WILLIAM E. FOLEY 
Deputy Director 

May 30,1975 

General Kenneth 1. Hodwf' 
Executive Director 
National Commission for the Review of Federal and State Laws 

Relating to Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear General Hodson: 

We have reviewe:d the observations noted in your letter of 
May 9, 1975 and have found many of your comments to coin
cide with our own. However, we do have some additional com
ments and suggestions with respect to the Adm;nistrative Of
fice's involvement in wiretap reporting. Thtse are as follows: 

Costs: A standard definition of "costs" b already stated in the 
"Regulations Relating to Reports on Intercepted Wire or Oral 
Communications ... " which is sent to prosecuting officials in 
November of each year. In Part ll, Sec. 201 (4)(b)(v) of these 
regulations "costs" is defined as follows: 

"'Manpower' costs should include the cost of the time spent 
by officers or employees both in installing and in monitoring the 
equipment and time spent in preparing transcripts. 'Resource' 
costs should include the costs of installation where the installa
tion is done on a contractual basis; rental, lease, or amortization 
of equipment; and the cost of supplies including magnetic tapes 
and discs." 

The cost of time spent by a detective on physical surveillance 
to supplement the wiretap should be' included in manpower 
costs. However, we do not feel that the cost of the judge'S and 
prosecutor's time would add significantly to the cost figures and 
would at best be difficult to measure. 

Accuracy and Comprehensiveness: Reports on the total number 
of communications intercepted and the number of such commu
nications that were turned off and minimized would be useful 
and objective. Reporting the approximate .number of incriminat
ing intercepts should continue since the purpose of the wiretap is 
to gain incriminating evidence. The subjective nature of the 
word "incriminating" is recognized, but we do not feel that it is 
so subjective as to result in inaccurate reporting. 
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Sentencing information could be reported and used in an in
teresting comparison with the cost of the wiretap. However, in 
order to make a sound determination of the importance of a 
case in terms of the sentence, it would be necessary to receive 
reports on the statute and penalties for each type of offense 
since penalties vary from state to state. Wiretap cost figures, in 
most cases, are only reported upon termin..ltion of the wiretap 
whereas convictions related to the wiretap and therefore sen
tences are also obtained from supplementary reports received in 
subsequent years. 

Maintenance of Records: Under the present law the Adminis
trative Office has no record keeping requirements as pertains to 
records maintained in local prosecutors' offices. Monitoring 
such records at the national level would be a formidable un
dertaking and would require additional personnel. 

Since it is required by law that prosecutors report specific in
formation regarding wiretaps, it would seem imperative that 
such information be kept in local prosecutor files. One sug
gestion is that the statute could be amended with more emphasis 
placed on the requirement that a wiretap report must be sub-



mitted and must be received no later than January 31 of the year 
following the termination of the wiretap. Further, such reports 
could be required of each pros~cutor on wiretap activity 
originated and/or terminated during his time in office for each 
calender year. We too have noted that many of the prosecutors 
leaving office do not alert incoming prosecutors to their report
ing responsibilities. 

Consensual Eavesdropping: Theoretically, it may be desirable 
to obtain reports em consensual wiretaps. Practically, it would be 
extremely difficult, if not impossible, for law enforcement 
authorities or prosecutors, especially in large cities, to report on 
consensual wiretapping activity. The volume of this type of 
wiretap would prohibit reporting. 

If there is concern over the distribution of electronic surveil
lance devices, then perhaps stricter controls at that level should 
be provided. 

Enforcement of Reporting Requirements: If the Attorney 
General of each state were responsible fOT the wiretap reports of 
the prosecutors in his jurisdiction, he might be in a position to be 
effectiVe in enforcing the reporting requirements. The state At
torney General could insure that each prosecutor in his state is 
fully informed of the wiretap statute's reporting requirements 
and that the prosecutors conform to both State and Federal re
porting regulations. lust by virtue of being in the same sta~e, the 
Attorney General would be more likely to be cognizant of any 
change in prosecutors than would a federal agency in Washing
ton, D.C. 

Receipt and Compilation of Reports: Although the collection 
and compilation of wiretap reports is not inherent in the func
tion of administering the federal courts, it has been assigned to 
us by Congress and we must, however, accept this responsibility. 
If the Wiretap Commission were to become a permanent agency, 
then there would be no question but that the wiretap reporting 
should be assigned to that agency. 

Also as long as the reporting stays at its present level, the as
signment is not unduly burden~ome. If wiretap reporting should 
increase as proposed in H.R. 3113, an entire "wiretap" staff 
would have to be funded in order to handle the volume. At that 
point the reporting function should undoubtedly be removed 
from the Administrative Office. To assign such a task to this Of
fice would be to lose sight of our primary responsibility-which 
is to the Federal courts. 

Computer Analysis: Computerizing electronic surveillance data 
would be useful for data analysis. It would also be of service in 
preparing the report itself, especially with regard to matching 
prosecutor and judge reports and the preparation of the full and 
complete report transmitted to Congress. Precautions should be 
taken to safeguard unpublished wiretap information, such as cur
rent calendar year reports. Wiretap information is available to 
no one until its release to Congress in April of each year. All 
published reports are widely distributed by the Administrative 
Office and are available to anyone upon request. 

If published electronic surveillance reports are to be compu
terized, we feel that it would be inappropriate for the Adminis
trative Office to assume that job since our computer responsibili
ty is to the Federal courts. 

We hope you find these responses and suggestions helpful. 
The opportunity to express our views is certainly appreciated. If 
you or your staff should have further questions or observations 
on wiretap reporting problems and procedures, please let us 
know. 

Sincerely yours, 
[Signed] Rowland F. Kirks, 

Director 

CHAIRMAN ERICKSON: Judge Stern, in ac~ 
cordance with the rules of the Commission, will you 
be sworn. 
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[Whereupon, Judge Stern was sworn by the 
Chairman.] 

TESTIMONY OF THE HONORABLE 
HERBERT J. STERN, NEWARK, NEW 
JERSEY 

CHAIRMAN ERICKSON: We are, indeed, 
honored to have you here. I think most members of 
the Commission know of your work, both as a 
FrJaeraljudge and as a Federal prosecutor. 

I think the Commission should be made aware, as 
well as the record, of your background as a highly 
eftt;~tive investigator of corruption and of some 
political evils. 

Your work has caused other prosecutors to 
model their methods of investigation after your 
work, and, as I understand it, you were consulted 
by the U. S. Attorney in Baltimore upon start of the 
investigation which led to the resignation of Vice 
President Agnew; is that correct, sir? 

MR. STERN: Yes, sir, that is right. 
Well, I don't know how you want to proceed, 

Judge. I have furnished, at the request of Mr. Hod~ 
son, a statement. 

CHAIRMAN ERICKSON: A prepared statement 
that we will cause to be filed for the record. 

[The prepared statement of Herbert J. Stern fol~ 
lows.] 

United States District Court 
District of New Jersey 

CHAMBERS OF 

HERBERT J. STERN 
JUDGE 

Kenneth J. Hodson 
Executive Director 

UNITED STATES COURT HOUSE 

NEWARK, N.J. 07101 
May 28,1975 

National Commission for the Review of Federal and State Laws 
Relating to Wiretapping and Electronic Surveillan ... e 

1875 Connecticut Avenue, N.W. 
Washington, D. C. 20009 

Dear Mr. Hodson: 

Thank you for your 'letter of May 22, 1975, requesting me to 
make a written statement concerning the application of the 
Federal Electronic Surveillance Law, and to give oral testimony 
concerning it on June 10, 1975. 

As I discussed with Mr. Milton Stein of your staff, all a federal 
judge who must from time to time sit on cases which may in
volve the construction of the statute (Title 18 U.S.C. Sections 
2510-2520), and for the further reason that as United States At
torney for the District of New Jersey 1 never had occasion to 
make an application for electronic surveillance pursuant to that 
statute, I do not think it appropriate for me to testify concerning 
the details of the administration or application of the statute it~ 
self. 

On the other hand, I gather that your Commission is interested 
in the usefulness, or the lack of it, of electronic surveillance in 
the investigation and prosecution of cases involving political cor
ruption and organized criminal activity. I have had, as United 
States Attorney, familiarity with these types of cases and 1 think 



I can appropriately make a statement concerning the role, if any, 
that electronic surveillance has played in the investigation and 
prosecution of these matters during my tenure as United States 
Attorney. Accordingly, the following constitutes my written 
statement on this limited aspect of your subject matter. 

Based upon my experience as a federal prosecutor, I am con
vinced that non-consensual electmnic surveillance, as authorized 
by Title 18 U.S.C. Sections 2510-2520, is virtually useless in the 
investigation of cases involving political corruption, labor 
rar.keteering and organized white-collar crime. My experience as 
a federal prosecutor in New Jersey commenced in January of 
1966, when as a tri;\! attorney in the Organized Crime and 
Racketeering Section of the Criminal Division of the United 
States Department of Justice, I was sent to New Jersey to con
vene a special grand jury to probe corruption in the Operating 
Engineers Union, and continued until January of 1974 when I 
was inducted as a United States District Judge for the District of 
New Jersey. During that period, between January of 1966 and 
January of 1974, I assumed the positions of Chief Assistant 
United States Attorney on September 3, 1969. and United States 
Attorney on February 1, 1971. 

During my eight-year tenure I participated in a number of 
grand jury investigations of cases involving political corruption, 
white-collar crime and labor racketeering, and also in many 
criminal prosecutions which were the product of these investiga
tions. 

For example, during this period a substantial number of public 
officials of New Jersey's largest city, Newark, including the in
cumbent Mayor, Corporation Counsel, Director of Public Works 
and several councilmen, were charged in one indictment with 
conspiring to receive and with actually receiving payments ex
torted from businessmen who sought to do business within the 
City of Newark, and all who went to trial were subsequently con
victed. 

Similarly, in Jersey City, New Jersey's second-largest city, the 
incumbent Mayor, President of the City Council, Business Ad
ministrator and numerous other public officials were charged in 
one indictment with similar activities and subsequently con
victed. 

In Woodbridge, New Jersey's sixth-largest community, the in
cumbent Mayor and President of the City Council were charged 
with and subsequently convicted of receiving $110,000 in bribes 
from the Colonial Pipeline Co. of Atlanta, Georgia. 

In Atlantic City, another major New Jersey community, the in
cumbent Mayor and the incumbent Director of Public Works, as 
well as many other city and county officials were charged in one 
indictment with similar activities and subsequently convicted. 

In addition to these investigations and prosecutions of corrupt 
municipal governments, the United States Attorney's Office 
brought numerous cases against individual federal, state, county 
and municipal office holders who had committed corrupt acts 
either for their personal enrichment, or for the enrichment of 
their particular political party. For example, two successive 
Secretaries of State, Robert Burkhardt (Democrat) and Paul 
Sherwin (Republican), and two successive State Treasurers, 
John Kervick (Democrat) and Joseph M. McCrane, Jr. 
(Republican), were indicted and ultimately convicted, as were 
Nelson Gross (former Republican State Chairman and Special 
Assistant to the Secretary of State of the United States, in charge 
of the American drug program abroad), and Cornelius Gallagher 
(Democrat), seven-term United States Congressman. 

In addition, the office of the United States Attorney for the 
District of New Jersey handled many other such cases while I 
was associated with it. 

I am thoroughly familiar with each of the prosecutions men
tioned above, as well as with many other investigations and 
prosecutions of corruption in government, the trade union 
movement and the business world which were conducted by the 
United States Attorney's Office between September of 1969 and 

January of 1974. Based on personal knowledge, therefore, I can 
unequivocally state that no wiretap or non-consensual eaves
dropping device was ever employed in connection with the in
vestigation of any of these cases. Moreover, I can unequivocally 
state that such investigative tools would have been virtually use
less to us in the investigation of these matters, and it is for that 
reason that not even one application for an electronic surveil
lance order was ever made in respect to any of these investiga
tions. 

The preceding constitutes my written statement. I would like it 
clearly understood that my statement does not cover investiga
tions into unlawful gambling activities or into narcotics activi
ties. These investigations were primarily handled by the Or
ganized Crime and Racketeering Section's Strike Force in the 
District of New Jersey and not by the United States Attorney's 
Office. [ therefore have no first-hand information concerning the 
effectiveness of electronic surveillance as an investigative tool in 
those types of cases and, while I may well have an opinion on 
that subject, I do not presume to offer it with the kind of exper
tise and familiarity with which I believe I can speak in the area 
of organized political corruption and organized white-collar 
criminal activity. 

I hope this meets the request which you made in your letter. I 
understand that I will be testifying on the afternoon of June 10, 
1975. I await your further advice and instructions on this matter. 

Sincerely, 
[Signed] Herbert J. Stem 

United States District Judge 

CHAIRMAN ERICKSON: If you'd like to make 
a brief summary of that, we'd be delighted to hear 
that. 

MR. STERN: Has each member been furnished a 
copy? 

CHAIRMAN ERICKSON: Every member has 
been furnished a copy. 

MR. S'JERN: Then I think I won't bore them by 
resaying what they have already seen. 

I will be available to take any questions, sir, with 
respect to anything that I have put into my 
prepared statement. 

CHAIRMAN ERICKSON: As I understand it, 
you have conducted a number of major investiga
tions, and in doing that you did not feel that you 
needed to use nonconsensual electronic surveil
lance. 

MR. STERN: That's a fact. In not a single one of 
the investigations in which I participated and, in
deed, in not one investigation at all conducted dur
ing my tenure in office was there an application 
made for an electronic surveillance order, nor did 
we feel that there was any necessity for such an ap
plication. 
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Indeed, in terms of the cases which I listed in my 
prepared statement, there was not even one con
sensual electronic device utilized, although in some 
other ones, a very small number of other ones 
which were not listed because they were rather 
minor cases compared to the ones that were men
tioned, there were in one or two instances consen-



sual recordings made by one participant in the con
versation. 

CHAIRMAN ERICKSON: r might ask this: In 
your work as a prosecutor-and you have had 
about as much experience in this field as any ·that I 
know of-did you feel that it was necessary tc look 
to this act to complete your investigation, the Om
nibus Crime Control and Safe Streets Act, Title iII 
thereof? 

MR. STERN: Well, I can give you my objective 
evaluation, which is no. And the best objective 
evidence that I can offer is that not only did we not 
consider it necessary but, because we didn't con
sider it necessary, we never attempted to utilize it. 
Indeed, to be very frank, it would have been very 
difficult in my estimation to know where to begin, 
for the kind of crimes we were investigating were 
not those in which the telephone plays an important 
role as an instrumentality of the crime itself. 

Kickbacks on contracts, payoffs to politicians, 
are not, in my experience, at least-or were not in 
my experience-practiced by such people on the 
kind of revolving-door basis which required the 
continuous use of the telephone for the commission 
of the crime itself. 

And the cases that we made in New Jersey, and 
based on my consultations with George Beall, 
United States Attorney for the District of Mary
land, 1 think I can safely say the cases he made in 
the State of Maryland were developed from books 
and records and information developed from them 
by accountants in which the major effort was a 
search for illicit pools of cash. 

That is a rather lengthy answer to a short 
question, but I think it summarizes the facts. 

CHAIRMAN ERICKSON: Of course, there are 
certain crimes that fall within the jurisdiction of the 
United States Attorney where the telephone is part 
and parcel of the crime? 

MR. STERN: That is right. 
CHAIRMAN ERICKSON: In those cases, do you 

feel that it is the Rathbun exception that is built 
into the Title III provisions that avoids the need for 
any court-ordered electronic surveillance? 

MR. STERN: No, rather the unique experiment 
that was conducted dUrIng my tenure as U. S. At
torney by the Department of Justice where, as you 
know, Judge, what they called Task Forces or 
Strike Forces were sent into regions of the country, 
primarily charged with the obligation of investigat
ing gambling-type offenses. Since it was largely 
their function to conduct those types of investiga
tions, they did employ nonconsensual electronic 
surveillance techniques pursuant to court order. 

So r don't want to imply that in my jurisdiction 
during my tenure there were never such applica-
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tions made by a Federal investigative agency, but 
rather that it was not done by my office simply 
because my office did not have any real-

CHAIRMAN ERICKSON: You didn't get into 
the gambling area? 

MR. STERN: Exactly. 
CHAIRMAN ERICKSON: Or into some of the 

areas that would be witiilTI the jurisdiction of the 
Organized Crime Task Force? 

MR. STERN: That is exactly right. Under the 
guidelines established by then Attorney General 
Mitchell, there was an attempt made to delineate 
the primarily investigative responsibiIiti~s of the 
Strike Forces in the area, on the one hand, and the 
United States Attorneys on the other. And this was 
primarily their responsibility. Indeed, such informa
tion as the Federal Bureau of Investigation or other 
agencies had concerning those kinds of activities 
were, pursuant to those guidelines, to be referred 
initially to the Task Force's personnel. So we did 
not employ such devices in such investigations, 
precisely because ours was not the primary focal 
point of the investigations of those kinds of crimes. 

And I do not mean to imply by the statement that 
I have submitted that in the investigation of gam
bling offenses electronic and consensual electronic 
surveillance is not a useful device. I don't mean to 
imply that at all, but rather to give you the benefit 
of my primary experience which is in another area 
of investigation. 

CHAIRMAN ERICKSON: The area of investiga
tion you are directing your remarks to would be 
limited to what four corners? 

MR. STERN: Well, I think part of the problem in 
dealing with the subject is the lack of precise defini
tions. No one to my knowledge has been able to 
define to my satisfaction precisely what we nlean 
when we refer to "organized crime." So it is very 
difficult, you see, because, unlike the field of cer
tain sciences, there aren't precise definitions. r am 
referring to political corruption issues. 

When someone on the street corner takes a hun
dred dollars from a bookmaker, r don't regard it as 
a political corruption case. r regard it as graft, but 
this is not what I mean by a political corruption 
case. 

Nor, in any lists that I would ever compile, if I 
were to do so, of the public officials prosecuted by 
our office, would I ever include local policemen on 
the corner who take such kinds of graft. We'd 
prosecute them but we wouldn't list them in that 
kind of way. 

I don't know if I am making any sense. 
CHAIRMAN ERICKSON: I think that is an ex

cellent start. 



MR. STERN: So when I speak of mythical cor
ruption cases, I am talking: about the public official, 
elected or appointed to the public office in anyone 
of the three branches of government, who would 
take money for his own personal enrichment or for 
the enrichment of his party or for the enrichment of 
some third person, and in return, therefore, grant 
or deny some governmental favor. 

CHAIRMAN ERICKSON: And you feel that to 
make that type of investigation you don't need the 
electronic surveillallce investigating techniques that 
are outlined in the statute? 

MR. STERN: Absolutely, I feel that way. It has 
been my experience that it was not useful. 

I know, for example, ill the recent report filed by 
the Administrative Office of the U. S. Courts which 
lists the total number of applications for electronic 
surveillance orders made by the states, on the one 
hand, and the United States on the other, and pro
vides a breakdown of kinds of crimes being in
vestigated, in the whole country there are only 25 
applications under the title of "bribery." Of those, 
none were made, apparcmtly, by the United States 
Attomeys or United States agents. And final1y, of 
the remaining 25, which were obviously state appli
cations, I would suspect a number had to do with il
licit payments between local police officials aTld 
gamblers, which is not the kind of thing I'm talking 
about. 

CHAIRMAN ERICKSON: In connecti(,,1 with 
the kind of work you did as United States Attorney, 
you, of course, had occasion to become familiar 
with Berger v. New York, and the experience that 
the State of New York had in passing upon Section 
813 (a) of their state statute which permitted elec
tronic surveillance. And in that particular casc, you 
recall, there was a question of whether liquor 
licenses were being bought and sold in the New 
York area. And from the history that has been laid 
out in the Standard of CriIJ1;nal Justice on elec
tronic surveiIIance, that was very capably 
delineated by Professor Blakey who is on our Com
mission, it becomes quite apparent that when the 
State of New York looked to dectronic surveil
lance there was no other means of breaking up this 
political corruption that was tied to buying and 
selIing liquor licenses. 

MR. STERN: Well, I worked in District Attorney 
Hogan's officf :H the time of the SLA (State Liquor 
Authority) investigation which led ultimately to the 
conviction of the former Republican state chairman 
of the State of New Yor.k, and I think Mr. Bernstein 
was the name of the chairman of the SLA. I have a 
feeling he was ultimately convicted as wel1, but I 
may be incorrect. 
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And ! would yield to the expertise of other" in 
the ;;,1"'":. 'mt I 8.m not wholIy persuaded that elec
tronic surveillance resulted in the success of that in
vestigation. And moreover, I would respectfully 
point out that those kinds of investigations have 
been going on in New York, at least in my limited 
research, for so many years, I begin-if you will 
grant me a moment's indulgence-I begin with the 
Tweed days of 1871. The kind of graft and corrup
tion experienced in the days of William Marcy 
Tweed is exactly the kind of corruption I'm talking 
about-kickbacks. 

In that instance, if I remember correctly, it 
focused on the building of a courthoufTe that 
probably cost more than any other building in the 
United States. 

Boss Tweed was brought down not by any elec
tronic surveillance. IHdeed, obviously, there weren't 
telephones then. He was brought down because of 
the books and records examination ultimately made 
by Samuel Tilden acting in concert with a pUblicity 
campaign of the New York Times of that time and 
Thomas Nast, the cartoonist. 

That kind of cOiruption, which was probably the 
most pervasive the country has seen, strangling an 
entire city, the major city of the United States at 
that time, was brought down and the chief per
petrator convicted without the necessity of using 
electronic surveillance. 

I move along to 1894 and the Lexow Commission 
which investigated corruption in the City of New 
York. As you no doubt know, it was sparked by the 
campaign of Charles Parkhurst who demanded the 
New York Legislature investigate the tie-in 
between gambling, prostitution, corruption, and the 
New York Pelice Department. 

That Commission in 1894, so ably reported by 
Lincoln Steffens in his work, revealed a large 
amount of wrongdoing by policemen. As a matter 
of fact, the entire political structure of New York 
was changed for awhile because graft was out and 
reform was in as a result of the Committee's in
vestigations. 

But those were done without the necessity of 
electronic survei11ance. 

As far as I can tell, neither did William Travers 
Jerome employ electronic surveillance. 

If we move along to the period when Jerome was 
District Attorney investigating graft, corruption, 
and particularly gambling in New York, he wound 
up putting in jail the chief New York gambler, a 
man by the name of Richard Canfield, without, to 
the best of my knowledge and belief, using any 
electronic surveillance. 

And to bring us up to date rather rapidly, in the 
days of Samuel Seabury in which that remarkable 



man served on three separate appointments, one by 
the Appellate Division of the State of New York, 
another the Hofstadter C0mmittee to investigate 
Mayor James Walker, and finally as an investigator 
appointed by Governor Franklin Delano Roosevelt 
to see whether or not District Attorney Crane 
would be replaced, in all three capacities he 
achieved remarkable and noteworthy success in 
rooting out corruption, to the point where the 
Mayor of New York had to resign and sail over to 
Europe in disgrace, and I am unaware of any elec
Lunie surveillance he found it necessary to employ 
in any of those investigations either. 

So I think there is ample precedent for what I 
say, not only in what we have done in New Jersey, 
but in what others have done in meeting this situa
tion elsewhere. 

CHAIRMAN ERICKSON: As I understand it, 
you are limiting the area that you say falls within 
the scope of not requiring electronic surveillance to 
the political corruption area? 

MR. STERN: That is correct. 
CHAIRMAN ERICKSON: You are not going 

into gambling? . 
MR. STERN: I am not saying that it is not a use-

ful device in gambling. 
CHAIRMAN ERICKSON: Or necessary? 
MR. STERN: Or even necessary. 
CHAIRMAN ERICKSON: And the same would 

be true on the narcotics side, as I understand? 
MR. STERN: That is correct. 
CHAIRMAN ERICKSON: Or on organized 

crime, if we were able to reach a definition on that. 
MR. STERN: If you were able to reach a defini

tion, I'd be able to confront the question, but it's 
awfully difficult for me, Judge, to deal with a crea
ture who nobody seems to be able to put four sides. 
on. 

CHAIRMAN ERICKSON: I can understand that. 
One further question going to this whole area: 
When it comes to electl·Jnic surveillance, as you 

know, Title III put an invitation in to the various 
states to enact legislation of their own patterned 
after the Omnibus Crime Control and Safe Streets 
Act. 

In the State of New Jersey they did enact legisla
tion, as I understand ii.. 

MR. STERN: Yes. 
CHAIRMAN ERICKSON: It had a five-year 

limitation; is that correct? 
MR. STERN: Yes. According to the newspaper 

accounts that I have read, the New Jersey Legisla
ture has just amended the law. But, of course, I 
have no first~hand knowledge of that anymore. 

CHAIRMAN ERICKSON: I see. 
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Did you cooperate with the New Jersey law en
forcement officials during the period that you were 
in the United States Attorney's office? 

MR. STERN: I don't know if you realize it, but it 
is a very difficult question to ask me to answer. 

CHAIRMAN ERICKSON: I do. 
MR. STERN: As long as you understand that the 

parameters may be rather broad, I will try to 
answer it. 

On certain levels there was good cooperation; on 
certain levels there was very bad cooperation. 

Wheq certain investigations were conducted by 
my office and touched highly placed personages 
then in the Governor's Cabinet, there was a re
markable lack of cooperation. 

I don't think anybody would be especially sur
prised about that. There is no one of us so fine a 
human being that we can be safely entrusted with 
the investigations of our friends and colleagues. 

I claim no great superiority in this area, but when 
such investigations conducted by my office touched 
those areas there was not cooperation. 

CHAIRMAN ERICKSON: This is in the local 
corruption area? 

MR. STERN: Yes. 
CHAIRMAN ERICKSON: That was the purpose 

of the question because it is obvious that you 
couldn't cooperate in that area. 

MR. STERN: Well, 1t seems to me that, first of 
all, maybe we could, but we soon learned in some 
cases we couldn't. 

It is easy for a Federal la'vv 'enforcement officer 
and state law enforcement officer to cooperate on a 
bookie or petty thief. It is quite another thing when 
you are talking about a secretary of state or state 
treasurer or the likes of that. Then one finds that 
self-interest may dictate a lack of cooperation. 

So I'm sorry for the length of the reply, but as 
you see, it is a rather broad area. 

CHAIRMAN ERICKSON: It was meant to be 
broad and it was the answer I hoped we would be 
able to get for the record. 

Professor Blakey. 
MR. BLAKEY: Judge, I wonder if you'd com

ment on the historical analysis that you made of 
Jerome and some of the others. 

Was there a suppression rule in New York at that 
time? 

MR. STERN: The suppression rule, Professor, 
wasn't passed until 1914 by the United States 
Supreme Court in the Weeks case, U.S. v. Weeks, 
and it was not made applicable to the states until 
the Mapp case in 1961. 

MR. BLAKEY: ;onsequently, there were no 
practical limitath. . . on those prosecutors. Those 
rules that existed then weren't enforced in the 
courts by the suppression sanction? 



MR. STERN: You mean by way of search and 
seizure? 

MR. BLAKEY: Yes. 
MR. STERN: I suppose that is true. 
MR. BLAKEY: Are you familiar with the 

techniques they used in making those investiga
tions? 

MR. STERN: I am familiar in some respects. 
MR. BLAKEY: Take Jerome's prosecution of 

Canfield, for example. 
MR. STERN: Yes. If my memory serves me, in 

Richard O'Connor's book, The Courtroom Warrior, 
which you may be familiar with, he details a history 
of long attempts by Jerome to bring Canfield, who 
was-

MR. BLAKEY: -responsible for much of the 
gambling at Saratoga. 

MR. STERN: Right. 
I think ultimately they did not get Canfield on the 

basis of any search and seizure which would be 
called unlawful or unconstitution,al today. 

MR. BLAKEY: Were there raids without search 
warrants on his casino? 

MR. STERN: There were raids with search war
rants on his casino as well, and ultimately Jerome 
made the case against Canfield, if my memory 
serves me, by obtaining the testimony of certain 
prominent New Yorkers who had gambled in his 
estaolishment against him. And if I recollect cor· 
rectly, Canfield pled gUilty. 

If that is wrong, please refresh me. 
MR. BLAKEY: It is my recollection that some 

search warrants were used in some of the situations, 
but if we apply any Fourth Amendment test of 
probable cause or particularity, they'd probably 
flunk. They'd certainly 'flunk the Spinelli test. 

MR. STERN: They might, but if Mr. Jerome wor
ried about Spinelli, it may have been he could have 
presented the magistrate evidence which would 
have satisfied the magistrate. I think it's unfair to 
judge his affidavits on court rules passed 40 or 50 
or 60 years nr'.:;r his time, because he didn't have 
those in mind when he brought the affidavit in 
court. It seems to me the mere fact he did go by af
fidavit and warrants is some indication that he 
wasn't really-

MR. BLAKEY: He was also dealing with what 
could be fairly described as open gambling. This 
was not bookmaking over phones. It was an open 
casino in downtown Manhattan. Anybody could 
have walked into it. 

MR. STERN: Not anybody. 
MR. BLAKEY: Relatively speaking, it was wide

open gambling. 
MR. STERN: A policeman couldn't walk in 

there. Mr. Jerome couldn't walk in there. I suspect 

if you and I had been living in that community we 
couldn't have walked in there. 

You are probably more expert than I am, but one 
wonders how secret any widespread gambling 
operation is when, by definition, they have to have 
a lot of customers. 

MR. BLAKEY: I am trying to bring m~t that the 
rules of search and seizure in dealing with gambling 
then were somewhat different than they are today. 

MR. STERN: I think that is right. 
MR. BLAKEY: Is there any indication that Can

field used violence to enforce his rules? 
MR. STERN: We know this. In 1912 Herman 

Rosenthal was shot dead on a street corner of New 
York by Whitey Lewis and Dago Frank and Gyp 
the Blood-those were the names employed at the 
time. And ultimately in the prosecution, the District 
Attorney proved that Lieutenant Charles Becker of 
the New York City Police Department ordered that 
execution and ultimately became the first police of
ficer ever electrocuted in the electric chair. 

That sounds to me like a pretty serious kind of 
problem. That's 1912. 

MR. BLAKEY: Moving up a !lt~le bit in time, I 
take it you are familiar with the work of Frank 
Hogan's office? 

MR. STERN: I had the distinct honor of serving 
there. 

MR. BLAKEY: Are you generally familiar with 
the liquor investigation? 

MR. STERN: I wasn't in his Rackets Bureau. I 
was in the Homicide Bureau. I am only generally 
aware of the SLA investigation-are you referring 
to it? 

MR. BLAKEY: That is right. Based on your 
general knowledge, do you think that case could 
have been made without electronic surveillance, 
both the consensuals in the early stages and ulti
mately the bugs that implicated Mr. Morehouse and 
Judge Osterman? 

MR. STERN: Mr. Blakey, I find in life you come 
to a fork in the road where you must take one path 
or another. Having taken one path, it is awfully dif
ficult to cast one's mind back and speculate what 
would happen if you had taken the other path. 

I submit to you that it would be almost impossi
ble for anybody to say with any degree of assurance 
what would have happened if other investigative 
techniques had been employed. 

I am prepared to accept the fact if you tell me so 
because I have no personal knowledge that wire
tapping or electronic surveillance played an impor
tant role in that investigation. I would be very 
reluctant to accept the hypothesis, which could 
only be a hypothesis, that if those techniques were 
not employed the cases would not have been made. 
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I happen to believe that Frank Hogan and the 
dedicated men of his staff had enough ingenuity 
and ability so if this technique had been denied 
them, as it was denied to men like Jerome, and not 
available to men like Seabury, they might have 
made the cases anyway. 

MR. BLAKEY: Moving on to another matter, 
which I suspect is more vital, I wonder if you would 
discuss, as both a former Federal prosecutor and a 
Federal judge, what you understand to be the con
stitutional role of a Federal judge sitting to super
vise various law enforcement techniques and also 
the practical realities of it. 

Let's see if I ~an't pose the broad problem this 
way. 

We read endlessly in Supreme Court cases that 
the independent magistrate must be interposed 
between the citizen and the policeman. And cer
tainly as a matter of constitutional theory, this is a 
very attractive ideal. 

And yet, we turn to study after study-I am refer
ring now particularly to the American Bar Associa
tion studies-that indicate in most search warrant 
applications that the judge is little more than a 
rubber stamp. 

In the annual reports on the wiretap act, except 
for one Federal judge in Nevada and two or three 
judges in Connecticut, no judge has ever de
nied-on the Federal or state level-with those ex
ceptions-an application for wiretapping. 

It is my understanding that prosecutors are serv
ing as the screening level, and they are being de
nied at that level, and that doesn't show up in the 
reports. 

I am really trying to get you to share with us your 
notion of not only what it ought to be in light of the 
Supreme Court's statements, but, as a practical 
matter, how much can' we expect from the judicia
ry, day to day, acting as a sergeant in the police de
part· lent, telling the police to do this and not do 
tht 

MR. STERN: WelI, it is one thing-I think I have 
the question in my mind, although it certainly is a 
strike between t~'e knees and shoulders, and one 
can swing and hit it rrom almost any direction. 

It seems to me it :5 one thing for a judge to say to 
a prosecutor, "Y')U can't do something," and it's 
another thing to ~uggest to him affirmatively what 
to do. 

Do you want me to get into that area? 
MR. BLAKEY: No. I take it the role would nor

mally be negative, "You may not do this." 
MR. STERN: Yes. Before the search or eaves

dropping occurs, or after it occurs, the function is 
basically the same. I suppose it should be argued in 
the latter event, however, when it is done without 

prior approval, at least the invasion of privacy oc
curs before the judge ever gets to look at it, and it 
might be better in the sense of the area of privacy, 
since even the sharpest critics of the judicial adviso
ry role would not deny to the judge the function of 
reviewing it afterwards. 

Is that right, Professor? 
MR. BLAKEY: In fact, the studies indicate that 

the post-search review, which is on a written 
record, with counsel present, and in the context of 
a courtroom proceeding is effective. In some cases, 
you have the unusual situation occur where the 
judge who isr;;'led the application turned around, 
after counsel was present and he had an opportuni
ty to reflect, and he suppressed his own wiretap. 

MR. STERN: Yes. 
MR. BLAKEY: I am not limiting this entirely to 

wiretap. I am talking about search and seizure is
sues generally. 

MR. STERN: r have one problem, Professor. I 
have presently before me a case on habeas corpus 
in which such issues are raised. 

MR. BLAKEY: Can you just talk about it on a 
philosophical level? 

MR. STERN: Well, it is the People v. Petillo, in 
which the Supreme Court of New Jersey has made 
certain findings in that area which are being chal
lenged before me. 

Do you understand what I mean, Professor? 
MR. BLAKEY: Yes. 
MR. STERN: And I have no intent of depriving 

you of any useful information. Once that case is de
cided, if ever you wish to have me back again, I'd 
be delighted. 

MR. BLAKEY: Just for the record, if I ever get 
to talk to another Federal judge, the kinds of 
qm .. j:nos I would have liked to have asked you are, 
"All right; wiretaps, but why consensuals?" 

MR. STERN: Why consensuals? 
MR. BLAKEY: Why should consensuals be sub

ject to a warrant? 
MR. STERN: That is not what you asked me a 

moment ago. 
MR. BLAKEY: It is clear in the statute that war

rants are required for wiretapping and bugging, and 
it is clear from the Supreme Court cases that this is 
required. So really we have no options there. . 

But the proposition is being advanced-and I 
think with some credibility and some forceful
ness-that the warrant processes that are constitu
tionally required as to wiretapping should be statu
torily extended to consensuals, where there is now 
no constitutional requirement for a warrant. 

MR. STERN: The White case. 
MR. BLAKEY: This is the one-party consent 

case? 
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MR. STERN: The White case, the Lopez case; 
yes. 

MR. BLAKEY: Before we take that jump and ex
tend these roles elsewhere, it seems to me we 
should ask how does it work in its present function, 
and if we could meaningfully expect it to work as 
well in the other area. And I wanted you to share 
with us whether you think the judge could perform 
a meaningful role in enforcing a court-ordered 
system on one-party consent electronic surveil
lance. 

Can you answer that? ' 
MR. STERN: Yes, I can try to answer that. That 

is essentially a different question than the one you 
were asking. 

As far as I am aware, the United States Supreme 
Court has made clear, although in a sharply divided 
opinion, that the area of consensual electronic sur
veillance is simply not, under our Constitution, to 
be concerned about, the theory being if A speaks to 
B, A takes the chance that B is going to repeat ver
batim, if he has that kind of memory, what A has 
saiL., or make a reporting or otherwise record it. 

Indeed, it may be that if he is going to give you 
an account at all of what is said, the very best ac
count would be the actual words A has used. 
Because B, if speaking out of recollection, may be 
wrong or lying or a number of things. But if B has 
an actual recording of wh:3.t A has said, no one can 
challenge th0 accuracy unless there are technical 
problems. 

That being the law, I don't know what function 
the judge would perform either before a consensual 
recording was made,' or after it was made, unless 
you wanted to post into the law a requirement of 
probable cause for consensual recordings, the kind 
such as there is in a nonconsensual area. 

Is that what you mean? 
MR. BLAKEY: Yes. 
MR. STERN: If that is what you propose, then I 

suppose the judge has the same function in deter
mining probable cause for consensual electronic 
recording as he does for nonconsensual, to deter
mine whether or not there is probable cause. 

MR. BLAKEY: Do you think it would make 
sense from a policy point of view-not from a r~w 
enforcement point of vie\'/-to put those kinds' of 
restrictions on consensuals and involve the judicia
ry in them? 

MR. STERN: I don't think the question of in
volvement of the judiciary is a relevant one, as I am 
trying to indicate. It doesn't matter, in my opinion. 
The real question you are asking, I think, is whether 
or not you ought to make a requirement ('f proba
ble cause, in other words, build probable cause into 
the requirement for a consensual recording. That is 

a policy issue. Once you decide that issue, you 
leave the judiciary no alternative because sooner or 
later the judiciary will have to review whether or 
not there was probable 'cause. 

MR. BLAKEY: Do you think it makes a dif
ference whether the review was prior? 

MR. STERN: It makes a difference only to the 
extent that if it is prior, as well as subsequent, you 
at least offer the potentiality that some potential 
breach of privacy will not occur, rather than limit
ing it to redress after it has, in fact, occurred. That 
is assuming, of course, that you have defined by 
due legislation that consensual recordings are 
breaches of privacy. 

On the privacy question, I don't think, in my 
opinion, that if B records what A is saying to bim, B 
is violating A's privacy. But I can well realize other 
people may disagree with that. 

In any event, I am not saying that as a judge but 
as an individual. 

Does that answer your question? 
MR. BLAKEY: Yes, thank you. 
I have no further questions. 
CHAIRMAN ERICKSON: Does that complete 

your questioning, Professor Blakey? 
MR. BLAKEY: Yes. 
CHAIRMAN ERICKSON: Professor Remington. 
MR. REMINGTON: Judge, I just have one, or 

two questions. 
I am not sure whether we have a conflict between 

some prior testimony which we heard yesterday and 
your testimony today with regard to one question 
that this Commission is concerned with, and that is 
the effectiveness of electronic surveillance. 

And I take it that most of your testimony was ad
dressed to that question with respect to official cor
ruption cases. 

MR. STERN: Yes. 
MR. REMINGTON: My recollection of the 

testimony yesterday and on previous occasions was 
that it is very important to have the right to have a 
consensual overhear, as it was described, in cases of 
official corruption because very often it is a one-on
one situation, in bribery cases in particular, and it is 
important to have more than the word of the infor
mant or, in his own defense, the official. 

Do you disagree with that? That is, do you dis
agree with t~e assertion that it is extremely impor
tant ~o have the right to record, with the consent of 
one party, conversations involving, for example, the 
bribery of a public official? 

MR. STERN: It is most difficult to deal with your 
question in terms of absolutes. I mean no offense to 
the question, but, "Is it important?" I cannot sit 
here and say that it could never be important. And 
I doubt very much that anybody can sit here and 
tell us that it is always imp?rtant. 
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All I can do, aside from offering you my subjec
tive evaluation by saying it is important, very im
portant, not too important, or not important at all, 
is to tell you that in no case that I have listed in that 
memorandum to you was either consensual or non
consensual eavesdropping used. 

Now, I confined the thrust of my statement to 
nonconsensual, but I amended it to tell you that in 
none of the cases I have enumerated was even con
sensual eavesdropping used. 

It seems to me it is reasonable for you to judge, 
based on objective fact, the importance or lack of 
importance that you would ascribe to consensual 
eavesdropping. 

The fact of the matter is that from time to time it 
can be a very useful thing. I wiIlnot sit here and say 
otherwise. But how important is it in the eyes of the 
bel:older7 

In any ·event, a~ I understand the lawsuit, the 
Supreme Court has held clearly affirmatively that 
consensual electronic recordings do not violate any 
right to privacy as contemplated by the' Fourth 
Ainendment of the pnited States Constitutfon. 

Am I correct on that? 
MR. REMINGTON: I understand that, but there 

is a policy Professor Blakey referred to, and that is 
even though it's not constitutionally. required, 
whether as a matter of public policy consensual 
overhears, et cetera, ought to be prohibited or 
ought to be subjected to a warrant requirement. 

And in attempting to respond to that, one aspect 
of the question is: How important are they? 
Because it seems to me if they are unimportant, it is 
much easier to either increase the requirements or 
prohibit their use than it is if the conclusion is that 
the authority to do this is very important. 

MR. STERN: It seems to me that that is an in
teresting policy question, but the fi'rst question you 
should ask is: Is there any right to privacy at all in 
the area? Because you don't need to get into the 
balancing task if there isn't a right to privacy. 

MR. REMINGTON: My m.emory is that four 
members of the Supreme Court thought there was. 

MR. STERN: Yes. But unfortun~ately, until they 
can collect a fifth vote, there isn't. 

MR. REMINGTON: If you take the position that 
decisions on these matters ought to be left solely to 
the judiciil system-and I think myself that conclu
sion is appropri~te-but if one takes the position 
that important public policies ought to be dealt 
with by the legislative branch, then 1 think that if 
only four members of the Supreme Court feel that 
way, that doesn't make it so. 

MR. STERN: When you get into the area of 
evaluation, my evaluation, which is as good as. any
body else's, is not based on expertise but based on ' 

my own concept of what a right to privacy is or 
isn't. I think anybody who has been in enforcement 
can give you their experiences in terms of what has 
been a useful technique or a not useful technique. 
In terms of their subjective evaluation of what is 
private and what is not, they stand in no sp(!cial 
position. 

I cannot see where either one has a right to priva
cy as opposed to the other one, unless, of tourse, 
you have a situation where A and B have con
tracted with each other that what is said will not be _ 
otherwise disclosed. I cannot see why either one 
doesn't run the risk, absent such agreement, either 
express or perhaps implied, or why either one has 
the right to complain if the other one repeats what 
is said. And if one can repeat what is said, I can't 
understand why one cannot repeat verbatim what is 
said. And if one can repeat verbatim what is· said, I 
can't understand why one cannot furnish the best 
evidence of what is said, the actual recording. 

If you are saying B has no right to record what A· 
said, the question arises: Why has he any right to 
testify as to what A says? And it seems to 'be in 
making the determination about. consensual 
recordings in thi.s area, you have to make the ded: .. 
sion: If the recording .of the actual words of A is a 
breach of privacy, why isn't the repeating of A's 
statement from memory the same kind of breach? 
. MR. REMINGTON: I tak'e it your testimony is 

thai: a consensual overhear ought to be recognized 
as lawful, regardless of whether it is regarded as 
needed or not; that it is so minimal an invasion of. 
privacy that this Commission really ought not con
sider the question of whether it is necessary; that 
we don't have to go through a balancing process 
because there is no loss of privacy in the use of this 
particular enforcement method. 

MR. STERN: I think I agree with that proposi
tion. I can't see' the distinction between recording it 
and permitting B to repeat what A said to him-if 
that does not breach A's privacy. And if it does, 
you can effectively close down all prosecutions in 
this area. 

I think all would agree one indispensable in
gredient to all these prosecutions of corrupt politi
cians or people in the public service would be the 
real live testimony of somebody getting on the 
stand and testifying that he dealt with that man or 
paid him mOl'ey or what the man said to him. 

If he can do that, why couldn't he surreptitiously 
take a photograph of himself paying the money? 
Why couldn't he record the words?· 

I just don't see the issue. 
MR. REMINGTON: Thank you. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Judge Stern, you have been 

sitting in the District Court for a year and a half? 
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MR. STERN: Yes. 
MS. SHIENTAG: And you have had extensive 

experience both in New York and New Jersey. 
Has any application come before you as a judge 

for wiretapping? 
MR. STERN: No, ma'am. 
MS. SHIENT AG: You have made a value 

judgment about wiretapping which is well known. 
MR. STERN: Pardon me? 
MS. SHIENT AG: You have come to a conclusion 

about the moral right to have wiretapping. 
MR. STERN: I don't think I have testified to that 

here. Do I have an opinion on it? Yes, I have an 
opinion on it. 

MS. SHIENT AG: And what is your opinion? 
MR. STERN: WeIl, I for one cannot see why,it is 

that if one can show probable cause to believe a 
specific man is committing a specific crime using a 
telephone-I don't see any vested right in that man 
to commit that crime by use of the telephone in 
private. 

My morals are not shocked·· by denying him a 
private dispatch case under those kinds of circum
stances. Neither were, the morals of Congress which 
passed the statute-

MS. SHIENT AG: How do you feel about the 
right to privacy, tllen? . 

MR. STERN: It is an Important right. 
MS. SHIENT AG: It is very important in respect 

t.o human beings. 
MR. STERN:'Absolutely. 
MS. SHIENT AG: And since no applications have 

been brought before you, would you assume that 
most officers know of your opinion? 

MR .. STERN: It doesn't work that way in my 
court. First of all, I have been on the court a year 
and a half, and I came from the U. S. Attorney's of
fice. And my rule is that I will not take any case un
less the crime was ,of mmitted after I left the U. S. 
Attorney's office. 

So first of all, at least for the time being, until I 
get a "little more remote from these investigations so 
th!! appearance of impropriety won't appear, that 
effectively limits some of the things I will do. 

Secondly, the prosecutor in our district goes not 
choose the judge he will go before. It is a secret 
list-a rotating list.· The prosecutor doe~n 't know 
who the judge will be. 

MS. SHIENTAG: SO there isn't any shopping 
around? 

MR. STERN: No. We don't want to let them do 
that because we don't think it's fair. 

MS. SHIENTAG: Because it has been said there 
is shopping around for a judge who will be favora
ble to wiretapping. 

MR. STERN: I can only report to you the situa
tion in my district. 

MS. SHIENT AG: It doesn't exist in your district? 
MR. STERN: To the best of my knowledge and 

belief, the clerk of our court keeps a list-the same 
way we are on an individual calendar system for in
dictments. The indictment comes out of the grand 
jury and the next judge gets it. 

And as a matter of fact, in order to preserve the 
integrity of the process, it isn't done on a rotating 
basis, in other words, Judge 1, Judge 2, Judge 3, 
Judge 4, and Judge 5, because you could predict 
then. 

What happens is there are a number of cards. 
Each judge may have 20 cards with his name on 
them which are put in a bundle, and the cards are 
pulled from the pack. And this equalizes out but no 
one can predict in advance which judge will take, 
which case. 

MS. SHIENTAG: Would you suggest that as a 
means of avoiding what has been characterized as 
shopping around in other districts? 

MR. STERN: It works in ours. I hate to be in a 
p'osition of telling my colleagues in other places 
what to do. I am sure they are all concerned, as we 
are concerned, with avoiding even the appearance 
of judge-shopping. 

MS. SHIENTAG: Just a few more questions. 
Take anyone of the cases that is set forth in your 

statement to us-anyone oflhose cases. 
MR. STERN: Jersey City. Let's take Jersey City. 
MS. SHIENTAG: That is on page 2 of your state

ment. 
In that case there was an indictment you helped 

secure, and I suppose you helped try the case. 
MR. STERN: I personally tried it. . 
MS. SHIENT AG: There was a conviction against 

the Mayor, the President of the City Council, the 
Business Administrator, and numerous other offi
cials. 

To make that case, di9 you use physical surveil
lance? 

MR. STERN: No, ma'am.· 
MS. SHIENT AG: Did you use grand 'jury sanc

tions? 
MR. STERN: What do you mean by "sanctions?" 
MS. SHIENT AG: Did you have someone appear 

before the grand jury and have them testify and 
grant them immunity? 

MR. STERN: Yes. People a"ppear before the 
grand juries. We cannot under the Fifth Amend
ment of our Constitution returr an indictment 
without his appearing before a granu jury. 

MS. SHIENT AG: Did you grant immunity to get 
cases on higher-ups? 

MR. STERN: Yes. 
MS. SHIENT AG: Did you have cases against de

fendants? 
MR. STERN: People who were witnesses? 
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MS. SHIENT AG: People who were defendants 
and made confessions to testify against other per
sons. 

MR. STERN: If they became witnesses-not to 
quibble, but I don't understand. 

If a possible defendant elected to become a 
government witness-we have such. If you mean do 
we have a confession from somebody who was in
dicted and read it in at the trail, the answer is no. 

MS. SHIENT AG: Did you use photographs of 
any of the defendants together? 

MR. STERN: No. Would you like to know how 
we did it? 

MS. SHIENTAG: I'd like to know how you made 
that case which, was a very tough case. 

MR. STERN: Well, for 50 years in Hudson Coun
ty and Jersey City, everybody said it was corrupt, 
from Frank Hague down through John V. Kenny. 
Indeed, the story was-and every cab driver knew 
it-that you couldn't do business in Hudson County 
without kicking back 10 percent. Indeed, that com
munity coined the phrase "way of life," and I put 
quotes around it. 

It was our theorem that if it was that notori'ous, it 
ought to be easily discoverable, and we decided to 
apply a certain technique we had learned in the 
Colonial Pipeline case. 

I know tbe former Attorney General Ramsey 
, Clark is ·here to testify. I worked under General 
, Clark and had the privilege of using one of his let-

ters of immun~ty. ' 
So we decided to test the theory and,see whet,her 

or not we could prove that everybOdy who did bUSI
ness in Jersey City had to payoff. 

So the first thing to do was to find out who did 
business in Jersey City. So we subpoenaed' out of 
the City Hall and the Administration Building every 
single contract awarded to engineers and contrac
tors in the 'past five years in an amount over 
$2',500. 

That gave us, as you can imagine, literally hun
dreds and hundreds of thousands of documents. 

From those records, we determined who the suc
cessful awardees of p'ublic;, contracts had been, and 
we then subpoenaed in all of their books and 
records: ' • 

"And we used two thepries. , 
Theory No.1 was a crooked public official does 

·not take a payoff by check. It has got to be cash. ' 
'Theory No. 2, ve~y rarely in our society today 

does somebody go to the bank and cash a $20,000 
check or a $10,000 check and walk out with green
backs for a legitimate- purpose. 

So it then became an accounting function to 
check through the books and records of the busi
nessmen who had done business with Jersey City 

and Hudson County, in an attempt to ascertain 
whether there were large amounts of cash coming 
out. 

When we found those large amounts of cash, the 
next step was to bring in the appropriate business
man and ask him what he had done with the cash. 

Most often, of course, you'd encounter the invo
cation of the Fifth Amendment because under our 
system of laws you cannot compel a man to give 
evidence which could possibly incriminate himself, 
because money paid from a businessman to a public 
official is incriminatory. We'd then utilize the im
munity laws, and in that way we developed the 
evidence. 

MS. SHIENT AG: So you granted immunity after 
having seized the books, by warrant, I assume? 

MR. STERN: No. 
MS. SHIENT AG: How did you get the books? 
MR. STERN: Subpoena duces tecum of a grand 

jury. 
MS. SHIEl'-H AG: And the persons testified under 

a grant of imm'unity. " 
, MR. STERN: Ultimately, yes. 

MS. SHIENT AG: As to the contents of the 
r!!cords? 

MR. STERN: No. You don't need to give immu
nity for that. Technically, under'the law, if. it is a 
corporation they have to bring it in. There is no 
Fifth Amer- .. ment right there. 

MS. S'HIENT AG: You only proceeded against 
corporate defendants or corporate suppliers? ' 

MR. STERN: Some were small partnerships but 
some were very large. One' was a division of 
Ashland Oil which paid a considerable sum. There 
were a number of large contractors: 

But the point is tllat once you find the cash-you 
see the bribery usually takes place in private 
between two' people who don't do it on a street 
corner. And you are never going to make, that case 
without the testimony of one o~ them. And under 
our Fifth Amendment, you'can't compet' a man to 
be a witness against himself. , 

So the immunity laws, under those circum
stances, if you want to have a strong and vital Fifth 
Amendment, which I think is fundamental-you 
have to have immunity laws or you are really giving 
benefit to two men who lock tbemselvesalone in a 
motel room and exchange cash. 

MS. SHIENTAG: Would it not have been easier 
had you been able to use a recorder on one of the 
persons? 

MR. STERN: No. Almost all of the transactions 
had taken place, if not months before, then years 
before. And the very method of obtaining the 

~estimony virtually required that the crime be al
ready completed. 
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It was not our experience, you see, that business
men came flocking down to us when they were sol
icited for money. Nor was it our experience that 
public officials came trooping down to our office to 
report that graft was being taken by their col
leagues. 

It was uncovered on the basis of a completed 
crime which -we unraveled from the books. 

MS. SHIENT AG: There has been testimony be
fore us, Judge Stern, that as to ongoing crimes of 
corruption, too, it is very valuable to have a 
recorder available or to use a telephone. 

MR. STERN: The problem again is one of ~efini
tion of terms. I tried, ma'am, to delineate out earli
er that I was not talking about a bookmaker paying 
off-

MS. SHIENT AG: No, I am talking about corrup
tion, just as in your case. We have had testimony 
before us to that effect. . 

Do you think the distinction possibly could be as 
to ongoing crimes and cases which took place long 
before, as in the case of the Jersey City case you 
described. 

MR. STERN: It is difficult for me to answer, 
ma 'am, without knowing what the previous witness 
referred to. 

MS. SHIENT AG: That is true. But have you ever 
had a case where the crime was ongoing rather than 
completed? 

MR. STERN: Yes. 
MS. SHIENT AG: And you didn't find it necessa

ry, in order to make your case, to use any elec
tronic surveillance? 

MR. STERN: No. And that is not so in all cases, 
ma'am. In a few cases, as I indicated earlier, there 
were consensual recordings made. 

~n other words, where a businessman came in and 
said, "Look, X public official has asked me for 
money, and I have to make a payment, and I don't 
want to make a payment"-in some of these cases, 
the person wore a recording device and actually 
recorded the public official taking the money. 
There were a very small number of those. 

MS. SHIENTAG: GeneralIy, would you say that 
you would not disapprove a consensual wiretap in 
an ongoing case, a current case? 

MR. STERN: You mean consensual eaves
dropping? 

MS. SHIENTAG: Eavesdropping. 
MR. STERN: I don't disapprove it. I did, in fact, 

approve it. 
tvlS. SHIENTAG: You approved it? 
MR. STERN: Yes. 
MS. SHIENT AG: Thank you. 
CHAIRMAN ERICKSON: Chief Andersen. 

MR. ANDERSEN: Judge Stern, in your defini
tion of political corruption, may I ask you, did you 
classify judiciary corruption as political corruption? 

MR. STERN: Yes. I think the man who sold out 
the second circuit and went to jail for it-when I 
say political I mean somebody in public office. 

MR. ANDERSEN: An elected and/or appointed 
official? 

MR. STERN: Yes, in any of the three branches 
which I think I indicated earlier. 

MR. ANDERSEN: As to your definition-the 
New Jersey prosecutors testified that there was a 
statewide grand jury concept, and they have had 
over 150 indictments in three years, and they have 
used wiretapping very extensively, it is my un
derstanding from their testimony-do you see a 
conflict in your thinking and their thinking? Or is it 
your position that they could have made all these 
cases without electronic surveillance? 

MR. STERN: WelI, I don't know what cases they 
were referring to, but they obviously weren't refer
ring to the cases I was referring to in New Jersey. 
And you can take a list of the cases I presented for 
you of New Jersey cases made without it, and I 
would suggest you get their list and see what kind 
of corruption cases they are referring to. 

I would suspect from the numbers I have just 
heard from you, Mr. Andersen-I don't know; I am 
at a disadvantage because I wasn't here for the 
testimony-I suspect they are discussing police 
payoffs. 

What I was trying to explain to Miss Shientag a 
moment ago was that when you have a local book
maker who is paying $100 a month to a policeman 
every month to stay in business, it may be that kind 
of ongoing, continuous, organized, if you will, pay
ments, are susceptible to that kind of investigative 
approach. 

But I worked in New Jersey-I don't know who 
testified here, but I probably worked alongsi.de 
some of th~' people who testified here, I on the 
Federal side and they on the state side. And I can 
point to what I did. 

MR. ANDERSEN: You are probably recom
mending that we should compare the two, and the 
level of cases, and you are saying there is probably 
not a conflict in the two concepts. Would that be a 
fair evaluation? 

MR. STERN: I am saying if you compare them 
you may find an essentially different kind of 
emphasis on the prosecution of essentially different 
kinds of crimes. . 

MR. ANDERSEN: I have no further questions. 
CHAIRMAN ERICKSON: Thank you. 
I have just a couple of wind-up questions, if I 

may, Judge. 

1006 



Regarding the Knapp Commission work in New 
York, the use of consensual eavesdropping equip
ment in that type of investigation is more or less es
sential, don't you feel? 

MR. STERN: Where you are fortunate enough in 
any kind of corruption case, whether you view it as 
the police lieutenant or the captain or the inspector 
taking money, or the mayor taking money-if you 
are fortunate enough to find out about it while it's 
midstream, then obviously you can do something 
useful with electronic surveillance. 

My main thrust is that in the area of not the local 
police corruption so much as in the area of a con
gret.sman who takes graft, or a mayor, that kind of 
thing, you generally don't find out about it mid
stream, and that has generally been my experience 
and, as far as I can ascertain from most of my col
leagues when I was in the United States Attorney's 
office, their experience in those types of cases. 

CHAIRMAN ERICKSON; Judge S~ern, we are 
very grateful to you for the testimony you have 
given. It will be helpful to us in preparing recom
mendations to the Cvngress and to the President, 
and you have furnished a very ~igh service to us in 
giving us your time and effort. 

Thank you very much. 
MR. STERN: It is a pleasure to be here. 
Thank you. 
CHAIRMAN ERICKSON: At this time, before 

calling our next witness, we will take a brief recess. 
But before recessing I would advise the Commis
sion that I have just been delivered a letter from the 
Attorney General advising us that he will submit a 
formal statement to us in response to the question
naire that was sent to him, and that before answer
ing the questionnaire he will confer with a number 
of United States Attorneys who will be meeting 
here in Washington on June 17. 

His letter will be filed as part of the record. His 
new commitments, since taking office as Attorney 
General, are such that it was impossible for him to 
appear and give testimony. 

I believe his report will be helpful, and we are 
looking forward to receiving it. 

At this time we will take a ten-minute recess. 
[Whereupon, a short recess was taken.] 
[The letter of Attorney General Edward H. Levi 

follows.} 

Office of the Attorney General 
\lIashington, D. C. 20530 

July 30, 1975 

Honorable William H. Erickson 
Chairman 

National Commission for the Review of Federal and State Laws 
Relating to Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue N.W. 
Washington, D. C. 

Dear Mr. Erickson: 

This is in further reply to your letter of May 23, 1975, inviting 
me to express my thoughts with regard to court-authorized elec
tronic surveillance. 

I note that the Department has already provided extensive 
views to the Commission. On September 16 and 17, 1974, state
ments and testimony were presented by the Attorney General, 
William B. Saxbe; Assistant Attorney General, Henry E. Peter
sen of the Criminal Division; Clarence M. Kelley, Director of the 
Federal Bureau of Investigation; and John R. Bartels, Jr., Ad
ministrator of the Drug Enforcement Administration. I generally 
concur with the views which Messrs. Saxbe and Petersen ex
pressed in their formal statements, and have only the following 
few additional observations to set forth. 

Although statistics over the past six years have shown that the 
use of oral, as distinguished from wire, consensual monitoring by 
the investigative agencies has progressively increased, there has 
been an acceleration in the rate of increase since Mr. Petersen 
provided statistics to the Commission last September. At your 
request, Mr. John C. Keeney, Acting Assistant Attorney 
General, provided supplementary figures which reflected the in
crease in oral consensual monitoring through March 1975. I am 
enclosing additional figures which reflect similar information for 
the months of April through June 1975. 

The recent increase in consensuals appears to be attributable 
primarily to three factors: an increase in the number of in
vestigations in which oral consensual monitoring is usually em
ployed, agency encouragement of the use of consensual monitor
ing techniques, and the influence of technical considerations, 
such as the improvement of techniques and the acquisition of 
additional or more advanced equipment. 

The most dramatic increase in consensual monitoring has 
been reported by the Drug Enforcement Administration. This 
agency has been encouraging its agents to utilize consensual 
monitoring equipment to minimize assaults on its undercover 
personnel, 300 of which have occurred during the past eighteen 
months. To support its operations, it has been procuring addi
tional as well as improved consensual monitOring equipment and 
has recently established a technical operations field program to 
train agents in the use and maintenance of the equipment. 

The Federal Bureau of Investigation has recently placed in
creased emphasis on the inVestigation of white collar crime, par
ticularly bribery, fraud, and embezzlement, in which corroborat
ing evidence obtained through consensual monitoring is crucial 
to the success of the investigation. The Bureau has also been em
ploying undercover techniques where the maintenance of a com
munications link by consensual monitoring is essential for the 
protection of the undercover agent. 

Other investigative agencies attribute their increase in consen
sual use to a greater number of investigations involving the em
ployment of electronics to maintain communications contact in 
undercover operations both for the protection of ?gents and to 
coordinate the actio:>ls of monitoring agents with those of un
dercover operatives. 

I appreciate the opp0l1unity of presenting my views. I look 
forward to reading the Commission's report. 

Sincerely, 

Enclosure 

[Signed) Edward H. Levi 
Attorney General 
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AGENCY REQUESTS FOR CONSENSUAL 
MONITORING AUTHORITY 

Month 

Sept .........•......... 
Oct .................... 
Nov ................... 
Dec ................... 

Total for 
year ............. 

Jan ..................... 
Feb .................... 
Mar ................... 
Apr .................... 
May ................... 
June ................... 

Semitotal for 
year ............. 

Emer
Year Regular gency 

1974 95 145 
1974 106 139 
1974 108 208 
1974 131 158 

1974 1,221 973 

1975 118 208 
1975 135 202 
1975 161 300 
1975 150 91 
1975 175 405 
J975 171 456 

1975 910 1,662 

Denied 

0 
0 
1 
0 

6 

0 
3 
0 
0 
0 
1 

4 

Total 

240 
245 
317 
289 

2,201 

326 
340 
461 
241 
580 
628 

2,567 

CHAIRMAN ERICKSON: Ladies and gentle
men, may we reconvene. We are going to try to 
keep from taking advantage of the time of our wit
nesses. We know they have schedules they are 
trying to meet. 

We are particularly honored to have the Hon
orable Ramsey Clark with us this morning. He is 
the former Attorney General of the United States 
under the administration of President Lyndon 
Johnson. He was the Attorney General when the 
wiretapping statute was enacted in 1968, but he 
was opposed to the use of nonconsensual elec
tronic surveillance in law enforcement, and no 
wiretap orders were obtained until his successor 
took office fn 1969. 

Mr. Clark is now engaged in the private practice 
of law in New York, and I am certain all of you are 
aware of the practice and work that he has done in 
improving the administration of justice. 

General Clark, would you be sworn? 
[Whereupon, Mr. Clark was sworn by Chairman 

Erickson.] 

TESTIMONY OF THE HONORABLE 
RAMSEY CLARK, NEW YORK, NEW YORK 

CHAIRMAN ERICKSON: Do you have a 
prepared statement? 

MR. CLARK: I do not have a specially prepared 
statement. I have a statement that I used before 
the Senate Judiciary and Foreign Relations Com
mittees last year, and there are just parts of it-I 
will leave a whole copy with you, but there are 
parts of it that I thought might be helpful to your 
Commission this morning. 

CHAIRMAN ERICKSON: It will be made 
part of the record. 

[The statement of Ramsey Clark follows:] 

STATEMENT OF RAMSEY CLARK 
before the 

CONSTITUTIONAL RIGHTS SUBCOMMITTEE 
ADMINISTRA TIVE PRACTICE AND 

PROCEDURE SUBCOMMITTEE 
of the 

COMMITTEE ON THE JUDICIARY 
and the 

FOREIGN RELATIONS SUBCOMMITTEE ON 
SURVEILLANCE 

of the 
FOREIGN RELATIONS COMMITTEE 

of the 
UNITED STATES SENATE 

We~nesday, April 3, 1974 

Be warned of my bias against wiretapping and electronic sur
veillance. I believe it to be far more than a mere dirty business. 
It tinkers with the foundations of individual integrity. A nation 
that embarks on such a road, approving inherently immoral acts 
by government, will come to a time when it wiretaps nonviolent 
leaders of sodal change, the offices of the opposing political 
party and finally the President's brother. 

Your committees will need to study thoroughly the use of 
electronic surveillance by government if you are to decide wisely 
and achieve needed prohibitions and controls. Sadly, our 
ignorance exceeds our knowledge of such subjects because we 
practice government by secrecy. This is dangerous for a people 
who would be free and makes democracy unworkable. But here 
we are. 

Let me give some of the history of wiretapping and electronic 
surveillance as I know it. The beginning was small. The Bureau 
of Investigation was created in the Department of Justice in 
1924. In February of 1931, at a time when the regulations of the 
Bureau of Investigation provided that wiretapping would "not be 
tolerated," Mr. Hoover disclosed that he knew of only three 
wiretaps during its history. Reminiscent of a sad dispute in the 
late 1960's, he explained he did not discover two of them until 
long after they occurred. As to the other one, he was instructed 
by the Attorney General of the United States to undertake the 
activity. The wiretaps were on matters of essentially no im
portance. The first one occurred in 1926 in Indianapolis, Indi
ana, in connection with an investigation under the Packers and 
Stockyards Act. The investigation itself was aborted. Two years 
later, Mr. Hoover found out the wiretap had been initiated. 

The second one had to do with an investigation of administra
tive irregularities at Leavenworth Penitentiary, where you should 
hardly need a wiretap to find out what prison officials were 
doing if you had any integrity in your institution. 

The third one involved the Department of Justice itself. It 
seems that Attorney General Sargent heard that it was possible 
to call certain phone numbers in the Department of Justice and 
order alcoholic beverages. This was during prohibition. A 
wiretap was put on those phones to see whether the allegations 
were true. 

From 1924 to 1931, there was only one other investigative 
agency in the Department of Justice, the Bureau of Prohibition, 
which enforced the prohibition laws. It apparently engaged 
rather freely in wiretapping, which gives you some sense of the 
priorities and importance that have been attached historically to 
this sort of business. 

In the fall of 1931 Attorney General Mitchell-William D. 
Mitchell-authorized the Bureau of Investigation to use wiretaps 
over the objection of Mr. Hoover, " ... where the crimes are 
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substantial and serious, and the necessity is great, and they are 
satisfied that the persons whose wires are tapped are of the 
criminal type." He further said, "It is expected ... " that authori
ty will be given. 

The next significant reference to wiretapping that I recall from 
Department of Justice records arose from a dispute involving a 
prosecution in the city of Baltimore by the State of Maryland 
under its prostitution ordinances. Apparently, the FBI used 
wiretaps in a federal investigation under the Mann Act and 
turned information obtained from it over to the State for 
prosecution. A small scandal arose, as it should have. 

In 1939 as World War II approached, legislation was proposed 
to authorize wiretapping. Mr. Hoover, who by then had directed 
the FBI for 15 years, said he thought wiretapping was "of very 
little value" and that the risk of "abuse would far outweigh the 
value." 

In March of 1940 Attorney General Robert H. Jackson, on the 
basis of an oral instruction followed later by a written order from 
President Franklin Roosevelt, advised the U. S. attorneys around 
the country that wherever wiretapping was employed, there was 
to be absolutely no use of any information gathered in any grand 
jury investigation or other prosecutorial effort. 

On May 21, 1940, President Franklin Roosevelt signed his 
now famous order to Attorney General Robert H. Jackson con
cerning wiretapping. President Roosevelt said he agreed with the 
broad purpose of the Supreme Court decision in the Nardone 
case, but could not think, and he was of course right, that the 
court was then considering the risks the country faced from in
ternational conflict. Therefore, where there was substantial risk 
of international violence, "grave matters involving the defense of 
the nation," or subversion, he was ordering the use of wiretap. 
"It is too late to do anything about it after sabotage, assassina
tions and 'fifth column' activities are completed," he argued. He 
said in the last paragraph of his letter that it should be limited to 
the "minimum" and limited "insofar as possible to aliens." 

The scope of the use of electronic surveillance during the war 
is difficult to determine. Some indication of FBI use just before 
the war is p.iven by the following. Between September 2 and Oc
tober 2, 1941, in the months just before Pearl Harbor, the 
Federal Bureau of Investigation asked Attorney General Francis 
Biddle to authorize seven wiretaps. Two were on persons who 
had some relation to Germany. One was an office, the German 
commercial attache in New York City. Another was on a Ger
man citizen who had an automobile with a shortwave radio in it 
who drove around this country and down into Mexico. 

Two had to do with Japanese. One was placed on the Japanese 
consulate at San Francisco, the other was to monitor all 
telephone calls from Hawaii to Japan. That request was made 
September 2, 1941. 

The other three all involved alleged Communists. One was a 
young woman in San Francisco, one was a man who lived in 
North Hollywood, California, and the third-and this tells yolt 
much you need to know-was a book store in Philadelphia. All 
but one of the wiretaps, the bookstore in Attorney General Bid
die's Philadelphia, were authorized. Most requests were pending 
for over a month before they were authorized. 

In July 1946 Attorney General Tom Clark, consistent, he said 
in his memo to President Truman, with the acts of his two im
mediate predecessors, sought and obtained authority to tap in 
areas" ... vitally affecting domestic security." This was at the 
beginning of the so-called cold war. 

President Eisenhower's first Attorney General, Herbert 
Brownell, affirmed and expanded that general authority to 
wiretap in the 1950's. 

The use of electronic surveillance against organized crime ap
parently began in the late 1950's while William P. Rogers was 
Attorney General. I am not aware of any documentary evidence 
that he knew of or authorized such surveillance. This activity ex
panded during the 1960's until 1965. Robert F. Kennedy denied 

that he authorized or knew of this electronic surveillance. I be
lieve him. 

By June 30, 1965, there were extensive patterns of use in 
domestic and national security areas. The requests for wiretaps 
in the national security area came primarily from the National 
Security Council, the National Security Agency, the Department 
of State, and from the FBI. On June 30, 1965, President Lyndon 
B. Johnson sent a memo to all heads of executive departments 
and agencies which began "I am strongly opposed to the inter
ception of telephone conversations as a general investigative 
technique." He required all wiretaps within the United States to 
be approved by the Attorney General, and that approval be 
given only in "investigations related to the national security." 
This ended the general use of wiretaps outside the national 
security area through the end of the Johnson Administration. I 
do not know what wiretapping by our Government goes on out
side the United States and urge you to explore this too. 

1 became acting Attorney General in late September 1966 
when Nicholas Katzenbach was nominated to the Under Secreta
ry of State. At that time I was not informed of wiretaps that had 
been theretofore approved. Nor did I find any evidence that 
former Attorneys General maintained lists of appmved surveil
lance from which they could determine how many and where 
wiretaps were being employed at any given time. 

By November of 1966 I had discussed and developed a regular 
reporting technique with Mr. Hoover. In December of 1966 I 
was given a listing of all electronic surveillance currently 
authorized and in use. Each quarter thereafter I was given an ac
counting of the number of wiretaps and other electronic surveil
lance in place at the beginning of the preceding quarter, the 
number of new installations and discontinuances in the quarter 
and the number in place at the end. This practice continued 
through my tenure as Attorney Genera!' 

As you will recall, 1 opposed wiretapping as Attorney General. 
On March 20, 1967. I appeared before the Subcommittee on 
Administrative Practice and Procedure urging enactment of the 
Right of Privacy Act of 1967 (S. 928) and testified: 

"We cared enough for our privacy to prohibit unreasonable 
searches and seizures and unrestricted warrants in the Bill of 
Rights. For privacy is after all the foundation of freedom and the 
source of individualism and personality. But as Justice Brandeis 
observed nearly four decades ago ' ... general warrants are but 
puny instruments of tyranny and oppression when compared to 
wiretapping.' Still we permit the most insidious invasion of priva
cy-the electronic surveillance. 

"Nothing so mocks privacy as the wiretap and electronic sur
vei11ance. They are incompatible with a free society and justified 
only when that society must protect itself from those who seek 
to destroy it. 

"Only wiretapping and eavesdropping directly related to and 
necessary for the protection of the security of the Nation is ex
cepted from the prohibitions contained in the bill. Even in this 
narrow area, however, no information obtained as a result of 
such measures will be admissible in evidence in judicial or ad
ministrative proceedings. Other use or disclosure of such infor
mation is prohibited except as essential to national security. The 
national security exception is a necessary provision in the 
statute; the evidentiary restrictions, howe;ver, will serve an im
portant function in confining such activity to the extremely nar
row bounds that are appropriate. " 

After Title III of the Omnibus Crime Control Act of 1968 
authorized the use of wiretap in domestic crime, I publicly 
declined to use the authority. This, in addition to my public op
position to wiretap, became an issue in the 1968 Presidential 
campaign. John Mitchell, appearing before the Judiciary Com
mittee at his confirmation hearing to be Attorney General on 
January 14, 1969, was reported by Time magazine to have 
promised the Committee he would "use electronic devices for 
national security and against organized crime" and further re
ported that I "had bmsquely refused to use wiretapping." 
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Wiretapping in the national security area continued while I 
was Attorney General. Then as now I doubted its real value and 
oppose even this use. It will be many years in my opinion before 
we muster the wisdom and courage necessary to prohibit this 
use. 

I do not believe any wiretapP'ing or electronic surveillance was 
authorized or utilized outside the national security area while I 
was Attorney General. Every installation approved involved a 
foreign nation, its embassy, or other office, its personnel or 
agents, or persons allegedly acting directly in the behalf of a 
foreign nation. The numbers of wiretaps approved is not clear to 
me, but I have some evidence that on November 23, 1966, the 
day of the first accounting, there were 107 wiretaps or electronic 
surveillances on foreign missions and persons or alleged agent,. I 
endeavored to reduce these numbers and by December 27, 
1966, there were 76 wiretaps and electronic surveillances. By 
March 27, 1967, there were 44 such surveillances. The numbers 
remained fairly constant and on December 24, 1968, the last ac
counting while I was Attorney General, there were 43 wiretap 
and electronic surveillances. The numbers of new wiretaps ap
proved and old ones discontinued were few in any accounting 
period. Some of the wiretaps had probably been in use for 
decades. There was in addition electronic coverage of from 40 
to 50 teletype machines in various foreign missions. 

Throughout the time I was Attorney General applications for 
wiretaps in the domestic area were presented to me. I did not 
discourage this because I could not foresee what circumstance 
might arise, and there was a long history of approving such sur
veillance. No domestic surveillance was approved by me while I 
was Attorney General. 

Examples of requests to wiretap which I rejected, and some on 
several 0ccasions, were Martin Luther King, Jr., s: ~uthern 
Christian Leadership Converence, African-American ',.eritage 
Association, Student Non-Violent Coordinating Committee, 
Stokeley Carmichael, H. Rap Brown, Leroy Eldridge Cleaver, 
Fred Allt:.n Hampton, the l3lack Panther Party, Robert Alfonzo 
Brown, Demonstrations at the Democratic National Committee 
(first requested and rejected March 12, 1968), Students for a 
Democratic Society, Student Mobilization Committee, Fifth 
Avenue Peace Parade, Jerry Rubin, National Mobilization Com
mittee to End the War in V;(:tnam, and Liberation Magazine. 

In tightening approval of national security wiretaps I sought to 
c0nfine the area of approval to international activities directly 
related to the military security, of the United States. This caused 
the disapproval of many applications to wiretap in the foreign 
field. Examples would include the denial of a request to tap 
Abba Eban when he was cn a visit to this country, an employee 
of the United Nations Secretariat, the Organization of Arab Stu
dents in the U. S., the Tanzanian Mission to the U.N., the office 
of the Agricultural Counselor at the Soviet Embassy and a cor
respondent of TASS. 

Oncf> Mr. Hoover, apparently at the request of the National 
S!:c"rity Agency, sought approval to break and enter into a 
fordgn mission at the United Nations to procure cryptographic 
materials to facilitate decoding of intercepted transmissions. The 
request was presented with some urgency, rejected and 
p"esented again on perhaps several occasions. It was never ap
proved and constituted the only request of that kind. 

Since I left office, we have seen Attorney General John N. 
Mitchell claim an inherent executive power to wiretap in the 
domestic area without a court order. This dangerous and lawless 
claim was rejected by the U. S. Supreme Court in the Damon 
Keith case. We have also heard of wiretaps on government offi
cials, newsmen, and others. While President Nixon has said his 
administration has done less warrantless wiretapping than its 
predecessors, we do not know. I do not believe him. 

Your committees must require a full accounting from the ex
ecutive. You and the people are entitled to know the whole his
tory and practice of this sordid busint;ss. I urge you to demand 

full disclosure and if cooperation is not extended, to seek power 
to subpoena the records and personnel that can fully inform you. 
It will be necessary to know as well whether unauthorized wire
tapping has been engaged in by federal agents. I do not believe 
this happened to any significant degree n1hile I was Attorney 
General. We must also know whether state, local or private 
agents have been induced to wiretap by federal agencies. 

From the knowledge thus gained you will have a rational op
portunity to measure the value and necessity for wiretapping. If 
you do this, I believe you will prohibit all wiretapping and cause 
the files of government containing information from wiretaps to 
be purged. 

In the meantime, I believe you should require all wiretaps to 
be approved by a judicial officer. National Security wiretapping 
should be limited to matters directly and substantially affecting 
the military security of the United States from foreign sources. 
Domestic wiretapping should be limited to violent crimes and 
Fourth Amendment protection should apply as if the act were a 
search and seizure. All wiretap and electronic surveillance 
should be reported regularly to the Administrative Office of the 
U. S. Courts, the appropriate committees of the Congress and 
the people with full disclosure of time, place, persons involved 
and reasons for the surveillance as soon as practicable after the 
fact. If we are to be a government of laws, you as lawmakers 
must face your responsibility to know what agents of the United 
States do in its name, to set the rule and see that it is followed. 
Finally Congress must evaluate the information obtained and 
hopefully decide the practice is not worth the price we pay in 
public morality. 

CHAIRMAN ERICKSON: In order to put our 
Commission on the proper plateau, we would wel
come some opening remarks. 

MR. CLARK: Thank you very much. It is a 
privilege to be here, Mr. Chairman, and members 
of the Commission. 

It is hard to talk about freedom and remember 
the long history of this country these days, and how 
we have grown in freedom, because it is a complex 
time and we tend to be afraid of so many things. 

But I would urge you, as we approach our 200th 
birthday, not to forget what I consider to be the sin
gle most important principle in the history of this 
country-freedom-and study the relationship of 
wiretapping and electronic surveillance to freedom 
with great care. 

Mr. Chairman, you asked Judge Stern a question 
about the Knapp Commission just at the end of his 
testimony, and whether wiretapping wasn't essential 
to its performance. 

I had some familiarity with the Commission and 
had the great honor of representing Frank Serpico 
before the Commission and otherwise, and I can 
tell you something that is a lot better than wire
tapping in a situation like that: It is an honest cop. 
If you want an opinion, at least as to where the in
formation that had the greatest value and the most 
effect came from, it wasn't from wiretaps or 
anything like that-it was from honest cops. There 
is no substitute for them, and never will be. 
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We forget our history, and I think there is enb~gh The:third' one involved the Department of Justice 
change that we will not be likely to repeat it. 'Our . itself, as ',did the second. It seems that Attorney 
future may not be that happy. But there is still some .: General Sargent heard it was possible to call a cer
relevance to history and I'd like to go through·:, tain phone number in the Department of Justice in 
briefly some of the history of the use of wiretapping Washington, D. C. and order alcoholic beverages in 
in the United States Department of Justice. violation of law. This was during prohibition. A 

While I was Attorney' General I caused a listing wiretap was put on these phones to see whether th.e 
to be made, as best as we could, from the files that allegations were true. 
were available to the Office of the Attorney From 1924 to 1931, there was only one other in-
General, and I'd like to run down the beginnings of vestigative agency in the Department of Justice, the 
the use of wiretap. They may sound quaint, but we Bureau of Prohibition, which enforced the prohibi-
are talking about events within lives in being, and tion laws, and apparently engaged freely in wire-
they show how dangerous it becomes to get so tapping. 
deeply in the forest that you can only see the trees. And in the fall of 1931, Attorney General Wil-

The beginning was small. The Bureau of In- liam D. Mitchell authorized the Bureau of In-
vestigation was created in the Department of vestigation to use wiretaps over the stated objection 
Justice in 1924. In February of 1931, at a time of Mr. Hoover, "where the crimes are substantial 
when the regulations of the Bureau of Investigation and serious, and the necessity is great, and they are 
provided that wiretapping would "not be satisfied that the persons whose wires are tapped 
tolerated," Mr. Hoover disclosed that he knew of are of the criminal type. " 
only three wiretaps during its history. Of course, He further said, "It is expected" that authority 
Mr. Hoover had headed the Bureau of Investiga- will be given, under questioning. 
tion, later to become the FBI, from its creation, and The next significant reference under that 
he was saying that over those seven years he had authorization in 1931, over Mr. Hoover's objection, 
discovered the existence of three wiretaps. that 1 have been able to cut out from the Depart-

It is pretty interesting to see what they were. It ment of Justice records, arose from a dispute aris-
tells us something about motivations and how we ing in the City of Baltimore by the State of Mary-
tend to employ them today. land under its prostitution ordinances. Apparently 

the FBI used wiretaps in a Federal investigation 
The first one was reminiscent of a sad dispute in d h MAd ... th 'd un er t e ann ct an turneu e eVI ence over 

the late 1960's. Mr. Hoover had to explain he did t th t t ., t' A tl II o e s a e Lor prosecu IOn. pparen y a sma 
not discover two of them until long after they oc- scandal arose, as it should have. 
curred. Many more recent Attorneys General have We are approaching World War II. My judgment 
been severely taken to task because with the Bu- is that the extent and power of organized crime in 
reau having 7,700 agents and engaging in more the United States reached its height in the '20's and 
than 700,000 investigations a year, they didn't '30's. We can remember a single day in, I think it 
know everything that the FBI was doing. Here was was February 1931, when 41 people were shot 
the Director of the FBI in a very simple time, where down in the street in a single organized crime bat-
he knew each agent, and he only learned years after tIe. That is not saying there is not more organized 
they occurred of two of the three wiretaps that crime than there ought to be, but it's simply saying 
were in place in the first years of the Bureau. that things have been as bad or worse in the past 

And as to the third one, he was instructed by the when we weren't using wiretaps. 
Attorney General of the United States to undertake During 1939, legislation was proposed to 
that activity specifically, so he learned in advance authorize wiretapping. Mr. Hoover, who by then 
of it. The wiretaps were on matters of essentially no had directed the FBI for 15 years, said he thought 
importance. The first one occurred in 1926 in Indi- Wiretapping was" of very little value" and that the 
anapolis, Indiana, in connection with an investiga~ "risk of abuse would far outweigh the value." 
tion under the Packers and Stockyards Act. In March of 1940 Attorney General Robert H. 
Nothing happened. Two years later Mr. Hoover Jackson, on the basis of an oral instruction followed 
found out the wiretap had been initiated. later by a written order from President Franklin 

The second had to do with an investigation of ad- Roosevelt, advised the U. S. Attorneys around the 
ministrative irregularities at Leavenworth Penitenti- country that wherever wiretapping was employed, 
ary, where you should hardly need a wiretap to find there was to be absolutely no use of any informa~ 
out what prison officials were doing. If you have tion gathered in any grand jury investigation or 
any integrity in your institution, that is not any way other prosecutorial effort, which hopefully had 
of instilling integrity into the personnel of a penal been a constitutional right for sometime before 
institution or any institution. that, at least in Federal pI" )secution. 
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On May 21, 1940, Franklin Roosevelt signed his 
now famous order to Attorney General Robert H. 
Jackson in which President Roosevelt said he 
agreed with the broad purpose of the Supreme 
Court decision in Nardone, but could not think, and 
he was of course right, that the court was then con
sidering the risks the country faced from interna
tional conflict, and he had to think of the fifth 
column and the history of Western Europe and the 
preceding several years. Therefore, where there 
was substantial risk of international violence, 
"grave matters involving the defense of the nation," 
or subversion, he was ordering the use of wiretap. 
"It is too late to do anything about it after sabotage, 
assassinations and 'fifth column' activities are 
completed," he said in his letter of instruction. He 
said in the last paragraph of his letter that it should 
be limited to the "minim urn" and limited "insofar 
as possible to aliens. " 

The scope of the. use of electronic surveillance 
during the war is, I think, probably impossible to 
recreate, but we got a lot of handy practice at it. 
But we have some indications of the extent of the 
FBI use just before December 7, 1941, and they are 
pretty interesting, too. 

For instance, in a period between September 2 
and October 2, 1941, just a couple of months be
fore Pearl Harbor, the Federal Bureau of Investiga
tion asked Attorney General Francis Biddle to 
authorize seven wiretaps. Two were on persons who 
had some relation to Germany. One was an office, 
the German commercial attache in New York City. 
Another was on a Ge'rman citizen who had an au
tomobile with a shortwave radio in it. 

Two had to do with Japanese. One was placed on 
the Japanese consulate at San Francisco, and the 
other was to monitor all telephone calls from 
Hawaii to Japan. That request was made September 
2,1941. 

The other three all involved alleged Communists. 
One was a young woman in San Francisco, one was 
a man who lived in North Hollywood, California, 
and the third a book store in Mr. Biddle's town of 
Philadelphia. 

All the wiretaps, except that in the book store in 
Philadelphia, were authorized. Most requests, how
ever, even in those days were pending for more 
than a month before they were authorized. 

We had wiretaps on the transpacific cables, ca
bles to Hawaii, and were regularly monitoring all 
electronic communications over them in the 
months preceding Pearl Harbor. Of course, you are 
not looking at the foreign affairs are,a this morning, 
but if it gave us any warning we didn't act upon it. 

In July 1946 Attorney General Tom Clark, con
sistent, he said in his memo to President Truman, 

with the acts of his two immediate predecessors, 
sought and obtained authority to tap in areas 
"vitally affecting domestic security." 

And here is the beginning, at :(..,~"t, of the written 
record on this problem we have had and a defini
tion of the relationship between foreign and 
domestic activities, and this also occurred at the 
beginning of the so-called cold war. 

President Eisenhower's first Attorney General, 
Herbert Brownell, affirmed and expanded that 
general authority to wiretap in his first year in of
fice. 

I think the records of most of these letters are 
now available. If not, I would urge you to obtain 
them from the Department of Justice because I 
think the growth of this is awfully important to look 
at. 

The use of electronic surveillance against or
ganized crime apparently began in the late 1950's 
while William P. Rogers was Attorney General. I 
am not aware of any documentary evidence that he 
knew of or authorized such surveillance. I believe 
he saId publicly he did not. 

This activity was .expanded in the 1960's and 
continued until June 30, 1965. Robert Kennedy de
nied that he authorized or knew of this electronic 
surveillance. Sometimes there would be as many as 
30 bugs or taps in operation in a given city at a par
ticular time. I believe what Robert Kennedy has 
told us about this. I was in the Department during 
those years, though not directly involved, con
sistently. anyway, with criminal prosecution. 

On June 30, 1965, President Johnson issued his 
orders drastically curtailing the use of electronic 
surveillance and requiring that it all be approved by 
the Attorney General. 

I became Acting Attorney General in September 
1966, and on the first occasion that I was able to 
make an accounting as to how many wiretaps were 
in place, I found 107. I had that reduced, I think, to 
about 43 by March 27,1967. 

When I was Attorney General, we did not use 
electronic surveillance in the domestic area, in or
ganized crime. I did have the unpleasant task, fol
lowing the Fred Black case, of causing the FBI to 
review all its investigative files in the organized 
crime area to see whether the Department of 
Justice had been guilty of using unlawful or tainted 
evidence in any prosecutions that had gone on be
fore and any investigations or indictments that were 
then pending. And we voluntarily came into court 
in scores of cases. 

A number of times, embarrassingly, the Supreme 
Court of the United States confessed there was a 
possibility of unlawful evidence having been used 
by the United States Government in cases pending 
before the court. 
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To the best of our ability, we sought to determine 
whether, in fact, any prosecutions from all the bugs 
of the late '50's and early '60's and the wiretaps, 
which was primarily the use of bugs, had resulted in 
a prosecution. And as of the time I left the Depart
ment of Justice, January 20, 1969, after an invest
ment of what had to be thousands and thousands of 
agent hours-it would take virtually four agents to 
plant a bug the way we were doing it-the FBI con
tended and I think probably correctly-they also 
contended its purpose was not to prosecute or send 
raw data ove, for prosecution on the basis of infor
mation dev~ioped by bugs and wiretaps-that none 
of that evidence had found its way into a single 
Federal investigation or any state investigation, 
which makes it a little hard, I think, to explain what 
it was all about. 

Prior to the enactment of Title III, President 
Johnson sent up his Right to Privacy Act, first in 
'66 and then in '67-1 know I testified in favor of it 
a couple of times-that would prevent all noncon
sensual wiretapping or surveillance in the domestic 
area. 

And sadly, a biII that was to be a right to privacy 
and had as its hope and expectations the ending of 
the jungle ti,at existed throughout the United States 
in public and private unregulated, uncontrolled, 
and uncontrollable and unlawful wiretapping elec
tronic surveillance, was converted into what is now 
Title III of the Omnibus Crime Control A ~t of 
1968. 

It is interesting to watch the &buses and wonder 
what they have cost us. 

I would ask many times-and I think it's an im
portant question-whether it is possible that the 
wiretaps on Martin Luther King, Jr., contrituted to 
the demise of the civil rights movement. I believe to 
some extent, at least, they did, because 1 can re
member the days that Martin Luther King, Jr., was 
very welcome in the White House, and then for 
reasons that I didn't understand and still don't 
know, I can remember when he was no longer wel
come there before his death. 

It is interesting to watch how an Assistant Attor
ney General for the Criminal Division, who had en
gaged so vigorously in the rhetoric about wire
tapping, Will Wilson, later asked to resign as 
Assistant Attorney General in charge of the 
Criminal Division, it having been disclosed that he, 
immediately before becoming an Assistant District 
Attorney, had signed a check-whether or not he 
knew the purpose was debatable-which was then 
transmitted to a private investigator who was under 
indictment for wiretapping a Federal bank ex
aminer. I think that is how it happened. 

And once you start down that road, the idea you 
make fine distinctions is proved wrong by ex.
perience. You have violated what I consider to be 
some fundamental moral principles. You don't 
respect the integrity of the individual or his privacy, 
and soon you are wiretapping the press and your 
own assistants, and finally your own brother. 

I would urge you, with all the ardor of which 1 am 
able, to end this miserable business. It is unworthy 
of the country by whose principles we live and are 
free. 

CHAIRMAN ERICKSON: General, regarding 
Title III, certain areas within that statute might be 
worthy of consideration as far as the protection of 
privacy is concerned in suggesting amendments. 

As you know, the sale of devices and the manu
facture of devices that can be used for electronic 
surveillance purposes is so rampant now that you 
can buy devices within a few blocks of the Federal 
Bureau of Investigation. 

Don't you think there should be some effort 
made by Congress to require that manufacturers be 
licensed to sell this equipment that can be used for 
electronic surveillance? 

MR. CLARK: I would prefer that they be 
prohibited. I have seen so much evil that comes 
from it. We have just finished a four- or five-month 
trial in Buffalo involving the Attica Prison rebel
lion, and if we had back the time we spent running 
down rumors that have never panned out about 
wiretapping-and literally within the last 30 days in 
a letter that came to me from the Lawyers Commit
tee for Civil Rights, 1 was told that by coincidence, 
in a place along New York Avenue that we all 
know about, he overheard someone in conversation 
at the counter there talking about some bugs that 
had been purchased for use in the investigation-I 
am not talking about a wiretap' rebellion after 
all-but in the investigation and prosecution that 
resulted later in just that sort of thing, in the Ber
rigan case. And finally after the trial, you find that 
without a court order the FBI used taps in the 
course of investigating the case of Berrigan, a 
professor at Haverford College, and others. I don't 
think we ought to regulate it. I think we ought to 
prohibit it. 

CHAIRMAN ERICKSON: If the sale of this 
material is as rampant as you seem to think it is, 
there should be some effort to control it. Don't you 
believe that's true? 

MR. CLARK: { agree. 
CHAIRMAN ERICKSON: And is there any 

question in your mind that you can buy nearly any 
type of electronic surveillance gear now? 

MR. CLARK: No question in my mind. We could 
walk 30 minutes from where we are sitting and. buy 
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some pretty sophisticated equipment over the 
counter, on public sale. 

CHAIRMAN ERICKSON: Regarding the 
procedures that are outlined in Title III, do you 
think requirement that the Attorney General pass 
upon each application for electronic surveillance 
permission is in keeping with the needs for privacy, 
or could that be delegated to the Deputy Attorney 
General or somebody else along the line? 

MR. CLARK: "'ell, you <lre taking me into the 
nitty-gritty. I am perfectly prepared to go in there. I 
have to say that I do so still believing that sometime 
or other we have to muster whatever qualities it 
takes to say, "We are not going to do this, period." 

While we do it, I would seek the most effective 
and comprehensive types of checks, and I would 
prefer to see the Attorney General approving them. 

CHAIRMAN ERICKSON: Just as the statute is 
now? 

MR. CLARK: As the statute is now, if it has to be 
done. Because I think the sensitivity to the meaning 
and the political exposure to the administration, 
and the care and concern for reputation and other 
things, will be keener there. 

CHAIRMAN ERICKSON: Prior to the enact
ment of Title III, of course, the primary source of 
regulation and restriction of the interception of 
telephone conversations was Section 605 of the 
Federal Communications Act. 

Do you feel that was effective and served as any 
restriction on the Department of Justice? 

MR. CLARK: Well, I think so. 
My judgment is that the reason for the extensive 

use of bugs and the organized crime investigation 
activities in the late '50's and early '60's was the 
principle to take care of the Bureau. It was known 
that if you engaged in wiretapping, some fool Attor
ney General might prosecute you under 605, but if 
it were electronic surveillance where no statutory 
inhibition attached, the worst that can happen to 
you would be you'd be perhaps embarrassed and 
perhaps lose your job. 

That is an opinion. I believe that. I can't prove it. 
CHAIRMAN ERICKSON: Section 605 was in

tended in the Department to mean "intercept and 
divulge." And wasn't the interpretation that it was 
intercepting and not divulging and therefore not 
within the Act? Wasn't that the general interpreta
tion? 

MR. CLARK: That was the interpretation placed 
on there, and it just shows you that once you break 
your principle, words will not suffice to protect or 
safeguard valuable interests that the principle was 
designed to protect. Because clever people will find 
constructions of words that will permit them to en
gage rather freely and extensively in what it is they 
want to do. 

CHAIRMAN ERICKSON: You suggested a 
violation of Section 605 resulted or could result in 
the prosecution of individuals who had surveiled 
with wiretapping. 

Do YOll know of any such prosecutions that ever 
occurred? 

MR. CLARK: Well, unless I am mistaken-you 
can get this in the records of the Department of 
Justice-there were a number of prosecutions-not 
many. They all involved, insofar as I recall, private 
use. 

I know my state of mind as Attorney General, 
and I think Mr. Hoover knew my state of mind. 
And that was if I ever learned of an FBI wire
tapping where it was not authorized, that I would 
prosecute him. And I think I must have had some 
reason to believe I had the power to do that. I am 
sure it was an almost unenforced statute, and from 
the great literature in the field we see that there 
were widespread violations. 

CHAIRMAN ERICKSON: As a matter of fact, 
didn't Mr. Hoover seek appropriations from Con
gress where there was a question of buying equip
ment for wiretapping, and it was then justified on 
the basis that it was to be used to intercept but not 
divulge? Do you know of that? 

MR. CLARK: I think that concept finally ob
tained-at least the concept of silence from the 
Congress, from the Executive, and from the 
courts-some courts anyway. 

CHAIRMAN ERICKSON: Now that we have 
Title in, though, the protective provisions of that 
act offer more protection to the right of privacy 
than was ever afforded by Section 605 of the 
Federal Communications Act. W ouldn't you agree 
with that? 

MR. CLARK: No question in the world about 
that. 

CHAIRMAN ERICKSON: So we have made 
giant strides forward in protecting privacy by the 
enactment of th 8mnibus Crime Control and Safe 
Streets Act. 

MR. CLARK: Well, in a pragmatic sense, yes. 
We have also, for the first time, stated as our na
tional principle-and my concept of the utility of 
law and its capacity is that it is little more than a 
way of stating your principles and what you stand 
for and what you are going to try to do. 

And for that pragmatic advantage, we paid a 
heavy price. We said, "This is a dangerous belief, 
and this we believe, and this we shall do." And we 
authorized it. And I think that affects people's at
titudes towards conduct. 

I think it's symbolic. If you can really weigh it 
out, it's symbolic. And the political argument is just 
an argument between fear and freedom, and the 
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meaning of the actual use of electronic surveillance 
in law enforcement is infinitesimal. It is just not 
there for measurement purposes. 

CHAIRMAN ERICKSON: Do your beliefs go so 
far as to the fact that there should be a limitation 
on consensual eavesdropping, if you will? 

MR. CLARK: Yes. 
CHAIRMAN ERICKSON: Such as the person 

communicating as they did in the Osborn case to 
preserve the testimony or the conversations that oc
curred to prevent them from being distorted at the 
time of trial? 

MR. CLARK: The Osborn case was a trouble to 
all of us in the Department at the time. It really was 
so painful to me that I did not believe I could go 
forward under the circumstances with the prosecu
tions and so recommended, although I don't know 
of anything I find more corrupting of our total 
system than fooling around with a jury. 

CHAIRMAN ERICKSON: But these consensual 
eaveSdropping experiences placed in granite a con
versation that occurred and eliminated the need for 
two people to give their own personalized view of 
what they said. 

Don't you feel that tends to make the search for 
truth more meaningful? 

MR. CLARK: Well, I think your parameters are 
too narrow. Its use affects our total relationships in 
many ways, and the granite that you referred to 
may be a pretty small rock compared with what 
would otherwise be a freer and more trusting rela
tionship. 

It is said if there is anything we should learn from 
the whole Watergate phenomenon, it is our failure 
as a society that proclaims the rule of law as its 
governing force to face up to the total variety of in
vestigative practices and techniques, and make the 
hard decisions for the man in the street, the officer 
who has to decide now what to do. 

You know, I watched the use of consensuals. It is 
hard to find time to think as Attorney General, and 
I was focusing on wiretapping and bugging, but I 
took it that I had the power to advise all the 
Cabinet officers and agency heads that consensual 
devices would also require my approval as Attorney 
General. 

I didn't hear any objection-I did hear objection 
but I didn't hear any refusals from them, and I as
sume it began to be done. The people who 
protested most of all were the Federal Bureau of 
Narcotics, Secret Service, and a couple of others. 

It was very interesting to watch how they'd go 
about it. One thing they claimed is that emergency 
situations arise when it is impossible to get hold of 
the Attorney General. You have to send an agent 
into a meeting right now, and he is going to lose his 

life if he doesn't have a transmitter with him. That's 
the psychology of it. 

And watching the use-there is a record of it in 
the Department of Justice-the use immediately 
went way down, and all those emergencies that 
everybody foresaw, you know, where someone is 
smuggling a nuclear bomb over Manhattan, and it is 
going to go off unless you can find out through a 
wiretap where it is, never occurred. 

CHAIRMAN ERICKSON: In dealing with the 
Knapp Commission, you mentioned the thing that 
helped the most was an honest cop. 

MR. CLARK: Yes. 
CHAIRMAN ERICKSON: The honest cop is, of 

course, the key to any such investigation. But the 
statements of thu honest cop are best verified if 
that conversation that he has had with the dishonest 
cop can be duplicated by way of an electronic re
port. 

Isn't that correct? 
MR. CLARK: Well, if he doesn't think so 

now-speaking of Fnm!c Serpico, whose story I be
lieve to be one of the most important that this 
country should know-I am not talking about the 
movie or the book, which I am not too keen on-he 
shows for the honest one it is very difficult. And for 
most people engaged in rough-and-tnmble activity 
today, it is hard to know what you are doing. But 
on reflection, I think Frank Serpico agrees that this 
is not the way to do it. And we find the dishonest 
cops are the ones who are managing the taps. 

CHAIRMAN ERICKSON: In connection with his 
activities, he used a body recorder, did he not? 

MR. CLARK: That is right. 
CHAIRMAN ERICKSON: As to the Title III 

proviSions relating to emergency taps which permit 
surveillance, do you feel that that provision in Title 
III would pass constitutional muster? 

MR. CLARK: Well, 1 would like to see the day 
whe,e there is the full Fourth Amendment analogy 
to electronic surveillance. 

And I guess I think if that were the case, the 
probability of constitutionally permissible instances 
arising would be decades apart. You know, you can 
investigate crime in many ways, and chance will 
stumble towards you once in awhile. But I just don't 
believe that that is a scheme that was seriously in
tended. I think it appeals to fear and conjures up 
the }(iea that there are these very great dangers, and 
unless we are tough enough and stern enough to 
meet them, we will be undone. And in fact, the 
great probability is of our being undone by succum
bing to that type of reasoning. 

CHAIRMAN ERICKSON: Well, at the time our 
Commission commenced its work, we learned that 
the Department of Justice has not used the emer
gency provisions since the enactment of Title III. 
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MR. CLARK: They haven't in a decade 
yet-once in a decade, maybe. 

CHAIRMAN ERICKSON: Do you feel that 
provision is constitutional? 

MR. CLARK: I would hope not. As I say, I can 
conceive what I would consider a constitutional ap
plication, but it would have to conform with the full 
body of Fourth Amendment law as applied to elec
tronic-and that is not an easy intellectual exer
cise-as applied to the electronic phenomena. 

But I think the probability of that case arising is 
almost nil, and that means that that provision would 
fail, at least in its application, in nearly all in
stances. 

CHAIRMAN ERICKSON: In dealing with na
tional security and electronic surveillance, that was 
excepted from the provisions of Title III, where the 
President can act to protect national security. 

Do you feel that there should be any change in 
Title III relating to that area of surveillance? 

MR. CLARK: Well, I sure do. The history of the 
exemption, as we now call it, is very interesting. It 
came straight out of the FBI. It is the only provision 
when the bills were going up initially, at least; that 
did. 

You know, it protects big business, a big opera
tion in the national security field-not protecting us 
from any threat of violence, but just the power of 
knowledge. 

I have .testified at length in the past about 
requests for authorization that I turned down. 
You'd find a foreign group would be coming to this 
country to negotiate a treaty, and you could find 
the individual who is engaged for the United States 
in negotiating that treaty and say, "Let's wiretap 
them, and then we will be the best negotiators you 
ever saw." 

That is the sort of thing that it leads to. 
If you really want to try a difficult, but very im

portant investigation, study the politics of this. You 
will be able to find that most of the national securi
ty taps that I authorized were absolutely unnecessa
ry and wasteful, and that everyone conceded it, and 
to manipulate the total figures later-because these 
were all on embassies, up and down Massachusetts 
A venue, and things like that. And you know you 
get every imaginable kind of conversation on them, 
and you really don't get a body of knowledge that 
tells you their interests and habits and nominal in
terest at the moment. 

But the national security is served. And they real
ized it when they began to play the numbers game. 
And the numbers game in electronic surveillance 
and wiretapping is a very real game. So they'd take 
them off the Ecuador and all thes2 other little 
countries and use them where they wanted to 
because they were never there anyway. 

I pulled them down from over 150 to no more 
than 100. That was the best I could do at that time. 
r think they were terribly wasteful. I believe in this 
country and its principles and I'd like to look a 
foreign official in the eye and say, "No wiretapping. 
I don't think it's good and I don't think it's necessa
ry." 

And as I pointed out earlier, it didn't help us at 
Pearl Harbor. 

CHAIRMAN ERICKSON: Thank you very 
much, General. 

Professor Blakey. 
MR. BLAKEY: Mr. Clark, I'd like to welcome 

you to this Commission. I am an admirer of your 
courage and forthrightness in this area. You cer
tainly had the courage to say things that other peo
ple didn't have the courage to say-to swim up
stream when all the other fish were going the other 
way. 

I welcome your testimony, and I wonder if I 
could ask you one or two preliminary questions. 

You said when you were Attorney General that 
you did authorize some electronic surveillance in 
the security area. You did not authorize any 
domestic security cases; is that correct? 

MR. CLARK: That is correct. 
MR. BLAKEY: How would you classify the Com

munist Party? 
MR. CLARK: The Communist Party would not 

fall "either/or." For instance, I turned down 
requests on agricultural attaches in Communist em
bassies themselves. Because agriculture-? I didn't 
see it. 

The Communist Party publications and things 
like that were sometimes turned down-things in 
that area. On the other hand, sometimes a trade 
company which sounds innocent enough would be 
authorized. But underlying that would be an allega
tion that they were engaged in activity directly re
lated to military security from the standpoint of ob
taining secret technology or threatening sabotage. 

MR. BLAKEY: Was that the only area where you 
authorized surveillance of Communist Party per
sonnel? 

MR. CLARK I tried to formulate a standard, and 
if it could be expressed in words-I think that we 
will probably find the words back there. We'd say, 
"Where there is a clear, substantial, immediate 
threat to the military security of the nation?" 

Now, sometimes this would involve people at the 
scene of the Embassy, just looking at their cre
dentials. But you'd find out that they were trying to 
gather up plutonium-I say "find out"-you were 
told they were trying to gather up plutonium or 
something like that. I don't know if they were or 
not. 

Virtually all cases were made. 
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MR. BLAKEY: For aliens, was that the principle 
you applied? 

MR. CLARK: Alien citizenship? 
MR. BLAKEY: No, security. 
MlL CLARK: Security. 
MR. BLAKEY: Did you ever authorize any sur

veiliance of Communists who were not Soviet 
citize:ns? 

MR. CLARK: I am not sure. I think maybe that 
didn't come up, or if it did, not very often. And the 
reason was that the days of the Security Board were 
pretty much over, and the Bureau engaged in just 
enormous bugging of not just the Communist Party, 
U.S.A., but any group that you could think of that 
might have the wildest association with CPUSA. 

I opposed the Subversive Activities Control 
Board and said I would not send any cases up that 
were tainted by unlawful evidence. In other words, 
I would treat that Board-a lot of people thought it 
was a trick, and I have never exactly known what it 
was. 

MR. BLAKEY: It got rid of nearly all the cases 
before the Board. 

MR. CLARK: Yes, but it had this sad result. 
You'd pick up a teacher in Salt Lake City. You'd 
pick up a guy with cancer. 

Having said that, I think there may have been 
some continuing taps on the Communist Party, 
U.S.A., and if so, they would be supported by 
requests that would say they were acting as agents 
for foreign nations and seeking to do these various 
things. 

MR. BLAKEY: What I want to explore a little bit 
with you goes like this: The rationale I heard for the 
King tap, absurd as it might seem, was that a staff 
member was Communist influenced, and the effort, 
however benign in intent, was to attempt to insulate 
him from improper Communist influence. 

This was before your tenure, and I certainly don't 
want to associate you with it. I was wondering if 
that was the sort of test you applied when you said 
national security? 

MR. CLf.RK: No, the King taps were put on in 
October 1963. The Attorney General under Pre
sident Kennedy-to reiterate the importance of it, 
and what you might call roughly the subversion of 
the civil rights movement-whether that was the 
controlling factor or not I don't know. He did 
authorize them. 

After he left office there were some bugs placed 
on Dr. King. 

In contrast, the FBI was still seeking to tap and 
bug Dr. King when I was Attorney General, and I 
turned them down three or four times. It always 
puzzled me that they kept coming back on that one 
because usually when I say "no," that's the end of 

it. But as late as October 1968, they came back and 
asked again. 

I don't know if that is a rationalization for the 
reason. To me it would be adequate. 

MR. BLAKEY: I'm trying to figure out what 
types of problems are included in the national 
security category, what you did include in it, and 
what you didn't. Apparently, everybody puts dif
ferent things in it. 

MR. CLARK: I had a theoretical distinction. You 
understand I opposed the national security tap, too. 
The theoretical distinction to me was this, that the 
country under a constitution such as ours should be 
able to control any social conduct within its borders 
by fair means. I believe that. I do not believe 
wiretap is a fair means. 

On the other hand, you can't control conduct 
outside your borders, and it can hurt you. And you 
can cite Cuba, troop movements in Eastern Europe, 
something like that. The need to know can be quite 
important. And, therefore, you have that theoreti
cal distinction. I don't accept it, but I think it's valid 
in terms of political science. 

MR. BLAKEY: Just as another example, would 
you have ever authorized surveillance on, say, Gus 
Hall? 

MR. CLARK: I don't think it ever came up. I 
have no recollection of it. 

MR. BLAKEY: Would, say, a routine meeting by 
him and one other member of the Communist Party 
have been the kind of thing that you would have 
authorized surveillance on? 

MR. CLARK: You know, I don't engage in 
hypotheticals contrary to fact. I just think it is the 
effect of George Santayana on me. It is not logically 
permissible. You have to deal with practicality. 
Each authorization request was practicality. I don't 
recall any time when any request ever came in that 
had to do with the Communist Party holding any 
particular meeting or anything like that. 

MR. BLAKEY: Is that the kind of thing that 
would stick in your mind? 

MR. CLARK: Oh, sure, I would think so. I think 
that was past. I think that was an interest in the late 
'40's and '50's. 

To the extent that we had any on Communist 
Party activities, they were more or less permanent 
and more or less simple. 

MR. BLAKEY: Would you be surprised if one 
turned up? 

MR. CLARK: My view has always been that Mr. 
Hoover did not authorize taps or bugs that I did not 
approve. And he didn't encourage what we used to 
call suicide taps or bugs, not authorized ones where 
the agent bears the responsibility. 
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So I don't think-and I have not yet been 
shown-a bug or a tap while I was Attorney 
General was placed in violation of President John
son's orders. 

So r think you'd find that any that were on there 
were ones that I authorized. 

MR. BLAKEY: I didn't really come away with a 
firm impression of your attitude towards consen
suals insofar as they might be based on court or
ders. Would you support them based on court or
ders? 

MR. CLARK: I would certainly require, as a 
matter of policy, a court order. I think I would 
prefer their prohibition. I don't think we really need 
them. I don't think the idea that there is a specifici
ty or factuality that comes out of them that is that 
helpful. 

MR. BLAKEY: I think it really is unfair if you 
are against something to ask you how you'd set the 
system up. 

MR. CLARK: How I set it up? 
MR. BLAKEY: Yes, how would you set it up. I 

don't think it's fair for me to ask you what kind of 
system you'd set up onder a court system. That is 
what I was going to explore with you, but if you are 
against it, there is no reason why you should be 
asked to take positions on the details of it. 

MR. CLARK: We do that in life all the time, but 
I appreciate your effort. 

MR. BLAKEY: Professor Schwartz will be able 
to discuss it. 

MR. CLARK: He'd be pretty good at that. 
MR. BLAKEY: Let me turn to another area. You 

were quoted-and I suspect unfairly-this is way 
back, in 1967, in an interview by Sidney Zion on 
May 19, 1967-

MR. CLARK: He interviewed me on the 17th. I 
had gone up to New York for the anniversary of 
Brown v. Board of Education. And he rode back 
with me in a cab from the airport. 

MR. BLAKEY: He said you considered or
ganized crime "a tiny part" of the entire crime pic
ture. Is that accurate? 

MR. CLARK: You will find in the Congressional 
Record a series of letters, as I recall, between Chair
man Emmanuel Celler and myself. It's been a long 
time ago. My recollection is the substance of it was 
that I had no recollection of the conversation. I 
knew Sidney Zion and remember that he asked 
whether he could ride out in the cab. I was for civil 
rights. That is what I had been up there for, and 
that is what we talked about. 

I do believe-and I have tried to express it in 
various places-that we exaggerate the role and na
ture of organized crime, to our great injury. It is 
serious, must be eliminated. I think wiretap is es
sentially irrelevant to it, as I have suggested. 

It is so anomalous to me that since Title III you 
have had from 55 to 80 percent of the bugs by state 
agencies in New Jersey and New York every 
year-more than half in those two states. Most 
states never use it. 

MR. BLAKEY: It is a fact that most of the other 
major metropolitan areas that have organized 
crime-Michigan, Ohio, California-have not 
adopted statutes, so there is no way they could very 
well use them. 

The states that have adopted them, I think it's 
probably fair to say a number of them, don't have 
an organized crime problem, and sometimes you 
wonder why they adopted it if they don't have or
ganized crime. 

MR. CLARK: Well, it is a very sad experience to 
watch a state legislature-I have done it through 
the states and in some foreign countries, testifying·; 
too-tortured with what I consider to be the 
demagoguery of the fear of crime, over whether to 
vote for or against wiretap authorization in a little 
old rural state that has got no more use for it than it 
does a subway system. 

MR. BLAKEY: There is clearly a lot of political 
demagoguery-

MR. CLARK: 011 both sides, perhaps, but it is 
such an irrelevant thing. I think I recall Colorado, 
when I was out there once, and Oregon recently, 
tortured by the legislative debate. And it is 
something that really concerns legislators from the 
standpoint of their vulnerability at the polls next 
time. 

MR. BLAKEY: Let me go back to-as I said to 
begin with, I don't want to stick you with Sidney 
Zion's label. But I would like to explore with you in 
the context of a public hearing what you feel the 
impact of organized crime is in our society. And let 
me make clear for you the context in which I do 
this. 

One, the issue raised before the Commission is 
not only the effectiveness of wiretapping, but even 
assuming it is effective, whether it would be 
worthwhile at all. A good deal of this discussion has 
centered on, for example, gambling prosecutions. 
"Sure, it is effective, but after you've done it, so 
what?" 

And particularly in your case, some of what you 
have said has been quoted and used by people in 
wiretapping arguments to say that organized crime' 
is not really a serious problem. 

MR. CLARK: It is a tiny part of the entire pic
ture. 

[Inaudible.] 
MR. BLAKEY: So what I'd like to hear from you 

is your assessment of organized crime in the United 
States and how important is it to us to do something 
about it in its various manifestations. 
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MR. CLARK: I'd like to eliminate it. I'd like to 
win. You can rcally win that one, you know. You 
can really win. I can't think of anything I'd enjoy 
much more than organizing or helping organize the 
first Strike Forces. I announced them before I 
became Attorney General, really, Acting Attorney 
General. We were really going to be gangbusters. 

I think the concept was solid and had it been fol
lowed faithfully I think it could have liberated many 
localities. 

But I am concerned with crime. I think violence 
is the ultimate human degradation. I look at hun
dreds and hundreds of violent crimes throughout 
the country over the years, and the chance of wire
tapping touching one in 10,000 is very small. 

There are three qualities that will always be es
sential for the existence of organized crime. We 
have to remember there are whole nations free of 
it; there are whole states in this country that are 
free of it. You have your burglary crimes and car 
theft rings and stuff like that, but not organized 
crime. 

You have to have millions of people, because or
ganized crime is doing a daily trade. It is a lot easier 
to find out where its services are than the wiretap 
business we were talking about earlier because it is 
a bigger business and they are out on the streets 
looking for you, and you and I can go to any town 
in the country and find out where the gambling is 
and the narcotics and the prostitution and the high
rate money, if we just got a littly savvy. 

But it's a real power base and it preys on weak 
people, because it has to be there every day. And if 
people have power they can say, "Look, I'm tired 
of this. I am through with it. I can talk to the 
mayor; I can talk to the 'chief of police, I can talk to 
the DA and get some response. " 

It is enormous hypocrisy in law to say police have 
power to do certain things they don't have the 
power to do. It is hopeless to send them our enforc
ing laws that can't be enforced in that way. Gam
bling used to be 75 per cent of the take of or
ganized crime-billions of dollars. And you just 
can't police it away. 

And the idea of talking about the politics of the 
numbers and wiretap-you'd see Attorney General 
John Mitchell saying on his wiretaps, "We got hun
dreds and hundreds of incriminating wiretaps." Of 
course they did. It was a bookie joint. Why did you 
need a wiretap? You could bust it in other ways. 
You are playing politics, and I said so at the time. 

With narcotics the same way. You can't beat 
heroin out of the budget of an addict. It is a very 
complex social medical problem. To try to legislate 
it away is a mistake. Then to try to give law en
forcement wiretap and other means to enforce it 

away when it is something that can't be done that 
way is wrong. 

So you have to decriminalize. You can't make 
the world safe for hypocrisy. Your laws have to be 
honest and susceptible to enforcement. 

Second, you have to have corruption for or
ganized crime. It is impossible to have organized 
crime without corruption. We knew that in '31 with 
the crime report from Wickersham, and we knew it 
in '67 with the crime report from Katzenbach. You 
don't even have to think to know it. Because you 
can find it; it's there; everybody knows about it. 
Critical areas are going to be corrupted because it 
can't exist without that. 

And, therefore, I think we can wipe organized 
crime out. I think we ought to. But I think we may 
get the central focus of a phenomenon we call 
crime in America, but to assume that by ridding the 
country of them "we will live happily ever after" is 
wrong. Because you look at the crime rates in the 
cities and areas that don't have organized crime, 
and they are not perceptibly different as far as you 
can tell. I don't really believe in the statistics of the 
places that have organized crime. 

So I say do it. You can get rid of it. It is a joyous 
fight, and I am on the side of the angels, but do not 
consider it to be the heart of the problem of crime 
in America. 

MR. BLAKEY: Dr. Martin Luther King in 
November of 1965 wrote in the Saturday Review, 
"The most grievous charge against the municipal 
police is not brutality, though it persists. Permissive 
crime in the ghettos is. Permissive crime is the 
name of organized crime in the ghetto, designed 
and operated by the crime syndicates, selling nar
cotics freely in the protective sanctuaries of the 
ghetto because no one, including the police, cares 
particularly about ghetto crime. It pervades every 
area of life." 

Would you associate yourself with that state
ment? 

MR. CLARK: I think Dr. King is one of the 
greatest people that ever lived. I watched black 
civil rights leadership go through that phase. I 
watched Whitney Young, Jr., who was on the 
Crime Commission vote for wiretap. And the 
reason was he felt so strongly that the victims of or
ganized crime-and God knows he was right-were 
the people he was trying to help. 

I never had a conversation with Martin Luther 
King, Jr., and if anyone knew how it felt to be vic
timized by wiretap, Martin Luther King would. But 
I worked with Whitney Young before I left the De
partment, and he came to oppose wiretapping 
because he came to see it could do enormous harm 
and not liberate his people from organized crime or 
liberate so many people who are held captive there. 
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MR. BLAKEY: When you suggested one of the 
causes of organized crime was the law itself and its 
over-criminalization, would you suggest we 
decriminalize narcotics possession and use-not 
marijuana-but cocaine and heroin? 

MR. CLARK: Those are complex subjects. I basi
cally feel that to apply the criminal sanction-it has 
turned out civil commitment was nothing but a new 
jail with the same bars and same guards, and so 
forth. 

MR. BLAKEY: The federal program was never 
really financed. 

MR. CLARK: That is r,ight. It's like all these 
things. You know, we make the gesture and that is 
how principles get destroyed. We never really do 
what has to be done to live up to the principle. 

MR. BLAKEY: Would you suggest that in our 
society that we could maintain our love of human 
dignity, our civilization, and give away narcotics? 

MR. CLARK: I have always opposed main
tenance programs. I say that painfully. 

MR. BLAKEY: How then would we decriminal
ize cocaine or heroin possession? 

MR. CLARK: It is hard to put in a nutshell. Basi
cally, the idea that you can treat meaningfully the 
phenomenon of addiction by imprisonment is false 
and dangerous. We have more addicts walk out of 
prison than walk in. 

MR. BLAKEY: No, it is-
MR. CLARK: I think what you have to do is ad

dress your laws at people who manufacture and 
transport and wholesale them. I think you need to 
attack at those critical points as effectively as you 
can. 

When you come to the addict, I think what you 
have to do is to give them, in addition to the other 
citizens of our slums who are the ones who suffer 
froI'1 this, rights to health finally. And that means 
you have got to invest in the things-for instance, I 
think if we took a third of the energy that has been 
spent on wiretap debate, which has not helped or 
harmed law enforcement in my judgment, and put 
it into chemical laboratories, we'd find a chemical 
substitute to relieve the body of the desire for 
opium and its derivatives. That has never been 
done. 

People have rights to health. If we realize you 
can't cram health down anybody's throat, we could 
arrest the problem easily. 

If there is any single area of enforcement that the 
Nixon Administration consistently highlighted, it's 
what they were going to do with drugs. And in my 
judgment, it's a bigger mess now than it was before 
they began. As a matter of fact, I read something 
about that on the front page of the New York Times 
today. And that is because they started with the 

wrong premise, that you can beat people around to 
do things your way. It doesn't work. 

MR. BLAKEY: Do I understand what you are 
saying is perhaps some sort of decriminali7.ation of 
addict possession might be viable, but as to impor
tation, sale, and distribution it would make sense to 
keep the criminal law? 

MR. CLARK: Yes. I realize that creates some 
dilemmas, but there are dilemmas in life, I guess. 

MR. BLAKEY: I take it most of the people who 
have argued for wiretapping have not argued for it 
as a means of catching addicts, but wholesalers and 
importers and distributors. 

MR. CLARK: But look who they catch. 
MR. BLAKEY: You made a statement that I wall 

much attracted to earlier about the symbolic im
portance of the law. I wonder if I could quote you 
again a short passage from an essay by Thrasher on 
The Gang talking about what the impact of the law 
is on young people in the ghetto and ask you to 
comment on it. 

"When a noted criminal is caught, the fact is the 
principal topic of conversation among boys. They 
av,d others lay wagers on how long it will be before 
the criminal is fr~e again, how long it will be before 
his pull gets him away from the law. The youngsters 
soon learn who are the politicians who can be de
pended upon to get offenders out of trouble, who 
are the dive-keepers who are protected. The in
creasing contempt for the law is due to the corrupt 
alliance between crime and politics, protected vice, 
pull in the administration of justice, unemployment, 
and the general soreness against the world 
produced by these conditions." 

Would you agree that that kind of statement is 
probably accurate as to what goes on today? 

MR. CLARK: Well, I think that that is a fact. My 
experience with youth crimes and gangs and all that 
is that maybe 10 per cent feel that phenomenon 
very strongly. But the great majority are oblivious 
to all that sort of thing. They are just kind of 
running with the crowd, you know-what else is 
there to do? So it is an exaggeration. It is an 
overstatement. The idea that that is a conscious 
awareness of the majority of youngsters living in 
high-crime areas with gang activities is contrary to 
my experience. 

MR. BLAKEY: In light of your answer, let me 
read you another short passage from the Riot Com
mission. Again I quote: 

"With the father absent and the moth", working, 
many ghetto children spend the bulk of their time 
on the streets-the streets of a crime-ridden, 
violence-prone and poverty-stricken world. The 
image of success in this world is not that of the 
'solid citizen', a responsible husband and father, but 
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rather that of a 'hustler" who takes care of himself 
by exploiting others. The dope seller and the num
bers runner are the 'successful' men because their 
earnings far outstrip those men who try to climb the 
economic ladder in honest ways. 

"Young people in the ghetto are acutely con
scious of a system which appears to offer rewards 
to those who illegally exploit others and failure to 
those who struggle under traditional responsibili
ties. Under these circumstances, many adopt ex
ploitation and the 'hustle' as a way of life, disclaim
ing both work and marriage in favor of temporary 
liaisons. This pattern reinforces itself from one 
generation to the next, creating a counter-culture 
of poverty and ingrained cynicism about society 
and its institutions." 

Would you say that, too, is an exaggeration? 
MR. CLARK: I think that, too, is a fact. I think 

to apply it generally is untrue and unfair. I do think 
it's a psychological phenomenon of greater perva
siveness than the earlier one, Thrasher. 

The reason is basically there is more contact and 
experience between ghetto youth and hustlers than 
the other. That tends to be hearsay, the politics and 
corruption at that level. They clon't see that 
directly. The other they see directly. They know 
who is wearing good clothes and has the car, and 
they know who is making out. 

But to say that characterization is accurate as to 
even the great majority of kids in high-crime 
areas-and I'm talking about all the kids, the ones 
who are really dropping out of schools, and from 
broken families-is probably an ex ,ggeration. It is a 
real phenomenon, something to worry about, but 
it's not universal. 

MR. BLAKEY: The issue is the attempt is some
times made to evaluate organized crime by head 
count, "How many Mafiosi did you catch and how 
many indictments did you get?" 

I am really trying to ask you if this kind of pro
gram through its successes-using whatever means, 
Strike Forces as opposed to wiretapping, or wire
tapping-and its failures, might not have a broader 
symbolic impact in the community, that is, do you 
think that the failure of our society to apprehend, 
convict, and sanction people who can in the com
munity be seen as leaders of criminal groups has an 
impact widely on other people and their allegiance 
to the law? 

MR. CLARK: The idea that you can create some 
higher level of respect for law by more systemati
cally picking off the hot shot, so to speak, in t?., 
ghetto, is wrong. The problem is it will do just the 
opposite. 

First, it will involve you in almost war. 
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Second, as soon as you do it, you are attacking 
almost all the leadership there. It's almost the same 
thing as you see in South Africa-you pick off all 
the leadership. Whenever anybody sticks up his 
head, you pick off the leaders because you want the 
rest to remember him martyred. 

MR. BLAKEY: I heard a number of persons ex
press anyway, when Jimmy Hoffa was convicted, 
particularly for jury bribery, that this was an impor
tant statement about the rule of law, and he was not 
above the law. And conversely, a lot of people said 
when the former President departed, this was an 
unfortunate act, that it undermined the rule of law, 
because somehow it said if you get to be President 
you get a license. 

What I am kind of raising with you is: If there are 
people known to be criminals, exploiters of their 
fellow citizens, does our society by allowing these 
people-I aftl not raising the question of wire
tapping with you-to go free of sanction have a 
wider impact than simply permitting them to con
tinue their activities? 

MR. CLARK: The crime is not letting them go, 
but permitting the living conditions that prevail, the 
unsafe housing and disease and sickness. 

MR. BLAKEY: Do we have to choose? I mean, if 
150rt-

MR. CLARK: The idea that the kids that used to 
run the gangs, the slum being exactly what it was 
before, will now respect the law is wrong. 

CHAIRMAN ERICKSON: I wonder if this would 
be a good time to take a recess. 

If it is agreeable, we will recess at this time until 
1 :20, and we are to reconvene in Room 4200. And 
you should ta~ your materials with you since there 
will be.anotner hearing in here at 1:00 o'clock. 

[Whereupon at 12:30 p.m., a luncheon recess 
was taken until 1 :20 p.m.] 

AFTERNOON SESSION 
CHAIRMAN ERICKSON: General Clark, one 

thing we try to do in this Commission is to remain 
on time, and r hope that our questioners will re
member that as well. 

So with that short preamble, the meeting is 
reconvened. 

Professor Blakey. 
MR. BLAKEY: Attorney General Clark, we were 

discussing, I suppose, what is a kind of perennial 
problem in so much of this, the problem of choice. 
And let me see if I can't rephrase and put in a 
broader context the type of question I asked you. 

Running through a great deal of what you said 
today in answer to my specific questions is a kind of 
dichotomy. I don't necessarily associate you or 
myself with it; I present it as a general position. 

One person says "law enforcement" and one per
son says "socioeconomic conditions. " 



If one says, "Let's fight narcotics with criminal 
sanctions," someone else says, "No, let's not handle 
it that way; let's handle it with civil commitment or 
chemical agents to treat addiction." 

If someone says, "Let's fight organized crime," 
someone else says, "That's not the big problem; 
let's do the big problem, which is street crime," 
which is the violence in the street, the rape, rob
bery, the inability to walk in the park at night. 

My question for you is: Is this one of those social 
situations where we do face a hard choice? Can't 
we have both? That is, can't I be for ameliorating 
the economic and social conditions in the ghetto 
and also-and I am not talking about wire
tapping-be for crime control? Can't I be for treat
ing an addict as a human being and at the same 
time be for using law enforcement techniques to 
fight crime by whatever rr.eans, even if it is a bare 
minimum of seeking incapacitation as a means to 
deal with people who ply the drug trade? 

Do I realIy have to choose? Can't I fight or
ganized crime and street crime? And let's throw in 
a white collar crime, price-fixing or tax evasion, 
too. 

Do we really have to choose in these areas? 
MR. CLARK: No, I don't think so. I would cer

tainly consider myself as favoring effective and effi
cient enforcement of laws against all forms of an
tisocial conduct, whether it's things that are stolen 
through white collar crime or the muggers, or the 
organized crime payroll. 

But I think the real question as to wiretapping is 
whether you can permit techniques of enforcement 
that are inherently unfair or immoral. 

I won't make the value judgment, but assuming 
that they are so to a degree-

MR. BLAKEY: The rack and the screw. We just 
don't torture people any more. 

MR. CLARK: I hope not. 
MR. BLAKEY: And if we do, no one in our 

society argues that a court-ordered system should 
permit it. That is just beyond the pale. 

MR. CLARK: I hope so. But I think the impera
tive need is that we have the courage to say that "ve 
will act fairly in the enforcement of our laws, and 
then start that process of determining what we con
sider acceptable by that sort of approach. 

And doing that, [ first, at a moral level, find wire
tapping unacceptable. 

And finally, it seems to me, although there are a 
series of other objections, that it is debilitating and 
corrupting itseif, because it, too, demeans the digni
ty of all involved, inclUding the poor agent that is 
sitting there with the headphones waiting for some
body to say something they should never say. 

MR. BLAKEY: But I take it it is your testimony 
that we don't have to choose; we can fight street 
crime and organized crime. 

MR. CLARK: Oh, absolutely, we must. 
MR. BLAKEY: We can deal sympathetically and 

humanely with the narcotics addict and still be, to 
use a popular phrase, hard on crime, hard on the 
pusher, the importer, the one who exploits the in
dividual. 

MR. CLARK: You know, ifit implies bulIy force, 
then it's a declaration of war, and I don't believe in 
war. 

MR. BLAKEY: Certainly not against our own 
citizens. If we must have military and police, let's 
have them be constables, citizens on duty. 

Assuming we have adequately explored together 
those kinds of broad general probhems, let me 
return to poor Mr. Sidney Zion's article of May 19, 
1967. 

You were also quoted in that article on another 
issue, not really on a value issue. 

If one decides that it is immoral, one just doesn't 
do it even if it works. We don't obstruct justice to 
elect a President, not because it doesn't work, but 
because it is immoral; it is wrong. And there is no 
debate. One just doesn't do the wrong thing. 

When I began our discussion, I said that I really 
had a deep and abiding admiration for the role you 
have played in doing what I find very difficult, that 
is, to take a moral position as opposed to a prag
matic or legal or even constitutional position. 

For those who say that wiretapping is bad 
because it's immoral, and reflect a deep conviction, 
frankly although I do not associate myself with it, I 
don't have anything but admiration for them and 
that personal value judgment. 

There is a different issue, though, that I think this 
Commission has to face, and that is a functional 
question, although it is a very complicated func
tional question, and that is, does it work? Because, 
however important organized crime is. however 
evil, neutral, or good wiretapping is, it is a silly 
thing to do if it doesn't work. 

Let's just reason together a moment about that 
very difficult question. 

You were quoted by Mr. Zion as saying, "With 
rare exceptions, Mr. Clark said, we have found that 
electronic surveiIlance was unnecessary, either in 
obtaining direct evidence of crime or in developing 
leads. " 

Is that an accurate quotation, and does it reflect 
your understanding of the process? 

MR. CLARK: I don't mean to quibble. I don't 
think it's an accurate quotation, but it states my 
opinion. I don't recall that conversation with Mr. 
Zion, but my experience with wiretapping has been 
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that it is incredibly inefficient. We had a survey 
made-do you recall Carey Parker? 

MR. BLAKEY: Very well. 
MR. CLARK: Carey reviewed the logs. He 

reviewed 13, as I have seen, transcriptions-
MR. BLAKEY: I think it was 12. 
MR. CLARK: Was it 12? It was bugs. You may 

know more about it than I duo The average length 
was probably longer than 18 months' duration. And 
a good many, at least a third, during that whole 
time, a couple of years, disclosed no evidence of 
any criminal act or any lead. 

Weli, that is a lot-I think the Peter Balistieri 
case, Balistieri was allegedly a member of the Mafia 
in Milwaukee, and the case was transferred to the 
Southern District of Illinois for trial, as I recall. And 
there we found what I would call law enforcement 
gone wild. It is in the record, but just to give you 
the flavor of it, as I can recall it now, first the bug 
was discovered because a lawyer that previously 
had been a candidate for Governor of the State of 
Wisconsin-I don't remember what his name was; I 
don't think he was a major contender-had his of· 
fiee remodeled, and behind some wooden paneling 
I think they found the bug. 

From t~lat they discovered that he had been 
bugged, that a woman named Jenny Alioto, who 
was a good friend of his as well as his secretary who 
kept files in her apartment, had been bugged, and 
Balistieri had been bugged-months and months of 
this. 

Internal Revenue or some other investigative 
agency, Intelligence, had sought and been denied a 
search warrant for the Alioto apartment. The Bu
reau decided to bug it. And, of course, they had to 
break and enter to get in. And while they were in 
there-we were never able to establish this, but the 
probability is they removed intelligence-they 
looked over there and saw a file cabinet and de
cided they'd take some of the files out and examine 
them, and as I recall, photostat them. 

My recollection is that nothing was piCked up on 
the bug-at least that was the best that could be 
discovered-except one conversation with a lawyer 
in which some young woman whom he didn't know 
called him and asked him if he knew where she 
could get an illegal abortion. 

It was terribly inefficient, 
CHAIRMAN ERICKSON: Before we go further, 

let me ask one question. As I understand it, General 
Clark, you have some logistic problem the Commis
sion would like to honor. What is your availabH:ty? 

MR. CLARK: If I could leave at a quart~r of 
three it would be very helpful. I have a meetinx ~et 
up for 3:00. If I could leave by that time, it would 
be very helpful. 

CHAIRMAN ERICKSON: Keep that in mind, 
Professor. 

MR. BLAKEY: There are other people who have 
to come after me. 

MR. CLARK: I will try to keep the answers short. 
MR. BLAKEY: You said 12 or 13. 
MR. CLARK: I said 13, and you said 12. 
MR. BLAKEY: I believe the correct figure is 12. 
Let me back up from that. Did you have ex-

perience as a prosecutor before you came in the 
Department of Justice? 

MR. CLARK: No. 
MR. BLAKEY: While you were in the Depart

ment of Justice did you ever try any cases? 
MR. CLARK: I never prosecuted a criminal case 

in the courtroom while r was in the Department of 
Justice. 

MR. BLAKEY: I take it that means that you have 
never actually handled wiretap evidence from a 
court-ordered system in court or in the Department 
of Justice? 

MR. CLARK: Well, if you want to know whether 
I have ever' prosecuted at courtroom level, the 
answer is I never have. On the other hand, just from 
the standpoint of the evidentiary qualities of 
wiretap, I would say that the surveys that were 
made were made under my direction. Thurgood 
Marshall, Fred Vinson were the members-and you 
had occasion to go through more than they went 
through. And while I didn't go through it personally 
I was kept, by regular meetings, constantly advised 
of it. And it is rather remarkable that from all those 
hundreds and hundreds of utilizations-I don't say 
that this is the situation that you have in Newark or 
the Bronx. It is a different sort of phenomenon. It 
was not used in prosecutions or leads from which 
things were used in actual prosecution. 

MR. BLAKEY: Of course, they couldn't have 
been used in court. They were placed in violation 
of the Fourth Amendment. 

It couldn't have been productive in light of the 
Fourth Amendment. 

MR. CLARK: But you are assuming observance 
of the Fourth Amendment, and you are forgetting 
bugs were placed in a lawless fashion throughout 
the country. 

MR. BLAKEY: Mr. Clark, I am raising with 
you-without trying to reanalyze to see whether 
that surveillance could be done now under Title HI, 
which is a long and complicated legal question-is: 
What is the experiential base on which you say they 
are nonproductive? 

And I take it it is your testimony that you 
reviewed the illegal surveillance in the period from 
the late 1950's through July of '65, when it was 
shut off, and it is your judgment that that surveil
lance was unproductive. 
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Is that correct? 
MR. CLARK: Yes, that is part of it. 
MR. BLAKEY: And you so testified in 1967 be

fore the Celler Committee: 
"We have looked at hundreds and hundreds of 

bug and wiretap logs, and I think we have ex
perience on which to base a judgment now that we 
did not have earlier." 

You are testifying now, too, along the same lines. 
You looked at the logs. 

MR. CLARK: Yes. In addition, I went through 
the whole approval procedure and had constant re
porting back on various national security taps and 
was constantly impressed with how unproductive 
they were. 

MR. BLAKEY: You also testified before the 
Canadian Parliament, I believe, on July 5, 1973: 

"The ide<.l that wiretapping is effective against or
ganized crime is wrong-headed in my judgment. 

"I had an examination made of 12 bugs that had 
been installed on alleged members of organized 
crime. They were in place an average of two years 
each and grown men, agents of the police, sup
posedly agents of the FBI, sat seven days a week, 
365 to 366 days a year, waiting for someone to say 
something they sh,,)Uld not say. " 

That is again a reference to the Carey Parker 
study; is that correct? 

MR. CLARK: That sounds like it. 
MR. BLAKEY: I wrote the Department of 

Justice and asked them to make available to the 
Commission Carey Parker's study in order that we 
could evaluate the experiential base you offered in 
a number of public forums as your factual basis that 
it is unproductive. Mr. Chairman, I would ask that 
the answer to that letter be incorporated into the 
record at this point, with my original letter to the 
Department, so that the readers of the record can 
see what I am referring to. 

CHAIRMAN ERICKSON: It will be so recorded. 
[The material referred to appears in the Sept. 16, 

1974 transcript.] 
MR. BLAKEY: There were, in fact, 12 bugs. 
MR. CLARK: That is 12 out of hundreds I 

screened to be reviewed. But those were in depth. 
He just sat down and went through them, as I re
call. 

MR. BLAKEY: But when I go down the 12, I see 
that the lawyers who evaluated them said that only 
five of the 12 were evaluated as "unproductive." 
The other seven were evaluated-and the reason I 
am reading the ones evaluated as "productive" dif
ferently, is that the unproductive ones simply say 
"unproductive. " 

MR. CLARK: That means "nothing," then. 
MR. BLAKEY: Roughly nothing? 
MR. CLARK: No, it means "nothing." 

MR. BLAKEY: The first is "unproductive." 
The second-and incidentally, there is no indica

tion in this who the people were. At my suggestion, 
the Department of Justice eliminated the names so 
we don't know who these people were. 

MR. CLARK: They were nearly all in what the 
Bureau at that time called Cosa Nostra. 

MR. BLAKEY: The second one says, "The most 
productive intelligence source that I have encoun
tered in six years of field experience in crime and 
racketeering cases. " 

The lawyer:s judgment in that case is that it was 
productive. 

No.3: "Unproductive." 
No.4: "Very productive. Indicated evidence of 

murder, loansharking, extortion, gambling, book
making, numbers, graft, bribery-magistrate, 
mayor-perjury, tax evasion, armed robbery." 

No.5: "Moderately productive. Large-scale 
bookmaking. " 

No.6: "Moderately productive. Bribery tax eva
sion. " 

No.7: "Unproductive.'" 
But that meant unproductive to federal agents. 

They found evidence of state gambling. 
No.8: "Unproductive." 
No.9: "Very productive. Bankruptcy, fraud, 

bank fraud, narcotics, prostitution, loansharking, 
corruption of congressmen, undercover payments. " 

No. 10: "Moderately productive. Official corrup-
tion. Bribes of judges and jurors." 

No. 11: "Very productive. Bankruptcy fraud; 
stock fraud. " 

No. 12: "Unproductive. Some talk of explo
sives. " 

I might add here that I have been told that some 
of the ones that were unproductive were so in
dicated as being unproductive because the language 
spoken on the bug was Sicilian, and at the time, the 
Bureau agents who were listening did not have a 
foreign language capability, so they simply listed 
them as "unproductive", because they didn't know 
what was being said in Sicilian. 

Frankly, Mr. Clark, when I hear your public 
statement and read the Parker study, I wonder if 
you would explain to us how· you reached your 
judgment. The study doesn't seem to support it. 

MR. CLARK: Obviously-how many prosecu
tions do you find? Zero; isn't that right? 

MR. BLAKEY: Yes, but that is because-
MR. CLARK: Was Valachi productiv~? Could 

you get clippin.gs from the New York Times and get 
more? Are you talking about a murder that has 
been reported and police have been working on for 
years? Do you call it productive because someone 
recited it on the telephone? 
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By "productive," I mean a device that leads to a 
prosecution. They got zero from it. 

MR. BLAKEY: Let me understand your position. 
You are not saying it's unproductive in the sense 
that it does not obtain evidence of intelligence 
value and evidence of crime. You are saying, that 
since it was unlawful, it was unproductive? 

MR. CLARK: No, I am not saying that. You see, 
you assume the FBI was gathering it for its health at 
the time. I assume they were gathering it for the 
purpose of prosecution. And there is every indica
tion that ttat was so. And there were never 
prosecutions emanating from it. 

MR. BLAKEY: It is my understanding that it was 
put in and kept in for intelligence purposes, to 
identify the major figures in organized crime, their 
structure and interrelationship in our society. 

MR. CLARK: It is incredible they had this great 
academic interest in the years they weren't filing 
any cases and did nothing about it. I don't know 
how-I just don't know what reason there is to be
lieve there was some discipline that would say, 
"We'll gather this for intelligence, but even learn
ing of murder where we couldn't prosecute or 
where we now have evidence, we would forego it." 
That is contrary to experience. 

MR. BLAKEY: Let me go back to what I thought 
the central issue before us was, whether society 
could expect, if it authorized a court-ordered 
system, at least consistent with the present Supreme 
Court cases, that the Jlse of that electronic surveil
lance would produce evidence at trial. 

Now, I have understood your previous statements 
about "it is unproductive" to m~an that if society 
had authorized that court-ordered system it would 
not be productive of convictions-and useful con
victions, high-level convictions. 

Do I now understand your testimony. when you 
said electronic surveillance is unproductive to be 
that you confined it to t\-te period prior to 1968 
when it was bei'iJ'g done unlawfully? 

MR. CLARK: Certainly not. I have said just the 
opposite. ',.., " 'J, 

There is no question that you and I cou~q walk' 
over to New York Avenue, pick up some equip
ment, go up to New York City, and in 48 hours 
pick up hundreds of phone calls that have to do 
with bookies, couldn't we? But you don't need that. 
It is a very expensive, it is a very wasteful, it is a 
very inefficient method of gaining information that 
you have crawling all over the place. 

Why would you do it? It is wasteful; it is non
productive; it is inefficient at every level that I have 
ever seen it. 

MR. BLAKEY: How do you mean it's unproduc
tive? 

MR. CLARK: Have you seen the cost of these 
things? 

MR. BLAKEY: Yes, I have. But how much is un
productive? Are you saying it does not get 
evidence? 

MR. CLARK: It might be productive in the sense 
that it reproduces something that you already have. 
You knew it was a bookie joint before you put the 
tap on, before you put the bug on. 

MR. BLAKEY: Did you know all the partici
pants? 

MR. CLARK: You can pick it up from customers 
calling in. 

MR. BLAKEY: Frankly, Mr. Clark, it's not a 
function of our discussion to bring out what my 
views are, since in this context they are largely ir
relevant. I am trying to clarify our record so that 
those who corne behind us can read to see what 
your judgment has been and the basis 0'; it. 

Do I understand what you mean by 
"nonproductive" that it is not productive of new 
evidence? It is your judgment based on what you 
know about electronic surveillance that it's not 
productive of new evidence, that it is merely 
reproductive, tells you something you already knew 
before you put it in? 

MR. CLARK: That is certainly a major part of it, 
yes. You are supposed to know something before 
you put it in anyway. 

MR. BLAKEY: You should have probable cause 
or you shouldn't put it in. But simply for the record 
I would indicate that some of the case studies that 
have been given to us have indicated that it's been 
extremely productive in identifying new people, 
getting evidence against people that they did not 
have usable evidence against when they put it in. 

Is that contrary to your experience? 
MR. CLARK: Yes. I mean, look at the place 

where it's been used without inhibition for years, 
and ask yourself whether organized crime is 
flourishing there. It is just not the method that has 
to be used to do the job. It is inefficient, wasteful, 
conupting, and harmful. 

MR. BLAKEY: What 1 am asking about is now 
limited to productivity, is it not useful? 

It seems to me of all the things that can be said 
about wiretapping and electronic surveillance-that 
it is unproductive and not useful-is something that 
cannot be said. All the people involved with the 
process on a day-to-day basis say it's an extraor
dinarily able tool for gathering evidence. It may be 
grossly immoral, but at a minimum it is productive. 

I have no further questions. 
MR. CLARK: I rea1Jy disagree with the idea that 

everybody says it's productive. The outcome from 
wiretapping and bugging in proportion to the input 
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in resources and time is minuscule compared with 
other methods. It is not productive and it is not effi
cient. 

MR. BLAKEY: Again, the testimony of ex
perienced FBI agents who have been before this 
Commission is that sometimes it is very expensive 
and very costly, but the same amount of time and 
effort spent in usual investigative methods would 
not have been successful; that as expensive as it is, 
it is the only way to get the job done against or
ganized crime. 

MR. CLARK: Well, that is a conclusion I cannot 
accept. 

MR. BLAKEY: The evidentiary basis on which 
you say you cannot accept it is, I take it, the Carey 
ParkeI' study. 

MR. CLARK: Why do you say that? I have said 
we reviewed hundreds. I cited the Carey Parker 
study as an indepth study of 12 of them. I have 
never been an FBI agent or a detective .or a 
prosecutor. 

MR. BLAKEY: Thank you. 
CHAIRMAN ERICKSON: Professor Remington. 
MR. REMINGTON: Mr. Clark, you testified that 

in your view this Commission should be concerned 
with the maintenance of freedom, and all of us 
agree with that, and I take it that one of the 
freedoms is not to be listened to. But there are 
other freedoms, such as the freedom not to be sub
jected to a physical search or stopped and frisked 
on the street. 

MR. CLARK: Or bugged. 
MR. REMINGTON: With regard to some of 

those, the freedom not to be subjected to a physical 
search or the freedom not to be arrested miless 
there are adequate grounds for making the arrest, 
we do have provision for doing that lawfully. In 
other words, we have a provision which not only al
lows the court to issue an arrest warrant, but, in
deed, in the Federal system we presently allow ar
rest without a warrant, even in circumstances 
where a warrant may have been obtained. And 
without regard to search for physical evidence, pro
tected by the Fourth Amendment, we allow the 
court to issue an authorization to a law enforce
ment officer under appropriate circumstances to 
conduct that physical search. 

I take it that you see something different in those 
two situations, arrest under Rule 4, for example, 
and a physical search under Rule 41 on the one 
hand, and electronic surveillance on the other. 

I assume it is your view that it is appropriate 
under some circumstances, with judicial authoriza
tion, to make arrest and it is appropriate under 
some circumstances to conduct physical search. 
But I take it, it is your view that it is inappropriate, 

even with judicial authorization, to conduct an 
electronic surveillance. 

What I'd like to understand more clearly than I 
do at the moment is what the difference is. All of 
those involve important freedoms. 

Is one less attractive as testified to, or is it that 
privacy involving the freedom of not being over
heard is more attractive, as some have suggested? 
Or is it that one is more likely to be abused than the 
other, as some of your testimony seemed to sug
gest? Or is it that one, if he were skeptical, would 
assert one involves people of upper class and 
wealth and the other involves, by and large, poor 
people? 

MR. CLARK: Well, it is a mixture, as your 
question suggests. But primarily it is the secret na
ture of it, the power and reach of the invasion. r 
mean it was in the infancy of its technology in a 
way when Brandeis described how pitifully in
adequate even the general search warrant was com
pared to wiretap, and look at the capacity now. It 
leaves no place to think or be yourself or say what 
you will. 

And in our urban technologically advanced 
society, we have to recognize the new needs of the 
individual in terms of privacy, new capacities to in
vade. The old search is a physical r ':1enomenon 
which we can see and know about through history 
and has limits. 

The other can watch you all the time and hear 
you all the time, and its capacity is enormous when 
you think of the capacity of electronics and com
puter storage and all. 

I think we have to face that and say this society 
can and wi1l live without it because there is perhaps 
no other way to maintain the integrity of the per
sonality of the individual. 

MR. REMINGTON: Your advice, then, is that 
this Commission really ought to focus in large part 
not on the question so much of whether the elec
tronic surveillance warrant is more effective than a 
search warrant, which might be more effective than 
an arrest warrant, but rather on the question of 
which poses the greatest threat to freedom. And I 
take it it is your view that the electronic surveil
lance warrant poses a much greater threat to 
freedom than does either the arrest warrant or the 
search warrant. 

MR. CLARK: I feel that very strongly. 
MR. REMINGTON: I ask that because if you put 

yourself to the task of proving that search warrants 
reduce crime, it would be very difficult to do. 

MR. CLARK: Of proving what? 
MR. REMINGTON: That Rule 41 has reduced 

crim~ in that fashion. 
MR. CLARK: Since crime hasn't been reduced, 

yes. 
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MR. REMINGTON: And I take it in your view a 
distinction between Rule 41 and Title III would not 
be because either has reduced the crime, but rather 
whether Rule 41 or Title III poses the greater threat 
to freedom. 

MR. CLARK: I think you should consider, too, 
the relative efficiency-productivity, if you want to 
use that word. I would find it first adequate, but I 
also believe that the others are measurable if you 
can determine them. 

My experience tells me that the wiretap and the 
bug are the least efficient. 

MR. REMINGTON: If one were called upon to 
prove that protections against people being arrested 
are more effective than protections against people 
being listened to, I would myself find it difficult to 
come up with evidence that we have devised a 
system for Iceeping people from being arrested that 
is more effective than the system we have devised 
for preventing people from being listened to, if that 
is indeed the task of this Commission. 

MR. CLARK: You always know when you are ar
rested or you learn about it when you regain con
sciousness. You don't always know when you are 
bugged. And there are people throughout this city 
and throughout this country whose lives are altered 
by their assumptions that they are being bugged. 

I remember a recent President who said, "Ifthere 
hasn't been anything ",rong, they shouldn't have to 
worry." You remember a more recent chapter in 
that history, too. 

You don't have to put up with that. It is a free 
society. There have to be arrests as long as you 
have anything that resembles our system of criminal 
justice. There have to be arrests. Those who work 
in that vineyard have to strive to be as sure as you 
can be sure in life that there is probably cause for 
that arrest, that there is fair and expeditious treat
ment of the allegation. 

But with wiretapping you never know. You never 
know for sure, because of its nature. It is secret, 
pervasive, and far beyond the search warrant. And I 
find many abuses constantly in professional in
vestigative agencies of search and seizure provi
sions. Because you know you figure out pretty !loon 
if you have been searched and your property se
ized. I don't find it affecting us in the way that the 
other can and does. 

MR. REMINGTON: This will b~ my last 
question. The significance about not finding out 
about it is what? As you say, I find out if I am ar
rested but I suffer endlessly by having that arrest 
record. Given the choice right now between being 
arrested and finding out about it and being listened 
to and not finding out aoout it, I think I'd choose to 
be listened to and not find out about it. 

MR. CLARK: Well, I wonder-with this aside: 
As far as I can tell, the rule of law depends upon its 
possessing qualities that are inherently respect and 
trust of people. And wiretapping and bugging are 
inherently disrespectful, in my judgment, but 
beyond that, undermine trust, because you can't 
see them. You don't know about them. And I think 
we pay a heavy price from that erosion in this 
country today. 

MR. REMINGTON: Thank you. 
CHAIR¥AN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Thank you, Mr. Chairman. 
General Clark, your whole career has been 

characterized by concern for the rights of the in
dividual, 0specially the little individual who 
wouldn't ordinarily be protected. And you have a 
great deal of respect for the dignity of the human 
being. 

Now, in connection with that you have testified 
that to use the bug or wiretap is an inefficient way 
of getting information that would tend to in
criminate someone. 

Is it really because it is an unfair means, contrary 
to the dignity of man, or is it because it is ineffi
cient that you are opposed to it? 

MR. CLARK: Well, in my judgment it is both. 
The more important value to me, because we are 
getting very good at being inefficient, is the moral 
issue. 

MS. SHIENTAG: The moml issue is the big one? 
MR. CLARK: Yes. 
MS. SHIENT AG: ~ecause we have had 

testimony before us, ',;ome from the attorney who 
handled the Giordano case where 600 wiretaps 
\> .. " re found to be improperly authorized, and he 
saiQ it was such an inefficient way that he was op
pose1 to wiretapping, and he had had extensive ex
periel'ce in criminal law. I am talking about James 
Hogan. 

MR. CLARK: Who was it? 
MS. SHIENT AG: His name was Hogan from 

Florida, the attorney who had the original two cases 
that went to the decision of the Supreme Court in 
Giordano. 

MR. CLARK: One comment that I can make on 
that-you see, I remember the political struggle in 
the Department of Justice. I always tried not just to 
tolerate, but to stimulate the expression of ideas. 
The prosecutor may have been Mr. Blakey who 
wrote that about its being the most productive 
source. 

MR. BLAKEY: For the record, it wasn't. 
MR. CLARK: It would have been nice if it had 

been; I'm sorry, it would have been interesting. 
As a prosecutor, what is experience? What does 

the prosecutor see? Sometimes his vision becomes 
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the evidence in his case and that's it. That is almost 
the outer limits of what he sees. 

What does he know about all the things that the 
investigators did in the case. What does he know 
about all the efforts of wiretapping, the installa
tions? 

What he finally sees is the end product. What 
does he know about all the other investigations 
where they were used and nothing happened. What 
prosecutor really knows? What prosecutor in the 
United States really knows what his local police de
partments are doing? 

MS. SHIENTAG: Well, the assistant D.A.'s often 
direct the agent on what evidence they need and 
how to acquire it. And you should know that very 
well from your position as Attorney General. 

MR. CLARK:" I had a little bit of perception. I 
think the FBI, for very many reasons, has little con
fidence in the U. S. Attorney's office. I have great 
confidence in the office. I think it's great. And Mr. 
Hoover would constantly say, "I am not going to 
turn this material over to the U. S. Attorney." 
When they went through all the years of bugging in 
the late '50's and early '60's, they did not confide in 
the U. S. Attorney. The U. S. Attorney couldn't 
name the chiefs of half the bureaus in his dist.rkt, 

. probably. And the U. S. Attorney who said ne;l'nev," 
what the FBI and other agencies were doir{g In the 
way of wiretapping is actually relying on faid'!., 
which is what you have" to do in a situation like 
that. 

MS. SRIENT AG: There are various kinds of 
crime like there are various kinds of people. There 
is the street crime, the husband beating the wife, 
the corporate executive suite crime; there is big 
syndicate crime, big business-big situations, in the 
same way there is bigness in corporations and ac
tivities of big law firms, even. And the very bigness 
is what makes the people in some cases-the cartels 
and organizations. 

Don't you think the same thing should apply in 
respect of big syndicates of crime, that every mea
sure should be taken to stamp it out, just like we 
would an antitrust action? 

MR. CLARK: Well, as long as I have had a 
romance with antitrust, I'd give a higher priority to 
stamping out organized crime. The knowledge of 
technology escalates. We learned about it after the 
fact that some of the organized crime operations 
got very skillful at their own technology, jamming 
devices, and so on. So where do you go? 

MS. SHIENTAG: You have to fight fire with fire? 
MR. CLARK: No, you don't fight Fascism with 

Fascism. You live by decent standards and pay the 
price. 

MS. SHIENTAG: You pay the price? 
MR. CLARK: There is a sizable price attached. 

CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: I have no particular questions, 

but your statement that prosecutors do not know 
what the police are doing is 100 per" cent accurate, 
as far as J am conce.rned. P~osecutors do not know 
to a considerable degree. 

I have just listened to your position very care
fully, and it is the broadest position that has been 
put forth to this Commission in this general area. 

And I have no questions. I just wish to say thank 
you for appearing. 

CHAIRMAN ERICKSU,\!: May I ask a few other 
questions, General? 

MR. CLARK: Surely. 
CH~AIRMAN ERICKSON: As I understand it, 

on~ of the reasons you are so opposed to wire
tapping and bugging is that it is done in such a way 
as to destroy a person's expectation of privacy. 
Would that be it? 

MR. CLARK: That is the phrase that is used. 
CHAIRMAN ERICKSON: That came from 

Katz-and that the purpose was to protect persons 
and not places. 

Professor Remington went into Rule 41 and there 
the magistrate in determining whether the invasion 
of privacy which will be made has the benefit of ex
amining the affidavit and materials that have been 
compiled before he enters the order directing that 
this right of privacy be invaded. 

And as they said in Berger, it is difficult to pre
dict what a conversation is that hasn't occurred yet. 

Is that one of your objections? 
MR. CLARK: Yes. And under Rule 41, you are 

supposed to state with some specificity, and you go 
in there one time and that's it. It is a wiretap, and 
how many conversatiolia, how long, are you waiting 
for? 

CHAIRMAN ERICKSON: Let's take the next 
step. As far as telephone conversations are con
cerned, is there really any expectation of privacy 
when you telephone anyone? We all know that 
there are extension phones and certainly when you 
call in to the average law office, that could be 
picked up by any lawyer in anyone of the offices. 

So when you speak over the phone, do you have 
a right to expect privacy, in your opinion? 

MR. CLARK: When you are talking about the 
right and expectation of privacy, I think there is 
something conceptually limiting about the notion. 

We Jive in a world where you need constantly to 
communicate with people that are at some 
distance. In the past you could walk out in the 
pasture and stand under a tree and walk around 
and make sure there was nobody behind you or up 
in the tree, and live in confidence there. 
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We live in a technologically advanced mobile 
society. We need to be able to talk to people in 
confidence. 

So my wife is in New York; I want to talk to her. 
I'd like to think I could do so without somebody 
hearing what I have to say, because we have things 
that are personal to us. 

And I think society needs to create that right and 
that sense that it is protected by privacy in commu
nication from electronic surveillance. 

CHAIRMAN ERICKSON: When Title nr was 
drafted, they wrote the Rathbun exception into the 
statute which would permit someone to overhear a 
conversation by using an extension telephone, if it 
was done with the consent of one of the parties. 
And that has been a pretty well-recognized excep
tion, and ever since that decision was announced 
many years ago, it was the theory that one party, 
when he consented, was not really depriving any
body of any rights when he consented to his own 
c0nversation being overheard. 

That goes to the question of: Just how much can 
any of us expect by way of privacy in our communi
cations in today's society? 

MR. CLARK: Well, you can't expect any, but 
you ou.ght to be able to, and it would be a healthier, 
stronger society if you could. 

The reason you can't expect it is our fear of sur
reptitious overhearing. 

But I have gone through a process of change. The 
Schwartz case came out of my home town of Dallas 
where I was practicing law. And Morrie Hughes 
came up to argue it· and I felt very strong about it. 
He was strange in what he was trying to say, that 
Schwartz had an expectation of privacy, even 
though that language wasn't used at that 
time-even as someone was recording as he was 
talking to them. 

But as I have watched the nature of our society 
you see what it means in assemblies and meetings 
for one person to go in-there are dozens of people 
saying different things, holding little conversations 
here, there, and elsewhere, and one person, when it 
comes to defense conferences-if there is any place 
we have to have some hope for integrity, if you are 
to have justice, it is in defense counsel. 

You take a Gainesville case; you take a Camden 
case; you take a Harrisburg case; you take an At
tica case where you have scores of people in
volved-and you can't know who they are. This guy 
has a right to his lawyer; this guy has a right to his 
lawyer. You people have volunteered on the case. 
You don't have any money. 

And one of them is rigged and you have violated 
the others. 

CHAIRMAN ERICKSON: What I was getting at 
was in a jail if a person is talking to a cell mate that 
is perhaps a disguised police officer, he has no right 
to expect privacy in the confines of the jail. There 
are a number of cases that have dealt with that. 

MR. CLARK: I see. You are writing the law. You 
need a Massiah-

CHAIRMAN ERICKSON: Of course, this Com
mission cannot act as a court in passing upon 
anything, but we are just trying to make recommen
d<:~ions as to what the parameters ought to be and 
he ; effective thi,s has been, whether it has pro
tected privacy, whether it has carried out the aims 
that were set forth. 

MR. CLARK: Your duty is not merely to in
terpret the law. Others can do that. But your duty is 
to define actual policy of the United States within 
the law on this subject. 

And I feel awfully strongly about these things, 
but just watching what it does in prisons-the fear 
of overhearing is an incredible thing. I wonder how 
many inmates have been beaten up or worse 
because someone decided they were doing 
something. And that is just not the type of society 
we want to create .. 

CHAIRMAN ERICKSON: You think this right to 
privacy should even be expanded to the prisons? 

MR. CLARK: Oh, sure. 
CHAIRMAN ERICKSON: So you couldn't hear 

what ~he prisoners are saying in their cells? 
MR. CLARK: Who needs them? You shouldn't 

have them there unless you think you can make 
your case. You are not going to try to make your 
ca5e by his mouth after you capture him. That 
would seem to me to be a political, inadequate way 
to approach this thing. 

But this is something we have worried about for 
years. Why didn't the FBI put a bug on Lloyd 
Douglas in the Berrigan case? Or did they? I have 
had people from the Department of Justice say, 
"This is hearsay." Here is a guy that is an informant 
on June 4, 1975, and everything that led to the al
leged plan to kidnap Kissinger. They bugged Lloyd 
Douglas later and their technology was so poor that 
when it was played in court they couldn't even hear 
half of the conversation. 

Maybe they did bug him. A lot of people think 
they did. . 

What about the phone conversations in and out? 
CHAIRMAN ERICKSON: That has been pretty 

well condemned from Coplon and Mapp. 
MR. CLARK: I would hope so, but who has 

much confidence in it? How many lawyers talking 
to an inmate from priS(Hl will really speak openly? 

CHAIRMAN ERICKSON: I don't think any of 
them would. 

MR. CLARK: So-
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CHAIRMAN ERICKSON: So there is no expec
tation. As a defense lawyer, I wouldn't talk. 

MR. CLARK: We want to live by government 
rules and you won't talk. 

CHAIRMAN ERICKSON: You made that point 
and made mention of the fact that people in com
munications don't communicate freely among 
themselves because of the fact they think they are 
being overheard. So how can you say there is any 
expectation of privacy? 

MR. CLARK: One day-you don't want to use 
this-I was driving home with a Justice of the 
Supreme Court, no relative of mine. And he 
stopped the car-he was driving-and said, "I want 
to tell you something. Let's go over here." 

I said, "Okay. > 

And we got ,jut of the cSor. And he said, "I'm 
afraid my car is bugged." 

We have seen polls among members of Congress. 
I had 30-odd congressmea call me up-George 
Brown was a congressman from California at the 
time. We had 30-odd congressmen, and they 
thought they were being tapped. You can say, 
"Darned right, they think they are being tapped, 
and they are. " 

CHAIRMAN ERICKSON: Do you feel there is a 
sense of paranoia in any of this? 

MR. CLARK: Oh, sure, absolutely. People ask 
me if I have ever been tapped. And I don't think I 
have ever been tapped. 

I know I have been overheard. I was trying to get 
to the Leningrad trials, so I called Ambassador 
Dobrynin several times, and within a year Jack An
derson has a column on it. This is the price you pay 
fo:: this sort of thing. His column begins that he had 
material leaked to him from the White House, and 
it shows that Ramsey Clark had been tapped. And 
then he has a few quotes from the phone conversa
tion. The only thing he had mixed up was it wasn't 
me that was tapped; it was the Russian Embassy. 
He just had it backwards. 

There is a lot of paranoia about it. 
At least, I think he had it backwards. 
[Laughter.] 
CHAIRMAN ERICKSON: We talked about sur

veillance techniques. Many jails, I think, are con
ceivably bugged, so they can hear what is going on 
in the cells, and very often they hear confessions or 
admissions being made that might be in violation of 
the Massiah case that you referred to. 

But doesn't it also come about as part of the 
security problem in providing safety within the jail? 

MR. CLARK: I think there are people that sin
cerely believe that. I don't. I think it makes for a 
more dangerous situation. I think you increase frus
trations and anxieties. I can think of at least three 

cases now where I have sought court orders-I have. 
never gotten one-to permit conferences outside 
the prison between counsel and the accused, 
because you can't prepare your case. You are not 
wiliing to talk, whether it is Danbury or San Quen
tin. 

I just don't think that is conducive to peace in 
prisons or justice outside. I think it creates a great 
deal of frustration and trouble, and I think as a 
security technique it has no value. 

I think it is not worth it. There aro:: other means 
of being secure. 

CHAIRMAN ERICKSON: General Clark, we are 
extremely grateful to you for being here. 

I might say that we honored your time commit
ment and unless there are other questions from any 
members of the Commission, we will say t~at your 
testimony will add immeasurably to the study of 
this Commission and be given full consideration in 
drafting the final report, and we hope that we can 
come up with recommendations that will not only 
work toward effective law enforcement but toward 
protecting our privacy. 

MR. BLAKEY: Mr. Chairman, I wonder if I 
could add a note of appreciation to General Clark 
for being very patient while a law professor asked 
long, complicated questions. I appreciate your can
dor. 

MR. CLARK: I thank you, too, Mr. Blakey, and 
Mr. Chairman, and members of the Commission. 

CHAIRMAN ERICKSON: Thank you again for 
coming. 

At this time we call Professor Greenawalt. 
[Whereupon, Mr. Greenawalt was sworn by 

Cha~rman Erickson. J 

TESTIMONY OF R. KENT 
GREENAWALT, COLUMBIA 
UNIVERSITY 

CHAIRMAN ERICKSON: Before proceeding, 
the record should reflect we are honored to have 
with us Professor R. Kent Greenawalt of Columbia 
University. He has authored a law review article on 
consensual surveillance that appears in the 1968 
Columbia Law Review. He is an expert on the topic 
and is currently consultant on electronic surveil
lance matters for the White House Office of 
Telecommunications Policy and the Committee on 
Privacy. 

Do you have some preliminary remarks or an 
opening statement? 

MR. GREENA W AL T: I'd like to make a very 
brief opening statement. 

I thought I would say a couple of things about my 
background and then summarize very briefly what I 
have said in the report which you have copies of. 
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The report was dene for the Office of Telecommu
nications Policy and the Domestic Council Com
mittee on Privacy. 

What I was asked to do was a general study of 
legal protections of privacy. The sections you have 
are the material that is directly relevant to your 
inquiry, but that is only a small part of the report. 
The entire report will be reproduced and circulated 
in around a week or two. 

CHAIRMAN ERICKSON: Will a copy be made 
available to us? 

MR. GREENAWALT: Would you like one? 
CHAIRMAN ERICKSON: We'd appreciate one. 
MR. GREENA WALT: I will ask them to send a 

copy to you. 
I think the only other relevant experience besides 

what you mentioned is that I was a member of the 
Subcommittee of the Committees of the New York 
City Bar Association which did a report on the 
1968 Act as it was going through the legislative 
process. And in 1971 through 1972 I was one of 
three Deputy Solicitors General; and in that capaci
ty I did review all the criminal cases that were com
ing up to the Solicitor General's office. 

My general perspective about electronic surveil
lance is that it is a serious threat to privacy and 
should at least be sharply limited. I am not at all 
sure there should be any authorized wiretapping 
and electronic eavesdropping, putting aside na
tional security matters; but the criticisms I make in 
this report are directed more at specific parts of the 
statute. 

On page 25 I summarize my view, "Even if one 
accepts the need for some eavesdropping, the act is 
stilI subject to attack for permitting too many per
sons to obtain orders in too many courts for too 
many offices and for too long a time. " 

I will now simply enumerate the specific criti
cisms or recommendations I make, and then we can 
discuss those which interest you most. 

First of all, I think the number of crimes which 
can be the subject of surveillance should be sharply 
cut back. I do not believe surveillance should b>:.':. 
routinely allowed for 30 days. I think a much 
shorter period should be the maximum, with the 
possible exception of situati~ns where a phone is 
not used for private conversations. If there are 
situations where a phone is thought to be used only 
for gambling transaction~ or something else, then 
the notion of this longer surveillance doesn't bother 
me. But if the phone is a home phone or an office 
phone, then I think 30 days is really too long. 

It goes without saying that I also think the 
renewal period provisions are much too relaxec-t 
under the present statute. 

The other exception I might make to what I have 
said about the long period of surveillance is if there 
is some matter of extreme urgency, let's say a kid
napping in which a life is in danger, or something 
like that. 

Whatever is done about wiretapping, I think that 
placing bugging devices in homes or offices is even 
more intrusive of privacy, and I think it should be 
more sharply restricted. The present statute doesn't 
draw a dinstinction between the two, but I think 
bugging is an even more serious threat to privacy. 

I think even fewer officials. should be permitted 
to approve applications. The rules about the 
Federal Government are adequate in terms of who 
can approve the applications, but the rules are too 
relaxed in regard to state officials. 

I think fewer judges should be allowed to issue 
orders. Judge shopping is possible now, and it 
should be possible to designate only a few Federal 
judges and require that all eavesdropping orders go 
through those judges. 

I think that there should be no authorization for 
emergency surveillance-perhaps I am wrong about 
this, but it seems to me unlikely that there will ever 
be circumstances in which it will not be possible to 
get a rather quick authorization from a judge; that 
is preferable to having emergency surveillance 
authorization which apparently is not being much 
used anyway. 

In regard to the notification that is given after 
surveillance takes place, I think that persons who 
have been the object of surveillance should, as a 
matter of course, be able to see the order, the ap
plication, the records of conversations that are 
taken, whether or not they are being prosecuted. 
That would give them more access than they 
presently enjoy under the act. 

I have somewhat more doubts about the sug
gestion I am going to make now, but I also think 
that when the other parties to conversations are 
known-that is, not the people who are the objects 
of surveillance but the other parties to conversa
tions, those parties should also receive inventories 
as a matter of course. 

I think the present act provides for postponement 
of the. inventory in a rather open-ended fashion, 
and there'should be some clearer termination point 
for postponement of the inventory. 

The act should be extended to digital transmis
sions. As Arthur Miller has stated in his book, the 
present language doesn't cover that. 

I think either the present statute should be ex
t(l,1 .::d to pen registers, by which you find out what 
number a person is calling rather than getting a 
conversation, or some other legislation should 
cover pen registers. 
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Possibly some other legislation would be ap
propriate, because, while this is a matter of some 
concern, pen registers are not as intrusive on priva
cy as interceptions of actual conversation. You 
might have some broader sort of allowance in terms 
of this law enforcement device than for ordinary in
terceptions. 

My own sense is that police listening at extension 
telephones and at private switchboards, which I 
think are not covered by the present act, should 
also be subject to regulation. 

Those are my recommendations as they relate to 
surveillance where neither party to a conversation 
recognizes that the surveillance is going on. 

What I have to say about situations in which one 
party to the conversation either takes in a recording 
device or some kind of transmitting device is really 
boiled down in a couple of recommendations. 

I think law enforcement monitoring of the kind 
when an informant takes a bug in witt him to a 
conversation should be allowed only en a court 
order. The split in the Supreme Court in United 
States v. White, holding that warrants are not 
required, was five to four. I believe that the position 
of the dissenters should be adopted as a matter of 
statutory law. 

Since this use of electronic devices does not in
trude on privacy as much as third-party surveil
lance, I think it would be possible to allow it in a 
much broader range of cases than third-party wire
tapping. 

In terms of a private person recording a conver
sation without the knowledge of other parties to the 
conversation, the present approach of the statute is 
to permit that unless the monitoring is being used 
to commit a crime or tort or some other injurious 
act. A preferable approach would be to say that 
private monitoring of this kind should be forbidden 
unless it falls into one of a number of specified 
categories in which it would seem to be more so
cially acceptable. 

This is something that I discuss at some length in 
the report that you have. Very briefly, I think the 
kind of situations in which a person should be al
lowed to engage in private reporting of a conversa
tion unknown to the other party would be when he 
is trying to establish that the other party is engaged 
in some wrongdoing, when he is trying to protect 
himself in some way against an inaccurate account 
of the conversation, when he is trying to engage in 
some form of treatment-I mention in the report 
the possibility that a psychiatrist might record a pa
tient's conversation -in order to have an accurate 
recollection of the conversation, but not want the 
patient to know he is doing so, because it might 
destroy spontaneity-when he is trying to make 

scientific observations, and finally when he is en
gaging in service or supervisory observations. 

Telephone companies, to take one example, 
monitor some conversations between operators and 
callers so they can make sure the machinery is 
working properly, and also so they can make sure 
their operators are giving the right kind of advice. 
The same kind of thing is done by the Internal 
Revenue Service. 

So I think the prefemble approach to this kind of 
private monitoring would be to try to designate the 
kind of situations in which that kind of monitoring 
does seem socially acceptable or at least is a bor
derline question, and to say it is permissible in 
those situations and forbid it in all other situations. 

That is all that I have in the way of introductory 
remarks, Mr. Chairman. 

CHAIRMAN ERICKSON: Thank you very 
much. 

Professor Remington. 
MR. REMINGTON: One of your suggestions was 

that the number of crimes be more limited than 
they are currently in Title HI; is that correct? 

MR. GREENA WALT: Yes. 
MR. REMINGTON: One of the problems I think 

we become aware of in attempting to react to a sug
gestion of that kind is the fact that very often the 
definition used for the purpose of enacting a sub
stantive criminal law mayor may not coincide with 
what law enforcement may believe to be the objec
tives of the investigation. In other words, the target 
may not be something defined by the substantive 
criminal law as a particular crime. 

Therefore, the question I ask is whether, as you 
see it, there is any alternative to listing specific 
statutory crimes in order to achieve the objective 
which you recommend, which is to limit electmnic 
surveillance warrants to situations where they are 
actually needed. 

Is there an alternative to just listing-kidnapping, 
murder, gambling-citing the statutory references? 

MR. GREENA W AL T: Let me take that in two 
stages, if I may. 

First of all, given my general perspective about 
electronic surveillance, I am not sure that I would 
accept the presupposition that if there is no specific 
serious crime and you think somebody is organizing 
general criminal activities or engaging in serious in
cidents of some crime that is considered a minor 
crime, it should be all right to engage in electronic 
surveillance. 

For myself, I would be willing to accept the no
tion that some of those people would not be subject 
to electronic surveillance if the crimes for which 
surveillance was possible were sharply limited. But 
assuming I am wrong about that, and the presup-
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position in your comment is right, that there are oc
casions when you want to allow electronic surveil
lance in that kind of situation, it seems to me it is 
very hard to write that flexible approach into a 
statute. This is the kind of thing that can be done 
administratively, a prosecutor or Attorney General 
or the Director of the FBI can say, "There has to be 
a link between this person and something that is 
really a serious law enforcement concern, and we 
are not going to have eavesdropping unless that 
kind of connection is made." But it is awfully dif
ficult to think of what kind of language you could 
write into a statute to accomplish that. 

MR. REMINGTON: The reason I ask the 
question is I think we have typically been fairly un
successful when we have tried to limit authority by 
enumeration of crimes, whether that is in the area 
of felony murder, for example. There have been ef
forts on the part of some sta.tes to indicate what 
would happen as a result. I think that has been true 
in some states in terms of self-defense where they 
provide you can use self-defense only with regard 
to certain enumerated crimes. 

I think much of this is searching for a principle 
that ought to control in the case of felony murder, 
if there be such an offense, or in self-defense or in 
things of that kind. 

I am wondering whether our current situation in 
the area of electronic surveiIIance, to the extent 
there is to be legislation at all, wiIl be in the area of 
scholarship, that anybody who has been able to 
identify with sufficient care the permissible objec
tives of electronic surveillance, assuming there are 
to be some permissible objectives-whether it isn't 
just, as I say, the result of that default that we have 
to open up the statute book and go down a long list. 
And once you do that, isn't it inevitable that the list 
wiII have to be longer than anyone wants, in order 
to cover the area which you have not been able 
otherwise to identify? 

Isn't that the experience which we have had in al
most every case-the inability of the law enforce
ment to use force in effecting an arrest? And there 
are others. 

MR. GREENAWALT: I would be inclined to 
think that it is not a failure of scholarship but is the 
inherent difficulty of the problem. It seems to be 
that about gambling there is' fairly general agree
ment that if wiretapping is justified in terms of gam 
bling offenses, it is because gambling is tied to or
ganized crime, and organized crime is a very seri
ous threat, and so on. 

Now, people have some vague idea what or
ganized crime is and what organized crime is not. If 
I were sitting down with somebody as a c;hief 
prosecutor I could ask him: Does this have \'0 do 

with organized crime? What is the connection? And 
so on and so forth. 

Let's assume the wiretap is okay for that, which I 
have doubts about. But I am not sure that makes it 
easier to write into the statute or even that it is an 
appropriate kind of distincaJn to make in the 
statute. 

So the problem you nre talking about is a real 
one, but I think it may be more in the nature of the 
problem rather than any deficiencies which any of 
us are able to correct. 

MR. REMINGTON: Wen, if I understand you, 
what you are reaIly saying to me wiII result in 
overly broad legislation with the hope that there 
will be administrative self-restraint. Because it 
seems to me inevitable if you say that one cannot 
identify the permissible objectives of electronic sur
veillance legislatively becaus1e we do not have the 
capacity to do so, given the complexity of the sub
ject matter, then having conceded that, one is 
driven to the point of enumeration which would 
leave room for the use where it ought not to be, 
with the hope there would be administrative self
restraint. 

MR. GREEr'lA W AL T: That is where I would be 
led if I accepted the presupposition that some of 
these things which aren't in themselves subjects of 
serious crimes should be the subject of surveillance. 
If you asked what I suggest on the basis of my 
present knowledge, I'd say okay, maybe there are 
some of those situations where wiretapping and 
eavesdropping would be justified, but since it is so 
hard to spell them out we will not allow it at all for 
those crimes. And I'd prefer a very narrow category 
of crimes-murder, kidnapping, bribery-maybe 
one or two others, but something very narrow, and 
acknowledge there would be a lot of other situa
tions in which wiretapping would be useful, but we 
just wouldn't use it. 

MR. REMINGTON: If one goes in the direction 
of murder-kidnapping, and with a permissible use 
of electronic surveillance, I take it, given the kind 
of testimony we have had, that most of the people 
feel that these are crimes for which wiretapping is 
not technically effective, because they are by and 
large "history" r;rjmef), and though this may be an 
exception in the case of kidnapping, the need is not 
for dealing with traditional crimes, but rather del'!-I
ing with ongoing conspiracies. 

Were one to limit it to murder, kidnapping and 
bribery, one would exclude the whole narcotics 
area. . ~ 

r am not certain whether y,-,' are saying that it 
ought to be impermissible to use it in narcotics, or 
wt~ther you are saying that is a price of my inabili
ty to adequately define the target, and I will be less 
than an authority because I can't define it. 
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MR. GREENA WALT: About narcotics, I would 
think the latter. I think there are probably some 
conspiracies that are involved with narcotics that 
are so substantial and so serious that if you pointed 
to that particular conspiracy against these particu
lar people and asked would I think the use of eaves
dropping morally justified, I'd probably answer that 
"y1es." I am not sure I'd feel that way about gam
bling, but I would about some narcotics enterprises. 
But I would say there are so many other situations 
in which eavesdropping probably isn't justified, that 
because of my inability to define it I'd prefer to see 
it not covered by the statute. 

CHAIRMAN ERICKSON: We will take a five-
minute recess. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: Professor Greenawalt, I wonder 

if I could explore not all 15 points you made but 
one or two of them. 

You offered a general suggestion that the 
renewal process was too relaxed. I wonder if I could 
explore what you mean by "too relaxed." 

Would you suggest that there be a fixed number 
of renewals, two, three, four, or five, or an outside 
limit of the number of days? 

MR. GREENAWALT: Of course, I suggested 
that I thought the 30 days was probably too long to 
begin with. 

MR. BLAKEY: We!!, it seems to me that issue is 
really subsumed in the renewals. If you have un
limited renewals, it really doesn't make any dif
ference what the initial is. I'd really rather discuss it 
at the renewal point rather than the initial surveil
lance point. 

MR. GREENA W AL T: I was thinking of a much 
shorter period of time. I was thinking with no 
renewals. Barring the exception of some extraor
dinarily important matter involving a danger to life 
or something like that, or a situation in which you 
were only wiretapping a telephone in which there 
were no private conversations, probably wire
tapping should not be permitted unless you have 
really very specific information that a conversation 
is going to take place within a day or two days, or 
something like that. 

I am not really being responsive, but that would 
sort of take care of the renewal problem if you 
bought that. 

If you don't buy that-·-
MR. BLAKEY: Frankly I never really understood 

your objection to the continuing character of sur
veillance. It seems to me the initial issue is should 
you put it in at all, but once you have put it in, and 
it no longer ceases to be a question of probable 
cause, you have actual persons on that phone or in 

that room and you have actually heard a number of 
people who are innocent or a number of people 
who are guilty. The judge, on the issue of renewal, 
is really not speculating any more, at least not in 
the abstract way he was when it was initially put in. 
You know more or less who you are going to hear; 
you know the character of the phone. It seems to 
me as long as con4 reteIy you don't have a dispro
portionate number of innocent conversations being 
unnecessarily overheard, it should be all right. The 
longer you listen and identify the people who are 
not incriminating themselves-the baby sitter, the 
wife, the mother-in-law who lives there-the easier 
it is simply to shut off. So the truth is the longer you 
listen, the more sophisticated you can be in limiting 
it to a very narrow intrusion. 

Am I wrong in that analysis? 
MR. GREENA W AL T: I think as far as it goes, 

that is probably right. There are, of course, conver
sations which involve some private matters and 
some matters that aren't private, so even by know
ing who tbe person is, if that technique is working 
perfectly and you are only listening to people who 
are involved in crimes, if the person has a perfectly 
private conversation you listen to that. 

MR. BLAKEY: No, the theory of the statute is if 
you hear a person speaking about something you 
are not supposed to listen to-

MR. GREENA W AL T: After you have listened to 
enough to be sure he is not going to start talking 
about another subject. 

MR. BLAKEY: And after that, you are permitted 
to sample in. 

MR. GREENAWALT: I have not kept up with 
this technology. 

MR. BLAKEY: The other issue I raise with you is 
the 30-day surveillance. You are on the 30th day 
and you only allow 30 days of surveillance, and 
they say, "CaU me tomorrow and I'll give you the 
name of the hit man and place where the hit will 
happen. " 

MR. GREENA W AL T: Then you should obvi
ously have a renewal. 

MR. BLAKEY: Or, "Call me tomorrow and we 
will identify the big boss." 

MR. GREENAWALT: Yes. 
MR. BLAKEY: And once you begin recognizing 

that in the latter part of surveillance you have con
tinuing objectives to pursue which are within the 
range of reason, this notion that there ought to be 
stricter rules on renewal seems to disappear in your 
exceptions. 

MR. GREENAWALT: Yes. Of course, now 
renewals can be asked for on the same basis as the 
original authorization. 

1034 



MR. BLAKEY: If you have no better probable 
cause than you had the first time, that would be an 
abuse of renewal, it seems to me. 

MR. GREENAWALT: Yes. 
MR. BLAKEY: If you can show no productivi

ty-you thought you had probable cause, the judge 
let you put it in, and you didn't hear anything-it 
seems to me there is a very heavy burden on the 
prosecutor. 

MR. GREENAWALT: That is certainly not in 
the statute. 

MR. BLAKEY: If you get a renewal, it requires 
the same amount of probable cause you had in the 
first place, and the absence of productivity in the 
last period of surveillance argues against surveil
lance? 

MR. GREENA W AL T: That last proposition is 
not in the statute itself. You obviously had a lot to 
do with the legislative history, you may know of 
something which I am not aware of. 

MR. BLAKEY: One of the classic situations that 
arises is suppose you put it in and the first c~ll you 
get is, "I am leaving on my two-week vacation. I 
will be back in 14 days," which is a c1el\r explana
tion for the lack of productivity. I take it, then, a 
renewal probably would be permissible since you 
have explained why there was nothing coming over 
the phone? 

MR. GREENAWALT: Yes, I think in that situa
tion ) au should cut out for the next two weeks 
when the person is away. 

MR. BLAKEY: Which is precisely what the 
statute requires. I take it the statute does not 
authorize 30 days of surveillance. It is up to 30 days 
of surveillance, justified as to time. 

MR. GREENA W AL T: That is correct. And I am 
not familiar with the facts about the length for 
which surveillance is ordinarily authorized. I guess 
one of the things that your commission is going to 
do is to find out whether the statute is being applied 
with all the understood limitations which you think 
are either in the statute itself or in the legislative 
history. 

MR. BLAKEY: Let me move on to another issue. 
You expressed a preference for no emergency 
provisions. Is that based on an analysis of law en
forcement experience or a general philosophical 
distaste for the absence of judicial supervision? 

MR. GREENA WALT: Well, it is based in part on 
the latter. It is based secondarily on my understand
ing, which is not based on the careful analysis or 
lengthy reading of what actually happens. It nor
mally takes hours to set up an electronic surveil
lance. If it takes that long, then there shouldn't be 
any reason why you couldn't get approval from a 
judge in most cities. 

MR. BLAKEY: Would you be satisfied with a 
provision that said something like the following, "In 
emergency situations when you do not have time to 
fill out all the affidavits, get them typed and signed 
and cleared with Washington, appropriately limited 
surveillance may be conducted, but (not 
completed) before the surveillance itself is begun, 
so a phone call may be made to the judge's office 
before the surveillance begins. " 

Would you be satisfied with that rather than hav
ing the full process having to be gone through be
fore you can put it in? 

MR. GREENAWALT: Actually, Judge Erickson 
mentioned this during the break, and it was a point 
I hadn't thought about. The thing that would be for 
me very important would be to get judicial approval 
at some early point in time. So if you thought that 
an emergency provision was important, and there 
were only a few people in the government, in the 
Executive Branch, that could authorize the surveil
lance, it might make sense during the emergency 
period, however long it would be, to permit some 
lower officer to make the decision. 

MR. BLAKEY: But the typical situation the law 
enforcement people have given us is that on the 
telephone you hear a meeting is going to take place 
in a hotel in an hour. And you could get to the 
hotel, rent an adjoining room, and bug it in time to 
cover the two people. But, incidentally, you 
wouldn't know which room they were assigned until 
the clerk gave them the key. So that it would be a 
race from the ground floor to the sixth floor to get 
into the next room to cover that one meeting. 

MR. GREENA W AL T: Well, to take the second 
point, which obviously is the least important, I 
would think the ingenuity of drafing affidavits 
would be sufficient so that you could designate the 
room next to the room in which s>o and so is going 
to check into a hotel. I wmlld think that would be 
sufficiently particular to meet the requirement. 

MR. BLAKEY: On a Fourth Amendment issue? I 
thought you had to specify where. 

MR. GREENA W AL T: If I were a judge, I'd 
sustain that under the Fourth Amendment. If you 
knew a guy was coming into a particular room and 
it was a search situation and you wanted to search 
his room and didn't know which particular room in 
the hmel it was going to be it should be all right to 
give that kind m description, 

MR. BLAKEY: I don't agree with you, but the 
cases leave something to be desired on that 
question. 

MR. GREENAWALT: Anyway, that is the les~er 
point. The more crucial point you are getting at is 
that it may be that some time you have such short 
notice you literally do not have a chance to get to a 
judge and get approval. 
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You see, when you authorize emergency surveil
lance, whatever risks there are of abuse and so on 
are amplified. It should not be done just because we 
can think of one ~rrending case or point to one in
stap.~e in histrry. It llhould be done only if the need 
ari'Jes with some fre,,::uency. If that is so, you might 
want ~o write a :statute that says, "If you make the 
application within an hour or two and it is approved 
by a judge within three or four hours, then for the 
first few hours you can bug without judicial ap
provaL" I'd want it much tighter than it is now. 

MR. BLAKEY: I want to raise another issue with 
you: Giving third-party notice, that is, to people 
who are not to be indicted, strangers who fell into 
the wiretap one way or another. 

The person who is the subject of the wiretap 
must be given notice. The judge also has discretion 
to give notice to all or some lesser number of others 
in the interest of justice. 

MR. GREENAWALT: Yes. 
MR. BLAKEY: The case law indicates under that 

the judge should make discretionary judgment 
based on information given to him by the prosecu
tor as to the classes of other people. People to be 
indicted would be ont' class of people, utter stran
gers would be another, but the judge is to make a 
case-by-case judgment as to how many or all of 
these people should receive notice. Some of the 
cases also indicate that if a tap is thought to be un
lawful, the government might have an affirmative 
duty to find out who everybody is and to go for
ward and notify them aIL 

I wonder if we would serve privacy well by man
dating a service on all known people. Let me give 
you a fact situation that occurred not too far from 
Buffalo. They had a wiretap in on a prostitute, and 
the judge ordered notifiqation to all the people who 
had called her. Certified letters were sent to all the 
families, I suppose sent to the household, to the 
father. And the headline in the newspaper article 
which reported it read something like the following, 
"Honey, who is Donna?" 

The obvious implication of the stor) is that mail 
addressed to a man at his home sometimes becomes 
available to his wife. 

I wonder if we would serve privacy well by giving 
notices to people like this "lohn," the patron of a 
prostitute or the patron of a gambling business rou
tinely. 

Wouldn't we violate more privacy, possibly rup
ture more family life, if we did it routinely than jf 
we gave the judge some discretion? 

MR. GREENA WALT: I think there are two is
sues, and I think they are both serious. As for the 
particular issue you posed you might say, "Okay, if 
it's a prostitute, if it's going to b'! embarrassing fer 

somebody to be notified in a way that somebody 
else in the family is going to find out, then you 
should perform the notice in some other way," 
which I presume could be done. You could take a 
sealed letter to the guy's office or call him up on 
the telephone and make sure you are not talking to 
his wife, and so on. 

What I regard as the more serious objection was 
made by somebody in the Office of Telecommuni
cations Policy when I showed them the draft of my 
report. That was, if you find out that your conversa
tion with a certain person is tapped, and you are 
pretty sure the object of the tap was the other per
son, you may start to suspect the other person of 
something even though you have no basis for doing 
that. So this w;:)Uld sow a lot of distrust among peo
ple who work together. That is a substantial point. 

Let me continue. I said I had some doubts about 
the suggestion when I made it. I think this L· a cru
cial point at which, if you think wire~apping is 
really a generally all-right technique, you will resist 
the suggestion I made. I think the effect of this 
more general notification would be that people 
would have a much more accurate idea of the 
breadth of surveillance, and you'd have much more 
opposition. 

MR. BLAKEY: Don't we get that from the re
ports that indicate the number of taps put in, the 
number of people overheard, and the number of 
calls intercepted? 

MR. GREENAWALT: I think there i~ a big dif
ference if you know your conversation with so and 
so has been overheard. I think people look at that 
differently. Of course, then fewer people who are 
not being tapped might think they are tapped than 
do now. 

MR. BLAKEY: Let me raise a related issue with 
you. While our mandate is wiretapph-.g and elec
tronic surveillance, we have had some testimony on 
related techniques of surveillance and you have 
raised one, the pen register. I think you would &UP
port some sort of warrant process as a precondition 
to the use of a pen register-

MR. GREENA W AL T: Yes, I can't say that is a 
terribly well-thought-out suggestion. 

MR. BLAKEY: Would you do the same thing for 
mail covers? The law says you presently don't have 
to have it. 

MR. GREENA W AL T: Yes, I am bothered by 
mail covers, and as far as I know they are used 
much more extensively than I feel would be desira
ble. I might think that the court-ordered system is a 
good idea. I think there should be more regulation 
of mail covers. 

MR. BLAKEY: Do you see a similarity between a 
mail cover and a pen register? 
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Mk. GREENA WALT: I think they are essentially 
the same. 

MR. BLAKEY: What about photographic sur
veillance? 

MP .. GREENA W AL T: Photographing somebody 
in a public place? 

MR. BLAKEY: Yes. Obviously, if it is in a 
private place it is a Fourth Amendment problem. 

MR. GREENAWALT: No, that is not obvious, 
because if somebody stands across the river with a 
telescopic lens and photographs me in my apart
ment, it is not covered by t;.;:! Fourth ~mendment 
no'v. 

MR. BLAKEY: Let's take both. 
MR. GREENA W AL T: If you are talking about 

photographic techniques which would allow people 
to photograph things as to which people have an or
dinary expectation of privacy, I think that creates a 
serious problem and shouldn't be done generally. 

MR. BLAKEY: I suppose what I am raising with 
you is do you think there is a legitimate expectation 
of privacy on people's part, for example, during a 
demonstration or at a funeral? There are instances, 
for example, of FBI photographing organized crime 
funerals. 

MR. GREENA W AL T: I think t:lOse present seri
ous i.ssues of privacy. I think the pen register and 
the mail cover intrude on privacy; I don't expect 
that the government is going to look at where my 
mail is going. If I am out walking on a public street. 
although I may hope not to be seen and expect not 
to be seen, my expectation of privacy is con
siderably less. I think it may exist, but it's less. And 
I would feel that way about demonstrations. 

There is an example which I re.,lember where El
dridge Cleaver was speaking at lona College, and 
apparently some law enforcement body-I think it 
was local-took down the license numbers of peo
ple parked outside to go hear Eldridge Cleaver. I 
thought that was an intrusion on privacy. 

While I think these things do involve substantial 
problems of privacy, I think there is a greater ex
pectation of privacy about one's mail and about 
one's telephone, even the numbers one is calling. 
Exactly at which point on the spectrum we say, 
"Now is the time to have a court-order system," 
I'm not sure. 

MR. BLAKEY: Do you think you ought to have a 
court order to get toii records? 

MR. GREENAWALT: Well, I guess that is the 
pen register after the fact, isn't it? Yes, I would 
think so. 

MR. BLAKEY: Do you see a problem in the dif~ 
ference here between surveillance hy human ear, 
human eye, and some enhanced ability, that is, 
using a camera, a recorder, or a pen register, some 
device of that kind? Is there a real difference? 

MR. GREENAWALT: Well, I would not draw 
such'" distinction. I think it's in terms of the infor
mation you are getting. Obviously, finding out what 
numbers you are calling is less intrusive to one's 
privacy than whether a conversation is being 
listened to. 

MR. BLAKEY: Do you think we ought to have a 
court~ordered system for bumper beepers? 

MR. GREENA W AL T: For what? 
MR. BLAKEY: Tracking devices placed on the 

back of a cal to send back dectronic impulses to 
make it possible to follow the car, without having to 
do like they do in TV -being two blocks behind? 

MR. GREENAWALT: I guess not, on the theory 
that if the police can do it cleverly, they have evory 
right to follow your car; but I haven't thought abol!t 
that. 

MR. BLAKEY: As you see, I am doing what law 
professors always do. 

MR. GREENA W AL T: I am doing what law stu
dents always do. 

(Laughter. ) 
MR. BLAKEY: I am trying to explore the 

parameters of how you see privacy and why you 
would require a court order in a number of related 
bUI: not necessarily identic:;:.i situations. 

MR. GREENA W AL T: To make the general 
point, I would say there are many expectations of 
privacy. Some are of greater importance to people 
and some are of lesser importance. There are some 
accepted rules for what the police can do now in 
terms of intruding on things that you would like to 
keep private. 

MR. BLAKEY: Is this a factual question as op
posed to a value question? Should we go and try to 
find out what people's actual expectations are, or 
are we trying to kind of design an ideal society 
where our "reasonable" expectations are fulfilled? 

MR. GREENAWALT: I think it's a combination 
of both. That is, I think it's ultimately a normative 
question. 

MR. BLAKEY; What is the criterion for the nor
mative judgment? 

CHAIRMAN ERICKSON: What he is saying and 
what I have been watching him lead up to in a hun
dred different directions is to get you to draw the 
line. That is the point that I think he is getting 
ready to ask, 

MR. GREENA W AL T: To some extent, because 
we are the product of the expectations that we have 
had, when you deprive people of expectations 
which they now have, that may be more serious 
than keeping deprivations of privacies that they 
might have but which they don't now have 

So I think the normative question as to what 
kinds of expectations you want to protect depends 
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in part on what expectations people now have. But 
they are distinguishable questions. They may have 
some expectations you don't think they should 
have, and they may not have some expectations you 
think they should have. 

MR. BLAKEY: So the normative issue is the real 
one? 

MR. GREENA WALT: But I think the empirical 
question of what people do expect is relevant. 

MR. BLAKEY: What are the criteria for the nor
mative judgment? 

MR. GREENA W AL T; I think now you are 
pushed into the general theories of privacy, the 
kind of thing Professor Westin has written about, 
and so on. Do you really want to go into those? 

I suppose one is in terms of the impact on the 
personality of the person whose privacy is being in
truded upon. You look to see what the general ef
fects on social institutions will be if certain kinds of 
privacies are observed or not observed, and so on. I 
think you have to go into a very intricate analysis, 
including utilitarian purposes of privacy, the moral 
value of privacy, and so on. 

MR. BLAKEY: And evaluate it against the need 
of law enforcement, which are also the needs of 
society? 

MR. GREENAWALT: Yes. 
MR. BLAKEY: Thank you, Professor. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: Mr. Blakey has asked you 

about telephonic search warrants. We have it in 
two states now, Arizona and California. I was going 
to ask on the emergency concept about a plain 
telephonic warrant. I am looking to Arizona or 
California where you can get search warrants by a 
phone call to the judge, and then file it 24 hours 
later or 48 hours later, or something. 

MR. GREENAWALT: Of course, as far as Katz 
is concerned, there is a suggestion in the opinion 
that no emergency surveillance is legitimate under 
the Constitution. This, I guess, would avoid that if 
the judge got enough information so that he could 
form a judgment meeting ordinary standards of 
probable cause. 

r am a little hesitant to think that when a judge 
talks over the phone he can make the kind of con
sidered judgment we'd like to think should be made 
by judges issuing warrants, although r think usually 
judges usually don't make that kind of judgment 
when they issue warrants. 

With that kind of reservation, I think it would be 
a preferable procedure to authorizing emergency 

; surveillance without judicial approval. 
MR. ANDERSEN: In a broad area, in your White 

House Office of Telecommunications, you ap
parently look at these policies of telecommunica-

tions. r don't know if this should be part of Title III. 
But have you given any consideration about the 
overhearing of digital communications, macrowave 
computer links, and that sort of communication, 
and what its relation is to Title III, if any? 

MR. GREENA W AL T: r mentioned that in the 
report and I drew from the seven pages of Arthur 
Miller's book which discussed that. I found his anal
ysis to be persuasive. What he says is that the ap
parent language of the statute doesn't cover digital 
communications and he sees no reason why it 
shouldn't be covered by the statute. That seems to 
me to be sensible. 

MR. ANDERSEN: Do you think we should give 
consideration, in this review under Title HI, to the 
concept of literally tapping computer links and that 
type of communication? 

MR. GREENA W AL T: I don't know what your 
priorities are in terms of other problems. I don't 
think that is the greatest problem about wire
tapping, and I'm not in a position to say that is so 
important that you should spend more time on it if 
that means spending less time on other problems, 
but I think it is important enough so something 
should be done about it. 

MR. ANDERSEN: Then on the tapping of 
"information," your feeling is on the privacy of 
conversations between people and not the privacy 
of the contents? 

MR. GREENAWALT: You mean in suggesting 
that maybe digital transmissions are not so impor
tant I am impliedly saying that? 

MR. ANDl..!.RSEN: I guess-
MR. GREENA W AL T: Let me take it back, then. 
think if these do involve personal information, 

which they must, because some of that information 
is on quite a few computers, then r would think it 
would be a matter of major impoi'tance and 
definitely should be considered by you. 

In other words, I think that wiretapping is a seri
ous threat not only because a conversation is going 
on between two people but because important in
formation about those people is passed. 

MR. ANDERSEN: And we will have access to 
your report? Will it have some data on that in it? 

MR. GREENA WALT: I think almost cv~,ything 
I said is in the 30 pages I submitted. 

MR. ANDERSEN: I have no further questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Professor Greenawalt, I am 

troubled by your statement that a more important 
reform would be the number of authorities issued 
for eavesdrop orders, and you say tha" ;rtually no 
applications to eavesdrop have been tt..cned down. 
Do you recall making that statement? 

MR. GREENA WALT: I do recall making that 
statement. 
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MS. SHIENT AG: Are you aware of how many 
administrative levels there are-and I assume you 
are because you were in the Solicitor General's Of
fice-between the time an FBI agent, for example, 
seeks an order, and the time he gets the approval of 
the Attorney General? 

MR. GREENAWALT: I am aware of that. 
MS. SHIENT AG: And isn't it about ten levels? 
MR. GREENAWALT: Well, I never counted 

them, but certainly there is extensive review. 
MS. SHIENTAG: We have had testimony to that 

effect that it goes from him to the special agent in 
charge, and then it goes down to the FBI Bureau 
where it is reviewed several times. It is referred to 
the Department of Justice where it goes through 
periods of review, and finally reaches the Attorney 
General or his specially designated deputy. 

MR. GREENA W AL T: I think the specially 
designated Assistant Attorney General, actually. 

MS. SHIENT AG: Assistant, yes. 
Now, couldn't that be the reason why virtually no 

applications to eavesdrop have been turned down, 
because there has been such a scrutiny before the 
request goes to the court? 

MR. GREENAWALT: That certainly is a possi
bility, and my belief on relatively little knowledge is 
that the scrutiny was very careful in the Justice De
partment. 

I think I'd make two comments about that, 
though. First of all, there isn't any provision for 
such careful review in regard to state eavesdrop ap
plications. 

And second, the experience with search war
rants-not eavesdrop warrants but just general 
search warrants-is that judges tend to issue them 
pretty much on a rubber-stamp basis, and that cer
tainly if law enforcement authorities can find judges 
who are favoralJle, they will be able to find a judge 
who will approve virtually any application they 
want go give him. 

So that led me to think that even if there were 
less careful review in the Justice Department, it 
would probably still be true that not many eaves
drop applications would have been refused. 

But yours certainly is one possible explanation 
for the present fact that as far as Federal applica
tions are concerned, few have been refused. 

CHAIRMAN ERICKSON: Just a few questions. 
Of course as to the rubber-stamp argument that 

you hear so much about on the search warrants, the 
police are the ones who suffer if they follow that 
procedure because appellate courts have a ten
dency to follow Spinelli and Aguilar and because all 
those search warrants that are the product of the 
rubber stamp faJI. 

MR. GREEN A WALT: That certainly is right, 
and I suppose it is the fear that will happen that will 
make the law enforcement officers much more 
careful in getting warrants. 

CHAIRMAN ERICKSON: So it is a disservice to 
them if the judge does that? 

MR. GRE:3NAWALT: Yes, it is. 
CHAIRMAN ERICKSON: In Giordano, the result 

of not complying with the statute was that a 
number of convictions fell. 

MR. GREENA W AL T: Yes, that is right. 
CHAIRMAN ERICKSON: So we get down to the 

point that we have a statute that has to be con
strued very carefully just as you construe a search 
warrant. In your opinion is the emergency provision 
practical, because of all the steps of review that you 
have to go through, to either an Assistant Attorney 
General or to the Attorney General himself? 

MR. GREENAWALT: Yes. Again, I think that is 
right, that if there is an emergency need it would 
make sense to allow a temporary approval of the 
application for the order by some lower Federal of
ficer. 

CHAIRMAN ERICKSON: And have a procedure 
that might come closer to meeting constitutional 
scrutiny? 

MR. GREENAWALT: Yes. Again, of course, 
there aren't such lengthy procedures built in for 
state applications for eavesdropping. 

CHAIRMAN ERICKSON: The expectation of 
privacy is what we are re~!ly talking about, isn't it? 
If you stand on a soap box in Madison Square 
Garden 'and describe your plans to burglarize the 
Biltmore, you certainly can't complain if a police 
officer standing in the front row records everything 
that you say; isn't that correct? 

MR. GREENAWALT: On that state of facts, I 
would agree with that. 

CHAIRMAN ERICKSON: And if you are in your 
lawyer's office discu:>sing what you have done with 
him, you have a right to expe~t that that is going to 
be private. 

MR. GREENAWALT: Yes. 
CHAIRMAN ERICKSON: And if you are in your 

bedroom telling your wife what you have done, you 
can again expect privacy? 

MR. GREENAWALT: Yes. 1 

CHAIRMAN ERICKSON: If you are, on the 
other hand, talking on a party telephone line, you 
have no reason to expect privacy, particularly when 
some little girl wants to call her girlfriend and is 
coming on and over the line saying, "Get off the 
phone; get off the phone." You wnuldn't have any 
reason to expect privacy und<;:r those circum
stances? 

MR. GREENA W AL T: Here I'm going to dis
agree with you. 
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CHAIRMAN ERICKSON: I am getting to the 
point where I ask you to draw the line. Where do 
you expect privacy? I asked General Clark about 
the jail cell. If you talk to a person in a jail cell, do 
you have a right to expect that he wiII keep in con
fidence what you tell him or that it won't be over
heard? 

MR. GREENA W AL T: I tend to agree with him 
that that is a situation in which society should pro
vide some expectations of privacy. 

CHAIRMAN ERICKSON: How about Miller v. 
California, which really put a crimp in Massiah, 
where the woman had done away with her husband 
and run away with her paramour, and described her 
entire escapade to a police officer that was incog
nito in the jail cell with her. And she already had 
counsel, so we had Massiah squarely in operation. 
The Supreme Court of the United States dismissed 
certiorari and said, "There is no expectation of 
privacy in a jail cell." 

MR. GREENA WALT: I'd like to back up a little 
bit. You asked me if there is an expectation of 
privacy. One question is where the court is going to 
draw the line as a matter of constitutional law 
Another question is where you are going to draw 
the line in terms of what you are going to recom
mend? 

CHAIRMAN ERICKSON: If we are going to 
recommend that this statute be used to protect 
privacy, we have to look at what privacy the act is 
intended to protect. 

MR. GREENAWALT: Well, the only point I'd 
like to make now is that I think in the jail situation 
where somebody is incognito, in the ordinary situa
tion in which an informer is used for law enforce
ment purposes, in the situation where there is a 
recording system like President Nixon's, we do 
have expectations of privacy when we are talking to 
another person, even if nobody from outside is in
terfering. 

CHAIRMAN ERICKSON: In your testimony 
here, it is being recorded by the court reporter. 

MR. GREENA WALT: Well, I have no expecta
tion of privacy about that because I know that it is 
happening. 

CHAIRMAN ERICKSON: When you were up 
here talking to me before you testified and we went 
through this emergency procedure and you re
peated it here, did you have reason to expect that 
that conversation would be private? No one else 
was around. 

MR. GREENA WALT: No, but that is only 
because of what We were talking about. We were 
talking about this subject matter, and I think the 
normal human expectation is that you would feel 
perfectly free if I had said anything that I hadn't 

said in testimony that you wanted to pass on-that 
you'd be perfectly free to pass that on to anybody 
who is interested in the subject. 

But if you had asked me how did I feel today and 
I said, "Oh, I feel terrible. I had a terrible argument 
with my wife last night and we had too much too 
drink," then I think I would expect you not to relay 
that to other people, and I would have an expecta
tion of privacy. 

CHAIRMAN ERICKSON: We are in a jail cell 
together and you tell me that you want me to help 
you break out of jail. And of course, the purpose of 
jail is to keep you there so the warden of the jailor 
the jailer has a reason to try to protect against any 
conspiracy to get out of the jail. Shouldn't he be 
able to surveil the conversations that would be con
ducted for the pU1pose of conducting a jail break? 

MR. GREENA WALT: That is a question of 
balancing society'S interest in keeping secure jails 
versus the ordinary interests and expectations of 
privacy, I think. 

But unless you think that it would be acceptable 
to have the kind of prison that people's homes were 
in the novel 1984, where everything that was done 
in the home was overheard-an obvious bug on 
every cell so everybody knew they never could say 
anything which somebody else wouldn't over
hear-unless you accepted that kind of situation, I 
would say in this situation the prisoner does have 
some expectation of privacy. I would think it an ex
pectation of privacy that is of some social value. 
Then I think you get into the balancing process as 
to whether the need of the warden to hear these 
kinds of conversations outweighs the need of the 
prisoner to have some privacy. But I have no doubt 
there is an expectation of privacy that is being 
destroyed in that situation. 

The preliminary part of my report which I have 
not given you does go into some of these theoreti
cal things in some more detail. 

CHAIRMAN ERICKSON: You are familiar with 
the report that has been filed with the Administra
tive Office, the one that is filed annually. Have you 
examined those reports? 

MR. GREENA W AL T: I have not examined 
them, no. I read Professor Schwartz' examination of 
the reports, and I have read some other things 
about the reports, but I never sat down and read 
the reports. 

CHAIRMAN ERICKSON: I was just going to ask 
you if you thought the report carried out the func
tions of the statute or whether or not the reporting 
requirements ought to be amended to require more 
specificity. 

MR. GREENA W AL T: I have some reaction from 
the articles that I have read, but I am really not in a 
position to answer that. 
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CHAiRMAN ERICKSON: I have no further 
questions. 

Do any other members of the Commission have 
questions before I extend the grateful thanks of the 
Commission for your testimony and for the learned 
writing that you have provided us and for the writ
ing that you are yet to provide us that will be used 
in the final report? 

Thank you very much for corning, and we hope 
we haven't delayed you too long. 

MR. GREENA W AL T: Not at all. Thank you 
very much, Mr. Chairman. 

[The document referred to follows.] 

Excerpts From Report on Privacy-Its Meaning 
and 

Legal Protection 
by Kent Greenawalt 

b. Electronic Surveillance 
Before 1967, wiretapping and electronic bugging that did not 

involve some physical intrusion on premises were considered not 
covered by the Fourth Amendment. Section 605 of the Commu
nications Act of 1934 forbade interception and divulgence of 
telephone and radio messages. The Justice Department defended 
government wiretapping on the debatable theory that only inter
ception and divulgence were prohibited and that communication 
between government officials was not divulgence. 

A new era of regulation of electronic surveillance was ushered 
in in 1967 and 1968, with sweeping changes in constitutional 
doctrine and legislative regulation. The Supreme Court decided 
in Berger v. New York, 388 U.S. 41 (1967), and Katz v. United 
States, 389 U.S. 347 (1967), that wiretapping and electronic 
bugging were reached by the Fourth Amendment even in the 
absence of any physical intrusion, and that the traditional 
requirements of the Fourth Amendment were applicable, includ
ing court approval before surveillance is carried out. More 
recently, the Court rejected the Administration's position that 
electronic surveillance 0,' domestic "subversives" could be car
ried out without court orders, United States v. U.S. District 
Court, 407 U.S. 297 (1972), but it has yet to decide whether 
court orders must be obtained for surveillance relating to the ac
tivities of foreign powers. 

Congress passed systematic legislation on eavesdropping as 
part of the Omnibus Crime Control and Safe Streets Act of 
1968. Title III of that act is a comprehensive approach to elec
tronic eavesdropping, 18 U.S.C. Sections 2510-2520. Private 
wiretapping and private bugging with electronic devices are 
prohibited. The statute creates a civil damage action that in
cludes liquidated damages, punitive damages and an allowance 
for attorney's fees 8:1d other costs of litigation. Despite these 
generous encouragements to civil recovery, however, few suits 
have been brought under the act. 

The act permits law enforcement eavesdropping under a court 
order system. With respect to a fairly broad class of criminal of
fenses, including, for example, all drug offenses and gambling, 
eavesdropping can be approved by a federal or state court order. 

Whether wiretapping and bugging should be allowed, at all in 
ordinary criminal cases will no doubt be the subject of recurrent 
debate, and many states continue to prohibit it. The net of elec
tronic surveillance catches innocent as well as criminal conver
sations, and it catches the conversations of all those who speak 
with the subject of the eavesdropping. When some electronic 

eavesdropping is legal and the relevant devices for surreptitious 
overhearing are available, the likelihood of unauthorized eaves
dropping is considerably increased. For these and other reasons 
some critics will continue to believe that the sacrifice in in
dividual privacy from legalized electronic surveillance is too 
great to justify the benefits to law enforcement. See, for exam
ple, Final Report on Privacy in a Free Society of the Annual 
Chief Justice Earl Warren Conference sponsored by the Roscoe 
Pound-American Trial Lawyers Foundation (Cambridge, Mass.) 
1974. Even if one accepts the need for some eavesdropping, the 
act is still subject to attack for permitting too many persons to 
obtain orders in too many courts for too many offenses and for 
too long a time. * 

The act provides for a National Commission for the Review of 
Federal and State Laws Relating to Wiretapping and Electronic 
Surveillance. It has now been appointed and is reviewing the ef
fectiveness of the act. Its conclusions will be based on a detailed 
study of the act's operation in practice. Regrettably, the 
evidence about electronic surveillance has always been am
biguous; and even were there agreement on factual conclusions, 
conflicts OYer the importance of various interests would lead to 
divergent evaluations of the law's proper scope. We may hope 
that the Commission can provide a firmer factual footing for 
evaluation, but it would be exceptionally optimistic to expect 
better understanding of relevant facts to lead to consensus about 
the appropriate reach of electronic surveillance. An examination 
of the Commission's operational plan suggests that it will 
probably not make a sweeping assessment of the desirability of 
law enforcement eavesdropping, although it may well come up 
with some proposed modifications in present legislation. Because 
the Commission's work may permit more accurate evaluation of 
the act and because wiretapping and eavesdropping are not yet 
primary concerns of the Committee on Privacy and the Office of 
Telecommunications Policy, I do not undertake a systematic as
sessment of the act's provisions. Since the proper extent of law 
enforcement eavesdropping is a very important subject for those 
concerned with privacy, however, I do sketch in a preliminary 
manner what seem to me to be defects in the present act. 

The act permits electronic surveillance for far too many 
crimes. Section 2516 allows authorizations not only for such 
serious federal crimes as sabotage, treason, murder, kidnapping, 
bribery, and obstmction of justice, but also for crossing state 
lines with intent to commit a riot, gambling offenses, and any of
fense of dealing in heroin, marihuana, or other dangerous drugs. 
State orders may be granted for all gambling and drug offenses, 
as well as more serious crimes, and for any crime "dangerous to 
life, limb, or property, and punishable by imprisonment for more 
than a year." This last provision is simply a surrender to the 
states to decide how extensive they want eavesdropping to be, 
and is really inconsistent with the notion of a restricted class of 
crimes. Since many telephone calls are interstate and many 
other conversations cover interstate matters, and since law en
forcement eavesdropping touches important federal constitu
tional rights, checking unjustified eavesdropping is a problem of 
national concern, and Congress has abdicated its proper respon
sibilities in leaving the states such latitude. 

Wiretapping and bugging are relatively expensive means of 
law enforcement. See H. Schwartz, Reflections on Six Years of 
Legitimated Electronic Surveillance, supra, at 47-48. A majority 
of states have still not passed the enabling legislation necessary 
under the federal act to allow their law enforcement officers to 
eavesdrop; and the great preponderance of state authorized 

• See Federal Legislation and Civil Rights Committee of Bar Associa
tion of the City of New York, Proposed Legislation on Wiretapping and 
Eavesdropping, Reports Concerned with Federal Legislation, Vol. 7, Bull. 
No.2, Aug. 1968, p. I; H. Schwartz, The Legitimation of Electronic 
Eavesdropping; The Politics of "Law and Order," 67 Mich. L. Rev. 455 
(1964); H. Schwartz, Reflections on Six Years of Legitimated Electronic 
Surveillance, in Final Report on Privacy in a Free Society, supra, at 38. 
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eavesdropping takes place in two states, New York and New Jer
sey, id. at 48. If most states can do without eavesdropping al
together and others can do with relatively little, then certainly 
there is no need to authorize it for such a broad range of state 
offenses. 

One possibility would be to reserve eavesdropping for crimes 
of the utmost gravity, like murder and kidnapping, though the 
statistics of the past few years have confirmed the common as
sumption that only in very rare instances is eavesdropping valua
ble in the solution of these crimes. There is, however, a special 
argument for eavesdropping on gambling and drug offenses. 
Eavesdropping is thought particularly useful against organized 
criminal activities, and the grist of these activities is crimes of 
vice, like narcotics, gambling, and prostitution. Surveillance may 
reach the conversations of "higher ups." or it may provide ir
refutable evidence against lower level figures who can then be 
persuaded to trade their testimony against their bosses for 
leniency from law enforcement officials. Another argument for 
wiretapping on gambling activities is that often particular 
telephones are used exclusively for gambling and that intercep
tion, therefore, does not intrude upon innocent conversations. 
Apparently law enforcement officials have not limited them
selves to organized gambling and drug offenses, but also eaves
drop on "small-time operators." It would be very difficult to 
draft appropriate language limiting eaveSdropping to gambling 
and drug offenses of large magnitUde or committed by partici
pants in organized crime, although law enforcement agencies 
could limit eavesdropping to those circumstances. A statute 
could forbid authorization of eavesdropping to discover gam
bling in situations in which many innocent conversations are 
likely to be overheard. Whatever is done about gambling and 
drug offenses, the statute should be revised to f('[bid eaves
dropping for crimes which are neither especially serious nor 
have some special connection to more serious crimes. 

Every eavesdrop order must state the period of time of 
authorization, indicating whether or not the surveillance shall 
automatically terminate when the described com ".Junication has 
first been obtained. This language was intended to meet the 
Supreme Court's criticism of a New York statute that placed no 
termination date on eavesdrops. But since judges need not pro
vide automatic termination if the application shows that further 
conversations are expected, the police will still be able to con
tinue surveillance in cases when that would be useful. The max
imum length for authorized eavesdropping is 30 days, but 
renewals may be obtained for subsequent 30-day periods if a 
new showing of need is made of the kind necessary for an initial 
authorization. The statute contains no absolute limit on the 
length of particular survei11ance, and if continuing criminal ac
tivity is taking place, each renewal application in turn may be 
able to demonstrate the need for further surveillance. 

It is certainly questionable whether any surveillance should be 
allowed for as long as thirty days. Unless a telephone is used ex
clusively for criminal activities, vast numbers of innocent con
versations are bound to be swept up. Perhaps there are rare 
situations of the utmost urgency when a long surveillance is es
sential, not only to gather extra evidence or catch peripheral 
participants, but to ascertain key participants and get vital 
evidence against them. One statutory approach would be to set 
an ordinary limit of a few days for electronic surveillance, but to 
permit longer surveillance if the risk of intercepting innocent 
conversations was very low, as with 'the telephone used exclu
sively for gambling, or the public need for continued surveil
lance was very great, judged in terms of the seriousness of the 
crime and the importance of further surveillance to solve it. 

As my comments thus far have implied, perhaps a statute 
should contain an explicit balancing test, requiring a judge to 
weigh carefully the seriousness of the crime and the likelihood of 
overhearing innocent conversations in deciding whether to 
authorize any surveillance at all and in determining the length of 

permissible surveillance. The act does already require a showing 
that other law enforcement techniques are not likely to succeed 
or are too dangerous, §2518(3)(c). While this salutary 
preference for other methods may have some effect on law en
forcement agencies, a judge is not in a very good position to re
ject assertions that other techniques will be ineffective or dan
gerous; and it is hard to see how more teeth could be put into 
the existing provision. 

The existing act draws no distinction between wiretapping and 
bugging. Bugging is usually a much more pervasive invasion of 
privacy. Since a bug may pick up all conversations in a room in 
one's home or in one's office, it will almost surely intercept 
many innocent conversations and it intrudes upon areas felt to 
be especially private. Whatever restraints are placed on over
hearing of telephone conversations, even more severe restraints 
are warranted in respect to conversations within the confines of 
one's home or office. As far as telephone conversations are con
cerned, the present statute does not apparently regulate police 
listening at extension telephones or private switchboards. In the 
absence of consent by one of the parties to a conversation, such 
listening should be made subject to the act's requirements. 

There are some special restraints on authorization of eaves
dropping in the present statute. Either the Attorney General or a 
specially designated Assistant Attorney General must approve 
federal applications, and state applications must be authorized 
by the principal prosecuting attorney of the state or of one of its 
subdivisions. The federal limitation here seems appropriately 
narrow, though inadvertent failure to observe the statutory 
guidelines within the Justice Department has resulted in the in
validation of probably hundreds of eavesdrop orders over a 
period of years because neither Attorney General Mitchell nor 
an Assistant Attorney General actually approved the applica
tions. The statute can be criticized for allowing the principal 
prosecuting attorneys of small political subdivisions to authorize 
eavesdrop applications. One possible way of assuring the im
portance of eavesdrop requests would be to channel all of them 
through the federal government, though the centralization of 
power this procedure would involve might raise objections. A 
more important reform would be sharply to limit the number of 
courts authorized to issue eavesdrop orders. Presently law en
forcem~nt officials may "shop" for sympathetic state and federal 
judges and virtually no applications to eavesdrop have been 
turned down. Allowing only a relatively small number of 
designated federal judges to issue orders would tighten the 
authorization procedure in a useful way. 

One of its most controversial provisions i~ t!,e act's authoriza
tion in some circumstances of emergency surveillance without a 
court order for up to two days. § 2518(7). Law enforcement of
ficers have wisely made little use of it. In, Katz v. United States 
the Court spoke of a court order as a "constitutional precondi
tion" for electronic surveillance, and cast very serious doubt on 
whether any emergency could justify surveillance without such 
an order. Since it typically takes time to set up surveillance, and, 
especially in large cities where most surveillance takes place, 
magistrates can usually be reached within a few hours, there is 
no persuasive argument for emergency power. It might be ar
gued that such power does little harm because after 48 hours a 
judge must pass on the surveillance in any event, but this argu
ment omits the danger that the police may violate the act by 
eavesdropping briefly on less than probable cause in the hope of 
picking something up. If they are successful, they can construct 
a case that probable cause existed in the first instance, and it \\ ill 
be hard for a judge to find it lacking if evidence of crime has al
ready been uncovered. If the eavesdropping fails, the police may 
disregard the act's requirement that they apply to a judge, since 
no one else will know the eavesdropping has occurred. Even if 
thi~ emergency power were not given, there would be danger of 
unauthorized surveillance and of fabrications of probable cause, 
but the dangers in connection with the emergency power are so 
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apparent and the need for the power so slight, it was plainly a 
mistake to attempt to give such power, and that power should be 
taken away. 

Within 90 days of the end of any surveillance or the denial of 
an application for surveillance, the persons named in the order 
are to be served with an inventory informing them of the order 
or application, the period of authorized interception, if any, and 
whether or not communications were intercepted. § 2518(8)(d). 
Other parties to interceptions are served with a similar inventory 
if the judge determines "in his discretion that (it) is in the in
terest of justice." An inventory may be postponed, apparently 
without limit, upon a showing of good cause by the government. 
Upon motion by the person served with an inventory, the judge 
may in his discretion make available for inspection "such por
tions of the intercepted communications, applications and orders 
as (he) determines to be in the interest of justice." If evidence of 
an intercepted communication is to be presented in a trial or 
other proceeding, then each party must be served with a copy of 
the authorizing order and application. 

These apparently technical rules are of considerable im
portance. The first point to notice is t.hat even the person against 
whom surveillance is directed has no absolute right to see either 
the order or the application, unless intercepted communications 
are to be used in evidence against him. If the surveillance was 
not based on probable cause or is otherwise defective he has suf
fered a violation of his rights under the statute and may be enti
tled to recover civil damages as a consequence (an official's 
good faith reliance on a court order is a defense to a civil claim 
but an officer who lied to establish probable cause would cer
tainly be liable). What is more, invalid surveillance wiII usually 
violate constitutional rights as wen as statutory ones. The person 
subject to surveillance is in no real position to judge its legality 
unless he sees the application and order, and he should be 
served with these as a matter of course, unless perhaps a specific 
showing is made of confidential information that should not be 
disclosed. Nor does there seem any good reason not to let the 
person subject to surveillance have the record of his own inter
cepted communications if he wishes them. The statute provides 
that these are to be recorded, if possible, so the prOblem is not 
one of availability. An inventory after an ordinary search would 
clearly enumerate what has been seized. If a person can not re
call his conversations, there would seem to be no reason to deny 
him information in the government's hands. Conceivably if some 
of the conversations relate to crime, knowing exactly wr:. is 
said will help a criminal repair damage, but is much more impor
tant that persons be able to know the precise intrusions on their 
privacy and to be as aware as possible of the bases for potential 
misuse of information in the hands of the police. Nor, if one re
gards electronic surveillance as seriously intrusive of privacy, 
will the expense and inconvenience of furnishing the conversa
tions be a substantial argument against doing so. Again, if there 
is to be any exception to furnishing the conversations themselves 
on demand, it should be narrowly formulated to respond to very 
specific and powerful reasons for withholding. 

At least the person named in the order is ordinarily in a posi
tion to assert his interest in getting the order, application, and 
conversations. But other parties to conversations do not ev:m 
receive inventories as a matter of course, and will probably 
never find out that their conversations were intercepted unless 
the main subject of surveillance tells them. It is hard to know 
how a judge is supposed to exercise his discretion to decide if 
others will receive inventories, but the way the statute is drafted 
the presumption seems to be against any general serving of in
ventories. This does conform with ordinary search and seizure 
practice; only one inventory is typically serviced though others 
(guests in the house or persons whose property is in a house) 
may have their constitutional rights affected. However, in the 
area of electronic surveillance, the intrusion on the privacy of 
others is much more typical. Their rights under the statute and 

----------

constitution are violated by illegal surveillance, and they can not 
possibly take action if they do not know the intrusion has taken 
place. Now that the Supreme Court has established an indepen
dent right to recover for constitutional violations the argument is 
much stronger than it used to be that persons whose constitu
tional rights may have been violated should be told of this even 
if they have suffered no injury under ordinary tort principles. 

There is also a more substantial issue of policy at stake. If in
nocent people are rarely informed when their conversations are 
intercepted, they have little basis to evaluate the degree of intru
sion on privacy that surveillance entails. If inventories were 
served on all persons whose conversations were overheard and 
who had been identified by law enforcement officers, this would 
no doubt be burdensome, but it prebably would give people 
some better way to determine if the gains of surveillance are 
worth the price. We can suspect that such inventories, followed 
by access to the intercepted conversations themselves, would 
generate considerably broader concern over eavesdropping, and 
this may be one reason why law enforcement officials would 
prefer not to serve them. Serving inventories m0re broadly, 
especially if affidavits and authorizing orders were also provided, 
might have the adverse effect of giving friends and business as
sociates a basis for suspecting each other of unproved crimes 
and might even lead to another set of government records of 
suspected people, but this cost might be worth the benefit of giv
ing the public a fuller idea of the incidence of surveillance. 

Some provision for postponement of an inventory is sensible 
since the evidence obtained from surveillance may be employed 
in further investigation, but the reference to "good cause" in the 
statute and the absence of any terminal date for a postponement 
leave the provision too open-ended. 

My comments on possible reform of specific defects in the 
present statute should not be taken as implying that a statute 
corrected along these lines would be preferable to a ban on ordi
nary law enforcement eavesdropping. I am not yet persuaded 
that the gains from eavesdropping under any authorization 
system would outweigh the costs, but if eavesdropping is to be 
allowed, it should be under stricter constrain~ than now exist. 

There are four special issues about eavesdropping and the 
present legislation to which the National Commission does not 
plan to devote substantial attention. The best known of these is 
the proper treatment of national security surveillance. The 
Supreme Court has not yet resolved whether surveillance o' the 
activities of foreign powers may constitutionally be carried out 
without court orders. If there is to be an exception to the court 
order requirement, it is unclear how extensive it will be. Finally, 
United States v. United States District Court, 407 U.S. 297 
(1972), leaves open the extent to which ordinary probable cause 
and particularity standards might be relaxed when the govern
ment seeks court orders for domestic security surveillance. The 
same question of possible relaxation would arise for whatever 
surveillance of foreign activities is held to be subject to court 
order requirements. 

Congress has made no effort to set standards on these sub
jects, nor has the Administration announced guidelines. The 
1968 act, 18 U.S.C. § 2511 (3), does specifically provide that no 
limitation is intended of the President's power to protect the na
tion against attack, to obtain foreign intelligence information, to 
protect national security information against foreign intelligence 
activities, and to protect the government agains~ overthrow or 
other clear and present dangers. The act does not state the ex
tent of Presidential powers; it simply refrains from limitation of 
whatever powers exist. The Supreme Court has established that 
surveillance of a purely domestic group requires a court order, 
but its decision leaves open the constitution:!1 need for a court 
order to precede eaveSdropping directed at the following kinds 
of targets: foreign embassies and consulates; aliens suspected of 
engaging in military and political intelligence work for their 
countries; aliens suspected of engaging in economic intelligence; 
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aliens whose conversations may reveal military political, or 
economic information about foreign countries; American na
tionals dealing with foreign governments; American nationals 
who may know important facts about foreign countries; Amer
ican groups enjoying some foreign support; American groups 
(like the Jewish Defense League) whose activities may have 
foreign repercussions; Ameican nationals who may reveal to 
other nationals information that may subsequently find its way to 
foreign governments (the members of Dr. Kissinger'S staff who 
were the subjects of wiretaps were thought by those approving 
the wiretaps possibly to fit in this last category). It is easy to see 
that if the court order requirement were waived whenever an ac
tivity had any connection, however remote, with the activities of 
foreign governments and with United States national security, 
broadly defined, then there would indeed be large classes of ex
ceptions to court order standards. If the Supreme Court creates 
any exceptions, they will presumably be narrower, but it is im
possible to know precisely how they will be formulated. Obvi
ously as the target of the eavesdropping becomes more 
domestic, as the connection with foreign activity becomes more 
remote, and as the security importance of the activity 
diminishes, the argument for warrantless surveillance weakens. 

Since Congress is free to require court orders and the Ad
ministration is free to refrain from warrantless surveillance even 
in situations when such surveillance is constitutionally permissi
ble, it would make sense for the legislative and executive 
branches to develop appropriate standards, especially since the 
Supreme Court is unlikely to settle all the relevant issues at one 
time. 

r do not find the argument against court orders to be very peg-
suasive. See Note, "Foreign Security Surveillance and tl'le 
Fourth Amendment," 87 Harv. L. Rev. 976 (1974). Hearings on 
applications can be held in camera, the government being able to 

choose from which judges to seek authorization. It is really not 
believable that there are many matters that are so sensiti~'e 

knowledge of them can not be trusted to a single federal judge ()f 

the government's choosing, especially since judges are now 
sometimes placed in the position of reviewing the legality of sur
veillance retrospectively when defendants claim they have been 
subjected to illegal eavesdropping. If court review in advance is 
tolerable, it may still be doubted if it is likely to be effective:. 
Judges may be ready to sustain almost any government claim 
that surveillance is required for national security. Nonetheles!l, 
requiring the government to make out a case will itself impose 
some restraint. Surely one of the lessons of the last few yean;, 
and of less recent history, is that those responsible for protecting 
national security often see or claim to see threats where nil) 
detached observer could find them. A court order system would 
be one safeguard against paranoia or disingenuous assertions of 
dangers to the country. . 

If Congress is persuaded, contrary to the gist of the last para
graph, that court orders should not always be required, then it 
should circumscribe as carefully as possible exactly the kinds of 
situations in which the government should be able to engage in 
warrantless surveillance. 

The proper standards for surveillance pose, in my view, a 
much more difficult issue than judidal review. One can imagine 
circumstances when continual surveillance is justified or possible 
threats to the country so grave that surveillance of a particular 
subject should be allowed even when the likelihood that it will 
produce helpful information is fairly slight. If, for example, there 
were a reasonably founded fear that country X planned a first 
strike of nuclear weapons, lengthy surveillance of those who 
might conceivably reveal relevant information would be war
ranted. However, if relaxed standards are sometimes ap
propriate, they ar:: not appropriate for every tenuous connection 
to some foreign activity touching indirectly the security of the 
country. The government should not be able to eavesdrop on a 
Japanese car maker visiting in the country because the future 

prices of Japanese cars will affect our domestic economy and 
our relations with Japan. At this stage in history, I am doubtful 
that electronic eavesdropping of American nationals whose ac
tivities are unconnected to foreign activities should ever be 
justified on "relaxed" standards. Thus, I think Congress has 
rightly not tried to write into the statute a separate court order 
system for domestic subversion. But a careful Congressional 
delineation of the bases for eavesdropping in foreign security 
matters would be very useful. A tightly drawn statute would per
mit surveillance on a lesser showing and for longer periods in 
respect to foreign activities that have an intense impact on na
tional security, but "national security" would not become a label 
to justify abandonment of ordinary protections on tenuous or ar
tificially constructed grounds. 

The second general issue the National Commission apparently 
will not address is much more technical, the apparent inapplica
bility of the statute to digital transmissions made from one com
puter to another. See §2510. The statute protects wire and oral 
communications from interception. Without a great stretch in 
ordinary language, digital transmissions could not be called "oral 
communications." If c:arried over the facilities of common car
riers, they do seem to meet the act's definition for wire commu
nications, but what the act forbids is interception of such com
munications and "intercept" is defined as "the aural acquisition 
of the contents of any wire or aural communication." Again, in
terception of a digital transmission would not be an "aural 
acquisition" in any ordinary sense. There seems no good reason 
to withhold protection from digital transmissions, and amend
ments to this statute may be the most sensible way to safeguard 
them. See Arthur R. Miller, The Assault on Privacy (Ann Arbor: 
Univ. of Mich. Pro 1971) pp. 161-168. In any event, this is obvi
ously a problem that merits the careful consideration of execu
tive agencies and legislative committees. 

Another crucial question, touched on below in more detail, is 
what protection should be given to other parties wh"'n one party 
to a conversation records or transmits the conversation without 
their knowledge, or allows someone else to listen with an elec
tronic device. The present statute does not touch such action by 
public officers and prohibits it when engaged in by private per
sons only if they are trying to commit a crime, tort, or other inju
rious act, 18 U.S.C. Section 2511 (2)(c) and (d). I am aware of 
no cases arising out of this prohibition. Whether greater protec
tion should be given against "participant monitoring" is one of 
the most heated issues concerning eavesdropping. Since the 
Commission apparently plans only to consider whether consen
sual eavesdropping should be reported under the act's disclosure 
provisions, debate about extending the act's prohibitions should 
not await the Commission's findings. 

A fourth issue is of somewhat lesser importance, whether the 
act should be extended to "pen registers" and methods used to 
trace telephone calls. If one merely ascertains the outgoing 
number dialed on a telephone by a pen register, he does not 
acquire "the contents" of a communication. Therefore, the 
restrictions of the act presumably are inapplicable though court 
orders for pen registers have sometimes been sought. See United 
States v. Giordano, 416 U.S. 505 (1974). There may be argu
ments that law enforcement discovery of numbers called should 
be subject to less rigorous safeguards than interception of the 
conversations themselves, but, absent some strong social interest 
to the contary, whom we talk to on the telephone should be as 
confidential as what we say At the very least most private at
tempts to determine by electronic device who is calling whom 
should be forbidden as they were under Section 605 of the 1934 
Communications Act . . . 

e. Participant Monitoring With Electronic Devices 
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Frequently one party to a conversation uses electronic mp.ans 
to record or transmit the conversation without the knowledge of 
the other parties. Or he may consent to an outsider.s using an 
electronic device to overhear the conversation. In many settings 
electronic equipment is used to assure an accurate account of a 
conversation in which an informer is involved. In other settings 
someone who is not an informer in any ordinary sense, such as 
the parents of a child that has been kidnapped or the victim of 
extortion, may wish to have the police hear what is being said. In 
still other settings, such as the recording system in the Nixon 
White House, one party to a conversation may wish an accurate 
record for possible future lise, but with no intent to damage the 
other parties to a conversation and with no intent even to dis
close the conversation more broadly in the near future. 

Is any intrusion on privacy involved in those practices? At the 
least there is a subtle alteration in the conditions of the conver
sation unknown to one of the participants. Even when the per
son making a recording does not intend to harm the other par
ticipant or disclose more broadly what he has said, the other par
ticipant might choose his words more carefully or even refrain 
from expressing some ideas if he knew what he was saying was 
being reproduced in semi-permanent form. Indeed these are the 
very reasons why the person making the recording may not wish 
to tell the other person about it. 

An informer or secret agent is already deceiving the other par
ticipant about the conditions of a conversation. What does the 
electronic transmission or recording add to the intrusion upon 
privacy? It assures that there will be a complete and accurate ac
count of what has been said, and evidence beyond the informer's 
word that the conversation has taken place. When we speak con
fidentially we may often rely in part on the evanescence of 
words and the ability to claim that we have been misquoted or 
misunderstood if the person to whom we talk does disclose more 
broadly than we wish. The presence of a recording or trans
mi:;ng device eliminates this protection of limited dissemina
tion, and thus does pose an added threat to privacy beyond the 
presence of the informer himself. See generally, K. Greenawalt, 
"The Consent Problem in Wiretapping and Eavesdropping: Sur
reptitious Monitoring with the Consent of a Participant in a Con
versation," 68 Colurn. L. Rev. 189 (1968). The ease with which 
tape recordings apparently can be "doctored" and the difficulty 
of proving that this has happened magnify the threat of 
recordings to communication; for the unwitting speaker may 
even have "reproduced" as accurate remarks that in fact he 
never made or made in quite a different context from that ap
pearing on the tapes. 

Whenever it has faced the question squarely, the Supreme 
Court has held, most recently by a 5-4 margin in United States v. 
White, 401 U.S. 475 (1971), that no constitutional problem is 
presented if an informer or government official records or trans
mits a conversation unknown to the other party to a conversa
tion. 

As mentioned above, the federal eavesdropping statute does 
reach a very limited number of instances in which a party to a 
conversation transmits or records it. Some state laws go further 
and forbid all participant monitoring. In 1966 the Federal Com
munications Commission prohibited the private use of radio 
devices to monitor conversations in the absence of consent of all 
parties to the conversation, 31 Fed. Reg. 3397, but the penalties 
were not terrifying, a fine of $500, loss of license, and civil for
feiture. The 1968 act on wiretapping and eavesdropping ap
parently did not supplant this regulation, but the regulation has 
been enforced very little or not at all. 

In Rathbun v. United States, 355 U.S. 107 (1957), the 
Supreme Court decided that Section 605 of the Communications 
Act of 1934 did not forbid one person from allowing another to 
listen at an extension telephone without the knowledge or con
sent of the other party to the conversation. Given the frequency 
with which parties to conversations allow family members or em-

ployees to listen on extension telephones and the severity of Sec
tion 605's penal sanctions, the Court concluded that it would be 
unreasonable to suppose that Congress meant to proscribe such 
listening. Apparently under the 1968 act, a party might even 
allow another person to place a wiretap on his telephone to in
tercept a conversation, so long as the purpose of the wiretap 
were not to commit a crime, tort, or other injurious act. Cer
tainly the rule that one may permit use of his extension phone 
stands. As to surreptitious recording of conver;;ations, however, 
~, special Federal Communications Commission rule is applica
ble. That requires telephone companies to assure that any use of 
recording devices in interstate and foreign calls be accompanied 
by an automatic "beep-tone" supposed to warn the other user 
his words are being recorded. See In re Use of Recording 
Devices in Connection with Telephone Service, 11 F.C.C. 1033 
(1947). The companies in turn include such a "beep-tone" 
requirement in their tariffs for users. Many state commissions 
and companies have similar requirements for local calls. Viola
tion of the Commission's rule by a company can result in a fine 
of $500 per day; apparently the only sanction against the in
diVIdual user is possible loss of telephone imposed by the com
pany. In light of the difficulty of discovering violations and the 
rather pitiful sanctions, it is hardly surprising that the "beep
tone" requirement is frequently disregarded. 

At the narrowest level, the problem might be seen as effective 
enforcement of the "beep-tone" requirement, but consideration 
of that problem leads one to question why recording devices at
tached to telephones should be treated differently from other 
participant monitoring of telephone conversations and why par
ticipant monitoring of telephone conversations should be treated 
differently from participant monitoring of face to face conversa
tions. Often social issues must be attacked in pieces because the 
agencies wiIIing to act have authority only over particular 
aspects of the issues, but it is useful to understand what lines a 
more comprehensive approach would take. 

In respect to participant monitoring there are at least three 
important variables: who is monitoring; for what purpose; and by 
what means. Law enforcement monitoring is quite different from 
private monitoring designed to embarrass someone who speaks 
freely about his personal life. 

Some methods of monitoring destroy ordinary expectations 
more than others. In face-to-face conversations each party is 
able to see those evidently within hearing range, and any use of 
electronic devices to record or transmit the conversation to 
others is inconsistent with the expectations of the party who has 
not consented. Matters are more complicated when the 
telephone is used. Callers know that family members and 
secretaries sometimes listen at extension telephones, or are al
lowed to hear what is said by recipients who merely hold the 
telephone away from their ears. It undoubtedly evidences more 
respect for the caller's privacy if he is 'explicitly made aware that 
someone else is listening; but the caller sometimes supposes 
without being told that an extension phone may be in use, espe
cially if the receiver clicks when it is raised or the caller hears 
breathing or background noise from the extension. Many offices 
have speaker phones which put the telephone sound system on a 
speaker, and allow a telephone caIl to be broadcast to an entire 
room, in which many persons may be seated. Apparently, even if 
not told the caller can ascertain when such a system is being 
used because the quality of the recipient's voice is altered by the 
fact that the microphone into which he speaks is typically a few 
feet away from his mouth rather than the few inches that 
separate a speaker from the mouthpiece of an ordinary 
telephone. Another device that may be used for monitoring is a 
transmitter cut-off switch, which permits a person to listen at an 
extension without any noise being transmitted from the exten
sion. Though some persons are aware of the risk that cut-off 
switches may be used, others would be surprised and many 
would be disconcerted if cut-off switches were used to facilitate 
monitoring without their consent. 
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In most situations actual recording of conversations cuts more 
deeply into the caller's expectations than the recipient's allowing 
others to hear, and this is so whether or not the recording device 
is electronically attached to the telephone, physically attached to 
the telephone or simply set near the receiver. 

Recording devices or other forms of participant monitoring 
may be used for a number of purposes. I have already discussed 
the obvious advantages to law enforcement work of having an 
accurate record of a conversation. Monitoring can also help a 
participant in a :,::onversation who fears that another participant 
may later give a false account of it. For example, an official of
fered a bribe may be as interested to establish his own innocence 
of wrongdoing as the guilt of the person who has offered the 
bribe. The interest in scientific observation of spontaneous in
teraction sometimes underlies electronic monitoring, as it does 
the use of two-way mirrors. For example, my two-year-old child 
attends a playgroup twice a week at Barnard College; students in 
psychology courses observe the children at play through a two
way mirror and what the children say is electronically trans
mitted to the observation room_ Monitoring may also be useful 
for purposes of treatment. A psychiatrist, for example, might 
record a patient's remarks to have a precise recollection of 
them, but fear that if he told the patient about the recording the 
patient's remarks would be less spontaneous. 

In considering how participant monitoring should be regu
lated, let us first consider government monitoring. In 1967 Ram
sey Clark, then Attorney General, issued a memorandum to 
heads of executive departments and agencies in order to curtail 
consensual monitoring as well as third party wiretapping and 
eavesdropping. With respect to telephone conversations, agen
cies were instructed to adopt rules governing interceptions 
"under circumstances where a party to the conversation has 
consented. Such rules shall, where appropriate, provide for the 
advance approval by the agency head of such interception." 
With respect to nontelephonic communications in which not all 
participants had consented to recording or overhearing, agencies 
were directed to "obtain advance written approval from the At
torney General for any use of mechanical or electronic" moni
toring devices. See Appendix H to FCC Monitoring of Em
ployees' Telephones, Report of Special Subcommittee on In
vestigations of House Committee on Interstate and Foreign 
Commerce, H. Rep. 92-1632, 92d Cong., 2d Sess, 1973, pp. 63-
65. 

The 1967 instructions are still in force and the various agen
cies have their own policies on telephone monitoring. For a sum
mary, see Telephone Monitoring Practices by Federal Agencies, 
Hearings Before a Subcommittee of the House Committee on 
Government Operations, 93d Cong., 2d Sess., 1974, pp. 202-
203. It is evident that as a consequence of the furor over 
"Watergate" and the prodding of Congressional committees, 
agencies in the past two years have become much more careful 
in developing their own guidelines and inducing their ob
servance, but it is still impossible to estimate how often agency 
rules about telephone monitoring are broken and how often 
monitoring of non telephone conversations is done without the 
required permission of the Attorney General. Widespread 
pUblicity within the Executive Branch about present restrictions, 
as well as effective sanctions, are called for; but a systematic as
sessment of when monitoring is acceptable is also needed. Some 
agencies forbid all i'lJonitoring without the consent of all parties; 
others allow monitoring of tei",phone calls when only the govern
ment official has consented. And the variation in policy often 
does not reflect any obvious difference in agency function. 
While important differences in functions may appropriately lead 
to different policies, there should be some consistent approach 
to monitoring within the Executive Branch. 

Monitoring is an appropriate method of collecting evidence of 
crime, but the mere possibility of such evidence is not sufficient 
to allow agencies to monitor their contacts with citizens on a 

routine basis, whether these contac~5 take place in offices or 
over telephones. 

Four Justices of the Supreme Court believed in United States 
v. White, 401 U.S. 475 ( 1971 ), that monitoring without probable 
cause and a court order was unconstitutional. It would be a good 
idea for Congress to impose such requirements for law enforce
ment monitoring, perhaps by amendment of existing legislation 
on wiretapping and eavesdropping. If the court order standards 
of that legislation are thought to be too strict, tllen at the least 
the law should contain some system of prior review when feasi
ble and some requirement that monitoring only be employed 
when there is a substantial probability of obtaining relevant 
evidence. It might be argued that monitoring by open govern
ment agents, such as an Internal Revenue officer making an in
come tax audit, should be permitted more freely than monitoring 
by undercover agents, on the theory that one who speaks to an 
obvious government officer should not object if what he says is 
transmitted reliably to other government officers. But, since per
sons are often more open and less circumspect in conversation 
with one person than when they are speaking "for the record," 
monitoring even by an acknowledged officer does intrude on 
privacy, and its widespread employment would inhibit many use
ful interchanges between citizens and government officials. 
Therefore, routine monitoring should be forbidden even to open 
officers whose work has law enforcement implications. 

Similar principles should apply when a government official 
monitors to "protect himself" against the other party's recount
ing an inaccurate version of a conversation. Indeed frequently 
the occasions for "protection" will also be those when in
criminating admissions are likely. Whether monitoring should be 
allowed in any situation where it has been made clear to the 
citizen that he is a suspect whose admissions will be used against 
him is a more difficult question which I put aside here. 

Assuming circumstances in which recording or monitoring by 
special electronic devices should be restricted, snould govern
ment officers at least be able freely to have secretaries listen sur
reptitiously on extension telephones? I believe th" answer should 
be "no"; in ordinary circumstances the government should set a 
model for straightforward dealings and, in the absence of strong 
justifications in particular instances, it should not engage in 
deception about the conditions of its conversations with citizens. 
Although transmitter cut-off switches were originally designed 
for places of intensive background noise, such as machine 
rooms, their rl':.in use by government agencies is in ordinary of
fices. The gain in cutting off the background noise in such of
fices is not great enough to offset the increased risk of surrepti
tious monitoring, and government agencies should get rid of 
these devices unless surreptitious monitoring is deemed to be 
often appropriate for the telephone in question, or background 
noise is either very loud or should not be transmitted for some 
special reason (e.g., it consists of conversations about sensitive 
secret matters). 

I have not discussed conversations between government of
ficers themselves, conversations which "Watergate" d:·.:.:losures 
have revealed were subject to considerable monitoring during 
the Nixon Administration. Although it might be argued that offi
cials have less legitimate expectations of privacy than ordinary 
citizens, I should assume that their privacy in ordinary workir.g 
relationships does deserve protection and that basically the same 
principles should be applicable to their conversations with each 
other as to conversations between citizens and officials. 

Probably the most typical form of monitoring within govern
ment agencies as well as private companies is not designed to en
sure a record of what callers say, but is for what the telephone 
companies call "service observation" or "supervisory observa
tion." Service observation involves monitoring to see that equip
ment is working properly; "supervisory observation" involves 
monitoring to be sure that employees are performing effectively 
and to determine how they can be more adequately trained. For 

1046 



example, the Internal Revenue Service gives taxpayers informa
tion over the telephone. The most effective way for supervisors 
to know jf accurate information is given in a polite way is to 
listen occasionally to calls in which information is gjv~ll. Does 
this intrude on the privacy of the caller? Some government offi
cials have argued that it does not. See Telephone Monitoring 
Practices by Federal Agencies, supra, at p. 284. The argument is 
essentially this. Most callers do not give their names. They are 
not calling a particular government official but anyone who can 
give them information. Since they are willing to say whatever 
they have to say to an official they do not know, they have no in
terest in being heard by only one official rather than two, no in
terest in being he~ ... i only by a subordinate rather than super
visory personnel. 

This argument is powerful when applied to the routine calls 
for information that some private companies and government 
agencies may receive, but it is overly simplistic in relation to 
calls for tax information. Callers typically relate personal facts 
and ask about their impact on tax liability. Frequently they do 
leave their names in order to be called back with further infor
mation or to be sent appropriate forms. Sometimes the official 
giving information or sending forms may elicit acknowledgments 
of tax liability. For example, an acquaintance of mine, having 
hired fulltime domestic help, recently telephoned and asked for 
the forms he would use to pay applicable social security taxes. 
The official's first question was whether he had ever paid any 
domestic help, including once-a-week help, more than $50 a 
quarter before. It is safe to assume that a high proportion of 
Americans who havp. domestic help once a week or every other 
week do not pay social security taxes and probably do not even 
know they should; so for many people a full answer to the offi
cial's question would involve an admission of unpaid tax liability. 
Whether or not this official would transmit the admission to 
other officials responsible for tax collection, the caller might un
derstandably fear that possibility; and he might well be uncom
fortable if he thought two officials including a supervisor had 
listened to his !esponses. Even if a caller does not leave his 
name, he may have an irrational fear that his call has been 
traced or that he has divulged so many facts his return could be 
identified. As unrealistic as such fears may be, it is only with 
some hesitancy that many taxpayers divulge relevant facts to of
ficials giving information; and many do rely to some degree on 
the assumption that they are not being "ganged up on" at the 
other end of the telephone. Widespread knowledge that calls for 
tax information are monitored would almost certainly have some 
effect on taxpayers; in some instances it might discourage 
avoidance of liabilities; in many more it would discourage tax
payers from getting information from the government rather 
than private tax advisers. Of course, the effect would be muted if 
the purpose of monitoring were fully explained, but many per
sons would continue to worry about communications between 
information officers and enforcement officers. 

In response to Congressional concerns, the Internal Revenue 
Service has agreed that "tax packages (will) include a notation 
that the service monitor, for quality purposes, a random sample 
of tax information telephone calls." See Letter from Commis
sioner Donald C. Alexander of July 3, 1974, in Telephone Moni
toring Practices by Federal Agencies, supra at p. 286. This is a 
useful step, although it remains to be seen whether this 
procedure will make most taxpayers aware of the possibility of 
monitoring. More satisfactory notice would be given by requir
ing such a statement at the beginning of each relevant telephone 
conversation, or by requiring a "beep-tone," or by following 
Georgia and requiring an asterisk by the telephone listings of 
agencies that monitor calls. 

The main point I wish to make about monitoring for 
"supervisory observation" is that it is difficult to generalize 
about its impact on privacy. For some really routine calls, it may 
not be inconsistent with any important expectations of the caller; 

but for other calls, and I would count many tax information calls 
among these, it does intrude on significant expectations of priva
cy. 

How monitoring by private persons and companies should be 
treated is in some respects even more difficult to decide than 
what should be done about government monitoring. Consider 
the following example related to me by a colleague. A woman is 
shot at by an intruder in her home. That evening she says she 
can not identify him, but subsequently she says the intruder was 
her ex-husband. He is then prosecute,d for attempted murder. 
The lawyer for the ex-husband, because of the delay in identifi
cation, the ex-wife's extensive psychiatric history and his client's' 
convincing alibi, is quite sure he is innocent. The ex-wife and the 
ex-husband continue to converse over the telephone about sup
port payments and visitation rights. The lawyer, fearing that the 
ex-wife may testify falsely about a telephone conversation, ad
vise~ his client to record their conversations. Shortly before the 
trial the ex-wife says over the telephone that she will withdraw 
her complaint if the ex-husband increases support payments. 
The lawyer uses the recording at tite trial when the ex-wife de
nies having made those remarks. The original purpose of the 
recordings was essentially" protective," both in the sense of pro
tecting the husband against assertions that he said things he did 
not say, and in the sense of preventing conviction on unwar
ranted charges. The ultimate use of the recording at trial was 
protective only in the latter sense; it was "aggressive" in the 
sense of establishing that the ex-wife had said damaging things 
she then denied. It is difficult to say, especially in retrospect, 
that such recording was not justified, but it is presumably 
covered by the "beep-tone" rule. The Federal Communications 
Commission has recently said that the rule does not apply when 
the recipient has good reason to believe the caller's remarks will 
involve commission of a crime (e.g., blackmail) or violation of 
company tariffs (e.g., abusive telephone calls). See Maller v. 
New El'gland Telephone Co., 44 F.C.C.2d 614 (1974). It is 
doubtful if the ex-wife's remarks in the final conversation would 
qualify on one of these bases; certainly the original recordings 
could not be justified under either exception. 

Private monitoring, whether of face-to-face or telephone con
versations, should not be made criminal if it is based on a 
reasonable effort to establish wrongdoing, to protect oneself, to 
engage in treatment, or to make scientific observation possible. 
Monitoring for service or supervisory observation should also 
not be made criminal, but when a company does engage in such 
observation, there seems no good reason not to notify those 
telephoning the company of that fact. Other uses of monitoring 
whose propriety is at least arguable may also be established; but 
monitoring for less positive purposes should generally be 
banned. The present statute on wiretapping and eavesdropping 
aims at some such distinction, 18 U.S.C. Section 2511(2) (c) 
and (d), but its language can be reformulated to increase 
coverage. 

As far as private persons are concerned, probably monitoring 
that involves only use of ordinary telephone equipment and no 
other device should be allowed generally, since it would be harsh 
to make simple listening on extension telephones a crime. It 
would make sense to continue and strengthen restrictions on the 
use of recorcl;:'lg devices, however, since these restrictions can 
supplement applicable criminal sanctions. Appropriate excep
tions should be recognized; but coverage should be broadened to 
reach any combination of telephone and recording device, not 
only the electrical connections reached by the present "beep
tone" rule. It might also be wise to limit the use of devices like 
transmitter cut-off switches to telephones as to which a substan
tial need for them can be demonstrated. When such devices are 
used to permit a third person to hear a conversation, notice 
should be provided. 
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CHAIRMAN ERICKSON: Professor Uviller. 
[Whereupon, Mr. Uviller was sworn by Chairman 

Erickson.] 

TESTIMONY OF H. RICHARD 
UVILLER, COLUMBIA UNIVERSITY 
SCHOOL OF LAW 

CHAIRMAN ERICKSON: Professor Uviller is 
also of Columbia School of Law, formerly Chief of 
the Appeals Bureau for the District Attorney in 
New York City, Frank Hogan. While there he ar
gued the Berger case for the State of New York in 
the United States Supreme Court. Professor Uviller 
believes, as I understand it, that the wiretapping 
statutes need considerable revision. 

And if you have an opening statement to make, 
we will listen with great interest. 

MR. UVILLER: Thank you, Mr. Chairman. 
I am pleased to be here and participate in your 

important work. I am also sensitive to the limits of 
patience and courtesy in proceedings of this nature. 
The hour is late, and I do appreciate the opportuni
ty to be able to say a few words before you adjourn. 

I have come in some haste and I was unable to 
submit to you in advance a written statement, but I 
have brought with me, and I believe you have now 
before you, a rather brief and somewhat informal, 
perhaps ill-documented summary of some of my 
comments and reactions to the law as it stands and 
to the principles which have concerned yon today 
and throughout these hearings. 

I intended to paraphrase or summarize that writ
ten document orally, but as I have been listening 
here today it hal> occurred to me that perhaps it 
would be br.:tter for iTIe to address some of the is
sues whic:.l have arisen during the colloquy that 
p::eceded my testimony and leave the document to 
speak for itself, inadequately as it may, on other 
matters. 

In introducing myself, I would have included 
among my rather sparse qualifications for this role 
the fact that I was the principal draftsman of an 
eavesdropping law for the State of New York which 
passed shortly before Title III became law and su
perseded it. It had perhaps the shortest life of any 
piece of legislation of this importance insofar as it 
became obsolete almost immediately upon its 
enactment. 

I feel that Title III in many respects conformed 
with my view of the matter at that time, although in 
many particulars the legislation for New York dif
fered from Title III. 

I will try to forget the pride of authorship which I 
felt at that time. However, there are a number of 

items in which I think I will inevitably revert to cho
ices made in that piece of legislation, which I still 
think are preferable to choices that are reflected in 
Title III. 

Let me open by commenting on some of the is
sues which have been raised during colloquy in 
reverse order. 

As I listened to my colleague, Kent Greenawalt, I 
almost wished that I could be in his place and ad
dress those very same questions from my own per
spective, not because I differ from him materially, 
but because I do think that they reach the heart of 
many of the crucial issues which confront you, and 
I would like very much to share with you my views. 

Indeed, I think that Professor Greenawalt and I 
share the same general approach and perspective 
on electronic surveillance, and as a preliminary 
matter perhaps I should try to identify my own po ; 
tion with respect to this device of law enforcement. 

I am among those who believe that electronic 
surveillance is a crucial tool for the investigation of 
a number of extremely important crimes and other 
social problems. 

I \/ould be extremely hesitant, despite the emo
tional appeal of much that General Clark has 
said-I would be extremely hesitant at this juncture 
to deprive law enforcement agencies of this device, 
and the very substantial benefits which I believe 
can be derived from its proper employment under 
proper supervision. 

So, consequently, I would have to agree with the 
Chairman and say that I am one who approves of 
electronic surveillance. I do not see any necessary 
antipathy between electronic surveillance and other 
forms of search and seizure or between the Fourth 
Amendment and eavesdropping. 

I do believe, however, that electronic searches 
are peculiarly and particularly intrusive on some 
very important values of our society: fearless verbal 
intercourse. But I think that great as these intru
sions are, they are greater only in degree from the 
intrusions suffered by citizens through conventional 
search and seizure, and not different in kind. I think 
that they are, with some difficulty, admittedly, 
susceptible to the same sort of control and supervi
sion which the Fourth Amendment applies to con
ventional searches and seizures. 

To comment, then, on some of the issues which 
have been raised in previous colloquy, let me take 
up, first, if I may, since it is freshest in my mind, the 
notion of an expectation of privacy as the heart 
principle, the crucial principle, in these matters. 

In this I suspect that Professor Amsterdam is cor
rect when he states that the casual encapsulation of 
the Katz decision into the legend "expectation of 
privacy" is facile, if not erroneous. I don't think 
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that the Supreme Court intended or could have in
tended tq describe the Fourth Amendment as pro
tecting only those aspects of one's personal life in 
which one has an expectation of privacy. 

If that were the case, then a citizen leaving an au
tomobile parked on the streets of New YOlk where 
there is substantial risk that it will be brok{:;n into 
would have no Fourth Amendment right against the 
police doing what a burglar is likely to do. 

If one lives in an area in which burglary is com
mon, one has no real expectation that the contents 
of one's home are immune from strangers' probing 
fingers; but even without that expectation, one cer
tainly could not argue that a search warrant was not 
necessary in those areas. 

CHAIRMAN ERICKSON: May I just ask at this 
.. point: Are you saying that the Fourth Amendment 
would offer some protection against burglary? I 
thought this was related to law enforcement person
nel. 

MR. UVILLER: I say the Katz interpretation of 
the Fourth Amendment cannot be taken to reflect 
the actual, real expectation of privacy or freedom 
from intrusion, because in many areas in many of 
our cities there is no real expectation of freedom 
from intrusion. There is no real expectation that the 
locks on one's front door or on one's car door will 
keep the world out. 

Consequently, we cannot take the Fourth 
Amendment as reflecting that unfortunate state of 
affairs, but rather, as 1 think Stewart intended it, 
the reasonable expectation of privacy, by which we 
mean the expectation which one is entitled to 
have-not the expectation of privacy that one ac
tually has. 

In that respect, it may be that Mr. Justice Harlan 
had a point when he said that one cannot divorce 
the reasonable expectation of privacy from the 
place in which the private conversation is held or 
the place in which the personal effects are stored. 

Speaking of the prison as a probi'.::m area, the 
reasonable expectation of privacy frequently fol
lows the law. That is to say, insofar as the courts 
have held that no warrant is necessary to intercept 
conversations between prisoners in prison, then 
prisoners have no reasonable expectation of privacy 
in those conversations. However, should the courts 
hold to the contrary, then the reasonable expecta
tion of privacy would foHow the law. 

In fact, when we say the Fourth Amendment pro
tects a reasonable or legitimate expectation of 
priv'!9, all we are really saying, I suppose, is that 
the Fourth Amendment protects privacy insofar as 
the iaw and the courts have accorded protection 1:0 

privacy in that particular place, or in communica
tions of that nature. 

So that the "expectation of privacy" tag or rubric 
for description of the scope of Fourth Amendment 
protection fails for circularity. The law protects 
what the law protects, and the law does not protect 
what the law does not protect. 

I find that a profitless course to follow in an at
tempt to determine such difficult issues as whether 
or not a search warrant is necessary to tail a man, 
perhaps tail a suspect by electronic devices; 
whether the Fourth Amendment protects one 
against telephoto lenses or, indeed, whether the 
Fourth Arn~ndment protects one against a faithless 
companion who is actually an undercover agent or 
police informant. 

It seems to me the only way in which we c.-m at
tempt to describe the protection of the Fourth 
Amendment is from first principles, that is to say, 
where and in what respect does a citizen have the 
right to reject intrusive curiosity of the state? 

I believe that there are a number of "public" and 
"private" distinctions that might be made, that is to 
say, what one does in public with its knowledge and 
expectation that the world at large would perceive 
him is hardly the sort of activity which one can 
claim is immune from police or official observation. 

That, perhaps, describes that area of tI-,e problem 
which Professor Blak~y asked Professor Greenawalt 
about, having to do with public meetings, public ac
tivity, and the like-·that is to say, public in the 
sense they take place in full view of an undif
ferentiated public. 

This line of reasoning might, however, lead to a 
startling conclusion with respt!ct to activities that 
take place in private, but with another individual. 
The so-called consensu3\1 eavesdropping which has 
concerned members of the Commission today is a 
communication with another person where the per
son being surveiled neither knows nor has reason to 
know that the person to whom he is communicating 
is, in fact, a police officer in disguise. 

It may well be that that situation, the Hoffa situa
tion, is as much of an intrusion on legitimate expec
tation of privacy as the use of electronic devices to 
reproduce the conversation more accurately. 

I see no distinction (I'm agreeing with the dissen
ters, in fact, in the White case) bet ..... een electronic 
surveillance or electronic recordl;ng, and the use of 
spies and informers. I am led to the conclusion that 
perhaps court supervision is required to use the 
recollection of a purposely implanted spy as ",'!Il as 
the recordir,g that is made with that person's 
knowledge and consent. 

AnJ I do not regard one of two conve:sants 
secretly taping a conversation as analogous to a 
third-party eavesdropping, but I do see it as very 
close to an unrecorded conversation which is being 
reported to police by a human agent. 
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I think there has also been some discussion here 
about the matter-

CHAIRMAN ERICKSON: Without trying to in
terrupt-· 

MR. UVILLER: I wish you would, Mr. Chair
man. 

CHAIRMAN ERICKSON: I would like you to 
give me the rationale for saying if I come to you, a 
friend of yours, and you tell me about a crime that 
has just been committed, and I have been sent there 
to talk to you by the police, why it would be that 
there should be a court order before I could talk ,0 

you to elicit this information, even though I go 
there on behalf of . he police? 

MR. UVILLE'. Well, as I SfiY, I see no dif
ference whether you are wired or unwired. Con
sequently, I have reached the same result, whether 
it was a question of your oral report or your 
recorded report-the same result. 

I do say that it is conceivable to me that in 
discussing the matter with another human being, 
any cith:.en is ent; .Jed to believe that that person is 
what he app~ars to be, that is to say, a private in
dividual. It is true he takes certain risks. He takes 
the risk that the person may turn against him in the 
future and prove to be faithless and go to the police 
and incriminate him. That is, I think a normal risk. 

But I do not think that we, as citizens, must take 
the risk that the person who appears to be an ordi
nary private person is, in fact, a covert police of
ficer, and consequently-

CHAIRMAN ERICKSON: Or was sent there by 
the police. 

MR. UVILLER: A police officer or agent of a 
police officer. In other words, I am simply turning 
around the human microphone analogy and saying 
that ",hen the police officers send a spy into a per
son's private life in order to perceive and report 
what he says, they are, in fact, installing a bug, a 
somewhat inaccurate bug, perhaps, but in effect a 
bug. And there is no reason to believe, as the court 
said in HoJJa, that that person is not only poten
tially faithless, but actually functioning as a police 
informant. 

I believe that in the Hoffa case the error was that 
the court said that it's part of one's daily life, that it 
is part of normal human intercOl.:rse, to assume the 
risk that another human in whom one confides will 
at some point under some circumstances confide 
that incriminating information to the authorities. 

CHAIRMAN ERICKSON: I think that was in 
Osborn, not Hoffa; am 1 right? 

MR. UVILLER: I could be wrong. I thought it 
was Hoffa. But in any event, that may well be true. 
Perhaps that is part of the normal risk, but I am not 
sure that it is part of the normal risk that we are all 

forced to take in effect that the person was pur
posefully sent by the police into one's company for 
this specific purpose. 

CHAIRMAN ERICKSON: Are you going so far 
as to say that there is a right of privacy between the 
conspirators? 

MR. UVILLER: There is no right of privacy 
between conspirators who are at the time of the 
conspiracy and communic:ition acting as private 
persons. But if one of those purported conspirators 
is aspy, an infiltrating police agent, 1 say that there 
may very well be. 

In other words, the court in Hoffa-it made no 
difference, they said, whether Part,n was purposely 
sent to spy on the defense camp or whether he 
spied for his own purposes and reported later spon
taneously. They said that was not the crucial issue. 

And where I say they may have taken a faise step 
is that may be a crucial issue. And where the police 
know enough in advance to obtain an inside ear or 
to send a police officer as a false confidant, that 
they have enough to get permission of a court to do 
so; and that sending a police agent secretly into the 
company of another may be sufficiently analogous 
to the planting of an electronic device, and sur
reptitiously and secretly, such that the analogy 
would require a court order. 

I am not suggesting, however, that is strictly 
within your mandate as far as we are speaking here 
of a report unaided by conventional electronic 
means, neither transmitted nor recorded, but 
simply reported by a spy. 

I do say t think there is a closer analogy between 
an electronic bug and a spy than there ;- between a 
body recorder and a bug. 

CHAIRMAN ERICKSON: Are you putting this 
more or less on the vein of an extension of entrap
ment, for example? 

MR. UVILLER: No, I think entrapment is entire
ly different. 

CHAIRMAN ERICKSON: I would think so. 
MR. UVILLER: Factually it may not be entirely 

different. It may be that the spy acts as an en
trapper, an agent provocateur, and the line is dif
ficu; .. to draw. 

But, at this point I am only speaking of the agent 
who passively participates in the conspiracy, 
specifically for the purpose of reporting conversa
tions to the authorities, acting, if you will, as a 
transmittal or memory device without electronic 
assistance. 

There has been also some colloquy here with 
respect to the limitation of electronic surveillance 
according to the crime being investigated. 

MR. BLAKEY: Professor, could I interrupt on 
that just to maintain the continuity of what we are 
talking about? 
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MR. UVILLER: Certainly. 
MR. BLAKEY: When you suggest that an infor

mant is a walking bug or a bug that wa!k£, I take it 
what yv<l are saying is not that we shouldn't use in
formants, but that we should subject them to judi
dal supervision? 

MR. UVILLER: Professor Blakey, I am a great 
believer in procedure, and it is not altogether 
naivete on my part, nor is it simply the formalistic 
virtues of complying with the language of the 
Fourth Amendment itself. 

I believe that there is great benefit in requiring 
resort to the courts, not so much because the in
dividual judge to whom the application is made 
will, in the large majority of cases, function as that 
neutral and detached magistrate which we all say 
he is, but rather because I believe it exercises a 
healthy restraint on administrative and law enforce
ment agencies to force them to put their suspicions 
in writing and to submit them in advance to some 
third party. 

Wholly apart from the internal scrutiny that may 
be exercised over affidavits within a good law en
forcement office, I simply think that reducing 
something to writing, putting it in a formal applica
tion which becomes a part of the official court 
record-

MR. BLAKEY: We don't need a judge for that, 
do we? We could have a recorder of affidavits who 
could file it and date-stamp it. 

r,,:'R. UVILLER: We could, and "ery largely that 
is the function that courts have performed. But 
often the prosecutor or police believe the judge is 
going to exercise some intelligent review, and per
haps they sometimes do. So I do like the system of 
SUbmitting applications to judges and making the 
applications as formal as possible before the fact, 
and subject to review after the fact. So I suggest the 
warrant procedure be extended rather than 
eliminating searches and seizures. 

MR. BLAKEY: You know the origins of the 
search warrant process. It is a very old institu
tion-the memory of man runneth not to the con
trary when it first appeared in common law history. 
It seems to have been sort of a writ of replevin to 
recover the stolen property. That was the kind of 
intellectual model around which the search warrant 
developed. 

That is not what we are talking about any more. 
We are performing entirely different things today 
by a warrant process in the 20th century than we 
did in the 16th, 

I would wonder how you would take things like 
probable cause and adapt them to what is a very 
different use of the warrant process. I refer now 
particularly to the consensuals, which have been a 
continuing problem for this Commission. 
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For example, one typical use that is made of con
sensuals is in narcotics cases. A Kel device is placed 
on an officer in order that other officers may moni
tor the transaction, not really to recover stolen pro
perty or some specific item, but rather to protect 
the life of the officer. 

And I am told by officers in tho; fi~ld that it 
would be difficult in all cases to show specifically 
case by case that there was a reasonable expecta
tion of danger, i.e., probable cause to believe that 
this officer on this occasion in this transaction 
might be subjected to violence. 

If I apply a traditional probable cause type st.an
dard saying that you can only use a Kel device 
where you have probable cause to believe that 
danger will occur, it seems to me in a significant 
number of cases you could not get a warrant to use 
the Kel device, and what we'd then be doing is ask
ing the officer to run an unnecessary, in my 
judgment, risk of physical danger. That certainly 
would have to be put in the balance against the 
privacy expectations of the party being overheard. 

I wonder if you'd comment on that problem, c:fld 
particularly the notion that should we apply proba
ble cause here like it has been applied in the past. 

MR. UVILLER: Yes. It is a very difficult matter. 
We certainly have, as you have indicated, rid our
selves of any lingering notions that the Fourth 
Amendment is applicable only to objects-the use 
of the words "things" in the Fourth Amendment 
notwithstanding. We now believe that words-even 
words that have not yet been uttered-are subject 
to search and to seizure by electronic transcription 
or otherwise. 

So too I think the probable cause standard, in
sofar' as i~ had a "strict construction" in the early 
times, has become a much more flexible notion. 

I used to think that probable cause meant at least 
a prediction was more likely to be true than not. I 
learned in the Peters case from the Supreme Court 
that that is not necessarily true. 

I used to think that there had to be a particular 
reason to believe that a particular intrusion would 
be productive before a warrant could issue. I 
learned from the Supreme Court in Camara that 
that is not necessarily true. 

The Fourth Amendment, it seems, can be 
satisfied and probable cause established merely by 
showing that a particular procedure is reasonable, 
that it is ~ppropriate in the circumstances, that it is 
not any more intrusive than is required by some 
regular sociai need or process. And I think t.ha.t the 
notion is today sufficiently adaptable, that 1t 1S al
most true that the first clause of the Fourth Amend
ment deaiing with unreasonable searches and 
seizures has become amalgamated with the term 



"probable ca'Jse" in the warrant clause, the second 
clause of the Fourth Amendment. 

There has been a lot of debate, as you well know, 
about the distinction between those two clauses and 
the relationship between the word "reasonable" in 
one and the term "probable cause" in the other. 

I am led to believe by recent decisions of the sort 
I mentioned that there is almost no distinction 
between those two concepts today, and therefore 
that probable cause couid be found merely upon a 
showing that the procedure was necessary for a 
1egitimate social purpose. 

By the way, that would be another criticism of 
the act which I think I mentioned in the statement, 
although I didn't plan to allude to it orally. And 
thjl'.t is this: The act seems to be focused on the 
at;':1Uisition of evidence of crime. 

MR. BLAKEY: Could we stick with this? 
CH \IRMAN ERICKSON: I would like to do this: 

Professor Blakey and I will be here until this hear
ing is over, but we have got a couple of people that 
won't be, so if we could get you to finish your 
prepared statement-

MR. REMINGTON: Mr. Chairman, don't think 
Chief Andersen and I have serious time problems. I 
don't have to leave until 7:00 o'clock. 

CHAIRMAN ERICKSON: ·Fine. 
For tne purposes of the record, the Draft of 

Testimony to the National Commission on Eaves
dropping b.:-ars the date of June 10, J 975, and may 
we file this as part of your testimony. 

MR. UVILLER: I apologize for the informal cap
tion on that, Mr. Chairman. It merely represents 
the haste in which it was prepared. 

[The document referred to follows.] 

STATEMENT OF H. RICHARD UVILLER 

COLUMBIA UNIVERSITY SCHOOL OF LAW 

Introduction 

( am pleased to have been invited to participate in the impor
tant matters covered by your mandate. Surely, one of the best 
features of the design Congress adopted for the regulation of 
electronic eavesdropping was the provision for periodic review 
and revision. You have already heard from many witnesses more 
scholarly, pragmatic, and devoted to the field of surveillance and 
privacy than 1. I am not at all confident that I will be able to con
tribute either analysis or experience as valuable as theirs. Yet, I 
can not resist the opportunity to offer some reactions and obser
vations of my own on this vital and controversial topic. 

Let me briefly introduce myself. ( am a member of the faculty 
at Columbia Law School. My field of principal pedagogical and 
scholarly interest is t:'e criminal process. Prior to joining the law 
faculty in 1968, ( was for 14 years a member of the staff of the 
late great Frank Hogan, District Attorney in the County of New 
York. As chief of his Appeals Bureau, ( had a hand in the formu
lation of office policy, as well as the review and argument of nu
merous cases. I had some exposure to the uses of eavesdropping 
in my contacts with the investigative bureaus of the office, and 

brought my full attention to the problem in the briefing and ar
gument to the Supreme Court of the case of Berger v. New York. 
Thereafter, I took a hand in the drafting of a statute for New 
York governing electronic surveillance. Although that statute 
became law in New York, it had a remarkably short life, for 
within a matter of days of its effective date, it was superseded by 
Title III of the Omnibus Crime Control and Safe Streets Act. 
While there were many similarities, there were several dif
ferences between the two pieces of legislation. I shall try not to 
let any lingering pride of authorship in the first enactment color 
my criticism of the Act which displaced it. 

Further, by way of introduction, I think I should attempt to 
state my general position with regard to electronic surveillance. I 
am among those who believe that, in a significant number of in
stances, acquiring evidence by electronic means is essential to 
the successful prosecution of important crim~s. Further, I be
lieve that a court order authorizing such an acquisition may be 
convincingly analogized to a warrant for a conventional search 
and seizure; in my opinion, there exists no necessary antipathy 
between the Fourth Amendment and eavesdropping. At the 
same time, I recognize (as we all do) -that this form of govern
ment activity is particularly threatening to personal privacy and 
the secure enjoyment of that inestimable value of a free society: 
fearless verbal intercourse. I know, too, that authorized eaves
dropping is particularly prone to abuse. I have witnessed the 
operation of the Law of Official Insatiability, the bottomless ap
petite of law enforcement agencies (and other government or
gans) for "intelligence" concerning the daily activities and af
fairs of large numbers of private citizens, groups, and business 
enterprises. Moreover, I acknowledge that electronic searches 
strain some precepts and traditions of Fourth Amendment law. 

Accordingly, I favor a specially and severely circumscribed 
statutory structure for the employment of electron.,: surveil
lance. In other word" the authorization is only as good as the 
limitations which accompany it. 

GENERAL PRINCIPLES 

I shall presently address several comments and criticisms to 
thp. specific provisions of the law under consideration. But first, 
let me attempt to enumerate what I deem the irreducible 
requisites of a wise and constitutional statute governing ("Icc
tronic surveillance: 

I. It should clearly and unambiguously withhold authority for 
all ventures seeking general or "strategic" intelligence concern
ing a suspect activity or target. To this principle, I would append 
only one possible exception covering investigations of peril to 
the "national security." And it must be obvious to all Americans 
in the present era that the term "national security" itself 
requires scrupulous and careful limitation by precise definition. 

2. Eavesdropping should be permitted only where there is a 
reliable basis for the belief that it will produce evidence essential 
for the prosecution of a particular crime, the apprehension of a 
particular individual, and the remedy or prevention of substan
tial harm. Law enforcement agencies should not have access to 
this extraordinary technique to acquire mere supplementary or 
cumulative evidence which might strengthen a case fit for 
prosecution without it. 

3. The statute must assure that in every instance of its employ
ment, surreptitious eavesdropping is actually and in fact a device 
of last resort. Mechanical recitation of a concJusory formula re
garding alternative investigatory methods should not suffice to 
actuate the extraordinary techniques of electronic surveillance. 
Only where it is demonstrated and determined that comparable 
evidence is unavailable and can not be obtained by other means 
should resort to electronic surveillance be authorized. 

4. Despite the multifarious activities of target criminals and 
the multi tiered structure of the "underworld," the law should 
reserve the [>eculiarly intrusive penetration of electronic sensors 
for cases of unusual gravity or situal::Jns of unusual and im-
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mediate danger. Moreover, Congress should not delegate to the 
state the composition of an unlimited list of crimes the investiga
tion of which warrants the use of electronic eavesdropping. The 
list is likely to be too inclusive, and the electronically aided in
vestigations too likely to probe common alld trivial instances of 
the designated crimes. 

5. Because one of the morc onerous aspects of the 
"generality" of eavesdropping inheres in the duration of the sur
veillance, and because "minimization" is difficult to achieve in 
other ways, the period of an initial reception should be as brief 
as poss;~le. In most cases, the order should be self-terminating 
upon the acquisition of the evidence sought. And the outer time 
limit on the effort to obtain evidence should be short. More im
portantly, extensions of the original order should not be readily 
granted, and in no case merely upon a renewal of the original 
application and a reiteration of the original bases for probable 
cause. Only upon a showing of new facts, from the original 
monitor or otherwise, should continued surveillance be 
authorized. A fruitless surveillance should never provide the 
reason for its continuation. 

6. Applications for eavesdropping orders should be made only 
by the superior prosecuting officer of the jurisdiction personally, 
or by a designated deputy acting in his stead in the absence of 
the senior official; never should a police or investigative agency 
official take the responsibility for initiating an electronic surveil
lance by application in his own name. 

7. All identifiable persons whose words have been intercepted 
by the eavesdrop should receive subsequent notice of the 
"seizure" regardless of whether they were named in the 
authorizing papers or eventually become defendants. Only for 
specially demonstrated cause should the court direct that such 
notice (or "inventory") be withheld. 

8. The code embracing all regulations should be as simple and 
generally comprehensible as possible; it should be framed unam
biguously, with careful precision, and in readily readable form. 

In the foregoing enumeration of basic tenets, I have con
sciously omitted a number of issues. These omissions do not 
reflect my lack of concern, but rather the difficulty of articulat
ing positions with regard to them. In addition to the matter of 
the definition and exemption of "national security" investiga
tions, these other matters include: 

I , coverage of extension telephones and party lines; 
2. extension to "pen-registers," commercial information 

relayed to or from computers, and like transmitted data other 
than personal "communications"; 

3. extension of the concept of "search and seizure" to the sur
reptitious recording or transmission by a consenting wired par
tkinant in an otherwise "private" conversation. 

SPECIFIC CRITICISM 

Let me now tum to a consideration of a few selected features 
of the current law wherein I believe reconsideration and revision 
may be advisable. I have tried in the paragraphs that follow to be 
brief and exhibit a due regard for the natural limits of patience 
and courtesy. I have therefore eschewed mention of matters of 
form and style only, although I consider these to be matters of 
some importance. Too, I have not fully supported my comments 
by argumentation or the citation of authority. And finally, I can 
not warrant that the following constitutes an exhaustive list of 
my discontents. 

By way of preface to my critical comments, let me say that I 
find much in the Act sound and commendable. At the very out
set, we should not overlook the excellent achievement of its 
enactment. We tend to forget how long and hard it was to secure 
a comprehensive regulation penalizing unlawful eavesdropping 
and allowing strictly circumscribed surveillances under court su
pervision. The old section 605 of the Communications Law was 
hardly an adequate piece of federal legislation for our electronic 
age. Thus, whatever its infirmities, whatever the scars of political 

compromise it may bear, we shOUld be duly thankful to have 
Title III to work with lind to improve upon. 

Nor is the Act a cheap or facile law. It is thorough and 
detailed. It is strong and comprehensive. At least on its face, the 
law has the teeth of enforcibility in its condemnation of unlawful 
electronic interceptions. 

H Last resort" 

I find the purpose of the Act plain and praiseworthy insofar as 
it regards authorized eavesdropping as a "last resort" measure. 
Sections 2518 (1)( c) and (3)( c) both express this feature, 
reserving the employment of the Act for those cases in which 
other "normal" means have been fruitlessly attempted or are ob
viously doomed or dangerous. I may be quibbling when I note in 
passing that the term "too dangerous" is somewhat uncertain as 
it stands. Danger is a normal ingredient of criminal investigation. 
Indeed, a surreptitious entry to execute an order for the installa
tion of a sensor might be regarded as a highly dangerous sortie. 1 
would therefore attempt to define "danger" at least in terms of 
the type of harm and the person imperiled to add credence to 
the choice of the electronic alternative. 

"Plain view" 

I also approve what I term the "plain view" acquisition section 
(§2S17[5]). I believe it fairly comports with evolved constitu
tional doctrine on (he subject. I regard the provision as wise and 
necessary from a policy perspective. And the additional 
safeguard of post-facto validation of the windfall acquisition af
fords an appropriate means of assuring a bona fide and good 
faith procedure rather than the sham and pretense which occa
sionally cause concern in the ordinary "plain view" situation. 

.. Minimization" 

Further, the Act's reference in Section 2518(5) to what has 
come to be called "minimization" was a wise, if somewhat 
casual, provision. 1 favor its retention. However, I do believe 
that, particularly in view of the attention this provision has 
received in recent litigation, it should be clarified in two 
respects: first, the nature of required Care against overbroad 
reception and recording should be slJecified; and second, the 
consequences of failure to take appropriate precau"nn should 
be determined. In other words, was it, and is it the intent of Con
gress that,an agent's failure to cease recording an irrelevant con
versation precludes the subsequent use in evidence of an in
criminating conversation recorded on a different day during the 
term of the interception? I gather that two lines of judicial 
thought are developing on the severability of indiscriminating 
execution. It is not an easy conflict to resolve, particularly in the 
light of the inherent uncertainty of proper procedures of 
minimization. But it requires careful legislative attention and ex
pression . 

.. Stl'ategic intelligence" 

Moving now to a number of specific provisions of the Act 
which occasion somewhat stronger doubts and misgivings, I 
should like to tackle first the important matter of the "strategic" 
or "intelligence" eavesdrop. On first encounter with Title 1Il, I 
thought that Congress had rebuffed the data-collectors, reserv
ing authorization for the evidence-seekers alone. On more care
ful reading and further reflection however, I am no longer con
fident that the Act by its terms does not tolerate the employment 
of electronic surveillance where there is probable cause to be
lieve that a particular individual will engage in a conversation 
revealing participation in, or the purpose to participate in a fu
ture crime of a designated sort. "Keeping tabs" on a suspect in 
this manner, listening and waiting for the evidence of a future 
crime, I regard as "strategic surveillance." If it is permitted 
under the Act, it should not be; if it is practiced under the Act 
(as it may be), the Act has failed in an important way. For, in 
my opinion, such open-ended searches are basically antithetical 
to the Fourth Amendment. 
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True, Section 2518, paras. (1 )(b)i, (3)(a), and (3)(b) all in
sist that the order relate to a particular offense which there are 
grounds to believe has been or will be committed, and direct the 
acquisition of a particular communication which there is cause 
to believe will be made in connection with that offense. And it 
may be thought at first gl-:. lee that the strict requirements of par
ticularity obviate the danger of a "general warrant." On closer 
inspection, however, the language becomes ambiguous or worse. 
I think the ambiguity inheres in the term "particular offense" 
used in the context of a future occurrence. If the future offense 
is known in advance with respect to its facts, that is, if the court 
and applicant can predict criminal behavior, the order to seize 
the evidence of it when it transpired would comport with the 
Constitution and my fears of "stategic intelligence" gathering 
are stilled. Where, however, the future criminal activity is pre
dicted only by its particular legal definition (e.g., the crime of 
"bribery," for example, rather than a particular payment to a 
particular person for a particular purpose), impermissible 
general surveillance is the result. I would, therefore, try to clarify 
the particularity requirement, strengthened perhaps by an ex
press exclusion of general searching, to bring the Act into con
formity with the Constitution and to serve notice on those who 
would employ it for strategic purposes. I hope in this regard that 
no serious violence is done to the original intent of the ct"raft
smen whose comments in the history of the bill allow some room 
for doubt. 

"Type of communication" 

Another aspect of the requirement of particularity is the 
description of the evidence sought by the search. For many, this 
is the major sticking point in the effort to insert electronic eaves
dropping into the framework of the Fourth Amendment. I do not 
regard it as impossible to describe with constitutional particulari
ty oral evidence before it is uttered. But I seriously doubt 
whether the language of Section 25 I 8 (l)(b)iii adequately in
structs the applicant on this element of particularity. He is then 
told only to supply a "particular description of the type of com
munications sought to be intercepted." The critical word, type, is 
undefined and, presumably, might be satisfied by the single 
descriptive word, "oral". Things are somewhat improved by Sec
tion 251':l (4)(c) which adds,the requirement that the intercep
tion order specify the "particular offense to which it relates." 
But even this addition, as worded, falls short, I think. The es
sence of the matter, of course, is that the direction to the police 
must be SUfficiently clear and exclusive to allow him to recog
nize the communication sought and to reject all other intercep
tions with a minimum of judgment and discretion. Thus I believe 
that the Constitution requires a prediction of the contents of the 
communication-not verbatim, of course but in substance. 

Crime list 

I understand that before this Commission, as elsewhere, a 
major issue has become the listing of crimes the investigation of 
'vhich may be pursued by eavesdropping. Particularly Section 
2516(2) directed tG state and local governments enables law en
forcement agencies (under liberal state statutes) to employ this 
extraordinary device to gather evidence of the most ordinary 
and trivial offenses. Although I see some facial ambiguity in 
whether the felony limitation applies to the enumerated crimes 
or only to the final "dangerous to life, limb or property" catego
ry, the Act seems to have been read to permit a state to 
authorize electronic surveillance for virtually any investigation. 
And the reports of the states strongly suggest that interceptions 
have been made preponderantly in minor gambling cases. For 
those who expected that monetary exigencies would naturally 
limit the use of expensive monitors in minor cases, it seems the 
economics of law enforcement do not obey such inhibitions. 
Even \he most trivial vice investigation, it is said, may lead to a 
figure of importance in organized crime, and you have to begin 

somewhere. Perhaps there is sufficient force and merit to this 
contention to meet the objections of those who complain about 
hunting mosquitoes with elephant guns. Yet, I too am offended 
by the broad employment of this singularly intrusive technique 
where the immediate quarry rarely warrants serious social con
cern. 

In my original design for the law of New York, I considered 
the device of enumerating crimes believed serious enough to jus
tify electronic investigation. I rejected it on grounds which I still 
believe are valid. Simply, a particular instance of almost any 
criminal conduct may be serious enough to merit eavesdropping, 
but every instance of the crime in ques"im surely is not. And to 
enumerate every crime, as Title III doe \~ of course no limita
tion at all. My alternative, while flawed, I believe to be prefera
ble. I required that the applicant, being a highly visible and 
politically responsible official: the chief law enforcement officer 
of the jurisdiction in question, represent in his application to the 
court that the matter he was investigating was a crime "of seri
ous significance to the welfare of the community or involves risk 
of substantial harm to individuals, and that the issuance of the 
eavesdropping warrant would be in the interests of justice." 
Although such an averral may not be judicially tested and ac
cords considerable power to the applicant, I thought that the 
best safeguard against indiscriminate incursions on the liberty of 
citizens was in the political process itself. Hence, I would have 
the responsible official stand before his constituents on his 
record of wisdom and care in the official exercise of his discre
tion in this matter as he must in the vast and unreviewed areas of 
prosecutorial discretion generally. I continue to think that the 
matter of gravity of the matter under investigation must be ad
dressed on a case-by-case, rather than crime-by-crime basis. 

Duration and renewal of orders 

Another issue of prominence in the debate on electronic sur
veillance addresses the proper duration of an installation. And 
well it might, for here the Act is generous to a fault. Although 
the Act warns that an eavesdrop shall not be in operation longer 
than necessary to achieve its object, the initial order may remain 
in effect for thirty days and, whether productive or not, the sur
veillance may be extended virtually without limit on little more 
than the original demonstration of probable cause. There is 
some suggestion in Section 2518(1 led) that absent special al
legations of probable cause to believe that the monitor will be 
continually productive, authorization terminates upon thl" first 
reception of the desired evidence. It is difficult, however. I" find 
elsewhere in the Act a clear statement to the effect th<., ;pto
matic self-termination is the normal and preferred fom of an 
authorization. Moreover, I believe that, in practice, fuJI term or
ders are routinely sought and routinely granted. In my opinion, 
this is not as it should be. 

Although orders are most frequently obtained in the investiga
tion of continuing conspiracies, it should not be the purpose of 
the surveillance to acquire all the evidence possible but rather to 
seek essential evidence only. (Parenthetically, I should say at 
this point that I fault the Act for its failure to require that the 
evidence sought be essential to the maintenance of the prosecu
tion for which it is sough t, or for the apprehension of the defen
dant.) Thus the Act should clearly indicate that, absent special 
circumstances, the authorization shall automatically lapse upon 
the first acquisition of the evidence sought regard.less of what ad
ditional, different, or cumulative evidence might be reasonably 
expected thereafter. 

Concerning the maximum time period allm,'able for the initial 
request, any choice is of necessity arbitrary. Yet, I must say that 
thirty days strikes me as unduly long, particularly in light of the 
generous provision for renewal. I chose fifteen days in my draft, 
and I am ready to adhere to that figure. I would also limit 
(perhaps "minimize" is an appropriate word here) the intrusion 
by advising that normally the authorization should be good only 
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for certain portions of each day of its life. Most applicants 
should be able to predict the hours of the day in which the 
sought conversation is most likely to occur and the Act should 
require that they do so. Eavesdrop orders should therefore be in
termittent as a general rule. 

Equally important to the question of temporal overbreadth is 
the matter of renewals. Regrettably, this is not a subject handled 
with much care or precision in the Act. Paragraph (5) of Section 
2518 discusses extensions, leaving some doubt initially as to 
whether more than one 30-day extension is allowable. Beyond 
this ambiguity, (which has not greatly bothered the courts) the 
provision strongly implies that an extension may be granted lar
gely on the same basis as the original order. Only clause (f) of 
Section 2518 (I) adds a requirement for the renewal applica
tion: the results of the initial monitor must be stated or a 
reasonable explanation offered for its failure. One would sup
pose, then, that resubmission of the original application, accom
panied by a report of useful interceptions to date or a plausible 
reason why the lack of them has not dimmed prosecutorial 
hopes, would suffice to extend the authorization. To me, this 
spells little short of interminable authority. Surely, time limits 
have a more important restrictive function than to put the appli
cant and the complaint judge to the bother of reprocessing 
papers. As I have already indicated, I would require that no 
renewal be granted absent some new and additional cause tb be
lieve that essential evidence could be acquired during the suc
ceeding term of the order. In other words, it is to be presumed 
that the probable cause upon which the original application was 
granted was cause to believe only that the communication would 
occur within the fortnight following; new reasons should be 
required to sustain the belief that the monitor will be productive 
during any other period of time. 

Notice 

The Constitution itself does not provide for notice of a search 
and seizure nor for an inventory of the matters seized if any. 
Yet, as Berger v. New New York made clear, furnishing such in
formation to the person who suffered the search and seizure has 
become an important part of the proper execution of lawful 
search. The matter of notice and inventory is handled in the Act 
by Section 251S(S)(d), where it is provided that persons named 
in the order are to receive post-facto notice of the fact, date, and 
period of the order plus the "fact that ... communications were 
or were not intercepted." This minimal requirement may be en
larged by the judge who is accorded discretion to extend notice 
to other parties to the communications, or to include portions of 
'he intercepted communications. This provision appears to me 
an unnecessarily and perhaps improperly narrow allowance for 
notice. With provision for deferral of notice where necessary, I 
see no reason to deprive all parties to intercepted communica
tions (so far as their identity may be determined) of full disclo
sure. Further, they should be entitled as a matter of right to 
receive not only notice of the "fact" that their words were sur
reptitiously intercepted, but eventually a transcript of the com
munications int.ercepted. 

Suppression 

The Act is unusual in that it incorporates its own provision for 
a motion to suppress evidence unlawfully intercepted. The statu
tory description of the remedy however, I regard as inadequate 
in several particulars. At the very first, the grounds for suppres
sion enumerated in Section 2518( 10)(a) i, ii, and iii seem un
clear to me. If the first of them does not include the second two, 
I am at a loss to understand its meaning. I hesitate to believe that 
hidden in its bland language is some pronouncement on the vital 
question of whether the motion to suppress will penetrate the 
face of the supporting affidavit and reach perjurious or inaccu
rate allegations of fact. Insofar as the statute adds to the conven
tional lore of suppression motions under the Fourth Amend-

ment, I should like most to have a clear answer to this troubling 
and uncertain problem. 

The same paragraph, para. (lO)(a), states the effect of a 
granted motion but does so in a most peculiar fashion: the con
tents of the eavesdrop and its fruit "shall be treated as having 
been obtained in violation of this chapter." If one is tempted by 
this language to suppose that anything more or different than 
evidentiary exclusion is intended, the exemption from civil lia
bility in Section 2520 cuts off that consequence. Moreover, the 
prohibition against evidentiary use embodied in Section 2515 
appears to conflict with the consequence of granting a motion to 
suppress under Section 2518( 10)(a). While the latter provision 
expressly applies to fruit (as it must), Section 2515 mandates ex
clusion only if "disclosure" would be in violation of the chaptet. 
And Section 2511 decrees disclosure to be a violation only if the 
person disclosing knows or has reason to know that the source of 
the information was an unlawful interception. It may therefore 
be argued that a witness whose evidence was obtained by ex
ploitation of an illegal interception may testify nonetheless if 
that witness neither knows nor has reason to know that motion 
was granted suppressing the evidence as the product of an illegal 
interception. This result, r confess, is so absurd and unlikely that 
it does little more than point up the awkardness in drafting of 
the several provisions dealing with suppression and the exclusion 
of unlawfully acquired electronic evidence. 

Surreptitious entry 

The Act as it stands contains no prOVISIOn specifically 
authorizing executing officers to make secret entry upon 
premises for the purpose of installing, moving, or removing an 
electronic sensor. Some eminent commentator, while seeing no 
contitutional infirmity in the use of hidden microphones as such, 
strongly condemn the clandestine physical entry required to 
place the instruments. While [ do not share this view, I do be
lieve that surreptitious entry into private premises constitutes an 
event of some significance. Hence, I would strongly advise that 
the law provide that in any case where such entry is required to 
effectuate the authorized interception, the court be informed of 
the manner in which the entry is proposed to be accomplished 
and the location selected for the device. The Act should then 
direct that the court specifically authorize in the warrant the ap
propriate and limited physical intrusion necessary. 

Emergency installations 

I have no quarrel with the emergency provIsIon of ~ection 
251S(7) as such. [believe that there may be occasions when an 
immediate and temporary eavesdrop is both necessary and 
justifiable, and the subsequent application for retrospective 
validation accords sufficient assurances against abuse. However, 
I do have two quarrels with the section as now formulated. The 
first is that the word "emergency" is defined neither in the sec
tion itself nor in the definition section. Undefined, it has vast and 
variable connotations, to law enforcement officers in pursuit of 
evidence or a defendant, many situations appear to require im
mediate measures of detection. I do not believe we can afford to 
leave the choice of using eavesdrops without prior approval to 
the discretion of officers in their unguided, subjective perception 
of emergency Of necessity. Moreover, I think the term is 
susceptible of meaningful delineation. Hence a definition should 
be drafted. 

Second, I do not care for the limitation of emergency installa
tion to "conspiratorial activities threatening the national security 
interest or .•. characteristic of organized crime." On the one 
side, I regard the two descriptions as vague; on the other I see no 
reason why an emergency installation is not as readily justified 
for the detection of unlawful activities other than those which 
the Act attempts to single out as specially important. Since I 
would allow eavesdropping only for specially grave and threaten
ing criminal behavior in any event, I would append no super-
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gravity requirement to the employment of temporary pre-or
dered interceptions. 

Acquisition of information other than evidence 

Finally, I am more than somewhat mystified by the Act's 
seemingly exclusive concern with the acquisition of evidence of 
crime. At least in Section 2516, it appears that eavesdropping is 
sanctioned only for the purpose of gathering proof of an offense. 
I can conceive of several equally vital and legitimate purposes. 
Perhaps most of them might be squeezed into the evidence-of
crime rubric, but I believe they are essentially different and 
should be expressly and separately sanctioned. I have in mind in
terceptions authorized to obtain information leading to or 
facilitating the apprehension of a fugitive defendant, the rescue 
of a victim, or the location and recovery of deadly devices or 
substances, or the proceeds of crime. In each instance, sufficient 
proof of the commission of the crime may be in hand, but 
powerful concerns command law enforcement officers to act 
further in the interests of public safety and the protection of per
son or property. If all other requirements of the law are met, I 
see no reason why electronic probes should be unavailable to 
these hnportant purposes. 

Thank you. 

MR. UVILLER: I don't have, as I indicated, a 
formal statement. I think it would be straining your 
patience to hear me at length on any of the matters 
covered in there. I had intended only to touch on 
the following subjects which I will mention as sub
jects, and then I will be perfectly happy, if it pleases 
the chair, to continue. 

CHAIRMAN ERICKSON: Fine. As a matter of 
fact, if you'd like to continue now and answer 
Professor Blakey'S questions, since the time restric
tions I thought we were facing have been somewhat 
alleviated, we can then go back to your prepared 
remarks. 

MR. BLAKEY: Professor Uviller, what you have 
to understand is that· all narcotics transactions 
themselves may be generally dangerous and the Kel 
device is a reasonably effective measure, and there
fore it would not be reasonable to require, case by 
case, probable cause to expect a showing of par
ticularized danger, 

. MR. UVILLER: I hate to endorse that, Professor 
Blakey, just because I have difficulty with the act in 
its requirement particularly in other respects. 

MR. BLAKEY: Forget the act. It is not what the 
Constitution says either, but how should we draft a 
warrant process for consensuals? The existing act is 
not drafted for that at all. 

MR. UVILLER: I would say there has to be a 
showing of probable cause to believe that there is 
danger in this particular transaction. But I do be
lieve that probable cause can be derived from a 
creditable representation that danger is common
place. 

MR, BLAKEY: Common in this class of cases? 
MR. UVILLER: In this class of transactions. 

MR. BLAKEY: You know, of course, there is a 
great argument among circuits, and between New 
York State and California, for example, in the no
knock area. The New York Court of Appeals held 
that a class showing of danger of destruction of 
evidence was sufficient, whereas the Supreme 
Court of California requires showing of destruction 
case by case. 

MR. UVILLER: There is danger in everything a 
police officer does. Certainly the breaking and en
tering as it has been described (I think that is the 
wrong term by the way, to describe a police officer 
executing a lawful order), the clandestine breach of 
private premises for installing a microphone is an 
activity fraught with danger for the police officer. 
But merely because it is dangerous does not change 
the lawfulness of the activity, or of measures 
designed to enhance safety. Rendering a suspect 
unconscious at the moment of arrest may reduce 
dGlnger, but is not acceptable on that account. 
Rather I should say that probable cause requires a 
demonstration that the particular circumstances 
threaten harm of a particular sort to a particular 
person. Based on prior police experience in similar 
circumstances, as well as general judicial ex
perience, the remote threat should be screened 
from the likely harm, the slight from the serious 
danger. 

MR. BLAKEY: The second major area where 
our hearing record indicates consensuals have been 
used is in the Osborn-type situation, where an infor
mant comes in and makes an allegation against 
Tommy Osborn who was at that time, I guess, ex
pected to become president of the Tennessee Bar 
Association, clearly a leading member of the bar. 
The informant, Vick, himself, would be fairly 
described as a "disreputable character. " The 
government could not have said, "Based on reliable 
information r have received from a reliable infor
mant, etc, and that I believe if Vick is wired for 
sound and talks with Tommy Osborn relating to 
jury bribery, etc." Instead, the purpose of sending 
Vick back was to verify his credibility. They could 
not have sworn out anything aboui. his credibility 
before that or said that his information was believa
ble. 

If you apply a strict Spinelli-type rule, verifica
tion by consensuals could not be used. Would you 
apply a strict verification rule? 

MR. UVILLER: A strict probable cause test as in 
third-party eavesdropping to a consensual? 

MR. BLAKEY: That is correct. 
MR. UVILLER: No, clearly not. I think one of 

the principal purposes of consensual eavesdropping 
is to verify the story of an inherently suspect or in
credible informant, and perhaps one of the best 
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justifications for the use of body recorders is that 
purpose. 

MR. BLAKEY: So again you'd give a dynamic 
construction to probable cause. 

MR. UVILLER: Yes. But again I would say that 
insofar as expectations of privacy or legitimate and 
reasonable expectations of privacy govern the 
Fourth Amendment, some court supervision, some 
approval by a judge of police using this artificial 
transmission device, might be legitimate. But you 
see, Professor Blakey, I don't want to push that too 
hard because with that there should have been an 
order for Vick even if he weren't wired. 

MR. BLAKEY: I have a great deal of trouble 
with Hoffa and distinguishing Hoffa from Berger, 
and the more I think about it, history alone gives 
me the reason for saying I must have a warrant in 
Berger and not in Hoffa. 

Let me go on, though, to, I guess, the last link in 
the chain of discussion. 

I take it from your prepared statement that you 
have no difficulty, as a matter of principle, in the 
application of the emergency doctrine, the hot pur
suit doctrine, to third-part nonconsensual surveil
lance. 

MR. UVILLER: Correct. 
MR. BLAKEY: Am I correct you'd have no 

problem with a similar rule in the consensual ones? 
MR. UVILLER: Correct. 
MR. BLAKEY: The cops couldn't get there in 

time-wire a man and send him in anyway. 
MR. UVILLER: Right. I do like the intermediate 

step of telephone warrants or something ap
proaching a telephone warrant. But I have no quar
rel with emergency tapping. I regard that as pretty 
much of an academic matter, however, because as I 
conceive of a properly drawn statute, the number 
of instances in which that would be used would be 
minuscule. 

I regard it as simply an extraordinary emergency 
device. 

MR. BLAKEY: You mean nonconsensuals? 
MR. UVILLER: In either instance. It is 

something which is conceivable, but extraordinary 
in the true sense. The court in Katz couldn't con
ceive of it at all. Perhaps it is inconceivable. But 
nonetheless, I see no reason for denying the possi
bility if true emergency necessity should occur in 
the future. 

MR. BLAKEY: For whatever it's worth, the 
statistics that the Department of Justice has given 
us has indicated that their prosecutor approval pol
icy in consensuals indicates approximately 50 per 
cent of some more than 5,000-since I guess about 
1969-had to be approved on an emergency basis. 
That is, there was no time to get prosecutor ap-

proval. So approximately over half of the consen
suals they conducted with the system of prosecutor 
approval, there was no time to get the approval of 
the prosecutor. 

MR. UVILLER: There is no argument with the 
fact, but that seems to me odd. What I have seen of 
the use of wired informants leads me to believe that 
this is usually a very deliberate and carefully
thought-out plan. It takes some time to wire the 
person, to instruct him in the use of the equipment 
and so forth, and during that period of time it is 
quite possible, it seems to me, to get a warrant. 

MR. BLAKEY: Let me explore another question 
with you. 

You have echoed the suggestion made by Profes
sor Greenawalt that all the people overheard be 
notified, at least insofar as they are identifiable. 

Let me raise this problem with you. I raised with 
Professor Greenawalt the problem of notifying you 
in such a way that privacy is ruptured between you 
and your wife or you and your creditors. Professor 
Greenawalt raised the problem of distrust because 
you learned the party you were talking to might be 
engaged in criminal conduct. 

Let me raise a third problem with you. For the 
police or any law enforcement system to give that 
notification they'd have to set up some sort of filing 
system. In other words, if they didn't know you and 
you were an uninteresting character in the in
vestigation anyway, they'd make no effort to identi
fy you, just let you pass. 

If I understand your suggestion, what you want 
them to do is make an effort to identify you. Having 
made that effort to identify you, I take it you'd go 
in what is the electronic surveillance index in the 
FBI, and you'd go in that index for two purposes: 
First, so you could notice under the inventory 
procedure; and second, you'd also go in that index 
so that the government could later respond that you 
had been involved in an electronic surveillance. 

Consequently, the policy that you are suggesting, 
that is, automatic notice to all identifiable peo
ple-and I take the meaning of "identifiable" not 
only those that you know but those with reasonable 
effort you can know-would unnecessarily put hun
dreds, maybe hundreds of thousands of citizens into 
a central index. Their names would be laying in 
there. 

Do you see any problem here since I take it that 
a number of citizens would have a reasonable ex
pectation of privacy that their names would not be 
in government files? 

MR. UVILLER: Well, you have the advantage of 
me there since I have no idea what this central 
index is like or whether or not it is less desirable to 
insert him in that index in order to get information 
out of it. 
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Frankly, it had not occurred to me that efforts to 
identify the participants, the anonymous partici
pants, in overheard conversations would be inde
pendent investigations of ~hat nature. It simply oc
curs to me that if something is brought against one 
of the several known occupants of those premises 
and microphones installed and recordings of all 
those conversations . . .. 

MR. BLAKEY: Those cases are easy, but what of 
a prostitute's calls involving all her "Johns." 

MR. UVILLER: And those who call a prostitute 
would be unidentifiable callers unless they give 
their names and addresses and they would not 
receive notice. 

MR. BLAKEY: If they came with identification, 
give them notice, but you wouldn't make any addi
tional efforts to identify them. 

MR. UVILLER: I would [Jay that is right, not any 
extraordinary efforts. 

MR. BLAKEY: The same thing with the gam
blers. Maybe hundreds are calling in. The gambler 
is identified; the player is not. 

MR. UVILLER: People calling in anonymously, 
it seems to me, are not identifiable participants un
less the voice is actually recognized. 

MR. BLAKEY: There is a difference between the 
word "identified" and "identifiable." You want 
notices to everyone who was identified. What your 
paper says is "everybody who is identifiable." 

MR. UVILLER: You are probably correct in 
calling me on that. I meant "identifiable" but I 
meant identifiable by use of ordinary knowledge, 
perception, and intelligence, such as the other oc
cupants who, though not named themselves, are 
known to be visitors-

MR. UVILLER: Willful blindness, I would say, 
would be the proper standard. 

MR. BLAKEY: Doesn't the Escandar problem 
come in there? 

MR. UVILLER: I am not talking about motions 
to suppress. 

CHAIRMAN ERICKSON: I understand. I am just 
looking at the practical aspects. 

MR. UVILLER: I think you are pretty much 
stuck with Escandar. You mean if there is a nonpar
ticipant who is a subscriber to the telephone that is 
being surveilled, should the subscriber nonpartici
pant receive notice of all the conversations over his 
telephone. 

CHAIRMAN ERICKSON: That is right. It would 
bother me very much, and particularly-

MR. UVILLER: My feeling, of course, is that it is 
those holding the conversation that get the trans
cript of it, not those who pay the rent on the instru
ment. 

CHAIRMAN ERICKSON: I wonder if we can 
turn to Professor Remington and get his views since 
we are going to try to exhaust you on direct ex
amination by both Professor Remington, Chief An
dersen, and Judge Shientag. 

MR. REMINGTON: Eadier in your statement I 
think you said in your view the search for physical 
evidence in the court-authorized electronic surveil
lance raised basically the same type of issue: Is that 
a fair statement? 

MR. UVILLER: Yes. I said I found a certain 
strain, but not impossibility. 

MR. REMINGTON: As I listened to Ramsey 
Clark this morning, it seemed to me he was saying 
two things; One, he was clearly saying that there is 
a difference. Secondly, he was saying the difference 
in the physical search under Rule 41 is a transitory 
thing which may have an impact on the individual, 
but does so in a limited time frame, and apparently 
is gotten over relatively quickly. The authorized 
electronic surveillance has a much more continu
ing, I think he was saying, impact on society 
generally, which does not result from physical 
search. And therefore, he saw the electronic sur
veillance as a much greater threat to the kind of 
society which he would like to see in this country 
than he saw the physical search. 

How would you respond to that assertion on his 
part, if, indeed, that is his assertion? 

MR. UVILLER: Well, he is privileged to have 
some direct associations with those who fear elec
tronic surveillance, I suspect, more than the people 
that I come in contact with. And I certianly 
couldn't quarrel with his report as to their feelings. 

For myself and the people around me, I suspect 
we feel it is potentially a greater instrusion on those 
aspects of our life we'd like to keep private, to have 
the physical possessions or contents of our offices 
and homes rummaged through than to have our 
telephone conversations listened to, which are for 
the most part rather innocuous-if private, 
nonetheless innocuous. 

But mainly I think my problem, as I listened to 
General Clark, was that the fear, the chill effect of 
electronic surveillance on freedom and verbal inter
course is largely the fear of illicit or unlawful elec
tronic surveillance. And I don't think he made a 
clear distinction between those court-ordered sur
veillances which presumably are limited and brief 
and based on pro bable cause and the sort of 
general intelligence surveillance or illicit, illegal, 
unlawful, criminal eavesdropping which has caused 
a good deal of concern. 

Many people who are afraid their telephones are 
being tapped are businessmen and lawyers, per
haps, and others, who are not afraid that law en-
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forcement officers are tapping them, but that busi
ness rivals or others who may be potential extor
tionists and others are at work. 

I think the chilling effect of electronic surveil
lance comes in large measure from the technology, 
from the wonderful world which provides for 
everybody his own little device to attach to his own 
telephone and secretly record conversations. 

Therefore, I think to a certain extent the 
paranoia, the unwarranted fear of surveillance and 
interception is not the product of lawful eaves
dropping or statutes authorizing it at all and is false
ly ascribed to it. 

That doesn't mean to say there isn't some fear. 
And I have indicated, I think, in my paper, and I'd 
like to underscore just briefly, that I think elec
tronic surveillance-the act, the law, the statute-is 
only as ,~')od as its limitations and at present I do 
not think it's sufficiently limited. I believe there is 
far too much authority, particularly in the hands of 
state aGd local governments, to conduct electronic 
surveillances for what seem to me to be infamous, 
the gathering of evidence in relatively trivial mat
ters. 

And more important-and let me make this 
point, too-I thought when I first read this act-and 
I think I have probably said without sufficient 
thought-that general surveillance, strategic intel
ligence, is no longer a permissible object of elec
tronic eavesdropping. 

Primarily the electronic surveillance carried on 
by the Federal Bureau of Investigation prior to 
1968 was for the purpose of getting information. It 
was to keep informed. 

And I have myself witnessed-and I think it still 
continues in some quarters-law enforcement of
ficers who believe that it is essential to their func
tion to keep tabs on people, organizations, and ac
tivities. And they may be people who are believed 
to be part of the underworld. They may be people 
who are believed to be subversives. I don't quarrel 
with the good faith of these law enforcement ef
forts, but I do think that the purpose of electronic 
surveillance is principally that of gathering data and 
not of getting evidence, and information for 
prosecution. 

It is that kind of general surveillance, that open
ended strategic use of electronic surveillance, that I 
regard as in sharp contrast with the principles of 
the Fourth Amendment. To me that is the closest 
analogue to a general warrant or writ of assistance 
that could be imagined in the electronic area. 

I don't think, now that I have read it more care
fully, that the present Title HI is clear enough in 
outlawing the use of electronic surveillance for in
telligence purposes. And I think I have 

identified-and perhaps not as clearly as I might-1 
think I have identified the ambiguous provision 
which allows a law enforcement agency today to 
stand up and say, "I can particularly identify the 
crime and show probable cause that this person in 
the future will commit the crime, and sit on the tap 
until he com.nits it." That, to me, is general intel
ligence eavesdropping that should not be permitted. 
But I know the argument is made that it is tolerated 
by the act. 

I think the use of electronic surveilJ.ance should 
be limited to crimes of unusual gravity with im
mediate danger of a serious sort, and for a limited 
period of time, but more importantly shoukl be 
limited to the expectation of a future crime which 
can be identified according to its facts, not accord~ 
ing to its generic type. 

I am not permitted to sit here on my wiretap until 
the crime of bribery takes place. I have not 
identified with particularity the crime if I say it's 
bribery. It seems to me I should have to say who is 
paying the money to whom before I have limited it 
with particularity. 

MR. REMINGTON: In your view is the risk of 
abuse which you have identified as a mattf'r of con
cern, greater or less if there is narrowly prescribed 
authority to conduct lawful electronic surveillance? 
In other words, given the choice between outright 
prohibition and the way you would like to see it 
limited-in which of those two situations is there 
more likely to be impermissible, unlawful, elec
tronic surveillance? 

MR. UVILLER: Well, as I regard abuse, I would 
say that there was a great deal more abuse before 
1968, before the enactment of the statute. I think 
one of the achievements of the COIJgress was to 
enact the statute to bring electronic surveillance 
within a regulatory scheme. Before that, I am sure 
it was abused, unregulated, unguided, and I assume, 
in that sense, deplorable. 

I tend to believe-I mean it is my faith that most 
prosecutors, and indeed a good many investigative 
agencies, try in good faith to conform to the law as 
they understand it. I am a great believer in clarity 
and specificity in a statute such as thi!l because I 
think the clearer you are, the more likely you are to 
get conformity. 

This is not the case of a police officer in hot pur
suit. This is an instance in which the chief prosecut
ing officer of a jurisdiction must vouch for the ac
tivity in advance. I think they must read the statute 
very carefully, and I think they will try to comply. I 
think if you will give them limited authority, cir
cumscribed, the possibilities of abuse will be 
reduced. 
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MR. REMINGTON: r think one other argument 
that was made in the direction of supporting the 
proposition that a physical search is quite different 
from an electronic surveillance is the argument that 
whereas the physical search raises only Fourth 
Amendment types of issues, the electronic surveil
lance also brings up First Amendment issues, and 
therefore they ought to be dealt with quite dif
ferently, and that they do not, in fact, raise issues of 
a similar nature with regard to liberty; that the 
freedom to express ideas is qualitatively much more 
important to a democratic society than the freedom 
from unlawful intrusion, however important that 
may be. 

I take it yOll don't feel that difference, to the ex
tent it exists at all, is sufficiently important in _ our 
view to cause you to conclude that they are entirely 
different. 

MR. UVILLER: Right. I am no expert on the 
First Amendment, but I must say I always thought it 
was directed to public speech and publishing of 
things, rather than private speech between two in
dividuals in a secluded circumstance. 

I agree that the verbal expression in speech, like 
written expression of ideas, is a matter of special 
concern. The Supreme Court has more or less dis
entangled an overlap between Fifth and Fourth 
Amendments in this special area, and I think the 
search for written evidence is regarded as being a 
Fourth Amendment problem entirely. And insofar 
as the search for written evidence is Fourth 
Amendment only, it seems to me the search for 
words in otherwise private circumstances is a 
Fourth Amendment problem too. I don't believe 
the absolute language of the First Amendment trou
bles this analysis greatly. 

MR. REMINGTON: Shouldn't the effort to have 
a statute which narrowly proscribes the authori
ty-do you see an alternative to merely listing the 
crimes? Is there a more effective way of limiting the 
authority? 

MR. UVIL T .ER: Yes, that is one of the items I 
wanted to say a word on myself. 

As you indicated in your question before, the list
ing of crimes as the means for expressing legislative 
judgment on unusual circumstances is very un
satisfactory. It is not only the fact that this act has 
been reduced in effect to a shambles by the broad 
scale authorizations to states to name virtually 
every crime on their books with the possible excep
tion of fornication and adultery as crimes suffi
ciently serious to justify the use of electronic sur
veillance. It is also the fact that while certain legiti
mate targets of electronic surveillance may be en
gaged in trivial crimes, not every instance of the 
commission of that crime by any person would jus-

tify electronic surveillance. It just simply cannot be 
that the unusually grave and threatening conduct, 
criminal conduct, can be identified by the name of 
the crime it represents. 

Consequently, when I drafted the law for New 
York, I did not list crimes, nor did I even list crimes 
by gravity. We thought for awhile instead of the 
names of the crimes we'd S?y any crime punishable 
by over five years in jail is sufficiently serious to 
warrant it. The Rackets Bureau came back and said 
many people we think are serious criminals are 
committing crimes which were not punishable by 
over five years in jail. 

So what we did I don't vouch for as a more effec
tive means, but we chose instead administrative 
self-restraint by which the administrator becomes 
publIcly accountable. And that is, we require that 
the chief law enforcement officer of the jurisdic
tion, ~"no was the only permitted applicant, must 
vouch to a court in his application that the particu
lar matter under investigation, whatever the name 
of the crime might be or how serious it was, was a 
matter which, for identifiable reasons, was of 
unusual public concern, gravity, or potential harm; 
and that in that case, in that instance, the ordinary 
means of investigation being unlikely to succeed, 
unusual necessity being present, electronic surveil
lance would be justified. 

That is not the kind of a thing which is easily su
pervised by judicial review. It may be you'd have to 
have the concurrence of the issuance judge and the 
local prosecutor that the particular case is one 
which is suff~iently serious to warrant electronic 
surveillance, but even that judgment is hardly sub
ject to review and might well become a rubber
stamp approval. 

Yet, it seems to me so much the prosecutor does 
in the exercise of discretion is potentially intrusive, 
abusive, violative of individual freedoms or other
wise publicly unacceptable, that it is not unreasona
ble to add this to the list of discretionary choices 
for which he becomes-at least theoreti
cally-politically accountable. 

If he has exceeded what the community tolerates, 
if he is identifying crimes as unusually serious and 
matters of great public concern which the commu
nity thinks are trivial, then it is political. 

And perhaps I am spoiled by my own experience 
in what I conceive to be a first-rate prosecutor's of
fice, but it seems to me one does not lose in the 
long run by putting a public official, particularly an 
elected public official, on his own authority with 
respect to judgment such as public need or seri
ousness or threat. This is a customary ingredient of 
prosecutorial discretion, and it seems to me where 
it is publicly averred in a document of this sort 
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prosecutors will think carefully about the use of it. 
(Inaudible ). 

Again, I don't vouch for it. But it seems to me it 
is preferable to what is an artificial and obviously 
empty restriction in the catalogue of crimes which 
is presently part of Title III. 

CHAIRMAN ERICKSON: Any further questions, 
Professor Remington? 

MR. REMINGTON: No. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: Continuing with the issue of 

the seriousness of crimes and their listing you were 
just talking about with Professor Remington, what 
is wrong with using wiretap on "trivial crimes in 
local jurisdictions?" 

MR. UVILLER: Well, as I indicated, I do think 
electronic surveillance is potentially, perhaps ac
tually, the most intrusive form of evidence-gather
ing in the lexicon. And I would severely limit it to 
cases of urgent necessity, where essential evidence 
is to be acquired of a serious crime, or some other 
emergency requires it, such as the recovery of a 
dangerous substance, the recapture of a dangerous 
criminal. 

This act seems to speak entirely of the use of 
electronic surveillance for the purpose of obtaining 
evidence of crime. It seems to me that is not a 
sound limitation. There are authorized uses of elec
tronic surveillance for other purposes deemed to be 
at least as important from the social standpoint. 
But, always, only where it is the only technique 
available for that purpose and a demonstration can 
be made that the matter in question is one of grave 
public necessity or threat. 

MR. ANDERSEN: I have been hearing for 
decades that law enforcement is basically a local 
problem. My question is: Unless it is against the 
Constitution, why should anybody set the priority 
other than the local law enforcement? 

MR. UVILLER: As I view it, it is because the 
Constitution is one of general application today. It 
has been since 1961 with respect to the Fourth 
Amendment, and I think limitations are required by 
the Fourth Amendment. Therefore, it seems to me 
Congress has the responsibility of defining those 
limitations. 

MR. ANDERSEN: Do you think there is a level 
of invasion of privacy from wiretapping geared to 
the seriousness of crime included under the Fourth 
Amendment? 

MR. UVILLER: Yes, I do. 
MR. ANDERSEN:- I am the only non-lawyer in 

the place, Professor. Then a search warrant could 
have the same criteria, that you could only use a 
search warrant on certain levels of crime. 

MR. UVILLER: On certain levels of crime? 

MR. ANDERSEN: Yes, that you could not use it 
on a $100 burglary, but on a $5,000 stick-up man? 

MR. UVILLER: I don't know that that has ever 
been proposed, but I suppose Congress could enact 
limitations on the search warrant. 

MR. ANDERSEN; Isn't that what you are saying 
on the wiretapping? 

MR. UVILLER: Yes, I suppose I am in the sense 
I am saying electronic surveillance is a variety of 
search and seizure, but it is a variety of search and 
seizure of peculiar significance and importance 
from the constitutional standpoint. It is not conven
tional. It is not search and seizure which has been 
time-honored. It is one which requires special 
limitations and sanctions. 

MR. ANDERSEN: I find a conflict in your 
testimony. In principal 4 you say Congress should 
not delegate to the states the composition of an un
limited list of crimes, but back in your d1efinition of 
who should make the choices, you go very heavily 
to the prosecutor making the choice. 

I simply find this is a conflict in thinking. 
MR. UVILLER: Oh, I didn't intend they should 

list it because Congress could not. I don't suggest 
that at all. I suggest that Congress should not list 
crimes because that is not a very good way of limit
ing the use of electronic surveillance. There are 
better ways of doing it. 

MR. ANDERSEN: Then the states should have 
unlimited rights? Or they, in turn, should limit these 
state and local prosecutors? 

On page 9 you state the individual prosecutor 
should make the decision of what he wants to use it 
on. As all local jurisdictions have different sets of 
priorities, hopelessly different sets of priorities-

MR. UVILLER: I believe those priorities should 
govern. 

MR. ANDERSEN: Even if a trivial thing is first? 
MR. UVILLER: Yes, because it won't be trivial 

under the local requirement. It seems to me the 
local prosecutor and the local courts should be en
joined to use it in a very restrictive fashion and only 
for serious and grave threats. However, what con
stitutes a serious threat, what is a first-priority 
matter, should be a matter of local guidance. I see 
no problem there. 

I don't think the Constitution enforces uniformity 
in that regard. For example, it may be a first-degree 
felony in Iowa to misbrand a steer, whereas in Man
hattan it might be a Class B misdemeanor, with no 
offense to the constitution. 

MR. ANDERSEN: I have no more questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENT AG: I am also troubled with your 

suggestion that the chief law enforcement officer of 
the state decides what crimes merit social concern 
and therefore should be subject to wiretap. 
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You were drafting a New York State law where 
the prosecutors are generally elected in the area of 
chief prosecutor. 

In some jurisdictions, notably the Federal, of 
course, the chief prosecutor is an appointive offi
cial. 

Would you amend that suggestion, since the 
responsibility of going to the voter does not exist 
for the appointive personnel? 

MR. UVILLER: No, I would not amend. Of 
course, most local ones are elected, but even those 
appointed on the state level are highly visible, and 
they are appointed by an official who is himself 
politically responsible. So it seems to me the politi
cal process insofar as it operates in these cases at 
all operates as well for a high public official who 
has been appointed as it does for an elected official. 

MS. SHIENT AG: So the Attorney General would 
be responsible for the acts of the U. S. Attorneys 
throughout the country. 

MR. UVILLER: Right. Well, the President would 
be, the Attorney General not being elected either. 

MS. SHIENT AG: So then we'd have to go right 
to the President on the act of U. S. Attorneys ap
plying for a wiretap? 

MR. UVILLER: I honestly think that does have 
an extraordinary effect. Mind you, all of this is 
rather theoretical. I am not at all sure a judge .') any 
more responsible in the way he reacts to a search 
warrant application if he is elected than if he is ap
pointed. And perhaps accountability- is only 
theoretical in any instance. 

MS. SHIENT AG: To make it brief because we 
are almost at 5:00 o'clock, you' were troubled with 
the same problem we are troubled with. What 
crimes should be included. You were here today 
listening patiently. Somebody had suggested it not 
be crimes that were felonies for which the penalty 
is a year and a day. 

We have that prob)~em and it is one that we are 
trying to wrestle with. Is there any other suggestion 
that you could make? 

MR. UVILLER: That is the best I could do. The 
listing of crimes or the listing of gravity of crimes I 
find totally unsatisfactory as a criterion for the use 
of electronic surveillance. The only thing I can see 
is a case-by-case decision by responsible officials. 

MS. SHIENTAG: Doesn't that leave too much 
responsibility to the prosecutor? 

MR. UVILLER: Under the present act they can 
get a warrant for any crime at all, with no averral of 
gravity. 

MS. SHIENT AG: Isn't the cost of the listing of
ficer one of the deterrents? The actual financial 
cost cannot be borne in every case. 

MR. UVILLER: One would have thought so, but 
looking at the statistics and the crimes for which it 
is being used in New York and New Jersey, it ap
pears that law enforcement does not obey those 
basic economic rules. And eavesdropping is widely 
used for trivial crimes for which the state gets no 
return at all. 

MS. SHIENT AG: Thank you very much for your 
patieni testimony. 

CHAIRMAN ERICKSON: Professor, wouldn't 
the prosecutor's decision as to what would be a 
serious crime be binding on the judge under your 
New York test? Supposing the prosecutor prepared 
an affidavit setting forth the concIusionary language 
that you included? Wouldn't that be binding on the 
judge? 

MR. UVILLER: In fact or in law? In fact, 
probably so. I doubt very much a judge would say, 
"No, it is not a serious crime." But a law could be 
written-

CHAIRMAN ERICKSON: I was asking about the 
New York law. That is a conclusionary statement. 

MR. UVILLER: It is more than a concIusionary 
statement. 

CHAIRMAN ERICKSON: But that type of state
ment is the type that has been condemned in search 
warrants for years. 

MR. UVILLER: Of course, we don't have that 
problem of gravity in search warrants, do we? 

CHAIRMAN ERICKSON: No, but just the lan
guage-

MR. UVILLER: Mind you, pro bable cause would 
have to be supported. The particularity would have 
to be very clear and well-defined. 

CHAIRMAN ERICKSON: To go into just a cou
ple of other matters before we recess, the annual 
report that has been filed since the Title III provi
sions came into effect-do you find that could be 
improved upon by amendment to the statute to 
make it more informative? 

MR. UVILLER: I am afraid I'd have to pass that 
one, too, Mr. Chairman. Liki1 Professor 
Greenawalt, I haven't read the reports themselves, 
but only comments on them. 

CHAIRMAN ERICKSON: Well, I certainly want 
to thank you on behalf of the Commission for your 
testimony, your very lucid thoughts, and for the 
help that you have given us in meeting a very dif
ficult task. 

This Commission stands recessed until tomorrow 
morning at 9:30. We will reconvene"in Room 1318, 
at which time we will be given the privilege of hear
ing the testimony of Professor Lapidus and Profes
sor Schwartz. 

[Whereupon, at 4:55 p.m., the meeting was ad
journed, to reconvene at 9:30 a.m., Wednesday, 
June II, 1975.] 
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Hearing, Wednesday, June 11, 1975 

Washington, D. C. 
The hearing was reconvened at 9:30 a.m., in 

Room 1318. Dirksen Senate Office Building, Wil
liam H. Erickson, Chairman, presiding. 

Commission members present: WILLIAM H. 
ERICKSON, Chairman, G. ROBERT BLAKEY. 

Staff present: KENNETH J. HODSON, Executive 
Director, MILTON STEIN, Esq., MICHAEL LIP
MAN Esq., MARGERY ELFIN. 

PROCEEDINGS 

CHAIRMAN ERICKSON: Good morning, ladies 
and gentlemen. 

This meeting stands reconvened. 
We are honored this morning to have two of the 

foremost experts on electronic surveillance as wit
nesses. 

Our first witness is Professor Edith J. Lapidus, 
Professor of Constitutional Law at Queens College 
of the City University of New York. She is an attor
ney, Doctor of Law, student of political science. 
She is the author of the scholarly work, Eaves
dropping on Trial, which contains a foreword by 
Senator Sam J. Ervin, Jr., published by the Hayden 
Book Company. I believe this is the latest of the 
publications on eavesdropping. 

Professor Lapidus, we are awfully glad to have 
you with us and we appreciate your accommodat
ing the committee's tight schedule. 

Would you be sworn? 
[Whereupon, Edith Lapidus was duly sworn by 

the Chairman.] 

TESTIMONY OF EDITH J. LAP!DUS, 
PROFESSOR, QUEENS COLLEGE, 
CITY UNIVERSITY OF NEW YORK 

CHAIRMAN ERICKSON: You have been kind 
enough to ~nswer a questionnaire that we sent to 
you. Do you have any opening remarks that you 
would care to make? 

PROFESSOR LAPIDUS: Yes, Mr. Chairman and 
members of the Commission. 

I appreciate this opportunity to appear before 
you and to discuss the problems, the many 
problems, of law and practice involved in the 
operation of Title III of the Omnibus Crime Control 
and Safe Streets Act of 1968. 

I did prepare a statement, a rather brief state
ment, which supplements the answers to the 
questions in your questionnaire, and I would like to 
read this statement to the Commission and also to 
put it on record. 

I do have a more detailed statement prepared 
much less hurriedly and at greater length, which I 
prepared for the Subcommittee on Courts, Civil 
Liberties, and the Administration of Justice of the 
House Committee on the Judiciary. That appears in 
hearings of the Subcommittee dated April 28 of 
1974, just a little over a year ago. 

In the statment to the House Subcommittee I 
treat many of the same questions that have been 
troubling this Commission, and I summarize them 
in my proposals, both as to law and practice. 

Both of these statements are based on the analy
sis and evaluation of law and practice on Federal 
and State electronic surveillance that eventually 
took the form of my book, Eavesdropping on Trial. 

I want to emphasize the fact that in this book I 
made a great effort to be impartial, objective, un
biased. And, as you know-I am sure all the mem
bers of the Commission realize-that that is not 
easy, because we all seem to have some predisposi
tions on the subject. And that naturally is so 
because there is a built-in codlict in the problem 
between the right of privacy and the legitimate 
needs of law enforcement. We have no better 
way-there is no other way-of approaching the 
problem than to balance the equities. 

Some of us are more concerned with the right to 
privacy and others with the needs of law enforce~ 
ment, and some of the views of each of us depend 
on past experience. 

The law enforcement people are likely to think 
that the needs of law enforcement come first, and 
the people who are involved with constitutional 
liberties, as Senator Ervin and I have been-since I 
teach Constitutional Law and give a seminar on the 
Supreme Court-we are concerned constantly with 
erosions of civil rights and constitutional liberties. 
Weare inclined to think that maybe things are out 
of balance. 

I have made an effort in my study, to be as objec
tive as possible and in my proposals, too, to make 
proposals that will not unduly interfere with law en
forcement and criminal cases; which is what Title 
III, of course, is all about. 
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So with your permission I would like to list my 
proposals, both in the short statement to the Com
mission, and in the proposals that I have made be
fore the House Committee, and then perhaps the 
members of the Commission would Hke to talk 
about one or two subjects that have been troubling 
them. 

There are some matters that you have discussed 
that I did not even consider. I think you go much 
further than I did, especially in connection with 
consensual eavesdropping, which I never thought 
that we would undertake to place under the provi
sions of court-ordered requirements. Perhaps we 
want to talk about that. 

There are one or two aspects of wiretapping that 
were not discussed yesterday. The discussion was so 
full and able, that I am not sure I can add much to 
it. But if I can, I would be happy to do it. 

So with your permission I would like to read my 
proposals. 

CHAIRMAN ERICKSON: I judge you will file 
with the reporter your statement for the record? 

PROFESSOR LAPIDUS: That will be fine. They 
will both be made a part of the record in this 
proceeding. 

PROFESSOR LAPIDUS: I would like to read 
them now to indicate what matters have had my 
most serious consideration, so that you can select 
from among those what we should talk about this 
morning. 

First: "To limit the covered offenses to serious 
crime. " 

What troubles me is that this law, Title III, was 
intended to deal with the problem of organized 
crime and serious crime. But from my study, it 
seemed quite clear that while law enforcement peo
ple would have liked very much to attack organized 
crime and serious "'crime they haven't made much 
headway. Especially at the state level, the law has 
not been used for serious crime. It has been used 
against small-time gamblers. It has been used 
against small-time dealers in narcotics. Gambling 
and narcotics account for about 80 per cent of the 
court orders. 

Law enforcement officials are not happy about it. 
They would like to get to the top echelon people in 
gambling and narcotics, but in many cases are not 
able to do it. They are frank to say they will use the 
wiretapping law wherever they can to catch 
criminals, and if they happen to be low echelon, 
that is too bad. 

I feel we should be able in some way to limit the 
covered offenses, to indicate clearly that it should 
be used only for serious crime. 

One of the witnesses-Mr. Greenwalt, I be
lieve-suggested that perhaps this is an administra-

tive problem. No, it was Professor Uviller who said 
perhaps what the Commission should do is to urge 
the law enforcement officials to use restraint. 

Now, that is very good. I think that certainly they 
should use restraint. But I do not think that that is 
enough. And I think a skillful draftsman of legisla
tion could figure out how we could, especially at 
the state level, impress on state officials that elec
tronic surveillance is a tool that is highly intrusive 
of privacy, unavoidably intrusive. It is subject to 
great abuse. 

Of course we do not know to what extent it has 
been abused. We do know from court cases that it 
has been abused to some extent. Law enforcement 
officials have to be impressed with the fact that this 
is a dangerous tool, that it was never intended to be 
used for petty offenses. 

My second suggestion is-and this was not 
touched on by any of the witnesses yesterday, and I 
think probably it did not concern them because 
they did not do what I did-go around to the law 
enforcement people, the District Attorneys' offices, 
the judges, and others-all the officials who were 
concerned with applications and orders-

I would like to suggest that the Commission urge 
the Congress to make progress reports to the judges 
mandatory. 

At the Federal level, I believe that the Federal 
judges are asking for written reports; that is, in their 
orders they require that progress reports shall be 
made at certain intervals, and that is their practice. 

At the state level, not only does the order not 
require the progress reports, but very often no 
progfi~ss reports' ar~ made. I interviewed several 
judges who confirmed this. 

CHAIRMAN ERICKSON: Professor, I wonder if 
you could hold that microphone just a little closer. 

PROFESSOR LAPIDUS: I'm sorry. I can talk 
much louder. 

CHAIRMAN ERICKSON: You are coming 
through loud and clear. 

PROFESSOR LAPIDUS: Is that better? 
CHAIRMAN ERICKSON: Much better. 
PROFESSOR LAPIDUS: Good. 
At the state level I talked to several judges. 

Judges are very conscientious, and the law enforce
ment people are very conscientious, too. They are 
anxious to comply with this law, but some of them 
do not understand the law very well. And, again, I 
am talking about people at the state level. Federal 
judges are also much more aware of the dangers of 
not complying with the statute. 

In the case of the states, one judge said to me, 
"Oh, yes, so and so "-the District Attorney he is 
used to working with, the District Attorney who 
brings these applications to him-"I guess he comes 
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up to my office every now and then and tells me 
how he is getting along. " 

Well, that is not good enough for compliance 
with the law. The order should require that 
progress rep0fts be made at regular intervals so that 
the judge knows exactly what is going on. 

CHAIRMAN ERICKSON: If I may interrupt you 
there, you have dealt with the period of time over 
which the order can extend. What do you think 
would be the proper time that should be made the 
subject of this electronic surveillance order? 
PROFE~,:30R LAPIDUS: I feel that 15 days as 

the maximum is adequate. 
The reason I say 15 days is that most of the 

Federal orders call for 15 days, 
I noticed in the last report to the Administrative 

Office of the United States Courts, the report for 
1974, that in quite a few cases they asked not for 
15, but for 20. 

So while I would have sa j that 15 is certainly 
ample-if it is enough for the Federal people, it 
should be enough for the state people-now I am 
beginning to wonder why all of a sudden they are 
asking for 20 days. 

When I interviewed them-my book, Eaves
dropping on Trial, came out in February 1974 and 
took about a year to go through the press-at the 
beginning of 1973 the Federal people were telling 
me that a period of 15 days is ample. And if you 
ask for 15 days and intercept wire and oral commu
nications more than 1 5 days, then if that is tested in 
the courts it is not going to look very good. It is 
going to look as though you have been going on a 
fishing expedition. 

I think it would be fair to say that 15 days should 
be a maximum. That was one of the questions--yes, 
that is number 4. 

CHAIRMAN ERICKSON: Let's explore this if I 
can go forward just one minute. 

PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: If, say, the order was 

15 days, in naking progress reports within that 15-
day period what do you think should be the time 
for the first progress report? 

PROFESSOR LAPIDUS: Five days. Divide it into 
three periods. 

As the law enforcement people explained it to 
me-now, of course, I never was a chief of police 
or any kind of police; I never was a law enforce
ment official-what the law enforcement people 
say is that if you don't get it within a few days, then 
you are on the wrong track. That isn't always true, 
but generally that is true. 

CHAIRMAN ERICKSON: All right, now let's 
take the fact that you are just elucidating on. 

At the end of the first five-day period the 
progress report comes in and it has produced just 
what you have suggested-nothing. What should 
the judge do at that point? 

PROFESSOR LAPIDUS: Well, at that point the 
judge at least would have an opportunity to talk to 
the law enforcement official, and he would have to 
reassure him that this was the kind of case where 
perhaps something would come through in another 
five or ten days. 

CHAIRMAN ERICKSON: All right. 
PROFESSOR LAPIDUS: At lea.'>t the judge 

would keep his finger on it. 
CHAIRMAN ERICKSON: AU right. At the end 

of the five-day period there has been no reason to 
believe that any illegal activity is going on. Should 
the judge dissolve the order at that point, or dismiss 
the order? 

PROFESSOR LAPIDUS: No. There I would say 
no. You have the 15 days and the law enforcement 
person is entitled to that 15 days, 

But the point is that when you have to report to a 
judge, you are not likely to keep on tapping when 
you already have the information which you say 
you wanted. 

CHAIRMAN ERICKSON: But if the progress re
port is going to have the maximum impact, if it was 
unproductive, shouldn't the order be quashed? 

PROFESSOR LAPIDUS: No, I don't think so. 
You see, the progress rt:port has two functions. It 
serves as a check on the law enforcement official 
who is apt to get a bit overzealous. 

He has his information, but it is so nice to get a 
little more. 

I think it is the judge who should say-let'S take a 
different kind of case, not a case where you get 
nothing, but a case where you really have 
something. 

CHAIRMAN ERICKSON: Let's follow this one 
where they got nothing. 

At the end of ten days they come in on the 
second progress report and they still don't have 
anything. 

PROFESSOR LAPIDUS: Well, at that point the 
law enforcement official will have to be a little 
more convincing, but I would say he still has his 15 
days. But the record would show that he has made 
this report to the judge and he knows that he has to 
report. 

I think of the progress report not only as a way of 
limiting the time in effect, but 1 think of it as a 
deterrent to keeping it on an excessive amount of 
time. 

CHAIRMAN ERICKSON: Now, at the end of 15 
days, the law enfo,rcement officer comes in and he 
says "We haven't done anything yet, but we really 
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think we are going to get it so we would like a 15-
day extension." 

PROFESSOR LAPIDUS: Well, there I suggested 
a ten-day extension. 

CHAIRMAN ERICKSON: Then he grants him a 
ten-day extension and at the end of the five days, 
which would be the next progress report, he comes 
in and he still doesn't have anything. What should 
the judge do? 

PROFESSOR LAPIDUS: Well, this all depends 
on the circumstances. Every case is different. I 
should say that he should have his ten days. 

It just couldn't happen that way. You really have 
to talk to some of these law enforcement people 
and the judges to see how the:, work together. They 
have to work together. 

CHAIRMAN ERICKSON: 1 understand exactly 
what you :::re saying there. I will ask this: In your 
experiel,ce, have you found that the New York 
judges scrutinize the progress of a wiretap? 

PROFESSOR LAPIDUS: I do not like to make 
public comments about the New York judges. One 
of the judges whom I interviewed was forced to 
resign, so I had better not talk about any others. 

There were ;\0 progress reports that were of any 
account at all that I could find. 

CHAIRMAN ERICKSON: All right. 
Now, if I can take this opportunity to digress on 

one point, you have examined in depth the Ad
ministrative Office of the United States Courts Re
port on application for orders authorizing or ap
proving surveillance of wire or oral cummunica
tions? 

PROFESSOR LAPIDUS: I have looked very 
carefully at the reports. The most recent report 
came to me just a few days ago and so I haven't 
read this one very carefully, but I have seen it, yes. 

CHAIRMAN ERICKSON: You have seen the 
others? 

PROFESSOR LAPIDUS: Oh, yes, I have studied 
the others very carefully; yes. 

CHAIRMAN ERICKSON: From your review of 
these reports, do you feel that they fairly and accu
rately fulfill the function that was intended by the 
filing of such a report, or do you feel there should 
be amendments to the statute to require more 
defini~ive reporting, to require more detail, require 
more facts-something that would cause the report 
to flesh out a little bit? 

PROFESSOR LAPIDUS: Yes. There are three 
reports and maybe we should take each one 
separately. 

CHAIRMAN ERICKSON: All right. 
PROFESSOR LAPIDUS: There is the report by 

the judge, which has to be filed within 30 days after 
the termination of the interceptions. 

Then there is the annual report that has to be 
filed by the prosecuting officials on each wiretap or 
electronic surveillance. 

And then there is this statistical report to Con
gress by the Administrative Office of the United 
States Courts. 

All three reports serve a very useful purpose. 
They all give information that Congress should 
have, that the public should have. 

There are however, several difficulties with the 
reports. Let's take the judge'S report first. 

There was no judge that I talked to who had a 
kind word to say for the report because, to him, it 
was just a nuisance to have to fill out. And most 
judges did not even do it themselves. 

Again I am talking about the state level. Federal 
judges do not have as many orders so it is not such 
a nuisance for them. 

CHAIRMAN ERICKSON: You are not basing 
your comments about whether the Federal judges 
fill out their reports on actual contacts with the 
Federal judges? 

PROFESSOR LAPIDUS: I am not talking about 
filling out accurately-

CHAIRMAN ERICKSON: Not accurate-
ly-whether they fill out the forms or whether 
somebody does it for them, whether the clerk does 
it as a routine matter. 

PROFESSOR LAPIDUS: Well, of course I would 
not know that. 

I do know that in New York, in some of the 
counties, it is routine; it is not done by the judge; it 
is done by the law enforcement official and then it 
is just sent up to the judge for his signature and he 
puts his signature on it and that is the end of it. 

So far as the law enforcement official is con
cerned, I went to the Administrative Office of the 
United States Courts and after much cajoling and 
pleading and asking to see the reports, themselves, I 
did see quite a few of the reports. 

One of the things that I noticed on the report was 
that there is a place at the bottom of the report 
which asks that the law enforcement official assess 
the value of thf.t wiretap. That information, in most 
cases, was left ~jank. 

CHAIRMAN ERICKSON: Let's follow this point 
up. 

Supposing the barest of information is in
cluded-and in fact it would be what would often 
be characterized as a skeleton report, where no 
more than the limited information required by the 
statute is included-or perhaps not even that 
amount. 

What is the sanction that can be imposed against 
the state for failure to file the report? 
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PROFESSOR LAPIDUS; Well, I don't know. 
There are sanctions in the law, itself, which says 
that you must comply with the law. And they do 
comply. 

The Administrative Office doesn't do anything if 
someone doesn't comply. 

CHAIRMAN ,ERICKSON: That is the point I am 
making. 

PROFESSOR LAPIDUS: Yes. Well, that is a 
matter of enforcement. The Administrative Office 
tries to get the report-

CHAIRMAN ERICKSON: Supposing the state 
just doesn't file anything. The law specifically 
requires that the report be filed, but they elect not 
to file. Then what? 

PROFESSOR LAPIDUS: Then I think they have 
violated the law and somebody has to take the in
itiative to prosecute. 

CHAIRMAN ERICKSON; If they violate the law 
and fail to file the reports that are required, should 
they be able to continue to utilize the statute for 
wiretapping and electronic surveillance discovery 
purposes? 

PROFESSOR LAPIDUS: I don't think that you 
would have to go that far. There has not been that 
amount of laxity. 

What does happen is that when somebody files a 
form that is incomplete or does not send any form 
in, the Administrative Office simply writes and asks 
for the additional information or for the form, it
self, and usually they get it. 

After all, it isn't such an effort. It is a one-sheet 
form. One district attorney says he spends 14 hours 
in a day to fill them out. But actually I don't think it 
takes that much time. 

So I don't think that is the problem. I think they 
have been filed. 

CHAIRMAN ERICKSON: Do you think the 
forms should be more complete? Do you sec any 
additional items that should be an additional sub
ject of inquiry? 

PROFESSOR LAPIDUS: Yes. In one of the 
statements that I submitted to the Commission I do 
list the weaknesses of the form. The report to Con
gress reflects the weaknesses in the reports by the 
judges and the prosecuting officials, because ail it is 
is a statistical report that collates the information. 

So, may I read to you what I felt were the weak
nesses in the report? 

I list, for one thing-this is in the report to the 
Administrative Office-the average frequency of 
intercepts per day. 

This is supposed to give us an idea of What you 
get each day. 

Now, that, I think, is quite meaningless and I give 
an example. 

Suppose during a 30-day period you get no inter:. 
ceptions until the 30th day, and on that 30th day 
you get 30 interceptions. 

What is the average frequency? Would you say 
the average frequency is one? When that report is 
issued to Congress, it sounds as if you have this 30 
days and every day you get one interception. 

I think that it is misleading and it is meaningless. 
There is a lot of meaningless information in the re
port. What has to be done with the report is to con
centrate on giving meaningful information. And the 
most meaningful information for the report is 
whether that wiretap was actually used in obtaining 
an arrest and a conviction, and whether that 
wiretap was the only way of getting arrest and con
viction, whether there was other evidence that was 
obtainable in some less intrusive way. 

That is the only way that you can tell whether a 
wiretap has really been effective. 

The report does not do that. The report has to 
give a statement only as to whether an arrest or 
conviction occurred. 

It is very possible, and there have been cases 
where the wiretap was obtained, that the wiretap 
was completely useless either because the informa
tion that came off the telephone was not il1-
criminating or was not helpful in any way; but there 
was an arrest and there was a conviction. That 
would count as a wiretap which resulted in an ar
rest and conviction. There should be some way of 
making the law enforcement officials tell whether 
or not it was really effective in producing that ar
rest ur conviction. 

I don't know how that could be done. It would be 
very difficult legislation, I imagine, but it would be 
worth trying. 

CHAIRMAN ERICKSON: If my memory serves 
me right, the late J. Edgar Hoover took the position 
at one time, anyway, that the material intercepted 
in a wiretap or a bug should not be admissible in 
evidence, but that the material gleaned from the 
tap should be available for intelligence purposes. 

I think most of the authorities recognize that in a 
great many instances the material that is inter
cepted does not furnish direct evidence, but that it 
does furnish leads to other evidence that can be 
used for the purpose of prosecuting a criminal 
charge. 

Isn't that true? 
PROFESSOR LAPIDUS: Well, Mr. Chairman, 

you are onto an altogether different topic, and that 
is myNo. 7. 

CHAIRMAN ERICKSON: 1 understand that. 
PROFESSOR LAPIDUS: And that is the whole 

problem of whether the law intended that you 
should be able to get strategic intelligence. And 
that is a very difficult problem. 
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Would you like me to talk about that now? Is that 
what you are asking me? What you asked me is 
whether I think that Mr. Hoover was right in say
ing-

CHAIRMAN ERICKSON: Yes, whether or not 
these taps, in your experience, do produce direct 
evidence of crime or whether they are primarily of 
assistance in developing leads to evidence that can 
result in the prosecution of criminal charges. 

PROFESSOR LAPIDUS: Well, my view, Mr. 
Chairman, is that the iaw was not intended to per
mit the interception of communications for the pur
pose of obtaining strategic intelligence, that it was 
intended to get specific evidence of a specific crime 
and not simply to listening in the hopes that maybe 
you would get leads. 

So I can say definitely for myself that I feel that 
the law did not intend to do that, that there was no 
authority for it, and if it was so, if the law did per
mit it, I am not at all sure that it would be constitu
tional. Because that is in the nature of a fishing ex
pedition. It is in the nature of-well, a general war
rant. And that is not what the purpose of this law 
was. 

Does that answer your question? 
CHAIRMAN ERICKSON: It does, indeed. 
Now, you have expressed views on the consen

sual electronic surveillance. Do you feel that con
sensual taps, where we have the wired in
former-the White case, if you will-

PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: Do you feel there 

should be legislation dealing with this particular 
aspect of electronic surveillance? 

PROFESSOR LAPIDUS: As to that question, 
until I received your questionnaire I had not given 
it much thought because, of course, the Supreme 
Court has sanctioned that kind of eavesdropping 
without court order. And while it was a 5-to-4 deci
sion, a divided decision, I accepted it. And it never 
occurred to me this Commission would consider 
suggesting that perhaps we should have a court 
order in that type of eavesdropping. 

As I thought it over, I felt it would be an ideal 
solution to stop some of the excessive wiretapping, 
consensual wiretapping, that has gone on. We know 
there are tens of thousands of cases every year, and 
it is a very good way of getting evidence and a very 
easy way, and I certainly would not like to take it 
away from law enforcement officials. 

But I think it would be a very fine thing if Con
gress would pass a law to say that even in such 
cases a court order should be required. 

I think especially, at the beginning, that it would 
be a real hardship for the law enforcement people, 
but I do think it would discoumge excessive use of 
this method of investigation. 

In my report before the House Committee a year 
ago I said that since the Supreme Court had sanc
tioned consensual eavesdropping, Congress would 
not reconsider it. Congress would not consider out
lawing electronic recording of conversations 
without a court order unless there was consent of 
both parties. 

But at this point I feel that if the Commission has 
thought about it, it must be in the air that perhaps it 
is time we put a stop to so much of this so-called 
"consensual eavesdropping." It is not only furnish
ing informants with recording machines; it also in
volves third-party overhearing of conversations. 
And there has been a great deal of it. 

What troubles me about consensual eaves
dropping is that in many cases it has been used as a 
sort of entrapment. 

I know it is not legal entrapment because law en
forcement people do not wire informants with 
recorders to talk to those who are not inclined to 
commit some kind of crime, in gambling or in nar
cotics. It does not qualify as legal entrapment. But 
there is an element of entrapment in it. 

You send out this informant and equip him with 
a recorder, and he is going to talk to this man. 
Maybe he was not inclined to commit whatever 
crime he is going to talk about, but once he gets 
started he is led into it. 

I have this uncomfortable feeling about this type 
of eavesdropping. 

CHAIRMAN ERICKSON: Do you feel it would 
be better to leave both of them to tell their own 
version of what occurred at that time rather than to 
have that conversation recorded accurately so it 
could be reproduced for the jury to accept for its 
face value? 

PROFESSOR LAPIDUS: No, of course the 
recording is much better evidence than their oral 
testimony. After all, most of the informants are 
people who come out of the jails and you never 
know whether you can believe them or not. But you 
can believe a recording machine. 

No, my thought is that it would be better to 
require a court order in this type of case. I don't 
think that would be asking too much. 

CHAIRMAN ERICKSON: Such as was done in 
Osborn? 

PROFESSOR LAPIDUS: Yes, as it was in 
Osborn. 

Of course, we don't know-Osborn wasn't very 
clear as to whether that court order is required, but 
there was a court order in Osborn, yes. 

CHAIRMAN ERICKSON: Do you believe that 
electronic surveillance serves any legitimate pur
pose in law enforcement? 
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PROFESSOR LAPIDUS: Oh, yes. It does serve a 
purpose. If law enforc-:!ment people have it, it is just 
an additional tooL 

Let me make my own position clear about the 
use of wiretapping and electronic surveillance. I 
was rather surprised when I came down yesterday 
in a taxi with Chief Andersen and discovered that I 
had been scheduled with all the opponents of 
eavesdropping. 

I do not feel that I belong in either camp. 
Perhaps if we could go back to 1967, when Con

gress was considering the Right of Privacy Act, 
where all eavesdropping was banned except in na
tional security cases, I might have felt happy with 
that law and thought, "Well, that is a good way of 
pmtecting our right of privacy." 

But now I take a very realistic view of it. We 
have Title III. We do have sanctions, we have 
eavesdropping with safeguards. And I think if those 
safeguards really are respected, if the law is clear 
and the people who use the law understand wha.t 
the law requires them to do, that we have achieved 
as good a balance as we can get between the right 
of privacy and the need of law enforcement. 

It is an added technique, and I, for one, would 
not like to say to a law enforcement official who 
has the job of catching the criminals, "Well, here is 
a wonderful tool but you can't use it." 

We have it and I think what we have to do now is 
make sure it is not abused, to make sure the law is 
clear. 

CHAIRMAN ERICKSON: With all deference to 
the draftsmen of the law, do you see any ways that 
this law c,-'Jld be amended to improve it? 

PROFESSOR LAPIDUS: Oh, yes. I dr'l't think it 
is a reflection on the draftsmen at all that the law is 
not completely clear. I don't know of any law that 
is completely clear. If any law was completely clear, 
we wouldn't have any litigation. You can't foresee 
every contingency. You can't really express any law 
in language that is so clear that you can't misin
terpret it. 

It is only as the law is being put into operation 
that you discover what could be clearer. 

I think that in my statement I have a list of mat
ters that I thought could be clarified. 

One of the things-and this is a problem which 
was considered yesterday-is the matter of the 
notice. I think it is not quite clear as to who should 
get notice. The law does say ~!lat notice is to be 
given to the person who is named in the order, and 
to such other persons as the judge shall direct in his 
discretion. 

But then when- you define an aggrieved per
son-and an aggrieved person has a right to make 
motions to suppress-"aggrieved person" also in
cludes people whose conversation is intercepted. 

I think there is an inconsistency there, and I think 
it could be clarified very easily by requiring that 
notice should also be given to people whose con
versation was intercepted. And that is something 
that was discussed yesterday, and there were some 
problems. I believe you raised some problems as to 
how you identify these people. 

But I don't think that is an insurmountable 
problem, either. The law could say that you give 
notice to people who can be identified with a 
reasonable amount of effort-in some cases you 
can't identify them. But in many cases you can. 
And it seems to me those people should get notice 
because they are included as aggrieved persons, so 
that there is no reason why they shouldn't know 
just what it is that has been done. 

CHAIRMAN ERICKSON: Do you feel that there 
is a need to provide licensing for the manufacturers 
of electronic surveillance equipment? 

PROFESSOR LAPIDUS: Well, that was one of 
the questions on your questionnaire and I couldn't 
see how licensing would help. 

I think that so far as private wiretapping is con
cerned, private electronic surveillance, the law has 
been a complete failure. And it has been a 
complete failure because there has not been en
forcement. 

I discussed that problem with the attorney who is 
in charge of enforcing this particular provision of 
the law in the Department of Justice, and he 
showed me a thick file of correspondence that he 
had with respect to violations of this provision 
which says that you can't manufacture and sell 
electronic devices that are intended primarily for 
surreptitious eavesdropping. 

Now, perhaps there could be found some other 
way of stating it so it wl)uld be so simple to evade. 

But as the law stands now, it is very easy to evade 
the law, and there have been very few prosecutions. 
When I asked for specific prosecutions, he couldn't 
think of any but he says there have been a few. At 
the state level there have been practically none. 
And the reason is that it is very easy to evade this 
prohibition. And licensing the manufacturers won't 
help because the manufacturers are not manufac~ 
turing electronic devices and then selling them to 
private individuals. They sell them to the law en~ 
forcement people. 

What the private people do is to buy the parts-it 
was a matter of discussion here yesterday, 
too-that within a half~hour you and r could buy 
ourselves some recording equipment without any 
difficulty, and some high school electronics expert 
could put it together for us. 

So I don't see how licensing manuf?cturers would 
help. 
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CHAIRMAN ERICKSON: Well, how do you see 
that we could vigorously enforce prohibitions 
against the use of electronic surveillance material 
by unauthorized persons, either the police or on the 
civilian side? 

PROFESSOR LAPIDUS: I really can't answer 
that. That is a law enforcement problem. 

The way those cases come to the Department of 
Justice and to the states is by way of complaints. 
One manufacturer complains that some other 
manufacturer is advertising a product which is 
really an electronic device primarily intended for 
surreptitious purposes, and he is calling it a toy. 

There was a very intriguing one in the shape of a 
little beetle. They said, "This is a toy." Well, it 
wasn't a toy. It was a sophisticated electronic eaves
dropping device. 

All the Department of Justice did was to write to 
this manufacturer and say, "Look here,' we are 
going to prosecute unless you withdraw it from the 
market." 

So they withdrew it from the market, but of 
course tomorrow they can produce something else 
and it could go on and on. So I don't know how 
that could be done. 

But I do think that what can be done is to 
establish a climate where wiretapping and elec
tronic surveillance are discouraged rather than en
couraged, made difficult rather than made easy. 

I think the general public has just got the idea, 
"Well, everybody is doing it, so we may as well do 
it, too." 

And if one person consents and we say, "Well, 
that is all right, you do not even need a court order 
for that," that makes it very easy. If Congress pro
vided that you do have to get a court order unless 
all the parties to the conversation consented, then 
people would know you can't do all this wire
tapping and all this electronic surveillance without 
proper safeguards. 

CHAIRMAN ERICKSON: From your report I 
judge you feel that the Rathbun exception which 
was drafted into Title III should be modified, 
restricted, or eliminated to require the consent of 
all parties? 

PROFESSOR LAPIDUS: I think it would be a 
very fine thing if it could be done. I am not so sure 
that Congress is ready to do it. 

And the reason I hesitated, the reason I didn't 
even consider it, was that, after all, the Supreme 
Court has spoken and I am not sure whether it is 
the Court or Congress who should do this. But I 
suppose if we require a court order, it would be the 
function of Congress, and surely the courts would 
uphold it. 

CHAIRMAN ERICKSON: I am very familiar 
with the Rathbun case. That came from our Tenth 
Circuit and I knew the parties and circumstances. 

PROFESSOR LAPIDUS: Oh, yes. 
CHAIRMAN ERICKSON: You will recall in that 

case, Rathbun called and was overheard on ,m ex
tension phone after certain threats had been made. 
Now, this is very close to the consensual recording, 
isn't it? 

PROFESSOR LAPIDUS: Yes, it is. 
CHAIRMAN ERICKSON: Fairly close? 
PROFESSOR LAPIDUS: Yes. it is. 
CHAIRMAN ERICKSON: Do you feel that every 

person has a right of privacy in his conversation 
over a telephone or his conversation with any other 
person that can't be violated until you have a court 
order stating that you can listen in on it? Is that 
about what you are saying? 

PROFESSOR LAPIDUS: Well, you are making it 
very broad and it is a very hard question. And, as I 
said bdore, perhaps on this problem of consensual 
eavesdropping I have not given it as much thought 
as I would like. 

I do remember one case, not a Supreme Court 
decision, but in one of the states-I think I give an 
account of it in Eavesdropping on Trial-where in a 
jail somebody l!stened-

CHAIRMAN ERICKSON: That is a Washington 
case, the Supreme Court of Washington. 

PROFESSOR LAPIDUS: Yes.' 
I am really not willing to take a stand on the 

question of iistening on an extension. I would like 
to think about it a bit more. I know that it was 
discussed yesterday, and I thought about it for a 
time, but I haven't made up my mind. Let us put it 
that way. 

CHAIRMAN ERICKSON: The Supreme Court 
of Washington-and there is a California case on 
this, too. And I believe they are in juxtaposition. 
Some of the cases say there is no right of privacy in 
the jail, that surveillance of the activities of the 
prisoners is part of the duty of the warden, but it 
could be a differ~nt problem if it was a question of 
bugging the attorney's conference room in a jail, 
would it not? 

PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: There you have a 

Sixth Amendment right-of-counsel violation. 
PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: But as far as the right 

of privacy is concerned, which is ess:entially what 
we are talking about, that right hasn't been defined 
as to how far it goes on a case-by-case basis; isn't 
that right? 

PROFESSOR LAPIDUS: Yes, that is very true. I 
was very interested in the colloquy you had yester-
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day on the expectation of privacy. That, too, is a 
very difficult problem because what expectation of 
privacy do we have? It depends on the circum
stances. 

We pick up a telephone and we expect that it is a 
private conversation, but maybe it isn't a private 
conversation. And we know that a great many con
versations are overheard. So maybe we have no 
right to an expectation. We have a right of privacy, 
but maybe we have no right to expectation. 

CHAIRMAN ERICKSON: As you know, the 
State of I1Iinois has acted on this consensual eaves
dropping are~, and they have suggested that law en
forcement be limited in their use of consensual 
eavesdropping equipment to the case where the 
chief prosecuting officer gives approval. 

Would that meet the requirements that you be
lieve are necessary? 

PROFESSOR LAPIDUS: I think that would be 
helpful. That doesn't go far, of course, as the 
requirement of a court order. 

CHAIRMAN ERICKSON: I might ask this: If you 
were to require a cOUrt order, what would you 
require be shown to justify the issuance of that 
court order for consensual eavesdropping? 

PROFESSOR LAPIDUS: I would say it would be 
the same requirement as in ordinary cases. You 
would h~ve to show probable cause. There is no 
reason why it should be different in that type than 
some other. 

You would still have to meet the requirements. 
CHAIRMAN ERICKSON: You would try to 

restrict that to the four corners of Spinelli and 
Aguilar, and so on? 

PROFESSOR LAPIDUS: I think so. 
CHAIRMAN ERICKSON: Don't we have the 

problem that was outlined in Berger that it is very 
difficult to predict the parameters of a conversation 
that hasn't occurred? 

PROFESSOR LAPIDUS: Well, of course, now 
you are touching on a very tender spot. After all, in 
the application are you supposed to show that you 
want a particular conversation, or do you only have 
to show the type of conversation that you want? 
That is a serious constitutional problem. 

And if we get into that, we will have to say that 
perhaps the whole of Title III is unconstitutional. 

In the kinds of cases where wiretapping court or
ders have been obtained, they have generally been 
the kind of cases where you cannot say that you 
want to get a specific piece of evidence. You have 
to simply indicate the type of evidence that you 
want. 

You can never tell the court that such and such a 
conversation is going to take place and you want to 
intercept it because of course you don't know if the 
conversation wiIl ever take place. 

CHAIRMAN ERICKSON: How would you limit 
the list of crimes for which electronic surveillance 
may be authorized? 

PROFESSOR LAPIDUS: That, too, is a very dif
ficult problem of drafting legislation. 

I do feel that perhaps it could be made clear that 
with respect to gambling-until we legalize aU gam
bling, which would solve at least half the 
problem-that it ought to be made clear in some 
way that it is the serious gamblingtha{-we-·z.rc con .. 
cerned with, that it is serious violations of narcotics 
that we are concerned with, and maybe limit some 
of the other offenses. 

I think in that case, too, it is the law with respect 
to the states that perhaps needs clarification more 
than the Federal, because there is this open-ended 
provision with respect to the states, where the of
fense is punishable by imprisonment for more than 
a year, and it includes crime dangerous to property 
as weI! as to life-perhaps that is a bit too broad. 

For example, I can conceive of a case-I don't 
know just what the state laws are-where a state 
might provide that if somebody is found with the 
possession of marijuana the penalty is imprison
ment for more than a year. 

Now, that would bring that offense under the 
provisions of Title III, so that you would be able to 
wiretap with a court order. 

I think that is going a bit too far. I think this type 
of intrusion into privacy should not be used for 
such a purpose. I don't know whether it is ever used 
in that kind of an offense but it is possible to do so. 

I feel that some study should be made of the 
wording of the offenses listed for the states. It is a 
very, very broad statement. It is quite different 
from the provision for Federal wiretapping. 

CHAIRMAN ERICKSON: In your answers to the 
interrogatories that we posed, you suggested cen
tralization of state wiretapping machinery. 

How would you effect that? 
PROFESSOR LAPIDUS: Well, I really don't 

know how that could be done. I haven't thought 
that out. But what I do know is that there are a 
great many people who apply for court orders and 
the supervision is not very great. 

Perhaps instead of permitting anybody in any 
political subdivisIon, that is, in the state govern
ment-some kind of local subdivision-there could 
be incorporated in the state law some kind of su
pervision so it wouldn't be possjble for so many 
people to apply for orders without any kind of over
sight. 

That happens in New York; it happens in New 
Jersey. If you look at the reports of the Administra
tive Office, you can see how many law enforcement 
officials have applied. I once counted them up, but 
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I have forgotten how man" there were in New 
York-a great many. 

r can't say how that could be done. It depends on 
the set-up in each state. But I think in some way 
there should be greater supervision of the people 
who can apply for court orders. 

CHAIRMAN ERICKSON: You have suggested 
that we limit wiretapping to the more serious 
crimes? 

PROFESSOR LAPIDUS: Yes, I think it should 
be limited to serious crime. 

CHAIRMAN ERICKSON: Let's assume that we 
were investigating a gambling charge that was al
leged to be of monumental size, that is, involving 
many people and millions of dollars in operations. 

So the tap is authorized. The tap is put in. The 
progress report is made that you have mentioned, 
and it turns out to be the "Ma and Pa" type opera
tion that is often referred to, and doesn't indicate a 
gambling operation of anything but the most insig-
nificant size. . 

Should the judge then dissolve the order? 
PROFESSOR LAPIDUS: Now, let me say that I 

personally think that this law should not be used in 
gambling cases. And I hope that the Commission, 
which is now investigating gambling, will recom
mend that gambling be legalized. Because I cannot 
see the difference between the kind of gambling 
that we have sanctioned, like the OTB's, and the 
kind of gambling that is now outlawed. 

And I really don't like to think of such a 
hypothetical question because it depends on the 
circumstances. 

CHAIRMAN ERICKSON: Well, that is a moral 
question, so we will get out of the moral question 
and let's say it il': narcotics. Well, I guess you could 
view the narcotics in the same light. 

But if you wiII accept narcotics, supposing it is 
heroin that you are investigating and you have been 
told about this massive ring of heroin importers, 
and it turns out to be the sale of a lid of marijuana 
b~tween two college students or just a restricted 
sale of a lid of marijuana. 

When this comes up and is part of the progress 
report, should the judge dissolve the wiretap order? 

PROFESSOR LAPIDUS: Mr. Chairman, I am 
afraid my answer wiII have to be the same on nar
cotics as on gambling, because I feel that wire
tapping and all the electronic surveillance hasn't 
made one bit of difference in connection with the 
narcotics, either. I don't say I want to legalize nar
cotics, but I think we are approaching the problem 
in a very ineffective way. 

We know that it is an international problem. We 
know that if we stop it at one point it comes in 
some other way. We used to get it from Marseilles, 

now we get it from Mexico. We tackle it in a very 
ineffective way. And I hate to think of what that 
poor judge would have to do. I think the judge has 
a real problem there. And I would say if I had my 
way I would not use wiretapping or electronic sur
veillance to deal either with gambling or narcotics. 
I would limit it to murder, kidnaping, extortion 
where there is violence threatened-that sort of 
thing perhaps. 

CHAIRMAN ERICKSON: All right. Let's put it 
on the extortion level. 

What I am trying to get at is: Instead of having a 
crime of the scope outlined in the initial applica
tion, it turns out to be the most lim:ted of crimes. 
Say it is an extortion crime that is alleged to involve 
organized crime and there is no indication of or
ganized crime and there is only one threat when it 
was alleged to be widespread. What is the judge 
supposed to do? Dissolve the order and suppress 
that because it didn't meet the first application and 
didn't obtain the information they sought? 

What is the judge supposed to do at that point? 
PROFESSOR LAPIDUS: Are you aski,lg me 

what he sould do after the first report at the tive
day point? 

CHAIRMAN ERICKSON: Yes. 
PROFESSOR LAPIDUS: No, as I said before, if 

you have 15 days you should be given the 15 days. 
But if you report to the judge that this is what you 
have after five days, well at least you have to show 
him that you still believe that it is a big operation, 
that even thuugh this is all it is so far, you think 
there is more involved. 

CHAIRMAN ERICKSON: The police officer 
very candidly says, "I was mistaken. This wasn't a 
big operaiion. All I got was this one isolated in
stance. " 

What does the judge do at that point? 
PROFESSOR LAPIDUS: WeB, I think that any 

law enforcement official who is worth his salt will 
terminate it of his own accord. If he admits he is 
mistaken, he will say, "Well, that is the end of the 
tap." 

And there are many law enforcement officials 
who ask for 30 days and terminate it in less than 30 
days. It doesn't happen oft~n, that is true, but it 
does happen. 

CHAIRMAN ERICKSON: All right. So he ter
minates the tap. 

What happens to the elements he seized that 
didn't comply with the initial order? 

PROFESSOR LAPIDUS: Well-
CHAIRMAN ERICKSON: AlI right, let's go 

further on this hypothetical. 
Supposi!:',g that instead of the extortion that they 

thought they had, they come up with the sale of one 
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lid of marijuana. Should the police be able to 
prosecute that when they have obtained informa
tion which they weren't even seeking? 

PROFESSOR LAPIDUS: Well, now of course, 
you get into problems there. You would have to get 
a court order. If you find that there is commission 
of some other offense, you simply can't use that 
evidence. You must get a court order to cover it. 
You can use it but you will have to do something 
further to comply with the law or it will be wasted. 

But the law enforcement official would have to 
decide for himself whether it is serious enough for 
him to apply for a supplementary order and he may 
decide that he should do it or that he shouldn't. 

CHAIRMAN ERICKSON: I understand that if 
they are going to conduct further surveillance on 
him they would have to do that. 

PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: But what about the 

material they already have? Does the statute pro
vide what should be done with the information that 
was obtained that doesn't fall within the four cor
ners of either the application or what they were 
really looking for? 

In short, does the fish that they found in the pond 
when they didn't think the fish was in the pond still 
get to be used? 

PROFESSOR LAPIDUS: Well, now I am not 
clear about that. You know, this is a matter of 
evidence in criminal law and I am not a criminal 
lawyer. So I just-I wouldn't like to say yes or no, 
because it is a problem that I don't feel equipped to 
give a good answer on, or an answer that I would 
want the Commission to rely on. 

CHAIRMAN ERICKSON: Do you feel that the 
requirements that are outlined in Title III for 
Federal use of electronic surveillance investigation 
are necessary, going' all the way up to the Attorney 
General or his designated assistant? 

PROFESSOR LAPIDUS: I cover the question of 
need, necessity, very fully in my book, Eaves
dropping 011 Trial, and I have come to the conclu
sion that nobody has ever been able to prove need 
and nobody has ever been able to prove lack of 
need. So I don't think we can say yes and no, it is 
necessary or it isn't necessary. What we have to do 
is to balance the right of privacy against the needs 
of law enforcement. 

CHAIRMAN ERICKSON: That is what I am ask
ing you to do. I am asking you to give us your con
sidered opinion as an expert as to whether or not 
the restrictions and the procedural safeguards that 
have been built into the Act are necessary or 
whether this could be simplified, for example, so 
that the United States Attorney at a local level 
could authorize this tap. 

PROFESSOR LAPIDUS: Well, I would certainly 
be opposed to that. 

CHAIRMAN ERICKSON: If you would object to 
that, then are you saying that someone other than 
the Attorney General or the Assistant that is 
designated by him should be authorized to do this? 
Should you have a specialist in the Attorney 
General's office who would do nothing but review 
wiretap applications so that he would be available 
24 hours a day to act upon these applications? 

PROFESSOR LAPIDUS: No, I can't say that I 
would feel that that would be an improvement. I 
think that the law as it now stands requiring ap
proval of the Attorney General or of an Assistant 
Attorney General specially designated by him, is 
much better than doing it some other way. 

The problem has been, as you know, in the past 
that orders have gone through, applications have 
been made, without the approval of the Attorney 
GeneraL 

CHAIRMAN ERICKSON: You are referring to 
the Giordano case. You are highlighting the Gior
dano case. 

PROFESSOR LAPIDUS: Yes. 
CHAIRMAN ERICKSON: Going to the state 

level, where would you draw the line? Should the 
attorney general of the states be the one that 
authorizes the tap on a local basis? Or should it be 
a local District Attorney, or should it be some other 
person? 

PROFESSOR LAPIDUS: Now, that, too, is a 
state-by-state problem. 

CHAIRMAN ERICKSON: That is right, and we 
are supposed to give an opinion. And we want your 
considered judgment on it. 

PROFESSOR LAPIDUS: I wish I could help the 
Commission there. I wish I knew more about the 
set-up of the system of justice in all the states. 

It is easy enough where it is a state like Georgia 
where they have an attorney general and he has this 
kind of function. Then you say, "Well, nobody but 
that attorney general can authorize it." 

But in New York we do have a problem. Who is 
the one responsible for law enforcement? It should 
be somebody at the top level, and it should be im
pressed on the states that it can't be left to so many 
people. 

One of the things that I did when I went around 
on interviews was to ask, "Who initiates these 
wiretaps? Who draws those papers? Who passes on 
them? Who authorizes them?" 

And I was amazed at how many people had 
authority to initiate, to draw the papers-and some 
of those that I saw were pretty bad-and to follow 
through on the applications. And I know enough 
about the system-
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CHAIRMAN ERICKSON: How would you im
prove that? 

PROFESSOR LAPIDUS: I don't know how I 
would improve it. I know it needs improving but if 
the Commission went around and found out how 
these offices were set up it might find there is some 
supervision. Who does supervise these attorneys? 
Somebody has to be doing it. I don't know who. 

CHAIRMAN ERICKSON: We will take a five
minute recess at this time. 

[Whereupon a short recess was taken.] 
CHAIRMAN ERICKSON: Professor Lapidus, 

only have a few more questions, so may we con-
tinue? -

We are filing your answers to the interrogatories 
as part of the record. 

CHAIRMAN ERICKSON: One of the problems 
that goes to the heart of this question of requiring 
prior court authorization for the use of a consen
sual monitoring or recording device is that very 
often the police have an individual that isn't the 
confidential, reliable informant that is so often 
spoken of, but is one that is unreliable, and as a 
result he wouldn't be able to provide the probable 
cause but he has the information that shows a crime 
is being or is about to be perpetrated. 

Now, should this use of a consensual eaves
dropping device be limited to probable cause under 
Spinelli and Aguilar, or should there be a lesser 
test? 

PROFESSOR LAPIDUS: I would say that we 
have to stay with probable cause, that it would 
really negate the purpose of requiring a court order 
if we do less, because the minute we get down to 
the reasonable suspicion rule, then we are dealing 
with something very unreliable. 

No, I would say that if a law enforcement officer 
goes to a judge and says, "We' need a court order 
for this," that he would have to show probable 
cam.~. 

It might be that something less would satisfy the 
judge, and he would say, "Well, that is enough 
probable cause." 

But !i don't think that in the law you ought to say 
that anything less than ordinary probable cause 
would do. You know "probable cause" is a very 
elastic term. It has been defined but it is being con
stantly litigated as to whether or not there was 
probable cause. 

CHAIRMAN ERICKSON: Certainly it has been 
litigated, but if there is that elastic, there is no 
reason for requiring it, is there? 

PROFESSOR LAPIDUS: No, I wouldn't say that. 
The mere fact that there is a little give and take 
that way doesn't mean that you shouldn't require it. 

No, I would not like to accept the view that
CHAIRMAN ERICKSON: Reasonable suspicion? 

PROFESSOR LAPIDUS: No, I don't think so. As 
I said before, it is this one problem of consensual 
eavesdropping that seems to be troubling the Com
mission to which I haven't really given that much 
thought, so I am not sure that I can be very helpful. 

CHAIRMAN ERICKSON: Well, I wiII only say 
that the thought that you put forth in preparing the 
answers to the interrogatories shows your depth of 
knowledge on the subject, and we are indeed 
delighted that you were able to give us the time to 
prepare those answers and to file these reports that 
you have made available to the Commission that 
will assist us so much in our deliberations. 

Professor Blakey. 
PROFESSOR BLAKEY: I have no questions, but 

I would like to extend to Professor Lapidus my 
thanks for coming. I have read your book, as you 
know, and I have studied very carefully your sug
gestions, both in the book and in the materials you 
prepared for us, and I am certainly very apprecia
tive of your ability to stay over today. 

Thank you very much. 
PROFESSOR LAPiDUS: Thank you, Mr. Chair

man and members of the Commission. I enjoyed 
listening all day long yesterday. I listened very care
fully, and I think I learned a great deal from the 
discussion and I certainly came away with the feel
ing that the Commission was doing a very careful 
job of investigating both the law and the practice 
on wiretapping electronic surveillance. . 

And I leave Washington with a very good feeling 
that the whole problem-and it is a very serious 
problem-is in good hands. 

CHAIRMAN ERICKSON: We are very grateful 
to you, and thank you very much for staying with 
us. We know the inconvenience that your stay has 
caused you and we are doubly appreciative for that 
reason. 

[The prepared statement of Edith J. Lapidus fol
lows.] 

STATEMENT OF EDITH J. LAPIDUS, 

PROFESSOR, QUEENS COLLEGE, 

CITY UNIVERSITY OF NEW YORK 

Mr. Chainnan and Members of the Commission: I appreciate 
the opportunity of appearing before you today to discuss the 
problems involved in Federal and State laws and practice relat
ing to wiretapping and electronic surveillance. This Statement is 
addressed 'to the specific questions outlined in the Commission's 
Questionnaire dealing with court-ordered electronic surveil
lance. It supplements my answers submitted to the Commission 
on May 14, 1975. 

In April 1974 I presented a Statement on Wiretapping and 
Electronic Surveillance under Title III to the Subcommittee on 
Courts, Civil Liberties, and the Administration of Justice, of the 
House Committee on the judiciary. The Statement appears on 
pages 259-274 of the Hearings of the Subcommittee held April 
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24,26, and 29,1974 (Serial No. 41). In that Statement, as in my 
book Eavesdropping on Trial I tried to be as objective, unbiased, 
and impartial as possible, and to offer some constuctive and 
realistic proposals for changes in law and practice. Some 
changes that seemed unlikely to meet with approval by Congress 
or the public a year ago now appear possible. This Statement 
will emphasize proposals that may restore some of the privacy 
invaded by government electronic surveillance without unduly 
interfering with law enforcement. 

Question 2. 
Is court-ordered eavesdropping necessary for investigation of 
criminal conspiracies or organized criminal activity? Is it neces
sary in investigating narcotics and gambling rings? Would use of 
informants or undercover agents be preferable? 

As to whether it is "necessary": A decade of hearings in Con
gress produced nothing but conflicting expert opinion on the 
question of need for wiretapping and electronic surveillance. No 
one ever succeeded in proving need, or even in defining it 
clearly. Nor was it ever settled who should bear the burden of 
proving need. If the Commission is to determine whether court
ordered eavesdropping is necessary, it will have to compare time 
and cost factors. Would the same resources devoted to normal 
types of surveillance produce equal or better results, or no 
results at all? If Title III has not been used effectively against or
gani~ed crime or limited to serious offenses, the need for court
ordered eavesdropping to promote public safety is seriously 
weakened in balancing it against the invasion of privacy that it 
necessarily entails. 

What is "organized crime" or "organized criminal activity"? 
Title III was intended to deal primarily with organized crime. 
This was the reason offered most frequently for passage of the 
law and Congress acknowledged this need in its introductory 
findings. However, it did not define "organized crime." It is 
doubtful that the intent to reach "organized crime" has been 
carried out. Law enforcement officials admit freely that they go 
after the most important suspected criminal figures that they can 
reach. Top echelon members are carefully shielded. There is 
nothing in the reports required by Title III to indicate the level 
of organized crime covered by a court order, or whether or
ganized crime is involved. 

The vast majority of orders obtained under Title !II have re
lated to gambling and narcotics (about 80% in 1974). Recom
mendations have been and are still being made to legalize gam
bling and to treat narcotics as an illness at the lower levels and 
as an international problem to stop the flow of drugs into the 
United States. If gambling and narcotics were removed from or
dinary law enforcement, applications for court orders would 
dwindle to a negligible number. 

A tremendous amount of effort and huge sums have been 
devoted to dealing with gambling and narcotics-whether 
through court-ordered eavesdropping or the use of informants 
and undercover agents. Perhaps it is time to rethink our social 
policy on these problems. Court-ordered eaveSdropping involves 
an intrusion on privacy. Use of informants or undercover agents 
often involves the government in actual, if not legal, entrapment. 
Which is preferable? l believe it is a poor choice either way. 

Question 3. 
Is the list of crimes for court-ordered surveiJIance adequate? 
Should it be more limited? 

Section 2516( I) presents a long list of offenses for which 
Federal officers may seek a court order. They were selected, ac
cording to the Senate Report because they were characteristic of 
activities of organized crime or because of their seriousness. 
However, eavesdropping in any offense seems to be sanctioned 
on the theory that organized crime has not limited itself to the 
commission of any particular offense. 

The list of offenses in which State officials may obtain a court 
order is shorter, but perhaps even broader than that of the 
Federal government [Section 2516(2)]. The State list appears to 
be practically unlimited. State statutes may authorize eaves
dropping in connection with: 

... the offense of murder, kidnapping, gambling, extortion, 
or dealing in narcotic drugs, marihuana, dangerous drugs, or 
other crime dangerous to life, limb, or property, and punisha
ble by imprisonment for more than one year, designated in 
any applicable State statute ... or any conspiracy to commit 
any of the foregoing offenses. 
There is great p;)tential f0t abuse inherent in permitting wire

tapping and electronic survciIlance over a wide spectrum of of
fenses. The reports required by Title III do not reveal the seri
ousness of the offense or whether organized crime was involved. 
I believe that.if court-ordered surveillance is to be continued, it 
should be restricted to serious crimes, in both Federal and state 
proceedings. 

Question 4. 
Should electronic surveillance upon consent of one party to the 
conversation be proscribed? Should there be an exception for 
law enforcement? Should it be subject to court order, regulation, 
or reporting? 

Section 2511(2)(c) declares that it is not unlawful for a law 
enforcement officer to intercept a wire or oral communication if 
he is a party to the communication or if one of the parties gave 
prior consent to the interception. This provision was no innova
tion in policy. It reflected the decisions of the United States 
Supreme Court· which, over a period of two decades, had 
generally sanctioned eavesdropping without a warrant if one of 
the parties to the conversation gave his consent to the intercep
tion. 

Prior to enactment of Title III, the leading cases on the subject 
of consent eavesdropping were On Lee v. United States, 343 U.S. 
747 (1953) and Lopez v. United States, 373 U.S. 427. On Lee in
volved third-party monitoring of conversations; Lopez rules on 
single-party informant "bugging." In On Lee the Supreme Court 
upheld the right to wire an informant for sound in order to trans
mit statements of a suspect to police officers listening at a 
receiver outside the building. In Lopez, a government agent was 
equipped with a pocket wire recorder which recorded conversa
tions of a cabaret operator offering a bribe to an agent to help 
him conceal tax liability. The Supreme Court ruled that the 
evidence obtained through the recording device was admissible 
in evidence and that there was no violation of the Fourth 
Amendment to the Constitution, although no warrant had been 
obtained. 

The traditional principle on which the validity of consent 
eavesdropping without a warrant rests is that a party to a conver
sation takes his chances that the other participant may increase 
his present or future audience. Justice Brennan, dissenting in 
Lopez, protested that "in a free society people ought not to have 
to watch their every word so carefully." 

Since enactment of Title III, the Supreme Court has held that 
the Fourth Amendment is not violated by governmental elec
tronic eavesdropping effected by wiring an informant for sound, 
having him talk to the suspect, and then having agents to whom 
the conversation is transmitted repeat the communications at the 
suspect's trial [United States v. White, 401 U.S. 745 (1971)]. 
Deep cleavages in the Supreme Court on the subject of consent 
eavesdropping were revealed by the opinions of the Justices in 
White. The Court reversed the judgment of the Court of Appeals 
and upheld White's conviction by a vote of 6 to 3, but no agree
ment could be reached on a m:.\jority opinion. 

The plurality view in White,expressed by Justice White, had 
the support of Chief Justice Burger and Justices Stewart ami 
Blackmun. Justice Brennan concurred in the result on the 
technical ground that Katz v. United States was not retroactive. 
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Justice Black concurred in the judgment because of his view that 
electronic surveillance is not a search and seizure subject to the 
Fourth Amendment. Dissenting opinions were filed by Justices 
Douglas, Harlan, and Marshall. The issue as Justice Harlan saw 
it in his dissenting opinion was whether "uncontrolled consen
sual surveillance in an electronic age is a tolerable technique of 
law enforcement, given the values and goals of our political 
system. Third-party bugging, he believed, undermined that con
fidence and sense of security in dealing with one another that is 
characteristic of individual relations in a free society. Justice 
Douglas based his dissent not only on the Fourth Amendment 
but also on freedom of speech guaranteed by the First Amend
ment. Must everyone live in fear that every word he speaks may 
be transmitted or recorded, he asked. He could imagine nothing 
that has a more chilling effect on people expressing their views 
on important matters. 

Several bills have been introduced in Congress to eliminate 
the exception of "consent eavesdropping" from court order 
requirements of Title I1J, and to permit a person to record elec
tronically or otherwise intercept a wire or oral communication 
only where all the parties to the communication have given prior 
consent to such interception. This is an ideal solution to a 
troublesome: problem. In my Statement a year ago to the Sub
committee on Courts, Civil Liberties, and the Administration of 
Justice, of the House Committee on the Judiciary, I expressed 
doubt that Congress and the public would support outlawing 
one-party-consent eavesdropping. r believe that the climate of 
opinion has changed. 

Unless all the parties to a conversation consent, the recording 
of such conservations should be proscribed unless a prior court 
order is obtained, and reports on such orders should be made to 
the Administrative Office of the United States Courts. 

Question 5. 
Is responsibility for authorization of application for court or
dered electronic surveillance properly placed? Is the Federal 
system too centralized? Is the State system too decentralized? 

It seems proper to limit power to authorize applications to the 
Attorney General, or any Assistant Attorney General specially 
designated by the Attorney General. The difficulty in the past 
has been that the Attorney General did not personally authorize 
each application. As to the States, it would seem that too many 
people can apply for orders. Authority is given to "the principal 
prosecuting attorney" of the State or political subdivision. In 
Gc;:orgia, applications are made by one individual, the State At
torney General, but in New York dozens of persons may and do 
submit requests for orders. New York State has 62 counties, 
each with its own District Attorney. Anyone of these may apply 
for a court order, and there is no supervision of his actions other 
than by the judge who issues the order. In many cases, the judges 
to whom applications are presented were former District Attor
neys. Judges who prior to their ascent to the bench were attor
neys representing defendants in criminal cases are not very sym
pathetic to applications for court orders for wiretapping or elec
tronic surveillance. It is possible to go "judge-shopping." 

Perhaps some means could be devised for supervision of Dis
trict Attorneys who apply for court orders. Perhaps training pro
grams sponsored by the Law Enforcement Assistance Adminis
tration could impress them with the fact that court-ordered elec
tronic surveillance is a serious intrusion on pri'!acy and should 
be used only in the case of serious offenses. 

QUestion 6. 
Is there a role for greater judicial supervision? Should progress 
reports be required? Should emergency interceptions be subject 
to prior judicial approval? 

Section 25 I 8(6) provides that an order may require periodic 
reports to the judge showing what progress has been made and 

the necessity for continued interception. Progress reports are in
tended to serve as a check on the continuing need to conduct 
the surveillance and to prevent abuse. Federal judges are re
ported generally to require progress reports. Few, if any State 
judges have specified in the court order that progress reports 
shall be submitted, although some say that they receive oral 
progress reports from time to time. This may seriously un
dermine judicial supervision of the operator who is listening to 
intercepted conversations and of the law enforcement official 
who is handling the investigation. 

Progress reports to judges should be mandatory and not dis
cretionary. Failure to require such reports is an obvious gap in 
judicial supervision, and should be remedied. 

Sec. 2518(7) of Title III permits wiretapping and electronic 
surveillance by government officials without court order during 
a 48-hour emergency. Emergency situations are described as in
volving two types of conspiratorial activity: (1) threatening na
tional security, and (2) characteristic of organized crime. I be
lieve that the emergency clause is vague, open to abuse, and un
constitutional. National security is not defined, and the law does 
not indicate what offenses are 'characteristic of organized 
crime.' No report is required to be filed, and there is no way of 
knowing how much 'emergency' eavesdropping has been going 
on. The law requires that all conditions necessary for issuance of 
an order under Title IIJ be present before emergency surveil
lance begins, but it is unrealistic to assume that these conditions 
will always be satisfied. 

Federal officials have claimed that the 48-hour emergency 
provisions have never been utilized. On the State level, New Jer
sey appears to be the only one to have provided for emergency 
eavesdropping. The New Jersey law is more restrictive than Title 
III. Informal application may be made to a judge who may grant 
verbal approval without an order, to be followed within 48 hours 
by application for an order. It must relate to investigation of 
conspiratorial activities of organized crime. If no application is 
made, or if the application is denied, the taped recordings of 
conversations must be delivered to the court and sealed. Failure 
to do so is punishable as contempt of court. The District of 
Columbia law also provides for emergency eavesdropping; appli
cation for an order must be initiated within 12 hours of the 
emergency and be completed within 72 hours. 

In the debate in Congress to restrict an emergency situation to 
one involving imminent threat to human life, Senator Philip A. 
Hart (D. of Mich.) commented on the vagueness of the word 
"emergency:" 

If one is a good policeman everything is an emergency to him. I believe 
that the 48-hour emergency provision is an invitation to misuse and opens 
up possibilities for "leads" and corroborative information rather than ob
taining specific evidence of a particular crime. It should be repealed. In 
an emergency, a court order can always be obtained without delay. 

Question 7. 
Is the 3D-day period for a wiretap or 'bug' too lengthy? What 
would :'e adequate? Should the number of extensions be limited? 
Is provision permitting postponement of notice necessary? 

Many State court orders have provided for interception during 
the maximum thirty-day period, and renewals have been granted 
freely. This period is too long, and Sec. 2518(5) allowing inter
ception for a period up to 3D days with an unlimited number of 
3D-day extensions should be amended. 

Federal orders have generally limited the period to 15 days 
and this seems like a reasonable maximum length of time. 
Requests for orders covering a longer period than is necessary 
frustrate th~ specific requirements of the law. 

As to extensions, these should be limited. State and Federal 
officials claim that an extended period is needed where the of
fense is a continuing one, but some admitted frankly that exten
sions were sometimes asked in order to postpone giving notice of 
the interceptions. The granting of an unlimited number of exten-
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sions also gives rise to the suspicion that a law enforcement offi
cial may be engaging in "strategic intelligence" surveillance, in
stead of attempting to obtain specific evidence of a' specific 
crime. An extension for a maximum of 10 days could be the 
rule, with some leeway in unusual circumstances. 

The power of a judge to postpone giving notice should be 
limited specifically where the individual whose communication is 
intercepted is not engaged in a continuing criminal enterprise. In 
cases where postponement is permitted because of a continuing 
criminal enterprise, the judge and prosecuting official should be 
required to issue a detailed report when notice is finally given. 

Question 8. 
Should standards for minimization of electronic surveillance in
terceptions be set forth in Title III? What standards? 

One way of minimizing inte(ception of innocent conversations 
is to ban automatic monitoring and to require manual or 'live' 
monitoring. In live monitoring, police officers or agents sit con
tinuously at the receiving station, listening to the recordings and 
making notes of relevant conversations. The recorder can be 
shut off when innocent, irrelevant, or privileged conversations 
are taking place-if they can be recognized as such. In auto
matic recording, the conversations are recorded on tapes 
without listeners and are later played back at intervals, the 
frequency depending on the circumstances and on the practice 
established in a particular office. The automatic device records 
all conversations. 

The law is not clear ~s to whether automatic recording is 
prohibited, and it is done at least in some State law enforcement 
agencies. 

Even if live monitoring is used, administrative regulations are 
needed to control the agents who man the monitoring devices. 
Recommendations of the American Bar Association made in 
1971 are as follows: 

1. Limit the number of agents authorized to employ the 
techniques. 

2. Specify the circumstances under which the techniques 
may be used, giving preference to those which invade privacy 
least. 

:3. Set out the manner in which techni'laes must be used to 
assure authenticity. 

4. Provide for close supervision of agents. 
5. Circumscribe acquisition and custody of, and access to 

electronic equipment by agents. 
6. Restrict transcription, custody of, and access to over

heard or recorded communications by agents. 
7. Provide training programs for agents. 

Following items 4, 5, and 7 would do much to minimize inter
ceptions. 

It should also be made clear that the gathering of strategic in
telligence is not permitted by Title III. An application for a court 
order must show that a particular offense has been, is being, or is 
about to be committed [Sec. 2518(l)(b)(i)]. This would seem 
to limit applications to those seeking specific information about 
a particular crime-that is, tactical, as distinguished from 
strategic intelligence. 

Question 9. 
Should distinctions be made in the law between wiretapping and 
"bugging"? Should an applicant be required to specify if break
ing and entering is required and obtain specific authorization? 

I do not see any need to distinguish between wiretapping and 
"bugging". Wiretapping is the interception of telephone calls 
and normally involves a 'physical entry into a telephone circuit. 
"Bugging" is listening in on conversations in a given area by 
means of electronic devices. It is sometimes hard to tell where 
wiretapping leaves off and electronic surveillance begins. All 
telephones have wires and some miniature listening devices do 

too. In both, the intercepted conversations are recorded on tape. 
The technique of one is sometimes affected by the other. Most 
of the court orders under Title III have been obtained for wire
tapping and breaking and entry have not been necessary. If an 
order covers electronic surveillance involving breaking and en
tering, it would be well to require that the order explicitly 
authorize it. 

Question 10. 
Is privacy best protected by storage under seal of tapes for a 10-
year period? Should information be preserved permanently? 
Could tapes be destroyed sooner than in 10 years, on notice and 
hearing? 

I can see no objection to the requirement of Sec. 2518(8)(a) 
that recordings shall not be destroyed except on order of the is
suing judge and in any event shall be kept for ten years. A 
problem may arise, however, as to HOW they are sealed, a 
matter that is not covered by Title III. In the case of docu
ments-the application, affidavits, order, etc., the common prac
tice is simply to put the papers in a folder, bind it with adhesive 
tape, and have the judge put his signature across the tape. The 
seals are rather makeshift affairs and tampering should not be 
too difficult. 

Question It. 
Are reports to the Administrative Office necessary? What addi
tional facts should be reported? Should illegal taps be reported? 

The reports to the Administrative Office do serve a useful pur
pose. At the least, they act as a deterrent to requests for too 
many orders by prosecl!ting officials, and to acquiescence by 
jUdges. The inform"tion is collated by the Administrative Office 
of the United States Courts and Congress will know who asked 
for the orders and who granted them. The difficulty is that 
neither judges nor prosecuting officials take the reports seri
ously. Some judges think it is a nuisance and shift the task to the 
prosecuting official. All the judge does is sign his name. Law en
forcement officials also find the reports a source of irritation; 
State officials have complained that the following items of the 
report are vague and objectionable: 

1. Average frequency of intercept. 
2. Number of persons whose communications were inter-

cepted. 
3. Number of communications intercepted. 
4. Number of incriminating communications intercepted. 
5. Number of convictions. 
6. Cost. 

Instead of requiring average frequency of intercept, the report 
should require a statement of the total number of days in which 
interception actually occurred out of the total number of days 
authorized. Number of communications intercepted should be 
clarified to include attempted as well as completed calls, for 
numbers calling or called can serve to identify persons con
nected with the suspect. Number of incriminating communica
tions intercepted is ambiguous, since it is not clear when a con
versation is "incriminating." The number of convictions may be 
misleading. Officials should be required to indicate whether the 
conversations intercepted were used as evidence in obtaining a 
conviction, and whether in their opinion these intercepted com
munications contributed substantially to conviction and whet~er 
evidence was obtained by other investigative techniques and 
used. 

Cost should include a statement of the exact amount paid to 
each investigator and all other individuals who spent time on the 
particular wiretap. It should be made clear that it includes cost 
of equipment, plant, and any other items of expense involved in 
interception of conversations, recording, and making logs and 
transcripts. 

Question 12. 
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Is Title HI effective in prohibiting manufacture, distribution, pos
session, advertising of interception devices? Should manufac
turers be licensed? How can proliferation of equipment be 
stemmed? Should the FBI investigate illegal wiretapping by local 
police? 

The ban on private eavesdropping in Title III is completely in
effective. The prohibition against manufacture, distribution etc. 
applies only to devices designed primarily for surreptitious wire
tapping and electronic surveillance. Suppliers claim they sell 
only to law enforcement officials. But a private individual does 
not have to go to a manufacturer or distributor in the business. 
He can buy parts at an electronics supply house and put the,." 
together with a little electronics experience. It is estimated that 
there are 200,000 people in the United States who know how to 
assemble an electronic eavesdropping device. Since that esti
mate was made, the number of young experts has probably in
creased. Licensing of manufacturers would be futile. The only 
way to stem proliferation of equipment is to enforce the Jaw 
vigorously. Officials must wait for complaints. ~nd State officials 
say that few complaints have been received. The U.S. Depart
ment of Justice has had some complaints, but few prosecutions 
have resulted. 

The F.B.1. hardly qualifies as the agency to investigate illegal 
wiretapping. Perhaps we should go back to the Right of Privacy 
Act of 1967 and ban ALL wiretapping and electronic surveil
lance except in national security cases. That would surely stem 
proliferation of electronic listening devices. 

Question 13. 
Is exception to communications common carriers too broad? 
Should the law proscribe interception of telephone communica
tions of employees by employers? How about those who conduct 
most of their business by telephone? Does an employee have an 
expectation of privacy on a business telephone? 

Section 2511 (2)(a) exempts from the prohibition against in
terception employees or agents of "communications common 
carriers" in the normal course of employment, but such carriers 
are forbidden to use service observing or random monitoring ex
cept for service quality control checks. This seems to be a 
reasonable provision. Its effectiveness depends on the vigilance 
and good faith of the telephone company. 

[ do not believe tha.t there is any exper.tation of privacy in 
communications by an employee on a business telephone, nor 
should the law grant such privacy specifically. 

SUMMARY 

I believe that prosecuting officials, judges, and others involved 
in law enforcement want to comply with the law relating to wire
tappi\'g and electronic surveillance and with the Constitution. 
They are looking for guidance, for clarification of ambiguitis in 
the law, and for correction of defects in practice. By its recom
mendations the National Commission can furnish that guidance. 
I urge the Commission to propose that Congress make the lol
lowing changes in Title III of the Omnibus Crime Control and 
Safe Streets Act of 1968: 

I. Limit covered offenses to fierious crime. 
2. Make progress reports to judges mandatory. 
3. Ban interceptions without court order unless all parties to 

a conversation consent. 
4. Reduce the initial period of interception to a maximum of 

15 days, with one extension of 10 days, except in unusual cir
cumstances. 

5. Eliminate the 48-hour emergency exception to court 
order requirements. 

6. Prohibit automatic monitoring of conversations and 
require manual or live monitoring of interceptions. 

7. Clarify the fact that a court order i& obtainable only to 
obtain specific evidence of a specific crime, and not to gather 
strategic intelligence. 

8. Require an applicant for an order to specify if breaking 
and entering is required and obtain specific authorization for 
such intrusion. 

Law enforcement officials need not wait for Congress to act. 
They can limit applications to serious crime, make progress re
ports, ask for 15-day orders instead of 30. They can minimize in
terceptions by using live monitoring exclusively, and refrain 
from attempting to gather strategic intelligence. The Commis
sion should urge that they do so. The following additional 
changes in practice sh:mld also be recommended: 

1. Provide for closer supervision of monitoring agents. 
2. Institute training programs for prosecuting officials so 

that they understand the safeguards provided by law. 
3. Make certain that seals are secure so that tampering is 

difficult or impossible. 
4. Clarify details of the reports to the Administrative Office 

of the United States Courts. 

[ believe that if these changes in law and practice are made, 
some of the privacy that has been lost in sanctioning and en
couraging wiretapping and electronic surveillance will be 
restored without any undue interference with law enforcement 
to combat crime. 

Statement of Professor Edith J. Lapidus on Wiretapping and 
Electronic Surveillance, under Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, before the Subcommittee 
on Courts, Civil Liberties, and the Administration of Justice, of 
the House Committee on the Judiciary, on Monday, April 29, 
1974at 10A.M. 
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Judge-shopping for court orders 
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Mr. Chairman, members of the Committee: My name is Edith 
J. Lapidus. I am a member of the New York Bar and am ad
mitted to practice before the United States Supreme Court. [ 
teach Constitutional Law at Queens College of the City Univer
sity of New York and hold a Ph.D. degree in Political Science 
from the City University. My book, Eavesdropping on Trial, with 
a Foreword by Senator Sam J. Ervin Jr., was released by Hayden 
Book Company Inc. of Rochelle Park, New Jersey, in January 
1974. It presents an a.nalysis and evaluation of the law and prac-
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tice under Title III of the Omnibus Crime Control and Safe 
Streets Act of 1968 in which Congress, for the first time in the 
history of the United States, sanctioned wiretapping and elec
tronic surveiIlance by government officials. 

I deeply appreciate this opportunity to appear before you and 
to discuss the problems associated with government eaves
dropping and the connict that it raises between the individual's 
right to privacy and society's need for effective law enforcement 
in dealing with crime. This complex and controversial subject 
has suffered in the past from ideological and political partisan
ship, and (at least before "Watergate") from public indifference. 
In my study of wiretapping and electronic surveillance under 
Title III of the 1968 Act, I have tried to be as objective, un
biased, and impartial as possible, and to offer some constructive 
and realistic proposals. 

This Statement is based largely on my findings as reported in 
Eavesdropping on Trial, but it also inclUdes proposals suggested 
by events that have occurred since the book went to press and 
further refle;:tion. Problems of court-ordered wiretapping and 
electronic surveillance by law enforcement officials are 
emphasized in this Statement and discussed in detail. Criticism 
of '~'arrantless eavesdropping, a serious loophole in Title 1II con
sidered fully in my book, is merely outlined here. 

PURPOSES AND PROVISIONS OF TITLE III 

Title IJI is one of eleven "Titles" in the Omnibus Crime Con
trol and Safe Streets Act of 1968, passed by Congress in the 
wake of a nationwide fear of crime and clamor for "law and 
order." It purports to serve a dual function: 

1. To protect the privacy of individuals by banning private 
eavesdropping, and prohibiting manufacture, ;;ale, possession, 
or advertising of eavesdropping devices designed primarily for 
surreptitious interception. 

2. To combat organized crime and other serious offenses by 
giving Jaw enforcement officials an effective 
tool-interception of wire and oral communications, \J.nder 
specified conditions and with proper safeguards. 

The 1968 law is an attempt to balance "liberty" against "law 
and order." It prohibits interception of wire and oral communi
cations and then makes certain exceptions: designated Federal 
and State officials are authorized to intercept such communica
tions in the case of specified offenses, provided they comply with 
procedures detailed in the law. The heart of this procedure is the 
obtaining of a court order from a judge of designated courts, 
similar to a warrant for search and seizure. In some instances, 
eavesdropping by law enforcement ofikials is permitted without 
COUrt order. 

Court-ordered !:avesdropping 

The safeguards to individual privacy sought to be provided by 
Title III consist of requiring a court order before a government 
official may intercept a wire or oral communication. A judge is 
to decide whether or not an order shall be issued, and the inter
ception is subject to supervision by him. Title III lists a wide 
variety of offenses for which a court order may be obtained, the 
Federal officers who may apply for a court order, the judges to 
whom applications must be presented, and the necessary 
findings by the judge of "probable cause" on which orders are to 
be based. State officials may also apply for court orders to 
wiretap or conduct electronic surveillance provided the particu
lar State enacts a law conforming to Title III 

An order may be granted for a period not exceeding thirty 
days, with an indefinite number of renewals, each for a period 
up to thirty days. Notice of the interception must be given to the 
persons named in ine order or application, and to others in the 
discretion of the judge, within ninety days after termination. 
Judges and prosecuting officials are required to file reports on 
each order with the Administrative Office of the United States 

Courts in Washington, D.C., and this agency, in turn, must file 
an annual report with Congress. 

Heavy penalties are provided for violations of Title III: im
prisonment up to five years and a fine of $10,000 or both. Civil 
damages are also recoverable-actual damages but not less than 
liquidated damages computed at the rate of $100 a day for each 
day of violation, or $1,000, whichever is higher; punitive 
damages and counsel fees and other litigation costs are also 
recoverable. Conversations intercepted unlawfully are barred 
from introduction in evidence. 

These seemingly simple provisions for court-ordered eaves
dropping by government officials have raised some difficult legal 
and practical questions and generated much heated discussion. 
They purport to comply with requirements of the United States 
Supreme Court laid down in two landmark decisions handed 
down in 1967, Berger v. New York (388 U.S. 41) and Katz v. 
United States (389 U.S. 347), and law enforcement officials 
claim that their practices follow the mandates of the Supreme 
Court. Berger struck down as unconstitutional a New York law 
permitting court-ordered eavesdropping en the ground that the 
statute was "too broad in its sweep" and failed to provide 
adequate judicial supervision or protective procedures. In Katz, 
the Supreme Court held for the first time that electronic surveil
lance constitutes a "search and seizure" subject to the protec
tions and limitations of the Fourth Amendment to the United 
States Constitution which provides: 

The right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable searches and 
seizures, shall not be violated, and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the per
sons or things to be seized. 

Critics of Title m protest that the safeguards sought to be pro
vided by the court order requirements are inadequate; that many 
terms and clauses in the law are ambiguous; that State and 
Federal officials are misinterpreting some provisions and failing 
to carry out others. My study of the law and practice under Title 
III has led me to the conclusion that there is validity in these 
criticisms, and I shall discuss them in detail later in this State
ment. Even the most ardent proponents of government eaves
dropping will admit, I think, that no acceptable balance between 
"liberty" and "law and order" can be achieved without clarity in 
the law, existence and observance by law enforcement officials 
of proper standards and guidelines, and scrupulous adherence to 
the safeguards sought to be provided byI itle Ill. 

EaveSdropping Without Court Order 

In addition to court-ordered eavesdropping, the Federal law 
permits wiretapping and electronic surveillance by government 
officials without court order in two broad types of cases: ( 1 ) dur
ing a forty-eight-hour emergency, and (2) to protect "national 
security" under authority of the President. Emergency situations 
are described as involving two types of conspiratorial activity: 

1. threatening national security, and 
2. characteristic of organized crime. 

The emergency clause [Sec. 2518 (7)J has been widely at
tacked as vague, open to abuse, and unconstitutionaL The term 
"national security" is not defined, and the law does not indicate 
what offenses are "characteristic of organized crime." No report 
is required to be filed, and there is no way of knowing how much 
"emergency" eavesdropping has been going on. The law 
requires that all conditions necessary for issuance of an order 
under Title III be present before emergency surveillance begins, 
but it seems unrealistic to assume that these conditions will al
ways be satisifed. The conclusion is compelling that if emergen
cy eavesdropping without court order should be permitted at all, 
it should be restricted to cases involving a threat to actual or 
potential attack by a foreign power, collection of foreign intel
ligence information, or investigation of espionage activity. 
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In addition to the emergency clause, exemption from court 
order requirements is provided for national security related 
eavesdropping undertaken "by authority of the President" [Sec. 
2511 (3)]. Title III declares that nothing in the Act shall limit 
the constitutional power of the President to take measures that 
he deems necessary: 

1. To protect the Nation against actual or potential attack 
or other hostile acts of a foreign power; 

2. To obtai'; roreign intelligence information deemed essen
tial to the security of the United States; or 

'3. To protect national security information against foreign 
intelligence activities. 

Nor is any limitation to be placed on the constitutional power of 
the President to protect the United States against: (I) overthrow 
of the Government by force or other unlawful means, or (2) any 
other clear and present danger to the structure or existence of 
the Government. Interception without court order must, how
ever, be "reasonable," if the communications are to be received 
in evidence in any trial, hearing, or other proceeding. 

Warrantless eavesdropping under presidential authority has 
raised a ztorm of protest that has not yet fully subsided. Many 
who were willing to accept court-ordered eavesdropping to com
bat crime denounced the provision dispensing with judicial sanc
tion as highly ambiguous and unconstitutional. Objections in
creased in bitterness when the Government claimed that na
tiollal security may involve threats from domestic groups as well 
as from foreign powers, and it was revealed that Federal agen
cies had tapped the telephones of political dissidents without 
court order. On June 19, 1972, the United States Supreme Court 
ruled, by a vote of 8 to 0, that presidential authority to protect 
the nation does not give the Government power to tap without 
court order the wires of domestic radicals who have" no signifi
cant connection with a foreign power, its agents, or agencies" 
(United States v. District Court, 407 U.S. 297). 

The opinion in the case against the District Court was written 
by Justice Powell. While the decision was hailed as a victory by 
civil libertarians, the objections to warrantless eavesdropping in 
national security cases have by no means subsided, nor are the 
problems fully resolved. The Government may still claim that 
some radicals whoStl phones have been tapped without court 
order do have "a significant connection with a foreign power, its 
agents, or agencies," thus removing them from Fourth Amend
ment protection. The decision of the Supreme Court may also 
have left a loophole by suggesting that traditional warrant 
requirements were not "necessarily applicable" in dO;'1estic 
security cases. 

United States v. District Court is a first step in outlawing 
government eavesdropping without court order in domestic 
security cases. Warrantless interception circumvents the 
"probable ct:~lse" requirement; and no disclosure to a judge or 
anyone else ne~1d ever be made. There is no way for Congress or 
the public to know how much eavesdropping is going on if no 
court order is obtained. "Domestic security" is a vague concept, 
and it may be difficult to determine if a threat is foreign or 
domestic without first tapping or bugging. If adequate delinea
tion is impossible, then the warrant procedure should be 
required in all cases and no "national security" exception to a 
court order should exist. For a detailed discussion of warrantless 
eavesdropping in so-called national security cases, see Eaves
dropping on Trial, page 96 r;t seq. Since publication of the. book, 
I have come to the conciusion that Congress must make it im
possible to engage in illegal eavesdropping under the shield of 
"national securit}" by requiring a court order in this type of in
vestigation. H.R. 97;';1 introduced by Mr. Kastenmeier on March 
2R, 1974 in the House of Representatives appears to e1'ect such 
a change in Title III by defining a "foreign agent" and requiring 
a court order in national security cases. 

"::onsent Eavesdropping 
One of the exceptions from court order requirements of Title 

III is "consent" eavesdrooping. Section 2511 C2}(c} declares that 
it is not unlawful for a law enforcement officer to intercept a 
wire or oral communication if he is a party to the communica
tion or if one of the parties gave prior consent to the intercep
tion. This provision of the law was no innovation in policy. It 
reflected the decisions of the United States Supreme Court 
which, over a period of two decades, had generally sanctioned 
eavesdropping without a warrant if one of the purties to the con
versation gave his consent to the interception. 

Prior to enactment of Title III the leading cases on the subject 
of consent eavesdropping were On Lee v. United States, 343 U.S. 
747 (1953) and Lopez v. United States, 373 U.S. 427 (1963). On 
Lee involved third-party monitoring of conversations; Lopez 
ruled on single-palty informant "bugging." In On Lee, the 
Supreme Court upheld the right to wire an informant for sound 
in order to transmit statements of a suspect to police officers 
listening at a receiver outside the building. In Lopez, a govern
ment agent was equipped with a pocket wire recorder which 
recorded conversations of a cabaret operator ,.,ffering a bribe to 
an agent to help him conceal tax liability. The Supreme Court 
ruled that the evidence obtained through the recording device 
was admissible in evidence and that there was no violation of the 
Fourth Amendment to the Constitution, although no warrant 
had been obtained. 

The traditional principle on which the validity of consent 
eavesdropping without a warrant rests is that a party to a conver
sation takes his chanc.!S that the other participant may increase 
his present or future audience. Justice Brennan, dissenting in 
Lopez, protested that "in a free society people ought not to have 
to watch their every word so carefully." 

Since enactment of Title III, the Supreme Court ha.7, held that 
the Fourth Amendment is not violated by governmental elec
tronic eavesdropping effected by wiring an informant for sound, 
having him talk to the suspect, and then having agents to whom 
the conversation is transmitted repeat the communications at the 
suspect's trial [United States v. White, 401 U.S. 745 (1971)]. 
Deep cleavages in the Supreme Court on the subject of consent 
eavesdropping were revealed by the opinions. of the Justices in 
White. The Court reversed the judgment of the Court of Appeals 
and upheld White's conviction by a vote of 6 to 3, but no agree
ment could be reached on a majority opinion. 

The plurality view in White, expressed by Justice White, had 
the support of Chief Justice Burger and Justices Stewart and 
Blackmun. Justice Brennan, who had dissented in Lopez con
curred in the result, but only on the technical ground that Katz 
v. United States was not retroactive. Justice Black concurred in 
the judgment, but only because of his view that electronic sur
veillance is not a search and seizure subject to the Fourth 
Amendment. Dissenting opinions were filed by Justices Douglas, 
Harlan, and Marshall. 

According ~o the plurality opinion, the question to be decided 
was this: what expectations of privacy are constitutionally 
"justifiable"-what expectations will the Fourth Amendment 
protect in the absence of a warrant? A police agent who con
ceals his identity may write down his conversations with a defen
dant and testify concerning them without a wal'rant. No different 
result, said the Court, is required if the agent records the conver
sations with electronic equipment carried on his person (as in 
Lopez) or carries radio equipment which transmits the conversa
tions to recording equipment located elsewhere or to agents. 
monitoring. the transmitting frequency (us in On Lee and in 
White). 

The thlee dissenters, Justices Harlan, Douglas, and Marshall, 
objeciC~ to equipping agents with eavesdropping devices in the 
absence of a court order, but approved of use of informants 
without judicial supervision. Some critics suggested that "a far 
greater danger to our free society is presented by the prcspect 
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that friends and associates may be employed as government 
spiGs" than by equipping informants with electronic transmitting 
devices. The issue as Justice Harlan saw it in his dissenting 
opinion was whether "uncontrolled consensual surveillance in an 
electronic age is a tolerable technique of law enforcement. given 
the values and goals of our political system." He considered 
third-party monitoring a greater invasion of privacy than single
informant bugging. Third-party bugging, he believed, un
dermined that confidence and sense of security in dealing with 
one another that is characteristic of individual relations between 
individuals in a free society 

The dissent of Justice Douglas in United States v. White was 
much sharper than that of Justice Harlan. Justice Douglas could 
see no exCUse for not seeking a warrant in the White case. He 
based his dissent not only on the Fourth Amendment ban on un
reasonable search and seizure, but also on freedom of speech 
guaranteed by the First Amendment. Must everyone live in fear 
that every word he leaks may be transmitted or recorded, he 
asked. He could imagine nothing that has a more chilling effect 
on people expressing their views on important matters. (Consent 
eavesdropping and White are discussed more fully in Eaves
dropping 0;: Trial, p. 28 et seq.). 

Several bills have been introduced in the House of Represen
tatives to eliminate the exception of "consent eavesdropping" 
from court order requirements of Title III, and to permit a per
son to record electronically or otherwise intercept a wire or oral 
communication only where all parties to the communication 
have given prior C0nsent to such interception (H. R. 9667; 97R 1; 
9698; 9973; 10008; 10331). This is an ideal solution to a 
troublesome problem, but a proposal to outlaw warrantless con
sent eavesdropping will undoubredly meet with fierce resistance 
by law enforcement officials and others. This type of electronic 
surveillance is reported to be used in tens of thousands of in
vestigations each year. The practice is so firmly entrenched m 
law enforcement and the burden of dealing with crime is so great 
that public support for outlawing one-party-consent eaves
dropping is far from certain. Businessmen and private individuals 
who routinely record telephone conversations can be expected 
to join in defending the practice. 

Defects in Court-Ordered Eavesdropping 
Seven prOblem areas of court-ordered eavesdropping have 

been identified that require attention by Congress or the courts 
and that must be solved if wiretapping and electronic surveil
lance by law enforcement officials is to be permitted to con
tinue: 

I. Offenses for which an order may be obtained are practically 
unlimited, and are not restricted to those characteristic of or
ganized crime or serious offenses, despite the avowed purpose of 
the law. 

2. The provision that the application and order shall describe 
the type of communication sought to be intercepted does not 
comply with Supreme Court requirements as to particularity. 

3. Judge-shopping is possibll:, and there is opportunity for lax
ness in supervising interception of conversations. 

4. Overhearing of innocent conversations and privileged com
munications under present procedures appears to be unavoida
ble nnd may be constitutionally impermissible. 

5. The thirty-day pedod allo ..... ed for listening in, with an un
limited number of extensions each up to thirty days, may 
protract eavesdropping excessively and violate requirements of 
the Supreme Court. 

6. The law is ambiguous as to who is to be notified of the 
eavesdropping, who may ohject, and When motions to suppress 
evidence may be made. 

7. ReportS required to be filed are inadequate to inform the 
public and to form the basis for evaluation of operation of Title 
III. 

Both legal and practical problems are involved in these weak
nesses of court-ordered eavesdropping under Title III, and each 
one of the seven problem areas will be discussed separately. 

Offenses Covered 

The reason for enactment of Title III of the Omnibus Act of 
1968 offered most frequently and with greatest fervor by its sup
porters was, and still is, that it is an indispensable tool in fighting 
organized crime. Congress acknowledged this need in its in
troductory findings in the law. Critics of government eaves
dropping insist that the law permits eavesdropping in investiga
tion of many offenses that are not and will not be associated with 
organized crime. A long list of offenses for which Federal of
ficers may seck a court order appears in Sec. 2516( I) of Title 
III: 

(a) Offenses relating to espionage, sabotage, treason, riots, 
ami enforcement of the Atomic Energy Act of 1954. 
(b) Violation of Federal law restricting payments and loans to 
labor organizations or offenses in labor racketeering. 
(c) Bribery of public officials and witnesses and sporting con
tests, unlawful use of explosives, transmission of wagering in
formation ... obstruction of . .law enforcement. Presidential as
sassinations, kidnapping and assault; interference with com
merce by threats or violence; interstate and foreign travel or 
transportation in aid of racketeering; influencing operations of 
employee benefit plan ... etc. 
(d) Counterfeiting. 
(e) Bankruptcy fraud; manufacture, importation, receiving, 
concealment, buying, selling, or dealing in narcotic drugs, 
marihuana, or other dangerous drugs. 
(f) Extortion, including extortionate credit transactions. 
(g) Conspiracy to commit any of the enumerated offenses. 

These offenses were selected, according to the Senate Report 
on Title 1Il, because they wert. characteristic of the activities of 
organized crime or because of their seriousness (No. 1097, p. 
97). However, eavesdropping in any offense seems to be sanc
tioned on the theory that organized crime .Ias not limited itself 
to the commission of any particular offense. 

The list of offenses in which State officials may obtain a court 
order is shorter, but perhaps even broader than that of the 
Federal government (Section 2516(2». The Sta1e list appears to 
be practically unlimited. State statutes may authorize eaves
dropping in connection with: 

.... the offense of murder, kidnapping, gambling, robbery, 
extortion, or dealing in narcotic drugs, marihuana or other 
dangerous drugs, or other crime dangerous to life, limb, or 
property, and punishable by, imprisonment for more than one 
year [or any conspiracy to commit any of these offenses]. 

Except for the one-year imprisonment limitation in certain 
cases, the law appears to contain no limitation as to the nature 
of the offense cove~ed. It may be argued that there is no need to 
limit the nature of the offenses. On the other hand, it must be 
recognized that there is great potential for abuse inherent in per
mitting eavesdropping over a wide spectrum of of!tmses. The 
open-ended clause "punishable by imprisonment for more than 
one year" has been attacked as an inaccurate way of distinguiSh
ing between serious and petty offenses. 

Have court orders been obtained only for offenses charac
teristic of organized crime or serious offenses, the avowed tar
gets of Title Ill? The nature of the offense for each court order 
granted and a summary of these offenses appear in each annual 
report to Congress by the Administrative Office of the United 
States Courts. At both Federal and State level, eavesdropping 
has been used most extensively in gambling and narcotics cases. 
Combined, these two offenses accounted for 85 percent of all 
court orders during 1971 and 1972. The reports do not reveal 
whether organized crime was involved or the seriousness of the 
offense. It is possible that many of th~ targets were smaU-time 
gamblers and narcotics peddlers, investigation of whom does not 
justify costly wiretapping or electronic surveillance. 
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Congress should take another look at the offenses for which a 
court order may be obtained. Invasion of privacy of innocent 
persons is inevitable in wiretapping and electronic surveillance. 
It may be justified in cases of organized crime and serious offen
ses where other investigative techniques are inadequate, but not 
in ordinary cases. Meanwhile, some self-restraint on the part of 
prosecuting officials and voluntary curbs on indiscriminate use 
of this powerful tool woulJ seem to be in order. 

Specific Offense or Strategic Intelligence 

An application for a court order must show that a particular 
offense has been, is being, or is about to be committed [Sec. 
2518(1)(bHl)]. This would seem to limit applications to those 
seeking specific information about a particular crime-that is, 
tactical as distinguished from strategic intelligence. Strategic in
telligence consists of general information on the criminal activi
ties of an individual that may enable officials to link him to other 
suspects or to some specific crime. Is strategic intelligence 
gathering outlawed by Title III? There is some justification for 
the view that it is banned. Perhaps Congress should reexamine 
this problem and attempt some clarification. The use of elec
tronic devices i Committee on Post Office and Civil Service, to 
obtain strategic intelligence admittedly has great potential for 
~buse, 

EaveSdropping for strategic intelligence is further complicated 
by Sec. 2517(5) which permits interception and use of a com
munication relating to an offense other than that specified in the 
order if the judge finds, on subsequent application, that the con
tents of conversations were intercepted as provided by Title III. 
Th~ United States Court of Appeals for the Tenth Circuit upheld 
this provision in United States v. Cox [449 F. 2d 679 (1971 )]. In 
May 1972 the United States Supreme Court refused to hear an 
appeal, over the objection of Justices Douglas, Brennan, and 
Marshall (Cox v. United States, 405 U.S. 932). 

For a more detailed discussion of strategic and tactical intel
ligence, see Eavesdropping on Trial, p. 76 et seq. A bill in
troduced in the House of Representatives on December 7, ! 973 
[H. R. 11838] appears to deal with this problem, but its purpose 
and wording require clarification. 

The Particularity Requirement 

Title III requires that the application and order shall contain a 
particular description of the type of communication sought to be 
intercepted [Sec. 2518(1 )(b) and Sec. 2518(4 )(c)]. In Berger v. 
New York [388 U.S. 41 J however, one of the two 1967 landmark 
decisions of the Supreme Court with which Title III purports to 
comply, the Court made it clear that it was necessary "to 
describe with particularity the conversations sought," otherwise 
the officer would be given a roving commission to seize any and 
all conversations. 

In litigation attacking the constitutionality of Title III, it is al
most invariably claimed that merely describing the type of con
versation does not comply with Berger. Since it is practically im
possible to describe a particular conversation sought, especially 
in offenses of a continuing nature such as gambling and book
making, the prosecuting official is faced with a real dilemma. To 
comply fully with Berger, the particularity requirement of Title 
III would have to be narrowly construed, and strict enforcement 
would make the law practically unusable. Justice Black an
ticipated the problem of "particularity" in his dissenting opinion 
in Katz v. United Slates [389 U.S. 347]; he could not see how 
one could "describe" a future conversation. Justice Douglas has 
repeatedly observed that it would be extremely difficult to name 
a particular conversation to be seized and therefore any such at
tempt would amount to a general warrant, the very abuse con
demned by the Fourth Amendment (See United States v. District 
Court, 407 U.S. at p. 333). 

What does "type of communication" mean? If all that Title III 
requires is a statement of the nature of the offense to which the 
conversation is to relate, then the provision is meaningless, for 
details of the particular offense have already been set forth in 
the application and stated in the order. If it means a particular 
descriptiO!: of a particular conversation, then compliance may 
be impossible. The meaning of "type of communication" takes 
on added importance by the requirement in Title III that inter
ception must end automatically when the described type of com
munication has first been obtained, unless the application shows 
probable cause to believe that additional communications of the 
same type will occur later [Sec. 251 (I led)]. 

The issue of "particularity" may eventually be settled by the 
United States Supreme Court. Meanwhile, Congress might effect 
some clarification by requiring that an applicant for a court 
order describe the communications sought to be intercepted as 
specifically and in as detailed a manner as possible. This would 
discourage the practice of merely repeating the nature of the of
fense that is being investigated. 

Judge-Shopping for Court Orders 

A heavy burden is placed on Federal and State judges to 
whom applications for court orders are presented. Before he 
signs an order to wiretap or conduct electronic surveillance, the 
judge must determine whether all the requirements of the law 
are satisfied. He must make findings as to "probable cause" and 
decide if the facts in the application show that normal investiga
tive procedures have been tried and failed, or reasonably appear 
to be unlikely to succeed if tried or to be too dangerous [Sec. 
2S18(3)(c)]. An order may require periodic reports to the judge 
showing what progress has been made and the necessity for con
tinued interception. Judges have responsibility for safeguarding 
the records. The law also gives the judge discretionary power to 
decide whether certain individuals shall be notified of the eaves
dropping, and what portions of the recordings shall be made 
available for inspection. 

The onerous duties and responsibilities of the judge in govern
ment eavesdropping make it an unattractive job to sign an order, 
even for those Federal or State judges who favor this technique 
of law enforcement. The prosecuting official who wants a war
rant to wiretap or use electronic surveillance must find a judge 
who is willing to issue it and take on all the judicial duties im
posed by the law. A wide choice is open to the applicant, for an 
order may be signed by any judge of competent jurisdiction. This 
is defined in Sec. 2510(9) as: 

(a) A Judge of the United States district court or a United 
States court of appeals; and 
(b) A judge of any court of general criminal jurisdiction of a 
State who is auth.orized by a statute of that State to enter or
ders authorizing interceptions of wire or oral communications. 

No safeguard against "judge-shopping"is provided by Title m. 
Practical necessity forces applicants to pick a jUdge who is 
known to be receptive to eavesdropping and at least reasonably 
lenient in signing orders. Selertion of a friendly judge is almost 
always possible, particularly it. State practice. If law enforce
ment officials can shop around for a compliant and undemand
ing judge, the dangers of abuse of privacy through eaves
dropping may be greatly increased. How is this to be rEmedied? 
Competent, alert, and aggressive judges are the key to maintain
ing the safeguards provided by law. 

Congress cannot control the caliber of State judges, or even of 
the Federal judiciary. It can, however, remedy one obvious gap 
in judicial supervision of court-ordered eavesdropping: progress 
reports to judges should be mandatory and not discretionary. The 
Act now provides that an order may require periodic reports to 
the judge showing what progress has been made and the necessi
ty for continued interception [Sec. 2518(6)]. Progress reports 
are intended to serve as a check on the continuing need to con-
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duct the surveillance and to prevent abuse. Federal judges are 
reported generally to require progress reports. Few, if any State 
judges have specified in the court order that progress reports 
shall be submitted, although some say that they receive oral 
progress reports from time to time. This may seriously un
dermine judicial supervision of the operator who is listening to 
intercepted conversations and of the law enforcement official 
who is handling the investigation. 

Overhearing Innocent or Privileged Conversations 

Congress knew that government eavesdropping would in
evitably result in intercepting innocent conversations and tried 
to deal with the problem. The law requires that "every order and 
extension ... shall contain a provision that (it) shall be conducted 
in such a way as to minimize the interception" of innocent con
versations (Sec. 2518(5)]. How is it to be kept to a minimum? 
The law does not say, other than to limit the time period of in
terception and to require that it terminate "upon attainment of 
the authorized objective." 

Those who opposed passage of Title III in 1968 were particu
larly concerned that many irrelevant and innocent conversations 
would be overheard. Unfortunately, their apprehensions appear 
to have materialized in both Federal and State practice. Moni
toring agents have not been trained adequately to recognized in
nocent conversations as such and to stop recording them. They 
simply do not know when to stop listening. Administrative regu
lations are needed to control the agents who man the monitOring 
devices. For recommendations of the American Bar Association, 
see Eavesdropping on Trial, pp. 215-216. 

The problem of c '.~rhearing many innocent conversations is 
further complicated by the fact that Title III does not state 
clearly that automatic recording is barred and that live monitor
ing must be used. In automatic recording conversations are 
recorded on tapes without listeners and are later played back at 
intervals, the frequency depending on the circumstances and on 
the practice established in a particular office. The automatic 
device records all conversations. In live monitoring, also called 
"manual recording", police officers or agents sit continuously at 
the receiving station, listening to the recordings and making 
notes of relevant conversations on a typewriter or in longhand. 
The recorder can be stut off when innocent, irrelevant, or 
privileged conversations are taking place, if they can be recog
nized as such. 

Before 1968, in States where court-ordered eavesdropping 
was permitted, it was common practice to use automatic moni
toring and play back the record at twenty-four-hour intervals. 
Since Title III requires that a wiretap cease when the conversa
tion sought has been obtained, and that the interception be con
ducted in such a way as to minimize interception of communica
tions not covered by the court order, it would appear that auto
matic monitoring is now illegal. Monitoring is done by agents or 
police officers whose knowledge, judgment, and integrity cover a 
wide range. Each person interviewed was asked whether he used 
live monitoring or automatic recording. Those convinced that 
live mcnitoring is required by the 1968 law said they always use 
it. Those who were unaware or uncertain of the need for live 
monitoring furnished answers indicating that automatic record
ing is still used (see Eavesdropping on Trial, pp. 126-128, 164). 
This is a matter that could be clarified by Congress. Automatic 
recording should be banned. 

A disproportionate number of innocent conversations seems 
to have been overheard in some cases; in one investigation re
ported to the Administrative Office of the United States Courts, 
400 telephone calls were intercepted to get one incriminating 
conversation; in another over 1000 for 20. In a third case 1,342 
intercepts were reported to have been made, not a single one of 
which was incriminating. Even if police officers are instructed 
not to listen to non-incriminating conversations, no guidelines 
are available to determine whether a conversation is "criminal" 

or not. Some administrative regulations are needed to control 
extended interception of innocent conversations by monitoring 
agents. Training programs have been suggested by the Law En
forcement Assistance Administration, but the LEAA's authority 
to put such programs into effect is limited. 

Overhearing privileged communications, such as conversations 
between doctor and patient, attorney and client, priest and 
penitent, is a problem that parallels interception of innocent 
conversations, although it does not happen as frequently. Sec. 
2517 (b) of Title III provides that such communications shall not 
lose their privileged character whether the interception is lawful 
or unlawful. This attempt to protect privileged communications 
does not appear to have been ' ~ry successful. Most monitoring 
agents are ill-equipped to deCIde when a communication is 
privileged and to stop listening, and the United States Depart
ment of Justice is reported to have issued instructions to record 
all conversations, including privileged communications (see 
Eavesdropping on Trial, p. 160). 

Time Period for Interception of Conversations 

A court order may allow interception of conversations to con
tinue for a period up to thirty days, with an unlimited number of 
thirty-day extensions [Sec. 2518(5) J. The time length raises pol
j"v as well as constitutional problems. Should it be so long? In 
Berger v. New York, the Supreme Court disapproved of surveil
lance over a period of sixty days and called it "indiscriminate 
seizure." In Katz v. United States, the Court turned to a case-by
case approach; in this instance interceptions covered a very brief 
period. A narrow construction of Berger would seem to indicate 
that interception for an entire thirty-day period, particularly with 
extensions, constitutes a general search and is therefore uncon
stitutional. 

Many State court orders have provided for interception during 
the maximum thirty-day period, and renewals have been granted 
freely. Federal orders, on the other hand, have generally limited 
the period to fifteen days. United States law enforcement offi
cials expressed the opinion that if applications were more con
servative than the law required and asked for a shorter period of 
interception than permitted by Title III, the prospects for 
sustaining the wiretap in the courts would be improved. 

Requests for orders covering a longer period than is necessary 
frustrate the specific requirements of the law. State and Federal 
officials claim that an extended period is needed where the of
fense is a continuing one, but some admitted frankly that exten
sions were sometimes asked in order to postpone giving notice of 
the interceptions. It may be argued that the thirty-day period 
does not square with Katz v. United States in which the Supreme 
Court expressed approval of interception of specific, not con
tinuous, conversations. The granting of an unlimited number of 
thirty-day extensions also gives rise to the suspicion that a law 
enforcement official may be engaging in "strategic intelligence" 
surveillance instead of attempting to obtain specific evidence of 
a crime. 

Congress should reconsider the time period allowed for inter
ceptions in Title Ill. The conservative section of the American 
Bar Association (ABA) recommended a maximum initial period 
of fifteen days in 1971; the more liberal Criminal Law Council 
of the ABA proposed a reduction to five days, with one exten
sion of five days. The American Civil Liberties Union would like 
to see all renewals of court orders eliminated. A compromise in 
reduction in the time period allowed for interception conversa
tions should not be too difficult for Congress to reach. 

H. R. 13825 introduced in the House of Representatives by 
Mr. Kastenmeier with respect to "national security" eaves
dropping limits the period of a court order to "no longer than is 
necessary to achieve the objective of the authorization nor in 
any event longer than fifteen days." An extension of the order is 
limited to ten days in H. R. 13825. This would seem to be a 
reasonable period of time for all court-ordered eavesdropping. 
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Notice of Eavesdropping, Objections, and Disclosures 

Serious ambiguities are created by the provisions of Title /II 
requiring notice of eavesdropping and permitting aggrieved per
sons to object to the use of evidence obtained. Some injured per
sons may never be given notice, and it is not clear who has 
"standing" to object Or what should be disclosed. The law 
requires that notice shall be given no later than ninety days after 
termination of interception to the persons named in the order or 
application. In the discretion of the judge, other parties to inter
cepted conversation", may also be given such notice "in the in
terest of justice" [See. 2518(8)(d)]. 

The purpose of the notice is to give "aggrieved persons" an 
opportunity to make Objections by a motion to suppress 
evidence. An aggrieved person is defined as anyone "who was a 
party to any intercepted wire or oral communication or . . . 
against whom the interception was directed" [Sec. 251O( I 1)]. 
Under this definition, an individual may be incriminated by an 
unlawful interception and yet have no "standing" to object. A 
person may be "aggrieved," yet the judge may decide that no 
notice shall be given to him. Furthermore, the notice need not 
state exactly what conversations were intercepted; it is left to the 
judge to determine what portions, if any, of the overheard con
versations shall be available for inspection. The duty of causing 
service of the notice is placed on the judge, and he may post
pone it indefinitely. 

Title III is also ambigious as to when an aggrieved person may 
move to suppress evidence obtained by eavesdropping. Section 
25 I 8( 10)(a) says it must be made "before the trial, hearing or 
proceeding," unless there was no opportunity to do it or the per-
80n was not aware of the grounds of the motion. Is the motion 
premature if made before arrest and indictment? 

Some of the uncertainties with respect to notice, objections, 
and disclosure may be clarified by the courts, but this is one 
aspect of Title 1Il of the Omnibus Act of 1968 that could profit 
from legislation by Congress. The law leaves much to the discre
tion of the judge, but the judge really relies on the law enforce
ment official handling the case. Some officials circumvent the ef
fects of the notice requirement, or at least postpone it, by asking 
for extensions of the court order. New probable casue as to why 
the wiretap should be continued must be shown, but this does 
not seem to be too difficult to do, judging from the number of 
extensions granted. Judges must rely on the law enforcement of
ficials and appear to be easily convinced that an extension is 
necessary. 

The following proposals deserve serious consideration by Con
gress: (I} make mandatory the giving of notice to individuals 
whose wire or oral communications have been intercepted, 
within thirty days after expiration of the court order; (2) limit 
the power of the judge to postpone giving notice, particularly 
where the individual whose communication is intercepted is not 
engaged in a continuing criminal enterprise; (3) require that per
sons entitled to notice be given, on request, a copy of the order 
and application, and information as to conversations overheard. 
Thes/! proposals are included in H. R. 13825 introduced in the 
House of Representatives by Mr. Kastenmeier on March, 1974 
and cited as "Surveillance Practices and Procedures Act of 
1974." 

Reports on Court-Ordered Eavesdropping 

Three reports are required by Sec. 2519 of Title III: 
I. Report by the judge issuing or denying an order, within thir
ty days after expiration. of the order or its denial. 
2. Report by prosecuting officials in January of each year on 
~llch application for an order or extension during the preced
ing year. 
3. Annual report to Congress by the Administrative Office of 
the United States Courts in Washington, D. C., in April of 
each year, on the number of applications and orders and a 

summary and analysis of the data required to be filed with it 
by judges and prosecuting officials. 
The reports of judges and prosecuting officials, both Federal 

and State, are made to the Administrative Office of the United 
States Courts. This Office, in turn, collates the information ob
tained and renders a report to Congress that is largely statistical. 
The system set up in Title III for filing reports was designed to 
keep Congress and the public informed as to the extent of eaves
dropping throughout the United States, offenses for which it was 
used, manner in whic" surveillance was conducted, identity of 
prosecuting officials who applied for orders and judges who 
signed them, cost, and the results of interceptions. It was also to 
serve as a basis for evaluation of effectiveness of operation of 
Title III by a IS-member Commission scheduled to come into 
existence after the law had been in effect for several years. This 
Commission is now in the process of formation. 

All three reports have been widely criticized on the ground 
that (ney neither inform adequately nor furnish sufficient data 
for meaningful evaluation of eavesdropping under Title III. 
Much of the criticism appears to be justified. Prosecuting offi
cials and judges use a standard form of report prepared by the 
Administrative Office of the United States Courts to comply 
with Title III requirements pursuant to regulations issued by that 
Office. Some of the items in the form of report are vague and 
convey no significant information. Many law enforcement offi
cials do not take the reports very seriously, and judges are 
inclined to find them a nuisance and leave the job of filling in 
the form to the prosecuting official. At least six items in the re
port of prosecuting officials have been identified as lacking in 
clarity: 

1. Average frequency of intercept per day. Suppose during a 
thirty-day period no interceptions occurred, except on the last 
day when there were thirty interceptions. Is the average frequen
cy one? How could such an average be of any significance? This 
item might be improved to require a statement of the total 
number of days in which interceptions actually occurred, out of 
the total number of days authorized. 

2. Number of persons whose communications were intercepted. 
Does this mean the number of people using that particular 
phone or calling that number, whether or not their conversations 
were relevant to the matter under investigation? 

3. Number of communications intercepted. Suppose calls are 
made, but nobody picks up the telephone, as often happens. Is 
the telephone number called to be counted as an interception? I 
believe that attempted as well as concluded calls should be in
cluded. 

4. Number of incriminating communications intercepted. What 
is an incriminating conversation? A phones B and says: "I will 
meet you in ten minutes." Is this incriminating? If one wants to 
show that many incriminating statements are overheard in order 
to prove that court-ordered wiretapping and electronic surveil
lance are effective many calls can be included as 
"incriminating" that others may find innocent. 

5. Number of convictions. A conviction may be obtained in a 
case subject to a wiretap order, but this does not mean that the 
conviction resulted from the wiretap. Officials should be 
required to indicate whether conversations intercepted were 
used as evidence in obtaining a conviction. and whether in their 
opinion these intercepted communications contributed substan
tially to conviction. They should also indicate what other in
vestigative techniques were used, 

6. Cost. Some prosecuting offIcials find this item so ambiguous 
and troublesome that they leave it blank. It should be made clear 
that a statement is required of the exact amount paid to each in
vestigator and all other individuals who spent time on the par
ticular wiretap. It should include cost of equipment, plant, and 
any other items of expense involved in intercepting con versa-

1084 



tions, recording. and making logs and transcripts. Only by strict 
adherence to this requirement can evaluation of eavesdro~ping 
on the basis of cost be meaningful. 

The Annual Report to Congress has been useful in publicizing 
the number of court orders issued, the geographic areas in which 
eavesdropping (predominantly wiretapping) has taken place, the 
names of prosecuting officials who applied for court orders and 
the judges ·who signed them, and the general nature of offenses 
involved. Criticism has focused on the summary and analysis by 
the Administrative Office of: (1) the number of incriminating 
conversations in tercepted, and (2) cost. 

The Report to Congress submitted at the end of April 1973 
states that "approximately one-half of the conversational inter
cepts produced incriminating evidence." The report stresses 
averages; only a close look at each listing would reveal that in 
one Federal case only 10 out of 500 int"cepts were incrimInat
ing (2%), and in another case 3 out of 191 intercepts (.015%); 
in a third, none out of 1,342 (0%). Congress and the public 
should be made aware of the limitations of the Annual Report 
and its potential for providing misleading information. 

As to cost, the Annual Report to Congress summarizing re
ports of prosecuting officials and judges for the year 1972 in
dicated that the cost of an intercept ranged from $5 to $82,628, 
and that the average cost for 805 orders for which cost was re
ported was $5,435. What evaluative purpose can be served by 
such statistics, without relating cost to the results of the inter
cepts? 

No information is included in any report with respect to forty
eight-hour emergency wiretaps without court order or warrant
less eavesdropping in so-called "national security" cases. 

EVALUATION OF EAVESDROPPING UNDER TITLE 1ll 

Wiretapping and electronic surveillance by Government can 
by justified, according to its supporters, by a balancing process. 
The individual's right of privacy and freedom in a democratic 
society has to be balanced against the needs of law enforcement 
and the effectiveness of eavesdropping. Equilibrium is achieved, 
it is claimed, when official eavesdropping is permitted, with 
adequate safeguards to protect privacy. 

The balance approach to the problem of governmental intru
sions into privacy is difficult to apply. To strike a balance 
between competing interests, the elements on both sides must be 
measurable and capable of being weighed in s!milar terms. The 
right to privacy and freedom, however, does not lend itself to ac
curate measurement. Nor is it easy to assess either need or effec
tiveness of eavesdropping in establishing "law and order." What 
questions must be asked to determine if an acceptable balance 
has been reached? 

As to the right to privacy, one must ask whether intrusions 
against innocent persons have been minimized by the safeguards 
provided by the law and have been carried out in practice. Some 
weight must also be given to the potential for abuse inherent in 
wiretapping and electronic surveillance and to whether Title \II 
has reduced illegal eavesdropping. As to law enforcement needs 
and effectiveness of eavesdropping, it must be determined 
whether public security has been strengthened by use of Title 1Il 
against organized crime and serious offenses. Has the law been 
used against the targets intended, and has it resulted in convic
tions of top echelon offenders? The sensitivity of the public in a 
society that places a high value on "freedom" must also be con
sidered in weighing the right of privacy against law enforcement 
needs, and this depends on who are the subjects of surveillance 
and for what purpose wires have been tapped. 

Minimizing Invasion of Privacy 

Invasions of privacy can be reduced to some extent by limiting 
the duration of court orders to a short period, restricting them to 
serious cases where less intrusive tools of law enforcement are 

clearly not serviceable, and supervising monitoring of conversa
tions closely. Court orders under the 1968 law, most of them for 
wiretapping, have authorized interceptions for periods that ap
pear excessive; they have been used extensively against in
dividuals in all It::ve:is of gambling and narcotics, and supervision 
of monitoring agents has not been very stringent. 

The most careful scrutiny by an impartial judge of applications 
for court orders, and continued judicial concern throughout the 
period of the order, are essential if safeguards are to be 
meaningful and invasion of privacy is to be kept to a minimum. 
The ease with which it is possible to go to a friendly judge who 
will sign an order for whatever period a prosecuting officer asks, 
and the failure of State judges to require written progress re
ports, leave the door open to unjustified inva~ions of privacy. 
The conclusion is inescapable that to the extent that safeguards 
provided by Title III are ambiguous, the statute as enacted is in
adequate in protecting the right to privacy. Insofalf as the ideal 
of continuing scrutiny by an impartial magistrate has not been 
realized in practice, the protections against undu~ invasion of 
privacy have not been fully applied. [n balance. privacy has been 
weakened. 

Has Title III reduced illegal eavesdropping? The truth is that 
there really is no way of knowing how much illegal eaves
dropping has been going on. Each person interviewed in obtain
ing data for my study and report on eavesdropping under Title 
III was asked whether he believed that investigating agents were 
eavesdropping illegally despite Title III which makes legal wire
tapping and electronic surveillance available. Some said illegal 
eavesdropping was possible, others said it was probable, and a 
few were positive that conversations not .;overed by court orders 
were being intercepted (see Eavesdropping on Trial, p. 199). 
Those who favor eavesdropping under Title III are inclined to 
minimi;le the potential for abuse; those who oppose it are sure 
that illegal eavesdropping is extensive. There is no hard evidence 
to indicate that Title IIJ has made any appreciable difference 
either in increasing or reducing illegal eavesdropping, but the 
temptations for illegal eavesdropping under color of law cannot 
be ignored. 

The Need for Eavesdropping 

Opinion has belln and continues to be divided on the need for 
wiretapping and electronic surveillance in law enforcement. Be
fore Title III was enacted in 1968, many law enforcement offi
cials testified in Congressional hearings that eavesdropping was 
an indispensable tool in dealing with organized crime. Others 
claimed it was a costly, wasteful, lazy-man's weapon, a threat to 
innocent persons, and useless against top echelon criminals. No 
one has ever succeeded in proving need, or even in defining it 
clearly. Nor has it ever been settled who should bear the burden 
of proving need. How, then, is need to be weighed in a balancing 
process? As a start, altern::.tives to eavesdropping would have to 
be analyzed, and time and cost factors compared. Would the 
same resources devoted to normal types of surveillance produce 
equal or better results or no results at all? If Title III has not 
been used effectively against organized crime or limited to seri
ous offenses, the need for eavesdropping to promote public 
safety is weakened in balancing it against invasion_of privacy. 

Operation of Title III since 1968 has demonstrated neither 
need nor lack of need for eavesdropping. Nor does the informa. 
tion required to be furnished in reports under Title III further 
the examination and analysis of need. 

Effectiveness of Eavesdropping Under Title III 

Has Title 11I been effective? If it has not, then the balance is 
tipped in favor of the right of privacy and against Wiretapping 
and electronic surveillance in law enforcement. "Effectiveness" 
is a vague concept. One factor that Congress seems to have con
sidered significant in "effectiveness" is the number of arrests 
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and convictions that result from eavesdropping. This item of in
formation must be included in the report of the prosecuting offi
cial [Sec. 2SI9(2)(c)(f)]. But the reports do not show any 
meaningful relation between eavesdropping and arrests or con
victions. If a court order to wiretap has been obtained in a case 
and eventually a conviction results, does this mean that the 
wiretap was "effective"? The wiretap may have produced no 
useful evidence and the conviction may have been obtained on 
evidence secured by other investigative techniques. The law 
requires the prosecuting official's report to include "a general 
assessment of the importance of the interceptions," but the 
forms examined personally by me revealed that this item is 
frequently left blank. 

Those who favored eavesdropping before the law was passed 
now claim it is effective. Those who opposed it question the 
adequacy of the statistics that purport to show effectiveness. 
Law enforcement officials are inclined to say that arrests and 
convictions could not have been obtained without wiretapping. 
Critics of government eavesdropping, however, can always cite 
important investigations in which it proved to be of insignificant 
or no value compared with normal techniques. 

It can be conceded that eavesdropping has been effective in 
some cases in obtaining arrests and convictions. This does not 
prove that other methods of surveillance would not have been 
equally productive. Nor, in determining effectiveness of Title III, 
can the quality of an arrest or conviction be ignored. If Title III 
has been successful in apprehending only small-time offenders 
and has failed to reach leaders of organized crime, then court
ordered eavesdropping has missed its mark. 

Title III has been used most extensively in gambling and nar
cotic~ cases. Criminologists claim that the efforts of law enforce
ment in offenses such as these, which involve willing partici
pants, can have only limited effectiveness, no matter what tools 
are used. So long as the public wants the services provided and 
the demand is not satisfied through lawful channels, the illegal 
activities will continue. Sociologists are inclined to agree; they 
deplore the tendency of forces favoring government wiretapping 
and electronic surveillance to deny the relationship between 
crime, slums, and poverty. 

Since need and effectiveness are such elusive elements and 
defy accurate measurement, some other factors must be found if 
the balancing process is used in evaluating eavesdropping. Per
haps one should weigh competing values. Is the apprehension of 
some criminal suspects worth the risks to privacy inherent in 
flavesdropping? If wiretapping and electronic surveillance are al
lowed under a law that is ambiguous, and carried on without 
clear standards and uniform guidelines by a large number of offi
cials in a wide variety of cases without adequate controls, the 
risks may be too great. 

The IS-member "National Commission for the Review of 
Federal and State Laws Relating to Wiretapping and Electronic 
Surveillance" provided for by Sec. 804 of the Omnibus Crime 
Control and Safe Streets Act of 1968 (as amended in 1970) has 
come into existence. The President of the United States has ap
pointed seven members; four members of the Senate have been 
appointed by the President of the Senate. The Speaker of the 
House of Representatives has not yet designated the four 
remaining members of the Commission from the House. The 
Commission is to file a report within two years after its forma
tion and then go out of existence. 

The function of this Commission is "to conduct a comprehen
sive study and review of the operation of the provisions" of the 
law in order to determine its "effectiveness." Does "operation" 
refer only to procedures and practice, without consideration of 
ambiguities in the law? The scope of the Commission's function 
does not seem to include the extent of governmental intrusion 
and whether eavesdropping has been excessive. The "need" for 
wiretapping and electronic surveillance seems to be assumed; 
the Commission is instructed only to deal with "effectiveness." 

Is the Commission to consider whether Title III has been ef
fective in banning private eavesdropping? Effectiveness of the law 
prohibiting interceptions by private individuals must depend lar
gely on receipt of complaints and vigorous enforcement. State 
officials report that few, if any, complaints have been received 
since passage of Title Ill. Detection of unlawful wiretapping is 
difficult, and it may be even harder when an electronic device is 
installed. The Department of Justice appears to have been more 
active than the States in dealing with private eavesdroppers 
under Title Ill, but few prosecutions have resulted. For a discus
sion of the ease with which the ban on private eavesdropping 
can be circumvented, see Eave.":ropping on Trial, pp. 42-43. 

Congress should give serious consideration to creation of an 
impartial unbiased, non-political agency on a continuing basis to 
oversee government eavesdropping. The commission provided 
for by Title III has a limited life for a narrow and rather am
biguous purpose, and its composition makes it vulnerable to 
political pressure. Government eavesdropping has great poten
tial for abuse, as we all know by now. If wiretapping and elec
tronic surveilIance by law enforcement officials is to be allowed 
to continue under law, periodic check of Federal and State prac
tices is essential. 

No meaningful evaluation of eavesdropping under Title 1II can 
be made by any Commission without taking into account am
biguities in the law, lack of clear standards, and failure to 
establish uniform guidelines; these may create threats to privacy 
and liberty that are intolerable in a free society. A review of 
Title III must ferret out information in the field, beyond the 
statistical data in the reports. In addition to examining whether 
the protections offered by the law are adequate, it must be 
determined whether they have been weakened in practice. 
Modifications are surely needed in both law and procedure. 

SUMMARY OF PROPOSALS 

Congress has sanctioned government eavesdropping as a law 
enforcement tool and Americans must live with it-at least until 
Congress repeals Title III of the Omnibus Crime Control and 
Safe Streets Act of 1968, the Supreme Court declares it uncon
stitutional, or the Executive orders its agencies not to use it. 
Since none of these events is likely in the foreseeable future, the 
attention of Congress and the public must be directed to 
minimizing invasion of privacy and maximizing meaningful law 
enforcement by correcting defects in the law and weaknesses in 
practice. The following proposals are made with full awareness 
of the conflict between the two objectives-protecting privacy 
and dealing with crime-and the difficulties)n reconciling them. 

1. Clarify ambiguous provisions of Title III, particularly with 
respect to: persons entitled to notice that eavesdropping has 
taken place; when motions to suppress evidence may be made; 
what conversations are to be deemed "incriminating;" what is 
meant by "type" of communication to be set forth in the appli
cation and order; gathering of .. strategic intelligence;" use of 
live monitoring and banning of automatic recording. 

2. Limit eavesdropping to organized crime and serious offen
ses. Perhaps Congress should consider amending Title III to 
define "organized crime" and "serious" offen~es. 

3. Establish uniform procedures and standards for Federal and 
State officials. Automatic recording should be eliminated im
mediately as a matter of practice, without waiting for legislation 
to that effect. Progress reports to judges should be made manda
tory by law; meanwhile judges should be urged to require them. 
The time period requested for court orders should be as short as 
possible, and legislation should be introduced to limit the period 
to fifteen days, with one renewal of ten days-elCcept possibly on 
a clear showing that the offense is a continuing onc and that ad
ditional extension is required. Congress should consider 
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authorizing administrative regulations to control agents who man 
the monitoring devices. The Law Enforcement Assistance Ad
ministration should be urged to prepare and carry out training 
programs. 

4. Improve reporting requirements. Congress should consider 
amendment of Sec. 2519 of Title 111 to clarify the information to 
be furnished by prosecuting officials as indicated in this State
ment. The Annual Report to Congress should also be clarified. 

5. Check Federal and State practices periodically. This should 
be done by a watchdog with no vested interest in the success OT 

failure of Title III. A permanent agency should be empowered to 
make periodic examinations of Federal and State statutes and 
procedures, and hold public hearings on law and practice. The 
inquiries of this agency must be independent and go beyond the 
statistical reports and summaries submitted to Congress an
nually. 

These are minimal proposals to restore a balance between the 
right of privacy and law enforcement requirements. Not much 
more th&n a year ago, a knowledgeable and experienced 
member of the House of Representatives estimated that not 
more than forty Congressmen could be induced at that time to 
consider any amendment to Title III of the Omnibus Crime Con
trol and Safe Streets Act of 1968. The prospects for remedying 
defects and weaknesses in the law in both House and Senate ap
pear to have improved considerably. The public has become 
painfully aware that widespread wiretapping and electronic sur
veillance, legal and illegal, are a serious threat to personal 
liberty. The great potential for abuse and misuse in official 
eavesdropping has cast its shadow on the purported safeguards 
provided in Title Ill. If the law is not clear, if the power of sur
veillance is diverted to unintended purposes, if it is used indis
criminately for minor offenses, eavesdropping as a tool of law 
enforcement can be completely lost. 

H. R. 9781 introduced late in 1973 in the House of Represen
tatives is, in effect, a reaffirmation of the right of privacy and 
complete rejection of government wiretapping and electronic 
sl!rveillance. Banning government eavesdropping may not have 
present appeal in the face of rising crime, but the pendulum may 
swing the other way if defects in law and practice are not cured. 
Clarity in the law, promulgation of uniform standards and 
guidelines, strictest conforrllity by officials with all a.vailable 
safeguards, and constant vigilance by Congress, the Courts, and 
the public are imperative if the right of privacy and the la:.lful 
use of eaveSdropping as a tool of law enforcement are both to 
survive. 

UNITED STATES SUPREME COURT DECISIONS 

Bergerv. New York, 388 U.S. 41 (1967) 
Cox v. United States, 405 U.S. 932 ( 1972) 
Katz v. United States, 389 U.S. 347 (1967) 
Lopez v. United States, 373 U.S. 427 (1963) 
On Lee v. United States, 343 U.S. 747 (1953) 
United States v. District Court, 407 U.S. 297 (1972) 
United States v. White, 401 U.S. 745 (1971) 

ANSWERS TO QUESTIONNAIRE ON WIRET APPINO AND 
ELECTRONIC SURVEILLANCE 

I. My name is Edith J. Lapidus. I am a member of the New 
York Bar and am admitted to practice before the United States 
Supreme Court. I teach Constitutional Law und conduct a 
Seminar on the Supreme Court at Queens College of the City 
University of New York, and hold a Ph.D. degree in Political 
Science from the City University. My book, Eavesdropping on 
Trial, with a Foreword by Senator Sam J. Ervin Jr., was 

published by Hayden Book Company Inc. of Rochelle Park, New 
Jersey, in February 1974. It presents an analysis and evaluation 
of the law and practice under Title 1II of the Omnibus Crime 
Control and Safe Streets Act of 1968. I believe that at least some 
of the members of the National Commission received a copy of 
my book. 

I was invited to appear before the Subcommittee on Courts, 
Civil Liberties and the Administration of Justice, of the House 
Committee on the Judiciary on April 29, 1974, and prepared a 
Statement for the Subcommittee on Wiretapping and Electronic 
Surveillance which was printed in the Hearings held in April 
1974. 

2. The exception in Section 2511(2) (c) and (d) should be 
eliminated; wiretapping and electronic surveillance should be 
banned unless all parties to the conversation have given prior 
consent. In the case of law enforcemen t officials, a prior court 
order should be required. 

3. The list of crimes for which court-order~d interception may 
be authorized is too broad and should be limited. It should oe 
made clear that this tool of law enforcement is to be used only in 
cases of serious offense. In no case should it be permitted 
without court order. Experience has shown that a court order 
can be obtained quickly when speed is essential. 

4. Electronic surveillance on consent of one party to the con
versation should be proscribed. In the case of law enforcement 
officials, a court order should be required, and reports should be 
made as in other court-ordered eavesdropping. 

5. The Federal system is not too centralized. The State 
systems are too decentralized; too many law enforcement people 
at lower levels have been able to obtain court orders based on 
inadequate supporting documents and to make extensive inter
ceptions under such orders. 

6. Yes, there should be greater judicial supervision during the 
course of a court-ordered electronic surveillance. Written 
progress reports to judges should be mandatory. Emergency in
terceptions without prior judicial approval should be banned; the 
potential for illegal eavesdropping is simply too great. 

7. The initial 30-day authorization period is too lengthy. A 
maximum of 15 days would seem to be adequate, judging from 
the Federal experience. A mandatory limit on the number of ex
tensions may be unwise, but perhaps judges can be impressed 
with the need to scrutinize applications for extensions more 
carefully and make sure that new probable cause is shown. Post
ponement of notice may be necessary in some limited cases, but 
judges should be required to justify such postponement. Applica
tion for postponement based on affidavits and a court order for 
postponement may force accountability on the part of law en
forcement officials and judges. 

8. It may be difficult to formulate fixed standards for 
minimization of electronic surveillance. A more practical ap
proach may be the training of law enforcement officials to 
recognize private, irrelevant conversations and to stop listening 
to them. Automatic recording of conversations should be 
banned; live monitoring should be required so that the recorder 
cal,1 be shut off when innocent, irrelevant, or privileged conver
sations are taking place. 

9. Explicit court authorization for breaking and entering 
should be required. 

10. A IO-year period for preserving sealed tapes seems to be 
reasonable. 

II. The reports to the Administratice Office do serve some 
purpose. The trouble is that at least some law enforcement offi
cials and judges do not take them seriously. The seventh report 
(Jan. I, 1974-Dec. 31,1974) observed (p. VIII): "Some judges 
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appear to be unfamiliar with the reporting requirements." Con
sensual tapes should be banned. Requiring reports nn illegal 
eavesdropping would be futile. 

12. Both Federal and State officials admit freely that the law 
prohibiting so-called "private" eavesdropping has not been ef
fective. The key to dealing with this problem is to discourage 
consensual eavesdropping and to enforce the law vigorously. 

13. Most interceptions of employees' conversations would be 
eliminated if consensual eavesdropping is proscribed. As to com
munications common carriers, perhaps Sec. 2511 (2)(a) per
mitting service observing or random monitoring could be 
clarified, but the real problem is the good faith of the telephone 
company. 

CHAIRMAN ERICKSON: At this time the Com
mission calls Herman Schwartz. 

Professor, will you be lIworn? 
[Whereupon, Herman Schwartz was duly sworn 

by the Chairman.] 
CHAIRMAN ERICKSON: Herman Schwartz is a 

Professor at the State University of New York in 
Buffalo. He is probably the most well known and 
firmest critic of the use of non-consensual elec
tronic surveillance in law enforcement. He 
authored an extensive law review article concerning 
the enactment of Title III which appeared in the 
Michigan Law Review. He has also done studies for 
the American Civil Liberties Union which seek to 
demonstrate that non-consensual electronic surveil
lance has been ineffectively employed. 

His analysis of the use of electronic surveillance 
from 1968 to 1973, based on the date reported by 
the United States Administrative Office was the 
background paper for the 1974 Chief Justice Earl 
Warren Conference of the Roscoe 
Pound-American Trial Lawyers Foundation and 
will be the basis of his testimony to this Commis
sion. The report of this Conference was distributed 
to the Commission members at the end of April 
1975. 

Professor Schwartz, do you have any opening re
marks that you would care to make? 

TESTIMONY OF HERMAN 
SCHWARTZ, STATE UNIVERSITY OF 
NEW YORK, BUFFALO 

PROFESSOR SCHWARTZ: Yes. First of all, I do 
think that the govl,"rnment of a country as great as 
ours could do a better job of regulating tempera
tures in hearing rooms. But I think this is probably 
an endemic problem with the Federal Government. 
Federal court rooms have the same problem. They 
are either too hot in the winter or too cold in the 
summer. 

What I thought I would do is make a few optming 
remarks summarizing my position. 

My position, as I know the Commission is aware, 
is not exactly a secret. There isn't too much I have 
to say that the Commission isn't already aware of in 
one form or another. I have prepared some supple
mental testimony which I am sure is boring to 
everybody which consists of updating the charts 
that I have. And there are no surprises or secrets in 
these. 

And I have also tried in the testimony to some 
extent to respond to some special questions that the 
staff raised with me. 

I was shown some correspondence with the Ad
ministrative Office of the United States Courts 
about some of the reporting requirements, and so I 
have made a few comments about those which per
haps may be of some help. 

I was also sent some material on consensual sur
veillance relating to opinions in Arizona and 
Colorado. I made a few comments about that. 

Also, I made some notes on the testimony yester
day and some of the exchanges, and in particular I 
made some notes on some comments that Mr. 
Remington raised. I am sorry he is not here today, 
but I did chat with him for a few minutes and in the 
course of my remarks perhaps I might respond to 
some of the points he made for the record. 

My position is, I think, as I say, fairly well known. 
I appear on behalf of myself and the American Civil 
Liberties Union, incidentally. They have asked me 
to appear and give this testimony on their behalf. 

It is essentially not that wiretapping is ineffective. 
I think that is an important nuance that has not 
been caught in our testimony. Indeed, I don't really 
know. I suppose it is useful like any other tool, and 
particularly one that is surreptitious and catches 
people. 

But the case for this extremely dangerous 
weapon, this extremely pernicious weapon-in my 
judgment, a weapon which threatens many of the 
values of our kind of society-has to be that it is 
more than that, that it is virtually indispenRable, 
that it is terribly important. And indeed that is what 
all the history of this thing is about. 

The legislative history makes it clear this massive 
statute, which I don't think too much of both from 
a technical point of view and just over-all policy, is 
massive because of that, because of an effort which 
though I think it often misfires and often deliberate
ly misfires, is designed to reflect a community senti
ment that this is not an ordinary investigative tool, 
that this is a special thing with special dangers and 
special problems for many of the values. 

So the burden on the proponents of the tool is 
more than that it is useful, more than that it is 
another kind of weapon; the burden must be that 
this is something that is absolutely necessary and 
virtually indispensable. 
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No:"", the position that I have tried to support, 
worktng from the reports of the Administrative Of
fice, is that in truth it is very expensive and doesn't 
produce a hell of a lot except in gambling cases, 
where you put the tap in and you catch a bookie. 
And you catch a lot of bookies, but you don't catch 
more than that. And you don't catch very many big 
organized crime figures. 

Indeed, as I have tried to indicate, and as the FBI 
seems to have accepted now, they haven't caught 
very many big fish. And as a result there has been a 
precipitous decline in just three years from 280 or 
281 taps during the height of the Nixon-Mitchell 
adm~nistration in the Justice Department, down to 
120 III 1974. The concentration is still on gambling, 
as we know. 

And I have tried to lay this out in updated charts. 
I don't know that there is much point in setting it 
out in this oral testimony; you see what it is: Over 
the years several hundred thousand, 200,143 peo
ple were overheard; 2.7 million conversations; on 
the state level particularly heavy surveillance, 
heavily into gambling, although the states started 
heavily in narcotics they have shifted over so, as a 
result, by now some 71 per cent of the total Federal 
installations over the years have been for gambling; 
something like 50 to 52 per cent of the state instal
lations are for gambling. 

CHAIRMAN ERICKSON: I might interrupt you 
for just one purpose. 

We will file for the record the status of the work 
that the staff has done on the Nadjari cases that you 
have referred to prior to the submission of your re
port. The staff has already gone into that particular 
case and has checked these out in some detail. I 
thought that might be of assistance to you in direct
ing your remarks to this particular area. 

PROFESSOR SCHWARTZ: Sure. I am not sure I 
had planned to say very much about it except what 
is in here. I am hoping not to duplicate what is in 
here because it will be on record anyway. 

The staff has kindly furnished me with this docu
ment which contains many surveys. 

Has the staff gone beyond what is in here? 
MR. STEIN: Not in Nadjari matters. We wiII be 

inquiring into the length of the taps and investiga
tions. 

PROFESSOR BLAKEY: Mr. Chairman, it is my 
understanding that all taps of that character, not 
just the one of Mr. Nadjari's office, are being gone 
into; is that correct? 

CHAIRMAN ERICKSON: In depth. 
PROFESSOR BLAKEY: And the report that is in 

the record at this point will cover all of that materi
al? 

PROFESSOR SCHWARTZ: What is all of that 
material? 

PROFESSOR BLAKEY: It is my understanding, 
Professor, that as a result of prior discussions in the 
Commission the staff is making an effort to ex
amine all court-ordered wiretaps since 1969 to see 
the length of time they ran, the number of in
criminating conversations and the probable results. 
Those taps which raise a question on their face are 
being examined to determine why they were put in, 
who supervised them, what the attitudes of the 
judges were. This is, I think, relevant to the point 
you make about at least the one situation with Nad
jari. 

PROFESSOR SCHWARTZ: I think also some of 
the points I have tried to make have to do with the 
cost of this instrument. I was particularly pleased to 
see that in the staff report, there is a conversation 
with the Special Attorney for Narcotics, Mr. Frank 
Rogers, who seems to disagree with the view of the 
Administrative Office of the United States Courts. 
The Court says that it didn't include lawyers' time 
and that kind of thing and it doesn't think that 
would be significant to the cost and it is one of the 
limiting factors on his use of electronic surveil
lance. 

The cost per person convicted for wh~t I tried to 
work out on the Federal area was something like 
$3,500-$3,700 per person convicted. 

And I was also interested in noting that the staff 
report shows relatively little judicial control, which 
is what one would have expected. 

And with respect to results, again my figures 
show what I would refer to as a great many dry 
holes. An awful lot of this stuff just doesn't turn up 
much of anything, and when it does, a lot of it is 
pretty small fry. 

I remember one case in particular, the Whitaker 
case, which I handled in the Court of Appeals. And 
the reason I handled it in the Court of Appeals is 
there were some five or six defendants in that case. 
And five of the six, if there were six, or four of the 
five, were such big fish that they couldn't afford to 
appeal from a decision in their favor and therefore 
they asked whether the amicus brief I was going to 
file couldn't be in their behalf rather than amicus. 

PROFESSOR BLAKEY: Do you mind if I make a 
comment? 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: The Whitaker case is 

not unknown to me. I was in the Department of 
Justice and in 1962 or '63 I prosecuted him at the 
time. 

PROFESSOR SCHWARTZ: I know it. 
PROFESSOR BLAKEY: Both for interstate gam

bling and tax evasion. 
PROFESSOR SCHWARTZ: You got nine 

months on him. 
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PROFESSOR BLAKEY: And he pled guilty to 
the tax evasion. Our investigation into his numbers 
and bookmaking at that time warranted, if I re
member correctly, a $900,000 jeopardy assessment. 
I am not sure how the thing came out, whether they 
actually coIlected that from him, because I know he 
was very careful in hiding his assets. 

And just for the record, I would suggest to you 
that, while he may have qualified for an indigent 
brief, based on the investigative work we did on 
him, he was anything but indigent. 

PROFESSOR SCHW ARTZ: He wasn't one of the 
five or six. He had his own lawyer. 

PROFESSOR BLAKEY: Most of the people you 
worked for were not terribly weU paid and could 
easily have qualified as indigents. 

PROFESSOR SCHWARTZ: And when one looks 
at the convictions those will faU into the convic
tions as five or six. I am not saying one doesn't get a 
big fish once in a while, but I am saying these num
bers are swelled by a number of these-which the 
FBI has admitted when they said last year they were 
going to cut down on their tapping and move from 
quantity to quality. I am not sure that has hap
pened. It takes two years for these cases to get 
through the process and we don't know in aU 
honesty what has happened. 

It is very gracious of you to mutter "nothing." 
And my point is, as it has always been since 

1967. not only was aU of this predictable, it was 
predicted and known. Because the whoie point of 
this operation is to get strategic inteIligence and I 
don't think the Constitution allows that. Indeed I 
think Mr. Justice PoweU, in the Damon Keith Dis
trict Court case, raised the possibility that it might 
be aU owed but said there has to be specific Con
gressional approval. At the Roscoe Pound Con
ference to which you referred, Mr. Chairman, a 
representative of the Justice Department said, 
"WeU, of course not, we never could have gotten 
the bill through if we told them all we were going to 
do was go after gamblers to get strategic intel
ligence." And that was known at the time and I 
think has been known to those of us who followed 
it closely. 

I think that is pretty much aU I want to say about 
my general position; you know it and I have simply 
reiterated it to get it on the record. 

CHAIRMAN ERICKSON: Your statement and 
the articles that you have referred to wiII be in
cluded as part of the record. 

PROFESSOR SCHWARTZ: Yes, and I assume 
for whatever it is worth, it wiII be considered. 

CHAIRMAN ERICKSON: Your reputation. 
PROFESSOR SCHWARTZ: I was asked to look 

into the special case of Maurice Nadjari and in all 

honesty I think it is a little early. He hasn't been 
around much. He hasn't done much in the time he 
has been around. His two biggest convictions-and 
I don't know whether electronic surveillance had 
anything to do with it-were Thomas Mackell and 
Norman Levy. Both got thrown out. In both cases I 
think leave to appeal has been granted by the Court 
of Appeals-certainly in the Mackell case; I am not 
sure about the Levy case. 

And he hasn't done much. There has been a lot 
of criticism of him for that. 

And we do know that wiretapping is an essential 
part of his operation. Indeed, he reflects an attitude 
I was told about many years ago which is reflected 
in the reports of the whole New York operation in 
general, particularly those coming out of the 
Rackets Bureau, what many of us wiII always refer 
to as Mr. Hogan's office. 

And that is a story that was told to me by a man 
named Jerry Cohen who some of you may know 
who was Chief Counsel for Senator Hart's Antitrust 
Committee. Cohen went to an organized crime 
seminar in New York-or some kind of thing like 
that-that was given by the Hogan office. And he 
told me the first thing that was said was, "The first 
thing you do is put in a wire." And he said, "Wait a 
minute. We can't put in wires, at least not legaUy." 
The response was, "Then there is no point in talk
ing about anything more." 

And that whole operation is built around the as
sumption you can't do anything any other way. 
That is the basic mode of thinking and it goes back 
to Thomas Dewey and it seems to me that it is a 
very difficult task to make judgments about 
whether that office would or would not have gotten 
the convictions that they did get, assuming that 
they have done a good job, without wiretapping, 
because you just don't know how to deal with con
trary-to-fact conditions; you just don't have 
anything to work with. 

So I think with respect to Mr. Nadjari, while we 
do know he has spent a lot of money, done a lot of 
tapping-he hasn't gotten much yet. 

Interestingly enough there is an ambiguity, or at 
least a slight confusion in the statistics. The fact is 
that his heavy wiretapping, if the reports are accu
rate, was in 1973. "He had 24 in 1973 reports, and 
32 in the 1974 report's. But of the 1974 reports, 12 
are from 1973. 

Now, I don't know whether that means we will 
get the same thing next year-in other words, latter 
half-year reports in '75-but if we don't, what that 
means is that he has substantially tailed off on his 
electronic surveillance as well, and I don't know 
whether we will know the answer to that until next 
April. 
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Now, I went through the staff reports and found 
them absolutely fascinating-partly, of course, 
because they confirmed a great many of my own 
predispositions, predilections and what some of us 
charitably call prejudices. 

In the first place, I found that the problem of cor
ruption is not an unimportant factor, police corrup
tion in the whole wiretap situation. And one of the 
problems with wiretapping is that it concentrates 
precisely in the areas where police corruption is 
greatest and most troubling: gambling, and to a 
lesser extent narcotics. 

Secondly, at least three of the reports com
mented that wiretapping is really not of very much 
value for such things as loansharking-the 
Brooklyn reports, the Bronx reports, and one other. 

Thirdly, interestingly enough in connection with 
the comment Chief Andersen or somebody made 
yesterday to Judge Stern about corruption and 
wiretapping in connection with corruption, the in
teresting thing there is that the New Jersey State 
Prosecutor's Organized Crime Special Group has 
very sharply decreased their use of wiretapping, 
one of the explanations being that they have shifted 
from gambling to corruption and wiretapping isn't 
much use in corruption cases, they say, which 
would seem to bear out Judge Stern's comments 
that at least he didn't find it terribly useful or 
necessary to do that. 

There was also, what will surprise no one, fairly 
clear evidence that the court-ordered system 
doesn't amount to much as a screen and certainly 
not as a supervisory level-on the state level. 

[All my comments on the staff reports will be on 
the state level of tapping, because 1 don't know if 
the staff has made a study of the Federal tapping in 
this form, but this volume was limited to the states.] 

Another thing that came out is that the penalties 
are pretty small potatoes. It is very rare that one 
finds much above a year-an occasional reference 
to four years which, in my state in any event, is the 
lowest felony. A Class E felony is a four year max
imum. I don't know if the conviction was of higher 
offense and that was the penalty imposed, but that 
was the highest. 

There are a fair number of suspended sentences 
referred to, also. 

Places like Rochester and elsewhere seem to 
come to the conclusion that it isn't terribly helpful. 

One of the most troubling aspects, of course, 
about the whole wiretap controversy and that 
which has troubled many of us particularly, is the 
fact that even if New York County, perhaps, han
dles it wisely, even if the Special Attorney handles 
it wisely, even if the New Jersey Organized Crime 
Section handles it wisely, you don't write a statute 

for those people. You writle a statute for the Dis
trict Attorney in Niagara County near me who used 
the wiretap statute for Peeping Toms. You write it 
also for people who use it against prostitution, who 
use it to build up a box score against very petty 
gamblers, local bookies and the like. 

I was also struck by an interesting comment. In 
the report on the New Jersey Attorney General 
dealing with organized crime, in the staff commen
tary on page 3 of one of the case reports, it in
dicates how very difficult it is to reach top figures 
in organized crime who are cautious. This leads me 
to a couple of passing comments on some of the 
papers that were submitted earlier from Los An
geles and Chicago, which I skimmed through this 
morning, in which we find comments about, "How 
nice it would be if we ha.d wiretapping because we 
might have been able to get information." 

But of course one nevt~r knows that. And if there 
is wiretapping in a state, it may be the very people 
who you want to get will become very much more 
cautious and therefore you won't get anything ex
cept an awful lot of invasions of privacy. 

Now, I should like to make some comments, in 
closing what I think laughingly can be called my 
prepared statement, with some remarks on some of 
the things that were said yesterday. 

Let me first turn to the question raised by the 
chairman about expectations of privacy, whether 
we have any expectations of privacy on the 
telephone. I hardly need mention that the key Con
stitutional phrase is "reasonable expectation of 
privacy" not "expectation of privacy," as used by 
Justice Harlan in his concurrence in Katz, and that 
has been used there and elsewhere. 

And the statement "reasonable expectation of 
privacy" has a top side and bottom side. The bot~ 
tom side is that not everything will be c::msidered. 
But it also has a positive top side, which is that 
there are some things we are entitled to consider, 
that a free society does not say that because the po
lice break in a lot that, therefore, you don't have an 
expectation of privacy. 

Senator Ervin raised this issue with Mr. Ehr
lichman about the break-ins, about whether this 
wasn't a violation of the Fourth Amendment. And 1 
do hope and I assume that the Commission will not 
adopt the response of Me Ehrlichman, paraphrmi
ing him, "Well, the Fourth Amendment has been 
eroded a good deal in recent years." 

The reasonable expectation of privacy that W(f!i 

have applies to the telephone-
CHAIRMAN ERICKSON: I might say I don't 

think Mr. Ehrlichman's statement either stands as 
an interpretation of the Fourth Amendment by the 
Supreme Court or by any recognized authority. 
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PROFESSOR SCHWARTZ; No, except I think 
that as a fact now it is true. The Fourth Amend
ment has been eroded, but not as a statement of 
Constitutional law. [ quite agree with you. 

PROFESSOR BLAKEY: Professor, would you 
rather say it has been violated and not eroded? I 
would like to say the Fourth Amendment is still all 
right; it is the people who don't believe in it that 
give us the problem. 

PROFESSOR SCHWARTZ: We may take a dif
ferent position on that. Because I think it has been 
eroded by people who believe in it in such areas as 
"Stop and frisk," and in certain border search 
areas-which gets us somewhat far afield, and un
fortunately, both being professors of criminal law 
and criminal procedure, I am afraid we tend to drag 
everybody else with us as we tend to go off into tan
gents willy nilly. 

But I think there has been erosion in the last six 
years since 1968, and that is sort of what r have in 
mind. [ don't think Mr. Ehrlichman had in mind 
anything quite as rarified as that. 

But in any event, let me go on from there and 
also comment about expectations of privacy in jails. 

And I don't know how the chairman meant that 
yesterday, but nothing could better illustrate my 
point. There isn't much of an expectation of priva
cy in a jail, in a prison. It is as close as we come to a 
police state. And I would hope that that is precisely 
what we will try to avoid. 

And in that connection, also, I think it is relevant 
that the fears expressed by Mr. Clark yesterday, 
which I share completely, and to some extent we 
are talking about a series of footnotes to his 
testimony-is a fear that I think this morning's 
newspapers amply justify, and which the FBI has 
deliberately fostered. 

I am sure the Commission will remember the 
statement found in a newsletter in the Media 
papers, a newsletter to FBI people, saying, "Let us 
make it clear that we have informers around, which 
will enhance the paranoia endemic am()ng these 
types of people in society. " 

And certainly when one reads about the kinds of 
CIA infiltration into such things as the Southern 
Christian Leadership Conference, the American 
Ethical Society, the Urban League, Women's Strike 
for Peace and 12 other organizations, it doesn't 
take much paranoia. It simply becomes hard-nosed 
reality to feel that this kind of stuff is just all over 
the place and that includes wiretapping and 
bugging. 

Now Mr. Remington raised the question here 
yesterday if the fear here is not perhaps a class 
fear-

CHAIRMAN ERICKSON: What is that? 

------------~-~ 

PROFESSOR SCHW ART£.: A class fear. And :Ie 
raised the question about how this was to be com
pared with arrests. He said, "If I had the choice 
between being wrongly arrested and being over
heard wrongly, [ think I would prefer being over
heard improperly." 

I don't know how one draws those distinctions, 
but I think I would, too, depending on what I was 
saying on the phone but for most of my phone con
versations I think I would rather have them over
heard rather than have somebody in a blue uniform 
say, "Up against the wall, Buddy," and pat me 
down. 

But I ~~on 't think it is a class factor because the 
key difference between most arrests and the 
wiretap situation is two-fold. 

First, the arrest is relatively specific. When it 
doesn't remain specific, as happened on May Day 
in 1971 or '73-1 have forgotten, then you have the 
Davis v. Mississippi kind of situation, when it is not 
specific, and it is clearly unconstitutional. 

And, secondly, there is a link with speech. There 
is no way to limit wiretapping to things involving 
organized crime, assuming it was particularly useful 
for that. Every statute which allows wiretapping is 
going to allow it for sedition and everything else. 
And the people who fear wiretapping are not just 
upper middle-class academics or members of the 
ACLU, but members of dissident groups of various 
kinds, and many of them at the bottom rung of our 
social !adder in various ways-blacks, Indians and 
the like. The Rap Brown Act was, after all, called 
the Rap Brown Act. It wasn't called the Dr. Spock 
Act or anything like that. It was aimed at black 
militants as well as at middle-class "New Left" 
types. 

And therefore I don't think the concern is solely 
that of intellectuals and the like, but it is the con
cern of anybody who thinks that he may be in
volved in an activity that those who run the show 
aren't very happy with. 

Now a question was also raised about the emer
gency possibility and just a footnote-indeed a 
reference to a footnote-of Mr. Justice Stewart in 
the Katz case-I forget whether it is Footnote 16 or 
23-which said specifically that it was very difficult 
for him to ;:;ee how the normal Fourth Amendment 
emergency provisions of exigent circumstances and 
the like could ever apply to wiretapping. 

And indeed the New Jersey situation deals with 
precisely that kind of situation. 

California allows warrants by phone, and I 
wouldn't see any problem with that, either, a war
rant by telephone. Because, as Judge Leventhal, I 
think, has indicated in several decisions, the key 
factor in many of these cases is_ simply to get a con-
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temporaneous record of what the investigators 
thought they had. 

PROFESSOR BLAKEY: Professor, would you 
mind a questioil at this point. Would you feel 
satisfied with a provision that said it must be in
itiated contemporaneously, that is the court order 
process must be initiated contemporaneously with 
the installation? 

PROFESSOR SCHWARTZ: No, I think you can 
catch a judge. It isn't that hard. 

PROFESSOR BLAKEY: And fill out the 
complete affidavits contemplated by Title III? 

PROFESSOR SCHWARTZ: One oan put into a 
telephone and a tape recorder at the other 
end-with consent, I assume, and probably with a 
warrant as well from that judge-one can read into 
a tape recorder the information one has. it can take 
five minutes, three minutes to say, "We have gotten 
information that there is an assassination possibili
ty," or what have you. "There is one chance in ten 
thousand." 

PROFESSOR BLAKEY: Would you be willing to 
see a kind of "good faith" amendment provision 
added to the Act? 

PROFESSOR SCHWARTZ: Of course. It doesn't 
have to be technically correct. The Supreme Court 
has said it is not the affidavit-

PROFESSOR BLAKEY: Suppose in making it 
out you inadvertently leave out a whole paragraph 
that would be essential in an affidavit, all other 
things being equal. Would you permit it to be 
amended at least as to that paragraph error? 

PROFESSOR SCHWARTZ: If I could be sure 
that the amendment was not a reconstruction of 
something that hasn't taken place. 

PROFESSOR BLAKEY: I suspect that could be 
an issue for litigation. 

PROFESSOR SCHWARTZ: I think so. I am not 
sure. I haven't given the matter that much thought. 
But it seems to me the key factors are the essentials 
of what you need for probable cause:. The key fac
tor is to make a contemporaneous record and to 
have a neutral person look at it right away and say, 
"Is this a hunch or is it something more?" 

It is done in California apparently without too 
much difficulty. 

PROFESSOR BLAKEY: But it is your testimony 
that you would be willing to have a kind of "good 
faith" amendment? 

PROFESSOR SCHW ARTZ: I think so. 
PROFESSOR BLAKEY: If you do so, say so, so 

there is no disagreement. 
PROFESSOR SCHW ARTZ: I'm not worried 

about disagreement. 
PROFESSOR BLAKEY: No, but I am saying the 

people who press for a kind of emergency authority 

assume beforehand that it is not possible to fill out 
the affidavit and get it to the judge in time to make 
the meet. What you are suggesting is that you give 
them a telephonic procedure and you give~. him 
"Sony reporting" rather than an affidavit, und you 
may even give him an opportunity to amend it later. 

You know like I know Mr. Iustice Jackson, who 
was the Solicitor General before he sat on the 
Supreme Court, once described as the most able 
advocate that appeared before the Court and was, 
said that he always made three arguments: the one 
he thought he was going to make; the one he made; 
and the one he wished he had made. 

So I am saying in the press of the investigation 
the officer will, the day after the affidavit was sub
mitted, think about something he should have put 
into it and had he had more time he would have. 
And it may very well be in his records that pre-exist 
the surveillance, so there c:m be no question about 
reconstruction. 

And if you are willing to recognize that kind of 
f1cxible procedure, then-

PROFESSOR SCHWARTZ: I am nervous about 
it and the reason I am nervous about it is because I 
have very little reliance on the police to refrain 
from making up after the fact something that th~y 
think will meet the Constitution. 

And I add to it what I have read only in short ex~ 
cerpts in the casebook that I use, which may also be 
the one you use, but in any event a description of 
the California experience with telephone warrants, 
which doesn't seem to need that kind of thing. 

But I don't know enough about the operation of 
that system, I don't know enough about whether it 
does include this kind of post hoc amendment

PROFESSOR BLAKEY: It does not. But what 
you are dealing with-

PROFESSOR SCHWARTZ: If it doesn't and if 
they manage to survive, then I think I am very re
sistant to it, especially since I think the emergency 
business is nonsense. I don't know of a single 
Federal emergency situation and I know of very, 
very few state emergency situations. And it is my 
experience that it just isn't that hard to get a judge, 
to find a judge, to have somebody appear before 
the judge. I have appeared before a Federal com
missioner late at night. 

We are really not talking about, in most cases, 
somebody way out a hundred miles from tne city. 
We are often talking about urban police officials. It 
is not that difficult to have a magistrate or a judge 
on duty, rotating all the time. 

You know there is a scandal in our own state 
about a judge who suddenly appeared at 3:00 a.m. 
to provide bail for somebody. 
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I am nervous enough and distrustful enough to 
say that I would settle for what they have in Califor
nia to start with as an expe;,iment for the emergen
cy case, without opening it up more. 

Perhaps that shows a certain inflexibility, but I 
think this is an area where I think we have been 
burned badly. 

CHAIRMAN ERICKSON: Let me ask you this 
on the emergency issue. 

Have you examined the Canadian statute which 
has emergency provisions which seem to be a little 
more useful than ours? 

PROFESSOR SCHWARTZ: All I can say is I 
know about it. I have read some newspaper repor'ts, 
but l haven't examined it. 

I noticed, als0, that a lot of the convictions or a 
fair number of the convictions particularly in the 
New York area are for contempt, perjury. And I 
really find these very, very troubling kind of convic
tions. Perjury and contempt are used when you 
don't have much of a case. And when you call 
somebody before a grand jury and you know they 
are not going to talk, it seems w me that there is 
some question as to whether that isn't an abuse of 
the process. 

And I find that is true in a fair number of the 
New York convictions. 

Finally, Mr. Blakey asked yesterday what se ,:ms 
to me a very profou,1d question of Mr Cla:k. I 
didn't like the answer that you were leading toward, 
but I thought the question was really a very impor
tant one. 

You asked whether it is impossible to have crime 
control and concern about social issues. 

In a way, that problem has dogged this country in 
various ways for ten years. It is a variation of the 
guns and butter argument we heard in the mid-Six
ties, why can't we have guns and butter? And Pre
sident Lyndon Johnson, of course, said we can have 
both. 

And the answer is that although it would be nice 
to have both, as a practical matter-and we have 
seen this in the economy today and I think it is true 
in the area of the social problem known as crime 
control, crime rates-I think the answer is we can
not have both or at least a preoccupation with the 
gun side means, as a practical matter, we don't 
have the otl-te r • We haven't had r.lany social pro
grams in the last six or seven years. 

PROFESSOR BLAKEY: We haven't had much 
crime control, either. 

PROFESSOR SCHWARTZ; But we have had the 
guns. We have had this Act. We have had a lot of 
money poured into the states. We have had a lot of 
money pouring into crime control. 

'-1av1e what that means is that we are going 
at...0u[ It the wrong way, but nevertheless the result 
of it has been that we certainly have not gotten 
much social butter in the area of crime control. We 
have gotten a lot of guns. 

I think that is all. Oh, I think my comments on 
the Administratice Office questions are in my re
port. I have asked and suggested that they could 
refine some of their figures in ways that I don't 
think involve that much more work. And certainly 
if they go to computers, whether it is in the Ad
ministrative Office or somewhere else, a lot of this 
stuff is very, very easy to develop-certainly break
downs between Federal and state. I have never 
rea!Iy understood why, when they start breaking 
down the Federal, they force us to use pen and 
paper and do a It)t of addition and subtraction.o 
figure out the state implications and components. 

On consensual eavesdropping I notice the com
mittee has asked a lot of questions. I think my posi
tion on it is set out, both in tne Roscoe Pound 
paper and in my statement here, which is that I 
think that it really dealt; much more profoundly 
with the problem of informers and betrayal, rather 
than with electronic surveillance. 

And I think thgt the questions that the chairman 
asked this morning are very troubling questions, 
because the truth is that in a lot of these cases-and 
I don't know how to resolve this problem-in a lot 
of these cases you just couldn't get a warrant, cer
tainly for the initial kind of infiltration. So yOU 
come down to the question of what do you do? You 
say you don't have it at all? 

And I don't have any answers to that. It is my im
pression that law enforcement really finds infor
mers an indispensable tool, in my' sense of the word 
"indispensable," that it really needs informers. And 
how you control infiltration into political organiza
tions, I don't really know. 

But [ do know this: Once you have electronics 
enter into the picture-and I have drawn a distinc
tion here which no one else is willing to 
buy-including my colleague, in the loose sense, 
Kent Greenawalt-between the White situation and 
the Lopez situation. No one else buys it. It seems to 
me a transmitter is different from a recording 
machine in various ways. 

Anyway, it seems to me that unlike the loose in
filtrator, once you put a wire on somebody you are 
zeroing in. You aren't in a situation of just general 
fishing, whether that is good or bad. And I think a 
warrant system for that area couldoe devised. It is 
clearly not constitutionally required. Nothing could 
be clearer, I think, from the Supreme Court's re
peated and emphatic statement about this that it is 
not constitutionally required, but obviously social 
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policy and legislative policy, I would hope, goes 
beyond the constitutional minimum, and I would 
hope this Commission might recommend that. 

I don't know that I ha\>.; very many expectations 
of that, reasonable or otherwise, but I think that it 
is feasible; it is workable. And I think it probably 
should be done. 

One final comment. I am not sure the recording 
is that much more accurate than the people's recol
lections. In many cases these recordings work very, 
very erratically, the recording machines, and often 
Lere are an awful lot of gaps in these things. 

I recall a story about the Berger case. The case 
was tried in 1963 and there was a clipping in the 
New York Times to the effect that the week before 
the day-the day before the case went to trial-the 
prosecutor and the police were still trying to recon
struct parts of the transcript, listening very, very 
closely, and there were still big gaps in the trans
cript of what was overheard on the tap. 

I didn't mean to filibuster. I am at your pleasure. 
CHAIRMAN ERICKSON: I believe to rectify 

this, Professor Blakey has a few questions that 
might lead us into other areas. 

PROFESSOR BLAKEY: Professor, I really want 
to welcome you to the Commission. As you know, 
but perhaps some of our readers might not know, 
our conversation about wiretapping and electronic 
surveillance is not a short one. I believe we first met 
in 1965 and at that time began to discuss this 
problem, we have been discussing it ever since-

PROFESSOR SCHWARTZ: I might say it is the 
Tenth Anniversary. 

PROFESSOR BLAKEY: It is almost the Tenth 
Anniversary of the conversation. I also must ex
press my regret to you that more of our fellow 
Commissioners aren't here. We have committed the 
unpardonable sin that was first committed at the 
marriage feast; we have saved the best wine for the 
last. I hope that my fellow Commissioners will read 
your testimony and I ali. sure that those who read 
our record will feel that this is probably what they 
have been waiting for. 

Let me discuss with you what runs through so 
much of what Attorney General Clark said yester
day and was one of the major points you raised 
today-and, frankly, the one that troubles me most. 
That is not the Fourth Amendment, not the Fifth 
Amendment; it is the First Amendment. 

The one objection that I have the most difficulty 
with in the electronic surveillance is the First 
Amendment. 

If, indeed, wiretapping seriously inhibits, through 
fear of surveillance, free speech, maybe the game is 
not w0rth the candle. 

Yet don't we have to make distinctions dealing 
with the source of the fear? If we legally banned all 
law enforcement wiretapping tomorrow in the 
domestic area-let's forget the international securi
ty area-do you think this would substantially 
change the fear on the part of dissidents in our 
society that they are bdng wiretapped? 

PROFESSOR SCHWARTZ: I don't know the 
answer to that. Judgments about such massive so
cial phenomena are very, very hard to make. 

PROFESSOR BLAKEY: I take it that most of the 
wiretapping that has occurred against dissidents 
that we know about was on the most generous read
ing-and I underline the word "generous"- na
tional security tapping. 

Any honest analysis would say it is an outrage. 
And it is not an unfair characterization to say it is 

illegal. 
In other words, it is outside of any scheme that 

we thought would be permissibie-. 
CHAIRMAN ERICKSON: Professor Blakey, I 

wonder if you would mind turning your microphone 
up a little bit toward your mouth. We are having 
some difficulty hearing you. 

PROFESSOR BLAKEY: You see where I am 
going? 

PROFESSOR SCHWARTZ; I share your views, 
obviously, about the Martin Luther King 
thing-and of course it is not unique. 

I think something happens to a society-and here 
I .am just sort of generalizing and I don't know 
precisely. I don't know how !..me measures such so
cial phenomena. Like everything else, what one 
sees is what one looks for. 

I think something happens to a society in which 
intrmions on intimacy, surreptitious intrusions on 
intimacy are legitimate, become rooting, that I 
think is not a good thing. 

I think, for example, that having the equipment 
around, having it legitimately available, enhances 
the "paranoia endemic" to these kind of people. 

PROFESSOR BLAKEY: We can categorize the 
kind of surveillance that is being done as national 
security-'. 

PROFESSOR SCHWARTZ: No, I am not talking 
about national security. 

PROFESSOR BLAKEY: Let me go through the 
basic categories. International and national securi
ty-and I.think there is probably no realistic possi
bility that our society will cease doing that. It may 
be a better thing to do. Attorney General Clark has 
testified that it is no good anyway, but it seems al
most anyone whn makes a statement about it, ex
cept people wi 'I .-:ourage·, perhaps such as your
selves, say we want no tapping, with the exception 
of national security. 
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The next field is national security domestic, 
which is today illegal. 

PROFESSOR SCHW ARTZ: What did you say? 
PROFESSOR BLAKEY: Which is illegal. And I 

think realistically, there is no possibility that this 
Congress or one in the next decade is going to 
authorize some kind of domestic national security 
surveillance under anything except Title III. 

So the three categories we are talking about are 
illegal surveillance by private groups, illegal surveil
lance by the police and the court-ordei'ed system. 

Is the fear people have of surveillance related to 
the megal categories? 

Can't we build into the court-ordered system 
such things as the annual reports and inventory 
procedures to reasonably assure people this is not 
being used for the suppression of political dissent? 

PROFESSOR SCHWARTZ: I don't think so. 
Because I think the distinctions you draw, though 
analyticalIy absolutely sound, of the three catego
ries that remain once one pushes those out-I think 
those distinctions don't affect practical life. 

I think what happens is we are known now as a 
'bugging' society, a 'tapping' society, where this 
kind of thing is legitimate. And I am just paraphras
ing Brandeis here. After alI, we are talking about 
something which we all agree is by and large an in
trusion-the legislative findings preparatory to Title 
III say that-an intrusion into the intimacies of peo
ple's affairs. We are talking about something 
that-I don't know about members of this Commis
sion, but I think it is fair to say that a vast number 
of people in America believe-even those who sup
port law enforcement surveillance-believe to be a 
bad thing. 

The polls, the few polls that have been taken, are 
startling. They show that an enormous number of 
people oppose all electronic surveillance, even for 
serious offenses. And, of course, it is not used for 
serious offenses by and large. 

And when a community says that 'despite our 
distaste we are going to allow this kind of stuff 
because the end justifies the means' -and there is 
nothing wrong in the end justifying the means but 
you have to realize what price you are paying for 
those things. When that happens, it seems to me 
you have seriously degraded the nature of society. 

So therefore, although I think the analytical 
distinctions you make are sound analytical distinc
tions, to try to refine out causal links with respect 
to, as I say, such vast amorphous social phenomena 
a& the quality of the society and the, quote, 'sense 
of paranoia,' is just too difficult. 

PROFESSOR BLAKEY: Can't you draw a 
distinction here between legitimate fears and il
legitimate fears? 

Let me kind of run this by you and see what you 
think about it. 

If we decide there is indeed fear today both of 
the court-ordered :;ystem and illegal practices and 
this is impeding the First Amendment freedoms, 
and we decide that the history of the last four or 
five years, as I understand it, indicates serious 
abuse in the illegal area and indeed abuse in the 
Federal area, but interestingly enough, none of that 
kind of maliciousness in the court-ordered system, 
has the court-ordered system been used to abuse 
personal rights? 

As 1 understand it, it has not. 
If that premise is correct, wouldn't our remedy 

be rather than abolishing the court-ordered system 
to meet the fears of the people, rather to engage in 
an honest effort to show people there is a distinc
tion between illegal wiretapping and court-ordered 
wiretapping, and the court-ordered wiretapping, if 
carefully designed, does not threaten First Amend
ment freedoms. 

Once people understood wli~''''s involved, then 
the fear could be properly com,,' ~d to the illegal 
area, and if We could focus the "Dcial opprobrium 
on it, focus community sentiment on it, maybe we 
could cut it down. 

PROFESSOR SCHW ARTZ: Let me indicate 
some of the problems I see with that. 

You state that there has been no abuse of First 
Amendment rights of protest, rather tha:1 speech 
association and the like, on the court-ordered side. 

You know, part of our prohlem has been that 
after all of the talk about the importance of wire
tapping to national security offenses, national 
security, and the like, we don't have any reports of 
any wiretapping in that area. Why? Does that mean 
they don't do it? Not at all. 

It seems to me that means they have been dC'ing 
it under the national security intelligence rubric. 
Because, in case after case involving prosecution, 
we find there was a wiretap in there. 

I have no reason to think that is not continuing. 
Now, if we ever seriously manage to eliminate in

telligence surveillance-ignoring for the moment 
the foreign national security stuff-who knows 
what may happen in Title III tapping? 

At the moment there has been no need to move 
into that area in Title III, and so they have concen
trated on the Federal level almost exclusively on 
the gambling and drugs and the rest. 

PROFESSOR BLAKEY: But-
PROFESSOR SCHWARTZ: Let me continue 

and turn to the states now. 
There is an awful lot of drug tapping on the state 
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It is my experience that in many, many jurisdic
tions the drug squad is also the racket 
squad-certainly in my area. And the drug culture, 
as we know, is very close-the counter-culture-to 
the political dissent culture. 

I haven't checked some of these drug t::LPS, but I 
think I would have to disagree with Professor 
Lapidus who said she didn't think marijuana would 
be included in the statute. It is quite explicit. You 
don't need that danger to life, limb, and property. 
And I know there have been marijuana taps on the 
state lever. 

Now, people that I know on the, if you will, left 
or political protest, know very well you don't need 
to go and get a warrant for political surveillance or 
for a violation of the New York, whatever it is, 
anarchy act or something like that. You don't waste 
your time with that stuff. You go get a drug warrant 
because certainly where marijuana is concerned, it 
is not very hard to get probable cause for a warrant 
that somebody is possessing or selling or transfer
ring marijuana. 

PROFESSOR BLAKEY: But-
PROFESSOR SCHWARTZ: Let me just finish 

the sentence-or finish the paragraph. 
PROFESSOR BLAKEY: But not the chapter. 
PROFESSOR SCHW ARTZ: Okay. 
I don't think the distinctions you draw are worka

ble in practice. That is the bottom line of what I am 
saying. 

PROFESSOR BLAKEY: Couldn't we make, 
among our recommendations, one for public educa
tion, as to the nature of what is going on-indeed, 
this Commission's report and its hearings should 
hopefully perform a substantial public education 
function. 

PROFESSOR SCHWARTZ: I would certainly 
hope and suspect that. 

PROFESSOR BLAKEY: One of the things we 
have talked about recommending, the necessity for 
law' .!! .investigator teams to guarantee that there is 
a gl<.ater infusion of law-trained people into super
vision of wiretapping and to guarantee that the 
ethics of the officl!r of the court will begin to filter 
down into the effon~ of investigation-perhaps one 
of the recommendatic ns that could come out of this 
kind of colloquy :.s that we should specifically 
recommend, for fiirst Amendment reasons, that 
those ag~ncies authorized to do court-oraered sur
veillance hot have subversive responsibilities; that 
there be a clear separation of the subversive squad, 
if indeed there should be one in major metropolitan 
areas, and the organized crime and vice squad. 

Moreover, it may well be we could say the First 
Amendment dangers of marijuana surveillance 
wO\.'ld justify it not being one of the crimes in the 
wire\ap statute. 

What I am saying is: How many specific amend
ments could we make to the system short of 
abolishing it that would meet the First Amendment 
objections? 

It seems to me that the First Amendment impact 
is not a per se objection to the statute. It is rather 
an unfortunate tendency of it in our society today. 

PROFESSOR SCHWARTZ: Well, I think my 
answer to that is that the First Amendment objec
tion is an objection to the use of electronic surveil
lance per se. That involves more than political 
speech. It involves social speech, commercial 
speech of various kinds. 

PROFESSOR BLAKEY: But it doesn't involve 
criminal speech. 

PROFESSOR SCHWARTZ: But you are not 
limiting your stuff to criminal speech. Part of the 
problem is it catches all kind of speeches. 

One of the major problems-and I notice Dick 
Uviller made this point in his testimony-is the in
credible difficulty of minimization. 

One doesn't have to have the kind of-I was 
going to say healthy, but maybe it is un
healthy-distrust of police listening to conclude 
that in good faith one has to hear an awful lot in 
order to decide whether one has a conspiracy of 
one kind or another. 

And I think that has a chilling effect on all kinds 
of speech. 

For example, let's take one really very troubling 
problem, to stick with this for a moment, where I 
will move beyond the First Amendment just for a 
moment, but it is related. 

Mr. Nadjari and the other corruption investiga
tors who use wiretapping pose very troubling 
proble"1s for people like me-particularly Mr. Nad
jari-not ... "cause of him and not because of the 
way he does things, but simply the nature of his 
task. 

He is going after crooked judges-
PROFESSOR BLAKEY: And lawyers. 
PROFESSOR SCHWARTZ: And lawyers, but es-

sentially he is going after the judicial lawyers. But 
your interjection of 'crooked lawyers' means' you 
see the point I am getting at, lawyer-client com'el"
sations, judge-lawyer conversations, judge-law clerk 
conversations, ant;:' a whole range of things that are 
really very hallow~d in our constitutional hierarchy, 
and have been. 

And that is a very serious problem, to know there 
is some guy around who is going after the judges in 
my community. And so when I call the judge or I 
call a client about something before that judge, 
then that means I am under surveillance. 

Take, for example, the rather unhappy situation 
with one of the ablest judges in, I will say a depart-
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ment that doesn't have many able judges, the 
Second District in Brooklyn. The State Supreme 
Court judges in Brooklyn are really not a terribly 
good bunch. I can say it openly because I assisted at 
one point in a lawsuit saying that publicly, the case 
of Wallace v. Kern. But there are a couple who are 
superb judges, like Judge Irwin Brownstein. And 
there was a report that one lawyer said to his client 
"I can get you Brownstein" on a case. 

Well, apart from the impropriety of disclosing 
that kind of thing, which of course is a serious ethi
cal matter, if they were concerned about 
Brownstein-well, the truth is I have one case with 
Judge Brownstein now. And I have spoken to him. 
The other lawyer has spoken to him. The two of us 
have spoken to him on the phone about various 
aspects. I have spoken with my client about this 
case I have with Judge Brownstein and it is an at
tempt to strike down the statute that prevents Iife
sentence prisoners from gptting married. And I 
don't think there is much corruption in that. Cer
tainly :there is no money in that particular case. 

BUL, nevertheless, that has a chilling effect. 
A nd I don't think you can separate it out and say, 

"If we stay away from the New Left and if we stay 
away from Women's Strike and if we stay away 
from femininst organizations like NOW," then 
really there is no case for legitimate concern. 

I think that is a distinction that is just not drawa
ble, and I thid:; in practice will not be drawable, 
because it seen1S to me if wiretapping is to be used 
anywhere, if organized crime does present a serious 
problem to our community-and I have some 
doubts as to whether it is responsible for everything 
from housemaid's knee to the common cold as has 
sometimes been indicated in various documents of 
Jme kind or another. In so far as it does-and of 
course it does-one of its major impacts is obvi
ously corruption and what that does to a system of 
justice, with judges for sale, lawyers for sale, 
prosecutors for sale, cops for sale. 

And even if wiretapping were more useful to cor
ruption than some of these people say it is, we may 
pay a very, very heavy price. 

CHAIRMAN ERICKSON: May I interrupt at this 
point? 

It is just about the noon honr. 
[Discussion off the record.] 
CHAIRMAN ERICKS0N: Let's recess at this 

point until 12:45. 
[Whereupon, at 12:00 n., a luncheon recess was 

taken until 12:45 p.m.] 

AFTERNOON SESSION 

CHAIRMAN ERICKSON: Professor Blakey has 
yielded, with the thought that I might ask a few 

questions, and then he would continue. The reason 
for doing that is, as you know, we are all tied up 
with airline schedules to some extent, and I did at 
least want to get your thoughts on various matters. 

In so far as the report of the Administrative Of
fice of the United States Courts is concerned, do 
you feel that the form of the report and the materi
als contained in the report at the present is such 
that it is performing the function that it was in
tended to perform? 

PROFESSOR SCHWARTZ: At the risk of seem
ing to give a long answer, let me preface my 
response with an expression of appreciation to Mr. 
Blakey, because I am quite sure that that provision 
in the statute was a direct result of his efforts, as 
well as the establishment of this Commission. 

I think we have too few of such things. And so 
my immediate answer is I am grateful for anything 
in this area, as in so many areas, where there is 
such a paucity of information. 

Of course it can be made better. 
I have not been terribly conscious of inadequa

cies in the reporting form. 
CHAIRMAN ERICKSON: Don't you think it has 

gaps in it? 
PROFESSOR SCHWARTZ: It does. I think, for 

example, one of the proposals in General Hodson's 
letter about sentences would be terribly useful to 
have. I think there is no question that the question 
of costs is really a wild kind of thing. I tried to 
ma.ke an analysis of the reports through 1971 or 
'72, as you will see in that ACLU report, and I 
found that with the state stuff, if it is a ball park 
figure it is an awfully big ball park. 

With respect to such things as incriminating con
versations, obviously that is a very subjective 
judgment. 

I think that there is an assumption which the Ad
ministrative Office does not sufficiently dispel, that 
the arrests and convictions that are reported are a 
result of the installations involved. I think that 
should be dispelled. 

lndeed, I found, curiously once, a prosecutor 
from Arizona wrote in 'We got one conviction, but 
it had nothing to do with the tap. ' 

I guess apart from that I really don't have too 
many complaints. It is a funny kind of thing, I have 
worked with the reports. I have cursed at them. I 
have tried to computerize them about four years 
ago and I found that the classifi(!ation system for of
fenses was almost whimsical; it was almost impossi
ble to work with. 

This one troubles me very much, but it may not 
be a problem that the Administrative Office can do 
very much about. 
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I called them once and said, "How do you decide 
whether something is a gambling tap or this tap or 
that?" And he listed for me the priority of offenses 
and how they determined that. 

It seemed to me that this was not a terribly good 
way of doing it, and I am n0t sure I know of a 
better way. But that I found very troubling. 

I have made a suggestion, for example, that 
where the conviction takes place in the same year 
as the installation-or the arrest takes place in the 
same year as the installation-that the Administra
tive Office indicate for what offense the arrest or 
conviction was, because you can't know that from 
the way it is now. With respect to the supplementa
ry reports, you can know, because they say so. So 
you can match up the original installation and find 
out what it was put in for and find out what they 
got. You can't do that when it happens the same 
year. 

It is not too serious a problem because normally 
you don't get convictions the same year. You may 
get some. But the bulk of the convictions r find 
come in the second or third years. 

You get the bulk of your arrests the first year, 
with just 20 per cent or so the second year and vir
tually nothing the third year. And, to follow up a 
comment I made a few minutes ago, with respect to 
Mr. Nadjari, he has gotten very few arrests as
sociated with these installations. 

CHAIRMAN ERICKSON: It may be that the 
regulations regarding the reports should be changed 
to make it possible to cause this report to have 
some meaning. 

PROFESSOR SCHWARTZ: It is possible. I 
noticed Professor Lapidus noted-I have seen these 
reports myself in outline form, not in actual re
port-that there was an effort to ask thr.m to assess 
the value of the installation. And I don't think that 
could do too much harm if taken with a sufficient 
grain or two of salt. 

I think the real problem here is that for many of 
these problems only the kind of in-depth qualitive 
analysis that this Commission has actually em
barked upon will give a complete picture. 

My studies, I think-and I have a fair amount of 
confidence in them now; not so much the first year, 
but I do now-try to focus as much as possible on 
hard statistical correlations. 

So I think those are the kinds of things that can 
be improved. 

And I think with the computer thing, particularly, 
there is a certain freedom-of-information aspect of 

. that so they will allow us outsiders to play with the 
computer and find out things that are in there. 
They will allow that. I notice they are unhappy with 
that. 

CHAIRMAN ERICKSON: Are you concerned 
about the means for enforcing compliance? 

PROFESSOR SCHWARTZ: That is a very seri
ous problem. Again I am not sure how much you 
can do. I think the suggestion that you made this 
morning that they can't use it if they don't comply, 
is a little too Draconian. I can't see anybody buying 
that. 

I am sure it will surprise you to hear me say that. 
CHAIRMAN ERICKSON: With your candor, 

Professor, I don't think there is any surprise in any 
answer, because I know that regardless of what 
your views are you are going to give us your best 
judgment. 

PROFESSOR SCHWARTZ: Thank you. 
CHAIRMAN ERICKSON: The question I have is 

where do you draw the line? If it is Draconian to 
say you can't use the wiretapping procedure if you 
cion't report, what other sanction would you give 
them? 

PROFESSOR SCHWARTZ: I have an initial 
problem. The first problem is: How serious is the 
problem? How bad is the reporting, not in terms of 
sloppiness, about which you can't do much, but in 
terms of actual non-reporting? Because r don't 
know how much more you can do with sanctions. If 
the complaint is that they don't do a good job in re
porting costs, if the complaint is that they are too 
subjective on what is incriminating-if there are 
things like that, I think that is almost impossible to 
enforce. 

But if the complaint is that they are not reporting 
at all, that they are not filing the supplementaries

CHAIRMAN ERICKSON: They are filing a 
skeletal report. 

PROFESSOR SCHWARTZ: 1 don't know if this 
makes any sense at all, but it may be possible to im
pose fines, like the tax return, you know, if you 
don't file or file improperly. 

CHAIRMAN ERICKSON: In the state courts? 
PROFESSOR SCHWARTZ: Oh, the state courts. 

Is the state court a problem? Do they provide you 
with that kind of information? 

CHAIRMAN ERICKSON: Well, the regulation 
requires that the judge-

PROFESSOR SCHWARTZ: I realize that. My 
impression when I look at the studies is that my 
problems are not with the court side of it. My 
problem is with the prosecutor side of it. Because 
the court side tends to be fairly formal: How many 
days did you authorize it for? How long was it in? 
What were the crimes? Who was the guy who asked, 
for it? 

I think there are about 8 or 10 items which I have 
found are generally adequately reported. 
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CHAIRMAN ERICKSON: Do you feel it would 
be too harsh to say that if, say, the prosecutor 
didn't properly report, that he couldn't again use 
wiretapping until he did complete the report? 

Does that seem harst.? 
PROFESSOR SCHWARTZ: No, no, especially 

since it is purely prospective rather than a penalty. 
CHAIRMAN ERICKSON: Yes. How could you 

do anything more reasonable than that? 
PROFESSOR SCHWARTZ: Well, 1 certainly 

wouldn't oppose something like that, and it might 
well do h. 

CHAIRMAN ERICKSON: The reason I asked 
that was because it seemed a more practical ap
proach than the fine. 

PROFESSOR SCHWARTZ: I think it is a more 
practical approach. I threw the fine out and as I did 
I thought to myself, "You've got to be crazy." That 
is just not the kind of thing that works. 

Your suggestion may be a viable kind of thing. 
Again I have to ask: What exactly is the problem? 

Because it is my impression that with occasional 
"not reported," which are really relatively in
frequent given the 700 or 800 reports that are filed, 
the real problem is sort of the feeling that "They've 
got to be kidding that this thing costs $2,500 for ten 
days tapping" or things like that, where it is clear 
the reporting is simply filling in some number or 
that kind of thing. It is more a question of accuracy 
which is very hard to nail down. 

Unless I am wrong about that, I would be in
terested in knowing from the Commission what the 
problems have been. 

CHAIRMAN ERICKSON: r was going through 
these reports and find many have blanks or dashes 
where there is supposed to be information. 

PROFESSOR SCHWARTZ: I have the impres-' 
sion that the dashes" .. I have noticed those primarily 
in the arrests and cor: fictions and I have the feeling 
that that is where the. ~ is nothing to report. 

CHAIRMAN ERICKSON: I was hopeful that we 
might get some recommendations as to ways that 
this could be improved. But I am certain that is 
going to take study. 

PROFESSOR SCHWARTZ: I WOuld certainly be 
happy to try to give it more thought than I have, 
and I must confess that I have not. 

CHAIRMAN ERICKSON: Would you be willing 
to submit to us your thoughts on this? 

PROFESSOR SCHWARTZ: Yes. As I say, I have 
some. Let me think some more. 

CHAIRMAN ERICKSON: We would appreciate 
that. 

PROFESSOR SCHWARTZ: What I haven't tried 
to do is, while working with these figures r haven't 
noted down "What do we do about this because it 
is so sloppy?" 

I have just said, "Oh, for God's sake, I had better 
take into account this is a messy thing" and go on 
to other things. I will try to become more self-con
scious about this. 

CHAIRMAN ERICKSON: One of the other areas 
relates to this question of limiting the right of the 
state courts to utilize electronic surveillance 
procedures. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: That would in es

sence, if we followed the suggestion that you made 
in that regard, force any area that involved elec
tronicsurveillance into the Federal courts. 

PROFESSOR SCHWARTZ: Well, it would do 
more than that. My suggestion, if that is what you 
are referring to, would restrict it not just to the 
Federal courts but to the Federal prosecutor. 

CHAIRMAN ERICKSON: Yes. 
PROFESSOR SCHWARTZ: In other words, state 

prosecutors would not be permitted to do this thing 
and that is precisely what I suggested. 

CHAIRMAN ERICKSON: You think the states 
ought to be deprived of this investigative tool? 

PROFESSOR SCHWARTZ: Well, I think both 
the Federal and the state governments ought to be 
deprived of the investigative tool, but I think that a 
far worse case is made for state usage, especially 
since, as I think I indicated either in a private con
versation or in testimony this morning, you cannot 
limit this to the one or two state authorities in 
whose judgment and usage you may have some 
confidence. 

This is, in effect, an open sesame to the kind of 
thing that the Bronx District Attorney has ex
pressed concern about, and to all kinds of abuses. 
As I understood the concern of the drafters and as I 
understood the poin"t of the legislation, it was to get 
at organized crime, this cancer that was eating 
away at the innards of society. 

And if that is the case, you just don't find much 
once you get outside of New York County-and 
there, are a great many of us who don't think that 
Mr. Hogan has really done a hell of a good job in 
that area as well. And if he has, then I would say 
one has to look to the Organized Crime Task 
Force's comments back in 1967 that Los Angeles 
and Chicago have also done fairly well from time to 
time. 

So that I have no hesitation in, s'1"ing that if the 
purpose is to fight organized crime, and if we are 
dealing with a very dangerous instrument, the only 
place to allow use of that instrument is in the 
Federal prosecutors. 

CHAIRMAN ERICKSON: Supposing we were to 
make the recommendation that states be governed 
by something that would be akin to the Federal 
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statute where the application would have to be ap
proved by the Attorney G~neral of that state? 

PROFESSOR SCHWARTZ: Oh, I don't think 
that would make any difference. 

CHAIRMAN ERICKSON: Do you think that 
would be an improvement? 

PROFESSOR SCHWARTZ: Oh, yes, but a mar
ginal improvement of no particular significance. 

One has to start with the proposition, from my 
point of view-rif you are asking me from that per
spective-start from the proposition that wire
tapping is a terrible thiug to do to a so~iety. A'nd I 
echo what Ramsey Clark said yesterday, although 
not his eloquence. 

And if you start with that proposition, then if you 
are going to allow it at all, you try to restrict it to 
those areas where it is absolutely indispensable. 
And from everything I have understood, the whole 
point of the Gambling Act, the point of the Or
ganized Crime Control Act of 1970, the enormous 
expansion of Federal jurisdiction in this area over 
what are essentially local matters in Section 1955, 
is all premi~ed on the notion that the states are not 
doing the job. 

And if that is true, then it seems to me that un
dercuts the premises under which you allow state 
wiretapping. . 

And then when you add to it the fact that you 
can't really restrict it to the few cases, that if you 
give it to the Rackets Bureau in New York City you 
have to give it to the District Attorney in Des 
Moines, Iowa, if he wants it and can convince his 
state legislature, who testified before a committee 
"I would like to have wiretapping authority." They 
said to him, "Do you have Cj.n organized crime 
problem?" And I thought he was going to tell us 
about the giant octopus invading Des Moines and 
he said, "Oh no, but it would be nice to have." 

It seems to me in making social policy one has to 
assume you will never get the optimum. The slip
page, the wastage, the screw-ups and the misfirings 
and the unintended consequences always are ter-
ribly significant. . 

And it seems to me before you go around playing 
with fire like this-and of course it all assumes my 
judgment that you are playing with fireJ when you 
are dealing with wiretapping-':before you do you 
start it on a very limited basis. And that is the basis 
for my ho~tility to allowing it on thestateolevel. 

CHAIRMAN ERICKSON: I think that we would 
agree on the fact that th~ bug, the electronic bug, is 
a far greater invasion than the wiretap. 

PROFESSOR SCHWARTZ: Yes, we would. 
CHAIRMAN'ERICKSON: And should there be a 

different measure for using a bug than for using a 
wiretap? 

PROFESSOR SCHWARTZ: Well, my position 
has been that bugging should be outlawed al
together. I am talking about the third-party bug, not 
the consensual bug. 

CHAIRMAN ERICKSON: No, I am talking 
about the bug that is used in connection with the 
telephone, where it is actually acting as a trans
mitter, if you will, and picking up every sound in 
the room. 

PROFESSOR SCHWARTZ: Yes, even when the 
telephone isn't used. 

CHAIRMAN ERICKSON: Yes. 
PROFESSOR SCHWARTZ: I know. That is what 

I am talking about. 
CHAIRMAN ERICKSON: All right. 
PROFESSOR SCHWARTZ: And in my piece for 

the Trial Lawyer Association I discussed some of 
the history, that when wiretap legislation was first 
proposed, the Justice Department opposed a bill 
by, I think it was, Senator Keating when he was 
then a Congressman to allow bugging. And they op
posed it on the ground that it raised very complex 
i.;onstitutional and privacy considerations which 
hadn't been thought through. 
. I don't know that those have ever been thought 
through. The distinction that was in fact drawn by 
the Kennedy Justice Department at that time was 
completely bliterated in Title III, and it seems to 
me that for the very same reasons tb,at I think the 
Justice Department or~ghlaHy was dubious, I would 
not allow it. 

There is a follow-up ques~ion which may be the 
one that you had in mind, which is: All right, sup
pose you did allow it. Would you require a different 
s~t of conditions? 

CHAIRMAN ERICKSON: That's it. 
PROFESSOR SCHWARTZ: That, I think, is the 

precise question but I am as guilty of long pream
bles to answering questions as anybody else. 

i think as to that I really find it so troubling that I 
really don't want to answer it. I think the roo{'"t, bug 
is one of the most troubling things modern 
technology has devised. There is 110 way to make it 
comply with the Fourth Amendment except on one 
siutation, and that is the situation which, curiously, 
is the only one that has come before the Supreme 
Court. And this came up in the Goldman case, for 

. example,. where you have almost a staged meeting 
by a group of conspirators. 

What happened in the Goldman case is that a 
government informant who knew about a bankrupt
cy fraud scheme-it was some kind of commercial 
fraud scheme; I think it was bankruptcy-told the 
FBI about this and the FBI said to the informant, 
"Set up a meeting at such and such a time and we 
will bug the meeting." And the bug was in place 
only during that meeting. 
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But that is not the way it is going to be used. That 
is the only time in my judgment that it could 
comply with the Fourth Amendment, but it seems 
to me that is not going to happen. It is not going to 
be used only that way. And ljust think it should not 
be allowed, period. 

I can see a telephone tap-in fact, r have 
changed my mind, Mr Blakey will probably be 
happy to know. I can see cccasions where the 
Fourth Amendment can be complied with in 
telephone tapping, and it is essentially the Katz 
case. 

PROFESSOR BLAKEY: Would the reporter 
please italicize that part. 

[Laughter.] 
CHAIRMAN ERICKSON: You see the reason 

for my question is that following your line of think
ing, if we are going to say there should be a dif
ferentiation between the two, that can be accom
plished in various ways: 

One, by providing the additional requirements 
for using a bug. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: Or by limiting the 

provisions of Title III merely to wiretapping. 
PROFESSOR SCHWARTZ: That is certainly the 

way my line of thinking is going. Obviously, llny
body involved in the practical world of trying to get 
better legislation knows that the best is often the 
enemy of the better, and I would be happy with any 
improvement in that area. 

But it seems to me the problem with writing the 
statute and the problem of real limitation-I guess 
if I had to write a statute I wo uld try to model it on 
the kind of factual pattern that you had in a case 
like Goldman, which means that it went on-and 
even in the Katz case, which was also actually a De
tectaphone. It wasn't a telephone tap as you recall, 
but a bug on the phone booth which overheard one 
end of the conversation. 

CHARIMAN ERICKSON: And they were selec
tive. 

PROFESSOR SCHWARTZ: They were very 
selective. That is precisely the point. 1 would say 
there has to be knowledge pretty TPuch of the con
versation. 

I disagree with Professor Lapidus on the notion 
you never know in advance what the conversation 
is. That is not true. Now the gambling conv~rsation 
is a little different. 1 once tried to analyze out how 
one could improve the 'type of conversation' provi
sion in the statute to make it somewhat more 
refined. 

And gambling is complicated except I will say it 
is my impression most times a tap in a gambling 
case is to rcally get evidence of the interstate na-

ture of the operation. It isn't that hard, as Clark 
said yesterday, just to get information that there is a 
bookmaking operation going on. 

CHAIRMAN ERICKSON: If we are looking at 
gambling, gambling is endemic to the telephone. 

PROFESSOR SCHWARTZ: Yes. And by and 
large we are talking about an operation where at 
ten 0 'clock the phone starts operating, and from 
10:00 to 3:00 there really isn't very much going on, 
frankly, besides I guess what horse or what game 
and how many points and that kind of stuff. But 
you don't use bugs for that. 

I would think that once you get away from that 
you can start specifying. You tend to know in ad
vance. 

Looking at some of these cases where the wiretap 
was used-not gambling but what some of us would 
consider more serious offenses-you can know in 
advance what it is that you are trying to find out. 
You know who the parties are, or at least who some 
of them are likely to be. You know what the subject 
matter very often is. You know roughly what time it 
is going to be. And that can be specifi( d. 

And I would think that if you can't do that, then 
you are going on a fishing expedition, and if you are 
going on a fishing expedition, you don't do that 
consistent with the Fourth Amendment. 

And I am just talking about Fourth Amendment. 
The First Amendment problem that Mr. Blakey ad
verts to obviously is one of these more general con
siderations which is virtually all or nothing. That is 
thl;! nice thing about the Fourth Amendment, that 
you can write in balancing and regulatory devices 
to try to make a reasonable balance. 

So I would think that if you are going to say 
something about bugging, I would hepe you would 
not stop at that, but actually suggest that, for 
reasons back in 1961 that are just as good now, 
thl~re is just no need for it; it is just too pernicious 
and dc.ngerous and should be out. If you are going 
to make a change, I think it should be in terms of 
just the one conversation. 

lLet me add one more thing about the bug that 
just occurs to me. Many of the lawyer-client over
hearings are where there was a bug in a room. 

CHAIRMAN ERICKSON: What was that? 
PROFESSOR SCHWARTZ: Many of the lawyer

client conversations that were overheard are on 
room bugs where the lawyer comes in and they 
discuss things. 

CHAIRMAN ERICKSON: I'm sure that is true. 
PROFESSOR SCHWARTZ: Yes, sir. J,I 

CHAIRMAN ERICKSON: But the question we 
have in trying to review th~s entire matter is to try 
to make recommendations, if you will, not only to 
protect privacy but to fulFill the legitimate needs of 
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law enforcement, but in such a way that constitu
tional principles are not violated. 

So I am trying to get your guidance to steer us 
around a few of these difficult areas. 

PROFESSOR SCHWARTZ: Well, I gave you a 
clear path for your steering, which is no, none of 
this kind of bugging. 

And in terms of the impact on law enforcement, I 
haven't checked out-perhaps the Commission will 
or has-the relative success of bugs as opposed to 
taps. If the success for bugs is not much different 
from that for taps, then the giving up of the rela
tively small number of bugs that are installed 
doesn't strike me as likely to strike much of a body 
blow against law enforcement. 

CHAIRMAN ERICKSON: There is this dif
ference. Yesterday we were talking about reasona
ble expectation of privacy. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: When you talk over 

the phone I think you would agree, as a lawyer who 
has attended criminal cases, you don't speak with 
the freedom that you would spedc if you were in 
your own office. 

PROFESSOR SCHWARTZ: Alas, no. 
CHAIRMAN ERICKSON: That is one of the 

recognitions. And if you were on a party line you 
would be less apt to talk than if you are on a private 
line; isn't that true? 

PR.OFESSOR SCHW ARTZ: Sure. 
CHAIRMAN ERICKSON: So when it comes to 

wiretapping, that again is not as much of an inva
sion as the bug? 

PROFESSOR SCHWARTZ: Oh, I agree with 
you. 

CHAIRMAN ERICKSON: But the bug, for the 
same reason, if there is going to be criminal 
discourse, is more apt to pick up the information 
than the tap? 

PROFESSOR SCHWARTZ: Well, my point on 
that is that I would like to see an analysis to deter
mine whether or not that has in fact happened, 
whether the bug has been more productive than the 
tap. 

My impression is-and it is only an impression; I 
haven't made these studies-that they use a bug 
when they think the information they are seeking is 
not going to be on a phone but is going to be in a 
room-not that that is a more productive way of 
doing it, but they are not going to get it on the 
phone; they are only going to get it in a room. And 
that means it is no more likely to produce valid 
results than the average tap. And for those reasons 
I don't know that there is much lost. 

But I must confess-I think we are looking at this 
from different perspectives, because to me what is 

to start with a very troubling instrument becomes 
immeasurably so when we are talking about a room 
bug. You don't have to use the phone. You've got 
to live somewhere. And there is no place to hide 
with a room bug. And that often involves the addi
tional factor of break-in to a house-because very 
often th~re is no other way of getting into a place. 
You can't install the bug, like you can a tap, from 
outside. 

And the experience with bugs is not good. There 
was the room bug in a bedroom for 15 months in 
the Irvine case. Police engaged in this kind of work 
think they are engaged in a rough and tumble busi
ness on both sides and aren't terribly finicky about 
what they do. I think they are not very finicky 
about a client's privilege. Police think a defendant's 
lawyer is almost as bad as the defendant himself. 

So I don't notice any fastidiousness about not in
truding on lawyer-d~ent conversations. Indeed, I 
checked out a bunch of the cases which had made 
it to the Supreme Court in wiretapping and over 
and over again we find lawyer-client conversations 
involved. 

CHAIRMAN ERICKSON: Beginning with Coplon 
and then going on back, the lawyer-client area, 
which is a Sixth Amendment right and we even 
talked about it, earlier this morning, the bugging of 
the conversation between lawyer and client in a 
jail-

PROFESSOR SCHWARTZ: Sure. 
CHAIRMAN ERICKSON: -that is uniformly 

stricken and condemned. 
PROFESSOR SCHWARTZ: Sure, but that is just 

law. All that says is that they are not supposed to 
do it. 

CHAIRMAN ERICKSON: I think at the time 
these things occur the courts have been outraged in 
their condemnation of the conduct. They never 
suggested it be pursued. 

PROFESSOR SCHWARTZ: I never suggested 
that. All 1 am talking about is what you can't 
discover in the way of these intrusions. 

I can tell you I have tried in several of our 
cases-and it is not just my own experience-to 
find out whether there is wiretapping in a case and 
when you do find out, you find out not very much. 

CHAIRMAN ERICKSON: It is a long road. 
PROFESSOR SCHWARTZ: In the Weathermen 

case in Detroit, a mass of logs was turned over in a 
domestic security case. And in the course of that a 
lot of things were left out. 

By accident a bunch of logs were turned over, 
and through those they were able to find out about 
more tapes. And listening to the additional tapes, 
they found innumerable lawyer-client conversations 
that they never knew about except through this ac-
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cident of the FBI having mistakenly turned over 
some documents that they weren't supposed to. 

CHAIRMAN ERICKSON: You recall in the Al
derman case it was on a petition for rehearing after 
certiorari had been denied that the Solicitor 
General made the disclosure that there had been a 
bug and there had been electronic eavesdropping, 
but he had examined those transcripts and had 
found nothing that would fall within the Brady v. 
Maryland exception, and therefore there was no 
reason to turn it over. 

And of course in the ultimate case
PROFESSOR SCHW ARTZ: -the Supreme 

Court went the other way. 
CHAIRMAN ERICKSON: They went the other 

way. 
So the point I am getting at is to say that I think 

perhaps this goes into another area that we have to 
deal with as far as the prosecutors are concerned. 
The code of professional responsibility is a great 
step above the old canons of professional ethics. 

PROFESSOR SCHWARTZ: Yes, it is. 
CHAIRMAN ERICKSON: But maybe amend

ments are required to cover this. 
As you know, Colorado and several other states 

have put in very strong ethics opinions dealing with 
the lawyer who transcribes the telephone conversa
tion with a fellow lawyer without disclosing the fact 
that he has taken down the conversation on an 
electronic device. 

PROFESSOR SCHWARTZ: I think in all fair
ness, Mr Chairman, my concern here is not with the 
lawyer. My concern is with the person who is doing 
the listening. And I couldn't agree more with what 
both Mr. Clark and Mr. Andersen said yesterday 
about how the investigator, the policeman, the FBI 
agent doesn't tell the lawyer everything. What we 
have in our criminal justice system, as I am sure 
you know far better than I, is this series of sub
systems which co-exist uneasily with each other. 

And I will never forget in 1960 or '61 when I first 
got interested in the whole wiretap question i went 
to a New York Bar Association dinner, and there 
was a member of the New York United States At
torney's staff there and he was talk.ing off the 
record. We asked him about wiretapping. And he 
said, 'Look, I don't know anything about wire
tapping and I don't want to know anything about 
wiretapping. What the FBI agent tells me about in
formation he obtains, I don't ask too much because 
if it turns out it is in wiretapping, it will jeopardize 
my case.' 

And that is what it js. It is a 'hear no evil, see no 
evil' attitude on the part of the prosecutors. Where 
you are dealing with illicit activity on the part of 
the investigator, it is understood and I don't an
ticipate changing something so fundamental. 

PROFESSOR BLAKEY: Professor, do you think 
it is fair to characterize all prosecutors and all po
licemen that way? 

PROFESSOR SCHWARTZ: No, and I haven't 
characterized them all. But I am worried about 
enough of them to think it is a serious problem. 

CHAIRMAN ERICKSON: The American Bar 
Association in promulgating the standards of 
criminal justice-and some of us on this Commis
sion have some passing familiarity with that-have 
really made inroads into this problem you have 
talked about. The Brady v. Maryland matter is dealt 
with, and discovery and procedure before trial stan
dards; the prosecutor and defense function, the 
electronic surveillance standards-

PROFESSOR SCHWARTZ: I have less approba
tion for that. 

CHAIRMAN ERICKSON: And any violation of 
these is called unprofessional conduct. I was inquir
ing whether further amendments to the Code of 
Professional Respc.nsibility were dictated, or have 
you given that any thought? 

PROFESSOR SCHWARTZ: I haven't given it 
any extended thought. I just have a couple of reac
tions to what you are saying now. 

And I think what I am saying is that the kinds of 
things you are worried about, namely intrusion on 
Sixth Amendment rights, the kind of thing-I sup
pose you were instrumental in that Colorado 
opinion on ethical questions on surveillance by a 
lawyer-those kind of things I think are presently 
covered. I don't think there is any question that no 
lawyer who values his oath at all and his duty as an 
officer of the court, would ever knowingly intrude 
on another lawyer's conversations with his clients. 

But what I am saying is that just like the free 
press-fair trial standards, they go only to the 
lawyers. 

As I recall the free press-fair trial standards, they 
say nothing about the police c;hief and the detective 
making statements. 

CHAIRMAN ERICKSON: The standards recom
mended that in the police function standards. 

PROFESSOR SCHWARTZ: Yes, but you can't 
discipline the police chief, whereas you can with a 
lawyer. 

CHAIRMAN ERICKSON: These are all 
problems that of course I think fall somewhat 
beyond the limits of this Commission. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: But they are problems 

that we are aware of and are trying to deal with. 
PROFESSOR SCHWARTZ: What I am saying is 

that the problems I am concerned about are the 
problems that are referred to in the Bronx report 
and elsewhere, which is that it is not the lawyer 
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who is the problem in many of these cases; it is the 
policeman, the investigator, over whom there is 
very little control, except that it is a crime if he 
does something wrong. And that is just a 
meaningless control. I can't recall anybody having 
been prosecuted. 

CHAIRMAN ERICKSON: Now let's take the 
next step. 

When we have illegal use of wiretapping or dec
tronic surveillance, I think the two of us again 
would be in agreement in saying there should be 
vigorous enforcement of that right. And I think the 
testimony developed by Congressman Kastenmeier 
who is a member of this Commission, and the infor
mation he developed through our staff's work relat
ing to some local police being involved in illegal 
surveillance and no enforcement by the FBI, would 
bring about the need to consider how we are going 
to enforce the provisions of the statute if there is il
legal wiretapping. 

What would be your thoughts on the way it 
should be enforced? Should there be a special 
prosecutor that does nothing but review these re
ports and pursue the illegal sales, the illegal use of 
electronic surveillance? How should it be done? 

PROFESSOR SCHWARTZ: I don't know the 
anSWer to that. The notion of a special prosecutor 
for this is an attractive one except for the fact that 
we will soon have a special prosecutor for 
everything under the sun. And I am not sure that 
there is a lot of confidence-

CHAIRMAN ERICKSON: There have been a 
limited number of prosecutions. 

PROFESSOR SCHWARTZ: I know, very well. 
The Froblem is, it seems to me, that there are 

two kinds of illegal wiretapping on the part of po
lice. 

There is, first, the kind that everybody would say 
is illegal. They are wiretapping b'.::cause they want a 
share of the take, because they are engaged in law 
enforcement; they are corrupt aJl the way. 

As to that, I don't know the reasons for the non
enforcement. My guess is they simply haven't been 
able to catch them. 

The second kind of illegal surveillance, the over
zealous kind, the kind that engages in sample 
tapping, the kind that doesn't abide by the rules, 
the kind that taps illegally because they don't have 
enough to get a warrant, or something like that-no 
FBI is going to go against those people. The FBI de
pends on these people. There are close working 
relationships as we all know between the Bureau 
and local police. We read this morning in the paper 
about close cooperation between the CIA and the 
Washington police. 

CHAIRMAN ERICKSON: That is why I asked 
you how to do it. 

PROFESSOR SCHWARTZ: I think you can't do 
it. I think you ought to abolish .. his statute because I 
think a statute like this brings along with it a whole 
train of troubles, and that ynu can't-when you are 
dealing with essentially a diseased enterprise, 
patching here and there is just giving aspirin for a 
cancer. I think the wiretap statute produces these 
things. 

CHAIRMAN ERICKSON: Now, we know that 
narcotics has been on the scene and we have the 
Drug Enforcement Administration. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: Should there be an 

electronic enforcement administration to carry out 
the prosecution of any of these illegal sales? And [ 
don't think anyone questions the fact that you can 
buy any kind of bug you want without difficulty. 

PROFESSOR SCHWARTZ: Well, that is a 
slightly different matter, Mr. Chairman. 

Of course, no one will question that fact. There 
was a program on Mike Wallace's '60 Minutes' on 
precisely that, ten blocks from the Department of 
Justice. 

CHAIRMAN ERICKSON: I am saying if we are 
going to create something like this it ought to cover 
the whole thing. 

PROFESSOR SCHWARTZ: I guess my problem 
there is really primarily one of ignorance, and I 
can't really help you:' 

The reason for the ignorance is I don't know why 
those cases aren't prosecuted. I haven't looked into 
it. I haven't spoken to the Justice Department. Wal
lace went to see this guy in the Justice Department 
on television and said, 'I just bought this. Why don't 
you do something about it and don't you know 
something about it?' and the man said, 'Oh, I didn't 
know it.' 

Obviously, that was nonsense. Everybody knew 
it. 

PROFESSOR BLAKEY: Just for the record I am 
aware that the FBI, on more thar. one occasion, has 
investigated the shop to which we all periodically 
refer. It would seem that that shop advertises more 
than it sells. Efforts to make-and I won't indicate 
now which agency was involved-to make an 
'undercover buy' from it turned up equipment that 
could not be fairly described as designed for sur
reptitious surveillance. 

PROFESSOR SCHWARTZ: Then that is, in a 
way, a partial answer to the question that I have 
raised, which is: Wh;~t is the problem? The partial 
answer there is in a W.<l.y that the received wisdom 
!sn't that wise; isn't that correct? 

Again, I have to know a good deal more. 
I do know, for example, that prior to Title lIT it 

was said by people in the Department that they 
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couldn't enforce Section 605 because they couldn't 
prove this interception divulgence. 

Mr. Kastenmeier thereupon put in a bill which 
would eliminate the requirement for proof of divul
gence and said, 'Now go out and this will do your 
job for you.' 

I'm sorry, but I confess I cannot give you an 
answer because I don't know enough. 

CHAIRMAN ERICKSON: You think there is 
room for some improvement in that area? 

PROFESSOR SCHWARTZ: It is my impression 
there is room for a great deal of improvement. 

I know the Wall Street Journal did a story on it 
once because they called me and I gave them the 
same answer as I gave you, 'I don't know much 
about it.' 

Part of the problem, of course, may be 
technological. But it is my impression that &n awful 
lot of stuff that is used for electronic surveillance 
also has quite innocent uses. And if that is the case, 
then you may be fighting an impossible battle, 
because-

CHAIRMAN ERICKSON: Let me make one 
thing clear. I am certain that there has been in
vestigation of these complaints. It is a difficult area. 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: And I aJ, trying to 

suggest that there is a way of improving this. There 
is a means of keeping the FBI from having to turn 
in its big brother that they have to work with on 
every case. I think that is an insurmountable burden 
to put on them in some of these cases, and I was 
asking whether or not this procedure that I outlined 
might have some effect. 

PROFESSOR SCHWARTZ: Let me suggest 
something to come back to, an older theme of mine 
and a more fundamental theme. 

I heard testimony this morning-I think it was 
this morning-that part of the reason this stuff is on 
the market is because those that are sold to po
licemen ultimately work their way into the private 
market one way or another. And that kind of sup
ports a thesis which I have expressed many times al
ready today, which is that when you loose this kind 
of stuff into society, you cannot limit it very effec
tively. 

CHAIRMAN ERICKSON: All right. 
PROFESSOR SCHWARTZ: And therefore there 

shouldn't be electronic equipment in the hands of 
the police and there shouldn't be electronic equip
ment in the hands of other law enforcement agen
cies, and then you will not have no problem on 
these !1latters, but you will have a good deal less. 

CHAIRMAN ERICKSON: I suggest there might 
be an area for licensing the manufacturers. Then it 
would be possible to trace the item. 

And of course it seems to have been a rather ef
fective enforcement tool when it came to sub
machine guns and sawed-off shotguns and things 
likt. that. 

PROFESSOR SCHWARTZ: Has it been effective 
in the area of shotguns? I don't know about sub
machine guns but I don't know that shotguns, 
sawed-off or otherwise, are hard to come by. 

CHAIRMAN ERICKSON: They are not bought 
and sold in the open market. You can't go down to 
the sporting goods store and buy a sawed-off shot
gun. 

PROFESSOR SCHWARTZ: All I can say is I am 
just not of much help in that regard. 

CHAIRMAN ERICKSON: You don't know 
whether licensing would be of value or not, or can 
you give an opinion? 

PROFESSOR SCHWARTZ: I can't give an 
opinion. 

CHAIRMAN ERICKSON: You are aware that 
the Canadian Act has one of the 'harmless air' 
provisions? 

PROFESSOR SCHWARTZ: I think, as I testified 
earlier today, I am not aware of what is in the 
Canadian Act. I only know there is legislation 
which is modeled somewhat on ours. 

CHAIRMAN ERICKSON: As far as judge
shopping, which is one of the complaints, don't you 
feel a seizure such :as Judge Stern set forward 
yesterday avoids-

PROFESSOR SCHWARTZ: I think so. I think 
that is one of the things something can be done 
about. The statute simply says, as I recall, 'to judge 
of competent jurisdiction '-it i& really much too 
loose. 

And I have collected in one of the things I did ex
amples of what seemed to me rather gross judge
shopping, although It am told some of that-

CHAIRMAN ERICKSON: Professor, you know 
your criticism of New Jersey is occasioned by the 
fact that the judges up there were designated by the 
Chief Judge and therefore- you didn't have 
shopping. 

PROFESSOR SCHWARTZ: That is what I un
derstand. 

CHAIRMAN ERICKSON: And therefore your 
criticism that it all went to the same judges was a 
statement of the provision in the New Jersey statute 
that prohibited that. 

PROFESSOR SCHWARTZ: I know about that. 
CHAIRMAN ERICKSON: I just thought I'd get 

an admission in the record. 
PROFESSOR SCHWARTZ: If you want to find 

admissions of error, I have even noted an admission 
of error of $40 in my prepared statement. 
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I know about that. However, I know about Buf
falo where there isn't anything like that and one or 
two judges have gotten the overwhelming bulk of 
this. 

I know this is true elsewhere and it seems to me 
this is the kind of thing-

CHAIRMAN ERICKSON: That is remediable, 
there is no question about that. And I am not sure 
the New Jersey experience would be such that it 
would be subject to criticism. 

In regard to tapping for strategic intelligence, do 
you feel that could be permitted under any statuto
ry authority that would meet constitutional muster? 

PROFESSOR SCHWARTZ: No. 
CHAIRMAN ERICKSON: Would your ex

perience with wiretapping be such that you would 
have the opinion that the information gained from 
either taps or bugs generally provides intelligence 
material, but not admissible evidence? 

PROFESSOR SCHWARTZ: Could that question 
be read back? 

CHAIRMAN ERICKSON: I will restate it just to 
save a moment. 

In your experience with wiretapping and elec
tronic surveillance, would it be your opinion that 
the information developed from those two sources 
primarily produces strategic intelligence informa
tion and not direct evidence of a crime? 

PROFESSOR SCHWARTZ: I see now what trou
bled me about the question. And I had some 
problems with your exchange with Professor 
Lapidus this morning about that, also. 

I think there are not two categories of evidence 
that we are talking about, but three categories: 
Direct evidence of crime, indirect evidence of 
crime, and the strategic intelligence, which, as I un
derstand it, isn't necessarily linked to any crime at 
all but gives you general information about 'the 
enemy'-organization, structure, mode of opera
tion, associations, and the like. 

And consequently, the thrust of your questions 
earlier today about direct and indirect evidence of 
crime-I have trouble with. 

To answer your question, if I may rephrase it the 
way I did, the direct and indirect evidence of crime 
being, to use Mr. Blakey's phrase, tactical intel
ligence geared to a specific crime or crimes, as op
posed to strategiG intelligence when you are f ··ing 
after a person and want to know all about that per
son. 

I think that the success-it is hard to know how 
to evaluate this, what is success and what isn't. 

This is enormously difficult in crime and other 
things. It is my impression, on the basis of the data 
in your report, that electronic surveillance is rela
tively successful-and I indicated in my report what 

those figures amount to roughly-in drug cases. It is 
very expensive for some reason in drug cases, but 
relatively successful, at least on the Federal level. 

It is somewhat less successful in gambling cases. 
And I am talking here about evidence of crime, the 
tactical intelligence. 

As to the-to use a word that was used yesterday 
in rather extended exchange between Mr Blakey 
and Mr. Clark-productivity, the productiveness of 
the taps with respect to strategic intelligence, it is 
my impression that one learns a fair amount about 
the activities of certain people who are under suspi
cion. 

How to balance these relatively, I really can't say. 
My information in my study, for example, in

dicated that fer the 1969 through 1972 Federal 
taps, approximately 137 out of 395 were in some 
way associated with a gambling conviction; that 21 
out of 56 were in some way associated with a drug 
conviction of some kind. 

I use the word 'drug' rather than 'narcotics' 
because it includes marijuana which is not a nar
cotic and it includes cocaine which is not a nar
cotic. 

With respect to other kinds of things, it is 13 out 
of35. 

I can't say whether the taps prior to 1969, which 
is the only time when I think constitutionally the 
Federal Government has engaged in strategic intel
ligence taps-I cannot say whether those were 
more successful or less than these taps. 

I would say, by the way-and I don't mean to get 
into a debate about which I know absolutely 
nothing, but just listening to your exchange with 
Mr. Clark yesterday on that Cary Parker report, I 
would guess the basic difference between you was 
that Mr. Clark was looking to what those produced 
in the way of convictions. And according to the 
hundred or so decisions, those judges found there 
was no link in all but three. 

PROFESSOR BLAKEY: If that is what he meant, 
he really should have made it clear in his book. 

PROFESSOR SCHWARTZ: He said
PROFESSOR BLAKEY: Let me comment on 

that because that is onl! of the central differences 
between us. 

You can see from the context in which the state
ment was mad.e: he testified before the Canadian 
Parliament, and the issue before them was whether 
to adopt a court-ordered system. And they won
dered it it was useful in obtaining evidence of 
crime. His testimony was that this kind of equip
ment used in these ways is not productive of infor
mation that can be produced in court. And he cited 
Carey Parker's position in support of that. 

If he means that the pre-1965 surveillance 
produced no convictions, you can agree with him. 
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But can you adopt a court-ordered system that 
will make taps that wiII give you information? 

You know, as I know, that the Organized Crime 
Task Force report of the President's Crime Com
mission reached the conclusion that only the FBI 
had been able to develop a picture of the national 
structure of La Cosa Nostra. And that information 
was obtained through this strategic intelligence 
bugging program. 

PROFESSOR SCHWARTZ: Yes, but I think that 
is nonsense. I think the picture of the organized 
crime task force was a bill of goods that was sold to 
the American people, that Donald Cressey put 
together in a paper that most say is based on a tis
sue of speculations. And the notion of this nation
wide syndir::ate-the report in Chicago or 
somewhere else refers to a loose confederation at 
most in the city. 

So if that is what we learned, I would say we 
didn't learn much that was reliable. And I would 
also add, which is the other thing I wanted to say, 
that it was also Clark's point yesterday-and I knew 
I made a mistake in raising this-that we didn't 
learn much that we didn't know before. The 
Valachi testimony told us a great deal about what 
happened in 1931 and we didn't learn much that 
would help us in prosecuting cases because, if it 
did, we might have caught some of these people 
and prosecuted them in 1967 and '68 which we 
haven't done. 

There was a story by Nicholas Gage last year 
which said we haven't made a dent in organized 
crime, whatever it is or whoever it is. 

And so it seems to me I agree with Mr. Clark. 
CHAIRMAN BRICKSON: Well, you have now 

zeroed in on an area that I was going to concentrate 
on and that is: What is organized crime? 

PROFESSOR SCHWARTZ: That is for Mr. 
Blakey and what I ~all the organized criminologists 
to say. 

I don't purport to be an expert in this at all. 
Whatever organized crime is, Mr. Blakey and other 
people in the Organized Crime Section know far 
more about it than I do. 

CHAIRMAN ERICKSON: Would you agree that 
there is at least, this loose confederation-that 
might be tighter than loose in the viewpoint of 
some-that is nationwide? Certainly the gambling 
operation is tied together nationwide. 

PROFESSOR SCHWARTZ: Well, again, I am 
not talking about something that I feel very con
fident talking about. I don't have an impression that 
the gambling operation is nationwide. I have a feel
ing that there are a lot of nationwide gambling 
operations. 

And as Adam Smith said years ago in the Wealth 
of Nations, 'When people of the same persuasion 
and the same calling come together, they talk busi
ness.' And I assume that when they come together, 
they talk business. 

But this is a far cry from the mighty empire 
against whom you are bidden to wage a war. This is 
a far cry from the kind of thing that we have to 
bend all of our resources to. 

I do not agree that organized crime is the number 
one problem of our community, as Robert Kennedy 
apparently thought it was, in his early years-not 
later. 

CHAIRMAN ERICKSON: Here is what I mean
PROFESSOR SCHWARTZ: Let me add one 

final thing. I don't get the impression our seven 
years of wiretapping under Title III or the many 
years prior to Title III have made much of a dent in 
it. 

CHAIRMAN ERICKSON: Well, in connection 
with the enactment of legislation to combat what 
was either a real or a spectre of an evil that faces 
our country, various interstate crime acts were 
enacted. And these interstate acts have been sub
jects of various prosecutions. So there is some indi
cation of interstate activity. 

PROFESSOR SCHWARTZ: Well, indication of 
interstate activity is a far cry from the notion of a 
massive operation. 

CHAIRMAN ERICKSON: I understand that. 
PROFESSOR SCHWARTZ: But let me go 

further and say I am not saying that organized 
crime is a spectre. What I am saying is that I don't 
have the impreSSIOn from my reading and some 
study in the matter that it is quite the octopus that 
is is cracked up to be. 

I know in my own city I was told by defense 
lawyers about the syndicate who get a share of 
every big burglary-not by name but that there ar.e 
people who are involved, and in many other ways. 

I have been reading some material in a book that 
will soon come out-not soon, but wiII come out in 
a year or so-by Charles Silberman-who did Crisis 
in Black and White-in which he talks about or
ganized crime, the fencing, the corruption of the 
government, and that kind of thing in the world of 
street crime, and how these things are interlocked 
and the importance of that. 

I don't mean to minimize the fact that we have a 
problem, and a real problem, and a problem that 
involves corruption, involves a whole range of other 
things. 

But that is different from what we find
CHAIRMAN ERICKSON: I understand your 

point, but going to the next thing that comes right 
down the line: If the law of conspiracy is 
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there- and conspiracies are not hatched in the 
light of day, but are put together in the dark of 
night in a hidden place-in order to combat such 
conspiracies, there does have to be something other 
than physical surveillance and there has to be more 
than the plain tools that the policem~n of yes
teryear used; isn't that true? 

PROFESSOR SCHWARTZ: Yes. 
CHAIRMAN ERICKSON: And isn't one means 

of obtaining evidence relating to a conspiracy to 
bug? 

PROFESSOR SCHWARTZ: Yes. I have never 
said ~-'lat isn't the means of obtaining evidence. 
What I am saying is that it is a two-way

CHAIRMAN ERICKSON: That it is too great a 
price to pay? 

PROFESSOR SCHWARTZ: It is too great a 
price to pay even if we got a great deal from it and 
there is no indication that we get that. 

I mean the way I have tried to put it, I guess, is 
that Professor Lapidus this morning was not right 
when she said, "This is the age-old problem be
tween liberty and security." I don't think there is 
that kind of problem here because wiretapping 
doesn't give us very much security. 

CHAIRMAN ERICKSON: Do you believe if we 
are to go forward permitting wiretapping, that to in
sure that, say, the emergency provision that is now 
in the Act, but hasn't been used, is not followed, 
that some procedure such as that that they use in 
Arizona and California, where they provide for an 
electronic or telephonic authorization for a search 
warrant might be a reason for putting such a provi
sion in any statute that might be enacted to im
prove this procedure? 

PROFESSOR SCHWARTZ: Yes, 1 think in my 
exchange with Mr. Blakey I gave that this morning, 
Yes, I think it would 

CHAIRMAN ERICKSON: You don't have any 
quarrel with the fact that if a judge is called and the 
information given him over the phone and it was 
recorded and transcribed within 48 hours that 
would give as much protection as we have now 
under the present procedures? 

PROFESSOR SCHWARTZ: I think so. I think so. 
The important thing, I think, is two-fold. One is to 
introduce the neutral magistrate for whatever good 
that does, but secondly, I think perhaps an even 
more important thing is to make sure that you have 
a contemporaneous statement of what it was that 
the police relied upon. 

CHAIRMAN ERICKSON: Now, that leads me to 
the last area that r will burden you with, and I do 
want to thank you-

PROFESSOR SCHWARTZ: It is a very pleasant 
burden. 

. , 
CHAIRMAN ERICKSON: -for being of great 

assistance in this area. 
And that goes to the consensual tapping. 
I understand your concern about consensual 

tapping. But isn't it far better to have a conversa
tion set in concrete where it is not my version as 
contrasted to his that is being outlined before the 
jury for their determination, particularly when you 
have, say, an informant involved who is offering in
formation but has no reliability? 

PROFESSOR SCHWARTZ: Well, I have two an
swers to that, if I may give them. 

The first is that the recording often hm't that ac
curate. It misses a great deal very often. Those 
things just don't work that well, particularly if it is a 
transmitter. 

CHAIRMAN ERICKSON: But assuming we've 
gotten by that mechanical difficulty. 

PROFESSOR SCHWARTZ: I may be drummed 
out of the corps. I may depart from Mr. Clark on 
this because I think he took a position of opposition 
to this. 

I don't oppose cons/"T1sual surveillance in the ab
solute terms that I do third-party surveillance. 

What I have suggested in this area, with various 
refinements depending on the circumstances, is that 
it be done pursuant to a warrant. 

I think the problem is really a problem not so 
much of electronic surveillance and intrusion of 
privacy of the kind that we have in the third-party 
surveillance, but essentially a problem of betrayal. 
And it is a problem which really, if one is to talk in 
terms of shorthand case law, is a problem that in
volves Hoffa, where there was no electronic surveil
lance, and the White case, of course. And there is a 
great deal of hard logic, difficult logic to spin away 
from, in Justice White's statement for-it wasn't a 
majority, but a plurality of four in the White 
case-that it is hard to distinguish between the 
human bug and the electronic bug. 

I thought Justice Harlan made a very moving 
statement, and I am not at aU sure that the average 
person one asked wouldn't react in his gut with a 
comment, "Oh, yes, it is different if there is a 
wire," but would be hard put to analyze out why 
the difference. 

The basic problem in this area is that police seem 
to rely on and need informants. I see that as rather 
different from wiretapping-not consensual wire
tapping, but third-party wiretapping. 

CHAIRMAN ERICKSON: As far as use of infor
mants by police, that is essential. 

PROFESSOR SCHWARTZ: That is my impres
sion. 

CHAIRMAN ERICKSON: Because of the fact 
that we are not dealing with the Rover Boys, we are 
dealing with-
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PROFESSOR SCHWARTZ: I am not disputing 
that. That is precisely my point. 

CHAIRMAN ERICKSON: Right. And these ID

formants are not always the most truthful in
dividuals. 

PROFESSOR SCHWARTZ: That is right. 
CHAIRMAN ERICKSON: So, for the purpose of 

solidifying what the informant says, if you have a 
bug on him and he consents to it, it is the only way 
you can tF'l that he is telling the truth? 

PROFE;:,.:iOR SCHWARTZ: That is right. And I 
am suggesting that when you have that kind of 
situation it ought to be done when you have proba
ble cause and ought to be done pursuant to a court 
order. 

And I see this-and my thinking is admittedly 
kind of sloppy on this-as one way of trying to 
bring the use of informers under some kind of con
trol. 

I am not calling, as I am with third-party surveil
lance, for abolition. I am calling for some kind of 
control. 

And maybe here-I hestitate to say this-taking 
up the invitation of Justice Powell in U.S. v. U.S. 
District Court and these other cases, that maybe a 
different kind of supervisory judicial control could 
be imposed here. 

I notice this morning you suggested the possibili
ty of perhaps approval from the Attorney General, 
the top prosecutor in this area. I think I heard that. 

CHAIRMAN ERICKSON: Yes. 
PROFESSOR SCHWARTZ: Instead of a judicial 

authorization. And it may be that that would be a 
good step forward for use of this kind of thing-of 
consensual surveillance-perhaps with a statute 
writing in some criteria as to when he is to grant 
that approval, rather than saying, 'It shall be done 
on his approval whe,:ever he feels like it,' which 
would transfer the locus of arbitrary power from 
the police to the prosecutor. 

So I think that would be a step forward in this 
area. 

CHAIRMAN ERICKSON: Now you, as I un
derstand it, are not pleased with the Rathbun ex
ception? 

PROFESSOR SCHWARTZ: Well, Rathbun really 
is a kind of complicated case, because it is not a 
pure consensual surveillance. It involves-it is not 
clear whether it was because of the consent factor, 
which is the way it has been interpreted-and I 
have a feeling probably correctly, but I am not 
sure-or because it was the use of an extension 
phone and that somehow was not considered within 
the statutory meaning of 'intercept.' 

CHAIRMAN ERICKSON: I understand that and, 
of course, Title III-

PROFESSOR SCHWARTZ: My displeasure with 
the Rathbun case-and I don't recall having ex
pressed that much displeasure-is that it leaves this 
kind of thing completely uncontrolled. 

For example, it is said that after all if I speak to 
an informer he might tell somebody else, and what 
difference does it make whether there is a wire or 
something like that; in effect, the problem is one of 
betrayal. 

I don't think that is quite true if the consent is 
obtained, as it so often is, either by a deal or by 
pressure of some kind or other. At that point it 
really becomes a search, a surreptitious search. 
And it is not simply that I talk to you and you de
cide you are going to turn on me. It is a different 
thing. It is a search of my things. It is an interroga
tion of me. I don't want to raise the Massiah case, 
although it went up as a Fourth Amendment case. 

I think once you are dealing with that kind of 
situation the notion of reasonable expectation of 
privacy is really not that far-fetched. The notion is 
that I have an expectation that the cops are not 
going to send somebody in to inveigle himself into 
my confidence and then probe. 

I give as a standard example to students now the 
Hoffa case, only with certain variations. And the 
variations are that the informer is somebody whom 
the suspect does not know in advance. The in
former inveigles himself and cajoles his way in. 

And I think that makes a difference. I don't think 
it would make a difference with today's Supreme 
Court-

CHAIRMAN ERICKSON: With the entrapment 
case of the last term-

PROFESSOR SCHWARTZ: I agree with you on 
that, but I am not talking about entrapment in the 
legal sense. I am simply talking about creating 
evidence. And I am saying this kind of probe is 
quite close to a Fourth Amendment search, 
directed toward one's thoughts. It is not very much 
different, in my opinion, from someone breaking in 
and stealing. Because I don't know that inveigling 
your way in and trapping somebody into talking-in 
the entrapment-by saying 'I am an old buddy' is a 
search. And I think in that context there ought to 
be some kind of judicial control so it is not done on 
hunch. 

Because I think betrayal, use of informers, is a 
terribly pernicious thing in a free society. I have 
seen its impact in my own life, in the Attica case 
where it was disclosed that a young woman named 
Mary Jo Cook was an FBI informer. 

I have seen the impact on the community in 
which she lived; the defense teams with which she 
was associated, including my own in the Attica 
case. I know the ·people she lived with, had roman-
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tic relations with. And I think this is a terrible thing 
to happen in a free society. . 

CHAIRMAN ERICKSON: There is no question 
about it, the informer is not the most popular per
son, and his longevity, once his identity becomes 
known, is such that insurability is gone. 

But as far as the facts of life and crime are con
cerned, the informer is with us and alway will be. 

PROFESSOR SCHWARTZ: I agree with that. 
What I am saying is that it ought to be bl'Ought 
under some control. 

CHAIRMAN ERICKSON: I appreciate your 
putting up with me this long, Professor. 

Now you will be granted the opportunity to have 
Professor Blakey review with you the thoughts that 
he has on this subject that the two of you probably 
have captured as the experts in the field. 

PROFESSOR SCHWARTZ: I think what you are 
really saying is you are now going to turn me over 
to the tender mercies of Professor Blakey. 

CHAIRMAN ERICKSON: Thank you. 
We will take a five-minute recess. 
[Whereupon, a short recess was taken.] 
PROFESSOR BLAKEY: Professor, are you 

familiar with the Fifth Circuit case of Simpson v. 
Simpson? 

PROFESSOR SCHWARTZ: Somewhat familiar 
with it. I think I have seen a report of it in the 
Criminal Law Reporter, the excerpt. 

PROFESSOR BLAKEY: This is the one where a 
husband conducted a wiretap on a wife, and ob
tained some information on the wife's paramour. 
The husband played transcripts to neighbors and 
the wife's attorney, based on which the attorney 
recommended a consent divorce. 

PROFESSOR SCHWARTZ: Yes, I am familiar 
with it. 

PROFESSOR BLAKEY: Subsequently, the wife 
sued the husband for illegal wiretapping, and the 
Fifth Circuit ruled that since it was in her family, 
being husband and wife, and inside the bouse, and 
no third party was involved in the surveillance it
self, despite the language of the statute, because of 
the legislative history, they denied a right of 
recovery. 

I wonder if you'd comment on the implications of 
that from its privacy aspect? 

PROFESSOR SCHWARTZ: I find the decision. 
as you have described it-and your description fits 
my recollection quite precisely-quite impossible to 
understand. I thought we had sort of come past that 
time of the world when husband and wife were one, 
especially when they were close to each other. 

PROFESSOR BLAKEY: One, and the one was 
the husband. 

PROFESSOR SCHWARTZ: And the one was the 
husband. 
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PROFESSOR BLAKEY: And I can't see how 
they could have read that position into the statute. 
There is an old joke about, 'When the statute is 
clear, turn to the legislative history.' 

They seem to have taken the joke literally. 
PROFESSOR SCHWARTZ: That is right. And it 

seems to me that it is just not consistent with the 
statute. 

You were instrumental in drafting the statute, 
and I don't know how much one ever has a right to 
go back to the guy who is responsible for it in terms 
of drafting and so on, but I'd be interested in your 
own reaction. 

PROFESSOR BLAKEY: One of the problems 
that bothered me is that when they got to the 
legislative history, they said the only indication in 
the legislative history contrary to their position was 
a statement by Professor Blakey in the House 
hearings that it might have covered this sort of 
'iituation. 

PROFESSOR SCHWARTZ: And that didn't 
C:lunt. 

PROFESSOR BLAKEY: And that wasn't 
enough. 

Frankly, I had thought in reading-and I don't 
want to testify myself-but in your own reading of 
tpe legislative history, did you construe the enor
mous debate on police use to limit the comprehen
sive nature of the provisions? 

PROFESSOR SCHW ARTZ: No. Indeed, it 
seemed to me one of the major arguments in favor 
of the legislation by its proponents was that it 
would, indeed, offer greater protection of privacy. 
And there were no distinctions drawn between 
husband-wife situations and other situations. I take 
it that they would have come to the same ridiculous 
conclusion if the husband had hired a private detec
tive. 

PROFESSOR BLAKEY; No, they said if he had 
it would have been illegal. 

PROFESSOR SCHWARTZ: That is ridiculous, 
because the dett::ctive is serving, if not as a com
mon-law agent, as a representative. And we have 
known for many years-you probably know more 
than I about this-that one of the major abuses or" 
if you will, not abuses but actually illegalities in the 
area of wiretapping was precisely in the area of 
husband-wife relations-husband-wife and business 
relationships. Those were the two gross areas. 

PROFESSOR BLAKEY: Did you have any doubt 
in your mind that the legislative history clearly 
covered both of those areas to the maximum degree 
permitted by federalism considerations, under the 
commerce clause? 

PROFESSOR SCHWARTZ: I have no doubt. I 
didn't think precisely about that, but if somebody 



had asked me after I studied the legislative history 
on the floor of the House and Senate and the 
discussion, and the ABA report which was the 
forerunner of that, I Fould have said, of course, it is 
co\ered. If that isn't covered, what sort of private 
surveillance is? Because that is one of the most 
common forms. 

PROFESSOR BLAKEY: It is also one of the 
most vicious invasions of privacy, not business 
secrets but lit.::rally the intimacies of personal rela
tions. 

PROFESSOR SCHWARTZ: I would agree with 
that. Indeed, [ would go so far as to say that 
although I find the consent exception for private 
persons ambiguous-the references to, 'a private 
person cannot engage in consent surveillance if for 
a tortuous purpose or with an injurious intent,' I 
find that ambiguous-I would have thought that the 
kind of situation in the Simon case was precisely 
that covered by that consent situation, and that 
therefore, not only could you not do third-party 
surveillance but you couldn't do consent surveil
lance either. Because that is precisely what we 
talked about. 

There is an additional factor. You are familiar, 
I'm sure, and the staff is, with a CRse in New York 
called Applebaum, which created an exception for 
wiretapping by the subscriber. I don't know where I 
got the impression-from the legislative history or 
somewhere else-that the statute was not intended 
to incorporate the Applebaum rule. 

PROFESSOR BLAKEY: My memory is not good 
enough to tell you now that Applebaum is quoted in 
the legislative history and explicitly rejected. T wiII 
tell you that the discussion on the staff level was 
that Applebaum was a bad case and should be over
ruled by the statute. 

PROFESSOR SCHWARTZ: And it was over
ruled by the New York statute which preceded 
Title III. 

PROFESSOR BLAKEY: Let me move on to con
sensuals. You will recall some of the discussion of 
Professor Uviller. 

PROFESSOR SCHWARTZ: No, I can't because I 
wasn't here. 

PROFESSOR BLAKEY: I tried to explore with 
him what kind of court orders you should obtain in 
this area. And the issue I initially raised with him 
was that you know, as I knew he knew, that search 
warrant practice, as it grew up in common law, was 
a kind of writ of replevin. Your stolen property was 
in someone '3 house, and because it was your pro
perty you could go in and get it out. Ideas sur
rounding judicial supervision of searches grew up in 
that context; they didn't deal with the supervision 
of police, but the regulation of property rights. 

What this means is the framework of the Fourth 
Amendment and search warrant practice isn't al
ways adapted to the supervision of police work. 

And I think this comes sharply to the fore in con
sensual areas. 

If what you are asking for is the principle of judi
cial review, it is very difficult to argue against that. 

But I want to go further and explore with you: 
What would be the criteria of judicial review, and 
give you two examples. 

The testimony in the record indicates the consen
sual transmitter is used typically not so much to 
gather evidence but to protect the officer. He is 
going into a narcotics buy. Narcotics buys are often 
violent situations. Sometimes the narcotics buy 
turns into a narcotics rip-off where the buy money 
is stolen. And to permit the undercover officer or 
special employee into a house or apartment house 
substantially risks his life. 

Now, if you could show case by case the possi
bility of danger, I am sure a traditional search war
rant with probable cause to indicate danger might 
adequately serve for a warrant. 

However, the testimony in the record tends to in
dicate that what we would have in this area is not 
case-by-case showing of danger, but rather class 
showing of danger. 

You know the problem with no-knock in New 
York, Delago, as against the California case, which 
said you had to show the possibility of the destruc
tion of evidence, not in gambling cases generally or 
narcotics cases generally, but tied to this buy or 
tied to this raid. 

If this kind of 'tied to this raid' rule were applied 
in this danger area, it seems to me a significant 
number of officers would be forced to go in to buys 
not equipped with Kel transmitters, and thus unpro
tected. 

PROFESSOR SCHWARTZ: There is a question 
at the end of that? 

PROFESSOR BLAKEY: No, the question mark 
comes next: Do you think-as a public policy 
question now-because we are not talking about 
constitutional law any more-we can develop stan
dards for consensuals in this area that make class 
juJgments rather than individual judgments? 

PROFESSOR SCHWARTZ: The way you set up 
the hypothetical, I don't think so. Because it seems 
to me that within the framework of a situation such 
as you have describe, it would be very easy to 
develop a traditional warrant. Namely, when 
someone goes in to make a buy, in effect he is 
going in to obtain evidence, I take it with probable 
cause-or not. If liot, maybe he shouldn't be al
lowed to do that. 
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And I think the specificity problems, which in a 
way are what you are dealing with, might well be 
appropriate. 

I do think, and I will say, and I am sad to say, that 
there is clearly a form of constitutional authority 
for your class warrant kind of situation. I find that a 
very troubling authority, but it's there, and that is 
the string of cases from Camara against Municipal 
Court all the way through ALmeida Sanchez and 
Powell's concurrence, which allows that kind of 
class warrant. 

They tend to rely in both cases on somewhat 
more objective criteria than the kind you are talk~ 
ing about, which is danger. In other words, they 
rely in ALmeida Sanchez on some things that you 
can handle with numbers, and so on. 

But I would be very loathe to adopt that unless it 
were shown to me that a more conventional kind of 
warrant, geared to a specific buy and a specific 
situation, created very serious problems. 

PROFESSOR BLAKEY: What troubles me is the 
interests involved here are not simply gathering 
evidence versus privacy, but the safety of the of
ficer. 

PROFESSOR SCHWARTZ: Oh, I agree with 
that. 

PROFESSOR BLAKEY: Versus the privacy of 
the citizen. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: And if you take the 

'stop and frisk' cases as your guide, the safety of the 
officer sometimes balances more importantly than 
the privacy of the citizen. 

PROFESSOR SCHWARTZ: But you are raising a 
different consideration, a consideration that may be 
at least as important. But what you are saying is 
that, in the first place, there is this danger. 
Okay-but maybe not. 

In the second place, you have got to do 
something about it-clearly okay. 

What do we do in the 'stop and frisk' case? We 
try to, as the court said in Terry, look for some 
specific objective thing, some specific objective, I 
guess indication-to us(~ Rehnquist's 
words-'indicia of danger.' We ask for a specific 
showing. 

1 don't know whether that is true in practice or 
not, and maybe what they really said was, 
'Whenever you have suspicion of armed robbery, 
you've got it '-maybe. But the fact is there was still 
some kind of precise and specific showing of that. 

So in effect what you are doing is you are saying, 
'Insofar as that specific indication of need is con
cerned, we are not going to insist on it.' 

And I don't have the impression that we need to 
dispense with that. 

Let me say that it is my impression, talking to po
licemen and reading the cases-and it is only based 
on that; believe it or not I was a prosecutor, unlike 
Mr. Clark, at one point, but I didn't have the 
wiretap-not for ve.ry long. 

But it isn't my impression that someone is wired 
very early in the game. It is my impression that the 
wire goes on when they are pretty much ready to 
go, and they zero in on somebody when they are 
ready to make the buy, when they are ready to 
wrap up the matter. 

I know, for example, in the Leslie Fiedler case in 
Buffalo, she was wired several times, particularly 
when the buy was made. 

By the way, I do think that was a long question. 
PROFESSOR BLAKEY: That's all right. There is 

another follow-up. There is a second leg to it. 
In those situations where you had probable cause 

in traditional sense to secure the evidence, I take it 
your point is that you could wire him for the 
evidence purpose, and the danger point would be 
served, too. 

PROFESSOR SCHWARTZ: Yes, yes. 
PROFESSOR BLAKEY: Let me take you clown 

to the second leg. As I said, that may not always be 
true, but my impression is it is usually not. 

I wiII give you an example where it is not true. 
Let me raise this one with you. 

The other typical use that is made of the one
party consent is for verification purposes. It is the 
Osborn bug, where Vick, the informant, comes in. 
Vick is not known to be reliable, and the informa
tion that he gives you is incredible on its face, that 
Tommy Osborn, a leading member of the Tennes
see Bar, is corrupt. 

Now, you could not swear before tl}e judge, 'This 
man is credible and I have reason to believe his in
formation.' 

You wire him and send him in to verify his infor
mation. 

Under traditional probable cause standards, 
which meant you could expect Tommy Osborn to 
give information, you could not have gotten the 
Osborn bug if you were going to apply traditional 
probable cause standards. 

PROFESSOR SCHWARTZ: I don't read Osborn 
that way. I think they had probable cause. I think 
Vick went to the two jUdges and said, 'This is what 
is happening. This is how I know.' 

He was an ex-policeman, after all, who was work
ing for Walter Sheridan. He wasn't an anonymous 
informant. 

I would have thought under Spinelli and Aguilar 
and Harris and that whole line, you did have proba
ble cause in that case. 
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PROFESSOR BLAKEY: The feeling of the attor
neys involved, whom I know, is that if the judge had 
turned to them and said, 'Do you believe Vick,' 
they would have said no. 

In other words, they did not feel they had proba
ble cause. The reason they went in with the consen
sual was to obtain probable cause and verification. 

PROFESSOR SCHWARTZ: Well, I would say if 
that is the only problem with that-and I haven't 
thought about this, but off the top of my head I 
would say that if the only problem is that you have 
an unreliable informant or an informant you can't 
meet the reliability standard for and that is why you 
are doing it, but you have everything else, I would 
think that kind of warrant would certainly satisfy 
me, especially since as a practical matter the court 
has been steadily eroding the reliability require
ment. A case like Harris v. United States doesn't 
leave too much. 

PROFESSOR BLAKEY: This is particularly im
portant in one dimension of consensuals. We have 
had testimony from James Thompson of Illinois 
that probably most are used to obtain information, 
not to inculpate, but used to obtain information to 
exculpate. The guy gives you a story; you don't be
lieve him, and you are in a dilemma. If you put the 
man on trial based on testimony you don't believe 
in, you ruin a man; you may get a wrongful convic
tion. The thing to do at that point is to send him in 
for verification in order hopefully to exculpate. 

PROFESSOR SCHWARTZ: As I think through 
that on the spot, and unaccustomed as I am to three 
or four hours of public grilling-as I think about it, 
that kind of situation doesn't bother me. The 
reason it doesn't is because it seems to me the sin
gle most important aspect of the probable cause 
requirement is not the subsidiary questions involved 
in Spinelli and Aguilar, but really when you add it 
all up, is there a basis whereby the community is 
justified in doing something to somebody? 

And here I think the consensual surveillance is 
less of an intrusion than the third-party surveil
lance. And if the only probelm is that the reliability 
prOblem of Aguilar or Spinelli is not met but you 
have a police officer or prosecutor, and you have a 
story, which if believed constitutes probable cause, 
then I don't think I'd have a problem with that. 

Now, maybe I will give myself an escape hatch 
and say if you ever blame that on me and I think 
about it some more, I won't deny it but say I did it 
off the top of my head. 

PROFESSOR BLAKEY: This is a three-legged 
stool. Let me ask you the third question. 

PROFESSOR SCHWARTZ: That is probably 
where it will fall. 

PROFESSOR BLAKEY: Do you recognize the 
general emergency notion, the hot pursuit notion? 

If there is no time to get to the court, would you 
permit the person to be wired and go in anyway? 

Let me tell you why I raise this. 
PROFESSOR SCHWARTZ: I am trying to think 

of what situations this would arise in. Maybe you 
can help me with that. 

PROFESSOR BLAKEY; The Department of 
Justice has given us statistics indicating since 
January of 1969 they have used consensual surveil
lance other than phone in approximately 5,000 
cases, 50 per cent of which were utilized under 
emergency conditions. 

PROFESSOR SCHWARTZ: What is 
'emergency?' 

PROFESSOR BLAKEY: An emergency condi
tion is no time to obtain the Attorney General's 
permission. 

PROFESSOR SCHWARTZ: My question about 
it is: What will be lost? In other words, normally I 
think as a practical matter the exigent circum
stances situation in a conventional search tends to 
deal with destruction of evidence. That is the usual 
thing. The safety to life is really a fairly minor 
aspect-it is the destruction of evidence. That was 
certainly true in Hayder v. Warden, and it has been 
true in the other cases. 

What is the emergency in this kind of situation 
where you are really not so much talking about 
destruction of evidence as you are talking about a 
form of surreptitious interrogation? 

PROFESSOR BLAKEY: r will give you an exam
ple. 

PROFESSOR SCHWARTZ: That's what I want. 
PROFESSOR BLAKEY: The Lopez-type situa

tion, where an IRS agent goes in to engage in con
versation-

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY; That is not what I mean. 
PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: What I have in mind is 

the kind of situation where a bribery is going to 
occur. There is going to be a meet in which it is 
going to be discussed. 

PROFESSOR SCHWARTZ: What did you say? 
PROFESSOR BLAKEY: A bribery meeting. Or a 

loan shark is meeting a man in a hotel to collect the 
debt, and the loan shark has set up the meeting. 
And the victim comes to you and says, 'What can 
you do for me?' And there really is no time to do 
anything but wire the man up. And you wire him 
up, first to protect him so you can intervene in time 
if they are going to beat him, but second, for incon
trovertible evidence of extortion. 

This is not uncommon. 
PROFESSOR SCHWARTZ: I guess I have a cou

ple of responses to that. 
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The first response is pure expediency. Anything 
is better than we have now so I will throw out 
something with exceptions. 

The second response is-I am always good at ex
ceptions-where there are a lot of searches. 

So I find that troubling. 
I guess my third limitation really has to do with 

the fact that I have a lot of trouble seeing what the 
emergency is. 

There are two ,parts to the warrant, as I have said 
many times today. The first is to take the decision
making power as to the search away from the ex
clusive control of the police. 

The second is to make a record of what the po
lice were acting on so later at a snppression hearing 
you know what information they really had. 

I would think with the second one there is no 
problem about emergency. All it takes is just sitting 
down dictating into a machine, into a sealed 
machine. 

I would think also that if it happens during the 
day, again surely there is a half-hour, an hour, an 
hour-and-a-half leeway when one can find a com
missioner or a magistrate. Judges really don't 
hesitate for hours and don't reserve decision so that 
the argument takes place in January, and the deci
sion is in June or the following year or two later. 

I really have the feeling-and I am imputing 
somewhat bad faith-that because of the volume of 
what is involved-5,000 is a fair number. What we 
are talking about is, from what you tell me, from 
750 to 1,000 a year, and if we throw in the states 
where there may be even more, we are talking 
about a lot of work and a lot of paper work. 

I am not persuaded by the arguments as stated. 
And from what I know about dealing with judges-I 
know, for example, in the Leslie Fiedler case, I 
know in the Martin Schlosberg case the warrant 
was obtained at 11 :00 a 'clock at night. And the 
warrant was obtained from a judge who was on 
duty, and they went to him. 

FROFESSOR BLAKEY: Let me move on
PROFESSOR SCHWARTZ: Let me add one 

final thing. If no judge is available, I think one 
could write in something, either regulatory or some 
kind of a form, that if no judge is available they 
make the record and go, but if a judge is available 
they have to go to him. 

PROFESSOR BLAKEY: Let me change the sub
ject slightly and raise with you some general 
questions about the character of the analysis that 
you have made, the cost-benefit analysis, and ask 
you first initially a very broad question. 

Do you think statistics are really the measure of 
justice? 

And put it this way: Traditionally, we have said 
such things as, "Better that nine innocent go free 
than one guilty be convicted." We have really tried 
to look at justice as an individual matter not only 
for freeing innocent people. A large number of peo
ple expressed great concern when we had civil 
rights violations in the South. But it wasn't a large 
statistical number of civil rights violations. It was 
the fact that we thought it was important that it oc
curred. 

Do you think we can fairly evaluate cost-benefit 
effectiveness by simply adding up figures? 

PROFESSOR SCHWARTZ: Well, in the first 
place, I don't think this can be said to be simply ad
ding up figures. Whoever-I take it it was you-put 
the provision in for reports and for data, the notion 
was that knowledge was relevant and could help, 
and that it was knowledge rdating to inevitable 
numbers of people called and numbers of people 
overheard, and amount of money, and that kind of 
thing. 

The fact is that I think statistics are terribly rele
vant. The problem is I don't know how good the 
statistics are. 

PROFESSOR BLAKEY: But-
PROFESSOR SCHWARTZ: Let me finish. 

Because it seems to be one of the major concerns 
here, if we are going to decide this question of so
cial policy: What does it cost the community? 

And it costs the community in lots of ways. It 
costs the community in loss of privacy. It costs the 
community in dollars. It costs the community in 
diversion of mental resources. It costs the commu
nity in terms of what kinds of things we think worth 
focusing on, becaus~ there is an opportunity cost 
here, because if we focus on this, the odds are that 
public attention will not go to that. 

It also costs the community when we have crime. 
It also costs the community in dollars and cents-a 
whole range of ways. 

One of the factors has to do with the kind of in
formation -that is, in fact, provided by statistical 
data. 

PROFESSOR BLAKEY: Would you agree with 
me that is one factor? I see in your own materials 
you criticized the gambling cases because they got 
little fellows, not big fellows. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: And I take it you feel if 

wi!"etapping had got big fenows then, well maybe 
catching one big fellow is more important than 
catching five little ones, although it is five to one if 
we quantify. 

PROFESSOR SCHWARTZ: No, what I have said 
in dealing precisely with that issue in the 1973 re
port that I have is that those things are very, very 
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difficult. How do we analyze the numbers that we 
have? What does it mean to say that 100, 200, 500 
people were convicted? 

Well, by a process of elimination, it means 
nothing to say 500, 200, 100 were convicted if the 
ultimate purpose of the statute, which is, as I un
derstand it, to make a meaningful dent in organized 
crime, is not furthered. 

PROFESSOR BLAKEY: In other words, the 
statistics at the beginning of the analysis. We must 
look beyond quantity to quality. 

PROFESSOR SCHWARTZ: That is what I have 
tried to do. But it also seems to me that if the 
statistics aren't very significant, if we don't have 
very big numbers, then an even heavier burden is 
on the proponents to say that those numbers that 
we have are big numbers individually. 

PROFESSOR BLAKEY: Let me move on to the 
next, I guess, very difficult question in evaluating 
need. 

How can we really evaluate need in this area? 
I'm trying to raise that question with you. Let me 

give you a long question and give you an opportuni
ty for a long answer. 

PROFESSOR SCHWARTZ: I will try for a short 
ans',/,'er. 

PROFESSOR BLAKEY: In a scientific study in a 
laboratory you can take measurements and you 
publish your scientific study. Anyone else can 
replicate the measurements. Anyone can check it 
out. 

In social science studies, you can get a large 
enough pool of materials, to add, sJ.lptract, multiply, 
and divide. 

The great difficulty here is that it looks like we 
are comparing apples and oranges. How do you 
compare the effectiveness of Hogan's office in 
Manhattan against Dan Ward's office in Chicago. 
Dan Ward didn't have it and said it wasn't necessa
ry. Frank HC0~'1 had it and said it was necessary. 

Do you thl,,",< in the realistic future-this is the 
question-we will ever be able to come up with em
pirical data to establish usefulness that will have the 
kind of hardness that we can find in the scientific 
laboratory? 

PROFESSOR SCHWARTZ: Yes and no. The 
"no" part is that it is very likely that we will not 
match scientific studies, whatever they are, 
although my friends in the chemistry and other 
faculties tell me that social scientists, hu
manists-cali it what you will-grossly exaggerate 
the hardness of the physical scientific data, particu
larly when you move into more advanced unk
nowns, where the design of the experiment 
becomes terribly important to the outcome. 

The "yes" part of it, however, is that we can esti
mate what the results are of yarious efforts, if 
Hogan's office claims they got 15 members of or
ganized crime in 15 prosecutions and sent them 
away for an average of two years each. 

And if Dan Ward's office, to take an unrealistic 
example, says, "We got 50 and sent them away for 
10 years," and both offices seem to agree that the 
people are of the same relative importance, we 
have some idea. 

You are absolutely right that in matters of social 
policy we tend to fly by the seat of our pants, and 
then you know the famous phrase from Cardozo, 
"The engineers do things better with logarithms." 
They do, but that is not what social policy is about. 

PROFESSOR BLAKEY: But-
PROFESSOR SCHWARTZ: Let me finish. 

Because it seems to me if we can make com
parisons, the organized crime force made those 
judgements about relative effectiveness, and it 
seems to me we can. 

And, of course, I wind up with the proposition 
that if we can't-and here is the fundamental dif
ference between us, I think, and something I think 
is worth saying. 

The funuamental difference between us is that if 
we cannot decide, then I think the burden is on you 
because we have invaded privacy. And I think, 
therefore, you lost. 

In your judgment it may well be that you feel that 
law enforcement and that side of it is so important 
that that burden is more on me, in which case I 
lose. 

PROFESSOR BLAKEY: What may well be is 
that we both have to recognize that we cannot find 
adequate empirical data and that we have to more 
or less fly by the seat of our pants and make the 
kinds of expert judgments based on all the evidence 
we have. Isn't that what we all have to do? 

PROFESSOR SCHWARTZ: Yes, but we have 
evidence as to convictions; we have evidence as to 
arrests. If a guy comes in and says, "As a result of 
50 taps I picked up a bunch of bookies who got a 
$100 fine each," or "$200 fine each," I don't think 
you have to be a James Coleman or an Eric 
Erickson or one of the great sociologists of our 
time, or anything else, to conclude that, "Gee, 
wiretapping can't be terribly useful if they just don't 
wind up with anything." 

PROFESSOR BLAKEY: All right. 
PROFESSOR SCHWARTZ: And it seems to me 

in my judgment that is the kind of evidence we 
come close to having. 

PROFESSOR BLAKEY: Let me carry this 
further. 
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Certainly to a degree we are gci!'g to have to 
make our evaluation based on expert IJpinion such 
as your own or the opinion of others who have 
testified, people who have clinical da(a as opposed 
to empirical data. Wouldn't you agree? 

PROFESSOR SCHW ARTZ: 1 assu'ne that in this 
judgment that you are going to make and that I 
have been trying to make, clinical judgment of the 
kind that you have had before you and that I have 
looked at to some extent, and this kind of statistical 
data, will be explored. 

Let me say, however, that a lot of it has to be 
evaluated with respect to source and interest. 

PROFESSOR BLAKEY: Let's kind of go 
down-which is my next question. You seemingly 
are answering my questions before I can ask them. 

What are some of the criteria we ought to apply 
in evaluating these things? Should we look at past 
experience? If he has worked with wiretapping? 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: Should we look to see 

what kind of success he has had in his office, what
ever success means? 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: Should we look at the 

kind of problem he has? For example, a North 
Dakota prosecutor who comes in and says, "I have 
had wiretapping, and I have been very successful; I 
have licked my crime prOblem," ought not be 
placed on the same scale as a district attorney from 
Manhattan. If we are going to match up a district 
attorney from Manhattan with a district attorney 
from L.A.-

PROFESSOR SCHWARTZ: I have seen state
ments from district attorneys of Manhattan and 
L.A., and I assume that is a factor. 

PROFESSOR BLAKEY: Everyone can have an 
opinion but not every opinion is worth having. 

PROFESSOR SCHWARTZ: On the risk of walk
ing into a trap, I'll say I agree with that. 

PROFESSOR BL AKEY: Believe me, Professor, I 
wouldn't attempt to :-;et you up. 

PROFESSOR SCHWARTZ: It has been my ex
perience-a slight digression-that the worst wit
nesses in the world are lawyers. They talk too 
much. 

PROFESSOR BLAKEY: I suspect that for inter
rogators it is the same. 

Let me raise another question with you, and 
again it is a kind of philosophical one. Sometimes 
when I am sitting at home thinking about these 
problems and trying to evaluate them: ;,l1ould we 
have Miranda? Shouldn't we have Miranda? Should 
we have wiretapping or shouldn't we have wire
tapping? 

What bothers me is it is something like a theater 
of the absurd .. As I see the problem with the or
ganized crime situation, tt1ere is really only one 
problem in the criminal justice area-volume. In 
other words, the system is in a state of virtual col
lapse, processing cases that literally spill out of the 
police department and into the prosecutors office. 
Discussions about sophisticated issues, such as 
wiretapping and trying to compare the experience 
of an office like Manhattan with an office like that 
in the Bronx, when both offices-and I don't mean 
to criticize either office-are in a state of virtual 
collapse because of volume, is almost to engage in 
an absurdity. 

Can we really talk about fine-tuning of a system 
that is today, because of volume of crime, absence 
of resources, in a state of virtual collapse? 

PROFESSOR SCHWARTZ: I must confess it 
seems to me that I don't see the drift of the 
question. I agree with that so completely. I agree 
completely with the notion thc..~ volume, sheer 
bodies and inadequate resource!>, is perhaps the 
central problem of the criminal justice system of 
our country. We are incredibly niggardly about that 
aspect of it. And it seems to me that one just has to 
walk into an ordinary criminal court and not look 
for anything, and that problem just explodes in 
front of your eyes, overworked this, that, and 
everybody else. 

But it seems to me the implication for the inabili
ty to engage in fine tuning means that this in
credibly, to me, dangerous instrument, the proper 
use of which depends upon fine tuning-that that 
instrument should not be used because you are not 
going to get that fine tuning. And that is precisely 
one of the points that I have tried to make, 
somewhat ad nauseam, I think, which is that it is 
impossible under the best of circumstances to have 
a wiretap system which is not going to be abused, 
which doesn't harm people, wh.ich doesn't do, by 
my prejudices, predilections, whatever it is that led 
to my conclusions, including study of the re
ports-that is not going to do a hell of a lot more 
harm than good. 

PROFESSOR BLAKEY: You may find this as 
somewhat of a surprise, but I don't really disagree 
with what you said. 

If the system cannot handle it, it ought not have 
it, and it may well be that as long as we are un
derstaffed, urdermanned, undertrained, and inun
dated with general crime, it may be silly to give 
them wiretapping. They won't be able to use it ef
fectivelyanyway. 

PROFESSOR SCHWARTZ: I happen to agree 
with precisely thatconcluf:lion for some of the 
reasons you have stated. 
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And I think, not to narrow your point but I think 
it must be said, that problem is especially acute on 
the state level. 

PROFESSOR BLAKEY: And in the major 
metropolitan areas. 

PROFESSOR SCHWARTZ: Yes, which is where 
the major wiretap authority is sought. 

PROFESSOR BLAKEY: And at the local levels. 
PROFESSOR SCHWARTZ: So what I guess I am 

saying, therefore, is that I think the implications cut 
across all jurisdictions. But I think it is especially 
true on the state level, if we are to draw a distinc
tion between the state and Federal thing, which it 
seemed to me the original Kennedy bill pointed to, 
but obviously for political reasons could not do. 

PROFESSOR BLAKEY: You suggested earlier to 
the Chairman that we cut out the states. Aren't you 
troubled by the possible implications of having 
wiretapping done only by the Federal people? 

PROFESSOR SCHWARTZ: You'd better 
elaborate what those implications are and then I 
will decide. 

PROFESSOR BLAKEY: One cf the things peo
ple constantly worry about is a police state. In other 
words, an abusive national administration is an abu
sive administration of 200 million people, whereas 
abusive administration of one county is that county 
only, or of one state is that state only. 

It may be a good argument to say, "Let's 
eliminate it on the Federal level and only permit it 
at the state level, not the local level." 

PROFESSOR SCHWARTZ: No, I don't face 
those implications. And the reason I don't face 
those implications is because only one of the 
reasons for my objection to wiretapping has to do 
with the kind of abuses that result from such gross 
volumes. 

As you know, I oppose this device on the Federal 
level for lots and lots of reasons. And I think that 
the implication of what I am saying is that it ,5 espe
cially bad at the state level. And I think the police 
state problem is there very much because of the ex
istence of Federal wiretapping, and that 
problem-and for the reasons I have set 
out-points toward abolition at the Federal level as 
well-not necessarily, however, the problem of 
numbers. I may be wrong about the numbers at the 
Federal level but I don't think it's that kind of 
problem. 

PROFESSOR BLAKEY: One of the issues you 
continually raise is alternatives to fighting or
ganized crime with the criminal justice system. 

You suggested the legalization of gambling, for 
example. 

PROFESSOR SCHWARTZ: I have suggested 
that in the past with more assurance than I would 

now. It is not so much that I have changed my 
mind, but I have done some reading lately which 
makes the issue a somewhat more problematic one. 

PROFESSOR BLAKEY: Are you familiar with 
the Twentieth Century Fund study, "Easy Money?" 

PROFESSOR SCHWARTZ: I am not farr:iliar 
with the study. I know of the study. And it is 
because of that kind of thing that I-it is not that I 
have changed my mind about that because I really 
think gamblers should be decriminalized for other 
reasons, apart from the corruption and everything 
else. And that has to do with class justice. 

When I was a young lawyer on Wall Street, or ac
tually on Park Avenue, I engaged, and my col
leagues did, in a great deal of gambling, except that 
we calIed it playing the stock market. We did not 
call it playing the numbers. We played a different 
kind of numbers game. 

So there are a lot of such factors involved there. 
I think with respect to gambling-I think I am for 

decriminalization, but in a forum like this, as op
posed to cocktail parties, I would want to do some 
more reading and thinking about it. 

PROFESSOR BLAKEY: The reason I raised it 
was I was involved in the Twentieth Century Fund 
study, and the kind of conclusions we came up 
with-either socialization, where the government 
runs it, or good old-fashioned laissez faire-are not 
too desirable. We came to the conclusion that 
decriminalization was not a substitute for a fight on 
organized crime and that organized crime has not 
been substantialIy hurt where decriminalization has 
occurred. Many of the things people seek in the il
licit game presently would be sought even if it were 
decriminalized tomorrow. 

PROFESSOR SCHWARTZ: Sure. 
PROFESSOR BLAKEY: Tax evasion, con

fidentiality, things of that nature. 
PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: So I am wondering if 

decriminalization as an alternative to fighting gam
bling through wiretapping is viable. 

PROFESSOR SCHWARTZ: I think there are a 
couple of issues about it, and I'd rather put them in 
the form of questions or issues rather than asser
tions because I don't feel very sure of my ground 
here. 

I would think part of the reason for that, assum
ing it to be the case, is that to some extent I wonder 
how much organized crime still is in gambling any
way. 

Conventional organized crime, as some recent 
studies have indicated-you are probably familiar 
with Frank Iannis' "Black Mafia," and that sort of 
stuff. It is not in there. It is a dark area. It is 
something we don't know much about. 
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Secondly, it is also my impression that in the in
ternational narcotics trade organized crime is 
deeply involved. And it may well be that that is 
another factor, that in effect you cut off but one 
area of operations. 

Thirdly, as I understand it-and here I would 
defer to almost anybody else's 
judgment--organized crime really lives off a lot of 
illicit services and things-not just gambling, not 
just prostitution, but a whole range of these things. 
And my guess is that decriminalizing one of them 
would do some good but would not be the whole 
answer. 

PROFESSOR BLAKEY: Suppose we
PROFESSOR SCHW ARTZ: Let me just finish. 
I happen to think-and again I would defer to 

others on this; I happen to think the narcotics 
question-

PROFESSOR BLAKEY: That's the next 
question. 

PROFESSOR SCHWARTZ: In the narcotics 
area, I really believe in heroin maintenance. 1 think 
that we are, as others have said, a drug culture in 
many, many ways; that the heroin business is just 
going to be there. 

PROFESSOR BLAKEY: Who would take the 
drugs? Would you describe for me the typical ad
dict today? 

PROFESSOR SCHWARTZ: I take it it would be 
the typical lower-class black person, just as I would 
guess that today the typical alcoholic is white. I 
take it that drugs-

PROFESSOR BLAKEY: What do you think 
would be the reaction of the black community if we 
undertook to initiate a heroin-maintenance pro
gram? 

PROFESSOR SCHW ARTZ: Oh, I have no doubt 
about that, and I am not here to win votes in the 
black community or any other community. The 
Rockefeller drug program, which I consider one of 
the most hypocritical pieces of barbarism-and I 
use those words only because I can't think of 
stronger words-was applauded by a fair number of 
people in the black community-I think wrong
headedly, but it was, because heroin is a serious 
problem. 

But a lot of the problem has to do with the way 
that heroin is distributed, the corruption, the un
sanitary aspects, what it does to have to hustle. In 
other words, it is the whole aura of the illegal 
heroin culture that at least contributes to the 
scourge that heroin is in a community. 

PROFESSOR BLAKEY: What about the destruc
tion of the personality of the user? 

PROFESSOR SCHWARTZ: I don't know that is 
necessarily the case. Harry Anslinger boa!lted that 

he was maintaining two Congressmen on heroin. I 
don't know whether they had destroyed personali
ties or not. 

In England, which has a very different problem, 
of course-I don't want to match the two and, of 
course, they are having problems there-but in En
gland, the mere fact of heroin maintenance does 
not mean that those people on maintenance are 
necessarily destroyed. They do live productive 
Jives. Indeed, the evidence that I have is that heroin 
in and of itself has relatively little pharmacological 
or physical significance. 

PROFESSOR BLAKEY: This is probably not the 
place to go fully into the heroin maintenance pro
gram. 

PROFESSOR SCHWARTZ: Yes, and I am not 
the person to do it. 

PROFESSOR BLAKEY: Would you grant me, as 
you yourself suggested previously, that 
decriminalization of heroin, like the decriminaliza
tion of gambling, poses a numbl.;'f of very so
phisticated problems? 

?ROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: And that people ought 

not respond in the fight against .... rganized crime, 
"decriminalize gambling, decriminalize heroin; 
that's the easy way out." It is not the easy way out. 

PROFESSOR SCHWARTZ: I agree. 
PROFESSOR BLAKEY: The issues raised by 

these alternatives may be as significant as the issues 
raised by wiretapping itself. 

PROFESSOR SCHWARTZ: Yes, but the 
problem is-and this seems to be one qf the two or 
three fundamental issues-that you are not going to 
succeed with your wiretapping. You can wj~cr,tfr 
from here 'til doomsday, but if we don't make er~ 
fective treaties with Turkey, if the stuff crosses the 
border from Mexico, if something else happens that 
I just read the other day, if you continue to have 
gross corruption, which is inevitable in any drug en
forcement effort or gambling enforcement effort, 
you are not going to wipe out these things. 

PROFESSOR BLAKEY: Professor, that really 
brings up the next question. 

PROFESSOR SCHW ARTZ: I'm so pleased. 
PROFESSOR BLAKEY: And it is the kind of 

very broad, sort of symbolic question that I was try
ing to explore with General Clark yesterday. You 
know ten years ago had approximately 10,000 
homicides a year. We now have approximately 
20,000 homicides a year. Police efficiency in that 
area is 85, 90 per cent. Yet there seems to be no 
demonstrable impact on the homicide rate by po
lice activity. But nobody in his right mind suggests 
that we decriminalize homicide-

PROFESSOR SCHWARTZ: That is right. 
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PROFESSOR BLAKEY: -because we have not 
been successful in eliminating homicide. 

PROFESSOR SCHWARTZ: That is right. 
PROFESSOR BLAKEY: It may be we are pursu

ing goals other than the utilitarian goal of eliminat
ing homicide. 

PROFESSOR SCHWARTZ: You are absolutely 
right. 

PROFESSOR BLAKEY: What about such things 
as the narcotics traffic, which some people would 
describe as the vile exploitation of the weak, the 
young, the disadvantaged? Maybe the goal being 
pursued here is a symbolic statement by the society 
that this is a vile act? Maybe those who prey on 
other people should be convicted even though we 
know it will not have an impact on the heroin traf
fic, and no society could call itself civilized that did 
not take that attitude. 

PROFESSOR SCHW ARTZ: I agree with that. 
I don't think that is so true of gam bling, by the 

way, the exploitation aspects. 
I don't have the impression, talking to people in 

Harlem and reading about people in Harlem, that 
they feel very exploited. They feel bitter about the 
fact that nobody pays very much attention to the 
gambling tb,t goes on downtown, whereas they are 
playing nU[!1bers··-

PROFESSOR BLAKEY: Gambling is different 
from narcotics. 

PROFESSOR SCHWARTZ: Yes, I think that's 
right. 

PROFESSOR BLAKEY: So I am raising
PROFESSOR SCHWARTZ: But again I think 

one of the most pernicious concepts is the no
tion-I'm sorry she isn't here because I wanted to 
say it to her myself-the notion of fighting fire with 
fire which Judge Shientag used yesterday in conver
sation with Mr. Clark. 

I don't think we have to use wiretap in order to 
get into drug traffic and to maintain that symbol
ic-and perhaps more than symbolic-aspect. 
Because [ do believe, as I am sure you do, that 
where we are dealing with people who do exploit 
others' misery, there is a community interest in say
ing to these people, "We can't catch you all; we 
can't stamp it out. But if we find out we are not 
going to let you get away with it." 

PROFESSOR BLAKEY: You agree with me, 
then, the failure to stamp out the traffic is no indi
cation that the law enforcement effort is "a 
failure?" It may be a success-forget the wire
tapping question for the minute-just the law en
forcement program. 

I am trying to get you to the question of the mea
sure of success. 

PROFESSOR SCHWARTZ: It seems to me that 
is precisely the problem. We have not had any suc
cess in dealing with the narcotics problem. It is, as 
Mr. Clark said yesterday, quoting from the New 
York Times, worse than ever. It got better for 
reasons having nothing whatever to do with law en
forcement, what happened in '69 and '70 and in 
Turkey and other things, which I think did have to 
do with law enforcement abroad. 

But my point is that what we are talking about is, 
if you will, the symbolism of a society, and what 
price symbolism if part of that symbo~ism is Collin
sville, Illinois and Winthrop, Massachusetts, and 
various other things like that. 

PROFESSOR BLAKEY: There is an old symbol, 
isn't there, the symbol of the top hood who gets 
away? 

PROFESSOR SCHWARTZ: I'm sorry. 
PROFESSOR BLAKEY: The top hood who gets 

away and profits on the mir-ery of other people and 
whom society never sanctions? 

PROFESSOR SCHWARTZ: Sure, and that is 
going on all the time. And what I am saying is that 
in effect you are fighting fire with fire or, to use 
Clark's version yesterday, which I preferred, 
equally alliterative, you are fighting one form of 
perhaps private Fascism with another form of 
Fascism, public Fascism-again misusing 
"Fascism" to some extent. 

What you are doing is saying, "We wiJI use dirty 
business to go after dirty business. " 

And I don't think we should do that, becl.}l,se I 
think that there is a big difference between the 
mugging that takes place and the exploitation that 
takes place by a private person and, if you will, the 
mugging and exploitation that takes place by the 
community. 

That doesn't mean we shouldn't try to do as 
much as we can about that first forum. But it means 
that we pay a heavy price, a very heavy price when 
we go on to the second. 

PROFESSOR BLAKEY: Let me shift the discus
sion somewhat. 

PROFESSOR SCHWARTZ: How long are we 
going to go on? 

PROFESSOR BLAKEY: The annual report has 
cost data on wiretaps. To make a careful analysis of 
that cost data, don't you think we ought to have 
cost figures for typical investigations? 

In other words, how can we judge whether a 
wiretap for $l5,000 is expensive unless we know 
how much typical investigations without wiretaps 
cost? 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY; Would you agree with 

me? 

1120 



PROFESSOR SCHWARTZ: I think that is a very 
good point, and it is something I want to think 
about some more. It was mentioned to me yester
day in private conversation with Mr. Lipman, and I 
think that is a very interesting question. 

PROFESSOR BLAKEY: For example, some of 
the staff investigations indicate that there has been 
limited time and motion study done of at least one 
strike force, in Chicago, and-I am quoting from 
memory-it indicates that the rough cost of all in
vestigations, successful and unsuccessful, on the 
Federal level in the strike force, is approximately 
$200,000 each. 

What I am concerned about here is the context 
problem. If I look at $15,000 and match it against 
my income and my needs, that is an enormous 
amount of money. But if I match it over against a 
program that is spending approximately $200,000 
per investigation, in fact that $15,000 figure is not 
terribly large. 

PROFESSOR SCHWARTZ: I think, as I think 
about it now, as you talk, that is a misleading kind 
of match. Because I think a good case can be made 
for the proposition that perhaps that $200,000 is an 
outrageous figure. 

Because the real questlon, it seems to me, is not 
$15,000 as against $200,000, but what have you 
gotten for your S200,OOO? What have you gotten 
for your $15 ,OC()? 

And if I look at a report by Mr. Nadjari-take an 
expensive example-in which he says, "I spent X 
hundred thousand dollars"-and I figured out he 
spent $600,GOO or $700,000 in one year, and winds 
up with seven convictions, three misdemeanors, 
ending up in fines or 30 days or something, that 
doesn't strike me as a valuable use of social 
resources if I think to myself about that $600,000 
or $700,000 or $800,000, maybe I might have 
spent that money on, to take a hearts ard flowers 
example, hot lunches for kids. 

Because there is no doubt there is a much 
weakened Federal lunch program at the same time 
as we have a much bigger Federal law enforcement 
program. 

And so I am not sure that that is the appropriate 
measure, the $15,000 versus the $200,000. 

PROFESSOR BLAKEY: No, I would argue that 
within the law enforcement context we ought to 
measure the $15,000 against the $200,000, but 
having gotten that, we should look at what is the 
cost of a new airplane carrier, what is the cost of a 
new school, and the cost of X strike force investiga
tions, and set our social priorities on that basis. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: But just talking about 

$15,000 as a lot of money unless we put it in con
text is not terribly meaningful, is it? 

PROFESSOR SCHWARTZ: Pathetic as my anal
ysis is in the cost area-

PROFESSOR BLAKEY: That is all you had to 
work with. 

PROFESSOR SCHWARTZ: That, plus a little 
imagination. 

PROFESSOR BLAKEY: And my commentary 
may well be on the reporting provisions. It 
produces misleading data. 

PROFESSOR SCHWARTZ: I don't think they in
elude what to me seems quite significant, which is 
the lawyer's time and everything else in handling 
the stuff. 

Let me add one other thing. If I see, as I in
dicated in my prepared statement, that this item 
produced six convictions of $650,000 on the 
average, at least, and in each of those six convic
tions a $100 fine was imposed, it is going to take a 
real exercise of imagination and persuasion to per
suade me, and I guess others as well, that that was 11. 

valuable use of that $750,000 or who the tap was. 
PROFESSOR BLAKEY: It would depend on who 

the defendant was. 
PROFESSOR SCHWARTZ: If that defendant got 

away with a $500 fine, I don't care who he is. 
PROFESSOR BLAKEY: Suppose he is the Vice 

President of the United States who, as a result of a 
case, pled guilty to a misdemeanor? 

PROFESSOR SCHWARTZ: Oh, I will grant that 
as an exception, but I am talking about the average 
gambling thing. 

PROFESSOR BLAKEY: Gambling is one but 
what about bribery? I would have spent a lot of 
money to undo one corr:lpt judge, but very little 
money to undo one gambler. 

PROFESSOR SCHWARTZ: I would, too, but 
that is not what you have. You have gambling 
cas~s. 

PROFESSOR BLAKEY. There are two conelu~ 
sions we could draw from that. One, we could 
eliminate the statute. The second would be to 
knock off gambling and start working narcotics. 

PROFESSOR SCHWARTZ: The narcotics are 
much, much more expensive, and then I'd have to 
figure out what we get when we get narcotics peo~ 
pIe. Are we getting street people, addicts, pushers? 
We need a qualitative analysis. So far we haven't 
had that, and I am curious about the fact that there 
are, over the six years of the act since the f4ederal 
aspect went into operation-I am curious about the 
fact that there have been, according to my calcula
tions, only 149 drug installations over the six years. 

MR. LIPMAN: Federal. 
PROFESSOR SCHWARTZ: And in '74 it was 

the lowest it's been since 1969, except for 1971 
when it was 21, and this past year it was 22. 
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PROFESSOR BLAKEY: Our record contains a 
number of very sophisticated answers to that. 

PROFESSOR SCHWARTZ: And the other thing 
that goes along with that in terms of consistency is 
the state figure which started out very high on nar
cotics and has shifted to gambling. 

PROFESSOR BLAKEY: Let me move on to 
another question. really Professor Remington's 
question that you responded to a bit this morning. I 
guess I should preface this by saying you are not 
really the person to ask it of. I know of your own 
work in "stop and frisk," and your work in the area 
of wiretapping, and your position in the Americ' 
Civil Liberties Union, but let me ask you anyway to 
comment on what you see as the broad trends in 
our society as opposed to your personal position 
and the position of the union. 

Don't you see a bit of class bias in opposition to 
wiretapping that doesn't appear in opposition to 
"stop and frisk?" 

Look at the furor that can be raised in Congress 
and among prominent people, newspaper reporters, 
as to wiretapping. And the similar concern is not 
posed when "stop and frisk" comes along. 

PROFESSOR SCHWARTZ: I'm sorry, but I 
don't think that is true. 

In the first place, if we are going to talk about the 
national legislative forum, the "stop and frisk" issue 
never came there. The analogous thing that came 
to it was "no knock," and I would suggest there was 
a very great furor over that, and it has since been 
repealed, as you know. 

So I don't see that. _ 
I especially don't see that, if I may interject a per

sonal note, in my own position here. I don't know if 
I am consistent or what have you, but I have never 
had an indication in the academic world that the 
people who shared my views on wiretapping didn't 
also share my views on "stop and frisk," and on 
other social issues such as integration and the like. 

As you may know my personal experience, I have 
worked in the South. I have worked in school 
segregation matters in the North. And I don't think 
there is any sort of mutual exclusivity among them 
which implies a class bias. 

And I do think, in all honesty, that part of the 
response I tried to set out this morning in my initial 
remarks, to the effect that opposition to wire
tapping is based on political concerns-I do think 
that cuts across all classes. Because I think one of 
the central issues of our time in this country is the 
issue of race and class. Particularly if times remain 
hard, one of the great questions that this society 
will be faced with and which, I am unhappy to say, 
is facing in the wrong way, is what we do about 
those of our people who don't have jobs and don't 

have enough to eat and don't have meaningful lives 
bec.:use of that? 

And as this continues there will be more and 
more dissension. I don't know if we will reach the 
furor and turmoil of the late '60's and f'arly '70's 
but there is simply no doubt that the whole wiretap
informer apparatus in the FBI was aimed as much 
at black people, poor r>eople, poor people's groups, 
as it waS at others. 

And the quintessential example of this, of course, 
is the Martin Luther King tap. 

PROFESSOR BLAKEY: Let me say while I can't 
associate with all of what you said, certainly the 
deep feeling you have expressed as to the issues 
facing society with race and class and how they will 
be exaggerated in the coming years is something 
that I also very deeply share. 

PROFESSOR SCHWARTZ: I'm sure. 
PROFESSOR BLAKEY: And I would hope that 

this record makes it very dear that our disagree
ments in the past on wiretapping are no indication 
that men of good faith cannot disagree on wire
tapping and also agree on those other issues. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: Indeed, I might add a 

personal note. My own feeling about wiretapping 
grows, in many ways, out of a deep sense of com
passion for those people who are exploited in the 
ghetto by organized crime. And it is my desire and 
my hope that these people no longer be exploited, 
and I will, if I can, arm law enforcement with the 
tools they need, or at least I think they need, to do 
the job. And I would hope those tools would never 
be turnej to suppress those same people. 

Let me move on to a less personal and less deep 
question. 

You have on a number of occasions in the litera-
ture spoken about judge shopping. 

PROFESSOR SCHWARTZ: What is that? 
PROFESSOR BLAKEY: Judge shopping. 
PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: Professor, you know 

like I know the criminal system is a series of 
subsystems, where people who can get warrants 
from an easy judge still have to face a motion to 
suppress, and while they may be able to choose 
their judge for the warrant, the normal judicial 
rotation system dictates they cannot choose their 
judge at trial for a motion to suppress. 

. As a practical matter, then, does judge shopping 
make any real difference? 

PROFESSOR SCHWARTZ: Yes. It make an 
enormous difference, and I have seen this in con
versations with judges. 

Judge A issues a warrant. His judge of a coor
dinate ju;isdiction is not going to go around and say 

1122 



that Judge A was wrong and did a rotten job, espe
cially in light of Ventrasca, but it's certainly true. 

r remember one judge said to me, a local judge in 
Buffalo, a state judge, "You know, Herman, I have 
this terrible problem. I have Judge X's warrant in 
front of me "-a guy he eats lunch with every 
day-Hand I don't know what to do." He said it was 
clearly a rotten warrant. The judge who issued the 
warrant is the one I said in my report had been 
judge shopped and issued 18 and 20 warrants all of 
which were thrown out in various forums, including 
one in Pennsylvania. 

He said, "It is a terrible warrant, but I can't say 
that he did wrong. " 

"On the other hand," he said, "I think I can find 
something in the manner of execution which will 
make it possible for me to knock the thing out." 

This happens to be a particularly liberal judge. 
Not that many judges are going to do that. Most 
judges are going to say, "If my lunch partner, Judge 
X, issued it, it's good enough for me." 

PROFESSOR BLAKEY: Is this true when those 
cases are appealed? 

PROFESSOR SCHWARTZ: I can't answer that. I 
don't know. My guess is that the odds are that it 
often is. As you know and I know, if some evidence 
is turned up, judges are very loathe to apply the ex
clusionary rule. And the more that is turned up, the 
more unwilling they are. 

PROFESSOR BLAKEY: Doesn't the prosecutor 
or policeman who is conviction-minded run a sub
stantial risk if he judge shops, the risk, in short, that 
he will get that liberal judge at trial? What I un
derstand to be the typical attitude of the appellate 
courts, moreover, is that there is no reluctance to 
reverse on a search-and-seizure question. 

Isn't he better off, not because he believes in the 
Constitution, but because he believes in the safety 
of his conviction, not to judge shop? 

PROFESSOR SCHWARTZ: I somehow see that 
as a world that 1 am not familiar with. The world I 
am familiar with is one in which lawyers have tradi
tionally gone to judges whom they trust and whom 
they can expect to get easy treatment from. . 

I once asked Judge Mathew Levy, now dead, 
when New York had its wiretap statute--I said to 
him way back in the. early years, "Judge, tell me 
how many wiretap applications do you get a year?" 

He said, "Oh, one every year or two years." 
I said, "How come?" 
He said, "When they come in to me, 1 bring in 

the sergeant and the_ captain and give them the 
whole business, and they don't come to me very 
often. " 

I know the judges who issue the warrants. It is to 
some extent in the administrative reports, with, of 

course, the correction about why they go to Judge 
Klingfeld in New Jersey. 

But it just is contrary to my own experience. Any 
lawyer worth his salt judge shops. I do it in trying to 
get favorable judges for my civil rights cases. And 
prosecutors do it. And I don \. worry about what is 
going to happen on appeal if I get a bad panel. 

And by the same token, I think I really disagree 
with you. I don't think that Federal appellate 
judges, and especially not state appellate judges, 
are quick to throw out warrants if they have got 
some defendant who has been convicted. It is just 
not my own experience. 

I don't know that my experience is as extensive 
as yours, but this is the kind of thing that would 
show up in reading appellate cases, of which I have 
read a great many. 

And I'm sorry; I don't share that experience. 
PROFESSOR BLAKEY: I suppose there is one 

clarification on the annual reports that ought to be 
noted at this point; to wit, except for a few judges, 
none have indeed denied orders. But our record in~ 
dicates that the place where they are being denied 
is at the prosecutorial level. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: Unfortunately, the an~ 

nual statistics didn't include prosecutor denials. If 
they had, it would look like a substantially different 
picture. 

Would you agree with me that the report to that 
degree is misleading? 

PROFESSOR SCHWARTZ: I am not sure I know 
what prosecutor denials are. I know what it means 
in language, but r don't know what it means in 
.operation. 

Essentially, I take. it that means that the police 
have some evidence and go to the prosecutor and 
say, "Will you get us a warrant," and the prosecu
tor says, "You don't have the fellows; I am not 
going to do this." 

In other words, the prosecutor acts as a screen. 
That may be, and it may be that that kind of infor
mation-not may be-I am sure that kind of infor
mation would be helpful. 

The whole question of-
PROFESSOR BLAKEY: If the report does not 

include that kind of information, then it is mislead
ing to draw the conclusion that the judges are 
simply rubber-stamping from the fact that almost 
none are disapproved. 

PROFESSOR SCHWARTZ: Well
PROFESSOR lBLAKEY: All other things being 

equal. 
PROFESSOR SCHWARTZ: It may be that the 

judges are rubber .. stamping the prosecutors, not 
that they are rubber-stamping the police. 
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1 may say 1 have seen some of the Pennsylvania 
warrants and affidavits. I read a certain number of 
them in connection with my work on the Whitaker 
case. And they met probable cause standards, but I 
must say they come pretty close to being boiler
plate of each other. 

Maybe that is the nature of the enterprise, that 
one gambling case is much like another. But I 
looked at the order; I looked at what the judge 
who, interestingly enough, maybe by his own cho
ice, had issued most of the wiretap orders-the now 
late Judge Joe Lord, not Joe Lord III, but Joseph 
Lord, Jr. 

And I have read some of his orders. And I didn't 
get the impression, looking at those, that they had 
been scrutinized carefully. But on the other hand, 
these are routine gambling cases. So it may well be, 
what is there to see once you have somebody who 
comes in and says, "I know it meets Spinelli and 
Aguilar. 

The thing I found troublesome was what seemed 
to me to be clear boilerplate, "The alternate 
methods have been tried and are too dangerous;" 
and as J have indicated before, Chief Judge Lord, 

~ 

who is the only judge in America who struck down 
the wiretap statute, said as he read the legislative 
history, this was not intended to be too onerous a 
burden. And it is my impression that is ;iOW most 
judges see it and have hot too much of a burden of 
proving alternate methods of investigation. 

PROFESSOR BLAKEY: We'll take a five-minute 
recess. 

[Whereupon, a short recess was taken.] 
PROFESSOR BLAKEY: To turn to the question 

of e:<tensions, you make a recommendation that 
they should be severely limited. Would you make a 
recommendation that there be an absolute number 
on them? 

PROFESSOR SCHWARTZ: That is a very com
plicated matter, and it is one of the problems of 
what happens when you start playing with pitch; 
you can't clean your hands of it. I would much 
rather there were no wiretapping at all. And once 
you say, "Yes, but we have it," aren't you going to 
have to allow it for two years or three years, that 
kind of thing? 

In the first place, I think extensions are much too 
readily available. 

PROFESSOR BLAKEY: Suppose r agree with 
you. How do I limit them? 

PROFESSOR SCHWARTZ: In the first place, 
you rewrite your statute, and you require a fresh 
showing of probable cause. 

PROFESSOR BLAKEY: I think it has one now. 
PROFESSOR SCHWARTZ: I don't think so 

because all it says, "Or a reasonable explanation of 
why it has not been obtained." 

PROFESSOR BLAKEY: But suppose when you 
put the tap in, the first conversation is, "I am leav
ing on vacation and will be back in business next 
Thursday. " 

PROFESSOR SCHWARTZ: I don't think that is 
fair because unless you have heard absolutely 
nothing that week and intruded on nobody's priva
cy, in which case as a practical matter there hasn't 
been any wiretapping, then in effect you have a 
lengthy general search waiting for the person. You 
don't have a right, I think, under a conventional 
warrant to go fishing through all the house looking 
for something :~ ;. turns out that you say something 
is in one room and it doesn't happen to be there. 

PROFESSOR BLAKEY: I think it is clear in the 
statute. If you have one named person, and you 
didn't have that magic phrase, "and others unk
nown," and you listened for two days and then he 
left on vacation, the minimization requirement 
would say that while you could keep it on that 15 
days, you'd have to minimize everybody else out, 
and since he was gone you wouldn't listen for the 
next 15 days. Isn't that correct? 

PROFESSOR SCHWARTZ: I guess so. But in the 
first place, you always have "and other persons 
unknown" because everybody has learned that. 

And in the second place, I am thinking of King v. 
California with which you may not be familiar. It 
was a big marijuana case. 

PROFESSOR BLAKEY: A boatload full. 
PROFESSOR SCHWARTZ: That is right. 
PROFESSOR BLAKEY: Not a rowboat. 
PROFESSOR SCHWARTZ: That is right. And 

the tap was in for 85 days. The judge found that 
contrary to what the prosecutors had said, a 
minuscule number-5 per cent, 4 per cent-were, 
quote, incriminating, close quote. 

PROFESSOR BLAKEY: Have you examined that 
case yourself? 

PROFESSOR SCHWARTZ: I have read the 
opinion. 

PROFESSOR BLAKEY: I mean the actual trans
cript and materials. 

PROFESSOR SCHWARTZ: No. 
PROFESSOR BLAKEY: That was brought up in 

prior testimony of a witness before the Commis
sion, and the Department of Justice was asked to 
comment on it. Their explanation was that the 
judge probably disagreed with the Department 
because he wasn't sophisticated enough to recog
nize coded comments as being incriminating. 

PROFESSOR SCHWARTZ: Maybe yes and 
maybe no. There were five or six extensions, and 
the reason given was not, "We are getting hot stuff, 
coded comments," but "The boat hasn't shown up 
yet, and that is what we are waiting for." 
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Meanwhile, we are listening to all this other stuff. 
And it is that kind of thing that troubles me. 

As I tried to say in that article back in Michigan, 
the way the statute is written it is not that different 
from the New York statute which the Supreme 
Court condemned, which simply says, "You can 
have extensions if it is in the public interest," 
because the public interest is either that we got 
something and have got to keep going, or we didn't 
get it but there is a good reason why. 

PROFESSOR BLAKEY: Assuming that is the 
law, which I don't agree it is, would you require a 
fresh showing of probable cause? 

PROFESSOR SCHWARTZ: checked the 
legislative history on that and the congressional 
testimony seems to bear out the notion that that is 
not required. But I think that was said unthinkingly. 
In other words, I don't think anybody addressed 
themselves on the floor to that refinement. 

So let me come to your question, an absolute 
number. 

PROFESSOR BLAKEY: Would you support an 
absolute number? 

PROFESSOR SCHWARTZ: Probably, on the 
theory that the alternative-you win some, you lose 
some. The alternative is inevitably the kind of stuff 
you get in New York. 

PROFESSOR BLAKEY: Let me give you a law 
professor's question. You are in on a narcotics tap. 
You are in the last day of your last extension and 
you overhear, "Call me tomorrow and I'll give you 
the name of the informant we are going to hit and 
where we are going to do it." 

PROFESSOR SCHWARTZ: You know, that is a 
fascinating hypothetical. It comes up in every 
discussion that I have ever had about anything. 
Would I allow this if somebody's life were at stake? 

Of course, I will allow that if somebody's life is at 
stake. 

Bill Ruckelshaus struck a particularly sensitive 
chord when he said, "Suppose we got information 
on the last day of the tap that a synagogue was 
going to be bombed." And since I occasionally go 
to synagogue or my father does, that is something I 
am unhappy about. 

Of course, if there is an imminent danger to life 
and limb, we will allow an awful lot of things. And 
if that is the way you want to write your statute, 
that we are going to allow it in any case where 
there is probable cause to believe an imminent 
danger to life and limb, sure, I'll go for that. I have 
no problem with that. 

PROFESSOR BLAKEY: Let me give you the 
next one down the ladder of importance. 

Suppose you have been in on a narcotics tap and 
you have identified most of the major conspirators, 

and the last day you hear the guy say, "Don't for
get, Mr. Big is calling tomorrow." 

PROFESSOR SCHWARTZ: I was expecting 
those words, "Mr. Big." 

Yes, I think that is just one of the prices you are 
going to have to pay in order to avoid the kind of· 
thing that you get in New York and Queens and 
Nadjari and everywhere else, because, look, let's go 
farther, Professor Blakey. I don't want to open up 
the entire issue again, but I have not said that giving 
up wiretapping power costs us nothing. 

I don't think it costs us very much, but I haven't 
said it costs us nothing. 

But, you know, I know you to be a very devout 
practicing Catholic, and it seems to me if there is 
anything that the Catholic Church in its long histo
ry has taught us it's that life is a very difficult enter
prise, and there always are cruel choices that have 
to be made, sometimes between good and good and 
sometimes between bad and bad. There is a price to 
be paid. 

And I think in order to avoid what seems to me 
to be a greater evil, in order to avoid the highly im
probable likelihood that we will lose very many Mr. 
Bigs by something happening on the last day of the 
tap, I would much rather avoid the very high 
likelihood, which we already have from experience, 
of taps that are in for 200 days, 100 days, 90 days, 
60 days, 30 days, when it seems to me absolutely 
clear that the Supreme Court in the Berger case 
meant not to allow that kind of thing-apart from 
policy. 

PROFESSOR BLAKEY: Let me raise a related 
area. 

The recommendation has been made to us that 
the absolute limit of the initial surveillance, which 
after all is an upper limit, be limited to, say, 15 
days. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: The issue has also been 

raised with us of making the progress reports man
datory. 

PROFESSOR SCHWARTZ: Yes. 
PR.OFESSOR BLAKEY: Would you support 

lowering the absolute limit from say, 30 to 15? 
PROFESSOR SCHWARTZ: Well, actually, I 

heard some of that exchange this morning. And as I 
sat there listening, I thought to myself that I think 
my approach would be rather different, and 
probably somewhat less to your liking. 

I thought the questions that the Chairman asked 
about what goes on during that supervision were 
very good questions. Does he cut them off if he 
doesn't find anything? Some judge thought it was 
worth 15 days and assumed that maybe nothing 
would happen the first five days; otherwise, why 
give them 15? 
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What I have suggested, I think in the Roscoe 
Pound piece, was five days. 

PROFESSOR BLAKEY: Would you want 
progress reports in five days? 

PROFESSOR SCHW ARTZ: No, you get a 
progress report in effect when you go back for an 
extension. And I'd give a few extensions and put an 
upper limit of, say, five or four. So that means I'd 
wind up in total, for any given wiretap, with 20 
days, 15 days. 

PROFESSOR BLAKEY: And no progress re
ports. 

PROFESSOR SCHWARTZ: Well, you have the 
progress report-no progress report as we currently 
understand the progress report-instead an exten
sion application which would meet the fresh proba
ble cauL-. ~nd that business. 

I was impressed by the fact that the New Jersey 
people seemed to have made many important gam
bling cases in a few days-I am not sure of the 
criteria of importance. 

Certainly in the gambling area, I just realized, 
there is a difference. There is a difference between 
Federal interception and state inter:ception, 
because the Federals are really looking for the ju
risdictional handle, and that may not come the first, 
second, third, or fourth days. Obviously, the state 
prosecutor doesn't need that handle. 

All of which goes to say we don't need Federal 
wiretapping again. 

PROFESSOR BLAKEY: The issue that I am rais
ing with you obviously is the interrelationship 
between progress reports and the length of time. 

Let me kind of pursue with you-assuming we 
say with a relatively longer period of surveiIIance

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: What sorts of recom

mendations should the Commission make about 
those progress reports? Should we say they should 
be every five days? Should they be the third day? 
The ninth day? The 15th day? 

In other words, once the surveillance is in and 
you get back a favorable progress report, indicating 
the objectives are being attained, is the need for 
continued supervision as pressing as it is in the 
early stages? 

PROFESSOR SCHWARTZ: You know, I find 
that real hard to answer, because I don't know 
enough about the progress reports, their sig
nificance. I would have been, and am, frankly, kind 
of surprised if they amount to very much as a 
check. 

Currently, on the state level it is nonexistcnt. 
What does the Federal judge do with progress re
ports every five days? I do know that very often 
they are oral; they are telephone calls, saying, 
"Yes, we are hearing a lot." 

PROFESSOR BLAKEY: How comprehensive 
should we require them to be? 

PROFESSOR SCHWARTZ: I think you've hit on 
an area that I haven't really thought very much 
about, and I am not at all sure that any thoughts I 
might have would be particularly useful to you. 

PROFESSOR BLAKEY: Particularly at 4:00 
o'clock. 

PROFESSOR SCHWARTZ: Particularly at 4:00 
o'clock. 

PROFESSOR BLAKEY: Let me turn to the last 
area which, fortunately, for all of us and particu
larly the reporter, is shorter. 

A number of people who have testified before 
the Commission have recommended changes in the 
inventory procedures. 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: As the statute now 

reads it says, "To the subject and to other such 
people as in the interest of justice. " 

PROFESSOR SCHWARTZ: Yes. 
PROFESSOR BLAKEY: And the recommenda

tion has been made that we require notice to be 
routinely given to all people, to all identifiable peo
ple, and to all identified people. Other suggestions 
have been made that perhaps we should, in cases 
where surveillance is declared illegal, make the po
lice give notice to everyone, too; but in cases where 
there is no indication that surveillance is iIIegal, 
that the number of inventories filed should be rela
tively restricted. 

At least three rationales have been offered for 
restricting the notice requirement. Once one is 
overheard, and you learn your conversation was 
overheard, as you talked to another, there would al
ways be a potential rupture of your relationship 
with that person. You'd learn he was being in
vestigated for a crime. That is one counterproduc
tive result of the notice requirement. 

Second, that the very process of the government 
noticing a person may be an invasion of that per
son's privacy. The illustration given once before 
was a notice that in a prostitution case was given to 
all the" Johns." In some cases, the wives came into 
possession of the notices, and to put it mildly, this 
caused some consternation. 

I suppose I can see the same sort of a result in a 
gambling case where a wife, not being aware of her 
husband's betting habits, might be disturbed. 

The last is the problem of computers and names, 
that once a person not normally identified in a tap 
was identified, he would then go into the central 
index. He would have to be there for the purpose of 
notification, and he would have to be there to 
respond to that famous question, "Have I ever been 
overheard?" 

1126 



This would mean a large number of people who which simply says, "In connection with law en-
might not normally be in that index would be put in " forcement of someone and persons unknown, you 
that index, and maybe it is not a good idea to col- have been overheard. Should you wish more infor-
lect a large number of names in the files. mation or to challenge the legality of that overhear-

That is a very broad description of where we are ing, we would be pleased to furnish you with the 
in our analysis of the notice question. 1 wonder if relevant information." 
you'd share with us your thoughts on that. My guess is that 99 people out of 100 would say, 

PROFESSOR SCHWARTZ: I think those con- "Oh, my God, r don't want to have any more to do 
siderations, though I think they all are worthwhile, with it. " 
are not of the greatest importance. To be perfectly PROFESSOR BLAKEY; Do you think-
honest, I can't get overly excited about the man's PROFESSOR SCHWARTZ; Let me just add one 
wife learning about it. I must say I receive an enor- more thing. On this issue of the rupture of relation-
mous amount of mail my wife hasn't the vaguest ships, 1 don't really know. I have known a great 
knowledge of, and I don't see why this should be many people-
any different. And I think that is a rather mild con- PROFESS0R BLAKEY: Some of whom would 
sideration to set off against the problem that very be proud to be overheard? 
often the person who is overheard and identified PROFESSOR SCHWARTZ: Well, as a matter of 
may be the one who has the most interest in cha!- fact, some of them were quite dismayed that we 
lenging what may be an illegal tap. didn't come up with some of these things. 

I also don't think that it should be restricted to il- No, I think that is true. I have known ~ great 
legal taps, because very often taps which don't pan many people whom I have assumed were over-
out may have been illegal in inception but nobody heard, and it hasn't affected my relationship with 
ever knows. That is part of the problem. them in any way. 

PROFESSOR BLAKEY; It is not nobody. At PROFESSOR BLAKEY: Professor, you have 
least the subject knows. been a man not only of courage, but endurance. 

PROFESSOR SCHWARTZ; If the subject knows PROFESSOR SCHWARTZ: Thank you. 
and the subject is involved in things he would PROFESSOR BLAKEY; I appreciate your can-
rather not fuss about, he may not fuss about it, just dor. What you have set out in the record today will 
let it go. be useful not only to the Commission but to all our 

I think that the question of the going into an future students to whom you will assign this materi-
index-you honestly touch a sensitive spot for aJ. Thank you. 
someone like me. The meeting is adjourned. 

1 don't know how to get around it except that [Whereupon, at 4:07 p.m., the hearing was ad-
journed.) 

that may be part of the price that is paid, a price 
that may become very important for that very per-
son if subsequent actions are brought against him, 
in which case he may want to know. 

Because certainly, as I think you may have seen 
in the Times a couple of weeks ago, John Crewd
son's piece on the taps in the ElIsberg case, which 
arc very serious problems and have created serious 
problems, particularly in the area of political sur
veillance. 

And I have a feeling that we will willy-nilly have 
that kind of stuff with us in one form or another, 
whether under Title III or otherwise-and if it is not 
otherwise, then 1 think emphaticaIly under Title III, 
you can rest assured of that. 

Then the consideration of rupture of relation
ships-I have a feeling that it is possible to notify 
people, "You have been overheard on a 
wiretap"-I'm not sure-I was going to say without 
necessarily divulging a great deal of information 
about that tap. And if you are interested, you wiIt 
go ahead and ask for more. Most people won't be 
interested. So in other words it may be that a notice 

STATEMENT OF 

PROFESSOR HERMAN SCHWARTZ, 

STATE UNIVERSITY OF NEW YORK, BUFFALO 

Thank you for inviting me to participate in your deliberations, 
both in my personal capacity and on behalf of the American 
Civil Liberties Union. Our views on this matter are not, [ am 
sure, unknown to you, and they have been expressed in many ar
ticles and papers. [ am therefore taking the liberty of submitting 
to you my most recent comprehensive paper on the subject, that 
given at the American Trail Lawy~rs Foundation conference last 
June in Cambridge, Massachusetts, together with a copy of my 
1973 report for the American Civil Liberties Union; the latter 
contains most of the statistical and other analyses underlying 
that paper. 

In this testimony, I shall try to do four things: ( 1 ) update some 
of the statistical data in my two submissions; (2) examine in 
some depth the electronic surveillance operations of New York 
State Special Prosecutor Maurice Nadjari; (3) comment on 
some current efforts to place some limits on certain kinds of sur
veillance; and (4) make a few recommendations about the cur
rent reporting operations under §2519 of the statute by prosecu
tors, judges, and the Administrative Office of the United States 
Courts. For lack of time, I have been unable to develop the 
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detailed analysis of the state data beyond 1972 in all cases, but I 
have updated the federal data as much as I could. 

system and giving up some of our liberty could have a beneficial 
impact on the quality of life in our country. 

I. The Data Updated 

Let me first summarize my position as baldly as possible: I 
think electronic surveillance has not been shown to be of any 
significant value in reducing crime rates or otherwise coping 
with our troubling criminal problems; it costs a great deal in 
both liberty and money; these facts were known to the 
proponents of the legislation; whether intended or not, the 
legislation served primarily to direct attention from the very real 
social problems that underlie crime in a community and to lull 
people into thinking that tinkering with our criminal justice 

There are two basic questions in any analysis of the question: 
(I) How much does electronic surveillance cost us in (a) a loss 
of privacy and (b) an expenditure of money? (2) What have we 
gotten for that expenditure? The following charts set out the 
amount of privacy invasion. 

TABLE I 

FEDERAL AND STATE SURVEILLANCE 

Year 

1968 (6 mos.) .............•..................................... 
1969 .............................................................. . 
1970 .............................................................. . 
1971 .............................................................. . 
1972 .............................................................. . 
1973 .............................................................. . 
1974 .............................................................. . 

Total ............................................................ .. 

• Approximale figures based on mulliplying average. in 1974. Table 4. 

Orders 
Authorized 

174 
302 
597 
816 
855 
866 
728 

4,338 

TABLE 2 

FEDERAL SURVEILLANCE 

Year Orders 
Authorized 

1969 ...........•.................•................................. 33 
1970 ............................................................... 183 
1971 ............................................................... 285 
1972 ............................................................... 206 
1973 ............................................................... 130 
1974 ............................................................ 121 

Total ............................................. ................ 958 

TABLE 3 

STATE SURVEILLANCE 

Year Orders 
Authorized 

1969 .............................................................. . 269 
1970 .............................................................. . 414 
1971 .............................................................. . 531 
1972 .............................................................. . 649 
1973 .............................................................. . 736 
1974 .............................................................. . 607 

Total ............................................................. . 3,206 

1128 

Installations 

167 
290 
590 
792 
839 
812 
694 

4,184 

Installations 

30 
180 
281 
205 
130 
120 

946 

Installations 

260 
410 
511 
634 
682 
574 

3,071 

People Conversations 

4,250 62,291 
14,656 186,229 
25,812 373,763 
32,509 496,629 
42,182 517,205 

a 39,788 a 495,32(\ 
a 40,946 a 589,900 

200,143 2,721,337 

People Conversations 

4,256 41,929 
10,158 143,508 
15,099 7.56,720 
13,352 209,715 
9,460 113,360 
5,760 111,480 

58,085 876,712 

People Conversations 

10,400 144,300 
15,654 230,255 
17,410 239,909 
28,830 307,490 
30,328 381,960 
35,186 478,420 

137,808 1,782,334 



TABLE 4 

FEDERAL AND STATE INSTALLATIONS BY CRIME 

Year Gambling Drugs ,Homicide a Kidnapping 

Federal 

1969 ................................... . 20 4 0 1 
1970 .................................. .. 120 39 0 0 
1971 .................................. . 248 21 0 0 
1972 ................................... . 147 35 0 0 
1973 .................................. .. 81 28 0 0 
1974 ................................... . 67 22 0 2 

Total .................................. . 683 149 0 3 

State 

1968 .................................. .. 18 68 20 I 
1969 ................................... . 78 80 19 1 
1970 ................................... . 204 84 20 0 
1971 .................................. .. 304 104 18 I 
1972 ................................... . 340 193 33 0 

Total .................................. . 944 529 110 3 

• Includes attempts, threats, solicitations and conspiracy to commit homicide (including manslaughter) as well as a few instances of consummated murder. 
b Not indicated. 

TABLE 5 

COSTS 

Year Federal 

1968 ..................................................................................................................... . 
1969 ......................................................................................... . 
1970 ......................................................................................... . 
1971 ......................................................................................... . 
1972 ......................................................................................... . 
1973 ......................................................................................... . 
i974 ......................................................................................... . 

Total .............................................................. ~ ......................... . 

• This figure may be high by $40, but time pressures have precluded finding the error. 

TABLE 6 

$440,287 
2,116,266 
2,114,216 
2,007,975 
1,603,680 
1,302,840 

$9,585,264 

FEDERAL CONVICTIONS BY OFFeNSE 

Year Gambling Drugs Homicide Kidnapping 

1969........................... 108 55 0 
1970........................... 214 126 0 
1971........................... 519 45 0 
1972........................... 496 109 0 
1973........................... 65 54 0 
1974........................... 3 42 0 

Total.... ...................... 1,465 431 0 

1129 

0 
0 
0 
0 
0 
1 

State 

$200,000 
470,000 
938,000 

1,502,340 
2,562,860 
2,890,656 
4,309,538 

• $12,873,394 

Other 

4 
14 
40 
21 
43 

5 

127 

Other 

5 
21 
12 
23 
21 
29 

111 

60 
82 

b 95+7 
84 

b 68+7 

b 389+7 

Total 

$200,000 
910,287 

3,054,226 
3,616,556 
4,570,835 
4,494,336 
5,612,378 

$22,458,618 

Totals 

167 
414 
604 
626 
162 
51 

2,024 



TABLE 7 

STATE CONVICTIONS: OVER-ALL a 

Year Total Federal State 

1969 ......................................................................................... . 408 267 241 
1970 ........................................................................................ .. 1,097 414 683 
1971 ......................................................................................... . 1,723 604 1,119 
1972 ......................................................................................... . 1,926 626 1,300 
1973 ......................................................................................... . ~A)J6 162 854 
1974 .........•.•............•...•............................................................. 179 51 128 

Total ........................................................................................ . 6,349 2,024 4,325 

• The difference between total annual convictions and Federal convictions from Table 13. 1974 Report. 

It will be noted that as the federal amount declines, it is gam
bling which is declining the most; the figure for 1974 drug instal
lations is about what it was in 1971, the highest federal wiretap 
year, but gambling has fallen from 248 to 67, almost 75%; the 
"Other" category has more than doubled, but the absolute 
number is still low. 

Interestingly enough, the average combined federal-state cost 
jumped from $5,632 in 1973, when the federal average was 
$12,238, to $8,087 in 1974, when the federal average fell to 
$10,857. making it clear that the state costs rose substantially. 
Why federal costs did not rise in view of inflation is not clear. 

Some of these interceptions are very expensive. Thus, some 32 
federal installations in 1973 exceeded $15,000 and many by a 
great deal. I was startled to note that of these, some 18 have not 
yet been associated with a conviction, or an arrest, though it 
may be too early for many convictions-the 1975 figures will tell 
that story. It is not too early for arrests, however-these 
generally come in the first year and certainly by the second. See 
Administrative Office Table 13 of 1974 Report, p. XXll. 

Costs per conviction are reliable only for years up to 1972, 
since it takes approximately 22 months or more to conclude 
most cases. To get an idea of cost/conviction, I have therefore 
calculated th~ costs up to 1972 and divided that by the number 
of convictions through the 1972 surveillance: 

TABLE 8 

COST PER PERSON CONVICTED 

1969-72 Federal cost: 
1969-72 convictions: 

Cost per conviction: 

$6,678,744 
1,81 I 

$3,688 

This figure jibes with some of the annual computations I have 
made, which run at about $3,250 for 1972 convictions, $3,500 
for 197 I convictions. It should be noted that the drug surveil
lance is generally much more expensive than the other kinds. 

It may also be worth noting that the large majority of installa
tions-many of which are quite costly-have apparently 
produced nothing. The federal figures for 1971 and 1972, for ex-

ample, where we have relatively complete figures, show that al
most two-thirds of the installations produce nothing: 

TABLE 9 

INSTALLATIONS ASSOCIATED WITH FEDERAL 
CONVICTIONS 

Year Gambling Drugs Other 

1971 .................. 86/248 6/21 8/12 
1972 .................. 51/147 15/35 5/23 

Total .................. 137/395 21/56 13/35 

II. The Special Case of Maurice Nadjari 

Total 

100/281 
71/205 

171/486 

Few prosecutors have ever taken on an assignment with so 
much public support as Maurice Nadjari, the New York Special 
Prosecutor against Corruption; he was even given his own judge, 
New York State Supreme Court Justice John Murtagh, to try the 
cases developed by Mr. Nadjari. And right from the beginning, 
he made clear-like a well-trained alumnus of former New York 
District Attorney Frank S. Hogan's office-that he would rely 
heavily on electronic surveillance. And he has: in 1973-74, he 
installed 56 surveillances, kept them in for substantial periods of 
time and at great expense. 

It is still too ell-Iy to make a full assessment of the results of 
this activity, but so far, little seems to have been accomplished. 
If this tentative and preliminary conclusion is borne out by the 
1975 and 1976 reports, then it will be clear that electronic sur
veillance is not a terribly useful tool for perhaps the most impor
tant area where it is said to be needed-official corruption. 

And the early returns are not very favorable. Although I have 
elsewhere stated that I don't think arrests are a very good indica
tion of success, the absence of arrests in the first two reports for 
a surveillance usually means there won't be many more. 

Mr. Nadjari's 1973 taps apparently overheard 1,416 people, of 
which, according to Nadjari's own report, only 30% were in
criminating. A very high proportion of these people and conver
sations may well have been involved in lawyer· client or judicial
business conversations, since his prime target is corrupt judges. 
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These surveillances were extremely expensive: the 24 surveil
lances reported in 1973, one of which didn't work, cost about 
$282,000, which approximates the federal amount. One tap cost 
$109,946, was in operation for 85 days, overheard 123 people in 
625 conversations, and has yet to produce a single arrest; as in
dicated earlier, if a surveillance isn't associated with an arrest 
wihin the first two years, it usually won't be. 

It should also be noted that many of Mr. Nadjari's taps were ;n 
for quite long periods of time-an average of 40 days, with a 
high proportion in for 90 days, and some for much longer. 

So far, the 1973 taps have produced only 7 convictions-2 for 
obstructing governmental administration, a misdemeanor; I for 
possession of a dangero'ls weapon, which is usually a 
misdemeanor; 2 for what may be gambling; 2 for bribery. There 
have been only 15 other arrests-plus 12 by other law enforce
ment agencies for which Mr. Nadjari's responsibility is- not 
stated-and perhaps these will produce additional ~onvictions. 

In 1974, the average cost per order was almost $20,000, mak
ing his electronic surveillance bill equal to $620,000, a very high 
figure, indeed. So far, this has resulted in 25 arrests, again a me
ager number but perhaps it is too early. The report!'.d taps have 
been in for very long periods indeed. The first twelve reported 
apply to 1973, and these include surveillances of 320 days, 127, 
240, 270, 210, and the like; they were associated with some 16 
arrests. The 19 installed in 1974 were for much shorter periods. 
The average for the 1974 reports was 70 days. 

It will be important to watch the Nadjari operation closely, for 
he has used electronic surveiliance very extensively in an area 
the importance of which is indisputable, unlike the other areas 
where wiretapping is extensively employed. Many questions have 
already been raised about the effectivenes~ of his performance 
to date. See Tracy, "From Super Cop to Super Flop," The Vil
lage Voice, 3/17/75, p. 5. His performance will, of course, be 
measured against that of Judge Herbert Stern of New Jersey, 
who was extremely successful against corruption without 
reliance on electronic surveillance. 

111. Consent Surveillance by Lawyers 

The statute is very ambiguous about consent surveillance by 
private people. Section 2S 11(d) makes criminal liability tum on 
whether the consent interception is with "tortious" intent, or for 
the purpose of "committing any other injurious act." This would 
seem to make criminal liability tum on the vagaries of tort law in 
the first instance and to go even further-to make it turn on 
some totally nonspecific meaning of "injurious." This section of 
the statute could well be void for vagueness under standard 
notice principles recently reaffirmed in a series of cases, of 
which Papachristou v. City of Jacksonville, 405 U.S. 156 (1972), 
is probably the most prominent. 

My own feeling, expressed many times, is that consent surveil
lance is probably a useful tool of law enforcement, can be 
limited to very specific targets, and time periods, and does not 
strike at speech and association the way third-party surveillance 
does. It is really part of the more general prOblem of the use of 
informers and betrayal for law-enforcement purposes, a tactic 
which may well be a necessary evil in some circumstances but is 
unquestionably an evil. 

Recently, there have been certain Bar Association opinions on 
the ethical propriety of a secret recording by a lawyer, or under 
a lawyer's supervision or instigation, of a conversation with 
another person, be it another lawyer, a client, a witness, or an 
adversary. The Arizona option, and perhaps the Colorado one as 
well, seems to prohibit a prosecuting attorney from such recor
dation, either directly or indirectly, without notifying the adverse 
party or lawyer. 

What is novel about this opinion is that it holds prosecutors to 
the same ethical standard as other lawyers are held to, a sharp 
departure from traditional practice. Regardless of Berger v. 
United Slates, 295 U.S. 78, 88 (1935), and simiLlr pronounce
ments in the Code of Professional Responsibility, EC 7-13 and 
elsewhere, prosecutors are generally allowed to engage in un
constitutional and unethical practices, when similar action by 
private lawyers would bring swift retribution; the most the 
prosecution faces is all occasional reversal, often in a weak case. 
See Alschuler, Courtroom Misconduct by Prosecutors and Trial 
Judges, 50 Texas L. Rev. 630-76 (1972). I do think that if there 
:5 a very real necessity for such a surreptitious recording, it 
should be done pursuant to a court order and under strict limita
tions. 

IV. Suggestions about Reporting 

The Administrative Office Reports are very helpful, but could 
be more so. For example: 

( I ) They should break out the federal and state SUbtotals for 
such matters as convictions, etc. 

(2) They should indicate what the convictions were for, where 
thE: conviction occurs in the same year as the interception. 

(3) They should provide more information about specific 
crimes and surveillances related to them. 

In short, they should try to refine more of the information al
ready in the reports, which I have tried to develop crudely and 
imperfectly on my own. 

The staff has also asked me to comment on an exchange of 
letters between General Hodson and the Administrative Office 
of the United States Courts on a range of very important issues. 

Costs: In my analyses, I too have been troUbled by the almost 
whimsical manner in which costs seem to be reported. The varia
tions that [ have found from state to state, between state and 
federal figures, and among federal figures, see my 1973 ACLU 
report, seem much too great. In addition, I do think that the 
total cost and value of the wiretap experiment simply cannot be 
evaluated without some estimate of how much in lawyers' and 
judges' time is spent preparing and litigating the papers. Contra
ry to the Administrative Office, I think it is a significant figure, 
and I think a general estimate could be arrived at. It doesn't 
have to come down to specific dollars and cents, an estimate 
would be enough. 

Acc/lracy and Comprehensiveness: I do not fully understand the 
Administrative Office response abeut the link between cost and 
sentence. One cannot usually evaluate the value of a surveillance 
until several years after installation anyway, so what's the 
problem about the different reporting years for costs and sen
tences? And though one can't fully determine the significance of 
a sentence without knowing the statutory maximums and 
minimums, one can still concludl~ that a 90-day sentence or 
probation implies that the offense is something less than hor
rendous, regardless of the maximum. 

Consensual Eavesdropping: I don't understand why the Office 
can categorically say, "The volume of this type of wiretap would 
rrohibit reporting"-it hasn't been tried, so we really can't 
know. 

Finally, computerization really seems to be the only intelligent 
way to handle this problem, if the coding and programming 
problems can be taJr~" care of. There is simply too much data 
and there is too mUCh .• ut one can do with it to forego use of 
the computer. It can be done with Ii pencil and paper-I've tried 
for many years now-but a computer would be far better. 
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REFLECTIONS ON SIX YEARS OF 
LEGITIMATED ELECTRONIC SURVEILLANCE 

by Herman Schwartz 
Professor of Law, State University of New York at Buffalo 

Watergate and wiretapping-they even sound 
similar! Rarely have we ~een so many ironies, so 
many boomerangs, so many turnabouts as we have 
in the last two years, and most of these have 
resulted from electronic surveillance. The President 
taps his own brother; Henry Kissinger taps his own 
staff; the President's secret taping apparatus is used 
against him; E. Howard Hunt and G. Gordon Liddy 
reportedly taped their conversations with high 
White House officials, including the President. I

, The 
Nixon Supreme Court strikes down the Nixon claim 
to inherent power to tap dangerous people, in an 
opinion written by a justice who only the summer 
before defended the claim; the same Nixon Supreme 
Court, with four members chosen because of their 
hostility to letting criminal!: go free, issues a 
unanimous ruling on a nonconstitutional tech
qicality that will probably result in the freeing of 
over 600 alleged criminals because the Department 
of Justice misrepresented to the courts that John 
Mitchell had personally seen and approved wiretap 
applications when he hadn't. And these are only 
some examples. 

It is no surprise that wiretapping and 
electronic spying have ~Iayed such a major role in 
these events. As I will deveJop later, wiretapping is 
essentially an instrument of war, used for in
telligence purposes primarily. Unlike the more 
conventional police techniques, it is not really an 
effective crime detection device, but rather a tech
nique for waging war. And no previous Adminis
tration, right from its first days in office, has seen 
the world, including fellow-Americans. in such 
war-like terms. "Enemies lists;' "national security," 
"war on crime," "war on narcotics"-the militarist, 
beleaguered, state-of-siege attitudes reflected in 
these phrases and concepts are the distinguishing 
mal'ks of the Nixon Administration. 

The Nixon Administration does not, of 
course, have a monopoly of spying on its enemies. 
Franklin Delano Roosevelt, one of the most revered 
names in the liberal pantheon, formally authorized 
warrantless national security surveillance in 1940; 
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Robert F. Kennedy may well have been the primary 
influence in legitimating wiretapping for law
enforcement purposes, though it appears that he 
ultimately changed his mind; Lyndon B. Johnson 
apparently listened in on newsmen's calls from the 
White House, according to a New York Timi's story 
a while back; governments in France and ItaJy have 
also used wiretapping against political and ideolo
gical enemies. But as former Nixon speechwriter 
William Safire put it vividly a few weeks ago, "the 
willingness to listen in ... to penetrate personal 
privacy in order to preserve national secrecy, was 
second nature to Richard Nixon ... [He has] an 
addiction to eavesdropping" 2 -which apparently 
goes for John Mitchell, too, as we shall see, 

What I should like to do in this paper is (I) 
track the history of how we came to where we are 
today, including a discussion of the enactment of 
the Wiretap Act in 1968; (2) analyze some of the 
costs and benefits of electronic surveillance for law 
enforcement purposes, as revealed by the official 
statistics for six years of wiretapping under the Act, 
and by facts gleaned from court cases and else
where; (3) set forth some thoughts on national 
security surveillance; (4) offer some reflections on 
what all this means with respect to the value of 
electronic surveillance for law enforcement, for 
national security, and to the national temper and 
attitude; and finally (5) outline some possible 
remedies, 

1. HOW WE GOT WHERE WE ARE 

Several elemen ts recur in the history of the 
wiretap controversy: (l) electronic surveillance is 
used primarily for victimless crimes like gambling 
and prostitution offenses; (2) its usage rises in a 
period of. severe internal discord; (3) people become 
fearful of crime waves; and (4) the Supreme Court is 
deeply fuvolved. 

All of these were present in the 1920's, the 
first and still one of the most significant wiretap 
decades. There had, of course, been a good deal of 
private and public tapping earlier. The first federal 



tap was apparently installed in 1908, when At
torney General Bonaparte allowed his newly-created 
Bureau of InvestiJ~.Jion-which later became the 
Federal Bureau of Investigation (FBl)-to tap in 
labor and immigration matters. There was apparent
ly a good deal of private wiretapping in the 
newspaper wars early in the century, as well as local 
police surveillance of unions and even priests; the 
latter occurring in New York which was, then as 
now, the wiretap capital of the nation. 

The 1919-31 and the 1961-72 periods seem 
the most significant and contain striking parallels. 
Enforcement of the liquor laws then and the 
narcotic and gambling and drug laws today have 
impelled law enforcement officials to use electronic 
surveillance extensively, for where there are no 
complainants, the need to infiltrate witH either 
human or electronic spies seems essential. In both 
instances, as now seems clear, this has been carried 
out with very little impact. The "Red scares" of the 
1920's, and the occurrence of some bombings (the 
perpetrators of which were never identified) are 
paralleled to the recent history of attacks on 
dissenters against the Vietnam War and black 
militants, and the accompanying violence and 
bombings. In both period", there were abuses of the 
civil rights of political and ideological opponents, 
including break-ins, raids, abuses of grand juries, and 
a general indifference to legal limitations by law 
enforcement. It was during the early '20's that J. 
Edgar Hoover started his massive card index llystem 
of dissenters and dissidents, with Attorney General 
A. M.itchell Palmer's support. Congressmen and 
other political opponents were reportedly tapped, in 
a premonition of Watergate. 

In 1924, when Harlan Stone took over the 
U.S. Justice Department in the wake of the Teapot 
Dome scandal. he banned all wiretapping, and 
Hoover went along, calling the practice "unethical." 
The U.S. Treasury Department also officially op
posed surveillance at that time, just as the Internal 
Revenue Servi.:e (IRS) did in the '60's, but in both 
periods it quietly engaged in widespread sur
veillance. 

In 1927, the Supreme Court gave a consti
tutional green light to electronic surveillance in the 
Olmstead case.3 The decision is now only a 
constitutional relic, but in its time-and that time 
ran 40 years-it exercised a great and pernicious 
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influence on the development of control of elec
tronic surveillance. Its archaic requirement, that a 
trespass be committed before the Fourth Amend
ment was inv<"llved, mewnt that there was no 
protection against any 'bugging, and only the 
feeblest statutory protection ligainst wiretapping. 

The thirty years from 1930-1960 saw a great 
deal of federal, local and private wiretapping and 
bugging, the application to wiretapping of a pro
hibitory statute (§ 605 of the Communications Act) 
that seems to have been intended primarily for 
other purposes, and the revival of very extensive 
surveillance for intelligence and national security 
purposes. This time the surveillance was on 
authority from FDR in 19404 but it expanded far 
beyond his authority by later Presidents and At
torneys General to inciLlde, for exalJ1ple. organized 
crime. After the S;l.preme Court's construction of 
§605 of the Communications Act of 1934 to 
prohibit official as well as private wiretapping, 
numerous efforts were made in almost every 
Congress to override that decision, some of which 
came very close to succeeding. In 1940, Attorney 
General Robert H. Jackson found a way to get 
around it by ruling that the prohibition applied only 
to both interception and divulgence and that, so 
long as the fruits of a wiretap were not disclosed 
outside the Department, federal agents could 
continue to intercept. 

In information released by Senator Hugh 
Scott (R-Pa.) last summer in an effort to show that 
the Nixon Administration has not used wiretapping 
more than other Administrations, it was revealed 
that from 1945-47, 1,257 national security wiretaps 
were installed. It appears also that throughout 'this 
,eriod, local police wiretapped extensively both for 
hemselves and for the FBI. There were frequent 

revelations of electronic surveillance throughout the 
country during this period, in articles by the 
National Lawyers' Guild as a result of rc\ .;lations in 
the Judith Cop/on case, by Alan Westin, by the 
Reporter magazine, and in Samuel Dash's 
monumental study published in the late '50's, The 
Eavesdroppers. 

In 1957, there occum!<;l an event which was to 
transform the situation: the meeting at Apalachin, 
New York of alleged organized crime figures, which 
'was broken up by New York State Police. Law 
enforcement authorities now felt they had con-



vmcmg proof of a massive organized crime 
conspiracy. J. Edgar Hoover had earlier resisted 
efforts to bring the Bureau into that area, either 
because he feared corruption or doubted that he 
would be able to rack up impressive statistics. After 
Apalachin, however, he began to tap and bug to 
make up for lost time. 

Perhaps most importantly, Robert F. Ken
nedy, then a counsel for Senator John McClellan's 
rackets committee, became convinced that 
organized crime was one of America's greatest 
threats. In 1961, he became Attorney General and 
turned the full force of his enormous abilities and 
power against organized crime.s The IRS was 
recruited and Commissioner Mortimer Caplin wrote 
his staff: 

I cannot emphasize too strongly the im
portance I attach to the success of the 
Service's contribution to this over-all program 
... The tax returns of major racketeers to be 
identified by the Department of Justice will 
be subjected to the "saturation type" in
vestigation, utilizing such manpower on each 
case as can be efficiently employed. In con
ducting such investigations, full use will be 
made of available electronic equipment and 
other technical aids as well as such investi
gative techniques as surveillance, undercover 
work, etc.6 

Urged strongly by Kennedy to use "technical 
equipment," the significance of which everyone 
understood, Hoover intensified tapping and bugging. 
Although tpere is a good deal of dispute as to how 
much Kennedy knew about the microphone bugs, 
which Hoover justified under a 1954 Herbert 
Brownell memo rand urn on in ternal security, it is 
undisputed that Hoover engaged in almost as much 
bugging as tapping. A letter from Assistant Attorney 
Gene~al Miller in May, 1961, reported that the FBI 
had 67 bugs and some 85 taps in operation as of the 
date of the testimony; this amounts to some 
unknown multiple of rhese for the whole year, since 
obviously sonie of these 67 bUgs and 85 taps were 
removed during the year and others installed else
where. In 1965, when Attorney General Nicholas 
deB. Katzenbach tried to force Hoover to terminate 
these bugs-almost all of which were patently illegal 
because they generally involved break-ins-Hoover 
responded that 99% of his organized crime program 
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involved these bugs and Katzenbach allowed Hoover 
to phase them out over a six-month period. 

Many of these taps and bugs were in for 
lengthy periods of time-the Maggadino tapes in 
Buffalo ran to 76,000 pages; the de Cavalcante 
surveillance lasted four years. Kennedy treated the 
whole business very casually-he kept no records or 
review of his authorizati.ons, and the first such 
effort was made by Ramsey Clark. (Attorneys John 
Shattuck and Leon Friedman have documented the 
continuing laxity in the recordkeeping on national 
security surveillance in their April 24, 1974 
congressional testimony.) 

We have been told that little of this tapping 
and bugging was aimed at getting information for 
specific criminal prosecutions; rather it was gathered 
primarily for intelligence. That point was made clear 
by some of the organized crime specialists like G. 
Robert Blakey, one of the chief draftsmen of what 
became the 1968 Wiretap Act, ,who told a con
gressional committee in 1967: 

The normal criminal situation deals with 
an incident, a murder, a rape, or a robbery, 
probably (;ommitted, by one person. The 
criminal investigation normally moves from 
the known crime toward the unknown 
criminal. This is in sharp contrast to the type 
of procedures you must use in the in
vestigation of organized crime. Here in many 
situations you have known criminals but 
unknown crimes. 

So it is necessary to subject the known 
criminals to surveillance, that is, to monitor 
their activities. It is necessary to identify their 
criminal and noncriminal associates; it is 
necessary to identify their areas of operation, 
both legal and illegal. Strategic intelligence 
attempts to paint this broad, overall picture of 
the criminal's activities in order that an 
investigator can ultimately move in with a 
specific criminal investigation and prosecution 
... Perhaps the best illustration I can give you 
is the "airtels" .. , [which] represent the 
gathering of strategic intelIigence against 
organized crime in that case ag: :'1st Ra}'h1ond 
Patriarca. 

Tactical intelligence, on the other hand, 
is illustrated by the Osborn case, which the 
Supreme Court heavily relied upon in the 



Berger OplD10n. You moved in there and 
monitored only one conversation or only one 
meeting. You had a limited, tactical purpose, 
whereas in the Patriarca situation you had a 
broader purpose ... So the distinction deals, 
first, with the purpose of the agency and then 
perhaps, second, with the extent of time the 
subject is under surveillance.7 

Ramsey Clark and others disparaged the value of 
what was obtained from such "strategic in
telligence" techniques. But in the early and middle 
1960's few people listened. Organized crime had 
become the anti-Christ, and Robert Kennedy was 
leading the Inquisition. 

In 1961, Kennedy introduced a bill to permit 
official wiretapping though he explicitly excluded 
bugging on the ground that, as Assistant Attorney 
'General Herbert S. Miller Pilt it, the issue "with all 
its ramifications" needed to be "car~fully explored" 
before legislation was enacted.8 Whether this state
ment was made disingenuously or otherwise, the 
fact remains that dUring this period the FBI was 
operating an enormous number of microphone 
surveillances. 

Pressure for the legitimation of wiretapping 
came from other sources as well. The President's 
Crime Commission iss\~ed its report in 1967, and 
near the top of its priorities was organized crime. 
Influenced heavily by attorneys from Kennedy's 
Organized Cdme Section, the Commission ascribed 
to organized crime virtually aU the ills of the body 
politic. And whilp. it did not recommend the 
legitimation of wiretapping-though a majority of 
the Commission did endorse this-the message was 
clear. The ABA got on the bandwagon, led by 
Federal Court of Appeals Judge J. Edward Lumbard, 
a former prosecutor and the chief judicial pro
ponent of police tapping. Donald Cressey, one of 
America's leading criminologists, was also converted 
and wrote angrily, "If organized criminals could be 
handled as c:nemies of war, rather than as citizens 
with the rights of due process, they could have been 
wiped out long ~go." 9 Apart from the rather 
cavalier attitude Wward guilt, innocence, and the 
rights of fellow An:ericans as reflected in Cressey's 
comment, the fact is that "organized criminals" 
have been treated as "enemies of w.ar," as Victor 
Navasky's book makes clear, but with little success 
in wiping them out. 
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Tre pressures were not entirely one-sided 
however. In the mid-1960's, the enormous amount 
of illegal electronic surveillance by the FBI IRS 
and others suddenly came to light when an FBI bU~ 
was accidentally discovered in a Las Vegas gambler's 
office and in Washington's Sreraton-Carlton hotel 
where, as in so many other instances, lawyer-client 
conversations were overheard. This led to a series of 
court-ordered revelations of illegal federal surveil
lance involving some 50 or more cases. (The pattern 
of accidental discovery of official illegality with 
respect to wiretapping leading to a loss of prose
cutions, which started with the Coplon case, has just 
been repeated in the series of cases culminating in 
United States v. Giordano, where 626 defendants in 
some 60 cases will automatically go free because of 
official impropriety.) As a result, President Johnson 
ordered an end to all electronic surveillance except 
in national security cases. 

At the same time, Senator Edward V. Long 
began to hold hearings on illegal surveillance by 
other federal agencies. His investigation discovered, 
for example, that despite a 1938 Treasury directive 
banning electronic surveillance, IRS agents tapped 
and bugged promiscuously, set up some 24 bugged 
conference rooms, and engaged in breaking and 
entering-all with an arrogance reflected in the 
statement of one agent that everything was justified 
in the battle against criminals.! 0 Moreover, the IRS 
conducted a school in Washington, D.C., to which 
agents came to learn electronic surveillance and 
lock-picking and from which experts were Sellt out 
to install and r~move equipment. 

Other agencies vv~re also disclosed to have 
tapped and bugged wia"ly. One Federal Bureau of 
Narcotics agent testified that he had broken into 
homes "hundreds of times" in the 1950's to install 
microphone surveillances.li If caught, he reported, 
his instructions were to deny that he had been 
authorized to do so by his superiors-even though 
he had. 

The Federal Drug Administration (FDA), the 
post office, and other federal agencies were similarlY 
exposed, In short, America was presented with a 
picture of government agents tapping and bugging 
thousands upon thousands of Americans in knowing 
and flagrant violation of the law, and often in 
equally gross violation of constitutional and other 
privileges-all usually to very little avail. In Kansas 



City, Missouri, it was found that a "saturation 
drive" 3.fP,inst organized crime involving 135 agents 
and at least $2 million had netted only three 
convictions, for which the three defendants received 
sentenoes of six months, four months, and three 
months-what Senator Edward V. Long derisively 
called" minnows." 

During these hearings, bugs in martini olives, 
cigarette packs and other unlikely spots were 
demonstrated. Shortly thereafter, the President sent 
up a bill proposed by his Attorney General, Ramsey 
Clark, to bar virtually all wiretapping. 

At this time, in the mid-1960's, the Supreme 
Court entered the picture decisively and, in the 
Berger and Katz cases,l2 set out the contours of a 
constitutional wiretap statute by approving in 
principle a gambling wiretap in Katz, while strildnr; 
down the New York wiretap statute in Berger as tI.. 

loose. In the course of its Katz decision, the 
Supreme Court finally overruled the Olmstead 
trespass doctrine. Later, in June, 1968, electronic 
surveillance was finally legitimated with the passage 
of Title III of the Omnibus Crime Control and Safe 
Streets Act of 1968. 

The story of the enactment of this legislation 
has been brilliantly told by Richard Harris in the 
December 14, 1968 issue of the New Yorker. It is 
enough to say here that, when President Johnson 
signed the bill legitimating electronic surveillance, 
Robert Kennedy was dead, but his ghost hovered 
over the event. It was he who had stimulated the 
drive agairtst organized crime which fueled the 
demand fo! wiretapping, and it was his assassination 
that propelled the bill out of the House Judiciary 
Committee where Chairman Celler had hoped to 
bottle it up. Adding to the irony was the fact that 
Kennedy had long since lost interest in the 
organized crime drive and was against the bill. 
Moreover, the statute was enacted while Ramsey 
Clark was Attorney General-the only Attorney 
General since Stone opposed to wiretapping. 

These ironies reflected the frailty, if not the 
impotence, of the liberal tradition in America in a 
period of crisis. Americans were frightened as rarely 
before in a time of official peace: they feared street 
crime. black rebellions, radicals, young people, 
organized crime. Hangir.g over everything was Viet
nam. 

Congress had a pretty good idea of how bad 
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the bill was. As Richard Harris reported, "all those 
who voted against it, many of those who voted for it, 
and most of those who didn't vote at all [believed] 
the bill was a piece of demagoguery, devised out of 
malevolence and enacted in hysteria." Nevertheless, 
records Harris, "in the House, only seventeen 
members voted against it, and in the Senate only 
four." 

II. WHAT WE HAVE: 
STATUTORY AND EXECUTIVE AUTHORITY 

A. The Statute 

Wiretapping and bugging are done under two 
forms of authority, the second of which has not yet 
been approved by the Supreme Court: (1) law 
enforcement surveillance under Title III of the 
Omnibus Crime Control and Safe Streets Act of 
1968,13 which requires prior judicial approval; and 
(2) surveillance for national security purposes which 
is done upon merely executive approval. 

Only law enforcement surveillance is subject 
to the restrictions (such as they are) of the 1968 
Act. And despite the length and complexity of the 
statute, the restrictions are not very severe. But 
first, a few words about the facial structure of the 
Act. 

In form, the law bars all interceptions of 
communication except in certain specifically de
fined classes: (l) if done by law enforcement 
officials, pursuant to a warrant issued by a court 
and subject to certain restrictions; (2) eavesdropping 
with the consent of one of the parties to the 
conversation; and (3) certain special situations 
involving telephone company and business monitor
ing. Illegally-obtained wiretapping is not usable in 
any official proceeding, and damages for illegal 
surveillance are possible. States that wish to do so 
may pass legislation similar to the federal act to 
allow their police to use electronic surveillance. 

The preamble promised that electronic sur
veillance would be used sparingly and only for 
serious crimes, and that individual privacy would 
receive greater protection than before because of 
the various provisions prohibiting and/or limiting 
use of the technique, and the provisions of the Act 
would be enforced. 

It hasn't worked out that way. 



• Wiretapping has been used very extensively, 
largely and deliberately for minor offenses like 
gambling and against small-time operators. 

• The conversations of vast numbers of 
people, many of them totally innocent of any 
crime, have been overheard-often in surveilh .. .:o1ces 
lasting for very long periods of time. 

• Few convictions have resulted, and rarely 
for anything more than gambling and some 
narcotics cases. Even in some of these cases, there 
are indications that the wiretap evidence played a 
minor or negligible role in the prosecution. 

• Many of the "protections" of the act have 
been annulled by judge-shopping, statutory 
loopholes, and improper execution. There have been 
almost no successful damage actions to date for 
illegal wiretapping-though this may change-and 
very few prosecutions. 

On top of all this, we have recently lea~ned of 
the huge number of Americans eavesdropped upon 
in the name of national security" without any 
judicial controls, because President Richard Nixon 
and Attorney General John Mitchell thought them 
"dangerous ... 

Much of this was predictable and was, in fact, 
predictM. Indeed, almost all commentators have 
condemned the act as unconstitutional under Katz 
and Berger, but so far, all the appellate courts and 
aU but one district court-and that one was quickly 
reversed-have found the Act constitutional. Never
theless, the facial defects of the statute are many. 
For example: 

• It deliberately allows virtually indefinite 
periods of lis;:ening, because it allows extensions, 
even if nothing is found so IS:lg as there is a 
reasonable excuse for failure to come up with 
something-even though the Berger court con
demned 6Q-day taps as too long. 1 4 

• It draws no distinction between tapping 
and bugging despite the vastly more pernicious 
nature of the latter-one can avoid using the phone 
in many situations, but how does one avoid bugs in 

,one's home or office? Even Nixon had problems 
here, even though he authorized the bugs himself. It 
will be recalled that in the early '60's, the proposed 
bills excluded bugging, but the crime-busters were in 
command in 1968 and they obviously grabbed 
everything they could. 

• The Act allows judge-shopping without any 

1137 

limitation. In consequence, only five or six appli
cations for either initial authorization or an ex
tension have been turned down in the six years of 
the operation of the Act; in New Jersey, for 
example, the second state most prolific in wire
tapping next to New York, a Mercer County judge 
named Frank Klingfield has never refused an appli
cation. In 1972 he issued 134, or one-sixth of the 
national total. In Erie and Niagara counties in New 
York-where there are many judges available-one 
judge issued thirteen out of the fourteen 1971 
orders, and in 1970 he issu-:d eight ou t of nine Erie 
County orders and all ten Niagara County orders. 
Many of these have been suppressed in federal and 
state courts as improperly issued or executed. In 
Albany County, one judge issued twelve out of 
fourteen 1971 orders. A similar situation holds true 
elsewhere, such as in Florida and Baltimore, Mary
land. 

• The Act is not limited to ,serious crimes, 
but allows tapping for a laundry list of federal 
offenses and an almost open-ended list of state 
offenseS-including gambling, marijuana, and" v 
State offense with a penalty of one year or more.1 

S 

• The Act makes no SUbstantial effort to 
limit the surveillance to expectedly criminal con
versations, but allows a broad definition of what 
'may be intercepted. As a result, there is over
whelming statistical evidence that the bulk: of the 
conversations overheard are innocent. It is not 
unlikely, moreover, judging by certain individual 
situations that have come to light, that the statistics 
in question-which are provided by the prosecutor 
and therefore can contain aU the vices of self
reporting now so well documented from our 
experience with the FBI's Uniform Crime 
Reports-are substantiaUy understated. 

These are just some of the faciaUy-obvious 
problems with the statute. One of the relatively 
useful provisions in the statute required prosecutors 
and judges to file reports about the use of Title III 
wiretaps, and for all the definitional and other 
shortcomings of this procedure, the staLtics tell us 
some things about the costs and benefits of court
authorized surveillance. Although statistics have 
been issued for 1968-1973, the 1973 data has not 
yet been fully analyzed in detail. The figures will 
therefore be only apprOXimate, but are probably 
fairly accurate. 



B. The Results as Reflected in the Statistics: 
Volume of Surveillance 

In the first place, the statistics document that 
far from being a rare device to be used only for such 
serious offenses as homicide, kidnapping and 
espionage, electronic surveillance has become a 
routine technique used primarily in gambling cases. 
Other sources indicate that it is used largely against 
small-time operators. Indeed, there seems to have 
been a deliberate campaign against small gamblers 
named "Project Anvil"; a recent interview with FBI 
personnel, discussed below, supports this. 

The statistics show that in the 1968-1973 
period,16 almost 3,500 taps and bugs were author
ized and installed, and almost 160,000 people were 
reported to have been overheard in mor~ than 2.1 

million conversations. Of these, about 48,000 
people were overheard on federal taps and bugs 
authorized by a court order-national security taps 
not included-and some 76,000 on state taps. It is 
not clear that the state figure includes 76,000 
different people, although the federal figure pur
portedly does try to avoid duplication. The over
whelming proportion of the state tapping was found 
to be in New York and New Jersey, with most of it 
in New York. In 1973, for example, New York 
accounted for 46% of all surveillance and New 
Jersey for 29%. This is a slight decline from prior 
years where the two states generally accounted for 
80-85% of the total, with New York always ac
counting for the lion's share. 

The following figures tell the story: 

AUTHORIZED AND INSTALLED WIRETAPS BY YEAR 

Year 

1968 
(6 mos) 
1969· 
1970 
1971 
1972 
1973 

Totals 

Orders 

174 

302 
597 
816 
855 
~ 
3,610 

Combined Federal and State 

Installations People Conversations 

167 4,250 62,291 

290 14,656 186,229 
590 25,812 373.763 
792 32,509 496,629 
839 42,182 5:7,205 

.....ill... 39,788* 495,32't. 
3,490 159,197* 2,131,437 * 

"'These figures are preliminary, in that they are derived from over-all averages reported by the 
Administrative Office. The exact figUres, obtained by analyzing the reports on each iIidividual wiretap 
and bug, are generally close to these averages. 
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Perhaps the most troublesome aspect of this 
massive attack on individual privacy is that, as 
mentioned before, almost none of it is for serious 

crimes like homicide, kidnapping, and espionage, 
but most of it is for gambling and to a rather lesser 
extent for drugs. The following table tells that 
story: 

FEDERAL AND STATE ELECTRONIC SURVEILLANCE BY YEARa 

Year Gambling Drugs Homocide Kidnap Other Total 

Federal Installations 

1969 20 4 0 I 5 30 
1970 120 39 0 0 21 180 
1971 248 21 0 0 12 281 
1972 147 35 0 0 23 205 
1973 81 28 0 0 21 130 

Totals 616 127 0 82 826 

State Installations 

1968 18 68 20 1 60 16'/ 
1969 78 80 19 1 82 260 
1970 204 84 20 0 95+7b 410 
1971 304 104 18 1 84 511 
1972 340 193 33 0 68 634 
1973c 365 201 47 2 119 73~ 

Totals 1,309 '730 157d 5 508+7b 2,716 

aThese figures are drawn directly from the individual reports appearing in the Appendix to the 
Report issued by the Administrative Office of the United States Court, submitted to that Office by 
prosecutors and judges, 

bOffense not indicated. 
cThe 1973 figures are slightly overstated, for they are based on the authorized surveillance~, which 

exceeds the number actual1y installed by a slight amount. It has not yet been possible to determine the 
exact number of installed state surveillances, for there are certain laf'pn~" in the reports, The differences 
between authorized and installed are, however, relativelY small. 

dThe "homicide" figures are greatly inflated, for they include not just murder, bl,lt conspiracy, 
attempts, threats, solicitations, as well as assaults. Why the'latter are lumped in with "murder" is not 
cl~ " . 
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Most of this surveillance has gone on for 
considerable periods of time. Federal eavesdropping 
has averaged 13.5 days, which is less than the 60 
days considered excessive by the Supreme Court in 
the Berger case, but still a high average, given the 
fact that these instruments are usually in continuous 
operation every minute of those days. State officials 
have observed no such time limitations. In 1968, 32 
out of 167 state surveillance devices operated for 60 
or more days-three for as long as 100 to 199 days. 
In 1969, over 20 percent operated for 60 or more 
days, and four transmitted continuously for 200 
days. A similar pattern has continued through 1972, 
when 42 lasted for 60 or more days. Of course, the 
statute, if one reads it carefully, tacitly permits, and 
indeed, contemplates such severe intrusions. As 
noted above, it allows an indefinite number of 
extensions, even if nothing fruitful has developed, 
so long as there is some explanation for the failure 
to overhear anything useful. 

As a result, from 1968 to 1973 the courts 
granted 1,323 extensions on about 3,492 instal
lations. The Senate Committee Report accompany
ing the bill cites, as an example of what the statute 
allows, a 1955 California case which involved 
continuous surveillance for over 15 months. (When 
Senator Hiram Fong pointed out in debate over the 
bill that it held the possibility of indefinite sur
veillance, Senator John McClellan, the bill's floor 
manager, did not deny it.) 

Such h:ngthy continuous surveillance might be 
barely tolerable if we knew that nothing but 
criminal activity were being overheard, but such a 
limitation is practically impossible. Although the 
sta tute explicitly requires that investigators 
minimize the· interception of irrelevan't, innocent 
conversations, this is virtually a technical. and 
administrative impossibility. as the reports of wire
tapped conversations document. Critics of wire
tapping and bugging have stressed the inherently 
unlimited nature of this technique, and the ex
perience under the Act supports this criticism. More 
than a few cases have shown that the statutory 
mandate of minimization has been disregarded by 
both judges and investigators. 

According to the reporting prosecutors' own 
definition and evaluation, an enormously high per
centage of overheard conversations are not "in
criminating," whatever the precise definition of that 
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word. On the state level, for example, the non
incriminating conversations that were overheard 
ranged from 78 percent to 70 percent between 1968 
and 1970. In 1971-72, that figur~ dropped, as the 
states began to concentrate more on gambling, but 
the figure still remained near 50 percent. The 1973 
figures haven't been calculated yet. 

At the federal level, the non-incriminating 
conversations comprised about 18 percent of the 
total in 1969, but rose to 40 percent in 1972. Even 
these fi,gures seem understated, for at least one 
federal court has found that, although federal 
prosecutors reported that 85 percent of a group of 
overheard conversations were incriminating, in fact, 
only five to ten percent were.! 7 More importantly 
perhaps, once we move away from gambling cases
the proportion of incriminating conversations in 
gambling cases is necessarily anq un usually high 
because the phones are generally used exclusively 
for the gambling operation-the proportion of in
nocent conversations overheard is well over 80 
percent. 

The large number of wiretap installations for 
petty gambling in the federal, New York, and New 
Jersey systems indicates it is not being used sparing
ly. Moreover, the recent decision by the Supreme 
Court in United States v. Giordano, U.S. 

, (May 13, 1974), indicates that, contrary to 
Attorney General Mitchell's claims,! 8 he never even 
saw the application to which his approval was 
initialed. 

Moreover, the statutory requirements in 
§2518(4)(e), that the interception end when the 
conversations sought are first obtained unless the 
court orders otherwise, seems to be observed by 
many judges who simply order routinely "other
wise." Thus, although the Supreme Court seemed to 
intend that electronic surveillance be subject to 
more restrictions than a con ... entional search, the 
statute provides less. 

Finally, it appears clear that the statutory 
requirement in. §2518(3)(c), that the or~er issue 
only it' normal investigative proced ures haven't 
worked, won't work or are too dangerous, is not 
being enforced very stringently. Even the one judge 
hostile to whetapping held that the burden .on the 
government in this regard is no t very great. ! 9 

These factors only point up the frailty of the 
reed on which individual privacy has been made to 



depend-the court order system. With respect to 
conventional search warrants, judicial supervision is 
of only limited help, since many judges see them
selves merely as the judicial branch of law enforce
ment operations. Former District Attorney of 
Philadelphia Arlen Specter, an opponent of law 
enforcement wiretapping, has put the matter 
somewhat more delicately; 

Judges tend to rely upon the prosecutor ... 
Experience in our criminal courts has shown 
the prior judicIal approval for search and 
seizure warrants is more a matter of form than 
of substance in guaranteeing the existence of 
probable cause to substantiate the need for a 
search .... Some judges have specifically said 
they do not want to know the reasons for the 
tap so that they could not be accused later of 
relaying the information to men suspected of 
organized crime activities. 

So we find wiretapping routinely available to 
federal and state prosecutors (the latter, of course, 
only in states with wiretap statutes) who want to 
spend the money. And it takes a lot of money, The 
average federal tap in 1973 cost $12,236 and in 
prior years, the average cost for a drug case 
installation was over $ 60,000. The state figures 
purport to be much lower, but are so incomplete 
and inconsistent as to be worthless. Moreover, even 
these llgures are grossly understated in both the 
state and federal reports, for they include only the 
hardware and investigators' and transcribers' time, 
and omit a very substantial amount of lawyers' and 
judges' time in preparing and evaluating the appli
cations for permission to tap and bug, to say 
nothing of the cost of the suppression hearings. 

C. The Results: Successful Prosecutions 

Measured by the rate of convictions, it is hard 
to call electronic surveillance much of a success. It is 
not used Vel! much for anything but gambling, and 
many of the most important urban states
California, Illinois, Pennsylvania, Michigan, and 
Ohio-have not even bothered to accept Congress' 
invitation to allow their police to tap and bug. As of 
December, 1973, 29 states did not feel this was a 
worthwhile technique; of those that allow police 
wiretapping and bugging, five did not even bother to 
use that authority in 1973. 
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Moreover, the single most significant wire
tapping jurisdiction-the federal establishment-cut 
its usage from 210 in 1972 to 130 in 1973-a drop 
of over 35% in one year; this, in turn, followed a 
drop from 281 in 1971 to 210 in 1972, a drop of 
25%, or a drop of over 50% in the two years from 
1971-1973. This sharp drop may be attributable to 
the departure of Attorney General John Mitchell 
frOin the Jusiice Department in early 1972 to 
operate Committee to Re-elect the President 
(CREEP), for the drop coincided with that de
parture. It does indicate that, as some have con
cluded, electronic surveillance is simply not worth 
the cost. The official FBI explanation, as reported 
in an Associated Press story on May 21, 1974, is 
that the FBI has decided to switch "from quantity 
to quality," and will henceforth refrain from going 
after the " 'mom and pop' bookies who are not 
directly tied into the crime syndicate." 20 

The picture as to convictions, purportedly 
resulting from electronic eavesdropping in those 
jurisdictions which do wiretap, is still not complete. 
It apparently takes some 22.5 months to fully 
process a federal case, so the only reliable results 
that I have had a chance to analyze fully are for 
1969 and 1970. I have, however, made a 
preliminary survey of the 1971 surveillances and 
will include that here. Moreover, there is a very 
difficult question of causality: even where 
wiretapping was used in a case, how closely related 
was it to whatever results were achieved? In more 
than a few cases, courts and prosecutors have 
commented on the irrelevance of the wiretap 
evidence. In one state case, the prosecutor himself 
reported that the conviction was not obtained from 
the tap. In many cases involving the disclosure of 
illega~ taps, federal prosecutors have argued that 
whatever wiretapping was done did not produce any 
of the evidence used at the triaL 

Finally, there is the question of appeals and 
reversals. Many federal convictions will be over
turned or are in jeopardy because of the Giordano 
case, and this particularly affects the 1969-70 
interceptions, since the Justice Department's pro
cedures were tightened up afterwards. 

Even without this rather special set of reser
vations, the figures still show very thin 'results 
indeed •. For 1969-71, only 1,037 persons were 
convicted as a result of 491 federal wiretaps despite 



the expenditure of at least $4.5 million on the 
electronic surveillances alone. A more interesting 
figure is that, of the 210 federal taps installed in 
1969-70, only 67, or nearly a "third, were related to 
a conviction- This means that 143 federal in
stallations resulted in little or nothing. 

Most of the convictions were for gambling and 
drugs: of the 1,037 persons convicted, 828 were for 
those two offenses-643 for gambling and 185 for 
drugs. More importantly, my check of some of these 
cases indicates that many, if not most, of these 
gamblers seem to be small operators, and a recent 
study provides some support for this conclusion.21 

FBI Director Hoover opposed the federal anti
gaplbling law because it dealt with what was 
essentially "a function of local law enforcement.,,2 2 

This concern with "local law enforcement" seems to 
have reflected a deliberate policy which has now 
been abandoned as useless. 

Gambling is, of course, supposed to be the 
lifeblood of organized crime, and perhaps these few 
gambling convictions led to something much bigger. 
But apparently the FBI has finally decided that 
things haven't worked out that way. Indeed, most 
experts are agreed that organized crime, whatever it 
is, has not been weakened very much. 

The arrest figures· are, of course, much 
higher-about 1,400 federal arrests in 1969-70 as 
opposed to 550 convictions. But the arrest figure is 
far less siJIlificant. For one thing, 0.ost arrests do 
not result in convictions. And under the statute, a 
wiretap order is not authorized unless there is 
already probable cause to believe that the suspect is 
committing a crime,which is the same standard that 
is required for an arrest. In other words, even before 
the wiretap is installed, there should be enough 
evidence to arrest someone. It is, therefore, difficult 
to know how much the tap contributed, if at all, to 
any arrests. And even with respect to arrests, in 
1969-70 over one-third of the federal wiretap 
installations did not result in an arrest. 

The state results are even more meager: 1,597 
convictions in ~he five and one-half years. Again the 
1969-70 figures are the most complete,23 and they 
tell almost the same story as the federal. For 670 
surveillances installed during that period, only 870 
people were convicted at a reported cost of about 
$1.4 million, with 520, or 60%, in gambling cases, 
even though gambling accounted for only 282 
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installations, or about 40%. Drug offenses, probably 
including marijuana, accounted for another 128. 
More importantly, only about a third of tile 
installations were related to any convictions. 

Not only did 28 states not consider electrcnil;. 
eavesdropping crucial enough to law enforcement ';'() 
pass the appropriate enabling legislation, but e.,,~m 

those that did give their police this authority used it 
very rarely-except for New York and New Jersey. 
1n 1972, for example, all 19 other states with 
authorization installed only about 125 taps and 
bugs out of the 63'4 total. Perhaps there are reasons 
other than its hick of utility, but at first blush, it 
would seem that a crucial investigative device would 
be employed more often. 

Doubts as to the value of wiretapping and 
bugging come not just from these figures, but from 
other sources. Many of the Strike Forces created to 
fight organized crime don't use electronic eaves
dropping very much, if at all, as the New York 
Times report on various prosecutors' readion to the 
Giordano decision indicated. One Strike Force 
prosecutor told author Edith La!lidus: 

It has not often been applicable. We 
have been able to make a case without it and 
we have had more indictments and con
victions than any Strike Force in tp.e 
country.24 

A New York prosecutor specializing in drug cases 
told The Wall Street Journal that its importance in 
such cases was greatly overrated. A random survey 
that I had a student make of major successful 
prosecutions in corruption, drugs and other areas, as 
reported in the New York Times from July I, 1972, 
through June 30, 1973, disclosed ·very little 
electronic surveillance in any but a few cases; and, 
in the few, it was usually consent surveillance 
involving a wired informer rather man the more 
conventional wiretapping. 

While attorney Henry Petersen of the U.S. 
Justice Department tried to provide. Senator 
McClellan with data to show the importance of 
wiretapping and the gambling laws in convicting 
organized crime leaders, his figures showed mostly 
indictments only. Very few leaders, and relatively 
few convictions, related to the wiretaps.2 5 

This lar.k of utility for crime-solving comes as 
no surprise, for it flows directly from the fact that 
wiretapping and bugging are really tools of strategic 



intelligence, not crime detection. And the payoff on 
intelligence is, at best, long-term and indirect, and in 
many instances, very small. Indeed, although one 
cannot be sure, it does seem as if law enforcement 
has not been able to get the kind of intelligence that 
would prevent gangland killings, for example, or 
head off other unfortunate events. 

A type of electronic surveillance that does 
seem valuable and which I personally find 
compatible with the Fourth Amendment under 
proper restrictions is consent surveillance. It seems 
clear that the use of wired informers is both 
necessary and helpful; whatever use electronic 
devices have in extortion and kidnapping cases 
seems to involve this kind of interception. More
over, it can be limited with respect to time, space, 
people, etc. Indeed, all of the cases (except Olm
stead) in which the Supreme Court sustained wire
tapping involved a very precise and limited sur
veillance, and usually with the consent of one of the 
parties.Z6 

But such surveillance should not be exempt 
from Fourth Amendment requirements, as the 
Supreme Court and the statute have done.l7 Con
sent surveillance is merely a specific instance of the 
general problems associl:ted with police use of 
informers. In the past, !;olice have resisted appli
cation of Fourth Amendloent specificity standards 
to informers, partly because it is often difficult to 
specify the individual target-the informer is 
frequently told simply to infiltrate a group and to 
learn What he can. This difficulty has generally 
disappeared when electronic surveillance is intro
duced, for that is usually done when the police want 
to zero in on a specific target. 

This is not to assert that electronic sur
veillance is of no value. We know too little to say 
that, and there probably have been at least a few 
instances where the infonnation gained from the tap 
or bug has been very helpful. District Attorney 
Eugene Gold of Brooklyn, who has become one of 
the most avid wiretappers, claims to have "broken 
the back" of organized crime in Brooklyn with the 
tap in a trailer. Perhaps. So far, little seems to have 
come from that, but it is still early. Moreover, Gold 
apparently had Paul Vario, his chief target, on other 
charges already. 

But social policy cannot be decided by a few 
examples in one way or another. The statistics and 

1143 

practice of the last six years cast serious doubts on 
the claims of the tappers, while the danger to liberty 
and invasions of privacy are indisputable. 

III. NATIONAL SECURITY SURVEILLANCE 

The statute creates a sharp distinction 
between court-authorized taps for crime detection 
and "national security" taps, which have been 
installed without antecendent judicial approval. In 
practice, the line has not been that sharp. In the 
name of national security, FBI Director Hoover 
installed hundreds of bugs in his fight against 
organized crime. As reporter Fred Graham has 
noted, FBI agents apparently had no difficulty 
justifying (to themselves, at least) a tap on a 
restaurant on the ground that the Mafia was a threat 
to "national security.',l8 

The line became blurred even more when the 
Nixon Administration claimed authority to tap 
people whom i~ considered "dangerous" without 
any prior judicial approval, and with virtually 
negligible judicial review if the tap should come to 
light. In case after case, it ultimately appeared that, 
under the national security intelligence claim, 
tapping was done upon people being sought for 
prosecution, raising suspicions that the national 
security intelligence cover was being invoked to 
~void complying with Title III. 19 However, in a 
,tartlingly libertarian decision for a unanimous 
Supreme Court (Justice Rehnquist abstaining), 
Justice Powell denied the government this authority 
where domestic intelligence was concerned in 
United States v. U.S. Dist. Ct., 407 U.S. 297 (1972). 

The decision has been so widely discussed that 
there is little need to elaborate on it. But there are a 
few extremely troubling loopholes in the opiriion
very troubling indeed. 

The first is that Justice Powell explicitly left 
open the possibility that a warrant for intelligenc,:e 
surveillance could be obtained under standards more 
relaxed than normal. Powell declared: 

Moreover, we do not hold that the same 
type of standards and procedures prescribed 
by Title III are necessarily applicable to this 
case. We recognize that domestic security 
surveillance may involve different policy and 
practical considerations from the .surveillance 
of "ordinary crime." The gathering of security 



i.;,telligence is often long range and involves 
the interrelation of various sources and types 
of information. The exact targets of such 
surveillance may be more difficult to identify 
than in surveillance operations against many 
types of crime specified in Title III. Often, 
too, the emphasis of domestic intelligence 
gathering is on the prevention of unlawful 
activity or the enhancement of the 
Government's preparedness for some possible 
future crisis or emergency. Thus, the focus of 
domestic surveillance may be less precise than 
that directed against more convention types 
of crime. 

Given those potential distinctions 
between Title III criminal surveillances and 
those involving the domestic security, 
Congress may wish to consider protective 
standards for the latter which differ from 
those already prescribed for specified crimes 
in Title III. Different standards may be 
compatible with the Fourth Amendment if 
they are reasonable both in relation to the 
legitimate need of Government for in
telligence infonnation and the protected 
rights of our citizens. For the warrant appli
cation may vary according to the govern
mental interest to be enforced and the nature 
of citizen rights deserving protection [quoting 
Camara}. It may be that Congress, for 
example, would judge that the application and 
affidavit showing probable cause need not 
follow the exact requirements of § 25 18 but 
should allege other circumstances more appro
priate to domestic security cases; that the 
request for prior court authorization could, in 
sensitive cases, be made to any member of a 
specially designated court (e.g., the District 
Court or Court of Appeals for the District of 
Columbia); and that the time and reporting 
requirements need not be so strict as those in 
§2518. 

Such a warrant would seem to run directly 
counter to the long-established requirement of 
specificity in Fourth Amendment warrants, a re
quirement that the Supreme Court has said is the 
essence of the Fourth Amendment. 3 0 Moreover, the 
distinction between intelligence and prosecution is 
so thin, as experience demonstates. that it seems 

1144 

unworkable. The result can only be a further 
dilution of Fourth Amendment restrictions in con
ventional criminal prosecution, which would apply 
not just to electronic surveillance but to all other 
investigatory techniques. 

Powell was here participating in the current 
Supreme Court's tendency to allow as "reasonable" 
every prosecutorial effort to dispense with funda
mental Fourth Amendment limitations as to 
specificity, probable cause and scope of the search. 
This has been seen in many areas, such as area 
searches near the border, safekeeping of property, 
searches incident to arrest, stop ar.~ frisk, 3 

1 and 
others. Fourth Amendment "rea'toIl'lbleness" is 
corning to mean little more than that Vle police 
come up with some reason, regardless of the Fourth 
amendment values and precedents the'other way. 

Initially, the Justice Department said it would 
not seek intelligence-seeking authorization of the 
kind suggested by Justice Powell. But in testimony 
just a few weeks ago, an FBI spokesman declared 
that such legislation is being prepared. Hopefully, 
Congress will reject it. The Fourth Amendment 
requirements are riddled with so many exceptions 
already, the standards for probable cause are so 
loose, judicial scrutiny is likely to be so lax wher~ 
internal security or suspected violence is alleged, 
and our experience of abuses from such loose 
requirements is so bad, that this legislation sh~uld 
get nowhere. 

The second loophole was opened by Powell 
when he explicitly limited the Court's con
demnation of warrantless wiretapping to surveil
lance' of domestic groups. The kind of link to' 
foreign powers that will make the group not 
"domestic" is still uncertain. So far, indications are 
that the Justice Department construes "foreign" very 
broadly: it has sought to justify surveillance of both 
the Jewish Defense League and Morton Halperin, 
both indisputably domestic, as "foreign" sur
veillance, and it has been upheld by a district court 
with respect to the former. 3 

2 

The volume of governmental electronic 
surveiIl~ce actually affected by the decision there
fore remains unclear. The Department stated that it 
felt required to turn' off only six taps, leaving 27 in 
operation, a surprisingly low figure if one assumes 
that the various embassy taps were unaffected. 
Another unsettling note appeared just a few weeks 



ago, when David Burnham of the New York Times 
stated that, sometime last August, 82 such taps were 
in operation, even though President Nixon had said 
in 1971 that there were to be no more than 50 in 
operation at anyone time. Why the jump to 82 
from 27 or even 501 

How much national security wiretapping has 
occurred in the past is also hard to estimate. Only 
recently have we obtained any statistics, a.ad these 
are fragmentary and ambiguous. 

In the first place the White House figures, 
released by Senator Hugh Scott and referred to 
earlier, show the following "national security wire
taps ... subject to refinement as the detailed search 
proceeds." 

1945 - 519 
1946 - 346 
1947 - 374 
1948 - 416 
1949-471 
1950 - 270 
1951 - 285 
1952 - 285 
1953 - 300 
1954-322 
1955-214 
1956 - 164 
1957 - 173 
19B - 166 

1959-120 
1960 - 115 
1961 - 140 
1962 - 198 
1963 - 244 
1964 - 260 
1965 - 233 
1966 ~ 174 
1967-113 
1968 - 82 
1969 -123 
1970 - 102 
1971 - 101 
1972 - 108 

(So far, there has been no refinement-the "detailed 
search" ~ay have been derailed by other "detailed 
searches.") 

These figures are probably understated. Be
cause they refer to "national security wire taps," it is 
not clear whether they include bUgs. Also, it is most 
unlikely that they include military, CIA, and what
ever local Red Squad surveillance was done on 
behalf of the FBI, of which there is some evidence. 
The recent information of 82 in one day in 1973 
raises the possibility of a jump to several hundred 
for the year. Moreover, the figures do not disclose 
bow many people and conversations were over
heard. 

We do have some information on the latter 
point from another source. Classified information 
supplied to Senat:Jr Edward Kennedy's staff in
dicates that from 1968 to 1970, the average 
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national secl:rity tap lasted from 78.3 to 290.7 
days. This computation is confirmed by information 
that has come to light involving the cases of the 
Jewish Defense League and Morton Halperin. Since 
the federal taps have averaged about 56 people and 
900 conversations per 13.5-day interception, simple 
arithmetic indicates that each individual federal 
national security tap caught between 5,500 and 
15,000 people per year, and that the 100 annual 
taps of recent years overheard between 55,000 and 
150,000 people per yearl 

Support for this huge figure comes from a few 
items of information that have come out of court 
cases. For example, in the Detroit Weathermen case, 
it has been reported that one tape contained 12,000 
separate conversations, many of them involving 
lawyer-client conversations. 

Except for such episodic disclosures, we ha'Ve 
no systematic information as to the scope and 
extent of such national security surveillance. 

The value of this surveillance has been dis
puted by highlY-informed and experienced experts. 
In congressional testimony this past June, former 
Attorney General Ramsey Clark declared, "I have 
tried to estimate-I do not know that it is possible
the 'Value of the [national security] taps that we 
have. I know that not one percent of the in
formation that we have picked up has any possible 
use." When Senator Edward M. Kennedy asked, 
"What would be the impact on our national security 
if the Executive Branch were to eliminate all 
warrantless tapping at the present time," Clark 
replied, "1 think the impact would be absolutely 
zero.,,3 :3 

Because this security surveillance is carried 
out secretly and solely by the Executive Branch, it 
has been completely unregulated. Although a 
section of the 1970 Organized Crime Act requires 
disclosure of any surveillance by the Attorney 
General to the defendant in a judicial proceeding, 
this prOVision has been violated by the Department 
of Justice in many cases including Ellsberg and 
Kinoy; the Shattuck-Friedman testimony contains 
many mOfe examples. Because judges _ are so 
reluctant to question federal prosecutors' asserti"ns 
and representations-although they are getting more 
sceptical-there doesn't seem to be much that can 
presently be done about the problem. 

There are also indications that this secret 



information may be used for improper purpOSI1"_ 
For example, in a suit by an Arab-American named 
Abdeen Jabara, the FBI admitted tapping him and 
exchanging information about him with Zionist 
groups. Did this include wiretap informa:,:1n? And, 
as noted, it ~eems clear that in many cases, alleged 
"intelligenl:r I information was actually used to get 
informatio .. for prosecutory purpose~" 

Much more could be sa!d about national 
security tapping were there trme "ar\~" space. Its 
danger is obvious; small as are the protections for 
court-authorized taps, they are still much greater 
than are available with the secret and rarely re
viewabje national security taps. The Shattuck
Friedman;estimony shows how feeble are the 
merely in ternal restraints, how poor the 
recordkeeping which makes it even har.der to 
enforce the almost negligible accountability that is 
now feasible. 

The Kissinger tap on the newsmen and govern
mental aides, the widespread tapping of dissidents 
(Martin Luther King, Jr. and other blacks) taps on 
dissenters and on a wide variety of Americans-all 
have made it clear that "national security" is often a 
euphemism for personal or political security in an 
uncomfortable echo of Charles Wilson's "What's 
~od for GM is good for America." 

The ideals, on which this country was 
founded and by which we still purport to live, do 
not allow us to countenance the kind of claim for 
unlimited anc: uncontrolled surveillance that is made 
in their name, whether for foreign or for domestic 
purposes. There are bills pending in Congress to try 
to exercise some control over this wild card in our 
constitutional deck, and hopefully, the post
Watergate climate will get them passed. 

IV. THE WAR MENTALITY 

The p~:'ture is thus quite clear: wiretapping is 
of no significant value in crime detection or crime 
prevention. Its primary value, both understood and 
intended by its proponents, is as a tool for 
"strategic intelligence." And even here, the results 
are sometimes useful, but often worthless, and at a 
heavy cost. 

Yet much more is at stake than simply poor 
results and heavy expenditures. Not only is the 
privacy of millions of Americans invaded by these 
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efforts to obtain "strategic intelligence," but the 
national attitude toward the social problems that 
create the dangers, both real and imagined, is 
distorted and corrupted. "Intelligence" is a weapon 
of war, and the same mentality that seeks the right 
to wiretap and bug fellow Americans and others, 
urges us on to a "war on crime," to destroy the 
"enemy within." It is the same mentality that uses 
the weapons of war against political enemies, and 
that justifies illegality, break'Ins, and perhaps even 
murder "gainst "enem::'~s," as presidential chief 
domestic adviser John Ehrlichman's testimony 
before the U.S. Senate Watergate Committee shows. 
For after all, all's fair in love and war. In hearings 
before Senator Long's committee, one organized 
crime-fighter said he would do anything, regardless 
of legality, to fight organized crime. John 
Ehrlichman took a similar position" with respect to 
the break-in on Daniel Ellsberg's psychiatrist. And, 
when narcotics agents terrorized innocent people in. 
drug raids in Collinsville, Illinois, in Massachusetts, 
and elsewhere, that was justified in the same 
way-one of the top drug administrators referred to 
the people involved in drug activities " "vermin" 
and said, in effect, that everything is OK in the war 
against drugs. New York Times' columnist Tom 
Wicker drew appropriate parallels in his column on 
May 4, 1973, when he pointed out that "vermin, 
gooks, slopes" are all lumped together as "enemies" 
and subhuman. Collinsville and Cambodia, vermin 
and Vietnam-all are part of the same military and 
war-like approach to social problems, 

Nor does this stop with "enemies" out there. 
Those with the war mentality become obsessed with 
informers and traitors, and surveillance takes place 
on those in the inner circles. The "enemies" come 
closer and closer. It became necessary for the Nixon 
Administration to bug and tap not only radicals and 
crooks but its own people, including William Safire, 
the President's speechwriter, who wrote, "in re
strained fury," about being tapped. About this 
tapping he wrote: 

'National security,' my eye-during the 37 
,days in July and August of 1969 that some 
agent in earphones was illegally (as the 
Supreme Court later found) listening in to "my 
every word, I was writing the (sh!) President's 
message and speech on welfare reform. 3 4 



And the Watergate hearings disclose further that the 
President and his top aides were secretly taping their 
conversations with others and with each other. 

It is this frame of mind that seeks to 
legitimate wiretapping, that talks of "fighting fire 
with fire," and of winning the war against crime. In 
this respect, the foreign and domestic uses run 
together. Prof. David Brion Davis has shown how 
ready Americans have been to imagine terrifying 
threats from conspiracies and subversion, and how 
the reaction has usually been excessive. In a recent 
review of Dumas Malone's fifth volume on 
Jefferson, writer Garry Wills noted how a fear of 
internal enemies who would undermine and destroy 
the foundations of the Republic, corrupted even so 
free a spirit as Jefferson in the Burl' trial, and how 
such attitudes led to the notions of "un
Americanism" and the virtual outlawry of what that 
is supposed to cover ,35 The fears that have f~d such 
overreactions have also produced the mentality that 
recognizes no restraints, that revels in "dirty tricks," 
and that virtually equates national with personal or 
political security. 

Some of the dangeni of such an attitude were 
discussed almost 40 years ago by Dr. Max Radin, 
the late noted law educator. 

We are invited periodically, in the newspapers, 
from the pulpit, on the air, to engage in a war 
on crime. The military metaphor is so per
sistent and carried out in such detail, that we 
can scarceiy help taking it for granted that 
somewhere before us, there is an entrenched 
and hostile force consisting of men we call 
criminals, whose purpose it is to attack 
Society, that is to say, us. The matter is 
presented as a simple enough affair, and it is 
assumed that if we fight valiantly, we will win 
and conquer the enemy. 
And then? Unfortunately, we are not quite 
clear wlll't is to happen then. 

Last year Dean Francis A. Allen of the 
University of Michigan Law School wrote: 

Wars are attended by certain incon
veniences, and one of these is a war psy
chology which, with only slight en
couragement from circumstances or special 
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pleading, can be quickly converted into a war 
psychosis. A society in such a mental state is 
not likely to achieve an accurate grasp of 
reality, to establish sensible priorities, or to 
make correr t calculations of socia! costs in
volved in policy alternatives. Evidences of 
these distorted perceptions abound in con
temporary statements about law enforcement. 
Thus one frequently encounters the reflex of 
politicians and law enforcement spokesmen 
that attributes disturbing criminal occurrences 
to nation-wide conspiracies (usuallY of a 
radical cast) or to the efforts of 'outside 
agitators.' Few of these assertions are ever 
confirmed by competent evidence. 

The issue, of course, goes beyohu the 
matter of law enforcement efficiency. One 
who elects to launch a war on crime should be 
aware that he is electing to engage in civil 
war.36 

And Professor Leslie T. Wilkins has noted that 
the result of such thinking is evasion of the reai 
problems by personifying them, by thinking that by 
catching some criminals-and these can never be 
more than a small percentage of law-breakers-we 
have contributed to a significant reduction in a 
crime. 

All these dangers will be compounded by new 
technology, as surveillance devices, developed for 
the CIA and others for use in Vietnam against 
foreign enemies, are transferred to civilian life in the 
battle against domestic enemies. 

In this nation, we have a history of fear of 
conspiracy, of foreign influences, a fear that has 
frequently produced great repression for little cause. 
Wiretapping is an essential element of this 
repression; it seeks to reach into the mind and 
thoughts of "the enemy within." It has little or no 
place in a free society and luckily there is no great 
need for it. 

V. SOME PROPOSALS 

Outright repeal of the legislation legitimating 
electronic surveillance is the only sensible approach. 
However, if that is not politically feasible, the 
follOWing amendments may do some little good: 

1. Ban state wiretapping. The results are very 



meager; the abuses, such as judge-shopping and 
lengthy surveillance, are very great; and there is 
little basis for allowing it to continue. If allowed at 
all, limit the authority to tap to murder and 
kidnapping, carefuly and properly defined. 

2. The federal authority should be limited to 
murder, kidnapping and espionage. Congress should 
insist that wiretapping and bugging are not routine 
investigative techniques to be used for gambling and 
drug cases, but are dangerous devices that can be 
allowed only for the gravest of threats. 

3. Lengthy, continuous surveillance should 
not be pennitted. Extensions should not be granted 
except in rare cases. There should be a maximum of 
five days for any surveillance unless it is absolutely 

,clear to a court that one additional 'five-day 
t'xtension is necessary. Moreover, the type of 
conversation to be intercepted should be specifically 
11~:,cribed: the parties thereto, the subject matter, 
the 'time when it will take place. The practice of 
listening in on hundreds of conversations in order to 
catch a few that are "incriminating" must end. If it 
cannot, then electronic surveillance is so clearly 
incompatible with the Fourth Amendment that it 
should be prohibited entirely. 

4. Room or house bugging should be 
prohibited. A significant number of surveillances 
(five percen1 in 1972) are of this variety, and it is 
especially indiScriminate. One can perhaps refrain 
from using a telephone, but with a room bug in the 
home or office, there is truly no place to be free 
from the "big ear." The draftsmen of the statute 
ignored this difference between tapping a telephone 
and bugging a room or a house, and ran them 
together, probably quite deliberately. 

5. Notice must be made available to all 
people who are identifiable as having been over
heard. 

6. Challenging a tap or bug should be avail
able to anyone against whom evidence obtained 
from the surveillance is it.' be used, either directly or 
indirectly. 

7. Damages should be available against the 
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government for improperly authorized surveillance, 
except where the eavesdropper acted on his own. 

8. A Study Commission has been established 
pursuant to the Act. It should not contain any 
members appointed by the Executive Branch, since 
it is that Branch whose acts are being evaluated. 
Eight members should be appointed by the majority 
party leaders in the House and Senate and six by the 
minority party leaders, with a Chainnan to be 
chosen by the Chief Justice. 

9. A joint congressional committee should be 
est a blished to oversee all national security 
surveillance. It should obtain a detailed annual 
report from all agencies of the Executive Branch 
engaging in such surveillance and should issue a 
public report of the non-classified material. If 
national security intelligence surveillance is to be 
permitted, it should only be pursuant to a court 
order, and should be very narrowly confined. 

Wiretapping and bugging are "dirty business" 
and it is now clear that they do not help to solve or 
even prevent much crime. They are eXilensive, 
time-consuming, and gravely threaten a free society. 
The Act should be repealed, and we should return 
to the flat ban of former §605, with some 
strengthening of the provisions for damages and 
other enforcement devices against such practices. If 
that is not politically feasible, then we should try to 
impose some limits on th.ese pernicious practices 
that would at least bring them within hailing 
distance of the Bill of Rights. Perhaps the Watergate 
disclosures and their fallout will awaken the nation 
to the grave dangers it faces from "men of zeal," 
who often are not "well-intentioned," and are 
certainly "without understanding.,,3 7 
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Notes to REFLECTIONS ON SIX YEARS OF 
LEGITIMATED ELECTRONIC SURVEILLANCE 

by Herman Schwartz 

1. New York Times, February 2, 1974. 
2. New York Times, May 9, 1974, p. 43, 

col. 7. 
3. Olmstead v. United States, 277 U.S. 438 

(1927). 
4. Informal authority to gather intelligence 

against Fascist and Communist thteats was first 
given to J. Edgar Hoover by President Franklin D. 
Roosevelt in 1936. See John Elliff, Crime, Dissent 
and the A ttomey General, 154 (1971). 

5. The story is told vividly and thoroughly 
in Victor Navasky's Kennedy Justice (1971) and the 

-next few paragraphs draw on that. 
6. Kennedy Justice, p. 49. 
7. Hearings on Controlling Crime through 

More Effective Law Enforcement Before the Sub
committee on Criminal Laws and Procedures of the 
Senate Judiciary Committee, 90th Cong., 1st Sess., 
957-58 (1957). 

8. Kennedy Justice, p. 78. 
9. See President's Commission on Law 

Enforcement and Administration of Justice, Task 
Force: Orgmized Crime, p. 29 (1967). 

10. Hearings on Invasions of Privacy Before 
the Subcommittee on Administrative Practices and 
Procedures of the Senate Judiciary Committee, 89th 
Cong., 2d Sess., 1252-53. (1966). 

11. ld. at 1954. 
12. Berger v. New York, 388 U.S. 41 

",~967); Katz v. United States, 389 U.S. 347 (1967). 
13. 18 U.S.C. §2500 ff. 
14. 18 U.S.C. §2518(l) (f). 
15. 18 U.S.C. §2516(1), (2). 
16. A rather elaborate analysiS of the 

statistics and related material for 1968-71, some of 
which is summarized here, appears in my ACLU 
Report, The Costs and Benefits of Electronic 
Surlleil/ance(~ ')73). 

17. United &ates v. King, 335 F. Supp. 
523,542-43 (S.D. Cal. 1971). 

18. Elliff,op. cit., p. 68. 
19. United States v. Whitaker, 343 F. Supp. 

358 (E.D. Pa. 1972), rev'd, 474 F. 2d 1246, (3d Cir. 
1973). 

20. BuffalO Evening News, May 21, 1974, P. 
17, col. 2. 

1149 

21. Edith Lapidus, Eavesdropping on Trial, 
16! (1974). 

22. ld. at 68. 
23. There are almost no reports for the 

1968 installations. 
24. ld. at 162. 
25. See 1I8 Congo Rec. S11159 (daily cd. 

July 2~, 1972). The correspondence is examined in 
detail in my 1973 ACLU Report at 84-85. 

26. The cases are discussed in H. Schwartz, 
The Legitimation of Electronic Eavesdropping: The 
Politics of "L.J.w and Order," 67 Mich. L. Rev. 455, 
464 (1969). 

27. United States v. White, 401 U.S. 745 
(1971). 

28. Fred Graham, The Due Process 
Revolution, 273 (1970). 

29. This inclUdes the Ellsberg, Harrisburg, 
Leslie Bacon, Detroit Weathermen, Jewish Defertse 
LeagUe and Chicago Conspiracy cases, and many 
other cases. The list is collected in the Shattuck
Friedman testimony cited earlier. 

30. Berger v. New York, 388 U.S. 41, 55-56 
(1967). 

31. Almeida-Sanchez v. United Statts, 93 S. 
Ct. 2535 (1973); Cady v. Dombrowski, 93 S. Ct. 
2523 (1973); United States II. Robinson, 94 S. Ct. 
467 (1973); Adams V. Williams, 407 U.S. 143 
(1972). 

32. Zweibon 11. Mitchell, 363 F. Supp. 936 
(D.D.C. 1973), appeal pending. 

33. This and the Justice Department testi
mony appeared in Hearings on Warrantless Wire
tapping Before the Senate Subcommittee on Ad
ministrative Practices and Procedures of the Senate 
Judiciary Committee, 92 Cong., 2d Sess., S3 
(Cark), 18 (Justice) (1972). 

34. New York Times, AUgUst 9,1973. 
35. Garry Wills, An Un-American Politician, 

New York Review of Books, May 16, 1974, pp. 9, 
11-12. 

36. Allen, Reflections on the Trials of Our 
Time (Holmes Lecture 3/15/73). The Radin quote is 
from Dean Allen's Lecture. 

37. The quoted words are from Brandeis' 
well-known warning in his Olmstead dissent about 
"men of zeal, well-meaning but without under
standing." 277 U.S. at 479. 



Hearing, Wednesday, June 25, 1975 

Washington, D.C. 
The hearing was convened at 9:35 a.m., in Room 

6202, Dirksen Building, William H. Erickson, 
Chairman, presiding. Commission members 
present: William H. Erickson, Chairman; Richard 
R. Andersen, G. Robert Blakey, M. Caldwell Bu
tler, Florence P. Shientag. 

Staff present: Kenneth J. Hodson, Esq., Execu
tive Director; Michael Hershman, Esq. 

PROCEEDINGS 

CHAIRMAN ERICKSON: Ladies and gent
lemen, this meeting of the National Wiretapping 
Commission is now called to order. 

We have a very tight schedule, and for that 
reason, as we proceed we are going to try to stay 
within the confines of the schedule that we have 
set. 

Before covering the matters that we will go into 
today, I would like to suggest to ,,11 of the witnesses 
that are here today that where opening statements 
are to be used, we will appreciate each witness ten
dering to the reporter the opening stateli1ent with 
the thought that that statement will be included in 
its entirety within the record of this proceeding. 

But for the sake of brevity, in order to keep this 
meeting within the time frame that we have, we 
would appreciate each witness attempting to sum
marize that opening statement in his own way 
within a period of five minutes and then, of course, 
the questioning will proceed by the staff in order to 
develop the areas upon which each of you has been 
asked to testify as experts in the field. 

When Title III of the Omnibus Crime Control 
and Safe Streets Act, the so-called Federal Wiretap, 
was enacted, its proponents acknowledged a well
known fact: Section 605 of the Federal Communi
cations Act provided practically no deterrent,to the 
use by police and by private individuals of 
telephone taps and room bugs. 

In drafting Title III, they provided severe penal
ties, $10,000 and five years in jail as the penalty for 
violation, and also provided for the confiscation of 
the equipment, liability for civil damages for all 
wiretapping electronic surveillance, except that 
which was specifically permitted by the Act. 

It was believed that this approach would stamp 
out illegal eavesdropping but would permit the use 
of wiretaps and bugs under carefully restricted cir-

cumstance~ such as for law enforcement and with 
the consent of one party or with the approval of the 
court or by the telephor!i~ company to check on the 
adequacy of its service. 

The hearings conducted by the Commission in 
the past have dealt mainly with wiretapping and 
electronic surveillance as related to law enforce
ment, with emphasis on the problems involved in 
obtaining and executing court-authorized wiretaps. 

During the next three days of hearings we shall 
be discussing illegal wiretapping as it affects the 
general public, covering such areas as industrial 
espionage and use of electronic surveillance by 
private investigators. 

We will also hear about the monitoring of 
telephone calls by the telephone company. 

We will hear testimony from people who have 
knowledge of and experience with illegal wire
tapping and bugging and with the manufacture and 
use of electronic surveillance devices. 

We hope to present to the Commission and to 
the public valuable information of the nature and 
scope of illegal wiretapping activities in the United 
States today. 

We will begin by hearing from manufacturers of 
electronic surveillance equipment regarding the im
pact of Title III provisions on their sales and seIling 
procedures. We shall then hear from a convicted 
private investigator, have a display and demonstra
tion of electronic surveillance equipm. nt, and hear 
from three witnesses who have bet>- concerned 
with instances of illegal police wiretapl :mg. 

Tomorrow we shall open the testimony on a case 
of illegal political wiretapping and hear from wit
nesses on the potential and extent of industrial 
espionage and then present panels of representa
tives of companies offering counter-measure or de
bugging services and equipment. 

Friday we will hear from a representative of the 
Department of Justice who will discuss enforce
ment policy regarding Title III violations. 

Then we will close the hearings with testimony 
from three witnesses on telephone fraud and 
telephone company monitoring and a discussion of 
pre-1968 electronic surveUIance in organized 
crime. 

Since we expect to hear from a total of 22 wit
nesses in only three days, we ask that questions be 
confined to the suggested relevant areas of inquiry 
for each topic. 
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We open our hearings today with a three
member panel of manufacturers of surveillance 
equipment. 

First we welcome Mr. Andy Bower of Ben & 
Howell. 

Next we have Jack N. !-Iolcomb, president of 
Audio Intelligence Devices, one of the leading 
manufacturers of electronic equipment, from what I 
understand. And Mr. Holcomb, I believe, has the 
background of having worked in this field for more 
than 25 years. 

The third member of the panel is Mr. Michael 
Morrissey, formerly associated with B. R. Fox, Inc., 
a small company which developed electronic sur
veillance techniques and devices before it was dis
solved in late 1974. 

Mr. Bower, I understand Bell & Howell is 
represented by counsel. Will counsel please identify 
himself for the record. 

MR. DORSEN: My name is David M. Dorsen, 
from Washington, D.C. 

CHAIRMAN ERICKSON: Mr. Dorsen, do you 
intend to participate in any of the questions by an
swering or offering advice? 

MR. DORSEN: No, Mr. Chairman, I think Mr. 
Bower is the witness and will be happy to answer all 
your questions. 

CHAIRMAN ERICKSON: All right. 
Will you gentlemen kindly stand and be sworn. 
[Whereupon, A.T. Bower, Jack N. Holcomb, and 

Michael Morrissey were duly sworn by the Chair
man.] 

MR. HODSON: Mr. Chairman, before the wit
nesses begin to testify, in order to expedite the 
proceedings, I would like at this time to suggest to 
the Commission that all opening statements, all our 
staff reports, and all staff exhibits be entered into 
the record. 

CHAIRMAN ERICKSON: Is there any objec
tion? 

Hearing none, it is so ordered. 
[The documents referred to follow.] 

VIEW FROM THE BASEMENT 

[Note: Names of persons and places in this account have been 
changed to protect the "personal health" of the man known as 
George Nantes. I 

George Nantes has given the Commission a rare and valuable 
glimpse into a basement operator's world. This May he spent a 
day\vith some of our staff talking about the origins, techniques, 
business associations and ethics of his career as a self-taught 
manufacturer (and occasional installer) of electronic eaves
dropping equipment. 

Nantes is a man of the street. He is also a professional. His 
craftsmanship rivals that of the big electronics firms and his 
ethics reflect those of the straight business world. 

Nantes was born in 1928. He grew up in the Pacific 
Northwest. His father, a second-generation Bolivian, had mar-

ried a Bolivian woman and led a marginal life as a restaurateur 
and dealer in exports-imports. At an early age Nantes began tin
kering with electric gadget!"). He built his first crystal set at 12 
and his first marketable radio at 13. He left high school in 1944 
to attend an RCA electronics institute-bribing its director with 
a gift of foreign postage stamps so his age wouldn't be held 
against him. During the last years of World War II he built radios 
and hawked them to sailors. 

He joined the Army in 1947. Angered by a racial slur ,from a 
sergeant, he went AWOL, turned himself in 10 months later, 
spent a year in stockade, and left the Army on a bad conduct 
discharge. 

For the next 18 years Nantes skipped through a series of elec
tronics jobs: TV repairs, technical writing, radio transmission 
work, more TV repairs. He earned between $100 and $300 a 
week and from time to time set up his own TV repair business. 
Most of the time, though, he worked for others. 

He recalls one employer of the early 1950s with enthusiasm: 
"The boss took us to a whorehouse every morning before work. 
He brought girls over during business hours, too. We sure 
worked hard for that guy." 

Midway through this period Nantes got married. "What a 
mistake that was," he says. He left home after two years, went to 
sea as a merchantman, and occasionally sent his wife money "to 
pay her booze bill." When he returned after six months he found 
his wife had "scored" with his business partner and forced him, 
Nantes, out of his own company. Apparently they did this with 
his mother's help. 

"After that I was in a real depressed state," he says. "I took up 
with a girl who was an addict and she turned me on to heroin for 
five or six years, 1959 to 1964. I supported the habit by stealing 
and robbing, and they busted me a dozen times or so. Usually I 
got a suspended sentence, but the last time they sent me to jail. I 
did 10 months there. 1 just sat around and cold-turkeyed it, 
cleaned myself up from the H. and it was then that I first got to 
know the police. " 

A year after his release Nantes married again-a "nice" girl 
whose father had worked for Roosevelt's European recovery 
program. He set up his own TV repair firm, handpicking a 
wealthy clientele and earning a little over $300 a week. This 
business lasted until he got hooked by the lure of bigger money 
i.n electronic surveillance. 

Today Nantes is still married but he has also taken up with the 
wife (now divorced) of a well-known novelist. "I divide my time 
in half, n he says. "Now and then one woman yells about the 
other, but I just dismiss it from my mind. My wife is not very 
earthy, not sexually attuned. She floats through life. The other 
one screams and hates my wife and threatens to kill me if I don't 
divorce her." 

"I do what I want. They're all creatures of emotion. In a crisis 
women break down, cry and sob. They aren't bright enough to 
work with me on bugs. My wife says what I'm doing is right 
because it slows down the drug traffic. The other one says, 
'Wow, your life sure is exciting!' I say, 'Come on down to my 
basement and see just how exciting it is.' n 

How did Nantes come to layout his story for liS? He stepped 
across the threshold of the law once too often, Two years ago a 
man named Clive, who said he was a private investigator, bought 
some bugging eqtiipment from Nantes. Clive then introduced a 
colleague from New York named Pedro. Later, on the phone, 
Nantes made the mistake of selling Clive some bugs for delivery 
to Pedro in New York. This was an illegal transaction under 
Title III Federal Wiretap Act. Soon afterwards Nantes was drink
ing coffee in his room when Clive and Pedro came in with a half
dozen other men. Clive said he was with the U.S. Attorney's of
fice, Pedro said he was with the DEA, and the others said they 
were with two or three different law enforcement agencies. They 
invited Nantes downtown. 
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"They had me cold," he said. I figured I hadn't done anything 
wrong and could beat it in court, but I didn't want to layout the 
money. So I talked to them. I gave them a few cases. " 

The cases, which involved mafiosi, are still pending. Although 
he was forced to testify, Nantes found he liked it. He is still an 
informant today. "I don't owe the law a thing," he says, "but I 
enjoy wising them up. They told me it would endanger my per
sonal health. Well, I'm not constituted to have a quiet life." 

With a guarantee of anonymity, Nantes agreed to talk with us. 
We asked him why he wanted to do it. "Oh, I don't have any 
heart-throbbing motivation," he said. "You guys might even 
revise the law in a way that hurts me, but I'll still tell you things 
other guys wouldn't. It breaks up my week." 

Working With the Narcotics Squad 

Nantes showed up for the interview wearing beltless navy blue 
trousers, a half-mod blue jacket and a flowery blue sports shirt 
open at the neck. He chain-smoked through seven hours of con
versation. 

After talking about his early life he told us how he became a 
basement operator in 1967. A girl who lived across the street 
from his apartment introduced him to an out-of-state policeman 
working for a county prosecutor's office. They talked about 
bugs, and the policeman showed Nantes X-rays of equipment 
designed by a well-known basement operator, Zebra. Nantes' cu
riosity got the best of him. Promised a big payment, he set to 
work making bugs for the policeman. 

"The X-rays were too crude to help," he says. "I spent many 
sleepless nights working out my own design. Finally, after three 
months, '( developed a free-running oscillator with an audio am
plifier. It was a little over an inch in diameter, ran off a nine-volt 
battery for about 30 hours, and transmitted at 115 megahertz. 
I'd never seen another bug or schematic before, just invented my 
own." 

The out-of-slate policeman never paid up, so Nantes con
tacted ont: of the detectives who had arrested him for drug pos
session. The detective· brought along his boss, Sergeant Harry 
Whorton, and soon after that Nantes was selling $25 bugs to 
Whorton's special narcotics unit on a more or less regular basis. 

"The narc unit was my bread and butter for nearly two years," 
Nantes says. "Little by little ail the cops in the unit came 
knocking on my door. I sold them $25 room bugs that cost $6.00 
to build. After a while I studied Zebra's bugs real well, and some 
of Jim Zayres', and some of Century's. Mine were the best. They 
wiped out all the rest. And so I progressed into phone bugs, the 
same oscillators with a trigger switch. Ninety-nine percent of my 
business came from the narc unit and other city police. I raised 
my price to $100 for a device that took me 20 minutes to make. 
The components could have gone into any thing-TVs, radios. 
They were easy to get. The capacitors and transmitters came 
from Mouser Corp. in California, the mikes from Tibbeths in 
Maine, that's just about it." 

One day the cops asked me to install a telephone device. I did. 
During 1969 and 1970 I put in lots of phone bugs, taps and a few 
room bugs for the narc unit. They never mentioned court orders. 
I figured that was their business. Later I learned they had no 
court orders, but I never asked them if they were doing iIIegals. 

"I must have done a half-dozen wiretaps for the narc unit from 
1968 to early 1970, and I sold them about $10,000 worth of 
equipment. They usually paid cash up front. Only once did I take 
a cop's per30.~,,! check, but I took quite a few checks from the 
unit itself. They kept coming back for more even after they had 
a whole shitload of the stuff. They said it was hard to get to. This 
was after 1968. It was like Title III never happened. 

"One night Danny ATvaroa of the narc unit came to my place. 
They always wanted things done at inopportune times. Alvaroa 
took me downtown to a plant they'd set up in a basement. 
They'd forced the apartment superintendent to let them use the 
room after they caught him making it with some broad-getting 
fellated, you might say." 

"The tap they'd put in wasn't working. I fixed the wiring in 10 
minutes and went home. The next morning Alvaroa woke me up 
and said. 'We've got them!' Using information from the wire, 
they'd picked up about 100 kilos of H from Argentina. Later it 
turned out that they'd pocketed some of the money but arrested 
the dealers anyway." 

Nantes' work with the narcotics unit gave him a cynical view 
of police behavior. "Nearly every narc guy I dealt with is in jail 
now or heading there," he says. "That's 30 or 40 of them. Whar
ton is in jail. Alvaroa is in jail. Two other guys have killed them
selves." Nantes' business associates were convicted on charges 
of illegal wiretapping and shaking down suspects. 

"Cops are human," he says. "They smoke marijuana like any
one else. I've often seen them high at my place. And they turn 
their back on crimes their informants commit." 

"If a cop earning $15,000 to $20,000 gets offered a bribe 
worth 10 years' salary, he'll take it for sure. Why should he be 
different from the rest of us, even with the oath he takes? But 
cops do have a mentality of their own. You ask them why they 
steal money from a dope dealer and they say it's "dirty" money. 
If they shake down a whore or a bookie, who are they hurting? 
Police departments are closed corporations. Sons learn from 
their fathers. They think they're fighting crime when they steal 
money from a bookie." 

Installing Illegal 

Through Wharton, Nantes met two private detectives named 
Rooney and Cummings. They were ex-cops, and Nantes calls 
them "slimy." Nevertheless he did business with them for several 
years. Rooney looked like Dick Tracy and Cummings looked 
like Tracy's sidekick Pat Patten. 

On his first wire job for the two private eyes in 1968, (after 
Title III) Nantes posed as a telephone repairman. Someone in 
the building spotted him, demanded his identification, and said, 
"I didn't know Bolivians worked on telephones." "Oh," replied 
Nantes, "there's more of us all the time." The phone he was sup
posed to tap was out of order, so Rooney and Cummings refused 
to pay him. 

Nantes got even by installing a defective drop-in mike in the 
house of an old woman whose son had reportedly embezzled 
several million dollars. Rooney and Cummings paid Nantes $300 
for the bug, and Rooney sat around for a couple of days without 
hearing a thing. Finally, by chance, he saw the suspect entering 
the house. He tailed him to the Bahamas, then offered Nantes 
$500 to drug the man and bring him back. Nantes refused. 

Another time, Rooney and Cummings had Nantes bug the 
phone of a dispatcher in a big warehouse. "The two dimwits 
tripped a police alarm and I found myself staring into a 38 
revolver," Nantes says. "I acted like Cummings was my boss and 
we were working late at the warehouse. When Cummings played 
his part okay, the cops left. We bugged the phone at the request 
of the foreman and put a tape recorder in his office. The 
foreman never caught the dispatcher" ,ing anything wrong. One 
day he called me, though, to say he was depressed by all the bad 
things he overheard his men saying about him in the dispatcher's 
office. " 

The only other non-police job Nantes told us about had to do 
with a bandleader whose wife was "screwing everybody in the 
neighborhood." The band leader asked a telephone repairman to 
bug his wife's bedroom, the repairman introduced him to 
Nantes, and Nantes brought his two shifty colleagues into the 
case. For $2,000 Nantes bugged the bedroom. 

"It was a bad job," he says. "The problem with iIIegals is you 
can't handle the accidental crap-in this case it was a radio sta
tion lobe (signal) that interfered with my transmitter. For $50 I 
hired a junkie to yank out the bug. He got caught by the 
landlady and swallowed it. I said, "Don't give me any sad story, 
vomit it up." He did, wire and all. 
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Nantes has sold his hardware to a few private businesses, but 
not often and not in large lots. He has also done a dozen or so 
debugging jabs. "I never found anything," he says. "I charge 
$500 a phone and $200 a room. I don't really want to do this 
kind of work so I charge what the traffic will bear. 

Nantes is a sports car buff. He owns an Alfa-Romeo, a Spider 
and a Mercedes 6.3 with a "super engine." As a buff he got to 
know Ralph Fields, the owner of a high-class imported car salon. 
One day Fields cal1ed him up and said a friend of his, Severina 
Dufy, wanted her apartment debugged. "I went over there and 
the doorman checked me out real good," Nantes recal1s. 
"Upstairs I knocked, the door opened, and this naked girl took 
me by the hand to a sofa and started kissing me. She jumped on 
my lap. What do you charge? she said. I said $500. 'Will you 
take it in trade?' I said no ma'am, I want cash. 'What's the 
matter, don't you like me?' Sure, I said, I'll give you $10 off. She 
threw me out of the apartment." 

"Next week Fields called again and sent me to debug another 
whore, Justine D'Arcy. The door opened and she was naked, 
too, 6'3" tall, in her early 40s, no eyebrows. Same thing hap
pened. Fields wasn't doing me any favors! Later I learned the 
Dufy broad had been bugged. They found the transmitter but 
nothing came of it, no indictments. Somebody must have made a 
deal." 

Going Interstate 

Nantes' income suffered a heavy blow when the narcotics unit 
was broken up. "It took lots of money out of circulation," he 
says. "The few guys who weren't put away were leary of me. 
They even crossed the street whell they saw me coming. Fortu
nately, about that time 1 started bnmching out. I weat interstate. 
An ex-FBI agent introduced me to a retired cop who was work
ing with a sheriffs office in Florida. When I met the sheriff we 
closed a deal for $10,000 worth of equipment. His office bought 
pocket transmitters, slave units, harmonica bugs, tape recorders, 
series and parallel wires, drop-in mikes, the works. 

"Believe me, I didn't make a thing. The sheriff took me into 
his office and asked what was in it for him. I had to give the 
bastard $l,OOn worth of tape recorders, telephone bugs, a radio 
and an attache case. Boy, was he greedy! His officers wanted 
money, but I gave them some equipment and took them out 
drinking. I blew $300 in booze, and then they wanted me to go 
out and help them beat up queers. 

Three weeks later, when he was driving the equipment to 
Florida, Nantes sma5hed up his $10,000 BMW-2800 and got a 
bad whiplash. His first interstate deal was practically a washout, 
but it broke his dependence on local police. Today, through a 
Atlanta distributor named Peter Andrew Wren, he is marketing 
his hardware all over the country. 

"Peter gets my stuff at 50 to 60 percent off," Nantes says. "He 
wantes me to go into full-time business with him-he'd get aii 
my stuff at cost and split the profits. It would keep me off the 
road. For some reason Peter likes to travel, but I'd rather stay 
home and mess around the garden, or hunt, or go fishing. I'm 
considering his offer. Meanwhile, he's doing okay-sold $50,000 
worth of stuff a year for me when business was good. It's down 
now. The recession did it. 

"I really hate to watch nickels and dimes, but it's come to 
that. If you guys require licensing I might have to get out of this 
work altogether. Maybe r'd go back into TV repairs, open a 
store and hire young guys to do the heavy work. This bugging 
business may be coming to an end, but I sure don't want to haul 
TV sets around." 

Was it the recession or the anti-wiretapping mood of the 
country after Watergate that hurt business? "Nah, it's the reces
sion," says Nantes. "The other thing didn't make all that much 
difference. By the way, the Watergate equipment was very 
poor-just an oscillator, that's all. If they'd used my stuff it 
would have worked the first time and Nixon would still be Pre-

sident. You see, I'm well-known in the wrong circles. If the 
Watergate people had come to me I'd have sold good stuff to 
them." 

Talking Shop 

Nantes' criticism of the Watergate operation led to a conver
sation about the techniques, folkways and personalities of his 
trade. 

"I don't meet too many other basement operators," he says. 
"There are five or six of them in this part of the country. Once I 
went down to visit Zebra and he threw me out of his office, He 
thought I was trying to steal his circuitry. Some people in this 
business are cop-buffs. Peter is. He likes the intrigue. Zebra 
hates cops. Me,l'm a money buff." 

"Guys like me and Zebra don't go to these big security con
ventions. That's for the name manufacturers. The big guys don't 
like me, but whatever they do I can do better. 

"Electronics work is fun. Someone tells you Bell & Howell has 
just turned out a good item, you go and work on it and after a 
few days you come up with something even better." 

"My test equipment is really good. I have spectrum analyzers, 
Hewlett-Packard stuff, Techtronics, Singer and so on. It's better 
than Zebra'S or Stoneman's. It has more power than Bell & 
Howell's or Holcomb's, though the last two use crystal control 
which is more stable than mine and more expensive. If business 
warrants it, 1'\1 give them crystal control. That ,would knock the 
piss out of Bell & Howell and Holcomb. Besides, when a Bell & 
Howell unit breaks down it takes you four weeks to get a new 
one, l can make replacements right away." 

"Since 1965 there hasn't been much change in the technolo
gy. Miniaturization is about the same. How much smaller can 
you get? Oh, the independents are putting out a few new 
devices, but we haven't had much R&D since Title III because 
there's no incentive for it. The same is true of counter-technolo
gy. Some of it may look different, it may be just a little bit more 
sensitive, but really it's the same old stuff." 

What devices are made primarily for law enforcement? "Oh, 
any room bug, any telephone bug. A room bug has more audio 
gain, or reach, than a body transmitter. To be honest, it's what 
you call the goddam thing. I can take my body transmitter and 
use it as a room bug, On out-of-state orders, though, I make the 
distinction: I won't sell bugs." 

"Most of the techniques I used on installations were simple. 
On wires l'd call the number I wanted to tap on a handset, then 
Jay a pair of pliers across the terminal pairs. When I hit the right 
one the ringing would stop with a click." 

"Lots of people think you can hear something funny when 
your phone is tapped. That's not true. On a parallel wire you 
can't hear a thing. Even on a series wire, where the audio drops 
about six decibels, it's consistently lower so you don't notice. A 
competent wire just can't be detected." 

"There's a fair amount of bullshit in this business, especially in 
the counter-measure area. Once a guy asked me to make him an 
"all-bug defeater." He gave me $1,000 for it. I called up Abe 
Brumwitz and told him to make me something for a fast hundred 
bucks. I told him to throw in a few relays, lots of wiring, male 
and female jacks, a [OO-watt lightbulb-in other words, to make 
it look real fancy. We sold it and got no complaint. Later a well
known counter-measure guy began selling the same item for 
$ [,000 all over town. This debugging stuff today is mostly 
bullshit." 

"I've done a few special jobs I've really enjoyed. The police in 
Florida wanted to find out if two guys knew each other, so I 
wired their phones together on the same tap. I said, 'call them up 
at the same time, and if they show recognition when they pick 
up, they know each other.' It worked. The sheriff still has my 
device on his wall." 

"Another time the police got into a jam trying to bug a guy 
whose security was too good. They couldn't get into his place. 
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So I hid the bug in a nice-looking lamp. The police set the lamp 
near the guy's door. Sure enough he stole it and brought it into 
his room, and after that they heard everything he said." 

Basement Ethics 
"I know several manufacturers that deal illegally. They sell to 

the Gambinos and other mafiosi. I never took a clear step into il
legal work myself, except for the warehouse and bandleader 
bugs. But I told you about them!" 

"I try to operate under Title m. No more stuff to private in
vestigators. I'll sell to police if they identify themselves. I just 
make a product; they can do what they want with it." 

-What about the time you got tripped up by Clive and 
Pedro? we asked Nantes. 

"I figured if Clive took the stuff to New York it was his busi
ness, not mine," Nantes said. "I didn't do anything wrong." 

-But the federal law, Title III, says you can sell only to law 
enforcement. 

"Well, that's your interpretation. There was money up front. I 
don't think I was breaking any law." 

-You can't buy a comp-:ment today that hasn't been sent 
through the mail. They all go through the mail. So if the com
ponent ends up in a surveillance device and you sell it to Peter 
Andrew Wren, you're violating Title III. 

"Mmmm ... tt 

-And Title III also says you can't stockpile devices. 
"That's unfair! You're telling me how to run my business. 

How can you meet an order without an inventory? I stockpile!" 
-When your distributor calls in an order, how do you know 

he's selling the stuff legally? 
"You don't know. You go by faith." 
-How would you rewrite Title III to do aw~.y with illegal 

sales? 
"I'd put strict controls on manufacturers, serialize every piece 

of eqUipment and file the number with the government. But any 
government guy will turn his head for enough money. How do 
you stop that?" 

-With 10 years' jail and a $5,000 fine, maybe. 
"Only if you can enforce it. How many busts against iIIegals 

have you heard of? Not many. There's a helluva lot of illegal 
wiretapping going on. It's the money! The rewards are greater 
than the risks. Before 1970, when I was broke, I'd install bugs 
and wires. Now I don't do it because I don't need to." 

-What would it take to get you back into iIIegals? 
"Money. If a guy offered me $50,000 I'd think about it and 

then do it, but I wouldn't do it if the risk was high and I wouldn't 
do it for less. If I got caught on a $25,000 job the money would 
all go to a lawyer. No thanks!" 

-Even if it was a really beautiful job? 
"There are no beautiful jobs." 
-What if you're short of cash? 
"That's another story. I'd take less." 
-Suppose someone wanted a bug or wire job done real bad 

but didn't have the kind of money you wanted? 
"I'd send him to some of my e:1emies to make havoc for them. 

I can think of four or five guys who'd do it despite the threat of a 
fine or jail. You just can't enforce against iIlegals with the 
present law and the present type of law enforcement. If you get a 
college kid or TV repairman, he'll tap for very little. I'll make 
you a bet that out of 100 TV repairmen 40 would install a wire 
or bug. The same goes for radio men, telephone men. Any com
petent technician can do a hard tap-and $1,000 is a month's 
pay. If you offered them $5,000 they'd do it on the spot. So all 
law enforcement can do is sit around and wait for the telephone 
company to come in with the evidence, which hardly ever hap
pens." 

-Do you have any qualms about the work you're doing? 
"If I had a conscience in this business I couldn't stay in it. 

Moral feeling doesn't exist here as far as I'm concerned. I look at 

two things: money and risk. Don't forget, I've been as low as you 
can get, penniless, on drugs. The bugging scare today has 
reached the point of paranoia, so much so that your average 
citizen thinks people like me are slime. Well, it's not a bad busi
ness. I manufacture a product. Like a gun it can be used for 
good or bad. If my equipment keeps some drugs out of the 
country, that's fine. I take a dim view of pushers. If the liberal 
c·bjects to bugging, I tell him to wait until his daughter gets 
hooked on drugs and then he won't be so particular about pro
tecting the pusher's rights." 

-Do you do any personal bugging? 
"No, I know what my wife's up to. In the beginning I bugged 

for laughs. I overheard my mother-in-law cursing me, but she's 
dead now. Oh, yes, I wired my own phone once to make a tape 
of a guy who was working with Peter and me. He wanted me to 
help him cut Peter out of a deal. I taped everything he said and 
gave it to Peter, and Peter threw him out of the business." 

-What would you do if you found a wire on your own phone? 
"I'd be cool. I'd just take it off and put it on someone else's 

phone." 

EXHIBIT NO. 1 

ELECTRONIC SURVEILLANCE EQUIPMENT SALES 
ANALYS''I 

To determine the scope and nature of business being con
ducted by manufacturers* of electronic surveillance equipment, 
and the degree of compliance with 18 USC 2512, the Commis
sion staff asked a number of manufacturers to make their sales 
records available for analysis. The records of the following firms 
were examined: 

Audio Intelligence Devices 
Bell & Howell Communications Company 
R. B. Clifton Company 
B. R. Fox Company, Inc. 
Fargo Company 
Martin L. Kaiser, Inc. 
Layer Enterprises 
Security Specialists, Inc. 
Tracer Investigative Products, Inc. 

The information obtained from the records indicates an at
tempt on the part of the manufacturers to adhere to the provi
sions of Section 2512, although a lack of uniformity in the 
record keeping systems and sales procedures of the various com
panies makes it difficult to reach any broad conclusions. For one 
thing, there was great variation in the period of time covered by 
the records of the different companies. More importantly, there 
were variations in the procedures covering such areas as deter
mining the identity of the purchaser, recording the details of the 
transaction, and establishing criteria for what constitutes a 
device "primarily useful for the purpose of surreptitious inter
ception of wire or oral communications." 

The last term is of particular importance because it deter
mines to whom the manufacturers will or will not sell a particu
lar device. Some manufacturers deal only with government agen
cies, and certain of those will sell only to government agencies 
that constitute a U.S. intelligence service or have the power of 
arrest; others sell to private individuals and firms as well as 
government agencies. Those who sell to private sources must 
draw a line between non-prohibited devices and those which 
constitute "primarily useful" devices. 

'For the purpose of this report the terms manufacturer and distributor 
will be used interchangeably. 
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Unfortunately the line between prohibited and non-prohibited 
devices is not easy to draw. A basic difficulty arises from the ~act 
that any device which is designed to overhear conversations can 
also be used for one-party consent monitoring. For example, the 
legislative history of Title III (the Federal Wiretap Act), as out
lined in Senate Report No. 1097, Apdl 29, 1968, (p. 95), gives 
as examples of "primarily useful" devices the microphone 
disguised as a wristwatch, cufflink, fountainpen, or tie clip. Yet 
it would be hard to imagine these devices being used for 
anything but one-party consent monitoring. 

The advent of integrated circuitry has provided the technology 
for building smaller and more .efficient transmitters. Although 
these transmitters, sometimes described as microminiature or 
subminiature, have the potential for use in interception of wire 
or oral communications, they are not necessarily prohibited 
under Section 2512. In fact, the legislative history referred to 
above states: "A device does not fall under the prohibitions 
merely because it is small, or because it may be adapted to wire
tapping or eavesdropping. II 

Thus we have a proliferation of modem devices which pose a 
far greater danger to privacy than the majority of the devices 
mentioned in the legislative history of Title m. This danger 
might be lessened by broadening the definition of prohibited 
devices. This solution, however, could create havoc among those 
engaged in the production of electronic equipment for legitimate 
purposes (i.e., the communications and entertainment indus
tries). 

One area of the statute which causes difficulty for the manu
facturers of electronic surveillance equipment is Section 
2512(2)(b), which provides an exception for "an officer, agent, 
or employee of, or a person under contract with, the United 
States, a State, or a political subdivision thereof, in the normal 
course of the activities of the United States, a State or a political 
subdivision thereof . .. II The manufacturer~ have decided that it 
is not their responsibility to determine if a law enforcement of
ficer or agency is authorized to use the equipment and indeed 
will use it "in the normal course of activities. II One question that 

is not easy to answer is whether a police officer or department 
can purchase or possess prohibited devices in a state that does 
not have legislation authorizing court-authorized wiretaps. 

The Commission asked the Department of Justice for its in
terpretation of "in the normal course of activities. II A portion of 
the response offered by John C. Keeney, Acting Assistant Attor
ney General, follows (for a more detailed answer to this and 
other quntions, see Tab --, Exhibit No. --); 

If a state has no authorizing statute for the purpose of meeting the 
requirement of 18 USC 2516(2), it cannot be in the normal course of ac
tivities of state and local police departments in that state [0 intercept 
communications without at least one party consent. Accordingly, it can
not be in the normal course of their ? ~tivities to possess equipment 
primarily useful for the nonconsensual hterception of communications. 
However, one party consensual interceptions are permissible under the 
federal electronic surveillance statute if irttercepted "under color of law," 
18 USC 2511 (2)(c). So long as such intercepts are permitted under state 
law, the state and local police may legally engage in one party consent in
tercepts. Since such intercepts would then be both legal and for a law en
forcement purpose, the equipment used is exempted from the prohibitions 
of Section 2512(1). . 

Accordingly, even though the. state is a "non-authorization state" it 
would be legal for police departments to possess those devices proscribed 
by Section 2S 12( I ) which are designed for one party consent intercep
tions. It would not, however, be legal for them to possess devices designed 
for nonconsensual interceptions. 

The following sales record analysis will give the Commission 
members an opportunity t9 note the difficulties involved in 
determining which devices should be considered "primarily use
ful," and the equally complex problems involved in trying to 
categorize devices according to their functions in order to con
form to selective state statutes. 

It should be noted that the following analysis represents only a 
small portion of the total sales output of each manufacturer; for 
the purposes of these hearings we have included only those 
devices which are prohibited or which fall into the large grey 
area of being probably or possibly prohibited. The purchasers of 
the devices are listed by state only and not by individual depart
ment. 
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*EQUIPHENT PURCHASER 

Exhibit No .-1:..:.~ 

BELL &'HOWELL COMMUNICATIONS COMPANY 
EQUIPHENT SALES· 

1973 and 1974 

Private ** U. S. States lYith States lVithout 
Enterprise Government Authorization Statutes Authorization Statutes 

(b d ) )y state an quantity. 

T8 0 0 8 

T8C 0 
, 

0 Ca.-2 4 

T-12MFM 0 1 14 

T-ll 0 0 4 La.-6 

T-57 0 0 1 A1.-l 

R-57B 0 0 1 11.-1 

SK-6 0 9 1 Ca.-l 

AGC-3 0 12 10 Al.-l 
Mi.-3 

* For detailed description of equipment see attached advertisements 

**Includes sales to DEA. IRS. and Customs. 
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0 

0 

Oh.-2 Wy.-l 

Ca.-l Wy.-l 

La.-5 Oh.-l Ms.-2 

La.-l 

Pa.-2 Ca.-2 11.-1 
Mo.-l Oh.-4 

(2) 

(9) 

(3) 

(9) 

(2) 

(14) 



T-8 Minatnn~ Flv} 
Transmitter 

200 MILLIWATT REMOTE POWERED MINATURE FM TRANS:r-.1JTTER 
30-50 MHz 150-174 MHz 

The T-8 Transmitters are high reliability transmitters with water sea.l 
integrity options avaHable. 

The unit is of modula:r construction of the same designs as our superior 
T-2 Transmitter, with the same basic specifications applicable. 

Model T- 8 is a completely sealed unit using minature glass seal terminals 
for input and output connections. 
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T-8/C Miniature FM 
Translnitter 

ZOO MILLIWATT REMOTE POWERED MINIATURE FM TRANSMITTER 
30 - 50 MHz 150 - 174 MHz 

This Hne transmitter is another addition to the line of low powered miniature 
transmitters. 

The unusu.u! feature of this instrument is a unique RF connector incorporating 
all inputs and outputs. 

The connector is a go -> no go, configuration with twist locking and is designed 
to assure easy field installations. 

RESTRICTED EQUIPMENT 
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T-12 MFM Transmitter 

1 WATT MINIATURE VHF TRANSMITTER 

30-50 MHz 148-174 MHz 

(FCC Type Accepted) 

This device is the remote powered version of the Model T-12 Transmitter. 

Audio circuits are the same compression type made famous in the Model T-2, 
T-12 and 247 Transmitter. 

The P:u.dio input and RF output are through miniature; but rugged, (27 series) 
amphenol connectors with the power supply connected to the flying leads. 

The unit is supplied less microphone and antenna; but with matching male 
connectors. 

RESTRICTED EQUIPMENT 
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T-ll 
Telephone Line Transmitter-Miniature, crystal controlled 

telephone line transmitter. This transmitter works in series with 
and derives its operating power from the telephone line on 
which it is installed. It has the capability of transmitting both 
sides of a telephone conversation to a remote receiver. 
(Photograph not available.) 
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T-57 CLAMP-ON PICKUP 

This unit serves in lieu of the microphone 
when installed over telephone cables. 
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R·57B 

Remote Relay & Monitoring Adapter-This device allows 
distant monitoring by telephone of information emanating from 
a transmitter. The transmitter is placed in an area to intercept 
conversations, and a receiver is located within receiving range. 

The receiver is plugged into the R-S7B adapter which is con
nected across telephone lines. All cOllversations are relayed to 
the point of connec~ion of the adapter. The conversations can 
then be monitored by dialing the number of the telephone line at 
which the adapter connection is made. (Photograph not availa
ble.) 
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SK 6 
Intelligence Kit 

REMOTE TONE ACTIVATION OF TRANSMITTER - POWER SUPPLIES 
VHF - FM HI OR LO BANDS 

OR 
UHF - 406 to 420 and 450 - 470 MHz Ranges 

This sophisticated package allows operation (on or off) of transmitters or other 
-'.,. devices from remote locations - a needed capability when the intelligence 

operation is faced with countermeasure activit} or programmed loffl 
conditions are an operational necessity. 

/R-S4 

CABLE 

Rx-I-

01J~\ 
T-54 Tx-I PS-42 

Rx-2 
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Booster Kit 701 

Model-K-AGC-2BK 

K-AGC-2 AMPLIFIER BOOSTER KIT 

The AGC-Z amplifier booster kit has been provided as a result of 
experience with the difficulties encountered in attempting to covertly 
transmit from the shielded areas of a building with low power radio. The 
booster allows the microphone and amplifier to be in the intercept area 
while transfering the information thru a cable to a most favorable located 
transmitter. 

The AGe amplifier is a highly sensitive circuit sealed into a strong, 
magnetically shielded case. The amplifier offers the advantage of volume 
contraction, or automatic gain control. Loud signals, (voic\::s near the 
microphone) are instantaneously and automatically less amplified than are 
quieter signals (Softer voices at a distance from the microphone). 

The action of the AGC-Z is automatic and instantaneous, no controls are 
provided and adjustments are not required. In addition to automatic control 
the AGC-Z amplifies the signal to such a level that it can effectively 
tranverse a long cable to the transmitter. This allows ordinary two
conductor line, flat line, twisted pair or shielded cable to be used, as 
the interconnect. 
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EXHIBIT No. Lb. AUDIO INTELLIGENCE DEVICES 
EQUIPMENT SALES 

AUDIO INTELLIGENCE DEVICES 1974 
EQUIPMENT SALES *EQUIPMENT PURCHASER 

1972 States States Without 
**U.S. With Authorization 

*EQUIPMENT PURCHASER Private Gov- Authori- Statutes 
Enter- em- zation (by state 

States States Without prise ment Statutes and quantity) 
**U.S. With Authorization 

Private Gov- Authori- Statutes U-140 ....... 0 0 5 Ind.-2 La.- 1 
Enter- ern- zation (by state N.C.-l S.C.-2 (6) 
prise ment Statutes and quantity) 

TA-400 ..... 0 0 5 La.-2 (2) 

U-140 ....... 0 0 0 0 TX-651 ..... 0 0 lnd.-l Mich.-l (2) 

TA-400 ..... 0 0 2 0 TX-65IA ... 0 0 4 0 

TX-651 ..... 0 0 0 TX-702.. ... 0 0 13 AIa.-2 Idaho-I 
IlI.-1 Utah-1 

TX-65 1 A ... 0 0 0 0 Ky.-I La.-6 
Mo.- t Tenn.-l 

TX-702 ..... 0 0 0 0 Tex.-I N.C.-l 
W.Va-\ {I7} 

TX-755 ..... 0 0 0 0 TX-755 ..... 0 0 14 Ala.-4 Cal.-2 

TX-801 ..... 0 0 2 La.-l W. Va-2 (3) Ky.-l N.C.-l 
La.-2 Mich.-3 

TX-805 ..... 0 0 4 La.-l Tex.-4 (5) Tex.-I Utah-l 
W. Va.-I (16) 

--
AP-lIOO ... 0 0 0 0 TX-801 ..... 0 0 4 Ky.-3 La.-I 

W. Va-2 (6) 
• For detailed description of equipment see atlached advertisements 

TX-805 ..... 0 0 13 Ala-~ Ky.-3 •• AID did not report sales to U.S. agencies 
La.-5 Mo.-l 
Mich.-I Miss.-1 

AUDIO INTELLIGENCE DEVICES 
N.C.-l Tex.-I 

EQUIPMENT SALES 
Tenn.-I W. Va.-l 

1973 
(20) 

AP-lIOO ... 0 0 2 Cal.-I La.-2 
*EQUIPMENT PURCHASER Mich.-3 (6) 

States ':'-tates Without 
**U.S. With Authorization 

AUDIO INTELLIGENCE DEVICES Private Gov- Authori- Statutes 
Enter- ern- zatlon (by state EQUIPMENT SALES 

prise ment Statutes and quantity) 1975 (to May I) 

*EQUIPMENT PURCHASER 
U-140 ....... 0 0 3 UI.-l Utah-I (2) States States Without 

**U.S. With Authorization 
TA-400 ..... 0 0 3 Utah-I (I) Private Gov- Authori- Statutes 

Enter- em- zation (by state 
TX-651 ..... 0 0 2 0 prise ment Statutes and quantity) 

TX-651A ... 0 0 0 0 U-I40 ....... 0 0 0 111.-\ (l) 

TX-702 ..... 0 0 3 Ky.-I N.C.-2 (3) 
TA-400 ..... 0 0 0 0 

TX-65\.. ... 0 0 0 
TX-7S5 ..... 0 0 2 0 TX-65 I A ... 0 0 0 Miss.-2 (2) 

TX-80\ ..... 0 0 3 Utah-3 (3) TX-702.. ... 0 0 6 Cal.-J Ind.-I 
N.C.-l Tex.-\ (4) 

TX-805 ..... 0 0 8 La.-l Mich.-2 
TX-755 ..... 0 0 5 Ind.-\ Miss.-2 Miss.-I Utah-2 

(6) Mont.-2 Tex.-l 
(6) 

AP-I 100 ... 0 0 0 0 TX-801 ..... 0 0 2 Mont.-l (I) 

TX-805 ..... 0 0 4 Miss.-2 Mont.- I (3) 

AP-\ 100 ... 0 0 0 0 
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The UNITEL0 140 is a completely self-contair.ed 
recording system, housed in a standard three inch 
attache' case, modified to include a hidden built-in 
microphone and remote actuation switch. 

A high quality cassette tape recorder, with AGC 
circuitry, utilizes an amplified microphone built 
into the case, and may be remotely controlled by a 
small concealed switch beneath the handle of the 
attache' case. Four "C" cell batteries will power 
the unit for up to seven hours. 

1166 

Adaptor cables and accessories fit into special 
compartments cut into the polyethylene foam 
lining of the UNITEL 0 140, and the recorder 
itself may be easily removed for use outside the 
case with standard microphone comp"ments. 

Another model, using the MR-15 recorder in a five 
inch attache' case, is available as the UNITEL 0 141. 



SPECifiCATIONS 
POWER REQUIREMENTS: Recorder: 117 VAC, 60 
Hz; 6 VDC, 4 each Mallory MN-1400 Alkaline "C" cells 
or equivalent. Automobile battery adapter cable 
(optiona\). Microphone: 1.5 VDC, 1 each Mallory 
MN-1400 Alkaline "C" cell or equivalent. 

POWER CONSUMPTION: AC: 3W. 

TAPE CASSETTE: Sony C-30 (30 min.), C-60 (60min.), 
C-90 (90 min.), or C-120 (120 min.) or equivalent tape 
cassette. 

TAPE SPEED: 17/8 ips. 

TRACKS: 2-track mon('ural. 

SPEAKER: 4 x 2 3/4", dynamic. 

POWER OUTPUT: 1.5 W. 

FREQUENCY RESPONSE: 50 - 10,000 Hz. 

INPUTS; Microphone Input Jack, sensitivity -72 db 
(0.2 mY), Low impedance; Auxiliary I nput Jack, 
sensitivity -22 db (0.06 V), input impedance 100 k; 
Remote Control Jack. 

OUTPUT: Monitor Jack,'output level 0 db (0.775 V), 
suitable load impedance 10K or an 8-ohm earphone. 

BATTERY LIFE: 7 hours continuous (approximate) 
with 4 Mallory MN-1400 Alkaline "C" cells. 

SUPPLIED ACCESSORIES: C-60 Tape Cassette; 4 each 
MN-1400 "C" cells; Earphone; AC Power Cord; Short 
Plug; Microphone F-26S; Remote Control Cable; 
Connecting Cable R K-6g. 

" ,"., 
,:-"~.:,..,...,:,.-..,...,..:..:...-... ... -.~, .. ,; ""._,-.;.-

CASE: 181/2 in. (470 mm.) x 13 1/2 m. (343 mm.) 
x 3 in. (76 mm.). 

OPTIONAL ACCESSORIES: Automobile Battery 
Adapter Cable; Head Demagnetizer; Cassette Eraser; 
Microphone Extension Cable. 

WEIGHT: 11 1/2 Ibs. (5.2 kg.) including recorder, 
batteries and accessories. 
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NO RELAYS 

FUllY PORTABLE 

BATTERY POWERED 

I 
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POWER SOURCE: Four 9V batteries, Mallory MN-1604 or 
equivalent. 

BATTERY LI FE: Up to 2 months operation at normal (20oC) 
68 0 F ambient temperature. 

CI RCUITRY: All solid-state. 

TELEPHONE INPUT: Direct line connection, polarity im
material. 

LINE ISOLATION: Complete electlical isolation from the 
telephone line. 

OUTPUTS: Audio output to tape recorder. Recorder Control; 
solid-state switch with 1 Amp capacity. 

CONTROL CABLES: 2 each furnished with unit. 

CONTROLS: On-Off, Dial Tone, Battery Test. 

CONNECTIONS: Binding posts for telephone input. Micro 
jack audio output. Miniature jack recorder control. 

METER: Self-contained 0-15 VDC for momentary check of 
battery voltage. 

CASE: Aluminum. 

SIZE: 4 1/2" x 2 3/4" x 2" 

WEIGHT: I lb. 

REGULAR/PAY PHONE OPERATION: Automatic transfer of 
mode of operation with adjustable threshold points. 

@ ! 
CoPvright 1973 by Audio Intelligence Devices, Inc. No part of this publication may be 

reproduced in part or full without the written consent of Audio Intelligence Devices, Inc. 
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The TX 651 crystal-controlled telephone trans
mitter is compatible with virtually all telephone 
systems and has been designed to oper3te only 
when the telephone line is actually in use. The 
transmitter is automatically activated by the drop 
in voltage when the telephone handset is lifted, 
and upon completion of the call, the transmitter 
instantly switches itself off. 

Powered by its own self-contained batteries, the 
TX 651 is not readily detectable and will operate 
for over a month on two standard 9V alkaline 
cells, transmitting both sides of the conversation 
with a power output of 50 milliwatts. An 
optional mercury battery pack will increase the 
output power to 100 milliwatts while extending 
battery life to over three months. 
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The small size of the TX 651 provides unlimited 
concealment possibilities anywhere on the tele
phone signal pair between the instrument and 
telephone central office. The TX 651 uses no 
microphone since it is modulated directly by 'the 
telephone line. These transmitters 'are ideal for 
use with all AID I ntelligence Systems equipped 
with VH F FM receivers operating on the same 
frequency. 

Proprietary Information - Not an offer to sell 



TX 651 shown with 2 standard 9 Volt Alkaline batteries. 

... with the optional 3 cell mercury pack for extended life. 
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SPECIFICATIONS 

RF POWER OUTPUT: 50 mW into 50 Ohm 
load @ gV DC. 

FREQUENCY RANGE: 140·175 MHz. 

CRYSTAL: Crystal frequency to customer's spec· 
ifications. 

FREQUENCY STABILITY: ±1Q ppm from --40F 
(-200C\ to 6So F (+200C) ambient temperature. 

HARMONICS: 43 db below rated output power. 

MODULATION: ± 5 KHz deviation maximum 
with standard line signal. 

AUDIO RESPONSE: 300 to 3000 Hz with 6 db per 
octave pre·emphasis. 

ACTUATION: 
telephone pair. 
telephone pair. 

"OFF" with 18 to 50V across 
"ON" with less than 18V across 

ACTUATOR DRAIN: 200 microamps. 

ANTENNA: Flexible wire. 

CONTROLS: On·Off switch. 

CONNECTIONS: MB antenna connector, binding 
posts for telephone line connection. 

BATTERY REQUIREMENTS: Standard, 2 each 
Mallory MN 1604 9V alkaline·manganese cells or 
equivalent. For extended life, 3 each Mallory 
TR 133 4.2V mercuric·oxide cells with special holder 
is available at additional cost. 

BATTERY LIFE: Over one month with standard 
batteries under normal telephone use. Up to three 
months using 3 mercuric-oxide cells, under similiar 
operating conditions. 

C .• 1E: Stainless steel, black matte epoxy finish. 

SIZE: 27/8 in. (73 mm.\ x 2 1/4 in. (57.1 mm.l x 
3/4 in. (19 mm.l with standard batteries, excluding 
hardware. 

WEIGHT: 13 1/2 oz. (382.7 g.) including standard 
batteries. 

Our program of continual reevaluation for possible improvement 

makes these specifications subject to change without notice. 



MODEL TX702 
MICRO-MINIATURE TRANSMITTER 

COMPLETELY SELF-CONTAINED 
AI D's TX 702 micro-miniature transmitter is a com
pletely self-contained unit, including antenna, ultra
sensitive microphone, and batteries. Small on size, 
big on performance, the TX 702 is easily concealed 
and provides maximum effectiveness with fast instal
lation and a minimum risk of detection. 

HEARING AID TYPE BATTERIES 
There are no controls of any kind to be tampered 
with on the TX 702. Inserting a common hearing aid 
type battery activates the transmitter and powers it 
continuously for over eleven days. Higher power 
output may be obtained, with some reduction in 
battery life, by inserting two or th ree batteries as 
required. 

Compatible with any professional quality wide band 
FM receiver tunable over the 37.5 to 39.5 MHz range, 
these transmitters are particularly well suited for use 
with ti:2 AI:' 870 and 875 crystal/tunable FM intel
ligence receivers. 

These are the first sub-miniature transmitters ofa 
quality practical for rigorous field req ui rements. 
Designed, built and tested in AI D's own laboratories, 
the TX 702 transmitters are quality controlled to 
exacting standards for use under difficult environ
mental conditions. 
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SPECIFICATIONS RF POWER OUTPUT INTO 50 OHM LOAD: 
With one battery: 0.5 mW; With two batteries: 1.5 
mW; With three batteries: 2.5 mW. 

FREQUENCY RANGE: 37.5 to 39.5 MHz. 

FREQUENCY STABILITY: 10 KHz/hour after 
warmup. 

MODULATION: Wide band FM. 

SENSITIVITY: 75 db below 1 volt RMS/Mkrobar 
pressure for 15 KHz deviation. 

ANTENNA: Flexible wire. integral, 60 in. (152 
cm.). 

MICROPHONE: Self-contained. 

BATTERY: One, two or three Mallory MS-76 
silver oxide or equivalent. 

BATTERY LIFE: One battery: 270 hours; Two 
batteries: 150 hours; Three batteries: 60 hours. 
Above fjgures for continuous operation at 68°F 
(20 0 C) ambient temperature. 

SIZE: Height: 1 9/16 in. (40 mm.); Diameter: 
9/16 in. (14 mm.). 

WEIGHT: 3/4 oz. (21 g.). including three batteries. 

Our program of continual reevaluation for possible improvement makes these specifications subject to change without notice. 

LIFE POWER 
270 hrs. 0.5 mW 

150 hrs. 1.5 mW 

60 hrs 2.5 mW 
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The TX 755 looks and functions just like the 

ordinary riuplci< wall outlet it replaces. You can 

even plug in an electrical appliance while the 

skillfully concealed amplified microphone and AC 

powered transmitter molded into it allow you to 

monitor every sound without interruption. 

TX 755 
TRANSMITTER 

REPLACES ANY 
STANDARD 
OUTLET 

Because it draws power directly from the AC line 

there are no batteries to charge and, because it 

radiates a signal from that same AC line, there is no 

separate antenna to string. The standard wnll out

let is simply removed with the aid of a screwdriver 

and the TX 755 installed in it's place. 
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SPECIFICATIONS 
OPERATING FREQUENCY: 35 to 39 MHz (If 
not specified by purchaser, actual frequency will 
be selected by AlD. If a precise frequency is 
requested, allow 30 days ARO). 

FREQUENCY STABILITY: Less than .± 1.0% 
deviation after 15 minutes operation. 

FREQUENCY CONTROL: Temperature Com-
pensated High "Q" circuit. 

NOMINAL POWER OUTPUT: 25 mW minimum 
into a 50 Ohm Lead. 

OPERATING VOLTAGE: 115 VAC - 60 Hz 
nominal, 150 VAC - 60 Hz maximum. 

qJRRI;NT DRAIN: 15 mA maximum @ 117 VAC 

MICROPHONE AMPLIFIER: Deviation Control 
with High Gain Compression. 

FREQUENCY DEVIATION: .± 25 KHz nominal. 

POWER SUPPLY: Self-contained constant current. 

HUM: 40 db minimum below a 1 KHz standard 
deviation signal. 

ANTENNA: AC Power Line Coupled. 

OUTLET: Sta-.,dard duplex 3 conductor grounded 
type. ivory or brown. 

COVER PLATE: To match outlet, mounting 
screws included. 

RECOMMENDED RECEIVER: AID RX 870 or 
RX' A7t; with ""tnm"tir fn'!ntJRnrV rnntrn\ 
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MINIATURE i'lELEPHONE TAP 
TRANSMITTER-MODEL 801 

PRESET 
361050 MHz 
FREQUENCY 

OYer 3 Days (ontinuous Operation 
SUB-MINIATURE WEATHERPROOF 

'WIDE BAND FM EASILY CONCEALED 

The AI D Model 801 Miniature Telephone Tap Powered by a single 9V alkaline battery, the 801 
Transmitter is an inconspicuous unit designed to 
take on the appearance of standard telephone 
equipment. It is small enough to be completely 
concealed inside most conventional desk tele
phones or it may be installed at any point on the 
telephone line betw~en the instrument df'ld the cen
tral office. 

A carefully controlled output signal of 25 mw per
mits monitoring at a safe distance, yet minimizes 
the possibility of chance interception. This unit is 
ideal for use with the AID 870 Receiver and R-15 

',.Recorder. 

Miniature Telephone Tap Transmitter will transmit 
continually for three days at normal room tem
peratures. A line coupler is provided for utilization 
of the telephone line as an antenna, or a 36" length 
of wire may be attached for added distance. All 
wires are connected to external pins located on the 
bottom of the unit so that they 'may be detached 
or replaced easily. 

De~ig,led and torture-tested in AID's own labora
tories, this device incorporates the very latest state
of-the-art concepts and is without equal in the 
industry. 
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SPECIFICATIONS 

SIZE: 

RF POWER SUPPLY: 

BATTERIES: 

1 1/8 x 7/8 x 3/4 (not 

including battery). 

25 mw into a 50 ohm 

load. 

See chart below 

FREQUENCY 36 to 50 MHz (as per 

RANGE: customer requirements). 

FREQUENCY 

CONTROL: Free·running 

FREQUENCY DRIFT: Less than 10 KHz drift 

per hour under normal 

environmental conditions 

depending upon battery 

used. 

MODULATION: ± 50 KHz deviation on 

standard telephone lines. 

AUDIO FREQUENCY 300 to 4000 Hz governed 

RESPONSE: by telephone line trans

mission. 

ANTENNA: 

MICROPHONE: 

CASE: 

COMMENTS: 

Telephone line or 36" 

length of wire for added 

distance. 

None - modulation from 

telephone only. 

Marine aluminum alloy 

with matte biack finish. 

Weatherproof. 

BATTERY LIFE - CONTINUOUS DUTY 

Battery Life Shown is Based on 700 F Operating Temperature 

BATTERY VOLTS NO. REQ. TYPE TEMP. RANGE MODEL 801 
TR-146X 9V 1 Mercury 450 -1100 F 80 hrs. 
MN-1604 9V 1 Alkaline 100 -1l00 F 72 hrs. 
216 9V 1 Carbon-Zinc 200 - 800 F 9 hrs. 
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FAST AND EASY INSTALLATION- UN 
LIFE. LOW POWER. NO BATTERIES 

TELEPHONE 

DROP-IN 
TRANSMITTER 

" MODE~ TX.-805 . 
37.5 TO 38.5 Mfrlz 
.' . 

Replaces telephone mouthpiece cartridge. 
Transmits both sides of conversation. 
Turns nON" when handset is lifted. 
Turns "OFF" when handset is placed in cradle. 

~ NO ANTEtJNA 
~ NO WIRING 
~ NO EFFECT ON TELEPHON E 
... NOT EASILY DETECTED 
... QUALITY UNSURPASSED 

1178 



SPECiF!CATIONS 

SIZE: 1.5 inch diameter, 0.25 inch high. 

RF POWER OUTPUT: 2.0 mW into a 5£\ 
ohm load at 6V line voltage. 

FREQUENCY RANGE: 37.5 to 38.5 MHz. 

FREQUENCY STABILITY: 20 KHz/hour 
after warmup and at constant temperature. 

MODULATION: Frequency modulation, 50 
KHz deviation at normal line levels. 

ANTENNA: Automatically connected to 
line. 

BATTERY: Not required. 

MICROPHONE: Self·contained. 

RECOMMENDED RECEIVER: AID Model 
RX·870 in AFC Mode. 

Our program of continual reevaluation for poss.ble improvement 
makes these specifications subject to change without notice. 
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THE AP-11 00, A WIREBOUND TRANSMISSION 

SYSTEM, HAS BEEN DESIGNED FOR AND 

IS INTENDED FOR USE IN SOUND INTER

CEPTION APPLICATIONS REQUIRING 

TRANSMISSION OVER SHORT TO 

EXTREMELY LONG CABLE RUNS. 

CONTROLLED AND LIMITED BY THE 

BANDPASS CHARACTERISTICS OF THE 

AMPLIFIER, THE FREQUENCY RANGE 

OF SOUND TRANSMISSION IS FROM 200 

TO 6000HZ, THUS ASSURING EXCELLENT 

QUALITY RECORDING AND SUBSEQUENT 

REPRODUCTION. 

THE AID AMPLIFIER IS DESIGNED FOR OPTIMUM 

PERFORMANCE USING THE HIGH QUALITY CON

DENSER MICROPHONE SUPPLIED WITH THE SYSTEM. 

THE AMPLIFIER EMPLOYS FOUR OPERATIONAL: 

AMPLIFIERS AND JUNCTION FIELD EFFECT TRANSISTORS 

FOR GAIN CONTROL. A VERY LOW IMPEDANCE FINAL 

AMPLIFIER PERMITS PROPER OPERATION WITH A LARGE 

VARIETY OF LOAD IMPEDANCES. 

POWERED BY TWO 9 V ALKALINE BATTERIES (MN·16041 OPERATING 

LIFE OF 60 HOURS UNDER NORMAL ENVIRONMENTAL CONDITIONS 

IS PROVIDED. 

A CABLE RUN OF 6 MILES OF 150 OHMS, 10 MILES OF 600 OHM CABLE, 

TELEPHONE LINE, OR ORDINARY TV TWIN LEAD MAY BE USED AS TRANSMISSION LINES. 
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COMPONENTS 

CARRYING CASE 
MIC"'OPHONE AMPLIFIER 
CONDENSER MICROPHONE WITH CABLE 
TERMINATION UNIT TU-' 
TERMINATION UNIT TU-2 
CABLE AND REEL (100 FEET) 
TWO C-S CABLE ASSEMBLIES 
EARPHONE CABLE ASSEMBLY 
RIGHT AND LEFT EARPLUGS 
TWO MN-1604 ALKALINE 

OURACELL@BATTERIES 

AMPLIFIER 

SPECIFICATIONS 

TERMINATION UNITS 

GENERAL 

SI ZE: 2 1/4" x 3 1/4" x 3/4" (5.7 x 8.2 x 2 cm.). 

WEIGHT: 6 1/2 qz. (185 gr.). 

BATTERY: 9V Alkaline, MN·1604, 2 each. 

OPERATING LIFE: 60 hrs. continuous @ 680 F 
(20°C) ambient temperature. 

CONTROLS: ON-OFF combined with VOLUME. 

'" 

CONNECTORS: Microphone· 0.1" Dia. Subminiature 
Phone (outP'lt) • (}. 140" Dia. Miniature. 

ELECTRICAL 

INPUT IMPEDANCE: Optimized for Condenser' 
Microphone approximately 2000 ohms. 

GAIN: 50 db minimum closed loop. 

OUTPUT: 2mW minimum into 1000 ohm load. 

DYNAMIC RANGE: 50 db minimum. 

AGC: No more than 3 db change in output for 50 db 
change in input level. 

FREQUENCY RANGE: 200 Hz to GOOO Hz @ ·3 db 
points. 

COMPLEMENT: 4 each Integrated Operational 
Amplifiers; 2 each Junction Field·Effect Transistors; 
2 each Diodes. 

LOAD IMPEDANCE: 100 ohms to 50,000 ohms. 

'\ 
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TU-1 

LOAD IMPEDANCES: 150 ohm unbalanced (coaxial 
or shielded cable). 600 ohm balanced (twisted pair, 
TV lead). 

PRIMARY: 1000 ohm unbalanced. 

FREQUENCY RANGE: 20G Hz to 10,000 Hz ® 
3 db limits. 

POWER L.EVEL.: 25 mW maximum. 

CONNECTORS: Input· Screw Terminals. Output· 
0.14" Dia. miniature. 

SIZE: 11/4"0Ia.x31/4". 

WEIGHT: 3 oz. (85 gr.). 

TU-2 

INPUT IMPEDANCES: 150 Qhm unbalanced. 600 
ohm unbalanced. 

OUTPUT: 1,000 to 50,000 ohm. 

FREQUENCY RANGE: 200 Hz to 10,000 Hz @ 3 db. 

POWER L.EVEL.: 25 mW maximum. 

LOW PASS FILTER: 30 KHz Cutoff. 40 db 
attenuation in stopband noise. More than 70 db In 
broadcast bands. 

CONNECTORS: Output· Screw Terminal. Input· 
0.14" Dia. miniature. 

SIZE: 1 1/4" Dia. x 31/4". 

WEIGHT: 3 oz. (85 gr.). 



EXHIBIT NO.~ 

B.R. FOX COMPAl~, INC. 
EQUIPHENT SALES 

1969 - 1971 

*:EQUIPHENT PURCHASER 

TS-125 

TP-125 

T-1200 

T-ll07 

T-ll04A 

206 

206CB 

RB-101 

600H -
X-BOO 

272 

275 

312 

701-X 

355 

201 t01- D 
01-E 

204 
205 

205-PA 

Private U.S. 
Enterprise Government 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

0 0 

States VTith 
Authorization Statutes 

0 

0 

0 

0 

0 

8 

5 

5 

5 

0 

0 

0 

0 

5 

0 

6 

6 

-' 5 

States Without 
Authorization Statutes 
(by state and Quantity) 

0 

0 

0 

0 

0 

Miss.-1 La.-5 Ind.-1 Ohio-1 

Miss.-1 Ind.-1 Ohio-l La.-1 

La.-4 Ind.-l 

La.-3· Ind.-1 Ohio-1 

0 

0 

0 

0 

Ind.-1 La.-2 

0 

La.-6 Ind.-1 Ohio-3 

0 

Ind.-1 Ohio~l 

*For detailed description of equip~nt sec attached advertisements 
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*EQUIP}ffiNT PURCHASER 
Private 

Enterprise 

TS-125 0 

TP-125 0 

T-1200 0 

T-1107 0 

T-1104A 0 

206 0 

206CB 0 

RE-101 0 

600H 0 

x-SOO 0 

272 0 

275 0 

312 0 

701-X 0 _. 
355 0 

201 
201-D 

0 
201-E 

204 0 

205 
20S-PA 0 

EXlIIlllT NO.~ 

n.R. FOX CmrrANY, INC. 

** U.S. 
Government 

0 

0 

3 

0 

0 

3 

1 

0 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

EQUll'HEl1T SALES 

1972 - 1974 

States Vlith 
Authorization Statutes 

1 

2 

1 

0 

1 

2 

2 

1 

4 

2 

0 

0 

0 

3 

0 

1 

2 

0 

States Hithout 
Authorization Statutes 
( ) by stat~ and quantity. 

0 

Mo.-1 

0 

0 

Ind.-3 

0 

0 

0 

La.-4 

0 

0 

0 

0 

0 

0 

0 

0 

0 

*For detailed description of equipment see attached advertisements 
**Includes sales to DEA, CIA and Panama Canal Corporation 
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Item: CASSETTE RECORDER-RECEIVER COMBO 
Model: R-500 

Size: 2-1/2" x 12" x 8" (Approximate) 

Comments: This is our most popular receiver unit. It is a standard, commercially available AM-FM radio, 
cassette recorder combination. The FM band has been modified in frequency yet the appearance 
of the unit has remained unchanged. A conversation may be monitored using this unit and at 
the same time be preserved on tape without the necessity for any patch cords and two or more 
separate units. It is portable or AC Line operated. The unit comes with a privacy earplug so that 
one may be standing on the street or sitting in the lobby of a building, use the earplL!g and remain 
completely discreet in all monitoring or investigative operations. The cassette recorder may be 
used separately without the receiver for other applications. 

o This is the receiving unit to use with our Model T -275 Body Transmitter for a complete 
Transmitter-Receiver-Recorder System. 
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Item: AUTOMATIC TELEPHONE LINE TRANSMITTER 
Model: TS-125 (Series Connected) 

Size: 2" x 1" X 0.5" 

Comments: This transmitter is connected in series on either the Tip or Ring side of the telephono line. It operates 
automatically, turning On when the telephone is in use, transmitting both sides of the 
conversation, as well as the number dialed on outgoing calls, to a receiver (such as the B R F #R·500 
receiver/recorder), and turning Off when the phone is not in use. 

No battery is needed with this unit as it operates off the existing power of the line. Once 
installed it is a permanent installation with no need to ever return. Undetectable to the 
user on the phone line. Could only be discovered by exact electronic measurement. Install 
at any access point such as a terminal box, telephone pole, or anywhere along the line. 

Exceptional range of this unit makes it reliable in transmitting the conversation in any type area 
and gives clear distant pick-up even in congested situations. The unit is solid epoxied for 
rugged weather protection and is assemblied with highest rating electronic components, for 
an unlimited lifetime due to its rigid construction standards. 
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Item: AUTOMATIC TELEPHONE LINE TRANSMITTER 
Model: TP-125 (Parallel Connected) 

Size: 2"xl"xO.5" 

Comments: This transmitter is connected in parallel directly across the telephone pair without need to break 
the telephone line. It operates automatically, turning On when the telephone is in use, transmitting 
the nurrl~er dialed on outgoing calls and both sides of the conversation, and turning 0 FF when 
the phone is hung up and not in use. It is designed to be used with the B R F # R-500 portable 
receiver/recorder as the receiving unit. 

It contains its own battery power, so there is no drain from the telephone line making it undetectable 
even under telephone co. Central Office measurements. This gives it the highest security. Battery 
lifetime will give approximately 30 hours of actual telephone transmission. It is quickly installed 
at any access point along the telephone line. 

The ext.eptio.nal range of this unit makes it reliable in transmitting for long distances and gives clear 
reception even in congested downtown areas. The transmitter is solid epoxied for rugged weather 
protection, and it is assembled using highest rated, miniature electronic components, giving an 
unlimited lifetime to it due to these rigid construction standards. 
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Item: AC WALL EXTENSION OUTLET TRANSMITTER 
Model: T-1200 

Size: Standard 3-outlet electrical extension plug 

Comments: This device is perfect for those assignments that require the use of a concealed transmitter, do not 
offer time for an extended installation, and where later change of batteries is not possible. A 
miniature transmitter has been concealed in a standard 3-extension electrical outlet unit. All 
3 outlets on this extension function as normal so that a lamp or whatever may be plugged into 
them. The transmitter is powered by the full 115 volts of the AC line, giving it an exceptional 
dependable range. It contains its own built in loaded antenna. ,-, , 

o This transmitter tan be used with the BRF #R-500 portable receiver/recorder as the 
receiving unit. 

1187 



Item: ACWALL OUTLETTRANSMITIER 
Mode!: T-1107 

Size: Standard electrical wali outlet unit 

Comments: This device is a standard electrical wall plug recepticle which continues to operate as such, yet 
imbedded in the back is a powerful transmitter that is powered from the full 115 volt AC line 
voltage. Installation requires only access to the area, removing the existing receptacle, and 
rewiring this in its place, then putting the cover back on. The modification is completely 
unnoticeable unless the Wall unit is again removed and inspected from the back side. Both 
plugs on the outlet function as normal, and the transmitter is activated continuously, or 
whenever the power is turned on to that receptacle, if, for example, it might be controlled 
by a wall switch. The ultra-sensitive sub-miniature microphone pickup assures complete 
coverage of any standard size room. A perfectly concealed installation with no battery 
concern once it is installed. 
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Item: MINIATURE DROPTRANSMITTER 
Model: T-1104A 

Size: 2" x 1" x 0.75" (Excludes its single 9v battery) 

Comments: This miniature transmitter is designed to be dropped in a room, placed in furniture or stuck on 
the wall, and monitored from the outside. Its small size and sensitive, built-in mic, gives 
the ability to cover all room conversation with no involved installation time. 

It is powered by a 9-volt radio battery (easily available), and will give approximately 18 hours 
of continuous transmission. For longer time periods, battery packs may be used connected 
to the same batter'1 terminals of the transmitter. It is basically designed to be left in an area, 
but the unit can also be worn on the person as a body transmitter tor close-in operations. 

o Inexpensive, miniature, with sensitive mic and effective range ... makes this a convenient 
~pl(j1 in investigative operations. 
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Item: AUTOMOBI LE SU RVEI LLAJlJCE TRANSMITTERS 
Model: T -301, Beep tone for tailIng subject's auto 

T -310, Audio transmitter for conversation within the car 
Size: 3" x 2" x 0.5" 

Comments: These units give continuous monitoring of either the conversation taking place within the 
automobile (Model T -310), or serve as tracking d!lvice by emitting a continuous beep from 
the subject's car (Model T -301). 

Installation is quick lnd easy. Insert the transmitter module behind the car radio by 
disconnectinp the antenna cable from the rear connector of the radio and placing the transmitter 
unit between the antenna jack of the radio and the antenna cable of the auto. The standard 
connecting jacks are built in as a Pllrt of the transmitter unit. It operates off a positive 
12 volt, negative ground system as exists on American and most foreign cars. The car antenna 
is used as this unit's transmitting antenna, with no interference with the antenna's normal 
function. A windshield antenna will mak(' the surveil/ance transmitter's signal more direr.tj~nal, 
front to back. 

Both of these models fill a vital need in automobile surveillance .... powerful transmission for 
long·distance coverage, with quick and simple installation. The transmitter's drain is negligible 
on the car battery nnd it can be connected permanently with no effects on the battery's operation. 

The Model 310 unit transmitting the audio conversation from within the car must be used in 
conformance with the law enforcement restrictions on audio intercept of Title" I of Public Law 
90-351. 

The Model 301 unit transmitting only a beep tone as a tailing device is not such an audio 
btercept device as Title III is directed. 

Both units are designad to be used with the B R F # R-500 portable receiver/recorder as the 
receiving unit. 
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Item: SUB·MINIATURE MICROPHONE WITH INTEGRATED AUDIO PRE·AMPLIFIER 
REMOTE CONTROL BOX FOR DISTANCE ACTIVATION UP TO 25 MILES 

Model: 206 (Mic and Amplifier) 
206-CB (Control Box at remote monitoring post) 

Size: 3/8" x 1/4" x 1/4" (#206) 
6·1/4" x 3·3/4" x 2" (# 206-CB) 

Comments: This system is unique in both its operation and its size. The smallest and most effective room 
"bug" developed. The ultra·miniature microphone has boosted sensitivity to voice frequencies. 
"Piggy·backed" on it is a deposited integrated pre·amplifier circuit containing 35 electronic 
components, which amplifies even the faintest conversation by 96 dB and send it out along 
Direct Wire, using a spare telephone pair or installed wiring, to the remote !i~tening post. It is 
operative for distances up to 25 miles away between subject and listening post. No radiation 
of any cal rier frequency gives the ultimate in security. 

Its remote control box adjusts the sensitivity of the microphone with an easy meter reading on the 
control panel. Battery power is also supplied from the remote location via this control box. Its 
audio cable plugs directly into a speaker and/or tape recorder, such as the BRF # R-500, or 
B R F:# 300 series reel·to·reel units for long term recordings. 

One control box can activate any number of tr.e #206 devices, but only one at a time. The 
# 206 mic can be installed anywhere within the area to be monitored, e.g. baseboard, telephone, 
connector blocks, etc., anr' it is then connected to a pair of conductors that are either already 
existing in the area or that have been laid. No need to ever return for battery change as it is all 
controlled from the listening end. 

o The # 206 is solid epoxied with highest grade, sub·miniaturized and integrated electronic 
components. It has an unlimited lifetime. 

o This is the most advanced device for permanent monitoring of an area in a maximum· 
security manner. 

1191 



Item: CARBON MICACTIVATOR CONTROL BOX 
Model: RB-iOl 

Size: 6-1/4" x 3-3/4" x 2" 

Comments: This unit will activate, and control the sensitivity of, any carbon microphone, such as that normally 
found in the mouthpiece of a telephone. Its special circuitry gives an ability to operate at distances 
up to 10 miles from the installation. It can thus turn the planted microphone On and Off, adjust 
its sensitivity, supply the battery power, and deliver the audio into a tape recorder all at D remote 
location. No need to ever return after the initial installation. 

Any number of carbon microphones may be activated simultaneously when they are connected 
in parallel, and this control box will activate them all so that if the subject moves from one room 
to another there is continuous coverage. 

'Highest grade electronic components are used and the unit is soiid epoxied to withstand 
rugged handling and provide an unlimited lifetime. 
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Item: ,\UTOMATIC TELEPHONE MONITOR 
Model: GOOH 

Size: 6-1/4" x 3-3/4" x 2" 

Comments: This is the most versatile automatic telephone unit available ... use on a private residence phone, 
multi-pushbutton business phone, call-director set, entire switchboard, or coin telephone. 

A tape recorder is turned On by this unit when the telephone is in use. The number dialed 
on outgoing calls, be it a rotary or touch-tone phone, is recorded along with both sides of the 
conversation. The recorder is automatically turned Off when the phone is not in use. Two plugs 
from the 600H connect directly into the audio input and the remote on-off jacks of the tape 
recorder. 

This device not only monitors a single residence line, but is specially wired for use on a 
business mUlti-pushbutton phone set. In this application, it monitors whatever line is in use, 
and if that line is put on "Hold" it follows it there or onto a different line and then back to the 
original line. All conversation that goes au. i""p.r that phone this unit will cover regardless 
what button is depressed at the time. 

This device can be used to give the same automatic coverage of a pay telephone. It is compatible 
with the Bell System or any private telephone system, as might be encountered in some rural 
areas. The components are solid epoxied to give an unlimited lifetime of use. Tape recorder 
is not included. Specify make and model of recorder that is to be used, if possible, for 
correct impedance matching before shipment. 
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Item: TELEPHONE SLAVE UNIT 
Model: X-BOO 

Size: 3" x 1-1/4" x 1/2" 

Comments: This latest development in direct wire remote coverage combines basic telephone operation with 
the most advanced electronic technology and miniaturization to give the ability to monitor a 
telephone line with disiance to the listening post being no limitation. 

One side of the Slave is connected to the subject's line, the other side is connected to a leased 
line which you have had installed in the area, but with its telephone equipment removed and 
the number unpublished. The leased line is dialed in from the monitoring station wherever it 
happens to be, such as your office. The Slave automatically receives your call and connects you 
directly onto the subject's line. It is a one way connection, with all conversation on the subject's 
line being received at your listening station. 

This unit can be used with the B R F#315 reel-to-reel recorder with voice activation for an 
automatic, long term recording coverage. The Slave can also be monitored manually. Any 
number of lines within a metropolitan area may all be wired into one control panel room and 
thus, for example, five operations may be conducted simultaneously and continuously from 
one central listening post. If any subject installation is outside the dialing area, an appropriate 
toll rate might apply, so, although a phone line in New York could be covered in Los Angeles, this 
installation is usually used within a local dialing area. 

More extensive coverage could be obtained by using this Slave with the B RF # 272 which 
covers room conversation, automatically switches to the line when the phone is used, then 
switches back to the room when the phone is hung up. This entire coverage is achieved 
without being near the area. 

o The Slave unit operates on all types of central office exchange systems, including 
the newest E.S.S. exchange equipment. 

Solid epoxied to withstand all weather conditions and provide an unlimited lifetime of use. 
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Item: COMBINATION ROOM AND TELEPHONE CONSTANT MONITOR 
Model: 272 

Size: 2"){ 1" x 0.75", by itself, 
or delivered concealed into a specific piece of telephone equipment, 
such as a 42A connecting block (See Photo opposite page) 

Comments: This little device provides a monitoring of any area in which it is installed, plus will automatically 
cover the telephone which serves that area. No extra wires are needed, other than the two (Tip 
and Ring) which activate the telephone. 

The device is attacheu anywhere along the telephone line, in the telephone instrument, or at a 
connecting block. Its sensitive, sub-miniature microphone picks up all conversations within the 
area, gives booster amplification and delivers them out on the telephone line, without inter
fering with the normal telephone operation. The inside conversations are then monitored with 
the second part of the unit which is connected to the line at a convenient remote post. When 
the telephone is in use, the room monitor section AUTOMATICALLY disconnects and both 
sides of the telephone conversation can be monitored .... with the phone not in use, the room 
microphone picks up again. No batteries are needed so never a need to return once it is installed. 
The information at the remote listening post car. be plugged directly into a tape recorder for 
recording and/or monitoring. When used with the BRF Model315 Voice-Actuated reel-to-reel 
tape recorder, it gives automatic recording operation with up to 9 hours recording time, with 
unattended coverage of both the room and its telephone, 

When ordering, state whether unit is to be delivered as is, or molded into a specific piece of 
equipment. If it i3 to be concealed, the piece of equipment must be submitted with the order. 
In either form the device is cOI:structed of highest-grade, sub-miniaturized electric 
cpmpone.nts, all hand wired and molded in a solid chemical epoxy for an unlimited performance 
lifetime with proper handling and use . 

.. 

1195 



Item: WALL MONITOR (Remote Dial-In Room Monitor) 
Model: 275 

Size: 2" x 2" x 0.9" 
Delivered molded into a standard 42A connecting block 
as shown in photo, unless specified otherwise by customer 

Comments: Coverage of an area is now possible from a telephone at ANY location, be it local or long-distance. 
This unit is installed onto a telelphone line in the area of interest. The telephone company would 
be instructed to install an unlisted number telephone line in the room, for example. The 
equipment is removed from the line, and this modified terminal block, which looks exactly like 
a standard one, is attached to the line. Its sub-miniature microphone is extremely sensitive 
to voice frequencies. It becomes activated when you dial this number, whether you are dialing from 
within the area, or from across the country. There is no ring, but the microphone circuitry is 
quietly activated so that you are in direct contact with the area and can hear whatever is taking place. 

In addition to its law enforcement surveillance applications, this unit is especially good for protecting 
industrial areas, where the owner can call in at any time during the night to check on his premises. 
Or use with a voice-activated recorder unit, such as the SR F Model # 315 for continuous automatic 
coverage. Special circuitry gives it the ability to have calling party disconnect. When the caller hangs 
up, the unit disconnects, so it is controlled by the person dialing into the number .... a number 
unknown to anyone but those privy to the operation. 

o Concealed, discreet, and unlimited distant operation, with remote activation as easy as ... well, 
dialing a telephone. 
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Item: REEL-TO-REEL RECORDER (3-Speed, up to a hours on one side) 
~\'1odel: 310 

Size: 15" x 7" x 12" Carrying case in.:luded 

Comments: This recorder is excellent for use at the base station for long-term recording assignments. It handles 
up to a seven inch reel of tape and has a 3-speed selection: 7-1/2 i.p.s., 3-3/4 i.p.s., and 1-7/8 i.p.s_ 
There is a separate volume control for monitoring while the recording is taking place, VU Meter 
indicator for incoming signals, and 4-position digital counter for easy tapJ reference. 
AC operation only. 
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Item: REEL-TO-REEL RECORDER WITH BUILT-IN AUTOMATIC TELEPHONE MONITOR 
Model: 312 

Size: 15" x 7" x 12" (Same 8S Model 310) 

Comments: This is the same recorder as our Model 310 with all the features desir£!d for a dependable base 
station recording capability. In addition it has a built-in network for automatic start and 
stop when connected tu a telephone line. The connection is by means of direct wiring to 
the terminals on the back of the recorder. The switch on the recorder is then simply set to 
"AUTO" and the recorder will now start when the telephone is in use and stop when it is 
no longer in use. 

D Extra Feature: The digits of a rotary dial telephone will be converted into distinct 
"beeps" and recorded on the tape so that the outgoing number being dialed can 
easily be determined by counting the dear "Beeps" on the tape. On a push-button 
dial phone, the tone of button depressed will be recorded on the tapes along with 
both sides of the conversation. 2-position swit.;h provides use on standard telephone 
line or pay station phone. 
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Item: REEL-TO-REEL TAPE RECORDER WITH BUILT-IN VOICE ACTUATOR 
Model: 315 

Size: 15" x & 7" x 12" (Same as BRF Model 310) 

Comments: This is the same recorder as our Model 310 wi~h a built-in voice actuator circuitry with direct 
connecting plugs on the rear of the recorder. By connecting the telephone fine to the connectors 
on the recorder and putting the switch in "AUTO" position, the recorder will start automatically 
when there is voice conversation in the area being monitored or on the telephone fine being 
monitored. The recorder will stop when the conversation has ceased. There is a sensitivity 
control to adjust the sensitivity level at which the recorder will turn on and off, and there 
is also a delay control to adjust the length of time the recorder wilt still continue running after 
the voice has terminated. When delivered from the factory this is set at 1 0 seconds with a 
nominal sensitivity setting. This Model 315 could be used with our Model 206 Miniature 
Room Pre·Amplifier, for example, and the system will give automatic i.e. unattended, room 
coverage. If used with our Model 272 room/telephone combo: it will give unattended 
coverage to both an area and the telephone line within that area. 

o This modified recorder could also be used with the X-SOO SLAVE for automatic 
operation of a remote telephone line monitoring system. 

o The Fox 300-series of reel recorders provides a superior quality recording capability 
with both long-term coverage and automatic operation. They will give the finest 
recording at a base station in any investigative operation. 
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Item: TELEPHONE LINEMAN'S MODIFIED HANDSET 
Model: 701-X 

Standard telephone handset lIsed by Telephone Company repairmen, with 
metal belt hook connector, and externally mounted battery and clip 

Comments: This lineman's handset is essential for direct wire work on telephone systems. It is molded in 
heavy black rubber with ability to monitor or talk and dial on any active line terminal. 

The modification has converted the standard unit to one having its own power source so that no 
power is drained fram the telephone line, plus an extra stage of amplification. Complete silence 
when going across tne terminals is the result. Absolutely no "clicks" or "rops" are heard on the 
line even if that line is in use at the moment the handset is connected acral..< the terminals. 
Top Security with no compromise with this instrument. : 

o It contains a 3-position switch: Off, Talk or Dial, and Top Security Monitor 
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Item: 

Model: 
Size: 

Comments: 

CASSETTE RECORDER WITH CONCEALED TRANSMITTER AND 
CONCEALED AUTOMATIC TELEPHONE MONITOR 
355 
4" x 8" X 2" (Approximate) 

This is a handy, top-quality cassette tape recorder with two concealed features which make it 
onp,cially useful in investigative work. There is a built-in transmitter which is operated off the 
cassette's internal batteries. A micro·switch on the rear of the unit turns on the concealed 
transmitter. The unit may be sitting inconspicuously on a desk, in a bookcase, or elsewhere 
in an area while clearly transmitting all conversations within that area to a remote listening/ 
recording post. 

Also built-in to the unit is an automatic telephone monitor system. The normal AC Line plug 
has been converted so that when connected to a telephone line the cassette will automatically 
start when the telephone is in use and stop when the telephone is hung up, clearly recording both 
sides of the conversation and the outgoing number dialed. The cassette does not operate on 
AC line voltage but on its own internal batteries. 

This gives a useful cassette recording capability with two often needed investigative devices 
self-concealed within it. 
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Item: 
Model: 

Comments: 

SUB-MINIATURE MICROPHONE 
201 is sub-miniature dynamic microphone 
201-0 is same as 201 with 36 inch lead terminated in phone plug for 

recorder input 
201-E is same as 201 with specified length of shielded cable up to 

100 feet maximum terminated in a phone plug_ (Add 7 cents 
per foot for shielded cable desired) 

This intelligence microphone is specially designed to respond to the voice frequencies of interest. Its 
extremely small size makes it easily blend into existing room features_ Pin-hole vent opening is smaller 
than the period at the end of this sentence_ This dynamic microphone can be fed directly into a tape 
recorder_ Available alone as a single unit or with 36 .inches of shielded cable attached and terminated 
in a phone plug for direct input to a tape recorder. 

Also available with any specified length of shielded cable attached, up to 100 feet maximum_ 
Signal level at recorder input will decrease with increasing length of shielded cable_ 
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(Shown next to paper match for size comparison) 

Item: SUB-MINIATURE MICROPHONE WITH PLASTIC TUBING 
Model: 204 

Size: 3/8" x 1/4" X 1/4" (Approximately) with 12 inches of flexible accoustical tubing. 

Comments: This is our 201 sub-miniature microphone with an extended vent opening to which is attached 
12 inches of flexible accoustical tubing for easy "snaking" through small areas and avoidance 
of metal detectors. Its excellent accousticai response gives no reduction in microphone 
sensitivity. Designed for adjacent room use, e.g. under doors, through vents or outlets. Unit 
is supplied with sub-miniature microphone, 12 inches of flexible tubing attached, and 36 
inch shielded cable attached to microphone, terminated in phone plug for direct input to 
tape recorder. 

o If possible, specify rnakll and model of tape recorder intended to be used for optimum 
impedance matching. 
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Item: CONCEALED SUB-MINIATURE MICROPHONE IN ELECTRICAL WALL OUTLET 
Model: 205 Microphone in Wall Outlet only 

205-PA Microphone with Integrated Circuit Pre-Amplifier 
Imbedded in Electrical Wall Outlet 

Size: Standard Electrical Wall Outlet 

Comments: Our Model 201 su~ miniature microphone has been concealed within a standard electrical wall 
outlet to make our Model 205 and Model 205-PA. It is only necessary to gain access to the area, 
replace existing outlet with this specially modified one, "snake" the cable through the outlet 
leading into the adjacent room (these are usually mounted back-to-back) and replace the 

. .10.: 

cover on the outlet. The sensitivity of the microphone will assure coverage of the room 
conversation. Both electrical outlets will function as normal. A completely disguised and 
effective device for concealed monitoring of any given area. 

D Model 205-PA - This modified wall outlet may also be ordered with our Model 206 
sub-miniature microphone and audio-pre-amplifier installed in the electrical wall outlet. 
This gives maximum and controlled sensitivity from a remote listening post which may 
be in the adjacent room or could be at any point up to 25 miles away from the 
monitored area . 
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Item: 

Model: 
Size: 

Comments: 

---- -- -- ------------- -- - ---

MODIFIED AMERICAN TOURISTER ATTACHE CASE WITH 
CONCEALED MICROPHONE AND EXTERNAL ON/OFF CONTROL 
90-A 
18" length x 3-1/2" wide 

Smartly styled "sJimIine" attache case made by American Tourister, has a sub-miniature sensitive 
microphone concealed inside. Its pinhole opening in the grain of the finish gives discreet yet 
extremely sensitive pickup to cover entire room, automobile, or street conversations. Recorder 
is turned ON and OFF with movement ofthe normal open-close latch above the combination lock 
on the case. Most any recorder can be used in the attache case. The miniature cassette units can 
be inserted inside the closed compartment for undetected use even when the attache case is open. 
This also gives room for normal use of the case for paperwork. Its combination lock insures 
security when left unattended. 

o Specify tan or grey attache case, and make and model of recorder to be used if possible, 
for an optimum impedance match of the recorder to the microphone. 

Item: MODIFIED ATTACHE CASE, AS ABOVE, WITH PRE-AMPLIFIER MODULE INCLUDED 
Model: 95-A 

Size: Same as above 

Comments: A high-gain, miniaturized ·integrated circuit pre-amplifier is included in this unit to give immediate 
amplification to the microphone's response. This produces an increased overall sensitivity in the 
unit so that distant voices can be recorded that would usually be missed with a straight mic into 
the recorder. This is the model to use for best sensitivity in reproducing the conversations 
picked up. 

o Note: the tape recorder is not included in either of these units. 
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EXHIBIT NO.2 

INTERVIEWS WITH MANUFACTURERS 

Seven electronic surveillance equipment manufacturers an
swered the following questions in the course of interviews with 
the Commission staff. A summary of their responses follows 
each question. 

I. How long have you been a manufacturer/distributor of elec
tronic surveillance equipment? 

The responses to this question ranged from 2 to 25 years. Four 
of the seven manufacturers were in business prior to Title III 
(Federal Wiretap Act) in 1968. 

2. If in bllsiness prior to 1968, how have your sales been af
fected by the Title III legislation (primary consideration is 
volume and dollar value)? 

Of the four manufacturers in business prior to Title III, three 
indicated a slight increase in law enforcement business, or at 
least in quality of equipment purchased, because of LEA A fund
ing; one of these noted a drop in sales to industry and private in
vestigators. The fourth indicated a drop in overall sales of 
prohibited equipment. 

3. How many sales personnel do you employ, and what are 
their geographic responsibilities? 

Three reported no sales personnel, all sales by mail or 
telephone. 

One reported three sales personnel, one each in New York, 
Florida, California, but said most sales were by mail or 
telephone. 

One reported six salesmen, all in the Southeastern U.S. 
The last two reported seven and 12 salesmen, respectively, 

covering the entire U.S. 

4. What information or training do you provide sales person
nel with respect to the provisions of Titl~ III? 

Of the four employing sales personnel, the responses varied: 
-provide a copy of Title III 
-only hire those with law enforcement experience 
-sell only to law enforcement personnel; thus no need for 

training 
-10 to 30 days of training on Title III laws; extensive train-

ing re police needs 

5. How many manufacturing personnel do you employ? 

Two employ none. 
Four employ between I and 20. 
One employs more than ISO manufacturing personnel. 

6. Do you provide for the repair of electronic surveillance 
equipment? 

All seven manufacturers answered yes: 
Six repair only their own equipment 
One repairs all electronic equipment 

7. If so, what restrictions do you maintain to insure that the 
equipment is being possessed and transported in accordance 
with the law? 

Generally require official letterhead if transaction is handled 
by mail, or personal identification if hand delivered, and the pos
sessor is not already known to the manufacturer. One manufac
turer criticized this part of the law as being vague and am
biguous. 

8. What steps do you take to insure that the purchaser of your 
equipment is legally authorized to make such purchase? 

Generally, by purchase order and letterhead of purchasing 
agency; sellers verify by contacting agency if there is any doubt. 
One manufacturer cited ambiguity in laws regarding sales to 

states that don't have enabling legislation for Title III intercepts, 
noting "We do not police the police departments." 

9. Do you require a written sales agreement? 

Four stated that they do require such an agreement. 
Three said they do not require a written agreement, although 

two of them encourage it, but will accept cable or even 
telephone orders as long as the equipment is to be shipped to an 
official address. 

I O. If so, what information is entered on such agreement? 

Generally, name, address and equipment sold. Those who 
didn't require a written sales agreement prior to sale generally 
did require a follow-up purchase order or invoice. 

II. What record keeping procedures are instituted with regard 
to sales? 

Six reported keeping either invoice files or a card index of 
sales. 

The Seventh keeps no record of sales, because he wouldn't 
want the information accessible to someone who shouldn't have 
it. 

12. How do you advertise your electronic surveillance equip
ment? 

Two do not advertise, although one of these responds to mail 
inquiries. 

One does strictly oral advertising. 
One mails directly to police departments, sends only a 

"teaser" for surreptitious equipment. 
Three advertise in law enforcement magazines, but do not in

elude Title III equipment; one of these stated that he had his ad
vertisement approved by the Department of Justice before 
running it. 

13. What procedure do you use in responding to outside 
requests for information (catalogues, etc.)? 

Six answered that they respond only to requests from the law 
enforcement community on official letterhead; one of these 
added that he does not respond to inquiries from private in
vestigators or foreign law enforcement agencies. 

The seventh responds only to individuals he knows personally; 
all catalogues are personally delivered. 

14. Do you display or demonstrate electronic surveillance 
equipment? 

Six manufacturers answered that they did display or demon
strate equipment, generally at the request of the law enforce
ment community, either at the department facility or at con
ferences of law enforcement personnel. One expressed uneasi
ness at using a motel hospitality suite, presumably at such a con
ference, and indicated he had not held such a demonstration for 
the past five years. 

15. If so, how do you transport the devices, and who are they 
shown to? 

Of the six who do display or demonstrate: 
-four have their salesmen transport the devices by hand. 
-two expressed concern regarding the vagueness of the 

law, and indicated that they ship the devices by air to 
their own personnel. 

16. How do you store electronic surveillance equipment? 

Five responded that the limited amount that is stored is locked 
up and secured by guards and/or alarm systems. 

One stores only on order. 
One stores "just like any other, just like parts, right on the 

shelf." 

17. What is your average delivery time? 

Range of delivery time: 24 hours to 90 days. 
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Average: approximately two weeks to two months. 

18. Who are your suppliers of electronic components (in the 
case of a distributor, the equipment supplier)? 

Six of the respondents had suppliers: 
-one had only one supplier 
-three had 8-30 suppliers 
-one had 1400 suppliers 
-one obtained supplies from conventional radio supply 

houses. 

19. Do you conduct training in the use of electronic surveil
lance equipment? 

Six of the seven manufacturers/distributors reported that they 
do conduct such training. Four of those six hold the classes at 
the police department or training facility, a fifth holds them in a 
San Francisco hotel, and the sixth holds them at its own office. 
The training usually consists of demonstrations of use of elec
tronic surveillance equipment, but there was great variation in 
the scope and length of training reported. 

Five-day training is conducted quarterly by one company, but 
most conduct their training on a more flexible schedule. 
Generally, the training, lasts several hours, but one company re
ported that it can be extended to a week or 10 days. 

The choice of students is usually left up t') the law enforce
ment agency involved, although one company limits attendance 
to members of the department directly involved in the use of the 
equipment. No special qualifications are requ red for students, 
and at least one of the manufacturers interviewed remarked on 
the general lack of knowledge of surveillance equipment on the 
part of many law enforcement officers. 

Two of the companies reported keeping precise lists of those 
attending the classes, but the other four either kept no records 
or kept only records of cost or copies of invitations to teach, 
leaving the keeping of attendee lists up to the law enforcement 
agencies. 

20. Do you sell electronic surveillance equipment to foreign 
governments? 

Five of the seven answered no, two of them adding that the 
law is unreasonable and they would like to see it tested. 

One answered that he very rarely makes such sales, and sells 
no surreptitious equipment. 

One answered that he had not until recently, and that the De
partment of Justice was notified. 

21. If so, what procedures do you use? 

One ships the equipment as modules to be assembled on ar
rivul. 

22. How would you describe a device which is "primarily use
ful for the purpose of the surreptitious interception of wire or 
oral communications?" 

-" A device which is not what it appears to be, i.e., lamp, fur
niture, etc." 

-" Any device that records, transmits, or receives any kind of 
communication has that potential ... " 

-"Anything that can be placed in a room or area that will 
pick up the conversation of the people in that room or area ... 
Anything that is attached to or in pro,,;:-'ity of telephone lines 
and transmits the conversation of those lines to a receiver ... " 

-" A radio transmitter on a telephone line and received by a 
radio receiver at a distant point. A voice or room transmitter 
with best voice sensitivity when stationary and with range of 
twenty to thirty feet from it." . 

-"I don't believe that there is such a thing as a deVice 
'primarily useful' for electronic surveillance, with the possible 
exception of the wireless transmitter." 

-"Covertly used equipment. It depends on the individual-do 
you have an honest cop or a dishonest one? And how is he going 
to use it?" 

-"The word 'primarily' is of no consequence and has no 
place in the law-it permits circumvention of Title III. It's for 
whatever the user wants to do with it." 

23. Do you believe that manufacturers/distributors of elec
tronic surveillance equipment should be licensed? 

All responded affirmatively. one very strongly and three rather 
noncommittally. 

24. Do you disagree with the relevant parts of Title Ill? If so, 
why? 

One disagrees with Title III, feeling it is too restrictive 
economically. 

All others agree generally with the intent of the statute but 
feel that it is too vague and could be considerably improved. 
Some of the specific criticisms included: 

-should clarify, for example, whether manufacturers can deal 
with friendly countries. Are foreign embassies in Washington, 
D.C. classified as foreign shipments? 

-too much variance in court decisions; too easily confused, 
"especially when you get some smart attorneys in court." 

-"even working in this field I'm not sure whether I'm violat-
ing the law sometimes. " 

25. How would you improve Title 111? 

Definitions-
The improvement most frequently suggested was the clarifica

tion of Title III language, although there was not much indica
tion of exactly how it should be done: "clarify definitions;" 
"clarify statute;" "better explanation regarding legality of use of 
equipment in specific instances." 

Transport-
Four mentioned the confusion surrounding the transport and 

demonstration of equipment and suggested that that area be 
clarified; one suggested bonded carriers for transporting equip
ment. 

Inventory-
Four suggested allowing manufacturers to inventory equip

ment, or perhaps only sub-assemblies, which could be strictly 
controlled (e.g., keeping running reports on what the manufac
turer had in stock). Two others, however, recommended retain
ing the inventory restrictions, believing that relaxing the restric
tions would lead to abuse. 

Licensing-
Three recommended the licensing of manufacturers. 
Export-
Two recommended removing the export prohibition. 
Advertising-
One suggested allowing more liberal adVertising, limited to 

specific publications. He argued that allowing limited solicitation 
of business would result in more competitive prices. 

Training-
Various suggestions included: wider use of equipment and 

training of personnel; better training of law enforcement person
nel; better definitions regarding training. 

EXHIBIT NO.3 

FARGO COMPANY 
1162 Bryant Street 
San Francisco, Calif. 94103 
Phone: Area Code ( 415 }621-44 71 

June 5,1975 

Executive Director 
National Wiretap Commission 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 
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Dear Sir; 

The following information is submitted pursuant to your 
request for my views, as a manufacturer, of those aspects of the 
Federal Wiretap Act (18 U.S.C. 2510-20) with which I am 
familiar and with which I have had experience. You may enter 
this letter in the record of the hearings of your Commission if 
you desire. 

At the outset, I would like to call the Commission's attention 
to the fact that Fargo Company, of which I am the founder and 
president, is the pioneer in providing audio surveillance equip
ment for law enforcement, having been continuously in opera
tion since 1950. 

1. Section 2512, Title 18. 

By 1954 it became increasingly apparent from actual ex
perience that not all persons would use surveillance devices 
legally and ethically. It became evident that there could be and 
was, misuse of equipment by non-law enforcement personnel 
that bordered on the illegal, or was actually criminal. Persons 
were using it for political and industrial espionage for either 
power, position, or profit. From actual experience we found that 
only law enforcement (city, county, state, federal, civilian, and 
military agencies, and friendly foreign governments) could be 
trusted to use this equipment properly. Because of this ex
perience, in 1954, Fargo instituted a sales policy on its own in
itiative that any device that could be used for the violation of 
privacy would be sold only to law enforcement (totally tax sup
ported) agencies. Fargo was the only company that had this pol
icy for many years. In 1967 I testified at a closed hearing before 
the California State Assembly Criminal Justice Committee, and 
they agreed with my conclusions and passed a state law based on 
our sales policy. The Federal law, 2512, is quite similar to the 
California state law governing equipment, but is even more 
restrictive. 

With the enactment of U.S. Code Title 18, Section 2512, by 
Congress in 1968, some interesting actions took place. Prior to 
the passage of this law, there was widespread distribution of 
clandestine eavesdropping devices to the public by over 100 
companies. The Senate Sub-Committee on Criminal Practices 
and Procedures found that such devices were widely advertised 
in newspapers, magazines, electronics and Hi-Fi catalogs, and 
were widely sold in ordinary radio-TV stores. Within about a 
year, as the public and the manufacturers became aware of sec
tion 2512, the advertisements and devices in stores virtually dis
aIJpeared from the market, and were thus not readily available to 
the civilian consumer. However, an interesting phenomenon oc
curred after Watergate in that these devices are again appearing 
in magazine ads and in stores, described as "babysitting 
devices", audio burglar alarms using miniature transmitters, and 
electronic secretaries (for wiretap instruments and recorders). 
Subminiature pocket recorders the size of cigarette packages are 
being marketed for conference recording or electronic 
notebooks. In the case of pocket recorders, a complex problem 
is presented, as the majority appear to be purchased for legiti
mate electronic notebooks rather than for any surreptitious use 
in recording another person's conversation. In this connection, I 
noted an ad from Playboy magazine, May, 1974, for a micro
mini mike transmitter not much larger than a paper clip. Also, 
the Lafayette Radio catalog showed a wiretap device that could 
be charged on Bankamericard. 

Another question that section 2512 raises is: What happened 
to all the equipment that was in the hands of non-law enforce
ment personnel prior to 1968? Nothing has been heard of any
one destroying or getting rid of the equipment. What happened 
to the professional eavesdroppers who were doing private in
vestigation work, and political and industrial espionage, who 
were so widely interviewed by the press, TV and other media, 
and used these interviews to further their reputations by this free 
advertising prior to passage of 2512? It appears that most went 

underground, became careful as to who they selected as 
customers, but kept up their devious clandestine operations. 
Some later surfaced as "de-buggers" or "countermeasure techni
cians," sometimes as disguises for their actual activity, which 
was clandestine eavesdropping. It appears that very few went out 
of business. 

The fact that eavesdropping devices are still being discovered 
in offices, on telephone poles, etc., supports a strong inference 
that professional clandestine eavesdropping for industrial and 
political espionage still exists. Because of the increased risks 
because of section 2512, these illegal operations were becoming 
extremely costly. Because of the secrecy of industrial/political 
eavesdropping, no one can say for sure just how widespread it is. 
However, it is interesting to note that of the devices that are 
discovered and make the newspapers (such as the H.L. Hunt 
case, Gordon Novell, etc.) most are accidentally found. The 
majority of the "finds" are usually kept confidential, especially 
in business. What corporate executive wants to admit to his 
stockholders that "the company was had" and perhaps cause the 
stockholders to get the impression that top management was lax 
in security in protecting their highly valuable company secrets? 
An interesting result of searches (countermeasure sweeps) made 
by competent, honest technicians reveals that only about 5% of 
the time are any devices found. However, this figure may not 
present an entirely true picture, as the eavesdropper may be 
tipped-off in advance by overhearing conversatiorls by the tar
gets that they might be "bugged," causing the eavesdropper to 
remove his equipment. 

During the past ten years, Saber Laboratories, Inc., 
(specializing in detecting industrial electronic spying) has per
formed many countermeasure sweeps for the major industries in 
this country, and in only one instance was the sweep performed 
to detect what the customer thought might be government agen
cy spying. All of the rest were for the sole purpose of detecting 
industrial spying. 

It is my opinion that the threat (('day of industrial/political 
espionage, by the professional, illegal eavesdropper, using clan
destine devices, is greater than it ever was. No laws are going to 
diminish his activity; they will only raise the cost for his services 
because of the increased risk. Only active, aggressive enforce
ment will stop him, and this is far easier said than done. 

The detection of industrial/political spying has always been a 
very difficult, arduous task, with only limited successes. Most 
foreign spy operations involve networks that can be penetrated, 
but the industrial/political electronic spy works alone or with a 
partner, and detection is difficult, because all of his actions are 
carefully concealed and very secret. Section 2512 was, however, 
reasonably effective at stopping low level electronic eaves
dropping, such as domestic (husband-wife, girl friend-boy friend, 
employer-employee, etc.). 

Where do the professional eavesdroppers get their equipment? 
Most of them build their 'Jwn devices, because it is no longer any 
major mystery how devices operate. Virtually any high school 
electronic student can build a basic eavesdropping device. 
Others purchase those thinly disguised devices advertised in 
magazines. As technology progresses, it is going to become in
creasingly difficult to distinguish between subminiature devices 
designed for strictly legitimate use and those that can be used for 
illegal eavesdropping. One of the prime goals of the electronics 
industry is the development of electronic equipment for legiti
mate commercial use that is smaller, lighter, and more powerful. 
Note the efforts of the tape recorder, TV, communications, and 
computer industries. 

City, county, and state law enforcement agencies have slowly 
begun to take an interest in the responsibility that has been in
vested in them by state law in protecting the citizens' right of 
privacy. Two years ago, Fargo instituted a three day course in 
conjunction with John F. Kennedy University, Martinez, Califor
nia, that is held three times a year here in San Francisco. This 
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course teaches law enforcement people their responsibility rela
tive to illegal eavesdropping. It also teaches them how to con
duct a countermeasure sweep, what to do in case of a "find," 
and report in writing in regard to electronic security hazards. The 
course covers both methods of how to conduct a countermea
sure sweep, without equipment and with equipment. Over 75 law 
enforcement agencies have sent personnel for this training. How
ever, considering the number of major law enforcement agen
cies, this is only a small percentage. 

A very few agencies have even gone so far as to purchase 
countermeasure systems so that they can do a complete job. 
However, there are inherent problems for law enforcement 
agencies conducting sweeps, because they can only expect to be 
successful 5% of the time. Assuming the average survey (sweep) 
takes two men six hours each, or a total of 12 manhours, it 
would take an average of 240 manhours to find one device. It 
takes a lot of perseverance on the part of a technician to be so 
thorough he knows he has done a good job, and yet 95% of the 
time has only negative results to show for his efforts. This low 
ratio causes a morale problem. 

While random efforts are made to discover the illegal devices, 
there has never been a major effort to discover and bring to 
justice the persons who are the professional eavesdroppers. In 
fact, prior to the 1968 Omnibus Crime Control Act, of which 18 
U.S.C. 2512 was a part, professional eavesdroppers were ac
tually glamorized by the news media. Conclusively, the threat of 
invasion of privacy of law abiding citizens by electronic devices 
today is not from law enforcement, but from their fellow 
citizens. In 24 years of selling surveillance devices to law en
forcement agencies nationally, only on very rare occasions have 
I ever heard of a law enforcement man using this equipment for 
any reason except to bring criminals to justice. In most of the ex
tremely rare occasions where law enforcement people acted il
legally, the perpetrators were brought to justice by their own 
agency, or by another state or federal agency, with severe 
punishment because of the breach in trust. 

Watergate had a profound but subtle effect on law enforce
ment when it was revealed that even the White House with all its 
influence and power, could not prevent a person from going to 
jail if he was caught using surveillance equipment illegally. This 
case, combined with a couple of other cases where police of
ficers went to jail for violating the law on eavesdropping in the 
pursuit of criminals, caused knowledgeable officers to realize 
that wherr they performed an illegal act in the capture and con
viction of a criminal, they risked: 

I. Dismissal from the force. 
2. Possible conviction and a jail sentence. 
3. Forfeiture of their retirement benefits. 
4. Disgrace for themselves and family. 
5. Loss of their chosen career. 

Friendly local courts or prosecutors might not be able to help. 
They would have the U.S. Department of Justice to contend 
with, as it is the enforcement body. 

it is apparent that any law enforcement agent is going to think 
long and hard before he takes such a chance just to bring a 
criminal to justice. If he is caught, he can assume that he "has no 
friends," and not even a power as great as the White House can 
help. Of course, this restriction on law enforcement may benefit 
the criminal, who easily realizes that if he is in a state where wire 
or oral electronic interception by the police is prohibited, there 
is a good chance that his conversations and communications are 
free from interception, and this fact aids and increases his 
chance of a successful venture in crime. 

An interesting aspect of the public's interest in what and how 
law enforcement uses electronic surveillance is the fact that for 
every piece of electronic equipment in the possession of law en
forcement, there are at least 300 or more (a very conservative 
estimate) illegal pieces of 'equipment in the hands of the public 
that is not being used to apprehend criminals, the enemies of 

society, but is being used by society against itself. There is little 
interest paid to the fact that this uncontrolled equipment is the 
real threat to society's right of privacy. There even seems to be 
some confusion in society'S mind about making a clear cut 
distinction between the legal use of electronic surveillance 
equipment against the criminal and the illegal spying carried out 
by members of society against their fellow men in the interest of 
rower, position, or profit at the expense of society'S privacy. 

II. "State of the Art." 

The devices utilized by law enforcement today are not much 
different than those that were discussed before the Long Senate 
Sub-Committee in 1965-'56, by various manufacturers. While 
they are smaller and IT Jre powerful, there has been very little 
change in the manner in which they are used with perhaps the 
exception of one device, the so-called "bumper-beeper." As it 
does not intercept oral or wire conversations, it may not even 
fall under section 2512. This device consists of a tiny black box 
mounted on magnets that sends out a beep tone. It is placed 
under a vehicle in seconds. It then permits a car equipped with 
direction-finding equipment to follow or locate the target vehi
cle, regardless of how carefully the driver of the target vehicle 
tries to conceal his whereabouts. Apparently these devices are 
available to anyone. They have good use in law enforcement, for 
legitimate "tailing" of criminals, and also for such businesses as 
the trucking industry to help f,he private security officer locate 
trucks that might be highjacked. What about the innocent per
son who wants privacy during his travels and takes elaborate 
precautions to be sure he is 1.1ot "tailed"·] If someone has placed 
a "bumper-beeper" on his car, it can easily be found, regardless 
of what extremes the target victim goes to conceal tuis path of 
travel. Is this a violation of his reasonable expectation of priva
cy? 

Another device that has wide I"amifications outside law en
forcement is the PSE (Psychological Stress Evaluator). This is a 
chart device that attaches to a tape recorder and analyzes the 
changes (frequency modulation) of a voice and detects any 
stress changes that occur when a person lies. A person can be in
terviewed in public or called on the telephone. The taped inter
view or telephone call can then be easily analy:;:ed by the PSE 
chart and the questions answered by lying can easily be 
discerned. As a law enfor,l:ement tool used under color of law, it 
is a valuable dd; however, what if an industrial spy or even a 
competitor calls a businessman and asks key questions about 
confidential company information? Naturally, the target is going 
to lie to protect his secrets. Yet the chart will show to what 
questions the answers are untruthful. These devices are sold 
without any govemment controls as to who has them and can 
use them. 

III. Ramifications or Title 18, Section 25 t 2, "Manufacture, dis
tribution, possession, and advertising of wire or oral communica
tion intercepting devices prohibited." 

On the, surface, to the manufacturer making these devices, the 
law is quite clear. However, the law makes two exceptions; 

The first permits a communications common carrier, etc., to 
have such devices to maintain service. Example: The 
telephone company has the right to possess and use devices 
when it is done solely in the interest of maintaining good ser
vice. This exception has not, to the knowledge of the author, 
presentl'd any problem. 

The second exception permits the manufacture, distribu
tion, or possession of such prohibited devices by "an officer, 
agent, or employee of, or a person under contract with, the 
United States, a State, or a political subdivision thereof, in the 
norma) course of the activities of the United States, a State, or 
a political subdivision thereof ... " 

The Department of Justice, which is charged with enforce
ment of this law has made a very strict interpretation of it, as any 
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other approach would leave loopholes for unscrupulous persons 
or companies to take advantage of. 

To provide a better understanding of the Act and insure 
uniformity in construction, we discuss below a number of 
common misconceptions concerning these provisions of Iol.w. 
The first is the question of scope of authorized activities under 
the exceptions in 18 U.S.C. 2512. The exceptions do not per
mit advertising and do not permit transactions directly with 
foreign governments. The exceptions authorize only manufac
ture, distribution, and possession. Thus, a manufacturer may 
not publicly advertise prohibited devices, but circularizes only 
authorized purchasers. On the other hand, he may advise such 
purchasers that his firm is generally skilled in the production 
of electronic devices and respond to specific inquiries with in
formation requested on prohibited devices. In addition a 
manufacturer may not maintain an inventory of assembled 
prohibited devices in anticipation of obtaining a contract .with 
an excepted buyer, nor does a particular supplier'S contract 
with an excepted purchaser legitimize another supplier's 
(dealer) transactions with the prime contractor. (Supplement 
No. I, Department of justice Memo 613, July 7, 1971) 

The interpretation by the Department of Justice permits a per
son or company who has a valid (order) contract, which can be 
<l.n official letter, purchase order, telegram, written contract, oral 
order or phone call (however, the manufacturer had better be 
able to prove by some acceptable means that he has received 
such a phone call or oral order) from one of the above listed 
agencies. Once the manufacturer has received such an order for 
a specific device, he can then proceed to manufacture the device 
for the agency, but only in quantities and exact type that the 
order calls for. If a manufacturer makes four devices and only 
has an order for three, and has the intention of putting the extra 
one in stock until he receives another order, he is in violation of 
the law. 

The manufacturer cannot sel! to an "individual" law enforce
ment officer with the power of arrest. However, an individual of
ficer can order for his department if it is part of his prescribed 
duties. The transfer of ownership must be from the manufacturer 
directly to the agency qualified to purchase. 

There is no prohibition on the types or number of devices a 
law enforcement agency can order. As title has to pass from the 
manufacturer to the law enforcement agency, sale to a dealer 
(or retailer, for example) who in turn resells to the agency is 
prohibited. It is permissible for a salesman or commissioned 
agent, designated by the manufacturer, to solicit contracts 
(orders) from qualified agencies. Equipment which has been or
dered by a qualified agency can even he sent to the agent or 
salesman for demonstratio'l to other law enforcement agencies, 
solely in the interest of soliciting an order or contract, prior to 
being shipped to its final destination. Manufacturers are 
prohibited from maintaining demonstration samples even though 
they are in the interest of soliciting a contract. 

When a law enforcement agency wishes to "trade-in" a used 
device, the manufacturer may accept it as partial payment, but 
must have on hand a valid contract from another law enforce
ment agency for the "trade-in," or must immediately disassem
ble it to a state where it is no longer useful or easily made opera
ble. Should he receive a qualified order at a future date, he is 
permitted to reassemble the device and sell to the law enforce
ment agency. Manufacturers are permitted to pay commissions 
to agents or salesmen of the company when they sell a device to 
law enforcement (but the salesman or agent must accept the 
order in the name of the manufacturer). Manufacturers are 
prohibited from advertising such devices in trade journals, 
newspapers, magazines, hand bills or TV. A manufacturer is per
mitted to print a catalog or brochure and use it to solicit con
tracts from qualified law enforcement agencies. These catalogs 
must be transferred by mail or other means directly to the law 
enforcement agencies. Putting them out at police conventions, 

etc., is prohibited as well as display of actual working units of 
devices. The fact that a particular magazine may only go to po
lice does not permit a manufacturer to insert an advertisement in 
it. 

Should a manufa.cturer violate section 2512, hiS-entire inven
tory of parts, etc., are slJbject to confiscation under section 2513 
(seized and forfeited to the United States Government). Section 
2512 also clearly mentions components of such a device, so a 
manufacturer cannot have any inventory of accessories that can 
be used for ora! or wire communication interception. I refer to 
such components as wiretap adaptor, tube microphone, or other 
disguised microphones to be used with the device. A manufac
turer of devicI!s can carry a stock of spare parts, such as capaci
tors, transistors, plugs, etc. Here there is also an interesting in
terpretation: while parts themselves are not a device, when as
sembled they are the device. Therefore, should the part, previ
ous to assembly, be made in another state, the device qualifies as 
having been in interstate commerce and subject to section 
2512(b). 

Section 2512 appears to prohibit the placing in, or advertising 
in magazines, etc., schematic~, or plans and circuitry that permit 
the reader to assemble his own device. Section 2512 does not 
prohibit the showing of mock-up devices or devices that have 
been found in newspapers, TV, or movies, so long as the show
ing does not promote the use of them for sale to the public. 
Devices used by law enforcement against organized crime have 
been shown on TV, in books, newspapers, and in news items 
released to t1)e press by law enforcement. However, if it were 
done by a manufacturer to promote sales, it would be 
prohibited. The manufacturers of devices sold to law enforce
ment automatically qualify themselves as having to adhere to 
section 2512 by the very wording of their catalogs or brochures. 

Now, this is the grey area. There are manufact'.lrers who are 
openly selling similar devices to the general pub,ic in stores, 
through magazines, etc. Most of them carefully word the 
description of the devices and are careful to avoid such words as 
"intelligence, secret, surveillance, audio interception, telephone 
tap" etc. They use words such as "silent monitor, intercom, 
babysitter, hot line" and, in the case of wiretap devices, 
"electronic recording secretaries." Here the question of intent 
arises and makes it difficult for the Department of Justice to en
force section 2512. 

Almost every device that can be used for surreptitious inter
ception of oral communications has more legitimate uses in in
dustry than law enforcement. For example, the miniature pocket 
transmitter is far more widely used in motion pictures, TV, and 
the entertainment industry than it is in law enforcement. The 
hearing eid with its super sensitive amplifier, is a good eaves
dropping device if you remove the subminiature microphone 
from it and connect it to a long, tiny wire. The miniature pocket 
recorder is also used by the businessman thousands of times for 
dictation of notes and letters. The problem becomes more com
plex every day from an enforcement standpoint. 

One further point of interpretation of 2512 is the fact that sec
tion 2511 permits one-party consent interception (one person 
must be aware that the conversation is being recorded) but this 
does not permit a p:;;rscn other than law enforcement to possess 
a device that falls under 25 t2. 

An additional problem is the telephone pickup coil for record
ing directly off the telephone, which is sold in almost every Hi
Fi, radio, and recorder shop in the country. Is this actually a 
device? There are probabfy ·3 million or more in private hands 
today. 

Further problems concerning the interpretation of section 
2512: If a state, such as California, has a similar law, Federal law 
has precedence (California law permits the export of devices). If 
a state law is more restrictive, then the state law has precedence 
over Federal law. For example, if a state prohibits law enforce
ment officers of that state to possess devices, then the state law 
in regards to its city. county and state agencies has precedence. 
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IV. Surveillance "Binge." 

Although the major emphasis has always been to guard against 
overzealous law enforcement surveillance, and although law en
forcement uses it in its mission to protect society from crime and 
to apprehend criminals, law enforcement accounts for less than 
ten percent of all surveillance. One has orly to walk into stores 
and see the myriad devices: two-way mirrors, closed circuit TV, 
special convex mirrors, etc. Then there are the business compu
ters compiling files of personal information available to large 
groups of businessmen and others. Private detectives are availa
ble for hire to anyone for surveillance of another person; elec
tronic and mechanical devices are available to check on our 
whereabouts or what we are doing. All types of night vision 
devices are used to penetrate darkness (available to the public); 
television cameras can see in the dark. This problem of con
trolling surveillance today is a problem that society has 
generated within itself because of its behavior patterns. 

Whereas we have been concerned only with what law enforce
ment may do to violate our privacy, we are slowly reaching the 
point where we are going to be totally reliant on law enforce
ment to protect our right of privacy. 
. Society today is on a "surveillance binge," even to peepholes 
In our front doors, and like all "binges" it will be completely 
overdone, and it will eventually be law enforcement that will be 
actively enforcing antisurveillance laws. The Omnibus Crime 
Control Act was a step in the right direction. 

V. Additional Observations. 

There are about two dozen companies of relatively small size 
in the U.S. manufacturing various audio surveillance devices for 
law enforcement. The industry is actually rather small. The total 
dollar volume estimate is about a million and a half dollars, in
cluding all types of audio surveillance devices. However, as a 
conservative estimate, there are about 125 companies or persons 
manufacturing devices illegally, either knowingly or not realizing 
that such manufacture is mega!. They are selling to the commer
cial field, i.e., private investigators, security officers, private in
dustry, industrial spies, etc. As these manufacturers do not print 
catalogs and often have other endeavors, such as TV repair 
shops, there is no accurate way of estimating the number of 
devices going into private hands (non-law enforcement). 

Another unique aspect of law enforcement electronic surveil
lance is that in 24 years, Fargo Company has never found an 
honest law enforcement agency that was not firmly convinced 
that this was not only an invaluable tool, but absolutely essential, 
if a successful campaign is going to be waged against organized 
crime and major narcotic dealers. However, by the same token, 
it is very unusual to find a law enforcement officer who likes to 
do surveillance monitoring. It is a time consuming, boring job to 
have to listen to conversations in the hopes of picking up key 
words and phrases that will be useful in detecting the crimes to 
be, or that have been perpetrated. Electronic surveillance is ac
tually diametrically opposed to the concepts of law enforcement 
that men choose as a profession. Surveillance monitoring brings 
little credit, and seldom any recognition because of its sensitive 
nature, to the law enforcement personnel who have to do the 
listening. Basically it is a thankless task for even the most sensi
tive crime information obtained. There are a number of cases on 
record where none of the agents wanted to do the actual moni
toring, and it was done by the departme::nt clerks, and the case 
was lost on this point. In short, it becomes terribly boring work 
for personnel who wanted an active life in law enforcement. If 
audio surveillance were totally forbidden to law enforcement, it 
would not affect the job of a single law enforcement officer in 
the U.S. In fact, it could well have the effect of increasing major 
crime, which would result in the need for more police, which 

would in turn require more supervisory personnel, thus making 
for more promotions within a law enforcement agency. This may 
be a strange philosophy, but nonetheless a fact of life. 

Organized crime, like any business, requires rapid communi
cations. The fact that they cannot trust their communication 
lines because of the threat of possible law enforcement intercep
tion has a definite limiting effect on their illegal activities. 

While law enforcement agencies traditionally do not like to 
have outside supervision of their operations, they realize that it 
is essential to have supervision by the courts over electronic sur
veillance activities to assure the general public that we are not 
becoming a police state. So long as the courts, Congress, and the 
general pUblic are concerned, and law enforcement keeps stating 
the need, we have a good healthy democratic climate. Should 
either side become complacent, we may be facing a loss of moral 
principles. 

TO"further protect society, a time element might also be con
siaered with regard to tapes of criminal investigations, notes, and 
transcripts of tapes made by law enforcement. Only relevant in
formation should be kept. Once the information is no longer 
deemed essential, it should be purged from all records, and the 
tapes erased. 

Some consideration should be given to more flexible laws to 
permit fast reaction by law enforcement to prevent such crimes 
as kidnapping and killings by dedicated radical groups that are 
politically oriented. 

In times of relative peace and law crime rates, we should per
mit only the minimum use of audio surveillance. In times of 
great threat to public safety, permit limited expanded use on 
perhaps a geographic basis. For example, the threat today to the 
general public is very limited say, in North Dakota, but is far 
greater in the San Francisco Bay Area of California (for exam
ple, the SLA and Zebra killings). Once the problem is overcome, 
then return to minimum standards. 

Perhaps a study should be made of the effect of the California 
state law which does not permit recording or interception of any 
person's voice unless they are aware of it. The law does permit 
law enforcement to intercept so long as the law enforcement 
agency is party to the conversation. 

With the advent of the subminiature recorders, it is compara
tively easy to record the most private of conversations between 
individuals (by one of the participants). The Watergate tapes are 
the classic example of the unintended embarrassment that can 
result. 

The telephone pickup coil is in wide use (probably a couple of 
million are in existence in the U.S.). The only true way of pro
tecting the unsuspecting participant in a phone conversation 
from having his voice recorded surreptitiously (by telephone 
pickUp or induction coil) by the other party is to require all par
ticipants to be warned at the beginning of the tape and agree to 
the recording, or to require a twenty second tone signal clearly 
audible on the telephone at all times when a recording is being 
made. However, such warning should not be required by law en
forcement when investigating a criminal situation. With this type 
of law, the pickup coil would then be considered a surrept.itious 
device under section 2512. 

Bear in mind there can be extenuating circumstances when 
conversations are being recorded. It should not be illegal for a 
store owner to have a recorder concealed under his cash register 
counter with an activator switch to record a holdup, where the 
voice of the criminal is recorded for later identification by vo
iceprint. Special consideration should be given in these circum
stances. 

Sincerely yours, 
FARGO COMPANY 

[Signed) 
Lea H.Jalles 
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Exhibit No. 4 

Pre-Title III Advertising National Police Gazette, July 1967 
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in,!rll~titlr.\ 'h" .... ;:.!J how '1"u, in your ,"ory own homo, 
wilh nolhinn .:, .. ,c. cOl'I"jlli(o'~d Ihun (J )"OW driv~r. 
(on mQ-~o C)U~i\ 01 Ih" fullowino lidanln':! dnlco,. Wt 
SUft'L*( ALL N(CE$SM': PARTS and no to chi'll cal )enow,' 

~.s ... 1,,;\ .. ";;IIl.!:CilCkAI. MIKC" which 
(( ,t ; .. ,. [un'tCntSlioM f~1V 0 ClO~(O 
/5 (uf (1\vayl 

.tlor .. ( 1,;.:." .. ;\" witn whIch ony "ulo con 
,,,,,,.:, ".\.; .... uci.;;ll 

IcdlJl) or ,io.ill wholev"" h Inquiredl 
fA) An c:lcd'onic "WAll LISTENING OEVlCe" Ihot 
onabl~, 'Ie ... 11 o .... orht'lu oven'IMng thar occuu in any 
odioinin~ ,\ ., .• , or a~.1mt.'nH 
It) ).." UlI;~ !',en,ili'lt "OIReCTIONAl MIKE" thai \Ifill 
.pic\( U;l; whi\.:<'H Uf .(00 fl. away. and .,..iIl crolC~ 
cnch!t' 'lOll :" Go~cfhe..: ~ompleto cOflvouoliC)~, Ikrous,", 
a ClOSi:.D .... -.~c..nl aCH.05\ an QYorogG tlzo 1110011 
Ic) An elc.c:,(,.\;, ·'SEci'EI!:'· which .... han placed in 9' 
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under en 101.110, Ir:ln"r;~t on 'C.~!;f Irece.1 Iupulon" 
\;;:,",01. making it pCU;t.~f, 10 (oCo .... the CCt 01 II' ~I. 
dillanco without being ~ .Iocilld, 

UNBEU£V;'. ~~.~ : "=.v/ r "'=Vr:'07MENTS .... -_ .. -. ..... ---, ...... ~~ 
But. thot', nol a;~1 EM.(aod YO.,l',; o:~e. Find ccmplel .. 
ddoiU on ro~!e,t;c and unbClljt'fc~'O ne", de"elo~. 
menls in ,p),intl. cov.o:..drcOIj)inv, t;~ ':oll"'I;CI!'\ and slob. 
",iniaturo ro«(.rdinv c:;· ... :j)lTltnl! ? l,il i;\f:Hm!)l;o,", 0" 
lole,' eq\lipmont de':or.cd fat I!-I o C[TcCfiON of 
eavClsdropping df:'"j(c,. ihis unit 0' \llod in 
c$pionogo by b~lh go",crnmon' and indl.l,lryl 

Iond finally, il YOIl }.avo It'for ,"01,19"11 c:f hlock:n~ itllo 
the ir.ve,t;gol;vc rodd., .jlhrr o,:;.cr:l!:J'lt;! your 0"'''' 
~rnoll detective CvC!lL'l' or "'olk;%'. for I~~ go .... 'nn"'\' 
or privefe ~ndlll:I"', .... 0 incl ... d.:- 0 cD",:leJ.. (cnc;,t' 
cC:l.'ue sho .... ing hcw "tau (on ,...~1:e Sica. SHO O~r 
wcele: in juH yc: .. r ~X'C lime .... J>;.e yC\I l:oJ:;:I YCoII 
pro len' Job. One. yc .. ".;. .... I:ah:d Ihl: EXCITEIAENT, 
ADVENTURE end e:c 1.'01':('1' 'n ttl;, PfO'.~';on. you 
'Wdl ,can dtvol. (u,i "m': 10 itl 

Clip Clnd moil COlloon lodoyl We ,h,., \:)"-$ day r;:fI!~t 
it H"'(c:ved end ')'ou (on c~CI"'i"o I~e liS1EN!NG Ct:· 
Vices and INVESTlOATOl:S 1 .... :.!-;tJAl 11'1 yOllt 0"''' 
heme for to full de.,.,. If .,.Ol.l·'() nol (omph:ldy cr
lit;hled Clnd 100'10 lalh{;rd, ,;t:I,)ly :t't.ltn t'lQuiplI'tfll 
lor 0 '1,111 ond pr~mpt ,.func c: ;l"""Ole PIJceJ t-:o 
OUESTIONS ASKED I 



PRE/POST TITLE III ADVERTISING - 1968 

••• 1:h(~ size of 
J:j~~~a pacltage of 

ciga"ettes 

ONLY $1295 
Completely Assembled 
IntI. 2 MitrDphon~s 
& Ballery 

Here's a compact marvel of transistoril-:ed electronics 
that docs just about everything ... yet is tiny enough 
to fit in a pack of cigarettes. Called the W1REL1')SS 
DROADCASTBR, this battery operat(!d transmitttll' 
picks up sound through its sensitive mkrophone end 
transmits (without wires) thru any nearby AM radio. 
Unlimited applications: 

• Broadcasting 
• Guitar amplification 
• Baby minding 

o Remote Recording 
• Sickroom Sigllill 
o Auto to Home 

This Really Modern Woneler PnckRlle com.!" compJek.)y 
assembled, nnd include.. two microphones (I Xtn) for brond
CIIsting. 1 contnct type for musical instrument IlmplifyinUl 
plus a 9-voIt battery. Fully guaranteed. 
Send Co.h, Chech or Money Order 10: 

IMPERIAL ELECTRONICS Dept. PS-l 
;& 14 East 32nd. street. New York, N.Y. 10018 

4'41 POPULAR SCIENCE ~ 

Popular Science - January 1968 
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EXHIBIT NO. 

POWERfUL WIRELESS 
TRANSMITTER 

• •• the sire of a 
poci<age of 
dgarcllcs 

Hcrc1s Q. compRCt. mnrv('l or trnnsh.tor
i?,cd electronics tha~ dnrs Jw;t. nhuUt. 
everythJng ••. yet f~ tiny Cl1nulth to 
fit In (\ lul.ck or c}Jl::"l'rltrs. Cnl1l'Cl Un· 
WIRELESS nItOhDCM;T~:lt. lhl. blll
tery opt'rated trAnsmit lr.I' pick:, Ul' 
sound throuGh Its srll!';lIlvr micro
phone aud transmits (without ",Iros) 
thru any nenrby AM radio. Unllmllod 
IIPpllCnllons: 

• Broadcasting 
• Guilar amplificatlon 
• Baby minding 
• Remote Retording 
• Sickroom Signal 
• Auto to Home 

This Renlly Modern Wonder Pack ace 
Includes two microphones (1 Xlnl 101' 
broadcasllng, 1 conlact. type for mu:;l .. 
cal Instrument ampllfyln,) plus n D
volt bnttery. Fully gunr. 

SUPER SLEU1'li 
TiltH rnntnsl1e nc<w 
,It W.lle H.\-1.~'nlnlt Ill'. 
vlrl' hll~ lIIiIIW 111)1 111. 
(,;"lonl\1 "nme Of 
wllll'lI W(.'rt. /tun.' 
"oNitU UHnk u( ~'UUt'. 
,",elf. 
• H('lp hard_ot_hear_ 

• UI;' .. r 'tv Sonnd J)rI .. 
vnlf'l" 

• Amplify phof10 con· 

• ~~:'~;'~l~;:()Sl Innud\. 
hie soUnds 

• 1001 Othl"r AmplI. 
licallon UseS 

\\'ht'fC flct yuu Wnnl to 
1bt('n In1 'l'h11 SUI't:lt 
!iI,l'.:ll1'H Audio Hnf)OU
\:'t' It(. SH',,"CI'Nt by (\ 
JOln1;:lc l't'lllJ~flt Cl'lI 

il~c~i1L! 'Co~i~f~~1't~~W,~ 
n\,um\ ct'rn\l'f'C. MOh
cy bnck U'unrnnt('(.'. 
Jo'rcc Clllnhll:. 

BUY EITHER UNIT FOR $12.95 
OR 2 FOR $23.95. 

IMPERIAL ELECTRDNICS. 
DEPT. PS-ll, 

114 E. 32 St •• New York, N.Y. tOOlS 

4 ----

Popular Science - November 1968 



PRE/POST TITLE III ADVERTISING 

POWERfUL' W!RELESS 
TRANSMITTER 

• • • the she of a 
package of cigareHes 

ONLY $1295 
Completely Assel"bled 
Inci. 2 Mrcropho:.as & Battery 

Hr.re's a. cOJnJlnt:l. marvel of ·rnnslslOl'lzcd t!Jcctronics t.hat 
rh>{'Ii Just. nbullt. ('\'1'1 vLi!I1!,; ., VI'L h. ttny l'llOIlf{h to HI. In 0. 
uuck 01 ('lUhf.·tl.,:" (tnlil'lrJ tilt' 'V;ll~I,":SR lU .. OI\[lCASTEIt. 
Lltl:. huLl,'.'\' HIII'llIh'l1 (.j i.I~J '.I~ur~· I I~ ItR HI' r.lIl1ll1l U,ruliKh ILK 
Mnf'lllvl" .illc·fUI'IIIIIW IItlll i'uhh.·~~tl (wllhutl!. WII't'hJ lhru 
nny ',,'111'11\' AM 1"1111111. lh Ihl;jI",1 hl_pde ntlltllli. 

• Ihollden,lIl1!: .. 110111010 Rneordlng 
• (;nll .. nllll.llrle.lloll ., Sickroom SlgII.1 
• Baby minding • Auto to Hom. 

'l'hts Henl1v Modern Wonclrr Package Jncludr.li two mIcro-

IJhol1e:o (1 Xt.nl tor broudc"!iting, 1 cnnl-nct ty}.I(l, for musical 
"str"mont nmpbblnCI plu" a 9-volt battery. 7;'ully guar. 

SUPER SLEUTH 
This r.nta.Ue new private U.f,enlng de
Ylc('I hns mnny appllclllhlnfl, some 0' 
Which we're sure you'll think of your."If. o Ht'lo h.vd·ol-hcarlnt;' 
• Ht'nr TV sound prlvalt'l)' 
• AmnlHv pllnnt" conversation 
• Hf'i1r III most Inilurtlhlc 50unc1s 
• 1001 Olh"r AnlPtllication lJsc» 
Where do you want to listen In? The 
~:!~E~. ~L~I~~~I :e':.~l~h~ng,;Refl~~~~~~: 
!~~1~~~~r ~~~~~t. ~~~PkeJ:r:Jt~e~UPr~: 
catalol{. 

BUY EITHER UNIT FOR $12.95 
OR 2 FOR $23.95. 

IMPERIAL ELECTRONICS, 
DEPT. PS-9 

114 E. 3;t 51 .. New York, H.Y. 100111 

261 POPULAR SCIENCE 

Popular Science - September 1968 

1214 

EXHIBIT NO. 4 

,------_ AMAZING NEW ___ _ 

"LISTEN-iN-COIL" 

!Q __ ('(((II. 
PICKS UP ANY TELEPHONE CONVERSATION I 

NO CONNE~TlON TO TELEPHONE NECeSSARYI You hO<Jr 
tho entira two way (onvorsotion from a dislance ••• unde. 
tecledl limited supply romainlng at only $1.98. SU~ER
SENS!TIVE niodel $2.98. Satisfaction Guaranteedl Colalog 
of LISTENING DEVICES 35c. FREE with arderl Save COD 
f •• ond send Check, Cash or M.O. 10: Consolldatod Acoustics. 

DEPT 85, 1302 Wa.hlnuton, Hoboken, Now Jon.y. 

Popular Science - January 1967 

SECRET SNOOPER~ 
PICKS UP PHONE CAL 

AIUMIn!' rlrrlr'J/llr IJt:TIJ"TJ\'~: ":\'1(' 
IS"I IIfllll y,h"fI' Illf'I'"l;, I.rlll YIII! m'ln': 
lor t',,"vt'r'lulltm,, unllrll'clrrt. J.1~IC'n In It" nn f,'CI"n,IrUl WIIII.,III I.UlInr "rrt'h' .. 
"r. :-;Irnllar lIull.e ,,"II r'lf .111, :0.;11"" nnl. 
''':!.''/{ "hll,. 111,.,- falli. WORLD co.: 
O('of. 11 PS. 1 PMk AV<" •• Ht:·.., "or~. 
N.Y. 10016 

Popular Science - November 1968 

TWO·IN-ONE ELECTRONIC MARVEL 
PHONE MONITOR & 

TELEPHONE AMPLIFIER 
Can fie Used 

With Phon e on 
Or Off Hook 

"hI,; 1Il11l1l1!·.IiI~r dr
\ 1('(' 1'~NI 1I~ a Ilholl~' 
fIIl1IlIlur :11I~U'hl'l" .'a.lllt. 
'>' Inn ill!lllll1ntlnn 
1II"I'';:':lr~ I In tilt 

:11'~rn u( ph~t::-l' I'x~(';,i 
ph'ks III' runvrTlla. 
1I0ils Iwlng Ihroul:h 
till' 1110 hi '\Irt' "\'1''' 
\\11110111 Illlilll!' lilt" 
11111111" hIT IIii' hnllk • 
• \o! :1 I'h'"Il' 1II1I1111IIrr 
nllh 11"""1\11 ofT hw,1. 
'-"U t'l1II hlt\I' 11 hmill" 

[,~~',~"'tli C'?'~:I~;~'~;:'~:I~'~ '--""""'-'=";;;;'""",,'-~"::;;;;::.,j"'" 
10 !>nllr "IHIIII" 1'111" rJrt·lrullil· \\"lId"'r nillo (,1I;lIIIi'lI )011 In 
11.11'11 III 011 Iltll'ih·hU!'ih "(l/I\'l'n;-;al hm ),ollr trrnlU~1'f has, Al 
1111' 11111('1·, "I·,'r..tllri.'~ IWr,1 In Ii!'ilru 111 wlthlUlI 11I!'>'lIJllhl/.!' 
lh" I'1I11\·"'''nliml willi IY,II'\\r11,,( ""hlu;. "tt'. AIIII) a 
\H)/lIll'trlll 1'01"'''"11 1i"'I'h,,1' \\11"" I/IlIt" IJ1jHl Oil" l':JrI~' \\'mll'l 
to IIrar lilt' rnn,,·rtlUlllon. lIna \'nllllll(' rnnlml. 0pI'rnlrs on 
JtIR,ulnrr! 1111'(('111")· hAIIN}' Ilndllllrll', (OnIl1ll11'f" \\'Jlh rnf 
,tine. Olll\' 512.95 11111"1 Mr "f'. S'Wco S2.00-two for 
$24.95 ppd. 

S.',,,I cll,d. ,I, .1/,0, S.II.s(.I"',1J11 rjUl'"",/",,1. 

J. W. HOLST, INC., Dept. PS.G72. 1005 E. BaySt. 
EilSI TilWas, Mlell. 48730 

Popular Science - June & August 1972 



PRE/POST TITLE III ADVERTISING 

Secret 
Listener 

Hear Normal Talk· 
ing 50 Fee. Awayl 
Hours of fun eaYOS" 

'·~Ik·t Cr .'. dropping, hooring 
birds, animals, "night 

•.••. ~ crQwlers" f evan " nol.o .. 
1111 ,ound, In dark! S.yled after Army ?e. 
'('(IQn Point Reflector Sound Gathering 
"Oun" toword any lound. eit) ear ?tt.ks. up, 
rll'clronlcolly omplilio'S and you IIston thru 
1 earphonlJ'. cosy to carry & coneool. Pro .. 
rilion modo In Japan at amozino low prlco. 
"~9"dly mad~. In (olor/ul gi/l box, roody 
\1) tI\'oomblD and U\6 in few mtnutol. Runt (or 
~.," on cheap Iront. bollery (35~1. About 
10" long. 

157B. Tnnsillar 
Eletiranic Sound Colleclar, PUllpaid SUS 

JOHNSON.SMITH, D.p'. 267, Oelroil, Mle]!,. 

S1815 
plus ' •• 00 
Pp. & hdlg. 

EXHIBIT NO. 4 

Popular Mechanics - March 1967 Popular Mechanics - January 1971 

s .! C (j =t"! :2 ~ ... ~Z ,). ~ 
.~',~·ilrJii':~~s St\i~·.ti 
COllll)lc~\: with 

irn:roC: & EOlrphullcr. 
III·""' .. H 111011'I·j. \\fI,l • .... I'>,.,.H ,.,I'Il",.h· .,', t,.Ir~ 
\li"I'" ~1t .. ~I" T~,n h'l')~ ;'U-

., •. 111 ....... \111111,.:., ... , •• '.1··'1 
I,.· .. '· h'l .. , •• ; l' ,Ii Y',"1 "'I'" 
"1,,1 ";.,pll .... ,,,. ,',d. Iii 
\ .. 1,'" .. t .. ".h 1 •• ,,1 110 1 •• ·.11 
H. I~" J.,I",·I",'"I,,,,· ,.",. 

1 .·.·'.1101"·· .... ,",,1\\·;·'·,"·11.1 .• "II' 11.111'·1'>1<.' .1111! HII'I 
""'1')1111'" iI •.• ll.JIIo)c "'''11'101. 

.. 1,,,,,1 ,1".1 "1";11. :-"11,1',1'. 

... O:!ly : ~ ~ ~::"I"" ~~',j ~ ~:III':' ~ "'1;'::,;;' 'I 1~'\: 
• :"'\"'":""II{ ;1;:.·'''· .. ·' ,T.t;, .. 

$1 r,r;5 l'lu'\ 51.00'·'·.· .. 1 .• 11·,· '' .. ,, f,,' 1I1.".!I:I·.1 
~ O' "II. &. h~i/l.III, 11111." ::".11",.11'1'.1 

onJ~$1895 
plus $1.00 

pp. & hd. 

Complete with Tripod & Earphones 
Hrl'r Is thr J'ltrsL f'!f't'tl'onlr mnn'el. rilot'hL out. of thl' 
Slla('e OK£'. Slcnnl corps mortel work:ot oll tlw liAUle )lrln~ 
I'H)\e l\~ lht' fnhu\ous M\:-;~HI:! 'TH\r\tln~ Jmtennn:;, Aim 
lhe dll\k frnl'rlnl' in the dh'l'('UOtl of hhdl flYing pl:l1H'/'i 
and henl' the Jets ronr In ,\'OUI' liPl'rhtl cJtl'phnJlcs. PJ('k 
lIl> ('oll\'ersntlons tno di~tnnt 10r ~'on to henr. The big 
18" rrf1ector~c1ls(, ('on('el1lrut~ti sotlnd waVe:; Into the 
tJ'nl1si:.tor unit nnd Rml1l1fies InaucUblp :o,ollncl:; 10tH1 flnd 
clf'nJ' Come:; oil n ::;turcl,., trIpod wlLh bnlnnrc of nlnllng 
hnlldJe-, And is .'iup)llll·d "Ilh lit.cthosropr-ll'lle em'· 
I)IU'IJH!!' SimiJnl' to 1I11lls used by gov(Irnm('ut 8gt'nt'Jes. 
TupC' r('('UI'clrl' rlln be vhlJ!F!cd ill. 
WORLD CO. DEPT. IPS 1 PARK AVE.~ N.Y.C. 10016 I 

rTRANSISTORIZED LlSTENJNG DEVICE. 
The "l:lJg I:.ar" comes complete with tripod 
alld earphones. Pick up conversationh tor;> 
distant to hear. 18" reflector·disc concen· 
trates sound waves and amplifies Inaudi· 
ble sounds. Sturdy tripod with aiming 
handle, and stethoscope·type earphones. 
$18.95 pJus $1.00 pp. and handling. World 
Co., Dept. PS·2, 1 Park Ave., New York, 
N.Y. 10016. 

Powerful Ne", Tr.nslslorlzed Llslenlng Deylce * SNOOPER-EAR 
• Anlptlnes Sound 
• Com pi, •• wllb Tripod &. 

EMphones 
F.lt'j'tr'lllh" 1I1l1. \'l'l. \\'urlht on JUline 
(,tlrU'I,,1l' U!o, (.llutlHU .. \\(lsl'o.lh.' 't't.wk-

InJ,f :mlt'JUw", AIlII 'lI"k f,·(It""I''', 1 .. ,.,1' 
Jilt. .. rlMr III ~'IHlr :-11t.'I'I.,1 (!;II';IIIIIIII''''' 1l1e'1' 
up "Ull'''N 1111' mxlmlL ,,' I ..... w. IlIg J 1"1" 
"",.(It!l·ltlt'·,lbU' ('Oth'l,.'Hlt'i\\\·lf, MIUlut Wt"'\·~ 

hll!:~I~tll U~C NI~~::::r.: s',I,"';1I1 UI'!:~I l~l~!lIr:"'W,',',~.:r\~ 
$1895 :lli!!;::~~ ... :Vll(;~~~1t'lIW~I'h~~;,~~::,I,~·n~:::~·l 

Itgl',"·h.''''. ·'-4IIIl.' 1·'.'I'llnh'" "UII Ill' 
Plus $1 00 "luguc.·,1 III, Fulh' J.!lIa,',lIlLl'(',I. 

pp. & hd,g~ ~ ... ~~.L~.~~C: ~~Ji6~PSt 1 Poark 

Popu~ar Science - November 1968 through November 1971 
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PRE/POST TITLE III ADVERTISING EXHIBIT NO. 4 

Popular Science 
January 1968 

.. C"· .. "'ICI"'_.Mctrl" .. · ................. n"' ... . 
• "ntoIfllCf ,_ IIJI-Ol 1>1(;$ O"" .. N_' 0:>0;:,11 
.. 11." .. , (;IV IM,'r"'vJ IOQ~, CC"''''''''~'''''I1,,''' 

·n ./10" <I.'lI(hon.' "'''''f ""1'" ,"""",,,,, ... ,,, 
.1.U~Q'ct"~'d 

MODEL 007 

r::~c:;;~o MH\'lDATU~E 

:,~,crG. CornmuOlcatior,s presents the Model 007 
Sr"'! TRANSMITTER. th(! smallest commercially 
cov ... " ~ole (c1dlo lJroadcastmg device. util,zing the 
!~h;::.t space-age tl!chnology. Sensitive enough 
to PiC. I( up a whisper across a large room, it 
trarj~mlls to any good FM radIO with exceptional 
fidelity. 

[
'" 

AtTUAllllE IItClIIDIHC l"IH~l 

7;:~ sys:cm may be attached to any standard tape recorder. if c.;c!fired. The tr::msmitter's unusual 
(0;.',;.ductlon qua!itles rend themselves to many other tlpplications as well as surveillance work. For 
:...(.:;. .. :~;:>!e. It 15 an excellent wireless microphone for use with a P.A. system or dictating machine. It
!,:r1CS .t:;elf \'loll to mOnltorin/,; sales presentations or conferences - or sotmdS from machinery. etc, 
frt',any other uses will sl.lg~est themselves; applications limited only by one's needs and lmaglOnton. 

Security World - July/August 1967 

Popular Science - November 1973 

"Use as a silent monitor.,." 

Playboy - May 1974 

1216 

Among world's smallest. Improved 
solid state design. Picks up and 
transmits most sounds without 
wires thru FM radio up to 300 ft. 
Use as mike, intercom, baby sit
ter, burglar alarm, hot line, etc, 
For fun, home and business. Batt. 
Incl. Money back guar. BIA, M/C 
cds" COD ok. Only $14.95 plus 50¢ 
Post and hdlg, AMC SALES, Dept, 
G, Box610, Downey, Ca. 90241. 

For Read" St"lce I"' ... 
134 LAW & ORDER JANUARY 1975 

Law & Oeder - January 1975 



Exhibit No, 4 

Saga Magazine - June 1970 

----

--

Siz.: 1%"" lIo"x 110" 

USTEHalN ON ANY STANDARD fM RADiO! 
This min",,,'re electronic marvel picks up the slighte.t sounds and clearly transmits 
them to any standard FM radio up to 350 feet awayl Latest engineering advance. 
have reduced this unit to Q!::![ ~ M ~ OF Ii ~ I.lliQI!:! ClGARETTEI 
Unit is completely .elf-contoined including .DnsitivD sub-miniature mike and batleryl 

This is the best performing transmitter that We have ever seen at anywhere near this 
low price. If yau need a fine quail"". low cos" transmitter, this unit is for youl 

SPECIFICATIONS: 
TUNABLE, Belween 8B-l0amc •• 
RANGE. 350 feet 
BATTERY, Mercury battery 1.3V 

Mallory RM 675R 
READY TO USE: Comes complete in
cluding battery and plastic screw
driver for changing frequency. 

--
--

SAL! 
PRICE 

MAIL NO-RISK FREE TRIAL COUPON NOWI 

I '1i¢i.j¢t"'~(QJgl§i4Ih~'dlli·j·Xtll 
SONIC DEVICES Inc. Dept. SM 

HUNDREDS OF USESl ; 69-29 QUeens Blvd. • 
Woodside. N. Y. 11377 

WIRELESS MICROPHONE, For theatrical and TV I Please rush me the WORLD'S SMALLEST I 
productions. III TRANSMITTER I I will pay Postman $19.95 I 

SALESMANAGERS, Study and improve techniques I pIus small C.O.D. fee and I will examine 
of salesmen. I th~ TRANSMITTER in the privacy of ,my • 

DRIVE-INS, Waitrosses call in orden to kitchen. home far 10 full day.1 If I am nat 100°;' 
INVENTORY, Check stock in plants and store. with I delighted and completely satisfied I may • 

stationary recorder. I return the unit for a full and prompt 
refund I NO QUESTIONS ASKED I I 

PERSONAL BABY SmER, Listen-in to sound I of baby 
from onoiii8rro~ yard. I Nomo .. ,........................................................................... I 

GUITAR AMPLIFIER, Ploy cny guitar or mUlical Addrou ....................................................................... . 
Instrument tnru FM fadlo, adlultlng volume 01 I CitY ................................... Stole .............. Zlp.............. • 
needed. I 0 Check here if you wilh to enclo.e I 

BURGLAR ALARM. Be certain no intruders are en- cneck or money order and SONIC 
'Gring home or bu,ln",.. DEVICES, INC. will pay shipping charge,. 18 '-_____ ..;.. ___________________ ..l1li ... II1II ........ __ ......... III 
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Post Title III Advertising 

",HlAlUJlIIONLT'"d-al
ADO noo Felt IHlI'rtHO 

SPECIAL SALEI 
NOW ONLY 

'" $29.95 

Exhibit No. 

Shooting Times - March 1975 

RIlW 
mlk, 

IOUnd .!;"iYl~~'~~~:Tit.R~::!tiij :::V. ~.' 
W~~:r 
ordln.ry 

.. .,. 'UO 'rom, SOUND WAVE, Dept. 6674 
6311 YuccaSt •• Hollywood.Calif.90028 

Saga Magazine - June 1970 

4 
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The No. 902 "Gun Type" microphone is a portable. highly 
dhectlonal condenser microphone. complete with self· 
contained headphon.e amplifier, battery power supply. tele· 
SCOpiC Sight for aiming and Visual surveillance of the sound 
source, and handgrip: can also be mounted on any standard 
photographic tripod. 

Specifications 

Microphone: RF condenser type. impervious to a"·pressure 
shock waves. humidity. mechanical Vibration and electncal 
or magnetIC fields: acoustic mode of operation is Interfer· 
ence receiver. yielding a narrow frontal lobe (approx. 60 
included angle) and a very high front·to·back ratio. Entirely 
solid state. Range: 100 to 300 feet, depending on surrounr'· 
ing acoustical conditions. 

Amplifier: Entirely solid state, tailored for maximum reo 
sponse in the speech range: both microphone and amplifier 
operate from the same power supply. 

Power Supply: One g·volt Duracell MB·1604 Alkaline Bat· 
tery or equivalent. 

Headphones: Telex model HMY·2 or eqUivalent, 2000 ohms 
impedance, stethoscope type. 

Dimensions: Length: 27" x 33;"" high (exciusive of hand· 
grip) x 1%" Wide. Weight: 2 Ibs. 14 oz. 

rol'l tHIE UII: liT 1HC U I GOV.[R"'~t:NT . • f"lC AND '"£11' .U80lVlllo ... , 

Q",t,.T UNO[" REGULATla",. l""cacjII'.l:o a, ,. L ."·UI 

DESIGNERS AND 
MANUFACTURERS OF 

DETECTION AND 
IDENTIFICATION 

EQUIPMENT 

The Police Chief - Dec. 1971 
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1975 Advertisement 

"KRYSTAL I<lTS" 
P.O. 00)( till!' 

BENTONVILLE, ARKANSAS 72712 

(501) 273·5340 

-- OUtl Nl!:W I\OUHl':~:I 

KRYSTAL KITS is a new company formed for the specific purpose to supply unusual and use
ful electronic projects in kit form for the hobbyist, experimenter, technician, and engineer, that 
are seldom found elsewhere. This does not say that our kits, supplied at our special low prices, 
are furnished with colorful step·by·step instructions similar to the ones that are furnished by the 
two major kit manufactors. But we do supply fir~t quality new component parts with a correct 
circuit diagram and helpful drawings to make the <1Ssembly an interesting and easy job for most 
any electronic enthusiast with a minimum experience in building up his own electronic projects. 

All p.c. boards furnished with our kits are etched, dril>,ld, and are ready to use. It's. our policy 
to refund your money if you are not completely satisf'ed with our products, provided the kit is 
returned within 10 days, unassembled and complete. .ds an added service, to our customers, 
KR YSTAL KITS offers construction and repair for any of om kits. 

========================================================================~==~~~====== 

"AUTOMATIC ACTIVATED PHONE PATCH" Conned thIS solid·state adapter to your cassette recorder 
and telephone and you can automatically record all of your 
telephone calls without throwing a single switch. The AAPP 
must be used with a tape recorder that has a remote input 
jack; which most all recorders made today have. The AAP? 
operates by sensing the line condition, through a high im· 
pedance solid· state seneing circuit, without affecting or load· 
ing the telephone equipment, and this signal is coverted to 
a drive current th"t is amplified and fed through a solid· 
state switch to turn on the recorder. The AAPP requires 
~ battery or power supply to operate. 

Comlliete kit of parts including a p.c. board (Jess plastic case); all you have to do is to add two plugs to match 
the mike and remote jacks on your recorder. Kit price is $13.95 plus 50 cents postage. 
Complete unit constructed and tested in cabinet only $19.95 ppd. 

PLANS FOR THE AAPP ONLY $3.50 PPO. 

UTE LEPH 0 N E AU 0 10 CO U P L E R" ·Transformer and coupling capacitor for matching the phone 

to your audio equipment without affecting the telephone equipment. 

Kit price $2.50 plus 25 cents postage. 

"USE OUR NEW ADDRESS WHEN ORDERING FROM "KRYSTAL KITS" 
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LAW & ORDER, NOVEMBER 1974 

The materials on the following pages were received in the mail 
by one of the Commission investigators who responded to the 
following advertisement which appeared in the September 1974 
issue of Argosy Magazine: 

Wiretapping expose. Details $1.00 
(Refundable). Don-O, Box 548-Y, 

Seattle, Washington 98111. 

The investigator had the materials sent to his home address 
and offered no official identification. 
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SUPER SENSITIVE 

I FM 
SuP"r Sensitive FM Tranamitler ~RUBY" Model A-S is on ",,'re ..... ly omall and co_, FM Ir""""';tter that con be 
.. a,ily held in your hand. It elDarly catch .. , sound, at 0 distance .'of 100 to 200 "",ters. 

Apply it to a YOS, UM by combining It with any FM radios in your present paJMII.fCJ'n" 

MODEL 14.-5. 

Mod.1 A-5 is indi ... ~ teu 

CD Director., Sales Managers, 
Personnel Managers, 

® Journalists, Adverti",rs, Marketing 
Researchers, Reporters, Stenogropl1ers. 

® lawyers, Doctors, T eochers. 

(~Information staffs, Private, 
detectives, Inquiry agencies. 

@&onkers, Bill Srokers, Frontmen. 

@ Real Estate Dealers, Building 
Menagers. Guordmen, Cust_r 
Servi"ce ManagerJ~. 

APPLICATIONS 

@ Sup!"rvi,ion or vigilance: 1'10 att .. nda~ .. supervIsIon. Emergency worning: 
Sup .. rvision of sid,!room. or childcen rooms. 

@ Moving l .. ctur ... : For leclures or sp .... ch ... during movomenl as "RUI!IY" Model A-5 
can be used al a high ... n.itivitY wirel~SI micropone. ---------------------------@ Instr,uctions or Command: Instructions against work process from remote site. 
Transmission of instruction. to ri.ky. plac.... theater .tage. or di.tant and 
s .. parat"d rooms. 

@ Pursuit or Shadowing: Pursuit and lupervision against moving objects. 

FEATURES 
CD Small and light w .. ight. Convenient in transport or carrying. 

@High r .. sistivity against shock or vibration. Perman .. n,ly long lif •. 

@FM wav .... mployed "iiminat ... nois .. and assure. a clear sonic quality. 

@ Exc .. "ent sonic concentraton. It. high sensitivity .. nsur", p",rf.ct seizure of 
conversation at a distance of 10 to 15 m .. ters. A. Mod .. 1 A-5 i. mar .. 
s"nsitivo than human earl,' it clearly catches ticking of clock. intermittent 
dropping of wat .. r or whispering. 

@ Covering Area: 100 to 200 meters in citi ... and 200 to 300 metan in suburb or 
in open fi .. ld. A. its wav" p .. netrates concrete wall or floor, catching of 
conversation at 5 to 6 floors or rooms away in th .. concr .. te building or 
underground roomS i. possibl ... 
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WALL HANGING THERMOMETER TYPE 

MODEL TH-S. 

[ FMA TRANSMI~TER 1$695 
not oftered tor .a1e a. a aurveilance or 
It 19 Illegal to use It tor such purposes. 

Wall hanging thermometer as you see is disfigured into a 

super sensitive FM Transmitter as soon as a tiny battery 

is inserted into position. Its sensitive microphone catches 

all voices and sounds in the room, no matter how they are 

low and slight. It transmits on FM wove for more than 

a week. Whispering conversation in the room can be 

caught by an FM radio placed at 100 to 200 meters 

away. Model TH-5 is the most up-to-date weapon for 

Model TH-5 looks as jf a high class thermometer and will 

play a role of room accessory. 

APPLICATIONS 
iJJheJ'L U4ed -iJL c.onj.un.c-Uan W'ilA. -f:.he .t.on.e//.Joun.d· act...ivcotexi nU.k.e -.th.e. 

4/rA..p4 wheel. r{{/ 7 Jc.a.MllWU.eIl- mak.e,.., a. /-00./1.. p1l.oot tLJ1.de,;tec.a..fJ.te. p.e.4/.ect 

hUA.g.J...cut. p1l.0 at dev.u:e. ...... BtVt.tJ1-aM a.li..e. U/l.Cl.IJJa.Jc.e .tlte.lJ CI7l.e hwul- m.on-Uoll.ed 

and wUJ.. e.x:P.O;je. .t.heJTI4:I!J.v(!.;j .to l.J.ou tOll. ecv.n;.. CLp.pJl.eh..efl.;j.t.on. • ... 1/- U4e.d will, 

.tone. f7L.i..K.e and ll.e.C.Oll.deJt. a vp;CC.e. plUM c.a.n be. /.1Vt-thell- U4ed /-Oll. p.o~.LU../je 

Can. GMO he. U;jed tOll. 4UP.eJt.V-Ul-LofL at -ow.. ll.oom. all. ch.M..M ll.oom. ••••••• 

FEATURES 
CD Two in one set .... highly finished wall hanger with thermometer plus sensitive FM 

transmitter. 
® No one is aware of the mechanism even it is exp~sed to all eyes. 

Unless disassembled, inspection to internal mechanism is impossible if the rear lid 
is fastened with vise. 

@)Excellent sonic concentration. (ts high sensitivity ensures perfect seizure of 
conversation at a distance of 10 to 15 meters. As Model TH-5 is more sensitive 
than human ears, it clearly catches ticking of clock, intermittent dropping of 
water or whispering. A single unit of Model TH-5 catches conversation of 20 
to 30 persons. 

(4) Coverir.Q Area: 100 to 200 meters in cities and 200 to 300 meters in suburh 
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( A) 

Modulation System : 
Oscillation frequency: 
Output Power: 
Field Intensity : 
Covering Area: 
Transistors: 

Antenna: 
Microphone Unit: 
Microphone Sensitivity: 
Frequency Characteristics: 
Power Source: 

Battery Life : 
Size: 

_.- 7 

SPECIFICATIONS 

FM (Frequency Modulation). 
To be specified one between 76 and 108 Me. 
4 mW. 
15 p-V 1m. at a distance of 100 meters. 
300 meters in open fields. 
3, Micro-disc type. 
Metal chain, 90 cm. long. 
Non-directional magnetic type. 
-71 ~ ±3 ~. 
!±: 7 dB at 500 to SOOO Hz. 
Mercury ballery "Notional Mallory" H-20!h 
(2.6 V) or equal. 
200 hours in continuous Use. 
65 mm. dia. in thermometer. 

185 mm. dia. in wooden frame. 

INSTRUCTIONS FOR USE 

(C) 

CD As the metal chain plays a role of ontenna of the transmitter, it 
should be hung down perpendicularly. 

MODES OF HANGING: 
(Al The terminal of matal chain is hooked on a hanger on the wall 

and the trat1smi tier is hung downward. This method is the best 
way to attain the most extensive range. 

(al The chain is hooked at its middle part and the remaining length 
of chain is extended downward through .the rear side of the 
transmitler. This method can be abopted if a covering area of 
only about 100 meters is required. 

(e) The chain may be cut at an adequate length if further narrower 
covering area is required. For example, for a covering area of 

20 to 30 meters, the chain length required would be about 10 em. 

RIMARKS: Please confirm before operation that the transmitter and 
its chain ors perfectly standstill, as otherwise a disturbing noise 

may take place at the side of receiver. 

® Insert the mercury battery into its position from tha rear side of, the transmitter~ In doing $0, be caroful to the foct 
that polarities of mercury battery are inver$e to those of ordinary batteries. 

In brief, the Convex side (-) of the battery if inserted in the conc:ave side the battery holder and the conc.ave. side 
(+) of the battery 10 Ihe convex .ide of the battery holder. 

® Adiust the dial of the fM radio to molek with Ike specifiod oscillation fropuency of Ihe FM Transmitter. 
Corry out a sonic adjustment by inserting the earphone into the FM radio as soon as a sharp ~~howting" sound can 

be hoard. 

@ Any FM radio;, eith""r portable, stereophonic or car radio may be used as a receiver. The high~r the sensitivity, 
tho more distant the wave spread. 

® For rocording, the earphone jock of the FM radio arld the input ;ack of fope·rocordor are connected by moans of 
the acc8nory cord. Then, the volume adjustment is made by monitoring the recording conditio",_ 

® The battery is to be removed when the trons.mitter is not in use. 
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SUPER STETHOSCOPE-ELECTRO 
APPLICATIONS 

$6600 

,) AusCUltation of human body. It plavs a rola as a .tethoscopa 

to pick up • slightast sound in human body. 

For guarding, management and prevention of crime. It can 

manage and guard acoustically unmanned rooms. 

DESCRIPTION 

RUBY Super Stethoscope-Electro is a highly sensitive special audio amplifier which can provide more precise and 

more correct data to technology in modern industries, such as architecture, civil engineering, machinery and so on. 

It can offer similar data to medical science, too. RUBY Super Stethoscope-Electro can amplify any sounds or 

voices by more than a thousand times. 

A rubber sucking cup enables adhesion to wall surface by pressure by hand and any voices or sounds can be heard 

through walls, doors or windows of glass, wood or mortar. 

It can be connected to a tape-recorder. 

INSTRUCTIONS FOR USE. 

, , ,~. 
') The unit may be attach ad to surface of any objects (gla .. windows, doors, walls. atc.1 by maans of the rubbar sucking cup. 

TAPE RECORDER 

Wet the cup slightly If necessary for bettar adhesion. 

21 Plug the Ear Phone into tha output receptacle marked reading "E.P." and fix tha biner on the Ear Phone Tip. Rotata the Volume Control clockwise 

to switch tho unit on. Then, continue to rot&te the Voluma Control slowly until a desirad level of sound can be heard. 

3) The solid-state amplifier in the unit is powerod by ona 1.5 volt ordinary small dry battery. Bettery life Is over 120 hours in continuous use. 
Replecement of battery. Remove the back cover by unscrewing 2 screws and teke a consumed battery out by pulling a ribbon prepared in the battery 

box. Insert .. now battery In the battery holder as IIlustratad. 

4) For recording, "REC" Jack in Model SM-11 and "MIC" Jack In a tape·racorder are connected with an accessory cable of tape·recorder. 

CAUTION Please be careful nol to put this instrument into such a use which might infronge provacy 

of another person. 
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TELEPHONE 
TRANsMITTERS 

ROOM 
TRANSMITTERS 

CA. 
TRANSMitTERS 

Exhibit No. 4 

FIRST SECOND THIRO FOURTH FIFTH 

8S .. t08MHt GO-85M,",: 30-&.lMHl 108-120MH~ 150-174 MHz 
(S9MHz) 171MHzl (41 MHd IIIOMH1) 11~1 MHz) 

BS-I08MH: I08·12oM~z 60-S!:I""Hz 3C-50MHz BEI.O'HAM, ... 
la9 MHzl (110 MHz:) (71 MHz) t41MHz) BROADCAST 

ae-I08MHz 30-!iOMHz 21MHz 60-8~ MHz 
(89 MHtl (41 !'I4Htl tCH.9)·' (71 MHz) 

.. AM USING CONVENTIONAL C8 TRANSCEIVER RECEIVER 
SECTION fOR MONITORING 

,"'AM ~~~GGw~~i~NO~T~~ RECEIVER OR 200; 500KHz 

Preferred Frequency List 

Where the radio eavesdroppers work and what frequencies they favor. 
The mosl commonly-used bands lor each 01 the three types 01 trans
mitters a.re IiHed in order of their preference (first to fifth) with the 
most ollen used frequencies lor each band Jisted ;n parentheses bel(Jw, 

The circuit diagrams described below present a fair cross section of the 
electronic transtiitters being sold today. Like most on the market, they are 
not of sugar-cube size, nor are they the pre-1960 tube monstrosities, Those 
of you who may be electronic hobbyists might be interested in building some 
of them. Most can be constructed with readily-available parts and transistors 
designed for other applications and mass produced by the electronics industry. 
The result is that a good number of fairly sophisticated transmitters can be 
put together by anyone with a little knowledge of electronics for a ~rand 
total of less than $21.00 

ffi ICES OF SCHE11ATICS INCLUDE "SCHE;MATIC*Pl>RTS LIST AND EXPLANATIONS OF UNITS. 

1. UND RSTANDING T PHO 0 RATION: 
a •• Three ways the telephone may be tapped 

(b) •• The mechanical telephone. 
(c) •• The electrical telephone 
(d) •• Co~ercial telephones 
(e) •• A basic telephone handset 
(f) •• Telephone Transmitter operation 
(,) •• Basic sound powered telephone 

2. TUIDll'LL DIODE FM TRANSMITTER z 
The TD(Tunne1 Diode) FM Transmitter described in these plans 
is a very sensitive devise, with about ,0 milliwatts of output 
and range up to 300 yards, depending on receivin~ equipment. 

3. A highly-sensitive Bug Detection field strength meter. 
4. Simple Jasmer will supply hash for room mikes. 
5. Directional Receiver fOT pin-pointing the Bug-Loop-Detector 

has been desicned for close work. 
6. Bumper Beeper. (Can be heard easily up to 10 miles away on 

receiver equipped for continous-wave reception. 

mICE $3.00 

PRICE $1.00 
PRICE $1.00 ... 

PRICE $2.00 

PRICE $2.00 

SCHEMATICS ONLy •••••••••••• " ••••••••• ", •• e."" e."""""""""""""""" .SCHBMA.TICS ONLY 
7. Affectionatly known in DE-BUGGING circles as the "LITTlE SCREAMER 

This item combines sensitivity with output to terrett out hidden 
88-108 MHZ Transmitters, PRICE $1.00 

8. AUDIO AMPLIFIER for a spike mike can easily be made small 
enou~h to insert in the wall or door with the nicrophone. PRICE $1.00 

9. An experimental inte~rated-c1rcuit radio telephone transmitter 
can transmit up to several hundred teet. PRICE $1.00 

10. AM room transmitter built with 'tubes: Signals are stronger than 
those fron most transistors •• Also Schematic for AM transmitter 
to operate in conjuaction with the radio •• 2 schematics PRIgE $1,00 

NOTE: IF ALL TEN (10) OF THE ABOVE SCHEMATICS ARE ORDERED AT ONE TIME, 
YOU MAY DISCOUNT FROM THE TOTAL PRICE OF THE ORDER A 30% DISCOUNT • 
••• •• ~" •• " ••••• " •• EXA}.1P!E ••••• " ••• TarA!.. •••• Il'. 0 •• " •• \I •••• " •• •• $ 16 .. 00 

Less diSCount 30%$ •••••••• , 4,80 
Total you pay •••••••••••••• $ 12.20 

THERE ARE CERTAIN LAWS WHICH MAY PROHI)3IT TF'" USE OF THESE DEVICES. IT IS THE 
SOlE RESPONSIBILITY OF THE BUILDER OR EXPERh';..NTOR TO CHECK ON HOW THESE IJI.WS 
MAY APPLY AND TO NOT INFRINGE ON THE PRIVACY OF OTHERS ••••••••••••••••••••••••• 
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The following advertisement appeared in the New York Times on Nov. 30, 1974. 

~'ffTi~~;1 ~?fi~~ rmtm~rm~ ~rj~~~cl ~ ~\J~\JUt1 ~ll )}~~ ~l,l)Wt:l\··.jjWUiJj UGQ) .. HtJ~) ,. 
'~,r,n~rnm'8; ;~~nl'(1r;·:i /":-
,«:';..:JJillJU~Ud~UUlYi@~~~J' (i¥ 

rul' !T.'1<": ,1','~fi!jrU~,'?'l1J':[Jr.l''r'\n,~ iN tl'l j" ir. ' i':..j;{U, r: 'I;l;';;'d \h 
. W w"!J,,Y)'· ~';i\~' t,lt biJ)u\fj, ,',\ '\ 
"@1;l£l~nn~W ~L~~\ 
~~iJ~L~JJ ri. '.i~~~Y~~, ,~'; :. 
NewElectronlc l-"Ir:r-;;:, "\ " 

Auto-Re-Cord Starts Your ~;:~;-' .,J,' 

Tape Recorder When Your 
Telephone-Or Extension-
Is Picked Up ... Shuts Off . ,1,><,; ,', '; 

. Recorder JIllhen Callis compfetedt;;;(l~' ~i" 
• Totally undetectable and silent / ~ •• ..u C"'i 
." Reco~ds off'premises extensions or answer· '~ , 

109 service . . '0 . • Use, for dictation while away from office . ......... .-'C<.X, 
" All solid·state/use with most standard -< ,\ ("" 
~portable tape recorders r:p@)~.h>' 
• No interference with normal operation +~ , 
• Use it at will- record some or all your calls. 0 ~ 
Simply plug into your tape recorder and phone ~ 1 " 
line. The ATR·l00 will automatically maintain _ ;,....J 
a permanent record of some or all your phone .U, ,~ 
conversatl'ons ~lm;tJt;,.W "W M."I,k Rd. 

~, . F,uport. N.Y. IIU, 

• Can be installed anywhere WAREHOUSE GU1l.£T 
.. Completely Automatic c ..... In H,.", ,., IMon, Ihru S.I) I''') ,,,.,,,. 

Amazing AUlo-Record coonel't:; ea!'iiJy to any phone to 
let you keep a pennanent record oi all your telephone con· 
,,·er.;atlon5-~-at home or at the of(j('e~ Automatically actl~ 
\'ates ~·our tape recorder when ynur pttone-cr any exten· 
sion on or off the premi;;,,-is lilted off the hook. ~Iakes 
ab:;olutely no ,ound-onl~' you know that both you and 
person to wh()nl ),IJu' re$peakin~ arractually bemg recorded! 
When phone i,pul hack on crad Ie. Auto-Record ,mmedlillely 
shutsoll tap. recorder, . 

Even works when an anM"'(>fin~ $en·ice takes your calfs, 
50 you can check the accurac\, and thoroul!'hnes:i or \'our 
service':; me:;sr!.g-es:. lise Auto:Record (or dictation ~'hen 
you're aw.ty frum your oHiee .. Just call your secretarv and 
let her put vour ITI('ssage on tape I"or easy and accUrate tran
scription! • 

Auto-Record creates: no interference whatsof\'er with 
,"our phone"!' normal operation. Completely iiolid.state. it 
works with most ~tandard portable tape rerordprs that run 
orr halt erie< or AC Cum,.H. Simplv plug Auto- Record into 
your rccorder and phone line. Opc~ra[es on ju:-'t one re!:,clar 
~.volt radio battery f",a,,"\'em~eull3 full munth,! 

So :;tart ~·hU}!~jI11.(· \:our nwn phl)ne conver::.::nioll:i! re', 
ontirely le~al- rederallnw requ"" that only one party In 
a phtmecoll\'rr:::atltm kilt)\\' thecalli:;monirored. •.•• 1ndvou're 
the one·in· the-knill'! Auto·Record i< ju~t S~9.99-· order 
tooay! U,d ... r='uw .·lIrl'rllrnp.t('hrl"'lm.~IJ"li\"". 
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Serving Satlllled CUstomers lor over 25 Yeat! 

onOEn BY MAIL WITIICOHFIOE~CE-
30·0AYMOHEY·BACKGUWHTEE -., 

I' JAY NORRIS WAREHOUSE OUTLET I' 
25 W. Merr.· ~ Rd., Dept. AA-304 
Freeport, N.Y.11521 I 
I' I I Plea<eru,h ___ ~uto-~ecord(s) 'I' 
j 11 $~9,99 plu, $2.00 .hippin~ and handling 'I' 

() SAVF,! Order TWO for only $10.00 plus I. 
$3.00 .hipping and handling. I 
F,nclo' .. d is () cbock or () ,"uney o~der I: 
forS /1 

f'. 
Sorry, no C.O.D's-(:-I.Y'. residents add L 
,ale.tax,l ,I. 
PRI:\T:-1A:\I['; {I, 
ADDRESS " 
CITY I 

I t 
t STATF. ZIP' f 
L!r~::~:{::r~~~ ________ .J 



Exhibit No. 4 

The devices shown on the following 3 pages are "burglar alarms" with 
listen-back capabilities. 

Silent monitor that listens for prowlers* 
Anybody in your home-who shouldn't be-when you're 
not there? With the Telecommand security system, you can 
phone and find out. It doesn't intercept calls, but listens in on 
the premises from a remote telephone. The system 
Includes an audio amplifier and microphone in your home, and 
an interrogator you carry with you. Holding the interrogator 
to the mouthpiece while you dial activates the system without 
causing the receiving phone's bell to ring. A prowler won't even 
know he's being heard. Acron Corp., 1209 River Ave., Lake-
wood, N.J. 08701, makes the Telecommand. 

Popular Science - Sept. 1971 
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the device that makes 
the burglar alarm obsolete . .. 

THE TELE-WATCHMAN 
it's new ... simple .... easy to install! 
At last a burglar alarm that lets you monitor your premises at any hour. 

The TELE-WATCHMAN offers inexpensive and quiet remote monitoring of 
offices, homes, stores, schools, plants, even cottages and boats via existing 
telephone lines. 

When installed and turned "ON" the TELE
WATCHMAN will automatically answer the phone 
without ringing and alerting an intruder. All sounds 
present in it's vicinity are then transmitted over the 
phone lines. 
Even the most cunning intruder makes some noise. 
TELE-WATCHMAN's sensitive microphone can detect 
footsteps, whispered conversations, the rustling sound 
of paper, even the sound of striking a match. 
With the help of our "MATCH-BOX", an accessory 
line matching device, the sounds can be recorded. The 
tapes may later be used as verification or identification 
by police. 

The TELE-WATCHMAN is sold for the detection of 
burglaries, unauthorized entry and the prevention of 
crime only. No other use is intended, suggested or 
implied by the manufacturer, distributor or dealer. 

For home or apartment residents 
who might normally fear surpris
ing a thief or criminal on their 
premises, this device offers a safe 
and simple means of checking 
whether an intruder is present or 
not, at any time. 
The unit operates from either 110 
volt AC or it's own self-contained 
battery. Should power fail, the 
built-in battery takes over auto
matically, insuring continuous 
use. All components are reliable 
solid state. 
Size: 6 x 5 x 4 ins. Weight: 2 Ibs. 

With the use of a timer the TELE-WATCHMAN can be 
set to operate automatically within a certain period of 
time only. For example between 6 PM and B AM, leav
ing the phone line open for normal use during bUsiness 
hours. 
Auxiliary jacks for additional microphones are provided. 
These may be placed in different locations, like plant, 
office, washroom, etc. In this manner several rooms can 
be monitored ECONOMICALL'I with one unit. 
IDEAL LEASING ITEM FOk PROTECTION AND 
ALARM COMPANIIES. SEVERAL INSTAH.A
TIONS CAN BE MONITORED REMOTELY BY 
ONE PERSON. 

$19900 

1228 



Exhibit No. 4 
: '. .. • . . --. 4' ~'..:~"' .". • • .~). ",-.~ j • 

j" ' .' "TrwL' r· r 711\~ TELEPHONE ALARM ': ... ' " " 
; ',,:1 .I; L L ~,.L.tl ,', .MOO'ITORING SystEM'l " " '" I 
:,.. ....;'"t~ .. -.~. • • "~.. • ',. _, " •• J,.':;" _<~_'->;',' ~'\.",;-,~ _, • \ 

NOW YOU CAN 

CHECK YOUR PREMISES 
ANYTIME ... fROM ANYWHERE~ 

CONSISTS OF: 

The TELE·EAR MONITOR unit which pi,";' into stond. 
ord telephone jack supplied with each system, This 
unit is placed at the site to be monitored. 

The TELE·EAF. REMOTE ACTIVATOR which will allow 
you to activote the MONITOR UNIT from any dial 
telephone. 

The TELE·EAR RECEIVER AMPLIFIER unit which sits by 
your bedside telephone and continuously monitors 
your premise.s, even while you sleepl 

CAN A BURGLAR DEF'iAT 
THE TET.r·EAR SYSTEM? 

Absolutely impoulble • • . even If ~e CUll the 
telephone wirell Any (lilting 0'( dhhubontlt 01 the. 
telephone line immediololy breokl the telephone til' 
cult belwj!en lelephonu and re.ults 11'1 0 shrill ..... orn· 
Ing lOne (acluollv the dial fone amplified about 50 
tim.,) emltled trom you, RECEIVER·AMPLlfIERl 

WHAT ABOUT FALSE ALARMS? 

As you dlol the last digit 01 your business tele
phone number, hoH the REMOTF ACTIVATOR 
clooe to mouloplece 01 telephone A specIal fre· 
quency tene wIll instc:mlly activate the '!ELE·EAR 
MOtllTOR at the slte being called! The tele· 
phone will not eng, and any and all tound. at 
your bu;:;;ne~;f. ~ite will now be clearly heard on 
the telephone. 

'I' ~ 

AlJoin tmpoulblet Any .,ohlt that you hear will 
aclually be oc(urlng al you hear it. If yo~ oro nol 
(ompet~ly cotlain alia what cousod the IOllnd* a 
lil)llil aueful additional Ih\&nln9 wl\I qutt.j,\'f fe-n-a\ 
ih lourcol A bllrglor will (101 sland lUll. If he thinks 
he is undelechtd; he ..... iII continue about his lob 
rrtak'ng ot:lditionol ,pundl Ihal will wroly 01'1& hh 
presence Clwayl 

If you ate cali,ng from your home, simply turn 
en the TELE·EAR RECEIVER AMPLIFIER unit and 
hang up your telephone! You eeln now sleep 
peacefuUy completely secure in the lmowl. 
edge bat you w,lI be instantly awakened by the 
slightes! dlsturbonce at the site being rnonitoredt 

A OUICK CAll 10 1H£ POUC£ WUl INVAR.I~ 
ABLl' CATCH HIM IN THe ACTI 

THE TELEPHONE NEVER RINGS! 
YOU WON'T ALERT A BURGlAR BY A RINGING PHONEl The telephone 
in your office Or business will not make the slightest saundl.l! will $it 
there just as innocently as ever ••• WHILE YOU SAFELY MONITOR THE 
PREMISES! 

WARNING! 
THE TELE·EAR IS NOT A "BUG"l 

Because the ~e.ry "cture of tM, fantelltit dcvi(e make.s 
it possible to mon1tar areas Withouf observance, we: mud 
paint out that federal Ia.w pcmlih. tne U~e of the: TELE·EAR 
ONLY as a burglar alarm. 

It is. iUeg(11 te Ule thl! TELE·EAB, to suu'epritiouslV monitor 
the! canversations of pariies. 'hat are unaware of its 
pratencel 

----------,----------------~ 

, . 
~~,:: . .;.> 

H. I.,. B.' SECURl'ry ELECTRONICS ... LTD. 

21] EAST 43R[YSTREET, NEW YORK, NEW YORK 10017 
(212) 986-1367' :;::~.:~:~., ', .. " '. 
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EXHIBIT NO. 5 

Licensing Requirements for Manufacturers a.r:rl Sellers of 
Electronic Surveillance Equip:nent under the cartadianProtectiort of 

Privacy Act, Section l78.l8 of the crinUnalCCde 

Under this law, a sponsor (e. g ., Chief of Police, Director of 
cr:iminal Investigation, head of a branch of gavermnP..nt) must write a 
letter to the prospective licensee authorizing the possession/manufacture/ 
sale of "enabling devices" ("electranagnetic, acoustic, rrechanical or 
other device or any CCXIq?Onent thereof •.• primarily useful for surreptitious 
interception of private cx:mnunications") on the sponsor's behalf. The 
licensee must then fill out an application and forward it with letter (s) 
of endorse:nent fran sponsor(s) to the Registrar (Carmissioner of the 
Royal Canadian .rbt.mte1 Police) . 

The license authorizes possessionjrnanufacture/sale between the 
licensee and his sponsor only, and is limited to the express conditions 
therein. The licensee shall not possess/manufacture/sell such devices 
except under specific authority fran his sponsor (or in the case of a 
special license, fran the Registrar) for each transaction. 

A license may be revoked by the Registrar upon the licensee's 
failure to observe its tenus and conditions, which include: reporting 
within 10 days e'JJ':;l change in the infonnation shoon on the application; 
prodl.lcing the license to a police officer on demand; and storing the 
devices in such a manner that they will be inaccessible to the public. 

Except in the case of special authorization by the Registrar, the 
license will expire on the eate indicated on the license unless the 
licensee applies for its renewal not less than 30 days prior to the 
expiration date; any such application Imlst include a new letter of 
endorsement fran a sponsor. If an endorsement by a sponsor is withdrawn 
during the tenn of the license, the Registrar "Jill revoke the license 
and give written notice of the revocation to the licensee. 
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TERMS AND CONDITIONS 

,. In these terms and conditions 
"authority to purchase" meanS a letter written by a sponsor 
to his licensee authorizing the licensee to possess (including 
jf applicable to manufacture) andlor sell enabling devices on 
the sponsor's behalf. 
"enabl ing device" means an "electromagnetic. acoustic, 
mechanical or other device" as referred to in secti,'n 178.18 
(1) of the Criminal Code. 
"letter of endorsement" means a letter written by a sponsor 
who is in lawful authority over persons who may lawfully 
possess enabling devices under section 178.18 (2) (a) and 
(c) of the Criminal Code. 
"Licence" means a licence issued pursuant to section 
178.18 {2\ (dl of the Criminal Code. 
"licensee" means a person in possession of a licence. 
"Registrar" means the Commissioner of the Royal Canadian 
Mounted Pol ice. 
"special licence" means a licence issued without the require
ment of a sponsor. 
"sponsor" means the Chief of Police of an accredited police 
force. the Director of Criminal Investigation. the Director 
General. Security Service. or Commanding Officers of any 
Division of the Royal Canadian Mounted Police, the Com
missioner of the Ontario Provincial Pol ice, the Director 
General of the Quebec Police Force. the Director General 
Intelligence and Security of the Canadian Forces and in the 
case of an officer or servant of Her Majesty in right of Canada, 
the head of the bran~h of government that employs him or 
of which he is an official. 

2. This licence authorizes possession (including if applicable 
to manufacture) andlor Sale of enabling devices between the 
licensee and his sponsor only and shall not be construed as 
being a general licence to possess (including if applicable 
to manufacture) and/or se II enab ling devices. 

:l. Possession (including if applicable to manufacture) and/or 
sale of enabling devices under a special licence shall be 
I imited to the express conditions set out there in. 

•• The licensee shall not possess (including if applicable to 
manufacturel and/or sell enabling devices except under 
specific authority to purchase for each transaction from his 
sponsor or in the case of a spacial I icence from the Registrar. 

5. Enabling devices in possession of a licensee shall be secured 
in such a way that the public docs not have access. 

6. The licensee shall roport any change in the information shown 
on the application form for a licence to the Registrar within 
10 days of such change and further the licensee sha II report 
such information as the Registrar may from time to time 
require. 

7. The licensee shall produce his licence to a peace officer 
for inspection upon demand. together with the authority to 
purchase for enabling devices in his possession or in a 
state of manufacture. 

a. If an endorsement by a sponsor is withdrawn, the Registrar 
wi II revoke the relevant licence and give written notice· 
thereof to the licensee. 

9. A licence may be revoked by the Registrar upon fai lure of 
the licensee to observe its terms and conditions. 

10. Except whereas directed otherwise and endorsed by the 
Registrar the licence will expire "S indicated by the expiry 
date on the licence unless the licensee applies for its 
renewal not less than thirty days prior to such expiry date. 

11. An app'lication for renewal must be accompanied by a new 
letter of endorsement. 

12. Special Terms and Conditions. 

2 

CONDITIONS 

1. Dans Ie present contexte, 
"permission d'achat" signifie une lettre redigtie par un 
fI§pondant, a r illtention du d,Uenteur et /'outorisant 11 posstider 
(8 fahciquer, s'il JI a lieu) et Ii vendre des dispositifs d'inter
cept ion au nom du repondant; 
"dispositif d'interception" designe "un dispositif tilectro
magntitique, acoustique, mecanique ou autre", tel que 
mentionne au paragraphe 178.18 (1/ du Code criminel; 
"Ieltre du rtipondant" des(qne une lettre rtidigee par Une 
personne qui a charge legale de personnes autorisees 8 avoir 
en leur possession des dispositifs d'interceptlon en vertu des 
alineas 178.18 (2) a) et c) du Code criminel; 
"permis" designe un permis d,§iivrti en vertu de I'alintia 
178.18 (lId) du Code criminel; 
"d,Henteur" designe une personne qui possede fin perm is: 
"registraire" designe Ie commissaire de la Gendarmerie 
royale du Canada, 
"perm is special" designe un permis d,Hivre sanS que celui 
qui en fait la demande ait besain d'un repondant; 
"repondant" designe Ie chef d'un service de police reCOnnu. 
Ie directeur de la SOrete, Ie directeur general du Service de 
securite, les commandants divisionnaires de n'importe que lie 
division de la Gendarmerie royale du Canada, Ie commissa ire 
de la SOretti de rOntario, Ie directeur general de la SOrete 
du Quebec, Ie directeur general des renseignements et de 10 
securite des Forces armees canadiennes et, dans Ie cas d'un 
fonctionnaire ou prepose de So Majesttl du chef du Canada, 
Ie chef de la direction du gouvernement qui I'emploi ou dont 
iI est un fonct;rmnaire. 

2. Le present permis autorise la possession (10 fabrication, 
s'il y a lieu) ella vente de dispositifs d'interception a regard 
du deter.leLir et de son repondant seulement et iI ne devrait 
pas ~tre considere comme un permis general de ppssession 
(de fab;ication, s'il ya lieu) et de vente desdits dispositifs. 

3, La possession (Ia fabrication, s'il ya !ieu) et la vente de 
dispos;Wfs d'interception en vertu d'un permis special ne 
sont 8utorisees que suivant les conditions expressement 
mentionnees. 

4. Le detenteur ne doi! pas posstlder (fabriquer, s'iI y a liell) et 
vendre des dispoSitifs d'interception sans une permission 
specia Ie d'achBt de <on re.nondant pour chaque transaction, 
ou, dans Ie cas d'un permis special, sanS une autorisation 
speciale du registraire. 

5. Les dispositifs d'interception en la possession d'un detenteur 
doivl'nt I}lre ranges dans des endroits sars, at de telle sorte 
que Ie public n'y ait pas acees, 

6. Le detenteur doit faire rapport au registraire de tout change
ment apporte aux renseignements qui paraissent sur /0 
demande de permis, dans les 10 jours qui suivent celie 
modification; Ie detenteur doit en outre faire part des ren
seignements que Ie registraire peut lui dem&nder de temps 
iJ aulre. 

7. i\ la demande d'un agent de 10 paix, Ie detenteur doit montrer 
son permis de meme que la permission d'achat des dispositifs 
d'inU'-'eption qu'il a en sa possession au qu'il est en traill 
de fb, iquer. 

8. Si un repondant retire son appui, Ie registraire revoquera 
ledit permis at transmettra une note II cet effet au detenteur. 

9. Le registrsire peut revoquer un permis si (e detenteur 
n'observe pas les conditions prescrites. 

10. Sauf indications contraires du registraire et avec i'approbation 
de ce dernier, Ie permis se termine II /a dale d'expir8tion qui 
y figure s i Ie detenteur ne formule pas S& demande de re
nouvellement au mains trente jours avon! ladite date, 

11. La demande de renouvel/ement doit etre accampa'Jnee d'une 
nouvelle (mtre du repondant. 

12. Conditions speC ia les. 
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RE t:::::> Application for Licence - Sec. 178.18 
- Protection of Privacy Act -

In reply to your letter of 

3 ..., 

OTTAWA, ONTARIO 

OBJETt:::>- Demande de perm is - Art. 178.18 
- Loi sur la protection de la vie privee -

Pour faire suite a votre lettre du 
Date _______________ . __ _ 

I am enclosing an application form. The following information 
will assist you in determining if you are eligibletobe 
licenced. 

Section 178.18 of the Criminal Code forbids the possession 
(including if applicable to manufacture) and/or sale of 
devices primarily useful for surreptitious interception of 
private communications, with certain exceptions. The section 
reads as follows: 

178.18 (1) Every one who possesses, sells or purchases 
any electromagnetic acoustic, mechanical or other 
device or any compor.,~nt thereof knowing that the 
design thereof renders it primarily useful for surreptitious 
interception of private communications is guilty of an 
indictable offence and liable to imprisonment for two 
years. 

(2) Subsection (1) does not apply to 
(a) a police officer or nolice constable in possession 
of a device or com pc. -:lescribed in subsection (1) 
in the course of his empIUI"lent; 
(h) a person in possession of such a device or component 
for the purpose of using it in an interception made or to 
be made in accordance with an authori zation; 

(c) an officer or servant of Her Majesty in right of 
Canada or a member of the Canadi an Forces in possession 
of such a device or component in the course of his 
duties as such an officer, servant, or member, as the 
case may be; and 

(d) any other person in possession of such a device 
or component under the authority of a licence issued 
by the Solicitor General of Canada. 

A copy of the usual terms and conditions wh ich wi II 
be prescribed by the Solicitor General of Canada is attached. 
Unless special circumstances exist, a licence will only be 
granted to companies or individuals to provide sources of 
supply to police departments, the Canadian Forces, or the 
Canadian government. 

Providing you have a sponsor (as defined in the terms 
and conditions) you may fill out the application and forward 
it to me with his letter of endorsement. A separate letter 
of endorsement is required from each sponsor with whom you 
intend to do business, i.e., if you intend to deal with three 
separate police departments you must be endorsed by all 
three. More than one letter of endorsement may accompany 
your application. 

Should your application be successful a separate licence 
will be issued to you for each sponsor, permitting you to 
possess (including if applicable to manufacturel and/or 
sell devices in accordance with the specific authorization 
of the sponsor. 

~. 
979' (6/741 

je vous fais parvenir, sous pli, une formule de demande. Les 
renseignements qui suivent vous aideront a determiner si vous 
pouvez obtenir un permis. 

L'article 178.18 du Code criminel interdit la possession (Ia 
fabrication, s'il y a lieu) et la vente de dispositifs dont la 
concePtion les rend principalement utiles a /,interception 
clandestine de communications privees; il y a neanmoins 
certaines exceptions. L 'article se lit ainsi: 

178.18 (1) Est coupable d'un acte criminel et passible d'un 
emprisonnement de deux ans, quiconque possede, vend 
ou achete un dispositif electromagnetique. acoustique. 
mecanique ou autre ou un element ou une piece de celui-ci, 
sa chant que leur conception les rend principalement utiles 
a !'interception clandestine de communications privees. 

(2) Le paragraphe (1) ne s'applique pas 
(a) a un officier de police ou a un agent de police en 
possession d'un dispositif, d'un element ou d'une piece 
vises au paragraphe (1) dans /' exercice de ses fonctions: 
(b) a une personne en possession d'un dispositif. d'un 
element ou d'une piece vises au paragraphe (1) qu'elle 
a I'intention d'utiliser lors d'une interception qui est faite 
ou doit etre faite en conformite d'une autorisation; 
(c) a un fonctionnaire ou prepose de Sa Majeste du chef 
du Canada ou a un membre des Forces canadiennes en 
possession d'un dispositif, d'un {dement ou d'une piece 
vises au paragraphe (1) dans I'exercice de ses fonctions 
en tant que fonctionnaire. prepose ou membre, selon Ie cas; 
et 
(d) a taute autre personne en possession d'un dispositif, 
d'un element ou d'une piece vises au paragraphe (1) en 
vertu d'un permis delivre par Ie solliciteur general du 
Canada. 

Vous trouverez egalement ci-joint une copie des conditions 
prescrites par Ie Solliciteur general. A moins de cas exceptionnels, 
un permis ne sera accorde qu'a des compagnies ou a des 
particullers pour assurer des fuurnisseurs aux services de police, 
aux Forces armees canadiennes ou au gouvernement du Canada. 

Si vous avez un repondant (tel que defini dans les Conditions), 
vous pouvez remplir une demande et me la faire parvenir 
accompagnee de la lettre du repondant. /I faudra fournir une 
lettre a part pour chacun des repondants avec lesquels vous 
entendez etablir des relations d'affaires; en effet, si vous 
desirez traiter avec trois services de police, vous devez recevoir 
rappui des trois. Votre demande peut etre accompagnee de 
plus d'une lettre de repondant. 

Si votre demande est acceptee, un permis separe a regard 
de chaque repondant vous sera delivre; il vous autorisera a 
posseder (a fabriquer s'il y a lieu) et a vendre des dispositifs 
en conformite de I'autorisation expresse du repondant: 
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NOTE 

THIS LETTER MUST BE SIGNED BY THE CHIEF OF POLICE OF AN 
ACCREDITED POliCE FORCE, THE DIRECTOR OF CRIMINAL IN· 
VESTIGATlON, THE DIRECTOR GENERAL SECURITY SERVICE, OR 
COMMANDING OFFICERS OF ANY DIVISION OF THE ROYAL CANADIAN 
MOUNTED POLICE, THE COMMISSIONER OF THE ONTARIO PRO· 
VINCIAL POLICE, THE DIRECTOR GENERAL OF THE OUEBEC POLICE 
FORCE, THE DIRECTOR GENERAL INTELLIGENCE AND SECURITY OF 
THE CANAOIAN FORCES AND IN THE CASE OF AN OFFICER OR 
SERVANT OF HER MAJESTY IN RIGHT OF CANADA, THE HEAD OF 
THE BRANCH OF GOVERNMENT,THAT EMPLOYS HIM OR OF WHICH 
HE IS AN OFFICIAL. 

LmER OF ENDORSEMENT 

THE REGISTRAR 
LICENSING UNDER PROTECTION OF PRIVACY ACT 

RE> 
OBJET 

THIS IS TO CERTIFY I AM IN LAWFUL AUTHORITY 
OVER PERSONS WHO MAY POSSESS DEVICES PRIMARilY 
USEFUL FOR SURREPTITIOUS INTERCEPTION OF PRIVATE 
COMMUNICATIONS,PERMITTED BYSECTION 178.18 (2) (a) 
AND (c) OF THF CRIMINAL CODE. 

I AM REQUESTING A LICENCE BE GRANTED TO 

NAME) 
NOM 

TO POSSESS. (INCLUDING. IF APPLICABLE. TO MANU
FACTURE) AND/OR SELL THESE DEVICES ON MY BEHALF 
WHEN PROPERLY AUTHORIZED 'BY MYSELF, 

I UNDERSTAND THAT PURSUANT TO SECTION 
.178.18 1 (d) THE DECISION WHETHER OR NOT TO ISSUE A 
LICENCE IS NOT SUBJECT TO APPEAL. 

981" \6174) 

4 

NOTE 

CETTE LETTRE DOlT PORTER US SIGNATURES DU CHEf D'UN SERVICE 
DE POLICE RECDNNU, DU DIRECTEUR DE LA SURErE, DU DIRECTEUR 
GENERAL OU SERVICE DE SECURITt OU DES COMMANDANTS OIVI· 
SIONNAIRES DE TOUTE DiVISION DE LA GENDARMERIE ROYAL£ DU 
CANADA. DU COMMISSA IRE DE LA SURErE DC L'ONtARIO, DU 
DIREcnUR GENERAL DE' LA SURETE OU QUEBEC. OU DIRECTEUR 
GENEIlAL DES RENSEIGNEMENTS ET DE LA SEClIRiTE O(S FORCES 
ARMfl:S Et. DANS Lf CAS D'UN FONCTIONNAIRE OU PRCPOSE DE 
SA MAJESTE DU CHEF Dli CANADA. DU CHEF DE LA OIRECTION Dli 
GOUVERNEMENT QlIl L 'EMPLOI( Oll DONT IL EST (IN FONCTION' 
NAIRE. 

LErTRE DU REPONDANT 

LE REGISTRAIRE 
PERMIS OEUVRE AUX TERMES DE LA LOI SUR LA 
PROTECTION DE LA VIE PRIVEE 

JE CERTIFIE PAR LES PRESENTES, AVOIR CHARGE 
LEGALE DES PERSONNES AUTORISEES A AVOIR DES OIS
POSITIFS DONT LA CONCEPTION LES REND PRINCIPALE
MENT UTILES A CINTERCEPTION CLANDESTINE DE COM
MUNICATIONS PRIVEES, COMME LE PREVOIENT LESAUNEAS 
178.18 (2) a) ET c) DU CODE CRIM/~I~L. 

JE DEMANDE A CE QUE L'ON DELlVRE UN PERMIS A 

EN VUE DE LA POSSESSION (DE LA FABRICATION, S'IL Y 
A LIEU) ET DE LA VENTE DE DISPOSITIFS EN MON NOM 
LORSQUE JE L'Y AUTORISE. 

JE CROIS SA VOIR QUE, SUIVANT L'ALINEA 178.18 
(1) d), LA DEcISION D'ACCORDER OU DE REFUSER UN 
PERMIS EST SANS APPEL. 

SIGNATURE 
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CONGRESSIONAL RECORD-SENATE 

May ft2, 1975 

X WATERGATE REORGANIZATION 
1'\ AND REFORM ACT-B. 495 

AlomNDJQ;NT NO. 4911 

(Ordered to be printed and referred 
to the Committee on Obvernment 0p-
erations.) . . 

Mr. PERCY. Mr. President, with the 
cosPOnsorship of Senator BAKER and 
after a year's staff research and study; 
I am today submitting an a,mendment to 
8. 495, the Watergate Reorgan1za.tion 
and Reform Act. 

Many of the crimes and abuses which 
fell beneath the umbreua. label of 
"Watergate" were associated With the 
practice of electronic eavesdropping and 
wiretapping .. The tapping of newsmen 
and executive employees by the "WhIte 
House Plumbers," the clandestine tape 
recording of White House conversations 
both in the OVal Office and over WhIte 
House telephones, as well .as the actual 
attempted bugging of the Democratic 
National Headquarters at the Watergate 
Hotel complex, are all prime examples 
of the sorts of invasions of prIva.cy now 
rendered frighteningly simple by mod
ern technology. In this sense, the Water
gate scandals and so-called "White 
House' horrors'" were symptomatic of 
.80me!hing more than the. simple abuse of 
power. R.e,thl~r, they must be viewed as 
part of a ·larger question facing AmerI-
can society today. that ,or. technology run 
raDlpant. . 
'It is the intent of the Watergate re

form bill to establJsh effective preventlve 
measures to help insurethlit ,this Nation 
is not subjected to more 'than one Water
gate. This amendment would further ef
fectuate that goal by deaJing with the 
~roblem of electronic eavesdropping and 
wir~tapp~ which was at the very heart 
of the Watergate scandals. 

The amendment that I am submitting 
to(la.::v attempts to deal with the problem 
of clandestine electronic snooping. The 
approach is essenti.ally threefold: First, 
regul~tion of the man~acture, distrlbu
f;ion, and possession of the deviceS them
selves; second, tigl:\tenIng of the. appll
cable fu~ so as to require notice to or 
consent of all parties to a conversation 
before it. may legally be electronically or 
,mecIlanIcaJly overhead or record~ ex
cept in those cases where a judiclal war
rant has been obtained;'8.nd third, fac1I1-
tation of the civil remedy in caSeG of 
illegal eavesdropping by insuring access 
by the potential plalntiff to the investi
gatory respUICes of law enforcement and 
the telepho~e companies. By thus I1m1t-
1ng the aVlillabll1ty of electronic eaves
dropping devices and further defining the 
rights of the victims of their abuse, it 
is my hope that this amendment will 
s!gn11lcantly lessen the now prevalent 
fear that no conversation is 'ever truly 
pr1vate. 

1234 

EXHIBIT NO. 6 

Titles V through VII of the amend
ment create a regUlatory ,sYstem requir
ing the obtaining of a llcense in order 
to manufacture, imPOrt, 'sell. transfer, 
or P<lBSess an ·electr1ca.l or mechanical 
eavesdropping device. An eavesdrt:lpping 
''tlevice,'' for the purpose of this section 
is 'tlne of a narrowly defined type of de~ 
vice which can by its nature be used to 
intercept a wire or oral communication 
without the knowledge of all Wrties, and, 
in addition, is not pr1mar1ly or ordinar
ily used for a.nyth1ng else. Section 201 (3) • 
Only those products which are ~ted 
for the sole and primary purpose of sur
reptitious eavesdropping would fall un
der the purview Qf reguIa.tion. Thus 
whlle a simple everyda.y tape recorder 
would not fall under the de1ln1t1.on, a 
disgu1sed tinp microphone spec1ally de
signed to be able to pick up a conversa
tion whlle in hiding would m06t certain
.ly be subject to regulation. 

The purpose' of the regulation system 
is .then a two-fold oljle of I1m1ting the 
distr1bution of eaveSdropping devices 
only to those who-- have a justifiable 
legal pUipose for having them, and at the 
Bame time of creating a sYstematic means 
for keeping track of the device discovered 
in the course of an investigation. as well 
as that of its rightful owner. 

The information gathering sYsrem w1l1 
operate on a simple "c.ha1n of title" basis. 
Every device produced, manufactured, or 
imported must be in effect baptised for 
life with a noneras1ble identification 
ndmber. This number will then be placed 
on the head of a file. Any, further sales, 
transfers, or other disposltions of the de
vice will then be recorded in this same 
file. 

At present, one of the single greatest 
roadblocks to effective enforcement of 
the wiretap laws is the 1nab1I1ty of in
vestigators to trace back a.device whioo 
they have found to its actual owner. 
Under ~y leg1s!ation. if' an investiga
tor does in tact· come Up with such a 
device, it ,will be but a simple matter to 
check the number on the device, look up 
the file under that number, and discover 
the name .of the. manufacturer, the 
record of all sales and transfers of the 
device" and the name of its most recent 
owner. ' 

For the purpose of I1m1ting the actual 
,distribution of the devices, of keeping 
them in the hands of responsible indivi
duals with valid purposes for their use, 
two types of llcenses will be issued by 
·the Secretary of Comma-ce under the 
regulatory scheme; "business llcenses" 
for those who wish to engage in the 
manufacture, assembly, importation. 
transfer, or sale of the devices, and "pos_ 
sessor l1censes" for those who wish to 
own, posso..ss, or actually use such devices. 
Both lIcenses w1l1 be I1m1ted to those 
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who,upon application, can state a valld 
and lawful purpose tor their particular 
dea.llngs in eavesdropping devices. For 
the business licen.oe, the applicant must 
state' fully his present and tOTseeable 
activities in the area. For the possessor 
licen.s.e, the applU:ant mUllt fltate just 
what he intends to do with the device 
once it is in h1a hands. In addition, 1l 
alter a hearing it is found that either 
appliClUlt has been convicted ,of, oris' 
llkely to be enga.ged in, an. .eaves
dropping-related o1'!ense, th~ Secretary 
will denY, the license ap,pUeation. 

Through this regula.tory mechanism. 
we will hopefully be a'ble to separate 
responsible use from irrespOllSlble, legiti
mate use from illegitimate, and based 
upon this knowledge, be able to lim1t the 
right to own or use such devices. 

One example where such a system has 
been successfully put into practice is that 
ot the state of Maryland. Maryland law 
requires manulacturers and J)OSSe5S0rs 
ot eavesdropping equipment to register 
their devices. It further requires reports 
on aU 'sales and transfers of ~uch deviCes. 
ThUd fe,r, 71 de\1ces have been registered 
to 10 persons and corPOrations. Though 
on a smaller scale, certa.1nly the success 
of the Maryland ex.periment in this field 
demonstrates the feasibility and advan
tageousness of the system 1 propose to
day. In discussing his experience with the 
opetat1on of the' Maryland system, 
Superlnte:qdent Smith of the Ms.rylatid 
state Pollee .co,llcluded: 

I would de1lnltely !B~6r the establishment 
of laws proViding tor tho l1censlng of such 
(e&vesdropplng) equipment. 0 • • I would 
J,lso favor the licensing of manufacturers at 
8UCh deVices. 

Mr. President, title IX of my amend
ment tightens the Federal wiretap law 
by ell.m1nat1ng som" of Its mora crip
pling weaknesses. . . .ue present state of 
the law with-regard to eavesdropping 
and eJec.tronic bugging is just about as 
SQUd as a doughnut. The big gaping bole 
in the center to which I draw your spe
cific attention is'the "one party consent" 
exception. That is, the law specifically 
forbids the practice of wanantlessinter
ceptIon of' wire and oral COlDlnunicatIoIlB 
unless one of the partieS to the conversa
tion has given his consent. This single 
party consenter, so the law goes, can in
deed be the eavesdropper himself. Such 
being the case, the rlghtsof the other 
parties to a conversation against such 
eavesdropping are rendered a nulllty. 

The potentiality for abuse under th1s 
law is immense. Take, tar ..example, the 
case of a Mr. Smltb, who, alter confiding 
,to a friend one nigbt .over the telephOne, 
woke up the next morning to find a ver
batim transcript ot the jUicier parts of 
his conversation in the mOrning. news
paper. His supposed friend, ,it seeIlU!, had 
taken the .. trouble of recarding the entire 
cOnversation, without providing our Mr. 
Smith with any forewarning IlS to h1s ac
tions or intentions .. When Mr. Smith 
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thensued.bis former friend and the 
newspaper, he lost. Because the conversa~ 
tion had been 'recorded by olie of itS 
particlpants( the tap ,was deemed per
fectly legal under the one-party consent 
exception. Unfor.tunately, this was an 
actual case. Smith "v. Cincinnati Post and 
Time3star, 353 F. SuPp. 1126. 

A more recent example of abuse under 
this exception to the law is seen in the 
famous White House tapes. 'While out
ragoous on Its 'face, it was in fact per
fectly legal for the former President to 
secretly tape record conversatIons In /:lis 
Oval Ofilce as well as over his telephones 
without wa.rn1ng or notice to other un
aware parties to such conversations. The 
former President himsel1', in tws case, 
was the single-party' consenter. The tact 
that be knew abtlut the presence of the 
taping System was in ItBeU enough to 
guarantee )egallty as IQD.g' as be was 
present, despite the fact that those whose 
words he recorded had no knowledge of 
the recording, nor had consented to It. 

Title IX' of my amendment puts 0. 
plug in the doughnut hole by amend!ng 
the present 3.8 United. States Code, sec
tIon 2511 to require "the consent of all 
parties" to 8.J."l interception COmmitted 
without a judicIal warrant of .any wire 
or oral commt\n1cation. This provision 
would provide assuranee that no private 
conversation 'Can be electronically or 
mechanicallY over beard or taped with
out either the consent of all partJes to 
the oonveI'RlIotion, or a judicial wan'/IDt 
author.lz1Dg such overhearing or taping; 
. It is not the intent of this provision to 

interfere with the ability of the police 
-to conduct" their investigations into al
leged wrongdQing by means of electronic 
surve1llance. Tit.le"18 lays out in much 
detail ,a. fair-and effective mechanIsm for 
law enforcement oIDclals to obtal.n war
rants for such surveillance when the 
requisite Pl'obable cause and other eri
tepg, exist. It is the intention of this pro
vision to prevent law enforcement from 
bypassing or circumventing the statu
tory safeguards through the Use of the 
one-party conSent exceptIon, that is, to 
make the tapped telephone calls them
selves, or via a collaborator, record the 
conversation, and then use the'record
ing as court admlssible ev1.dence, all 
without the use of a. warrant, .:without 
probable cause-aIl technically legal now. 
At present. a law enforcement ofilciai re
cording such a conversation 'Would be a. 
party to the conversation and, therefore, 
could consent to ·Its interception. Bee 
Commonwealth V. M:u.rroll. 423 Pa. 37. 

"As a further. a.ttempt to tighten -the 
reins .against abuse of the Wiretap and 
eave!idrop laws,lllY amendment sets, 
forth specific sanctions against those who
knowingly break the rules. 'rhe recent 
case of United States· v. 'GiOrdano, ,416 
U.S. 505 (1974), which 1nvolvedforged 
signatures of the Attorney General's 
name upon previously prepared survell
lance authorizations, flying directly in 
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the face of a statutory requ4'enient, Is B 
'case in, point. The exclusionary rule, no 
matter how Qillgently. applied by the 
courts, Is simply ill-equipped to deal with 
such high level chicanery. Only a direct. 
sanction against the offending officer 
himself can fulfill this function. ThIs Is 
what my amendment attempts'to do. 

As an attempt to fac1lltate the ability 
of privateindividuaIs to bring their own 
civil actions in the event that they them
selves are subject' to an illegal eaves
drop, two spec11ic steps are taken. First, 
as a means of lightening the burden of 
proof, a standard Is set by whIcli any 
conviction of a. defendant in 'a cr1m1nal 
proceeding brought against him on a 
charge concerning a violation of the wire
tap laws will be regdrded as conclusive 
in a civil proceeding brought against 
him regarding, the same violation. 
Through this manner, the civil litigant 
will be able to benefit !rom the inves
tigative and organizational resources of 
law entorcement,to ride on the Pl'Ol!eCU
tor's coattails, so to speak. SOOond, an 
a.mrmaUve. duty Is placed on thete1e
phone companies to iUd their customers 
in investigat1flg such o1renses. Many"of 
these companies do at the present fol
low a poliey s1m11s.r to that set down in 
my amendment. 'Some others, 'however, 
do not. The' intention of this tlrov1s1on 
of my amendment is to make ~e prac
tice uniform and mandatory.) , 

Th1s legislation' would affect the 
phone company in a number of other 
ways as, well. At present, there is no 
duty for a 'phone company to report a 
tap to the police which it has discovered 
on a customer's ltne. Although almost 
all phon! compBllles' do 'report, such 
taps at present, an exception is ,Dllnois 
Bell Telephone. 'l'h1.B legislation would 
require phone cot.npanies to report the 
discovery of' a tap to a law enforcement 
ofllclal. 

l'n addition, pho~e companies are now 
,e.Uowed ,to secretly: tape conversation 
when they bclleve th&t a fraud is being 
committed aga1Dst the phone company. 

-They do not have to prove probable 
cause; they do not have to get anyone's 
permission: they have a free hand in 
deciding whether a crime is being coni .. 
mit~ and whether a conversation 
should be ~orded. This unbridled dis
cretion is unparaJ1eled. No other indus
try or private citiZen has such discre
tion, and even 'the poliee have to obtain 
,a 'court order before secretly recording 
conversations. This legislation 'Would re
move this discretion from the phone 
companies and make them seek the help 
of the police an~ the approval of a court 

',if they suspect a. .crime is being ,com~ 
mUted . .The POllee may seek a court order 
to intercept a conversation'if the con
d1t1ons for 'such a. .court' order can be 
met. This will not 'hindtll- 'the phone 
companies since their technology is sUch 
that. they can pret'ty well ,deterin1ne 
when a fraud is being Committed, and 
therebf prove probable cause to a court: 
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But, no longer would they' be free to 
tape conversations whenever in their dis
cretion they felt it was warranted. ' 

The 18sues with which the amendment 
deals are important to us both as-legis
lators and as individuals. As legis1a.tors, 
we must attempt to deal with a social 
problem whi~h has of its own mom,entum 
played a large role in one of the greatest 
national catastrophes of our day. As in
dividuals, we have at stake the quality of 
the environment in which we work, B;Ct, 
think, and communicate every day of our 
lives. Both of these' respOnsib1llties are 
weighty. ' ' 

Mr. President, I ask unanimous con
sent that a statement by Senator BAKER 
be printed in the RECORD and that the 
amendment be printed in the RECORD. 

There be1ngno objection, the state
ment and amendment w-are ordered to be 
printed in the RECORD, tl8 follows: 

STATlCMJ:NT-'BY 8J:NATOII BAJtI:IL 
'I welcome the opportuntty :to Join my dis

tlngulBhed colleague from DUnots (Mr. 
PERCY) In: intrOducing thlB &meildment to 
S. 496, the "Watergate' ReorgantzatiOn and 
Reform Act." 

As'1 noted In l/lY Individual views for the 
Plnal Report of the Select Committee on 
Presldent1al Campa.tgn ActiVities. "I believe 
that congress ilhould carefully consider a 
prohibition of the electrontc recording ot 
conversations ' ... , except with the pr10r con
sent of all the partlctpll.llts to the conversa
tiOn, or unless caretully supervised by a court 
of competent jurlBdictlon for specifled statu
tory purpooes." I belleve that B. 469, the 
Watergate ROOrgll.ll!za.tlon and Retorm Act. 
provides a timely and appropriate vehicle tor 
the COngress to consider such a prohibition 
of non-consensual electronic eavt!!ldropplng 
and wiretapping occurr1ng without pr10r ju
dlc1al approval; Il.Ild I commend Senator 
Percy for his leadership In thlB area. 
" Certa1nly th,;,:9lngle most notable evlden
ttary achleveinontot ~e' Senate Watergate 
COmmittee was the revelation by Ali}xll.Ilder 
Butterfield ot the tape recording system utl
.Uzed In both the OVal otltce end the Presi
dential Bulte in the Execut1ve omce Build
Ing. I am not' sure 'that I understand why 
the tape-recording ta.c1llt1es were Installed; 
but I tina the practice of recording cOnver
sations without the consent ot all partJes 
thereto, In'the absellce of 0. warrant, objec
t1Oll.1ible and not In keeping with the gran-
dew:,ot the Fourth Amendment. . 

I further belleve that th~ amendment lB 
reflective of the sentiment of what, I 'con
lI1der to be one of the most l}nportant rec
ommendatiOns at the Senate'Watergate com
mittee. Th&t lB, the Sel"ect Committee on 
Presidential camp'algn Act1v1ties bi. Its l"1nal 
Report recOmmended "that thl,.) appropriate 
committees of congress study and reconsider 
Title m of the' Omnibus' 'Cr1me Il.Ild Bate 
streets Act at 1968 tor the purpose ot de
termlnlng whether the, electrontc surveU
llUlce provlBlons contained In that Act re
quire rev1ll1on or amendment." In United 
states ,v. U.s. Dutrlct Court, 40'1 U.s. 29'1 
(19'12), the Bupreme Court pointedly inVited 
Congress to decide whether pr10r judicial 
aPP1'9val lB required fol'- all law-entorcement 
andlntel11genoa surveillance; and the Water
tate COmmittee so roeommended. i recognlzEi 
that legitimate law;lntorcement and. Intell1-
genoa rqUlrements otten mandate such sur
veillance; but, In my opinion, when It lB 
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dOlle within the United States. it 18 pre!erw 

able that a warrant be obta1Iied' prior to 
JmplemimtatloD,. 

Th18 amendment,of course. also woUld re
qu1x"e regulation of elootromc eavesdropp!.ng 
devices and makes clear civil re.medles ·in 
cases of Illegal. eavesdropplng. ,It we allpw 
the XIlIIllufa.cture anll distribution of eaves
dropping ~vices and wiretaps to continue 
unchellked. we may find that there may come 
a time at which no conversation, however 
private or',personal, will be secure from the 

'curious or the rampant opportuntst. 
I believe that the amendment which Sen

ator Percy and I are lntroduc!.ng today re
l1ects & serious: attempt to elJmlnate what 
I !;Onsl(lIll" to be perhaps the'most objection
able abuse uncovered by the Select Commit
tee on Presidentl.a1 Campaign Activities. and 
I th1Dl!;; that it reflects the concern underly
ing one of the major recommendatIoU8 of 
the Senate Watergate Committee. It car
talnly 18 pertinent to the Watergate-prompt
ed. reform ellort, and I conunend it to 'my 
colleagues, 

A.KJarnlloU:NT No. 495 
, On page 37, line 15, e.dd th& following: 

TITLE V-lJICE2NBINIG (YJ!' ELl!lCTRONlC. 
MECHANICAL. OR OTHER DEVICE 

6J:c. 1501. As uSed in thla title; the term
(1) "busln~ l1cense" means a cert111cate, 

plt.per. or other Item lsBUed by the B&cretary 
to any appl1CAIit in the bUSiness at XIlIIllU
factUl'ing. Jmportlng. a.ssemblytng, transfer
r!.ng. or selling Of. electrOnic. mechanical, or 
other devlces; . 

(2) "possessor llcense" meaIlB a cert111cate. 
paper, 'Or other Item 18sued by the Secretary 
to any appl1cant owning. possessing. or oth
erwise haVing In his custody any electronlc, 
mechanical, of either device; 

(3) "electronlc. mechanIclll. or other de
vice" shllll have the same meaning as that 
provided 10r under section 251a(5) ot title 
18. United States Code, except that. !or pur
poses of this Act, the Secretary shall 1ssue 
regUlatloU8 excluding from such term any 
electronic. mechanlcal, or otht\f device which 
the Secretary determines. on the basla of the 
design. Size. and nature thereOf. is p:rtmarlly 
&U.d ordInarily used. fOf a PUl'p06& other than 
the 'overhearing of oral communicatlml.il of 
others ~thout their knowledge; 

(4) "Secretary" means the Secretary- of 
~ommerce;. and . 
, (5) ''person'' means any indIvIdual, asso

elation; partnerahlp. institution; corpora
tion, or other entity. any officer. -~mploy
ea. or, agent of ~e United ~tes or any , 
territory or possetlSlon thereof. or 011 IIPY 
state O! .. ~l1tlcal slibdiv1slon, thereof. ' 

SZC',o/A. (a) On and after the expiration 
of the one hundred and twentieth day :fol
lowing the date of the 'enactment of th1s Act. 
no ptlll50n shall engage in'the buslness 01 

,manu.ta.cturlng. assemtlly!.ng. importing, 
transferring. or selll,ng of any electronic, me- , 
chanlclll, or other' device. l! such device or 
component thereof has 'been or wUl be sent 
through the maU or transported in interstate 
or foreign Commerce. unless such person h~ 
I!t vru.td !)usiness lIceU8e 'iBIIued to Jl1m. in a.c-
eordance with this title. , 

(ob) The secretary Is authort.zed. upon ap
plication to hlm by an appl1cant in accord
ance with'thla title. to 1ssue to such &ppll
cant a 'blllliDess lIceU8e, unless the Secre.tary 
determ,lnes, after a hearing. that such appl1-
cant has been oonvlcted of a. violation of 
ohapter '119 of title 18. United states Code, 
that .there 18 a sUbstant1lll probability that' 
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such applicant is engaged. or 18 Ultely to en
g&ge. in conduct In violation of cha.pteJ!.1l9 
of title lB. United. States COde, or that such 
appl1can1i has knOWingly submltted,talM or 
m1sleadlng 'information, in connection with 
llla ~pUcatlon for such license. or in con
nection with any other appl1catlon, docu
~t. notice. ·or paper submitted pursuant 
to, this Act. 

(cr Any business license 1ssued pursuant 
to this title may. after a hearUlg. be revoked , 
or -otherw1se' suspended by the Secretary if 
he determines that the ,holder ot suCh li
ceDSll ,has; been convloted of a vlolatlon of 
chapter 119 of title 18. UnIted States Code. 
or has knowingly submitted false or .m1slead
'!.ng information in connection :wIth his ap
plication for such llcense, or in connection 
with any other 'applicatlon dOCUlD.llnt. no
tlce. or paper submlt~d. pursuant to this 
Act. 

(d) ,Applications under'tb.1a section shall 
be submitted to the Secretary on such form 
as the Secretary shlll1 provide. Any such 
appllcatlon shall contain, among other mat
ters. the following: 

(1) name and addreaa of the applicant; 
(1I) bua~ or trade name 0% the appl1-

cant; 
(3) a complete dee.oriptlon of the appli

cant's business or dellllngs 1U8oflll' I!oB such 
bUlllness or deallDgls involve electronic, me
ch.a.n1cal. or other devices; 

(4) the addreB8 of each location where 
the applicant conducts or will conduct busi
ness or 'other deallngl! involving electronic. 
mechanlcal. or other devicea; and 

(6) any other lnformation or data which 
the secretary may. by regulation. prescribe. 

(e) ,Any bUSiness l1censil·1ssued pursuant 
. to thla section shall, unless revolted or sus

pended in accordance with thla'tltle. be valid 
tor a period of twelve months. Each IlUch 11-
cense l8a'ued under th1s section shall be iden
tlfted by a reference number 1ssued by the 
Secretary. Any person holding a vil.lld bus!
ness Ucense, 1ssued under thla' section .Bha1l 
natlty the SecretarY. in wrIting. of any 
changes in the lnformation provided on the 
appllcation for SUch license. Such notice 
shall be submltted prior to the expiration of 
the fourteen day per/pd folloWing such 

·chan'ge. 
(f) .Any pel'l!On ViolatlIm the provisions ot 

subsection (a) of th1s section shall be l1ned 
not more than $10,000 or 'lmprlaoned not 
more than :five years, or both; • 

SEC .. 503. (a), On and after the expiration 
of the one hundred and :ft1tletb day tollow
Ing the date at the ena.ctment of this Act, 
na person. other than a person haVing a 
Valid, business Ucense 1ssued to· hJm under 
thla title. shall own. poB88B8, or otherwise 
have in his custody, any 1l1ectronie, mechan
ical. Qr other device, if such device ,or com
ponent thereot has been or will be l18n,t 
through the mall or transported in inter

·J;tate or foreign commel'9ll. unless SUch per
son, has a valid posaess'or Ucense 1IlBUed to 
hJm in accprdance with thla section. 

(b) 'l'heSecietary Ia authorized, upon ap
plication to hJm by an applicant in /I.CCOrd
ance ,with th1s section, to lllsUe to such 
applIcant a po8SC!I8Or llcense, unless the Sec~' 
retary determines. after a hearing. that IlUch 
appllcant has been convicted, of a, violation 
of chapter 119 of title 18, United States 
COde, that thel'/l is a subataritllll probabUlty 
that the ownership, posse!!I!lon. or cuatody 
'by such appUcant 'of . any 'electronic, me
chanical. or other device woUld be unlawfUl 
under the prov1s10U8 of sootlon 2512 of title 
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18, United states Code, that there is a sub
stantial probabll1ty -that auch appl1cant is 
engaged, or is 11kely to engage, in conduct 
in violation of chapter 111t of tttle 18, United 
states Code, or - that such appllcant has 
knowingly submltted false or mlslea.dlng in
formation in Connection with h1a app11ca
tlon for such 11cense, or in connection with 
any other appllcatlon; docl.1mant, notice, or 
paper IlUbmltted pursuant to thin Act. 

(c) Anyipossessor.lIcense Issued. pursuant 
to this'l\ectlon may, after a hearing, be re
voked or otl:!.erwise suspended by the Sec
retw:y l! he determines that the holder of 
auch license has been conVicted of a viola
tion at chapter 119 of title 18, United states 
Code, or has knowingly submltted false or 
misleading Information In· connection with 
his appllcatlon tor. such license, or in con
nection with any other appllcatlon, docu
ment, notice, or paper submltted pursuant 
to this Act. . 

(d) AppllcatloIUJ under this section ehall 
be submltted to the Secretary on such form 
as the Secretary shall provide. Any such 
appllcatlon shall contain, among/other mat
ters, t.he following: 

(1) name and addrllSS of the applicant; 
(:I) bWllness or trade name, l! any, 01 the 

appllcant; 
(3) a complete description of the appll

cant's business or dealings, l! any, lnBofar 
as such buslneaa or dealings involve ~lec
tronlc, mechanical, or other devices; 

(4) the address of each location, l! any, 
where the aj)pllcant condUCts or will eon
duct busin88B or other dealings involving 
electronic, mechanlr-al, or other devices; 

iii) a statement of the, purpose to which 
the appllcant intends to put the electronic, 
mechanical, or other device tor which 'ap
plication is made; 

(6) a 'statement as to whether the appll
cant bas been denied a bWlinll!l8 llcense or 
po!!Il0BIlOr llcense under th1I! title, or had any 
such llcense suspended or revolted; 

(7) the number, descriptlon, and Ident1tl
cation number of, all electronic, mechanical, 
or other devices owned or possessed by the 
appllcant, or in his CUBtody at the time of 
such appllcatlon and during the twelve 
month· perlod preced1ng the date of such 
appl1catlon. except that'.the requirement as 
to ldentJtlcatlon number shall not be app11c
&ble, with, respect to any such device 80 
owned, possessed or In the custody of any 
suCh appllcant for any perlod prlor to .the 
date ot explra~on of the one hundred and 
twenty day perlodtoUIng the date of the 
enactment at this Act; and _ 

(8) any other 1n!ormation or data which 
the Secretary may, by regulation, prescrlbe. 

(e) Any poesessor Ucense lssued pursuant 
to this section shall, unless revoked or sus
pended in accordance with this ttJle. be valld 
for 1l. perlod at twelve months. Each such 11-
cense 1aBUed under this section shall be Iden
titled by a reference number 1aBUed by the 
Secretary. Any person holdlng a valld pos
Be880r llcense 1aBUed under this section shall 
notl!y the ,Secretary, in WrIting, of any ma
terial change in the lJ::I.formatlon provided on 
the appUcation for such-llceIU!e. Such notice 
Bhal..' be submitted prlor to the expiration at 
the fourteen day pertod following ruch 
che.hge. 

(f) In addition to 1n!ormatlon required 
under subsection (d) of th1I! section, any 
law enf.orcement o1Hcer applying for a pos
sessor license under this section shall submlt 
,to the Secretary the foUowing: 

(1) law enforcement agency by which the 
appllcan1; Is employed; , 
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,2) the name and address of h1&command-
tDg officer; . 

(3) 11 the appllcant is a Federal lawen· 
forcement oUlcer, such appllcatlon spall con
tain assurances by the Attorney General or 
his designee, to the. effect that the appll,
cant is of good standing and good character 
and whose assigned duties may involve the 
use of electronic, ~an1cal, or ot'ler de
vices; 

(4) l! the applIcant is,a Bta~ "r loca1law 
enforcement officer, such ap'~l1cp_tlon Bh.al.I 
contain assurances by the chlet iaw enforce
ment officer of the state or his designee to 
the effect that the appl1cant is of good stand
ing and good character and whose assigned 
duties may involve the use of electroni~.ll:\e
chan1cal, or other devices. 

(g) In the event that .110 law enforcement 
oUlcer holding a valld possessor llcense ceases 
to be a law enforcement o1Hcer, such license 
I!hall be deemed revoked and of no force and 
llfi'ect, and the commandlng o1Hcer of such 
law enforcement officer shall so notlty the 
Secretary to that ef!'ect. 

(h) Any person violating the provla1ons 
of subsection (a) of th1I! section Bhall be 
1l.ned not more than '10,000 or Imprlsoned 
not more than five years, or both. 

TITLE VI..,.....IDENTIFIOATION; 
REGISTRATION 

Sec. 601. (a) On and after the explratlon 
of the one hundl:ed and twentieth day fol
lOwing the date at the enactment of this 
Act, no 'person engaged in the business of 
manUltacturing, Importing, or a.s.uembllng 
electronlo, tneIlhanlcal, or other devices fOT 
which a license is required under this Act 
e.hall seU., transfer, dlBtrlbute, or otherwise 
d.iapose at any auch device so manufactured, 
!mPOrted,' or MBembled unleBS such device 
shall hlt7e a.tfIxed to It in auch a manner that 
,it cannot be readUy remove4. altered or ob
l1terated, an Idep,titlcatlon number issued by 
the SeCretary in e.Ccordanee. with. thlB title. 

(b) On and after the expiration at the one 
hundred and tlftleth daY,following the date 
of the enactment of this Act, no person shall 
own, possess, or otherwise have in his cus
tody, transter, or sell, any electrOniC, me
chanical or other device unleB8 such elec
tronic, mechanical, or other device has af
fixed to it in suah a manner that It cannot 
be readUy removed, altered, or obllterated 
an Ident1tlcatlon J;lumber issued by the Sec
retary in accordaJ;lce with thll! ,title. 

(c) UllOn approval by him of any appllca
tlon received :trom any person engaged in 
the bUB1ness of manufacturing, assembling, 
importing, selling, or otherwise distrlbuting 
electronic; mechanical, or other deVices, or 
from any person owning, poesessing, or 
otherwise having custody of any electronic, 
mechanical, or othet device, Itor an ldent1tl
cation number tor purpOB8S at this title, the 
Secretary is authorized to issue such number 
11 he determtIiea that such applJcatlon con
tains such 1n!ol-matlon as is required by, 
and is in complJance with, regulatiOns is
sued bY'hlm :tor purposes ot this title. 

(d) Any person who l1811s, transfers, dis. 
tributes, or disposes of any electrOnic, me
chanical; or other device in violation at sub
section (a), of this section or any person 
who owns, posseBBeB, or otherwlBe has in his 
custody any electronic, .mechanl!:al, or other 
device in Violation at subsection (b) ot this 
section, shall bll fined not more than '10,000 
or ImprlBoned p.ot more than five years, or 
both. 

BEe. 602. (0.) The SOOretary 4s authorized 
ml'd d.lredted to ell't$l1Bh and cany out, and 
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keep current, 6 program CIt reg1Is'trlllt1oal (If 
6'll eleotronil::, medhaal1all. m' dtber doeV1ces In 
'Iibe' Un1ted at!¥tes. &uc:h program abaU be 
~ &IUI. CJarrtfll1 out vIl!th a ,view, ;to 
requtr1nlg -eooh person (other than ,,'person 
covered !by- subsection (b»;.wtb4n B1rty 
d!a:vz fol'Wwlng rtbe daI'te !he 8.Ilqu1ree owner
aMp" posBOOSfon, lOr either -custddy of' any 
eledtronilC, ~C61, or other d8V'lce,' or 

, ~1on ;the -one bundred and fttty da.y peTiod 
following the date of Itbe enaotmen.t of t2lilB 
Aot, 'W'hl.Chever 'l'aftt occurs, to regmtar such 
eleollI'cmi'c, medhtin1ca!l, or abher dev1c& With 
the Becre\l9.Ty, 

(Ib) On and 8I!lter the exp\mt4on ot the one 
hUDXlrfld e.nd rutiel1h dey f<ll'lowlng -the dsJte 
o! the enactment 01 this, Act, nt> ~ en
~ ~n <tIhe bws1neoo a! UltUlu1ll101;ur1ng, 
.I.lDpo%Itl.ng, or a.soemblmg of any eledtrOruc, 
mec:Il'B.n1eal, or other dev:1ce tOr 'WhIch l\ 11-
cense Js requd:red under .this Act Bll8l\ sell, 
~, d1.<.ttrl'bute, or otheI!W1Be'disPose of 
BIIlY Bl,lch deV'llce un1eiSB such device 1188 been 
nlgfi'ltered in oaoo:>rd'u.nce m>fu subseat;1on (Il) 
of tblB BeC'f;1On. 

(e) Bu'Clh regflri;nl.tlon 8li.s.n be oanied out 
on ItOl"DlS made MailA'ble by tbe Sllcretary 
,e.nd oon.'tIl.1n~, $IDC)Og ather m:sIttI.m!, rtbe 
follow!ng: 

(1) itle tdentlftOilltton -n"lllliber of ~::ne de
viCe; 

(2) the nMIle (\l!llc1rUd1ng bu.stneal (l~ Itnl.d& 
name, U any), ad.drms (1nC1ud1Dg bU&ineee 
1!>ddress, 11 a.ny) and nUilllAler o! the blWlineoo 
J.toense or ltihe pCJfJ.8e88O!' 'liJC&nae or tIh& person 
I!O reg1zte:4ng 6udli dev:1ce; e.nd 

(3) a oomplete dlllJC'Z'l.ptlon of the elec
tronl1\::. meohe.n1'Qal, or otheT ~VIIce obo be so 
reg!8tered. 

(d) -Any person Wbo 'V'1018ltea dle lprovi_ 
sJoIll! ot lIulbs.eatlen (\11.) or (Ib) of ~s sec
tion sh'all be t1ned not more Ulan t10,()OO or 
~ed not more than t1ve years. or both. 
TITLE V'Il-sALE OR TRLAN8l!'ER OJ!' l!.:LEC-

TROmO, MEOHANICAL. OR O'l~ 
DEV:OC:.in 
&c. 701: (a) on a.nkI. aItIter :tile exptn~t1On 

of 1lhe one hun'd!'ed and d~ ooy :CoI1'loW
ing ibhe dsIt& of Jtale &neCtm811t CJ! ¢:hl8 ACIt, 
no perron eng'Qged !n 'the business at IX\t\.llU
faotuJ'lng, tmpol'ttng, ~ jISjelDblmg of any 
&leC'bronl\xl, m~, lOr other dev!ce for 
wh1ch s lk:ense lis requllred .by tlrts Act, and 
no person awning, }l'OSIle8S!ng. or ot1lm;v1se 
bil.v1ng lin h\s cuStody, wy ele1otl'on1e, l~-
1:'ll:ll\.n:tCiaJ., or ~eT deV'1oc& for 'W'broh a. UcEQl8e 
ls requUed under ·this At:It;, shan se'J1, .tre.ns
fer, d!Stlrt'bI%te, or dtber'Wise dd8poBe CJ! lliny 
e'leatronl.c, mecb\l,n\icea. at other tlev1ce, un
lesS e.ny 600h person bas, Jlijf; leas tf;!ba.n.four
teen M1f! prIIcr there'lb, ,not!1ioo 1lhe Secre
t.e.ry. !n Wfttlng, ooIWlirning SlIdl 'lnlt6n(led 

.8We, 'ta'aa:lBter, dd&trl!butb!on, or other dJsposl
tI.on. Such n<Jl!;lce £<l:mJ.1 mdutle, among ,oItller 

-matters, the .tolJ:.G!W'-ng : , 
(1) . it.he DB4lle, addrees, and n11lllobtlr o! the 

busmees' or ~ -i!ceils& Jeaued under 
tb.1s Ae't of tihe pe,r00Il 110 pelll1ng, 1lMIIBfelT1IIg, 
dlffudbut1ng, or ot.herWIIzIe ~ at su11lb 
deydce; _ , . 

(2) ~e DIilale, Bt:tdnlaI, 6lld number ar ~le 
bU!dness or 'poese.seol" ~lJOO.nse Issued untIJer 
~. Act oI! Ithe peroon to wlhoan suc:h dtw:\(:e 
Is to Oe flO 1101(1, rtmwI1erred, ~ (ll' 
difIpo6ed of; . . 

(8) 'the 1k1ent1!lc:atlJon number of such de ... 
vice. dI:rI:abled pursue.nt ,to t.b1s Al:;t: 

(4) ill. BteteaneIl't a!.the p~ 'for Whicll 
IlUCh de~ iB to be eo used; eznd 

(5) any other 1ntorma.tlen Which thll 
secretary ma.,., by regula.tlen, reqUire. 
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(1)) ',The Secretary may, within the four
teen dll.y period follOWing the receipt by him 
of any such notIce ot intention to sell, trans
fer, distribute, or other.wise dispose of e.ny 
electroniC, mecbanlcal, or other device, 1Ssue 
an order prohib1ting the carrytng out of such 
.intended srue, tra.ns:Cer, d1strlbutlcn, ~ d1&
position covered by SUCh notice, 1:C the Secre
tary determines that-

{ll the person to 'wbom such electronic, 
mecha.n1cs.l, or other device 1B to be sole!. 
tratlsterred, dlBtr1buted. or disposed of does 
not have 0. vo.1ld business llcense or poBBei!!SOr 
llcense lssued pursuant, to this Act: 

(2) new 1n!orma.tlen concerning such per_ 
son referred to in pa.ragmpl1 (1) would be 
grounds for suspending, revoking, or not re
.newing any vo.1ld bUSiness llcense (l1" p0sses
sor llcense held I>y such person; 

(8) 1n!orma.tion in any such notice under 
subsectlbn (a) ot this sectlen 1s false or in
complete; 

(4) there is 0. lIubsta.ntlsJ proba.bll1ty that 
sucb device to be so sold, transferred, d1s
trlbuted, or disposed of wID be used. for an 
unl~wtul purpose. 

(c) In any case in which no order 18 1s8Ued 
pursuant to ~sectlon (b) of th18 section 
with respect to any notice, -the person sub
mitting such not1ce Bha.ll, follOwing the ex
p1ra.~lon of the fourteen day' penod fqUowlng 
the submIssIon of such notice, be authoriZed 
to'ca.rry out BUch srue. tra.ns!er, distribution 
or disposition covered by such notice. 

(11) Any pel'BOn who BeUs, tra.nsfers, dis
tributes, or d1!Ipooes of any electroniC, lDe
chsnlcs.l, or other device In vlols.tion ot the 
provlslens o! subsect10n (0.) of th1s sectlen, 
or 1n vl.Olat10n of e.ny order pursuant to sub
aect10n (b) of this section, llball be .t1ned not 
more than no,ooo or Imprisoned not 1D0re 
than flve years, or both. 
TITLE VnI-DUTIES OF THE BEORETARY; 

, AUTHORIZATIONS . 
BJCC. 801. The Secretary Bha.ll take such &C,:, 

tlen as may be necessary to assure ~Il.t 0.11 
informatlen or other data ob~ iby h1n1 
in connectlen with the isSuance ot bl1ll1ness 
licenses, ,possessor licenses, the we, tra.ns!er, 
distribution, or other dlspos1tion of elec
troniC, mechanlcal, or other 'devices, includ
ing tho ldentU1cation numbers thereot and 
the registration with respect thereto, 1s' kept 
in & central place and in -IIUCh 0. manner as 
to fo.c111ta.te the retrieval 'or o.bstro.ction of 
the a.forementloned informa.tion and data, 
except that. a.ll 1n!ormatlon and data con
Cerning the Issuance ot 0. possessor license to 
a law enforcement o1!lcer ms.y be kept'con
t1dentlsJ 11 requested by the commanding 
o1!lcer of the applicant. In any case involving 
such a request, such intormatlon or data ms.y 
be IIl8de avaUable to _any appropriate cOurt 
or law enforcement agency upon rece1pt of a 
proper request or omer, but 1Iha.ll'l>e so made 
a'l'e.1lable under such condit10n or condltlens 
&IS the Secretary may Impose to assure the 
con11dentle.llty of such informa.tlen and da.ta.. 

SKe. 802. As soon Ill! practicable following 
the de.te of the e~ent 'Of thiBAct, but 
~ no event lo.ter than siXty days following 
BUch date, the secretary shE.U 1Ssue such 
regulations Ill! may-be ne~ to carry out 
the provislens ot this Act. 

SEc. 803. Tile BecI:etary Blu1ll, on not less 
than an annU1ll basis, report to the congress 
concern1ng the a.dmin1etmtlon and ~pera
tion of this Act. Such report Bha.ll include, 
among other ma:tters-

{i} the number ot appUcatlons for bus1-
ness and possessor licenses J"6C61ved by the 
Secretary during the cs.lenaar year preceding 
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the calendar year in which such report 111 
SUbmItted; 

(2) the· number ot such l1~nsea lBaued. 
during I$Uch period coveI:ed. by SU<:h report; 

(S) the number ot poosessor l1censes 1lI
I!IIled to law I enforcement omcers during 
I$Uch-period covered by suob report; 

...(4) the numJJei: ot electronic, mechanical, 
or _ other devlees manutactured, aSsembled., 
or unported. to ·the United. States, and the 
number ot sales, transfers, dIlItr1butions, or 
other· ~pos!.tlona - .thereof during such 
period; 

(6) the flStlmated number ot electronic, 
mechanical, or other deVices in the United 
States during sucll period; !U1d 

(6) such other Iiltormatlon or data as the 
Secretary may, by regulation, require. 

&ce. 804. There are authorized to be appro
priated such 6UlD.II, M may be .n~ to 
carry .01,lt . the provill1ons ot thls Act. 

'l'lTLE IX-ALI; PARTY CONSENT 
SI:c. 901. (a) Paragraph (a) ·of section 

:.1611 (1) ot Title 18, United states -Code, III 
amended by Inserting lmmed.1ately betore 
the semicolon at the end thereot a comma 
and the fOllow1ng~ "without the consent ot 
lIll the parties -to lIuch communication," 

. (b)- ParagTaph (b} ot section 2611(1)- of 
'I1t1e 18, Unlt6d States Code, III amended. by 
1nserllng .lmmed1ately atter the wQrd. "com-_ 
munlcatlon" a comma and, the following:· 
''without the consent ot all the partl.es to 
sudh communication,". 

(c) Beatlon 2511(1) of chapter 119 of Title 
:\8, United States Code, III amended by in
Jmt1ng lmmcd1ately atrer paragraph (d) the 
tollowtng new pil.ragraph: , 

"(e) wtlltully tails to report to a law en
forcement oIDcla! within' a reuonable time 
any v1olatlon ot thls c)lapter;~'. . 

(d) Sect10n 2610(4) ot chapter 1-19 ot 'I1tle 
18, United States Code, 1lI amended by de
le~lng the period and Inserting after the word 
"device" the tollowing: "in any manner 
which allows eomeone not a party to euch 
communication to hear or record the con-
tents ot such communication." , 

Ssc. 902. SeCtion 2511(:.1) of chapter 119 
ot Tltle18, ·Unlted states Code,le amended 
by atr1k1ng out'parI1graphe (c) and (d) and 
inserting in 11eu thereot th1! tollowlng: 

·"(c) It IIhalI not.be unlawtul under thls 
chapter for ~y pereon to intercept and 
record conversation over hilt own telephone 
or upon h1!I -own prem1ees and to which he LIS 
a party, 1f- - . 

"(I) 'notice 18 given to all other parties to 
such conversation that the conversation 111 
being intercepted or recorded, or both; and 

"(U) the contente of any 8uch interception 
or record1ng 1& not dlvulg(ld to any person 
not II. pe.rty .to such convematlon without 
the consent of all other parities to ·the 
conversation. 
. "(d) It' 8hall not be unlawtul under thls 

chapter to record or otherwise itape any oon
versatlon in a J)ubl1c place whlch 1& other

'wise readily &u!11ble without .the UBe of any 
electronic, mechJul1cal, or other dev1ce,.Gnd 
which talte.s place under c1rcumBtaDces auch 
a8 not to afford a reasonable ezpectatlon ot 
pnv6CY,1f auch conversation 1& not recorded 
or taped for purposes either ·lI;ortloUB ,or 
or1m1nal.~ 

SEc. 90S, BeetlOD 21120 of Title 18, • United 
states Code, 1B . amended by §.dding at the 
e.n~ thereot the following new sentence: 
"Any Cl'1m1nal conv1ctlon obtained under 
~ chapterahaU be col1cluslve'in any 8uch 
civil aotlon.~' 
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SEC. 904. (a) chapter 119 of Title 18, United 
States Code, le amended by adding at the 
end thereot the follOwing. new section: 
"Ssc.2521. SANCTIONS 

"(a) (1) .Aliy person Who w1l1fully v10lates 
the proc<ldural provl8l.ons ot th1B chapter; 

"(~) Any exlstlng O!I!cer who ~y 8%
ceeda the authoriJy ot h1B warrant; 

"(S) Any person whow1l1fully divulges 
any intormatlon· obtained by lawtulinw
copt under -th18 chapter tg any unauthorized. 
person or agency; or 

"(4) A,nyperson who w1Utully,v1ola.tes any 
pereon's constitutional or statutory rlglLts 
under thls chapter IIhal1 be deemed in con
tempt ot court and subject to a, tine of 
'10,000 or imprisoned for not JJlDre than tive 
years, or iboth. 

"(b) '.Any law enf.orcemllIit ~ who-
"(I) .wtlltully v10lates any ot the pr0ce

dural prov1BIOIII! of' this chapter; 
"(2) w1l1fully exceeds the authority of any 

warrant 1s8ued under :th1B cb,apter in the 
course of executing such warrant; or 

"(3) wlUtully violates the coIiBtltutional or 
statt;tory :rIghts.of any person under th1B 
chapter shall be f1ned not more than tl0,OOO 
or lmpr1eoned for not lJ)Ore than five years, 
o,rboth.".-

(b) The section analyms Of chapter 119 
ot title 18 ot the' United States Code 1& 
amended by adding at the end thereof the 
tollowing new Item: 
"2521. Sanctions .... 

BltC. 905. The CommunicatiOns Act of 1934, 
as amended, 1& amended by adding at the end 
of title n the tollowing new section', 

"&!:c. 228, (a) Telephone and U;legraph 
companies shall, upon the written request ot 
a Bubscrlber. furn1Bh wh!1-tever service po88l_ 
ble for the purpose of detecting any unlaw
tul interception. of communication carried 
on through the facll1tles of such· ~mmon 
carrier. All such requests by 8ubscrlbers shall 
be subject to the prov1Blons of chapter 119 
of title 18, United States Code. 

"(b) It shall be the atnrmatlve dUty ot 
eveI:Y telephone a.nd telegraph compa.ny or 
omcer or employee thereof to report to a law 
enforcement agency immediately upon d1B
covory ot any violation of the prov1Blons of 
Buch chapter 119 d1Bcovered In the course of 
normal operations in response to a request 
of a subscriber as provided In subsection <a) 
ot thlB'sectlon, or In any other manner. It 
shall further' be the duty of any such tele
phone or telegraph company or ofticer or em
ployee thereof to make avallable to law en
forcement pereonnel any intormatlon rele., 
vant to such reports or d1Bcoverie8 as are 
needed for prosecutions under chapt.er 119 
ot title 18, United states Code. -

"c) Every telephone and telegraph com-
. pany shall keep recordll and make annual 

reports to the Secretary. Such reports shall 
include- ' 
. "(I) the number of requests pursuant to 
lIubsectlon (a) of th1B .section that 1~ "_ 
celves from 8ubscrlbers; , , 

"(2) the number ot times purallAl,\\ to 
such requests or I?Y other indQpenden£" ac
tion on the part of such telephone or tele
graph company-

"(A) an electronic; meche.nlCaI; or other 
dev1ce (as def1ned in section 2610 (6) ot 
Title 18, Un!ted Sta~8 Code), or evidence 
thereot, was d1Bcovered, 

"(B) any person WB8 arrested tor violation 
ot chapter 119 ot Title 18, United States Code, 
and the dlspoll1t1on of such cases 

"(D) a ca1;alogulng of the types 'of devices 
d1Bcovered~ 
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'''(D) the number of BUCh I~OOtron10. me~ 

ohanJceJ.. or other devices c1lJ!eoverec1. and 
"(E) the C!J!It inourred by the rePortlng 

company in earry1ng out the rcqu.lrementll of 
thl.s section," 

81:0, 906, Ca) Sectlon.2511 (2) {a}-ot 'X.tIe 
18. United Sta.tes .:::ode, 1a amended by strllt~ 
1ng the period act the end thereol and in
sertlng'the following: 

"; ProvUled. further. Tha:t no OperM;or ot 1\ 
switch board, or an otrlcer, emplOyee, or agent 
ot any communlOiltlon ~mmon.: carrier, 
WbOlll! facUltles are used in the tranllJn1ss1on 
'01 wire oommunlOiltlons, ma:y intercept or 
meohtlonlcally or otherwise record.any orsl 
communlOiltlon over. such facUltles for the 
purpose ot protecting the rights Or property 
of the ot\rrler of such cdmmunlOiltion," 

(b) Sectlpn 2516 (1) of T1Ue 18, Unlted 
states Code, 1B a.znended by redesignAting 
8llbseotlon ' (g)" as subl!eotlon "(h) ", and 
adding a. new IItIbsectton "(g)" as folloW74: 

"(g) any offense involving fraud by wtre 
under flIlOtlon 1843 of ~ T1Ue," 
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CHAIRMAN ERICKSON: The first witness is 
Mr. Bower. 

The questioning will commence by Mr. Michael 
J-·brshman of the staff. 

MR. HERSHMAN: Mr. Bower, I understand you 
have an opening statement? 

MR. BOWER: Yes. 
MR. HERSHMAN: PI~ase proceed. 

TESTIMONY OF A. T. BO\-VER, 
MANAGER, GOVERNMENT SALES, 
BELL & HOWELL COMMUNICATIONS 
COMPANY: ACCOMPANIED BY DAVID 
M. DORSEN, ESQ. 

MR. BOWER: Mr. Chairman and members of 
the Commission, thank you very much for the op
portunity to appear before you. 

I am Manager for Government Sales, of Bell & 
Howell Communications Company. 

This is a division of Bell & Howell Company, a 
publicly-held corporation long a household word in 
the field of motion picture projectors. 

The Communkations Company had its origins in 
the Kel Corporation, which was formed about 1956 
and which introduced the well-known Kel-Com 2-
way transceiver. 

The assets of the Kel Corporation were acquired 
by Bell & Howell in 1968 and a program of expan
sion was beguH k ~he area of pocket-paging and, 
later and to a lesser degree, in electronic surveil
lanl...c equipment. 

Within the Bell & Howell Communications Com
pany is a separate organization whose activities in
volve support of the domestic law enforcement 
community. This organization is known as the Spe
cial Operations Group. 

Over the years the Special Operations Group has 
made its equipment, technical support, and opera
tional experience available to law enforcement 
agencies at the federal, state and local kvels. 

I would like to direct my introductory remarks to 
some of the problems we, as a manufacturer of 
electronic surveillance equipment, encounter as a 
result of our attempts to comply with both the 
letter and the spirit of the Omnibus Crime Control 
and Safe Streets Act of 1968. 

Before doing so, however, I would like to make 
three observations: 

First, we recognize that the national policy con
cerning the use of electronic surveillance equip
ment is established by the government-the Con
gress, the Executive Branch, and the courts. Under 
the present law and policy the surreptitious inter
ceptions of wire and oral communications by law 
enforcement agencies are permitted under carefully 

defined circumst:1nces and controls. The premise of 
the law and policy is that controlled surreptitiuus 
interception is important to the goals of legitimate 
law enforcement. So long as this is our national pol
icy, Bell & Howell hopes to continue tn make its 
contribution in this field. 

Second, we will continue to do everything hu~ 
manly possible to act within the letter and spirit of 
the law and encourage others to do so. For exam
ple, we make copies of the Omnibus Crime Control 
and Safe Streets Act of 1968 available to all our 
customers at no cost. Field sales representatives en
courage a full awareness, on the part of law en
forcement administrators, of the need to insure ef
fective and legal performance from their operation 
intelligence sections. We point out that indis
criminate, inept or illegal use by intelligence of
ficer'> of their sensitive equipment could help 
destroy the integrity and effectiveness of the total 
law enforcement effort. 

Third, we at Bell and Howell are acutely con
scious of the importance our society places on the 
individual's right to privacy. Our concern for this 
value is always present. 

For example, because of the possibilities for 
abuse inherent in the tapping of telephones, Bell & 
Howell has made the decision to refrain. from 
manufacturing equipment designp.d for this purpose 
even though the manufacture of Ielephone tapping 
equipment would be legal. 

In the few minut~s I have remaining, I would like 
to mention three of the problem areas in interpret
ing and complying with Section 2512 of Title 18 of 
the United States Code, which governs the manu
facture of intercepting devices. We hope that 
among your recommendations will be suggestions 
to provide better guidelines to manufacturers who 
are trying to operate in full compliance with the law 
while fulfilling the needs of law enforcement. 

First, the very definition of the devices covered 
by Section 2512 of Title III of the Act requires 
clarification. 

Section 2512 applies to any device the design of 
which "renders it primarily useful for the purpose 
of the surreptitious interception of wire or oral 
communications." The phrase "primarily useful" , 
has given us considerable difficlllty. While perhaps 
it is undesirable-or impossible-to make the 
statute more specific, certain guidelines are neces
sary and no one, including the Department of 
Justice, has been willing to provide any assistance 
in this regard despite seven years of experience ap
plying and enforcing the Act. 

Second, Section 2512 permits the manufacture of 
surveillance devices by a person who is "under con
tract with" a bona fide law enforcement agency. 
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We at Bell & Howell have construed this provision 
to mean that we cannot manufacture a surveillance 
device until we have a contract with the purchaser. 
The impact of this provision is immense. There is a 
six-to-twelve-week lag from order to delivery with 
consequent impact on the law enforcement agency; 
the cost to the purchasing agency is higher because 
we must manufacture the devices to order; demon
stration of our products to the purchasing agency is 
severely limited; and research and development are 
seriously hindered. 

One possible solution to this problem is institut
ing a rigorous licensing inspection system. We at 
Bell & Howell urge the adoption of such a system 
as a more desirable alternative to the present law 
and pledge our full cooperation to its implementa
tion and policing. 

Third, Section 2512 permits the sale of surveil
lance devices pursuant to a contract with "the 
United States, a State, or a political subdivision 
thereof in the normal course of the activities" of 
the United States, the State or the political subdivi
sion. 

It has been suggested, I believe, that when a 
manufacturer, pursuant to a contract, sells a sur
veillance device to a local police department, the 
sale nevertheless may not be permitted by Section 
2512. The suggestion is that under local law, the 
policy department is not authorized to utilize the 
device in surreptitious electronic surveillance, the 
purchase by the police department is not "in the 
normal course of the activities" of the police de
partment and so the sale is not sanctIOned by Sec
tion 2512. 

I do not believe the burden should be placed on 
the manufacturer in this way or that this is how 
Section 2512 should be read. I hope that this very 
serious question can be resolved, perhaps by a 
system that would involve the licensing of those 
permitted to possess and use surveillance devices. 

In closing, on behalf of Bell & Howell, 1 want to 
express my pleasure at being invited to participate 
in these hearings and to pledge our continued full 
cooperation to your Commission. 

MR. HERSHMAN: Thank you, Mr. Bower. 
Mr. Holcomb, would you proceed with your 

statement, please. 

TESTIMONY OF JACK N. HOLCOMB, 
PRESIDENT, AUDIO INTELLIGENCE 
DEVICES, INC. 

MR. HOLCOMB:-I would first like to express my 
appreciation for the opportunity to appear before 
this CommIssion and the forum it represents. The 
thoughts, ideas and recommendations which I 
would like to present will neither please my coun-

terparts in the manufacturing industry nor those 
concerned with abuse of e~jsting law whose solu
tion would be analogous to cutting off a man's head 
to cure his headache. However drastic: they may 
seem to some or inadequate to others, these recom
mendations are not theoretical, visionary or 
hypothetical. Thej' deal with the real world as it ex
ists today. 

In pursuit of solutions, we should recognize that 
the issues are often emotional and by human nature 
we tend to view one side of the coin without the 
other. The abuses have been well publicized. 
Watergate alone has received more lines in the 
news media and more actual television hours of 
coverage than all crimes, arrests and convictions 
that have occurred in the past twenty years. We 
cannot let this vast coverage. of a single attempt at 
electronic intrusion give Ul'; pelmanent tunnel vi
sion. 

These are turbulent times, an area of extremes, 
both left and right; our position should be one 
based upon cold logic and reason and hard dispas
sionate consideration that is neither overly restric
tive nor openiy permissive. We must consider both 
individual rights and protection of the multitudes. I 
stress the majorities because the rights of the 
majority are entitled to consideration at least equal 
to the rights of the individual. Individual rights are 
important, but not so much so that a person or 
small group 3hould be able to defeat, either openly 
or clandestinely, our entire system of government. 

Unfortunately, our judicial system has evolved 
into a monster of technicalities in which guilt or in
nocence sometimes plays a secondary role. This in
ures to the benefit of the criminal because the 
courts, in their zeal to protect the rights of in
dividuals, seem to lose sight of the rights of the 
majority of law abiding citizens. We must not let 
technicalities defeat the purpose of our laws. 

The establish~d policy of Audio Intelligence 
Devices, irrespective of legal restrictions, dictates 
that no equipment is sold to other than law enforce
ment agencies on the basis of regular purchase or
ders and paid for through the normal disbursement 
channels. We are not in the consumer marketing of 
products outside of law enforcement. Many of o~r 
devices could be lawfully sold to the general publIc; 
however, we have felt that to serve the needs of law 
enforcement as the major manufacturer in this 
field, we should restrict our efforts exclusively to 
this community. 

Electronics and technical surveillance play an im
portant role in the control of crime, yet it also must 
be held within the bounds of logic and reason. Our 
laws must be held within the bounds of logic and 
reason. Cur laws must be sufficiently definitive to 
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make clear both what can and cannot be done. 
They should be neither vague nor ambiguous. The 
real practicalities have to be considered; and we 
must recognize that Utopia is not of this world. 

Laws which will protect all individual rights as 
well as those of the vast majority are difficult to 
write. There will be some abuses as long as we deal 
with men. The more definitive we can make the 
gray areas, however, the less potential there is of 
honest error. 

I would like to comment on the issue of honest 
error for this is a major problem in the law as it ex
ists today. It is the gray area of no man's land. A 
law should never be passed which requires a 
Supreme Court ruling to clarify, in the minds of 
honest men, what was intended by the legislative 
body. 

There have been some classic examples in Title 
III of this very issue. More than 400 convictions in
volving major narcotics sales were invalidated by 
the Supreme Court on the grounds that neither At
torney General John Mitchell nor his specially 
designated Assistant Attorney General signed the 
intercept authorization personally but, instead, he 
delegated this authority to a person not specifically 
designated in Title III. 

This was not an intended abuse of the law; the 
Bureau of Narcotics and Dangerous Drugs, now 
DEA, believed their procedures to be correct. And 
who won and who lost when 400 narcotic dealers 
were turned loose to pursue their contemptible 
business? The winners don't sit here today; they 
aren't your friends and associates and those of you 
in Congress could not get an affirmative note from 
your constituency as approval for their release. Yet, 
in the name of error, some of the worst drug offen
ders were released. It was not a question of guilt or 
innocence, but purely a play upon a technicality in 
the name of individual rights. 

For brevity, I am not going to read my entire 
statement. 

CHAIRMAN ERICKSON: We certainly ap
preciate that, Mr. Holcomb. If you would endeavor 
to summarize it, I believe the Commission would 
benefit from it and it would facilitate our 
proceedings. 

MR. HOLCOMB: I would like to recommend to 
the Commission that a new section be draw:1 to 
replace 25 I I and 2512, and particulary :1'510 and 
the definitions in it should be severely modified. 

rt should control manufacturer, sale, distri!",tion, 
and it should specifically define the devices ','1e are 
involved with. 

There have been a lot of abuses in this field, 
abuses by manufacturers, by free-lance agents, im
porters, law enforcement, and uninformed citizens. 

And the failure of the law to properly define 
prohibited devices and license and regulate manu
facturers probably constitute two of the major defi
ciencies in the law as it exists today. 

I have a number of recommendations for change. 
CHAIRMAN ERICKSON: I think they are set 

forth in some detail in your opening statement, but 
if you could, just for the purpose of the record amI 
for the purpose of cross examination, outline what 
those are, we would appreciate it. 

MR HOLCOMB: r would strongly recommend 
that statutes be drawn which would establish the 
Alcohol Tax, Tobacco, Firearms Division of the 
United States Department of the Treasury as the 
regulatory agency to license manufacturers, to 
establish serial numbers and record keeping; to 
license importers; investigate violations, and 
probably most important, promulgate administra
tive rulings for control and guidelines in 
furtherance of the statutes. 

To add to what Mr. Bower had to say, this has 
been one of the gross problems we have faced. We 
have never been able to get anything in writing out 
of the Department of Justice as regarding adminis
trative rulings, definitions, or how they would in
terpret any of the statutes. We are constantly told, 
upon query, that we must seek our own counsel. If 
we make a mistake and if we go wrong, they will in
dict us, and upon that indictment we will know we 
made a mistake. 

I don't believe that this is the proper avenue to 
follow for any government regulatory agency. I 
think the Department of Justice was the wrong 
agency to have ever put this kind of a law under. 

A TF L the logical agency to put it under. They 
deal with manufacturers in machineguns, and I 
specifically address my remarks to machineguns 
because the control of automatic weapons is very, 
very closely related in many aspects to the control 
of prohibited devices. 

As far as control is concerned these laws must be 
rewritten. Manufacturers must be licensed. As Mr. 
Bower said, manufacturers must be able to manu
facture efficiently and effectively without having to 
have an order first. 

And I think more important, if you look at the 
administrative rulings of ATF as it regards auto
matic weapons, this is an agency that has had no 
hesitancy in the past to immediately say "Yes, Y:..iU 

can do this," or "No, you can't do that," or "You 
can operate in this framework; that is as far as you 
can go. If you step over the line we will prosecute 
you. If you operate within the framework, you are 
within the law." 

I think this is extremely important and this Com
mission could do one of the greatest services to the 
country by helping establish this. 
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I will present to the Commission within the next 
ten days to two weeks a proposed draft of the 
legislation and all the changes that would be 
required in Title III to implement a program that 
would change control and license manufacturers, 
importers, persons handling equipment, the sale of 
equipment, serial numbers on equipment, identifi
cation, and other means of implementing it through 
the Department of the Treasury and A TF. 

I would hope the Commission would give sub
stantial consideration to the recommendations that 
will be made in this law and the draft proposal that 
we will present to the Commission. 

[The prepared statement of Jack N. Holcomb 
follows.] 

STATEMENT OF JACK N. HOLCOMB, 

PRESIDENT, AUDIO INTELLIGENCE DEVICES, 

FORT LAUDERDALE, FLORIDA 

I would first like to express my appreciation for the opportuni
ty to appear before this Commission and the forum it represents. 
The thoughts, ideas and recommendations which I would like to 
present will neither please my counterparts in the manufacturing 
industry nor those concerned with abuses of existing law whose 
solution would be analagous to cutting off a man's head to cure 
his headache. However drastic they may seem to some or in
adequate to others, these recommendations are not theoretical 
visionary or hypothetical they deal with the real world as it exists 
today. 

In pursuit of solutions, we should recognize that the issues are 
often emotional and by human nature we tend to view one side 
of the coin without the other. The abuses hav>! been well 
publicized. Watergate alone has received more lines in the news 
media and more actual television hours of coverage than all 
crimes, arrests and convictions that have occurred in the past 
twenty years. We cannot let this vast coverage of a single at
tempt at electronic intrusion give us permanent tunnel vision. 

These are turbulent times-an era of extremes-both left and 
right; our position should be one based upon cold logic and 
reason and hard dispassionate consideration that is neither 
overly restrictive nor openly permissive. We must consider both 
individual rights and protection of the multitudes. I stress the 
majorities because the rights and protection of the multitudes. I 
stress the majorities because the rights of the majority are enti
tled to consideration at least equal to the rights of the individual. 
Individual rights are important, but not so much so that a person 
or small group should be able to defeat, either openly or clan
destinely, our entire system of government. Unfortunately, our 
judicial system has evolved into a monster of technicalities in 
which guilt or innocence sometimes plays a secondary role. This 
inures to the benefit of the criminal because the courts, in their 
zeal to protect the rights of individuals seem to lose sight of the 
rights of the majority of law abiding citizens. We must not let 
technicalities defeat the purpose of our laws. 

The established policy of Audio Intelligence Devices, irrespec
tive of legal restrictions, dictates that no equipment is sold to 
other than law enforcement agencies on the basis of regular 
purchase orders and paid through the normal disbursement 
channels. We are not in the consumer marketing of products 
outside of law enforcement. Many of our devices could be law
fully sold to the general public; however, we have felt that to 
serve the needs of law enforcement as the major manufacturer in 
this field, we should restrict our efforts exclusively to this com
munity. 

---- --------- -

Electronics and technical surveillance play an important role 
in the control of crime, yet it also must be held within the 
bounds of logic and r .. "son. Our laws must be sufficiently defini
tive to make clear both what can and cannot be done. They 
should be neither vague nor ambiguous. The real practicalities 
have to be considered; and we must recognize that utopia is not 
of this world. Laws which will protect all individual rights as well 
as those of the vast majority are difficult to write. There will be 
some abuses as long as we deal with men. The more definitive 
we can make the gray areas, however, the less potential there is 
of honest error. 

I would like to comment on the issue of honest error fOf this is 
a major problem in the law as it exists today. It is the gray area 
of no man's land. A law should never be passed which requires a 
Supreme Court ruling to clarify, ill the minds of honest men, 
what was intended by the legislative body. There have been 
some classic examples in Title III of this very issue. More than 
400 convictions involving major narcotics sales were invalidated 
by the Supreme Court on the grounds that neither Attorney 
General John Mitchell nor his specially designated Assistant At
torney General signed the intercept authorization personally, but 
instead he delegated this authority to a person not specifically 
designated in Title III. This was not an intended abuse of the 
law; the Bureau of Narcotics and Dangerous Drugs (now DEA) 
believed their procedures to be correct. Who won and who lost 
when 400 narcotic dealers were turned loose to pursue their 
contemptible business? The winners don't sit here today; they 
aren't your friends and associates and those of you in Congress 
could not get an affirmative note from your constituency as ap
proval for this release. Yet, in the name of error some of the 
worst drug offenders were released. It was not a question of guilt 
or innocence, but purely a play upon a technicality in the name 
of individual rights. 

What I am going to recommend to tl">,s Commission is a 
complete new section to replace Section 2511 and 2512 and ad
ditions to clarify other sections of Public Law 90-351. It will 
control manufacturers, sale and distribution, establish effective 
enforcement, specifically define prohibited devices, re-color the 
gray areas to black or white and bring the whole problem into 
realistic focus. 

To address specifics, I will categorize my comments into three 
areas as follows: 
(I) ABUSES OF THE LA W BY: 

(a) Manufacturers; 
(b) Freelance agents; 
(c) Importers; 
(d) Law enforcement; 
(e) The uninformed citizen. 

(II) FAILURE OF THE PRESENT LAW: 
(a) To properly define prohibited devices; 
(b) To license and regulate manufacturers; 
(c) To incorporate categories of known abuse; 
(d) To establish standards for the industry; 
(e) To properly establish and fund regulatory enforcement. 

(III) RECOMMENDATIONS FOR CHANGE: 
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(a) Categorize devices as follows: 
( 1) intercept devices; 
(2) officer protection equipment; 
(3) entertainment items; 
(4) alarm systems incorporating audio. 

(b) Establish Alcohol Tax, Tobacco, Firearms as a control 
agency: 

( 1) to license manufacturers; 
(2) establish serial numbers and record keeping; 
(3) license importation of prohibited devices; 
(4) to investigate violations; 
(5) to license industry and private individuals who possess 

controlled devices; 



(6) to maintain in central files exact specifications and in
dentification of all prohibited devices; 

(7) to establish administrative rulings for control and 
guidelines in furtherance of the statutes. 

(c) Establish the National Bureau of Standards as agency for 
minimum standards; 

( 1) to establish minimum standards and certify equipment 
from manufacturers; 

(2) to classify devices imported for private or industrial use; 
(3) to furnish expert testimony when requested. 

Let us stop pussyfooting around, hiding our heads in the sand, 
and recognize the industry as a legitimate tool of law enforce
ment, not the bastard child. Technology has come into its own 
and we can no longer ignore it as something that will quietly go 
away-it won't! There is a legitimate need that will genuinely 
serve the public interest but, like drugs, it can be for good or 
evil. 

The Executive Director has been given copies of a proposed 
legislative draft which I believe would provide adequate 
safeguards and correct the problems that experience has 
defined. If the Chairman would incorporate these into my 
testimony by referency, it would better explain my own position 
ill this matter. 

Let's examine the abuses that have occurred under the present 
statutes. Who are the major offenders? Are they prosecuted and 
what are their penalties? 

First, let's look at the manufacturers. Under the present law, 
manufacturers are totally uncontrolled. Not only does this lack 
of control inure to the inclination of abuse, but the law itself fails 
to set forth parameters which an honest manufacturer could fol
low. Manufacturers have sold equipment illegally or in a thinly 
veiled disguise of their own making. Since the manufacture and 
sale is related to devices "primarily useful for", any interpreta
tion can be used as an excuse to move in almost any direction. 
As an example, infinity transmitters were sold as an intercept 
device and so advertised prior to the enactment of Title III. Now 
they are on thf:. open market as an alarm system which permits 
the user, ostensibly, to telephone his office or home to deter
mine if a burglary is taking place. This is pure farce. The infinity 
transmitter was designed as an intercept device and will always 
be used for that purpose notwithstanding any terminology as a 
burglar alarm. 

It is axiomatic in this business that the smaller manufacturer, 
the greater the abuse. Why? Because in desperation, he is trying 
to make a living and the lack of volume alone defeats this pur
pose. He must resort to marginal interpretations for self-survival 
when the law fails in the form of hard definition. 

The term "freelance agents" encompasses many categories of 
individuals. These include private detectives, security personnel, 
attorneys, unscrupulous politicians, telephone company em
ployees, and numerous other persons. They are the major viola
tors. Watergate is a perfect example. Although they were pursu
ing their targets with the knowledge of government, they them
selves were employees of a private political campaign organiza
tion. They were not law enforcement, they held no official status 
and their acts were absolute violations of the law. There was no 
allusion as to the apprehension of criminals but purely and 
simply, an information gathering operation to be used for their 
own political gains. 

Like manufacturers, importers are relatively unregulated and, 
because of the vagueness or total lack of present statutory 
definition, are free to ply their trade. They do this in the guise of 
wireless microphones for entertainment purposes, alarm systems, 
and other ostensible legitimate purposes. I am sure this Commis
sion is more than adequately informed in this regard. 

Abuses by authorized law enforcement agencies probably con
stitute the most minute group of offenses that have occurred 
s:nce the passage of Title III. Honest mistakes have frequently 
been their most serious violation. Their purpose has been the 

legitimate apprehension of the criminal element and in many 
cases the attack upon them has been based upon a court deci
sion relating to the lack of probable cause which was all decided 
as a Monday-morning quarterback operation. It is always easy to 
determine that a mistake was made after all the facts are known. 
It is not as easy to gaze into that crystal ball with sketchy infor
mation and see a clear picture. It is interesting to note, however, 
that in the cases where the courts have held a lack of probable 
cause, the defendant was convicted of a criminal charge, and, 
the reversal related to the technicalities, not to the issue of guilt 
or innocence. 

The .minformed citizen has been and always will be a common 
souro "If abuse as long as devices which can be used for illegal 
purposes are sold in the guise of legitimacy. This might be the in
dividual who uses an automatic telephone recorder for the pur
pose of attempting to confirm his suspicion of misconduct of a 
business partner, associate, or wife. In the majority of these 
cases the citizen is not acting with willful criminal intent, but 
simply because he feels justified in his own mind that he has a 
right to know, particularly if he views himself as the victim, 
eilher real or imagined. 

To discuss the subject of failure of the present law in its en
tirety would require a statement more lengthy than time in this 
instance would permit, and for this reason, I will touch only 
upon the highlights. The definition "primarily useful for surrepti
tious intercept" fails so completely that a manufacturer has dif
ficulty operating legitimately within the law, even with a con
scientious effort to comply. Anything is "primarily useful" for a 
purpose to which it can be adapted and so, we fall into a pit of 
semantics. This can be corrected in a manner which will permit 
a reasonably intelligent individual to comply with the intent of 
law without the merry-go-round of ambiguities that may only be 
resolved by Supreme Court decisions. 

Title III does not license and regulate manufacturers. There is 
no coverage providing for research and development, inventory 
control, record keeping standards, possession by sales personnel, 
demonstrations to legitimate users, procedures of training law 
enforcement, or reasonable advertising to advise authorized 
users concerning available equipment. Title III as it regards 
manufacturers, is a classic of contradiction. It is both too restric
tive and too permissive and serves neither master. Manufac
turers must be licensed and controlled by established regula
tions. The law must be very definitive in this respect and should 
not indulge terms subject to a dozen different interpretations. 

Categories of knoy I. lbuse are not considered in Title III, 
such as wireless micr-;"'·ones. This is a typical example of an 
item that can be useloy the movie or entertainment industry 
legitimately, but just as well by someone who wants ~o intercept 
the conversations by placing the device in adjoining rooms near
by. Some of these devices, when used with a good receiver and 
antenna system, can get a range of up to 1,000 feet or more. 
These areas must be properly defined in the law aJ'{! proviSions 
established for their control. 

Standards for the industry should be established periodically 
by an agency of competent jurisdiction such as the National Bu
reau of Standards. A study should be properly made and 
minimum standards defined for all categories of devices to be 
regulated and controlled. It is ironic to note that there are more 
published standards on the common door bell than there are on 
the entire industry involving electronic intelligence equipment. 

Title III names the Department of Justice for the purpose of 
regulatory enforcement. This is the wrong agency for the 
establishrr. ent of regulations in that they have neither the ex
perience nor the machinery to indulge in such a pursuit. I will 
cover this in more detail in my recommendations for change. 

My first recommendation is to establish, by category, elpc
tronic devices which would be used for the purposes of intercept 
by surreptitious means, officer protection equipment, entertain
ment items, and alarm systems which incorporate audio. These 
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four categories can encompass the classification of all equipment 
which has been involved in violations in the past. 

I would strongly recommend statutes which would establish 
Alcohol Tax, Tobacco and Firearms as the regulatory agency to 
license manufacturers, establish serial numbers and record keep
ing, license importers of prohibited devices, investigate viola
tions and promulgate administration rulings for control and 
guidelines in furtherance of the statute. If one makes a complete 
study of all U.S. government enforcement and regulatory agen
cies, the only conclusion that can be drawn is that the closest 
parallel to the devices in question and subject to these hearings, 
would be automatic weapons. Manufacturing problems are 
closely related. Serial numbering and record keeping are similar. 
Inventory control, possession for demonstration, and transporta
tion are closely related. Transfer and sale are comparable. In no 
other government agency are these parallels present. ATF has 
the organizational machinery. They understand the problem of 
manufacturing, sale and distribution. They deal with serial num
bers. They have competent personnel and they are widely 
respected by those whom they control as being legitimate en
forcers of the law. They have a reputation of pursuing violations 
vigorously. They do not use their position as an ax and their in
tegrity has been long established. 

Controlled devices must require serial numbers that cannot be 
easily removed and records must be mdintained that are tracea
ble to permit identification of the purchaser. Possession licenses 
by manufacturing sales personnel should be established in the 
manner similar to the possession and handling of automatic 
weapons. Importation of devices relating to the four categories 
which I have previously mentil.lned must be licensed and regu
lated; they should require serial numbers and record keeping 
procedures similar to that of manufacturers. 

Both intercept devices and officer protection equipment must 
be restricted to purchase by regular authorized govermental and 
law enforcement agencies only. Entertainment equipment and 
alarm systems incorporating audio must be industry controlled 
as well as licensed to the purchasers. Anything less will defeat 
the intent of the law. 

Authority must be given to the control agency to establish ad
ministrative and procedural rulings in a similar manner to those 
issued by A TF in the control of automatic weapons. These ad
ministrative guidelines fill the void that is inadvertently omitted 
in the law or problems that were not contemplated at the time of 
legislation. 

To effectively pursue control, ATF should be properly funded 
by Congress to employ experts in the specialized area involved 
and all necessary procedures promulgated by law to permit ef
fective control and vigorous pursuit of violations. If they are to 
be given the responsibility then they must have the power to act. 
This should be clearly provided, not merely by assigning them 
the responsibility but to properly supplement them organiza
tionally for adequate control of the problem. 

An option that I would recommend would be the authoriza
tion and proper funding of the National Bureau of Standards for 
the establishment of minimum industry standards of technical 
definitions on an initial basis, and a review of those standards to 
occur at five year intervals. I would further recommend a 
procedure whereby ATF could call upon the National Bureau of 
Standards for expert testimony in pro~erlltions that would relate 
to statutory violations whenever ATF felt their experts were 
required. 

I would like to pursue one final point be\,:ause I feel it to be of 
the utmost importance in new legislation. That is the issue of sin
gle party consen.t. Legislation has been introduced eliminating 
recordings or interception by single party consent. Although I 
personally feel that if one is privy to or a party to any conversa
tion, his constitutional rights would be violated by prohibiting 
him the opportunity to prove absolutely what he said or what 
anyone else said. In the area of law enforcement and successful 

prosecution, this is absolutely a mandatory situation. It cannot 
be covered by court orders becauge the large majority of these 
situations occur on the spur of the moment. It is often the ol1ly 
means an officer has of protecting himself, without outside 
coverage, if he gets into trouble. It is often the only means he 
can employ to weigh the balance on the scales in his favor, in a 
[:riminal prosecution, when it becomes his word against the de
fendant's. 

To eliminate single party consent is to prostitute truth. The 
police officer entitled to pursue the truth in the protection of the 
public interest by positively establishing the criminal's activities 
and intent. What better way exists to establish this than to allow 
the triers of fact to hear the evidence of criminal activity or in
tent in the voice of the offender? The constitutional question: 
whether a private citizen in the ordinary course of human events 
should have this right I would certainly not want tb address. 
Laws which would permit the police officer this exclusive 
privilege, it seems to me, would pose no significant constitu
tional problem. It is absolutely mandatory that the law enforce
ment officer possess this option without restriction in the pursuit 
of his duties. 

In conclusion, the final report of this Commission should serve 
both the public interest and law enforcement's effort to combat 
crime. Adequate laws can be written which will serve these 
needs. Your recommendations will weigh heavily toward this 
end. If the pursuit is one that recognizes the problems, as a prac
tical matter, correcting the ills without losing the patient, you 
will have accomplished your goal. 

CHAIRMAN ERICKSON: Mr. Holcomb, we ap
preciate that very much. 

I might suggest when you indicated that Title III 
was not perhaps the greatest picture of clarity, that 
Professor Blakey on this Commission was the pri
mary draftsman, so I am sure he will have a few 
questions on that issue. 

Mr. Morrissey, do you have an opening state
ment? 

TESTIMONY OF MICHAEL J. 
MORRISSEY, FORMERLY OF B.R. FOX 
COMPANY, INC. 

MR. MORRISSEY: Thank you, Mr. Chairman. I 
will keep my opening remarks brief. 

Mr. Chairman and members of this Commission, 
these hearings commencing today and continuing 
for the next two days are of extreme importance 
and significance. I want to express my appreciation 
to the Commission for allowing me the opportunity 
to appear here and contribute in this effort. 

The first Congressional review of a new federal 
law is significant in itself, but this takes on added 
importance for it waS under extreme circumstances 
that gave birth in 1968 to Title III of Public Law 
90-35 I. 

The importance of these days are accentuated in 
a legal sense in that this only concerns a federal raw 
but it touches upon a constitutional right of the 
Fourth Amendment, and as such lies within the 
zone of close scrutiny. 

1247 



'" .S!lt the importance of these hearings is paralleled 
by the uniqueness of the subject matter, for it is a 
by-product of an electronics industry so diverse and 
active that the state of the art is routinely giving 
way to newer developments. 

It is unique in a social sense because this subject 
does not direct itself to any minority group, any 
particular segment of America, or to a vested in
terest group, but rather it has the potential to touch 
and concern every American. 

The technology advanced rapidly during the past 
20 years from vacuum tubes in the Forties to trans
mitters in the Fifties, to integrated circuits and 
micro-miniaturization in the Sixties, and it was in 
this atmosphere that the two landmark decisions of 
the Supreme Court of the United States v. Katz and 
Berger v. The State of New York served as a founda
tion for the enactment of the present legislation. 
But the industry has continued to spiral and it is de
manding of the law, if not outright control, at least 
clear definitive guidelines. Even basic definitions 
are now outdated or at least need clarification. 

Examples include the term "electronic surveil
lance" which at one point in time implied audio in
tercepts. Today we have data banks, digital trans
mission and a host of other loopholes around elec
tronic surveillance or another definition, 
"electronic audio surveillance." 

Another term running thruugh the present law is 
"wire and oral communications." 

This is a mixture of a mode of carrier with a 
mode of communications. 

Hence, the radio frequency transmission of 
digital data might not necessarily fit under the 
heading "wire" or "oral" communication. 

But the primary phrase that affords, at least in 
my mind, the greatest amount of confusion is the 
definition of the equipment and devices that are 
sought to be controlled by the law: 

"The design of such device which renders it 
primarily useful for the primary purpose of surrepti
tious interception of wire or oral communications." 
I believe this is the phrase that needs the greatest 
amount of clarification. 

The present law provides for the use of this 
equipment in two circumstances: One controlled by 
law enforcement; another uncontrolled by non-law 
enforcement under certain circumstances, namely 
when you are a party to the conversation. But the 
possession of the equipment is closely restricted in 
stating that you first must be under contract. 

An analogy exists in this sense to the plight of the 
prostitute in France where prostitution is allowed 
but soliciting is illegal. So, too, use of the equip
ment is permitted. Its possession, however, is 
against the law. 

I cannot share the enthusiasm of my colleagues at 
this time with the idea of licensing as a solution. We 
must first direct ourselves to defining clearly and 
unambiguously that which we seek to control, 
namely a device primarily designed for surreptitious 
listening. This raises serious problems in view of the 
commercial products now available. 

Unlike in other fields, such as alcohol where a 
quantitative definition is possible, or in firearms 
where a gun is a gun and nothing else, electronic 
surveillance equipment covers a broad spectrum of 
the electronics field. 

We are talking of a situation where a screwdriver 
Gan do much more harm than a sledge hammer. 
And how do you control implements of this activi
ty? 

The closeness of commercial products to the 
devices we seek to control is exemplified by the 
fact that only $10 worth of parts can convert al
most any radio or T.V. speaker into a surreptitious 
listening device. 

To characterize a single item standing alone is 
over-restrictive in the eyes of free trade, over-bur
densome in the eyes of the manufacturer, and I feel 
over-broad in the eyes of the law. 

There is also confusion in the term of advertising. 
The current law states that this equipment cannot 
be openly advertised. At the last convention of the 
largest national police organization, this equipment 
was not allowed to be shown not only on the manu
facturers' convention floor, but neither in a room 
where only law enforcement personnel were al
lowed. 

The confusion is exemplified by the fact that the 
telephone yellow pages will not accept an ad for 
counter-measure services for wiretapping detection. 
Yet a store in Washington openly. advertises across 
its windows "electronic surveillance equipment", 
and on 42nd Street in New York a store displays 
devices that draw the curious and the serious. 

There is one more concern, one that can never 
be resolved by modifying the law or writing a new 
law. Yet it over-shadows all the rest. This is the 
present concern about the present attitude and con
fusion or not so much those within the field but of 
the American public toward an activity suspiciously 
known as electronic surveillance. It is my hope that 
the information exchanged here will be trap."mitted 
into a more informed public, a more effective po
lice force and a more workable law in a recognized 
and accepted field. 

CHAIRMAN ERICKSON: Thank you, Mr. Mor·· 
rissey. 

Before having the staff commence the interroga
tion, I would judge from the remarks that you have 
made that you think there could be some clarifying 
legislation. 
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MR. MORRISSEY: Yes, Mr. Chairman, I feel so. 
CHAIRMAN ERICKSON: Mr. Hershman. 
MR. HERSHMAN: Mr. Bower, I wonder if you 

could tell the Commission what procedures you use 
to ensure prospective purchasers and customers are 
authorized to purchase your equipment? 

MR. BOWER: Yes, sir, Mr. Hershman. Perhaps 
the best way to do that would be to pursue a typical 
sale from its inception and how it comes about and 
the controls that we institute in that area. 

First of all, a law enforcement agency, in order to 
obtain one of our catalogs, is required to write his 
request on a Department letterhead. This request 
must be signed by the senior officer of the group. 
And this request must come to my desk personally. 
And I personally authorize the release of our Spe
cial Operations catalog to that agency. 

This particular catalog is, of course, controIJed. It 
is serially numbered. We maintain a log of the dis
tribution of these documents, and this log also is 
maintained under my personal supervision. 

At that point, upon perusal of the document, if 
the agency wishing to purchase the equipment 
makes a decision of interest then typically, for ex
ample, in Massachusetts he would communicate 
with me or with my Massachusetts salesperson and 
indicate a desire to discuss prospective purchase of 
the equipment. At that point a personal call would 
be made on the agency or on the officer involved 
by my salesman and in the official's office the 
equipment would be presented and discussed, and 
the needs of the agency or department discussed 
and the equipment best applied to those needs 
would be recommended by my salesperson. 

Again, if the official's decision was in the affirma
tive to pursue the purchase of such equipment, this 
purchase would take the form of a formal purchase 
order, again on the stationery of the department or 
the agency, that is to say, a bona fide purchase 
order, and that presumably would be transmitted 
again and must receive my personal approval be
fore release to manufacturing. 

So we feel, as a result of all these internal con
trols, that we are confident that, number one, we 
know where every single document describing our 
equipment physically rests, or at least where it 
rested when it left our premises; and we also know 
where every piece of equipment has gone that we 
have sold. 

MR. HERSHMAN: So then, Mr. Bower, if a po
lice officer walked into your office and showed you 
a shield or a badge, he could not purchase equip
ment on the authority of that badge or shield? 

MR. BOWER: That is correct. No, we would 
need absolutely a formal purchase order from the 
officer's department. We accept no verbal orders, 
Mr. Hershman. 

MR. ,HERSHMAN: And do you require that a 
senior official in the department sign the purchase 
order? . 

MR. BOWER: Not necessarily in the department 
but a senior official in the agency. That is to say, 
police departments have various units, and I would 
accept an order or a request for a catalog from a 
senior officer of the unit. 

Purchase orders ordinarily, especially in larger 
groups, are signed by the city comptroller or other 
financial officer of the city. 

MR. HERSHMAN: Mr. Holcomb, could you tell 
us how often you are approached by unauthorized 
people to purchase equipment that is designed for 
the surreptitious overhearing of communications? 

MR. HOLCOMB: We receive requests on the 
average of three or four a week from those not con
nected with law enforcement agencies. In some 
cases we don't know whether they are connec~t;;d or 
not with an authorized law enforcement agency. 
We answer that with a stock, standard form letter 
that says in effect, "We do not sell to anyone other 
than authorized law enforcement agencies," and, 
"We are terribly sorry," and that, "You should pur
sue your endeavors elsewhere." 

We don't have many phone calls-occasionally, 
but not that many. Mostly these are requests in 
writing. 

Some of them are from high school students who 
want catalogs because they are doing a research 
paper for a school project. Some C'f them are col
lege people for the same reasons. Rarely do we get 
anything from a private detective. It is mostly all in
dividuals. It is individuals; it is attorneys; it is school 
children-people that fall in this category. 

MR. HERSHMAN: You say you get letters from 
attorneys requesting to purchase electronic surveil
lance devices? 

MR. HOLCOMB: For catalogs. We send them 
the same form letter we send a school kid. 

MR. HERSHMAN: In these letters do they in
dicate what their intention is as to the use of the 
equipment? 

MR. HOLCOMB: No. 
MR. HERSHMAN: The phone calls that you 

receive-are the people persisten t? If you won't sell 
them the equipment or give them the catalog, do 
they ask you to recommend someone who will? 

MR. HOLCOMB: Yes, quite often they will do 
this. Our answer is that we do not recommend any~ 
one; that they would have to pursue through their 
own endeavors and their own efforts a source. 
Quite often they get bent out of shape with us 
because they are requesting something which is not 
in any way a prohibited device. 
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For instance, we use an enormous number of 
Uher recorders. We stock all parts and all repair 
parts and components for Uher recorders. We get 
calls sometimes from the news media who say "We 
want to buy a new motor for our Uher recorder." 

Our policy is we don't sell anything except to law 
enforcement agencies, and we turn them down so 
we get some flak that others might not. 

MR. HERSHMAN: In your opening statement 
you indicate you have knowledge of manufacturers 
who have sold equipment illegally. I wonder.if you 
could tell us the circumstances surrounding those 
illegal sales. 

MR. HOLCOMB: Well, I know equipment of dif
ferent types shows up in different places. What the 
circumstances surrounding the sale amounted to, I 
couldn't say, because I wasn't there when the sale 
took place. 

But I know there is equipment that shows up in 
places that it shouldn't show up. 

MR. HERSHMAN: For example, sir? 
MR. HOLCOMB: Are you speaking about the 

design of equipment or specific equipment? 
MR. HERSHMAN: I am speaking about the 

equipment you referred to in your opening state
ment as being sold illegally in the United States. 

MR. HOLCOMB: Well, first we go bacl~ to Sec
tion 2510, No.5, which, by definition, states that 
electronic, mechanical or other device means any 
device or apparatus which can be used to intercept 
a wire or oral communication. 

This can be used as an all-encompassing term to 
include every tape recorder ever made, including 
the Nagra I think he has sitting over here on the 
table. 

This is a type of situation that puts us into such 
an encompassing statement, and devices are by the 
manufacturers, themselves, determined as to 
whether they are illegal or not. There is an ad 
openly for body transmitters in magazines, for ex
ample. These are sold on the open market. And the 
infinity transmitter. 

If any device can be used for surreptitious inter
cept, it certainly has to be these. 

MR. HERSHMAN: And are you aware of any 
prosecutions for the sale of these illegal devices? 

MR. HOLCOMB: No. In several devices where 
an illegal sale was to take place, we did notify the 
Department of Justice because an approach in one 
instance was made to one of our people to handle 
such equipment and buy it on a speculative basis. 
We knew this to be a specific violation. We did re
port it to the Department of Justice and to the FBI, 
both. As a matter of fact, there was a meeting set 
up with the man in which we told the FBI, "If you 
want to come and record the meeting, we will give 

you the consent. You come and listen to the pitch 
and look at the literature and you tell us what it is." 

Nobody ever showed up. It just gets dropped 
right there. 

I bitterly complained about some of the things 
that manufacturers do, for instance putting equip
ment in the frequency range of 1 13, 115, 118 
megaHertz. This is an aircraft guidance band. This 
should be an offense the likes of which prosecution 
should be pursued instantly. 

MR. HERSHMAN: What you are suggesting, 
then, is that this equipment might broadcast in a 
range which might interfere with ground-to-air 
communications? 

MR. HOLCOMB: For instance, when you take 
equipment in this area in your guidance bands, if an 
airplane is approaching an airport-such as the 
crash that occurred on the Eastern plane-and 
somebody has a device putting out a half watt near 
the airport, it could bring it in substantially short of 
the runway, particularly in bad weather and on in
strument approaches. So equipment should never 
be put in the aircraft guidanc.~ band. It is a hazard 
to the public that far exceeds anything that we have 
ever seen in this field. 

Yet it is openly advertised, and the literature 
even states "a half watt above 112 megaHertz, in 
the aircraft guidance range." 

I have complained to FCC about it; I have com
plained to Justice about it; I have complained to 
Mike Hershman about it. But it doesn't seem that 
anybody is willing to do anything about this 
problem. And it is a severe problem. If people knew 
that equipment not crystal controlled was put in an 
aircraft guidance band they would be afraid to get 
on an airplane. 

MR. HERSHMAN: Thank you, Mr. Holcomb. 
Mr. Morrissey, there seems to be a problem in

terpreting a phrase "a device which is used for sur
reptitious interception of wire and oral communica
tions. " 

I wonder if you could describe to us, including 
some of the devices you have sold in the past, 
which devices may fall into the unclear region. 

MR. MORRISSEY: Mr. Hershman, I think this is 
the major point in the law that needs clarification. I 
appreciate it being brought up at the outset. 

Devices that would fall into the unclear area 
would be, for one, a basic body transmitter; and, 
number two, a telephone recording device, both of 
which are commercially available, sold in radio 
stores at far less price than police departments are 
paying. 

The law provides for the use of this equipment by 
a person who is a party to the conversation. The 
major networks use pocket transmitters frequently 
for on-the-street interviews. 
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The TV and stage industries use pocket transmit
ters for remote stage transmi.ssion . 

Telephone answering equipment, available in de
partment stores, frequently has an adaption for 
recording telephone conversation to refresh one's 
recollection, let's say, if they are in a stock 
brokerage business, or else at times as a (' efense to 
the person being called, which is also supportive of 
the court's best evidence rule. 

So I find it difficult at the outset to see exactly 
what it is that we are trying to control. 

Now, let me give an example of the other ex
treme, a device that I would characterize as 
primarily designed for surreptitious listening. That 
would be something like a harmonica bug, designed 
to be planted in the phone, designed to be remotely 
activated secretly, or a transmitter built into an AC 
wall socket, where you have to do a more or less 
permanent installation. 

Even letting your imagination run, it is hard to 
find a legitimate use for these types of devices 

But in my experience, the greatest demand from 
law enforcement is for the basic transmitter unit 
and a basic telephone recording device. And both 
of these, I feel, fall into the category of ambiguous 
when related to the definition in the law. 

MR. HERSHMAN: Mr. Morrissey, would you say 
with the advent of integrated circuits and miniatu
rized components it makes it all the more difficult 
to interpret what is primarily designed and what 
isn't? 

MR. MORRISSEY: Most definitely. As an exam
ple of this, the law enforcement departments have 
sought for a number of years now a good, very 
miniature body tape recorder, something that can 
be worn secretly on the person. Yet is hasn't been 
available-a real dependable unit in terms of law 
enforcement. But the commercial market has 
produced this and produced it much better and 
much smaller than we have done. 

And, in fact, there is a cassette tape that has been 
developed and I understand will be released within 
the next six months which is one-third the size of 
the standard cassette today. And it will give one 
hour of recording on one side. 

Now, this is going to be a product that is in de
mand by law enforcement groups for surreptitiously 
recording another conversation. Or it may be used 
by a person when they are a party to the conversa
tion, but it will most definitely be used by the busi
ness community as a standard piece of office equip
ment. 

Now, how do we categorize that device? 
MR. HERSHMAN: Thank you, Mr. Morrissey. 
Mr. Bower, in your opening statement you 

seemed to indicate that Bell & Howell considers 

wiretapping a far greater possible area of abuse 
than bugging. I wonder if you would explain that 
for us, please. 

MR. BOWER: Yes, I'd be pleased to, Mr. Hersh
man. 

Sometime ago a corporation decision was made 
not to manufacture equipment useful for wire
tapping. The feeling was, as I understand it, at the 
time that wiretap equipment lent itself to non-con
sensual intercept in a much broader sense than oral 
intercer~ equipment did. 

So, as I indicated earlier, in my opening state
ment, there was a corporate decision made not to 
manufacture wiretap equipment, largely for that 
reason. 

MR. HERSHMAN: Thank you. 
Mr. Holcomb, we discussed a short while ago the 

approaches of unauthorized individuals in order to 
purchase equipment or gain one of your catalogs. 1 
would like to know if you know of any instances 
where a law enforcement or official letterhead was 
doctored in order to purchase or receive electronic 
surveillance equipment. 

MR. HOLCOMB: Yes, there was a recent situa
tion that occurred in San Francisco. This did not 
occur with us. ~ understand it occurred with two or 
thre,e of the other manufacturers. 

MR. HERSHMAN: And what happened there, 
Mr. Holcomb; do you know? 

MR. HOLCOMB: As I recall, we were warned 
well in advance of this situation, so we did not fall 
into it and no approach was made to us. But basi
cally it was a situation where a letterhead was 
designed to read something like "The San Fran
cisco Bay Area Narcotics Strike 
Force"-something to this effect. And I understand 
that this particular situation did exist with a couple 
of manufacturers. They did ship equipment and 
then found out it was a phony address, post office 
box, and it is under investigation at this time. 

MR. HERSHMAN: So that there are manufac
turers who will ship equipment on the basis of a 
simple letterhead, never having contact with the in
dividuals signing the letter or purporting to be with 
that agency; is that correct? 

MR. HOLCOMB: There is no question about it. 
The smaller manufacturers, particularly the one
and the two-man operators, quite often fill orders 
based on letters-law enforcement or otherwise. 
And they don't have the procedures nor the facili
ties to check these things out. 

We will not accept a letter as an order from any
body. 

MR. HERSHMAN: Mr. Bower, according to 
your interpretation of Section 2512, you cannot 
maintain an inventory or conduct research and 
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development on electronic surveillance equipment 
because you feel you cannot build it without a con
tract with a law enforcement agency? 

MR. BOWER: Yes, that is correct. We have not 
had any new products for a number of years for this 
reason. And we consider this rather a disservice to 
the law enforcement community. And, as you men
tioned in your first sentence, we do not manufac
ture for inventory and we feel this is a very serious 
detriment to the law enforcement community's ef
forts to do their job, in view of the fact that if they 
have a serious need in a certain area and a need for 
equipment and place an order on us, we have to 
start virtually from zero to manufacture that equip
ment for them. 

MR. HERSHMAN: ';an you tell us how this af
fects the price of the equipment to law enforcement 
and the time of delivery? 

MR. BOWER: Yes, sir, it affects it very adverse
ly. 

In the first place, our costs are obviously inflated 
because our suppliers can only furnish the com
ponents in the quantities we order, and since we 
order for a controlled inventory it is necessary to 
order from our suppliers of components only 
enough pieces to fill current orders. We are not 
able to order parts, obviously, for a year's projec
tion of material. 

Naturally, when you order in small quantities you 
sort of get behind all the larger orders with your 
supplier. He is anxious to fill his large orders first 
and the small order comes second, and the cost is 
accordingly higher. 

MR. HERSHMAN: Mr. Bower, would it not be 
feasible or possible to build the equipment leaving 
out an integral component, thereby rendering it in
effective and add that component when the equip
ment is sought for purchase? 

MR. BOWER: Yes, that is certainly possible. 
Whether that is a wise decision or not, 1 am not 
sure-depending on which component was left out. 
You could go pretty far in a piece of equipment 
and then make it operational by the purchase of an 
uncontrolled device, such as Mr. Holcomb has sug
gested, such that if the device was complete except 
for its microphone, for example, you could buy the 
microphone in any radio store and that would not 
allow us the kind of control we feel is necessary in 
compliance with 2512. 

MR. HERSHMAN: Mr. Morrissey, Mr. Holcomb 
feels that foreign sales of authorized equipment 
should be authorized. Do you agree with Mr. Hol
comb? 

MR. MORRISSEY: Would this include transmit
ters? 

MR. HERI)HMAN: I am primarily talking of 
devices which would be prohibited under 2512. 

MR. MORRISSEY: I feel that foreign sales could 
best be handled by going through a controller office 
such as ATF. 

MR. HERSHMAN: Do you feel these sales 
should be limited to certain countries? 

MR. MORRISSEY: Well, this would be up to the 
controlling office that is handling the exportation of 
the equipment. And no doubt this would come into 
play in getting the proper authorization to make the 
sale to a foreign request. 

I could differentiate this, however, from domestic 
sales in seeing that the intent in keeping these 
devices out of certain foreign hands is more obvi
ous and apparent, and hence the need for some ex
port control. 

Internally, by using the present set-up we have, 
operating with a proper law enforcement agency 
takes care of this central control. 

MR. HERSHMAN: Mr. Morrissey, we have ex
amined the records of the firm that you were for
merly associated with, as well as the records of Bell 
& Howell and Audio Intelligence Devices and those 
of six other manufacturers' firms in the country. 

We have noticed that your records, as well as all 
the others, reflect sales of equipment which is 
primarily useful for the surreptitious interception of 
wire and oral communications to police depart
ments in states without authorization statutes. 

Do you try to make any determination as to 
whether a police department can legitimately use 
this equipment or not? 

MR. MORRISSEY: No, Mr. Hershman. 
I think to require that of the manufacturer would 

be overly burdensome. It would necessitate him to 
be familiar with not only the letter of the law in 
each state, but also the court's attitude towards the 
field and the recent decisions in this area. 

I believe there should be control in this area, but 
I don't think it should rest with the manufacturer. 

MR. HERSHMAN: Do you believe that the 
responsibility for obtaining and purchasing the 
equipment and the use of it should lie, then, in the 
hands of the police departments who sought to gain 
the equipment? 

MR. MORRISSEY: In terms of whether or not 
their state allows them to use that equipment? 

MR. HERSHMAN: Yes. 
MR. MORRISSEY: Yes, I do. 
MR. HERSHMAN: Mr. Bower, I would like to 

address the same question to you. Do you try to 
make any determinations as to whether a police de
partment is authorized to have the equipment or 
not? 

MR. BOWER: No, Mr. Hershman, we do not. It 
is regrettable that the media has made a sort of 
blanket indictment against a number of states 
which apparently do not have enabling legislation. 
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The documentation of this legislation is a massive 
volume, and as Mr. Morrissey indicated, for a 
manufacturer to be current on the spirit and letter 
of statutes in all the jurisdictions with whom we 
deal is pretty much of an impossibility. 

Therefore, we concur with Mr. Morrissey's state
ment that the responsibility for lawful use does rest 
with the end user, especially in view of the fact that 
the equipment that at least we manufacture has 
other uses, outside of 2512, which are very benefi
cial to the law enforcement community, particu
larly in the areas of protection of officers and in 
training. 

MR. HERSHMAN: Now Mr. Bower, you bring 
up the matter of training. I understand that Bell & 
Howell conducts training courses for police officers 
in the use of electronic surveillance equipment; is 
that correct? 

MR. BOWER: Yes, that is correct. 
MR. HERSHMAN: Do you make any distinction 

between the police officers who come from states 
without authorization statutes and those who come 
from states with authorization statutes? 

MR. BOWER: Yes, we do. We draw to the atten
tion of the students in our training seminars that 
their state does or does not have enabling legisla
tion. We provide them an opportunity to peruse 
this legislation as part of the training and we en
courage them to make certain that the equipment 
that they use in their home department be used 
lawfully at all times. And our thrust in that area is 
to encourage and promulgate lawful use, and we do 
bring to the attention of officers from each state, as 
I mentioned, the legislation in that state. 

We do not attempt to interpret it. 
MR. HERSHMAN: Mr. Holcomb, Audio Intel

ligence Devices is co-located with the National In
telligence Academy which is set up as I understand 
it to instruct police officers across the country in 
the use of electronic surveillance devices. I un
derstand you are a consultant to the National Intel
ligence Academy; is that correct, sir? 

MR. HOLCOMB: That is correct. 
MR. HERSHMAN: Could you tell us what type 

of training is offered to these police officers across 
the country? 

MR. HOLCOMB: A basic course in electronics 
and the application of it; quite an extensive course 
in the legality section. 

The basic cOUrse is not designed so much based 
on equipment but as to the principles of how equip
ment operates. So the Officer that spends two 
weeks in training on such a course would at least 
know what such a piece of equipment might or 
might not do under field conditions and the reasons 
for failures. 
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Basically it was set up for the purpose of trying to 
cut those failures down. 

MR. HERSHMAN: I understand the Academy 
does give instructions on wiretapping and bugging. I 
understand there is a room set up to instruct the at
tending students on where to place a bug and how 
to install it. 

Is that correct, sir? 
MR. HOLCOMB: Yes, sir. 
MR. HERSHMAN: Do you distinguish between 

officers coming from authorization states and those 
coming from non-authorization states? 

MR. HOLCOMB: No, the school does not, and 
neither does AID. 

As far as Audio Intelligence Devices is con
cerned, and our position regarding the headlines of 
police purchasing bugs in states that forbid use, 
such as appeared yesterday, [ think this is a gross 
disservice to the American public. I think it 
misleads people grossly in the idea that there is 
some nefarious scheme in these departments buying 
devices. 

Now, unlike Bell & Howell, we do sell and manu
facture equipment that falls in this category. We do 
sell it in states that do not have an enabling statute. 
But also, these states do have consensual condi
tions, and the percentage of hard intercept devices 
as opposed, for instance, to officer protection 
equipment, is very, very small. And the depart
ments who buy items generally buy one or two at 
the most. And they are buying it for the consensual 
situations in terms of the kidnap cases, the extor
tion cases, the narcotics cases, where they have a. 
consensual situation to use that equipment and they 
do have a legitimate use for it, notwithstanding the 
fact that there is no enabling statute in their states. 

MR. HERSHMAN: I believe, Mr. Holcomb, quite 
a number of wiretap and bugging devices are being 
purchased, by agents and departments in non
authorization states, more than ever could be used 
for kidnaping or murder or extortion in any of these 
states. 

MR. HOLCOMB: I don't agree with that, Mr. 
Hershman, at all. 

MR. HERSHMAN: I would like to say the Na
tional Wiretap Commission requested through you 
at one time the records of those students attending 
the National InteIligence Academy. Those rec<Jrds 
were not forthcoming. Nevertheless, we managed 
to obtain them. 

And our records show that attending your school, 
70 out 224 students, making it 31.2 per cent, are 
from non-authorization states and they are there to 
learn wiretapping and bugging and not only consen
sual monitoring, and I just don't see the reason for 
this. Perhaps you can explain. 



MR. HOLCOMB: I think to begin with you place 
the emphasis on wiretapping and bugging. The 
emphasis in the school is not placed on wiretapping 
and bugging because the main use of equipment in 
this field today-and make no mistake about it-is 
in consensual situations, and principally under of
ficer-protection conditions. 

Now, in some cases equipment is used in nar
cotics situations, particularly as it involves infor
mants; undercover people in which, for instance, 
wall transmitters or telephone arop-in transmitters 
are used. But if you look at the percentage of 
equipment purchased by any law enforcement 
agency where there is nd enabling statute, you will 
find the devices purchased for officer protection 
and consensual situations far, far .exceed in percent
age the devices that are purchased that would be 
hard intercept devices. 

MR. HERSHMAN: I think that is absolutely cor
rect. I worry about the minority of the devices 
purchased by the police departments. 

You expressed particular concern about foreign 
export of these devices. 

I would like to know, Mr. Holcomb, if your 
products are sold exclusively under the name of 
Audio Intelligence Devices. 

MR. HOLCOMB: They have been in the past. 
We have estal:.,;'"hed another name which will be 
used in the foreign market and that name is 
Technos International. 

MR. HERSHMAN: Technos International? 
MR. HOLCOMB: Yes. 

~ MR. HERSHMAN: Have there been any sales of 
equipment through Technos International to date? 

MR. HOLCOMB: That is just being set up now. I 
think there have been a couple of shipments of 
equipment but none that fall in the category of sur
reptitious intercept as would be prohibited in 
foreign commerce. 

MR. HERSHMAN: Who has determined what 
the category is? Is that your determination? 

MR. HOLCOMB: I think we probably are in a 
better position to make determinations than any
body else. 

For instance, if we ship receiving equipment, I 
don't think there can be any question in anybody's 
mind as to whether receivers constitute an intercept 
device. Because if that is the case and if receivers 
do in fact, then I am sure everybody in this room is 
guilty of violation of the law. 

MR. HERSHMAN: So Technos International has 
been involved in sales only of devices which are not 
primarily useful but rather devices which would fall 
outside of the prohibition in 2512; is that correct? 

MR. HOLCOMB: That is correct. 
MR. HERSHMAN: Thank you. 

~~~~~~-~-~---

Mr. Holcomb, getting back to the question of 
licensing, do you really believe that licensing manu
facturers would tend to drive out your basement 
operators, as they are called, your illegal operators? 

MR. HOLCOMB: Mr. Hershman, I don't think 
you can control any industry if you don't control 
the manufacturers. And I think manufacturers 
should be required absolutely to put serial numbers 
on the equipment that cannot be removed so that 
violations-when a piece of equipment is found, at 
least it can be identified and traced back to the 
original purchaser. 

This is one of the major problems that occurs 
today. . 

Now, you are not going to be able to affect this 
kind of situation unless you have hard penalties, 
and they are probably going to have to be mandato
ry penalties where you have a minimum sentence of 
a year or of two years for anyone convicted of a 
violation. I think your minimum sentence is going 
to have to be absolutely essential to control this 
situation in the long haul. 

MR. HERSHMAN: Mr. Morrissey, can you per
haps tell us the approximate percentage of your 
equipment purchased by police departments 
through the use of LEAA funding? 

MR. MORRISSEY: I would have to estimate this. 
It is certainly a majority. Since 1972 I would esti
mate 75 percent. 

MR. HERSHMAN: So then can we assume, Mr. 
Morrissey, that some of the equipment purchased 
by police departments in states without authoriza
tion statutes were purchased through the use of 
LEA A funds? 

MR. MORRISSEY: You might assume that. I 
don't think that as a manufacturer I am in a posi
tion to state one way or another on that. 

MR. HERSHMAN: But that possibility does 
exist, does it not? 

MR. MORRISSEY: The fact that LEAA funds 
local police departments to purchase equipment, 
and the fact that police departments can purchase 
equipment using either in part or in total LEA A 
funds raises the possibility that that could be a true 
statement, yes. 

MR. HERSHMAN: Mr. Morrissey, do you know 
of any policy on the part of LEAA to restrict 
purchasers of this equipment to police departments 
in states with authorization statutes? 

MR. MORRISSEY: No, I don't. 
MR. HERSHMAN: Thank you. 
Mr. Bower, again getting back to your interpreta

tion of 2512, according to that interpretation it 
seems that you believe the display and demonstra
tion of your equipment would be forbidden. Is that 
correct? 

MR. BOWER: Yes, sir, that is accurate. 
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MR. HERSHMAN: How do you get a police de
pflrtment to purchase your equipment if they have 
never seen it work? : 

MR. BOWER: As I mentioned earlier in my 
discussion of how a sale was conducted from its in
ception to its conclusion, I think I indicated one of 
the first steps would be a police department or law 
enforcement agency requesting one of our catalogs 
and then specifically requesting a demonstration at 
that point. 

I think I covered that fairly extensively when I 
discussed the sale. 

MR. HERSHMAN: And you believe you should 
be able to display and demonstrate your equipment 
without a contract between yourself and law en
forcement; is that correct? 

MR. BOWER: Yes, that is correct, Mr. Hersh
man; yes. 

MR. HERSHMAN: Mr. Holcomb, I would like to 
ask this. The Commission is currently studying the 
state of the art of electronic surveillance technolo
gy. And we have seen many advances since 1968 in 
the design and implementation of devices. Can you 
tell us a little of the future, of what we can expect 
in technological advancement? 

MR. HOLCOMB: I think you are going to see an 
enormous advancement come out of technology in 
this field. I suspect it is going to be principally by 
the few who do commit substantial R&D into it. 

We, unlike Bell & Howell, do have a very, very 
substantial research and development commitment. 
And we are pressing it hard. We do not feel that we 
are committing any violation. 

And I think in the coming years some of these 
advancements in this area are going to be con
siderable. There are some areas of devices which 
haven't changed basically in the last ten or 15 
years, the reason being that you are faced with a 
battery situation. The technology of batteries has 
not advanced that much. And in most instances, 
particularly in body-worn equipment, your batteries 
are from three to five times the size of the device 
they are used with. 

So, as long as you are faced with a situation 
where you can't reduce the size of the batteries, 
then what good does it do you to get the equipment 
down to an ultra-ultra-miniaturization? 

MR. HERSHMAN: Mr. Holcomb, if I understand 
you correctly, you do not believe your research and 
development is illegal under the statute? 

MR. HOLCOMB: No. 
MR. HERSHMAN: What about display and 

demonstration? 
MR. HOLCOMB: We display and demonstrate to 

law enforcement agencies upon their request-only 
to them. We produce equipment. We inventory 
equipment. 

MR. HERSHMAN: You inventory equipment? 
MR. HOLCOMB: We inventory equipment that 

is probably up to 90 per cent completion. Maybe 
we don't have the crystals in it; maybe we don't 
have some other things in it. We have crystals 
burned in separately because crystals require days 
to burn in. 

I think I would be remiss in my duty to law en
forcement if I was not in a position to supply equip
ment immediately for major operations-when I say 
"immediate," possibly the same day or next day. I 
think this is mandatory. 

MR. HERSHMAN: How many sales personnel do 
you employ in the United States? 

MR. HOLCOMB: Approximately 12. 
MR. HERSHMAN: And are they in possession of 

equipment which is used for demonstration and dis
play? 

MR. HOLCOMB: Yes, they are. 
MR. HERSHMAN: You do not consider that 

contrary to the current law? 
MR. HOLCOMB: No, I do not. 
Now, I wiII say this. At all times we have a suffi

cient number of orders pending in house to cover 
every piece of equipment we've got. 

MR. HERSHMAN: I don't believe that was the 
intent of the law. 

MR. HOLCOMB: I don't believe the intent of the 
law was to stop a manufacturer from doing 
something in an efficient, honest and legitimate 
manner. 

MR. HERSHMAN: Mr. Morrissey, what can you 
tell us about the importation of electronic surveil
lance devices into this country and the components 
which are main ingredients of these electronic sur
veillance devices? 

MR. MORRISSEY: As far as the importation of 
this equipment, I have discovered that there is 
equipment that is being sold through wholesale out
lets in this country, and there is definitely literature 
that will come into this country from outside 
sources. 

This even goes down to the level of the local 
radio store where some of such devices have been 
brought to my attention from an outside SOlirce and 
of course this is beyond our jurisdiction except for 
the person within the United States, should they de
cide to go ahead and purchase this. 

But the fact that foreign manufacturers may sol
icit business within the United States-this has been 
brought to my attention more on the commercial 
market actually than in the law enforcement area. 

Now, as regardS components, this is a difficult 
area because thousands and thousands of com
ponents are imported into the United States for use 
in a variety of electronic devices and electronic 
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equipment. And so at the same time they are im
ported, it is impossible to determine their end 
product in which they would be used. 

MR. HERSHMAN: Th~nk you, Mr. Morrissey. 
Thank you, gentlemen. 

CHAIRMAN ERICKSON: Mr. Bower, you have 
suggested that the records of your company are 
such that you can tell where every piece of equip
ment that would fall within the Act has been sent; is 
that correct? 

MR. BOWER: That is correct, sir. 
CHAIRMAN ERICKSON: Are those pieces of 

equipment identified by serial number? 
MR. BOWER: Indeed they are, Mr. Chairman. 
CHAIRMAN ERICKSON: So if at any later time 

a device was found, you could trace that device? 
MR. BOWER: We feel confident we could locate 

the originai purchaser. 
CHAIRMAN ERICKSON: Mr. Holcomb, is that 

true regarding the devices you manufacture? 
MR. HOLCOMB: Yes, sir. We serial number it 

and play games with other types of identifioation so 
if the label or serial number is ripped off we can 
still identify it. 

CHAIRMAN ERICKSON: When you say "play 
games," you mean you utilize other means such as 
automobile manufacturers do, to maintain the 
identity of their automobiles? 

MR. HOLCOMB: That is correct. 
CHAIRMAN ERICKSON: Mr. Morrissey, what 

was your experience in this area? 
MR. MORRISSEY: Mr. Erickson, I don't serial

ize devices. Unlike Mr. Bower and Mr. Holcomb, 
my operation is somewhat different and I think it is 
representative of a large number of suppliers in this 
country. 

I deal on a very personal level and close level 
with the law enforcement groups that I either train 
or supply equipment to, and my equipment would 
be identifiable to me only in terms of its external 
appearance. 

CHAIRMAN ERICKSON: Thank you. 
Mr. Holcomb, in your opinion would elimination 

of consensual electronic surveillance within the 
law-except for law enforcement purposes-help 
solve the problem of what is a prohibited device? 

MR. HOLCOMB: Mr. Chairman, would you re
peat that question again, please? 

CHAIRMAN ERICKSON: Would elimination of 
the consensual electronic surveillance provision in 
the Act, except for law enforctment, help solve the 
problem of what is a prohibited device? 

MR. HOlLCOMB: Yes, I think you could solve a 
lot of problems by that. Whether you would create 
some otheJfs of a constitutional nature or not, I 
don't know. But that would be for the courts to 
pasn on. 

I do believe that the consensual situation that is 
employed by law enforcement is as mandatory as 
the policeman, himself. And I think that if any law 
were passed which eliminated single-party consent 
in the United States, you would literally put law en
forcement out of business. 

CHAIRMAN ERICKSON: I am not condemning 
the use of consensual eavesdropping equipment by 
law enforcement but I am questioning whether or 
not it should be available to every member of the 
public. 

MR. HOLCOMB: I don't believe, Mr. Chairman, 
that the equipment, other than possibly a standard 
tape recorder, or the ordinary things along this line, 
should be available to the public. I QC!1 't think, for 
instance, that wireless microphones should be 
available on the market to the public uncontrolled. 
I think they should be controlled. And I think some 
agency of government should know where they go 
and who buys them. And I think they should be en
dowed with serial numbers that will give you hard 
identification if you recover one in an illegitimate 
situation. 

CHAIRMAN ERICKSON: You have suggested 
that you carry an inventory of some of these 
devices that are complete except for certain parts? 

MR. HOLCOMB: That is correct. 
CHAIRMAN ERICKSON: If that device was sold 

without that part, it wouldn't be a violation of the 
law as you understand it; is that correct? 

MR. HOLCOMB: If it were sold without the 
parts? 

CHAIRMAN ERICKSON: If it were sold without 
that part that was necessary to finalize the machine 
as an electronic surveillance device within the 
definition of Section 2512? 

MR. HOLCOMB: Well, I don't know. I have 
never thought of it that way because I have never 
thought of seIling one incomplete. 

CHAIRMAN ERICKSON: You have never sold 
one that was incomplete? 

MR. HOLCOMB: Never, ever. It would be ex
tremely difficult for someone who was not one of 
our own in-house people either in the lab or in 
production to complete that device. 

I think I probably could hand incompleted units 
to probably a hundred good technicians on the out
side and they still cou.ldn't complete it. 

CHAIRMAN ERICKSON: Let me put it this way: 
Suppose you were to sell one of these devices that 
was complete with all but one part and were to 
make the other part available separately, so that it 
would be possible for the person to add this part, 
put Part A on Part B and the device will be 
complete. 
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MR. HOLCOMB: I think this would be absolute
ly an illegal act under the law and I think the intent 
of the law-

CHAIRMAN ERICKSON: But this could be 
done? 

MR. HOLCOMB: This could be done. I don't 
know of anybody today who does this. And of 
course we certainly do not. As a matter of fact, 
when we sell something we want to recheck it and 
check it and check it again and we want to know it 
works just precisely how it should work before it 
goes out the door. 

CHAIRMAN ERICKSON: I might ask you this. 
Since 1968 have there been material changes in the 
state of the art when it comes to electronic surveil
lance and bugging devices? 

MR. HOLCOMB: Mr. Chairman, that is a dif
ficult question. There have been material changes. 
But the changes in the devices used in 1968 aYld 
today are really not that different. 

CHAIRMAN ERICKSON: Is the nomenclature 
different in so far as it relates to the devices and to 
the use of these particular items? 

MR. HOLCOMB: Oh, the nomenclature has 
changed dramatically. 

Prior to the law, for instance, an infinity trans
mitter, the harmonica bug, whatever you want to 
caIl it, was a surreptitious device, never intended 
for any other purpose. It was primarily sold and it 
was advertised for the man to put in his own house 
so if he was away from home or traveling on a trip 
he could call, and the phone did not ring but this let 
him know what was going on in the house. 

It was sold in New York for this purpose lor 
years. There was never any other purpose for which 
it was intended or designed. 

Today it is on the market as an alarm system 
specifically for the purpose of someone calling their 
house or calling their place of business to deter
mine if a burglary is in progress. 

This is a pure farce. It is just not the case. The 
person who buys infinity transmitters buys them for 
one thing, and that is as an intercept device. It has 
always been that way. 

CHAIRMAN ERICKSON: Mr. Morrissey, would 
you answer that question in the same way? 

MR. MORRISSEY: In part, but there is a big ex
ception that I think we should point out-the 
chilling effect that this law has on other related in
dustries. 

The statement was made that there should be 
total control of all wireless microphones. I think 
that is impractical and it is unnecessary. You are 
going to require the broadcast industry to go "nd 
categorize their equipment as surveillance equip
ment and suddenly they are tagged with the posses-

sion of identified surveillance equipment. The stage 
studios would have to do the same thing. 

You are suddenly marking a product with a label 
that does not necessarily apply to it and I think it 
raises serious questions on free trade and as to what 
is its primary purpose. 

Another point, though, in relation to the har
monica bug type of device is another type of device 
which was referred to as a talk-through circuit, 
which was tied in to burglar alarm systems. 

And this operated so that whenever a premise 
was intruded it would alert a central security station 
with a light that an intrusion took place, and a talk
through circuit could be activated to tune in to the 
premise to determine how many intruders were 
there in order to know how many officers to 
dispatch, or the size of the activity, or if there was 
really any activity or false alarm. 

But the wording here has caused a 'number of 
manufacturers to wonder whether Ol, not they can 
legally incorporate this. 

So it is spreading out into other fields and leaving 
a hanging question mark on it. 

CHAIRMAN ERICKSON: Mr. Bower, would you 
add anything to the questions that I have just 
propounl'.eci? 

MR. BOWER: I think not, Mr. Erickson, in view 
of the fact the discussion has centered around 
wired equipment. It is outside our sphere of activi
ty. 

CHAIRMAN ERICKSON: I would ask if your an
swers would be the same as Mr. Hokomb's and Mr. 
Morrissey's tbat in all probability this Act could be 
clarified, not only from the standpoint of the manu
facturer but to make the Act more meaningful? 

MR. BOWER: I don't think there is any question 
but that some clarifying phrases would be beneficial 
to all facets of the law enforcement community. 

As I mendoned in my opening statement, the 
words "primarily useful" are very difficult to deal 
with along with definitions of lawful use. 

CHAIRMAN ERICKSON: In your opinion is the 
literature that is available on this subject such that 
the trained radio repairman could acquire parts to 
build some of these devices without much difficul
ty? 

MR. BOWER: ! concur with Mr. Holcomb in that 
in most of the areas, particularly in the more com
plex devices, an average radio technician, as you 
have just described, would have considerable dif
ficulty making a successful device without adequate 
training. 

There are a lot of areas where adjustments are 
extremely critical and performance is very closely 
controlled where an average radio repairman-and 
that alone is a pretty difficult thing to identi-
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fy-would have difficulty making a successful 
device from parts. 

CHAIRMAN ERICKSON: Thank you. 
Congressman Butler. 
MR. BUTLER: Mr. Chairman, have no 

questions. I think the staff has done a very fine job 
of putting this on. 

CHAIRMAN ERICKSON: Thank you. 
Chief Andersen. 
CHIEF ANDERSEN: Mr. Bower, you talked 

earlier and one of the comments you made was on 
the fact of possibly licensing the receiver of the 
equipment or the user. You keep using the term 
"law enforcement agency." 

Do you have any definition of law enforcement 
agency? 

MR. BOWER: Yes, I do. My definition is the 
same as the statute, namely a political subdivision 
of the state or United States agency. In my view law 
enforcement agencies are government agencies. 

CHIEF ANDERSEN: But ju't government agen
cies in the very broad sense? 

MR. BOWER: I would say yes. 
CHIEF ANDERSEN: What I am getting at is: In 

the Federal Register of May 20 they had the defini
tion of criminal justice law enforcement concerning 
criminal records and one example they used was 
the Department of Agriculture which is classified as 
it subdivision of a law enforcement <:?gency. 

I am asking you if you had any problems with 
agencies which do not appear on their face to be 
law enforcem'~nt agencies? 

MR. BOWER: That could be very deceiving, 
Chief Andersen. I would anticipate the Department 
of Agriculture would very definitely have law en
forcement responsib:Iities in the area of conserva
tion of natural resoUl <;es, endangered species and 
areas of this sort. At least in many states in the East 
conservation departments within the state organiza
tion very definitely have enforcement responsibili
ties and as such would qualify under my definition. 

CHIEF ANDERSEN: So you go back basically to 
the whole unit of government, if in fact it is a 
government letterhead concept? 

MR. BOWER: And an enforcement agency. If 
they have laws to enforce, they definitely qualify 
under my definition. 

CHIEF ANDERSEN: In licensing of users, do 
you think the burden should be on the government 
to define that rather than the manufacturer? 

MR. BOWER: Yes, I do. Again, I think the 
statute as it stands defines the users adequately for 
my needs. 

And I anticipate that Bell & Howell will always 
focus our activities in the law enforcement area 
rather than in a more broad area. So for that reason 

, 
I think that the definition is adequate as the statute 
is written, in terms of qualified users. 

CHIEF ANDERSEN: One more question. On 
licensing a manufacturer which has been touched 
on pretty heavily here, do you think it is possible to 
license a manufacturer by individual units of 
production, or do you feel that the licensing should 
be of a manufacturer as an integrity business con
cept under some type of inspection system for what 
they actually are producing? 

Do you think it is possible to define particular 
pieces of equipment that would come under a 
license? Is that possible in this technical world? 

MR. BOWER: Yes, I think it is possible-perhaps 
not to reach perfection in this area but certainly an 
improvement can be made over present nomencla
ture. And I referred before to the words "primarily 
useful. " 

It would seem to me that some words that have 
been referred to earlier such as "body transmitters" 
and "wireless microphones"-it might be possible 
to even cite particular configurations without nl'.m
ing manufacturers that would properly define 
licensable, if you will, material or licensable manu
facturers or divisions. 

How each manufacturer would be treated would 
obviously be the responsibility of the licensing 
body, whether or not to license the entire corpora
tion, for example, or an operating division or even 
an individual plant. 

CHIEF ANDERSEN: Thank you. No more 
questions. 

CHAIRMAN ERICKSON: Thank you, Chief. 
Judge Shientag. 
MS. SHIENTAG: Thank you, Mr. Chairman. 
Mr. Morrissey, you object to licensing as an un

necessary method of controlling this field? 
MR. MORRISSEY: Y cS, I do. 
MS. SHIENT AG: Had you given any thought as 

to whether a new agency specifically dealing with 
data banks and digital transmission and this whole 
area might be useful? Would that serve the purpose 
of controlling this? 

MR. MORRISSEY: Yes, I think that is mandato
ry now at this time, the reason being that since 
1968 the technical advancements and changes have 
brought about a whole new definition of what is 
electronic surveillance. 

Now you could, with a portable computer ter
minal, dial in and drain a computer bank and you 
would not be intercepting any conversation. 

MS. SHIENT AG: Isn't it alleged that something 
like that happened with regard to Equity Funding? 

MR. MORRISSEY: Yes. 
MS. SHIENTA 3: And all kinds of industrial 

espionage can go on without this particular Act 
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properly protecting the corporations that might be 
spied upon? 

MR. MORRISSEY: Yes. And the point you 
raised I think can be elaborated on to this extent. 

Those individuals that are serious about pursuing 
criminal activity using electronics as a means of in
telligence-gathering can get around the loopholes 
of this law, can see the vagueness of the wording, 
and if we don't more clearly define wh'l.t it is we are 
going after, then we will eliminate the pettiness of 
the activity, but we will not get at the real core. 

MS. SHIENT AG: And the penalty here is rather 
severe, five years imprisonment and/or $10,000 
fine for each offense. 

MR. MORRISSEY: Yes, but I would point out 
that this law has never been taken to the Supreme 
Court and there have been cases where it could 
have been taken up to the Supreme Court, and it is 
the feeling of some that it was not done so by the 
Justice Department for fear that the whole law 
might be struck on the grounds of over-broadness 
and vagueness. 

MS. SHIENTAG: You mean with regard to this 
section, 2512? 

MR. MORRISSEY: Yes. 
MS. SHIENT AG: And that section also provides 

in part for confiscation of the devices. 
Now that, too, is an economic loss to a manufac

turer when he acts at his peril without the 
knowledge of what the parameters of the offense 
are. 

MR. MORRISSEY: More to the manufacturer, 
yes. But if we are going after the activity ,.hat uses 
this device, it is not a big loss in an individual sense. 

Let's say, for example, equipment is sold from 
the manufacturer to a bona fide law enforcement 
agency. There is a large turnover in the agencies. 
Let's say, through this, some equipment goes unac
counted for and in some manner finds its way on 
the streets. 

MS. SHIENTAG: But the Act does prohibit the 
manufacture, assembly, possession or selling of any 
electronic equipment, with the penalty of confisca
tion. 

MR. MORRISSEY: Yes, that is right. 
MS. SHIENT AG: That is what the language of 

2512 now provides. 
MR. MORRISSEY: Yes. 
MS. SHIENTAG: Isn't it possible, were a manu

facturer convicted, that that would put him out of 
business? He couldn't deal in these devices if he 
had a felony conviction? 

MR. MORRISSEY: Yes, that is correct. I agree 
with you. 

MS. SHIENT AG: And the officer or' the corpora
tion, if he were involved and personally prosecuted, 

would have to retire from that business and forget 
all his knowledge and experience therej isn't that 
true:' 

MR. MORRISSEY: Yes. 
MS. SHIENTAG: Now, I come from New York 

and r see that your literature, which we have had 
the benefit of having, states that: "B.R. Fox history 
dates back to 1955 where, in a small town 60 miles 
north of New York City-Holmes, New 
York-Bernard B. Spindel worked out of his two
story laboratory which nested in a rural setting in 
the foothills of the Berkshire Mountains." 

That is very beautiful. 
But I remember Bernard Spindel being involved 

in a conviction in connection with City Hall, some 
surreptitious wiretapping he did of City Hall some 
years ago. 

MR. MORRISSEY: Yes, that is correct. 
MS. SHIENTAG: And I don't recall what mayor 

it was but it was considered a very serious offense 
and I believe he was imprisoned. Am I correct? 

MR. MORRISSEY: Yes, you are. 
MS. SHIENTAG: That didn't prevent your com

pany from continuing in this line of business, did it? 
MR. MORRISSEY: Let me explain that to avoid 

any wrongful inferences. Mr. Spindel died in ,971. 
He was one of the foremost notorious individuals in 
this field prior to 1968. And it was this type of ac
tivity in the Fifties and the early Sixties that led to 
the enactment of the '68 law. 

MS. SHIENTAG: But his was a private enter
prise. It wasn't under the auspices of the police de
partment in any way? 

MR. MORRISSEY: That is correct. This was 
prior to 1968. 

MS. SHIENT AG: So it was always illegal, even if 
there were wiretapping in New ¥ork, which had 
been authorized. 

MR. MORRISSEY: Now, this was before the 
federal law was enacted in 1968. 

MS. SHIENTAG: Yes. But there was a New York 
State law at that time which permitted police of
ficers to do this and that was struck down. We have 
heard testimony about it today. 

MR. MORRISSEY: Yes. You are not implying an 
association of mine with Mr. Spindel. 

MS. SHIENTAG: An association? [ am talking 
about your literature which sets forth his name. 

MR. MORRISSEY: Okay; yes. 
MS. SHIENTAG: And the point I am making is 

that that has not prevented you from continuing in 
business-his conviction and his association with 
your firm. 

MR. MORRISSEY: No, there were two separate 
operations, but you are right; no. 

[Relevant material follows.] 
270 I Fairview Drive 

Alexandria, Va. 22306 
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General Hodson, Executive Director 
National Commission for Review of Federal 

and State Laws Releting to Wiretapping and 
Electronic Surveillance 

Washington, D.C. 

Dear Sir: 

July 31, 1975 

I am taking the liberty of writing to you regarding certain por
tions of your hearings on Wiretapping and Eavesdropping con
ducted by Mike Hershman, specifically in reference to pages 64 
through 66 of the transcript, in which certain factual inaccura
cies are stated, and certain incorrect inferences result. I sincere
ly hope that you will include these corrections (noted below) as 
part of your report-and accept them in the spirit in which they 
are intended: to shed further light on a tangled piece of legisla
tion and to correct any wrongful impressions. 

I also wish to state the following comments are limited to 
pages 64 through 66 of the transcript as I had only an opportuni
ty to spend a lunch hour in your offices going over (as quickly as 
possible) pertinent pieces of testimony. I would appreciate a 
copy of the testimony for my review if one can be spared. 

Specifically: 

p. 64-Ms. Shientag-Line 11 through 14; Lines 16 through 23: 
Mr. Bernard Spindel was NEVER an officer of B.R. Fox Com

pany, Inc. The company was incorporated in New York State in 
the fall of 1969, with three officers: Barbara R. Fox (Spindel); 
Herbert R. Burris; and Richard J. Butterfield. Mr. Michael J. 
Morrissey did not become an officer of the corporation until 
July of 1971-and in actual fact, did very little work with Mr. 
Spindel or for the corporation prior to that date. 

Mr. Spindel was convicted in June, 1969, of "CONSPIRACY 
TO GIVE TECHNICAL ADVICE ON A WIRETAP" based on a 
three-count indictment in connection with the Huntington Hart
ford divorce case**-he was never in any way involved in a 
wiretap on New York City Hall, nor was he ever convicted of such 
a charge. 

From the time of Mr. Spindel's conviction (above) in June of 
1969, he ceased ANY AND ALL association with B.R. Fox 
Company. Upon his parole from prison in 1970 (August), he 
remained disassociated from B.R. Fox Company, Inc., as he 
otherwise would have been violating the terms of his parole. 

All of the technical devices and designs and knowledge 
handed down to B.R. Fox Company by Mr. Spindel were PRIOR 
to 1969-and it is actually a tribute to the genius of the man that 
devices which were designed so far back in electronic history are 
VALUABLE today and are current, despite the rapidly changing 
world of electronic engineering. Mr. Morrissey, on the other 
hand, NEVER IMPROVED ON MR. SPINDEL'S DESIGNS IN 
ALL OF THE TIME HE WAS ASSOCIATED WITH THE 
COMPANY. 

There is much else I feel could be added to your report to give 
it both substance and validity, and I mentioned to Mike Hersh
man a long time ago that r would be more than glad to cooperate 
with your Commission. Not only that, it Was I who gave Mr. 
Hershman all of the files involving actual orders fron. police de
partments, the names of the departments involved in the B.R. 
Fox training school, etc. Mr. Morrissey, in fact, put a number of 
stumbling blocks in the path of compliance with your Commis
sion's subpoena by removing all of the files and filing cabinets 
from their legal business location at 2701 Fairview Drive, Alex
andria (the address of the corporation), the day the subpoena 
was received. 

I will be more than happy to review and comment on the 
balance of the draft report if you so desire, and if I may have a 

··See The People of the State of New York vs. George Varris, John C9n. 
nors, Richard Rutherford and Bernard Spindel No. 48171/2-1966. 

copy of that report on loan for a period of at least ten days. Ad
ditionally, I am enclosing for your information, a letter sent by 
Mr. Spindel to the Congress (both houses) at the time of the 
consideration of Title III. I believe it will prove helpful for your 
writing of your final report and recommendations.'I would sug
gest also that you check the Long Committee testimony of Mr. 
Spindel's because that testimony is still pertinent to the con
sideration of any wiretapping or eavesdropping legislation. 

I have changed my place of employment and am now working 
at the Department of Agriculture. If you wish to reach me, or if 
Mike Hershman wishes to reach me, I can be called at 447-3831 
or 447-3832. 

Thank you. 
Sincerely, 

Enclosure 

[Signed] BARBARA Fox SPINDEL 
President 

B. R. FOX COMPANY. INC. 
(presently being dissolved) 

BERNARD B. SPINDEL 
LUDINGTONVILLE ROAD, HOLMES, N.Y. 12531 

914-878-6846,6136 
ELECTRONIC SECURITY CONSULTANT May 16, 1968 
Dear Senator: 

IN REGARD TO BILL S-917, TITLE III 

I have just read the printed version, dated April 29, 1968, of 
the above-mentioned bill, and I am very disturbed by the in
adequacies, contradictions and detrimental effects that this bill 
would have on LAW ENFORCEMENT; which is directly con
trary to the legislative intent of the total bill. 

I am in complete agreement with the protection of privacy, 
and with the reduction of crime, by whatever means necessary. 
To save a lengthy report, I will itemize the points which should 
be amended and incorporated into the bill now proposed, and 
state briefly my reasons for such recommendations: 

I. More than 90% of all Research and Development in the 
field of (No. a) Electronic Eavesdropping, and (No. b) its 
counter measures and detection and prevention, have been 
through the efforts of private enterprise and individuals. Obvi
ously (No. b) cannot possibly be accomplished without experi
mental work in (No. a). 

Electronic sophistication in this field necessitates constant 
Research and Development and under the provisions of this bill, 
there is absolutely no provision for serious-minded scientists, ex
perimenters, or inventors, to possess the equipment necessary 
for such experimentation. In the long term, therefore, even our 
very National Security will be adversely affected. 

2. The S-917, Title III, Section 2511 (2c) authorizes an in
dividual to record conversations to which he is a party, or where 
the prior authorization exists from ONE of the parties involved 
in a particular conversation; the police, by regulated Court 
authorization, within this legislation, would have the right to 
record telephonic and oral communication . . . HOWEVER 
THIS BILL (SECTION 2511) PROHIBITS THE MANUFAC
TURE, DISTRIBUTION, POSSESSION, ADVERTISING, ETC. 
of these devices. Therefore, the question becomes "how are the 
police departments (or the private individual recording his OWN 
conversations) supposed to obtain these devices if no one is al
lowed to manufacture them or their components". This would 
also prevent legitimate police suppliers and force legitimate 
dealers for counter industrial espionage, from possessing, obtain
ing, manufacturing, using or advertising, any of the necessary 
paraphernalia. 

There are certainly other legitimate uses which would further 
aid in crime prevention, detection and apprehension. I am now 
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personally involved in the Research and Development of a 
Radar Type Intrusion Alarm which would be wired directly to 
police communication headquarters throughout the country, and 
I have developed a new "talk/through" circuit which, beyond 
the normal furnishing of an alarm caused by an intruder, would 
enable the policeman in the central office to determine the 
validity of the alarm, whether "false" or otherwise, and would 
tell him approximately how many burglars are on the scene and 
how many cars to dispatch to apprehend the burglars. In addi
tion, the proposed "listen talk/through." circuit for the burglar 
alarm would automatically record the voices of the intruders, 
who could then later be identified by "voice print." However, 
under the terms of Title HI, S-917, this would be illegal without a 
court order for each and every intrusion. 

Under Bill S-917, we would have to stop all research and 
development and in effect, we will be defeating the very purpose 
intended by the "Safe Streets Bill"; that of preventing crime and 
apprehending the criminal. 

There are no exceptions in this bill, and at best it is ill-con
ceived, and should be amended to include the above, or else ta
bled in its present form, until more time and effort can be ex
pended in the drafting of a more intelligent and definitive bill. 
From a technical point of view, the bill at present does not begin 
to cover the possibilities that e)(ist on the drawing board at 
present, including such things as jumping the circuitry on a video 
phone to permit the seeing of activities in a room even when the 
phone is hung up, and will in effect be adverse to the protection 
of our citizenry and to our NATIONAL DEFENSE EFFORTS. I 
urgently recommend the amendment or defeat outright of Title 
III of S-917, and will be more than glad to give my technical 
assistance you may require. 

Very truly yours, 
[Signed] BERNARD B. SPINDEL 

P.S. I have just released my book entitled "The Ominous Ear", 
published by Award House/Universal Publishing Corporation, 
and distributed by Crown Distribution. The book covers this 
particular subject at great length. 

MS. SHIENTAG: Now, with regard to licensing, 
Mr. Holcomb, I read your statement and I found it 
very useful. But what concerns me is this: How 
would you license the equipment that is presently 
on the market such as telephone answering devices 
and matters like that? Do you think you could ban 
all that material? 

MR. HOLCOMB: No, Ma'am. I don't believe 
that you can go back in the game after you have al
ready lost and pick up all the marbles. I think there 
are going to be some abuses by virtue of the devices 
that have been sold in the past-no question about 
this. And I don't imply that everything should be 
licensed. 

I feel that definitions-and I have wrestled with 
this for weeks and weeks with attorneys-I feel that 
definiti.ons can be adequate to define the large 
majority. 

Now, in some cases this has to be done in a little 
bit of a unique manner, a manner different than 
you might ordinarily have definitions. But, 
nevertheless, I think that the control of these things 
in the future is mandatory if you are going to stop 
the problem. Because the problem is not primarily 
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with the police officer or the law enforcement 
agency that can openly purchase equipment. The 
problem in the majority of cases is with individuals, 
private persons-look at the Watergate situation. 
This is the classic that will end up being the classic 
of all times. 

But here again the law fails in that-look at the 
penalties put on the people who pleaded guilty or 
were convicted on this. They got a slap on the wrist 
for a few months and walked out of the door. 

MS. SHIENTAG: Thank you, Mr. Holcomb. We 
are concerned with the licensing suggestion you 
made. I don't think that would relate to Watergate. 

Do you think that a new agency specifically 
designed to deal with all the advances in the state 
of the art-even before 1968 but certainly since 
then-might be a useful alternative to the licensing 
proposal that you expect to send us? 

MR. BOLCOMB: No, Ma'am. I think we have 
too many agencies now. 1 would much rather see an 
agency that has a track record and a performance 
behind them, which I think A TF has. 

MS. fsHIENTAG: ATF and the Treasury? 
MR. HOLCOMB: A TF has a track record and if 

you look at what they have been able to do in the 
automatic weapons field-and there are so many 
similarities-I think they could well manage under 
a law that would be definitive. 

MS. SHIENT AG: Thank you, Mr. Holcomb. 
CHAIRMAN ERICKSON: Thank you, Judge. 
Professor Blakey. 
PROFESSOR BLAKEY: Mr. Chairman, in light 

of the late hour, I don't think I will address 
questions to any of the witnesses. I would, however, 
like to express a general feeling I have, having 
listened to what they have had to say. 

Frankly, I am troubled by responsible manufac~ 
turers engaging in training of officers who have no 
legitimate need for the activity that they are trained 
in. It seems to me that borders on irresponsibility. 

I am very troubled by what I see as a "hear no 
evil, speak no evil" attitude about the sale of 
devices primarily useful for surreptitious intercep
tion of communications to police officers in states 
that have no authorizing statutes. 

You have all testified that you make an effort to 
determine whether people are police officers and I 
think that is a move in the right direction, but it 
seems to me you could make some reasonable ef
fort to determine what the laws of the states are; 
and that if there is no law whatsoever, in a particu
lar state that is not too difficult to determine. 

And frankly, I am not impressed when you sug~ 
gest that devices designed for surreptitious surve\l
lance may also be used for one-party-consent sur
veillance. I think that is stretChing it a bit. When I 



look at some of the kind of devices some or all of 
you have been selling to states, no reasonable man 
would buy that device with an idea of using it for 
one-party interception situations. And it seems to 
me that that fact is transparent. 

Finally, I would hope that as a result of these 
hearings you would go home and speak with your 
lawyers and reconsider your policy. 

It seems to me if you are not violating the law 
you are treading on the outer edges extremely 
closely. 

CHAIRMAN ERICKSON: Thank you, Professor 
Blakey. 

I might say, gentlemen, that the Commission is 
deeply indebted to you. 

Mr. Hershman, you have a closing statement to 
make and upon that statement being made we will 
take a brief recess and then go immediately into the 
display of electronic surveillance equipment and 
take Mr. Bragan's testimony somewhat later. 

Mr. Hershman. 
MR. HERSHMAN: Just for the purpose of 

clarification before the Commission, I would like to 
add that Mr. Morrissey is no longer connected with 
B.R. Fox, a company which is now defunct ar d has 
been out of business since 1974. Mr. Morrissey has 
aided the Commission immeasurably and has pro
vided to us records of the sales of B.R. Fox when he 
was affiliated with it. 

I would add that we have found no abuses in the 
method of operating B.R. Fox when he was manag
ing it. 

Thank you. 
CHAIRMAN ERICKSON: Gentlemen, am 

again very grateful for what you have done for the 
Commission. I hope that the testimony that you 
have offered will result in the improvement of the 
law relating to electronic surveillance and wire
tapping. 

Thank you again. 
We will be in recess for five minutes. 
[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: Ladies and gent-

lemen, may we reconvene? 
At this time we will present a demonstration and 

display of electronic surveillance equipment. 
The presentation will be by two gentlemen who 

have been working with the Commission. 
Mr. VanDewerker is General Manager, Systems 

Division, Ashby & Associates, and is currently con
ducting a state of the art study of electronic surveil
lance for the Commission. 

[Material on display equipment follows.] 

DESCRIPTION OF ELECTi<ONIC SURVEILLANCE 
EQUIPMENT TO BE DISPLAYED 

Tri-Tap Transmitter - A room transmitter built into a tri-tap 
plug which can be plugged into any AC outlet. This transmitter 
is activated by the AC line and voices up to thirty feet away can 
be transmitted to a receiver up to a distance of five hundred 
feet. 

Drop-in Telephone Mouthpiece Transmitter - Replaces the stan
dard mouthpiece microphone, and will transmit both sides of the 
telephone conversation. The device is self-powered and can be 
installed in 5 seconds. 

Infinity Transmitter (Harmonica Bug) - The device is secreted 
in the base of a telephone using a two wire connection. 
Thereafter, subject's phone can be dialed and the device ac
tivated by a pocket-sized tone generator. The telephone will not 
ring and the tone will connect a high gain microphone amplifier 
to the telephone line, thereby allowing audio surveillance of all 
room sounds within a radius of 30 feet of subject's phone. The 
device is deactivated by hanging up the telephone from which 
the subject's number was dialed. 

Automatic Telephone Line Intercept - A wired telephone inter
cept device which allows for interception of room as well as 
telephone conversations. Requires modification of telephone in
strument and is installed anywhere between the telephone and 
central office. 

Light Beam Transmitter - A narrow beam invisible light source 
which converts sound energy to an optical signal which is then 
transmitted to a suitably located detector. Generally, the detec
tor (receiver) must be located in line of sight with the trans
mitter. The device is powered by an AC line. 

Carrier Currel'l[ Transmitter - A miniature transmitter, 
powered by an AC power line, which converts sound energy to 
electrical energy. This energy is passed along the power line to a 
receiver. Picks up conversations at 50 feet and transmits them 
up to great distances. 

Vehicle Tailing System - An intermittent pulse transmitter 
which is designed for magnetic attachment to a vehicle. This 
device transmits a signal which allows for tailing the vehicle. Nut 
designed for interception of oral or wire communications. 

Sub-Miniature Microphone and Control Box- An ultra-minia
ture microphone with integrated preamplifier which monitors 
room conversations and transmits them using existing electrical 
or telephone lines. Operative for distances up to 25 miles, the 
device is controlled remotely and can be deactivated from the 
listening end. 

Miniature Drop Transmitter - A miniature transmitter designed 
to be dropped in a room, placed in furniture, or stuck on the 
wall. Powered by a 9-volt battery, the transmitter will give ap
proximately 18 hours of continuous transmission. 

Telephone Slave Unit - Provides monitoring of a telephone 
line, or a room bug, from any remote location by dialing a 
number (line 1) to which one side of the slave is connected. The 
slave switches the caller from line I to whatever is connected to 
the other side of the slave, usually the subject's telephone line 
(line 2). This allows for the monitoring of all conversations on 
line 2. Long distance unattended coverage can be obtained by 
using a voice actuated circuit. 

Remote Tone, Ictivation Kit - Provides for remote activation of 
transmitters. 

The above equipment has been furnished by: 
Bell & Howell Communications Company 
Martin Kaiser, Inc. 
Michael J. Morrissey 
Security Specialists, Inc. 
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Aspirin Tablet Transmilter - This particular transmitter is a 
self-excited FM transmitter tunable over the frequency range of 
75-l50MHz. It is practical to include' a power amplifier in the 
same package with different fabrication techniques. 

The power output is approximately 0.3 milliwats with a l.35 
volt battery and has a range of 2-3 blocks. Stacking a second cell 
in series will give a power output of approximately 2 milliwatts 
and a range of about 1/2 mile. 

The transmitter was originally designed to be ingestible for the 
tracking of people, together with an ingestible receiver, for pur
poses of foiling kidnappers. 

A separate RF package also accompanies the operable unit to 
show the physical size. Components are extremely tiny and well 
fabricated. One of the internal inductors is wound with 15 turns 
of No. 54 wire (.0007 inch diameter, about 1/5 the diameter of a 
human hair. The toroidal core is abcut the size of the head of a 
straight pin.) It will be noticed that a miniscule hole exists 
through the package. This is the hole through which a plastic 
broom-straw can be used to move an internal core for adjusting 
the operating carrier frequency. 

Postage Stamp Transmitter - This particular transmitter is a 
mUltipurpose device. It can be used over the frequency range of 
85-140MHz. It's power output can be adusted from 0.5 Mil
liwatts to 25 milliwatts depending upon the battery voltage ap
plied, and the type of modulation impressed. 

It will be noticed that a pair of the pins are shorted. In this 
condition, the unit is self-excited. Removal of the short and the 
substitution of a crystal results in a crystal controlled trans
mitter. Again, two small holes can be noticed through the case. 
The first is for the tuning of the oscillator, and the second is for 
tuning the power amplifier to resonanc;;:. The remaining pins are 
for the microphone attachment, power connection, and antenna. 

This unit is unique in that it can be used for conventional con
tinuous carrier FM modulation, or pulsed with two microsecond 
wide pulses for data transmission. 

Tracking Transmitter - Designed primarily for tracking, this 
transmitter is rather unique in that it will function for several 
months from a small battery pack, yet generates an output 
power in excess of one watt. Designed for minimum power con
sumption, the unit is pulse modulated. 

The unit is comprised of two assemblies, the smaller contain
ing all of the RF circuitry, and the larger containing the modula
tor. 

Several terminals are visible on the side of the modulator, al
lowing a selection of the number of pulses in a pulse group, and 
also allowing a setting of the time interval between pulse groups 
e.g. you can select one, two, or three pulses in a group, and vary 
the time interval between groups from three seconds to thirteen 
seconds. 

The ( ..lmposite transmitter is modularized to allow substituf:ion 
of different types of modulators. Thus, it is possible by substitut
ing a coded modulator, to endow the transmitter with an 
equivalent power output in excess of 2000 watts. 

The unit is crystal controlled. 
Microwave Transmitter - This transmitter is a brassboard ex

perimental transmitter consisting of an oscillator and power am
plifier. It's carrier frequency is 1420 MHz. Power output is 100 
milliwatts peak power, Antenna length is 5 inches. The unit is 
pulse modulated with 1 microsecond pulse width. Applicable to 
the transmission of data, or voice modulated. 

CHAIRMAN ERICKSON: Mr. Fahy has been 
working as a consultant for the Commission in the 
southern states since 1974. 

[Whereupon, John S. VanDewerker arid James 
T. Fahy were duly sworn by the Chairman.] 

CHAIRMAN ERICKSON: At this time I call 
upon Mr. Hershman. 

TESTIMONY OF JAMES T. FAHY, 
CONSULTANT, NATIONAL WIRETAP 
COMMISSION; AND JOHN S. 
VANDEWERKER, GENERAL 
MANAGER, SYSTEMS DIVISION, 
ASHBY & ASSOCIATES 

MR. HERSHMAN: Mr. Fahy, I wonder if you 
would lead off with the first piece of equipment and 
explain the nomenclature and how it operates. 

MR. FAHY: This (indicating) is what is com
monly referred to as a drop-in transmitter. It is the 
shape, size, and color of the one that is in the 
mouthpiece of the telephone. In actual operation 
the transmitter of the telephone is taken out and 
replaced with the' drop-in transmitter which will 
broadcast both sides of the conversation being con
ducted on the telephone. 

r would like to demonstrate this to you. 
MR. HERSHMAN: Would you show us please, 

Mr. Fahy, the similarity between the drop-in trans
mitter and the telephone mouthpiece. 

MR. FAHY: This (indicating) is the actual 
mouthpiece of the telephone, and this (indicating) 
is the drop-in transmitter. 

MR. HERSHMAN: Will you hold that up so the 
Commission can see it, Mr. Fahy. 

MR. FAHY: That (indicating) is the drop-in 
transmitter and this (indicating) is the one from the 
telephone. 

MR. HERSHMAN: So there is actually little 
physical difference between the two; is that cor
rect? 

MR. FAHY: That is correct. This ordinarily takes 
less than five minutes to implant into the telephone. 

We have set up over there a portable radio 
receiver which will be able to pick up this transmis
sion. 

I am going to dial the local weather in the 
Washington area. 

And at the same time I can be speaking into the 
telephone and both sides of the conversation will be 
broadcast through the air and received at a remote 
location. 

MR. HERSHMAN: So if this device is implanted 
in a telephone, as soon as the individual picks up 
the phone, begins dialing and has his conversation, 
both sides of the conversation are recorded? 

MR. FAHY: Yes, sir, that is correct. 
MR. HERSHMAN: And is that device sending a 

radio frequency signal? 
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MR. FAHY: It is a radio frequency signal and the 
power supply is supplied by the telephone line, it
self. There is no battery installed so the de vice will 
function almost indefinitely. 

MR. HERSHMAN: So there is no need to return 
for maintenance of the device; is that correct? 

MR. FAHY: No, sir, once it is installed, it works 
almost indefinitely. 

MR. HERSHMAN: To what distance will that 
transmit? 

MR. FAHY: [n this configuration there is no 
transmitting antenna so the range is quite limited. I 
would say a block to a block and a half away. 

MR. HERSHMAN: Would you consider that, Mr. 
Fahy, to be a sophisticated device among those 
which are today commercially available? 

MR. FAHY: No, I wouldn't consider it so
phisticated, sir. 

MR. HERSHMAN: Is that more apt to be used in 
the private sector by individuals engaging in 
domestic espionage or industrial espionage? 

MR. FAHY: Yes, I believe that would be the 
prime market for it. 

MR. HERSHMAN: Do you have any idea what 
something like that would cost, Mr. Fahy? 

MR. FAHY: They range approximately from 
$200 to $500, depending on the manufacturer. 

MR. HERSHMAN: And would it be difficult with 
the proper components for a non-technical in
dividual to build one of those (indicating)? 

MR. FAHY: For a non-technical individual? No, 
he would have quite a problem putting it together. 
It is miniature circuitry and must be confined 
within the same area the original transmitter fits 
into. 

MR. HERSHMAN: And as we can all see, the in
stallation time is relatively fast. 

MR. FAHY: The installation time would be a 
matter of a minute or two. 

MR. HERSHMAN: How difficult would that be 
to detect using counter-measure methods? 

MR. FAHY: It can be readily detected. 
MR. HERSHMAN: Can it be detected by visual 

inspection? 
MR. FAHY: Yes, it can. 
MR. HERSHMAN: Can you tell us what some of 

the characteristics are which distinguish it from the 
ordinary mouthpiece? 

MR. FAHY: Primarily-I am having a little 
problem with it already in that it is difficult to get 
out of the case once it has been implanted. The 
original transmitter drops right out. This one some
times has to be pried out. 

On the bottom of the drop-in device, you will 
notice it is quite a bit thicker than the original 
transmitter (indicating). 

On the surface they are very similar but (m tile 
back side there is quite a difference between them 
(indicating). 

MR. HERSHMAN: Mr. Fahy, you have quite a 
number of years of experience, being a retired New 
York City police officer. Tell me how long have 
these devices been available in the United States? 

MR. FAHY: To the best of my knowledge, this 
drop-in device has been available for at least ten 
years. 

MR. HERSHMAN: Thank you. 
Would you go to the next device, please. 
MR. FAHY: On the next device we do have a 

chart made up here, if you will just give me a mo
ment to get the proper one out. 

The first device that we have charted here is 
what is referred to as a Slave Unit. 

MR. HERSHMAN: Mr. Fahy, could you swing 
your chart this way a little bit so Chief Andersen 
can see it. 

MR. FAHY: Can you all see that? 
MR. HERSHMAN: Yes, thank you. 
MR. FAHY' This is the actual device 

(indicating). I,s .. ':nentioned, it is referred to as a 
Slave Unit. Its purpose is to connect one telephone 
line to another telephone line. 

On our chart here we have displayed the subject 
telephone or the target telephone, the green line 
(indicating) being the existing telephone line 
running from the central office up to the sub
scriber's home. 

This (indicating) is what is called a terminal box. 
Here (indicating) are what are called binding posts 
that the actual telephone lines are connected to. 

For the installation of the Slave Unit, it is neces
sary to have either a leased or friendly telephone 
line, said line being used to interrogate the subject's 
line. 

The Slave Unit is attached between the subject's 
line and the leased or friendly line. 

This brings us up to the termination of the leased 
or friendly line (indicating), where the listening 
post is established. 

From anywhere in the country or possibly from 
anywhere in the world, what is required for the man 
to eavesdrop on this phone is to call the number as
signed to this leased or friend.ly line. Upon calling, 
the Slave Unit automatically switches over all of the 
conversations, be they room or telephone, along 
the leased line and back to this phone which can be 
placed anywhere in the country or the world. And 
of course recording is possible at that location. 

MR. HERSHMAN: This device has not only the 
capability of recording te:ephone conversations but 
room conversations as well? 
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MR. FAHY: Yes. If a voice pick-up device had 
been implanted in the room it is definitely possible 
to monitor and record the conversation. 

MR. HERSHMAN: Where would this be at
tached, the remote Slave Unit? 

MR. FAHY: It must be attached somewhere in 
the terminal box so it can be attached to the leased 
or friendly line, and also to the subject's line at this 
location. 

MR. HERSHMAN: And this means you can have 
a listening post virtualIy any place in the country; is 
that correct? 

MR. FAHY: That is correct. 
MR. HERSHMAN: And once you dial the sub

ject's phone it opens up the circuits and enables 
you to monitor the conversations? 

MR. F AHY: Yes. It can be done at random for a 
sampling of the conversation or it can be main
tained continually. 

MR. HERSHMAN: What does this device cost? 
MR. FAHY: It starts at $200, anywhere up to 

$500, depending on sophistication. 
MR. HERSHMAN: What is the length of installa

tion time? 
MR. FAHY: It would depend on how readily a 

leased or friendly line would be found in this area 
(indicating). The actual hook-up could be 
anywhere between two to five minutes. 

MR. HERSHMAN: Would you need cooperation 
from the telephone company to insta\1 one of these 
devices? 

MR. FAHY: Possibly with the obtaining of a 
leased line, yes. 

MR. HERSHMAN: Would you te\1 us what a 
leased line is? 

MR. FAHY: It is a line that is not used ordinarily 
in a cable and it is similar to an off-premise exten
sion. The leased line is rented by the telephone 
company to the subscriber who usualIy pays a mile
age charge on it, costing the user so much per mile. 

MR. HERSHMAN: Is this a relatively so
phisticated device, sir? 

MR. FAHY: To some degree, yes, sir. 
MR. HERSHMAN: Do you find it is more 

adaptable to use in law enforcement or in the 
private sector? 

MR. F AHY: I would say it would be more 
adaptable in law enforcement. 

MR. HERSHMAN: Mr. Fahy, if in fact you do 
connect your own line to the terminals, how do you 
determine what the pair and cable number is? 

MR. FAHY: That requires some previous 
background in telephone work. You do have to 
know at this location where the termination of the 
existing telephone line is which serves the subject 
of the intercept. 

MR. HERSHMAN: You can, however, detertnine 
the correct line, the pair and cable line without 
getting that information from the telephone com
pany; is that correct? 

MR. FAHY: Yes, sir. 
MR. HERSHMAN: Can you te\1 us what the 

method of doing that is? 
MR. FAHY: Yes, there are many ways to do it. If 

you have what is called a telephone company test 
set you would know the subject's number, because 
that is going to be your target. You would be aware 
of his number. If we enter this terminal box 
(indicating) or cross box, and went across the pairs 
in here (indicating), and rang that number to get 
what is ca\1ed the busy back or dial the operator as 
a repairman and find what line we are coming up 
on, it would be quite easy to determine what pair in 
that box it was that we were interested in. 

MR. HERSHMAN: If you didn't have that 
lineman's handset, is there another method of 
shorting the terminals to determine? 

MR. F AHY: Yes, there is. 
MR. HERSHMAN: And how does that work? 
MR. FAHY: You would still have to know the 

number. You could get on another working line in 
the same cross box, dial the subject's number, and 
run rapidly down the terminals with a tool or a 
coin. Upon shorting the subject's terminals with the 
tool or coin a loud click would be heard in the test 
set earpiece. 

MR. HERSHMAN: I see. And is there any dif
ficulty in determining which terminal box the pair 
exists in? 

MR. FAHY: Not to any degree. Ordinarily you 
would go possibly to the closest one in the proximi
ty of the subject. 

From there there is a great possibility, also, of 
going out to other locations, anywhere between the 
subject's line and the central office serving this 
area. 

MR. HERSHMAN: In other words, that same 
pair has a multiple appearance at another location? 

MR. FAHY: Yes, many have at least two or three 
appearances. 

MR. HERSHMAN: So it is not necessary to make 
the connection within the building that the 
telephone is located in? 

MR. FAHY: No, sir, it could be many blocks 
away. 

MR. HERSHMAN: Mr. Fahy, does this device 
implant any interference on the line so the subject 
might become aware that he is being listened to? 

MR. FAHY: No, sir, there is no interference 
placed on the line with the Slave Unit. 

MR. HERSHMAN: How difficult is it to detect if 
you were looking for it? 
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MR. FAHY: It would be readily detectable with 
fairly sophisticated counter-measures. 

MR. HERSHMAN: Would it be detectable by 
visual inspection? 

MR. FAHY: If you could examine the entire in
terior of this box (indicating), yes. But it is possible 
due to its small size to be secreted behind a large 
cable or bundle of wires. 

MR. HERSHMAN: Thank you. 
Would you go on to the next piece of equipment, 

please. 
MR. V ANDEWERKER: The next device is the 

automatic telephone line intercept. 
This particular system is used in conjunction with 

a modified telephone instrument, and requires ac
cess to the premises by the eavesdropper and some 
limited disassembly of the telephone. 

Normally this includes just the removal of the 
telephone case and the installation of a small, readi
ly available electronic component or the simple 
movement of a wire internal to the instrument. 

What this does in effect is by-pass the hook 
switch contained within the instrument. This switch 
is activated when the button is depressed and the 
receiver is in the normal hung-up position. 

Once this switch is by-passed, room audio can 
pass through the telephone out onto the telephone 
lines. To retrieve the audio signals requires access 
to the telephone pair in a manner similar to the 
device just described. This access may come at a 
terminal box or at the exterior of a buiding and 
does require the identification of the target pair of 
the telephone. 

Once this pair is located, this particular piece of 
equipment is inserted in serial with the line, such 
that the eavesdropper can monitor the room con
versation, yet, when an incoming telephone call 
comes in on these lines, the device will alert the 
eavesdropper and connect the incoming ring to the 
telephone instrument so there is not any alerting of 
the suspect. 

MR. HERSHMAN: And, Mr. VanDewerker, 
what you are telling us, then, is that this device, 
once hooked up, will monitor all room conversa
tions while the receiver is in the down position on 
the phone; is that correct? 

MR. VANDEWERKER: Yes, sir, that is correct. 
MR. HERSHMAN: What happens if the receiver 

is picked up? 
MR. V ANDEWERKER: If the compromise or 

the telephone modification is designed to exploit 
the talk pair of the telephone, that is, the normal 
pair which is used for the passage of telephone 
communications, then the eavesdropper might well 
be able to record and monitor the telephone con
versation similar to the tap practices. 

MR. HERSHMAN: Now, the piece of equipment 
that is necessary inside the telephone-does this 
look like any other piece of equipment inside your 
telephone? 

MR. V ANDEWERKER: The internal installation 
of a compromise component might appear in vari
ous forms. The simple movement of a wire, as in 
the case of a third-wire modification, would not be 
recognizable by the casual observer or even, in 
many cases, by the skilled observer. 

However, some components might be so small, 
that is, the size of the head of a pin or a match 
head, that they could be easily concealed within the 
inner workings of the telephone instrument. They 
would not be readily apparent and frequently it is 
necessary to x-ray the instrument to determine if 
there has been a small device placed internal to the 
instrument. 

The small device I am referring to could be 
anything from a diode or a small neon bulb or a sil
icone-controlled rectifier. These terms are all com
mon to the lay technician and certainly readily 
available from radio-TV shops for a nominal cost, 
frequently less than $1. 

MR. HERSHMAN: How long would it take to in
stall a device of this nature? 

MR. V ANDEWERKER: With some practice it 
might only require the matter of a few minutes to 
install this device. 

However, without practice it might take quite a 
lengthy period of time. The installer does have to 
remove the cover from the telephone instrument 
and identify the proper wires. On a single-line in
strument it is relatively simple and straightforward. 
However, in the complex multi-button telephones 
used frequently in business offices nowadays the 
cable bundle exiting has 50 wires which can give 
the combination of 1200 pairs. So the installer 
would have to have knowledge of the pair he 
wished to use, and knowledge of the internal 
system, before he made the installation. But once 
he had this it might still take less than five minutes 
for an installation. 

MR. HERSHMAN: This device is powered by the 
current in the telephone system, sir? 

MR. V ANDEWERKER: This device at the op
tion of the eavesdropper mayor may not be 
powered by the telephone line current. This par
ticular one displayed today (indicating) does not 
use telephone line current. It has a self-contained 
battery which will provide the current necessary to 
activate the telephone. Thus, the telephone com
pany is not alerted by an unusual power drain from 
their system by the manipulated telephone. 

MR. HERSHMAN: This passes the oral commu
nications down the wire and it is picked off of the 
wire; is that correct, sir? 
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MR. V ANDEWERKER: That is correct. 
MR. HERSHMAN: How far a distance can you 

be from the subject's phone to receive these com
munications? 

MR. VANDEWERKER: You are essentially only 
limited by the distance between the target phone 
and the first switching station or central office. In 
some cases it may be several miles between an in
strument and a local switching station. 

However, in a larger system where the central of
fice is located, for example in New York City, 
many large companies share a central office, a lo
calized office, and the installation would have to be 
made between that point and the telephone instru
ment, itself. 

However, with the addition of a radio transmitter 
to the telephone line pair, the audio present on the 
telephone line pair might be transmitted to any 
distance whatsoever. 

MR. HERSHMAN: Now, if this device is in
stalled correctly, can you tell us what the quality of 
the audio received would be? 

MR. VANDEWERKER: Yes. The quality is very 
excellent in most cases where the mouthpiece is 
used. I can quantify it somewhat. In normal use the 
telephone mouthpiece draws perhaps 50 milliam
peres of current and a normal intercept of this type 
might draw only one-half or one-hundredth of that 
amount of current, yet the quality of audio 
produced is very good. The mouthpiece of the 
telephone has been refined and developed over the 
years to be rugged, reliable, and sensitive, and with 
that amount of current passing through this instru
ment this telephone could readily retrieve any 
audio present in this room today. 

MR. HERSHMAN: And what does a device like 
this cost, Mr. VanDewerker, approximately? 

MR. V ANDEWERKER: The component or com
ponents required for the modification of the 
telephone might cost one or two dollars. The actual 
device for retrieving the audio amplifier, and per
haps an alerting light to indicate when there is an 
incoming ring, plus a throwswitch to allow the 
eavesdropper to connect an incoming call to the 
target telephone. In this way he would not alert any 
incoming callers or the target. 

So, cumulating the cost of these components you 
might readily be expected to produce this system 
for less than $50, if you were to design it and 
choose your own devices. 

MR. HERSHMAN: Is this device more apt to be 
used in the private sector, would you say? 

MR. V ANDEWERKER: The modification of the 
telephone instrument is not widely known or un
derstood by the private sector. It is understood to 
some extent by law enforcement organizations. The 

private sector is somewhat confused by the term 
"bugging" of the telephone, and you see conflicts 
in the literature which describe a modified 
telephone as a bugged telephone, which also 
describes the implant of a mouthpiece transmitter. 

This device (indicating), the mouthpiece trans
mitter, is an RF tap. The other is a room trans
mitter device. That is its primary purpose. How
ever, as I said, if the talk pair is used, it also may 
double as a wiretap device. 

MR. HERSHMAN: And how long would it take 
for an experienced countermeasure technician, a 
debugger, say, to discover this system? 

MR. V ANDEWERKER: This particular system 
on display today would be relatively easy to detect 
by a competent countermeasures expert. 

Now, the difficulty arises when the eavesdropper ., 
is clever enough to use various voltage-actuated or 
switching devices, so discovering their presence 
requires a stimulating signal on the telephone line 
to activate the device. 

MR. HERSHMAN: Thank you. Can we go on to 
the next device. 

Before we leave that particular device, is it 
reasonable to assume that this device could nor
malIy be used for the monitoring of one-party con
sent conversations? 

MH. V ANDEWERKER: Not normally. I would 
guess in given situations where a telephone instru
ment might be installed in an area, it might be 
required as a cover device, for example, in a situa
tion wI ere two individuals were talking. 

MR. HERSHMAN: Let me ask you this, Mr. 
VanDewerker: Are there better devices to use for 
one-part.? consent than this one? 

MR. V ANDEWERKER: Yes, there are. 
MR. HERSHMAN: Would you pay that amount 

of money for a device like this in order to use it for 
consensual monitoring? 

MR. V ANDEWERKER: The amount of money 
involved in this type of penetration technique is ac
tually very small and it might be a reason to use this 
technique as compared to perhaps some others. 

MR. HERSHMAN: But if it was being purchased 
from a commercial manufacturer, would this com
pare in quality and effectiveness to your devices 
which are more designed for one-party consent 
monitoring? 

MR. V ANDEWERKER: No, sir, I think there are 
a number of technically less sophisticated ways that 
would be much more practical to install and use. 

MR. HERSHMAN: So what you are saying is 
there is no doubt that this particular device-and I 
think we can safely say the Slave Unit, also-is 
primarily useful for the surreptitious interception of 
wire and oral communicaHons? 

MR. V ANDEWERKER: Yes, sir. 
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MR. HERSHMAN: And would you say that it 
would be a wise use of funds by a police depart
ment to purchase this for use in one-party consent 
monitoring? 

MR. V ANDEWERKER: No, sir. 
MR. HERSHMAN: Thank you. 
Could we go on to the next device, please. 
MR. FAHY: Our next device is called the har

monica bug or infinity transmitter. 
The original devices made were activated by a 

small harmonica, a single-note harmonica, and that 
is where the name "harmonica bug" comes from. 

This is, as you will notice, a small imported har
monica with a piece of tape around it with the ex
ception of one of the notes. And that note is used 
for activation of the device. 

If we refer to the chart over here (indicating) you 
will note there are two alligator clips coming out of 
the infinity transmitter. These clips are attached to 
the telephone line at any location within the 
premises. The telephone line goes into the central 
office. The phone will operate normally. It does 
take a little bit of current to operate the infinity 
transmitter. There may be a slight reduction in 
volume level, ordinarily not noticed by the target. 

If we have our harmonica with a single note at 
any remote activation place, we can trigger the in
finity transmitter on. 

These are made in several configurations. One 
configuration will interrupt the ring, so should the 
infinity transmitter be located in the premises, the 
monitoring person calls that premise, activates the 
tone generator or the harmonica and the phone will 
not ring in the premises but it will automatically 
switch the infinity transmitter on, which brings 
back over the telephone lines all the room conver
sations going on in the area in which it is implanted. 

We would like to give you a demonstration of 
this. 

We have two instruments over here. 
We only have a small table here but the distance 

between the two instruments can be infinite. They 
don't have to be in close proximity or be installed 
within the same central office locatbn. 

The device that we have here is the type that you 
must call to the other phone first, possibly as a 
wrong number call. When the phone is hung up on 
the far side, by applying this tone generator or har
monica to the mouthpiece of this telephone 
(indicating), it automatically locks that line up, 
turns on the infinity transmitter and all the room 
conversations coming from that area are heard over 
this telephone. Of course, we cou\(,', have tape 
recording capability on the monitoring side. 

You will notice the phone will ring; John will 
pick it up. 

MR. HERSHMAN: This is the type device that 
rings the phone as opposed to the one where you 
will cut off the ring before it even sounds? 

MR. FAHY: Yes, sir, there are two configura
tions. This (indicating) cuts off the ring. Im
mediately after returning the receiver to the cradle 
I will activate the harmonica bug by blowing the 
one tone into the transmitter (demonstrating). 

The infinity transmitter just turned on. I will try 
to demonstrate how effective it is by holding it next 
to the microphone. 

MR. HERSHMAN: So, in other words, any con
versation in that part of the room will be picked up 
by the telephone? 

MR. FAHY: It is coming over this, yes, sir. 
MR. HERSHMAN: And this is a device specifi

cally used for the interception of oral communica
tions within a room, is that correct? 

MR. FAHY: That is correct. It has currently been 
advertised as a burglar alarm system. 

MR. HERSHMAN: This is the device that is cur
rently on the market as a burglar alarm system? 

MR. FAHY: Yes. 
MR. HERSHMAN: Would you explain how it is 

advertised? 
MR. FAHY: It is being advertised to the public as 

a means of being sure your home is secure when 
you are away by implanting the infinity transmitter 
and from a remote location activating it to deter
mine if there are any noises in your premises. 

MR. HERSHMAN: They advertise you are able 
to catch a burglar in the process? 

MR. FAHY: Yes. 
MR. HERSHMAN: And you are supposed to call 

at just the right time when he is in the room where 
the device is and hear his activities? 

MR. FAHY: Yes, hoping he will be making some 
noise. 

MR. HERSHMAN: Are there better burglar 
alarms on the market than that, sir? 

MR. FAHY: Yes. 
MR. HERSHMAN: So would you say this offer of 

the infinity transmitter as a burglar alarm is a guise 
for-

MR. FAHY: Yes, I consider it a farce. 
MR. HERSHMAN: Mr. Fahy, if an individual de

cides to make an outgoing call-
MR. FAHY: One problem is that this device 

holds the line open. Should somebody try to call 
the line, they would receive a busy signal. Should 
the subject attempt to make an outgoing call, you 
could deactivate the monitoring device by returning 
the receiver to the cradle on the monitoring side. 

MR. HERSHMAN: Mr. Fahy, you have had 20 
years' experience and I notice they were spent with 
the Organized Crime Section of the New Y,ork Po-
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lice Department. Have yoU ever had occasion to 
use an infinity transmitter? 

MR. FAHY: No, sir. 
MR. HERSHMAN: May I ask why? 
MR. FAHY: The limitations, as we discussed be

fore. It does lock the telephone line up. 
For any extensive monitoring, the instrument 

where it is installed can't receive incoming calls or 
make outgoing calls. 

MR. HERSHMAN: Would you consider it a use
ful device for monitoring one-party consent conver
sations? 

MR. FAHY: No, sir. . 
MR. HERSHMAN: So here again we are talking 

about a device used for interception of oral com
munications? 

MR. FAHY: Yes. 
MR. HERSHMAN: How sOphisticated would you 

consider this device? 
MR. FAHY: It is not sophisticated in that there 

are various ways of discovering it, but it is so
phisticated in the job it will do. 

MR. HERSHMAN: How much do they cost? 
MR. FAHY: Up to $600. 
MR. HERSHMAN: Can you call any place in the 

United States to the subject phone and monitor his 
conversations? 

MR. FAHY: Yes. 
MR. HERSHMAN: So if you lived in New York 

and I wanted to monitor your room conversations 
from California, I could do so? 

MR. FAHY: Yes, sir. 
MR. HERSHMAN: What is the length of time for 

installation '! 
MR. FAHY: It does require entry into the 

premises. It does not necessarily have to be in
staIled in or near the phone. It can be attached 
anywhere across the telephone lines within the 
premises. There is no battery requirement sCI it 
doesn't require reentry to change the battery. 

MR. HERSHMAN: It is powered off the 
telephone current? 

MR. FAHY: Yes. 
MR. HERSHMAN: All right, could we go on to 

the next device, please. 
MR. FAHY: This is out Tri-tap transmitter. As 

you note, it looks similar to something you buy in a 
hardware store to plug into your AC outlet to give 
you three additional outlets. However, this has been 
modified by being taken apart and an RF trans
mitter being placed in it with two small holes used 
for audio pick up (indicating). 

When this is placed into an AC line it effectively 
will transmit through the air a radio signal to any 
receiver in the area which is set on the same 
frequency. 

MR. HERSHMAN: I assume this is installed in a 
room to monitor the room conversations? 

MR. F AHY: That is correct. Weare now getting 
our room conversations over the receiver. 

MR. FAHY: Yes. It looks like an ordinary socket 
that can be purchased in a hardware store or elec
trical store. 

MR. HERSHMAN: What does something like 
that cost, Mr. Fahy? 

MR. FAHY: These cost $500. 
MR. HERSHMAN: And how far can that broad

cast? 
MR. FAHY; Again, this has no radiating antenna 

so the range is limited. I would say a block to a 
block and a half. 

MR. HERSHMAN: What would be the installa
tion time? 

MR. FAHY: As fast as it takes to get the device 
plugged into an A.C. outlet. 

MR. HERSHMAN: You would have to be certain 
that that matched the interior of the room; is that 
correct? 

MR. F AHY: Yes, to some degree. It is a real fast 
installation. 

MR. HERSHMAN: But visual inspection by an 
ordinary individual would not reveal that that is 
anything other than a wall socket? 

MR. FAHY: No, sir. It even has the manufac
turer's name on it. It is available in any hardware 
store. 

MR. HERSHMAN: How would a knowledgeable 
individual determine that that was not the real 
thing? 

MR. F AHY: If he had a radio receiver that was 
set on the same frequency as ~he device he would 
get a whistle or feedback. 

MR. HERSHMAN: There is no need to return to 
change batteries? 

MR. FAHY: No. Once it is plugged in, that is all. 
MR. HERSHMAN: And all you need at the other 

end is an FM receiver? 
MR. FAHY: That is correct. 
MR. HERSHMAN: And can an FM receiver 

simply be a modified radio purchased on the mar
ket today? 

MR. FAHY: Yes. 
MR. HERSHMAN: Mr. Fahy, would it be 

economical to use that for monitoring one-party
consent situations? 

MR. FAHY: I have heard of this device being 
used for a protection situation, possibly for agent 
protection in a narcotics buy-placed in a motel 
room for officers to monitor nearby to be sure he is 
not getting into troub~e. 

MR. HERSHMAN: Would it be well advised to 
use that other than other one-party consent 
devices? 

1269 



MR. FAHY: At close range I would say yes. 
MR. HERSHMAN: :Thank you. 
Could we go on to the next device, please. 
MR. V ANDEWERKER: Mr. Hershman, next we 

have a series of radio transmitters J would like to 
describe. 

The largest transmitter is an example of what we 
call a drop-in or quick-plant device. What thiz 
means is that it is relatively small and can be easily 
carried into an area to be surveilled. It operates 
normally under battery power. And once im
planted, a device such as this one (indicating) 
would operate for two to three days, up to a week, 
depending on power output. 

MR. HERSHMAN: Would you hold it up so the 
Commission can see it? 

MR. VANDEWERKER: Yes. 
MR. HERSHMAN: Thank you. 
MR. V ANDEWERKER: This particular trans

mitter is unlike the others in one respect, in that it 
has a voice-actuated relay contained internally. 
This allows for battery conservation since it does 
not radiate or transmit unless there is audio present 
in the premises. In that case a transmitter might last 
for several weeks if it is planted in an office where 
there is little conversation. 

MR. HERSHMAN: I see that is powered by a 
battery; is that correct? 

MR. VANDEWERKER: Yes, it is. 
MR. HERSHMAN: How long will that battery 

last? 
MR. V ANDEWERKER: This is again a function 

of how much on time this transmitter has. If it were 
on continuously it might transmit for one to two 
days. However, in an intermittent operation, such 
as in this room today, it would not transmit during 
the pauses of speech, and thereby conserve its ener
gy. In this situation it might last several weeks. 

MR. HERSHMAN: This is a room bug that can 
be hidden under furniture, behind furniture, or im
planted in a wall; is that correct? 

MR. VANDEWERKER: Exactly. It can be 
placed in the backs or cushions of furniture, inside 
walls upon removal of a power plate or switch out
let, or placed behind a picture frame. There are a 
number of ways this transmitter could be con
cealed, including artifacts, various lamps, electrical 
appliances and fixtures, whatever would be con
venient and fit the office decor. 

MR. HERSHMAN: What type of broadcasting 
range does ii have? 

MR. V ANDEWERKER: According to the manu
facturer, this transmitter will transmit up to one
half mile. It has a good antenna on it and if installed 
properly, not close to large metal objects, and the 
antenna is .allowed to extend its full length, and if 

the transmitter is operating in a relatively quiet en
vironment, it might be effective for this distance. 
However, in New York City where the ambient RF 
energy is high, the effective range might be only a 
traction of one city block. 

MR. HERSHMAN: And aside from visual detec
tion, how easily detectable is it by countermeasure 
means? 

MR. VANDEWERKER: This particular trans
mitter, because of its circuitry, might not be de
tected if there is no sound in the room at the time a 
countermeasures team were running through their 
sweep. However, because of its power output, if the 
transmitter is on at the particular time the counter
measures team were conducting their search, it 
would be readily detectable. 

MR. HERSHMAN: And how much does a device 
like that cost? 

MR. V ANDEWERKER: Devices such as this 
might cost up to $700. 

MR. HERSHMAN: Thank you. 
Can we go on to the next device. 
MR. V ANDEWERKER: Certainly. The next 

transmitter is manufactured locally and is a good 
example of a basement manufacturer. This particu
lar transmitter is a microwave transmitter 
(indicating). It operates at 1,500 megaHertz, which 
is in the microwave region. It is above many field 
strength meters, and countermeasure receivers. It 
does have certain limitations in that it will not 
transmit through walls, building materials, 
concrete, etc. Therefore, it is usable principally in a 
line-of-sight application. A transmitter such as this 
could be used if it were implanted close to the ex
terior surface of a building, and shielding somewhat 
on the interior side to prevent detection. 

In this case, this small transmitter would be good 
for perhaps a quarter of a mile in a short range, 
line-of-sight situation. 

MR. HERSHMAN: What is the advantage of 
having a microwave transmitter over those :,'ou 
have just shown us? 

MR. V ANDEWERKER: It is less detectable by 
conventional countermeasures. The recelvmg 
equipment necessary is more sophisticated than 
that commonly used. The sniffer or fieldstrength 
measuring device frequently would pass up a device 
operating in this frequency range due to its lack of 
sensitivity operating in this higher frequency region. 

MR. HERSHMAN: Is the quality of communica
tions received better than those received in lower 
frequency bands? 

MR. VANDEWERKER: The quality of the com
munications can actually be better because of the 
lack of radio interference at these frequencies. The 
lower frequency transmitters frequently have to 
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compete with commercial broadcast transmitters 
emergency services and police communications: 
However, by moving up into the microwave spec
truI1!, the only thing to compete with is things such 
as alrcraft radar and these types of tran~missions. 

Therefore, in a short-range path, this transmitter 
could be put into a quiet portion of the spectrum 
and thereby transmit very good quality audio. 

And this is naturally one of the reasons that the 
telephone company, itself, uses microwaves across 
country of large amounts of information. 

MR. HERSHMAN: How is that device powered? 
MR. V ANDEWERKER: This particular device is 

battery powered. 
MR. HERSHMAN: And so its length of opera

tion would depend upon the battery, itself? 
,MR. V ANDEWERKER: That is correct. In many 

inS'\allations, if the size were not prohibitive, many 
batteries could be used to allow it to operate con
tinuously for a lengthy period of time, perhaps up 
to a month. However, if you add to this device a 
voice-controlled or voice-actuated power supply, 
the length of operation could be extended up to 
several months. 

MR. HERSHMAN: Do you consider that a so
phisticated device? 

MR. V ANDEWERKER: I consider this a fairly 
sophisticated device from the standpoint of its small 
size and frequency of operation. 

MR. HERSHMAN: Would you expect that to be 
a device which is used ill the private sector by, say. 
private ;nvestigators or other individuals engaged in 
illegal wiretapping or electronic surveillance? 

MR. V ANDEWERKER: This device was 
fabricated by an individual in his basement with a 
limited amount of materials and for that very 
reason I would say that there is a chance that 
devices of this nature could be fabricated by skilled 
engineers with the appropriate amount of laborato
ry equipment. 

Now, in the industrial sector I would not expect 
to see devices of this nature operating, not only 
because of the fabrication techniques but because 
of the high-frequency receiving equipment required 
which frequently places it beyond the convenience 
of FM radios and readily available communications 
receivers. 

MR. HERSHMAN: Can you possibly give us an 
idea of what something like that would cost with a 
receiver? 

MR. V ANDEWERKER: This particular device, 
itself, would cost approximately $2,000. The 
receiver required to intercept this device, if it were 
limited in range, might cost a similar amount, to 
perhaps $4,000, making a total package of $5,000 
to $7,000. 

MR. HERSHMAN: And how long would it take 
to install something of that nature? 

MR. V ANDEWERKER: This device would 
require skillful installation for it to operate 
properly. It would require alignment, careful place
ment of the antenna, and some shielding internal to 
the room. The line of sight would h,we to be ascer
tained between the target area and the listening 
po:;;t and any materials in the way of the transmis
sion wodd have to be removed or the device would 
have to be replaced in another area. 

MR. HERSHMAN: Fine; thank you. 
Could we go on to the next device. 
MR. VANDEWERKER: This next one is a 

general-purpose device, approximately the size of a 
postage stamp (indicating). 

MR. HERSHMAN: Mr. Vandewerker, would you 
please exhibit that for the Commission? You say it 
is about the size of a postage stamp? 

MR. V ANDEWERKER: That is correct. It was 
manufactured by the same individnal who manufac
tured the previous one. The frequency is controlla
ble in this device to operate between 85 and 150 
megaHertz, to allow the eavesdropper to adjust his 
frequency to that portion of the spectrum where he 
can have a clear channel for communications. 

This transmitter can be used as a beacon device 
and not as an audio intercept device. Because of its 
small size and with the addition of small batteries 
this transmitter could be placed in small objects 
thought to be attractive to a thief, and thereby, if 
stolen, this transmitter could be remotely located 
over some limited range. 

Transmitters of this size frequently put out only 
one to two milliwatts which might make them usa
ble in a relatively clean environment for only two to 
five blocks. 

MR. HERSHMAN: For picking \lP audio? 
MR. V ANDEWERKER: For picking up audio or 

tracking if it were being used as a beacon trans
mitter. 

MR. HERSHMAN: I assume that is battery 
powered? 

MR. VANDEWERKER: Yes, it is. 
MR. HERSHMAN: Can the output be increased 

by increasing your power source? 
MR. V ANDEWERKER: The output can some

times be increased by increasing the voltage of the 
power source. Its operating life can be greatly in
creased by doubling the battery supply available to 
it and if size is no restriction, this certainly would 
be done. 

MR. HERSHMAN: As compared with other 
commercially available eavesdropping devices 
would you consider that a sophisticated device? 
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MR. V ANDEWERKER. ~ would say that in the 
industrial sector this would be a sophisticated trans
mitter and also for law enforcement. It is perhaps 
one-quarter the size of those device$ I have 
identified produced by other manufacturers during 
the study. 

MR. HERSHMAN: Fine. 
Could we go to the next one. 
MR. V ANDEWERKER: This next transmItter we 

are calling the Aspirin Tablet transmitter. 
MR. HERSHMAN: That is an incredible size. 

Could you hold up the aspirin tablet next to that? 
MR. V ANDEWERKER: This (indicating) is the 

aspirin tablet. 
MR. HERSHMAN: Does that transmitter include 

a microphone and a battery with it? 
MR. V ANDEWERKER: This size includes both 

the microphone and battery. 
MR. HERSHMAN: In other words, the battery is 

attached to that device right now? 
MR. V ANDEWERKER: Rig!1t now the space is 

provided for the inclusion of a battery. 
MR. HERSHMAN: Do you have a battery? 
MR. V ANDEWERKER: I have a battery that is 

not at the moment installed. It is nearly too small to 
hold up. 

MR. HERSHMAN: Is that battery normally used 
for hearing aid purposes? 

MR. VANDEWERKER: This is the battery used 
in very small electronic circuits, electric watches, 
and hearing aids. 

MR. HERSHMAN: What is the range of that 
bug? 

MR. V ANDEWERKER: This transmitter puts 
out about three-tenths of a milliwatt, which means 
it would operate in a quiet rarlio environment to 
perhaps two blocks. In a noisy environment it might 
only operate between adjacent rooms. 

MR. HERSHMAN: And does that device have 
adjustable frequency ranges? 

MR. VANDEWERKER: Yes. The manufacturer 
has designed in a very small tunable system into this 
transmitter, and by using a broom str~w he may 
slide the tuning system back and forth, and thereby 
change the frequency. 

This, too, will operate over 85 to 150 megaHertz. 
MR. HERSHMAN: What does something like 

that cost, Mr. Vandewerker? 
MR. V ANDEWERKER: This particular device is 

offered for sale at $2,000. 
MR. HERSHMAN: And would you consider it 

sophisticated as compared to the other available 
devices today? 

MR. V ANDEWERKER: I would consider it so
phisticated on two points, its fabrication technique 
which is thick film hybrid circuitry which is 

required to attain the small size; and for its unique 
tuning capability. 

MR. HERSHMAN: This device, then, is really a 
product of modern technology, is it not? 

MR. VANDEWERKER: Yes. 
MR. HERSHMAN: Could we have made a 

device like this ten years ago? 
MR. V ANDEWERKER: No, sir. 
MR. HERSHMAN: And so, since the 1968 law, 

and the advent of integmted circuitry, these devices 
are now practical to build; is that correct? 

MR. V ANDEWERKER: That is correct. The 
components are readily available to fabricate 
hybrid systems such as this. The only requirement is 
the extensive laboratory equipment required for as
sembly. Actually a device such as this has to be as
sembled under a microscope. 

MR. HERSHMAN: How about installation of a 
device like that within a room? 

MR. V ANDEWERKER: Practically anywhere. 
This transmitter has a short operating life. It could 
operate a greater length of time if it had a slightly 
larger battery. It might operate in this condition for 
only five to eight hours. 

MR. HERSHMAN: That looks like a device that 
could readily be swallowed. 

MR. V ANDEWERKER: It was originally planned 
by the manufacturer that this device could be swal
lowed if it were encapsulated in some non-degrada
ble material. The manufacturer never found a can
didate to test it out. 

However, he did discuss it with several physicians 
and they said it was certainly feasible. 

The original concept of swalIowing this device 
and radiating from the body is perhaps limited, 
since a small transmitter transmitting in this 
frequency range from inside the body would have 
an extremely limited range, perhaps only of a few 
feet. 

Therefore, the more realistic concept is the swal
lowing of the transmitter and later use. 

MR. HERSHMAN: Thank you. Will you go on. 
MS. SHIENT AG: May I see the $2,000 aspirin 

and the battery? 
Could this be used for health purposes if swal

lowed, for detection of a malignancy or something 
of the sort? 

MR. V ANDEWERKER: It might conceivably be 
used for something of the sort. 

MR. HERSHMAN: These devices will all be 
available durung the noon break for the news media 
and Commissioners to take a look at. 

MS. SHIENT AG: I hope they will be guarded at 
those prices. 

MR. HERSHMAN: May we go on to the next 
one. 
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MR. V ANDEWERKER: The next device is the 
Carrier Current transmitter. This is a device that 
does not propagate its energy through the air. It is 
not a radiating transmitter. The difference between 
the carrier current transmitter and the higher
frequency radio devices is that the frequency is so 
low that it is below the AM broadcast band, so far 
below that when installed it does not radiate int'O 
free space. 

What happens is that this particular device will 
transmit over the power line to which it is plugged 
in, or any other pair of wires, such as telephone 
lines or alarm lines. Any other conductor pa.ir could 
handle it provided it had the proper source. 

This transmitter is built into the base of an inex
pensive decorator lamp-

MR. HERSHMAN: That is supposed to represent 
an ordinary lamp in a room; is that correct? 

MR. V ANDEWERKER: That is right. This lamp 
or any other electrical appliance is a very good con
cealment candidate for a transmitter of this nature, 
because it offers unlimited life and if properly in
stalled is undetectable by the field strength devices 
and countermeasure receivers which are trying to 
determine the presence of eavesdropping devices. 

MR. HERSHMAN: Does the lamp have to be on 
for that device to work? 

MR. VANDEWERKER: Not necessarily. It de
pends. It is the option of the installer. In some 
cases, if the device is installed in a general room
lighting fixture, the fact the lamp was out would in
dicate no one was present in the room and in that 
case the transmitter need not be on. However, if 
the subject came into the room and turned on the 
light, it would indicate the presence of individuals 
in the target area and therefore the transmitter 
would be on. 

MR. HERSHMAN: At what point could the 
transmissions be received? 

MR. V ANDEWERKER: The transmissions of a 
c<lrrier current device are generaIly limited to the 
length of wire between the transmitter and the first 
power transformer. 

This means that in a residential situation a single 
residence or series of residence,> may operate from 
a single transformer. If this is the case, the carrier 
current signal would propagate from residence to 
residence and be easily retrievable in this manner. 

However, in an office building, the power trans
former frequently is designed so that it provides 
energy to one-half of the building structure or to 
specific floors of thai structure. 

If this is the case, the carrier current energy 
might be limited only to those office areas. 

However, power companies do by-pass the power 
transformers. This meanS that a small electrical 

component is installed by the power company at 
the transformer to allow carrier current signals of 
this sort to circumvent this transformer and 
propagate to perhaps the next. 

When this particular transmitter was demon
strated by the manufacturer it penetrated or cir
cumvented three power transformers because each 
of these was by-passed by the power company. 

MR. HERSHMAN: How long would it take to in
stall a device of that nature? 

MR. V ANDEWERKER: Only as long as it took 
to identify the fixture and perhaps modify the fix
ture or replace it with a duplicate. 

MR. HERSHMAN: Would it be economical both 
costwise and timewise to use a device of that nature 
for one-party consent monitoring? 

MR. V ANDEWERKER: This transmitter might 
be a very attractive alternate to one-party consent 
monitoring. It is non-alerting. It is quickly im
planted and not readily detectable by the normal 
procedures of a sweep team. 

MR. HERSHMAN: And can you think of any 
legitimate use a device of that nature wou1.d have in 
industry? 

MR. V ANDEWERKER: I don't visualize any 
practical use for a device of this nature in the in
dustrial sector except in some wireless intercom 
devices. 

MR. HERSHMAN: Fine. Can we go on, please. 
MR. VANDEWERKER: If we may, we would 

like to demonstrate this carrier current device. 
MR. HERSHMAN: We would like very much to 

see that. 
MR. FAHY: We have installed back here 

(indicating) extension cords to run our monitoring 
post down to this point. The lamp is now on and we 
are on the same power line that would be 
represented by this line here (indicating chart) so 
should the transmitter be located in the building, 
we should receive all the room conversations being 
carried on in here. 

As you will notice here, both the AC power and 
the radio signals t:-avel along the same line. It is 
brought to the receiving end and demodulated, 
which means the voice portion is recovered from 
the signal, where it is amplified and put out through 
a speaker. 

MR. HERSHMAN: What distance from the 
device would you have to be for it to pick up con
versations in a room? 

MR. F AHY: This transmitter uses the conven
tional microphone found in all of these devices, as 
weIl as tape recorders currently available on the 
market. It might readily detect casual conversations 
up to 25 feet from the microphone. 

MR. HERSHMAN; Thank you. 
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MR. F AHY: This morning before the hearing 
started we took the liberty of installing a wire along 
the table here, as you can see (indicating). At the 
termination point there is a miniature microphone 
with electronic circuitry secured to the back of it 
with epoxy. 

MR. HERSHMAN: That is a microphone in your 
hand? 

MR. FAHY: Not only the microphone but the 
circuitry that goes with it. 

We have to picture this line as being from the 
target premises to a listening post which is adver
tised as being upwards to 25 miles, which gives the 
capability of picking up ~oom conversations from 
this area and transmitting it along wires to an area 
25 miles away. 

We have a radio receiver here to show you how 
effective this is. 

MR. HERSHMAN: Where can that microphone 
be installed? 

MR. FAHY: Anywhere in the target premise that 
has wires that we can get to our remote listening 
point. 

We are going to prepare a short tape. I am ap
proximately 15 feet away from the microphone, 
speaking in a normal voice. If we have all our but
tons and knobs right, we should be able to hear it 
back. 

MR. HERSHMAN: Can this be activated and 
deactivated at the listening post? 

MR. FAHY: Yes, it can. The power supply is 
remotely hooked up. It does require some power. In 
some instances reentry would be needed to replace 
the power supply but not in this instance. We can 

• supply the power remotely. We can just change our 
battery and bring the amplification up to its original 
condition when low battery level is indicated. 

[Whereupon, the device was demonstrated.] 
MR. HERSHMAN: And you say that can be 

done 25 miles away? 
MR. FAHY: Yes, sir. 
MR. HERSHMAN: For the benefit of the au

dience, Mr. Fahy, could you tell us how big that 
microphone is, approximately? 

MR. FAHY: Yes. That (indicating) is the whole 
piece right there. 

MR. HERSHMAN: It looks to be smaller than a 
dime. 

MR. FAHY: Yes, sir, it would be. It is just a 
slight bit larger than the aspirin transmitter shown 
before. It does require hard wire. 

MR. HERSHMAN: How long does it take to in
stall it? 

MR. F AHY: Depending on the type of sophisti
cation required it might take a matter of 15 minutes 
to an hour or so. But it does require the presence of 

two wires running between the microphone, itself, 
and a remote location. 

MR. HERSHMAN: And how are those wires 
concealed? 

MR. FAHY: They are concealed possibly as 
telephone wires, spare wires in the premises 
brought out and connected to spare telephone 
wires. 

MR. HERSHMAN: Thank you. 
r wonder if, with the Chairman's permission, we 

could now go to the light beam transmitter. 
How many more devices do we have? 
MR. FAHY: Three. 
CHAIRMAN ERICKSON: Off the record. 
[Discussion off the record.] 
MR. F AHY: Our next device is a remote tone ac

tivation kit. 
MR. HERSHMAN: You say remote tone activa

tion kit? 
MR. FAHY: Yes, sir. What this provides is the 

use of what is called an encoder plugged into a 
transmitter. When the encoder is triggered it emits 
a coded signal through the air to a remote receiver. 
When the remote receiver is activated, a pair of 
relays are closed and we can perform any amount 
of functions with it. We can turn on a remote trans
mitter; we can start a camera in action, or possibly 
a tape recorder. 

Upon the next pulsing of the encoder the equip
ment can be turned off. So, therefore, we have 
remote activation of any kind of a device. 

This (indicating) is the actual encoder and trans
mitter, with a push button (indicating). 

This (indicating) is the receiving device. The por
tion that receives the encoded signal operates a 
relay in here and could effectively turn this trans
mitter on from up to, I would say, a distance of 
about two miles away. 

Now, should a reason be necessary to turn the 
transmitter off, one more pulse on the encoder 
would turn the battery supply off for the trans
mitter. 

MR. HERSHMAN: How difficult would that 
make it to find the device it if were turned off? 

MR. FAHY: If it were turned off, it would be 
e,nitting no radio frequency energy and would be 
quite hard to determine. Of course, a metal detec
tion device could possibly be used if the device 
were placed in an area where there was no metal 
present. 

MR. HERSHMAN: Thank you. 
MR. V ANDEWERKER: Briefly I would like to 

cover two tracking devices. 
The first is a transmitter fabricated locally. This 

transmitter puts out a tone burst at predetermined 
intervals. It is designed for concealment with any 
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package so it might be tracked or monitored by an 
aircraft or a following vehicle. 

It is small enough to conceal in many packages. 
This transmitter operates at a relatively low 

frequency, and puts out one watt, peak power, that 
might be receivable over distances of 20 to 50 miles 
under proper conditions. 

MR. HERSHMAN: Would that be used, say, to 
track cargoes? 

MR. VANDEWERKER: Yes, it would. This par
ticular transmitter was designed for tracking con
tainers. 

The next device is a vehicle-trailing system. This 
tracking transmitter is somewhat larger. It contains 
batteries, has high peak power output, and two 
magnets, one on either end to allow the quick im
plant under the carriage of a car frame. 

MR. HERSHMAN: And that would be used for 
surveillance purposes, in order to tail a car? 

MR. V ANDEWERKER: It rt11ght be used for sur
veillance purposes. The tracking technology is 
quickly developing and finding new applications, 
not only in surveillance but in security work, and 
mass transit, following of vehicles. 

MR. HERSHMAN: In that condition, run by bat
tery power, how long could it last on the underside 
of an automobile? 

MR. V ANDEWERKER: Because of its low-duty 
cycle, that is, a burst of energy is emitted only 
every three to ten seconds, a device like this might 
last for two to three days in continuous operation 
under a car. 

The tracking vehicle frequently contains a dis
play, such as this (indicating) which gives the 
tracker a jeft-right indication of his position relative 
to the tracked vehicle or beacon. 

It can be used in aircraft or other surface vehi
cles. 

MR. HERSHMAN: Are devices of this nature 
typically referred to as bumper beepers? 

MR. V ANDEWERKER: This category of device 
is referred to as the bumper beeper. It has been 
around for many years. 

MR. HERSHMAN: What would a system like 
that cost? 

MR. V ANDEWERKER: This system might cost, 
including the direction indicator, over $1,000. It 
depends on the amount of sophistication in the dis
play at the receiver end which provides the tracker 
with left-right and range indications to the target 
vehicle. 

MR. HERSHMAN: Thank you. 
MR. V ANDEWERKER: The last device we 

would like to show today is the light beam trans
mitter. This transmitter is assembled, for ease of 
display, on a single board (indicating). 

In this particular case the audio information com
ing from either telephone lines or from the room is 
impressed on a light beam. It is extremely 
directional, which requires that it be installed in 
line of sight, between the transmitter and the 
receiver. 

This (indicating) is the transmitter in this display. 
It uses miniature solid state laser diodes for the ac
tual communications link. 

MR. HERSHMAN: How does that differ, Mr. 
VanDewerker, from the well-known laser beam 
transmitter? 

MR. V ANDEWERKER: Are you referring to the 
window pick-off? 

MR. HERSHMAN: Yes, the window pick-off 
laser transmitter. 

MR. V ANDEWERKER: The window pick-off 
laser transmitter has been demonstrated in labora
tory situations. In this case the laser beam, itself, is 
used to retrieve minute vibrations which exist in a 
window or in another article contained in a room 
where a conversation is taking place. 

In this case the laser beam would reflect from the 
window or from the object internal to the room, 
back out to the listening post, and thereby carry the 
audio in that target area to the listening post. 

This type of technology requires very so
phisticated demodulation and detection equipment. 

However, laser beams, themselves, are readily 
available in laboratory and industrial equipment at 
quite nominal cost. The high cost of the pickoff 
system is in the demodulation and signal analysis 
equipment required at the listening post. 

MR. HERSHMAN: Can this light beam trans
mitter that you are displaying transmit light signals 
through solid objects? 

MR. VANDEWERKER: No, it can't, sir. 
MR. HERSHMAN: So it would have to be in line 

of sight through a window or something of the sort? 
MR. V ANDEWERKER: This device is charac

terized much in the fashion of a flashlight. It would 
have to be aligned very carefully so its beam of in
visible light would be received. It does not require 
sophisticated demodulation equipment. In thIS ex
ample, the receiver is basically a photo-detector at 
the receiving end. 

MR, HERSHMAN: Is that the true size of the 
receiver? 

MR. VANDEWERKER: Yes, it is. 
MR. HERSHMAN: And it demodulates the light 

beam and turns it back into audio energy; is that 
correct? 

MR. V ANDEWERKER: That is correct. The 
received light signal is demodulated and amplified 
by an audio amplifier, then fed into a tape recorder 
or earphones for direct monitoring. 
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This kind of transmitter would find application in 
installation in the exterior wall of a building under 
surveillance. The microphone may not be located 
adjacent to the transmitter, and may be at the end 
of length of a wire. The transmitter would be vir
tually undetectable by conventional countermea
sures means since detection is only possible using 
photodetectors and it would require passing the 
sensor through the beam of energy to determine its 
presence. 

MR. HERSHMAN: Would you say this particular 
device is sophisticated compared to other devices 
on the commercial market? 

MR. V ANDEWERKER: This device is quite so
phisticated relative to the other commercial 
devices. It primarily is attractive for short-range 
covert communications or overt communications. 

In many cases an industry or an organization may 
wish to communicate information over short ranges 
between adjacent buildings on other than telephone 
lines. This particular transmitter would be capable 
of transmitting television pictures as well as audio 
or both at the same time over this link. In that case 
it would not be classified as a clandestine device. 

MR. HERSHMAN: How difficult would it be to 
deteet when being used to intercept oral communi
cations? 

MR. V ANDEWERKER: To detect the presence 
of the beam would require the physical interjection 
of a photo-detector into the beam of energy that is 
being emitted from the transmitter. So that would 
require essentially scanning the complete outside 
wall of a suspect area with a properly aligned 
photo-dectector, such that it might intercept the 
beam of energy and give an alerting signal. 

MR. HERSHMAN: Thank you, Mr. VanDe
werker. 

I want to thank both you and Mr. Fahy for the 
fine demonstration you have presented this morn
ing. 

The equipment will remain out until after the 
lunch recess. 

CHAIRMAN ERICKSON: Are there questions 
from the Commission? 

CHIEF ANDERSEN: No. 
CHAIRMAN ERICKSON: Judge Shientag? 
MS. SHIENT AG: No, thank you. 
CHAIRMAN ERICKSON: Professor Blakey? 
PROFESSOR BLAKEY: I would like to ask a 

question about the laser transmitter you discussed. 
How large is the equipment that will be required to 
take sound off a pane of glass? 

MR. V ANDEWERKER: The laser, itself, might 
be perhaps the size of this box (indicating). 

PROFESSOR BLAKEY: That box is about the 
size of a shoe box? 

MR. VANDEWERKER: Yes, sir, it is. 

The recelvmg and processing equipment might 
be contained in three boxes of this size at the listen
ing post. 

The qualification is necessary because the only 
place I have seen a laser window pick-·off operate is 
in a laboratory situation. 

PROFESSOR BLAKEY: It is not a practical law 
enforcement tool now? 

MR. VANDEWERKER: Not now. It is too costly 
and susceptible to various problems, such as ther
mal updrafts, building vibrations, and so on. 

PROFESSOR BLAKEY: Thank you. 
CHAIRMAN ERICKSON: With your technologi

cal background-and you are an expert in this 
field-could you commercially buy the parts neces
sary to construct any of these devices? 

MR. VANDEWERKER: Yes, sir. Any of these 
components would be available through the parts 
houses, catalog houses. You could buy the parts by 
mail order. The schematic diagrams of many of 
these types of devices are available in the literature, 
in library books, documents that have been 
prepared in the past, and by identifying the com
ponents a technician could order the components 
and with some experimentation actually fabricate 
many of these devices. 

Those requiring a higher level of sophistication 
such as the laser beam transmitter or microcircuitry 
devices would be more difficult to produce. 

In this case various fabrication equipment is 
required, which would be out of place for the con
ventional technician. This equipment might cost 
upwards of $10,000. 

CHAIRMAN ERICKSON: Are some of the 
completed devices available on the open market 
today? 

MR. V ANDEWERKER: The vehicle tracking 
transmitters are openly available. They are not con
sidered part of the restricted audio surveillance 
devices. 

The microphone systems are all readily available. 
The pre-amplifiers, the control boxes, if required, 

are certainly available. 
The telephone modification systems are radio-TV 

store type technology. They could be easily 
duplicated by a relatively unsophisticated techni
cian. 

CHAIRMAN ERICKSON: So what we have be
fore us is the fact that many of these devices can be 
put into electronic or wiretapping use by the rela
tively unsophisticated technician? 

MR. V ANDEWERKER: That is correct, sir. The 
one large source of devices, for example the radio 
transmitters, might be the off-the-shelf walkie-tal
kies that are available wherein the individual might 
simply purchase a walkie-talkie or a pair of walkie-
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talkies and disassemble them and reassemble the in
terior circuitry into another package and simply use 
that as the drop-in transmitter with its b!-1ttery 
power supply and its own microphone, even. 

CHAIRMAN ERICKSON: Thank you very 
much. The Commission is deeply indebted to both 
of you. The work you have done on the state of the 
art is going to make our Commission report 
meaningful and will demonstrate how modern 
technology has made wiretapping and electronic 
surveillance possible in today's world. 

Thank you very much. 
We wi" take a 45-minute break for lunch and 

reconvene here at quarter to two. And these 
devices will remain during the noon hour but we 
would hope the table would be clear at quarter of 
two. 

We stand recessed. 
[Whereupon, at 1 :00 p.m., a luncheon recess was 

taken until 1 :45 p.m.] 

AFTERNOON SESSION 

CHAIRMAN ERICKSON: Ladies and gent
lemen, we will commence at this time. 

Chief Lynn, will you come forward and be sworn. 
[Whereupon, Carro!" M. Lynn was sworn by 

Chairman Erickson.] 

TESTIMONY OF CARROL M. LY1\N, 
CHIEF OF POLICE, HOUSTON, TEXAS 

CHAIRMAN ERICKSON: The record should 
reflect that we are about to take the testimony of 
Carrol M. Lynn, Chief of the Houston Police De
partment, who will also testify regarding illegal po
lice wiretapping. 

Chief Lynn took office in January of 1974, and 
very soon began to suspect that his home and office 
telephone lines were tapped. He asked the local 
FBI office to investigate the taps, but when no ac
tion was taken, Chief Lynn began his own inquiry. 
Today he will outline for us the results of his in
vestigation. 

So wilt you proceed. 
MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: You have an opening 

statement and that will be filed for the purpose of 
the record and will be reflected in that manner. 

To save time-and I know you recognize that we 
are taking you out of order in order to facilitate 
your return in an emergency to Houston-if you 
would care to summarize that opening statement, 
we'd be willing to accept the summary-or would 
you prefer just to read the statement? 

MR. LYNN: Either. I can summarize it, if you 
like. 

CHAIRMAN ERICKSON: I think it might be 
well to summarize the statement. 

MR. LYNN: Just in summary, I did take office on 
January 9, 1974, when we had a new mayor who 
went into office. 

The first signs of any problems in Houston were 
when two officers in 19'Z3 had been indicted for 
various charges with strong allegations that wire
tapping was involved. 

I did become suspicious of my telephones. One 
reason was that certain information was leaked 
over the telephones. r did go to the Office of the 
FBI and ask for assistance. Everything was done 
that was possible to talk me out of even making a 
complaint. Finally, when they did take my com
plaint, it was approximately ten days before two 
gentlemen came to my office, along with a 
tele:;phone company man-two men from the 
FBI-and obviously we,e not prepared to make an 
investigation as they indicated it would be very dif~ 
ficult to even inspect my telephone, asking me if 1 
had a screwdriver that they might open it up with. 

I recognized at that time that it was rather a joke. 
The next thing that did catch my attention was 

the fact that we did have nine officers who were in
dicted out of an IRS investigation-not an FBI in
vestigation but an Internal Revenue Service in
vestigation. They were indicted for several charges, 
one of them being wiretapping. 

At that time I did start an investigation. 
I was warned prior to the investigation not to do 

anything, and to be careful what I did, if anything, 
and what I said, by one of the former members of 
the Intelligence Division, the former head of the In
telligence Division. He said there were some real 
big people in Houston-I forget his exact 
words-that would come down on me hard if I went 
too hard on this. And I might say he was right. 

I did, I believe, talk altogether with six key peo
ple that had been in key positions and recorded 
their conversations. 

I would say in summation that the information I 
learned, including the initial building, deployment, 
and destruction of the equipment, a follow-up in
vestigation should have been elementary. However, 
to this date no other indictments have come down 
and nothing has been done, as far as I know. 

CHAIRMAN ERICKSON: The complete state
ment which you have made is a part of the record. 
If anyone at the meeting desires to review the entire 
statement which you have made, it is available. 

[The prepared statement of Carrol M. Lynn fol
lows.] 
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STATEMENT OF CARROL LYNN, CHIEF OF POLICE, 

HOUSTON, TEXAS 

My name is Carrol M. Lynn. ( have been the Chief of Police of 
Houston since January 9, 1974. ( have served as a member of 
the Houston Police Department for 19 years. During the four 
years immediately prior to becoming chief, I served as Director 
of the Houston Police Training Academy. The Houston Police 
Department is one of the largest in the country with over 2,500 
officers. 

During the summer of 1973, two Houston narcotics division 
officers were indicted and convicted in State Court for violations 
of narcotics laws. The allegations arising out of the investigation 
of these two officers included charges of illegal wiretapping. 
These officers' convictions wer>;; the first public ~ign that an waf 
not well in the Houston Police Departme nt. 

In late 1973, Houston electt'd a new mayor, Fred Hofheinz, 
who selected me to serve as his C1ief Df Police. 

Soon after taking office, I became concerned that my own 
home and office telephones might be tapped. My suspicions 
were aroused when certain information discussed over my 
private telephone line was disclosed publicly. A check by a 
private consultant confirmed that my telephones may have been 
tapped. Following the consultant's inspection. I notified the 
F.B.1. special agent in charge in Houston and requested that he 
initiate an investigation of what I considered a very serious viola
tion of my privacy and of federal law. (Describe this meeting) 

In addition to suspicions concerning my own telephone, 
another incident occurred which increased my concern about iI
.legal wiretapping. Nine Houston police officers were indicted on 
federal charges which included I.R.S. and wiretapping violations. 
To date these men have not yet been tried although the indict
ments were handed down nearly one and a half years ago. These 
indictments arose out of an Internal Revenue Service investiga
tion centered on an alleged Houston narcotics dealer, not as a 
result of an F.BJ. investigation, even though the F.B.1. is the 
agency charged with the enforcement of federal antiwiretap 
laws. 

Finally, I determined to initiate a more thorough investigation 
of the matter myself. When it became known that such an in
vestigation might be initiated, a former intelligence division :'l
pervisor who had left the department paid a call on me and sug
gested that I watch what I did and said about the officers who 
had been indicted because I could get into trouble with a 
number of powerful people in Houston. He also stated that if 
certain officers started talking they could bury a number of peo
ple. A few days later I again met with this individual in my of
fice. However, this time I had arranged to secretly tape record 
the meeting and to find out more about what the individual 
knew about illegal wiretapping. 

He admitted that he was aware of past wiretapping by the de
partment. When I asked him if the wiretapping was controlled, 
he stated that his part of it "damned sure" was, but that he 
didn't think wiretapping by the narcotics division was. He stated 
that he had discussed his concerns about the narcotics division 
with former chief of police. In boasting about his own intel
ligence division's use of wiretapping, he stated, "these people 
were good at it, and we never had no problems whatsoever. But 
then, as time went on, hen our people had the technical know
how." 

When ( asked how they got information about what line to 
t.lp, he stated that no one in the division other than he was able 
to obtain the information so far as he knew, and he obtained it 
from the phone company. He did not name his source within the 
phone company, however. When I asked if others, outside the 
division, had known of the illegal wiretapping he stated: 

"Well, there's two F.B.1. 's right over there \lOW that was with 
us on one deal out here." When I asked if those F.B.1. agents 
wern't upset by the illegal wiretapping he said: "Didn't do a 
damned thing about it. Sat there and listened just like everybody 
else ... " 

Following my recorded conversation with the former intel
ligence division supervisor, I called in three members of the de
partment's communications division to learn what they knew of 
the illegal tapping. Two were interviewed separately, then all 
three together. The interviews with these three individuals 
revealed that use of wiretapping by the Houston Police depart
ment had been going on since 1967 or 1968 and thut it had been 
used by at least four divisions: Narcotics, Intelligence, Vice and 
Homicide. One of the men estimated that at least 40 to 50 of
ficers were involved. 

The wiretapping equipment was manufactured by the commu
nications division. Its use was controlled by means of a log book 
which individuals checking out equipment had to sign. However, 
by the time of my interviews the (og book and the equipment 
had been destroyed. When I asked if other agencies were in
volved in the use of the equipment, I was told that on one occa
sion the Federal Bureau of Narcotics and Dangerous Drugs had 
asked for some assistance. 

The communications officer stated: 
"The Federal Bureau of Narcotics and Dangerous Drugs ac

tually called us from San Antonio and they wanted us to do a 
schemats (schematic diagram) of our equipment. Our 
telephones was working far superior to anything they ever had, 
and I called the former chief myself and said, "Do we 
cooperate?" He said, "Hell, no." 

In addition, I was told equipment was supplied to police in 
other cities just outside of Houston . 

At one point in an interview with one of the communications 
division officers, I was told that three or four wiretap devices 
had been picked up by Bell Telephone employees in the course 
of maintenance. These devices were returned by Bell to the Po
lice Department. Another high ranking officer told me that an iI
iegal police device had been returned to him personally by a top 
security officer of Southwestern Bell on one occasion. 

In addition to the interview I personally conducted and 
recorded, interviews with the two convicted officers were con
ducted by a private consultant at my request. The transcripts of 
these interviews reveal the following. Illegal wiretap evidence 
was often used in the department for the necessary probable 
cause to obtain a search warrant, especially 'in narcotics cases. 
The warrant application would simply disguise the use of wire
tapping by stating that the information came from an 
unidentified informant. In fact, on some occasions department 
funds which were reserved for paying informants were actually 
withdrawn from the departments' account to make it look like 
an informant had been paid for the information. 

These officers stated that Federal Bureau of Narcotics agents 
and Texas Department of Public Safety officers were, on occa
sion, involved with Houston Police Department wiretapping. 
They described one particular narcotics case in which federal 
agents were involved and stated that one agent warned, "We 
should not be spreading it out too much that they were in
volved." The officers stated that federal narcotics agents "were 
fully aware of wiretaps being conducted by the City." 

Further, ( was told by one Houston police officer that advance 
information about a possible federal crackdown on wiretapping 
was readily passed on to the Houston police. According to this 
officer the former chief of the narcotics division announced one 
day at a division staff meeting that a team of F.B.I. investigators 
would be coming to town to try to "bust" wiretapping. He said 
that he had had the information passed to him from the chiefs 
oftic:e and that wiretapping would be stopped for a while. 

Finally, In addItion to the interviews I have already described, 
[ conducted one other secretly recorded conversation with the 
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chief of security (<)r !;outhwestern Bell in Houston. Although he 
personally denied giving illegal wiretap information to law en
forcement officers since 1966 he admitted to me that he was 
aware that it was being done and that it was his policy merely to 
"look the other way." 

:vir. Chairman and members of this Commission, in conclud
ing my testimony I would like to observe that in spite of all I 
have told you there have not been any indictments for illegal 
wiretapping in Houston other than those returned at the 
beginning of my term of office which spurred my initial in
vestigation. My investigation. which I turned over to the U.S. At
torney, included the initial building, deployment and destruction 
of the equipment. A follow-up investigation should have been 
elementary. It is particularly disturbing to me that, to date, only 
a few patrolmen, at the bottom of the bureaucratic ladder, have 
had to face prosecution, while those above them who were 
equally as involved in illegal wiretapping, including possibly 
federal agents and telephone company personnel continue to go 
free. 

This concludes my statement. 

CHAIRMAN ERICKSON: At this point, I turn 
the questioning over to the staff, Mike Hershman. 

MR. HERSHMAN: Chief Lynn, when exactly did 
you begin your probe of illegal police wiretapping? 

MR. LYNN: I would say it was in the early part 
of the summer of 1974. 

MR. HERSHMAN: In what manner did you con-
duct this probe? . 

MR. LYNN: First, with the information I had 
gathered just from talking with several people, 
watching the nine people being indicted, and things 
like this, I talked with my private attorney and 
pointed out the need to preserve the evidence. And 
at that time I decided that I would keep a tape of 
our conversations. 

MR. HERSHMAN: So you invited members of 
your command to speak with you and taped their 
conversations with yJU; is that correct? 

MR. LYNN: Selected members, yes, sir, six peo
ple. 

MR. HERSHMAN: Can you tell us briefly what 
those conversations reveah~d, sir? 

MR. LYNN: It reveal.ed that around 1968 they 
went-I haven't read the transcripts in several 
months and they have been turned over to the U.S. 
attorney in Houston for about nine months now. 
They went to Colorado, I believe-I am not positive 
but I believe it was Colorado-bought some of the 
latest equipment, brought it back and analyzed it 
and decided they could make it cheaper-as a 
matter of fact, for almost nothing. 

They developed this equipment in the sixth floor 
of the Police Department, in the Communications 
Center. They had a log book where officers would 
sign this wiretapping equipment out. 

At first, it apparently was pretty well controlled, 
with supervisors keeping an eye on it. But it ap
peared that toward the last, just about anyone 

could make the decision on whether to wiretap and 
who they wanted to wiretap. 

After the new mayor took office, the equipment 
was either burned or it was broken, and some of it 
was buried, thrown in the bayou. 

MR. HERSHMAN: What about the logs concern
ing the equipment? Are they still intact? 

MR. LYNN: The logs? No, they have been 
destroyed. 

MR. HERSHMAN: Do we know Who destroyed 
the logs and equipment? 

MR. LYNN: Yes, sir. 
MR. HERSHMAN: Were they members of your 

command? 
MR. LYNN: They were. 
MR. HERSHMAN: Have they been disciplined in 

any manner? 
MR. LYNN: The only discipline th<!t I could 

take-well, actually I r0uld personally take no 
discipline because of the state law that says that 
anything that happens must have happened within 
the past six months. This is providing th?L the per
son is not either indicted or found guilty of an of
fense. Then you can take action regardless of n0w 
long it is. But I have found myself in the position of 
not being able to take action against the majority of 
the people. 

MR. HERSHMAN: Can you tell ~IS, Chief Lynn, 
approximately how many members of the Houston 
Police Department were involved in illegal wire~ 
tapping? 

MR. LYNN: From talking to the people who 
should know, probably between 40 and 50. 

MR. HERSHMAN: Were they all capable of in
stalling and operating this equipment? 

MR. LYNN: Yes. 
MR. HERSHMAN: For what purposes did they 

put this equipment to use? 
MR. LYNN: Apparently in the beginning it was 

put to police work in the area of narcotics and vice 
and gathering intelligence. But it seemed that as 
time went on it became more lax and individual 
patrolmen would make their own minds up as to 
what th-cy wanted to do with it. 

MR. HERSHMAN: And was it an effective tool 
when they used it, even illegally? 

MR. LYNN: Well, that is a debatable question. 
In 1974, with all the problems that we had, with 

the indictments that went down-I didn't even 
know why at the time; the reason I started my in
vestigation. 

We reorganized our Vice Division and our Nar
cotics Division. Our Vice Division in Houston made 
more felony or vice arrests than all of the major ci
ties in Texas combined-and those are the big ones, 
the ones that count. Our Narcotics Division made 
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so many arrests that we had to add new chemists. 
Where before the" were sending about 400 cases a 
month, they started sending in 700 cases a month in 
1974, doing everything legally-an awful lot of 
hard work but everything was legal. 

MR. HERSHMAN: Can you tell us of any 
specific cases where illegal eavesdropping was 
used? 

MR. LYNN: Probably on some pieces of some. 
There are some that are under trial at this time that 
I know something about, and it might jeopardize 
the cases. 

CHAIRMAN ERICKSON: Regarding the cases 
on trial, I would prefer that you did not relate it. 

MR. LYNN: Thank you, sir. 
A number of the ones I know about wiII, I fear, 

be on trial at some time. 
CHAIRMAN ERICKSON: Is it possible for you 

to testify about them in such a way that you could 
refer to) them by incident and not identify them by 
name? 

MR. LYNN: All right, sir. 
I talked with one officer and he told me of a case 

where they had a wiretap on a gentleman's phone 
for over a month continually. And during this 
period of time, many officers came and went from 
this location. 

The man was a trafficker in narcotics. He sold a 
lot of narcotics in Houston. However, th.':y did not 
arrest him. And I asked him why, and he said, 
"Well, we could get all of the little people that was 
coming and going and it was very easy to catch 
them, and it made our arrest records look better." 

I found that peculiar, p\~rsonaIly, but I believe he 
was telIing the truth. 

MR. HERSHMAN: W.,\S the use of illegal wire
tapping confined to the Narcotics Division? 

MR. LYNN: No, sir. From what I have been told, 
it was used by Narcotics, by Vice, by what is known 
as Criminal Intelligence, and by Homicide. 

MR. HERSHMAN: Were the products of these 
illegal wiretaps used to commit other crimes? 

MR. LYNN: Again, I have been told-I can give 
you one story that would relate it probably better. 
This officer told me that he was attempting to get 
out of the Narcotics Division. He realized that he 
was in over his head and that some day there might 
be a reckoning. And he said-well, r asked him to 
give me a specific on why he wanted out so bad. He 
said, "One day my commander called me in and he 
had several names. And he said, "I want these peo
ple put in jail or the penitentiary." He wanted them 
put away. 

He said, "Boy, if you don't know how to put 
them away, I'll put you back on three wheels," 
which is a demotion in status, not a demotion in 
pay. 

I asked him what he did. He said, "The first thing 
I did was put a tap on their phones." And he said, 
"Some of them were dealing a little bit in nar
cotics. " 

I said, "What about the others?". 
He grinned and said, "We always carry narcotics 

in our pocket. If you can't get them one way, you 
get them another." 

If I might make this observation, I believe when 
anyone in a position of supervision asks a police of
ficer to commit a crime as serious as this violation 
is, then they cannot expect them to stop at that one 
crime. Because this is a crime that they might justi
fy as saying, "We are trying to better ')ociety," but 
it does carry a penalty of five years and a $10,000 
fine. So why shouldn't he commit a crime that 
would benefit himself personally? 

And this is the danger, as I see it, in what really 
happened in Houston. 

MR. HERSHMAN: Were your officers aware 
that when they engaged in an illegal wiretapping 
they were committing a crime? 

MR. LYNN: I would have to say yes, that they 
were. 

MR. HERSHMAN: Did you get the indication 
that perhaps they believed the risk was not as great 
as the possible rewards? 

MR. LYNN: I never heard them talking about 
the rewards so much at that time. It had been done 
for such a long period of time and so many people 
were doing it that it was just taken as a way of life. 
No one really, I think, at a certain point even wor
ried about it. 

MR. HERSHMAN: Now, Chief Lynn, there is no 
state authorization statute in Texas, is there-

MR. LYNN: No, sir, there is not. 
MR. HERSHMAN: -that would permit court

authorized wiretapping? 
MR. LYNN: No, sir. 
MR. HERSHMAN: So in effect any wiretapping 

or bugging done by police officers in Texas would 
be illegal; is that right? 

MR. LYNN: Yes, sir, that is correct. 
MR. HERSHMAN: When W'},S this information 

concerning illegal wiretapping by police officers in 
the Houston Police Department turned over to the 
U.S. attorney's office? 

MR. LYNN: It was the latter part of 1974 that I 
met with them and turned it over. 

MR. HERSHMAN: And have there been any in
dictments to this time concerning ilIegal wire
tapping? 

MR. LYNN: No, sir, there have not. 
MR. HERSHMAN: Who has conducted the in

vestigation of illegal wiretapping for the U.S. attor
ney's office? 
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MR. LYNN: It is my understanding that the 
Federal Bureau of Investigation has conducted this. 

MR. HERSHMAN: Has the fact that the Federal 
Bureau of Investigation maintained close liaison 
with the Houston Police Department affected in 
any way that investigation? 

MR. LYNN: In my opinion, yes. 
MR. HERSHMAN: Why is that? 
MR. LYNN: Well, I think it's kind of the code of 

the West. You don't ever rat on a brother officer. 
And I think that they feel close in this and it makes 
it very difficult for them to make-and I can un
derstand their position. It makes it very di.fficult for 
them to make the investigation. 

MR. HERSHMAN: In your conversations during 
your internal investigation, were there indications 
that federal officers knew of or participated in il
legal wiretapping? 

MR. LYNN: Yes, sir, there was. 
MR. HERSHMAN: Would you explain what cir

cumstances existed? 
MR. LYNN: I was told that in one case two FBI 

agents walked in while they were tapping a phone 
and were getting information at that time. 

In another case, I was told that, I believe it was 
the Bureau of Narcotics-I believe is what it 
was-had called and had asked if they could see a 
schematic diagram of our equipment. It seems that 
we did a very good job in Houston and we built 
some real good equipment. And they were refused 
the diagrams and the equipment. 

MR. HERSHMAN: I believe in your statement 
you mentioned that officers within the Houston Po
lice Department were given advance warning on 
the wiretap investigation by the Federal Bureau of 
Investigation. 

MR. LYNN: Yes, sir. I was told that at one point 
the commander of the Narcotics Division came 
down and simply said something to the effect that it 
had come from the Chief's office that all wire
tapping w~uld stop; that they had information that 
a team of federal men or FBI men-I forget 
which-would be coming into the city to look at it. 
And everything stopped for awhile. 

MR. HERSHMAN: Do you believe, Chief Lynn, 
that this wiretapping was going on prior to 1968? 

MR. LYNN: Yes, sir, I do. 
MR. HERSHMAN: Do you believe there were 

any precautions taken once the Federal Wire
tapping Act was passed in 1968? 

MR. LYNN: Well, it appears that somewhere 
around the time that a lot of sophisticated equip
ment came out, it just accelerated, from what infor
mation I have been able to get. 

MR. HERSHMAN: Do you have any indications 
from the individuals you spoke with of telephone 
company involvement or participation? 

MR. LYNN; That they did get-I believe they 
call it the pair numbers, where to tie it in at, from 
people in the telephone company. Sometimes they 
got it from the Security Department; sometimes 
they got it from linemen. It seemed to be a com
monplace thing to find someone in a position who 
committed a crime in the telephone company and 
to hold this over their head while they furnished 
them information. So it seemed in these two ways 
they were able to get all the information. 

MR. HERSHMAN: Did you have a conversation 
with the Chief of Security of Southwest Bell in 
Houston? 

MR. LYNN: Yes, sir, I did. 
MR. HERSHMAN: Did you tape that conversa

tion? 
MR. LYNN: I did. 
MR. HERSHMAN: What did the conversation 

reflect? 
MR. LYNN: It seemed that up to 1966 he did 

give out information. But he said in 1966 orders 
came down for it to be stopped. He stated that he 
was well aware that it was going on, that members 
in the Department had even gone so far as to ask 
him if he had minded, and he told them, "So long 
as 1 don't know about it," and in effect what he did 
was just turn his head. This is what he said. 

MR. HERSHMAN: What would happen, Chief 
Lynn, if telephone company employees discovered 
wiretap devices placed on a line by Houston police 
officers? 

MR. LYNN: In several cases I learned that they 
simply brought them back to the police depart
ment. 

MR. HERSHMAN: And they would not report 
that find to the Federal Bureau of Investigation? 

MR. LYNN: Apparently not, due to the fact they 
just brought it back and gave it to someone in the 
department. 

MR. HERSHMAN: Was there a particular liaison 
in the department who contacted the telephone 
company for needed information? 

MR. LYNN: I think that probably there were a 
couple of people. They didn't bring it back just to 
anyone. There were probably a couple of divisions 
that it was brought to more often. 

MR. HERSHMAN: Can we estimate how many 
wiretaps or buggings were done since 1968 by 
Houston police officers? 

MR. LYNN: I was asked that same question by 
Senator Tower in Texas, and I really don't know, 
except to say that it apparently was a very common 
everyday occurrence, and that it would be nu
merous. 

MR. HERSHMAN: The individuals who ran the 
Narcotics Division, the Vice Division, the com-
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manding officers-were they aware of the wiretap 
activity? 

MR. LYNN: Yes. 
MR. HERSHMAN: Were some of the fruits of 

the wiretap activity used for the obtaining of search 
warrants and such? 

MR. LYNN: I was told that to get the probable 
cause they would use this, and of course, make up a 
story. And in the big cases that were made, they 
would learn where it was, and then they would, of 
course, go forth with a different type of information 
and get their search warrant to make the raid or 
whatever it was. 

MR. HERSHMAN: Is there any indication that 
local prosecutors were aware of the source of that 
information? 

MR. LYNN: I was told by communications of-
ficers that ~hey were. 

MR. HERSHMAN: I have no further questions. 
Thank you. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: Is wiretapping illegal in Texas 

aside from the Federal Code? Is it an illegal act in 
Texas to wiretap. 

MR. LYNN: Well, the fact that we don't have 
any type of law-it would be illegal, yes, sir. 

MR. ANDERSEN: But you have no specific 
statute? 

MR. LYNN: It is my understanding we have 
nothing at all. 

MR. ANDERSEN: Were you on the Houston Po
lice Department before you were appointed Chief? 

MR. LYNN: I have been there 19 years; yes, sir. 
MR. ANDERSEN: Were you in any of these sec

tions during that 19 years? 
MR. LYNN: No, sir, [ was not. 
MR. ANDERSEN: Was this common knowledge 

through the Department during these years? 
MR. LYNN: Towards the last. The last couple of 

years you heard a lot of rumors. Many of them, in 
the position I was in as Director of the Training 
Academy, I didn't quite believe, and I took them 
just as rumors. 

MR. ANDERSEN: Can I presume you have an 
internal affairs or internal security unit? 

MR. LYNN: We do not. 
MR. ANDERSEN: You do not have an internal 

investigations unit? 
MR. LYNN: We do not. 
MR. ANDERSEN: I was curious why your own 

unit didn't investigate it. But you do not have such 
a unit within the Houston P.D.? 

MR. LYNN: No, sir, we do not. 
MR. ANDERSEN: Is there any question on this? 

Did any of these officers do this for personal gain? 
Is there any evidence of personal gain? 

MR. LYNN: I believe in some of the indictments 
that have already been handed down, evidence of 
personal gain has been set forth as part of the gain. 

MR. ANDERSEN: Personal profit or graft or 
whatever terminology you want to use? 

MR. LYNN: Yes, such things as taking money off 
the narcotics dealers, and things like this. 

MR. ANDERSEN: When you originally 
suspected your own phones, did you ask Southern 
Bell to routinely sweep all your phones? 

MR. LYNN: No, sir, I went to the office of the 
FBI. 

MR. ANDERSEN: You went to the FBI, not to 
the telephone company first? 

MR. LYNN: That is correct. 
MR. ANDERSEN: I have no more questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Just one or two questions, Mr. 

Chairman. 
Did you ever learn why your wires were tapped? 
MR. LYNN: Not absolutely for sure, no, I did 

not. 
MS. SHIENTAG: What did you suspect was the 

reason? 
MR. LYNN: Well, I would suspect they wanted 

to know what a new chief was going to do. 
MS. SHIENTAG: When you say "they," you 

mean the FBI? 
MR. LYNN: I would assume that a number of 

people would probably want to know what we 
might be thinking about doing in some cases. 

MS. SHIENTAG: When you say "number of peo
ple," enforcement agencies, federal or state? 

MR. LYNN: Well, I would only be guessing if I 
said that. 

MS. SHIENTAG: Well, you are making a state
ment. 

MR. LYNN: I never did find out for sure who it 
was. 

MS. SHIENTAG: Who he was? 
MR. LYNN: Who was checking them. 
MS. SHIENTAG: You are the Chief of Police 

there? 
MR. LYNN: Yes, ma'am. 
MS. SHIENT AG: Do you suspect it was non-law 

enforcement individuals who might have been mak
ing the taps on your wire? 

MR. LYNN: It could have been either. 
MS. SHIENTAG: You think it could have been 

some organized crime source? 
MR. LYNN: That had crossed my mind as well. 
MS. SHIENTAG: Well, beyond crossing your 

mind, did you take any action as Chief of Police to 
ascertain the truth of this? 

MR. LYNN: Well, I went as far as I believe could 
be gone as far as asking that the lines be checked. 
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Shortly after they were checked, it appeared that 
the taps were taken off. And I don't know how you 
would discover who was doing it. 

MS. SHIENTAG: Is there a local district attorney 
there? 

MR. LYNN: Yes, Ma'am. 
MS. SHIENT AG: Did you speak to him about 

prosecuting the alleged wiretappers? 
MR. LYNN: We had a long discussion about this, 

we sure did. 
MS. SHIENT AG: And what happened? 
MR. LYNN: He made the statement that on his 

telephone, any time that he used it, he made sure 
that he never said anything on it that he wouldn't 
just as soon be in the newspaper. 

MS. SHIENT AG: That is all, Mr. Chairman. 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: Chief, you testified that you did 

not have an internal affairs section in the Depart
ment in 1966, and I take it your testimony is you do 
not have one now. 

MR. LYNN: That is correct. 
MR. BLAKEY: And yet, you have reorganized 

the Departmt!nt following these scandals. 
MR. LYNN: Right. 
MR. BLAKEY: Who investigates corrupt po

licemen in Houston? 
MR. LYNN: We still use a system where the per

son who they work for, the person they are respon
sible to, makes the investigation. 

MR. BLAKEY: Do you think that is a good way 
to do it? 

MR. LYNN: In theory, it places the responsibility 
where it should be, in a semi-military organization. 

MR. BLAKEY: Supposing the responsibility has 
not been fulfilled, as apparently it has not been in 
the past in Houston. 

MR. LYNN: I would say regardless of the system 
that you set up, if the people at the top didn't want 
it to work it wouldn't work. 

MR. BLAKEY: That is true, but would you grant 
me that some systems work a little better than 
others? 

MR. LYNN: I think so, yes, sir. 
MR. BLAKEY: And your testimony is that you 

have approximately 2,500 sworn officers in 
Houston. 

MR. LYNN: That is true. 
MR. BLAKEY: That makes you one of the larger 

police departments in the country. 
MR. LYNN: Yes, sir. 
MR. BLAKEY: Do you think there are many 

others similarly organized without inspection divi
sions? 

MR. LYNN: That large? I don't know of any that 
doesn't have an internal affairs unit. 

MR. BLAKEY: Hasn't this problem, or perhaps 
our conversation, now led you to reconsider the or
ganization of your department? 

MR. LYNN: I have considered it for a long time, 
that one phase. And I think that at some time it will 
have to be done. There are so many people that are 
against the idea that timing on it would be a very 
important thing. 

MR. BLAKEY: Maybe the thing to do would be 
to just let them resign. It seems to me what you are 
describing is the leadership positions in most of 
your major divisions were aware of this and allow
ing it to go on. It was widespread. 

You have had a major problem of corruption in 
Houston. 

MR. LYNN: We are talking about before 1974. 
MR. BLAKEY: You have the same people now. 

You have told us you cannot discipline them 
because of the six-months' statute of limitation. Do 
we have any guarantee your people are not doing it 
now? 

MR. LYNN: I do not have the same people in 
any of the sensitive divisions. 

MR. BLAKEY: The same people are on the 
street, aren't they? 

MR. LYNN: Many of them have taken sick 
time-they got sick and decided to wait it out to 
see if I don't stumble and fall, and then they will 
come back if I do. 

We have a very strong state law where discipline 
of a Houston police officer is very difficult. 

MR. BLAKEY; I suspect it would be difficult if 
you have no inveiltigative body in Houston to un
cover evidence. 

MR. LYNN: Of course, we have the grand juries. 
MR. BLAKEY: Do they have independent in-

vestigators assigned to them? 
MR. LYNN: They can have, but not necessarily. 
MR. BLAKEY: Routinely they do not? 
MR. LYNN: Routinely, no. 
MR. BLAKEY: Does the D.A. 's office in 

Houston have an investigative squad? 
MR. LYNN: I believe that they do have some in

vestigators or they use-they do have some in
vestigative ability. 

MR. BLAKEY: Am I correct in assuming that 
they primarily perfect cases that you already bring 
to them? 

MR. LYNN: I'm sorry. 
MR. BLAKEY: Am I correct in assuming they 

primarily perfect cases that you bring to them? 
They don't do independent investigations on their 
own, do they? 

MR. LYNN: In some cases, they do. 
MR. BLAKEY: But rarely? 
MR. LYNN: I don't know how often it is but in 

some cases they do. 
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MR. BLAKEY: How many investigators do they 
have? 

MR. LYNN: I really don't know. 
MR. BLAKEY: Less than 100? 
MR. LYNN: Oh, yes. 
MR. BLAKEY: Less than 50? 
MR. LYNN: I would say so. 
MR. BLAKEY: Less than 25? 
MR. LYNN: Probably. 
MR. BLAKEY: Is there any other law enforce

ment agency with state authority acting in 
Houston? 

MR. LYNN: Well, in Houston, Texas, of course. 
you do have the Sheriff's P'·'partment. 

MR. BLAKEY: Does he have criminal jurisdic
tion, or is he a process server? 

MR. LYNN: Both. He does some police work 
and he does-I would assume-

MR. BLAKEY: Did you ever have a corruption 
case made against the Houston Police Department 
by the Sheriff's Department? 

MR. LYNN: No. 
MR. BLAKEY: Do you have state police? 
MR. LYNN: Yes. 
MR. BLAKEY: Do they have arrest power? 
MR. LYNN: Yes. 
MR. BLAKEY: Do they operate in Houston 

without your permission? 
MR. LYNN: We have a good working relation

ship with them. 
MR. BLAKEY: Can they come in without your 

permission? 
MR. LYNN: In Houston, Texas? Oh, sure. 
MR. BLAKEY: Do they routinely do it? 
MR. LYNN: They would notify ,.s of anything on 

a large scale. 
MR. BLAKEY: Have they ever conducted a cor

ruption investigation of your department? 
MR. LYNN: No. 
MR. BLAKEY: Chief, if I understand your 

testimony, you are really down there on your own. 
Nobody watches the Houston Police Department, 
do they? 

MR. LYNN: Well, I would say that the people at 
the top do. 

MR. BLAKEY: They haven't in the past. 
MR. LYNN: No, they haven't, as close as they 

should. 
MR. BLAKEY: What guarantee will the people 

of Houston and the rest of the country have that 
they will not do it again in the future? 

MR. LYNN: I think the only guarantee they can 
have is by who the mayor is, how he feels about it, 
who the chief is and how he feels about it. 

MR. BLAKEY: But there is no institutional 
mechanism in Houston to watch the watchers; cor
rect? 

MR. LYNN: Other than what we have discussed, 
no, sir. 

MR. BLAKEY: Chief, you commented, frankly, 
adversely on the relationship between your Depart
ment and the FBI in the sense that they didn't con
duct an investigation of your people because they 
didn't want to-I think your phrase was-rat on a 
fellow officer. 

Is that a quote from an FBI agent? 
MR. LYNN: No, that is my quote. 
MR. BLAKEY: Have you ever talked to an FBI 

agent about your department and discussed specifi
cally the quality of their investigation of your de
partment? 

MR. LYNN: I have talked with a few FBI agents 
about it, yes. 

MR. BLAKEY: In what capacity? Have you 
talked to the SAC? 

MR. LYNN: The ones that are apparently work
ing on this particular case. 

MR. BLAKEY: Would you know the case agents 
that are assigned to this case? 

MR. LYNN: I know them when I see them. As a 
matter of fact, I talked with them very briefly 
Friday. 

MR. BLAKEY: Has he ever expressed to you the 
feeling that he wouldn't conduct an investigation of 
your department if he had indications of violation 
of the law? 

MR. LYNN: No. 
MR. BLAKEY: Has any other FBI agent ex

pressed that feeling to you? 
MR. LYNN: No. 
MR. BLAKEY: Why do you put words in their 

mouths, then, to say they wouldn't investigate a fel
low officer? 

MR. LYNN: I only go by what has happened 
over a length of time. 

MR. BLAKEY: This is your inference based on 
circumstantial evidence? 

MR. LYNN: And I believe I pointed that out, 
yes, sir. 

MR. BLAKEY; You don't have direct statements 
by any officer in an official capacity that says he is 
not or will not conduct an investigation of your de
partment? 

MR. LYNN: I would say that he would be a very, 
very stupid officer to make a statement like that. 

MR. BLAKEY: Or he might be honest, or not in
tend it, et cetera. 

MR. LYNN: It is possible. 
MR. BLAKEY: Have Bureau agents conducted 

interviews of your department people? 
MR. LYNN: Some. 
MR. BLAKEY: And have your department peo

ple been called before federal grand juries? 
MR. LYNN: Some have. 
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MR. BLAKEY: Have you had occasion to discuss 
this investigation with the United States attorney? 

MR. LYNN: Yes, I have. 
MR. BLAKEY: Has he ever expressed an opinion 

to you that he would not prosecute? 
MR. LYNN: No, he has not. 
MR. BLAKEY: You recognize, of course, that 

your statement leaves this Commission with the im
pression that the Department of Justice is not tak
ing action in Houston. 

MR. LYNN: I can only go by the fact, sir, that 
they have not taken action. 

MR. BLAKEY: WelJ, they have not 'taken an ac
tion yet. Do you have any indication that they are 
not moving this case through their processes, how
ever lRborious? 

MR. LYNN' I would say that the follow-up in
vestigation that they had should have been 
completed within-

MR. BLAKEY: Is that a Monday morning quar
terback judgment? 

MR. LYNN: That is my judgment, sir. 
MR. BLAKEY: But you haven't gotten from 

them a declination of prosecutIon? 
MR. LYNN: I'm sorry. 
MR. BLAKEY: You have not gotten from them 

an indication that they are not going to prosecute? 
MR. LYNN: No, I would not make such·a state

ment, of course not. 
MR. BLAKEY: You leave us with the impression 

they are not going to do it. Is it your impression 
they are not doing it fast enough to suit you or not 
doing it at all? 

MR. LYNN: I think after the length of time the 
information has been there, I would wonder why 
some action has not been taken. 

MR. BLAKEY; Aren't you free to take the same 
information to your own grand juries? 

MR. LYNN: Oh, no. 
MR. BLAKEY: Why not? 
MR. LYNN: It is strictly a federal case. 
MR. BLAKEY: There is no conceivable violation 

of the Texas Code-invasion of privacy, trespass, 
malicious mischief-that this could not be brought 
before at state grand jury? 

MR, LYNN: There is not at this point that I 
know of. 

MR. BLAKEY: Have you discussed this with 
your local prosecutor? 

MR. LYNN: I have discussed it with the D.A. 
MR. BLAKEY: And h&s he given you an indica-

tion that he would not prosecute the people? 
MR. LYNN: He prosecuted two people. 
MR. BLAKEY: For what? 
MR. LYNN: I believe the broad terms, as I recall, 

were-it was in '73 before I took the job. r believe 
they were theft, as 1 recall. 

MR. BLAKEY: You have indicated that some of 
the officers used this wiretap information to extort 
narcotics dealers; correct? 

MR. LYNN: This is what I have been told, sir. 
MR. BLAKEY: Let's pin down what you mean 

when you say you have been told. By whom have 
you heen told? 

MR. LYNN: The person or persons that told me 
that are, as a matter of far-t, probably fixing to go to 
trial right now on another case. 

MR. BLAKEY: 18 extortion a crime in Texas 
under the Texas Code? 

MR. LYNN: It pwbably would be, yes, sir 
MR. BLAKEY: Or at least grand larceny, if they 

have actually received the money? 
MR. LYNN: They have already been prosecuted 

for some type of a theft charge. 
MR. BLAKEY: So there has been action by some 

people in prosecuting som':! of these police officers? 
MR. LYNN: There has been some action, yes, 

sir. 
MR. BLAKEY: Has your department played a 

role of any kind in investigating the grand theft or 
extortion? 

MR. LYNN: That was before I became chief and 
apparently they did some, yes. 

MR. BLAKEY: Has it been done since you were 
Chief? 

MR. LYNN: We have made a number of in
vestigations. 

MR. BLAKEY: Have they produced any indict
ments? 

MR. LYNN: At this time, no. 
MR. BLAKEY: How long have you been con

ducting your investigations? 
MR. LYNN: I started this part of the investiga

tion that we are talking about on the wiretapping-
MR. BLAKEY: You have got a problem that 

runs a little deeper than wiretapping. You have po
lice officers extorting people. I'd say it's a little 
deeper than wiretapping; it's extortion. 

MR. LYNN: When I first took over as Chief of 
Police, sir, I made a number of investigations. I had 
a number of people resign immediately. 

MR. BLAKEY: How long have you been Chief? 
MR. LYNN: A year-and-a-half. 
MR. BLAKEY: Anc;i you have been conducting 

investigations for a year-and-a-half. 
As a result of your investigations, have there 

been any state mdictments returned? Have your 
people made any arn~sts of your own people? 

MR. LYNN: Yes, sir. I can't recall all of them, 
but we received state indictments on some, yes. 

MR. BLAKEY: Then the impression you are 
leaving us that nothing is being done is not really 
very accurate, is it? 
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MR. LYNN: It is very accur~~.:::, sir. Vie are talk
ing about two different things 

MR. BLAKEY: I take it we are talking about cor
ruption in the Houston Police Department. Are we 
talking about anything else? 

MR. LYNN: As far as corruption in the Houston 
Police Department, we are actively and have ac
tively investigated it, a'lo! I do not believe at this 
time that we have a great deal. I think Houston 
today has probably one of the cleanest departments 
in the nation. 

MR. BLAKEY: The same people? 
MR. LYNN: Many of them are stilI there. They 

are not in sensitive divisions. 
MR. BLAKEY: What indication do you have that 

these people have reformed? 
MR. LYNN: Well, I doubt very seriously that 

they have reformed. 
MR. BLAKEY: Do you have the identity of the 

two FBI agents who allegedly walked in on an il
legal tap? 

MR. LYNN: I don't have them-
MR. BLAKEY: I am not asking you for them but 

simply do you have them? 
MR. LYNN: I don't have them with me today .. 
MR. BLAKEY: Have you ever had their names 

and addresses? 
MR. LYNN: I know who one of them was, yes, 

sir. 
MR. BLAKEY: And what was the character of 

the informatiol! that you had to indicate he walked 
into it? An eye witness? 

MR. LYNN: Yes, sir. 
MR. BLAKEY: Did you make a specific com

plaint to the Bureau indicating that specific Special 
Agent Blank walked in on an illegal wi 7 etap? 

MR. LYNN: No, sir, I turned it over to the U.S. 
attorney's office. 

MR. BLAKEY: Is that special agent still in the 
Houston area? 

MR. LYNN: Yes, sir, he is. 
MR. BLAKEY~ Is there any indication he has 

been disciplined? 
MR. LYNN: No, sir, there is not. 
MR. BLAKEY: Do you know the identities of the 

BNDD agents that were specifically involved in il
legal wiretapping? 

MR. LYNN: I do not know them, no, sir. 
MR. BLAKEY: Did you have the names or did 

you just simply have a rumor to that effect? 
MR. LYNN: r did not obtain the names at that 

time. 
MR. BLAKEY: Have you obtained them since? 
MR. LYNN: No, sir. 
MR. BLAKEY; So Y')U don't know the identity of 

the BNDD agents? 
MR. LYNN: You see, I am not an attorney-

MR. BLAKEY: I am just asking you factual 
questions. I am not asking you anything about the 
law. 

MR. LYNN: -and! took the advice of my attor
ney about at what point to turn this over to the U.S. 
attorney's office. 

MR. BLAKEY: Chief, I am asking you, did you 
know the names of the people or did you not know 
their names? 

MR. LYNN: As far as I recall, I don't recall their 
names. 

MR. BLAKEY: Did you make any specific in· 
vestigation further to determine who the" were? 

MR. LYNN: No, sir. 
MR. BLAKEY: What was the charactt:i of the in

formation that came to you indicating they were 
BNDD agents? Did you have an eye witness? 

MR. LYNN: On DEA agents? 
MR. BLAKEY: Yes. 
MR. LYNN: One was what I talked about earlier, 

a telephone call. 
MR. BLAKEY: Did you get the name and ad

dress of the person who said he saw a federal nar
cotics agent? 

MR. LYNN: That information is in the hands of 
the U.S. attorney at this time, yes. 

MR. BLAKEY: Did you get any indication that 
the DEA has taken any disciplinary action? 

MR. LYNN: I have not. 
MR. BLAKEY: Mr. Chairman, I'd like to ask that 

the staff coIi'lmunicate with the Department of 
Justice and the FBI and the Bureau of Narcotics to 
find out what action, if any, has been taken in 
prosecuting these cases and proc~ssing them with 
reference to the discipljt'le of these agents. 

I'd also like to ask that the answers to those com
munications be incorporated in the record at this 
point. 

[The material referred to follows.] 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGArION 

WASHINGTON, D.C. 20535 

General Kenneth Hodson 
Executive Director 

July 10, 1975 

National Commission for the Review of Federal and State Laws 
Relating to Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue, N. W. 
Washington, D. C. 20009 

Dear General Hodson: 

Information has come to the attention of this Bureau that Mr. 
Carrol M. Lynn, former Chief of Polic!." Houston, Texas, who 
resigned June 26, 1975, and Mr. Anthony J. P. Farris, former 
United States Attorney, HOllston, Texas, appeared before the 
Commission and testified on June 25, 1975. The testimony in
ciuded their allegation that an investigation of illegal wiretaps by 

1286 



the Houston Office of the Federal Bureau of Investigation (FBI) 
was not actively pursued because it involved the Houston police. 
Their testimony also included an allegation that two FBI Agents 
statiol1 A d in Houston had walked in on an illegal wiretap being 
man, ."d by the Houston police and did nothing about it. 

These same allegations were previously made by Mr. Farris 
and Mr. Lynn when they testified before the Subcommittee on 
Courts, Civil Liberties, and the Administration of Justice of the 
Committee on the Judiciary, House of Representatives, on May 
22, 1975, and have been repeated numerOUS times in the news 
media. In January, 1975, then Deputy Attorney General Lau
rence H. Silberman advised of similar allegations having been 
made against Houston FBI Agents in connection with their in
vestigation of alleged illegal electronic surveillance activity by 
the Houston Police Department (HOP!). 

A comprehensive inquiry into these allegations was conducted 
in accordance with Mr. Silberman's request. The results of this 
investigation established that these allegations of misconduct 
were totally unfounded. The inquiry revealed nothing which 
could be considered substantial delay or lack of willingness on 
the part of FBI personnel to pursue all logical investigative 
avenues available. The inquiry revealed no FBI personnel had 
any association with or personal knowledge of illegal electronic 
surveillances by the HOPD. The inquiry revealed no indication 
that the Houston Office of the FBI had ever engaged in any il
legal electronic surveillances. 

In view of the fact that the allegation concerning illegal wire
tapping on the part of the HOPD is the subject of an ongoing in
vestigation by the FBI, I cannot comment further concerning 
that investigation. 

The above is being furnished to you in order that the correct 
facts concerning these unfounded allegations of misconduct may 
be placed on record with your Commission. 

Sincerely yours, 
[Signed 1 Clarence M. Kelley, 

Director 

MR. BLAKEY: And I'd also like to express my 
serious reservation about the presentation of this 
kind of testimony which casts serious doubt on the 
integrity of the Department of Justice and people in 
it unless it can be accomp3.nicd at ·.he time the al
legation is made with an opportunity for those peo
ple or institutions or individuals whose reputations 
are being blackened to respond at the time and at 
the place. 

If I take the Chief's testimony at face value-and 
t do-some very serinus things have been put in our 
record, and it seems to me the people against whom 
they cut ought to have an opportunity to .answer. 

Frankly, it seems to me it is unfair not to do this. 
CHAIRMAN ERICKSON: Professor Blakey, I 

:im advised by staff and I have been informed that 
the Federal Bureau of Investigation has been con~ 
tacted; tha.t they have indicated they would not 
comment on an ongoing investigation. So the inqui~ 
ries are being made, and hopefully Vie will obtain 
the information. 

MR. BLAKEY: Mr. Chairman, let me clarify. It j') 
not the comment on the investigation of the \\ , 
tapping. I am, of course, interested in hearing t"at 
the Department of Justice is processing it. 

But I am concerned that we have said the two 
specific federal agents, identified FBI agents, have 
been in a situation where they participated in an 
unlawful wiretap, and at least one of the agents is 
still in place in Houston. I'd like to find out whether 
the FBI has made an administrative investigation of 
that agent for internal discipline. And if they have 
not, it seems to me they should be called to account 
for it. 

And if they have made it and the evidence in
dicates that the allegations are false or there is a 
reasonable explanation for it, it seems to me our 
record ought to indicate, however that situation 
turns out, and frankly I think it should have in~ 

dicated it at the same time this witness' testimony 
was put in the record. 

CHAIRMAN ERICKSON: I might state this wit
ness has previously appeared before Congressman 
Kastenmeier, who is a member of this Commission. 
The material presented to Congressman Kastenmei
er Was largely made available to him by our staff, 
and our staff has been pursuing this vigorously, and 
hopefully we will be able to complete our investiga
tion into this. 

Chief, if I might ask a few questions, you were 
with the Houston Police Department 19 years, as I 
understand it? 

MR LYNN: That is approximately correct, yes. 
CHAIRMAN ERICKSON: And in ~!lat course of 

time, you probably had occasion to serve on nearly 
every division within the Department? 

MR. LYNN: Several divisions, yes, sir. 
CHAIRMAN ERICKSON: And as I understand 

it, at least four divisions, you discovered, had been 
involved in illegal wiretapping activities? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: Have you ever served 

on anyone of those divisions? 
MR. LYNN: Yes, sir, I had. Homicide. 
CHAIRMAN ERICKSON: And in connection 

with the homicide investigations, they had been 
using illegal electronic surveillance equipment? 

MR. LYNN: It seems that the best information 
that I have on that is they would usually get another 
division to actually do the technical work for them; 
they were not technically oriented themselves. 

CHAIRMAN ERICKSON: So they were calling 
in another division to do it for the Homicide Divi
sion? 

MR. LYNN: Yes, sir. that is about my informa
tion. 

CHAIRMAN ERICKSON: When you were in 
Homicide, they didn't do it that way? 

MR. LYNN: No, sir, they did not. [ was a homi
cide detective for a little over four years, and it was 
all hard work and lots of leg work. 
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CHAIRMAN ERICKSON: Now, when you talk 
about the equipment that you had, I understand 
that some of that was sold to other law enforcement 
agencies in Texas. 

MR. LYNN: As far as I know, we bought a piece 
of equipment and had our technicians tear it down. 
And then they saw what it contained, and I believe 
the statement was even made, "We could build a 
better piece than this is." And we built our own and 
continually built our own equipment for Houston 
Police Department use. 

CHAIRMAN ERICKSON: But this was sold to 
()ther law enforcement agencies, was it not? 
Doesn't your opening statement say that? 

MR. LYNN: No, sir. I don't believe that we ever 
sold-at least I have no information that we ever 
sold our equipment. 

CHAIRMAN ERICKSON: Well, did you supply 
it to police in other cities outside of Houston? 

MR. LYNN: Yes, sir. It appears that some police 
in other cities did check it out and use it. 

CHAIRMAN ERICKSON: Was that after you 
became Chief? 

MR. LYNN: Oh, no, sir. 
CHAIRMAN ERICKSON: Now, what is your 

hierarchy of command in Houston? The Chief is in 
charge of the Department? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: And you have depart

ment heads immediately beneath you? 
MR. LYNN: That is correct. 
CHAIRMAN ERiCKSON: And they report to 

you? 
MR. LYNN: That is correct. 
CHAIRMAN ERICKSON: When you found out 

about this wiretapping going on and the fact that 
your own phone was tapped, did you talk to them 
about it? 

MR. LYNN: The department heads that we 
had-none of them were over these three sensitive 
areas of narcotics and and vice and criminal intel
ligence. Those three answered directly to the Chief. 

CHAIRMAN ERICKSON: So the only person 
that these three divisions had to answer to was the 
Chief himself? 

MR. LYNN: That is correct. I did change that 
structure and put a deputy chief over those three 
divisions. 

CHAIRMAN ERICKSON: So the Chief that was 
in office prior to the time that you were there was 
the one that was in charge of these three groups 
that were carrying out this illegal surveillance? 

MR.. LYNN: Yes, sir, tnat is correct. 
CHAIRMAN ERICKSON: And is he still with the 

Houston Police Department? 
MR. LYNN: No, sir, he is not. 

CHAIRMAN ERICKSON: And his name, of 
course, was turned over to the FBI if he was the 
one that was in charge of those divisions. 

MR. LYNN: His name was turned over, yes, sir. 
CHAIRMAN ERICKSON: And the heads of 

those divisions were identified? 
MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: Are any of those four 

division heads still with the Houston Police Depart
ment? 

MR. LYNN: I believe two of them are. 
CHAIRMAN ERICKSON: Have you questioned 

those division heads about their knowledge about 
the illegal acts that were being conducted by their 
divisions? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: And I presume you 

took statements from them? 
MR. LYNN: I don't believe that they would give 

a statement. I did tape record one of them. 
CHAIRMAN ERICKSON: Did you give them the 

Miranda warnings in view of the fact that this did 
"wolve criminal activity? 

-fR. LYNN: No, sir, I did not. 
CHAIRMAN ERICKSON: Did you think that the 

finger of guilt, if you wiII, pointed at them, that they 
were involved in this? 

MR. LYNN: At that point I was simply exploring 
to see where it did go and how deep it went. 

CHAIRMAN ERICKSON: Well, at that point 
you knew that there had been wiretapping? 

MR. LYNN: I knew there had been. Yes, sir, I 
knew there had been wiretapping. 

CHAIRMAN ERICKSON: Did you ever see the 
log that you referred to in your opening statement? 

MR. LYNN: No, sir. 
CHAIRMAN ERICKSON: How do you know 

those logs existed? 
MR. LYNN: People that handled the logs, that 

were in charge of them, have ··'ld me. 
CHAIRMAN ERICKSON: And those people are 

still with the police department? 
MR. LYNN: They are still with the police depart

ment. They have appeared, most of them, I believe, 
before the federal grand jury. 

CHAIRMAN ERICKSON: The logs that they 
were to keep were part of the Houston police 
records? 

MR. LYNN: Yes, sir, I would say so. 
CHAIRMAN ERICKSON: And those have been 

destroyed? 
MR. LYNN : Yes, sir. 
CHAIRMAN ERICKSON: You taped the inter

views that you had with one or two of these division 
chiefs by using some type of a monitoring device 
concealed on your person? 

MR. LYNN: That is correct. 
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CHAIRMAN ERICKSON: A body mike, as they 
call it? 

MR. LYNN: I used a body mike, and I used a 
plain tape recorder. 

CHAIRMAN ERICKSON: And they didn't know 
you were taking the statement from them? 

MR. LYNN: That is correct. 
CHAIRMAN ERICKSON: Did they admit that 

they had conducted these tests? 
MR. LYNN: Oh, yes. 
CHAIRMAN ERICKSON: And did they say how 

many times they had used this illegal c:::Iectronic sur
veillance? 

MR. LYNN: I reaily don't recall any specific 
number. 

CHAIRMAN ERICKSON; Well, did they in
dicate the period of time that this practice had been 
followed? 

MR. LYNN: It seems in '67 and '68 it had been 
going on pretty regularly, I was told. 

CHAIRMAN ERICKSON: Did it go on after 
that? 

MR. LYNN: Up until 1973, when it appeared 
that a new mayor was coming on the scene. The 
former head-well, he was the head of the Intel
ligence Division at that time-stated that he per
sonally supervised the burning and the busting and 
the burying of this equipment. 

CHAIRMAN ERICKSON: Professor Blakey 
asked you about the names of these federal drug 
agents and the members of the Federal Bureau of 
Investigation. Did you have the names of the actual 
agents that were involved? 

MR. LYNN: I don't recall if the names were on 
there or not. As I said, [ haven't read those trans
cripts in nine months, and I don't recall if they were 
on the transcripts or not. 

CHAIRMAN ERICKSON: I am not asking about 
whether it was on the transcripts. I am just aSking if 
you ever knew the names of the federal agents that 
participated in this illegal electronic surveillance? 

MR. LYNN: I am sure the names were given to 
me at one time. i believe that they are in the hanos 
of the U.S. attorney's office at this time. But I per
sonally don't recall. 

CHAIRMAN ERICKSON: Do you remember the 
name of the officer that gave you the identity of the 
four others? 

MR. LYNN: I recall the officer, yes, sir. 
CHAIRMAN ERICKSON: do you remember the 

officer of the Houston Police Department who told 
you? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: And he is still working 

for you? 
MR. LYNN: That particular officer, no, sir. 

CHAIRMAN ERICKSON: He is not with the 
Houston Police Department? 

MR. LYNN: No, sir, he is not. 
CHAIRMAN ERICKSON: Was he terminated 

because of this participation in this activity? 
MR. LYNN: For a different reason. He was ter

minated for a different reason. It wasn't for the 
wiretapping. 

CHAIRMAN ERICKSON: But it was for some 
improper conduct? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: In pursuing the in

vestigation as to these federal agents, did you turn 
over their names to the special agent in charge of 
the Federal Bureau of Investigation in Houston? 

MR. LYNN: To him-no, sir, I did not. 
CHAIRMAN ERICKSON: You didn't turn it 

over to the specidl agent in charge? 
MR. LYNN: No, sir. 
CHAIRMAN ERICKSON: They have an internal 

investigation unit, do they not, the Federal Bureau 
of Investigation-or do you know? 

MR. LYNN: I am not familiar with that. 
CHAIRMAN ERICKSON: Did you talk to the 

Texas Rangers about this? 
MR. LYNN: No. 
CHAIRMAN ERICKSON: Did you talk to Car

roll Vance, the district attorney? 
MR. LYNN: We did discuss it, yes. 
CHAIRMAN ERICKSON: I know Mr. Vance has 

a rather competent investigating unit of his own. 
Did you ask the assistance of the district attorney's 
investigation team to go into your Houston Police 
Departmerlt to assist in ferreting out this illicit ac
tivity? 

MR. LYNN: We talked about-I had a long visit 
with Carroll on this. And frankly, he had already 
faced a lot of heat in the fact he had indicted two 
Houston police officers. And I guess you might say 
he had come under a lot of fire in Houston for it. 

And he stated, at that point, unless concrete 
evidence was brought to him, he was not going to 
partit;;ipate in internal affairs of the Houston Police 
Department any further. 

CHAIRMAN ERICKSON: Well, did yoU give 
him concrete evidence? 

MR. LYNN: We have on some other cases. 
CHAIRMAN ERICKSON: I am not asking about 

other cases. I am asking about this wiretapping. Did 
you tell him what you have told this Commission, 
largely that there was illicit wiretapping going on 
within the Houston Police Department and it had 
been going on and that you wanted something done 
about it? 

MR. LYNN: We discussed it but I don't believe I 
asked him to do anything about it. I don't believe it 
was in his jurisdiction. This is what I was told. 
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CHAIRMAN ERICKSON: You went to the U.S. 
attorney? 

MR. LYNN: That is correct. 
CHAIRMAN ERICKSON: Did you make this 

request of him? 
MR. LYNN: I did. I turned over to the U.S. attor-

ney my findings. 
CHAIRMAN ERICKSON: Your findings? 
MR. LYNN: That is correct. 
CHAIRMAN ERICKSON: What do you mean by 

"findings?" Is that your conclusions? 
MR. LYNN: That was all of the conversations 

that I had had with the officers that I had talked 
with, and we worked for a length of time very 
closely with him, turning over certain reports that 
tied in with the different information. 

CHAIRMAN ERICKSON: Was this a written 
summary of what you had learned, or did it contain 
the statements or the product of your investigation? 
Or what was it? Just a complaint as to what you be
lieved occurred, or did it go farther than that? Did 
you offer the case like you would offer it when you 
turned it over to the district attorney for prosecu
tion, say, on a narcotics case? You'd turn over 
statements; you'd turn over how the information 
came into your hands, with dates, times, places, cir
cumstances. Did you detail it in that manner? 

MR. LYNN: It was detailed in that manner over 
a period of several days. 

I went over first at the end of 1974 and talked, I 
believe, with Mr. Farris who is here now. And we 
discussed the problem as it had existed long before 
I was there. He was very interested in any informa
tion I had, in anything that I had done that would 
assist them. 

CHAIRMAN ERICKSON: He was cooperative? 
MR. LYNN: Oh, most definitely. And I explained 

to him what I had done and why I had done it like 
that. And we agreed that we would work together. 
And I did then bring in this information to them, 
and some of my people then worked with some of 
his people on updating many things, such as 
cases-there was a lot of information. 

CHAIRMAN ERICKSON: Were any of the wit
nesses that you gave him called before a grand 
jury? 

MR. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: So a grand jury in

vestigation has been underway? 
~A.R. LYNN: Yes, sir. 
CHAIRMAN ERICKSON: Chief, I very much ap

preciate your giving us your time and offering us 
the information. 

The material that you have included in your 
opening statement is true and constitutes your 
statement as to the summary of the events. 

/ 

MR. BLAKEY: Mr. Chairman, I wonder if I 
could ask one more question. 

Chief, during this period of time your people did 
not have wiretapping authority from the state 
legislature; is that correct? 

MR. LYNN: That is correct, sir. 
MR. BLAKEY: If they wanted to do this legally, 

they could not have done it legally; is that correct? 
MR. LYNN: That is my understanding of the law. 
MR. BLAKEY: And you say you have been an 

officer in the Houst('n Departme:lt for about 19 
years? 

MR. LYNN: Yes. 
MR. BLAKEY: Would you say you CI.re generally 

familiar with the attitudes and values of the men in 
that department? 

MR. LYNN: Generally, yes. 
MR. BLAKEY: Do you think that if they had a 

lawful way of doing it, that is, if the state had 
passed a statute authorizing it to be done under a 
court-ordered system, they still would have engaged 
in this illegal conduct? 

MR. LYNN: I think it would probably have made 
a big difference if they had had the lawful means of 
doing it. 

MR. BLAKEY: So in a sense this all could have 
been avoided if your state had carefully drafted in 
the post-1968 era a wiretapping statute like Title 
III? 

MR. LYNN: Yes, sir, I believe so. 
MR. BLAKEY: Thank you. 
CHAIRMAN ERICKSON: Chief, thank you very 

much for coming, and I hope the work that you 
have done will result in the improvement of our 
wiretapping structure and we can see an end to il
legal wiretapping. 

Thank you again for coming. 
We now call as our next witness Mr. Anthony 

Farris. 
[Whereupon, Anthony J. P. Farris was sworn by 

Chairman Erickson.] 

TESTIMONY OF ANTHONY J. P. 
FARRIS, FORMER U.S. ATTORNEY, 
SOUTHERN DISTRICT OF TEXAS 

CHAIRMAN ERICKSON: The record should 
reflect that Mr. Anthony J. P. Farris, former U.S. 
attorney for the Southern District of Texas, is now 
prepared to testify. 

He held that office from February of 1969 until 
his resignation in December of 1974. During that 
time, Mr. Farris became aware of extensive illegal 
wiretapping being carried out by members of the 
Houston Police Department, but his efforts to in
volve the local FBI offices in the full investigation 
were not as successful as he believed they should 
have been. 
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Mr. Farris will discuss his role in the disclosure of 
the illegal activities in Houston. 

Mr. Farris, I will now allow the staff to conduct 
the preliminary investigation, and we do appreciate 
your waiting so patiently to give your testimony to 
this Commission. 

MR. FARRIS: Thank you, Mr. Chairman. 
MR. HERSHMAN: Mr. Farris, do you have an 

opening statement? 
MR. FARRIS: A very brief one. I know that you 

have a copy of my opening statement that I made to 
the House Subcommittee, but I would like to give a 
summary, if you will, of where this started and what 
it was like when r left office, December 30, L 974. 

The matter actually started in the investigation 
by the IRS of a I~rge heroin dealer in 1971. We 
ended up getting a conviction on this dope peddler. 
That investigation by the IRS then led into the sub
sequent investigation into illegal wiretapping, civil 
rights violations, tax evasion, rip-offs of small-time 
narcotics peddlers, and so forth. 

The matter then culminated in a joint indictment 
of nine past and present Houston Police Depart
ment officers. 

This was early in 1974 when they were indicted. 
Because of a technicality, they had to be reindicted 
again in two separate bills in May of 1974. 

Subsequent to that, we discovered that they were 
represented by the same three lawyers that were 
representing not only them but several witnesses. 
This made a horrible conflict of interest apparent. 
We brought this to the attention of Judge Allen B. 
Hannay, who then directed that those lawyers must 
go, and that the nine indictees immediately get new 
lawyers. 

The matter was appealed to the Fifth Circuit 
Court of Appeals, and it is pending before them, 
thus preventing the U.S. Attorney's office from 
prosecuting those officers. 

In the process of investigating that matter, the 
IRS discovered that there appeared to be a lot of 
rumors and allegations of illegal wiretapping by 
various members of the HPD. 

I wanted the IRS to continue the investigation, 
but since this was an 18 U.S.c. violation, Commis
sioner Alexander would not let them do this, so ob
viously the matter had to be decided by the FBI in
vestigators. 

The FBI had various indications of the allegations 
of illegal wiretapping by the HPD as far back as the 
late summer or early fall of 1973. To my 
knowledge, when [ wrote to them in April of '74 
and asked them formally to follow their charter and 
investigate the matter, they had not up to that point 
commenced an investigation. They assigned one 
agent to investigate the matter, and it dragged on 

until I left office in December of 1974, during 
which time I had sent various letters to the SAC, 
letters, r,otes, telephone calls, what have you, with 
copies to the General Crimes Section in Washing
ton. 

In December of 1974, after I had had a visit from 
Chief Lynn, r sent a lengthy letter to General Saxbe 
with copies to the Deputy Attorney General and a 
copy to the then Chief of the Criminal Division, 
Henry Petersep pointing out that there was this 
reluctance by the local FBI to thoroughly and com
prehensively investigate this matter; that it was 
dragging on; that there were 2500 officers over 
there suffering because some 40 or 50 had allegedly 
committed this federal offense. 

To my knowledge, I learned later that the 
response was forthcoming from Justice sometime in 
the latter part of January. Justice has never directly 
interviewed me to hear from me my reason for al
leging that the FBI had, in effect, dragged its feet in 
this matter. To this point they have not done it, 
even though I testified to this effect before Chair
man Kastenmeier's committee a month ago. 

MR. HERSHMAN: Thank you, Mr. Farris. 
I wonder if you could tell us how many agents are 

assigned to the FBI's field office in Houston? 
MR. FARRIS: The office there is, 0; course, 

headquartered in Houston, but they also have 
Beaumont, which is some 90 miles from Houston, 
and Corpus Christi, which is some 200 miles, in
cluded in the Houston office. They have slightly in 
excess of 100 agents. 

MR. HERSHMAN: And when you requested 
they initiate a formal investigation, how many 
agents did they assign to that jnves~igation? 

MR. FARRIS: One. 
MR. HERSHM-\N: And you had discussions with 

that agent about the investigation? 
MR. FARR~S: No. The Assistant Chief of the 

Criminal Division in my office, Ronald J. Waska, 
had various discussions with them-some of them 
in blunt terms-all to no avail. 

MR. HERSHMAN: Did they submit reports to 
you on their investigative findings? 

MR. FARRIS: If you call them reports. 
MR. HERSHMAN: What did they consist of? 

How would you characterize them? 
MR. FARRIS: I can't go into them, except that 

they were brief and had no meat. 
MR. HERSHMAN: In some cases did they con

sist of nothing more than newspaper articles? 
MR. FARRIS: Yes. 
MR. HERSHMAN: What basically did you say in 

your letter to Attorney General Saxbe? 
MR. FARRIS: I reviewed the whole matter, as I 

did here-
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CHAIRMAN ERICKSON: For the sake of the 
record, your letter of December 17, 1974, to 
General Sax be can be included as pert of the 
record. And I believe it already has be.'!n received. 

[T:.e letter, dated December 17, 1974, follows.] 

UNITED STATES DEPARTMENT OF JUSTICE 

UNITED STATES A TIORNEY 
Southern District of Texas 

12000 Federal Building 
and U.S. Court House 

515 Rusk Avenue 
Houston, Texas 77002 

P.O. Box 61129, HOUSTON, TEXAS 77061 
December 17, 1974 

Honorable William Saxbe 
Attorney General 
U.S. Department of Justice 
Washington, D.C. 20530 

Re: Houston, Texas Police Department; 

Violation o/Title 18 V.S.c. 2510, el seq. 

f..B.l. Bureau File Reference 139-4467 

F.B.1. Field Office File Reference 139-189 

Dear Mr. Saxbe: 
In June of 1971, the Criminal Intelligence Division of the In

ternal Revenue Service, Houston, Texas, commenced an exten
sive income tax investigation of Sebastian Mirelez, a large heroin 
dealer in Houston, Texas. This investigation culminated in the 
conviction of Sebastian Mirelez and the imposition of a sentence 
of six years imprisonment. Further investigation, with the 
assistance of Sebastian Mirelez, resulted in the conviction of a 
former Houston, fexas Police Officer for perjury before a 
federal grand jury. With the assistance of the convicted officer, 
indictments were returned charging nine (9) additional Houston, 
Texas Undercover Narcotics Officers with income tax evasion, 
civil rights violations and narcotics violations. These cases are 
presently pending trial. The success of these matters is related 
directly to the performance of Criminal Intelligence Agents I. A. 
Filer, Jack Hollingshead, Don Nettles and Frank Zapalac of 
Houston, Texas. The dedicated, conscientious and competent ef
forts of these agents are unequaled in my experience as United 
States Attorney for the Southern District of Texas. Sebastian 
Mirelez dealt narcotics on a major scale on the streets of 
Houston, Texas, for years, apparently with purchased immunity 
from the Houston Police Department, Narcotics Division. All 
the Narcotics Officers indicted were veteran officers who 
worked in an undercover capacity. Needless to say, the ap
prehension of these individuals required labor beyond traditional 
investigation. 

During the course of the income tax investigation, allegations 
arose reflecting the illegal interception of communications by 
the Houston, Texas Police Department. A portion of these al
legations ripened to fruition and are contained as charges in the 
civil rights Indictment presently pending trial. The Federal Bu
reau of Investigation is currently investigating the new allega
tions of illegal interception of communications. 

On November 19, [974, the new Chid of Police of Houston, 
Texas, Carrol M. Lynn and the new Captain of the Narcotics 
Division, B. G. Bond, delivered information to this office which 
confirmed our greatest fear that the Houston, Texas Police De
partment had utilized illegal electronic surveillance on a large 

scale. While useful and conclusive, the information in no way 
amounts to evidence sufficient to meet the burden of proof in 
Federal District Court. It is my opinion that an immediate and 
exhaustive investigation may result in evidence sufficient to 
present before a federal grand jury under Title 18, United States 
Code, Section 2510 et seq.-rnterception of CommunicatiC'ns. 
The information further confirms positively that the interests of 
society and justice, which are synonymous in my mind, could not 
be served by allowing the Federal Bureau of Investigation to in
vestigate this matter. 

To provide you with complete background information on the 
captioned subject enclosed are the following: 

(1) Letter from Harris County District Attorney Carol S. 
Vance to Anthony J. P. Farris, United States Attorney, dated 
November 20, 1973, advising this office that allegations of illegal 
interception of communications by the Houston, Texas Police 
Department have already been presented to Tom Jordan, Spe
cial Agent in Charge, Federal Bureau of Investigation, Houston, 
Texas, by the Harris County District Attorney's Staff. Until the 
moment of receipt of this letter on November 23, 1973, this of. 
fice had not been advised either by the Harris County District 
Attorney or the Federal Bureau of Investigation of the existence 
of such allegations. This letter is marked as Exhibit 1. 

(2) Original referral letter dated April 29, 1974, from Ronald 
J. Waska, Assistant Chief, Criminal Division, Assistant United 
States Attorney to Mr. Thomas Jordan, Special Agent in Charge, 
Federal Bureau of Investigation requesting "that a comprehen
sive investigation commence immediately." Please note that this 
office furnished as enclosures to the F.B.I. four (4) alleged il
legally intercepted tape recordings and a nine (9) page sworn af
fidavit by a former Houston Police Officer admitting the ram
pant utilization of interception devices by the Houston Police 
Department. This letter is marked as Exhibit 2. 

(3) Letter dated September 12, 1974, from Ronald J. Waska, 
Assistant United States Attorney, Assistant Chief, Criminal Divi
sion to Mr. Robert Russ Franck, Special Agent in Charge, 
Federal Bureau of Investigation enclosing a newspaper article 
from the Houston Post dated September 12, 1974, describing an 
admission by a former police officer, Carlos Avila, that illegal in
terception devices were utilized by the Houston, Texas Police 
Department. This letter is marked as Exhibit 3. 

(4) Letter dated September 12, 1974, from Ronald J. Waska, 
Assistant United States Attorney, Assistant Chief, Criminal Divi
sion to Mr. Robert Russ Franck, Special Agent in Charge, 
Federal Bureau of Investigation enclosing two newspaper articles 
from the Houston Post and the Houslon Chronicle further 
describing admis~ions by former Houston, Texas Police Officer 
Carlos Avila and Assistant District Attorney Bob Bennett, that 
illegal interception devices were utilized by the Houston, Texas 
Police Department. This letter is marked as Exhibit 4. 

(5) Letter dated September 23, 1974, from Ronald J. Waska, 
Assistant United States Attorney, Assistant Chief, Criminal Divi
sion to Mr. Robert Russ Franck, Special Agent in Charge, 
Federal Bureau of Investigation enclosing two newspaper articles 
from the Houston Post and the Houston Chronicle dated Sep
tember 21, 1974, describing the setting aside of marihuana con
victions because the convictions were supported by evidence ob
tained as the result of illegal interceptions conducted hy the 
Houston, Texas Police Department. This letter is marked a~ Ex
hibit 5. 

f/-) Letter dated September 25,1974, from Ronald J. Waska, 
Au .tant United States Attorney, Assistant Chief, Criminal Divi
sion to Mr. Robert Russ Franck, Special Agent in Charge, 
Federal Bureau of Investigation enclosing two (2) motions filed 
by the Harris County District Attorney's Office, Houston, Texas, 
and two (2) orders executed by a State District Judgf; setting 
aside marihuana convictions because the Houston, Texas Police 
Department gathered evidence through the use of illegal inter
ception devices. This letter is marked as Exhibit 6. 
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(7) Letter dated October 31, 1974, from Ronald J. Waska, 
Assistant United States Attorney, Assistant Chief, Criminal Divi
sion to Mr. Robert Russ Franck, Special Agent in Charge, 
Federal Bureau of Investigation correcting an erroneous asser
tion on an F.B.I. Report and again refe;ring to our request for 
"an exhaustive and diligent investigation of these serious allega
tions." This letter is marked as Exhibit 7. 

(8) Excerpts of tape-recorded conversations obtained with the 
prior consent of one party as follows: 

(a) between Houston, Texas Police Chief Carrol M. Lynn 
and Joe aumbarger, Assistant Supervisor, Radio Technician, 
Houston, Texas Police Department. This is marked as Exhibit 
8(A). 

(b) between Houston, Texas Police Chief Carrol"M. Lynn 
and Lt. Joe Singleton, formerly with Criminal Intelligence, 
Houston, Texas Police Department. This is marked as Exhibit 
8(8). 

(c) between Houston, Texas Police Chief Carrol M. Lynn 
and Radio Technir.ian Charles Everts, Houston, Texas Police 
Department. This is marked as Exhibit 8(C). 

(d) between Houston, Texas Police Chief Carrol M. Lynn 
and Lt. J. D. Belcher, formerly with the Vice Division of the 
Houston, Texas Police Department. This is marked as Exhibit 
8(D). 

(e) between Robert Tarrant, Criminal Defense Attorney, 
Houston, Texas, and Lt. Edward Kennedy, former lieutenant 
with the Narcotics Division and currently a lieutenant with the 
Communications Division, Houston, Texas Police Department. 
This is marked as Exhibit 8(E). 

(9) Excerpts from the transcript in U.S. v. Dudley Clifford 
8ell, Jr., Criminal Number 72-H-36I , United States District 
Court for the Southern District of Texas, Houston Division, 
which reflect statements made in open court by Mr. Richard 
DeGuerin, Attorney for the defendant, concerninr ~,he involve
ment of the Federal Bureau of Investigation in iI1e~al elec.ronic 
surveillance. This is marked as Exhibit 9. 

(10) Letter from Houston, Texas Police Chief Carrol Lynn 
dated December 13, 1974, reflecting events in the F.B.I. in
vestigation of the captioned matter which led to his conclusion 
that '" realized at this time that the whole investigation was a 
joke." This is marked as Exhibit 1 O. 

( 11) Memorandum from Captain B. G. Bond of the Houston, 
Texas Police Department dated December 13, 1974, reflecting 
in his opinion the unusual manner in which the F.B.I. conducted 
the captioned investigation. This is marked as Exhibit 11. 

(l2) Xeroxed copy of Federal Bureau of Investigation Report 
dated July 30, 1974, page one with synopsis, which indicates "no 
one has admitted having knowledge of any wire tapping aside 
from rumors." Subsequent investigative reports also reflect 
negative results. This is marked as Exhibit 12. 

Numerous telephone calls and conferences with the Federal 
Bureau of Investigation, Houston, Texas, during which we ex
pressed our concern and displeasure with the course of the in
vestigation has resulted in no improvernent. It is now apparent 
that further dilatory handling of this matter by the Federal Bu
reau of Investigation will result in Joss of prosecutions by virtue 
of the statute of limitations. Therefore, it is imperative that we 
receive immediate investigative assistance from the Internal 
Revenue Service, Criminal Intelligence Division. Further 
reliance on the Federal Bureau of Investigation as the agency as
signed jurisdiction in matters pertaining to Title 18, United 
States Code, Section 25\ 0 et seq., in my opinion will be disas
trous. 

Accordingly, we respectfully urge the immediate designation 
of the Criminal Intelligence Division of the Internal Revenue 
Service, !-fouston, Texas, and specifically Agents I. A. Filer, Jack 
Hollingsl.':'.Id, Don N"ttIes and Frank Zapalac as the investigat
ing authority for the captioned matter. As the bases for such an 
authorization we cite the following reasons: 

( I ) Vital experience and familiarity in directly related matters 
since June of 1971. 

(2) Allegations of the possibility of participation of the local 
office of the F.B.I. in illegal electronic surveillance. 

(3) Documented evidence as enclosed herewith of totally in
adequate and unprofessional investigation by the Federal Bureau 
of Investigation, Houston, Texas. 

(4) Documented evidence as enclosed herewith of partisan
ship between the Houston Police Department and the Federal 
Bureau of Investigation that has thwarted the investigation. 

(5) Service to the interests of society and justice. 
Furthermore, we request an immediate response to our 

request since each additional day of delay in investigation is 
resulting in a substantial qetriment to the successful prosecution 
of this vital matter. 

Very truly yours, 
Anthony J. P. Farris, 

United States Attorney 
Enclosures as stated 

MR. BLAKEY: Was there an answer to it? 
MR. FARRIS; Not to me. 
CHAIRMAN ERICKSON: So as far as you know, 

the letter has not been answered? 
MR. FARRIS: Not to me. 
MR. BLAKEY: Has your successor received an 

answer to it? 
MR. FARRIS: I can't answer. 
MR. BLAKEY: You do not know? 
MR. FARRIS: I don't know, no, sir. 
MR. BLAKEY: Will the staff see if his successor 

received an answer? 
CHAIRMAN ERICKSON: Let the staff complete 

its examination. 
MR. HERSHMAN: Will you summarize what you 

wrote to Attorney General Saxbe? 
MR. FARRIS: I started with the heroin peddler 

who had been active for severa! years in Houston, 
and his conviction, the indictment of the nine of
ficers, and sent as exhibits copies of the various let
ters and memos I had sent to the FBI SAC, Houston 
in this matter, and to his successor, because he 
retired in May of '74 And I continued to send this 
material to his successor because the investigation 
wasn't progressing. I sent all this material as ex
hibits to General Saxbe and asked for help. 

MR. HERSHMAN: Mr. Farris, do you know why 
the FBI dragged its heels, as you sa~r, in conducting 
this investigation? 

MR.' FARRIS: No, I don't. That they dragged 
their heels is apparent from the record, which I'm 
sure your staff has already investigated. Why they 
did it-I can only go back to the fact that there is 
this need for rapport between any FBI office and 
any local law enforcement office, be it the police 
department, be it the sheriff's office, the state po
lice, whatever, because they do work together in 
many, many caseH. So they do have to have a rap
port, if you will. 
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Obviously, the investigation of a local law en
forcement agency by the FBI is going to cause some 
hard feelings. And I have discussed this problem 
with brother U.S. Attorneys at length on many oc
casions, and we have agreed that if you are going to' 
investigate a local law enforcement agency, for 
God's sake, don't do it with the local office FBI 
agents. Bring in agents from another O'ffice. 

And we discussed this specific problem with Bill 
Cleveland of the FBI, five U.S. Attorneys and I, in 
December of 1973, that there was a great need for 
the FBI to bring :n agents from another jurisdictiO'n 
to investigate allegations of corruptiO'n, et cetera, of 
a police department. It fell on deaf ears. But I be
lieve that is probably the case. 

MR'. HERSHMAN: Did you have any indication, 
sir, that perhaps they were reluctant to' investigate 
the matter because it might involve federal com
plicity? 

MR. FARRIS: I don't think so. I can question the 
fact that some of the FBI agents may not be the 
competent creatures that we have been led to be
lieye in specific cases. But I have no reason to 
question their Integrity. 

As to' allegations that FBI officers may have been 
involved in illegal wiretapping, I had no evidence 
presented to me that this was so. I had allegatiO'ns; I 
had rumors. I read transcripts where defense coun
sel made thO'se allegations. I sent those to' the FBI. 

So all I can say is that it had nothing to do, in my 
opinion, with any fear that their own were involved 
and so they would be reluctant to investigate. 

MR. HERSHMAN: Why did you originally want 
the Internal Revenue Service agents to' cO'ntinue the 
investigations into illegal wiretapping? 

MR. FARRIS: Well, they had more familiarity 
with the actors in the play. They had been in
vestigating the Houston Police Department O'n the 
allegatiO'ns of the rip-offs of sO'me of these defen
dants, the allegations of the selling O'f narcotics by 
Houston Police Department officers-all, of course, 
leading to tax evasion. 

And I felt that if they already had aJl of that in 
their dossiers that they were the most lO'gical agen
cy to continue. After all, they were already in it. 

And I made the request formally to the IRS and 
got turned down. 

MR. HERSHMAN: During your term in office, 
did you hand down any indictments for illegal wire
tapping by Houston police officers? 

MR. FARRIS: The nine that I mentioned earlier? 
MR. HERSHMAN: Other than those nine. 
MR. FARRIS: Other than those nine, no. 
MR. HERSHMAN: Did you have allegations that 

other than those nine officers were involved in il
legal wiretapping? 

MR. FARRIS: Oh, yes. This is why I asked the 
SAC to investigate. 

MR. HERSHMAN: Do you attribute your inabili
ty to bring forth specific findings O'n illegal police 
wiretapping to the so-called lack of cooperatiO'n by 
th<:' FBI? 

MR. FARRIS: I certainly do. After all, the U.S. 
Attorneys do not have investigators. We had to rely 
O'n the particular agency that was chartered by 
Congress to investigate that particular violation. 

And I have seen the FBI make an all-out effort 
on cases that they consider important-hijackings, 
kidnappings, bank rO'bberies, et cetera. I have seen 
them bring in agents from other jurisdictions to dO' 
this. I have seen them turn out the entire office for 
a case. 

And it is rather incongruous that for this particu
lar case, an investigatiO'n of the police department 
in the fifth largest city in the country, they made 
such a poor effort, and they couldn't put together a 
team of experienced agents from another area to 
bring them in and do it. They didn't. 

MR. HERSHMAN: Thank you. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: I have no questiO'ns. 
CHAIRMAN ERICKSON: Judge Shientag? 
MS. SHIENT AG: No questions. 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: How long were yO'U a United 

States attorney? 
MR. FARRIS: About seven weeks short of six 

years, Professor. 
MR. BLAKEY: And in that capacity, you had ex

perience with what federal agencies? 
MR. FARRIS: All of them-Secret Service, 

Customs, BNDD, Postal Inspectors, FBI. 
MR. BLAKEY: I take it they w'ould come to you 

with investigative problems? 
MR. FARRIS: Yes. 
MR. BLAKEY: For advice on legal aspects of in

vestigations and to t;ry them for them? 
MR. FARRIS: Yes. 
MR. BLAKEY: Did you ever have any other 

situations, apart from the one you have described 
today, where during the course of Clne investigation 
violations of another agency's statutes would come 
up? For example, during the course of the Secret 
Service investigation into counterfeiting, stolen 
bonds would come up that would fall within the FBI 
jurisdiction. Was that a common problem? 

MR. FARRIS: Yes. 
MR. BLAKEY: Did you find a reluctance in 

other agencies to pick up older investigations? 
MR. FARRIS: No, never did. 
MR. BLAKEY: Your testimony is that routinely 

other agencies, with no hesitancy at all, were 
wiJling to come in on a cold trail? 
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MR. FARRIS: If their policy did not forbid it, 
yes.. 

MR. BLAKEY: I am not asking you really for the 
policy. I said: Was there a reluctance? 

MR. FARRIS: Not apparent to me. 
MR. BLAKEY: I was in the Department of 

Justice less than-well, about the same time you 
were, and I found it a constant problem to get the 
FBI to investigate anything that had been begun by 
somebody else, or to get the IRS to investigate 
anything that had been begun by the FBI, or the 
Secret Service to investigate anything that had been 
done by the FBI, or for the FBI to investigate 
anything that had been done by the Secret Service. 
And frankly, I find your testimony here today that 
you didn't find that to be true, in light of my own 
experience-

MR. FARRIS: You didn't let me finish my 
answer, sir. 

MR. BLAKEY: Be my guest. 
MR. FARRIS: I found the FBI had reluctance to 

investig.ate matters that had already been in
vestigated by other agencies. 

MR. BLAKEY: Was this true not only in wire
tapping cases but in other areas? 

MR. FARRIS: Yes. I did not find the reverse, the 
other agencies being reluctant to investigate cold 
trails. 

MR. BLAKEY: If it is true that you found this to 
be the case in cases not involving police corruption, 
why do you attribute the reluctance in this case to a 
reluctance to follow police corruption rather than 
other-

MR. FARRIS: I don't understand the question. 
MR. BLAKEY: It is your testimony that this in

vestigation was not carried forth as you would have 
liked to have seen it. 

MR. FARRIS: Yes. 
MR. BLAKEY: It is your testimony that you at

tribute this to a reluctance on the part of the FBI to 
investigate local police. 

MR. FARRIS: Yes. 
MR. BLAKEY: You have also testified that you 

found a general reluctance on the part of the FBI to 
pick up any cold trail. 

MR. FARRIS: That is correct. 
MR. BLAKEY: Well, why do you attribute this 

case to reluctance to investigate the police as op
posed to general reluctance to investigate cold 
trails? 

MR. FARRIS: I think we are discussing apples 
and oranges here. 

MR. BLAKEY: I thought we were discussing in
vestigations. 

MR. FARRIS: You are being facetious, Profes
sor. I am talking about the fact in this particular 

case, the investigation of the Houston Police De
partment, there was only one agency that could 
possibly investigate by charter, and that was the 
FBI. In other cases, we had instances where either 
agency could have investigated. There are cases 
where the ATF can investigate or the FBI can in
vestigate. On wiretap matters, the charter is only 
the FBI's, which means if they didn't investigate it, 
it wasn't investigated. 

MR. BLAKEY: Let me return to the question I 
asked you originally. Why do you attribute this par
ticular reluctance in this case to an unwillingness to 
investigate the police department as opposed to a 
general unwillingness to follow cold trails? Do you 
understand the question? 

MR. FARRIS: I understand the question. I 
thought I had already answered it. 

MR. BLAKEY: You are drawing an invidious in
ference here based on the lack of investigation in 
this case and attributing it to a bad motive, when 
your testimony is they did this in other cases, when 
it is not related to a bad motive, but to an un
willingness to carry the responsibility for mistakes 
earlier made in the course of investigations. 

I am trying to find why you attribute a bad mo
tive to the Bureau in this case. 

MR. FARRIS: Because that is the way I feel. I 
feel that they didn't want to investigate this case. 

MR. BLAKEY: All right. What is the source of 
that feeling? Did you talk to the SAC? 

MR. FARRIS: I talked to the SAC. 
MR. BLAKEY: Did he say he was unwilling to do 

it? 
MR. FARRIS: No, he was disinterested in the 

matter. 
MR. BLAKEY: What did he say? 
MR. FARRIS: He listened. 
MR. BLAKEY: And said nothing? 
MR. FARRIS: And said nothing. 
MR. BLAKEY: And you inferred from this-how 

did you prt'~~en~ the issue to him? In a dry, matter
of-fact w~y that I am hopefully asking you 
questions? . 

MR. FARRIS: Yes, that is correct. 
MR. BLAKEY: And elicited no response what

soever from him? 
MR. FARRIS: None. 
MR. BLAKEY: In your general relationships with 

him, was he this way? 
MR. FARRIS: Yes. 
MR. BLAKEY: Why would you then draw a bad 

inference in this case? 
MR, FARRIS: The record speaks for itself, 

Professor. He had 100 agents to investigate a very 
complex case, and he assigned one. 

MR. BLAKEY: Do you know what the case load 
of the Houston office is? 
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MR. FARRIS: I couldn't give you the statistics, 
but I know that-

MR. BLAKEY: Do you know what the case load 
of each of the officers in the Houston office was? 

MR. FARRIS: No. 
MR. BLAKEY: Are you prepared to testify here 

today that he had available to him manpower that 
he could have put on the case and did not? 

MR. FARRIS: I have already testified, Professor, 
that in other cases, which in the SAC's opinion 
merited the priority-

MR. BLAKEY: Kidnapping? 
MR. FARRIS: Kidnapping, hijacking, bank rob

beries. 
MR. BLAKEY: Where a child's life was in 

danger he brought people in immediately. But I 
take it this was a trail that was two or three years 
old. 

MR. FARRIS: Not necessarily. 
MR. BLAKEY: He should have brought in 25 or 

30 agents from outside the state to do the investiga
tion. 

MR. FARRIS: If he had had five agents, five 
seasoned, aggressive agents. 

MR. BLAKEY: Do you know what his manpower 
situation was? 

MR. FARRIS: I think I have testified that he had 
approximately 100 agents. 

MR. BLAKEY: Do you know what they were 
doing at the time, what other cases they 'Nere as
signed to? 

MR. FARRIS: Among other things, they were in
vestigating cases involving theft from interstate 
shipment, which to me was not as complex or as 
important as this particular case. 

MR. BLAKEY: What we are getting into is a 
quarrel between priorities; right? 

MR. FARRIS: Yes, that is correct. 
MR. BLAKEY: Are you suggesting to us that 

they were not going to investigate this ever or 
simply they were not going to investigate it at your 
speed? 

MR. FARRIS: Simply that they were not going to 
investigate it at my speed. 

MR. BLAKEY: How long has this investigation 
been pending in the Department now? 

MR. FARRIS: I don't know what you mean by 
"the Department," because the Department ap
parently hasn't done anything about it. 

MR. BLAKEY: Well, from the first letter that 
you wrote asking a formal investigation up to now? 

MR. FARRIS: Yes. 
MR. BLAKEY: ~pproximately how long has it 

been? 
MR. FARRIS: The first letter that I wrote that I 

sent the General Crime Section a copy of was April 
of 1974. 

MR. BLAKEY: And now this is
MR. FARRIS: -June of '75. 
MR. BLAKEY: June of '75. And what is the 

statute of limitations on these offenses? 
MR. FARRIS: Five years. 
MR. BLAKEY: Assuming they occurred in the 

last two or three years, I take it they still have plen
ty of time before the st~ .. .Jte runs, haven't they? 

MR. FARRIS: Sure, and they have also lost 
several cases where the statute has run out. 

MR. BLAKEY: Mr. Farris, if I understand your 
testimony, it is not that they have not and will 110t 
do anything; it is that they have not done it yet and 
have not done it with the speed that would suit you; 
is that correct? 

MR. FARRIS: Not quite. They had not done it as 
of the time that I left office. I cannot speak since 
December 30 of '74. 

MR. BLAKEY: If tomorrow indictments were 
returned against 25 or 30 officers, would you feel 
that you ought to reconsider your testimony? 

MR. FARRIS: No, I would say that perhaps my 
prodding in my letter of December 17, 1974, had 
something to do with it. 

MR. BLAKEY: Would you believe someone else 
was a reasonable person if he drew the conclusion 
that your complaint made no difference in any way, 
that the Bureau did what it does in alI 
cases-pursue its cases in its own way in its own 
time; and no amount of prodding on the part of the 
Department of Justice gets the Bureau to do things 
in the Department's way as opposed to the Bureau's 
way but eventualIy they will get to it and get it 
done? 

MR. FARRIS: HopefulIy. 
CHAIRMAN ERICKSON: Are you through, 

Professor Blakey? 
MR. BLAKEY: Yes, sir. Thank you. 
CHAIRMAN ERICKSON: Mr. Farris, as a U.S. 

Attorney, one of your duties was to supervise the 
grand jury? 

MR. FARRIS: Yes, sir. 
CHAIRMAN ERICKSON: And was any of the 

material that was presented to you presented to a 
grand jury? 

MR. FARRIS: Actually, very little since we had 
no investigators of our own. We presented wit
nesses that we had come up with through people 
calIilIlg us-by "people" I am talking about 
citizens-witnesses whose names we had secured 
from Chief Lynn, and some of the employees of the 
Southwest BelI Telephone Company. 

CHAIRMAN ERICKSON: Did Chief Lynn 
cooperate with you? 

MR. FARRIS: Yes. 
CHAIRMAN ERICKSON: Did he give you alI 

the information you requested? 
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MR. FARRIS: He gave us all he had. 
CHAIRMAN ERICKSON: And was the informa

tion such that it had the names of the so-called of
fending federal agents included? 

MR. FARRIS: I can't go into that because 1 was 
in the grand jury room when some of that was 
presented, and I would be violating Rule 6(e). 

CHAIRMAN ERICKSON: I am very well aware 
of the rule. 

MR. FARRIS: I know you are, Judge. 
CHAIRMAN ERICKSON: f am only inquIrIng 

whether the names were provided. I am not asking 
what the names were. I am just asking-

MR. FARRIS: Leads were provided, let me say 
that. 

CHAIRMAN ERICKSON: Well, there is quite a 
difference between leads-we have been given a 
pretty gbod lead that all wasn't well in the Houston 
Police Department, but if I were to have to name 
the officer that violated Title III, I'd have a very dif
ficult time doing it from the testimony that I have. 

What I am asking is: Were you given the names 
of the federal agents that supposedly walked in 
when the illegal wiretap was being conducted by 
the Houston Police or by the BNDD or the DEA, 
whatever you want to call it? Both of them were 
supposedly aware of what the Houston police were 
doing. 

MR. FARRIS: Yes, we were. 
CHAIRMAN ERICKSON: And you provided 

those to the Attorney General? 
MR. FARRIS: That is correct. 
CHAIRMAN ERICKSON: And your letter of 

December 1974 requested action? 
MR. FARRIS: Yes, sir. 
CHAIRMAN ERICKSON: And nothing occurred 

prior to the time you left office? 
MR. FARRIS: That is correct. 
CHAIRMAN ERICKSON: After you talked to 

the special agent in ch:trge of the Houston office, 
did you at any time request a status report? 

MR. FARRIS: Constantly. 
CHAIRMAN ERICKSON: And what was the 

response? 
MR. FARRIS: The response was one of Jack of 

concern-minimal response. 
CHAIRMAN ERICKSON: As old trial lawyers, 

we probably have a tendency to get the cart before 
the horse. That is a conclusion, isn't it? 

MR. FARRIS:' Yes, sir. 
CHAIRMAN ERICKSON: What did he say? 
MR. FARRIS: That they were doing the best they 

could, and the reports were forthcoming. And as I 
have already stated, the reports weren't good 
enough to present to the grand jury. 

CHAIRMAN ERICKSON: The rer-orts that were 
presented to you did not contain the meat, as you 
put it, that would enable a grand jury to take ac
tion. 

MR. FARRIS: Yp.s, sir, that is correct. 
CHAIRMAN ERICKSON: You had the names of 

the actual officers on the Houston Police Depart
ment that were provided to you by the Chief of Po
lice? 

MR. F ARRfS: Some of them. 
CHAIRMAN ERICKSON: And you turned over 

the information that you obtained from the Chief of 
Police to the FBI? 

MR. FARRIS: Yes, sir. 
CHAIRMAN ERICKSON: Did this question of 

the inner working between the Federal Bureau of 
Investigation and the Houston Police Department 
come into play, the fact that they did work together 
on cases? 

MR. FARRIS: Well, it was apparent all the time I 
was in office that they worked together. They had 
to work together There were many cases that were, 
if you will, interlocking cases. 

CHAIRMAN ERICKSON: Well, from your ex
perience, there were many narcotics cases in which 
it would be a joint effort of the Houston Police De
partment and the FBI? 

MR. FARRIS: And the DEA on narcotics. 
CHAIRMAN ERICKSON: And on other crimes? 
MR. FARRIS: Yes. 
CHAIRMAN ERICKSON: Was any effort made 

to determine or investigate the taps that were 
placed on the phone of the Chief of Police, Chief 
Lynn? 

MR. FARRIS: You me.m by the FBI? 
CHAIRMAN ERICKSON. Yes. Or was that in

formation turned over to them as well? 
MR. FARRIS: Chief Lynn personally visited with 

the SAC. 
CHAIRMAN ERICKSON: Were you there? 
MR. FARRIS; No, 6ir. And subsequently the 

Chief was visited by a couple of FBI agents and a 
couple of people from the Southwestern Bell 
Telephone Compa'1Y who checked his phone. 

CHAIRMAN ERICKSON: So as I understand it, 
your belief is that if we are going to cause Title III 
to be enforced, it would be effective to have the en
forcement tool turned over to an investigative unit 
other than the FBI. 

MR. FARRIS: No, no. no, no. I don't want to 
leave this Commission with the idea that I am criti
cal of the FBI generally, or even critical of the FBI 
in Houston generally. I am critical of the Houston 
office of the FBI in one case-which isn't bad for 
six years-in one case, this case. 
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I don't question the FBI's ability or manpower 
resources or scientific know-how to investigate 
most anything that they are chartered to do. What I 
am saying is that if it deals with local law enforce
ment entities that it should not be handled by the 
guys who have to deal with them from the FBI of
fice on a daily basis. 

CHAIRMAN ERICKSON: May I conclude from 
that, that ",hat you are suggesting is that they ought 
to have a regulation within the Department, or 
there should be a means of directing that investiga
tions be carried on by other than the local office of 
the FBI. 

MR. FARRIS: That is correct. 
CHAIRMAN ERICKSON: That is your recom

mendation? 
MR. FARRIS: Yes, sir. 
CHAIRMAN ERICKSON: You think the FBI is 

competent and probably the agency that should do 
the investigating, but that it should not be per
mitted by the local office that works with the group 
that, in effect, is being investigated. 

MR. FARRIS: That is substantially it. 
CHAIRMAN ERICKSON: You had one further 

question, Professor. 
MR. BLAKEY: Well, it may turn out to be more 

than one, Mr. Chairman. 
CHAIRMAN ERICKSON: I wouldn't be sur

prised. 
MR. BLAKEY: How many assistants did you 

have assigned to you? 
MR. FARRIS: Thirty-two. 
MR. BLAKEY: How many grand juries did you 

have available to you? 
MR. FARRIS: One in each division. I had six 

divisions. 
MR. BLAKEY: Could you ask for more from the 

chief judge? 
MR. FARRIS: The only way I could have had 

more, I think, would have been a special grand jury, 
and I would have had to have permission from the 
chief judge. 

MR. BLAKEY: You could have gotten it if you 
really needed it? 

MR. FARRIS; I think that during a certain period 
of time I actually had a special grand jury in session 
so that I probably would have been turned down by 
the chief judge on a second grand jury. 

MR. BLAKEY: How many assistants did you 
have assigned to this investigation? 

MR. FARRIS: I started out with the Assistant 
Chief of the Crimina! Division, and I believe I 
worked it up to four. And when you consider that is 
one-fourth of the criminal division in the office, 
that is quite an effort. 

MR. BLAKEY: Did they have subpoena power 
f;vailable to them? 

MR. FARRIS: Yes, sir. 
MR. BLAKEY: Why didn't they do an investiga

tion on their own if yi)U were dissatisfied with the 
Bureau? 

MR. FARRIS: We did. We subpoenaed several 
officers before the grand jury in Houston. 

MR. BLAKEY: And that wasn't satisfactory to 
you? 

You can see as well as I can the point I am mak
ing. I was in the Department for a considerable 
period of time, and if we didn't like what the Bu
reau did for us we did it ourselves. Sometimes it 
was a little harder, but if we put a priority on it and 
thought it was important, and the Bureau didn't 
share our priority, we put our own people on it. 

What I am trying to ask you is this: if you thought 
this was that much more important than the SAC 
did, and you had lawyer power available to you, 
you had grand jury power available to you, why 
didn't you run the whole case out yourself? 

MR. FARRIS: To answer your question, I did end 
up assigning one-fourth of the Criminal Division to 
this case. We did investigate it. We did subpoena 
various officers and other individuals. And I can 
not tell you what they said or even tell you whether 
they said it, obviously. 
~~. BLAKEY: Did you secure any indictments? 
MR. FARRIS: We didn't get the names until 

November of '74. 
MR. BLAKEY: So you had done the best you 

could just before you left? 
MR. FARRIS: That is correct. 
MR. BLAKEY: Should someone criticize you for 

not having done more while you were there? 
MR. FARRIS. 1 don't see why not. When you are 

in a job like that, you expect criticism and you take 
the-

MR. BLAKEY: Some good and some bad. 
MR. FARRIS: Sure. 
MR. BLAKEY: Thanks. 
MR. FARRIS: I have some suggested changes for 

the existing law, Mr. Chairman. 
CHAIRMAN ERICKSON: I would be delighted 

to hear those. 
MR. FARRIS: One of the first problems is there 

are no misdemeanor provisions in the law-none. 
So if you are trying to make a case, you have a 
choice of giving a man immunity-completely giv
ing him immunity and he gets away with whatever 
he has done, or you don't get his testimony, you 
don't get the higher-ups. You have no provision to 
say to him, "We will have you plead to a 
misdemeanor and let it be known to the judge that 
you have cooperated, and that is far better than a 
felony conviction." 

I said "we." I keep forgetting I am a private 
lawyer now. 
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My former associates, the U.S. Attorneys, 
desperately need a misdemeanor provision in this 
law. 

I also feel that the section on the manufacturers, 
2512, is very inadequate. It is like a big piece of 
cheese full of holes. I think that the section should 
be rewritten to provide for licensing of the manu
facturers, for the provision of having all the devices 
that the manufacturer-having serial numbers on 
them, record-keeping to make it imperative that 
they inform the Federal Government who they sold 
the devices to. And every time the devices change 
hands, that has to be reported. 

I have already heard testimony here today that 
there are more devices that are sold to law enforce
ment people and private eyes, and so forth, in states 
that do not have enabling legislation than to the 
ones that can use it legally. And it is going to get 
worse if the section is not changed to prov\de, as I 
say, for very ~;tiff licensing. 

And I have talked to some of my friends who are 
still U.S. Attorneys, and they feel that there is a 
very strong need to provide for this. And if the 
Commission doesn't recommend it, it will be worse 
next year, and the year thereafter. 

CHAIRMAN ERICKSON: May I inquire 
whether, with all due deference to the draftsman of 
the bill, you find this bill is somewhat complex and 
difficult to understand and difficult to follow? 

MR. FARRIS: You mean as presently written? 
CHAIRMAN ERrCKSON~ Yes. 
MR. FARRIS: Not that complex. There are some 

prosecutors who feel that the definition of "wire 
communication" is not clear enough. They feel that 
they sometimes do not know whether to prosecute 
a husband tapping his wife or the reverse. 

But basically, as it is written, it is merely in
adequate, rather than complex. 

CHAIRMAN ERICKSON: You think that 
amendments are needed to plug up some of these 
holes in the Swiss cheese, as you say. 

MR. FARRIS: Yes, sir. And I think that the por
tion allowing the telephone company and others 
to-I think the quaint word is "monitor" 
telephones-I have to agree with one of my friends 
who is a U.S. Attorney, that there must have been 
heavy lobbying by the telephone system to get that 
in there. 

When you have, as for example, r heard of a case 
out in California-I think it was Macy's-where 
they were tapping their employees' phones, and the 
judge read the section and said it was not a viola
tion. 

Well, I think it's a violaticn. I can see the 
telephone company monitoring subscribers' phones 
to find out if they are using blue boxes, to find out 

if they are cheating on the telephone company, but 
I have a problem understanding who monitors the 
monitors. What background investigation did 
AT&T have on these people who sit there in these 
little rooms listening to telephone conversations of 
people who pay the telephone bill? r have a 
problem with that, and so do my former associates 
who are U.S. Attorneys. 

And I think the portion of the law that this judge 
in California had trouble with should be clarified so 
that a judge and, in fact, a prosecutor can tell 
whether, in fact, a businessman should be 
prosecuted for listening in to his own employees to 
see if they are lazy or incompetent or stealing from 
him. I think that ought to be tightened up. 

That's about the sum of my recommendations. 
CHAIRMAN ERICKSON: Thank you for com

ing. We appreciate what you have done for us. I 
hope we can reach some of the ends that you see as 
necessary adjuncts to the proper use of this for law 
enforcement purposes and to protect privacy. 

Your prepared statement will be included in the 
record. 

[The statement of Anthony J. P. Farris before a 
House subcommittee, together with other relevant 
materials, follows. J 

Washington, D.C. 
May 22,1975 

Prepared Statement of Anthony J. P. Farris, 
Former United States Attorney for the Southern 
District of Texas, Before the Subcommittee on 

Courts, Civil Liberties and the Administration of 
Justice of the House Judiciary Committee 

MR. CHAIRMAN: My name is Anthony J. P. Farris, and I am 
an attorney with Farris, Pain & Horne in Houston. From Februa
ry 14, 1969, to December 30, 1974, I served as United States 
Attorney for the Southern District of Texas, with the principal 
office in Houston. The District is the eighth largest of the 94, 
and Houston is th~ fifth largest city in the country. 

During my tenure, my office had the following successful 
prosecutorial record: 1969 through 1974, a 98.630 successful 
percentage for the six years; brought more successful civil and 
criminal pollution litigation (principally under the Refuse Act of 
1899) than all my predeces<~or5 put together; increased the col
lection efforts of the office from a low of $445,303.00 to a high 
of $2,036,865.00 for a six year total of $7,994,427.00; remained 
in the top five in total narcotics prosecutions for six years and 
was first one year; more active civil rights cases than all my 
predecessors; and handled diverse and complicated civil cases 
successfully. All this in spite of a higher case load per lawyer 
than all the seven offices, larger in size, than Houston. I also 
hired more minorities than all my predecessors put together. 

I give you the above facts and figures, all being of record and 
all easy to check, because of the importance of your Commit
tee-also, I may not have another such opportunity. The above 
very successful record was put together with a staff that reached 
a peak of 32 lawyers, with at least 20 having no previous ex
perience when they joined the office. Mr. Chairman, I long have 
resented hearing and reading remarks attributed to Fed,,"al 
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ludges from the District Court to the Supreme Court level, to 
corporation lawyers in the ABA, and to Members of both 
Houses of Congress, questioning the ability of these fine young 
men and women. Many of these fine young lawyers, in every ju
dicial district. consistently take the measure of some of the best 
criminal defense lawyers and some of the best big firm lawyers in 
the country. I might also add that most of the critics have never, 
repeat never, tried a criminal case on either side of the docket. 
Thank you for allowing me the time to get that off my chest. 

I understand l am here to testify about allegations of illegal 
wiretapping by law enforcement authorities in Houston, Texas, 
about allegations of illegal wiretapping by federal authorities in 
Houston, and about the degree of aggressiveness in investigating 
and prosecuting these alleged violations. 

First, tax evasion investigations in these matters were com
menced by the I.R.S. in 1971 and culminated in the conviction 
of Sebastian Mirelez, an alleged big-time heroin dealer in 
Houston. Further investigation resulted in the conviction of a 
former Houston Police Department officer for perjury. Continu
ing investigation by the I.R.S. resulted in the indictments of nine 
H.P.D. officers on charges ranging from income tax evasion, sale 
of heroin, and civil rights violations, to illegal wiretapping. This 
investigation started in December, 1972. The indictments were 
returned May 31, 1974. This case is pending. Obviousiy, I am 
limited on what I can say. 

The very thorough investigation by the I.R.S. led to the con
clusion that other H.P.D. officers could have been involved in il
legal wiretapping. l asked the I.R.S. Criminal Intelligence Agents 
to continue the already ongoing probe as to the wiretapping. The 
agents declined, informing me that Commissioner Alexander 
would permit them to conduct only Title 26 investigations. And 
so, although they were already well acquainted with the case, 
they could not go on. We discussed the matter, or:>;!y. with the 
F.B.1. in Houston, and finally, in April, 1974, asked them in writ
ing (with a copy to the General Crimes Section of the Criminal 
Division of the U.S. Department of lustice) to commence (if 
they had not already done so) a comprehensive investigation of 
the alleged wide-spread illegal wiretapping by the H.P.D. 

Concurrently, of course, my office commenced an investiga
tion by Grand Jury. I personally participated in some of those 
sessions of the Federal Grand lury in Houston. Under the 
Federal Rules of Criminal Procedure, Title 18 U.S.C.A., Rule 
6(e), I am limited by the rules of secrecy as to what I can 
discuss. I am likewise limited by Rule 3 of the Local Rules of the 
United States District Court for the Southern District of Texas, 
which deals with Release of Information by Attorneys, and 
specifically Section "A" in Criminal Cases and Section "B" in 
Grand lury Proceedings. Last, but not least, l am also limited by 
Title 5, U.S.C., Section 522(6)(7) on the disclosure of files and 
information compiled for law enforcement purposes and the 
regt.\ations implementing that section, and Title 28, Code of 
Federal Regulations, Sections 16.21-16.26 on disclosures by 
both employees and former employees of the U.S. Department 
of lustice. 

On the matter of the a!legations of illegal wiretapping by 
federal agencies, there is little I can say. I read and heard various 
charges made that D.E.A. Agents allegedly participated in illegal 
wiretapping. To a much lesser extent, I read and heard the same 
allegations about F.B.1. Agents. I neither saw nor read any 
evidence, soft or hard, to support those charges. No one came 
forward to testify or to document those charges while [ was in 
office. 

My real main concerns have been that the investigation of the 
H.P.D. has lasted so long and has effected some 2,300 officers 
when at the most some 50 were allegedly involved. Finally, I feel 
that the investigations in this case as conducted by the Houston 
office of the F.B.1. up to December 30, 1974, were less than 
thorough, less than aggressive, less than comprehensive, and less 
than enthusiastic. 

FARRIS, PAIN & HORNE 
ATTORNEYS 

SUITE 1016 

2 HOUSTON CENTER 

909 FANNIN 

HOUSTON, TEXAS 77002 

May 19,1975 

Mr. Kenneth J. Hodson, Executive Director 

(713) 654-4437 

National Commission for the Review of Federal and State Laws 
Relating to Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Hodson: 

[ am in receipt of your letter of May 9, 1975, inviting me to 
testify at the hearings of the Commission sometime around lune 
25-27, 1975. As I understand, this would be concerning the ef
fectiveness of Sections 2511 and 2512 of Title 18 U.S.C. 

Please find enclosed a short biographical outline on me as well 
as a copy of the prepared statement, and a letter of transmittal 
sent to Mr. Bruce Lehm?n, Counsel to the House Judiciary 
Committee. As you will note by said letter of transmittal, I am 
appearing before Congressman Kastenmier's Subcommittee on 
May 22. 

In answer to your four questions: 
( I) I found problems in prosecuting cases of illegal electronic 

surveillance under the current Federal statutes in those instances 
where the cases involved family squabbles, attempts to catch 
dishonest employees, and cases of that type. Difficulties were in 
not having the manpower to prosecute cases of that type which 
would mean letting more important cases just sit. In that particu
lar type of case, therefore, we sometimes deferred prosecution. 

(2) As to the difficulty in interpreting the statutes, there was 
really no difficulty in interpreting Section 2511, but it is my un
derstanding that some District Judges have had difficulty in
terpreting it. Such as the District ludge deciding that a "self
contained" telephone system fell within the exception specified 
in (2) (a) (i) of 2511. I think most U.S. Attorneys would in
terpret the ~tatute as merely permitting telephone companies to 
monitor telephone eqUipment-functioning, and nothing more. 
Perhaps Congress could be more specific in detailing the word
ing in reference to the exceptions. 

As to 2512, 1 think here there are many questions about such 
things as when can a "device" be assembled and sold, when can 
it be sold disassembled, who are the exempted agencies, and 
what constitutes a contract between a manufacturer of this 
device and an exempted agency. 

(3) Please see my prepared statement for the Judiciary Sub
committee on Question 3. 

(4) Please see my prepared statement to the Subcommittee on 
Question 4. 

[ would appreciate your advising Ms. Elizabeth McCulley of 
your staff that 1 will require hotel accommodations during my 
stay in Washington so that sh.:: may secure government rates. 

Very truly yours, 

AJPF/ssb 
Enclosures 

[Signed] Anthony 1. P. Farris 
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FARRIS, PAIN & HORNE 
A'ITORNEYS 

Suite 1016 

2 HO<JSTON CENTER 

909 FANNIN 

HOUSTON, TEXAS 77002 

June 27, 1975 
Honorable William H. Erickson 
Chairman, National Commission for the Review 

of Federal and State Laws Relating to 
Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Judge Erickson: 

(713) 654-4437 

I refer to my testimony before the National Commission on 
June 2S, 1975. Unfortunately, so much time was spent on "the 
Houston story" that not enough time remained to discuss possi
ble changes in the present statutes. I am taking the liberty of 
writing this letter to "flesh" out my recommendations and to ex
pand somewhat on those I made orally. 

Section 2510 

1. "Wire communication" indicates that the interception of a 
radio-telephone communication is an interception of a "wire" 
communication, but this is not clear enough. RECOMMENDA
TION: Make this definition clear and spell it out. 

II. "Person" does not spell out whether "person" is or is not 
"empowered by law" (of his or her state) to intercept wire or 
oral communications. RECOMMENDA'IION: Make it clear and 
spell out that "person" is not so empowered by said (necessary) 
state enabling legislatiGft. 

III. "Investigative or law enforcement officer" is not clear on 
the point that in addition to being "empowered by law" to con
duct investigations . . . these officers are also empowered by 
(state) law to make legal interceptions of wire and oral commu
nications. RECOMMENDA TlON: Make it clear and spell out 
that these people are the ones who are so authorized. 

IV. "Communications carrier" is not clear on whether that in
cludes switchboard operators or security guards at Macy's in San 
Francisco in addition to the AT&T people. RECOMMENDA
TIONS: This should be nailed down to mean the Bell System, 
General Telephone, Western Union, etc., and not Macy's, not 
Bank of America, not General Electric, and not Maw and Pa's 
Emporium in Topeka, Kansas. 

Section 2S II 

( I) Here you should nail down that only those Federal Agents 
authorized by statute and only those state "investigative or law 
enforcement" officers authorized by enabling legislation passed 
in their individual states are exempt. 

(2)(a)(i) and (ii) These provisions should be re-written so 
that while still permitting the carriers the latitude to ferret out 
blue box users and others who steal service as well as to monitor 
for faulty equipment would, at the same time, have strict 
guidelines as to when the monitoring was permitted, which 
(screened) personnel were to do it, have the non-random provi
sion repeated, forbid the monitoring procedure for other pur
poses, and clearly spell out that other business entities, i.e., Gim
bel's, Gene<al Motors, Old Colony Trust, Pat & Max's Dry 
Goods Store in Cut and Shoot, Texas, etc., were prohibited to 
monitor their lazy, stupid, incompetent, dishonest or immoral 
employees as well as forbid "wiring up" elevators and public 
places to hl>i!r customers' conversations. 

A new subsection needs to be added to Section 2S II to make 
it a violation to fail to notify the proper authorities that a prin
cipal has violated the provisions of this chapter. (Example: An 

investigative or law officer, State or Federal, standing by 
watching an illegal interception and doing nothing about it, or 
being told about an illegal interception and doing nothing about 
it, such as has been alleged both in Houston, Texas, and Wil
liamsport, Pennsylvania.) A second part of the subsectit)Jj might 
provide for written notification to be made to both the FBI and 
the United States Department of Justice in Washington, D. C. 

P.S. 18 U.S.C. §4, Misprision of Felony, is inadequate. Ac
cording to Lancey Y. U.S., CA, Cal. 1966, 356 F2d 407 (cert. 
denied) and U.S. Y. Daddano, CA, Ill. 1970,432 F2d 1119 (cert. 
denied), the Government must prove that Defendant "took affir
mative steps to conceal the crime of the principal." If an 
Assistant United States Attorney has to prove that additional 
element, i.e., that the Agent or Policeman affirmatively took 
steps to conceal it, that places too much of a burden on the 
prosecutor and leaves a gaping hole for those agents/officers 
who just do not want to report it. 

Section 2512 

I feel that the only answer to the sale of wiretapping devices, 
bugging devices, or any devices which are designed for surrepti
tious use is to (I) license the manufacturers, (2) make them put 
serial numbers on all equipment (not too miniscule as to make it 
physically impossible), and (3) report all sales, trade-ins, leases, 
etc., to the United States Department of Justice, and make it 
clear that sale to law enforcement officials or "persons" in those 
states that did not pass enabling legislation is strictly "malum in 
sen with an exceedingly high fine for such violation. The Com
mission already has evidence of the large volume of sales made 
by manufacturers, etc., to "persons" in states where no enabling 
legislation has been passed-in violation of the law as presently 
written and with knowledge that they are violating the law. 

Section 2518 

8(a) Provides that: The contents of any wire ..• shall, if possi
ble, be recorded ... RECOMMENDATION: Make the record
ing portion MANDATORY with the proviso that if the equip
ment malfunctions, the portion of the overheard conversation 
may be admitted into evidence if two agents/officers can cor
roborate the contents of that portion not recorded. 

(9) Provides that "the contents of any intercepted ... or 
evidence ... shall not be received in evidence ... unless each 
party not les~ than ten days before the trial . . . has been 
furnished with a copy of ... This ten-day period may be waived 
by the judge ..... This subsection is quickly going to run head
on into the "Speedy Trial" provisions recently passed by Con
gress (as are the lack of enough judges and prosecutors not being 
provided by Congress). RECOMMENDATION: Eliminate the 
authority of the judge to waive the ten-day period. Period. 

ADDENDUM 

Tactically, prosecutions are handicapped by the LACK OF 
MISDEMEANOR provisions in this chapter. Prosecutors are 
often unable to obtain the cooperation of persons less culpably 
involved in the crime because the prosecutors either have to give 
those personsjuli immunity or charge them with a felony. 

A misdemeanor provision needs to be added BUT not as a 
substitute. 

Judge Erickson, I respectfully request that you and the Na
tional Commission make this letter a part of the record of these 
hearings. 

Sincerely, 

AJPF/ssb 

cc: Honorable Kenneth J. Hodson 
Executive Director 

[Signed] Anthony J. P. Farris 

National Commission for the Review of 
Federal and State Laws Relating to 
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Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

RECORD OF INTERVIEW WITH CAROL VANCE, 

DISTRICT ATTORNEY OF HARRIS COUNTY 

(HOUSTON), TEXAS, CONDUCTED JULY 25, 1975, AT 

WASHINGTON, D. C., BY KENNETH J. HODSON AND 

MICHAEL HERSHMAN OF THE STAFI F THE NATIONAL 

COMMISSION FOR THE REVIEW OF FEDERAL AND 

STATE LAWS RE!.ATING TO WIRETAPPING AND 

ELECTRONIC SURVEILLANCE 

HODSON: Mr. Vance, we would like to get your general 
background. To start with, how long have you been District At
torney? 

HERSHMAN: I'd just like to note that the interview is being 
taped with the consent of all parties. 

VANCE and HODSON: Certainly. Right. 
VANCE: I've been in the District Attorney's Office in Harris 

County for 18 years, and I've been District Attorney there nearly 
!O years now, or nine and a half years. 

HODSON: And that's an elective office? 
VANCE: Yes. It's an elective office. It's for Harris County, 

which includes numerous cities, the largest of which is Houston. 
HODSON: About how big a staff do you have? 
VANCE: We have 109 Assistant District Attorneys on the 

staff; we have a little over 200 people altogether. 
HODSON: What are your relations with the Houston Police 

Department? 
VANCE: Our relationship has been very close through the 

years. The police come to us constantly seeking advice on search 
warrants and warrants of arrest. We have an organized crime 
division, which we call the Special Crimes Bureau, which works 
with all law enforcement agencies including the Houston Police 
Department. Although we are completely independent agencies 
and make our judgments independent of each other, we have 
had a close working relationship with the Houston Police. They 
provide us perhaps 65 percent of all of our cases in that they 
cover perhaps 1.2 or 1.3 million people out of a county that is 
approximately 2 million in size. 

HODSON: About 65 percent. Do you have a liaison man with 
them? Do they have a liaison man with you on a full-time basis? 

VANCE: No. We do keep people over at the Police Depart
ment, but it is really our own office that they furnished us, that 
we call an intake division. We've had an office over there for 
about two years now that operates seven days a week, 24 hours a 
day. But, really, the kind of cases that we would work closely 
with them Qn, such as, say, a burglary ring, a narcotics ring, 
something of that nature-detectives out of those divisions 
would in all probability come to our Special Crimes Bureau and 
work directly with them on any particular facet of any type of 
organized criminal activity. 

HODSON: Do you know the former Chief of Police of 
Houston, Carrol Lynn? 

VANCE: Yes, I've known him for a good number of years, 
when he was a detective in homicide, when he was in charge of 
the Police Academy, and then, of course, as Chief of Police of 
Houston. 

HODSON; During his testimony before the Commission on 
the 25th of June of 1975, then-Chief Lynn testified that informa
tion he had received indicated that there was widespread wire
tapping going on in the Houston Police Department; that it had 
probably been going on for about 10 years; that it was con
ducted with the knowledge of at least some agents of the FBI; 
that it was done with the knowledge of the security office of 

Southwest Bell; and that he considered that it was a very serious 
problem. He indicated that he had discussed it with the U.S. At
torney in Houston, and also had discussed it with you. He 
testified that he had had several long discussions with you about 
this; that you had prosecuted two policemen for wiretapping, 
back in 1973 before he became the Chief; that he had talked 
with you with respect to these matters; that he felt that you had 
faced a lot of heat from the Houston Police Department because 
you had prosecuted these policemen; and that you were not 
going to involve yourself in the internal workings of the Houston 
Police Department unless he could bring you some concrete 
evidence. Now that basically was his evidence on the 25th of 
June, and I'd like to have your comments with respect to those 
matters. 

VANCE: Well, 1 would be very shocked if there were any 
widespread wiretapping because, concerning wiretapping or any 
allegations of Wiretapping done by the Houston Police Depart
ment or by the FBI, or anyone as far as that goes, we've had a 
close working relationship with all the law enforcement agen
cies, including the Federal agencies, and the first time that we 
had had any allegations come to us of any wiretapping were the 
two Houston Police Department officers who had previously 
been indicted. They were indicted on a conspiracy to sell 
marijuana. Their names were Carlos Avila and Tony Zavala. 
They came to us and told us that there had been a lot of wire
tapping going on by the Narcotics Division of the Houston Po
lice Department. This was around April or May of 1973 that 
they were indicted, and then what happened was-actually the 
case was made by the Houston Police Department-that their at
torneys came to us and they wanted to get them out of the case, 
so to speak, in retUrn for their testimony to try to indict other of
ficers. This was the first time we'd ever had any allegations of 
wiretapping. Since all of this has occurred, I've talked to every
one on my staff who might have any possibility of knowing about 
any wiretapping and, to a person, no one on the staff to this 
good day, to my knowk.dge, has known of any single case of 
wiretapping other than what people-what these two peo
ple-have told us except for hearsay upon hearsay perhaps that 
we have read in the newspapers. We have also read the 
testimony that had been given by the Chief of Police and others. 
We would not really investigate a wiretapping case, per se, in 
that we do not have any wiretapping statute; nor do we have any 
statute in Texas that makes it illegal to wiretap. We need a wire
tapping statute as authorized by the Federal law very badly to 
fight organized crime, but we do not have that. 

HODSON: You can't even prosecute them for, say, trespass? 
V ANCE: That's right. That's right. Well, trespass would be 

some type of city offense pro ~cuted over in the City Court that 
wouldn't carryover a $200 •• ne. We would, of course, like to 
know of any specific cases in which any testimony was obtained 
pursuant to wiretaps, because we would be under an obligation 
to turn this information over to the court and to the defense at
torney in the case. I knew that Chief Lynn had been conducting 
an investigation for some time and had testified about wire
tapping by the police, and I wrote him a letter and asked him for 
any specific evidence that he had pertaining to any cases. I 
brought a copy of my letter to him, which is dated May 20, 
1975, and then his reply some 10 days later on May 30, 1975, 
and I will leave these two copies to accompany the transcript. 

HODSON: We will enter them as part of the record of this in
terview. 

V ANCE: Of course, the letters speak for themselves; but, in 
essence, Chief Lynn said that he had no such evidence of any 
wiretapping on any specific cases. Now, when this information 
was brought to us, we tcok action on one or two cases. I've 
brought some notes with me that have been prepared by the 
head of the Special Crimes Bureau, which actually participated 
in A vila/Zavala negotiations. They were given probation and 
they did testify and we did indict some other officers pursuant t'l 
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a scheme that was generally established by their testimony. This 
had nothing to do with wiretapping. 

HODSON: Nothing to do with wiretapping? 
VANCE: No, but these officers claimed that, instead of setting 

up physical surveillance for several days to get the probable 
cause type of information for search warrants, they took a short 
cut and wiretapped and found out about it, and then obtained 
the search warrant on the basis of the wiretap. Then they would 
doctor up the offense reports to make it appear that surveillance 
had been done for a number of days of seeing known buyers and 
sellers of narcotics addicts come and go. 

HERSHMAN: Aren't these the same two officers who recently 
pleaded guilty before a Federal court to illegal wiretapping? 

VANCE: Well, I think they have. 
HODSON: Is that Avila and Zavala? 
VANCE: Yes. And I think that if the government does 

anything with those cases, those two would be a couple of their 
key witnesses. 

HERSHMAN: It's my understanding that these two officers, 
within the last two weeks, pleaded guilty to counts of wire
tapping, and other counts of illegal activity involving narcotics 
were dropped. So that it v:as a form of plea bargaining for their 
testimony. 

V ANCE: That's my very definite impression, although I have 
no firsthand knowledge of that. All I know about that is what I 
have read in the paper and heard. These two officers were in
strumental in our obtaining indictments, not only on wiretapping 

----eha·rge·s,--but .... mrother illegal activity. What was alleged was 
generally that certain people on the narcotics division-about six 
or seven of them-would find out that a certain load of heroin 
would be coming in, or something of this nature, and one person 
would have maybe $10,000 to make the buy; they would make 
the buy and make the arrest, and then skim off maybe $5,000 
and tum over $5,000 for evidence; they might even keep back 
part of the heroin to use for other informers. That was the 
general allegation, and we checked it out and believed it, and ac
tually a couple of indictments were obtained on two police of
ficers. They were both acquitted. The case had a full trial. I 
never felt any heat as Chief Lynn says. I would take issue with 
his statement. I certainly didn't feel any pressure on the part of 
the police or the former Chief or anybody else in the city not to 
investigate it, or anything of that nature. We investigated it and 
took it as far as we could. The only other thing that we did, act
ing upon this information, was to dismiss a couple of cases. 
There were two separate cases that were dismissed on the basis 
of what Avila and Zavala had said. We had no other evidence 
other than that they had said that there was Wiretapping. But 
they did mention these two specific cases. Avila and Zavala were 
real vague when it came to naming names. They'd tell you how it 
was done, but they were real vague when it came to naming 
names so far as wiretapping went. 

HERSHMAN: Are you suggesting that what they did was use 
information allegedly obtained from a confidential informant, 
when in reality it was a wiretap? 

VANCE: That was what Avila and Zavala said. ( don't know. I 
don't know to this day. They said that they were getting their in
formation from wiretapping, but of course Avila and Zavala 
were trying to save their own necks because they had been in
dicted on an air-tight case as a result of an investigation by the 
Houston Police Department. 

HODSON: An air-tight case of wiretapping? 
VANCE: No. It was not wiretapping, it was a conspiracy to 

sell marijuana. They were actually involved in a marijuana 
transaction with a big marijuana seller. 

HODSON: Why did they start talking about wiretapping when 
they were indicted for a non-wiretapping matter? 

V ANCE: Because the Police Department had investigated 
them, made this case on them, brought it to us, und sought an in
dictment. They were indicted and they were bitter towards the 

Police Department as a result of this. And also they wanted to 
get out. If we tried the case on these two officers to a jury, I do 
believe they would have gone to the penitentiary for a long term 
of years, because it was a case where they were involved in a 
conspiracy to sell marijuana. First of all, they wanted dismissals 
and all this type of thing. We later did recommend that they 
received probation. We didn't promise them anything, but they 
knew that we would consider the fact that they had brought us 
this other testimony against these other officers, so later they did 
receive probation on a plea of guilty. 

HERSHMAN: \\Iere Avila's allegations of illegal wiretapping 
ever communicate(\ to Federal authorities? 

VANCE: Yes, they were. When they first brought this infor
mation to us-and my people were having discussions with them 
directly and also with their attorneys, Bob Turner and Bill 
Green-l personally called Tom Jordan, who was Agent-in
Charge of the FBI at that time and told him that we had some in
formation we wanted to pass on to them, and I sent Bob Bennett, 
who heads my Special Crimes Bureau, and one or two other at
torneys, over to his office. They sat down and told the FBI what 
the information was. As to what the FBI did with it from there, I 
just don't know. 

HERSHMAN: You had no fe-;o.d back? 
VANCE: No. We had no feed back. But I didn't necessarily 

expect any because we had no information. All we had were 
these allegations-everybody's d,)ing it-well, not everybody. 
Their allegations were limited tc the narcotics division. Many 
people in the narcotics division are doing-that type of thing. 

HODSON: About what date did you tum this information over 
to the FBI? 

VANCE: Well, it was on ... I have it here. I asked Bob 
Bennett to prepare a chronology of events so that I might answer 
these questions because a lot of time has gone by. July 3 is what 
he has down. 

HODSON: What year? 
VANCE: 1973. That was when Bob Beronett and two of his 

assistants personally visited Tom Jordan, Special Agent-in
Charge of the Houston Field Office of the FBI, and advised him 
that the two attorneys of Avila and Zavala had made allegations 
of illegal wiretapping. They further advised that we could not in
vestigate wiretapping allegations other than to find out informa
tion about specific cases that we might have to dismiss or in 
which we would have to tum over information to defense attor
neys. We advised Turner and Green to go see the FBI. I mean, 
they were bringing this to us, knowing we had no jurisdiction in 
the matter. We said, well, look, you go see the FBI. But we 
didn't stop there. We sent l:lree people over to tell them about 
this information. 

HODSON: So the important point, I think, for us is the fact 
that the FBI had information concerning alleged wiretapping in 
the Houston Police Department as early as about mid-1973. 

VANCE: Yes. That's correct. And also Bob Bennett tells me 
that he had made Ron Waska, the Assistant U.S. District Attor
ney, aware of all of this. 

HODSON: Ron Waska is? 
VANCE: An Assistant U.S. Attorney. He is still working on 

the case, I believe. And thj~ was in July or August of '73. 
HERSHMAN: We had testimony concerning the demeanor of 

the FBI agents and the aggressiveness with which they handled 
the case. I was wondering if your assistants perhaps got an indi
cation of what direction the FBI was going to go in or how in
terested they were to receive this information. 

VANCE: Well, I didn't feel that they were really interested in 
the thing. And on the other hand, I didn't feel that they ignored 
it either. Later on, after Chief Lynn came to me and claimed 
that his phone was tapped, and he had this friend by the name of 
J. O. Patterson-I don't know if you have heard about Patterson 
or not. But Patterson was the private investigator that Lynn took 
into his confidence and made all these tapes and everything. But 
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Patterson came over to our office and Patterson had strange 
looking gadgets and puts things on the phone and claims there 
might be some bug on this phone and all that. Well, I certainly 
didn't accept his conclusions even though I don't know anything 
about electronic surveillance or technical aspects of it. But, my 
reaction was, don't accept what he says at all. So I called the FBI 
and they in turn contacted the phone company, and a team of 
phone company people and FBI agents speat considerable time 
at our office and out at our homes-mine, Bob Bennett's, and 
other key people in our office that had constant conversations 
about organized crime activities and investigations-and found 
absolutely nothing. Of course, you know if there had been 
something there it could have been taken off. But I'm convinced 
if there was something there, it was not discovered by Patterson 
because he had these gadgets ... 

HERSHMAN: Wasn't Patterson in fact the subject of a Grand 
Jury from your office? 

VANCE: Well, Patterson was indicted yesterday in Harris 
County for illegal possession of either cocaine or morphine and 
it's ... 

HERSHMAN: And also two weeks ago I understand he was 
convicted. :-. 

VANCE: He was convicted in San Antonio of some blue box 
fraud against the telephone company-by the use of some kind 
of blue box that you make illegal long distance calls. 

HODSON: Mr. Vance, can I ask you whether you know 
anything about the aggressiveness or the lack of aggressiveness 
of the FBI in wiretap cases in the Houston area? I ask you this 
question because we have testimony from Chief Lynn and also 
from the former U.S. Attorney in Houston who indicated very 
strongly to the Commission that the FBI was totally unin
terested-let's put it that way-in investigating these alleged 
wiretap cases in the Houston Police Department, and that was in 
1974-in the latter part of 1974. Have you any knowledge about 
that? 

VANCE: No, I really couldn't express an opinion on that. I 
just have no reason to believe that they have not been diligent 
unless you could come to that opinion because of this Avila and 
Zavala matter. But, here again, Bob Turner and Bill Green, the 
two lawyers that represented these two people, were making all 
kinds of allegations about the Police Department and the nar
cotics people, and they were running over and having conversa
tions with people in the press, and stories would suddenly appear 
about these matters in the newspapers. I don't know what their 
motive was. I do think they picked up some narcotics cases as a 
result of this, because they were representing people in narcotics 
cases-but these stories kept hitting the newspapers, and it just 
appeared to me that they were trying to try the case in the 
newspapers and embarrass the Police Department for some 
reason. 

HODSON: Embarrass the Houston Police Department? 
VANCE: Yes. The Houston Police Department. I understand 

their coming and telling us what they did, and we investigated 
and the indictments were obtained as a result of what they told 
us. That I mentioned before. But, the hard thing for me to un
derstand is the fact that they came over to us and told us about 
this wiretapping-which is fine and good-we need to have in
formation like that. But then, we told them, look, you know as 
well as we do-I mean, they are lawyers-there is no Texas wire
tapping statute. It's a Federal violation. You've got to go see the 
FBI. They're the ones who investigate it. Go directly to the U.S. 
District Attorney's Office. And yet, they never did that. 

HODSON: Did they do that for the purpose perhaps of trying 
to get reversals of other cases where they were defense attor
neys? 

VANCE: Oh, I definitely think so, because many. many mo
tions were filed •.. 

HODSON: On the basis of the allegations of Avila and Zavala? 

VANCE: Yes. Right. Well, not so much on the basis of their 
specific allegations, but because of the fact that they made al
legations that there were many wiretaps. Because of these allega
tions-in my opinion-many motions were filed where lots of 
people had been subpoenaed into court, and lawyers had gone 
on a fishing expedition with the hope that they might get their 
case thrown out as a result of illegal wiretapping. Or perhaps 
with the hope that we might dismiss it rather than go through all 
of that sort of litigation. And there were-as I say-there were 
only two cases that were actually dismissed, and we didn't really 
do this because of their allegations, but the cases had some other 
weaknesses to them. And we just came to the conclusion that it 
would be in the best interest of justice to dismiss the two cases. 
But this is two out of hundreds. 

HODSON: Let me ask you this. You know about the allega
tions of wiretapping in mid-1973. 

VANCE: Yes. 
HODSON: And then Chief Lynn, who I believe took over as 

Chief in ... 
VANCE: January 1974. 
HODSON: And then Chief Lynn, who took over as Chief in 

January 1974, came to you, and according to his testimony, said 
that he had had several discussions with you where he advised 
you that he believed that there was widespread wiretapping 
going on inside the Houston Police Department. So that would 
be the second indication that you would have, tending to verify, 
I suppose, Avila and Zavala's allegations. Did you take any 
further action at that time to advise him that he should go to the 
FBI or to advise him that he should go to the U.S. Attorney? 

VANCE: Well, it was my understanding that the FBI was still 
investigating the matter. In fact, the matter is not completed to 
this day. He told me that he was going to go to the FBI and he 
was going to go to the U.S. District Attorney ... 

HODSON: And you told him that you couldn't prosecute for 
wiretapping in any event. Is that correct? 

VANCE: That's right. 
HERSHMAN: Why then did he come to you? Are you his 

legal advisor? 
VANCE: We're not officially his legal advisor, but I m-oan any 

sheriff or any Chief of Police, if they have any confidence at all 
in the District Attorney, they're going to have a fairly close rela
tionship and they're gonna seek advice from me. But he didn't 
come to me and say there's been a whole bunch of wiretapping. 
He knew what Avila and Zavala had been alleging all the time 
about these allegations. But he came to me and told me that he 
was doing an internal investigation into his own department and 
that I would be very surprised at some of his findings. And he 
did not discuss any specific cases with me then. And! told him 
that if it gets to the point that any of the officers have violated 
the State law and if you've got the evidence to support that, I 
want to hear from you, and I want to know about it, and I'll help 
you on it. I'll give you all the cooperation I can. But I said I don't 
want to go on some fishing expedition, and I said I don't want 
some third- or fourth-hand hearsay that I'm going to prosecute 
under. I said to him, you know with you it may be an administra
tive matter and you can fire some people or do whatever you do 
down there, but I'll get involved if we have some cases that have 
some evidence to them. We can look at the thing and if there are 
some officers doing wrong, we'll prosecute them. 

HODSON: Let me ... 
VANCE: And it was just about that simple. But he did not 

come to me at that time with a whole bunch of things about 
wiretapping. He didn't really discuss specifics. He just said that 
he had an internal investigation going on, and that I was going to 
be surprised at some of the findings, and that he hoped to con
clude this thing because the department is in turmoil over ... 

HODSON: I think we can button this up with just a couple of 
more questions, at least from me. One is, did he ask you specifi
cally to make any investigation of the internal problems of the 
Houston Police Department? 
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VANCE: No, and of course, I wouldn't have any jurisdiction 
to do that. 

HODSON: Vou would not have any jurisdiction? 
VANCE: No. Not unless somebody made some allegation that 

someone had violated the law. And he told me ... 
HODSON: Well, I mean if he alleged the Houston Police were 

engaging in illegal wiretapping and then asked you if you would 
provide your investigative force to conduct the investigation, 
what would your reaction be? 

VANCE: Well, I couldn't do that ... to just look at wire
tapping. But 1 would certainly make all the resources of my of
fice available to try to look into the matter and interview the 
same people that he had interviewed to try to get to the bottom 
of the situation so we might dismiss other cases that might be af
fected. But this is why I wrote the letter. I was unaware-I knew 
that he was aware of these allegations of some wiretapping in the 
Narcotics Division, but when he came out and testified before 
the Congressional Committee, and before your Commission 
about literally thousands of wiretaps, or hundreds-on a gran
diose scale that was so different from my general impres
sion-this was the first I had ever heard it even expressed in 
those terms. And it was in a context so much different from that 
we had discussed previously, that I wrote this letter to him, 
because I wanted it in writing, and I wanted his reply in writing. I 
felt that he should have known enough law to know that 
anything defensive in nature has to be turned over to the defense 
attorney. I don't think I need to tell the Chief of Police that, but 
1 certainly have reminded every Chief of Police in the jurisdic
tion of that fact since this occurred. I think they are all aware 
that anything defensive in nature must be disclosed-from all the 
seminars and information they get-they know that as well as 
they know that stealing is ... 

HODSON: What investigative capability do you have in your 
office? Have you ever, say in the last two or three years, reacted 
to a request from the Chief of Police to go down and use your 
own investigators to investigate an offense within the depart
ment? 

VANCE: Oh, not some internal matter that would cause a peT
son to be fired. I mean, if they came in and said so and so ... 

HODSON: Well, are your investigators employed in assisting 
the Assistant District Attorneys to prepare a case for trial or !lre 
they actually out on the streets looking into crimes at the basic 
stages? 

VANCE: Our investigators are actually assisting the attorneys 
in preparing for trial. But we have approximately II lawyers who 
are in the Special Crimes Bureau with several investigators who 
do all types of original investigations so far as corruption 
goes-political corruption, fraud cases-somebody comes in 
with $100,000 embezzlement from a bank. The police wouldn't 
touch it. They say go see ... 

HODSON: The Special Investigative Division. 
VANCE: Yes. And we have indict!)d many people in public 

office-for public corruption-where we have !jone all of the in
vestigations. We arc very active. 

HODSON: You do have a good investigative capability? 
VANCE: Right. But they've got to bring me something to 

show that it is a Class A or B ... a serious crime. There must be 
evidence of a serious misdemeanor or felony offense befort: I'm 
going to look into it; I'm certainly not just going to go on a fish
ing expedition on the basis of some hearsay. 

HODSON: Do you have any knowledge that the Southwestern 
Bell Company might have had knowledge of these wiretaps? 

VANCE: No. None at all. I know Jerry Slaughter, have known 
him a long time. He's been very cooperative in matters, and up 
until all of these things came out recently, I never heard anybody 
allege that Jerry Slaughter had ever assisted ... 

HODSON: I believe that concludes all my questions. 
HERSHMAN: I just have one question. And this stems really 

from an interest in a similar wiretap case we had in New York 

involving the Special Investigations Unit of the New York City 
Police Department. This was a case where widespread wire
tapping was occulTing by these police officers. My question is 
this: Is it conceivable-if in fact widespread wiretapping had oc
curred at the hands of the Houston Police Department, and 
evidence from that wiretapping was used in court cases-is it 
conceivable that the prosecuting attorneys would have no 
knowledge of that wiretap? 

VANCE: It is certainly a possibility. I think it is highly unlike
ly. That's the only way 1 know to answer. It's a possibility, but it 
would be very remote, because I just don't think those officers 
keep that much to themselves. 

HERSHMAN: -The New York ... 
V ANCE: They are highly disciplined, but they don't keep that 

much to themselves. 
HERSHMAN: In the New York case, it was brought out that 

the Assistant Distlict Attorney did in fact have knowledge of it 
and possibly condoned it. 

VANCE: Well-the thing is that you have that many people 
working with it in the Department, and somebody gets trans
ferred, and he takes it bitterly-or even if he doesn't-he just 
gets transferred, or he's just having a few beers with his old 
buddy who is over on Radio Patrol, and he says, "Say, things are 
really different over here in Narcotics. Here's the way we do it." 
And I don't really-and even though I may be of the opinion 
that it was done in some cases at this point, I have no real proof. 
But I think there are very few cases-and by very few people out 
of a department of some 2,000 people. I think the whole thing is 
out of proportion a bit, the way some of the record stands now. 

HODSON: You did indicate that after you got the allegation 
from Avila and Zavala that you did examine all the cases that 
you thought might be affected to see if you could find any 
evidence of wiretapping? 

VANCE: Oh, yes. That's our instruction-to go over them 
case by case. This defendant. That defendant. Avila and Zavala 
would say, well this is on two people we don't know. When was 
it? So we'd go back in our files, and we came up with informa
tion pertaining to two cases. 

HODSON: Mr. Vance, we appreciate your coming to 
Washington to let us interview you. Do you have anything else to 
add? 

VANCE: No, I think we pretty well covered everything. 
HODSON: This concludes the interview of Carol Vance, tile 

District Attorney of Houston, by Michael Hershman and Ken
neth Hodson. Thank you very much. 

CAROL S. VANCE 
District Attorney 

OFFICE OF THE 

DISTRICT ATTORNEY 
SAM ROBERTSON 

First Assistant 

HARRIS COUNTY COURTHOUSE 
HOUSTON, TEXAS 77002 

713-228-8311 

May 20,1975 

Honorable Carrol M. Lynn 
Chief of Police 
Houston Police Department 
61 Riesner Street 
Houston, Texas 77002 

Dear Chief Lynn: 

It has come to my attention from your testimony before the 
Texas Legislature that "thousands of illegal wiretaps" have been 
done by members of the Houston Police Department. 
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As you are aware, any evidence gained by means, of illegal 
electronic surveillance would be inadmissable in evidence. Also, 
any conviction obtained, where such methods were utilized, 
could cause such conviction to be set aside. Further, under the 
Constitution of the United States, the State, by and through our 
office, has a positive duty to turn over any information that is 
defensive in nature to the defendant and/or his attorney. Such 
would include acts of illegal wiretapping. I can assure you that 
neither I nor any of my assistants know of any case presently 
pending nor any case in which a conviction has been obtained 
where illegal electronic surveillance methods have been used. 

Since the duties of my office require that I disclose to the de
fendant any illegally obtained evidence and since our office, 
prior to prosecution, should review any cases in which illegal 
electronic surveillance was used, I therefore ask you and your 
department to provide me with a list of all persons or cases upon 
which any illegal electronic surveillance has been conducted. 
Further, I need the findings, the investigative reports, and any in
formation under your control which would shed any light upon 
whether any illegal electronic surveillance was carried out in any 
case both disposed of or pending. This matter is of utmost urgen
cy to our judicial processes. 

I must have these findings and reports immediately as there 
are many felony cases from your department proceeding to trial 
each and every day. In my opinion this would not violate any 
"gag rule" of any Judge's pending case or investigation. I do not 
intend to make any of these matters public. I do intend to inform 
the appropriate trial judges and the attorney for the accused of 
any information that might be considered "defensive" in nature 
to his case, 

Sincerely, 

CSV:cw 

[Signed]CAROL S. VANCE 
District Attorney, 

Harris County, Texas 

cc: Honorable Edward McDonough, United States Attorney 
Judge Garth Bates, 174th District Court 
Judge William Hatten, 176th District Court 
Judge Miron Love, 177th District Court 
Judge Dan Walton, 178th District Court 
Judge I. D. McMaster, 179th District Court 
Judge Fred Hooey, 180th District Court 
Judge Lee Duggan, Jr., 182nd District Court 
Judge Joseph Guarino, 183rd District Court 
Judge Wallace C. Moore, 184th District Court 
Judge George Walker, 185th District Court 
Judge Andrew Jefferson, Jr., 208th District Court 
Judge Frank Price, 209th District Court 

CITY OF HOUSTON 
FRED HOFHEINZ, MA YOR 

POLICE DEPARTMENT 
C. M. LYNN, CHIEF OF POLICE 

61 RIESNER STREET 
HOUSTON, TEXAS 77002 

TELEPHONE (713)222-3011, RADIO KKD 490, 
TELETYPE 1713571 1012 

May 30,1975 

Honorable Carol S. Vance 
District Attorney 
Harris County Courthouse 
301 San Jacinto 
Houston, Texas 77002 

Dear Mr. Vance: 

I have received your letter of May 20, 1975, which concerns 
any pending cases as well as any convictions which may have 
been obtained by your office where illegal electronic surveil
lance may have been utilized by this department. I understand 
the gravity of this situation and share your concern. 

First, let me assure you unequivocally that since I became 
Chief of Police on January 9, 1974, no illegal electronic surveil
lance has been condoned or tolerated at any level of command 
in this department. I can, therefore, state that no case originating 
after January 9, 1974, is in any way tainted by any illegal means 
of investigation by this department. I realize, however, that this 
does not fully alleviate the problem. 

When I became Chief of Police I was confronted with the in
dictment by a Federal Grand Jury of several officers of the 
Houston Police Department for alleged activities occurring prior 
to my appointment. This lead to my investigation which resulted 
in the conclusion that illegal wiretapping had been utilized by 
some members of this department. I would like to emphasize 
that my only knowledge of this situation came as a result of the 
investigation and therefore is a conclusion, although a well sup
ported one, on my part. I had and have no personal contempora
ry knowledge of any occurrence of illegal electronic surveil
lance. I, like you, know of no case presently pending nor any 
case in which a conviction was obtained where illegal electronic 
surveillance methods were used by this department. 

In this connection, I would like to point out that in my 
testimony before the Texas Legislative Committee I stated, in 
response to persistent inquiry soliciting my opinion, that my con
clusion based upon my investigation indicated that there may 
have been as many as 1000 illegal wiretaps. As stated to the 
Committee, this was and remains only my opinion. 

While I am convinced that a substantial number of illegal 
wiretaps have occurred, I have no tangible evidence that any of 
them ever resulted in any criminal charge, indictment or convic
tion, although in candor I must concede that I believe the proba
bilities are otherwise. 

As you can well realize, if from nothing else than the number 
of officers or former officers who have envoked the privilege 
against self-incrimination before legally constituted investigating 
bodies where testimony is obtained under oath, my investigation 
was a very difficult one and resulted in the discovery ;f rclative
ly few specific cases where illegal wiretapping may have been 
utilized. Any such specific cases would be identified on the tape 
cassettes now in the possession of the Federal Grand Jury. I do 
not have a copy of either these tapes or the transcripts made 
from them. Nor, after this period of time, do I have any indepen
dent recollection of any specific cases that may be disclosed 
from these sources. I assume that the tapes in possession of the 
Grand Jury are possibly more available to you than they are to 
this department, however, if it would be a convenience to you, 
and the Grand Jury will permit, I will detail personnel of the 
Houston Police Department to review such tapes and make ex
cerpts for your use of any specific cases irlentified in them. 

My investigation did disclose that at one time there may have 
been maintained in the Houston Police Department a log of the 
persons who were issued electronic surveillance equipment that 
apparently was available within the department. This log, as well 
as all such electronic surveillance equipment, had disappeared 
prior to my appointment as Chief of Police and my investigation 
indicates that it was destroyed. My investigation indicates that 
no list of cases in which any illegal electronic ~u!Vd!lance was 
conducted was ever kept, and it appears to me improbable that 
any such list ever existed. Notwithstanding, the fact that I stated 
on a television interview that such a list might be prepared with 
two years of intensive investigation, in retrospect and after con
sidering the obstacles to such an investigation, I feel that no 
meaningful list of such activities could ever be prepared. 

The only thing that I can suggest at this time that may assist in 
solution of the current problem is for your office, in preparing 
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any case for trial, to interrogate the investigating officers as to 
whether any illegal electronic surveillance was conducted in the 
investigation and if you are not satisfied with the result of such 
interrogation, advise me and I will make as thorough an in
vestigation of the investigation methods used in such case as is 
possible. As to those cases in which your office obtained convic
tions based upon investigations by this department prior to 
January 9, [974, I hope that the investigation of the U.S. Attor
ney's Office and the Federal Grand Jury will provide, or at least 
point to, a solution. As you probably know, following tfJe con
clusion of my basic investigation, I, upon the advice of my attor
ney, turned over to the United States Attorney and the Federal 
Grand Jury all of my investigative reports and they have been 
conducting a continuous investigation of this matter since that 
time. In the event, however, that their investigations do not 
adequately solve this problem, I will consider any recommenda
tion that you or the City Attorney may have as to review of such 
convictions by this department. 

I both understand and regret the burden that this is placing 
upon your office. I hope you understand that this has been a 
painful and disruptive situation in the Houston Police Depart
ment. I can only say that the disclosure and investigation of this 
situation was necessary and will certainly enable your office and 
the Houston Police Department to better achieve our mutual 
goal of proper law enforcement. 

Sincerely, 

CML:eps 

[Signed1 C.M. Lynn 
Chief of Police 

cc: Honorable Edward McDonough, United States Attorney 
Judge Garth Bates, 174th District Court 
Judge William Hatten, 176th District Court 
Judge Miron Love, 177th District Court 
Judge Dan Walton, [78th District Court 
Judge I.D. McMaster, [79th District Court 
Judge Fred Hooey, I 80th District Court 
Judge Lee Duggan, Jr., 182nd District Court 
Judge Joseph Guarino, 183rd District Court 
Judge Wallace C. Moore, 184th District Court 
Judge George Walker, 185th District Court 
Judge Andrew Jefferson, Jr., 208th District Court 
Judge Frank Price, 209th District Court 

CHAIRMAN ERICKSON: We will take a five
minute recess. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: If we may reconvene, 

Jerry Bragan, will you come forward, please? 
[Whereupon, Jerris E. Bragan was sworn by 

Chairman Erickson.} 

TESTIMONY OF JERRIS E. BRAGAN, 
CONVICTED PRIVATE 
INVESTIGATOR 

CHAIRMAN ERICKSON: Our next witness is 
Jerry Bragan, former private investigator in the 
Washington area who was convicted in May 1973 
of Title III violations committed in the course of 
several of his investigations. Mr. Bragan will discuss 
the attitudes of the private investigator toward the 
provisions of the Federal Wiretap Act. 

MR HERSHMAN: Mr. Bragan, what is your cur
rent occupation? 

MR. BRAGAN: I am working for a retail chain in 
security. 

MR. HERSHMAN: In private security work? 
MR. BRAGAN: Yes. 
MR. HERSHMAN: May I ask: Did you hold a 

private investigator's license in the Virginia area? 
MR. BRAGAN: Yes, I did. 
MR. HERSHMAN: When was that? 
MR. BRAGAN: The exact dates I don't recall. It 

was '72 and '73. 
MR. HERSHMAN: When did you first get into 

the private investigative business? 
MR. BRAGAN: In 1969. 
MR. HERSHMAN: Would you give us a brief 

description of how you started in it and what your 
positions were? 

MR. BRAGAN: Well, I started part-time working 
for Wackenhut Corporation here in Washington, 
went from there to Searches as General Manager, 
and then set up my own company. 

MR. HERSHMAN: And when you were involved 
with these other companies, Wackenhut and 
Searches, were you involved in private investigative 
work? 

MR. BRAGAN: Yes. 
MR. HERSHMAN: What type of cases did you 

handle? 
MR. BRAGAN: With Wackenhut it was prin

cipally work for insurance companies suspected of 
fraud of one sort or another-some chasing of wan
dering spouses as all agencies handle: missing per
sons. I didn't get into any criminal work with 
Wackenhut at all. At Searches, mostly domestic 
work, missing persons-this type of thing. 

MR. HERSHMAN: Did you have occasion to use 
electronic surveillance while working for these two 
organizations? 

MR. BRAGAN: 1 personally didn't, no. 
MR. HERSHMAN: Do you know of its use by 

others within these organizations? 
MR. BRAGAN: Yes. 
MR. HERSHMAN: Was its use legal by these 

other individuals? 
MR, BRAGAN: Well, if there had been any 

questions of it at the time, I probably wouldn't be 
sitting here now. I don't recall the question ever 
being raised as to its legality at all. They were all 
situations that involved the parties or the clients' 
own phones and premises-never any question 
about it. 

MR. HERSHMAN; So up to the time when you 
formed your own agency you had no real exposure 
to electronic surveillanqe in one form or another? 

1307 



MR. BRAGAN: Except for seeing some of the 
equipment, a couple of transmitters and telephone 
switches, and this sort of thing, no. 

MR. HERSHMAN: Well, did you consider at that 
point that you were technically capable of perform
ing a wiretap? 

MR. BRAGAN: Oh, good heavens, no. I am still 
not, for that matter. 

MR. HERSHMAN: Tell me, Mr. Bragan, how did 
it first come about that you engaged in illegal wire
tapping or bugging? 

MR. BRAGAN: For my company are you refer
ring to now? 

MR. HERSHMAN: That is right. I assume this 
was in 1972; is that right? 

MR. BRAGAN: Yes. Very briefly, we were 
retained by an attorney in Washington to handle a 
domestic case for him. And as a matter of fact, he 
had had Wackenhut working on the case prior to 
that time. And he wanted to have a telephone tap 
installed on this particular individual's telephone. 

We discussed the various aspects of the law as he 
explained it to us, and finaIly agreed that the type 
of tap he wanted put on, on a doctor's 
phone-there had been all kinds of problems 
getting involved in privileged communications 
between a doctor and patient and so on, so ulti
mately he requested what we get was a room bug 
which was obtained from a firm in Baltimore. And 
the client, that is, the wife, installed it in her 
husband's bedroom herself, and we monitored the 
transmissions. 

The only thing that was being overheard was her 
husband's conversations with his mistress on the 
telephone. 

MR. HERSHMAN: Did this attorney teIl you that 
this would be an illegal act? 

MR. BRAGAN: No; no. As he explained it to us 
at the time, as long as it was on the 
client's-whoever that was-their own property 
and their own phones and this type of thing, there 
wouldn't be any problem. The only reason there 
was a problem in putting a tap on this particular 
telephone was because, as I said, the communica
tion between the doctor and some of his patients 
and that sort of thing, and he felt that would be 
getting into a questionable area, so we didn't get a 
tap on that. 

MR. HERSHMAN: This being the first time you 
did it, how did you go about it? 

MR. BRAGAN: I don't honestly recall how I got 
in touch with this feIlow in Baltimore. One of your 
investigetors asked me the same question, and this 
goes back three or three-and-a-half years ago, and I 
just don't recall how I got his name. 

I have a vague recollection of talking to a Prince 
Georges County feIlow about him, but I can't 
honestly recaIl how I got in touch with him. 

MR. HERSHMAN: Obviously, you had to buy 
the equipment from someone? 

MR. BRAGAN: Yes. 
MR. HERSHMAN: And he had to teach you or 

s!low you how to use it; correct? 
MR. BRAGAN: It was a relatively unso

phisticated device. It was simply putting the hearing 
aid battery into it and he sold us the transmitter and 
a modified FM radio receiver. 

MR. HERSHMAN: You keep saying "us." Did 
you have an employee or partner? 

MR. BRAGAN: I had a partner, yes. 
MR. HERSHMAN: What was his name? 
MR. BRAGAN: Jerry Cavanaugh. 
MR. HERSHMAN: You say you gave this device 

to the woman to plant in her husband's room? 
MR. BRAGAN: She was living in the house at 

the time. We went into the house with her and 
looked over the layout, and we experimented with 
various places of putting it and monitoring it. She 
ultimately changed it around to some other place. 
That was the only time we went into the house. 

MR. HERSHMAN: Where was t:,i,! receiver for 
the device? 

MR. BRAGAN: Well, it was a portable receiver 
that we had in a car. 

MR. HERSHMAN: And did you make tape 
recordings of his conversations? 

MR. BRAGAN: Yes. 
MR. HERSHMAN: What did you do with the 

tape recordings? 
MR. BRAGAN: They were turned over to the at

torney. 
MR. HERSHMAN: Do you know what the attor

ney did with these? 
MR. BRAGAN: To put them in the vernacular, I 

think he gathered the inteIligence from them to 
sandbag the doctor's secretary or nurse, or what
ever she was. I found out later they implied that 
through some kind of reverse set-up with their 
house intercom, they had overheard conversations. 
I don't know if they testified to that or implied that 
or what. 

MR. HERSHMAN: Did the woman get a divorce 
eventually? 

MR. BRAGAN: Yes, she did. 
MR. HERSHMAN: Do you know if any informa

tion obtained from this bug was used in the court 
trial? 

MR. BRAGAN: Not directly, no. 
MR. HERSHMAN: Was the husband ever aware 

that he was the victim of a bug? 
MR. BRAGAN: I doubt it very seriously-even 

to this day. 
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MR. HERSHMAN: How much were you paid for 
that job? 

MR. BRAGAN: It would be a combination of 
some very long~term surveillance. r charged her for 
the equipment exactly what we paid for it, which 
was $250 for the transmitter and receiver. The total 
case involved $1200 or $1300, something of that 
sort. 

MR. HERSHMAN: So here it was, your first year 
in business. You had really minimal experience in 
the private investigative field. You went to an attor
ney and he suggested that a listening device be 
pl~ ... 'd in this man's room; is that correct? 

MR. BRAGAN: That is correct. 
MR. HERSHMAN: And this was your entrance 

into the field of illegal electronic surveillance? 
MR. BRAGAN: Rather ironically, one of the 

reasons our whole business was related to attor
neys-we didn't take any clients or any cases. We 
had an ad in the yellow pages, but we didn't take 
any cases where a person wasn't represented by 
counsel to avoid exactly this kind of problem-not 
just wiretap but trouble with the law. The answer to 
your question is yes. 

MR. HERSHMAN: When was the next occasion 
that yqu used illegal electronic surveillance? 

MR. BRAGAN: The next occasion, I guess, 
would be the two cases that I was subsequently in
dicted and convicted on. 

MR. HERSHMAN: Can you give us the circum
stances of those cases? 

MR. BRAGAN: Very briefly, one of them was a 
big case where our client, a relatively prominent 
local contractor, had been embezzled out of some 
$200,000 or $300,000. The other case involved a 
government employee who was seeking a divorce 
from his wife, who was calling various high officials 
in the government and accusing them of aU kinds 
of-

MR. HERSHMAN: At this point did you still 
have your original partner, Mr. Cavanaugh? 

MR. BRAGAN: I had a new partner at this time. 
MR. HERSHMAN: Who was that? 
MR. BRAGAN: A fellow I knew at that time as 

William R. Raymond. 
MR. HERSHMAN: And did you subsequently 

find out that Mr. Raymond was not Mr. Raymond 
after all? 

MR. BRAGAN: Oh, yes. 
MR. HERSHMAN: Who was Mr. Raymond? 
MR. BRAGAN: Patrolman William R. Phillips of 

the New York City Police Department. 
MR. HERSHMAN: And who was Patrolman 

Phillips? 
MR. BRAGAN: He was a fellow that was nailed 

by the Knapp Commission in the process of putting 

Xaviera Hollander on the pad. In exchange for im
munity he went to work undercover for the Knapp 
Commission, and was subsequently indicted for two 
counts of murder and one count of attempted 
murder. 

MR. HERSHMAN: He was a corrupt New York 
City police officer? 

MR. BRAGAN: Very definitely. 
MR. HERSHMAN: And what was Mr. Phillips 

doing down here under the name of Mr. Raymond? 
MR. BRAGAN: Well, I found out later he was 

under what you would call the federal witness pro
gram. There had been numerous threats against his 
life. His name had been changed. Up until, I be
lieve, about a month before he became associated 
with me, he was under the protection of U. S. 
Marshals. In fact, after that, whenever he went 
back to New York, he had a bevy of marshals with 
him protecting him. 

MR. HERSHMAN: You mean the federal 
authorities gave him a change of identity and pro
tected him? 

MR. BRAGAN: Plus paying him a per diem while 
he was down here. 

MR. HERSHMAN: Did Mr. Phillips have to get a 
license in order to practice private investigation in 
Virginia? 

MR. BRAGAN: Yes, he did. 
MR. HERSHMAN: What procedures did you go 

through to get his license? 
MR. BRAGAN: The procedures in Alexandria 

are supposed to be efficient. You are fingerprinted 
by the police department and the prints are sent 
through the FBI for clearance, and when they come 
back you are issued a license. 

MR. HERSHMAN: Was Mr. Phillips given 
clearance? 

MR. BRAGAN: Yes, he was. 
MR. HERSHMAN: In other words, you had no 

idea that the man you were hiring as your partner 
was, indeed, not only a corrupt New York City po~ 
lice officer but was under indictment for murder- at 
the time in New York? 

MR. BRAGAN: That is correct. 
MR. HERSHMAN: Has he since been convicted 

of murder? 
MR. BRAGAN: Last fall he was convicted on 

both counts of murder and attempted murder and is 
serving two life sentences in Attica right now. 

MR. HERSHMAN: What role did Mr. Phillips 
play in aiding vou on these illegal wiretaps down 
here? 

MR. BRAGAN: Originally he came into the com
pany as a partner. There was three of us, Mr. 
Cavanaugh and Raymond and myself. Phillips is an 
exceptional investigator, and after a very short 
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period of time both Cavanaugh and I thought it 
would be much more to our interest to have him as 
a partner in the company rather than going out and 
setting up his own, which he did. 

He was with me when we interviewed both of the 
clients that I referred to. 

Backtracking just a bit, in June, which would 
have been about two or three months before I met 
Phillips, a fellow named Lindsey had run an ad in 
the Washington Post for transmitters-this was right 
around the time of the first case I was talking to 
you about-and he came over with a suitcase full of 
various goodies, none of which I had the time or 
money or interest in at the time. Phillips was very 
interested in this. 

MR. HERSHMAN: Let me just interrupt now. 
He ran an ad for what in the Washington Post? 

MR. BRAGAN I have forgotten exactly. It was 
under the title, "Items for Sale"-transmitters-a 
two- or three-line ad about wireless transmitters for 
sale. 

MR HERSHMAN: And he brought over, after 
you called him, a suitcase full of equipment? 

MR. BRAGAN: Yes, various types of equipment. 
Phillips was interested in meeting Lindsey. The 

only thing we knew about Phillips at the time was 
he had allegedly been an undercover agent for the 
Federal Government investigating organized crime 
in New York-this sort of thing. When he was 
cleared in Alexandria, there was no further 
problem. 

At any rate, he talked about some of the wire
tapping he was familiar with in the government, was 
very interested in the subject, said he'd know 
whether some of this equipment Lindsey had was 
worthwhile or not. 

So I called Lindsey and he came over and 
brought basically the same equipment over again. 

This was, oh, perhaps a month or six weeks be
fore this industrial case came into the office that I 
referred to. 

MR. HERSHMAN: Did Mr. Phillips feel that the 
way to make money in this business was through 
wiretapping and bugging? 

MR. BRAGAN: His basic premise was that in 
terms of gathering information, intelligence on vari
ous cases, it would be very worthwhile. 

MR. HERSHMAN: How about you? How did 
you feel about it? 

MR. BRAGAN: Under the restrictions as I un
derstood them, certainly; it is very beneficial. 

MR. HERSHMAN: What restrictions are you 
speaking of? 

MR. BRAGAN: That is, you know, you come to 
me and ask me to bug Professor Blakey's 
telephone; as r understood it at the time, that would 
be clearly illegal. No, not that sort of thing. 

MR. HERSHMAN: When you applied for your 
license as a private investigator, did they give you a 
copy of the Title III regulations? 

MR. BRAGAN: No. 
MR. HERSHMAN: Did anyone talk to you about 

what is legal or illegal about electronic surveil
lance? 

MR. BRAGAN: The only person r discussed this 
type of thing with at all was the attorney r men
tioned to you earlier. 

MR. HERSHMAN: So no official of the state 
talked to you as a prospective private investigator 
about the pitfalls of using electronic surveillance? 

MR. BRAGAN: To the best of my knowledge, 
there is no jurisdiction in the U. S. that does so. 

MR. HERSHMAN: If you had had knowledge of 
the provisions of Title III and understood them, do 
you feel perhaps you wouldn't have engaged in this 
activity? 

MR. BRAGAN: I was running a very successful 
and profitable business. We didn't need illegal wire
tapping. 

CHAIRMAN ERICKSON: I think it is safe to say 
this attorney who gave you the advice on Title III 
was probably not very well-informed. 

MR. BRAGAN: I don't think it was malicious, 
no. 

MR. BLAKEY: It sounds to me like you've got a 
malpractice suit. 

MR. HERSHMAN: Let's go on. 
I believe you had meetings with other attorneys. 

You talked about this government official. Obvi
ously, an attorney was involved in that case, too, 
where you wiretapped his wife; is that correct? 

MR. BRAGAN: We, 'it are you referring to now? 
MR. HERSHMAN: 1 am referring to the Daven

port case. 
MR. BRAGAN: Oh, yes. 
MR. HEF"HMAN: Did you talk to his attorney 

about the possibility of using this device? 
MR. BRAGAN: No, that was not discussed. This 

is one of the things the U. S. Attorney was very 
excited about, that there would be a lot of lawyers 
involved. 

MR. HERSHMAN: So we have these two cases 
coming up, the marital case and the business case. 
Would you tell us where you got the equipment and 
how that was accomplished? 

MR. BRAGAN: From Mr. Lindsey. 
MR. HERSHMAN: Did you hire Mr. Lindsey? 
MR. BRAGAN: Ultimately he came to work for 

the company full time. 
MR. HERSHMAN: What was Mr. Lindsey's 

background? 
MR. BRAGAN: Electronics. 
MR. HERSHMAN: Was he a radio and TV 

repairman? 
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MR. BRAGAN: Yes. 
MR. HERSHMAN: And you hired him to help 

you investigatively? 
MR. BRAGAN: Not just in the area of elec

tronics. 
MR. HERSHMAN: Did he have any investigative 

experience? 
MR. BRAGAN: Oh, no. 
MR. HERSHMAN: Then I think it's safe to say 

his expertise would fall in the area of electronic 
matters. 

MR. BRAGAN: He wasn't happy about it, but in 
tbe Furman case we put him out on a construction 
job with a broom. 

MR. HERSHMAN: What was used in the Fur
man case? 

MR. BRAGAN: Three telephone taps, basically. 
They are about the size of a 50-cent piece and 
about a quarter-of-an-inch thick, attached to the 
telephone lines. They had a broadcasting range of 
about a half-mile. The transmitters didn't activate 
until the telephone receiver was actually picked up, 
created no interference or a.nything of this sort on 
the line. 

In a car that Phillips rented, the receivers had 
been installed so that the vehicle could be left unat
tended and still the conversations monitored at a 
later date. 

MR. HERSHMAN: Who installed the equip
ment? 

MR. BRAGAN: Lindsey. 
MR. HERSHMAN: Who monitored the conver

sations? 
MR. BRAGAN: Lindsey and a fellow by the 

name of Flurry and a fellow by the name of Steve 
Zorn. Phillips was out there on one or two occa
sions. 

MR. HERSHMAN: And the listening post was in 
a car Mr. Phillips had rented? 

MR. BRAGAN: Right. 
MR. HERSHMAN: Why were these phones 

being monitored? 
MR. BROGAN: The client, Mr. Furman, had 

reason to believe that three of his employees had 
embezzled several hundred thousand dollars from 
his company when he was in the process of convert· 
ing from a handwritten method of bookkeeping 
over to a computerized system. It was believed that 
they were involved with several other conspirators. 
And his company at that time was in a virtual state 
of collapse. He was getting no cooperation out of 
the Montgomery County officials he went to to get 
an investigation going. They since have indicted 
these people, I understand, or were going to-I 
don't know. 

And it was everybody's general OpInlOn that 
putting taps on these telephones would expedite the 
investigation in the quickest possible manner, basi
cally to find out who else they were dealing with 
outside of the company-suppliers and a few other 
people. 

MR. HERSHMAN: Who suggested that wiretaps 
be used in this case? 

MR. BRAGAN: Oh, I think the original sug
gestion came from Phillips. This is an area where he 
was supposedly an expert. 

MR. HERSHMAN: And it was thoroughly 
discussed with Mr. Furman, the owner? 

MR. BRAGAN: Oh, yes. 
MR. HERSHMAN: Now, what did you charge 

Mr. Furman for this investigation? 
MR. BRAGAN: 1 think our cost on the equip

ment was $1100, which we charged him-and we 
charged him the same thing we paid for the equip
ment. I think the total fee came to about $10,000. 

MR. HERSHMAN: And how was the information 
used that was obtained from the wiretaps? 

MR. BRAGAN: Pardon? 
MR. HERSHMAN: How was the information 

used th~\t was obtained from the wiretaps? 
MR. BRAGAN: It wasn't. Before the case was 

concluded the Justice Department had just about 
everything. 

MR. HERSHMAN: You mentioned that at the 
same time you then began your second domestic 
wiretap case. Can you tell us how you got into that? 

MR. BRAGAN: That was the Davenport case. I 
don't know whether Furman came first or Daven
port, but both of them were within a couple days of 
each other. 

It was just basically a. standard type domestic 
case. The only complication involved was that he 
was high-placed in the government, and his wife 
was calling various people and creating a lot of 
problems for him, or he believed she was. It is the 
same type of tap I described earlier. It was installed 
on the telephone wire. 

MR. HERSHMAN: By whom? 
MR. BRAGAN: Lindsey. 
MR. HERSHMAN: Was Mr. Phillips also in-

volved in this tap? 
MR. BRAGAN: Oh, yes. 
MR. HERSHMAN: Where did it transmit to? 
MR. BRAGAN: It didn't transmit at all. It was a 

faulty transmitter. 
MR HERSHMAN: Wasn't this the tap that was 

originally <ilscovered by the police? 
MR, BRA.GAN: Yes, it was. 
MR. HEPSHMAN: How did that come about? 
MR. BRAGAN: Well, I didn't see the installation. 
never did see the thing. But according to Mc-
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Donald and the Arlington County detectives I 
talked to about it later, it was a pretty sloppy job. 
The wiring itself was apparently covered with gray 
tape and Lindsey just spliced the lines and covered 
it with black tape and left alligator clips and other 
choice things lying on the ground. Mrs. Davenport 
discovered it and thought something was peculiar 
and called Arlington and they in turn called the 
FBI. 

MR. HERSHMAN: Can you'tell us how the case 
proceeded from there? 

MR. BRAGAN: Just generally, the complicated 
interplay of personalities there-about the same 
time I decided to terminate Phillips' relationship 
with the company. 

MR. HERSHMAN: Why was that? 
MR. BRAGAN: I was pretty well satisfied-I had 

found out by this time who he was and I was pretty 
well satisfied that his complaints of a police frame 
didn't sound quite as good as they originally did 
when he proferred them. 

MR. HERSHMAN: When you terminated him, 
was it then Mr. Phillips started working as a govern
ment agent against you? 

MR. BRAGAN: Yes. He said if he was ter
minated that he'd go to the FBI; that he was a 
federal witness and the government '.vould protect 
him, and he would send everybody down the tube, 
et cetera, et cetera. 

MR. HERSHMAN: Was Mr. Phillips eventually 
granted immunity in this case? 

MR. BRAGAN: Yes, he was. 
MR. HERSHMAN: So here we have an indicted 

corrupt New York City police officer who engaged 
in wiretapping down here, and he was granted im
munity in order to testify against you; is that cor
rect? 

MR. BRAGAN: That is right. 
MR. HERSHMAN: Was anyone else grante<l im

munity in order to testify against you? 
MR. BRAGAN: Mr. Furman was. Professor 

Butler was. Lindsey was. Everybody was. 
MR. HERSHMAN: Was anyone else convicted 

on these charges aside from you? 
MR. BRAGAN: Nobody else was even charged. 
MR. HERSHMAN: And you were a full partner 

with Mr. Phillips in this corporation, is that not the 
case? 

MR. BRAGAN: That is correct. 
MR. HERSHMAN: How long was this corpora

tion set up? 
MR. BRAGAN: How long had it been in busi

ness? 
MR. HERSHMAN: Yes. 
MR. BRAGAN: It had been in business, I believe, 

a little over a year at that time. 

MR. HERSHMAN: Can you tell me during this 
year's period how many times you were approached 
to do illegal wiretap or bugging jobs? 

MR. BRAGAN: Oh, the exact count I couldn't 
tell you. I would guess that by recollection-we 
might get a couple of calls a week. 

MR. HERSHMAN: Would you say maybe 50 or 
60 times during that year? 

MR. BRAGAN: Yes. 
MR. HERSHMAN: So the business is out there if 

you really want it, isn't it? 
MR. BRAGAN: Oh, good heavens, yes. 
MR. HERSHMAN: Is it generally the case that 

more money is charged when you use wiretapping? 
MR. BRAGAN: Well, I don't know that anybody 

else does. That is generally the impression you get 
in the profession, what you hear various places 
from people. It is a question of supply and demand. 

MR. HERSHMAN: What about the profession? 
Were you aware of other private investigators in 
the country doing the same thing as you? 

MR. BRAGAN: Well, you hear things. I knew of 
more police officers that were involved in illegal 
tapping than private investigators. But as far as 
direct personal knowledge, no. 

MR. HERSHMAN: Did you perhaps gain a repu
tation whereby people would be referred to you 
because you handled this type of activity? 

MR. BRAGAN: I wouldn't think so because basi
cally it was just those cases involved. There wasn't 
anything discussed as any particular big deal, you 
know, with anybody one way or the other. 

MR. HERSHMAN: What determined whether 
you'd take a case involving illegal wiretap? 

MR. BRAGAN: Well, basically whether the 
necessity for this type of activity warranted the ex
pense; whether, you know, it involved the client's 
own telephones and premises or not. 

MR. HERSHMAN: And the equipment to do this 
was readily available; is that correct? 

MR. BRAGAN: Oh, yes. I would have to disagree 
with one of your manufacturers. Even though I am 
not a technician, Lindsey is certainly not one of the 
budding electronic geniuses of the day, and he cer
tainly made some very fine equipment. I know a 
few people that are involved in radio and TV repair 
that tell me if they have the schematics and the 
equipment that they can build just about anything; 
it is no problem. 

These basement shops that one of the fellows 
talked about earlier this morning, I think, is 
probably where most of the illegal equipment 
comes from. 

MR. HERSHMAN: Mr. Bragan, do you have any 
recommendations as to possible licensing 
procedures for private investigators that would 
toughen the system up? 
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MR. BRAGAN: Well, I think the licensing regu
lations from state to state and jurisdiction to ju
risdiction are just-they are a mishmash of virtually 
nothing except maybe a handfuL Certainly there 
should be some requirement where private in
vestigators have a better understanding of the 
wiretap law. 

Because I will tell you right now there is no doubt 
in my mind that there are a lot of private investiga
tors involved in wiretapping of one sort or another 
that probably are not aware of some of the serious 
criminal penalties involved, th illegality of it. 

MR. HERSHMAN: Mr. Bragan, how many 
counts of illegal wiretapping were you convicted 
of? 

MR. BRAGAN; They took two cases and stacked 
them up to six counts. 

MR. HERSHMA'l": And what was your sentence? 
MR. BRAGAN: Two years, 18 months 

suspended, six months confined to Allenwood. 
MR. HERSHMAN; Thank you. 
CHAIRMAN ERICKSON; Chief Andersen. 
MR. ANDERSEN: I have no questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: No questions. 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: You mentioned you knew more 

police than private detectives who did surveillance. 
What area is this? 

MR. BRAGAN: In the Washington metropo1itan 
area. 

MR. BLAKEY: D. C. police? 
MR. BRAGAN: Yes, sir. 
MR. BLAKEY: Arlington police? 
MR. BRAGAN: No. 
MR. BLAKEY: Prince Georges County police? 
MR. BRAGAN: Yes, sir. 
MR. BLAKEY: Have you ever been interviewed 

by the Bureau? 
MR. BRAGAN: Sir? 
MR. BLAKEY: Have you ever been interviewed 

by the FBI in connection with your knowledge of il
legal police surveillance? 

MR. BRAGAN: No. 
MR. BLAKEY: Have you ever indicated to them 

that you had it? 
MR. BRAGAN: No. 
MR. BLAKEY: Have you ever indicated to any 

other law enforcement agency that you had it? . 
MR. BRAGAN: Other than to the investigators 

of this Commission, I don't believe I have discussed 
it with anybody; no. 

MR. BLAKEY: How old is the information? 
MR. BRAGAN: Well, one of them would go 

back about two years. The other, out in Virginia, I 
would imagine is still going on. 

MR. BLAKEY: Needless to say, Mr. Chairman, I 
suggest the transcript of this part of this witness' 
testimony be made available to the Department of 
Justice for such action as it sees fit. 

Thank you. 
CHAIRMAN ERICKSON: I might ask this: In 

connection with your conviction for violation of 
Title III, presentence investigation report was 
made, was it not? 

MR. BRAGAN: r believe so, yes. 
CHAIRMAN ERICKSON: And you are on 

probation at the present time? 
MR. BRAGAN: That is right. 
CHAIRMAN ERICKSON: In talking to the 

probation officer, you certainly told him how 
widespread this was, didn't you? 

MR. BRAGAN: I tflink I may have spoken with 
Mr. Sullivan a total of two minutes. 

CHAIRMAN ERICKSON: In other words, that is 
all your probation interview consisted of? 

MR. BRAGAN: My probation interview really 
wasn't much of an interview. I think he asked me 
my address and asked me to give him something in 
writing. That was the extent of it. 

CHAIRMAN ERICKSON: Your statement 
wasn't, "'Why me? It's going on everyplace else," 
was it? 

MR. BRAGAN: No, it was not. 
CHAIRMAN ERICKSON: You didn't state that 

to the U. S. Attorney or anyone in connection with 
it? Did you tell your own lawyer it was kind of 
unusual you had been singled out? 

MR. BRAGAN: My lawyer was Philip Hirschkop. 
He thought it was rather unusual, too. 

CHAIRMAN ERICKSON: You didn't think that 
was unusual, that everybody else walked by without 
getting indicted and suddenly here you are, the 
proud possessor of a felony indictment? 

MR. BRAGAN: Mr. Chairman, for a period of 
about three months I was in a state of shock. I 
didn't do too much wondering about anything, 
frankly. 

CHAIRMAN ERICKSON: When you were talk
ing to your lawyer, didn't you tell your lawyer, 
"This is the reason I did it. I was given this bad ad
vice by another lawyer and I acted on the basis of 
that, and everybody else is doing it so I couldn't see 
that it was too bad." 

MR. BRAGAN: The federal judge refused to 
admit that as evidence. 

CHAIRMAN ERICKSON: You mean it was of
fered? You testified to that? 

MR. BRAGAN: Yes. 
CHAIRMAN ERICKSON: Was an offer of proof 

made? 
MR. BRAGAN: Yes. 
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CHAIRMAN ERICKSON: So at the time this was 
before the court it was made clear that there were 
other violations that were known to you? 

MR. BRAGAN: Yes. 
CHAIRMAN ERICKSON: Well, Mr. Bragan, we 

are deeply indebted to you for taking your time to 
give us your experience with Title III. It does haVe 
some teeth though, doesn't it? 

MR. BRAGAN: It certainly does. 
CHAIRMAN ERICKSON: Thank JOU very much 

for appearing. 
[The relevant material follows.] 

AVAILABILITY OF ELECTRONIC SURVEILLANCE 
SERVICES TO THE GENERAL PUBLIC 

In April of i 975, the National Wiretap Commission staff in
itiated a survey of private investigative agencies in six cities in 
the United States. The purpose of the survey was to determine 
the types of electmnic surveillance services and countermea
sures that were available to the general public. The staff did not 
intend to identify the private investigators who offer such ser
vices, but wanted only tn determine the extent to which the 
public has access to debugging and wiretapping expertise. The 
staff was also interested in the number of investigators who 
would be willing to broach th" subject of conducting offensive 
electronic surveillance in the course of a telephone conversa
tion. Although most were hesitant to discuss the matter in detail 
by telephone and requested private meetings, a substantial 
number volunteered specific suggestions on methods, devices, 
and costs of offensive surveillance measures. Finally the survey 
attempted to discover what information the investigators pro
vided as to the legality of such services. 

In seeking this information, the Commission staff randomly 
chose seven cities in which to conduct the survey. A member of 
the staff attempted to contact private investigative agencies 
listed in the yellow pages of each city's telephone directory. In 
those instances where two or more agencies listed the same 
telephone number, or where the listing indicated that one agen
cy was associated with another, only one of the related agencies 
was contacted. The response from that agency was assumed to 
be the same for all agencies associated with it. 

The Commission staff member would call an agency and ask 
to speak with an investigator. The investigator was told that the 
caller was a local businessman with a suite of twelve offices. He 
was told that the caller's firm had been experiencing a loss of 
business and that the caller suspected two possible causes; first, 
that confidential conversations and strategies were being over
heard by a competitor; second, that one or possibly two of the 
firm's consultants were engaging in outside business activities of 
which the caller was not aware. The caller then asked for a cost 
estimate of having the offices checked for listening devices, and 
for information on th~ feasibility and legality of overhearing the 
office and telephone conversations of the two consultants. 

The results of the survey reveal that of 115 firms contacted in 
seven cities, 71 provide debugging services and 42 either offered 
to perform offensive wiretapping and bugging themselves or 
referred the caller to another specified agency that would pro
vide this service. The estimated costs of the debugging operation 
varied widely, and many agencies insisted on seeing the offices 
before giving any estimates. The estimates given over the phone 
ranged from $80 to $3,480. The costs of setting up means by 
which the bu&inessman could overhear his consultants' conversa
tions were estimated as low as $30 and as high as $5,000, and 
suggested methods ranged from simple tape recorders to a 
closed circu.it TV. 

In Atlanta, of 28 firms contacted, 18 indicated they would 
provide debugging services, and 14 also offered to perform of
fensive wiretapping and bugging. One investigator suggested that 
the possibility of monitoring a consultant's conversation "would 
be very good, no problem at all." One hinted that they would be 
on a "little shaky ground," but suggested using a tape recorder 
or microphone transmitter in the false ceiling of the consultant's 
office. He explained that a telephone monitoring system could 
be set up by attaching an induction coil, bought at tl,e Radio 
Shack, to the phone. Whenever the consultant made a call, the 
businessman could remove his receiver and record the conversa
tion. Another, referring to setting up a phone monitoring system, 
said that there were several ways in which this could be accom
plished. He specifically stated that he could set up the telephone 
so that the busine",-... ~,! could monitor calls or "we have a 
system where we can hook it up and listen over a transistor 
radio." One agent stated that although his firm did not do offen
sive surveillance, he "might be able to make the connections 
with the right people who can get you the equipment." Another 
investigator stated that he possessed the equipment needed to do 
the overhearing and that he would do it. One investigator ex
plained that although he did not have the necessary equipment 
to "bug" the office, "I know where I can get it." 

As for the legality of overhearing the consultant's conversa
tions, although several agents requested private meetings to 
discuss methods and price, only one of the investigators con
tacted frankly admitted the illegality of the proposed operation. 
He then indicated that many businesses had experienced 
problems similar to those voiced by the caller and had resorted 
to the same solution despite the prohibitions of Title III of the 
Federal Wiretap Act. He offered to discuss the possibilities 
further at a private meeting. Another investigator advised the 
caller that, assuming the caller owned everything in his office, "I 
believe you would be within your legal right" [to overhear the 
consultant's calls].* 

In Baton Rouge, of nine firms contacted, five offered to per
form debugging services, four would also conduct offensive wire
tapping and bugging, and two others who did not offer offensive 
electronic surveillance themselves, referred the caller to an 
agency that did offer this service. When approached with the 
possibility of overhearing the consultants, one of the investiga
tors hinted that this suggestion was "kinda on shaky ground, but 
it can be done." "We possibly could do something with his 
phone. If you own everything, that makes it better." Another 
suggested that a system "could be set up with a voice-activated 
tape recorder so that the slightest sound will start it." Another 
stated "we have various types of equipment. I feel sure we can 

• As indicated above, several investigators concluded that the overhear
ing of the consultants would not be illegal if the caller (simulated em
ployer) owned everything in the office. Section 2511(2)(a)(i) of Title 18 
provides that it is not unlawful for the operator of a switchboard to inter
cept communications in the normal course of efT'ployment "while en
gaged in any activity which is a necessary incident to the protection of the 
rights or property of the carrier of such communication ..... In con
ducting the survey, it was never indicated that the caller had his own 
switchboard. Had that been a fact, there would be some support for the 
view that monitoring of the telephone conversations of the consultants 
might not be unlawful. In United States v. Christman, 375 Fed. Sup. 1354 
(1974), the court held that the defendant, regional chief of security for a 
department store chain, was not guilty of unlawful interception of 
telephone conversations when, having received reports of various im
proprieties occurring in the chain's shoe department, he monitored and 
recorded conversations occurring on the chain's privately operated inter
communications system (underscoring supplied). It is doubtful that this 
case correctly interprets Section ::511 (I )(a)( i). It. is the position of the 
Department of Justice that the exceptions in 2511 (1 )(a)(i) should be 
limited to the detection of telephone (toll) fraud and do not permit inter
ceptions to gain evidence of other offenses of improprieties. 
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be of service." Finally, one agent assured the calkr "anything 
you need in that line can be done. If it is illegal, we don'r~ tio it 
but we know who does and would be happy to talk to you about 
it." 

Of 27 agencies contacted in Philadelphia, 20 provided 
debugging, 11 offered offensive wiretapping and bugging ser
vices, and three who did not perform offensive electronic sur
veillance themselves, referred the caller to agencies that would 
provide this service. One of the investigators suggested contact
ing the telephone company and having a monitor connected to 
the employer's telephone which would enable him to intercept 
all telephone calls to the office. Another stated, "there is a sim
ple way to find out [about the consultants' outside activities]. 
Buy a small recorder. Can buy them in electronic stores. Get a 
long tape. Can plant in air conditioning duct, etc. There are 
devices you can pick up that are more sophisticated, but they 
cost more. " He then explained that the caller could get in touch 
with an agency like "ours" which has this equipment, but it cost~ 
mOt·e. Another agent, when asked about the possibility of over
hearing the consultants, stated, "I would prefer we discuss that 
when we meet." The caller asked, "I take it something can be 
done then?" The agent replied, "Yes." 

Advice on the legality of the proposed "overhearing" varied. 
One advised the caller, "If you own the business you can do 
anything you want." He then indicated that his agency was "full 
up" and could not begin work on the caller's case for two weeks. 
Another, asked about overhearing conversations other than 
those taking place over the phone, said, "That can be done. You 
can put a device in there. I don't see anything illegal about that." 
Others were more cautious in their advice and actions. When 
asked about the possibility of listening to the consultants' con
versations, two agents preferred to give advice and/or equipment 
to the caller rather than set up the monitoring system them
selves. One stated, "Sure, I have the equipment and I can loan it 
to you. I can't do it. I can instruct you to do it." He suggested 
leasing the equipment at $35-$40 per week. The se.::ond replied 
that he could not do it but "I can tell you how to do it." He sug
gested that the caller place a tape recorder in the consultants' 
offices and run a line to wherever the caller would be so that he 
(the caller) could start and stop the recorder. Another investiga
tor admitted, "It's illegal. If you do it on your own there is no 
problem." One agent advised the caller, "This could be done but 
you could not use the information-that would be eaves
dropping." And another explained, "You can't use it [the infor
mation gained from the overhearing] for evidence. We can do it; 
there is no question about doing it. We have all the electronic 
equipment to do any job. It is against Federal law." He then 
asked the caller to come to his office in order to discuss the 
matter further. 

Of nine agencies contacted in Washington, only two indicated 
that they provided offensive electronic surveillance and counter
meusures. One of them suggested the use of a closed circuit TV 
that would allow the caller to monitor conversations while at the 
same time seeing everything that goes on from a car as far as one 
block away. The fee for this would be $5,000 plus the cost of the 
operator if one were desired. As to the legality of overhearing 
the conversations, the agent stated that it would not be legal for 
him to listen in on conversations he was not a party to. He re
ported that he could make the equipment for the caller so that 
the caller could listen in. He advised the caller that although it 
would be questionable whether the caller could legally listen in 
on their conversations, the Courts would probably not say much 
unless some civil rights group took action. He emphasized that 
there would be no problem at all if the caller didn't tell anyone. 
The second investigator who was willing to provide offensive 
bugging and wiretapping services, indicated that legally the 
caller could tap his own phone but not the telephones of the 
consultants. He then asked to arrange a private meeting to 
discuss the possibilities further. 

In Miami, of seven agencies contacted, four provided 
debugging services. Two indicated that they also provide offen
sive wiretapping and bugging, and a third indicated that his 
agency would do it if it could be done legally. To the suggestion 
of overhearing the consultants' conversations, the first investiga
tor of this group responded, "Legally can be done if you own the 
office-I will not do it but I can offer advice. I Cdn offer you 
assistance and show you how to do it. " In reference to the neces
sary equipment, he offered, "I can get anything along that line 
that you need." Another investigator, asked about the fellSibility 
and legality of the proposed overhearing, responded, "There are 
ways it can be done. You can [do it] for your own private infor
mation. r know it can be done. I have had it done." It was not 
clear whether one of the investigators who offered to perform 
offensive electronic surveillance would actually do so if he 
acquainted himself further with the law. When the proposal to 
listen to the conSUltants' conversations was brought forward, he 
responded, "There are a number of ways. I can take care of it. I 
won't do anything illegal; I am sure ;t can be done legally 
though." 

In New York, of ten agencies contacted, one was strictly a 
guard agency and one was in the process of moving to another 
state. Of the remaining eight agencies, six conducted debugging 
operations and three offered to conduct or assist in conducting 
offensive eavesdropping activities. One of these agents stated, 
"You will have to install a listening device ... have to set up a 
bugging system in the office. You could use a recorder." 
Another agent, when asked about overhearing the consultants, 
responded, "you can hear what goes on ... We can do that." 
A third replied, "Setting up a device in the office is no problem 
at all." And the investigator from the agency preparing to move 
to another state commented, "I don't see anything wrong with 
that. They have some terrific mikes on the market today. [You] 
Can probably do it yourself. Get them at most any store- 1,,,y 
don't ask questions. I used to do a lot of that when we were on 
(name) Street. I don't do it anymore." 

Of 25 agencies contacted in Los Angeles, four were guard 
firms, one investigated fires only, and one performed property 
title searches only. Of the remaining 19 agencies, 16 were willing 
to conduct debugging searches, but none would provide offen
sive electronic surveillance services. However, three of the firms, 
after explaining that overhearing the consultants was illegal, sug
gested methods by which the caller might accomplish it. One 
agent commented, "It can be done. You may be able to buy 
your own [device] and get away with it. Some electronics com
panies will sell over the counter ... $1,000 to $1,500. You may 
be able to find an agency that will do it for you." A second in
vestigator suggested, .. You could use a voice-activated tape that 
comes on automatically. Can be picked up at any store." A third 
agent advised the caller, "There's a place in Canada that will 
ship them in. They're expensive-$I,OOO to $1,500. I can't recall 
the name though." 

Telephone Company Data 

On June 11, 1975, the American Telephone and Telegraph 
Company (AT&T) furnished the Commission with a list of the 
total number of wiretapping and eavesdropping devices found in 
the United States by Telephone Company personnel on the lines 
(facilities, equipment, and instruments) of the Associated 
Operating Companies of the Bell System during the period 
January 1, 1967, to December 31, 1974. The list (Exhibit No. 
7.a.) reflects totals by year, and a breakdown by state. 

On November 6,1974, the Commission requested that AT&T 
provide additional data, namely, the type of illegal device 
discovered, the name, address and telephone number of the sub
scriber, the type of service-residential or business-and the law 
enforcement agency notified. 

On January 13, 1975, AT&T responded to this request by 
furnishing the names of 1000 subscribers upon whose lines i1-
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legal wiretap devices were found. (The list provided on June 11, 
1975, indicates 1555 devices; however, AT&T records were not 
available for all the devices.) Exhibit No. 7.b. reflects a break
down, by Associated Operating Companies, of the information. 

The January 13 data submitted by AT&T shows that in 610 
cases, the discovery of an illegal device was reported to the FBI. 

On January 21, 1975, the Commission requested that the FBI 
provide information indicating the possible motives in each case, 
and the final disposition. Of the 610 cases, FBI records show 
receipt of only 473. Of these, 41 occurred prior to the enact
ment of Title III. A breakdown of the FBI response can be found 
in Exhibit No. 7.c. 
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EXHIBIT NO.7.a. 

TOTAL NUMBER OF WIRETAPPING AND EAVESDROPPING 
DEVICES FOUND IN THE UNITED STATES BY TELEPHONE 

COMPANY PERSONNEL ON THE LINES (FACILITIES, 
EQUIPMENT, AND INSTRUMENTS) OF THE ASSOCIATED 

COMPANIES OF THE BELL SYSTEM. 

Y,EAR 

1967 

1968 

1969 

1970 

1971 

1972 

1973 

1974 

H. W. William ~~ng 
Attorney 
American Telephone and Telegraph Company 
June 11, 1975 
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'IOTAL 

195 

179 

218 

195 

249 

174 

163 

182 



TOTAL NUMBER OF WIRETAPPING AND EAVESDROPPING 
DEVICES FOUND IN THE UNITED STATES BY TELEPHONE 

COMPANY PERSONNEL ON THE LINES (FACILITIES, 
EQUIPMENT, AND INSTRUMENTS) OF THE ASSOCIATED 

COMPANIES O~ THE BELL SYSTEM. 

STATE 1967 1968 1969 1970 1971 1972 1973 1974 

Alabama 5 2 7 9 7 13 6 12 

Arizona 4 3 5 2 4 2 0 6 

Arkansas 0 0 3 0 0 0 0 0 

California 35 21 14 21 17 15 8 8 

Colorado 1 4 3 2 1 2 0 3 

Connecticut 2 0 1 5 2 5 1 0 

Delaware 0 0 0 0 0 0 0 0 

Florida 0 7 16 21 8 2 1 5 

Georgia 2 4 1 7 2 11 4 6 

Idaho 0 0 0 0 0 0 0 0 

Illinois 15 17 31 15 55 26 12 20 

Indiana 2 0 2 3 3 4 2 3 

Iowa 0 2 0 0 0 1 1 1 

Kansas 1 0 1 2 1 2 8 0 

Kentucky 2 3 6 5 2 3 14 5 

Louisiana 0 2 2 0 0 7 6 2 

Maine 0 0 0 0 1 0 1 0 

Maryland 1 3 1 2 4 3 :1 3 

Massachusetts 0 3 7 0 19 3 .3 5 

Michigan 24 17 11 6 29 6 1 3 

Minnesota 1 2 0 0 1 2 5 2 

Mississippi 2 2 1 1 6 1 1 2 

Missouri 1 2 1 4 2 3 9 2 

Montana 0 0 0 0 1 0 0 0 

Nebraska 1 0 0 0 2 1 1 3 

Nevada 2 0 3 0 1 0 0 0 

New Hampshire 0 0 1 0 0 0 0 0 

New Jersey 26 28 40 6 .10 16 8 15 
I 
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STATE 1967 1968 1969 1970 1971 1972 1973 1974 

New Mexico 2 3 0 2 2 0 0 1 

New York 0 0 1 5 5 5 10 6 

North Carolina 3 3 1 6 4 3 4 1 

North Dakota 0 0 0 0 0 0 0 0 

Ohio 7 3 6 13 5 3 13 18 

Oklahoma 0 0 0 0 0 0 0 0 

Oregon 0 0 1 1 2 4 1 0 

Pennsylvania 20 14 17 11 12 4 8 11 

Rhode Island 0 0 1 0 0 0 0 0 

South Carolina 0 5 3 3 8 5 7 3 

South Dakota 0 0 0 1 0 0 2 0 

Tennessee 14 8 10 6 13 4 0 8 

Texas 13 16 9 18 9 9 4 11 

Utah 1 3 1 3 1 3 0 1 

Vermont 0 0 0 0 0 0 0 0 

Virginia 0 0 1 2 4 2 6 3 

Washington 6 1 2 5 4 2 4 9 

Washington, D.C. 0 0 2 0 0 2 0 0 

West Virginia 0 0 0 1 0 0 5 1 

Wisconsin 2 1 6 7 2 0 6 3 

Wyoming 0 0 0 0 0 0 0 0 

TOTALS 195 179 218 195 249 174 163 182 
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EXHIBIT NO. 7 .b. 
DATA CONCERNING ILLEGAL E1~CTRONIC SURVEILLANCE DEVICES FOUND BY 

TELEPHONE COMPANY PERSONNEL ON THE LINES (FACILITIES, EQUIPMENT, AND INSTRUMENTS) 
OF ASSOCIATED COMPANIES OF THE BELL SYSTEM 

JANUARY 1, 1967 to JUNE 30, 1974 

NUMBER OF CASES REPORTED TO 
TELEPHONE COMPANY DEVICES FOUND *CLASS OF SERVICE **TYPE OF DEVICE LAW ENFORCEMENT 

New England Telephone 
Mass & Rhode Island 47 39 RES 7 BUS 6A 41C 45 

New York Telephone 10 9 RES 1 BUS 6A 4C 10 

New Jersey Bell 126 101 RES 22 BUS 40A 4B 81C 1D 12::' 
1 Public Coin 

Bell of Pa. 
Pa. & Delaware 45 36 RES 9 BUS lOA 1B 34C 39 

C&P Company 
Wash •• D. C. 2 1 RES 1 BUS 1A 1C 2 

C&P of Maryland 27 19 RES 8 BUS 8A 18C lD 20 

C&P of Virginia 27 20 RES 7 BUS 7A 20C 15 

C&P of W. Virginia 9 8 RES 1 BUS 2A 7C 8 

Southern Bell Florida 74 57 RES 9 BUS 35A 39C 65 

Southern Bell Georgia 50 48 RES 2 BUS 6A 44C 42 

Southern Bell 
North Carolina 16 14 RES 2 BUS 4A l2C 14 ----
Southern Bell 
South Carolina 32 28 RES 3 BUS 5A 27C 30 

South Central Bell 
Alabama 40 34 RES 6 BUS lOA 30C 40 

South Central Bell 
Kentucky 17 12 RES 5 BUS 9A 8C 17 

South Central Bell 
Louisiana 22 14 RES 7 BUS 3A 19C 21 

South Central Bell 
Mississippi 3 3 RES lA 2C 3 

South Central Bell 56 52 RES 4 BUS l4A 5B 35C 55 
Tennessee 2 Unknown 

Ohio Bell & 
Cincinnati Bell 32 30 RES 2 BUS 3A 28C lD 25 

Michigan Bell 20 18 RES 2 BUS 2A l4C 4D 15 

Indiana Bell 16 14 RES 2 BUS 6A 9C 13 
1 Unknown 
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TELEPHONE COMPANY 

Wisconsin Telephone 

Illinois Bell 

Northwestern Bell 
Minnesota 

Northwestern Bell 
South & North Dakota 

Northwestern Bell 
Nebraska 

Northwestern Bell 
Iowa 

Southwestern Bell 
Missouri 

Southwestern Bell 
Kansas 

Southwestern Bell 
Arkansas 

Southwestern Bell 
Oklahoma 

Southwestern Bell 
Texas 

Mountain Bell 

Pacific N.W. Bell 
Washington 

Pacific N.W. Bell 
Oregon 

Pacific Telephone 
Nevada 

Pacific Telephone 
California 

NUMBER OF 

EXHIBIT NO. 7.b. 
Continuation 

---------- - ---

DEVICES FO~~ *CLASS OF SERVICE 
CASES REPORTED TO 

**TYPE OF DEVICE LAW ENFORCEMENT 

22 21 RES 1 BUS 8A l3C lD 20 

38 30 RES 8 BUS 27A llC a 

10 8 RES 2 BUS 3A 7C 10 

6 6 RES 6C 
. 

6 

It. 3 RES 1 BUS lB 3C 4 

4 3 RES 1 BUS 2A 2C 3 

19 17 RES 2 BUS lA l8C 16 

11 10 RES 1 BUS lA laC 11 

3 2 RES 1 BUS 2A lC 3 

3 2 RES 1 BUS 2A lC 3 

90 74 RES 16 BUS 3lA 2B 54C 3D 75 

0 I a a a 

8 6 RES 2 BUS 4A 4C 8 

7 6 RES 1 BUS 7C 7 

4 3 RES 1 BUS lA 3C 4 

100 77 RES 23 BUS 3lA 3B 65C lD 100 

South New England Bell 
Connecticut 9 7 RES 2 BUS 4A 5C 6 

TOTAL 1009 832 RES 163 BUS 295A l6B 683C l2D 877 
1 Public Coin 3 Unknown 

*Class of Service: RES - Residence, BUS - Business 

**Type of Device: A - Radio Transmitted - Metallically coupled (Hardwire) 
B - Radio Transmitted - Inductively coupled (Transmissions picked up 

from magnetic field around wire) 
C - Metallically conducted (Transmits via hardwire) - Metallically coupled 
D - Metallically conducted - Inductively coupled 
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EXHIBIT No. 7.c. 

DATA CONCERNING ILLEGAL ELECTRONIC SURVEILLANCE COMPLAINTS RECEIVED BY THE 
F.B.I. FROM ASSOCIATED OPERATING COMPANIES OF THE BELL SYSTEM 

JANUARY 1, 1974 to JUNE 30, 1974 

MOTIVE 

Employee 
dis- Courtship Police (un- Industrial 

Disposition Marital Unknown Domestic honesty situation authorized) Political espionage 

Number of c.ases ................................................ 279 65 34 7 13 4 2 8 

* U.S. Attorney declined prosecution ..................... 241 34 19 4 II 0 4 

Handled by local authorities ................................. 7 4 0 0 0 

Cases resulting in an arrest indictment and/or 
prosecution ..................................................... 13 3 

Investivation discontinued .................................... 8 26 0 0 0 2 0 2 

Investigation not conducted .................................. 5 2 9 0 0 0 0 0 

No violation of Title III ...................................... 4 0 0 0 0 

Disposition unknown ........................................... 0 0 0 0 0 0 0 

• Reasons for declining prosecution include; Jack of evidence, Jack of prosecutive If_erit, a marital case with no professional interceptor involved, and expiration of the statute of limitations . 
.... 'ncludes cases involving theft of service, juvenile pranks, sexual curiosity, etc. 

Business 
(fraud & 
internal 

problems) 

15 

7 

3 

2 

0 

2 

0 

**Other Total 

46 473 

18 339 

0 15 

2 27 

41 

0 16 

24 34 

2 

F.B.1. inquiries at various telephone companies established 22 cases which were reportedly referred to them but did not appear in F.B.1. records. They are as follows: 10 Marital; 4 Domestic; I Juvenile prank; 4 No violation; I in· 
ternal business problem and 2 Unknown. 





EXHIBIT NO.8 

COMPILA nON OF NEWS ARTICLES ON ILLEGAL 
ELECTRONIC SURVEILLANCE 

The staff of the National Wiretap Commission compiled 
several files of newspaper articles dealing with incidents of il
legal wiretapping. A total of 304 reports of incidents have been 
collected, most of which deal with cases which occurred after 
1968. Almost half of these cases involved allegations of illegal 
activities by state and local police, federal authorities, or other 
government officials. The rest of the cases involve the use of 
electronic surveillance by private indivi'h!z!~ for a variety of pur
poses. Thirty-eight cases were se1""teu as representative of those 
in the Commission's files and are summarized below. 

ILLEGAL WI RET APPING-POLlCE 

Paper: 
Wichita Eagle & Beacon (Kansas) 
1 Article, 5/23/75 

Case: 
Sedgwick County Sheriff & Deputies 

Allegations: 
Sheriff and deputy charged with illegal wiretapping, conspira
cy to wiretap, and perjury. Gag order ruling prohibiting public 
comment by attorneys and witnesses involved in the case, 
which is pending. Trial set for June 17, 1975. 

Paper: 
Indianapolis Star (Indiana) 
2 Articles, May 1975 

Case: 
Investigation of pOfisible illegal wiretaps in police surveillance 
of Police Lt. John Wise. 

Allegations: 
Illegal wiretaps; some 25 tapes which may contain conversa
tions recorded on basis of illegal taps were found in police 
"bug room;" secret surveillance equipment used to blackmail 
political figures; surveillance equipment is missing from police 
"bug -room." Marion County Grand Jury investigation; tapes 
to be subpoenaed. Grand Jury investigation still in progre..s. 

Paper: 
Shreveport Journal (Louisiana) 
2 Articles, April-May 1975 

Case: 
FBI Investigation of Capital Wiretaps 

Allegations: 
State police installed tap on Capital Police phones in February 
1975, without a court order, apparently for internal investiga
tive purposes; tap authorized by Captain Johnson of the 
Capital Police and State Superintendent of Buildings and 
Grounds Rizan; one witness claims police tapped illegally long 
before the Capital incident. FBI investigation. Still in progress. 

Paper: 
Manchester Union Leader (New Hampshire), 1 Article, 
11/29/75 
Orlando Sentinel Star (Florida), 2 Artic..ies, 1/21/75, 1/29/75 

Case: 
Ficke Wiretapping Charges 

Allegations: 
Ficke, as Chief of Keene, New Hampshire Police Department, 
installed electronic interception equipment in his office that 
would intercept calls on an unlisted line. Specifically, he 
recorded a telp,llhone conversation between a Keene police 
Sergeant and .i city councilman and released information con
cerl1inl! 'he call to a radio newsman. Trial in Chesire County 

(N.H.) Superior Court. Ficke acquitte,~. Charges dismissed 
because state wiretapP':tg law was too vague and no criminal 
intent proven. Ficke reinstated as Chief of Police, Winter 
Garden, Florida. 

Paper: 
Burlington Free Press (Vermont) 
1 Article, 5/2/75 

Case: 
ScelzaSuit 

Allegations: 
Scelzas charge their rhone was monitored by the Hartford Po
lice in connection with felony investigation. No charges were 
ever brought against any family member. Civil suit seeking in
junction and $200,000 in damages. Trial pending. 

Paper: 
Des Moines Register (Iowa), 5 Articles 
Cedar Rapids Gazette (Iowa), 1 Article 
7/18/74-3/18/75 

Case: 
Wiretaps in Cedar Rapids Police Station 

Allegations: 
Police bugged visitor and interrogation rooms, monitoring 
conversations between attorneys and their clients, generally in 
connection with lie detector examinations. Surveillance results 
also used in continuing investigations and gathering evidence. 
Equipment also used to monitor police officers. State and 
Federal Grand Jury investigations; National Wiretap Commis
sion is considering a case study. State Grand Jury f(~turned six 
indictments, which were dismissed on a legal ter,hnicality by 
the Iowa Supreme Court. They are currently reconsidering the 
matter. Federal Grand Jury produced a 500 word report con
cluding that illegal taps had occurred but that evidence as to 
responsibility was too skimpy to warrant indictments. 

Paper: 
Madison Times (Wisconsin), 2 Articles 
Milwaukee Journal (Wisconsin), 1 Article 
Memphis Cu.llmercial Appeal (Tennessee) 
4/13/75-4/17 j?5 

Case: 
Wiretap Authorized during Indian Occupation ()f Alexian 
Brothers Novitiate 

Allegations: 
Tap illegal for failure to notify State Justice Department, 
although tap was authorized by Circuit Judge. No actio/l 
taken; State A.G, announced that erroneous authorization and 
failure to follow proper procedures were not the intentional 
type of violation the Jaw was meant to cover. Case dropped. It 
is possible that information gathered from the taps could be 
challenged successfully by the defense at trial of Indians. 

Paper: 
Nashville Banner (Tennessee), 1 Article, 5/1/75 
Nashville Tennesseen (Tennessee), 1 Article, 5/1/75 

Case.' 
Vradenburg Stolen Gun Conspiracy 

Allegations: 
Vradenburg defense attorneys charged a government agent 
and a police officer with illegal tapping and with "setting up" 
burglaries to get evidence against the defendants. Grand Jury 
investigation. Acquitted; found "no creditable evidence of 
misconduct." Government agent promoted and transferred. 

Paper: 
Newark Star-Ledger (New Jersey), 1 Article, 3(25(75 
Trenton Times (New Jersey), 1 Article, 3/25/75 
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Case: 
New Jersey State Police Activities 

Allegations: 
Former state policeman charged that state police engaged in 
illegal wiretapping and in break-ins to plant bugs. State legisla
ture's wiretap panel will hear testimony by ex-state trooper. 
Case pending. 

Paper: 
Hackensack Record (New Jersey), 1 Article, 10/14/74 

Case: 
Hasbrouck Height~ Council Report of Police Wiretaps 

-fllegations: 
Former police chief secretly recorded conversations in his of
fice and authorized taping of a closed police committee cau
cus meeting and a public meeting of the Borough County. In
vestigation by Hackensack attorney and report to Hasbrouck 
Heights Council. Council read report at public meeting, but 
refused to actually release the report which concluded above 
allegations were true. 

Paper: 
Nashville Tennessean 
2 Articles, 1/22/75 and 5/4/75 

Case: 
Suspensions of 3 policemen: Erwin, Pr2 ter & Bouchard. 

Allegations: 
Prater and Erwin illegally wiretapped the telephone of a 
suspected drug pusher. Bouchard suspended for waiting a year 
to report Prater and Erwin. Possible obstruction of justice 
charges. Federal Grand Jur; investigation. Prater and Erwin 
reasf,igned to other dL'ties in the police department; Bouchard 
reassigned; he resigned in March 1975 and is now suspected 
of involvemlmt in illicit drug traffic. 

Paper: 
Chicago News (Hll:;ois), 1 Article, 3/15/75 
Chicago Sun-Times (lIIinois), 1 Article, 3/15/75 

Case: 
Weiner Trial-Teamsters Union Defraud 

Allegations: 
Chicago police commander suspected of acting as middleman 
in arranging an illegal wiretap. Policeman gave a wiretap ex
pert a $2,200 check to arrange a wiretap on the home 
telephones of Weiner, who is on trial for embezzling $1.4 mil
lion from Teamsters Union. Police department investigation. 
Pending. 

Paper: 
Chicago Tribune (Illinois), 1 Article, 1/29/75 
Chicago Sun-Times (lIIinois), 1 Article, 10/28/74 

Case: 
Illinois Bureau of Investigation's Illegal Taps 

Allegatiom: 
IBI engaged in illegal electronic eavesdropping in investigation 
of Jayne murder, investigation of the car bombing that injured 
State Representative Barr, and in other criminal investiga
tions. FBI pobe; Federal grand jury investigation; lBI internal 
probe. FBI probe established illegal tapping activities; findings 
turned o',rer to U.S. Attorney who announced a grand jury 
would convene to investigate further. Gliebe, Superintendent 
of IBI fired from state job for failure to cooperate with IBI. 

Paper: 
,Chicago Daily News (lIIinois), I Article, 3/28/75 
New York Times (New York), I Article, 3/30/75 
Chicago Tribune (Illinois), 2 Articles, 3/31/75, 5/5/75 

Case: 
Police Wiretap on State's Attorney Bernard Carey 

Allegations: 
Chicago police accused of illegally monitoring State Attorney 
Carey's and Chicago Attorney Sear's telephones. Informants 
also alleged police kept surveillance on civic action and civil 
rights organizations. Police said to have developed equipment 
check-out procedures, whereby officers would check out 
equipment purportedly for use by civilian investigators in 
order to be shielded in case of grand jury inquiries. County 
grand jury convened; possibility of Federal inquiry. Investiga
tions pending. Police superintendent tightening procedures for 
using surveillance equipment. Illinois Bell denies all allega
tions of their possible involvement. 

Paper: 
New York Times (New York), 2 Articles 
Jamaica Long Island Press (New York), 1 Article 
11/18/74-4/18/75 

Case: 
McClean, Viera, Codelia Trails 

Allegations: 
lIIegai installation of three wiretaps on the telephones of three 
narcotics-dealing suspects leading to shakedowns and ac
ceptances of bribes to hinder the trials of suspects. Police de
tectives involved were indicted and tried (on taps and bribes, 
corruption). All three convicted; sentences pending. Two face 
possible 14-year sentences, third faces up to nine years. 

Paper: 
Los Angeles Herald Dispatch (California), 1 Article, 7/25/74 

Case: 
Lawton-Gardner Case (defendants in murder of policemen 
trial) 

Allegations: 
State used hidden bugging devices and hidden radio transmit
ters during the investigation of the case'.' Information disclosed 
during hearings held in preparation for third trial (previous 
two trials resulted in hung juries). Outcome pending. 

Paper: 
New York Times (New York), 1 Artick, 3/6/75 
New York Post (New York), 1 Article, 3/:'/75 

Case: 
Rosenberg Raid 

Allegations: 
Three policemen accused of placing illegal wiretaps on 
telephone of college student suspected of drug pushing. They 
were also charged with depriving her of her constitutional 
rights and with stealing $3,500 from her apartment during the 
1970 raid. Detectives indicted on Federal criminal charges. 

Paper: 
Baltimore Sun (Maryland), 4 Articles, 2/5/75-3/28/75 
Baltimore News-American (Maryland), 2 Articles, 3/6/75-
3/14/75 
Washington Star-News (Washington, D.C.), I Article, 2/2/75 

Case: 
Illegal Taps by Baltimore Police and the ISD 

Allegations: 
Police routinely placed illegal wiretaps on criminal suspects 
via vice squad officer and a contact in the telephone company. 
Police, Inspectional Services Division (lSD) and others ac
cused also of monitoring politicians, labor organizations, re
porters, and antiwar and civil rights protesters. County grand 
jury investigation of latter charge; Maryland State Senate 
Committee is holding investigative hearings on all illegal wire
tapping activities. No indictments, reports as yet. 

Paper: 
Knickerbocker News (New York), 1 Article, 9/10/74 
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Case: 
DiCocco Case 

Allegations: 
A legal stumbling block may impede solicitation of testimony 
from Paul (Legs) DiCocco in the Schenectady County grand 
jury investigation of organized crime. DiCocco was granted 
immunity by the jury but refused to answer questions on the 
ground that the inquiries were the product of an illegal 
wiretap. DiCocco's attorneys charged that DiCocco was not 
properly notified of the wiretapping after its termination. They 
G1:-'3ined a show cause order in county court which bars the 
Organized Crime Task Force from asking questions which 
may be a product of the alleged illegal wiretaps pending the 
outcome of the order. A State Supreme Court rejection of the 
motion charging illegal wiretap evidence will be challenged by 
DiCocco's attorneys. 

Paper: 
Indianapolis Star (Indiaria), 4 Articles, May 1975 

Case: 
Indianapolis Police Department-Illegal Taps 

Allegations: 
Former Police Chief Winston L. Churchill allegedly 
authorized special surveillances that led to illegal wiretaps of 
telephone conversations between a police officer and an Indi
anapolis madam. Results of the illegally monitored conversa
tions were uncovered by Police Chief Hale as part of an in
vestigation of police espionage. It was also disclosed that the 
Indianapolis Police Department sought unsuccessfully in 1971 
to buy surveillance equipment, including some devices whose 
use' would have been illegal even in police work. A Marion 
County grand jury has begun an investigation of alleged illegal 
wiretapping by policemen or outsiders working for the depart
ment. One such outsider, C. Tim Wilcox, president of Interna
tional Investigators, Inc., was a consultant for the police de
partment. 

Paper: 
Miami Herald (Florida), I Article, 5/22/75 
Orlando Sentinel (Florida), 1 Article, 4/19/75 

Case: 
Florida Law Enforcement Commission 

Allegations: 
The Florida Department of Criminal Law Enforcement al
legedly kept files on legislators and newsmen and engaged in 
illegal wir!>tapping. Special committees were appointed in 
both the Florida House and Senate to investigate the surveil
lance abuses. 

Paper: 
Pittsburgh Post Gazette (PennsylVania), 2 Articles, 1/29/75, 
1/30/74 

Case: 
Angelo Carcaci Testimony 

Allegations: 
The Pennsylvania House of Representatives ordered State Po
lice Lieutenant Angelo Carcaci to appear before the full body 
to answer questions about a wiretapping investigation. Carcaci 
refused to answer questions during public hearings of the 
Committee to Investigate the Administration of Justice in the 
Commonwealth. The Committee was investigating the so
called King of Prussia affair in which one group of state 
troopers allegedly tapped the telephones of another state po
lice unit assigned to the Pennsylvania Crime Commissioner in
vestigating alleged police corruption in Philadelphia. For 
refusing to answer questions before the House, Carcaci was 
cited for contempt and imprisoned in a debate in which 
Republicans accused the Democratic administration of a 
cover-up of 1972 King of Prussia scandal. 

Paper: 
Philadelphia Bulletin (Pennsylvania), I Article, 5/15/75 

Case: 
Gerald Ewalt Suspension 

Allegations: 
Former Pennsylvania State Trooper, Gerald Ewalt, suspended 
from the force in 1973 as an aftermath of the King of Prussia 
wiretapping scandal, filed suit for reinstatement, back pay and 
punitive damages. Ewalt contends tha'. he had no knowledge 
of the incident in which former State Police Commissioner 
Urella ordered taps on the phones of troopers investigating 
police corruption in Philadelphia. The affair led to the resigna
tion of Rocco and the court martial of several officers engaged 
in the tapping. 

Paper: 
Shreveport Journal (Louisiana), 1 Article, 5/16/75 

Case: 
Baton Rouge State Capital Police 

Aliegations: 
An incident in which Capital Police had a phone tap installed 
on their telephones is the subject of a major federal investiga
tion here. The Chief of the Capital Security Force and the 
State Superintendent of Buildings and Grounds admitted that 
they had requested the taps from state police without a r-ourt 
order. The taps were allegedly designed to intercept a caller 
who threatened the life of a ,Capital policeman. Charges that 
Capital Police Chief Johnson monitored calls months before 
the state police installed taps are also under investigation. The 
bugged lines were probably used by officers who were not told 
of the wiretaps, making the taps illegal. 

ILLEGAL WIRETAPPING-PRIVATE 

Paper: 
Desert News (Utah), 1 Article, 11/20/74 
Cincinnati Enquirer (Ohio), I Article, 5/16/74 

Case: 
Merrill Bean Chevrolet Case 

Allegations: 
Merrill Bean Chevrolet was indicted by a Federal grand jury in 
October 1974 for allegedly violating Federal wiretap laws by 
monitoring conversations between customers and employees 
with two·way speakers in an effort to increase car sales. FBI 
agents confiscated 16 electronic bugs from the d~alership last 
May. A U.S. District Judge heard the case. 

Paper: 
Salt Lake City Tribune (Utah), 1 Article, 5/6/75 

Case: 
Brigham Young University-Latter Day Saints 

Allegations: 
The FBI concluded its investigations of charges that Brigham 
Young University Security Police violated Federal wiretapping 
laws after finding no evidence of any wrongdoing. Allegations 
of interceptions of conversations used in LOS excommunica
tion proceedings were also dismissed by the FBI as unfounded. 
T~,e FBI, however, did caution LDS leaders after an incident. 

Paper: 
Bridgeport Post (Connecticut)" 1 Article, 5/8/75 

Case: Illegal Taps-John Norton Case 

Allegatiun:;: 
A Federal District Court Judge d;ismissed all charges against 
John Norton, a Fairfield lawyer and trial judge, stemming 
from an indictment for wiretapping his own drugstore. Norton 
wished to look into the activities of some of his employees at 
his Washington drugstore, but his wiretapping devices were 
discovered by the telephone company. The Justice Depart. 

1325 



ment moved for dismissal of all charges although the case 
against Norton's partner in the wiretapping scheme, a New 
York private investigator, is Gtill pending. 

Paper: 
San lose News (California), 2 Articles, 4/22/75, 5/13/75 

Case: 
Richard Ruth Case 

Allegations: 
A San lose private investigator has been charged with viola
tions of Federal wiretap laws stemming from his visit to the 
scene of a murder. Ruth was reportedly summoned by the 
murder suspect and declined to answer police questions. Hop
ing to find the murder weapon, police obtained a warrant to 
search Ruth's home and discovered wiretap equipment, bur
glary tools and tapes of phone conversations. 

Paper: 
San lose Mercury (California), 1 Article, 1/19/75 

Case: 
Hal Rogers Case 

Allegations: 
Hal Rogers, president of Taxpayers Unanimous, lost his inva
sion of privacy suit against the City of San lose and its infor
mation officer, Robert Ulrich, in which Rogers charged that 
Ulrich had illegally tape-recorded :.l conversation between 
himself and Ulrich. Ulrich phoned Rogers to inform him that 
his organization could not meet in city council chambers. 
Rogers filed an immediate appeal. 

Paper: 
Vincennes Sun-Commercial (Indiana) 
New York Times 
lanuary 1975 

Allegations: 
The Indiana Bell Telephone Company is investigating possible 
illegal wiretaps on three telephone lines of the National 
Clemency Information Center. The center, sponsored jointly 
by a unit of the National Council of Churches and the Amer
ican Civil Liberties Union, counsels military deserters. The 
Center brought a suit in December 1974 against Secretary of 
Defense Schlesinger and others alleging that the amnesty pro
gram is unconstitutional. 

Paper: 
Newsday (New York), 1 Article, 5/6/75 

Case: 
Bugging in Washington 

Allegations: 
Why are so few bugs discovered in Washington, a city said to 
fear the widespread use of eavesdropping devices? One 
reason, according to some sources, is that there aren't as many 
bugs as people seem to think. This is because the 1968 Om
nibus Crime Control Act, which imposes penalties for willful 
eavesdropping done without a court order, has made bugging 
more expensive. Another explanation for the lack of "finds" is 
the widespread ignorance of the illegality of eave~dropping 
which exist~. Finally, those who discover bugging devices tend 
to keep quiet. Disclosure might unnecessarily tip a hand, 
jeopardize a relationship with a client, or involve one in a law 
suit. 

Paper: 
Chicago Tribune (Illinois), 1 Article, 5/5/75 

Case: 
Illinois Bell Telephone 

Allegations: 

Illinois Bell Telephone stated that it opposes wiretapping and 
would refuse any requests by the Chicago Police Department 
to assist it in wiretapping. The statement came in response to 
reports that unnamed telephone employees were coerced into 
wiretapping by Chicago police and an unnamed alderman. il
linois Bell insisted that it would take disciplinary a"tion if any 
employees were found guilty. 

Paper: 
Kansas City Star (Missouri), 1 Article, 4/16/75 

Case: 
Robert B. Heinen 

Allegations: 
The FBI is conducting an investigation of an alleged wiretap 
placed on the phone of Robert B. Heinen, a former police 
captain who now heads the International Bureau of Investiga
tion, a private investigation agency. Heinen has been a per
sistent critic of Kansas City Police Chief loseph D. McNamara 
and is currently involved in a second legal attempt to chal
lenge McNamara's qualifications to be chief. Police denied 
any knowledge of Heinen's complaint or the device found at
tached to his phone line. 

Paper: 
New York Times (t..;ew York), 1 Article, 3/20/75 

Case: 
Richard Geyer Case 

Allegations: 
Richard Geyer, a Florida private detective who distributes 
electronic surveilbn~e equipment to numerous law enforce
ment agencies, w" arged with having bugged a New York 
hotel room occupied by a broker for Lloyd's of London. 
Geyer claimed that he was only testing the equipment for a 
potential customer, but industrial espionage against potential 
clients of Lloyd's may have been a possible motive. The FBi 
charged Geyer, president of the Tracer Co., and Dale Tolbert, 
chief pilot for Surety Industries, with illegal eavesdropping. 

Paper: 
New York Times (New York), 1 Article, 10/28/74 

Case: 
Kuh-Morgenthau Race for Manhattan District Attorney 

Allegations: 
Richard H. Kuh, the Manhattan District Attorney, charged 
that his Democratic opponent, Robert M. Morgenthau, hired a 
private detective in 1955 on behalf of the Panhandle Eastern 
Pipeline Corporation of Houston to illegally tap the phone of a 
Panhandle competitor. Kuh urged that Mr. Morgenthau con
sent to an inspection of the files of Robert Maheu, the private 
investigator allegedly hired by Morgenthau and who is now 
known as a Howard Hughes associate. Morgenthau could not 
be reached for comment. 

Paper: 
New York Times (New York), I Article, 9/25/74 

Case: 
Mafia Taps Mafia 

Allegations: 
Organized crime members have been wiretapping the 
telephones of their enemies illegally in attempts to gain the ad
vantage in the current mob wars, Brooklyn District Attorney 
Eugene Gold said. Mr. Gold stated that a telephone company 
employee, Paul Mess, and lames Geritano, a reputed member 
of the Gallo family, were indicted for allegedly tapping the 
phone of Gennaro Basciano, a member of a breakaway faction 
of the Oallo mob. 

Paper: 
New York Daily News (New York), 1 Article, 8/8/74 
Philadelphia Inquirer (Pennsylvania), 1 Article, 8/8/74 
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Case: 
Conspiracy to Disrupt Trials of DiGilio and Valvano, in New 
Jersey, on Loansharking Charges 

Allegations: 
Ten persons were charged inter alia, with planting electronic 
devices in defense attorneys' offices. Conspirators also ac
cused of trying to place blame for illegal bugs on federal 
agents in attempt to get DiGilio, Valvano charges dismissed. 
Ten persons involved were indicted on charges of conspiracy, 
obstructing justice and planting the wiretaps. Outcome 
unknown. 

Paper: 
Law Enforcement Journal, 1 Article, May 1975 

Case: 
Illegal Taps-Quartermain Case 

Allegations: 
Quartermain, a private detective in England, pleaded guilty to 
charges involving conspiracy to trick government officials and 
police departments to divulge confidential information and 
perverting justice by constructing false evidence. Quartermain 
was sentenced to three years' imprisonment and fined 500 
pounds. 

CHAIRMAN ERICKSON: Joseph Jaffe. 
[Whereupon, Joseph Jaffe was sworn by Chair

man Erickson.] 

TESTIMONY OF JOSEPH JAFFE, 
ASSISTANT UNITED STATES 
ATTORNEY, SOUTHERN DISTRICT OF 
NEW YORK 

CHAIRMAN ERICKSON: Joseph Jaffe, 
Assistant U. S. Attorney for the Southern District 
of New York. Mr. Jaffe has held that position since 
September of 1971, and since April of 1974 has 
been the Chief of the Official Corruption Unit in 
the Office of the U. S. Attorney. 

Mr. Jaffe is here to discuss the allegations of il
legal police wiretaps from 1968 to 1971, which out
line federal involvement in prosecution of the 
wiretap charges. 

Do you have an opening statement, Mr. Jaffe? 
MR. JAFFE: Mr. Chairman, I have an opening 

statement which encompasses three additional 
areas in addition to the areas you pointed out. If the 
Commission desires, 1 will read the statement in its 
entirety or confine it solely to the area of the illegal 
police wiretapping. 

CHAIRMAN ERICKSON: We would welcome 
the filing of the entire statement, if you have no ob
jection to that. It can be made part of the record 
for the purpose of further study of the Commission 
and use in the Commission's report. 

So if you would be willing to file that report and 
could give a summary of the report, we could 
proceed with our examination. 

MR. JAFFE: That is quite all right with me, sir. I 
have sent a copy to Mr. Butler and to Mr. Hersh
man, and I believe they have additional copies, so I 
could just answer whatever questions you desire. 

CHAIRMAN ERICKSON: If you would make a 
summary of it, I think it would be well for the 
record. 

[The prepared statement of Joseph Jaffe fol
lows.] 

STATEMENT OF JOSEPH JAFFE, ASSISTANT UNITED 

STATES ATTORNEY IN THE OFFICE OF PAUL J. 

CURRAN, UNl~ED STATES ATTORNEY FOR THE 

SOUTHERN DISTRICT OF NEW YORK 

. The following statement is prepared in response to the 
questions posed in the Commission's letter of May 20,1975. 

I. "The difficulties, if any, in prosecuting cases oj illegal electronic 
surveillance under current Federal statute." 

The difficulties in prosecuting illegal electronic surveillance 
cases often depend on whether the subjects are law enforcement 
of:'c'als or private individuals. With regard to the prosecution of 
law ct· i;)rcement officials the difficulty lies not so much with the 
statutory scheme but with the detection of illegal electronic sur
veillance. Where law enforcement personnel have obtained a 
court order or have made disclosure as to the existence of elec
tronic surveillance the problem is somewhat easier. However, 
the most difficult problem in both the law enforcement sector 
and in the private sector is that most frequently the illegal use of 
electronic surveillance cannot be detected. 

The basic reason is twofold. Number one, usually there is no 
information available because either the law enforcement offi
cials or the private sector individuals have not applied for any 
court orders. Number two, there does not appear to be any cen
tral registry of available electronic surveillance equipment. This 
is more true in the private sector than in the public. Given the 
abundance of such equipment, to which both law enforcement 
and private sector people have easy access, and since few if any 
records are kept of persons selling, buying or renting such equip
ment, their activities remain undetected. Detection and prosecu
tion thus remains impossible. The statutory scheme as it is setup 
on its face is broad enough to cover any detected instances of 
the use or abuse of electronic surveillance. In short the problem 
is mainly one of detection, not prosecution once discovered! 

II. "The difficulties, if any, in interpreting those statutes, and 
recommendations for possible changes." 

The main difficulty in interpreting the statutes as they exist is 
to distinguish between those cases where the use of electronic 
surveillance is clearly barred by statute, for example, where no 
court order is obtained and those areas where a court order is 
obtained and either Ca) the underlying papers are deficient and 
fail to state sufficient probable cause or (b) the conduct of the 
surveillance is not within the prescribed limits, for example, in
dividuals involved have failed to minimize the conversations or 
they have failed to warehouse the tapes as they are required to 
do. We are familiar with cases where a joint federal-state 
prosecution was based, in part, on electronic surveillance 
authorized by a state court where because of either a lapse in 
obtaining a renewal of the state order so that the intervening 
conversations become illegally obtained, or because of a failure 
by the officers to minimize the conversations, the conversations 
obtained were held to be illegally seized within the meaning of 
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the Fourth Amendment and the wiretap statutes as interpreted 
by various federal courts. Clearly federal and state prosecuting 
authorities in such situations are barred from using such materi
als or the fruit of such materials as evidence at a trial or in a 
prosecution. However, having attempted to comply with the 
statutory provisions it seems clear that the officers involved have 
not committed any intentional or criminally motivated statutory 
violation. While that is not absolutely clear, given the present 
statutory language, it seems that there have been no prosecu
tions for such violation nor should there be any unless the of
ficers purposefully attempted to wilfully circumvent the statuto
ry requirements. 

Another problem exists within the statutory scheme. Sections 
25 I I and 25 12 appear to bar all but authorized law enforcement 
personnel or persons involved in common carrier communica
tions from obtaining or using surveillance equipment. However, 
Section 251 I(d) allows any person who is a party to a conversa
tion to participate in a consent interception of that conversation. 
Given this section and given the unregulated distribution of sur
veillance equipment purportedly for this purpose, that is, con
sent interception, it appears that Section 25 I I (d) is the loophole 
which permits much of the industrial espionage in existence 
today to be conducted and allows it to survive. 

It would seem that that section could be limited to use of 
telephone surveillance equipment which a consenting party 
could attach or have attached by common carrier. Moreover, 
the unregulated manufacture and sale of bugging equipment still 
seems prevalent. This allows private detectives and persons in in
dustry access to wiretapping and bugging equipment. All of this 
could be at least somewhat curtailed under the present statute 
by stricter regulation and enforcement rather than by statutory 
change. 

III. "Details of the prosecution of police officers formerly assigned 
to the New York City Police Department's Special Investigations 
Unit on charges of illegal electronic surveillance." 

The United States Attorney's Office for the Southern District 
of New York, in conjunction with the United States Attorney's 
Office for the Eastern District of New York, and agents assigned 
to the Drug Enforcement Administration, together with officers 
assigned to the New York City Police Department, First Deputy 
Commissioner's Special Force commenced a series of prosecu
tions culminating in the indictmen< and conviction of more than 
twenty then present and former members of the "elite" Special 
Investigations Unit, Narcotics Bureau, New York City Police 
Department. 

This unit in 1969 through 197 I was responsible for the ap
prehension and seizure of hundreds and hundreds of pounds of 
heroin and cocaine that had been illegally brought into the 
United States. The officers had a reputation for making the most 
significant narcotics cases. Ultimately, of course, they also had a 
reputation for stealing huge amounts of money. In fact, two of 
them have been convicted of stealing and selling more than 5 
kilograms of heroin and cocaine themselves, narcotics which 
they seized from South American importers. Few of these in
dividuals have been charged with the specific crime of violation 
of the electronic surveillance provisions of Title 18. However, 
the evidence presented at the trials of a number of these indicted 
officers disclosed a pattern of illegally obtaining evidence, il
legally arresting narcotics offenders, taking their money and 
thereafter releasing the offenders. 

Other information made public at various trials and hearings 
in connection with the prosecution of other officers, narcotics 
offenders or lawyers representing them, established that the 
overall pattern used by the S.I.U. was based in large measure on 
the use of illegal electronic surveillance. Given the nature of the 
charges to which the omcers ultimately pleaded guilty or on 
which they were convicted, which were much more serious 
charges and also were much more triable in terms of jury appeal, 

only a few police officers have been charged with participating 
in illegal electronic surveillance. From the evidence now public 
the picture that emerges is that from the period of at least 1969 
through 1970 it was routine for the police officers charged with 
narcotics enforcement in the major drug cases in the City of 
New York, S.I.U., to routinely use illegal electronic surveillance. 

Some witnesses have testified in fact that the regular pattern 
was once a person was suspected of being a narcotics offender, 
that person would be placed under illegal electronic surveillance 
which would include: wiretapping any telephones regularly used 
by the subject, bugging any apartments or houses used by the 
subject, bugging automobiles used by the subject. The evidence 
also dir.closed that even in the cases where court ordered 
wiretaps were obtained on particular locations, (for example, in 
the 14th Street area of Manhattan, which was notorious as a 
meeting ground for South American drug dealers in 1969 and 
1970, a court ordered wiretap was obtained for one public 
telephone in a meeting place called the Cafe Madrid) the S.I.U. 
officers would not only wiretap the telephone ordered to be 
tapped by the court, but would wiretap the other telephones 
without a court order, to obtain narcotics information. Once the 
officers illegally obtained the information they would, in some 
instances, follow up by making arrests, seizing narcotics and 
prosecuting the offenders based on the illegal information. The 
papers filed with the court, however, would never indicate the 
true source of the information but would be disguised by at
tributing the information to fictitious "confidential informants." 
In many instances, however, the officers would not make any ar
rests, seemingly legitimate or otherwise, but would merely find 
and detain narcotics offenders, steal their money, sometimes 
ranging up to the hundreds of thousands of dollars, and 
thereafter release the offenders. In many of the cases in
vestigated by the United States Attorney's Office for the 
Southern District of New York of S.I.U. officers the evidence 
showed that the police officers involved obtained their leads and 
in fact the identities and locations of narcotics offenders through 
the use of illegal electronic surveillance, most of which was 
never court authorized. 

In other cases about which I cannot further comment, it was 
established that for no illegal motive, but merely for the motive 
of obtaining arrests and convictions of narcotics offenders many 
S.I.U. officers did the same thing. As a result of these investiga
tions a number of convictions in state court, even though they 
were convictions based on guilty pleas, some after suppression 
hearings, have had to be set aside and the narcotics offenders 
freed. 

In part, some of the fault may be attributed to overzealous 
narcotics enforcement officers, in part some of the blame lies 
with the Police Department superstructure which permitted such 
overzealousness to exist. However another contributing cause 
was the attitude of several Assistant District Attorneys in the 
state system who if not overtly at least covertly encouraged such 
illegal activity. And, in part, the blame lies with the education of 
the American public, which does not yet understand that the 
constitutional system that we have does not allow the ends 
sought to justify the means used. This matter of education is one 
about which, perhaps, this Commission could be of help. Until 
the American public understands that the Government or the 
people have the burden of proving the guilt of a defendant by 
legitimate, constitutionally approved methods, until the police 
are also so educated, and until the American people or the peo
ple in a particular city are made to understand that because a 
person is a bad person that does not justify use of illegal means 
to capture or prosecute him, then all the laws on wiretapping, all 
the laws on search and seizure, all the laws on presumption of in
nocence, in fact the whole justice system will continue to be 
"shocked" by the revelations of the illegal activities of the kind 
we discovered during the course of our investigations. I will not 
dwell on the particular facts of any particular situation unless the 
Commission has specific questions. 
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IV ... Views as to the viability of using independent investigators to 
investigate allegations of illegal police wiretapping." 

The question as to viability of using independent investigators 
other than for example, the F.B.I., as suggested by the Commis
sion's letter of May 20, 1975, really begs the question of 
adequate enforcement of the current wiretapping and eaves
dropping provisions of the United States Code. In the Southern 
District of New York, to my knowledge, the F.B.1. has made few 
wiretapping or bugging cases. The few cases that we now have 
pending in our District were cases forwarded to them by our of
fice. That, however, should not be taken as a criticism of the 
F.B.I. in terms of their ability to make wiretapping cases. The 
problem is, from our point of view, that there are only so many 
things any federal investigator can investigate at a particular 
time. A determination has to be made as to the priority to be 
placed on specific investigations or prosecutions. Without 
adequate manpower, without adequate funds, without adequate 
equipment, whether an investigator be an "independent in
vestigator" or an F.B.1. agent, or a D.E.A. agent or a Customs 
agent or an I.N.S. agent, or an I.R.S. Specia.! Agent or Inspector, 
or a Postal Inspector or any of the other law enforcement of
ficers that have jurisdiction to investigate any federal or state 
crimes, he cannot do so because all of these agencies are un
derstaffed, underpaid, underequipped. 

An analogy might be made to the area of gun control enforce
ment. Without expressing any views as to the gun control laws it 
would seem that if the Bureau of Alcohol, Tobacco and 
Firearms was given more manpower and more money so that 
there was time to investigate all the crimes within that Bureau's 
jurisdiction, the gun control laws would be more effectively en
forced. Similarly, were the United States Attorney's Office for 
the Southern District of New York or any other United States 
Attorney's Office to have the manpower available such that it 
could focus on the illegal eavesdropping problems through its 
own investigators or through any other agencies who would have 
the additional investigators, then prosecutions could increase. 

The fact that the F.B.I. works closely with local law enforce
ment officials should not be taken as any conclusive ground to 
show that the F.B.I. could not investigate illegal activities of law 
enforcement officials who might be involved in illegal electronic 
surveillance activities. If that were the case then I suppose we 
should do away with all the inspection or integrity services and 
all the federal enforcement agencies because everyone of them 
does or should work closely with local law enforcement. Thus 
the answer is not necessarily "only independent investigators" 
which, of course, would help our office in not just illegal elec
tronic surveillance cases, but all cases. Rather, the answer is 
especially more manpower and equipment to do a more 
adequate law enforcement job. 

MR. JAFFE: I think the area it would be best for 
me to comment on, Mr. Chairman, would be to 
give a summary of what was known as the Special 
Investigat:on Unit, known as the SIU, the elite nar
cotics group in the New York City Police Force. 

To capsulize the statement and capsulize our ex
perience with it, the SIU was for a number of years, 
specifically from 1969 through 1971, a group of ap
proximately 50 to 70 police officers of detective 
rank or above, although some were of police officer 
rank. 

The SIU was charged by the city police depart
ment with the investigation of major narcotics 
cases. The men assigned in that unit worked in 

groups usually of four to six men. Six to seven 
groups would be assigned to a sergeant. The com
manding officer was a lieutenant. For the most part, 
that lieutenant was John Egan, and there was a cap
tain above Egan. The names of the captains 
changed during that period of time. 

The experience we uncovered with that particu
lar group was that although these police officers 
made substantial arrests and substantial seizures of 
narcotics on individual occasions amounting up to 
in excess of 100 kilos of narcotics at a time, this 
particular group of individuals also stole hundreds 
of thousands of dollars from the narcotics offenders 
that they were charged with prosecuting. And our 
experience was that for the most part the narcotics 
offenders were detected, arrested, or stopped, 
based on information that had been gathered 
through illegal electronic surveillance, both illegal 
bugging and illegal wiretapping. 

There was, in fact, a standard procedure-and I 
can say to you, ladies and gentlemen, that the infor
mation I give to you for the most part is public 
record. It has been testified to in more than seven 
trials. Our office, together with a number of other 
offices last year-in February of last year-initiated 
an investigation into the SIU. That investiga
tion-and I bring this up because of some of the 
thirtgs I have heard other witnesses say today-was 
conducted jointly with another United States Attor
ney's office, with a special group of New York City' 
police officers assigned to what is called the First 
Deputy Commissiol1er's Special Force. 

That group, together with our office and another 
United States Attorney's office, together with spe
cial agents assigned to the Drug Enforcement Ad
ministration an' special agents assigned to the In
ternal Revenue Service, conducted an investigation 
that ultimately led to the indictment and conviction 
thus far of more than 25 members of the SIU, in
cluding the commanding officer, Egan. 

Two officers of the SIU we have prosecuted for 
stealing and selling more than 5 kilograms of heroin 
and cocaine. 

I can give you details of those as the questioning 
comes up. 

But in the process of the investigations, both in 
the prosecution of the cases I have just spoken 
about and in continuing investigations and hearings 
which were connected to prosecutions of attorneys 
and other police officers, the standard practice that 
we found to exist in New York City in narcotics en
forcement from 1969 through '71 was that routine
ly when SIU investigators-detectives or sergeants 
or whatever-suspected an individual of being a 
narcotics trafficker, they would set up a surveil
lance, and that surveillance would include wite-
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tapping any telephones that the suspect would use; 
bugging any apartments or houses that the person 
frequented or lived in; bugging the automobiles that 
the suspect would use. 

In some cases the police officers would obtain 
court-ordered wiretaps. Even in the cases-and I 
don't say this happened in every case, but in a lot of 
the cases we were familiar with-even if there was 
a court-ordered wiretap for a particular installa
tion-for exa)7,lple, in this period of time we are 
speaking about, the major importers of heroin and 
cocaine in the New York City area were South 
".merican individuals. Those individuals frequented 
two areas of New York City. One was the 14th 
Street area; the other was the Broadway and 72nd 
Street area. 

A particular example that would interest the 
Commission: There was a place called the Cafe 
Madrid where a lot of narcotics business was 
transacted. A court-ordered wiretap was secured on 
the Cafe Madrid for one telephone. The SIU of
ficers put in taps on all the telephones in the Cafe 
Madrid. There was no minimization. There was 
constant 24-hour monitoring of all the telephones. 

That is an example. And if we review some of the 
cases during the questioning, I will point out to you 
that quite often to secure the court-ordered 
wiretaps or to secure search warrants or arrest war
rants, the person who would be identified in the af
fidavit as a confidential informant who had previ
ously provided reliable information was not an in
formant at all. That person was either a bugging 
device or a wiretap which was non-court-ordered. 

What we found in our investigation was that 
there were a number of officers who used this il
legal electronic surveillance in order to secure ar
rests and seize large quantities of narcotics. Perhaps 
that is an excusable thing to do. 

What we also found, however, was that once that 
illegality began, it never ceased, because the people 
that we indicted and convicted or whom we in
dicted and people pleaded guilty, once they began 
to obtain the illegal information, their justifica
tion-well, I am jumping ahead of myself. 

Once they began to use these illegal devices, they 
had to pay for them. The New York City Police De
partment at that time did not have substantial 
money available to either make undercover busi
ness or to provide a lot of equipment. The officers 
would buy a lot of equipment. Some of it was 
purchased from persons whom your investigators 
are familiar with. -

That equipment cost an awful lot of money. And 
so to pay for the investigation, when a narcotics of
fender was arrested, if he had quantities of money 
on him, instead of vouchering the money, the of-

ficers would take what they felt was fair compensa
tion for the money spent on an investigation, and 
either at that time or very soon thereafter, it wasn't 
too long a jump before the officers began to just 
take the money and put it in their pockets. 

And with regard to certain officers, they began to 
steal not just hundreds and not just thousands, but 
literally hundreds of thousands of dollars. And it 
wasn't long after that, or at the same time, that the 
officers also needed excuses for arresting people. 
That is called flaking. 

And in the trial I completed just about two weeks 
ago there was an awful lot of testimony about flak
ing. What it simply means is if you don't have 
enough to arrest a man, you put the evidence on 
him and then you arrest him. 

Sometimes the narcotics officers did that with 
weapons in order to secure an arrest and thereafter 
seize quantities of narcotics, and often they also did 
it with quantities of narcotics. And they had to have 
a source for their narcotics. And the source of their 
narcotics was the narcotics that they would seize 
and fail to turn in to the police department. 

Having gone that far, it wasn't too long a step for 
two officers who we have indicted and con
victed-and there were others who were in
volved-to partake in a tremendous drug seizure 
and steal the narcotics. 

In a case we just finished trying-we tried it once 
before-the defendant was a fugitive in Ireland 
until we got him back in May. We tried it last year 
when we had his partner in custody. The officers 
were involved in what has been called the largest 
domestic drug seizure in the United States, or at 
least in the Northeast area. In part, that investiga
tion was based on illegal wiretaps. 

They seized four individuals, and ufter the four 
individuals were persuaded-and we can go into 
the details if you want-to give up the location of 
the narcotics, the officers went to the apartment 
and found 105 kilograms of heroin and cocaine. 
They kept five and vouchered the rest in, and then 
they sold it. 

I bring this out not particularly because it is a 
matter of illegal wiretapping. We have a lot of other 
cases I can discuss where the wiretapping led to the 
seizure of over $250,000. But I bring it up because 
I think it is important for the Commission as part of 
its function to help educate the American people. 

I bring it up also because that education is neces
sary in order for the Commission or' for any 
prosecutor to have successful wiretap prosecutions. 

Many of the men that we have arrested and have 
convicted, either by plea or by trial, could have 
been charged with illegal wiretapping in addition to 
obstruction of justice, facilitating the sale of nar-
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cotics, and sale of narcotics. In the Eastern District 
there were some charges of civil rights violations. 

But to specifically charge a police officer with il
legal wiretapping in the circumstances where the 
individual who he arrested is a bad person in the 
public's view and the police officer made no money 
or private gain on it makes it a case that has no jury 
appeal because the jury and the American public 
doesn't understand-and I said it in the outline and 
say it again here as strongly as I can and hope the 
Commission would do the same-the American 
public doesn't appreciate our constitutional system. 

The Constitution says the government-or the 
people if it is a state or a commonwealth-have the 
burden of proving guilt by following certain con
stitutional and legal standards. The American 
public doesn't understand that. The American 
public believes for the most part that if a man is a 
bad man, the ends can always justify the means 
used. And while that may have some appeal, that is 
not our law and it is not our Constitution, and un
less we educate the public and thereafter educate 
the police departments and police chiefs and the 
mayors and the district attorneys, we won't change 
that system. 

That brings me to another point, and that is with 
regard to the SIU cases. How do you ascribe blame 
when you understand that out of 70-some people or 
at the most 90-som~ people in a particular year, 
from the testimony that was given, the most that 
people would say is that perhaps two of the 70 or 
90 didn't take money, didn't illegally wiretap, didn't 
pocket or profit at the expense of the people they 
were investigating? 

You cannot conclude that the Police Department 
of the City of New York assembled the 90 or 70 or 
50, whatever year you are talking about, of the big
gest thieves and most cormpt police officers and 
put them into one unit. What you have to do is look 
at the police officers and the pressure they are 
under. You have to look at the over-zealousness 
which they had to have to get a lot of poison off the 
street. So you can't be Solomon-like and say only 
the police officers are involved. 

Part of the blame has to be given to the police 
department for not policing the people that they 
were supposed to. 

That goes to what some of the testimony was be
fore from one of the witnesses about who looks at 
the pOlice department. You can look at your own 
to a limited extent, but you'd better have an integri
ty unit to do that looking also. 

But part of the blame, if we are going to ascribe 
blame, also has to go to some of the assistant dis
trict attorneys in the New York City area and the 
1aw enforcement officials in general who, if not 
overtly, at least covertly, went along with the idea. 

You have to put part of the blame on the 
assistant district attorneys and on the law enforce
ment officials who, if not overtly, at least covertly, 
went along with the idea you could use illegal wire
tapping and illegal bugging in order to get the 
necessary probable cause to thereafter get either 
the legal bug, the legal wire, or the legal search 
warrant. 

And as I say, I think it is an educating function 
that this Commission could help with tremendously. 
It also explains, from a prosecutor's point of view, 
why it is that prosecuting a wiretap case on its own 
with nothing else is very difficult. 

Now, gentlemen, and Mrs. Shientag, I didn't 
mean to just say gentlemen-

MS. SHIENT AG: That's all right. I'm one of the 
boys. 

MR. JAFFE: That is a summary of what is in the 
statement, and since you have the statement I will 
not say anything further and just open it up to any 
questions that you have. 

CHAIRMAN ERICKSON: Mr. Hershman. 
MR. HERSHMAN: Thank you, Mr. Jaffe. I think 

if you were to say nothing further, the Commission 
would still be immeasurably helped by the 
testimony you just gave. 

Can you tell us how pervasive the wiretapping 
was in the unit? You said the unit ran perhaps 70 
officers. Do you have any idea how many were 
using wiretapping at one time or another? 

MR. JAFFE: From the testimony we had and the 
information that is either public or can be made 
public, we are informed that with regard to the Spe
cial Investigations Unit, it was the normal practice 
to illegally wiretap and illegally electronically sur
veil any major narcotics offender or subject who 
was considered so. 

MR. HERSHMAN: I assume, then, they all knew 
how to do this; is that correct? 

MR. JAFFE: From the information that we have, 
of the teams that were in existence, if not every 
person on the team at least a good number on the 
team knew how to install the electronic devices. 

I might point out also that there were people who 
were involved in SIU who were, for example, in
volved in monitoring, who would be misled by some 
of their brother officers and told the tap was legal 
and they did not ask, they did not inquire further. 

MR. HERSHMAN: You stated earlier that these 
police officers often paid, from their own pocket, 
money to purchase electronic surveillance equip
ment. 

MR. JAFFE: That is correct. 
MR. HERSHMAN: I assume this was done 

without the knowledge of their superiors within the 
New York City Police Department but outside of 
the SIU. 
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MR. JAFFE: If I understand your question cor
rectly, it was done with the knowledge of the su
perior officers within the SIU. Whether or not the 
superior officers outside the SIU knew about it, we 
cannot prove that they knew about it. We can make 
assumptions that they probably should have or did 
in fact, but it is hard to prove that the superiors 
who weren't in direct contact actually knew about 
it. 

MR. HERSHMAN: Well, there were no vouchers 
or LEAA funds to purchase this equipment, were 
there? 

MR. JAFFE: No. One source of that equipment, 
who I know, Mr. Hershman, you are familiar 
with-whether or not he gave vouchers I don't 
know. But no, the equipment was bought and paid 
for by the police officers, we were told, with cash, 
and when they felt the investigation was concluded 
they'd reimburse themselves. 

MR. HERSHMAN: It is my understanding they 
purchased equipment merely on showing their 
shields or their badges. Is th::lt your understanding, 
sir? 

MR. JAFFE: I don't know that they even had to 
go that far. I know that there were particular elec
tronics manufacturers, and I don't think they were 
any of the large firms, some of whom you had 
testimony on here. I think they were people who 
ran their own shops, who could make almost any 
type of equipment. With regard to the tape recor
ders and things like that they needed, they could 
purchase them anyplace. 

MR. HERSHMAN: So there was never a lack of 
equipment? 

MR. JAFFE: No. As we and the juries and judges 
who heard the cases were told, there may have 
been a lack of equipment from police department 
authorized sources, but there was no lack of equip
ment in order to pursue these investigations. 

MR. HERSHMAN: One former member of the 
sm unit who has been indicted stated that approxi
mately 90 per cent of the court orders sought by 
that unit were based on affidavits stating 
"confidential informants," when, in effect, the in
formation came from an illegal wiretap. Would you 
say that is a correct figure? 

MR. JAFFE: From the testimony we have heard 
in the investigations we have done, for the years in
volved, which would be '69 through '71, the infor
mation supports that, that is, that most or the af
fidavits were, at least in part, based on illegally ob
tained evidence, either through wiretap or eaves
dropping or from other methods, for example, 
breaking into rooms or things of that nature. 

Whether or not that witne~ or any of the other 
witnesses who have testified are exaggerating, we 

don't know how to test. We do know that in cases 
we were involved in investigating, one of the results 
of our investigation was that people who had been 
indicted in various counties in the New York City 
area, who had had suppression hearings which were 
denied, thereafter pleaded guilty and were sen
tenced to somewhat substantial terms in jail. 

One individual, Legusman, for example, I think 
had been serving a 14-year sentence. As a result of 
our investigations, the cases against those people 
which were in state court were dismissed, and the 
people were released from jail. 

MR. HERSHMAN: Are there other cases like 
that? 

MR. JAFFE: There are a number of cases where 
individuals have either been released from jail or 
the prosecutions which were pending in either New 
York or Bronx County or other counties in New 
York City-those cases were dismissed. Some of 
them had still been pending. The New York City 
courts are not notoriously caught up in the 
Criminal Section with people awaiting trial. And in 
some of the pending cases, which I don't think I am 
at liberty to give the names of, those cases were 
dismissed. 

Some of them, I might point out, were not cases 
where the people had any money taken or had 
evidence planted on them. In fact, in some of those 
cases, it might be fairly argued that the evidence 
which would result in their convictions could be 
characterized as not the result of the illegal wire
tapping or bugging but the local prosecutors in the 
interest of justice, given the witnesses who would 
have to testify and given their reputations which, as 
a result of our investigations, were more than seri
ously scarred as to credibility-they decided to 
dismiss those cases. 

MR. HERSHMAN: We have also been told that 
perhaps as many as 200 narcotics cases at this point 
are in question due to the possibility that evidence 
was obtained illegally. Would you comment on 
that? 

MR. JAFFE: I can't give you the numbers. I can 
tell you that where we have gathered evidence and 
have not been able to file federal indictments, the 
evidence has been turned over to the Special State 
Prosecutor in New York City. And if there is any 
evidence that the cases that they come out of are 
cases where the defendants were indicted or con
victed based on the illegal evidence, steps are being 
taken to be sure those convictions or pending cases 
are dismissed if that is warranted or that the indict
ments be dismissed and the sentences removed. I 
can't give you an idea of the number. 

MR. HERSHMAN: Mr. Jaffe, you also state 
there might have been complicity on the part of the 
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Assistant District Attorneys of the City of New 
York. Have there been indictments or prosecutions 
of these Attorneys? 

MR. JAFFE: There have not in our district been 
indictments. Whether or not there will be, I am not 
at liberty to say. I can only say the matter is pend
ing investigation. 

And perhaps it would be a good point here to in
terject something I would have liked to have inter
jected when one of your other witnesses was testify
ing. 

You cannot investigate official corruption cases 
quickly, whether you are an assistant with seven 
other assistants and a very limited office investiga
tive staff to help you, or whether you are the state 
prosecutor who has a tremendously large staff to 
help you. The types of cases we do cannot, for the 
most part, be done overnight. They can be, when 
you get a person who could be a defendant and he 
decides to cooperate and you thereafter cor
roborate what he says. But if that is not the· case, 
and even when it is the case but the person has seri
ous credibility problems, you have to be able to 
spend the time to develop the cases. 

Sometimes that can be done in a month. Some
times it takes three years. But the fact that there 
have not been indictments, for example, in the 
cases that we investigated and some of which have 
been turned over to the Special State Prosecutor 
for prosecution-and by that I mean the Special 
State Prosecutor for the criminal justice system in 
New York City-the fact it takes time doesn't mean 
that the job doesn't get done. In these cases, when 
these witnesses are scarred because their criminal 
involvement has been so total in certain areas, you 
have to be able to develop your case carefully so 
when you get to a jury and you try the case, you 
win it. 

You cannot indict public officials in the hopes 
that somebody will come up in the future to win 
your case. It is irresponsible because once they are 
indicted their public career ends. So you have to 
take tim;! to thoroughly investigate the case. And as 
I say, the fact we have not had some indictments on 
matters that are public knowledge does not mean 
that indictments will not eventually be forthcoming. 

MR. HERSHMAN: Earlier, one of our witnesses 
testified that it might be advisable to include a 
misdemeanor statute in the current laws. Would 
you comment on that? 

MR. JAFFE: I don't think that the misdemeanor 
provision is necessary in this area. And I say that 
for this reason: There is a present misdemeanor 
provision which can be read to incorporate illegal 
electronic surveillance. That is a part of the Civil 
Rights Act. And the civil rights misdemeanor can 

be read to incorporate illegal wiretapping. As a 
matter of fact, we have such a case pending in our 
court now which I cannot comment on. And 
misdemeanors are available through that section to 
incorporate the violations which also are included 
in the wiretapping section under Title III. 

MR. HERSHMAN: Mr. Jaffe, the United States 
Attorney's Office in the Southern District of New 
York is somewhat unique. It is one of the two U. S. 
Attorneys' offices in the country that has indepen
dent investigative help. I believe you have criminal 
investigators assigned to your office. Is that correct, 
sir? 

MR. JAFFE: That is correct. I don't know if we 
are. the only two. It may be three or four. But it is a 
very limited number, and we have three criminal in
vestigators assigned. One is here today. That is Mr. 
Bogen. 

MR. HERSHMAN: Would you tell us to what use 
you have put these criminal investigators and how 
much they have aided your office in corruption 
cases, police corruption or otherwise? 

MR. JAFFE: If we had five more like Mr. Bogen, 
we wouldn't need anybody else. 

MR. HERSHMAN: I might add that Mr. Bogen is 
my mentor and has taught me everything I know. 

MR. JAFFE: He has done a good job. 
The criminal investigators we have investigate al

most every branch of criminal law we have under 
investigation. They fill in gaps in certain areas for 
some agencies, for example-without naming 
specific agencies-and whether or not an agent will 
dO-'C,t(rtain types of investigations often depends on 
the manpower needs of that agency. It is a thing 
that Ia~luded to in my statement, and that is this: 
You nee~ manpower and you set priorities on what 
you investigate. And as I believe the Chairman 
pointed OlLlt, if you don't like the priorities an agen
cy sets, YQU try to change them yourself. 

Now, we have been able to do that through peo
ple like Mr. Bogen and other investigators, because 
if we feel a matter needs special work we put our 
own investigator on that matter. And it gives us a 
form of help without which I think we wouldn't 
make the cases we make. 

We are more fortunate, in addition to having Mr. 
Bogen and the other investigators, in having a very 
good cooperative effort with the police department 
of the City of New York. While it is true that you 
cannot as a rule investigate your own, New York 
City has a police department and a police commis
sioner, at least since the Knapp Commission era 
when the scandals broke, of which I guess Bill Phil
lips was a part, along with others-the police de
partment has an Internal Affairs Division. It has 
field associates which are spread out all through the 
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police department. But in addition to that, they 
have a First Deputy Commissioner's Special Force. 

Now, until the recent budget cuts, that was some 
50 people. They worked liaison with federal agen
cies and they will investigate, as our own investiga
tors do a.lso, matters which other agencies will not 
go near. Agencies may not want to touch a case for 
a number of reasons, but when you have that type 
of manpower, plus, for example, the Drug Enforce
ment Administration in New York City has a spe
cial corruption group that they have work with us. 

Until the IRS changed its policy and tried to draw 
all the agents back in for reasons best known to 
Commissioner Alexander, we had a group of spe
cial agents in Intelligence who would work corrup
tion cases with us. That still goes on to some extent. 

When you have that kind of manpower, or even 
with that kind of manpower, you still are un
derstaffed. You don't have the equipment you 
need. You don't have the manpower you need. You 
don't have the money you need. And it is only if 
you give that kind of manpower and money to a 
United States Attorney or to anybody else in law 
enforcement that you are going to effectively en
force <iny law. 

But more specifically with wiretapping, unless 
you have investigators who are free to act, who will 
work closely with the investigating or prosecuting 
attorney, whether he is state or whether he is 
federal, you are just not going to make your cases. 

The statutory problem is not the problem. In
terpretation is not really the problem. The problem 
is detection and how you can detect crimes de
pends on what manpower you want to assign to 
work those areas. 

Now, it is inevitable if you conduct an investiga
tion of the narcotics unit because they are stealing 
money and selling narcotics, that you come up with 
information that they are also illegally wiretapping. 

That is not to naively assume that the only illegal 
wiretapping in New York City or anyplace else in 
the country is in narcotics. Wiretapping is a way of 
tife, as we have been led to believe, with a lot of po
lice departments, in a lot of different areas. 

You cannot expect a person to come forward and 
voluntarily give up the information about his fellow 
officers. That just hasn't been the case in our 
prosecutions or in our investigations. 

People come forward and give information for 
the most part when they are scared, when they are 
sure they are going to be caught and prosecuted, 
when they are already caught, or when they have a 
grudge. 

Now, in order to get people to give up that infor
mation, we, and every other United States Attor
ney's office, need more manpower. 

Congress just last week slashed the budget so 
there is no money for additional investigators this 
year. They also cut out 11'; positions, I am told, for 
new assistants. 

Now, if the country, or the Commission or the 
Congress wants us to investigate and wants us to 
prosecute and curtail the type of illegal activity that 
you ladies and gentlemen have been investigating 
for quite sometime, they have to give us the money 
to do it. And that is the thing we need the most. 

MR. HERSHMAN: Is it a problem of money or 
of Justice Department policy that you can't get any 
more independent investigators? 

MR. JAFFE: I don't know what the policy is now 
with regard to Justice saying we can or we can't. 

r have been told-and I don't know whether this 
is official or not-that there are to be no additional 
investigators at this time. Now, whether that is the 
policy or not, I don't know. 

I do know that our investigators have made a tre
mendous number of cases. They have done 
thorough investigations. They have worked closely 
with grand juries and with assistants so that the in
formation we need to discover crimes and 
prosecute cases is there. 

MR. HERSHMAN: Do you find reluctance on 
the part of the FBI to accept your investigators and 
to work with them? 

MR. JAFFE: I think that that is changing. 
Because I think the FBI's policy on what kind of 
crimes they investigate is also changing. 

I think the FBI is taking a much greater interest 
now in white collar crimes as opposed to crimes of 
violence, if I can characterize it that way. 

I think that the Bureau, when they look into the 
corruption area, for example, or into white collar 
areas where you need a lot of financial help, people 
who are financial investigators-when that happens 
and they see the results we have achieved, I think 
they are much more prone today than they were 
perhaps two years ago to work closely with our in
vestigators instead of the way the situation used to 
be. 

MR. HERSHMAN: Do you know, Mr. Jaffe, why 
it is that only a few U.S. Attorneys' offices have the 
available services of independent investigators? 

MR. JAFFE: I really don't know the answer to 
that. I don't know whether that is a policy decision 
made by Justice in a vacuum or a policy decision 
made by Justice in accord with other agencies. 

MR. HERSHMAN: Mr. Jaffe, in New York have 
these allegations of illegal wiretapping and these 
convictions of police officers interfered with legiti
mate police functions in court-authorized wire
tapping? 
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MR. JAFFE: I don't think so. I think any time 
any agency, federal or state, conducts a legal 
wiretap, you have to be very careful and overly 
cautious. And the reason is this: 

If you have a court-ordered wiretap based on 
valid, reliable information, an affidavit is prepared 
stating the probable cause. And the state and 
federal rules now in New York are very similar. 
Thereafter a judge signs an order for a certain 
number of days. 

You must minimize, as I am sure all of you are 
aware. As you conduct your wiretap, if it is -deter
mined in the end that the assist'ant or chief 
assistant, or whoever it was that ultimately ap
proved-and actually, with the Federal Govern
ment wiretap applications, go right down to 
Washington and then go back up. But if along the 
way the affidavit has been approved and the judge, 
relying on the affidavit, signs the wiretap order, and 
thereafter, with hind8ight, two years later, the Dis
trict Court or state court hearing the case says 
there was no probable cause, all your information is 
illegally obtained within the purview of the Fourth 
Amendment, you wind up with no case. Thereafter 
what you have to prove is that what you do have is 
not tainted. You also have to assure that your 
agents who were doing the planning of the wiretap 
are minimizing. . 

Now, if you are in the narcotics detection busi
ness, for example, if people talk about shirts and 
sheets and chess games, which they have in various 
cases prosecuted in our office, that is narcotics in
formation, because how many shirts meant how 
many kilos, and the chess game meant, "I am going 
to make a delivery." But you have to be able to 
prove that, and you have to be able to justify listen
ing the amount of time that you listen and making 
sure that you curtail listening to certain conversa
tions. 

And all of that presents a tremendous burden on 
the case. That is there, notwithstanding the fact of 
the illegality. 

The problem that I think has been created is with 
the number of officers involved in narcotics detec
tion under suspicion, arrest, or conviction, the 
number of police officers who come into court and 
say, "I swear I had a confidential informant," is 
really doubtful at times. And I think the prosecu
tions we have had or the investigations we have had 
may have cast a lot of doubt on police officers' 
credibility. But that is a price you have to pay. 

If you have a tryable case, you can try it and win 
it. If you win it and win it legitimately, fine. If you 
lose it, for the most part you will get your man 
again. And if you don't, then you don't. 

But you cannot excuse the illegal conduct in 
order to say, HI have gotten a bad man and I have 
convicted him." 

MK HERSHMAN: Mr. Jaffe, thank you. 
CHAIRMAN ERICKSON: Mr. Hershman, well 

done. 
Chief Anderden. 
MR. ANDERSEN: I have just one question. 
With regard to the illegal wiretapping in New 

York State, prior to Title III, in '68 would this have 
been legal? 

MR. JAFFE: I don't think so. I think under 605 
of the Communications Act it still would have been 
illegal, at least the part involved with telephone 
wiretap. 

MR. ANDERSEN: And the disclosure-
MR. JAFFE: No, the disclosure of that, I believe, 

wouid have still been a 605 violation. I believe 
under the state law it was illegal back then also. 

MR. ANDERSEN: I am wondering if all this 
started with Title III passage or had it been a prac
tice of investigation that then blossomed out in '69 
and '70. Was there a background of this type of in
vestigation prior to Title III? 

MR. JAFFE: 1 can't say that there has been 
testimony about it, but I can say that some of the 
evidence we have indicates that it was not a new 
practice to iIlegally wiretap and illegally electroni
cally surveil, that is, to bug people before the 
passage of Title III. I think it was a practice in cer
tain areas. 

MR. ANDERSEN: What you are saying is 
backing up exactly what you said in your statement, 
that once the illegal acts started, the rest followed 
suit and came to full bloom. 

MR. JAFFE: That is right. And I think, Chief, 
one of the reasons for the blossoming, in part, was 
there was a major influx of narcotics in those years, 
that is, the years '68, '69, '70 and '71, and also a 
change in the set-up of the police department to 
form the SIU who were going to be people to do 
major investigations. 

And when the determination was made to do 
major investigations, which used a lot of purpor
tedly legal wiretapping-there was an awful lot of 
wiretapping done which was legal, and a good part 
of it is still apparently legal. But I think the oppor
tunity presented itself, with the influx of a large 
number of narcotics dealers, having a unit set up to 
prosecute them or investigate them, and given the 
nature of the way the police department allowed 
the investigations to go on just made the opportuni
ty. 

So in those paiticular years-for example, in 
1970 for one man was a boom year. We indicted 
him for it but couldn't prosecute him on it because 
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he was only extradited for selling narcotics. That is 
Peter Daley. In one year he was charged with 
$137,000 income tax evasion. And he was not 
alone. Egan was charged for '68, '69, '70 and '71, 
and I believe it was in excess of $40,000 or $50,000 
per year. But I am not exactly sure of it. 

It was an opportunity presented due to the situa
tion on the streets of New York. 

MR. ANDERSEN: Thank you. I have no more 
questions. 

CHAIRMAN ERICKSON: Thank you very 
much, Chief. 

Judge Shientag. 
MS. SHIENTAG: Thank you, Mr. C'Jairman. 
You said in order to acquire the ( juipment, the 

detectives had to Jay out their OW,l money, and 
therefore felt justified in the beginning in helping 
themselves to the funds. You indicated that. 

MR. JAFFE: Yes, ma'am. Let me explain it, if I 
could. '., 

MS. SHIENT AG: I think I understand. But the 
point I am trying to make is that once the equip
ment was used, they could use the sl;lme equipment 
against other potential offenders. 

MR. JAFFE: What they offered as the justifica
tion for their act was the payment for equipment. 

MS. SHIENTAG: But in any event, it wasn't a 
good justification because this equipment which 
they acquired from surreptitious sources, not recog
nized sources, was not used exclusively and then 
thrown away, but was used again and again. 

MR. JAFFE: No, that is not necessarily true. I 
think once the situation was established where they 
knew they could get the money, they would not 
necessarily care what they did with the equipment. 
They did reuse some of it, that's true, but a lot of 
the bugging devices they used for automobiles 
they'd lose and not try to recoup. There was one 
case which demonstrates it also. They had a recep
tacle device similar to the device demonstrated 
here today, except it fit within the wall. However, 
there was no room in the wall, because it was a 
plaster wall, to put the wire in, and it was left out 
and discovered. Thereafter, the police officers had 
no choice except to arrest the people, which they 
did, and. I think stole $35,000 from them. 

It is no justification because other cases we have 
indicate that the SIU officers before '69 would rou
tinely shake down their informants and steal 
money. 

But for the people who came into SIU in '69 and 
'70, some of the justificaticii they offered to juries 
and to us for stealing the money was, "We had to 
pay for the investigation anyway, and besides if we 
turned it in and vouchered it the way we should 
have, it only would have been given back and they 
would have kept it." 

I don't know if that answers your question. 
MS. SHIENTAG: Yes. I was only minimizing, to 

say that, the amount of money they spent-
MR. JAFFE: You are absolutely right. The 

justification is not there. 
MS. SHIENT AG: With regard to the defendants 

whose rights were infringed by the police using il
legal wiretaps, have any of them brought suit for 
civil damages? 

MR. JAFFE: I don't know of any who have 
brought suit for civil damages. I know one or two 
were very happy to get out of jail and out of the 
United States. They weren't interested in recoup
ing. They just wanted to leave. 

MS. SHIENTAG: What about the case of Ed
mund Rosner, the lawyer? 

MR. JAFFE: Mr. Rosner was not involved-there 
was no iIlega! wiretapping involved in the case on 
Mr. Rosner. Mr. Rosner was involved with paying a 
turned New York City cop named Robert Leuci. 
Rosner offered and did pay Leuci quite a bit of 
money in order to have Leuci get 3500 material, 
that is, material we ha'V'e to turn over, for example, 
grand jury testimony, out of the Office of the 
United States Attorney of the Southern District of 
New York in a case in which Rosner was the target. 
Rosner was tried and convicted and there was an 
appeal which was affirmed. 

I don't know whether the second appeal h:ls been 
affirmed yet. 

But thereafter, Leuci disclosed a lot of additional 
information to myself and other Assistant U. S. At
torneys. That was turned over to defense counsel. 
There was a subsequent hearing held. There was an 
appeal. I think that appeal was affirmed again. 

Rosner's case was based on recorded conversa
tions, I believe on Nagra recording equipment. 

In fact, it was affirmed, because I think Judge 
Gurfin wrote the second affirming opinion, 
emphasizing that Rosner was convicted on the parts 
of Leuci's testimony which were corroborated by 
tape recorded testimony. That was one-party con
sent. 

MS. SHIENTAG: That was consensual wire
tapping outside of Title Ill? 

MR. JAFFE: Yes, ma'am. 
MS. SHIENT AG: Whlch brings me to this: You 

indicated Section 251 1, subsection (d), permitting 
consent interception is one of the loopholes. Would 
you explain what you mean by that? 

MR. JAFFE: Yes, ma'am. My reading-and I 
don't claim to be a definitive statute reader, but my 
reading of Title III, specifically those sections, is 
that, unlike other witnesses who have viewed it as a 
Swiss cheese full of holes, the statute says if you 
have knowledge of interstate shipment of parts or 
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the components or the device itself and you use it, 
it is illegal. And it se(;.ms that the only authorizing 
section, other than the sections that say that law en
forcement or telephone communications people are 
excepted, is the section you just referred to. 

And it seems to me that under the guise of one
party consent, that is, one party saying, "I am free 
to do this," the industrial espionage goes on 
because supposedly it is done with the consent of a 
party. 

[t seems to me that is the way the ads that still 
run in thl~ Times and-

MS. SHIENTAG: The Law JournaL. 
MR. JAFFE: Or the ads that say, "Listening as a 

home baby sitter"-all that is consensual, and you 
are allowed to do it. And I think if you'd eliminate 
that type of loophole or tighten up on the manufac
turers-and that probably doesn't refer to big com
panies who wiII be careful. It means taking the peo
ple who exist as your investigators know they exist, 
and instead of allowing them to sell on a pretense 
of, "I sell to police officers who show me a badge," 
maybe eliminating them and centrally registering all 
the electronic equipment that is available or absolu
tely prohibiting the manufacture except through 
certain channels. 

And [ know it may not be a good analogy. It is 
kind of like the manufacture of barbiturates and 
amphetamines which ae manufactured and sold 
throughout the U. S. by prescription. 

I can't imagine, and I don't think any Commis
sion member can, that the number of pills manufac
tured is equivalent to what is consumed, and yet 
those companies are allowed to produce and 
produce and produce. If they could tighten up on 
the production and perhaps if we could control the 
production of the eavesdropping devices in that 
way, that would be one way to control it. 

But I think the statutory loophole is the part that 
says consenting conven;ations can be n,0nitored. 

MS. SHlENTAG: Thank you very much. 
CHAIRMAN ERICKSON: Professor Blakey. 
MR. BLAKEY: Mr. Jaffe, do you think that as a 

result of these prosecutions there has been a 
change in attitude in some of the agencies of the 
police department? 

MR. JAFFE: 1 think so, to a limited extent. I 
think the change in attitude began when all the 
public pressure was focused on the police depart
ment-and perhaps somewhat wrongfully-with an 
assumption after the Knapp Commission report that 
every police offict~r in New York, at least, was on 
the take or was crooked. 

That is not proper English, but that is the attitude 
that existed on the streets of New York. And I 
don't think that is fai.r. 

MR. BLAKEY: There are a number of places in 
Title III that, frankly, presuppose a certain amount 
of trust on the part of society in their officers. In 
rules like minimization, for example, you have to 
take a lot of salt to believe the officer turns it off 
and on when he is supposed to. 

But the kind of horror story you have told this af
ternoon, in a very forceful and dramatic way, is the 
kil}d of horror story that might cause someone who 
is sensitive about privacy considerations to say, 
"We might gain something in law enforcement by 
wiretapping, but there aren't enough good guys to 
trust the staff to do the work right. Maybe we can't 
afford to have the power around for the bad guys to 
abuse?" 

[ wonder if that is a fair conclusion to draw from 
what you have told us. 

MR. JAFFE: I don't think so. It goes to what I 
started to say before. In any police department, in 
any commission, in any district attorney's office, 
any United States Attorney's office, in the Senate, 
in the Congress, in the judiciary, there are so many 
people who are trustworthy and a certain percent
age who are not. The SIU are at the most 100 out 
of-

MR. BLAKEY: Just
MR" JAFFE: Let me finish. 
MR. BLAKEY: You can go back. You said there 

were 70 or 80 people. 
MR. JAFFE: That's correct. 
MR. BLAKEY: But the unit wasn't formed by an 

attempt to gather, in the 70 or 80, the most corrupt 
people in the Department. It was an effort to gather 
the most elite group. 

MR. JAFFE: Yes. 
MR. BLAKEY: Are you suggesting the 70 people 

were not representative? 
MR. JAFFE: No. 
MR. BLAKEY: I take it, to the contrary, that if 

you had two people in SIU or three people in SIU 
who weren't doing it and you had 68 who were, and 
they were typical of the whole department-and 
there is no indication for us to believe they weren't 
typical-you have said a great deal about the 
30,000, and you have said a great deal about 
whether we ought to trust the New York City Po
lice Department with tt.is wiretapping ability. 

MR. JAFFE: 1 wouldn't draw the conclusion you 
did for this reason: If you look at the structure of 
the SIU, it was, for the most part, unregulated. 
There was no top supervision. There was no top re
porting requirement. The people in the group were 
allowed to function more or less as they pleased 
becaus~ the public wanted major narcotics dealers 
put away; 
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Since the time of thut group, for example, we had 
a group of 86 people prosecuted by our office 
jointly with the New York State people, and the 
New York City people. The people controlling the 
officers, the people setting the atmosphere, the at
titudes are much different. 

MR. BLAKEY: Do you have any hope that it 
won't be the same? If we go back into history, we 
have Knapp now, but 20 years ago there was a 
Brooklyn grand jury, and 20 years before that there 
was a Seabury in vestigation. Tl1is goes back and 
back and back, and the next thing you know it's 
Teddy Roosevelt who becomes head of the police 
department in New York City in an anti-corruption 
drive. 

MR. JAFFE: But that is true in every phase of 
life. 

MR. BLAKEY: What bothers me about that his
tory is that every 20 years or so we have had new 
corruption develop and be exposed-or is it that 
every 20 years or so we have had a look at what has 
been there all along? 

MR. JAFFE: I think that is the difference with 
what we have now. We now have groups of people 
in special offices who are set up to do nothing but 
monitor the police themsl:'ives. 

MR. BLAKEY: Do you think that is going to be 
successful? 

MR. JAFFE: I think it has been successful. I 
think there is a considerable difference in what is 
going on. I won't say there is nothing like what 
there was going on now going on. 

MR. BLAKEY: Substantially curtailed. 
MR. JAFFE: Yes. 
MR. BLAKEY: Let me ask you the first question 

last. Of all the people appearing before us, you are 
the first who has had his hands burned, as it were, 
with bad surveillance. It hus not been a theoretical 
problem with you but a real one. 

Would you now, given the opportunity to 
vote-would you vote to cnntinue the wiretapping 
authority, the electronic surveillance authority, to 
the New York City police? 

MR. JAFFE: Yes, sir, I would. I would do it, and 
I would do it for more than one reason. 

The first thought is this: If you curtail it absolute
ly, it will go on regardless of the curtailment. And 
the best proof of that is what happened in Texas. 

MR. BLAKEY: But I put that to the Chief of Po
lice and I said: "Do you think if they had had a 
legal way of doing it they would have done it the 
legal way and not the illegal way?" And he said, 
"Yes. " 

MR. JAFFE: I say the answer is no, and I will ex
plain the answer this way. 

If you have a district attorney or a federal 
prosecutor who on every case with every person he 
works with says, "You do it the right way. You do 
it by the book. You do it constitutionally and 
legally. And if you don't, you will not only be 
dismissed; you will be indicted," that's a lot dif
ferent attitude than saying, "Let's get this guy; I 
don't care how." And I think there has been that 
change in attitude. 

I am not saying it is perfect, and I am not saying 
it will ever be perfect. But I think if you change the 
attitude of the people who prosecute and change 
the attitude of the police department-which has 
been changed considerably, maybe not because 
everybody is a good guy now but maybe because in 
every precinct there are five or six field associates 
who write down everything that happens and turn it 
in to the central office. 

However it has occurred, though, there has been 
a substantial change. And I think the change can be 
best demonstrated by a person who was indicted in 
our court. His name is Gabriel Stefani. Stefani was 
a sergeant in SIU at the time most of this corrup
tion went on. Stefani was a person who shared in 
monies, who did not share in narcotics, and as far 
as we have been able to determine did not par
ticipate in illegal surveillances. Hf! wasn't totally 
trusted by the people he supervised. They would al
ways not talk to Stefani. They would go to Egan 
who was the commander. 

Stefani left SIU in 1970, I think it was, or '71. 
Nothing had been discovered about the illegalities 
that we later found out. Stefani had left. He was 
promoted to lieutenant. 

Against his desire to do so, about six months later 
he was sent back to supervise this 86th investiga
tion, as it was called. He did a job-and that was a 
case where we had two assistants from our office 
and an assistant from other offices supervising 
every phase of it. 

Stefani was absolutely honest and absolutely by 
the book. The fact a person had been corrupt be
fore doesn't mean he can't change. And I think the 
fact that more than a third of the then-existing SIU 
has been indicted and convicted and sent to jail has 
a substantial effect on all the police officers in the 
New York City area-maybe, indeed, throughout 
the country. I think there is that change. 

And as to your hard questiou: Would I trust them 
again? I wouldn't trust everybody but I would trust 
a considerable number. And I would not get rid of 
the wiretapping or eavesdropping laws because I 
could conclude there was nobody I could trust. 

I'd always be wary and watch everybody, but I do 
that by nature now anyway. 

MR. BLAKEY: Thank you. 
MS. SHIENT AG: May I ask one more question? 
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MR. JAFFE: Yes. 
MS. SHIENT AG: With regard to these cases be

fore Special Prosecutor Nadjari, did those cases 
arise in the Bronx or in Frank Hogan's office? 

MR. JAFFE: You mean with regard to the police 
officers involved? 

MS. SHIENTAG: Yes, the police officers. 
MR. JAFFE; The police officers involved-Sm 

operated throughout the five counties. There was 
no restriction. 

MS. SHIENTAG: So the District Attorneys-you 
said in your prepared statement that certain District 
Attorneys blinked their eyes at what was going on; 
were those District Attorneys in Manhattan or the 
Bronx? 

MR. JAFFE: First, I wouldn't say where they are 
because it is still a pending investigation. But I 
would not conclude they were just limited to the 
two boroughs of Manhattan which are in our dis
trict. 

MS. SHIENTAG: There is only one in YoUI'dis
trict? 

MR. JAFFE: No, Manhattan and the Bronx: are 
in our district, but the officers also worked in the 
three other boroughs in New York City. And where 
those District Attorneys worked-I wouldn't con
clude they happened to be either in the Manhattan 
or Bronx DA's office. It may be another, but I am 
not at liberty to discuss it because it is still a pend
ing case. 

MS. SHIENT AG: The only reason I ask is 
because we have heard so much testimony about 
Frank Hogan's office being so honorable. 

MR. JAFFE: I would really like to but J can't 
comment on that. 

CHAIRMAN ERICKSON: I just have a few 
questions, Mr. Jaffe, and I might say the informa
tion you have provided us has really fleshed out the 
reports in some areru: .ere we needed testimony 
just such as yours. 

Can you tell us whether or not you used the FBI 
to investigate these illegal taps that were being con
ducted by the New York police? 

MR. JAFFE: No, sir, we did not. 
CHAIRMAN .ERICKSON: Can you tell us why 

you did not? 
MR. JAFFE: There are a number of reasons. 
The first is the investigations primarily involved 

activity in the narcotics area. The activity in the 
narcotics area we made a determination ought to 
be investigated by the Drug Enforcement Adminis
tration, the DE A, for among other reasons we had a 
special corruption group from them assigned to us. 

We also determined that since there was a lot of 
police personnel involved, we could use the people 
from the First Deputy Commissioner's Special 

Force to aid us in securing all the police records 
and other materials necessary. 

We also used the Internal Revenue Service once 
it was determined that we would have sufficient 
monies to be found wh~re financial investigators 
would be important. 

More importantly, aside from the wiretap viola
tions which we really didn't have pinned down at 
the beginning of the investigation, the only other 
statutory authority other than narcotics we had was 
obstruction of justice. And since it was obstruction 
of cases involving the narcotics enforcement, I be
lieve that part of the policy-and I don't know that 
we even asked the Bureau into that investigation, 
but I think part of the policy is on obstruction 
cases, while they have jurisdiction over obstruction, 
if it is within a matter that another agency initially 
had, the other agency should investigate it. But we 
had already established a very close liaison with 
three agencies, and we had a tight-knit group of 
people who would work very closely with us. 

CHAIRMAN ERICKSON: Do you feel the com
plaint they made about Houston is well-founded, 
that it is difficult for the FBI to investigate and 
prosecute, if you will, the very police that they are 
cooperating with in other cases? 

MR. JAFFE: No, sir, I disagree with that allega
tion. I anticipated that was a question, and I 
covered that in my opening statement. If we are to 
conclude that any federal agency-any, not just the 
Bureau-cannot effectively investigate local law en
forcement, then we are going to have to take the 
view that we ought to do away with cooperation 
among agencies, that is, local and federal. 

I have never seen any evidence that the FBI or 
any other federal agency cannot effectively in
vestigate local law enforcement corruption. 

Now, it may be that if you have a small resident 
agency where one resident agent works on a day-to
day basis with one or two resident local police of
ficers, or, in fact, a whole police force, he may not 
be the man to do it. 

But to come to a conclusion that because the Bu
reau works with locals, therefore they cannot in
vestigate the locals-I disagree with it completely. 

CHAIRMAN ERICKSON: Do you feel it would 
be beneficial to bring in agents from another city to 
investigate a local police unit? 

MR. JAFFE: It depends. And the reason I say it 
deper.ds is not to hedge on the question, but there 
are times you need the resident agent to tell you all 
he knows. You may not want him to feed it back 
and you might want to bring in other people. 

CHAIRMAN ERICKSON: It depends on the ex
igencies of the situation. 

MR. JAFFE: That's it, Mr. Chairman. You can
not make a global decision. 
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CHAIRMAN ERICKSON: It is a matter of 
judgment. 

MR. JAFFE: Yes. 
CHAIRMAN ERICKSON: Have any charges 

been brought by reason of the inves'.igation of the 
New York police under Title III? 

MR. JAFFE: Yes, sir. We have a number of in
dictments. There is a case scheduled for tnal Sep
tember 3 or September ll-a~d I don't want to 
name the case. 

CHAIRMAN ERICKSON: I'd prefer that you 
didn't. 

MR. JAFFE: That case indicates there is a 
misdemeanor available because there are people 
within the case charged with civil rights 
misdemeanors. That case is not exclusively a wire
tapping case because the allegations include the 
theft of, I think, $7,000 or $8,000 from the nar
cotics offenders who were relieved of that money 
by the officers. The way they relieved them of the 
money was through an illegal wiretap and an illegal 
bug. 

One other thing you might want to consider, Mr. 
Chairman. In prosecuting cases solely on accom
plice testimony which we often do, where a co-con
spirator or another person involved with the person 
decides to cooperate, there is more jury appeal if 
the case also involves taking money or viOlating a 
person's civil rights. And if you can combine the 
wiretapping case with that-here I am talking about 
corrupt police officers or law enforcement offi
cials-it makl~s them much more triable cases. 

With regard to other types of wiretapping 
cases-and there are current investigations in our 
office-those for the most part are cases that 
developed through our investigators or people who 
came in and were thereafter referred to the Bureau. 
Those are triable types of wiretap cases because the 
person who was the target of the wiretapping was 
almost like the victim of an extortion, and you can 
try that case because the people who were doing 
the extorting have the motive you can demonstrate 
to the jury, and therefore show their evil activity 
with regard to the wiretapping. 

CHAIRMAN ERICKSON: Your office has 
cooperated with the New York police in some of 
these investigations? 

MR. JAFFE: Yes, sir, that is so. 
CHAIRMAN ERICKSON: And they have been 

helpful to you? 
MR. JAFFE: I would say that we have made a 

considerable number of cases using the First Depu
ty Commissioner's Special Force. It may have been 
we would have preferred to use our own investiga
tors or other agencies, but they were not available 
and they have made cases for us. And I will give 
you an example, although it is not wiretap related. 

We have indicted and convicted the man who 
was second in command at the Selective Service 
Office in New York. His name is Sam Germino. 
And that case was made by the New York City Po
lice Department and our office by the use of an in
vestigative grand jury. 

So the New York Police Departm~nt, so far as I 
have known it, has given us help in every conceiva
ble area, so long as it is within their jurisdictioOl!.1 
grounds. 

CHAIRMAN ERICKSON: Mr. Jaffe, I thank you. 
I appreciate your coming here and I want to say 
your office and investigators have been most help
ful, and they have pointed out why this probable 
cause reference enunciated in the Fourth Amend
ment, enunciated in Katz and Berger, are such a 
key part to the right of privacy, and why the protec
tion of that right is totally consistent with law en
forcement. 

Thank you very much for coming. 
MR. ANDERSEN: Mr. Chairman, could I have 

30 more seconds? 
Mr. Jaffe, have you done any investigating of 

federal agents in the same area? 
MR. JAFFE: Yes, sir. 
MR. ANDERSEN: Is that under your jurisdic

tion? 
MR. JAFFE: Yes. 
MR. ANDERSEN: Do you feel that is one of 

your responsibilities? 
MR. JAFFE: It is most assuredly. 
MR. ANDERSON: I am comparing it to the 

Houston case. Do you feel the policing of the FBI 
in those cases is the district attorney's responsibili
ty? 

MR. JAFFE: If I may, Chief, I'd like to break it 
up, if I could. We routinely, together with, for ex
ample, the IRS Inspection Service, have indicted 
aud convicted bad Treasury Department personnel 
for bribe-giving and receiving, for obstructing 
justice, for taking money, for selling out investiga
tions. Together with DEA Inspection, we have in
vestigated and convicted narcotics agents for doing 
the same thing. It is our responsibility to do that 
because they are federal employees. 

With regard to state employees-and let me just 
finish the thought on the first section first. 

If there is evidence that federal agents did the 
same acts that state agents did, that is, that the SIU 
did, they stand in no better or no worse stead. If 
they are guilty of a crime and we can prove that 
they are guilty of a crime-whether or not we can, 
we are going to completely investigate it and try to 
arrive at a conclusion, and if the man should be 
prosecuted he will be. 
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With regard to the police officials in the City of 
New York, New York City, unlike most cities but 
like-for example, Philadelphia now has, and I 
think other cities are establishing the office of 
a Special Prosecutor for the criminal justice 
system ... 

(Off the record.] 
I was saying that he is primarily charged with 

looking at the criminal justice system. That doesn't 
mean that we don't look at it also. And the reason 
is because if there are state violations that police 
officers are involved in, and given the cooperation 
that exists between state and federal and local 
agencies, it may very well be that our investigation 
will lead us back to people that we ought to be 
primarily looking at. So it is a shared responsibility. 

Now, one of the leasons we turned as many cases 
over as we did is because many cases may be better 
state law violations and better prosecuted in the 
state section. 

There is an additional reason in New York. 
There is an act called the Hughes Act. That gives 
the prosecutor an extra five years statute of limita
tions. In New York State, the statute doesn't start 
to run until five years after a public official has 
resigned from public office. We don't have that. 

We are limited. 
MR. ANDERSEN: Thank you, Mr. Jaffe. 
Nothing was said about that area of your respon

sibility-
MR. JAFFE: Our area includes all the federal 

agencies and their corruption, plus any public offi
cial. 

MR. ANDERSEN: Thank you, Mr. Jaffe. 
CHAIRMAN ERICKSON: Mr. Jaffe, we ap

preciate it very much, and we might say also thank 
you for the training which your chief investigator 
gave our Mike Hershman who distinguished himself 
today. 

MR. JAFFE: Thank you, sir. 
CHAIRMAN ERICKSON: We stand recessed 

until 9:30 tomorrow morning. 
[Whereupon, at 5:30 p.m., the hearing was ad

journed, to reconvene at 9:30 a.m., Thursday, June 
26,1975.J 

(The following news account reports another ex
ample of suspected illegal wiretapping by police, 
but was brought to the attention of the Commission 
too late to be included as part of the hearings on il
legal wiretapping which were conducted in June, 
1975.] 

1341 



ROCKY MOUNTAIN NEWS - DENVER, COLORADO 

September 8, 1975 

FBld I y its r bein 

J If o 
By JACK OLSEN JR 

News Staff 

!ill 

Ir 
Last spring the Denver office of the FBI 

waited nearly one month before investigating 
the criminal implications of an unauthorized 
wiretap placed by four Jefferson County sher
iff's officers, one of whom had worked closely 
with the FBI and admitted the eavesdropping 
to an FBI agent. 

Then the federal agents moved on the case 
only after being told to do so by U.S. Atty. 
James Treece on the same day Treece was told 
about the wiretap by his subordinates. 

The four deputies, who included the captain 
of the sheriff's intelligence unit, Donald V. Ed
wards, subsequently were found to be un
prosecutable because a .statute of limitations 
required that charges have been filed within 
five years of the eavesdropping crime. 

The wiretap allegedly was put on the phone 
line of a suspected gambler in Lakewood, Jo
seph Nicholas Raso, in the summer of 1970. 
Partly because of the FBI's delay and partly 
because of unclear or inccurate communica
tions between th~ FBI and the U.S. attorney's 
staff, the government didn't realize the statute 
of limitations was a serious. factor until about 9 
days after it was too late. 
ACTION DELAYED 

According to the FBI confidential file on the 
case, which was made available outside of offi
cial channels last week, the FBI didn't start 
investigating the wiretap with a view toward 
prosecuting the sheriff's deputies until 'J:l days 
after the bureau learned about it. 

FBI special agent William J. Malone was in
formed of the tap - and that it was "unauthor
ized" - by Edwards on J~lDe 19 of this year. 
The federal agent realizE:ti the seriousness of 
the matter because he quickly suggested to Ed
wards, who is a widely respected law 
enforcement officer, that he not say anything 
more but contact a lawyer. 

megal wiretapping is a felony that can bring 
a five-year prison sentence. 

According to Asistant U.S. Attys, Thomas 
Alfrey and Daniel Smith, whose job it would 
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have been to make certain the case was filed in 
time, Malone told them that Edwards had con
fessed that the wiretap took place in December 
1970, "possibly up through the Super Bowl (a 
professional football game in January)," Smith 
said. . 

But when M810ne filed his report on the mat
ter - about one month after Edwards' confes
sion - he wrote that Edwards had admitted the 
wiretap was in the summer or early fall of 1970. 

Had the federal prosecutors known the con
tents of Malone's written report, that the eaves~ 
dropping crime was earlier than December, 
they ·would have moved faster, possibly even 
calling a special session of the federal grand 
jury, they said. 

The three other sheriff's deputies involved 
were Raymond Taylor, who like Edwards is 
still employed as a Jefferson County sheriff's 
deputy, and Kirk S. Steinmark and Ronald D. 
Ralston, who both now operate a bar nn Look-
out Mountain. . 

According to the U.S. attorney's staff, after 
Edwards' confession to Malone on June 19, the 
four wiretapping suspects refused to cooperate 
with the FBI or give any more details of the 
illegal wiretap until an Aug. 20 hearing in the 
U.S. District Court in Denver. Then EdwardS 
testified that the tap had been removed Aug. 10, 
1970 -five years and 10 days before. 

It appeared then that the deputies had been 
saved by the statute of limitations and their 
own refusal to. talk before Aug. 10, 197C. Last 
week, Raso's lawyer, James L. Giit>ert of Arva
da, filed a motion in federal court in which he 
suggested that the four deputies had been "less 
than truthful. .. . 

Prosecutor Alfrey later conceded that the 
government had been "outsmarted." 
FEARED RUIN OF GAMBLING CASE 

The FBI file on the case indicates that from 
JUlie 19 ,until mid-July the dominant concern of 
the FBI and the prosecutors was whether the 
illegal wiretap was going to ruin a recent gam
bling case against Raso, 'whose apartment had 
been the target of the phone tap. 



- --,----------------------------------------------

A federal judg,~ ruled after the Aug, 20 hear
ing that any evidence gathered from the illegal 
1970 wiretap wasn't used to build the recent 
case against Raso, who was arrested in May 
with six others on suspicion of gambling. fI...ad 
there been such "tainted" evidence, Raso's 
case might have been thrown out of court 
immediately. 

Raso's attorney, Gilbert, now contends that 
the wiretap was in use long after Aug. 10, 1970, 
possibly into 1971 and 1972 as well, and that the 
four deputies still might be prosecutable. And 
Gilbert contends' that gambling discussions. 
rather than innocent conversations, had been 
overheard. Edwards denied it, saying the tap 
didn't help them in the investigation of Raso at 
that time. 

(Edwards and his three fellow deputies d?
stroyed all evidence of the wiretap, they said. 
There is no documentary evidence, therefore. 
to supp<>rt or disprove their assertions as to the 
crucial date of the wiretap or the contents of 
conversations monitored. ) 

There is some evidence that Gilbert is right. 
that the illegal eavesdropping was more exten
sive. Gilbert claims a "source" has told him 
these additional details, which he has turned 
over t6 the U.S. attorney's staff. It is no ordi
nary source, the FBI has determined. . 

According to the FBI file, Wheat Ridge 
attorney Maurice Fox admitted he was the 
source who had told Gilbert about the wiretap
ping. 
PRESSING FORWARD 

"Fox said he did not care to divulge where he 
received this information, " the FBI report 
says. The FBI pressed him on that point, with 
good reason. Fox is the defense lawyer for two 
~ the wiretapping deputies, Steinmark and 
Rillston. 

"He was getting his information from the 
horse's mQuth," said an assistant U.S. 
attorney. 

The FBI rep<>rt said federal agents had point
ed out to Fox that the information "had to come 
from either Steinmark or Ralston. .. . 
It seems possible that had Raso not been ar

. rested in May for alleged gambling, this Pando
. ra's box might never have been opened. 

After Raso's arrest, Gilbert said he was 
contacted by his source - whom the FBI con
'finned is Fox - and was told about illegal 
wiretapping not just in the summer of 1970 but 
into 1971 and possibly 1972. Gilbert is known to 
have been told the gist of some of Rasa's phone 
co~versations that were monitored -supposed
ly m December 1970 - and he is known to have 
checked them with Raso, his client. Raso al
legedly recalled some of the conversations. 

On June 18, according to the FBI report, Gil
bert called Edwards into his office and told him 
he thought there was something suspicious 
about the way Raso had been investigated back 
in 1970. 

Gilbert says he purposely didn't mention 
wiretapping, but Edwards did, denying that 
he'd ever done any illegal eavesdropping. (Ed
wards would later claim that Gilbert was ille-
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gaily or unethically applying pressure to get 
the gambling charges against Raso dropped. 
The FBI indeed investigated Gilbert for ob
struction of justice and, according to the US. 
attorney's staff. cleared him of any 
wrongdoing. ) 
THEN ARRANGED MEETING NEXT DAY 

While Edwards denied illegal wiretapping to 
Gilbert when Gilbert confronted him, the next 
day he arranged a meeting with FBI special 
agent Malone, a friend with whom he had work
ed sometimes closely in the previous five 
YE';ars. Inside a Wadsworth Avenue restaurant, 
accordingJo the FBI report, their conversation 
related to Gilbert's allegedly improper conduct 
in applying pressure to authorities. 

It wasn't until the sheriff's captain and the 
FBI agent walked to the parking lot, the FBr 
rep<>rt says, that Edwards admitted the illegal 
wiretap. The report says: "Capt. Edwards ad
vised that in 1970 either in the summer or early 
fall of that year" he and others "had conducted 
unauthorized wiretap .. for approximately 
two cr three weeks ... 

"Capt. Edwards was then advised," accord
ing to the FBI report, "that this matter could 
possibly involve some federal violations and, 
therefore, before he made any further state
ments h~ had better contact an attorney." 

It was an unusual act by an FBI agent. 
Federal agents are to take a coruession after 
advising the subject of his legal rights. 

FBI agents also are to make prompt written 
reports of such confessions, or of any interview 
that likely will be used in a court case. The 
assistant FBI agent in charge of the Denver of
fice, Simon Tulai, said last week that a U.S. 
Supreme Court decision requires that such re
ports be completed within five days of the con
versation on which they are based, or they 
can't be used in court. 

According to the FBI file, Malone didn't 
make his report on Edwards' confession until 
nearly one month later, on July 18, and then it 
was two days after the U.S. attorney told the 
FBI to start investigating the criminal culpabil
ityof the four deputies . 

In the meantime, said Alfrey and Smith, Ma
lone told them Edwards had confessed that the 
wiretapping was in December or later, not 
summer or "ealy fall" as Malone wrote in his 
report. The U.S. attorney's office didn't get the 
written report until late July, Alfrey said. 
AWAIT MOTIONS 

Malone didn't tell the U.S. attorney's staff 
about the illegal wiretap until one week after he 
learned about it. But the delay probably didn't 
have much effect, because there was little ac
tion by prosecutor Alfrey when he was 
informed. 

A?COrding to the FBI report, "He (Alfrey) 
adVIsed that before taking any further action in 
this matter, he could wait to see what motions 
were filed by defense attorneys. " 

Two weeks later Alfrey was still waiting for 
the defense motions. They were delayed, but 
Alfrey said there seemed to be no need to rush 



anyway, becilUse Gilbert had revealed more de
tails from his source, including that the wiretap 
was in place in December - which Malone had 
reported verbally -and later. 

"We knew we had four months at least before 
there would be a time problem (with the statute 
of limitations)," Alfrey said. "We had four 
months to take this before the grand jury," he 
~aid. 

Looking back on it, Alfrey said, the delay was 
"inexcusable, and he re&dily took partial re
sponsibility for it. 

Malone presently isn't permitted to tell his 
side of the story. The FBI forbids its agents to 
comment about investigations or pending court 
actions. The agent in charge in Denver, Theo
dore Rosack, said little that was pertinent ex
cept that he believed there was a 
"misunderstanding" that had given the report
er an inaccurate view of the matter. He 
warned: "Make sure you have yow' facts 
right." 

The -FBI fife shows that Alfrey on July 15 
"was concerned over the possibility of some po
lice officers being involyed in an illegal 
wiretap. 

"Mr. Alfrey," the FBI report said, "stated he 
was a close friend of the police officer whose 
name is Ray Taylor (one of the four sheriff's 
deputies involved), and that he would contact 
Taylor within the next day or two and get the 
full story from Taylor." 

Alfrey did that, and Taylor either refused to 
be read his legal rights at the start of the con
versation or once having been read them re
fused to discuss the wiretap. 

Alfrey and fellow prosecutor Smith werit to 
their boss, Treece, the same 'day, the FBI re
port shows. 

"I got a letter out the same day," Treece 
said. It was hand-delivered to the FBI, and, 
Treece said, it instructed the bureau to start 
two investigations, one of the criminal wiretap 
and one of the impact of that tap upon any 
federal case. 

"In a conversation with Alfrl;ly," Treece 
added, "we kicked around the probability that 
the FBI had known about this for a long time. 
(We conjectUred) what if Malone has known 
about this for five years. We seriously consider
ed whether he should be a subject (of the inves
tigation) too, .. 

They decided Malone need not be, but they 
asked the FBI not to assign any agents from the 
FBI organized crime unit in Denver to the case. 
Edwards had ·sometimes worked closely with 
members of that unit. 

The FBI then conducted an extensive investi
gation in a few days, their file shows. By then, 
however, Edwards,wasn't cooperating with au
thorities. He would say nothing. until the 
prosecution deadline passed. 

One page of the FBI final investigation report 
noted: "This investigation is predicated upon a 
letter dated July 16, 1975, from U.S. Atty. 
James L. Treece to Ronald L. Maley, (then) 
special agent in charge, FBI, Denver. 

, 
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"Mr. Treece advised in this letter that it had 
come to his attention that in the fall months of 
1970, the Jefferson County sheriff's office had 
an illegal wieret.ap. . . ." 

It had come full circle. The FBI had learned 
of the crime on June 19. The U.S. attorney's 
office (Alfrey) had been informed by the FBI 
on June 26. The U.S. attorney re-informed the 
FBI on July 16 and gave the bureau's Denver 
office something upon which to "predicate" an 
investigation. 

Treece, Alfrey and Smith apparently aren't 
going to let the matter die. It will be taken be
fore the federal grand jury later this month, 
and then Gilbert likely will have to tell all that 
his source, Fox, told him about illegal wiretaps 
after the summer of 1970. 

One of the four deputies, Steinmark, refused 
to testify in the Aug. 20 hearing, claiming that 
his statements might jeopardize him in a sup
posedly unrelated criminal case. 

Sources in the U.S. attorney's office confirm 
that Steinmark will be grp_'1ted immunity from 
prosecution before the grand jury and therefore 
won't be able to claim that his statements could 
incriminate him. He won't be able to remain 
silent. 

Said Alfrey: "Stelnmark will make us or 
I break us." 
- 'Edwards explained that in the summer of 
1970 he had gotten word that one of his street 
sources possibly was in danger from alleged 
mobsters the source was spying on. Edwards 
said he believed the only way to protect the 
source was to tap a telephone. And, he said, he 
knew the courts wouldn't give him pennission 
to do it. 

Suqsequently a storeroom was broken into 
and the tap was installed on telepMne lines 
passing through there. Weeks later, the wire
tappers destroyed all the evidence of their 
wiretap, including tapes, Edwards said. 



Hearing, Thursday, June 26, 1975 

Washington, D.C. 
The hearing was reconvened at 9:35 a.m., in 

Room 6202, Dirksen Building, William H. 
Erickson, Chairman, presiding. Commission mem
bers present: William H. Erickson, Chairman; 
Richard R. Andersen, G. Robert Blakey, Samuel R. 
Pierce, Florence P. Shientag. 

Staff present: Kenneth 1. Hodson, Esq., Execu
tive Director; Michael Hershman, Esq. 

PROCEEDINGS 

CHAIRMAN ERICKSON: Ladies and gent
lemen, may we convene this meeting. 

This morning we are going to examine tpe rather 
difficult subject of illegal political wiretapping. 

We are honored to have as our first witness Mr. 
Allen E. Ertel. Mr. Ertel is currently the District 
Attorney for Lycoming County, Pennsylvania. He is 
a partner in the firm of Ertel & Kieser. Mr. Ertel 
will discuss the investigation resulting in the 1974 
conviction of Mayor Coder of Williamsport, 
Pennsylvania on charges of illegal wiretapping. 

Mr. Ertel, wi1l you come forward. 
[Whereupon, Allen E. Ertel was duly sworn by 

the Chairman.] 
CHAIRMAN ERICKSON: I believe you have an 

opening statement. 
MR. ERTEL: Yes, gentlemen. 
CHAIRMAN ERICKSON: You may proceed. 

TESTIMONY OF ALLEN E. ERTEL, 
DISTRICT ATTORNEY, 
WILLIAMSPORT, PENNSYLVANIA 

MR. ERTEL: I was asked to discuss four dif
ferent topics by your Executive Director in his 
letter. One was the difficulties in prosecution; two, 
the difficulties of interpretation of both the federal 
and state law; three, the prosecution of Mayor 
Coder and his cohorts; and, fourth, the aggressive
ness of the FBI and federal agencies in investigating 
the particular incident in Williamsport. 

But before I do that, I would like to speak just 
briefly about the statutes and the competing poli
cies that I have looked at behind these statutes and 
how they affected the prosecution in Williamsport. 

Quite frankly, many of our statutes are under the 
rubric of right to privacy, but we don't know what 
policy we are effectuating by our statutes in what 

was basically happening in the City of Williamsport 
and in other wiretapping situations with which I am 
familiar. 

I think it is important we have these right to 
privacy statutes but they must also be offset against 
the public interest. 

People want to speak freely and be able to 
exchange ideas without having Big Brother look 
over their shoulder and determine what they want 
to do in the privacy of their own particular relation
ships. 

In the Williamsport situation we found that the 
idea behind the wiretapping, at least what we 
thought was the idea behind the wiretapping, was 
the obtaining of information for political purposes. 

As many of you know, the obtaining of informa
tion, itself, becomes a power base from which one 
can operate, whether illegally or legally. 

What happened in the City of Williamsport was 
there was wiretapping of the government agencies 
within the City Administration. It got to the point 
where police officers were reluctant to discuss 
pending prosecutions or pending investigations on 
the telephone because they suspected that their 
communications were being tapped, both in the 
City Hall on wire, and also the fact that even 
discussions within their own confines in their own 
police department were being listened in to by 
other individuals who were not privileged to listen. 

So what happened is we had police officers who 
were afraid to discuss anything which pertained to 
their official position because they were afraid of 
exposure of that particular information prematurely 
or information that should not be disclosed at all. 

On the other hand, we have the consideration 
that the police officers do need some sort of 
rights-or the government, or the public-to deter
mine when there is illegitimate conversation. Most 
criminal activities have to have some sort of con
versation to take place, whether it be a criminal 
conspiracy or anything else. And unless you have 
an ability to determine what is happening in those 
conversations, the police function or the public 
function sort of goes downhill in the prosecution of 
alleged criminals. And it is a balance between those 
two things that is necessary. 

I have looked at both the federal and the state 
statutes. I understand Mr. Phillips did discuss the 
Pennsylvania state statutes with you yesterday, but 
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they are quite a bit different than the federal 
statutes which now exist under the Crime Control 
Act. . 

The Pennsylvania statute as it existed prior to the 
beginning of this year required that both parties 
consent to the interception or interference with any 
wire communication, or basically telephone or tele
graph. In other words, both of us would have to 
agree that you could listen in, which was nonsense. 
What it meant was an absolute prohibition against 
anybody interfering with any phone conversations. 

There is a case in the State of Pennsylvania-and 
it was one of the situations that arose in the Wil
liamsport case-where a person recorded his own 
conversation with somebody else. Thus, if I call 
you, I want to record that conversation to protect 
my credibility. That could not be admissible in a 
Pennsylvania case. There is a Pennsylvania 
Supreme Court case in which a chap called up a 
fellow and said "I have a contract to kill you. I will 
reverse that contract and kill the person who hired 
me for an extra amount of money." The person 
who received the phone call wanted to protect him
self and prosecute that individual. He put onto his 
telephone a device to record that conversation. The 
Penn!)ylvania Supreme Court held it was inadmissi
ble in the trial of the case and, as a consequence-I 
don't know the final result of the case-but cer
tainly it became the issue of credibility between one 
person and another. 

CHAIRMAN ERICKSON: When was that case 
decided? Was it before or after the enunciation of 
the Rathbun case? 

MR. ERTEL: Oh, much, much after Rathbun. It 
is quite an old case. Rathbun is the one-party con
sent which is under the federal law. 

CHAIRMAN ERICKSON: Rathbun was an extor
tion case very similar to that where there was the 
overhearing on an extension phone, as you will re
member. 

MR. ERTEL: Yes, I do recall that case. But the 
Supreme Court case in Pennsylvania was within the 
last couple of years. I can't give you the exact date. 
It was in the Seventies, and Rathbun, I believe, was 
in the Fifties. 

CHAIRMAN ERICKSON: That is right. 
MR. ERTEL: The Pennsylvania statute says 

specifically you need the consent of both parties. 
This was prior to the new particular statute which 
Pennsylvania has passed which was effective in 
February of this year. 

Now, in February of this year Pennsylvania has 
passed a statute which defines eavesdropping. The 
Pennsylvania statute previously only went to inter
ference with telephone and telegraph. Now you 
cannot overhear, listen, or record any other conver-

sation without consent of both parties. Again, it 
requires both parties' consent. And therefore you 
cannot-if I were to send a drug informer, which is 
common, into a drug situation with a microphone 
on him and we would record the conversation, that 
is inadmissible in the State of Pennsylvania today, 
even though the one person party to the conversa
tion agreed to it. 

And in fact, not only is it inadmissible but the of
ficer has committed a crime if he does it. It is a 
misdemeanor second degree in the State of 
Pennsylvania if you do that. 

I might give you an example of a situation where 
this particular statute applied, where the federal 
statute would. As a result of the wiretapping cases 
in Williamspo~~, the political figures, the Mayor and 
a friend of his, determined that the way to stop the 
prosecutions of the city officials was to obtain 
evidence on myself as the prosecuting attorney and 
attempt to blackmail me into dropping the prosecu
tions. 

As a result they contacted a young lady who was 
to do what is probably as old as time itself-was to 
obtain either someone else or herself and get me 
into a motel room with the appropriate photog
rapher and pictures. And those were then to be 
used to blackmail me into dropping the prosecution 
of the existing Mayor and police chief in the City of 
Williamsport. 

The girl, instead of doing as requested, went to 
the State Police and we then sent her back to deter
mine her credibility, because her credibility was at 
stake. And we put a bug on her and we had, of 
course, undercover men in an appropriate vehicle 
with a receiver. And we recorded the conversations 
that took place. 

Now, had that situation been tried without the 
particular microphone and the recordings, it would 
have been the question of her credibility versus the 
defendant in that case. 

And I would suggest that there would not have 
been a conviction, because when you attempt to do 
something like this, the person you solicit to do it 
certainly isn't a bishop that you are asking to do it 
and the credibility of that person WGuld be at issue. 

CHAIRMAN ERICKSON: It is something like 
the Osborn situation. 

MR. ERTEL: That is right. But under Pennsyl
vania law today, as it exists, that is illegal-not only 
illegal, but it is criminal and inadmissible in a court 
of law. 

So the Pennsylvania statute which really comes 
under the rubric of right to privacy, in my view 
really comes within the rubric of right to corrupt. 
There is no way to really have an effective prosecu
tion of a bribe attempt of public officials; there is 
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no way to have a very good, iron-clad drug 
prosecution from an undercover informer. It is very 
difficult in a one-to-one situation, if you want to 
develop an iron-clad case without the means of 
electronic recording. 

I think if this Commission is going to recommend 
any change in the federal law, certainly I would not 
use the Pennsylvania law as a model. I would sug
gest that is the exact opposite of what one would 
want to look at. 

Turning briefly to the Williamsport wiretapping 
situation, I will give you a few of the details of the 
case and hopefully tell you some of the oifficulties I 
encountered, and I think they are the same difficul
ties you would encounter in any prosecution like 
this. 

I am familiar with prosecution of police officers 
in Mercer County, Pennsylvania where they were 
allegedly wiretapping people in the drug trade. 
Those prosecutions were unsuccessful. I happened 
to try the case of Mayor Coder in Mercer County 
because it was transferred in venue to Mercer 
County so I was familiar with the prosecutions that 
took place there. 

In that particular case there were police officers 
allegedly wiretapping and there was no countervail
ing evidence at the trial, but yet the jury elected to 
find them not guilty even though the Common
wealth at least made out a prima facie case of wire
tapping. 

I think that points out one of the difficulties in 
the wiretapping situation. Many times when people 
are wiretapping and invading rights to privacy they 
are public officials or at least public employees. 
The public, I do not think, takes a very strong view 
against wiretapping. 1 think they feel that wire
tapping is a legitimate function of government. I am 
talking about the general public; I am not talking 
about selected individuals within the public. And 
therefore, they will tend to find a person not guilty 
in a trial situation, especially if it is a government 
official. 

What happens, and what happened in the Wil
liamsport case was they try to get within the rubric 
that they are doing their duty, doing their job in 
doing the wiretapping. Whether or not it is political 
rather than part of their function or not, the 
defense nlormally comes up that it is part of their 
job. And therefore they jury sometimes accepts 
that. And that was the defense in the Williamsport 
case. 

In the particular Williamsport case, I was con
tacted initially by counsel saying that his phone 
calls were being intercepted, that he had had a con
versation with the Director of Public Finance in the 
City of Williamsport; he did not think anyone had 

disclosed that conversation. But it had come back 
to him, the exact words he had used in that particu
lar conversation. 

I thought probably this was a political ploy and 
was not going to become involved. However, sub
sequently, I did agree to make one check for him to 
see if, in fact, such a thing existed. I called a police 
officer who allegedly had some information-and 
this shows you the paranoia of people who are in
volved in the wiretapping situation and of the po
lice department at that time. 

The first thing he told me on the telephone was 
"I won't talk to you on the telephone." 

r have never had that point-blank statement from 
a police officer in my life. 

I said, "Then I will come to your home and speak 
to you." 

"Don't come to my home. " 
"Do you" want to talk about the situation?" 
We arranged then to meet in private. This person 

was so upset by the situation that existed that we 
met at my home and he at that time disclosed to me 
the tapping of telephones in the City Hall of the 
City of Williamsport in which he had participated. 

He was a Corporal in the police department. The 
Captain was involved, the Director of Public Safety 
was involved, and the Mayor of Williamsport was 
involved. 

I learned of the tapping of another police cap
tain. That is all r learned at that particular point. 

I later found out, in an entirely separate situation, 
there was a tapping of other people in the city, 
although not involving this police officer. So there 
was extensive tapping going on. 

We know of about 50 to 60 phone calls approxi
mately that were tapped. We do not know of the 
extent beyond that, although one can surmise from 
all the inferences that one picked up. 

In any event, after having received that, and the 
difficulties you encounter especially when there are 
political figures involved, or public offi
cials-normally in the State of Pennsylvania I do 
not have investigating staff attached to the District 
Attorney's Office. In the larger counties they do. 
We call on the State Police for assistance. In this 
particular instance I did call on the State Police for 
assistance. I was assured of assistance up through 
the Reg"ional Commander, a Lieutenant Colonel in 
the State Police. I have always had the assistance of 
the State Police in any investigation. 

I received a phone call later the same day from 
the Commissioner of the Pennsylvania State Po
lice's office through the Captain of our barracks, 
advising me that they would no longer participate 
in the investigation, even though they were con
vinced there was a prima facie case and that the 
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sources and the information-I had this particular 
individual to speak to them. They were very 
chagrined by it but said they would not work on the 
case at all. 

I then called the Commissioner's office directly 
and was assured of the same thing, and I then called 
the Governor's office. I advised the Governor that 
if I did not receive the cooperation of the Pennsyl
vania State Police and their investigative talents 
and abilities I would hold a press conference and 
explain that I had prima facie evidence of wire
tapping in City Hall and that the Pennsylvania State 
Police refused to investigate. 

Needless to say, that night I received the 
cooperation of the Pennsylvania State Police and 
no press conference was necessary. 

As a result of that, the Pennsylvania State Police 
did investigate. I later learned that the FBI had 
been contacted by the Mayor of the City of Wil
liamsport, the local office of the FBI, where they 
had discussed and he had brought to them a tape 
recording of a telephone conversation which al
legedly had been made by a captain of the William
sport City Police. This telephone conversation, 
recorded on tape, was played to the FBI with the al
legation by the Mayor and the Director of Public 
Safety, who had taken it there, that their lives were 
in jeopardy. 

According to later testimony by those agents, 
they thought it was strictly a political thing. The in
dividual involved said, "We will get rid of 
them "-which meant politically-and they did 
nothing. 

The matter of the way they told the FBI, accord
ing to their testimony, was that they had overheard 
it on the extension telephone and it had been an in
advertent overhearing of that particular conversa
tion. 

MR. HERSHMAN: If I may interrupt, they just 
happened to have a tape recorder there at the same 
time? 

MR. ERTEL: That was my question. I said "How 
did you get the words 'hello' on the tape recorder if 
it was inadvertent? How did you attach the tape 
recorder to the extension phone which you had just 
picked up;" Obviously it didn't make sense. 

But, in any event, the FBI advised the Mayor at 
that time to desist what he was doing. 

CHAIRMAN ERICKSON: That is what they 
called inadvertent planned interception? 

MR. ERTEL: I think that might be a good way of 
putting it. But at any rate they told them to desist 
and did not do anything further. And this was in 
June of 19-J forget the year now. I get mixed up in 
my years, it has been so long since this thing has 
been going on. 

After that-this particular incident was disclosed 
to me by one of the officers in the FBI who, in
cidentally, was very cooperative. I spoke to him 
about it. 

He also advised me that approximately eight 
months later they had a complaint to the FBI, after 
this tape recording had been presented to them. A 
complaint was made that City Hall was tapping 
phones. That was a unsubstantiated complaint, and 
later, through our investigation at least, we could 
provide no evidence of that particular individual's 
calls being tapped. But still the complaint was 
made. They had prior knowledge of this particular 
tape recording previously. 

No investigation was done by the FBI at that 
time. This was three weeks approximately-I can't 
give you the exact date because it was never 
divulged to me-before we did the investigation 
that we conducted in the City of Williamsport. 

So the FBI certainly had some knowledge or 
reason to believe that such things were happening 
in the City of WiIIiamsport. 

I disclosed to the FBI the extent of what I knew 
on the Saturday-Sunday morning I should 
say-prior to the convening of the special grand 
jury in Lycoming County. We attempted to con
vene that jury and there were motions by the defen
dants who had knowledge of what was going on to 
delay the special investigating grand jury and I 
don't believe it got started until the following Wed
nesday. 

But in any event, we did do it and as a result we 
had a conviction of the Mayor of Williamsport after 
a two-week trial. The Director of Public Safety pled 
guilty after the primary case was in against him. 

The individual officers involved were not 
prosecuted. They were government witnesses 
against the ones who were the perpetrators or the 
principal persons involved. 

Turning to the difficulty in this particular matter, 
and most difficulties in both prosecutions of public 
officials and wiretapping, which overlap: 

Number one, we could not obtain any physical 
evidence of the wiretapping itself. Once a wire
tapper has any knowledge or when a conspirator 
breaks, usually they know and all evidence is 
destroyed. We never got any physical evidence in 
this case. We did get many statements, of course, 
which were just as good. 

Secondly, unless you have one of these co-con
spirators who turns around, very seldom can you 
ever get a prosecution in my view, because it is very 
difficult to obtain evidence. And especially if these 
people are in public life. Most of the people in
volved in this were responsible to the person in
volved and their jobs were on the line. And in fact 
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there have been repercussions to many of the in
dividuals who testified in that case. 

Secondly, we found that in the City Hall of Wil
liamsport, even though it was prohibited by state 
statute to do any type of wiretapping because of the 
two-consent rule, there were wiretapping devices 
and strictly for wiretapping. They had no legitimate 
function. You could not convert those to a legiti
mate police function. These came to light some 
time after the investigation started. We could not 
prove conclusively they were used. There was a 
reasonable belief that they were but we could not 
prove it. It did come into the trial, however. 

Unless you can get a co-conspirator to talk, you 
must have a stupid move by the co-conspirators or 
you can't find it out. In this case we did have such a 
stupid move. 

The Mayor of Williamsport took one of the tapes 
and played it in the presence of the City Solicitor 
who did not report it, and also the Director of 
Public Services who was being talked about on one 
of these tapes by a City Councilman and the 
Director of Public Finance. His wife was also 
present at the time-it was somewhat of a party 
situation. There were six couples there. 

The wife became extremely upset, realized what 
had happened, left the room, and went to a lawyer 
to determine whether or not she was criminally lia
ble because she had overheard the conversation. 

Subsequently. we had gotten information about 
this particular thing. We interviewed that woman. 
Quite voluntarily she came forward and disclosed 
what she had heard in that particular room. And 
this was another aspect of the wiretapping which 
we did not know about. 

PROFESSOR BLAKEY: Was this the wife of the 
Mayor? 

MR. ERTEL: This was the Mayor, himself. 
PROFESSOR BLAKEY: No, whose wife? 
MR. ERTEL: The wife of the Director of Public 

Services, who was responsible to the Mayor. We 
had three department heads responsible to the 
Mayor and she disclosed the entire conversation. 
So you see we had both the co-conspirator talking 
and also a stupid move, which gav!" us enough 
evidence without any other things to go forward in 
our prosecution. 

I think 1 have covered generally what happened. 
I might point out one other thing. I said there was 

difficulty in getting a conviction. The defense in the 
case was these people were trying to do their func
tion, get corruption in the city government. The 
only trouble was that in the trial the people the 
Mayor said were corrupt were the people he just 
appointed. So it doesn't follow he would appoint 
corrupt people and listen in on their phone calls. 

The defense was attempted to be inserted but 
never got off the ground because the Mayor never 
took the stand himself. So trying to insert a defense 
without your principal getting on the stand cer
tainly was difficult. 

The third thing is if, in fact, that trial had been 
held in his own jurisdiction-they moved for a 
change of venue which we did not forcibly attempt 
to prevent. In other words, we did not put up a 
strong defense to a change nf venue. By moving 
himself to another area he certainly did not have 
the sympathy of his particular gro'lp on the jury. So 
we got an impartial jury. I think the Commonwealth 
came out better as a result of the change of ju
risdiction. If we had tried it in his jurisdiction we 
probably would have had a hung jury. 

So I think it's very difficult to get a conviction in 
a wiretap situation where there are public officials 
involved. I think it would have been better for the 
United States Government to have done the 
prosecution because then it becomes more 
removed from the public arena. 

I am an elected public official and immediately 
they can make the accusation that this is a political 
hassle rather than a legitimate criminal prosecution. 
I don't believe that but they can certainly make that 
allegation and try to present it to a jury. 

And it would have been better had the FBI, 
through the United States Attorney's Office, 
prosecuted this case. 

I think I have given you pretty much the 
background of the cases. 

I might point out a couple of things I considered 
about the federal law which I thought were unusual. 

One thing I dispute in the federal law is you have 
an emergency provision which allows wiretapping 
in what is called, quote, emergency situations, and 
you can later go to the courts within 48 hours and 
get retroactive application or permission to do it. 

I think the cas.:: in Williamsport shows that once 
you have obtained some sort of information of a 
wiretap, it is a temptation to use what you have al
ready obtained and revert it back to your probable 
cause and attempt to justify your emergency situa
tion by what you have obtained. I don't think there 
is any need for that. I think it leads to the possibility 
of abuse. 

I do not see why you could not get a judicial war
rant in any situation where you need wiretapping, 
why there is ever an emergency situation. Certainly 
you have some information prior to that which will 
allow you to get a warrant and you do not need to 
justify it after the fact. 

CHAIRMAN ERICKSON: You feel that the 
emergency provision as it is presently constituted, 
which we must tell you we are advised has not been 
individually used, is constitutional? 
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MR. ERTEL: I would think it would not be. I 
would certainly attack it on that ground. 

CHAIRMAN ERICKSON: On what ground 
would you attack it? 

MR. ERTEL: On the grounds that really it is an 
invasion of privacy under the rubric of search and 
seizure, even though it is outside your home. That 
rubric has gone much further to protect your right 
of privacy and therefore you are doing it without 
judicial permission, without a warrant. 

I think the Katz case might be a case which might 
have some implications. 

CHAIRMAN ERICKSON: A touchstone. 
MR. ERTEL: I would start with that as my 

original premise and argue from that. 
it may not be widely used, but I think the tempta

tion is there and I think it can be abused. 
But I do believe you need the one-party consent 

to the interception of telephone calls. I think that is 
necessary. I think it is proper. Because no one has 
the right to expect privacy. If 1 speak to you I have 
to recognize that you may go and broadcast that 
conversation, whether you do it with a recording or 
just through your word of mouth. 

Secondly, I think the same thing happens on the 
telephone. Whether it is a wire communication or 
oral communication, I think it is necessary and the 
federal law is correct. The Pennsylvania law is not. 
And the judicial warrant should be from a court of 
record for any sort of wiretapping, I think. 

I really have concluded most of the things I have 
to discuss. I would really like to answer any 
questions I can for you. 

CHAIRMAN ERICKSON: Mr. Hershman of the 
staff will conduct the interrogation. 

MR. HERSHMAN: Thank you, Mr. Ertel. You 
have covered the Williamsport situation so 
thoroughly I have but a few questions. 

You mentioned you hc:d found some equipment 
in City Hall. Were you ever able to determine 
where the equipment was obtained? 

MR. ERTEL: Well, there are two sets of equip
ment that we were referring to. Number one was 
the equipment which had previously been in the 
city police department. That equipment was ob
tained probably in 1967 through an organization in 
the state of New Jersey. The name I do not have 
with me but I could supply it. We were able to trace 
that. 

As far as the equipment we could conclusively 
prove was used in the wiretapping in the City of 

Williamsport-at least in my judgment conclusively 
prove-was equipment obtained from the Bell 
Telephone Company itself. 

Bell Telephone has-and I have some pictures I 
would be glad to let the Commission see which 
were teft over from the trial. Bell Telephone has 
certain rooms in buildings such as this building, any 
government building, any major office building, any 
complex. It is their telephone room. In that room 
they have what is called a butt-in device. That is a 
shorthand term for a telephone repairman's instn.l
ment. It looks like a telephone. You have probably 
seen them on any telephone repairman who comes 
into your home. He plugs into a circuit and uses it 
to see if the circuit is wor:dng. 

This is a perfect wiretapping device because, 
properly inserted and hooked up, there is no 
diminishment of sound on the line whatever, and 
you have perfect, crystal-clear communication 
between the two parties to the communication. 
This device does not give any echo or sound over 
the system and you can sit there and listen in if you 
can get to a terminal box or any exposure to the 
wires. You can also put an amplifier on that and do 
it at a distance. 

The device costs about $13 to $15, I am in
formed. 

They are sold on the market but also Bell 
Telephone installs one of these portable pieces of 
equipment-doesn't install it, has it there-in all 
these telephone rooms in public buildings. So all 
you have to do is get in and listen in on any conver
sation you want once you have access to the wires. 

In that particular building, since these offices are 
very secluded and very seldom entered, you can sit 
right there and monitor any phone call you want. 
And usually they h·ave a book right in the room it
self which lists various numbers-for instance, 
"Circuit XY"-and I am not certain they are let
t~rs-"goes to Jim Doak's office or Jim Doak's 
honl'~. " 

You just go to XY and plug in and you have a 
perfect intercept. They even have a nice little chair 
and desk so you can sit there and make a log as you 
go. 

MR. HERSHMAN: I wonder, Mr. Ertel, if we 
could enter those pictures into the record at this 
time. 

MR. ERTEL: Surely, You have to forgive them. 
They have Commonwealth numbers on them. 

[The material referred to follows.] 
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MR. HERSHMAN: And you say, Mr. Ertel, that 
these devices, some of them, were obtained from 
the Bell Telephone Company? 

MR. ERTEL: Yes. 
Number one, I have four color photographs 

which show the room and the chair itself, with the 
panel for the entire transmission in the City Hall. 

They even carry the book and I have a picture of 
the book open to a page which you cannot read, 
which gives you the nomenclature. 

What has been marked as Commonwea'<5.'~ Ex
hibit 5 in the previous trial shows the devicet;;:itself 
and how it can be used. This was taken directly 
from the Bell Telephone room. And the evidence in 
our case showed that at least this type of device was 
used. 

There are a couple of those photographs here. 
CHAIRMAN ERICKSON: Mr. Ertel, was most of 

the monitoring done from this particular room in 
City Hall? 

MR. ERTEL: I can't answer that question. One 
could suspect that some was done there We had no 
conclusive evidence of it. 

The room was available. It was allegedly locked 
but according to the testimony it was not. 

In our particular case there was a special exten
sion put on a phone from the one person whose 
phone was to be tapped, the Captain of the Police, 
and run up to the Public Safety Office. 

That was put in by the Bell Telephone Company, 
itself, under conditions of secrecy. They agreed to 
do it secretly. And they did it secretly and put that 
extension in without notifying anybody else. And 
then they used the butt-in device off that circuit 
coming up with a tape recorder. 

In the other instances it was hooked directly into 
the lines right in the Mayor's office. He would hook 
into the line because it came into his office. 

MR. HERSHMAN: Was there any complicity 
found on the part of any Bell Telephone Company 
employees? 

MR. ERTEL: We charged a Bell Telephone 
Company employee who had allegedly delivered a 
butt-in device to the Mayor of the City of William
sport who WaS a friend of his who was nominated to 
a public post. He was put 011 a special probation 
program in the State of Pennsylvania and has now 
been discharged. His only role, as we could deter
mine it, was delivery of one of these butt-in devices 
to the Mayor himself. 

MR. HERSHMAN: Did you find that the in
dividuals implementing the wiretaps had any special 
training in that area? 

MR. ERTEL: The Director of Public Safety of 
the City of Williamsport had previously been a Bell 
Telephone employee. He had approximately five 

years of service with Bell Telephone in California. 
So that he did have, I would say, extensive ex
perience in the use of telephone and telephone 
equipment. 

One of the officers who had testified at the trial, 
who did not directly do any wiretapping, had been 
trained to wiretapping by the FBI, and went to the 
FBI school. 

MR. HERSHMAN: Mr. Ertel, you testified that 
the State Police were Qriginally reluctant to become 
involved. Why was that? 

MR. ERTEL: Well, I didn't say initially. I would 
say at the operational level they were not-and up 
through the Regional Commander. 

When we reached the Commissioner of the 
Pennsylvania State Police, who is the statewide 
head of the State Police, that is where the difficulty 
arose. 

I have never had a satisfactory explanation of 
that decision, and I have talked to both the Deputy 
Commissioner and the Commissioner concerning it. 
I cannot give you their reasons. 

One can surmise, but I cannot give you their 
direct reasoning. 

MR. HERSHMAN: And you also stated that 
there came a time when the Mayor and the 
Director of Public Safety took an illegal wiretap 
tape to the offices of the FBI in Williamsport; is 
that correct, sir? 

MR. ERTEL: That is correct. 
MR. HERSHMAN: Did you have discussions 

with FBI agents about the conversation that took 
place at that time? 

MR. ERTEL: I did. And they also testified at the 
trial of Mayor Coder and also testified at the trial of 
the Director of Public Safety. 

Quite frankly, their reasoning was that they ac
cepted at face value the Mayor's statement that this 
was an inadvertent thing, and I suppose they con
sidered it de minimus. 

I understand your probiem-
MR. HERSHMAN: It was on tape and it was the 

beginning of the conversation to the very end; is 
that correct? 

MR. ERTEL: That was my impression, yes. 
MR. HERSHMAN: And they accepted at face 

value the statement that it was made inadvertently? 
MR. ERTEL: I think they considered it de 

minimus, that is, of not sufficient importance. They 
did advise him to stop it. I would question the 
judgment, but I think they did it in good faith. 

But there was no follow-up. 
Incidentally, I did request through one agent 

whether or not the United States Government was 
going to prosecute this particular case, because ob
viously I had been disclosing along the line most of 
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what I had been learning to the FBI. And I was ad
vised that they did not intend to take any action. 

MR. HERSHMAN: Did they in fact-
MR. ERTEL: That came from the United States 

Attorney's Office allegedly. 
MR. HERSHMAN: So they did, in fact, go to the 

United States Attorney's Office? Is that correct? 
MR. ERTEL: That is the information that was 

given to me. 
MR. HERSHMAN: By whom? 
MR. ERTEL: By the agent. I have never 

discussed it directly with the United States Attor
ney. We intended to go forward at that point, 
because we were so far down the line. It may have 
been a judgment based on the fact that two jurisdic
tions cannot prosecute for the same crime under 
~'\preme Court decisions. 

MR. HERSHMAN: Mr. Ertel, did it appear to 
you that the FBI agents were familiar with the 
provisions of the Federal Wiretap Act? 

MR. ERTEL: Ye!l, 1 think they were. I don't see 
any reason they would not be. One was the man in 
charge of the Organized Crime Division; and, 
secondly, I had sworn out an affidavit for this par
ticular FBI office to obtain a legal wiretap, a judi
cial wiretap under the Omnibuli. Crime Act, so I am 
certain the FBI was quite falP-iliar with the Act it
self. 

And that was prior to this. 
MR. HERSHMAN: In the letter you have ad

dressed to the Commission you state as follows: 
"As is readily apparent, when a police agency 

under the authority of its top officer embarks on a 
course of illegal conduct, other police agencies are 
reluctant to become involved. " 

I wonder if you would comment on that. 
MR. ERTEL: Well, quite frankly, I think my ex

perience with the Pennsylvania State Police at the 
Commissioner's level indicated they were reluctant 
to become involved because they knew another po
lice agency was involved. They knew a police cap
tain was involved, who was one of the conspirators. 
They knew the Director of Public Safety was in
volved, who was in charge of the police depart
ment. And I think they became reluctant to become 
involved in a particular prosecution. 

I think this is common among any police agen
cies, that they tend to protect themselves in a way. I 
think they are reluctant to get into an inter-police 
squabble, if you want to call it that. 

MR. HERSHMAN: Mr. Ertel, the Mayor of Wil
liamsport has been quoted as saying: 

"Every phone in every public building should be 
tapped in the interest of bringing an end to a lot of 
corruption. " 

Does that accurately reflect his attitude? 

MR. ERTEL: I don't know if he made that direct 
quote. I was not present so I would not want to say 
that. I think, as you indicated, that is his attitude; I 
think that is correct. 

I think he feels, unjustifiably so, that he is power
ful enough as a city official that he is entitled to 
listen in to anybody's conversations at any time, 
and that he has that right and authority to do so, re
gardless of who it is or what it is. 

And he had made that quite clear. 
I did take the statement of the Mayor of the City 

of Williamsport under oath, at his request, and I 
might point out at that time his attorney, a very 
honorable gentleman, asked me to do that, thinking 
this was only a de minimus situation, and I would 
say "Don't do it any more," and forget it. 

At the end of the deposition, the attorney turned 
to me-and it is in the transcript-"Well, AI, I hope 
you've got it all now. He certainly told you more 
than he told me," which would indicate to me the 
attorney had not been fully aware of the implica
tions, because I had the conversations and the 
tapping other than just the one isolated incident 
they had been talking to me about. So I think that is 
the view of that particular individual. 

MR. HERSHMAN: Just one further question, sir. 
In your conversations with the Federal Bureau of 
Investigati0n or the United States Attorney's office, 
did you ever make it clear that this case would have 
been best prose:.!Uted under the federal statute? 

MR. ERTEL: No, I did not. That would be an un
fair statement to anyone invoived. 

I had conversations only with the FBI and did not 
converse directly with the United States Attor
ney-I'm sorry; on one occasion I did talk directly 
to the United States Attorney's office. 

But I made it clear that we would go forward and 
that we were not going to allow it to happen in the 
City of Williamsport or Lycoming County. 

I asked them if they were going to prosecute and 
what their rc:::ition was, but I did not say to them 
directly, "i feel it is better that you do it." Because 
we had the information at that point, and I never 
said to them "You prosecute." No, I did not say 
that. 

MR. HERSHMAN: So they were aware that 
justice would be done? 

MR. ERTEL: Assuming that justice was done, 
and I think it was, yes, I think they were aware we 
were going to go forward. Although there are cer
tain criminal acts which are criminal under the 
federal statute which were done during thi!> period 
of time which were not criminal under state laws 
which have not been prosecuted. 

MR. HERSHMAN: Thank you. 
CHAIRMAN ERICKSON: Thank you, Mr. 

Hershman. 
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Judge Pierce? 
MR. PIERCE: I have no questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Thank you, Mr. Chairman. 
I note that you are a district attorney at the same 

time that you practice law. 
MR. ERTEL: Right. 
MS. SHIENT AG: That is permissible in your 

community? 
MR. ERTEL: That is permissible in the State of 

Pennsylvania outside of the major metropolitan 
areas. The only one I know that is full time is the 
Philadelphia District Attorney's office. All the rest 
of us are part-time prosecutors. 

MS. SHIENTAG: And it is an elective office? 
MR. ERTEL: We are. 
MS. SHIENTAG: Was there ever any inter

ference with your duty as prosecutor? 
MR. ERTEL: You mean through my private 

practice? 
MS. SHIENT AG: Let me rephrase that. 
By virtue of the wiretaps while you were prosecu

tor, was there ever any interference with the 
discharge of your duties as prosecutor? 

MR. ERTEL: That is difficult to say. I think that 
we may have had some. Evidently the suspicio:. of 
wiretapping and overhearing, in other words, 
bugging devices within the City Hall and police de
partment, was widespread before I became aware 
of it. 

And these officers refused to talk on the 
telephone. When I would talk to them they would 
come to my office. 

There were confidential narcotics investigations 
going on, which one investigato- felt had been 
leaked because he had good information as to the 
narcotics movement and aU of a sudden things 
changed. ' 

Incidentally, that police officer has left the city 
police department and has now gone to the State 
Department of Narcotics Control. 

MS. SHIENTAG: I see. Was the wiretapping con
ducted only in your official District Attorney's Of
fice or did it transpire in your private law office? 

MR. ERTEL: No, no. I might have misinformed 
you. But the wiretapping physically took place in 
the City Hall, not in my offices. 

MS. SHIENTAG: You never had that in your of
fice? 

MR. ERTEL: Not that I am aware of. I have no 
evidence that there was any wiretap. 

MS. SHIENT AG: So there was never any attempt 
to infringe on the rights of your clients, vis-a-vis 
you as th~ir attorney? 

MR. ERTEL: No, I doubt that very much. 

MS. SHIENTAG: Now, you testified that you 
confronted the Mayor's attorney at a meeting with 
certain tapes and he said "You know more than I 
do." 

MR. ERTEL: If I inferred I had 
tapes-information, not tapes. I never had any 
tapes. I had more information, because I had 
derived the information from my investigation and 
had all of this knowledge at my disposal. When I in
terrogated the Mayor with his attorney present, at 
his request, I would ask him "Is there anything 
further that you know about wiretapping?" and I 
would get a sort of ~JUmb response of "No. " 

And I would suggest another area where the 
wiretapping may have taken place, and then I 
would get the information. 

It was sort of like a cat and rr.ouse game, if you 
will. 

MS. SHIENT AG: In the State of Pennsylvania 
there may not be any wiretapping for prosecutive 
purposes; is that correct? 

MR. ERTEL: That is correct. 
MS. SHIENT AG: Except for the protection of 

the officer? 
MR. ERTEL: That particular provision, as I un

derstand it-as I read the Code, there are two dif
ferent sections of the Code. One section of the 
Code says "No wiretapping at all." 

Under the eavesdropping section, which is the 
amendment passed in December, effective in 
February of this year, you may bug a police officer 
for his personal safety, and that's all. And you can 
do that if you have reason to believe that his life is 
in jeopardy-in other words, to bring assistance to 
him. 

MS. SHIENTAG: Isn't that consensual wire
tapping? 

MR. ERTEL: I distinguish between that and wire
tapping. Wiretapping is the interference between 
wire communication-

MS. SHIENTAG: You are referring to a body 
recorder? 

MR. ERTEL: Body mike or body recorder. 
MS. SHIENTAG: That is not prohibited? 
MR. ERTEL: It is prohibited. It is prohibited to 

do it unless the personal safety of the officer is in
volved. And you tell me when the personal safety of 
an officer is involved. Is it involved all the time in 
his investigation, or is it when he is going into a 
very specific situation where he knows he can be 
hurt? 

I think it is a very ambiguous section. 
MS. SHIENT AG: And therefore subject to the 

misdemeanor prohibitions at the peril of the officer 
carrying the recorder. 
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MR. ERTEL: That is very much so. In fact, we 
just completed an extensive narcotics investigation 
with 40-some arrests. At no time did we use any 
body mikes even th.ough the man was probably in 
jeopardy at times, because the officer would not 
take the chance. 

MS. SHIENT AG: Thank you very much. 
CHAIRMAN ERICKSON: Chief Andersen. 
CHIEF ANDERSEN: Mr. Ertel, you said in your 

testimony the Mayor put an extension up to some
body's office, which is illegal in Pennsylvania. 

MR. ERTEL: Right. 
CHIEF ANDERSEN: My question is: How did 

you handle extension phones in public buildings in 
Pennsylvania? Do you have extension phones? 

MR. ERTEL: Sure. 
CHIEF ANDERSEN: How do you do it? 
MR. ERTEL: You don't put them in secretly. 

People know they are in existence, that they are an 
extension over your phone. 

For instance, we publish a directory. The directo
ry says Extension 353, for instance, goes into XY's 
office. If somebody picks up the phone inadver
tently and puts it back down, I do not consider that 
a wiretap. But what he did is he had the extension 
run up. Then he attached one of these butt-in 
devices to the wall outlets. 

I am not a wiretapper so I have to rely on what 
somebody else tells me. 

CHIEF ANDERSEN: Yes. 
MR. ERTEL: There are two lead-ins or ter

minals. From those you might hook on this exten
sion. 

If you pick up an extension telephone, the other 
person knows that you have done it. They hear the 
click. It is an audible sound. 

Or if you have the button-type arrangement on 
your phones, the light may come on if he picks up 
before you do, or hangs up after you. You can see 
the light on the phone. So the person is aware that 
there is somebody on the other phone. 

And also, one knows in an extension telephone 
one can expect somebody can pick up the exten
sion and listen in. Your expectation of privacy is 
more limited. 

The phone that was tapped in this particular in
stance was a one-instrument telephone. In other 
words, there was one instrument in the City Hall. 
There was a confidential line put in for the in
vestigation of drugs and gambling, which was used 
generally for informers calling in, or for a very con
fidential source. This was not the ordinary 
telephone like you might have in your office and 
your secretary might have in her foyer and she dials 
you up and says "Take Line 3," or whatever it 
might be. 

This was a one-instrument phone in the one in
stance. 

In the other instance, it was the multiple-exten
sion phone. 

CHIEF ANDERSEN: What you are saying is that 
in public buildings every phone that has an exten
sion must be listed in the directory basically? 

MR. ERTEL: I am not saying that. I think it 
would be a practical solution. It doesn't have to be 
by law, but certainly if you want to dial somebody 
up you have a directory to dial them. But the point 
is that you do not sit there and monitor somebody 
else's phone calls which are coming in through his 
extension phone. 

Would you like it if your secretary, who was 
working for somebody else in the administration, 
sat there and recorded everyone of your phone 
calls and gave it to the person in the administra
tion? And that is what was happening. 

CHIEF ANDERSEN: I have no more questions. 
MR. ERTEL: I hope I have been clear. 
CHIEF ANDERSEN: I still don't understand it. It 

bothers me. 
MR. ERTEL: Okay. If I can answer any further 

questions, I would be happy to try. 
CHIEF ANDERSEN: No, I don't think you can. I 

think it is the statute. 
CHAIRMAN ERICKSON: Mr. Blakey. 
PROFESSOR BLAKEY: Mr. Ertel, let's see if I 

can figure it out. He had an extension run from up~ 
stairs down to the basement room? 

MR. ERTEL: Right. 
PROFESSOR BLAKEY: And the phone com

pany came and gave you this extra wire? 
MR. ERTEL: They put it in. 
PROFESSOR BLAKEY: It wasn't like an exten

sion. It was a leased line. 
MR. ERTEL: Right. 
PROFESSOR BLAKEY: Instead of having to go 

downstairs to that little room and listen on a head 
set he could hook it up and sit and listen in the 
comfort ofbis room. It really wasn't an extension. 

MR. ERTEL: No, it wasn't serving that function. 
It was ordered as an extension telephone under the 
guise of being that. The wires were run by the Bell 
Telephone secretly. They were run from the base
ment which was the City Police Department, off 
this private line to the second floor. There they 
used the butt-in device. 

In other words, it is just an extension of the butt
in device, if you want to call it that. The physical 
fact is there were lines that wert: installed. 

PROFESSOR BLAKEY' Mr. Ertel, I only have 
one or two questions but I would like to say that I 
found your testimony very helpful for figuring out 
some of the practical problems with ~iretapping. 
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Let me question you a little bit about just one 
issue. 

How long have you been a District Attorney? 
MR. ERTEL: I am in my 8th year. 
PROFESSOR BLAKEY: Your 8th year? 
MR. ERTEL: Yes. 
PROFESSOR BLAKEY: And you are part time? 
MR. ERTEL: Yes, supposedly. 
PROFESSOR BLAKEY: About how much of 

your time is spent in the office? 
MR. ERTEL: Well, percentagewise, a great deal. 

I have never clocked it. I spend at least 40 hours a 
week. 1 usually put in a 60- to 70-hour week. So it 
is very difficult to measure. 

For instance, last week I tried a murder case and 
I started at nine in the morning and our judge ran 
till nine o'clock at nigllt. 

PROFESSOR BLAKEY: And you did it in a day? 
MR. ERTEL: No, we did it all week, for five 

days. So we put in a pretty good working day. 
PROFESSOR BLAKEY: How large is the county 

you serve? 
MR. ERTEL: It is 120,000 or 130,000 people. 
PROFESSOR BLAKEY: Do you have any in

vestigators assigned to your office? 
MR. ERTEL: I have one who is called a County 

Detective. Basically he winds up serving sub
poenas-just filling in loose ends-and getting cases 
ready for trial. He is basically the man we rely on. 
He does no investigating as such. He is strictly a 
process server, administrative yeoman, every~.hing 
you can think of. 

PROFESSOR BLAKEY: Is your role essf;ntially 
that of a courtroom advocate? 

MR. ERTEL: Yes. I would say we advise police 
departments on investigations. We consult with po
lice departments in almost every investigation. 
Every narcotics investigation is reviewed by us, and 
murder cases, also. But in the general run of things, 
we are not an investigating agency; we are review
ing. 

PROFESSOR BLAKEY: Do you have an in
vestigative grand jury available to you? 

MR. ERTEL: In Pennsylvania there are very 
strict ways of procedures for getting an investiga
tive grand jury. We had one in this particular case. 
We must allege and be able to establish, number 
one, criminal activity. 

PROFESSOR BLAKEY: To begin with? 
MR, ERTEL: To begin with. It is very difficult to 

get a special investigating grand jury. There are 
many cases I am sure your counsel is aware of that 
came out of Philadelphia. But you must have 
widespread criminal activity and have special 
process of law. And in this case, because of the ex
tent of the wiretapping that we knew of and the fact 

the government, itself, was involved, we were able 
to get a special grand jury impaneled. 

PROFESSOR BLAKEY: You don't have any ex
tensive experience in organized crime investigation, 
do you? 

MR. ERTEL: No. 
PROFESSOR BLAKEY: So I take it that your 

judgment that you don't need emergency surveil
lance is that you really haven't seen any need for it 
in your experience. 

MR. ERTEL: Well, I have sworn out some af
fidavits allegedly about organized crime. I have 
reviewed some organized crime activities for some 
other agencies. I have discussed it with others. 

That is why my view is what I have. 
PROFESSOR BLAKEY: What I am raising with 

you is that we have had testimony from the Drug 
Administration, the Federal Bureau of Investiga
tion, even examples from the New Jersey State Po
lice, of dynamic investigation or situations where 
they thought the emergency power-I am not 
speaking now about constitutionality-they felt the 
emergency power was necessary; there was no time 
to get to a magistrate. 

And I am just trying to see what the relationship 
between your experience and theirs is. 

What I am saying is: You seem to be very capa
ble and very knowledgeable about what you are 
doing. But I am just wondering whether you had the 
same kind of experiences that they have had, and 
consequently would be in a position to make the 
sort of judglT'ent that they did. 

MR. ERTEL: Well, quite frankly, we have not in
vestigated organized crime except what might pur
port to be one case, where I executed affidavits for 
the Organized Crime Division of the FBI. We have 
cooperated in those investigations, also with the 
State of New Jersey. In fact, one of the individuals 
they consider to be one of their organized crime 
figures we convicted in our county on another 
charge. 

PROFESSOR BLAKEY: Your judgment that it 
might be unconstitutional-

MR. ERTEL: That is a question for the Supreme 
Court. 

PROFESSOR BLAKEY: That is for somebody 
else to decide. Your judgment, however, is that it 
might be abused. That, I think, is one that certainly 
could be held without much quarrel. But your state
ment is that it isn't needed. That is a factual matter, 
isn't it? 

MR. ERTEL: That is a factual matter which I am 
sure there is quite a bit of dispute on. 

And the same factual dispute is we need to 
search in certain instances without a warrant. Cer
tainly we have had a lot of experience with that. 
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And generally in most cases you can get a warrant. 
There are extenuating circumstances. 

PROFESSOR BLAKEY: Thank you very much, 
Mr. Ertel. I appreciate that. 

CHAIRMAN ERICKSON: Professor Blakey has 
stolen about ten of the questions I intended to ask, 
so I am in a position where I am just going to let 
you fill in a few of the things that he didn't quite go 
into as far as I would like to get the information. 

When it comes to the investigation of this 
wiretap, you didn't use the investigator in your of-
fice. You said you have one investigator. . 

MR. ERTEL: Yes. ' 
CHAIRMAN ERICKSON: The investigation was 

made by the Pennsylvania State Police after you 
contacted the Governor? 

MR. ERTEL: Correct. 
CHAIRMAN ERICKSON: In Pennsylvania, by 

reason of your law, and particularly prior to your 
new eavesdropping law, you could not even use a 
consensual or body mike when it came to law en
forcement personnel under any circumstances? 

MR. ERTEL: I think you have turned that 
around. 

CHAIRMAN ERICKSON: Well, perhaps I can 
rephrase it. Let me put it this way-

MR. ERTEL: The body mike cannot ~e used 
today. Prior to February, the body mike could be 
used. 

CHAIRMAN ERICKSON: It can't be used at all 
today? 

MR. ERTEL: Not at all. It is absolutely 
prohibited except for personal safety. But prior to 
February of 1975, the body mike was able to be 
used and was used extensively .. 

CHAIRMAN ERICKSON: All right. I did have 
that turned around and 1 am glad you straightened 
me out on it. 

Now, this law that you have in Pennsylvania that 
does put the prohibition on body mikes-

MR. ERTEL: Right. 
CHAIRMAN ERICKSON: -has that had any ef

fect on the use of them in the federal courts, so far 
as you know? Are they still using them in federal 
courts? 

MR. ERTEL: That is a legal issue. The Pennsyl
vania statute says it is not admissible in any legal 
proceeding. I suppose that is procedural, since 
evidence is generally considered procedural under 
the federal rule. And I would think that you can 
still probably use those in a federal court even 
though the Pennsylvania courts would not use it. 

But that is a legal judgment which could be 
tested in the courtroom and I do not know if it has 
been tested. 

We, incidentally, are on appeal in that particular 
situation to the Pennsylvania Supreme Court with 
the use of a body mike. 

CHAIRMAN ERICKSON: I think it would be a 
fair statement, from some information that we 
have, to say that wiretapping is as hot an issue in 
Pennsylvania as it is in most places; isn't that true? 

MR. ERTEL: At least from our press I could con
sider it to be a hot issue, and we certainly looked 
into a lot of other cases before we brought ours. 

CHAIRMAN ERICKSON: As a matter of fact, 
you have had a Commission at work for some 
period of time. One of our former staff members, 
Downey Rice, has been working with the State of 
Pennsylvania. What has that Commission been 
doing? 

MR. ERTEL: They have held hearings in Har
risburg. The House of Representatives has a com
mittee. Allegedly they were extensively involved in 
the King of Prussia wiretapping where it was al
leged state police were tapping other state police. 
And that was for an extended period of time. 

I don't know that they have come up with any 
legislation. And if the legislation they did come up 
with was this eavesdropping act, I would suggest it 
was improper legislation. 

CHAIRMAN ERICKSON: Well, I thank you very 
much for your testimony. You have been quite 
helpful. The problem that we have is to review not 
only federal but state laws on wiretapping. Of 
course, the purpose this Commission has is to view 
and determine what has occurred since the Om
nibus Crime Control and Safe Streets Act came 
into existence, to determine whether this has been 
the tool that affected good law enforcement and 
made it possible to carry that out, and whether that 
was done at the expense of the right of privacy or 
whether privacy was protected in the same act. And 
you have been very helpful. 

MR. ERTEL: Thank you very much. 
(Material relevant to Mr. Ertel's testimony fol

lows.] 

District Attorney's Office 
COURTHOUSE 

WILLIAMSPORT, PENNSYLVANIA 

May 15, 1975 

Kenneth J. Hodson, Executive Director 
National Commission for the Review of Federal & State Laws 
Relating to Wiretapping and Electronic Surveillance 
1875 Connecticut Avenue N.W. 
Washington, D. C. 20009 

Dear Mr. Hodson: 

In regard to your invitation to appear before the Commission 
on Wiretapping and Electronic Surveillance, I would be happy to 
appear. My biographical background is attached hereto. 
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Turning to the questions framed in your letter, it would be im
possible to recite all the background of the cases involved in the 
Williamsport Wiretapping gituation. In these cases, it was the 
District Attorney's Office's position that Mayor Coder was 
tapping these phones for his pOlitical purposes, especially in view 
of the fact that he played the tapes at his home to a person who 
had been discussed in the telephone conversation. The conversa
tions were between individuals who did not realize their conver
sations were being intercepted. In the Coder case, we suspected, 
but were not able to prove, that many more telephones were 
tapped than actually were proven in the prosecution. The 
reasons for this belief are too numerous to relate at the present 
time. Actually interceptions proven or admitted to amounted to 
approximately 50 to 60 different calls. In alf instances of wire
tapping, the person who was in overall command of them was 
the Mayor of the City of Williamsport. This, in and of itself, 
made it difficult to prove our case since the persons doing the 
actual operation were under the thumb of the Mayor for their 
livelihood. In addition to that, they were police officers and the 
Director of Public Safety of the City of Williamsport, which 
made it difficult to investigate the situation. No cooperation 
could be expected from the City Police Department since its 
Director and some officers were involved, including a Captain in 
the Department. Fortunately, most officers did cooperate with 
the investigation once they knew of the investigation, even 
though they knew their jobs were in jeopardy. I found it necessa
ry to enlist the support of the Pennsylvania State Police to in
vestigate the matter and even this was difficult because of the in
volvement of the Mayor and Director of Public Safety. lnitial!y, 
at the level up to Regional Commander, the cooperation was ex
cellent; however, the Pennsylvania State Police Commissioner's 
Office withdrew the offer of assistance by the Regional Com
mander alfegedly because of the implications of the case. This 
decision was reversed the same day after I personally called the 
Governor's Office to insist that the investigation should be han
dled as any other criminal investigation. 

Upon initial contact with the F.B.I., specifically, Charles K. 
Fahien, I had excellent cooperation. At that time Mr. Fahien ad
vised me that Mayor Coder and Director of Public Safety 
Samony had been to the F.B.I. with a tape recording an alleged 
phone conversation between Ernest DePasqua, a Police Captain, 
and another p.::rson. Mr. Fahien advised me and subsequently 
testified that the Mayor and Samony implied that this was an in
adVertent overhearing on an extension phone and a recording 
when the content of the conversation was known. Although this 
was a violation of the Federal Law in my opinion, as the matter 
was explained to the two F.B.1. Agents, they considered it de 
minimis. At least six months' later, an unsubstantiated complaint 
was made to the F.B.I. concerning the Mayor's overhearing 
telephone conversations; however, this alleged incident was not 
considered to be relati!d to the first. 

SUbsequently, I informed the F.B.I. of my information con
<:erning wiretapping at City Hall for their consideration and 
some time later I was informed that the U.S. Attorney's Office 
was not going to prosecute. I cannot tell, nor do I know, the 
reason for this decision, although it may have been that they 
knew at this time that my office, along with the Pennsylvania 
State Police was investigating the allegations. I might also add 
that the Mayor told the F.B.1. that he thought his life was being 
threatened in the recorded phone call he took to the F.B.1. The 
F.B.I., as well as myself, considered this allegation to be merit
less and really considered the phone call to be a political move 
by the parties involved. The trip to the F.B.I. by the Mayor, in 
my judgment, was also politically motivated. Incidentally, the 
recitation by Mayor Coder of the means of the interception 
resulted in a criminal Charge because he later stated that this was 
a deliberate tap and not inadvertent. 

l hope this limited background can be of assistance to you. As 
is readily apparent, when a police agency under the authority of 

its top officer embarks on a course of illegal conduct, other po
lice agencies are reluctant to become involved. This becomes a 
very real danger unless independent agencies intervene. The 
danger is not only of the immediate invasion of privacy, but the 
long term effects. When these top officials once become com
promised, they are subject to further compromise by implied 
threats and can become whotly lawless. Also once one embarks 
on the road of being lawless While in office, it is contagious to 
others, especially those in government. 

Turning briefly to the difficulties of prosecuting these cases, it 
is obvious from the above recitation that it is difficult to obtain 
proof of the crimes themselves. As in any crime of stealth, the 
discovery of the incident itself is difficult. Unless a participant 
talks, or a stupid move is made by the wiretappers, the crime it
self will go undetected. Even if one of the participants does con
fess and testify, it then normally becomes a issue of credibility as 
to that witness whose motivation in testifying can be attacked. 
To buttress a testifying participant, it is usually helpful to have 
physical evidence like tapes, transcripts, or the equipment. 
Generatly by the time you obtain a party to testify, the criminal 
defendants know of the investigation and this material is 
destroyed. Consequently, the factual proof of illegal wiretapping 
is difficult to obtain. 

The statutes themselves are not difficult of interpretation, 
however, the Pennsylvania State Statute may be too broad in 
scope and the Federal Statute, as a result of judicial interpreta
tion, too narrow, to effectuate a policy of protecting against the 
invasion of privacy of an individual while also preventing the 
Statute from becoming an effective assistance in law enforce
ment. The Pennsylvania Anti Wiretap Law, prior to the recent 
newly enacted electronic surveillance Statute which will be 
discussed subsequently, prevented any listening in on conversa
tions by telephone if both parties did not agree. In effect, no in
terception for law enforcement under any circumstances. Law 
enforcement authorities could not even get a warrant to inter
cept upon probable cause nor with the permission of one party 
to the conversation. Thus, if a police informer is on one end of a 
conversation he cannot allow another to listen in on it or record 
it even if a crime is being planned. No one could reasonably ex
pect privacy in such a conversation since one party could dis
close it. Also, if the police can search a home or other dwelling 
with a search warrant upon probable cause, should not a po
liceman be entitled upon probable cause with a warrant issued 
by an independent judicial authority to listen to telephone con
versations. Both situations are invasions of some privacy based 
upon probable cause determined by a judicial authority; how
ever, Pennsylvania Law prohibits such actions. The newly 
enacted Pennsylvania Statute on electronic eavesdropping is so 
restrictive that one could call it not a "right to privacy" statute, 
but a "right to corrupt" statute. The reasons for such an opinion 
are extensive and I will not recite them here. 

As to the Federal Statute, it allows interceptions with one 
party's consent and also by judid::,1 warrant. However, by judi
cial interpretation, prior to the Omnibus Crime Act, it allowed a 
"superior right interception" by a subscriber. I consider such a 
position to be generally meritless, and also repealed by the Om
nibus Crime Act; nevertheless, this should be statutorily put to 
rest. 

In my opinion the Williamsport activities were in violation of 
both the Federal and State Laws even though no Federal actions 
were brought. This also may be the result of recent case law 
which precludes two jurisdiction from convicting for the same 
acts. 

To discuss these statutes in more d,'tail would require an ex
tensive dissertation. I hope this suffices to acquaint you with my 
positions on these matters. 

Very truly you,s, 
(Signed] 

ALLEN E. ERTEL 
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CHAIRMAN ERICKSON: We now calJ Mr. Jerry 
Schneider. 

[Whereupon, Mr. Jerry Schneider was duly 
sworn by the Chairman.) 

CHAIRMAN ERICKSON: Mr. Schneider, we are 
very pleased to have you with us today. Mr. 
Schneider is the president of Jerry Schneider & 
Company, an organization formed in 1972 which 
specializes in providing security systems for compu~ 

terized information. 
Mr. Schneider will discuss methods of intercept

ing computer data and will recommend means to 
counter such interceptions. 

Mr. Schneider, I believe you have an opening 
statement. 

MR. SCHNEIDER: r do. I trust that every 
member of the Panel has this hand-out. 

[The material referred to folJows.] 
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CHAIRMAN ERICKSON: Yes, we do. 

TESTIMONY OF JERRY N. 
SCHNEIDER, PRESIDENT, JERRY 
SCHNEIDER & COMPANY 

MR. SCHNEIDER: While computers have not 
quite become a household word, there is no 
question that over the last 20 years they have 
become an i.ntegral part of the basic functions of 
American society. From the check-out stand of the 
supermarket to putting men on the moon, elec
tronic data processing has become an irreplaceable 
part of our national situation. 

In fact, electronic and magnetic data have not 
only replaced manual bookkeeping and processing 
and record keeping, but they have have also in 
some respects replaced tangible assets, including 
money. 

For instance, our credit card system would have 
only been possible on such a large scale today with 
the use of computers. 

And now even moderate and small-sized busi
nesses are turning to some form of electronic data 
processing which the industry calls EDP. 

Accordingly, a survey conducted by Frost & Sul
livan last fall indicated that 75,000 firms in the 
United States are using small business computers, 
and this does not include the large industrial giants. 
This figure is expected to grow to 400,000 by 1983. 

Moreover, these figures do not include, as I said, 
the industrial giants. 

Clearly, as the number of companies using com
puter systems grows, so, too, does the abuse of 
these systems. Although the advantages are effi
cient and accurate and economical systems, which 
is readily apparent, the disadvantages are certainly 
more subtle and undeniably more complex. 
. Until recently computer manufacturers and users 

did not pay a great deal of attention to the security 
aspects or problems inherent in these complex 
computer systems. In fact, one very important 
aspect of electronic data processing is that little is 
really understood in terms of how easy it is to 
penetrate a computer system and manipulate both 
employees and outsiders for a variety of reasons, 
such as gaining competitive information, for frau
dulent financial purposes, or by disgruntled em
ployees or flnti-establishment activities activists 
who may want to destroy all or part of the stored 
data within the computer. 

Unfortunately, all too often executives relegate 
the responsibility of these matters to their normal 
security departments, which is good as far as it 
goes, but all too often these individuals are just 
former law enforcement people and are quite adept 
in keeping up with physical security in relation to 

machines in the computer room and the environ
ment, but they really don't understand some of the 
highly technical and specialized aspects of protect
ing data itself, or data interception. 

This kind of creates a false sense of security. 
Even telephone lines and other electronic 

methods can be used to circumvent physical securi
ty. 

Obviously the dangers involved are far from trivi
al. Given the computer's integral role in most cor
porations and government offices today, penetra
tion of the computer by the unscrupulous can have 
a devastating effect on a company's operations, not 
to mention the functions of government. 

More importantly, unlike most crimes against 
corporations, if the perpetrator is sufficiently so
phisticated, it may be months or years before his il
licit manipulations are discovered. In fact, there is 
reason to believe that hundreds of such illicit 
manipulations are taking place at present. Some of 
these will eventually be discovered, but others will 
never be found unless government officials and cor
porate executives learn about the urgent need for 
proper precautions. 

By now I am sure you are all aware of the mas
sive Equity Funding fraud that occurred in Los An
geles, and similar stories relating to computer rip
offs. But rather than regale you with a series of 
anecdotes and horror stories, I would like to point 
out that what makes many of these instances par
ticularly disturbing is that more often than not, 
although Equity Funding was an exception because 
a stockbroker tipped off officials on that one, de
tection of these types of crimes had generally been 
discovered by accident and not by purposeful 
methods. 

What can businesses and government do to coun
teract these threats by unscrupulous operatives? 

I have come up with a list of 12 suggestions 
which I would like ,to introduce at this time, which 
just touch the tip of the iceberg. 

Obviously, an electronic data processing system 
and each user has problems that require a thorough 
analysis but as a general guideline these are some 
ideas that might be considered. 

The first point is to limit the number of em
ployees with access to terminals, tapes, and printers 
to as few as possible. 

Two is screen job applicants, keeping in mind the 
profiles of perpetrators that have been observed 
from past actions, past cases, previously related 
computer crimes. 

Three: Rotate programmers and other staff so 
that no one has too much time to successfully com~ 
mit a crime-and banks are very good at this. 

Four: Separate operating and programming func~ 
tions so that no one person does both. 
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Five: Change passwords and access codes 
frequently, especiaIly when there is a high turnover 
of employees. 

Six: Restrict and monitor all attempts to gain ac
cess to a system. 

Seven: Randomly monitor processing in an open 
and public way, similar to the technique of using a 
police cruiser on a patrol. This lets ever),one know 
that work is being done and checked. 

Eight: Keep detailed records of time usage that 
will show if an application suddenly starts to take 
an unexplainabl.e &mount of run time. 

Nine: Scramble or possibly use cryptographic 
techniques to make stored data more difficult to be 
deciphered by unauthorized people. 

And, ten, use specialized guard files and pro
grams with adequate safeguards to make the use of 
special programs without authorization difficult to 
obtain. 

Eleven: Set up identification code systems to 
record who uses the system. 

Twelve: Screen or investigate the security 
procedures and operations of vendors that supply 
time, programs, or equipment. 

In response to the desirability and feasibility of 
legislation broadening 18 U.S. Code 2510 and 
2511, I feel these sections should be amended to in
clude specific references to computer terminology 
such as items of data communications, not includ
ing oral communications, items such as baud, which 
is the rate of speed for transmitting data; modum, 
which is the device used to connect the telephone 
line to the computer. 

In addition, crimes related to electronic data 
processing should be speIled out very precisely. As 
it stands, a perpetrator is free and clear from the 
law to be able to tap into the data bank of the com
puter and steal private dossiers on people. 

The sections were written long before the con
cept of computer-related crimes was contemplated, 
which was 1964-not to mention perpetrated. 

As a consequence, it has become imperative that 
safeguards against such activities be well and accu
rately defined. Clearly with the advent and ac
celeration of space age technology, it is not only 
logical but imperative to bring our legal system up 
to speed. -

At this time what I would like to do is to explain 
to you-first, are there any questions? 

CHAIRMAN ERICKSON: Yes. I will caIl upon 
Mr. Hershman to interrogate you on behalf of the 
staff. 

MR. HERSHMAN: Mr. Schneider, you have sup
plied to us this morning a diagram of computer 
transmission. I wonder if you might briefly explain 
to us what this represents. 

MR. SCHNEIDER: Yes, Mr. Hershman. 

On the top part of the chart-this is what is con
sidered to be a flow chart relating to tracing the 
logical points in which a data wiretapper would at
tempt to place a data tap. 

As you see on the far left part of the dia
gram-you see a computer and it goes through the 
handler, which is the LCU, the data sets. The data 
sets are the devices that actually connect the com
puter, itself, to the telephone line. As I mentioned, 
we call them modums in the industry. And the ter
minal, itself, is nothing more than a device, just like 
a typewriter, and they even have portable ter
minals. You can carry them around in briefcases. 
And the data set is sometimes placed within a ter
minal. 

I will relate it to possible places where the wires 
could be tapped so one could receive information 
relating to the transmission of data from the com
puter to the user, so that one could manipulate data 
within the computer, itself; one could access files, 
so to speak, or at the telephone compaiiiy junction 
box, at the PBX level, the wire pairs through the 
conduits. 

One could potentially tap the line, let's say, at the 
microwave point. 

MR. HERSHMAN: Mr. Schneider, if I may just 
interrupt for a minute. What type of information 
could be gained by someone wishing to conduct 
electronic surveillance on data transmission? Could 
you give us some examples? 

MR. SCHNEIDER: All right. Relating to the 
credit transactions, we have just recently come into 
a phase where we are now using an' incredible 
amount of credit cards in our society. And the 
transmission of information, the processing of infor
mation, let's say, from what we call the point of 
sale, which is the merchant-if you go into a restau
rant and want to use a credit card-take the case of 
American Express. If you want to make a transac
tion, when the system was manual-based, they took 
the credit card and validated it and figured out how 
much the charge was and put the draft through. 

Well, this is now becoming obsolete. Right now if 
you will go into a restaurant you will find ,:-'n elec
tronic terminal that they put the credit card into 
and it reads the mag stripe on the back of the credit 
card. r will show it to you. It is this little stripe 
(indicating). And that is encoded data on the credit 
card, itself. That is fed into a terminal and it is 
transmitted by wire to the credit card center where 
the transaction is immediately processed. That is, 
they immediately charge you for the meal rather 
than waiting for the manual paper to clear and use 
a messenger. 

So how can this system be abused and how has it 
been abused in the past? The system is new S0 we 
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don't understand what all the abusive situations are. 
One can only speculate and guess what would hap
pen unless adequate safeguards are taken to protect 
us. 

For a WOUld-be wiretapper to tap the dedicated 
pair, which is the line associated from the restau
rant to the card center, he could hold up transac
tions. If he understands the form in terms of the 
way information is placed into a computer, he can 
credit his account by $5,000 as an example. Or he 
can charge to someone else. He can set up phony 
account numbers. 

There is a consortium of different things one 
could do. 

MR. HERSHMAN: Mr. Schneider, by overhear
ing computer transmissions could one steal the 
proprietary trade secrets of a corporation? 

MR. SCHNEIDER: As an example, yes. We have 
systems where you have a computer and there is a 
lot of different subscribers on the system. People 
are constantly using the same shared computer. 
And if one user on the computer has proprietary 
trade secrets, so to speak, or classified personnel in
formation, it is conceivable that if a person knew 
the code of the other person, he would be able to 
go ahead and retrieve the information. 

Now, in the case of wiretapping, one could mere
ly place the same modum or data converting device 
on that line and receive the information. 

In the case, let's say, of organized crime-if they 
were to transact business, that is, bookmaking in
formation, let's say, from one of their field offices 
to their central computer-and it has been found 
that organized crime is now using computers-they 
could transmit data from one point to another. 

Now, specifically related to wiretapping, if they 
wanted to-well, I have kind of got off to another 
area right now. 

MR. HERSHMAN: The point I am trying to 
make is, as the law is now written, we describe the 
interception of communications as the aural inter
ception. If you are inten;epting transmissions from 
one computer to another, that wouldn't fall under 
that particular law, would it? 

MR. SCHNEIDER: No. 
MR. HERSHMAN: Is this a modern-day method 

of conducting industrial espionage? Could it be 
considered that? 

MR. SCHNEIDER: I believe it can. The situation 
is that in terms of aural communication, that is 
voice communication. And data communication is 
of a different nature. And it is not specifically writ
ten into the law in section 2510. 

And in terms of a vehicle with which one could 
commit espionage, yes, it is. 

MR. HERSHMAN: How long would it take to in
stall an eavesdropping device on a computer data 
transmission system? 

MR. SCHNEIDER: Relating to wiretapping a 
line? 

MR. HERSHMAN: Say wiretapping, yes. 
MR. SCHNEIDER: Well, the perpetrator would 

have to get a modum, in other words, a device that 
is similar to the type that is being used to transmit 
the data from the computer to the user. 

These devices are readily available through any 
electronics supplier. There are a number of firms 
that will sell these devices to the general public. 

MR. HERSHMAN: Are they expensive? 
MR. SCHNEIDER: You can lease one for $25 a 

month. 
Now, you can take this device, and as our last 

witness mentioned, if we go to these telephone 
equipment rOOIIlS in a building and there is a data 
line-and they are clearly marked. They have little 
red rubber insulators on them and they say "Data 
Line" on them so a wiretapper knows exactly 
where to go. 

He could set up shop, let's say, right in the build
ing, so to speak, and monitor all the transactions 
that are occurring between the computer and the 
user. 

MR. HERSHMAN: Mr. Schneider, do you know 
of any actual cases where electronic surveillance 
was used to steal computer data? 

MR. SCHNEIDER: Specifically, I can only recite 
cases that involve credit transactions, and these are 
only newspaper accounts. 

MR. HERSHMAN: And these are more for alter
ing the data, though, rather than stealing them; is 
that correct? 

MR. SCHNEIDER: Yes, altering credit files by 
electronic interception. 

MR. HERSHMAN: What is your background in 
computers, Mr. Schneider? 

MR. SCHNEIDER: Specifically relating to com
puter security, I had set up a consulting business in 
1972, And my background is electronic engineer
ing. And I am virtually self-taught and self-educated 
with relation to working on computer-related crime 
cases. I have worked with thr; ~ltanford Research In
stitute which did a study ff)r the National Science 
Foundation on the abuse of computer systems, and 
I personally investigated approximately one hun
dred computer-related frauds where I was asked to 
obtain evidence. 

One case I studied was the actual first search 
warrant to search the memory bank of a computer 
which was the People v. Jeff Ward in Alameda. 
County in 1971. 

MR. HERSHAMAN: But in fact your career 
started out on quite a different foot, didn't it? 
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MR. SCHNEIDER: Yes, it did. 
MR. HERSHMAN: Would you explain to th~ 

Commission how? 
MR. SCHNEIDER: Are you referring to the ac

tivities relating to the telephone company? 
MR. HERSHMAN: Yes, I am. 
MR. SCHNEIDER: Well, in 1971 I had been 

charged by the District Attorney in Los Angeles for 
allegedly tapping into the computerized ordering 
system of the Pacific Telephone Company and I 
was charged for a consortium of different types of 
things, relating to theft of property. 

What I had done was, while going to school I had 
set up a rather intricate scheme to place orders into 
the computerized ordering system and have actual 
equipment sent to me throughout the county of Los 
Angeles. 

MR. HERSHMAN: And you did that by 
telephone; is that correct? 

MR. SCHNEIDER: That is correct. 
MR. HERSHMAN: Would you explain to us how 

that worked? 
MR. SCHNEIDER: I did this by calling the com

puter up on the dial and actually entering the 
proper protocol that the computer understands as 
being acceptable language or acceptable conversa
tion relating to what the computer knows as being 
an authorized person to use the system or use the 
computer. And so the computer saw me as what 
they call a supply foreman. And what had hap
pened was I had devised a system where I was able 
to crack the code, so to speak, that enabled me to 
charge equipment up to other people's accounts. 
And this equipment was then shipped out. 

How it was done specifically was that I had done 
two things. 

One, I had reprogrammed the computer so that 
the computer would understand that my orders 
were to be charged to a separate account; and, two, 
I had placed the orders with the standard touch
tone telephone. 

MR. HERSHMAN: How much in orders did you 
obtain this way? How much monetarily? 

MR. SCHNEIGER: Well, there was a whole 
bunch of different accounts in the newspapers. It 
was said it was a million dollars. The civil suit that 
was finally settled last year came to $214,000. 

CHAIRMAN ERICKSON: You obtained this 
equipment actually? 

MR SCHNEIDER: Yes. I set up very foolishly-I 
am reluctant to talk about it because I think it was 
so stupid. But anyway. what I had done was I had 
obtained the equipment and it was dropped to vari
ous supply locations. In other words, if I wanted a 
switchboard sent to a manhole cover in the middle 
of the night, I could do that. If I wanted ten 

telephone poles sent to a manhole cover in the mid
dle of the night, I could do that. 

MR. HERSHMAN: I just have one other 
question, Mr. Schneider. 

I would like to read a paragraph taken from an 
article taken from Security Word magazine in Oc
tober 1972. The article is entitled "Taps to steal 
computer data. How feasible?" 

"While it might be worthwhile in certain cases of 
industrial espionage to invest money for talent and 
equipment to steal the information by tapping, the 
percentages are against satisfactory or rewarding 
results because of the time. That is, by the time the 
tap is accomplished, replayed for experts and 
machines, and puzzled over until the code is 
broken, that information would probably no longer 
have any timely usefulness. " 

Do you agree with that? 
MR. SCHNEIDER: Not at all. I believe if the per

petrator has unlimited resources and the skill, the 
access, and the knowledge to want something bad 
enough, he can use a data tap as a sophisticated 
means to obtain the data. 

And you have to look at each case on a case-by
case basis. 

MR. HERSHMAN: Thank you. 
CHAIRMAN ERICKSON: Proceed, Judge 

Pierce. 
MR. PIERCE: Mr. Schneider, in your statement 

you said that 18 U.S. Code Sections 2510 and 251 1 
should be broadened. But your recommendation 
was not very specific. 

Can you tell us specifically what statutory 
amendments you would recommend to cover the 
electronic data problems you referred to in your 
statement? 

MR. SCHNEIDER: All right. I think specifically 
you should put, instead of the word "aural" or 
"including aural communications" the word "data 
communications" so that if it were ever challenged, 
the word "data" is in there and whatever an expert 
says is data, you have that test. 

Items relating to the fact that a terminal is used 
to receive information so that analagous to a bug, 
so to speak, one could equate the word "terminal." 

This is a tool that might be used to commit a 
crime. 

And I am throwing these out in terms of a defini
tion for the statute. Items such as the rate of data, 
so to speak, might be included, such as 9600 bits 
per second, 4800 bits per second. These are stan
dard rates of data that are transmitted from the 
computer which, for an illegal purpose, I be
lieve-if you are tapping the line, you should make 
it illegal to receive data at these different rates. 

MR. PIERCE: Why are those rates magic? 
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MR. SCHNEIDER: Those are like the blue box 
codes, the codes that most industrial organizations 
use to transmit data from one point to another. 

MR. PIERCE: Could the mtes change? 
MR. SCHN~IDER: Not normally, no. So you are 

making the law specific to that point. 
MR. PIERCE: Anything else? 
MR. SCHNEIDER: Possibly the use of a com~ 

puter system, itself, to-I don't know what the judi~ 
cial questions raised are, but if you can get the law 
to read using a computer to tap a line indirectly-in 
other words, being able to set a computer system 
up so that it can receive information from another 
computer for the purpose of stealing valuable 
media within the victim's computer. 

MR. PIERCE: Thank you. 
r have no further questions. 
CHAIRMAN ERICKSON: Judge Sheintag. 
MS. SHIENTAG: Thank you, Mr. Chairman. 
Just a few questions, Mr. Schneider. 
You are aware, are you not, that this section 

Judge Pierce is referring to says "wire or oral com
munication ... 

Do you regard "wire" as sufficiently broad to in
clude electronic equipment? 

MR. SCHNEIDER: Not at all. Wire communca
tion, to me, means a telephone connection, a voice 
telephone path. 

MS. SHIENT AG: It doesn't include electronic? 
MR. SCHNEIDER: No, "electronic" is even too 

broad. "Data communications" is about the best 
word that you can use. 

MS. SHIENT AG: Proceed. 
MR. SCHNEIDER: "Data communications" is 

about the best and most specific word you can use. 
And if you want to get down to the rate of commu~ 
nication, 9600 or 4800 bits. 

MS. SHIENTAG: You are an expert in this field? 
MR. SCHNEIDER: Yes. 
MS. SHIENTAG: Yesterday we heard testimony 

from manufacturers of electronic surveillance 
equipment, amongst them somebody from Bell & 
Howell. The suggestion was made that these 
devices be licensed w lih regular serial numbers. 
Would you suggest that data going to banks 
likewise be licensed? 

MR. SCHNEIDER: It wouldn't make a dif
ference. You are talking about the would-be per
petrator of the crime being sophisticated in it. And 
he could have good reason to have a piece of 
equipment anyway. 

If you are talking about a corporation that might 
be the perpetrator of these crimes against another 
corporation, in other words, to steal competitive 
trade secrets, they would have a reason to have the 
equipment. 

MS. SHIENT AG: Let's refer only to the equip
ment, itself, not to the perpetrator or the method. 

MR. SCHNEIDER: I see. I think J~u are starting 
another gun control problem. 

MS. SHIENTAG: I didn't hear that. 
MR. SCHNEIDER: You are starting another gun 

control problem. 
MS. SHIENTAG: In fact, that is what the sug

gestion was, that it be under ATF of the Treasury 
Department. 

MR. SCHNEIDER: I don't think so because there 
are too many different types of devices on the mar
ket now. And data transmission equipment can be 
made on a hobbyist level easily. 

It is like trying to license a typewriter. I really 
think it is a kind of nebulous thing, although I think 
a good strong law that would deter the perpetrator 
would be more effective. 

MS. SHIENTAG: Do you think it might be ad
visable to put the whole equipment, data equipment 
field, within an agency such as the Federal Commu
nications System? 

MR. SCHNEIDER: Relating to what specific 
aspect? 

MS. SHEINT AG: To the technical aspect of it, in 
that it transmits data in the same way that television 
and radio do. 

MR. SCHNEIDER: Yes. Well, that is a good 
idea. The telephone company is certainly getting 
carried away-

MS. SHIENTAG: I-beg your pardon? 
MR. SCHNEIDER: The phone company. 
MS. SHIENTAG: Yes. 
MR. SCHNEIDER: They are getting carried 

away with what they are doing right now. In other 
words, they are growing, they are proliferating. 
They have devices coming out every day which the 
government, itself, doesn't understand. 

I don't think you have to set up an agency but I 
think you could probably incorporate it within the 
ranks of the FCC so that they further can regulate 
specifically data transmission. Because it is such a 
new area right now. You know, we don't even 
really understand it, it is so complicated-especially 
law people. It is even difficult for me to understand 
a lot of things in data communication. 

MS. SHIENT AG: One think that is difficult for 
me to understand is what was the prosecution that 
resulted in a conviction against you? 

MR. SCHNEIDER: Myself? 
MS. SHIENTAG: Yes. 
MR. SCHNEIDER: I was given relief under a 

California exception. 
MS. SHIENT AG: Did you plead guilty? 
MR. SCHNEIDER: Yes, I did. 
MS. SHIENT AG: You were very young at the 

time? 
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MR. SCHNEIDER: Yes. So I was given a dismis
sal. 

MS. SHIENTAG: You pleaded guilty and you 
didn't serve any jail term? 

MR. SCHNEIDER: Yes, I did. 
MS. SHIENTAG: It was a felony? 
MR. SCHNEIDER: It was a felony at the time 

but was subsequently reduced. 
MS. SHIENT AG: But that didn't prevent you 

from opening a business and engaging in this and 
advising other firms on the method you learned in 
such a hard way? 

MR. SCHNEIDER: No. 
MS. SHIENTAG: Thank you. 
CHAIRMAN ERICKSON: Chief Andersen. 
CHIEF ANDERSEN: Just one question. 
In the detection of data fraud on wire-telephone 

companies can tell by power drop and so on-do 
you know of any method to tell, computer to com
puter, whether it is being tapped? Is the technology 
available today? 

MR. SCHNEIDER: No, it is not. It is a poin,t that 
should be further discussed here. I have the book 
here called "Basic Elements of Intelligence," 
available through the Superintendent of Docu
ments, and the level of technology that our law en
forcement people have today to understand the na
ture of data interception isn't adequate. I think that 
we need to have more specialized areas in law en
forcement and more specialized hardware, 
machines that can detect data taps. 

Right now it is difficult in itself to detect voice 
taps. Data taps are even that much harder. 

So I think we have to be able to at least tool our
selves up to the fact that technology is increasing 
and it is going to be increasing in the next five years 
to a point where we are really going to be out of 
control in terms of understanding how to detect 
these things. 

CHIEF ANDERSEN: I notice most of your 12 
points, to me, seem either personnel procedure, 
security, and have little electronic steps. Is it that 
the technology is just not there? 

MR SCHNEIDER: I am basing it on a more prac
tical environment. Only 1 per cent of the corpora
tions in this country are even reasonably protected 
against data taps and data fraud. Specifically those 
things aren't even done that I mentioned in my 
points. You really have to look at it as an over-all 
chain and weakest link, and these are probably 
some of the weakest links that exist within the busi
ness community. 

Once you do this, then you can go to a more spe
cialized device, such as the possibility of using cryp
tographic equipment in transmitting data from one 
point to another, or even the sophistication changes 
of data rates. 

There are a lot of different devices that I know of 
on the market that can be used as cryptographic 
ones to encrypt data. 

CHIEF ANDERSEN: Thank you. 
CHAIRMAN ERICKSON: Thank you. 
Professor Blakey. 
PROFESSOR BLAKEY: No questions. 
CHAIRMAN ERICKSON: I just have a couple of 

questions. 
In connection with this computer theft, is there 

any way to determine whether or not a computer 
has been intercepted or had some of the informa
tion stored in the computer put within another 
computer? 

MR. SCHNEIDER: Mr. Erickson, it is very dif
ficult in this business. It is not like Sherlock Holmes 
going in and uncovering heel marks, so to speak. 
The would-be perpetrator, so to speak, can in a 
very sophisticated manner, go into the computer, 
change around the data, take what he needs and 
then cover his tracks very quickly. 

We are dealing in a very liquid medium. 
CHAIRMAN FRICKS ON: I understand that. But 

supposing there were trade secrets within a com
puter and the means of obtaining this was deter
mined by another company that had the equipment 
that was necessary to take it from this computer. 

Would there be any way to determine that that 
computer had given up the information? 

MR. SCHNEIDER: Yes, there are purposeful 
methods that we could employ to do that. 

In other words, specifically, we might be able to 
institute a number of, let's say, keys or levels to 
retrieve this very sensitive information. 

In other words, it is like the use of two signatures 
on a bank check, or possibly putting the program in 
a vaulted area, so to speak, within the computer 
memory, so a competitor could not get to it as easi
ly. 

CHAIRMAN ERICKSON: I understand that. I 
am asking you if there is any way, once the material 
has been stolen from the computer, it would be 
possible to determine that the theft had occurred. 
Or would it be difficult to detect that the informa
tion had been taken from the computer? 

MR. SCHNEIDER: Not normally. 
CHAIRMAN ERICKSON: Not normally? 
MR. SCHNEIDER: Not normally. It is very dif

ficult to tell. If it is done in a sophisticated manner, 
no. You can't tell. 

CHAIRMAN ERICKSON: You can't tell. That is 
the point I was getting at. In short, your competitor 
could have all the information that you had and you 
wouldn't know it except that your computer was 
stilI there and you were continuing to build it up 
and the theft could go on for years. 

MR. SCHNEIDER: Yes. 
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CHAIRMAN ERICKSON: Without' 'any detec
tion? 

MR. SCHNEIDER: Right. 
CHAIRMA:-~ ERICKSON: The next question: Is 

it possible for this computer that would act with the 
other computer to destroy the information that is 
on the computer? Could you, with a particular 
device, cause that computer to lose its effectiveness 
and have all the information that was within the 
computer destroyed? 

MR. SCHNEIDER: Yes. 
CHAIRMAN ERICKSON: You could do that? 
MR. SCHNEIDER: Yes, that type of sabotage 

could be done very easily. 
CHAIRMAN ERICKSON: I'm sorry; 1 didn't 

hear you. 
MR. SCHNEIDER. Yes, '.,., . ! - of sabotage 

could be done very easily. 
CHAIRMAN ERICKSON: 00 if the proper 

devices were available, something like the compu
ters utilized by the FBI could be kept from carrying 
out their function or could have the information 
that was within the computer destroyed? 

MR. SCHNEIDER: Any computer system-down 
at the local level and up at the national level-our 
whole country could be paralyzed by tapping into a 
computer and destroying the data within the com
puter. 

CHAIRMAN ERICKSON: And devices exist to 
,do that? 

MR. SCHNEIDER: Yes. I mean they are more 
lethal than machineguns. 

CHAIRMAN ERICKSON: That is all I have. 
r think we will take a five-minute-oh, I beg your 

pardori. 
Mr. Schneider, I did want to extend to you the 

gratitude of the Commission for coming here and 
giving testimony on a subject that, frankly, is more 
complex than most of us have occasion to expect. 
But we appreciate it very much. 

I think we should clarify one point. 
Judge Shientag asked you about this matter 

where you were charged with a criminal offense. 
California has something akin to the Brooklyn 

plan and you have no criminal record as a result of 
this. 

MR. SCHNEIDER: No, I don't. That is right. 
CHAIRMAN ERICKSON: Thank you very 

much. 
MR. SCHNEIDER: Thank you. 
CHAIRMAN ERICKSON: We will recess for five 

minutes. 
[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: Ladies and gent

lemen, we will reconvene. 
Richard Coulter. 

[Whereupon, Richard L. Coulter was duly sworn 
by the Chairman.] 

CHAIRMAN ERICKSON: We welcome Mr. 
Dick Coulter. Mr. Coulter is kind enough to appear 
here today. We had hoped to have a whole panel of 
industrial security specialists but the other spe
cialists declined our invitation to testify, and for 
that reason we are deeply grateful to Mr. Coulter. 

Mr. Coulter has worked for 18 years in the indus
trial security profession. He has had extensive ex
perience in education and law enforcement, emer
gency preparedness and security. For the past 6 
years he has been engaged in maintaining company
wide security in Hewlett-Packard Company in 
California. He will speak on industrial espionage 
and the need for special legislation in this area. 

Mr. Coulter, I believe you have an opening state
ment? 

TESTIMONY OF RICHARD L. 
COULTER, CORPORATE SECUR1TY 
DIRECTOR, HEWLETT·PACKARD 
COMPANY, PALO ALTO, CALIFORNIA 

MR. COULTER: Yes, I do, Mr. Chairman. 
Mr. Chairman, distinguished members of the 

Commission, ladies and gentlemen: 
I sincerely appreciate the opportunity to be here 

today and participate in this portion of your study 
and review, specifically, the need for legislation to 
provide criminal penalties as a means of deterring 
industrial espionage, and to examine the rationale 
for licensing requirements of individuals and firms 
who are in the business of providing countermea
sure services on a contract basis. 

As a matter of definition, my colleagues on the 
West Coast and I look at industrial espionage in 

, terms of being a possibility rather than a threat. By 
that I mean the basic approach for industrial securi
ty planning in all hazards, including industrial 
espionage, is to determine the possibility and then 
design the necessary countermeasures for adequate 
safeguards. 

Does the possibility for industrial espionage 
exist? I believe it does, even though the number of 
reported cases have been few. Assuming, then, that 
the theft of information such as research and 
development plans, new product design, marketing 
strategies, production schedules, and so fOlth, is a 
possibility, what can business and industry do to 
cope with the problem? 

Most large industrial firms employ full time 
professional security practitioners-many of whom 
have the expertise of conducting an in-depth elec
tronic and physical countermeasure sweep. In most 
cases, these professionals are capable of extending 
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their contribution in safeguarding sensitive informa
tion by participating in the identification of what is 
sensitive, following with safeguarding methods and 
conducting countermeasure sweeps. 

For those industrial organizations whose full-time 
security personnel do not have this capability, or 
the smaller firms that do not have security person
nel on the staff, the alternative is to hire an in
dividual or organization on contract to provide this 
service. However, this is not as simple as it sounds. 
There are stumbling blocks that exist. 

First, the employer is faced with the reality of 
hiring an outsider to do a very sensitive, internal 
job. Then, when he attempts to verify the ability, 
ethics, and reputation of the outsider firm, he finds 
that no license is required to perform this specific 
type of service, and any former employers' names 
are not easily available because of the need to keep 
that information confidential. The thought then 
comes to mind, "What if I'm hiring someone to do 
the countermeasure work that a competitor has on 
a string to bug me?" 

The result? In my opinion, firms without their 
own capabilities for conducting adequate counter
measure sweeps are reluctant to employ the ser
vices of an outsider that can't be checked on. Many 
believe that existing laws are inadequate to offer· 
protection from the unscrupulous technician. 
Therefore, the small firm is on its own-and I seri
ously doubt that an accidental discovery of an elec
tronic eavesdropping device would be reported, 
partly because of the publicity that might follow, 
and partly because of the unawareness as to 
whether the discovery was truly an act of industrial 
espionage or simply the neglect of a serviceman to 
collect all equipment and wires after a routine job. 

We are all certainly aware that in recent years 
there has been a tremendous increase in the in
terest of the individual's right to privacy. That right 
should not exclude the privacy of those individuals 
in the business sphere. In my opinion, their 
thoughts, conversations, private discussions, and 
business information require the same protection as 
any other individual. 

Without stringent legislation to control the manu
facture and distribution of wiretapping and elec
tronic eavesdropping devices, coupled with intel
ligent licensing requirements for tho!;;;:: who offer 
the countermeasure service for a fee, the possibility 
of such invasion of privacy may truly become a 
threat. The end result could very well mean the 
business life or death of an individual or firm, or at 
least. a serious hazard to growth and security. 

Again, I thank you for this opportunity. 
CHAIRMAN ERICKSON: Thank you, sir. 
Mr. Hershman. 

MR. HERSHMAN: Thank you, Mr. Coulter. I am 
particl":..rly indebted to you for being here today. 
As the Chairman mentioned, we had hoped to have 
a panel of experts testify about industria! espionage 
today. The Commission, iu April, did a study and 
found that a number of major corporations in the 
country had been victims of electronic surveillance. 
Unfortunately, in doing the study we had to guaran
tee anonymity to some of these firms, and when we 
asked them to appear, they refused. They feel that 
it might be embarrassing for them to testify about 
being victims of electronic surveillance. 

Some of the results of this study that we did-and 
the study was conducted amongst members of the 
American Society for Industrial Security, an or
ganization of which you are a member are as fol
lows: Out. of a total of 104 of the individuals, cor
porate security directors, we contacted, 40 per cent 
which were involved in the manufacturing business 
indicated that they were fairly worried about being 
victims of electronic surveillance. 

Forty-nine per cent of the research institutions 
felt the same way. 

Twenty per cent of the sales and service or
ganizations and 54 per cent of the government con
tractors had some degree of worry about being vic
tims of electronic surveillance. 

In addition, 10 per cent of those we surveyed 
have indicated they were victims of electronic sur
veillance. 

So, Mr. Coulter, I think this is a very, very severe 
problem today and again r want to thank you for 
being here. 

Could you tell us, sir, what it might mean to your 
particular company if, in fact, someone engaged in 
industrial espionage through the use of electronic 
surveillance and stole some proprietary informa
tion. 

MR. COULTER: First, Mr. Hershman, I am here 
representing myself with 32 years in the combined 
business of law enforcement and industrial security, 
not as a representative of the Hewlett-Packard 
Company or its principals. 

We have knowledge that there are a considerable 
number of professional security practitioners, as I 
mentioned in my opening statement, that routinely 
inspect their own facilities prior to sensitive discus
sions or the outlining of newly-designed products. 

The Hewlett-Packard Company, I will say, has 
never to our knowledge in its history had any in
kling or there has never been any proof or even so 
much as a suspicion based on our own capabilities 
of being attacked under this type of system. The 
ones that I am familiar with have been publicly an
nounced, starting back into the mid-Sixties with the 
Botts Dots incident in Redwood City. 
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It is a fact that there are people who are perform
ing this service on a contractual basis to a lot of 
large and medium-sized and small companies that 
cannot either afford these professional security 
people that have this expertise-these are the peo
ple; not my company as such, but speaking as a 
security individual-th1ese are the companies that I 
feel need the assistan'ce, some form of protection, 
from the unscrupulous technician that I previously 
mentioned. 

MR. HERSHMAN: To what extent do you go, 
sir, to make sure you don't become a victim of elec
tronic surveillance, invasion? 

MR. COULTER: Are you interested in my 
discussion about my own company? Ir that what 
you are getting at? What do I do for my company? 

MR. HERSHMAN: If you can talk about it? 
MR. COULTER: Well, in most countermeasure 

work, as you well know, Mr. Hershman, it is not 
something that is openly discussed. 

Suffice it to say that we assure ourselves that we 
are not subjected to electronic eavesdropping by 
anybody. 

MR. HERSHMAN: And you are aware, though, 
of other companies who have been victims of elec
tronic surveillance? 

MR. COULTER: The ones that have been an
nounced publicly, yes. 

MR. HERSHMAN: Do you know of any practi
tioners who are considered experts at industrial 
espionage per se? 

MR. COULTER: I have knowledge of people 
who profess to have this expertise. These are peo
ple from all over the country. They cross state lines 
to perform this countermeasure work. 

The word "industrial espionage" goes a lot 
further than just the electronic eavesdropping and 
wiretapping. 

CHAIRMAN ERICKSON: Off the record. 
[Discussion off the record.] 
MR. COULTER: The business of industrial 

espionage goes a lot further than the electronic 
eaveSdropping and the wiretapping. It goes into the 
method of identification of what is sensitive and 
how to protect it, whether or not it is put into com
puters or whether it is filed like engineering notes; 
duplicates are kept in a remote storage facility. 

So we are looking more or less, as I see it, related 
to the Commission's interest in what I might have 
to say, into the ability to eavesdrop on private 
discussions in board rooms, the office of the pre
sident of some company, or perhaps his home. 

And when I mentioned the need to curtail the 
manufacture and distribution of this equipment, it 
just so happens very timely that we had, before I 
left to come here, which was yesterday-I received 
a package in the mail that was dated June 23, 
which was Monday, and mailed in San Jose, openly, 
unsolicited, to my company, "Attention: Security 
Department," and they are listing here a dozen or 
so devices which include pictures of the wristwatch, 
Dick Tracy type microphones, the pocket pen. 

In the State of California, Section 635 of the 
California Penal Code expressly prohibits this kind 
of literature. 

I haven't had time to get in touch with the Dis
trict Attorney, 'but I will on my return. 

MR. HERSHMAN: Mr. Chairman, I wonder if 
we might not have that entered into the record, or a 
copy of that entered into the record. 

CHAIRMAN ERICKSON: Would you be willing 
to allow our reporter to cause this to be copied and 
then return it to you? 

MR. COULTER: I have no objections. The peo
ple Who sent it to me might object, but I have no 
objections. 

[The material referred to follows.] 

1'373 



( 

Dear Sir: 

Three security problems, three answers. OUer production program exstent 
from a simble alarm device to the most elaborated surveillance system. 
If you have a security problem, 'We try to help you. Here are sorr:e of oucr 
products listed: 

Telephone transmitters and device.s * 
Telephone scramblers 
Electroni~-optical devices 
Directial microphones 
Receiving devices 
Radio telephone devices * 
Camuflaged transmitter * 
Hini tape recorders 
Alarm devices 
Laser alarm systems 
Infrared cameras and monitors 
Infrared night observing devices 
Infrared detection devices 
Miniature infrared noctoviser 
Briefcase cassette recorders 

~ve construct special instruments to your idees and needs. 

PAMO ASS. INC. a division of PK electroniC-Germany. 

Governments allover the world trust in PK products. 

* No installation from us available. 

] 

:;.nOBLEH: 
An object or a distance should be controlled invisibly 

SOLUTION: 
Laser alarm equi.!?::lent PK 720. Uith PK 720 a'.stances 
of 1-15 ~letres can be controlled. T1':.s equi.rt~ent ('an 
be used Hithout any installation ~vork being neces'lary. 
If: the invisible laser bea: ... is crossed the device wi.ll 
release a signal through the built-in aiarul keying 
syste:u. Sin~le objects can be protected also as tl!e 
laser is adjustable. At rllains fai.lure the built-i.n 
battery ensures an undisturbed 100 hour OperatinG tL;e. 

T<'...GllliICAL DETAILS: 
Dimensions :220-105-65 mm. Heic;ht [I kg. Power sUt':>ly 
110/220 V. Additionals: Key switch for "on/off" 
control 11leter I socl,et for external power sup,?ly 
adjustment of alarm period, adjust~ent of distance, 
socltet for external alar:; device i. e. siren, horn, lizht. 
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Pamo Ass. inc. 
Micro Electr. Security Devices 
Sales - Service - Installation 

Box 234 
Cupertino, Calif. 96014 

(408) 244-5247 

PROBLEM: 
Invisible supervlslon of an airport open field etc. 
with an electronic system has to be carried out. 

SOLUTION: 
Laser alarm system PK 715. This system comprises 
a transmitter a receiver and a control unit. The 
system is avaiable in different executions for 
250-6~00 metres. The trandmitter transmits a modu
lated signal. The receiver will decode this ruessage 
electronically. If the security line is passed by 
persons the receiver will not receive a signal 
anymore and t~is will cause an alarm device to 
sound. 

TECIINICAL DETAILS: 
Housing metal splash-proof. Power supply 12-15 V. 
110_220 V. Output: 10 A. floating. Temp. range 
~30 C. to +60 C. 

PROBLEM: 
During the night you require a device for super
vision of buildings, car parks, entrances etc. 
which can be controlled with a monitor. 

SOLUTION: 
Infrared TV ca~ra and monitor PK 310. 
~'7ith this system an inconspicuous TV super
vision in complite darkness is possible. 
This system is mainly used by the police, 
custo~ and companies for supervision of 
factories. 

TE::IINICAL DETAILS: 
Infrared searchlight: Dimensions: Diameter 
100-210 mm. Weight: 1100 grams. Power supply 
110/220 V. Power 100 t·l. Range: 500 metres. 
Infrared camera: Dimensions: 50-130-270 mm. 
Weight: 2500 grams. Power supply 110/220 V. 
Valve: Vidicon 
Monitor: Dimensions: 270-270-230 mm. 
Weight: 5500 grams. Power supply: 110/220 V. 
Valve: Diameter = 23 em. 
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Pamo Ass. !nc. 
Micro Electr. Security Devices 
Sales - Service - Installation 

Box 234 
Cupertino, Calif. 95014 

(408) 244-5247 

Vehicle tracing system , . 

Telephone scrambler 

Some of ouer production line 

Tape recorder in a book 
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Alarm System Do it yourself 

w---' '_'~" .... "',",,-i ~ 

Intensifier by remaining 
light (passiv noctoviser) 



Bloc-Alarm 
Psycho stressmeter PI< 925 Microphones 

tnfrared Alarm S f R ystem 
or , omes Cabins etc. 

Mini Tape Recorders 

~---
Briefcase Cassette R (/,:' >,:': ~ ecorder .--.. 'I' I 

;\ .\' . '.'", >"""'." .' /:"",.., ,.x 
",,\\ ,'""P," " • ',r ,;' tf":j) 
, \t, . < ,.' " ... <'/'"~~' 
~~ .. , •.. ; ......... ,~ ••. ,'$T! Ij 

'~ .P ./ 
Electric protecter c::.~" ':~,:.::...:.:: .. --.::-:,':"'--"---

C: ::: :.=:: 6:""': 
Burglar and Fire Alarm 
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MR. HERSHMAN: This came to you unsol
icited? 

MR. COULTER: Yes. 
MR. HERSHMAN: Do you often get advertise

ments for electronic surveillance devices through 
th~ mail? 

MR. COULTER: It stopped for about a year and 
a half, but it has started up again. And an interest
ing note on this thing is I have personally reviewed 
it hecause it is a Post Office box in a small town 
called Cupertino, California, and the telephone 
number didn't register as being in that community. 
So, through friends, it turned out it is an apartment 
house in another location in California. 

MR. HERSHMAN: What is your normal 
procedure when you receive something of this na
ture? 

MR. COULTER: I am in communication with 
most the of the law enforcement people in northern 
California. 

MR. HERSHMAN: Have any prosecutions 
resulted from such information turned over to them 
by you? 

MR. COULTER: This is the first one that has ac
tually come to me unsolicited since Section 635 
was put into the book. 

MR. HERSHMAN: But under federal law, this 
would seem also to be a violation. 

MR. COULTER: Well, I am responsible to report 
findings that I have eithet to the Palo Alto police 
department or the Santa Clara County District At
torney's office, which I do in each and every case. 
It is their determination to make whether they pur
sue it or not. 

MR. HERSHMAN: Have you ever had opportu
nity, Mr. Coulter, to engage the services of an out
side countermeasure technician? 

MR. COULTER: I haven't because I have done 
that work myself. Prior to coming to this company I 
was in that business, along with investigatio!:s and 
contract articles. And I did countermeasure work 
for other large companies. 

MR. HERSHMAN: You have a strong feeling 
that people engaging in these services should be 
licenses; is that corn:ct? 

MR. COULTER: I believe that the people that 
are performing this service on a contract basis 
should be licensed so that the people who need 
their services would have som . place to be able to 
cneck. Right now there is none. There is no 
licensing requirement for that specific type of work 
in the State of California. And if Joe Small that 
operates a business such as the ones that have been 
publicly noted that they have been subjected to that 
crime-they have no place to turn. Because they 
cannot turn to the people who are in large industry, 

we don't have the tl. "; . .')ur att.ention and our con
tributions are devoted to our own company. 

But the people who are in the smaller companies, 
in my estimation, need some sort of protection, and 
the only protection I consider valid would be the 
licensing of these people through an intelligent 
system of ~xamination to determine their 
knowledge of the equipment, and their complete 
awareness of federal and state laws. 

This is not limited to one state. There is one per
son I know that has this capability and is ethical 
and has an excellent reputation. But he travels all 
the states in the United States or abroad. And other 
than just a basic investigator's license, I believe this 
subject is so technical and so sensitive that these 
people need some form of protecti0n that they can 
make sure that this individual is licensed. 

MR. HERSHMAN: Mr. Coulter, do you find that 
large industries are spending more and more money 
as part of their security budget for devices which 
will counter electronic surveillance? 

MR. COULTER: Some companies are. 
MR. HERSHMAN: So then they do perceive the 

threat to be very real; is that correct? 
MR. COULTER: Well, as I mentioned, there is 

quite a difference between threat and possibility. 
Somebody has to tell you or make some kind of a 
formal sta'ement to you that they are going to do 
some-thi.n!, before it actually carries the connotation 
of a threat. 

We think it is possible. We say anything is possi
ble. But until such time as somebody calls one of 
my colleagues and says "We are thinking about 
performing an act of industrial espionage at your 
facility," I don't really consider it a threat. 

MR. HERSHMAN: What would your procedure 
be if you did discover a device? 

MR. COULTER: Well, my procedure would be 
to immediately inform the cognizant law enforce
ment agencies of this, as it is a violation of several 
of the California statutes. And we would proceed 
from there with the assistance of the District Attor
ney's office, under Section 499{c) of the California 
Penal Code, which is one of the more recent ones. 

CHAIRMAN ERICKSON: Would you mind 
keeping your voice up. 

MR. COULTER: Maybe it would help if I switch 
microphones. 

Is this better? 
CHAIRMAN ERICKSON: Much better. 
MR. COULTER: Section 499(c) of the Califor

nia Penal Code specifically prohibits the acts of in
dustrial espiJnage and the theft of trade secrets in 
the State of Califom:a. 

However, that doesn't deter people, because the 
penalties are not that severe, unless you get caught 
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for the exact same violation of the same section 
more than once. 

And the others, on the eaves': .opping 
devices-that is Section 632-wiretapping, eaves
dropping, and the manufacture, sale, and posses
sion, all carry for the first conviction in the State of 
Cahfornia $25,000 or one year in the county jail. 

So, looking on the other side of the fence for a 
moment, if somebody says "Would you bug loe 
Small's office here; I want some information. He is 
coming up with a r-~tter fence than I can build," the 
fear of being fined $25,000 if I am going to charge 
$50,000 for this doesn't have much of an impact on 
me. 

But I still think-and one of my reasons for being 
here is to speak in behalf of the security indus
try-a lot of people in the business-not necessarily 
my own company-fear that we are subjected to 
people who ca.n provide the so-called countermea
sure work. And possibly under that guise, the per
son that is on the, string of many companies pur
posely to plant devices. 

It was rumored before I came here-I tried to 
confirm it-I have heard one small company in 
Sunnyvale actually found a device that was planted 
by the man who found it. 

That is the type of action I think that somewhere 
along the line the general public or business needs 
help on. 

I would like to recommend, before I leave, that 
the Commission consider the staff developing, 
through association or contact with people who are 
in this business or profession, a model statute that 
would cover these things a little more specifically 
than some of the state laws now provide. 

MR. HERSHMAN: Mr. Coulter, some of the 
companies with whom we spoke indicated that if 
they found a device they wouldn't report it because 
it would be an embarrassment to the firm. 

Would you comment on that? 
MR. COULTER: I think so. Nobod~' likes to be

lieve that they would be the subject of an attack. By 
the same token, you find a lot of people who are at
tacked in their homes or on the streets who have 
the same fear of adverse publicity. And particularly 
the people in the more or less 100 per cent com
mercial market-I would assume that these people 
would consider that some of their prestige might be 
damaged if it was widely known and publicized that 
they had been victimized. All I can do is assume 
that is why they wouldn't report it. 

And the other part is because they are not aware. 
There are not too many people who, if they took 
the receiver apart on the handset on their 
telephone and something fell out of it-I fully be
lieve a lot of people might pick it up and actually 

throw it away. They haven't caught up with the 
world being spooked, being scared by that kind of 
activity. You can't really expect a lot of these peo
ple to live their every-day lives and perform their 
every-day business with that kind of a fear attitude. 

So they don't expect it and if they do find it, they 
don't realize what it is. 

MR. HERSHMAN: Thank you, Mr. Coulter. 
CHAIRMAN ERICKSON: Judge Pierce. 
MR. PIERCE: Mr. Coulter, you mentioned in 

your statement that there should be intelligent 
licensing requirements for those who offer counter
measure services for a fee. 

Specifically what licensing requirements would 
you recommend? 

MR. COULTER: Judge, I just happen to have 
some notes here. 

MR. PIERCE: Good, I am glad I asked that 
question. 

MR. COULTER: I have broken it down into two 
sections. I think the basic requirement should be, 
number one, that the individual who is going to per
form the service have a criminal-free background; 
and, two, that he be bonded; and that he provide a 
minimum of 3,000 hours of experience and certifi
cation. 

The second part of it is there should be an ex
amination to provide thorough knowledge of both 
federal and state laws he is going to operate in 
relating to industrial espionage, wiretapping, and 
electronic eavesdropping. 

Part of that examination should be examples of 
countermeasure equipment knowledge, rather than 
the man that comes to your door with a little black 
book and says, "I do countermeasure work." It is a 
very impressive 'mingo He opens his big box and 
most people wouldn't know whether it is an RF de
tector or a box of cigarettes in a little black box. 

The other part of the examination, in my estima
tion, should be the facets of structural physical ex
amination. Because equally as important as the 
countermeasure work for the use of electronic de
tection equipment for implanted devices is the 
thorough physical ex~mination. And I believe that 
the operator or the person who is performing this 
service should have full knowledge of the equip
ment and how to do the job in order to be licensed 
to do it. 

MR. PIERCE: You mentioned 3,000 hours of 
training. Was that it? 

MR. COULTER: Yes. 
MR. PIERCE: Where would you get that train

ing? 
MR. COULTER: Well, in m ,j cases people who 

are now performing this type of service on a con~ 
tract basis to large industry are former agents of 
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various agencies of the United States Government, 
where it was a necessity to perform that type of ser
vice in several areas of the world. 

MR. PIERCE: WelI, assume a person does not 
work for the government at any time in his career, 
how would he get the experience then? Working for 
a company that does this? Or how? 

MR. COULTER: Wen, he would probably set 
himself up as a trainee working with some com
pany, and the physical examination portion of it is a 
very simple matter of thoroughly searching, taking 
things apart, tracking one end of a wire, for exam
ple, to the other, being able to feel and see. 

During the course of his early employment he 
would be so instructed by a thoroughly licensed in
dividual on the use of electronic equipment. 

MR. PIERCE: Does your company train its own 
staff in countermeasure services? 

MR. COULTER: No, I am the one in the com
pany that has this capability. 

MR. PIERCE: You are the only one in the com-
pany that has this capability? 

MR. COULTER: Yes. 
MR. PIERCE: Thank you. No further questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: Mr. Coulter, what does 

Hewlett-Packard manufacture? 
MR. COULTER: T.le Hewlett-Packard Company 

manufactures electronic, measuring, scientific, 
medical instruments. 

MS. SHIENTAG: Does it do anything with data 
banks? 

MR. COULTER: Data banks? 
MS. SHIENT AG: Yes. 
MR. COULTER: Manufacture of computers? 
MS. SHIENTAG: Computers. 
MR. COULTER: Yes. 
MS. SHIENT AG: Are there any recommenda

tions that you have with regard to that area of your 
corporate work, to insure there is no espionage in 
that area? 

MR. COULTER: Wen, I find it difficult to be
lieve that too many large business people would put 
very sensitive information into a computer. Most of 
the sensitive information during the course of 
research and dev610pment is kept in engineering 
notes. It is usualIy highly safeguarded by the en
gineer who is doing the development itself. 

As they progress through the stages of develop
ment and they get into the building of prototypes 
and things like thi3, the documentation on it is 
usually very, very restricted, and it is treated much 
in the same vein as classified information would be. 

MS. SHIENTAG: If you were selling something 
that Was nn' as sensitive as electronic material-if 
you were selling, for example, shirts in a store-you 

could have a store Dick watch what was going on 
and prevent any theft of the merchandise that you 
have. 

Do you feel because you are dealing in highly 
secretive matters you are at a disadvantage in com
parison with a retail store, for example? 

MR. COULTER: Oh, definitely so. I would 
imagine there are quite a few people that would 
like to have the inner-most thinking of a company 
such as mine. 

MS. SHIENTAG: Yes. 
As I read the law, I don't find any way that you 

can protect yourself without engaging in some 
countermeasures that in themselves might be il
legal. 

Do you have any comment on that? 
MR; COULTER: I don't understand what you 

mean. 
MS. SHIENTAG: Well, if you see a bug, you can 

lift it up-you can take a telephone receiver and 
see if there is a telephonic transmitter there. But if 
you want to sweep the place, you might haw '(I use 
detection material for which you have no We . .'"'nt, 
as not being properly authorized by the federal law 
now. 

MR. COULTER: I'm sorry, but the detection 
equipment and physical examination to examine on 
your own facilities-

MS. SHIENTAG: WeB, you wouldn't buy the 
equipment which you introduced in the form of a 
letter from a California firm. You wouldn't buy that 
kind of equipment would you, in order to protect 
yourself? 

MR. COULTER: No. That was not to protect us 
in any way, shape, or form. There would be no 
need for us to purchase eavesdropping materials. 

MS. SHIENTAG: But if you were to purchase it, 
that, itself, would be a violation? 

MR. COULTER: Yes. That is the reason I cited 
that as an example, a very recent example, by those 
people sending it to me. 

MS. SHIENT AG: Yet you have the capability of 
manufacturing equivalent material to detect a viola
tion? 

MR. COULTER: We don't manufacture that. We 
manufacture hand-held calculators and computers 
and field survey equipment and scientific equip
ment. 

MS. SHIENTAG: Then how do you~ctually de
tect the industrial espionage, any vioiation of your 
secrecy? 

MR. COULTER: Well, we have not detected any 
theft of our trade secrets. We do not feel that we 
have been subjected to the theft of an industrial 
espionage act. One way that we can assure our
selves that nobody is attempting to obtain informa-
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tion from us is through the use of electronic detec~ 
tion equipment. We could examine any areas where 
there are going to be sensitive discusGions held. 

MS. SHIENT AG: Where do you get this elec~ 
tronic detection equipment? That is my question. 

MR. COULTER: It is available through licensed 
firms anywhere-not almost anywhere, but there 
are several large national firms that manufacture 
detection equipment. 

MS. SHIENT AG: It was my understanding that it 
was only available to the police authorities in cer
tain areas. 

MR. COULTER: Not the countermeasure equip
ment, no. The positive, as they call it, or the equip
ment used to amplify or transmit voice communica
tions-that is restricted and we are not supposed to 
be able to buy that, although according to the gent
leman who is offering it for sale we can. 

But I have no personal knowledge of any laws 
controlling my buying an RF detector or a 
telephone analyzer to assure that the telephone has 
not been tampered with. 

MS. SHIENT AG: So you do use such equipment? 
MR. COULTER: I have used such equipment. 
MS. SHIENT AG: Thank you very much. 
MR. HERSHMAN; I would like to say that this 

afternoon we will have some of the manufacturers 
of the countermeasure equipment appearing before 
us and they will demonstrate and display some of 
their equipment. 

CHAIRMAN ERICKSON: Professor Blakey. 
PROFESSOR BLAKEY: Mr. Coulter, your 

resume indicates you have been in the law enforce
ment field for approximately 32 years, 18 of which 
you have been in the industrial security profession; 
is that correct? 

MR. COULTER: Yes. 
PROFESSOR BLAKEY: And I notice that your 

recommendation is for the licensing not of private 
detectives as such, but rather of security people 
doing countermeasure work; is that correct? 

MR. COULTER: J's anyone who offers to pro
vide this service on .~ contract basis for a fee, in
cluding private detectives. 

PROFESSOR BLAKEY: Do ~ understand one 
source of your recommendations t;> be skepticism 
of the ethics and ability of people whe are presently 
in the field? 

MR. COULTER: I couldn't re21ly cite anybody 
that I would have that type 0-1' ouspkion of. Again, it 
is a possibility. 

PROFESSOR BLAKEY: You are a member of 
associations of other people in the security field, 
aren't you? 

MR. COULTER: Yes. 
PROFESSOR BLAKEY: I take it you have had 

conversations with other security people? 

MR. COULTER: Yes. 
PROFESSOR BLAKEY: Do I understand your 

testimony to be that some of the people who offer 
this debugging service are really charlatans? 

MR. COULTER: All are not members of our 
Society. All do not advertise in the professional 
trade publications. It is done by letter form and of
tentimes by a personal visit. 

PROFESSOR BLAKEY: Is it your judgment that 
a number of these people are selling a service for 
which there is not as much neec as they would lead 
their customers to believe? 

MR. COULTER: That is also very true. I know of 
no one that I've checked with just before coming 
here, and I have talked to quite a few of my col
leagues and none of us have ever found anything. 

PROFESSOR BLAKEY: I want to get this very 
clear in the record. 

It is your judgment, based on your experience 
and the associations you have had with other peo
ple in the security area, that the danger of industrial 
espionage is larger in the newspapers than it is in 
the board rooms? 

MR. COULTER: I think it is, yes, sir. 
PROFESSOR BLAKEY: And that part of the 

reason for this is that people who are selling this 
service have an economic interest in creating the 
need by scare tactics? 

MR. COULTER; Very much so. And also I be~ 
lieve that people, when they are in the, quote, 
"board rooms," are a little more concerned today 
on safeguarding their own information than they 
were several years ago. 

I think the ability to extract trade secrets, let's 
say, either through electronic eaves~ropping or any 
other method is less of a concern today than it is 
from the absent-minded typ,.. '-.<i,ividual who might 
relay this information, something he is working on, 
at the local saloon. 

PROFESSOR BLAKEY: And your suggested 
remedy or at least partial remedy for this problem 
is licensing and regulation of certain facets of the 
security field; is that correct? 

MR. COULTER: Yes. 
PROFESSOR BLAKEY: Thank you, sir. 
CHAIRMAN ERICKSON; Chief Andersen. 
CHIEF ANDERSEN: I have no questions. 
CHAIRMAN ERICKSON: Mr. Coulter, just a 

few questions. 
We all know that there is all but a national 

paranoia about the fear that you are being heard 
when you talk over the telephone, or that there is 
electronic surveiIlance. 

This may be partially a product of Watergate. 
As a result of that, your job for Hewlett-Packard 

is to assure your employers that they are not being 
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made the subject of this industrial espionage, and it 
is protective maintenance in effect? 

MR. COULTER: Yes. 
CHAIRMAN ERICKSON: Now, when you get 

into this area there are many devices, of course, 
and to know what these are you have to go through 
consider"'bIe training to recognize the vanous 
means. You can't look for something without 
knowing what it is; isn't that right? 

MR. COULTER: That is right; yes, sir. 
CHAIRMAN ERICKSON: And how it operates? 
MR. COULTER: Right. 
CHAIRMAN ERICKSON: So what your recom

mendation is is that these people that hold them
selves out as experts in this area of countermea
sures, if you wiII, should have to demonstrate their 
ability so the public wiII be safeguarded against the 
man that comes to the door and says, "Do you have 
any reason to believe that you are being wire
tapped?" or "Do you know whether you are or 
not?" and the man says, "I would certainly like to 
know." And he says, "1 can tell you for $5" and 
maybe goes in and war, i.lS a magic wand around and 
maybe finds something he has brought himself. 

MR. COULTER: Yes. 
CHAIRMAN ERICKSON: It is to provide public 

safeguards against the charlatan. 
MR. COULTER: Right. 
CHAIRMAN ERICKSON: The restrictions that 

you put in the proposed licensf" I,r the rt!quirements 
for the License, I would have to slly are a little more 
stringent than they appear to be in most states for, 
say, privatt~ investigators. 

MR. COULTER: They are. 
CHAIRIvIAN ERICKSON: And they are con

. siderably m.ore stringent than they are for some of 
the professions. 

And the imposition you have made upon the 
licensing would limit it to those who have had ex
tended training. 

Now, is there a place available to get that type of 
training except the college of hard knocks and by 
going through police academies? 

MR. COULTER: Most of the training is availa
ble, to my knowledge, either through the manufac
turers of the devices-some of the companies that 
manufacture the detection equipment also provide 
in-depth training. 

As I mentioned earlier-
CHAIRMAN ERICKSON: Of course, those com

panies wouldn't give the training to anyone who 
wasn't a prospective market for that product? 

MR. COULTER: No. They would be looking for 
them to use their detection equipment if they 
trained them. 

CHAIRMAN ERICKSON: So the person that 
would then want to get in the field and get the 
training couldn't get it anywhere through any for
mal education? 

MR. COULTER: It would be a situation where 
people who already have-there are a considerable 
number of people who have either retired or 
resigned from the military services and the various 
agencies that have been doing this type of work for 
years. And they are making themselves available 
now. And it is very possible that in the future we 
might see, if this continues to be such a scare to the 
general public, schools being set up to train people 
in this type of work. 

I know of only one law enforcement agency in all 
of northern California that has this capability, and 
it is primarily due to one individual-a lieutenant in 
the department. He feels that this should be part of 
the service that his department could afford to peo
ple who cannot find someone that they would feel 
comfortable with. 

CHAIRMAN. ERICKSON: Of the major compa
nies that you have come in contact with-and, of 
course, the size of Hewlett-Packard and the work 
they do is known to most of us-in connection with 
that, have you come to know what the number of 
experts in your field is that are employed by major 
companies such as, say, Ford; such as General Mo
tors? AlI of them have someone who would have a 
similar position to that which you occupy. 

MR. COULTER: In most large companies the 
security manager has the capability of performing 
this type of service. 

CHAIRMAN ERICKSON: This Society you be
long to holds annual meetings, I assume, and at that 
time determines what the developments are in the 
art? 

MR. COULTER: Yes. 
CHAIRMAN ERICKSON: From your ex

perience, apart from these news articles that you 
have read, do you know of any industrial espionage 
that has actually occurred? 

MR. COULTER: No, only those that have been 
made public. The people that I have talked to who 
do this routinely, and still do it routinely, have not 
found anything in their sweeps. They have not been 
able to detect the los., of any so-called trade 
secrets. 

CHAIRMAN ERICKSON: Theft from their com
puters. 

MR. COULTER: No. 
CHAIRMAN ERICKSON: When you say 'the 

ones that have been made public,' I believe you 
gave examples and I am afraid I did miss the exam
ples that you gave. 
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MR. COULTER: I started off in Redwood City 
with one of the first ones, Botts Dots, which has 
been indicated in several publications. People have 
written about it. This is the incident where one 
company had developed a reflectorized type dot, if 
you will, to go on the white line on the highway. 
And the president and vice president of another 
company had attached a suction-cup type device 
leading directly to the tape recorder which was in 
the bushes. 

And when the incident was over they felt they 
had all the information necessary and they sent the 
man back because they wanted to recover the 
device-they said the device cost them $300 or 
something like that. And that is when they were ac
tually caught, When they went back to recover the 
device. 

That was the first one that I was aware of. 
CHAIRMAN ERICKSON: How many years ago 

was that? 
MR. COULTER: It was in the mid-sixties'-":"I for

get the exact year. 
And the incidents are very seldom made public if 

they are found. 
I believe that the people that I know and have 

worked with all these years-if they actually found 
something, they would actually pass this informa
tion along to me. But according to our conversa
tions, we haven't found any. 

'. CHAIRMAN' ERICKSON: Of course, electronic 
surveillance through wiretapping could be 
something that occurs outside of the premises that 
you have searched? 

MR. COULTER: Oh, yes. 
CHAIRMAN ERICKSON: So, as far as the physi

cal facilities, you haven't found anything within 
those facilities that you are aware of? 

MR. COULTER: Right. 
CHAIRMAN ERICKSON: Do you feel that apart 

from the suggestions that have been made there is 
adequate protection for industry in this particular 
piece of legislation known as Title III, the Omnibus 
Crime Control and Safe Streets Act? 

MR. COULTER: Well. I think it is a step in the 
right direction. I think more emphasis could be 
placed on all facets. 

I would agree with my predecessor here that the 
ability to obtain information once you are able to 
figure out the codes as they enter into the compu
ters is getting to be a point of concern among a lot 
of people. And more and more people are becom
ing educated in the ways to obtain codes. 

Of course, if the codes are changed frequently 
enough, this continues to make it more difficult for 
these people. 

But it could, under the broad umbrella of indus
trial espionage, include thefts of electronic data and 
information. 

So I find nothing that my predecessor at the table 
had to say in his recommendations that I wouldn't 
also be in agreement with. It should include them. 

And looking further down into it, the people who 
have the ability to be mobile, move from one com
pany to another, for example, I can do my work for 
the XYZ Company and am asked to go to the ABC 
Company and work for them at the same time and, 
because of your talents and expertise, one would 
find it an easy way to cDmmit industrial espionage 
to do it that way because then you are sure you are 
getting what you really want and you don't have to 
wait for somebody to activate their electronic 
eavesdropping device. 

CHAIRMAN ERICKSON: Mr. Coulter, we very 
much appreciate your coming, and particularly for 
the detailed and provocative suggestions you have 
made that will be considered by the Commission, 
and will appear within our rGport. 

Thank you very much. 
At this peint in the record we will insert exhibits 

9, 10, 11 and 12 which were submitted for the 
record. 

[The exhibits referred to follow.] 

EXHIBIT NO.9 

INDUSTRIAL ESPION AGE 

In the spring of 1975, the National Wiretap Commission 
queried a number of corporate security officials concerning the 
effect of electronic surveillance Jaws have had on industrial 
espionage. Has the Law (18 U.S.C. 2511-12) been effective in 
curbing the use of illegal electronic surveillance against the na
tion's businesses? 'Do corporate security officials feel able to 
cope with the dangers of electronic espionage? Should firms 
dealing in countermeasure services and/or equipment be 
licensed? 

With the aid of the American Society for Industrial Security, 
three hundred seventy-two officials were consulted, and one 
hundred four of them chose to participate in the survey. These 
one hundred four broke down into the following categories: 46 
manufacturers, 23 research and development organizations, 20 
sales and service organizations, I I government contractors, and 
4 miscellaneous businesses. 

The questions asked and the total results were as foIlows: 
Questions 1 and 2 involved identifying the type of firm and size. 
Question 3. Do you believe that there has been less industri
al/business espionage by means of electronic surveillance since 
the passage of the 1968 Federal Wiretap Law? 

24 Yes 
32No 
48 Don't know 

Question 4. How worried are you about eavesdropping and the 
possible invasion of your firm's privacy? 

10 Very worried 
31 Fairly worried 
51 Not too worried 
12 Not at all worried 

Question 5, Do you believe your organization has ever been the 
subject of privacy invasion through electronic surveillance? 
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15 Yes 
79 No 
10 Don't know 

Question 6. If Yes, by what method?* 
13 Telephone interceptions 
8 Audio room interceptions 
o Video surveillance 
1 Other-Government mail 

Question 7. Type of dc:vice used? 
5 Radio frequency 
6 Hard wire 
8 Don't know 
I Other-phone slug, bumper beeper 

Question 8. Authority notified? 
1 Federal 
o State 
1 Local 
6 Telephone company 
1 Other-Private investigator 
8 None 

Question 9. Was an investigation of this invasion successfully 
pursued by your organization or a government authority? 

3 Yes 
11 No 
2 No answer 

Question 10. If No, why not?*" 
Question 11. Do you believe that your organization can combat 
electronic surveillance through modern countermea~ure 
techniques? 

76 Yes 
20 No 
8 To some degree/don't know/no answer 

Question 12. Do you have in-house expertisl: ror countermea
sure activities? 

46 Yes 
58 No 

Question 13. Have you had occasion to obtain countermeasure 
services from a private firm or individual? 

31 Yes 
71 No 
1 No answer 
1 Now considering this step 

Question 14. Were you satisfied with the quality ot those ser
vices? 

24 Yes 
6No 
73 No answer 
I Don't know 

Question 15. Would you recommend Ii. ::nsing for those engaged 
in countermeasure services? 

82 Yes 
18No 
4 No answer 
*16 persons responded to. Questions 6 through 10; 15 had an

swered Yes and I had answered Don't know to Question 5. 

*'"Answers to Question 10 are included in the following ta
bles. 

FINDINGS AND CONCLUSIONS 

The results of this survey reveal that a substantial number of 
the consulted organizations are highly concerned about the pos
sibility of electronic surveillance of their activities. Out of a total 
of one hundred four, thirty-one described themselves as "fairly 
worried" and ten were "very worried" about this possibility. 
Those concerned comprise almost 40 percent of the manufac
turers, 49 percent of the research institutions, 20 percent of the 
sales and service organizations and 54 percent of the govern
ment contractors who participated in the survey. Forty-four per
cent of the organizations maintained in-house expertise for 
countermeasure activites, and almost 30 percent have hired 
private firms or individuals to provide countermeasure services. 
However, one fourth of the respondents do not believe their or
ganization could successfully combat a privacy invasion. The 
fact that 40 percent of the respondents chose not to identify 
themselves presents another indication of uneasiness among the 
participants. Those who remained anonymous were more than 
1.5 times as likely to be very or fairly worried about the problem 
than were those who identified themselves. 

In addition to the high level of concern among almost half of 
the respondents, 16 of them reported actual incidents, or 
suspected incidents, of electronic surveillance of their compa
nies. Thirteen of these privacy invasions involved telephone in
terceptions, and eight involved audio room interceptions. Five 
respondents indicated that both methods had been employed. 
Once the problem surfaced, the victims of electronic surveil
lance were generally reluctant to notify any authority other than 
the telephone company. Although four discovered the privacy 
invasion well after it had occurred so that investigation was not 
deemed worthwhile, of the remaining twelve, six notified the 
telephone company, and one also notified local authorities. A 
seventh respondent notified federal authorities, and an eighth 
notified a private investigator and is currently considering taking 
additional measures. The other four took no steps whatsoever. 

Finally, the respondent's concern and uneasiness regarding 
problems of electronic surveillance is reflected in their replies to 
the more general questions posed by the questionnaire. Almost 
half of them feel uncertain about the effect of the 1968 Federal 
Wiretap Law on the incidence of industrial espionage, and 30 
percent believe the Law has had no effect whatsoever. Of tl:!e of
ficials who participated, an overwhelming majority, about 80 
percent, recommended licensing of those engaged in providing 
countermeasure services. 

ANALYSIS OF SURVEY RESULTS 
Question 1 

The consulted officials were given the option of not identifying 
the name of their organizations, although all were asked to 
describe the type and size of their firms. The following chart 
represents the numbers, for each type of business, of respon
dents who gave and failed to give the names of their organiza
tions. Only two respondents failed to identify the type of firm in
volved; these were placed in the 'Miscellaneous' category. 
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# Identi- # Anony- Question 4 -Additional Correlations 
Type of Organization fled mous Total Respondents Question # Yes No Other 

46 
10 Very worried .. , 3 0 6 4 Don't know. Manufacturers .................... 25 21 

5 3 5 2 Don't know. 
Research and Development 11 8 I To some 

Organizations .................. 14 9 23 degree/Don't 
know. 

Sales and Service 12 7 3 
Organizations .................. 15 5 20 13 4 6 

14 3 1 6 Not applicable. 
Government Contractors ...... 6 5 11 

31 Fairly worried .. 3 9 11 11 Don't know. 
Miscellaneous ..................... 2 2 4 5 8 17 6 Don't know. 

11 22 8 1 No answtr. 
Totals ................................ 62 42 104 

12 13 18 
13 10 20 1 Now (;onsidering 

Question 3 this step. 
14 6 3 1 No answer. Don't 

21 Not applicable. Respondents Yes No Know 

46 Manufacturers ......................... 8 15 23 
Respondents Question # Yes No Other 

51 Not too 3 12 11 11 Don't know. 
23 Research and Development worried. 

Organizations ....................•...... 8 5 10 
5 2 47 2 Don't know. 

20 Sales and Service Organizations ... 7 5 8 11 29 11 5 To some 
degree/Don't 

11 Government Contractors ........... 0 5 6 know. 
1 No answer. 

4 Miscellaneous ........................... 2 12 21 34 2 No answer. 
13 .j 3d 2 No answer. 

104 Total ................................... 24 32 48 14 13 1 No answer: 
36 Not applicable. 

12 Not at all 3 3 2 7 Don't know. 
worried. 

5 2 10 
Question 4 11 11 1 

Not Not 12 6 1 
Very Fairly too at all 13 2 9 I Not applicable. 

Respondents worried worried worried worried 14 I 10 Not applicable. 

46 Manufacturers ............. 4 14 21 7 

23 Research and Development 
Organizations ............... 3 9 9 2 

20 Sales and Service 
Organizations ............... 3 13 3 

11 Government Con-
tractors ........................ 2 4 5 0 

4 Miscellaneous ............... 0 3 0 

104 Total ........................ 10 31 51 12 

Not Not 
Very Fairly too at all 

Respondents worried worried worried worried 

62 Identified ................... . 4 15 35 8 

42 Anonymous ............... . 6 16 16 4 
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QUestion 5 

Respondents Yes No Don't know 

46 Manufacturers ...................• , ...... . 5 35 6 
23 Research and Development Or

ganizations. 
0 20 3 

20 Sales and Service Organizations ..... 5 14 
II Government Contractors ............. . 4 7 (I 

4 Miscellaneous ., .......................... . 3 0 

Of 15 who answered "Yes" to QUestion 5: 
7 notified no authority whatsoever. 
6 notified the telephone company, one of whom also nCltified 

local authorities. 
1 notified a private investigator and is currently consid,ering 

other measures. 
1 notified federal authorities. 

Of 7 who did not notify any authority: 
2 discovered the invasion several years after it had occun·ed. 
2 handled the problem internally, lout of fear of publicity 
1 responded "disappeared" - presumably either the sus-

pected invasion or the need for investigation disappeared. 
indicated that there was SUspicion of an invasion only, 
without proof. 

I gave no answer at all. 
Of 10 who answered "Don't know" to Question 5: 

1 indicated that there was some evidence, although not 
conclusive, upon which his/her suspicion was based. 

9 gave no further details of their suspicions. 

Respondents Yes No Don't know 

62 Identified ............. . 
42 Anonymous ......... . 

Question 10 

Respondents 

5 Manufacturers ........ . 

1 Research and 
Development 
Organization. 

5 Sales and Service 
Organizations. 

3 54 5 
12 25 5 

Responses, (Comments) 

Device discovered several years after 
it had been placed in operation. There 
was no hope of any resolution. Inci
dent occurred prior to 1965. 

Equipment removed whenever found. 
Do not want publicity. 

Believe government agency initiated 
wiretap. 

Current -a few days before this writ
ing - investigation not completed. 

No answer. (Did not notify any au
thority. To QUestion 5 indicated 
positive belief of a privacy invasion 
but without proof.) 

Discovered the possibility too late to 
investigate. 

No definite proof of electronic sur
veillance. 

Found out abgut it years-later. 
Little cooperation, if any. (Notified the 

phone company.) 
Not applicable. (:-1 n-'-v-e-s--=ti-ga-t""io-n-w-a-s-s-uc-

cessful.) 
Not applicable. (Investigation was suc

cessful.) 

4 Government 
Contractors 

1 Miscellaneous ......... 

Question 15 

Decision to conduct countermeasures 
pending. 

Results were not conclusive. 
Not applicable. (Investigation was suc

cessful.) 
No answer. (Did not notify any au

thority.) 
Disappeared. 

Respondents Yes Nco No answer/ 
Don't know 

46 ?l-fanufacturers ............................ 33 II 2 
23 Research and Development Or- 21 

ganizations. 
20, Sales and Service Organizations ..... 15 5 0 
11 Government Contractors .............. 10 0 1 
4 Miscellaneous .............................. 3 1 0 
----rotals ................................... 82 18 4 

\ 
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EXHIBIT NO.~ 

What are the microwave links, the dedicated land 
lines, and the ordinary telephone lines giving to the 
computer data thief? Ara these transmission ve-

'(, ,hicles providing easy access to all of our corporate 
secrets? 

... ; ;1\0,'1.;,., 

!' I' , , ,Because ~mputer access on shared time arrangements 
is' freAuendy obtained by dedicated Innd lines or by means 

'of t61cl'honc lines, a great deal has been written lately 
atxi'ut !pc 'possibilities of computer pilferage through tap
ping either of these phone lines enroutc, or placing taps on 
egress lines lea\'ing the company offices for the under
ground cable. In addition. awed sounds are being made 
about the possibilities of compromising computers through 
a microwave tap. 

. SIlCURITY WORLD went out looking for some compu
ter experts, and asked them ,ome pointed questions about 
the real security problems involved in potential tapping of 
all kinds, As a resull, in Ihe Following article, various kinds 
of lapsl\re detlned and their possible percentages of danger 
are ,evaluated. 

TElEPHONE TAPS 

A ~tandard telcphone tap is understood by .ecurity of
ficer and layman alikc, Whether that tap i~ planned for a 
regular telephone line or on 1\ dedicated land line, the 
clcc:ronics and procedures for tapping would be the same. 
fhc protection fnstitutcd to safeguard the computer trans
mission ngainst such a tap would have to be the same as 
thut instituted to protect a normal voice-though there is 
greater danger 01 losing accurucy in transmission with 
COmp\lter data, 

However, it b probable that scrambling is not really 
necessary in the case of computer data transmission if it 
~oes out as encoded informulion, Several factors actually 
;))itigatc in favllf of the privacy of such a transmission, 
First. the computer transmission is digital. not analog, as 
" ihe ,yoice. Second. It is structured according to the pro
)!rllm-br'ilie system into which the information i~ being fed, 
u(ld fmlJl which the information is coming. 

,I~:~~er tl? decode such Information, that is. to make 

the infnrmution usahle 10 anyone tapping the lines to steal 
the transmitted sounds. a glcat deul of expensive talent and 
cqllipmcnt would he requircd. Finding the proper lines 
would it~cH be all enormous tusk once the transmission had 
g"/lC onto multiplex cable. Beyond that. it would take 
timc-und the usc of talent und c4uipmentcited above
to hreak the code, 

While it might he worthwhile in certain Cll,es \1f indus
triJI espionage tn invest the nlOncy fur talent, and equip
ment. to steal the information hy tnpping. the percentoges 
arc agaimt snthfaCl\'ry or rewarding rcsults because of 
1;111/'. -r hat is. by the time the tap is uccomplishcd, replayed 
for e~rerts :iOU machines. and pUZLled over IIntil the code 
is hroken. that information would probably no longer have 
any lim ely l!.I<!/II/I/(',I.\', 

The very real pruhlel!l l11~nti\lned abovc of finding thc 
proper traml11b~ion when t:lpping into telephone lines or 
dedicated land lines ,hould aho be considered a ractor in 
favnr of security. Literally hundreds alld even thousands of 
transmbsions ure carried over any onc given co hie at one 
time. Clearly the prnhlcl11 of isol:l1ing the stream of sonnd 
neeued to complete tht; tap would be at best challenging, 

A MICROWAVE LINK 

In certuin in~tnnces, something called n microwave link 
is u;ed in the telephone transmission system. It can be 
descrihcd as "just another wily of running a wire, except 
that it doesn't huppen tll be II physicnl wire," 

What happens is that the material carried on the tele
phonc lines up to the point where the microwave link be
gins is then transmitted b)' WIIVCS through the atmosphere 
across u particular are:1 anu picked up at the scheduled 
reception point (whcre the micmw:\ve link ends) to be 
put back on the telephone line and continued on its way. 

continued on ~~ltge.(,6 95 
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WHAT ABOUT DATA TAPS? 
('(llIlilll/l'tI /mlll /1(/111'1,5 

If. for example. the telephone lines arc heing run 
through 1ll0llntaitllll" ,:ollntry. it is much cusicI' to send 
from peul-. hI peak than tn lay lines tlverlmHI. A small 
transmis\jun \llItinn may he built on nne knoll. and unoth
cr SlUt inn built -10 miles uway 1111 another knoll, Each 
would havc two small antenna that point at each uther 
and be able hI send messages directly aernss the gllp in
stead M running dllwn and around llYer hundreds of miles 
of land areu all rough and ruggcd untl dillicult to properly 
lay the cable, 

The beam of transmission fnr micrnwuve is fairly t1:1r
row. However. it is pos\ibh! to actually set up eqllipment 
a half-mile :lway and pick liP enough of the stray energy 
to record wha' is happening. Ag:lin, of course. sllch a pick
up would he :I terrihly expemive proposition; and, again, 
once the data is acquired it still hilS to he turned into 
snillething usahle. 

Further, setting up equipment complex enol,lgh to CUIll
.plete the total theft llperation might be dillkult to do un
detected. Uut it is pnssihle tn set up a small installation to 
record the Illicrow(lve infnnn:ltion so thut the thief can 
take it somewhere ehe to WIll''' tin it. :)uch a tapping 
would usc videll recllrding ttl put the micrllw,\Ve on the tape. 

The micrllwavc link c:ln be thollght of :IS nothing more 
than a tWll-way tde\'bion tran~millcr. and we would be 
talking ahout pic~ing lip the ,'oice (:tlluio) portion only if 
we were tapping a micl'\l\va\'e link." Microwave transmis
sions can only he aC~llmplbhed on :1 line-of-sight has is. 
There is no infiltration of alien transmissions from unex-

• pected geographic arc,ls slIch a, occlIr with an AM rndio. 

HOW DOES WAVE TRANSMISSION WORK? 
C,)mider a radin wave. which you can thin~ of as pure 

tone. :II a l11illhlll ~,.cks per ,ecllnd. (Comparc this men
tally with II hIgh freqllency note on the piano which may 
he ten thollsal1l.l I.!) des pCI' seClllld in order III get a clear 
ide:t 01 what \\e arc talking aholl!.) The frcquency is a 
million cycles. then. cl1tllpared III the len thousand cycles 
of a high piano Ollte. 

Next. the wa\e j, electronic, It i, a wave nn which you 
cun imp,he snmething called mndlilation. I f it is ampli
tude modulatiol1. that means the per,on tr:umnilling can 
ma~e thc ell/ll/IiIll"!' 111' thc nllldlllatillll biggcr or ,mailer at 
the mtc (If the infllrmalion he want\ to trammil. For ampli
tude nllldul:lti,1I1, then. you h:l\c a ha,jc "'ave frequency 
nnd you ha\e sllpelimpowd inf(lrmatilln Oil thaI wave in 
modulated, ,1\ erriding \\ :1\ e, Ill' ~l1nlrnllablc amplitude!>. 
Rememher the ;tmplilllde" are mmlc higger III' smaller de
pending 11(1 the' an1l1\lnt ot int\lrmation that has to be 
tr:tmmitted, 

Within a ,mall range. it h aho po"ihle In change the 
jreqllelll'.\· of Ihe carrier wave (or hand). Thi, is called 
freLjuency mndul;lIion. If il1,t~ad ot a million cycles per 
second you ma~e it J(ht :1 few cycle, hel'lw or a few cycles 
abovc. YOII can change hac~ and fonh, 'I his give, addition
al rlexibi!ity. 

Now. if YOIl accomplish this preparation of the carrier 
wa,'c and the overriding modulalion in microwave. it is 
possihle to 1r:IIl\lnit il with a very ~l11all antenna and also 
focus it in a tight lillie h~am. Ml that with relutivcly low 

"'Ful' tlu: .~Uklj "J ';lI/pUrity. Iltl ('UUfl ;.\ mmJe /0 iftJ bc)'tmt{ un 
examplt· Ihul illlIslnue" ",,' /111;111; 11/1 tI,'IIIi!. /llId/or Icrhnirll/ 
poss;bilit;e" ure /lilt indlll/etl. 

power you can get good quality translllb~il1n to al)other 
precise point. , ' 

A, a malleI' of fact. the precision is so great that if you, 
arc just a few degrees off target the beam wOll't be reo 
ceived at all. Thut h one of it~ advantages; 'the transmilt~1 
can focus directly on the target instead of wasting a lot or 
energy sph •• hing the transmitting information all over the 
sidc of the mountain! This type of Intnsmission h11S heel' 
analngi7ed a> "focusing lhe sunlight to burn out th<! lit! 
unt." The convenicnce luclor of u~illg this method i .. gre" 
That is the reason for overlaying modulation on corrier'. 
transmit ovcr space on what is called a microwave lin~ 

TAPPING MICROWAVE LINKS 
First of all, it is necessary to have a receiving anter"',, 

on your secret interception that will pick tip a microwa" 
out of the air. From there on you have a choice: 

Your lir\t option is to record it undetecl~d. If this i. 
done. you have not demodulated the information 'hat },(1U 

huve imprinted on the magnetic video I:;pe. You h!>'!e nil' 
removed the carrier in order to isolate the modulation, 
You have merely recorded directly ali that has been :ran,>
mitted. '1 ypically. that takes a higher level c,f recording 
capacity because a microwave is very high frequency. 

Another alterniltive is 10 attempt to !lave some detec
tion circuits in the equipment, and Ihen record the 11.:
tecled material rather than the total trar.smission. Tn,ere 
would he less of a problem in Ihe recorJJirlg;'pr('~" b"t 
it is also very likely Ihal you would,l~ $()~ loforT/latloq, 
as you were lapping because Ihe deteptioi\',melthod'rrlll)'lllo! 
be exa~II'y the same as the moduilitiohm~th~f IJI\¥. in 
transmiSSIOn. • ", \ ' 1 ' 

What we arc really saying is that some reeo,tdings that 
try to detect before they record may encounter TfldulBtion 
that is hard to untangle and therefore miss some of the • 
data. There arc ways of modulutiI11; so that it makes it 
ditJicult for somehody who doesn't know exactly what your' 
technique~ are. • 

There is nothing magic ahout the. microwave link. It· is, 
certainly harder to tap into than a telephone line in that 
it is prohahly more expensive to do so, On the other side, 
it may be a hit ea,ier 10 do the tapping undetected. Also" 
microwave links typicalir carry Ihousands of channels. So 
the prohlem immediately h.!comes one of which e,hannel is 
the nne ) llU want. and how do you isolate it? • 

SUMMARY 
Certainl}' theft lit information by tapping either tele

phone lines or microwave links is technically possiqle, 
However, despite ali-Ioo-rampant scare comments about 
su~h taps as :t large rhreat to the security of computer in
formation. the security onicer should take more careful 
>Iock. Con~idering the time-f:lctor" the complexity .md the 
cost, there is ever), reason tl) feel that, if sllch a tap were 
executed. the stu"es would have to be so high as to be 
perhap\ at the level of separale governments, and the fi
n:mcial resources on a par. 

Perhaps one day these elaborate taps will be a proper 
concern to the security otlicer. In the opinion of thnse we 
talked Wilh, however. the time for concern at this level is 
nOI now. I!iI 

SECURITY WORLD wl,h" to IIdd • word of thanks to ~,~':. John 
COlgroYI (whon ar1Ic1, app.an on paga 14 of thl. ISSUQ). "J'o .,sflt 
usln brlna1n& to our ,ellders the widest f.aslble spread of inform,tion 
In this Ipecia' Computer Edition of our electronic. lind comm~nlc ... 
tlO"S Issue, he hili freely .nd Iinerou.ly alVin of hlf, tim. I' II re-
vleWlr. Particular attention wih given to, .rtkl •• , .uthor~ tro~ 
compolite Interview. and r ••• arch. which .ppe.,. without byline. 
or Interview craditl.-EO. • 
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SECRETS FOR SALE 

Industrial Spying: 
$6 Billion Dram 
on U ~Sl Business 

BY AL MARTINEZ . . 
Times Slaff Wrl,"~ 

A laser' beam fjced front an un
marked 'V~rl. stabs through the 
closed window of a building across 
the street and picks up conversa
tions iri a secret meet.ing. 

An answering serv~ce operator 
taps into a telephone line and a lnan 
in em, inconspicuous motel room lis
tens to private talks between two' 
electronics experts. 

.$ beauty operator asks seemingly 
casual questions about the kind of 
work her customer's hushand. (a 
chemist) does and sells the intel
ligence to a buyer whose identifjj' 
she may never know. 

Code names, secret drops, infiltra
tion, minicameras, spies, counter
spies, telephone bugs, blackmail, 
double agents, ,raai6'lftatiSl'rlftters .:m 
eighth the size. of a penny, parabolic 
microphones-the instruments and 
elements of espionage. .' 

But it's the kind of espionage that 
has nothing to do with military or 
diplomatic secrets. 

The .information sought is com
mercial secrets-ranging from che
:mical 'formulas worth millions to 
customer lists, from product designs 
to, fashion designs, from manufac
turing techniques to transportation 
routes. 

Both amateur and professional 
agents steal an estimated $6 billion a. 
year in ideas, information and 
materials from American businesses 
and industries, and the practice is 
becomil'lg more widespread. 

'The figure may even exceed $6 
billion, one investigator says, 11 be
C11\.iS~ like rape, a lot of cases go un
reported." 

In the I11ajcirity of instances, the 
spy if caught isn't prosecut~d. You 
can't put a roan in jail for se1ling 
ideas, and to prosecute for stealing 

secrets a company would have to 
prove that the information is a se
cret in the first place-and you can 
only do that by revealing the secret. 

Industrial Research magazine es
timates there are hundreds, poS:<;;!::ly 
thousands, of industrial espionage 
agents operating in the United 
States today. 

They are often employes or ex-em· 
ployes of the victimized firms. The 
amateurs will work in groups, the 
professional works alone. Their mo
tives can be revenge or rooney or 
both. 'J;'heir income ranges from a 

Please T'urn to Page 23, Col. 1 

few hundred dollars a job 
to a $100,000 yearly in-
eome. 

Many professional spi,es 
are former policemen gone 
a s t l' a y or unscrupulous 
p r i vaL e investigators. 
Some amateurs are homo
sexuals blackmailed into 
espionage to protect their 
reputations. 

Their victims are com
panies that produce toys, 
automobiles, fuel, electro
nic devices, drugs and che
micals, aircraft and flight 
components, fashion Wear 
and cosmetics. 

Organizations have gone 
bankrupt when trade se
crets were stolen by indus
trial espionage age n ts. 
One Los Angeles firm lost 
half a million dollars in 
sales in 90 days because of 
a stolen secret. 

California and New York 
are especially vulnerable 
to commercial espionage
probably because of their 
vast industrial output, the 
great number of firms in
volved and the intense 
com pet. i t ion between 
them. 

But they are also be
coming more aware of the 
problem, and companies 
specializing in. antiespion
age a l' e introducing a 
whole new range of so
phisticated gadgetry into 
the fight against· spying. 

The George VVackenhut 
Corp. of }<'!orida, third lar-
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gest industrial security or
ganization in the nation, 
has seen its husiness dou
ble in Jour years to an an
nual revenue of $100 mil
lion-an increase it traces 
directly to a new demand 
for anti espionage work. 

Sometimes just p 1 a I n 
honesty will trap a spy. It 
did last year in Chicago in 
what is considered to be 
t bel a r g est industrial 
espionage case in U.S. his
tory_ 

Two men tried to sell 
trade secl:ets of the Mon
santo Chemical Co. valued 
at $500 million. They of
fered them to the Stauffer 
ChemiCal Co. for $5,000-' 
al,d were turned in. . 

II1 another case, a former. 
employe of Procter and 
Gamble tried to sell the 
company's sales proj1lo
tion program and com
plete marketing for Crest 
toothpaste - which was 
valued at $1 miIlion..-to 
Colgate-Palmolive for $20,-
000. 

Colgate cooperated with 
the thief just long enough 
for him to be arrested by 
the FBI in an airport 
men's room. -

Not every case ends that· 
way. A pesticide company 
employe quit after a vi
olent argument. He. took 
with him the secret of a 
successful pesticide for
mula and a customer list 
and handed them over to 
his new employer - the 
first company'~ competi
tor. h f ' That wasn't enoug or ' 
him, however. He went 
back to his first employer 
and altered that f.ormula 
to render the product inef· 
fectual. By the time the· 
comp'any discovered the 
change in the formula, its 
business had disappeared 
and it ev()ntually went 
bankrupt. . 

While employes and for.
met employes constitute a 
good part of the industrial 
spy busines~, the~e i~ als.o 





! 



a . 'adre of professionals 
who know their wOl'k well. 

They will often infiltrate 
a rompany for the specific 
purpose of stealing its sec
rets. If an agent can't get a 
,iob there, he may pose as a 
customer, a buyer, a sales
man, a freelance writer or 
even a fire inspector. 

He will bring with him 
an assortment of minia
ture bugging devices-one 
that spikes into a wall to 
tap the conversations on 
the other side, one that fits 
into a pencil left casually 
on a desk, and a great 
number that work on tele
phones. 

If he is a high-priced 
professiol1!:ll spy he might 
even utilize a $22,000 laser 
gun mtcrophone. He fires 
the beam through a win
dow to pick up conversa
tions 300 yards away. 

Other spies have learned 
to tap computers and steal 
datd. stored in their infor
mation banks. But more 
often than not, they can 
discover what they want 
to know by just picking up 
used ribbons from electric 
typewriters, and by taking 
used carbon papers and 
r rum pIe d notes from 
waste baskets, 

Who hires the profes
sionah;'? Occasionally a 
firm that just plain wants 
its competitor's secrets. 
But also, according to a 

'Los Angeles private inves-
tigator specializing in anti
industrial espionage, it's a 
com pan y that doesn't 
know that what it is doing 
is illegal. 

Milo SnerigJio, director 
of Nick Harris Detectives, 
gets two. or three • tele
phone caUs a day from 
businessmen or industria
lists wanting his firm to 
engage in espionage. 

"It's incredible," he says, 
"Thev look upon it as just 
anotller form of marketing 
research. I tell them that 
it's espionag~ and I wonl~\ 
do. it, 

"Last week, if you can 
Imagine, we got a call 

from a funeral home to do 
undercover work in a mor
tuary." 

Aimo~t e\'ery C:Ol~'prlll:' 
would like to know what 
its co.mpetitor is c1ning, 
~periglio ~ays. 

"They figure s p .v i n g 
might be borderline but 
that it's no big dea1. Their 
logic it:; that other bu::.i· 
nesses are probahly (Laing 
it to them, so they should 
do it too. 

"When they ask us to 
spy and we turn them 
down, they almost inva1'1-
ably say, 'All right, th;'n 
who do we call?'" 

Speriglio eRtimates tIl,,' 
of those businessmen' "11' 
industrialists who r e R d 
this story, more than a 
hundred are unknowing' 
victims of spies-either 
their phones or firms al'e 
bugged, or e s p ion age 
age n t shave infiltratf'rI 
their companies. 

Even detective agenci«s 
are not immune from hp
j J spied upon, he adds .. \ 
competitor tried to plant a 
~py in his firm. The m311 
was trap.ped by a poly
graph test given to alJ 
prospective employes and 
admitted what he was 
trying to do. Speriglio 
turned his name over to 
state licensing authorities. 

"A good espionage agent 
is limited only by his ima
gination," Speriglio points 
out-an.d most of the pros 
are quite imaginative. "A 
clever one can find out 
any t h i n g he wants to 
know." 

The person who becomes 
a spy. he says, is looking 
for auick money and has 
no scruples. He is, on an 
averRge, about 25, white, 
single, without a criminal 
record, has had about a 
year of college and is ac
customed to earning about 
$8.000 a year. 

Usually, he is highly 
transient-moving in and 
out of an area fast wlien 
his work is done. He often 
gets into spying through 
association with 0 the r 
spies, and stays at 'it no 
longer than a year. 
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The average spy earns· 
from $500 to $750 a week 
for a job that usually lasts 
three inonths, But the pay 
can go higher, depending 
on the stakes. Speriglio 
knows of one who got $25,-
000 for a single effort. 

"Industrial spying," he 
says, "is one of the easiest 
crimes to commit. The spy 
is rarely caught and sel
dom prosecuted." 

What is important about 
SperigIio's jOQ is stupping 
the spy in the first place. 
That simple, yet compli
cated, act can save his 
client from being swept 
out of busine:::s. 

A company may notice 
that its sales are suddenly 
sagging or that it is 'being 
consistently underbid or 
that its .secrets are pop
ping up in products manu
factured by a competitor. 
They call on Speriglio. 

He begins by checking 
on all the company's em
ployes. He might place an 
unclercover agent irr the 
plant, thereby discovering 
who has access to what in
formation, where it is dis
cussed and where it is 
typed or otherwise record
ed. 

False information is fed 
out to discover leaks, and 
suspects are carefully fol
lowed to determine their 
contacts. 

Telephones and rooms 
are debugged. In one build
Speriglio discovered 17 
bugs-all of them on clif
f e l' en t frequencies. He 
sweeps his own office for 
listening devices once a 
week throroughly. 

Tn a not her instance, 
S peri g 1 i 0 discovered a 
tapped phone and a spy's 
effort to discover what a 
firm was going to bid on a 
high-paying contract. 

He had his client feed 
false information over the 
phone ( a bid considerably 
higher than it actually 
was), thereby frustrating 
the espionage and, even
tually, catchi!lg the spy. 



A former l:5an Francisco 
p r i vat e detective who 
asked to go unnamed ad
mits that he used an ille
gal wire tap to check on an 
employe suspected of be
ing an industrial spy and 
cleared him. 

This sam e detective, 
aware that another client's 
phone was being tapped, 
traced the culprits to an 
unexpected source - the 
]'BI. 

Speriglio says that what 
really w 0 u 1 din h i bit 
spying in the first place is 
preemployment screening: 
the use of polygraphs and 
background . c h e c k s on 
prospective employes. 

Deputy Dist. Atty. Phil
lip Halpin, a member of 
the -major frauds division 
for two years, believes 
that another way to cut 
down on the g row i n g 
pro b I e m of industrial 
espionage is to. create new 
laws. 

Presently, there is only 
one statute in California 
which covers the theft of 
trade secrets-499C of the 
state Penal Code. 

"I rejecte\i more cases 
than I prosecuted," Halpin 
says, "because they fell 
short of 499C. There's only 
a small body of law on in
dustrial espionage. It's a 
new. unsettled area." 

About the most a victi
mized company can do 
now is file civil suit in an 
effort to prevent a suspect 
firm from using the stolen 
secret for 'at least 18 
months - usually long 
enough for the victimized 
company to cash in on 
profits gleaned from the 
secret. 

In some cases, the plain~, 
,tiff may even recover da- . 
mages. In other cases, the 
legal action is dropped af
ter the year and a half. 

Industrial espionage is 
becoming more common
place, Halpin guesses, be
cause of the current profit 
squeeze, fiercer competi
tion from inside and out
side the United States, and 

soaring labor and produc
tion costs. 

Others speculate that the 
biggest stimulus to espion
age has been the tremen
dous growth in research 
and development and the 
progress in technology. 
They hold out lures of big 
money to I?e made on 
something aR small a;; a 
scientifiC' fnn1)llh 

One of the growing 
methods of espionage is 
reverse engineering. Pro
ducts obtained legally (by 
lease or purchase) or me
gally (by burglary, for in
stance) are simply disas
s e m b led by competing 
firms to determine what is 
in them and how they are 
put together. 

Unless the product is 
- obtained illegally, reverse 

engineering itself is legal. 
Whic!h is one good reason; 
Halpin suggests, why it 
has become so popular. 

"In these cases, indus
trial espionage isn't as ex
otic as it sounds. It just in
volves an engineer in a 
back room who'S an expert 
at what he's doing." 

It is mostly the ama
teurs, say s Halpin, who 
engage in cloak and dag-
ger operations. . 

"Some guy sees a mOVIe 
and gets l' e aIM i c key 
lVIouse about what he's 
doing. He'n have drop 
points, code names, the 
whole bit. 

liThe pro just goes about 
his business all alone, real
izing that the more people 
who know what he's doing 
the more chance he has of 
getting caught." 

Occasionally, a spy hired 
by one firm to steal anoth
er company's ideas will 
turn into a double agent
working for both sides at 
the same time. 

"It goes even further 
than that once in awhile," 
Halpin says. lIHetH steal a 
secret for one company 
and decide he can make 
more money peddling it 
himself. 
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"He might put it up for 
bid or just sell the same 
information four or five 
times to all the competi
torR. Or maybe, if it's an 
enUre product he's stolen, 
he'll sell it piecemeaL" 

A spokesman for the 
W a ckenhut Corporation 
predicts that the problem 
of industrial espionage 
will continue tv grow
which will increase the 
profits of his and other or
ganizations involved in 
antiespionage. 

"On the business side," 
he addf':. "I suppose that's 
good. But one regrets the 
necessity to profit from 
3uch an abuse of morali
ty." 



Security: 

Industry's 

fe'ars grow 
Eavesdropping 

rises in plants 

and board rooms 
By ADRIAN PERACCmO 

Staff Writer, 

Sc~e: the carpeted, wood·paneled 
boardroom of a large corporation in 
Manhattan. A private detective in 

. shirtsleeves passes his hands quickly 
and lightly under the polished wood 
of the conference table. He crouches 
near floor vents, takes them apart, 
and peers in thertl. He stretched up 
to acoustical tiles, removes them, 
and pats the openings. He touches 
and plucks gingerly a transmitter , 

Hackens ack Record 
July 1, 1974 

Much of the concern appears to be sponsored by th~ American Manage
justified by increases in employe pi!-' ment Association. 
fering, hijackings, and even pi~ating "A look at the growth of the pri-
of trade secrets., vate security industry is proof poii-

But as the need for tighter security tive," he said. "Sqme)5 years ago 
grows more pressing, it begins to private security lagged far hehind 
clash with the jealous~y guarded con- public or governmental security. 
cept of an .individual's right to priva- Today private security is just about 
cy. This clash has i1lready produced as large.". . 
lawsuits. . With Watergate bringing home the 

Some lengtlis to which corporate use of !?Iectronic eavesdropping and 
executives go to make sure competi- monitoring of conversations in poli
tors don't gain an edge are motivat- tics and government, businessmen 
ed by a touch of trendy paranoia realized their phones could be 
bred by the Watergate wiretapping tapped, for exa~ple, with astonish,. 
episode, sQme investigators say. ing ease, and they began to take 
Nevertheless, a vast security indus- measures to prevent that possibility. 
try is growing in the wake of all Electronic eavesdropping by any-
these fears. olle except"a law enforcement officer 

"Businessmen are developing" c..rrying a court order, is illegal'. It 
gradually a greater,awareness"of se- has been against the law ever sin,ce 
curity," say~ Robert Hair, assistant 1968, when the federal Omnibus 
,professor at· the John Jay College of Crime Control and Safe Streets Act 
Criminal Justice. Hair chaired a was passed. 
four-day seminar on corporate secu- Its illegality, however, does not 
city in New York City last week, prevent mail-order electronic houses 

that roughly one in 100 bug 

J sweeps results in anything 
____________ being found. 

vate industry, can only be 
g\lessed at. ' 

$500 for a room 

the size of his fingernail. . ,from doing a brisk business in the 
Cu~ to: 11 large stock brokerage of- } sak! of listening and recording de

fice In northern New Jcrsey. A su- vices whose minute size and ease of 
pervisor partly hidden by a frosted concealment can only qualify them 

A month ago, Pinkerton's 
Inc., the oldest private invlJsti
gating agency in the country, 
announced formation of a new·. 

Sweeping for bugs is not 
cheap. Most inVestigators 
charge about $500 to clear a 
room. "And for that, most 
agencies will only do avery, 
verysmaU room," McCrie 
said. Office suites cost consid
er.ably more. 

• glass divider reaches toward a bank as bugs. . 
of winking lights on his teleph~ne "The law hasn't tested this field 
console, He taps a button and .begms yet. so there is IjI lively sale of eaves
to Ilsten to II ph?ne conversallon. be-, dropping devices," said Robert Mc
tween one of hiS b.rokers ~cross a Crie, editor and publisher of Security 
large room and ~ clIent. Neither the Letter, a biweekly newsletter on cor
broker. nor the .chent are aware they porate security distributed. in 26 
are bemg mOnitored. countries 

Cut to: Kennedy Airport. The load- .' . . 
ing warehouse of an international Pnvate mv~stlgators are flooded 
airline. Clc}oed.circuit TV cameras each week wlt.h leaflets and. order 
peer ilown from various angles, for~ fr?m ~~Il-order companles.of
scanning cvrry move cargo loaders fer~g ,sophlsl!c~ted eaves~roppmg 
ma.l;e, panning silently in overlap. ~evlces, often w~t~ a v:arnmg that 
ping arcs 24 hours a day. some states prohibit their sale. 

The [prc!! scenes arc repeated with 
increasing frequency in private busi
ness and industry, where concern for 
security is growing to levels border
Ing on the obsessive. 

A debugging service 

Because of its nature and its ille
gality, the cxtent of bugging in prj-
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division, called Executive 
, Electronic Countermeasure 

Service-In other words, de
bugging. 

\ For an unspecified fee, elec
I tronics experts employed by 
1 Pinkerton's "sweep" offices, 

boardrooms, or whatever a 
client demands in search of 
hidden bugs, usir.g homin& de
vices to smoke them out. 

"We've. been doing it for 
years," said Henry C, Neville, 
vice·president of Pinkerton's, 
"but the demand has become 
substantial enough for us to 
have formed a separate divi
sion." 

pinkerton's officials de
, clined to say how many 

I
learches they perform, and 
lOW many of them actually 

~urn up bugs. But McCrie said. 

Some investIgators look 
upon bug $weeps with a skepti
cal, if not jaundiced, eye. They 
5 a y that in some cases, 
searching for bugs can be .. kin 
to a doctor giving a placebo 
to a hypochondriac patient, an 
expensi ve way to soothe rut· 
fled corporate nerves. 

"Hell, I know a guy who, 
when he's a little hard up for 
money, actually plants a bug 
when he doesn't find one in his 
sweeps," a Newark private 
investigator said. "The guy 
who hired him gets really up
tight then, and more th~n like
ly will call him back once II. 
month before the monthly 



meeting to check the room out 
again." 

In at least one case, being 
the target of a bug was a sign ' 
of corporate status in a New 
York corporation. An electron. 
ics expert in northern' New 
Jersey said an up-and-coming 
executive hired him to plant Ii 
b\lg in His own office. 

close the extent of the illegal 
a'Ctivities-a matter of poor 
image Ior both. 

When wiretapping cases do 
come to court, they often in-, 
volve employes who are suing 
their employers for having 
infrim;:ed upon their privacy. . 

Macy's employes in San 
Francisco filed a $13 million 
damage suit against their 
company on a wiretapping 
charge earlier this year. Ma-

states ~heril the law requires 
that an employe be warned 
before. he can be monitored, 
employers often arrange to 
have their workers sign waiv: 
ers. In other states, however, 
companies are not even re
quired to notify workers. 

'Hasn't beeh tesled yetf 

Playing one-upmanship 

The executive then would cy's said it was done as ,a way 
complain to management that to pravent shoplifting, and the 
something was wrong with his judge ruJed' in Macy's favor, 
phone. Tb, in-house security .but a civil damage suit is still 
force w'p'.: td then check his on. 

"The whole Issue of tele
phone monitoring hasn't been 
tested yet," McCrie said. 

Smith, the ACLU lawyer, 
says that telephbne monitoring 
by commercial firms is part of 
a trend of general distrust of 
employes. "We think such 
practices as wiretapping are 
gOing to increase in pnvate 
industry," he said. 

phone and find a bug. "What came out of that case 
, "See, what this man was is that wiretapping of em
doing was playing, a one-up- ployes is a very common prac
manship sort of game. You tice," saId Robert Smith. an 
know, if my office is bugged American Civil Liberties 
by the competitors and yours Union lawyer in charge of 
isn't, then I'm more important "Privacy Project" in Wash-

, tban you are. If in,..gWl!: 
Nevertheless, serio~s bug- Smith also cited the cases of 

ging is definitely going on, the J.P. Stevens Co., which 
though the public only finds was accused by the Justice 
out about it when cases finally - Department of tapping the 
come to court. In the majority phones. of two former e,m
of cases, neither the victim pl~yes 'It suspected of bemg 
nor the culprit Is eager to dis- umon organizers. 

. -. -._- The telephone monitoring ot 

Other electronic devices 
used to tigbten industria! secu
rity are not very likely td raise 

,cries of outrage from civil lib-
ertarians, however. 

Pan Am, for instance, boasts 
a virtually loolproof system of 
overlapping TV monitors scall
ning every inch of cargo load
ing areas indoor and outdoor, 
with aU the cameras feeding 
back to a central point . 

Track dOU1!'1ocation 
r employes conversations Is 
i quite common throughout the 
i country. 

Railroads and some trucking 
outfits use a magnetically cod
ed strip imprinted along the 

I n many cases, it's not side of their cabs. The strip is 
scanned by a monitor at va'~

against the law. It occupies a ious points .and a computer 
rather gray area that smacks 

A gray area 

to the layman of illegality but can track down the car's loca-
t tion at any time. 

apparently is no in violation Professionals in industrial 
of existing statutes, according security and surveillance are 

I to lega1 experts. 
" In New Jersey, the Bell not uniformly convinced of the 
: ,Telephone System lease~ mon- ,effectiveness of electronic de
. itoring devices to somll 50 eus- Yices. Gadgets are fine to help 

~uard property, they say. but 
tomets, most of them com- When it comes, to investigation 
mercial firms whose employes 
have extensive telephone con- .-and espionage or pirating of 
tact with the public. The de- 'industrial secrets, for that 

. vices make It' possible for su- matter-they prefer to use a 
pervisors to listen in secretly much older weapon-people. 
to conversation between em- "Bugging is a very ~olorful 
ployes and clients.. means of getting' inform a-

The Bell system has leased tion," said McCrie. "But it's 
these monitoring 'devices to neither the most effective nor 
some 4;500 subscribers in the the most common method 
United States-mostly large used." I 

companies and governmental Unless a bug is used in con
agencies, a Bell spokesman junction with extremely 50-
testified earlier this month at phisticated screening equip
a hearing conducted by tbe ment to filter out unwanted 
House subcommittee on tele- background noises, the quality 
,Phone surveillance. of indu~trial intelligence ob-

In New Jersey and other tained through it can be so 
\- ,'--... _-----' 
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jumbled as to make it virtual-
1y worthless, especiall), if com
plex technological processes 
are discussed. 

"When it really comes down 
to it, technical innovations can 
make the job of an investiga

,t.or much easier, but still, a lot 
of hard work is What investiga
tion is all about. It takes a 
man with experience nnd intel
ligence' to put all tbe pieces 
together," said Neville, of 
Pinkerton's. , 

A spokesman for Burns In
ternational Security Services, 
one of the largest pdvate in
vestigation agencies in the 
country, with some 36,000 em
ployes, said, "You don't re 
ne,ed bugs w en you can f n 
oUt an a wiul lot aBout a coni-
fii!bl 5Ji gamE mr§u~fi Ib]t-
Ice tras . ' 
w'h®" it comes to J?irating 
sensitive information away 
fro m competitors,' McCrie 
said, some companies turn to 
detective agencies that use 
sermingly independent em
ployment :lgencies to place 
undercover agents in the in
dustry targeted for espionage. 
. Joe Cataldi, owner of the 
New Jersey Private Investiga
tion Bureau of Hackensack, 
the largest of the state's 40{} 
primte detective agencies, has 
nOthing but contemJ;Jt for elec
tronk bugs and their users. 

"First of all, the use of a 
bu,gl; u§UaJIy the sign of an 
ama eUI'and an amaleOHs a 
PaIiiTn the taIl," Cataldi saiCi. 
~Siii"e as dangerous as 
heroin amI guns," he said

1 
"The laws governing them ar I 
not neq,rly strict enough. I ge 
requests from clients all th 
time. '!'he first word OUt 0 

their mouth is 'We want to ta 
the ladil~s' room, or the men' 
room.' So we tell them we' 
don't do that sort of thing. An~, 
they s~y, 'Who'll know abou~ 
't?' If the client insists, we 
dumpbim. j 

"When a businessman uses' 
a man to put in a tap, it can 
turn out to be a double-edged 
sword. J.t can come rigbt back 
and harm him," Cataldi said. 
"A person deceitful and un
scrupulous enough to agree to 
it won't think twice about ex
ploiting; the tap and his knowl
edge l.gainst the same person 
who hired him. If 



EXHIBIT NO. 12 
THEIT OF TRADE SECRETS 

According to a study made by the American Law Division, 
Library of Congress, theft of trade secrets is prohibited by 
statute in only three states, New York, California and New Jer
sey [copies of the statutes attached]. In other states, industrial 
espionage activities are classified under such headings as theft, 
burglary, trespass, and wiretapping. While most states have 
statutes prohibiting unfair competition or unfair trade practices, 
others include even those offenses under the broad comm,,:} law 
categories of trespass· - theft. 

New York was the : .• 5t state to pass a statute forbidding the 
theft of trade secrets, enacting the law in 1964. New Jersey and 
California passed similar laws within the next three years. All 

three of the statutes are broad enough to cover industrial or 
commercial espionage by breaches of contractual obligations of 
confidence as well as by theft or wiretapping. The statutes 
prohibit the theft or unlawful appropriation of 'trade secrets,' 
generally detined as any information of value to the owner which 
is not generally available to the public, and do not require use or 
publication of the secret information. 

Confidential business information may be protected under a 
variety of other theories, including unfair competition, commer
cial bribery, or acts detrimental to an employer. Remedies under 
these various theories may include an injunction to restrain dis
closure or use of the information, or an accounting of profits 
derived from unauthorized use. 
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INDUSTRIAL ESPIONAGE 

NEW YOR,K STATUTE 

§ 1296. Grand larceny in second degrue 
A person is guilty of grand larceny itt the second degree who, under 

drct1ln~tllnces not amounting to grand lalcc!lY in the first degree, in any 
manner specified in tllis article, steals or unlawfully obtains or appro
priates: 

1. Property of the value of more than one hundred dollars, but not 
exceeding five hllndred dollars, in any manner whatever; or 

2. Prop!'l'ty of any value, by taking the same from the person of 
another; or, 

3. A record of a court 01' officer, 01' a writing, instrument 01' record 
kept £iletl or deposited acc(}rding to law, with, or in keeping of any, pub
lic office 01' officer.! 

4. Property of any value consisting of a sample, culture, micro
organism, specimen, record. recording', document, ';:;t:awing or any other 
article, material, device or substance which constitutes, represents, evi
dences, reflects, or records a secret scientific or technical· process, inven
tion or forllluia or any phase or part thereof. A p ~ocess, invention or 
formula is "secret" When it is not, lind is not intended to be available 
to anyone other than' the owner thereof or selected persons having 'ac
cess thereto for limited purposes with Ilis consent, and when it accords 
or ma.y accord the owner an advantage over competitors or other per
sons who do not ha.ve knowledge or the benefit thereof, As amended 
L.1912, c. 164; L.1927, c. 67!}; L.1964, c. 727, eff. July 1,1964. 

1 So in original. Probably should read "; or". 

§ 1297, Grand larceny in second degree: how punished 
Grand larceny in the second degree is punishable by imprisonment for • 

a term not exceeding five years. 

NEW JERSEY STATUTE 

2A: 119-5.1 Orimes involving trade secrets; purpose of act 
It'is the purpose of this act to clarify and restate existing 

law with respect to crimes involving trade secrets and to make 
clear that articles representing trade secrets, including the 
trade secrets represented thereby, constitute goods, chattels, 
materials and property and can be the subject of criminal acts. 
L.1965, c. 52, § 1, eff. May 17, 1965. + 

H Istor/cal Note 

Title of Act: 
An Act concerning crimes nnd snp- the New Jersey.Statutes. L.l005, Co 

plementing chapter 110 of ~·itle 2A or G2. 

Larceny ~2. 
Tralle Regulation *"'311. 
C.J.S. Larceny §§ 1, 82. 

Library References 
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C,J.S. Trade-Marks, Trade-Names, 
and Unfair Competition §§ 134, 
110. 



NEW JERSEY STATUTE (Continued) 

2A: 119-5.2 Definitions 
As used in this act: 
(a) The word "article" means any object, material, device or 

substance or copy thereof, including any writing, record, re
cording, drawing, sample, specimen, prototype, model, photo
graph, micro-organism, blueprint or map. 

(b) The word "representing" means describing, depicting, 
containing, constituting, reflecting or recording. 

(c) The term "trade secret" means the whole 01' any portion 
01' phase of any scientific or technical information, design, pro
cess, procedure, formula or improvement which is secret and of 
value; and a trade secret shall be presumed to be secret when 
the owner thereof takes measures to prevent it from becoming 
available to persons other than those selected by the owner to 
have access thereto for limited purposes. 

(d) The word "copy" means any facsin)i1e, replica, photo
graph or other reproduction of an article, and any note, drawing 
or sketch made of or from an article. 

L.1965, c. 52, § 2. 

Lnl'~\'IJY C=>:!. 
Tr:1I1~ Hp,.ulntion C=>!l11. 
C.J.8. LarcellY §§ J, S:!. 

Library Reference.s 

C.J.P.. 'l'rndc-:.rnrk:<, Trn<1('-Xallll'~, 
antI Unfair Competition §§ 1:)-1, 
170. 

Words nnd Phrases (Perm.Ed.) 

2A:119-5.3 Theft, embezzlement or copying of article rep
resenting trade secret;' intent; misdemean
or 

AllY person who, with intent to deprive or withhold from 
the owner thereof the control of a trade secret, or with an intent 
to apPl'opriate a trade secret to his own use or to the use of 
another. 

(a) steals 01' embezzles an article representing a trade 
secret, or, 

(b) without authority makes 01' causes to be made a copy 
of an· article representing a trade secret, 

Is guilty of a misdemeanor, if the value of the article stolen. 
embezzled or copied, including the value of the trade secret rep
resented thereby, is less than $200.00, and of a high misdemeanor 
if such value is $200.00 or more. 

L.1965, c. 52, § 3. 
Library References 

r,ar('~n~' C=>1. :t, RR. 
'1'1'1111" Hl'j.(lllaljllll C=:>:111. 
0 .. 1.S. J.aI'Cl·II~· ~s 1 ··1, J('iX. 

C .. T.~. 'frnlh'-:'fnrk", 'l'l'l1l11'-Xnm~~. 
111111 l'lIrui!' ('Ollll'rtiti(lil §§ l:1l, 
]70. 
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NEW JERSEY STATUTE (Continued) 

2A: 119-5.4 Taldng of article represcnting trade secret by 
force or violenee; misdemeanor 

Any person who by force or violence or by putting him in 
fear takes from the person of another any article representing 
a trade secret is guilty of a high misdemeanor and shaH be 
punished by a fine of not mOl'e than $5,000.00, or by imprison~ 
ment for not more than 15 years, or both. 
L.1965, c. 52, § 1. 

T.:1I·rl'l1)" ~1, :i, RR. 
'J'mr\f' ]!'·;!lllati.,,, ~:l11. 

Library Roferences 

('..T.~. I.a!'(:cny ~§ 1-4, 7, n, 1;;8. 

C"T.R, 'rrn{1,··:'Inrl;". TI'n(lI'-"HIl1t'1'. 
nntI UlIfnil' (·.,IIIJll·titioll §~ l:J-l, 
170. 

2A: 119-5.5 Oertain defenses unavailable 
In a prosecution for a violation of this act it shall be no de

fense that the person so charged returned 01' intended to l'etul'll 
the article So stolen, embezzled 01' copied. 
L.196G, c. 52" § 5. 

LlII'N'Il~' ~~r., 
Trad,' HC'g:IIl:ltioll ~:n:;. 
C.J.~. Lal'l'llllY §~ 71, 7:!. 

Library References 

C.J.R. Trnt1I'-:.rnJ·k~, 'Tl'n(lp-"nn1('~, 
and Unfair CUIII[Il'titioll § 170, 

CALIFORNIA STATUTE 

§ 499c. Trade secrets; tIl eft; solicitation or bribery to acquire; 
plullshmentj defenses 

(a) As used in this sectiDn: 
(1) "Article" means ally object, material, device or SUbstance or 

copy thereof, including any writing, record, recording, drawing, sam
ple, specimen, prototype, model, photograph, microorganism, blue
print or mop. 

(2) "Representing" means describing, dep~cting, 0011-
taining, ronsti tuting, reflecting or recording. 

(:;) 'i·I;!.!'· :~\:c':"': . IlI I:an.,; the whole 01' nny 1'ul'l ill)) Ot' phase of 
any scientific or technical information, design, process, procedure, 
formula or improvement which is secret and is not generally avail
abJe to the public, and which gives one who uses it an advantage over 
competitors who do not Imow of 01' use the trade secret; and a trade 
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CALIFORNIA STATUTE (Continued) 

secret shall be presumed to be secret when the owner thereof takes 
measures to prevent it from becoming available to persons other than 
those selected by the owner to have access thereto for limited pur
poses. 

(4) "Copy" means any facsimile, replica, photograph or other 
reproduction of an article, and any note, drawing or sketch made of 
or from an article. 

(5) "Benefit" means gain or advantage, or anything regarded 
by the beneficiary as gain or advantage, including benefit to any other 
person or entity in whose welfare he is interested. 

(b) Every person is guilty of theft who, with intent to deprive 
or withhold from the owner thereof the control of a trade secret, or 
with an intent to appropriate a trade secret to his own use or to the 
use of another, does any of the following: ' 

(1) Steals, takes, or carries away any article representing a trade 
secret. 

(2) Fraudulently appropriates any article representing a trade 
secret entrusted to him. '. 

(3) Having unlawfully obtained access to the article, without au
thority makes or causes to be made a copy of any article represent
ing a trade secret. 

e 4) Having obtaim~d access to the article through a relationship 
of trust and confidence, without authority and in breach of the obliga
tions created by such rE.lationship makes or causes to be made, direct
ly from and in the presence of the article, a copy of any article rep
resenting a trade secret. 

(c) Every person who promises or offers or gives, or conspires to 
promise or offer to give, to any present or former agent, employee 
or servant of another a benefit as an inducement, bribe or reward for 
conveying, delivering or otherwise making available an article rep
resenting a trade secret owned by his present or former principal, 
employer or master, to any person not authorized by such owner to 
receive or acquire the same and every person who, being a present 
or former agent, employee, or servant, solicits, accepts, receives or 
takes a benefit as an inducement, bribe or reward for conveying, de
livering or otherwise making available an article representing a trade 
se~r'et owned by his present or former principal; employer or mas
ter, to any person not authorized by such owner to receive or acquire 
the same, is punishable by imprisonment in the state prison not ex
ceeding 10 years or in a cou~ty jail not r·xceeding one year, or by 
fine not exceeding five thousand dollars ($5,000), or by both such 
fine and such imprisonment. 

Cd) In a prosecution for a violation of this section it shall be no 
defense that the person so charged, returned or intended to return 
the article. 

(Added by Stats.1967, c. 132, p. 1164, § 2.) 
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CALIFORNIA STATUTE (Continued) 

Hl5,torlcal Note 
Se<:tlon 1 of Sta1s.l%7: e. 132. p. l1Sa. pro

vided: "It Is the purpose of this act to 
clarify and restate existing law with respect 
to crimes InvolvlnS' trade secrets and to 
mnke clear that artIcles representing 
trade secrets, IncludlnS' the trade secrets 
represented thereby, constitute goods, chat
tels, materIals nnd property and can be 
the subject of criminal acts." 

Former section <!99c, added by StOots. 1943, 
c. 793, p. 2580, § I, and which c,~pircd by its 
own terms September 1~, 19~5, ,,';'1S relJcnlcd 
bY Stnts.l0G3, c. 272, p. I1G3, § H. The 
former section read as follows: 

"Every person who Is guilty of the theft of 
an automoblIe tire or tires Is guilty of n 
public offense that shall be punished by Im
prisonment In the State prison for not ex
ceeding [h'e ycnrs, or by imprisonment in 
the county jail for not exceeding onC year, 

or uy a fine not to excccu fivc hunt1I·~t1 dol
lars ($;;00), or both. 

'''l'hls section shall remuin In eCfcct until 
the ninety-first dny after final a,ljournmenl 
of the Fjft~'-Slxth Hegular SCbslon of the 
Lelg-"lattll'e or until the cessation oC hostil
ities In all wars In whIch the UnIted Stntes 
Is now engaged, whIchever first occurs. 
\Vhile this section is in effect it shaH su
persede nny existIng provIsIons of law 
whIch are III con fIlet with this seetinn; but 
such provisions nre not repealed by this 
section and after this section lR no longpr 
"ffcctive shall have the same force as 
though this section hnd not bNn enacted." 

Former sectIon 499c, ndded by Stats.1909, 
C'. 35R, P. 590, § I, and repealed by S tats. 
1035, c. 27, p. 247, § 802, relatinS' to the un
Inwful use oC and to tampering With auto
mobiles, was reenacted as Vehicle Code 
§ 443 (repealed. See, 1l0W, Veh.C. § 10Sal). 

Law Review Commentaries 

EIghth Amendment rediscovered. Stan
ley::lfosk. (19CS) 1 Loyola L.Re· ... 4. 

Library References 
Larceny <ii:=02 et sel'[. 
Master alld Servant (;:;;:,18, roo, G1. 
T,'aue Regulation C=>SUI et seq. 
C.:r.S. Larceny H 1, 82. 

C.:r.S. Master nnd Servant §~ 14, 72, 80. 
C.:r.:5. Trade-l\fllrks, Trllde-Xlll11e~, alld 

Unfair Competition § 237. 

Notes of Decisions 
1. Legislative Intent 

The following statement would be con
sistent with S.B.No.69, which added this 
section In 1967: "It Is Intended that the 
blll not apply to the mobile employee who 
retaIns In his mind Infonnatlon and knOWl
edge acquired while in the employ of one 
employer and uses or gives It In service of 
a later employer. The Intent Is tCi promote 
the proper development at scientlC1c and 
technIcal trade secrets while nt the same 

time avoldJng undue restrictions on the 
avallabillty of information for which per
sons In the cOUrse ot thdr personal ex
perience have developed or acquired. Thus 
caples at articles representing trltde secrets 
'whlch are not made ut the time that there 
Is access to the article by reason of oc
cupyIng a posItion of trust and conndence 
are not Intended to be with the scope of 
the operatlon or S.B.~o.~a." Op.Leg.C'oun
sel, 19G7 A.:r. 1007; 19G7 S.:r. 1328. 
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CHAIRMAN ERICKSON: I think we will ad
journ at this time and reconvene at 1:30. 

[Whereupon, at 12:30 p.m., a luncheon recess 
was t::!ken until 1 :30 p.m.] 

AFTERNOON SESSION 

CHAIRMAN ERICKSON: Come to order, 
please. 

[Whereupon, Messrs. Bell, Kaiser, and VanDe
werker were sworn by Chairman Erickson.] 

Martin L. Kaiser, Inc., was chartered as a Mary
land-based corporation in 1965. Its initial objective 
was to establish a job shop manufacturing facility 
and provide instrumentation repair for Baltimore 
industry. Within a year's time, the company had 
developed an impressive list of clientele which in
cluded steel, plastic, material handling and brewing 
companies. 

While attempting to broaden our market area, we 
accidentally discovered the United States Army In
telligence facility at Ft. Holabird, Maryland. The 

TESTIMONY OF PANEL ON service we initially provided for this facility wa!'; the 
COUNTERMEASURE EQUIPMENT: repair of all forms of intelligence and counterintel-
ALLAN D. BELL, JR., PRESIDENT, Iigence electronic equipment. Exposure to this 
DEKTOR COUNTERINTELLIGENCE equipment resulted in the conclusion that it was 
AND SECURITY, INC; MARTIN L. generally of poor quality. 
KAISER, PRESIDENT, MARTIN L. Sev~ral proposals were made by Martin L. 
KAISER, INC.; JOHN V ANDEWERKER, Kaiser, Inc. whereby we would manufacture similar 
COMMISSION CONTRACTOR; AND products. Acceptance was almost immediate and 
BEN JAMIL, COMMUNICATIONS our intelligence and counterintelligence product 
CONTROL CORPORATION, line expanded rapidly. A few of these products 
ACCOMPANIED BY PIDLIP IEHLE. were direct field replacement units. However, the 

bulk were developed by feedback between the 
CHAIRMAN ERICKSON: Mr. Ben Jamil is not agencies and myself. This general manufacturing 

in the room. He is under subpoena, and I believe area represented <lch an interesting challenge that 
there is a statement to be made by the investigator we subsequently withdrew our efforts in the repair 
regarding Mr. Jamil who was served by the United of commercial equipment. Through word-of-mouth 
States Marshal in order to be here. advertising, our customer list grew until it included 

MR. HERSHMAN: Mr. Chairman, could we per- nearly every federal intelligence agency. By mere 
haps give him the benefit of the doubt and proceed association, our products spread downward through 
with opening statements and see if he arrives within state and local governments. 
the next ten minutes? In mid-1968 I was made aware of the existence of 

CHAIRMAN ERICKSON: We will postpone the the new Public Law 90-351. The law seemed clear 
comments regarding Mr. Jamil for a period of 20 and concise, and did not deviate much from what I 
minutes to see if he does arrive, and the record will had already established as company policy. The law 
be dealt with at that point. clearly stated that it was illegal to advertise, assem-

It is a pleasure to introduce to you the Panel on 
. ble, manufacture, possess or sell an electronic sur

Countermeasure Equipment Manufacturers. 
Mr. Allan Bell is President of Dektor Counterin- veillance device. From a purely manufacturing 
I· '. standpoint, the law was a blessing primarily because tellgence and Security, Inc. 
Mr. Martin L. Kaiser is the founder of Martin L. it built in the element of time. Also, since it 

Kaiser, Inc. restricted possession, it meant that we now had 
And with them at the table is John VanDe- only to purchase those components necessary to 

werker, a Commission contractor, who has worked produce the devices presently on order. 
as a countermeasures specialist with the govern- The law also meant, from a marketing stand-
ment. point, that it was no longer necessary to gauge mar-

Mr. Ben Jamil, who hopefully will honor his sub- ket trends or build inventories. Increased costs due 
poena, is well-known for }lis action in this area. to limited production runs could now be readily 

I believe there are Cipening statements, and if we passed on to the consumer. 
may look to the time exigencies of the circum- One of the side benefits of the law, and one 
stances that face U", I would suggest that if we can which I personally feel was of great value was that 
we try to limit our opening statements to five it frustrated, by inserting the elemo.nt of time, the 
minutes. heat of passion. It now meant that agencies and 

Mr. Kaiser, would you jJi'oceed with your open- agents had to carefully evaluate their plans con-
ing statement. cerning the use of electronic surveillance equip-

MR. KAISER: Thank you. ment. 
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For years, the issue of manufacturing prior to 
receipt of proper authorization was frequently 
brought to my attention. In most cases, the 
warnings were moot because, in agreement with the 
law, we restricted distribution of our literature; we 
never had advertised our products and we had, in 
the past, only manufactured to order. 

In 1970, we became aware of the formation of a 
Florida-based surveillance product manufacturing 
firm. This company promptly printed an expensive 
and impressive catalog devoted solely to electronic 
surveillance equipment, built a huge inventory and 
boasted of same and began a national advertising 
campaign. In short, they did everything which 1 had 
been specifically instructed not to do. 

I brought their actions to the attention of the 
Justice Department only to be advised not to at
tempt to use them as my private attorneys. At
tempts to involve both of the good Senators from 
the State of Maryland and my Congressman in this 
matter resulted in the same basic response coupled 
with a Justice request for more funds to keep their 
department operating smoothly. As you can clearly 
see from the records supplied you, the impact of 
this Florida-based company on my surveillance 
product line has been disastrous. 

We are now here before you to consider, among 
other things, the possibility of licensing or other-

wise controlling the manufacturers and users of 
electronic countermeasure equipment. Needless to 
say, I am very concerned because I clearly foresee a 
repetition of the unfair action given me under the 
Omnibus Crime Bill. 

Martin L. Kaiser, Inc., was one of the very first 
companies to make a concerted effort in the design 
and manufacture of the general-purpose counter
measure equipment, and I trust that you will agree 
with me that the need for creative development in 
this area is still essential. It is, indeed, a pity to ob
serve the influx of 'snake-oil salesman' and char
latans into the electronic countermeasure business; 
however, as it has been said for centuries, caveat 
emptor. 

The object, therefore, in my opinion, is to allow 
the marketplace to control itself. Advertising which 
contains little truth seems to be the avenue most 
used by those who wish to market a product of 
questionable attributes. Perhaps reenforcement of 
already existing regulations relating to truth in ad
vertising might prove useful. 

I am looking forward to an open and frank 
discussion of these issues. 

Thank you. 
[Material relevant to the above discussion fol

lows.) 
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MAR TIN L. KAISER, INC. 

ELECTRONIC COUNTERMEASURE EQUIPMENT 

1040 COUNTERMEASURE KIT 
The 1040 contains all the necessary "tools" 
for a complete RF and Audio survey. Kit 
includes: two 1059 general purpose amplifiers 
with headsets, 2030 carrier current probe, 
2050 CA RF locator with visual and tonal 
readouts, 2040 test oscillator, 1040-1 
general purpose microphone, 1040-2 contact 
microphone, 1040-3 tone probe, 1040-4 hot 
pack, multimeter, patch cables, tool set, 
fuse puller, two lanterns with adjustable 
focus, cable adapter set, radio (known 
noise source) and instruction manual. All 
above housed in standard 5x12x18 11 attache 
with foam insert. Insert has sufficient 
cutouts for 8010 or 8010C metal locators. 

1080D TELEPHONE ANALYZER 

The 1080D is a completely self-contained 
battery operated unit designed to counter 
alterations to telephone and intercom 
systems. Features: High gain audio 
amplifier with switchable amplification 
ratio and input impedance. RF detector 
for broadband detection from 20 kHz to 
over 500 mHz and tuneable detection from 
500 kHz to 200 mHz. Unit has tonal/visual 
readollt to pinpoint RF sources. Tone 
generator for detection of tone activated 
devices. Capacitance detection and relati":e 
measurement circuit. High voltage generator 
supplies 0-1000 VDC for detection of special 
devices. Pulse generator for capacitor 

... "i detection and locating special attacks. 
Three meters for measuring DC voltage, 

current, relative RF and capacity. Uses two standard 9 volt batteries 
and two 500 volt batteries. Supplied in standard 5x12x18" attache. 
ACCESSORIES: TAI080LE line extender. Mates 50 pin plug on standard 
key telephone to analyzer. Provides every possible pair combination. 

TAI080RAC rechargeable power pack. Installs within 
analyzer and supplies both high and low voltages. Designed for use 
where large quantity testing is done. 

PROPRIETARY INFORMATION 3/73 
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MAR TIN L. KAISER, INC. 

ELECTRONIC COUNTERMEASURE EQUIPMENT 

6060 RECEIVER SYSTEM 

The 6060 countermeasure receiver system 
is supplied with a general coverage 
receiver, high frequency converter, sub
carrier detector, panadapter, antennas, 
headset, patch cables and carrying cases. 
Receiver and aocessories are in one case 
and panadapter and accessories in the 
other. Cases are standard tlCarry Ontl 
one suiters. 
The system covers 6kHz to 1800mHz and 
has subcarrier detection from 550kHz to 
1800mHz. Subcarrier detection from 50kHz 
to 1800mHz is available with optional 
extender 6070. Input of luV gives !II 

amplit;ude display on panadapter. Receiver features field strength 
meter for accurate signal location and loudspeaker for feedback detection 
techniques. Panadapter has fixed'bandwidths of 10 and 50kHz and variable 
bandwidth ·of 60 to 600kHz. Resolution is approximately 500Hz. Variable 
vertical amplitude is either linear (10: 1), log (100:1) or log -20 DB 
(1000:1). Power is batteries for receiver, converter and sub carrier 
detector and 110 or 220 VAC 50/60Hz, 45 watts. Please specify voltage. 
AC and 12 VDC model also available. 

seD 500 SUBCARRIER DETECTOR 

Designed for detection of subcarriers 
located 6 to 1200kHz from main carrier. 
May also be used as direct conversion 
low frequency receiver with ACA/SCD 
adapter. Uses video output of R200P, 
3075, 3075A or 6060 receiver. Inputs: 
AM-FM Video (or direct RF), receiver 
audio and external BFO (if desired). 
Output: 20GO ohms to headset. Controls: 
Tuning, Vernier Tuning, Volume, AM-FM 
Dem~dulator, and Power ON/OFF. Powered 
by two 9 volt batteries. Case size 
3/4x3x5 11 • Requires VAC/SCD cables for 
receiver interconnect. 

PROPRIE7ARY INFORMATION 
STANDARr TERMS AND CONDITIONS APPLY 

3/73 
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CHAIRMAN ERICKSON: Mr. Kaiser, thank 
you. 

Mr. Bell. 
MR. BELL: Mr. Erickson, my prepared opening 

statement goes considerably beyond five minutes. I 
understand this has been provided to the Commis
sion. 

CHAIRMAN ERICKSON: Yes. I ordered on be
half of the Commission yesterday that all opening 
statements and documents are made a part of the 
record in this proceeding. So if you could sum
marize it, Mr. Bell, we'd be very grateful. 

MR. BELL: Yes. I will leave out some of the 
justification for the recommendations I make but 
touch on them briefly. 

I have addressed the law from the standpoint of 
what I perceive to be the intent, that is, what it ac
complishes for the citizens. I think the law was welI
researched and well-written, but I don't believe it 
has fulfilled the intent. And I think there are a cou
ple of basic problems with this that could be ad
d.ressed and could be overcome. 

First of all, the law prohibits two things. One is 
specific equipment designed primarily for the inter
ception of oral communications, and secondly the 
act, regardless of the equipment. 

The prohibiticn of the equipment und!!r the law 
has not resulted in the nonavaiiabiIity of equipment 
that will do the eavesdropping job for the average 
citizen or even for more sophisticated personnel. 

For every type of eavesdropping there is a legal, 
readily available piece of equipment that will fulfill 
the function. I have some examples here with me if 
the committee would care to see these. 

The problem with controlling the action is the 
problem that exists with every law, and that is the 
enforcement. 

This type of a crime is the type of crime that al
most absolutely has to be detected in the process of 
its commission. As our e.<pert on computer tapping 
pointed out today, there is no evidence which 
remains after the crime has been committed. In al
most e,,:ery other crime, there is a corpus delicti 
which results. Even embezzlement, which is a 
secret sort of stealing, ultimately leaves the funds 
which are missing as an indication that the crime 
has been committed. 

From the citizen's standpoint, there are no 
mechanisms within the federal agencies, or in most 
cases within state agencies, to allow them to get 
countermeasure surveys of their offices or their 
homes in an effort to detect the crimes under com
mission. 

So in spite of the law and the very reasonable 
prohibitions it provides, ultimately, as far as the 
average citizen is concerned, or businessman, he 

has nothing in the law or in support of the law that 
is going to fulfill the function of keeping him from 
having his information acquired. 

Traditionally, before the law and since, this func
tion has been fulfilled by private organizations, in
dividuals, entrepreneurs, that provide this service 
for a fee. And I would like to divide these up into 
three categories: sincere and effective; sincere and 
ineffective; and charlatans. 

Now, there are, of course, shades of giay in 
these, degrees of sincerity and degrees of effective
ness. 

I feel that there is legislation which is required. I 
feel there are controls which need to be exercised 
to influence the quality of what is provided the 
citizen in this very sensitive requirement he has for 
which he is paying his money. 

And I would like to run over that list of recom
mendations: 

1. Establish functional countermeasures equip
ment standards for each of three levels of capabili
ty-high, medium, and low. Establish or designate 'a 
facility for testing equipment currently manufac
tured and new equipment as it may be developed to 
determine the specific threats such equipment will 
detect or prevent and its level of effectiveness. 

2. Establish procedures whereby this testing 
facility may receive data concerning new threats in 
order that standards may be revised as required. 

3. Periodicaily publish equipment evaluation re
ports so that countermeasures services personnel, 
current and future, and the public may be informed 
of the validity of the equipment they will use or 
have used for them. 

4. Require that countermeasures services person
nel inform potential clients, in writing, of the deter
mined capabilities and limitation of the equipment 
and procedures to be used for the services they are 
offering. 

5. Require that countermeasures services person
nel and compames offering such services clearly 
state in any advertising the determined capabilities 
and limitations of the equipment and procedures 
they will use in performance of the services. 

6. Require that countermeasures equipment 
manufacturers and sales personnel provide to 
prospective buyers a written statement of the deter
mined capabilities and limitations of the equipment 
they are offering for sale. 

7. Require that any advertising accomplish~d for 
the sale of countermeasures equipment irclude a 
clear statement of the determined capabilWes and 
limitations of the equipment being offered for sale. 

8. License eavesdropping countermeasures ser
vice personnel based upon written examination in 
the manner of Federal Communication Commission 
examinaticns for radio operators. 
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The second part of the problem with the law is 
the comprehensiveness of the prohibition of posses
sion. And I believe there are several areas in which 
it is not only reasonably permissible to possess 
under control, but is advisable. 

One of these has to do with research and 
development of countermeasures equipment. It is 
with some difficulty that one researches a counter
measure to something when he is not able to lay his 
hands on the devices he is building a countermea
sure against. 

My secQT,d is one which the gentleman from 
Hewlett-Packard pointed out the need for, and that 
is a means of training individuals to comply with 
standards and requirements within their capabili
ties. 

At thE; present time, in order to train, systemati
c(:ly.·~raih, one does not have or is not allowed to 
have the equipment which could be used for a 
dynamic training process. I believe this also should 
be allowed under controls, and there are several 
others which are reflected in my last recommenda
tions here. 

But each of these, I think, would involve 
licensing, establishing of controls, and accountabili-

?"ty for specific devices for specific purposes which 
fulfill ultimately, or tend to fulfill, the intent of the 
law, and that is, bring the standards up, get the peo
ple trained, enhance the research and development 
effort in the countermeasures equipment, and in 
general attack the entire problem. 

Thank you. 
CHAIRMAN ERICKSON: Mr. Bell, I appreciate 

that very much. 
(Mr. Bell's prepared statement follows.] 

STATEMENT OF ALLAN D. BELL, JR. 

PRESIDENT, DEKTOR COUNTERINTELLIGENCE AND 

SECURITY, INC. 

I am Allan D. Bell, Jr., President and Chairman ofbhe Board 
of Dektor Counterintelligence and Security, Inc., a privately
held corporation structured to perform informational research 
and material research and development in problem areas of 
counterintelligence and security. Our products are procedures, 
techniques, training, sefvicas, and equipment. The bulk of our 
activities are directed toward eavesdropping countermeasures. 

In this opening statement I will address problems that have 
developed with the law under study by this Commission. 

First of all, let me state that I consider the law to have been 
well researched and written. It comprehensively covers the in
tended area, that is, it provides the basis for control of illegal 
eavesdropping, as defined by the law. It is sufficiently moderate 
in its approach, in recognizing the right of an individual to 
record what he can hear, just as he is allowed to photograph 
what he can see. The requirement for court order for technical 
eavesdropping by law enforcement agencies appears completely 
consistent with current interpretations of Fifth Amendment 
rights and rules of evidence. 

The problems I perceive are in two areas: (1) Execution and 
enforcement of the law and (2) restrictions on possession of 
equipment under circumstances not involving eavesdropping, 
where some modification of the restrictions may ease problems 
beyond the apparent intent of the law and, in some cases, further 
the intent of the law. 

I will address these two areas separately and will provide my 
recommendations to deal with each of them. 

First the problems of enforcement. There are two categories 
of crimes treated in the law. One has to do with devices primarily 
intended for illegal interception and the other with theact of in
terception. The first promised, at least, to deny to the average 
citizen devices which could allow him to spy on his neighbor by 
making it manifestly illegal to have anything to do with such 
devices, provided they were primarily intended for the illegal in
terception of voice communication, and thereby remove his 
means of accomplishing the act of eavesdropping. This promise 
has not been fulfilled. While it is now indeed difficult for the 
average citizen to purchase equipment primarily intended for il
legal interception, the ability of the average citizen to listen to 
his neighbor is hardly deterred. Legal equipment, openly adver
tised and sold, completely satisfies his purpose. Sllch equipment 
includes tiny 'entertainment-type' radio transmitters, small trans
ceivers, wireless intercoms, equipment for automatically record
ing telephone conversations, and battery-operated tape recor
ders. Drawing the line between devices primarily intended for il
legal interception and those not so intended depends, in part, on 
interpretations of intention. It is difficult. Justice Department 
has found it to be difficult. There are, of course, some devices 
that fall clearly into the illegal category; for example, series 
parasitic radio transmitter telephone taps. There would seem to 
be no legal purpose for these devices and they have disappeared 
from the open consumer market. On the other hand, the same 
results can be attained with legal consumer equipment. While it 
should be illegal for unauthorized persons to purchase or to pos
sess illegal devices, this element of the law alone will not signifi
cantly decrease the acts of illegal eavesdropping. 

This leads us to the secund category-the crime of the act of 
technical eavesdropping, regardless of the legality of the devices 
or equipment employed. This act, as is the case with many 
espionage techniques, is a secret crime to the fullest extent. 
Other crimes may be planned secretly, and executed secretly, 
but eventually there will be a discovery of the crime. Murder, as
sault, burglary, even embezzlement, leave glaring indications or 
absences, over and above discovery. of tools ,'Of devices em
ployed, that tell the discoverer clearly that a crime has been 
committed. The acquisition of sound leaves no such indication 
or absence. The crime of eavesdropping usually must be 
discovered in process. It is almost never discovered after the act 
has been completed. 

While some agencies of the executive branch maintain capa
bilities for the technical detection of illegal interception, none 
offer this service to the public. Some police departments have 
similar capabilities for their own in-house purposes, but again, 
they do not normally offer this service to the public. 

Since the illegal equipment provisions of the law do not 
prohibit usable equipment, and since the nature of the crime of 
illegal eavesdropping usually requires that it be detected during 
the act, and since the official agencies do not and probably can
not offer detection services, the laws offer little to the security of 
the conversations of the public sector. Rather, individuals and 
organizations tum to private practitioners of eavesdropping 
countermeasures to detect or prevent compromise of their 
private verbal communications. While this approach to security 
is feasible, the lack of controls which exists today leaves its 
validity questionable, as well. 

The public today has little or nothing available to allow it to 
evaluate either the nature of the eavesdropping threat or the 
proposed solutions. Most public knowledge derives from ficti-
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tious portrayals in motion pictures, television, and spy novels. 
Some come from the news media, which tends, in this case, to 
highlight the improbable. Thus, the public may be misinformed 
or, certainly, only partially informed concerning the eaves
dropping threat. The public has even less basis for evaluating 
eavesdropping countermeasures. 

To resolve its eavesdropping problems, the public turns \"I) so
called specialists in this field, much as a sick person turns to a 
medical specialist. While the medical specialist must have 
achieved levels of education and experience, there is currently 
no means by which the average citizen can determine com
petence in the area of eavesdropping countermeasures. 

With some types of service, it is possible to evaluate the 
results of the service provided. If one's car will not start, one has 
it repaired and one can determine if the mechanic who repaired 
it was successful in correcting the situation. When the eaves
dropping countermeasures technician performs his survey and 
announces that there are no listening devices, the client has no 
means of determining whether there are, in fact, no devices 
planted, or whether the technician is incompetent and was una
ble to find them. Unfortunately, the client who has been given 
assurance that he is not bugged may cease applying his previous 
caution with his conversations and will be the worse for having 
the service performed. 

Those persons plying the trade of eavesdropping countermea
sures services today may be categorized generally into three 
groups, with some overlap between the groups and some shades 
of grey within the groups: (I) sincere and competent; (2) sin
cere and incompetent; and (3) charlatans. The same three 
groupings may be applied to manufacturers of eavesdropping 
countermeo. .. ures equipment. 

Sincerity is a personal characteristic which is difficult to 
legislate; however, insincerity more often develops as a cover for 
incompetence. If competence is required, sincerity is more likely 
to follow. 

Competence on the part of persons who provide countermea
sures services, is based on having the required knowledge and 
the appropriate equipment. Some considerable opportunity for 
trade-offs exist between required levels of individual knowledge 
and the validity and comprehensiveness of the equipment they 
will employ. A mechanic with an ignition analyzer can tune a car 
better than a graduate mechanical engineer without one, and, in 
fact, as well as a graduate mechanical engineer with one. -fhe 
mechanic must have a basic knowledge of automotive ignition 
and must know how to employ the analyzer. The analyzer must 
be designed to fulfill its function with validity and reliability. Its 
limitations, ;f any, must be understood. In many respects, the 
same principles apply in eavesdropping countermeasures, par
ticularly when standards are to be established. It is far more 
feasible to determine the fulfillment of standards with mass
produced equipment than with individual human beings, pro
vided the fulfilled equipment standards satisfy the functional 
countermeasures requirements. 

In any event, both individual and equipment standards are 
needed, along with a means of enforcing them. The American 
Society of Testing and Materials, in its Committee FI2-70.7 has 
devoted some considerable study to this problem, particularly 
the equipment aspects of it. The Committee has addressed the 
fact that there are different levels of threat and that there should 
be identifiable levels of eavesdropping countermeasures C'mn
petence. To provide the highest leve! of countermeasures to the 
lowest level of threat becomes excessively expensive. To apply 
the lowest level of countermeasures against the highest level of 
threat is futile. 

While I recognize the need for both individual and equipment 
standards for eavesdropping countermeasures and will recom
mend necessary licensing and controls, I recognize also the 
problems inherent in establishing valid standards. In order to 
serve the public need, the standards must be sufficiently specific 

and comprehensive to assure that the various threat techniques 
are addressed. The standards must be stated infunctional terms 
to allow and promote the realization of new and better ap
proaches. They must provide for rapid modification in order that 
they remain valid in a world of dynamic technological ad',ances 
in the threat. And, finally, the standards must be based upon 
threat, existing or foreseen, not upon the problems that the stan
dards will cause a manufacturer whose equipment does not 
qualify. 

If controls can be established over countermeasures services 
and countermeasures equipment, the effectiveness of what I per
ceive to be the intent of the law, i.e., protection of the private 
conversations of the public, can be vastly enhanced. I submit the 
hI lowing recommendations to this end: 

I. Establish functional countermeasures equipment stan
dards for each of three levels of capability (high, medium and 
low). Establish or designate a facility for testing equipment 
currently manufactured and new equipment as it may be 
developed to determine the specific threats each equipment 
will detect or prevent and its level of effectiveness. 

2. Establish procedures whereby this testing facility may 
receive data concerning new threats in order that standards 
may be revised as required. 

3. Periodically publish equipment evaluation reports so that 
countermeasures services personnel, current and future, and 
the public may be informed of the validity of the equipment 
they will use or have used for them. 

4. Require that countermeasures services personnel inform 
potential clients, in writing of the determined capabilities and 
limitations of the equipment and procedures to be used for the 
services they are offering. 

5. Require that countermeasures services personnel and 
co~panies offering such services clearly state in any advertis
ing the determined capabilities and limitations of the equip
ment and procedures they will use in performance of the ser
vices. 

6. Require that countermeasures equipment manufacturers 
and sales personnel provide to prospective buyers a written 
statement of the determined capabilities and limitations of the 
equipment they are offering for sale. 

7. Require that any advertising accomplished for the sale of 
countermeasures equipment include a clear statement of the 
determined capabilities and limitations of the equipment being 
offered for sale. 

8. License eavesdropping countermeasures service person
nel based upon written examination in the manner of Federal 
Communications Commission examinations for radio opera
tors. 
The second area of consideration involves restrictions under 

the law which, in some circumstances, do not appear to be 
required to fulfill the intent of the law and may even negate in
tended results. These are the complete comprehensiveness of 
restrictions on manufacture, advertising, sale and transportation 
of eavesdropping devices. 

As the law currently exists, it appears illegal for persons or 
companies involved in research and development of e:.!.ves
dropping countermeasures techniques and equipment to 
purchase or possess devices to be used as threat models for 
development and testing. This frequently requires that counter
measures equipment be developed against hypothesis and leads 
to inadvertent oversights. It is one of the reasons some of the 
countermeasures equipment sold today is not effective or as ef
fective as it should be. 

As the law currently exists, it appears illegal to conduct an 
eavesdropping countermeasures training course on a practical 
applicat;on level. For effective countermeasures training, eaves
dropping devices are necessary in the demonstration, practical 
application, and examination phases of the instruction. We see 
the need for improving the effectiveness of cl)untermeasures ser-
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vices, yet the law greatly limits 0:':1 ability to improve the effec
tiveness of the personnel who will accomplish such services. 

Next, the law provides for sale or eavesdropping devices to ex
empted agencies and apparently approves the legal use of such 
equipment. Yet, if a manufacturer obeys the letter of the law, it 
is difficult, if not impossible, for the exempted agency to see 
what it may be buying or to witness a demonstration. The 
problem is perhaps greater when anew, better device could be 
developed. For the manufacturer to be legal, the customer is 
required to buy a pig in a poke. While larger federal agencies 
may be able to fund purchases for test and evaluation, small po
lice departments cannot. 

Along the same lines of sales to exempted agencies is the 
prohibition of manufacturing except in direct fulfillment of a 
specific purchase order from an exempted agency. Except for 
the larger federal agencies, most orders could be expected to be 
for one or two of an item. Setting up for a production run and 
testing of one or two items is expensive and the expense must be 
passed on to the exempted agency making the purchase. 

Lastly, there is a problem which affects the manufacturer sole
ly. This has to do with overseas sales. The law does not appear to 
address anything other than domestic sales. Overseas sales were 
already controlled by State Department, Munitions Board, and 
Bureau of Commerce, all of which operated in an approval or 
disapproval capacity. The restriction of sales to an exempted 
agency, in this case, appears to mean that an exempted agency 
must become ade facto wholesaler in order for an overseas sale 
to be legally consummated by a U.S. manufacturer. 

I am in complete agreement with the intent of the law to con
trol and restrict eavesdropping devices to prevent their illegal 
use, but to control in a manner which degrades the effectiveness 
of eavesdropping countermeasures equipment and service per
sonnel appears counterproductive; to control in a manner which 

greatly increases the cost to the legal purchaser seems wasteful; 
and to control in a manner which essentially prohibits export 
sales seems beyond the scope of this law. 

The following recommendations are made to provide for alter
native control provisions to deal with these problems: 

I. License individuals or companies involved in eaves
dropping countermeasures research and development, and 
provide for their purchase, registration, possession, and ac
countability of eavesdropping devices for countermeasures 
research and development purposes. 

2. License countermeasures training schools and provide for 
their purchase, registration, possession, and accountability of 
eavesdropping devices as training aids. 

3. License manufacturers of eavesdropping devices and: 
a. Establish provisions whereby licensed manufacturers and 

their sales personnel may possess registered devices for pur
poses of demonstration to the exempted agencies. Require ac
countability. 

b. Establish provisions whereby licensed manufacturers may 
make production runs and maintain shelf stock of eaves
dropping devices in order that the economics of normal manu
facturing processes may be practiced legally with these 
products. Require accountability. 

c. Establish provisions whereby licensed manufacturers may 
manufacture and ship eavesdropping devices to foreign 
destinations subject to normal State Department, Munition 
Board, and Bureau of Commerce controls, without requiring 
an exempted agency to agree to become adefacto wholesaler. 
Require accountability. 
This completes my opening statement. I will be happy to en

tertain discussion or questions on these points or any others 
which may be of interest. 
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DEKTOR TELEPHONE COUNTERMEASURES EQUIPMENT 

The Threat 

Perhaps the most insidious and least recognized method of eavesdropping 

on room conversations is the modifying of a telephone to convert it to a 

continuous listening device, even when it is hung-up. These techniques are 

known as telephone bugging, as opposed to telephone tapping, which involves 

merely the listening to on-going telephone conversations. Eavesdropping on 

telephone conversations is indeed a threat; however, far more critical. 

information is frequently uttered after the telephone call has ended. h~ile 

some care can be exercised over what is said during a telephone conversation, 

similar precautions against telephone bugging would cripple office efficiency. 

There are a variety of different techniques which may be used to bug a 

telephone, ranging from very simple to very sophisticated. Generally, the 

threat level equates to the value of the information; in any given situation, 

however, the full range must be considered as a possibility. 

Telephone Analysis 

The technique for detecting eavesdropping modifications of the telephone 

instrument is known as telephone analysis. The telephone is disconnected from 

the telephone line and subjected to specific tests to determine if modifica

tions have been made. Telephone analysis is sometimes referred to as "off

line testing," as compared to "on-line testing," in which the telephone line 

is checked to detect an in-use telephone bug or the presence of a telephone tap. 

There are three elements involved in telephone analysis: sequencing, 

detection, and resolution. Most simply stated, sequencing is the process of 

arranging the conductors exiting from the telephone in all their permutations 

so all possibilities may be tested; detection is determining that an inter

connection exists between conductors; and resolution is determining the nature 

of that interconnection. 

Dektor Telephone Analyzers inherently provide progressive sequencing for 

the two, three, or four conductors exiting from a single-line telephone. 

Multiline telephones with up to 255 conductor possibilities are handled by 

an ancillary sequencing logic unit, which will be discussed subsequently. 

There are two general approaches to the detection element. Histori

cally, detection equipment has been designed against specific telephone bugs. 

This approach has the disadvantage of presupposing that all bugging tech-
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niques are known to the design engineers and that no new techniques will be 

developed. The Dektor approach detects minor deviations from the telephone 

norm, which will occur when any usable modification to the telephone is made, 

whatever technique is or may be employed, now or in the future. The effective

ness of the Dektor approach allows us to make the following two challanges: 

1. There are some telephone bugging techniques in actual use today 

that are detectable only by Dektor analyzers. 

2. Dektor's DTA and TA-300 analyzers will detect any telephone bugging 

modification that will produce audio. Dektor's TA-200 will accomplish the 

same, with the exception of one very specialized technique. 

Resolution of the detected connection between conductors is necessary 

because there may be normal interconnections in. the telephone. The minimum 

resolution acceptable is the determining whether the detection is a normal 

interconnection. Optimum resolution will determine qualitatively and quanti

tatively the nature of the interconnection, normal or applied. Dektor's 

Digital Telephone Analyzer allows the accomplishment of the latter; the TA-300 

and TA-200 allow accomplishment of the former. 

One additional aspect of telephone analyzer evaluation is simplicity of 

operation and the degree of training, knowledge, and experience required for 

the use of the equipment. At Dektor, we engineer the knowledge and experience 

into our equipment. This avoids extensive training requirements and inadver

tent oversights on the part of the user. 

DIGITAL TELEPHONE ANALYZER (DTA) 

dektor 703 569·2900 

COUNTERINTELLIGENCE AND SECURITY, INC. 5508 Port Royal Rd., Springfield, Va. 22151 
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MODULAR TELEPHONE COUNTERMEASURES 

The Dektor Telephone Analyzers TA-300 and TA-200 are the basic components 

of economical but comprehensive modular systems for telephone analysis, far 

surpassing standard equipment for the detection of techniques for modifying 

a telephone to eavesdrop on room conversations. 

TELEPHONE ANALYZER, TA-300, containing the full Dektor detection circuitry 

(Test A and Test B), provides simplified hit resolution by means of any ex

ternal jacked-in multimeter, digital or d'Arsonal, to determine whether the 

hit is a normal telephone interconnection or an unauthorized modification. 

The remaining test and resolution functions are fulfilled by the Poly tonic 

Sweep' o1l'llpUfier PSA 250. Full expansion of the system for multi-line telephone 

capaPLlity is achieved with the final component, the Sequencing-Logic Unit 

(either model SU-400 or SU-300). 

See accompanying chart for comparison of TA-300 System with DTA and TA-200. 

'POWER: Swi tch Selected, 
120/220V AC, 50/60 Hz 

SIZE: 10.4" X 6.4" X 2.91' . 

TELEPHONE ANALYZER, TA-200, identical to the TA-300 in all other respects, 

omits the Test B function which detects the ultra-sophisticated stacked high

voltage four-layer solid-state switches exceeding 1000V breakdown voltage. 

Test A will detect such devices up to 1000V and all other techniques for tele

phone bugging. 
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- -----

The TA-200 allows an additional savings in equipment cost by acceptance of 

a calculated risk for the highest sophistication of attack. 

As with the TA-300, resolution is ac.complished by any externally connected 

multimeter and full on-line testing functions are fulfilled with the meter and 

the addition of the Poly tonic Sweep/Amplifier PSA-2S0. Expansion of the system 

for a multi-line telephone capability is economically achieved with the 

Sequencing-Logic Unit SU-300. The entire TA-200 System CTA-200, SU-300, PSA-250, 

a.nd multi-meter) will fit in one standard 5" attache case. 

See accompanying chart for comparison of TA-200 with TA-300 and DTA. 

SIZE: 
POWER: 

10 .. 4" x 6.4" x 2.9" 
Switch Selected 
120/220 V AC, 50/60 Hz 

COMPARISON OF DEKTOR TELEPHONE ANALYZERS 

OFF-LINE 
Detection Tests 

Resistances 
Capacitances 
Inductances 
Voltage Breakdown 

devices: to 1000V 
to 6000V 

Resolution Te13ts 

Vector-scope 
Resistance 
Capaci tance 
Microphonics 

ON - LINE 
Voltage 
Current 
Amplifier 
Poly tonic Sweep: 

single-tone bug 
multi-tone bug 

DTA 

YES 
YES 
YES 

YES 
YES 

YES 
DIGITAL 
DIGITAL 

YES 

DIGITAL 
DIGITAL 

YES 

YES 
YES 

TA-300 

YES 
YES 
YES 

YES 
YES 

NO 
EXT MM * 

NO 
NO ** 

EXT MM * 
EXT MM * 

NO ** 
NO ** 
NO ** 

TA-200 

YES 
YES 
YES 

YES 
NO 

NO 
EXT MM * 

NO 
NO ** 

EXT MM * 
EXT MM * 

NO ** 

NO ** 
NO ** 

* Read-out from any external jacked-in multimeter 
** Attainable with Dektor Poly tonic Sweep/Amp, PSA-250 

dektor 703569·2900 

COUNTERINTELLIGENCE AND SECURITY, INC. 5508 Port Royal Rd., Springfield, Va. 22151 
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CHAIRMAN ERICKSON: I believe Mr. Jamil 
was delayed a few minutes and has now arrived. 

Mr. JamiI, would you please come forward? 
Would you be sworn, please. 

[Whereupon, Mr. Ben Jamil was sworn by Chair
man Erickson.] 

CHAIRMAN ERICKSON: Do you have an open
ing statement? 

MR: JAMIL: Yes, it is being distributed now. 
CHAIRMAN ERICKSON: The floor is yours, sir, 

if you'd like to proceed with your opening state
ment. 

MR. JAMIL: My name is Ben Jamil and I am 
with Communication Control Corporation. 

Please forgive me for being late. The taxicab was 
late bringing me from the airport. 

CHAIRMAN ERICKSON: We can understand 
the difficulty. 

May I ask who is with you? 
MR. JAMIL: This is Mr. Phil Iehle, consultant to 

our company. 
CHAIRMAN ERICKSON: Will he be testifying 

as well? 
MR. JAMIL: Yes. 
[Whereupon, Mr. Philip lehle was sworn by 

Chairman Erickson.] 
CHAIRMAN ERICKSON: You may proceed, 

Mr. Jamil. 
MR. JAMIL: Wiretapping and eavesdropping are 

more prevalent now than ever before. One need 
only go to the friendly neighborhood electronics 
store and pick up any items that faIl into categories 
as transmitters, wireless intercoms which can be 
used for bugging, simple monitoring devices, 
parabolic microphones, wireless microphones sup
posedly used for musical purposes but are really 
used for monitoring. 

And if these items aren't satisfactory, you can go 
to a number of stores and buy a 
telephone-complete with a tap. 

Does this sound frightening? It is. Because it 
marks the breakdown of enforcement of the laws 
preventing the manufacture and distribution of il
legal bugging and eavesdropping devices. 

In our opinion, legislation is next to mealli!"!,;less. 
The passage of new laws, no matter how well

meaning, can't reaIly stop illegal surveillance. Only 
well-organized and thorough law enforcement can 
do that. The situation today is this: Anybody can 
buy an inexpensive device in anyone of perhaps 
thousands of radio, electronic, TV supply stores. 
These can be planted in an office or home and safe
ly monitored while parked blocks away. 

This same untrained nontechnician could spend 
$200 for a device known as the infinity transmitter 
which takes a few minutes longer to install. Then 

this fellow could call your telephone number from 
anywhere in the continental United States and 
listen to conversations taking place in your board 
room, your office, even your living room, without 
being detected. As you know, the telephone does 
not ring, nor does the telephone caIl register on the 
telephone bill. 

Let me assure you people that the new, good 
bugging devices we are encountering are becoming 
more and more sophisticated. We have seen facto
ries in England and the Continent that are working 
busily with extra shifts to manufacture extraor
dinarily sophisticated devices which are then 
shipped into the United States in cartons bearing 
innoncent labels like: 'Babysitter,' 'Alarm Systems,' 
'Intercoms. ' 

You probably have seen examples of clandestine 
listening devices. Our distributors have found nu
merous numbers of drop-in transmitters that broad
cast two sides of a telephone conversation, and they 
resemble, identically in some cases, the standard 
telephone mouthpiece capsules. 

Fountain pen transmitters-we saw in operation 
being manufactured in London innocent looking 
fountain pens which, when placed on an executive's 
desk, would pick up all conversations within 15 feet 
and broadcast 600 feet away to an eavesdropper 
listening in a car. 

We saw wireless microphone transmitters that 
broadcast a few hundred feet that require no batte
ries, no power whatsoever. They draw their power 
from the energy of a near-by radio or television 
broadcasting station. And these transmitters 
operate for an indefinite period of time. 

We came across a new breed of infinity-type 
transmitters which, as we said, allow the eave~
dropper to monitor the room conversa
tions-undetectable. There is no way whatsoever of 
detecting any of these infinity-type transmitters 
because they are triggered with the use of two, 
four, and six different type tones, rendering them 
completely undetectable to any piece of equipment 
in the countermeasure field. 

These are some of the few extremely so
phisticated and intricate devices, and I think the 
trend is toward even greater sophistication. I am 
sure you all have read of some of the Soviet intel
ligence in monitoring U.S. electronic intelligence 
that enters the extensive microwave relay network 
between satellites and between radio relay stations. 

The Chicago Tribune recently quoted a source as 
estimating that the number of calls monitored by 
Soviet intelligence ranged into the hundreds of 
thousands, even millions, of telephone conversa
tions. 
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The American Telephone and Telegraph Com
pany monitored millions of long-distance calls in 
the United States between 1965 and 1970 as part of 
the compaign to stop cheating on toll charges. It 
has been estimated that AT&T monitored more 
than 30 million calls in random fashion. Obviously, 
between the Soviets, AT&T, and the plain ordinary 
criminal eavesdropper, it has become increasingly 
difficult to have the luxp,"}' of a private telephone 
conversation. 

The 1968 Omnibus Crime Control and Safe 
Streets Act made it illegal to manufacture, sell, 
purchase, possess or use electronic eavesdropping 
equipment except by law enforcement bodies, and 
then only by court order. 

But the law was almost immediately watered 
down by judicial rulings allowing employers to tap 
the telephones of their employees if the phone calls 
went through a company's switchboard. I have 
heard that more rulings have effectively destroyed 
the law's intent. 

But, no matter. For how does one outlaw a 
microphone, a transmitter, an FM radio or 
receiver? How does one outlaw a tape recorder? 

Most important of all, the passage of this law was 
perhaps the single most influential factor in 
publicizing, promoting, and instigating the usage of 
bugging equipment this nation has ever known. 

When the Washington Post began its investiga
tions into the Watergate affair, Democrats were not 
able to influence the American voter that anything 
illegal or even immoral had taken place. After all, 
what was so abnormal about the leakage of infor
mation in political warfare? Is not every adult sub
ject to mysterious methods of investigation and 
scrutiny when buying insurance, when applying for 
credit, and when looking for a job? 

It was only at the climax of the Watergate affair 
that the moral implications became clear to the 
general popUlation. 

The trade magazine, Industrial Security, states 
that the average American tends to think eaves
dropping is something that happens to the other fel
low, that it could not possibly happtm to him. It is 
this naive attitude, they report, tha.t makes elec
tronic eavesdropping an easy task for the business 
or industrial spy, for the act of bugging or tapping is 
far from mysterious magic. 

They offer facts that one can be overheard in the 
privacy of one's home, office, phone booth, a street 
corner, driving in one's car, and even in a boat in 
the middle of a lake. They state that many people 
tend to disregard the threat, not only because it 
couldn't happen to them but also because they feel 
incapable of doing anything to combat eaves
dropping. Bugging equipment is on the. open mar-

keto It is cheap, effective, and there are no serial 
numbers or other markings to trace. 

My company is in business to combat the 'bug.' 
We do it in three ways: 

We design, develop, manufacture and distribute a 
whole line of equipment for the use of private, in
dustrial, and government security personnel. This 
equipment includes secure telephones, automatic 
transmitter bug detectors, telephone analyzers and 
full antisurveillance kits. We feel this is so
phisticated equipment designed to combat the elec
tronically sophisticated 'bugger'. And when I 
complete my statement I will demonstrate this 
equipment and answer questions concerning it. 

A very important part of our program is educa~ 
tion. We conduct seminars for security profes~ 

sionals in order to acquaint them with the state of 
the art in illicit surveillance techniques and antisur~ 
veillance techniques. 

We think that education is the real answer as op
posed to a better mouse trap, a better debugger, a 
more sensitive receiver or more fancy machine. 

Most people live in a quandary, in a state of con
fusion. They don't even know what they are wor
ried about. 

There are many people who feel if they hear a 
click on the telephone the phone must be tapped. 

Education is the most important weapon we have 
to acquaint people as to the exposures and what 
people can do about eaveSdropping. 

We act as consultants to numerous organizations 
in the field of electronic security. 

Certainly, my field of interest, the antisurveil
lance industry, is a sensitive one. While it has 
grown quickly in the wake of Watergate, it was not 
born there. It only received a shot in the arm from 
Watergate. And, like all rapidly growing industries, 
it is in need of regulation. 

Machine Design Magazine warned that eVen 
when one hires agencies who specialize in counter
measures and debugging sweeps, there are a 
number of unscrupulous private firms who offer 
this service and play both sides against the 
espionage fence. They advise care in hiring an 
agency for a sweep job, to eliminate the extra risk 
of a double agent moving in. 

The trade magazine, Industrial Security, also 
states: 

"I do not doubt for a moment the existence of 
the obvious-the double spy. Visualize, if you will, 
the happy hunting ground this provides for the elec
tronic private eye as he sets 'em up and knocks 'em 
down-playing both sides a);,~:nst the middle and 
each other." 

With this in mind, I would certainly welcome fair 
regulation and licensing of firms in the antisurveil-
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lance field by the proper governmental agency. I 
stand ready to cooperate with any efforts in this 
direction. 

At the same time, I would like to reiterate that 
the antisurveillance industry is a necessary industry 
performing a very important task. 

With all due deference to this Commission and 
its members, I am not convinced that legislation 
and even rigorous enforcement will end the 
'bugging' problem. Legislation and enforcement 
hasn't put too much of a dent in the narcotics and 
numerous other problems. 

Curiosity-legitimate and illegitimate-seems to 
be part of the human animal. And as long as this 
remains true, we will have illicit surveillance and a 
need for antisurveillance equipment and profes
sional antisurveillance personnel. 

At this point, with your permission, I'd like to 
demonstrate some of our equipment. 

CHAIRMAN ERICKSON: That would be fine. 
We will be very happy to have you do that .. 

MR. HERSHMAN. We will give all witnesses 
today an opportunity to demonstrate their equip
ment. 

CHAIRMAN ERICKSON: Go right ahead. We'd 
be very happy to have you do that. 

MR. IEHLE: The first piece of equipment I'd like 
to demonstrate is our Model T A 17 telephone 
analyzer. 

We feel that this is one of the finest pieces of 
telephone analyzing equipment available, if not the 
finest. It permits us to check any phone manufac
tured in the world today. 

CHAIRMAN ERICKSON: Before you testify, in
asmuch as you are assisting the Commission in 
putting together the expertise in this field-and we 
do appreciate it-would you tell us your 
background and qualifications? 

MR. IEHLE: I have been involved in electronics 
and in countersurveillance for many years. 

CHAIRMAN ERICKSON: How many years, to 
be exact? 

MR. IEHLE: About twenty. 
CHAIRMAN ERICKSON: Twenty years? 
MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: What is your educa

tional background and training? 
MR. IEHLE: My educational background is for

mal high school and specialized courses in elec
tronics and special areas. 

CHAIRMAN ERICKSON: I see. Where did you 
graduate from high school? 

MR. IEHLE: Bloomfield, New Jersey. 
CHAIRMAN ERICKSON: And following that, 

did you have further education? 
MR. IEHLE: Yes, I did. 
CHAIRMAN ERICKSON: And where was that? 

MR. IEHLE: Some of it was at Newark College. 
CHAIRMAN ERICKSON: Where? Newark Col

lege? 
MR. IEHLE: Yes. 
CHAIRMAN ERICKSON: And what did you 

study there? 
MR. IEHLE: Special electronic courses. 
CHAIRMAN ERI(:KSON: I see. And did you 

receive any degree? 
MR. IEHLE: No, I am not degreed. 
CHAIRMAN ERICKSON: How many years did 

you attend that college? 
MR. IEHLE: About the equivalent of one year. 
CHAIRMAN ERICKSON: One year's training 

there. And how many courses have you taken in 
electronics? 

MR. IEHLE: I would say about seven major cour
ses. 

CHAIRMAN ERICKSON: I see. 
MR. IEHLE: I have also designed and built very 

sophisticated audio equipment for the industry for 
many years. 

CHAIRMAN ERICKSON: Have you obtained 
patents on those? 

MR. IEHLE: I have a patent on one item. I do 
not particularly seek patents. 

CHAIRMAN ERICKSON: You maintain them 
on a secret basis? 

MR. IEHLE: I have been chief engineer and 
technical director for many major corporations as 
well. 

CHAIRMAN ERICKSON: Which corporations? 
MR. IEHLE: Livingston Electronics, Atlantic 

Recording Corporation, Ray Bender Corporation, 
and several others. 

CHAIRMAN ERICKSON: All right. I appreciate 
your qualifying yourself so that we can go into your 
testimony. 

MR. IEHLE: I am also qualified in some states 
and counties as an expert on documents. 

CHAIRMAN ERICKSON: Thank you. Will you 
proceed. 

MR. IEHLE: What I am doing is opening this in
strument, whereby we can perform a physical 
search on the instrument, and as well connect our 
analyzer to the phone. [indicating.] 

MR. HERSHMAN: Would you explain to us 
what you are doing while you are doing it, please. 

MR. IEHLE: Yes. What I am doing is checking 
the lines entering into the telephone instrument, 
connecting the analyzer to them, to read the on
hook and off-hook voltages of the telephone and 
perform many other tests on the instrument. 

My analyzer is now showing me that the on-hook 
voltage of the phone is 51.8 volts. Normal 
telephone voltages are 48 to 52 volts on-hook. The 
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off-hook voltage is shown as 5.4 volts. The normal 
off-hook voltages are 5 volts to 8 volts. 

CHAIRMAN ERICKSON: So the device that you 
use to do that is a voltmeter? 

MR. IEHLE: A digital voltmeter, yes, sir. And 
that will determine whether there are any series or 
parallel type devices that are loading down this par
ticular phone !jne. Certain devices have telltale 
signs. 

MR. HERSHMAN: Is this your Model T A 171 
MR. IEHLE: Yes, sir. 
MR. HERSHMAN: What types of devices will 

that detect? 
MR. IEHLE: Okay. The first test that we are 

looking for are parallel-type devices, be they trans
mitters or tape starters that are showing a voltage 
differential on the line, other than normal. 

The second device that we are looking for on the 
off-hook is a series device where there is a series 
transmitter tap on the line. ---------- -

The third device we look for is an infinity trans
mitter, single-tone activated. We accomplish this by 
feeding an audible frequency sweep to the phone, 
which will go through the entire spectrum. If there 
is such a device, it will trigger it. It will sound an 
alarm and show us a voltage difference on our 
meter. 

That is accomplished semiautomatically by the 
instrument. If such a device were present, it would 
trigger it the same as I would trigger it by letting my 
finger go off the switch. We'd have an alarm and 
we'd have a difference of voltage. 

The fourth test that this is performing is an alI
wire combination test, where by placing the 
telephone in the analyzer's case, which makes an 
acoustical chamber, and activating an oscillator, by 
going through the wire combinations on a switch 
and listening to the earphone, it is filtered to hear 
only the osciiIator or to hear audio leaving the 
phone that is not supposed to be leaving it. This will 
show us wire paths that are taking audio out of the 
room via the telephone that should not exist nor
mally. 

The last test that the instrument performs is a 
high-voltage pulsing which will look for switch
hook defeat mechanisms and determine whether 
they are present. 

MR. lAMIL: Might I point out that these tests 
just about cover 85 per cent of the types of devices 
normally used in industrial espionage. There are 
thousands of radio and TV stores that I referred to 
before, selling automatic starters, parallel-type 
devices that start and stop a tape recorder. These 
are sold ostensibly with legal implications and legal 
applications. There is hardly a newspaper or 
magazine that does not carry these in some mail-

order fasion. For $40 or $50, together with a tape 
recorder, you can record automatically off the 
premises two sides of a telephone conversation. 

This is just one of the tests that this machine will 
uncover. 

As far as the infinity transmitter is concerned, 
there are numerous firms who advertise and market 
this device as an alarm system. There are alarm 
systems such as the ones that are being mailed out 
unsolicited that ostensiby perform the same func
tions as the infinity transmitter. 

We feel that we have covered adequately a very 
large portion of the exposure of industrial 
espionage with this one machine. 

CHAIRMAN ERICKSON: Mr. lamil, is this a 
patented machine? 

MR. JAMIL: May I answer that question? I am 
under oath. 

CHAIRMAN ERICKSON: You are under oath. 
MR. JAMIL: I respectfully decline to answer that 

question, not having prepared an answer. But I wiII 
be happy to provide an answer at a later date. 

CHAIRMAN ERICKSON: Well, let's proceed 
with the interrogation. 

MR. HERSHMAN: May I ask what a machine 
like that costs? 

MR. lAMIL: Approximately $2,000. It is our 
program to make this machine and similar type 
machines available to our existing and new distribu
tors. We now have a number and we are adding on 
a monthly basis approximately ten disttributors who 
will carry this machine into a businessman's office 
and conduct these tests on the telephone. 

CHAIRMAN ERICKSON: You are going to put 
this in nationwide distribution? 

MR. JAMIL: We are already in the process of 
doing that, as well as exporting it. 

CHAIRMAN ERICKSON: Do you have other 
equipment? 

MR.1AMIL: I have some other equipment. 
May I add one more point. Something was said 

before that I think should be clarified. 
I believe very much in leaning heavily on reliable 

equipment, but there is a certain amount of educa
tion that has to be provided. To rely on a very good 
machine alone is foolish and perhaps very dan
gerous. The value of a physical inspection by a 
trained technician who knows what he is looking 
for is about as important as having the proper 
equipment. 

Unfortunately, there are some people who pro
vide one and not the other. 

We have another item here that we have just 
developed, which I am unable to demonstrate 
properly because of the physical conditions. But it 
is what we caIl the wiretap alert system, also using a 
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digital meter. It will reflect any change which would 
occur when series parallel, infinity transmitters, 
wiretaps, et cetera are used. This would be essen
tially the same as a T A 17 but it would operate pas
sively on a businessman's desk, perhaps even inter
rupting his phone calls should a tap be placed on 
the line. 

I'd like to point out when we talk about taps or 
bug .. we only talk about industrial espionage. We 
never consider ourselves involved in any case with 
anything resembling court-authorized taps or c.ourt-
authorized surveillance. , 

MR. HERSHMAN: Well, how does your equip
ment distinguish between illegal or court
authorized taps or bugs? 

MR. JAMIL: The equipment does not distinguish 
between the two. 

MR. HERSHMAN: Well, how do you distin
guish? 

MR. JAMIL: We distinguish. When we talk about 
countermeasure equipment and service, we are 
only in business to provide against industrial 
espionage. 

CHAIRMAN ERICKSON: This new machine 
that you have just identified-is that available for 
the public at this time? Or is that in the research 
and development stage? 

MR. JAMIL: Everything is available. Everything 
we are showing you today is now being shipped to 
the pUblic. 

CHAIRMAN ERICKSON: I see. What would be 
the cost of this device? 

MR. JAMIL: This machine will sell for $595. 
And like all our other equipment it is available 
through most leasing companies. 

CHAIRMAN ERICKSON: Most-
MR. JAMIL: Most leasing companies. 
CHAIRMAN ERICKSON: What is the name of 

this machine? 
MR. JAMIL: It is called the wiretap alert. 
CHAIRMAN ERICKSON: Do you have a model 

number on that? 
MR. JAMIL: No. 

:"" MR. HERSHMAN: I'd like to pursue the 
~uestion I asked earlier. If this equipment is availa
ble to anyone on the market-and I assume it is; 
you are in business to make money-how is one to 
distinguish again between an industrial wiretap, a 
marital wiretap, a business wiretap, or a court
authorized wiretap? I just don't understand, Mr. 
Jamil. 

MR. JAMIL: I'm sorry. The machine is designed 
to react to changes or things that are on the 
telephone line that should not be there. 

Our primary market that we cater to is con
cerned with illegal-type eavesdropping of many 

types. The nature of the man behind it we have no 
way of discerning. I thought I answered that. 

I really cannot answer for the law enforcement 
agency that may be legally or illegally eaves
dropping. That is really your problem, not mine. 

MR. HERSHMAN: The point I am trying to 
make is you don't run a background check on your 
potential customers who want to purchase these 
machines, do you? 

MR. JAMIL: No, we don't make a background 
check. 

MR. HERSHMAN: So very possibly a customer 
could be purchasing this machine to detect not an 
illegal wiretap but a court-authorized wiretap. 

MR. JAMIL: You are saying if I were selling 
Chevrolet cars and someone wanted to buy a 
Chevrolet car for a fast getaway, yes, I'd have no 
way of knowing he wanted to rob a bank. If 
someone wants to buy this to protect agaifist eaves
dropping, we tell them the limitations and features 
so they can make the decision. 

We normally advertise our products in trade 
journals, law journals, the Wall Street Journal, and 
such. We normally do not seek out those who per
haps are anxious to protect themselves against the 
long arm of the law. 

MR. HERSHMAN: The only point I was trying to 
make, Mr. Jamil, is this is a piece of machinery and 
does not have a mind of its own. It detects all 
wiretaps it is designed to detect. 

MR. J AMIL: That is right. A wiretap in the hands 
of the wrong person-yes. It would have no way of 
knowing that he had no right to use it. 

MR. HERSHMAN: I think that this panel and the 
following panel are of particular importance 
because, obviously wiretapping and bugging is 
going on in the United States today, and obviously 
it is not going to stop tomorrow. If it goes on, then, 
indeed, we need equipment to lend security to 
those who feel their proprietary information may be 
stolen. 

One thing we must confront, though, is the quali
ty of the equipment, and the actual degree or scope 
of wiretapping and bugging in the United States 
today. 

And Mr. Jamil, I was frankly astounded that your 
opening statement indicated that the scope of wire
tapping and bugging in the United States is far 
greater than I had ever imagined. 

MR. JAMIL: That is quite true. 
MR. HERSHMAN: Can you ten me how you 

know that? 
MR. JAMIL: Okay. I am glad you asked that 

question. I took a pencil and paper and I added up 
the numerous outlets for devices similar to the ones 
I just mentioned. If you like, I will mention them 
again. 
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There are 1,500 stores belonging to one radio 
chain. There are approximately 1,000 belonging to 
another. In addition to these two major radio 
chains, there perhaps are another 300 smaller radio 
store ch"'ins. 

Every nne of them carries basic items. These 
items are referred to as wireless intercoms, auto
matic . tape recorder starters, telephone monitor 
ears, telephone broadcasting devices, et cetera. 

If I were to add up these numerous stores, plus 
add to them the numerous mail-order companies 
selling the saw~ tjpe of devices, and in addition 
add the numerous importers-there is one particu
lar importer in Commerce, New YNk, that had its 
advertisement referred to as nature's bird lover's 
devices. I have an article I'd be happy to make 
available to you. 

MR. HERSHMAN: Is that a parabolic 
microphone you are speaking of? 

MR. J AMIL: I am referring to the parabolic 
microphone as well as similar tape recorder star
ters. 

Taking a pencil and paper, I add up and there are 
approximately 11,000 outlets for a host of little in
expensive devices, without any great sophistication. 
I say that this is a lot. I say that our distributors do a 
very, very good job of finding not one but two and 
three of these inexpensive devices that they come 
across on their travels. 

I don't think that the public is paranoid. I think 
that the growing concern that is coming up now is 
of a sensible, sober businessman who recognizes 
that he could not afford the exposure of having his 
conversations and vital information picked up by 
somebody else. 

Years ago, if you wanted to buy some bugging 
equipment, you'd have to spend several hundred 
dollars, and there were a limited number of outlets 
for it. Today bugs are inexpensive and they are ex
pendable. 

I hope I answered your question. 
CHAIRMAN ERICKSON: You did, indeed, Mr. 

Jamil. 
Could I ask just a few questions here? 
As I understand it, you have thes~ two pieces of 

equipment. 
MR. JAMIL: And a few others. 
CHAIRMAN ERICKSON: Oh, you have some 

others here with you. 
MR. JAMIL: Yes. 
CHAIRMAN ERICKSON: What are the other 

pieces? 
MR. JAMIL: Phil, describe it to them. 
MR. IEHLE: These are wireless detectors for bug 

alerts, as they are called. If you will give me a mo
ment just to turn them on and make sure they are 
fl!Bctioning-

MR. HERSHMAN: I wonder, could you tell us 
the approlCimate cost of this equipment? 

MR. JAMIL: These range to a few hundred dol
lars. 

MR. IEHLE: This is portable and can be carried. 
When in the proximity of a transmitter, which I am 
holding here, it will light, alerting someone to the 
fact a transmitter is present. 

CHAIRMAN ERICKSON: In short, if I were 
bugged for sound or had a body mike on and came 
up to you and you were equipped with this detector 
device, you'd know that I was recording your con
versation? 

MR. IEHLE: Yes. The same as this notebook 
which has a lamp in the end of it. 

CHAIRMAN ERICKSON: What is the secret be
hind this device? 

MR. IEHLE: It is a broad~band receiver that in
terprets any radio transmission within its parame
ters int, "\n indication which is a red light. 

CHAIRMAl-: ERICKSON: If I walked into the 
room and a radio was playing, what would happen? 
Would the red light go on? 

MR. IEHLE: Nothing. A radio is not emitting a 
frequency that this would see. If you had a trans
mitter which is a broadcasting :';tation, it would see 
it and go on. 

CHAIRMAN ERICKSON: If my little boy was 
playing with his walkie-talkie-

MR. IEHLE: It would see that as well as your 
citizen's band radio, your business band radio, any 
transmission within its parameter. 

MR. JAMIL: May I point out that this is desen
sitized equipment. It is designed to pick up a trans
mitter operating at very close range. And it will 
filter out any walkie-talkie or radio or television. 
We are not interested in finding a bug a mile away. 
I just want to' know if across the conference table 
my friend is carrying a transmitter. 

The reason we had to get to this point is because 
in the old days people would carry tape recorders 
and bug a conversation. 

CHAIRMAN ERICKSON: This is the tie-clasp 
microphone, things like that? 

MR. JAMIL: Yes-the hidden tape recorder. We 
have found the astute businessman now keeps his 
eyes open for things like that. So the next best thing 
in eavesdropping-or we refer to them as 
'cuties'-is to carry a small transmitter. These 
devices will pick up any device operating between 
30 to 500 megahertz AM or FM. 

CHAIRMAN ERICKSON: Do you have another 
device there? 

MR. IEHLE: The other device, rather than being 
a device that is just a silent alarm-we have them in 
little wooden cases that are very attractive in an of-
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fice and are not obtrusive. And they give a sonic 
alert which immediately polarizes and lets everyone 
know, including the man carrying the transmitter, 
that it has been spotted. 

CHAIRMAN ERICKSON: And this would do the 
same thing that that little light would? 

MR. IEHLE: Yes, except it tells you with an 
audible tone. 

CHAIRMAN ERICKSON: What is the name of 
the one that has the red light? 

MR. IEHLE: That is a b~lg alert, a mini-bug alert. 
CHAIRMAN ERICKSON: And these are called? 
MR. IEHLE: These are the-
MR. JAMIL: MW 1, 2, and 3. 
CHAIRMAN ERICKSON: And what would these 

sell for? 
MR. JAMIL: These all sell for approximately 

$200 to $250. 
CHAIRMAN ERICKSON: And in connection 

with developing these devices, they have been put 
together in light of the technology that has come 
about regarding this sophisticated field of elec
tronic surveillance? 

MR. JAMIL: Yes, sir. We spent a number of 
yean; finding all types of radiating devices, both il
licit and normal, legitimate type transmission 
devices. 

CHAIRMAN ERICKSON: You are the president 
of this corporation'? 

MR. JAMIL: I am now the president of the cor
poration. 

CHAIRMAN ERICKSON: And so we can fully 
appreciate the work that you have put into this, 
would you tell us what your background and train
ing and experience is? 

MR. JAMIL: Well, in 1959 I went into a business 
called the telephone business. 

CHAIRMAN ERICKSON: The what? 
MR. JAMIL: The telephone business. I was a 

marketer and promoter of different types of 
telephones for home and office. 

In 1960 I discovered that people were very curi
ous about listening to other people's telephone con
versations. And inasmuch as the laws did not exist 
that existed in 1968, it was quite legal to manufac
ture, develop, advertise and market so-called 
bugging devices and all types of monitoring 
systems. 

There were many that had very legitimate appli
cations and there were some which did not have 
what you might call legitimate applications. We 
were only merchants and did a thriving business. 

CHAIRMAN ERICKSON: What was the name of 
the company? 

MR. JAMIL: Continental Telephone Supply. 

In 1963 we became aware of a growing market 
that had existed prior to that, called a countermea
sure field. Under top security requirements, we, pro
vided radiation detectors or RF detectors or bug 
detectors. 

CHAIRMAN ERICKSON: That is the field you 
are in now? 

MR. JAMIL: That's the field we have always 
been in. 

CHAIRMAN ERICKSON: Let me go somewhat 
further into this, because what you have told us, of 
course, is of great significance. 

What is your educational background and ex
perience? 

MR. JAMIL: I studied at the University of 
Oklahoma-I'm sorry, A&M College. 

CHAIRMAN ERICKSON: Oklahoma A&M. Are 
you a graduate? 

MR. JAMIL: No, sir. 
CHAIRMAN ERICKSON: How long did you at-

tend? 
MR. JAMIL: A year-and-a-half. 
I was eight yearn at Brooklyn College. 
CHARIMAN ERICKSON: Are you a graduate? 
MR. JAMIL: No. And a year-and-a-half at 

Hunter College. And my main studies 'vere in ad
ministration and marketing. 

CHAIRMAN ERICKSON: In order to develop all 
of this rather sophisticated equipment, yeu, of 
course, had a large research and development staff? 

MR. JAMIL: No. I let the large companies do the 
.research and development. I allowed the United 
States Government to spend billions of dollars to 
develop, in the guided missile centers, the microcir
cuitry that I could market profitably for my bugging 
technique devices. I used ou.tside engineering 
firms-the best, I must add-who are able to 
package some of the devices that I market. 

I am not an engineer but I speak their language. 
CHAIRMAN ERICKSON: I see. And your chief 

engineer is with us here today? 
MR. JAMIL: That is right. 
CHAIRMAN ERICKSON: Now, just one or two 

other questions. 
These devices are devices that you and your en

gineer developed. 
MR. JAMIL: Engineers. We use outside en

gineering firms to package, develop, and produce. 
CHAIRMAN ERICKSON: What firms do you 

consult? 
MR. JAMIL: Approximately dozens of firms. 

.CHAIRMAN ERICKSON: Can you ,'":\ve us some 
examples? 

MR. JAMIL: Well, some of this WOUld be a trade 
secret. 

CHAIRMAN ERICKSON: Oh, I don't want to go 
into any trade secrets. 
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MR. JAMIL: I'd be happy to provide it if there is 
a point, at a later date. 

CHAIRMAN ERICKSON: You said this equip
ment has some limitations, or I understand your en
gineer indicated that. 

MR. JAMIL: All equipment has limitations. 
There never can be a super-duper-debugger that 
can catch everything. But there is something I tried 
to point out, that a psychological state of mind that 
a security director of a major corporation would 
employ, using the finest equipment available, a 
security discipline, and a training of the personnel 
of a company-you would at best reduce this expo
sure. 

I'd like to meet the man who says you can 
eliminate eavesdropping with the use of some new 
equipment. It cannot be done. As a matter of fact, 
at this point I'd like Mr. Iehle to bring up some of 
the more frightening things that we know we can do 
nothing about, except educate people as to how 
those work. 

CHAIRMAN ERICKSON: I'd like to hear that. 
MR. JAMIL: Mr. Iehle. 
MR. IEHLE: At present, in Michigan, I believe 

it's Senutor Brown, Vasil Brown, has three bills on 
the floor. One of them deals with a miniature com
puter that is a subpiece in a central office 
exchange, the new electronic switch exchange. 

This piece of equipment can be programmed to 
transfer calls or bridge calls to third, fourth, up to 
12 points, in addition to the call's normal path or 
normal traffic. 

This piece of equipment can also be programmed 
external of the phone company building, with use 
of a normal touch-tone telephone, knowing the 
proper code. It does not distinguish who is calling 
it; it just recognizes it is called. 

This leaves a very treacherous area unprotecteJ. 
There are oth~r devices that are built into the 

network of the telenhone companies that with 
proper code information can verify telephone lines 
or listen to telephone lines as an operator would do 
in verifying them. 

These types of devices we have no protection 
against. 

CHAIRMAN ERICKSON: May I ask this. 
In your comprehensive work in this field, did you 

come across any examples of industrial espionage 
or work that would show that there was a need for 
your countermeasures? 

MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: Have you ever had 

any experience with that? 
MR. IEHLE: Yes, in many cases. 
CHAIRMAN ER!CKSON: Many cases? With 

major companies? 

MR. IEHLE: With major blue-chip companies or 
Fortune 500 companies. 

CHAIRMAN ERICKSON: Is that a fact? And 
would you be at liberty to disclose what companies? 

MR. IEHLE: I prefer not to, sir. They can be 
documented but I prefer not to mention them. 

CHAIRMAN ERICKSON: In connection with 
this, it was industrial espionage? 

MR. IEHLE: It was industrial espionage. 
CHAIRMAN ERICKSON: And you were able to 

ascertain that this was being conducted by reason 
of the use of your machines? 

MR. IEHLE: With the use of the machines and a 
physical search. An analyzer and a physical search 
are a team. One wihout the other is not valid. 

CHAIRMAN ERICKSON: May I ask this. You 
couldn't give us the names, I understand, of these 
companies. Can you tell us how many there are 
where you found this practice being conducted? 
Would it be over ten? 

MR. IEHLE: It is difficult to tell you how many 
there were but if 1-

CHAIRMAN ERICKSON: That you found. 
MR. IEHLE: But recm;nting the past few months, 

I can say that in over sevem large organizations in 
the past six month~ I have unearthed illegal devices 
or surreptitious list~ming de'lices. 

CHAIRMAN ERICKSON: In the last six months? 
MR. IEHLE: Yes. 
CHAIRMAN ERICKSON: And these were all 

corporations that were listed in the Fortune 500 
list? 

MR. IEHLE: Most of them are in the Fortune 
500. 

CHAIRMAN ERICKSON~ Were there any that 
were not? 

MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: Well, can you tell us 

how many were not on the Fortune 500 list? 
MR. IEHLE: I would say three of them. 
CHAIRMAN ERICKSON: So that would mean 

how many were on the Fortun" 500 list? 
MR. IEHLE: It would be four. 
CHAIRMAN ERICKSON: Four? 
MR. IEHLE: This is a 'guestimate: just what I 

C'ln recall off the top of my head, sir. 
CHAIRMAN ERICKSON: And in the six months 

prior to that, did you have similar experiences? 
MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: And those companies 

again had equal standing? 
MR. IEHLE: Yes, sir. There seems to be, from 

our findings, a very large amount of surreptitious 
listening occurring in this country. 

CHAIRMAN ERICKSON: And what occurred 
when you disclosed the fact that these companies 
were being illegally surveilled? 
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MR. IEHLE: One corporation called in a federal 
agency. 

CHAiRMAN ERICKSON: The Federal Bureau 
of Investigation? 

MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: And the Federal Bu

reau of Investigation was notified? 
MR. IEHLE: Yes, sir. 
CHAIRMAN ERICKSON: Can you tell us what 

state that was in? 
MR. IEHLE: Are we allowed to disclose that? 
MR. JAMIL: We will be happy to provide this 

and other information. 
CHAIRMAN ERICKSON: I think that does fall 

within the dictates of the congressional mandate 
under which we are carrying out this investigation 
to see whether-

MR. JAMIL: May I point out at this point that 
there is a tendency on the part of some of our 
clients and the clients of our distributors to keep 
this information very confidential because they re
gard it as something to be ashamed of. 

CHAIRMAN ERICKSON: Here is the whole pur~ 
pose of the question, Mr. Jamil. We are not trying 
to violate the confidence of your client. We are just 
endeavoring to find out if the Federal Bureau of In
vestigation is doing its job. 

MR. JAMIL: No man would be more delighted to 
capitalize on some of the more unique situations 
that we have run into than myself. I am a business
man. I'd love to broadcast from the roof some of 
the names of our customers. However, I would 
destroy the credibility. 

CHAIRMAN ERICKSON: What area of the 
country? Would it be the East Coast or the West 
Coast? 

MR. JAMIL: This is an organization having of
fices both in New York, New Orleans, Houston, 
and Chicago. 

CHAIRMAN ERICKSON: It is a national or
ganization? 

MR. JAMIL: It is an organization with offices in 
more than one city. 

CHAIRMAN ERICKSON: And as I understand 
it, the Federal Bureau of Investigation was notified. 

MR. JAMIL: I believe it was notified. 
CHAIRMAN ERICKSON: Was any other federal 

agency notified that you know of? 
MR. JAMIL: I do not know of any others. 
CHAIRMAN ERICKSON: And as I understand 

it, prior to this six-month period in which he said 
there were seven examples, four of which were on 
the Fortune 500 list, the previous six months 
produced other examples of industrial espionage; is 
that correct? 

MR. JAMIL: Yes. But what we are doing is an
swering questions about aur own division. 

CHAIRMAN ERICKSON: I understand that. We 
are just trying to find out how pervasive this is. 

MR. JAMIL: I will be happy to tell you we have 
numerous distributors who run into very similar 
situations as we do. 

We had a recent case of a major food chain 
where the vice-chairman of the board could not put 
the hold button down on his phone. He called the 
phone company to claim that his phone was out of 
order. The telephone man opens the phone and out 
falls a little black box. 

The telephone company just dropped dead. He 
said, 'I don't know who it is. Don't bother me.' and 
ran away. 

The men immediately called their attorney who 
then called us. 

We then were retained to check the phones of 
the entire company. 

Well, this bizarre situation led to the discovery 
the next day of an additional seven very simple in
expensive wiretaps. A week later, as ordered, we 
came to pursue and recheck the premises. 

At that point, the chairman of the board stepped 
in and said, "Forget about it. I don't want anyone 

) hear about it. Just forget about it. Here is your 
money. Get lost. " 

So it is going to be very hard for you to get the 
kind of documentation to verify most of these 
things because people sort of tend to hide the scan
dal. 

CHAIRMAN ERICKSON: I see. 
MS. SHIENTAG: We have had other testimony 

to that effect. 
CHAIRMAN ERICKSON: Just one point here. 
As I understand it, in addition to the fact that you 

do manufacture these devices, you also assist in 
determining whether there have been illegal surveil
lances made by using your investigative force? 

MR. JAMIL: Yes. We cooperate with all our dis
tributors and provide them with additional man
power in their physical and electronic searches 
throughout the United States and Canada. 

CHAIRMAN ERICKSON: So you offer this ser
vice nationwide and into Canada? 

MR. JAMIL: Only to our distributors. 
CHAIRMAN ERICKSON: I see, to your distribu

tors. 
MR. JAMIL: Yes. 
CHAIRMAN ERICKSON: What is the training of 

the individuals that you have to conduct these in
vestigations for you? 

MR. JAMIL: The training of the individual is as 
follows. He is first brought to our office where we 
maintain a training center. Based on his 
background and knowledge, we thoroughly indoc
trinate him in a course so that when he is finished 
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he is as gaoe as he is ever going to get, provided he 
is meticulous and careful and conscientious. 

CHAIRMAN ERICKSON: Who teaches at this 
school? 

MR. JAMIL: We have Mr. lehle and a few other 
people. 

CHAIRMAN ERICKSON: I see. And you teach 
as well? 

MR. JAMIL: No, sir, I am only good for selling 
the equipment. 

CHAIRMAN ERICKSON: And you sell your ser
vice. 

If I headed a corporation and called for you to 
provide not only the equipment but the expertise to 
operate-

MR. JAMIL: We would locate the nearest dis
tributor to you and offer to not only send our man 
down with him but make sure that he got down 
there as soon as possible to check and see what you 
needed done. 

CHAIRMAN ERICKSON: Right. And you would 
give me a price for going through? 

MR. JAMIL: Our prices are relatively standard. 
We charge approximately $40 per man-hour. There 
are situations requiring one man-hour ard there 
have been situations where at one point we had to 
put in over 100 man-hours. 

CHAIRMAN ERICKSON: And the men that you 
would be providing to carry out this search would 
all be using this equipment? 

MR. J AMIL: In most cases they use exclusively 
our equipment. We do deal with some companies 
or some of our distributors who have previously 
purchased equipment from some other noteworthy 
manufacturers. 

CHAIRMAN ERICKSON: Have you sold any of 
this equipment to th<.: Federal Bureau of Investiga
tion? 

MR. JAMIL: We believe we have. We don't 
know for sure. The reason I say that is they don't 
always identify themselves. 

CHAIRMAN ERICKSON: r understand. 
I believe that's all the questions r have. 
Mr. Hershman. 
MR. HERSHMAN: Mr. JamiI, what percentage 

of searches that you do reveal wiretaps or bugs? 
Can you give us an approximate percentage? 

MR. JAMIL: I would guess that in one out offive 
searches we engage in we come across some kind of 
intrusion of privacy. 

MR. HERSHMAN: One out of five? 
MR. JAMIL: In one out of five of our searches. 
MR. HERSHMAN: And what exactly do you do 

when you discover the device? Do you examine it? 
MR. JAMIL: We first point it out to the owner of 

the premises and he makes a decision what he 

wants to do with it. In many cases they have it 
destroyed and they ask us to forget about it. 

As a matter of fact, we do not even keep files of 
the names and addresses of our clients. 

MR. HERSHMAN: So then in many cases law 
enforcement is never notified? 

MR. JAMIL: I don't know that. I have no way of 
knowing whether or not they notify law enforce
ment. 

MR. HERSHMAN: How would it affect your 
business if the Commission saw fit to recommend 
that any bug or wiretap you discovered must be re
ported to law enforcement? 

MR. JAMIL: Would you repeat that question, 
please? 

MR. HERSHMAN: I'd like to know how it would 
affect your business if you were mandated to report 
any illegal finds to law enforcement? 

MR. JAMIL: I have no way of knowing how it 
would affect the business until you actually do it. I 
would imagine that if we then were to be obligated 
to advise the customer, that if we found any tap 
we'd have to report it, I would be inclined to be
lieve that he would say, "Forget about it. Just sell 
me the equipment so I can do it myself." 

And I think we would then be in danger of creat
ing another sort of quack industry where then he 
would approach-with all due respect to the private 
investigator, you see-a private investigator who 
would keep his mouth shut, who mayor may not 
have a license, who will keep everything off the 
record. And I think you'd take that industry and 
stick it underground where you have absolutely no 
control. 

But I must admit I don't actually know what 
would happen until you do it. 

MR. HERSHMAN: Does it ever happen that you 
take the device into your possession to test it? 

MR. JAMIL: We never take the device off the 
man's premises. We have on occasion destroyed it 
for him on his premises and sometimes we are even 
allowed to remove parts of the destroyed piece to 
show in our so-called rogues' gallery of found 
devices. 

MR. HERSHMAN: Earlier I questioned you con
cerning the scope of wiretapping and bugging in the 
United States and you stated you felt it was 
widespread because there are so many outlets for 
the equipment; is that correct? 

MR. 1 AMIL: Yes. That is only one of the reasons 
why. 

MR. HERSHMAN: It seems now we discover 
another reason, and that is one out of every five of 
your searches reveals an illegal device. 

MR. 1 AMIL: You said illegal. I don't know. I said 
a device that is designed primarily to intercept his 
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conversation or record his phone calls or room con
versations. 

MR. HERSHMAN: Approximately how many 
searches do you do a year, Mr. Jamil? When I say 
'you', I mean your company and distributors. 

MR. JAMIL: That, too, is a question I'd like to 
answer after speaking to counsel. That may not be 
a question I'd like to answer at this point. 

MR. HERSHMAN: Mr. Jamil, I have looked 
through some of your advertisements, and I am 
very impressed. They reflect your marketing ability. 
However, I am a little dismayed that none of them 
reflect the limitations of your equipment. 

For example, I will quote from an advertisement 
for a 'French Disconnection' phone. 

MR. JAMIL: May I interrupt? 
MR. HERSHMAN: No, I'd like to quote from it. 
"With the turn of a knob, the WT system' auto-

matically renders any illegal wiretap, present or fu
ture, totally inoperable." 

Can any device in the world do that? 
MR. JAMIL: I don't know if any device can do 

that, but I really can't answer for what particular 
piece of equipment. It was put together by people 
in the company before I came into control, and I 
don't think I am in a position to an~wer that 
question. If you want, I'd be happy to try to locate 
one of those instruments and have it demonstrated 
for you. We do not sell anything like that. 

MR. HERSHMAN: This particular device was 
advertised under the heading of 'Communication 
Control Corporation.' 

MR. JAMIL: How old? 
MR. HERSHMAN: 1974, sir, last year. 
MR. JAMIL: I'm sorry, I can't answer for what 

took place in 1974. I build the wiretap trap and I 
market the wiretap trap, and I am not saying the 
wiretap trap doesn't do everything it says there. 
And I don't know what definition you are using for 
illegal and what definition you are using for the 
taps. I was not present when these definitions were 
set forth. 

MR. HERSHMAN: One of your recent ads says, 
"High profit potential in booming wiretap market. 
Searches out and cancels out illegal taps and bugs." 

MR. JAMIL: Yes, sir. 
MR. HERSHMAN: I'd like to know why you 

don't qualify this-and also your ad for the TA 
17-qualify these to show they do not, in fact, de
tect all types of Wiretapping and bugging. 

MR. JAMIL: Well, I am not clear on exactly 
what your question is. 

MR. HERSHMAN: It is very simple. 
MR. JAMIL: Are you saying is this a high-profit 

business? Yes, I say it's a high profit business. Any 
business where you can put in hours and earn $40 

an hour is a high-profit business. My plumber 
charged me $50 an hour, and that is a high-profit 
business, too. 

MR. HERSHMAN: You showed us your bug 
alert. I read it detects any hidden transmitter as far 
away as 20 feet. Will those, indeed i detect' any 
transmitter on the market today from a distance of 
20 feet? Yes, or no. 

MR. JAMIL: Any transmitter? No. In my opening 
statement I said there is nothing that would pick up 
any transmitter. 

MR. HERSHMAN: But that is not what it says in 
your advertisements. In your advertisements it says, 
"It detects any hidden transmitter as far away as 20 
feet." Now are you providing a false sense of 
security for the individuals who are going to buy 
this equipment? 

MR. JAMIL: No, sir. 
MR. HERSHMAN: Then why don't you say that 

this equipment is limited to the following types of 
devices? 

MR. JAMIL: You have a very good point that the 
advertising part may have a tendency to be a little 
too general, if that is your point. 

MR. HERSHMAN: That bothers me greatly, 
because I wonder if perhaps not only the advertise
ment part isn't too general but I wonder in your 
other advertisements-and I may quote, "As you 
undoubtedly know, industrial and commercial 
espionage has reached epidemic proportions in this 
country." I wonder if we are not trying to instill 
fear in today's society that there is so much bugging 
going on that this equipment is almost mandatory 
for every household. 

MR. JAMIL: You may be absolutely right. 
Maybe there is no bugging going on and maybe we 
are all getting excited about it. All I know is that 
there are numerous situations where people are 
concerned about their privacy. We are finding 
bugs. There are numerous manufacturers. There 
are hundreds and hundreds of people in the coun
termeasure field. 

If you are implying that the industry or the busi
ness does not exist, you may be right. That makes 
approximately 100 million people hav~ng dreams. 

MR. HERSHMAN: I share your fears of illegal 
wiretapping and bugging, but I am just as fearful of 
overkill. And it seems to me some of your adver
tisements and some of your statements concerning 
the scope of illegal wiretapping is overkill. 

I'd like to suggest, sir, that we conducted a sur
vey where we talked to some of thlc most reputable 
debugging firms, very technically qualified-.we 
have talked to them all over the country, and not 
one of them has a rate of discoveryanywnere close 
to yours. Normal rates of discovery are less than 5 

1422 



per cent. You discover one in five. Why? Are you 
better? Is your equipment better? 

MR. JAMIL: Either my equipment is better or 
that is not true. However, if you like, you are in
vited to come along with us. We conduct with our 
distributors numerous sweeps on a daily basis. You 
are invited to come along. 

MR. HERSHMAN: I accept that. I would like to 
not only come with you but I'd like to stay with you 
until you find something. And I hope that occurs 
before the Commission has issued its final report. 

CHAIRMAN ERICKSON: Judge Pierce. 
MR. PIERCE: I have no questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENT AG: No questions. 
CHAIRMAN ERICKSON: Professor Blakey? 
MR. BLAKEY: No questions. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: No questions. 
CHAIRMAN ERICKSON: All right. 
[Material relevant to the above discussion fol

lows.] 
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The most advanced and sophisticated. 
detection equipment developed to date, this 
new analyzer quickly detects wiretaps on 
any telephone line or instrument-any 
combination of wires-any interconnect or 
Bell system . .. regardless of the number 
of connectors. 

Where other equipment would require hours or even 
days to check out a complex installation for an office 
oran entire building, the TA 17 completely debugs 
the system in minutes ... regardless of the number of 
trunk lines, extensions, or complexity of the 
equipment. 

CHECK THESE FEATURES 

• Tests-without any external attachments-single 
line, 5-line key sets, all call directors, speaker 
phones, hand-free phones, logic 10 phones, logic 20 
phones, pi us any and all interconnect type phones 
or systems. 

• Tests every wire combination for audio. 

• Includes digital voltmeter readout. 

• Tests all line pairs for triggered devices (high 
voltage and tone) 

• Provides automatic tone sweep with automatic 
disconnect/alarm. 

• Fast ... takes less than 20 minutes for complete 
test of 5-line key set. 

• Portable in handsome attache case 
• 14 x 10x 3 inches· 20 Ibs. 

This advanced test set answers the need for thorough, 
effective, medium-priced eqllipment to detect 
ciandestine wiretaps on your telephone line or 
instrument. The result of many years experience in 
designing, manufacturing and using previously 
available equipment, its semi-automatic operation 
allows over 120 individual tests to be performed on a 
5-line key set in less than 20 minutes. 
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TEST DETAILS 

1. Line voltage off hook 
This test allows the operator to measure the line 
voltage while the telephone is off hook (in use 
condition). Certain devices attached to the 
telephone lines or in the instrument itself alter 
the normal voltage and thus maybe detected. 
The voltage is read to within .1 volt on a digital 
voltmeter. 

2. Line voltage on hook 
Similar to the off hook voltage measurement. 

3. Tone Sweep-
This test automatically sweeps an audio t~me to 
activate any devices such as the infinity 
transmitter (harmonica bug) which may be on 
the line or in the telephone instrument itself. 
Tone disconnects from line and alarm sounds if 
such a device is present. To prevent others in 
the building from knowing that the lines are 
under test, the tone is removed and the alarm 
sounds if someone picks up a phone using that 
line to call out or to answer an incon'iing call. 

4. Audio listen-all line pairs 
Allows the operator to determine if the 
hookswitch inside the telephone has been 
compromised. The hookswitch normally 
disconnects the telephone from the outside line 
when the phone is put back on the cradle. 
Defeating the hookswitch allows the 

APPROXIMATE TIME FOR TESTS 
(in minutes) 

Test 

(a) Set-up Time 
(b) Voltage OFF Hook 
(c) Voltage ON Hook 
(d) Tone Sweep 
(e) Line Listen 
(f) High Voltage 
(g) All Wire audio listen ON line 
(h) All Wire audio listen OFF line 

TOTAL TIME 

Single 
Line 

2.0 

.5 

.5 
2.0 

.5 
1.0 

.5 

.5 

6.5 

SUne 

eavesdropper to listen to the room conversation 
while the telephone is not in use. For this test 
and Test 5, the phone is placed in the TI3 
carrying case with an accurate-frequency 
acoustic generator. A filter in the audio circuit 
is tuned to receive only this tone, making the 
test more sensitive and faster to perform. 

5. All wire listen, on line 
This test automatically compares each individual 
wire to all other possible wire combinations to 
detect room conversation being transmitted 
through the telephone wires. In thEf 6 button 
business telephone there are 1,275 combinations 
while in the 18 button call director there are 
11,628 such combinations, in the 29 button call 
director there are 31,125 combinations (which 
takes 5 minutes). The wire being tested is 
identified by a numeric display. All 50 wires and 
the phone plug cover of a 5 line key phone are 
tested in less than 1 minute. 

6. All wire /isten, off line 
A more sensitive test than on line, and provides 
added assurance of detecting certain techniqUes. 

7. High Voltage pulsing 
This allows the telephone Instrument to be 
tested for hookswitch defeat methods which 
utilize remote triggered voltage controlled 
devices to pass room conversation to the 
eavesdropper while the telephone is "on-hook." 

17 L1n~ 29 L1n~ loglc-10 logic 20 . 
Keycet Set Set lIyalom-S3Q\ syslem-831 

2.0 2.0 2.0 2.0 2.0 

.5 1.5 1.5 1.0 1.5 

.5 1.0 1.5 .8 1.0 

10.0 34.0 48.0· 18.0 34.0 

.5 1.5 2.5 1.5 1.5 
1.0 1.0 1.0 1.0 1.0 

1.0 3.0 5.0 2.0 3.0 
1.0 3.0 5.0 2.0 3.0 

16.5 44.0 66.5 28.3 47.0 
"It the telephone number appears on extension phones, It Is only necessary to check that line once. 
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SPECIFICATIONS 
Weight: 18 Ibs. 

Size: 14 x 10 x 3 Chassis (14 x 10 Face panel). 

Case: Holds TA 17 and all accessories, 6 x 12 x 17 inches, 
cowhide exterior. 

Accessories: Three (3) 5 foot, 50 lead phone cable with 
amphenol connectors. 
One (1) Acoustic tone generator 
One (1) Attache case, 6 x 12 x 17 with 

cable notch 
One (1) Headset 
One (1) Jones to clip lead cable 
One (1) Operating Manual 

Power Requirements: 110 or 220 Volts ac, 50 or 60 Hertz. 

COMPLETE INSTRUCTION MANUAL 
comes with every TA 17 model. 

This 28 page manual provides in easy-to-read step-by-step instructions all 
the information you need to be an expert on the operation of the TA 17 test 
set. You need no previous technical training. And eee gives you all the 
professional back-up you may ever need. 

Diagrams included give a clear picture of typical wiring circuits. 

CONTENTS-------------------------------------------------------------, 

Section I-General Description 
Purpose of Equipment 
Component Parts 

Section II-Theory 
Line Voltage off Hook 
Line Voltage on Hook 
Tone Sweep 
Wire Combination Test (WCT) On line 
Wire Combination Test (WCT) Off Line 
High Voltage pulsing 
Listen On line 

Section III-Operating Instructions, Single-Line 
Telephones . 

General Hook-up Instructions 
Line Voltage, Off Hook 
Line Voltage, On Hook 
Tone Sweep, On Line 
"All Wire Listen, On Hook, Off Line 
High Voltage pulsing, On Hook, Off Line 

Section IV-Operation ':'structions-Multiline 
Telephones 

General Hook-Up Instructions 
Line Voltage, Off Hook 
Line Voltage, On Hook 
Tone Sweep, On Line 

Wire Combination Test (WCT) On Hook, Off Line 
High Voltage Pulsing, On Hook, Off Line 

Section V-Call Concentrators 

Section VI-Test Procedure For Testing Multi-Line 
Phones With No Connector 

General Hook Up Instructions 
Line Voltage, On and Off Hook 
Tone Sweep 
Listen Test 
High Vqltage Pulsing, On Hook, Off Line 
Wire Combination Test 

Section VII-Conditions Indicating Eavesdropping 
Devices 

Line Voltage Off Hook 
Line Voltage On Hook 
Tone Sweep 
Wire Combination Test (WCT) 
High Voltage Pulsing 

Section VIII-TA-17 Troubleshooting 
No Display 
Volts Position-Incorrect Reading 
Tone Sweep 
Amplifier 
Wire Combination Test (WCT) 
High Voltage Pulsing 
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OTHER EXCLUSIVE CICC TELEPHONE SECURITY EQUIPMENT & SERVICES 

With purchase of any CCC Equipment you receive The Practical Guide to Wiretap & Bugging Countermeasures, 
an invaluable, practical reference for both laymen and professionals. 

REPRESENTED BY: 

WIRETAP DEFEAT SYSTEM MARK IV 
Detects and defeats illegal wiretaps which may be on your line right 
now •.. or which may be added at any time in the future. 
The Mark IV extends the eee security system to all four lines of a 
5-button phone. It clears not just one line but any of the four tines 
in use. 

Also knocks out telephOi18 operated room "bugs." Easily portable 
for use at office or home. 

BUG ALERT (EJ4) 
Detects hidden transmitters up to 20 feet away. You can tell at a 
glance whether your conversation is being "bugged" for transmission 
to an outside person or recording device. 

Compact, Ultra-sensitive instrument gives you immediate warning when 
someone wearing a bugging device enters your presence. The 
warning is given visually and audibly, and either signal can be turned 
off to avoid detection. 

Compact, unobtrusive, disguised as a smart cigarette box, it is 
portable for handy use anywhere. 

TRANSMITTER DETECTOR KIT 
An invaluable aid in the detection of unauthorized transmission. Model 
C seeks out any signal being transmitted; and Model A verifies the 
results. The two units are an unbeatable combination providing 
flexibility, accuracy and consistently high performance. Available 
individually or together. 

WIRETAP TRAP 
Revolutionary new eCG telephone unit has its OWn built-in wiretap 
defeat system. 

The concealed WIRETAP TRAP automatically detects and cancels 
out illegal wiretaps now on your phone or lines ... or which may 
be added later, knocks out any telephone operated room "bugs," and 
helps prevent clandestine tape recordings of your phone conversations 
by automatic devices or hUman eavesdroppers. 

Also lets you know if someone is trying to eavesdrop illegally on 
your conversations . 

• Works like a regUlar phone and 
• Gan be used on any telephone line anywhere in the world. 

TELEPHONE SECURITY SEMINARS 
CGC regularly conducts workshop seminars on current techniques of 
tapping telephones or "bugging" rooms .•• and the countermeasures 
available today. Simple, step-by-step discussions make every point 
clear for both lay people and technicians alike . 

. ON-SITE SECURITY INSPECTIONS 
Electromagnetic and radiation "sweeps" of rooms and telephone lines 
and instruments detect and locate taps or "bugs" in your office 
or home. This physical search can cover a single room or an entire 
building. All work done with absolute confidentiality. 

. . . ~~ I COMMUNICATION CONTROL CORPORATION 
441 LEXINGTON AVENUE' NEW YORK. N.Y. 10011: ' 

, 212/682-4637· Cable Address; "ANT/TA~S '. Telex 425313 4 
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Through an electronic breakthrough, this 
advanced equipment both detects and 
locates "bugs." 

_ -:- Model MW 2 detects and alerts you to the existence of 
-- a-bugging device concealed on a person who enters 

your presence or that Is plarfted in your room. It gives a 
warning by sound and light that your conversation is 
being transmitted to someone else or to a recording 
device outside the room. 

Either signal-sound or light-can' be turned off at your 
discretion to avoid detection. 

In addition to alterting you to the presence of a "bug," 
Model MW 2 can also be used to locate a bugging 
device hidden in your room. The sound signal grows 
louder as you get closer to the transmitter. 

Inconspicuous, Model MW 2 Is concealed in a smali, 
walnut cigarette box which can be left right on your 
desk or placed in a drawer. It looks like a regular 
desk accessory. 

Easily portable, you can use the unit at your offIce, 
home or on your travels-wherever you want to be 
certain of the privacy of your conversations. 

DISTRIBUTED BY 
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MR. HERSHMAN: Mr. VanDewerker, you have 
had years of experience with the Federal Govern
ment in the countermeasures area. You have used a 
variety of equipment, and I respect your 
knowledge. 

Are you familiar with devices such as this bug 
alert? 

MR. V ANDEWERKER: Mr. Hershman, I am 
familiar with the technology and electrical com
ponents which are contained within the bug alert 
system. 

CHAIRMAN ERICKSON: How effective is the 
bug alert? 

MR. V ANDEWERKER: In a given situation, it 
may operate to detect a modestly high-powered 
radio device if it is within the proximity of the 
transmitter, and also if the detector has the proper , 
frequency response. But these are only a few of the 
electrical parameters. 

MR. HERSHMAN: Would you say it is effective 
perhaps against only the most unsophisticated type 
of transmitter? 

MR. V ANDEWERKER; The sophistication of a 
transmitter may be one of the determining factors 
in its size, as well as a number of other parame
ters-for example, the modulation. techniques in
volved, and things such as that. 

Therefore, a sophisticated transmitter where the 
sophistication is in size only, and not in the power 
emitted or in the particular modulation technology 
of that device-the bug alert could detect it if it 
were in a relatively quiet RF background environ
ment and if also the device was in some proximity 
close to the transmitter. 

MR. HERSHMAN: Can you tell us-and I don't 
want to belabor your knowledge, but can you tell us 
what a typical bug alert would contain as far as its 
components are concerned? 

MR. V ANDEWERKER: The components in the 
bug alert as well as in most other field-strength 
measurement devices are typically a wide band or 
video diode solid-state device, and some amplifica
tion, which might be a small operational LSI ampli
fier or even just a few transistors. 

The mechanism for displaying the amount of 
energy received is varied. It might be the simple il
lumination of a light as an example of the bug alert, 
or it might be the stimulation of a meter on the face 
of the equipment to indicate some relative power 
measurement. 

But the total number of components is usually 
relatively few. It is a very simple device, and has 
been around for many, many years. 

MR. HERSHMAN: Do you have any idea what 
these components would cost in this device? 

MR. V ANDEWERKER: It really depends. A 
crude system might cost as little as $5. A more so
phisticated detection device, sophisticated in its 
means of presentation of the information, might 
cost as much as $50 to $100 if it contained 
elaborate meters and various controls. 

MR. HERSHMAN: And have you seen some of 
these devices for sale on today's market? 

MR. V ANDEWERKBR: Certainly. These devices 
are quite popular on today's market and form the 
basis of themiffer technology -

MR. HERSHMAN: What do they cost, Mr. Van
Dewerker, on the market? 

MR. V ANDEWERKER: If you buy a field
strength measurement device sold for amateur 
radio purposes, it might sell for $30.00. However, if 
you buy a similar device with the same capability 
for debugging, that device might cost $300 or $400. 
There are several, however, that are sold in the 
$150 range. 

MR. HERSHMAN: And do you know of any bug 
alert that exists in the world today that will detect 
any hidden transmitter as far as 20 feet away? 

MR. V ANDEWERKER: Most certainly not. I 
have worked with some very sophisticated field
strength measurement devices, and there is ne 
guarantee whatsoever. In fact, among professional 
circles, the field-strength measurement devices are 
usually a supplement to the more sophisticated 
professional equipment used by sweep teams. 

MR. HERSHMAN: And so if I am a businessman 
who fears that my conversations may be overheard 
and I buy a bug alert, perhaps one of the Communi
cation Control Corporation devices-although I 
want to mention that there are many, many bug 
alerts on the market aside from Mr. Jamil's 
product-if I buy one of these after looking at an 
advertisement that suggests that it is foolproof and 
can detect anything, and I use that knowing that my 
conversations then will not be overheard, I am 
deluding myself, aren't I? 

MR. V ANDEWERKER: That is correct. You 
might consider that a form of cosmetic security. 

MR. HERSHMAN: I'd like to read from a news 
article in the Daily News, December 2, 1974, 'Rape 
of Privacy.' And this is an article which Communi" 
cation Control Corporation distributes with some of 
its advertisements. It is an article solely about Com
munication Control Corporation. I will quote a 
paragraph: 

"Besides their bug alert, which is placed in a desk 
drawer, they tout a room debugging kit which can 
detect a bug hidden anywhere in a room. 'Like our 
antiwire tap devices, it gives you two options: you 
find and remove the bug or leave it on to fool the 
bugger'." 
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Do you know of any room debugging kit which 
can detect a bug hidden anywhere in a room? 

MR. V ANDEWERKER: No, I do not. 
MR. HERSHMAN: Any commercially available? 

I wiII limit it to that. 
MR. V ANDEWERKER: No, not only commer

cially available but I would include equipment 
available on a restricted basis. There are no equip
ments that can reliably provide that capability. 

MR. HERSHMAN: That is what we are talking 
about, the countermeasure field, reliability and ..ef
fectiveness of the equipment, and the. extent to 
which sales reflect society's fear of electronic sur
veillance. 

I'd like to go on tf fOu-
MR. JAMIL: Mr. Hershman, with all due respect, 

I think I should add something to what you have 
just covered. 

MR. HERSHMAN: Please. 
MR. JAMIL: I think your questions to Mr. Vtm

Dewerker tended to elicit confusing answers 
because he spoke in more general terms than some 
of my advertising. 

CHAIRMAN ERICKSON: Mr. Jamil, you are out 
of order. We will proceed to the next witness. 

MR. HERSHMAN: Mr. Kaiser and Mr. Bell have 
been sitting there very patiently. 

Mr. Kaiser, would you please explain to us your 
background in the field? Would you include your 
education? Would you tell us a little about your 
countermeasure equipment and show us-whgt you 
have, if you have brought any with you. 

MR. KAISER: Yes. 
MR. HERSHMAN: And please, if you wish to ad

dress any of the subjects we have just been talking 
about, please do so. 

MR. KAISER: Yes. 
For my technical background, I don't hold very 

well as far as credentials; I have a B.S. in business 
administration from Rider College in Trenton, New 
Jersey. This was a secondary effort because it 
became obvious by the time I got rea.dy for en
gineering college I was, to put it simply, beyond 
that point. 

I have been a licensed radio amateur since I was 
nine years old, and this is where I get my love of 
electronics. 

My firm has approximately 480 different 
products that we manufacture. When I say 'we,' I 
am talking about a four-people company-two as
semblers, a secretary, and myself. 

The electronics we manufacture are in 
everybody's life every day. For example, I happen 
to go down the list of the members of the commit
tee, and with the exception of South Dakota, if 
somebody sent you a letter bomb or shoebox bomb 

and you called a bomb technician, the first thing 
he'd take out of his case would be a bomb detector 
manufactured by myself. 

So I am deeply involved, and I have a very, very 
heavy commitment to the law enforcement commu
nity. 

When I got involved in manufacturing equip
ment, such as telephone analyzers, I developed 
:~lese for agencies such as the U.S. Army at Ft. 
Holabird, Maryland. At that time a company called 
LDC, another called AEL, and Sylvania were trying 
to manufacture a relatively sophisticated piece of 
equipment. My function was to manufacture a 
piece of telephone analyzing equipment which 
would fill the development gap between the AEL 
and Sylvania units. 

MR. HERSHMAN: Mr. Kaiser, have you sold 
your equipment to government agencies as well as 
private individuals? 

MR. KAISER: As I mentioned in my opening 
statement, I have sold to nearly every federal agen
cy. And I said nearly as a hedge because I cannot 
think of any I have not sold it to. 

MR. HERSHMAN: FBI? 
MR. KAISER: FBI, CIA. 
MR. HERSHMAN: Did they identify themselves 

to you? 
MR. KAISER: They sent me written purchase or

ders. I have been known in the community for a 
good many years, and the function I perform is not 
that of a really sophisticated engineering facility, 
but I do the job and try to do it as well as I can. 

You are going to see an analyzer which 
represented in its day the best possible answer to 
national security problems in the area of counterin
telligence. Since then it has been pretty much su
perseded by my honorable competitor here with his 
more advanced version of it. Although mine still 
has functions to perform. 

There are three manufacturers, as far as I am 
aware, and they are: the F. G. Mason Company, the 
Dektor Company, and myself. The one you saw a 
while ago is manufactured by the F. G. Mason 
Company and I assume marketed by Mr. Jamil. 

Let me run and get my analyzer. 
MR. HERSHMAN: Would you please. 
MR. KAISER: This, at the time it was developed, 

represented a combination of everything that 
everybody wanted in telephone analyzing equip
ment. 

MR. HERSHMAN: What does this piece of 
equipment cost, Mr. Kaiser? 

MR. KAISER: When I first started selling it, it 
sold for around $600, and I believe its price is now 
around $900, and that is because we keep putting 
in more developments. It is a familiar sight to some. 
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It is a fairly complex piece of equipment, as you 
can see. It represents the sum total of experience of 
ma,lY, many government agencies, state and 
federal. Their ideas are in here as well as mine. We 
didn't know at the time where the state of the art 
was going to go, so we had to make the logic flexi
ble so as new devices came along we were prepared 
for them as best we could possibly be. 

MR. HERSHMAN: Do you do countermeasure 
sweeps as well? 

MR. KAISER: Very, very, very few. I try to avoid 
them because my love is manufacturing. That is 
what I do best. 

MR. HERSHMAN: How many do you do a year? 
MR. KAISER: I'd say three-maybe not even 

that many because I will go for years without doing 
any, Some of the more notable sweeps I have done 
involved Governor Mandel's phones and several 
other governors throughout the country. I also 
found our state attor'ley's phone tapped. 

Getting back to the analyzer, it represents a 
limited stage in the development of countermeasure 
equipment, and this device does have limitations. 
There are no two ways about it, and in the techni
cal report I supplied the committee, I told you basi
cally what these limitations were and how they af-

. feet the overall scheme of things. 
In my analyzer, the logic is totally programmable 

primarily because we hadn't reached the end of 
telepLone tap development. Since that time, we 
hav'e stopped. We stopped about two years ago, and 
nothing really significant has changed. 

Now we have automatic analyzers like the one 
you saw a while ago where they can plug in the 
logic and don't have to rely on the intelligence or 
ability of the countermeasure man. 

MR. HERSHMAN: Is this device capable of de
tecting any bug? 

MR. KAISER: No. 
MR. HERSHMAN: Have you ever advertised it 

to do so? 
MR. KAISER: No. I don't think I have ever ad

vertised it, to come down to it. 
MR. HERSHMAN: I have some of yuur adver

tisements here that you send to customers who 
request it. I can find no statements that it detects all 
bugs or wiretaps, legal, illegal or otherwise. 

MR. KAISER: You can't make a statement like 
that because it's too broad an area. And as a matter 
of fact, I wouldn't class that as an advertising sheet. 
It is really a technical description of what is in here. 
It tells you. it has three meters, and X number of 
knobs for these purposes. So it is purely an infor
mation sheet and doesn't stress any capability. 

But, there is one point I wanted to make, the per
son who uses this device has to be fairly well-

trained. And whenever you train a countermeasure 
specialist in the area of telephone countermeasures, 
you open up another Pandora's box, a tremendous 
one. You can't train a man how to do a counter
measure job without thoroughly training them how 
to do eavesdropping. And this is part of the overall 
problem. How do we tell this man do countermea
sure work and forget the survei,llance aspects of it? 

I train only government agencies or government 
personnel-there are a few exceptions to that state
ment. But when a man goes out of my shop, he is 
just as proficient in the art of eavesdropping as he is 
in the art of countermeasure. And it has to be that 
way. How do you regulate this? 

MR, HERSHMAN: So you couldn't take a man 
off the street, in other words, and in a week or two 
weeks make him a countermeasures technician, an 
expert? 

MR. KAISER: No. 
MR. HERSHMAN: Mr. Bell, could you take an 

individual off the street and in two weeks' time 
teach him how to be an expert in countermea
sures-with no background whatsoever? 

MR. BELL: Well, I've got to throw some qualifi
cations in, because as I indicated in my opening 
statement, some significant portion of this d'epends 
upon how the equipment has been developed . 

I will state some of that to you with a piece of 
equipment we have. 

In some cases it is possible to develop a goodly 
amount of technology il'lto the equipment. 

Until recent years, this capability didn't exist. But 
we can vastly shorten the training. 

Now, could we make him a countermeasures ex
pert in two weeks? Probably not. Could we make 
him as proficient as the general practitioners in 
usual trades? Perhaps so, with a..'l intensive two
weeks' course, and with specific equipment where a 
goodly amount of knowledge is designed into the 
equipment. 

So I've got to give you a little bit of an iffy 
answer on that. 

MR. HERSHMAN: How long is your training 
course, Mr. Jamj}? 

MR. JAMIL: As I said, it depends on the 
background of the individual. 

MR. HERSHMAN: Your ad here says, 'No 
technical knowledge needed.' 

Say r came to you without any technical 
knowledge. How long would it take me to learn to 
become a countermeasure expert? 

MR. JAMIL: As Mr. Bell just pointed out, most 
of the equipment we market is on this sheet, not the 
old sheets you have of 1973 and 1974, and the bug 
alerts Mr. VanDewerker has not seen. The one 
demonstrated today is only on the market for a 
month. 
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Most of the equipment, as Mr. Bell pointed 
out-thank you for that-has all the technology 
built inside. You do not have to be an engineer. 
You do not have to be a technician. It helps if you 
know a little about electronics. What you don't 
know, in approximately 15 to 50 pages, can be ab
sorbed. 

I have a distributor who used to be a lawyer. He 
is very effective. 

I also would like to point out there is no hocus
pocus; there is no magic to countersurveillance. It 
consists of hard work. It consists of physically ex
amining every square inch of the room, physically 
examining and electronically examining every 
possible, obvioUG and nonobvious, place that you 
are going to find. 

MR. HERSHMAN: While you are pointing this 
out, I hope you will get to the answer to my 
question. 

MR. JAMIL: I'm sorry. What was your question? 
MR. HERSHMAN: My question is: How long is 

your training program? 
MR. JAMIL: I answered that. I said that depends 

on the background. We have had private investiga
tors-

MR. HERSHMAN: One day? One week? One 
month"? A year? 

MR. JAMIL: We have people who after three 
hours of c-:!monstration can operate that telephone 
analyzer, which I pointed out has its limitations, 
and these 1 pointed out. When the man begins to 
work the machine and presents himself to his client, 
he, too, points out the limitations. 

CHAIRMAN ERICKSON: Thank you. I think 
you have answered the question. 

MR. HERSHMAN: Mr. Bell. 
MR. BELL: I guess I am qualifying experts in 

countermeasures. We do occasional courses of in
struction at friendly foreign government level, 
which takes their people who are at the operating 
level of the country at that time, and we give them 
an intensive three-week course of instruction, 
which includes practical application with two in
structors in audience at all times. 

We feel that we have at that point, which is to 
some extent postgraduate, made them expert at the 
highest levels. 

Now, this is expert. 
Again, if we are going to consider someone-I 

think in my opening remarks I gav(': an example of 
the mechanic who is going to analyze the ignition 
with the ignition analyzer. The person who is capa
ble of doing this does not require such extensive in
struction. 

And I also have made reference in my opening 
remarks to high, medium, and low levels of equip-

ment and proficiency to deal with those levels of 
threat. 

So this was my problem in answering your 
question on a specific time. 

No, not in two weeks can we take a man off the 
streets and make him an expert. In two week~ we 
probably can make him as proficient as the other 
trained men that we may employ, we as citizens, 
provided the equipment is sufficiently foolproof, 
sufficiently idiot proof, that the functions are essen
tially automatic for him. 

MR. HERSHMAN: Mr. Kaiser, I am sorry for our 
diversion. 

What pieces of equipment would your telephone 
analyzer be effective against? 

MR. KAISER: It is going to be effective against a 
series device or parasite device. It will be effective 
against certain types of parallel parasites. It will be 
effective against certain single-tone harmonica 
transmitters and hook switch by-passes which is the 
process whereby we were able to monitor room 
conversations with the telephone on its cradle. 

I am trying to look through the case here at the 
various components and see if I have missed any, 
but those are basically it. 

MR. HERSHMAN: Mr. Kaiser, since yuu are a 
businessJ.11an and obviously in today's market to 
make money, I assume you keep an eye on com
petitors; is that correct? You try to keep up to date 
on what kinds of devices are on the market? 

MR. KAISER: My opening statement relates a 
great deal of frustration. I have seen the, govern
ment market-and I truly love the government mar
ket. That is my favorite-and I'll get to the answer. 
But since this well-known affair that we, have talked 
about so openly several times occurred, the govern
ment has backed off from buying countermeasure 
equipment as well as surveillal}ce equipment. And I 
can assure you the loss of countermeasure sales is a 
direct result of the government's hedging against 
going into this area. 

So what is happening to me as a businessman is I 
am being forced out into the general community, 
and things I would have never talked about I am 
being forced to talk about in order to make a sale. 

MR. HERSHMAN: Can you give us an exam
ple-

CHAIRMAN ERICKSON: Perhaps we can take a 
five minute recess at this point. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: While we are waiting 

for the other members of the Commission to return 
to their seats, would you tell us what your 
background is in this field, Mr. Bell, what your edu
cation and training and experience is? 

1432 

'I 
I 

1 



--------_._----"- -"-------

MR. BELL: I entered college for pre-engineering 
at the age of 14 and left at the age of 15 because of 
illness in the family. Subsequently, I was trained by 
the Maritime Service, was a shipboard radio officer 
at 17. I returned to college for two more years and 
entered the Army, and since have had 55 -;alendar 
months of formal education in various fields, to in
clude advanced officer's course, Command General 
Staff college, ad well as technical courses. 

I retired from the Army military intelligence in 
October 1968, ~nd in April of 1970 incorporated 
Dektor. 

During my years in the Army, some 15 of which 
were in military intelligence, I worked heavily in 
the countermeasures field, both participating, 
developing, supervising the development of pro
grams, and supervising the operations as well as 
other operational functions. 

The staff of Dektor was selected from the several 
government agencies involved in this, with 
representation from DOD, National Security Agen
cy, and CIA-selected personnel who had extensive 
developmental, instructional and operational 
background in countermeasures. 

We have on our staff former instructors from the 
training programs in this area from both the Army 
intelligence school and CIA's advanced training 
program. 

At the present time, something in excess of 50 
per cent of our activity is devoted to countermea
sures. The remaining less than 50 per cent is in 
psychological stress evaluator which is another of 
our developments. 

We perform, in addition to development of coun
termeasures material, extensive threat research, as 
threat models for the countermeasures equipment. 
And as a consequence, we are operating at the very 
highest levels, the most sophisticated levels, in this 
area. 

CHAn~''''1AN ERICKSON: t"lr. Hershman. 
MR. HERSHMAN: I think this would be a good 

time since we are a bit over, Mr. Bell, if you would 
show us some of your equipment, please. 

MR. BELL: Okay. Since we have been dealing in 
each case with telephone analyzers, I'd like to show 
you briefly and discuss what Mr. Kaiser has 
referred to as the next generation of telephone 

. aua}yzcrs. 
We have three telephone analyzers. 
MR. HERSHMAN: Could you tilt that a bit, if it 

is possible? 
MR. BELL: We have three different levels of 

comprehension. 
Telephone analysis is broken down into two 

parts. One part is referred to as on-line test, which 
is the attempt by voltage and current measurement 

to detect additions to the telephone line which may 
have been used for tapping telephone conversa
tions, as well as one type of bugging device, which 
is the infinity transmitter. 

I will disagree with Mr. Jamil in that multitone in
finity transmitters are undetectable. We have 
developed a device which we call a Polytonic sweep 
which is ,i mathematical array to permit us to hit 
two or more frequencies simultaneously. 

The assurance that this is going to occur is quite 
high, considering the constraints that are placed 
upon the manufacturer of the infinity transmitter. 
The theoretical assurance that it will be done in 
each case cannot be given. But within the limita
tions of finding the single-tone infinity transmitter, 
the Poly tonic sweep will find the multitone. This is 
incorporated at the present in this telephone 
analyzer. 

However, most of the on-line checks are simply 
state-of-the-art checks by a piece of equipment that 
has ability to read voltage and current. The 
problem here is that while perhaps 95 per cent of 
the devices that are used in quantity can be de
tected by this means, there are types of devices that 
cannot. A high impedence amplifier tap, a high im
pedence transmitter in parallel, a tap back at the 
exchange-none of these things can be detected 
technically by any means. 

MR. HERSHMAN: Have you ever suggested in 
an advertisement that this piece of equipment could 
detect any bug or wiretap? 

MR. BELL: No. 
MR. HERSHMAN: Do you advertise? 
MR. BELL: Oh, yes; yes. 
MR. HERSHMAN: I have some of your adver

tisements here and I see nowhere in them where 
you suggest that it can detect all devices. As a 
matter of fact, I see you give some exceptions in 
your advertisement of what it will not detect. 

MR. BELL: That is right; that is correct. 
MR. HERSHMAN: What does this machine cost, 

Mr. Bell? 
MR. BELL: This costs $5,200. There is a com

panion unit that goes with it for sequencing-and 
I'd like to say a word more about both of these. 

MR. HERSHMAN: Certainly. 
MR. BELL: In the second part of telephone anal

ysis, which is the true telephone analysis, the object 
is to examine every permutation of the conductors 
coming from the telephone to determine if any in
terconnections of any sort have been made that 
could permit the transfer of audio from the 
telephone in a hung-up condition. 

The first look at the telephone is primarily to 
determine if telephone calls could be intercepted. 
This is tapping. The second is to determine if the 
telephone has been converted to a room bug. 
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And there are quite a number of modifications 
that can be made to the telephone to accomplish 
this. 

What we have done in approach is, rather than 
attempt to go and i.Jentify or program for the de
tection of this device or that device or that device, 
we have designed equipment which down to ex
tremely close tolerances will detect ,lily addition to 
any component. 

Now, this is a little different. We don't require 
that the thing even be an operating bug. The first 
thing we want to know is: Has anything been added 
to it? 

Then in the next phase of the operation, we will 
go into the identification and resolution. 

And this is where the digital circuitry is involved 
in this model. 

In lower-price models which go down to $1,060 
for the lowest priced one, we will have the same de
tection capability. In other words, we can detect 
the addition of any capacitance between any two 
conductors as low as 200 millionths of a millionth 
of a farad, which is unusable for audio interception 
purposes; as high as 5 million ohms, which is 
equally unusable for interception purposes, with 
voltage fire devices up to 6,000 volts, which is a 
higher voltage than the bugger can use because of 
his losses as a result of line capacitance. 

Now, what we can do with this at the present 
time-we have demonstrated to this. In answer to 
another question which is coming up, yes, we sell to 
the federal agencies. We sell to essentially all of 
them. 

MR. HERSHMAN: How do you know that? 
MR. BELL: In most cases it is with purchase or

ders, and we bring in men and train them along 
with the equipment. I think we have had one or two 
cases where the purchase has been made through 
the procurement officer at Fort Meade but by and 
large we operate right directly with the agencies. 

Okay. So this is our approach to the telephone 
analysis. 

It has been a little over five years in the develop
ment, starting from what state of the art was at that 
time, and with personnel who were thoroughly 
trained and completely conversant in the area. And 
we are quite proud of it. 

MR. HERSHMAN: Mr. Bell, what is the state of 
the countermeasure market today? 

MR. BELL: Dismal. 
MR. HERSHMAN: Do we have any idea how 

many countermeasure manufacturers or distribu
tors there are in the country? Could you hazard a 
guess? 

MR. BELL: I really couldn't. What happened in 
1968 is a lot of people who were very small opera-

tors in the bugging and wiretapping manufacturing 
business-these are referred to as basement opera
tions and 'mom and pop' operations, and so forth, 
and some of them quite clever-many of them 
swung over to attempt to earn their livelihood from 
the other side of it and avoid the illegality of 
operating under the Omnibus Crime Bill. And there 
are quite a number of these. 

I think I mentioned to you that we had followed 
up on an ad in one of the Wa:·,i'.!ington papers for 
having your telephone cleared. 

MR. HERSHMAN: I am glad you brought that 
up. I understand you have a tape recording with 
you today. 

MR. BELL: Yes. 
MR. HERSHMAN: Could you get that? 
MR. BELL: Sure. 
MR. HERSHMAN: Let me explain to the Com

mission. During the last few weeks an ad has run in 
the Washington Post under personal advertisements, 
and the ad states, 'Have your phone debugged,' and 
gives a telephone number. 

A member of Mr. Bell's firm called that number 
and recorded the conversation with the person of
fering this debugging service. 

MR. BELL: This seems like a tangent but I am 
leading in from this to answer your question about 
some of the small operations and perhaps some of 
the security hazards that arise as a result of them. I 
will give you an opinion once you have heard this. 

Actually, the telephone call is rather long. I think 
in the interests of time-I will leave the tapes with 
the Commission. There were two telephone calls 
made by two different people, but I think from the 
first three or four minutes of this we can get the gist 
of what this operation is. 

I will also give you an opinion of the equiJ: i;' . \11t 
that is in use on this, the cost of it, and pro''>,lnly 
who manufactures it. 

MR. HERSHMAN: Mr. Bell, would you kindly 
furnish the Commission with a copy of that tape so 
that we may make a transcript for our records? 

MR. BELL: You may have these. 
MR. HERSHMAN: Thank you. 
MR. BELL: I have no further use for them. 
If you can't hear this, we can play it into the 

microphone. 
[Whereupon, a portion of the tap was played as 

follows.] 
'Q I am calling in regard to your advertisement in 

the Washington Post. 
'A Un-huh. 
'Q And I'd like to speak to someone about it, 

please. 
'A The bugging? 
'QYes. 
'A Just a moment. 
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[Pause.] 
'A Hello, sir. 
'QYes. 
'A Could I call you back? 
'Q No, I'd rather call back myself. 
'A Call me back on 2357. 
'Q Who shall I call for? 
'A Vincent, V ~i~n~c-e-n-t. 
'Q Mr. Vincent? 
'A Yes. 
'Q Thank you. 
'A Bye-bye. 
'Q Mr. Vincent, please. 
'A He just walked in the door. In a few minutes 

he will be right with you. 
'Q Thank you. 
'A (New voice). Can I help you, please? 
'Q Mr. Vincent, please. 
'A This is Miss Vincent. 
'Q I'm sorry, they gave me Mr. Vincent. 
'A That's okay. 
'Q A little discrimination going on there. I'm 

calling in regard to your ad that was in the 
Washington Post on bugged phones and so forth, 
that are bugged. And I'd like to get a little informa
tion on it, if I may. 

'A Yes, certainly. 
'Q As far as-naturally, how much does it cost? 
'A Well, it depends on how many lines are on the 

phone and how often you want it checked, if you 
want it just checked once. 

'Q Well, I would feel much better if it is done 
more than that. What do you recommend? 

'A Well, you know it would depend on the cir
cumstances. It could be done once a day; it could 
be done once a week, or however often you'd want 
it checked. I would think that-

'Q ".~ll, it is a business phone, and it is one of 
these that has-let's see-six buttons. One's a hold 
button, I guess, so it's got five buttons, and we also 
have an intercom. So I guess it's four lines. 

'A O~ the same number? 
'Q Yes. 
'A And the others are like rotary? 
'Q What do you mean by rotary? 
'A If your main number is 546-3000 you might 

have 01, 02, and so on. 
'Q That is the way it is. 
'A Then it would just have to be the one number 

that is checked because if there is anything on the 
phone, it would show up regardless of which one it 
would be on, you see. 

'Q I see. 
'A Now, it is the phone that you are primarily 

concerned with? Are you primarily concerned with 
anything in the room, microphones? 

'Q No, just because of business and things that 
have been happening here lately and things I have 
been discussing over the phone I have been hearing 
other places. 

, A Is that a fact? 
'Q From time to time, and it may be coincidence. 

But I know there has been a lot of talk here lately 
about things like this, and of course, 1 saw the ad in 
the paper. 

'A Would you like me to come out and talk to 
you about this, or do you want me to give you our 
rates for a daily check? 

'Q Well, a daily-is that someone physically com-
ing out? 

'A No, we don't have to come out. 
'Q How do you do this? 
<A We have equipment. 
'Q Right. I understand that. 
'A Are you in Washington? 
'Q Yes, I am in Washington. 
'A No, we have equipment that can detet'mine 

this. Now, if this is something the government is 
doing we don't have any way of finding that out. 

'Q What do you mean? 
'A In other words, let's say the FBI or CIA or the 

Pentagon or somebody is getting into your phone 
from some source other than your phone itself, 
other than the basement terminal, or other than the 
telephone pole. Those are the three things that 
would show up. 

'Q I see; I see. No matter what they were doing? 
In other words, I could feel safe that once it is 
checked, if it was anything like you say, the pole or 
the phone or in the basement that it would show 
up? 

'A Yes, yes, definitely. I will tell you what you 
might consider doing is having us check it. Our first 
check is nominal, and I have inquired other places 
and the charges are exorbitant. We charge $25 for 
the first check. We don't have to come out. But if 
there is a microphone in the room now this won't 
show up. This will pick up anything that is on your 
phone. 

'Q But in other words, you don't even have to 
come out here

'A No, we don't. 
'Q -to do the check? 
'A I don't have to come out to find out if there is 

anything on it. Now, if something is on it, then we 
have to come out to find it. 

'Q I understand that. 
'A See? 
'Q Okay. What do you need, then? Just the 

phone number? 
'A I need the phone number, and I need to have 

you not answer the phone. For instance, we could 
plan to do this at a time when-' 
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MR. BELL: This goes on. 
MR. HERSHMAN: I'd like to ask a few 

questions. She was suggesting she needn't come to 
your office to check your phone but do it from her 
office? 

MR. BELL: That is right. 
MR. HERSHMAN: And she was going to charge 

you $25 to check one line, and she'd offer you this 
service on a daily basis? 

MR. BELL: That is right. 
MR. HERSHMAN: So you can come in in the 

morning and be sure your phone is clean? 
MR. BELL: Yes. 
MR. BLAKEY: Did she want you to send her 

money? 
MR. BELL: Oh, yes. 
[Laughter.] 
MR. HERSHMAN: And you'd just pick a time of 

day and not answer the phone while it rang, is that 
right? 

MR. BELL: I think I can infer what piece of 
equipment she is using. 

MR. HEE,SHMAN: If she is using any piece of 
equipment. How do we know? 

MR. BELL: I think she is. You see, in the three 
categories I brought out, I am not certain that she 
isn't in the 'sincere but ineffective' category. In our 
conversations-this was Bob Wingfield from our of
fices, and the other tape, after listening to the first, 
was done by Mr. Pelicano, an associate of ours 
from Chicago. 

We really didn't determine that she was a char
latan in the absolute sense. I don't know how she 
got involved in this thing. 

Incidentally, this is Mary Vincent, I believe, and 
the company is Aaron's Business Services, which is 
a telephone answering service. 

MR. HERSHMAN: Here in Washington? 
MR. BELL: Yes; not too far from here. Ap

parently, as nearly as we can determine, they have 
two pieces of equipment, both of which may have 
been put out by R. B. Clifton in Miami. 

MR. HERSHMAN: That is a Miami manufac
turer. 

MR. BELL: Yes. The one she was talking about 
here for clearing the telephone lines, from little bits 
and pieces thl;lt she mentioned, would seem to in
dicat(~ a device put out by Clifton which is called 
the phone sweep. 

MR. HERSHMAN: Excuse me. For the benefit of 
the Commissioners, the tone sweep-

MR. BELL: The phone sweep. 
MR. HERSHMAN: It's Exhibit No. 13 in our 

book, the last page. 
MR. BELL: This one here. 

MR. HERSHMAN: I have supplied to the Com
missioners a copy of that, and it is the last page of 
Exhibit No. 13. 

MR. BELL: That is what is being used there. The 
fallacies with this piece of equipment are two: First, 
in sending this phone sweep through the phone 
system, the amplitude of the signal is vastly limited 
which doesn't give you as good a chance of getting 
it as if you are going across the phone line with 
higher voltage. This is a product of the curve of the 
filter which is associated with the infinity trans
mitter. The only thing it could conceivably pick up 
is an infinity transmitter. It could not get phone tap 
devices. 

MR. HERSHMAN: Could it pick up an infinity 
transmitter? 

MR. BELL: Perhaps at 30 percent effectiveness. 
I am going to reduce it to 50 per cent effectiveness 
based on the fact it has to go through the exchange 
rather than being on the line. And I am going to 
have to take 40 per cent of the 50 per cent away 
because that is the duration of the ring signal. 
When the ring signal is hitting that device, it isn't 
getting her signal coming through the exchange. So 
I would estimate a 30 per cent factor. 

MR. HERSHMAN: Mr. Bell, what is to prevent 
me from putting an ad in the paper of the same na-
i.L1re, never purchasing a piece of equipment, and 
having you sit there and listening to rings all day 
long, and have you sending me checks? 

MR. BELL: Not a thing. The second piece oCher 
equity involved a regenerative broad-band device 
which possibly also-because Clifton does make 
one of those-could have come from Clifton as 
well. She mentioned the equipment came in from 
Florida, and this is one of the things indicated, in 
addition to the advertising sheets from Clifton, that 
it may have been. 

MR. HERSHMAN: Mr. Bell, you, Mr. Kaiser, 
and Mr. Jamil have shown us some very so
phisticated equipment today. Does this typically 
represent what is on the market? 

MR. BELL: No, I don't think so. I. large part of 
the problem-some of the problem, of course, as 
Mr. Jamil indicated, is the money maker, the in
dividual who doesn't care really what he does or 
what is the levet of performance, as long as he gets 
his pay. 

MR. HERSHMAN: How do we stop that? 
MR. BELL: The others include people who may 

plant devices. Perhaps another category of these is 
the individual who will find a device that they have 
brought with them to show the client how effective 
they are. Frequently these are people who realize 
they are ineffective, and it is something of a con 
operation, of course. 
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MR. HERSHMAN: Would you prefer to see 
licensing in the manufacturing area or the use area? 

MR. BELL: Both. 
MR. HERSHMAN: How effective do you think 

licensing would be in governing manufacturers of 
this equipment? 

MR. BELL: r think this could be quite effective 
because if we were to attack this from a really 
dynamic performance standards standpoint and 
require, just as w~ do on this pack of cigarettes, 
that a warnlOg be applied in advertising, in bids, in 
solicitations, which are based upon the equipment, 
of the capabilities or the limitations of the equip
ment, then I think this could be extremely effective. 

MR. HERSHMAN: You mean one phase of the 
licensing would require that any advertisements 
would have to specify-

MR. BELL: -the limitations of the equipment. 
MR. HERSHMAN: What it is effective against. 
MR. BELL: You see, as a manufacturer, I 

probably' shouldn't be making a recommendation of 
this sort. r am willing to do it because I am willing 
to live under it. If our equipment does not meet 
certain standards, I both have the facilities and I am 
willing to go back into the lab to make it do it. 

Ultimately, I would like to see us turn out the ab
solutely best kind of equipment in the world, and 
we are dedicated to doing this, and I have no 
qualms about being evaluated from this standpoint. 

MR. HERSHMAN: Who would you recommend 
to control this licensing? 

MR. BELL: The equipment manufacturers' 
licensing and the establishment of standards and so 
forth, I would like to see, if it could be arranged, in 
one of the federal agencies which is involved in this 
sort of thing at the Federal Government level al
ready. And I would like to see this because I have 
seen the problems that have come up with Un
derwriters Laboratories establishing standards for 
the alarm industry. We have never yet after 20 
years and perhaps hundreds of attempts gotten ac
ceptable alarm equipment standards. 

That is one of the reasons we are trying to make, 
instead of standard technological specifications, 
functional standards. So I would like to see this go 
into one of the agencies which is involved at the 
present time in evaluating equipment of this sort for 
their own purposes, where the expertise is located, 
where the threat analysis is located, where the com
mon sense is located. 

MR. HERSHMAN: And who would you recom
mend to determine the standards for this type of 
equipment? 

MR. BELL: I think the standards possibly could 
best be accomplished by a joint government-indus
try task force. I think it could, because in some 

cases there would have to be different points of 
view in the civilian area from some of those in 
government, because cost is going to be a factor in 
this to make it useful to the ultimate consumer. 

But I would like to see very strong, very expert 
government participation in the establishment of 
the. standards as well. 

We have several agencies who are and have been 
for many years involved in just this sort of thing for 
the purposes of the Federal Government. 

I think it is perhaps time that we used some of 
this for the protection of the larger scope of the 
people out here that are not government agencies. 

MR. HERSHMAN: Can licensing of manufac
turers work without licensing of users? 

MR. BELL: It can work up to a point. As Mr. 
Jamil again pointed out, there are two factors. And 
although I am not sure he said it exactly this way, 
each of them stands alone. 

We could require that equipment meet certain 
specifications or meet certain standards or at the 
very least that the standards be stated and the per
formance characteristics be advertised; that the 
limitations be specified. And we could greatly 
enhance this whole problem in that manner alone. 

Now, we could add to it somewhat if we could 
have a reasonable licensing law. And I think the 
3,000 hours that was mentioned by an earlier 
speaker here may be arbitrary. I think ultimately we 
are interested in what level of proficiency the in
dividual exists at. And we have a mechanism for 
this already, mechanically and physically, which is 
the FCC with amateur radio licenses. I think the 
procedure should be essentially the same. The test
ing locations are already there. The procedure here 
is to determine what an individual should know in 
order to be able to advertise as a Class A, Class B, 
Class C or D countermeasures specialist, be ex
amined for this, have it specified and have it con
trolled on that basis. 

MR. HERSHMAN: Mr. Kaiser, would you basi
cally agree with what Mr. Bell has put forth? 

MR. KAISER: I think what he has to say is very 
sound. I am just trying to again, from a very, very 
small business standpoint, figure how this is going 
to hamper or accelerate my business. It is a very 
difficult thing. I have been totally frustrated by the 
Omnibus Crime Bill. It just seems that business has 
been taken away from me by the bill itself, primari
ly through nonenforcement. 

So I am a little skeptical about licensing of either 
one of these categories. If I had to lean any way, I 
would want to license both of them, and I think the 
suggestion made yesterday, I believe by Mr. Hol
comb, to have ATF handle the licensing, would be 
a valid solution. 

1437 



MR. HERSHMAN: Yesterday Mr. Holcomb also 
mentioned that r.e interpreted the law to read that 
he is allowed to demonstrate and display, allowed 
to inventory, and allowed to have sales personnel 
carry around devices. 

MR. KAISER: This is one of the problems. In 
dealing with the agencies that we deal with, of all 
types, starting with the CIA and working on down, 
they are very hesitant about putting anything in 
writing. But when I get a call from the office of the 
Attorney General of the United States and he says, 
"Mr. Kaiser, do not stockpile equipment," and I 
say, "How much is a stockpile?" and he says, "That 
is for you to determine," I believe the man is 
threatening me with prosecution if I stockpile. 

MR. HERSHMAN: How do you feel about 
someone else doing it in the same business? 

MR. KAISER: As I mentIOned in my opening 
statement, I took this to the Justice Department 
and never saw such a run-around in my life. I have 
been fighting this for six years and am no closer to 
a solution. 

MR. HERSHMAN: You told the Justice Depart
ment there was a manufacturer who was apparently 
violating the law? 

MR. KAISER: I have cited in the years I have 
been in this business about 25 of what I consider 
direct violations-open advertising in 
newspapers-that is specifically prohibited under 
the Omnibus Bill. And absolutely nothing has been 
done. And they were so upset they said, "Don't try 
to use us as your personal attorney. You are trying 
to limit competition. " 

I said, "No way. All I am trying to do is get the 
guidelines set up so we can operate smoothly." 

This is what I meant about being so frustrated in 
my opening statement. I'd definitely like something 
to be done because it has just gotten out of hand 
now. 

MR. HERHSMAN: Which brings me to another 
point. How do you efficiently and effectively teach 
countermeasure services to individuals if you can't 
possess an offensive device? 

MR. KAISER: Right. There is no way you can. 
And the way I solve the problem, since there are 
very, very large number of federal, state and local 
agencies that buy equipment from me, the proba
bility of my having a device in my possession when 
a man is there to be taught countermeasures is very 
good. I meet the law because even though I am in 
possession, I am under contract. And I use that 
device to demonstrate, and theil- it goes out the 
door, and that's that. 

So that is how I solve the problem. 
But there definitely should be licensing to pro

vide devices for COl'mtermeasure specialists. 

But again, in the process of teaching, you don't 
need any equipment in telephone countermeasures. 
Just moving a wire from one hook switch contact to 
another solves the problem. When the wire is 
hooked up one way it is a bug, and when you put it 
back another way it is not a bug. 

MR. HERSHMAN: Mr. VanDewerker, I believe 
you have some comments. 

MR. VANDEWERKER: Yes, thank you. 
r would like to, along with my associates here at 

the panel, submit an opening statement at a later 
time, a brief statement. 

[The prepared statement of John S. VanDe
werker follows.] 

STATEMENT OF JOHN S. VANDEWERKER, 

GENERAL MANAGER, 

ASHBY & ASSOCIATES-SYSTEMS DIVISION 

Mr. Chairman and Members of the Commission. My name is 
John VanDf'·.'Ierker; I am the manager of all securiy activities of 
Ashby & Associates. 

The firm is seven years old and was formed to represent client 
interests in Washington. Ashby & Associates is actively engaged 
in this representation function with offices :n Washington and 
Los Angeles as well as having associates in many major cities of 
the world. 

Approximately four years ago the Systems Division was 
established to offer electronic surveillance countermeasures 
products and services to the foreign and domestic government, 
law enforcement, and private sectors. The services provided in
cluded technical consultation, engineering design and evalua
tion, security inspection. and training. We feel that our business 
is the premier firm in electronic surveillance countermeasures 
because all of our personnel are professionally trained in techni
cal disciplines and experienced in rendering services based upon 
training received in the federal intelligence community. For ex
ample, I am an electrical engineer and have seven years ex
perience in electronic security work with the federal community 
in development and use of electronic surveillance. countermea
sures, and navigation and tracking equipment. 

It has been an honor for Ashby & Associates to serve as a con
tractor to this Commission in the preparation of a report regard
ing the state of the art and science of electronic surveillance. 
Hopefully, this endeavor will afford the Commission, the Con
gress, and ultimately the public a better realization of this sub
ject that is too frequently misunderstood. While it is premature 
to express our recommendations resulting from this study, we 
have documented findings and reached numerous conclusions 
that necessitate some address during evaluation of electronic 
surveillance legislation. We have studied the full spectrum of 
audio eavesdropping technology including telephone surveil
lance systems, microphones, radio transmitters, optical transmit
ters, and recording devices. We have also explored in depth the 
countermeasures to audio eavesdropping including the devices 
and organizations that perform audio countermeasures services. 
Extensive review has been made of interception of non-audio in
formation including eavesdropping upon computer data and 
bulk communication transmissions, other information processing 
equipment, and machine emanations. An evaluation of elec
tronic aids to physical surveillance has been conducted and an 
assessment of future electronic surveillance systems and 
technology has been completed. 

Finally, let me thank the Commission for the privilege of serv
ing here today and for the opportunity to assist this important 
work as a consultant. 
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MR. VANDEWERKER: Generally, during the 
course of the prepaxation of the state of the art 
study, one observation I made in talking with law 
enforcement agencies across the country was that 
perhaps one of the reasons for the enforcement of 
the laws as written is that the law enforcement or
ganizations themselves do not understand the art of 
audio penetration. And frequently, for example, in 
Los Angeles recently small devices were found and 
the law enforcement organization called in at that 
time was really unprepared on how to handle this 
particular situation. They did not know how to veri
fy it was a surveillance device. They did not know 
really who to turn to, who to talk to. I think they 
were reluctant to talk to the telephone company or 
the FBI. 

So one of the recommendations I'd like to add to 
Mr. Bell's list, which I agree with, is that some 
guidelines be established to support police or
ganizations to assist them in their preparation and 
evaluation and handling of suspected electronic 
penetration devices. 

In addition, we have generally talked about here 
today several items, but the one most frequently 
discussed was the infinity transmitter. And I'd like 
to add that to turn on or activate the infinity device 
in some cases can be very difficult with the mul
titone equipments that are coming on the mar
ket-very difficult to stimulate into operation. They 
are, however, easy to detect, and if a person 
suspects that an infinity device is on his telephone 
line, he might procure a $10 voltmeter and measure 
the voltage on his telephone when it is not in use to 
determine whether the line is in use or not in use 
and get away from "ome of the more costly 
methods. 

In the case of the multi-line office phone, the 
push button light will turn on, indicating it is being 
used, as it does when you are using the phone in a 
normal situation. 

MR. BLAKEY: May I clarify what you said? 
MR. V ANDEWERKER: Yes. 
MR. BLAKEY: You mean it would be possible to 

adapt the normal push-button phone so that the 
light will come on when the infinity transmitter 
carne on? 

MR. V ANDEWERKER: In the normal push-but
ton office phone, when you pick up the handset, 
the light comes on indicating t4at the line is in use. 
Having a light turn on when the telephone line is 
used by the infinity device would also be possible. 

MR. BLAKEY: And it would be just as simple. 

MR. V ANDEWERKER: It would be just as sim-
ple as measuring line voltage with a voltmeter for a 
single-line phone. This is all that is necessary to 

------ - ---- --

determine any infinity device that is activated on 
the line. This does not stimulate or activate the 
device. But in a situation where the voltmeter 
would be connected to the line permanently, if for 
some reason the line is used, as you'd see an obvi
ous change of line voltage. 

I'd also like to ~omment about the level of auto
mation, coming to the various analyses equipment. 

This government as well as other governments, 
I'm sure, have spent a great deal of funds trying to 
automate countermeasure equipment. 

However, they have since nearly dedded this is a 
fruitless endeavor because of the need for the 
human intervention in the process of countermea
sures. The interpretation and assessment of a piece 
of equipment is essential-at least they feel it is 
necessary at a higher level of sophisticated counter
measures. And for this reason, many groups are 
very hesitant to use automated systems for their 
countermeasure activities and insist on using types 
of equipment that are manually operated to some 
extent and have continuous human intervention. 

Fin~lly, I'd like to also point out that telephone 
countermeasure is certainly only one of a multitude 
of equipments that are required by profess~onal 
sweep organizations. The telephone represents cer
tainly a likely candidate for the placement a device. 
However power lines and other communications 
lines also have to be assessed during a countermea
sures inspection. And this requires as a minimum 
countersurveillance radio receivers designed for 
this puq)ose, to cover the required radio frequen
cies and the telephone analysis equipment 
described here today. It also might require various 
non-linear device detection and extra modulation 
analysis equipment. 

This is why the cost of the whole countermea·
sures package might easily run to $20,000. 

As an adjunct, there are field-strength meters and 
metal detectors. 

MR. BLAKEY: Thank you. 
CHAIRMAN ERICKSON: Judge Pierce. 
MR. PIERCE: No questions. 
CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: No questions. 
CHAIRMAN ERICKSON: Judge Shientag. 
MS. SHIENTAG: No questions. 
CHAIRMAN ERICKSON: Mr. Blakey. 
MR. BLAKEY: There was one thing, Mr. Jamil, 

in your earlier testimony that I was not clear on. 
Whatever happened to Continental Telephone? 

MR. JAMIL: Went out of business in 1970. 
MR. BLAKEY: Why? 
MR. JAMIL: I don't know. I left in 1969. 
MR. BLAKEY: Thank you. 
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CHAIRMAN ERICKSON: Mr. Jamil, prior to 
your leaving Continental, what type of device did 
they manufacture? 

MR. JAMIL: Prior to 1968, we manufactured 
surveillance and countermeasure equipment. 

CHAIRMAN ERICKSON: And after the advent 
of the Omnibus Crime Control Bill, you had to give 
up the manufacture of surveillance equipment? 

MR. JAMIL: We reluctantly destroyed over a 
quarter of a million dollars of surveillance equip-

ment and decided to operate completely out of that 
field. 

CHAIRMAN ERICKSON: I see. Thank you very 
much. 

Gentlemen, we appreciate your time and devo
tion to the effort to make the Commission aware of 
the equipment that is in use today. Thank you again 
for appearing. 

[Material relevant to the above discussion fol
lows.] 
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EXHIBIT NO. 13 

DAILY~NEWS 
NEW YORK'S PICTURE NEWSPAPER ® 

Xew York, N.Y. 10017, Momlay, l)prpll1bl'r ~, ]97!,* 

ONLY HUMAN 

Rape 01 Privacy 
By SlOWEY FIELDS 

PallIa Llppm tells the :;Lory of thl' 
rompanr prel1ident who ~l"eetcd hi~ 
\'isitor, opened his del'k drawer, then 
terminated the \'ildt before it "l:"u·tE:>d 
hf'cnllse lh~\ flashing light on the "Bug" 
AIHt" in hi" dr.",er warned hilll that the 
rigaret lighter the vi,itor placed on hi< <l."k 
after lighting a cigaret "as probubl.v bUS!L:ed, 
nnli the hrief case he'd tosseo 011 a (·halr 
prllbably helel a tape reeorder. 

There's a lot Il1nre rape of Anll'riran pri
\,ncV irr bu.inr<, and the hom. than th" .. r i~ of 
wO';'£I'n," raub. wns saying in her ofn('~ the 
other dar. 

Paula i3 vir"-president of Communication 
Contro:, a small :-lew York outfit that's b,g 
in researching, developing and selling in
genious de"ices to deCeat bugging and wire
tapping. That's a strange vocation Cor a -lO
y.ar-old divorcee ",ith three teenage children 
who once taught health and physical education 
in the cit!l'~ high IIChoo!s. She left teaching 
aIter she had her rhildren to do research and 
marketing for a Wall Street broker. Paula 
.... asked to find out how inCormation on 
• special stock leaked out of the office. She 
knew nothing about it, !O ahe went to th" 
experts, found a man named Bob Soames, who 
Quickly- diaronred that the chief researcher'. 
phone waa tapped. 

Bob Soame. intri&,ued her with an account 
,of how widespread electronic eavesdropping 
had become. H" >aid that Hazel Bishop C08-

'mdics had loat about JaO million in one year 

~
beCAu.e its trade secrets were lifted through 
wiret .. ps, and the I .. te Lewis Rosenstlel DC 
Schenley Industries had expertr trace the leaks 
, r valuable confidential information to a bug 
,in his Miami home and a tap under the rooC 
'oC bis office building which led directly to 

his private phone. After dozens oC other such 
brazen taps and b<lgs came to light the fedenl 
government made it illegal to manufacture, 
sell, purchase, poss~ss or use electronic ea,'es
dropping devices "xcept by law enforcement 
bodie", and then anI)' by a court order. 
But it still goes on iIlega\l)', 

Paul .. told Bob that It would be 8 great 
thing to develop devices to stop uninvited 
eavesdropping. He agreed, got II tri~nd. 
Charles Bonner to back them, and they started 
Communication Controls in 1972. 

"Bob So~meB bt!came our hrain wave," said 
Paul ... 

Every week they ship out up to 50 of them 
all over the U.S. One is a gilded Frellch phone 
with an inJ!'enjou~ wire tap trap inside the 
box .. They call it the French Disconnection. 
Another is the Line Tap ~!eat System, which 
detennines what kind oC tap is being used, 
where it'. located, and knocks it out. 

Th~ LTD Iystcma .. te ulcd by some 70 
police departmenta anJ district .Horneys in 
the U,S" inrludini New York, Boston, Atlanta, 
Connecticut and Union County, N.J. A hig 
city mayor had ~ne installed in hi. oUke, 
and a w~ek later Ills police commissioner asked 
for one. 

"We had b ((II him lhat thr mayor already 

Paula Lippin-ttnim-itt"d ea,-esdroppenT 

had on.," P~ula ~'~id. "and we hat! to inform 
the mayor that the police comlllis,;ioner 
wanted one. It seems they were feuding with 
each other." 

One of Paula's engineers, KHin MrAlcavy, 
2~. de"eloped the Wire Trap, a r.mall box which 
is linked to the telephone and flashes a red 
light when the line IS being tapped. By hitting 
!' tiny switch the light is off and the tap 
I~ knocked out. d the us~r wants to selld 
out false inCormation he leaves the light on, 
. "We'll be seIlIng it in a few months," said 

Paula, .,!t should be useful for laIQ'er., 
doctors, and business executi"e3 fOI" home 
USe," 

Her other clie'1ls include dr~'3 dcgiJ:'lIcrs, 
cOOlpanies developing neW products, a natiollal 
mO\'ing VRn outfit, others who han! ..itC'rets 
to protcct, and even husbanos alhl "IV,'" who 
check up On each other, 

"If you think a telephonr i. a pl'l\'at~ in
stl'ument, forget it," Paula said. 

Bcside~ thclr Bug Alert, which i< place<l 
in a de~k drawer, Ihey tout a Room Debugging 
l;il which can detect :a bug hidden 8n)'\, here 
in It room. "Like our anti-wire tap dc,'ices 
it gives you two options," Paula said. "YOh 
find and remo,'e the bug (lr leaYe it on to 
f(lo. the bugger." 

Bob Soanles, !{cvin McAlea'T and Paula 
are still amazed at a}, the placc~ th(',' find 
bugs: in chair upholstery and electrical outlets, 
under carpets ano abovl' dropped reilln/!,s, the 
base of a stapler, l.ehind wall pano·ls. the lien 
o{ .. desk set, in tie pins, cu(f Ijnl.~ am! ,,"en 
teeth raps, 

"One mlln sent hil friendly rOnIprtitol" a 
handsome little radiO as a gift," I'aula ~~id, 
"He plugl!'~d it in ant! put it 011 hi~ d~MI'. 
Wheth~r he pla~'~ It or not el'er.vthlnll' he HRyn 
i~ being heard hy the sendel'. Thne'. 1& 
$r.Jlfi tran,B1Iitler inside. Any kid r:lI! lour 
Hltt":' 
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EXHIBIT NO • ...J:.L 

DEFIES TAPPING 
new phone unit offc1lea-

Som'cthlng tor the 
man who lias eVl'ry· 
thing ". ('vcrvthing to 
lo~l', that is, if his 

"

htIPfj is hl'ing ti~ped, 
n ten fterma of 

Wall'rgat!.'. therl' 
bn.'Olllit'S not a Chair
man nf Ihl' Dnard \~ho 
nOI'su't worr~' about 
win'llIpPI'rS,I'ompanl' 
$al'~, No ..... Ihl' "uhf
m:ill' ..... (.upon.. has 
ht'l'u m:ull' u'lIi1abll' to 
t hl' ('Hn11('rnc,'d f)Xl'l'U
lin" :lI't'ul'dinll tll mtln
U(':l\'IUn'r, Its uault': '''rh,' Frt'ut'l~ ni.,,'unnt~'tiu/ls," liS 
~nnll': II', an I'!t'/{:l/ll anlitlul' 1,,11'l'hnlll', hur/lishl~l g-uld in 
,'"Inl', 51 vli~h in dl'llig-n, !lUI, il h<l~ :I ~"'rt'l: il is ahsllhn"h' 
llltl"j) s:ifl' fmm ill L'gll I l\;rt'I:tI'P"N and I "It'phn/\(' "llIl):' 
~"N:' I'\lmpan), says, "rhl' FrI'/wh IliSt'IIunl'l'1 inn" is 
\h"l'plh't· in uppl':tranrl'. It $t~'ms III l1t' a 1'111~sil' anliqlll' 
It'l"phllll\',lIlsll,r!lIl~' plall'<l in J(llln "I/II~I nll'lal.h looks likl'a 
d,'\'nrnlor's hr.'a uf Ihl' pl'rrl'I't Illul'h fur an 
t'xl'l'UliI'lo'S pril'afl' Iinl', HnWl'\'l'r, Ihl' "Fn'nrh ni~I'unl1<;r' 
ti,,"" in fatl contains :1 nl'll' minialuri7.t~1 dl'l'iet' I'allt'{l 11ft.' 
\\'i"I'IU/l Trap, With Ihl' lurn of n knub, the W1' SVSll'lll 
aUlunlalirally rrndl'rs anI' iIIt'g-al wiretap, prl'St:nl or 
futurt" tOlally innpl'rublt, If llil' l'x('t'ulivt! Pl'cfl'rs to "bt'al 
tlll'/Il at their own v:aml"~ he may dl'l:icll' wliich call~ he will 
pl'nnit a \\irl·tappt'r til hloar and whieh hI' will not. Bv turning 
thl' knoh furthcr, hi' ran dl'fcat the tap for Il'py iil'en call 
und cause the wiretapper to hear only static on his tape, A 
remarkably sophisticatl'd "Iectronic system, • he 
"French nlsconnt'l:tion" is the first product designed :) 
totally cl)11trol any possibility that an important telephone 
lint' iR nOI a private one. nrcordin(\' to manufacturer, 

FOI' dHn.lls write Communication Control Corp" 441 
i.exingion Avc., N,Y" N.Y. 10017. or use reader ·service 
roupon, idcntifying with Nil, 1707, 

Industrial Purchasing Agent 
August 1974 

PHO~JE TAPS 
- NOW MAoE-

In1POSSIGLE 
Our exclUSIVe equipment 
detecls and defeals Illegal 

w,retaps and room bugs 10 saleguard 
Ihe pllvacy 01 your home or office 
Permanently, Call or wille in conli· 
dence Ed Green (212) 682·4637 

~COMMUNICATION 
~~ CONTROL CORP. 
441 lexington Ave .. New York 10017 

011/" IlIqllltlu/nvlled. 

Wall Street Journal 
August 6, 1974 
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Announcing 
uur Spring schedule of 

ANTI-WIRETAP 
& 

ANTI-BUGGING 
WORKSHOP 
SEMINARS 

YOU are cordially invited to attend a onfHlay seminar on 
the latest electronic counter-surveillance equipment 

and techniques that detect and cancel out "bugs" on your 
phone lines, equipment and hidden in rooms. The seminars 
are conducted by highly qualified professionals with over 40 
years experience in this field, 
Select the date convenient for you and write or phone to 
register or to request further information, 

May 7 May 14 May 22 May 28 
June 4 June 11 June 18 June 25 

Registration Fee is $150.00 
Contact: Blaine G, Fjellstron 

Communication Control Corp. 
441 LeXington Avenue. New York, N,Y, 10017 

Telephone: (212) 682-4637 

Security Management 
May 1975 

High Profit 
Potential 

In Booming New 
ANTI-WIRETAP 

MARKET 
Excluslve equipment locates 

and pe~anently cancele 
out illegal telephone 

taps and bugs, 

NO TECHNICAL 
KNOWLEDGE NEEDED 

Some areas open
Distributorships available. 

Initial investment as 
low as $1500. 

Financing avallablo, 

Foremost firm in telephone 
security, 

Contact Frank Green 

COMMUNICATION 
CONTROL CORPORATION 

441 Lexington Avenue 
New York. N.Y. 10017 

(212) 682-4637 

Law & Order December 1974 
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EXHIBIT NO. 13 

DON'T LET YOUR 
COOVE~ION BE BUGGED. 

This mini transmitter Is of the 
type found Inside a martini olive. 

baltelY Q. 7;~~. J ',</ 
transr:nlfter Inside pen 

Fountain pen transmitter discov
ered at Ii recent "'nslders' 
Meeting" 01 Stockholder!>. The 
lountaln pen actually writes. 

~ .. , ... ~"', .. 

'. ',"'.ft"· ,-

, . 
"Bug" found·in the drop-ceiling 
of 9 of tnli 10 bedrooms in a 
motel leased by a company for 
its, executives during a regional 
conference. The cleaning mao 
changed the batteries Weekly. 

/ 
Very high frequency nnd power
ful telephone bug planted amid 
the regular relay equipment. 
Signal was aiscovered aver 2 
miles away from llie executive 
oWea where It was planted. 

,Remota control starter for a tape 
recorder found in the telephone 
Dxchllnge equipment il'l Ihe base
ment 01 a large chemical com
pany. 

Telephone bug with a very low 
frequency. extremelY difficult to 
detect. ' 

Two of se~enll!en lelephoiHl 
drop-In IraMmltters Ih'll satu
rated the executive planning of
fice of a large unlon. The 
transmitlers lit tn\o Ihe moulh 
piece 01 Jhe phone "nd are Id~n
tiC'll in appearance to (egular 
equipment. 

" Ampllflcatlon stage of a powerlul 
room bug fOUhd in the office of 
a prominent New York law firm. 

Low powered tEllephone tap 
found In the base 01 II desk 
phqne of an oil company execu
live. 

This radio transml\ter was con
ceaJBd in .lhe base of a desk pen 
sel used by a Marketing Director 
of.an automobile manufacturer. 

these battarles powered a room 
bug found in thO. conference 
raom of an advertIsing agency, 
Good for approXimately 200 
hours 01 transmittal time. The 
transmiller was confi$cal"d by 
the authorities. 

Paral!!>l type telephone bug 
found on a telephone pole with 
~elf:conlaJned. undetectable bat
tery. This type of devIce is com- j' 
nlonly used blt the underworld. 

The above devices, all deactivated. are from the collection of Communications Control Corporatil;in 

.~ eliminates illegal bll'gs 
and wiretaps permanently 
Our service includes: 
• Elactromagne\lc and radiation sweeping. 

• Telephone and wire S,ecurlty eval.uatlon. 

• Physical search. 
~" , , 

• TraIning .of yoursecuril~personnel \0 
preclude future illegal Intrusions. 

: • Complete Jeport of all illegal bugs, together 
with the areas of potential and actual 
exposure. 

sA cheok IIst.deslgned to secure your privacy; 

Bugs are found In telephones 
ana room. belonginU to IInyone! 
• Ple,ldent~s offico • Board rCloms 
• Trc8suro,·s otllco 
• Cont,¢fltorts bflfce 

Any key ex.eeullve olflcil.: 
• M8rkellog • lla.eatch a. 
• Advertlslng.P.ll. Oevolopmont 
• OesTgrr • Conference rQoms 

and Other "icaltons 
• Corporato apartments:. 

eon~cmlJlium,. and hQt~t SU)t05 

• Homes. • Cars/HmolJsines 
• CprporatD airplanes 

The eCe<Wlretap defeat 
system will afford 
absolute privacy on 
your telephone lines. 

The eee "Bug" detector 
J<1t Is an Invaluable aid 
In the detecllon 01 
urtau thorl:zed 
tti\nsmlsslons 

COMMUNICATION CONTROLCORPORATION 
' .. 41 Lexington Ave., New York, N.Y. 10017 < 101:,,(212) 661-3620 
. t;(llators of exclusive anti-WIretap arid antl-buggins eqUipment and services. 

Dea/fH:lnqu/Jies welcPlpe 
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EXHIBIT NO. 13 

This compact, ultra-sensitive instrument gives you 
an immediate warning when someone wearing a 
bugging device enters the room. The warning is given 
by meter and light, either of which can, at your 
discretion, be turned off so as not to show. 

The Bug Alert can be placed in a drawer or behind a 
picture or in any small, concealed space so as not to be 
visible to others in your presence. 

It detects any hidden transmitter as far away as 20 feet. 
You can tell at a glance whether your conversation 
Is being "bugged" for transmission to an outside 
person or recording device. 

You can also use it to locate a "bug" previously 
hidden in a room. • 

Easily portable, the unit is ideal for use at your office, 
home, or on your travels ... wherever you want to 
be certain of the privacy of your conversations. 

DISTRIBUTED BY 
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'~1CC1 COMMUNICATION CONTROL CORPORATION 
~ - --

April 1st, 1975 

Dear Sir: 

Members o~ your Security Department staff are invited to attend: 

A SEMINAR:, COUN'llER-SURVEILLANCE TECHNIQUES AND EQUIPMENT 

.,. 
WHEN: 

WHERE: 

TIME: 

Wiretapping and Bugging Techniques and the Counte~~easures 
Available 

Wednesday, May 7th, 1975 

The Copeley Plaza Hotel, Copeley Square, Boston 

9.30 a.m. - 5~00 p.m. 

As you undoubtedly know, industrial and commex'cia1 espionage have reached 
epidemic proportions in this country. 

3till reeling from the effects of Watergate, this' nation has learned what 
~hose of us in the security field have long known: that wiretapping and 
illegal.bugging are commonplace in every area of American life. 

Our organization is one of the leaders in the counter-surveillance field. 
We have trained and supplied with the most. up-to-date equipment security 
personnel in many of New York I 5 largest corpora'tions r as well as law 
enforeement agencies and private investigators across the country. We 
also manufacture the most sophisticated anti-wiretap and anti-bugging 
equipment on the market today. 

Our special seminars in counter-surveillance techniques and equipment 
have received wide praise from law enforcement officers, as well as 
security directors of major corporations. Now, we are responding to the 
many requests we have had to hold a counter-surveillance seminar in the 
Boston are~. . 

If you would like to have representative of your security staff attend 
the seminar, please fill out the enclosed registration form and return 
it to us witn your check by Monday, April 28th. Since attendance is limited, 

~ urge you to reply promptly. 

~;~~ 
Robert Soames 
Vice President 

441 LEXINGTON AVENUE. NEW YORK, N. Y.l0017 • 2121682·4637 0 Cable Addre$S:··AMTlTI<~'S". TELEX: 425313 
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EXIllBIT NO: 13 6. 

BUMPER BEEPER DETECTOR 
BUG & TRANSMITIER WIRETAP DETECTOR 

No unit on the market today tan beat 
the coverage or ease of operation. 

COMPARE THESE FEATURES ... 

• Will detect a bug through one f<lot solid conorete. 

• Bugs hidden in woodwork or walls easily located. 

• Tllnes itself automatically from 6 kilocycles to 
10,000 megacycles, giving widest range of any 
detector made to date. 

,. Will cover any room in one sweep where other 
units must be retuned at each range and the 
room covered over and over again. 

.. A room that could take up to 8 hours and 45 min
utes to properly cover with other units, can now 
be done in less than 3 minutes with the new 
Detector. 

.. ---. -. ':.:.- .. -..... : .. : ..... -. .. ~.-...... -":.- .. -. -.:.- .. .. ........ .. .. .. ... ...... -.. ., - .. 
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8 Simple enough for a child to operate. 

• All transistor on pri"ntea circuit board. 

• The ,enormous ran.ge covering ability lets you 
find bugs planted by professional 
espionage spies or nosey ,amateurs. 

• Built-in speaker tells you automatically when 
you are near bug. 

49 Detects P.M. and A.M. radio waves, radar, closed 
circuit TV, and F.M. operated cameras. 

.. Can be used with or without 
earphones, 

DON-Q &- ASSOCIATES 

P. O. BOX 548 

SEATTLE, WASHINGTON 98111 



EXIDBIT'NO. 13 7. 
r---------------~--------~~~--~--------------------------_. 

DE-BUG TRANSMITTER LOCATOR 

Do not be victimized by electronic intrusion devices. 

Electronic evesdropping or "bugging" in the 
United States and throughout most of the world 
today is big business. Bugs are used by 
businessmen to steal their competitor's secrets, by 
private detectives to obtain evidence or in
formation for their clients, and by government at all 
levels, municipal, state and federal, to invade your 
privacy for whatever reason they deem necessary 
(usually unnecessary). Even husbands and wives 
do it. 

These diabolical devices are so easily pur
chased or built that anyone's conversation may be 
bugged. Although Federal Communication Com
mission regulations prohibit the sale or use of 
these devices, their availability and their very low 
signal strength make it impossible to enforce these 
regulations. 

The most common type of "bug" is the 
miniaturized radio transmitter. It may be planted 
anywhere and its signal picked up at a safe and 
conveniE;!nt location. Most transmitter devices are 
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located by RF field strength measurements. The 
normal procedure is to scan all frequencies that 
might b~ used by a eavesdropper find hope that 
you are close enough to the "bug" to get a meter 
reading. This, is a haphazard and time consuming 
exercise which et~l sometimes take days. The need 
for a more efficient instrument is obvious. 

DE-BUG is such an instrument incorporating the 
latest state-of-the-art solid state technology. With 
only two controls, the Model ULD 24 is as 
simple to use as a transistor rooio. A quick 
"sweep" around a room willdeterlTline if you have 
an intruder. 

Broadbanded, no tuning is required and no part 
of the RF spectrum is missed and so super sen
sitive it can detect the lowest powered intruder. 

We know yOU will find the DE-BUG an extremely 
well designed instrument which will prove in
valuable to your peace of mind. 



598-843 0 - 75 - 2 

59 ExmBIT NO.~ 8. 

DE-BUG TRANSMITTER LOCATOR 

Do not be victimized by electronic intrusion devices. 

Electronic evesdropping or "bugging" in the 
United States and throughout most of the world 
todiiY is big business. Bugs are used by 
businessmen to steal their competitor's secrets, by 
private detectives to obtain evidence or in
formation for their clients, and by government at all 
levels, municipal, state and federal, to invade your 
privacy for whatever reason they deem necessary 
(usually unnecessary). Even husbands and wives 
do it. 

These diabolical devices are so easily pur
chased or built that anyone's conversation may be 
bugged. Although Federal Communication Com
mission regulations prohibit the sale or use of 
these devices, their availability and their very low 
signal strength make it impossible to enforce these 
regulations. 

The most common type of "bug" is the 
miniaturized radio transmitter. It may be planted 
anywhere and its signal picked up at a safe and 
convenient location. Most transmitter devices are 
located by RF field strength measurements. The 
normal procedure is to scan all frequencies that 
might be used by a eavesdropper and hope that 
you are close enough to the "bug" to get a meter 
reading. This is a haphazard and time consuming 
exercise which can sometimes take days. The need 
for.a more efficient instrument is obvious. 

DE-BUG is such an instrument incorporating the 
latest state-of-the-art solid state technolqgy. With 
only three controls, the Model ULD -370 is as 
simple to use as a transistor radio. A quick 
"sweep" around a room will determine if you have 
an intruder. 

Broa:dbanded, no tuning is required and no part 
of the RF spectrum is missed and so super sen
sitive it can detect the lowest powered intruder. 
The acoustic verifier feature provides positive 
feedback identification of an intruder. You are not 
misled by other RF sources such as nearby broad
casting stations, noisy neon starter switches, and 
etc .. In feedback verification the intrusion device 
hears itself amplified thus forming a closed loop, 
the cycle repeats until there is a continuous whistle 
or scream. This can only happen obviously if there 
is a transmitter pl.': r.l8nt. 

Other features include separate antenna probe 
for those hard to reach spots, headphone jack, 
recorder jack, and collapsible handle for easy 
stowag~. 

We know vou will find the DE-BUG an extremely 
well designed instrument which will prove in
valuable to your peace of mind. 

1448 



EXHIBIT NO~ 13 

TELEGUARD 1000------------- LINE TAP DEFEAT SYSTEM 

The TELEGUARD 1000, a major electronic breakthrough, will .............................................. . 

afford absolute privacy on your telephone lines in a unique system never available before. It 

will render ineffective sereptitious electronic wire taps that may be on your line right now, .. 

........ or can be added at any time. 

The TELEGUARD is the successor to a complete line of sophisticated equipment designed 

solely to DETECT and DEFEAT ILLEGAL ELECTRONIC WIRE TAPS. Operating on a 

BALANCED LOOP PRINCIPLE, similar to a Wheatstone Bridge, the TELEGUARD will 

perform the following: 

• ANALYZE, BALANCE and SECURE .your telephone lines. 

• DEFEAT PARALLET WIRE TAPS. 

• DEFEAT ELECTRONIC TELEPHONE STARTERS. 

• DETECT and DEFEAT SERIES WIRE TAPS. 

• DETECT and DEFEAT INFINITY TRANSMITTERS. 

• DETECT UNAUTHORIZED TELEPHONE EXTENSIONS iN USE. 

e Operates on incoming as well as outgoing calls and can be used on both 

sides of the line; in pairs. 

• PORTABLE. Can be used on any phone. 

e NO BATTERIES or A.C. suppl'y needed. 

• SIMPLE INSTALLATION. Plug thtl TELEGUARD into .your wall jack, plug .your telephone 

into the TELEGUARD jack. 

TELEGUARD 1000 ~ 
., All solid state circuitry. Will 

last indefinitely. . 
• Anal.Yzes, Balances and Secures 

'your telephone lines. 
• SoUd Walnut Case. 9x6x2. 
• Two year guarantee. 

( Free re(1lacement if defective. ) 

',~'.,L.;·,;8.SECURITY .aLECTROP4ICS, LTD~;. 
·,2~1.;~$T43RD$TREET.NEWYQRK. NEWYORK 100,:1::," 

1\}':>::(Z12)986-{;367' ',,>\ , 
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EXHIBIT NO._1_3_ 

THE PHONE SVVEEP 
TOME SweEP ANY PHONE LINE IN THE USA. RIGHT FROM YOUR OWN OFFICE 

WHY TONE SWEEP A PHONE LINE? 

10. 

Because today, it is common knowledge that thousands of tone activated eavesdropping 
microphones have been sold and installed on phone lines throughout the U. S. A. 

WHAT IS A TONE ACTIVATED PHONE LINE MICROPJIONE? 
These microphones are so common that they have even heen advertised in national mail 
order catalogues. They may be installed on the line anywhere inside the premises and 
will send all room voices back over the phone line to the user. They can now be turned 
on from any other phone in the U. S. A. by direct dialing. The user simply dials your 
number and sends a tone signal over the line simultaneously. Your phone does not ring 
while this is happening. And yet he has taken over your line from wherever he may be, 
and can now listen to your most private conversations as long as he desires. The mike 
is turned off only when he decides to hang up. 

HOW THE PHONE SWEEP FINDS THE MICROPHONES 
All of these microphones, from the oldest to the newest, have one thing in common. 
They must be activated (turned on) by a tone signal on the line. The tone may be any 
chosen frequency between 300 and 2000 cycles. The PHONE SWEEP generates a tone 
signal which sweeps through all of these frequencies. After you dial the number that 
you wish to check, place the Pf lONE SWEEP to the mouthpiece of your phone and turn 
on the switch. It takes only one minute for a complete sweep. This method is accurate 
and will never miss. To check your own phone, dial your numbt:'l:" from any other phone 
you choose. You may even use a coin phone if you wish. You will hear the tone and wiH 
know when the sweep is completed. Turn off the PHONE SWEEP and listen for the ring 
signal to the other phone. If it is still ringing, there is no tone activated mike on it. 
If it is not ringing, and no one has picked up the other phone, then you have turned on a 
tone activated microphone on that line. If any sounds are pl'esent at the premises, you 
will now be able to hear these sounds. 

FINALLY 
It takes no great amount of imagination to coiitemplate the profits available to you, by 
sweeping the lines of your clients on a regular basis. Do it right from your own office. 
Any phone in the U. S. A. that you can dial direct. Takes only one minute after you have 
finished dialing. Naturally some of your clients will insist on buying the PHONE SWEEP 
and you may optionally sell them at whatever price you deem adequate. 

_. " ~ 

\ :A~UM)NUM CASE NO WIRES TO" CONNECT" 1 

L _____ .;_.~~t~_"~~~".~~~~~_~~ ES ____ --'-~ ___ " ______ , __ ;,~_2.~. yE.~L~AR RAN!.~~ ", 

AVAILAIILE FROM. 

R. B. CLIFTON 
111100 N. W. 7th AVE. 
MIAMI, FLORIDA 33168 
PHON E 3011 - 881 -1613 

ONLY 
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CHAIRMAN ERICKSON; We will proceed with 
the next panel. 

We welcome these members to the Commission: 
Mr. Milo A. Speriglio, Chairman of the Board 

and Director and Chief of four private investigation 
firms. 

Mr. Philip Nesbitt, Assistant Director of In
vestigations, and head of the Electronic Counter
measures Division of Pinkerton's. 

Mr. Samuel W. Daskam, President of Mason 
Technical Security Services, and General Manager 
of F. G. Mason Engineering, Inc. 

All these men have had many years of experience 
in providing electronic countermeasures surveil
lance, and we again thank you for appearing. 

Will you gentlemen step forward and be sworn? 
[Whereupon, Messrs. Speriglio, Nesbitt and 

Daskam were sworn by Chairman Erickson.] 

TESTIMONY OF PANEL ON 
COUNTERMEASURE SERVICES: 
SAMUEL W. DASKAM, GENERAL 
MANAGER, F. G. MASON 
ENGINEERING, INC.; MILO A. 
SPERIGLIO, DIRECTOR & CHIEF, 
NICK HARRIS DETECTIVES, INC.; 
H. pmLIP NESBIJ'T, ASSISTANT 
DIRECTOR OF INVESTIGATIONS, 
PINKERTON'S, INC. 

CHAIRMAN ERICKSON: Mr. Hershman. 
MR. HERSHMAN: Gentlemen, if you have open

ing statements, I'd appreciate it if you'd limit them 
to five minutes. 

Mr. Speriglio, would you like to begin? 
MR. SPERIGLIO: General Hodson, Chairman 

Erickson and olstinguished members of the Na
tional Wiretap Commission, it is an honor and a 
privilege to accept this invitation to testify before 
you. 

I am Milo A. Speriglio, Chairman of the Board 
and Director and Chief of four private investigation 
firms based in Los Angeles, California. Nick Harris 
Detectives, Inc., the parent corporation, was 
founded in 1906 and now includes California Attor
neys Investigators, Inc., Milo and Associates, and 
Scientific Investigation Agency. 

As we know, the 90th Congress enacted Public 
Law 90-351 cited as the Safe Streets Act of 1968. It 
prohibits unlawful interception of private communi
cations through bugging and wiretapping and pro
vides for criminal penalties and civil damages 
against its violators. The Act makes it illegal to 
manufacture, distribute, or possess electronic 
eavesdropping devices. Many experts agree the Act 
did not drastically alter the pattern of .electronic 

espionage. Your task, as I see it, is, in part, to 
determine the effectiveness of that Act. In my 
professional opinion, the so-called electronic inva
sion is nearing an epidemic stage in the United 
States. 

Recently, I completed a manuscript for a book 
entitled, SHHH! It illustrates how commonplace 
bugging actually is in today's society. Our Los An
geles office repeatedly refuses to accept bugging as
signments. One of the book's chapters is, "We Turn 
Down a Million Dollars a Year," a conservative 
estimate. Many of the individuals, associates and 
corporations who request eavesdropping installa
tions actually believe it is legal and know nothing of 
the Act of 1968. Eventually, they will find someone 
who will do their bugging for them, or will ultimate
ly do it themselves. 

It's easy for anyone to obtain bugging devices. 
While I was preparing this statement, my secretary 
handed me a letter mailed from St. Louis. The 
letter is typical of the hundreds of such unsolicited 
advertisements selling bugging devices which we 
have received since 1968. This letter inclui!::;~-! an 
advertisement featuring a device that wor:ld .mto
matically record incoming and outgoing telephone 
calls. The retail price was $29.95, or in quantities 
often or more units, it dropped to $23.37. 

As with all such advertisements after 1968, it 
contained a disclaimer. This one stated, "Note: 
Some states may prohibit recording conversations 
without both parties' advance agreement." It so 
happens that. one of those states is Califor;.lia. 
Telephone conversations can be recorded in 
California if a beep tone is given. They clearly 
pointed out in their advertis~ment> however, that 
their Model 4 does not emit a beep. 

While the cost of almost everything we purchase 
today has increased, bugging devices are costing 
less than ever before. Many of us have pocket cal
culators. They are now available for only a fraction 
of what they sold for before they were mass
produced. Today anyone can afford to purchase a 
bug. 

Aside from my opening statement, I just want to 
bring to the Commission '8 attention, as I flew out 
here on the airplane I was r~ading the most current 
issue of Playboy magazine. It contained on page 
194 an advertisement reading in part, "Miniature 
transistors. Picks up and transmits most sounds 
without wires through FM radio up to 300 feet. Use 
it as a mike. Use it as a babysitter, burglar alarm, 
hot line, et cetera, for fun, home, or business. Cost, 
$14.85." 

Back to my opening statement. 
Potential targets of privacy invaders often 

become victims of "black box operators" as my 
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colleagues call them. Unscrupulous instant-experts 
claim they can locate and remove hidden wiretaps 
and bugs. The man with the black box has no cre
dentials, is not a state licensed investigator, and 
pretends to be an electronic debugging expert. He 
preys upon the countless thousands of individuals 
and firms who suspect they are under electronic 
surveillance. His countermeasure equipment is inef
fective, yet impressive looking, displaying flashing 
lights, meters, or emitting sounds. Many of the 
black box operators build their own debugging 
equipment from a few dollars worth of components. 
Since Watergate, countermeasure equipment has 
been mass-produced throughout the nation. Some 
units sell for more than $1,000 and contain less 
than $45 worth of parts and labor. 

Another chapter in my manuscript is titled, "Find 
Help Fast in the Yellow Pages-Like Hell." Ap
proximately 85 per cent of the nation's telephone 
subscribers are customers of the Bell System or 
General Telephone. If they suspect their phone is 
tapped or their room is bugged, they cannot find 
professional help in the yellow pages. 

In 1972, the Bell System decided to ban the ad
vertising of debugging services in the yellow pages. 
This censorship included everyone, even those who 
are licensed by the State to perform this much 
needed service. . 

Pacific Telephone Company is Bell's second lar
gest system. Their tariff, filed with the Public Utili
ties Commission, is similar in language to others 
filed. It states: 

"(We) prohibit the acceptance of advertising 
either stating or implying: 

"Detection of eavesdropping devices 
"Privacy secured by detection of electronic 

equipment 
"Hidden microphones detected 
"Electronic bugs uncovered 
"Debugging and 
"Bug-finding service" 
As a direct result of the phone company's posi

tion, I conservatively estimate that thousands of 
wiretaps and room bugs have gone undetected. 

In April of this year, one of my firms submitted 
an advertisement for the Los Angeles Central Yel
low Pages. One line of copy referred to me as the 
author of the manuscript I previously mentioned. It 
stated, "SHHH!, a book about phone tap detec
tion." It was rejected, as they would not allow such 
description in the yellow pages. 

An alternate description was submitted. It read, 
"A book about privacy invasion detection." It, too, 
was banned. 

Next, we submitted the words, "A book about 
your right to privacy." Once' more, top-level 
management rejected it. 

As a last resort, we changed the copy to read, "A 
book about your constitutional right to privacy." 
Their immediate reply was, "You cannot use the 
words 'right to privacy' in the phone book." I then 
reminded them of the Fourth Amendment to our 
Constitution. They finally agreed to permit this 
statement describing the book. 

The phone company takes this arbitrary position 
to censor advertisements from legitimate compa
nies that are qualified to detect illegal wiretaps and 
room bugs. We must ask ourselves, "Why?" 

Thank you for giving me the opportunity to shed 
some light on this monstrous problem which faces 
our entire nation. I now stand ready to answer your 
inquiries, but first may I introduce some documents 
to be entered into the record. 

CHAIRMAN ERICKSON: Of course, we will 
welcome the documents. The documents that you 
are offering-have you previously provided thost: to 
Mr. Hershman? . 

MR. SPERIGLIO: No, I haven't. 
CHAIRMAN ERICKSON: Would you come for

ward and hand them to Mr. Hershman? 
MR. SPERIGLIO: Would you like a brief 

description of any of them? 
CHAIRMAN ERICKSON: Yes. 
MR. SPERIGLIO: I will give you a copy of the 

Playboy advertisement. 
I will give you a copy of the public utilities tariff 

for the Pacific Telephone part of the Bell System. 
I will give you a copy of the General Telephone 

Company's tariff filed with the Public Utilities 
Commission. 

I will provide you with a lette: from the Public 
Utilities Commission, State of California, which 
states that according to the phone company they 
are acting in this manner, prohibiting advertisement 
of debugging as a result of the Safe Streets Act of 
1968. The phone company takes the position that 
they are doing this as a result of that act which, as 
we all know, only prohibits wiretapping, not detect
ing it. 

I will also provide you with a copy of the recent 
advertisement 1 received that I mentioned in my 
opening statement, a copy of an advertisement sub- . 
mitted to Pacific Telephone Company, which was 
rejected. 

And one letter I'd like to read you in part to 
show how widespread bugging actually is. It says: 

"Occasionally bugs do break down. We all know 
these things can happen. That is what we are here 
for. Interelectronics is a new firm, but we know our 
business and we are prepared to provide all types of 
surveillance equipment. In this day of complex 
gadgetry and highly sophisticated techniques, it is 
par .for the course to have a mechanical failure now 
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and then. That is what we are here for. We are not 
expensive. We do things fast and clean. We hope 
you will call upon us. Weare here to help." 

This just points out that there are a lot of bugs on 
the market if there are companies to repair them. 

I will submit them to you. 
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MR. HERSHMAN: Thank you. 
[The material referred to follows. J 
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STANDARDS FOR YELLOW PAGES ADVERTISING CONTENT 

IL>;STITUl1ONAL a.Y. CONnl) 

2. lbC 1istiDgs of !be members in Ibe 1istiDg oolu""" an: idenli",d by .. tnl lines of 
informatioD such -.so "Member 0[ ____ Association." etc.. or are identified. under a 
Trade Marl: Headins. Trade Name, or in !he a.oe of melena: 10 display .dve~ ... 
!he adverti>em<:riu an: especially identified by emblems, s12lemenlS or olber .. gniJiCaDl 
TdentilicatioL 

3. Particular a\tel1tlon is &i- 10 !he oopy 10 make il clear 10 !he dis<ctory wet" WI I:t1J 
cndo==' is mode by Ibe ;woc;iation or ~p involved, and not by !he TclepboDc 
Company and 10 make c:main WI tbere is no implication Ihal only Ill"'" listed as 
members or a zroup are qualified 10 perform the particular service involved and that 
tbose DOt Iistcd as members are nol '1ualifieIL . . 

INSULATION CONTRACTORS - See "ConlractorsH 

I-INSURED . 
The word "Insured" slull no. be advenised unless qualified by Ihe inclUlion of the type or 
oovuo&<-

FOR EXAMPU!: 
"We carry full liability insurance." 
"Your propeny is (ully insured while in oW' posse$SSioo.." 
"1ns11r.11!C" ~ge may be arranged." 
"Insurance Available" 

I-INTEREXCHANGE RECEIVING SERVICE LISTINGS (IRS) 
Dirr:elolj" listings are provided in accordanee with schedule l7-T. 

The telephone number pn::fixes are: 
"Enterprise" in Northern ealiromia and Nevada 
"'Zenith .... in Southern California. 

AI Ihe option of the ~ubscriber, the listing may be non-published. 

The phrase. "No inter-city ehar~e" may be included if Ihe subscriber so desires. 

Advertising ropy containing (IRS) numbers. musl include the names of the (IRS) sending 
c:xch3n~es located in the: classified directory .illCil and uAslc. operator for" or .... Ask long distar.ce 
for" insuuctions. 

INVESTIGATORS 
~ II-lt ma\' be unlawful for firms or individu,als who an:: not Stale licensed as "Prh'atc In\'estigatoD to 

be: rel.n.csc:mcd undc:r this heading. Furthermore.. in Caliro~ it may be un1awful for one who 
is 1icen~d not w use the name and address as they appear tn State records. 

See ., Address is Required" 

,... n- In Caliromia, copy which inrers that the advertiser offen 10 procure or obum: or to aid in 
procuring or obtaining.. any divorce, st:\o'crance. dissolution Or annulmcnt of :10)' marriage may 
violate section \59. or 1he California Penal Code. 

I-\\'e have long prohibite~ the acccplano: of adveni.sing c:ithcr staring or implying ~at wire 
\appin!- 'Or eavesdropping. is employed by the adveniser. "!iris s~ndard nol only pmhlbi~ ~ 
ad\'ertj~ing or wire tapping and cavesdroppin! devices. but also SD--l-,Ued debugging ad\'erusmg 
(i.e .. advertising staling or implying c:1ectronic: devices or services wiU .~ provided for the 
dl!lectian and removal of wire 1aps and e.3\·e~drC'rping "bugs") on the bans th:u Ihq,se who can 
debu~ also possess the eapability to bug and wire13p. 

I ron tuubtd.' 

DIRECTORY nE~I; - PACIFIC TELEPHONE OCl.bcr 1m 

STANDARDS FOR YEllOW PAGES ADVERTISING CONTENT 
(IN\'ESllGATORS, CONl"D) 

Following are example> of Ille type of ph= WI an: pro:libited from appearing under *"1 
... diD: in <.he Yellow Pap: 

UNACCEPTABlE 
Eearoni: Surveillancr DeI!ai f Eavesdro . 
Sa= R=rdt:n Devi;,n a ppm! 

E ..... drnpping Privacy Secured by Delectioo 
W"muppmz with Electronie Equipma.1 
"Buuinf~ or "DebuuiDt" Hidden MicnmhoQe\ Detc<t<d 
Seen:: Listening Devi= Listening Dev~ 
Bug f"Ulding Servi<z El=nic Bugs Uncovered 

ADVERTISING UNDER THE HEADING INVESTIGATORS 

I-Phrases sa.:h as "Electronic Equipment." "'FJtt\ri~ Dem~" ~te... without furthe.r qullifatioa 
may imp.!y tiur wiretapping, bugging or debugging equipment is being employed. These 
arnbiguol!$ phrases cannol be pennilted (0 stand alone under the heading Investiplors. These 
phfa~t!S Dl.~. be. me.ntioned in tOpy only if qualified with additional, specific descriptive 
infotma:ic: "9,·h.ich clearly discloses thal the device or equipment is to be used for a purpose 
other th2L .... ~'"e:3pping. bugging or debugging. 

FolI~'in! "'" examples of the type of unacceptable and a=p12b1e phrases under Ihe heading 
InvesupiC1S: 

UNACCEPTABlE 
Securlry Equipment Eiec..-.:tmc Devico 

EI=~::;c Equipmen. 
Ele...-=:::.ic Protection Equipment 
EI=~::.ic Security 
Su.,·::.;;.a..,ec: Equipment 

Specialized Electronic Equipment 
Elecuo Magnetic Devices 
Electronic. Sensing Equipment 

ACCEPTABlE 
EI=.:c Seeurity Equipmenl for the p""'enlion of shoplifting 
S~~d Electronic Equipmmt for the detection of bur!larics 
Elect:'t'::i: Sensing Equipment for the detection of fire 

There a..--e ~ fev.· instances under Investigators ""here- the menlion or specific equipment. even 
though t;~f.ed. may stiJ1 imply that wiretappin2. eavesdropping or debugging s.erviccs att 
being pro\;c::d by the advertiser. This would include. for example. menuon of such devices as 
lape recoTci~. "\\1iile a tape recorder may be a component of an acceptable service. its role is 
normalt- .!-~ mmor or obvious as no\. to warrant i~ bc:ing hig.hlighted in the. advertiscmcnL 
Accardin!!). i::; such instances, caUing attention to such recording cquipmenr serves no useful 
purpose. a=.': c::;u: oIlly be interpreted as a subterfuge: dcsignc:d to circumvent the intent of thcsc 
uanda.rd.. 

ADVERTISING UNDER THE HEADINGS FOR 
SECURITY PRODUCTS AND SERVICES 

I-There are ~ ::umb':r of specifiC headings (see list below) which reouire dose scrutiny (or possible: 
violatio:l c: !.he lOt,nt of the!.e standards, Nonnally. it "Would not be necessary to qualify phra$oCS 
such as ~.ronic Devices" un':cr the headings {liste.d belo",,) sine:: the. heading itself (e.g..,. 
Burglar A.r:z_-= S,YStcms) provides the necessary s~ific descriptive infonnation. Howr:ver. if 
thue. is ~.:. ir."!plication in an advertist:ment that wiretapping. eavesdropping or debugging 
sctvices a..-:: t.::lp!oyed. the advertisement mUSt be. ma:dified to confonn 10 these standards. 

Bun:~ .~..!.a:-::t S .... S\cms Uc. Detection Service. 
Firt-.-\...~:-:"l Systems Polite EqUIpment 
Gll2!"o:. :.::.~ ?;11;0\ S!:n'icc Se:cu:it~· Controt Equ:pme:nt & S~'Stem!l 

1:~::~~~;;~::~~Uipme!l1 &: Suppli~ ~~~~~{~;~~~~;~:c:;'ti~~Ub~~.~ 
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PI&< 24 STANDARDS FOR YElLOW PAGES ADVERTISING CONTENT 
(INVESTIGATORS. CONrD) 

TIlE EFFECT OF ADVI;RTlSEMENTS TAKEN AS A WHOLE 

I-Finally, some advertisements as a whole may be completely ur]xcc?ublc Jhhough every p!-... ""3.Se. 
separately considered. may meet the requirements of lhesc slaDd~ru. This may be beclusc 
things are omined thai should be said, or because advenisemcnts an purposely mmposcd or 
printed in such ways (e.g .. through illustrations. graphic arrangements. Or size of type) as %0 lC3d 
(be reader inlO believing thai Wiretapping. eavesdropping ordebugg:in,g services are availlb!e. As 
publisher> of the Yellow Pages, the Telephone Company must .. errue sound judgmct:1 •• d 
rejeci such advertisements whenever an advertisement as a whole con\'eys the impreuioD that 
wiretapping. 03vCS<!roppi.g or debugging may be employed. 

JAIL EQUIP - S •• "Wire Tapping" 

DIRECTORY DEPT • PACIFIC TELEPHONE 

STANDARDS FOR YEllOW PAGES ADVERTISING CONTENT 

IDENTIFICATION EQUIP & SUPLS - Se .. ''Wlre Tapping" 

I-ILLEGAL BUS<INESS . 
Advertisemenu of busin= or acuviues which are il'egll, for =rapl .. book makers (bOOkies). 
gambling parlors or gambling devices, etc., are unacceptab\c. 

I-ILLUSTRATIONS 
Copyrighted illustrations, illUStrations which have appeared in another adveniscr's announce~ 
mcn~ or endemark names or .ymbols not the propeny of the advertiser will not be .ccept.-d 
unless the adverUscr has secured proper permission. 

Poruaits or pictures of {'COple are not acceptable for half tone or line ~u:hing reproduction 
unless the people iD the pICture give written authority to th. Telephone Company. 

An ilhatntion of a building which attempu to convey the idea that the advertiser =upies the 
entire premises is not acceptable unless such is the case. 

Sa. alao "Obledlonable Copy" - "B,and Nama Contral Section" 

INDUCEMENTS - FINANCIAL - S •• "financial Inducements" 

I-INFORMATIONAL LISTING COpy 
An Informational Luting is a listing that has been split to permit the inclusion of informarional 
copy between the listed name and the address and telephone number. At least one line of 
ioformational copy mw:· be provided with this listing. 

The firm name must !!!;v,:lYs agree with the name in the CU11umcr's alphabetical listing. It is nOl 
pcrmissab!e. under any drctlmstan.ces. to edit or abbreviate the finlJ name in an informational 
listing which wo.1d result iD a dilference between the alphabc:tical.nd classified listings. 

Addres;!; and telephone numbers of branches. Clc., may be shown under d:e Informational Listing 
address and telephone number provided the branch alphabetical listings are in the exact same 
ume as the Informational Listlng. 

Dir.:aional Grrd of information such as MArros.s (rom Palace Hotel." "Between Polk and 
Lari:in," etc., should normally appeor in copy above the address. However. if requested by the 
advertiser, Ihis information may appe3"; below the first address. 

Lines of reference inrormiltion, such as "If no Answer Call ____ .. and 
"Bttw= ___ PM "' ___ AM" or a "Residence" inden~ may also appear below either 
the main or branch localions. A "Residence" indent. however. may only be shown if the 
,business listing clearly identifies the name of the subscriber 10. or iiJn additional listing on. Ihe 
.residence service. 

Names and addresses (but Dot telephone numben) of firms represented by the advertiser are 
aa:eptable in copy when preceded by such words as "Reprosenung." "Agency for." etc. 

S .. alsa "Misleading Advertising Copy" - "Unacceptable Advertisements" 

I-INSTITUTIONAL COpy 
Where the advertiser is a professional or trade associalion or a similar group general~y 
recognized and accepted as such in the profession or trade. the advertisement shall not identify 
the members. It may, however. include a rererence to Ihe listings of the members in the listing 
Q)lumns of the dirC't'tory or to their display ad'r'ertisemen15, provided that: 

I. The zdvenising copy is of an inslitutional n;nure limited to publicizing the :w.ociacion. its 
purposes or policies.. its sig:1ificancc, qualititalion for membership. etc.. and the reference 
10 the listings or display advcl'usc:mcnts of the members SCrYC1 only 10 identify them as 
such. 

DIRECTORY DEPT •• PACIFIC TELEPHONE OctDl>er 1971 





WESTERN REGION SALES INFORMATION 

WARRANTY - See IIGuaralltee" 

YlATERPROOFING CONTRACTORS - See "Contractors" 

WEATHER STRIPPING CONTRACTORS - See IIContractors" 

WHOLESALE 
The use of the word "Wholesale" is permitted only when the 
advertiser is in fact in the wholesale business and is so 
recognized by the trade of which he is part. 

See also "Bait Advertising Copyll and "Misleading 
Adver"-ising Copy" 

WIRETAPPING 

65 

"Since wiretapping is prohibited by Federal and State Laws, 
advertising copy for Detective Agencies, Investigative Services. 
etc., can neither state nor imply that wiretapping is employed. 
Equally unacceptable is the offering of electronic devices or 
of services involving the use of such devices for the purpose 
of wiretapping or eavesdropping. Similarly, advertising copy 
stating or implying that services will be provided for the 
detection and removal of wiretapping and eavesdropping 
apparatus, (i.e., IIdebuggingll) is unacceptable. 

WREC KING CONTRACTORS - See "Cont ractors II 

MAY 1974 
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COMMISSIONERS 

J. ~. VUKASIN. JR .. CHA.IRMAN 
WILL'~M sYMON6 • .JR. -

THPMAS MORAN 

ADDRES. ALL. COMMUNICATION. 
TO THE COMMI •• ION 

107 SOUTH DROADWAY 

VElfNON L. STURCiiItON 
DAVID W. HoLMKS 

ttJublir llUtlUit!I OInnuuissinu 
STATE OF CALIFORNIA 

June 5, 1972 

LOI ANGELES. CALIF. DaCia 

TIEL.PHONE, (13) aao~ 2570 

• FlLIt No·IC 55555-T 
:ae: Nick Harris 
Detective Inc • 

• California Attorney IS Investie;etors, Inc. 
550 South Vermont Avenue 
Los Ane;eles, California 90020 

Attention: Mr. Milo A. Spergilio 

Dear f1r. Spergilio: 

This is in further response to your letter concerning ad
vertising for your client of the above name in telephone 
directories provided by the Pacific Telephone Company. 

As in the telephone conversation with you and our staff member, 
Mr. Toczauer, he exp1ained·that in an attempt to assist you, we 
requested that the telephone company review your complaint and 
explain its policy. In response to our inqui~J we received 
the m'line; answer from the telephone company: 

"In December 1971 our Company revised its standards 
for Ye1101" Pages advertising content pertaining to 
the C1assifiecl Headinc;s of 'Detective Agencies t and 
'Investigators' specifically, and all Classified 
TIea(line;s in {jenera1. This was done in an effort to 
comply with the intent of the Federal Omnibus Crime 
and-Safe Streets Act of June 1968. This standard not 
only prohibits the advertising of wire tapping and 
eavesdroppine; devices, but also so called debugging 
advertising on the basis that those who can debug 
also possess the capability to bug and wiretap." 

[J
t~ staff requested that the telephone company once more reVie:Jl 

its policy and indicate if it is wil1ine; to consider any 
compromise. The telephone company response was that they feel 
they are obliged to stand firm on these responses. 

Q
~lile our Commission and its staff ooesntt necessarily agre~ 
with the telephone company interpretation, informally it is in 
no position to order or instruct Pacific Telephone i.10mpany to 
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California Attorney's Investigators, Inc. 
r1r. talo A. Spergilio 

-2-

111'1;0]', m()c1:i.fy or chanr;e its nnnollnccd policy. 

J1..IDe 5, 1<172 

Ar: it ''Jas further explained in the phone conversation between 
you ann onr staff member, if you are dissatisfied with the 
above response you may file a formal complaint \'Jith our 
Cowrrission. Once such a formal complaint is filed, if acce~;ed, 
hearings are set and in the course of the hearing sworn testimony 
and other evidence is received. Based on such evidence the 
Co~ission will then be a position to dispose of the aboye 
cont:::-oversy by order. Such orders may affirm the company's 
present policy or may order it chanr.ed or modified as the 
evidence obtained in the course of the hearings 1-1ould -warrant. 

As promised by our staff member, to assist you in appraisinr: 
the involvements in the formal com:9laint we are enclosine: 
\'Tit~ our letter a copy of the RlJ_les of Pro(;-3dure. 

Very truly yours, 

PUBLIC UTILITIES COMMISSION 

TdILLIl\l1 R. JOHNSON, Secretary 

Enclosure: Rules of Procedure 

--".~ ..• 
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BRIEF DESCRIPTION 

AU1QfATl;C INTERCONNECT DEVICE 
( AID ) 

AID is a specially designed coupler that allows remote activation of 
any tape recorder--directly--any point on the telephone lin~. 
Lifting any telephone receiver .on that lina will activate the tape 
recorder. This allows a tape recorder to automatically record all 
incoming and outgoing calls ••• without unnecessary drain on batteries 
and tape waste. The unit is completly silent and does not change 
the clarity or volume of the coaversation. 

SPECIFICATIONS 

Additional equipment •••••••••••••• Battery or AC operated tape recorder 
with remote plugo 

Additional power •••••••••••••••••• None 
Technical background •••••••••••••• No electronic experience necessary 
Dimensions •••••••••••••••••••••••• 1%" X 1" x 1" 
Current price ••••••••••••••••••••• 24.95 
Note •••••••••••••••••••••••••••••• Some states may prohibit recording 

of conversations without both.parties 
advance agreement. AID does not 
emit an audio beep. 

AID is a product of: Metro-Tech Electronics 
3338 Olive St. 

St. Louis, Mo. 63103 
314-533-9970 
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~nTElELTf?tDn~L6l 
To All Detectives: 

Occasionally bugs do break down! 

1ve all knOlY' how these little things can happen. 

That's what we're here tor. 

INTELE(;'l'HONICS is a nel,. firm, but we know our 
business, and we are prepared to repair all types of 

surveilla.nce equipment. 

In this day of complex gadgetry and highly 

sophisticated techniques, it is par for the course 

to have a mechanical failure now and th,en. That is 

, .. hat ' .... e're here for. 

We are not expensive, we do things tast and clean, 
and we hope you will call us. 

We're here to help. 

Respectfully, 

A.C.Bowers 

Field Consultant 

ACD/sm 

P. D. BOH ~814, SAflTPt mDfl~CR, CA.g,(]40B.[2~3J 848·14.3 
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MR. HERSHMAN: Mr. Nesbitt, do you have an 
opening statement? 

MR. NESBITT: Yes, I do, Mr. Hershman. 
I am H. Philip Nesbitt of Bethesda, Maryland. At 

present I am Assistant Director of Investigation and 
also head the Electronic Countermeasures Division 
of the Investigative Directorate of Pinkerton's, Inc. 

As for my personal qualifications, I am a senior 
member of the Institute of Electrical and Electronic 
Engineers and possessor of patents in this field. I 
have been actively engaged in the electronic coun
termeasures field for approximately 30 years. Dur
ing that time I have operated my own company. A 
little over a year ago I joined Pinkerton's, Inc. 

My experience includes the design and fabrica
tion of electronic countermeasures and specialized 
equipment which has the function of providing 
greater industrial security and more effectiveness in 
countering new sophisticated devices. 

When I was invited to appear before this commit
tee, I was delighted to accept primarily for two 
reasons: One, it says to me that there is an aware
ness that there is a problem in the field of elec
tronic surveillance. Two, my appearance here pro
vides a forum to show you gentlemen, as legislators, 
just how large and serious this problem is. 

Let me hasten to say that, due to the nature of 
the work that I and my division perform, I am not 
at liberty to Jive this committee the specific names 
of clients for whom this work has been performed. 
Aside from the fact that their actual identities are 
irrelevant to what is being investigated here, it 
would be a violation of our business ethics to 
divulge the names of our clients. 

As to the nature of the problem and its mag
nitude, let me cite some examples: 

In the past we were called upon to check a facili
ty, a legal firm, where we discovered a total of ten 
taps on eight lines in use-or two lines had been 
tapped twice. 

You are all aware of the "Great Seal" bug found 
in one of our embassies. This technique has become 
quite prevalent in recent years. A more so
phisticated version of this was mentioned in the 
press just a few weeks ago. 

We've discovered devices in such innocuous 
things as award-type wall plaques, children's toys 
and clothes trees, to mention a few. 

There has never been lack of interest ill the train
ing seminars I conduct, wherein members of the 
commercial, industrial community and government 
agencies, includi~,~ police personnel, are apprised 
of and instructed in the identification of devices 
and methods to combat this very serious problem. 

As to the effectivene'ss of Sections 251 1 and 
2512, my first comment is that, based on my ex-

perience, it is my personal Oplnton that 2512 as 
written has an inherent defect. I say that because 
the devices on the market today which are perfectly 
capable of illegal electronic surveillance, are being 
sold as baby-sitting devices, entertainment devices, 
intercoms, burglar alarms, elocution aids, et cetera. 
I don't feel it is possible to legislate against the 
manufacture of such items, but I do feel that there 
must be some restrictions. 

Secondly, under 2512, as now written, I often 
have the feeling when I go on an investigation that I 
am breaking the law, which is certainly not my in
tention. I do possess and carry in interstate com
merce, in my work, in the language of the statute, 
"electronic devices ... knowing that the design of 
these devices render (them) primarily useful for the 
purpose of surreptitious interception of wire or oral 
communications." I cannot bring myself or my 
company within any of the exceptions in the 
statute. Therefore, I would highly recommend that 
there be incorporated in Section 2512 language 
which would cover people like myself. 

As to Section 2511, I don't feel I'm particularly 
qualified to comment on that section because the 
violations outlined there are criminal in nature and 
seem to me to be the province of the prosecutor 
rath~r than an electronics specialist such as I. 

I think it might be of interest to the committee to 
know of two areas where problems exist in this field 
now and in the immediate future. 

One is the pseUdo-expert that has surfaced 
recently. I'm alluding to the self-styled countermea~ 
sures technician who, after purchasing a $29.95 
diode detector, and using his limited, if any, train
ing, passes himself off as a true expert in this field 
and charges in the neighborhood of $600 to check 
out one room. This ty?e of person is doing great 
harm to the people hiring him as he gives a false 
feeling of security while fattening his wallet. As an 
indicator substantiating my statement, equipment 
to do only a passing job costs in the vicinity of 
$20,000. I feel there should be some basic national 
standards set forth to control this problem. 

The second is theft of information contained in 
computers. In spite of protestations to the contrary 
by many suppliers and operators, computer theft is 
a very real problem. There are many ways this theft 
can be accomplished, and with the great upsurge of 
computer usage, the general public must be made 
aware of the problems and the limited manner in 
which they can protect themselves. 

But I am not here to talk. Rather, I am here to 
answer any questions you may have and to be as 
helpful as I can in this rather esoteric field. 

One thing further I would like to say before you 
begin your questions. Few people in these United 
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States know of the possibility-indeed, the proba
bility-of electronic espionage, and many of those 
that do refuse to believe it is indulged in except in 
isolated cases. Nothing could be further from the 
truth. 

To illustrate my point, I would willingly bet that, 
given the authorizatiop, I could find bugs right here 
on Capitol Hill, perhaps even in some of your of
fices. 8ven if there are no bugs as such, I know of 
ways to intercept every phone caIl you make. I 
suspect you might want to question me about those 
"ways." If so, I would like to request it be done in 
executive session so that these methods do not 
become common knowledge. 

Gentlemen, I'm at your disposal. 
MR. HERSHMAN: Thank you, Mr. Nesbitt. 
Mr. Daskam, do you have an opening statement. 
MR. DASKAM: I don't have a formal statement. 

I'd like to make an explanation of the two compa
nies I am involved with. 

MR. HERSHMAN: Please do. 
MR. DASKAM: Mason Technical Security Ser

vices was formed approximately four years ago and 
reaIly set up for cost accounting purposes since 
both F. G. Mason Engineering, Inc. and Mason 
Technical Security Services, Inc. are owned by 
Francis Mason. 

The F. G. Mason Engineering Company was 
formed in 1960 strictly as a manufacturing and en
gineering firm for countermeasures equipment for 
the United States Government. Approximately five 
or six years ago we did have equipment which we 
modified and was released for sale to foreign 
governments and also to civilians. . 

Prior to 1960, it was known as Johnson Labora
tories for seven or eight years. 

So most of our expertise has been in the manu
facturing of equipment, although we have done 
some countersurveillance work. 

Now, we put a lot of effort into examining what 
was needed in the civilian area as far as technical 
security is concerned, mainly because, as I said, five 
or six years ago we did start seIling to U.S. industry 
and law enforcement. We felt at that time we had 
to get some of this knowledge as to what the 
problem was, how sophisticated the attacks were on 
civilians. 

So we do separate out two levels where we are 
concerned with the equipment and services, one 
being a governmental level and one being a civilian 
level. 

MR. HERSHMAN: Mr. Daskam, I am glad you 
are here today, and"l purposely put you with this 
panel because you have experience as a manufac
turer as well as a user of the equipment. 

May I ask, Mr. Daskam, what is your 
background, please. 

MR. DASKAM: I have a Bachelor of Science 
degree in electrical engineering. I have been in
volved in electronics all of my career. I was an in
structor for four years in electronics in the Air 
Force in the Bombardier-Observer-Navigator pro
gram in B-47s. And I am presently General 
Manager of Mason Engineering and President of 
the Technical Security Services that we have. 

MR. HERSHMAN: Mr. Daskam, Mr. Nesbitt 
mentioned in his opening statement that in order to 
do a proper countermeasures sweep, one would 
need to possess equipment in the range of $20,000. 
Do you agree with that? 

MR. DASKAM: It is a little difficult to judge ex
actly what the value would be, but I would assume 
that that would be a ballpark figure, although I 
would think it might be less. I don't know exactly 
what Mr. Nesbitt uses now. 

Here, again, you can't really get an estimate as to 
what equipment is necessary because some people 
believe in X-ray equipment; some people believe in 
metal d@;tectors. But the two basic pieces we de
pend on are the radio receiver equipment and the 
telephone analyzing equipment. 

MR. HERSHMAN: When you go out to do your 
search, how much equipment monetarily do you 
bring along with you? 

MR. DASKAM: I would think it's around 
$15,000 of equipment. 

MR. HERSHMAN: Mr. Speriglio, would you tell 
us what equipment you use? 

MR. SPERIGLIO: Yes. It varies depending on 
the nature of the assignment. On some assignments 
we bring out a limited amount of equipment in 
value probably $3,000 to $4,000. On very complex 
assignments we will bring out very expensive equip
ment. Recently we had to debug an answering ser
vice with 300 telephone lines. It required five of my 
agents working with every piece of equipment we 
had available. 

MR. HERSHMAN: Could you give us an exam
ple of the types of equipment you use? 

MR. SPERIGLIO: Most of the equipment we use 
is not equipment on the market, with the exception 
of the RF's. But most of our equipment has been 
built for us by our engineers or people we contract 
with. And it varies. It is very similar to the types 
that we previously described. I don't mean the 
black box operation, but from the telephone 
analyzers to the receiving equipment. It would take 
a long time to go into it piece by piece. I'd be 
happy to do it but I know time is short. 

MR. HERSHMAN: How did you get into the 
countermeasures business? How did you learn how 
to do it yourself? 
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MR. SPERIGLIO: Well, pre-'68 in the State of 
California, bugging was legal, and as in most com
panies those days we performed el~ctronic surveil
lance for certain clients, primarily to those busi
nesses who suspected that they had dishonest em
ployees, and there was a consensual recording law 
and we did quite a bit of it in those days. 

By the same token, we were doing debugging. As 
a matter of fact, my agency goes back 70 years, and 
we have the first piece of bugging equipment ever 
used, from the turn of the century. There was even 
bugging back in those days, but not to the extent 
there is now. 

MR. HERSHMAN: Mr. Nesbitt, could you 
describe to us perhaps the value of the equipment 
you use? 

MR. NESBITT: Yes. The last one we completed 
we had a total evaluation on hand of approximately 

. $100,000, this was an exceedingly difficult one. 
One piece was insured for $70,000. This is just the 
insured value. Another piece was a Hewlett 
Packard piece of gear-a spectrum analyzer. It 
costs around $23,000, $24,000, with no modifica
tion-we modified it. 

MR. HERSHMAN: Do you provide checks at dif
ferent levels for individuals? 

MR. NESBITT: Yes. 
MR. HERSHMAN: Would you explain to us 

what the levels include without going into the ac
tual work? 

MR. NESBITT: Well, I guess the best way to 
describe it would be that we use equipment in any 
basic search in the area of $25,000. If we discover 
it is more difficult, we bring in the heavier pieces of 
gear. 

I'd like to digress for one moment. Nothing was 
said in this hearing yesterday or today, and there is 
a technique, and I have developed and instructed 
government employees in its use, and that is a 
method that permits detecting devices on phone 
lines or communication lines far and above 
anything that has ever been shown here in the 
show-and-tell session. 

But again, this involves time. It involves man
power, and it involves expensive equipment. But 
that is the ultimate. 

And going down to the bottom, I'd say the bot
tom is about $25,000 value of equipment. 

MR. HERSHMAN: TeB me, Mr. Nesbitt, when 
you walk into a firm to do a sweep, do you guaran
tee the man-

MR. NESBITT: No. 
MR. HERMAN: -that it will be 100 per cent 

sure? 
MR. NESBITT: No. The reason for that is quite 

obvious. We can check and be fairly certain that his 

phone lines and his facilities are clear. By the same 
token, no one can, we could literally take his place 
apart brick by brick and still not discover 
something. Or the adversary, if you choose to call 
him that, could be a very well funded adversary and 
be sitting across the street monitoring everything 
going on. And I don't want to go into that in open 
session. 

MR. HERSHMAN: Mr. Daskam, considering 
that you have some of the best equipment available 
to you, how sure can you be that the sweep is effec
tive? Can yoU give a percentage? 

MR. DASKAM: I think you really have to break 
it down into three areas. One would be the radio 
transmitter. The second would be equipment used 
on the telephone line. And the third would be the 
wire and microphone. 

With radio equipment, I feel reasonably sure on 
an industrial level-I am not talking about govern
mental level-you can be fairly sure you have 
checked every signal, and if you have been con
scientious about it you can assure the people that 
there are no active transmitters radiating from that 
area. 

On telephone equipment, there are certain 
devices which you cannot find on the telephone 
lines. And here, again, it is the thoroughness of 
your physical search when you follow up on this. 
And you are probably 99 per cent sure. 

The very uneasy part comes with the wire and 
the microphone which is the most reliable and ol
dest of the devices. And here you are really relying 
on the effort of the physical search person, whoeve:r 
it is, to really cover all the bases in looking for 
these wires. And your biggest risk area of not un
covering something would be during the physical 
search. 

Now, if you want a percentage-I wouldn't even 
want to guess. 

You always go away-maybe not at that instant 
but maybe the next day-saying really you should 
have taken one more thing apart or you really 
should have looked harder above the ceiling. You 
never come away, I think, with a complete feeling 
of 100 per cent. 

What the percentage is I don't know. But obvi
ously you are going to miss things. 

Now, listening to various people give 
testimony-I am a little bit uneasy sitting here, 
because if you find 20 per cent of the jobs have 
bugging devices, I must be missing a lot of things. 

MR. HERSHMAN: Mr. Daskam, I recognize you 
to be one of the most proficient men in the field in 
the country. You certainly have the equipment 
available to you to do a superb countermeasure 
sweep. Are you telling us you don't find as many as 
one bug in five sweeps? 
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MR. DASKAM: No. I'd like to explain 
something. We do a limited amount of this work. 
We really don't advertise it any more. At one time 
we felt there was a large amount of industrial busi
ness there. But because of the pressure of our 
manufacturing and engineering facility-we use the 
same electronic technicians, by the way, to do this 
work. 

Now, we probably do between five and ten of 
these a year, but mostly for established customers 
whom we have done it for for several years. 

As part of this service we don't go strictly into 
the technical security end of it. We also observe 
other weaknesses in security systems, physical 
security, paper work control. If they have shredders 
or scramblers, we evaluate these types of systems 
while we are there. 

Now, we have never found an eavesdropping 
device. 

MR. BLAKEY: Did you say never? 
MR. DASKAM: Never. 
MR. BLAKEY: In how many years? 
MR. DASKAM: In four years. This is probably 

40 to 50 jobs. 
Now, we have found things which we don't 

know-we have found hot telephones where the 
audio always goes to the frame and this type of 
thing. But these devices-I don't want to say 
devices-these audio leaks, as we call them, can 
very well be accidental wiring or design failures in 
the telephone equipment. For instance, some types 
of telephone equipment have this event occurring. 

We feel it is just as important we point out these 
weaknesses to the client as to actually find a device. 

But as far as finding a device in the phones or in 
the room, we have never found one. 

MR. HERSHMAN: Mr Nesbitt, could you give us 
a percentage of how many bugs you find? How long 
have you been in this business? 

MR. NESBITT: Thirty years. It is more like two 
in 100. 

MR. HERSHMAN: WeIl, do you have people 
working for you also? 

MR. NESBITT: Yes. 
MR. HERSHMAN: WeIl, do you have people 

working for you also? 
MR. NESBITT: Yes. 
MR. HERSHMAN: Two in 100? 
MR. NESBITT: That is high. 
MR. BLAKEY: This is using $23,000 worth of 

equipment? 
MR. NESBITT: This is using the finest we can 

get. 
MR. HERSHMAN: How many sweeps do you do 

a year? 
MR. NESBITT: I won't give you the exact 

amount but it's very high. That is our business. 
MR. HERSHMAN: Approximately. 

MR. NESBITT: WeIl over 100. 
MR. HERSHMAN: Well, do you have people 

working for you also? 
MR. NESBITT. Yes. 
MR. HERSHMAN: How many people do you 

have working for you? 
MR. NESBITT: Well, we have several thousand 

in the field. We are in the United States and 
Canada. 

MR. HERSHMAN: Countermeasure technicians? 
MR. NESBITT: In each office we have a chap. 
MR. HERSHMAN: And how many offices do 

you have? 
MR. NESBITT: Over one hundred. 
MR. HERSHMAN: So I assume you do more 

than 100 a year. 
MR. NESBITT: Yes. I am speaking from personal 

experience. 
MR. HERSHMAN: If a device was found in 

Texas by your resident office out there, would you 
know about it? 

MR. NESBITT: Yes, we would. 
MR. HERSHMAN: So you could do thousands 

and thousands of these a year all told? 
MR. NESBITT: And not find a bug. Is that what 

you are driving at? 
MR. HERSHMAN: I'm driving at the incidence. 

That is what we are here today to try to find out. 
MR. NESBITT: Yes, it is low by comparison to 

some of the statements made here. 
MR. HERSHMAN: Do you feel you are over

looking bugs? 
MR. NESBITT: No, I don't. But let me qualify 

that statement. And I can best graphicaIly illustrate 
it this way. 

We were doing a particular job in the New En
gland states. While we were there we were 
checking the offices, and a pseudo-phone company 
employee presented himself to the main guard 
desk, entered with his tools hanging on his belt, and 
what have you, and had a clip on saying "Bell 
Telephone. " 

When we looked a little closer at a similar badge, 
we found the line, "BeIl Telephone subscriber." 
There's a lot of those buttons around. 

But we found several of those telephones had 
been third-wired, as we call it, a little hair wire 
jumping the cut-off switch. But this chap was rather 
breezy because he walked past the guard, back to 
the phone room, and managed to place several of 
the pilot lamps that you have probably heard men
tioned on the five button set, that light up the push 
buttons, and he put them in these 66 terminals to 
jump over the phones that were wired to another 
line going out. 

:':;0 this is the type of thing. It takes a thorough 
looking into. 
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MR. HERSHMAN: And you have been doing 
this for 30 years now? Is that right, sir? 

MR. NESBITT: Yes. One other example I might 
just touch on quickly. 

MR. HERSHMAN: Surely. 
MR. NESBITT: Up in New England, also, we 

discovered a young couple having a fight with a 
local group, and everything they would say, and 
their friends would say, was being voiced el
sewhere. We discovered that someone had put a 
line in right alongside of their existing phone line 
and not terminated it, merely inserted it in the box 
in their house and then out at the pole and el
sewhere, and were recording everything being 
picked up from their phone line. It was in close 
proximity. 

So there are a lot of things that are happening 
that can be explained away as an honest mist'lke by 
an employee but yet are suspect. 

So I qualify my statement of one in a hundred 
because there are some others. 

MR. HERSHMAN: One in five? 
MR. NESBITT: No. 
MR. HERSHMAN: Mr. Speriglio, could you tell 

us what the incidence of finds by your organization 
is? 

MR. SPERIGLlO: They are a little different from 
those of my colleagues. This is strictly an estimation 
as we keep no exact records of this type of assign
ment. But since 1968 I would estimate aUf agencies 
combined-there are four of them-have con
ducted in excess of 20,000 debugging assignments 
that would probably amount to around 80,000 
telephones and many millions of square footage 
which was checked for room bugs. 

The percentage of find varies. I would say 
probably it is anywhere from 4 to 10 percent, and I 
will give a reason for that. 

We are very selective in our clientele. If a client 
calls us up and says they suspect their phone is 
tapped because they hear clicks on their line, we 
tell them that is normally not a sign of wiretapping. 
If they report that there have been leaks that could 
have not left the office or resident phone by any 
other means, then there is a good chance that there 
is or has been a wiretap, and we will go out there. 

I'd like to point out this, that 80 per cent of all 
our clients-and this includes a great number of at
torneys-call us first on the phone they suspect is 
being tapped and ask us to come out and debug it. 
Normally, it takes an average of about three hours 
or more before our agents are able to arrive on the 
scene. And if the wiretap could be removed before 
we arrived there, the chances are we are not going 
to find it. 

One more thing I'd like to point out, although 
this is not the exact question you asked, but I'd like 

to answer it anyway, ifI may. 
As to what our agencies, namely Nick Harris De

tectives and others, guarantee, the very first thing 
we guarantee our client is that if the wiretap 
originates in the central switching station of the 
telephone company, there is not any probability we 
are going to uncover it, and certainly the telephone 
company will not permit us i.o inspect their equip
ment. If the wiretap is in the telephgone instrument, 
the likelihood is 99 percent it wiIl be uncovered. 
For the majority of room bugs, we'd say the record 
of discovery would be quite high. On the telephone 
tap, if it is along the line or in other areas further 
away, naturally it is more difficult, and the percent
age of finding or discovery reduces sharply. 

MR. HERSHMAN: Mr. Speriglio, you are teJking 
about 20,000 debugging jobs over the last seven 
years, and an average of 4 to 7 percent-let's say 5 
percent finds, so we are talking about a thousand .iI
legal devices. Can you tell me, sir, how many cases 
you have turned over to law enforcement? 

MR. SPERIGLIO: None, and I will explain why. 
All our clients, including law enforcement and 
government agencies, do not want this information 
given out. Primarily companies-

MR. BLAKEY: Is it your testimony that not one 
of that thousand companies was willing to report it 
to the police? 

MR. SPERIGLIO: With one exception, a recent 
case we handled, where the client was almost 
begging that we find a wiretap because it was in
volved in a privacy invasion lawsuit and it would 
strongly help her case. As it turned out, there was 
no wiretap .. In this case, they wanted to turn it over 
to law enforcement. In all other cases, commercial 
or industrial, they want to keep these matters 
private. 

We do fingerprint the bugs and, as you knov:", 
turning them over to law enforcement serves no 
useful purpose. Wiretaps have no serial number~. 
They are not traceable and it is very rare a finger
print would be found on them other than a smear. 

MR. HERSHMAN: Do you mean you take the 
bugs into your possession? 

MR. SPERIGLIO: We do one of two things, de
pending on who the client may be. Many times we 
recommend to the client to keep the wiretap in 
operation. The purpose of that is to feed false infor
mation to the adversary. Many times this may be 
trade secrets or bids or something of that nature, 
and it would be very important to feed felse infor
mation to the other side as long as they don't 
suspect that our client has discovered the tap. 

On the other cases we would either destroy the 
wiretap on the premises or leave them with the 
client. Occasionally, we will take them, with the 
client's permission, and use them for demonstration 
purposes in our training class. 
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MR. HERSHMAN' Do you consider that legal? 
MR. SPERIGLIO: No, and I'd like to also point 

this out that according to the Safe Streets Act, the 
moment we remove a wiretaIJ, physically touch it, 
we are in possession of a wiretap, and according to 
the statute we are in violation of the law. 

MR. HERSHMAN: Do you feel that should be 
changed? 

MR. SPERIGLIO: Yes. We know we are break
ing the law but it's a borderline situation. 

MR. HERSHMAN: I have a difficult time talking 
about the law knowing that there are 1,000 wiretap
pers out there in California walking around and 
those cases were never reported to law enforce
ment. It scares me. I just don't understand why this 
can't be done. I would think that as soon as a 
device is found it would be most prudent to contact 
law enforcement. And don't you feel you have a 
responsibility to report it to law enforcement? 

MR. SPERIGLIO: It is not a question of responsi
bility. Under our state licensing, it would be in 
violation of our client's interest to report this to law 
enforcement. We are not permitted to, since our 
client is not involved in a crime, report this to law 
enforcement. As a matter of fact, we would be 
violating the rights of our client in the State of 
California. 

MR:. HERSHMAN: How would it affect your 
business if we mandated that you had to report a 
find to law enforcement? 

MR. SPERIGLIO: It would affect the business. It 
would probably cost the dient more money per as
signment as it would create for us additional cleri
cal work and possibly shipping the bugs whenwer 
they might go, for storage or what have you. I per
sonally wouldn't mind it one bit. As a matter of fact, 
I wish that we had better ways of protecting the 
privacy of the citizens of the United States, and I 
think it should be reported so we'd have some t:-ue 
figures as to how extens, ve wiretapping is. 

I can tell probably from tne tone of your voice, 
Mike, that you may disbelieve the number of finds 
or the number of assignments we have handled. 
And 1,000 bugs or wiretaps over a period of seven 
years have been found. The State of California is 
just one of the st;:ltes in which we perform these ser
vices. Hundreds of thousands of wiretaps have been 
manufactured, as I pointed out in the manuscript 
you read, thl~ t''lrlier version of it. We have no idea 
how many-poss;bly millions of-various different 
types of bugging devices and wireless microphones, 
as tuey call them, and so forth, are available here in 
the United Stutes. So if we just find 1,000, and we 
do the biggest percentage of debugging in the 
area-

MR. HERSHMAN:. I sometimes find it hard to 
,l' ;,W '1 parallel between the number of devices 
a,;.;..<<tLJle and the number of wiretaps in the 
country. 

MR. SPERIGLlO: Certainly if they are manufac
turing them, they are not m&king one or two or 
three units. They are making a vast volume. If they 
are going to send out 1,000 advertisements every 
time, they must have quite a supply. 

MR. HERSHMAN: Have you turned these adver
tisements you gave to us over to law enforcement? 

MR. SPERIGLIO: The last ones I have not. On 
many occasions I have sent them to the Attorney 
General's office and also discussed this with the 
Federal Bureau of Investigation. 

MR. HERSHMAN: Do you know of any prosecu
tions resulting from this? 

MR. SPERIGUO: The funny thing is they al
ready have copies. They are apparently on the mail
ing list. 

MR. HERSHMAN: What seems to be the 
problem? Do you get a feedback from the law en
forcement agencies as to why they are not 
prosecuting? 

MR. SPERIGLIO: To my knowledge, at least in 
the State of California, I am not aware of a single 
instance where a person has been convicted of 
violating the Safe Streets Act. As far as selling this 
bugging equipment, the loopholes in the '68 law 
permit this-as long as they are going to call it a 
burglar alarm or a baby sitter, or whatever they 
want to call it, under the guise of it being a pur
poseful service, it is legal for them to do it. 

MR. HERSHMAN: Mr. Nesbitt, what is Pinker
ton's policy as far as turning over illegal devices to 
law enforcement? 

MR. NESBITf: I would say it's the same as I had 
all the years I was in the business. We subscribe to 
the law and express to the client at the very outset 
that should we find any devices, they must be re
ported to the Federal Bureau of Investigation 
becaus.:: they ~are charged with the enforcement of 
this law. 

MR. HERSHMAN: And is that the policy you 
follow? 

MR. NESBITf: That is the policy we will follow. 
We will not touch a device. We tell the client and 
say they must call the FBI. We do not call because 
it is not our phone and not our business, but we 
strongly urge them to walk across the room and 
pick up the phone and call the Federal Bureau of 
Investigation. 

MR. HERSHMAN: And what is their response? 
MR. NESBITf: They are very glad to do it. 
MR. HERSHMAN: So this has actually hap

pened, then, where you have discovered a device 
l:.!!rl it has been reported to the FBI? 
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MR. NESBITT: I am certain of that. 
MR. HERSHMAN: Do you know of any prosecu

tions resulting from any of the devices you bave 
found? 

MR. NESBITT: No, I can't say that I do. No, I 
knew a few things that were stirred up, but I don't 
know of any successful prosecutions because I 
don't follow them. I have other work to do. 

MR. DASKAM: May I say something on that? 
MR. HERSHMAN: Yes, Mr. Daskam, please. 
MR. DASKAM: We have the same policy. How-

ever, when we first talk to a client, we make it very 
clear that he should have a top management deci
sion on this as to how they are going to handle the 
situation. We tell them as far as our feeling is they 
should report it to law enforcement but they should 
make top management aware before they get in
volved in this whole thing that this is what should 
be done. 

So we don't just leave it up to the security 
ma.1ager or personnel manager, or whoever hap
pens to hire us, to make the decision. We say it 
really should come from the corporate manage
ment. 

Another thing is it might be interesting-and I 
don't know if you know of this eavesdropping event 
that happened in Stratford, Connecticut, a few 
weeks ago. There was a device found there. I can't 
agree that turning over these devices to the FBI 
does no good. In any case, although I don't know 
all the events that have happened since then, I 
know the device was imwediately sent to Washing
ton, and it is my feeling that the FBI is the one who 
cracked the case as to who put the device in 
because they traced it as to who made it, and from 
that they were able to get the people who bought it. 
And it turned out to be two local policemen who 
installed it in Town Hall. 

I can send you that information if you like. 
MR. HERSHMAN: I would appreciate that, Mr. 

Daskam. 
MR. DASKAM: It {Light be worthwhile following 

that up to see exactly how the sequence of events 
was handled as far as getting that information. 

MR. HERSHMAN: Yes, Mr. Nesbitt. 
MR. NESBITT: I'd like to add we have had very 

fine rapport with the Bureau and other agencies, 
and we work very closely with them, and for over 
20 years I worked ex.clusively for the federal com
munity, up until 1966. We have had nothiIlg but the 
finest cooperation in anything we had to undertake, 
but we don't feel it is up to us to take it to the Bu
reau. We tell the client who hired us to tell them. 
~R. HERSHMAN: Mr. Speriglio, are there char

latans in this field of countermeasure services? 

MR. SPERIGLIO: Unfortunately, yes. As in 
many professions, there is always a bad apple. In 
this case, there is a big bushel of apples, and most 
of them are bad. There are professionals here at 
this time, and many of my colleagues throughout 
the United States are very professional and they are 
not charlatans or black box operators. But there is 
a great number of them. 

MR. HERSHMAN: Can you give us some exam
ples of individuals in this business that are in it for 
the primary purpose of ripping off the public? 

MR. SPERIGLIO: Yes. From what I have been 
told, they have business cards, in most cases not 
even a city business license. They solicit more or 
less on a door-to-door basin to companies. The 
companies now are so paranoid anyway that they 
think their phones are tapped or their rooms are 
bugged, and in many cases they receive the assign
ment. Their fees generally are fairly low. 

And I will give you a quick for-instance, if I may. 
I was attending a law enforcement party sometime 
b~ck and during the course of the party we were 
discussing the black box operators. And during that 
time one of the law enforcement officers produced 
a recording, a tape recording, and we got to hear a 
portion of it. It wen t something along the line as I 
will state. 

The black box operator finished telling the client, 
"Mr. So and So, your pre.mises have been 
completely cleaned. My black box has never been 
wrong"-he didn't call it a black box-"and there 
are absolutely no bugs or wiretaps." 

And the client said, "I really feel great about it. 
Now 1 can really rest at ease feeling my premises 
are clean. " 

Of course, everybody at the party had a big 
l:mgh. 

MR. HERSHMAN: Mr. Speri.glio, you have a 
rathei large private investigative firm. How often 
do you receive calls to engage in illegal wire
tapping? 

MR. SPERIGLIO: On an average of three times a 
day. It varies. Some of the calls are actually from 
legitimate clients. Others are either from law en
forcement bodies or competitors to keep us in lin~, 
to mak.e sure we are not taking any bugging assign
ments. 

MR. HERSHMAN: Can you tell us if some of 
these individuals calling you and asking you to do 
bugging or wiretapping ever explain why they want 
it done? 

MR. SPERIGLIO: Oh, yes. 
MR. HERSHMAN: What are some of the 

reasons, please? 
MR. SPEW~, ,10: Many times they feel it is per

fectly legal fo .• hem to do this. It is their premises. 
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They feel that they should have the right to have a 
recording of whatever goes on in their office or 
business. They might explain that they are going to 
be involved in a meeting where they want to have a 
recording of it. 

It may be a domestic situation where a spouse 
wants to record the other spouse if he is leaving 
town and check on the phones in the bedroom. 

They vary. And, of course, we receive all sorts of 
requests. 

MR. HERSHMAN: What do you charge for your 
countermeasure services? 

MR. SPERIGLIO: That, of course, varies, de
pending on the complexity of the assignment. We 
have a minimum fee of $150. The ~harges are 
based on the type of telephone equipment, such as 
touchtone, direct dial, PBX boards. It is based cn 
square footage. The rates increase and decrease de
pending on the number of instruments, the number 
of square footage involved, the location. . 

MR. HERSHMAN: Can you give us an average? 
MR. SPERIGLIO: I would say the average 

debugging wo~uld run from $350 to $750. Some run 
into many thousands of dollars, but it depends on 
how complex they are. 

MR. HERSHMAN: Mr. Nesbitt, have you ever 
been asked to perform a countermeasure service by 
a member of organized crime or someone who is 
fenful of being eavesdropped on by law enforce
ment? 

MR. NESBITT: Not knowingly. The point that! 
make is that if organized crime wanted it, they have 
the funds, I am sure, to do it themselves or they'd 
get someone. And I don't think they'd be the ones 
to teIl us that they are organized crime. And we, 
fortunately, deal only with legitimate businesses. 
And earlier I heard the phrase, "the Fortune 500." 
We have a few clients in that group. 

MR. HERSHMAN: Mr. Daskam, have you found 
there is an increased interest on the part of or
ganized crime or other criminals to purchase the 
equipment you manufacture? 

MR. DASKAM: I know they are interested in it 
but the price of our equipment seems to not be at
tractive to them and they go to less expensive 
equipment. 

We have inadvertently done one job in New 
York City where it was a single technician that 
went down, but it was under a manufacturing com
pany's name, and he ended up out at Long Island 
out at the estate. And it was a rather unfortunate 
situation. 

We tend not to do indivicl.uals. We try to stick 
with corporations which we know, and if we had 
known what situation we were getting into there, 
we'd have turned it down. 

One thing came up before on the organized 
crime thing. 

I don't know. It is difficult to teIl sometimes when 
people call up. They are a little reluctant to tell you 
right away who they are. But usually we insist on 
knowing the background and where the locations 
are. 

I don't think that they are any more concerned 
about it than anyone else. They tend to have better 
physical security, I think, than most people. They 
know who should be in various locations and who 
shouldn't be. They are more concerned, I think 
with undercover agents than wiretaps. 

MR. HERSHMAN: Mr. Speriglio, when I had oc
casion to interview you on the West Coast, you had 
mentioned that sometimes you call other private in
vestigators in order to determine whether they will 
provide offensive wiretapping and bugging opera
tions. What have you found out in the Los Angeles 
area? 

MR. SPERIGLIO: Well, a smaIl percent
age-generally the agencies that are willing to pro
vide the service-nor!!''''; . it is either a one-man 
operation working out of .'il garage or residence. I 
have never found any large companies such as 
Burns, Pinkerton, or any of the major ones that will 
offer to do this. We don't even call Pinkerton's, by 
the way. 

MR. NESBITT: Thank you. 
MR. SPERIGLIO: I'm sorry for that. But in the 

State of California, we have approximately 5,000 
investigators either licensed or operating under the 
license of a licensee. We certainly don't call them 
ali, but we spot check them or certainly the new 
ones that come in, or any time We see ads in 
n~wspapers providing services-similar to what 
took place earlier on the tape recording you had on 
another matter. 

You'd be surprised. We had one agency who not 
only offered to do a wiretap for us but agreed to do 
a kidnapping at the same time. 

MR. HERSHMAN: How long ago was this? 
MR. SPERIGLIO: That particular one about a 

year ago, and it was in the city of Glendale. 
MR. HERSHMAN: Yes. And they offered to do 

a kidnapping? 
MR. SPERIGLIO: We pretended to be Dr. So 

and So. We wanted him to break into the wife's 
house and take the child and at the same time plant 
some eavesdropping equipment so we could get 
evidence for the child custody. And he agreed to do 
it. 

MR. HERSHMAN: What are the licensing 
requirements in the State of California for a private 
investigator? 
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MR. SPERIGLIO: They are very strong. They 
require a minimum of 4,000 hours training prelimi
nary to taking the written examination for a license. 
They are very thoroughly checked out. New York 
and California have the strongest requirements. 
The bond is just $2,000 in California, whei~ in New 
York it is $10,000. We carry $1,300,000 liability 
insurance, which is not required. 

MR. HERSHMAN: But even with the strict 
licensing requirements, from what you have just 
told us, it doesn't seem to keep the illegal operators 
out. 

MR. SPERIGLIO: Well, :;tgain, we are talking 
about a handful. There are 5,000 investigators and 
approximately 15 to 20 do this, which is a very 
small percentage. You will find a percentage of cor
rupt persons in anything. You have that in politics, 
too. 

MR. HERSHMAN: Mr. Nesbitt, earlier you men
tioned that there is a necessity for you to carry or 
possess surreptitious interception devices. Why is 
that? 

MR. NESBITT: Very simple. In holding the 
seminars for law enforcement and industrial per
sons, we have to show them the devices and give 
them some indication of what they should look for, 
how to cope with this. We do show them what they 
can look for. 

MR. HERSHMAN: And so you feel it is necessa
ry in order to teach countermeasures, to show the 
devices; is that correct? 

MR. NESBITT: Let's not have any misun
derstanding. Weare not teaching countermeasures 
per se. We are merely, in a seminar, offering the ex
planation of what they are faced with and what they 
can do to help combat it. We are not training peo
ple to be countermeasures experts-no way, by no 
stretch of the imagination. 

We do have very qualified countermeasures peo
ple from police departments, even foreign police 
r' .:;partments, that come and take advantage of this 
;;:J that they are kept abreast of the problems that 
are being faced on a daily basis. That is the purpose 
of the semin3.:. And that is why I take these devices 
with me, in a Irde locked case, but I do feel under 
the law there sho1jld be some provision for this. 

I will say this, and the Lord can be my witness on 
this-and othl~rs will. I have been in this business 
for years. ~ hav,,- huilt and delivered to the federal 
community-I have never sold to the private com
munity-many thousands of dollars in devices, but I 
have never used one in my life-never. And that is 
a very, very important statement. I am against the 
use of bugs, and I enjoy my work tremendously in 
trying to counter them. 

It is an ongoing problem, but the thing is growing 
every day and getting more exotic. The type of 
things mentioned here and shown in the show-and
tell session are just the tip of the iceberg. 

MR. HERSHMAN: As you know, Mr. Nesbitt, 
we are currently doing a state-of-the-art technology 
study, so we may bring Congress and the President 
up to date on the latest advances in technology. 

MR NESBITT: Yes. 
MR. HERSHMAN: How effective, really, can a 

countermeasures search be if the minute you leave 
the swept area a device can be planted? 

MR. NESBITT: Mr. Hershman, you answered 
your own question, I think. It is very poor as an 
overaIl effort, if the client has no control over 
egress and ingress. Five minutes after we leave 
somebody could plant something. As I said earlier, 
though, it is not necessary to gain access to do this 
type of thing. 

MR. HERSHMAN: What do you charge for your 
countermeasure services, Mr. Nesbitt? 

MR. NESBITT: We have a rate of $50 per man
hour. We have a minimum of two men per job. And 
there is a reason for that, other than psychologi
cal-a minimum of two people on the job can con
duct a thorough search. That is a minimum. So it 
has turned out to be $100 minimum. 

MR. HERSHMAN: Mr. Daskam, how do we 
drive the charlatans out of this business? 

MR. DASKAM: I don't know. I am going to have 
to write you a long letter on that, I think, after 
some careful thought. 

You know, it may seem that licensing will be the 
cure-alI, but I think we are going to run into situa
tions here similar to what we have with private de
tectives. Because as soon as tht'l situation comes up 
where SOT"'eone is not aware of the licensing 
requirement:. _"ey are going to be doing it. And 
on~e they get that type of business, it will just grow. 
It is going to be very difficult to do. 

MR. HERSHMAN: On the other hand, Mr. 
Daskam, if I may interrupt for a second, if we do 
license competent people, won't the public have a 
body to draw from on which they can rely? 

MR. DASKAM: If the public knows this. But the 
problem-you asked the other gentlemen here if 
they get calls requesting people to install these 
devi;;:es. We get calls like this. And I think maybe ir.. 
a year we may get 40 or 50 calls. Perhaps one per
son knows that it's illegal out of the 40 or 50. The 
balance of them are either in retailing or manufac
turing, and they have an internal problem which 
they are trying to control. 

I will give you some instances. We had a call a 
few weeks ago from someone who is concerned 
because people are going through the cash register 
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in a discount store when a friend is at the cash re
gister. They ring up $1.50 when they have $20 of 
merchandise in the bag. He wanted to install trans
mitters under each cash register so they could listen 
to the people they suspect of this. We said that was 
illegal under the Safe Streets Act, and they had no 
idea it would be illegal. 

One, if you are going to have licensing, there has 
to be some way of education so the people will 
know that qualified or licensed people are availa
ble. They know this on private detective agencies 
because every state has laws on that. , 

Now, perhaps this is where the effort may come 
in, that there is some type of local control on it 
because I don't think the Federal Government 
really has enough eyes to watch this type of situa
tion. 

We find this with eavesdropping device manufac
turers. 

MR. HERSHMAN: So what you are saying, per
haps, is we could recommen~ the states enact regu
lations. 

MR DASKAM: Maybe it has to be tied in with 
LEAA grants. You know, if you don't have this 
kind of law you don't get the money for this. This is 
dCile regularly under federal grants, where they 
have these provisions on safety requiremen~s on 
highways. If you don't have certain standard 
requirements on highways, you don't get the 
highway funds. 

Perhaps thr.,~ .5 the way to go, which makes more 
sense. Put the onus on the state to control this typcj 
of thing because they already have the licensing set 
up for private detective agencies. 

MR. HERSHMAN: Some states do. 
MR. DASKAM: I don't know. You may be right 

that some do and some don't. And, of course, the 
problem is if you let the states set it up, some get 
very slipshod on requirements. 

MR. NESBITT: I want to correct one thing. You 
probably recall about two years ago in the Wall 
Street Journal there was quite an extensive story on 
a police officer in the Midwest who had retired 
from the force and was now becoming a counter
measure expert and was a millionaire; he was 
charging $600 a room to do this. He was using one 
of those $29.95 detectors and was getting around 
and giving this false feeling or security; the problem 
is-and I don't envy you folks on the panel this 
chore, but it is pl\rely an educational problem of 
the public. In time of stres!', where does one turn 
when he needs help? The first is to the man who is 
privileged to wear the badge and the suit of blue, 
the police officer. He has human frailties, and these 
are found in every other field. There is thIS one 
chap who had resigned from the force and now is 

making many, many more dollars than he made as a 
police officer. 

MR. HERSHMAN: How do we get them out of 
this business? 

MR. NESBITT: That's the point I'm making. It is 
a problem I can't solve. I don't know how to do it 
except for a very stringent licensing law for the 
manufacturer of and the use of such equipment. 

MR. HERSHMAN: Mr. Speriglio, do you have 
any ideas along this line? 

MR. SPERIGLIO: Yes, a thought just came to 
my mind as you were speaking. Supposing a law is 
passed requiring registration and licensing of a 
countermeasures expert. What good is it going to 
do when the telephone companies won't let you ad
vertise in the phone book anyway? 

MR. HERSHMAN: I suggest if we have strict 
licensing and can assure the public of competent 
services, I think the telephone company would 
probably be agreeable to running ads. 

MR. SPERIGLIO: Do you really think the 
telephone company would be happy having people 
finding taps allegedly planted by the phone com
pany? 

MR. HERSHMAN: Excuse me. 
MR. SPERIGLIO: Do you feel that the telephone 

companies would really allow in the yellow pages a 
service to detect telephone taps even if it might be 
one of theirs? 

MR. HERSHMAN: You are suggesting that the 
telephone company is tapping phones? If you are 
suggesting that, I ask you to offer the evidence at 
this point, the proof. 

MR. SPERIGLIO: There has been plenty of 
evidence which has come to recent light. One man 
mentioned earlier today the AT&T monitoring 30 
million telephone conversations. They actually 
recorded 1.5 millio!. of those phone calls, and their 
purpose was to find apparently 200 violators of toll 
calls. 

Why would the phone company really want to go 
at random to check 30 million phone conversa
tions? 

MR. HERSHMAN: So it is your contention that 
the reason the telephone company is keeping the 
countermeasure services out of the yellow pages is 
because they are afraid you people would discover 
their bugs? 

Did:-'t you tell me recently, Mr. Speriglio, you 
couldn't detect a telephone company tap if you 
wanted to? 

MR. 'SPERIGLIO: This is not counting taps that a 
telephone lineman could put on the line. 

MR. HERSHMAN: Why would the telephon,e 
company use a lineman to do it when they could do 
it without anybody being able to observe it? It 
doesn't make sense. 
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MR. SPERIGLIO: It makes sense. It is just a 
question of how they want to employ the tap and 
the purposes of it. It has been alleged-I am citing 
now a Texas case recently. I believe it is 
Southwestern Bell. The panel may know it and I 
need not go into it. But they were reporting the 
telephone companies were tapping telephones and 
the tapes were coming out in barrels each day. 

MR. HERSHMAN: Still, if the telephone com
pany were going to tap a telephone, it would only 
be reasonable that they'd do it in a manner which 
would leave the littlest room possible for discovery, 
and that would be at the certral frame. So I really 
don't agree with your argument that they are keep
ing the advertisements out of the yellow pages 
because they are afraid that people are going to 
discover their taps or bugs. 

MR. SPERIGLIO: Let me answer this with a 
letter from the Public Utilities Commission and a 
reply from the telephone company. It states: 

"In December 1971 our company revised its 
standards for yellow page advertising content per
tinent to the classified heading of 'Detective Asen
cies and Investigators,' specifically, and all clas
sified headings in general. This was done in an ef
fort to comply with the intent of the federal Safe 
Streets Act of June 1968. The standard not only 
prohibits the advertising of wiretapping and eaves
dropping devices but also so-called debugging ad
vertisements, on the basis that those who call debug 
also possess the capability to bug and wiretap." 

Now, that is a lot of nonsense. I am sure you, 
Mike, as an expert, know almost anyone can per
form a wiretap. My three-and-a-half year old 
daughter did in 28 seconds. We took a picture of 
her for my book, putting in the drop-in transmitter. 

MR. HERSHMAN: We are talking about two dif-

ferent things. I don't know if I agree with the 
telephone company policy. What I disagree with is 
your statement that they are doing it so their own 
taps won't be discovered. 

MR. SPERIGLIO: I am not saying that to libel 
myself. I am saying if that is not the reason, what is 
the reason? 

MR. HERSHMAN: I think we will get the answer 
tomorrow because the telephone company is ap
pearing before us. 

MR. SPERIGLIO: I understand that. I read in the 
newspaper a quote from you, I believe, t.lat Pacific 
Telephone admitt~d to discovering somewhere in 
the neighborhood of 1,000 telephone taps. 

MR. HERSHMAN: The telephone company has 
given us data showing us how many illegal devices 
they have found over the last seven years. 

MR. SPERIGLIO: During my investigative study 
for research on the book, that same source re
ported to the national press and to myself from the 
Chief Special Agent's Office that they discovered a 
total of 24 wiretaps. That was just last year. 

MR. HERSHMAN: All I can say is that the infor
mation we saw from the telephone company was 
given to us under subpoena and whatever discre
pancies there might be-

MR. SPERIGLIO: Was this AT&T on the whole 
or just Pacific Telephone? 

MR. HERSHMAN: We have a breakdown on all 
the subsidiaries of AT&T. 

MR. SPERIGLIO: Because Pacific Telephone did 
come out from the Chief Special Agent's Office 
with only 24. 

CHAIRMAN ERICKSON: Chief Andersen. 
MR. ANDERSEN: I have no questions. 
[Material relevant to the above discussion fol

lows.] 
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CHICAGO NEWS - October 15, 1974 EXHIBIT NO. 14 

Catching spies in industry 
now a big business itself 
.By Colin Dangaard 

A quality-control worker in a dog-food plant 
bugs a telephone, learns the formula for the 
most popular line, takes it home and starts 
hfs ,own successful company. 
: ,A man dressed in plumber's overalls sits on 
the roof of a building and aims a high-pow
ered laser beam across the street, through a 
plate-glass win,dow and into the conference 

, room of a large construction firm planning a 
, btd on a $4 million bridge. 

, -A janitor installs a "spike mike" in the 
washroom off the chairman'S office in a bis
cuit factory, and a girl setting hair in a fancy 
$alon gently questions the wife, of an auto
cQmpany executive. 
: And while a beautiful blond ,who can't type 
~chemes to become seJ:;,retary to an industriat 
('hemist, a burglar with a spy camera spends 
Sunday in an electronics plant photographing 
documents m.arked "Top Secret." 

IT'S CALLED industrial espionage and ex
perts say it's costing the United States $6 bi!
liQn a year. 

Tnide secrets taken from the Monsanto 
~hemical Co. in Chicago recently by tw~ men 
were valued in the multimilJions. They w~re 
turned in when they tried to sel: them to the 
Stauffer Chemical Co. for $5,000. 
• A former emoloye of Procter and Gamble 
was caught Wi:i,l} he tried to sell his com
!;lany's entire plmotion program for Crest 
t-obthpaste to Colgate-Palmolive for $20,000. It ' 
was valued at $1 million. 
, Many companies go broke before they find 
the leak in secrets. One Los Angeles firm lost 

, i500,OOO in sales in 90 days because of a stolen 
:act. 

• THUS, A NEW INDUSTRY has been born: 
counterespionage. 
· Which brought us to Milo A. Speriglio, 38, 

'taU, with heavy, stt'ange-shaped glasses, He 
was sitting at a gigantic dest< in a spacious 
office high above the Los Angeles smog. 
There,is an' adjoining steam room; the suite 

, includes a cocktail bar, and a putting green is 
laid out on the carpet. 
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Speriglio smiled. He is director and ch"ief of 
Nick Harris Detectives Inc., the second larg
~t company of its type in the country. His 

,time costs the corporation "around $55 an 
hoUr." He lives in a luxury home with a 
young family and drives a Silver Mark,IV 
which, he adds, "is about all I have in com
mon with Cannon." 

A spy for the good guys, Speriglio's main 
preoccupation is catching the bad guys' spies. 

"Americans," he said, "are now spending 
more money spying on each other than they 
are spying on other countries." 

THE SECRETS WAR down at the plant is 
getting dangerous as well as hot. Speriglio 
has been shot at and threatened with death 

,anp lifts the phone at least Once a week to 
'answer questions on .what it would cost to 
'break an arm or a leg or even do a complete 
'rubout. 

i'We quickly explain," he said, "that we are 
not in the business of breaking bones. Just 
tneft." 

Several recent spies turned up by' Speriglio 
\~el'e beautifvl.prostitutes relained by one 
,co~pany to pass themselves off as secre
, taries inside another. 

"Pretty soon," he said, "they had ,work~d 
their way onto the boss' couch and mto hIS 

filing cabinets. In a couple of ' cases whe~ ~he 
girls learned a certain amount of classlfled 
.information, they revealed who they wet'~ and 
'got other secrets by blackmail, ,threatemng to 
talk to the wife, not to mentIOn the stock
holders, aboul their little 'affair.' 

! 
I 
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·1NDUSTRIAL ESPIONAGE is a war of 
technology as well as people. Speriglio pas a 
gadget, tailed the Nick Harris Sweeper, that 
can dial a number on the other side of the 
world and reveal a tone·activated bug. 

"It cost us $38,000 to develop," he said, 
"but the parts are worth only a couple of 
hUJ;ldred dollars and can be assembled by a 
reasonably expert technician in several 
. hours." t 

His agents often work in vans fitted with 
anyone of some 200 magnetic signs he car
ries in "stock." They park outside buildings 
for days, sometimes weeks, filming through 
one-way glass, taking notes, eating and sleep
ing in an area the size of a small washroom. 

"After one of those assignments," said Spe
!riglio, "we automatically give the men three 
ilays off. When they step out, they can barely 
Walk.'1 

COMMERCE HAS BECOME so structured, 
and business 50 keen, that today it's often 
possible to take over a whole company simply 
by taking possession of its secret. 

As demand grows {or spies, so' does their 
price. 

"Sil{ or seven years ago," said Speriglio, 
who has been in the business since he was 20, 
"you could get a room bugged by a private 
investigator for about $300. Now the .going 
rate is from $5,000 to $25,000." 

ALTHUUGH THE SPIES contend they're 
selling risk - since it's no longe~ legal to 
tape-record a conversation without consent of 
ali parties - Speriglio insists industrial es
pionage is the safest, highest-paying crime 
availaille .... 
~'Go au;: ai.o:.rQb a bank," he said, "and the 

chances are YOll might get $200 . .But then you 
have to shoot your way through the local po
lice and spend the rest of 'your life ahead of 
the FBI. Do an industrial spy job and you're 
going to !)lake yourself $5,000 or perhaps 
$20,000 in a month or less. 

"If you get caught, nobody stops you with a 
bullet or a jail sentence. The worst they'll say 
is, 'Don't let us catch you on these premises 
again.' U 

In California, for example, there is only one 
statute covering the theft of trade secrets-
499C of the Penal Code. In many states there 
is none at ail. 

Said Dist. Atty. Phillip Halpin, a member of 
th: major-frauds division for two years, "1 
reject more .cases than I prosecute because 
they fall short of 499C. There's only a smail 
body of law on industrial espionage., It's a 
new, unsettled area." 

SPERIGLIO CALLS Los Angeles "the 
industrial spy capital of the world," with its 
large concentration of manufacturers, its vast 
business flow and its str~,g international con
nections. 

The spy often hangs out in bars and private 
clubs frequented hy industry chiefs. Simply 
overhearing somebody complaining that he 
Wished he knew what so-and-so was going to 
do next could afford introduction . 

Speriglio said businessmen will typicaiiy 
make a deal to pay on receipt ot secrets·. sel· 
dom wanting to know how they will be stolen, 
or even who will do the stealing. Some spies 
first get possession of the secret, then "shop 
around" for a buyer. 

Bug planting remains popular. Sweeping 
offices for fees ranging upward from $20 a 
time, Nick Harris agents hAve found bugs in 
telephones, furniture and, in one case, im
bedded in the soil of an indoor plant - a 
"welcoming gift" (ram one company to a 
new competitor. 

TO CATCH A GOOD SPY you need a 
slightly better spy. So Speriglio starts appren
tice investigators at $11,500, moving tbem, 
2,000 hours later, to staff investigators at 
$23,000 and (with 8,000 hours' experience) to a 
salary of $30,000. with full expenses, including 
cars and phones. He ha.< 270 agents in Los 
Angeles, and 427 associated offices around the 
world. 

Speriglio has seen a lot of cbanges in the 
spying business, since his first job with the 
City of Los Angeles inVestigating applicants 
for civil defense. But he forecasts many more 
to come. "Jt's going to get a lot more vicious 
before it gets better," he said. 

THE GEORGE WACKENHUT Corp. of 
Florida, the third largest industrial security 
organization in the nation, has doubled its 
business in the last four years. Public rela
tions chief Don Richards said the company 
now employs some 18,000 persons, mostly 
guards, '. and has branches in England, 
France, Italy, Canada and four countries in 
South America. 

The growing need to protect industrial sec
rets is given as a major caUse for this rapid 
expansion. In Los Angeles, private in
vestigators, most of them involved with in
dustry, fill five Yellow Pages in the phone 
directory. 

So voluminous has business become that 
they can now specialize_ With Keith Rogers, 
lor example, it's undercover. He employs 
some 50 agents who fUijction as counterspies 
in every place from biscuit factories to elec
tronics plants. He recently paid an agent $700 
a week to identify an electronics engineer 
stealing secrets in a cOmPonents factory. 

"The best qualification for the job," he 
said. "is an ability to keep your mouth shut. 
You just can't afford to set caught working 
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undercover in a factory. Too easy to have a 
bundle of steel drop on your head, or find 
yourself locked In a cold room. Bad under
cover agents have a habit of disappearing." 

.1OHN C. HALL, owner of Securities Unlim
ited, was called to another state recently to 
bust a ring of people swapping horses in a 
breeding scheme. In the Lake Tahoe area of 
California he flushed out a spy selling client
list information from within a multimillion· 
dollar real·estate development. 

John L. Kelly, former deputy regional di
rector for the U.S . .Bureau of Narcotics and 
Dangerous Drugs, recently found a bug in the 
office of a fabrics dealer who couldn't under
stand why he was constantly underbid on con
tracts. 

"He was going broke," said Kelly, who dis
covered the bug in a telephone conference 
terminai'on'tl1'e director's desk. It took him 
two hours. He followed the wire through an 
air vent to another office in the same build
ing. 

The room was empty. 
"The spy heard us coming," said Kelly. 

EDWARD GLEB OF INTERCEPT believes 
in catchlllg the industrial spy at the front 
door. He specializes in Iie·detector tests for 
staffs of entire corporations, with particular 
attention to new employes. 

He is confident the polygraph is "between 
97 and SS. ;:>er cent" effective in identifying 
potential spies, including government in
spectors. 

Has he found any federal agents'! "We're 
not saying." 



Chicago Tribune 
Feb. Hi, 1975 

Bug-finding:." luera.tive business 
By Clarence Page 

IT CAN be as small as a 
matchbox and easy to make 
as an old crystal radio set. In 
simplest form, it's a miniature 
FM transmitter with an evil 
name: "bug." 

Fear of bugs and wiretaps, 
both of which ~ iHe~¥ 1m
less backed by a court order, 
has brought lucrative business 
to private detectives like Ed
ward R. Kirby & A!mociates, 
Oak Park, who last week 
found evidence of four in oper
ation around the state Capitol 
in Springfield. 

Or to private eyes like An
thony Pellicano, of Westches
tel', who found a microwave 
transmitter two years ago in 
Secretary of State Michael 
Howlett's office. 

PELLICANO, whose more 
recent cases have included 
finding artist Yoko Ono's miss
ing son and scrutinizing Hose
mary Wooos' 18-minute tape 
gap, says the Watergate era 
nas been very good to the sur
veillance business. 

"I'd say bugging and wire
tap equipment manufacturers 
are doing at least 50 per cent 
more husiness since Watergate 
erupted," he said. 

E I e c t ron i c eavesdropping 
without a court order and the 
sale of equipment have been 
illegal in the United States 
since 1968, but that doesn't 
stop the nosy. Some perfectly 
legal devices, such as small 
FM transmitters used by house
wives to monitor their nur
series, can be easily utilized 
for clandestine :;lUrposes. 

Springfield and Chicago offices 
and his Crystal Lake home. 

They detected four bugs op
erating within a two-to-four
block radius of the Capitol 
"and possibly within the Capi
to! itself," Lindberg's security 
chief, Roger Nautrt, said. 

Gov. Walker asked Clarence 
Kelley, Federal Bureau of In
vestigation d ire ct 0 1', for a 
"prompt and thoro investiga
tion" of the reported Spring
field bugs. The Illinois Senate 
adopted a resolution the same 
day calling for a new legisla. 
tive committee to investigate 
electronic evesdropping. 

Nauert said the search was 
hnlted after no bugs were 

MORE ELABORATE de-' 
vices can dodge jamming by 
rapidly shifting signals thru 
a range of ftequencies every 
second. It can only be decoded 
by a similarly sophisticated 
device. 

"You couldn't find a bugging 
d e vic e small enough to 
squeeze into a martini olive 
like they do in the movies," 
said Eugene Allen, of E. V. Al
Ien & Associates: "But we're 
coming close." 

Sangamoll County State's 
Atty. C. J 0 5 e p h CavanMh 
l!lI:u n c h e d an investigation 
Wednesday after George Lind
berg, state comptroller, hired 
the Kirby agency. to check his 
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found in Lindberg's office. But 
other countersurveillance ex
perts say the data could ibave 
'been more specific. 

"It's a fake," Pellicano de· 
clared. "If there was evidence 
of frequency transmissions, 
they should have been· able to 
pick up the conversations, an
a I y z e the frequ<.lncy and 
strength and pinpoint absolute
ly where they were coming 
from without any trouble." 

WHEN ASKED about these 
techniques, Nauert said the 
varying thickness of walls 
made it impQssible to deter
mine the exact location with
out entering private offices or 
apartments. 



CHAIRMAN ERICKSON: Gentlemen, I certainly 
want to thank you for what you have offered today. 
I think we are in a field that is complicated. I think 
it is, as has been said, the tip of the iceberg, the 
paranoid conclusions we an have that we are all 
being eavesdropped on at one time or another. 

I think that the intent behind the Omnibus Crime 
Control Bill was to offer a means to regulate this 
rather complex field, and I hope we can make some 

recommendations that will carry out the intent of 
the Act. 

Thank you gentlemen, for appearing. We stand 
recessed until 9:30 tomorrow morning at which 
time we \"".m reconvene in a different room, Room 
1318, in this same building. 

[Whereup<)n, at 5:30 p.m., the hearing was ad
journed, to reconvene at 9:30 a.m., Friday, June 
27, 1975.] 
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Hearing, Friday, June 27, 1975 

Washington, D.C. 
The hearing was reconvened at 9:30 a.m., in 

Room 1318, Dirksen Building, William H. 
Erickson, Chairman, presiding. Commission mem
bers present: William H. Erickson, Chairman; 
Richard R. Andersen, G. Robert Blakey, Alan F. 
Westin. Staff Present: Kenneth J. Hodson, Esq., Ex
ecutive Director; Glenn Feldman, Esq., Michael 
Hershman, Esq., Milton Stein, Esq. 

PROCEEDINGS 

CHAIRMAN ERICKSON: Ladies and gent
lemen, pursuant to the usual pattern of our Com
mission we are going to start on time. 

The first witness this morning is Mr. James S. 
Reynolds of the Department of Justice, and we are 
particularly pleased to have him with us. 

James S. Reynolds has been assigned to the Pro
tection of Government Operations and Property 
Unit of the General Crimes Section since July of 
1973. That unit is responsible for enforcement of 
criminal sanctions against wiretapping and elec
tronic surveillance. Since September 1974, Mr. 
Reynolds has been in charge of the unit. 

Mr. Reynolds, will you come forward and be 
sworn? 

[Whereupon, James S. Reynolds was duly sworn 
by the Chairman.] 

CHAIRMAN ERICKSON: Mr. Hershman will 
commence the inquiries following an opening state
ment, which I believe you have. 

MR. REYNOLDS: Yes, sir. 
CHAIRMAN ERICKSON: As I understand it, 

you are filing your statement, and all of the docu
ments that you have tendered will be filed and 
made a part of the record, but we would appreciate 
a summary of your opening statement. 

TESTIMONY OF JAMES S. REYNOLDS, 
ATTORNEY, CRIMINAL DIVISION, U.S. 
DEPARTMENT OF JUSTICE 

MR. REYNOLDS: Let me say, Mr. Chairman, 
that I appreciate the opportunity of being here this 
morning. Those of us in the Department of Justice 
who are involved in the enforcement of the sanc
tions against illegal electronic surveillance have en
joyed the opportunity of working with Mike Hersh
man and other staffers of the Commission and we 

look for good things to come out of the work of tJ:1;-c 
Commission. 

The area of interest that I have this morning, of 
course, centralizes in the criminal sanctions against 
illegal electronic surveillance which, as this Com
mission knows, are basically contained in Sections 
2511 and 2512 of Title 18 U.S. Code. SI.~ction 

2511, of course, prohibits the interception of com
munications while Section 2512 governs the availa
bility of devices primarily useful for the surrepti
tious interception of communications. 

Our experience indicates that most violations of 
Section 2511 fall into one of five general catago
ries: 

First, domestic relations which we define to in
clude intercepts incident to relationships between 
husband and wife, parent and child, and paramours; 

Second, industrial espionage; 
Third, political espionage; 
Fourth, law enforcement; and 
Fifth, intrabusiness which we define to include 

intercepts incident to deaUngs between labor and 
management, a business and its customers, and 
rival factions of management or labor. 

The vast majority of violations which come to 
our attention are in the domestic relations category. 
You can see this from the statistics which have 
been generated through an inquiry by this Commis
sion. The FBI has advised the Commission that over 
the past 8-1/2 years it has received something 
slightly under 500 reports of wiretaps from AT&T 
affiliates. In most of those incidents, the ensuing in
vestigation has revealed an apparent motive for the 
wiretapping activity, Focusing on the cases where 
such a motive was developed and rounding off to 
the nearest one-half of a per cent we find that 80 
per cent of those cases were domestic relations; 2 
per cent were industrial espionage; one-half of one 
per cent were political espionage; 1 per cent were 
law enforcement; 5 per cent intra-business; and 11 
per cent involved other motivations, the most com
mon of which were theft of service and adolescent 
mischief or experimentation. 

The Department's ov;"r-all prosecutive policy 
under Section 2511 has been to focus primarily on 
the professional wiretapper or the person who en
gages in or procures wiretapping as part of his 
profession or business activities, This makes our 
primary targets privaIe investigators, attorneys, law 
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enforcement officials, business executives, and 
politicians. Less emphasis is placed on the prosecu~ 
tion of persons who, in response to a transient per~ 
sonal problem, intercept communications on their 
own without the assistance of a professional. 

The development of prosecutable cases under 
Section 2511 is generally difficult, due to the in~ 
herently clandestine nature of interception activity. 
Interception devices discovered in place are su y. 

prisingly often not traceable as to where they came 
from. Absent some fortuitous circumstance, such as 
a violator being observed installing his device, it is 
frequently impossible to build a prosecutable case 
without the assistance of one of the violators. In 
this regard the immunity power is certainly of 
assistance, although we are reluctant to use it un
less we first develop some independent evidence 
that will prevent the witness from taking all the 
blame upon himself thereby exculpating other per
sons involved. 

In domestic relations violations you have a com
pounding of the investigative problems with certain 
prosecutive problems. We find the victims of 
domestic relations electronic surveillance very 
frequently unwilling or hostile witnesses on behalf 
of the government. Apparently they fear that facts 
about their personal life will be dragged into the 
courtroom. In instances where we try to prosecute 
one family member for the interception of commu
nications of another family member, we have a dif
ficult time meeting the high standard of criminal in
tent embodied in the statute. The Fifth Circuit deci
sion in Simpson v. Simpson, 490 F. 2nd 803 
(CA5,1974) which we feel is incorrectly decided, 
has had the effect of extending the criminal intent 
problem to domestic relations electronic surveil
lance cases involving attorneys and private in
vestigators. Finally, we have encountered what we 
consider a surprising amount of judicial distaste for 
domestic relations oriented prosecutions. Some 
Federal District Court judges have expressed douht 
as to whether their court is the appropriate forum 
and a felony prosecution the appropriate medium 
for handling such cases. We have received pres
sures from judges to dismiss cases outright, to ac
cede to nolo contendere pleas, to dismiss in favor of 
guilty pleas to inapplicable misdemeanors and 
dismiss in favor of state misdemeanor prosecutions. 

Despite these problems, we feel Section 2511 is 
basically a soundly-drafted, viable statute. Through 
some minor changes to the existing framework of 
the statute these difficulties could largely be al
leviated. We discuss at some length suggestions for 
possible legislative changes in the written statement 
which I have submitted to the Commission. I would 
simply say at this time that we feel it is imperative 

that a misdemeanor with a reduced standard of 
criminal intent be added to the statute and that 
consideration should also be given to the adoption 
of a strict liability civil penalty. 

Turning for the moment to Section 2512, we feel 
it is, in conjunction with Section 2513, a useful tool 
in limiting the availability of devices primarily use
ful for surreptitious interception of communica
tions. However, the statute is simply not designed 
to prevent the distribution of all devices which may 
be of assistance to wiretappers and eavesdroppers. 
Further, it appears that a proscription of all such 
devices would not be feasible without it also having 
the effect of prohibiting the manufacture and pos
session of many normally innocuous electronic 
devices which are in common usage today. 

I would note in this regard that most of the viola
tions we encounter of Section 25 11 are perpetrated 
with a device not prohibited by Section 2512. Ac
cordingly, in our view, the best approach to curbing 
the availability of electronic surveillance devices 
rests in making Section 2511, the use provision, a 
more effective prosecutive tool. If the risk is made 
great enough, the market for interception devices 
will dissipate. To create such a risk, however, the 
Department needs not only some changes in Sec
tion 2511, but also very importantly-and I can't 
stress this too much-we need the assistance of 
state prosecutors in shouldering part of the load of 
enforcement of this area of the law. 

Thank you. 
MR. HERSHMAN: Thank you, Mr. Reynolds. 
Mr. Reynolds, in your opening statement you 

mentioned there is currently one case involving the 
interception of oral communications pending under 
Section 2511 (1) (a) of Title 18. Could you tell us 
the circumstances of that case? 

MR. REYNOLDS: It is U.S. v. Burroughs, a case 
out of the District of South Carolina pending in the 
Fourth Circuit. It involves an interception of oral 
communications by the; representatives of a large 
national textile firm, who were seeking to overhear 
the communications of union organizers. 

It is an interesting case because of the constitu
tional issue and also as to the sophistication of 
eavesdropping which is gene~'ally encountered by 
the Department of Justice. First, the legal problems 
that have been encountered in the case: We initially 
charged the case under 2511 (1) (b) (1) to avoid 
the constitutional issue involved in the charging of 
oral communication intercepts under Section 2511 
( 1) (a). However, as we looked at it we weren't 
sure the device met the criteria for 2511 (1) (b) 
(1) so we decided to recharge. We could have 
recharged under 2511 (l) (b) (4) and still have 
avoided the constitutional issue. However, this case 
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seemed to us to be a good one to test the constitu
tionality of 2511 (1 ) (a). 

We went to trial and were successful in winning 
the trial at the jury level. The jury returned a guilty 
verdict. However, the judge dismissed the case on 
the ground that 2511 (l) (a) applied only to state 
action or, if it applied to more than state action, 
was unconstitutional as relates to the interception 
of oral communications. 

We filed an appeal with the Fourth Circuit. The 
first issue to be overcome was the appealability 
issue because, of course, the dismissal had not oc
curred at the normal motions stage of the trial. 

We lost on the appealability issue and our appeal 
was rejected without the merits being considered. 

However, at the time of that rejection, 2 cases 
testing the scope of the Government's right to ap
peal under 18 U .S.C. 3731 were before the 
Supreme Court. When the Department of Justice 
received a partially favorable decision from the 
Supreme Court, we went back and petitioned for a 
further hearing on appealability. 

That is where we are at present. The Fourth Cir
cuit has agreed to reconsider the issue. They asked 
for briefs on appealability. We filed them. They 
have not yet asked for briefs on the merits of the 
case. 

If I could make one comment a little bi. ;:xtrane
ous but I think somewhat instructive as to our ex
perience under Se"tions 2511 and 2512: The com
pany that was behind the interception in the Bur
roughs case is one of the largest textile companies 
in the United States. It is a national company that 
certainly can afford to hire the best private in
vestigators. Yet, the interception was accomplished 
through the representatives of the company 
developing an "in" with some motel employees and 
paying those employees, or in other ways currying 
the favor of the employees, so they would open the 
room where union organizers were planning to 
meet. 

The representatives of the business then took 
their own home-made, home-constructed device 
made of one popsicIe stick, one paper clip, and two 
paper matches, and using those they propped the 
phone up in the room where the union organizers 
were to meet. They then paid, or in other ways cur
ried the favor of, the switchboard operator who 
opened the telephone line to the union organizers' 
room to the line in the next room where the textile 
company representatives were, so that these 
representatives could sit in the next room and 
monitor the union communications. 

This-and maybe surprisingly to you after the 
testimony you have received in the last few days-is 
not atypical of the way in which investigations are 

conducted, even in intrabusiness or industrial 
espionage investigations where certainly the money 
is available for the use of more sophisticated 
technicwes. This fact leads us to conclude that, con
trary to information provided by operators of coun
termeasure businesses, sophisticated interception 
devices are not readily available to persons in the 
private sector. 

MR. HERSHMAN: Mr. Reynolds, would you 
give us an example of any given act of eaves
dropping that would be inapplicable to the catago
ries in 2511 (1) (b)? 

MR. REYNOLDS: I have not run across one. 
Certainly you could hypothesize one, but we have 
not found a situation yet which we could not charge 
under Section 2511 (1) ( b). We used Section 251 1 
(1) (a) in the Burroughs case because, if ever there 
was a case that seemed to have interstate and 
federal implication, it was Burroughs. We thought it 
was a good test case. 

And I might mention, particularly for Professor 
Blakey's sake, that we are aware of his constitu
tional rationale for Section 2511 (1) (a), which is 
set forth in detail in the legislative history of Title 
III. That rationale is based on the fifth clause of the 
Fourteenth Amendment. 

We have in addition sought to support the con
stitutionality of the section by using the rationale 
which flows out of a Supreme Court decision in 
Perez v. U.S., 402 U.S. 146 (1971). We now feel 
that the Perez decision may be a better argument in 
upholding 2511 (1) (a). Accordingly, since we 
were looking not just toward use of the fifth clause 
in the Fourth Amendment but also to the use of the 
interstate commerce power, we thought the Bur
roughs case, involving a national company and a 
union, was a perfect case to charge under Section 
2511 (1 )(a). 

MR. HERSHMAN: Mr. Reynolds, one portion of 
your opening statement, which is somewhat disap
pointing to me, says that your attempts at the 
Justice Department to refer cases of questionable 
federal interest to state prosecutors have met with 
little success. Can you give us some examples and 
can you tell us why that is? 

MR. REYNOLDS: I don't know that I can tell 
you why, other than that we just encounter what 
appears to be disinterest, generally, at the state 
level. 

As far as examples go, the only specific case 
which comes to mind immediately is one I 
prosecuted in Omaha, Nebraska, hist summer 
where there was an attorney involved in what we 
felt to be a flagrant violation of the statutes. The 
court didn't feel that way and he was acquitted. We 
first sought to obtain an indication as to whether 
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the local jurisdiction was interested in pursuing the 
case. We particularly did that because, in this case, 
wiretap tapes had been introduced in a state court 
case and accepted into evidence by the state court 
judge over the objection of the opposing counsel. 
There had been an appeal on the issue to the 
Supreme Court of Nebraska. That court had cited 
both the federal statute, 18 U.S.C. 2515, and a 
parallel state statute and had ruled that the tapes 
were not admissible. 

We waited a while to see if the local jurisdiction 
would prosecute. When it did not we made an 
inquiry as to whether they were interested: they 
weren't. So we handled it ourselves and I wasted a 
week in Omaha, Nebraska. 

MR. HERSHM >\.N: You indicated in your state
ment that this is not unique, that you have ex
perienced other difficulties. 

MR. REYNOLDS: This is not unique. It is s~ffi
ciently usual that I don't have specific case names 
at the top of my mind. When the particijlar state 
has a statute prohibiting Wiretapping or eaves
dropping we frequently-particularly in domestic 
relations cases-ask the Assistant United States At
torneys to confer with their local counterparts. 
Most often they come back to us and say, "There is 
just no interest." 

MR. HERSHMAN: In the Omaha case what was 
found? 

MR. REYNOLDS: The jury never found 
anything. The prosecution was dismissed on a mo
tion for judgement of acquittal at the end of the 
government's case. 

MR. HERSHMAN: What was the judge's reason
ing behind that? 

MR. REYNOLDS: I am not sure. I requested and 
have examined a transcript and I am still not sure. 
It is pretty hard to comprehend. However, the deci
sion appears to be based on a combination of the 
Fifth Circuit decision in the Simpson case and the 
willfulness standard of the statute. 

And I might say the defense was rather well han
dled. The defense counsel argued Simpson to the 
judge off and on for three days. We were in and out 
of chambers arguing Simpson. He even argued 
Simpson to the jury over my objection. We never 
received a definitive ruling from the judge on the 
Simpson issue. However, the judge eventually in
dicated a leaning toward the Government's position 
on the Simpson issue, whereupon the defense coun
sel changed his tack to say in effect: "Well, Your 
Honor, we have argued for three days as to whether 
this is a violation of the wiretapping statute under 
Simpson, and maybe you are right, but it took us 
three days to argue it. How could my client have 
had any idea that what he was doing was wrong?" 

The decision, unfortunately, didn't come down 
squarely on Simpson. It didn't come down squarely 
on willfulness. There are a lot of things interwoven 
in it including the right of an attorney to give ad
vice without the risk of criminal sanctions, a princi
ple for which a couple of very old cases were cited. 

But, the real story behind that decision requires 
an understanding of the local situation. It was, I be
lieve, the former head of the local bar association 
being prosecuted, and there was a lot of opposition 
and strong feeling about the case in the local bar 
association. 

MR. HERSHMAN: Mr. Reynolds, you have been 
kind enough to supply the Commission with figures 
and statistics concerning the number of complaints 
received by the FBI and the number of prosecu
tions undertaken by the Justice Department under 
the Title III statute. I wonder if you know how often 
the civil remedies under Section 2520 have been 
used? 

MR. REYNOLDS: I don't know. We don't have 
statistics on that although our belief is that it has 
been used very infrequently. In a number of 
domestic relations cases which do not appear ap
propriate for prosecution under the existing felony 
statutes, for example those where no private detec
tive or other professional is involved, we have 
Assistant Uniteci States Attorneys watch to see if 
any action is initiated under Section 2520. The 
answer almost uniformly is no. Also, if you will look 
at the annotations under 2520, in U.S. Code An
notated, you will find that it is a statute almost 
without annotation. 

MR. HERSHMAN: Does it appear to you, Mr. 
Reynolds, that the individuals involved as victims of 
electronic surveillance are hesitant for particular 
reasons to file for civil remedies? 

MR. REYNOLDS: In domestic relations cases I 
think the answer is that there is a specific reason. 
We find that the victims of domestic relations elec
tronic surveillance are quite frequently very hesi
tant government witnesses. They don't want to be 
involved. In some cases we have received an affir
mative indication that they are afraid that facts 
about their personal life would come out at triaL I 
surmise that this is normally the reason for their 
reluctance to cooperate with the government. I am 
sure that the same reluctance would be involved in 
other types of electronic surveillance cases. 
Further, the same fears would serve to discourage 
victims from bringing a civil suit under 2520. 

Let me mention one other thing, Mr. Hershman, 
on this. Our experience in the domestic relations 
area is that there is very often an attorney 
somewhere in the periphery of domestic relations 
electronic surveillance violat', .. :m. It is not easy, par-

1481 



ticularly in smaller towns, to get one attorney to in
stitute a civil action which may cast doubt on the 
ethics of another attorney in town. We have seen 
specific instanc~s of this. In the case that I men
tioned in Omaha, Nebraska, where we prosecuted 
an attorney, one of the victims was adamant about 
bringing a civil suit. He finally was successful, after 
going from one attorney to another, in finding one 
who would institute a civil suit. However, he never 
found one, the last I heard of the case, who would 
name the attorney as a defendant in the civil suit. 

Did I cut you off on statistics? 
MR. HERSHMAN: Well, you raised another 

point and I am glad you did. 
How many cases have been brought against attor

neys for complicity in illegal wiretapping? 
MR. REYNOLDS: The figure is, to the best of 

my knowledge, six cases. 
MR. HERSHMAN: Since when? 
MR. REYNOLDS: Since 1968 when the statute 

was passed. 
MR. HERSHMAN: That is nationwide? 
MR. REYNOLDS: That is nationwide. The 

reason that the figure may appear low is that w~ try 
to make sure we have a strong case before we 
proceed against an attorney. We often encounter 
unsympathetic judges in the prosecution of a local 
attorney. The United States Attorney's offices will 
cooperate with us but normally they don't want to 
supply an Assistant United States Attorney, particu
larly in smaller districts, to try the case. This neces
sitates our sending an attorney from Washington 
into an environment he is not acquainted with and 
where there may be some hostility toward him. 
Therefore we try to make sure that we've got our 
case together so that nobody can say that federal 
officials from Washington are coming in on a witch 
hunt. Even having applied that standard, we have 
lost the first five prosecutions we brought against 
attorneys. Four of those five cases never got to a 
jury. 

MR. HERSHMAN: When you speak of sending a 
Washington attorney, I assume you would enter the 
case or one of the attorneys assigned to your sec
tion? 

MR. REYNOLDS: That is right. 
MR. HERSHMAN: How many attorneys are as

signed to your section? 
MR. REYNOLDS: Myself and three other peo

ple. 
MR. HERSHMAN: So there are four attorneys 

concerned with prosecutions of violations under 
Title III; is that correct? 

MR. REYNOLDS: That is right: Sections 2511, 
2512 of Title 18 and 47 U.S. Code Section 605. 

MR. HERSHMAN: Do you have any other 
responsibilities in your section? 

MR. REYNOLDS: Yes, we have r,:!sponsibilities 
for assaults on federal officers and murder of 
federal officers, assault and murder of foreign offi
cials, counterfeiting, postal offenses and theft of 
government property. 

Let me say, however, that it is not four attorneys 
in the Criminal Division who alone carryon the 
crusade in enforcing Title III. Obviously, we don't 
investigate cases; the FBI investigates cases and 
their resources are available to us and similarly the 
bulk of the prosecutions are handled by Assistant 
United States Attorneys who generally cooperate 
very well with us. We normally have a very good 
partnership. So it is not just four people in 
Washington that are handling the prosecution of 
these cases. 

MR. HERSHMAN: Mr. Reyrolds, I would like to 
discuss the Justice Department's policy towards en
forcement of illegal wiretapping in domestic situa
tions. You note in your opening statement that the 
legislative history of Title III explains that it is par
ticularly applicable to electronic surveillance con
ducted in domestic situations and industrial 
espionage cases. 

If we don't enforce the cases against marital 
espionage where no professional interceptor is in
volved, that leaves very few other cases left, isn't 
that right? 

MR. REYNOLDS: I think that is a good point 
and I think it points up a problem with Section 
2511 that needs to be examined. A very high per
centage-our figures indicate not less than 75 per
cent of the interception of communications viola
tions are domestic relations in nature and a signifi
cant percentage of those don't involve a profes
sional. So, it is hard to curb electronic surveillance 
without proceeding on those cases. However, we 
just don't have in the existing felony statute with a 
high standard of criminal intent what we normally 
feel is the right tool for going after a husband for 
wiretapping the wife or the wife the husband, or a 
father wiretapping his 19-year-old daughter. 

If you want to see a hostile court, imagine a 
prosecution of a father who is eavesdropping on his 
19-year-old daughter who he is afraid has a drug 
habit. Such a case is very difficult where you at
tempt to prosecute using a felony statute and the 
standard of willfulness embodied in U.S. v. MW
dock 290 U.S. 389 (1933). 

One point of interest about the non-professional 
interception of cases in domestic relations cases: 
We get a significant number of cases where a 
telephone company repairman discovers and 
removes the interception device from the 
telephone. He then notifies the FBI, and the FBI 
goes out and talks to whomever they find in the 
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home. Maybe they talk to the wife who is the ap
parent victim of the intercept, and she says, "I am 
sure it is my husband. We are involved in a 
domestic relations dispute. I am sure he did it." The 
next step is to interview the husband. In a signifi
cant number of cases, when the husband is inter
viewed following a rights advisement, he says, 
"Yes, r did it. I didn't know there was anything 
wrong with tapping your own phone." Either this 
husband has been awfully clever-wl)ich I 
doubt-or he didn't know his action constituted an 
offense. Using tJ.,e medium of felo~y prosecution 
and applying Mr.rdock, you have a virtually impossi
ble situation as far as prosecuting that case. 

MR. HERSHMAN: Is it difficult to prove mali
cious intent where a wife is trying to obtain a better 
settlement in a divorce proceeding against her 
husband? 

MR. REYNOLDS; I am not sure I understand the 
thrust of the question. 

MR. HERSHMAN: The thrust is this: Many il
legal wiretaps in domestic situations arise out of a 
desire of one of the spouses to obtain a better set
tlement in a divorce situation. Is that not malicious 
intent? 

MR. REYNOLDS: That may be a malicious in
tent in the common use of the word, bu't whether 
that is sufficiently willful conduct under the Mur
dock standard is another question. 

Murdock sets forth the requirement of malicious 
intent and then the court proceeds to cite ap
provingly a couple of cases which indicate that the 
individual must have a careless disregard for 
whether he is violating the law, and must have no 
ground for believing that his act is legal. When you 
interview someone and they say, "Yes, I did it; I 
didn't know it was wrong," you have a tough row to 
hoe under that standard. 

MR. HERSHMAN: Mr. Reynolds, for the past 
few days we have been taking testimony from in
dividuals who are familiar with the statute, with 
2511 and 2512. They deal with them very 
frequently. They are the people involved in 
debugging offices and phones. They are the in
dividuals involved in the manufacture, sale and ad
vertisement of electronic surveillance equipment. 

It seems to me that the testimony and the 
evidence presented indicates that there is a 
proliferation of illegal devices for sale on the mar
ket today. 

I would like to know what steps the Justice De
partment or the FBI are taking in order to deter
mine what equipment is illegal, and who is advertis
ing and selling it. 

MR. REYNOLDS: The basic foundation of our 
enforcement of Section 2512 is through the 

response to complaints. If a complaint is 
made-and usually the complaint comes in from a 
competing manufacturer-we investigate it. The 
complaints are not allowed to go without investiga
tion. 

To follow up on this complaint-oriented system 
of enforcement, we occasionally go forward with an 
affirmative approach, picking a particular area and 
trying to determine on our own without a complaint 
whether stores are offering for sale devices that 
would violate 25 12. However, the normal founda
tion of the policy is to respond to complaints. 

MR. HERSHMAN: I would like to know how oc
casionally it is. How many affirmative action pro
grams occur? 

MR. REYNOLDS: It has been quite occasional. 
The last such program was last summer. 

MR. HERSHMAN: Before that, how many? 
MR. REYNOLDS; You are going back into my 

pre-Justice Department time. I really can't tell you 
exactly, although I am aware, from one of my 
predecessors, that it has been done in the past. 

MR. HERSHMAN: I wonder, Mr. Reynolds, if 
you would submit a letter to us at a later date speci
fying just how often these affirmative programs 
have taken place and in what form they have taken 
place-where and when, and what results were 
gained from them. 

MR. REYNOLDS: You are being more formal 
than our programs have been. The programs 
usually consist of a memorandum or a call to the 
appropriate personnel at the FBI, requesting that 
they make checks in certain specified cities. Then 
the results come back in the form of our normal 
flow of FBI reports. 

MR. HERSHMAN: Mr. Reynolds, I might sug
gest that the National Wiretap Commission, with its 
very limited resources, has managed to uncover nu
merous advertising violations simply by reading 
through magazines. 

I have included in our hand-out to the Commis
sioners advertisements of electronic surveillance 
equipment that I obtained simply by answering ad
vertisements in magazines such as Argosy, Popular 
Electronics and Popular Mechanics. How difficult 
would it be for the FBI or the Justice Department 
to sit down and read a magazine? 

MR. REYNOLDS: That has not been a part of 
our program in recent years. It is my understanding 
it.was a part of the program at the initial stages of 
our enforcement of the statute when we had to 
clear up the rash of advertisements that were ap
pearing in magazines. But as those advertisements 
appeared to subside, the program of reading the 
magazines was discontinued. To the extent that it is 
necessary to reinstitute that, it can be reinstituted 
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on some basis. But, right now there is no program 
of reading magazines. About the only thing we pick 
up is something we would normally read ourselves. 
For example, we picked up one violation in an ad
vertisement in the ABA Journal. 

CHAIRMAN ERICKSON: We heard of one in 
Playboy yesterday that a witness read on his way 
from California. And that was made part of the 
record and it· "as a blatant violation of the statute. 

MR. HER.'.rlMAN: The security director of 
Hewlett-Packard was here and said he had received 
through the mail unsolicited, blatantly illegal adver
tising material. I might say we have secured the 
same thing from various private investigative firms. 
They do indicate that these are turned over to the 
Federal government, the United States Attorney's 
offices in the respective jurisdictions. 

But frankly, the number of cases brought since 
1968 just don't reflect that many prosecutions 
under Section 2512. 

Mr. Reynolds, do your affirmative action pro
grams, when they occur, go further than 2512? Do 
they go into areas of 2511 to try to determine what 
individuals, what private investigators have availa
ble or are offering available electronic surveillance 
services to the public? 

MR. REYNOLDS: No, we have not done that. 
MR. HERSHMAN: The Commission conducted 

a study where we contacted 115 private investiga
tors in seven cities in the United States. A good 
number of these-I believe 42-indicated to us that 
they would perform for us an illegal wiretap or 
bugging. 

I would like to know why you can't do the same 
thing. 

MR. REYNOLDS: Prior to this hearing, you pro
vided me an explanation as to how you conducted 
your study. 

Certainly there are some steps we can take to fer
ret out this type of illegal activity, but what you did, 
I would say, would run us afoul of entrapment. 

MR. HERSHMAN: I would turn the answer to 
that over to Professor Blakey or Chairman 
Erickson. 

PROFESSOR BLAKEY: Are you familiar with 
Russell? . 

MR. REYNOLDS: Yes, I am, sir. 
PROFESSOR BLAKEY: Would you analyze Mr. 

Hershman's conduct under Russell and explain to 
me why that is entrapment? 

MR. REYNOLDS: Where you are engaging in 
random calling, you are asking someone to commit 
an offense without any knowledge of predisposition 
on their part to commit the offense-

PROFESSOR BLAKEY: Suppose they had taken 
ads from the yellow pages that said "Debugging" 

and called up people that used the word 
"Debugging," which is, as you know, frankly, a 
code word in the community and simply asked if 
they were willing to engage in electronic surveil
lance. Surely it is not your testimony that that con
stitutes entrapment. 

MR. REYNOLDS: I would have to make a 
judgment on the specific situation, considering 
what was said on the part of Mr. Hershman, or 
whoever made the call. 

PROFESSOR BLAKEY: This happens to me in 
class all the time, with students who understand 
"entrapment" to mean "tricky." But, if you care
fully analyze the case it says-the Supreme Court in 
Russell went about as far as it could go-that 
providing an essential service to the other side and 
affirmatively moving against him was held not to 
constitute entrapment. 

And frankly it seems to me if the Department is 
unwilling to make some random calls and offer a 
person an occasion to commit an offense-not im
portuning but offering an occasion to do it-this 
statute will not be enforced. 

If you are operating only on the basis of com
plaints in the domestic relations area, and the only 
time you prosecute in those cases is for third-party 
intercepts and you don't go against the people in 
the two-party intercepts, you are not enforcing the 
statute. You are not going to-the chances of stum
bling into a tap in operation are small. You won't 
find it by street patrol. You must have an affirma
tive action program. 

If the Department has manpower problems, that 
is understandable. If they have higher priorities, 
that is understandable. But to fail to take the only 
affirmative action available to you in this program 
is allowing these people to continue their conduct 
largely without interference-and, frankly, they are 
continuing it. 

There were discussions on the staff level when 
they planned their actions whether that would con
stitute entrapment, and there was a clear feeling 
that under existing case law it didn't. And I am very 
disturbed you use that kind of simple guise to hide 
your failure to act. It is simply not entrapment. It is 
a failure-

MR. REYNOLDS: Let me say the decision of the 
Department of Justice not to use more affirmative 
action in this area has been based primarily on a 
question of resourceS. It is a question of how much 
you allocate in one area versus another. We are not 
t,lealing with an unlimited amount of resources. 
Normally, when you put into one area you take 
away from another area. But certainly we are open 
to ideas on affirmative action. 
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PROFESSOR BLAKEY: That is perfectly un
derstandable. Nobody could argu!t that every Bu
reau office in the country ought to have the same 
kind of affirmative action that, say, DEA has 
against narcotics. But to find no affirmative action 
program by any Bureau office in the country, no af
firmative action program by any United States At
torney's office or no affirmative action program out 
of a small unit in Justice since 1968 is not just to 
say that you haven't resource power; it is to say as a 
matter of policy you have decided not to use affir
mative action at all. 

If you only did it once every six months and did it 
in odd-numbered cities, you would put such a scare 
into the private detective people that they wouldn't 
do it any more or they would substantially curtail 
their activities. 

MR. HERSHMAN: I think, Professor Blakey, 
that there are United States Attorneys' offices in 
the country-one in particular-that have affirma
tive action programs. The one I am thinking of is 
the United States Attorney's office in the Southern 
District of New York. They have an affirmative ac
tion program which is being run by their indepen
dent criminal investigators, and to date I think it 
has been highly successful. Certainly it has led very 
recently to the arrest in New York of not only a 
private investigator but a manufacturer of elec
tronic surveillance equipment. 

I would like to say, Mr. Reynolds, it is not dif
ficult to initiate an affirmative action program. We 
had appearing before us yesterday a number of 
people involved in countermeasure programs who 
have found, over the years, thousands of illegal 
wiretaps. They almost never notify law enforce
ment, and have not been contacted by the FBI. If 
the FBI perhaps took time out to contact some of 
your debugging people and asked them to 
cooperate on illegal finds, I think they just might. I 
get the indication they would. 

MR. REYNOLDS: These people have never 
turned over any evidence on devices that they have 
taken off? 

MR. HERSHMAN: Very, very seldon. They in
form their client. The gentleman from Pinkerton 
advises the client very strongly to call the FBI and 
the United States Attorney's office but after that he 
walks out the door. And some of the others don't 
even bother to inform them to call the police. 

Now, I think my interpretation of their feelings is 
that they would be willing, perhaps, to cooperate to 
a greater degree with law enforcement if the oppor
tunity existed. 

I also wonder about the discrepancy in the finds 
of illegal wiretaps and eavesdropping devices by the 
telephone company and the reporting of those finds 

to the Federal Bureau of Investigation. I can't un
derstand why that exists. 

Is there no liaison between the FBI and some of 
the subsidiaries of Bell Telephone? 

MR. REYNOLDS: I was unaware that such a dis
crepancy existed. As soon as we discovered its ex
istence, we took action to close that gap. It had 
previously been our understanding that the FBI 
received reports of all devices taken off of 
telephones. 

MR. HERSHMAN: But obviously that did not 
happen. 

MR. REYNOLDS: Apparently, from your 
statistics that wasn't happening. 

MR. HERSHMAN: Mr. Reynolds, in your open
ing statement on page 6, you state that: 

"On several occasions United States District 
Court judges have been openly defiant of Govern
ment efforts to prosecute 2511 violations." 

I wonder if you could give us some examples of 
that, please. 

MR. REYNOLDS: I can give you examples by 
general substance. I would prefer to do that, rather 
than list case names. In one situation involving the 
prosecution of an attorney, we received a great deal 
of pressure from a federal district court judge to 
~cquiesce to a guilty plea to an inapplicable 
misdemeanor. In the particular situation we weren't 
terribly aggrieved by the principle of allowing a 
plea to a misdemeanor but there didn't appear to 
be an applicable one. The Assistant United States 
Attorney received a tremendous amount of pres
sure in that case, to the point where it was felt that 
we would have very little chance of success in a 
prosecution. 

There was a case approximately a year ago in 
North Carolina where there was active intervention 
by the federal district court judge with the United 
States Attorney's office, in effect, pleading that we 
were going to put the private detective out of busi
ness if we prosecuted him, because a felony convic
tion would cause him to lose his license. The judge 
pointed out to us that the defendant employed ap
proximately 30 people and there was a strong sug
gestion that it would be best to drop the case or at 
least reach some settlement. Eventually, we 
acquiel.,;:::i to a nolo contendere plea. 

To give an example of a reported case, the 
Christman case out of San Francisco appears to 
represent a certain amount of judicial dislike for 
our wiretapping prosecution. 

MR. HERSHMAN: I wonder if we might not hold 
off on that case until we get to the portion of your 
testimony concerning service observing. 

Mr. Reynolds, of course we all understand that 
you don't set Justice Department policy. I would 
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like to get your personal views as to what priority is 
set in the Justice Department on illegal wiretapping 
and electronic surveillance. 

MR. REYNOLDS: Let me say that while I do 
not, of course, have final approval power over the 
Department's policy of enforcement of the criminal 
sanctions against wiretapping and eavesdropping, I 
do have an input in that policy and a responsibility 
for proposing changes in policy. The priority, as in
dicated earlier, is one of attempting to focus on the 
professional; the highest emphasis is placed on the 
professional interceptor and those who engage in or 
procure such activity as part of their business. Ac
cordingly, emphasis is placed on industrial 
espionage and law enforcement violations; particu
larly law enforcement. 

MR. HERSHMAN: Mr. Reynolds, is it given the 
same priority as affirmative action programs con
cerning the interstate theft of automobiles? 

MR. REYNOLDS: You are taking me into an 
area where I am really not familiar with the Justice 
Department program. 

MR. HERSHMAN: Do you feel, Mr. Reynolds, 
that you could accomplish more in identifying and 
prosecuting cases of illegal wiretapping and the il
legal sale and advertisement of wiretap equipment 
if, in fact, you were given the aid of more attorneys 
in your section? 

MR. REYNOLDS: I think anyone who tries to do 
his job conscientiously feels that he could use more 
people. But down the hall from me is a unit about 
the same size as mine that works on bank robbery 
and kidnapping. I know that they are extremely 
busy and feel they need more people. Again, thert' 
exists a relatively constant pool of personnel from 
which to draw. It is necessary to determine what is 
the proper allocation of personnel to the various 
problems. Frankly, I am not the one in the Depart
ment who sits in the best position to make those 
judgments. I see my areas; I know the needs of my 
areas. But when you mention cargo theft or in
terstate transportation of stolen property you are 
into areas where I am not familiar with their en
forcement policies or their problems. 

MR. HERSHMAN: Do you feel frustrated in 
your area because you can't do more? 

MR. REYNOLDS: I think I am more frustrated 
by some of the problems we have run into with the 
statute than by a lack of personnel. For example, 
the fact that the only sanction available under the 
statute is a felony prosecution with a Murdock stan
dard of criminal intent is a cause of frustration in 
that we lack flexibility in respunding to the varying 
types of violations. I think that is more of a frustra
tion now than a lack of personneL But certainly 
there are more things we would do and things we 
would do better if we had more personnel. 

MR. HERSHMAN: Mr. Reynolds, you speak of 
the need for an alternative to felony prosecution. 
We took testimony on Monday from an Assistant 
United States Attorney in the Southern District of 
New York who testified that he successfully 
prosecuted, under Civil Rights statutes, 
misdemeanor violations. 

MR. REYNOLDS: Right. I would say you could 
use 18 U .S.c. 242, deprivation of rights under color 
of law, as a misdemeanor offense, but my reading 
of that statute would make it applicable only to law 
enforcement violations. If there is ever a type of 
case where the felony prosecution is generally ap
propriate, it is the law enforcement violation. I 
would be interested to see any theory that would 
say we could use that Civil Rights statute for 
private, non-law enforcement violations of the wire
tapping statute. But, I am unaware of any theory in 
that regard. . 

MR. HER3HMAN: I would like to go a little bit 
more in depth into the Simpson v. Simpson case, 
Mr. Reynolcls. 

In talking with you before the hearings I un
derstand that you disagree somewhat with the find
ing of the court. Is that correct? 

MR. REYNOLDS: Well, the disagreement is best 
summarized by saying that I think the decision is 
wrong. It is contrary to the legislative history of the 
statute. 

But, in one regard, the court deserves credit. It 
decided the case on the legislative history and in so 
doing allowed us to scrutinize the underpinnings of 
its decision by setting out in footnotes exactly what 
legislative history it found. So, we can, in a sense, 
grade the court. What did they find; what didn't 
they find? They did a lot of digging. They went 
back into a lot of legislative history that is pretty 
obscure. However, unfortunately they missed some 
of the more obvious legislative history, including 
portions of the Senate Report 1097, 90th Congress, 
2d Session (1968), which accompanied the !egisla
tion out of the Senate Judiciary Committee and 
also some of the key hearings on the Right of Priva
cy Act of 1967. 

I believe the court missed the whole rationale of 
Professor Blakey's testimony concerning why his 
proposed bill should be adopted as opposed to the 
Justice Department bill. 

The court also missed the statement by Senators 
Dirksen, Hruska, Scott, and Thurmond to the effect 
that the statute is designed particularly for domestic 
relations and industrial espionage and surveillance. 
The court also missed the statements concerning 
the blanket nature of the prohibitions in Section 
2511. 
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PROFESSOR BLAKEY: Why did they go to the 
legislative history at aU? If the statute is clear, you 
don't need to. 

MR. REYNOLDS: I don't think they needed to. 
However, we feel that we can counter the reasoning 
of Simpson at either level: the wording of the 
statute or its legislative history. If you go to the 
words of the statute, they provide clear coverage to 
interspousal electronic surveillance. The words of 
the statute are clear and that should be enough. But 
the court appeared to have an overwhelming desire 
not to rely solely on the words of the statute. The 
court seemed confounded by the fact an ex-wife 
could sue her husband in a tort action for wire
tapping. 

The court seemed surprised that Congress would 
enact a statute that would make it a criminal viola
tion for one spouse to wiretap another spouse 
within the marital home. The ~ourt mentioned, with 
some seeming concern, that if they held there was a 
cause of action under Section 2520, that would also 
mean that the husband was guilty of a federal 
criminal offense. That appeared to bother them; 
they didn't want to reach that result so they looked 
at the legislative history. 

However, we certainly would make the argument 
that on its face the statute reaches the conduct of 
Mr. Simpson in tapping Mrs. Simpson. In fact, the 
court even agreed with that. We can counter the 
decision on that level, and we can counter it well 
on the legislative history level. 

The problem with Simpson is not so much in 
meeting it head-on, because we feel we can prevail 
there. The problem with Simpson is its derivative 
effect on the issue of willfulness. The argument we 
are now having to confront is, 1f the Fifth Circuit 
could have been so uncertain as to whether intra
family wiretapping is a violation of the law, how 
can you expect my client to have had any idea he 
was violating the law? That is where we are getting 
hurt right now. We are looking for a case that is an 
appropriate vehicle to challenge the Simpson ruling. 
We had thr~e prosecutions in the last six months or 
so of one spouse for wiretapping the other. They fit 
right into the Simpson situation. We were looking 
for a test but the defense didn't raise Simpson. 

MR. HERSHMAN: Did those cases have a 
professional interceptor involved? 

MR. REYNOLDS: No. 
MR. HERSHMAN: Who decides which cases are 

prosecuted when one spouse eavesdrops on 
another? 

MR. REYNOLDS: It is a somewhat mutual deci
sion; an amorphous arrangement between the cog
nizant United States Attorney's office and the 
Criminal Division. The first crack at the decision 

belongs to the United States Attorney's office. If 
they decide to go forward on a case, rarely, if ever, 
will we countermand that decision. I don't know if 
there was (ver a case when we pulled the United 
States Attorney's office back from prosecution. Our 
normal procedure is to review the cases they don't 
prosecute and if we feel that such a case clearly 
needs to be prosecuted we discuss the matter with 
the U.S Attorney's office in an attempt to reach 
some accommodation. 

MR. HERSHMAN: Mr. 'ReynoldS, is it true that 
the ruling in Simpson v. Simpson has led to an in
crease in private investigators being involved in 
marital eavesdropping? 

MR. REYNOLDS: My initial reaction is no, but I 
really don't have: any figures or solid basis from 
which to reach a valid judgment on that point. I 
know that Simpson has been misconstrued in the 
press. We received a few inquiries enclosing news 
articles from .around the country which indicated, 
at the time the Supreme Court refused to grant cer
tiOl'ari on the case, that the Supreme Court had 
upheld the right of one spouse to wiretap the other 
spouse. We answered those and attempted to cor
rect that misunderstanding, but to the extent there 
is publicity like that, certainly I think there is a risk 
that a private detective who had restrained himself 
before might begin to engage in electronic surveil
lance in marital cases. 

MR. HERSHMAN: Let me ask, Mr. Reynolds: 
To wh;:.t extent must a private investigator inter
cede in a case before you consider it professional 
involvement? What if he just supplied the equip
ment? 

MR. REYNOLDS: We consider such supplying 
of equipment to be an involvement, if the private 
investigator knew what he was supplying the equip
ment for. Most of the violations of 2511 we are see
ing involve the use of non-proscribed devices. Obvi
ously, if the private investigator supplies a 
proscribed device under 2512, we would proceed 
from that angle. But, if he supplies a device not 
proscribed under Section 2512, we would have to 
obtain evidence that he knew what use was going to 
be made of the device. If we can develop su,;h 
evidence, then we consider the private investigator 
to be part of the case and he would become a pri
mary target. 

MR. HERSHMAN: What if he tells his client 
where to buy the device and how to install it? 

MR. REYNOLDS: You are getting into an aiding 
and abetting, and-

MR. HERSHMAN: I want to know at what point 
you consider the involvement a professional inter
ceptor. 
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MR. REYNOLDS: If we. can establish a 
prosecutable case at any level against a profes
sional, then we consider the professional to have 
been in the case. 

MR. HERSHMAN: What if an attorney recom
mends that a client see a private investigator who 
he knows will engage in illegal electronic surveil
lance? 

MR. REYNOLDS: That situation is one step 
removed, and it is starting to get difficult as far as 
prosecution. But again, we would take a very close 
look at that situation. Attorneys certainly have to 
be a primary target of our prosecutive policy and 
anytime there is any indication of attorney involve
ment, we make sure that an investigation is con
ducted to the fullest to determine what that in
volvement is. But, let me point out there are some 
difficult problems of proof when we try to establish 
what an attorney knew about a private detective's 
action. We are generally not able to obtain the 
testimony from either the attorney or the private in
vestigator. We are obviously not going to immunize 
the attorney, and it is unusual to get anything out of 
the private investigator. 

MR. HERSHMAN: Turning for a moment to ser
vice observing, you note that it is difficult to justify 
the activity that is sanctioned by Section 2510 (a). 

Would you explain why it is difficult to justify 
that? 

MR. REYNOLDS: That wasn't exactly what I 
was intending to get across. 

MR. HERSHMAN: That is what you said, 
though. 

MR. REYNOLDS: It is not that it is difficult to 
justify all service observing activity but it is difficult 
to justify the scope of the exception contained in 
Section 2510 (5). In other words, it appears to 
allow intercepts that would be difficult to justify. 
But I don't mean to criticize the whole service~ob
serving concept. 

I think there might be some validity to the ex
istence of a service-observing exception in the 
statute. But 2510 (5), the way it is written now, as I 
read it and interpret it, would not require notice to 
the person whose conversations are being over
heard. 

This is the point we feel is onerous about 2S 10 
(5). 

There are a couple of other points about Section 
2510 (5) which deserve comment. Again as I read 
2510 (5), it simply exempts service observing 
equipment from the definition of a "device." It 
contains no standard to govern who can possess 
such equipment and to delineate its limits of per
missible use, and I am not sure that that is wise. 
Also it appears to establish a monopoly in commu-

nications common carriers in service observing 
equipment, which again appears unwise. 

Let me say that whole statute, Section 2510 (5), 
is a very diffIcult provision to construe and a very 
difficult provision to trace through the legislative 
history. The statutory interpretation I have pro
vided is based on our best judgment on what the 
legislative history is and what it allows. 

MR. HERSHMAN: r am not quite sure I un
derstand what portions of 2S 10 (5) you are uncom
fortable with. 

MR. REYNOLDS: I am uncomfortable with the 
fact that it appears to me that if the communica~ 
tions common carrier furnishes service observing 
equipment to a business, that service observing 
equipment can be used to intercept the conversa
tions of employees without notification to the em
ployees. Let me say here that I understand that as 
part of the telephone tariffs, there is generally im
posed upon the businesses that receive this service 
observing equipment an obligation to notify their 
employees. However, I think consideration shf)Uld 
be given to requiring such notification as part of the 
statute. 

MR. HERSHMAN: I would like to turn at this 
time to the Macy's case, which you mentioned 
earlier. Would you explain to the Commission, 
please, the circumstances surrounding that case? 

MR. REYNOLDS: It is a difficult case to analyze 
because the decision by the Federal District Court 
Judge has interwoven into it a number of different 
theories. But the facts behind the case U.S. v. 
Christman, 375 F. Supp. 1354 (N.D. Cal, 1974) are 
that the security chief of the department store felt 
he had a problem in his shoe department. He was 
suspicious of narcotics use by the employees, 
prostitution, misuse of the telephone, and theft of 
property from his shoe department. 

CHAIRMAN ERICKSON: All that in a shoe de
partment? 

[Laughter.] 
MR. REYNOLDS: It must have been some shoe 

department-all this in one department. At least 
that is what the decision tells us. So his way of in~ 
vestigating the situation was to have an extension 
telephone installed onto the extension telephone 
line of the shoe department. 

CHAIRMAN ERICKSON: Was this tht'l or~ 

ganized crime shoe department? 
[Laughter. ] 
MR. REYNOLDS: It could have been. But, it 

might have been the local vice shoe department-at 
least if all the suspicions were founded. At any rate, 
he hooked this extension telephone onto the exten~ 
sion telephone wire of the shoe department and 
proceeded to use his extension telephone to record 
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the conversations of employees in the shoe depart
ment. The security officer, Me Christman, was sub
sequently prosecuted by the Department of Justice 
for the interception of wire communications. And 
the Federal District Court Judge dismissed the case, 
holding that the statute did not apply to the acts of 
Mr. Christman. The judge used several different 
legal theories as the basis of his dismissal. 

First, he concluded that the extension telephone 
is excepted from the definition of a device under 
2510 (5), and therefore use of it does not con
stitute an interception of communications. To the 
extent that Section 2510 (5) excludes extension 
telephones, the exclusion only applies to those 
"installed in the normal course of busin~ss." Some
how the judge concluded without explanation, that 
in this situation this extension phone had been in
stalled in the normal course of business. Second, he 
ruled that in his judgment there was no expectation 
of privacy on the part of the people using the 
telephone. The issue of expectation of privacy ap
pears irrelevant as the standarri in the statute for 
wire communications is one of consent as opposed 
to expectation of privacy. 

Finally, the third area that he struck upon was 
that under 2511 (1) (a) (i), the cornm un leation 
common carrier has the right to do necessary and 
reasonable monitoring for protectioIl 01 property. 
The judge construed the department stNe to be a 
private carrier of communications, and ruled that 
they were simply trying to protect their property. 
Thus, he concluded that they had a right to inter
cept under 2511 (2) (a) (1 ). To us, this conclusion 
seems to defy the definition of "communications 
common carrier" as set forth in 2510. So, those 
were the three basic points raised in support of the 
decision, all of which we disagree with. 

It is interesting to compare the wording at the 
end of his decision with the closing portion of Simp
son. In Simpson the court said, "We are limiting this 
decision strictly to the facts," and the judge in 
Christman said that, too: "We are limiting this to 
the facts. " 

I think to fully understand and get the flavor of 
the Christman decision, you have to look at the 
portion of the transcript that leads up to the dismis
sal of the case. And, if I could read just about one 
page of transcript, I think it is enlightening. This is 
the judge who is speaking first: 

"As I pointed out earlier, the statute did not 
seem to be designed to reach this kind of a situa
tion. " 

Skipping down about five lines: "Nor can I say, 
as a matter of common justice, that I am upset this 
must be the result. It seems to me that it is inap
propriate for the United States Attorney's office to 

cooperate so handsomely with persons who 
:seemingly are using it for private purposes." 

"1t"Jappears to be phones. 
Assistant U.S. Attorney: "I don't think that has 

been established, your Honor." 
The Court: "It seems plain here if there were any 

violation that it might be a violation of state law. I 
must assume that state authorities wen;: first ap
proached on the more clearly applicable statute, 
and I must presume they refused to participate." 

Assistant U.S. Attorney: "They were not in
terested. " 

The Court: "I can understand that they would 
not be. I am surprised that the United States Attor
ney was." 

Assistant U.S. Attorrey: HI think those comments 
are unfair, Yi)ur Honor, to our office." 

The Court: "There may be reasons that I am not 
aware of that required this action to be brought. I 
have always thought the United States Attorneys 
had a certain amount of discretion in determining 
whether a case properly should be presented." 

Skipping down about three lines: "I am not con
vinced that \the defendant is a felon or should b{~ 
declared so." 

CHAIRMAN ERICKSON: What judge was that? 
And where was the case? 

MR. REYNOLDS: The case was in the Federal 
District Court in San Francisco; Schnacke was the 
judge. 

I think this; portion of the transcript points up in
teresting foundation behind that decision. I submit 
that decision is a rather scatter-gun type approach 
to the law. It reminds me of the old adage, "if you 
don't have one good argument to make, you use a 
lot of lesser arguments." I do not think that anyone 
of the areas that the judge struck upon really has 
any merit to it at all, and I would further say that 
the judge's reaction to the facts of this case is not 
atypical of judicial reactions that we h:ave ex
perienced. What is worrisome is that if judges react 
this way to some of our prosecutions, one wonders 
sometimes what occurs in the jury room. 

MR. HERSHMAN: Mr. Reynolds, for the pur
pose of your enforcement program, have you been 
able to make any rule of thumb determination con
cerning the lainguage "in the ordinary course of its 
business" with reference to subscribers? 

MR. REYNOLDS: Are you referring to 2510 (5) 
(a) still? 

MR. HERSHMAN: That is correct, (5) (a). 
MR. REYNOLDS: We have recently engaged in 

much work on the legislative history of that section 
2510 (5) (a) and our interpretation of that provi
sion has chang1ed somewhat. It used to be felt that 
2510 (5) (a) ~vas primarily an exclusion of exten-
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sion telephones from the category of intercepting 
devices. Under that interpretation the intention of 
2510 (5) (a) was to avoid a massive number of 
picayune extension telephone violations. No matter 
what use was made of an extension telephone in
stalled in the normal course of business, there 
would not be a violation of the law absent the use 
of another device, such as a tape recorder, to 
record what was being received over the extension 
telephone. 

We used that argument in U.S. v. Harpel, 493 F. 
2d 346 (CAlO, 1974), and the court didn't em
brace our argument. The court indicated a tape 
recorder could not be deemed the intercepting 
device since the extension phone was the device 
that provided acc~ss to the communications. The 
tape recorder I>imply preserved what has already 
been intercepted. 

Despite reJecting our argument, the court gave us 
what was, ir, finality, a favorable decision. They 
homed in on this requirement in the excep
tion-25lO (5) (a)-that the use of terephone 
equipment be in thf~ regular course of activities. 
They concluded that it can't be the regula; course 
of activities to use an extension telephone to snoop. 

After that decision, we began going back into the 
legislative history to determine whether the position 
we had been taking or the Harpel position was 
right, and I must say it is difficult to trace the lan
guage of Section 2510 (5) (a). The four bills that 
were, in substance, the predecessors to the existing 
statutes all possessed a 2510 (5) (a) type provision 
which applied either to hearing aids or to extension 
telephones-one or the other, or both. It appears to 
us that the language we now have in 2510 (5) (a) is 
traceable to testimony of FCC Commissioner Lov
inger and to AT&T operations official Kurtz. They 
both testified before a Congressional subcommittee 
on the proposed Right of Privacy Act of 1967 
where they raised the issue of service observing. 
Their testimony brought out the fact that communi
cation common carriers had a large market in ser
vice observing equipment. Sometime after that 
testimony, 2510 (5) (a) was changed and we had 
the addition of the words "being used in the ordina
ry course of business." 

While it is a little difficult to construe that lan
guage, if you interpret it the way the Harpel court 
did, it appears that Congress torted with a 
telephone extension exception that eventually got 
thrown out in favor of a service observing excep
tion. 

To summarize, under the Harpel decision, 
"ordinary course of business" would mean the nor
mal use of the instrument for what it is designed to 
be used for. It wouldn't include picking up an ex
tension telephone to spy on another party. 

MR. HERSHMAN: Turning for a moment, Mr. 
Reynolds, to Section 2512, how does the Justice 
Department determine when a device is 
preliminarily useful for the surreptitious intercep
tion of wire ard oral communications? 

MR. REYNOLDS: I think we have to go back to 
the definition contained in Senate Report 1097 for 
the best statement as to what is primarily useful for 
the surreptitious interception of communications. It 
indicates that to be prohibited the device would 
have to possess attributes which give predominance 
to the surreptitious character of its use. That is the 
basic definition with which we start and we then 
rely heavily on the examples set forth in Senate Re
port 1097 as to what constitutes an illegal device. 
These would include an infinity transmitter, a spike 
mike, and a number of disguised listening devices, 
such as cuff link microphones and tie clasp 
microphones. 

So our judgment as to what devices are 
"primarily useful" is based on, number one, the 
definition and number two, on the examples. From 
those two factors we conclude that basically 2512 is 
designed to prohibit (1) disguised listening devices, 
and (2) devices that are designed to intercept com
munications oc. :..trring elsewhere than the location 
of the interceptor. 

MR. HERSHMAN: Mr. Reynolds, can you think 
of any purpose of using a cuff link or tie clasp 
microphone other than to intercept one-party con
sent conversations? 

MR. REYNOLDS: You can conjure up a strange 
situation, but the normal use is for a one-party con
sent interception. 

MR. HERSHMAN: And do you see any conflict 
between the provisions of 2511, which allow for 
one-party consent and 2512 which prohibits 
devices which can be used for one-party consent 
monitoring? 

MR. REYNOLDS: No, I don't at all. However, 
some courts have. The first such case was the 
United States v. James A. Six (D.C.N.D. Indiana, 
1970). According to the court, a person is not in 
violation of 2512 unless he not only willfully pos
sessed the device, but intended to use it in violation 
of 2511. We have argued that this is the wrong in
terpretation. We had a similar type decision 
rendered in the case of United States v. Bast, 348 F. 
Supp 1202 (D.D.C., 1972); vacated 495 F. 2d 138 
(C.A.D.C., 1974). We appealed to the U.S. Court 
of Appeals for the District of Columbia Circuit and 
received a favorable decision in what I think is a 
very well reasoned, clear opinion. It indicates you 
don't read the exceptions of 2511 into 2512. 

MR. HERSHMAN: Mr. Reynolds, on Wednesday 
of this week we had a demonstration and display of 
various types of electronic surveillance devices. 
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One of the devices that we saw was an aspirin
sized transmitter. The transmitter contained a built
in microphone and battery source-no larger than 
an aspirin. 

On its face, would that device, which is not con
cealed or designed to be anything else be 
prohibited under 2512? 

MR. REYNOLDS: Not per se; at least not under 
the facts you have given so far. 

MR. HERSHMAN: Isn't it obvious that a device 
of that nature has much more dangerous potential 
than a cuff link microphone or a tie clasp 
microphone? 

MR. REYNOLDS: It may have dangerous poten
tial. However, there are two problems. One is that 
the legislative history of Senate Report 1097, in
dicates that size alone is not the criterion in deter
mining whether the device is "primarily usefuL" 

The second problem is that you have a number of 
normal and legitimate nonsurreptitious uses for 
small transmitters. For example, the television in
dustry makes fairly great use of the parabolic mike. 
So you have a couple of problems in trying to bring 
the device that you are talking about within the 
definition of "primarily useful" under 2512. 

MR. HERSHMAN: So that under the current 
statute, regardless of how small a device becomes, 
it is not necessarily prohibited? 

MR. REYNOLDS: Not necessarily. 
MR. HERSHMAN: I am talking about a trans

mitter. 
MR. REYNOLDS: The answer would be that in 

our view it is not necessarily prohibited; right. 
MR. HERSHMAN: But yet the use of some of 

these . devices could provide a greater danger 
toward invasion of privacy than some of the devices 
which were originally listed in the legislative history 
of Title III; is that correct? 

MR. REYNOLDS: I think that is certainly possi
ble and it relates to a fact I mentioned earlier about 
the violations that come to our attention under Sec
tion 2511. Most of them don't make use of a device 
which violates 2512. The oral intercept violations 
of 2511 we see are almost always done with a small 
FM transmitter-nothing as sophisticated as the 
aspirin-sized transmitter that you are talking about. 
Rather it cigarette pack-sized FM transmitter is 
generally used. 

MR. HERSHMAN: Your statement, sir, says that 
it appears that the devices proscribed by the statute 
~re of two basic types: One, disguised listening 
devices-which is very clear-and, two, devices 
designed to intercept communications occurring el
sewhere than the location of the interceptor. 

Would that not, in fact, then, say that all body 
transmitters would be prohibited by 25 I 2, since a 

body transmitter is designed for interception at a 
location other than the place of reception? 

MR. REYNOLDS: I am not sure I follow you. 
Body transmitters-

MR. HERSHMAN: You wrote here "devices 
designed to intercept communications occurring el
sewhere than the location of the intercept." 

MR. REYNOLDS: That was with particular 
reference to cover an infinity transmitter or a spike 
mike. 

MR. HERSHMAN: This also covers every body 
transmitter on the market today that is used for of
ficer safety. 

MR. REYNOLDS: I'm not sure I see that. 
MR. HERSHMAN: A body transmitter works on 

the principle that the intercepted conversation is 
transmitted to a remote listening point. 

MR. REYNOLDS: That may be, but the point of 
interception is the place where the transmitter is 
located and where the person providing one-party 
consent is located. 

I don't mean for anyone to get hung up in these 
two categories that we have created. We didn't 
create them as regulations and haven't promulgated 
them as such. To the extent that you find our two 
categories more difficult that the application of the 
words "primarily useful," we would say "forget our 
categories." In other words, we are just trying to 
use them as a way to facilitate the understanding of 
the statute. 

MR. HERSHMAN: May r ask, then, Mr. 
Reynolds, if you consider transmitters, which are 
designed for the purpose of wearing on the body 
and transmitting to distant locations, prohibited 
devices? 

MR. REYNOLDS: Again you have to examine 
the particular device. If the device happened to be 
in a disguised form so that it could be worn right on 
the clothes, then it would be a prohibited device. 

MR. HERSHMAN: What if it is a small device 
that is worn irside the jacket pocket? 

MR. REYNOLDS: From what you have provided 
me, I would say the answer would normally be 
"no"; that is that there is not a violation of 2512 
absent some other features about it which bring it 
within 2512. If we are simply talking about a small 
transmitter, and it is not in any other way adapted 
for surreptitious use, then I would say it is not. a 
violation of 25 12. 

MR. HERSHMAN: Well, a device that is 
designed specifically for the interception of one
party consent monitoring to be worn on a body, out 
of sight, isn't that primarily useful for the surrepti
tious interception of oral communications, even 
though it may be one-party consent commur\ica~ 
tions? 
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MR, REYNOLDS: Let me say it is very difficult 
to reach a judgment on a device without seeing the 
device or having a detailed description. 

MR. HERSHMAN: That is the point I am getting 
at. If you can't decide, how would the manufac
turers decide? 

MR. REYNOLDS: No, I don't think that is the 
point! The point is an off-the-top-of-the-head 
judgment on a device is of very limited utility. But, 
if you can see the device or gain a full description 
of the device, I think you can reach a judgment on 
it. And certainly, the manufacturers ahd their attor
neys are in a position to know every aspect of the 
device. They know its appearance; they know its 
uses; they know the way in which it is created. They 
are in the best possible position to reach a 
judgment. They are in the same position we are in 
once we get one of those devices and send it to the 
FBI laboratory for analysis. 

MR. HERSHMAN: Have manufacturers of elec
tronic surveillance equipment approached you or 
your department and asked for an interpretation of 
the language "primarily useful"? 

MR. REYNOLDS; Yes, there have been. 
MR. HERSHMAN: What is your answer to 

them? 
MR. REYNOLDS: We point them to the statute 

and give them a limited amount of help as to the 
general nature of the statute. Then we tell them 
they are in an area where they had best consult 
with their attorney and let him reach a judgment on 
whether the particular device they are dealing with 
or contemplate dealing with is going to violate 
2512, 

The problem we have in this area is we are not in 
a position to enter into an attorney-client-type rela
tionship with a manufacturer of elet;'tronic devices 
for the purpose of advising him whether or not a 
particular device violates the statute. Willle we 
haven't had anyone actuaHy come to us with 
devices in hand-they usually write a letter-some 
of the manufacturers would like to use us as their 
attorney as opposed to having a private attorney 
analyze Section 2512 and apply its standard to the 
particular device they are interested in. 

MR. HERSHMAN: Conversations and testimony 
of the manufacturers indicate that they want to 
know no more than if they will be prosecuted if in
deed they selI this device to individuals. 

MR. REYNOLDS: I think that is very frequently 
their interest. They are looking for a predetermina
tion on whether or not we will prosecute. 

MR. HERSHMAN: Let me turn, Mr. Reynolds, 
to the proliferation of devices on the market that 
are primariiy useful for the surreptitious intercep
tion of wire or oral communications but go under 

the guise of burglar alarms, babysitting devices, et 
cetera; the audio intrusion devices with listen back 
capability, burglar alarms which one attaches to his 
telephone and is then able to monitor from any 
place in the United States. It seems to me that this 
device has been on the market now for about five 
years and its only real use is for surreptitious inter
ception. No one can really expect to intercept a 
burglar's rummaging through a room at the specific 
time that one calls. 

Have you done anything to try to get these off 
the market? 

MR. REYNOLDS: We've got, at present, two 
cases under investigation involving these devices. 

MR. HERSHMAN: When did you initiate them? 
MR. REYNOLDS: One initiated back in March 

and the other initiated more recently. 
MR. HERSHMAN: Why this year? 
MR. REYNOLDS: This happers to be the time at 

which advertisements for these devices were called 
to our attention. 

MR. HERSHMAN: But I have advertisements of 
these devices dating back to 1970 and they are in 
public magazines and newspapers. 

MR. REYNOLDS: This again goes back to what 
we talked of before, that is whether we have an af
firmative action program of reading magazines. I 
think we have already discussed it at some length. 

MR. HERSHMAN: Under what circumstances 
may a manufacturer of electronic surveillance 
equipment advertise his wares? 

MR. REYNOLDS: Basically, he can't advertise a 
device that is "primarily useful." Again, we have to 
focus in on whether it is a device that violates Sec
tion 2512. If it does, he can't advertise it. Addi
tionally, neither can he advertise a non-2512 device 
to be used in a way that would violate Secion 2511. 

It seems to. us that the most a manufacturer can 
do WOUld/he to make known to legitimate 
purchasers the fact that he has the expertise and 
has the facilities to create these devic('s. If such 
legitimate purchaser is interested in obtaining more 
information from him, an arrangement can be 
worked out for the obtaining of that information. In 
other words, the manufacturer can in effect, leave a 
calling card as a producer of electronic devices 
with a law enforcement agency or other agency that 
would meet the exceptions under 2512 (2). 

MR. HERSHMAN: Actually, as I am sure you 
are quite aware, each and every manufacturer 
produces a catalog showing the device, listing its 
specifications and often telling the usefulness· of 
that device. 

MR. REYNOLDS: Yes. 
MR. HERSHMAN: These catalogs are dis

tributed to law enforcement agencies across the 
country. 
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Are you saying that is not proper? 
MR. REYNOLDS: No. I would say that to the ex

tent that the distribution is solicited by the law en
forcement agency, the distribution of that adver
tisement would be legal. An unsolicited distribution 
would constitute a technical violation of the law. 

MR. HERSHMAN: In other words, as long as the 
law enforcement agency requests the catalog first, 
you feel that would be within the scope of the 
statute? 

MR. REYNOLDS: I would say that would, at 
least, bring it within the spirit of the statute. 

CHAIRMAN ERICKSON: I think at this time we 
will take a five-minute recess. 

We are running somewhat behind schedule but I 
think we will probably catch up during the noon 
recess. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSON: May we reconvene. 
I might say for the record, as people are return

ing to their seats, this is the last formal hearing that 
the Commission will have. And the record will 
remain open at the conclusion of today's hearing, in 
the event there is a need for submission of addi
tional documents or evidence for the Commission's 
consideration. 

But at the conclusion of today's hearing, the for
mal testimony that has been taken will have been 
completed. 

Mr. Reynolds, we certainly appreciate your ap
pearing. 

I will return your examination to Mr. Hershman. 
MR. HERSHMAN: I not only appreciate your 

appearing here but the fact you are so obviously 
well prepared for this testimony. 

We left off concerning the advertisement of elec
tronic surveillance equipment and we determined 
that if a law enforcement agency first requested the 
advertisement from the manufacturer then it would 
be within the scope of 2512. 

It has come to our attention that at least one 
reanufacturer, possibly more, has distributed 
catalogs to foreign embassies here in Washington, 
thinking that this is often not on the property of the 
United States. 

What do you say concerning that? 
MR. REYNOLDS: I don't construe the statute as 

permitting such. 
MR. HERSHMAN: That would be an illegal act? 
MR. REYNOLDS: It would appear to me to be 

outside the scope of the statute, which would make 
it an illegal act. 

MR. HERSHMAN: You can be assured the Com- . 
mission will turn over that information to the 
Justice Department. 

Can a manufacturer utilize a distributor to 01, •• 

tribute his equipment across. the country? 

MR. REYNOLDS: I missed an important word in 
the middle. 

MR. HERSHMAN: Can a manufacturer utilize a 
distributor to distribute his electronic surveillance 
equipment in the country? 

MR. REYNOLDS: When you are talking about a 
distributor, you are talking about an intermediary? 

MR. HERSHMAN: That is correct. 
MR. REYNOLDS: No. The statute requires a 

direct sale from the manufacturer to the authorized 
purchaser. 

MR. HERSHMAN: I might say, Mr. Reynolds, 
that there are at least a half-dozen distribtltors that 
are well known in the country-fairly large distrii».'
tors-that engaged in just this practice. They 
purchase their equipment from manufacturers and 
then re-sell it. 

MR". REYNOLDS: Do you have evidence of the 
purchase and resale of equipment that violates 
2512? 

MR. HERSHMAN: That is correct. 
MR. REYNOLDS: Well, I have invited you, from 

the time I first met you on the 1 st of October last 
year, to provide us with any evidence you obtained 
indicating illegality under Section 2511 or 2512. 

MR. HERSHMAN: Mr. Reynolds, as you already 
know, we have given you some material and are 
prepared to turn over the rest. 

I am just afraid with only four attorneys sitting 
over there you won't have enough to get it through 
for the next few years. 

MR. REYNOLDS: If you had let it trickle in, 
such a problem would not have arisen. 

MR. HERSHMAN: Can manufacturers demon· 
strate and display their electronic surveillance 
equipment to authorized agencies? 

MR. REYNOLDS: Again, they can demonstrate 
or display devices under the same condition they 
could submit advertisements. If it is under invita
tion from the law enforcement agency or other 
authorizt;:d purchaser, I believe there could be a 
demonstration. The issue is what constitutes a con
tract. If there is a contractual arrangement for the 
development of a sample device for demonstration 
to an authorized purchaser, it seems to me the en
suing production and demonstration of the device is 
within the spirit of the law and probably properly 
within the letter of the law. 

MR. HERSHMAN: But if the manufacturer had 
salesmen cross the country and these salesmen 
were carrying devices to demonstrate to authorized 
agencies, wO\Jld that be a violation? 

MR. REYNOLDS: Such a demonstration ar
rangement would have to be on an instance-by-in
stance basis. The manufacturer couldn't send out 
peddlers and let them travel around the country 
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with devices in their briefcase waiting for the next 
invitation from a law enforcement agency. 

MR. HERSHMAN: Well, I am sorry you missed 
our hearings on Wednesday, Mr. Reynolds, because 
we had a manufacturer testify that he does do that. 

MR. REYNOLDS: We will make sure we get a 
copy of that testimony. 

MR. HERSHMAN: What particularly bothers me 
is that we had a manufacturer in yesterday by the 
name of Martin Kaiser, a Maryland manufacturer, 
who says he has made the Justice Department 
aware of violations and nothing has been done. 

MR. REYNOLDS: You mentioned that before 
the hearings. I am unaware of it. I will check and 
see what I can find. It could be that he has had con
versations with the Department prior to the time 
that I entered my present position. However, I have 
had one conversation with him in which he com
plained in general terms about violations on the 
part of other manufacturers, but he would give me 
n.othing specific. I repeatedly requested informa
tion, but he said his business was a very vindictive 
one and he would be out of business if he supplied 
information and the word got out. So, to the best of 
my knowledge, he has not supplied us anything ex
cept extremely general allegations. 

MR. HERSHMAN: If one manufacturer is al
lowed to inven,ory-and we had that testimony on 
Wednesday, that a manufacturer does inventory-if 
he is allowed to display his equipment and advertise 
his equipment more freely than the others, that 
really is not fair competition, is it? 

MR. REYNOLDS; I agree. What you are really 
talking about is if one manufacturer violates the law 
and the others don't, do you have an equitable 
situation? Obviously the answer to that question is 
"no": We are interested in making sure there is 
compliance with the statute. 

MR. HERSHMAN: Mr. Reynolds, I attended a 
trade show a few weeks ago across the street from 
our office in the Washington Hilton. I looked at the 
exhibits in the show and although I saw no equip
ment which could be determined to be primarily 
designed for the surreptitious interception of com
munications, there was a company who rented a 
suite in the hotel and who were showing surrepti
tious equipment to anyone who walked in who 
could show a shield, a badge, whether he was with 
the Wildlife and Fish Service or the New York City 
Police Department. 

What is your feeling about that? 
MR. REYNOLDS: Based on what you have told 

me, [ would say it appears questionable. I would 
have to have one other piece of information, and 
that is whose conference it was and whether this 
manufucturer was there at the behest of the or
ganization that established the conference. 

MR. HERSHMAN: No, he was not. 
MR. REYNOLDS: Then it would be difficult 

under the law to justify what was being done. 
Let me say that I was unaware of the particular 

meeting or convention that you are talking about. 
However, in a similar instance, in a convention that 
occurred in the Bahamas about a year ago, we 
received information in advance that one or more 
manufacturers were intending to carry devices from 
the United States to the Bahamas for exactly that 
type of demonstration. As a result, we instituted an 
FBI investigation and had FBI agents attend and 
look for such devices at the conference. We further 
had the FBI make an effort to obtain information 
on how the devices got out of the country and how 
they were returned to the country. So we are in
terested in that type of situation, and have pursued 
investigations of such in the past. 

MR. HERSHMAN: I believe this particular 
demonstration or show was put on by the Interna
tional Association of Chiefs of Police. As I walked 
into the hotel I was handed a sheet of paper which 
said "Suite So and So" and showed the name of the 
manufacturer. I went to the suite and sure enough, 
there laid out on the table was equipment no one 
could possibly argue was anything but surreptitious 
equipment. 

Now, I can't believe that in Washington, D.C., 
with its thousands of FBI agents and thousands of 
Justice Department people, no one noticed this. I 
mean, I walked into the hotel and was handed it. 

MR. REYNOLDS: All I can tell you is that I 
received no report of such. 

MR. HERSHMAN: While I stood in the room, 
some police officers-and, as a matter of fact, one 
of them was rather high-ranking--walked in. They 
were from a state which did not have a court
authorization statute, and they were very interested 
in equipment which would be u~ed for wiretapping. 
I can only assume that no one is looking because if 
you want to find violations, they are there. 

Is there any authority for selling electronic sur
veillance equipment, prohibited devices, to foreign 
governments? 

MR. REYNOLDS: The basic answer is that we 
can see one very limited situation in which such a 
sale could be made, but basically the statute' 
prohibits the sale of devices to a foreign country in 
that it prohibits the transportation of those devices 
in interstate or foreign commerce. The two excep
tions contained in Section 2512 (2) would allow a 
communication common carrier and government 
agencies to possess, transport, etc., proscribed 
devices in the normal course of their business. The 
exception also applies to persons under contract to 
communication common caniers and government 

_agencies. 
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It is not foreseeable to me that, in the normal 
course of business, a communication common car
rier could engage in a sale of a proscribed device to 
a foreign country. However, I can conceive of the 
possibility of an instance arising where in the nor
mal course of business, a federal government agen
cy might enter into a contract for the sale of 
devices from a United States manufacturer to a 
foreign government. To the best of my knowledge, 
it has never been done, but I think the statute 
leaves open the possibility of its being done. 

MR. HERSI-~MAN: Section 2512 (2) ttl) pro
vides an exception for the purchase of equipment 
for an officer, agent or employee or person under 
contract with the United States, a state or political 
subdivision thereof in the normal course of the ac
tivities of the United States, a state, or a political 
subd'/ision thereof. 

Do you have an interpretation of "in the normal 
course of the activities"? 

MR. REYNOLDS: Let me first give one caveat: 
It is always dangerous to give a blanket judgment as 
to what is the normal course of business. Obviously, 
you have to look at each case that arises. However, 
having said that, let me say that it appears to us as a 
general rule that a state or local enforcement agen
cy could not, in the normal course of their business, 
enter into the sale of devices to a foreign govern
ment. They simply could use these devices in the 
normal course of their business devices for legal 
law enforcement purposes. So long as they use such 
devices for legal, law enforcement purposes, then 
they are within the exception in the 2512 (2) (b). 

MR. HERSHMAN: As you are probably aware 
by now, we audited the records of nine manufac
turers of electronic surveillance equipment in the 
United States. These records indicate sale of 
devices which are primarily useful for interception 
of communications to states without authorization 
statutes. Would they have the right to purchase and 
possess that equipment? 

MR. REYNOLDS: The position that I took in my 
opening written statement was that they could not 
possess devices that are primarily useful for non
consensual interception of communication. 

MR. HERSHMAN: Let us discuss those devices. 
MR. REYNOLIJS: The non-consensual? The 

position was they couldn't possess such. However, 
in a conversation with Professor Blakey before we 
started the hearing this morning, he pointed out 
one possible situation in which my analysis might 
not be totally correct, and I don't deem it wise to 
argue legislative intent with the person who drafted 
the statute. So, I would say that there is a possibility 
of some devices primarily useful for non-consensual 
interception being legally possessed by a non-

authorization state police department. But, as a 
general rule, a red flag goes up in my mind if I find 
there is a non-consensual device possessed by po
lice in a non-authorization state. 

MR. HERSHMAN: You indicate you have found 
a number of instances where this has occurred and 
you have confiscated the devices in lieu of prosecu
tion; is that correct? 

MR. REYNOLDS: Yes. 
MR. HERSHMAN: What police departments 

were those? 
MR. REYNOLDS: I can't tell you specifically. 

Most of these occurred in an earlier time of the 
statute, before my time in the Department of 
Justice. But the position taken at the time of these 
instances was one of seeking voluntary compliance 
and of providing education. There was always an 
attempt made to see whether there was any 
evidence of illegal use of these devices, and in the 
absence of such evidence we simply went with a 
forefeiture or voluntary divestiture of devices. 

MR. HERSHMAN: The purchase of these 
devices by police departments would not normaIly 
disturb me. However, when I look at the records 1 
see a lot of these devices being sold to regions 
where there are currently or in the near past have 
been police wiretapping scandals. I see devices 
going to Texas, I see devices going to Louisiana, 
and I see police wiretapping scandals in Texas and 
Louisiana. 

Is it the responsibility of the mapufacturer to 
determine if a police department is authorized to 
use this equipment? 

MR. REYNOLDS: I think the basic responSibili
ty, of course, lies with the police department that 
would be ordering the devices. I think it would be 
very difficult to make a case against a manufacturer 
based on the theory that they must educate them
selves as to which states are authorization states 
and which states are not. However, if we could 
establish that a manufacturer knew that a state was 
a non-authorization state and went through with the 
sale, then I think that we would have the potential 
of a viable prosecution against the manufacturer. 

MR. HERSHMAN: So that the manufacturers 
must be aware also? 

MR. REYNOLDS: No. What I am saying is I 
don't think we can place an affirmative duty for 
them to check and see whether it is an authoriza
tion state. But, for instance, if one manufacturer 
has made a sale to a law enforcement agency in 
Louisiana and then, subsequent thereto, there is 
some pUblicity about it or that manufacturer has a 
conversation with a representative of the Depart
ment of Justice and is advised that Louisiana is a 
non-authorization State, any subsequent sale to an 
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agency in Louisiana would appear to provide a 
prosecutable violation of 2512. 

MR. WESTIN: I am not sure I understood your 
position. Are you saying it is not the duty of the 
manufacturer to know which of our 50 states have 
passed court-ordered statutes and which have not? 
Is that some kind of difficult information to acquire 
.and keep up to date on? 

MR. REYNOLDS: I don't think it is difficult in
formation to obtain and certainly we would hope 
and prefer that manufacturers would obtain that in
formation. However, to the extent that they h' . 
not, I think that we would have difficulty proving 
the requisite criminal intent under 2512. 

MR. WESTIN: That goes against everything I 
learned at law school, which is that every citizen 
has a duty to know what the law is precisely. Are 
you really saying a manufacturer is not to be 
charged with the duty of knowing whether a state 
does or does not authorize court-ordered intercep
tion in a universe of 50 states, with reporting that 
tells us what the law is and newspapers that 
publicize it? 

MR. REYNOLDS: Again, we would prefer, and 
we would hope that the manufacturers would edu
cate themselves on this point, and I think there has 
now been sufficient publicity that the education has 
been accomplished. However, my point is, as we 
face a particular case, where there has been a sale 
from a manufacturer to a non-authorization police 
department, we have to reach a judgment as to 
whether we prosecute or do not prosecute that par
ticular case. Certainly, if the manufacturer was 
unaware that the purchaser's state was a non
authorization state, we have a much less severe 
case than one where there's a very clear, willful 
violation of the statute. Further, under the Murdock 
standard of willfulness, we would encounter some 
severe problems at trial if we sought to prosecute 
such a case. 

MR. WESTIN: I would submit that any case in 
which you were able to present evidence that said 
that a manufacturer had not informed himself of 
the state of the law in the 50 states when all the 
literature of the manufacturers bears usually the 
imprint "Sold only for use" or other kind of varia
tions on that-I can't believe a manufacturer would 
get off the hook when that statement appears in the 
literature and you could show the kind of thing a 
law student could accomplish in a matter of hours 
was not done by a manufacturer who was a fulltime 
professional in the business of selling equipment. 

MR. REYNOLDS: Certainly we could argue 
under Murdock that that would cOO$titute a careless 
disregard for the law. However, it would be a dif
ficult burden for the prosecution to sustain. 

MR. WESTIN: I would prefer you started over 
with something like a crusading spirit to say that 
you would lay that duty on the manufacturers, 
rather than having me lead you to say it It is the 
matter of your outlook that is going to shape the 
way the manufacturers go about their duty. 

MR. REYNOLDS: ! think as a matter of reality, 
there is now not too much problem in this area. We 
have had in the last 12 months or so enough 
pUblicity as to non-authorization state police de
partments possessing devices that there is now a 
fairly good level of education as to which states are 
non-authorization states. 

MR. WESTIN: Thank you, Mr. Hershman. 
CHAIRMAN ERICKSON: Proceed, Mr. Hersh

man. 
MR. HERSHMAN: I don't want to limit the 

problem of the sale of this equipment to local law 
enforcement. We have also found the sale of sur
reptitious listening devices to United States 
Government agencies, agencies who, on their face, 
would have no need to use this equipment. They 
don't participate in court-authorized wiretapping. 

Should we clarify what "in the normal course of 
activities" means in this statute? 

MR. REYNOLDS: I don't know what particular 
instances you are talking about in federal agencies. 
However, if it is not in the normal course of their 
activities to possess these devices, then the excep
tion contained in Section 2512 (2) which permits 
possession of proscribed devices is not applicable to 
them. 

MR. ~ERSHMAN: In the case of the states the 
manufacturers can well determine whether they 
have authorization statutes or not. In the case of a 
federal agency, I am not quite so sure the manufac
turers can determine what the normal course of 
their business is. 

Whose responsibility is it to determine that? 
MR. REYNOLDS: When you are talking about 

the federal government, there certainly has to be 
some self-policing as to which agencies can possess 
these devices. 

MR. HERSHMAN: It would seem to me that the 
way the statute is interpreted by the manufacturers 
indicates that they are quite willing to sell any 
equipment to any government office. Frankly, that 
is the feedback I get from many of them. 

I would like to say there has also been a 
proliferation of schematics and "how to do it" 
books on the market. Do you see any illegality in 
the offering for sale of schematics which depict il
legal electronic surveillance devices? 

MR. REYNOLDS: It seems to me difficlll'i to 
bring those within the existing statute. They are 
very troublesome because they create a do it your-
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self situation. However, to bring schematics within 
2512, would requi~e the use of a theory of aiding 
and abetting a 2512 or a 2511 violation. 

Let me say, we have recently looked extensively 
into one case involving the sale of wiring charts for 
Section 2512 devices to see whether we could 
develop a theory of prosecution. But, it would be 
difficult, if not impossible, to sustain this type of 
prosecution and in the particular instance under 
consideration, we were unable to develop a 
prosecutable case. What is clear is that the area is 
not directly governed by Section 2511 or 2512. If 
we are going to build a prosecution, we have to 
resort to an aiding and abetting theory. 

MR. HERSHMAN: Mr. Reynolds, on Wednesday 
we had a panel of manufacturers testify and we 
discussed the possibility of licensing manufacturers. 
Most seemed to be in agreement that this might be 
beneficial in a number of respects. 

One, they feel it might in some ways tend to limit 
the operations of the basement operators who often 
straddle the post. We have found basement opera
tors who sell equipment to law enforcement but are 
dealing in the illegal market as well. These manuac
turers that we spoke to concerning licensing felt 
that the licensing might tend to drive these people 
out; on the other hand, it might tend to drive them 
totally into the illegal market. 

I would like your viewpoint on the licensing of 
manufacturers. 

MR. REYNOLDS: I have a problem coming up 
with a licensing system that is not unduly burden
some and that is effective. Until and unless we 
come up with an effective system that doesn't add a 
great extra level of bureaucracy, I would have to 
oppose licensing. 

However, it is necessary to examine each 
proposal as it comes up. Right now we are in the 
process of evaluating a Senate bilI sponsored by 
Senator Percy which has a licensing provision in it. 
And, it is difficult to make-

MR. HERSHMAN: Perhaps we can turn to a 
licensing procedure currently in use. In 1974 
Canada passed a bill which provides for the 
licensing of manufacturers. According to the bill, 
before a manufacturer can sell to an authorized 
agency, that agency must apply for a sp0nsor's 
license to the Solicitor General of Canada. After a 
sponsor's license is obtained, a manufacturer ap
plies for a seller's license. After the obtaining of a 
seller's license, he can deal, for a period of up to 
one year, with that particular law enforcement 
agency. And ;le can deal on a contractual basis with 
them. In other words, during the period of that one 
year he may sell an unlimited amount of equipment 
to the agency under contract. 

This opens up. of course, the inspection of the 
manufacturer's records and books for the staff of 
the Solicitor General. It also seems to perhaps 
loosen up on keeping inventories. There appears to 
be some type of suggestion that a limited inventory 
can be kept, and that demonstration and display 
can be made without entering into a contractual 
relationship with an authorized agency. 

What about a situation such as that? 
MR. REYNOLDS: Do you know what manufac

turers this applies to; in other words, what types of 
devices are included in the licensing agreement? 

MR. HERSHMAN: Well, as a matter of fact, the 
Canadian bill follows our bill very closely in that it 
describes the type of equipment manufactured as 
ours does. 

MR. REYNOLDS: "Primarily useful." But do 
they only license the manufacturer who is going to 
deal in equipment that is primarily useful? 

MR. HERSHMAN: Pardon me? 
MR. REYNOLDS: Do they only license the 

manufacturer who is going to deal in equipment 
that is primarily useful? 

MR. HERSHMAN: That is correct. 
MR. REYNOLDS: Well, it seems to me that such 

a licensing provision would be of only limited utili
ty. 

The statute still relies on the words that I see the 
manufacturers complaining about and that is: What 
is primarily useful for surreptitious inten;eption of 
communications and what isn't? This is the 
question which the manufacturers indicate to us is 
troubling them. They ask for a clearer definition. 
The licensing provision you are talking about 
doesn't answer that question. If a manufacturer 
doesn't apply for a license and markets surveillance 
devices, you still have the issue as to whether the 
devices he markets are "primarily useful." Manu
facturers who are now complying with 2512 will 
comply with the licensing requirement and those 
who are not will not comply. 

MR. HERSHMAN: One positive aspect of 
licensing is that it opens the books and records of 
these manufacturers. Look what we have done with 
the books and records of the manufacturers. I think 
some type of positive program where they could be 
audited perhaps semi-annually would add to the 
protections already instituted under the Section 
2512. 

Do you agree? 
MR. REYNOLDS: I would agree that would be 

very helpful as far as detecting where the violations 
are occurring, so long as the companies violating 
the law reflect such violations in their 
rej::ords-something which is very doubtful. 
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MR. HERSHMAN; Mr. Reynolds, I understand, 
of course, that you are under certain restrictions in 
talking about open cases. However, on Wednesday, 
we received some very disturbing testimony con
cerning illegal wiretapping in Houston, Texas. Dur
ing the course of that testimony it was explained to 
us by the former United States Attorney from 
Houston and the Chief of Police that federal of
ficers left much to be desired in investigating the al~ 
legations of illegal police wiretapping. 

Without going into the details of that case, I 
wonder if you might respond to that. 

MR. REYNOLDS: In responding generally, let 
me focus in on a question you previously asked for 
in one of the Commission's written inquiries to the 
Department of Justice: that was, whether the FBI 
was capable of a good investigation in this area. My 
answer to that is that I don't see that there is any in
herent inability on the part of the FBI or any other 
federal investigative agency to do a good job in 
these cases. However, when you ask one police 
force to investigate another police force, I think the 
prosecutor has got to keep a closer eye on the in
vestigation than he might keep on other investiga
tions. Further, it is necessary to make sure you 
don't give investigative responsibility to an agent 
who has had personal dealings with some uf the 
potential subjects of the investigation. If new sub
jects are developed who were not anticipated 
originaIIy, changes in investigative assignments may 
be necessary to insure that agents are not put in the 
position of investigating their friends. It is just a 
matter of being constantly vigilant to insure that we 
assign investigators who do not have a personal 
relationship with the people under investigation. 
And, if that can't be done in the local field office, 
we can bring in investigators from outside of the 
area to conduct the investigation. 

MR. HERSHMAN: Mr. Reynolds, has the Justice 
Department undertaken an investigation or study to 
determine if, number one, the FBI did lack aggres
siveness in investigating the Houston affair, and, 
number two, did you investigate the charges of iI':: 
legal activities on the part of FBI agents and federal 
narcotics agents in Houston? 

MR. REYNOLDS: The answer to both those 
questions is yes, and the investigations are ongoing. 

MR. HERSHMAN: And there have been no 
determinations made at this time? 

MR. REYNOLDS: Let me explain what I mean 
when I say "ongoing investigation." First with 
reference to the way in which federal officials are 
conducting their investigation that is, is the FBI in
vestigation an adequate investigation? We first seek 
to make sure that an adequate investigation is being 
conducted. Once that is determiiled, however, we 

don't drop off at that point. As long as that in
vestigation is continuing, we will continue to watch 
it very closely and make sure the investigation con
tinues to be properly conducted. 

Second, with reference to the allegations being 
made against federal law enforcement officials to 
the effect they engaged in illegal electronic surveil
lance, we take an initial look and reach a deter
mination one way or the other. If the determination 
is that there have been no violations, we don't drop 
the matter at that point. Because allegations against 
law enforcement officials are so serious-and of 
course we have to be particularly circumspect 
about allegations against federal law enforcement 
officials-we continue to watch the matter and con
tinue to look for any evidence of violations by 
federal officials. 

So, I don't mean to indicate when I say the 
matter is stilI open that we necessarily have any 
evidence that indicates a prosecution or indictment 
will be forthcoming or that there is any evidence of 
misconduct. It is simply that on something of this 
magnitude, once we have concluded our initial 
inquiry we don't close the matter out while the un
derlying investigation is stiII going on. We continue 
to watch it. 

MR. HERSHMAN: I think that is a very good 
procedure. 

Have there been any disciplinary actions taken 
against any federal agents in Houston to your 
knowledge? 

MR. REY~" ::>LDS: As relates to this case? 
MR. HERSHMAN: Yes. 
MR. REYNOLDS: I don't know. 1 do know that 

there have been some changes in assignments as to 
who conducts the investigation. But as to whether 
there has been any disciplinary action, I have no 
further knowledge of any. 

MR. HERSHMAN: Can you specify what you 
mean by changes in assignments? I realize we are 
dealing in an area that is very uncomfortable at this 
point because of the ongoing investigation. 

MR. REYNOLDS: We have brought in people 
from outside the Houston area to take a look at the 
manner in which the investigation is being con
ducted, and also to evaluate the allegations of im
proper activity on the part of federal law enforce
ment agents. When I say "reassignments," I mean 
that we have been circumspect in trying to bring in 
agents from outside to beef up the investigation and 
to make sure that we don't leave it totally in the 
hands of people who have been in the same area 
and are acquainted with the primary subjects of the 
ongoing investigation. 

MR. HERSHMAN: Mr. Reynolds, the former 
United States Attorney in Houston indicated to us 
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that when he went to the FBI with allegations of 
serious and widespread illegal wiretapping on the 
part of the Houston police, the FBI assigned one 

. out of approximately 100 agents within the 
Houston area office to the case. 

Is that normal procedure, would you think? 
MR. REYNOLDS: It depends on what the in~ 

vestigative leads are at the time. One agent full~ 
time on a case is not to be considered a meager as~ 
signment of personnel. Certainly, at the outset, to 
determine what the leads are and to gain an initial 
perspective on the case, I can't say that the assign~ 
ment of one agent is an unusual procedure. 

MR. HERSHMAN: In 1974, the former United 
States Attorney from Houston, Mr. Farris, wrote a 
letter to the Attorney General complaining of the 
lack of aggressiveness Oil the part of the FBI in in
vestigating the case. Were you made aware of that 
letter? 

MR. REYNOLDS: Yes, I was. 1 am the one who 
handled the letter. 

MR. HERSHMAN: You handled the letter. Was 
there a response to that letter? 

MR. REYNOLDS: Yes, there was a response to 
that letter, a prompt response to the letter. 

MR. HERSHMAN: While Mr. Farris was there? 
MR. REYNOLDS: No, he sent the letter on, I be

lieve, the 17th of December 1974. He was sup
posed to leave office on December 31st, but physi
cally vacated before that time. The responsive 
letter went to the new U.S. Attorney Edward Mc
Donough. I believe our letter to him was dispatched 
on January 7, 1975. Additionally, it had been 
preceded by telephone calls in which we kept Mr. 
McDonough apprised of where we stood on the 
matter. 

MR. HERSHMAN: I believe Mr. Farris testified 
that he had contact with the Justice Department 
prior to sending that letter and had expressed dur
ing that contact his displeasure at the manner in 
which the investigation was being handled. Do you 
have any knowledge of that? 

MR. REYNOLDS: No, I have no knowledge of 
that. 

MR. HERSHMAN: What did your letter say to 
the United States Attorney in Houston? 

MR. REYNOLDS: I really don't feel that that is 
appropriate material to disclose at this time. Our 
letter dealt with the facts and, in part, the strategy 
for pursuing an investigation which was ongoing at 
that time and is ongoing now. It dealt with matters 
that were and are before the grand jury and I think 
it would be improper to go into the details of such 
material. 

MR. HERSHMAN: We are under the belief that 
there was a letter in April of 1974 from Mr. Farris 

to the Attorney General or to the Justice Depart
ment. Are you aware of that letter? 

MR. REYNOLDS: No, I am not. Sometime I be
lieve, in the spring or perhaps early fall of 1974, we 
received a carbon copy of a Jetter Mr. Farris had 
sent to the FBI field office in Houston, but that is 
the only correspondence of which I am aware. 

MR. HERSHMAN: What did that letter say? 
MR. REYNOLDS: It simply dealt with the facts 

of the investigation. 
MR. HERSHMAN: And it did not in any way ex

press his displeasure with the handling of the in
vestigation to that time? 

MR. REYNOLDS: No, no serious overall displea
sure was expressed with the investigation in the 
letter that I am referring to. 

MR. HERSHMAN: Any displeasure? 
MR. REYNOLDS: There was some conten

tiousness as to a conversation which occurred 
between a particular Assistant United States Attor
ney and a particular FBI Special Agent which was 
reported in an FBI report. The FBI report indicated 
that the Assistant United States Attorney had made 
a certain statement and the letter indicated that the 
report improperly characterized the conversation. 

MR. HERSHMAN: But this was in reference to 
the Houston wiretapping situation, was it not? 

MR. REYNOLDS: This was part of that in
vestigation. 

MR. HERSHMAN: Did the Justice Department 
at that time take steps to determine if there was a 
problem in the manner in which the investigation 
was being conducted? 

MR. REYNOLDS: There was no problem in
dicated by that letter. Perhaps I am not referring to 
the same letter you are. 

MR. HERSHMAN: I think you probably are. 
MR. REYNOLDS: I am talking about a carbon 

copy of a letter from the United States Attorney to 
the Special Agent in Charge of the FBI field office. 
There was a request that a certain investigation be 
conducted, and at one particular point there was a 
correction concerning what one particular Assistant 
United States Attorney had said to a Special Agent. 
There was nothing in the letter that was particularly 
unusual or indicated a problem. ' 

MR. HERSHMAN: Just one further question in 
this area. 

As a result of Mr. Farris' December letter, were 
any investigative procedures changed? 

MR. REYNOLDS: The answer is yes, But that 
doesn't necessarily mean that we required that 
changes be made on the method of investigation. 
Rather we refocused somewhat the way in which 
the overall investigation was conducted. 

MR. HERSHMAN: Would you care to speak 
about the nature of that refocus? 
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MR. REYNOLDS: Let me just say that when you 
are conducting an investigation like the one in 
question, you have a question as to how much the 
field investigator can conduct and how much needs 
to be done within the grand jury room. Our letter 
focused on how much could be accomplished each 
place. 

MR. HERSHMAN: I want you to understand, 
Mr. Reynolds, the reason I bring this up is because I 
feel the allegations that were made on Wednesday 
are very serious and I feel that Commissioner 
Blakey made a very good point at that time, that 
there was no one present to respond to those al
legations. 

MR. REYNOLDS: I am sorry. I didn't hear you. 
MR. HERSHMAN: There was no one present at 

the We-l'1esday hearing to respond to those allega
tions. A\,d I did want to bring the matter out today 
and give you an opportunity to perhaps shed some 
light on it. 

I just have one other area of interest. 
During the late summer of 1974, the Commission 

received allegations that a Virginia private in
vestigator had been engaging in ilIegal electronic 
surveillance. These allegations took the form of a 
number of tape recordings which I was allowed to 
listen to. These recordings were made through one
party consent and were made between a local 
Washington businessman and two employees-one 
a former employee-of this private investigator. 

The tape recordings were somewhat shocking. 
They indicated a widespread use of illegal elec
tronic surveillance by this private investigator. They 
detailed the names, the dates, and the types of elec
tronic surveillance that was conducted in at least 
one case. 

We turned this information over to the Justice 
Department in October of 1974 with the request 
that it be acted on as soon as possible so that we 
could possibly follow this situation and use it as a 
case analysis. 

I wonder if you would tell us what the status of 
that case is now? 

MR. REYNOLDS: It is still a pending case. 
MR. HERSHMAN: It is still a pending case? 
MR. REYNOLDS: That is correct. 
MR. HERSHMAN: For the record, I would just 

like to say I understand it did go to a grand jury in 
approximately December of 1974 or January of 
1975. 

One point I would like to make: The businessman 
who came to me with the tapes still has the tapes in 
his possession. He has gone to the Justice Depart
ment and asked for an informal assurance that his 
having these tapes and his method of recording 
these tapes would not lead to his prosecution. I un-

derstand that the Justice Department has refused to 
give him that assurance and therefore has not 
received into evidence a very important package, 
these tapes. 

I know you can't comment on an open case, but 
perhaps you can tell us what the reasoning behind 
your not receiving the tapes is. 

MR. REYNOLDS: I cannot give you the reason
ing behind the rejection of an immunity request. 
However, I think it is a matter of record that the 
immunity request was turned down. I applied for 
immunity, and it was denied, and the case is 
presently proceeding. The fact that we don't have 
the tapes makes the case much more difficult to 
develop. It has caused us to work extremely hard 
and spend a lot of time trying to develop a case, 
and we are stilI in that process. 

MR. HERSHMAN: One thing about this case 
which is particularly interesting, and perhaps 
disturbing, is the fact it was called to our attention 
that the private investigator who was using the iJ
(egal wiretapping was a registered FBI informant. 
Aw::l there have been allegations made that the FBI 
might have been aware of some of his illegal wire
tapping activities. 

Has there been an investigation conducted con
cerning these allegations? 

MR. REYNOLDS: Yes, it has been checked out. 
MR. HERSHMAN: And can you tell us your 

findings? 
MR. REYNOLDS: I find there is simply no 

evidence to support that allegation. 
MR. HERSHMAN: Not the allegation-I am not 

suggesting that the individual is a registered FBI in
formant was an allegation. I think that is an 
established fac" 

MR. REYNOLDS: It is not appropriate for me to 
comment on whether or not the individual in 
question had ever supplied information to the FBI. 
However, I will say that the allegations that ap
peared in the press back in early October concern
ing the FBI's dragging its feet because an informant 
was involved have been thoroughly checked into, 
and there is just no substance at all to those allega
tions. 

MR. HERSHMAN: I hope the Justice Depart
ment will keep us informed as to the progress of 
this case and perhaps if it is adjudicated before we 
issue our final report we can still use it as a case 
analysis. 

Thank you, Mr. Reynolds. 
MR. REYNOLDS: Let me just say one thing on 

that. Sometimes a law enforcement agency ends up 
looking a little ridiculous when asked to comment 
on ongoing cases. You often receive a lot of com
ments on the other side while the government sits 
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there with its mouth shut, looking a litt.le inane 
about the whole thing. But I think all you gent
lemen are aware of the reasons behind ou!" restrain·· 
jng our comments on these and any ongoing cases. 
Further, I think the case that you have just 
questioned me on is a perfect example. If I could sit 
down and let the Commission know step by step ex
actly what has been done in that case, I think that 
most of· you would agree that it has been 
thoroughly handled. It will continue _to be 
thoroughly handled. , 

MR. HERSHMAN: I have no doubt it has been, 
Mr. Reynolds, and I appreciate that. 

I am more concerned about the tapes, the fact 
that they haven't been obtained. That disturbs me 
greatly. You mentioned that they are an integral 
part of this investigation and I see no reason for 
their not being obtained. 

MR. REYNOLDS: When the immunity statute 
was passed by Congress it vested authority for 
granting immunity in a relatively high level of the 
Department of Justice for reasons of uniformity. 
The determination rests with the people designated 
in the statute and it is a matter within their discre
tion. They had reasons for denying my immunity 
request and I don't have any quarrel ..yith their 
reasons. After that decision we moved forward to 
try to develop evidence in other matters. 

MR. HERSHMAN: But you had applied for im
munity? 

MR. REYNOLDS: Yes, that is a matter of 
record. 

MR. HERSHMAN: Thank you very much. You 
have been very helpful. 

CHAIRMAN ERICKSON: Mr. Reynolds, I just 
have a few questions. 

We recognize that this whole area has taken on a 
complexion, since the term "Watergate" became a 
national term, that has probably made the public 
more aware about the uninvited ear than it ever 
was before or probably ever hopes to be again. 

I know my good friend, Professor Blakey, always 
is a little concerned when I say this statute is a 
monument to his genius. However, the statute, in 
my mind is not as clear in some areas as it might be. 

The term "primarily useful for interception" 
leaves means of avoiding the penalties of the act by 
saying it is for a burglar alarm purpose or for 
babysitting, when we know very well the purpose of 
the sale of it is for interception. That part of the 
statute could probably be clarified, don't you think? 

MR. REYNOLDS: I don't think that the subter
fuge of advertising an infinity transmitter as a 
telephone watchman or a burglar alarm device will 
prevent the government from successfully prosecut
ing cases involving such devices. 

CHAIRMAN ERICKSON: That has been the 
guise that has been used, hasn't it? 

MR. REYNOLDS: Yes, it has been. It is the way 
that some manufacturers who are willing to market 
those devices have tried to work their way around 
the statute. 

CHAIRMAN ERICKSON: It really concerns me 
when we admit that these infinity transmitters are 
being sold under this ploy and that they can be ad
vertised in every national publication. 

When a man testifies as the head of a major de
tective agency and presents to the Commission an 
ad from Playboy on an illegal device, it seems 
rather odd that this can go on without any action by 
the Department of Justice. 

And I know, as you said, there is no affirmative 
action program. But you can't close your eyes and 
say that something isn't there. 

MR. REYNOLDS: Oh, no, we are not. And, as I 
said earlier, advertisements of two of those devices 
which have come to our attention are presently 
under investigation. I foresee a good probability 
that if the evidence comes out the way I feel it will, 
a prosecution will follow. 

CHAIRMAN ERICKSON: You have mentioned 
that the size of your staff is approximate to that of 
the kidnapping and robbery-

MR. REYNOLDS: Their staff is slightly bigger 
but my analogy was to the fact that, while I might 
like to have more people, they've got six or seven 
peopl..!, and certainly they would like to have and 
feel they need more people. 

CHAIRMAN ERICKSON: So the problem is that 
at the present time you have been acting on a com
plaint basis; isn't that right? 

MR. REYNOLDS: Our basic action has been one 
of responding to complaints. 

CHAIRMAN ERICKSON: Has that has been 
enough to keep you busy? You would not need a 
larger staff if you didn't have more than you could 
handle with the work that comes in by way of com
plaints? 

MR. REYNOLDS: We certainly could do more. I 
don't mean to indicate, though, that an affirmative 
action program is held up totally because we have 
only four people. We have the resources of the FBI 
which are primarily those that would be involved in 
an affirmative action program. As I said earlier, we 
have occasionally used affirmative action programs 
in the past. But we have not routinely had such a 
program. I just wouldn't preclude the ·possibility of 
some affirmative action program being conducted 
while we stay at our present level of personnel. 

CHAIRMAN ERICKSON: The allegations that 
were made in connection with the Houston scandal, 
of course, have concerned us very much. Allega-
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tions were made that were extremely serious re
garding the Federal Bureau of Investigation, and as 
well about the District Attorney in Houston, whom 
I respect and have great reason to believe is not 
only an outstanding prosecutor but a man of the 
highest intention. 

So, for the purpose of the record, I am going to 
suggest that our investigator contact Carroll Vance, 
who is the District Attorney from Harris County, 
and obtain a statement from him, because the Chief 
of Police of Houston did make a claim that Mr. 
Vance was notified and did nothing about this and 
more or less ridiculed the complaint. 

[See interview with Caroll Vance, transcript of 
hearings of Wednesday, June 25, 1975.] 

Mr. Hershman, I would appreciate your getting a 
statement from Mr. Vance regarding that. Because 
it is only fair that when allegations are made involv
ing a matter this serious, that there be an opportu
nity to respond. Particularly when you are in the 
hot seat, if you will, and where the allegations are 
made after perhaps you have done everything that 
can be done and are still conducting an ongoing in
vestigation. To allow the allegations to be admitted 
as proof, if you will, when the proof hasn't been 
established, is not what this Commission intends to 
do, at least not while I am chairman. 

So we will pursue the factc; in this case to try to 
see that they are developed further. And the 
testimony which Congressman Kastenmeier took 
has been included with the Commission's work, and 
I would have to conclude that is part of the Com
mission's work because he is a member of this 
Commission. 

Going on somewhat further into the inquiries that 
were made, when this matter was brought to the at
tention of the Federal Bureau of Investigation by 
the Chief of Police, was this made known to the 
Washi'ngton office soon thereafter? 

MR. REYNOLDS: I am not sure which contact 
you are referring to. 

CHAIRMAN ERICKSON: When the Chief of 
Police contacted the special agent in charge of the 
Houston office. 

MR. REYNOLDS: And indicated what? 
CHAIRMAN ERICKSON: That there was illegal 

wiretapping going on within the Houston Police De
partment; thl'.t they had been pursuing these tactics 
for a long period of time. 

What was done? Was Washington notified or was 
it just left on the local level? 

MR. REYNOLDS: It is difficult to respond to 
that because it comes in the middle of a whole 
sequence of activities. But basically, we have had 
an ongoing investigation for some period of time 
that had, in effect, pyramided-

CHAIRMAN ERICKSON: I am not trying to be 
critical. I am just trying to ask you-

PROFESSOR BLAKEY: Excuse me. Could I ask 
one question? 

If one brings a complaint to the FBi is it standard 
practice that they write a 302 report on that com
plaint-yes or no? 

MR. REYNOLDS: Not necessarily a 302. 
PROFESSOR BLAKEY: They write it up; right? 
MR REYNOLDS: Yes, unless it is a totally spu-

rious type of thing. 
PROFESSOR BLAKEY: And if it is written up, 

would a copy go to Washington? 
MR. REYNOLDS: Yes, a copy goes to Washing

ton regardless, and if it is an interception of com
munications matter a copy comes to me. 

Let me say that I am not trying to be defensive in 
response to what I feel is criticism. What I am try
ing to say is that the time frame in which the Chief 
of Police may have gone to the special agent in 
charge and indicated he had a problem with his po
lice department was a time frame in which we were 
already aware of the problem and had an investiga
tion in progress. 

CHAIRMAN ERICKSON: So, in short, he wasn't 
rediscovering the wheel. You knew the wheel ex
isted? 

MR. REYNOLDS: That is right. 
CHAIRMAN ERICKSON: And an investigation 

was in progress. 
MR. REYNOLDS: And had been for some time. 
CHAIRMAN ERICKSON: So there was-
MR. REYNOLDS: That is why it wasn't so strik

ing to me that the chief of police provided informa
tion. It was not a line, a dividing point in the in
vestigation. It is just one event in an ongoing in
vestigation. 

CHAIRMAN ERICKSON: What I gather is that 
when the chief of police came in and made his re
port, that came to the Department of Justice as 
being as much of a disclosure as the fact that there 
was Houston, Texas, because you knew that was in 
existence prior to that time? 

MR. REYNOLDS: That is right. It added 
something but it was no landmark thing. We were 
already working on it. 

CHAIRMAN ERICKSON: And you were glad to 
have his assistance. 

MR. REYNOLDS: The first I learned about it 
was as part of the attachments to Mr. Farris' letter 
of December 17th. 

CHAIRMAN ERICKSON: You suggested that 
there be a misdemeanor statute included in an 
amendment to Title III. 

Do you feel that would help in the Murdock area 
in handling a case that really doesn't have felony 
implications? 
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MR. REYNOLDS: I think it would give us some 
flexibility even on the serious violations. At present, 
our only way to turn a person-that is, to gain the 
cooperation of a person within a wiretapping con
spiracy is through immunity. The preferable prac
tice would be to proceed against such a person with 
a criminal prosecution, and then seek his coopera
tion after a conviction or plea. This would give us 
added flexibility. Additionally, we would add an 
ability to prosecute cases that are not serious 
enough to merit felony prosecution. 

CHAIRMAN ERICKSON: Fine. 
As far as tracing prohibited devices, would it be 

helpful if there was a requirement in connection 
with the manufacturer that the devices be identifie'.:l 
by serial number? 

MR. REYNOLDS: If you are talking about the 
devices that violate 2512, that would be a good 
thing. But, again, most of these devices presently 
being used for illegal electronic surveillance are not 
devices that violate 2512. Rather, they are readily 
marketable legal devices. I don't know about the 
wisdom of requiring serial numbers for your normal 
commercial electronic devices which could be used 
for electronic wiretapping or eavesdropping. 

CHAIRMAN ERICKSON: The term you have 
used in connection with liability is "strict civil lia
bility" in connection with Section 2520. 

How would you suggest that there be a change in 
Section 2520? 

MR. REYNOLDS: I hadn't proposed a change in 
Section 2520. My proposal was to add to 2511 a 
type of strict liability civil penalty, so that re
gardless of the existence of criminal intent, we 
would be able to take some form of action against 
anyone who engages in wiretapping or eaves
dropping. 

CHAIRMAN ERICKSON: It would be a typical 
strict liability concept as has been developed in tort 
law? 

MR. REYNOLDS: Let me say that idea is not 
one that we have had surfaced very long and have 
had occasion to stuey in depth. However, as the 
Department has moved forward, with legislative 
proposals for civil penalties in other areas of 
criminal law, it appears to us that an analogous
type provision would be very helpful in the wire
tapping and eavesdropping statute. We frequently 
encounter middle and upper middle class people 
who have hired private detectives to wiretap. Many 
of the cases either do not merit felony prosecution 
or else lack the necessary evidence of criminal in
tent. Right now our alternative is felony prosecu
tion or nothing. We would like to broaden the alter
natives to misdemeanor or felony. Additionally, I 
think it WQuid be helpful if we had still another al-

ternative: th(~ civil fine. In this way, we would have 
a viable way to proceed on every instance of wire
tapping or eavesdropping. 

CHAIRMAN ERICKSON: I am certain every 
member of the Bureau is aware of the national 
television show that occurred not too long ago 
where they publicized a store on New York avenue 
which was selling certain devices that were ap
parently violating this law. 

Are you aware of that program? 
MR. REYNOLDS: Yes, I am. I presume you are 

referring to the Mike Wallace interview of Justice 
Department attorney Paul Boucher. 

CHAIRMAN ERICKSON: Yes. 
MR. REYNOLDS: As a result of the information 

disclosed in that interview, we immediately had the 
FBI inspect the shop involved to see whether they 
did, in fact, possess devices that violate 2512. We 
found they possessed two devices in violation of 
2512, both tie clip microphones. Those devices 
were seized and have since been forfeited. Further, 
as a result of that, we proceeded to trace the 
devices back fwm that shop to the distributor. We 
subsequently accomplished a forfeiture of 1,964 tie 
clasp microphone devices from the manufacturer. 
We opted to proceed with a forfeiture instead of 
criminal prosecution since there was a severe 
question as to the existence of the needed criminal 
intent. The manufacturer has been totally coopera
tive and has retrieved from its retailers another 
thousand-and-some of these devices which it is 
voluntarily turning over to the FBI. . 

The devices, incidentally, were manufactured in 
Japan, so we are not able to take any action beyond 
the wholesaler of the devices. 

CHAIRMAN ERICKSON: Do you have any 
other suggestions relating to possible amendments 
of this statute? 

MR. REYNOLDS: Yes. I have a number of areas 
of thought. This doesn't mean we presently have 
drafted legislative proposals in these areas. How
ever, these are the ,areas which merit consideration 
to the extent that legislative changes in Title III are 
considered. 

(1) Misdemeanor, which has been referred to 
earlier. 

(2) The possibility of a civil penalty, just 
discussed. 

(3) Consideration should be given to expanding 
Section 2511 (1) (c) and (d) to cover the fruits of 
illegal intercepts. Wh,at we find is that there is very 
often an attorney beh'.ind a domestic relations inter
ception. However, we usuall" <ion't have sufficient 
evidence to proceed against the attorney. If the at
torney tries to disclose the fruits of the intercept in 
a trial, such evidence is inadmissible because the 
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exclusionary rule in 18 U .S.C. 2515 covers fruits of 
iIIegal intercepts. However, Section 2511 (1) (c) 
and Cd) do not cover fruits. So I would say we 
could assist ourselves somewhat by inserting in Sec
tion 251 1 (1) (c) and (d) an analogous provision to 
that in Section 2515. 

(4) It would be helpful to clarify in the legislative 
history whether Section 2511 applies to radio 
waves. The Court of Appeals decision in the United 
States v. Hall 488 F.2d 193 (CA9, 1973), has raised 
the question whether point-to-point radio commu
nications are, in fact, oral communications. It is a 
rather technical area of the statute, and one on 
which we have done extensive research. Our posi
tion is that point-to-point radio communications are 
covered by 47 U.S.C. 605, and that the intent of 
Congress wasn't to make them a form of oral com
munication. However, in view of the Hall decision, 
I think that point could use clarification. 

(5) I referred earlier to the need to make the ser
vice observing exception of Section 2510 (5) a lit
tle more specific both as to who can possess service 
observing equipment and the conditions of its use, 
to include the requirement that those whose con
versations are subject to interception be notified of 
the fact. I don't think we would be doing more than 
codifying what we have now and what the 
telephone companies have in their tariffs. However, 
I think it would be wise to put the restrictions in the 
statute. 

(6) I would also submit that 2510 (5) (a) (ii) 
needs to be closely scrutinized. I am frankly not 
sure what it means. It is the only area of the statute 
which has stumped us from the start to the present. 
It is a bit worrisome to have a statutory provision 
the meaning of which appears uncertain. 

PROFESSOR BLAKEY: That is Senator Hart's 
problem. 

CHAIRMAN ERICKSON: It was Senator Hart's 
problem. It is now the Department of Justice's 
problem. 

MR. REYNOLDS: I am referring to 2510 (5) (a) 
(ii) . 

CHAIRMAN ERICKSON: "Being controlled by 
a communications common carrier in the ordinary 
course of its business. " 

MR. REYNOLDS: "or by an investigative or law 
enforcement officer in the ordinary course of his 
duties." 

PROFESSOR BLAKEY: That is Cary Parker's 
problem. 

MR. REYNOLDS: it has become our problem, 
so I think there is need for clarification. We can 
come up with three alternative theories of what that 
means. However, the legislative history is not suffi
ciently clear to permit a definitive judgment as to 
the correct meaning. 

PROFESSOR BLAKEY: Cary Parker, for the 
record, was a representative of the Department of 
Justice in 1968 and that was a Department of 
Justice amendment. 

CHAIRMAN ERICKSON: I made some accusa
tions against Professor Blakey that I guess he won't 
have to accede to after all. 

PROFESSOR BLAKEY: r liked the genius part, 
Mr. Chairman. It '>lras just when you got into the 
drafting that it bothered me. 

MR. REYNOLDS: (7) To proceed with possible 
changes, the next area of consideration would be 
Section 251 I (2) (a) (i), the toll fraud provision. 
We haven't gotten into this area in the testimony 
this morning, and it is the area of your next witness, 
Mr. Caming of AT&T. I don't have a problem with 
the present toll fraud detection procedures, as I un
derstand them, being used by AT&T affiliates. 
However, they would be more understandable to 
everyone and appear less onerous if the legislation 
specified exactly what the limits of the AT&T 
power are. 

(8) Another area would be to clarify the right of 
prosecutors to use wiretap tapes against the people 
who made the tapes and are being prosecuted for 
the wiretapping. The legislative history indicates 
that we can use the tapes but the court decisions 
have uniformly gone the other way. 

(9) Turning to the other "injurious act" provi
sion of Section 2511 (2) (d), it seems to me that it 
needs to be firmed up with more specific language. 
This of course is Senator Hart's amendment on the 
floor of the Senate. 

CHAIRMAN ERICKSON: Do we need a legisla
tive change to correct the Simpson problem? 

MR. REYNOLDS: I have no problem with over
coming Simpson; we will overcome some day. How
ever, if there were an amendment to the statute be
fore the problem is corrected judicially, it would be 
helpful to spell out clearly that Simpson is just not 
in line with the theory Congress had in passing the 
statute. 

CHAIRMAN ERICKSON: I think there is no 
reason to wait for the courts to catch up. I think 
there should be an amendment. 

MR. REYNOLDS: Let me mention that one of 
the problems we have in overcoming Simpson is 
that often defense counsel will wait and raise the 
Simpson issue after jeopardy has attached. There
fore, if we lose on Simpson, we lose it in the form of 
a motion for judgment of acquittal and have no 
right to appeal. 

(11) Under 2512 and 2513, it seems to me, at 
least theoretically, Section 2513 incorporates the 
very difficult willfulness standard and knowledge 
standard contained in 2512. If there is an amend-
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ment of Title III, 1 think it should be spelled out 
that the forfeiture statute is a strict liability~type 
statute. 

( 12) And as far as the advertisement provision in 
2512, I think perhaps it could be made broader in~ 
stead of being tied to the delineated forms of adver~ 
tisements. For instance, the statute, as I read it 
now, wouldn't cover the advertisement of a 
primarily useful device that might occur on televi
sion. That concludes my suggestions. If there are 
going to be changes in the existing structure, these 
are all areas that merit consideration. 

CHAIRMAN ERICKSON: Well, I think we 
talked about the problems of 2511 (l) (a) as to 
whether or not there isn't a question of whether or 
not a federal purpose is lacking. 

MR. REYNOLDS: As relates to oral communica
tions, the problem is not something that Congress 
can do anything about. It raises a constitutional 
issue. 

CHAIRMAN ERICKSON: I am aware of that, 
but the language of this might be changed in such a 
way that the obvious federal purpose could be in
cluded. 

MR. REYNOLDS: A legislative history change 
would help because we have in developing our ar
gument to uphold the constitutionality of Section 
2511 (1) (a), placed less reliance on Clause 5 of 
the 14th Amendment, and are using an interstate 
commerce theory based on the Perez decision. The 
legislative history is designed to support the 14th 
Amendment argument and, in fact, Congress dis
avowed reliance on interstate commerce-

CHAIRMAN ERICKSON: Of course the legisla
tive history connected with the amendment would 
be rather helpful. 

MR. REYNOLDS: Surely. It would be helpful if 
the history expressed a reliance on interstate com
merce. Although I think two of the findings in
cluded in the existing statute are tied to interstate 
commerce. Thus, even though there is a disavowing 
of interstate commerce in part of the legislative his
tory, 1 think the findings are sufficient that we can 
make a very respectable argument under the Perez 
rationale. 

CHAIRMAN ERICKSON: There is no reason to 
leave that loophole? 

MR. REYNOLDS: No, absolutely not. I think 
you have raised a good point. 

CHAIRMAN ERICKSON: Going on, if amend~ 
ments were made, what would you think of ap~ 
proaching the emergency wiretap provIsIon 
somewhat the way the Canadians have in their new 
act? The emergency provisions have never been 
used by the Department of Justice. 

MR. REYNOLDS: Let me say that you have 
struck on an area where I have no expertise at all. 
My work l'nder the statute is limited to the portions 
containing tne criminal sanctions. 

Certainly, to the extent you feel there is a need 
for the Department's position on that, it can be sup~ 
plied; however, I would not be the person who 
would have input on that response. 

CHAIRMAN ERICKSON: Well, I appreciate 
your comments on that. 

I certainly want to thank you on my behalf for 
everything you have done for the Commission. I 
think the Commission is particularly indebted to 
you for the excellent paper that you have delivered 
to us for inclusion in our record. It shows the 
problems that exist today. It is a subject that has 
been given some careful study by this Commission, 
by dedicated people, and I hope we can come up 
with some recommendations that will make the 
path of law enforcement easier in prosecuting the 
violations that do occur, protect privacy and at the 
same time asslst law enforcement. 

Chief Andersen. 
CHIEF ANDERSEN: Thank you, Mr. Chairman. 
As you know, I am from Omaha and I think your 

summarizatkm of the Omaha case is absolutely cor
rect. I notice you did not try the private investiga
tor. 

MR. REYNOLDS: Yes. It is a closed case now 
and I will be glad to say why. The evidence at the 
trial of the attorney indicated quite clearly that the 
privatn investigator resisted supplying and installing 
the tap. When the attorney said "Put the tap on the 
line," the private investigator said, "I don't want to 
get involved. I think there are legal problems." The 
attorney applied pressure, asserting, "She can put it 
on her own line. Give her the device and have her 
install it." In dismissing our case against the attor
ney, the trial judI'" summarized the evidence and 
he found that the pri.vate investigatOlr had resisted 
putting the tap on the line. It appeared to us that 
once we had lost on the primary subject of the case, 
the attorney, it would be very difficult to go for
ward against the private detective who had acted 
on behalf of the attorney. 

Interestingly enough, the trial judge made it clear 
that his decision on the private detective wouldn't 
necessarily be the same as the one on the attorney. 
However, we still felt it would be unwise to go for
ward. The private detectives were a husband and 
wife team. We needed the testimony of one of them 
to support our case against the attorney. We immu
nized the wife of the private detective team and 
once immunized she tried in every possible way to 
cooperate with our prosecution. Based on that 
cooperation and the trial judge's decision in the 
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case against the attorney, we felt it was just inap
propriate to go forward then with the case against 
the private detective. 

CHIEF ANDERSEN: I have one question that 
hasn't been discussed here and I would like to have 
your opinion on it. 

I have been reading recently that AT&T over a 
period of years taped about a million and a half 
conversations. I am sure you are aware of this, this 
has been brought to your attention. This is in chas
ing black boxes, which is a problem of the 
telephone industry. 

My question is: Were any of them turned over to 
the Justice Department for criminal evidence as far 
as the gambling is concerned or for other viola
tions? 

MR. REYNOLDS: The answer is "yes," but I do 
not have statistics as to how many. All cases in 
point that have been decided since Title III was 
enacted have upheld the right of the government to 
obtain such information from AT&T. Most 
recently, United States v. Clegg 509 F.2d 605 (CA5, 
1975) upheld the right of the government to 
prosecute a defendant based on information 
discovered by the telephone company in the course 
of their toll-fraud monitoring. 

CHIEF ANDERSEN: Or for service observing or 
switchboard observing there are no legal problems 
so far as turning it over as evidence? 

MR. REYNOLDS: We have not had any 
problems to date and I don't think we will en
counter problems. The legislative history indicates 
that under 2511 (2) (a) (i) the intent is to reflect 
existing law and cites U.S. v. Beckley 259F. Supp. p. 
567 (D.C.Ga., 1965). If you look at the Beckley 
case and others like it, decided prior to 1968, it ap
pears that the telephone company does have the 
right to turn over that type of information, legally 
intercepted, to law enforcement officials. There 
was one previous case, Bubas v. U.S. 384 E2d 643 
(CA9, 1967) that held the other way. However, it 
'"lasn't caused us any problems since the enactment 
of Tjtle HI, and with the existing legislative history 
it should 110t cause a problem. Accordingly, I think 
we are GI'l solid ground in receiving such informa
tion from telephone companies and in using it in 
existing trials. 

CHIEF ANDERSEN: I have no further questions. 
CHAIRMAN ERICKSON: Thank you very 

much, Chief. 
Mr. Westin. 
MR. WESTIN: I'm sorry, Mr. Reynolds, I wasn't 

here at the beginning of your testimony. My plane 
was late from New YOlk but I have been here more 
than two hours while .i0u have been answering 
questions. 

I would like to make a statement more than ask 
you questions. And I think it is fair to say that I ap
preciate you don't set policies in the Department of 
Justice since you run an operating unit and some of 
what I say probably has to be addressed to the pol
icy-making sector, or to Congress or other instru
ments to try to persuade the Department of justice 
of the wisdom of what I am going to suggest. 

I am very disappointed in the record of the De
partment of Justice and state law enforcement as 
well, in dealing with illegal wiretapping by private 
detectives, individual entrepeneurs and lawless law 
enforcement officers, because it seems that many of 
us would call ourselves liberals or civil libertarians 
without being ashamed of it, who happened to be 
people who supported the principles of Title III 
were often derided by our colleagues for being 
naive and foolish. 

We were told we were selling out privacy 
because we were supporting limited court-ordered 
wiretapping for specified crimes and under various 
procedures in the false hope this would lead to ex
tremely vigorous and now dedicated pursuit of 
lawless, illegal wiretapping. 

We were told what would happen would be that 
law enforcement would use its wiretapping power 
and we would not really accomplish any effective 
deterrent on broad-scale illegal wiretapping in the 
United States; that some people would be 
prosecuted in the United States; that some people 
would be prosecuted but there would be a con
tinued loss of confidence in the security of the 
telephone instrument medium, in the privacy of 
rooms and in auto conversations, and so forth. 

Today we have learned that anyone who reads 
Playboy magazine-and I assume a few in the De
partment of Justice read that-that anyone who 
walks along New York Avenue or other streets in 
the country sees what is done in briefcase and tie 
clasp and pen and other transmitters being sold. 

By picking up magazin~s other them those in 
general circulation, Science magazine and so forth, 
we see this kind of open advertising of devices 
which are in violation of Congress' clear intent, and 
I would argue of language, in the sections of the 
1968 Act, and are faced with this kind of problem. 
We see enormous expenditures for engaging in 
wiretapping but we see a unit of small size with a 
complaint-oriented approach to the resolution of il
legal wiretapping activities and the prosecution of 
wiretap cases. 

The problem r have from the very beginning, if I 
understand what Congress tried to do, at least the 
compromise of Congress in 1968, it was to have 
this one area handled, because persons whose con
versations are listened to rarely know it. It is not 
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like burglary, like robbery, like rape, like murder, 
where the facts come out. The great majority of 
violations of privacy occur to people without their 
knowledge. It may come out later, but the harm is 
done.. In the great majority of cases my research in
forms me it is done without people knowing their 
business secrets, their private lives, et cetera, have 
been intruded upon. 

So it seems to me we have this very alarming 
situation in which our Commission has received 
considerable evidence of illegal wiretapping by law 
enforcement agencies, or of widespread advertising 
and dissemination of devices, and so fOIth, and we 
see the effort to police the boundaries of the statute 
is so weak compared to the opening of the barn 
door to the court-ordered wiretapping, that I think 
many of us who originally supported the com
promise have to look back and say "Have we been 
had?" 

The last three days of our hearings led me to con
clude this. 

CHAIRMAN ERICKSEN: We will take. a short 
recess. 

[Whereupon, a short recess was taken.] 
CHAIRMAN ERICKSEN: We will go or. for a 

few minutes. We will try to finish Mr. Reynolds' 
testimony before the luncheon break, if we can. 

We will do the best we can. 
Do you remember the question? 
[Laughter.] 
MR. REYNOLDS: I listened to the comment. I 

think it would be really presumptuous for me in the 
time available to respond to each point raised in 
your comments. Let me simply convey to you that 
we do have good faith concern about violations of 
this statute and that we are particularly concerned 
with the law enforcement violations. 

Our hope is that through some legislative changes 
to 2511 it wlil be possible to beef up the enforce
ment of the statute. 

I don't mean that to be a response to all the 
points that you raised. Certainly note is made of 
your points. 

CHAIRMAN ERICKSON: Professor Blakey. 
PROFESSOR BLAKEY: Maybe I should ask the 

witness if he shares my own thoughts about lunch. I 
don't want to be in the position of holding 
everybody up from eating. There are several things 
that I would like to discuss; it probably shouldn't 
take more than five minutes. 

CHAIRMAN ERICKSON: I would say go ahead. 
I would hope we could probably break by quarter 
of one, if possible, and if not, we will have to go a 
little bit more. But we will reconvene at 1 :30. 

PROFESSOR BLAKEY: Why don't we recon
vene-

[Discussion off the record.} 

MR. REYNOLDS: I would just as soon proceed. 
PROP'ESSOR BLAKEY: Mr. Reynolds, there has 

been a kind of interplay here in the discussions of 
"primarily useful" and the Murdock standard of 
willfulness. Would you support a loosening of Mur
dock's standard of usefulness for the felony 
prosecution? 

MR. REYNOLDS: Section 2511 or 2512 or 
both? 

PROFESSOR BLAKEY: Both. 
MR. REYNOLDS: I don't really have any 

problem with a fairly strict standard of criminal in
tent for the felony. Whether Murdock is the best 
vehicle or whether there would h~ some better 
vehicle for a high standard of criminal intent, I 
don't know. I personally have trouble with Murdock 
and find it difficult to apply. 

But, no, I don't mind a high standard of criminal 
intent fat' the felony. When you are in a somewhat 
regulatory area of criminal law, I can see the merit 
in not branding as felons people who had no mali
cious intent; who had no reason to believe their 
acts would violate the law. 

PROFESSOR BLAKEY: If it were possible to 
draft a definition of a device with mathematical or 
scieLltific precision, it might be appropriate to lower 
the standard. Would you agree that as long as the 
nature of the beast requires a standard rather than 
a rule for the definition of a device, there has to be 
a strict standard on the definition of criminal in~ 
tent? 

MR. REYNOLDS: Right. 
PROFESSOR BLAKEY: Given the fact you now 

have a hard choice between indictment or letting it 
slide, would it be helpful to you if the explicit lan
guage was included in the statute that there be not 
only civil penalties but a civil injunction process? 

MR. REYNOLDS: You mentioned this to me 
shortly before we started this morning, and I must 
say it is an area that we have not even given con~ 
sideration to in the past. 

PROFESSOR BLAKEY: I am not too sure that 
the Department's general power does not already 
include a right to seek an injunction. 

MR. REYNOLDS: I am not, either. That is why I 
am hesitant to give you a definitive response. 

PROFESSOR BLAKEY: In fact, I am inclined to 
think some of the language in other cases recogniz~ 
ing inherent injunctive power might not be broad 
enough without new language. 

On the other hand, I know there is a sort of natu
ral reluctance to act, of course, unless the explicit 
language is there. 

So what I am really raiSing with you is: Would it 
help you in dealing with unfair commercial prac
tices in the area if you could proceed not by forfei-
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ture or felony, but by injunction and ultimately, I 
sllspect, by consent decrees? 

MR. REYNOLDS: Cert .. inly, as applies to the 
manufacturers of devices and the inequities that 
exist, it is one possible way of clearing up any 
vagueness that might exist in the interpretation of 
the law. 

PROFESSOR BLAKEY: At the same time, do 
you think it would be helpful if the Department was 
giv:en specific authority to issue regulations under 
the statute so that areas are detailed? It could be 
handled by the Department as a regulatory matter 
is handled by regulatory agencies? 

MR. REYNOLDS: No, I am hesitant to get the 
Department of Justice into the regulatory area. 

PROFESSOR BLAKEY: This is short of making 
you a regulating agency-short of licensing-if you 
had an authority to issue regulations under the sec
tions to define certain kinds of common problems 
administratively rather than through the criminal 
process or even through a complicated process of 
civil litigation? 

MR. REYNOLDS: It might prove helpful in 
defining exactly what is primarily useful. 

However, you are raising a matter that we have 
not given much thought to in the past. I would be 
glad to study any particular recommendation in 
that regard, and thereafter give you a more defini
tiye response. 

PROFESSOR BLAKEY: Let me turn to the 
Houston matter. 

Are you aware of political situations occurring in 
Houston, apart from this wiretapping, between the 
Department and that particular United States At
torney? 

MR. REYNOLDS: I am aware of some of the 
background problems that have existed. 

PROFESSOR BLAKEY: Am I correct in saying 
that this is not the only matter of disagreement that 
the Department has had with that United States At
torney? 

MR. REYNOLDS: Are you talking about the 
former United States Attorney? 

PROFESSOR BLAKEY: Yes. 
MR. REYNOLDS: My knowledge on that is 

limited to what I have read in the papers. From that 
source, I understand that there was one other glar
ing incident of disagreement between that United 
States Attorney and the Criminal Division. 

PROFESSOR BLAKEY: It is a fact, is it not, 
there was a problem with immunization of a wit
ness? 

MR. REYNOLDS: That is my understanding. 
PROFESSOR BLAKEY: And it is a fact that the 

Department is in litigation over whether a special 
prosecutor should be appointed in Houston; is that 
correct? 

MR. REYNOLDS: Again, I have really no first
hand knowledge on that prior incident. 

PROFESSOR BLAKEY: What I was just raising, 
to see to it that it is in the record, is that the com
plaints between this particular United States Attor
ney and this particular Chief of Police and the De
partment ought not be seen in isolation. 

MR. REYNOLDS: Right. I would agree with 
that. 

PROFESSOR BLAKEY: There has been a con
tinuing problem between the Department and 
Houston on a number of issues. 

Let me ask you another question. 
How long does an investigation of this character 

normally take from the time a complaint is received 
to indictment? Would two years be an unusual 
period of time? 

MR. REYNOLDS: In what type of case? Are we 
talking about a law enforcement type wiretapping, 
violation? 

PROFESSOR BLAKEY: Let me give you a 
hypothetical. 'lATe have an allegation of widespread 
unlawful surveillance by numerous members of a 
major metropolitan police department. We have a 
very volatile political situation-new mayors, new 
chiefs of police, new United States A:;torneys. We 
have allegations of improper conduct on the part of 
the Department of Justice. 

You can reasonably look forward to those allega
tions finding their way into a criminal prosecution. 

Given that general background, would you say 
two years is too long, as a normal thing, between 
the beginning of the investigation and the indict
ment? 

MR. REYNOLDS: I would certainly hope nor
mally that a case could be handled more promptly. 
Certainly we would want to handle it as quickly as 
possible from the prosecutor's standpoint of having 
fresh evidence at trial. 

PROFESSOR BLAKEY: I take it you would also 
like to handle it carefully? 

MR. REYNOLDS: That is a given. When I say 
"handle it quickly," I mean as quickly as it is possi
ble to handle it in a careful manner. 

PROFESSOR BLAKEY: If you had to choose 
between speed and care, which would you choose? 

MR. REYNOLDS: I would have to go with care. 
PROFESSOR BLAKEY: What is the impact on a 

policeman if he is indicted for unlawful wire
tapping? 

MR. REYNOLDS: It would vary from police de
partment to police department, but if ~auses him, at 
the very least, a lay-off from his emp . fment. 

PROFESSOR BLAKEY: He may very well be 
suspended without pay? 

MR. REYNOLDS: I would think that would 
probably be the normal result. 
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PROFESSOR BLAKEY: And if you failed to 
convict him, even though you had some evidence to 
indicate he had done it, what would be the impact 
on him? 

MR. REYNOLDS: Of course, he has had the 
period of time that he was laid off. 

PROFESSOR BLAKEY: I take it he would also 
have a criminal record although he would have en
tered a not guilty plea? 

MR. REYNOLDS: Right. 
PROFESSOR BLAKEY: It might substantially in

terfere with his progress, his home life, his happi
ness? 

MR. REYNOLDS: I don't think there is any 
doubt about it. What you say argues for both care 
and speed. We are particularly concerned with care 
in the pre-indictment stage so that we don't indict 
people who we don't have a very solid, prosecuta
ble case against. 

PROFESSOR BLAKEY: What is the impact in 
the community when a public corruption case such 
as a wiretapping case is brought and then lost? 
Does the Department's credibility suffer? 

MR. REYNOLDS: The Department of Justice? 
PROFESSOR BLAKEY: Yes. 
MR. REYNOLDS: I don't know. I suppose in the 

eyes of some it wo,dd suffer. 
PROFESSOR BLAKEY: I suppose 'it would 

suffer both in the eyes of those who felt it should 
have been won and those who felt it shouldn't have 
been brought; is that right? 

MR. REYNOLDS: Right. It might tend to feed 
the dismay of both sides with the Department. 

PROFESSOR BLAKEY: So it is true that by los
ing these cases you lose with everybody whereas by 
winning these cases you lose only with some peo
ple? 

MR. REYNOLDS: Yes. 
PROFESSOR BLAKEY: I raise these things, Mr. 

Reynolds, so that the record will reflect what I 
thought day before yesterday. 

When I heard the testimony from the United 
States Attorney and the Chief of Police it seemed 

to me, if I may make a personal statement on the 
record, that however well motivated, it was at least 
ill-considered until a reasonable period of time had 
passed before the Department had had an opportu
nity to play out whatever it needed before it acted. 
And it seems to me the jury is stilI out in the 
Houston a;'ea. 

On the other hand, I wouldn't want you to con
strue anything I have said here as condoning a lack 
of action on the part of the Department in the 
Houston case. I would hope that you act with all 
deliberate speed, consistant with care in that area. 

MR. REYNOLDS: I think when the record is 
available, after the fact, it wiII be clear that the De
partment of Justice has done a very conscientious 
and, I think, solid job in this case. 

However t I think the point you raise is well 
taken. Certainly, any comments made by public of
ficials during the pendency of an investigation just 
aggravate the situation and cause additional 
damage to the possible subjects of the investigation. 

PROFESSOR BLAKEY: Mr. Reynolds, I would 
like to insert in the record my thanks to you for a 
very able, very articulate and very sensitive un
derstanding of a very complex task and, as the 
Chairman observed, may~e if Title III was a little 
better drafted, you wouldn't have had to work so 
hard. 

But you are to be congratulated for laboring 
sometimes with a very hea .... y oar. 

MR. REYNOLDS: Let me just say Professor 
Blakey, your name has beer. very much in my 
vocabulary and on t'\'ly mind for two years now. 
There were a few times whea J stopped just short of 
calling Cornell to see whether Professor Blakey was 
available to discuss the statute. We even gave con
sideration in one case as to whether you would be 
an appropriate expert witness. I appreciate this op
portunity of meeting you. 

CHAIRMAN REYNOLDS: We will incorporate 
into the record your full statement with accom
panying documents. 

[The prepared statement of James Reynolds, in
cluding accompanying documents follows.] 

1509 



Mr. Chairman and distinguished members of this commission. 
I appreciate the opportunity to appear before you today to dis
cuss the experiences of the Department of Justice in the enforce
ment of the sanctions against illegal electronic s",rveillance 
contained in Title III of the Omnibus Crime control and Safe 
streets Act of 1968. 

During the seven years which have passed since the enactment 
of the statute, the Department has encountered a diverse assort
ment of factual situations which have required our interpretation 
and application of most every aspect of Sections 2510 to 2512 of 
Title 18, united States Code. That experience has provided us 
some insight into the existing difficulties in enforcing the 
statute. I would like to review for you the focus of our enforce
ment program, with particular attention given to some of the more 
significant problems which have been encountered and to suggestions 
for legislative amendment of the statute. 

TITLE 18, UNITED STATES CODE, SECTION 2511 

Prosecutive Policy: 

Section 2511(1) contains a blanket prohibition against the 
interception of any wire or oral communication and the knowing 
disclosure or use of the contents of such an intercepted communi
cation. The Department1s overall prosecutive policy under this 
section has been to focus primarily on persons who engage in or 
procure illegal electronic surveillance as part of the practice 
of their profession or incident to their business activities. This 
includes private investigators, attorneys, law enforcement officials, 
and business executives. Less emphasis is placed on the prosecution 
of persons. who, in the course of a transitory situation, endeavor 
to intercept communications on their own, without the assistance 
of a professional wiretapper or eavesdropper. This does not mean 
that such persons are never prosecuted, but simply that this type 
of prosecution is not a major thrust of the Department1s enforce
ment program. 

Our experience has been that most illegal interceptions fall 
into one of five general categories: (1) domestic relations (in
cluding intercepts incident to relationships between husband and 
wife, parent and child, and paramours); (2) industrial espionage; 
(3) political espionage; (4) law enforcement; and (5) intrabusiness 
(including intercepts incident to dealings between management and 
labor, a business and its customers, and rival factions of manage
ment or labor). The preponderance of interceptions are in the 
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domestic relations category. Although we do not maintain 
statistics in this regard, we would estimate that upwards of 
75% of all violations are motivated by domestic relations dis
putes. The remaining violations are widely spread among the 
remaining categories. 

Consistent with our prosecutive policy, reports of violations 
in the industrial espionage, political espionage, law enforcement, 
and intrabusiness categories receive intensive investigation. Law 
enforcement violations are of particular concern because of the 
doubt they cast on the integrity of our system of justice. 

By contrast, the primary emphasis in the investigation of 
violations which appear to fall in the domestic relations category 
is on determining whether the interception (or endeavor) was 
facilitated by a professional wiretapper or eavesdropper, or by 
devices proscribed under section 2512. If there is evidence o~ the 
participation of a private investigator, moonlighting telephone 
company techn~cian, attorney, or other professional, the investi
gation is continued in an effort to build a successful prosecution. 
Similarly, if a proscribed device was used, every effort is made to 
identify and prosecute its manufacturer and supplier. However, 
where the evidence indicates that the act was perpetrated by a 
family member, using a crude device not proscribed by section 2512, 
we generally do not proceed with a prosecution. Further, in those 
instances where one spouse hires a private investigator to conduct 
electronic surveillance on the other spouse, the Department usually 
foregoes the prosecution of the offending spouse in favor of using 
his or her testimony to build a prosecutable case against the 
private investigator. 

The Department1s policy in this regard has its underpinning 
not only in the efficient allocation of limited resources but also 
in the standard of willfulness embodied in Section 2511. The 
legislative history of that section defines "willful" by citing 
United States v. Murdock, 290 U.S. 389 (1933). Senate Report No. 
1097, 90th Congress, 2d Session, page 93 (1968). That case defines 
willful to mean an act done with a bad purpose or evil intent. 
Further, the court in Murdock cited approvingly decisions which 
defined willful in terms of "a thing done without ground for 
believing it lawful" and "condu.ct marked by careless disregard 
whether or not one has the right so to act." In a prosecution 
against a family member for domestic relations electronic surveil
lance, it is often difficult or impossible for the Government to 
sustain its burden of proof under this definition of willful. This 
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is especially true in the face of the frequently repeated view 
that it is legally permissible for a spouse .to engage in electronic 
surveillance within his own home or on his own telephone. 

A long range goal of the Department's policy on Section 2511 
has been the eventual transfer to the states of prosecutive respon
sibility for electronic surveillance violations which do not have 
significant interstate ramifications. This policy would have its 
greatest effect on domestic relations cases, as a substantial 
percentage of that category of violations have little, if any, 
federal interest. In an effort to facilitate this concept of 
shared prosecutive responsibility, we have actively encouraged the 
states to enact proscriptions against electronic surveillance. 
Numerically, the results have been gratifying. At last count, 32 
states and the District of Columbia had passed laws prohibiting 
both wiretapping and eavesdropping. Another 11 states have statutes 
forbidding wiretapping. Unfortunately, however, many of these states 
do not appear to be utilizing their statutes. Our attempts to 
refer cases of questionable federal interest to state prosecutors 
have met with little success. 

Problems Encountered in Enforcement: 

1. Constitutionality of Section 2511(1) (a) as Applied" to 
Eavesdropping Violations: The existence of this constitutional 
issue is thoroughly documented and analyzed in the legislative 
history of the statute. See Senate Report No. 1097, supra, page 
92; Hearings before the Subcommittee on Administrative Practice 
and Procedure of tne Senate Judiciary Committee, 90th Cong., 1st 
Sess., on the Right of Privacy Act of 1967, Part II, p. 441 et ~. 
We are generally able to avoid the constitutional question by pro
secuting eavesdropping violations under one of the delineated 
categories of section 2511(1) (b) which has an established connection 
to interstate commerce. Our experience to date indicates that only 
rarely are all of the categories of 2511(1) (b) inapplicable to a 
given act of eavesdropping, and thus resort to 2511(1) (a) necessary. 
However, the Department is presently involved in the prosecution 
of such a case. Predictably, the case is now on appeal to the 
united States Court of Appeals for the Fourth Circuit with the key 
issue being the constitutionality of the blanket eavesdropping pro
hibition contained in Section 2511(1) (a). If the court's decision 
reaches the constitutional issue, it will represent the first 
appellate determination in this regard. 
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2. Noncomplaining Victims: Illegal electronic surveillance 
is a crime which often produces noncomplaining victims. To the 
extent that the surveillance goes undetected, its victims are 
unaware that they have been the subject of a crime. Moreover, in 
instances of domestic relations electronic surveillance the victims 
frequently choose not to lodge a complaint for fear that the 
ensuing investigation and trial will focus attention on their own 
indiscretions. As a result~ the reporting of such violations is 
often dependent on their fortuitous discovery by a disinterested 
party, such as a telephone repairman. 

3. Uncooperative witnesses: The clandestine nature of 
unlawful electronic surveillance presents a formidable obstacle 
to successful investigation. Usually, devices discovered are not 
traceable, and - in the absence of a chance observation of the 
violator installing' or attending his' equipment - success in making 
a case often depends primarily on obtaining the full cooperation 
of the victims and one of the violators. 

In contrast to what might be expected, victims are often 
unenthusiastic about assisting prosecutive efforts. This reluc
tance is reflected in the extremely infrequent use which is being 
made of the civil remedies portion of Title III, section 2520 of 
Title 18, United states Code. It appears to be based on the fear 
that the content of intercepted statements will become public if 
an investigation and trial are purs·ued. As reflected above, the 
most extreme opposition from victims is encountered in cases of 
domestic relations surveillance where the victims fear exposure 
of indiscretions. In a recent case a victim of an illegal inter
cept apprised this Department in no uncertain terms that he would 
do everything possible to thwart a prosecution. He appealed for 
the discontinuation of our investiga:-;.on, stating that a pro
secution would do far greater violence to his privacy than did the 
illegal intercept. 

Grants of immunity can be of considerable assistance to us 
in obtaining the testimony of one of the violators if we have 
developed enough independent evidence to prevent the immunized 
witness from taking all responsibility on himself, thus exculpating 
others involved. When needed, an immunity is generally sought for 
the least culpable violator. However, such witnesses are frequently 
uncooperative and of very limited assistance to the Government. 

1513 



4. Difficulty in Establishing Willfulness:: The Murdock 
standard of willfulness discussed above poses a substantial 
impediment to the successful prosecution of persons who violate 
section 2511. It plays a significant role in our determination 
of which cases will be pursued. Otherwise provable violations 
(especially those by nonprofessionals) sometimes present fact 
situations which, in light of Murdock, cannot in good faith be 
prosecuted. 

5. The Court of Appeals Decision in Simpson v. Simpson: 
In Simpson v. Simpson, 490 F.2d 803 (CAS, 1974), cert. denied 43 
U.S.L.W. 3239 (U.S., Oct. 22, 1974) the Fifth Circuit held that 
the civil remedies portion of the federal electronic surveillance 
statute (18 U.S.C. 2520) does not allow recovery by a wife in a 
suit against her husband for wiretapping by the husband of the 
phone in the couple's marital home. Unfortunately, the decision 
inferentially and in dicta indicates that such interspousal wire
tapping, is not a crime. This represents a significant inroad 
into the blanket prohibition contained in Section 2511. 

The court in Simpson conceded that the clear wording of the 
statute appears to proscribe such wiretapping. However, in 
deference to the traditional interspousal immunity from tort 
actions i the court undertook a search of the legislative history 
of the statute to determine if congress had specifically expressed 
a desire to apply the statute to interspousal wiretapping. Finding 
no controlling expressions of legislative intent, the court 
hesitantly reached its decision, stating in so doing that "we are 
not wIthout doubts about our decision" and "our decision is, of 
course, limited to the specific facts of this case." Simpson v. 
Simpson, supra, at 810. 

The relevant legislative history uncovered by the court is 
set forth in a footnote to the decision. Unfortunately, the court 
did not locate portions of the legislative history which indicate 
explicitly that the proscriptions of Section 2511 are designed 
particularly for applicability to electronic surveillance conducted 
in domestic relations and industrial espionage situations. In 
view of such expressions of Congressional intent, the Department 
has not altered its prosecutive policy to conform with Simpson. 
We have on several occasions since the Simpson decision prosecuted 
a spouse for electronic surveillance conducted within the marital 
home. However, no additional law has been developed on this issue 
as the defendants have not raised the Simpson issue. 
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The main difficulty encountered as a result of Simpson has 
been its derivative effect on the element of willfulness. In 
prosecutions brought against attorneys and private investigators 
for involvement in electronic surveillance emanating from marital 
disputes, the Government is occasionally encountering the argument 
that the defendant relied on Simpson in advising a client to wire
tap or in carrying out the wiretap for the client, and thus did 
not willfully violate Section 2511. This argument can cause 
serious problems for the prosecution in view of the Murdock standard 
of willfulness and the fact that this argument is generally raised 
in the form of a motion for judgment of acquittal, thus allowing 
the prosecution no appeal from an adverse decision by a trial 
judge. 

6. Judicial Nullification: On seve.ral occasions united 
states District Court judges have been openly defiant of Government 
efforts to prosecute Section 2511 violations. More common, however, 
are expressions of judicial distaste for prosecutions emanating 
from marital disputes, an attitude which sometimes appears to 
inure to the benefit of the defense. Doubts have been expressed 
as to whether U. S. District Court is the appropriate forum, and 
a felony prosecution the appropriate medium, for disposition of 
domestic relations wiretapping and eavesdropping cases. Such 
judicial distaste has resulted in incidents of trial judges' urging 
tho:. Government to dismiss; to acquiesce to nolo contendere pleas; 
to dismiss in favor of a guilty plea to a inapplicable misdemeanor 
(in our view there is no federal misdemeanor charge applicable to 
private acts of illegal electronic surveillance); and to dismiss 
in favor of a state misdemeanor prosecution. 

7. Jurv Nullification: Again, this problem is particularly 
critical in prosecutions resulting from marital disputes. One 
strongly suspects that in such prosecutions the Government is 
sometimes viewed by jurors as the defender of persons caught in 
immoral conduct. In some cases, there may be a tendency to con
sider the results of the given instance of electronic surveillance 
as vindicating its use. 

Consideration of Legislative Changes: 

1. The Need for an Alternative to Fe10nv Prosecution: At 
present, the only a1b9rnative provided by federal statute to a 
felony prosecution under Section 2511 is the forfeiture under 

1515 



Section 2513 of the device used to accomplish the intercept. 
(There appears to be one exception; in the case of an illegal 
interception by a law enforcement officer, 18 U.S.C. 242 
(deprivation of rights under color of law) appears to be a 
viable misdemeanor charge). The forfeiture provision is a help
ful supplement to section 2511, but hardly provides a suitable 
alternative. Legislation amending Section 2511 to create (1) a 
misdemeanor violation with a general criminal intent standard 
(~rea), and (2) a strict liability civil penalty, would go 
far toward permitting a fairer and more effective prosecutive 
program against illegal interceptions. The Department has not 
yet completed the detailed study of these suggestions necessary 
for our final endorsement of such legislation. However, it is 
felt that these proposed alternatives merit serious consideration. 

2. The Need to Expand the Scope of 18 U.S.C. 2511(1) (c) and 
J£l: Our experience with the enforcement of section 2511 over the 
past seven years has led us to conclude, albeit reluctantly, that 
attorneys bear a significant burden of the blame for the continued 
use of illegal electronic surveillance. We have seen repeated 
instances of attorneys in domestic relations cases using the 
fruits of illegal interceptions either as evidence at trial or as 
a means of obtaining a settlement. In many of these instances, 
the nature of the evidence used has been such that it is difficult 
to believe that the attorney failed to appreciate its origin. 

The only risk the attorney runs in the use of such evidenc~ 
is that it will be deemed inadmissible in accordance with the 
provisions of Section 2515. The criminal sanctions contained in 
section 2511(1) (c) and (d) apply only to the knowing disclosure 
and use of the contents of illegally intercepted communications. 
They are not applicable to the disclosure or use of the fruits 
of illegal interceptions. To the extent that attorneys are willing 
to use such evidence, the task of obtaining statutory compliance 
by private investigators is made more difficult. Accordingly, 
consideration should be given to the extension of 2511(1) (c) and 
(d) to cover the knowing disclosure and use of the fruits of 
illegal interceptions. Such a statutory change would probably 
not lead to a great number of additional prosecutions as the 
element of knowledge would be difficult to prove. However, the 
threat of a prosecution should serve as a valuable and needed 
deterrent. 

1516 



3. Applicability of section 2511 to the Interception of 
Radio Corrununications: The overall thrust of Title III and its 
legislative history seems to indicate that the statute treats 
radio transmissions as a facet of corrununications separatEl and 
apart from wire and oral communications. Under this view, the 
interception of point to point radio communications would be 
governed exclusively by 47 U.S.C. 605. However, confusion is 
created by the apparently anomalous reference in Section 2511(2} (b) 
to uoral corrununication transmitted by radio.1I Citing that pro
vision, the Court of Appeals for the Ninth Circuit has held that 
point to point radio corrununications are a form of oral communi
cation and thus are within the purview of Section 2510 and 2511. 
united States v. Hall, 488 F.2d 193 (C.A. 9, 1973). In any future 
amendment to Title III, attention should be given to the clarifi
cation of this issue, and to an overall re-examination of the 
efficacy of applying any of the proscriptions of Section :2511 to 
'the interception of radio waves .. 

4. Service Observing: Service observing of the telephone 
conversations of company employees by management may be permissible 
under two different provisions in the statute. First, Section 
25l0(5} essentially exempts from the criminal provisions of section 
2511, interceptions of corrununications made by "any telephone • • • 
instrument, equipment or facility, or any component thereot, (i) 
furnished to the subscriber or user by a communications corrunon 
carrier in the ordinary course of its bu.siness and being used by 
the subscriber or user in the ordinary course of its business • " 
The legislative history of the provision indicates that it was 
intended to include service observing equipment. See testimony of 
Hubert L. Kertz, Vice President of Operations, American Telephone 
and Telegraph Company in Hearings on the Right of privacy Act of 
1967 Before a Subcorrunittee of the Senate COlmnittee on the Judiciary, 
90th Cong., 1st Sessa 586-88 (1967). The key issue under this 
provision is whether a company's interception of its employee is 
in the "ordinary course of business." There is no requirement 
that the employee be advised that he is subject to such inter
ceptions. 

Second, service observing can in some instances be justified 
under the consent provision contained in Section 2511(2} (d). Con
sent may be express or implied. Senate Report No. 1097, supra., 
p. 93-94 (1968). A study of implied consent in terms of the 
interception of corrununications statutes indicates that a two
pronged test needs to be met: (1) sufficiency of the interest of 
the intercepting party, and (2) noticel of the interception. Cf 0 
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Blakey & Hancock, A Proposed Electronic Surveillance control Act, 
43 Notre Dame Lawyer 657,663 n.ll (1968)i Brandon v. united states, 
382 F.2d 607 (C.A. 10, 1967). Under this test it would appear 
that an airline, for example, has an interest in assuring that its 
customers receive proper and courteous service from its personnel 
who handle incoming calls. In that situation, service observing 
would appear to be legally permissible as long as the affected 
employees are notified in advance that they are subject to inter
ception. 

There appear to be substantial policy reasons which favor -the 
continuation of the second category of service observing. Employers 
have a legitimate interest in the conduct of their employees toward 
potential clientele. Further, the onerous aspects of such inter
ceptions are substantially reduced by the fact that the employee 
must bG put on notioe that his conversations are subject to inter
ception, and thus he no longer has an expectation of privacy in 
such communications. The first category of service observing -
that sanctioned by section 2510(5) -- is, however, more difficult 
to justify. The employee need not receive any notice of impending 
interceptions. Further, the decision concerning who can obtain 
service observing equipment is left solely to the discretion of 
the communication common carriers. This seems inappropriate. The 
implied consent rationale appears to provide sufficient latitude 
to management to engage in service observing. Serious consideration 
should be given to redrafting Section 2510(5) to remove or limit 
the portion of it providing for service observing. Further, the 
limits of implied consent service observing should be set forth 
definitively in the statute. 

5. Use of the contents of Illegal Electronic Surveillance 
Tapes Against the Perpetrator of Such Surveill~nce: section 2515 
of Title 18, U. S. Code, prohibits the use of the contents of 
illegally intercepted communications as evidence in judicial pro
ceedings. No exception is contained on the face of the statute 
for the use of such contents, when necessary, as evidence in a 
prosecution against the interceptor. However, the Senate Report 
on Title III indicates in its discussion of Section 2517 that an 
investigative or law enforcement officer can, in limited situations, 
disclose and use illegally intercepted communications. The Report 
goes on to cite as an example of such a situation the investigation 
and prosecution of an illegal wiretapper. Senate Report 1097, supra, 
pp 99-100. Notwithstanding this legislative history, the courts 
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have not permitted the prosecution to use illegally intercepted 
communications against the interceptor, absent the consent of 
the victims. United states v. Bragan, 499 F.2d 1376 (CA4 1 1974); 
United states v. Newman, 476 F.2d 733 (CA3, 1973); United states 
v. Liddy, 354 F.Supp. 217 (D.D.C., 1973), revld, 12 Cr. L. 2343 
(Jan. 19, 1973). Although the Go'Uernment's case is usually not 
dependent on the illegally made tapes, a situation could arise in 
which the admissibility of selected portions of the tapes is of 
critical importance. In that limited situation, the balance of 
relevant interests appears to weigh in favor of their admissibility. 
In any future amendment to Title III, attention should be given to 
the clarification of this issue. 

6. Difficulties of Irrte:rpretatiqn in 18 U. S.C. 2511 (2) (d) : 
section 2511(2) (d) permits persons not acting under color of law 
to intercept a communication where one of the parties to the 
communication has given prior consent, unless the communication 
is intercepted for the purpose of committing a criminal or 
tortious act "or for the purpose of committing any other injurious 
act." That final phrase of the subsection creates problems of 
interpretation. There is scant legislative history to explain 
its intended meaning since Section 25ll(2) (d) was added to Title 
III as a floor amendment. Brief Congressional pronouncements 
indicate that the overall intent behind the added section is to 
make the one party consent exception available only for "private 
persons who act in a defensive fashion" 114 Congressional Record 
14694 (May 23, 1968). The only example provided of a noncriminal 
or tortious intent to injure is the secret, one party consent 
recording of a conversation for the purpose of "publicly embar
rassing" the nonconsenting party. 114 congressional Record 14694. 
Some further light is shed on the meaning of the statutory pro
vision by the delineation of two types of one party consent inter
ceptions which are not prohibited: (1) a recording made of "infor
mation of criminal activity by the other party with the purpose 
of taking such information to the police"; and (2) a recording 
made out of a "legitimate desire to protect himself and his own 
conversations from later distortion ••• by the other party." 
114 Congressional Record 14694. 

This Department has never sought to base a prosecution on 
the instant statutory provision, i.e., a one party consent re
cording made for the purpose of committing a noncriminal or 
tortious injurious act. However, there are certainly some equit
able wrongs for which no criminal or tort remedies are available. 
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While it remains possible that a suitable, flagrant situation 
might arise where the Department would institute a criminal 
prosecution based on the ins.tant statutory provision, it appears 
unlikely that tho provision as presently drafted can play a 
significant role in the Department's enforcement program. Any 
amendment of Title III should consider the redrafting of the 
phrase lIother injurious acts ll to include a more specific state
ment of the scope of the prohibitLm. 

TITLE 18, UNITED STATES CODE, SECTION 2512 

Prosecutive Policy: 

sect:i.. .. m 2512 essentially prohibits the manufacture, posses
sion, sale, and transportation in interstate or foreign commerce 
of devices primarily useful for the surreptitious interception 
of communications unless done by an agent of a communications 
common carrier, an agent of a governmental unit within the 
United States, or a person under contract with such carrier or 
government. The starting point in developing a prosecutive policy 
under thi-; Section must center on the Congressionally intended 
meaning of the term Ilprimarily useful for the purpose of the 
surreptitious interception.of ••• communications. 1I The legis
lative history of the statute makes it clear that it is designed 
to prohibit lIa relatively narrow category of devices whose prin
cipal use is likely to be for wiretapping or eavesdropping. 1I 

Senate Report No. 1097, 90th Congress, 2d Session, page 95 (1968). 
From the examples delineated in the Senate Report, it appears that 
the. devices proscr.ibed by the statute are of two basic types: 
(1) disguised listening devices, and (2) devices designed to 
intercept communications occurring elsewhere than the location of 
the interceptor. Senate Report No. 1097, supra. As long as the 
statute is strictly applied to those two types of devices, there 
appears to be a reasonable basis for determining whether a given 
device is primarily useful for the surreptitious interception of 
communications. 

The statute is not, however, designed to and does not have 
the capability of preventing the possession and distribution of 
all electronic devices which may prove of assistance to wiretappers 
and eavesdroppers. Further, the statutory proscription of all such 
devices does not appear feasible as it could only be accomplished 
at the cost of prohibiting the manufacture and possession of many 
normally innocuous electronic devices which are in common usage 
today. For example, the miniature microphone-transmitter and the 
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voice actuated tape recorder with telephone relay are highly 
useful devices in the hands of a would-be wiretapper or eaves
dropper. However, such devices cannot per ~ be deemed to be 
primarily useful for the surreptitious interception of con~uni
cations since they are widely used in the electronics industry 
for legitimate and nonsurreptitious purposes. The smallness of 
a device and its adaptability to use for interception will not 
suffice to bring it into the category of a proscribed device in 
the absence of attributes which give predominance to the surrep
titious character of its use, such as an operating feature that 
has little utility in nonsurreptitious use or a disguised shape 
which has no operational utility. Senate Report No. 1097, supra., 
p. 95. 

our prosecutive policy i~ as it must be, shaped to the 
reality of the inherent limitations of Section 2512. We con
scientiously strive to preclude the manufacture, possession, sale, 
advertisement, and transportation in interstate or foreign commerce 
of devices which fall within the proscriptions of the statute~ 
However, we have no illusion that such action on our part elimina~es 
the availability of electronic gear useful for illegal electronic 
surveillance. 

In our contacts with manufacturers who seek to produce 
prohibited devices for sale to the narrow category of authorized 
purchasers set forth in Section 2512(2), we have been consistent 
in our admonitions that: (1) they may not advertise prohibited 
devices or promote the use of devices for surreptitious inter
ception; (2) they may not manufacture and stock for inventory in 
anticipation of making a permitted sale; (3) sale to another 
supplier for resale to an authorized purchaser is prohibited; 
(4) there is no authority for direct sale to foreign governments; 
and (5) they may not demonstrate working samples of prohibited 
devices or furnish information thereon except in response to 
specific request or inquiry from an authorized purchaser. 

When apparent violations of Section 2512 are uncovered we 
consider the alternatives of pursuing a criminal prosecution or . 
simply forfe:i.ting under Section 2513 the devices involved in the 
violation. When there is no evidence that the perpetrator of the 
offense has engaged in other violations and where the desired 
deterrent effect will be adequately achieved, we may forego the 
criminal prosecution in favor of a forfeiture. 
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Problems Encountered in Enforcement: 

1. Difficulty in Establishinq Willfulness: Once again 
the Government is confronted with the burden of establishing 
criminal intent consistent with the Murdock case, previously 
discussed. This difficult obstacle to a successful prosecution 
is buttressed by the requirement that we establish that the 
offender knew or had reason to know that the design of the device 
rendered it primarily useful for the surreptitious interception 
of communications. Further, this Sdme standard of knowledge and 
intent must theoretically be met to accomplish a forfeiture under 
section 2513. Under that statute we must establish that the 
device was used in violation of section 2511 or manufactured, 
possessed, transported, sold, or advertised in violation of Section 
2512. This has the effect of incorporating into the civil forfei
ture provision the Murdock standard of willfulness. 

2. Relationship of Exceptions contained in section 2511 to 
the Prohibitions of Section 2512: The legislative history of 
Section 2512 appears to provide clear indication that devices 
primarily useful for the surreptitious interception of communi
cations violate the statute regardless of whether their primary 
surreptitious function is legal or illegal under Section 2511. 
T.':1is is implicit in the delineation in the Senate Report of cuff 
link and tie clip microphones as proscribed devices. Senate 
Report 1097, supra, p. 95. Such devices have their utility in 
one ~arty consent interceptions which are generally permissible 
under Section 2511(2) (d). Despite this expression of Congressional 
intent, some courts have been reluctant to apply' Section 2512 i:o 
one party consent intercepting devices. United States v. Bast, 
348 F.Supp. 1202 (D.D.C., 1972); vacated 495 F.2d 138 (1974); 
united States v. James A. Six, D.C.N.D. Indiana (1970)~ This 
problem was somewhat alleviated by the Court of Appeals decision 
in Bast which supports our interpretation of the legislative 
hiatory. However, the view that the exceptions of Section 2511 
are incorporated into section 2512 is often repeated and still 
appears to be an obstacle to the clear perception of the pro
sc;r;"iptions of Section 2512. 

3. Possession of Proscribed Devices by Police Departments 
in Non-Authorization States: As a general statement, as long as 
proscribed interception devices are used by governmental police 
agencies for a legal law enforcement purpose, the exception con
tained in section 2512(2) (b) is applicable and the prohibitions 
of Section 2512(1) remain inactive. Once the equipment is used 
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either illegally or for other than a law enforcement purpose, 
resort to the statutory exception is lost, and the provisions 
of Section 2512(1) are activated, making possession illegal. 

If a state has no authorizing statute for the purpose of 
meeting the requirement of 18 U.S.C. 2516(2), it cannot be in 
the normal course of activities of state and local police depart
ments in that state to intercept communications without at least 
one party consent. Accordingly, it cannot be in the normal course 
of their activities to possess equipment primarily useful for the 
nonconsensua1 interception of communications. However, one party 
consensual interceptions are permissible under the federal 
electronic surveillance statute if intercepted lIunder color of 
law," 18 U.S.C. 2511(2) (c). So long as such intercepts are per
mitted under state law, the state and local police may legally 
engage in one party consent intercepts. Since such intercepts 
would then be both legal and for a law enforcement purpose, the 
equipment used is exempted from the prohibitions of Section 
2512 (1) • 

Accordingly, even though the state is a "non-authorization 
state" it would be legal for police departments to possess those 
devices proscribed by Section 2512(1) which are designed for one 
party consent interceptions. It would not, however, be legal for 
them to possess devices designed for nonconsensua1 interceptions. 
We have encountered several instances where police forces in non
authorization states have been found in possession of offensive 
(nonconsensua1) electronic surveillance equipment. Where our 
inquiry has revealed no evidence of the use of such equipment, 
we have foregone criminal action in favor of divestiture of the 
equipment in question. However, any evidence of illegal use is 
vigorously investigated for the purpose of criminal prosecution. 

Consideration of Legislative Changes: 

1. The Licensing of Manufacturers: Correspondence sent 
to the Department earlier this month by the Executive Director of 
your commission broached the subject of licensing manufacturers 
of section 2512 devices. While the Department does not want to 
prejudge any specific licensing proposal which might later be 
submitted for our scrutiny, it should be noted that we have grave 
reservations as to the viability of the concept. The starting 
point of any licensing system is the defining of what is to be 
1jc~d. If a proposed regulatory system is to stop short of 
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requiring the licensing of all manufacturers engaged in the pro
duction of any device which transmits or records wire or oral 
communications or facilitates such transmission or recordation, 
then its d~afters must cope with the same definitional problem 
existent in ".Jection 2512. Even under an all-inclusive regulatory 
system, once the licensed manufacturer sells an innocuous device 
such as an automatic telephone answerer there is no way to pre
clude the purchaser from using that device for wiretapping. Further, 
to the extent that a manufacturer is presently willing to violate 
the felony provisions of section 2512, it seems unlikely 'c.nat a 
licensing requirement would have any impact. It is our belief 
that the additional level of bureaucracy inherent in such a 
regulatory system would be justifiable only as a last resort, and 
then only if a highly effec'tive system can be developed. 

It appears 'that the better method of curbing the availability 
of electronic surveillc.Hce devices is by increasing the risk in
volved in th~ir use. We believe that this could be accomplished 
through the amendment of Section 2511 to create a misdemeanor 
violation and a strict liability civil penalty, suggestions which 
were discussed at some length earlier. 

2. Amendment of Section 2513: While the Murdock standard 
of willfulness may be appropriate for a felony prosecution, there 
appears to be no justification for requiring such a heavy burden 
of proof in a forfeiture proceeding. We believe that proscribed 
devices should be subject to forfeiture solely on the objective 
basis of their nature or the nature of the advertising. Addition
ally, a strict liability civil penalty would be of valuable 
assistance in enforcing the prohibitions of section 2512. 

3. Export of Interception Devices: Manufacturers of sur
veillance devices complain that there should be a licensing pro
cedure whereby they could be exempted from the provisions of 
Section 2512 for the purpose of making sales to foreign governments. 
At present, the only way in which such a sale could be effected 
would be if the transaction is brought within the exceptions con
tained in section 2512(2) (a) or (b). The exception in 2512(2) (a) 
seems inapplicable as there would appear to be no way in which a 
common carrier could enter into a contract for the sale of pro
scribed devices to a foreign government pursuant to the normal 
course of its business activities. Similarly, such 'transactions 
would appear to be outside the normal business activities of state 
and local law enforcement agencies, 18 U.S.C. 2512(2) (b). However, 
some federal law enforcement agencies routinely, as a normal part 
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of their activities, cooperate with foreign police departments 
in an effort to combat crimes which have an international 
connection; for example, hijacking, the international flow of 
narcotics, and international terrorism. If, pursuant to those 
no.rmal, cooperative law enforcement efforts, aU. S. investigative 
agency enters into a contract between a foreign poliqe department 
and a U. S. producer of proscribed devices for the sale and 
delivery of such devices to the foreign police department, such 
transaction would appear to fall within the exception of section 
2512(2) (b). However, this is not an area subject to blanket prior 
determinations. Each proposed sale and export of proscribed 
devices to a foreign government would have to be individually 
evaluated to determine whether the transaction is, in fact, pur
suant to the normal course of activities of the participating 
U. S. Government agency, and thus legal under Section 2512. 

It is clear that the existing system for export of sur
veillance devices is cumbersome, and federal investigative agencies 
have shown a reluctance to become involved in the process. Accord
ingly, in the event that at some time in the future the need is 
exhibited by a significant number of foreign police departments 
for surveillance devices produced only within the united States, 
we would then favor serious consideration of an export licensing 
exception to Section 2512. However, at present we do not view 
the legitimate demand for such devices to be sufficient to merit 
the legislation. Absent a genuine need, the enactment of such 
legislation would appear inadvisable as it might encourage more 
businesses to begin producing such devices. 
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(PROCEEDINGS IN COURTROOM, JURY ABSENT) 

THE COURT: The first thing we must consider here is that 
this is a criminal prosecution. The statute is to be applied only in 
the event that its language requires a finding of guilt under the 
circumstances disclosed by the evidence. If any reasonable in
terpretation of any of the exceptions of the statute would apply 
to the conduct described by the government's case, it would fol
low that we must accept that exception as intending to negate 
criminal activity under the circumstances described. 

The Fifth Circuit, in Simpson against Simpson, was involved 
with almost exactly the circumstance I indicated earlier, of the 
husband listening in on his wife's conversation. (In it is made the 
charming comment that the conversations overheard were 
mild',y compromising in that "while the wife was resisting, she 
was not doing so in a firm and final fashion." The Court there in
dicated that Congress had considered that kind of interception. 
The reference to that kind of interception is in the testimony of 
the witness before Congress who also referred to business sur-

veillance of business personnel and '.he comment of the First 
Circuit was, at page 809, "These statements suggest Congres
sional awareness that private individuals were using electronic 
surveillance within their own homes. However, they do not sup
port the proposition that Congrer.s was concerned that such ac
tivities took place." 

Now it seems to me that surveillance techniques within a 
home ;re very similar to surveillance techniques within the fami
ly of a business organization. Congress was aware that those 
things were happening, and yet it would appear from some of the 
exceptions provided by Congress that they were excluding 
prosecution of that kind of surveillance. 

We find two areas where that comes up. The first is the exten
sion telephone exception in 251O(5)(a) which makes it plain 
that merely listening in on an extension telephone is not the kind 
of interception Congress is prohibiting. 

The evidence in this case-at least the testimony of the in
staller-was that an extension telephone had been installed, and 
it was through that extension telephone that this interception 
took place. 

Now, whether there was an instrument there or not, the equip
ment and facility had been installed by the carrier in the ordina
ry course of its business, which was to protect Macy's from im
proper activities by its employees. I believe that is a rational 
reading of that exception, and the defendant is entitled to have it 
read rationally in his favor. 

EXCERPT FROM ELECTRONIC SURVEILLANCE 
CRITICS QUESTIONNAIRE 

12. Is the Federal law effective in its prohibition of manufactur
ing, distribution, possession and advertising of wire or oral com
munication interception devices for purposes not related to the 
needs of a communications common carrier or of law enforce
ment? Should manufacturers of such equipment be subject to 
licensing? Do you have any other suggestions for stemming 
proliferation of this equipment? There have been a number of 
reports in the media of illegal wiretapping by !ocal police 
(Houston, Williamsport [PA], Cedar Rapids [IA], NYC). Do 
you have any views as to the competency of the FBI to in
vestigate such cases? Is there an alternative? 
13. Is the exception granted to communications common car
riers to intercept communications insofar as necessary to the 
protection of the rights or property of the carriers of such com
munications too broad? Should the sta.tute explicitly proscribe 
interception of telephone communications of employees in an 
office by the employers? What of companies which conduct 
most of their business by telephone, such as airlines reserva
tions? Is there any expectation of privacy in communications by 
an employee on a business telephone? If so how should that ex
pectation be defined? 
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EXHIBIT NO.I5.a. 

ri May 20, 1970 

General Kenneth J. Hodson 
Executive Director 
National Commission for the Review of 

Federal and .State Laws Relating to 
Wiretapping and Electronic Surveillance 

1875 Connecticut Avenue, N. W. 
Washington, D. C. 

Dear General Hodson: 

Your letter to the Attorney General, dated April 17, 
1975, has been referred to this Division for attention. 

In that letter you indicated that one area of particular 
interest to the Commission concerns the effectiveness of Title 
18, United states Code, Sections 2511 and 2512 in reducing and 
controlling illegal electronic surveillance. You posed eleven 
specific questions designed to elicit information relevant to 
the manner in which those statutes are administered by this 
Department. I will respond to your questions individually. 

1. How many Department of Justice attorneys in 
Washington have direct responsibilities for matters dealing 
with violations of 18 U.S.C. 25ll-l2? Primary responsibility 
for the administration of these statutes is vested in a unit 
of the General Crimes Section of this Division staffed by four 
attorneys. These attorneys playa major role in the formulation 
of Departmental policies and positions under Sections 2511 and 
2512, ~~d provide guidance to Assistant United States Attorneys 
in the handling of prosecutions brought under these sections. 

2. Approximately how much of their time is devoted to 
these matters? As a group, these four attorneys devote approx
imately 40% of their time to matters related to the enforcement 
of Sections 2511 and 2512. 
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3. Do written guidelines. exist for administering illegal 
electronic surveillance complaints and prosecutions? If so 
please submit. Yes, such written guidelines are contained in 
Department of Justice Memorandum Number 613 and 613, Supplement 
Number 1. Copies of those memoranda are attached. As with any 
prosecutive policy, the guidelines reflected in attached memo
randa specify areas of primary prosecutive interest as well as 
areas of relatively secondary interest. Any widespread dissem
ination of these memoranda might have the deleterious effect of 
fostering in some persons the erroneous view that certain types 
of violations can be committed with impunity. Accordingly, it 
is requested that the Departmental memoranda be used on a need 
to know basis and that they not be made public exhibits. 

4. What is the Justice Department policy towards pro
secution of illegal eavesdropping in domestic relations cases? 
Does the Department have a different policy towards prosecution 
of other types of illegal electronic surveillance? Has your 
policy been altered by Simpson vs. Simpson, 490 F.2d 803 (CA 5 
1974)? The Department1s overall prosecutive policy under Section 
2511 has been to focus primarily on persons who engage in or 
procure illegal electronic surveillance as part of the practice 
of their profession or incident to their business activities. 
This includes private investigators, attorneys, law enforcement 
officials, and business executives. Less emphasis is placed on 
the prosecution of persons who, in the course of a transitory 
situation such as a marital dispute, endeavor to intercept com
munications on their own, without the assistance of a professional 
wiretapper or eavesdropper. This does not mean that the Depart
ment has never prosecuted one spouse for his or her individual 
undertaking to intercept the communications of the other spouse. 
It is simply that such prosecutions are not a major thrust of the 
Department's enforcement program. Similarly, where one spouse 
hires a private investigator to conduct electronic surveillance 
on the other spouse, the Department will, when necessary, forego 
the prosecution of the offending spouse in favor of using his or 
her immunized testimony to build a prosecutable case against the 
private investigator. 

The Department1s policy in this regard has its underpinning 
not only in the efficient allocation of limited resources but 
also in the standard of willfulness embodied in Section 2511. 
The legislative history of that section defines "willful" by 
citing united States v. Murdock, 290 U.S. 389 (1933). Senate 
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Report No. 1097, Omnibus Crime Control and Safe Streets Act 
of 1967 [later changed to 1968], April 29, 1968, page 93. That 
case defines willful to mean an act done with a bad purpose or 
evil intent. Further, the court in Murdock cited approvingly 
decisions which defined willful in terms of "a thing done without 
ground for believing it 1 awful JI and "conduct marked by careless 
disregard whether or not one has the right so to act. ,J In a 
prosecution against a spouse for domestic relations electronic 
surveillance, it is often difficult or impossible for the 
Government to sustain its burden of proof under this defirLition 
of willful. This is especially true in the face of the frequently 
repeated view that it is legally permissible for a spouse to 
engage in electronic surveillance within his own home or on his 
own telephone. 

Our prosecutive policy as outlined above has not been 
altered by the Fifth Circuit decision in Simpson v. Simpson. In 
our view the Simpson decision was incorrectly decided. In that 
case, the Fifth Circuit held that the civil remedies portion of 
the federal electronic surveillance statute (18 U.S.C. 2520) 
does not allow recovery by a wife in a suit against her husband 
for wiretapping by the husband of the phone in the couplels 
marital home. Unfortunately, the decision inferentially and in 
dicta indicates that such interspousal wiretapping is not a 
crime. 

The court in Simpson conceded that the clear wording of 
the statute appears to proscribe such wiretapping. However, 
in deference to the traditional interspousal immunity from tort 
actions, the court undertook a search of the legislative history 
of the stc::.t'ute to determine if Congress had specifically ex
pressed a desire to apply the statute to interspousal wire
tapping. Finding no controlling expressions of legislative 
intent, the court hesitantly reached its decision, stating in 
so doing that "we are not without doubts about our decision" and 
"our decision is, of course, limited to the specific facts of 
this case." Simpson v. Simpson, 490 F.2d 803, 810 (CA 5, 1974)i 
cert den 43 U.S.L.W. 3239 (U.S., Oct. 22, 1974). 

The relevant legislative history uncovered by the court is 
set forth in a footnote to the decision. Unfortunately, the court 
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did not locate portions of the legislative history which indi-
cate explicitly that the proscriptions of Section 2511 are 
designed particularly for applicability to electronic surveillance 
conducted in domestic relations and industrial espion~ge situations. 
In view of such expressions of Congressional intent, the Depart
ment has not altered its prosecutive policy to conform with 
Simpson. We have on several occasions since the Simpson decision 
prosecuted a spouse for electronic surveillance conducted within 
the marital home. However, no additional law has been developed 
on this issue as the defendants have not raised the Simpson issue. 

The main difficulty encountered as a result of Simpson has 
been its derivative effect on the ~lement of willfulness. In 
prosecutions brought against a~torneys and private investigators 
for involvement in electronic surveillance emanating from marital 
disputes, the Government is occasionally encountering the argument 
that the defendant relied on Simpson in advising a client to wire
tap or in carrying out the wiretap for the client, and thus did 
not willfully violate Section 2511. This argument can cause 
serious problems for the prosecution in view of the Murdock stand
ard of willfulness contained in the statute and the fact that this 
argument is generally raised in the form of a motion for judgment 
of acquittal, thus allowing the prosecution no appeal from an 
adverse decision by a trial judge. 

5. How many prosecutions have been initiated under 2511(1) 
(a)? What enforcement problems, if any, exist in this section? 
The statistics maintained by this Department on Section 2511 are 
not subdivided to show the specific number of prosecutions brought 
under each subsection. Generally, where there has been an inter
ception in violation of Section 2511(1} (a) or (1) (b) there are 
also accompanying violations of section. 25ll(c) and (d) - i.e., 
knowing disclosure and use of the intercepted information. Accord
ingly, even though a defendant may be indic+:ed on three different 
counts involving violations of section 2511(1) (a), (c), and (d), 
the indictment is reflected in our statistics as one case brought 
under Section 2511. 

without resor·ting to specific statistics, it is possible to 
say that section 2511(1) (a) has been used frequently. All pro
secutions for the interception of wire communications are brought 
under 2511(1) (a). The enforcement and prosecutive problems 
encountered in such cases, as in all cases brought under 2511, can 
be placed into five general categories: (1) The difficulty 
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in establishing willfulness, discussed above. (2) The potential 
problem posed by the reasoning of the Simpson decision and the 
existing problem encountered in its derivative effect on proof of 
willfulness. (3) The fact that illegal electronic surveillance 
is a crime which often produces noncomplaining victims. To the 
extent that the surveillance goes undetected, its victims are 
unaware that they have been the subject of a crime. Moreover, in 
instances of domestic relations electronic surveillance (by far 
the most common type of electronic surveillahce) the victims 
frequently choose not to lodge a complaint for fear that the 
ensuing investigation and trial will focus attention on their own 
indiscretions. Domestic relations surveillance violations are 
often reported by a disinterested party, such as a telephone 
repairman, and the ensuing investigation finds the victims totally 
uncooperative. As an example, in a recent case a victim of an 
illegal intercept apprised this Department in n.o uncertain terms 
that he would do everything possible to thwart a prosecution. He 
appealed for the discontinuation of our investigation by stating 
that a prosecution would do far greater violenca to his privacy 
than did the illegal intercept. (4) The fact of judicial 
nullification. On several occasions united States District Court 
judges have been openly defiant of Government efforts to prosecute 
Section 2511 violations. More common, however, are expressions of 
judicial distaste for prosecutions emanating from marital disputes, 
an attitude which sometimes appears to inure to the benefit of the 
defense. Doubts have been expressed as to whether u. S. District 
Court is the appropriate forum, and a felony prosecution the 
appropriate medium, for disposition of domestic relations wire
tapping and eavesdropping cases. (5) The fact of jury nullifi
cation. Again, this problem is particularly critical in pro
secutions resulting from marital disputes. One strongly suspects 
that in such prosecutions the Government is sometimes viewed by 
jurors as the defender of persons caught in immoral conduct. In 
some cases, there may be a tendency to consider the results of the 
given instance of electronic surveillance as vindicating its use. 

In posing your question concerning enforcement problems under 
Section 2511(1) (a), we presume that you are, at least in part, 
referring to the question of the constitutionality of that sub
section as applied to eavesdropping violations (i.e., the inter
ception of oral communications). The existence of the con
stitutional issue is thoroughly documented and analyzed in the 
legislative history of the statute. See Senate Report No. 1097, 
supra, page 92; Hearings before the Subcommittee on Administrative 
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Practice and Procedure of the Senate Judiciary Committee, 90th 
Cong., 1st Sess., on the Right of Privacy Act of 1967, Part II, 
p. 441 et~. We are generally able to avoid the constitutional 
question by prosecuting eavesdropping violations under one of the 
delineated categories of Section 2511(1) (b) which has an established 
connection to interstate commerce. Our experience to date indi
cates that only rarely are all of the categories of 2511(1) (b) 
inapplicable to a given act of eavesdropping, and thus resort to 
25ll(1) (a) necessary. However, the Department is presently 
involved in the prosecution of such a case. Predictably, the case 
is now on appeal to the united States Court of Appeals for the 
Fourth Circuit with the key issue being the constitutionality of 
the blanket eavesdropping prohibition contained in Section 2511(1) 
(a). If the court1s decision reaches the constitutional issue, 
it will represent the first appellate determination in this regard. 

6. Do you have difficulty in interpreting 2511(2) (d), 
specifically the words 11 ••• or for'the purpose of committing any 
other injurious actll? Yes, that final phrase of section 2511(2) (d) 
does create problems ,of interpretation. The remainder of sub
section (2) (d) appears clear in meaning. The subsection permits 
persons not-acting under color of law to intercept a communication 
where one of the parties to the communication has given pripr con
sent, unless the communica~ion is intercepted for the purpose of 
committing a criminal or tortious act 1I0r for the purpose of 
committing any other injurious act.1I 

Section 2511(2) (d) was added to the statute as a floor amend
ment introduced during Senate debate by Senator Hart. As such, 
there is scant legislative history to explain the intended meaning 
of 1I 0 ther inj,urious acts. II See 114 Congressional Record 14694 
(May 23, 1968); Senate Report No. 1097, supra, additional views of 

Mr. Hart; p. 175. That legislative history indicates that the 
overall intent behind 2511(2) (d) is to make the one party consent 
exception available only for IIprivate persons who act in a defensive 
fashion. II 114 Congressional Record 14694. One party consent 
interceptions are prohibited when the consenting party lIacts in any 
way with an intent to injure the other party to the conversation ••• 11 

114 Congressional Record 14694. The only example provided of a non
criminal or tortious intent to injure is the secret, one party 
consent recording of a conversation for the purpose of II publicly 
embarrassing" the nonconsenting party. 114 Congressional Record 
14694. Some further light is shed on the meaning of the statutory 
provision by the delineation of two types of one party consent 
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interceptions which are not prohibited: (1) a recording made of 
lIinformation of criminal activity by the other party with the 
purpose of taking such information to the police"; and (2) a 
recording made out of a "legitimate desire to protect himself 
and his own conversations from later distortion • • « by the 
other party." 114 congressional Record 14694. 

This Department has never sought to base a prosecution on 
the instant statutory provision, i.e., a one party consent 
recording made for the purpose of committing a noncriminal or 
tortious injurious act. However, there are certainly some 
equitable wrongs for which no criminal or tort remedies are 
available. It remains possible that a suitable flagrant situation 
might arise where the Department would institute a criminal pro
secution based on the instant statutory provision. It appears 
unlikely, however, that the provision as presently drafted will 
playa significant role in the Department's enforcement program. 

7. What criteria does the Justice Department use in deter
mining if a device is IIprimarily useful for the purpose of the 
surreptitious interception of wire or oral communication"? Have 
you had difficulty deciding the nature of some devices? If so 
give examples. Has Justice Department policy on interpretation 
of 2512 been altered by U. S. vs. James A. Six; USDC ND Indian~ 
1970? In determining which devices are primarily useful for the 
surreptitious interception of communications, we rely heavily on 
the examples set forth in the Senate Report prepared on the bill. 
Senate Report No. 1097, supra, p. 95. It appears that the pro
scribed devices delineated in that legislative history are of two 
basic types: (1) disguised listening devices, and (2) devices 
designed to intercept communications occurring elsewhere than the 
location of the interceptor. As long as the statute is strictly 
applied to those two types of devices, there appears to be a 
reasonable basis for determining whether a given device is pri
marily useful for the surreptitious interception of communications. 
However, the test established by the statute is a factual test --i.e~ 
wh~ther the attributes of a device give predominance to the 
surreptitious character of its use - and, as with any factual 
determination, there will always be some close calls which are 
difficult to make. 
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It is important to realize the limitations of Section 2512 •. 
The legislative history makes it clear that it is designed to 
proscribe "a relatively narrow category of devices whose principa.l 
use is likely to be for wiretapping or eavesdropping. lI Senate 
Report No. 1097, supra, p. 95. As applied to such a narrow 
category of devices, the statute appears relatively effective. 
However, the statute is not designed to and does not have the 
capability of preventing the possession and distribution of all 
electronic devices which may prove of assistance to wiretappers 
and eavesdroppers. 

The Department's interpretation of Section 2512 has not been 
altered by the u. S. District Court decision in united States v. 
James A. six (N. D. Indiana, 1970). The Government's prosecution 
in that case terminated with a finding of not guilty by the trial 
judge after a bench trial. In that situation no appeal was possibleo 
The judge based his finding of not guilty on his conclusion of law 
that the word "willfully" as used in Section 2512 requires that 
the defendant's possession of a proscr.ibed device must have been 
with knowledge that the possession was prohibited by law and "with 
the purpose of violating the law. Jl No case law or legislative 
history was cited in support of this ruling. It is difficult to 
determine exactly what the judge meant by the phrase "with the 
purpose of violating the law." However, if the intended meaning 
was that the defendant must possess the device \\1ith the purpose 
of using it in violation of 18 U.S.C. 2511, such position is 
clearly rebutted in the Court of Appeals decision in united States 
v. Bast, 495 F.2d 138 (CA D.C., 1974). The decision in U. S. v. 
Six is unpublished. In our view the judge's definition of IIwill
fullyll - even accepting the more moderate of its possible inter
pretations, i.e., that there must be specific intent to violate 
Section 2512 - is without any legal foundation. We know of no 
other case under 18 U.S.C. 2512 in which a court has adopted such 
a definition. 

8. with reference to section 2512(2) (a), have any standards 
beGn devised to determine what is the " ••• normal course of the 
communications common carrier's business" (for this purpose, 
assume that in 1971 an individual representing the International 
Telephone and Telegraph Corporation possessed and transported to 
a foreign nation devices prohibited by 2512)? No such standards 
have been devised. The question of what activities are in the 
normal course of a communication common carrier's business calls 
for a factual judgment which is not subject to a blanket prior 
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determination. Each instance must be judged on its own unique 
facts. However, to pursue the subject matter of your question 
a bit further, it is possible to draw some general conclusions. 
We do know from Section 2511(2) (a) (i) that it is legally per
missible for an officer, employee, or agent of a communications 
common carrier to intercept communications under the conditions 
delineated in that subsection. The exception contained in Section 
2512(2) (a) provides a concomitant right for communication common 
carrier personnel to possess proscribed interception devices. 
Such q statutory exception appears' necessary to give full meaning 
and effect to the carrier's right to intercept. conversely, the 
carrier's right to possess such proscribed devices appears limited 
to that possession necessary to carry out legitimate interception 
activities authorized by 2511(2) (a) (i). Accordingly, to be 
possessed in the normal course of the carrier's business, the 
proscribed device must be possessed as a normal and reasonable 
incident to the carrier's powers under 2511(2) (a) (i). 

The legitimacy of a common carrier transporting a proscribed 
device from the United States to a foreign country would have to 
be gauged analogously. If the common carrier has facilities in 
a foreign country, its transport of devices to that country for 
its own use would appear to be in the normal course of business 
so long as the intended use is compatible with 2511(2) (a) (i) or 
with the law on common carrier intercepts in the foreign country. 

9. How do you interpret the portion of 2512(2) (b) which 
provides an exception for an "officer, agent, or employee of, or 
a person under contract with, the united States, a State, or a 
political subdivision thereof, in the normal course of the 
activities of the United States, a State or a political subdivision 
thereof ••• 11 (i.e., can a police officer or department purchase 
and/or possess prohibited devices in a State that does not have 
legislation authorizing court-authorized wiretaeping)? As indi
cated in the answer to the previous question, we hesitate to make 
blanket prior determinations concerning what constitutes the 
normal course of activities of a law enforcement agency_ However, 
it is ~ossible to draw some conclusions on the specific situation 
posed in your question. AS a general statemen't, as long as pro
scribed interception devices are used by governmental police 
agencies for a legal law enforcement purpose, the exception con
tained in Section 25l2(2) (b) is applicable and the prohibitions 
of Section 2512(1) remain inactive. Once the equipment is used 
either illegally or for other than a law enforcement purpose, 
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resort to the statutory exception is lost, and the provisions 
of section 2512(1) are activated, making possession illegal. 

If a state has no authorizing statute for the purpose of 
meeting the requirement of 18 u.S.C. 25l6(2), it cannot be in 
the normal course of activities of state and local police depart
ments in that state to intercept communications without at least 
one party consent. Accordingly, it cannot be in the normal course 
of their activities to possess equipment primarily useful for the 
nonconsensual interception of communications. However, one party 
consenSl1al interceptions are permissible under the federal 
electronic surveillance statute if intercepted "under color of 
law," 18 U.S.C. 251l(2) (c). So long as such intercepts are per
mitted under state law, the state and local police may legally 
engage in one party consent intercepts. Since such intercepts 
would then be both legal and for a law enforcement purpose, the 
equipment used is exempted from the prohibitions of section 2512(1). 

Accordingly, even though the state is a "non-authorization 
state Jl it would be legal for police departments to possess those 
devices proscribed by Section 2512(1) which are designed for one 
party consent interceptions. It would not, however, be legal for 
them to possess devices designed for nonconsensual interceptions. 

10. Under what circumstances, if any, could a manu.facturer/ 
distributor sell prohibited devices to a.foreign government? The 
only way in which such a sale could be effected would be if the 
transaction is brought wit.hin the exceptions contained in Section 
2512(2) (a) or (b). The exception in 2512(2) (a) seems inapplicable 
as there would appear to be no way in which a common carrier could 
enter into a contract for the sale of proscribed devices to a 
foreign government pursuant to the normal course of its business 
activities. Similarly, such transactions would appear to be out
side the normal business activities of state and local law enforce
ment agencies, 18 U.S.C. 25l2(2) (b). However, some federal law 
enforcement agencies routinely, as a normal part of their activities, 
cooperate with foreign police departments in an effort to combat 
crimes which have an international connection; for example, 
hijacking, the international flow of narcotics, and international 
terrorism. If, pursuant to those normal, cooperati.ve law enforce
ment efforts, a U. S. investigative agency enters into a c0ntract 
between a foreign police department and a U. S. producer of pro
scribed devices for the sale and delivery of such devices to the 
foreign police department, such transaction would appear to fall 
within the exception of Section 2512(2) (b). However, this is not 
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an area subject to blanket prior determinations. Each proposed 
sale and export of proscribed devices to a foreign governm8nt 
must be individually evaluated to determine whether the transaction 
is, in fact, pursuant to the normal course of activities of the 
participating U. S. Government agency: and thus legal under 
Section 2512. 

11. Under what circumstances, if any, could a manufacturer/ 
distributor display or demonstrate erohibited devices to a 
potential client? Under the terms of Section 2512, it is not 
legal for retailers or distributors to purchase proscribed devices 
for resale. Sales must be made directly from the manufacturer to 
the authorized purchaser. Further, except for the situation dis
cussed in the answer to question 10 above, the only authorized 
purchasers of devices proscribed by Section 2512 are communications 

-common carriers, governmental law enforcement agencies, and officers, 
agents, and employees thereof. Demonstration of prohibited devices 
to these clients can be accomplished under the same conditions that 
a sale can be accomplished. In other words, the authorized pur
chaser may, in the regular course of its activities, enter into a 
contract with a manufacturer for the construction of sample devices 
to be demonstrated to that prospective purchaser. 

At the close of your letter, you asked to be advised of the 
status of the eavesdropping complaint involving one Donald L. 
Uffinger which you referred to this Department in October, 1974. 
You indicated in your letter that if the matter has been disposed 
of it might provide the Commission with an opportunity to examine 
a case from its inception. please be advised that the complaint 
is still under investigation. Accordingly, no further comment on 
the matter by this Department is appropriate at this time. 

If we can be of any further assistance to you, please feel 
free to contact us. 

Sincerely, . ~ 

. JA..- c.,.. . J;:.,.IL--r\l.-(~' ,f (7 . .,~ 
/ OlIN c. KEENEY 7 

Acting~~sistant Attorney General 
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EXHIBIT NO. 15b. 

EXTRACT 

DEPARTMENT OF JUSTICE 
WASHINGTON, D.C. 20530 

July 7, 1971 

MEMO NO. 613 
SUPPLEMENT No. 1 

TO ALL UNITED STATES ATTORNEYS 

SUBJECT: Interception of Communications 

To provide a better understanding of the Act and insure 
uniformity in construction, we discuss below a number of com
mon misconceptions concerning these provisions of law. The 
first is the question of scope of authorized activities under the 
exceptions in 18 U.S.C. 2512. The exceptions do not permit ad
vertising and do not permit transactions Jirectly with foreign 
governments. The exceptions authorize only manufacture, dis
tribution, and possession. Thus, a dealer may not advertise 
prohibited devices even though he circularizes only authorized 
purchasers. On the other hand, he may advise such purchasers 
that his firm is generally skiiled in the production of electronic 
devices and respond to specific inquirielf with information 
requested on prohibited devices. In addition, a dealer may not 
maintain an inventory of assembled prohibited devices in an
ticipation of obtaining a contract with an excepted buyer, nor 
does a particular supplier's contract with an excepted purchaser 
legitimize another supplier's transactions with the prime contrac
tor. 

As to foreign governments and others for that matter, if an ex
cepted buyer in the normal course of its activities becomes a 
party to a sale to a third entity, we view the exception as applica
ble to the transaction as a whole. 

Another misconception as to activities allowed by Title III is 
the belief that a telephone subscriber may intercept communica
tions on his own service without violating the law. The fact that 
a tap is put on the subscriber's own phone in his own house or 
place of business is an irrelevant matter under 18 U.S.C. 2511. 
The exception pertains to parties, not to subscribers. Implied 
consent may exist if notice is given. And even if the interception 
is not in violation of section 2511, the device used to make the 
interception may still be prohibited by section 2512. 

It should also be noted that anyone who sells any device for 
use in interception falls within 18 U.S.C. 2 as an aider and 
abettor and is equally guilty with the principal for the latter's 
violation of 18 U.S.C. 2511 by means of the device provided. 

Finally, problems may arise regarding illegal interception by 
local law enforcement agencies. Local authorities should be 
made to clearly understand that we cannot condone violations 
even if done for a worthy purpose. In light of 18 U.S.C. 2516(2) 
local authorities have no excuse for illegal interception activities. 

A concerted effort should now be made by United States At
torneys to refer complaints to local authorities in those states 
which have reasonably adequate statutes, absent special circum
stances warranting Federal action. See Memo No. 613, page 12. 
Those states having reasonably adequate statutes prohibiting 
both the interception of wire and oral communications are as 
follows: Alaska, Arizona, California, Colorado, Florida, Georgia, 
Hawaii, Illinois, Massachusetts, Minnesota, New Hampshire, 
New Jersey, New York, and Oregon. States having adequate 
statUtes only against the interception of wire communications 
are: Idaho, Kentucky, Montana, Nebraska, North Dakota, Ohio, 
Okl4homa, Pennsylvania, and Wyoming. 

United S;ates Attorneys in those states lacking adequate laws 
should encourage adoption of adequate local prohibitions, not
ing that it is in those states that local offenders will be most 
tempted to intercept without authority. The Department will 
continue to monitor state programs for the adoption of effective 

laws and the institution of effective enforcement programs. 
When it becomes plain in a particular state that the authorities 
are indifferent to such invasions of the privacy of their citizens, 
as demonstrated by their failure either to enact effective statutes 
or to effectively enforce them, we should cease to endeavor to 
thrust Federal policy upon them and limit prosecution to those 
cases having, again, a substantial Federal interest Or involving 
out-of-state residents. 

Investigative-prosecutive activities under Title III will continue 
to be coordinated by a special unit within the General Crimes 
Section of the Criminal Division (Extension 2346). 

(Signed) 
WILL WILSON 

Assistant Attorney General 
Criminal Division 

EXHIBIT NO. 16 
Simpson v. Simpson, 490 F.2d 803 (5th Cir., 1974) 

14 Cr12495 (3/27/74) 

HUSBAND WIRETAPPING WIFE DOESN'T 
VIOLATE '68 CRIME CONTROL ACT 

Thorough review of scanty legislative history convinces CA 5 
that there was no criminal violation or compensable tort. 

The difference between Congressional awareness and congres
sional concerns dooms the efforts of a divorced wife to get civil 
damages under Title III of the 1968 Omnibus Crime Control Act 
for her ex-husband's wiretapping of her phone conversations 
within the marital home. The Fifth Circuit's exhaustive review of 
what little legislative history there is shows that while Congress 
expressed awareness of the problem of detective-assisted marital 
bugging and tapping, it didn't clearly express the kind of concern 
that would justify extending federal legislation into the field of 
domestic relations and the privacy of marital domiciles. 

Although on its face Title Ill's broad language might reach 
such snooping by spouses, it will take a lot more to convince the 
Fifth Circuit that anything but a restrictive interpretation of this 
language is justified. One reason is avoiding the unwarranted ex
tension of federal power into new areas where congressional in
tent is not clear. The other is that this is largely criminal legisla
tion designed to regulate abuses in the criminal justice field, and 
includes parallel criminal provisions that would expose jealous 
husbands and wives to harsh jail terms for activities which may 
be designed to protect their marriages. Thus the plaintiff, who 
also invoked right-of-privacy and sexual equality arguments that 
the court thinks irrelevant, fails to collect under 18 U.S.C. 2520. 
(Simpson v. Simpson, 3/8/74) 

Digest of Opinion: [Test] The issue presented on this appeal is 
the scope of the wire interception provisions of the Omnibus 
Crime Control and Safe Streets Act of 1968, 18 U.S.C.A. Secs. 
2510-2520. Is the interception by a husband using electronic 
equipment of the conversation of his wife with a third party over 
the telep~: ,ne in the marital home included in the statutory 
proscription? The context in which we must address this issue is 
a suit by the wife for civil damages against the husband, pursuant 
to Section 2520. The district court answered in the negative and 
we affirm, although the language and legislative history of the 
Act leaves the question in considerable doubt. [End Text] 

The conversations the husband obtained were mildly com
promising or ambiguous as to actual adultery, but when he 
played them for the wife's lawyer, the lawyer advised, and the 
wife agreed to, an uncontested divorce. 

[Text] After the divorce, appellant brought this action. Failing 
below, she has appealed, arguing beforf: this court that her claim 
is bolstered by constitutional protections of privacy and emerg
ing concepts of women's rights. We take a more pedestrian view 
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of the ca:;e, and are of the opinion that it involves nothing more 
nor less than statutory construction. If Congress' intended to ex
tend such a remedy to persons in her position, appellant prevails; 
if it did not, she fails. This being the case, we tum to the statute 
and its history. * * * 

The naked language of Title m, by virtue of its inclusiveness, 
reaches this case. However, we are of the opinion that Congress 
did not intend such a far-reaching result, one extending into 
areas normally left to states, those of the marital home and 
domestic conflicts. We reach this decision because Congress has 
not, in the statute, committee reports, legislative hearings, or re
ported debates indicated either its positive intent to reach so far 
or an awareness that it might be doing so. Given the novelty of a 
federal remedy for persons aggrieved by the personal acts of 
their spouses within the marital home, and given the severity of 
the remedy seemingly provided by Title lIl, we seek such indica
tions of congressional intent and awareness before extending 
Title III to this case. 

Our independent search of legIslative materials has been long, 
exhaustive, and inconclusive. * * * 

An initial observation about Title III is that it is a part of a 
crime control act * '" * 

Be this as it may, Title III also was intended to protect in
dividuals against invasions of their privacy by sophisticated sur
veillance devices. (End Text) 

The Senate's report expresses awareness of the problem that 
no one is assured privacy anymore and that words spoken as to 
private personal and marital concerns can be intercepted and 
used against the spegker. It adds that to assure privacy of wire 
communications, Title III prohibits all tapping and bugging by 
non .police persons. 

[Text] For our purposes it must be pointed out that we have 
herein quoted virtually every phrase of the report's text dealing 
with private surveillance-amounting to less thai! one of the ten 
pages about Title III, the balance concerning electronic surveil
lance by law enforcemen~ officials. Not only does the report, like 
the act, focus on crime control, but it also contains no clear indi
cation that Congress intended to intrude into the marital relation 
within the marital home. We thus have considered it necessary 
to consult the extensive legislative hearings on the subject, the 
better to gauge Congress's intent and awareness. 

The impres~"", left by these hearings is similar to that 
produced by the report-the focus was official use of surveil
lance devices, with Iitt!.:: explication of how far t,le private 
prohibition should extend. [End Text1 

The only relevant passages we have fouild in over five years of 
hearings concern testimony by three private detectives and a dis
trict attorney [set forth in the court's footnotes] indicating that 
the practice of bugging in marital disputes is common, that de
tectives tend to restrict it to supplying bugging equipment and 
advice to husband or wives wishing to tap within their own 
homes, and that private detectives sometimes justify the practice 
by saying that in their experience, whenever the truth is out 
there is a far better chance, statistically, of reconciliation. 

[Text] These statements suggest congressional awareness that 
private individuals were using electronic surveillance techniques 
within their own homes. However, they do not support the 
proposition that Congress was concerned that such activities 
took place. 

Given this inconclusive legislative history, we think two other 
factors are important. First, it is clear that Congress did not in
tend to prohibit a person from intercepting a family member's 
telephone conversations by use of an extension phone in the 
family home-subsection (5)(a)(i) of section 2510 directly 
covers this point. If there is a convincing distinction between this 
clearly acceptable overhear and the overhear accomplished by 
appellee, we fail to see it. In fact, we think the (5)(a)(i) exemp
tion is indicative of Congress's intention to abjure * * * deciding 
a very intimate question of familial relations, that of the extent 

of privacy family members may expect within the home vis-a-vis 
each other. 

Second, we note that not only does Title iII have the primary 
goal of controlling crime, but that it also prescribes criminal 
sanctions for its violators. That is, if appellant prevails here then 
appellee is subject to severe criminal penalties, assuming of 
course that the prosecution could meet the higher standards of 
proof required for criminal convictions. We thus are bound by 
the principle that criminal statutes must be strictly construed, to 
avoid ensnaring behavior that is not clearly proscribed. See Kor
del v. United States, 1948,335 U.S. 345, 349, 69 S.Ct. 106, 109, 
93 L.Ed. 52, 56. We consider this basic due process principle to 
be of considerable importance in this case, in light of our own 
inability to determine from the statute and its lcgislative history 
whether one is prohibited from tapping one's spouse's conversa
tions within one's own home. 

As should be obvious from the foregoing, we are not without 
doubts about our decision. However, we have concluded that the 
statute is not sufficiently definite and specific to create a federal 
cause of action for the redress of appellant's grievances against 
her former husband. Our decision is, of course, limited tv the 
specific facts of this case. No public official is involved, nor is 
any private person other than appellee, and the locus in quo 
does not extend beyond the marital home of the parties. 

Affirmed. [End Text]-Bell, J. 
(Simpson v. Simpson; CA 5, 3/8/74) 

EXHIBIT NO. 17 

Statistics of Complaints Received and 
Prosecutions Pursued under the Criminal 

Provisions of Title III, Omnibus Crime 
Control and Safe Streets Act of 1968 

It is difficult to determine accurately the magnitUde of illegal 
electronic surveillance. To the extent that the surveillance goes 
undetected, its victims are unaware that they have been the sub
ject of a crime and no complaint is made. Further, in instances 
of domestic relations electronic surveillance, victims often 
choose not to lodge a complaint for fear that the ensuing in
vestigation and trial will focus attention on their own indiscre
tions. On the other hand, many complaints are made by persons 
acting on mere suspicion and without any object basis for their 
belief. This is reflected in the fact that less than 2% of the wire
tapping complaints investigated by AT&T affiliates produce any 
evidence of a possible tampering with the telephone line. 

The FBI, in conjunction with the U.S. Attorneys' offices, seeks 
to weed out the clearly spurious and unfounded allegations and 
to confine their investigative efforts to complaints which appear 
at the outset to have some factual support. The statistics on the 
resulting category of "cases received for investigation" are con
tained in the first table which follows. However, in reviewing 
those statistics it should be kept in mind that a significant per
centage of the cases received for investigation ultimately prove 
to constitute unfounded complaints. 

The statistics which follow have been organized into five sub-
ject areas: 

1. Complaints received by the FBI 
2. Cases filed (indictments and informations) 
3. Cases terminated 
4. Analysis of cases terminated 
5. Disposition of appc.ils 

Complaints Received by the FBI 

The statistics set forth below are compiled by the FBI and 
represent what they classify as "cases received for investiga
tion." This term, defined generally, means all complaints which 
appear at the outset to state a prima facie violation of the 
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Federal criminal statute in question. The statistics are compiled 
for the broad classification of interception of communications 
violations, which includes 18 U.S.C. 2511 and 2512 and 47 
U.S.C. 605. Separate statistics are not maintained for the in
dividual statutes. A case is categorized under the subject matter 
of the initial complaint. Therefore, if an interception of commu
nications investigation evolves from an investigation begun in 
another statutory area, that investigation would not be reflected 
in these statistics. 

The statistics of complaints received by the FBI in Fiscal Year 
1975 are based on data through the first ten months of the fiscal 

year. 

Fiscal Year Complaints Received by FBI 
1969 .......................................................................... 433 
1970.......................................................................... 541 
1971.......................................................................... 521 
1972 .......................................................................... 541 
1973.......................................................................... 569 
1974.......................................................................... 701 
1975.......................................................................... 688 

TOTAL ........................................................................ . 3,994 
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CASES FILED (INDICTMENTS AND INFORMATIONS) 
UNDER THE INTERCEPTION OF COMMUNICATIONS STATUTES 

The statistics cited below exclude superseding indictments and informations. This was done to avoid having some cases reflected 
in the statistics two or more times. 

The statistics for Fiscal Year 1975 are based on data through the first nine months of the fiscal year. 

Fiscal Year 

1969 ..........•............••.. 
1970 ........................... 
1971 ........................... 
1972 ........................... 
1973 ........................... 
1974 ........................... 
1975 ...............•........... 

Total ................. 

18 U.S.C. 2511 18 U.S.C. 2512 47 U.S.C. 605 
Cases 

3 
3 
8 

15 
19 
19 
14 
81 

Defendants Cases Defendants Cases 

3 1 1 
3 3 4 

12 2 2 
21 6 7 
33 3 4 
24 2 3 
22 2 2 

118 19 23 

INTERCEPTION OF COMMUNICATIONS 
CASES TERMINATED 

Defendants 

3 4 
3 4 

2 2 
1 1 
2 3 
3 3 

14 17 

Total 
Cases Defendants 

7 8 
9 11 

10 14 
23 30 
23 38 
23 30 
19 27 

114 158 

The statistics below exclude all nonfinal terminations such as dismissal of charges foJIowed by the filing of a superseding 
indictment or information in the same case. This was done to avoid having some cases reflected in the statistics two or more times. 

T1he statistics for Fiscal Year 1975 are based on data through the first nine months of the fiscal year. 

Fiscal Year 
18 U.S.C. 2511 18 U.S.C. 2512 47 U.S.C. 605 Total 

Cases Defendants Cases D'efendants Cases Defendants Cases Defendants 

1969 ........................... 1 1 2 2 
1970 .........................•. 2 2 6 7 8 9 
1971 ........................... 3 5 4 4 1 2 8 11 
1972 ........................... 14 22 3 3 1 1 18 26 
1973 ........................... 22 24 3 4 1 1 26 29 
1974 ........................... 15 24 6 8 21 32 
1975 ........................... 17 20 1 1 6 7 24 28 

Total ................. 73 97 18 21 16 19 107 137 

----
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Analysis of Cases Terminated Under the 
Interception of Communications Statutes 

The statistics below exclude all nonfinal terminations such as dismissal of charges followed by the filing of a superseding indict
ment or information in the same case. This was done to avoid having some cases reflected in the statistics two or mere times. 

The statistics for fiscal year 1975 are based on data through the first nine months of the fiscal rear. 

Fiscal year Statute 
1969 .......................... . 18 U.S.C. 2511 ............ . 

18U.S.C.2512 ............ . 
47 U)S)C) 605 ............. .. 

Total ................ .. 

1970 ........................... 18 U.S.C. 2511 ........... .. 
18 U.S.C. 2512 ............ . 
47 U.S.C. 605 ............ .. 

Total ................. . 

1971 ........................... 18 U.S.C. 2511 ............ . 
18 U.S.C. 2512 ............ . 
47 U.S.C. 605 ............. .. 

Total ................ .. 

19/2 ........................... 18 U.S.C.2511 ............ . 
18 U.S.C. 2512 ............ . 
47 U.S.C. 605 ............. .. 

Total ................ .. 

Fiscal year Statute 
1973 ........................... 18 U.S.C. 2511 .. " ......... 

18U.S.C.2512 ............. 
47 U.S.C. 605 ............... 

Total .................. 

1974 ........................... 18 U.S.C. 2511 ............. 
18 U.S.C. 2512 ............. 
47 U.S.C. 605 ............... 

Total .................. 

1975 ........................... 18 U.S.C. 2511 ............. 
18 U.S.C. 2512 ............. 
47 U.S.C. 605 ............... 

Total .................. 

Total Cases Terminating in Conviction .................. 

Cases Terminating in Conviction 
Conviction After Plea of Guilty or 

Contested Trial Nolo Contendere 

Cases 

1 
2 

3 

3 

4 

Defendants 

1 
2 

3 

5 

6 

Cases 

2 

2 

2 

5 
I 

6 

Defendants 

2 

2 

2 

7 
I 

8 

Cases Terminating in Conviction 
Conviction After Plea of Guilty or 
Contested Trial Nolo Contendere 

Cases Defendants Cases Defendants 
4 5 12 13 

5 6 12 13 

7 9 3 8 
1 1 

7 9 4 9 

2 2 6 6 

6 7 

2 2 12 13 

22 27 39 48 
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Cases 

Cases 

Total 

Defendants 

2 

3 

2 
3 

5 

8 
1 
1 

10 

Total 

2 

3 

2 
3 

5 

12 
1 
1 

14 

Defendants 
16 18 

17 19 

10 17 
1 I 

11 18 

8 8 

6 7 

14 15 

61 75 



Cases Not Tenninating in Conviction 
Dismissal Dismissal 

byD.J. by Court Acquittal Total 

Defend- Defend- Defend- Defend-
Fiscal year Statute Cases ants Cases ants Cases ants Cases ants 

1969 ........................... 18 U.S.C. 2511 ............. 
18 U.S.C. 2512 ............. 
47 U.S.C. 605 ............... 

Total .................. 

1970 ........................... 18 U.S.C. 251 I ............. 
18 U.S.C. 2512 ............. 
47 U.S.C. 60S ............... 4 S 5 6 

Total .................. 4 5 5 6 

1971 ........................... 18 U.S.C. 2511 ............. 3 3 
18 U.S.C. 2S12 ............. 1 
47 U.S.C. 60S ............... 2 2 

----
Total .................. 2 5 3 6 

1972 ........................... 18 U.S.C. 2511 ............. 2 6 3 3 6 10 
18 U.S.C. 2S12 ............. 1 1 1 1 2 2 
47 U.S.C. 605 ............... 

Total .................. 3 7 4 4 8 12 

1973 ........................... 18 U.S.C. 2511 ............. 3 3 3 3 6 6 
ISU.S.C.2SI2 ............. 1 2 2 2 3 4 
47 U.S.C. 60S ............... 

Total .................. 4 5 2 2 3 3 9 10 

Cases Not Tenninating in Conviction 
Dismissal Dismissal 
by O.J. by Court Acquittal Total 

Defend- Defend- Defend- Defend-
Fiscal year Statute Cases ants Cases ants Cases ants Cases ants 

1974 ........................... 18 U.S.C. 2511 ............. 3 4 1 2 5 7 
18 U.S.C. 2S12 ............. 3 3 2 2 5 7 
47 U.S.C. 605 ............... 

Total .................. 6 7 2 3 2 4 10 14 

1975 ........................... 18 U.S.C. 2511 ............. S 6 2 2 2 4 9 12 
18 U.S.C. 2512 ............. 1 I I 1 
47 U.S.C. 605 ............... 

Total .................. 5 6 2 2 3 5 10 13 

Total Cases Not Terminating in Conviction ............ 18 21 16 25 12 16 46 62 
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Disposition of Appeals Taken Under 
The Interception of Communications Statutes 

The statistics for fiscal year 1975 are based on data through the first nine months of the fiscal year. 

Fiscal year Statute 
1969 .......................... . 
1970 ......................... .. 
1971 ........................... 18U.S.C.2511 ........... .. 

47 U.S.C. 605 ............. .. 
1972 ........................... 18U.S.C.2511 ............ . 

18 U.S.C. 2512 ........... .. 
1973 ........................... 18U.S.C.251! ............ . 

18 U.S.C. 2512 ........... .. 
1974 ........................... 18 U.S.C. 2511 ........... .. 

18 U.S.C. 2512 ............ . 
47 U.S.C. 605 .............. . 

1975 ........................... 18U.S.C.2511 ........... .. 
18 U.S.C.2511 ........... .. 

Cases 

I 
I 
I 
1 
1 
I 
2 
I 
I 
2 
2 
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Defendants Disposition 

I Dismissed in favor of United States 
I Decision in favor of United States 
2 Decision in favor of United States 
1 Decision in favor of United States 
I Decision in favor of United States 
1 Dismissed in favor of United States 
2 Decision in favor of United States 
I Decision in favor of United States 
1 Decision in favor of United States 
3 Decision in favor of United States 
2 Dismissed in favor of United States 



EXHiBIT NO. 18 ---

CODE OF FEDERAL REGULATIONS 
Title 15 - Commerce and Foreign Trade 

376.13 Communications intercepting devices 

(a) Export license requirements. A validated export license is 
required for the export to any destination (including Canada) of any 
electronic, mechanical, or other device primarily useful for surrepti-
tious interception of wire or oral communications. Any exporter who knows, or 
has reason to believe, that such commodities will be used f.or such pur-
pose shall include that information on his application for validated 
export license. The application shall be on Form FC-4l9, Application 
for Export License. The words "Communications Intercepting Device" shall 
be entered at the top of the form immediately above the printed words 
"United States of America." 

(b) Qualifications of exporter. Licenses to export the commodities 
described in paragraph (a) of this section will be issued only to: 

(1) A communications common carrier or an officer, agent, or 
employee of, or person under contract with, a communications common carrier 
when engaged in the normal course of such communications common carrier's 
business; or 

(2) Officers, agents, or employees of, or person under contract with 
the United States, one of the 50 States, or a political subdivision thereof, 
when engaged in the normal course of government activities. 

(c) Examples of communications intercepting devices. An electronic, 
mechanical, or other device that can be used for interception of wire or 
oral communications is subject to the provisions of this 376.13 if its 
design renders it primarily useful for surreptitious listening even though 
it may also have innocent uses. A device is not restricted merely because 
it is small or may be adapted to wiretapping or eavesdropping. Some 
examples of devices to which these restrictions apply are: The mart1.ni 
olive transmitter; the infinity transmitter; the spike mike; and the dis
guised microphone appearing as a wristwatch, cufflink, or cigarette pack; 
etc. The restrictions do not apply to devices such as the parabolic 
microphone or other directional microphones ordinarily used by broadcasters 
at sports events, since these devices are not primarily useful for surrepti
tious listening. 

(d) Effect of other provisions. (1) If, at the time of export, a 
validated license is also required under other provisions of the Export 
Administration Regulations, the application shall be submitted in accordance 
with this 376.13 as well as all other applicable provisions. The require
ments of this 376.13 are in addition to, rather than in lieu of, other 
validated license requirements set forth in the Export Administration 
Regulations. (2) Insofar as consistent with the provisions of this 376.13, 
all other provisions of the Export Administration Regulations shall apply 
also to export license applications and export licenses for these commodities. 
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CHAIRMAN ERICKSON: Mr. Reynolds, we ap
preciate your coming. Thank you. 

The meeting stands recessed until 1 :30. 
[Whereupon, at 12:50 p.m., a luncheon recess 

was taken until 1 :30 p.m.] 

AFTERNOON SESSION 

CHAIRMAN ERICKSON: We will reconvene. 
Unfortunately, some members of the Commission 

are going to have to leave prior to the completion 
of hearings this afternoon, and for that reason we 
will try to expedite this as much as possible. 

At this time, I would like the remaining witnesses 
to be sworn. 

Mr. Caming, I see, is at the table. 
Mr. Beller, Agent Simon, and I.1r. Berolzheimer. 
[Whereupon, Messrs. Beller, Simon and Berolz-

heimer were sworn by Chairman Erickson.] 
CHAIRMAN ERICKSON: The witnesses, other 

than Mr. Caming, may return to their seats, and we 
will proceed with Mr. Caming's testimony. 

TESTIMONY OF H. W. WILLIAM 
CAMING, ATTORNEY, AMERICAN 
TELEPHONE & TELEGRAPH 
COMPANY 

CHAIRMAN ERICKSON: We are fortunate at 
this time to have Mr. William Caming as a Commis
sion witness. For almost ten years he has been a 
member of the Legal Department of the American 
Telephone & Telegraph Company. His responsibili
ties there include oversight over all legal matters 
pertaining to electronic surveillance, rights to priva
cy, and liaison with law enforcement authority. 

Mr. Caming will discuss AT&T's current policies 
in this area and make recommendations for im
provements in the law. 

I understand you are going to summarize your 
opening statement. 

MR. CAMING: Yes, Mr. Erickson. 
I wish to thank the Commission for the opportu

nity of presenting our views, both on privacy of 
communication, and our various policies, practices, 
and experiences. 

I wish at the outset to reaffirm the Bell System's 
long-standing commitment to privacy of communi
cations, one which we feel very sincerely. 

We have strongly opposed over the years any in
vasion of privacy by illegal wiretapping, and 
strongly endorsed legislation, both at the federal 
and state levels, which protected such privacy. 

We believe, too, that the Federal Omnibus Crime 
Control Act has contributed significantly to pro
tecting privacy by, among others, clarifying existing 
law and proscribing, under pain of heavy criminal 

penalty, any unauthorized interception, use, or dis
closure of wire communications. 

Each of our Bell System companies endeavors to 
vigorously protect the privacy of our customers' 
conversations through physical protection of equip
ment and facilities, by advances in technology over 
the years, and by thorough instruction and supervi
sion of our employees. 

Any allegations of illegal activity leveled against 
any of our employees or any evidence thereof, 
whether uncovered in our day-to-day operations or 
brought to our attention by any outside source, is 
promptly and thoroughly investigated. And if the 
facts so warrant, prompt disciplinary and prosecu
tory action is taken. 

Additionally, it is long-standing Bell System pol
icy to cooperate fully with law enforcement 
authorities and other government agencies in their 
investigations of any alleged illegal activity on the 
part of any of our employees or others. 

You have heard testimony, and I merely need to 
advert to the fact that yellow pages directory adver
tising relating to advertisements on wiretapping, 
eavesdropping, or debugging have long been 
banned for reasons set forth in my statement. 

Just briefly, in the area of cooperation with law 
enforcement authorities, Bell System companies 
cooperate with duly authorized authorities by 
providing limited assistance as necessary to effectu
ate the particular wiretap order. The assistance 
generally takes the form of providing line access, 
record information such as the designation and lo
cation of the specific telephone line or lines ap
proved for interception in the court order. 

Under the federal act, in the instance of federal 
law enforcement authorities and in some eight 
states and the District of Columbia, which states 
have appropriate enabling laws, the court order 
may direct the telephone company to provide 
limited assistance in the form of information, facili
ties, and technical assistance necessary to accom
plish the particular wiretap unobtrusively and with 
minimum disruption to service. 

Our assistance generally takes the form of a 
private line channel from terminal to terminal, i.e., 
a channel from a terminal which also services the 
telephone line under investigation to a terminal ser
vicing the listening post location designated by law 
enforcement. 

We do mention our cooperation in national 
security matters in our statement, and I will pass 
on. 

In cooperating with law enforcement authorities, 
the Bell System does provide the very minimum 
assistance necessary to accomplish the particular 
wiretap. Under no circumstances do we do the 
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wiretapping ourselves. That, we feel, is the exclu
sive province of law enforcement authorities. Nor 
do we furnish them with terminal equipment to be 
used in connection with the wiretap, such as pen re
gisters or tape recorders, nor do we provide 
telephone company identification cards, uniforms, 
tools, or telephone company trucks. 

Turning to another subject of the Commission's 
inquiry, disclosure of corporate toll billing record 
information, these are corporate records main
tained by each telephone company in the ordinary 
and regular course of its business as necessary sub
stantiation for charges to be billed to the 
customers, and required by statute. They contain 
no information as to the content of any telephone 
conversation or, with limited exception, the identity 
of parties to any conversation. 

This information is held in strict confidence and 
we divulge it only under valid subpoena or adminis
trative summons, such as that of the Internal 
Revenue Service. 

As a matter of policy, these records are no longer 
disclosed pursuant to other lawful demands. 

In addition, whenever such records are sub
poenaed or summoned, the telephone company au
tomatically notifies the customer within 24 hours 
thereafter, except when a law enforcement agency 
or legislative committee s..:;~king the records specifi
cally requests in writing that such disclosure npt be 
made by certifying that notification could impede 
and obstruct its official investigation or interfere 
with enforcement of the criminal law. 

Turning to another subject of inquiry, electronic 
toll fraud, in the early 1960's a most ominous threat 
to the telephone industry arose in the form of small 
electronic toll fraud devices, the so-called blue and 
black boxes. These devices enable the user to cir
cumvent the telephone company's automatic billing 
machinery which is actuated by electrical signals, 
and thus the callers can place or receive free caIls 
to or from various parts of the world. 

Because these boxes are relatively and surpris
ingly inexpensive to make, their use has grown at 
an alarming rate. We estimate, for example, that 
blue boxes, one of which I will show you in a mo
ment, can be produced at a cost of $25 to $50 per 
unit, and black boxes at a cost that can be as little 
as a dollar or so. 

Our experience has also shown that these devices 
have a unique appeal, among others, to the criminal 
element, whether it be a member of organized 
crime or an unprincipled businessman. This is so 
because not only is payment of the lawful telephone 
charges evaded but also any record of the commu
nication wholly concealed, permitting them to con
duct their unlawful activity under a smoke screen 
of anonymity. 

If the Commission would indulge me for a mo
ment, I would like to just show them to you, and 
very swiftly go through a black box device. 

The black box device is placed on the line of the 
telephone being called. The way it is checked-and 
I might say the name "black box" came about 
because the first one found was black as far as an 
outward cover-and this one, coincidentally, is 
marked on the back "Japan." 

The wires leading from the telephone central of
fice after they enter the home are put through here 
(indicating': and then brought up through here to 
the hand set of the telephone itself, or the receiver 
and transmitter. 

Now, when a call normaIly comes in you have 
ringing, and you pick up the telephone, and when 
you do that, that off-hook condition-and the 
telephone line furnishes current which sends back 
an electrical signal to our automatic billing equip
ment saying, "The party has answered; the party 
has gone off hook, and therefore billing should 
commence." And it is only when that .signal is 
received that a charge is made for the call. 

The current is also indispensable in order to talk. 
Now, when the call comes in through use of a 

black box, at the first ring the called party who con
trols the device will press down this button in the 
center. By pushing on this button he shuts off the 
ringing. And he then flicks the on-off switch to the 
"on" position, furnishing current from this 
device-which current is furnished by a battery 
contained therein-to the equipment. 

So that he has done two things. He has supplied 
the necessary electrical current for talking circuit 
but also blocked the signal so that it does not go 
beyond this device and nothing goes back to the au
tomatic billing machine. 

So from our records standpoint, there is no 
record of a call having been answered. 

Another interesting point: The caller, of course, 
is not charged for the call, since no call is 
completed, ostensibly. 

A.dditionally, if he is in a coin box, which gam
blers have found of great advantage, he gets his 
money back. 

So this type of device also has appeared and we 
have found them in forms several inches wide, very 
easily concealable, veri easily pocketable, and 
often very difficult to detect. 

I will Shortly just touch upon the operation of a 
blue box. 

CHAIRMAN ERICKSON: When you do reach 
the blue box and compare it with the black box, 
would you be willing to cause a photograph to be 
made of the two devices of this type so it could be 
included in the record? 
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MR. CAMINO: And we will see that we do that MR. CAMINO: We shall be very pleased to, or if 
. you would find it more convenient we would make 
the photographs and furnish them to you. 

next week. 

CHAIRMAN ERICKSON: We would appreciate 
your doing that. 
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MR. HODSON: Eight-by-five glossies, please. 
[Laughter.] 
[The material referred to follows.] 



TELEPHONE COMPANY MONITORING 

In addition to the types of electronic eavesdropping which the. 
Commission has alt'eady examined, Title III contains a number of 
provisions which allow the monitoring of telephone conversations by 
persons other than law enforcement personnel. The provisions are 
contained in Section 2511 (2)(a)(i), which states: 

"It shall not be unlawful under this chapter for an 
operator of a switchboard, or an officer, employee, 
or agent of any communication common carrier, whose 
facilities are used in the transmission of a wire 
communication, to intercept: disclose, or use that 
communication in the normal course of his employment 
while engaged in any activity which is a necessary 
incident to the rendition of his service or to the 
protection of the rights or property of the carrier 
of such communication: Provided, that said communication 
common carriers shall not utilize service observing or 
random monitoring except for mechanical or service 
quality control checks." 

Based on this provision, telephone company personnel may 
engage in the monitoring of telephone conversations. This monitoring 
may take one or more of the following forms: 

A. Service Observing - this is the principal quality control check by which 
the telephone company statistically evaluates the service being provided to 
customers by its ~quipment and personnel. Incoming calls by customers to 
telephone business offices, repair offices, information operators and long 
distance operators are randomly selected, and monitoring begins, at the 
instant after dialing is completed but before d.r.~ging begins. The person 
monitoring the call is then able to determine how long it takes for the 
call to be answered, the quality of the connection and the nature of the 
service provided by the phone company representative. In addition, some 
customer to customer long distance and local calls are also selected for 
service observing, to determine the quality of service being provided by 
toll switching and local switching equipment. When such customer to 
customer calls are selected, monitoring ceases at the time that "satisfactory 
conversation" begins; i.e., after the salutations. 

All calls monitored under the service observation program are randomly 
selected and the results are statistically analyzed on a continuing basis 
to evaluate the quality of service being provided to telephone company 
customers. The monitoring is conducted from secure locations by experi
enced telephone company personnel. 
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B. Supervisory Monitori~ - this practice is engaged in by the 
telephone company, governmental agencies and private concerns. 

The purpose of supervisory mortitoring is to evaluate the quality 
of service being provided by persons handling incoming telephone calls 
from the public. 

Supervisory monitoring differs from service observing in several 
important respects. While service ,.,bservation is designed to provide a 
statistical analysis, supervisory monitoring is designed to actually 
evaluate the performance of specific individuals. Furthermore, supervisory 
monitoring is not limited to the phone company; under a theory of implied 
consent, governmental agencies (su'ch as IRS Tax Information Centers) and 
private concerns (such as airline reservation offices) also engage in such 
monitoring, using equipment provided under tariff from the telephone company. 

Only incoming business calls are subject to supervisory monitoring 
and while the employees are aware that their telephone performance may be 
monitored, the calling party is generally not aware that his conversation 
may be overheard by supervisory personnel. Because of this, the regula
tory bodies in at least two states have prohibited supervisory monitoring 
unless the calling party is given advance notice that his call is subject 
to monitoring. 

C. Electronic Toll Fraud Investigations - Since the early 1960's, small 
electronic devices have been manufactured and distributed through black 
market channels which are capable of electronically overriding the tele
phone company's automatic billing equipment, enabling the user to make 
long distance telephone calls at no cost. A "blue box" is used by the 
calling party; a "black box" by the called party, but in both cases the 
telephone company is defrauded out of long distance revenues. 

The detection of blue and black box usage by telephone company 
security departments is difficult, but not impossible. Blue box users, 
in order to gain access to a long distance line, must begin by dialing 
a toll-free (800) number. Before the called number actually rings, the 
user presses a button on his device which produces a specific multi
frequency electronic tone. This tone not only switches the call from 
the originally dialed number onto an open long-distance trunk, but also 
overrides the company's au toma tic billing equipment. The user is then 
able to dial any an~a code and number, stay on the line for as long as 
desired and not be billed for the call. The telephone company's only 
record of this usage is that it will show up as a call to the originally 
dialed toll-free number and will show how long the call lasted. 
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Telephone company security departments look for patterns of 
frequent, lengthy calls to toll-free numbers as preliminary evidence 
of electronic toll fraud.. Once such evidence is obtained, an 
electronic device can be attached to the suspected line which, by 
analyzing the electronic tones and signals on the line, can determine 
with a high degree of reliability, whether electronic toll fraud is 
being committed. 

Under the exception provided in Section 2511 (2) (a) (i) for "any 
activity which is a necessary incident ••• to the protection of the ••• 
property of the carrier of the communication," many telephone companies 
have engaged in the monitoring and recording of customer to customer 
conversatiot .... over lines . where electronic toll fraud is suspected. 
The statutory exception is broad and absolut.e.; no court order is 
necessary and no law-enforcement participation is required, even though 
the intent of the monitoring and recording by phone company personnel 
is to secure evidence of criminal activity. 

Perhaps the broadest interpretation of this provision was given by 
AT&T who used it to justify the continua.tion of a program, begun in 1964, 
whereby as many as 40 million customer to customer calls were elec
tronically "scanned," and up to 2 million recorded and analyzed, in an 
attempt to determine the statistical frequency of electronic toll fraud. 
This particular program was ended in mid-1970. (See attached newspaper 
account, the details of which were confirmed to the Commission staff by 
an AT&T representative.) 

There is currently a proposed amendment before Congress which would 
prohibit the telephone company from monitoring conversations in electronic 
toll fraud investigations. The effect of this amendment would be to 
require the company to bring law enforcement personnel into the investiga
tion and have them secure a court order, under Title III, before any voice 
monitoring could take place, or else to conduct their investigations 
without monitoring. 

In order to fu~ly explore both sides of this question, the Commission 
will hear from a'representative of AT&T, Mr. H.W. William Caming, who will 
defend the practice of t.elephone company monitoring without a court order, 
and from a representative of The Central Telephone Company, Mr. Neil Beller~ 
and an FBI agent, Michael Simon, who successfully investigated and prosecu
ted several blue box cases in late 1973, in Las Vegas, Nevada, without 
monitoring customer conversations. 
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ST. LOUIS POST DISPATCH - February 2, 1975 

Bell Secretly Monitored 
Millions Of Toll Calls 

• By LOUIS J. ROSE 
Of the Post·Dispatch Staff 

• 1975. 51. Louis Post·Dispatch 

The Bell Telephone System monitored 
in random fashion millions of long-dis
tance calls originating in six cities, in
cluding St. Louis, and secretly tape
recorded parts of at least 1,500,000 calls 
for analysis in New York. 

The Post-Dispatch has learned that 
the highly secretive program was de
signed to help combat electronic toll call 
frauds, but only a tiny fraction of the 
calls listened to and recorded were ever 
confirmed by the company as being 
fraudulent. 

Other cities besides S1. Louis where 
calls were monitored were New York, 
Detroit, Miami, Los Angeles and New
ark, N. j. 

The monitoring program covered a 
six-year period and ended in the spring 
of 1970, when those Bell executives in
volved were warned to purge their files 
of any reference to the program and to 
destroy any materials rell'.ting to it. 

A source with knowledge of the inter
nal operations of the Bell system said 
that Bell executives who ran the moni
toring program believed the company 
was within its legal rights, but were 
afraid Bell's image might be damaged 
if word leaked to the public. 

"From the beginning they analyzed 
this very carefully," the source told the 
Post-Dispatch, "and decided that if it 
ever were necessary to reveal the exist
ence of this equipment in order to prose
cute a toll fraud case, they would sim
ply decline to prosecute." 

A good percentage of the tape record
ings involved segments of from 30 sec
onds to 00 seconds from the time a call 
was first dialed, but in several hundred 
thousand instances entire conversations 
were recorded. 

The monitoring equipment frequently 
misread calls as having indications of 
electronic toll fraud. Certain frequency 
components in human speech, for exam
ple, could have caused the equipment to 
be activated as if fraud were involved, 
with the result that the entire conversa
tion might be taped, it was said. 

The program was unknown to many 

high-ranking Bell executives even in 
areas where it was in effect. 

More than 30,000,000 long-distance 
calls were monitored during the first 
four years of the program by sophisti
cated equipment that scanned trunk-line 
calls. The equipment looked for elec
tronic indications that an attempt was 
being made to bypass (he system's toll 
charge mechanism. 

Of the more than 1 ,500,000 long-diS
tance calls that were at least pa-rtly 
recorded during the first four years of 
the program, with the tapes being sent 
to New York for analysis, fewer than 
25,000 were considered by those doing 
the analysiS to be indicative of fraud. 

Fewer than 500 of the calls in this 
category during the first four years 
were confirmed as fraudulent. 

Initially, the program went into effect 
in late 1964 with SIX units, each capable 
of monitoring 100 trunk lines. Each unit 
could handle about five cvalls at any 
given moment. The program began with 
two unbits each in New York and Los 
Angeles and single units in Miami and 
Detroit. 

Early in 1967, the Detroit unit was 
transfered to St. Louis. It was installed 
here at the Southwestern Bell facility at 
2651 Olive Street, remaining there until 
the spring of 1970 It was about then 
that the entire program was ended. 

Several factors, including fear of pub
lic exposure, figurE'S in the decision to 
end the program. Other factors, includ
ed concern over the condition of the 
monitoring units and whether the whole 
approach was efficient and comprehen
sive enough. 

Joseph F. Doherty, who is now direc
tor of corporate security at the New 
York headquarters of' American Tele
phone & Telegraph Co., played an im
portant role in the program and was 
among those involved in the orders tbat 
files relating to it shOuld be purged amd 
destroyed. 

Doherty, when asked for comment, 
suggested that a reporter channel his 
questions through public relations per
sonnel at Southwestern Bell Telephone 
Co. here, one of 22 AT&T companies. 
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Later Friday, William Mullane, press 
relations director for AT&T confirmed 
most of the details known to the Post
Dispatch. Mullane said the program 
largely was an experimental or trial 
project and was ended May I, 1970. 

He said he did not know how many 
calls had been tape-recorded, but said 
hp, believed the recordings ran between 
60 and 90 seconds. The Bell system con
tinues to crack down on electronic toll 
fraud, but its present apprach does not 
involve voice recordings, he said. 

The monitoring units used during the 
old program were designed by Bell Lab
oratories to detect electronic toll cheat
ers, particularly those persons who uti
lized "blue box" and "black box" equip
ment. 

(A blue box is a device intended to 
allow the user to place long-distance 
calls that dodge the Bell system's billing 
equipment. A black box is a device that 
enables persons to call the box's owner 
long distance without paying for the 
call.) 

The monitoring units worked this 
way: 

Once the unit locked onto a call, it 
would record on a temporary recorder 
the initial phase of each call. If it found 
nothing indicating electronic fraud, the 
temporary recording was erased and 
the equipment prepared to handle a new 
call. 

But if the initial phase appeared to 
indicate, for example, that a blue box 
was being used, the equipment activat
ed a master tape recorder that would 
record a segment or the entire content 
of the call. The master tape subsequent
ly was sent to New York for analysis. 

Mullane said that elaborate precau
tions were taken to assure that the 
tapes were studied only by a small 
grouyp of trained security personnel in 
New York. "They could not be listened 
to locally, II he said. 

He conceded the program had been 
kept highly secretive. 

"The fewer people that know anything 
you are doing to detect fraud, the better 
of[ you are," he commented. 



MR. CAMINO: When we were faced with this 
problem the first time, we were faced with the fact 
that if fraud could be committed with impunity by 
the caller and called party, and a large number of 
these inexpensive devices could flood the market, 
staggering financial losses would naturally ensue. 

Faced with this threat, the Bell System took im
mediate steps in the early '60's to determine 
whether it would be necessary to undertake what 
was a monumental task of redesigning and restruc
turing the signalling functions of the nationwide 
telecommunications network, at an estimated cost 
to our customers which would range upwards from 
a half-billion to a billion dollars, as well as taking 
several years to accomplish. 

We, therefore, took steps to determine the mag
nitude of the fraud through instituting a very 
limited action strictly controlled and rigidly 
guarded experimental program of scanning and 
testing the network at only several key representa
tive cities-no more than five at one 
time-between late 1964 and early 1970, to which 
reference has been previously made. 

Now, we did examine in this area a limited 
number of trunks, by having the telephone eqllip
ment fastened to 100 trunks at each of these five 
representative locations. In one or two places they 
were moved to more representative positions. And 
we could only sample-and it was random sam
pling-five calls at anyone time. 

These calls would be mechanically scanned, 
tested, and looked at by the equipment-there was 
no human ear involved-and determined whether 
they were legitimate. It was like putting your hand 
into a stream, picking out a fish, examining it, and 
then dropping it back into the stream. 

The scanning, testing, and recording were done 
by mechanical means. If the call appeared legiti
mate, that is, if the proper supervisory signals were 
present, then the call would be immediately thrust 
back. 

However, if the call showed preliminary indica
tions of illegality, that is, it looked to the equipment 
to be an illegal call-that is, one basically of two 
types: if you could hear voices but there was no 
current seemingly going to the call and therefore no 
billing, that was an indication of a black box call. 
Or if there was a telltale blue box tone, which 
would be used to seize the network by the caller, 
that, too, appeared to be an illegal call. 

In such cases, and only in those cases, were the 
calls recorded by equipment associated with this 
scanning equipment. 

The recordings were for limited periods, and this, 
too, was done by mechanical means. 

The equipment that did result in the recording 
was under very secure conditions, and the 
recordings were sent for analysis to the Analysis 
Bureau in New York to insure that there was very 
limited scrutiny, and particularly examined, for two 
purposes: One, the attempt to determine the 
statistical magnitude of the fraud, as I mentioned 
earlier, and secondly, in some cases to (i<.lcrmine 
whether there were any leads as to who the caller 
or called party might be. 

Now, this was first-generation type of equipment 
which we recognized and was done for the purpose 
basically of determining the magnitude of the 
pn}clem. 

We were simultaneously working on second
generation equipment, and also working on other 
methods of detection. And by early 1970 we had 
reached a stage where we would discontinue the 
very limited voice recording that went on. As a 
result, all recording was terminated in this prelimi
nary indication, scanning-of-the-network stage, in 
May of 1970. 

Since then, we have been using effective 
scanning and testing procedures which have 
eliminated the necessity of any voice recording dur
ing the pre-investigative, as I characterize it, 
preliminary detection stage of examining the net
work. These have included extensive use of compu
ters, plant-testing equipment and procedures, and 
statistical analysis of traffic patterns, and develop
ment of more sophisticated network scanning 
equipment which does not require any voice 
recording capability. 

Just for a moment, the Communications Act im
poses on all telephone companies the obligation by 
statute to prevent such thefts of service. Prosecu
tion has been and continues to be, in our opinion, 
the only effective deterrent. A minimum amount of 
recording of a very limited number of illegal calls is 
still indispensable in a substantial number of cases 
during the last evidence-gathering investigative 
stage. 

But we are most concerned and have full recog
nition of the public concern in this area. So to as
sure to the maximum possible degree the privacy of 
communication, we employ a series of investigative 
measures other than voice recording, such as, for 
example, after getting preliminary indication of il
legality, we will use a measuring device, such as a 
peg count register or its equivalent, which will in
dicate the telltale tones by recording them on paper 
tape or a counting mechanism so we can carefully 
further evaluate the accuracy of any preliminary in
dications of electronic toll fraud. 

Only when a reasonably strong suspicion of such 
fraud has been firmly and unequivocally 
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established, the possibility of any plant trcuble 
ruled out by proper testing, and all other investiga
tive measures exhausted, do we engage in limited 
recording. 

And now we come to the blue box, if I may. 
The blue box is the more commonly known box, 

and its function permits greater flexibility as far as 
accomplishing theft. As you can see, it is very 
small. It is portable. You can literally put it in your 
shirt pocket and be undetected. And this one, too, 
coincidentally, bears on the back of the case, 
"Japan." 

Normally when you place a call to any of a series 
of numbers-for example, if you call in a distant 
city information, which would be in Washington 
212 and the traditional 555 -1212, you would be 
making what would be called a noncharge call. This 
means that when you make the call the equipment 
will record the call but will not bill it to the 
customer on the automatic billing equipment. 

Just to give you a very simple explanation of how 
our billing equipment works: When you pick up 
your own telephone as the caBer, an off-hook con
dition is noted in our automatic billing equipment. 
Then, after you dial the number and all, and the 
called party answers, a second entry is made in the 
equipment. And this might be 200 entries later in a 
busy metropolitan area, because whatever entry is 
made with different phones going off the hook are 
recorded in this continuous process and later the 
computer coordinates the information for each call. 

Then, at the completion of the call, when the 
called party hangs up, there is a third entry. You 
have time and distance which are the two factors, 
and then statutorily required billing charges. 

When you make a free call, there are the same 
entries but there is a no-charge condition. 

What happens is you may make a call to informa
tion or an 800 number, which is a no-charge 
number, such as calling Hertz or Sears-Roebuck in 
a distant city, or you may call the business office of 
the telephone company. 

Now, here is how this box would work-and it is 
quite simple. The party first dials, say, Chicago, 
which is 312-555-1212. They dial that on their 
regular telephone and it goes through the network 
and you can sort of hear it progressing from your 
listening. And then you hear the ringing cycle, 
meaning it is in Chicago at the switching center. 

But before the party answers, you then emit the 
telltale tone (indicating) that is a signal to the 
equipmelJtlh~tdislodges the call and literally seizes 
the circuit. It is an internal signal that we use to in
dicate the circuit is free. 

As soon as that is done-and you are now in the 
toll network, not in the portion going from the local 

telephone to the local central office, but the actual 
intercity or more than one central office toll net
work. There i8 HI) reason to have this telltale tone 
present unless it just happens to be accidentally 
present during a conversation when that frequency 
is emitted by some sound in the background. 

So after you seize it at Chicago you press the KP, 
which is the key pulsing button that only a toll 
operator has. 

Then you dial, in Sydney, Australia, say, what
ever number you want to, using the code-in the 
United States or in Sydney or in London. And when 
you have dialed all that, then you press another 
button which only the operator has, the start but
ton, and it appears to the equipment that another 
long-distance call is coming through, so you at 
Chicago, having seized the circuit, send the call on 
to its destination. 

Now, when the call is completed and your party 
in Sydney picks up the line, the equipment, not 
having recognized that an alien body has seized it 
from distant planets, thinks that you have 
completed your call to informaticn in Chicago. So 
all you have at that point is an entry that you 
reached the information operator-a no-charge 
condition. Then when your party in Sydney, Aus
tralia, hangs up, the equipment thinks that the in
formation operator, directory assistance operator in 
Chicago, has hung up. And that is all that shows. 

Meanwhile, if you have any facility with 
this-and as you see, it is acoustically coupled so 
you don't have to connect it in any way with wires 
or hard wire-you can then do this (indicating) and 
start your next call. 

So you don't even have to redial Chicago. You 
can stay on this, controlling the Chicago line that 
you have seized, and make a series of five or ten 
calls to all parts of the world. And if you make your 
next call within a period of seconds after the first 
call, you are off again. The equipment still thinks, 
"This fellow is talking a heck of a long time to that 
directory assistance operator in Chicago. " 

CHAIRMAN ERICKSON: That blue box, as you 
denominate it, has a sticker on it. Was this an ex
hibit in some case? 

MR. CAMING: Yes. This was a grand jury ex
hibit in a particular case on October 24, 1973, and 
at the conclusion it was provided by the court to us. 

CHAIRMAN ERICKSON: Was a conviction ob
tained? 

MR. CAMING: I believe it was. I am not sure 
with certitude in this particular case, but our 
batting average has been rather good because we 
are rather careful before we bring anything to 
prosecution. 
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Now, what do we record? Remember, we don't 
do any recording at an until every other investiga
tive method has been carefully explored, and until 
we have established by other equipment that this is 
definitely an illegal call. In other words, we would 
keep a count, for a day or so, by a counting 
mechanism of one type or another of the number of 
times, plus perhaps the various tones dialed, in
dicating that there was undoubtedly a blue box 
being used. 

Once we have established this and are in our final 
evidence-gathering stage, the recording is very brief 
and usually includes three facets: The dialing of the 
multi-frequency tones of the blue box after the tell
tale tone of the blue box is emitted. That actuates 
the equipment. It does not start until then. 

And we would record the dialing tones and then 
the ringing cycle of the fraudulent call and the 
opening salutation when the party answers. 
Generally this entire process is 60 seconds or less of 
voice conversation, and very often it is only 60 
seconds for the entire recording, including the ring
ing and dialing facets. 

Now, as part of our continuing concern and 
review of our operating policy relating to privacy of 
our communications, we recently have further 
refined our procedures to require that no such 
limited recording may take place unless the prior 
express approval is obtained of the company's 
Security Manager and the concurrence of the Vice
President, Operations, and the Vice-President and 
General Counsel of a particular company, or their 
designee. In this respect, too, as in many others, our 
systemwide procedures, as in toll billing records 
and in most of our procedures, are more restrictive 
than the requirements of the law but reflective of 
our concern. 

Now, I might just say in passing that these crimes 
have never enjoyed the protection of the law, 
neither before nor after the passage of Title III. It is 
of particular interest, though, that almost all these 
cases go to prosecution, and in these cases our en
tire process of evidence-gathering has been sub
jected to close and thorough judicial scrutiny and, 
of course, a confrontation by the defendant. 

This judicial oversight has continued to date with 
some 325 convictions and a number of pending 
cases, which indicate not just the number of convic
tions but the extent to which courts at state and 
federal level have repeatedly reviewed our 
procedures for gathering evidence. 

With virtual unanimity, the courts have held the 
methods have been lawful, have been effected inde
pendently of cooperation with law enforcement 
authorities, and are in the public interest. 

Now, we have introduced a federal statute 
proscribing the manufacture, possession, importa
tion, distribution, or adveriising of these devices, 
and the publication of plans, specifications, and in
structions for making or assembling or using them. 
And we have submitted that to the commission for 
its consideration. 

We feel it would substantially contribute to the 
containment of this trr~ of fraud. Prosecution for 
illegal use under a statute such as the fraud-by-wire 
statute will, of course, continue to be our first line 
of defense. But a statute of this character would do 
a great deal to assist. 

Now, as in many criminal areas, detection here is 
very difficult. And the instances of electronic toll 
fraud that we know about, I think I can frankly say, 
represent the portion of the iceberg that meets the 
eye. 

We believe that the actual losses currently being 
sustained by us may be ten or twenty times as great 
as the profitable losses which we calculate to be on 
the order of a million dollars or more a year. 

Now, we feel, in concluding, that the virtually 
unchecked use of electronic toll fraud devices 
which would result if the threat of effective detec
tion and prosecution is removed would impose an 
overwhelming financial burden on the telephone in
dustry. 

You can visualize what would occur if every 
household had a blue box and a black box. It would 
require the telephone industry and· its honest 
customers to underwrite the entire cost of these 
depredations, not only the loss of revenue but the 
substantial expense of the circuits, facilities, and 
equipment which are tied up by such illegal use. 
And these losses w"Ould rapidly reach staggering 
proportions, soaring into the tens and hundreds of 
millions of dollars, and I think it's fair to say 
jeopardize our very ability to provide telephone ser
vice to this nation. 

I would be very pleased to answer any questions 
that the Commission may have. 

CHAIRMAN ERICKSON: We appreciate that 
very much, Mr. Carning. 

Mr. Feldman will proceed with the questioning. 
MR. HERSHMAN: If you don't mind, I have just 

a few questions I would like to ask before Mr. Feld
man begins. 

At the request of the Commission you supplied 
us with figures indicating that between January 1, 
1967, and June 30, 1974, approximately 1,457 
devices were found on the facilities of AT&T and 
its subsidiaries. Could you tell us, Mr. eaming, how 
these devices were found? 

MR. CAMING: I take it by that you mean who 
found them? 
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------- ----- -- -

MR. HERSHMAN: Who found them and ~n what 
course of business? 

MR. CAMINO: Well, as you might weIl an
ticipate, Mr. Hershman, they were found in a 
variety of ways. A great many of them were found 
by our own telephone people routinely in the 
course of their day-by-day duties. 

We have, for example, some 90,000 Bell System 
outside-plant personnel who are continuously in 
contact with the plant, both the outside facilities 
and in offices and homes. And, of course, there 
they have on a large number of occasions found 
these devices. 

In addition, whenever a customer requests a 
plant check for a possible wiretap, we make as ex
haustive a search as we possibly can. 

Now, admittedly many of these supposed wiretap 
complaints we can establish are plant troubles, such 
as static, as I mentioned in my statement, or crack
ling noises or voices on the line. But if we cannot, 
we then make a very thorough physical inspection, 
and frequently the devices have been found as a 
result of a customer check. 

MR. HERSHMAN: How frequently would you 
say, Mr. Caming? 

MR. CAMINO: I would not offhand know, but I 
would say that both methods are contributive to the 
totals that were achieved. I have no idea of the 
breakdown, and I don't think it would necessarily 
control. In both cases the telephone company has 
found it and our people are very alert to any irregu
larity or foreign device and are instructed to report 
immediately. 

Now, many times we ourselves determine that it 
is not what it appears to be. For example, you ~ay 
find a loose wire and it turns out that it was just left 
there by a previous installation being closed off. 

But we are continually refining our methods. We 
make a very exhaustive investigation of every com
plaint. We do not take any of these lightly. We very 
carefully explore them. 

MR. HERSHMAN: Mr. Caming, how many ex
aminations of this nature do you make a year? 

MR. CAMINO: I beg your pardon? 
MR. HERSHMAN: How many searches of this 

nature do you conduct each year? 
MR. CAMINO: I would say that we receive in the 

order of 10,000 complaints, as an average, in the 
Bell System over a year. And in addition to that, 
there are, of course, the 90,000 craftsmen that are 
out every day. And they themselves just regularly 
keep their eyes open. 

MR. HERSHMAN: Mr. Caming, do you have a 
breakdown of the number of devices found after 
the initial call from a customer to have his wires 
checked? 

MR. CAMINO: I do not know offhand. We could 
check that out. I do not know whether we do main
tain records of that character. The reason I say that 
is that when we get a request for a check, a wiretap 
check, in the very, very large proportion of the 
cases, well over 90 per cent, we can establish 
through central office testing that these are nothing 
more than plant difficulties so there would be no 
reason to keep any check of it. We just advise the 
customer that we have corrected the condition and 
found what it was. 

So it is only a small percentage that really tum 
out to require further investigation than the central 
office electronic testing. 

MR. BLAKEY: Mr. Caming, the reason these 
questions are being asked is there is testimony in 
our record from private detectives that they found 
a certain number of devices out of a certain 
number of checks. Some have indicated as high as 
one in five. 

And, frankly, your experience is something 
against which we can examine the private detec
tives' experience. If you have records that would in
dicate how many times you find devices out of how 
many times you go out to the house and the phone 
to look, then we have some objective test as against 
the private detective statements. And if the materi
al is relatively easily retrievable, it would be of 
assistance to the Commission. 

MR. CAMINO: We will certainly check that, 
Professor Blakey, and if we do keep such records 
we will, of course, be very pleased to present them 
to the Commission. 

I would say offhand, just based on my own ex
perience, that the figures sound rather on the high 
side. 

MR. BLAKEY: If you don't have the figures ex
actly, could you-

MR. CAMINO: Estimate? 
MR. BLAKEY: -cause a reasonable survey to 

be made of your knowledgeable people and give us 
the benefit of your best estimate? 

MR. CAMINO: We will check all of our compa
nies' security departments and plant departments to 
insure we will either give you the accurate figures 
or a very close reflection based on our experience. 

MR. HERSHMAN: That would be most helpful, 
Mr. Caming. 

The figures that you supplied to the Commission 
gave specifics on approximately 1,009 devices 
found since January 1967. Of these devices found, 
a great majority were reported to law enforcement. 
However, there still remains a somewhat substantial 
number that weren't reported to law enforcement, 
and I would like to know what your policy is and 
why it was not reported to law enforcement. 
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MR. CAMINO: If I remember the figures off the 
top of my head, I think 88 per cent or 87.~ per cent 
of the figures we gave you were reported to law en
forcement authorities either at the federal or state 
level. 

And I might, by way of just commentary, say I 
noticed a newspaper article that commented that 
only 661 were reported to the Federal Bureau in 
our figures to you. 

MR. HERSHMAN: I believe that was 610. 
MR. CAMINO: You have the advantage. 
MR. HERSHMAN: For the record. 
MR. CAMINO: But roughly that number. One of 

the reasons for that is that in many areas-it may 
not well be appreciated-we react to the requests 
of local law enforcement whom to report them to. 

For example, in New York City in the Queens 
area, we have been asked by the Bureau to report 
them to the local district attorney who then filters 
them, and only those that appear to be of federal 
interest are reported to the federal authorities. 

This accounts for the fact that our total figure is 
higher than our figures to the Bureau. 

We usually report them to whichever agency it is 
the desire mutually of the appropriate federal, 
state, and local authorities that we do report it to. 

Secondly, of the 12 per cent, it must be ap
preciated that about 8 per cent of those reflect 
earlier cases, many of which were situations where 
the devices were found in remote areas or in satel
lite-well, in some cases they were found in 
domestic cases, marital cases, and with the express 
wish of the parties involved that they not be re
ported. 

I think that accounts for all but about 4 per cent. 
Now, our policy itself is to report every case to 

law enforcement authorities. We do that now 
generally in all companies with one exception, 
where they do not report it except with a prior 
authorization of the customer. And this has been 
based upon long-standing concern for the fact that 
t.he customer may in many instances, because of 
domestic situations, not desire it. We have urged 
that company to reconsider its position. 

MR. HERSHMAN: Which company is that? 
MR. CAMINO: It is Illinois Bell Te'lephone Com

pany. And I think that accounts for 4 of the 12 per 
cent we are talking about. 

But it is Bell System policy that it be reported, 
and generally it is reported in all cases, both to the 
customer and to law enforcement. 

MR. HERSHMAN: Nonetheless, if the customer 
requests that it not be reported, then-

MR. CAMINO: In the case of Illinois Bell, they 
report it only if the customer requests it or they tell 
the customer that they will be very pleased to 

cooperate fully with law enforcement if the 
customer wishes them to go forward with it. 

MR. HERSHMAN: If Congress took steps to 
mandate the reporting of all iIlegal devices to law 
enforcement authorities, would that bother you 
greatly? 

MR. CAMINO: Would that bother us greatly? 
MR. HERSHMAN: Yes. 
MR. CAMINO: Not at all. It is the Bell System 

policy. 
MR. HERSHMAN: Except in Illinois. 
MR. CAMINO: Except in Illinois, and I think I 

can say that if the Commission expresses grave con
cern on that-

MR. HERSHMAN: Oh, I think the Commission 
does. 

MR. CAMINO: -we in talking to our confreres 
in Illinois Bell will bring that to their careful atten
tion. 

MR. HERSHMAN: My personal opinion is that it 
is the responsibility of the telephone company when 
a device is found to report it to law enforcement. 

MR. CAMINO: It certainly is a policy that we 
subscribe to and one which we have very carefully 
followed, with the exception of Illinois Bell which 
requires the prior authorization of customers at this 
time. 

MR. HERSHMAN: Mr. Caming, we had 
testimony yesterday from a private investigator in 
the Los Angeles area who was quite disturbed that 
he was not allowed to advertise his debugging ser
vices in the yellow pages. He expressed his belief 
that one of the motivations the telephone company 
has in not allowing debugging services to advertise 
was because they were afraid debuggers would 
eventually find iIlegal wiretapping conducted by the 
telephone company. 

For the purpose of these hearings and our record, 
I would like you to explain exactly why it is you do 
not allow debuggers to advertise. 

MR. CAMINO: I'd be very pleased to. 
It was in the early '40's or so when wiretapping 

was declared illegal that we banned all advertising 
relating to wiretapping from the yellow pages as 
publishers of the directories. 

In the mid-'60's, during the consideration of the 
Omnibus Crime Control Bill, and after the Long 
committee hearings of the Subcommittee on Ad
ministrative Practices and Procedures had been in
itiated, we dedded as part of our continuing review 
that we would ban all eavesdropping advertising, 
too, although up to that date it was not a federal of
fense. I think the FCC had then recently declared 
it, from the r.egulatory standpoint, proscribed in 
radio communkations, but it was not a federal of
fense, and many states did not so consider eaves
dropping. 
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But we felt it a matter of responsibility, as 
responsible publishers, and also because of our con
cern and the public's concern for privacy of com
munications, we banned eavesdropping and also 
felt it was appropriate to ban debugging, because 
those who have a capability, as I mentioned in my 
statement, to debug, also have the potential to 
become wiretappers and eavesdroppers. 

And it was our experience reflected in our yellow 
pages, too, over the prior years, that a number of 
private investigators, for example, advertised that 
they would both wiretap and debug. 

We were fearful, therefore, that by eliminating 
wiretapping and eavesdropping advertising, the 
name "debugging" w<;)uld become a synonym for 
what we had eliminated, and reflect to those who 
were looking for someone who was wiretapping an 
indication that this person had the capability. 

~~-------~---- - --

MR. HERSHMAN: Has this been challenged in 
the courts, Mr. Caming? 

MR. CAMING: It has. We had a very extensive 
case in the St. Louis area before the Missouri 
Public Service Commission, and I believe also it 
may have gone into court, in which our policies 
were challenged and expressly upheld by the Mis
souri Public Service Commission as being in the 
public interest, and also within our province as 
publishers. 

MR. HERSHMAN: Mr. Caming, would you 
kindly supply the Commission with a letter con
cerning the details of that case? 

MR. CAMING: r can do better than that. I will 
send you a copy of the decision. 

MR. HERSHMAN: I would appreciate that. 
[The material referred to follows.] 
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Mr. Kenneth J. Hodson 
Executive Director 
National Commission for the 

Review of Federal and State 
Laws Relating to Wiretapping 
and Electronic Surveillance 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Hodson: 

@AT&.T 
American Telephone and 
Telegraph Company 
195 Broadway 
New York, N. Y.10007 
Phone (212) 393-9800 

March 18, 1975 

As promised at our meeting of March 5, 1975, 
enclosed for your information and that of your Staff is a 
list of citations of representative judicial decisions 
upholding the lawfulness of the methods employed by Bell 
System Companies (including limited recording) in gathering 
evidence, for billing and prosecutory purposes, of the 
commission of electronic toll fraud, accomplished through 
the use of devices such as the so-called black and blue 
boxes. These cases span a period from the mid-Sixtie~ to 
the present. They uniformly hold that the illegal "placing" 
of calls through the use of these devices was not protected, 
either under § 605 of the Communications Act of 1934 or 
under the Federal Omnibus Crime Control and Safe Streets Act 
of June 1968. . 

The Courts have stated that the Communications Act 
imposes upon corr~on carriers the statutory obligation to 
prevent such thefts of service. In essence, all users of 
telephone service must be required to pay the lawful, tariff
prescribed charges. No carrier may discriminate between its 
customers by granting preferential treatment to any. 
Knowingly to allow those committing electronic toll fraud to 
receive "free service" would constitute such discrimination 
and be violative of the carrier's statutory duties. [See §§ 
202, 203(c) of 47 U.S.C.] Further, each telephone company 
is enjoined, under pain of criminal penalty~ from neglecting 
or failing to maintain correct and complete records and 
accounts of the movements of all traffic over its facilities. 
[§ 228 of 47 u.s.c.] 

These cases are illustrative of the judicial 
holdings at federal and state level to the effect that such 
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Mr. Kenneth J. Hodson 

crimes have never enjoyed the protection of the law, neither 
before nor after the passage of Title III of the Federal 
Omnibus Crime Control Act. A substantial number of dis
tinguished courts, including several United states Circuit 
Courts of Appeals, have uniformly held that persons stealing 
telephone service by trespassing upon the telephone network 
place themselves outside the protection of § 605 of the 
Communications Act and of Title III. 

In these criminal cases, the telephone companies' 
methods of gathering evidence has been subjected to close 
and thorough judicial scrutiny and oversight. With virtually 
unanimity, the courts have held that the methods used have 
been lawful, independent of cooperation with law enforcement 
authorities in the evidence-gathering stage, and wholly in 
the public interest. Further, such evidence gathering was 
not violative of the Fourth Aniendment or other constitutional 
strictures'. 

These cases are to be associated with and are 
supportive of the Statement that I presented in behalf of 
the Bell System to the Subcommittee on Courts, Civil Liberties, 
and the Administration of Justice of the House of Representatives 
Committee on the Judiciary on February 18, 1975. 

* * * * * 
Also enclosed is the requested annual tabulation for 

the period 1961 through October 1974 of the persons arrested 
at federal, state and local levels for and those convicted of 
the commission of electronic toll fraud through the use of 
devices such as the so-called blue box and black box. In the 
aggregate, there were some 468 arrests and 267' convictions. 
It is my understanding, however, that there were virtually no 
acquittals. Apart from those convicted, most of the others 
arrested had their cases disposed of, at the discretion of the 
particular prosecutor, without indictment, information or trial. 
With respect to those not prosecuted, restitution was often 
made, cooperation often obtained in the form of information as 
to the source of the device, and recovery of the device itself 
frequently effected. 

The arrest and conviction figures may be somewhat 
underatated, since centralized statistics were not fully main
tained prior to 1971. Furthermore, in these early years, it 
was Bell System policy not to seek prosecution except in a few 
major cases. Instead, deterrent interviews were conducted by 
the telephone companies without recourse to law enforcement 
authorities. 
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Also included is a breakdown of the 1036 blue and 
black boxes recovered during the foregoing period, 606 of 
which were blue boxes and 430 of which were black boxes. 
Again, these figures are not all inclusive. Additionally, 
other types of electronic devices, such as the cheese box 
and ~ed boxy have also been recovered. 

Should you have any questions with respect to any 
of the foregoing, I shall be pleased to discuss them with 
you. 

Sincerely yours, ~ 

~~ll)~rWJ 
H. w. ~ILLIAM CAMING cr 

Attorney 

Enclosures 
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March 10, 1975 

CITATIONS OF REPRESENTATIVE JUDICIAL DECISIONS 
UPHOLDING THE LEGALITY OF THE METHODS EMPLOYED BY 
ASSOCIATED OPERATING COMPANIES OF THE BELL SYSTEM 
TO GATHER EVIDENCE (INCLUDING LIMITED RECORDING), 

FOR PROSECUTORY AND BILLING PURPOSES, OF THE 
COMMISSION OF ELECTRONIC TOLL FRAUD THROUGH THE 

USE OF SO-CALLED BLUE AND BLACK BOXES OR 
OTHER ELECTRONIC DEVICES 

United States v. Sugden, 226 F.2d 281 (9th Cir. 1955), aff'd pe~ 
curiam, 351 U.S. 916 (1956) 

United States V. Beckley, 259 F. Supp. 567 (N.D. Ga. 1965) 

United States V. Hanna, 260 F. Supp. 430 (S.D. Fla. 1966), 
aff'd upon reh., 404 F.2d 405 (5th Cir. 1968), cert. denied 
394 U.S. 1015 (1969) 

Brandon V. United States, 382 F.2d 607 (lOth Cir. 1967) 

United States v. Kane, 450 F.2d 77 (5th Cir. 1971), cert. 
denied, 405 U.S~4 (1972) 

Nolan v. United States, 423 F.2d 1031 (lOth Cir. 1970), cert. 
denied, 400 u.s. 848 (1970) 

Bubis v. United States, 384 F.2d 643 (9th Cir. 1967) 

United States v. McDaniel, unreported Memorandum Decision 
(9th Cir. 1974), copy of which is attached, distinguishing 
Bubis supra. 

United States v. Baxter, 492 F.2d 150, 166-67 (9th Cir. 1973) 

Katz V. United States, 339 U.S. 347, 352 (1967) 

Burdeau v. McDowell, 256 U.S. 465 (1921 ) 

United States v. Shah, 371 F. Supp. 1170 (W.D. Pa. 1974) 

United States v. Freeman, 373 F. Supp. 50 (S.D. Ind. 1974) 

United States v. DeLeeuw, 368 F. Supp. 426 (E:D. Wisc. 1974) 

United States v. Jaworski, 343 F. Supp. 406 (D. Minn. 1972) 

People Cal. Rptr. 214 
(Ct. 402 U.S. 981 (1971) 
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March 18, 1975 

STATISTICS ON ARRESTS AND CONVIC'rIONS OF 
PERSONS COMMITTING ELECTRONIC TOLL FRAUD AGAINST 

ASSOCIATED OPERATING COMPANIES OF THE BELL SYSTEM, 
INCLUDING A TABULATION OF CE~~AIN ELECTRONIC TOLL FRAUD 

DEVICES RECOVERED 

YEAR PERSONS PERSONS RECOVERY OF 
ARRESTED CONVICTED "BLUE BOX" "BLACK BOX" 

1961 39 39 4 279 

1962 1 1 2 2 

1963 7 7 16 2 

1964 29 28 42 5 

1965 11 13 20 12 

1966 14 8 19 14 

1967 13 2 28 4 

1968 11 1 9 7 

1969 3 3 5 8 

1970 6 4 16 13 

1971 43 35 27 32 

1972 57 26 59 8 

1973 119 66 217 29 

1974 
through 
October 31 142 

TOTAL 468 267 606 430 

~ H. W. Wil~ calJng 

1564 



MR. CAMINO: Yes. 
And it has been our general experience that any

one that wants a reliable debugging concern-and 
it is no reflection upon tr,vse in many reputable 
concerns-can readily obtain it from other sources, 
such as the local police department or the local 
Federal Bureau of investigation, or perhaps the 
chamber of commerce, who can establish the 
soundness of the reputations of the firms. 

Does that answer your question? 
MR. HERSHMAN: Yes, it does. 
'1R. WESTIN: Mr. Hershman, I'd like to ask a 

question about that, please. 
Just so I understand the framework in which your 

answer was made, is it your position that you do not 
accept for advertising in the yellow pages any ad
vertisement which is against public policy, though it 
is not expressly illegal? For example, would an 
abortion ad, prior to legalization in the state, have 
been refused by you and now would it be accepted 
by you?-so 1 get some perspective on it. 

MR. CAMINO: No, Profess0r Westin. I was ad
dressing myself not to public policy but to the fact 
that it is our belief that in the very delicate area of 
privacy of communications, where we, long before 
it was illegal, banned eavesdropping advertis
ing-you see, it was in December of '66. The Crime 
Control Act was passed in June of '68. We, on our 
own, did this and, to insure there was no loophole 
1'1 the ban against wiretapping and eavesdropping, 
simultaneously refused to any longer take 
debugging ads. 

MR. WESTIN: My problem is sort of a First 
Amendment one. That is, it sounded to me in the 
three instances you mentioned-I have no trouble 
with two of them where you say you don't accept 
ads for wiretapping and you don't accept ads for 
electronic eavesdropping. Rather, it is in the 
debugging one that I have some trouble. 

Your assumption, as I listened to it, seemed to be 
that because some private investigators who adver
tise debugging se,"ices were found through you, or 
through prosecutions that you observed, to be also 
capable of or offering services, in fact, to engage in 
Wiretapping and electronic eavesdropping, you 
therefore were making the judgment that you 
would not accept any advertisement for debugging. 

That troubles me a bit because it is making a 
judgment that all debugging activity is of that 
character, or the overwhelming majority of persons 
who would advertise debugging would be of that 
character-and also because it denies access to a 
somewhat important publication for business and 
commercial purposes. 

I wonder how comfortable you feel about saying 
that ali debuggers are buggers in disguise. 

MR. CAMINO: Professor Westin, first, I do not 
believe that I said that all debuggers are engaging in 
improper activity. In fact, I tried to carefully 
reference the fact that almost all debugging firms 
are probably highly reputable, and there are other 
means by which one can obtain the name of a 
reputable firm. 

However, we try in our advertising to afford, 
within the limits of the publication, a certain 
amount of protection to our reading public. And we 
have very limited ways or virtually no way to police 
these advertisements, as you can appreciate. We 
have, for example, some 23 million listings in the 
yellow pages, to give you art idea of the magnitude. 
Accordingly, since the name or the phrase 
"debugger" in this selective area has often been a 
synonym, up to today, for those who are also adver~ 
tising their capa.bilities of wiretapping; and since we 
could not effectively, you might say, engage in pol~ 
icing, we felt that since we were proscribing any 
wiretapping or eavesdropping at a time when eaves
dropping was not illegal, that we would, as the alter 
ego of both of those, also eliminate any debugging 
advertising with a full recognition that there is no 
impropriety suggested towards any particular firm. 
And I might say up to today the evidence of the 
number of cases that have been publicly aired, and 
some prosecutions-a number of which we have 
been made aware of-in areas such as private de
tective agencies and debugging firms-have con
firmed that at least in some instances there is this 
impropriety, and it was just a qnestion of how, with 
the limited resources at our disposal, could we best 
follow a policy which we had hoped advantages to 
some slight degree privacy of communications. 

MR. WESTIN: I wish I felt a bit more comforta
ble about the alternative that you mentioned. For 
instance, if I were a businessman or political leader 
or involved in civil rights activity and was con
cerned that my premises were bugged or my 
telephone was tapped, I might not feel entirely 
comfortable in marching down to the FBI or the 
local police department and asking for a list of 
preferred firms to check out my lines. It exposes my 
privl.".te busines') to the government. It puts me in a 
position of wondering whether the local police de
partment will put me in the hands of a former po
liceman who is now in the business, which is so 
often the case-a former wireman for the police de
partment will go into the debugging business. 

PROFESSOR BLAKEY: Alan, do you think you 
could call the security officer in the phone com
pany and ask if he could do it-

MR. CAV~'lO: Or Chambers of Commerce or 
Better Bm, ;ss Bureaus are very pleased to tell 
those firms that they can to some extent not only 
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vouch for but police. We have often recommended 
they consult the Better Business Bureau or 
Chamber of Commerce in the area. 

MR. WESTIN: I have a feeling the first thing the 
Chamber of Commerce would do would be to look 
in the yellow pages to see who to recommend. 
These firms are not like General Motors and 
General Electric. Most of these firms are one-man 
or two-person operations. As I think of the Better 
Business Bureau and the Chamber of Commerce, 
how do they know what is a reliable firm when 
these are by the nature of things so relatively small. 
There are some national firms that do this work, 
Burns or others that we kHvw of, but I just feel 
troubled by this. 

MR. CAMING: Our experience, Professor 
Westin, has been up to now this has created no 
problem at all that we have heard of, except from 
perhaps a few detective agencies that complained 
about their ads not being acceptable. 

We have had no public concern that they are not 
getting adequate service. 

Normally, this type of service is sought by busi
nessmen who can generally, through a number of 
sources, obtain a reliable individual or firm. 

We are not in a position to indicate to them in 
this rather difficult area the reliability of every firm. 
We do not profess to do that. Nor could we fail to 
ignore-

MR. WESTIN: If I may interrupt you a moment, I 
think that is my problem with Professor Blakey's 
suggestion. If you call the security officer at the 
telephone company; they'd be put in the position 
of, as it were, assuring the reliability of the firms 
they recommend or making some claim or dis
claimer, and I think the telephone company would 
probably feel 11Ilcomfortable about selecting com
petitors in the area as to who they would recom
mend. 

PROFESSOR BLAKEY: Oh, they could give you 
three or four and let you choose. 

MR. CAMING: It is a rather difficult decision, 
Professor Westin, as you can imagine. We do not 
do this literally or very often. But we were aware 
from the very outset of the problem, and decided at 
that time, which is some seven or eight years ago, 
to go down that route. And our experience 
generally has been received salutarily. And as I 
said, it has been reviewed. 

MR. WESTIN: Thank you. 
MR. HERSHMAN: Just one further question, 

Mr. Caming. 
MR. CAMING: Surely. 
MR. HERSHMAN: On Wednesday we had 

testimony which related some rather serious allega
tions about employees of Southwestern Bell, 

specifically employees in the Security Division of 
Southwestern Bell. 

I know that AT&T has done an internal in
vestigation of those charges, and· I wonder if you 
might for the record tell us what your findings have 
been. 

MR. CAMING: I would be very pleased to. 
MR. HERSHMAN: Briefly. 
[Laughter.] 
MR. CAMING: I am just referring to notes, not 

to all the content of this. 
Let me tell you what our position is on allega

tions made by the police chief and others in the 
City of Houston. 

It has to be recognized that naturally we have 
limited resources compared to law enforcement 
with respect to our ability to thoroughly investigate. 
We do not have subpoena powers. We do not have 
access to law enforcement files. But we do have a 
generally capable group, and we have made a 
thorough investigation to the extent of our 
resources as one of the steps. 

Now, these investi;; .• 'oms were not done by per
sonnel within Texas, : 1t we brought in the 
Southwestern Bell security chief himself, the 
general security manager, from St. Louis Headquar
ters. 

In addition, our AT&T Director of Corporate 
Security made an independent investigation-again 
within the frame of our capability-and we have 
very carefully, because of the gravity of the 
charges, investigated this. 

But secondarily, and perhaps of most sig
nificance, we have made repeated requests to Chief 
Carroll Lynn, to the county prosecutor of Harris 
County, District Attorney Carroll Vance, who coin
cidentally-and I have some of the newspaper sto
ries here-has asked Mr. Lynn to produce the 
charges that he made, as to any proof or any name 
or any indicia of guilt that we could use to further 
our investigation. 

Of course, we were cooperating fully not only 
with District Attorney Vance, but we have also 
contacted the United States attorney. 

And I'd like to just briefly read-and it is 
brief-our contact with the Federal Bureau of In
vestigation whom we have worked with. This is a 
letter of December 20 of last year, and I will just 
quote briefly from it: 

"We are especially concerned when such charges 
include the involvement of telephone company per
sonnel. We find it particularly frustrating when we 
cannot find any basis for these charges. We take 
the business of protecting the privacy of telephone 
service very seriously. If you learn of any informa
tion whatever concerning any violations by our em-
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-------------------- ---------------

ployees, we would appreciate hearing from you so 
we can take proper disciplinary action, including 
dismissal. 

"Furthermore, it is our policy that any violation 
of Title III be vigorously prosecuted. 

"We shall continue to assist you in ~very respect 
in this endeavor." 

It is signed by the Security Manager, 
Southwestern Bell in St. Louis, addressed to the 
Special Agent in Charge, Houston, Texas. _ 

Now, we made a similar request anq have spoken 
several times to Chief Lynn. We have so far 
received nothing whatsoever-until recently, this 
past week for the first time, through the kind of
fices of the House Subcommittee on Courts, Civil 
Liberties, and the Administration of Justice of the 
Committee on the Judiciary, we gained access for 
the first time, not through Mr. Lynn, but through 
the good grac~s of Mr. Lehman, the majority coun
sel, to certain transcripts of officers, several of 
whom are apparently under indictment, who made 
certain allegations. 

MR. HERSHMAN: The Commission has those 
transcripts-

MR. CAMING: Pardon me? 
MR. HERSHMAN: The Commission has those 

transcripts available to us. 
MR. CAMING: I see. Then that is of particular 

interest because we had not been able to see this in
formation before, though we had been repeatedly 
trying to. 

We are getting copies of selected pages which 
refer to the telephone company, and we intend to 
launch a further and more detailed examination, in
cluding an appropriate examination of the offices 
involved and any leads on employees that may have 
been involved. 

This investigation will be conducted by AT&T 
under its Director of Corporate Security, at the 
behest of our higher management. And it will be, of 
course, with close coordination of the management 
of Southwestern BelL 

We also learned a tape of a conversation between 
Chief Lynn and the Southwestern Bell Security 
Manager qt a luncheon was supposedly so garbled 
as to be uhinteIJigible. We have contacted at my 
request Mr. Lehman-in fact, I think it was done 
yesterday formally'-and requested that under 
proper prl)tective custody that that tape be turned 
over to JUf B~ll Telephone Laboratories who have 
extremely sophisticated equipment, in an effort to 
decipher the tape. 

We wish to do so because this would permit a 
- determination of the veracity or lack of veracity of 

the statements made by Chief Lynn with respect to 
that luncheon, which have been categoricaily de-

nied by an employee of long standing. And as you 
can appreciate it, faceless accusations up to now 
have paralyzed our ability to conclude this phase of 
our investigation. 

Unfortunately, Mr. Lehman has advised-and I 
state this, I believe, without any breach of con
fidence-that the tape was returned as too garbled 
to Mr. Patterson, J. L. Patterson, who is an ap
parent associate of Chief Lynn, and Mr. Lehman is 
going to recomr.lend to Mr. Patterson that under 
proper auspices the tape or a proper copy thereof 
be turned over to us for resolution of the matter. 

No one is more desirous than the Bell System of 
insuring that any aberrations are rooted out. But 
also, we cannot act upon questionable allegations 
made to the newspapers by gentlemen who, when 
confronted, say, as they said to County Prosecutor 
Vance, as quoted in the Houston papers which we 
checked, and he told us that there is no actual 
proof. Weare following this up very closely, and I 
can assure you that whatever the result is, we shall 
act appropriately and fully on it. 

MR. HERSHMAN: Thank you. 
Mr. Feldman. 
MR. FEL,DMAN: Mr. Caming, I'd like to begin 

with a preliminary question which I think may help 
the Commission. You used the term both in your 
statement and your testimony, "Bell System pol
icy." I wonder if you would be able to clarify that 
term for us without delving into AT&T's corporate 
structure. 

As I understand it, there are 23 operating compa
nies around the country which provide telephone 
service, and I wonder to what extent those operat
ing companies are permitted to set their own poli
cies in certain areas and to what extent are they 
bound t.:- nolicies determined at AT&T's corporate 
headquarte~.s. 

MR. CAMING: Generally speaking, in the area 
of security matters, the policy of the Bell System is 
set by the American Telephone and Telegraph 
Company after appropriate review and concurrence 
by the associated companies. 

For example, by way of graphic example, when 
Title III was enacted, we required procedures with 
respect to how to handle court-ordered wiretap 
requests. The initial procedures were prepared and 
carefully reviewed at AT&T and approved up .Q 

our highest levels of management. They were then 
presented to the presidents of each company at a 
joint conference, or I guess in this case they were 
sent to them after the conference. And their com
ments were invited and any suggested changes. 

They were received and reviewed, and then the 
final document was established, and it was sent out 
as Bell System policy. 
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In the last analysis, AT&T establishes the policy 
in conjunction with its associated companies and 
bears the responsibility for it. 

MR. FELDMAN: And does that mean that 
AT&T has enforcement power? 

MR. CAMINO: In the sense that all the compa
nies of the Bell System are committed to the stron
gest possible protection of privacy of communica
tion, there has not been any need for enforcement 
of policy. I might say, parenthetically, that in all but 
two companies we have the whole controlling in
terest stockwise, and in those two companies we 
have a very substantial shareholder interest. 

MR. FELDMAN: As an example, you included in 
your statement here today, and I know in other 
forums you have stated, it is Bell System policy that 
your operating companies do not engage in training 
law enforcement personnel. 

MR. CAMINO: I do not believe I said that. I be
lieve I said-and I can understand that long state
ment-that we do not ergage in training law en
forcement personnel in methods of wiretapping and 
eav ~sdropping. I mean this was my reference. 

MR. FELDMAN: Does that mean that it is not 
against-

MR. CAMINO: For example, we would train all 
of our customers, say, in how to use our 
PBX's-might give them courses in familiarization 
with our plant equipment, take them through OUT 

traffic departments, sometimes perform instruc
tional survf:': . for them. 

In other words, there are a number of services. 
But we do not train them to be engaged in wire
tapping or eavesdropping. 

MR. FELDMAN: All right. Let me be more 
specific. 

Are you aware of at least two incidents which oc
curred in June of 1970 and April of 197 i that have 
come to the Commission's attention in which 
representatives of the Chesapeake and Potomac 
Telephone Company here in Washington ap
parently held special training schools for agents of a 
federal law enforcement agency in general 
telephone theory? 

MR. CAMINO: Mr. Feldman, it has been a 
distinct pleasure to deal with you over a period of 
time, and you were kind enough to bring this to my 
attention earlier, and I have reviewed that very 
carefully. 

For a period of a couple of years, starting about 
1967 or so and tcrmina~:ng about 1970 or '71, a 
number of government agency personnel-a few of 
them were in law enforcement-did participate in a 
plant familiarization course, the type that we would 
normally give to basic installers, indoctrination and 
orientation. 

Some, I understand, were in law enforcement. 
Others were from the Department of State, the 
FAA, the Department of Highways, District of 
Columbia. 

When that program came to the attention of 
upper management in the C&P Company in late 
1970, it was felt that it should be terminated, for 
two reasons: One, it didn't appear to be part of our 
basic responsibility to be doing that; and secondly, 
it was subject to some misconstruction, particularly 
in view of our strict policy of not training law en
forcement. So that the program was terminated. 

To my understanding, it was not a program of 
other than familiarization with general plant theory. 

MR. FELDMAN: So that the record is clear-I 
don't want to leave any impression there is anything 
illegal about it-

MR. CAMINO: I understand you, but our policy 
was brought out in a letter by our Director of Cor
porate Security of AT&T that we do not provide 
any information to law enforcement except with 
respect to specific court-ordered wiretapping. 

With respect to general techniques and methods, 
we do not design equipment for wiretapping or 
eavesdropping, nor do we train them nor assist 
them in effectuating it. 

MR. FELD: fAN: "l •• ank you. 
MR. CAMINO: Thank you, kindly. 
MR. FELDMAN: I'd like to ask you a number of 

questions, turning to a different subject, which have 
to do with the matter of pen registers. 

Now, as the staff has traveled around the country 
speaking with law enforcement officials and others 
familiar with the court-ordered system, I think it 
would be safe to say no single subject has caused 
more confusion than the matter Of pen registers. 

Let me begin by asking: Is it correct the term 
"pen registers" is a generic term which describes a 
number of different devices which do basically dif
ferent things but may be used for slightly different 
purposes? 

MR. CAMINO: That is correct. A pen register is 
a generic term, if I may just amplify, for the type of 
equipment that would record the dialed number. So 
call them dial impulse recorders-there are various 
models. 

MR. FELDMAN: You do not provide that equip
men: tn law enforcement agencies, though. 

MR. CAMINO: No, we do not. 
MR. FELDMAN: That means if a law enforce

ment agency wants to use that kind of equipment 
they must secure it on their own? 

MR. CAMINO: Yes. This is very commonly 
available commercial equipment. 

MR. FELDMAN: Manufactured by different 
concerns? 
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MR. CAMING: A large number of different 
manufacturers, such as Dianetrics, I think is one. 

MR. FELDMAN: There are several manufac
turers. The equipment manufactured by these dif
ferent concerns varies in its sophistication and its 
nature because it may be used for slightly different 
purposes? Is that also correct? 

MR. CAMING: Well, some have greater capabili
ties than others as far as the amount of paper 
recording, dial impulses, and numbers. 

MR. FELDMAN: Is it correct that some of these 
devices commonly referred to as pen registers also 
have built into them the ability to monitor conver
sations which are occurring on the line to which the 
device is attached? 

MR. CAMING: I beg your pardon? I missed part 
of that. 

MR. FELDMAN: Is it also true that some of 
these devices at the more sophisticated end of the 
spectrum also have the capability, perhaps if 
another set of earphones were to be attached, to 
monitor conversations which are occurring on that 
line? 

MR. CAMING: Yes, and that is the subject of 
our concern. It is not so much that they have the 
capability but all you have to do is insert a jack in a 
large number of them and attach a tape recorder. 

MR. FELDMAN: Or a set of earphones? 
MR. CAMING: I am not sure about that aspect 

without some way of overhearing the voice. But it 
might just be earphones. But certainly you can, by 
plugging in, have the capability of overhearing the 
voice conversation. 

MR. FELDMAN: Does the Bell System have a 
uniform policy-

MR. CAMING: I might say that not all pen re
gisters have that capability. A numbel- of so
phisticated models do. 

MR. FELDMAN: Does the Ben System have a 
uniform policy in regard to the nature of legal 
process which is required before the information 
which would allow a pen register to be hooked up is 
provided? 

MR. CAMING: Yes. We have very crystal-clear 
policies which have been reduced to writing. 

For example, on April 30, 1975, a communica
tion to all Bell System security managers and also 
security counsel-and in each company we have a 
security counsel as a member of the Legal Depart
ment of the particular company who comes under 
my general oversight in this area-restated the 
recommendation that private-line facilities not be 
furnished to federal law enforcement authorities 
acting under non-Title III court orders, for use in 
connection with a court-authorized pen register. 

Cable and pair and mUltiple record appearance 
record information are only to be released subject 
to due process, such as lawful court orders. And we 
state it's our unequivocal policy to adhere to the 
fact that in a non-Title III situation, assuming ar
guendo the validity of the use of a pen register by 
law enforcement authority-very often federal 
al.\thorities proceed under Rule 41 (b) of the 
Federal Rules of Criminal Procedure-assuming 
that validity, we feel, first, that as a matter of policy 
and our concern for providing assistance in only 
those situations where Title III safl.-guards are writ
ten in, and as prescribed by Congress, or in 
adequate security situations, that we should not 
provide a private line which has a potential for 
other use. 

That is our general policy, and one which we 
have endeavored to adhere to, and we have 
litigated several times, twice to the Fifth Circuit 
now. 

MR. FELDMAN: But the question is: Exactly 
what type of process is necessary? I know from ex
perience we have found a variety of different 
methods by which law enforcement seeks pen re~ 
gister information. Sometimes it is in the form of a 
subpoena, sometimes in the form of a Rule 41 type 
search warrant. Other times they go in and get 
something hybrid in the nature of the Title III. And 
there is a great deal of confusion. 

MR. CAMING: That is one of the points that is, 
of course, confusing to us, because we f~el that it is 
for the Congress to determine this question as to 
the extent to which a pen register can be used in 
law enforcement activity. And we take no position 
against such use and recognize it as a useful tool, 
both for strategic information and perhaps obtain
ing probable cause for ensuing Title III orders. 

The only question is: Should we voluntarily, with 
also incipient civil liability-and we have been sued 
in a number of cases on other matters-undertake 
to provide, in addition to cable and pair, which we 
do have to provide as business record information, 
but we only provide it under subpoena duces tecum 
of a court or grand jury-we do not recognize an 
administrative summons-in addition to that 
whether we should also provide a special private 
line, not the one that you would get if you took an 
office and wanted to interconnect to your office 
down at hebJquarters, where you would go in and 
get a normal private line or normal telephone ser
vice-but one that goes to the terminal. 

And it is a difficult decision but our overriding 
concern is for privacy of communications and the 
fact that if we assisted the federal authorities we 
would be subjected to the same requirements from 
every local and state judge throughout this country. 
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And, accordingly, we felt that our responsibility as 
a regulated common carrier dictated that we act 
conservatively in this area as we do in so many 
others. 

MR. FELDMAN: Thank you. 
I'd like to explore several other areas where there 

is some confusion, and perhaps you can assist the 
Commission in clearing it up. 

You include in your statement some information 
about toll revenues, toll bill information. 

MR. CAMING: Yes. 
MR. FELDMAN: The only question I have in this 

area is this: In one locality on the West Coast the 
staff has been advised by law enforcement officials 
that subscribers are given the option of asking the 
telephone company that their toll records not be 
retained except for the very short period of time for 
which they are necessary after bilIings-I guess 
something less than 30 days. And this has, at least 
in one instance that the staff is aware of, thwarted 
law enforcement efforts to subpoena tJ.,ese toll 
records. 

Is this a policy in any of your operating compa
nies? 

MR. CAMING: I am afraid, although I am not 
certain of the company and even whether it is a 
Bell System company-it appears to contravene the 
requirements of the Federal Communications Com
mission System of Accounting which requires us to 
retain, as a minimum, all toll billing records for a 
period of six months. And we uniformly do it 
throughout the Bell System. On occasion, we have 
kep.t them longer, if, for example, law enforcement 
has asked in a specific case that we retain them. 
B\\t to my knowledge, we do not destroy any prior 
thereto. You would offend federal regulations and 
presumably intrastate reguiatory recommendations. 

MR. FELDMAN: Thank you. 
On the I1uestion of subscriber information, where 

they have ;! wiretap, a pen register or similar device 
and keep 0 •. a day-to-day basis a list of every outgo
ing call mad",--they have nothing other than the 
telephone numb.~r-does the Bell System have a 
policy on provioing subscriber information to law 
enforcement officials based on those kinds of 
records? 

MR. CAMING: If I understand you correctly, 
when law enforcement is acting under a Title III 
court order and presumaoly we are providing infor
mation and facilities as provided by the court 
directive, part of that would be such business 
records relating to the subject of the order as law 
enforcement would require, including the names 
and addresses of any telephone numbers identified. 

That would be part of what has been rather 
uniformly construed, in the sense that it hasn't been 

challenged in the court, the provision of informa
tion in connection with facilitating wiretaps. 

MR. FELDMAN: The last area in this phase that 
I'd like to ask you about is something which is 
known most commonly as a call forwarding system, 
which I understand is a relatively recent develop
ment of the Bell System. As I understand it, it is a 
service which you provide to subscribers by which a 
person who desires to be able to forward calls or 
receive calls at a location other than his home or 
office, with the proper equipment can simply dial 
on his home telephone the number to which he 
wishes calls forwarded, and then through compu
terized equipment in your central office any num
bers which ordinarily would be coming in to his 
telephone would be automatically diverted to the 
number that he has requested. 

Now, the concern that we have found among law 
enforcement officials-and they may not be correct 
in their understanding of the technical aspects of 
it-but their concern is that if this were put on a 
telephone and a Title III court-ordered wiretap was 
placed on that phone, that if the individual diverted 
his call to some other number, that would circum
vent the wiretap. Is that correct? 

MR. CAMING: Yes. And if I may just very 
briefly explain, call forwarding is a feature a sub
scriber may obtain as an option. It is not available 
as yet throughout the United States but is in a 
number of locations. 

When call forwarding is provided, it is usually in 
conjunction with an electronic switching system of
fice, E.S.S. office, which is more computer con
trolled. 

Now, the call forwarding feature is in the com
puter, and the subscriber has the capability, when 
he is leaving, to forward his calls by certain dialing 
arrangements to another telephone number. 

When he does that-and let's say it is my number 
and I am going to visit you, Mr. Feldman. I would 
dial your number and, in effect, tell the computer, 
"Any calls to my number are to be diverted." 

Now, they will come into the E.S.S. central ,office 
and will immediately go to you. They won't go to 
my phone. So that if you were overhearing calls on 
my telephone, you would not be hearing any calls 
coming in during that period. 

The party could still, if anyone was at home, 
make outgoing calls. 

In that case, we do provide certain assistance to 
law enforcement when tP.." , request it. We don't au
tomatically know-we dOh t have any way of know
ing without a laborious process what number it has 
been forwarded to. But we can tell law enforcement 
whether or not there is a call forwarding feature 
which the subscriber has. And then the law en-
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forcement could request us, by serving an ap
propriate order or subpoena, to advise them at that 
time what number that call has been diverted to. 

This would require us to literally search the com
puter with a very specialized craftsman, who would 
go into the ~'call" store area of the computer and 
search, and it could take from a few minutes up to 
35, 40 minutes from experience, and the employee 
can find that particular number. And then we 
would be glad to provide that information under 
proper auspices. 

Now, I think it is fair to say that we would not be 
in a position to assist, without a further court order, 
on providing assistance to the number to which the 
call has been diverted. The reason for that is that 
this would necessitate all calls to that number, not 
only by the person who diverted calls there, but 
everybody else's calls to that number would also be 
intercepted, and we would have to have a court 
order to relate to that. 

But should we get a court order that would relate 
to that particular number, we would accord the 
same assistance as we would to the so-called home 
number. 

Now, the way those numbers are changed might 
be of interest to you very briefly. 

The party must come back to his home to change 
that call diversion-or someone else at his home 
could do that. And when he does that, that erases 
the call. We don't have a record. 

In other words, if you ask me: What were all the 
numbers called within the past three months that 
Professor Blakey'S phone may have diverted, we 
could not tell you. At most we could tell you p.er
haps one back, but the others are automatically 
erased. 

Does that answer your question? 
MR. FELDMAN: Yes, it does. The concern at 

this moment is that as a practical matter law en
forcement would have a difficult time securing 
court orders quickly enough to overcome that dif-. 
ficulty, particularly if the individual was frequently 
changing the number to which the calls were to be 
diverted, which I guess someone probably would if 
they were attempting to circumvent a wiretap. 

PROFESSOR BLAKEY: We will take a five
minute break at this time. 

[Whereupon, a short recess was taken.] 
MR. STEIN: Mr. Chairman, may I interject for a 

couple of questions? 
MR. BLAKEY: Mr. Stein. 
MR. STEIN: Chief Andersen of our Commission, 

unfortunately, had to leave early and a3ked me to 
ask these questions on his behalf. They concern the 
telephone company's cooperation with local law 
enforcement authorities on court-ordered wiretaps. 

We found some degree of variance in the Bell 
System as to the degree of cooperation in furnish
ing leased lines, for instance, between New York 
and New Jersey. New Jersey authorities find their 
cooperation from the telephone company much 
better than, say, New York City authorities, 
although both of them have court orders. 

Can you explain the variance in telephone com
pany policy there? 

MR. CAMINO: Yes, Mr .. Stein. 
I might say, by the way, that I have personally 

heard nothing but the utmost commendation about 
cooperation in N~w York. Mr. Miller, the Security 
Manager, has been very highly regarded by both 
local and federal authorities. 

I think it is just a question of perhaps definition 
as to what we are talking about by degree of 
cooperation. 

Both companies accord the same cooperatiqn, 
and the methods employed may vary with the in
dividuals, but not in the approach to the subject. 
The idea is to do everything possible to effectuate a 
particular wiretap as effectively and as swiftly as 
possible. 

To give you an example, when law enforcement 
might advise in New York City, just taking this 
hypothetically, that they would require a private 
line-the ft' ,eral authorities-between Point A and 
Point B roughly, that they anticipate getting a court 
order, say, within six or seven days, New York 
Telephone Company would when provided the lo
cation of the listening posts in the suspect's ter
minal begin the necessary preliminary steps. 

As you know, these private lines very often, par
ticularly when they go through more than one cen
tral office, have to be specially engineered. You 
may need a wider gauge cable. You may need what 
they call long-line sets to make sure the transmis
sion is maintained at a proper ~uality GO' the inter
jection of the line does not indicate an aberration 
to the parties to the conversation. 

All these measures and special engineering may 
take, say, a week to do. 

New York Telephone will normally initiate such 
measures and when the order comes in they will 
either go along or, if they have finished it, be 
prepared to activate the line and turn it over to the 
authorities as soon as possible. So they do 
everything possible. 

A lot, too, depends on the facilities, the geog
raphy, whether you are dealing with Summit, New 
Jersey, where I live, or New York City, where you 
have quite a few different problems. 

MR. STEIN: The issue seems to be on private
line channels which are much more difficult to get 
for New York City police officers than for New Jer-
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sey officials, so that New York officers sit in base
ments, whereas New Jersey officers can get the 
wires into their normal offices. 

MR. CAMINO: To a degree there it depends on 
facilities. We endeavor to make it uniform, and if 
there are any special problems in a particular area, 
normally they can be ironed out with the particular 
local authorities. And, of course, we are always 
pleased to entertain any problem areas that any 
authorities might present. 

I, for example, know that our Director of Cor
porate Security maintains very close con!act with 
all the companies. So if there is any way we can 
review a situation with a particular company, we 
are always pleased to do so. 

MR. STEIN: Why the distinction between 
furnishing private-line channels and furnishing of 
all other sorts of information, such as cables and 
pairs? . 

MR. CAMINO: It is our policy to provide that in
formation necessary to effectuate the wiretap, but 
to provide the minimum assistance. And unless it is 
an area like the federal area, and the District of 
Columbia and eight states have a directive provi
sion, we do not provide a private line in the first in
stance. And we only provide line access informa
tion, and then only such additional assistance as a 
particular case may necessitate to effectuate the 
specific wiretap. 

And the reason, in part, is that it is the preroga
tive of the Congress or the state legislature to deter
mine the degree of assistance they wish provided. 
And in a number of states they have rejected the 
so-called court-directive provision and refused to 
put it in their law. 

Now, we do have two policies. I hope you will 
understand. That is set forth in our statement. 
When there is a court directive, we do provide a 
private line in the first instance. When there is not, 
we provide only line access information. 

And there, again, there is a question of the 
degree of cooperation necessary to effectuate the 
particular tap. 

We do ensure in each case that sufficient 
cooperation is extended-but no more. And we do 
not do it on the basis of convenience or law en
forcement, but rather upon our top management 
tripartite decision-legal, security, and opera
tions-as to whether the type of facility and opera
tions require more assistance. 

But when there is a court directive-New Jersey 
has a court directive provision pending. I thought 
the law had been passed but it has been recalled. 

When that law is obtained, we wiII then provide 
assistance as above described when and if we 
receive a state court "directive"-now, New York 

rejected sevc::ral times, although it has been before 
their legislature, the court-directive provision. 

So we cannot, we feel, in a sense go beyond what 
the state legisl1ature wishes to be accorded to its law 
enforcement officers. 

MR. STEIN: But the purpose of effectuating the 
wiretap makes little difference after they are 
furnished these private-line channels. The dif
ference is the comfort and the ability of the police 
to check themselves on the abiiity to wiretap. They 
can't wiretap from basements. But why this distinc
tion as to furnishing private lines? 

MR. CAMINO: Well, our point is to provide the 
minimum assistance, in view of the fact that our 
basic responsibility is rwt to be in law enforcement 
but to be common carriers responsible for provision 
of service and privacy of service. We have a very 
dual responsibility. And we feel we should do what 
is necessary in the concept of the legislature to 
carry out the legislative mandate. But we are very 
conservative in going beyond that. 

But we do in each case take all 1.1easures neces
sary to ensure that the particular wiretap is effectu
ated. 

MR. WESTIN: May I ask a question about that, 
please, on the samf~ line. Suppose that Congress or 
the states in its legislation were to provide as a 
requirement that the telephone company, when a 
court order was obtained, provide a direct line; that 
it be to a secured place; and that all listening on the 
telephone that was not conducted at the central 
place would be unlawful, thus providing an oppor
tunity for centralized listening, perhaps providing 
more control over amateur, illegal, beyond-the
border-of-authority, wiretapping. 

Would you have a reaction to that as a potential 
for policing lawful cOiUrt-ordered wiretapping more 
effectively than when it is done in a variety of base
ments, attics, rented motel rooms, et cetera? 

MR. CAMINO: Professor Westin, I feel that law 
enforcement generally in our experience has scru
pulously observed the r.equirements of Title III, and 
that probably would make little difference. I think 
the problem of illegal wiretapping is not in any 
sense interfacing with where the wiretapping takes 
place, but the character of the people who are 
doing it. 

And I submit it would be even easier and perhaps 
more dangerous to have a centralized position 
which could, in a certain sense, almost have un
restricted access to the lines of a city. 

In a particular wiretap, we provide certain 
minimal assistance, but at the actual access to the 
premises where it is done, the actual wiretap itself 
is done by law enforcement. 
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And 1 think the idea is well-taken that if you did 
have a centralized place you might be able to have 
closer supervision. We, for example, find that in 
service observing locations we foster and favor cen
tralization. On the other hand, many people would 
be concerned about the creation of a wiretap 
center that dominates the city. You have seen that 
in newspaper articles. 

MR. WESTIN: I have had some experiences as 
you have with the descriptions perhaps being 
broader than they may have been or than the situa
tion v'ould really justify. Have you ever thought 
about why creating a center would, not in terms of 
newspaper stories but in fact, create great 
problems? That is, if every connection that went 
into the center had to be verified and if at ,%ny point 
on a sporadic check basis you would be able to 
ascertain that at the center only authorized court
ordered taps were being fed in, you don't really 
have the image of a switchboard plugging in 
anyplace in a city. . 

MR. CAMINO: That is true, but we do not police 
the wiretaps, as you can appreciate. We provide the 
facilities. The actual tapping and supervision of 
tapping is done under the auspices of the court. We 
do not access their premises. So we would actually 
not know the uses to which the equipment was put 
once it was in. All we would know, of course-and 
we know that to the same extent wherever the loca
tion-we assure ourselves that it is a court order 
valid on its face. And what happens to it and 
whether it is abused or not, or transcends the 
bounds, is something we do not know, since that is 
the province of the courts. 

MR. WESTIN: What I am trying to suggest is just 
for the purpose of exploration-and I am not com
mitted to this as a suggestion, but it seems to me 
something that we as a Commission ought to be 
discussing at a hearing like this with a telephone 
company. As it is now, law enforcement officials go 
into the basement, say, of an apartment building or 
office building. You give them the pair numbers, 
and what they do down there you don't know. In 
much popular writing, the idea is in the wee hours 
of the morning when things get • ,.)ring, some law 
enforcement officials might listen to some other 
apartment, some other office. There is the sense 
that once they are there at the box where all the 
pairs come, nobony is watching to see what they 
do. 

Supposing for the minute that takes place-haw 
much I am not trying to estimate here-the alterna
tive I am raising with you is that if you gave one 
connection from the pair that was given court-or
dered authority to eavesdrop into a listening post, 
wouldn't you be able to insure only that line was 

the line being listened to because there would be no 
other pairs given access to law enforcement, and 
wouldn't that provide far greater security against 
random listening to unauthorized telephones than 
the present highly decentralized, unsupervised, un
monitored technique of electronic eavesdropping? 

MR. CAMINO: I would certainly say that if we 
provided facilities to a centralized listening post, 
':Ve'll say, for each city-and I presume for each 
authority within the city, since you have a number 
of law enforcemenL authorities-that from our 
standpoint it would certainly be no more difficult. 
And if, in the viewpoint of the legislature and the 
Commission, that was a desirable location from 
which to have law enforcement operate, I would 
preliminarily, subject to any operating considera~ 
tions of our people-I would see no objection to 
our providing lines to that location. 

We provide facilities to whatever location is 
designated. And if, in the wisdom of the Commis
sion and the Congress it appeared to be more ap
propriate on balance in their experience, we would 
see no objection. 

MR. WESTIN: I would appreciate it, after having 
a chance to reflect on it and perhaps talk it over 
with others in the telephone company, if you 
wanted to amplify your reaction to this you could 
submit something to us. Because it seems to me 
when you started out you identified law enforce
ment sites wherever located, not supervised, as 
broadly the right way togo. Then as our discussion 
has gone on-

MR. CAMINO: We would still not supervise in 
any respect. What I am saying to you--

MR. WESTIN: By supervision all I mean is what I 
said before, that you'd put only the one line that 
was court-identified into that room. 

MR. CAMINO: This, of course, is a question of 
the facilities, too. I am assuming that if it was the 
desire of the Congress-of course, it could be more 
expensive for law enforcement, and that would be 
for them to determine. For example, if everything 
ran to one point, it might be more expensive facili
tywise than being very close to the line of opera
tion, for two reasons: One, the length of the facility 
and the special engineering might require us to im
pose larger charges in a particular case. That could, 
of course, balance out on an average. 

Secondly, at times they may want the listening 
post for other purposes like physical surveillance, in 
closer proximity. 

But certainly we could provide those facilities, as 
we do now, to any central point. It really makes no 
difference to us. The q'lestion of policing each case 
is done by us to the extent of very carefully deter~ 
mining the validity of the order, and of insuring that 

1573 



our facilities comport with the order. Beyond that, 
it is the province of the court. 

So I could not pass upon the question as to 
whether one site is more desirable than the other. It 
is really between law enforcement and the legisla
tive authorities. 

MR. WESTIN: Thank you. 
MR. STEIN: We have noted in our travels the 

degree of willingness among subsidiary companies 
of the Bell System to provide those private-line 
channels does vary, and also, for what it's worth to 
you, some of your rival companies like Rochester 
Telephone Company have no hesitation, despite the 
lack of directive of New York State, of providing 
these facilities to the police. 

A related issue that Chief Andersen wanted to 
raise was the telephone company definition of what 
constitutes a court order valid on its face. We have 
heard from an assistant D.A. in Arizona and we 
know it is also true in the State of Colorado that 
telephone company practice there is to scrutinize a 
signed order that has already been scrutinized by 
the D.A. and signed by a judge of competent ju
risdiction. Nevertheless, it is scrutinized and some
times held up or refused to be acted upon by the 
telephone company. 

MR. CAMINO: I am familiar with that episode. 
What we. do is recognize what is the desire of the 

Congress and the states that law enforcement act 
only under orders that are valid. And this order is 
not only protective to us and the public but also to 
law enforcement because a prosecution predicated 
upon a faulty order would be deficient. 

Accordingly, in the one case or two to which you 
have reference, the orders were actually defective 
on theIr face and all that was pointed out was that 
the order needed correction, and it was corrected 
and assistance was promptly provided. 

We do scrutinize it because we feel it is the intent 
of the Congress and of the state legislatures that we 
do not cooperate except when the order is valid on 
its face. We do not endeavor to go behind the 
order. We never ask about it afterwards for the sup
porting evidence. But if an order is void on its face, 
I do not see how we can cooperate. 

MR. STEIN: The question was the interpretation 
of the state law by whic:l the D.A. and the judge's 
interpretation of the state law varied from the 
telephone companies-at least in the Arizona situa
tion. 

MR. CAMINO: In that instance, I am certain the 
judge would have apprised us of the propriety of 
the order. And I do not fault our people if there is 
any doubt of having our lawyers request the court 
to review the order if they have an objection .. I 
think it is for the benefit of the public and for the 

benefit of law enforcement to insure that the orders 
appear valid. 

If there is a defect question of that type, which 
may be an erroneous interpretation on our part, 
once it is clarified, it is clarified in perpetuity. So 
this problem you referred to, once ironed out, was 
no longer a problem. 

But we do try to accord the utmost accommoda
tion to law enforcement and act as expeditiously as 
possible whenever we are confronted with a situa
tion of this type. 

MR. STEIN: Thank you. 
MR. FELDMAN: Mr. Caming, the rest of my 

questions have to do with the subject of electronic 
toll fraud, and we have three other witnesses who 
are going to add some testimony to that as well. So 
I think in view of Professor Blakey's requirement 
that the next witness testify-

PROFESSOR BLAKEY: The procedure we will 
follow is when Mr. Caming is finished, at this point 
we will temporarily relieve him and put on Mr. 
Linehan, and when he is finished we will bring up 
the other gentlemen to discuss the general subject 
of monitoring and ask Mr. Caming to come back. 
But I understand Commissioner Westin has one or 
two questions of Mr. Caming. 

MR. WESTIN: My questions do not relate to the 
matters that are going to be taken up by other wit
nesses. One is a question of legislative amendment. 

Do you feel that Title III needs any amendments 
in order to specifically protect the privacy of data 
communication on telephone lines? This is an area I 
worked in in the computer privacy field, and it can 
be argued that apart from the protection of busi
ness proprietary information and fraud suits, we 
lack in the United States a generalized protection 
by statute of privacy of confidential personal infor
mation-not by voice-when it travels across the 
telephone lines, and that we have some gap here in 
terms of what kind of federal express protection of 
such data, criminal penalties about attempting to 
intrude into the movement of confidential personal 
data by leased-line data communication, and so on. 

Have you thought about that and do you have 
any recommendations to give us? 

MR. CAMINO: Yes, I have given a lot of thought 
to this subject, and this is one Professor Blakey and 
I have discussed in the past, and I have expressed 
concern as to the interpretation of the phrase 
"aural acquisition." 

There are two approaches-and I say this 
because we have the current statute which we are 
living with. 

It could be argued that aural acquisition means 
the acquisition of the electric signals going over a 
wire communication. 
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It must be recognized that voice and data are 
really electric signals demodulated to, in one case, 
the level of frequency that we can recognize by the 
ear, and in the case of data, that can be seized upon 
by the computer and acted upon. 

And in that sense, the aural acquisition is the 
same. You are not taking voice or you are not tak
ing data. You are taking electric signals, and then 
you have to convert them and process them. 

So in that sense, I would hope that the present 
prohibitions of Title III would extend to, that. 

On the other hand, search of the legislAtive histo
ry reveals little or no real concentration in this 
area. Rather, they were talking about interception 
of voice conversations. And my concerns, which I 
mentioned to Mr. Reynolds, of the Department of 
Justice, as to whether he had any suggestions-and, 
of course, Mr. Reynolds is speaking only in a cer
tain area of the department-this is one of the con
cerns, because not only in private business but 
much of the criminal justice network is data. And if 
criminals could, with impunity, intercept, it would 
certainly be a state of affairs that would be alarm
ing. 

In addition, it would raise questions of industrial 
privacy. And, of course, today the compute( is vital 
to segments of government and industry. 

So my answer is: As a lawyer faced with the exist
ing statute, I would firmly state without equivoca
tion that a strong argument can well be made that 
Title III applies. But I am concerned as to whether 
that argument would be acceptable to a court after 
really scrutinizing the congressional background. 

MR. WESTIN: Without knowing what our Com
mission might conclude as a corporate body, I think 
we should seriously consider an amendment that 
would extend the protection of private communica
tion by data through congressional action. 

In that regard, would you be willing to put your 
mind to drafting for us, as a suggested line of ap
proach, what kind of provisions you think might be 
considered by this Commission for recommenda
tion to Congress that would extend the proper kind 
of protection to data communication? 

For example, you may be familiar with the fact 
that Sweden passed a data protection act in 1973, 
and protection is not given to just the storage of 
data in computer banks but also the transmission. It 
might be worth looking at that but I am sure you 
might have other ideas than just imitating the 
Swedish model. If you could write a ~!ice, strong 
amendment that would give protection-I am not 
so much concerned with the industrial and 
proprietary information, but so much of the per
sonal data dealing with people's medical records, 
dealing with information about welfare and other 

non-law enforcement information, is increasingly 
being transmitted by data communication, and 
there are high vulnerabilities for extraordinarily im
portant private personal information collected by 
government, andn the credit and insurance fields 
collected by private industry. 

And I would welcome having your thoughts on 
this so we can consider it when we turn to possible 
amendments. 

MR. CAMINO: I will be very pleased to en
deavor to put something on paper. 

MR. WESTIN: Thank you. I wonder if you could 
say a word on the subject I don't think your state
ment addressed, the question of the way the 
telephone answering service, as it has developed 
over the last few years, may open some vulnerabili
ties for private communication. 

What I have in mind is this. We have had it 
described to us in several communications to the 
Commission that the creation of telephone answer
ing services means there are now people in each 
city who are able to pick up on individual 
telephones of persons who subscribe to their ser
vices after the required number of rings and answer 
the telephone; and that this is accomplished 
through means that I am sure you could describe 
more specifically, of a connection in the telephone 
machinery itself, a link between the telephone 
number of a subscriber and the telephone answer
ing service. 

That raises in my mind the question of who is 
now engaging in the business of telephone answer
ing services. What verification is made of the fact 
that my telephone is now connected to a telephone 
answering service? And what kind of abuses may be 
taking place? 

I have had brought to my attention accusations 
that because these are relatively small-scale opera
tions, not national companies that seem to be doing 
it, a good way of conducting business espionage is 
to form your own telephone answering service or 
corrupt one from inside and get the ability to listen_ 
in to the telephone conversations of persons who 
use telephone SUbscription services. 

I wonder if you could say a word about this in 
general and give us your thinking on it? 

MR. CAMINO: We are somewhat familiar with 
the problem because it was voiced, if I remember, 
during the hearings before Senator Long's commit
tee back in the mid-'60's-the telephone answering 
service. If my memory is right, a locksmith from the 
Washington, D.C., area testified on that very sub
ject. 

We have a procedure which hopefully eliminates 
much of that danger, which is uniformly applied 
throughout the system. 

1575 





i 
I 



We do not provide telephone answering hook
ups, which are in effect an extension but off
premises, just as you would have in your house, but 
it is theoretically extended to the Telephone An
swering Service Bureau, except as follows: we 
require the express consent of the subscriber before 
we will act upon any such request and make the in
stallation. 

MR. WESTIN: How is the express consent 
acquired? 

MR. CAMING: In writing-by the subscriber, 
authorizing us to give the telephone answering ser
vice physical access to his line for the purpose of 
answering the phone. 

MR. WESTIN: Do you have a verification 
procedure to see whether the signature on a piece 
of paper is, in fact, that of the person who is sub
scriber to the telephone? 

MR. CAMING: We do have verification 
procedures. 

MR. WESTIN: For example, would you call the 
telephone? 

MR. CAMING: We do not take it over the 
telephone. We require written consent. We usually 
contact the subscriber who desires the services and 
inquire from him, and ask him to send iil-

MR. WESTIN: Do you do this by going per
sonally to the subscriber with a representative of 
the telephone company and talking directly to the 
representative or the subscriber? Or is this done by 
receiving a sheet of paper, a form that has been 
signed at the bottom, and calling that number and 
saying, "We have received this number. Are you 
Mr. Jones of 2222 North Avenue, and did you sign 
this?" 

How do you verify it? 
MR. CAMING: Normally, we would verify it by 

getting a request orally or in writing, first from the 
telephone answering service, to provide this. And I 
would have to recheck this and any of my remarks 
would be subject to modification. 

But I believe that we then verify it with the sub
scriber himself. 

Now, if the telephone answering service brings in 
the subscriber's request-whether we'd go through 
a further verification procedure in the apparent 
absence of any irregularity would depend on the 
circumstances. But we do have established verifica
tion procedures. And we are careful because we 
have recognized, particularly since Senator Long's 
investigation, the problem. And we look at this very 
carefully and attempt to police it, 

MR. WESTIN: On the other h;;>,nd, do you have 
any procedure for investigating a telephone answer
ing service? Can anybody come to you and say, "I 
am the Ace Telephone Answering Company and 
we are n01'.I in the business of picking up"-

MR. CAMING: We would assure ourselves that it 
is a legitimate concern, but what it does besides 
telephone answering would be difficult for us to do. 
Once the subscriber has consented and it is 
verified, the telephone answering service, absent 
any proof of irregularity, would be assumed to be 
reputable-just as any of our other customers 
would be. It would be very difficult for us to en
deavor to investigate. 

I might point out that when the telephone an
swering service intercepts, it does not have the 
capability of overhearing silently, as I understand it. 
In other words, suppose you were on the line. The 
telephone answering service could not silently get 
on and listen to your conversation even if you were 
subjected to their service. And if you answer the 
phone first, I think you disconnect the service so 
even the potential for overhearing is omitted. 

MR. WESTIN: That was not my understanding, 
but I would appreciate your verifying that state
ment. 

MR. CAMING: As soon as we have the transcript 
on this, I will review this with our people in Com
mercial, and I am sure that anything that more ac
curately reflects our practices will be brought to the 
full attention of the Commission. 

MR. Wm.:'IN: Thank you. 
PROFESSOR BLAKEY: I have only one further 

question at this time. I wonder if you would review 
for the Commission briefly the development and 
present status of the phone company's policy on 
what information it provides to a subscriber where, 
llaving been asked to check the line, it determines 
that a device which is known to have an outstand
ing court order is present. 

MR. CAMING: In other words, a non-court-or
dered device? 

PROFESSOR BLAKEY: No. My question is, say 
a member of l,r:;anized crime requests the phone 
company to check his phone to see if there is a 
wiretap on it. You check it and, 10 and behold, the 
Federal Bureau of Investigation is there with a 
court order. What do you tell the member of or
ganized crime? 

MR. CAMING: Our practice genemlly
PROFESSOR BLAKEY: As you well know, Mr. 

Caming, I know the answer to that question. What I 
really want to get in the record is the development 
as well as the present status of the policy. 

MR. CAMING: I'd be very pleased to initiate this 
conversation. 

It is our general and recommended practice that 
when we find a device, whether legal or il
legal-legal being under court order and we are 
aware of it-th4t we would notify the customer that 
we have found a device-we use that term without 
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characterization. And if he has any questions what
soever, go to local law enforcement, or go to law 
enforcement. 

We use the generic term "a device" in order not 
to disclose what it might be. 

Second, there are two companies at pre:;ent that 
have an express policy, one by statute, Minnesota, 
and New Jersey by company practice, of advising 
the customer that, "We will be pleased to check 
your line, and if we find an unauthorized device we 
will advise you." And in that case, if they find an 
authorized device, they report back to the 
customer, "We have checked your line and found 
no unauthorized device. " 

And if the customer asks, as is probably his wont, 
"What about an authorized device?" we just state, 
"We do not disclose that information. However, 
Title III provides that the court issuing any lawful 
court order is required by law within 90 days after 
termination of the order, unless it is postponed for 
good cause, to advise you, and so you will be ad
vised jf there is such. " 

Now, there have also been some cases where we 
have received in other states court orders directing 
us not to disclose the presence of a device. In such 
cases, we have adhered to that order. 

That has generally been our practice. 
PROFESSOR BLAKEY: And what do you tell 

the subscriber? We have a court order that tells us 
not to tell you anything? 

MR. CAMINO: No, in that case we go into what 
is known as the unauthorized device approach. We 
will just tell the subscriber. lOWe will check your 
Hne, and if we find an unauthorized device, we will 
let you know." 

PROFESSOR BLAKEY: Was there a period of 
time in which the general policy of the phone com
pany was to make the, "we found no unauthorized 
device" statement? 

MR. CAMINO: You mean the so-called New Jer
seyapproach? 

PROFESSOR BLAKEY: Yes, sir. 
MR. CAMINO; No, I don't think there was ever 

a time when that was a general policy. It was a 
question for a period at the outset of Title III as to 
what approach should be used. 

PROFESSOR BLAKEY: What was the ex
perience with the initial statement to the subscriber 
that, "there are no unauthorized devices?" 

MR. CAMINO: That would take us up to today. 
First of all, two things have to be borne in mind. 

First, we have found virtually no lawful devices 
over the years. We have found a few cut virtually 
none. Out of the 1400 you could probably count a 
handful. 

Second, members of organized crime, for some 
reason which is probably well-known to us, do not 
come to us and ask us to check-with rare excep
tions. There may be an instance where they may 
discover a device and then ask. We had one 
recently in an eastern state where they called the 
telephone company, and a craftsman came out and 
the subscriber said, "What is that?" And "that" 
happened to be a device on his set. 

And he was interested in what we would do with 
it, and we said, "We are just going to tum it over to 
law enforcement. If you have any questions about 
it, ask them. We don't know what it is." 

We didn't, at the time. 
The only point I must bring to the Commission's 

attention-two points. 
We are very troubled by this question, as you can 

appreciate, because the last thing we want to do is 
in any sense undermine the lawful device situation. 
But we have some 10,000 or more requests a year. 
There are only a handful of devices found by each 
company. You tell the others, "We haven't found 
an unauthorized device," and they get ali upset and 
they say, "What about an authorized device?" 

And we say, "We can't tell you about this." 
And they all go away saying, "Aha, there is an 

authorized device on our line." 
And it has been our experience that this so often 

happens, and mainly these are innocent people 
getting very, very upset. 

PROFESSOR BLAKEY; Would you ever tell law 
enforcement to remove it and, having removed it, 
go back and tell the subscriber, "There is no device 
on your line?" 

MR. CAMING: At one point in a number of 
companies they did use that route. The one difficul~ 
ty we found with that is it raised questions as to 
what our credibility would be when coming before 
the National Wiretap Commission or Congress or 
the state legislature and our subscribers as to 
whether or not this would be thought to be decep
tion if the day after it was removed law enforce
ment put it back on again, and then it came out in a 
prosecution and the thing would be labeled as 
deception by the telephone company. 

We feel the one thing we do not want to do and 
that we cannot do in good faith to our customers is 
lie. 

And the statute does not prohibit disclosure of a 
device. If it did, then we could point to the statute 
and say, "That is the situation," and Congress 
would have to weigh that against the fact that a 
great many people are going to get awfully upset in
nocently. 

And we have had the amusing situation where 
courts have said to us, "Don't lie to the customer, 
but don't tell them there is a device on the line." 
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And we said, "Well, splendid. Would you like to 
talk to them? Because we haven't figured out that 
third route. " 

PROFESSOR BLAKEY: What we obviously 
need at this point is a Jesuit scholar. 

MR. WESTIN: The trouble is the Nixon Adminis
tration has made "inoperative" such a bad term. 
You could go behind that and suggest the statement 
mayor may not be true. It is operative for a certain 
period of time and inoperative as of a certain date. 

MR. CAMING: Y~s. Well, we have thought, for 
example, of a number of things. In fact, I have ex
plored it with law enforcement authorities, and the 
Department of Justice, and importuned them to 
come up with any better method, and they them
selves have recognized that this is a Gordian knot. 

PROFESSOR BLAKEY: Thank you, Mr. Cam
ing. 

I wonder if you could step down for a short 
period while Mr. Linehan testifies. 

[Whereupon, Mr. Caming was temporarily ex
cused.] 

[The prepared statement of Mr. Caming and ad
ditional materials follow.] 

STATEMENT OF H. W. WILLIAM CAMING, 

ATTORNEY, AMERICAN TELEPHONE AND TELEGRAPH 

COMPANY 

I am H. W. William Caming, Attorney in the General Depart
ments of American Telephone and Teiegraph Company. My 
areas of primary responsibility have since 1965 included, from a 
legal standpoint, oversight of matters pertaining to industrial 
security and privacy as they affect the Bell System. 

I wish to thank the Commission for the opportunity to present 
the views of the Bell System on privacy of communications and 
delineate our policies, practices and experiences with respect to 
electronic surveillance, principally in the area of wiretapping, 
tile disclosure of toll billing record information, and electronic 
tOll fraud. 

At the outset, I wish to stress the singular importance the Bell 
System has always phced upon preserving the privacy of 
telephone communications. Such privacy is a basic concept in 
our business. We believe that our customers have an inherent 
right to feel that they can use the telephone with the same 
degree of pl"ivacy they enjoy when talking face to face. Any un
dermining of this confidence would seriously impair the useful
ness and value of telephone communications. 

Over the years, the Bell System has repeatedly urged that full 
protection be accorded to its customers' privacy, and we have 
consistently endorsed legislation that would make wiretapping as 
such illegal. In 1966 and again in 1967, we testified to this effect 
before the Senate Subcommittee on Administrative Practice and 
Procedure during its consideration of the Federal Omnibus 
Crime Control and Safe Streets Bill. We said we strongly op
posed any invasion of the privacy of communications by wire
tappiJ'~ and accordingly welcomed Federal and State legislation 
which would strengthen such privacy. This is still of course our 
position, one. which we have reiterated in recent years in ap
pearances, among others, before various subcommittees of the 
Congress. 

We believe that the Federal Omnibus Crime Control Act has 
contributed significantly to protecting privacy by, among others, 
clarifying existing law and proscribing under pain of heavy 
criminal penalty any unauthorized interception or disclosure or 
use of a wire communication. 

During our Congressional testimony, we have said too that we 
recognize that national security and organized racketeering are 
matters of grave concern to the government and to all of us as 
responsible citizens. The extent to which privacy of communica
tions should yield and where the line between privacy and police 
powers should be drawn in the public interest are matters of na
tional public policy, to be determined by the Congress upon a 
proper balancing of the individual and societal considerations. 

For more than three decades, it has been Bell System policy to 
refuse to accept in the Yellow Pages of its telephone directories 
advertisements by private detective agencies and others, stating 
or implying that the services being offered include the use of 
wiretapping. In December 1966, during Congressional con
sideration of the Federal Omnibus Crime Control Act's Title III 
proscriptions against unauthorized interceptions, this longstand
ing policy was expanded to prohibit too the a~ceptance of eaves
dropping copy. This standard, adopted by ali Bell System Com
panies, was interpreted from the outset to make equally unac
ceptable so-called debugging advertising (i.e., advertising stating 
or implying electronic devices or services will be provided for 
the detection and removal of wiretaps and eavesdropping 
"bugs"), on the theory that those who can drbug also possess 
the capability to bug and wiretap. 

Our Companies continually review their Yellow Pages in an 
endeavor to ensure all unacceptable copy is removed, either by 
satisfactory rewording or deletion of the offending copy. New 
advertising is subject to similar scrutiny. The scope of this un
dertaking becomes apparent from the fact that there are approx
imately 2,300 Yellow Pages telephone directories, containing 
some 23,000,000 advertisements and listings. 

The removal of unacceptable copy is a never-ending task, 
since many such advertisements are revised, and new ones ap
pear, in each issue. We believe, however, that we have done a 
creditable job in this area, and we intend to continue such rigid 
policing as contributive to maximizing privacy of communica
tions. 

It may help place matters in perspective if we provide a brief 
insight into the magnitude of telephone calling that occurs in this 
country in a single year. During the calendar year 1974, for ex
ample, there were approximately 144 million telephones 
(including extensions) in use in the United States, from which 
more than 200 billion calls were completed. 

From the time our business began almost 100 years ago, the 
American public has understood that their telephone service was 
being personally furnished by switchboard operators, telephone 
installers and central office repairmen who, in the performance 
of their duties of completing calls, installing phones and main
taining equipment, must of necessity have access to customers' 
lines to carry out their normal job functions. We have always 
recognized this and have worked hard and effectively to ensure 
that unwarranted intrusions on customers' telephone conversa
tions do not occur. We are confident that we have done and are 
doing an excellent job in preserving pri vacy in telephone com
munication. 

The advance of telephone technology has in itself produced an 
increasing measure of protection for telephone users. Today, the 
vast majority of calls are dialed by the customer, without the 
assistance of an operator. This has greatly minimized the oppor
tunities for intrusions on privacy. In addition, some 90 percent 
of our customers now have one-party telephone service, and the 
proportion of such individual lines is growing steadily. Direct in
ward dialing to PBX extensions, automatic testing equipment, 
and the extension of direct distance dialing to person-to-person, 
collect and credit card calls and to long distance calls from coin 
.box telephones further contribute to telephone privacy. 
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Beyond this, all Bell System Companies conduct a vigorous 
program to ensure every reasonable precaution is taken to 
preserve privacy of communications through physical protection 
of telephor.,! plant and thorough instruction of employees. 

Our employees are selected, trained, and supervised with care. 
They are regularly reminded that, a~ a baSIC condition of em
ployment, they must strictly adhere to Company rules and ap
plicable laws against unauthorized interception or disclosure of 
customers' conversations. All employees are required to read a 
booklet describing in unmistakable terms what is expected of 
them in the area of secrecy of communications. Violations can 
lead, and indeed have led, to discharge. 

Any allegation of illegal activity leveled against any of our em
ployees-or any evidence thereof, whether uncovered in our 
day-to-day operations or brought to our attention by any outside 
sources-is promptly and thoroughly investigated and, if the 
facts so warrant, appropriate disciplinary and prosecutory action 
is taken. Additionally, it is longstanding Bell System policy to 
cooperate fully with law enforcement authorities and other duly 
authorized government agencies in their investigations of alleged 
or suspected illegal activity by our employees. 

In regard to our operating plant, all of our premises housing 
central offices, equipment and wiring and the plant records of 
our facilities, including those serving each customer, are at all 
times kept locked or supervised by responsible management per
sonnel, to deny unauthorized persons access thereto or specific 
knowledge thereof. We have some 90,000 people whose daily 
work assignments are in the outside plant. They are constantly 
alert for unauthorized connections or indications that telephone 
terminals or equipment have been tampered with. Telephone ca
bles are protected against intrusion. They are fully sealed and 
generally filled with gas; any break in the cable sheath :educes 
the gas pressure and activates an alarm. 

With these measures and many oth~t •• we maintain security at 
a high level. We are, of course, concerned that as a result of 
technological developments, clandestine electronic monitoring 
of telephone lines by outsiders can be done today in a much 
more sophisticated manner than has been heretofore possible. 
Devices, for example, can now pick up conversations without 
being physically connected to telephone lines. These devices 
must, however, generally be in close proximity to a telephone 
line, and our personnel in their day-to-day work assignments are 
alert for signs of this type of wiretapping too. Every indication of 
irregularity is promptly and thoroughly investigated. 

Our concern for the privacy of our customers is reflected too 
in the care with which we investigate any suspicious circum
stances and all customer complaints that their lines are being 
wiretapped. Our Companies foHow generany similar operating 
procedures when an employee discovers a wiretap or eaves
dropping device on a telephone line. Each Company has 
established ground rules for the small number of these situations 
that occur, which take into consideration any local statutory 
requirements. Most frequently, when our people find improper 
wiring at a terminal, it is the result either of a record error or 
failure on the part of our personnel to remove the wires ~s
sociated with a disconnected telephone. Each of these cases IS, 
however, carefuny checked. In those few instances where there 
is evidence of wiretapping, the employee discovering it is 
required to inform his supervisor immediately, and a thorough 
investigation is undertaken in every such case by competent 
security and plant forces. 

In a small number of cases, a customer suspects a wiretap and 
asks for our assistance. Usually, these requests arise because the 
customr.r hears what are to him suspicious noises on his line. 
Hearing fragments of another conversation due to a defective 
cable, or tapping noises due to loose connections, or other plant 
troubles are on occasion mistaken for wiretapping. Each Com
pany has established procedures for handling such requests. 
Generally, the first step is to have our craftsmen test the 

customer's line from the central office. In most instances, these 
tests will disclose a plant trouble condition. In each such case, 
the trouble is promptly corrected and the customer informed 
there was no wiretap. 

In cases where no trouble is detected through te~ting the 
customer's line, a thorough physical inspection for evidence of a 
wiretap is mllde by trained personnel at the customer's premises 
and at all other locations where his circuitry might be exposed to 
a wiretap. If no evidence of a wiretap is found, the customer is 
so informed. Where evidence of a wiretap is found, the practice 
generally is to report to law enforcemeN authorities any device 
found in the course of the Company inspection, for the purposes 
of determining whether the device was lawful. and of affording 
law enforcement an opportunity to investigate if the tap was un
lawful. The existence of the device is also reported to the 
customer requesting the check, generally irrespective of whether 
it was lawful or unlawful. The customer is told that "a device" 
has been found on his line, without our characterizing it as law
ful or unlawful. Should the customer have any questions, he is 
referred without further comment to law enforcement. 

New Jersey Bell, however, as a matter of policy, informs a 
customer requesting a wiretap check that only the presence of 
an unauthorized device will be disclosed. Minnesota by statute 
similarly limits disclosure to unlawful devices. Should the 
customer inquire about the presence of a lawful device, he will 
usually be assured that applicable Federal and State laws reqUire 
any judge authorizing or approving a court-ordered interception 
to notify the affected customer within 90 days after interception 
ceases (or at a later date, if disclosure is postponed upon a good 
cause showing by law enforcement). 

All Bell System Companies report the existence of an unlawful 
device to the customer requesting the check, as well as to law 
enforcement (upon authorization from the customer, in the in
stance of one Company), and the latter is provided an opportu
nity to investigate for a reasonable period, generally 24-48 
hours, prior to removal of the wiretap. 

We might point out that unless the wiretap effort is 
amateurish, a person whose line is being tapped will not hear 
anything unusual, because of the sophisticated devices em
ployed. As we previously said, most of the complaints originate 
because the customer hears an odd noise, static, clicking, or 
other unusual manifestations. As far as our experience discloses, 
these usually turn out to be difficulties in transmission or other 
plant irregularities. From 1967 onward, for example, the total 
number of wiretap and eavesdrop devices of all types (including 
both lawful and unlawful) found by telephone employees on Bell 
System lines has averaged less than 21 per month-an average of 
less than one a month for each of the twenty-four operating 
companies of the Bell System. [n our opinion, the criminal sanc
tions imposed by Title III (for the unauthorized interception or 
disclosure or use of wire or oral communications, or the manu
facture, distribution, possession, or advertising or intercepting 
devices), coupled with vigorous law enforcement and attendant 
publicity, appear to have contributed significantly to safeguard
ing telephone privacy. 

II 

In the area of court-ordered wiretapping, it is the policy of the 
Bell System to cooperate with duly authorized law enforcement 
authorities in their execution of lawful interceptions by provid
ing limited assistance as necessary for law enforcement to effec
tuate the particular wiretap. We wish to stress that the Bell 
System does not do the wiretapping. The assistance furnished 
generally takes the form of providing line access information, 
upon the presentation of a court order valid on its face, as to the 
cable and pair designations and mUltiple appearances of the ter
minals of the specific telephone lines approved for interception 
in the court order. 
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The term "cable and pair" denotes the pair of wires serving 
the telephone line in questioll, and the cable (carried on poles, 
or in conduit, or buried in the earth) in which the pair reposes. 
A "terminal" is the distribution point to which a number of in
dividual pairs of wires from the cable are connected, to provide 
service in that immediate area. A terminal may in a residential 
area be on aerial cable suspended from telephone poles or on a 
low, above-ground pedestal, or be found in terminal boxes or 
connecting strips in the basement, hall, or room of an office 
building or apartment house. The pair of wires of each telephone 
serviced from a particular terminal are interconnel I at that 
terminal with a specific pair of wires from the cable, so that a 
continuous path of communication is established between the 
customer's premises and the telephone company's central office. 
The terminals vary in size, depending upon the needs of the par
ticular location. To provide optimum flexibility in usage of 
telephone equipment, the same pair of wires may appear in 
parallel in a number of terminals, so that the pair can be used to 
service a nearby location if its use is not required at a particular 
point. Thus, the term "multiple appearance" denotes the loca
tions where the same pair of wires appears in more than one ter
minal on the electrical path between the central office and the 
customer's premises. 

In the instance of law enforcement authorities of the Federal 
government (and' of those States enacting specific enabling 
legislation in conformity with the amendments to § 2518( 4) of 
Title III of the Federal Omnibus Crime Control Act effective 
February 1, 1971), the court order may "direct" the telephone 
company to provide limited assistance in the form of the 
"information, facilities, and technical assistance" necessary to 
accomplish the wiretap unobtrusively and with a minimum 
disruption of service. Upon the receipt of such a directive in a 
court order valid on its face, our cooperation will usually take 
the form of furnishing a private line channel from terminal to 
terminal (i.e., a channel from a terminal which also services the 
telephone line under investigation to a terminal servicing the 
listening post location designated by law enforcement). Addi
tionally, the above-described line access information will be 
furnished for the specific telephone lines judicially approved for 
interception. 

On occasion, assistance in the form of private line channels is 
furnished to Federal authorities in national security cases. This 
assistance is only rendered upon specific written request of the 
Attorney General of the United States or of the Director of the 
Federal Bureau of Investigation (upon the specific written 
authorization of the Attorney General to make such request) to 
the local telephone company for such facilities, as a necessary 
investigative technique under the Presidential power to protect 
the national security against actual or potential attack or other 
hostile acts of a foreign power, to obtain foreign intelligence in
formation deemed essential to the security of the United States, 
or to protect national security information against foreign intel
ligence activities. For reasons of security, we are not informed in 
such cases of the specific nature of the national security matter 
under investigation. 

In cooperating in court-ordered and national security cases, 
we endeavor to provide the very minimum assistance necessary 
to effectuate the particular wiretap. Under no circumstances, do 
we do the wiretapping itself; that is the exclusive province of the 
appropriate law enforcement officers. Nor do we furnish them 
with end equipment to be used in connection with a wiretap, 
such as pen registers, Touch-Tone dial impulse decoders, or tape 
recorders. Nor do we design or build wiretap or eavesdrop 
devices for law enforcement authorities. Furthermore, our 
telephone companies do not train law enforcement personnel in 
the general methods of wiretapping and eavesdropping, nor do 
we provide telephone company employee identification cards, 
uniforms or tools, or telephone company trucks. 

III 

As we have repeatedly stated to the Congress, the Federal 
Communications Commission, and our customers, it has been 
longstanding Bell System policy to ensure against the 
unauthorized disclosure of information relating to the existence 
or contents of any telephone conversation. Accordingly, we have 
always held toll billing information pertaining to our customers 
in strict confidence, divulging it only pursuant to lawful process, 
upon proper demand. We believe this reflects the intent of Con
gress and the thrust of the law, as well as sound policy. 

By way of background, toll billing records are corporate 
records maintained by each telephone company in the ordinary 
course of business as necessary substantiation for its charges 
billed to subscribers. These records consist primarily of toll 
billing statements, and traffic operator tickets and automatic 
billing data used in the preparation of such statements. The 
records are generally kept for a fixed period of time, to serve the 
needs of the business and conform to statutory and regulatory 
requirements. They are normally destroyed as a matter of busi
ness routine at the conclusion of the retention period, usually six 
months. 

These records are maintained for all subscribers, and not just 
for those under governmental investigation. They contain no in
formation concerning the contents of any telephone conversa
tion or, with the limited exception of certain collect and person
to-person calls, the identities of the actual parties participating 
therein. 

Prior to March 1974, it was the policy and practice of all Bell 
System Companies to disclose toll billing information upon 
receipt of a subpoena duces tecum (such as that of a court of 
competent jurisdiction, a grand jury or a Congressional commit
tee) or an administrative summons (from the Internal Revenue 
Service, for example) valid on its face. Additionally, about half 
of our Companies released such records upon "demand of other 
lawful authority" such as a letter cf demand, generally on offi
cial stationery, signed by the principal prosecuting attorney of a 
state or principal political subdivision thereof or by a law en
forcement officer of command rank (usually captain or higher), 
stating that specific existing toll information for a specified 
period of time was required in conjunction with an ongoing 
criminal investigation. 

When, however, official copies of subscriber toll billing 
records were to be introduced in any legal proceeding, such as at 
a trial or before a grand jury, it was the practice of all Bell 
System Companies, as a matter of policy, to release such original 
records only upon receipt of a valid subpoena or administrative 
summons. 

The Federal Communications Commission's Common Carrier 
Bureau had in 1973 carefully reviewed the restrictions voluntari
ly imposed by the Bell System upon disclosure of its toll billing 
records and found them more stringent than was required under 
Section 605 of the Communications Act and judicial decisions 
thereunder. 

The confidentiality of our customers' comn,.;rkations was 
further strengthened when, in the course of ou,' conti::uing 
review of these matters, the procedures were revised effective 
March 1, 1974 to provide that no Bell System Company will 
release customer toll billing records except under valid subpoena 
or administrative summons. Thus, as a matter of policy, these 
records are no longer disclosed pursuant to other lawful de
mand. 

In addition, customers are to be automatically notified when
ever toll billing records relating to them have been subpoenaed 
or summoned, except in those circumstances where a legislative 
committee or law enforcement agency seeking such records 
requests nondisclosure by certifying that notification could im
pede and obstruct ics official investigation or interfere with en
forcement of the criminal law. 
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Automatic notification to the customer is two-fold: a 
telephone call the same day that the subpoena or summons is 
received, followed by written notification within 24 hours. The 
notification contains all pertinent information, including the 
name of the party subpoenaing the records and the approximate 
date upon which they will be furnished. 

An exception to the foregoing policies is made in the instance 
of national security. In such cases, the records are provided only 
upon specific written request of the Director of the Federal Bu
reau of Investigation, or of an Associate Director or Assistant 
Director, for such information, as a necessary investigative 
technique under the Presidential power to protect the national 
security against actual or potential attack or hostile acts of a 
foreign power, to obtain foreign intelligence information deemed 
essential to the security of the United States, or to protect na
tional security information against foreign intelligence activities. 
Notification is not provided to the customer. 

Bell System policy regarding the disclosure of its toll billing 
records strikes, we believe, a proper balance under existing law. 
It reflects our traditional concern for and society's growing in
sistence upon preserving the privacy of communications. It 
recognizes too our obligations to comply with the mandates of 
lawful process and not to unduly impede official investigations, 
whether criminal .or legislative In character. In these matters we 
are, in a very real sense, caught in the middle of cOlltroversy. 
The extent to which privacy of communications in this area 
should yield and where the line between individual privacy and 
polite powers should be drawn in the public interest are, in our 
opinion, matters of national public policy, to be determined by 
the Congress after careful evaluation of the countervailing in
terests. 

IV 

Turning now to another area of the Commission's inqui
ries-the measures we employ to combat the theft of telephone 
service by those clandestinely using electronic toll fraud 
devices-the Bell System firmly believes that whenever a com
munication is lawfully placed, its existence and contents must be 
afforded the full protection of the law. 

But when wrongdoers break into the telephone network and 
by use of an electronic device seize its circuits so that calls can 
be illegally initiated, we are faced with the formidable problem 
of gathering evidence of such fraud for purposes of prosecution 
and billing. Telephone service is our only product, and its 
wholesale theft results in losses ultimately borne by the honest 
telephone user. 

The Communications Act of 1934 imposes upon us the statu
tory obligation to prevent such thefts of service. In essence, the 
Act imposes upon each telephone company the duty to require 
all users of its service to pay the lawful charges authorized by 
tariffs on file with the appropriate regulatory bodies. No carrier 
may discriminate between its customers by granting preferential 
treatment to any. Knowingly to allow those committing elec
tronic toll fraud to receive "free service" would constitute such 
discrimination. 

Furthermore, each telephone company is enjoined, under pain 
of criminal penalty, from neglecting or failing to maintain cor
rect and complete records and accounts of the movements of all 
traffic over its facilities. Each carrier is also obliged to bill the 
federal excise tax on each long distance call. 

To put the matter of electronic toll fraud into historical per
spective-in the early Sixties, a most ominous threat burst upon 
the scene, the advent of the so-called black and blue boxes. 
These devices enabled the user to circumvent the telephone 
company's automatic billing equipment and thereby illegally 
receive or place calls without payment of the lawful charges. A 
"black box" is operated by the called party, so that anyone 
calling that number from any location is not charged for the call. 
Contrariwise, a "blue box" is operated by the calling party and, 

because of its small size and portability, can be hidden on the 
person and at any time used to place an illegal call from any 
telephone to anywhere in the world (often by merely holding the 
device against the telephone's mouthpiece, without the necessity 
of wiring it into the line). 

It was recognized that if such fraud could be committed with 
impunity, losses of staggering proportions would ensue. Faced 
with this threat, the Bell System took immediate steps to deter
mine whether it would be necessary to undertake the monumen
tal task of redesigning and restructuring the signalling functions 
of the nationwide telecommunications network-at an estimated 
cost to our customers ranging upward to one billion dollars. BelI 
Laboratories was asked to develop electronic toll \~raud detec
tion equipment to enable the Bell System to ascertain the mag
nitude of the fraudulent calling. 

From the inception of the project, the following guidelines 
were established to ensure, among others, that privacy of com
munications would be fully safeguarded: 

-The initial scanning and testing would be confined to ran
domly sampling a limited number of trunk lines handling out
going long distance calls at a few representative cities. 

-The scanning and testing would be automatically accom
plished by mechanical means, without the intervention of the 
human ear. 

-Recording for subsequent analysis would be confined to 
those calls, which when initially scanned and 'tested, e'thibited 
to the equipment preliminary indications of illegality (e.g., ab
normal network tones anrl signalling). 

-These recordings were to be immedifltely sealed and 
dispatched to a centralized tol\ fraud Analysis Bureau to be 
established by AT&T in New York City. 

-The voice recording for analysis phase would cease when 
other technological methods of detecting preliminary indica
tions of illegal calling on the network were developed. 
Beginning in late 1964, six. "first generation" toll trunk test 

units, developed by Bell Laboratories principally from standard 
telephone components, were placed in service at the following 
locations: two in New York City, two in Los Angeles, and one 
each in Miami and Detroit. To obtain more effective sampling, 
one of the New York units was moved to Newark in late 1966, 
and the Detroit unit was relocated to St. Louis in early 1967. 

These units were fully automatic and housed in locked 
cabinets located in secure areas in telephone company long 
distance switching centers. Each unit could scan only five calls 
at anyone time, randomly selected from the traffic streaming 
through the one hundred outgoing long distance trunk lines to 
which the unit was connected. Only when the unit's logic found 
positive preliminary indications of illegality was any portion of 
the conversation recorded for subsequent analysis. 

It bears reiteration that all scanning, testing and recording by 
these first generation units were automaticaJIy accomplished by 
mechanical means, without any hUman participation. 

The recordings were placed in sealed containers and 
dispatched immediately by hand or through registered mail to 
the Analysis Bureau in New York. The Bureau was manned by a 
small group of closely supervised, long term management per
sonnel who had been carefully selected and trained for this pro., 
ject. Each calI was analyzed for pertinent statistical data and at 
times also provided leads as to specific ::,~fenders. These leads, 
including until December 1966 extracted informative recordings 
of suspected blue box calls, were forwarded to the appropriate 
operating telephone company for investigation. The recordings 
received by the Bureau were erased within 30 days after analy
sis. 

During the first years of the project, these toll trunk test units 
were able to gather significant statistical evidence of the 
widespread nature of the illegal calling. Preliminary information 
furnished by these units ultimately produced a number of suc
cessful prosecutions of major offenders, many of whom were as
sociated with organized crime. 
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The project was terminated in May 1970. By that time, Bell 
Laboratories had developed to the field trial stage more so
phisticated "second generation" equipment which permitted 
more effective scanning and testing of the telecommunications 
network for preliminary indications of electronic toll fraud, 
without the necessity of voice recording during the pre-investiga
tive detection stage. Extensive use was also being made of com
puters, plant testing equipment and procedures, and statistical 
analyses. Nonetheless, despite these and other efforts and our 
constant vigilance, electronic toll fraud continues at flood level. 

Because blue and black box devices are relatively inexpensive 
to make, their use has grown at an alarming rate. We estimate 
blue boxes can be mass-produced at a cost of $25 to $50 per 
unit, and black boxes at a cost of a dollar or less. Our experience 
has shown that these devices have a unique appeal to, among 
others, the criminal element, whether it be a member of or
ganized crime or an unprincipled businessman. This is so 
because not only is payment of the lawful telephone charges 
evaded, but also any record of the communication concealed, 
permitting them to conduct their unlawful activities under a 
smoke screen of anonymity. 

Such crimes have never enjoyed the protection of the law, 
neither before nor after the passage of Title III of the Federal 
Omnibus Crime Control and Safe Streets Act in June 1968. A 
substantial number of distinguished courts, including several 
United States Circuit Courts of Appeals, have unequivocally 
held that persons stealing telephone service by trespassing upon 
the telephone network place themselves outside the protection 
of Section 605 of the Communications Act, and of Title III. In 
these criminal cases, our entire process of gathering evidence 
has been subjected to close and thorough judicial scrutiny. This 
judicial oversight has continued to date, with some 325 convic
tions and a number of pending cases, indicating the extent to 
which the courts at federal and state level have repeatedly 
reviewed telephone company procedures for gathering such 
evidence. With virtual unanimity, the courts have held that the 
methods used have "een lawful, independent of cooperation 
with law enforcement authorities, and wholly in the public in
terest. 

It should be stressed, too, that prosecution has been and con
tinues to be the only effective deterrent. As to the specific 
methods 'employed by the telephone companies to gather 
evidence of electronic toll fraud-in contradistinction to the 
previously described pre-investigative preliminary scanning of 
the network-we have found that a minimum amount of record
ing of a limited number of calls is indispensable, if a prosecution 
is to succeed. 

Since the goods being stolen are the communication itself (for 
example, by a blue box user), there is no alternative at this state 
of the art but to make, for prosecutory purposes, a limited 
recording of each illegal call, at least of the fraudulent dialing, 
ringing, and opening salutations, to: 

-identify the calling party (the user of the blue box), and 
others with whom he may be acting in concert; 

Identification of the telephone line(s) from which the 
fraudulent calls are originating must be followed by the 
more difficult identification of the specific individual(s) 
making the calls. This is of paramount importance. 

-establish, corrobo;atively, the location(s) from which the 
specific calls upon which prosecution is to be based are 
originating; 

-record with respect to each such call the multifrequency 
tones being "dialed" (key pulsed) by the blue box; and 

-determine whether the fraudulent call (or series of calls) 
was completed by the called party (parties) answering. 

Distance (as well as time) is a factor in determining the proper 
billing charge for a long distance call. It is, therefore, necessary 
to ascertain each specific location called after the wrongdoer se
izes the circuit. Let us assume, for example, that a blue box user 

places a call from Washington, D.C. to the directory assistance 
operator at Chicago (312 555-1212). By then emitting a specific 
tone from his blue box device, the user can disconnect the 
operator and seize the long distance circuit "at Chicago." He 
can then dial from that point to any part of the country or to 
London, Moscow, Sydney, and other parts of the world. 

The ultimate destination of each blue box call can, therefore, 
be determined only by documenting the multifrequency tones 
key pulsed. Also, as previously explained, after seizing the cir
cuit the blue box user can make a series of calls. Should such 
fraudulent calls be key pulsed, determination of whether each 
such call was completed can only be made through recording the 
telltale tones. Unless the tones are captured at the very moment 
they are emitted, they are of course "lost forever." 

Complete documentation of the requisite evidence cannot be 
obtained by use of regular plant testing equipment such as a peg 
count register (a simple electromechanical counting device that 
will count blue box tones). Such equipment cannot identify the 
fraudulent caller, nor determine whether each such call was 
completed, nor produce other necessary evidence. These essen
tial evidentiary elements can only be adduced through record
ing. 

Nor will inspection of the suspect location usually uncover the 
small, readily-concealed devices. Moreover, seizure of the 
device would not, in and of itself, establish that fraud by wire 
had been committed, nor by whom, nor the extent of the fraud. 
Nor can the Automatic Message Accounting equipment that 
normally obtains the information essential for billing purposes 
produce the necessary evidence of toll fraud. 

Most importantly, the limited recording done is solely to 
gather evidence of calls illegally placed. This is not a 
"wiretapping case," where the contents of the conversations are 
sought as evidence of some crime other than the theft of service 
itself. 

Limited recording by the local telephone company is done 
from secure locations, admission to which is tightly controlled 
on a "need to know" basis. This is done to maximize the protec
tion of customers' privacy by preventing intrusion by 
unauthorized personnel. These quarters are kept under lock and 
key when not in use. 

To assure the privacy of lawful communications, the 
telephone companies first employ a series of investigatory mea
sures other than voice recording (e.g., a peg count register or its 
equivalent) to carefully evaluate the accuracy of any preliminary 
indications of electronic toll fraud. Only when a reasonable 
suspicion of such fraud has been firmly established, the possibili
ty of plant trouble ruled out, and all other investigative measures 
exhausted, do the telephone companies engage in limited 
recording. 

Recording does not begin until the caller's blue box emits a 
tone to seize the line. The recording is brief and usually includes: 

(i) the dialing of the multifrequency tones of the number 
being illicitly called; 

(ii) the ensuing ringing cycle; and 
(iii) the opening salutations of the parties after the call is an

swered. Usually only 60 seconds or less of conversation is 
recorded. The equipment generally is adjusted to cut off auto
matically at the end of this recording cycle. 

As part of our continuing review of all operating policies relat
ing to the privacy of our customers' communications, we 
recently further refined our procedures to require that no such 
limited voice recording may take place without the prior express 
approval of the Company's Security Manager-and the concur
rence of the Vice President-Operations and the Vice President 
and General Counsel, or their designates. In this respect too our 
Systemwide procedures are more restrictive than the require
ments of the law. 
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Due to the nationwide character of such fraud, we are of the 
opinion that a Federal statute proscribing the manufacture, pos
session, importation, distribution, or advertising of electronic toll 
fraud devices will substantially contribute to the containment of 
this threat. Such a statute should also proscribe the publication 
of plans, specifications and instructions for making, assembling 
or using these devices. Numerous "how-to-do-it" electronic toll 
fraud articles, published by national magazines and other 
periodicals in recent years, graphically illustrate the invidious 
nature and widespread dissemination of this type of publication. 

We have, therefore, submitted to the Commission a proposed 
statute proscribing these activities. By outlawing such conduct in 
interstate and foreign commerce, the availability of this nar
rowly-defined category of electronic toll fraud devices, for which 
there is no legitimate use, will be substantially curtailed. The 
statute will also significantly diminish the enticement of others to 
such criminal activities. 

The proposed legislation effectively supplements the Federal 
"fraud by wire" provisions set forth in § 1343 of 18 U.S.C., 
which prohibits the use of toll fraud devices in interstate or 
foreign commerce. However, prosecution under the "fraud by 
wire" statute, which criminalizes the use of the device, will 
necessarily continue to be our first line of defense and principal 
deterrent. Also, as previously noted, at the present state of the 
art a minimal amount of recording of a limited number of calls 
will remain indispensable to the success of any such prosecution. 

In summary, we have shown that at best, detection of elec
tronic toll fraud is difficult. We can only conjecture at the full 
scale of the substantial revenue losses sustained by the telephone 
industry and its customers. As in many criminal areas·where de
tection is difficult, the instances of electronic toll fraud 
unearthed by the telephone companies represent merely that 

portion of the iceberg visible to the eye. The actual losses cur
rently being sustained may be ten or twenty times as great as our 
provable losses. 

In none of the cases prosecuted, state or federal, has any judge 
ever subscribed to the thesis that the telephone companies do 
not have the statutory obligation to collect, through limited 
recording, the evidence necessary to identify those placing calls 
in an illegal manner. To hold otherwise would, in effect, herald 
to the racketeer, the corrupt businessman, and all others that 
they have carte blanche to operate with relative impunity. 

The virtually unchecked use of electronic tol\ fraud devices 
which would ensue if the threat of detection and prosecution is 
removed would impose an overwhelming financial burden on the 
telephone industry ami its honest customers, who would be 
required to underwrite the entire cost of these depredations, in
cluding the total loss of revenue and the substantial expense of 
the circuits, facilities, and equipment tied up by such illegal use. 
These losses would rapidly reach staggering proportions, soaring 
into the tens and hundreds of millior,s of dollars and jeopardizing 
our very ability to provide telephone service to this nation. 

v 
The foregoing reflects our experience in the areas of wire

tapping and electronic surveillance, the disclosure of toll billing 
information, and electronic toll fraud prior and subsequent to 
the passage of Title III of the Federal OmnibUS Crime Control 
Act in 1968, and our continuing efforts to maximize the privacy 
accorded to communications. 

We wish to assure you that the Bell System continues to be 
wholly dedicated to the proposition that the public is entitled to 
telephone communications free from unlawful interception or 
divulgence. We are vitally interested in the protection of the 
privacy of communications and always welcome measures and 
techniques that will strengthen and preserve it. 

I shall be pleased to answer any questions the Commission 
may have. 
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Mr. Kenneth J. Hodson 
Executive Director 
National Commission for the 

Review of Federal and State 
Laws Relating to Wiretapping 
and Electronic Surveillance 

1875 Connecticut Avenue, N.W. 
Washington, D.C. 20009 

Dear Mr. Hodson: 

~: AT. T' 
~~:;:'MISU 
American Telephone and 
Telegraph Company 
195 Broadway 
New York, N, y, 10007 
Phone (212) 393-9800 

August 22, 1975 

This is in response to inquiries made by members 
of the Commission and its staff during the course of my 
testimony before the Commission on June 27, 1975. 

I 

In my letter to you of January 13, 1975, we 
enclosed a 20-page report, entitled "Bell System - :Illegal 
Wiretaps Found January 1, 1967 to June 30, 1971~," which 
disclosed the number of illegal wiretapping and eavesdropping 
devices found in the United States by Telephone Company 
personnel on. the lines (facilities, equipment, and instruments) 
of the Associated Operating Companies of the Bell System. 

In such letter, we also informed the Commission 
that 'it was the general practice of all Bell System Companies, 
with one exception (Illinois Bell Telephone Company), to 
notify the affected customer and the appropriate law enforce
ment authorities, whenever such a device is found on a 
customer's line. We said that in the instance of Illinois 
Bell, it had been the longstanding practice to notify only 
the customer upon whose line the device was found and, 
further, to assure the customer that should he or she wish 
to report the incident to law enforcement, the Company would 
fully cooperate with such authorities in any ensuing investi
gation of the matter. 

We also alluded to this subject in my written 
Statement to the Commission of June 27, 1975, saying on Page 7 
thereof that all Bell System Companies report the presence 
of an unlawful device to the customer requesting the check, 
as well as to law enforcement (upon authorization of the 
customer, in the instance of one Company - Illinois Bell), 
and the latter is provided an opportunity to investigate for 
a reasonable period, generally 24-48 hours, prior to removal 
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of the wiretap. During my testimony, there was a brief 
colloquy on the practice of Illinois Bell. [Tr. 148-50J* 

We wish to advise the Commission that Illinois 
Bell has revised its reporting procedures to conform to Bell 
System recommended practice. Accordingly, it is now the 
general practice of all Associated Operating Companies of 
the Bell System, including Illinois Eell, to notify both 
the affected customer, and the appropria~e law enforcement 
authorities, whenever ali illegal wiretapping or eavesdropping 
device is found on a customer's line. 

II 

During the hearing, question was raised as to 
whether Bell System Companies maintain a record of the 
number of occasions annually on which it was necessary to 
conduct a physical inspection of the customer's premises in 
the course of handling a customer's request that his or her 
line be checked for a possible wiretap. [Tr. l45-46J 
Despite the extensive recordkeeping regularly maintained in 
this area by our Companies, evidenced in part by the detail 
contained in the aforementioned 20-page report on illegal 
wiretaps found furnished to the Commission under date of 
January 13, 1975, it has not been the general practice of 
the Associated Operating Companies of the Bell System to 
maintain a specific record of the requested information 
regarding physical inspections on customer premises. 

In this connection, it appears appropriate to 
reiterate our testimony of June 27, 1975 that most of the 
wiretap complaints lodged by customers originate because the 
customer hears an odd noise, statiC, clicking, cross talk, 
or other apparently unusual manifestations. Ins0far as our 
experience discloses, these usually turn out to be difficulties 
in transmission or other plant irregularities which can be 
promptly detected. In the small number of cases where no 
trouble is detected in testing a customer's line, a thorough 
inspection for evidence of a wiretap is made by trained 
Telephone Company personnel at the customer's premises and 
at all other locations where his or her circuitry might be 
exposed to a wiretap. 

You may recall that on June 19, 1975 we furnished 
the Commission with the following updated tabulation of the 

* All Transcript citations herein in brackets refer to 
pagination of the unedited version of the Transcript of 
the Commission's hearing of June 27, 1975. 
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"Total Number of Wiretapping and Eavesdropping Devices Found 
in the United States by Telephone Company Personnel on the 
Lines (Facilities, Equipment and Instruments) of the Associ
ated Companies of the Bell System" during the calendar years 
1967 - 1974: 

Year 

1967 

1968 

1969 

1970 

Total 

195 

179 

218 

195 

Year 

1971 

1972 

1973 

1974 

Total 

249 

174 

163 

182 

'Thus, from 1967 onward the total number of wiretap and 
eavesdrop devices of all types (including both lawful and 
unlawful) found by Telephone Company employees on Bell 
System lines has averaged less than 21 per month - an 
average of less than one per month for each of the twenty
four Associated Operating Companies of the Bell System. 

Further, these total annual figures include all 
of such devices found, whether as a result of one of the 
10,000 or so customer requests for a wiretap check made Bell 
Systemwide each year or through detection by Telephone 
Company personnel in the regular course of their work (~., 
by one of the 90,000 employees whose daily work assignments 
are in outside plant). [Tr. 144-45J 

Thus even if we, conservatively, eliminate from 
consideration those of the above-listed devices which were 
found by Telephone Company employees in the normal per
formance of their duties (rather than as a consequence of a 
customer request for a wiretap check), it has been our Bell 
Systemwide experience that in only some 2 percent of the 
10,000 or so customer requests received per year has a 
device actually been found. 

III 

In accordance with the Commission's request [Tr. 131J, 
enclosed are photugraphs of the two electronic toll fraud 
devices which were displayed and the operation of each described 
during my testimony of June 27, 1975, Exhibit "A" being a 
photograph of the "black box" and Exhibit "B" of the "blue 
box." 
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It will be recalled that these electonic toll 
fraud devices enable the user to circumvent a telephone 
company's automatic billing equipment and thereby illegally 
receive or place calls without payment of the lawful charges. 
A "black bOx" is operated by the called party, so that 
anyone calling that number from any location is not charged 
for the call. Contrariwise, a "blue box" is operated by the 
calling party and, because of its small size and portability, 
can be concealed on the person and at any time used to place 
an ~;legal call from any telephone to virtually anywhere in 
the world (often by merely holding the device against the 
telephone's mouthplece, without the necessity of wiring it 
into the line). 

IV 

In December 1966, the longstanding Bell System 
prohibition against accepting in the Yellow Pages of its 
telephone directories advertisements by private detective 
agencies and others, stating or implying that the services 
being off'ered included the use of wiretapping, was expanded 
to prohibit too the acceptance of eavesdropping copy. This 
standard, adopted by all Bell System Companies, was inter
preted from the outset to make equally unacceptable so
called debugging advertising (i.e., advertising stating or 
implying electronic devices or-S~rvices will be provided for 
the detection and removal of wiretaps and eavesdropping 
llbugs l1

), on the theory that those who can debug also possess 
the capability to bug and wiretap. 

Enclosed for the information of the Co~mission in 
accordance with its request [Tr. 151-52J, as Exhibit "C", 
is a decision of the Missouri Public Service Commission in 
the form of a Report and Order in Markowitz d/b/a Monitor 
Agency v. Southwestern Bell Telephone Company, dated 
December 7, 1971, upholding as nondiscriminatory, and by 
implication in the public interest (see, for example, the 
Commission's statement on Page 2 thereof that there had 
been no complaint "as to the reasonableness of the standard 
in question"), Southwestern Bell's refusal to accept debug
ging advertising copy from a private detective agency for 
inclusion in the Yellow Pages of its telephone directories. 

Also enclosed as Exhibit "D" is a decision of the 
United States District Court for the Eastern Di.strict of 
Missouri, Eastern Division (St. Louis) in the form of a 
Memorandum, Order and Judgment in Markowitz v. AT&T and 
Southwestern Bell Telephone Company, dated June 22, 1973, 
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granting defendants' motions for summary judgment in an 
ensuing action by the same plaintiff for monetary damages .. 
The Court concluded that the doctrine of collateral estoppel 
precluded relitigation of facts determined adversely to the 
plaintiff in the above-mentioned prior proceeding before the 
Missouri Public Service Commission. 

v 
During the hearing, inquiry was made concerning 

the provision by a local telephone company of a connection 
(in the nature of an off-premises extension) of a customer's 
line to a telephone answering bureau, to enable the latter 
to answer calls and perform such other secretarial-type 
services as the customer may require. [Tr. 192-96J 

As a measure for the protection of privacy of 
communications, it is Bell System policy to verify in writing 
any customer order and concomitant authorization to provide 
surh ~ervice, whether the request is made by the customer, 
orally or in writing, directly to the local telephone company 
or through a telephone answering bureau. Written verifi"ca
tion is accomplished by the appropriate business office of 
the local telephone company promptly sending a letter of 
confirmation to the customer at the address in question, 
confirming the customer's order to connect the secretarial
type telephone answering service, stating the charges ther~for, 
and furnishing other information relevant to the provision 
of the service. 

Each Bell System Company promptly and thoroughly 
investigates any complaint alleging improper use of telephone 
answering service, whether the complaint is presented directly 
to it or received through regulatory or other channels. 
Whenever the eircumstances so warrant, necessary corrective 
action is taken by the Telephone Company to enSL~e that the 
telephone answering bureau's practices are brought into strict 
compliance with applicable tariff and other legal require
ments. Should the investigation disclose that the secrecy 
of a customer's communications has oeen unlawfully breached, 
the matter is also immediately referred to the appropriate 
law enforcement authorities. 

Over the years, however, Bell System Companies 
have received extremely few complaints or other indications 
of abuse of this particular service. This favorable experience 
appears to reflect, in large part, the responsible approach 
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of the businesses providing telephone answering service, the 
owners of which are often people of modest means who depend 
upon the success of their r~spective local enterprises for 
their livelihood. Many of the operations are small in scale 
and performed with few employees. There is full recognition 
of the vital importance of an unblemished reputation to the 
success of the enterprise, and that any act of misconduct by 
unlawful or improper invasion of a client's privacy of com
munications would seri9usly damage, if not destroy, their 
business, as well as invoke criminal sanctions. 

VI 

As stated at the hearing during the colloquy on 
the applicability of Title III of the Federal Omnibus Crime 
Control Act ·to data communications [Tr. 189-92J, we are of 
the opinion that the Act1s proscriptions against the unau
thorized interception, use or disclosure of the contents of 
a wire communication are intended' tc encompass all forms of 
information transmitted, in whole or in part, over the 
facilities of a communications common carrier, whether by 
way of a two-way voice conversation, a data transmission, or 
other form of communication (~.,.telephotograph and tele
typewriter transmissions). 

This conclusion regarding the intendment of Con&ress 
in enacting such sweeping legislation designed "to protect 
effectively the privacy of wire . . . communications" 
[§ 801(b), Title IIIJ finds support in the following comment 
of the Senate Judiciary Committee in its landmark Senate 
Report No. 1097 of April 29, 1968, on Page 89 thereof [2 U.S. 
Congo & Adm. News 1968 at 2l78J: 

"Paragraph (1) defines 'wire communication' 
to include all communications carried by a common 
carrier, in whole or in part, through our Nation's 
communications network. The coverage is intended 
to be com£rehensive." (Emphasis supplied.) 

It is to be borne in mind that all information 
transmitted over the telephone network is in the form of 
electrical Signals. This is true, irrespective of whether 
the communication originates as a voice signal, encoded data 
information, or other form of communication. Thus, when an 
electronic, mechanical or other device intercepts the contents 
of any wire communication, within the meaning ascribed to each 
of these terms by Title III (§ 2510 of 18 U.S.C.), there is 
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in each instance only an "aural acquisition tl of electrical 
signals- regardless of the type of communication transmitted. 
Accordingly, the interceptions of a data commupication would 
appear to be as unlawful as the interception or a wire con
versation. 

Should the Commission conclude, however, that it 
would be advisable to clarify the existing statutory language, 
so as to remove any doubt and ensure the applicability of 
the proscriptions of Title III to the transmission** of all 
forms of ~ommunication, we would suggest that the Act be 
amended in the following two respects: 

(i) Revise the definition of "wire communication" in 
§ 2510(1) of 18 U.S.C. to read as follows: 

"(1) 'wire communication' means any communication 
made in whole or in part through the use of facilities 
for the transmission of [eeffiffi~B~eat~eBeJ ~riting, signs, 
signals, data, pictures, and sounds of a~: kinds by the 
aid of wire, cable, or other like connection between 
the point of origin an~ the point of reception furnished 
or operated by any per~Gn engaged as a common carrier in 
providing or operating such facilities for the trans
mission of interstate or foreign communications;" 
(Underscoring denotes newly added language; brackets 
denote deleted language.) 

As so amended, the definition expressly covers the trans
mission of all forms of communication. It closely corresponds 
to the definition of "wire communication" contained in 
Section 3(a) of the Communications Act of 1934, as amended. 
(47 U.S.C. § 153(a)) 

(ii) Revise the definition of "intercept" in § 2510(4) 
0f 18 U.S.C. by deleting the worci. Ilauralll from the term 
lI aural acquisition": 

"(4) 'intercept' means the [a~pa~J acquisition 
of the contents of any wire or oral communication 
through the use of any electronic, mechanical, or 
other device." (Brackets denote deleted language.) 

** Inasmuch as the Act is confined to the transmission of 
wire communications, the proposed amendatory language does 
not purport to reach acts of misconduct such as the unau
thorized, tortious inclusion, modification, or deletion 
of encoded data information stored in computers. 
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* * * * * 
We trust the foregoing provides the Commission 

with tile desired information. 

Enclosures 

Very truly yours, 

~w.Uj~~~ 
H. W. WILLIAM CAMING 

Attorney 
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CASE NO. 17,158 

BEFORE THE PUBLIC SERVICE COMMISSION 
OF THE STATE OF MISSOURI 

In the matter of the complaint of M. M. Markowitz, d/b/a 
Monitor Agency, 1231 Kurt Street, St. Louis, Missouri, 

Complainant, 

vs. 

Southwestern Bell Telephone Company, St. Louis, Missouri, 
Respondent. 

APPEARANCES: 
Darwin Portman and Edwin Harrison, 
Attorneys at Law, 611 Olive, St. Louis, 
Missouri, for Monitor Agency. 

James R. Taylor and John D. Rahoy, 
Attorneys at Law, 100 North 12th, Room 630, 
St. Louis, Missouri, for Southwestern Bell 
Telephone Company. 

Richard T. Ciottone, Assistant General Counsel, Public Service 
Commission, Jefferson State Office Building, Jefferson City, 
Missouri, for the Staff and the Public. 

REPORT AND ORDER 

On January 19, 1971, the Commission received a complaint in 
the above-styled case, regarding telephone directory listings of 
the Complainant, M. M. Markowitz, doing business as Monitor 
Agency, 1231 Kurt Street, St. Louis, Missouri. On the 27th day 
of January, 1971, the Commission issued its Order To Satisfy Or 
Answer. 

On the 8th day of February, 1971, Southwestern Bell 
Telephone Comp:any (Respondent) filed its Answer To Com
plaint. On February 26, 1971, the Commission issued its Order 
and Notice Of Hearing in the above-styled case. On March 4, 
1971, the Respondent filed its Motion For Continuance, which 
was granted by Order of this Commission on March 9, 1971, and 
the case was set for hearing on April 14, 1971. A hearing was 
held on April 14, 1971 and continued to May 21, 1971 and the 
hearing was concluded on that date. 

At the conclusion of the hearing, Applicant and Respondent 
requested the filing of briefs but did not request oral argument 
before the entire Commission and waived the reading of the 
transcript. 

Simultaneous briefs were ordered to be filed three weeks after 
the filing of transcript and reply briefs if any ten days after the 
filing of simultaneous briefs. 

The Respondent, Southwestern Bell Telephone Company, 
filed its brief on July 14, 1971. The Complainant filed his brief 
on September 23, 1971, and the Respondent filed its reply brief 
on October 12, 1971. The Complainant did not file a reply brief. 

On November 30, 1971, the Complainant filed a "Petition To 
Set Aside Submission And Reopen Proceedings For The Taking 
Of Additional Evidence And Modification Of Complaint." 

Findings of Fact 

The Missouri Public Service Commission, having considered 
all of the competent and substantial evidence upon the whole 
record, makes the following findings of fact: 

Marty Markowitz, doing business as Monitor Agency, 
(Complainant), 1231 Kurt Street, St. Louis, Missouri, complains 
of "two types of discrimination practiced against him ;"y Respon
dent, Southwestern Bell Telephone Company in its Yellow Pages 
Directories: 

1. Discrimin!)tion against him, and in favor of ceHain of his 
competitors, in the 1967 and 1969 St. LOllis Yellow Pages 
Directories. 
2. Discrimination within the class of detectives on a geo
graphic basis within the State of Missouri. And, Complainant 

further complains of the arbitrary and capricious interpreta
tion and application of the "standards" promulgated by 
Respondent from time to time which 'allegedly' resulted in the 
above instances of discrimination against him." The Complai
nant does not complain as to the reasonableness of the stan
dard in question. The standard in the instant case involved the 
application to the Complainant of Southwestern Bell Yellow 
Page Standard No. 25. This Standard appears in Respondent 
"Yellow Pages Specifications And Standards" booklet at
tached to Respondent's Answer in this case. The specifications 
portion of this booklet applies to all paid advertising, and 
generally governs the size and layout of particular advertise
ments. The standards portion of the booklet governs the per
missible content of paid ad"~ ·~ing. Many of the standards if 
general in nature apply to all paid advertising. Some of the 
standards are more particular in nature and apply to only cer
tain classifications that appear within the yellow pages directo
ries. These standards are promulgated and in force by the 
Respondent in an etTort to protect its customers, its adver
tisers, and the general public from misleading, immoral, il
legal, undesirable and harmful advertising. According to the 
Respondent they are also promulgated and enforced in an ef
fort to maintain the integrity of Southwestern Bell and of the 
directories it publishes. The Respondent's directories stan
dards are at times based upon investigation and recommenda
tions of a directory ethics committee sponsored by the Amer
ican Telephone and Telegraph Company. This committee is 
composed of various representatives from Bell companies and 
also from independent telephone companies. The findings and 
conclusions of this committee concerning the need for adop
tion of new yellow page standards are sent to directory 
representatives in various Bell companies, and usually to the 
directory headquarters. These findings and conclusions are no 
more than recommendations and are 110t binding upon the in
dividual companies. Each company has the right to make its 
own decision as to the adoption in whole or in part of any 
recommended standard. The Respondent first filed its Yellow 
Pages Specifications And Standards with this Commission in 
1962. The Respondent filed its current standards with the 
Commission attached to its Answer to the Commission's 
Order to Satisfy or Answer on February 8, 1971. 
The Respondent's Yellow Page Standard No. 25 and referred 

to by the Respondent's witnesses as "the invasion of privacy" 
standard reads as follows: 

Advertising copies stating or implying that wire tapping is employed 
should not be accepted. Equally unacceptable is the offering of electronic 
devices or of services involving the use of such devices which may cause 
the invasion of privacy by eavesdropping. 

This standard was first made applicable in the St. Louis area 
for the 1967 Yellow Page issue. It was determined by the 
Respondent that for the 1967 St. Louis Yellow Pages detective 
agencies could not use the words "bugging" or "debugging" in 
the'ir advertising, nor could they advertise the ability to place 
concealed listening devices, nor could they advertise th,'.ir ability 
to detect and remove such listening devices. In 196[ the inva
sion of privacy standard was modified to prohibit detectives or 
private investigators from advertising the ability to detect and 
remove electronic devices. This modification of the invasion of 
privacy standard was hased upon the conclusion reached by the 
St. Louis area directmy personnel that advertising the ability to 
detect and remove hidden electronic devices was, in fact, also 
advertising the ability to place those s",me devices. 

The Complainant is licensed as a private investigator in St. 
Louis County, Missouri. In 1964 he began working in the private 
investigating business on a part-time basis; and in 1967 became a 
full-time private investigator. The Complainant holds himself out 
as an expert in the detection and removal of electronic eaves
dropping equipment and devices because of his special equip
ment and because of his previous training in this field. The Com-
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plainant's private investigating business is limited primarily to 
the St. Louis area. He has not held himself out as competing 
withrietectives in Springfield, Kansas City, or any other place 
outside of the St. Louis area. 

In February of 1967 the Complainant contacted Southwestern 
Bell Telephone Company in St. Louis with the desire to place an 
advertisement under the "Detective" classification of the 1967 
St. Louis area yellow pages. On the 10th day of February, 1967, 
Mr. John Meltner, a Southwestern Bell directory salesman, 
discussed the proposed advertisement with Complainant. The 
advertisement proposed by Complainant was not acceptable ac
cording to Mr. Meltner on the basis that it violated recently im
plemented invasion of privacy standard (Standard No. 25). Ac
cording to Complainant, the reason advanced by Mr. Meltner 
for the refusal of the advertisement was because it contained the 
word "detection." However, according to Mr. MeItner the 
proposed advertisement was objectionable because it contained 
either the word "bugging" or "debugging". The Complainant 
denied that the proposed advertisement contained the word 
"bugging", however, Complainant identified Respondent'S Ex
hibit B as a copy of the proposed advertisement, which he had 
prepared for Mr. Meltner's approval. Respondent's Exhibit B 
was not a copy of the original proposed advertisement. The 
original had been either lost or destroyed by Complainant. Ex
hibit B, however, was prepared by Complainant prior to the time 
his deposition was taken preparatory to the hearing; it was 
identified as his best recollection of the draft he had prepared 
prior to Mr. Meltner's February 1967 visit. Respondent's Exhibit 
B does contain the word "bugging." Prior to declining the 
proposed advertisement of Complainant, Mr. Meltner called his 
directory supervisor, Mr. Schaeffler, and discussed with him the 
acceptability of the proposed advertisement. Mr. Schaeffler 
agreed that the proposed advertisement could not be accepted 
but did suggest certain modifications that would bring it into 
compliance with the invasion of privacy standard (Standard No. 
25). Thereafter, the Complainant and Mr. Meltner conversed 
and eventually drafted an advertisement which was agreeable to 
Complainant and would subsequently appear in the 1967 St. 
Louis Area Yellow Page Directory under the classification 
"Detectives." The advertisement contained the phrase "removal 
of electronic devices." 

When the 1967 St. Louis Area Yellow Page Directory was is
sued and the advertisement by the Murco Detective Agency ap
peared under the "Detective" classification, it contained the 
word "detection" which the Complainant contends he was 
prohibited from using. This advertisement is the only advertise
ment appearing in the 1967 St. Louis Area Yellow Pages that 
the Complainant complains about. Mr. Meltner and Mr. Schaef
fler were both familiar with the content of the Murco advertise
ment and with the use of the word "detection" at the time of the 
February 10, 1967 conference with the Complainant and that 
there was no reason for either of them to deny the use of the 
word "detection" to the Complainant and they did not do so. If 
the Complainant had requested the use of the phrase "detection 
of electronic devices" instead of the phrase "removal of elec
tronic devices" which Complainant did request he would have 
been allowed to use that phrase for the year 1967 in the St. 
Louis Area Yellow Pages. 

Prior to the closing date of the 1968 St. Louis Area Yellow 
Pages the Complainant was advised of the modification of the in
vasion of privacy standard (Standard No. 25). This modification 
required the Complainant to delete the phrase "removal of elec
tronic devices" which had appeared in his 1967 advertisement, 
from his 1968 advertisement. After a number of conferences 
between the Complainant and with various Southwestern Bell 
directory personnel, the Complainant proposed the use of the 
phrase "Special Services Unlimited" for the 1967 advertisement 
under the "Detective" classification. This phrase was drafted by 
the Complainant and was accepted by Southwestern Bell and 

published as advertiSing for the Monitor Agency for the year 
1968. The Complainant does not complain that any advertise
ment appearing in the 1968 St. Louis Area Yellow Pages under 
the "Detective" classification was violative of the invasion of 
privacy standard (Standard No. 25) or was inconsistent with the 
representations made to him as to the language which was unac
ceptable in the "Detective" classification. 

For the year 1968 the Complainant requested publication of 
the same advertisement that appeared in the 1967 Yellow Pages 
for the Monitor Detective Agency. 

In the year 1969, the Inter-Tect Detective Agency contracted 
for its first advertisement to appear in the St. Louis Area Yellow 
Pages. In the 1969 S1. Louis Area Yellow Pages the Inter-Tect 
advertisement did appear and the advertisement did include the 
word "debugging" in the text of the advertisement and as ad
mitted by the Respondent, this advertisement was violative of 
the invasion of privacy standard (Standard No. 25). The Inter
Tect advertisement was requested by that detective agency im
mediately prior to the closing date of the 1969 directory. The 
closing date of the directory is that date after which no adver
tisement will be accepted for publication in that particular 
directory. The several weeks immediately preceding and follow
ing the closing date is the busiest time of the year for directory 
personnel, compounding the problem of insuring that all adver
tisements are in compliance with the various applicable directo
ry standards. The directory supervisor in charge of the 1969 
Inter-Tect advertisement was critically ill and out of the office at 
the time that this advertisement was requested. The galley sheet, 
which is proofread by directory personnel immediately prior to 
the final printing by the printer in Chicago, Illinoi!l contained a 
"hole" on the page under the "Detective" classification where 
the 1969 Inter-Tect advertisement subsequently appeared. A 
Southwestern Bell employee contacted the printer with 
reference to this particular advertisement that was to appear in 
this blank space in the galley sheet. He was informed by the 
printer that filler copy would be inserted in this "hole", "Filler 
Copy" is Southwestern Bell advertiSing copy supplied to the 
printer to insure proper paging in the directory. Complainant 
contends that it is not understandable how the inclusion of the 
objectionable language in the 1969 Inter-Tect advertisement 
could have been only a good faith error or mistake. However, 
the St. Louis Area Yellow Pages contain approximately 90,000 
paid and non-paid advertisements in its directory. One of the 
galley sheets for the "Detective" classification of the 1969 St. 
Louis Yellow Pages submitted to the Respondeilt's directory 
personnel by the printer contained what is referred to as a hole 
or blank space in which the Inter-Tect advertisement was later 
inserted by the printer. The proofreading of these galley sheets 
did not result in discovery of the objectionable language as it or
dinarily would have. The Respondent's directory personnel as
sumed that this hole would contain "filler copy". And it was not 
until the Yellow Pages were pUblished that the Respondent was 
able to ascertain that an ad violative of its Standard No. 25 was 
printed. The 1970 Inter-Tect advertisement appearing in the 
1970 St. Louis Area Yellllw Pages did not contain the objec
tionable language. 

The Complainant did not contract with the Respondent for 
the placement of any paid advertisement in the 1971 issue of the 
St. Louis Area Yellow Pages. 

The 1968, 1969 and 1970 Springfield and Kansas City Yellow 
Page directories all contained advertisements in the "Detective" 
classification which violated the invasion of privacy standard 
(Standard No. 25). However, the 1971 Springfield and Kansas 
City Yellow Page directories conformed to Respondent's 
guidelines. It has taken the Respondent approximately three 
years to arrive at uniformity in Yellow Page advertising for its 
"Detective" classification in the Cities of Springfield, Kansas 
City, and St. Louis, Missouri. 
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Conclusions 

The Missouri Public Service Commission has arrived at the 
roIlowing conclusions: 

The Commission does not find from the evidence that the 
Respondent discriminated unlawfuIly against the Complainant 
nor discriminated unlawfuIly against the class of detectives in re
gard to those situated in St. Louis and other detectives advertis
ing in the YeIlow Pages in Kansas City and Springfield, not
withstanding that detectives in Kansas City and Springfield were 
aIlowed to advertise in violation of the invasion of privacy stan
dard for some three years. It is clear from the evidence that the 
Respondent was making an effort to eliminate such advertising 
and further that this could not be accomplished at once in all 
three cities. The 1971 YeIlow Page directories all conform to the 
Respondent's Standard No. 25. 

The Commission further concludes that the Inter-Teet adver
tisement, which appeared in the 1969 St. Louis Area Yellow 
Pages was the result of a good faith error and was not the result 
of discrimination against the Complainant. 

As the Kansas City Court of Appeals stated in Videon Corpora
tion v. Burton, 369 S.W.2d, 264 at 271, in citing Frank Serpa, Jr. 
v. Pacific Telephone & Telegraph Co., 17 P.U.R.3d, 378 (1957): 

Since the publication of advertisements and the listing of businesses in a 
directory is vital to the proper rendition of telephone service it is a matter 
within the regulatory jurisdiction of the Commission. However, because 
the telephone company in publishing the directory is itself a party to any 
representations therein and to any practices carried on by advertisers 
therein, it has the duty as well as the right to see that the public is treated 
fairly and honestly. It must, therefore, be permitted a reasonable amount 
of supervision and the determination of proper policies as to the content 
of advertisements published. These policies must be nondiscriminatory 
and fair. 

The Commission, therefore, concludes that the complaint 
should be dismissed. 

The Commission is further of the opinion and concludes that 
Complainant's "Petition To Set Aside Submission And Reopen 
Proceedings For The Taking Of Additional Evidence And 
Modification Of Complaint" should be denied. 

It is, therefore, 

ORDERED: I. That Complainant's "Petition To Set Aside 
Submission And Reopen Proceedings For The Taking Of Addi
tional Evidence And Modification Of Complaint" be, and the 
same is, hereby denied. 

ORDERED: 2. That the complaint in Case No. 17,158 be, and 
the same is, hereby dismissed. 

ORDERED: 3. That any objections not heretofore ruled on 
be, and they are, hereby overruled. 

ORDERED: 4. That this Report and Order shall become ef
fective on the 17th day of December. 1971, and the Secretary of 
the Commission shall serve a certified copy of Dme upon each 
interested party. 

(S E A L) 
Jones, Chm., Fain, Reine, 
and Mauze, CC., Concur. 
Clark, C., Absent. 
Dated at Jefferson City, Missouri 
this 7th day of Dectlmber, 1971. 

BY THE COMMISSION 
[Signed] 

Sam L. Manley 
Secretary 

No. 72-C-743(2)-Filed: June 22, 1973 

UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF MISSOURI 

EASTERN DIVISION 

MARTIN MARKOWITZ, 

vs. 

PLAINTIFF 

AMERICAN TELEPHONE AND TELEGRAPH COMPANY, 
INC. and SOUTHWESTERN BELL TELEPHONE COMPANY, 

a Missouri corporation, 
Defendants 

JUDGMENT 

In accordance with the Memorandum and Order of the Court 
this day filed, which is incorporated in and made a part of this 
judgment; 

It is hereby ORDERED and ADJUDGED that judglnent be 
and ·is hereby entered in favor of defendants and against plaintiff 
dismissing plaintiff's complaint and all counts hereof. 

lsI William D. Runa 
William D. Runa, Clerk 

United States District Court 

Entered by direction of the Court. 

No. 72-C-743 (2) 

IN THE UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF MISSOURI 

EASTERN DIVISION 

MARTIN MARKOWITZ, 

vs. 

Plaintiff, 

AMERICAN TELEPHONE AND TELEGRAPH COMPANY, 
INC. and SOUTHWESTERN BELL TELEPHONE COMPANY, 

a Missouri corporation, 
Defendants. 

MEMORANDUM AND ORDER 

Plaintiff, an operator of a privat~ detective agency in the St. 
Louis area, sought to place advertisements in the Yellow Pages 
directories of Southwestern Bell Telephone Company beginning 
with the telephone directories of the year 1967. This action for 
monetary damages stems from those efforts. 

The basic thrust of the complaint is that in each of the directo
ry years cOl!lmencing in 1967 defendants permitted plaintiffs 
competitors to use certain words and phrases in their Yellow 
Pages advertisements, the use of which words and phrases was 
denied to plaintiff, thereby discriminating against him to his 
damage. He seeks recovery on five theories, each of which is set 
forth in a separate count of the i:omplain t. 

Defendants have moved for summary judgment, the motion 
being premised on the contention that plaintiff is precluded from 
litigating the underlying factual issues in this Court under the 
doctrine of collateral estoppel, the facts having allegedly been 
determined adversely to plaintiff in a prior proceeding before 
the Missouri Public Service Commission. 

On January 19, 1971, plaintiff filed a complaint with the Com
mission alleging discrimination against him by the Southwestern 
Bell Telephone Company in its Yellow Pages directories. On the 
basis flf the complaint Southwestern Bell was ordered to answer 
the complaint, and thereafter an evidentiary hearing was held, at 
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which plaintiff was represented by counsel and personally 
testified. On December 7, 1971 the Commission filed its report 
and order dismissing the complaint on the merits, and thereafter 
on January 18, 1972, dismissed a further petition by plaintiff 
relating to the December 7th order. Plaintiff did not take an ap
peal or seek judicial review in the courts of the findings and 
order of the Commi.ssion adverse to him. The motion for sum
mary judgment urges that since the order of the Commission was 
based on the ultimate fact finding that Southwestern Bell had 
not discriminated against plaintiff, the same factual issue may 
not again be litigated in this Court. I 

The doctrine of collateral estoppel is well established. The 
general principle ofthat doctrine is that a right, question, or fact 
directly put in issue and directly determined by a tribunal of 
competent jurisdiction may not be disputed in a subsequent ac
tion by the same parties and their privies, and that even if the 
second action is for a different cause of action, the right, 
question, or fact previously so determined must, as between the 
same parties and their privies, be taken as conclusively 
established. 

In each instance in which the doctrine of collateral estoppel is 
relied on, "The question is whether an issue litigated in the earli
er suit is determinative of some matter in controversy in the 
latter suit." To answer this question, 'We must look to the 
pleadings making the issues, and examine the record to deter
mine the questions essential to the decision of the former con
troversy'." Nelson v. Swing-A-Way Manufacturing Company, 8 
Cir., 266 F.2d 184, 187, which also noted that "(t)he doctrine of 
collateral estoppel applies to matters necessarily decided in the 
former judgment even if there is no specific finding or reference 
thereto." 

That the Commission is an administrative body, not a court, 
does not affect the application of the doctrine. See United States 
v. Utah Construction & Mining Co., 384 U.S. 394, 422. As the 
Supreme Court there stated (lc. 422), "When an administrative 
agency is acting in a judicial capacity and resolves disputed is
sues of fact properly before it, which the parties have had an 
adequate opportunity to litigate, the courts have not hesitated to 
apply res j~·r{icata to enforce repose," citing, inter alia, Goldstein 
v. Doft, 236 F.Supp. 730, affirmed 353 F.2d 484, cert. den. 383 
U.S. 960, where collateral estoppel was applied to prevent 
relitigation of factual disputes resolved by an arbitrator. 

There can be no doubt that in hearing plaintiff'S complaint 
and adjudicating the merits thereof the Commission was acting 
in a judicial capacity. And the record conclusively establishes 
that an adequate opportunity was afforded the parties to litigate 
the factual issues involved in the complaint. In this situation, 
plaintiff's failure to appeal the adverse decision does not afford 
him any additional rights with respect to relitigating the facts. 

Plaintiff suggests that the Commission did not have jurisdic
tion to determine the merits of his complaint. Plaintiff is hardly 
in a position to make this contention, having initiated the 
proceeding and submitted himself to the jurisdiction of the Com
mission. The very purpose of holding a hearing on the complaint 
was to ascertain whether the telephone company was gUilty of 
discriminating against plaintiff by enforcing its advertising stan
dards unfairly as to him. Had it found discrimination, the Com
mission could have entered an appropriate order to that effect. 
Otherwise, such a hearing would be an exercise in futility. Plain
tiff cannot have it both ways. If there is jurisdiction to find dis-

I Defendants have also submitted undisputed affidavits disclosing that 
only customers who apply for and are currently being furnished with busi
ness telephone service are entitled to be listed in or apply for paid adver
tising in any Yellow Pages directory issued by the telephone company, 
and that as of January 10, 1972 the business telephone service theretofore 
furnished to plaintiff was terminated for non-payment of charges and that 
plaintiff has not since that date applied for or been furnished business 
telephone service or applied for any listing or paid adv!'rtising in any Yel
low Pages directory issued by Southwestern Bell Telephone Company. 

crimination, there is jurisdiction to find the absence of dis
crimination. Whatever the finding, the parties are bound 
thereby. However, the issue 1:1 one of state law, and the jurisdic
tion of the Commission to hear and determine complaints such 
as plaintiff's is clear under Videon Corporation v. Burton, Mo. 
App., 369 S.W.2d 264, which fulIy considered the specific 
question and held that the Commission had jurisdiction to regu
late advertising in classified directories and to adjudicate a com
pluint based on alIeged discrimination in refusing to accept cer
tain advertisements because of the content. 

We next tum to the decisive. question: Are the issues which 
were litigated before the Commission or necessarily decided by 
it determinative of the matters now in controversy? The com
plaint filed with the Commission and the testimony adduced by 
plaintiff charged in substance that Southwestern Bell applied its 
standards for advertising in the YeHow Pages directories in a 
manner discriminatory to him. Thus, the ultimate fact issue 
necessarily decided by the Commission was that of discrimina
tion vel non. 

The standards adopted by Southwest\" .. m Bell included one 
referred to as the "invasion of privacy" standard which reads: 
"Advertising copy stating or implying that wiretapping is em
ployed should not be accepted. EqualIy unacceptable is the offer 
of electronic devices or of services involving the use of such 
devices which may cause the invasion of privacy by eaves
dropping." This standard was first made applicable in the St. 
Louis area for the 1967 YelIow Pages directory, the one in 
which plaintiff first sought to place an advertisement. In the ap
plication of this standard the telephone company determined 
that detective agencies may not use the words "bugging" or 
"debugging" nor may they advertise the ability to place con
cealed listening devices or the ability to detect or remove such 
devices. 

In his complaint before the Commission plaintiff contended 
that in 1967 he was refllsed the right to 'use the word 
"detection," a word which a competitor was permitted to use in 
his advertisement that year. The Commission found on the basis 
of the evidence that the telephone company had not refused to 
alIow the plaintiff to use the word "detection" and would have 
permitted him to do so had he requested it with respect to the 
1967 directory. This fact finding is binding on plaintiff. 

In the foHowing year (1968) the telephone company's con
struction of its "invasion of privacy" standard was made more 
stringent, so that detectives or private investigators were 
thereafter prohibited from advertising the ability to detect and 
r"move electronic devices. This revised interpretation of the 
standard was based upon the conclusion which the St. Louis area 
directory personnel had reached that advertising the ability to 
detect and remove electronic devices was also, in effect, adver
tising the ability to place those same devices. As a result no ad
vertisements for the St. Louis directory were accepted from any
one using the phrase "detection of electronic devices" or even 
the phrase "removal of electronic devices" which had appeared 
in plaintiff's 1967 advertisement. Up to this point therefore there 
was no basis in fact for a claim of discrimination, and the Com
mission so found. 

The only other advertisement by a competitor of which plain
tiff complained appeared in the 1969 directory. The facts as 
found in detail by the Commission disclosed that the publication 
of the advertisement complained of (whii:h was violative of the 
"invasion of privacy" standard) was unquestionably the result of 
a good faith error or mistake. The improper advertisement was 
not permitted in the 1970 directory. The Commission further 
found that the plaintiff did not contract for the placement of any 
paid advertisements in the 1971 issue. 

On the basis of all the evidence, the Commission found tha~ 
the telephone company had not discriminated against plaintiff 
with respect to the permitted wording of his advertisements in 
applying its standards. In connection with the complaint before 
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the Commission, plaintiff presented evidence that there were ad
vertisements in the 1968, 1969 and 1970 Yellow Pages directo
ries in Springfield and Kansas City which violated the "invasion 
of privacy" standard. Plaintiff was not in competition with detec
tives in those areas or in any other place outside the St. Louis 
area. The record before the Commission showed that different 
personnel were involved in applying the standards in various 
areas and that it took about three years for the telephone com
pany to achieve uniformity for the YelIow Pages advertising by 
private detective agencies for the areas of Springfield, Kansas 
City and St. Louis. 

Necessarily implicit in the ultimate finding of the Commission 
was that the foregoing facts did not constitute discrimination 
against plaintiff. The Commission stated, "It is clear from the 
evidence that [the Southwestern Bell Telephone Company] was 
making an effort to eliminate such advertising and further that 
this c'ould not be accomplished at once in all three cities. In 
1971 the Yellow Pages directories all conformed to [the 
telephone company's "invasion of privacy" standard]". Having 
found that the telephone company's standards ~ to the content 
of the advertisements were administered in nrlHliscriminatory 
and fair manner, the complaint was ordered dismissed. 

In our judgment, after a review of the record before the Com
mission, including the pleadings, the testimony, exhibits, briefs 
and findings, the underlying factual issue relating to plaintiff's 
complaint of discrimination on the part of the telephone com
pany was determinecl adversely to plaintiff, and may not now be 
relitigated in the present action. 

Plaintiff urges that all the Commission found or could have 
found was that the telephone company was not guilty of 
"unlawful" discriminatory conduct under Missouri law, so that 
he is now authorized to litigate his claims that such conduct con
stituted a violation of federal law. We do not agree. Whatever 
the theory on which plaintiff is proceeding, thefacts themselves 
govern and it is those facts which the Commission determined in 
the complaint before it. Cf.Engelhart v. Bell and Howell Com
pany, 327 F.2d 300, and see Johnson v. Department of Water and 
Power of the City of Los Angeles, 9 Cir., 450 F.2d 294, and Ed
wards v. Vasei,8 Cir., 469 F.2d 294, 295. It has been weII said 
that "a plaintiff cannot escape the effect of the adverse deter
mination by clothing the claim in a different garb." The Com
mission fouod as a fact that there was no discrimination. It is 
that f!let which plaintiff may not now dispute, whatever the legal 
theory of his subsequent claim.' 

American Telephone and Telegraph Company, Inc. has been 
joined as a defendant on the theory that Southwestern Bell acted 
as its agent and under its direction. Our finding that the doctrine 
of collateral estoppel precludes plaintiff from litigating its claim 
against Southwestern Bell is equalIy applicable to the alleged 
principal, American Telephone and Telegraph Company, Inc. 

Accordingly, IT IS HEREBY ORDERED that defendant's mo
tion for summary judgment should be and it is hereby sustained 
and the Clerk is hereby ordered to enter judgment in favor of 
defendants and against plaintiff dismissing plaintiff's complaint 
and all counts thereof. 

Dated this 22nd day of June, 1973. 

[Signed] -----
UNITED STATES DISTRICT JUDGE 

'The federal law claims are contained in Counts II and III. Count II as
serts that the alleged refusal of defendants to permit plaintiff to use the 
same words and phrases in his advertising as they allowed his competitors 
to usc constituted a violation of Section 13(e), IS U.S.C. The theory of 
Count IV is that such conduct denies plaintiff the equal protection of the 
laws in violation of his civil rights under Section 1983, 42 U.S.C. For 
present purposes we need not determine whether the alteged conduct of 
defendant would entitle plaintiff to relief under those federal law theories. 

PROFESSOR BLAKEY: Our next witness will be 
Mr. John P. Linehan, a former FBI agent who is 
now a Professor at Seminole Junior College in 
Florida. 

Dr. Linehan will give testimony on pre-1968 
electronic surveillance and organized crime. 

Dr. Linehan, will you please be sworn. 
[Whereupon, John P. Linehan was sworn.] 

TESTIMONY OF JOHN P. LINEHAN, 
PROFESSOR, SEMINOLE JUNIOR 
COLLEGE, FLORIDA 

PROFESSOR BLAKEY: Would you state your 
name for the record, please? 

MR. LINEHAN: John P. Linehan, L-i-n-e-h-a-n. 
PROFESSOR BLAKEY: What is your present 

address? 
MR. LINEHAN: 1566 Findlay Street, Daytona, 

Florida. 
PROFESSOR BLAKEY: And your present occu

pation? 
MR. LINEHAN: I am coordinator and instructor 

in a criminal justice program at the Seminole Junior 
ColIege, Sanford, Florida. 

PROFESSOR BLAKEY: Included among your 
courses, do you teach materials in organized crime? 

MR. LINEHAN: Yes, sir, I do. 
PROFESSOR BLAKEY: And how long have you 

taught those? 
MR. LINEHAN: For three years, sir. 
PROFESSOR BLAKEY: Prior to that time, 

where were you employed? 
MR. LINEHAN: After leaving the FBI, I was em

ployed by the Department of Law and Public Safety 
in New Jersey. I resigned from that and entered 
private practice in New York. And after my wife 
had a heart attack, we moved to Florida. 

PROFESSOR BLAKEY: How long were you in 
the FBI? 

MR. LINEHAN: Twenty-and-one-half years. 
PROFESSOR BLAKEY: Would you telI us the 

nature of your assignments? 
MR. LINEHAN: For 19 1/2 years of those 20 

1/2, I worked on criminal matters. And for about 
five years of that time, from 1960, I worked in or
ganized crime. 

PROFESSOR BLAKEY: Where was your area of 
activity? 

MR. LINEHAN: On the area of organized crime, 
it was out of the Newark Division. 

PROFESSOR BLAKEY: After leaving the 
Federal Bureau of Investigation, were you em
ployed as a special counsel to the Subcommittee on 
Criminal Laws and Procedures of the United States 
Senate? 
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MR. LINEHAN: Yes, sir, l was. I was employed 
in the fall of 1969 through the spring of 1970 as 
special counsel for that committee. 

PROFESSOR BLAKEY: Would you indicate 
what the nature of that employment was? 

MR. LINEHAN: I was asked to review the tapes 
'Jf Sam DeCavalcante. He was the head of the New 
Jersey family of organized crime. And the tapes had 
been made public due to the fact that he had been 
indicted in connection with a criminal matter and 
his defense attoney, Mr. Franzblau, made an ac
cusation that the tapes were obtained by an 
unauthorized device-been made available. 

PROFESSOR BLAKEY: Were those tapes sub
sequently made a matter of public record in that 
case? 

MR. LINEHAN: Yes, because when Mr. Sachs, 
then U.S. Attorney, brought in the volumes to the 
court, Mr. Franzblau had neglected to ask the court 
for the examination and then sealing, and so they 
were entered into the court clerk's record and 
became public records. 

PROFESSOR BLAKEY: And they are now 
available to anyone who wants to read them? 

MR. LINEHAN: Yes. 
PROFESSOR BLAKEY: Would you describe for 

us in general terms the nature of those documents? 
MR. LINEHAN: The documents consisted of 

tapes that were made-
PROFESSOR BLAKEY: Do you mean tapes? 
MR. LINEHAN: The transcripts, 1 should 

say-transcripts made from the tapes. And the 
transcripts were reviewed by the investigative 
clerks and then reviewed by the analytical agents 
who passed it off. They were then sent to the case 
agent involved in that particular matter. And the 
summary contai'lls-

PROFESSOR BLAKEY: It is my understanding 
that the documents are logs, administrative docu
ments, and actual transcripts? 

MR. LINEHAN: Yes. 
PROFESSOR BLAKEY: Would you tell us what 

the logs were? 
MR. LINEHAN: The logs, Professor Blakey, con

sisted of the date, the time, and the initial of the 
person who was on the tape at that particular time. 

For example, one starts at 10:08 a.m. on Sunday, 
February 11, 1962. And any activity that comes 
over is logged in as to the time and the initial of the 
person who is involved in it. 

PROFESSOR BLAKEY: What was the purpose 
of this log entry by the investigative clerk? 

MR. LINEHAN: That would be for a complete 
record of the activity at that particular time. 

If, for example, he were away on a fishing trip or 
something like that, there'd be no activity at that 
time. 

-- ---------------------------

PROFESSOR BLAKEY: When the investigative 
clerk entered an occurrence into the log, was a tape 
recorder also simultaneously running? 

MR. LINEHAN: Oh, yes. The tape recorder was 
available because the investigative clerk might, for 
example, put down "not clear" or "garbled," or 
possibly it might be in a foreign language, in which 
event it was then examined by an agent who was 
conversant with that particular language. 

PROFESSOR BLAKEY: Was there any attempt 
by the clerk to be full and complete in entering the 
logs, or were they just sort of an index for the 
tapes? 

MR. LINEHAN: Oh, no, they were fully 
complete in the sense of "unknown person enters 
the office and moves around." 

PROFESSOR BLAKEY: I take it they were accu
rate but they didn't purport to repeat everything 
that was overheard. 

MR. LINEHAN: I'm sorry. I misunderstood you. 
They are not in all respects verbatim, but only ver
batim when it is pertinent and material. 

PROFESSOR BLAKEY: If I understand your 
procedure correctly. at various times the case agent 
would come in and, using the logs, would examine 
the tapes themselves; is that correct? 

MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: And would he then 

order some or all of the tapes transcribed? 
MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: When the case was 

transcribed, would he transcribe fully and accurate
ly? 

MR. LINEHAN: If it was deemed important, it 
would be verbatim as it was at that particular point. 

PROFESSOR BLAKEY: Did the case agent 
cause to be prepared certain administrative 
memoranda commenting on the transcripts? 

MR. LINEHAN: Yes, sir. Administrative 
memorandum is where the case agent would review 
it and interpret as best he could at that particular 
time what was meant, and try to interpret what was 
meant by using certain expressions, such as foreign 
words, summing up an activity. 

PROFESSOR BLAKEY: Would it be fair to 
describe the administrative memorandum as a kind 
of contemporaneous memorandum by the people of 
what they thought was going on? 

MR. LINEHAN: Yes, sir. It was contemporane
ous in the sense it was done either the same day or 
the following day, depending on the time of the in
tercept. 

PROFESSOR BLAKEY: Now, in addition, the 
files contain airtels and radiograms. Would you 
describe what they are? 
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MR, LINEHAN: Well, for the sake of economy, 
we used airtels. They were handled with priority 
just under that of a teletype. 

A radiogram, as you can well imagine, is one that 
had been sent by radiogram. 

PROFESSOR BLAKEY: What was the nature of 
an airtel or radiogram? What would they contain? 

MR. LINEHAN: [t usually would contain a sum
mary of the activity deemed pertinent for that par
ticular day. And if there were a number of activi
ties, on occasion you'd have as many as three or 
four airtels out of the same day's activities. 

PROFESSOR BLAKEY: Did the airtels contain 
material in addition to that which was heard over 
the electronic surveillance? 

MR. LINEHAN: Yes, sir. The airtel would set 
forth what the verbatim appeared to be and might 
incorporate an administrative summary of the 
agent, explaining why and what he had to do, 

And occasionally they were sent to more than 
one area. 

PROFESSOR BLAKEY: Now, the materials that 
were generally called the DeCavalcante papers con
tained-am I correct-logs, transcripts, airtels, and 
radiograms in which Mr. DeCavalcante himself par
ticipated? 

MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: How many electronic 

devices were actually involved? 
MR. LINEHAN: In the DeCavalcante papers 

there were two devices. The original one was on 
Angelo Bruno in Philadelphia in early '62. The 
DeCavalcante installation did not go into effect 
until September of 1964 and continued to some 
date in 1965 when President Johnson ordered all 
installations terminated. 

PROFESSOR BLAKEY: Mr. Linehan, would you 
indicate for the record what it is that you did to 
these documents? 

MR. LINEHAN: The 2300 pages of these trans
cripts were reviewed by me, and I tried to interpret 
as best I could who the unknown person would be 
by the reference to him or the nickname involved. 
Because we had found through experience that they 
didn't always refer to the person by the same name 
in different areas. It might be a different nickname 
in different places. 

PROFESSOR BLAKEY: In connection with this, 
did you paginate the document separately? 

MR. LINEHAN: Ye~, sir. We started with the 
number of pages of the documents and went right 
through the 2300. 

PROFESSOR BLAKEY: Approximately what 
period of lime did you spend analyzing these docu
ments? 

MR. LINEHAN: About four or five months part 
time. For the first couple of months, I did it full 
time until I suddenly found out I wasn't teaching 
part time; I was teaching full time and running a 
program, and I cut down on my time. 

PROFESSOR BLAKEY: As a result of that ef
fort, have you ever prepared a report? 

MR. LINEHAN: Yes, sir, I have. 
PROFESSOR BLAKEY: Without objection, I'd 

like to enter the report in the r('cord at this point 
and note that it consists of a table of contents, an 
analysis of tapes, and an appendix at the conclusion 
by name. 

[The documents referred to follow.] 

TABLE OF CONTENTS 

L ORGANIZED CRIME 

II. INTERNAL STRUCTURE 

III. TWO ASPECTS OF ORGANIZED CRIME THAT MAKE 
IT UNIQUE 

IV. THE COMMISSION 

V. SAMUEL RIZZO DeCAVALCANTE AKA "SAM THE 
PLUMBER" 

a. SAM'S ATTORNEY'S MOTION REQUESTING TRANS
CRIPTS 

b. U.S. ATTORNEY PRODUCED 2300 PAGES OF TRANS
CRIPTS 

1. THAT THERE IS AN ORGANIZATION CALLED LA 
COS A NOSTRA 

2. THAT COSA NOSTRA IS HEADED BY BODY 
CALLED "THE COMMISSION." 

3. THAT THE FAMILIES ARE STAFFED BY 
CAPOREGIME, THAT IS CAPTAIN, AND THE CAP
TAINS ARE APPOINTED BY AND CAN BE 
REMOVED BY THE BOSS 

4. THAT THE COMMISSION CAN REPLACE A BOSS 
OF A FAMILY AND THE FAMILY REPRESENTA
TIVES 

5. THAT FAMILIES ARE STAFFED BY UNDERBOSSES, 
AS WELL AS CAPOREGlMES AND SOLDIERS 

6. THAT THE COMMISSION MUST APPROVE NEW 
MEMBERS 

7. THAT MEMBERS TRANSFER FROM FAMILY TO 
FAMILY 

8. THAT MEMBERS ARE ORDERED TO MURDER 
9. THAT THE BOSS OF A FAMILY IS INTERESTED IN 

MACHINES TO DISPOSE OF BODIES 
10. THAT MEMBERS OF A FAMILY MUST FOLLOW 

COSA NOSTRA PROTOCOL 
11. THAT THE BOSS OF THE FAMILY APPROVES 

DESTRUCTION OF A DEBTOR'S BUILDING BY 
ARSON IN ORDER TO COLLECT THE INSURANCE 
AND PAY THE SHYLOCK LOAN BUT "DOES NOT 
WANT TO KNOW" 

12. THAT THE BOSS HAS POLITICAL CONTACTS 
WHO ARE FRIENDLY AND DO fAVORS FOR THE 
BOSS AND FOR THE FAMILY 

13. THAT THE BOSS AND FAMILY MEMBERS HAD 
CONTACTS WITH LAW ENFORCEMENT PEOPLE 
AT ALL LEVELS WHO COULD AND DID DO 
FA VORS FOR THE BOSS AND HIS FAMILY 
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14. THAT THE BOSS OF THE FAMILY CONTROLS 
SOME UNIONS AND HAS WORKING AGREEMENTS 
WITH OTHER UNIONS AND USES THE UNIONS TO 
GET PAYOFFS AND OTHER ADVANTAGES FOR 
HIMSELF AND/OR HIS FAMILY 

IS. THAT FAMILY BOSSES ARE VERY MUCH IN
TERESTED IN GARBAGE 

16. THAT THE BOSS OF THE FAMILY HAS CON
TACTS WITH LEGITIMATE BUSINESS WORLD 
WHICH PERMIT HIM TO USE INFLUENCE IN PLAC
ING PEOPLE IN POSITIONS 

17. THAT THE BOSS AND MEMBERS OF A FAMILY 
ARE ENGAGED IN GAMBLING 

18. THAT THE BOSS AND MEMBERS OF A FAMILY 
ARE ENGAGED IN LOAN SHARKING 
(SHYLOCKING) 

19. THAT THE BOSS TRIES TO INSULATE HIMSELF 
FROM POSSIBLE CRIMINAL PROSECUTION-IS 
CONCERNED ABOUT SECURITY 

ORGANIZED CRIME, HOW IT OPERATES-AS DISCLOSED 
BY 

SAMUEL RIZZO DeCAVALCANTE-A LEADER IN 
ORGANIZED CRIME. 

The President's Commission on Law Enforcement and Ad
ministration of Justice had this to say about organized crime: "In 
many ways organized crime is the most sinister kind of crime in 
America. The men Who control it have become rich and power
ful by encouraging the needy to gamble, by luring the troubled 
to destroy themselves with drugs, by extorting the profits of 
honest and hard working businessmen, by collecting usury from 
those in financial plight, by maiming or murdering those who op
pose them, bribing those who are sworn to destroy them. Or
ganized crime is not merely a few preying upon a few. In a very 
real sense, it is dedicated to subverting not only American In
stitutions but the very decency and integrity that are the most 
cherished attributes of a free society. As the leaders of La Cosa 
Nostra and their racketeering allies pursue their conspiracy un
molested in open and continuance defiance of the Jaw, they 
preach a sertnon that all too many Americans heed: 'The 
Government is for sale; lawlessness is the road to wealth; 
honesty is a pitfall and morality a trap for suckers '. " 

Today, the corps of the organized crime in the United States 
consists of twenty-four groups operating as criminal cartels in 
large cities across the Nation. Their membership is exclusively of 
Italian descent, they are in frequent communication with each 
other and their smooth functioning is assured by national body 
of overseers. 

In 1966. J. Edgar Hoover told a House of Representatives Ap
propriations Committee: "The Cosa Nostra is the largest or
ganization of the criminal underworld in this country, very close
ly organized and strictly disciplined. They have committed al
most every crime under the sun." 

INTERNAL STRUCTURE 

Each of the twenty-four groups is known as a "family" with 
membership varying from as many as seven hundred men to as 
few as twenty. Most cities with organized crime have only one 
family· New York City has five families. 

Each family or borgata is headed by one man, the "Boss", 
whose primary functions are maintaining order wi.t~i~ the fa~i1y 
and maximizing profits. Subject only to the posslblhty Of. b~mg 
overruled by the national advisory group called the CommISSIon, 
the Boss's authority in all matters relating to his family is ab
solute. 

Beneath each Boss is an Underboss, th~ Vice-Presldent or 
Deputy Director of the family. He collects information for the 
Boss; he relays messages to him and passes the Boss's instruc-

tions down to his own underlings. In the absence of the Boss, the 
Underboss acts for him. 

On the same level as the Underboss, rating in a staff capacity, 
is the Consigliere who is a counselor or advisor. Often an older 
member of the family who has partially retired from a career in 
crime, he gives advice to family members, including the Boss 
and underboss and he enjoys considerable influence and power. 

Below the level of the under boss are the caporegime, some of 
whom served as buffers between the top members of the family 
·.,;\d the lower-echelon personnel. To maintain their insulation 
from the police, the leaders of the hierarchy (particularly the 
Boss) avoid direct communications with the workers. All com
mands, infortnation, complaints and money flow back and forth 
through a trusted go between. A Caporegima fulfilling this buffer 
capacity, however, unlike the Boss does not make decisions or 
assume any of the authority of his Boss. 

Other "caporegime" serve as chief of operating units. The 
number of men supervised in each unit varies with the size and 
activities of particular families. Often a Caporegima has one or 
two associates who work closely with him, bringing orders, infor
mation and money to the men who belong to his unit. From a 
business standpoint the caporegima is an analogous to plant su
pervisor or sales manager. Members of the family at the lowest 
level are the "Soldati", the soldiers or "button men" who report 
to the caporegime. A soldier may operate a particular illicit en
terprise, for example a loan sharking operation, a dice game, a 
lottery, a book making operation, a smuggling operation, on a 
commission basis or he may "own" the enterprise; a portion of 
its profit to the organization in return to operate. Partnerships 
are common between two or more soldiers and between soldiers 
and men in the hierarchy. Some soldiers and most echelon fami
ly members have interest in more than one business. 

Beneath the soldiers in the hierarchy are a large number of 
employees and commissioned agents who are members of the 
family and are not necessarily of Italian descent. They do most 
of the actual work in the various Enterprises. They have no buf
fers or other insulation from law. They take bets, drive trucks, 
answer phones, sell narcotics, tend stills, work in the legitimat;; 
businesses. For example, in a major lottery business in Chicago 
that operated in Negro neighborhoods the workers were 
Negroes; the bankers of the lottery operations were Japanese
American; but the game including the banking operation was 
licensed for fee by a family member. 

Two aspects of organized crime that characterize it as a 
unique form of criminal activity are: 

1. Element of Corruption 
2. Element of Enforcement, necessary for the maintenance 

of internal discipline and the regularity of business 
transactions. 

The organized crime groups are believed to contain one or 
more fixed positions for "Enforcers" to mainta-:in organizational 
integrity by arranging for the maiming and killing of recalcitrant 
members. The "Corrupter's" function is to establish relation
ships with those public officials a~d other infl~ent~al ,Persons 
whose assistance is necessary to achIeve the organtzatton s goals. 

THE "COMMISSION" 

The highest body of the twenty-four families is the 
"Commission". This body serves as a combination Legislative, 
Supreme Court, Board of Directors, and Arbitration Board; its 
principal functions are Judicial. Fami~ies .Iook to the. C?m~i~sion 
as the ultimate authority on orgamzatlOnal and JunsdlctlOnal 
disputes. (t is composed of the Bosses of the nation's most 
powerful families but has authority over all other families. The 
composition of the "Commission" varies from nine to twe~ve 
men. According to current infortnation there are presently nme 
families represented, five from New York City and one each 
from Philadelphia, Buffalo, Detroit, and Chicago. 
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SIMONE RIZZO DeCA VALCANTE 
also known as Samuel Rizzo DeCavalcante, 

Sam Rizzo, Samuel DeCavalcltnte, 
"Sam the Plumber". 

Samuel Rizzo DeCavalcante is the head Boss of one of the 
twenty-four families Cosa Nostra. He became Boss of the family 
after the natural death of Nick Delmore, l Feb. 1964. 

March 21st, 1968, DeCavalcante and others were indicted for 
conspiracy to violate and by causing interstate transportation in 
aid of racketeering enterprises. On April 16th, 1968, in a reply 
to a defense motion for a bill of particulars requesting tramcripts 
of unlawfully accepted communications, the Government filed 
two memoranda with the Court which admitted that electronic 
surveillance of D~Cavalcante and others had occurred, giving 
the dates and locations, but claiming that none of thel monitored 
conversations had any relevancy to the indictment and that none 
would be used as evidence in any manner. On June 10th, 1969, 
the Government filed the thirteen volumes of transcripts in a Bill 
of Particulars, which made them a matter of public record. 
These transcripts comprise approximately twenty-three hundred 
pages. 

The Government in its memorandum had advised the Federal 
Court and the defendant Samuel Rizzo DeCavalcante, that the 
FederalB\lfeau of Investigation had installed a microphone at 
the Kenworth Corp., 21 North Michigan Ave., Kenilworth, New 
Jersey, the place of business of defendant, DeCavalcante, where 
he and others frequently met. This microphone was in operation 
from August 1964 until July 1965 and during this period, various 
conversations of Samuel Rizzo DeCavalcante were monitored by 
employees of the Federal Bureau of Investigation. 

it was believed by the Federal Bureau of Investigation that this 
place of business was being utilized for purposes connected with 
Organized Crime. The Federal Bureau of Investigation, acting on 
the basis of authorization by the Department of Justice approved 
the microphone installation here in question. 

These transcripts are now a matter of public record. A review 
of the transcripts has established: 

1. That there is an organization called La Cosa Nostra. 
A. On February 11. 1962, Samuel Rizzo DeCavalcante 

visited Angelo Bruno,2 Boss of the Philadelphia family. Ignatius 
Denaro,3 also known as Gnatz, a close associate of Bruno's was 
present. 

Bruno stated: "It's better that they ask do you know Angelo? 
Cosa Nostra, Cosa Nostra "I don't know nothing about Micky 
Russo." (Page 77) 

B. Bruno: "Listen, before I was amico nostro (term used to 
identify person as a member of Cosa Nostra. When a person is 
initiated into Cosa Nostra, he is described as 'having been 
made') there was a fellow who used to come to my house with 
his wife. Mr. Maggi04 came to my house one time, he had a 
proposal from Cosa Nostra. He said, 'don't let her come in here 
no more.' That woman never came into my house again." (Page 
77) 

C. In discussion of the Majuri wedding, Louis Larasso' told 
La Cosa Nostra Boss, Samuel Rizzo DeCavalcante, the follow
ing: "John 'Sonny' Franzese" introduced Larasso to Vincent 
'Vinnie' Gagliardi who was seated at the Fran~~se table. Larasso 
recognized Gagliardi as an old army buddy. He said that Gagliar
di was clearly identified as La Cosa Nostra member in Joseph 
Colombo7 family. He was described as an Organizer for the 
teamsters union with responsibility for 'half the state of New Jer
sey' although his residence was said to be Brooklyn, New York.' 
(Newark Radiogram June 3,1965) (Pg. 1964) 

D. On June 16, 1965, Samuel Rizzo DeCavalcante greeted 
an unnamed male. They discussed the funeral of Cicona from 
the Trenton-Bordentown, New Jersey area who had just been 
buried, having died of a heart attack. Tony and the other male 
are from a different family. 

DeCavalcante: . . . 'There is no difference between you and 
Joe and our people. When you people are here, you are 
srespected like our people . . .. Respect for you belonging to 
another family, you don't have to tell me anything. If you need 
money, we will give it to you, we will respect you as an Amico 
Nostro .... Cosa Nostra is Cosa Nostra. I can only speak for 
my people, but not for anyone else. When you call the family for 
your own intention, an Amico Nostro is an Amico Nostro. If he 
belongs here or there it doesn't mean a thing. If you give me 
preference, I will also give you preference." (New York Airtel '9' 
Washington dated 7/2/65) (Pgs. 2194,2195) 

2. That Cosa Nostra is headed by body called "The Commis
sion". 

A. On February II, 1962, Angelo Bruno,' Boss of the 
Philadelphia family, and lieutenant Ignatius Denar03 were visited 
by Samuel DeCava1cante who at that time was not yet the Boss 
of his family. He was "a soldier". DeCavalcante and James 
Christy, also known as Jimmy Christy, Jimmy Goia, were part
ners in a numbers operation in Bristol, Pennsylvania. They had 
difficulties about money in connection with this operation. 
Jimmy is a member of the Philadelphia family. DeCavalcante is 
not a member of this family. He has gone to Bruno to discuss his 
problem. Bruno advised DeCavalcante that he would merely ad
vise, pointing out that it was up to DeCavalcante and Jimmy to 
resolve their problems. If they did not resolve their problems 
they would have to present their sides of the story to the Ar
guimendo which is an "arguing body". 

Angelo Bruno speaking: "I don't wanna to go, you understand, 
if it goes to 'Arguimendo', I represent Jimmy whether I want to 
or not and so does Denaro. You understand we have to 
represent him, and we have to represent him to the best of our 
ability without lying and without taking advantage of you. Now, 
if we go to their 'Arguimendo', you understand and your 
representando is there and I am there and let's say a few other 
representando3 are there because he ain't going to make the 
decision and I ain't going to make the decision. Other people are 
going to make the decision. You're right, if we can't get 
together, it has to go further, it goes out of our hands. It can't 
just lay like that, it's got to go out of our hands. When it goes out 
of our hands then they make the decision." (Pg. 22-23) 

Continuing this discussion of the numbers operation. 
Angelo Bruno says: "Gnatz, he don't have to accept anything, 

he could say well I refuse to accept it. He's got to prove that he's 
lost that much money and it's a hard thing to prove, because the 
books say only $5,000.00. Not only that but from time to tille 
the books were out of there, Now this stOry that he lost the 
money in the house book, that's a story that if Sam himself says 
it, I wouldn't believe it myself or his experience. But this is not 
like in Trenton. Now if it goes to the Commission, the Commis
sion says you're stuck $11,000.00 Sam ". 

DeCavalcante: "Forget about it." 
Bruno: "You say you stuck 50, he stuck II. You both stuck 

the same thing, you can't prove you are stuck for money. I don't 
know what they would say, they are liable to say anything, I 
don't know what they are going to say." 

DeCavalcante: "Ange, but who wants it to go to headquar
ters. " 

Denaro: "He's going to insist, he's going to say he's stuck all 
the time." 

DeCavalcante: "He's not stuck all the time because, see, I 
gave him the account." (Pg. 89) 

During this discussion of DeCavalcante's problem with Jimmy 
the word Udienza was used. This word is used to describe the 
situation where an amico nostro is discussing a matter with his 
family's caporegima. (Pg. 85) 

B. In August 1964 Samuel Rizzo DeCavalcante was acting 
as intermediary in a dispute between Joseph Bonanno,R also 
known as Joe Bananas, in the Cosa Nostra Commission. 
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A dispute had developed in the Bonanno family centering 
around Gasparino DeGregorio,· who held the position of 
Caporegima in the family. Because of Gasparino's actions, unk
nown at this time, Bonanno had placed him "on the shelf," that 
is, ostracized him from the Bonanno family. 

DeCavalcante, together with Angelo Bruno and Joseph Zeril-
1i,IO had met with Bill Bonanno, son of Joseph Bonanno and 
Johnny BUrns,tl true name John Morales, Bonanno's Underboss. 
They told Bonanno and Morales that there were several impor
tant matters the Commission wished to discuss with Joe Bonan
no. 

Joseph Bonanno refused to accept this message as official and 
ignored the Commission's summonses, It should be noted the 
significance was placed on official notices being delivered oy 
three people, which suggests that this is an established procedure 
in Cosa Nostra. 

On September 19, 1964 DeCavalcante met with Joseph 
Bonanno and pleaded with Bonanno to go with him to the Com
mission so that the problem could be resolved peacefully. 
Bonanno declined, 

As a result of this final rebuff, the Commission unanimously, 
that is the remaining eight members of the Commission, voted to 
withdraw recognition of Joseph Bonanno as a Boss of a family, 
Although acknowledged to be a drastic step, the Commission 
wanted it made plain that they bore no iIIwill toward the family 
as a whole nor had they any quarrel with any of Bonanno's ad
rr,;nistration, which is understood to include all the Caporegimas 
of the Bonanno family. The Commission would be content with 
the removal of Joseph Bonann08 as the Boss, Johnny Burnsll as 
the Underboss and Bill Bonanno, the son of Joseph Bonanno, as 
the consiglieri. They also noted that these men were in no per
sonal danger, providing that they took no action against anyone 
else, 

On September 23, 1964 DeCava\cante discussed the Bonanno 
situation with Gerardo Catena;l Underboss of the Genovese 
family. Catena said that he believed DeCavalcante had gone far 
enough with this matter and DeCavalcante should now "divorce 
himself from it". Catena made it clear that the Commission will 
not make any further concessions. (Newark Airtel to Washing
ton dated Sept. 24, 1964) 

C. On September 2 t. 1964 DeCavalcante met with Joseph 
Arthur Zicarelli13 also known as Joe Bayonne, (0 discuss the 
Bonanno family problem. Zicarelli is a soldier in the Bonanno 
family. 

DeCavalcante told Zicarelli that the Commission was formed 
by people, all Bosses, who have given the Commission the right 
to supercede any Boss. Joe Bonanno knows that for he made the 
rules. Now tlte Commission thinks, "Here this guy's a Boss and 
he is not treating his people right." (Newark Airtel to Washing
ton dated Sept. 25, 1964) (pg. 263) 

Continuing the discussion of the relationship between the 
Commission and the family, Joseph Zicarelli and Sam DeCaval
cante went on. 

The names will be mentioned first and the quotation assigned 
to them following: 

DeCavalcante: "The Commission also knows that Bonanno's 
family administration is under Joe Bonanno's orders-but the 
Commission supercedes any Boss. " 

Zicarelli: "He ought to know that." 
DeCavalcante: "Better than anybody," 
Zicarelli: "But, do they supercede any Boss as far as coming 

into your family." 
DeCavalcante: "They can go into your immediate family." 
Zicarelli: "This don't make sense tu me if that's the way it is, I 

don't like it. Who the hell am I to even say it, now we're talking 
between you and I." 

Zicarelli: "Let's say the Commission wants you, Sam, and they 
tell you this and this and this, but who are they to come into 
your house and tell your family this ain't right." 

DeCavalcante: "Suppose you're being mistreated for no 
reason." 

Zicarelli: "That's my business with my family why should I go 
to the Commission?" 

DeCavalcante: "And there's nothing you co; 'd do; you can't 
fight the boss-but the Bosses gave the right to the Commis
sion.-The Commission can go against it. See in Magliocco's" 
family they had trouble in there-the Commission went in there 
and took the family over when Joe Profacjl5 died, Joe Magliocco 
took over as Boss. They threw him right out saying 'Who the hell 
are you to take over a borgata?' He's lucky they did not kill him 
and Joe Bonann08 knows this. When we had trouble in our out
fit, they came right in. You people belong to the Commission 
until this is straighten out. They did the same thing in Pittsburgh, 
they made the Boss, John LaRocca,'· step down ... 

DeCavalcante: "They can supercede any Boss and go into 
your immediate family." (Newark Airtel to Washington dated 
9/25/64) (pgs. 273-274-275) 

D, Later on DeCavalcante, in another discussion with 
Zicarelli,13 discussed the strength of the Commission. 

DeCavalcante: "Joe you don't know the strength of the Com
mission. As long as I am doing the right thing with my people 
and they are satisfied, the Commission has no jurisdiction to 
start anything. They can say 'listen we make this many laws'; 
they make lots of them but they can't mix in. When there's trou
ble in an outfit or when the head of the outfit is doing the wrong 
thing, you understand What I mean? Even if your Caporegima 
said 'no', he's your Boss you would have to go, if they called 
you, and it's the same thing, the Commission is his Boss, not in
dividually but as a Commission." 

(Newark Airtel to Washington dated Dec. 23, 1964) (Pgs. 
865-867) 

3. That the families are staffed by Caporegime, that is Cap
tain, and the Captains are appointed by the Bo~~ and can be 
removed by him, 

A. On December 23, 1964 Joseph Notaro,lT Vi~o DeFilip
po,'· and Joseph Zicarelli13 visited Samuel DeCavalcante. 
Notaro stated that the purpose of the visit with DeCavalcante 
was to bring him up to date concerning the Bonanno family 
dispute. 

He stated: "I have Joe Bonanno,8 Johnny Morales,1I Bill 
Bonanno on my hands; in other words we have a committee of 
four of which I am chairman. We have had a meeting and he, 
Joe Bonanno, resigned rather than see it go any further effective 
whatever date I tell him." 

Notaro stated the meeting was held where he had been staying 
and the meeting lasted until 7:00 A.M. He added that four Cap
tains had been on the "other side". Notaro reported that Bonan
no said at the meeting that rather than have this continue and to 
avoid bloodshed he was resigning. Bonanno then appointed the 
four man committee. Notaro added that when the meeting broke 
up two of the committee Smitty D'Angelo' • and John Aquaro,'n 
were sent to Angelo Caruso's" house to explain what had taken 
place. Caruso was sorry to h~ar that Bonanno had resigned, ac
cording to Notaro. Notaro added that at a meeting the commit
tee decided that all Captains would remain at least until a new 
Boss is elected. A new Bms would have authority to remove any 
Captain he does not want. He stated that a discussion was held 
at the meeting concerning procedure for electing a new Boss. At 
this meeting, according to Notaro, Gasparino DeGregori09 said, 
"Well all right, these nine committeemen will notify the men 
that we are all in accord and to return to their Captains", and 
that's the way we left off. Notaro added they were going to con
tact the Commission and notify them that we had banded 
together and Gaspar indicated the Commission would be 
notified in one hour. 

DeCavalcante asked Notaro; "How long you a friend of ours, 
Joe?" Notaro replied, "Ten years." 

Sam lJeCava1cante assured Notaro that his judgment is as 
good as those who have been members forty years. 

1601 



Notaro went on to relate that the Captains who were at the 
last meeting with Joe Bonanno were Smitty D'Angelo,19 John 
Aquaro,20 Johnny Burns,1I true name Morales, Bill Bonanno, and 
Charlie Battaglia," from Arizona, Fran Labruzzo,2.'I a 
Caporegima who was representing Montreal. He explained that 
Arizona was a decina belonging to the family because Bonanno 
was a Boss living there, otherwise this decina would belong to 
Colorado, Texas, or California. 

(Newark Airtel to Washington dated 12/28/64) (Pgs. 897-
901) 

B. On May 7, 1964, Samuel DeCa .. aJcan~e met with Gene 
Catena,2<I brother and chief Lieutenant of Gerardo Catena, I. and 
discussed the DeCavalcante family. Gene Catena asked: "How 
many Caporegimes you got?" 

DeCavalcante replied: "No Caporegimes. We got thirty-one or 
thirty-two soldiers. Most of them are old people who ain't mak
ing much. Those making money give me one third. Say one 
makes $600.00, then he gives me $200.00 and I don't split with 
nobody else." 

Catena: "I'm a Caporegime who's always available. My people 
know where to find me or where or how they can reach me." 
(Newark Airtel to Washington dated 5/14/64) (Pg. 122) 

C. On June 1, 1965, Samuel DeCavalcante told John 
Riggi;S his Caporegima, that he was thinking of taking Joe Sfer
ra's·7 Union position away from him and putting Riggi in his 
place. DeCavalcante told Riggi, that if he takes the job, then his 
only responsibility will be to keep the "amico nos" in the union 
working. DeCavalcante added that he had sent his Underboss, 
Frank Majuri,'6 to see Sferra27 and find out what happened to 
him when he was put in the hospital, but Sferra refused to 
discuss what happened to him. 

He also told Riggi that he was to see members of the DeCaval
cante family and tell them not to see Sferra on DeCavalcante's 
orders. DeCavalcante said he was going to put the chill on Sferra 
because of Sferra's obvious lack of respect and courtesy. (Pg. 
2004) 

D. On June 4, 1965, Lou Larasso,5 his Caporegima, con
tacted Sam DeCavalcante and DeCavalcante informed Larasso 
of his decision to remove Joe Sferra" "from everything". 
DeCavalcante said: "The only reason for doing this is because 
Sferra has been inattentive to his responsibility for keeping 'our 
people' working." 

Larasso asked: "Are you taking him off of Caporegima too?" 
DeCavalcante replied: "Yeah." 
DeCavalcante emphasized that Sferra is still to be treated with 

respect since he is still "a friend of ours". DeCavalcante said 
that he told Sferra "I like you but I like our people better than 
you. You are just one of 30 people. And I'm not going to do an 
injustice to thirty people on account of you". (Pg. 2020) 

E. On June 10, 1965, Mike Puglia'· told Samuel DeCaval
cante that he had advised Joe LaSelva29 that he could not attend 
the family meeting on June 6th at Ange and Min's Restaurant, 
Kenilworth, N.J. 

DeCavalcante said the purpose of this meeting was to an
nounce to the hierarchy of the family that Joseph Sferra27 had 
been removed as Caporegima and that Paul Farina30 had been 
appointed in his stead. (Pg. 2116) 

4. That the Commission can replace a Boss of a family and the 
family representatives. 

A. On September 3, 1964, Samuel DeCavalcante conversed 
with Frank Majuri,'o his Underboss. DeCavalcante indicated that 
he had been attending meetings with the Commission members 
or with the Commission itself and The Commission had under 
consideration a move to displace Joseph Bonanno· and possibly 
his representatives from the Commission. DeCavalcante related 
(;1.1t he had a meeting recently with Sam Mooney,31 true name 
Samuel Giancana, from Chicago about this matter. DeCaval
cante told Majuri that he had been used as an intermediary 
between the Commission and Bonann!), but that Bonanno had 

failed to heed his advice and had not presented 11;(I'M'lf before 
the Commission as ordered. He indicated that allgli'~d against 
Bonanno are Mooney,31 Thomas Luchese,52 Carl Gambino 33 Joe 
Columbo,7 Angelo Bruno,' and Jerry Catena. I. Majuri and 
DeCavalcante agreed that the situation is worstening. (Newl!rk 
Radiogram to Washington dated 9/11/64) (Pgs. 188-189) 

On September 21, 1964, Samuel DeCavalcante met Joseph 
Zicarelli,13 also known as Joe Bayonne, and discussed the Joseph 
BonannoR dispute with the Commission. DeCavalcante said the 
Commission does not recognize Joe Bonanno as the Boss any
more. He said that he told Joe NotaroH that the administration 
should know that the Commission has got nothing against any of 
you fellows. They respect all you people as friends of ours, but 
they will not recognize Joe Bonanno, his son Salvatore Vincent 
Bonanno, also known as Bill, and Johnny Burns,lI true name 
John Morales. DeCavalcante further said that the Commission 
has no intention of hurting anybody but Joe Bonanno better not 
get any intention of hurting anybody either. 

DeCavalcante added that the Commission was formed by peo
ple-ali Bosses-who have given the Commission the right to su
percede any Boss. Joe Bonanno knows that! He made the rules! 
Now, the Commission thinks, "Here this guy's a Boss and he's 
not treating his people right-" 

DeCavalca>;itt: said that Joseph Bonanno made a bad 
move-he put Gasparino DiGregorio,9 he's a Caporegima, he 
put him on the shelf with the "amico nos". He said that 
Gasparino is under the protection of the Commission. He then 
asked Bayonne if Bonanno puts this guy on the shelf, why 
shouldn't the Commission put Joe Bonanno on the shelf, do you 
understand? 

DeCavalcante said that Joe Bonanno tried to move in, into 
Californitt. He tried to commit a tragedy over there so that his 
kid could take over in California. The Commission chased him 
out of California but he was trying. 

In reply to Bayonne's question as to when Bonanno was going 
to take over California, DeCavalcante replied that this happened 
a few years ago when Billy Bonanno moved into California with 
forty men, they were trying to take over Stammano's outfit. 

DeCavalcante said: "His own Uncle, who is the most 
respected of the Commission, Stefano Magaddino,3-I has pleaded 
with him to come up and see him." 

DeCavalcante added that Magaddino cried to him saying that 
everyone says that Bonanno's a nice guy but that he, Magaddino, 
had sent for him and Bonanno did not know if Magaddino 
needed Bonanno to save his neck but Bonanno did not answer 
his cali or go see him. 

DeCavalcante then said: "That's why the Commission feels 
bad because they know that Bonanno lied to them, namely his 
family. The Commission wants the family to know the truth, 
then decide if they still want Bonanno, but the administration of 
the family did not show up to meet with the Commission, for it 
was acting under Joe Bonanno's orders." 

DeCavalcante pointed out that the Commission supercedes 
any Boss. 

By way of illustration DeCal'lllcante stated: "See in Maglioc
co'sl< fa~i1y they had trouble in there. When Joe Profacjl5 died, 
Joe Maghocco took over as Boss. The Commission went in there 
and took the family over. They threw Magliocco right out. 'Who 
the hel1 are you to take over a borgata?' Magliocco's lucky they 
did not kill him and Signor Bonanno knows this. When we had 
trouble in our family, they came right in. 'You people belong to 
the Commission until this is straightened out'. They done the 
same thing in Pittsburgh. They made the Boss John ... .' 

Bayonne interupts: "LaRocca".'" 
DeCavalcante: "LaRocca, made him step down; it's al1 

straightened out now but they made LaRocca take orders from 
the Commission until everything was straightened out." (Newark 
Airtel to Washington dated 9/25/64) (Pgs. 261-276) 

5. That Families are staffed by Underbosses, as welI as 
Caporegimes and soldiers. 
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A. On June 10, 1965, Sam DeCavalcante and Joseph Arthur 
Zicarelli,13 also known as Jos Bayonne discussed family organiza
tion. 

Joe Zicarelli said that Gaspar DiGregori09 had told him that 
he, Gaspar, was the new Boss of the family of which Joe 
Bayonne is a member. He also said the,t Mike Sabella35 is Joe 
Bayonne's new Caporegima. (Pg. 2086) 

DiGregorio said that Skinny Pete is his Underboss. 
Sam DeCavalcante introduced Joe Bayonne to Mickey 

Poole,28 whom he described as his "Caporegimii from Connec
ticut". 

DeCavalcante advised Poole that he had removed Joe Sferra27 
as Caporegima and had put in Paul Farina30 as Caporegima. He 
pointed out that Sferra is still a "Cosa Nostra" member. (Pg. 
2089) 

Joe LaSelva29 is DeCavalcante's Underboss in Conntwticut. 
(Pg.2096) 

DeCavalcanlc advised Lou Larasso' that Carl Gambino33 had 
removed Joe Bandf8 (true Name Biondo) as Underboss, but 
that Joseph Zingaro37 is still Caporegima. Gambino's cousin Pete 
Castellan038 is another of his Capo regimes. (Newark Airtel to 
Washington dated 6/17/65) (Pgs. 2083-2098) (Pg. 2096) 

B. On June 10, 1965, Joe Bayonne13 and Sam DeCavalcante 
discussed Bayonne's progress on being transferred from the 
Bonanno-DiGregorio Family to the DeCavalcante family. 

DeCavalcante said he had discussed this with Carl Gambino 
who counselled against any move to transfer Zicarelli at this 
time, since Zicarelli is recognized as a "Producer", although he 
is only a soldier. (Newark Airtel to Washington dated 6/14/65) 
(Pgs. 2040, 2041) 

C. Sam DeCavalcante told Sal Caternicchi039 that Frank 
Majuri28 is not only a member of the DeCavalcante family but is 
peCavalcante's Underboss as well. (Newark Airtel to Washing
ton dated 6/17/65) (Pgs. 2098-2100) (Pg. 2099) 

6. That the Commission must approve new members. 
A. On February 11, 1962, Angelo Brun02 in a discussion 

with Samuel DeCavalcante said, "Will you let me tell you 
something, Daylight40 and Mike, these two fellows right before 
they were proposed, I went to New York because I still was not 
raised yet. We respect the Commission. Do you understand? 
And we couldn't do nothing without New York. I went to New 
York and said, "We are going to propose these fellows. There 
are people in the family who want to propose a few fellows, are 
we allowed to accept these proposals?' The Commission said, 
'Yes, you are allowed to accept them but only the administration 
has to know them.' Nobody else, because the Commission said, 
'As soon as I propose anybody, everybody knows, including the 
law.' They said the only ones, who have to know, is the adminis
tration in your your family." Angelo Bruno went on, "Well they 
like me in New York. Let me tell you something. I know, before 
they made people, and Albert,41 poor guy, right? And another 
poor guy. I know this for a fact, they made them, and they didn't 
tell nobody, not even the families in New York." 

Ignatius Denaro:3 "You're not suppose to, the Commission 
only does it ifit is good." (Pgs. 74-75) 

7. That members transfer from family to family. 
A. On June 1, 1965, Samuel DeCavalcante met with his Un

derboss, Frank Majuri26 and told Majuri that Joseph Zicarelli,13 
also known as Joe Bayonne, was very desirous of switching from 
what was the Bonanno Family to the DeCavalcante Family. 
Zicarelli told DeCavalcante that his present family "uses" him 
too much. DeCavalcante advised Majuri that he had discussed 
this transfer with Carlo Gambino33 but had heard nothing further 
from Gambino on this transfer. (Pg. 2011) 

B. On June 11, 1965, DeCava1cante met with Louis Lara:l
~<'.' a Caporegima in his family. DeCavalcante claimed to Laras
so ~hat people from Carlo Gambino's family, people from 
Tommy Luchese's3~ family, a'ld people from Gasparino 
DiGregorio's9 fj~mi!y want to join the DeCavalcante family 

because they know that DeCavalcante is a fair man and they 
have n.ore chance to better themselves. 

Larasso told DeCavalcante that Moonef1 was a lot like 
DeCavalcante. He said that Mooney stands up for his men like 
DeCavalcante and also like DeCavalcante allows his men to 
make money wherever they can. Larasso added that Mooney 
like DeCavaJcante is also available to his men. Larasso said the 
Joe Venber, one of Mooney's men, told him that the family 
holds Mooney in very high regard as Mooney allows them t!:! 
make money in any manner that they can. (Pg. 2218) 

8. That members are ordered to murder. 
A. On February 2, 1965, Samuel DeCavalcante had a 

discussion with his Underboss, Joseph LaSelva29 about the 
problems of the Joseph Bonanno family. 

DeCavalcante: "Bonanno· put MaglioccoH up to a lot of 
things like to kill Carl Gambino." 

LaSelva: "Well Magliocco that was his son's father-in-law." 
DeCavalcante: "Bonanno put Magliocco up to hit Carl Gam

bino33 and Tommy Brown. "32 

LaSelva: "Well that must have had something to do with 
Profaci's outfit?" 

DeCavalcante: "Yeah, now they feel that Bonanno poisoned 
Magliocco. Magliocco didn't die a natural death. Because the 
only one who could accuse him of plotting against Gambino and 
Lucheese was Magliocco. See Magliocco confessed to it. But Joe 
Bonanno did not know how far he went. Understand? So they 
suspect he used a pill on him, that Bonanno's noted for. So he 
knows the truth of all the damage he has done. But they feel he 
don't know how much the other people know. He'd come in and 
deny everything but he knows he could not deny he made people 
when the books were rlosed." 

LaSelv&. "Out on the coast there W~iS some friction, wasn't 
there?" 

DeCavalcante: "Well he tried to take California over, when 
they were having trouble. He sent the kid out there with forty 
guys. The Commission stopped him and that's where the trouble 
started. If he had listened to me, that time r went to him, this 
thing would have been straightened out. They would have just 
bawled him out." 

LaSelva: "It's a shame. What was he, 58 or 59 years old, and 
the prestige that he had? What was he looking for? Anyway, it's 
really bad for the morale of Our Thing, you know? When they 
make the rules and then break them themselves. He's been in 20 
years. " 

DeCavalcante: "Thirty-three years he's been in." (Pgs. 1273, 
1274,1275) 

B. On February 23, 1963, Angelo Ray DeCarlo,42 Anthony 
"Tony Boy" Boiardo,43 Samuel DeCavalcante, and Joe, possibly 
Joe ZicareIli were discussing how to kill a hood without embar
rassing the victim's family. They said you don't want to shoot a 
guy so they give him a shot. (Pg. 99) 

C. On February 23, 1963, Samuel DeCavalcante, Angelo 
Ray DeCarlo, also known as Gyp, Louis Larasso and Anthony 
Boiardo, also known as "Tony Boy", discussed the recent killing 
of "Cadillac Charlie "44 in Youngstown, Ohio. All were critical of 
the method used and of the fact that his four year old son was 
also killed. DeCarlo stated that as a result of this murder the 
word had been passed that no hand grenades will be used in 
killing assignments in the future. DeCarlo further suggested that 
the best way to dispose of someone is to give the individual a 
fatal shot of dope and put him behind the wheel of his automo
bile where he will be found. (Newark Airtel to Washington 
dated 3/7/63) (Pgs. J 11, 112) 

D. On February 23, 1963, Anthony Boiardo,43 also known 
as "Tony Boy", Samuel DeCavalcante, his Caporegima, Louis 
Larasso' and Angelo Ray DeCarlo,42 also known as Gyp, 
discussed several murders. 

Murder I 

Tony Boy Boiardo: "How about the time we hit the little 
Jew." 
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DeCarlo: "As little as they are the} struggle." 
Boiardo: "The Boot~5 hit him with a hammer. The guy goes 

down and he comes up. So 1 got a crow bar this big, Ray. Eight 
shots in the head. What do you think he finally did to me? He 
spit at me and called me an obscene name." 

DeCarlo: "They are fighting for their life." 

Murder II 

DeCavalcante: "Ray, you told me years ago about the guy 
where you said, 'Let me hit you clean'." 

DeCarlo: "That's right. So the guy went for it. Ther.e was me, 
Zip and Johnny Russell. So we took the guy out in the woods 
and I said, 'Now listen' Zip had something on him. I smid, 'Leave 
him alone Zip' I said, 'Look', ltchie was the kid's name, I said, 
'You got to go, why not let me hit you right in the heart and you 
won't feel a thing'. Itchie said, 'I'm innocent, Ray, but if you got 
to, do it', so I hit him in the heart and it went right through 
him." 

Murder III 

Further discussion of giving an individual a fatal shot of dope 
and putting him behind the wheel of his automobile where he 
will be found. 

DeCarlo: "That's what they should have done with Willie 
Moretti.~· 

"You've got five guys here, you talk to the guy, tell him this is 
the lie detector stuff. You tell him, 'You say you didn't say 
this'." 

Boiardo: 'How many guys are you going to con?" 
DeCarlo: 'Well you don't con him then tell him. Now like you 

got four or five guys in the room. Y,:,u know they are going to 
kill you. They say, 'Tony Boy wants to shoot you in the head and 
leave you in the street or would you rather take this, we put you 
behind your wheel, we don't have to embarrass your family or 
nothing,' that's what they should have done to Willie." 

DeCavalcante: "They didn't want them on the street. They 
didn't want the rest of the mob to know that permission . . . ." 

DeCarlo: "But I mean a guy like Willie Moretti. 'We like you 
and all but you got to go, you know it's an order, you gave 
enough orders'." 

Boiardo: "I don't think Willie would have went for it." 
DeCarlo: "I think he would, he would have tri,~d to talk his 

way out of it but he would have went for it." 
Boiardo: "It would have been better." 
DeCarlo: "Sure, that man never should have been disgraced 

like that." 
DeCavalcante: "It leaves a bad taste. We're out to protect 

people. When they made you they sayan Italian phrase, 'don't 
not to abuse you, to protect people from being abused'; they 
made me in Italian, they all spoke in Italian." (Newark Airtel to 
Washington dated 3/7/63) (Pgs. 112, 113) 

E. On June i 6, 1965, Samuel DeCavalcante met with Tony 
last name unknown and another unnamed individual after the fu
nel'al of one Cicona which took place someplace in the vicinity 
of Trenton, New Jersey and Bordentown, New Jersey. 

Tony is believed to be a member of the family headed by An
gelo Bruno of Philadelphia. 

Tony related that once he had a job to do and he did it all by 
hi'Tlself 30 years ago. He repeatedly mentioned the name Fillipo 
lo.:d he says that he and possibly two other individuais put Fillipo 
on a truck and tied him up. They drove him to a park, but the lo
cation was not satisfactory so they then put him in a car and 
drove him to a farm. Tony related that Fillipo was in the car and 
one of the others with him had turned up the car radio so that 
FiI!ipo's screams could not be heard. One of the subjects with 
Tony kept a gun to Fillipo's head. They took Fillipo to a farm 
and inside the garage on the farm, they cut Fillipo's throat. Tony 
described the conditions of the weather at this time as cold and 
he said that FiIlipo's body was buried somewhere close to the 

farm. For some unrelated reason, they decided to move FiIlipo's 
body from the grave site so they went to dig him up. At this 
point Tony stated that he saw a sight that he had never seen be
fore after they dug up the body and that he was scared. "We dug 
him up after he died, and his hair was still growing, the dead 
man was hairy, never saw this before." (New York Airtel to 
Washington dated 7/2/65) (pg. 2197) 

F. Hit or murder of unknown individual by members of 
DeCavalcante family. 

On April 16, 1965 through April 19, 1965 Samuel DeCaval
cante had quiet whispered conversations with Louis Larasso; his 
Caporegima, and Bobby Basile:7 his cousin and aide. Frank 
Cocchiaro:8 Caporegima of DeCavalcante, and Ralph 
DeMegli049 were also involved. It appears that DeCavalcante 
and his associates el.!.minated someone although the victim's 
name is nowhere mentiOned. It appears that Carl Gambino33 was 
to be advised of whatever action was to be taken. 

Previously on March 9, 1965, Louis Larasso had met with 
DeCavalcante. He had stated that he had heard that Carl Gam
bino, Joe Bandy," Joe Zingaro," Nick Melilio,50 and Jimmy Fail
la51 were in partnership in the Mt. Vernon, New York garbage 
business. Included with them was one Joe Fiolo.52 DeCavalcante 
said he was aware of this and planned to ask Carl Gambino if he 
knClws that Bandy, Zingaro, Failla are connected with the deal. 

Larasso had advised DeCavalcante that Joe Fiolo has re-
. peatedly telephoned him concerning another garbage deal. Fiolo 

has a brother or brother-in-law in the garbage business in New 
Jersey and wants Larasso to enter a partnership with this person. 
Fiolo has been contacting the Ford Motor Company in 
Metuchen, New Jersey and eventually expects to secure this stop 
for Larasso and Fiolo's relative. Fiolo expects Larasso in tum to 
locate a suitable dumping site. Larasso h~s been putting Fiolo off 
until he could consult with DeCavalcante. DeCavalcante told 
Larasso that he would see Gambino ,tbout Fiolo's proposition, in 
the meantime Larasso should continue to stall Fiolo diplomati
cally. DeCavalcante said he has heard that Fiolo is in trouble 
with Carl Gambino since he has been accused of stealing gar
bage customers from Joe Columbo} 

This information is set forth because it suggests that Fiolo may 
have angered Gambino sufficiently to caus€' Gambino to 
authorize Fiolo's elimination and that DeCavalcante had accom
modated Gambino. 

Information indicates that Fiolo is a member of a regime 
within the Gambino family, possibly that of Joe Zingaro. 
(Newark Airtel to Washington dated 4/21/65) (Pgs. 1702-1713) 

9. That the Boss of a family is interested in machines to 
dispose of bodies. 

A. On September 3, 1964, Samuel DeCavalcante had a 
discussion with two unknown males concerning various types of 
machines suitable for disposing of a body. One machine was 
mentioned as being capable of turning a body into a "meatball". 

One of the unknown males said that the best machine was that 
which smashed up automobiles. DeCavalcante said he was look
ing for the type of machine which pulverizes garbage. The unk
nown stated that the only type that we know of that will pul
verize garbage is a machine that Louie Larasso told the males 
about the other day and added "they are working on it now". 

It appears that DeCavalcante wants the machine on hand in 
the event that he needs it. (Newark Radiogram to Washington 
dated 9/10/64) (Pg. 170) 

10. That members of a family must follow Cosa Nostra 
protocol. 

A. On February 23, 1963, Anthony Boiardo:' also known 
as Tony Boy, Samuel DeCavalcante and Louis Larasso," his 
Caporegima, met with Angelo Ray DeCarlo:' also known as 
Gyp. Larasso announced that Andy "Ham" Dolasco'" could not 
make it. 

DeCarlo: "Andy Dolasco with his appointments. He's got to 
see his Caporegtma, he's got an appointment. Everything by the 
book." 
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DeCarlo: "I need to get hold of a guy in Los Vegas and how 
the hell am I going to get hold of him? They don't even want you 
to make a call there." 

Boiardo: "You can not call the state of Nevada. That's the or
ders." (Newark Airtel to Washington dated 3{7/63) (Pg. 109) 

H. On September 22, 1964, Samuel DeCavalcante asked his 
Underboss Frank MajuriZ6 if he could get in touch with Angelo 
Carus021 and wondered if he could do business with Caruso that 
night. Majuri replied he would try to reach Caruso and ask him 
if he would meet with DeCavalcante late that evening. 

Later on tile same day DeCavalcante was advised by Frank 
Majuri that he had been in touch with a Dino through whom he 
had sent a message to Caporegima Angelo Caruso that DeCaval
cante wanted to meet him. Majuri was advised later by Dino that 
Caruso had had orders not to meet with anyone. DeCavalcante 
regretted this, stating that in view of his long-standing friendship 
with Caruso he had hoped that Caruso would take a chance. 
(Newark Airtel to Washington dated 9/28/64) (Pg. 232) 

C. On October 9, 1964, Frank Cocchiaro," a Caporegima 
in the DeCavalcante family, met with DeCavalcante. 

Cocchiaro: "We got an agent on the payroll." , 
DcCavalcante: "Who." 
Cocchiaro: An agent on our payroll. The agent sent back word 

to our man that he heard that Sonny Franzese" put up the money 
for the still. Now there's a stool pigeon right around Sonny Fran
zese's. Now, if it ever got back to the agent's office that this was 
said there would be a big stink over it. I must get to Sonny Fran
zese so that he don't just tum around and say 'how do you like 
that, the agents know that 1 put up the money for this thing'. The 
guy right next to him might be the stool pigeon that the agents 
got it from, 'how can I do this?' " 

DeCavalcante: "We will tell Joe Columbo' and hold Joe 
Columbo responsible. I am going to have an appointment with 
Joe if you want to come in." (Newark Airtel to Washington 
dated 10/20/64) Pgs. 335, 336) 

D. On June II, 1965, DeCavalcante met with Louis Laras
so,' his Caporegima. DeCavalcante told Larasso that he had sent 
Joseph LaSelva,29 an Underboss of DeCavalcante, to Joseph 
Sferra,!? also known as Joe Tiger, to notify Sferra of his demo
tion from Caporegima to soldier and the reasons for the demo
tion. DeCavalcante had also told LaSelva to tell Sferra that he 
was not the delegate for the hod carriers Local number 394 any 
longer. T~aSelva only told Sferra he was no longer a Caporegima 
and nothing else. 

DeCavalcante related that on 1une 10, 1965, Sferra met him 
and Sferra apologized for not having done his duty as a 
Caporegima and apparently did not know that he was not the 
delegate for Local number 394 any longer. DeCavalcante had to 
tell Sferra that he was no longer the delegate which reduced 
Sferra to tears. DeCavilcante said, "Sferra kept saying 'this is 
awful' after being told the foregoing. DeCavalcante categorically' 
pointed out to Sferra why DeCavalcante had removed him from 
both positions. DeCavalcante told Sferra that he forced 
DeCavalcante into doing these actions even though DeCaval
cante did and still does like Sferra personally. DeCavalcante said 
"Our People" had to be given preference over their personal 
friendship and Sferra was removed for the good of the DeCaval
cante family. DeCavalcante further pointed out to Sferra that if 
he did not take these actions, in time, the other DeCavalcante 
members would feel that DeCavalcante and Sferra were in 
league together and would think that DeCavalcante was as bad 
as former Bosses, such as Phil Amari. 113 

Larasso suggested Sferra had been punished enough with 
being removed as delegate and Caporegima. (Pg. 2215) . 

II. That the Boss of the family approves destruction of a 
debtor's building by arson in order to collect the insurance and 
pa.y the shylock loan but "does not want to know". 

A. On June 3, 1965, Samuel DeCava1cante was discussing 
with Bobby Basile,41 his cousin and a member of his family, some 

of the shylock money owed to DeCavalcante. The following 
discussion resulted. 

Basile: "Mr. Maglie54 wants to bum down his joint and I got 
the guy." 

DeCavalcante: "Who's the guy?" 
Basile: "Russ; as far as Pussy's concerned he says 'O.K.' It's up 

to you now." 
DeCavalcante: "What's he want to pay for it'}" 
Basile: '!He's going to pay $5,000.00, that's all. I'll give him a 

break, he's got $90,000.00 insurance on it." 
DeCavalcante: "I don't need to know nothing." 
Basile: "O.K. done, O.K.?" 
DeCavalcante: "How's he going to pay you when he collects 

the money or what?" 
Basile: "He's going give one thousand. I let the kid make the 

arrangements. I didn't step in, 1 just introduced them so he's 
going to give the kid a thousand to get the stuff, you know." 

DeCavalcante: "I don't want to know nothing about it." 
Basile: "You don't want to know so I told Pussy"" and he said, 

'Well I don't care'. [said, 'Look and I didn't tell you nothing? 
You want to leave it that wayT 'Yeah' Pussy said, 'I don't care'." 

DeCavalcante: "Forget about it." 
Basile: "Okay, I didn't teU Pussy I spoke to you or nothing so 

it's forgotten." (Newark Airtel to New York dated 7/15/65) 
(Pgs. 2105, 2106) 

12. That the Boss has Political Contacts who are friendly and 
do favors for the Boss and for the family. 

A. On May 25, 1965, DeCavalcante met with Dave Mar
golis. In a boast, DeCavalcante claimed that he has done favors 
for a person in the office of Governor Hughes of New Jersey. 
DeCavalcante said that, in return, he receives information from 
this person about what this person learns concerning the interest 
of law enforcement agencies in DeCavalcante. 

Margolis told DeCavalcante that he has a liquor-delicatessen 
type store in Newark, New Jersey from which he sells bottles of 
liquor on Sunday which is against the law. Margolis was caught 
doing this and DeCavalcante and he met with a New Jersey Al
cohol Beverage Control official on May 24, 1965 and DeCavah 
cante straightened out the trouble that Margolis had with the AI. 
cohol Beverage Control in the state of New Jersey. (Pg. 2014) 

B. On March 15, 1965, Sam DeCavalcante met with 
Emanuel Riggi," father of John Riggi,25 Caporegima in the 
DeCavalcante famity. Riggi told DeCavalcante that he had 
received another letter from his attorney, concerning his }Nnd
ing deportation matter. DeCavalcante read the letter. Larry 
Wolfson,5S a partner of DeCavalcante entered and mentioned 
that he had a luncheon appointment with Chris Franzblau," at
torney for DeCavalcante and Wolfson. 

Riggi stated that his wife and his sister had been to see Con
gresswoman Florence Dwyer of the sixth congressional district in 
New Jersey ar.d Mrs. Dwyer assured them that Manny Riggi 
would not be deported, even if he were found guilty of the 
charges, he is or will be indicted on. Mrs. Dwyer said however 
that Riggi must maintain a clean record in the future. (Pg. 1578) 

C. On December 30, 1964 Sam DeCavalcante introduced 
Manny Riggi to an unknown person and advised this person that 
the Immigration and Naturalization Service is trying to deport 
Manny Riggi. DeCavalcante said that he had Chris FranzblauM 

working on it, looking at Riggi's Federal record. In discussing 
Riggi's troubles with the Immigration and Naturalization Service 
this person stated that he used to be close to Senator Williams of 
New Jersey. (Pg. 910) 

D. On September 9, 1964, Bobby Basile, Bernie Furst,'1 
Sam DeCavalcante and Larry Wolfson's were having a discus
sion of the business situation at Controlled Temperature, a com
pany that is being run by Furst, Basile and Frank Cocchiaro but 
is actually financed by DeCavalcante. 

Bobby Basile stated that he has a guy in Washington, D.C. 
who is trying to get United States Government money for Con-
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trolled Temperature Company in Government contracts. (Pg. 
376) 

E. On October 14, 1964, Bobby Basile told Sam DeCava!
cante that he expects a Small Business Administration loan. (Pg. 
456) 

On October 22, 1964 Sam DeCavalcante warned Bobby Basile 
in no uncertain terms that Basile is never to make a move 
without consulting Sam first regardless of what amico nos it is or 
how close the person may be to Sam DeCavalcante. DeCaval
cante wants Bobby Basile to clear with him first. DeCavalcante 
referred to Basile's attempts to get a Small Business Administra
tion loan DeCavalcante pointed out that Bobby Basile had no 
right to make decisions like this himself and must never do it 
again. The loan was to be negotiated by Danny Notos• through 
some friends that he has in the Small Business Administration. 
DeCavalcante noted that Danny Noto is sometimes irrational, 
citing his current dislike for Whitey Joseph Dan7.Also who Noto 
suspects of stealing from him. (Pg. 554) 

F. On October 20, 1964, Sam DeCavalcante and Joe 
Kremer'l' were discussing the case of Nick Quarino,62 a Cosa 
Noslra member, who had just been sentenced to imprisonment 
for one to two years. DeCavalcante mentioned that he had 
talked with Kinnealy63 and that he had told Sam the same thing 
that the Republican had told him, namely that someone had 
been looking for the Prosecutor's job in Union County. Sam 
mentioned that Collandra is not an intelligent man but has con
nections; he is a connection man. Sam mentioned that in talking 
with Kinnealy there were political angles concerning this case 
and that Quarino was a victim of politics at this time of the year, 
namely just before elections. (Pgs. 482, 483) 

G. On June 14, 1965 Sam DeCavalcante and his Underboss, 
Frank Majuri26 were discussing a Judge Ard34 of Elizabeth, New 
Jersey. DeCavalcante said that Sam Reida65 is having a zoning 
problem in Clark Township, New Jersey and the decision will 
rest with Judge Ard as to whether Reida can build what he 
wants. (Pg. 2147) 

H. On June 23, 1965, Samuel DeCavalcante had a discus
sion with his partner Larry Wolfson's about the fact that the 
Union County Democratic Party leader had sent Marabelli from 
Elizabeth to see him. 

DeCavalcante was told by Marabelli that the Union County 
Democratic leader had learned that DeCavalcante had been 
contacting various people in an effort to assist Sam Reida.65 

Reida was desirous of building numerous garden apartment 
buildings on land that he owned in Union County. This land was 
in an area which was zoned for this type of building. The re
sidents in the immediate area of this planned construction site 
had brought Reida to Court in an effort to keep him from con
structing garden apartments. 

All the arguments had been entered by both sides and Judge 
Ard had the suit under consideration. Marabelli told DeCaval
cante that the Democratic Leader controls Judge Ard and that 
the Judge would give Reida a favorable decision if he was told to 
do so by the Democratic Leader. 

DeCavalcante told Wolfson that Reida would have to pay the 
Union County Democratic Leader "a couple of thousand" if 
Reida wants the leader to tell Judge Ard what decision to give. 

Wolfson told DeCavalcante that he had met with Reida on 
June 23, 1965 and that Reida had told him that he was confident. 
that the Judge would find for Reida on the basis of Reida's 
lawyer's arguments on behalf of Reida's right to construct 
garden apartments on the land. 

DeCavalcante told Wolfson that he does not trust nor like 
Marabelli and suggested that Marabelli may have arranged a 
shakedown in this matter with the Union County Democratic 
Leader and/or Judge Ard. 

DeCavalcante told Wolfson to telephonically contact Reida 
from Ange and Mim's and advise him of this latest development. 
(Pgs. 2187, 2188) 

I. On January 23, 1965, Emanuel Riggi66 met DeCavalcante 
at DeCavalcante's request. 

DeCavalcante was very concerned about three young New 
Yorkers who were in trouble with the Elizabeth, New Jersey Po
lice Department. Riggi was detailed to contact Gus Brugger,67 
who had recently been appointed the Police Director ,)f 
Elizabeth. 

The following conversation ensued: 
DeCavalcante: "One of these kids is on probation. They can

net be fined. It has to be thrown out and this guy has to do his 
best to throw this out. This is personal! And I'll see that they 
don't even come in Elizabeth anymore. That I'll guarantee." 

Riggi: "If I'd known about this proba.tion-because his exact 
words-he told me they were going to throw the book at him 
because he's hot. They're from New York. Are they from New 
York?" 

Riggi: "They're from New York. H'e said, 'I don't want no 
punks around here;' in other words, he was trying to tell me he 
wants the town clean for a while." 

DeCavalcante: "Tell him, 'Sam will keep the town clean for 
you, these guys won't even come in'." 

DeCavalcante: "Manny, go back tonight! I'll ask these kids to 
get their lawyer to postpone it. Then we'll have it thrown 
out-this has to be thrown out because this kid's in trouble and a 
thing like that-he could be put away for a long time." 

Riggi: "Well he wants the town clean because he's just start
ing." 

DeCavalcante: "Tell him I'll guarantee him nobody wants the 
town cleaner than us. And tell him there's a gift in it for him." 

Later the same day DeC ante told his Underboss, Frank 
Majuri:26 "Tell them over there they got nothing on these kids. 
Don't try to make any connection because we are working on 
the case-don't panic." (Pgs. 1097, 1098, 1099) 

J. On February 3, 1965, DeCavalcante met with Joseph 
Arthur Zicarelli,'3 also known as Joe Bayonne. They discussed 
the three young New Yorkers who were arrested in Elizabeth on 
January 14, 1965, and charged with suspicion of burglary. 
Zicarelli had requested DeCavalcante to use his influence to 
have the charges dismissed. The following conversation ensued. 

DeCavalcante: "Those three guys-after I spoke to you they 
showed up and they were thrown out." 

Joe Bayonee: "Yeah, I know. I tried to get you back and 
couldn't." 

DeCavalcante: "Well what happened to them? These guys are 
nuts. H 

Joe Bayonne: "They were there! he called right away and they 
said they were dismissed so they left." 

DeCavalcante: "You know when I called you, it was in the af
ternoon. I even called this guy back because he called the clerk 
and told the clerk to postpone it for a week. They were there at 
11:30 instead of9:30." 

Joe Bayonne: "What do we have to give this guy?" 
DeCavalcante: "Nothing. Forget about it." 
Joe Bayonne: "Why should I forget about it? These weren't 

three of my guys. They want to pay. Let them pay. What did you 
give the guy?" 

DeCavalcante: "I'm suppose to see him next week. Joe, if it's 
you .... " 

Joe Bayonne: "It's not me! [don't know these kids, Sam." 
DeCavalcante: "Well you sent them down." 
Joe Bayonne: "You know Frankie Dee. These kids belong to 

Frankie and Nike. Let them pay. Why should you pay 
anything?" 

DeCavalcante: "Over here I'm suppose to see the Judge and 
the Police Commissioner." 

Joe Bayonne: "Alright-whatever you go for let me know." 
DeCavalcante: "No. They're not your guys? Well let them go. 

I thought it was your guys. You asked for the favor." 
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10e Bayonne: "Sure, they're the same as I am. It's Mike and 
Frankie Dee. And these kids are around them. Mike came an to 
see? 

DeCavalcante: "Now, with one understanding, these kids are 
never supposed to come around Elizabeth. " 

10e Bayonne: "They know that." 
DeCavalcante: "And they're not suppose to sue for false ar

rest. I guaranteed that myself. I know they wouldn't do that any
how." 

loe Bayonne: "They are good kids. They done plenty of work 
and they're around anytime you want them." (Pgs. 1276, 1277) 

K. On April 7, 1965, Frank Majuri,26 Underboss of 
DeCavalcante, met with Chris Franzblau,56 attorney for 
DeCavalcante. He briefed Franzblau on an incident in Elizabeth 
New lersey which resulted in the arrest of his son, Charlie Maju~ 
ri/o According to Frank Majuri, Charlie was living with a girl 
and under the guise of a bookmaking raid, police broke in and 
arrested them and then seized pads, papers, pencils and so forth 
as "evidence". The hearing for Charlie Majuri was set for April 
to,1965. 

Franzblau claimed to be very friendly with the Union County 
Prosecutor, Leo Kaplowitz11 and said he would see what he 
could do. 

Majuri stated that this action against his son was really just 
harrassment, directed at him, Because he and Louis Larasso' 
were caught at Appalachin, New York, November 1957. 

Franzblau advised that the only safe procedure before a Grand 
Jury was to claim protection of the fifth amendment to every 
question, no matter how innocent. (Pg. 1676) 

On April 12, 1965, Louis Larasso contacted Sam DeCaval
cante and they discussed the Charlie Majuri arrest. DeCaval
('ante said that Union County Prosecutor Leo Kaplowitz thought 
that there should have been a motion to suppress the evidence. 
Kaplowitz suggested that a lawyer named Isaacs should be 
retained. 

Larasso suggested an offer be made in this matter and said 
that he would be willing to see the thing settled for three 
thousand dollars, even if it was a shakedown, rather than to see 
the thing go to the County level, where there might be pressure 
from the F.B.I. to prosecute. 

DeCavalcante indicated a willingness to spend one thousand 
dollars-five hundred dollars to the Judge and five hundred dol
lars to Elizabeth Mayor Tom Dunn"-providing the matter 
could be handled in Court. (Pgs. 1729, 1730) 

L. On October 12, 1964, Sam DeCavalcante and JO~1'ph 
"Whitey" Danzo60 were discussing a gambling raid that had 
taken place in Elizabeth, New Jersey over the weekend and the 
paper had made a big thing of the raid stating that it was a dis
tribution center for twin doubles and gambling activities. 

Danzo mentioned that he had talked with Thomas Dunn T.I 

who was running for Mayor of Elizabeth on the Democra;ic 
ticket. Danzo stated that they would pull good with the new ad
ministration, if they got in. He also said that a Bunchy Grant had 
made a big contribution to the campaign. 

Danzo then mentioned that Mayor Steve Bercik,13 who had 
been Mayor of Elizabeth' for eight years, hated Louis but that 
Bercik would not get the Prosecutor's job or anything. He said 
that Bunchy Grant knows the ins and outs of the whole setup in 
Elizabeth. (Pgs. 448, 449) 

On October 23, 1964, Thomas Dunn12 of Elizabeth, New Jer. 
sey. candidate for Mayor of that city, visited Sam DeCavalcante 
and was introduced by Sam to Larry Wolfson,~8 DeCavalcante's 
partner. 

The following conversation ensued. 
DeCavalcante: "After November 3, you address him as 

Mayor." 
Dunn: "We hope." 
Dunn: "I been waiting for it for fifteen years." 
DeCavalcante: "Do you think we could get any city work?" 
Dunn: [Laughingly.J"WeIl maybe." 

------ - ----

Durin related :lome of the trials and tribulations of his cam
paign and he addressed DeCavalcante as "Sammy". 

Dunn said: "I'm worried about one area-the third ward-a 
big Jewish area." 

DeCavalcante offered unlimited assistance to Dunn, noting 
that he planned to be away for the next week and suggested that 
his "Paisons" would handle anything for him. 
pun~ said that at a debate the previous night he was charged 

With bemg connected with gambling interests in Elizabeth. 
Dunn: "If you have any way of getting to Magnolia14 and 

LaCorte'· tel\ them to keep their lousy mouths shut because you 
know better than I do that [ have no ..•. " 

DeCavalcante: "Oh, sure." 
Dunn: "Because this thing could cream me at the last minute. 

So, if you can in some way get to these two guys, tell them to 
keep this thing out of the papen. " 

DeCavalcante: "It's a lot of talk. He couldn't come out with a 
thing like that with no proof." 

Dunn: "Well, just by association, Sam, So if you have any way 
of getting to Magnolia." 

DeCavalcante: "I sure will." 
DeCavalcante pledged his support to Dunn and guaranteed 

him that in their future relationships no one from Sam's or
ganization will ever be the cause of any embarrassment to Dunn. 

Dunn: "That's good enough for me." 
DeCavalcante: "So I wish you a lot of luck. Can you use this 

in your campaign?" 
Dunn: "Thank you, Sam. You bet I can use it. Enjoy your trip 

to Florida. When are you leaving?" (Pgs. 603,604) 
On November 5, 1964, Louis Larasso' advised Sam DeCaval

cante that Thomas Dunn12 had won the Mayorality election in 
Elizabeth, New Jersey by 9,000 votes; they then discussed Laras
so's payments. (Pg. 563) 

M. On November 24, 1964, Sam DeCavalcante mentioned 
to Louis Larasso' that he had received a phone call from the guy 
that went to see the ludge-not the Senator but the 
Judge-about Mickey Quarino.62 This fellow wanted to see 
DeCavalcante. DeCavalcante said he was looking for something. 
So he told Frank Majuri26 that he would give three hundred dol
lars. He asked if that was all right with Larasso. Larasso in
dicated that it was all right. Then DeCavalcante said that this 
was not taking care of the Senator.loe ZicareIIil3 had said forget 
about it. (Pg. 793,) 

N. On September 8, 1964, Sam DeCavalcante introduced 
Phil Cam oro'· to Louis Larasso as his cousin. He told Larasso 
that Camaro was "married" to Anthony "Little Pussy" Russo.l1 

DeCava\ca\1te said that Russo had eighteen thousand dollars 
invested in a deal in Florida but had taken eleven thousand dol
lars out, leavin'!; a balance of his investment at $7,000.00. 
DeCavalcante 5aid that he would offer $3,500.00 to Russo for 
half of the Florida deal. If Russo accepts his offer, DeCavalcante 
will make Camoro a full partner with Russo. 

Camoro stated that he has been the State of New Jersey Com
missioner of Tenement Housing for nine years, having originally 
been appointed by Governor Robert Meyner, and still has a cou
ple of more years to serve under Governor Richard Hughes. 
(Newark Radiogram to Washington dated 9-16-64) (Pg. 172) 

While with Sam DeCavalcante Phil Camoro placed a call to 
Tishman Realty Corp. at 666 Fifth Ave., New York City, and 
asked for Mr. Leonetti [phonetic]. Phil Camoro referred to him
self as Commissioner Camoro and explained that he might soon 
be tied in with an oil concern and would be interested in servic
ing Tishman's two thirty-story buildings in Fort Lee, New Jersey. 
(Pg. 144) 

O. On February 23, 1963, Anthony Boiardo,43 also known 
as Tony Boy, Sam DeCavalcante and his Caporegima, Louis 
Larasso· met with Angelo Ray DeCarIo,42 also known as Gyp. 

Among the many things that were discussed were the follow
ing: 
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Boiardo: "I don't want to :see Tony Bananas78 anymore. I told 
Louis 'You go back and tell Bananas that 'Ham' Dolasco53 has 
got a beef. That Dolasco stm wants a piece of the Monte game 
like it was originally set up'." 

DeCarlo: "Is Tony Bananall stiIl going with the Monte Game 
yet?" 

Boiardo: "No, Dick Spina19 l:old him to stop." 
Boiardo: "You know Dick Spina asked me, 'Why don't you 

and Ray DeCarlo get together and open up?' I said, 'What is 
there to open up?' " 

Boiardo: "You know Hughi,~ Addonizio got hold of me, he 
said, 'Look, tell Ray DeCarlo that the F.B.1. knows about Irving 
Berlin. '81 I'll tell you how much the F.B.1. knows . . .. " 
(Newark Airtel to Washington dated 3-7-63) (Pgs. 109, 110, 
111 ) 

P. On February 5, 1965, jfoseph Arthur Zicare11i13 visited 
Samuel DeCavalcante. When he arrived Emanuel Riggi68 and his 
son, John25 were also present. DeCavalcante introduced them to 
Zicarelli as "ami co nos" although Zicarelli recalled that he had 
met Emanuel Riggi once before. 

Emanuel Riggi had been in the process of telling DeCaval
cante of the progress of his deportation case. He mentioned that 
an Olivetti, who was formerly with a U.S. Government Agency, 
had advised him to contact Representative Florence Dwyer of 
New Jersey and Senator Harrison Wi11iams of New Jersey in an 
effort to interest them in the case. Olivetti told Riggi that he had 
his permission to use his name. 

Zicare11i was aware of Riggi's troubles having heard of them 
previously from DeCavalcante. In fact, he was able to report that 
at DeCavalcante's request, he had spoken in behalf of Riggi to 
his friend the Congressman, Cornelius Gallagher, of New Jersey. 
ZicarelIi said that he has not heard from his friend since because 
of "all the commotion". This may have referred to the Federal 
Grand Jury hearings in the Southern District of New York. 
Zicarelli indicated that he would follow up this matter and said 
that he was sure that Gallagher could help if all else failed. 

Emanuel Riggi mentioned that his lawyer is Chris Franzblau58 

who was a former Assistant United States Attorney. ZicarelIi 
cautioned against trusting Franzblau too far, citing an instance 
where as an Assistant U.S. Attorney, he attempted to send 
Zicarelli's wife to jail. DeCavalcante vouched for Franzblau's 
trustworthiness. 

DeCavalcante said: "Nick Delmore l trusted Franzblau all the 
way. Nick put him in his office there and with me, he's always 
been respectable. He's done what I told him to do." 

Zicarelli acknowledged that Franzblau is pretty close with this 
SatzU guy and this connection might be useful. (Newark 
Memorandum to Washington dated 2-10-65) (Pgs. 1185, 1186) 

13. That the Boss and Family members had contacts with law 
enforcement people at all levels who could and did do favors for 
the Boss and his Family. 

A. On February 23, 1965, Corkf3 met with Sam DeCaval
cante. Corky told Sam about a crap game that Joe Columbo was 
opening in Staten Island, New York. He said that Joe Columbo 
asked him to go see a certain lieutenant in the Staten Island 
Division of the New York City Police Department and that it 
was finally agreed that the Police Department was to be paid 
$2,850.00 a month. The only stipulation was that no cars were 
to come from New York, namely Manhattan, Brooklyn, but that 
the people in Staten Island were to go in cars and pick up the 
people in New York and bring them to the game. (Pg. 1263) 

B. On February I, 1965, Sam DeCavalcante was visited by 
one Mickey and they discussed recent numbers losses that they 
both had suffered. Mickey was paid an undetermined amount of 
money by Sam and thanked him for it. 

DeCavalcante and Mickey then discussed a crap game which 
was in the process of being set up by Mickey. Mickey told Sam 
that he had an "okay" from Chief John Ellmyer, Jr.1I4 of Edison 
Township but needed a contact on the county level which was to 
have been made three weeks ago by Dutch Mele. 

They discussed crap games in general and Sam pointed out 
that in order to make money it is necessary to have many players 
betting both ways, so that on each roll, the house gets its steady 
5%. 

Mickey mentioned that he had been referred to Pangy, (true 
name D. Raimo), as one who could bring affluent players to his 
game. He was aware that Pangy is Ray DeCarlo's" man but that 
DeCarlo is not. now operating. Sam said that he has known 
Pangy for years, describing him as a "big guy" and a "creep". 
DeCavalcante said that Pangy charges $35.00 per car to bring 
players in, but that the players are all hustlers and it is not worth 
it. DeCavalcallte recalled that he once had a small game and 
could not make any money even though he employed a "bust
out man".115 (Pg. 1206) 

C. On December 30, 1964, Sam DeCavalcante met with 
Emanuel Riggi.68 DeCavalcante told Riggi that he had heard that 
the Union County Prosecutor11 was giving George Malgeri, 
proprietor of Lu-Mal Club on U.S. Highway I, Elizabeth, New 
Jersey, a real headache. The Prosecutor wants to charge Malgeri 
with manslaughter. 

Riggi told DeCavaIcante that he and his son, John Riggi25 

would probably see the Prosecutor that evening. Riggi wondered 
about the contents of the police reports summitted by Captain 
Brugger,S1 who is to be the newly appointed Police Commis
sioner of Elizabeth. 

DeCavaIcante suggested to Riggi that he tell the Prosecutor 
that they were well acquainted with "Pickles", whose true name 
was Angelo Piccolello,86 who had died as a result of a beating, 
and that they knew him to get drunk and to become nasty. They 
have no doubt that "Pickles" started the fight which resulted in 
his death, but the whole thing was an accident. 

Riggi attempted to contact Captain Brugger telephonically but 
learned that he was at a meeting with Mayor Thomas Dunn72 of 
Elizabeth. 

Later, Frank Majuri26 visited DeCavalcante. They discussed 
the possibility of an indictment against George Malgeri. 
Elizabeth Police Department had turned in a favorable report re
garding the "Pickles" incident and maintained that Malgeri 
could not be charged. He also offered to testify on Malgeri's be
half. DeCavalcante therefore conclucles that the efforts of the 
Prosecutor of Union Countyll were designed to accomplish a 
shakedown. 

Majuri told DeCavalcante that he had heard that Malgeri is 
scheduled to appear before the Grand Jury in Union County on 
January 4, 1965, and that the Prosecutor wi11 seek an indict
ment. 

DeCavalcante described the Prosecutor, Leo Kaplowitz,?1 as a 
stupid kid. He said that another officer, possibly AI Goegelman, 
was trying to make a case against Malgeri. Goegelman was the 
head of the Vice Squad of Elizabeth Police Department at the 
time. DeCavalcante told Majuri to tell Malgeri that he has 
nothing to worry about. DeCavalcante added that he would like 
to give Brugger something. 

Majuri told DeCavalcante that he had given Brugger some 
whiskey and $100.00 for Christmas. DeCavalcante told Majuri 
to take him other presents. (Pgs. 953 a-c) 

D. On December 30, 1964, Emanuel Riggi86 reminded 
DeCavalcante of having spoken of a Pete SmithS7 in Trenton, 
New Jersey. Riggi said that Smith is now head of the Fraud in 
Newark and covers the entire State of New Jersey. 

Riggi said that he had met with Smith the previous day and 
that Smith can get "anybody's record." RiggI produced what was 
probably his own F.B.1. identification record noting that Smith 
had removed certain identifying marks which would show that it 
had come from him. 

Riggi said that his arrests which occurred in the early 1930's 
were mostly unimportant except for one which took place in Jer
sey City. 
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Riggi told DeCavalcante that Pete Smith had advised him to 
get a good lawyer, suggesting Grover Richman"" or Angelo Ma
landraS

" and Smith offered to lend Riggi $500.00 to defray legal 
expenses. 

Riggi added that Smith also gave him a record for one Joseph 
Sferra27 on which was shown an arrest for receiving stolen pro
perty. Smith warned Riggi that Sferra should have this old 
charge expunged. Riggi and! DeCavalcante decided that this 
record did not apply to the Joseph Sferra that they knew, due to 
discrepancies in date and placl~ of birth. (Pg. 953-b) 

E. On January 18, 1965, DeCavalcante was visited by 
Bobby Basile47 and Joseph "Whitey" Danzo.GO DeCavalcante re
lated that Mickey had been in to see him about opening up a 
crap game. "Whitey" Danzo said that he had argued with 
Mickey who wanted to open without telling Sam DeCavalcante. 

"Whitey" Danza tried to tell Sam DeCavalcante about his dif
ferences with Mickey. He indicated that Dutch Mele was trying 
to help Mickey get started and said that he had Joe Kelly,91 the 
New Jersey State Trooper, on the pad. Danzo would not give 
them any satisfaction, so Dutch Mele went directly to "the 
Count", Emilio DeLeo true nam,~. "The Count" then called 
"Whitey" Danza for an explanation and Danza then had to cen
sure Dutch Mele for this interference. Sam DeCavalcante or
dered "Whitey" Danzo to tell Mickey to stay away from Dutch 
Mele. 

Danzo then related that he had been warned by possibly 
Dutch, who was friendly with the Chief John O'Malley,OO that the 
F.B.I. had been taking license numbers and pictures around a 
store in South Plainfield where there was a numbers operation. 
"Whitey" Danzo had been warned that the F.B.I. is interested in 
him, but according to him, the F.B.I. has him confused with 
another Whitey. (Pgs. 1066, 1067). 

F. On February 23, 1963, Angelo Ray DeCarlo" was visited 
by Anthony Boiardo," also known as Tony Boy, Sam DeCaval
cante, and Louis Larasso,~ his Caporegima. 

Boiardo was discussing the $5,000.00 that each of the Leaders 
had put up for payoff in Newark. 

Boiardo: "Yeah, Ham Dolasco" wanted me to tell his 
Caporegima that we all put up the $5,000.00 in Newark and that 
Tony Bananas78 did not keep his word." 

DeCavalcante: "You know Tony thirty or thirty-five years ago 
if an-was ever seen talking to a cop they looked to hit him the 
next day. They figured he must be doing business with the cop." 

DeCarlo: "Today, if you don't meet them and pay them you 
can't operate." 

Boiardo: "The only guy I handle is Dick Spina.79 Gino Farina92 

and them guys handle the rest of the law. About seven or eight 
years ago 1 used to handle them all." 

DeCavalcante: "Did you ever see the way 'Ham' Dolasco 
operates on 14th Street?" 

DeCarlo: "For $5,000.00, 'Ham' Dolasco and Tony Bananas 
thought they bought a license." 

DeCavalcante: "This was before the $5,000.00." 
DeCarlo: "They walk into precincts and everything. You can't 

have a man and be seen with him. He's no good to you then." 
DeCavalcante: "And how long do you think it will take the 

Federal men to find out." (Pg. 110) 
G. On Septembec 14, 1964, Samuel DeCavalcante was 

visited by Anthony Perry Santoli,93 also known as Jack Panels, a 
Lieutenant of Angelo Ray DeCarlo!2 Jack Panels told DeCaval
cante that he will open a crap game on Wednesday or by Friday, 
at the latest, in New York. 

Panels said that he has a "solid okay" with the Division and 
the Borough Police of the New Yerk City Police Department. 
Panels borrowed $5,000.00 from DeCavalcante and will have to 
put up a total of $12,500.00 to run the game in which he will 
have a one-third interest. 

Panels told DeCavalcante that he has been on his own for a 
while but that he has never lost any money in New York and 

that this will be a bigger game and he should get a bigger piece 
of the action. He indicated that he would need the money for 
about ten or twelve days and would have it back to DeCaval
cante in two weeks at the latest. (Newark Radiogram to 
Washington dated 9-15-64) (Pgs. 191-197) 

H. On November 23, 1964, Larry WoJfson,:;& partner of 
DeCavalcante, told Sam DeCavaJcante that he had been arrested 
for it traffic violation the previous Saturday by the New Jersey 
State Police but that Sisco took care of it. He said the arresting 
officer was Sinsky "from the shore" but Wolfson had Sillsky call 
Sisco who was assigned to the Bloomfield, New Jersey barracks 
of the New Jersey State Police. 

DeCavalcante said that he was giving a case of liquor, in pints, 
to the Bloomfield Barracks where Sisco is stationed and a half of 
case for the New Jersey State Troopers on the Garden State 
Parkway. DeCavalcante suggested that Larry Wolfson give the 
other half of the case to the "shore barracks" of the New Jersey 
State Police. Wolfson objected mildly to this suggestion of gifts. 
However, DeCavalcante indicated to Wolfson that he would get 
him a "courtesy card for the Parkway." (P5< 761) 

On December 7, 1964, Larry Wolfson58 told Harriet Gold,94 
his sister, who is the secretary of DeCavalcante, that he has a bill 
for two cases of Scotch for the Police. (Pg. 736) 

I. On October 23, 1964, Samuel DeCavalcante was told the 
following by Joseph "Whitey" Danzo:60 "Now after the elec
tion-this guy95 that we had before, that got this big job with the 
United States Security-the guy, we had with the County, sent a 
message to me. They offered him everything over here if he 
comes back, fifteen thousand a year salary and everything. After 
election, he can come back if he wants to. The only way he'll 
come back is, if we work with him. He don't want to come work 
with anybody else. But, he wants to know that there's something 
to come back to-where he can make some money. Otherwise 
he ain't coming back, he's still in the Department. Now he'd 
promise but never fill the promises." 

DeCavalcante: "Dese louse guys." 
Danzo: "But he pulls good with all them outfits-the other law 

enforcement agencies-this guy. He knows all the moves they 
make. He told me now that the State is around the area, hot and 
heavy. He said they are around Plainfield and the New Brun
swick area. He said, 'Take it for what it's worth'. He's supposed 
to be waiting for Saigon, you know. He told the Police 
Force-'How about Dan,·5 for the Mayor',-you know." 
(Newark Airtel to Washingtor ated 11/9/64) (Pgs. 575, 576, 
601) 

J. On September 14, 1964, Jack Panels·3 asked Sam 
DeCavalcante if he had anything going in Essex County. 

Sam replied, "No." The following conversation ensued: 
Panels: "Unless you got a real good friend-we don't like to 

kick this around-because if it leaks out-these guys will cottle 
the following week and really catch everybody. But, if you got 
any good friends, the Feds96 are going in there this week." 

DeCavalcante: "Essex?" 
Panels: "Yeah." 
DeCavalcante: "Did you tell Jerry?"12 
Panels: "Yeah, they told us two weeks ago they were going 

into Monmouth County and they hit Monmouth County." 
DeCavalcante: "How come Pussy" got closed?" 
Panels: "Cause he likes to hide things. He's got a million con

nections. I was there last week." 
Panels emphasized that he will always accept a tip of this sort 

gratefully. 
Panels: "Anyway, they're definitely coming in next week-the 

Feds-Iooking for stamps-bookmaking, horses or numbers. But 
getting back to this thing . . . ." (Pgs. 242, 243) 

K. On February 26, 1965, Sam DeCavalcante told Frank 
Majuri,26 his Underboss, Lou Larasso; his Caporegima, and two 
other individuals that the group should be very careful the com
ing week-end. He said that the New Jersey State Police were 

1609 



going to move in certain areas and that he will find out more 
later from Joe Bayonne.13 DeCavalcante mentioned specifically 
Union County and he told the group to warn everyone to be 
careful not to be caught in any raids. (Pg. 1312) 

L. On September 3, 1964, Samuel DeCavalcante was con
tacted by an unidentified male who is affiliated with a Construc
tion Trades Union. This person told DeCavalcante that he had 
received a warning concerning a SPOl'tS and numbers parlour in 
which the law enforcement authorities were interested. He said 
that the Internal Revenue Service, Detective Clinton Pagano of 
the New Jersey State Police and "the Prosecutor's" men were 
aware of two telephone numbers with prefix UN from which 
betting was being handled. Tl:'s person further stated that he had 
called "Mike from Old Bridge" who was vacationing in the 
Poconos and told him not to come home, because the authorities 
were waitint:' soor him to appear at the Sports Palace before raid
ing tl-- (-,-.:e. This person further told DeCavalcante that his 
onl) ,:l1erest in the matter was in discharging his responsibility 
by advising the persons running the operation. DeCavalcante 
and this unidentified caller decided that they would notify An
gelo Ray DeCarlo, who they believed had control of the parlour. 
(Pg.214) 

M. On March 19, 1965, Corky,83 met with Sam DeCaval
cante He told Sam that he had been arrested and was out on 
$10,000.00 bail. He said that he had been charged with the 
crimes burglary, grand larceny and coercion by the New York 
City Police Department. He emphasized that the police have 
tapes involving Rocky,'7 Micky Dee,'9 Frank,'· and everybody 
and that they had let Corky listen to the tapes for two hours. 

Corky advised that he was carrying on his person receipts per
taining to an illegal still. Once in the 102nd Police Station of the 
New York City Police Department located in The Borough of 
Queens, under the guise of being ill, Corky·was able to dispose 
of the papers in a toilet. . 

Corky said that the interviewing officers attempted to con
vince him that Mickey Dee, Rocky, and Frankie were becoming 
annoyed at his repeated demands for money and were consider
ing eliminating him. To emphasize their point, they allowed 
Corky to hear tape recordings of telephone conversations 
between Micky Dee and Rocky, who was then in Hot Springs. 
Corky said he wanted to advise Sam DeCavalcante that if he 
suspected any foul play against himself, he intended to act 
quickly to protect himself. 

Slim assured Corky that he would let it be known that, if any 
harm came to him, both Mickey Dee and Rocky would be killed 
immediately. 

Corky further advised DeCavalcante that the New York City 
Police Department was aware that Frankie Cocchiaro" was stay
ing in Long Branch, New Jersey. Corky said they told him that 
they planned to kidnap Frankie from Long Branch, New Jersey. 

He further related that he had received a message from one of 
the detectives, Frank Collins, to meet him one night following 
his arrest. Corky said that Collins warned him that an F.B.I. 
Agent had told Lieutenant Jacobs, the Commanding Officer of 
the 102nd Squad that there was a contract out for Corky, Moe 
Katz and possibly one other individual. According to Corky, 
Collins said that Katz was suspected of cooperating with the po
lice. (Pgs. 1540,1547) 

N. On February 17, 1965, Sam DeCavalcante and his 
cousin, Bobby Basile'7 were engaged in a conversation about 
their problems. Basile advised DeCavalcante that Lieutenant 
Jacobson of the New York City Police Department had been 
contacted by the boys. Rudy had advised that they had gone to 
see Lieutenant Jacobson. Jacobson told them: "We know the 
whole story about the furs, just give us back or throw some of 
the stuff in the street. Like the sables and the chinchillas-then 
the whole thing will be closed." Rudy said he told Lieutenant 
Jacobson, "I don't know what the hell you're talking about." To 
which the Lieutenant replied "Look, if you got any doubts about 
me, go see "Toddo" Marino.98 He will vouch for me." 

Basile stated that he told Rudy, "Stay out of this, don't ask 
nobody nothing". He advised Sam DeCavalcante that Lieutenant 
Jacobson is the same guy that was involved with Johnny Rizzo 
and was involved with Frankie Dapper and everything else. 
Basile expressed his opinion that Jacobson was looking to make 
a score for himself-. (Newark Airtel to Washington dated 
2/24/65). (Pgs. 1292, 1293) 

O. On April 6, 1965, Sam DeCavalcante was visited by his 
niece Donna and her husband Tom. Tom is a member of the 
Plainfield, New Jersey Police Department and is planning to take 
the promotion exam for Sergeant on the coming Saturday. 

DeCavalcante called the Trenton, New Jersey Police Depart
ment and spoke with a Lieutenant Lane. DeCavalcante said his 
nephew was a member of the Plainfield Police Department and 
would like to take the Sergeant's exam. DeCavalcante explained 
that he would like to get some books for the nephew to study for 
the exam, which was scheduled for the coming Saturday. 
DeCavalcante then spoke with another person and Sam arranged 
to pick up this other person's notes that his nephew might use to 
study in preparation for the exam. (Pg. 1583) 

14. That the BOSS of the FAMILY controls some Unions and 
has working agreements with other Unions and uses the Unions 
to get payoffs and other advantages for himself and/or his Fami
ly. 

A. On November 12, 1964, Sam DeCavalcante had a 
lengthy meeting with his cousin Bobby Basile," Frank 
Cocchiaro:8 his Caporegima and Basile's partner, Bernie Furst.57 

They began a discussion of their records to establish relations 
with building contractors and the Building Trade Union 
Representatives. They indicated that the late Nickolas Delmore 
who preceded DeCavalcante as the Boss of the Family, had 
derived a regular income from acting as intermediary in payoffs 
made by Contractors to Union Officials who are willing to allow 
a job to proceed with non-union workers. DeCavalcante suc
ceeded Delmore in this activity. 

The following conversations ensued: Sam will stand for 
DeCavalcante, Bernie will stand for Furst, Bob will stand for 
Basile. 

Bernie: "I was seeing some of those Union guys today. Sam, 
this is what they may still have coming on Joe Wolf-next to Joe 
Kuschener""-on the jQb that backs up on Route 287." 

Sam: "Yeah, well they got paid for that-well I paid them 
myself; those guys are nuts!" 

Bernie: "Now, for Rutgers Village they settled that one While 
Nick Delmore was alive." 

Sam: "Rutgers Village is where?" 
Bernie: "That's Joe Wolf'sloo on Route 46." 
Sam: "And Nick settled with them?" 
Bob: "For the first section." 
Bernie: "NO, no for the whole job." 
Sam: "See they collected themselves there. They were sup

posed to give Nick the money." 
Bernie: "Wait a minute, I'm sorry, you're right, they made the 

deal themselves. There's a new section going on that job now, 
Sam." 

Bernie: "Now right next door to Rockmeal, Sam, is a guy by 
the name of Ralph Levey. 101 

Sam: "We haven't done nothing with him." 
Bernie: "He's partners with Joe Wolf that's Joe Wolf's job." 
Sam: "That dese guys are working half and half, half union 

and half non-union. I don't know Joe Wolf's job next to 
Kuschener was paid for. That's the one where we had all the 
meetings-you wasn't in on them then." 

Sam: "I pay them personally, in fact they hollered because 
Larry Wolfson'8 was in on it. '. 

Bernie: "Now that ends Joe Wolf for that tract. No", 
Kuschener, Sam, in that one section they're giving him the best 
of it. They don't remember whether they got paid for 150,or 
180, so we mark down 180." 

Sam: "Kuschener? Next to Joe Wolf?" 
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Bernie: "Right." 
Sam: "How much was paid there?" 
Bernie: "Well, Sam, I'll have to go count the apartments, ['\I 

go up." 
Sam: "Go count the apartments over there. They got paid for 

everything except the last section, which is a hundred and thir
teen apartments." 

Bob: "How many apartments are there altogether?" 
Frank Cocchiaro: "There are two sections." 
Sam: "There's three sections, excuse me, Frank." 
Bob: "We gave them one hundred and eighty on over here." 
Sam: "Bobby, when Nick was still living, he paid them for the 

first section. I owed them for the section. And I gave them 
$10,800.00 which included the Kuschener deal, Route 10 and 
Route 46. These people got paid for Camerata and highway 10 
and 46." 

Bernie: "Number 10 was Monroe Markowitzt02." 

Sam: "Now they had $10,800.00 coming so Nick died and 
that little runt-that Italian guy." 

Bernie: "Joe Richard." 
Sam: "Yeah, he said, 'Well Nick died. I guess we have to for

get our money'. I said, 'Listen, you jerk, Nick didn't die-only 
his body is dead. You guys are going to get paid'. And by Christ
mas I brought them ten thousand, eight hundred dollars to take 
care of everything. I got !:ome from the Contractors but I laid 
out the rest. So where do they have money coming for these 
jobs?" 

Sam: "Over here at Joe Kuschener's they got coming 113 
times 75. So that's about $8,000.00." 

Frank: "Do you give them $75.00 an apartment, Sam?" 
Sam: "For Joe Kuschener's, Nick made a special price. The 

first section was $75.00 too." 
Bob: "Oh they don't got it. " 
Sam: "No, they don't get it I'm telling you what the score is 

there. Nick gave them a special." 
Frank: "Oh all right." 
Sam: "Now Monroe Markowitz, if he started a new section, 

they got money coming there. " 
Sam: "They got paid from Nick on 150 apartments, 

$3,750.00. " 
Sam explained how he has tried to satisfy the obligations Nick 

Delmore made prior to his death. 
Bernie: "Now Kuschener he's got four hundred units on Vale 

Road." 
Sam: "That's all right." 
Bernie: "All right, he's also got six hundred units on Vale 

Road." 
Sam: "That he hasn't given a dime. He's coming in here. I'll 

handle him. " 
Bernie: "Now Joe Wolf-on Vale Road. Remember, Sam 

where we went. We met Bobby Sarcone!03 there. Only the 
machine was there way in the back. You couldn't even find it. 
That one there, he's got over 300 up right now." 

Bernie: .. And of course the one on Lake Hiawatha." 
Sam: "Okay, that's all for Joe Wolf." 
Bernie: "Well that's al\ for that tract." 
Sam: "Now what do you do with the other guys working that 

area." 
Frank Cocchiaro: "And why don't you tell him that 

Kuschener's making his own deal." 
Bob: "I told him already." 
Sam: "He tried 10 make it." 
Bob: "Didn't I tell you Bobby Sarcone balked." 
Frank: "He gave him five hundred dollars and he threw it 

back at him, Sam." 
Sam: "All right, how about these other people up there you 

were suppose to see." 
Bob: "Who, Sam? Adler is union. Arcano is settled and Pivnik 

w~ couldn't do a thing with. Arcano makes his own deals but on 
the next section we got him. " 

Sam: "He makes his deals with who, Bobby?" 
Bernie: "See, the union people took fifteen hundred dollars 

apiece, three of them from this guy Ponterra. The job was going 
along." 

Cocchiaro: "You know I'd like to get those guys together that 
claim they didn't collect no money. " 

Sam: "Well ask to sit down with them. I know they're lying. 
You see what it is, Frank, Nick Delmore messed a lot of things 
up. Nick left me in Westfield. He owed $6,000.00. I forgot how 
much we lost. I asked him, 'Where's the money?' He said, 'I 
don't know, did Larry take it? Well thai's all there is, $3,500.00.' 
Then he got mad, if I asked him for it. These guys think that they 
can take advantage-they say, 'Let it go union, we make more 
money.' Tony Provenzano!04 called me up the other 
day-anything I want I can have from him in the Teamsters. Call 
him direct, I got his private number." 

They discussed the share that the Union Officials received at a 
previous Contractor payoff. Bernie Furst claimed Nick Delmore 
paid only 25%. Sam was inclined to split evenly, however, was 
willing to be swayed. (Pgs. 705-714) 

B. On April 22, 1965, Sam DeCavalcante met with Bobby 
Basile,~1 Bernie Furst,51 and Frank Cocchiar048 to discuss labor 
payoffS. 

Sam said that he had $6,000.00 to split up among some of 
their contacts. There was considerable disagreement as to who 
deserved payment. They decided among those who had to be 
taken care of were George Laufensberg, Mike Cacchio, a brick 
layer, Bobby Sarcone,t03 Pete Weber' '', and Jim Varley. 

Bernie Furst related that he has been having a couple of 
problems, one is with a young mason named Penacone who is 
handling the Masonery work on a job being done in North Plain
field by Joe Wolfloo• They said that Penacone is afraid to stick 
his neck out to take a bribe. Bernie said they have arranged to 
make a down payment on a Cadillac convertible for Penacone's 
wife. DeCavalcante expressed considerable annoyance at 
Penacone for putting pickets on Joe Wilfs job. He ordered 
Bobby Basile and Bernie Furst to straighten Penacone out. (Pg. 
1783) 

C. On October 22, 1964, Sam DeCavalcante, Bobby 
Basile", and Larry Wolfson5S, met and discussed Unions. 
DeCavalcante instructed Basile that he wanted to know anything 
that Basile did with Unions or other people. DeCavalcante men· 
tioned a contractor in North Brunswick, who was getting a little 
balky and he indicated that he was going to throw a picket line 
on that contractor the next day. He stated that the contractor 
was getting fresh with the Unions and he wants to do business 
direct. He instructed Basile to see Carmen and to insure that 
Carmen and his laborers would be with DeCavalcante. Wolfson 
assured him that the Masons would be with DeCavalcante 
because of their connections, since they are partners with Sam 
Rita and Al Rita. (pgs. 552, 553) 

D. On September 9, 1964, Bernie Furst57 , Bobby Basile41 

and Sam DeCavalcante discussed union situations of interest to 
them. DeCavalcante wants John Glizzi told what Sam has in
terest in and also Glizzi is to be told that his head will be broken 
if he interferes with DeCavalcante. They discussed KuschenerD9 

and Wilfl 06 and how much money is owed by these individuals. 
DeCavalcante said a meeting on the next day would straighten 
this matter out and wants cash rather than checks. They 

. discussed getting books for a Union. Marty Winters suggested 
that Bob Murphy, who is the brother of the former mayor of 
Newark, Vincent Murphy, be requested to get the Union books 
and he described the type of Union books that Murphy gave 
him. Winters said that these "comic books" can pass for Union 
membership books. Marty Winters called Bob Murphy's re
sidence from Sam's telephone. (Pg. 377) 

E. On December 11, 1964, Marty Winters visited Sam 
DeCavalcante and brought some Union Books. He told Larry 
Wolfson to have a name and address typed in on the books. 
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When told that more Union Books would be needed, Marty sug
gested that Sam call Robert Murphy'06, the Secretary of Local 
No. 24, and say that three men had lost their books. Marty men
tioned that Murphy will do anything for a buck. Marty told Sam 
that he should have Steve call in and give Marty the name to be 
used on the books so that it can be given to Murphy. Larry 
Wolfson58 suggested not to use his typewriter and Marty agreed 
that the letters are different from those typed on the book. (Pgs. 
780,784) 

F. On February 26, 1965, Gaetano Dominick Vastola,83 also 
known as Corky, met with Sam DeCavalcante. Corky is in
terested in organizing and unionizing some employees in New 
York City and had received an offer from Joseph Danzo,GO also 
known as "Whitey", who had suggested that Vastola bring the 
employees of this company into Local No. 242 of the 
Warehouse Industrial Union located at 30\ George Street, New 
Brunswick, New Jersey, which "Whitey" Danzo controls. Danza 
arrived at the office and brought with him some Union cards 
which he gave to Vastola to distribute among certain employees 
of the plant in question. The cards apparently indicate williness 
on the part of the employees to organize. The following conver
sation ensued: DeCavalcante is referred to as Sam, Danzo is 
referred to as Joe and Corky by that name. 

Sam: "Now who's going to handle this?" 
Joe: "I left everything with Sue Nunziato, the representative of 

Local No. 242. My sister answers the phone in the office and if a 
guy by the name of Nunziato or anybody calls from the shop and 
gives that name I know it's from that shop." 

"Whitey" explained that in order to have Corky's Local ap
pear legitimate they should first organize through an existing 
Local, namely Local No. 242. Then after about one month 
Corky can open his own office and the membership will be 
switched back to him, along with "a couple of other shops in 
New York to make it look good." 

Corky: "I also said this, Sam. If [his turns out to be a 
score-we shoot it in back here." 

Sam: "Wait a minute. I like to talk about money first so 
there's no misunderstanding. What end do you feel Joe should 
get?" 

Corky: 'Twenty-five percent over here. Because there's two 
guys and myself over there. That's three of us to Joe so you're 
the fourth guy." 

Sam: "Do you think that's right-to forget meT' 
Corky: "Forget you?" 
Sam: "Yeah." 
Corky: "Well that's what I told Mike, but yeah. Let's make it 

five. I'll take 20%." 
Joe: "Me too." 
Sam: "All right. Joe, you're satisfied with 20%." 
Joe: "Yeah, I'm satisfied." 
Sam: "Now how about the dues there; what do the dues come 

in now?" 
Joe: "I use the dues for his books, stationery, and to set him 

all up." 
Corky: "What are the dues a month?" 
Joe: "Well you can make yours $5.00 but I only have four dol

lars here." 
Corky; "And what is the intiation fee? Ah, but I'm going to 

waive the fee to set up the shop." 
Joe: "Right. Then you could charge 25, 50, or 75 dollars, 

whatever you want. Why not get 10 now and anybody comes in 
after-25 ... 

Corky: "Yeah, aU right." 
Sam: "Well how you going to make a score if you're cheap?" 
Corky: "Well I'm going to make the score this way. When I sit 

down with the Boss, I tell him how much it's going to cost him in 
welfa,'e, hospitalization, -and all that. Say a plant with two hun
dred and sixty people will cost them $4,000.00 a month just for 
hospitalization, So all together 1 make a package out of it, I'll 

say. 'It's going to cost a hundred thousand dollars a year. Let's 
cut it in half and forget about it' and walk away. I show them 
first what it's going to cost then how much I'm going save him by 
his walking away." 

Sam: "Well you'll have to organize the plant so nobody else 
walks in there-then you wind up with the dues every month. 
That's $300.00 a month. You could do that?" 

Joe: "Sure he could give a solid contract for three years where 
he won't get hurt." 

Sam: "Then you get a pay every year." (Newark letter to New 
York dated 3/17/65) (Pgs. 1435,1436, 1437) 

G. On March 19, 1965, Sam DeCavalcante met with two in
dividuals in his office, first names Joe and Lou. They discussed 
John Riggi"" and they discussed Union Delegates and Sam stated 
that he always wants to be advised before any picket lines are set 
up. He reemphasized he must know beforehand when they are 
contemplating setting up any picket lines. (Pgs. 1454, 1455) 

H. On March 8, 1965, Larry Wolfson,58 Sam's partner, and 
Sam DeCavalcante and Sam's cousin, Bobby Basile·7 met and 
discussed their mutual inte,~est in Construction-Labor Field. 
Wolfson related that Bernie Furst5? had told him that the F.B.I. 
had questioned one of the builders in the New Jersey Shore area 
concerning his use of Union labor and any force being applied to 
affect his employment practices. 

Basile asked DeCavalcante to instruct Joe Sferra to "layoff" 
Tony Constanza. Basile said he had received a complaint about 
Sferra's" pressure through Pussy Russon . 

Basile also asked permission to "give somebody trouble." He 
referred to one Mark Feldman and Wolfson pointed out that 
Feldman had once been arrested on a bribery charge and he may 
now be cooperating with the authorities. It was mentioned that 
Mark Feldman and Sam Halpern are partners in several ventures 
and Feldman may also have an interest in the construction at the 
Junction'of Routes 9 and 34. Nevertheless, Sam DeCavalcante 
authorized Basile to give the trouble to Feldman, cautioning him 
to be careful. 

Basile stated that as an example of the caution he exercises 
that he never meets Pussy Russo at the Surf. He. always sees 
Russo at Russo's office on Apple St. in Red Bank, New Jersey. 
(Pgs. 1480, 1481) 

I. On March 25, 1965, Sam DeCavalcante and his Un
derboss, Frank Majuri"" discussed the details of a meeting that 
DeCavalcante had had the previous night with Carlo Gambino33• 

DeCavalcante was very concerned because he had been em
barrassed before Gambino over a labor dispute involving Tony 
Grande'·? and Joseph Sferra," a labor business agent and Cosa 
Nostra member. One day the previous week, Sferra had invited 
Majuri to ride with him to a construction job in progress 
somewhere in the Elizabeth, New Jersey area. Majuri stated he 
had no prior knowledge of the dispute nor of the persons in
volved. 

On arrival at the job, Sferra began arguing with the job 
foreman, the Superintendent and with Tony Grande over what 
may have been a jurisdictional matter. Finally Sferra ordered 
work on the job to cease. 

Grande, who is "with" Carlo Gambino, but who was specifi
cally referred to as "not a friend of ours", complained to Gam
bino. At the meeting with Gambino, DeCavalcante apologized 
for the actions of his men whereupon Grande made a remark in
dicating that on future jobs he would conduct himself as he saw 
fit. This gave DeCavalcante the opportunity to seize the offen
sive and berate Grande for his lack of respect. Gambino then 
supported DeCavalcante's position. 

DeCavalcante said he has specifically forbidden Sferra from 
taking any more independent action if he expects to keep his job 
as Business Agent, "Amico Nos or no Amico Nos." (Newark 
Airtel to Washington dated 3/26/65) (Pgs. 1493, 1495) 

J. On June 10, 1965, Samuel DeCavalcante met with Mike 
Madaiia lO8 whom Sam identified as a person very knowledgeable 
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in Union affairs. DeCavalcante wanted an opinion from Mike 
concerning the removal of Joseph Sferra as Business Agent of 
Local No. 394 Hod Carriers Union, Elizabeth, New Jersey. With 
the help of Mike Kleinbert109, Manager of the Union County 
Laborers Welfare and Pension Fund, DeCavaJcante was able to 
influence the Executive Board of Local No. 394 to have John 
Riggi named as assistant Business Agent during Sferra's absence 
as a result of his injury. It was DeCavalcante's intention to make 
this substitution permanent. 

DeCavalcante sought Mike Madalia's advice as to how John 
Riggi could best be put in the job as Business Agent. Madalia 
told him that following a reasonable period. Sferra should resign. 
Then within six months an election for a Business Agent must be 
held. 

From the conversation, it appeared that DeCavalcante was 
using this meeting as a means of demonstrating to Carl Gambino 
that previous injustices against Gambino's people working in the 
Union are now a thiilg of the past. Mike Madalia is a Cosa Nos
tra member responsible to Gambino. He was present at the 
Majuri wedding party at the Essex House in Newark, New Jersey 
on May 23, 1965. A wedding guest list showed one Michael 
Mandaglio as being present at this wedding. In 1957, Michael 
Mandaglio was then a representative of Local No. 394 which 
operated out of the West End Club on 14th Ave. in Newark, 
New Jersey. 

While DeCavalcante and Madalia were conversing, Lou Russo 
arrived and DeCavalcante introduced him as the new Labor 
Delegate from Plainfield, New Jersey. When Mike Madalia and 
Russo departed they promised to cooperate fully with DeCaval
cante. (Newark Airtel to Washington dated 6/17/65) (Pgs. 2083, 
2084) 

L. On June 23, 1965, Sam DeCavalcante, Larry Wolfson58, 

met with Sam HalpernlO9 and Joe Wilfloo• Wilf and Halpern are 
building contractors in the Union County, New Jersey area. 

DeCavalcante complained to Wilf and Halpern about their in
ability to supply him with Union Payoff money, after DeCaval
cante has negotiated with various Union representatives for 
labor peace. DeCavalcante pointed out that he had paid out 
fifty-seven hundred dolJars and fifty-eight hundred dollars to 
union representatives. Halpern promised DeCavaJcante that they 
would repay him $6,000.00 as soon as they received the 
mortgage money on the job. Wolfson asked Wilf and Halpern to 
pay Kenworth Corp. for the work that Kenworth did on a par
ticular project and Halpern promised that Kenworth would be 
paid out of the mortgage money also. 

DeCavalcante explained to Wilf and Halpern that when he 
"fixes" a Union Representative, they expect to be paid im
mediately and not have to wait until the job is completed. 
DeCavalcante told Wilf that he never billed them for incidental 
expenses, such as gifts, wining and dining. DeCava\cante said 
that anyone of these twelve men could make trouble for him in 
revenge for him forcing them to take the picket line off the job. 

DeCavalcante emphasized to Wilf and Halpern that they owe 
him money for his services and for the services of the late Nick 
Delmoret, dating back to the time when Delmore became sick 
and subsequently died. 

DeCavalcante added to Wilf and Halpern that certain Union 
Representatives and their New York "sponsors" are pressing 
DeCavalcante for money on the three thousand apartment units 
that Wilf, Halpern, and Joe KuschenerD" were currently building. 
Wolfson said that a Mr. Bradley from New York had been giving 
DeCavalcante a real bad time recently about payoffs on the part 
of Wilf and Halpern's buildings programs. DeCavalcante inter
jected that the New York crowds' demands do not bother him as 
they have no right to demand anything in New Jersey. 

Both DeCavalcante and Wolfson complained that they take all 
the risks in settirg up these payoff deals with Union Representa
tives. Wolfson claimed that he would be ruined, if ever he was 
involved in any investigation of these payoffs or was brought to 

Court and found guilty of "graft negotiations". DeCavalcante re
lated that these Union Representatives usually contact him 
telephonically in his office and that DeCavalcante has no as
surance that the phone they are calling on or the phore that he is 
using is not tapped. 

Wolfson told Halpern and Wilf that the previous week one of 
the Union Representatives involved in their Parsippany Apart
ment project told Wolfson that Halpern and Wilf would have to 
pay $100.00 a unit for labor peace. Wilf and Halpern use a cer
tain perc(;ntage of !Ion-union labor on their construction pro
jects and prefer to use mostly non-union labor which is cheaper 
and for which they have to pay Union Representatives money to 
overlook this situation. 

DeCavalcante told Halpern and Wilf that in the future he will 
make Union Representatives payoffs in three parts; one third be
fore the job commenses; another third before the job is almost 
half completed; and the final third before the job is completed. 
DeCavalcante said he will not pay any part before receiving the 
money beforehand and if Wilf and Halpern do not like this ar
ran~ement they should forget that they know him. 

DeCavalcante pointed out to Wilf that all the Union 
Representatives on any particular job have to be paid off. If only 
one representative was paid off, then the others in jealousy 
would strike the job and cause much union trouble on the job. 

Halpern assured DeCavalcante that Wilf and he were planning 
to give DeCavalcante $5,000.00 each for payoffs on the 174 
Garden Apartment units on one of the Plainfield, New Jersey 
jobs. DeCavalcante refused this $10,000.00. He said that the 
deal he made with the Union Representatives on this job calls 
for a hundred dollars a unit or $17,400.00. Halpern said this job 
was a fifty-sixty percent union and DeCavalcante should not 
have agreed to $17,400.00. DeCavalcante then told Halpern that 
they did not tell him that they were planning to use fifty to sixty 
percent union so the deal DeCavalcante made will have to be 
honored, even if DeCavalcante has to pay $17,400.00 or any 
part of it out of his own pocket. DeCavalcante told Halpern not 
to see him in the future is this should happen. Halpern and Wilf 
then reluctantly agreed to give DeCavalcante $10,000.00 within 
the next two weeks and $8,000.00 over the next two months to 
make up the necessary $17,000.00. DeCavalcante said in the fu
ture they should keep him advised to the percentage of union 
labor that they have to utilize on any particular job. 

DeCavalcante then told Wilf and Halpern that they and Joe 
KuschenerD" may have to pay high to use non-union labor on the 
projects that they are building, including those in the Parsip
pany-Denville, New Jersey area. DeCavalcante said that Union 
Representatives want close to two hundred thousand dollars in 
payoff money for the building that Kuschener, Halpern and Wilf 
are or will be constructing. 

DeCavalcante commented that he had stuck his neck out for 
Halpern and Wilf on an Edison, New Jersey job that they had. 
DeCavalcante claimed this job became so hot that the Edison 
Chief of PolicelW and the Police Director were personally observ
ing it. DeCavalcante said strike breakers had been imported into 
Edison to break the picket line on this job and it would have 
been a big mess except for the fact that DeCavalcante made the 
deal which settled the trouble on this job. 

DeCavalcante told Wilf and Halpern that he wants payoff 
money from them in the future as he asks for it and does not ex
pect to be keep waiting. DeCavalcante said that any time they 
feel they can do better with someone else to arrange their 
payoffs for them, then they are welcome to stop seeing him. He 
added that he does not make a nickel on arranging these payoffs 
and the only way Wolfson and he are paid is by being allowed to 
do the heating-plumbing work on the projects for which he ar
ranges the labor peace. 

DeCavalcante asked them how many units they were building 
in the Parsippany-Denville area job. Halpern claimed two hun
dred units and DeCavalcante said he heard it was a more than 
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four hundred unit job and that they had completed four hundred 
units already. Halpern replied that this was not true. Halpern 
said the job originally was to be a 112 unit job for which Halpern 
had made a deal with Wolfson for $11,000.00 in payoff money. 
Halpern said because of the increased number of units in this job 
that Wilf and he want to give DeCavalcante $20,000.00 to buy 
labor peace for them in the Parsippany area. 

DeCavalcante told Wilf and Halpern that he does not know if 
$20,000.00 will be enough and since he had to leave he told 
them they would have to talk to him at a later date about the 
payoff money on this job which was referred to as the Myra 
Road job. Wolfson then reminded Halpern and Wilf that the 
Union Representatives want a hundred dollars a unit Dr twenty
five thousand dollars in payoff money for the Myra Road job in 
the Parsippany area. (Pgs. 2203, 2204, 2205, 2206, 2207) 

M. On July 2, 1965, Sam DeCavalcante, John Riggi, his 
Caporegima, met with Leslie, and DeCavalcante told Leslie that 
Budney of the Executive Board of the Union that Budney and 
Leslie are connected with is going to bring charges against Leslie 
which may result in an investigation. The charges have to do 
with unaccounted for losses of money. Leslie replied he was 
aware of the foregoing and in reply to DeCavalcante's offer to 
help, Leslie said there was nothing that DeCavalcante could do 
for him in this matter. 

DeCavalcante repeated his offer to help Leslie at any time 
because Leslie has done favors for both DeCavalcante and the 
Riggis, Emanuel86 and John"' in the past. 

DeCavalcante also told Leslie that he had been told that Bud
ney is a treacherous individual. Budney is a secretary of the 
union ard DeCavalcante would have given Budney a beating if 
Leslie asked him to do so. 

DeCavalcante related to Leslie and John Riggi of a meeting 
that he had with Jim McKnight over the Algro Mills strike. 
McKnight told DeCavalcante that the textile workers union did 
not sanction this strike and the employees of Algro will not listen 
to the union. The strike has been on for six weeks. DeCavalcante 
suggested one way to end the strike would be to attack some of 
the strikers with baseball bats. 

DeCavalcante asked John Riggi ard Leslie how Sam Cherico 
from Amboy, New Jersey, who is with the laborers union, is? 
Sgambati had hit Cherico over the head with a bat. DeCaval
cante said he tried to save Cherico from this beating but was too 
late as the beating was administered before DeCavalcante could 
stop it. (Pgs. 2253,2254) 

N. On May 21, 1965, Monroe Markowitz'02 contacted Larry 
Wolfson58 concerning 240 units that he was building. Wolfson 
spoke about protection from the other union locals from New 
Brunswick and the fact that they want to save money. (Pg. 
1889) 

O. On March 18, 1965, Monroe Markowitz'02 visited 
DeCavalcante and Wolfson. He stated that the boys up above do 
not think that Larry Wolfson is treating them fair in the con
tracting business. Markowitz is an attorney, as well as being in 
the contracting business. DeCa.valcante said: "We are just as 
much in trouble as the people who accept the money." DeCaval
cante added that he isn't putting any money in his pocket from 
this type of operation. DeCavalcante told Monroe Markowitz 
about a strike in New Jersey which he had either broken up or 
had set up and that someone came with presents for him and for 
the girls as a result of h;s action. 

DeCavalcllnte asked Monroe Markowitz if he was running 
something on the job. To Markowitz's reply of yes, DeCaval
cante then asked if he needed a little money. He mentioned 
about two points on the money. (Pg. 1442) 

P. 011 May 7,1965, Sam Reida visited Larry Wolfson at the 
DeCallal'::ante-Wolfson Office. Wolfson told Sam Reida that he 
owes $64,000.00 on the Dartsmouth village job alone. He said 
this job has a hundred and thirty-four units and a balance of 
$57,818.00. Wolfsor also mentioned the job at Plainfield Manor 

and indicated that the amount owed was $24,360.00. Joe 
Kuscheneru was also present at thjs meeting. Both Kuschener 
and Reida are building contractors in the Union County, New 
Jersey area. Wolfson in their presence checked the accounts 
payable book and was advised by his clerk that the figures were 
not up to date but the accounts payable indicated $70,000.00 
was owed on one particular job. He then checked the Cedar 
Lane account and the Clover Leaf Queens Garden $91,000.00. 
(Pgs. 1810,1811) 

Q. On June 14, 1965, Sam DeCavalcante had a discussion 
with Mike Kleinberg'll concerning Joseph Sferra's" actions 
while he was the union delegate of Local No. 394. DeCavalcante 
stated that it was a good thing that Sferra's actions had not come 
out prior to the elections at Local No. 394 as it appears that 
Sferra had expended considerably more money than he should 
have from the Union funds without the Union Board's prior ap
proval. 

DeCavalcante is interested in finding a way that he can meet 
the minimum membership requirements for Local No. 394. 
DeCavalcante would like to be on the membership roles for the 
medical benefits and other benefits that membership in Local 
No. 394 is entitled to. (Pgs. 2136, 2137) 

15. That Family Bosses are very much interested in Garbage. 
A. Louis Larassos had been trying to interest his Boss, Sam 

DeCavalcante in the purchase or lease of some land to be used 
as a garbage dump. The land is located in Sayreville, New Jersey 
and has the advantage of being only a short drive from New 
York City by way of the Verrazano Bridge. 

The owner of the land is National Lead Company and Louis 
Sisto, whose company is the United Excavating Company of 634 
St. Georges Ave E., in Linden, New Jersey, would provide the 
bulldozers and other equipment. Larasso reported that the deal 
was to be made through Sisto and that the owner wanted an an
nual rent of $1 ,000.00 per acre for fifty acres. DeCavalcante felt 
that they should not commit themselves to a fifty thousand 
rental and suggested they pay the owner fifty cents for each load 
that was dumped. 

On February 24, 1965, DeCavalcante reported the results of a 
meeting that he had with Carlo Gambino" about this garbage 
matter. He said that Gambino controls the garbage disposal in 
"all the boroughs" of New York City. At the present time it is 
necessary for Gambino to have all the garbage trucked to Long 
Island and Gambino was very enthusiatic about the prospect of 
using a dump in nearby New Jersey. 

DeCavalcante outlined Gambino's thinking which would be 
that the two Bosses would share equally in the venture dividing 
their profits with their respective men. DeCavalcante opposed 
having any other partners, such as Sisto and the land owner. He 
said these two can be paid a flat amount and the balance of the 
profits will then go to Gambino and himself. He also suggested 
that Gambino's men have bulldozers and they want to use them 
instead of using Sisto's bulldozers. DeCavalcante spoke of a 
gross profit which could run to $500.00 per day. 

On February 26, 1965, DeCavalcante, Frank Majuri,za Lou 
Larasso,' Nick Nelsonso (whose true name is Nicola Melillo) and 
Jimmy Brown,s, (whose true name is James Failla) met and 
discussed the garbage deal. The New York representatives were 
only concerned with the travel time from New York. DeCaval
cante suggested they inspect the garbage dump site and measure 
the distance over the various routes. They favored the payment 
of fifty cents per load to the land owner rather than a percentage 
in which in no case should it go over 15%. 

The New York representatives opposed enlarging the partner
ship beyond DeCavalcante and Gambino. All were agreed that 
there is considerable money to made in this garbage deal and 
spoke of a volume between 100 and 200 truckloads per day. 

Larasso stated that the land owner is the president of a com
pany which he did not name. This individual had obtained an in
dustrial waste permit but has been unsuccessful in obtaining a 
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garbage permit. Lacasso was informed that a garbage permit is 
essential and was dirtcted to follow this matter very closely. 

At the conclusion of this discussion, the New York representa
tives said that they would be meeting soon with Carl Gambino 
and that he would be in touch with Sam DeCavalcante. (Newark 
Airtel to Washington dated 3/4/65) (Pgs. 1341-a, 1341-b) 

B. On February 25, 1965, Louis Larasso identified to Sam 
DeCavalcante the president of the company which owns the land 
which they hope to use in the garbage deal. He stated that this 
individual's name was Ralph Pizer. (Pgs. 1335-c, 1335-d) 

C. On March 9, 1965, Lou Larasso" advised Sam DeCaval
cante that he had heard that Carl Gambino,33 Joe BandY'S (true 
name Biondo), Joe Zingaro:? Nick Melillo,50 and Jimmy Failla"' 
were in partnership in the garbage business in Mt. Vernon, New 
York. Included with them was one Joe Fiolo.52 DeCavalcante 
said he was aware of this and planned to ask Carl Gambino if he 
knows that Brandy, Zingaro, and Fiolo are connected with the 
deal. Larasso expressed some resentment, saying that if it was 
true, the Gambino participants far outnumber those from 
DeCavalcante's family and he felt they should be watchful that 
they are given their fair share of the proposed garbage deal. 

Larasso told DeCavakante that Joe Fiolo has repeatedly 
telephoned him concerning a garbage deal. Fiolo has a brother 
or a brother-in-law in the garbage business in New Jersey and 
wants Larasso to enter a partnership with this person. Fiolo has 
been contacting the Ford Motor Co., in Metuchen, New Jersey 
and eventually expects to secure this stop for Larasso and Fiolo's 
relative to pick up garbage. Fiolo expects Larasso to locate a 
suitable dumping site. Larasso has been putting Fiolo off until he 
could consult with DeCavalcante. DeCavalcante told Larasso 
that he would see Carl Gambino about Fiolo's proposition but 
that in the meantime Larasso should continue to stall Fiolo 
diplomatically. DeCavalcante added that he has heard that Fiolo 
is in trouble with Carl Gambino since Fiolo has been accused of 
stealing garbage customers from Joe Columbo. (Pg. 1712) 

D. On March I, 1965, Lou Larasso' reported tn Sam 
DeCavalcante that on February 27, 1965, he had taken James 
Failla" and Nick Melillo'o with him to see the president of the 
company which owned the proposed dump site. Larasso said the 
whole deal was negotiated to evertbody'5 satisfaction. The pro
perty will be leased for ten years with a ten year option contin
gent upon Ralph Pizer being able to secure a garbage permit 
from the city of Sayreville. They anticipate no difficulty in this 
respect since Pizer is a very influential man in the community 
and has already laid the ground work. The first year, the leasing 
company will receive 40 cents per load dumped with a 
$5,000.00 minimum. Then, if the operation is profitable, the fee 
will go to 50 cents per load for the remainder of the lease. In ad
dition, as a "Commission", Pizer and Louie Sisto will receive 
together 35 cents per load. 

Larasso added that both the New Yorkers were very enthu
siastic over the deal and the meeting adjourned until their 
respective lawyers could get together on the next week. (Newark 
Airtel to Washington dated 3/15165) (Pgs. 1407, 1408) 

E. On April 9, 1965, Louis Larass05 discussed the pending 
garbage dump arrangeme~ts with Sam DeCavalcante. The pro
perty is owned by the National Lead Company in Sayreville, 
New Jersey. DeCavalcante told Larasso that the Chairman of the 
Board of National Lead Company, Mr. Fishman has removed 
the President, Ralph Pizer, and Fishman wants to handle future 
negotiations himself. Although Fishman is more friendly than 
Ralph Pizer, Fishman's terms as set forth in a meeting between a 
lawyer and Nick Melillo'o in New York were not as generous. 
Fishman wants a fee of $5,000.00 plus an unstated sum per load 
dumped, with a guarantee of $1 0,000.00 per year. 

Larasso was very perplexed that the deal could take such a 
turn, after everything had been going along 50 smoothly. 

DeCavalcante briefed Larasso on him meeting w:th John 
Riggi," on the day before. DeCavalcante said he intended to ap-

proach Carlo Gambino33 concerning purchase of some property 
in Carteret, New Jersey if only to stifle competition. DeCaval
cante felt that his position might lead Carl Gambino to suspect 
him of duplicity if Gambino found that one of DeCavalcante's 
men, namely John Riggi, had gone into a similar type operation. 
(Pg. 1727) 

16. The the Boss of the Family has contacts with legitimate 
Business world which permit him to use influence in placing peo
ple in positions. 

A. On April 7, 1965, Sam DeCavalcante was visited by Sal 
Caternicchi039 and his nephew, a singer, whose professional 
name is Nino Rossano. His true name is Oiacobee. Ros~ano is 
twenty-four years of age and lives with his parents a 437 Spencer 
Street, Elizabeth, New Jersey. Sidney M. Flanzblau,58 also 
known as Cris, attorney for DeCavalcante was present to draw 
up a contract between DeCavalcante and the singer. Rossano 
has been taking voice lessons from Carlo Menotti at the Car
negie Hall Studios. He has never made a personal appearance 
although Sal has assured DeCavalcante that he can sing better 
than Robert Goulet. 

The terms of the contract will provide that DeCavalcante will 
pay Rossano's singing lessons, certain expenses, plus $40.00 per 
week in return for 55% of all of Rossano's earnings, if any. 
DeCavalcante plans to meet with Maestro Menotti to work out 
the fees. DeCavalcante cautioned Nino Rossano that from then 
on he is not to make a move without advising Sal and/or 
DeCavalcante. (Pgs. 1675, 1676). 

B. On June 23, 1965, Sam DeCavalcante was contacted by 
Celetti, who called concerning Nino Rossano, DeCavalcante's 
singer and discussed having an audition at National Broadcasting 
Co. in New York City. (Pg. 2132). 

On June 25, 1965, Sam DeCavalcante and Harriet Gold," his 
secretary discussed where they would meet in New York City 
that afternoon as they were going in to New York for a record
ing session for Sam's singer, Nino Rossano. (Pg. 2151 ). 

C. On July 2, 1965, Sam DeCavalcante met with Angelo Fe
lice. Felice is in need of a job. Felice has a law degree, is married 
and lives in New York City with his wife, Norma. He has never 
practiced law. 

DeCavalcante asked Angelo Felice if he knew Joseph 
Profaci.'5 Felice did know him but does not want to connect 
himself to any remaining Profaci relatives as Felice believes "the 
cops are constantly watChing them". DeCavalcante also sug
gested that Felice see the Celano (phonetic) brothers but Felice 
declined, stating that he does not want to connect his name to 
those having continuous law enforcement attention. 

On July 8, 1965, Sam DeCavalcante was contacted by Max 
Kendrick. Sam indicated to Kendrick that he has a friend who is 
a lawyer in New York and who was in the Italian film business. 
This individual lost out and wants to talk to someone. Max told 
Sam that he would see this person and Sam indicated that he ap
preciated this. (Pg. 2228) 

Sam DeCavalcante sent Angelo Felice to see Max Kendrick of 
Warner Brother's Inc. on Madison Avenue in New York City. 
DeCavalcante told Felice that Kendrick is a contact of his and is 
handling DeCavalcante's singer, Nino Rossano. (Pg. 2256) 

17. That the Boss and members of a Family are engaged in 
gambling. 

A. On June 29, 1965, Sam DeCavalcante had a meeting 
with John Riggi'" and Frank Cocchiaro,48 both Caporegimes of 
his. John Riggi had recently learned that Shop Stewards of Local 
No. 394 pick u1' the numbers and horse action at the jobs as
signed to them. Riggi went to Frank Majuri,28 DeCavalcante's 
Underboss about this practice. Majuri told Riggi to continue 
doing this practice. However, Riggi brought this matter to 
DeCavalcante for Sam's opinion. Riggi feels that because he ap
points the shop stewards and in the event of an investigation, 
which might uncover this practice, then Riggi would be arrested 
as the chief gambling figure behind the shop stewards. 
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Both DeCavalcante and Cocchiaro told Riggi that he would 
not be affected if this practice became known to law enforce
ment authorities, because Riggi could claim that his only interest 
in the shop stewards was, if they did the Union work assigned to 
them. Riggi could show the shop stewards did their work and. 
would be in the clear. 

DeCavalcante warned Riggi to never "okay" anything illegal 
unless he knew that he could trust the individual asking Riggi's 
permission to do the illegal thing. DeCavalcante told Riggi that 
he did right by bringing this :natter to his attention as DeCaval
cante wants to know everything going on concerning Union 
Local No. 394. RiggI promised to inform DeCavalcante of 
everything that transpires in Union Local No. 394. (Pg. 2234-a) 

B. On November 4, 1964, Jack Brennan and Larry Wolf
son58 had a discussion. Brennan told Wolf.~on that he heard there 
would be a game there. Wolfson warns Jack Brennan that they 
may have loaded dice. Brennan is not worried. Jack wants to go 
with his partner. 

Larry Wolfson58 called Johnny Dubruen at the 0', Orchard 
Country Club. Larry advised that he wants to make arrange
ments for SJrtle guests. Larry told Johnny Dubruen that Larry 
will be down later in the evening but wants the dinners charged 
to Larry's bill. Larry then asked Johnny if there would be a game 
tonight. It appears that there may be a friendly game. Larry 
Wolfson then made arrangements for a Jack Martin (true name 
Jack Brennan) and a Pat Russo (Brennan's partner) to get in the 
game. . 

Wolfson then warned Jack Brennan not to embarrass Larry 
Wolfson at the club. (pg. 559,160) 

C. On November 6, 1964, Sam DeCavaIca.lte, Bobby 
Basile:1 his cousin, and Frank Cocchiaro:s DeCavalcante's 
Caporegima discussed the lease for the new corporation, Imperi
al, which is replacing the Mommouth Corp., which is now COll

sidered bankrupt. 
DeCavalcante stated we may lise the place for a drop for the 

numbers. DeCavalcante again mentioned that he may use that 
place for a numbers depot. Bobby Basile wanted to know if 
DeCavalcante is willing to pay $300.00 a month for the place. 
(Pg.572) 

D. On June 23, 1965, Jack Brennan and Pat Della Russo 
visited Sam DeCavalcante. Jack Brennan mentioned to Sam 
DeCavalcante that Joe Columb01 had closed up both his crap 
games in New York City. DeCavalcante said that Columbo was 
being followed all the time. (Pg. 2133). 

E. On January 4, 1965, Bobby Basile,4" Joseph "Whitey" 
Danzow and Pat Russo visited Sam DeCavalcante. Danzo re
ported on their gambling venture. He said they had two hits on 
the numbers the week before last and none the last week. This 
week they have taken in over $800.00, about $490.00 of which 
is from Trenton area. Danzo noted that three of their best stops 
are presently closed, including the Ford Motor Company Plant 
in Metuchen, New Jersey. Danzo added that one of their last hit.~ 
was by a truckman out of New Brunswick who stops in Elizabeth 
to buy a ticket. It was the second time that this person had won. 

Sam DeCavalcante attempted to reach Joe LaSelva,2° his Un
derboss, in Waterbury, Conn. but Joe was not available. The 
purpose of Sam's calling was to secure permission for Pat Russo 
to open a gambling activity in Joe LaSelva's area. (Pg. 990). 

F. On January 22, 1965, DeCavalcante was visited by Tony 
Parisi who expressed his desire to start a bookmaking operation 
in Carteret, New Jersey. DeCavalcante instructed Parisi to "sit 
down with Pat Merola, who is with Joe 'The Indian' Polverino, 
twsted associate of Angelo Ray DeCarIo,<z in order to reach an 
agreement concerning the Carteret business". ePg. 1102). 

G. On April 21, 1965, Sam DeCavalcante, Joe "Whitey" 
Danzo,60 and Kenny, a former dealer at the Sands in Las Vegas 
were discussing playing cards and the proper way of dealing, 
using plastic cards. Kenny mentioned keep two at the bottom 
bring up one at a time, watch this. Kenny showed Sam how to 

stack a deck, dealing from the bottom. He discussed Blackjack, 
Stud Poker, etc. DeCavalcante mentioned setting up someone 
for a game. He told Ken to make less moves as possible in the 
beginning then give it to him. They discussed switching of cards 
when reaching for change. Mentioned beating the other player 
with a little better flush. Kenny stated that he is a very fast 
dealer and will not be noticed. Kenny also mentioned craps and 
making few passes with dice. "Whitey" Danzo mentioned "Have 
you got anyone else to play with us." Sam stated he would let 
them know when he is ready. He said he would like to grab this 
guy about three times a year. it would be equal to a year's pay. 
(Pgs. 1716, 1717) 

H. Joseph Danzo,w also known as "Whitey", had made ar
rangements with Sam DeCavalcante for Pat Della Russo to get 
into a crap game in Plainfield, New Jersey are ... Pat is con
sidered to be an accomplished "bust-out" man. 

On April 12, 1965, Pat Della Russo reported to Sam DeCaval
cante that he never entered this game because it had been raided 
on the Saturday before. (Pg. 1747) 

1. On April 16, 1965, Joseph "Whitey" Danzow and Ken 
visited Sam DeCavalcante. Ken demonstrated his card dealing 
ability to Sam. Danzo cautioned him to take his time. "Whitey" 
urged Ken to show Sam a few things he could do since DeCaval
cante has seen the best. Ken specializes in Blackjack and can 
peak very rapidly. Ken and "Whitey" Danzo have developed a 
set of signals by which Danzo sitting to Ken's right can cut the 
cards according to Ken's wishes. 

DeCavalcante has a "Pigeon" in mind and wants Ken's ser
vices. He stipulated that Ken should hit him big right at the 
beginning and let him try to recoup. Danzo was confident that 
Ken would have help in the game. Sam said he sees no problem 
since "Whitey" looks legitimate and can even speak Jewish. 

Ken is also a dice specialist. He demonstrated that he can 
shoot any number he wants and in any combination. 

DeCavaIcante will get in touch with Ken through "Whitey" 
Danzo. Danzo will get the "sticks" (shills). Ken has one in mind, 
who is six foot three and looks like a yokel. This individaul 
speaks Jewish and is from Brooklyn. 

"Whitey" Danzo and Sam cautioned Ken not to tell anybody 
of their relationship. To this Ken agreed. (Pg. 1782). 

J. On March 12, 1965, Bobby BasiIe41 met Sam DeCaval
cante. Basile gave Sam DeCavalcante some part of a $400.00 
score that he and Joseph Sferraz1 had made by forcing a small 
Elizabeth, New Jersey bookmaker out of business. (Pg. 1585). 

K. On June 28, 1965, Tony Bananas18 and "BIackie" 
Guiliano visited Sam DeCavalcante. 

Tony Bananas was explaining how he runs his gambling enter
prises. Tony Bananas stated that he has several 'people on his 
payroll at "a yard and a half ($150.00) just to hang around". He 
said that even if he gets $25,000.00 in the kitty nobody get a 
$5,000.00 score. Bananas stated that he felt it much more prac
tical to see that his men get a payroll each week rather than 
cutting up a large sum at irregular intervals. As an example, 
Tony Bananas stated that he has eight men handling the "twin 
double" and even though at one time they had $20,000.00 in the 
kitty, each man drew $150.00 a week. 

DeCavalcante said "I'll come and be your man instead of 
being Boss, because I don't wind up with a yard and a half a 
week". (Pg. 2201). 

18. That the Boss and members of a Family are engaged in 
Loan Sharking (shylocking). 

A. On October 15, 1964, Sam DeCavalcante told his 
partner Larry Wolfson'8 that he, DeCavalcante, receives 
$24,000.00 interest a year from one individual. (Pg. 467). 

B. On October 14, 1964, Bobby Basile~1 told Sam DeCaval
cante that Izzy Harris used to run to Little Pussy Russ011 for 
money, but cannot run to Pussy Russo anymore. Bobby said that 
Izzy owes Pussy eight thousand dollars and has paid Russo about 
twenty thousand dollars. Bobby Basile stated that he expects to 
receive between seven and eight thousand dollars. (Pg. 456). 
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C. On October 15, 1964, Sam DeCavalcante had a lengthy 
meeting with Joe Kremer" and Jack Kirsch,112 both accountants. 
They went over DeCavalcante's In::ome Tax returns very care
fully, attempting to justify DeCavalcante's past attestations for 
the years 196 j thru 1963. Jack Kirsch roughly computed that 
DeCavalcante's expenditures have been about $18,000.00 a year 
whereas he was reporting income of only $13,000.00 in 1961, 
$10,000.00 in 1962, and $11,000.00 in 1963. Kirsch pointed out 
that the government is also aware of the&: facts. With the possi
bility that Sam borrowed from various relatives, DeCavalcante is 
still about $3,000.00 per year short. 

DeCavalcant0 said that the Government believes him to be a 
shylock and in 1961 had raided a house he owned in Trenton, 
New Jersey. This was the beginnings of his trouble. DeCaval
cante was accused of being a "Mafia member" and having enter
tained Mafia members in his home. 

DeCavalcante noted that when he carne to Kenworth Corp. he 
was "lame" (financially) because he had to support too many 
people. Since then he has become "respectable ", the hl',ngers on 
no longer can get to him and his losses have been cut 90%. Even 
his Shylock loans have improved. He said he receives $24,000.00 
per year from one person and $10,000.00 from another person 
in "interest" alone. 

Harriet Gcld,94 his secretary, became alarmed lest Sam 
DeCavalcante be overheard, and suggested that the T.V. be 
turned on. DeCavalcante noted that he had implicit trust in 
Larry Wolfson58 and her, saying he regards them as his brother 
and sister. Wolfson rose to the occasion with appropriate expres
sions of affection. 

Wolfson remarked that he would try to get DeCavalcante to 
withdraw from the shylock business since he was trying to do too 
much. He wondered if "Frank from Brooklyn"48 (Frank 
Cocchiaro) could assist Sam in this endeavor. DeCavalcante 
cryptically described himself as "a maker of monsters". Wolfson 
then suggested that DeCavalcante quickly vetoed Brennan, stat
ing that he is not of Sicilian extraction. 

DeCavalcante asked Harriet Gold to make a note of the fact 
that Joe MaglieM (true name MagJiaua) owes him $12,000.00. 
(Pgs. 544, 545, 546) 

D. On November II, 1964, Sam DeCavalcante and Bobby 
Basile,41 his cousin, discussed an individual, named Peter, who 
has been testing DeCavaIcante's patience by refusing to pay a 
debt that he owed to DeCavalcante. Sam DeCavalcante con
sidered sending Frank Cocchiar048 and Corky83 to see this 
delinquent. He also thought he might shoot a couple of blanks at 
this debtor in an effort to scare him. 

Basile indicated that Carmine Rizzo had swatted him around 
in an effort to collect money, but due to Carmine's ineptness he 
was unable to do so. Basile predicted that Carmine might end up 
killing this debtor. 

Basile then asked DeCavalcante, "So what are you going to do 
with Peter?" Basile asked if it were not true that Sam had 
swatted this guy around a couple of times. DeCavalcante 
acknowledged that he had, in fact claimed to have hit him across 
the face with a pistol, breaking his teeth. 

Basile then asked Sam if he had heard from JoeM from Easton, 
Pennsylvania. DeCavalcante said that he had not and suggested 
that Bobby and Frank Cocchiaro travel to Easton and collect a 
debt that Joe Magtie owes to DeCavalcante. Sam authorized 
Basile to "talk to him any way you want". (Pgs. 640, 641) 

E. On November 12, 1964, Bobby BasiIe41 and Frank 
Cocchiar048 were instructed to contact Joseph MigJiazzalS4 itl 

Easton, Pa. to collect some money that Mig1iazza owed 
DeCavalcante. 

Basile has had this assignment for some time but was re
peatedly stalled by Migliazza. Basile told DeCavalcante that Pat 
Russo had been in touch with MigIiazza and had delivered 
$480.00 from him on November 11, 1964. Basile eXplained that 
he had given Russo a message for Migliazza that he would 
tolerate no further delay. 

DeCavalcante decided that Cocchiaro should accompany 
Basile to Easton on November 16, 1964. He instructed that 
Basile and Cocchiaro were also to contact Toto (true name 
Joseph Thomas) who he said has owed $700.00 for about one 
year. DeCavalcante is willing to settle this debt for $1,200.00. 

Another debtor in Easton was identified, as that kid with taxi 
cabs, who may be related to Joseph "Fats" Koury. DeCavalcante 
said. this person owes him $3,600.00. He said Basile and 
Cocchiaro might have to rely on Migtiazza to locate this person. 
However, under no circumstances were they to allow Miglilizza 
to collect this debt for them. He instructed them that if MigIifiZ
za refused to produce the debtor, the thirty-six hundred dollars 
would simply by added to MigJiazza's account of money owed. 

DeCavalcante was also owed $300.00 by "Toto's brother-in
law". Basile was told to advise this person that the debt is now 
$400.00, however, he will settle for $350.00. (Pgs. 642, 643) 

F. On November 25, 1964, Sam DeCavalcante had a discus
sion with Frank Majuri26 and Bobby Basile.41 Basile told 
DeCavalcante that Joseph "Whitey" Danzo60 is up before a 
Labor Board on some kind of union trouble. DeCavalcante 
asked if Bobby or "Whitey" had collected any money from 
Beneno at the Friendly Inn. Bobby Basile told him that he had 
gone to the Friendly Inn and spoke to Beneno's father about his 
son owing DeCavalcante $3,500.00 and "Whitey" $4,000.00. 
Beneno's father told Basile that he won't pay any debts owed by 
his son and he does not care if they "kill him". (Beneno) 

DeCavalcante told Basile and Majuri to again visit the 
Friendly Inn with "Whitey" and see Beneno's father. Basile said 
that they would be wasting their time, but DeCavalcante said he 
wanted Beneno's father to tell Bobby he didn't care if they killed 
his son in front of Frank Majuri. DeCavalcante said that 
"Whitey" owes him $4,000.00 and he is willing to take 
$6,000.00 dollars from Beneno to settle both debts and Basile 
should tell Beneno's father this also. 

Frank Majuri told Sam DeCavalcante that Ben Okin owes a 
kid "Majuri has" $13,000.00 in shylock. Majuri said he heard 
Okin owes another fellow $10,000.00 and a third fellow 
$8,000.00. Majuri mentioned "his kid" has $68,000.00 in 
shylocl: out on loan. Bobby Basile mentioned he had seen Tony 
Costallza and Costanza said that Okin had told him recently that 
he was going to see DeCavalcante. Costanza said that Okin 
wanted a favor but Costanza said Okin would have to see 
DeCavalcante first and obtain his permission for Costanza to do 
the favor. 

DeCavalcante said that he is angry with Okin as Okin has been 
telling people that DeCavalcante is the big labor fixer in New 
Jersey. DeCavalcante said he saw Carl Gambino33 in New York 
about Okin at one time and neither of them have seen Ok in 
since. The last time DeCavalcante saw Carl they discussed Okin 
and Gambino said he is not partners with Okin in any deal. Gam
bino said that Okin used to consult him on labor trouble that 
Okin was having and Gambino advised him. DeCavalcante said 
he asked Gambino if he was giving Okin advice on how to deal 
with the labor trouble Okin was having in Elizabeth, New Jersey 
but Carl Gambino said he was not, because he knew that 
DeCavalcante would not like him to do so. 

DeCavalcante asked Bobby Basile if "Whitey" Danzo had col
!ected any money that the kid from Colonial owed them. Basile 
said "Whitey" had not and DeCavalcante became angry at 
"Whitey" and Bobby because of this. Basile placed the blame on 
Danzo and said it is hard for Basile to see "Whitey" Danzo and 
tell him that DeCavalcante wants the debt owed by this kid from 
Colonial settled. 

DeCavalcante then told Basile and Majuri that Art Mas
trapeter had seen him recently. DeCavalcante explained that 
Mastrapeter is an undertaker frcm Elizabeth, who owed money 
to the accountant, Jack Kirsch,m who is Jerry Catena's and Car
men Battaglia's friend. DeCavalcante said that Mastrapeter was 
shaking and promised to sell his boat and his Cadillac to raise 
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the money to pay the debt and would bring the money to 
DeCavalcante on November 30,1964. (Pgs. 811,8 J 2). 

G. On March 12, 1965, DeCavalcante attempted to contact 
an individual in Florida but was unsuccessful. He then told Har
riet Gold94 that he had just completed a shylock deal which will 
payoff six thousand dollars by Christmas 1965. DeCavalcante 
promised Harriet Gold that he would give her 20% of the 
amount of money he makes on this deal when it is culminated at 
Christmas. (Pg. 1539). 

H. On March 15, 1965, Sam DeCavalcante and Izzy Harris, 
Bobby Basile,~7 and Bernie Fursts, met. DeCavalcante told Izzy 
Harris that he had arranged a $10,000.00 loan repayable at 
$250.00 a week for fifty weeks for Izzy. DeCavalcante- said he 
was doing this as a favor and he will not receivn a dime. The 
money will be availablt;; by either Tuesday or Wednesday. 
DeCavalcante warned Izzy Harris not to tell anyone about this 
loan. DeCavalcante then inquired as to how Izzy Harris was 
going to get this money into the bank. Basile said that he will 
make arrangements and has already taken care of these arrange
ments. (Pg. 1630). 

I. On January 23, 1965, Lou Larassos told Sam DeCavnl
cante of an individual who was trying to borrow fifty thousand 
dollars and is willing to pay ten thousami dollars interest for six 
months. He had mentioned this matter previously. DeCavalcante 
instructed Larasso to get the prospective borrower's address 
from Larry and take him to Frank Perrone's office where they 
will meet with Frank and Tony. They will advance the loan, if 
they see fit and if they do, then Sam DeCavalcante will receive 
I % of the profits from Perrone. (Pg. 1100) 

J. On June 14, 1965, DeCavalcante and Bobby Basile47 
discussed Joe Manno who owes $4,800.00 to DeCavalcante for 
gambling losses. Basile has been negotiating with Manno. Manno 
would like to settle this debt for two thousand dollars but Basile 
know;; that DeCavalcarlttJ wants this debt paid in full. DeCaval
cante {old Basile to tell Manno to meet wit~.( DeCavalcante. 
Basile is to tel! him also to bring the $2,000.00 as part payment 
of his df>b~. Manno has some connection with Puss.y Russo,77 but 
Pussy won't belp Manno in this matter. (Pg. 2115) 

K. On January 6, 1965, Jack Brennan and his associate, Pat 
Della Russo visited DeCavalcante. DeCava!cante was critical of 
Pat Russo for failing to report earlier some difficulty he was hav
ing with some "connected" people in his Brooklyn neighbor
hood. Pat said that he had been approached by one Sally 
Daniels, 'hom he believes to be associated with Johnny Burns.lI 
Daniela claimed to represent one Sally Paluggi who was demand
ing the immediate payment of $1,000.00. This $1,000.00 debt 
was allegedly lent to Pat's father, now deceased. Pat Russo 
stalled as lon~'. as he could, claiming he owed Paluggi nothing, his 
allegiance being to DeCavalcante. Daniels disputed this and 
finally threatened that unless the debt was paid, he would per
sonalty find a way to kill Pat. 

Jack Brennan intelj<'cted that Daniels has previously tried to 
muscle in on him and Pat in their gambling activities. 

During this conversation, DeCavalcante received a telephone 
call and immediately repeated the caller's number as 212 JA3-
9784. He said that he would call back in two minutes, hung up 
and announced that it was Johnny Burns and that he was going 
to the public telephone to call Burns back. 

When DeCavalcante returned he quizzed Pat Russo closely to 
assure himself that Pat had never accepted any favors from 
Daniels, namely had Daniels ever "married" him. Pat said that 
Daniels once offered him protection in return for a percentage 
of his earnings, but Pat refused at the time and has never paid 
Daniels since. When Pat mentioned that this Sally Paluggi was 
behind it all, DeCavalcante said, "That's not his name anyhow." 

Later DeCavalcante's Underboss, Frank Majuri arrived and 
was briefed on the situation. DeCavalcante told Majuri that he 
has spoken with Johnny Burns and feels the matter will be set
tled. Majuri cautioned Pat Russo not to get in a car with anyone 

and to decline all offers to talk about the matter, with the story 
that he is on his way to see DeCavalcante. After Jack Brennan 
and Pat Russo left, Majuri replied: "It must be Sally Bums, 
(True name Rosario Morales)" (Pg. 987, 988) 

19. That the Boss tries to insulate himself from possible 
Criminal Prosecution-Is concerned about security 

A. Boss fears that hi~ phone is wired (bad). On September 
25, 1964, Sam DeCavalcante was joined by Bobby Basile.47 The 
following conversation ensued. DeCavalcante identified by Sam, 
Basile identified by Bob: 

Sam: "Remind me to make that call from New York." 
Bob: "Call Joe."~ 
Sam: "Joe who?" 
Bob: "From Easton." 
Sam: "I don't want to call him now." 
Bob: "Why, his house is bad?" 
Sam: "This may be bad." (Referring to his own phone.) (Pg. 

311 ) 
B. On October 9, 1964, Sam DeCavalcante and his cousin, 

Bobby Basile·7 were visited by an unnamed male who told Sam 
that he was supposed to hear from a Joe. The name Bananas was 
mentioned. Sam DeCavalcante wanted to know what was he 
supposed to talk to me about? The unnamed male did not know. 
The radio was then turned on very loud. Bobby Basile tells the 
visitor, "Let's go outside and call this Joe." 

Sam DeCavalcante told Bobby, "Call from the gas station." 
The unnamed visitor states that Joe is a bookie and works with 
the Gallo branch of the Profaci 15 family. (Pgs. 322, 323) 

C. On October 2, 1964, Sam DeCavalcante and his cousin, 
Bobby Basile47 were discussing the delinquent accounts of 
Joseph "Whitey" Danzo.611 DeCavalcante's patience is at an end 
and he ordered Bobby to collect the money wherever he can. 
Sam told Bobby to bring him to his office as he wanted to make 
a few phone calls. Sam then said, "Come on, let's get out of 
here. I thought I said keep out of this place, I don't even like to 
go to that phone." (Indicating the phone in hiN own office). 
(Pgs. 343, 344) 

D. Later on October 2, 1964, Sam DeCavalcante and Bobby 
Basile" returned to Sam's office. DeCavalcante directed Basile 
to tum on the radio. DeCavalcante then made some remarks 
about his future, the essence of which was that he does not want 
to take too many chances which might result in his arrest. He 
said he has been courting Harriet Gold,94 his secretary because 
she knows too much about him. Bobby cautioned against this 
citing the fact that Vito Genovese's wife betrayed him and that if 
a wife could do this, a girl friend would be more apt to do so. 

At this point the inter-office buzzer sounded and Bobby an
swered it. He learned that John Riggi" was waiting to see Sam. 
Basile then said, "Now you see that's bad. I'll tell you why, 
because if this phone is wired, the intercom is wired too." Basile 
explained to DeCavalcante that his greatest danger lies in his ex
posing himself to legitimate businessmen who would not feel 
compelled to keep quiet about it. He named Eddie Piskayvich, a 
trucker who doesn't owe enough money for Sam to risk a direct 
contact. 

Basile then stated, "You ta'k to Tony Costanza on the phone! 
Sam, that phone is wired-who are you to be talking to business
men? If you want to talk to Tony Costanza, I can handle him for 
you! Save yourselffor the big ones!" (Pg. 346). 

E. On September 16, 1964, Bobby, Basile47 asked his 
cousin, Sam DeCavalcante, if he knew that Joey Columbo's7 of
fice was wired, Basile added that they got recordings of 
everything. He stated that they made that discovery, it goes to a 
house across the street. (Pg. 354). 

F. On February 25, 1965, Frank Cocchiaro,~R DeCaval
cante's Caporegima expressed his annoyance at Corky 
Vastola'sll3 attempt to collect thirty-five hundred dollars debt 
from Mikey Dee,69 their partner in a fur theft. In his indictment 
of Vastola, Cocchiaro said that he had a slight suspicion that 
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Va~tola might be a stool pigeon, based on the fact that the police 
were around Cocchiaro's house when only Vastola knew that he 
had returned from Florida. 

On February 26, 1965, Corky Vastola contacted Sam 
DeCavalcante. Vastola convinced DeCavalcante that he was 
guilty of no misbehavior and in addition was perfectly justified in 
demanding repayment from M!key Dee. 

Vastola said that he had received a message for Cocchiaro 
from a Jimmy Rotunda. According to Rotunda, Frank Cocchiaro 
should stay away for another two weeks. Vastola said, "That's 
what they had-Title 18, Sections 2314, 2315, :;nd 1852. These 
were the charges that they want to hit Frankie Cocchiaro with. 
Stay away another two weeks and then they will have to erase 
the telephone tapes." Vastola did not elaborate on this last re
mark nor did he identify the source of Jimmy Rotunda's infor-

mation. (Pgs. 1394, 1395). 
G. On September 14, 1964, Jack Panels93 and Sam 

DeCavalcante were discussing security of Cosa Nostra. Sam said 
that Basile had told him that the authorities had learned about 
two of his Caporegimas, they knew every move already. Panels 
related that he had been told that there was a notification in the 
newspaper column that Joey Columb07 was to be "made" tw(' 
days before it occurred. DeCavalcante replied that somebody 
told him the other day that among Cosa Nostra people there 
were stool pigeons. Jack Panels related that Albert Anastasia·' 
"made" so many men that F.B.I. Agents could have slipped in. 
And Panels stated that Ray DeCarlo·z feels there may be a cou
ple of Agents right in Cosa Nostra. 

Panels then said that in the past the organization was more 
secure. (Pgs. 241, 242). 
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A P PEN D I X 

1. NICK DELMORE - Boss of La Cosa Nostra New Jersey Family. - Hearings before the 
subcommittee on Criminal Laws and Procedures of the Committee on 
the Judfciar,y, ~.S.Senate - 91st Congress March 18, 1969 (Hereinafter 
cited as Hearings - 1969) at P. 126 

2. ANGELO BRUNO - True full name ANGELO BRUNO ANNAILORO, Boss of La Cosa Nostra -
Philadelphia, Pa. Family. - ibid. at P. 128 

3. IGNAZIO DENARO - U~derboss of La Cosa Nostra - Philadelphia, Pa. Family - ibid. 

4. MR. MAGGIO - Possibly identical tOt or anCf!stor of PETER J. MAGGIO, capodecina. 
of Philadelphia, Pa. Family,· ibid. 

5. LOUIS LARASSO - Also known as "FAT LOUIS", La Cosa Nostra member from New Jersey 
who attended the Appalachin, New York, convention, 1957. Hearings 
before the permanent SubCommittee on Investigations of the Committee 
on Government Operations, U.S.Senate, 88th Congress (Hereinafter 

';ctted'as McClellan COlMlittee - Organized Crime) at P. 329. 

6. JOHN "SONNY" FRANZESE - Capodec1ne in the JOSEPH COLOMBO La Cosa Nostra family cf. 
Hearings - 1969 at Pgs. 126, 127. Also McClellan Comm. - Organized 
Crime at Pgs. 308, 311, 652. 

7. JOSEPH COLOMBO - Boss of one of La Cosa Nostra New York, N.Y. Families. Ibid at P. 126, 
Member of the Commission, P. 124. Ope CIT at Pgs. 308, 3)1, 652, 913. 

8. JOSEPH BONANNO - Also known as JOE BANANAS, Deposed Boss of one of La Cosa Nostra -
New York, N.Y. Families. cf - Hearings - 1969 at Pages 124, 127. 128. 
Also cf. McClellan Comm. - Organized Crime at Pgs. 88. 162, 166, 184, 
246, 247, 313-315, 524, 652, 894, 897, 911, 912, 917, 923, 925, 929, 
972; 1001, 1015, 1061. He was on the Commission •. 

9. GASPARINO DeGREGORIO - Also knQWn as GASPAR - A caporegima of the Joseph Bonanno, 
La Cosa Nostra Family. 

10. JOSEPH ZERILLI - Boss of.La .. Cosa Nostra Detroit, Michigan Family. cf. Hearings-1969 
at Pgs. 125, 126. Also cf. McClellan Corom - Organized Crime at Pgs. 
410, 411. 420, 425, 428, 431, 433. 434. 441, 444, 472. 

11~. JOHN MORALES, Also known as JOHNNY BURNS - U"derboss of Joseph Bonanno. 

12. GERADO CATENA - Also known as Jerry Catena, - Underboss of the Vito Genovese, La 
Cosa Nostra Family, and Acting Boss in view of Death of Genovese. 
cf. Hearings - 1969 at Pg 127. Also cf. McClellan Comrn. -Organized 
Crime at Pgs. 179. 246, 248, 251, 253, 272. 293, 327-329, 912, 929, 
1015. 1019. ' 

13. JOSEPH· ARTHUR ZICARELLI, also known as JOE BAYONNE, Bayonne Joe. - Caporegima in 
Family of PAUL SCIACCA, successor as BoSS of Bonanno Family. cf. 
Hearings - 1969 at Pg 128 Also cf. McClellan Cornm. - Organized Crime 
at Pgs. 912, 916, 1002, 1030, 1061. 
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14. JOSEPH MAGLIOCCO, also known as JOE MALYAK - was, underboss under Family Boss 
Joe Profaci. and Temporarily succeeded as Boss on Profaci's 
death in 1962 until removed by the Commission.· His death ;s 
alluded to ;n these transcripts. cf. Hearings - 1969 at Pg. 126. 
Also cf. Mc Clellan Comm. - Organized Crime at Pgs. 7, 162, 246, 
247, 308-310, 371. 373. 374, 376. 377, 652, 913, 917. 921. 930. 
1036, 1061. 

15. GUISEPPE PROFAC1, also··known· as JOE PROFACI, "HIE OLD MAN". deceased Boss of New 
York. N. Y" La Cosa Nostra family. currently bossed by Joe Columbo 
Ibid. at Pgs. 126,127. 

16. JOHN ,LA ROCCA - Boss Df la Cosa Nostra Pittsburgh. Pa. Family. 

17. JOSEPH NOTARO, also known as "LITTLE JOE". Caporegima under Boss Joe Bonanno. 
cf. Hearings - 1969 at Pg. 127. Also cf. McClellan Comm. - Organized 
Crime at Pgs. 313. 314. 652. 1009, 1030, 1047. 

18. VITO DeFILIPPO - La Cpsa Nostra Member of Joe Bonanno Family. 

19. THOMAS nSmitty" D'ANGELO - Caporegima under Joe Bonanno. cf. Hearings-1969 at Pg.127. 

20. JOHN AQUARO - Caporegima under Joe Bonanno. 

21. ANGELO CARUSO - Caporegima under Joe Bonanno. 

22. CHARLIE BATTAGLIA - Caporegima in Arizona under Joe Bonanno. Brother of Carmen 
Battaglia, a feared, ruthless figure in Newark. N. J. La Cosa 
Nostra circles. 

23. FRAN LAB RUZZO - A Caporegima under Joe Bonanno, representing Montreal, Canada, area. 

24. GENE CATENA -(T N EUGENE CATENA) deceased brother of Gerado Catena acting boss 
of the late Vito Genovese family. Gene Catena was caporegima and 
trusted Chief tieutenant of Jerry Catena. cf. Hearings-1969 at Pg.127. 

a5.. JOHN RIGGI ,-A' Gaporegima of ·Samue l.:De Caval cante. Boss, of ;the .New Jersey F:ami 1y of 
La Cosa Nostra. The Newark Evening News of July-a;-1969. described 
John Riggi. of Linden, N. J. as "an alleged 'fixer' of Union Activi
ties and a member of the Linden Human Rights Commission. Riggi is 
an official of Local 394. Laborers International Union, Elizabeth. 
N.J. t 

26. FRANK MAJURI - Underboss of Samuel DeCavalcante, Boss of the New Jersey Family of 
Cosa Nostra. The Newark Evening News of June 22, 1969, Pg. 1, 
described Majuri as "A familiar figure in Organized gambling in 
Union County (N.J.) Majl:lln

;, with Larasso was a delegate at the 1957 
Mafia convention at Appalachin, N.Y." cf. Hearings-1969 at Pg. 126. 
Also cf. McClellan Comm. - Organized Crime at Pgs. 329,970. 

27. JOSEPH SFERRA, also known as JOE TIGER was appointed a caporegima and:demoted by 
Samuel DeCavalcante, boss of the New Jersey family. DeCavallante 
also removed Sferra from his job as BusinessAgent of Local 394, 
Laborers International Union. Elizabeth. N. J. 
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28. MIKE PUGLIA. also known as MICKEY POOLE, a Caporegima in Connecticut for the De
Cavalcante Family, serving under JOE LaSELVA, Co-underboss of 
the Decavalcante Family, responsible for Connecticut interests.· 

29. JOSEPH LaSELVA. also known as JOE LaSELVA, Co-underboss of the Samuel DeCaval
cante Family, ~esponsible for Connecticut interests. 
cf. Hearings - 1969 at Pg 126. 

30. PAUL FARINA - appointed caporegima by Samuel DeCavalcante to replace demoted ·Joe 
Sferra. 

31. SAM MOONEY - True name SALVATORE GIANCANNA. also known as SAM GIANCANI, ALBERT 
MASUSCO, SAM FLOOD; he was the Boss of the Chicago Family of 
La Cosa Nostra. Boss position probably deemed open now due 
to flight of Giancana to Mexico in 1966. after he spent approx
imately 1 year in confinement for contempt in refusing to 
testify after having been granted immunity. Was a member of 
the Commission. cf. Hearings - 1969 at Pg.124,125. Also cf. 
McClellan Comm - Organized Crime at Pgs. 504,508,513,516,524, 
1069,1106,1115. 

32. THOMAS LUCHESE - Also known as TOMMY BROWN, "THREE FINGERS", True name GAETANO 
LUCHESE. Deceased Boss of the Luchese Family, one of the 5 New 
York, N.Y. La Cosa Nostra Families. Was a member of the .Com
mission. cf. Hear;ngs-1969 at Pgs. 124,127. Also cf. McClellan 
Corrm - Organized Crime at Pgs. 87, 88, 92,117,138,140,162,175-177. 
216,226,230,246,274-282,284,285,288,294,296,353.359,360.652,894. 
897,912,917,919,922,925.930,961,972,973,977,986,990,1001.1015. 
10!~,1020,1028.1029,1036,1044,1050,1057,1061. 

33. CARLO GAMBINO - also known as DON CARLO, Boss oLthe Gambino Family, 1 of the 5 
New York. N. Y. La Cosa Nostra Families. Is a member of the 
Commission. cf. Hearings-1969 at Pgs. 124,127. Also cf. Mc
Clellan Comm.-Organized Crime at Pgs. 81,82)88.117,162,189,246, 
247,294,295,297,298,302,304-306,348-350,652,894,912.917,921.923, 
924.926.930,982.994.1010.1028.1054,1061. 

34. STEFANO MAGADDINO. also known as liTHE BOSS II "IITHE OLD MAN II • Boss of the Buffalo, 
N.Y. Family of La Cosa Nostra. He is also' a member of the Com
mission. cf. Hearings-1969 at Pages 124,125. Also cf. McClel
lan Comm.-Organized Crime at Pgs.7;91,193,196,219,299,389,390,. 
580.582.586.587,588,589,592,595,596,597,599,601,602,603,605,606. 

607,609. 610,611.612,613,783,912,916,930,991,1017,1023,1036.1062 •. 

35. MICHAEL SAVELLA, also known as MIKE SAVELLA, "MIMIII, A caporegima in the Paul 
Sciacca Family, 1 of the 5 New York, N. Y., La Costra Nostra 
families, which was previously known as the Bonanno Family. 
cf. Hearings-1969 at'Pg 128. Also cf. McClellan Cornrn-Organized 
Crime at Pgs 313,314,652. 
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36. JOSEPH BIONDO, also known as JOE BANDY. JOE BANTI; CUNNIGLIEDDU - was an 
unaerboss in the Carlo Gambino family but was removed -
demoted- by Gambino in 1965. cf. Hearings-1969 at Pg 127. 
Also cf. McClellan Comm-Organized Crime at Pgs 162,246,294, 
295,348·;349.652,7-72,876 ,89i ,-894,9lD,9l2, 9-24,929,972 ,974, 
983,986,987,1006,1015,1029,1061. 

37. JOSEPH ZINGAR9 - A Caporegima in the Carlo Gambino Family- 1 of the 5 New 
York, N. Y. La Cosa Nostra families. cf. Hearings-1969 
at Pg 127. 

38. PETER CASTELLANO - A relative of Carlo Gambino and identified by DeCavalcante 
as a Caporegima in the Gambino family, although not so 
identified in Hearings - 1969 at Pg. 127. cf. McClellan 
Comrn-Organized Crime at Pg 302. 

39.· SAL CATERNICCHIO - a member of the DeCavalcante Family, New Jersey La Cosa 
Nostra family. 

40. IIDAYLIGHT"- Alias of MICHAEL SALVATORE TRAMANTANA - a member of the Angelo 
Bruno, Philadelphia, Pa. Family of [a Cosa Nostra. He resides 
in Trenton, N. J., and reportedly has been used as strongarm 
man by Bruno. 

41. ALBERT - ALBERT ANASTASIA - former boss of the Gambino Family, who was 
shot to death in a hotel barber shop in New York in 1957. 
cf. McClellan Comm. Organized Crime at Pgs. 7, 118, 162, 1.87, 
237. 239, 256, 294,295,304,320,322,325,328,331,339,348-350, 
362,379,380.388,524,525,534,6?2,912,917,980,1000,l047,1061. 

42. ANGELO DE CARLO, also known as RAY DE CARLO, IIGyplI DE CARLO, JOE DE CARta, 
LARRY RYA~, LAWRENCE RYAN, RAY LAWRENCE~ EDWARD MING. He is 
a caporegima in the Vito Genovese family, 1 of New York, N.Y. 
La Cosa Nostra families. He resides at and runs his operations 
from Mountainside, N. J. He is under Gerardo· Catena. cf.Hear
ings-1969 at Pg 127. also cf.McClellan Comm-Organized crime 
at Pg,1019. 

43. ANTHONY "TONY BOY II BOIARDO - is the son of Ruggiero Boiardo~ also known as 
liTHE BOOT". He is member of the Vito Genovese La Cosa Nostra 
family. He has been active in gambling, shylocking, illegal 
alcohol and spends most of his time at Valentime Electric Co. 
which he ostensibly owns. This firm receives the awards on most 
of the Federal. State and Local Construction in New Jersey. 
cf. McClellan Comm.-Organized Crime at Pgs.248,326,328,652. 

44. IICADILLAC CHARLIE" -Cadillac Charlie Cavallaro. cf. The Si1ent Syndicate by 
Hank Messick. Pgs. 217.218. 
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45. "THE BOOT" - True name RUGGIERO BOIARDO also known as RITCHIE, "DIAMOND RICHIE". 
-- a caporegima in the Vito Genovese family, 1 of the 5 New 
York, N. Y. La Cosa Nostra Families. He resides on a large 
estate in Livingston, N. J. cf. Hearings-1969 at Pg 127. 
Also cf. McClellan Comm.-Organized Crime at Pgs. 248,256, 
326, 328,652, 912,929,1015,1061. Father of Tony Boy Boiardo. 

46. QUARICO MoqETTI, also known as WILLIE MORETTI, WILLIE MOORE, CHICK MEYERS. 
Was a former Caporegima in the Genovese Family. He was mur
dered at 11:00am October 4,1951, in Joels Elbow Room, 
Palisade Avenue, Cliffside Park, N.J. cf. McClellan Comm.
Organized Crime at Pgs. 14g,156,248,279,296,324-326,328-331, 
335,342,348,601,602,652,980. 

47. BOBBY BASILE, True name ROBERT OCCHIPINTI, a blood cousin of Saffiuel DeCavalcante. 
He had not yet been "made" a member of La Cosa Nostra, but 
was a candidate. He and Cocchiaro were top aides and enforcers 
for DeCavalcante and also are officers in a legitimate company 
owned by DeCavalcante. Newark Evening News 6/18/69; 7/8,e/69. 

48. FRANK COCCHIARO, also known as BIG FRANK CONDI, is a Caporegima in the Samuel De
Cavalcante, New Jersey Cosa Nostra Family. He lives in Ocean 
Township, N.J. and was formerly a member of the Carlo Gambino 
Family. Newark Evening News 6/18/69,Pg 1; 7/8/69;7/9/69. 

49. RALPH DeMEGLIO - also known as BIG RALPH is bodyguard and member of Bayonne 
Joe Zicarellils Decina in the Paul Sciacca Family - lof the 5 
New York, N.Y. La Cosa Nostra 'Families. 

50. NICK MELILLO - True name Nicola Mellillo, also known as NICK NELSON - a member 
of the Carlo Gambino Family. " 

51. JIMMY FAILLA - also known as JIMMY BROWN - a Caporegima in the Carlo Gambino 
Family. cf. Hearings-1969 at Pg. 127. 

52. JOE FIOLO - A member of the Carlo Gambina Family who was in trouble with Gambino 
for stealing Garbage customers from Joe Columbo. 

53. ANDY "HAM" DOLASCO - Deceased former member of the Tommy Luchese Family. He had 
been soldier-under the late PAUL CORREALE, also known as "PAULIE 
HAMil and later under PENOOKS CPa) from Atlantic City, N. J. He 
was very active in gambling. 

54. MR. MAGLIE - True name JOSEPH MIGLIAZZA, also known as liTHE MERCHANT", a gambling 
figure in Easton, Penna. He owned a restaurant in Easton and 
arranged through BOBBY BASILE to have it burned so. that he could 
collect insurance aAd payoff shylock loan owed DeCavalcante. 
He collected $80,114 from Employers Liability Co. of Boston. 
He started serving a term in Federal Penitentiary at Lewi~burg, 
Pa. on a gambling charge in December 1968. Newark Evening News 
6/18/69 Pg. 10. 
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55. IIPUSSylI - ANTHONY IlLITTLE PUSSY II RUSSO. The Newark Evening News 6/lb/69. 
Pg. 1, stated that Russo was known for several years' as the 
late Vito Genovese's top captain at the New Jersey Shore. 
The domain was said to include all of Monmouth, Ocean and 
Middlesex counties. He wielded considerable power in Long 
Branch, N.J. He has close relationship with Angelo DeCarl) 
and might be under his control. His brother is JOHN IIBig 
Pussyll RUSSO. 

56. CHRIS FRANZBLAU - True name SIDNEY M. FRANZBLAU, Attorney for Samuel DeCaval
cante, and a former Assistant U. S.Attorney. 

57. BERNIE FURST - From Long Branch, not a La Cosa Nostra member but is a partner 
with BOBBY BASILE and FRANK COCCHIARO in the Imperial Air 
Conditioning, Long Branch, N.J. financed by DeCavalcante .. 
Newark Evening News, 7/8/69/ 

58. LAWRENCE WOLFSON,also known as LARRY WOLFSON - not a Cosa Nostra family member 
but is partner of Sam DeCavalcante in Kenworth Corp. Kenilworth~ 
N. J. He resides in Deal, N.J. in a $100,000 home. He was 
associated WitllNick Delmore before DeCavalcante took the reins. 
Newark Evening News"' 6/18/69. 

59. DANNY NOTO - A relative-cousin· of Sam Devavalcante. He is a member of the De
Cavalcante Family. He operates a tire business in Garfield, 
N. J. in whi~h DeCavalcante is a partner. 

60. JOSEPH IIWHITEy lI DANZO - a member of the DeCavalcante, New Jersey La Cosa Nostra 
Family. 

61. JOE KREMER - Accountant of DeCavalcante. 

62. NICK QUARINO - A member of the DeCavalcante, New Jersey La Cosa Nostra Family. 

63. KINNEALY (P H) - Democratic Party Leader in Union County. 

64. JUDGE ARD - A Judge in Union County, N. J. 

65. SAM REIDA - A building contractor from Union County with whom DeCavalcant~ 
has had working. agreements. 

66. EMANUE[ RIGGI - Member of DeCavalcante Family - father of John Riggi, a Capo~ 
regime of DeCavalcante. Was formerly officer of Local 394, 
Laborers International Union, until he was arrested by the 
F.B.I., Charged with antiracketeering-extortion for which 
he was convicted. cf. McClellan Corum-Organized Crime at 
Pg. 970. . 

67. GUS BRUGGER - Captain of (lizabeth, N.J. Police Department until appointed 
Director of Elizabeth by Mayor Thomas Dunn. Retired in 1968 
and moved to Florida. 

1625 



68. FRANK DEE -

69. MIKE-

True name FRANK D'ALLESIO - member of the Carlo Gambino 
Family. 

True Full name MIKE D'ALLESIO, also known as MIKEY DEE. 
Member of Carlo Gambino Family - .1 of the 5 La Cosa Nostra 
Families in New York. Also cf. McClellan Comm-Organized Crime 
at Pgs. 294,652. 

70. CHARLIE MAJURI - Son of Frank Majuri, Underboss of DeCavalcante. Member of 
DeCavalcante Family - New Jersey La Cosa Nostra Family. 

71. LEO KAPLOWITZ - Union County N. J. Prosecutor. Prosecutors in New Jersey are 
appointed by the Governor. 

72. THOMAS DUNN - Mayor of Elizabeth, N. J. Newark Evening News Edition .. 
6/12/69, Pg. 1, quoted Dunn admitted knr,~'ring & meeting De
Cavalcante. 

73. STEVE BERCIK - Former Mayor of Elizabeth N. J. after 8 years as Mayor, he 
was succedded by Thomas Dunn. 

74. MAGNOLIA - True name MICHAEL MAGNOLIA, Union County Public Works Com
missioner. Republican opponent of Mayor Dunn. 

75. LA CORTE - True name NICHOLAS LA CORTE, N.J. State Senator from Union 
County. Republican opponent of Mayor Dunn. 

76. PHIL CAMORO - Cousin of DeCavalcante. Resides Red Oakes Drive, Long Branch, 
N. J. Former chairman of N. J~ State Tenement Housing Commission. 

77. ANTHONY "LITTLE PUSSY" RUSSO - Member of the Vito Genovese Family, 1 of the 5 La 
Cosa Nostra Families in New York. His operations principally 
in the New Jersey Shore area, centered around Long Branch. His 
brother, John "Big Pussy" Russo is close associate of Anthony 
"Tony Boy" Boiardo. 

78. TONY BANANAS - True name ANTONIO CAPONIGRO - member of the Angelo Bruno, Phila
delphia, Pa. La Cosa Nostra Family. His operations based i~ . 
Newark, N. J. area. 

79. DICK SPINA - True name DOMINICK SPINA, Director of Police, Newark, N. J. 
Police Department appointed by Mayor Hugh Addonizzio. He was 
an Inspector in the Police Department when so appointed. He 
'was indicted on July 25, 1968 by Essex County N. J. Grand 
Jury on fou~ counts malfeasance for failure to perform 
duties pro~~rly - subsequently acquitted. 
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80. HUGHIE ADDONIZZIO - Mayor Hugh Addoniz7.io of Newark, N. J. elected Mayor 
after hav'jng served as Congressman from Essex County, N.J. 

81. IRVING BERLIN - A gambler from Newark, N.J. and Essex County who bragged he 
was the one who coordinated the collections and assessments 
that the Cosa Nostra levied to f'inance Addonizzio's Mayoralty 
campaign. 

82. SATZ - David Satz, former U. S. Attorney for the State of New Jersey. He 
resigned at end of June, 1969. 

83. CORKY, True name GAETANO DOMINICK VASTOLA, member of DeCavalcante LaCosa 
Nostra family, transfer sponsored by Frank Cocchiaro, 
DeCavalcante1s Capo. 

84. CHIEF JOHN ELLMYER - Chief of Police of Edison Township, N. J. The roster 
of New Jersey State Association of Chiefs of Police for 
1912-1965 lists full name as JOHN W. ELLMYER. 

85. BUST-OUT MAN - One employed by operator of a crap game whose job it was to 
switch dice and stop a hot streak by a winning crap shooter. 

86. ANGELO PICCOLELLO, also known as "PICKLES" had been under the protection of 
DeCavalcante until about 2 weeks before he was beaten to 
death in Elizabeth. He probably was not a CosaNostra member 
but more likely was an associate. 

87. PETE SMITH - True full name PETER A.SMITH. employed by the state of New 
Jersey, Division of Professional Boards, 1100 Raymond Blvd., 
Newark, N. J. as Counsellor at Law and Chief Inspector. 
He was Special Agent of the FBI from 1949 to 1953. 

88. GROVER RICHMAN - Attorney 'and former Attorney General of New Jersey under 
Governor Robert Meyner. 

89. ANGELO MIl.LANDRA - Attorney-at-Law from Southern part of New Jersey. 

90. CHIEF JOHN O'MALLEY - There is no listing of a Chief of Police by this name 
in New Jersey, either active or retired. 

91. JOE KELLY - Probably identical to Captain Joseph Kelly, New Jersey State 
Police who retired about 1969. 

92. "GINO" FARINA - Member of LaCosa I'tostra, believed to be identical to person 
same name, member of De Cavalcante Family. 
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93. ANTHONY PERRY SANTOLI, also known as JACK PANELS, A Lieutenant and long time. 
trusted associatf~ of Angelo "Gyp" DeCarlo. Member of the 
Vito Genovese Family, one of the' five Cosa Nostra Families 
in New York. Very active in gambling, especially crap games. 

94. HARRIET GOLD - Also known as HARRIET WOLFSON GOLD, MRS. DAVID GOLD, sister 
of Lawrence Wolfson, DeCavalcante's partner in Kenworth Corp. 
She is private secretary to DeCavalcante and has been having 
an affair with him. 

95. "THIS GUy· t ~ "DAN", True name DANIEL J.~ SPISSO, Director of Public Safety, 
East Brunswick, N. J. He was formerly a Police Officer in 
Plainfield, N. J., then Detective on Middlesex County Prose
cutor's staff which he left to accept U.S. Government position 
destined for Saigon. Never went to Saigon, returning to 
East Brunswick job. 

96. FEDS - Internal Revenue Agents 

97. ROCKY, True last name INFELICE, member of LaCosa Nostra family in New York. 

9'8. "TODDO" MARINO - True name GAETANO MARINO, Member of the Joseph Colombo 
LaCosa Nostra family. Cf. McClellan Commission - Organized 
Crime at Pgs. 308, 652. 

99. JOE KUSCHENER - A Union County contractor and builder - Arco Builders, Inc., 
Union, N. J.; resides Elizabeth. 

100. JOE WOLF, True name JOE WILF, a Union County contractor and builder - brother 
Harry - other principle; resides Hi11~jde. 

101. RALPH LEVEY - Partner with Joe Wilf in contracting and building - Union County. 

102. MONROE MARKOWITZ - Attorney and building developer. Office located on Morris 
Avenue, Union, N. J. 

103. BOBBY SARCON.E, True name ROBERT SARCONE - former New Jersey State Senator from 
Essex County. 

104. TONY PROVENZANO, True name ANTHONY PROVENZANO, also known as TONY PRO. Con
victed head of Teamsters Local 560, now serving Federal Prison 
tenn: 

105. PETE WEBER, True name PETER WEBER. Head of Operating Engineers Union. Con
victed of violation of Federal Extortion laws in 1969. 

106. ROBERT MURPHY - Secretary of Union Local #24 who supplied union books to 
DeCavalcante for payment. 

107. TONY GRANDE - An associate but not a member of Cosa Nos"tra who is "with" . 
(under protection of) Carlo Gambino, head of LaCosa Nostra 
family. 
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108. MIKE MADALIA - Probably identical to Michael Mandaglio, Qfficial of Union 
"Local #394, Newark, N. J. He ts member of Carlo Gambino La 
Cosa "astra family, one of five New York City Cosa Nastra 
families. .. 

109. SAM HALPERN - Building contractor and deve'(oper - Union County. 

110. SAM REIDA - A Union County buidling contractor and developer. 

111. MIKE KLEINBERG - A Union leader in Union County. Holds position in Joint 
Council of County wide unions. 

112. JACK KIRSCH - Accountant of DeCavalcante. was formerly with Internal Revenue 
Service. Friend of Gerardo IIJerry" Catena and Carmen 
Battaglia. 

113. PHIL AMARI, True name FILIPPO AMARI, also known as BIG PHIL. Former boss of 
the now DeCavalcante family. Returned to his birthplace 
Ribera, Sicily, Italy. Also cf. McClellan COmmission -
Organized Crime at Pgs. 894, 970. 
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[From U.S. News & World Report, July 23, 1973, "Trends in 
Finance"] 

Borrowing costs. The rise in interest rates on home mortgages 
is going to accelerate, predicts Chairman Thomas R. Bomar of 
the Federal Home Loan Bank Board. He blames the prospect on 
increases now being announced in rates that lending institutions 
pay on savings accounts. In a growing number of States, 
mortgage rates already are crowding up against limits of the 
usury laws. 

Rate rollbacks. At least two commercial banks have been per
suaded by the Nixon Administration to roll back their prime rate 
on loans to big corporations from 8 1/2 per cent to 8 1/4. They 
had attempted to boost that charge to 8 1/2 per cent from 8 as 
other banks moved up to 8 1/4. 

Vanishing securities. In New York City, 16 people have been 
indicted on charges of conspiring to dispose of more than 18 
million iollar1i in stolen or counterfeit securities. In Washington, 
D.C., a Senate investigating committee heard testimony that 5.3 
billion in stolen, lost or missing securities have been recorded by 
just one financial service in the last three year&. 

PROFESSOR BLAKEY: Based on your analysis, 
Mr. Linehan, I wonder if you would give us an 
evaluation generally of the kind of information that 
you got from examining the documents? 

MR. LINEHAN: First of all, before we were al
lowed to have this installation, we frankly didn't 
know this much activity was going on. We had 
heard some things about some people talking about 
the combination or the syndicate or something like 
that, but it would seem to be localized. And we 
discounted a lot of stuff, figuring that somebody 
was bragging to make Brownie points or something. 

In fact, I could kick myself around the corner 
because I was, in the late '50's, offered a diary and 
address book pertaining to the 1928 organized 
crime meeting in Cleveland, Ohio. I examined it for 
a week and thought that it was a nothing and 
turned it back to the person. Since then, I have 
been calling myself all kinds of names. 

PROFESSOR BLAKEY: What I am trying to 
raise with you, Mr. Linehan, is when you read the 
documents, when you read the administrative 
memoranda, or the transcripts, ur the airtels radio
grams, how did you go about evaluating the infor
mation they contained) 

MR LINEHAN: First of all, they will not talk be
fore the general public. They thought they were 
talking among themselves. And when they would 
say something that seemed highly improper, they 
were checked out by other means available. We 
would not have been able to do it other than 
through the devices, and we learned a lot of infor
mation that we didn't know before. 

PROFESSOR BLAKEY: Do I understand what 
you are saying is that while they were being 
operated, the Bureau would listen to the various 
people and attempt to identify them, and then at-

tempt to assess the credibility of various people 
speaking? 

MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: Was an effort made to 

verify some of the factual statements made by the 
people? 

MR. LINEHAN: There was. For example, if we 
heard them say they were going to have a meeting 
Or something of that nature, that something big was 
coming up, we would follow them and find out if 
there was a meeting, and if so how many attended. 
And that burned up manpower because they were 
very surveillance conscious, and we put three cars 
on each one. 

PROFESSOR BLAKEY: Did you find the credi
bility of the subjects being overheard varied? 

MR. LINEHAN: The credibility was very, very 
high. The only thing we had to do was to try to find 
out if somebody was bragging to show his stature or 
make himself be big. DeCavalcante was not that 
type. 

PROFESSOR BLAKEY: For example, did you 
find that DeCavalcante in normal conversation was 
not a bragger? 

MR. LINEHAN: He was not a bragger. In fact, 
my personal opinion is he downgraded his ability. 
When he was first appointed head of the family, he 
had about 30 soldiers. Because as you probably 
know, when the boss of a family dies or is removed 
from an area, all the appointments made by him 
revert to soldiers, and it is up to the new boss com
ing in either to reappoint them or appoint whoever 
he desires. 

PROFESSOR BLAKEY: You said DeCavalcante 
was reliable. What about Angelo Bruno? 

MR. LINEHAN: I believe Angelo Bruno was 
fairly reliable because the information we were 
asked to check out on him came out better than we 
expected. One of the capos, Tony Bananas, was 
flamboyant. We thought he might be less credible. 

PROFESSOR BLAKEY: Could you say the same 
of the other people you overheard? 

MR. LINEHAN: No, I believe the ones that 
DeCavalcante had in his county kept very much ac
cording to the protocol, apparently. The closest one 
to overstepping the line was his blood cousin, 
Bobby Basile, whose true name was OCchipinti. 
And the whole time he was working in New Jersey 
they were looking for him in New York under the 
name of Occhipinti. 

PROFESSOR BLAKEY: So I take it your state
ment about the credibility of the various speakers is 
that some were high and some were low; and that 
over a period of time the Bureau made an effort to 
indicate that credibility. 

MR. LINEHAN: That is right. 
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PROFESSOR BLAKEY: Would you describe for 
us generally the size of the DeCavalcante family as 
indicated by the tapes? 

MR. LINEHAN: The DeCavalcante family was 
originally about 30 men. He had two underbosses. 
One was Majuri in New Jersey, and the other was 
LaSelva in Connecticut. DeCavalcante had an in
terest in Connecticut. 

PROFESSOR BLAKEY: Compared to others, 
was the DeCavalcante family a large one or a small 
one? 

MR. LINEHAN: A small one. It origin·.tHy was 30 
and he had some transfers from New York and I 
don't think it ever reached 50. 

,PROFESSOR BLAKEY: Could you give us a 
general assessment of the strength of the family? 
Was it an important and powerful family? 

MR. LINEHAN: No, it was not, in the sense 
DeCavalcante was not himself a member of the 
Commission, but he stood in well with the more 
powerful bosses. 

PROFESSOR BLAKEY: Could you give us an as
sessment of the size of the illegal operations? Were 
they large? Small? Medium? 

MR. LINEHAN: Do you mean by income or ex
penses? 

PROFESSOR BLAKEY: I really want to ask you 
both. 

MR. LINEHAN: All right. Let's put it this way. 
His principal source of income was probably gam
bling, some shylocking, control of labor unions, and 
he used the labor unions so that the construction 
people, the builders, had an agreement that they 
would pay so much per room to him so that they 
would not be obliged to use union labor at union 
scale. 

PROFESSOR BLAKEY: Would DeCavalcante's 
operations in gambling, shylocking and, say, labor 
corruption be large in comparison, say, to some of 

the New York families? 
MR. LINEHAN: Oh, it wouldn't be compared 

with the New York families, the money they were 
taking out. DeCavalcante said one time, talking to 
Bananas-Bananas said he kept all these people on 
the payroll for yard and a half, which is $150 a 
week. 

PROFESSOR BLAKEY: How large was the 
Gambino family, for example? 

MR. LINEHAN: It is over 500, so far as I heard. 
Carlo is the most powerful one at the present time. 

When Vito Genovese was the boss of bosses, his 
family was the largest. But after Vito died, his fami
ly lost some of theirs due to transfer-Gambino was 
listed as having 1,000 soldiers or members and 
Jerry Catena had 600. Now, Catena is of the old 
Genovese family. Columbo was 200. Tramonti, suc
cessor to the Tommy Luchese family, 115. And the 
Bonanno family is listed as 400. That's the only part 
I would question. 

PROFESSOR BLAKEY: It is my understanding 
you have prepared a chart of the basic families of 
the Cos a Nostra. 

MR. LINEHAN: That is right, sir. 
PROFESSOR BLAKEY: I wonder if you would 

submit it for the record at this time. 
MR. LINEHAN: Yes, sir. It is called, "The Cosa 

Nostra in 1975." It still lists Magaddino as being 
alive. He died a few weeks ago. The Traffi.::ante 
family is listed but they are back in Florida. 

The Giancanna family-as you know, Sam Mo
oney Giancanna was eliminated. 

PROFESSOR BLAKEY: It is my understanding 
that this chart was prepared from material in the 
public record. 

MR. LINEHAN: Yes, sir, it was. 
PROFESSOR BLAKEY: Without objection, it is 

included. 
[The document referred to follows.] 
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MUWAUKEE AREA 
Frank Balistrieri 

SPRINGFIELD AREA 
Frank Zito 

SAN FRANCISCO AREA 
Anthony Lima 

~i'f:\"'f'!l"I')""IW~~~ 

SAN JOSE AREA 
Joseph Cerrito 
~~~:~~~~If~ 

LOS ANGELES AREA 
Nicolo Licata 

DENVER AREA 
Joseph Spinuzzi 
'<:!\I.~'m-""~ 

GIANCANA FAMILY 
Anthony Accardo 

Paul De Lucia 
(Acting Bosses) 

KANSAS CITY AREA 
. Nicholas Ci vella 

.... ili!);"!";~tntl'ftlllli\1~'I" ... ~~ 

MAGADDINO FAMILY 
Stefano Magaddino (deceased) 

~.;.~~!£I~'i:7J'7~~11~~qfS1~~~~~F.1Wf~~ 

ZERILLI FAMILY 
Joseph Zerilli 

M.'lRCELLO FAMILY 
Carlos Marcello 

TRAFFICANTE FAUILY 

PATRIARCA FA}IILY 
Raymond Patriarca 

""~il:;.':.~!rl.(l'tll~T"·!""·'~!~ 

. .rl~;'=:~1~:~~e~ 
, LUCHESE FAMILY 

Carmine Tramunti 
~'",:",,:~m'l"1~~~!lI\'(/l~SlIlm! 

GAMBINO FAMILY 
Carlo Gambino 

"T~1'fitll')1\""~I~!Il!'!l~!M!I 

GENOVESE FAMILY 
Gerardo Catena 

COLOMBO FAMILY 
.Joseph Colombo, Sr. 
Abbatemarco, Anthony 

(Active Boss) 

~~I&,!~'J.g~~Ii,~~~~~~ 

DE CAVALCANTE FAMILY 
Stmone Rizzo De Cavalcante 

't~>"")·:'!"~~~:r~I·~~mlt~m:.~t'lt",.t1~~ 

BRUNO FAMILY 

ST. LOUIS AREA 
Anthony Giordano 

":f,:?':"" '~''i,~Nrlt:'~I!J:tA~~m'lillmm 

Louis Santo Trafficante, Jr. 
"'fl/, .. ::··;···~'··"'n1l'!'1'rl:l!lI).'!K'I7.;m~WUf1I\~~ 

UPSTATE PENNA. AREA 
Russell Buffalino 

"'ti"l""';n't~:;r''';l'1~!Ii\'li!ir.Ymr.'l~!l'JlR 

LA COSo" NOSTRA: 1975 





PROFESSOR BLAKEY: You testified, Mr. 
Linehan, that the size and strength of the DeCaval
cante family was small compared to the size of the 
other families. 

MR. LINEHAN: Yes. The size was 40, and when 
he took over the family in 1964 he had 30. So to 
my knowledge he did not make any people. 

PROFESSOR BLAKEY: Would it be possible, 
then, to infer from the tapes of the DeCavalcante 
family alone what the size and scope of the illegal 
activities of other Cosa Nostra families were? 

MR. LINEHAN: If you want to project it, yes. 
For example, Carlo Gambino-

PROFESSOR BLAKEY: No, what I am getting at 
is that it has been suggested in some quarters that 
the picture you are painting of the DeCavalcante 
family is not terribly impressive, and the inference 
that has been drawn is that if the tapes are accurate 
the illegal activities of some of the other families 
are probably not terribly impressive either. 

Would you comment on that? 
MR. LINEHAN: I would not agree with that 

statement at all. The Gambino family has interests 
in a number of various ways. DeCavalcante, as I 
have said, was engaged in gambling but not to the 
same extent as some of the other families were. The 
Genovese family and Gambino family ran big 
operations. DeCavalcante ran what you'd call 
penny ante gambling compared to those because he 
allowed some of his people to take gambling debts 
on jobs they controlled but he was leery of gam
bling because he had lost money in or~ of the gam
bling games and the pay-off didn't payoff as far as 
he was concerned. He was closed down before he 
got the money back. 

PROFESSOR BLAKEY: I am referring to the ar
ticle by Murray Kempton that appeared in the New 
York Review of Books, September 11, 1969, enti
tled, "Crime Does Not Pay," in which the theme is 
developed that the popular literature on organized 
crime, indicating its size and strength and im
portance in the criminal area, just simply was not 
borne out by what was read in these tapes. When I 
asked you to comment whether you thought you 
could infer the size and strength of organized crime 
from the DeCavalcante tapes, whether that would 
be a proper inference. 

MR. LINEHAN: No, I would disagree with that. 
The organized crime bosses, particularly those who 
were members of the Commission-they were ap
pointed to the Commission because of the fact that 
they were powerful, had numbers of men, and they 
were powerful financially. I have seen it reported in 
the press a number of times that Gambino is worth 
over $1 million. 

One thing that has always been puzzling 
here-and I don't know if anybody knows the 
answer-when somebody dies, the estate very sel
dom goes to prvbate. Someone always takes over 
the following day as though they had been willed it 
before they got it. 

PROFESSOR BLAKEY: Mr. Linehan, the public 
record indicates that the FBI also had electronic 
surveillance on a number of other so-called figures 
of organized crime in other cities. For example, 
there is an indication that Patriarca in New England 
was subjected to surveillance; Zicarelli in New Jer
sey was subject to surveillance; Zerilli in Detroit 
was subjected to surveillance; Aldoresio in Chicago 
was subjected to surveillance; Magaddino in Buf
falo was subjected to surveillance. 

During the course of your activity with reference 
to organized crime in New Jersey, did you have ac
cess to information that came from electronic sur
veillance of these others? 

MR. LINEHAN: Yes, but not with all the ones 
you mentioned. If something came up with 
reference to Aldoresio that would be pertinent to 
us, it would be sent to us, but we were much more 
conversant with the ones in the New York area. 

PROFESSOR BLAKEY: Let me direct your at
tention now not to the size or strength or nature of 
the activities indicated by the transcripts, but rather 
the nature of the organization itself, its division into 
bosses, underbosses, capos and soldiers. 

Did you find that kind of information present in 
DeCava1cante tapes was confirmed by the surveil
lance conducted of the others? 

MR. LINEHAN: Yes. They had that Borgata 
(family) stn .. 'ture principally for insulation so the 
authorities very seldom could reach above the capo 
in order to get any prosecution. 

PROFESSOR BLAKEY: Mr. Linehan, at the 
early part of the document that you have submitted 
for the record, you quote the former Director of 
the FBI as indicating in 1966-1 quote from your 
document now, page 2-"1. Edgar Hoover told a 
House of Representatives Appropriations Commit
tee: 'The Cosa Nostra is the largest organization of 
the criminal underworld in this country, very cIose~ 
ly organized and strictly disciplined.' " 

Nevertheless, in 1962 the Director of the Federal 
Bureau of Investigation in the FBI Law Enforce
ment Bulletin observed: "No single individual or 
coalil.lon of racketeers dominates organized crime 
across the nation." 

How would you account for that difference in 
perception of the nature of organized crime from 
1962 to 1965? 

MR. LlNEHAN: Basically it was due to 
ignorance and lack of any information definitely 
establishing that. 
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PROFESSOR BLAKEY: Is it your testimony that 
the FBI did not know there was a Cosa Nostra in 
1962, or at least it was not generally known within 
the Bureau that there was a Cosa Nostra in 1962 
when the Director made this statement? 

MR. LINEHAN: In 1962 for the first time we 
learned of La Cosa Nostra, and that was through 
the installation of the device you referred to previ
ously in the Bruno family. And that is set forth in 
this report. I think it is set forth on page 7, Mr. 
Blakey. "There is an organization called Cosa Nos
tra. " 

But I'd like to point out when we first heard it, 
we thought it was La C-a-u-s-a Nostra because the 
one talking had an accent which sounded more like 
a broad A. And in the evaluation at that time, we 
were trying to find out just what it was. A lot of the 
writers subsequently have said we knew nothing 
about this until Valachi testified. Valachi just said 
there was no Mafia. 

PROFESSOR BLAKEY: It has been suggested in 
an article by Tom Wicker in the New York Times 
Magazine, December 1969, that the change in posi
tion by the former Director was related to a desire 
to-and I am paraphrasing-have a substitute Com
munist menace, that is, a Mafia menace that he 
could take up to Congress and obtain high ap
propriations. I think that is a fair characterization. 

Based on your experience in the Bureau, was 
there any truth to that? 

MR. LINEHAN: I would say not. At that time we 
were busy enough on regular crime, and when we 
started on organized crime we had very few agents 
until we started showing productiveness. 

But these transcripts and these other devices that 
have been made public should clearly indicate that 
these people were talking about what they were 
planning and what they were going to do, and the 
amount of money they were taking in illegally 
throughout the country. 

Even if we discount it by saying they are bragging 
about their money, we cannot go along and say this 
was a specter set up by J. Edgar Hoover. Because 
these people were in business long before we knew 
about it. And they were organized. 

Up until that particular time it was my impres
sion, and probably the impression of some of the 
others working for them, that we had local groups, 
and it was a friendship basis and not an organized 
basis. 

PROFESSOR BLAKEY: Mr. Linehan, Dwight C. 
Smith in his recent book, The Mafia Mystique, 
discusses this question of where the notions of 
"Mafia" and "Cosa Nostra" come from and 
describes their history and development. I am now 
quoting from page 296. 

"The difference in 1960 came from a combina
tion of a series of intercepted conversations from 
DeCavalcante's office and a theoretical formulation 
of La Cosa Nostra the President's Crime Commis
sion introduced earlier. They gave a substance to 
the Mafia that had been missing earlier. But how 
reliable was the evidence? Under close examina
tion, it offers little more than earlier probes. " 

[Material omitted.] 
"When examined, however, their revelations 

were often ambiguous." 
[Material omitted.] 
"Boasting, lies, and manipulative statements for 

effect all stemmed from the same base as did state
ments of the facts and truth. In the interpretation of 
them, summaries or summaries of summaries, obvi
ously depending on third-party interpretations, had 
to be based on what the primary listener expected 
to hear." 

I take it t~e thrust of Mr. Smith's point was that 
the FBI, far from learning something from these 
devices, was confirming a theory that it already 
had. 

Does your examination of these materials in
dicate that was true? 

MR. LINEHAN: It indicates that that statement 
is completely false, without any basis whatsoever. 

PROFESSOR BLAKEY: Directing your attention 
now to the airtels and logs before you of 2-11-62-

MR. LINEHAN: Yes, sir. 
PROFESSOR BLAKEY: -would you point out 

for the Commission and explain for us the material 
in reference to "Causa Nostra" and "Cosa Nos
tra"? 

MR. LINEHAN: The conversation on that date 
took place between Bruno, Ignatius Denaro or 
Gnatz, and DeCavalcante, who was described as a 
gambler. The bulk of the conversation was in En
glish. At times, the conversation was carried on in a 
highly excitable fashion, resulting in the inability of 
transcribers to determine exactly what was said. It 
should be noted that both Angelo Bruno and 
DeCava1cante spoke primarily in English. 

PROFESSOR BLAKEY: The part I am referring 
to, I believe, Mr. Linehan, is marked with a paper 
clip, and I am referring to the administrative memo. 

MR. LINEHAN: The administrative memo? 
PROFESSOR BLAKEY: Will you turn to the one 

on the Cosa Nostra and we will just read that one 
passage. 

[Discussion off the record.] 
PROFESSOR BLAKEY: Directing your attention 

back, Mr. Linehan, to the administrative memoran
dum dealing with the conversation of 2-11-62. 

MR. LINEHAN: Right. 
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PROFESSOR BLAKEY: Would you read for the 
reporter the material dealing with Special Agent 
Hagerty's interpretation of the conversation? 

MR. LINEHAN: He, in reviewing this tape and 
the transcript, says: 

"Unknown phraseology is utilized by members of 
the Philadelphia Italian family in the above-men
tioned matters, namely: 

"1. Use of the term C-a-u-s-a Nostra, which 
refers to matters of importance to the family." 

PROFESSOR BLAKEY: Let's stop right there. 
This is as of 2-11-62? 

MR. LINEHAN: That's 2-11-62. 
PROFESSOR BLAKEY: Is that interpretation of 

the tape correct? 
MR. LINEHAN: It is correct except for the 

spelling of tht: one word. 
PRO:---;'SSOR BLAKEY: No, what I am referring 

to is Special Agent Hagerty there identifies matters 
relating to the family as Causa Nostra. 

MR. LINEHAN: That is correct. It is correct. 
PROFESSOR BLAKEY: So his interpn,tation is 

correct? 
MR. LINEHAN: His interpretation was correct at 

that time. The Cos a Nostra was of concern to the 
members of the family. 

PROFESSOR BLAKEY: Was it also the name, 
Cosa Nostra? 

MR. LINEHAN: No, it was, but his interpretation 
seems to indicate it only as the family. He refers 
only to "the family," not referring to all the fami
lies, but in a later interpretation they referred to 
each one of the families, so it became La Cosa Nos
tra, C-o-s-a. 

Second was the use of the word "amico nostro," 
as a term reflecting membership in the family or the 
organization. 

That interpretation was entirely correct and has 
been supported and developed further throug.h the 
years. 

Third, the use of the word "udienza." This he in
terpreted as being an audience, and was more or 
less a discussion of a soldier in the family with his 
immediate boss, so it is an audience in that particu
lar sense. 

He explains it as, "Amico nostro is discussing the 
matter." 

He then says that Angelo Bruno was the 
caporegima in the Philadelphia area. 

PROFESSOR BLAKEY: Is that a correct in
terpretation? 

MR. LINEHAN: It is not a correct interpretation. 
Angelo Bruno was the boss of the family, and in the 
structure of the family the boss is separated from 
the caporegima by the underboss. So the boss can 
give a suggestion to the underboss. He, in turn, 

gives it to the caporegima who will pass it on to the 
soldier. 

PROFESSOR BLAKEY: If I understand you cor
rectly, Mr. Linehan, your analysis of these materials 
indicates the Bureau agent's interpretations were in 
error? 

MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: That as you listened 

over a longer period of time, your understanding, 
far from showing, as Mr. Smith indicates in his 
book-you didn't go in to verify a theory. You went 
in and looked on a case-by-case basis and came up 
initially with some erroneous theories, and only 
after a considerable period of time did you only 
carefully identify what the materials the materials 
really were. 

MR. LINEHAN: That is correct. We had to 
change our spelling and structure of our set-up. 

PROFESSOR BLAKEY: You previously in
dicated, Mr. Linehan, that portions of these tapes 
were originally spoken in a foreign language? 

MR. LINEHAN: That is right. 
PROFESSOR BLAKEY: And had to be trans

lated. 
MR. LINEHAN: They were translated by either 

Italian-speaking agents or individuals who took 
Italian courses. 

We had the situation sometimes in which the 
Italian-speaking agent might not understand the 
Sicilian dialect used, and he'd have to ask a person 
familiar with Sicilian. 

PROFESSOR BLAKEY: Did it ever happen that 
no Italian-speaking agent was listening and the 
Italian parts were lost? 

MR. LINEHAN: Yes. This is the human element. 
Somebody would say, "They spoke in a foreign lan
guage. Couldn't read it. No value." 

They'd dismiss it because they couldn't un
derstand it and would not appeal for help. 

PROFESSOR BLAKEY: Our record already in
dicates a study was conducted of 12 or 13 of these 
devices and some were indicated to have been not 
productive. 

Would they perhaps have been not productive in 
part because of this human factor you indicated? 

MR. LINEHAN: I would say quite likely, and. 
also possibly the possibility some people like to 
work 8:00 to 5:00, or something like that. 

PROFESSOR BLAKEY: Let me ask you one 
final question. 

We have testimony in the record by the former 
Attorney General Ramsey Clark that this surveil
lance obtained no convictions, and therefore he felt 
that it was unproductive. He also indicated that he 
felt it was unproductive in the sense of obtaining 
criminal intelligence. 
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I wonder if your study and your evaluation of the 
documents would indicate that they were un
productive from the point of view of criminal intel
ligence? 

MR. LINEHAN: From the point of view of 
criminal intelligence they were invaluable because 
they gave us an indication as to what was going on 
not only in our area but in other areas. We were the 
only ones to have any information about the skims, 
for example, the fact that they were taking money 
off the top in Las Vegas. That was done in the early 
1960's. And we got in New Jersey as a result of this 

device-not only this device but other devices. 
PROFFESSOR BLAKEY: Thank you, Mr. 

Linehan. 
Without objection, I would like to enter in the 

record at this time selected excerpts from the 
public record indicating the Department of 
Justice's policy on wiretapping and electronic sur
veillance from 1928 to 1968, just prior to the 
statute, and note that it indicates the general legal 
theory under which this surveillance WaS con
ducted. 

[The document referred to follows.] 
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FEDERAL POLICY 1928-1965 

SELECTED DOCUMENTS FRoM THE 
PUBLIC RECORD 

In 1928, after Olmstead v. United States, 277 U.S. 438 (I 928), the legal 
,tal liS of wiretapping was easily summed up: it was neither unconstitutional 
nm a foderal crime, and evidence obtained by it was admissible in fodoral 
ClllIIIS. Sec, e.g., Foley v. United States, 64 F.2d 1 (5th Cir.), cerl. delli,d, 
2~'! U.S. 762 (1933). This position was, however, reversed but ten years 
1,lcr in the Nardone decisions, 302 U.S. 379 (1937) and 308 U.S. 338 
(1~3K), in which the Supreme Courl, despite legislative history indicating 
Ihat the "bill ... does not change existing law," 7H CONGo REC. 10313 
(1'134), construed Section 605 of the Federal Communications Act of 
IY34, 48 Stat. l!O3 (1934), 47 U,S.C. § 60S (1957) to make wire
\;'rping a federal crime, and its fruit inadmissible in federal courts. It was in 
Ihis SOiling that then Attorney General Robert H. Jackson, on March 13, 
1 \).\0, issued the following statement: 

Upon the recommendation of Director J. Edgar Hoover of the Federal 
Ilureau of Investigation, Attorney General Robert H. Jackson today issued 
Ihe following order: 

"As of this date the provision of the manual governing the operations of 
Ihe Fodoral Bureau of 1 nvestigation, which was adopted in ! 931 on order of 
tho AlIllrney General, and which reads as follows, is superseded: 

" 'Wire tapping: Telephone or telegraph wires shall not be tapped unless 
prior authorization of the Director of the Burea'i has been secured.' " 

In its place and stead there is hereby reinstated the provision of the 
manual which prevailed until 1931: 

"Unethical tactics: Wire tapping, entrapment, or the use of any other 
improper, illegal, or unethical tactics in procuring information in connection 
with investigating activity will not be tolerated by the Bureau." 

Thore will further issue to all United States attorneys and attorneys of the 
Department of Justice orders directing ,hat no case originating in or invest i
~atod by any other department of the Government be presented to grand 
jury or otherwise prosecuted in which it appears that the case has been 
developed in whale or in part as the result of wire tapping after April I, 
I ~411. Any case so developed shall be called to the attention of the Assistant 
Attorney General in charge of the Division and shall not be presented except 
UJ'110 special direction of the Attorney General. 

This action is required in order that the rules governing the Federal 
Bureau of In'vestigation shall conform to the dccisions of the Supreme Court 
in recent cases, which have held interception and divulg.encc of any wire 
communication to be forbidden by the terms of the Communication, Act of 
1934. These decisions have in effect overruled the contentions of the Deparl
mentthnt it might use wire tapping in its crime-suppression elTorts. 

Charges of viOlation of several Federal laws, such as the ineome-ta~ laws, 
narcotic law, mail-fraud statute, and alcohol-tax law, arc not investigated hy 
the Federtll Bureau of Investigation but by other departments of the Gov
ernment. These agencies arc not bound by this rule of the Attorney General. 
But all their cases arc presented 10 grand juries and courl, by Dcparllnent of 
Justice attorneys. Cases, wherever originating, must, under this rule. he free 
01 illegality on Ihe part of the Government if they arc to be· presented to 
courts under the sponsorship of the Department of Justice. From the time 
of its reorganization [in 1924J under Attorney Genernl Stone until 1931 the 
practice of wire tapping was not authorized in the Bureau of Investigation. 
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In 1931 the Department of Justice had two investigative forces. the Federal 
Bureau of Investigation. in which wire tapping was probibited. and the 
Prohibition Enforcement Bureau, in which wire tapping was rcsorted to. In 
1931 Attorney General Mitchell was confronted with the ineon~i~tency of 
the two practices and stated to a House Appropriations Committee as 
fQllows: 

''The present condition in the Department cannot continue. We canmlt 
have one bureau in which. wire tapping is allowed and another in which it i~ 

prohibited. The same regulations must apply to all. •• I think I 
shoUld give a direction applicable to all bureaus and divisions in the Depart
ment that no tapping of wires should be permitted to any agent of the 
Department without the personal direction of the chief of the bureau 
involved after consultation with the Assistant Attorney General in charge 
of the case Something, of course, can be said in favor of permitting the tap
ping of wires when efforts are being made to detect the perpetrator, of hoi
nous offenses or to apprehend and bring to punishment de~perate gangs of 
criminals. In such cases the criminals arc usually equipped with nil modern 
scientific inventions such as the radio, the telephone, and the automobile. 
and the Government is at a considerable disadvantage in any .event in dL'al
ing with them." 

Thereafter the rules were amended to permit wire tapping by the Federal 
Bureau of Investigation in the discretion of the Director. 

I am informed by the Director that this· authority has been very little 
u"'d and only in cases of extreme import.1nee; that without the u.'e nf wire 
tapping several kidnapping cases would not have been snlved: and thm wire 
tapping has never been used in minor cases nor on Members of Congres~, or 

ollidals, or any citizen except where charge of a grave crime had been 
hklged against him. 

In view of the widespread charges of indiscriminate wire tapping. it is 
only fair to Mr. Hoover to state that the records of this Department show 
that on two occasions he has advised strongly against extension of wire tap
ping. In March 1939 he advised this D.epartment to oppose a bill pending 
in ('ongress to legalize wire tapping, and stated his view as follows: 

"While I concede that the telephone tap is from time to time of limited 
,.Iue in the criminal investigative field, J frankly and sincerely believe that 
,I a statute of this kind were cnacted the abuses arising therefrom would far 
nUlwdgh lhl! value which might accrue to law enforcement as a whole," 

lIpo" another occasion he advised this Department against trying to 
""t;oill in the Supreme Court the practice of wire turping. 

Notwithstanding it will handic,\p the Federal Bureau of Investigation in 
""I\'ing ,ome extremely serious C'lses, it is believed by the Attorney General 
allJ the Director of tho Burcllu 'hnt the discredit and suspicion 01 the law
enfnrcing branch which arises f (am the occasional UKe of wire tapl,jng more 
th:on nlTsets the good which i, likely to COme to it. We have therefore com
pletely ubnndoneu the practicl .s to the Department of Justice. 

In a limited class of cases, such as kidnaping. extortion. :ond raCketeering, 
"here the lolephone is the usual means of conveying lhrcats and informa
tillll. it is the opinion of the present Attorney General. as it w", of Allorney 
Coenernl Mitchell. that wire tapping shOUld be authorized IInd';r some ap
propriate safeguard. Under the existing state of law ond decis'nns. this cnn
nnt he done unless Congress sees fit to modify the existing statutes. 

(86 CONG, REC. App. 1471-72 (1940» 
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No:valheless, Ihe Jackson order was sharI lived. Presidenl rmnklin D. 
R,>,,\cl'o:iI, in a contidcntinl memorandum, dated May 21. I <J4\). instructed 
Ihl! Atlnrncy (i.,mcml in thc$-: terms: 

---
I have agreed with the broad purpose of the Supreme Coun decision 

r<l.lling 10 wiretapping in investigalions. The Coun is uOlluubledly sound in 
r<~anl 10 the use ot evidence sccured over lapped wires in the prosceulion o[ 
cililens in criminal cases and is also righl in its opinion Ihal under onlinary 
dnd normal circumstances wiretapping by Govf!rnmcnt HgCl1ts ~hllllh..l nol 
N c'lfried on [or lhe excellent reuson tlmt it is almllsl bOll",1 10 lead In lIbu,e 
"f ell il rights. 

Iluwever. I am convinced lhat the Supreme Courl never intended lIny 
diclUIl\ in Ihe parlieular case which iL dccided 10 upl'ly 10 grave muliers 
in,ulving Ihe defense of Ihe nalion. 

11 h, ul" coursc:, well knuwn thul certain other mniuns lmvc been cngng~d 
in Ihe organizaLion of propaganda of so·called "fifth columns" in olher 
counlries and in prep"ralion tor sabotage as well as aclual sabolage. 

11 is too late to do anything about it after sabotage, n,~ns,inn\itm ant! 'filth 
column' activitics arc completed. 

You are, theretore. authorized and directed in such ca~es as you mal' 
approve. after investigation of the neet! in each case. to a"thmil,e lhe lICCO" 

snry invesLignting agcnl, that they arc at liberty to sccure inCormalion by 
listening devices directed to the conversation or other communicOl;ons ,,( 
persons S"'peCled of subversive activities against the Government or the 
United States, including suspect!:d spies. You nrc re(IUcslcd f"rlhern,,>re til 
limit Ihc~c invcstigntions so conducted to a minimum :mu to limit thcm in!o.u~ 
tar as possible 10 aliens. 

(N. Y. Times, June 19, 1967, p. 22, col. 2) 

In March 1941, in a leUcr to Congress urging adoption of wiretapping 
legislation, Jackson then announced that the "only ptTen,e undor Ihe pre,onl 
law ISection 6051 is to intercept any communication nnd divulge Or publo-h 
... lill. Any person. wilh nO risk of penalty. mny Inp tclephone wires •.. 
and act upnn what he hears or make any usc of it that docs not in\,oh'e 
diVUlging. or publieution." To Amend the WirelUpping Laws. IIr"rill~.\ 
beforr Subcommillee No.1 of the HOllse Commi/trr rl/l tM Jurli';"r), /11/ 

H.I? 2266 lind H.R. 3099, 77 Cong .• 1st Sm. III ('941). 
The Roosevelt memorandum. ami" Jackson's revised intcrprelalion of 

Section 60S. remained the foundalion of federnl pnlcticc until Tom C. 
Chlrk became Atlorney Generu' in 1945. Mr. Clark sought the uuthurit, 
of President Hurry S. Truman 10 ex lend the powcr of interception in Ihese 
terms: . 

"Under dale of May 21. 1940, President Franklin D. Roosevell, in a 
memorandum, addressed to Atlorney General Jackson. said: 

H 'You arc~ therefore. authorized and directed in such COISCS US n'U 01:1\' 

approve. afler invcstigalion of the need in cnch casco to authori7C tl;e note;· 
sary investij!.aling agents Ihat they arc at Iiborly 10 secure infnrmalinn 1>)' 

lislening devices direcled til the conversations Or olher communications 01 
persons suspected of subversive activities against lhe Government of the 
Uniled States. including suspected spies.' 
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"This directive was followed by Attorneys General Jnchon nnli Riddle. 
nnd is being followcd currenlly in this dcpnrlment. I considcr it npproprillle. 
hOIVever. to bring the subject to your attention lIt tht< lime. 

"It seems to me that in the present troubled period in internntionnlntTnirs. 
llccompunicc.l u!\ it is by un incrcnsc in ~ubvcrsivc activity here at hnl11l!. it i~ 
as necessary as it was in 1940 to take the investigative measures referred to 
in President Roosevelt's memorandum. At the same time, the country is 
threatened by a very substnntial increase in crime. While J am relucl.,nt to 
>ll~gest any use whotever of these special investigative measure~ in domestic 
c:tses, it seems to me imperative to usd them in cases vitally affecting the 
dumestie security, or where human life is in jeopardy. 

"As so modified, I believe the outstanding directive should be continued 
In f!\rce. If you concur in this policy, I should appreciate it if you would so 
indicnte at the (oat of this letter. 

"'n my opinion, the measures proposed are within the authority of law, 
and I h:tv. in the files of the department materials indicating to me that 
my two roccnt predecessors as Attorney General would concur in.this view." 

(N.Y. Times, June 19, 1967, p. 22, col. 2) 

Mr. Truman added his "I concur" on July 17, 1947. This exten',lOn, 
however, WIIS not mnde public. In a press release, dated March 31, 1)49, 
Allllrncy General Clark stated: "There has been no new policy or procedure 
.ince the initial policy was stated by President Roosevelt, and this has con
I;nued to be the department's policy whenever the security of the nation is 
in\'olved." N. Y. Times, June 19, 1967. p. 22, col. 7. 

The Supreme Court dedded three cases during this period and afterward 
dealing with electronic surveillance techniques other than Wiretapping. In 
Guldman v. United States, 316 U.S. 129 (1942), the Court held that 
microphone surveillance accomplished without a physical trespass into a 
con'titutionally protected area was not unconstitutional. In Irvine v. Cali
furnia, 347 U. S. 128 (1954), and Silverman v. United States, 365 U.S. 505 
(f % I ), the Court decided that such surveillance accomplished by' such a 
trespass violated the Fourth Amendment. At this time, the Department of 
Just;ce had no publicly Slated policy in Ihis area. Its pol:i.cy, at 
least in one area, was as follows: 

May :ZO, 1954 "eONPlDENlIAL" . 

To: Director '.. 
From: The Attorney General 
Subj: Microphone Sur\>cIlIanoe 

-The recent dceislon 'of the Supreme Court entlUed 
Irvine v. Calif. 347 US 128, denouncing the use of 
microphone mttvo!Ilance. by city police In " gambllng 
case makes appropriate a ",appraisal of tho use which 
may be made.in tho fut1u:e by tho Feden.l Bureau of 
Investigation of microphone lIIIrVe!llan"" In conneetion 
with· InILIIcn relating to the Internal security of tho 
country. . . . . 

It Is clear that In SOllie instance. the use of mlcrophono 
lIIIrVeiIlanco Is the only po!Slble way of nncovering the 
activities of espionage agents, possible sabolcur3, and 
subvcnive penIOo .. In such 1nstaocc:J I am of tho opinion 
that the natiODa! Interest requires [that) microphone sur
",,!Ilanco be utili:z.ed by the Federal Bureau of investiga
tion. This UJe need not be 1lmlted to the development of 
ovldenoe for pro$OC1lIion. :no FIll baa an lnldligenoe 
function In ~ wiIh IutcrnoI ooc:urIty marten 
oquaJly u Important u the duty of deveIo~ cvldcooe 
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for presentation' to the courts and the national security 
requir6 that the FBI be able to u.st microphone survcll~ 
lance for the proper discharge of both of such functions. 
The Departtnent of 1ustice approv::s "the use of micro
phone surveillance by the FBI under these circumstances 
and for these purposes. I do not consider that the decision 
of the Supreme Court in Irvine v. CalifornIa requires a 
different course. That tase is really distinguishable on its 
facts. The language of the Court, however, indlcates 
certain USes of tnicropnones wb1ch it would be well to 
avoid, if possible, even in internal security investigations. 
It is quite clear that in the Irvine. case the Justices of 
the Supreme Court were outIjlged by what they regarded 
as the indecency of installiag a microphone in a bedroom.. 
They denounced the utilization of sucb methods of iD
vestig~tion in a gambling case as shOCking. The Coun1s 
action is a clear indication of the need for discretion and 
intelligent restraint in the use of microphones by the FBI 
in all cases, includmg intemal security matters. ObviousJy, 
the mstallation of a microphone in a bedroom or in some 
comparably intimate location should be avoided wherever 
po$S1"ble~ It may appear, however, that if important in ... 
telUgence or evidence relatiog to matters connected with 
tho national security enn only be obtained by tho installa
tion of Ia microphone in such. a location Dnd under such1 
circumstances the installatioD is proper and is Dot pro-
hibited by the Supreme Court's decision in the Irvine. case. 

Previous interpretations which have been furnished to 
you as to what mllY constitute a ttespass in the installation 
of microphones, suggest that the views expressed ha.ve 
been tentative in nature and have attempted to predict the 
course which courts would follow rathor than reflect the 
present ~te of the law .. It is reaUzed that not infrequenUy 
the question of trespass arises in coI:nection with the 
installation o{ a .m~ophone. The question of whether 
a trespass is actually involved and the suond question 
of the effect of such a trespass uPon. the admissibility in 
Court of the evidence thus obtaioedJ must necessarily be 
resolved according to the circumstances of each case, The 
Department in resolving the probJems which may arise 
in connection with .the usc of micropbone surveillance 
will review the circumstanccs. of each. case in the light 
of the practical necessities of investigation and of the 
national interest which. ID4:t be protected. It is my opLnion 
that the Depanment shOUld adopt that interpretation 
which will pennit microphone coverage by thc FBI in 
a IIUUlDer most conducive to our national intereSt. I 
n:cognize that for tho FBI to fuIfiU its imj>Ortant intelli
gence futlctio~ considerations of inlemal security and the. 
national safety arc paramount, and therefore. may compel 
the unrestricted use of the. tecbnique. in the national interest.. 

(Investigating the FBI [edited by 

~~7~~9tcI~7~5 S. Gillers~pp. 

Nevertheless, this position did not 
Oc"ume public untit the Supreme tourt requested such a slatement in Bluck. 
''. United Stales, No. 1029, Oct. Term 1965, a case in which' the Sulicilor 
fien"",) acknowledged lhal unlawful microphone surveillance had heen 
cmpluycll. Following is the ,t"lement of the Department's policy: 
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2. No specific stotute or executive order was relied upon in the installa
linn of the listening device in question. Under 5 U.S.C. 300, the Attorney 
"<11",,,1 has the authority to appoint officials for the detection and prosecu
til1l1 "f crimes against the United Stutes, In carrying OUt this responsihility, 
Attorneys General have delegnted to the DirectPr of the Federal Burcau of 
Investigation the duty to gather intelligence, to investigate violations of fed
erail.IV., and to collect evidence in cases in which the United Stotes is or 
rna> be u purty. Sec 28 C.P.R. § 0.85 (1966 rev.). 

An exceplion to the general delegation of authority has been prc,cribed, 
since 1940, for Ihe inlerception of wire communications, which (in addition 
to being limited to matters involving national security or danger 10 hllman 
life) has required ·the specific authorization of the Attorney General in each 
instance, No similar procedure existed until 1965 wilh respect to the lise of 
devices such as those involved in the instant case, although records of oral 
and written communications within the Department of Justice renect con
cern by Attorneys General and the Director of the Federal Bureau of InveM
igation thai the lise of Iislening devices by agents of the government should 
be eonlined til a strictly limited calegory of situations, Under Departmental 
practice in clTcet (or a period of ycnrs prior to i963, alld continuin)!. into 
1965, the Director of the Federal Bureau of Invesligation was given alllllllf
ity to approve the installation of devices such as that in question for intelli· 
gence < and not evidentiary) purposes when required in the interest II( 

internal security or national safcty, including organized crime, kidnapping' 
and matlers wherein human life might be at stake. Acting on the basis of 
the aforementioned Departmental authorization, the Director approved 
installation of the device involved in the instant c~se. 

Present Departmental practice, adopted in July 1965 in conformily "'ith 
the policies declared by the President on June 3D, 1965, for Ihe cntirc fed
eral eslablishment, prohibits the use of such listening devices <as well as Ihe 
interception of telephone and other wire communications) in all instances 
other than those involving the collection of intelligence affccting the nalional 
security. The specific authorization of the Attorney General must be ob· 
tained in each instance when this exception is invoked, 

(Black v, United States, No. 1029, Oct. Term 1965, Supplemental 
Memorandum for the United States, pp. 2-4,) 

The policy of the Department was further explained to the Court in 
Schipani v, United States, No, 504, Oct. Term 1966, in these terms! (foot

notes omitted) 

4, In view of this Court's supervisory role in the federal judiciul syslem. 
the Department of Justice believes it appropriate 10 appraise the Court Ilf it, 

,poticy in regard 10 electronic surveillance of the kind here involved. Pre,cnl 
governmenlal practice, adopted in July 1965 in conformity with the policy' 
declured by the President on June 30, 1965, for the entire federal eSlahti,h· 
ment, prohibits such electronic surveillance in all instances e~cept th",e 
involving the collection of intelligence with respect to matlers alr"Clin~ 
nutionul security. Such intelligence data will not be made availahle (m 
proseculorial purposos, and the specific authorization of the Attorney (icn-
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cral must be obtained in each instance when the national security exception 
j, 5"ught to be invoked." 

R~c"c"iling its obligation not to usc evidence obtained in violation of a 
ddon~ant's protected righls in any criminal prosecution, the Department 
h,,~ initiated n program to discover prior instances in which this may have 
Il<:<:urrod. An extensive review is presently being conducted in order to 
ddermine the instances in which there might h~ve been monitoring affecting 
u cuse which has been brought to Iriul.' Reports of the results 01 Ihis con
tinuing rev.lew are being senl to the Acting Attorney Generul. Similarly, a 
c:.rdul review o( pending and prospective prosecutions is being conducted 
by the Department for the purpose of delccmining what other cases might 
r:IIllVithin this cut.gory. This will necessarily be a time-consuming process 
but will be diligently pursued to completion. The government will promptly 
nulify Ihe nppropriute court when any material discovery is made." 

(Schipani v. United States, No. 504 Oct. Term 1966, 
Supplemental Memorandum (or the United Stutes, pp. 4-5.) 

Finally, on lune 16, 1967, Attorney General Ramsey Clark issued the 
!"lIowing policy statement: 

omce o( the Attorney General 
Washington, D.C., June 16, 1967 

M~m()rllndum to the Heads of Execulive Departments and Agencies 
Rc: Wireltlpping and Electronic Eavesdropping 

h is essential that all agencies having any responsibility for law enforce
m<nl h\l;e ~Ieps to make certllin that electronic and fi' !,ted devices designed 
to intercep.t, overhear or record private verbal communications be subject to 
ti~ht administrative control to assure that they will not be \1sed in a manner 
"'hkh is illegnl and that even legal use of such devices will be strictly con
trulk~. In order further to assist you to achieve these ends, the [ollowing 
!Uk. have been formulated. 

l. Prohibition against Usc of Mechanical or Electronic Devices to Intcrcept, 
Overhear or Record Conversntions 

A. Prohibition against Interception of Telephone Conversation~. 
I. Section 605 o( the Communications Act (Title 47, U.S.C. ~ 605) pro

hibits the interception and divulgence or usc of telephone communications 
and is applicable \0 federal law enforcement agents. 

l. A 1IIC:l1IorullrJull' ur tha: Acting Attorney General of Novcmhcr 3, 1966, :uhJrclscLi 
1n .11 United SIOlles Atturne)''S, 'Sull1mi'lri2.cs the D~('I.u\ment·s polil;:Y in thi~ f1:lJ;;\f\J a'S. 
fofljl .... ~; 

Thi$ Dcparlm~nt IIIl1st Ilcy:r proceed whh allY in'tlcsligalion or ens: which 
in~ltlJcs evidence iIIc.cully obtilineJ or the frllils of Ihilt cvi,h:nce. Nn investigatiun 
til I.:~!H! uf Ih;h t!hnrilcler shall so (orwurd unlil such evidence:. "nil u" nf its (ruits 
fl.,,\..: ho.:en purgeu ~·nJ. We are in a pusition to tlnure ourselves. nnd tht: court that 
the-,e is nu luint or unfnirness. We mU$I, also. scrupulously avu~ti lIny ~itualion in 
y,hkh nn intrusinn into n cunfidentiul relationship would dtny 1\ fuir h1!i.\r1n,g, h') a 
,'(feml;ml I\r rl!r)(10 nndcr invl!sll~"li()n • 
.,. Alii the in:nunl cuse iIIustrlltc:'l. problcm" in Ihis rC'llorJ n1ay sliH llriSc: in coscs in 

.tulth )UllIl' invcsliguthm Was C'\IOJm:lI:d priur 10 July 1965. 
,. l'uI,lnufc ~"nillct.f. 
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2. Interceptioll by federnl personnel of telephone conversations. by ullY 
mechanicul or electronic device. unless wilh the cOllscnt of one of the 
parties to the conversation, ;s prohibited by Presidential directive. and this 
prohibition applies whether or not the inf,,!mution which muy be aClluired 
through interception is intended to be used in any way or to be subsequenlly 
diVUlged outside the agency involved. Any qliestion as to whether the usc of 
a purticular device can be said to involve a prohibited interecptiol1 of a tele
phone conversotion should be referred to the Depurtment of Justice. 

3. To further assure protection of the privacy of telephone convcrsations. 
each agency shall adopt rules governing the intcrception by its personnel .. f 
telephone conversations under circumstances where a party to the conversa
tion hus conscnted. Such rules shall. where appropriate. provide for the 
advance approval by the agency head of such interception. 

B. Prohibition lIgainst Overheariag and Recording of Non-telephone 
Conversations arc discussed in parugrnphs J -3 helow. The," principles nrc 
consistent with the !~ecnt decision of the Supreme Court in /Jerger v. Nell' 
Yo,.k .. 35 L,IW Week 4649. decided June 12, 1967. 

I. Eavesdropping in any form which is accomplished by meaas of n 
tt0>9uSS into a constitutionally protected area is n violation of the Fourth 
Amendment. The penetration by inches into a party wall by the spike micro
phone has been held to involve a trespass. SilvermClII v. Ullited S/tIt.·s. 365 
U.S. 505 (196 I). And, although the question has not been squarely decided. 
there is suppnrt for the view that any electronic eavesdropping on conversa
tions in conslituliohafly protected areas is a violation of the Fourth Amend
ment even if such surveillance is accomplished without physical trespass or 
entry. Homes, private offices, hOlel rooms and automobiles arc clenr exul1l
pies of constitutionally prolected arcus, but other locutions may also be hdd 
within the scope of constitutional protection depending upon Ihe p'lrticlliar 
circlImslunccs. 

2. Even where no hwasion of a constitlllionally protecled area Ita,; I\(

curred, surreptitious electronic surveillance Involving an intrusion into a 
privileged relationsltip. such as that of attorney-dient, mlly violate right, 
entitled to protection under conslitutional provisions other than the Fourth 
Amendment, including the First, Fifth and Sixth Amendments. 

3. Under presenlfy ~ontrolling court decision~. however. certain uses of 
eket",nie d~·/ices arc legal. See, for example, the decisions in LOJl"z v. 
IIl1il.·./ Sl<It"S, 373 U.S. 427 (1963) and in Osho", v. Ulliteel Sillies, 385 
U.S. 323 (1966), where the use of recording devices was held to be legiti
male ir the consent of a party to the conversution hud been obtuined. More
mw, the usc of mechanical or electronic equipment to record statements 
intended to be disseminated to the public generally, public speeches for 
c~alllplc, is dourly not illegal and is not subject to the rules formulated .in 
Ihis O1\!mOranuum. . 

4. In Ihe light of the immediately foregoing discussion in paragraphs 1-3, 
lilly usc of mechanical or electronic devices by federal personnel to overhear 
'" rccurd non-telephone conversations involving a violation of the COn; 
,tiltllillllllr a statute is prohibited. 
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5. In order furlher to assure prolection of Ihe right of privacy. 10 resolve 
~wstiol1s which may urisc uqder parugraph 4 and strictly to Iimil legal elcc
Ironic surveillance, agencies shall, except as provided in paragraph II. 2 
I>.:lolV. ohtuin advance written approval from the Attorney General for any 
lise o( mechanical or electronic devices to ovcrhear or record non-Ie Ie phone 
convcrsnlinns wilhoulthc consent of nil of the pUrlies to such conversulions. 

II, Controls Over the Use of Mechanical or Electronic Equipment 

I. A request (or advance approval from the Allorney General pursuant 
to purugraph 1.0.5. hereof for Ihe use of mechanical or electronic devices 
h> "verhenr or record non-telephone conversations shall h~ made to Ihe 
,\uorney General in writing by the hcad of the requesting investigative 
.~<lIcy IIlId sl"\1! contnin Ihe (allowing information: (p) the reason for such 
pr<'l"lscd IISC, (b) the type of equipment 10 be used; (c) the olllnr. Ilf the 
I"'"on involved; (d) Ihe proposed loelltion of the equipmel1l; (c) Ihe dura-
1i,1II "I proposed lise; and (f) Ihe manner or melhod of installution. 

~. If, in Ihe judgment of Ihe head of the investigative agency involved, the 
cnwrgcncy neeus of un investigation preclude oht(lining such advance 
approval from Ihe A\torney General, he may, without h(lving obtuined such 
.pprovul. aUlhorize the use of mechanical or electronic devices 10 overhear 
,'t record nun-telephone conversations without the conseni of all 01 the 
parlie, therelo. In any such circumslances, however, Ihe head of the invest i
~.lIve agency shull, wi!hin .wenly-four hours after authorizing such usc, 
pl\",ide Ihe Attorney General in writing with the informulion referred to in 
p.ragraph ll. I, above, and wilh an explanation of Ihe circumslunces upon 
which he bnsell Ihe judgment that Ihe emergency needs 01 the investigll\ion 
precluded I.im (rom oblaining sUfh written advance aUlhority. 

3. In connection with Ihe use of mechanical or electronic devices aulhor
i7.ed above, Ihe responsible agent shall, where technically feasible. record Ihe 
conversations overheard by means of a tape or similar permllnenl recoru. 
The responsible agent shllil preserve the tope or olher permnnenl record of 
the conversations. He shall also submit to the investigative agency a wrilten 
reporl setting forth Ihe nelual use or uSeS made of each mechanical or elcc
tronic device in connection with Ihe aUlhorizalion. Such reporl, Ihe lopes or 
other perm,ment records of conversations. and (lnY logs. trunseripts, sum
nwries or memoranua iHld similar l11illcrial whidl umy h:lvt.! hl'en prL'Jvlrcti 
sholl be Irented as agency records, but shall be specially classilieu. Hlelt and 
safegunr<led nnd shnll not, nor sh~11I information contained in such malerial 
be made available 10 agency personnel or olhers cxcepl when essenlial 10 
government operations. A record shall be made and retained concerning 
each person to whom such information or malerial has been made nvoilable. 

4. The head of each invesligalive agency should be respeinsible for limit
ing the procurement of devices primnrily designed 10 be used sllrreplihllsly 
to overhear or record convcrsutions to the minimum ncccss.ary ror US!! COIl

sislenl with lite rules formulaled herein. To the extenl possible. nil mechani
calor eleclronic devices used in intercepting, overhearing or recording con
versations shall be slored in a limited number of locnlions to insure-cfl'eclive 
adminisrralh.·c control. 
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5. The agency shall mainlain an invenlory or all such equipment al Ihe 
place where il is slored, including a record or Ihc date Ihat the equipment 
wa, assign cd to an agent and Ihc dale the equipment wa, returnell. ('opies 
or these records should also be maintained al agency headquarters. togelher 
wilh a wrillen report of Ihe responsible agent referred In in paragraph II. 3 
hereof. All agency records should be maintained for a period or six years. 

6. The head of each investigalive agency shall sub mil 10 Ihe Anomey 
General on July lsI or eaeh year a reporl or all lISe' or mechanical or elee
Ironic equipment by such agency during Ihe previous year in accordance 
with the rules formulated in this memoranuum. containing with respect to 
e<lcll usc the inrormalinn required by paragraph II. I, annve. and a brier 
deseriplion or the resuhs oblained. The reporl shall also include a complete 
irlVenlory or Ihe uevices referred 10 in paragraph II. 4. abuye. in Ihe pos
session or the agency. 

7. The funclions 10 be exerciseu by Ihe head of 'Ill investigalive agency 
in accordance with this memorandum may be uelegalcd by him to nnolher 
onicer or his agency. 

III. Nalional Security 

The foregoing rules have been rormulated wilh respect 10 nil agency 
investigations olher than investigalions directly related to Ihe proleclion 
.. r Ihe mllil'nnl security. Special problems arising with respect III the usc nr 
tk'\'k~s of (hI.! lypf.! referred to herein in natiunal security investigatiuns shall 
cl'ntinue In he Hlken up directly wilh the Allnrney Gcneral in thc lighl of 
c,'hting stringent restrictions. 

Ramsey Clark, 
Allnrney Gcne,,". 

(Controlling Crime Through More Effective Law Enforeemenl, Hearings 
f,c'/nn' Ilu'Subcommittee un Crimilwl Luw ami Proc.'ecillre, Commillce un 
II,.. jlllliriury, Ullileel Sillies Senllle, 90th Cong., 1st Sess. 922-24 (1967).) 
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PROFESSOR BLAKEY: Mr. Linehan, I thank 
you for coming up and appearing before the Com
~ission and for making available to it the study you 
did for the Subcommittee on Criminal Laws and 
Procedures while I was Chief Counsel. It was of 
enormous help to the Subcommittee at that time in 
analyzing the nature of organized crime, and I am 
sure it will be of enormous assistance to the readers 
of this Commission's record in judging what or
ganized crime is and how it operates. 

Thank you very much. 
PROFESSOR BLAKEY: We will take a short 

recess now, and when we return I will pass the 
gavel to my kind friend on my right, Dr. Alan 
Westin, and indicate my regret that I have to leave 
to catch an airplane. I'm sorry I can't stay for the 
rest of the testimony. 

[WhereupoT', a short recess was taken.] 
MR. WESTIN: The Commission will now 

resume. We continue with testimony regarding the 
monitoring of telephones, hearing from three wit
nesses who have had actual experience with the in-
vestigation of so-called blue box cases. { 

We have Mr. Neil Beller, Division Attorney, Cen
tral Telephone Company of Nevada; Mr. Michael 
Simon, Special Agent, Federal Bureau of Investiga
tion, Las Vegas; and Karl Berolzheimer of the Cen
tral Telephone and Utilities Corporation. . 

You gentlemen have already been sworn. 
Counsel will proceed to question. 

TESTIMONY OF NEIL BELLER, 
DIVISION ATTORNEY, CENTRAL 
TELEPHONE COMPANY OF NEVADA; 
MICHAEL SIMON, SPECIAL AGENT, 
FEDERAL BUREAU OF 
INVESTIGATION, LAS VEGAS; and 
KARL BEROLZHEIMER, CENTRAL 
TELEPHONE AND UTILITIES 
CORPORATION COUNSEL 

MR. WESTIN: Just for the record, I wonder if we 
could ask each of you to state your names and posi
tion? 

MR. BEROLZHEIMER: Karl Berolzheimer. I am 
a member of Ross, Hardies, O'Keefe, Babcock & 
Parsons, attorneys in Chicago, Illinois. My home 
address is 414 Ashland Avenue, Evanston, Illinois. 

MR. FELDMAN: Mr. Berolzheimer, I un
derstand you have a prepared statement which you 
presented to the Commission. 

MR. BEROLZHEIMER: I have a very brief state
ment, a copy of which I gave to you earlier today. 

MR. FELDMAN: We will enter it into the record 
in that form, considering the shortness of time. 

MR. BEROLZHEIMER: I would, if I might, just 
make two comments about it. 

The purpose of preparing the statement was to 
essentially state the policy position of Central 
Telephone and Utilities Corporation, which is the 
parent company of Central Telephone Company by 
whom Mr. Beller is employed, with respect to these 
issues. And there are two points I'd simply like to 
makl!. 

The first is with respect to Section 1344 which 
Mr. Caming has referred to in his testimony. It is 
our position that we believe such a statute would be 
useful and should be adopted. 
r Secondly, I simply want to point out, and have in 
my prepared statement, that although the Central 
Telephone Company experience indicated that con
victions for violation of Section }343 were obtained 
without voice recording, that experience does not 
necessarily indicate that voice recording is not es
sential, and accordingly we would agree again with 
Mr. earning that under some "\rcumstances voice 
recording could be essential to obtain a conviction. 

MR. WESTIN: I just feel it is fair and proper for 
me to say that even though there is only one Com
mission member and members of the staff left, the 
Commission members will read the record, and you 
can be sure what you say and comments you give in 
answer to the questions will have the full attention 
of the record, and even though it looks as though 
you are playing to a bare house, the fact is you are 
speaking to the whole audience. 

MR. FELDMAN: Mr. BeUer. 
MR. BELLER: Neil Beller, 125 Las Vegas Bou-

levard South, attorney. 
MR. FELDMAN: Your occupation? 
MR. BELLER: Attorney. 
MR. SIMON: Agent Simon. Michael G. Simon, 

Special Agent of the FBI, assigned to the Las Vegas 
office. 

MR. FELDMAN: Mr. Beller, have you been as
signed to the investigation of a number of elec
tronic toll fraud cases? 

MR. BELLER: Yes, I was. 
MR. FELDMAN: Would you tell us how many 

investigations you were involved in and the approx
imate period of time? 

MR. BELLER: From April 22, 1973, through 
October 15 of 1973, we gave approximately 32 
numbers to the FBI. 

MR. FELDMAN: When you say you gave so 
many numbers, what does that indicate? 

MR. BELLER: We had reason to believe these 
individuals were using some sort of device on their 
telephones. 

MR. FELDMAN: Would you state on what basis 
you had that belief? 

MR. BELLER: We have a computer printout, a 
copy of which I have here, which was for selected 

1647 



numbers. These are toll-free network numbers, and 
by studying these numbers and ascertaining where 
the called number was, we had reason to believe 
that the person was using a foreign device. 

The reason for that is that some of the numbers 
that were called were numbers, for example, to 
New York information, or the information office at 
TWA. And it is not logical for a person to talk to 
TWA for 20 minutes or a half-hour. 

Based upon that, we then would put either a 
brush recorder or at a later date we subsequently 
acquired another device, which emitted a tape such 
as this. And from that we were able to ascertain 
that the person was, in fact, using a foreign device 
on the telephone line. 

MR. FELDMAN: And was Agent Simon the FBI 
agent who was assigned to these investigations? 

MR. BELLER: Yes, he was. 
MR. FELDMAN: Agent Simon, how many cases 

ultimately resulted from the information provided 
to you? 

MR. SIMON: The resulting investigative cases? 
We had five cases that were brought to indictment 
and subsequent prosecution. We had seven other 
cases that, because of the United States Attorney's 
position, prosecution was declined. And I will give 
you one specific example, where an individual 
made a blue box which was very unsophisticated in 
comparison to what Mr. earning showed us. This 
blue box was approximately two-and-a-half feet 
long by two feet wide and about 18 inches tall. 

This man made it at home from various elec
tronic parts, and his wife used this device to call her 
mother once a week in Miami, Florida. 

You have to understand, of course, that we did 
conduct extensive investigation to obtain all the 
facts we could before we presented them to the 
United States Attorney. 

There were other telephone numbers referred to 
me by Mr. Beller where we subsequently obtained 
affidavits in support of a search warrant and sub
sequent search warrant were executed and we had 
what is known as a "dry hole." The device was not 
there. 

As we progressed with these investigations we 
became more sophisticated. We learned with each 
one. 

MR. FELDMAN: If we could concentrate on the 
five successful investigations, I believe that infor
mation came tCl you as to the FBI from a number of 
different sources, indicating that various de(endants 
were using electronic toll-fraud devices. I wonder if 
you can state the different ways in which this infor
mation came to your attention. 

MR. SIMON: There were three different ways. 
Mr. Beller would furnish us with a computer tape 

printout, and after the issuance of a federal grand 
jury subpoena directed to Mr. Beller or his 
designee, he would furnish us with the name and 
address of the individual. 

We would than conduct a physical surveillance to 
determine if that person actually existed. It is also 
possible to have aliases. We did run into a nllmber 
of instances where an individual who was subscrib
ing to the telephone company service was not, in 
fact, the name that was on that card. 

So once we established this, and after obtaining a 
search warrant, we would notify Mr. Beller. 

Mr. Beller, in turn, would notify one of his 
technicians who would tell us that there was, in 
fact, a device being utilized on that telephone. 

MR. FELDMAN: Excuse me. I want to get into 
that but I want to initially begin by getting on the 
record the way in which the information initially 
came, not what you did after you received that in
formation, but the various ways the information 
came to your attention. 

MR. SIMON: I see. By Mr. Beller to our of
fice-Mr. Beller's information. 

The second thing we had was confidential source 
information. 

MR. FELDMAN: And these were FBI informants 
who provided you information just as in any other 
criminal activity? 

MR. SIMON: I'm sorry, Mr. Feldman. I didn't 
understand that. 

MR. FELDMAN: These were FBI informants 
who would provide you with information that elec
tronic toll fraud was occurring just the same as 
they'd advise you of gambling offenses? 

MR. SIMON: That is right. Ana Mr. Moore was 
first brought to our attention by a confidential 
source who furnished the information to an agent 
of the FBI, Mr. J. Lawrence Sullivan. Mr. Moore 
did not have any of these devices even though he 
was seliing them in Las Vegas. We were able to 
pick up Michael Raymond Tullis who was sub
sequently tried and convicted for fraud by wire, 
based on the confidential source infMmation. 

MR. FELDMAN: So you have computer printout 
information and informant information. Was there 
any other? 

MR. SIMON: Yes. On Frank Joseph 
Masterana-he had been the subject of a number of 
legal Title III wire interceptions by not only the Las 
Vegas Division but other Divisions of the FBI. He 
was at one time in Macon, Georgia, for sentencing 
on one of the gambling cases, at which time con
fidential source information was received that he 
was using, in Macon, Georgia, at that time, a blue 
box to call Las Vegas. 
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So bearing this in mind and having additional in~ 
formation, two of our Las Vegas FBI agents, in Au~ 
gust of '73, observed Masterana in an open pay 
telephone booth making a telephone call with what 
appeared to be a blue box. But they couldn't get 
close enough because he was quite surveilIance~ 
conscious. 

Based upon that and subsequent investigations, 
we were able to assume that he was using a blue 
box, but we couldn't put it all together factually. 

In conjunction with advice furnished by Strike 
Force Attorney James Duff, who is assigned to the 
Las Vegas, California, Strike Force Office, we, 
together with the telephone company, worked out a 
program whereby if we were able to come up with 
the various telephones that Masterana was using to 
make these alleged calls, Mr. Duff would give us 
authority to make an immediate arrest, providing 
the telephone company could verify the fact that 
Masterana was using an electronic device or a blUe 
box. 

MR. FELDMAN: These were all pay telephones? 
MR. SIMON: Pay telephones. I hope I m~de 

myself dear at the beginning. These were pay 
telephone booths. What was required was to send 
agents out in the field and survey Masterana on a 
continuous basis to find out what telephone 
exchanges he was using. 

After several days' work, we were able to deter
mine he was using three or four different 
exchanges. 

MR. FELDMAN: You determined the telephone 
booth he was using on a regular basis? 

MR. SIMON: Yes. And incidentally, he was very 
careful. He would use an open pay phona in a drug 
store, for example, that was inside of the drug store, 
where he could view the exterior entrances into the 
drug store, watching for agents. And because of the 
size of the city of Las Vegas, it didn't take him very 
long to find out who we were. So it was difficult to 
surveil him. 

MR. HODSON: Would you spell the man's 
name? 

MR. SIMON: M-a-s-t-e-r~a-n-a. 
May I continue? 
MR. FELDMAN: Let me ask Mr. Beller a 

question. 
Mr. Beller, Agent Simon has indicated now that 

not only was information secured initially from you, 
but information also came directly to him. Is it true 
that in cases where Agent Simon received informa
tion, he would then make that information available 
to you? 

MR. BELLER: Yes. He would ask us to more or 
less verify the fact that this person waS or was not 
using a blue box. 

MR. FELDMAN: Would you explain to the 
Commission what method and equipment yc':' used 
to make that verification? 

MR. BELLER: Initially-and this is going back to 
the inception of when we became aware of the blue 
box-we had the computer printout. In addition, 
we had a brush recorder which would emit irregular 
type signals if, in fact, a person was using a foreign 
device on the line. 

Subsequently, we acquired-the proper name is a 
northeast electronic dialed number recorder, 
Model No. TIS-176-which indicates the date, the 
time, and the number called. And it produces a 
tape such as this (indicating). 

MR. FELDMAN: That is the tape produced by 
it? 

MR. BELLER: Yes. Now, on the tape it more or 
less will show when, in fact, a person is using a 
foreign device, because 1t emits an irregular type of 
signal on here. 

MR. FELDMAN: Was the signal on the tape? 
MR. BELLER: It is more or less a percentage 

mark, and then it shows the person is emitting a key 
pulse which is other than what is normally emitted 
from a telephone. 

MR. FELDMAN: Basically, that tape reflects in a 
physical fashion the action that Mr. earning 
described earlier when a blue box is used, the vari
ous kinds of tones which must be punched in order 

. to gain access to the line. 
MR. BELLER: Yes. 
MR. FELDMAN: That is produced in a visual 

fashion? 
MR. BELLER: Yes. 
MR. FELDMAN: Does that unit continue to 

reflect every call subsequently made over that line? 
MR. BELLER: Yes, it does. It reflects local and 

long-distance calls. 
MR. FELDMAN: Whether or not the call is 

comoleted? 
MR. BELLER: That is right. 
MR. FELDMAN: So with the use of this piece of 

equipment, once it is connected to the suspect line, 
you then have a complete record of every signal 
that has come across that line? 

MR. BELLER: That is correct. 
MR. FELDMAN: And in your experience, is the 

TIS-176 accurate in determining if these blue box 
signals have occurred? 

MR. BELLER: Yes. We have no reason to be
lieve it is not 100 per cent accurate. 

MR. FELDMAN: Has this material been in
troduced in court? 

MR. BELLER: Yes, it ·has. 
MR. FELDMAN: And it has been accepted as . 

evidence there? 
MR. BELLER: I believe that is correct, yes. 
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MR. FELDMAN: At the time you hooked the 
piece of equipment on to the suspect lines-and 
this occurred on at least five different occasions, in 
five separate investigations-at that time were you 
aware that Section 2511 (2)(a)(i) includes a rather 
broad provision allowing telephone companies to 
engage in voice monitoring? 

MR. BELLER: Yes, I was. 
MR. FELDMAN: In situations such as this? 
MR. BELLER: Yes. 
MR. FELDMAN: And with that knowledge you 

decided to conduct your investigation without ac
tually engaging in voice monitoring? 

MR. BELLER: That is correct. 
MR. FELDMAN: Mr. Berolzheimer, were you in

volved in the decision-making process to come to 
that decision? 

MR. BEROLZHEIMER: Yes, I was. 
MR. FELDMAN: I wonder if you could just 

describe for the Commission the elements that went 
into it. 

MR. BEROLZHEIMER: Well, essentially, we 
have had some experience in the Centel System 
which led us to take a very conservative position 
with respect to voice recording. And it has been 
our policy in that system for approximately ten 
years not to engage in any voice recording. We 
recognize the language of Section 2511(a)(2), and 
as I indicated in our statement,I believe the 
authority contained in that statute should be there. 
I can conceive of circumstances where it would be 
necessary to engage in voice recording to effective
ly secure convictions. 

We did not believe that the situations as they ex
isted warranted that. As a matter of fact, after the 
initial directives were given to Mr. Beller in 1973, 
the issue had never been raised again. The in
vestigations were conducted. The evidence was ac
cepted in court and convictions were obtained and 
we have really not faced that issue again. 

MR. FELDMAN: Who participated in the deci
sion-making process in these particular instances 
besides yourself and Mr. Beller? 

MR. BEROLZHEIMER: Attached to the report 
which I furnished to the Commission was a letter 
.from John R. Thompson to Mr. Beller-if you will 
excuse mp. a moment I'll find that letter. It is a 
letter dated April 26, 1973, to Mr. Beller from John 
R. Thompson, whose title is Senior Attorney. He is 
Senior Attorney with Central Utilities and 
Telephone Corporation, which is the parent com
pany (Central Telephone Company). 

You will notice also in that letter there are car
bon copies addressed to Messrs. Garnett, Laggett, 
and Geary. Mr. Garnett is the Executive Vice Pre
sident of Central Telephone and Utilities Corpora-

tion, Mr. Laggett is the Vice President for 
Telephone Operations, and Mr. Geary was at that 
time the Division Manager of Central Telephone 
Company in Las Vegas. 

All of us participated in that decision, as well as, 
I might say, my partner, Melvin A. Hardies, and my 
partner Duane A. Feurer, all of whom worked on 
the matter from a legal standpoint. 

MR. FELDMAN: Was a representative of the 
Los Angeles Strike Force involved in this also? 

MR. BEROLZHEIMER: In no way. It was an in
ternal decision. 

MR. FELDMAN: And so no representative of 
the FBI or other agents were involved in that deci
sion? 

MR. BEROLZHEIMER: No, sir. The question 
was raised by Mr. Beller when he received the 
request, and we responded with this letter. 

Also, substantially contemporaneously, a 
directive was prepared and issued along the same 
lines. 

But that was strictly an internal policy decision. It 
was not discussed with any other outside organiza
tion. 

MR. FELDMAN: Fine. 
Mr. Beller, once you had verified to your own 

satisfaction, using the electronic equipment, that, in 
fact, electronic toll fraud was committed on these 
lines, what did you do? 

MR. BELLER: Concurrent with the subpoena 
from the FBI, we'd typically put on the recorder to 
that particular individual's line. At that point in 
time, Mr. Simon would hand-carryover a subpoena 
for any and all information that we would have 
relating to toll fraud. 

MR. FELDMAN: What type of information 
specifically? 

MR. BELLER: Well, he would ask for the sub
scriber information card which denotes the name of 
the particuiar person who has the line, any other in
formation that we might have, which would then be 
the paper tape. . 

MR. FELDMAN: The paper tape? 
MR. BELLER: That is correct. 
MR. FELDMAN: Agent Simon, I wonder if you 

could indicate what your next step was once you 
had received the information Mr. Beller had 
described? 

MR. SIMON: Once we received the information, 
again our investigative process was to verify the 
fact and physically observe the home or apartment 
to see that we had everything correct, and based 
upon that information I would take the information 
furnished by Mr. Beller on the one 800 number, the 
toll-free number, and I would call it that day or the 
next day to verify the fact that it was a toll-free 
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number to a particular place. In some instances that 
number was no longer actually working, but the 
person utilizing the blue box could get into the toll
free telephone line systertl and use that number to 
get into it. 

Then I would take that information and prepare 
an affidavit in support of a search warrant. This af
fidavit was then brought before the U.S. Magistrate 
who reviewed it, and through the normal process a 
search warrant was issued. 

Then I would return to my office and contact Mr. 
Beller and tell him we had a search warrant at that 
time. 

Then the next step waS that whomever Mr. Beller 
would designate-one of their electronic ex
perts-would call me and say they had information 
at this particular time an electronic device was 
being used on this telephone. 

MR. FELDMAN: Was that information gathered 
by continued use of the TTS-176? 

MR. BELLER: Yes. 
MR. SIMON: This may have taken two days to 

prepare. Then there would be agents in the field 
and I'd notify them by radio. They had the search 
warrant, plus inventories in their possession, and 
they'd go in the house with a lawful search warrant 
and execute it. 

MR. FELDMAN: And this was the same general 
procedure you used in each of the cases? 

MR. SIMON: With the exception of the 
Masterana case. 

MR. FELDMAN: And what occurred in that 
case? 

MR. SIMON: In the Masterana case the Central 
Telephone Company was able to put on the device 
after we had surveyed the phones he had used. If 
we could tell what exchange Masterana was using, 
the telephone company would put on their TTS-
176 and be able within ten minutes to tell us 
whether he was using an electronic device, the pos
session of which was not in violation of the law so 
he had to be using it. And as a result, we arrested 
Masterana in a telephone booth specifically on Oc
tober 15, 1973, in a public pay telephone booth, at 
which time he had two blue boxes in his possession, 
the one he was using, together with voluminous 
gambling records, and $18,836.53 was confiscated. 

MR. FELDMAN: In the other four cases, when 
you executed the search warrant, who did you find 
in the premises and did you find a blue box in each 
case? 

MR. SIMON: Yes, in each case. In the Judith 
Dinah Douglas case, two blue boxes were found 
when the search warrant was executed. As a result 
of this, she, Douglas, was tried by stipulation of 
facts and found gUilty. She was sentenced to serve 

five years in custody of the Attorney General of the 
United States on July 2, 1974, provided she'd sub
mit to psychiatric examination, and come back 
within 90 days for resentencing. 

Subsequently, her case was appealed to the Ninth 
Circuit on two separate occasions. The Ninth Cir
cuit upheld the conviction. She has not to my 
knowledge begun serving her sentence, nor is she 
through with her legal recourse. Apparently she is 
going to appeal again. 

On the Michael Raymond Tullis case, upon ex
ecution of the search warrants based upon con
fidential source information, we did find one device 
in his apartment, and this case went to jury trial. 

He subsequently appeared on March 15, 1974, 
with counsel in Las Vegas and was sentenced to 
five years in custody of the Attorney General, with 
the first 90 days to be served in custody, and the 
balance of the sentence was suspended and he was 
placed on probation for the additional period. 

In the Frank Victor Scaramuzzo case, with a 
valid search warrant we recovered a blue box and 
went to trial. He was found guilty on March 28, 
1974, by the jury. On May 10, 1974, the United 
States District Judge in Las Vegas suspended his 
sentence and placed him on three years' probation. 

At this time he also ordered that Moore make 
restitution to the Central Telephone Company. 

He filed a notice of appeal to the Ninth Circuit 
and the Ninth Circuit upheld the conviction. 

MR. FELDMAN: Agent Simon, are you aware of 
the thrust of that appellate court decision? 

MR. SIMON: No, I am not. Mr. Stuart Rudnick, 
the strike force attorney who handled these cases, 
has that. 

MR. FELDMAN: I 1!eIieve Mr. Berolzheimer has 
a copy of the decision. 

MR. BEROLZHEIMER: I do. 
MR. FELDMAN: Are you familiar with it? 
MR. BEROLZHEIMER: I have read it. 
MR. FELDMAN: Was the basic thrust of it on 

the sufficiency of the search warrant? 
MR. BEROLZHEIMER: No, I don't believe it 

was. The thrust of the decision was basically 
whether Section 1343 prohibited fraud by wire 
against a third party, or also covered fraud by wire 
against the carrier. And the court held it did cover 
fraud by wire against the carrier. 

MR. FELDMAN: That is the Scaramuzzo case? 
MR. BEROLZHEIMER: That is the Scaramuzzo 

case. 
MR. FELDMAN: Do you also have the Douglas 

case? 
MR. BERHOLZHEIMER: 1 also have the 

Douglas case. 
MR. FELDMAN: Does the Douglas case also 

deal with the sufficiency of the search warrant? 

1651 



MR. BEROLZHEIMER: The Scaramuzzo case is 
reported at 505 Fed.{2d) 102. The Douglas case is 
reported at 501 Fed.(2d) 266. 

The Douglas case does, as you indicate, turn es
sentially upon the validity of the search warrant. 

I might note that the court indicated that three of 
the issues raised in the Douglas case had just 
recently been decided in the Scaramuzzo case and 
they were conceded except with respect to further 
appeals. 

But in the DouglHs case, the court did refer to 
Agent Simon's affidavit and the validity of the 
search warrant which was obtained based upon the 
methodology which Mr. Beller and Mr. Simon have 
just described, and did uphold the validity of the 
search warrant based upon that methodology. 

MR. FELDMAN: Thank you. 
Agent Simon, do you want to quickly continue 

with the results of these investigations so we can get 
those on the record? 

MR. SIMON: Yes. 
The last matter-I believe I have indicated the 

sentencing of Masterana. 
The last matter was David Louis Goldberg and H. 

Jordan Rabstein. In this particular matter, in the 
fall of 1973, we had a court-authorized wire inter
ception on Mr. Goldberg's residence phones. Dur
ing that period of time, while we were monitoring 
and recording, we found on a repetitive basis that 
Rabstein would attempt to use the blue box or the 
electronic device to circumvent the telephone toll 
call recording equipment. It was a sophisticated 
type of blue box, slightly larger than the one Mr. 
Caming presented. 

We heard him on numerous occasions make 
mistakes and because of the slowness with which he 
had to manipulate the call numbers, it apparently 
would not work successfully. Once in awhile he'd 
complete a call and be completely elated. Mr. 
Goldberg. on the other hand, was much more effi
cient. 

Subsequently, Mr. Beller came to us with com
puter tape printouts, and we went through our nor
mal process of obtaining an affidavit in support of a 
search warrant and subsequently a search warrant 
and executing the same, at which time we found 
one blue box in his residence, next to his night 
stand, which he had access to-his wife would, too, 
but he was the one who normally used it. And also 
we were able to seize three illegal, unregistered 
sidearms that he had in the apartment. 

Mr. Goldberg, subsequently, together with Mr. 
Rabstein and with counsel, were charged with 
violation of the Title 18, Sections 1084 and 1343 of 
the United States Code. And they appeared and en
tered a plea of guilty. 

They were subsequently sentenced on August 18, 
1974, at whic:, time Goldberg was sentenced to one 
year in custody of the Attorney General of the 
United States for violation of Section 1343, and 
Goldberg was placed on one year probation for 
violation of Titltl 18, Section 1084, both sentences 
to run consecutively. 

MR. FELDMAN: Agent Simon, you have already 
indicated that Section 1343 does not specifically 
prohibit the possession of blue boxes. 

MR. SIMON: To my knowledge, the manufacture 
or possession. 

MR. FELDMAN: And in all cases, except the 
Masterana case, I assume, you arrived there some
time after the call had been concluded? 

MR. SIMON: It was circumstantial. 
MR. FELDMAN: That is my point. The evidence 

on which convictions were subsequently obtained 
wa'J circumstantial. 

MR. SIMON: That is right. 
MR. FELDMAN: Were you involved in the post

arrest investigation? 
MR. SIMON: Yes. 
MR. FELDMAN: I wonder if you can describe 

the type of circumstantial evidence that was used in 
these cases? 

MR. SIMON: We had the computer printout and 
the TIS-176 tapes-not only that was previously 
given to us but of that day, of the time, the Central 
Telephone Company had the TIS-176 installed on 
that phone or particular phones. That became part 
of the evidence we presented. Plus the fact that 
these people were the only ones in the apartment 
when the search warrant was executed helped us, of 
course. 

In one instance, in the Scaramuzzocase, he 
called his attorney in the presence of Special Agent 
John Kinsinger-and I am going to paraphrase what 
Scaramuzzo said. He said, "They caught me with 
one of them things," or, "They caught me with one 
of them boxes and I was using it. " 

What he was saying is he had just set it down 
when the agents entered the room. And he set it 
i:luwn to answer the door and the phone was off the 
hook. We were able to introduce this and it was 
very strong. 

MR. FELDMAN:. And that was the basis on 
which convictions were obtained? 

MR. SIMON: That is correct. 
MR. FELDMAN: Thank you. 
I have no further questions, Mr. Chairman. 
MR. HODSON: I'd just like to clarify in my own 

mind what we have here. 
The computer printout-do you have someone 

who examines those every month? How do you 
locate the person that you suspect? 
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MR. BELLER: Well, these come out regularly on 
all toll numbers. And, yes, we do have an individual 
who does examine them periodically to see whether 
or not, there are any prolonged periods of calls on 
the toll-free network. 

MR. HODSON: So that is just a visual examina
tion that you go through? 

MR. BELLER: That is correct. 
MR. HODSON: It is not absolutely clear to me, 

but I assume there was no voice overheard at all in 
any of the cases? 

MR. BELLER: That is correct. 
MR. SIMON: Absolutely not. 
MR. HODSON: And Mr. Berolzheimer, you in

dicated in your opening statement that you agree 
with Mr. earning that there would be cases in 
which you would have to have voice overheard. 

MR. BEROLZHEIMER: That is right. 
MR. HODSON: And I wondered, in view of the 

foolproof method of \~olving a case that yo~ were 
talking about, when you said there were certain 
cases where you must have voices overheard ... 

MR. BEROLZHEIMER: I want to make clear 
that Central Telephone Company, although it 
operates in nine states, has only had experience 
with this problem in Las Vegas. We only have ex
perience in one area. You will notice from the 
material we have submitted to the Commission it aU 
occurred during a relatively short per:"d of time in 
1973. It deals with one community, Las Vegas, 
which has relatively compact and nat geography 
with wide streets and low buildings. 

It also happens to be the center of legalized gam
bling which also attracts a certain amount of illegal 
gambling and transmission of gambling information. 

So we have in Las Vegas a combination of 
unique circumstances, including its geography, its 
size, the interest of both the FBI and the prosecut
ing agency; I think also the existence of a grand 
jury and the ability of the FBI to obtain search war
rants. 

We also had cooperation between the telephone 
company and the FBI, as has been described by the 
witnesses, with surveillance and radio control, so 
that they could swoop in and get the blue box. 

1 don't know, because we don't have the ex
perience, but I certainly can conceive it would be 
most difficult to obtain that kind of evidence in a 
major metropolitan area. I just don't think you 
could coordinate it that well. Your ease of move
ment wouldn't be the same. Your distances would 
be greater; you'd have different kinds of courts. 

And I am not convinced, although we were suc
.cessful-that is, the U.S. attorney in Las Vegas was 
successful-in securing convictions in these six 
cases, without positive identification of the user, I 

don't know that evidence would be convincing in 
every court. It had not become a critical issue in 
the cases tried in Las Vegas, but I can conceive of a 
court taking the position that without voice 
evidence of the user a conviction could not be ob
tained. 

MR. HODSON: Mr. Caming, I wonder if you'd 
join the testimony. 

MR. WESTIN: As to those comments which were 
made about the difficulty of investigation and con
firmation, you seemed to be in agreement. I wonder 
if you'd say a word or two about that since you are 
directly involved in the investigative proceedure. 
Do you believe these techniques would not be feasi
ble in a large metropolitan center or under condi
tions that vary from the Las Vegas one? 

MR. SIMON: I think all of the statements were 
very valid. Because of the fact that I spent ten years 
in Chicago, I can only express an opinion, but I 
can't conceive of this working in an apartment 
complex, a high-rise, third-floor walk-up. I think it 
would be almost impossible. If the technology was 
available, we might be able to proceed, but I don't 
think we could enter the residence within from one 
to five minutes after the telephone company says, 
"The electronic device is being used right now by 
an unknown party in Apartment No. so and so." 

I think it would be almost impossible to have the 
physical surveillance work because of the largeness 
of the metropolitan area. I think it would be almost 
impossible to surmount. I just don't know how it 
could be done. 

MR. WESTIN: Yet, on the other hand, if you 
imagine the array of evidence being presented to a 
jury that is being described, in which you have the 
computer printout, you have the brush tape, you 
have whatever extra time it might take until you get 
there, you physically find the blue box there-I am 
not sure why the case would colIapse at that point. 

MR. SIMON: My experience has only been in 
Las Vegas, but I am suggesting that in a large 
metropolitan area it possibly would not work as ef
ficiently. 

As an example, in the Michael Raymond Tullis 
case, our agents were delayed by a few minutes be
fore they were able to execute the search warrant. 
Michael Raymond Tullis told us-told the agents 
who executed the search warrant-that approxi
mately two minutes before they entered there were 
three other men in his apartment. 

Now, our agent$ did not seem to believe him, for 
reasons unknown to' me, but nevertheless, I could 
conceive of the Tullis case where you did enter that 
apartment and there were several people there. The 
identity of the person who used that electronic 
device may be up in the air, and it may be hard to 
convince the jury, possibly. 
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MR. WESTIN: Thank you. 
MR. HQDSON: I want to ask Mr. Caming a 

question in the same area. But before that, is it your 
view you have to find the man with the blue box. 
and the phone off the hook? 

MR. SIMON: I'm sorry. I didn't mean to give that 
impression. I think we have to have a strong cir
cumstantial evidence case, as we did where we 
could come up with a TTS-1'76 tape, and have the 
cooperation of the telephone company to sayan 
electronic device is being utilized at this moment at 
this phone, and have the agents have accessibility 
to the residence. The phone does not have to be 
being used. 

MR. HODSON: The blue box has to be pretty 
warm. 

MR. SIMON: Not only that, but in the Judy 
Douglas case, the FBI Laboratory in Washington 
found two of her fingerprints on one blue box, so 
that helped us considerably. 

MR. HODSON: Mr. Caming, you have heard the 
testimony these gentlemen have given about these 
five cases. In your testimony, you indicated you get 
a short period of voice overhearing. Would you ex
plain why you feel this is necessary? 

Secondly, does Bell also use the system we have 
just heard about? 

MR. CAMING: First, I might like to say, Mr. 
Hodson, I am in general agreement with everything 
said by Mr. Simon and the gentlemen from Central 
Telephone. In fact, we agree completely. And we 
have found in a number of cases where we, too, 
have been fortunate because of proximity and cir
cumstances in the thousand or so cases we have 
been involved in in the last decade, if we could 
catch them using it or in circumstances very close 
to that, as Mr. Simon so ably described in one or 
two of the cases, then we either could obtain a plea 
of guilty or they would be found guilty. 

But we have found in the majority of our cases, 
and those that are the greatest problem to the in
dustry as a whole, that we have not been able to 
have such a happy admixture of factual circum
stances. And let me give you three cases just as an 
example of what we have been through. 

Problems of identification have been very great. 
We had one recently that we received invaluable 
help from law enforcement authorities on. And I 
might generaIly say that over the years in many 
areas, not only electronic fraud, the cooperation of 
the Bureau has been consistently outstanding. And 
I think it is worthy to express what is a personal 
feeling but a tribute to their industry and dedica
tion. 

As far as this one case, it is a case that might be 
denominated-the Bremson case-only because he 

was one of the original architects. Since time is of 
the essence, I will quickly synopsis it. It involved 
the general cooperation of 14 Bell Telephone com
panies and two General Telephone companies, 
between December 1971 and September of 1972. 

I will just name the cities that were principal ci
ties: Minneapolis, Cleveland, Houston, Dallas, Los 
Angeles, Santa Monica, Atlanta, Washington, D.C., 
Chicago, Detroit, Des Moines, Memphis, St. Paul, 
Miami, New York, Denver, Knoxville, New Orle
ans, Milwaukee-among others. 

We finalIy resulted in gathering evidence-as you 
can see, this was a very widespread conspiracy of 
manufacturers, nationwide distributors, and users, 
such as businessmen. The purpose was to not only 
very substantialIy manufacture and distribute blue 
boxes, but to use them in an extensive number of 
businesses where you might have offices populated 
by a large number of people, and where it was vir
tually impossible to maintain surveillance of any in
timate character. 

Also, these people used them at homes scattered 
throughout a large area. 

It finally resulted in 20 arrests, 19 indictments, at 
least 14 convictions-a number of investigations 
are still going on. 

In another case, to show you how cogent the 
problem is, financier Bernard Kornfeld was in
volved. He apparently had a home which i un
derstand was huge, something like 90-odd rooms, in 
the California area. There was a large number of 
people, both male and female, constantly in and out 
of there. There were indications from various 
sources of some use by somebody of blue boxes in 
some parts of this rather cavernous place. 

Finally, it resulted in apprehension by chance of 
one of the secretaries using the blue box, and she 
was arrested on January 28 of 1975. The question 
of identification was critical and could not have 
been made except for the very limited voke record
ing. 

It ultimately resulted in the seizure of two boxes. 
And even with all that, it took six months more to 
develop the case, to indict Mr. Kornfeld on June 5, 
1975, by a federal grand jury in Los angeles, some 
six months later, for making 344 calIs to Europe 
over a period of time. 

These are just several cases. A third was United 
States v. Damato in the Eastern District of Pennsyl
vania, which involved interstate gambling. Black 
boxes were involved as well as the so-called cheese 
boxes. This required the cooperation of a large 
number of companies and very coordinated activi
ty. 

None of this information could have been ob
tained as far as identifying the individuals, deter-
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mining the extent of the conspiracy, and when the 
calls were completed or whether they were per
sonal calls or part of the conspiracy, without this 
minimal amount of recording. This was in addition 
to the other aspect. 

It has been our experience that where we can ob
tain the box, and it is a relatively simple case a3 far 
as factual circumstances permitting concentrated 
activity, we could probably make the case. But in 
the majority of the cases, it has been our ex
perience that some voice recording was necessary. 

MR. HOD['~·N: In summary, the slight'amount of 
voice recording is necessary for identification of the 
person using the phone? 

MR. CAMINO: Exactly. And I might point out 
that in all cases that have been subjected to judicial 
scrutiny, the courts pointed to this with approval. 
And the voice recording usually is limited to a few 
calls, also. In other words, we don't sit normally on 
a telephone to buHd up a record. 

There is another point. It is virtually impossible 
to avoid some voice recording in a widespread con
spiracy like the Bremson case-or there is one that 
jm;t occurred in Montana, in the northwestern part, 
that stretched throughout the northwestern part of 
the United States. 

And there was another one recently between 
Portland and Arizona, sales and manufacture. 

MR. HODSON: You mentioned several times a 
conspiracy case. Are you referring only to conspira
cy to defraud the telephone company? 

MR. CAMINO: Yes. 
MR. HODSON: Or are you talking about con

spiracy to murder? 
MR. CAMINO: No. I might point out none of our 

evidence-gathering at any time is in any sense for 
any crime except the theft of toll service. It is only 
the opening salutation that is recorded. And the 
only purpose we use it for is for that purpose. 

HR. HODSON: I am satisfied with your answer. 
May I ask this of Mr. Beller. 
Would your means of following the toll fraud 

work in the: case of a black box which, as I un
derstand, is a box used by the receiver of a phone 
call? 

MR. BELLER: We have never had any ex
perience with the black box in Las Vegas. 

MR. HODSON: In your experience, Mr. Caming, 
would it work on the black box? 

MR. CAMINO: It would be more difficult to 
work with a black box. Of course, if you could find 
a black box in use and caught the person in the act, 
of course, it might well be sufficient circumstantial 
evidence. We find it very difficult with black boxes. 

MR. HODSON: You would not have the com
puter printout to start with, would you? 

MR. BELLER: No, that is correct. 

MR. HODSON: So you would have to do it 
another way completely? 

MR. WESTIN: I understand our three witnesses 
have to leave. We very much appreciate your com
ing and giving this testimony to us. Is there anything 
else you'd like to add? 

MR. BEROLZHEIMER: I'd like to add a couple 
of quick points. When Agent Simon was testifying, 
he said there were three methods for obtaining in
formation about blue box cases, and he actually 
mentioned a fourth, and that is the Title III wiretap 
they were using in the case where they overheard. 
Second, while Central had this period of activity in 
1973, despite the fact it has continued to use the 
computer printout and other indications of use, it 
has not developed evidence since then. It is not 
known why. It may be the fact there have been six 
convictions, and those convictions have had a 
prophylactic effect. We don't know why, but we 
know we haven't had any successful activity in find
ing any since late 1973. 

Third, I would like to point out one of the areas 
of the law that is uncertain in Section 605 of the 
Communications Act. This issue came up in a con
versation that we had last week with Mr. Rudnick 
in Las Vegas, the question of demand of lawful 
authority. And I indicated to him that as far as I 
was concerned, that didn't mean anything to me, 
that I didn't know what demand of lawful authority 
meant in the statute, and as long as I was attorney 
for the company I would not authorize disclosure 
except in response to a subpoena or court order 
because I don't know what that clause in the Com
munications Act means, and perhaps the Commis
sion should address itself to that question. 

And finally, despite the fact I agree with Mr. 
Caming that there are circumstances where a voice 
recording will be necessary, so long as I am advising 
Central Telephone Company, I know I am going to 
be very reluctant to authorize voice recording ex
cept when we are presented with a situation such as 
the conspiracy that he referred to, because the 
company does feel that its primary obligation is to 
preserve the privacy of communication. 

Thank you very much. 
MR. HODSON: Mr. Chairman. 
MR. WESTIN: Yes. 
MR. HODSON: You have raised a question by 

mentioning Title III. It seems to me you have 
enough evidence as you go down the line to get a 
Title III order to overhear in order to solve the toll 
fraud. I'd like to have your comment, Mr. Berolz
heimer, and also yours, Mr. Caming, on that. It 
seems to me you have enough evidence to establish 
probable cause. 
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MR. BEROLZHEIMER: I don't believe you 
could get a Title III order for the purpose of finding 
a Section 1343 violation. 

MR. FELDMAN: I was going to raise this: The 
detection of blue boxes and black boxes is not 
necessarily a recording versus non recording situa
tion. The Commission is interested because of the 
broad scope of Section 2511 (2)( a) which gives the 
telephone company greater leeway than anyone on 
this. There are no restrictions on their ability to 
monitor for toll fraud. The issue isn't recording ver
sus non recording. 

The other option might be to place 1343 under 
the list of proscribed activities for which wire
tapping could be used and have the telephone com
pany present that to the FBI after gathering infor
mation, and then allow the FBI to go in and seek a 
Title III court order. 

Now, we discussed this with Mr. Caming before, 
and I am sure he is going to have some comments 
on it. 

MR. CAMING: They might comment first if they 
have a plane to catch. 

MR. BEROLZHEIMER: Let me just make a brief 
co.mment on that, and it is not a subject to which I 
have given a lot of attention. I am sure Mr. Caming 
is much more prepared to address it than I am. 

Mr. Felctm.an raised this question with me the 
other day, and 1 told him and I do believe there is a 
significant distinction between the activities of the 
telephone company, which is a private party, taking 
action to protect itself against fraud being per
petrated on it-there is a distinction between that 
and government action. 

And I think that that is really the essential 
distinction. And in our society, one of the things we 
are more concerned about is government action. 
And as long as the law enforcement officials and 
federal agencies are not involved in it, r think we 
have a different situation with respect to the carrier 
which is simply acting in its own behalf to protect 
itself. 

MR.· WESTIN: I understand the difference 
between the governmental and private sectors, but I 
think the carrier is being charged with a common 
carrier function, and given the important media of 
communication, a line could be drawn. It is a public 
function, publicly charged. 

Why would your argument lead you to the con
clusion against the court-ordered amendment to 
Title III that would say if you make out the 
evidentiary basis you gentlemen have described, the 
proper step would be to turn it over to the public 
authorities and have them do the recording, voice 
r~cording, as the final stage in the process of public 
prosecution. In that case, you protect the privacy of 
the telephone medium to its greatest. 

MR. BEROLZHEIMER:: I don't want to get in
volved in a long debate about it because I have oot 
thought about it long or thoroughly, as I indicated. 
But I think the point you made is one of the essen
tial points, that the carriers are regulated public 
utilities and subject to the regulations of the various 
states that have jurisdiction over them. 

Second, I think the record shows the carriers 
have considered very seriously their obligation to 
protect the privacy of communication. Mr. Caming 
emphasized that in his statement, and I emphasized 
it in mine, and I think the history of this country 
bears that out, that the communications carriers 
have viewed their role very seriously and have 
given primary importance to their obligation to 
their customers to safeguard the privacy of commu
nication. The law enforcement officials do not have 
that same responsibility or obligation. They look at 
it from a different angle. I think that is a critical dif
ference. 

MR. WESTIN: Again, let me thank the three of 
you for coming and testifying. 

[The prepared statement of Mr. Berolzheimer 
follows.] 

STATEMENT OF 

KARL BEROLZHEIMER, ON BEHALF OF 

CENTRAL TELEPHONE & UTILITIES CORPORATION 

My name is Karl Berolzheimer. I am a partner in Ross, Har
dies, O'Keefe, Babcock & Parsons, Chicago, Illinois, which is 
general counsel for Central Telephone & Utilities Corporation 
and its subsidiaries which I shall refer to as the "Centel System." 
The Centel System provides telephone service to more than 
1,244,000 telephones in nine SUItes. It is not affiliated with any 
other telephone system and is a part of the independent 
telephone industry. The five largest exchanges served are Las 
Vegas, Nevada; Park Ridge-Des Plaines, Illinois; Tallahassee, 
Florida; Charlottesville, Virginia; and Hickory, North Carolina. 

In response to a request from Mr. Hodsen dated April 18, 
1975, I filed a report with the Commission, by letter dated May 
16, 1975, on electronic toll fraud investigations in the Centel 
System. For mCJre than ten years I have had primary responsibili
ty for adviSing management of the Centel System with respect to 
matters of secrecy of communication. 

The only significant activity involving electronic toll fraud in 
the Centel System occurred in Las Vegas, Nevada during 1973. 
Mr. Neil Beller, an attorney employed by Central Telephone 
Company in Las Vegas will testify about that activity. I am here 
to answer any questions relating to C~ntel System policy or posi
tions relating to the matters being considered. I have read Mr. 
Caming's testimony and, if desired, can comment upon it. 

The Centel System considers its role to be that of a communi
cations carrier. It is not in the business of providing investigatory 
or law enforcement services. Its primary obligation is to carry 
messages and preserve the privacy of those messages. Any intru
sion is viewed seriously and undertaken only after receipt of ap
propriate legal authority. We would prefer that there be no in
trusion under any circumstances but that is not possible in view 
of the authority granted in Title III o· The Ominbus Crime Con
trol and Safe Street~ Act of 1968, as amended. Moreover, the 
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Centel System companies are subject to electronic toll fraud and 
must in fairness to its subscribers and stockholders, take what
ever action is prudent to protect its revenues. The authority con
tained in Section 2511(2) is essential for this purpose. 

We believe Section 1343 of Title 18 is a necessary tool and we 
support adoption of Section 1344 proposed by the Bell System. 

If the telephone companies are to be able to protect them
selves from fraud, prosecutors must have an appropriate statuto
ry scheme. Since Blue Boxes have no lawful purpose, manufac
ture, transportation and possession of such devices should be 
outlawed. It will often be difficult to prove the necessary (lie
ments under Section 1343 and the Centel System endorses the 
proposed Section 1344. 

As our report to the Commission stated, and Mr. Beller will 
testify, there have been six convictions in Las Vegas. Central 
Telephone Company has not engaged in any voice recording and 
the convictions were obtained without Use of voice recording to 
establish use or identity of the user. Mr. Caming has suggested 
that there is no alternative but to make a limited recording of 
each illegal call (p. 19). Although the Centel System has not ad
vocated such a procedure, and its experience would not indicate 
such a need, we do not disagree with Mr. Caming. The Las 
Vegas area, the only one in which the Centel System has ex
perience with blue box prosecutions, is unique for several 
reasons. The area is relatively flat; it is a compact; and move
ment is easy. With the exception of a few hotels and office 
buildings there are few tall buildings. Since it is the center of 
legalized gambling there is also an interest in policing illegal 
gambling activities which have involved use of blue boxes. There 
has been very close cooperation between the carrier, the in
vestigative agency (FBI) and the prosecutor. These factors have 
permitted gathering evidence adequate to obtain convictions 
under Section 1343. However, this experience does not indicate 
that convictions could be obtained in other jurisdictions based 
on the same evidence. Nor does it indicate that the same 
evidence could be obtained under different circumstances. For 
example, it would be most difficult to prepare and execute 
search warrants in a large metropolitan area in the same manner 
a:I has been utilized in Las Vegas. The method used in Las Vegas 
would not be adequate to gain evidence of a multi-city conspira
cy. 

Accordingly, the Centel System agrees that, under some cir
cumstances, limited recording may be the only effective method 
of gathering evidence of an illegal call sufficient to secure a con
viction. 

Thank you for the opportunity to present this brief statement. 

MR. WESTIN: Mr. Caming, would you give us 
your view on the issue and let us know how you 
perceive the issue? 

MR. CAMING: May, I, before we advert to this 
subject, say one subject came up that you, Mr. 
Wegtin, might like to refer to with respect to 
amendments to Title III. 

Section 605 as presently written, as amended in 
1968-the first sentence really may be grammati
cally incorrect. You know, One court has in
terpreted it with respect to the intent. But it would 
seem to me that it does require rewurding of the 
first sentence. 

If you read it literally, it states that, "No person 
receiving or transmitting a communication shall 
divulge or publish the communication except 

through authorized channels, (1) to any person 
other than the addressee," (2) -and then it goes 
on, 3, 4, and 5. So that literally it says you cannot 
disclose to any person in the telephone company, to 
the master of a ship, in response to a subpoena, etc. 
And I know one of the courts recently had to in
terpret this as saying, "Well, the literal language 
cannot prevail over the obvious intent of Con
gress. " 

And if you compare this with what was previ
ously first clause of 605, you will see there is some 
change in punctuation. 

I merely mention that because you had raised 
that question earlier. 

MR. WESTIN: Actually, Section 605 is taken 
verbatim from a clause in the Radio Act , and it 
uses language that was appropriate for the transmis
sion of radio communications. And when Congress
man-the floor manager for that legislation-was 
asked what the floor debate on the legislation might 
be intending to change in the existing law, he 
replied, "Nothing," and I think he was well-borne
out despite the decisions of the Supreme Court, 
because anyone who sat down to draft a law for 
telephone communications couldn't have done 
worse than to take a law set up for radio. 

So we i.ue in third-generation fault here. 
MR. CAMING: That is very true, and when they 

republished it in 1971-
MR. WESTIN: They didn't clean it up. 
MR. CAMING: -they confused it further 

because it is more so than it was before '68. 
To advert to your question-and I can un

derstand the very legitimate concern of the Com
mission as to whether the court orders for toll-fraud 
monitoring in a carefully limited number of 
safeguarded cases would advance or be a deterrent 
to the public interest. 

In our opinion, and in mine, it is definitely con
trary to the public interest to require any more 
recording than is necessary. And the proposed 
method would, for reasons I will very briefly state, 
produce that adverse result. 

First, we are not talking-as 1 mentioned in my 
statement-about wiretapping. That is, to obtain 
the content of the conversation of lawful calls, to 
obtain evidence of some crime other than the plac
ing of the call. The only recording we do is with 
respect to cails that are illegally placed, and to 
prove the placing-not the content. We are not in
terested and we do not invade the content to obtain 
evidence of another crime. 

Now, this is a very vital distinction in my opinion. 
Secondly, we are acting in part pursuant to a 

statutory duty not only to prosecute but to bill. And 
for reasons mentioned in my statement, without 
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burdening you with thl'l details set out therein, we 
have to biU and cannot allow free service to con .. 
tinue when we know it is being stolen. 

The only recording we do is very limited, to 
identify not only the person but the actual comple
tion of the call, so that you have a scintilla of 
probable cause tnat a crime was committed, and is 
actually being committed, because there is no law
ful charges due until the call is completed, and to 
identify, to the extent of probable cause, that a cer
tain person or persons committed the call. 

So simultaneously with obtaining the very scintil
la of evidence necessary to go to a court, you have 
all the recording and ail the evidence necessary to 
prosecute. 

If you went to court, we'd still have to do that lit
tle amount in order to havl~ enough evidence to 
establish who committed the crime, and that a 
crime was committed, because even a John Doe 
warrant is no good without establishing that a crime 
was actually completed. And secondly, it is to 
establish if there is a conspiracy-and there is so 
often in these cases more than one involved-how 
it was done. 

Now, when this evidence is presented in court, in 
almost 100 per cent of the cases where we get this 
evidence we prosecute. So that each case is subject 
to exhaustive judicial scrutiny, which is in the 
public intel'~st, only on its very limited, carefully 
restricted recording under security::onditions. 

The contrast would be to turn it over to law en
forcement after amendment of Title III to give them 
30 days to J!nonitor and record, which would only 
mean that you are going to have a much more ex
ttlnded period of recording. 

MR. WESTIN: May I just ask you a question at 
that point. I am not sure I understand why that is 
the only alternative. Suppose the amendment said 
that on the production by you of the supporting 
documentations that have been described here, the 
computer printouts and brush tapes, and so forth, 
the law enforcement agent or even you could be 
directly authorized by the court-since I am not en
tirely convinced that we have to bring iaw enforce
ment in as the third party. I can see doing it either 
with or withollt law enforcement. But eitfl~r way, 
the court would order identification of recording, 
not to e.xceed a reasonable time-a minute, 30 
seconds, whatever. I don't see that autumatically 
you have to go to 30 days. We could write a fresh 
amendment that would take your procedure, and 
the difference would be that ill that case the disin
terested party, the court, comes in, scrutinizes the 
proof 'that you have acquired, and because the 
procedure would then be done only with the 
l;\uthority of the court, something of the stain of the 

telephone company doin,'<; iT, "by itself, unsuper
vised" might be withdrawn. 

MR. CAMING: As I say, i can well understand 
the appeal of that. Unfortunately, we'd have to get 
sufficient recording to establish that the crime was 
completed and who did it. Otherwise, the courts 
would just be goin~ on reasonably suspicious, 
rather than probable cause, on a John Doe basis. 

MR. WESTIN: Let me ask you about that. 
MR. CAMING: I'm sorry. 
MR. WESTIN: Just precisely, if all the things 

were made out that we have heard here, wouldn't 
that be probable cause? You would know that from 
a given office or apartment there had been a 
device. The only question you would have, was it 
Mary Jones or Harry Smith or Jane Doe that was 
placing the call. As I understand the pU.cpose of 
your voice recording, it is to identify an individual, 
not to make out the fact of the crime. All those 
things I assume you have done in what has been 
presented to us. 

MR. CAMING: We haven't profcrred proof that 
the call is completed. 

MR. WESTIN: But you have shown the deviation 
from normal usage. 

MR. CAMING: You have shown an attempt was 
made so far. 

MR. WESTIN: If I assume everything just the 
way it has been des·;:ribed here today, and it is the 
identity of an individual for purposes of final proof 
and prosecution, what if we were to write an 
amendment or suggest to Congress that it write an 
amendment that would say at that point you would 
go before a judge, and the court would authorize 
the placing of an identification recording device on 
the phone. It would he done under properly super
vised conditions, and at that point your case, then, 
is complete. 

MR. CAMING: ! would say that it has been our 
experience that there is no need fur that. As I said, 
we are not wiretapping-just to mention that. 

Secondly, there has been no abuse by the 
te'lephone industry and, if anything, our procedures 
have been further refined. We are talking only 
about calls that are unequivocally identified as iI
legall~l placed. 

And everyone of these in prosecution is 
completely scrutinizerl. The only purpose of gather
ing this evidence is for prosecution. And the courts 
have reviewed it and do review it, and you do have 
the judicial position. And in no case, with the possi
ble exception of one, has there been any abuse. 

MR. WESTIN: You appreciate that statement 
you have made is something you can make from 
your knowledge and belief. It is something that the 
public has to take, then, on faith, because there is 
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no pubHc participation before the fact as opposed 
to after the fact when the court scrutinizes prosecu
tions that take place. 

So what I am really raising with you is: How does 
the public-

MR. CAMINO: Well, we are regulated. T9 give 
you an illustration, I recently have appeared on this 
very subject before the staff of the Common Carri
er Bureau of the Federal Communications,Commis
sion. Weare not a private party in the sense that we 
can act in an irresponsible fas; jon and very little 
~urveillance. We have continual responsibility in 
~,.{ery state and to the federal authorities ~hrough 
our regulatory commissions. 

So you have that, plus the fact that the courts for 
ten years now-and it has gone up to the Supreme 
Court of the United States, and there has been no 
question in the mind of any court of any abuse or 
any impropriety. 

To do the other-for example, if you did it with 
law enforcement being in the picture, it would 
mean that each case would not necessarily get the 
manpower, the attention, the expense we put in, 
because of the importance from a deterrent stand
point in the public interest of having a prosecution, 
to get this done properly. 

And it would also-and I feel this is a point that I 
must say with delicacy-it would put us in the posi
tion of being hostage to law enforcement if they 
were engaged in this, as to the priority accorded to 
these cases and the amount of manpower and sur
veillance devoted thereto, and it might be said by 
those who are cynical-which, of course, I am 
not-that perhaps a quid pro quo might be asked 
for that might at times be disadvantageous to the 
public interest. 

MR. WESTIN: That is why I can imagine a 
procedure that we might recommend and not bring 
law enforcement in as the third party but authorize 
the security office of the telephone company to do 
that voice recording. 

Factually, I think it is true, and something that 
hasn't come out today, that in addition to gamblers 
using the black box devices, I think it has been 
shown to be the case that many student groups, 
New Left groups, eo.. cetera, have published all kinds 
of, "Rip Off the Telephone Company" schematics 
and descriptions, and so forth, and there have been 
any number of anti-telephone company campaigns 
as part of political movements. 

Therefore, the possib)~ity that the telephone com
pany could be us~d by law enforcement in the way 
that you were describing, for getting information 
about fugitives from justice and thirlgs like that, I 
would thh:.k can be thought to be quite real. 

So I am quite sensitive to your point that law en
forcement being bwught in might open it up to the 
r /ssibility of some other kind of abuse. 

Therefore, I think some such procedure, as I 
have suggested, that leaving out law enforcement 
might be worthwhile. 

MR. CAMINO: Certainly, we would be respon
sive to any procedure that the Commission and 
Congress sees appropriate that would permit us 
with any proper accountability to maintain 
dominion over the evidence-gathering procedure. 
We think that is in the public interest. We are a 
public utility, regulated. 

A great amount of time, effort, and expense must 
be devoted to these cases to do them properly-and 
we do them independently of law enforcement. 
This is very vital. As much as possible, we try to 
complete the package before them. So it can be 
said it is done independently. And the courts have 
commended us, as you probably know, in a number 
of cases for this conservative position. 

i would say that certainly any method of legisla
tion that would permit us to maintain dominion 
from one end to another over the process with ~uch 
accountability as Congress finds desirable would be 
in the public interest, and therefore we would favor 
,~ 

1 •• 

MR. WESTIN: I think this exchange has been 
very helpful to us on the Commission in terms of 
exploring the needs that the telephone company 
sees and the protection of the resource and the is
sues that are involved in the public interest as well. 

I know General Hodson has something he wants 
to ask you for the record. 

MR. HODSON: Mr. Caming, recently r have 
been advised informally ~~at the Senate Judiciary 
Committee, which is considering S. 1, the revision 
of the Federal Crim~nal Code, which would include 
2510 and 2511 of Title 1 8, has amended 
2511 (2)(a)(i), the same section we have been talk
ing about here, to eliminate all monitoring by the 
telephone company and by private industry, the 
owners of private switchboards-eliminate all 
monitoring except mechanicaJ.fhat would 
eliminate service observing and supervisory moni
toring. 

I would like to draft a letter to you after this 
meeting, because time is short, and get your 
response to that proposal by the Senate Judiciary 
Committee, because I think it's a part of our report 
likewise, and 1 think we have to have something in 
the record on it. We would like to get your view. I 
will outline the broad areas in which I b/:~ve the 
Commission is interested, and with the • • ,roval of 
the chairman we will make that a part of the 
record. 
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[The requested material appears elsewhere in the 
record as a part of the staff study on service moni
toring.] 

MR. CAMINO: Thank you for the opportunity. 
And should the Commission so desire, after receiv
ing our response, we would be glad to appear be
fore them; and in connection with our business sub
scribers as to that issue, you may wish to hear cer
tain of them. I leave that to the discretion of the 
Commission. We'd be very pleased to respond. 

MR. WESTIN: Thank you, Mr. Caming. 
Mr. Feldman. 
MR. FELDMAN: One feature might also include 

an inventory procedure. YOu are familiar with what 
I am speaking of? I gather that if at this time the 
telephone company engages in the limited record
ing which you have described but ultimately 
discovers they have not been able to determine the 
blue box is in use, the subscriber is never advised of 
the fact his conversations have been overheard; is 
that correct? 

MR. CAMINO: I would say that because of the 
methods we employ to determine, prior to any ulti
mate investigation of a voice recording charac
teristic, that in almost all of our cases when we go 
forward to the voice recording stage we prosecute 
it. 

There is virtually no case I can think of where we 
would not be in a position to move in. 

Now, ultimately the prosecutor may not wish to 
prosecute, but it is minimal, and in such cases we 
generally communicate directly with the offender. 
So I don't think that is a problem. 

MR. FELDMAN: You have supplied the Com
mission with a draft statute which would prohibit 
the manufacture and sale, or importation and sale, 
of blue boxes and other electronic toll-fraud 
devices. The statute also proscribes the publishing 
of specification:;;, schematics, and instructions on 
the manufacture of such devices. 

[The draft document referred to follows.] 
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~~---~------

EXHIBIT NO.~ 

PROPOSED FEDERAL STATUTE PROSCRIBING THE MANUFACTURE, DISTRIBUTION, 
IMPORTATION, POSSESSION, ETC. OF DEVICES, OR SPECIFICATIONS THEREFOR, 

FOR THE FRAUDULENT OBTAINING OF COMMUNICATION SERVICES 

It is respectfully urged that a new section, § 1344, be added 

to Title 18, Crimes and Criminal Procedure, of the United States Code, 

to read as follows: 

§ 1344. Fraudulent Communication Devices. 

(a) Whoever willfully 

(1) sends through the mail, or sends or carries in interstate 

or foreign commerce, or 

(2) imports or otherwise brings into the United States or any 

territory or possession under its control or jurisdiction, 

or 

(3) makes, assembles or possesses, or 

(4) sells, gives or otherwise transfers to another, or 

(5) offers, or places in any newspaper, magazine, handbill 

or other publication any advertisement, to sell, give 

or otherwise transfer to another, or 

(6) purchases or in any other manner obtains, receives or 

conceals, 

any electronic, mechanical or other device, instrument, apparatus or 

equipment, or plans, specifications, instructions or other information 

for making, 8~".\embling or using any such device, instrument, apparatus 

or o~her equipment, or publishing any such plans, specifications, 

instructions or other :!.nformation, 

with ~ntent to use it, or knowing or having reason to know that it 

is intended to be used I)r that its design renders it primarily useful, 

to obtain any communicatinn service from a communication common 

carrier~ 
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by rearranging, tampering with, or making any unauthorized connection, 

whether physically, electronically, acoustically, inductively or other

wise to, any telephone instrument, equipment or facility of any such 

communication common carrier, 
to avoil,;, the payment, in whole or in part, of the l,awful charge for 

such communication service, or to conceal from' any such communication 

common carrier or from any lawful authority the existence or place of 

origin or termination of any communication, 

or by using any communication service knowing or having reason to know 

that such rearrangement, tampering or connection existed at the time 

of use, 

shall be fined not more than $1,000 or imprisoned not more than five 

years, or both. 

(b) As.sed in this section, "communication common carrier" 

shall have the same meaning which is given to the term "common carrier" 

in section l53(i.l) of title 47 of the United States Code. 

(c) Any device, instrument, apparatus or equipment" or 

plans, specifications, instructions or other information therefor, 

described in subsection ~~) of this section, may be seized and for

feited to the United States. All provisions of law relating to 

(1) the seizure, summary and judicial forfeiture, and condemnation 

of vessels, vehicles, merchandise and baggage for violations of 

the cus~oms laws contained in title 19 of the United States Code, 

(2) the disposition of such vessels, vehicles, merchandise and 

baggage or the proceeds from the sale thereof, (3) the remission or 

mitigation of such forfeiture, (4) the compromise of claims, and 

(5) the award of compensation to informers in respect ,of such 

forfeitures, shall apply to seizures and forfeitures incurred, or 

alleged to have been incurred, under the provisions of this section, 

insofar as applicable and not inconsistent with the provisiolLs of 

this section; except that such duties as are imposed upon the collector 

of customs or any other person w~th respect to the seizure and 

forfeiture of vessels, vehicles, merchandise and baggage under the 

provisions of the customs laws contained in title 19 of the United 

States Code shall be performed with respect to seizure and forfeiture 
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of any such device, instrument, apparatus or equipment, or plans, 

specifications, instructions or other. information therefor, under this 

section by such officers, agents or other persons as may be 

authorized or designated for that purpose by the Attorney General. 

(d) Nothing contained in this section shall create 

immunity from criminal prosecution under the laws of any State, the 

District of Columbia, the Commonwealth of Puerto Rico, or any 

territory or possession of the United States. 

(e) If any clause, sentence, paragraph or part of this 

section or the application thereof to any person or circumstances 

shall, for any reason, b~ adjudged by a court of competent juris

diction to be invalid, such judgment shall not affect, impair or 

invalidate the remainder of this section and the application 

thereof to other persons or circumstances, but shall be confined 

in its operation to the clause, sentence, paragraph or part thereof 

directly involved in the controversy in which such judgment shall 

have been rendered and to the person or circumstances involved. 

Attorney 
American Telephone and 

Telegraph Company 
June 11, 1975 
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My final question is: Do you see any potential 
First Amendment problems with that part of the 
statute? 

MR. CAMINO: I really don't in the sense that 
there is no prior restraint. Actually, the publication 
of these plans and schematics is solely in associa
tion with these devices. It has no legitimate purpose 
whatever, and it makesthe publication crimrnal but 
doesn't proscribe it. It just prohibits proceeding 
with impunity. And in that sense, I think it is within 
the general First Amendment constraints. 

It is in effect designed only to the committing of 
what is patently an illegal act of an immediate 
character-the publication. In other words, the 
publication would result-

MR. FELDMAN: Your Act would make a 
criminal offen~e the publica.tion of the specifica
tion? 
. MR. CAMINO: Oh, yes. It is proposed to make 
criminal the publication of the schematics and dia
grams. 

MR. FELDMAN: And you don't feel there would 
be any First Amendment probJem with that? 

MR. CAMINO: I think it is within the permissible 
limits of the First Amendment. I am su~e. that some 
may think that any limitation on speech, as one of 
o\.lr Supreme Court Justices- said, is a First Amend
ment problem. 

But I think the courts generally have said there 
are some limits beyond which you cannot proceed. 

MR. FELDMAN: Thank you. 
MR. WESTIN: It is very perilous to ask one last 

question and raise a First Amendment issue, so we 
will have to forego the joy of discussing the First 

. Amendment limits with you. 
Thank You very much, Mr. Caming. 
MR. CAMINO: Thank you. 
MR. WESTIN: The Commission meeting is ad

journed. 
[Whereupon, at 6:20 p.m., the hearing was ad

journed.] 
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