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ABSTRACT

This document is a report of the hardware and software develop~
ment effort for the Burglar Alarm System program funded by The
Aerospace Corporation through a primary contract with the Law
Enforcement Assistance Administration. The purpose of this
effort was to develop all of the Burglar Alarm System components
which were previously identified and specified as a result of the
Systems Design Phase conducted earlier. A report on this earlier
phase of the program is given as Report Number E-227 entitled
"Burglar Alarm System Phase I Report,’ dated September 1975
by GTE Sylvania, Mountain View, California. The hardware
subsequently developed and delivered conformed with all of the
requirements and specifications as stipulated in the referenced

repoxrt,
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CHAPTER I. INTRODUCTION

This document is a report of the hardware and software development effort for
the Burglar Alarm System program funded by the Aerospace Corporation under
Contract Number 44368-V. The Aerospace Corporation in turn is under prime contract
to the Law Enforcement Assistance Administration. This report fully defines all
of the development effort which was subsequently undertaken after the Phase I Systems
Design of the Burglar Alarm System program, Fully described in this report is the
hardware and software development.

Chapter II is an Executive Summary of the results of the development effort,
It is followed by Chapter III which fully describes the overall BAS system, its instal-
lation, operation, and the hardware details of each of the individual subsystems.
Chapter IV describes in detail the software required to support the BAS system
design. Software is resident in three of the BAS subsystems, namely the central
processor, the entrance control, and the central station., Chapter V provides
conclusions and recommendations as a result of the completion of the BAS program.
Subsystems schematic diagrams and parts lists are given in Appendix A, while
Appendix B provides flow charts for all of the system software and Appendix C
provides a program listing for that same software.

1-1
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CHAPTER II. EXECUTIVE SUMMARY

Specifications and requirements for the Burglar Alarm System were fully developed
and documented during the system design phase of the BAS effort, and are recorded
in Report Number E-277, entitled "Burglar Alarm System Phase I Report,' dated
September 1975 by GTE Sylvania, Mountain View, California. The hardware developed
during this phase of the BAS program fully conforms to those requirements and

specifications.

The BAS is composed primarily of six subsystems, i.e., the central processor,
the entrance control, the sensor-transmitter, the external interface, the central
station, and the local alarm, As its name implies, the primary purpose of the central
processor is to provide the overall logic for the operation of the BAS. The processor -
represents the prime interface with the user. It allows the user to set in various
operating modes, to change his four-digit combination which is used to access the
BAS, and also provides a two-digit LED display of any trouble that has occurred in
the system. It receives digital data which is transmitted over the power lines and
subsequently, operates on it appropriately. The central processor also provides an
interface to a remote monitoring facility via the external interface module.

The purpose of the entrance control subsystem is to preclude false alarms commonly

generated by the user himself, i.e., walking into an armed system. The user may
only gain entrance to his residence by punching in a predetermined four-digit code

on a keyboard located on the outside of the residence. This data is then transmitted
back to the central processor where it is decoded and compared with the preselected
four-digit combination. If the proper combination was used, the central processor
will disarm the system and send a signal back over the power lines to the entrance
control to release the electric door strike at the front door. Furthermore, this
provides the user with a simple keyless way to gain entry to the residence. In addition,
the combination can be easily changed at the central processor. The entrance control
also provides various other functions, i.e., arming of the system, sensing the door
position at the entrance control, and a2lso provides panic switches to allow the user to
activate the alarm at the front door. There is also a tamper switch located at the

keyboard which will sound an alarm if anyone attempts to remove the keyboard.

2-1
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Chapter II (Continued)

The sensor-transmitter's purpose is to provide the user with ease of installation,
The user simply installs the sensor and runs a two-conductor wire to the nearest wall
outlet where a sensor-transmitter is plugged in, The sensor-transmitter then transmits
secure or alarm messages as the sensor switch is opened and closed. These signals
are transmitted over the power lines to the central processor where appropriate action
is taken. The sensor transmitters also transmit periodic status messages to allow
the central processor to keep track of their proper operation. Each sensor-transmitter
is uniquely identified in three ways: encoded on its digital {ransmission is the identity
of the user himself, the type of sensor that it is, i.e., external, internal, fire, special,
etc., and the identity of the specific sensor of a given typé. The coding provides
up to 16 unique identities for each type of sensor. The coding is easily established by
the user simply through the insertion of code plugs inside the sensor-transmitters.

Each sengor-transmitter accepts three code plugs to establish the above identifications.

As its name implies, the external interface interfaces the central processor to
a remote monitoring site, such as a central alarm station. The external interface
itself is simply a 600 baud full duplex modem which allows signals to be transmitted
over telephone lines. Additionally, signals initiated from the central monitoring

point are passed through the external interface and into the central processor.

Located at the other end of the telephone line is the central station monitor.

The monitor developed for the BAS will accept signals from two separate BAS systems,
since this is the total amount developed under this contract., The primary purpose

of this central station monitor is to demonstrate feasibility of communicating with

the central processors. When an alarm occurs and the processor is set in an external
alarm mode, a digital signal is automatically transmitted back to the central station
where it is decoded and the appropriate alarm light is displayed. Five types of alarms
can be generated from each of the BAS's. They are fire, panic, intrusion, tamper,
and special. In addition, the central station can interrogate each of the two systems
to determine their status. An interrogation message is initiated to the selected BAS
whereupon the appropriate BAS will respond with the appropriate status information.

The local alarm subsystem simply consists of a 10~-inch bell located within a
steel housing which is protected by two tamper switches. One tamper switch detects
the opening of the bell box enclosure while the other tamper switch detects if any

attempt is being made to dismount the entire system from its mounting surface.

2-2

- ey g s

o Rl B




Chapter II (Continued)
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It was not the intent of this development effort to finalize a product, but rather
to demonstrate feagibility of the BAS concept. It was determined relatively early
in the program that microprocessors would be used to‘ imblement the required system
logic; At that time microprocessors started to appear on the market which were
complete one~chip microprocessors with on-board clock, ROM, RAM, CPU, etc.
These microprocessors can be sold at the present for less than $10 in reasonable
quantities, It is projected that these same microprocessors or second generation
single chip microprocessors will be available in the relatively near future in the two
to three dollar range. This allows the system logic to be very sophisticated and
yet can be implemented at a very low price. The microprocessor selected for
develop'ing the feasibility BAS systems was the INTEL 8080, The reason for its
selection was basically two-fold: (1) it allows the use of external reprogrammable
PROMSs which allows flexibility during the development cycle since software can be
easily changed and (2) the INTEL 8080 enjoys much software and hardware support.
The negative side of using the INTEL 8080 is the fact that it needs a three voltage,
well regulated power supply, as well as many support chips. This means that the
feasibility models in no way reflect reduced sizes which will be achieved when a
single chip microprocessor is employed in the design. Additionally, the power line
transmitters and receivers were implemented in the feasibility models in terms of
discrete circuitry. Additional cost and space savings will be achieved when the
power line communications undergoes large scale integration. The entire BAS
would, then, be very small and inexpensive yet would still provide many sophisticated
functions to the user.




hoete w'm e d it e e h s




of on de e m’m " o sl by e e e S

CHAPTER III, BAS HARDWARE DEVELOPMENT

3.1 BAS DESCRIPTION, INSTALLATION AND OPERATION

The purpose of this section is to provide an overall description of the developed
BAS configuration, This section will define the interface between the various sub-
systems and between the system and the user. Design details of each of the subsystems
are given in subsequent sections. An artist's concept of the overall system is shown
in Figure 3-1. Shown in the lower right hand portion of the illustration is the processor
which is central to the entire system. As its name implies, it processes information
received from all of the sensor transmitter units and the entrance control unit and
controls the modes of operation of the system. The panel layout, illustrated in
Figure 3-1, is only functional and is in reality configured as a result of the human
engineering effort with GVO Incorporated.

In order to eliminate a major portion of the system wiring and its associated
expense, sensors installed throughout the house may simply be wired to the nearest
wall outlet where a sensor-transmitter is inserted into the outlet. The sensor-trans-
mitter, upon receiving an alarm condition from the sensor, will format a specific
alarm message and relay this message via the power lines to the processor. The
processor will then initiate the appropriate action depending upon the setting of the

operating mode switches.

The purpose of the entrance control is to preclude false alarms caused by care-
lessness on the part of the user. The majority of false alarms are caused simply
by the user's failing to disarm the system prior to entry. The entrance control
consists of a keyboard installed on the outside door jamb., In order to enter the
premises, the user must punch in his previously selected four-digit code whick is
transmitted via the power lines to the processor. If the code is valid, the processor
will disarm the system and send a strike release signal back to the door to allow the

user to enter,

There are three basic alarm mechanisms which the processor may initiate.
The first of these is the sounding of a local alert signal which is incorporated into
the processor and there can also be an optional local alert module. This module is
illustrated in the upper right hand corner of Figure 3-1, It is used to alert the user
of an intrusion er a fire condition while he is located within the house.
3-1
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3.1 (Continued)

The second alarm mode available is that of initiating the loud local alarm, i.e.,
the bell. This sounding device is hardwired from the processor to the sounding device's
external location.

The third alarm alternative is that of initiating a signal which can be monitored
at a central monitoring facility, This requires an optional external interface module
which interfaces the processor to the telephone lines.

The following paragraphs describe the system operation in detail. It should be
noted that the description is centered around a fully configured BAS system, i.e.,
all of the capabilities of the system will be described. It should be further noted that
manufacturers of BAS are not forced to configure the system with all of the available
functions. The reason he may not do this is to save costs on peripheral equipment
required, such as switches, indicator lights, etc. These functions, however, will
be available on production developed chip whether a manufacturer chooses to fully utilize

its capabilities or not,

3.1.1 Message Formatting

The BAS system utilizes a digital FSK signal for intrasystems communications.
Figure 3-2 shows the primary BAS message structure. The first fourteen bits are
used as a preamble to establish bit synchronization. Eight bits are used at the beginning
and end of the message bits to uniquely identify a particular user.

Sixteen bits were statistically selected for this identification based upon the number
of users which may share the same secondary of a power distribution system, The
first four bits following the first eight bits of the user identification code are used as
the "type' field. The type field identifies which one of four possible entrance controls
a signal is coming from or going to and also establishes whether a sensor transmitter
is performing a perimeter, internal, fire, tamper, panic, or special sensor function,
TFollowing the four-bit type field is a two-bit ""subtype" field. The subtype field
indicates the nature of the message being transmitted to and from entrance controls
and sensor transmitters. The nature of these messages will be explained later in
this subsection. The two-bit subtype field is then followed by a four-bit ID/data




SUB

PREAMBLE USER 1.D., TYPE  TYPE 1.D, DATA USERI.D.  PARITY
14BITS 8 BITS 4BITS  [2BITS| 4 BITS 8 BITS 1

. FUNCTION CODE ’/pu’{lo]\; _CLQ FUNCTION CODE
ARMING/DISARMING E.C, NO., 1 1000 , REQUEST ARM 1%
ARMING/DISARMING E.C. NO. 2 1001 CONFIRM NO, 1 10 — IST HALF OF CODE WORD ~ XXXX
ARMING/DISARMING E.C.NO. 3 1010 CONFIRM NO . 2 01 —— 2ND HALF OF CODE WORD XXXX
ARMING/DISARMING E.C. NO4 1011 COMBINATION 00 —— ENCODED BCD DIGIT XXXX
ARMING,/DISARMING E,C, NO, 1 0000 DATA NO, 1 01 —— 1ST HALF OF CODE WORD ~ XXXX

ARMING/DISARMING E.C. NO, 2

0001

DATA NO, 2

0010 //3 E K
0011 - STRIKE RELEASE

10 — 2ND HALF OF CODE WORD XXXX

ARMING/DISARMING E.C. NO. 3 0 11 —r= NO TROUBLE 0000
ARMING/DISARMING E.C. NO, 4 o <L TROUBLE 1M
PERIMETER SENSOR** 0100 ALARM 00 ——» SENSOR NO. 1 TO 16 XXXX
SECURE ol 7
INTERNAL SENSOR 0101 : — STATUS 10
/ STATUS n
FIRE SENSOR 0110
E.C. TAMPER SENSOR 1101
E.C. PANIC SENSOR 1100
SPECIAL SENSOR 0111
LOCAL ALERT 1110 [ FIRE (MESSAGE A) 00
INTRUSION (MESSAGE B) 01

*1.D./DATA FIELD NOT USED
** PERIMETER SENSORS NO, 12, 13, 14, & 15 ARE E,C, DOORS NO, 1, 2, 3, & 4 RESPECTIVELY

Figure 3-2, BAS Message Format
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3.1.1 (Continued)

field which is used by a sensor-transmitter to uniquely identify that particular trans-
mitter and is used by the entrance coutrol and processor for the transmission of a ,
four-bit data word. This ID/data field is then followed by the remaining eight bits
of the user identification code which in turn is followed by a parity bit for a total of
41 bits.

3.1,2 Imstallation

The majority of the BAS installation is extremely simple and can be done by the
user himself, Sensor-transmitters are simply located at the wall outlet which is
closest to the point at which the sensor is installed. The processor is plugged into
a convenient location, such ag a position near to where the bell will be mounted and/or
near a telephone jack. The most difficult part of the installation consists of installing
the entrance control and the alarm bell. In order to install the entrance control,
it is only necessary that a single one-half inch diameter hole be drilled through the
door jamb over which a keyboard will be surface mounted. The cable from the key-
board is inserted through the hole and interconnected to an electronic package which
is surface mounted at the other end of the hole through the door jamb. The electronics
housing contains an electric strike, a recessed arming switch at its edge, two panic
buttons and a magnetic reed switch for sensing the door's position. A mating module,
which contains a spring loaded bolt, is also surface mounted at the back side of the
door. A multi~conductor cable is then run frem the electronics housing to a unit

which plugs into the nearest wall outlet.

Installing the bell simply consists of running a four-conductor cable from the
processor to the bell's location. The bell box is surface mounted on an external wall
of the house., Manufacturers configuring the system for apartment use may elect to
incorporate the local alarm sounding device into the processor box to further ease
installation and cost. If an optional external interface is desired, it only requires
a cable to be run from the processor to the external interface module and from the
interface module to a telephone j‘;‘a‘{zk. The vast majority of users can easily install
the system themselves or they may elect to get the services of a professional instalier.
Because of the ease in which the system is installed, a professional installer could
easily install the system within one, or at the most, two hours depending upon the

number of sensors used in the system. . //

o




3.1.2 (Continued)

The following paragraphs will deal with the system in its operational use. These
will be discussed in a chronological sequence and features of the system will be pointed.

out as the user goes through the operating sequence.

3.1.3 Initialization and Cude Plug Insertion

When the user gets ready to put his system into operation, he opens the processor
and sees what is illustrated in Figure 3-3, which is a photograph of the feasibility
model. There is a series of dual in-line package code plugs as shown in the photograph,
and a start/run switch. The rows of code plugs marked "external,'" "internal,' "fire,"

'special'' and "entrance'" are all inserted into their sockets when the system is delivered.

The user ID code plugs are supplied in a separate plastic bag and one of these is
inserted into the two receptacles entitled '"user ID." In order to establish the coding
of a particular transmitter, it is necessary to plug three plugs into the sensor-trans-
mitter itself,

Two of these plugs are user ID code plugs and the other plug is one which is
extracted from the processor. If for instance the sensor-transmitter would be used
to monitor a magnetic switch on the back door, then the code plug number one under
the "external" column would be extracted from the processor and plugged into the
sensor~transmitter at that loecation. Through the absence of that code plug, the
processor then knows that it must keep status of an external sensor number one.
These code plugs establish the sensor transmitter's unique identity and its function.
‘When the user installs the code plug in each transmitter, he makes a note as to the
numerical identification of each of the transmitters, i.e., whether it is one, two, three,
four, etec. This will allow him at a later date to properly interpret the trouble identi-
fication code which is displayed on a two-digit code display located on the processor
front panel. The trouble indicator will indicate the number of the particular sensor-
transmitter which is causing trouble or will give a code indicating other trouble in
the system. A list of these trouble codes is given in Table 3-1.

After each of the system sensor-transmitters and entrance control modules
has received its code plugs, the system is ready to be brought into operation. This
is done simply by placing the start/run switch intc the start position and plugging
the processor into the nearest ac outlet. This initializes the logic of the system and

sets RAM memory to zero. In order to make the system fully operational, then, it

3-6
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Table 3-1. Trouble Indication and User/System Error Codes

Sensor Trouble or Alarm Codes
Sensor-Transmitter Identification

EXTERNAL SEHSOR #
EWTERMAL SEMZOR #
EATERMNAL SEMSOR #
ENTERMNEL ZERSOR §#
EWNTREAMCE COMTROL # 4 DOOR
EMTRANCE CORTROL # & DOOE
IMTERMRL ZEHZOR # 4
IHMTERMAL SEWSOR # o
IMTERMEAL SEMSOR # =
IMNTERMAL SEMSOR $# 4
FIRE SEMZOR #
FIRE SENMZOR #
FIRE SEMZOR #
FIRE SERZOR #
SFECIAL SEWNSOR #
SRECIAL SERSOR #
EWNTRARNCE COMTROL
EMTRANCE COUMTROL
ENTRAMCE COMTROL 1 THNFER
EMTRANMCE CTOMTROL 2 TRMPER
FROCESZOR OR BELL TAMPER-
JEMMING DETECTOR FOR EITHER POMER LIKNE OR MODEM
CINTERMAL SERZOR ALREEADY IN PROCESSOR
MOTE: — FLASHIHG DLGIT DISPLAY INMDICATES AM ALARM
- STERDY DIGIT DIZPLAY THDICATES A MHON-REFORT IHG
SEMSOR DR R SEMSOR LEFT 18 THE ALARM STATE

CNE SR

L=k o3 b=

r.
_at

1 FRAMIC
2 FRMIC

¥ EEFE L EEEFEETFEFTEEEEEEEE R
B R

User/System Error Codes
Condition
CHUTION - FRILURE 1IN ENTRANCE COMTROL # 1 COMMUMICATION
CHUTION - FAILURE IW EMTRRMCE CONTROL # 2 COMMUMICATION
AEMING ABORTED - SYSTERM MILL WOT ARM FROM PROCESSOR
COMLY AT A ENTRANCE COWTROLS 1M
LOCAL FLARF,  LOCALSREMOTE. OF REMOTE
MOLES
CHRIITION

= SYSTEM ARMED FROM PROCESSOR IM TEST OR
‘ LOCAL ALERT MODES
CAUTION - FOMER LIWE OR MODEM RECEIVER FARITY ERROR OF
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3.1.3 (Continued)

is only necessary to place the start/run switch in the run position. Next, the user
simply plugs in his two ""combination'" code plugs which establishs the four-digit combi-
nation to be used at the keyboards. The processor box is then closéd and the system

is operational.

3.1.4 Access Mode and Mode Selector

After the system has been put into operation through the above steps, the user
may select any mode of operation he desires. Any changes of the processor setting
must be preceded by the user punching in his four-digit code at the processor front
panel., When he does this, the processor goes into thF is termed an "access' state.
The first thing that this state does is disarm the system, if it is armed. The length
of period for the access state is dependent upon two things, one is a sixty~second
timer and the other is whether the tamper switch on the processor cover is in a
secure position. The access period allows the user to open the cover of the processor
without causing a tamper alarm. The last of those two events, the 60-second timer
or the closing of the front panel, will cause the system to go out of the access mode;
an indicator light on the front panel indicates to the user whether or not he is in the
access mode. Thig light is illustrated in Figure 3-4 which is a photograph of the
proééésor front panel. By pushing in his four-digit code,' the user may then reset
his code by opening the front panel aﬁd changing the combination code plugs or he may
temporarily disable all of the tamper switches in the BAS System. The user may
also shut the entire system down by disconnecting ac power. The mode selection
switches will only be read by the processor Tc‘)gic at the termination of the access
period. Any subsequent change in the position of the mode selection switch will
not change the operating mode of the processor. In order to change that mode,
it is necessary for the user to punch in his four-digit code prior to setting the\

switches.

LED indicators display the mode of operation of the processor in the event that
the switch positions have been chidnged. These indicating LED's can be illuminated

by pushing the "Iluminate Trouble Indicator' button without punching in the four-
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3.1.4 (Continued)

digit code. Also indicated at this time is the numerical indication of any trouble that
exists in the system, If the four-digit code is punched in and then the "Illuminate
Trouble Indicator! button is depressed, the system will be armed and an indication
of that arm state will be given through another LED indicator above the button.

The two mode switches allow the user a high degree of flexibility in the way he
uses the system. A three position sensor mode switch allows him to select three
different modes for monitoring sensors. The panic and fire sensors are being
monitored in all three modes of operation even when the system is not armed. By~
placing the sensor mode switch in position number two, the door and window sensors,
i.e., perimeter sensors, are added to th_e panic and fire sensors. These sensors,
however, are only monitored when the system is armed. By placing the sensor mode
switch in position number three, all of the sensors in é. residence are monitored
in¢luding the internal sensors such as switch mats, volumetric devices, etc. Again,

these burglary sensors are only monitored when the system is armed.

The alarm mode switch allows the user five different alarm reporting schemes.
In position number one, alarm indications are only given via the local alert and a
test light on the front panel; this allows the user to test all of the various sensors
in the system. In position number two, only the local alert is sounded; in position
three, only the local alaxrm, that is the loud sounding device, is actuated; in position
four, both the sounding device and the signal sent to a remote monitoring station is
initiated. This remote function, of course, can only be used if the user has elected
the optional external interface module. In position five, only a silent alarm signal

is sent to the central monitoring station.

3.1.5 System Arming

The BAS system can be armed at two locations - at the front panel of the processor
or the entrance control. If an entrance control is incorporated into the system and
the system is armed at the front panel, the logic in the processor precludes arming
of the system in any of the external alarm modes, i.e., alarm mode switch positions
three, four and five. This is done in order to preclude false alarms. A system with
an entrance control would normally only be armed from the processor front panel for

protection of the individual while he is within the residence. If, for instance, he
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3.1.5 (Continued)

wanted to monitor all of his sensors during the evening hours, he would place the sensor

mode switch into position three (all) and his alarm mode switch in position two (local
alert). He would then punch in his combination and activate the arm switch. Each
time one of the sensors is activated, the local alert will sound. The user then has
the option of investigating the source of the alarm and/or to activate a panic button,

which will cause a local alarm to be actuated. Not allowing the user to arm the system

in any external alarm mode from the processor front panel will negate the possibility
of members of the household inadvertently setting off false alarms as they move about
within the residence. |

When an entrance control is incorporated into the BAS system, the user may arm

the system at the front door. He accomplishes this by opening the door and exposing

the recessed button located on the edge of the electronic package of the entrance control

which is surface mounted on the door jamb. He simply presses the button and closes
the door behind him. He then glances at the LED display on the keyboard to get a

20 second indication of whether the system has successfully armed. A successful
arming sequence is indicated by a steady glow of the LED indicator for a 20 second
period. If there is trouble within the system, the LED indicator will blink, alerting
the user to this fact. Trouble will be indicated if, for instance, any of the intrusion
sensors have been activated, such as an open protected door. The user, upon seeing
the blinking LED indicator, may still elect to leave and if he does so, the processor
will arm all of the non-activated sensors. The processor will not monitor any of the
sengors indicating trouble., If the user, on the other hand, wishes to correct the
trouble, he simply punches in his four-digit access code at the front door which will
allow him to reenter and go to the processor to determine the source of the trouble.
In order to do this, all he has to do is to push the "Illuminate Trouble Indicator"
button and the numerical representation of the offending sensor or condition will

be displayed on the two-digit LED display. If there are multiple troubles, they

will be sequentially displayed each time the button is pushed. The user may then
take corrective action, such as closing the rear door. A trouble indication will

also be given if the user has armed his gystem from the front door with the sensor
mode switch in position one (panic/fire) or with the alarm mode switch in position

3-12
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3.1.5 (Continued)

one or two (test and local alert)., After the user corrects the trouble, he will then
go through the same exit sequence and will then get a continuous five second illumi~
nation of the LED at the keyboard to indicate all of the trouble has been cleared and
the system is fully armed. |

At this point, some processor logic which is completely "invisible' to the user
will be described. Additional logic is included in the processor and the entrance
control to deal with a vulnerability in the system. This vulnerability, about to be
described, is a result of a widely proliferated system which the BAS potentially
will be. The vulnerability results in the fact that the four-digit combination is trans-
mitted over the power lines to the processor which, if valid, will cause the processor
to disarm and send a strike release signal back to the entrance control. A potential
intruder, through the use of another BAS system and a tape recorder, could simply
ohserve the time in which the intruder entered his premises and record the signals
that were transmitted over the power lines. All the intruder would have to do to gain
access to the user's residence is play the recording back onto the power line when
the user was away. This signal, when received by the user's processor, would not
only disarm his system but would also open the front door for the intruder. Such a
technique would be a universal key to anyone using a BAS system. In order to avoid
this vulnerability, we use the capability of a microprocessor to further encode the
user's combination data. This is done as follows: when the user arms his system at
the front door, a dialogue between the processor and the entrance control is established.
After the arming button at the entrance control has been depressed and the door is
closed, a ”requesfj for arm" message is sent from the entrance control-to the processor.
This message, along with the others to be discussed, are shown in the BAS message ’
format in Figure 3-2. The processor, upon receipt of the request for arm signal,
generates an eighi-bit pseudorandom code. This means that there are 256 possible
eight-bit combinations that can be generated, The processor will then transmit the
first four bits of the eight-bit code to the entrance control in the ID/data field of
the message. The subtype bits will indicate that these four bits are "data number
one." The entrance control will then transmit a "confirm number one' message back
to the processor echoing the same four bits in the ID/data field. If the processor
receives an incorrect data number one word, then it will reissue the data number
one code until it is received at the entrance control and properly transmitted back
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3.1,5 (Continued)

to the processor. The processor will then repeat the same sequence with the last
four bits of the eight~bit code word making sure that the entrance control has received
it properly. When both four-bit code words have been prdperly transferred from

the processor to the entrance control, the processor will eliminate the old code

bits and load the new code bits into a storage register, and will transmit an "OK"
signal to the entrance control to do the same, The two four-bit groups are now
located at both the processor and the entrance control. This entire sequence takes
approximately 3 seconds. These code words are now used to further encode the
combination data being sent on the power lines., This is done by exclusive ORing

the combination digits with the code data, TFigure 3~5 indicates the characteristics

of the exclusive OR'd function. When this data, which is the combination digit, is
exclusive OR'd with the key word, which is the four-bit code word, an encoded signal
is generated. This signal is then transmitted from the entrance control to the
processor, The processor then takes the encoded message and exclusively OR's

it with the code word to retrieve the original data or combination digit. The combi~
nation digits are alternately exclusively OR'd with the two four-bit code words.

In order that the user does not have to enter his combination in a synchronous fashion,
i. e., he must press all four digits and not restart the combination after, for instance,
the third digit, either pattern of alterations are accepted as a valid code by the
processor, In other words, the processor will decode a one~two, one~-two, one-two
pattern or a two-one, two-one, two-one pattern and only require that the iast four
digits decoded compare properly with the combination set into the processor. By
accepting either pattern, the number of possibilities are reduced from 256 to 128
which is felt to still be quite safe. Now the intruder would have to actually attempt

to decode data on the power line in order to gain entry. This level of sophistication
is beyond the capabilities of the intruder since there are two unknowns in the system,
i. e., the combination and the code words. He would have to successively observe

a total of 128 accesses before he could predict a pattern. As was stated earlier,

this entire process is invisible to the user, but serves to eliminate a potentially

very vulnerable situation.

In the instance where no entrance control is used in the system, the processor,
- through sensing the presence of all of its entrance control plugs, resorts to another
mode of operation, When no entrance control is incorporated, the processor will
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3.1.5 (Continued)

allow a period of approximately 45 seconds for the user to exit without causing an
alarm. TUpon reentry, the processor will allow approximately the same period of
time to disarm the system by punching in his four-digit code at the processor front
panel. As soon as the door is entered, a local alert at the processor and in any ‘
optional local alerts will sound to alert the user that the alarm will be initiated unless
he disarms the system. 'From a system standpoint, this is not a desirable arming
or disarming technique, but is the only one available when an entrance control is

not used.

3.1.6 Armed and Non-Armed System Operation

After the system has been armed, as described in the previous section, sensors
will be monitored as a function of the sensor mode switch setting and the pruning
operation which may or may not have taken place at the time the system was armed.
When a sensor-transmitter is activated, it sends out five alarm messages spaced
at one minute periods. This assures with a very high degree of probability that the
alarm message will be received by the processor. The "alarm" message is only
one of three different types of messages that are transmitted by the sensor-transmitters.
The other two messages are '"'secure" messages and ""status' messages. The "secure"
message is transmitted at the time that the sensor is deactivated, such as when a
door i closed., These messages also are transmitted five times at one minute periods.
This allows the processor the capability to keep track of the status of all sensors
in the system. Furthermore, it provides protection against the intruder who attempts
to jam the communication system. This is accomplished by simply monitoring the
phase lock circuit on the BAS receiver and coupling that information with the ""secure"
megsages transmitted by the sensor~transmitters., The anti-jamming function will
be set only to produce an alarm if jamming energy is present for a period of at least
three minutes. An intruder then might attempt to jam the power lines and gain entrance
during this period of time. He must, howéver, remove his jammer from the line
before the three minute period is up or an alarm condition will be created. If he
does this and the door is not closed, then alarm messages are still being transmitted
and will be received by the processor and an alarm will be initiated. If the intruder
closes the door and removes the jammer, then "secure" messages will be transmitted

to the processor and the processor will initiate an alarm based upon the existence
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3.1.6 (Continued)

of a "secure'" message since it had not previously received an '"alarm' message,
i.e., the door could not have been closed unless it had been opened. Without this
feature, it would be very easy to manufacture jammeré wﬁich would basically be a
key to defeating any BAS system. Furthermore, it should be noted this.feature can
be provided with no additional system cost since the phase lock circuit already exists
as does the five-minute timer in the sensor-transmitters. The little addition in logic
required in the processor can easily be handled by the existing capabilities of the

microprocessor,

The third type of message transmitted from the sensor-transmitters are "status"
messages. These messages, as its name implies, allow the processor to keep track
of the fact that sensors are alive and well. The "status' messages are sent at a rate
of one every hour and the processor will require that two consecutive ''status' messages
be missed prior to declaring a trouble indication, This will allow the user to be able
to determine within a period of two hours whether a sensor transmitter has failed
or has been disconnected from the system, To further protect against the unauthorized
removal of a sensor-transmitter from its wall outlet, the position of the center mounting
screw will be monitored. If the screw is withdrawn, a microswitch activated by a
cam on the captive screw will cause a series of "alarm" meséa{ges to be.transmitted.
This also allows the user to check out his system by withdrawing the. mounting screw.
The mounting screw then becomes a combination of a test .switch and a tamper switch,
This provides a way for the user to check out the integrity of the system when certain

types of sensors are used which cannot easily be activated, such as heat sensors.

Tamper switches are located at the entrance control keyboard, the processor cover
and the cover for the local alarm moedule. The activation of any of these tamper switches
will cause an alarm initiation whether the system is armed or not. The user may
deactivate the tamper circuit by punching his authorized code at the processor and
opening the processor door, This act will deactivate all tamper switches until the

processor door is closed,

3.1.7 Secure Disarming

In a BAS system, which incorporates the entrance control, it is extremely simple
to disarm the system. All the user must do is press in his four-digit code at the front
door which will be encrypted by the entrance control, transmitted back to the processor,

3-17




3.1.7 (Continued)

and if proper, the processor will disarm the system and send a strike release signal
back to the front door to open it. If while the user was absent an alarm condition
occurred or trouble occurred within the system, the uéer ‘would be notified by a
flashing light at the entrance control keyboard that something was wrong. The user
may then go to the processor and push the "Illuminate Trouble Indicator' button in
order to be able to read out the two-digit LED display. If an alarm condition has
occurred, the display will flash intermittently with the number of the alarmed sensor-
transmitter being displayed. If trouble occurred within the system, then the two-
digit LED display will come on continuously, displaying the number of the troubled

sensor or the code for other trouble such as a jamming attack.

If the BAS system does not have an entrance control associated with it, the system
must be disarmed at the processor. As soon as the user enters the premises, he
will hear a local alert. This local alert prompts the user to go to the processor to
punch in his four-digit code in order to disarm the system. Failure to do this in a

time period of 25 seconds will result in an alarm condition.

The following subsections describe the electrical and mechanical design of each
BAS subsystem,

3.2 CENTRAL PROCESSOR:

3.2.1 Functional Description

The central processor is the brains of the basic burglary alarm system, Its
purpose is to simply input information, make decisions in software based on this
data, and then to output information in the forms of lights, alarms, or messages.

A block diagram of the -central processor is shown in Figure 3-6 and a photograph
of the processor with the local alarm and internal interface are shown in Figure 3-7.

All data is input through one unidirectional input port, and a bidirectional communi-
cation interface. The data that is brought in through the input port is open or closed
switch information and is one of ten 8-bit words that tell the microcomputer which
sensor code plugs are installed, which key at the keyboard is depressed, what sensor
mode and alarm mode have been selected, tamper switch status, start/run switch
position, illuminate arm switch position, the user ID, the system combination, and

the clock and flags associated with the communication interface. Messages are input
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3.2.1 (Continued)

to the microcomputer through the communication interface in a bit by bit fashion,
These messages may come from the power line or the modem. The modem is used
for communication with the remote central station. y

All data is output through three unidirectional output ports and the bidirectional
communication interface, Output port number 1 is used to output BCD data to the
digital LED display which indicates the location of trouble in the system. Output
port number 2 is used to output the alarm and sensor modes to the switch LEDs.
Cutput port number 3 is used to light the armed or access lights, turn on the local
alert or local alarm, and raise flags to contyol the communication interface.

All of the I/0 circuitry and the communication interface is located on a single
wire-wrapped circuit card, The microcomputer is on a single printed circuit board.
The receiver and transmitter are also located in the central processor and are on

separate printed circuit cards. There is also an alarm bell driver circuit on a vector

board located in the central processor. The power supply provides +12V, -12B,
and 45V, The -5V is derived from ~12V on the alarm bell driver circuit card.

3. 2.2 Circuit Description

3.2.2.1 Microcomputer

The microcomputer is based on an INTEL 8080A Central Processing Unit, memory,

and associated control chips. A schematic of this board is shown in SK00-3415 in
Appendix A,

The 8080 address lines, A0 through A1l5, are used to select memory locations
for reading or writing to memory and for selecting input and output ports. With
A0 as the least significant bit, addresses 0 through 1023 are used to select words
stored in U5, 1024 through 2047 are used to select words stored in U6, and 2048
through 3071 are used to select words stored in U9, U5, U6, and U9 are INTEL
8708 ultraviolet eraseable PROMs, Addresses 3072 through 3327 are used to read
or write to locations in RAM, which is comprised of two parallel four-bit slices,
Address lines A10 and All are decoded by Ul which is an INTEL 8205 one-of-eight
decoder and is used to perform the actual selection of U5, U6, U9, or UT and U8,
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3.2.2,1 (Continued)

Address lines A0 through A9 are then used to select the location on U5, U6, or U9,

and address lines A0 through A7 are used to select the location in RAM (U7 and U8).
The address buss is also made available at JP1, and A12 through A15 at P1 for use
in 1/0 operations.

The 8080A bidirectional data buss lines D0 through D7 are buffered by an
INTEL 8228 which is also used to generate synchronized control signals that tell
whether an operation is a memory read or write or a peripheral input or output.
The data buss and control lines are also made available at R2 and P1 for use in
1/0 operations.

v

The 8224 chip, U3, is used to generate two two-phase clocks for the 8080A at
a frequency which is one-ninth of the crystal frequency. This chip is also used to
generate a synchronized reset signal when power is applied. Timing and waveforms
can be obtained from the INTEL 8080A users manual,

The following subsections discuss the circuit operations of the Central Processor
subsystems, i.e., the microcomputer, the I/O matrix, the communication interface,

the code plug board, the front panel and the power supply.

3.2.2.2 1/0 Matrix

The purpose of the I/O rﬁatrix is to input multiple eight-bit words into a single
input port and to output multiple eight-bit words from the same eight-bit data buss,
These eight~bit input words represent switch positions and the output words represent
off/on information for various indicator lights, local alert, local alarm and binary
code for display on the two digit trouble indicator. The following description makes
réference to schematic SK00-3421 in Appendix A,

All information, with the exception of receiver and modem data, is input through
Ul, an INTEL 8212 latching tri-state port. This information consists of nine eight-
bit data words and is selected one at a time by U10 and Ull, which are INTEL 8205
one-of-eight decoders, These decoders have one-of-eight active low outputs and use
address lines A12 through A15 for selection. All input data lines are pulled up to ’
5V (a logical one) by resistors Rl through R9 inclusive. The data lines are pulled
low by applying a ground to them through the appropriate switch and an open circuit
allows the resistors to pull the line to 5V. The INTEL 8212 is also used to output
data through U2, U4, and US. '
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3.2,2,2 (Continued)

The bidirectional shift register U3 is used to input and output information to and
from the transmitter/receiver and modem in a bit-by-bit manner,

3.2.2.3 Receiver

The function of the receiver is to recover data and clock signals which have been
transmitted from remote sensors, the central processor, or the entrance control,
Building power distribution lines normally provide the signal path from transmitter
to receiver. The receiver operates continuously, but the transmitters operate in
low duty cycle bursts. This meang that most of the time the only input to the receiver
is noise from the power line, When a data burst from one of the transmitters appears
on the line, the receiver must quickly adapt to a coherent signal so that egsential data
and clock signals are not lost. Another problem is that the RF input level may vary
over a 70 dB range and there may be severe impulse noise interference. To obtain
good performance under these conditions, a moderately elaborate receiver is required.
The receiver block diagram is shown on Figure 3-8, and the schematic diagram is
given in Appendix A as SK00-3411,

TFrequency selectivity is obtained from the input line coupling network which
functions as a bandpass filter, The amplitude versus frequency response of this
network is shown on Figures 3-9 and 3-10. Shunt diodes are connected to the output
end of the network to prevent damage to the following circuits by high level transients

from the power line.

Receiver RF gain and amplitude limiting is obtained from U8, which is a high
gain four-stage amplifier designed for FM receiver IF use. The output of the amplifier-
limiter is coupled to the FM demodulator with a single pole bandpass filter tuned to
170 kHz. The function of this filter is to attenuate broadband noise generated in the

amplifier-limiter,

A phase locked loop frequency discriminator is used for demodulation, All of the
active circuits of the loop are contained {n U9, U9 also contains an extra phase detector
which is used with comparator UL0 and flip flop UL5B to make a phase lock indicator,
The output of this indicator circuit is available as a message flag to indicate reception
of a coherent signal. The output of the FM demodulator feeds the clock recovery
and the bit detector circuits,
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3.2,2.3 (Continued)
Clock recovery is performed in two steps. In the first, a raw clock pulse is

generated from each data bit midpoint transition (the output waveform from the FM

discriminator is biphase level (BI% - L). The raw clock is not directly useful because

it jitters when the discriminator output signal-to-noise ratio is low. In the second

step, the raw clock jitter is reduced by a narrow bandwidth tracking filter. This

filter consists of a phase. locked loop, U6, with a switching circuit, U4, U5, to control

the loop bandwidth. A practical difficulty with use of a tracking filter in a burst type

data link is that the filter lock acquisition time is an inverse function of the loop

bandwidth, If the bandwidth is narrow, appreciable time must be allowed at the

beginning of each data burst for acquisition and some data may be lost. To circumvent

this difficulty, the loop filter is removed until phase lock with the raw clock is achieved,

and then it is connected to form a second order loop with narrow bandwidth., The

switchover from first to second order filter is under control of a separate acquisition

detector circuit using the number 2 phase detector of U6 with U4 and US,

The bit detector converts the BI® - L wave from the FM discriminator to a NRZ
output wave which is a replica of the transmitter encoder output. It uses an integrate,
sample, and dump circuit to accomplish this. The circuit is shown at the bottom of
the schematic diagram. UllB and Ul3, under clock control, switch the polarity of the
BI% - L wave twice each bit period. The switch timing is such that the current integrating
capacitor C30 does not reverse during a bit period. The output of comparator Ul4
is sampled in Ul5A by the leading edge of the clock. The output of Ul5A is the recovered
NRZ da:ta wave, U1l2D and U12C form a 10 microsecond clock delay circuit to ensure

that receiver clock output transitions always follow data output transitions.

3.2.2.4 Communication Interface

-l-h-h-‘-ﬂ-d-l-'-’-d-&

The purpose of the communication interface is to input and output serial data
for the microprocessor, with the power line receiver and transmitter and the telephone
line modem. This is accomplished with a CD4034 universal shift register and a
DG190 and a DG201 which are used for switching. A schematic diagram for this
interface is also shown on SK00-3421 in Appendix A. |

The DG190 switches the inputs from the RCVR clock to XTR clock and provides
outputs on lins 1 and 3 to D6 on the data buss. It also switches the input from modem
data to RCVR data and provides outputs on pins 6 and 8 to the input of the CD4034.
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3.2.2.4 (Continued)

Phase lock indication is input toc D7 on the data buss to tell the microprocessor that
the receiver is receiving data, otherwise the normal position for the switches are

in the position to receive data from the modem.,

The DG201 switches the outputs from the CD4034 via ARL for level shifting to
either the XTR or the modem. The XTR is turned on by output DO on U5. The modem
is turned on by D1 on U5.

3.2.2,5 Code Plug Board

The code plug board in the Central Processor allows the user to establish the
unique identity of his entire system, the "type' of his sensor transmitters (doors/
windows, internal, fire, special, etc.) and his four-digit combination which is the
"key" to the entire system. This combination is used at both the entrance control
and the processor to arm/disarm the system, gain entry to the premises, change
operating modes, ete. The code plugs "set" certain bits in the digital FSK messages
transmitted within the system to provide the above functions. A photograph of the
board is shown in Figure 3-11 and a schematic diagram is given in Appendix A as
SK00-3420,

The code plug board consists of 20 IC packages, each of which are identical
and bear the part number TID 121, This IC is composed of eight discrete diodes with
their common cathode connected to pin 15. The anode pin is clipped off selectively
to establish a high voltage (logical one) for that particular bit or if it is not clipped
off then it is a low voltage (logical zero), A high voltage must be greater than 2.0
volts and a low voltage must be less than . 85 volt.

Two of the code plugs are used to establish the user ID and two of them are used

to determine the system combination,

The system combination may be set to any hexidecimal value from 0 through B
inclusive, where the * sign on the keyboard corresponds to hexidecimal A and the
# sign corresponds to hexidecimal B. Code plug U2 is used to establish digits 1
and 2, where DO through D3 inclusive determine digit 2 with DO as the least significé.nt
bit, and D4 through D7 inclusive determine digit 1 with D4 as the least significant
bit, Code plug Ul is used to establish digits 3 and 4, where DO through D3 inclusive
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3.2.2,5 (Continued)

determine digit 4 with DO as the least significant bit, and D4 through D7 inclusive
determine digit 3 with D4 ag the least significant bit., Digit 1 is the first digit
depressed at the keyboard when entering the system combination.

Table 3-2. The Setting of Two Four-Digit Combinations
(1976 and 2 * # 4) Using U2 and Ul Code Plugs

IC U2 Ul
A AN
Pin /1911 9 8 7 5 3 2% ‘1211 9 8 7 5 3 2
Bit \D7 D6 Db Dv4/\D3 D2 Dl DOJ \D7 D6 Db D4/\D3 D2 D1 DO/
V \Y V
Digit 1 2 3 4
Example A
Combination 1 9 7 6
Binaxry 0 0 0 1 1 0 0 1 01110110
‘Example B
Combination 2 * i 4

Binaxy 0 01 0 1 0 1 0 10110100

As shown in example A the combination '"1976" is established in the processor

by clipping or bending pins 2, 7, and 8 of U2 and 3, 5, 8, 9, and 11 of Ul to open them
from the circuit,

In example B combination 2 * # 4 would be established by opening pins 3, 7, and
9 of U2, and pins 5, 8, 9, and 12 of UL,

The user ID #1 and #2 may be set in a similar manner, however, the actual
decimal representation is unimpoxrtant. The only really important thing to know about
the user ID is that all user ID code plugs in a system must have the same .pins clipped
off. The user ID allows the central processor to determine which messages it will
receive and subsequently process.

The sensor/transmitter code plugs are removed from the code plug board and |
installed in the sensor/transmitter when that sensor/transmitter is entered into
the system. This action tells the central processor that it should be receiving messagss
from this sensor/transmitter and also tells the sensor/transmitter what type of sensor/
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3.2.2,5 (Continued)
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transmitter it is so that it may appropriately encode its messages. The codes for
these code plugs are shown in Table 3-3. All binary ones in the code indicate that
the corresponding IC pin number shown at the top of the table should be clipped off.,

Table 3~3. Code Structure for Sensor/Transmitter
and Entrance Control Code Plugs

Code Plug Codes
’ Binary Code

Code Plug Hex | Pin 12 11 9 8 v 5 3 2

Nare Code | Bit D7 D6 D5 D4 DS D2 D1 DO
External #1 40 0 1 0 O 0O 0 0 O
External #2 41 0 1 0 O 0 0 0 1
External #3 42 0 1 0 0 0 0 1 0
External #4 43 01 0 o0 0O 0 1 1
Internal #1 50 0 1L 0 1 0O 0 0 O
Internal #2 51 0 1 0 1 0 0 0 1
Internal #3 52 01 0 1 0 0 ‘1 0
Internal #4 53 01 o0 1 0 0 1 1
Tire #1 60 01 1 0 0 0 0 0
Fire #2 61 0 1 1 0 0 0 0 1
Fire #3 62 0 1 1 0 0 0 1 0
Fire #4 63 0 1 1 0 0 0 1 1
Special #1 70 11 0 0 0
Special #2 71 0 1 1 1 0 0 O
Entrance #1 80
Entrance #2 81 1 0 0 0 0 0 0

In the delivered systems only the code plugs listed above were installed, however,
the number of bits available on the code plug allow for the coding of up to 16 of each

type of sensor.
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3.2.2.6 Front Panel

The front panel of the Central Processor is shown in Figure 3-12 and a schematic
diagram is shown in Appendix A as SK00-3419. There are two LEDs at the top of the
front panel. The one at the upper left when lit, indicates that the system is armed.
The one at the upper right indicates that the system is in the access mode when lit.
When in the access mode the front panel may be opened to gain access to the code
plugs and change the system combination. The access mode also allows the sensor
mode and alarm mode to be changed. The sensor mode and alarm mode are rotary
switches and are located at the right hand side of the front panel. The position of
these switches are only read into the microprocessor while in the access mode of
operation. The LEDs located at each of the switch positions light up to indicate the
set modes of operation when in the access mode or when the "Illuminate Trouble
Indicator" button is depressed. This is necessary since the switch position may
be changed while the system is not in the access mode and then the switch position
and mode of operation would not be the same. The "Illuminate Trouble Indicatox"
button also causes the two-digit decimal display to light with a code that indicates
the status of the system. If there is more than one trouble in the system the additional
codes may he viewed by additional depressions of the switch until the codes begin
to repeat. The trouble codes will be displayed in the same order in which they occurred.
The codes are explained in the software section of this report and are also taped to
the inside of the lid of the Central Processor. The local alert is a buzzer located
at the bottom center of the front panel and emits a beeping tone for a fire and a steady

tone for all other alarms except when in the remote alarm mode of operation.

The keyboard is located at the lower left hand corner of the front panel and is
used to enter the system combination to place the system in the access mode or to
terminate or aboxt a system arming operation, This combination is the same four-
digit code used at the entrance control to gain entry to the premises.

The schematic for the front panel is number SK00~3419 as given in Appendix A,
As can be seen from the schematic all switch inputs from the front panel merely place
a ground on the appropriate bit. The outputs also provide grounds to the lights or |
local algxt to turn them on.
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Figure 3-12. Central Processor Front Panet




3.2,2.7 Power Supply

Dynamic Measurements Corporation Power Supply Model 4630 is used to convert
117 VAC to +12, -12, and +5 VDC. The -12 VDC output is used to generate -5 VDC.
The power supply schematic, SK00-3424 in Appendix A also shows the circuits used
to drive the external alarm bell and the strike release at the entrance control. The
strike release circuitry is only included in the power supply circuitry associated with
the entrance control and is located in the auxilliary electronics bex., The bell driver
circuitry is located only in the central processor. The Dynamic Measurements
Corporation power supply is not field maintainable. This power supply is used in
the central processor, the entrance control auxilliary electronics box, and in the

central station. The variety of voltages are required to drive the INTEL 8080A,

In a production system a single voltage microprocessor would be used which would

radically simplify the power supply requirements and subsequently minimize cost.

Figure 3-13 shows the power supply as installed in the central processor box.
Pigures 3-17 and 3-29 show the power supply installed in the auxilliary electronics

box and the central station respectively.

3.2.3 Central Processor Mechanical Description

The front panel of the central processor was intended to represent the final
version which would be used in the production phase. The panel was human engineered
to simplify the functional operations and make it aesthetically appealing, For reasons
of economy in production, it would be molded in plastic as an integral part of the housing.
However, for the two deliverable breadboard models, aluminum was used and a triple
anodize technique employed for adding color and durability. Anodizing adds a hard,
marproof finish which is considered essential for demonstration systems. Actually,
a molded plastic panel with the colors and nomenclature hot stamped is just as durable;
but again, tooling cost for only two panels is quite prohibitive.

A mechanical layout of the central processor is shown in Figure 3-14. The case,
which is a deep~-drawn aluminum can, was selected after all the electrical components
and assemblies were identified, The combinations of wire-wrap and printed circuit-
boards plus other large components dictated the final size. Initially, a double hinge
approach was used on the case cover and front panel but proved somewhat less than

desirable; again because of additional tooling.
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3.2.3 (Continued)

A special hinge was required which was unavailable. An attempt was made to
design around standard hinges (which was difficult) but represented, in part, the
final concept which was proposed to be employed in the production phase.

Because of having to design around standard size components, the central pro-
cessor housing was about three times deeper than that which would be used in production.
A smaller, more "modern' case would evolve with the advent of miniaturized circuit
components, (e.g., LSI, MSI, thick-film hybrid, etc.) along with the use of injection

molding techniques or a similar process.

3.3 ENTRANCE CONTROL

3.3.1 Functional Description

The purpose of the entrance control is to prevent user caused false alarms,
i. e., a user walking into an armed system. This is accomplished by providing
the user with a keyboard located on the exterior of the premises and an electric
strike and associated electroaics on the interior. The same four-digit combination
set at the central processor is used to gain entry. The entrance control further
encodes the combination data, transmits it over the power line and if the central
processor recognizes it as a valid combination it will disarm the system and transmit
a "strike release' signal back to the entrance control to provide entry to the user.
The entrance control also alerts the user of trouble in the system whenever the
system is armed at the entrance control and whenever the user reenters. This is
done via a LED located on the keyboard, If the LED glows continuously for 20 seconds
all conditions within the system are fine, however, if the LED pulsates for 20 seconds
then this indicates trouble in the system. The user may then go to the central pro-
cessor to press the "Illuminate" button and the user will be notified of specific troubles
in the system via two-dit codes which will be illuminated on the LED display. The
entrance control also provides a door position sensor, panic buttons and tamper
protection. A block diagram of the entrance control is shown in Figure 3-15 and
a photograph of the hardware is shown in Figure 3-16.

The entrance control also contains a microprocessor whose primary function is
to encode data and compmunicate over the power line to the central processor. All
data is input through one input port in an identical manner to the central processor,
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3.3.1 (Continued)

the data input is the 16 bit user ID, the 8 bit sensor code plug, the 12 keys of the
keyboard, and the tamper, arm, panic, and door sense switches. Only one output
port is used at the entrance control to control the electric strike driver, and the

LED which is used to indicate that there has been trouble in the system by flashing
after releasing the strike. The LED comes on steady for 20 seconds when the system
is being armed.

The communication interface is used as a bidirectional I/0 port to transmit and
receive data, over the power line.

The microprocessor and I/0 circuitry shown on schematics SK00-3415 and
SK00-3422, located in Appendix A, are in the housing installed on the door. The
power supplies, strike release driver and transmitter/receiver are installed in
the auxilliary electronics box,

In a production system, miniaturization would allow for all of the electronics
to be located in the housing installed on the door.

3.3.2 Circuit Description

3.3.2,1 Microprocessor

The microprocessor installed in the entrance control is identical to that in the
central processor (discussed in Section 3. 2. 2.1) with the exception that U9 (a 1KX8
bit PROM) was not required due to a smaller software program. The schematic for
the microprocessor board is given in SKC00-3415 in Appendix A.

3.8.2.2 I/O Matrix

The entrance control I/0 circuitry is essentially identical to the central processor
(discussed in Section 3. 2. 2, 2) except that it has fewer inputs and outputs, It has the
same keyboayrd, and user ID inputs., It inputs all 8 bits of the sensor code plug, and
inputs four switch positions, the tamper, arm, door sense, and panic switches.

The output port is only used to control the strike release, and the trouble indicator
LED on the keyboard. The schematic is shown in SK00-3422 in Appendix A,

3.3.2.83 Communication Interface

The communication interface is the same at the entrance control as it is at the
central processor (discussed in Section 3. 2, 2. 4) with the exception that there is no
modem to receive data from or transmit to so there is no DG201 in this circuit to
switch for the level shifting requfred in the central processor. The schematic is

given in Appendix A as SK00-3422). .
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3.3.2.4 Auxilliary Electronics

The auxilliary electronics box contains the receiver, transmitter, strike releage
power supply and microprocessor power supply for the entrance control. In a pro-
duction effort this circuitry would be simplified and miniaturized to enable it to be
installed in the entrance control on the door. A photograph of the inside of the unit
is shown in Figure 8-17. The receiver and transmitter are discussed in detail in
Sections 3. 2.2.3 and 3. 4. 2.1 respectively,

3.3.2,4.1 Strike Release

The strike release power supply is shown in schematic SK00-3424 of Appendix A.
It converts 117 VAC to 4V with a drive capability of 1-5A, which is turned on by the
input of R14. '

3.3.2.4.2 Microprocessor Power Supply

The entrance control power supply is identical to the central processor power
supply with the exception that the bell driver is only installed in the central processor.
The power supply was previously discussed in Section 3.2.2,7 and the schematic is
given as SK00~3424 in Appendix-A,

3.3.3 Entrance Control Mechanical Design

From a mechanical standpoint, the entrance control was probably the most V&

S Y

difficult piece of BAS equipment to design. This is because of the great variations
in door jamb configurations from house to house, ﬁouse to apartment, and house
to commercial establishments. (See recommendations at the end of this section).
Trying to develop a universal control to fit every application, with the condition
that it be installed by the home owner is a real challenge. The problem would be
reduced significantly by the use of ultraminiature components encased in a small
plastic housing. However, even with electronic miniaturization techniques, the
electric strike cannot be reduced much in size over the one presently being used
without sacrificing the mechanical strength needed to prevent a forced entry (e.g.,
shoulder against the door, etc. ).

The breadboard entrance control was designed around standard discrete components

which were packaged on printed circuit and wire srap boards. The size of the case

was dictated by the circuit cards and the electric strike.* A mechanical drawing of

3-41




14728

76052437~-876 :
Figure 3-17. IEntrance Control Auxilliary Electronics

0

Mg EE g N N WE NN B, WS Ny N W N




b

i




<ﬂ-ﬁ-huf—ﬂn‘-h—‘n-'—ﬂnﬁ

3.3.3 (Continued)

the electronics/strike release housing is shown in Figure 8-18., A deep drawn can
was used for the housing to eliminafe sharp edges and corners. The relatively heavy
base plate was designed to add support for the electric strike. In order to provide
a more positive protection against intrusion, the base must be securely attached to

the door jamb.

The door latch was packaged into a separatehousing to mate with the electric
strike and to provide room for the magnet part of the door sense switch. This asgsembly
is shown in Figure 3-19, In production the magnet would be provided as an integra:I
part of the latch by the manufacturer.

The outside keyboard shown in Figure 8-20 is straightforward in the mechanical
design approach., In production, the small metal frame that was used would be a
part of the keyboard housing.

For future‘consideratilons, the electric strike should be changed to a jamb-type
mount. This would make the entrance control much smaller and eliminate the surface
mounted night latch; allowing the user to use the existing door lock. Because a
mounting template would be provided with a BAS, this configuration would probably
not be much more difficult to install. Right or left hand door openings would not be

a problem - nor would the small aluminum store door frames.

3.4 SENSOR TRANSMITTERS

3.4.,1 Functional Description

The function of the sensor transmitters is to generate modulated radio frequency
signals (secure, alarm, and status messages) for transmission to the system receivers
by way of the power line. Remote sensor transmitters respond to sensor switch
operation by generating a 0. 67 second RF burst which is frequency modulated by the
encoder message. The burst is repeated at one minute intervals until five idintical
messages have been transmitted. In addition, if an alarm or secure message has
not been sent during the p}ecedi\ng hour, the transmitter generates a status message
to indicate that it still functions. Transmitters associated with the central processor
and entrance control do not contain encoders. Instead, they generate messages
encoded by the logic circuits of the host unit. A photograph of a sensor transmitter
is shown in Figures 3-21 and a block“diagram is shown on Figure 3-22, :
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3.4.1 (Continued)

The sensor interface circuit detects either a short circuit or an open circuit
at its Input terminals. It may be wired via the terminal block to operste with either
normally open or normally closed sensor switches, C‘ontinuity of the leads to the
sensor switch is monitored. If the leads are cut an alarm message is generated,

A sensor switch actuation causes the encoder to receive a voltage level shift
from the sensor interface circuit. In response, the encoder generates a serial digital
message to modulate the RF circuits. At the same time, a transmitter enable gignal
is generated to turn on power to the RF circuits. A 60 Hz clock signal is fed to the

encoder continuously from the clock generator.

The message output of the encoder is in NRZ form which is zot suitable for direct
use in an RF link designed for burst operation. There are two reasons for this.
TFirst, it is difficult to establish the clock at the receiver hecause there may be only
a few data bit transitions during the message interval. The second is that the receiver
is required to have extended low frequency video response in order to reproduce
NRZ waveforms. Therefore, the NRZ output of the encoder is converted to a biphase
level (BI? - L) wave before it enters the modulator circuit of the transmitter. A
BI%¢ - L wave always has a voltage or current transition at the midpoint of each data
bit. This waveform is easier to reproduce and utilize at the receiver. Clock can
be recovered with simple circuits and extended low frequency response is not required
in the video system. The data link timing diagram, Figure 3-23, shows a representative
NRZ wave on line 1 with the corresponding BI% - L wave on line 3.

The radio frequency circuits of the transmitter consist of a voltage tuned oscillator,
a frequency divider, an output amplifier, and a power line coupling network, The
oscillator operates at 2,72 MHz, a convenient frequency permitting the use of small
and inexpensive timing components. The frequency divider is a four stage ripple
counter which drives the output amplifier at 170 kHz. The divider provides ocillator
isolation and power amplification. The output amplifier supplies 50 milliwatts of
power through the line coupler to an external 20 ohm load. The line coupler provides
low frequency isolation from the power line and considerable attenuation of transmitter

harmonic frequency output.
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3.4.1 (Continued)
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The sensor transmitters are operated from a small 9 volt battery. To conserve
battery life, the power control circuit disconnects the high current circuits from the
battery, except during burst generation. The power dutpﬁt stage is not disconnected
because it does not draw battery current without RFF excitation, The only continuously
active circuits are the clock generator, the encoder counters, and the sensor interface.
Transmitters associated with the central processor and the entrance control receive

de power from the host unit supplies.

3.4.2 Circuit Degcriptions

The transmitter and encoder circuits will be described in the following two

subsections.

3.4.2.1 Transmitter Circuit Description

Reference will be made to SK00-3381 in Appendix A which is the schematic
diagram of the radio frequency and control circuits of the data link transmitters.

The encoder is described separately in Section 3.4, 2, 2,

The sensor interface circuit is made up of a two-level voltage comparator using
amplifiers AR2 and AR3, followed by a logic OR circuit using U2B and UlA. A low
pass filter is inserted at the comparator input to reduce susceptibility to transients
coupled into the sensor switch leads from power wiring, The TB1 allows the user
to wire the interface to operate with either normally open or normally closed sensor
switches. In either case, integrity of the wiring to the sensor switch is monitored.
Low current circuitry is used to minimize battery drain.

Clock generator circuits are shown on the upper part of the diagram. U2A and
U2D make up an astable 60 Hz oscillator which operates continuously., ARL generates
a square wave at the power line frequency., It is driven from the power line by way
of T2 and the low pass filter R1, C1, R2, C2. The filter attenuator high frequency
noise, which would cause clock jitter if it reached ARl. U3B, U3A, and U3D make
up a selector switch that connects the clock output line to either the astable oscillator
or to the line driven square wave generator. Selection is controlled by the de bias
to U2G, which is derived from the power line, If the line is energized, bias is present
‘and the clock line is connected to ARL. If the line is not energized, the clock line is

connected to the astable oscillator.
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3.4.2.1 (Continued)

The NRZ data output of the encoder is converted to BI¢ - L by the EXCLUSIVE OR
gate, ULD, The inputs to UlD are the data output of the encoder and the clock com-
plement from inverter U3C. -

The radio frequency circuits are shown on the lower part of the schematic diagram.,
The oscillator is of the LC type with voltage controlled varactor vernier tuning, A
current limiting RF feedback circuit stabilizes the amplitude level so that predictable
varactor operation is obtained. The digital input signal is coupled to the varactor with
an amplitude limiting low-pass filter network. This network controls the frequency
deviation of the oscillator and the sideband energy distribution. The oscillator may
be set on frequency by adjustment of L2. The output amplifier is coupled to the
oscillator by U4, a four stage ripple divider. The oscillator frequency is not affected
by amplifier tuning or changes in loading because of the high degree of isolation provided
by the frequency divider. Division by 16 was selected because this permits the
oscillator to operate at a convenient frequency.

The transmitter output stage is driven by the 170 kHz square wave output of
the frequency divider. A diode network limits the driving voltage so that the peak
collector current of the amplifier may be controlled by the emitter series resistor.
An important requirement is that the amplifier be stable under all operating conditions.
The actﬁal load impedance at the output terminals of the transmitter can vary from e
short circuif to an open circuit, although its normal range is 10 to 50 chms. Resistances
are designed into the output network and line coupler so that the range of load impedance
presented to the amplifier transistor, @3, cannot exceed 8 to 1.

The RF rircuits are turned on by a positive voltage level at the enable input.,
The oscillator and frequency divider are connected to the battery through QL and
the oscillator starts up immediately.

3.4.2,2 Digital Encoder

The input signals to the transmitter encoder are the 60 Hz input and the conditioned
sensor indication, The output signals are the (transmitter) enable and the serial output.

The description of this unit will be conducted with reference to the schematic diagram
of the transmitter encoder, SK00-3385 given in Appendix A. In cases where multiple
gates or flip-flops are contained in a single package, gate or flip~flop designations
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will consist of the package designation followed by a letter depending on the magnitude

of the pin numbers associated with a particular gate or flip-flop. The gate or flip-

flop connected to pin 1 will have the suffix A, the cireuit having the next lowest pin

will have suffix B, ete. In cases where the gate or flip-flop is connected to non~
consecutively numbered pins, only the pin having the smallest number will be considered
in assigning suffixes,

The 60 Hz input is the basic timing signal of the unit. It is used ag the clock
signal for the output shift register (U24, 33, 36, 88, 40), the enable counter (U19),
and the sensor synchronizers (U7A and B). BSince it is necessary under some cir-
cumstances to produce outputs at minute ‘and bour intervals, the 60 Hz input is divided
down to produce minute and hour timing pulses. All circuitry is CD4000 series CMOS
logic. The minute timing pulses are produced by a CD4020A 14-bit ripple counter
and its associated decoder and reset circuits, Since there are 3600 cycles of the
60 Hz input in a minute, it is the purpose of the decoder to detect when state 3600
is reached. The required decoder inpuis were calculated as follows.

Counter Output Weight

Q12 2048
Q11 1024
Q10 512
Q5 16
Total 3600

The output of the decoder U2A sets the minutes R~S flip~flop (ULB and UlD) which
applies a reset pulse through NOR gate U3B to counter U16. The next negative
transition of the 60 Hz input resets the minutes R~S flip~flop, and the counter is
free to count out another minute. Since state 3600 exists only momentarily, the

counter effectively traverses states 0 through 3599.

The output of the minutes R-S flip-flop is used to clock the hour timer ULl7 and
the four minute timer U20. Hour timer ULl7 consists of a CD4024A 7-stage binary
counter and its associated hour decoder (U2B) and hour R~S flip-flop U4A and USA.
The required decoder inputs for a count of 60 were determined as follows:
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3.4.2,2 (Continued)

Counter Output Weight

Q6 32
Q5 16
Q4 8
Q3

Total 60

The. putput of the hour R-S flip-flop is routed through an inverter from U3A
instead of direc;tly from U4A because the set pulse from the hour decoder is only
a tran'siént, and it can be widened and made more reliable by running the signal
through two extra gate propagation delays. State 60 is only momentary, and the
counter effectively traverses states 0 through 59. The hour R~S flip-flop is reset
on the next negative transition of the inverted clock pulse. The resultant hourly
pulse from the hour R-8 flip-flop is used to set the status flip-flop.

Now that the basic timing pulses have been described, the action resulting from
a transition of the conditioned sensor indication will be described. If a positive
transition occurs, the alarm D flip~flop will be cleared, causing a high logic level
on the D input, pin 5 of flip-flop U7. On the next positive transition of the 60 Hz
input, flip-flop U7 will be set, causing a high level from the Q output (pin 1) to be
applied to the preset input (pin 6) of alarm flip~flop U6, causing it to be set. A low
logic level will then be applied to the D input (pin 5) of U7, and on the next positive
transition of the 60 Hz input, flip-flop U7 will be cleared, and the alarm D flip~flop
will be stable until the next positive transition of the conditioned sensor indieation.
A pulse which is one clock period wide has been generated at U7 pin 2, This pulse
(1) sets the alaxm R-5 flip-flop (U8D and U22B), (2) resets the minute timer U16
so that its first output will occur in one full minute, (3) resets the secure R-S
flip-flop (if not already reset), (4) presets four minute timer U20 through NOR gate
UBC, (5) removes the clear input from enable counter Ul9 by setting the enable
flip-flop (U21C and D) through NOR gate U22A, and (6) enables the parallel loading
of the output shift register, U24, 33, 36, 38, and 40. The parallel inputs of the
output shift register are dervied from user ID code plugs 1 and 2 which pull down
selected inputs, from the secure R~S flip-flop which iuputs a low level for alarm
and a high level for secure, and from the status flip-flop which inputs a high level
for a routine hourly report and a low level otherwise.
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3.4.2.2 (Continued)

At the end of the pulse from U7 pin 2, (1) the output shift register switches to the
serial mode, shifting out data to the transmitter from‘ U24 pin 3 through multiplexer
U9A, B, and C, (2) the enable counter UlS starts countiné and (3) parity flip-flop
U23A, starting from a reset state, switches state everytime a high-level bit appears
at U24 pin 3, the output of the output shift register. After all 40 bits originally
parallel loaded into the output shift register have been shifted out, decoder USA
places a low level on the D input of mux flip-flop U23B, causing it to reset on the next
60 Hz input and select the serial output from the parity flip~flop U23A instead of the
output shift register, thus appending a parity bit at the end of the word. Two clock
pulses later, the enable flip-flop is reset by decoder U5B, ending the enable gate
to the transmitter, resetting the parity flip-flop, and presetting the mux flip~flop
to make the multiplexer select the output shift regisfer as the serial output. All
this takes about two-thirds of a second.

After the pulse from U7 pin 2 ends, four-minute timer U20 starts counting the
minute pulses arriving at its clock input by way of NAND gate U4C., U20 is preset
to state 4 and counts down. While the four-minute timer is counting down, every
minute pulse is gated through NAND gate U21B and NOR gate U22A to parallel load
the output shift register and set the enable flip~flop just as the original pulse from
flip=flop U7A did. Four-minute timer U20 is clocked on the trailing edge of the
minute pulse, so the output shift register is loaded and the four minute timer decrements
to 8, loads and decrements to 2, loads and decrements to 1, loads and decrements
to 0. When the 0 state is reached, the carry out output of U20 goes low, gating off
further minute pulses through gates U21B and U4C, resetting (if set) the alarm R~S
flip-flop and the secure R~S flip-flop, and enabling a status transmission when the

hour timer times out.

If the conditioned sensor indication produces a negative transition, the secure
D flip-flop is cleared, and the whole procedure of loading, enabling, shifting, and
parity generation for five transmissions occurs just as with a positive sensor fran~
sition except that the alarm R~S flip-flop is reset and the secure R~S flip-~flop is ‘
set, Since the alarm/secure bit is derived from the secure R-S flip-flop, that bit
will be high instead of low as in an alarm.
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3.4.3 Sensor Transmitter Mechanical Design

The sensor transmitter (S/T) housing was made larger than originally proposed
because of the space required for the discrete components and the mounting of the
tamper switch. A mechanical drawing of the S/T is shown in Figure 3-24. The
objective was the ability to plug the S/T into an existing ac outlet without losing the
use of the outlet. This was accomplished by providing two ac outlets at the top of
the housing which could be used to plug in appliances while the S/T was an active
part of the BAS. Because tooling for low quantity plastic housings was prohibitive,
a metal can was used. Using metal created a potential safety problem because of
the ac voltage being conducted within the housing. Therefore, adequate clearance
had to be provided to prevent accidental shocks. This too, contributed to the overall
size of the breadboard model. In production, the housings would definitely have to
be fabricated from a plastic material,

Although the ultimate size of the S/T can easily be reduced by virtue of micro-
miniaturization, the problem of detecting a tamper alarm by turning the locking screw
still remains.

Double outlets are not as universal as one might think, There are two types in
general use for residential households: the older dual receptacle without the ground
terminal and the newer ones with the center grounding terminal. The problem arises
in the fact that the distance from the center of the blade receptacle to the center
screw hole is different for each receptacle.

Because of the manner which the S/T plugs into the wall outlet, the location of
the hold-down/tamper detector screw is fixed. It can be located to accept the old or
new dual outlet; but not both. For this reason a universal, plug-in S/T that uses
the locking screw as a tamper mechanism is a real design challenge.

3.5 EXTERNAL INTERFACE

3.5.1 Functional Description

The external interface is used to interface serial data from the communication .
interface at the central processor with a 600 @ telephone line. This is done in order
to provi‘f;le the user with an optional coupling to a central monitoring station. A block
diagram/schematic of the mit is shown in Figure 3-25 while a photograph of the
equipment is shown in Figlire 3-26,
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3.5, 2 External Interface

The external interface housing was simply an off-the-shelf wrap-around case
as shown in Figure 3-27, It was used to house the modem and a few electronic
components. The modem was mounted on a perforated board and held in place by
four standoffs. A different size, keyed connector was assembled, one on each end
of the metal housing,

In production, the modem and its asgociated circuitry would be packaged within
the processor and would be offered as an option.

3.6 CENTRAL STATION

3.6.1 Tunctional Description

The central station is used to simulate a remote monitoring station such as
a central monitoring alarm station. Its purpose is to demonstrate both the ability
to interrogate each of the burglar alarm systems and to receive alarms when generated
by the burglar alarm systems. It communicates with the BAS's through modems
connected to a 600 Q transmiss ion line which simulates a telephone hookup.

The central station block diagram is shown in Figure 3-28 and photographs of
the unit are shown in Figures 3-29 and 3-30,

3. 6.2 Circuit Descriptions

The central station is comprised of a microprocessor, an I/0O matrix, a communi-
cation interface, a front panel and a power supply. These circuits are described in
the following subsections and reference schematic diagram SK00~3423 in Appendix A,

3.6,2,1 Microprocessor

The microprocessor in the central station is identical to the one used jn the
central processor with the exception that U6, and U9 are not installed due to a
smaller program requirement. This microprocessor was previously discussed
in Section 3.2.2.1 and a schematic diagram is given as SK00-3415 in Appendix A,

3.6,2.2 I/0 Matrix

The I/O matrix at the central station (schematic SK00~-3423 in Appendix A) is
similar to that used in the central processor, The user ID for both BAS systems
are provided as inputs to the central station. Four front panel switch positions

3-60

Y SE QU ON S GB,AN SN Sn S 0N SN SN U N, MR Wy W5 4







ok e s of e e

! . | : I —
i ekl L T T
.0 : )
800
i —
Q i o)
) m .
< 4.00 [ /{ MODEM H ¢
o] . 1 o
¢
2 - .
B l i
k : { & BUD CONVERTA BER
2,60 > n cu-482
i I ~ e
'S P CANNGCTRR

=
/ / o)
= o DUTPUT

9 PIN CONAECTOR

) S e mwnlm——-—m——_——-—
 EERRT A e T Bas
o d EXTERNAL INTERFACE
ST W
L0 D} 07397
Ty s /1 b ) TN

Figure 3-27, External Interface Assembly




' CONTROL

PWR ’ , l
SUPPLY - .
_ ¢—— USER I1.D,
DATA BUS INPUT AT
4/ COMPUTER & —  porT K MATRIX K—— SWITCHES
AN
LEDS
| OUTPUT :%YSTEM #
—————  PORT LD
=2 ¢ VsTEM #2

COMMUNICATION
INTERFACE

29-§

TO
TELEPHONE < MODEM

CENTRAL STATION

ELECTRONIC SYSTEMS GROUP/WESTERN GIVISION
MOUNTAIN VIEW, CA 94042 .

Figure 3-28. Central Station Block Diagram

w e ogn o gm em, e - - 'll - g em s W, oy e
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3.6,2,2 (Continued)

also provide inputs to the system. The "system select! switch tells the processor
which system to interrogate when the interrogate button is depressed. The "Reset 1"
and "Reset 2" pushbutton switches resets the alarm indication lights on the front
panel, The two output ports U2 and U3 drive the LEDs on the front panel to indicate
system status.

3.6.2.3 Communication Interface

The only communications interface required at the central station is that required
to interface with a telephone line via the Ven-Tel micro modem model 100-1, This
interface is identical to that used in the central processor previously described in
Section 3,2.2.4, The major exception is.that the central progessor communications
interface required a link to the powerline communications as well. This circuitry
is not applicable to the central station. In addition, the Ven-Tel modem is physically
located within the central station housing instead of being housed in an external inter-
face as is done with the central processor.

3.6.2.,4 Front Panel

The front panel (schematic 8K00-3423) of the central statlon is shown in Figure
3-30. When an alarm occurs in either of the burglar alarm systems the appropriate -
light for that type of alarm for that system will light up., There is no audio indication
of an alarm condition at the central station. These lights may be reset by depressing
the appropriate reset button at the bottom of the column of lights. The central station
also automatically interrogates each of the burglar alarm systems on an hourly bagis
and one of the lights will light up, depending on the status of the BAS's. I there is
no alarm condition the secure light will be illuminated. If system status is desired
at any other time the systems may be interrogated by selecting the desired system
with the system select switch and depressing the interrogate button, The system

select switch is only used for this purpose.

3.6.2.5 Power Supply

The central station power supply is identical to the central processor and entrance
control power supplies with the exception that it does not incorporate a bell drive or
a strike release power supply.
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3.6,3 Central Station Mechanical Design

The housing for the central station was simply chosen to provide a sturdy envelope
for the central station breadboard. A production central station would probably be
minicomputer based and provide hard copy alarm reafiouts. The size, although not
overly large, was picked because of the volume reqlx-;'ired for the breadboard electronic
components. The central station was made into a two-channel annunciator because
only two systems were delivered, however; a production version would probably be
multichannel and fully automatic. The housing used was a vendor-supplied case
which was lightweight and easily disassembled. An assembly drawing of the central
station is shown in Figure 3-31,
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CHAPTER IV, SOFTWARE DEVELOPMENT

4,1 GENERAL

The philosophy behind the software design and development was to substitute
software for hardware wherever possible. The timing logic originally set forth in
the system concept phase, allowed for slower speeds of data handling and control.
Software implementations in place of hardwatre involved a compromise on speed, while
in most cases such tradeoffs provided a simpler and legs expensive system (i.e.,
reduced hardware chip count). Thus, except for the simplest of hardware I/0 (input
and output) all timing, control, and system logic was done in software, using the
INTEL 8080 microprocessor.

4.1,1, Microprocessor

The first consideration in the design of the BAS system was the choice of a
microprocessor to implement the software portions of the system., The primary
concern was to select a low power microprocessor. However, during the initial
design of the BAS gystem, the low power microprocessor had not yet established
itself on the microprocessor market, even though there were several companies
anticipating the marketing of their own low power microprocessor in the near future.
Since the initial systems were to be feasibility models, power was considered to be
expendable for the first breadboard systems. Consequently, the INTEL 8080 was
selected as the system microprocessor hecause of the extensive amounts of hardware
and software support available and because of previous in-house 8080 experience
and support.

4,1,2 Techniques

In general, much of the software used stacking and polling techniques. Stacks
and queues were employed in storing active sensors, trouble indicator (TI) error
codes, handshaking between the central processor and entrance control, entrance
control combination transmission and central station interrogation. Polling was
determ/ned to be the best 1/0 technique over interrupt and DMA (Direct Memory
Access), first, for the unnecessary additional speed that the other techniques presented
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4.1,2 (Continued)

and second, for the additional hardware involved in interrupt and DMA handling.
1/0 polling was used in the external interfacing with the powerline and moder, switch
reading, and control flip-flops. '

4,1,3 Input/Output

I/ O handling was dore both in parallel and in series. All switches and control
flip~flops used eight bit I/0O ports to input and output bits in‘parallel. Tables 4-1,
4-2, and 4-3 give a list of the I/O ports and their corresponding bits, Power line
and modem data used a bidirectional eight bit shift register for serial input and
output. Bit 0 was used for serial input and bit 7 was used for serial output. Because
the hardware did not allow for simultaneous I/0 in the central processor or entrance
control, a priority was established for power line and modem 1/0. Power line trans-
missions received the highest priority because of the need for quick response in
system handshaking. The modem receiver was determined to have the.next highest
priority, unless an interrogate message had been previously received, then the modem
receiver was ignored until the loss of the carrier. Modem transmissions were
selected to have the third highest priority because of the low probability that long
periods of time (10 seconds) would occur which would not have short non-active
periods of the power line transmitter or modem receiver activity; these non-active
periods could be used for modem transmission. Lowest on the list of priorities was
the power line receiver. If a power line message was missed because one of the
higher priority I/0 activities, it would eventually be received because of the multiple
message structure of all transmitting, that is, all sensor and handshaking messages
have multiple transmissions at timed intervals.

4,1.4 Handshaking Dialogue

The purpose of handshaking is to set up a cdmmon eight bit codeword in the
- central processor and entrance control so that combination digits from the entrance

control could be encoded using the codeword when transmitting to the central processor.

Each digit, which is a four bit binary word from 0-11, is encoded using modulo 2
addition (exclusive OR) between the digits and the upper and lower four bits of the

codeword alternately (see Table 4-4), Each new codéword, which is essentially an
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Table 4-1. Central Processor Eight-Bit 1I/0O Ports

Input Poxtl =

Input Port 2 =

Input Port 3- =

Input Port4 =
Input Port 6 =
Input Port 6 =

Input Port 7 =

Input Poxrt 8 =

Input Port 9 =

Output Port 1

Output Port 2

Output Port 3

Output Port 4

Power line and modem recelver data

BIt 0 = New data bit shifted in
Keyboard
Bits 0-7 = Keys 1, 4, 3, ¥, 2, 5, 8, 0, respectively

Keyboard, tamper switch, and /O condition flags

Bits 0-3 = Keys 8, 6, 9, #, respectively
Bit 4 = Bell and processor tamper
Bit 5 = Carrier

Bit 6 = Clock

Bit 7 = Phase lock

i #

D #

Entrance control, special, and parameter sensor code plugs

Bit 0 = Entrance control #1
Bit 1, = Entrance control #2
Bit 2 = Special #1

Bit 3 = Special #2

Bit 4 = External #1

Bit 6 = External #2

Bit 6 = External #3

Bit 7 = External #4

Mode switches, {lluminate/arm button, and run/start switch
Bit 0 = All mode

Bit 1 = Door/windows mode
Bit 2 = Run/start switch

Bit 3 = Remote mode

Bit 4 = Local/remote mode
Bit 6 = Local alarm mode

Bit 6 = Local alert mode

Bit 7 = Iluminate/arm button
Combination

Bits 0-3 = 4th digit

Bits 4-7 = 3rd digit

Comblination

Bits 0-3 = 2nd digit

Bits 4-7 = 1st digit

Power line and modem transmit

Bit 7 = Data to be shifted to transmitter
Mode LEDs

Sensor Modes:

Bit 0 = All

Bit 1 = Doors/windows

Bt 2 = TFire/panic

Alarm Modes:

Bit 3 = Remote

Bit 4 = Local/remote

Bit 5 = Local alarm

Bit 6 = Local alert

Bit 7 = Test

I/0 control, arm and access lights, local alert and bell
g:tg ; gg‘ 1/0 control

Bit 2 = Bell alarm on

Bit 3 = Pulsing or steady alert
Bit 4 = Alert on

Bit b = Access light

Bit 6 = Armed light

Bit 7 =

Receiver and transmitter clock control

Trouble indicator LED
Bits 0-3 = Low BCD digit
Bits 4-7 = High BCD digit
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Table 4-2. Entrance Control Eight-Bit 1I/O Ports

Input Port 1 =
Input Port 2 =

Input Port 3 =

Input Port4 =
Input Port § =
Input Port 6 =
Input Poxrt 7 =

Output Port 1

"

Output Port 3

1

Power line and modem receiver data

Bit o = New data bit shifted in
Keyboard . .
Bits 0-7 = Keys 1, 4, 7, ¥, 2, 5, 8, 0, respectively

Keybonrd, tamper switch, and 1/0 conditlon flags

Bits 0-3 = Keys 8, 6, 9, #, respectively
Bit 4 = Bell and processor tamper
Bit 5 = Carrier

Bit 6 = Clock

Bit 7 = Phage lock

D #

DA

Entrance control #1 or 2

Switches

Bit 0 = Arm

Bitl = Panic

Bit 2 &= Door

Power line and modem transmit
Bit 7 Data to be shifted to transmitter

I/0 control, strike release, and 1! light

i)

Bit 0 = 1/0 control
Bit 1 = Strike release
Bit 2 = TI light
Bit 7 = Clock control
Table 4-3. Central Station Eight-Bit I/0 Ports

Input Port 1

Input Port 2
Input Port 3

Input Port 4
Input Port 5
Input Port 6
Output Port 1

Output Port 2

Output Port 3

Power line and modem recelver data
Bit 0 = New data bit shifted in

= System1l = ID #2
= 1/0 control number and switches

Bit 0 = Reset system 1
Bit1 = Reset system 2
Bit 3 = System select bit 2 = interrogate
Bit5 = Carrier
Bit 6 = Clock
= Systeml = ID 32
= 8Systeml = ID4#1
= System 2 = ID#1
= Power line and modem transmit
Bit 7 = Data to be shifted to transmitter
= BSystem 1 lights
Bit 2 =  Flre light
Bit 3 = Panic light
Bit 4 = Intruslon light
BIt 5 = Tamper {lght
Bit 6 = Speclal light
Bit 7 = Secure light

= System 2 llghts and I/O control

Bit1 = Transmitter control
Bit 2 = Fire light

Bit 3 = Panic light

Bit 4 = Intrusion light

Bit 5 = Tamper light

Bit 6 = Special light

Bit 7 = Secure light

4-4
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Table 4-4, Modulo 2 Addition for 4-Digit Combination, 1976

Example: Combination

= 1-9-7-6

Codeword = 01100011

Entrance Control Digit Encoding

Central-Processor Digit Decoding

1st Digit:
(DIGIT #1)
0001

2nd Digit:
(DIGIT #2)
1001

3rd Digit:
(DIGIT #3)
0111

4th Digit:
(DIGIT #4)
0110

e 6

PO O

(1st half of codeword)
0110

(2nd half of codeword)
0011

(1st half of codeword)
0110

{2nd half of codeword)
0011

" Encoded digit

0111

Encoded digit
1010

Encoded digit
0001

-Encoded digit

0101

(Encoded digit)
0111

(Encoded digit)
1010

(Encoded digit)
0001

(Encoded digit)
0101

@

@

®®

®®

(1st half of codeword)
0110

(2nd half of codeword)
0011

(1st half of codeword)
0110

(2nd half of codeword)
0011

Digit 1
0001

Digit 2
1001

Digit 3
0111

Digit 4
0110




4,1.4 (Continued)

eight-bitbinary number is generated randomly to prevent an intruder from easily
decoding the combination. Thus, a new codeword is established by the handshake

procedure each time the system is armed or powered Ltp. '

Handshake messages differ from sensor messages in that the ID data field contains
data (codeword, encoded.digit, or troubie indication) instead of a sensor number.
The subtype field is used to indicate which handshake message is being received.
When the handshake procedure is initialized from the entrance control by pressing
the arm button and closing the door, an arm request is sent to the central processor
to start the generation of a new codeword. When the central processor receives
an arm request, or if the system is powering up, the central processor will begin
the handshake process and handshake Witil each entrance control in the system. The
handshake process for ezs¥ entrance control is started first by the selection of a random
codeword by the central processor. The first four bits of the codeword are then
transmitted to the entrance control in a DATA 1 handshake message. Upon receiving
a DATA 1 message, the entrance control temporarily stores the four codeword digits
and sends the four digits back to the central processor via a CONFIRM 1 message.
If the central processor does not receive a CONFIRM 1 message within two seconds
or the four digits received in the CONFIRM 1 megssage are not the same as in the
DATA 1 message, then the central processor repeats the DATA 1 message for a
minimum of four times or until a correct CONFIRM 1 is received. If a correct
CONFIRM 1 is not received on the fourth try then the handshaking for the entrance
control is aborted, an error code is set in the trouble indication stack, and the old

codeword is assumed to be the new one.

When a correct CONFIRM 1 is received by the central processor then the program
will transmit the second half of the codeword to the entrance control in a DATA 2
message. The same sequence occurs in the DATA 2 message as with DATA 1 message
except when the entrance control receives a DATA 2 the entrance control replaces
. the old codeword with the new codeword from the DATA 2 and last DATA 1 message.
Handshake aborting also occurs if the ceﬁtral processor fails to receive a correct
CONFIRM 2 message after four attempts, Finally, when a correct CONFIRM 2 is
received by the central processor, the old codeword is replaced by the new one and

an OK message is sent to the entrance control. The OK message also contains a
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4,1.4 (Continued)

trouble bit to indicate if there is trouble within the system (i.e., user error, masked
sensor, alarm, ete.). The entrance control will turn on the trouble indication light
for twenty seconds after receiving an OK mesgsage. If the trouble indication bit is
set, then the light will flash to indicate trouble in the system; otherwise, the light
will be steady. (See Figure 4-1.) After the central processor sends an OK message,
handshaking will begin with the next entrance control.

To enter and disarm from an entrance control the user must enter the four correct
digits (predetermined by the codeplug in the central processor) at the entrance control
keyboard and wait for the strike release. The entrance control will take the digits
fromthe keyboard, encode them, and transmit each one to the central processor.

When the central processor receives and decodes the fourth digit, the system will

be disarmed and a STRIKE RELEASE message will be transmitted to the entrance ,
control. The trouble indication bit is handled in the same manner as in the OK message;
however, the entrance control will also turn on the strike release for five seconds

when it receives a STRIKE RELEASE message. h

Flow diagrams for all software is given in Appendix B while a program listing

is given in Appendix C.

The next sections will discuss the specific software routines generated for the

central processor, the entrance control and the central station respectively.

4.2 CENTRAL PROCESSOR

4,2.1 Power Up

During power up RAM (random access memory) is initialized, that is, all flags,
buffers, stacks, and variables are set to an initial state that assumes the system has
no alarm or status errors. A flag is set and an error code set in the trouble indicator
stack to indicat_;!:a’"that power has just been restored. Next, the run switch is read.

If the run swit_r;::ﬁ& is in the run position then the microprogram will begin the arming
sequence which‘;'includes entrance control handshaking; otherwise, the program will
wait for the run switch to be switched from the start position to the run position. '
When the switch is moved from the start position, the processor will enter the
access mode and after leaving the access mode the processor will also go through
entrance control handshaking. Thus, after power up the central processor always
éstablishes a dialogue between it and the entrance controls.

4~7
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Figure 4~1, Central Processor and Entrance Control Handshaking
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4,2.2 Access Mode

Upon entering the access mode (SACC) which is accomplished by inputing the four-
digit user combination at the central processor keyboard, the central j}rocesso‘r will
first disable the processor and bell tampers, turn on the access light',j and start a
one minute access timer. The access mode will not terminate until the processor
and bell tampers are secure, Consequently, the processor will only terminate the
access mode after the expiration of the access timer or the pressing of the arm
button, whichever comes first, and the securing of the tambers. Also, except when
a processor (or bell) tamper is in progress, all alarms will be aborted after entering
the access mode. This insures against an intruder forcing the processor door open,
reading the combination, and entering the access mode to shut off the alarms. Upon
leaving the access mode the code plugs will be read (READ CP) the access and mode
lights will be turned off, and the tamper will be enabled. If the power up flag is set
then entrance control handshaking will occur, or if the arm button was pressed during
the access mode the system will execute the arming routine (SARL) otherwise, the

program will enter an unarmed state,

4,2.3 Main Polling Loop

The main polling loop checks for keyboard data, receiver messages, the arm
button depression, processor (or bell) tamper switch, end-of-access mode, mode
switch output if tamper is diéa}aled (access mode), and timer expirations. When
any key is pressed on the processor keyboard, the program will enter the key
combination check routine (KEY) the program will enter the key combination check
routine and decide whether the sequence of key inputs matches the correct combination,
Similarly, when a receiver message, arm button closure, processor tamper, or
end-of-access mode occurs the microprogram will enter the receiver message decoding
(RECDAT), arm button pressed (ARMBUT), tamper alarm (GART), or End-of-

Access (ENDACC) routines respectively., If the processor tamper is disabled, i.e.,
the system is in the access mode, the program will read and display the mode settings
via the small LED indication lights. Also, if the system is armed the processor will
turn on the ARM light, Table 4-5 is a list of the timers and what happens when they-

expire.



Table 4~5. Timer Functions and Executions

Timer Function Execution on Expiration
Access 1 minute ~ access mode timer Reset-access timer flag
(End access mode if tamper secure)

Code 2 seconds - checks for confirm Go to entrance control error routine

message from entrance control (ECERR)
‘ ‘ (Failure in entrance control handshake)

Display 20 seconds - display present Turn off mode LEDs
modes of the central processor

Fire 5 minutes - fire alarm timer Turn off bell and alert and reset
that sounds pulsating alarm fire alarm in progress

Bell 5 minutes - general bell alarm Turn off beil and reset tamper,

Local Alert

timer

5 seconds - local alert time
with counter to indicate suc~

~cessive multiple 5 second

alerts

Intrusion alert count = five
25 second intrusion warning

Arming delay count = fifteen
1-1/4 minute alert before
arming

Special alert count = sixty
5 minute special alert

panic, and intrusion alarm in
progress

Go to intrusion alarm routine (GARI)

Go to arming routine (SARN)

Turn off alert and reset special
alarm in progress

Min 5 5 minutes ~ for updating the Status bytes changed
state bits in the sensor status Bit 2 = Bit 1
bytes. These bits are used to Bit1 =Bit 0
keep track of a sensor's activity
every 5 minutes
Hour 1 hour ~ for updating sensor Status errors for each sensor are
status set if no status message has been
received in the last two hours
Jamming 3 minutes - detect steady jam~— Go to internal intrusion alarm
ming on receiver (reset when (ALINT)
no receiver activity)
NOTE: Each timer has a flag to indicate if the timer is on or off and a 16-bit word

to indicate when (in seconds) it expires.
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4,2.4 Arming

When the system is "armed'! the armed light will be lit and the intrusion alarms
will be enabled according to the mode settings. The system can be armed either from
the central processor or the entrance control depending on the system configuration and
mode settings. As in the case where the system does not have an entrance controll all
arming is done at the central processor. In such a case, arming is immediate in the test
or local alert modes and a 1-minute 20-second local alexrt warning is sounded before arm-
ing, which allows the user to leave the premises, in the local alarm, local/remote, and
remote models. Furthermore, in order to arm from the processor the user must
enter into the access mode and press the illuminate/arm button. If the system includes
one or more entrance controls handshaking always occurs before arming. In addition,
certain mode settings preclude arming from the central processor or entrance control.
For instance, the system with an entrance control can be armed from the central
processor only if it is either in the test or local alert modes. If the system is either
in the fire/panic, test, or access modes, the system will not arm from an entrance
control, Again, a one minute 10-second local alert arming warning is sounded when
arming in the local alarm, local/ remote, or remote modes to warn any other occupants
of the house or building that the system is arming., Also note that except for arming
in the test mode, sensors that have state errors (sensor left in the alarm state) or
status errors are masked out (disabled) from the system.

4,2.5 Mluminate/Arm Button

The illuminate/arm button has two purposes: it is used to arm the system at the
central processor, and it is used to display the present mode settings and trouble indicator
error codes. When the button is pressed while in the access mode, the access timer
will be terminated, and upon leaving the access mode the central processor will attempt
to arm the system. If the button is pressed while not in the access mode, the mode LEDs
will display the present alarm and sensor modes for 20 seconds. Also, an error code
will be displayed on the trouble indicator LED and upon each successive depression of ,
the button the processor will display each successi\;e error code in the trouble indicator

stack.

4,2,6 Alarms

There are five basic alarms generated by the system: fire, panic, intrusion,
tamper, and special, An intrusion alarm may be either external or internal with
"jamming' being handled as an internal intrusion alarm, The sensor and alarm mode

4~-11




4.2.6 (Continued)

settings allow the user to select which sensors (perimeter or "all") cause what type

of alarm (local alert, local alarm, external alarm, ox both local and external).

The sensor modes (fire/panic, doors/windows, and all) affect only the intrusion
alarms, indicating which intrusion sensors are to be armed, while fire, panic, tamper,
and special sengors are always monitored. The "fire/panic' mode disables all
intrusion alarms, the ndoor/window" mode enables only the external intrusion alarms,
and the "all" mode enables all intrusion alarms, both external and internal. The
alarm modes (test, local alert, local alarm, local/remote, and remote) influence

the type of alarm output. Table 4-6 lists the alarms that correspond to each alarm
mode.

4,2.7 Receiver Messages (RECDAT)

When a message (see Figure 4-3) is received on the power line the TYPE and ID
data fields are compared to a list of active sensors. If there is no match-up then
a receiver error countiskept (RECEVR) to indicate that there are messages being
received that are from sensors which are considered inactive (their code plugs are
still in the processor). When a complete message has been received the program
first checks for an entrance control handshake or combination message and if such
a message occurs then the program enters the entrance control message routine
(see Section 4,1,4). Otherwise, upon receiving a sensor message the program
examines the subtype field and sensor status bytes to determine whether the message
is to generate an alarm or not, If a non-alarm megsage occurs the status and state
bytes are updated and the corresponding trouble indicator error codes are updated,
otherwise, when an alarm message is received the appropriate alarm routine is
executed.

4, 2.8 Receiver and Transmitter Polling

The 1/0 polling routine (IOPOLL) reads and writes data serially on each pulse
of a 60 Hz clock., The clock is polled throughout the program to keep track of the
number of clock pulses and thus the number of seconds is incremented on every
64 clock pulses (64 is used to keep the central processor timing structure out of phase

with the rest of the system). The I/O priority (discussed in Section 4. 1, 3) is implemented

using the phase lock carrier, and mode settings. During power line transmitting
(the highest priority), all processing pauses until the complete message is transmitted.

4-12
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Table 4-6. BAS Alarm Outputs

FIRE

PANIC

INTRUSION

TAMPER

SPECIAL

TEST

LOCAL
ALERT

LOCAL
ALARM

LOCAL/
REMOTE

REMOTE

20 second test
light and local
alert

5 minute pulsa~
ting local alert
and bell alarm

5 minute pulsa-
ting local alert
and bell alarm

5 minute pulsa~
ting local alert
and bell alarm
with modem
fransmission

5 minute pulsa-
ting local alert
and bell alarm
with modem
transmission

20 second test
light and local
alert

5 minute steady
bell alarm

5 minute steady
bell alarm

5 minute steady
bell alarm with
modem trans-

~ mission

5 minute steady
bell alarm with
modem trans-
mission

20 second test
light and local

-alert

5 second local
alert

5 minute steady
bell alarm

5 minute steady .

bell alarm with
modem trans-
mission

modem trans-
mission only

20 second test
light and local
alert

b minute steady
bell alarm

5 minute steady
bell alarm

5 minute steady
bell alarm with
modem trans-
mission

5 minute steady
bell alarm with
modem trans-
mission

20 second test
light and local
alert

5 minute local
alert

5 minute local

alert !
)

5 minute local |

alert with
modem trans-
mission

5 minute local
alert with
modem trans-
mission

et




4.2.8 (Continued)

The program only allows central station interrogations to be received if the carrier
is on, the processor is not in the access mode, and the processor alarm mode switch
is in either the local/remote or remote modes. Also, whén the central station interrogate
message is received, the program will immediately transmit a status message back
to the central station on the modem. Unlike the synchronous modem transmission
(status message after intérrogate), the asynchronous modem transmissions {status
message after an alarm) will wait until the carrier drops before transmitting (see
Figure 4-2), If no other I/0 activity (transmitter or modem receiving) is occurring
and the phase lock is on, the program will receive power line data. A receiver

flag is set when a power line message is received with correct parity and ID match,
50 that the TYPE and ID DATA field can be checked (see Section 4. 2.7).

Modem Status Message from Central Processor to Central Station

| Preamble (300 millisecond delay)|  ID #2 | Status Bits | ID#l ||

Parity
Bit 4 = Fire
Bit 3 = Panic

Bit 2 = Intrusion
Bit 1 = Tamper
Bit 0 = Special

Modem Message (Interrogation) from Central Station to Central Processor

| Preamble (400 millisecond delay) | m# | m# [ ]
~ Parity

Figure 4-2. Modem Message Format for Alarm
and Interrogation Messages

4.2.9 Read Code Plugs (READCP)

When a new list of sensors is generated by reading the code plug inputs, the old
status byte of a sensor is restored into the new status if the sensor ha,s been in the -
system previously. If a sensor of the new list was not in the old list then a new status
byte, that agsumes the sensor is secure and has good status, is stored. The sensors
are stored with their corresponding status bytes in a stack (list) of active sensors
with null bytes (FTF Hex) separating each group of sensors. For entrance control

4-14

" TR T N S W, W, T8 G T P SO B, . W =P




4.2.9 (Continued)

sensgors the status byte is replaced by a codeword (see Section 4. 1.4).. Thus, the
sensor list contains seven groups of sensors: entrance control, entrance‘ control
tamper, entrance control panic, special, perimeter (including entrance control doors),
internal, and fire. Sensor and alarm modes are read in with fire/panic and test
modes, respectively, being the detault modes on switeh errors, The combination
digits are read in with the * equal to 10 (1010 bmary) and the # equal to 11 (1011 binary)
and digits 0-9 equal to their BCD equivalent.

4.3 ENTRANCE CONTROL

4,3.1 Power-up

The entrance control reads its code{_plugs once during a power-up cycle, Therefore,

it is necessary to disconnect power if code plugs are changed.

4, 3,2 Main Loop

The entrance control looks for receiver messages, arm request, sensor changes,
keyboard data, and timer expirations and executes the appropriate routines. If the
arm button has been pressed and the door is then closed the program will,trap_smit an
arm request to the central processor and set up a tiiner to send four subsequg_snt?arm
requests to the central processor at three second intervals. When a seﬁso_r (tamper,
panic, or doof) changes state (alarm to secure, secure to alarm) the program transmits
the corresponding message to the central processor and sets up a timer tou send four

subsequent messages at one minute intervals.

If the door has changed from secure to alarm, the keyboard lockout flag will be
set. Next, the program checks for a keyboard digit on the key stack, if there is a

e

digit present then the key will be "popped" off the stack and transmitted to the central
processor. During handshaking alil entrance control sensor transmitting is inhibited.
The following is a list of entrance control timers:
1. Tamper: Four one-minute timers for sending entrance control
tamper alarms

2. Power: Four one~-minute timers for sending entrance control
panic alarms

3. Door: Four one~minute tinme rs for sending entrance control
perimeter alarms
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4,3.2 (Continued)

4, Arm Request: Four three-second timers for sending arm request
to the central processor

B. TI light: Twenty second timer for steady or flashing TI light
6. Strike Release: Five second timer for duration of strike release

7. Five minute timer for resetting key count
8

. One hour timer for door status messages.

4,4 CENTRAL STATION

The central station is the simplest of the programs and consists of an hour timer
for hourly interrogation of both systems, switch monitoring for knowing when to
interrogate a system, and resetting the status alarm lights, receiver routine (similar
to the central processor and entrance control) message decoding routines for outputting
the status bits of a status receiver message, and a transmitter routine that shifts
data out to the modem. When the interrogate switch is pressed the program will read
the code plugs and system select switch and stack the appropriate system number to
be interrogated on a transmitter stack which allows for the interrogation of several
systems at once in sequence., The transmitter routine "pops" a system number
from the transmitter stack, loads the transmitter buffer with the corresponding ID,
and shifts the data gerially to the modem. The central station is capable of receiving
and transmitting simultaneously; thus, it can receive from one system and transmit
to another at the same time (see Figure 4-2). When a mess‘age is received on the
modem, the status bits of the status message are outputted to the system status-
alarm lights. If there are no alarms the receiver light is turned on.
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CHAPTER V. CONCLUSIONS AND RECOMMENDATIONS

Through the development of the two feasibility models of the Burglar Alarm
System, it has been shown that all previously established requirements can and
have been met, This includes requirements for low vulnerability to attack and
compromise. Through the implementation of the handshake routine between the
central processor and the entrance control, the vulnerability to the development
of a universal BAS key has been significantly reduced. It precludes the use of one
BAS to defeat any other BAS, Additionally, the system provides the user with a
high degree of flexibility in the way the system is utilized, yet the probability of
creating false alarms has been reduced through a number of niethods. One of the
methods is simply the incorporation of the entrance control into the gsystem. The
entrance control provides a very positive lockout feature which precludes the user
from walking into his armed system. In addition, the logic employed at the central
plrocessor will not allow the user to arm his system in various operational modes
which may lead to false alarm conditions. The system also provides the user with
a continuous analysis of the operability of the system, i.e., if trouble occurs within
the system the user is alerted to that trouble and the trouble condition itself is displayed
to him in the form of a two-digit code at the central processor. These relatively
sophisticated features can be provided cost-effectively through the use of microprocessors
and large scale integration. The BAS Phase I Report concluded that the original

cost goals could be met and that conclusion is still maintained to be viable.

BAS feasibility has been demonstrated through the development of the two deliverable
breadboard systems, It is therefore recommended that a seven step program be
undertaken to further develop the BAS. The following work statements are arranged

in chronological order.

1. Conduct a partial productization of the BAS to allow a cost effective quantity
build for large scale testing.

2. Fabricate the test systems while determining all test parameters, reporting
methods, selection of test sites, data recording and analysis, etc.

3. Conduct large scale field tests.
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Chapter V (Continued)

4, Analyze the results and make modification recommendations if required.
5. Modify the systems as required.
6. Complete the BAS productization.

7. Transfer the acquired technology to manufacturers who wish to market

this system.

It is estimated that such a program would take two to three years to implement,
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1 2 3|]4}6]|61]7 819 |10[11|12}13|[14]|16|16[17]|18]19| 20| 21| 2223 |24 25|26 27{ 28|29 | 30| 31 32 33134|35{36137)138]39 (140 41142
RECORD OF REVISION STATUS OF EACH SHEET | GOVERNMENT CONTRACT NO SYLV,
RELEASE APPDBY | lpwg 1 2 3 4 EL@CTRONIMS GROUP/WESTERN DIVISION

o PREP PATE o MOUN:FAIN vnew,c,(xv 94042

SICHK 12 3 4 g - ‘ ‘

—ICONT 1 2 3 4 [#pD ; EVTRANCE CoNTROL

e — \/o CIRCUATRY

SIZE | CODE IDENT |PARTS LIST NO
NEXT ASSEMBLY Al 07397 |PL -
‘ SHEET 1 OF4

ESG-1085.8 {1-74) 4 . :
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NOTES:
Sy REQU'RT\ K":—:v ::Do&gr ,DEN'.’,.A,;‘;,?S NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION g 'L%"_‘
| R . SCHEMATIC DIAGRAM \
| | RESISTOR 270K =T, \/4W 2.
~ (rR5) :
5 RESISTOR 0K 5%, (/4 W 32
(RL1011,16\7) ~ -
3 RES\STOR 2.7K£ 5% \/4W 4
(R2-9) | -
:; I RES\STOR 22 OKE=5 7, \ AW 5
i ' (RA2) e
4 RESISTOR 2. 4K* 5% | /4W b |
(R13,18,19,20) ' —
| ‘ RES\STOR \OO\*’\:ES"A l/4W 7
| (R4) ~
2 L2\ 2 T.C, TINPUT/QUTPUT PORT ]
' (UL, 2)
\ CD4034 T.C. INPUT/HLTPUT REGISTAR 9
Ww3) /
\ C D450 IC. MWEeEXx BUFFER 10
(U4)
\ D&\d0 | T.C., ANALOG SwiTcH (1
(Uus)
KEJV:'-VENDOR ITEM - FOR PROCUREMENT 6R F~FEET B-BULK PL
PART NUMBER SEE SPECIFICATION 1-INCHES A/R-AS REQUIRED
OOPfTROL OR SOURCE CONTROL DRAWING R—-REFERENCE CODE IDENT 07397 SHEET 2 RE.V

ESG - 1086.8 {1-72) Q
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nores: | CHERRY ELECTRICAL PROD,
2. C+K COMPONENTS TNC
3. GRAVHILL
QUANTITY nsoumft\: KEY| SOOE IDENAEYING No. | GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION g iy
\ SNS5403 15-222\92- | | T.C. QUAD 2~ ivPuT NAND (0c) | [V\2
’ (U &)
\ SN3400 \S-822114~1 | T.C. QUAD 2- /NPUT NAND \3
1 (u?) '
\ 3205 ' T.C. 1% 3 DECODER L%,
(L8) | -
\ ~ "SN5404 1S5-82314-3 | £ C, HEX INVERTER \S
K - =
. 3 TAD\ 2 . DIOVE ARRAY T C Vi
& P | (Ulo, 1\ \2) | ]
32 TAD 39N | - DV\ODE ARRAY T C \'/
L ‘ | (L3, 14, 18 ) ]
\ 2N2222 - TRANSISTOR NPN v
| | Q) : -
\ IN414 8 DiopE (CRI) - \9
2 EL3- 60H SWATCH - TAMPER 1120
\ Stal SWATCH-ARM Z 2|
2 39-/2 SWITCH- PANNC 3|22
KEY:‘-VENDOR {TEM - FOR PROCUREMENT OR F-—~FEET B-BULK Pl.
PART NUMBER SEE SPECIFICATION 1-INCHES A/R—~AS REQUIRED
CONTROL OR SOURCE CONTROL DRAWING L R—REFERENCE CODE IDENT 07397 SHEET 3 REV
ESG - 10868 (1-72) ’ ' . A
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notes: 4 (LEORGE RisK IND.
' S, DALVGWT
L., CLARE-PEVDAR
queNTITY REQU"f: KEv| SoDE IOENMFTING No. | GTE SYLVANIA PART NoO. | NOMENCLATURE OR DESCRIPTION ’g iy
\ Type 20-24 SWITCH-DEOR SENSE 14123
\ 252-9951-097] P\WLOT LAMP (RED) ; S[2%
\ - 9400027 KEYROARD . b]25
Ro) 72~ 70} o574~ SOC\<ET V&S PIN WW DIE 26’
N 72 701074-2 [SOCKET 16 PIN ww D\P 27
&P ~ ' L e
o :
3 72 =701074~-3| SOCKET 24 PIN WW V& | |22
KEY;
*.VENDOR ITEM - FOR PROCUREMENT OR F—FEET B-BULK PI_
PART NUMBER SEE SPECIFICATION 1-INCHES A7R-AS REQUIRED .
CONTROL OR SOURCE CONTROL DRAWING | A--REFERENCE CODE IDENT 07307 J SHEET 4 REV

ESG - 1086.8 (1-72) ' 4
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NOTES:

BAS PATA LINK TRANS/MITTER 7 LLe, 5
QUANTITY REQUIRED. w
Coulk KEY| oEE IDENMEYING No. | GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 8 e
£/ CALALITIE , CERAME O // wf S v
c 2 CAP CER, 2.7 o f SE v
4 7 7 rd
b C3 CAP CER O/ ol , 0 v
| 7 7 ad 7
o1
IS
A4 CRE  CER 0./ wf 7 ¥
7 / 7~ 7
: as CAZ, CER, , 7 4 :
; e e é:/(’/ ,..._.._.._/_,‘v_?fr. e~z U S VI
} - — - - ' . b .. ——— P VU SO N
: c . L cAr : 20f. L7 v LT
—— l ; é ¢ e - ’4’0-r ..4.’.?45;.7__0_:_94‘{;.-_.,_-’7&.-..7.‘....,.. LR ....-.-.__-’r,._.-_
Y ! i . - s e e+ e biem e R, e m iy ]
B ; €7 .. _ ZAP CER 2.0l wf 07 v
; ! ' s e 4
% cg ! CAL _CER__D.00 w200 v L
: j ToTmm— 7 7 7 7 H
‘ L 5
; : cg | CAL. 150 pf 2575  rreq .o
1 T i 7 s 7 ._"““ ;
; H CHROSE/S) JoD L { Srore: -
KEY:
* .VENDOR ITEM - FOR PROCUREMENT OR F—FEET B-BULK PL
e e AT NS A e
’ B CODE IDENT 07397 SHEET / REV

E£SG - 1086.8 (1-72)
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NOTES:
BAS DATA LINK TRANSHIZTER /7 242, P
QUANTITY REQUIRED j w
, KEV| GoDE | DENTIETIo No. | GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 5| ‘Nor
10 CAE  MIch 220 5 f TS5 4
) Vd V4 Va 7
CHROS Fa22] JooL (a‘rmfr)_
/4 CAr CER 2,0/ ,,F
4 ’
s CAP |, CER . 1002 pF
/3 CAP.  CER. 4.00 . F
4 / g
€14 CAP. CER. 0,9/ wf
7 7
cr5 CAR  TANT,  LLELTFICYres /O ot 2oy
: y ’” CEF, .  te 50
; c/le i e ,...-_--...T__f//' L, . CER, .-ﬁ_y 7 5 =B ¥ et e ]
1 - : - R wmms ! e it e e e e
‘ c/ 2. 018 . F 207 2 :
PR L 74 e e CAL,  MNEAE | 20 01E . DL 0 EP A
3 i .
; L el L Zf%r L MPLAR | 2. 022 4 f 29, b, 2 v ..
: i ' — -
£/9 ) CAP. 0k, 2, 087uf L0 00 p
j e e e , - 4 V.
: £ 70 CAF.  CER, 0./ 4uf . 89y .
1 N g 7 ’ .
X .
KEY: ’ ;
*.VENDOR 1TEM - FOR PROCUREMENT OR F—FEET B-BULK PL !
PART NUMBER SEE SPECIFICATION 1-INCHES A/R-AS HEQUIRED
CONTROL OR souac\;couraou. DRAWING R-REFERENCE CODE IDENT _ 07397 SHEET = REV

ESG - 1086.8. (1-72}
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NOTES:
BAS  DLATA LINK TRANSHITTER . /7 2E2,, T
QUANTITY REOIURED 7 ™ )
KEY ICDOE?GEI' IDEN';'AH?JISS NO. GTE SYLVANMIA PART NO. R NOMENCLATURE OR DESCRIPTION § lLEOM
c 2/ ' CAr.  CER. 0./ 0y
7 7 7 7
R /| DIODE INY003
— V4
CR 2 ' DISDE NS
CR 3 - DIOOE  INY198
, {
LR LIoLE | INY/YR
b CRE | e s t00PE | fwwrve ]
4 - . - . VRN H - . e L ISR RS RN PR S REO—
L L org | VARRLTOR __MO7ofold [V 2005, . . D &
t : \ e e hm ¥ e A mme e o i ———— ek $KE mebmmS i etf sy o mmr—— | B i | Jemmetaee el b rmtnro i e me et - A e me s il g e
: : — : - mien e _. —nm e R
: L L CRT . L L)00E | _INAIEE e e e e |
CR & DIOLE INYI4S L
, e e , , .
. , R - : p/oo._f# INY) 4D e,
P I ) 10L& . . —
L ! -
KEY: ) . =
. VENDOR ITEM - FOR PROCUREMENT OR F—-FEET B—-BULK PL b
A e e s e A neounes <
, . —REFERENC CODE IDENT 07397 SHEET 2 REV
ESG - 1085.8 (1.72) ? ' '
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NOTES:
BAS DATA LINK TRANSHITTER /2 sre, ) s
LA P ﬁ,"gﬁ, ,DEN';".‘;‘J"?: NO. | GTE SYLVANIA PART NO, NOMENCLATURE OR DESCRIPTION g 'I‘%“_‘
L/ ) . INDUETOR 220 ,K /07
NS,7J‘0?7/—' )J" 0 ’
L2 | ING. VAR, 68 wtl
’ ' ' " CAnsion _ros - w5 2
L2 ‘ 2 4.8 o t107
' 7 750/?7—//
b Ly V27 md L s0%
& 7S Zsp8P = 23 q
= L5 | INO VAR, &2 o f
! R :‘ f‘_,f/‘lb";ﬁ/v Yios - 47 L £t
o o Tt EE T SO
et G B G REA COYSIIAE b
' I N N A T
[ 3 JI : L Ll CP 420l AE _ L
3 ! . —
| vy I B A e
: 1
KEY=~».v15|w)on ITEM - FOR PROCUREMENT OR F—FEET 8-BULK l PI_ ‘
AT MRS S AL s NS AT pequineo ~
' CODE IDENT 07397 SHEET # REV

ESG - 1086.8 (1-72) *
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NOTES:
BAS DETH LINK TRANSAI I TTER 47 ZEC v
QUANTITY REQUIRED CODE " PART OR : B irem
KEY| \DENT IDENTIFYING NO. GTE SYLVANIA PART NO. | NOMENCLATURE OR DESCRIPTION S| “no.
AR/ L. C. fen CHA 084
- o
AR 2 | . 7.Z, A 3020 4
A
AR 3 |- z.c CH 39P0 4
N | 7
5 R/ RESISTOR l290 K L 57
Lo
m S
R2 RES, 330 k g .
4
| R3] A )& sty |
- — T B T T
SR : o e o (S e e e et o+ e e e o
‘ y o + !
b S 1 3 ot [ ‘I R A s i s BE Y 1w sue 4% o Vemiak ot etk e Sibmtins WA et .{g....'/. —— /‘-.{._’Af_é‘- Jre {’4 B R
. ; . PRSIV i - e A bme e e e b 6 e R e e e e b § it e iae weme® demd e lem b % o ma— s R
. o RS ‘ — | RES, LS mEE, TSR]
. i L _ L
Ré& | RES, /& meg, I b
s mee — 0 , .
; — v s ——n
; : R7Z . RES, 22 S L S5 .
' T - 7 - 3
L B I ;
KEY: ) ' ]
#.VENDOR ITEM - FOR PROCUREMENT OR F-FEET 8-BULK PL '
At L M 1+ T '
3 —-REF
' € CODE IDENT 07397 SHEET < REV
£SG - 1086,8 (1:72) - 4 '
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NOTES: ' o
: 4
BAS DATA LINK TRANSAITTER /7 vee,, 7S
QUANTITY REQUIRED CoDE PART OR . , B orem
KEY| (DENT {DENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION S| wo.
R RES, seo k * S5
7/
R RLS, 270 K LS55 [ Strécreo w goir)
: .y el
R /0 RLS, /20 K LS55
L 7
/4 RES, 480 # Xt 5%
rd
b L2 RES, 880 Kk 257
én 1 - <
© - - #+ e
RIS LS, K4 A’ LA .f,/,'
4
I R 19 RS S, - PN S . -2 SR N
l - + - - S b e i aay LR ESTO ISR SRR oy — b —— i ot & b e e 8 K e e o s oy Bt e
} Tt v - -t .:,- . . N
e e K SRR OVSNIOSINET . L/ JUPR LIV, L ¥ SRS PR A H
S . . - e — e e e cinims 4 eaed
\ LRI REL, ;22K 257 R -
: i i m - v S
1 4
f17 | ! RET, F200 2t 57 L
. i mam e ,
A —— ——— - .
. . R /8 : FES, Pive L 5 .
H i ) " =" - - .
» 1‘ » . o
R - , . ;
KEY: ) .
».VENDOR ITEM - FOR PROCUREMENT OR F-FEET B~BULK Pl
B e Ol oM ATAS nrauneo
k ~REFERENCE ;
' CODE IDENT 07397 SHEET & REV

ESG - 1086.8 {1.72)
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NOTES:

BAS DPATA LINVK TRANS V71T TER

18 pez, 75

QUANTITY REQUIRED CODE PART OR ) . & ITEM
KEY {DENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION g NO.
R /¢ RE P00 F o7
4
R 20 AEL, 270 K 157
7 N N
Rt RED, 470 k 57
22 RES ’750 * f/""
Vi
Fa3 rReS, 4o L L7
£ 24 RES, /5 kT SZ
.‘ ! £25 REs, /50t ,
— e e e e e i TR A S S .. PRI ST
: ; T
. - '! ~ ~ - e e - J R T —L-.-— P’ - - oot b ¢ i i —h  vmmy P L. .._...(._-.i._._.-..—. - -
e ] , Rac o e e R 8392 X E e e b ]
Py :
S e = s e i e o e st 4e b sk e i
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] r2e RE, 2R T : Do
¥ .- - / iy
' ! :
! PR e ‘
; Rzy ' : RE Seo k L &7 !
i j - i —r " - B
N | - ' e ——— :
KEY: '
*.VENDOR ITEM - FOR PROCUREMENT OR F-FEET B—-BULK Pl-
gAR:I"; NUMBERS(S’EEncszﬁgéﬁTCQTLON ING I1-INCHES A/R~AS REQUIRED
ONTROL O OL DRAW R—-REFERENCE . " T
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NOTES:
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| BAS DATA LINK TRANS/I TTER

QUANTITY REQUIRED

KEY

CODE
1DENT

PART GR

IDENTIEYING NO. GTF SYLVANIA PART NO.

NOMENCLATURE OR DESCRIFTION

NOTE

ITEM
NO,

R 30

REL, 70 K s Z

R 2/ £E8,

oA

R 23

R 3y

19~V

R35 RES,

. REE L e e e L RES 370 K SO L RN S
. ! : . ! : . v
! - . - . e f e e et et —— s 4 e e o e s P = s S 7S pmeam S s nm wa 3 e e e o ok it o
! L R3E7 . LS, P T , !
- , etm et = 4 eam s e s st e BB oy LTI B DL | i e e R e
: poo . ; !
: _ - e o o 4 i ] e
; L REP . RED . 207 K 2 L)
: ; : — RN £ e e e e ————
' } - . e e e e e = ~
R37 | RES, 33 k &) b
- . e e
| ]
, i e — — [ _..‘ »-.j...‘ - - " » a o e mirmmsee | ae 'T*—'““"*"j_"‘
A ‘/17 ! - H o AES, y 7, 3 "’f/;f 5 /{; ;_":
T ! i ?
H i miemas N S

»

KEY:

*.VENDOR ITEM - FOR PROCUREMENT OR
PART NUMBER SEE SPECIFICATION
CONTROL OR SOURCE CONTROL DRAWING

F—FEET
1-INCHES

8-BULK
A/R~AS REQUIRED
R—-REFERENCE

CODE IDENT 07397 SHEET &

m
<:

ESG - 1086.8 (1-72}
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NOTES:

BAS DATA LINK TRANSMITTER /8 pfe,, 75

29~V

QUANTITY REQUIRED CODE PART OR . . . . .M_l ITEM
- KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION g NO.
R Y7 RES, P2k r £Z ,
4
R 42 RES Fo kK XS 7
7
R 43 RES, P90 £ 157
Vd
£ 4y RES, 3.2 mEg 157
/
RYS RES, 390 kK T 5Z
. /
RYL RES, 370 ¥ L &)
H L bt — 5 ot ——r iy i e e e - . —_— - e o s e+ ey — — _;.. SRR
; | I LI e g ]
T e e e o WTRANMG, | CORE L ZNPUWA SEVECAL. FERY =P A L e
S e (SR £ON2 e e i e
_ T2 e - TEANS, . _TRIAD (=135 P e ]
. i : i :
: i R S -
T T
: ! 2
! | " |
: e -
i { ‘ [ ~ )

KEY:

"-VENDOR ITEM - FOR PROCUREMENT OR
PART NUMBER SEE SPECIFICATION
CONTROL OR SOURCE CONTROL DRAWING

PL

F-FEET B-BULK
1-INCHES mA/ﬂ-AS REQUIRED ! :
“R-REFERENCE CODE IDENT 07397 SHEET 2 REV

ESG - 1086.8 (1.72)
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NOTES: (UNLESS OTHERWISE SPECIFIED:)

PARTS LIST NO PI. 5—582’ 3407

LTR

REVISION DESCRIPTION DATE

APPROVED

N

112)13|4|6]6}7)81]9]10

1

12,

13114

15

16|17 |18 11920 | 21} 221232425

26) 2712829 |30 3132

33|34 [35([36(37]38

39 {40 41

42

RECORD OF REVISION STATUS OF EACH SHEET

RELEASE APPD BY DWG
CHK

LEVEL

1
1

CONT 1

2 3 4
2 3 4
2 3 4

GOVERNMENT CONTRACT NO

P@ﬂ%%%amw%u

ELECTRONI’\C/Ii SYSTEM

tNCORPORA

S GR UP/WESTERN DIVISION

OUNTAIN VIE W CA 94042

CHK

APPD

MODEL

APPD

ENCLOSLEE, ELECTRON/ICS PES
é‘/\/ZEVMZCE CONTROL
BAs

| NEXT ASSEMBLY

SIZE | CODE IDENT

A | 07397

PARTS LIST NO

p15%£?540/

%5

SHEET .1

OF 2

" ESG-1085,8 (1-74)
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NOTES: | @0 MFG Co 2. PENN ENGINEERING LAFG corP
2] CHESTNYT S7° DOLESTOWN y PENNSFLYAN1 4
BuRBANE, CAL /8907
G503
QUANTITY REQU'R:’D/ KEY .c:;ﬁr IDEN?I‘:?JISS NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION g lL::)M
/ =0/ | ENCLOSIRPE “ Y BS5é- /444 /1 7/
4 - /03 FILER, 063 S052-H32 AL St Z
/ -/0% FILLER, . OEB 5052-HF2 At SH =
Z —/07 BO55, OO D/4 5052-H3z A BAR | | &
) . 5
3 | 638 FHS-ddo-& STUD, SELF CLINCH (d-aox.3/2¢6)|2| &
b
&P ¢
N
KEY: ' ' — '
eymoon e roneocuneenron e moux o |Pl K BZ-ZH07
- CONTROL OR SOURCE CONTROL DRAWING R—-REFERENCE COD‘E fDENT 07397 SHEET z : REV
| ESG-1086.8 {1-72) - . + ' ‘
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NOTES: (UNLESS OTHERWISE SPECIFIED:)

PART;LISTNb PL S&£82-3408

LTR REVISION DESCRIPTION DATE | APPROVED
12345678910111213141516171819202122232425262728293031323334” 37 | 38|39 [40] a1 {a2
RECORD OF REVISION STATUS OF EACH SHEET | GOVERNMENT CONTRACT NO sywmm

RELEASE APPD BY

A ya
2 2:/;: 2 2 : :{?///é{ﬁr’@ TS ELECTRON:ﬁgJﬂEr}n,\Js\c/a'%%uw/eg;renw DIVISION
Slcont 1 2 3 4 b BASE PLATE, ELECTEONICS PG~
AT 24/1/6‘& covrEoLl
MODEL APPD (B 45)
SIZE | CODE IDENT |PARTS LIST NO
[NEXT ASSEMBLY A | 07397 |PL S« &z 2408

SHEET_ 1

OF &

ESG-1085.8 (1-74)
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NOTES: [o MATERIAL (GLLOYy ) SUBSTITLIE PeRANSSABLE
TO FrRACILITRATE FriB L/ ce 770/ ‘
QAT REQUIRiD/ KEY ﬁ;’;ﬁ meamg\tngg NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 5 'TNEo'f‘
/ -/0/ FLATE, 090 £052-H32 AL SHT AN
/ -/0% Boss~,PFB ) S0S2-H32 A¢ Pen7E || €
z ' —/ 05| Bo5S - .25 S052-H32 AL S& BAE |/ | 3
5
& B -
(2]
KEY:G-VENDOR ITEM - FOR PROCUREMENT OR F—FEET B-BULK PI_ f ,é,’ g Z - 3 40 8 ‘
PARY NUMBER SE!’E:SPECIFICAS:-OSRAMNG I-INCHES :/RR—EAFSE gs&géRED )
GONTROL OR SOURCE CONTR - CODE IDENT 07397 SHEET 2. REV

ESG - 1086.8 (1-72}
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NOTES: (UNLESS OTHERWISE SPECIFIED:) PARTS LIST NG PL sc&z-==04
LTR REVISION DESCRIPTION DATE | APPROVED
S
& P <+
~3
1 213|4a]s|6|7|8|9|1wf11|[12[13]14)15({16]17|18{19]|20|21(22]23]24|25]26}27{28]29]30;31|32]33}34|35|36|37|38}39]40]41]42
RECORD OF REVISION STATUS OF EACH SHEET | GOVERNMENT CONTRACT NO
RELEASEAPPDBY | [pwg 1 2 3 4 |eopr—rt ELECTRONIC SYSTEMS GROUP/WESTERN DIVISION
= ST Sl MOUNTAIN VIEW, CA 94042
S{cHK 1 2 3 4 £
w : .
“|{CONT 1 2 34 T|aprD BASE ,Qéﬁ?ff; CEErEoALD —
MODEL APPD * ENTRNCE COATRO L.
BAS SIZE [ CODE IDENT [PARTSLISTNO -
NEXT ASSEMBLY A | 07397 |IPL sc2z2332#
SHEET 1 OF 2

N ESG-1085.8 (1-74) ' *
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NOTES: . /o VCIEE ENGG Cokp
233 Vaceeyr S
BupBINKE , ZatiF
F/S0S
LU aeoum:o/ KEY| FonE IDENIEYING No. | GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION E T
/ ~ -9/ | - Basé (250 rHk sesz-Hzz geqaey) | | /
2| Yetoomsi6s55-/7 o, Dopee. (OF% p1Ax 312 i) z2
2| S-45 Ve ec) SPEING eSS EL (% -32x.50L8)/] 3
>
& -
(00
KEY: ’ S' ; f
*-VENDOR VTEM.FOR FROCURGMENT OR . - f-feer — BAULK . o imeo PL skc&2-3304
CON'TROL OR SOURCE CONTROL DRAWING R—~REFERENCE CODE IDENT 07397 SHEET A z REV
ESG - 1086.8 (1-72) 4
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NOTES: (UNLESS OTHERWISE SPECIFIED:)

PARTS LIST NO PL SKS8 2. 33?2

LTR

REVISION DESCRIPTION

DATE | APPROVED

1 2| 3451617

8|9 1101112113 |14

16

1611711811920} 2112223 |2425

26| 2772829

RECORD OF REVISION STATUS OF EACH SHEET

RELEASE APPD BY

DWG 1 2 3 4
CHK 1 2 3 4
CONT ' 2 3 4

LEVEL

GOVERNMENT CONTRACT NO

PREP 2//'6437;25

S!IUIANIA

ELECTRONngYSTEM

UP/WESTERN DIVISION
894042

CHK

APPD

MODEL
S7-/

APPD

BAS

SENSO L TRPANSHMITTEL

AOLS 1A G~

NEXT ASSEMBLY

Nsx03-3355

SIZE | CODE IDENT |PARTS LIST NO
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Appendix B
BAS SOFTWARE FLOW DIAGRAMS

The following pages represent the BAS software flow diagrams illustrating the
major program loop with all the subroutines for the central processor, the entrance
control and the central station. Pages are numbered consecutively with a prefix

of either CP, EC, or CS. These are the routines for the central processor, the

entrance control, and the central station.
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TR = ok FROCESSOR OR BELL TAMPER-=——— ... P RN .
T4 - o JAMMING DETEQTOR FOR EITHER POMER LIME OR MODEM
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SOURCE-STATEMENT

; BRS  4/20/76
3 INTEL 8@ PROBRAM FOR CEMTRAL PROCESSOR

FvI
ouT
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LAl

SF S

S INITIALIZE RAM

LNI
LKI
MY
WRA
Moy
DER
INTL: e
STHAX
IHH
IHNY
DCR
JHZ
[ZLhN
INR
INR
INT2: Moy
IHX
DCR
JH2
INX
MVI
DCR
DCR
INTZ2: Moy
IMs
DGR
JHZ
our
crLL.
CALL
LKI
®RA
MOy
SHLD
LK1
SHLD
L1
SHLD
LI
SHLD

Hs KOLD
D, SENSOR
G, 32

A

B, A

H >

M, B

D

0

H

C

INTL
L. 4

5]

A

M R

H

c

INT2

H

c, e

A

A

M A

H

c

INTZ2
28K
RERDCR
I0FRL
H: TIST
fA

Ms A
TISF
H, 1806
TJIFAM
H, a6
MINS
H, Zisae
HOUR

3 SET POWER UP  BIT

MV
, . STA
s SET TROUBLE
MYI
CALL

H. it

FFOM

BIT

F. 87
TIERR

B

C-3

=t

i
B
F
i

2.5

'3 TURN OFF ALARMS AND LIGHTS

$SET TQ ZERQ AND @FFH

JEET 7O 4

$SET TO FF

~ 3 CLEAR MODE: QUTPUT Ll Sl

 READ CODE PLUGS .
{ CLEAR RECEIVER ‘MESSAGE BUFFER

JTOP OF T1 STACK 13 ZERO

[

s+ ERROR CODE FOR LED DISPLAY ,
+STACK CODE AND SET TROUBLE LIGHT

e ki



FRISE =

ADDR OBI-CODE LIHEHD

GUSE
o951
gE53
BESS
g]alorg
EIEA
jalAw
HEHEE
5]5

A B e B

SRORERIRI R

O S S T S S

O ) =

QR E OO

aasy
jalsbab]
BEZE
HREE
alci=hiN
nt=ed
jalnic
BARS
@AEa7

= 5
IR
o~

£ 5 S
=
Lo
]

@BHS

GBHH
jalalsi]
AHRE
Inini=h i
ain]=
[glai={
jofx]
HEES
olal=ia)
olalzing
QgD
C . BRBE
BOEF
- BECH

5[0k 8

218360
2504
DE7a@
ESdd
CR1EGE

LeEvaE
Edid
CESFEa
REE0
ZELR
221560
2ALZGC
hd Redsalal
ia
\-.u_‘-'FGC
242800
OAG LR
AF
ZZ4EBC
324960
113280
iR
E&DF
12
D3zEH

21868C
32288C
ﬁﬁq:ac
1E~E‘~J
23

TV

15

2%
2C
77
23
G

CDFABE

C2B500

= = e

1

e =T

SOURCE-STATEMENT

LA et W s I

S& JCHECV FOR RN SHWITCH ON WHEM 45T POMER UP

57 LRI

8 MY T
59 N
€@ AN
= Jz

H. FRUN
M, 1
vEH

4
RUMOM

£2 JHWAIT FOR RUM SHITCH TO

52 MRIT: 1M

&4 AMI
€5 JME
=3 MY I

FEH
4

HARIT
M, &

E7 ; START RACCESL PERIOD

&= SACT; MW AL &
1352 STH - FTHEME
ras) LHLD TIME
i LRl Dy el
s DRD . D
= SHLD TACC
74 NI H, FTRCC
g LAY M d
-0 ﬁRH Al
s ZTHR &
ez STH CEY
2 LI D.OUTAEL
aa LOAY D
&l AMI  @DFH
24 STAX D
83 ouT  3EH
a4 MO BLA
e85 LOR  FTSH
=1 Moy G R
a7 LA HLF
N RREC
2is CRMA C
o JHZ  CREY
ot Moy A B
2 GRI - QDCH
az STRY D
a4 ouUT  36H
25 #RAR A
a5 - ST FTSH
a9 STH ALF
an STH  ALARM
a9 MWl DS
188 SACCA: I H
494, Mo MR
162 DCR D
i2%. JHZ  SRACC4
154 INM H
1.65 INE A
1608 MOV ML A
1B7 IMS H
a2 MY M, A
169 ; READ PRMEL KEYS

415 CKEY: - CALL ICOPOLL

JSET RUM-ZMITCH-ON FLRG
3IHFUT RUM SMITCH
JARSK IH RUM SHITCH
PIF RUM ZWITOH OM, THEM GO TO RUNON
GOOM

FIF RUM SMITCH OFF: THEW GO TO WAIT
JRESET RUM SWITOH FLRG

s DISABLE TRMPER

JETART ACCESS TIMER

JLOAD DV E WITH &8 SEC

JADRD Dy E TQ PRESEMT TIME

JETORE TIME + £& AT TRDZ

;s SET ACCESS TIMER FLAG ON

M o= A
i RESET TI CODE FOR IMTRUSIOM

SLORD FRESENT STATE OF ALARMS HND LIGHTS
s TURH OM ACCESS LIGHT

J CHECK FOR TRMFER ALARM AT FROCESSOR

3 1S THMPER ALRRM IM PROGRESS

i IF TAMFER THEM 00 MOT TURM OFF TIMER AMD ALRRMS
FLOAD PRESENT STARTE OF ALARMS

3 TURM OGN RCCES LIGHT. OFF ALLRRMS

J STURE MWEM STATE OF LIGHTS AND ALARMS

s QUTPUT TO HARDHRRE

s RESET TARMFER SKHMITIH
3 TURN OFF ALARM THPFROGRESZS AMD ALARM FLAGS

i TURM DFF ALL TIMERS EAWCEFT ACCESS
s EMD LOOP THAT TURMS TIMER FLAGS OFF

;s FESET SPECIAL ALERT COUMTER TO 1

iSET ORIGIMAL ALERT CNT TO 4

N g e g s, o G SR g =



-4—~é-n1-—’— o e dow e % e o &

PARGE =

ADDR

aacd
BETE
HRcY
[slalets]
2E02
GRACE
HEACD
BIECE
sleleds
(G514
BEbd
BEds

anpe
gabEe
G8DE
QELF
BAEY

BHER
agEs
BRES
GaER
GEEC
HEHED
AGEE
GREF
QiaFe

LaFz
RS
aEaEa
BEFS
BI3FA
GaFe
GEFC
BEFE
BEFF
8152
@1az
Blas
Ble7
B8
9166
a1lioE
a1aF
SRR
gd12

8115

G116
@118

G1AE
GL1AC

GLin

DB2a
SF .

2F

47
DEZG
EzaF
o7
EEGF
BB
C2E7Ey
EE ’
283580

CDFARS
2423¢C
TE
=D
cabsad

COFRAES
213E60
45
DEVE

7

AS
(18]
2y
DC74p4

COFRES
CE38

CRREDE2
zidgac
78
1E8E
Fid.
CRiBo
s
356,
CZBFas

79
&F
DRzEEL

=

114
142
11z
114
145
116
147
118
115
129
124,
122
123

24
125
126
127
ize
129
136
134
132
133
134
135

136

137
1x&
1z9
14
441
142
143
144
143
14
147
148
142
158
131
152
152
154
155
15¢
157
138
158

18 -

164
182
162

164

165

)

v T 2T TE

OBJ-CODE LIMEND. SOURCE~STATEMENT

N

: MON
CHA
Mo
IN
FMI
Mo
“RI
QRA
JHE
HMCHG
SHLD

28H
E. A

E. A
2aH
GFH
AR
&FH
B

KEY

KoLD

4.5

1

b S

1

s READ KEYS @, 2,4, 2,4, 7, 4,4
sMOVE KEYS TO REG E

JREAD KEYS #,9,6, %

JMOYE TO REG D

s IF A KEY 15 DEFRESSEDs GO TO CHECK

; ELSE STORE HEW KEY UPDRTE

i CHECK FOR PRESEMTS OF RECEIVER DRATH

CREC: CHLL
LI
Mow
DR

JE

IorFOLL
H. FREC
A, M

A
RECDAT

;s CHECK ARM BUTTON

CHRM: CRLL
LK1
MO
IM
Mo
nRA
ANA
RLC
[

10FOLL.
H, AEBOLD
2.1

ek

M, A

E

E

ARMBLIT

3 CHECK FOR. TAMPER

CTAMP: CALL
1M
RRC
R
RRC
RRC
FMI
MC
LDR
Moy
LDA
ORA
ORA
J2
LRI
M
MYl
FHA,
J2
DCR
MWI
THE

I0FOLL
3aH

1

[RIN ]
FTAMF
C, A
FTRCC
D

o
EMDARCC
H, FTSH
A.D

E, 13&
C

CTIM
i

M. 4
GART

s CHECK TIMERS

CTIM: M
RRC

JC

R. C

CTIML

5 18 THERE RECEIVER DATR?

; IF THERE IS A MESSAGE,

s LOAD OLD ARM BUTTON

3 IMFUT ARM BUTTON
; STORE MEW FRM BUTTON

3 IF ARM BUTTOM PRESSED, GO TO ARMEUT

5 INFUT TAMPER SWITCH

; LOAD TAMPER ENRELE FLAG

;LOAD ACCESS TIME FLAG

+ IF ALL FLAGS ARE ZEROQ,
; LOFAD TAMPERYSMITCH

;E = ERROR CODE FOR TAMPER

i AMD TAMPER SWITCH MITH EMRELE FLAG
3 IF RESULT IS 1. THEM ALARM

;GO TO TAMPER BLARM

5 CHECK TAMFER EMRELE
5 IF DISABLED THEN OQUTFUT MODE LEDS

C-5 V [?

KEY COMB,

G0 TO CHECK TYPE FIELD

THEN GO TO EMD ACCESS




&

PRAGE =

ADDR

aiza
912z
9424
(2Rl
, BLES
/120
BL2F
0132
@133
155 Red =t
@137
g13e
a135s
@L3A
chiied=
GiZE
ol2F
BLdd
Hi42
6143
@445
al4ds
5148
HiAE
B14F
6152
f sk R
3154
8485
jahRats
a15e
Q1.5C
ALEF
Aie2
G164
@1e?
GLES
ok X
B1aD
“lé6E
aivi
Gl g
2% g}
BL7S
give
B1vE
8i17eF
#1806
@182
124
L G48S
- Bies
@18y
818R
‘a4Leh

CDo9sE
2F .
bz2e
aL2700
SHEFBO
CODLZERE
Rekcich
ules
2FL7aC
aF

3F

iF

ar

57

24.320C

L2z2a
26160
copzez

DesaaL

@2
Cc3iDres
63

ozl

A7
CAS461L
SASHEC
A7
FRVSE4L

CR7?S81L

EEFF
COC2e4
57
3RL20C
E616
R
CR7394
ZEFF
D340
2REIAC
CDDEG2
CoedeL

aZ

3D
D326
D348 °
@3

B8R

Az
CrRERBL
214900
SE

e

166
167
158
B 13-
iva
174
172
1732
174
175
17e
i1ve
178
179
109
124
182
183
184
185

185

127

1&g
185
1958
194
192
183
184
185
195
19?7
128
193
2609
281
202
203
294
285
265
28y
208
283
216
Ce21s
212
24z
214
245
216
217
218

)

LTS ST
OBJ-CODE LINEND., SOURCE-STATEMENT

CTIML:

CT4:

cT2:

CT3R:
CT3B!

CT4:

219 -

226 -

CALL
CHMA
ouT
LA
LHLD
CHLL
JHC
STHR
LDA
R
Gz
RAR
RRC
Moy
LKI
o
FAMT
ORA
o
auT
LHLD
SALL
JHC
STAR
JMP
IHA
LD
ANA
J2
LDA
AMA
JH
JZ2
ANT
CALL
Moy
LA
RNI
104
JZ
MYl
auT
LHLD
CALL
JHE
STHY
LCR
auT
ouT
IMH
LAY
AHA
J2

C LRI

may

REFALM
268H

B, FTACC-1

TAGC
CKTIM
(S

B
ARMS

DA

H. OUTAL

A M
AEFH
o
M. A
ZEH
TCODE
CKTIM
CTx
E
ERREC
E
B
=]
CT4
TIZO
A
04 geac
CTzZE
¥FH
BCD
Ty A
TCNT
1aH
A: D
CTZA
A, BFFH
454
TO1EP
CTIME
CT4

oL@
gy
X

CTS

H, FIREREL

E.: M .

At A=

AS

[

3 READ MODE SWITCH

s OUTPUT TO LEDS
iH. L = ADDR OF TIMER FLRGS
+ 1S TIME EMFIRED ON €8 SEC ACCESS TIMER?

-, oy

+ IF NOT THEM MEXT TIMER
; TURN OFF TIMER
; 1S SYSTEM ARMED?

=

JQUTRUT ARM STATUS TO LED
HTURM OM ARMLIGHT IF ARMED

JCHECK 2 SEC CODE TIMER

#IF TIME EXPIRED, THEM GO TO ERRECCEC ERROR)
s CHECK DISFLAY TIMER

s CHECK TO SEE IF PANEL SHOULD BLINK

s IF SO, THEN BLINK EVERY HALF SEC

R R Y LR

JEVERY HALF SEC. ., COMFLIMENT MODE SWITCH LEDS

; TURN OFF MODE LEDS
; BLANK QUT TI LEDS
5 CHECK FIRE ALARM TIMER

JLOAD FIRE BELL ALARM FLAG

»

§

- -




RADDR

B1EE
194
aiaz
8124
. B85
aias
a1
- @19A
P19E
@i2c
81 9E
ai.aF
BiRa
A1,
[GhATK:
BLAS
R A
LA
G A
HLER
aieL
81E3
g1B4
G1ES
B1ES
@1BE
GlBE
aici
adC4
g1.Cs
@ics
S a1ce
21CE
e1CC
G1CE
B304
8404
Qai1D?
a1DA
[SRREH
E1DE
@1DF
G1ER2
B1EX
AiE4
G1E?
B1ES
aiER

@1EF
G1FD
@1F3

EiFd
QiF6
OiF7

- mtm e’ d e e w's b

(el mn

GiEC

FAGE =

213280

oF

D336
ZRESBC
CDDEEZ
CepEad
a2
213200
TE
FeLC
(44

D338

ZEGF
CDLzB3
ZASBGEC
CoDz2B2
DzDigd
(574

COD3B2
D24162
242EEC
TE
20
CREZB1
e

57
2R3ILAC

‘3D

C2RDRG
B2 _
CaFoad
az
313z6c
af
F&is
@2
D22G

243265

=

224
222
223
224
225
228
227
224
Qa8
2Z8
224
232
233
224
235
235
237
238
224

245

244,

242
243
244
245
248
247
248
248
258
251
252
263
254
255
256
257
232
255
264
2el
262
263
264
265
288
267
253
258
av

271
272
273

]

T 2 TE

0BJ-CODE LIMNENO. SOURCE-STRTEMEMT

CTS:

Cte:

CT?:

274

275

L¥I
MO -
ANI
oy
L.DA
RRC
RRC
RRC
RRC
AT
aRA
ORA
Riait
ouT
LHLD
CHLL
JHE
STHR
Ll
Mo
ORI
M8y
ouT
M T
CALL
LHLD
oAELL
JHC
STHY
LRI
MO
ORI
eInlY
ouT
crLL
LHLD
cALL
JMC
LKl
MOw
DR
J2
Moy
o
LDH
DCR
JHZ
ORA
JHNZ
STRARY
LHEI
L.DAX
ORI
TOETHN
auT

H, QUTAL
. M
BEZH
D, A
TCHT

e Y

M. A
Z6H
TFIRE
CTIME
CTS

E!

Ha DUTHL
A, M
1CH
M. A
=BaH

R. GFH
RETAP
TEEL
CKTIM
ETS
E e
H, QUTA
Ha M

4

M. A
2aH
RETAL
THLT
CKTIM
cTS

H. SRLCNT
o M

]

cT?

Ms =

DA
ALCHT

R

MSGE4

D

CTS

B

1 OUTAL

1&H

C-7

7

{
}

IS FEERTE T

AdS =24 s A

’

;s TURN ON AMD OFF BELL EYERY SEC

5 IF TIMER EXFIRED, THEN TURN OFF ALRRMS

FRESET FIRE FALARM IN PROGESS B
; CHECK BELL TIMER '

: IF TIMER EMPIRED, THEW TURN OFF BELL

JRESET ALARMCPANIC, INTRD, TRMEER) ' !
s CHECK LOCAL ALERT TIMERS

3 IF EXPIRED, THEM DECREMENT SPECIAL CNT
3 IF RESULT IS NOT @ START ANOTHER 5 SEC ALERT
3 DECREMENT COLINT

5 IF BOUTH COUMTERSCALCNT & SALCHTY = @, THEN.
3 TURKR OFF ALERT




PARIGE =

ADDR

BAFS
BiFA
QLiFE
BLFD
, BAFF
gzo2
@zad
. azar
azas

i

AN NN (NS

m
R,
24
5N

Bzl
Bz2a
wzad

Bz4
aza7
@zen
@220
PEZE
B2F
B23E
0234,
B33
BE25
G235
ga3?
#2338
B239
B23F
6228
GRIC
BE3D
@E2E
G23F
G242
245
- @z4g
e24E
G24E

G251

@254

G255

9258
aleds]

23

7E.
26600
FEGF
CRC283
FEGS
CAF&6S
7H

A7
CZERgE
JEL1E
chizesz
COFABE
2R458C
CODESZ
Cz4202
11zCeL
19
22456C

114€E00
ZASEED
ZASSEC
95

3C

19

57
BEG7
QEF?
7E
5F

AR

oF

17

€8

Al

77

23

15
C23562
CDFAES
sRa7aC
CODER2
Co9zaz
221EGC
144 BRE
19
224760

2AS48C
a4

=

276
277

<
=l

WRPEPDIWDIJOURWRERWO

O~

oo

0

WO IO [P R R IO I P P I RO IQ 19 TQ
L0 43 A0t 0y

It
uy
EY

]

a8 ey weete e
o~

0BJ~-CODE LINENG, SOQRCE—STHTEMENT

A5 24, - Ak

JLOAD AMD RESET ORIGIMAL COUNT

3IF 4,25 MARMIMG, THEN ARM
3 G0 TO ARM SENSORS

5 IF 26 SEC MRRMING, GO TO INTRUSION ALARM
5 IF COUNT = & AND SFEC CNT NOT @, GO TO MSGB

JRESET SPECIAL ALARM IN FPROGRESS

;IF 5 MIN, CLOCK EXPIRED, THEN UFDATE STATUS

s ROUTINE THRT UFDATES STATUS BYTES EYERY S5 MIN

CTE: INY H
! Moy Aai
MYI M. @
PRI 15
JZ SARM
= QR <1
Jz GARI
Moy ALD
AMA A
JNZ MECEZ |
MYI R AEH
caLL RETHF
CTo: CHLL TOROLL
LHLD MINS
TALL CTIME -
JHZ  CTi:
LsI D, ZE8
DRk D
SHLD MINS
LYI D, 28
LHLD STSEN
’ LDAR SEMEDT
: auE L
IR A
DA D
oY LA
MyYI B, T
MYI  CoBF?H
STHML: Mos AL M
MOy EsR
AME B
RRC
RAL
=shC O E
AMA ©
MOy MA
1M H
DCR D
JNZ  5TH4L
CT10: CRLL IGPOLL
LHLD HOUR
CALL CTIME
JHZ CTid
STR ERRCMT
L&l D, 2665
DAD D
SHLD HOUR

$ STRTUS HOURLY UPLDATE

iBIT &

S BIT ¥ = STATUS ERROR
= FREVIOUZ HOUR STATUS

sHoL = TOP QF STRTUS BYTE STACK
4 LORD ACC WITH BOTTOM OF STACK

FACC = WO, OF BYTES IN STRCK

JLOADR STATUS BYTE

s SHIFT BITS 1.2 LEFT 4 BIT
JMOVE BIT @ TO BIT 4

;CLERR BIT 2

s RESTORE URDRTED STATUS BYTE

: IF END OF STRCK, THEN END OF LOOP

i RESET RECEIVER ERROR COLUMT

JBIT 5 = PRESENT HOUR STATUS

COLHLD
CHON

HRSER
BaH

3 3 45T RESET STRTUS TROUELE

JBC = SENSOR FARRAY

- mmom,m =

- - e

= .

W -




FE TR X R MR- IR R WA

FAGE =
OEJ--CODE LINENG.

ADDR

B250C
G25D
[26n
azazR
, B2E4
RIS
255
HEET
SZER
a2eR
BREG
BREF
GIve
B2V
2T
azvd
B2 PE
B2F7
/AZTE
G27A
B2
P27E
a2vF
/284
o=y}
RS2
azes
[Ies
gIes
BZEH
aled=i]
R2Z0
B2aF
foleizla]
BE9E
oi=TA
[z99
CR2RC
B2sF
a)=i=]0)
B2A3
A2A4
@2A7
GeRs
fajedic)
BZAA

[BRAEIE
edein]
H2RZ
A2t
azes
- @G2Ee?
azps
AZER

4D

211E00

IASEE0

b5

2C

]

EE

RI30E0

IR

AW

CRZAN2

1H

&7

ECEG
14

Fezo

12

BF

CEsa

CDO3AB4

42

1A

cS

oS

i

F4a203

COFRBS

oL

ct

i3

G3

2AZCHC

3D

C2EveR

2A43BC

CODEGZ

cacia

alaocn

e

22426C

51

21416C

o5

3F

v

ex s )

CLUAEaR
21328C
TE
F&28
77
D36
ZERAd
Iz2154aC

[

331
332
333
234
235
33€
37
K]
238
348
344
242
343
244
243
345
347
24e
245
ol
. 354
52

=gl N s] ) s sy ) Oy @ T O g Oy T 5y O Oy O OO0 0 g0

0 00 03 O
ME WP EDNm L WRPR QWO JOWE WNR WO ~NT U8 W

L G T L Tl ol G Lt Ll BaF GaF a3 D g 1A U0 a0 el Lol Bad Lo Wl Il Bl Lo el Ld W) L L L) W L

[}

LT BT
SOURCE-STATEMENT

STUL;

STUR:

CTid:

B

3 END OF
ENDACC:

i ARRAY COUMT

s LORD SENSOR BYTE

: IF SENSOR SEPERATOR THEN GO TO NENT SENSOR
;s LORD STRTUS BYTE

3 IF BITS 4 OR 2 RARE @,

i SHIFT BITS S-7 LEFT

JBIT S = 4

; GENERRTE STATUS ERRCOR . CODE

JETACK ERROR CODE OM TI STRCK

FIF STATUS ERRCOR THEM GO TOQ NEXT EYTE
iMD STATUS TROUBLE AND ERASE CODE FROM STARCK

350 TO MEXT STATUS BYTE

JEND OF STATLS UPDATE LOOP

P IF MO -JAMMING GO TO CHECK KEY INPUT

$SET ALARM BITS AMD ERROR CODE FOR JAMMING

sJAMMING IS AN ITRUSION (IMTERIORY ALRRM

RCCESS FERIQD ROUTINMNE

Moy C,L

L¥I  H.z@

LDA  SEMBOT

SiiE C©

INFRE A

AR B

HOHG

STH  COUNT

LEAX B

INR H

JZ STUZ

LERY D

MoV H A

AHI - SEEH

A H

ORI 264

STAH D

LA B

ARD 128

CRLL TIEER

Mo B, D

LOEY D

FUSH B

FLISH D

AMA A/

CR RETE

CARLL ICFQOLL

FOF . D

POF B

IS D

s - &

LR COUNT

DoR A

JME &Tud

LHLD T.JFAM

CRLL CTIME

JHZ  CKEY

LAT B, 437

DAD ]

SHLD TJAM

M2 n G

L®I  H.FJAM

SUE M

CHC

o WD

JHP O ROGJAEM

CRLL RERDCE

LAl H0UTAL

MY Al M

ORI  26H

MO ML A

OUT  2eEH

MYI Fed
FTHEMP

5TR

; READ  CODERLUGS
A TURKM OFF RCCESS LIGHT

S ENABLE TAMFER

()




PRGE ==

FADDR

G2BE
Q2EF
B2Ce
B2c2
@azes
@205
@z
G200
s)edm)
ol alc]

8203
azh4
G2hD
azb2
Shinlcy
6zDA
[ZDE
geane
B200

B20E

az2DF -

GZEZ
H@IER
BZE4
B2ES
G2EE
HIE?
AZES
BZES
BZER
OZER

B2EC
QZEF
B2FD
B2Fd
RaF2
G2F3
B2F4
G2FS
62rg

BEF9

G2FR
B2FB
AZFE
BEFF
oKyl
aRe3
0204
@265
Qe

3D

3D,
D328
2A5200
A7
CZ22Az
ZR4ERC
A

c2aex

CEOERE

cS
ES
CDFRES
E4
ci
@z
&R
A?
ce

EB |
2A136C
-
95
Av
co
7R
94

A7

oa
37
co

21CFOC
4an
54
56
7E
o3
BS
DAFAE2
12
13
A7

1z
7
3256aC

czFzez

=

-
w

-

3

=T

OBJ~CODE LINEMQ. SUQRCE—STﬁTEMENT

386 DCR  Fi

287 . DCR A .

388 auT  2EH ; CLERR MODE QUTRUT

2g3 LDA  FROM i CHECK FOWER UF BIT

z5@ BNA R

354 JHZ - SARK ;START EC HAMODSHRKE

352 LDR % .

z93 AR B

294 JHZ  SARL JIF ¥ = 4, G0 TD SENSOR ARMING
395 JMP CREC JELSE 60 TO MAIN LOOP

296 ; CHECK TO SEE IF TIMER IS ON
257 CKTIM; FUSH B
o PUSH H
339 CALL ICROLL

465 POP H
4651 FOP B
A2 My B
403 LDAX B
494 AMA A
465 R ;RETURM IF TIMER IS OFF
4B& ; ROUTINE THAT CHECKS TQ SEE IF H.L = TIME
497 ; ZERD FLAG SET OM RETURN IF H,L = TIME
488 CTIME: NCHG
483 - LHLD TIME
418 MOY AL E
414 SUB L .
44z aHE B s CLERR CARRY
443 RNZ '
414 MOV R D
445 SUE H

415 AMNA R ;RESET CARRY
417 Rz

415 &TC

443 RET

426 ; ROUTINE THAT TAKES THE NO. IM E.@ AND DELETES

421 ;ALL TI ERROR CODES BETWEEM B AMD @ <DELETE ¥, IF B D> ¥ > 2
428 RTIL: LXI  H, TIST sLORD TOP OF TI STACK

423 MOV CoL -

424 MW Du H .

25 MOV E. L PDVE = Hol

426 RTIL:  MOY A, ; LOAD ERROR COLE

27 INY H

4o CMP B

4z ic  RT2 ; IF CODE < B, DO MOT RESTORE
436 STAN D ;ELSE GODE >= B

431 N D

432 RT2; ANR A

433 JHZ  RTI4 ;1S END OF STACK, THEN END TI RESET
434 - STA% D s STORE END OF STACK

435 RSTIB: MOV A, C ; CHECK IF THERE ARE MO ERROR CODES
436 STR  TISP ;SET T1 STACK FOINTER AT TOP
437 | SUE L

438 RNZ : s IF NO ERROR CODES THEW RESET TI EBIT
433 STA  TIBIT :

440 - ‘RET"

C-10
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PRAGE =
ADDR 0OBJ-CODE LIMEND

aidaic)
azeB
630K

B344
B213
@E1d
9317
@zl
azia
G24A

8318
31D

@
Al

[INENEN SRR R Y P

YRR VI (S0 U (O O N
0 W3

il

I 20O

pogic WU ]

R

@33
A338
B33C
GI=h
st To]
[ CRE
G343
B349
8346
Bz48
az4c
AzZ4E

Z4F
e358
B352
B355
HISE
Bz55%
B35A
@zoe
AzSE
sy ]
B363
Qzeg
BIES

BEEB
BsE

8371,
RI?2

2600

alCFac
CIFFO2

SELd
EE
2izenc
AS

e

EE

c&

ZEGL
I24E0C
3zL5a0
24.93z6C
224R80C
C33ER3
2A1ABC
EE
2R4CBC
COCARE3
e .
BD
CAEEES
7E

30
CRSEER
3D
E€a?
Fenz
57
3R126C

2428C

E&aF
SF

7R
lead
Ch7ieR
2z
2A138C
22

23
22:518C
3ERd

' 32294C

321680
2EG

22246C
CC168

215260
7E
A7

—

—

444
442
44%
444
445
446
447
447
443
450
454
452
453
454
455
455
457
458
455
4@
451
462
453
a4
465
465
457
468
454
47
471
472
473
474
475
476
477
478
47
40
431
482
4332
45
455
485
457
485
453
499
454
492
492
494
495

Tt RSITS

SOURCE-STARTEMENT

ot IR 4

o
B
B
i)

sRESET TI BIT IF WO ERROR CUDES

RETB: MYI M. G
L¥I B, TIST
JHF RETIE

JRESET FALARM IM PROGRESS

RSTAL: MYI A, 11H
RSTAF: WOHG
LYI . H.ALR
AMA M
MOV M. A
HOHG
RET

i IF POMER SWITCH IS ON WHEW FIRST COMING UP THEM THIS ROUTINE 1S EXECUTED

RUNON:  MYI A, 4
STR X
STH  FTEMP
SARK: L¥I Hs, SEMNSOR
SHLD ECSS
JHMP SARL
SARM: LHLD ECsS
WoHG
LHLD ECSP
CALL ECsL
Moy M E
cMF L
JE SHARZ
MoV A, M
MR A
JZ SHRZR
DCR A
SARZ: AHYI ¢
PRI &
MoV D, H
LA TONT
STH  CODE
ANI  8FH
MO B, R
MY AL D
MYl Dol
CALL. TRAMS
IN®E H
LHLD TIME
IM$ . H
I H
SHLD TCODE
MYI o R4
STH  FTCODE
STR VRRM
MYl F.4
STR REP
JrP  CKEY

SARL:

JEND OF EC STACK. CHECK

SAR3: LI H, FROWM
MOV R, M
AME H

o

J RESET ERROR CODE

JACC = 4 a
R}

; ENABLE TRMPER

s LOAD EC STROK POINTER

JETORE RS THE START OF STRCK

JLOAD EC STRCK START

S LOBD STACK PTR AND CUHPHRE TO SEE IF END OF STACK
JURDATE STACK POIMTER

; IF ECSP = ECSS, THEN EMD OF STACK
JIF STACK EMPTY THEN 30 TO SAR3
sLOAL EC M.

s CHECK TO SEE IF NB. OF EC = @ i

5 IF WES THEN STACK EMPTY. GO TO SAR3

JTRANSHIT 48T HALF CODE WORD
; GEMERATE RANDOM ND, FROM TIME COUNT

1STRERT & SEC CODE TIMER

JVARM = 4 , REP = 4

FOR FOMER BITC(IS THIS THE 45T TIMED
JACC = POMER BIT

C-11
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FRISE =

ADDR

G372
AZ7E
a63?7?
0278
, B37E

e

Q@
W W
- =,
i

Ik led 1ol W W
pRRUZU R R
TR AWD

D OE R0
o
1

DAL
ERFA
HIAT
BEAA
A3ERE
7ML
g3
ja{=0
BZES
Qzes
5)ed =]

BERD
@3BF

8302
G304
e3c?

G2CA
Q3CE
ol{sin
@30D
6304

a3D3 -

BIDG

@207
B3DA
@30B

| @3DE
@30F
g3EZ
ERER

bo I
OBJ-CODE L INEND,
CARE®X 456
AF ., 497
77 483
21.530C 499
25 S0
CAR4OZ el
34 SE2

S0
IA4FEC Sid
ESCH 565
casse3 SB6
IAIZEC SE7
3c o]
BECY S@5
CAALBX Sd@
IES4 514

. CD3AB 512
CROEED 512
2ESS 514
CO3AGG 515
C3A4G3 516
CLECEHS 517
CDFADE 518
COFIES 513
A sz
CADEEO 521
CDFAEE 522
BAEES 503
A7 524
CALEED 525
IAAFEC 525
EECH a7

sge
ZEGF 529
CARABE 549

531
3E@L 532
3247BC 523
C3DEBD 534

525
23 526
7E 537
30 533
C2D363 533
21930C 546
224560 Sdd
co S48

543
2AL5EC Setd
76 545
3R426C 546
15 547
CAEEB3 548
&7 549
07 556

)

Tt BT A 2 Zdl s A=
SOURCE~-STATEMENT '
Jz SHRE JIF POMER BIT NOT ON THEM GO TO SARG
HER A R
MOV M. A ; RESET POMER BIT
LWI  H, FRUN JIF RUN BIT OM THEM GO TO SARS
DOR M , R
JZ SAHRS
IMR M
s CHECK FOR USER ERROR :
SARL LDA - MODE 3 LOAC ALARM MODE
BRI  aodH JIF MUDE 4 OR 2
JHZ  SRRY JIF MIODE = 4 DR 2, THEM SET TIBIT
LDR  SEMSOR s LOAD TR OF EC STARCK
IMR A JIF ACS = FF THEN WO, OF EC = @
MW T ' 430
JZ SHRDR JIF TOF IS 6N EMD OF EC FLRG, SKIP ERROR QUTPUT
MYWI O FlL 24 s ERROR CODE FOR TI
CALL TIERR
JHP CREC SRETURM TO MAIM LOOP
SHR4 MYI A, 25 JQUTPUT ERROR COLE
CRLL TIERR
JHF SARED
SARSM: CARLL RTI . JRESET TI CODES
SRRS: CHRLL IoPoLL
CALL MEsSK PMASK OUT ALL BRD SENSORS
AMA @
JZ SRED 3 IF NO. OF SEMSORS IN SYSTEM = @, DO NOT RRM
SHRE ; CALL IOPQLL
LDA ¥ JRCC = X
ANA A
JE DREC JIF ¥ o= &, DO MOT ARM
LOA MODE
AHI - BoEH s CHECK FOR RLARM MODE
JALARM MODE 4 OR 2, ARM IMHMEDIATLY
MYI A, 15 JELSE GIVE A 4, 25 MIM, WARMING
J2 MEGE s OM LOCAL HLERT, BEFORE ARMING
3 ARM IMMEDIATELY »
SARN: MVYI  f. 4
STH  ARMS 3 ARM SEMSOR
JHFP CREC
s UPDATE EC STRCKCINCREMENT STRCK?
ECeU; I M
MO Fa M
IR A
JHNZ - ECS JIF HoL o+ 4 IS BELOM LIMIT
Lal H, SEMSOR ; MEM POINTER = TOF OF STACK
ECSUL: SHLD ECsP J STORE MEM STRCK FOIMTER
RET
JEC ERROR IF CODE TIMER ELARPSES
ERREC:. LDA WERM 3 LOAD WERM
MY R D
LDA  2ODE
LCR D o
JE ERREZL ILOAD 48T OR ZHD HALF CODE WORD
RLC ‘
RLE
C-12
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FRAGE ==

ADDR

63E4
BZES
B3ES

CB3ES
AzES
BXEC
HRED
BEFE
BEF3
@A3F4
G3FS
GZF?
GBIFA
HIFB

2FC
A3FF
842
2465
ad4a2
a4a9
466
B0 o8
B4aE
aaF
@d14,
B4
@417
@413
g448
844C
a44E
G420
@423

B425
[427
B4z2¢
Q42e
a42C
842D
a42E
9434

6434

9437

G428
B43R
© B42B
B430
@440
G
Gd-44

d.4

X ? I"’. .

[}
» ——

R 4.

i

b=t SR )

0BJ-CODE LIMENO., SOURCE-STATEMENT

a7
av.,
ECaF

SF
3A349C
i
czazad
2R4CRC
TE
)
EE
CD3H34
EB

AF
x2igeC
L3203
22314C
2Rs18C
vE

23

23
2256460
SF
3E@L
222300
IRl
o

2R4CHC

vE
EEaF
Feed
CO?iaR
CRE30R

7E_
A7
CA3L04
23

7E

A7
C23404
21CF6C
o25660
co

D&3F
47
3EQF
321R6C
24CEBC

7E

554,
552

FLC
RLC

553 ERRECL: AHI GFH
554 s ERROR IMN EC HAMDEHAKE

o
Pt ]

556
SE7
Sog
oo
SeE
S5l
oez
563
S
565
oBE
SEY
SEB
SE
570
Sl
yred
573
574
=rge}
SPe

s

P rara
578
5r=
See
o2l
Se2
o83
Sgd
385
586
Sav
Sege
582
S99
RICKR
S5a2
o523
S24
525
S26
e
593
559
caB
[3h
c02
663
6614
[akd

ECERR:

ECERR1:

3 UPDRTE
TISU:

TISUG:
TISul:

s TIERR:

MoV E. R

LDA  REF JIS REP = @

DCR A

JHEZ  ECERRL s IF &, GO TO NEMT EC
LHLE ECSP J GENERATE ERRUR CODE
MOV R M

ADI B0

WEHG

CALL TIERR

WCHG

HWRA R

STA  WARM 3 RESET VARM

JHP . SARM

3TR FREF s ETORE REF = 4

LHLD TCODE 3 START CODE TIMER
MY ACE
IR H

INR H
SHLD TCODE
Moy E.AH
MY AL
5TA  FTCODE
LDA  YARM
MOV DR
LHLD ECEP
MOY A M
ANI  @FH
ORI =
CALL TRANS 3 RETRANSMIT MESSAGE

JMF CFIRM

TI STRACK POINTER ]
MOV A JGO TO TOP IF PRESENT OR MNEXT CODE IS ZERO
ANAR A

JZ TisUus

IMNY H

MOV AL M

RHA H ‘

JHZ - TISUL

LXI  H. TIST

SHLD TISP

RET

ROUTINE THRT STACKS THE ERROR CODE IN ACC

;. OHTO THE TROUEBLE IMDICATOR LED OQUTFUT STHOK

;s TIERR MWILL ALED SET TROUELE BIT
TIERRA: SUT B3 S ROJUST SEWNSOR NO. TO ERROR CODE
TIERR: MOV E.H
MVI A @FH
STA  TIBIT 5 SET TROUBLE BIT :
LA H TISTM 2H,L = TOF OF TICTROUBLE INBICRTOR STACK)
TIERRL: IMNX H ;3 LOOR THAT CHECKES TO SEE IF ERROR IS
MOV s bt s HOT SLREADY IN TI STRCK
C-13



PRGE =
0BJ-CODE LINEMNO,

ADDR

(445
G446
B449
ad4F
. 344D
B44E
Bd4F
B453
f945,
8452
Q453
Q454
8457
@458
6455
B S0
BYSH
B45F
8486
8453
B84
B4ES
B4E7
BdER
G GR
248D
B4EE
R4 EF
247
G472
aq4vs

Bdvd
@47?

B478

|47E
aaes
Q47F
@420
0483
Ba8s
5487
@482
8428
a1iSE

Q4 SE -

a426
@484
8494
aqas
B8
G427
848
B4
2498

A7
CRS784
Eg
Cz24304
23

TE

2B

e

232

A7
Cz24Do4
2B

7D

ac
C26E04
e
FEE4
D&
Z4CEBC
23

7E
FE&4
LRE384
e
2EFF
ca

v

22
edAs]c
2E

cs

2ALS6C
A7
C28204
AIF
322800
3C
IZAEBC
ZRSOHC
7E

4K
1664
BA
DRSER
1EEF
BB
DRSSH4
53
o2

47

79
FE4E
78
DRABGH

aT=

606
667
€as
609
£16
&44.
£42
€43
€14
£45
€16
BA7
618
€49
€29
£24.
S22
623
624
£25
626
627
e
=]
£30
€34
€32
633
634
€35
526
£37
635
E3D
640
G
542
643
6
645
€46
647
648
E49
650
651
652
€53
654
555
656
657
£58

)

L BT

SOURCE-STATEMENT

TIERR2:

TIERRZ:

TIERR4:

TIERRS:

3 ARMBUT :
ARMEBUT :

HBEL:

€59

668

HMA
JZ2

CcHpP
JH2
INK
Mo
DIy
Mo
IHY
FMA
l.TNZ
DiSK
QLY
INR
JH2
M
CFI
RMIZ
LRI
THX
M
2RI
JHZ
Mo
MV
RET
MaN
I
M
DEX
RET

QUTFUT TROUBLE TO LED AMD ENDS ACCESS PERIOD

LD
R
JNZ
HRA
STA
INR
STA
LHLD
Moy
Moy
MV
CHP
Jo
MVI
ChF
JC
Mo
SUE
MOy
QY
CFI
Moy

Jc

A
TIERRX
8
TIERRL
H

A

H

M, A

H

A
TIERRZ
H

Mo L

A
TIERRS
A B
1LER

H, TISTH
H

A M

168 ,
TIERRY
Mo B

L. BFFH

M, B
H
M. 8
H

FTAMF
A

REL

H
FTARCC
H

b
TISP
A, i
A
D LEa
[

HEZX
E, 154
E

ABz
D, E

D

Es A
1, C
7S

A E
Ak

AS 2 s

«

3 IF END OF STRCK CHECK FOR END OF RAM
$GO TO TIERRE OM END OF STHOK

JIF CODES MOT = THEMN G0 TO MESXT TI CODE
; ELSE DELETE CODE FROM STACK
JMOME ALL SUCCEDING CODES UF 4

JIF MO EMD OF STRCK MOVE MEXT CODE UP
JCHECK FOR EMD OF RAM
3 IF WOT END OF RAM THEN STRACK ERROR CODE AT BOTTOM
$IF ERROR CORE IS NOT ALARM. THEN RETURN
1 IF END OF TI STRCK THEN STACK ONLY ALARMS
¢CHECK FOR A HOM ALARM CODE
# IF MOT AM ALARM CODE THEN CHECKR NEMT CODE
1 REFLACE ERROR CODE WITH MEW
sPUT TI ADDRE AT BOTTOM OF RAM
JWRITE ERROR CODE AT BOTTOM OF STRACK

3 SET NEW END 0OF STACK

JLOADR TRMFER ENADIS
3 1F TAMPER DISALEED, THEM EMAELE END RCCESS
JEND ACCESS TIMER

g S gm em e oy tm ey S gn e m e e Gy e W

X =4
JLOAD H, L WITH PRESEMT TI STACK PTER,

§$IF ERROR CORE > 4169, THEN SUBTRACT 169

L IF NOT STRTUS ERROR CODE, THEM DO MOT SUBTR

s IF ALARM ERROR CODE, THEN BLINK TI LED

C-14
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ol o ode et e e ek m e A

FAGE = 4.3
ADDR OBJ-CODE L INENO,
@49E FEOB 664,
@4AB I2SABC €62
G4A3 EG7F €E3
@4AS CDC304 €64

. B4AS D246 655
B4R CD26a4 €6
G4AD ZR4FEC €E7
B4EQ ZF EED
O4EL D3ZB 6EY
B4EZ ZALIAC 679
B4BE 114466 E74
B4BS 19 £72
G4BA 225300 673
B4ED ZESL 674
GIEF 322AEC 675
B4C2 €O 676

E77
@4c3 57 E78
G404 EEFB 679
G40s B7 GEE
G407 B7 64
©4C8 87 68z
84C9 @7 . E83
G4CA SF G5
04CE 7R 5ES
G400 1666 585
B4CE S2 €87
B4CF £2 )
64DE B7 EES
@401 27 5903
@402 4D B34
@403 F2CFB4 692
@4DE 27 533
@407 C2 ES

£95

£9E
8408 77 &7
84D9 219360 eas
240G 3R37OC €55
@40F ECEF 760
DAEL 57 oL
G4EZ 7E 782
@IEZ BR 783
G4E4 CASAB? T
@4E? 23 765
G4ES " 3C 7EE
@4ER C2E204- 787
B4EC 7A 768
@4ED @7 783
B4EE B7 716
BAEF B7 744
a4Fm @7 71z
@4FL 57 74%
Q4F2 ZAZ98C 744
G4FS EGBF 745

i

T DTS
SOURCE~STATEMENT

AB4 ¢

; BCD: CONVERTS ACC FROM

BCD:

BCD4. :

ORI &aH

"STA  TISO

ANL  FFH
CALL BCD
OuUT  4eH
CALL TIsU
LDA  MODE
ChA

ouT  2eH
LHLD TIME
L¥I D, 2@
DR D
SHLD TDISP
MYI o A, 4

TR FTDISP

RET

Mo
AHI
RLEC
RLC
RLC
RLC
Moy
MO
MY I
SUE
ALD
ORE
DAR
DCR
JF

DAA
RET

D A
BEEH

Mo D

m oo IMm

m

cod

P.
(
-1
B
P
i

JETORE NEW 'ERROR CODE

JUFPDRTE STACKCINCR STHCK POINTER?

;s LIGHT MODE LEDS
ISTART ARM LIGHT 28 SEC TIMER

BINARY TO EBCD

JE = NO. OF 16’5

s LOOF THRT ARDS € FOR E TIMES
s CLEAR ALK, CARRY
FDECICHMAL ADJIUST

3 END LOOR

s MESSAGE DECODIMG ROUTINE ;
; COMPARES RECEIVER DATA WITH LIST OF SENSORS

RECDAT:

RDB;

Moy
LM
LDA
AT

MR

TYFE
BFH
WON - DA
MOV A. M
CMF D

JZ IMEC
INY H

INR R

JHZ  RDB
Mo A, D
RLC
RLC
RLC
RLC
Mo
LoA
IR

D. A

BFH

H, SENSOR

IDDATA

JRESET RECEIVER FLRAG

3 LOARD TOM OF SEMSOR LIST

s LORD TYPE FIELD OF RECEIVER DMESSAGE
1 CHECK IF MESZAGE IS FROM AN EC

i IF R MATCH OCCURS THEM JUMP TO CHECK SUB TYFE

3 CHECKR MEXT SEMSOR TIL EMD OF EC FLAG
JROTATE IN ID DATACBITS 6-3 = ID DRTA,
;BITS E-7 = TYRE?

C-15

as




FRGE = 1.«

ADDR

R4F?
R4F3
G4Fra
@4FA
, B4FD
B4FE
BSE0
@sal
GSag
nlefs)y
9sne
BELS
alaicls)
BREE
9514
G5l
Bs1Ls
Bp1e
BS1iE
BSLE
(alagzal
afE2a
nliei
9}dely
RE2T
Claets]
el =]
QS2E
sk

HE33

[S36
{u3s
S3A
[2}aeds)
154 G
B854
@4
355 &
Qaqc
B@S4E
aa54
BvH54
1}t
e balts]
fulaiadd

BoSE

OSE1
oS5
GSES
BsEe
OSSR
OSEE
OSEF

vsed

8574

CEJI-CODE LINENOD

B2

57.

3C
CREERS
2D
DECD
5F
COEERS
DFALEBE
78
C27AES
DEGC
SF
CDERBS
LRABFEE
7E
C27RES
CLEERS
DREEGE
CEEERS
DS

ES
COFAAS
Ed

DL
COIROS
D240RS
ZRGFEC
EERY
C2EEES
FAL7PHC
A7
CREEDS
C3ESB5
C2EEES
COERDS
DEEBES
3M4F B0
EGEd
CRASESS
ZALPH0
A7
CREEDS
C2EE06
C2EEHS

ChEEns -

A
DACSAS
CEEESS
CDEEaRA
CIEZ08
G
Cean
COZIAG
52

746
747
748
749
720
724
722
72X
7ad
7Es
728
787
788
729
730
734,
732
7I3
734
735
736
737
738

738

746
744
742
743
744
745
7
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
752
FE3
764
765
76E
a7
7ES
763
770

L T BT
SOURCE-STATEMENT
arF D
MOy LR
IMR R
JZ RDZ
DCR A
sSUI 4eH
MOYW E.A
CALL CSENM
JG GHRF
MW L E .
JNZ  CRRMEE
SUr  GcH
MY ELA
CHLL CSEM
g0 GRRT
MO PR E
JHE  CRRMEE
CHLL CSEM
JC GARS
JHE  CARME
FLIEH 0
FUSH H )
CHELL IOFOLL
FOF H
FOR D
CALL CSEM
JHC RDL
LDAR MODE
AN . 4
JMZ  CARME
LA ARMS
ANA A
Jz CHRME
JHP INTRD
RD4 ¢ JIHE S CARME
CHLL DREM
RDJAM: JHC RD2
LOR  HMODE
ANT 4
X2 HRME
LDFH  HRMS
RMA A
JZ CHEME
JME IMTRD
RD2: JNZ  CARME
CRLL CSEN
MOy R D
Jc FIRE
JHZ CHRRME
RD3: CAHLL RECERR
JMP - SRRM
CARME: MOV A, D
ADI 429
CRLL TIERR
Moy E,

i

AU D =l Al .

3 IF SEMSOR = FF, THEM GO TO EQERR
s GENERATE ERROR CODE FOR PRNIC

s CHEGK FOR PRANIC MESSAGE
:IF PAMIC; GO TO GEHERAL ALARM ROUTINE

FRETURM: HMON ALARM MESSAGE
s GEMERATE ERROR CODE FOR TAMPER

;CHECK FOR EC TRAMFER MESSAGE
s IF TAMPER. GO TQ TAMPER RLARM

SRETURN, NOM ARLARM MESSHGE

JCHEQK FOR SPECIAL ALARM MESSHIGE

s IF SFECIRL, GO TO SFECIAL ALARM ROUTINE
P RETURM, NOM ALARK MESSAISE

JCHECK FOR PERIMETER ALARM MESSAGE .
3 IF MO PERIMETER ALARM, GO CHECK OTHER SENSORS
+ ELSE CHECK MOIDE

i IF FIREAPAMNIC MODE., IGHOR MESSAGE AND RETURN
5 LOAD SEMESORS ARMED FLAG

# IF GEMSORZ MOT ARMED: THEM IGHOR MESSAGE AMD RETURN

JELSE GO TO IMTRUSION ALARM

FRETURN, NO ALARM MESSAGE FROM SEMSOR
JCHECK FOR INTERMAL ALARM MESSAGE

$ IF NO INTERMAL ALRRM: CHECK FOR FIRE ALARM
5 CHEGK MOLE

3 IF HOT ZEMEOR MODE 3 <ALLY, THEN RETURN
S LORD SEMSOR ARMED FLRG

; IF SEMSORS HOT ARMED, THE RETURH

JG0 TO IMTRUSION ALARM ROUTINE

) RETURM, HOM RLEARM MESSSEE

JCHECK FOR FIRE RLBREM MESSAGE

JRCC = ERROR CODE

3 IF FIRE, THEN GO TO FIRE ALARM ROUTINE

s RETURM, MOME ALRRM MESSHGE

3 IF M SEMSORS MATCH, THEM RECEIVER ERROR
SRETURM TO MAIN POLLING LODR

JUPDRTE STRTUS ERROR

§ STASK ERROR CODE

C-16
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o koo e e e e b

of = s oo Y =®m

PRaGE = LS T TS 4= = As
ABDR OBJ-CODE LINENO. SOURGE~STATEMENT -
G57S CDOAgVR 774 CALL RSTE JDELETE STATUS ERKOR CODE FROM TI STACK
BS7S 4E 72 MEN O, E .
@as7s 7A. et - MOV A D JCHECK TO SEE IF STRTE OF SENSOR IS OPEN
GS7R CE2S 774 CARMEE: ADI 37
pEFC CD3ADY 775 " CALL TIERR
, GETF 79 7TE MOV AL C
gasn ESEd Y& AMI L
6522 C2E29A 7S JHZ  CARM ; IF OPEN LEAYE ERROR CODE OH STACK
G505 CLEZEZ 77 CALL RSTE ; ELSE DELETE ERROR CODE FROM STACK
0588 CIEZEH 7o JMP  CRRM
751 3 CSEN: gLHRfHE FOR SEMSOR IM SEMSOR STECK, IF FR ECENT AND A ALARM
' 7E2 3 0OCCURS FOR THE FIRST TIME THEN THE CARRY FLAG IS\RESET &N RETURN,
783 3 OTHERWISE THE caﬁﬁv FLAG = 1. \
784 ; IF SENSOR 1S FRESENT THEN THE ZERO FLAG IS RESET To o,
785 3 OTHERMISE THE “EPD FLAG IS5 SET TO 4
785 5 CSEM TRKES THE SUB TYRE OF @ MESSHGE AND UFDATES THE STRTUS BYTE
787 ;H,L = ADDR OF SEMSCR ’
7S ,BIT B = LAST REFORTED STRTE OF SENSOR
789 (B = SECURE, 4 = ALARMD
7oa ;BIT 4 = ¢4 = ALARM AS OCCURED SINCE THE LAST S MIN, UPDATE OR :
7ol ) A SECURE AS MOT BEEM GIVEMN SIMCE THE LAST ALARM, ELSE @ = SECURE> /=
792 ;BIT 2 = PREVIOUS 5 MIN. UFDRTECSEME AS BIT 14 EXCERFT FOR :
FOT THE FREVIOUS S MIM, >
. 794 S BIT 4 = SENSOR MRSK BIT <0 = SENSOR INCLUDED IN SYSTEM,
' 795 ; 4 = SEMSOR MACCED FROM SYSTEMD
7OE JEIT S = SERSOR MESSAGE STATUS BIT FOR FRESENT HOUR H
U7 4 SrHOD MESSAGES HAS OCCURED: © = A MESSAGE A5 OCCURRED ,f
L7985 1 BIT & = STATUS BIT FOR PRESIOUS HOULR :
799 ;BIT 7 = STATUS ERROR BIT ¢@ = STATUS GOOD, 4 = MO MESSAGES FOR PAST 2 HOURS)
&9 ;SUB TYPE = BIT 6 1S THE FRESENT STATE OF THE SENSORCSECURE=8, ALARM=L1)
gaL CBIT 4 IS @ FOR HOURLY STATUS MESSAGE
a8m2 IS 4 KHEM & CHANGE OF STHTUS AS OCCURRED
853 ;NDTE(»* Somuf] MESSAGE IS CHRMGED FROM SECURE TO ALARM NHEN
04 ; A SECURE MESSAGE FROM THE SENSOR IS NOT FRECEDED BY AN ALARM
aes WITHIM THE FRST 4@ MIN. SMD LAST REFORTED STATE mns SECURED
eseE 76 886 GSEN: MOV f. M JLOBG SENSOR
Ba58C 23 Z1rd INY H
2580 BA BHE ChE D 5 COMPRRE  THEUT WITH SGEMSOR ,
GSEE CASSOS 269 JZ CSENL SIF MATGH. THEN URDRTE STATUS BYTE
1591 3C 210 INR A JELSE CHECK FOR EHD OF SENSORS FLAG
8592 C28B865 244, JNZ  GSEN 3 IF MOT END OF SEMSORS, THEM CHECK NEXT SENSOR
6595 AF g12 KRR A 5 IF END OF SENSOR, CLEAR CLERAR CRRRY, AND SET ZERO
es9c 9F 13 MOM G R
8597 €9 gi4 RET a
@s9e ES 815 CSEN4: FUSH H ; TEMFORARILY STORE SENZORS FLDR
6599 B11D06 i LMI E.2¢
A58C Po 17 DA B JH.L = ADDR OF STATUS BYTE
PSOD ZAZSEC: i LDA  SUBT RS0 = SUB TYWPE
asap E6H3 £19 ANI 2 S -
BSA2 4F aca HOY G, A JC = SUB TYPE
GSAR 7E . 821 MOV A M JRCC = STAUS BYTE
@SA4 47 W a2z Mov B, A
BSRS E61S | g2z ANI  dsH
GSA?7 Bi ﬁ 524 ORA £
esas 77 i MOV  M.A ) UPDATE STATUS EYTE

825
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ADDR

B5AY
BIAC
BSAD
OSAF
. GSEg
a5e3
ased
Bses
CRERS
BEEy
HERA
GSEMA
asgE
BEEC
asehd
GEEE
BEEF
Sbalnu
R weect
BsCx
Bac4
BECsS
ESCE
auscy

BSCE

BSCY
BSCC
GSCF
G501
GED
BEDE
BEDLS
asoC
BEDD

BSDF -

BSER2
GSES
HDET
JBSER
YSED
BSEE
[abai =
QSF2
BoFS

GUoFe
B5SFA
GSFD
VSO0
jcbAch

CDESAS
Ed,
]
(olz}
ZAL50C
3D
ca
e
BF
Ec@2
B2
47
=
aF
arF
E&
Esed,
C&
2
aF
Ad
37
ce .
B4

ca

£D3804
IA4FOC
Ecsa
c29566
JELE
CDESAS
CDARGF
e
EG46
CZERED
3EoL
322E6C
SALIEC
112081
12

‘225560

AF
224280
CRE3BO

IE04
322760
244.96C
7E
3666

s B

826
ezv

2
829
239
231
az2
833
&34
835
838
37
£832
833
4p
844
242
=1 X4
&44
245

ade

247

248
o4
25
851
252
853
S5d
255
255
257
ass
]
S5
fed
as2
8E3
a8d
885
=55
=y
SEg
259
avg

L}
T BT
0BJ-CODE LINENG., SOURCE~STATEMENMNT

JFIRE ALARM ROUTIME
; ACC = SENSOR MO,

FIRE:

CALL IO0PR4

POP H-
AHT 4B
RNZ i
LDA  FTAMP
DCR A
RHNZ

MY A B
RRC

ANI 2
ORA B
MY E.R
Mo A
CHA

REC

orRR E
AHI A
RHZ

MY R B
CHA

FHA C
aTC

FHZ

ORA H
RET

CALL TIERRRA
LbR  MODE
AMI  SEH
JNZ  TESTLT
MYI R, 16H

CARLL UPAL
CRLL. MTRAMA
Moy AL B
ART  48H
JHZ CREM
MYI A, L
5TR FTFIRE
LHLD TIME
LA D, 288
DR D
ShLD TFIRE
wRR R

5TA FIREREL
JHP CARM

A 24 s A=

; CLERR MESSRGE REGISTER
¢ IF MASK BIT OH RETURN WITH MO ALARM
JCHECK IF IN ACCESS MODE

s RETURN IF IM RCCESS MODE

s

s RETURNM IF HEW CHANGE BIT IS @
;OR OLD STRATE BIT IS 4

s ALARM IF EITHER BIT GOES FROM & TO 4
s ELSE CLERR CHARRY AMD ZERQ = 5
JORRRY & = HD ALARM OR ALARRM IN PROGRESS,

§ CRRERY 4 ALARM
;s ZERO L = SEMESOR HWOT IN STRCK
s EERD & = SEMSOR IM STHACK

AND ERROR CODE

© 5 STACK ERROR CODE OF TI STRCK
s LORD RLARM MODE

3 IF TEST MODE LIGHT TEST LIGHT
s UFDATE ALARM STATUS

3 CHECK FOR MODEM QUTRPUT

JACE = OLD ALP

i IF FIRE ALARM IN FROGRESS, THEN RETURN TO LOOP
3 SET FIRE FALARM FLAG

S START TIMER

s RESET BELL OFF

5 INTRUSION RLARM AFTER 28 SEC. WARMIMG ALERT

GARI:

VT AL 4
STR  PAL
L®I  H, CET
MOV AR M
MVl M@

s STORE INTRUSION ALARM UFDRTE <PARLD
JLOAD TI CODE FOR INTRUSION
JRESET TI CODE '

C~18




of oo & o0 %% 0®m o =

FPRASE =
OEJ-CODE LINENO

ADDR
Beaz
50571
QERAS
GEER
25830

B5EF

“@Erd

Gedd
Gl

BELS
@sif
661D

BE1E
aszd
e
BEZS
Bs2e
a4 o3
QszE
&34

e O
M & Oy

00 WY

W WL

GE3R

BEdF
alared
@ass
12
ENS SR
BETE
HESE

B&EEE

BRER

BEGS

@56E
@5ER
B5ED
GE7a
@574
GE72

CR1EGE

EEL
322760
A
C3iEBS

EBQ2
222760
B
CXiIERS

2EB2
3227380
7e

CDh3su4
XR4FBC
a7
DRSSO
R276C
CLESBS
CDARnGA
2

Y
CA44a5
ESi2
CZEZRR
ZA2VAC
A2 4
E&03
CRE3GS

FEPE
BF
DACERS
E6O2
CRCCEE
ZR4FAC
FEQD
DAEZS9
a7

2EQL
CIARES

SE4
I227ac
IASOC
20

A
C21EaS

17

A=

L zZRZvec

X
]

03 00

1]

003 00 00 003 00 00 (0 Q0]
10 40 00 40 A U0 00 00 (D 0D Q0

NN OUeEWRPE XSO SNGUE

Do O RV EOR RS U RTTN (]

ngmmmmmmmm
!

1,
=
MNOGREWRET

A0 D A0 T D
PA DRI 13 R3O O
] MU W

[51]
"

B
o

o929
S3a
a3i
932

g3

834

S35

'
Tt 2BTE

SOURCE-STRTEMENT

JMF GAR
s SPECIAL ALARM

GARS: MWI A.d
STH PAL
O RN = Pl
JMF - GAR

3 TAMPER HLEARM

GART : MYI o AL E
sSTR  PAL
Mo AL E

JHF - GAR
s PANIC ALARM
GRRF:  MWI A&

STR  PAL

MOY AL E .
s GENERAL. ALARM ROUTINE
GFR: CALL TIERRRA

LA MODE
RLC

JC TESTLT
LDH PRL
CALL UPRL .
CALL MTRANA
MOy A B
fANR A

JZ GARE
AMI  42H
JHNZ  CAHRM
LDR FPAL
“Rft B

AMI 32

JZ ' CARM
3 OUTFUT ALARME

GRRZ: UDA  FAL
ORI 428
RRZ
JT . MSGES
AMI &
JZ  ALEEL
LDA  MODE
CRI - @OH
JO CRERM
ADD A
JF ALEEL
MYI  F, LEH
CALL RETAF
MYL A.d
JHP MSGE
; INTRUSION ALARM
INTRD: MWI A4
STA FRL
LOA  SENSOR
INR A
MEY R, D

JHZ  GAR

c-19 : BT

AS 1 =A s A

'

;G0 TO GENERAL ALRRM ROUTINE

; STORE ALARM UPDATE

1 STORE TAMPER ALARM IN ALARM UPDATE
JACC = ERRUR CODE
i GO T GEMERAL ALARM ROUTIME

iPAL = ALARM IM FPROGRESS UFPDRTE

3 STACK ERROR CODE
i CHECK FOR TEST MODE

LIBHT TEST LIGHT IF TEST MODE

3 LORD HEKW ALARM

SUFDETE ALARM AND ALARM IN FROGRESS

3 TRAMSMIT TO MOIDEMCIF IN REMOTE MODE)

3ACE = QLD ALP

5 IF MO ALARM IM PROGRESS THEN OUTFUT HLHR“
sELSE. IF FIRE OR TRMFER ALARM IN PREOG. » RETURN
-

s IF PAST ALARM WAS A SPECIAL
i AMD IF PRESENT ALARM IMN PROGRESS 1S
SNOT A TRMPER OR SFPECIAL, RETURM -

e

3 IF SFPECIAL THEN START ALERT(S MIM. 2

3 CHECK - FOR. IMTRUSION '

s IF MOT Al INTRUSION THEM ALARM BELL ‘

s IF INTRUSION AHD IN REMOTE MODE ‘

s THEN DO HNOT SOUND ALARM OR ALERT ) S
s RETURM TO MAIN LOOF IF REMOTE e

s IF oS ALARM OR LOCAREMOTE TURM OM BELL
i ELSE :
s RESET ALAREM TN PROGRESSCINTRUSIOND

iOR ALERT OM FOR S SEC
+ STORE ALARM PROGRESS LPDATE

e

; ERROR CODE IM FOC S : B
»IF AT LEAST 4 EC; THEN GO TO GENERAL ALARM ROUTINE



ACDR

[6?S
BE7VE
OE7H
BE7E
Qs7E
o]tk

HEaE
HES
@es?
BESA
jai==
BESC
QSRR
s3]
RESE

i

G595
aaa?
BESA
Asah
BEFAR
aEEL
GEA4
ESEE
BaLAs

AEFRA
BEAD
AREE
BRE2
REES
HERG
GEED
HEEBC
BeiE
BEcd
CTBECE

Gars
aecy

RECC
BECE
S0,
AaDd
BED?
alwb=
AEDE
EDD
AEDE
asEd
GEEZ
. BSER
BEEYS

¢ OREES

PAGE ==
NEJ-CODE LINEND,

2A4FEC
ESCB
3!
C241EB6
IAZEac
EGLE
ity
CZlEQS
244962
7E

A7
C2EEBS
e
JEES
CZRABS

3EEL
Z2ABC

2ALzEc

Lit4E8

WO
LA 1o I (RS
i)
[ip]

@ W
Ao

1185686
18
SEGDac
3E8L
Z2zhoc

2ELD

CXDERS

I2READ
CrERnG

ZERL

22080
21380
11zced

R ,
priataiaining

REFE
AF
21.326C
Be

13

e

D33

CIE3G9-

e =
SOURCE-EYRTEMENT

\0
W
[0}

!
=

WIp iy
B B D () G O
JIO P2 W0

RS 1Y

SNEASHEWRPRWD

Lo L0 10 40 40 W D A0 A0 L) Y LD LD
e O Wy Gy a0 Ty Oy Py O OO 4040 0

A0 0 L0 AD A0 LD A WD L0 WD AD LA A LD LG A0 4
SRR E R BN E ST BT, R

A0 D C0 00 60 00 00 70 00 00 £~ =~ 3 g

‘

 ETART LOCHL

FTURN OM TEST LIGHT FOR

JSPECIAL LDCAL ALERT

i START EBELL ALERT

T
LOR  MODE
FMI  @oaH
Moy A, D

L JHZ GRR
LR ALF
AHI  4EH
MY A, D

@I H.CET
MW AL
FHA - A

JHZ  CARME
MY Me D
MWL RS
JHF MZGB
MVI A.d
STR FTDISP
LHLD TIME
O S KON
DED D

SHLD TDISF
M1 A TFH
OuUT  26H
MYT  A. 4
STH  FARLCHT
STH ALCHT
MYT B, BEFH
LHLD TIME
LKL, 0.5
LHD D

SHLD TRLT
MYI fe A
STA  FTALT
MYI o Redsd
JHF RALG
STH SALCHT
JEE . MERGES
LT S ST
ETA  FTBREL
LHLD TIME
Ll Do 25
DA D

SHLD TEEL
MVl B, GFEH
PN B S

wl o H, QUTRL
oRA M

ANA B

MOV MLA
QUT  3aH
JHME CRREM

W

s LOAD ALARM MODE

;s ERROR CODE :
JIF MODES 4 OR & GO TO GENERAL ARLARM ROUTIME
3 15 ALARM ALREARDY IM FROGRESS?

s CHECK HALL BUT SPECIAL

J IF ALARM IM FROGREZS,
JCHECK TO SEE IF WARRNIMG IS 0N ALREFADY

THEN G0 TCO GEN. ALARM

5 IF WARMIMNG O IGHOR ALARM
STORE ERROR CODE

5 SOUMD ALERT SECS BEFORE RALARM

S EAND SOUNDY LOCRL ALERT FOR 28 SEC
RLERT FOR SPECIFIED SECONDS = ACC

P e @ o= s o e

ORIGIMAL ZEC COUMT TO BE USED LATER
RLERT MESSRAGE B

[ T

SPECIAL ALERT COUNT
JGO TO ALERT ROUTINE

JBELL ALARM 5 PMIM

+ TURM OM BELL
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PAGE =

o W

ADDR 0BJ-CODE LINENOQ.

BEES
BEEC
BEED
BEE
gsEF
GEFe
|sFd
BEF2

DEFT
ASFE
@sFs

BEFR
BEFE 3

BEFE
GB=sFF
e paoinl
a7ve4.
avnz
@avad
ATES

* -
gras

“res
aven
TEC
arah
yraF
aviz
715
o N
@arig
avie
ariE
arze
w2,
@ezz
BY23
grag
arzo
arze
ToQ

e,

Bv2R

ovze
arac

. B7eD

072E
672F

212600
4

BE.

77

B

B&

e

ca

114E60

ZC
CR2287
TE
ESEF
77
E&sd
CRaze7?
IR4FBC
a7
DH2207
3EFF
I24ABC
2E1@
14

Caaza?

g

ce

'S 10
N

U RS R R T s S
AR 0L A0 A0
DN OOS R

1895
4,665
1687
1698
1983
16816
1614
1912
18132
1644
4845
164G

dei?

1618
1643
102
1G2d
1E22
1023
1624
1625
1928
1R27
1828
1829
18329
1a2L
1832
1632
163
1825
1626
1837
1633
162
1846
141

s e

[}
=
v .

R

SOURCE-STATEMENT

AS =24 A

s UFAL: UPDARTES ALARM STATUS BITS FOR MODEM TRANSMIT AND

3 UPDARTES
UPRL:

s MASK

ALA
LKY
RIRLD
A
o
DOX
ORA
P
RET

SETE

3 ETHTUS
s ALSO SETS TIBIT IF A

5 ON RETURM B = NO. OF

MASK :

MASKL

MAZK2:
MRSKX:

Lal
LHLD H
KCHG
CHACe
LDA
SUE
INR
Mo
MYI
LDAX
IR
INR
Jz
MoV
FNT
Qiait
AMI
JE
LDH
RLC
JC
MWl
STR
MW T
ORA
MO
DR
ITMX
IHY
DCR
JHZ
M0
RET,

R IN
H, ALF
EL M
E
M,

H
14
M. A

MHSV BIT IN STRATUS BYTE IF LAST STATE IS OFEN OR

FROGRESS

s UFDRTE ALARM IN PROGRESS STATUS

: UFDRTE ALARM STRTUS

ERROR QCCLRRED

D, 29
REZEM

D
SEMBOT
E

Al

C, A
B, 8

D

5]

R
MASK2
A. M
REFH
M. A
84H
MASKS
MODE

MASKZ

FH, BFFH
TIEBIT

Hs 48H

i

t H

s KEY: CHECK COMEINATION
FNOTE———D, E CONTEIN NEW KEY <(KNEW?

S THE FOLLOMING

KARR:

4842

1843
1644

1845

BE:

AFTRNIES
o

c-21

SENEOR IS MRASKED

SENZORE NOT MRSKED

JH)L
0, E

ARREAY OF STATUS BYTE
CORRESFOMDIMG SEMSORS

1]

iC = ARRAY COUNT
JB = NI, OF SEMSORS MOT MASKED
; LOAD SEMSOR

IS THIS A SENSOR OR SEPERATOR

3 IF THIS IS A SEFERATOR THEW G0 TO NEXT SENSOR
;LOAD STRTUS BYTE

s RESET MAsK BIT

+IF STATUS ERROR OR ALARM STATE, MRASK

+ IF TEST HMODE DO NOT MASK QUT
3SET TIBIT

5 SET MASK BIT

JACE = WO, OF GOOD SENSORS

IS THE REFERENCE ARR FOR EARCH KEY

Al
e b




PAGE = 2@ ] T BASTE A=A L
FDDR GBJ-CODE LIMEMD., SOURCE-STATEMEMT oo " T
G730 65 ' 4846 DE 5 '
o7zl Be. 1547 . DE. B l
9732 @6 1648 DE © -
G733 @3 1649 pE R :
6724 65 1656 . ' DE B -
G725 @3 1654 DE @ . '
B72€ OF 1652 DE 44 ,
- B?37 SAGEGD 1853 KEY: LHLD KOLD JLOAD H.L WITH LAST KEY(SY FRESSED
GY3A EB 1654 HCHG JHiL €3 InE
G7IE 22HESC 1655 SHLD KOLD J STORE KMEW INTO KOLD
BYIE PG 1655 MON R H s KEY PRESSED = (KOLD XOR KMEMY AMDED KNEW
a7IF AR SN <l HEA D JRESULT IS PUT IM H.L -
o74p RE 1658 ANA D
ar4i &7 1 BES MO M. B
a742 7D 4 S Mo AL '
BF43 AR 4654 KRR E
a744 Az 1962 AMA E
B745 6F 1353 Mo LeA .
a74s 29 1054 DED H ;SHIFT KEYS LEFT TO LEFT JUSTIFY
G747 29 1EES DR H
@745 29 G55 pED H
B745 29 ABET DAL H , ,
T : 1665 3 CHECK FOR WHIGH KEY AMD IF OHLY ONE HAS BEEM DEPRESSED
B4R 1leces - 1068 LEI w2 JE = KEY COUNT | : -
G74D 4D 467R Cd: DCRE :
@74E FADSGO 1574 JM  CREC ; IF NO MEM KEY THEN RETURM
@751 29 1672 OEC H FSHIFT TO CARRY KEY BIT .y
arsSe De40a? 1B73 JHT DL 5 1IF MOT PRESSED CHECK MERXT KEY BIT
4755 7D 1574 MO AL L ;ELSE CHECK FOR AMY OTHER KEYS FRESSED
G756 B4 ' 1675 ORA  H :
@757 CeDeoo 1676 JINZ  CREC SHOT QHLY OME EXIT COMED CHECK ,
BYSH S42867 1B77 £¥I  H KARR JLOAD TOF OF KEY ARRAY '
@vED 19 467 DED D JMOVE TO KEY INDEX '
B7SE 56 : 16879 MoY Dy M SLOAL & WITH KEY MO, '
A7SF 2A33G0 1688 LHLD CURKEY 5 LOAD CURRENT COMEC -
46894 ; UPDATE CURRENT COMED -
avse 2a 1682 DRD H JSHIFT OUT FREWIOUS 4TH DIGIT
A7ex 29 TRC: DAL H .
o764 29 1684 DRED - H
BFES 29 1615 DHD o
@res PR 1 HOY A, T JEUT TH WEM DIGIT
ave? BS 167 ORA L
G7ES 6F 165 FOY LR PHaL = HEM COMEO CURRENT
G7Ee 2J3zo0 1683 SHLD CURKESY' 5 STORE NEM CURRENT COMED
Byels ER kR kels] KON X
GPED  2R4EB0 LHLD COME ; LOED CORREST COMED
5 COMPRRE COMED
GPPE 7D Moy R L
GFFL 8% SUB E
BeTe TR MO A H :
77 CRATAGT JT s s 1F DOMED NOT CORRECT EXIT COMED CHECK
GFTE e Ly MR .
BPP? CINER6 4 G JHP CREC
BFPR 62 LE5S 05: SUE D
AR 20980 410 JUZ  CREC ; IF GOMED NOT CORRECT EWIT

C-22
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off o da oo W ==

FPRGE = ,
ADDR OEJ-CODE LINENO

@vrE
Brad
5rg=L)
v B78?

aven
o g=ic]
GP3E
3PEF
@79z
Hrad
gva7
arag
@S
15 e oY
GBVIF
AvAA

B7Az
B“7R4
A7AY
arAs
ATHAC
B7RD
AvRE
YRR
area
G7EL
[ =)
aves
BPES
arEs
UTEF
HeER
GERD
avco

@7y
67Ces

arce
GTCA
B7CE
@7ce
GvCD
G7CE
B7CF
G702

arps
avbe
- @7FDR
avhE
GyDe

22AVIC
21FFFF
223200
Cx7300

EE
COE9RS
EB
2AZEOC
EEHS
CA2RBS
2D
CA7SRE
144EB8
19
30
CRBEGS

4E
2A38B0C
ESBF
2A35EC
29

29

22

ag

B3

SF

2235C

EB
24.4.a5C
=24

TE
FED4
DREZHH
ZA46060

CDBFBE
CADSB?

79
ez
@z
o7

‘a7

aF
CZER9

211R6C
7E
ECAF
5F

AF

chares

b T

4481
1162
14163
1464
1185
146
1167
4ias
14162
1143
i444
1442
41443
44114
4445
114
-4447
114e
1141
1456
1421
4is2
142z
1424
1125
1428
1427
4128
b R R
4138
4130
1432
1432
1434
1455
1138
1437
1432
1423
1148
1444,
1142
1143
dddd
1145
1446
4147
1148
L
14568
1451
1452
1152
1454

1455

i
et e A5 2% L 4=
'

SOURCE~ZTATEMENT

s COMBIMATION CORRECT
: STH.  HRMS ; DISARM SENSORS
LMI - Hs BFFFFH ; CLEAR CURRENT COMBINATION REGISTER
SHLD CURKEY
) JHMP SRCC 330 TD ACCESE MODE
5 CHECK sUE TYFE FOR EC MESSASE

INEC: HWOHG
CRLL IORRA 3 CLEFRR MESSHGE REGISTER
WCHG ’
- LDA O SUBT ; LOAD suE TYPE .
AMI  Z i CHECK FOR ARM RERQUEST
JZ2 RER PIF SUB TYFE = 8, THE ARM REQUEST
DR A 3 CHECK FOR COMFIRM 4
J2 CONL FIF SR TYPE = 4, THE CONFIRM 4
Ll D,z .
pARD O sH. L = ADRDR OF STATUS BYTE
DCR A . s CHECK FOR COMWFIRM 2 ;
S CONz 3IF SR TYRFE = 2, THE CONFIRM 2
JELSE SUB TYFE = 2 CHECK COMEINARTION
Mo Ce M 30 = CODE WORD
Lo IDDRTA s LOAD ID DATH
AMI  GFH , JMASK. IH ENCODED NO
LHLD COMBEC 3 LOAD CURRENT EC COMED
! Dl H JEHIFT IN MEM DIGITCID DATAD
DRD H '
DRL H
LRD H
ORR L )
MY LA
SHLD COMBED FETORE HEKW CURREMT COMEO
BOHG
LwI M, KEYCNT s CHECK REY COUNT
INR M
MY A, M “
TP 4 + IF KEY COUNT I% MOT >= 4 THEN
J CARM SRETURNM TO MAIM LOOP
LHLE Goe JLOAD CORRECT COMETINRTION
5 COMPARE COMEQ WITH ENCODED CURRECT QOMEG
CRLL DECODR s DECODE COME, -AMD CHECK IF IT IS CORRECT '
J2 COK 5 COMBIMATION CORRECT G0 TO COKR
; COMPARE. COMBEG WITH ENCODEDR WORD REVERSED
MOV A, C
RLC
RLC
RLC
RL.C
MOY, oA
CRLL DECOD . ) '
JHE - CRRM ; LOMER HRLF OF COMED. COMRECT GO INTO RCCESS
J COMEIMNRTION OK TRANSMIT STRIKE RELERSE

COK: LMI - H, TIBIT

Mos . A M

ANI  8FH

MW EoH JE = TIBIT
KRR A

C-23
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)
'

= == T BT CAErEA A
ADDR DBJ-CODE LINEND. SOURCE-STATEMENT S

g7DD 324060 1456 STR  KEYCMT 3 RESET KEY COUNT l
AYES. 222FOC 1457 ‘ STA  FALCMT i RESET ALERT
BYEZ 221780 1158 STR  RREMSZ s DISARM SEMEDRS -
4455
1468 1 NOTE———-FOLLOMING STRTE SSAT SHOULD BE & HOP TO INSURE REHINST THE LOSS '
1484, s OF STRIKE RELEFSE FMD TI IMDIC HTnP ‘
1182 CHAMGE “MOY M. & TO 7 MOR .
1463
O7ES 77 1164 MY MR JRESET TIBIT _
LAES L
A7E? 57 1166 MO - DA ;D = SUR TYFE = STRIKE RELEFSE
B7YES 2AZ7PAC 1167 LDfA  TYRE ‘
G7ER E6O7 1158 ANIOF
BYED FEas 1169 ORI = JACD = THRE = EC ND
A7EF CDVLAA 1476 CALL TRAMS ; TRAMSMIT STRIKE RELEASE BACK TO EC
‘ 1474, 5 CHECK ALARM IN PROGRESS '
HPF2  8ehd 1172 MYT O B4
HPF4 244900 1474 “1 M, FIREBEL - ;SET FIRE BELL OFF L
HEF7? 79 1474 MY M B
GPFe 3ALe6C 1475 LEFA  FTSH ; IF TAMFER ALEEM THEM DO NOT TURM GFF EBELL
GPFE 3D 1475 DCR A
GPFC AR 4477 FME B :
AFFD 47 1478 MO EL A '
G7FE 212200 1174 LT Hy CUTAL
F@2a), 7E 1AEE MON B M :
HERZ B 1484 OFR B
GEEz 77 1452 MOW M A B
GEEd D326 1183 ouT  EEH
PERs 65 1184 DCR B
EBEE? 2EBL 4485 MWT O Asd
SRS F41362 14808 P RSTRP ; IF M TAMPER, THEM REZET ALF 1
pEEs CXEZEE 1457 JHP CRRM SRETURM TO MAIN LOOP CHECK FARM BUTTOH
: 4428 ;DECODE D, E USIMG REG, © AS CODE WORD AMD COMPRRE MITH H. L ,

: 14858 3 ZERD = 4 IF COMBIMATION IS CORRECT -
aEnF 7o 1450 DECOD:  MOY . A G PHOR FIRST HALF o=
mEde AR 1434, WREA - E
Bl 85 1452 SUB L § CHECK CoME
@ede co 1493 ¢ RME JRETURM IF NOT ERUAL
pELs 7y 4494 MO A '
aedd AR 1125 YRA D 3 CHECK SECCMD HALF
aels 54 1485 SHE H
HElE T 1497 RET .

1458 5 UPDRTE PEEIHETER SENSOR STHTE
@517 . RARTHC 1488 UP: LDR  TYFE 3 LOBD TYRE
HalA Eeaz 1206 A Y 3
@SLC  0E40 1261 (=T6ch QU D x| s GET FERIMETER SENSOR MO,
ASLE 4F sl MO CR
BELF 219300 1263 L¥I  H. SENSOR - ; TOF OF SEMSOR STHCK
BERe L1 EEE 1zad LKI Dy 33
BERs 832 1295 UPL: INY H
P82 BE 126 cHE M
BIE7 22568 1867 JHZ UPdL ;LOOP THRT FIMDS SENSOR IN STACK
GERA 19 1263 DED D ;i = ADDR OF STRTUS BYTE
BEzE PE 1269 COMIN R +SET STATUS BYTE USING B REG
BE2C EEFC 12448 CANY RFCH
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m¥on of = &

o 0 = |

of on ds oo % =®m

FARAGE = 2=

ADDR

gezE
QozF
BE30
Be3l
SRy
BEZE
aElR

RE2A
ataen
ao3E
as4q4,

a2

a5
[apshe
@aRss
nbtata]
HaSE
B35k
HESF
aisle
ESa4

at=1-re

BEEA

Basc
]l o
Bere
GRTS
BETE

Bars
Bave
aarD
GEEE

@asgs
[upst= A
jabstic)
abe]
Beac
B

BEsd
gRse
QS
B9

Canss

GaSA

g ecis

BoRE
BEOF

OBJ-CODE L INEMO.

EO

)

)
Caes
CD2fE4
chesaz
co

ZA4FRC
5F _
ZHLS6C
ZD

B3
E&Sd
ZES"
CRSGES
COHZEAD4
CEZBR
2EARE0
BEEd
COECHZ
2R4Fac
E&d3
IESE
c4z604
S vt
CA7ERz
COFZeS
ZEBL

2EAEGD

2RARGC
Z24CH0
7E

Ci416Z
IFALERC

i)
CREIGE

AXSOC

EEBF
aF
IF428C
=r4
E€aF
EE

'CREE6R

ZEHL
322960
7A
2AL3EC
23

23
2EELEC
@7

&7

1244
1242
1243
1214

N
SOURCE-STATEMEMT

4245 UP2:

124
1217

i

e, o
CEAR G =

ORA
Mo
MO
ROI
CALL
CRLL
RET

1248 ; ARM REQUEST
1242 RE@:

1226
izad
1222
1222
1234
1225
1228
1227

1 ST
S

1223 REQL:

1233
18%1
1232
1233
18%4
1235
1836
12%

1838
12329
1246
1244,
1242
124%
1244
1245
1848
1247
1248
1249
1250
1254
1252
1253
1254

1258
1255
1257
1255
1259
126
R

- 4EER

1252
1254

1265

LD
s
1LBH
W=
QRF
FAMI
MW I
JZ
ZHELL
JMF
SHLD
MW I
CaLL
LDH
ANI
M T
CHZ
MW
CHLL
CALL
MY T
TR
LHLD
SHL
Mo
JMF'

J COMFIRM 4

CONL:

LOH
DR
JMHE
LDA
FMI
MO
LDA
Moy
Arl
CHE
JME
MY I,
STH
Linity
LHLD
IHY
INK
SHLD
RLC
RLE

R

B

M. A
f. G
27
TIERR
RETE

MODE
E. R
FTAMP
H

E

24H
H, 29
REGL
TIERR
CHREM
ECES
B @8
RTL
MODE .
44
H. 88
TIERR
B2
LIF
MRS
Fls
EDES
ECSR
Ha i
SAR2

WERM

H

CHRM
IDDATA
BEH
E«H
COLE
L. A
BFH

E
ECERR
M. L
FTCODE
A, D
TIME

H

H
TCODE

C-25

AES Sl ;oL

; DELETE DOOR OQPEM ERROR CODE
JRESET TI BIT IF MO ERROR COLRES

3 LOAD MODE

; IF IM ACCESS MOLE THEN 00 MOT ARM

3 IF FIREAPAMNIC OF TEST MODES SET TROUBLE
J ERROR CODE FOR TROUBLE

JCALL TROUELE IMDICATOR ROUTINE

s RETURM TO MAIW POLLING LOOR

FETORE TR OF STACK .

; DELETE ERRIR CODRES BETHEEN @ AND 186

$HCC == MODE \
; IF ALARM MODE 2, THEM ZET TROUBLE BIT |
JERROR. CORE FOR TROUELE ‘
SHO TROUBLE IF NOT LOCAL ALERT

5 SET ZTATUS EYTE TO CLOSED

1
= CURRENT EC

L
T EC HARDEHAKE STACK POINTER

H
s
4
3

nT

rl
E

i

A

F LIDED WARM

15 VARM = 4

JIF WARM 1S HOT = 4, GO BACK TO MAIN LOQP
SLOAD CODE WORD FROM EC

SMASK IN

JLOAD COLE WORD
TiMASK IN 42T HALF OF CODE MWORD
5 DO CODE AND DATH MATCH? .
P IF CODE MO, DOES NOT AGREE, GO TO REFERT MESSAGE

3 START CODE TIMER . ‘
s AMEY TREANSMIT 2ND HALF OF CODE WOR |

e R L . 1




FAGE =
OBJ-CODE LINENO

ADDR

B2AD

BEAL
gEAZ
ased
, BEES
QAEAY
EEAN
[atiE N
ashE
EEL
""E' *
AEEE

v"ic 3
HER0S

22Ce
GECS
""-4F :
L K]

G20,
@Dz
5] sxd
@aang
BEbE
Bzb?
aabA
BEDE
[at=] sl
HELF
ASEZ
BaE
GEEY
BEES
QEEA
BEED
GREF
OSF4
GEFg
GSF?

BEFA
BEFD
OBFE

- BSan
G594
evaz

av
av.,
ESOF
SF
1562
IRZFAC
EREF
FeEs
CDV16R
ZEB2
321680
XEGY

2 322160

CIEZBG

'3H16BC

FE&2
CREZOR
IAX2BC
E&aF

z24600
T2E9AC
1563
IFLABC
ESBF
SF
2AIPHC
EEQF
Feas
CO7LEA
COPSERA
cIecez

243A6C
SE
DE3@
5»

(e

2F

=

1266
1267
12es
1269
1zva
1zvd
1272
1272
1274
12¥5
127E
pR=kary
1272
1275
1256
1.2
12a2
1223
128
1385
1285
120?

.{;

1888
1z
1254
1224
130z
12932
1254
295
129
1297
1ﬁ;,‘c-
1283
(BcAnin]
133,
1382
136%
4334
43R5
L35
AZHT
1308
1262
4243
1344
1312
1342
L3244 3
1345
1318
1247
1z18
1349
1324

T BT

SOURCE-STATEMEMT

RLC
FLC
AMI
r.*‘cll.‘ll
MY I
LDA
AT
QarY
CHRLL
M T
ZTA
MY T
&TA
JHMF
FCANFIRM &
COoN2: LLLE
PRI
JHE
LD
AMI
Moy
LDA
e
RLC

RLGC -

RLC
RLC
AMI
CHF
JNEZ
Giagn
HER
a2TH
STH
M
LO#
AMI
e
LDE
AMI
ORI
CALL
CALL
JHE

@FH
E. 8
L, 2
TYFE
BFH
=g
TRANS
FAs &
WERM
Fra
REF
CRRM

“HEM
LhPN
ICDATA
BFH
E. R
LODE
Ly A

FH

m s

ECERR
M. D

F
WARM
FTCORE
AP
TIEIT
GFH
E. Fi
TVFE
UFH
TEHNS
TRANZ
SR

$G0 7O MAIN LOOR, WARM=Z, REP=4

;CHECK FOR WARM = 2

$IF VARM MOT = 2 , RETURN TO MAIM LDGP

; LORD CODE MWORD FROM EC

s LOAD CODRE WORD

JMESK IN EMD HALF OF CODE WORD
;DO CODE RMD DRTA MATCH?
3 IF MO MATCH THEM EC ERRCOR
JETORE NEW CODRE WORD

s RESET WARM
F TURW OFF CUDE TIMER

s TRAMSMIT TO EC, TROUBLE BIT HNb oK
s TRANSHMIT R 2ND 0K MESSAGE

; IOPOLL . CHECK FOR RECEIVER DATA FROM FOMER LIME OR MODEHM
FAHD TRAMSMIT DATH OW MODEM

RIZIMNG EDGE THEM IT. IMMEDIATLY RETURNS, ELSE CHECK FOR

; ROUTINE LOOKS FOR RISING EDGE OF CLOCK, IF NOT
H

AMY 140 TO BE DONE

IDPDLL L¥I
ptnity
IM
108
Mo
GlR

He IMTF
E« M
=aH
Lo/
M, A

C-26

JLOAD LAST STATE OF CLOCK
3 IMFUT CLOZK

P STORE HEN CLOCK STHTE

B Tt

Sy

,'.|' - 1"’. . "llil l.li1"|.ll.



m®om of = &

'

-l o s o0 S 2w

]

PRGE = =25 ' P AU L S LS
ADDR ORJ=CODE LIMEND, SOURCE-STHTEMEMT
PEER ES40 1424, AMI 4 s MESK TN CLOCK BIT
pEES AZ. 1322 RHA E JCHEDK FOR RISING EDGE
@RE5 OF 1323 RZ 3 IF NOT RISIMG EDGE. THEM RETURM
1224 ; UPDATE SECOMD TIMER
 BRET 214200 1395 . LMD He TONT JLORD TIME COUNT
aa6r 7E 1224 MO A M
AoER 20 iNE B
asas PR MO M F 5 THCREMENT COUNT
BHED ESIF AMI  ZFH
GREF CRLSGe INZ 10T ; EVERY %2 IMCREMENTS ADRD 4 TO SEC TIMER
@5 E 2R EEC LHLD TIME ; SEC TIMER
AES 23 MY H
HRLS 221360 SHLD TIME ;SEC TIMER + 4
s CHECK FOR MODEM DRTA
Aede ZRLSAC 13ZS 1QT: LDE  FTRUE 3 IF EITHER IMN ACCESS MODE
Aol S44FEe 1336 LMI  H« MODE 3 0R MNOM=REMOTE MODE, THEN IGHOR MODEWM
BELF 3D 4737 DoR A
BSza 2F 1338 CME
Hazl ARG 1339 FHA M
FIEE 21240C 1248 L®i  H, MTEND 1 ADDR OF EMD-MODEM~TRENS FLAG
aozs EELS 1344 FMI  42H
BRX? CA3IABD R b= 3z IDIGH IRESET FMTR IF IGHDR MODEM
aozA TR . 1343 MY R D ;
SR E620 1x44 FMI  2EM 3 MASK 1M CRRRIER
BRED CAIDOS 1345 J20 10MT : IF MO CARRIER. THEN TRANSHIT MODEM DATA
1245 ; CHECK Tt SEE IF INTERIGRTIOM FAS BESMN COMPLETED ALRERDY
g33a FE 1z47 MDY A ; LOAD EMD-MODEM~-TREHS FLAG
pesL AP 13458 ANE A '
B2 QESE 1349 MY B SEH J B = HARDMARE FLEG QUTFLUT
BEZ4 CRTSG9 13503 J2 0 10MR s IF IMTERIGARTION MOT FIMISHEDR, GET REC DATA
BEI7 LRI 4351 JHP IOFRR JELSE CHECK FOR FOMER LIHE,DATA
D9TA Z22IHC 1352 I0IGM: STR FHTR RESET TREMSMITTER FLAG
BR30 AF 13253 I0OMT:  WREA A
BIZE 7P 1354 MY MR s RESET FLAG FOR MEXT IMTERIGATIONM
4355 ; CHECK FOR DRTE TO BE TRAHSMITTED TO MOREM
ASEF RARZEC iz5¢ LDE  FMTR
@242 A7 1357 FHR A -
BR42 C22DER 1358 INZ MTRRAM 5 TRANSHMIT TO MODEM, IF HQ DARRIER
1358 ; CHECK FOR JAMMIMG
G346 TR 4368 IORR: MOV 8T
8947 a7 1361 RLC } CHEGK FHASE LOCK
B248 DAPERY 1382 Jo - REE 5 1F PHESE LOGK G0 GET POMER LINE DATH
G54E 2AX26C 1353 LRI He QUTAL JEWITOH TO §8 HZ TRANSMITTER CLOCK
GEadE ZESL 4364 MYT A 84K
GosSH B6 izes ORA M
G354 EGFD 1366 FHI  BFDH
ORSIT 77 1267 MY M R
G354 D23 1388 oY 3EH ) ;
A25E SHLRBC "4EED LHLD TIME ;ELSE SET TIMER TO RECORD LAST TIME NO PHASE
BOSY BLNERS 4376 LRI B, 474 s LOCK QCCURRED
CESSC B9 1374 " pAD B FSTORE JAMMING 2 MIN. TIMER
BISD 224300 1372 SHLD TJEM
C@REE 241480 73 LXI  H, F.JEM SRESET TI JRAMMING ERROR CODE
IoeT 34 1374 INR M
A%c4 79 13275 Hoy M, B s RESET JRMMIMG FLAG TO ZERQ
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FEGE =

FADDR

6965
Gi=1ol
gnsg

UEI-CODE LIMENO,

79
FC3300
21FFFF

R R I

BI7E
ERve
GaEvE
BA7C
B27E
aa7F
Basn
Bosz
ekt
5Lci=re
Boa2
GRER
BOCR

(53201
poac
5l
GRGE
(SL=tc!

El=Rn]
poal
Pkiciee
BERz

Rt
Kt

TS

o o
S

EIRE
SRR
MR
£y
[RERTa | o]
(AN E [
AR
Ee i
Xk

AT

¢ e Ean

pet=isdalul o
(W

Baad,
24.328C
7E
E&S?C
=%

Kit's
DE28
2iicac
DELO
aF

TE

47

T

1F
1F

z3

7E

17

77

T

23

1}
CARLES
TEFF
77

23

77

@

7
DAEPHE
7E

7e
1%
LF
17
17
YE
L
¥
23
1F
LF
iF

o
SOURCE~STATEMENT

1376
1297
LIFE I0FRL:
1T

4

=T

Mo A
i LIFe

Wl Hs @FFFFN
SHLD BHEos
SHLED FMESES
SHLD RMESZ4
RET

SRESET JAMMING CODE IF JAMMIMNG ALARM
JCLERR RECFIVEN REGISTER

2 JRECEIVE OHATA FROM FOMER LINE <B = 1> OR MODEM (B = S8 HEM>

1385 REC:
1328 IOMR:
1287

1za8

1380

1322 ; ROTATE

1460
14139,
Aamz
1433
14m4
1435
44685
L4@7
RIG At
Letas
1443
dddal
410 & B
BB i
1114
415
1445 RECP:
1447
G K]
L4l
1488
HICTEAR
148%
1483
144
1425
Ldza
B b
Lags
R P
143&

$AHD CHECK

MYI  Esd
MWl He OUTAL
Mo A M
FMI  &7CH
AR B
Moy M A
OuT ZEH
L®I  H. RMESS
IM 18H
RRC
MY A M
FHL
Mov o M A

TO GET ID FIELD

RAR

RHAR

IMWM H
MOY A
REL

MC A
MW D. R
I H
DoR B
J2 RECP
MVYT R BIFFH
MO e
INM H
M Me ®
I M
MW M H
JUR RECM
MO A M
fHL

o MM
Iy H
FHL

L

FAL

AL

MOV A M
Rl

[ DL E & Pl
Iy H
iy

RER

BiFIR

C-28

I AHR PARITY

3 SET POMWER LIME RECEIVER FLAGS

JUUTPUT FLRAGE TO HARDMARE
3 INFUT DRTA
3 STORE FRARITY EBIT

SLOAD QLD 1D FIELD
F SHIFT IN MEM BIT

3 STORE HMEW ID
$ TEMPORARILY STORE 2MD HALF OF 1D

JIF B = 4, THEM SHIFT RIT INTO TYFE, SUE, IDDATRAR
FEET TYPE, SR TYFE AMD 1D DRTA TO ALL LS

JELSE DO MOT SHIFT INTO TYFE. SUE TYPE, IDDATH
FLOAD OLD 10 DETH

FRTORE HEW 1D DRTH

JLORD CLD S TYrE

SSTORE MEWM SUE TWTE

g s e ps e,

1

_ -




o o = o

of ou & o= e =®m

.

AS s T A

SLORD OLD TYPE
s STORE WEW TYFE

i STORE NMNEW I
JIF A @ DOES NOT PRECEDE MESSAGE.
s COMPARE 1D FIELDS WITH CORRECT ID

THEH RETURN

$RETURN IF NO ID MATCH

) CHECK RMESSL PRARITY

s CHECK RMEZEE

FREITY

i CHECK RMESSX, ¢4 FRARITY

3 CHECK RMESSS PARITY

3 ACC = MESSAGE FARRITY

ﬁ

FMODEM MESSERE RECEIVED OUTFUT MESSAGE -
{

FRARGE = =7 T RO
ADDR OBJ-CODE LIMENQ, SOURCE-STATEMENT
BoEE PE 1434 My A M
azel 47 1432 RAL
B2E2 ¥V 1432% Mo Me A
BREZ 17 1434 RAL
BREd 17 1433 RAL
HIBS 17 1435 EEL

14%7 FAL

1428 RECM: MM H

1428 Mos A. M

: 1448 REL

BIER 77 14 M3y MR
Q3R DR 1442 B
BRED 2R3EEC 14432 LHLD ID
QRBF S et sle H
@ SF 1445 MY EJR
BICL 7R 144 MOV Rl D
[pACE 93 1447 SUE L
BI0E BR 1443 OrRAR  E
BRCY4 Co etz RHZ

1458 ; CHECK FRRITY
QoS 1e6d 1454 MVMT D &
RAC? 211CBac 4452 LKI - H, RMESS
aItA YE 1483 Moy F. i
[ace. BF 145 Moy EsA
pRos 22 14355 IMd  H
Rtk YE 1458 MOV A M
BIZE AT 14357 AMA. R
BICF ERD3IAS 1458 JRE - REPLAL
b2 44 1459 INR D
gapx 22 1458 REFPLL:  IHM H
BAbd4 FE 4951 MoN A
EBIDS ESOF 1452 FRT BFH
BR07 ERDREY 14563 JPE REPL2
oD 44 s IMNR [
Bane 2% 1465 REFPL2:  THK H
Qs VE 155 MY Al
gath EG3F 1437 FANI  ZFH
BIDF ERERE@R 1488 JFE  REFLZ
BEEZ 44 RCT INR
QSER 23 1473 REPL3I: INX H
REE4 23 1474 e H
GIES 7E 14va M R M
BRES AT 1473 AMA . A
AIE? EAREBOS 1474 JRPE REFLS
BREA 44 1475 IR D
RSER 7A 1475 REFL4: MOV A D
HIECAB 1477 KRR E
BEED aF 1478 RRC
GREE DEBEBA 147 JHZ  RECERR
aaFL a4 ’ 4e INR B
9aF2 ZEGL 1421 MYI A
BIF4 FR2ZDEA 142 M MTRAM

1432 3 PARITY OK MESSAGE RECEIVED
QIF? IT23HC 1484 TR FREC
BIFA ZE 1485 Do H

C-29

» SET RECEIVEA&FLRG READY TO.4




FRGE =

ADDR

@eFe
BEFC
BSFF
GRE2
, AREL
{1
HAG3
GRES
FFGS
alzlor
GEvas
BRAS
BREA

faleTels]
BASE
aiinis
BA4E
GrLd
AALR
AFdd
Grd6
AL

CRLA
BRLD
BALF
HA20
oR22
BA24
BH2S
fHzse
BARC
GR2D
AFZE
BA3L
gl hcie]
SA3S
BFIZ8
BRI
BRZE
BR3C
BRZE
LI EE R
GR432
BR4E
QR4S
. GR4n
BR4C
BR4F

OBJ-CODE LIMNEND., SOURCE-STATE

7E
14.370C
12

13

e

7E
EEAZ
12

13
-
TE ’
iz

{5

241E6C
TE

2C

77
FEQS
ca
XESS
CozAGd
I

BA4FEC
E618
ca
DEZD
ES26
ZE03
CH2DGA
I22IBC
s

20
322260
20
3eR460
21228C
7E
FE83

‘e

020
210000
GEDR
COSAER
2AZFAC
&F
GEQS
CDSASA
2R25EC

Pt

1486
447
148
1425
1488
454
145
14'—! <
1424
1495
1426
lday
L4GE
Lo
1560
1981
1aE2
R iy
1504
1585
156845
1,597
LSRS
15609
15168
4514
1542
1512
1544
1545
154E
1947
PR R
154
1588
1521
1522
l\.‘
ud4
1‘-"...~J
1584
1527

i8as

1523

153B
4534
1532
1533
1534
1535
1LSR6E
1537
1‘-‘"‘Cl
1539

4548 -

—e
«

3 FOWER
RECERR:

3 MTRAM:

31

&N
I
BT AV L AL A=
MENT .
Moy A M
LI Dy TYPE FSTURE TYPE FIELD
STHY D
IS D
R
MY A M
wRI X
STHX [ JSTORE SUR TYFE FIELD
e D
pox H
M A M
STHy D JSTORE ID DATA FIELD
RET
LIME RECEIVER MESSAGE ERFOR ROUTIME
L¥I M, ERRCHNT © ; LOAD ERROR COUNT
Mo R M
IMR A
MOy MR 5 IMCREMENMT ERROR COUMT ANO RESTIRE
CRI & S COMPARE WITH MAX ERRDIR COUNT
RMZ JIF ERROR COUNT HRS MOT REFACHED MAX, RETURN
MY A 88 i ERROR CODE FOR RECEIVER ERROR
CRLL TIERR
RET

DUTRUT TO MODEM TRE STATE OF SYSTEM
i® o= ALARM BIT FIELD = § BITS-—-FIRE, PANIC, INTRUSION, TAMPER, SPECIAL

ID FIELD

sF = PARITY BIT
JTRANSMIT TO MODEM 48 LERDIMG ZER2S TO ALLOW 3@d MIL SEC DELAY
3 MESSAGE TRAMSMITTEDR IS BITITIIIINKMEKIITIITITIRGD

MTRERNA:

MTRAN ¢

LDAR - MODE 3 LOAD MODE
AMI 4zH ;
Rz JRETURM IF MOT IM REMOITE MORE
N 2 3 CHECK CARRIER
AMYT 28k P MASK IM CRRRIER BIT
M¥IT O A3 :
JE MTRAN 3 IF CARRIER 15 OM, THEN RETURN
STR  FHTR JELSE SET MODEM TRANZMIT FLAG AND
RET I RETURN
DER ©
2TH  FMTR '
INR R
STH  MTEMND ‘
Wl M. OUTAL 3SET MIDEM TRANSMIT FLRGS
My Mo M
ORI S3M
MowY A
auT  3aH JOUTRUT FLAGS TO HRRDMARE
LXI  H. & {ELSE GENERRTE 298 MIL SEC DELAY ' '
MYI o Al
CRLL CLOuK4 3 TRAMZMIT 48 BITS (AFPPROX.. 2a6 MIL SECH
LDE I0H LOFAD HIGH ID BYTE
MO LR
MYIO .5
CALL CLOCKL
LDA  ALARNM s LOAD ALARK BITS

C-30

.




=ik o' ='m of = &

ol on B o e W% of = B

PRIGE

RDDR

BAS2
BT
QRIS

9958
HSA
F‘IH _ll_,
BRSE
GREL
GFEl
ul=t i
GHES
GRS
BREE
BREC
AREh
BA7E

ared
BAP2
GRF3
ared
BA7TS
BEeS
HARPE
OR7E
OR7D
QA7E
B[RS
BABZR
GHU'..'
BHEE

angeE”

BREC
GRSE
l'1F1Q;1_
BRD2
BFReR
BFZd

EES

BROS
GASR

oBJ-COD

SF
1660
C3SAGA

BEBS
LEe39
B4R
CRASFEA
DEZE
BG4
caelen
o
DB
29

a8
CROAGH
ca

av

o7

B2

57
213200
7E
EGFC
FEen
77
p32A
Z1RAAA
GEGS
CDSABA
3AIFEC
&F
GEDE "
COSABE
7F' M
ES

6F .
BEG4
CLEAEA
vE

ES

2 Tt =T AS o =L s
E LIMENQ, SOURCE-STATEMENT . .

1544, MY ENR = ALARM BITS
1541 MYI D, .
1543 JUF TRRCGOM
4544 JCLOCK: QUTRUTS LFFER 8 BITS OF H, L SERIALLY
1545 O THE LERDING EDPE OF THE PLUPK‘ :
1848 CLOSK: MVYI C. & JBIT CGHNT b
4547 CLOCK4L: IN 36, SLOCK FOR FALLING EDGE 4ST
1548 AMI 48H
1,543 JZ CLOOKL
1555 CLOCKE: IM sl SLOOK FOR RISING EDGE
1554 AMI  46H
1952 JNZ CLOcKkE
1.55% MY B H. s FRLLING EDGE, MOVE H TO ACC
4.554 auT  LiEl SOUTRUT ACC TO TRANSMITTER ‘ v
LE5S DED M 4 SHIFT DATH LEFT
1556 [ o S SJEND OF BIT COUNT?
ASS7 JHE  CLOCKL JED T MENT BIT IF HOT END OF CQUNT
1.558 RET ; ELSE RETURN
15582 ; TRANS: TRANSMIT DATH OVER POMNER LIMES
1565 R0 = T?PE
158l ;D = SUB TY ;
1582 JE = ID QHTH . “ )
1583 ; BIT FIELDS OF THE H HGE ARE AS FOLLOWS
1834 3T = TYPE FIELD EBIT
1565 ;1 = 1D FIELD BIT
1988 18 = SUB TYPE FIELD BIT o
1557 30 = I DATA FIELD BITS
4558 5P = PARITY BIT
4559 ; MOTE<-~44 BITS ARE USED FRECEDING THE MhSEHGE TO HHVE upP RECEIVERv
157G 3 *Lmlntn181H1M1ﬁ>
4574 i MESSAGE TRRMSMITTED S 10484 eled el adeY ITITIIITTTTSSDODDITIIIITIFEG
4572 TRANS: RLOG
1572 FLC
1&.'!’ DR'R D '
157G MOV Dw A JRUT THYFE SMND SUR TYFE IN D REG )
1572 TRAMZ: LE} HJHUTHL JEET HARDMARE FLAGS FOR POMER LINE TRANSUMITTER
15797 MOV M b .
1578 ANT  BFCH

IR 8 ORI e84
1520 MY M
1584 ouT 3EH
1522 LMI  H. 8AABAH JH, L= odBded, |,
1333 MYI O st
1954 CALL DLODKL FOUTPUT 44 LEARDING BITS
1585 LDH IDH s LOAD HIGH 10 BYTE
1588 MOY  LsH
1\.'!.!\ M".‘;I_ [
152 CARLL CLOSKA '
igas Mo R D
1594 AR L
1591 MO L./ s LORD TYFE AMD SUB TYPE
1533 MYI o, 4
1953 CRLL CLOCKY
1594 - MOY AL E G LOAD IR DRTA
158G TRNCOM: " ORA L
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FARGE

FDDR

BASB
GREC
BRSE
CERAZ
CBFAE
BFIAS
SRR
BFFE
EHAT
HRFAD
BARE
FFEL
nlsicied
BREX
BFE4
GRET
AFES
jale]eg)
EFER
HAEE
BREC
BEBE
AFEF
BFHCE
BACL
BACZ
BRCS

pes}

@0 R
I T D IO D
£

Q0
WEeam

lginl
Rl
BRDC

QADF
AREL
GRE4
QRES

RRES

BRET
BRER
BREE:
BREC
GRED
BREF
BAFL
BAF 4
BFFE

=3
OBI-CODE LINENO,

&F . 1E0s
CDSERG 4557
ZAZERC 1558
SF 1550
PEM3 LSRG
CDSHEA LamE
IAZDEC 1662
4F 1ERE
s L5E
A7 1EES
ERBZER 1SRG
@ LERT
TE L@
A7 dEms
EFESOR RN R
oI 1844
) 1842
2F 1613
37 st
17 1515
ESEs 145
7 1847
17 1518
ES 1512
&F 1850
CDESEA 4524
ChSEA 1E2F
Z1EoEC
7E
ESFC
Fegd
rard
wicteds] LESE
DRESE9 1525
R
1531
1EED
1463260
21160 ST
BLETEC 1635
i 15326
2EAD 1637
322060 1838
1H 1839
13 154
0 1541
CRAF28F . 1642
c{n) 1543
@ CdEdd
@3 LE4S
FEa4 1545
XEEF CAE4T
DEFSEA R B
ZEFF 1€43
A LESH

: RERDOF :

’

— e
Ll st 2

SUIRCE-STRTEMENT

MoV LeR

CEALL CLOCK

IS < .

Mow L H

MWl L2

CRLL CLOCkL

LB IDPAR

MO CLA

Moy A D

HME R

JRPE  TRL

IMR
TRA: Moy FWE

FiMA [

JFE  TRE

IMR
TR2: Moy R, C

(Mgt

=T

RHL

AMI 2

ST

RAL

oRA - L

M Lo A

CALL CLOoK

CARLL CLOCK

LXI M OUTAL

MOW Fo M

AMI BFCH

DRI 2iH

Mo M S

OUT 28R

JMP 0 TORRL

=Y I B

sLOARD LaM ID BYTE

3 BEMERRTE PRRITY

JEET A 14 RS LAST BIT OF MESSAGE

F TRAMMIT REST OF MESSAGE
$EET HARDMARE FLAGE: TO REC POWER LINE

JREAD CODE PLUGS, COMBIMATION, RHD ID PLLIG

3 ETORE QLD STATLS AMD
LT Do SENSOR
LA H, STRTUES

LAl B, STOLD

i STORE

MYT R 2
OLDd:  STAR  COUNT

LOAY D

MY D

MR A

JZ . OLLE

LoR A

STAY B

Y B

CRI 9

MYT A BEFH

JHD OLbE

MYI R BFFH
aLp2:. RMA M

C-32

p.

~SET STATUS T GoOD

s EEGINMIMNG OF SEME0RS IM THE SYSTEM
JEEGIMNING OF THE SEMSOR STATUS
JBEGTMNING OF OLDST AREAY

oL CODE MORDS FOR EC

PMAR MDD OF SEMSORS = 22
JEDUMT = MO, OF SENSORS
JLOAD SEMSOR MO, (TYPE RND ID DRTA
;s IS5 BYTE A MULL BYTE

s IF HULL BYTE DO WOT STORE STRHIUS

S STORE AT OLDST

; CHECK FOR EC

FREZET MRSE BIT

; IF EC. THEN DD MHOT RESET MRSK BIT

SIMFUT ETARTUZ COR CODE MORDS

W SB g G5 gu S, U} @ Sp @ W N e . -



Son of = &

¥

, PR

7

ACDR

anFy?
GAFe
BRFS
BRFE
BRAFC
BRFF
arsg
HEER
BB
RE?
aEag
BEED
WEBA
BEDC
al=7aln
GERE
GERF

BELZ
HELS
GEL?
BELR
G
BELD
BEZA
SE22
BEEX
BEIS
apze
BEZS
BESA
CESDy
HEZF
BEZG
GEZE2
VB2
GEx4
HERT
BEZS
ARZA
BEZD
BE2F
HE42
Agdd
HEMS
BT
B4R

S ::E‘\E:_q‘ c:

GEAF
BES

BES2
RESY
BESS

HEGE

B ===

=4

QBJ-CODE LINEMOD

B2

B3 .
2620
23
2AZCOC
20
CZEL9R
213200
7D

&

zC

57
ZEFF
&2

oz

15

Ceater

DESH
2240uc
Z24RBC
HEE
58 .
ChoEWE
REFF
23
2256p0
BECH
iy

&7
CDOSER
ESFF
23
@Epa
G7

a7
CcoCeas
REFF
2z
225460
BETE
CDCSER
2EFF
2z
G545
CDO48E
BEA0
CDoSaE
IEFF
23
ESER
DEEG
Chi40R

1651
1E5E2
LEEE
1654
41855
156
1857
1553
1859
RS
LEEL
1882
1E83
1654
LESS
K220
1E57¢
LEiag
LEs
1E7E

AETL

15332
1589
Rt
1685
1ea?
1E2S
MR
pAG]
1594
LES2
1823
1694
1635
L55S

e EEE]
. ]
ST 2T

SOURCE~STATEMEMT

STARY B
) IMe B
oLDz: MYT M 28H
. IMx H

LDA  COUNT
[ e SO T
JHZ DL
LWl  H, SEMNSOR
MY Ha L
SUE C
IMR  /
Mo DA
MYI A BFFH

oLD4g STAX B
INK E
e S
JHZ - OLDd

; READ CODE PLUGES OF THE
IM S
SHLD ECSE
SHLD ECns
MWI B,
MoV DB
CHLL STORZ
MWT M. 8FFH
INS H
SHLD STSEM
M1 B, aCaH
RLC
RLC
CRLL STORZ
MWI M, BFFH
M4 H
MWT B, 2haH
RLEC
RLG
CALL STOR2
MYI M BFFH
IMY H
SHLD HRZENM
WYl B, FEH
CARLL ETORZ
MYI o M, BFFH
I H :
MYT - B
CHLL STOR4
A P Y
CHLL ETIORZ2
MYT o M. 3FFH
I H
G AT S =Nt
IMH @EaH
CRLL STDRg
MYI - . BFFH
INS H

C-33

; LOAD STATUS BYTE WITH GOOD

F QECREMENT COUNT
5 IF MOT END OF ARRAY. THEM GO .TO
sHeL = TOF OF SENSOR LISTCSTRORD

sFILL REST OF OLD STRTUS WITH FF

SLDOP THART SETS REST OF ARRAY TO
EC/ S :

JEC: SFECIAL, AND FERIMETER PLUGS
$ INITIALIZE STACK POIMNTER 8T TOP

sE o= 45T EC
s STORE = CHECK CODE PLUG AMD QLD
STORE BEGIMNING OF SENZORS

STERCK ED PAMIC SENSORS

~

L

STORE SEHSOR TYFE SEFPERATOR

STRCK EC. TAMPER SENSORS

“

e

STACK SPECIAL SENSORS

-

3 STACK PERIMETER SEMSORS

JETRCK EC AT FERIMETER SEMSORS

P STACK INTERMAL SEHSORS

OLoi

HEW

FF

OF STARCK

STATUS

Fl

STORE BEGINNIMG OF HOUR STATUS SENSORS

<




FAGE = 3=
DEJ-CODE LINEND, SOURCE~STATEMENT ‘

ADDR

RESC
BRSE
gESa,
GAgsd.
BES?
BELE
GEED
GESH
HeEnsE
BENED
BBESE
GEEF
HEVE
[5]crees

GEvE
BETE
GE7A
GETE
=]zl ot
QETFF
GESn
BES2
BEER
sl=ial

GERC
BREF
QRS
ol iy
GRS
QeSS
jajqei

BRLS
BESE
al=iole

BESD
aESF
BEFRA
aERL
BpER2
GERZ -
BERS
GEHS
GERS
BEHT
T BBRS
BERAS
EERARA
WERE
BEAC,

A
coC4ae

225800

11RGAC
7E

35

z0

57
IEFF
77

ax

15

C2eDEB

ChS e

1606
Leds
aF

A?
ERzane
14
DESA
(oY
FI7
ER2898
14

A
22R0AC
223E8C
DESD

ESFA

21
3D
CRE268B

-
o

17608
1767
1762
175
1718
1744
171z
17412
1714
4745
4748
41747
17412
1742
1726
1721
1722
172X
1784
1725
1728
i17er
4723
L Fed
1¥E9
47z
4732
17Z3
1734
1723
4173

1737
1733
1733
174a
4744
1742
1743
4744
1745
174E
1747
1748
1743
475R
1754,
L7re2
17532
1754
4705
4754
1¥E7T
1758
1vea
176

L]
CE T TR AT =2 A=z

MVYI O B &3H JSTARCK FIRE SENSORS
CALL =TORd .
SHLD SEMBOT JSTORE BOTTOM QF ZENSOR STHRCK
LHI L STEOT ;LORD LIMIT OF STRACK
MY AWE
e L
INR A
MW LR
MWI R BFFH
BOQT: Mo Ma R
N4 H
Do D
JHE BOT JLOOP. THAT SETS THE REST OF ARRAY TO FF
CRLL RERDM s RERD MODE SHWITCHES )
sRERD ID PLUGE
MYl D@
IN &M
MOV LA
HNR A
JFE  RCPL
IR D JAST HALF OF MORD IS 00D PARITY, D = 4
RCP4.: IN S5
Moy H, R
BHE B
JFE RCRP2 '
" IMR D 5 IF 2ND HALF IS ODD D = DA
RCRZ: MO%  FH D
S5TH IDPAR JETORE ID FARITY BIT
SHLD ID JETORE ID CODE
M =it J STORE CORRECT COMBINATION
MOV LA
IM SEH
MW HoA
SHLD CoME | JETORE 42T AND 2MD HRLF OF CoMBO
RET
1 RERD MODE SHITCHESC{SENSOR AMD ALARMD

READM: IM  7&H
SMA
RLC !
tREAD ALARM MODE
AMI  SFEH SMASK IM ALARM MODES
MIY D, R |
MY Ha @ ‘
HRE A s CLEAR ACC
MOV E R |
DRD M |
e
DD H
ALC E
DRD M
ADC  E
DRD  H
ADC E
DCR A
J2  RMi 5 IF SUM OF MODES NOT = 4, MODE = TEST

C-34
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FPRGE = =3I

ADDR OBRJ-CODE LIMEMD
BRAF 27 1784
SEES 4530 17E2
BEEZ TR 1783
BEBR 1F 1L7ed
- GBRRY 57 17ES
17EE

QEES DETO 1FTE?
QEE? 2F 17ss
SEEZ EGBR 17
HEEBF EZEFOR 1L7PR
BERD ZEG4 1771
AERF B2 1772
ARG R24FBC 1773
RECE CR 1774
1779
GECd 14 A77E
BECS 14 ey
BECS 14 1VFE
GRC? 44 177s
AEDS 6F 4Fena
GERs DEDioR 178
BECT 7o 1raz
HECD 23 1723
BECE CDD7EB 1rad
bl a4 1723
BELR2 15 47es
BEDLX CECEe6ER - vave
pEDS C2 1788
1782
. 1788

GEDY DS el
QRDS 4F 1732
gEp2 73 178z
SELA B8E1E 1754
GELM 445790 RS
BEDF EB vas
GEE& EBE 17a?
ABEL CREFGE 1ves
HEE4 23 Lyas
GRES 23 1Eaa
GEES @S MRSIEAR
HEBE? CREGOE 1252
BEER 47, 1263
HEER ?2 1564
BEEC ER 1865
QEED D1 1895
BEEE C9 1867
GREF 23 LEEE
BEFQ 47 1ERD
9EFL VE 1Ea
BEF2 2110608 12t
BEFS 19 a4z
BRFE 77 1843
BEFY 78 188
OEFS EB 1848

(v‘_rﬁ, By A,,ﬂ o
¥
U 1
Tt BT A5 = s
SOURCE-STRTEMENT
k STC ) .
MYI D@
(NEh Moy Bl D
FAR
MO LR
; READ SENSOR MODE
I e
Sl
AMNI = ]
JED RM2 FEF MODES ALL ¥OR DOORS/WMINDOWS: RM2
MYI R.4 JELSE MODE FIREAPANIC
M2 DRA D
STH  MODE J STORE MODES
RET ,
JETOREC: CHECKS FOR CUDE FLUG MISSING
STOR4 : IMR J CHECK & SEMSORS
IMR D
STOR2: IMNR D 3 CHECK 2 SEMSORS
IMR D
STORE: RRG i CARRY EQUALS CODE PLUG PRESENTS
JHC STl JIF CODE FLUG PRESENT, DO HOT ADD TOQ SYSTEM
MOW . HM.B JELEE STORE SENSOR ON STRCK
IS H
CHLL OLDST {ZHECK FOR QLD STRTUS
5T04.: INR B
T =
JME - STORE ;EGD OF LOoF
RET ) ,
; OLDST: CHECK TO SEE IF THERE IS QLD STRATUS PRESENMT
JIF €0, THEM SET HEMN STRTUS = 0OLD STATUS
oLDST: PUSH D FTEMPDORARILY STORE DL E
Moy SR P TEMPORARILY STORE CODE PLUG INPUT
M3 LB JACC = SEMTOR A
MY Bl 82 i
LAl - Dy &TOLD -  LOAD Ot STATUS ARDR
KOHG
OLSTL: CHMP M s LODIK. FOR - SEMSOR 4§
JE oLsTZ $IF FOUMD THEM SET MWEM = DLD\Qj
NS H }
IMY  H JELSE G0 TO MEXT SENSOR IN OLDQSTHTUS
DCR B .
JHZ OLST4 3 IF SEMSOR HOT IH OLD STRCK THEN NO CHRNGE
MY B. R
MW ARG
WOHG
FOP D sRESTORE DVE
RET.
OLETZ2: IHK H JEET STHRTUS = QLD STRTUS
Mo B A
S {RRUI. <Pl o o
LYI  H. 232 .
DED . D
MO MUA
MY G
HDHG

C-35



FRIGE == I3Z<4

ADDR OBJI=CODE LIMEMD
GEFS Dl 1246
BEFR C9, 1847
REFE @4 Rz R
Lo

lefnlv] 1226
L

[sTag=lz] 1822
183%

GoEE pE99 1824
a2

Bede o 18235
1R27

BCld o2 Laze
. a E: -}
Biz oa 1858
182741

o 832
BoL3 6a6a 12232
1834

no4es #e 1235
1824

anle e 18327
1838

@347 63 1825
1843

gCds aa 1844,
1842

acdis aa 15473
St

BCLR 00 1845
1848

GClE ea 1247
18dm

RCLC an DR
anih a9 1558
BoiE @3 RRIh S
@CiF 64 1852
BCEE [ 1853
a2l ea 25
AES5

pLe: &e LESE
) 1857
woEx @Q 1858
1255

AEER

S Q=T
G624 6@ RE
‘ 12E

R =1
acEs 8a 1855
RR=T
acze ag 18a7
‘ ‘ LEEE
RC2? 66 132
1@?9

'
CF e BT b WIS W

SOLURCE-STATEMENT ‘

}:‘
L
:

FOF D
RET
ENDPRG: MOP
sLIST OF VYARIABLES
IRG aceas
i PROGREM 2TACK
SK: D= 14
s LAST KEY IMPUT
RoOLD: Do <l
JKEY COUNT (COMEBIMATION QK IF COUMT > 3%
KEYCHMT: DB ]
JFLAG FOR JAMMIMNG <68 = NO ALARM YET. NOT @ = ALARM RLEEADNY>
FJIAM: LE 5]
3 TIME COUMTER. INCREMENTED EVERY CLOCK PULSE .
TOMT: &= 13 -
 SECOND TIMER., MORD COMTRIMIMG SECCOMD COUNT
i IMNCREMENTED EVERY 64 TONT IMNCREMENTS
TIME: Lo @
3 TRMFER EWMAELE: IF SET TAMPER 1S EMABLED
FTAMP: DR e
sFLAS TELLING WHICH STATE OF HAMDSHAEKECL = COMFIRM 1, 2 = CONFIRM 2>
MERM ]3] 5]
; CENSORS PARMED FLAGE = DISARMED, 4 = REMED?
FRME . (K] @
SETEM: FLAG SET MHEN TAMPER
FTaM: DE o
;s TEMPORERY STORFAGE OF INTRUSIOM ERROE CODE DURIMG 25 SEC MWARMING
CET: DE 15
i TROUBLE BITYE = MO TROUELE. FF = TROUELE IM SYSTEMD
TIEIT: DB @
s POWER LIME RECEIVER MESSAGE MESSAGE ERROR COINT
ERRCMT: DB g
s BUFFER FOR POMER LINE RECEIVER SERIAL DRTRH
RHMEZS: LR o] JPARITY BIT

REHESSL: DB 3 TDOCLOMERD i
RMESER: DR s I0 DETHE ; e
RMESSZ: LR

3 SUE TWRE N

PTYRE

3 1D CURFERD :
IMGICHTE THRT THE FROCESSCR IS WAITING TO TRANSMIT ON' MODEM

RMESSd: DB
RMESSS: DR
FFLAG TOUMT T
FMTR: [E
JRECEIVER DATH READY FLAG: SET IF RECEIVER MESIZAGE IS FPRESENT

FREC: els <}

JFLAG IMDICATIMNG THAT TRAMSMISZION CM MODEM AS QCCURED EN
FAND ALL OTHER MESSAGES oM MODEM RRE TO BE IGHORED

FUMTIL CRRRIER LIGHT HASZ GOME GUT

MTERD: DB | @

FELARM EYTECTRANSHMITTED O MODEMY

JEITS g=4 = SPECIAL: THMFER, IMTRUSION. FEBNIC, FIRE

ALARM: DB &

JHLARM IM FROGRESS ENTECSAME BITS ®AS ALARM: >

FLF: o DR 1

s ALARM IW PROGEESS WPDRTEJUZED BY GEMERAL ALARM ROUT, , SAME AS BLRRM: >
FHEL: DR 5] .

s TIMER FLAGS, & = TIMER MOT OH, ELSE NOT % = TIMER &N

)

=)
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(]

HCZC

1

‘ @R
BC3E

o

I}
=5 ST BT A = s A

QEJ-CODE LIMEND SOURCE-STATEMEMT

oa

GnEn

aaee |

an
Ba
@a
olc iy
ag
ol
ajg)

aig
@

s

@
aa

jalainio]
I5]a15]E]

HEB0

4874 FTRCS: DB @ . : JACCESS TIMER .
LEFTE FTOODE: DE 5] JEC B SEC HAMDSHAKE TIMER
1E7E FTDISR: DE & s PRMEL DISFLAY TIMER

av4 FIFIRE: DE |5} JFIRE mLARM TIMER

1875 FTEEL: DE a ; LOCAL RLAENM TIMER
1878 FTALT: DB 5] JLOCAL ALERT TIMER
1977 5 SFERIAL LOCAL ALERT COUMTER

1872 SALCHT: OB 5

1299 ; ORIGIMAL LOCAL ALERT COUMTER

4838 & IMRICATES WHAT TYFE OF ALERT (ARMING MARNING, SFPECIAL, OR INTRUSION WRRNINGY

1S9 FRLOMT: OB A

o=z s GEMERAL LOCAL ALERT COUMTER

4222 ALCNT: DB [l

de24  COUMTER FOR MO, OF TIMES A COMFIRM MESSAGE AS BEEM REPERTED
1225 REP: DE 5]

4828  OUTRUT ALARM AMD 140 BYTE: STORES STATE OF HARDWARE FLHGS

JBIT 8 = Z4, MODEM & FOMER LIME IMTERFACE
* )‘E;IT 1 =3 25‘ 1" " 1 " "
228 BIT 2 = BELL ALARM
ig2@ ;BIT X = FIRE ALARM BIT FOR ALERT
122 G BIT 4 = TURN OM ALERT
1222 (BIT § = ACCESS LIGHT
133% JBIT & = ARMED LIGHT
1254 G BIT 7 = 28, RECIEVER AIND TRAMSMIT CLOCK CONTROLC4=TRANS, 8=REC)

1225 QUTAL: DB o

1898 CURRENT INPUT COMBO
1837 CURKEY': W =

1828 ; CURRENT EC COMBIMATION

\

1839 COMEBEC: DM |

1268  BITS OF THE TYFE., SUE TYPE, AND ID DATH FIELDS OF THE LAST RECIEVED MESSAGE
1964 THPE: DE [ SBITS 8-3 = TYPE FIELD

1982 SUET: e } JEITS @, 4. = SUB TYPE FIELD

1282 I0DATAH: DE 3] s BITS @-3 = ID DRATA FIELD

1oad  STORES THE LAST STATE OF CLAOCK
1995 INTF: DE e

1305 5 STORES OLD ARM BUTTOM POSITION
RY ORBEOLD: DB o]

s TEMPIORARY STORFSE OF A8 COUMTER
COUMNT . DE £

& ID CODE FARITY BIT

121d IDPER: . DE &

132 5 10 CODE (RERD FROM CODE FLUGS)

194 ID: DE &
1244 10H: DR c]

4245 ; CORRECT COMEQ

1248 DOME: DE 2] 3 3RD AHD 4TH DIGITS
4317 COMEH: DE . 8 P AET AMD 2D DIGITS
1218 ; CODE WORD FOR ENCODING EC COMEINATICN

1oLy CODE: DE &

120 & JAMMING TIMER

1924 TJIAM: i 5]

1222 35 MIMUTE TIMERCFOR UPDRTIMNG SEMSOR STATED
1223 MINS: D sl

15924 HOUR TIMERCFOR URPDRTIMNG STRTUS?

1225 HOUR: "CW- &
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FARGE =
FADDR. OBJ-CODE LINEND,

aLds
ac4A
jaint Ing

AC4E

acsA

Qooe
arsd
ACSF
BesL
a2
RACES

oLe?

jalas-is
acen

aCEd
PCCE

‘

acer

acDe

83,
alo]eio)
uluialz)

Bg.

212

e0wo
2a

e

@000
@000
@600
oo

cal:)
@00
080
eaGa

alalalo
talalelo]

lo

%15}
2a

=

CAgze

1927
1928
1229
1936
14534
49z22
19%z
1924
1935
189324
1237
1932
48938
1840
1944
1942
1243
1944
1945
1846
1947
1.943
1542
1956
1951
1952
1953
1954
1935
1958
1857
1958
1552
4.858
1961
18562
1983
1964
12385
L9Es
1967
1965
1262
1878
1274
1872
1973

- -

i
.
Vet ET . bs S S

SOURCE-STATEMENT J

i

[

JFIRE BELL FLAG <@ -~ FIRE BELL ONs 4 = OFF)
FIRBEL: DB 5] : .

JBEGINNIMG POINTER FOR EC HANDSHRKE STACKCTOP OF QUEUER

ECSS: DY 5

; FRESENT EC STHCK FOIMTER

ECS5P: D @

s FLAG FOR DETERMIMIMNG TO HRMDSHAKE W/ OR WAC ARMING <B8=NO RARMING, 1=ARM>

e DE 3

3 ALARM AMD SEMSOR MODE EYTE

JBITS B-2 = SENZOR MODE = ALL, EXTERMAL, FIRE/PANIC

JBITS 3~7 = ALARM MOLE = REMOTE, LOC/REMOTE. LOC ALARM, LOC ALERT., TEST

MODE : e & ,

JTROUBLE INDICATOR STHCK FOINTER !

3 BFTER STACKIMG A TI CODE, TISP IS SET TO POINT AT THE TOP OF THE STRACK
TISF; Dby ol !

JPOMER BIT: SET FOR IMIATIAL POMER UP

FROW: DE s}

3 RUN=ZWHITCH~0OM BIT:  SET MHEN FUM SHMITCH IS ALREADY OM WHEN POWERING UP
FRUN: DE =}

JPOINTS TG BEGINNING OF SENSORS WITH STARTUS MESSRGES

HRSEH: DM @

; POIMTER FOR TOR OF SEMSORSCHAQT IMCLUDING EC HAMDSHARKE SENSORS)

STZEHM:  Di 5]

JEQTTOM OF SENSCORS

SEMNEOT: DM G

3TISO: STORES ERROR CODE IM QUTPUT FORT 46H

TIGMO: DE ¢}

; TIMERS, HOLDS TIMECSECONDS) WHEM TIMER EXFIRES

TEEL ¢ Dt [ s LOCAL ALARM, 5 MIN

THLT; DI @ s LOCAL ALERT, 5 SEC # (SALCNT OR ALCHTY
THROC: &IT] @ . J ACCESS TIMER, 29 SEC

TCODE: DN <] JEC 2 ZEC HANDSHAKE ERRDR CHECK
TOISP: W @ ; DISPLAY, ZASEC

TFIRE: DM ] SFIRE ALARM. S5 MIN

3 TEMFORARY STORAGE OF OLD STATUS BNYTES

STOLD: D= L

s TOR OF SENSOR LIST

: MOTE-~~GROUP NF SENSORSCE, C. FAMIC, TRMPER. SFPECIAL. PERIMETER. .
) INTERNAL., AHD FIREY RRE SEFERATED BY R SEFERATOR BYTE = FF HEX
SEMEOR: DS 29 '

STEOT: DE @ ;EOTTOM OF SENSORS

s TOF OF LIST OF STATUS BYTESCOORE MORD FOR ECY OF SENSORS

STATUS: DS 29

JENTE BEFORE TI STRCK
TISTH: DB 8
JTOP OF TROUBLE IMDICATOR STACKCERROR CODES>
TIST: DE . ©
END
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RODW F'M
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MaGE
RLEEL
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KEY
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REFLZ
MTRAMA
CLOCK2
TR4
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RM2
ST0L
ENDERG
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VERM
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CTAMP
cTE
CTd
cTe
STl
CKTIM
RT2

S THF
SHRL
SHFg
SARM
ERRECL
TISUGE
TIERREL
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ABX
RECDAT
RD&
CSEM
GRRS
BRRE
MaGRL
HLC
MRS
oL
DECODR
RER
I0POLL
I0FR
REQPF
REFLZ
MTRHAM
TRANS
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RLP2
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Sk
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TIERRZ
ARMEUT
HEst
Rl
RO
CSENL
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MEGES
RI=f=1
MASKZ
CS
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o
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REFL4
CLOCK
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FERDCF
CLbed
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STORE
oLsTL
KoLe
TIME
FT=M
RMESS
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MTEND
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FTEEL
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COMEED
INTF
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HEREN
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TLYSP
ETROT
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