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ABSTRACT 

This document is a report of the hardware and software develop­

ment effort for the Burglar Alarm System program funded by The 

Aerospace Corporation through a prima;ry contract with the Law 

Enforcement Assistance Administration. The purpose of thls 

effort was to develop all of the Burglar Alarm System components 

which were previously identified and spec ified as a result of the 

Systems Design Phase conducted earlier. A report on this earlier 

phase of the program is given as Report Number E-227 entitled 

"Burglar Alarm System Phase I Report, It dated September 1975 

by GTE Sylvania, Mountain View, California. The hardware 

subsequently developed and c.ielivered conformed with all of the 

requirements and specifications as stipulated in the referenced 

report. 
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CHAPTER I. INTRODUCTION 

This document is a report of the hardware and software development effort for 

the Burglar Alarm System program funded by the Aerospace Corporation under 

Contract Number 44368-V. The Aerospace Corporation in turn is under prime contract 

to the Law Enforcement Assistance Administration. This report fully defines all 

of the development effort which was subsequently undertaken after the Phase I Systems 

Design of the Burglar Alarm System program. Fully described in this report is the 

hardware and software development. 

Chapter II is an Executive Summary'of the results of the development effort. 

It is followed by Chapter III which fully describes the overall BAS system, its instal­

lation, operation, and the hardware details of each of the individual SUbsystems. 

Chapter IV describes in detail the software required to support the BAS system 

design. Software is resident in three of the BAS subsystems, namely the central 

processor, the entrance control, and the central station. Chapter V provides 

conclusions and recommendations as a result of the completion of the BAS program. 

Subsystems schematic diagrams and parts lists are given in Appendix A, while 

Appendix B provides flow charts for all of the system software and Appendix C 

provides a program listing for that same software . 
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CHAPTER II. EXECUTIVE SUMMARY 

Specifications and requirements for the Burglar Alarm System were fully developed 

and documented during the system design phase of the BAS effort, and are recorded 

in Report Number E-277; entitled "Burglar Alarm System Phase I Report," dated 

September 1975 by GTE Sylvania, Mountain View, California. The hardware developed 

during this phase of the BAS program fully conforms to those requirements and 

spec ifications. 

The BAS is composed primarily of six subsystems, i. e., the central processor, 

the entrance control, the sensor-transmitter, the external interface, the central 

station, and the local alarm. As its name implies, the primary purpose of the central 

processor is to provide the overall logic for the operation of the BAS. The processor' 

represents the prime interface with the user. It allows the user to set in various 

operating modes, to change his four-digit combination which is used to access the 

BAS, and also provides a two-digit LED display of any trouble that has occurred in 

the system. It receives digital data which is transmitted over the power lines and 

subsequently, operates on it appropriately. The central processor also provides an 

interface to a remote monitor:ing facility via the external interface module. 

The purpose of the entrance control subsystem is to preclude false alarms commonly 

generated by the user himself, i. e., walking into an armed system. The user may 

only gain entrance to his residence by punching in a predetermined four-digit code 

on a keyboard located on the outside of the residence. This data is then transmitted 

back to the central processor where it is decoded and compared with the preselected 

four-digit combination. If the proper combination was used, the central processor 

will disarm the system and send a signal back over the power lines to the entrance 

control to release the electric door strike at the front door. Fllrthermore, this 

provides the user with a simple keyless way to gain entry to the residence. In addition, 

the combination can be easily changed at the central processor. The entrance control 

also provides various other functions, i. e., arming of the system, sensing the door 

position at the entrance control, and also provides panic switches to allow the user to 

activate the alarm at the front door. There is also a tamper switch located at the 

keyboard which will sound an alarm if anyone attempts to remove the keyboard. 
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Chapter II (Continued) 

The sensor-transmitter's purpose is to provide the user with ease of installation. 

The user simply installs the sensor and runs a two-conductor wire to the nearest wall 

outlet where a sensor-transmitter is plugged in. The sensor-transmitter then transmits 

secure or alarm messages as the sensor switch is opened and closed. These signals 

are transmitted over the power lines to the central processor where appropriate action 

is taken. The sensor transmitters also transmit periodic status messages to allow 

the central processor to keep track of their proper operation. Each sensor-transmitter 

is uniquely identified in three ways: encoded on its digital transmiss ion is the identity 

of the user himself, the type of sensor that it is, i. e., external, internal, fire, special, 

etc., and the identity of the specific sensor of a given type. The coding provides 

up to 16 unique identities for each type of sensor. The coding is easily established by 

the user simply through the insertion of code plugs inside the sensor-transmitters. 

Each sensor-transmitter accepts three code plugs to establish the above identifications. 

As its name implies, the external interface interfaces the central processor to 

a remote monitoring site, such as a central alarm station. The external interface 

itself is simply a 600 baud full duplex modem which allows signals to be transmitted 

over telephone 11nes. Additionally, signals initiated from the central monitoring 

point are passed through the external interface and into the central processor. 

Located at the other end of the telephone line is the central station monitor. 

The monitor developed for the BAS will accept signals from two separate BAS systems, 

since this is the total amount developed under this contract. The primary purpose 

of this central station monitor is to demonstrate feasibility of communicating with 

the central processors. When an alarm occurs and the processor is set in an external 

alarm mode, a digital signal is automatically transmitted back to the central station 

where it is decoded and the appropriate alarm light is displayed. Five types of alarms 

can be generated from each of the BAS's. They are fire, panic, intrus ion, tamper, 

and special. In addition, the central station can interrogate each of the two systems 

to determine their status. An interrogation message is initiated to the selected BAS 

whereupon the appropriate BAS will respond with the appropriate status information. 

The local alarm subsystem simply consists of a 10-inch bell located within a 

steel housing which is protected by two tamper switches. One tamp'er switch detects 

the opening of the bell box enclosure while the other tamper switch detects if any 

attempt is being made to dismount the entire system from its mounting surface. 
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Chapter II (Continued) 

It was not the intent of this development effort to finalize a product, but rather 

to demonstrate feasibility of the BAS concept. It was determined relatively early 

in the program that microprocessors would be used to implement the required system 

logic. At that time microprocessors started to appear on the market which were 

complete one-chip microprocessors with on-board clock, ROM, RAM, CPU, etc • 

These microprocessors can be sold at the present for less than $10 in reasonable 

quantities. It is projected that these same microprocessors or second generation 

single chip microprocessors will be available in the relatively near future in the two 

to three dollar range. This allows the system logic to be very sophisticated and 

yet can .)Je implemented at a very low price. The microprocessor selected for 

developing the feasibility BAS systems was the INTEL 8080. The reason for its 

selection was basically two-fold: (1) it allows the use of external reprogrammable 

PROMs which allows flexibility during the development cycle since software can be 

easily changed and (2) the INTEL 8080 enjoys much software and hardware support. 

The negative side of using the INTEL 8080 is the fact that it needs a three voltage, 

well regulated power supply, as well as many support chips. This means that the 

feasibility models in no way reflect reduced sizes which will be achieved when a 

single chip microprocessor is employed in the design. Additionally, the power line 

transmitters and receivers were implemented in the feasibility models in terms of 

discrete circuitry. Additional cost and space savings will be achieved when the 

power line communications undergoes large scale integration. The entire BAS 

would, then, be very small and inexpensive yet would still provide many sophisticated 

functions to the user. 
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CHAPTER III. BAS HARDWARE DEVELOPMENT 

3.1 BAS DESCRIPTION, INSTALLATION AND OPERATION 

The purpose of this section is to provide an overall description of the developed 

BAS configuration. This' section will define the interface between the varLous sub­

systems and between the system and the user. Design details of each of the subsystems 

are given in subsequent sections. An artist's concept of the overall system is shown 

in Figure 3-1. Shown in the lower right hand portion of the illustration is the processor 

which is central to the entire system. As its name implies, it processes information 

received from all of the sensor transmitter units and the entrance control unit and 

controls the modes of operation of the system. The panel layout, illustrated in 

Figure 3-1, is only functional and is in reality configured as a result of the human 

engineering effort with GVO Incorporated. 

In order to eliminate a major portion of the system wiring and its associated 

expense, sensors installed throughout the house may simply be wired to the nearest 

wall outlet where a sensor-transmitter is inserted into the outlet. The sensor-trans­

mitter, upon receiving an alarm condition from the sensor, will format a speCific 

alarm message and relay this message via the power lines to the processo;r. The 

processor will then initiate the appropriate action depending upon the setting of the 

operating mode switches. 

The purpose of the entrance control is to preclude false alarms caused by care­

lessness on the part of the user. The majority of false alarms are caused simply 

by the user's failing to disarm the system prior to entry. The entrance control 

consists of a keyboard installed on the outside door jamb. In order to enter the 

premises, the user must punch in his previously selected four-digit code which is 

transmitted via the power lines to the processor. If the code is valid, the processor 

will disarm the system and send a strike release signal back to the door to allow the 

user to enter. 

There are three basic alarm mechanisms which the processor may initiate. 

The first of these is the sounding of a local alert signal which is incorporated into 

the processor and there can also be an optional local alert module. ThLs module is 

illustrated in the upper right hand corner of Figure 3-1. It is used to alert the user 

of an intruSion or a fire condition while he is located within the house. 

3-1 
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3.1 (Continued) 

The second alarm mode available is that of initiating the loud local alarm, i. e. , 

the bell. This sounding device is hardwired from the processor to the sounding device's 

external location. 

The third alarm alternative is that of initiating a signal which can be monitored 

at a central monitoring facility. This requ.ires an optional external interface module 

whIch interfaces the processor to the telephone lines. 

The following paragraphs describe the sys tem operation in detail. It should be 

noted that the description is centered around a fully configured BAS system, i. e. , 

aU of the capabilities of the system will be described. It should be further noted that 

manufacturers of BAS are not forced to configure the system with all of the available 

functions. The reason he may not do this is to save costs on peripheral equipment 

required, sLlCll1 as switches, indicator lights, etc. These functions, however, will 

be available on production developed chip whether a manufacturer chooses to fully utilize 

its capabilities or not. 

,3. 1. 1 Message Formatting 

The BAS system utilizes a digital FSK signal for intrasystems communications. 

Figure 3-2 shows the primary BAS message structure. The first fourteen bits are 

used as a preamble to establish bit synchronization. Eight bits are used at the beginning 

and end of the message bits to uniquely identify a particular user. 

Sixteen bits were statistically selected for this identification based upon the number 

of users which may share the same secondary of a power distribution system. The 

first four bits following the first eight bits of the user identification code are used as 

the "type" field. The type field identifies which one of four possible entrance controls 

a signal is coming from or going to and also establishes whether a sensor transmitter 

is performing a perimeter, internal, fire, tamper, panic, or special sensor function. 

Following the four-bit type field is a two-bit "subtype" field. The subtype Held 

indicates the nature of the message being transmitted to and from entrance controls 

and sensor transmitters. The nature of these messages will be explained later in 

this subsection. The two-bit subtype field is then followed by a four-bit Tn/data 

3-3 



SUB 
PREAMBLE USER I.D. TYPE TYPE I.D. DATA USER I.D. PARITY 

14 BITS 8 BITS 

r--------F-U-N-C-TI-O-N--------C-O-D-E-=======::=~ C~ 
FUNCTION CODE 

ARMING/DISARMING E.C. NO.1 
ARMING/DiSARMING EoC. NO.2 
ARMING/pISARMING E.C. NO.3 
ARMING/DISARMING E.C. NO 4 

ARMING/DISARMING E.C. NO.1 
ARMING/pISARMING E.C. NO.2 
ARMING/DISARMING E.C. NO.3 
ARMING/DISARMING E.C. NO.4 

PERIMETER SENSOR** 

INTERNAL SENSOR 

FIRE SENSOR 

E.C. TAMPER SENSOR 

E.C. PANIC SENSOR 

SPECIAL SENSOR 

LOCAL ALERT 

* I.D./DATA FIELD NOT USED 

1000 ~ REQUEST ARM 
1001 ~ CONFIRM NO.1 
1010 CONFIRl'A NO.2 
1011 COMBINATION 

0000 ~DATANO.l 
0001 ~ DATA NO.2 
0010 - OK 
0011-STRIKE RELEASE 

0100 AlARM 

1101 

1100 

0111 

SECURE 
STATUS 
STATUS 

11* 
10 - 1ST HALF OF CODE WORD XXXX 
01 - 2ND HALF OF CODE WORD XXXX 
00 - ENCODED BCD DIGIT XXXX 

01 - 1ST HALF OF CODE WORD 
10 - 2ND HALF OF CODE WORD 

.11 A'- NO TROUBLE 
00 / L TROUBLE 

00 l5ENSOR NO.1 TO 16 
01 
10 
11 

XXXX 
XXXX 
0000 
1111 
X Xxx 

1110 ------T- FIRE (MESSAGE A) 00 
L... INTRUSION (MESSAGE B) 01' 

**PERIMETERSENSORS NO. 12, 13, 14, & lSAREE.C. DOORS NO.l,2,3, &4 RESPECTIVELY 

Figure 3-2. BAS Message Format 

__- '" .. ,. ... --. - III - III -,. '!I'. - ... ~ .... 
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3.1.1 (Continued) 

field which is used by a sensor-transmitter to uniquely identify that particular trans­

mitter and is used by the entrance control and processor for the tr.ansmission of a 

four-bit data word. This m/data field is then followed by 'the remaining eight bits 

of the user idl'mtification code which in turn is followed by a parity bit for a total of 

41 bits. 

3.1.2 Installation 

The majority of the BAS installation is extremely simple and can be done by the 

user himself. Sensor-transmitters are simply located at the wall outlet which is 

closest to the point at which the sensor is installed. The processor is plugged into 

a convenient location, such as a position near to where the bell will be mounted and/or 

near a telephone jack. The most difficult part of the installa~ion consists of installing' 

the entrance control and the alarm bell. In order to install the entrance control, 

it is only necessary that a single one-half inch diameter hole be drnIed through the 

door jamb over which a keyboard will be surface mounted. The cable from the key­

board is inserted through the hole and interconnected to an electronic paolrq,ge which 

is surface mounted at the other end of the hole through the door jamb. The electronics 

housing contains an electric strike, a recessed arming switch at its edge, two panic 

buttons and a magnetic reed switch for sens ing the door's position. A mating module, 

which contains a spring loaded bolt, is also surface mounted at the back side of the 

door. A multi-conductor cable is then run from the electronics housing to a unit 

which plugs into the nearest wall outlet. 

Installing the bell simply consists of running a four-conductor cable from the 

processor to the bell's location. The bell box is surface mounted on, an external wall 

of the house. Manufacturers configuring the system for apartment use may elect to 

incorporate the local alarm sounding device into the processor box to further ease 

installation and cost. If an optional external interface is desired, it only requires 

a cable to be run from the processor to the external interface module and from the 

interface module to a telephone ja{)k. The vast majority of users can easily install 

the system themselves or they may elect to get the services of a professional installer. 

Because of the ease in wh.ich the system is installed, a professional installer could 

easily install the system within one, or at the most, two hours depending upon the 

number of sensors used in the system. 
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3.1. 2 (Continued) 

The fonowing paragraphs will deal with the system in its operational use. These 

will be discussed in a chronolbgical sequence and features of the system will be pointed 

out as the user goes through the operating sequence. 

3.1.3 Initialization and C()de Plug Insertion 

When the user gets ready to put his system into operation, he opens the processor 

and sees what is illustrated in Figure 3-3, which is a photograph of the feasibility 

model. There is a series of dual in-line package code plugs as shown in the photograph, 

and a start/run switch. The rows of code plugs marked !1external," "internal, !1 !1fire,!1 

!1special!1 and "entrance!1 are all inserted into their sockets when the system is delivered. 

The user ID code plugs are supplied in a separate plastic bag and one of these is 

inserted into the two receptacles entitled "user ID." In order to establish the coding 

of a particular transmitter, it is necessary to plug three plugs into the sensor-trans­

mitter itself. 

Two of these plugs are user ill code plugs and the other plug is one which is 

extracted from the processor. If for instance the sensor-transmitter would be used 

to monitor a magnetic switch on the back door, then the code plug number one under 

the "external" column would be extracted from the processor and plugged into the 

sensor-transmitter at that location. Through the absence of that code plug, the 

processor then knows that it must keep status of an external sensor number one. 

These cod17 plugs establish the sensor transmitter's unique identity and its function. 

When the user installs the code plug in each transmitter, he makes a note as to the 

numerical identification of each of the transmitters, i. e., whether it is one, two, three, 

four, etc. This will allow him at a later date to properly interpret the trouble identi­

fication code which is displayed on a two-digit code display located on the processor 

front panel. The trouble indicator will indicate the number of the particular sensor­

transmitter which is causing trouble or will give a code indicating other trouble in 

the system. A list of these trouble codes is given in Table 3-1. 

After each of the system sensor-transmitters and entrance control modules 

has received its code plugs, the system is ready to be brought into operation. This 

is done simply by placing the start/run switch into the start position and plugging 

the processor into the nearest ac outlet. This initializes the logic of the system and 

sets RAM memory to zero. In order to make the system fully operational, then, it 
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Table 3-1. Trouble Indication and User/System Error Codes 

Code 

Sensor Trouble or Alarm Codes 

Sensor- Transmitter Identification 

0~ - * EXTERNAL SENSOR # ~. 
02 - * EXTERNAL SENSOR # 2 
03 - * EXTERNAL SENSOR # 3 
04 - * EXTERNAL SENSOR # 4 
13 - :+: ENTRANCE CONTROL # ~ DOOR 
:1,4 - * EtHF.:ANCE COHTROL # 2 DO(IR 
~7 - :+: INTERNAL SENSOR # ~ 
18 - :+: INTERNAL SENSOR # 2 
19 - :+: INTERNAL SENSOR # 3 
20 - :+: INTERNAL SENSOR # 4 
33 - * FIRE SENSOR # ~ 
34 - * FIRE SENSOR # 2 
35 - * FIRE SENSOR # 3 
36 - :+: FIRE SENSOR # 4 
49 - :+: SPECIAL SENSOR # ~. 
50 - :+: SPECIAL SENSOR # 2 
6~i - :+: aHRf=tt·K:E cOt·rrF":OL # 1 PtiH I C 
66 - :+: ENTRANCE CONTROL # 2 PRNIC 
69 - * ENT~:AtK:E CotHHOL # ~ Tfil"iPEf~: 
?13 - * ENTF~ANCE COtoJTF.:OL # 2 TFII"IF'Er.;: 
7]: - :+: F'F.:OCES::;:OF: O~: BELL Ttil'lPEI":-
74 - :+: JAMMING DETECTOR FOR EITHER POWE~ LINE OR MODEM 

(INTERNAL SENSOR ALREADY IN PROCESSOR) 
:+: NOTE: - FLASHING DIGIT DISPLAY INDICATES AN ALARM 

- STEADY DIGIT DISPLAY INDICATES A NON-REPORTING 
SENSOF.: OR A SEt·60F:: LEFT 1 t·J THE ALfll':I'l STliTE 

User/System Error Codes 

Code Condition 

:::0 - CAUTICIr'J .. , FfIILUI':E IN EtHF.:ANCE CCII'-rrI":OL # i CCWINUNICATION 
8~ - CAUTION - FAILURE IN ENT~ANCE CONTROL # 2 COMNUNICATION 
84 - ARMING ABORTED - SYSTEM WILL NOT ARM FROM PROCESSOR 

(ONLY AT AN ENTRANCE CONTROL) IN 
LOCAL ALARM. LOCAL/REMOTE. OR REMOTE 
t'1CIDES 

85 - CAUTION - SYSTEN ARMED FRON PROCESSOR IN TEST OR 
LOCAL ALERT MODES 

86 - CAUTION - POWER LINE OR MODEM RECEIVER PARITY ERROR OR 
SENSORS REPORTING WHICH ARE NOT RECOGNIZED BY 
THE ::;:'T'STEI'l (CODE PLUGS i=tr;':E ST I LL I N PF.:OCESSOF~) 

87 - CAUTION - POWER HAS BEEN RESTORED 
:::::: _. CAUT I ON - S','STEI'l ARt'lE[:' FF~Ot'1 Fit,~ Et·HF::ANCE CONTF.:Ol. r N 

LOCAL t=ILEF~T IKI[)E 
:::9 - AF.:t'" I NO ABOF.:TED - S'T'STEt'1 ~'J I LL NOT ii F;': 1'1 FPot'l fiN Et-HHtitK:E 

CONTROL IN FIRE/PANICI TEST, OR hSCESS MODES 
.3-8 
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3. 1. 3 (Continued) 

is only necessary to place the start/run switch in the 111.n position. Next, the user 

simply plugs in his two "combination" code plugs which establishs the four-digit combi­

nation to be used at the keyboards. The processor box is then clos~d and the system 

is operational • 

3.1.4 Access Mode and Mode Selector 

After the system has been put into operation through the above steps, the user 

may select any mode of operation he desires. Any changes of the processor setting 

must be preceded by the user punching in his four-digit code at the processor front 

panel. When he does this, the processor goes into wh~r is termed an "access" state. 

The first thing that this state does is disarm the syster.ll, if it is armed. The length 

of period for the access state is dependent upon two things, one is a sixty-second 

timer and the other is whether the tamper switch on the processor cover is in a 

secure pos ition~ The access period allows the user to open the cover of the processor::' 

without causing a tamper alarm. The last of those two events, the 60-second timer 

or the closing of the front panel, will cause the system to go out of the access mode; 

an indicator light on the front panel indicates to the user whether or not he is in the 

access mode. This light is illustrated in Figure 3-4 which is a photograph of the 

processor front panel. By pu.shing in his four-digit code, the user may then reset 

his code by opening the front panel and changing the combination code plugs or he may 

temporarily disable all of the tamper switches in the BAS system. The user may 

also shut the entire system down by disconnecting ac power. The mode selection 

switches will only be read by the processor Idgic at the termination of the access 

period. Any subsequent change in the position of the mode selection switch will 

not change the operating mode of the processor. Tn order to change that mode, 

it is necessary for the user to punch in his four-digit code prior to setting the 

switches. 

LED indica.tors display the mode of operation of the processor in the event that 

the switch positions have been chang-en. These indicating LED's can be illuminated 

by pushing the ttlliuminate Trouble Indicatortt button without punching in the four-
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3.1.4 (Continued) 

digit code. Also indicated at this time is the numerical indication of any trouble that 

exists j,n the system. If the four":'digit code is punched in and then the "Uluminate . 

Trouble Indicator lt button is depressed, the system will be armed and an indication 

of that arm state will be given through another LED indicator above the button • 

The two mode switches allow the user a high degree of flexibility in the way he 

uses the system. A three position sensor mode switch allows him to select three 

different modes for monitoring sensors. The panic and fire sensors are be.ing 

monitored in all three modes of operation even when the system is not armed. By 

placing the sensor mode switch in position number two, the door and window sensors, 

i. e., perimeter sensors, are added to the panic and fire sensors. These sensors, 

however, are only monitored when the system is armed. By placing the sensor mode 

switch in position number three, all of the sensors in a residence are monitored 

including the internal sensors such as switch mats, volumetric devices, etc. Again, 

these burglary sensors are only monitored when the system is armed. 

The alarm mode switch allows the user five different alarm reporting schemes. 

In position number one, alarm indications are only given via the local alert and a 

test light on the front panel; this allows the user to test all of the various sensors 

in the system. In position number two, only the local alert is sounded; in position 

three, only the local alarm, that is the loud sounding device, is actuated; in position 

four, both the sounding device and the signal sent to a remote monitoring station is 

initiated. This remote flmction, of course, can only be used if the user has elected 

the optional external interface module. In position five, only a silent alarm signal 

is sent to the central monitoring station • 

3. 1. 5 System Arming 

The BAS system can be armed at two locations - at the front panel of the processor 

or the entrance control. If an entrance control is incorporated into the system and 
'. 

the system is armed at the front panel, the logic in the processor precludes arming 

of the system in any of the external alarm modes, i. e., alarm mode switch positions 

three, four and five. This is done in order to preclude false alarms. A system with 

all entrance control would normally only be armed from the processor front panel for 

protection of the individual while he is within the residence. If, for instance, he 
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3.1.5 (Continued) 

wanted to monitor all of his sensors during the evening hours, he would place the sensor 

mode switch into position three (all) and his alarm l'node switch in position two (local 

alert). He would then punch in his combination and activate the arm switch. Each 

time one of the sensors is activated, the local alert will sound. The user then has 

the option of investigating the source of the alarm and/or to activate a panic button, 

which will cause a local alarm to be actuated. Not allowing the user to arm the system 

in any external alarm mode from the processor front panel will negate the possibility 

of members of the household inadvertently setting off false alarms as they move about 

within the residence. 

When an entrance control is incorporated into the BAS system, the uSer may arm 

the system at the front door. He accomplishes this by opening the door and exposing 

the recessed button located on the edge of the electronic package of the entrance control 

which is surface mounted on the door jamb. He simply presses the button and closes 

the door behind him. He then glances at the LED display on the keyboard to get a 

20 second indication of whether the system has successfully armed. A successful 

arming sequence is indicated by a steady glow of the LED indicator for a 20 second 

period. If there is trouble within the system, the LED indicator will blink, alerting 

the user to this fact. Trouble will be indicated if, for instance, any of the intrusion 

sensors have been activated, such as an open protected door. The user, upon seeing 

the blinking LED indicator, may still elect to leave and if he does so, the processor 

will arm all of the non-activated sensors. The processor will not monitor any of the 

sensors indicating trouble. If the user, on the other hand, wishes to correct the 

trouble, he simply punches in his four-digit access code at the front door which will 

allow him to reenter and go to the processor to determine the source of the trouble. 

In order to do this, all he has to do is to push the "lliuminate Trouble Indicator" 

button and the numerical representation of the offending sensor or condition will 

be displayed on the two-digit LED display. If there are multiple troubles, they 

will be sequentially displayed each time the button is pushed. The user may then 

take corrective action, such as closing the rear door. A trouble indication will 

also be given if the user has armed his flystem from the front door with the sensor 

mode switch in position one (panic/fire) or with the alarm mode switch in position 
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3.1. 5 (Continued) 

one or two (test and local alert). After the user corrects the trouble, he will then 

go through the same exit sequence and will then get a continuous five second illumi­

nation of the LED at the keyboard to indicate all of the trouble has been cleared and 

the system is fully armed • 

At this point, some processor logic which is completely "invisible" to the user 

will be described. Additional logic is included in the processor and the entra.nce 

control to deal with a vulnerab ility in the system. This vulnerabil tty, about to be 

described, is a result of a widely proliferated system which the BAS potentially 

will be. The vulnerability results in the fact that the four-digit combination is trans­

mitted over the power lines to the processor which, if valid, will cause the processor 

to disarm and send a strike release signal back to the entrance control. A potential 

intruder, through the use of another BAS system and a tape recnrder, could simply 

observe the time in which the intruder entered his premises and record the signals 

that were transmitted over the power lines. All the intruder would have to do to gain 

access to the user's residence is play the recording back onto the power line when 

the user was away. This signal, when received by the user's processor, would not 

only disarm his system but would also open the front door for the intruder. Such a 

teclmique would be a lmiversal key to anyone using a BAS system. In order to avoid 

this vulnerability, we use the capability of a microprocessor to further encode the 

user's combination data. This is done as follows: when the user arms his system at 

the front door, a dialogue between the processor and the entrance control is established. 

After the arming button at the entrance control has been depressed and the door is 

closed, a "request for arm" message is sent from the entrance control·to the processor. 

This message, along with the others to be discussed, are shown in the BAS message 

format in Figure 3-2. The processor, upon l'eceipt of the request for arm signal, 

generates an eight-bit pseudorandom code. This means that there are 256 possible 

eight-bit combinations that can be generated. The processor will then transmit the 

first four bits of the eight-bit code to the entrance control in the ID/data field of 

the message. The subtype bits will indicate that these four bits are "data number 

one." The entrance control will then transmit a "confirm number one" message back 

to the processor echOing the same four bits in the rn/data field. If the processor 

receives an incorrect data number one word, then it will reissue the data number 

one code until it is received at the entrance control and properly transmitted back 
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3. 1. 5 (Continued) 

to the processor. The processor will then repeat the same sequence with the last 

four bits of the eight-bit code word making sure that the entrance control has received 

it properly. When both four-bit code words have been properly transferred from 

the processor to the entrance control, the processor will eliminate the old code 

bits and load the new cod.e bits into a storage register, and will transmit an "OK" 

Signal to the entrance control to do the same. The two four-bit groups are now 

located at both the processor and the entrance control. This entire sequence takes 

approximately 3 seconds. These code words are now used to further encode the 

combination data being sent on the power lines. This is done by exclusive ORing 

the combination digits with the code data. Figure 3-5 indicates the characteristics 

of the exclusive OR'd function. When this data, which is the combination digit, is 

exclusive aRid with the key word, which is the four-bit code word, an encoded signal 

is generated. This signal is then transmitted from the entrance control to the 

processor. The processor then takes the encoded message and exclusively OR's 

it with the code word to retrieve the original data or combination digit. The combi­

nation digits are alternately exclusively OR'd with the two four-bit code words. 

In order that the user does not have to enter his combination in a synchronous fashion, 

i. e., he must press all four digits and not restart the combination after, for instance, 

the third digit, either pattern. of alterations are accepted as a valid code by the 

processor. In other words, th~ processor will decode a one-two, one-two, one-two 

pattern or a two-one, two-one, two-one pattern and only require that the iast four 

digits decoded compare properly with the combination set into the processor. By 

accepting either pattern, the number of possibilities are reduced from 256 to 128 

which is felt to still be quite safe. Now the intruder would have to actually attempt 

to decode data 011 the power line in order to gain entry. This level of sophistication 

is beyond the capabilities of the intruder since there are two unknowns in the system, 

i. e., the combination and the code words. He would have to successively observe 

a total of 128 accesses before he could predict a pattern. As was stated earlier, 

this entire process is invisible to the user, but serves to eliminate a potentially 

very vulnerable situation. 

In the instance where no entrance control is used in the system, the processor, 

through sensing the presence of all of its entrance control plugs, resorts to another 

mode of operation. When no entrance control is incorporated, the processor will 
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3.1. 5 (Continued) 

allow a period of approximately 45 seconds for the user to exit without causing an 

alarm. Upon reentry, the processor will allow approximately the same period of 

time to disarm the system by punching in his four-digit code at the processor front 

panel. As soon as the door is entered, a local alert at the processor and in any 

optional local alerts will sound to alert the user that the alarm will be initiated unless 

he disarms the system. From a system standpoint, this is not a desirable arming 

or disarming technique, but is the only one available when an entrance control is 

not used. 

3.1. 6 Armed and Non-Armed System Operation 

After the syste:rp. has been armed, as described in the previous section, sensors 

will be monitored as a function of the sensor mode switch setting and the pruning 

operation which mayor may not have taken place at the time the system was armed. 

When a sensor-transmitter is activated, it sends out five alarm messages spaced 

at one minute periods. This assures with a very high degree of probability that the 

alarm message will be received by the processor. The "alarm" message is only 

one of three different types of messages that are transmitted by the sensor-transmitters. 

The other two messages are "secure" messages and "status" messages. The "secure" 

message is transmitted at the time that the sensor is deactivated, such as when a 

door is closed. These messages also are transmitted five times at one minute periods. 

This allows the processor the capability to keep track of the status of all sensors 

in the system. Furthermore, it provides protection against the intruder who attempts 

to jam the communication system. This is accomplished by simply monitoring the 

phase lock circuit on the BAS receiver and coupling that information with the "secure" 

messages transmitted by the sensor-transmitters. The anti-jamming function will 

be set only to produce an alarm if jamming energy is present for a period of at least 

three minutes. An intruder then might attempt to jam the power lines and gain entrance 

during this period of time. He must, however, remove his jammer from the line 

before the three minute period is up or an alarm condition will be created. If he 

does this and the door is not closed, then alarm messages are still being transmitted 

and will be received by the processor and an alarm will be initiated. If the intruder 

closes the door and removes the jammer, then "secure" messages will be transmitted 

to the processor and the processor will initiate an alarm based upon the existence 

3-16 

l­
I 
r 
I 
• 

I 

a. 
I 
l­
I 
l­
I 
( 

I • 
I 
L 
I 

• 
I 
r 



-I 
I , 
I -I 

.1 
I 

.a 
I 
1 
'I 
I-I 

I • 
I 
J' 
I .­
I , 

3.1.6 (Continued) 

of a. "secure" message since it had not previously received an "alarm" message, 

i. e., the door could not have been closed unless it had been opened. Without this 

feature, it would be very easy to manufacture jammers which would basically be a 

key to defeating any BAS system. Furthermore, it should be noted this.feature can 

be provided with no additional system cost since the phase lock circuit already exists 

as does the five-minute timer in the sensor-transmitters. .The little a~dition in logic 

required in the processor can easily be handled by the existing capabilities of the 

microprocessor. 

The third type of message transmitted from the sensor-transmitters are" status" 

messages. These messages, as its nam~ implies, allow the processor to keep track 

of the fact that sensors are alive and well. The "status" messages are sent at a rate 

of one every hour and the processor will l'equire that two consecutive "status" messages 

be missed prior to declaring a trouble indication. This will allow the user to be able 

to determine within a period of two hours whether a sensor transmitter has failed 

or has been disconnected from the system. To further protect against the unauthorized 

removal of a sensor-transmitter from its wall outlet, the position of the center mounting 

screw will be monitored. If the screw is withdrawn, a micro~.witch activated by a 

cam on the captive screw will cause a series of "alarml1 messages to be· transmitted. 

This also allows the llser to check out his system by withdrawing the.mounting screw. 

The mounting screw then becomes a combination of a test switch and a tamper switch. 

This provides a way for the user to check out the integrity of the system when certain 

types of sensors are used which cannot easily be activated, such as heat sensors. 

Tamper switches are located a.t the entrance control keyboard, th!3 processor cover 

and the cover for the local alarm module. The activation of any of these tamper sWitches 

will cause an alarm ini.tiation whether the system is armed or not. The user may 

deactivate the tamper circuit by punching his authorized code at the processor and 

opening the processor door. This act will deactivate all tamper switches until the 

processor door is closed. 

,3.1.7 Secure Disarming 

In a BAS system, which incorporates the entl'ance control, it is extremely simple 

to disarm the system. All the user must do is press in his four-digit code at the front 

door which will be encrypted by the entrance control, transmitted back to the processor, 
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3.1. 7 (Continued) 

and if proper, the processor will disarm the system and send a strike release signal 

back to the front door to open it. If while the user was a.bsent an alarm condition 

occurred or trouble occurred within the system, the user would be notified by a 

flashing light at the entrance control keyboard that something was wrong. The user 

may then go to the processor and push the "Illuminate Trouble Indicator" button in 

order to be able to read out the two-digit LED display. If an alarm condition has 

occurred, the display will flash intermittently with the number of the alarmed sensor­

transmitter being displayed. If trouble occurred within the system, then the two­

digit LED display will come on continuously, displaying the number of the troubled 

sensor or the code for other trouble such as a jamming attack. 

If the BAS system does not have an entrance control associated with it, the system 

must be disarmed at the processor. As soon as the user enters the premises, he 

will hear a local alert. This local alert prompts the user to go to the processor to 

punch in his four-digit code in order to disarm the system. Failure to do this in a 

time period of 25 seconds will result in an alarm condition. 

The following subsections describe the electrical and mechanical design of each 

BAS subsystem. 

3.2 CENTRAL PROCESSOR' 

3.2.1 Functional Description 

The central processor is the brains of the basic burglary alarm system. Its 

purpose is to simply input information, make decisions in software based on. this 

data, and then to output information in the forms of lights, alarms, or messages. 

A block diagram of the -central processor is shown in Figure 3-6 and a photograph 

of the processor with the local alarm and internal interface are shown in Figure 3-7. 

All data is input through one unidirectional input port, and a bidirectional communi­

cation interface. The data that is brought in through the input port is open or closed 

switch information and is one of ten 8-bit words that tell the microcomputer which 

sensor code plugs are installed, which key at the kByboard is depressed, what sensor 

mode and alarm mode have been selected, tamper switch status, start/run switch 

pOSition, illuminate arm switch position, the user ID, the system combination, and 

the clock and flags associated with the communication interface. Messages are input 
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3.2.1 (Continued) 

to the microcomputer through the communication interface in a bit by bit fashion • 

These messages may come from the power line or the modem. The modem is used 

for communication with the remote central station. 

All data is output through three lmidirectional output ports and the bidirectional 

commlU1ication interface. Output port number 1 is used to output BCD data to the 

digital LED display which indicates the location of trouble in the system. Output 

port number 2 is used to output the alarm and sensor modes to the switch LEDs. 

Output port number 3 is used to light the armed or access lights, turn on the local 

alert or local alarm, and raise flags to control the communication interface. 

All of the I/O circuitry and the commlmication interface is located on a single 

wire-wrapped circuit card. The microcomputer is on a single printed circuit board • 

The receiver and transmitter are also located in the central processor and are on 

separate printed circuit cards. There is also an alarm bell driver circuit on a vector 

board located in the central processor. The power supply provides +12V, -12B, 

and +5V. The -5V is derived from -l2V on the alarm bell driver circuit card. 

3.2.2 Circuit Description 

. 3. 2. 2.1 Microcomputer 

The microcomputer is based on an INTEL SOSOA Central Processing Unit, memory, 

and associated control chips. A schematic of this board is shown in SKOO-3415 in 

Appendix A. 

The S080 address lines, AO through A15, are used to select memo.ry locations 

for reading or writing to memory and for selecting input and output ports. With 

AO as the least significant bit, addresses 0 through 1023 are used to select words 

stored in U5, 1024 through 2047 are used to select words stored in U6, and 204S 

through 3071 are used to select words stored in U9. U5, U6, and U9 are INTEL 

870S ultraviolet eraseable PROMs. Addresses 3072 through 3327 are used to read 

or write to locations in RAM, which is comprised of two parallel four-bit slices. 

Address lines A10 and All are decoded by Ul which is an INTEL S205 one-of-eight 

decoder and is used to perform the actual selection of U5, U6, U9, or U7 and US • 
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3.2.2.1 (Continued) 

Address lines AO through A9 are then used to select the location on U5, U6, or U9, 

and address lines A 0 through A 7 are used to select the location in BAM (U7 and US). 

The address buss is also made available at JPl, and A12 through A15 at PI for use 

in I/o operations. 

The S080A bidirectional data buss lines DO through D7 are buffered by an 

INTEl., 8228 which is also used to generate synchronized control signals that tell 

whether an operation i.s a memory read or write or a peripheral input, or output. 

The data buss and control lines are also made available at R2 and PI for use in 

I/ 0 operations. 

The 8224 chip, U3, is used to generate two two-phase clocks for the 8080A at 

a frequency which is one-ninth of the crystal frequency. This chip is also used to 

generate a synchronized reset signal when power is applied. Timing and waveforms 

can be obtained from the INTEL 8080A users manual. 

The follOwing subsections discuss the circuit operations of the Central Processor 

subsystems, i. e., the microcomputer, the I/O matrix, the communication interface, 

the code plug board, the front panel and the power supply. 

3.2.2.2 I/O Matrix 

The purpose of the I/o matrix is to input multiple eight-bit words into a single 

inpllt port and to output multiple eight-bit words from the same eight-bit data buss. 

These eight-bit input words represent switch positions and the output words represent 

off/on information for various indicator lights, local alert, local alarm and binary 

code for display on the two digit trouble indicator. The following description makes 

r~ference to schematic S1<00-3421 in Appendix A. 

All information, with the exception of receiver and modem data, is input through 

Ul, an INTEL 8212 latching tri-state port. This information consists of nine eight­

bit data words and is selected one at a time by UI0 and Ull, which are INTEL 8205 

one-of-eight decoders. These decoders have one-of-eight active low outputs and use 

address lines A12 through A15 for selection. All input data lines are pulled up to 

5V (a logical one) by resistors Rl through R9 iitclusive. The data lines are pulled 

low by applying a ground to them through the appropriate switch and an open circuit 

allows the resistors to pull the line to 5V. The INTEL 8212 is also used to output 

data through U2, U4, and U5. 
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,3.2.2.2 (Continued) 

The bidirectional shift register U3 is used to input and output information to and 

from the transmitter/receiver and modem j,n a bit-by-bit manner. 

3. 2. 2. 3 Receiver 

The function of the receiver is to recover data and clock signals which have been 

transmitted from remote sensors j the central processor, or the entrance control. 

Building power distribution lines normally provide the signal path from transmitter 

to receiver. The receiver operates continuously, but the transmitters operate in 

low duty cycle bursts. This means that most of the time the only input to the receiver 

is noise from the power line. When a data burst from one of the transmitters appears 

on the line, the receiver must quickly adapt to a coherent signal so that essential data 

and clock signals are not lost. Another problem is that the RF input level may vary 

over a 70 dB range and there may be severe impulse noise interference. To obtain 

good performance under these conditions, a moderately elaborate receiver is required. 

The receiver block diagram is shown on Figure 3-8, and the schematic diagram is 

given in Appendix A as SKOO-3411. 

Frequency selectivity is obtained from the inp!:..t line coupling network which 

functions as a bandpass filter. The amplitude versus frequency response of this 

network is shown on Figures 3-9 and 3-10. Shunt diodes are connected to the output 

end of the network to prevent damage to the following circuits by high level transients 

from the power line. 

Receiver RF gain and amplitude limiting is obtained from U8, which ia a high 

gain four-stage amplifier designed for FM receiver IF use. The output of the amplifier­

limiter is cOllpled to the FM demodulator with a single pole bandpass filter tuned to 

170 kHz. The function of this filter is to attenuate broadband noise generated in the 

amplifier-limiter. 

A phase locked loop frequency discriminator is used for demodulation. All of the 

active circuits of the loop are contained In U9. U9 also contains an extra phase detector 

which is used with comparator UIO and flip flop U15B to make a phase lock indicator. 

The output of this indicator circuit is available as a message flag to indicate reception 

of a coherent signal. The output of the FM demodulator feeds the clock recovery 

and the bit detector circuits. 
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3.2.2.3 (Continued) 

Clock recovery is performed in two steps. In the first, a raw clock pulse is 

generated from each data bit midpoint transition (the output waveform from the FM 

discriminator is biphase level (BliP - L). The raw clock is not directly useful because 

it jitters when the discriminator output signal-to-noise ratio is low. In the second 

step, the raw clock jitter is reduced by a narrow bandwidth tracking filter. This 

filter consists of a phase locked loop, UB, with a switching circuit, U4, U5, to control 

the loop bandwidth. A practical difficulty with use of a tracking filter in a burst type 

data link is that the filter lock acquisition time is an inverse function of the loop 

bandwidth. If the bandwidth is narrow, appreciable time must be allowed at the 

beginning of each data burst for acquisition and some data may be lost. To circumvent 

this difficulty, the loop filter is removed until phase lock with the raw clock is achieved, 

and then it is connected to form a second order loop with narrow bandwidth. The 

switchover from first to second order filter is under control of a separate acquisition 

detector circuit using the number 2 phase detector of UB with U4 and U5. 

The bit detector converts the BHi - L wave from the FM discriminator to a NRZ 

output wave which is a replica of the transmitter encoder output. It uses an integrate, 

sample, and dump circuit to accomplish this. The circuit is shown at the bottom of 

the schematic diagram. UllB and U13, under clock control, switch the polarity of the 

BHi - L wave twice each bit period. The switch timing is such that the current integrating 

capacitor C30 does not reverse during a bit period. The output of comparator U14 

is sam~led in U15A by the leading edge of the clock. The output of U15A ,is the recovered 

NRZ data wave. U12D and U12C form a 10 microsecond clock delay circuit to ensure 

that receiver clock output transitions always follow data output transitions. 

3.2.2.4 Communication Interface 

The purpose of the communication interface is to input and output serial data 

for the microprocessor, with the power line receiver and transmitter and the telephone 

line modem. This is accomplished with a CD4034 universal shift ,register and a 

DG190 and a DG201 which are used for switching. A schematic diagram for this 

interface is also shown on SKOO-3421 in Appendix A. 

The DG190 switches the inputs from the RCVR clock to XTR clock and provides 

outputs on lins 1 and 3 to DB on the data buss. It also switches the input from modem 

data to RCVR data and provides outputs on pins Band 8 to the input of the CD4034. 
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3.2.2.4 (Continued) 

Phase lock indication is input to D7 on the data buss to tell the microprocessor that 

the receiver is receiving data, otherwise the normal position for the switches are 

in the position to receive data from the modem. 

The DG201 s·..vitches the outputs from the CD4034 via ARl for level shifting to 

either the XTR or the modem. The XTR is turned on by output DO on U5. The modem 

is turned on by D1 on U5. 

3.2.2. 5 Code Plug Board 

The code plug board in the Central Processor allows the user to establish the 

unique identity of his entire system, the "type" of his sensor transmitters (doors/ 

windows, internal, fire, special, etc.) and his four-digit combination which is the 

"key" to the entire system. This combination is used at both the entrance control 

and the processor to arm/disarm the system, gain entry to the premises, change 

operating modes, etc. The code plugs "set" certain bits in the digital FSK messages 

transmitted within the system to provide the above functions. A photograph of the 

board is shown in Figure 3-11 and a schematic diagram is given in Appendix A as 

SKOO-3420. 

The code plug board consists of 20 Ie packages, each of which are identical 

and bear the part number TID 121. This Ie is composed of eight discrete diodes with 

their common cathode connected to pin 15. The anode pin is clipped off selectively 

to establish a high voltage (logical one) for that particular bit or if it is not clipped 

off then it is a low voltage (logical zero). A high voltage must be greater than 2.0 

volts and a low voltage mu.st be less than. 85 volt. 

Two of the code plugs are used to establish the user ID and two of them are used 

to determine the system combination. 

The system combination may be set to any hexidecimal value from 0 through B 

inclUSive, where the * sign on the keyboard corresponds to hexidec imal A and the 

4fo sign corresponds to hexidecimal B. Code plug U2 is used to establish digits 1 

and 2, where DO through D3 inclusive determine digit 2 with DO as the least Significant 

bit, and D4 through D7 inclusive determine digit 1 with D4 as the least significant 

bit. Code plug U1 is used to establish digits 3 and 4, where DO through D3 inclusive 
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3.2.2.5 (Continued) 

determine digit 4 with DO as the least significant bit, and D4 through D7 inclusive 

determine digit 3 with D4 as the least significant bit. Digit 1 is the first digit 

depressed at the keyboard when entering the system combination. 

IC 

Pin 

Table 3-2. The Setting of Two Four-Digit Combinations 
(1976 and 2 * # 4) Using U2 and U1 Code Plugs 

tJ2 U1 

/12 
1\ /\ 

11 9 8 7 5 3 2\ /12 11 9 8 rl 5 3 
Bit ,D7 D6 D5 D4/~3 D2 Dl DO / ,D7 D6 D5 D4/\D3 D2 D1 

v V- v V 
Digit 1 2 3 4 

Example A 

Combination 1 9 7 6 
Binary 0 0 0 1 1 o 0 1 o 1 1 1 011 0 

Example B 

Combination 2 * 4" 4 
Binary 0 0 1 o 1 o 1 0 101 1 0 1 0 0 

'-:'\ 2 
DO; 

As shown in example A the combination "1976" is established in the processor 

by clipping or bending pins 2, 7, and 8 of U2 and 3, 5, 8, 9, and 11 of U1 to open them 

from the circuit. 

In example B combination 2 * # 4 would be established by opening pins 3, 7, and 

9 of U2, and pins 5, 8, 9, and 12 of Ui. 

The user ID 4F1 and #2 may be set in a similar manner, however, the actual 

decimal representation is Lmimportant. The only really important thing to know about 

the user lD is that all user lD code plugs in a system must have the same .pins clipped 

off. The nser ID allows the central processor to determine which messages it will 

receive and subseqllently process. 

The sensor/transmitter code plugs are removed from the code plug .board and 

installed in the sensor/transmitter when that sensor/transmitter is entered into 

the system. This action tells the central processor that it should be receiving messaggs 

from this sensor/transmitter and a~so tells the sensor/transmitter what type of sensor/ 
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_3.2.2.5 (Continued) 

transmitter it is so that it may appropriately encode its messages. The codes for 

these code plugs are shown in Table 3-3. All binary ones in the code l.'1dicate that 

the corresponding IC pin number shown at the top of the table should be clipped off. 

Table 3-3. Code structure for Sensor/Transmitter 
and Entrance Control Code Plugs 

Code Plug Codes 

Binary Code 

Code Plug Hex Pin 12 11 9 8 7 5 
Name Code Bit D7 D6 D5 D4 D3 D2 

External #1 40 0 1 0 0 0 0 

External #2 41 0 1 0 0 0 0 

External #3 42 0 1 0 0 0 0 

External 41=4 43 0 1 0 0 0 0 

Intornal 41-1 50 0 1 0 1 0 0 

Internal #2 51 0 1 0 1 0 0 

Internal #3 52 0 1 0 1 0 0 

Internal #4 53 0 1 0 1 0 0 

]'ire #1 60 0 1 1 0 0 0 

F'ire #2 61 0 1 1 0 0 0 

Fire #3 62 0 1 1 0 0 0 

Fire #4 63 0 1 1 0 0 0 

Special 4F1 70 0 1 1 1 0 0 

Special #2 71 0 1 1 1 0 0 

Entrance #1 80 1 0 0 0 0 0 

Entrance #2 81 1 0 0 0 0 0 

3 2 
D1 DO 

0 0 

0 1 

1 0 

1 1 

0 0 

0 1 

1 0 
• 

1 1 

0 0 

0 1 

1 0 

1 1 

0 0 

0 1 

0 0 

0 1 

In the delivered systems only the code plugs listed above were installed, however, 

the number of bits available on the code plug allow for the coding of up to 16 of each 

type of sensor. 
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3,2.2. 6 Front Panel 

The front panel of the Central Processor is shown in Figure 3-12 and a schematic 

diagram is shown in Appendix A as SKOO-.3419. There:: are two LEDs at the top of the 

front panel. The one at the upper left when lit, indicates that the system is armed. 

The one at the upper right indioates that the system is in the access mode when lit. 

When in the access mode. the front panel may be opened to gain access to the code 

plugs and change the system combination. The access mode also allows the sensor 

mode and alarm mode to be changed. The sensor mode and alarm mode are rotary 

switches and are located at the right hand side of the front panel. The position of 

these switches are only read into the microprocessor while in the access mode of 

operation. The LEDs located at each of the switch pOSitions light up to indicate the 

set modes of operation when in the ace-ess mode or when the "Illuminate Trouble 

Indicatortl button is depressed. This is necessary since the switch position may 

be changed while the system is not in the access mode and then the switch position 

and mode of operation would not be the same. The "Illuminate Trouble Indicator" 

button also causes the two-digit decimal display to light with a code that indicates 

the status of the system. If there is more than one trouble in the system the additional 

.codes may be viewed by additional depressions 'of the switch until the codes begin 

to repeat. The trouble codes will be displayed in the same order in which they occurred. 

The codes are explained in the software section of this report and are also taped to 

the inside of the lid of the Central Processor. The local alert is a buzzer located 

at the bottom center of the front panel and emits a beep ing tone for a ~ire and a steady 

tone for all other alarms except when in the remote alarm mode of operation. 

The keyboard is located at the lower left hand corner of the front panel and is 

used to enter the system combination to place the system in the access mode or to 

terminate or abort a system arming operation. This combination is the same four­

digit code used at the entrance control to gain entry to the premises. 

The schematic for the front panel is number SKOO-3419 as given in Appendix A. 

As can be seen from the schematic all switch inputs from the front panel merely place 

a ground on the appropriate bit. The outputs also provide grounds to the lights or 

local al,!;;l'c to turn them on. 
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3. 2. 2. 7 Power Supply 

Dynamic Measurements Corporation Power Supply Model 4630 is used to convert 

117 VAC to +12, -12, and +5 VDC. The -12 VDC output is used to generate -5 VDC. 

The power supply schematic, SKOO-3424 in Appendix A also shows the circuits used 

to drive the external alarm bell and the strike release at the entrance control. The 

strike release circuitry is only included in the power supply circuitry associated with 

the entrance control and is located in the auxilliary electronics box. The bell driver 

circuitry is located only in the ,central processor. The Dynamic Measurements 

Corporation power supply is not field maintainable. This power supply is used in 

the central processor, the entrance control auxilliary electronics box, and in the 

central station. The variety of voltages are required to drive the INTEL 8080A. 

In a production system a single voltage microprocessor would be used which would 

radically simplify the power supply requirements and subsequently minimize cost. 

Figure 3-13 shows the power supply as installed in the central processor box. 

]'igures 3-·17 and 3-29 show the power supply installed in the auxilliary electronics 

box and the central station reap ectively. 

3.2.3 Central Processor Mechanical Description 

The front panel of the central processor was intended to represent the final 

version which would be used in the production phase. The panel was human engineered 

to simplify the functional operations and make it aesthetically appealing. For reasons 

of economy in production, it would be molded in plastic as an integral part of the housing. 

However, for the two deliverable breadboard models, aluminum was used and a triple 

anodize teclmique employed for adding color and durability. Anodizing adds a hard, 

marproof finish which is considered essential for demonstration systems. Actually, 

a molded plastic panel with the colors and nomenclature hot stamped is just as durable; 

but again, tooling cost for only two panels is quite prohibitive. 

A mechanical layout of the central processor is shown in Figure 3-14. The case, 

which is a deep-drawn aluminum can, was selected after all the electrical components 

and assembltes were identified. The combinations of wire-wrap and printed circuit· 

boards plus other large components dictated the final size. Initially, a double hinge 

approach was used on the case cover and front panel but proved somewhat less than 

desirable; again because of additional tooling. 
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3.2.3 (Continued) 

A special hinge was required which was unavailable. An attempt was made to 

design around standard hinges (which was difficult) but represented, in part, the 

final concept which was proposed to be employed in the production phase. 

Because of having to design around standard size components, the central pro­

cessor housing was about three times deeper than that which would be used in prodllction. 

A smaller, more "modern" case would evolve with the advent of miniaturized circuit 

components, (e. g., LSI, MSt, thick-film hybrid, etc.) along with the llse of injection 

molding techniques or a similar process. 

3.3 ENTRANCE CONTROL 

3.3.1 Flllctional Description 

The purpose of the entrance control is to prevent llser caused false alarms, 

i. e., a user walking into an armed system. This is accomplished by providing 

the user with a keyboard located on the exterior of the premises and an electric 

strike and associated electronics on the interior. The same four-digit combination 

set at the central processor is used to gain entry. The entrance control further 

encodes the combination data, transmits it over the power line and if the central 

processor recognizes it as a valid combination it will disarm the system and transmit 

a "strike release" signal back to the entrance control to provide entry to the user. 

The entrance control also alerts the user of trouble in the system whenever the 

system is armed at the entrance control and whenever the user reenters. This is 

done via a LED located on the keyboard. If the LED glows continuously for 20 seconds 

all conditions within the system are fine, however, if the LED pulsates for 20 seconds 

then this indicates trouble in the system. The user may then go to the central pro­

cessor to press the "illuminate" button and the user will be notified of specific troubles 

in the system via two-dit codes which will be illuminated on the LED display. The 

entrance control also provides a door position sensor, panic buttons and tamper 

protection. A block diagram of the entrance control is shown in Figure 3-15 and 

a photograph of the hardware is shown in Figure 3-16. 

The entrance control also contains a microprocessor whose primary function is 

to encode data and cowmunicate over the power line to the ce.ntral processor. All 

data is input through one input port in an identical manner to the central processor, 
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3.3.1 (Continued) 

the data input is the 16 bit user ID, the S bit sensor code plug, the 12 keys of the 

keyboard, and the tamper, arm, panic, and door sense switches. Only one output 

port is used at the entrance control to control the electric. strike driver, and the 

LED which is used to indicate that there has been trouble in the system by flashing 

after releasing the strike. The LED comes on steady for 20 seconds when the system 

is being armed. 

The communication interface is used as a bidirectional I/O port to transmit and 

receive data, over the power line. 

The microprocessor and I/O circuitry shown on schematics SKOO-3415 and 

SKOO-3422, located in Appenaix A) are in the housing installed on the door. The 

power supplies, strike release driver and transmitter/receiver are installed in 

the auxilliary electronics box. 

In a production system, miniaturization would allow for all of the electronics 

to be located in the housing installed on the door. 

3.3.2 Circuit Description 

3.3.2.1 Microprocessor 

The microprocessor installed in the entrance control is identical to that in the 

central processor (discussed in Section 3.2.2.1) with the exception that U9 (alKXS 

bit PROM) was not required due to a smaller software program. The schematic for 

the microplDcessor board is given in SKOO-3415 in Appendix A. 

3.3.2.2 I/O Matrix 

The entrance control I/O circuitry is essentially identical to the central processor 

(discussed in Section 3.2.2.2) exoept that it has fewer inputs and outputs. It has the 

same keyboard, and user ID inputs. It inputs all S bits of the sensor code plug, and 

inputs fOllr switch positions, the tamper, arm, door sense, and panic switches. 

The olltPllt port is only used to control the strike release, and the trouble indicator 

LED on the keyboard. The schematic i.B shown in SKOO-3422 in Appendix A. 

3.3.2.3 Communication Interface 

The communication interface is the same at the entrance control as it is at the 

central processor (discussed in Section 3.2.2.4) with the exception that there is no 

modem to receive data from or transmit to so there is no DG201 in this circuit to 
". 

switch for the level shifti.ng required in the central processor. The schematic is 

given in Appendix A as SKOO-3422). 
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3.3.2.4 Auxilliary Electronics 

The auxilliary electronics box contains the receiver, transmitter, strike release 

power supply and microprocessor power supply for the entrance control. In a pro­

duction effort this circuitry would be simplified and miniaturized to enable it to be 

installed in the entrance control on the door. A photograph of the inside of the unit 

is shown in Figure 3-17 •. The receiver and transmitter are discussed in detail in 

SectionS 3.2.2.3 and 3.4. 2.1 respectively. 

3.3.2.4.1 Strike Release 

The strike release power supply is shown in schematic SKOO-3424 of Appendix A. 

It converts 117 VAC to 4V with a drive capability of 1-5A, which is turned on by the 

input of R14. 

3.3.2.4.2 Microprocessor Power Supply 

The entrance control power supply is identical to the central processor power 

supply with the· exception that the bell driver is only installed in the central processor. 

The power supply was previously disC'ttssed in Section 3.2.2.7 and the schematic is 

given as SKOO-3424 in Appendix cA. 

3.3.3 Entrance Control Mechanical Design 

From a mechanical standpoint, the entrance control was probably the most 

difficult piece of BAS equipment to design. This is because of the great variations 

in door jamb configurations from house to house, house to apartment, and house 

to commercial establishments. (See recommendations at the end of this section). 

Trying to develop a universal control to fit every application, with the condition 

that it be installed by the home owner is a real challenge. The problem would be 

reduced significantly by the use of ultraminiature components encased in a small 

plastic housing. However, even with electronic minia.turization techniques, the 

electric strike cannot be reduced much in size over the one presently being used 

without sacrificing the mechanical strength needed to prevent a forced entry (e. g. , 

shoulder against the door, etc.). 

The breadboard entrance control was designed around standard discrete components 

which were packaged on printed circuit and wire" srap boards. The size of the case 

was dictated by t,he circuit cards and the electric strikei~\A mechanical drawing of 
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3.3.3 (Continued) 

the electronics/strike release housing is shown in Figure 3-1S. A deep drawn can 

was used for the housing to eliminaJ,e sharp edges and corners. The relatively hea.vy 

base plate was designed to add support for the electric strike. Tn order to pro/ide 

a more positive protection against intrusion, the base must be securely attached to 

the door jamb • 

The door latch was packaged into a separate housing to mate with the electric 

strike and to provide room for the magnet part of the door Elense switch. This assembly , 
is shown in Figure 3-19. Tn production the magnet would be provided a,s an integral 

part of the latch by the manufacturer. 

The outside keyboard shown in Figure 3-20 is straightforward in the mechanical 

design approach. In production, the small metal frame that was used would be a 

part of the keyboa.rd housing. 

For future considerations, the electric strike should be changed to a jamb-type 

mount. This would make the entrance control much smaller and eliminate the surfa.ce 

mounted night latch; allowing the user to use the existing door lock. Because a 

mounting template would be provided with a BAS, this configuration would probably 

not be much more difficult to install. Right or left hand door openings would not be 

a problem - nor would the sm.all aluminum store door frames. 

3.4 SENSOR TRANSMITTERS 

3.4. 1 Functional Description 

'I'he function of the sensor transmitters is to generate modulated radio frequency 

signals (secure, alarm, and status messages) for transmission to the system receivers 

by way of the power line. Remote sensor transmitters respond to sensor switch 

operation by generating a 0.67 second RF burst which is frequency modulated by the 

encoder message. The burst is repeated at one minute intervals until five identical 

messages have been transmitted. Tn addition, if an alarm or secure message has 

not been sent during theprecedi1lg hour, the transmitter generates a status message 

to indicate that it still functions. Transmitters associated with the central processor 

and entrance control do not contain encoders. Instead, they generate messages 

encoded by the logic circuits of the host unit. A photograph of a sensor transmitter 

is shown in Figures 3-21 and a blockdiagram is shown on Figure 3-22. 
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3.4.1 (Continued). 

The sensor interface circuit detects either a short circuit or an open circuit 

at its Input terminals. It may be wired via the terminal block to opera.te with either 

normally open or normally closed sensor switches. Continuity of the leads to the 

sensor switch is monitol'ed. If the leads are cut an alarm message is generated • 

A sensor switch actuation causes the encoder to receive a voltage level shift 

from the sensor interface circuit. In response, the encoder generates a serial digital 

message to modulate the RF circuits. At the same time, a transmitter enable signal 

is generated to turn on power to the RF circuits. A 60 Hz clock signal is fed to the 

encoder continuously from the clock generator. 

The message output of the encoder is in NRZ form which is ;:,wt suitable for direct 

use in an RF link designed for burst operation. 'l'here are two reasons for this. 

First, it is difficult to establish the clock at tbe receiver because there may be only 

a few data bit transitions during the message interval. The second is that the receiver 

is required to have extended low frequency video response in order to reproduce 

NRZ waveforms. Therefore, the NRZ output of the encoder is converted to a biphase 

level (BHi - L) wave before it enters the modulator circuit of the transmitter. A 

BU - L wave always has a voltage or current transition at the midpoint of each data 

bit. Tl~is waveform is easier to reproduce and utilize at the receiver. Clock can 

be recovered with simple circuits and extended low frequency response is not required 

in the video system. The data link timing diagram, Figure 3-23, show~ a representative 

NRZ wave on line 1 with the corresponding BIip - L wave on line 3. 

The radio frequency circuits of the transmitter consist of a voltage tuned oscillator, 

a frequency diVider, an output amplifier, and a power line coupling network. The 

oscillator operates at 2.72 MHz, a convenient frequency permitting the use of small 

and inexpensive timing components. The frequency divider is a four stage ripple 

counter which drives the output amplifier at 170 kHz. The divider provides ocillator 

isolation and power amplification. The output amplifier supplies 50 milHwatts of 

power through the line coupler to an external 20 ohm load. The line coupler provides 

low frequency isolation from the power line and considerable attenuation of transmitter 

harmonic frequency output • 
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3.4.1 (Continued) 

The sensor transmitters are operated from a small 9 volt battery. To conserve 

battery life, the power control circuit disconnects the high current circuits from the 

battery, except during burst generation. The power output stage is not disconnected 

because it does not draw battery current without RF excitation. The only continuously 

active circuits are the clock generator, the encoder counters, and the sensor interface. 

Transmitters associated with the central processor and the entrance control receive 

dc power from the host unit supplies. 

3.4.2 Circuit Descriptions 

The transmitter and encoder circllits will be described in the following two 
subsections. 

3.4.2.1 Transmitter Circui.t Description 

Reference will be made to SKOO-3381 in Appendix A which is the schematic 

diagram of the radio frequency and control circllits of the data link transmitters. 

The encoder is described separately in Section 3.4.2.2. 

The sensor interface circllit is made IIp of a two-level voltage comparator using 

amplifiers AR2 and ARS, followed by a logic OR l.:lircllit using U2B and UIA. A low 

pass fi~ter is inserted at the comparator inpllt to reduce susceptibility to transients 

cOllpled into the sensor switch leads from power wiring. The TB1 allows the user 

to wire the interface to operate with either n07cmally open or normally closed sensor 

switches. In either case, integrity of the wi7:ing to the sensor switch is monitored. 

Low current circuitry is used to minimize battery drain. 

Clock generator c ircllits are shown on ithe upper part of the diagram. U2A and 

U2D make up an astable 60 Hz oscillator which operates continuously. ARl. generates 

a square wave at the power line frequency. It is driven from the power line by way 

of T2 and the low pass filter Rl, Cl, R2, C2. The filter attenllator high frequency 

noise, which would cause clock jitter if it reached AlU. U3B, U3A, and U3D make 

up a selector switch that connects the clock output line to either the astable oscillator 

or to the line driven square wave generator. Selection is controlled by the de bias 

to U2C, which is derived from the power line. If the line is energized, bl,as is present 

and the clock line is connected to AR1. If the line is not energized, the clock line is 

connected to the astable osc illator. 
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3.4.2.1 (Continued) 

The NRZ data output of the encoder is converted to Bn - L by the EXCLUSIVE OR 

gate, UID. The inputs to U1D are the data output of the encoder and the clock com­

plement from inverter U3C. 

The radio frequency circuits are shown on the lower part of the schematic diagram. 

The oscillator is of the LC type with voltage controlled varactor vernier tuning. A 

current limiting EF feedback circuit stabilizes the amplitllde level so that predictable 

varactor operation is obtained. The digital input signal is coupled to the varactor with 

an amplitude limiting low-pass filter network. This network controls the frequency 

deviation of the oscillator and the sideband energy distribution. The oscillator may 

be set on frequency by adjustment of L2. The output amplifier is coupled to the 

oscillator by U4, a four stage ripple divider. The oscillator frequency is not affected 

by amplifier tuning' or changes in loading because of the high degree of isolation provided 

by the frequency divider. Division by 16 was selected because this permits the 

oscillator to operate at a convenient frequency. 

The transmitter output stage is driven by the 170 kHz square wave output of 

the freqllency divider. A diode network limits the driving voltage so that the peak 

collector current of the amplifier may be controlled by the emitter series resistor. 

An important requirement is that the amplifier be stable under all operating conditions. 

The actual load impedance at the outPltt terminals of the transmitter can vary from E. 

short circllit to an open circuit, although its normal range is 10 to 50 ohms. Resistances 

are designed into the output network and line coupler so that the range of load impedance 

presented to the amplifier transistor, Q3, cannot exceed 8 to 1. 

The RF f.lircuits are turned on by a positive voltage level at the enable input. 

The oscillator and frequency divider are connected to the battery through Ql and 

the osc illator starts up immed iately • 

3.4.2.2 Digital Encoder 

'rhe inpllt signals to the transmitter encoder are the 60 Hz input and the conditioned 

sensor indication. The output signals are the (transmitter) enable and the serial output. 

The description of this unit will be conducted with reference to the schematic diagram 

of the transmitter encoder, SKOO-3385 given in Appendix A. In cases where multiple 

gates or flip-flops are contained in a single package, gate or flip-flop designations 
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3.4.2.2 (Continued) 

will consist of the package designation followed by a letter depending on the magnitude 

of the pin numbers assoc iated with a particular gate or flip-flop. The gate 01' flip-

flop connected to pin 1 will have the suffix A, the circuit l1aving the next lowest pin 

will have suffix B, etc. In cases where the gate or flip ... flop is connected to non­

consecutively numbered pillS, only the pin having the smallest number will be considered 

in assigning suffixes. 

The 60 Hz input is the basic timing signal of the unit. It i.s used as the clock. 

signal for the output shi.ft register (U24, 33, 36, 38, 40), the enable counter (U19), 

and the sensor synchronizers (U7A and B). Since it is necessary under some cir­

cumstances to produce outputs at minute and hour intervals, the 60 Hz input is divided 

down to produce minute and hour timing puitses. All circuitry is CD4000 series CMOS 

logic. The minttte timing pulses are produ,ced by a CD4020A 14-bit ripple counter 

and its associated decoder and reset cirCUits. Since there are 3600 cycles of the 

60 Hz input in a minute, it is the purpose o:f the decoder to detect when state 3600 

is reached. The required decoder inpul.s were calculated as follows. 

Counter Output Weight 

Q12 2048 

Qll 1024 

Q10 512 

Q 5 16 

Total 3600 

The output of the decoder U2A sets the minutes R-S flip-flop (U1B and UiD) which 

applies a reset pulse through NOR gate U3B to counter U16. The next negative 

transition of the 60 Hz input resets the minutes R-S flip-flop, and the counter is 

free to count out another minute. Sinc'e state 3600 exists only momentarily, the 

counter effectively traverses states 0 through 3599. 

The output of the minutes R-S flip-flop is used to clock the hour timer U17 and 

the four minute timer U20. Hour timer U17 consists of a CD4024A 7-stage binary 

counter and its associated hour decoder (U2B) and hour R-S flip-flop 'U4A and U3A. 

The required decoder inputs for a count of 60 were detel'mined as follows: 
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Counter Output Weight 

Q6 32 

Q5 16 

Q4 8 

Q3 4 

Total 60 

Th~ . .Putput of t]1e:hour R-S flip-flop is routed through an inverter from U3A . . ' 

in,stead Of directly from U4A because the set pulse from the hour decoder is only 
, 

a tran'sient, and it can be widened and made more reliable by running the signal 

through two eX,tra gate propagation delays. state 60 is only momentary, and the 

counter effectively traverses states 0 through 59. The hour R-S flip-flop is reset 

on the next negative transition of the inverted clock pulse. The resultant hourly 

pulse from the hour R-S flip-flop is used to set the status flip-flop. 

Now that the basic timing pulses have been described, the action resulting from 

a transition of the conditioned sensor indication will be described. If a positive 

transition occurs, the alarm D flip-flop will be cleared, causing a high logic level 

on the D input, pin 5 of flip-flop U7. On the next positive transition of the 60 Hz 

input, flip-flop U7 will be set, causing a high level from the Q output (pin 1) to be 

applied to the preset input (pin 6) of alarm flip-flop U6, causing it to be set. A low 

logic level will then be applied to the D input (pin 5) of U7, and on the next positi.ve 

transition of the 60 Hz input, flip-flop U7 will be cleared, and the alarm D flip-flop 

will be sta"ble until the next positive transition of the conditioned sensor indication. 

A pulse which is .. one clock period wide has been generated at U7 pin 2. This pulse 

(1) sets the ala:<'m R-S fli.p-flop (U8D and U22B), (2) resets the minute timer U16 

so that its first output will occur in one full minute, (3) resets the secure R-S 

flip-flop (if not already reset), (4) presets four minute timer U20 through. NOR gate 

U8C, (5) removes the clear input from enable counter U19 by setting the enable 

flip-flop (U21C and D) through NOR gate U22A, and (6) enables the parallel loading 

of the l)utput shift register, U24, 33, 36, 38, and 40. The parallel inputs of the 

output shift register are dervied from user ID code plugs 1 and 2 which pull down 

selected inputs, from the secure R-S flip-flop which iuputs a low level for alarm 

and a high level for secure, and from the status flip-flop which inputs a high level 

for a routine hourly report and a low level otherwise. 
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3.4.2.2 (Continued) 

At the end of the pulse from U7 pin 2, (1) the output shift register switches to the 

serial mode, shifting out data to the transmitter from U24 pin 3 through multiplexer 

U9A, B, and C, (2) the enable counter U19 starts counting and (3) parity flip-flop 

U23A, starting from a reset state, switches state every time a high-level bit appears 

at U24 pin 3, the output ~f the output shift register. After all 40 bits originally 

parallel loaded into the output shift register have been shifted out, decoder U5A 

places a low level on the D input of mux flip-flop U23B, causing it to reset on the next 

60 Hz input and select the serial output from the parity flip-flop U23A instead of the 

output shift register, thus appending a parity bit at the end of the word. Two clock 

pulses later, the enable flip-flop is reset by decoder U5B, ending the enable gate 

to the transmitter, resetting the parity flip-flop, anci presetting the mux flip-flop 

to make the multiplexer select the output shift register as the serial output. All 

this takes about two-thirds of a second. 

After the pulse from U7 pin 2 ends, four-minute timer U20 starts counting the 

minute pulses arriving at its clock input by way of NAND gate U4C. U20 is preset 

to state 4 and counts down. While the four-minute timer is counting down, every 

minute pulse is gated through NAND gate U21B and NOR gate U22A to parallel load 

the output shift register and set the enable flip-flop just as the original pulse from 

flip-flop U7 A did. Four-minute timer U20 is clocked on the trailing edge of the 

minute pulse, so the output shift register is loaded and the four minute timer decrements 

to 3, loads and decrements to 2, loads and decrements to 1, loads and decrements 

to O. When the 0 state is reached, the carry out output of U20 goes low, gating off 

further minute pulses through gates U21B and U4C, resetting (if set) the alarm R-S 

flip-flop and the secure R-S flip-flop, and enabling a status transmission when the 

hour timer time s out. 

If the co~ditioned sensor indication produces a negative transition, the secure 

D flip-flop is cleared, and the whole procedure of loading, enabling, shifting, and 

parity generation for five transmissions occurs just as with a positive sensor tran­

sition except that the alarm R-S flip-flop is reset and the secure R-S flip-flop is 

set. Since the alarm/secure bit is derived from the secure R-S flip-flop, that bit 

will be high instead of low as in an alarm. 
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3.4.3 Sensor Transmitter Mechanical Design 

The sensor transmitter (S/T) housing was made larger than originally proposed 

because of the space required for the discrete components and the mounting of the 

tamper switch. A mechanical drawing of the SiT is show~ in Figure 3-24. The 

objective was the ability to plug the SiT into an existing ac outlet without losing the 

use of the outlet. This was accomplished by providing two ac outlets at the top of 

the housing which could be used to plug in appliances while the SiT was an active 

part of the BAS. Because tooling for low quantity plastic housings was prohibitive, 

a metal can was used. Using metal created a potential safety problem because of 

the ac voltage being conducted within the housing. Therefore, adequate clearance 

had to be provided to prevent accidental shocks. This too, contributed to the overaU 

size of the breadboard model. In production, the housings would definitely have to 

be fabricated from a plastic material. 

Although the ultimate size of the SiT can easily be reduced by virtue of micro­

miniaturization, the problem of detecting a tamper alarm by turning the locking screw 

still remains. 

Double outlets are not as universal as one might think. There are two types in 

general use for residential households: the older dual receptacle without the ground 

terminal and the newer ones with the center grounding terminal. The problem arises 

in the fact that the distance from the center of the blade receptacle to the center 

screw hole is different for each receptacle. 

Because of the manner which the SiT plugs into the wall outlet, the location of 

the hold-down/tamper detector screw is fixed. It can be located to accept the old or 

new dual outl~tj but not both. For this reason a universal, plug-in SiT that uses 

the locking screw as a tamper mechanism is a real design challenge. 

3.5 EXTERNAL INTERFACE 

3. 5.1 Functional Description 

The external interface is used to interface serial data from the communication 

interface at the central processor with a 600 n telephone line. This is dl~ne in order 

to prov~de the user with an optional coupling to a central monitoring station. A block 

diagram/schematic of the illlit is shown in Figure 3-25 while a photograph of the 

equipment is shown in Figure 3-26. 
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3. 5. 2 External Interface 

The external interface housing was simply an off-the-shelf wrap-around case 

as shown in Figure 3-27. It was used to house the modem and a few electronic 

components. The modem was mounted on a perforated board and held in place by 

four standoffs. A different size, keyed connector was assembled, one on each end 

of the metal hous tng. 

In production, the modem and its associated circuitry would be packaged within 

the processor and would be offered as an option. 

3,6 CENTRAL STATION 

3. 6.1 Functional Description 

The central station is used to simulate a remote monitoring station such as 

a central monitoring alarm station. Its purpose is to demonstrate both the ability 

to interrogate each of the burglar alarm systems and to receive alarms when generated 

by the burglar alarm systems. It comml:micates with the BAS's through modems 

cOlmected to a 600 Q transmiss ion line which simulates a telephone hookup. 

The central station block diagram is shown in Figure 3-28 and photographs of 

the unit are shown in Figures 3-29 and 3-30. 

3.6.2 Circuit Descriptions 

The central station is comprised of a microprocessor, an I/O matrix, a communi­

cation interface, a front panel and a power supply. These circuits are described in 

the following subsections and reference schematic diagram SKOO-3423 in Appendix A . 

. 3. 6.2. 1 Microprocessor 

The microprocessor in the central station is identical to the one used ~n the 

central processor with the exception that U6, and U9 are not installed due to a 

smaller program requirement. This microprocessor was previously discussed 

in Section 3.2.2.1 and a schematic diagram is given as SKOO-3415 in Appendix A. 

3.6.2.2 I/o Matrix 

The I/o matrix at the central station (schematic SKOO-3423 in Appendix A) is 

similar to that used in the central processor. The user ID for both BAS systems 

are provided as inputs to the central station. Four front panel switch positions 
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3.6.2.2 (Continued) 

also provide inputs to the system. The "system select" switch tells the processor 

which system to interrogate when the interrogate button is depressed. The "Reset li' 

and "Reset 2" pushbutton switches resets the alarm indication lights on the front 

panel. The two output ports U2 and U3 drive the LEDs on the front panel to indicate 

system status • 

3.6.2.3 ComnlUnication Interface 

The only communications interface required at the central station is that required 

to interface with a telephone line via the Ven-Tel micro modem model 100-1. This 

interface is identical to that used in the central processor previously described in 

Section 3.2.2.4. The major exception is. that the central processor communications 

interface required a link to the powerline commlUlications as well. This circuitry 

is not applicable to the central station. In addition, the Ven-Tel modem is phYSically 

located within the central station housing instead of being housed in an external inter­

face as is done with the central processor. 

,3.6.2.4 Front Panel 

'1'he front panel (schematic SKOO-3423) of the central stat:lon is shown in Figure 

3-30. When an alarm occurs in either of the burglar alarm systems the appropriate 

light for that type of alarm for that system will light up. There is no audio ind~cation 

of an alarm condition at the central station. These lights may be reset by depressing 

the appropriate reset button at the bottom of the column of lights. The central station 

also automatically interrogates each of the burglar alarm sYEl,tems on an hourly basis 

and one of the lights will light up, depending on the status of 1:he BAS's. If there is 

no alarm condition the secure light will be illuminated. If system status is desired 

at any other time the systems may be interrogated by selectil!lg the des ired system 

with the system select switch and depressing the interrogate hutton. The system 

select switch is only used for this purpose. 

3.6.2.5 Power Supply 

The central station power supply is identical to the central processor and entrance 

control power supplies with the exception that it does not incorporate a bell drive or 

a strike release power supply. 
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3.6.3 Central Station Mechanical Design 

The housing for the central station was simply chosen to provide a sturdy envelope 

for the central station breadboard. A production central station would probably be 

minicomputer based and provide hard copy alarm rea)d~uts. The size, although not 

overly large, was picked because of the voluln.,e reqC:.ired for the breadboard electronic 

components. The central station was made into a two-channel anmmc iator because 

only two systems were delivered, however; a production version would probably be 

multichannel and fully automatic. The housing used was a vendor-supplied case 

which was lightweight and easily disassembled. An assembly drawing of the central 

station is shown in Figure 3-31. 
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CHAPTER IV. SOFTWARE DEVELOPMENT 

4.1 GENERAL 

The philosophy behind the software design and development was to substitute . '. 

software for hardware wherever possible. The timing logic originally set forth in 

the system concept phase, allowed for slower speeds of data handling and control. 

Software implementations in place of hardwal'e il1volved a compromise on speed, while 

in most cases such tradeoffs provided a simpler and less expensive system (i. e. , 

reduced hardware chip count). Thus, except for the simplest of hardware rio (input 

and output) all timing, control, and system logic was done in software, using the 

INTEL 8080 microprocessor. 

4.1.1. Microprocessor 

The first consideration in the design of the BAS system was the choice of a 

microprocessor to implement the software portions of the system. The primary 

concern was to select a low power microprocessor. However, during the initial 

design of the BAS system, the low power microprocessor had not yet established 

itself on the microprocessor market, even though there were several companies 

anticipating the marketing of their own low power microprocessor in the near future. 

Since the initial systems were to be feasibility mod(~ls, power was considered to be 

expendable for the first breadboard systems. Consequently, the INTEL 8080 was 

selected as the system microprocessor because of the extensive amounts of hardware 

and software support available and because of previous in-house 8080 experience 

and support • 

4. 1. 2 Techniques 

Tn general, much of the software used stacking and polling techniques. Stacks 

and queues were employed in storing active sensors, trouble indicator (TI) error 

codes, handshaking between the central processor and entrance control, entrance 

control combination transmission and central station interrogation. Polling was 

determf",ll.ed to be the best rio technique over interrupt and DMA (Direct Memory 
(. I 

Access), first, for the unnecessary additional speed that the other techniques presented 
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4.1.2 (Continued) 

and second, for the additional hardware involved in interrupt and DMA handling. 

I/o polling was used in the external interfacing with the powerlille and moden!., switch 

reading, and control flip-flops. 

4.1. 3 Input/Output 

I/O handling was dorie both in parallel and in series. All switches and control 

flip-flops used eight bit I/O ports to inpu~ and output bits in parallel. Tables 4-1, 

4-2, and 4-3 give a list of the I/O ports and their corresponding bits. Power line 

and modem data used a bidirectional eight bit shift register for serial input and 

output. Bit 0 was used for serial input and bit 7 was used for serial output. Because 

the hardware did not allow for simultaneous I/O in the central processor or entrance 

control, a priority was established for power line and modem I/O. Power line trans­

missions received the highest priority because of the need for quick response in 

system handshaking. The modem receiver was determined to have the.next highest 

priority, unless an interrogate message had been previously received, then the modem 

receiver was ignored until the loss of the carrier. Modem transmissions were 

selected to have the third highest priority because of the low probability that long 

periods of time (10 seconds) would occur which would not have short non-active 

periods of the power line transmitter or modem receiver activity; these non-active 

periods could be used for modem transmission. Lowest on the list of priorities was 

the power line receiver. If a power line message was missed because one of the 

higher priority I/O activities, it would eventually be received because of the multiple 

messag(~ structure of all transmitting, that is, all sensor and handshaking messages 

have multiple transmissions at timed intervals. 

4.1.4 Handshaking Dialogue 

The purpose of handshaking is to set up a common eight bit codeword in the 

central processor and entrance control so that combination digits from the entrance 

control could be encoded using the codeword when transmitting to the central processor. 

Each digit, which is a four bit binary word from 0-11, is encoded using modulo 2 

addition (exclusive OR) beiween the digits and the upper and lower four bits of the 

codeword alternately (see Table 4-4). Each new codeword, which is essentially an 
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Table 4-1. 

Input Port 1 

Input Port 2 

Input Port 3 

Input Port 4 

Input Port 5 

Input Pod G 

Input Port 7 

Input Port 8 

Input Port 9 

Output Port 1 

Output Port 2 

Output Port 3 

Output Port 4 

Central Processor Eight-Bit I/O Ports 

Power line and modem receiver data 
BIt 0 New data bIt shifted in 
Keyboard 
Btts 0-7 = Keys 1, 4, 3, *, 2, 5, 8, O. respectively 

Keyboard, tamper swttch, and I/o condltlon flags 
Btts 0-3 Keys 3, G, 9, 41, respectlvely 
Bit 4 Bell and processor tamper 
Bit 5 CarrIer 
Btt G Clock 
BIt 7 Phase lock 

IDlI 

IDlI 

Entrance contt'ol, specIal, and parameter sensor code plugs 
BIt 0 Entrance control 4f! 
BIt 1 Entrance control 112 
Bit 2 '" Special III 
Btt 3 SpecIal 112 
Btt 4 External 411 
BIt 5 External lI2 
Bit G External lI3 
BIt 7 External 114 

Mode switches, illllminate/arm button, and run/start swItch 
Bit 0 All mode 
Bit 1 Door/windoWs mode 
BIt 2 R\.m/start switch 
Bit 3 Remote mode 
Bit 4 Local/remote mode 
Bit 5 Local alarm mode 
Bit G Local alert mode 
Bit 7 IllUminate/arm button 

Comblnatlon 
Bits 0-3 = 
Bits 4-7 = 

Combination 
Bits 0-3 = 
Bits 4-7 = 

4th digit 
3rd digIt 

2nd digit 
1st digIt 

Power Une and modem transmIt 
Bit 7 Data to be shifted to transmitter 

Mode LEDs 

Sensor Modes: 
BIt 0 
BIt 1 
BIt 2 

Alarm Modes: 
Bit 3 
Bit 4 
BIt 5 
BIt G 
BIt 7 

All 
Doors/windows 
Fire/panIc 

Remote 
Local/remote 
Local alarm 
Local alert 
Test 

I/O control, 
Bit 0 
BIt 1 = 

arm and access lights, local alert and bell 

~: I/o control 

BIt 2 
BIt 3 
BIt 4 
BIt 5 
Bit G 
BIt 7 

Bell alarm on 
PulsIng or steady alert 
Alert on 
Access light 
Armed Ught 
ReceIver and transmItter clock control 

Trouble Indicator LED 
BIts 0-3 Low BCD digIt 
Bits 4-7 = HIgh BCD digit 
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Table 4-2. Entrance Control Eight-Bit I/O Ports 

Input Port 1 '" Power Uno Ilild modem receiver data 
Btt 0 New data bit shifted in 

Input Port 2 Keyboard 
nits 0-7 = Keys 1, 4, 7, *, 2, 5, 8, 0, respectively 

Input Port 3 Keyboard, tamper switch, and rio conditlon flags 
Bits 0-3 Keys 3, a, 9, /1, respectively 
nit '1 := Bell and processor tamper 
Btt 5 Carrier 
BIt a Clock 
Bit 7 Phase lock 

Input Port 4 ID It 

Input Port 5 = ID II 

Input Port a Entmnce control ill or 2 

Input Port 7 =: Switches 
Blt 0 
Bltl 

Arm 
Panic 
0001' 

Output Port 1 

Output Port 3 

Bit:! '" 
Power Une and modem transmit 
Bit 7 Data to be shlftecl to transmitter 

I/O control, 
Btt 0 
Bit 1 :=; 

Bit 2 
Bit 7 

strike release, ancl 1'[ ltght 
I/O control 
Strike release 
'l'lllght 
Clock control 

Table 4-3. Central Station Eight-Bit I/O Ports 

lllput Port 1 

Input Port 2 

Input Port 3 

Input Port 4 

lllput Port 5 

Input Port G 

Output Port 1 

Output Port 2 

Output Port 3 

Power line and modem receiver data 
Bit 0 New data bit shifted in 

:= System 1 = ID #2 

I/O control number ancl switches 
BIt 0 Reset systcnn 1 
Bit 1 Ueset system 2 
Bit 3 System select bit 2 interrogate 
Bit 5 Carrier 
Bit G '" Clock 

System 1 ID 32 

System 1 ID ill 

Sy stem 2 ID ill 

Power line ancl modem transmit 
Bit 7 Data to be shifted to transmitter 

System 1 lights 
Bit 2 Fire light 
Bit 3 Panic llght 
Bit 4 Intrus ion lLght 
Bit 5 Tamper Hght 
Bit G '" Special light 
Bit 7 Secure light 

System 2 lights and I/o control 
Bit 1 Transmitter control 
Bit 2 Fire light 
Bit 3 Panic llght 
Bit 4 = Intrusion light 
Bit 5 Tamper Ught 
Bit G Special right 
Bit 7 Secure llght 
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Ta.ble 4-4. Modulo 2 Addition for 4-Digit Combination, 1976 

EXl,l.mple: Combination = 1-9-7-6 Codeword = 01100011 

Entrance Control Digit Encoding Central Processor Digit Decoding 

1st Digit: 

(DIGIT #1) (±) (1st half of codeword) = Encoded digit (Encoded digit) (±) (1st half of codeword) = Digit 1 

0001 (±) 0110 = 0111 0111 (±) 0110 = 0001 

2nd Digit: 

(DIGIT #2) (±) (2nd half of codeword) = Encoded digit (Encoded digit) Q (2nd half of codeword) = Digit 2 

1001 Q 0011 = 1010 1010 (±) 0011 = 1001 

3rd Digit: 

(DIGIT #3) (±) (1st half of codeword) = Encoded digit (Encoded digit) Q (1st half of codeword) = Dle:it 3 -, :' 

0111 Q 0110 = 0001 0001 Q 0110 =' 0111 

4th Digit: 

(DIGIT #4) Q (2nd half of codeword) = Encoded digit (Encoded digit) Q (2nd half of codeword) = Digit 4 

0110 Q 0011 = 0101 0101 Q 0011 = 0110 



4.1.4 (Continued) 

eight-bit binary number is generated ra.ndomly to prevent an intruder from easily 

decoding the combination. Thus, a new codeword is established by the handshake 

procedure each time the system is armed or powered up. 

Handshake messages differ from sensor messages in that the ill data field contains 

data (codeword, encoded.digit, or trouble indication) instead of a sensor number. 

The subtype field is used to indicate which handshake message is being received. 

When the handshake procedure is initialized from the entrance control by pressing 

the arm button and closing the door, an arm request is sent to the central processor 

to start the generation of a new codeword. When the central processor receives 

an arm request, or if the system is powering up, the central processor will begin 

the handshake process and handshake with each entrance control in the system. The 

handshake process for e~t;,"'ri entrance control is started first by the selection of a random 

codeword by the central processor. The first four bits of the codeword are then 

transmitted to the entrance control in a DA TA 1 handshake message. Upon receiving 

a DATA 1 message, the entrance control temporarily stores the four codeword digits 

and sends the four digits back to the central processor via a CONFIRM 1 message. 

If the central processor does not receive a CONFIRM 1 message within two seconds 

or the four digits received in the CONFIRM 1 message are not the same as in the 

DATA 1 message, then the central processor repeats the DATA 1 message fora 

minimum of four times or until a correct CONFIRM 1 is received. If a correct 

CONFIRM 1 is not received on the fourth try then the handshaking for the entrance 

control is aborted, an error code is set in the trouble indication stack, and the old 

codeword is assumed to be the new one. 

When a correct CONFIRM 1 is received by the central processor then the program 

will transmit the second half of the codeword to the entrance control in a DA TA 2 

message. The same sequence occurs in the DATA 2 message as with DATA 1 message 

except when the entrance control receives a DA TA 2 the entrance control replaces 

the old codeword with the new codeword from the DA TA 2 and last DA TA 1 message. 
I 

Handshake aborting also occurs if the central processor fails to receive a correct ' 

CONFIRM 2 message after four attempts. Finally, when a correct CONFIRM 2 is 

received by the central processor, the old codeword is replaced by the new one and 

an OK message is sent to the entrance control. The OK message also contains a 
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4.1.4 (Continued) 

trouble bit to indicate if there is trouble within the system (i. e., user error, masked 

sensor, alarm, etc.). The entrance control will turn on the trouble indication light 

for twenty seconds after receiving an OK message. rf'the'trouble indication bit is 

set, then the light will flash to indicate trouble in the system; otherwise, the light 

will be steady. (See Figure 4-1.) After the central processor sends an OK message, 

handshaking will begin with the next entrance control. 

To enter and'disarm from an entrance control the user must enter the four correct 

digits (predetermined by the codeplug in the central processor) at the entrance control 

keyboard and wait for the strike release. The entrance control will take the digits 

from the keyboard, encode them, and transmit each one to the central processor. 

When the central processor receives and decodes the fourth digit, the system will 

be disarmed and a STRIKE RELEASE message will be transmitted to the entrance 

control. The trouble indication bit is handled in the same manner as in the OK message; 

however, the entrance control will also turn on the strike release for five seconds 

when it receives a STRIKE RELEASE message. 

Flow diagrams for all software is given in Appendix B while a program listing 

is given in Appendix C. 

The next sections will di~cuss the specific software routines generated for the 

central processor, the entrance control and the central station respectively. 

4.2 CENTRAL PROCESSOR 

4. 2. 1 Power Up 

During power up RAM (random access memory) is initialized, that i~, all flags, 

buffers, stacks, and variables are set to an initial state that assumes the system has 

no alarm or status errors. A flag is set and an error code set in the trouble indicator 

stack to indicatr.3'that power has just been restored. Next, the run switch is read. 

If the run swit",;b. is in the run position then the microprogram will begin the arming 

sequence which; includes entrance control handshaking; otherwise, the program will 

wait for the run switch to be switched from the start position to the run position. 

When the switch is moved from the start position, the processor will enter the 

access mode and after leaving the access mode the processor will also go through 

entrance cont.,rol handshaking. Thus, after power up the central processor always 

establishes a dialogue between it and the entrance controls. 
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Figure 4 .. 1. Central Processor and Entrance Control Handshaking 
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4.2.2 Access Mode 

Upon entering the access mode (SACC) which is accomplished by inputing the four­

digit user combination at the central processor keyboard, the central j>rocessor will 

first disable the processor and bell tampers, turn on the access light, and start a 

one minute access timer. The access mode will not terminate until the processor 

and bell tampers are secure. Consequently, the processor will only terminate the 

access mode after the expiration of the access timer or the.,pressing of the arm 
/ 

button, whichever comes first, and the seouring of the tampers. Also, except when 

a processor (or bell) tamper is ill progress, all alarms will be aborted after entering 

the access mode. This insures against an intruder forcing the processor door open, 

reading the combination, and entering the access mode to shut off the alarms. Upon 

leaving the access mode the code plugs will be read (READ CP) the access and mode 

lights will be turned off, and the tamper will be enabled. If the power up flag is set 

then entrance control handshaking will occur, or if the a.rm button was pressed during 

the access mode the system will execute the arming routine (SARL) otherwise, the 

program will enter an unarmed state. 

4. 2. 3 Main Polling Loop 

The main polling loop checks for keyboard data, receiver messages, the arm 

button depression, processor (or bell) tamper switch, end-of-access mode, mode 

switch output if tamper is dis~:pled (access mode), and timer expirations. When 

any key is pressed on the processor keyboard, the program will enter the key 

combination check routine (KEY) the program will enter the key combination check 

routine and decide whether the sequence of key inputs matches the correct combination. 

Similarly, when a receiver message, arm button closure, processor tamper, or 

end-of-access mode occurs the microprogram will enter the receiver message decoding 

(RECDA T), arm button pressed (ARMBUT), tamper alarm (GART), or End-of-

Access (ENDACC) routines respectively. If the processor tamper is disabled, i. e. , 

the system is in the access mode, the program will read and display the mode settings 

via the small LED indication lights. Also, if the system is armed the processor will 

turn on the ARM light. Table 4-.5 is a list of the timers and what happens when they· 

expire • 
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Table 4-5. Timer Functions and Executions 

'rimer Function Execution on Expiration 

Access 1 minute - access mode timer Reset ·access timer flag 
(End access mode if tamper secure) 

Code 2 seconds - checks for confirm Go to entrance control error routine 
message from entran.ce control (ECERR) 

(Failure in entrance control handshake) 

Display 20 seconds - display present Turn off mode LEDs 
modes of the central processor 

Fire 5 minutes - fire alarm timer Turn off bell and alert and reset 
that sounds pulsating alarm fire alarm in progress 

Bell 5 minutes - general bell alarm Turn off bell and reset tamper, 
timer panic, and intrusion alarm in 

progress 

Local Alert 5 seconds - local alert time 

Min 5 

Hour 

Jamming 

NOTE: 

with counter to indicate suc-
. cessive multiple 5 second 

alerts 

Intrusion alert count = five Go to intrus ion alarm routine (GARI) 
25 second intrusion warning 

Arming delay count = fifteen 
1-1/4 m.inute alert before 

Go to armJng routine (SARN) 

arming 

Special alert count = sixty Turn off alert and reset special 
5 minute spec ial alert alarm in progress 

5 minutes - for updating the Status bytes changed 
state bits in the sensor status Bit 2 = Bit 1 
bytes. These bits are used to Bit 1 = Bit 0 
keep track of a sensor's activity 
every 5 minutes 

1 hour - for updating sensor Status errors for each sensor are 
status set if no status message has been 

received in the last two hours 

3 minutes - detect steady jam- Go to internal intrus ion alarm 
ming on receiver (reset when (A LINT) 
no receiver activity) 

Each timer has a flag to indicate if the timer is on or off and a 16-bit word 
to indicate when (in seconds) it expires. 

4-10 

l­
I 
r 
I 
• I 

I. 
I 
L 
I 
t 
I 
t 
I 
• 
I 
l 

r 



.­
I , 
I 
• I 
I 
I 
.­
I 
t 
I , 

! I 
• 
I 
J 
I 
~ 

I , 

4.2.4 Arming 

When the system is "armed" the armed light will be lit and the intrusion alarms 

will he enabled according to the mode settings. The system can be armed either from 

the central processor or the entrance control dependilig on the system configuration alld 

mode settings. As in the case where the system does llot have an entrance controll all 

arming is done at the central processor. In such a case, arming is immediate in the test 

or local alert modes and a I-minute 20-second local alert warning is sounded before arm­

ing, which allows the user to leave the premises, in the local alarm, local/remote, and 

remote models. Furthermore, in order to arm from the processor the user must 

enter into the access mode and press the illuminate/arm button. If the system includes 

one or mO:r:e entrance controls handshaking always occurs hefore arming. In addition, 

certain mode settings preclude arming from the central processor or entrance control. 

For instance, the system with an entrance control can be armed from the central 

processor only if it is either in the test or local alert modes. If the system is either 

in the fire/panic, test, or access modes, the system will not arm from an entrance 

control. Again, a one minute 10-second local alert arming warning is sounded when 

arming in the local alarm, local/remote, or remote modes to warn any other occupants 

of the house or building that the system is arming. Also note that except for arming 

in the test mode, sensors that have state errors (sensor left in the alarm state) or 

status errors are masked out. (disabled) from the system. 

4. 2. 5 lliuminate/ Arm Button 

'I'he illuminate/arm button has two purposes: it is used to arm the system at the 

central processor, and it is used to display the present mode settings and trouble indicator 

error codes. When the button is pressed while in the access mode, the access timer 

will be terminated, and upon leaving the access mode the central processor will attempt 

to arm the system. If the button is pressed while not in the access mode, the mode LEDs 

will display the present alarm and sensor modes for 20 seconds. Also, an error code 

will be displayed on the trouble indicator LED and upon each successive depression of . 
the button the processor will display each successive error code in the trouble indicator 

stack. 

4. 2. 6 Alarms 

There are five basic alarms g'enerated by the system: fire,panic, intrusion, 

tamper, and special. An intrusion alarm may be either external or internal with 

"jamming" being handled as an internal intrusion alarm. The sensor and alarm mode 
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4.2. 6 (Continued) 

settings allow the user to select which sensors (perimeter or lIall") cause what type 

of alarm (local alert, local alarm, external alarm, or both local and external). 

The sensor modes (fire/panic, doors/windows, and all) affect only the intrusion 

alarms, indicating which intrusion sensors are to be armed, while fire, panic, tamper, 

and special sensors are always monitored. The "fire/panic" mode disables all 

intrusion alarms, the "door/windowft mode enables only the external intrusi.on alarms, 

and the "all" mode enables all intrusion alarms, both external and internal. The 

alarm modes (test, local alert, local alarm, local/remote, and remote) influence 

the type of alann output. Table 4-6 lists the alarms that correspond to each alarm 

mode. 

4.2.7 Receiver Messages (RECDAT) 

When a message (see Figure 4-3) is received on the power line the TYPE and ID 

data fields are compared to a list of active sensors. If there is no match-Up then 

a receiver error count is kept (RECEVR) to indicate that there are messages bcing 

received that are from sensors which are considered inactive (their code plugs are 

still in the processor). When a complete message has been received the program 

first checks for an entrance control handshake or comb ination message and if such 

a message occurs then the program enters the entrance control message routine 

(see Section 4.1.4). Otherwise, upon receiving a sensor message the program 

examines the subtype field and sensor status bytes to determine whether the message 

is to generate an alarm or not. If a non-alarm message occurs the status and state 

bytes are updated and the corresponding trouble indicator error codes are updated, 

otherwise, when an alarm message is received the appropriate alarm routine is 

executed. 

4. 2. 8 Receiver and Transmitter Polling 

The I/o polling routine (IOPOLL) reads and writes data serially on each pulse 

of a 60 Hz clock. The clock is polled throughout the program to keep track of the 

number of clock pulses and thus the number of seconds is incremented on every 

64 clock pulses (64 is used to keep the central processor timing structure out of phase 

with the rest of the system). The I/o priority (discussed in Section 4.1.3) is implemented 

using the phase lock carrier, and mode settings. During power line transmitting 

(the highest priority), all processing pauses until the complete message is transmitted. 
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Table 4- 6. BAS Alarm Outputs 

FIRE PANIC INTRUSION TAMPER SPECIAL 

TEST 20 second test 20 second test 20 second test 20 second test 20 second test 
light and local light and local light and local light and local light and local 

I 

alert alert alert alert alert 

LOCAL 5 minute pulsa- 5 minute steady 5 second local 5 minute steady 5 minute local 
ALERT ting local alert bell alarm alert bell alarm alert 

and bell alarm 

-LOCAL 5 minute pulsa- 5 minute steady 5 millute steady 5 minute steady 5 minute local 
ALARM ting local alert bell alarm bell alarm bell alarm alert 

'- and bell alarm Jl 

LOCAL/ 5 minute pulsa- 5 minute steady 5 minute steady . 5 minute steady 5 minute local 
REMOTE ting local alert bell alarm with bell alarm w i:th bell alarm with alert with 

and bell alarm modem trans- modem trans- modem trans- modem trans-
with modem mission mission mission '. 'I .. mlsslon 
transmiss ion 

REMOTE 5 minute pulsa- 5 minute steady modem trans,- 5 minute steady 5 minute local 
ting local alert bell alarm with miss ion only bell alarm with alert with 
and bell alarm modem trans- modem trans- modem trans-
with modem mission mission mission 
transmiss ion 

'--~I" " 



4.2.8 (Continued) 

The program only allows central station interrogations to be received if the carrier 

is on, the processor is not in the access mode, and the processor alarm mode switch 

is in either the local/remote or remote modes. Also, whim the central station interrogate 

message is received, the program will immediately transmit a status message back 

to the central station on the modem. Unlike the synchronous mcxlem transmission 

(status message after interrogate), the asynchronous modem transmissions (status 

message after an alarm) will wait until the carrier drops before transmitting (see 

Figure 4-2). If no other I/O activity (transmitter or modem receiving) is occurring 

and the phase lock is on, the program will receive power line data. A receiver 

flag is set when a power line message is received with correct parity and ID match, 

so that the TYPE and ID DATA field can be checked (see Section 4.2.7). 

Modem Status Message from Central Processor to Central Station 

I Preamble (300 millisecond delay)\ ID #2 Status Bits 

Bit 4 = Fire 
Bit 3 = Panic 
Bit 2 = Intrusion 
Bit 1 = Tamper 
Bit 0 = Special 

ill #1 IJ 
Parity 

Modem Message (Interrogation) from Central Station to Central Processor 

1 Preamble (400 millisecond delay) I ID #2 

Figure 4-2. Modem Message Format for Alarm 
and Interrogation Messages 

4. 2. 9 Read Code Plugs (READCP) 

ill #1 
Parity 

When a new list of sensors is generated by reading the code plug inputs, the old 

status byte of a sensor is restored into the new status if the sensor has been in the . 

system previously. If a sensor of the new list was not in the old list then a new status 

byte, that assumes the sensor is secure and has good status, is stored. The sensors 

are stored with their corresponding status bytes in a stack (list) of active sensors 

with null bytes (FF Hex) separating each group of sensors. For entrance control 
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4.2.9 (Continued) 

sensors the status byte is replaced by a codeword (see Section 4.1. 4) .. Thus, the 

sensor list contains seven groups of sensors: entrance c,?ntrol, entrance control 

tamper, entrance control panic, special, perimeter (including entrance control doors), 

internal, and fire. Sensor and alarm modes are read in with fire/panic and test 

modes, respectively, be.ing the detault modes on switch errors. The combination 

digits are read in with the * eqnal to 10 (1010 binary) and the # equal to 11 (1011 binary) 

and digits 0-9 equal to their BCD equivalent. 

4.3 ENTRANCE CONTROL 

4.3.1 Power-up 

The entrance control reads its codeplugs once during a power-up cycle. Therefore, 

it is necessary to disconnect power if code plugs are changed • 

4.3.2 Main Loop 

The entrance control looks for receiver messages, arm request, sensor changes, 

keyboard data, and timer expirations and executes the appropriate routines. If the 

arm button has been pressed and the door is then closed the program will.transmit an 

arm request to the central processor and set up a timer to send four subsequ~nt arm 

requests to the central processor at three second intervals. When a senSQr (tamper, 

panic, or door) changes state (alarm to secure, secure to alarm) the program 'transmits 

the corresponding message to the central processor and sets up a timer to send four 

subsequent messages at one minute intervals. 

If the door has changed from secure to alarm, the keyboard lockout flag will be 

set. Next, the program checks for a keyboard digit on the key stack, if there is a 

digit present the;;the key will be "popped" off the stack and transmitted to the central 

processor. During handshaking all entrance control sensor transmitting is inhibited. 

The following is a list of entrance control timers: 

1. Tamper: 

2. Power: 

3. Door: 

Four one-minute timers for sending entrance control 
tamper alarms 

Four one-minute timers for sending entrance control 
panic alarms 

Four one-minute tilm rs for sending entrance control 
perimeter alarms 
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4.3.2 (Continued) 

4. Arm Request: 

5. TI light: 

6. Strike Release: 

Four three-second timers for sending arm request 
to the central processor 

Twenty second timer for steady or flashing TI light 

Five second timer for duration of strike release 

7. Five minute timer for resetting key count 

8. One hma timer for door status messages. 

4.4 CENTRAL STATION 

The central station is the simplest of the programs and consists of an hour timer 

for hourly interrogation of both systems, switch monitoring for knowing when to 

interrogate a system, and resetting the s:tatus alarm lights, receiver routine (similar 

to the central processor and entrance control) message decoding routines for outPlltting 

the status bits of a status receiver message, and a transmitter routine that shifts 

data out to the modem. When the interrogate switch is pressed the program will read 

the code plugs and system select switch and stack the appropriate system number to 

be interrogated on a transmitter stack which allows for the interrogation of several 

systems at once in seqllence. The transmitter rOlltine "pops!! a system number 

from the transmitter stack, loads the transmitter buffer with the corresponding ID, 

and shifts the data serially to the modem. The central station is capable of receiving 

and transmitting simultaneously; thlls, it can receive from one system and transmit 

to another at the same time (see Figllre 4-2). When a message is received on the 

modemJ the status bits of the statlls message are outPlltted to the system status-

alarm lights. If there are no alarms the receiver light is turned on. 

4-16 

• 
I 
r 
I 
• I 

.. 
I 
L 
I 
t 
I 
t 
I 
• 
I 
l 
I 



-I 
I , 
I -I , 
I 
.­
I 
t 
I 
~ 
I 

I-
I 
J 
I 
.­
I , 

CHAPTER V. CONCLUSIONS AND RECOMMENDATIONS 

Through the development of the two feasibility models of the Burglar Alarm 

System, it has been shown that all previously established requirements can and 

have been met. This includes requirements for low vulnerability to attack and 

compromise. Through the implementation of the handshake routine between the 

central processor and the entrance control, the vulnerability to the development 

of a lmiversal BAS key has been significantly reduced. It precludes the use of one 

BAS to defeat any other BAS. Additionally, the system provides the user with a 

high degree of flexibility in the way the system is utilized, yet the probability of 

creating false alarms has been reduced through a number of niethods. One of the 

methods is Simply the incorporation of the entrance control into the system. The 

entrance control provides a very positive lockout feature which precludes the user 

from walking into his armed system. In addition, the logic employed at the central 

processor will not allow the user to arm his system in various operational modes 

which may lead to false alarm conditions. The system also provides the user with 

a continuous analysis of the operability of the system, i. e., if trouble occurs within 

the system the user is alerted to that trouble and the trouble condition itself is displayed 

to him in the form of a two-digit code at the central processor. These relatively 

sophisticated features can be provided cost-effectively through the use of microprocessors 

and large scale integration. The BAS Phase I Report concluded that the original 

cost goals could be met and that conclusion is still maintained to be viable. 

BAS feasibility has been demonstrated through the development of the two deliverable 

breadboard systems. It is therefore recommended that a seven step program be 

undertaken to further develop the BAS. The following work statements are arranged 

in chronological order. 

1. Conduct a partial productization of the BAS to allow a cost effective quantity 

build for large scale testing. 

2. Fabricate the test systems while determining all test parameters, reporting 

methods, seleotion of test sites, data recording and analysis, etc • 

3. Conduct large scale field tests. 
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Ohapter V (Oontinued) 

4. Analyze the results and make modification recommendations if required. 

5. Modify the systems as required. 

6. Complete the BAS productization. 

7. Transfer the acquired technology to manufacturers who wish to market 

this system. 

It is estimated that such a program would take two to three years to implement. 
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MODEL 
CP-I 

(, 
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0 

-'_,&-
\\ 

+ .... " 
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LTR REVISION DESCRIPTION DATE ~!»PROVED 
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KEV: PL SJ(oz. .. 3342 *.IIENDOR ITEM· FOR PRc::lCUREMENT OR F-FEET B-BULK 
PART NUMBER SEE SPECIFICATION I-INCHES AIR-AS REQUIRED " 

CONTROL OR SOU~CE CONTROL DRAWING R-REfERENCE CODE IDENT 07397. I SHEET 2... REV , 
ESG -1086.8 (1.72) • )/ 
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tCEY: PI. SI( ()Z - J 342-.·VENDOR ITEM· FOR PROCUREMENT OR F-FEET B-BULK' 

C) 
PART NUMBER SEE SPECIFICATION I-INCHES AIR-AS REQUIRED 
CONTROL on SOURCE CONTR~L DRAWING R-REFERENCE 

CODE IDENT 07397 I SHEET 3 REV 
(~!, ESG· 1086.8 (1·721 + '1 
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QUANTITY REQUIRED CODE PART OR 
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ITEM 

-/ KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION b NO. z 

I IN~t:-S.1" 2 AIY/A7c# ;:::/If/tit/E..!?· ~R6MN/i;T 18 ;l~ 
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• NOTES: (UNLESS OTHERWISE SPECIFIED:) PARTS LIST NO PL 
LTR REVISION DESCRIPTION DATE APPROVED 
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 

RECORD OF REVISION STATUS OF EACH SHEET GOVERNMENT CONTRACT NO (Cj i:t SYUI~J8 
RELEASE APPD BY DWG 1 2 3 4 ..J PREP DATE ELECTRONIC SYSTEMS GROUP/WESTERN DIVISION 

LU 
CHK 1 2 3 " 

MOUNTAIN VIEW, CA 94042 
> CHK 
LU C E:.tv\' 'R A L ?RDC E.5S0~ ..J CONT 1 2 3 4 APPD 

MODEL AI'I'D FRDNT ?AtvEL 

SIZE CODEIDENT PARTS ~,1ST NO 
NEXT ASSEMBLY A 07397 PL 
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SHEET 1 OF 3 
25G-1085.8 (1.74) .-
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4 c tI E..R~ '< E. ~. 
QUANTITY REQUIRED CODe PART OR 

~ I KEY IDENT GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION IDENTIFYING NO. 

I R 5CHEMAT Ie D JAG-RAM 

:4 RESIsTOR \K..:C~CJo 1)4W 
\~ \ 2. \ 

I 7"<'" -0'207-601 2~\G--IT L E. \J D \SPLA Y 
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KEY: PL • ·VENDOR ITEM· FOR PROCUREMENT OR F-FEET B-BULK 
!'ART NUMf~R SEE SPECIFICATION I-INCHES AIR-AS REQUIRED 
CONTROL OR SOURCE CONTROL DRAMNG R-REFERENCE CODEIDENT 07397 I SHEET 2 ," 

riSG ·1086.8 (1.721 
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0 NQ. z 

I 

2 

,3 

I ~ 

I S 
IJ 

r.-
I b 

7 

2 ?, 

3 9 

14 ' \ 0 

l5 , , 

REV 



• NOTU: 

QUANTITY REOUIRED CODE PART OR III 
KEY IDENT GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION i ITEM 

IDENTIFYING NO. NO. 

I 275-327 SW\Tc..H STA~T SPST ~ \2-
53) 

I .J;;OA3b-bl- 1- S}./ S v \'Tc r\- ALARM MCOE ~ 13 
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I 5\.C,4-222J S\V\\cH :c LLuH \kJATE}ARM } 14 
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) 32 s- 007~ CAP (IL~vM/ ARM .sW ITcH) I IS-
.; 
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2- C.A<:- \b?OI-2b- \ I-TO- Q 24· O\'P I NT Et( CON N E: C. T CA'iSLE' 7· \7 
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2J 

22-

KEY: PL • -VENDOR ITEM -, FOR PROCUREMENT OR F-FEET B-BULK 
PART NUMBER SEE SPECIFICATION I-INCHES AIR-AS REQUIRED 
CONTROL OR SOURCE CONTROL DRAWING R-REFERENCE CODEIDENT 07397 I SHEET 3 REV 

ESG -1086.8 (1-72) + ',:;;-
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NOTES: (UNLESS OTHERWisE SPECIFIED:) PARTS LIST NO PL 

LTR REVISION DESCRIPTION DATE APPROVED 

.-

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 

RECORD OF REVISION STATUS OF EACH SHEET GOVERNMENT CONTRACT NO (Cj i #I SYW~J8 
RELEASE APPD BY DWG 1 2 3 4 ....J PREP DATE ELECTRONIC SYSTEMS GROUP/WESTERN DIVISION 

LU CHK 1 2 3 4 
MOUNTAIN VIEW, CA 94042 

> CHK 
LU N\ lcRo C OMP\JTEf\ ASSV-..J CONT 1 2 3 4 APPD . 
MODEL APPD B\l\< ().. LA ~ '( ALAR.M SYSTEM 

SIZE CODEIDENT PARTS LIST NO 
NEXT ASSEMBLY A 07397 PL 

" 

SHEET 1 OF 4 
ESG-l085.8 (1·74) + 

-,. ..r:::a ...... _ 
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NOTES: 
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QUANTITY REQUIRED CODE PART OR 

KEY 
-~ -2 -/ IDENT IDENTIFYING NO. 

1 !R 

J I SK Ob-.3~' 4 

3 3 3 C.SR\16-losl<. 

I J I 

2 '2 2 Cfc.ob I o4K 

I \ I CMQ05; F'ISI3 ()!lL 

2.. 2 2. 

KEY: 
• ·VENDOR ITEM· FOR PROCUREMENT OR F-FEET 

PART NUMBER SEE SPEIi"ICATION I-INCHES 
CONTROL OR ~QUf'lCE ct':'NTROL DRAWING 

ESG ·1088.8 (1·721 

,J, 

GTE SYLVANIA PART NO. 

~. . 

. , 

,,-
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R-REFERENCE .. 
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/' ~ 

I b 
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lR \,4) V 
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CODEIDENT 07397 I SHEET 2 REV 
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QUANTITY REQUIRED CODE PART OR 
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KEY: 
.·VENDOR ITEM· FOR PRocunEMENT OR F-FEET B-BULK 
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CONTROL OR SOURCE CONTROL DRAWING R-REFERENCE 

ESG • 1086.8 (1.72) + 
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NOMENCLATURE OR DESCRIPTION 
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QUANTITV REQUIRED CODE rART OR III 
ITEM KEV GTE SVLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 

.. 
-2 -J IDENT IDENTIFVING NO. 0 NO. z 

2. "2 s\4-Ac,,\\ D 72-701080-3 .s 0 C I{ 1::. T \4 '?IN LOw P\?o - 23 
F \ L e: \ ~ 

4 4 5 \ 6-AG-1 \ 0 12 - '7 (j , b ~ a - i SOCKET l b PIN_LOW PROFILE 24 
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2 2 51 <i$-A().\\I-;) Soc. \( ET \ 8 PIN L.P. 25" 
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KEY: PL • ·VENDOR IYEM • FOR PROCUREMENT OR F-FEET e.·BULK 
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CONTROL OR SOURCE CONTROL DRAW1NG R-REFEReNCE CODEIDENT 07397 I SHEET 4 REV 

ESG - 1086.8 (1-72) ,. 



NOTES: (UNLESS OTHERWIsE SPECIFIED:) 

.. 
I 
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ELECTRONIC SYSTEMS GROUP/WESTERN DIVISION 

MOUNTAIN VIEW, CA 94042 

BAS 
C EN,. R A L 1'i20CE.S SO I< ' 

Housl~G- t-.A6DIt="lCAT/ON 

SIZE CODE IDENT PARTS LIST NO 

A 07397· PLSK8'2-3879- 1 

SHEET 1 OF Z. 

- - - - -- -.- -- .. ---. 
....... ,. ........ --. ..- .-

'\ 



., - .. ,. .. -- Ii 

..t' •• 
,1/ - ..... e • 

~r 
NOTES: (UNLESS On'IERW1SE SPECIFIED:) PARTS LIST NO PL SKc:JZ - 3~c> 

LTR REVISION DESCRIPTION DATE APPROVED 

,. 

\ 

.. ~ 

1 2 3 4 5 6 7 8 9 10 '1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 

RECORD OF REVISION STATUS OF EACH SHEET GOVERNMENT CONTRACT NO '#I i#l SYUI'WJ8 RELEASE APPD BY DWG 1 2 4 
,,,-, AffO 

...J 3 
PRE£..f-.jI./glF-!.- /i;jJPk?t" ELECTRONIC SYSTEMS ~ROUP/WESTERN DIVISION 

w 
CHK 1 2 3 4 

MOUNTA'.N lEW, CA 94042 
> CH~' w ENT£'AN((?e CONTROL. ...J CONT 1 2 3 4 APPD 

Et:.e'crICO/l/lc, s Pi:'G; 
MODEL APPD 
5C-/ SIZE CODEIDENT PARTS LIST NO 

NEXT ASSEMBLY A 07397 PL SKt12·,.g.t/()o 
SHEET 1 OF ""'I 

:t 
ESc;. 1 085.8 (1-74) + 

• 
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NOTU: I. P"q,e, TO Bc (,.t:Jc;tJre-o ""v CC,t9 -I/o /Nrpt:. 

QUANTITY REa~IRED CODE PART OR w 
ITEM ... 

-/ KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 0 NO. Z 

I S'K8~·3407·/ c:f1Vt'L CJS'dR~ eNT CONT I 
/ S'K 8 e· 34 t:)ef'·1 

. 
8".t1se- p~4re:> e'Nr Ct::)#T 2 

\ a 
I t'IRC'CI/T t'P ,I/$SY'-A4ICRo C;4fpr:e 4 
I t'IRC't//T C'C; AS~y...I/~ INiPe:; 6 , 

~ 
I '- /52 ~PIY~Ri:>S) et.cCi.elc sr,e/~€ 7 
Z ~ B6~Z ('C1(I<) SWITc:rIlJ I't./sIl8(/rr~#-,lV/(/)M~N. 8 
I - 8/Z'/e ,C!4~) fi1i¥ITC# / 9 .. 5 9'P~ MS'6'1'969-28 scecW;,4;t~cH; rt-(6-5Zx. 38 t~) 10 .. 

1/ 
I . 801B-3 '~.I~) t1',q~ Re-O IE 
Z .... 785/- 2 (C~~) c:' ,4 ~ B c.;c;. 13 

14-, .s'P4~£eL(4-4-o XI 75 t,6} 15 
16 

I • C't:?NNtECiCJe (7"'0 Ke'r'l5a,qeo)I?PlHMlfl t 17 
I €6..5'-ta H .s~/rC!H 7AN~£At? EN/: <:!tJ,f) r /8 

/9 
zo 
2'1 

. 22' -
KEY: PL $'KCJ2-.1~dO • ·VENDOR ITEM· FOR PROCUREMENT OR F-FEET B-BULK 

PART NUMBER SEE SPECIFICATION I-INCHES AIR-AS REQUIRED 
CONTROL OR SOURCE CONTROL DRAWING R-REFERENCE CODE IDENT 07397 I SHEET 2- REV 

ESG -1086.8 (1-72) + 

.. - ... ,. ... - -. - IIf - P -,. -.- -a ... 9 
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~ 

NOTES: 

( ~ f.::. Y Be::> A. 7< "0 -s u 8;\ S5 EII1I3Ly) 
QUANTITY REQUIRED , III 

ITEM CODE PART OR 
NOMENCLATURE OR DESCRIPTION 

... 
-/ 

KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. i NO. 

I SKf2 .. .J39$- I E..v~LcsU.eG , /<1; Y.BG>A,12 ']) ~3 
I SI(,K2- ~394- I BAS£' ,PL~Ttf. -' KU3l> L!{ 
I 1$1< f2-..J~92- I ~ACKG7 .. 7/NP SW K.JBD ~:-

~-
~ ;>..7 

L !l!L ()~a 2. (IJ. ~G" ~oJ ~~A.RD , It:< p~S iX 
.;J.9 

I ,,'( rz· ?9~/-C)9j II LA/hg 2BZ> II'IC'JI'I ])~ is-V} ~a 
/ eC.3 - ~(j 1-1 S,IeI,/ 7tC N -r A A1.1'£ 2 K J iJ "[) .!4L -. '·3Z ... 

C'G1,A/'A/EC 7"'0 It? f ~)8.P To ~,()i ~,,-u~ 33 
34-
3~ 
!~, 

37 . 

KEY: PL SKO'2-34~a *·VENDOR ITEM· FOR PROCUREMENT OR F-FEET B-BULK 
PART NUMBER SEE SPECIFICATION I-INCHES AIR-AS REQUIRED 
CONTROL OR SOURCE CONTROL DRAWING R-REFERENCE CODEIDENT 07397 I SHEET ~ REV 

ESG • 1086.8 (1.72) + 
I) 



> I 
c:.n 
o 

... 

NOTES: (UNLESS OTHERWISE SPECIFIED:) 

1 2 3 4 5 6 7 8' '9 10 11 12 ,13 14 15 

RECORD OF REVISION STATUS OF EACH SHEET 

RELEASE APPD BY DWG 1 2 ...J 3 4 
UJ CHK 1 2 3 4 > UJ 
...J CONT 1 2 3 4 

MODEL 

NEXT ASSEMBLY 

ESGo106S,811·74) 

.. 
PARTS LIST NO PL 
LTR REVISION DESCRIPTION DATE APPROVED 

~ 

16 17 18 19 20 21 22 23 24 25 26 27 '28 29 30 31 32 33 34 35 36 37 38 :''9 40 41 42 

GOVERNMENT CONTRACT NO' ", ( ij i ¥I S!IUI1WI8 
PREP PATE EL€CTRONIC6YSfEMS GROU'({X'ESTERN DIVISION 

' M UN AIN VIEW. A 94042 
CHK 

E~/TRAN CE: CONTRoL APPO 

APPO \/0 C \ \~ C U '\ '\ R Y 

SIZE CODE IDENT PARTS LIST NO 

A 07397 PL 
SHEET 1 OFt 

'i· 

+ J\ 

.'! 

.. - .. - ,. -.- ... - lIP - ,. -.- -.- __ .. 'P 
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:> 
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1'.1l 
~ ... 
-. 

NOTES: 

QUANTITY REQUIRED CODE PART OR 

-\ 
KEY IDENT IDENTIFYING NO. 

I R 

\ 

.s 
'3 

I 

4 

\ 

2. )S 2 \ "2. 

\ C.04034 

\ c !)4cs 0 

\ D(:r\qo 

KE.Y: 
':; •• VENDOR ITEM· FOR PROCUREMENT OR F-FEET 

PART NUMBER SEE SPECIFICATION I-INCHES 
CONTROL OR SOURCE COIHTROL DRAWING 

ESG -1086.8 (1·721 

'J 

• 
GTE SYLVANIA PART NO. 

B-BULK 
AIR-AS REQUIRED 
R-REFERENCE, 

-+ 

w 
ITEM 

NOMENCLATURE OR DESCRIPTION b NO. z 

SC\-\EM AT \ C D \ A G-R A fv\ \ 
V 

\~ E S \ STDR. 270 \<. ..\-~~tl \/4W 2. 
(R\s) ..,/ 

RE·S\s·ro~ \ 0 K :r.S'7c:. 1/4 IN 3 
(RI It) II \10 \7) / 
~E.~ \ STOR '2. 7K~ 5'~1 \}4W 4 
~R2 - 9) / 
RES\STO~ :2 2 0 \-< =Z::. s :!p \ /4-'\,v 5 
(R\21 ../ .. 
RES\s\o~ 2. "I K ± 5'7n \/4W b 
R\3 \'8 \9 20) ~ 

~E.S\.sTOR \OO\<,±£7c:. 1/4W 7 
(R 14) . ~ . -I.e. IN~UT / oul ~UT Po RT '6 

\_U\ '2.) ~ 
I.e. ItVPUT/DLJI PuT (tEG:t~TAR 9 

\U3\ /" 
I.C. \-\ EX 6u F FE.R 10 

U4) /' 
I.C. ANALOG- SW\'Tc.\-\ I , 

us) / 
PL 
CODEIDENT 07397 I SHEET 2 RI=V 
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NOTEI: I. C"E~RY E:l6C.T~\(..Al.. PROt), 

2. c. ... " COM".oJVENTS,T.Nc.. 
3. G-\\A'" \-\ 1 l L 

QUANTITY REQUIRED CODE PART OR w 

-\ 
KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 

.. ITEM 
0 NO. z 

\ S N.s 4 D3 15- )323 'Cf'2:"" I I. .c... CJVAD 2 ~ ltv PuT N A fVO ( () CL\ \2. 
t U h\ ./ 

\ S N5"\ DO \5 - 8 2..";), I \ 4 - I I.e. QVAf'I 2- JNPUT NArvD \3 
( ( J 7 \ ~ 

\ ~2:.os 
.I 

o E.C c\:)~ R. I. c.. I (\.(: 8 ~ u 8) 
\ -<51\15404 \5- 8"27-, \ \ 4 ..... 3 :l:. C , HE X \NV~~TER \5 

\ U 9) ,;..~"" 
,/' 

~ T\t)\2\ \)\QOE ARI~AV Ie \h .. (U\O, \\ \'2.) ./'/ .. 
3 "\ \ \) \39 ~ D\ODE: ARRAV IC \') 

( LJ \ 3 \ '~~L IS') .~./' 

\ 2N2222 '~ANS\.s.TaR N'PN \ -' . 
ty , / 

\ Itv.q)~8 \)IO\)s .(CRI) \g 
/ 

2. E'63- boH SW\TC\-\ -TAMPER I 20 
./' 

\ 8 12./ SW\TCH-A\\M 2 :21 
,/ 

'2 39-12- S W \"TC H- PA}J\ c. 13 2:2 
V 

KEY: PL •• VENDOR ITEM. FOR PROCUREMENT OR F-FEET B-BULK 
PART NUMBER SEE SPECIFICATION 'I-INCHES AIR-AS R~QUIRED " 

CONTROL OR SOURCE CONTROL DRAWING R-REFERENCE CODEIDENT 07397 -, SHEET 3 REV 
ESG ·1086.8 (1.72) .+ 

1- _ - - .... --- -- - - - - - - - - - - -
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__ - .-. - '- _. - ." - III. _ __ _ e. _e _ ., _)!.-. 
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NOTES: 4. Go E.o R <::r E ~\S~ J:. •• H~. 

5, \)\AL\ (:),\1T 
b. C L}\RE - PE.tJ ~A t\ 

QUANTITY REQUIRED CODe PART OR iii 
ITEM 

-\ 
KEY IDENT IDENTIFYING NO. GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION ~ NO. Z 

\ T -I P e. 2 0--21' S w \ "c H - 0 0 () ! t S E' tv~ C\ E. 14- 23 
~ 

\ Z.S2. - qQSI- 0 en I P'L O'T LAMP (RI:.D) S 2"1-
..-/' 

\ 94CDO:L \<. ~ ~ BOA. ~ .D ~ 2.5'" 
'. 

/' 
~1l."" 

\0 72-70ID74-1 Soc \( E.T \~?Il"! ww 'DIP 26 
~ 

10 \12 "7 (:) \ 074- .2. Sccl<E.T \ b t:'\tV v..;.w D\..E 27 -. l/ ~ 
3 72. -7-c::,I.D7+- ~ S Dc K't:T 2-,\ PIN WW'i)\ P jr.2. Ii? r=-

.",~" 

, 

KEY: PL .·VENDOR ITEM· FOR PROCUREMENT OR F-FEET B-BULK 
PART NUMBER SEE Sl'ECIFICATION I-INCHES Afit-AS -REQUIRED 
CONTROL OR SOURCE CONTROL DRAWING R~·REFERENCE CODEIDENT 07397 J SHEET 1- REV 

ESG • 1086.8 11·12) + 



ilM)TES: 

fjfl S PIIT/I L 1;111< TIfIlIVSI1I T TE/;,l 

QUANTITY REQUIRED CODE 
IDENT 

PART QR 
IDENTIFYING NO. 

w 
ITEM I-

GTE SYLVANIA PART NO. NOMENCLATURE OR DESCRIPTION 0 NO • .z 

- --_.-
-. --

CI CIII'IIC/ T~,f;;J C~-/{/I.l'fl~ O. / ~.f .f".J l/ , ,/ 

C:< I CAp' eElf'. C?/,,/ .)"(.1 i/ 
./ 

C,3 C//I: CEtf. ?'./ , ... / $"'0 /-' 
I /' " 

C'I CAl: eEl? t7.¥~ .,r..J Y' 
7 7 -

.. ,--- -------
tJS" 

'1 C~ I 
! 

._l--_~_+_~-"--~Ii----.-... -- _____ •. ________ .. --.----~§1('~J q£~'j _.t7'.t,,7_.:t:.~ _~~_ .. t-:... .. • -.-~. +--.-
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• I" 

-~----'-...,...---.:...------- ---.-.-.. -. --- . ---- f--- --.. - .... -.---.. - .. --._-.. - .. -.-- .... _ ... _- -.-.. - .. ·of· --, 

i C7 .: ______ __ ~--=C~·4t.'.!.,- .. ~.r;t'Jf. t7. ().! IV I ..2~:!_'!:......._~ __ .. __ ._._. ____ ._ 
: i '-'--'-, ' J /' J 

~--------+---+--+----41--~------'- I ----+------- I 

1--~----+_-+--+-'-c:c.=.e'_41:------------+_' __ . ___ . _. _ ... _.+--=C~'/l:!.!~~_.;..c.,-e;,if_'-,. ~.---.o;;tJ...::._t!J-'-/--r"e~/'-r_.",.l..:..?lJ_...!j/'--_______ .. __ ._-+-__ -I 
I 

I 
i 

I
I ., 7) 

:=======:===:===:==: il =. :c=fJ==:I===-_ -_'_"-_~_~~~===::~_"-___ -_'." __ "-_-~ .. --- IC~-~-_~~ -1-S4-~-_I-e-I--'!--S"-J:-";-/--/'f--/--C,l/-.~~~~~_-.: ~~-------.~~~:==---f 
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, --
! r 

1 
KEY: 

* .VENDOR ITEM· fOR PROCUREMENT OR 
PART NUMBER SEE.SPECIFICATION 
CONTROL OR SOURCE CONTROL DRAWING . 

ESG ·1086.8 (1.721 

F-FEET 
I-INCHES 

B-BU ... K 
AIR-AS REQUIRED 
R-REFERENCE 

.. -.~--'--..,...-I 

PL I 

07397 
.j 

I SHEET / REV CODE IDENT 

~ 

__ - • - ,. -. - ~ - III - ,. -.- -. - -a .. .,. 
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> 
I c.n 

c.n 

NOTES: 

8/1S 17 
, 
7~ 

QUANTITY' REQUIRED w 
ITEM COOE .. ART OR 

GTE SYLVANIA PART NO. NOMENICLArURE! OR DESCRIPTION 
... 

KEY IDENT IDENTIFYING NO. 0 NO. z 

CIt? cAp, /fICA .;;u) pI .f f % ~ 

, I , 
(sr4~l.r) .. C';fROS'"F ::1.2/ J"o./)L --

~ 1/ CAr: CER, 19, 01 I.!.~I 
) , 

/' , 

CI.z. CA? CEt'. .. /(M.) t:.1 
~ 7 , 

C /3 I CIII'. CE/? ~, tJ/ ,fA I , / ,-

e //1 C/l1'. C£/f, 0,'::>/ I.~·I 
" -, ? 

C/.5"' C/I?, 7'"/!1Ir. EU.tT/".J~ Yrl:: I /0 R:'t:. .70 j( 
) ) ) ," ) 

I -_ .... _-.. , _._-.-- .-._------------._. 
C.' It I I C/?r. 

-~--I---+---=.~---. "_"_' - ... ---.. --------...... ---- .. ~-. '-J 
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KEV: 

• -VE!NDOR ITEM· FOR PROCUREMENT OR 
PART NUMBER SEE.S'ECIFICATION 
CONYROL OR SOURC\\ CONTROL ORAWING 

eSG • 1086.8 (1·72) 

F-fEET 
I-INCHES 

B-BULK 
AIR-AS REQUIRED 
R-REfERENCE 

PL I 
CODE IDENT 07397 I SHEET .z I REV 

~ 



NOTES: 

OUANTITY REOUIRED 
KEY 

,-

CODE 
IDIeNT 

---------------------------------.. -

PART OR 
IDENTIFYING NO. GTE SYLVA~IA PART NO. NOMENCLATURE OR DESCRIPTION 

t--t--t--.f--+--l---==C.:......::..2!...I-+------- __ +-___ . ___ -I~C:..../I-:.:I'.~._r CEIf',) tJ. ~/"'.,tJ 7 
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O 
Z 

ITEM 
NO. 

r--I---+---+---+--I-----+---------·--t---------+------------------·-----.---!--+-----I 

i--t--+--+--~~---.-~---------+------------4------.-----------------------.-+-4---~ 
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KEY: 
o·VEr-iOOR ITEM· FOR PROCUREMENT OR 

PART NUMBER SEE ~ECIFICATION 
CONTROL OR SOURCE CONTROL DRAWING 

ESG·1085.8 (1.721 

F-FEET 
I-INCHES 

B-BULK 
AIR-AS REOUIRED 
R-REFERENCE 

PL 
CODE IDENT onl97 I SHEET .3 REV 
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Appendix B 

BAS SOFTWARE FLOW DIAGRAMS 

The following pages represent the BAS software flow diagrams illustrating the 

major program loop with all the subroutines for the central processor, the entrance 

control and the central station. Pages are numbered consecutively with a prefix 

of either CP, EC, or CS. These are the' routines for the central processor, the 

entrance control, and the central station • 
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, . 
TROUBLE XNDrCATOR ERROR CODES 

00 - t~O TROUBLE 
-----------SENSORS----~--------

TYPE LOCATION 
01 - * EXTERNAL SENSOR # ~--------~'" ,., .. "., ... " ......• 
02 - *' EXTERNA~ SENSOR # 2---------.. , ......... , .. , ....... ,. 
03 - * EXTERNAL SENSOR # 3---------, ,.""., .. ,.",."" ... , 
04 - *' EXTERNAL SENSOR # 4---------... ,.,., ...... , .. " ..... . 
13 - * ENTRANCE CONTROL # 1 DOOR--~ •.. , ••••.• ,., .•• ,",.," 
14 - *' ENTRANCE CONTROL # 2 DOOR--~.,.",. , ••. ,' , ••. ,., •. ,' 
17 - *' INTERNAL SENSOR # 1---------., .............. , ....... , 
18 - *' INTERNAL SENSOR • 2--------~ ...... , .... ,., ... ,., ... . 
19 - * INTERNAL SENSOR # 3---------....... , ................ . 
ae - * INTERNAL SENSOR fl 4--------~ ..................... , .. 
33 - * FIRE SENSOR H ~------------~., .......... , .......... . 
34 - * FIRE SENSOR fl 2-------------.•..••.•....••• , .••.••.• , 
35 - * FIRE SENSOR # 3------------~ .... ,., ................ . 
~:6 - *' FIF£ SEt·lSOR tt. 4-------------.•....• , ., ••••• , .••••••. 
49 - *' SPECIAL SENSOR # 1---------~ ....................... . 
58 - *' SPECIAL SENSOR # 2----------•••..••.•.••••.•.••••••.. 
65 - If< Et·lTRfINCE CONTROL t~ 1 F·t,t·H C--••••.•••..••...•...•.•.•. 
66 - * ENTRANCE CONTROL # 2 PANIC--.•••..•.•••••.•••.•••.••• 
69 - * E~rRANCE CONTROL # 1 TAMPER~ ••.... " •.•.•.••••..... 
70 - *' Et·nF~AtlCE CONTROL H ::;: TAI·IPER-•••••••••. ,' .•••..••• , •••• 
73 - * PROCESSOR OR BELL T~1PER----....• , •••• , ..•.•.••••.. o. 
74 - :+: JFIHt'1lt·lO [~ETECrOR FCIR EITHER F·CI~·lER LIt'lE OR "'ODEt'l 

(INTERNAL SENSOR ALREADY IN PROCESSOR) 
*' ~JTE: - FLASHING DIGIT DISPLAY INDICRTES AN ALARM 

- STEAO'l' [)lI3IT CllSf.'Lfl'r' HlDICATES A NCIN-F~EF'CtRTlNG 
SENSOR OR A SENSOR LEFT IN THE ALARM STATE 

-----SYSTEM & USER ~RRORS------
1:;\3 - CAUTION - FI"IILURE HI EHTF~r-IN(:E r.:CIIITRCIL It :1. CCII'll'IUtllCFITlIJt'J 
81 - CI~IUT ION - FFl1 L.Ur·~E HI EtfmmKt:: C.(lt-nr~I:.tL It ;~ c..CW\I·lUtH Ct,TI CII·! 
84 - t~IRt'1ING ti80RTr::D - S'r':=::TEI'1 lULL NOT FIr.~t·l F F: t:1 I '1 F'RCICI.:S;:.m~: 

<C:lt~L'1' FIT t,t'J Et·m;~AtJCE cotnR(ILj IN 
LOCflL FILRr:~t'l, LoCa=IL,···REI·10TE., CIR I<:Et'IOTE 
1'1t:IDES 

85 - CAUT I ON - S'l'STEN FIRI'IE[) Fr;~()t'l F'F:OCESSCIF: I N TEST OR 
LOCt,L ALERT IKIJ:;'ES 

86 - CAUTICtN - F'Ql'IER LWt:: OR l'lU[:'EI'l f.~ECEI"'·'ER F'AF~IT'r' ERF:OR I:IR 
SEt'ISCIRS F:EPCIRT IHG l'IHICH I~RE HOT RECCII3NIZE[) 8'1' 
THE S'r'STEI'l (CODE F'LUI3S Flr:':E ST I LL HI F'RCICESSOF:) 

87 - CAUTI ON - F'CII~ER HAS BEEN RESTORED 
E:a - CFIUT 1 CIN - S'T'STEt'l t,RI'IED FROt'l AN ENTRFtI·ICE COtHROl IN 

UJCt1L t'1LEF:T t'IODE 
89 - ARt1IN6 ABORTED - S'r'STEI'l lULL t·lCtT ARI'I FROI'! AN Et~TRAtlCE 

CCtHTF:OL I H F I F.!E/F'Flt·ll C, TEST, Cli;: I'1C8ESS IKIN?::::: 
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BASCP 

i 

PAGE = ~ 7~ 2/76 
ADOR OBJ-COOE LII~Et·~O. SOURCE-STATEI'IENT 

:I. J EIAS 4/2[1/76 
2 J I NT-EL 8[1f.:aZ1 PROGRAt1 FOR CEI'ITRAL PRCICESSOR 
3',TURN OFF ALARMS AND LIGHTS 

0000 3EFD 4 t'IVI A, ~Z1F[)H 
,8002 D;$30 5 OUT 3el\-l 
0~04 32320C 6 5TA OUTAL 

7 ; SET 5TFICK pO 1 I·ITER 
Me7 3:!..eEec 8 un SP,51(+1.4 

9 , lNlIlAi..IZE F~t1t'l 
o (il eFt 210EOC ie LXI H, I~OlD 
e:l~OD 11930C :1.:1. LXI [.'. SENSOR 
00113 0E21Z1 12 l'lVI C,32 
[H!1:1.2 AF 13 >-~RA A 
01313 47 14 1'10V Eli A 
()[114 3D 15 OCR A 
el!l:1.5 70 :1.15 INT1: t10V 1'1,8 
8016 12 17 STFtX 0 
ee:i:1.7 13: :1.8 INX () 

0018 23 19 I I'~~), H 
0t!i:1.9 OD 20 OCR C 
01Z11Ft C2:1.500 2i JNZ I NT:!.. ; SET TO ZERO ANO OFFH 
001D 0E04 22 I'1IlI C,4 
001F 3C 23 INR A 
0020 3C 24 IHR A 
e:1I321 77 25 INT2: l'10\l l1. A 
01322 23 26 !Nx H 
0023 0D 27 [,'CR C 
[1[124 1;2211313 28 JNZ INT2 ) SET TO :I. 
0~:127 23: 29 INX H 
0828 OEI!l9 30 MVI C,9 

I 8[12F1 3D 31 ("CR A 
e02B 3D 32 [.lOR A I 

(1I'32C 77 33 mrs: t'liJV t1, A 
I 002() 23 34 INX H 

01lt2E OD 35 OCR C 
082F C22COO 31$ JNZ INn ; SET TO FF 

-~ 
0032 D320 37 OUT 2~3H J CLEAR 110DIi" OUTPUT ' ..... , p,t11tAM1 

01lt34 CDD6eA 38 CALL READCF' ,I REAl) CODE PLUGS 
13837 C06909 39 CALL IOF'R1 ; CLEAR F~ECE1""'ERI'IESSFlGE BUFFER 
003A 21CF0C 40 LXI H,TIST 
e~3D flF 41 XRFt A 
003E 77 42 1,10 ..... r1. A J TOP OF n STACK IS ZERO 
~Je::SF 2250t:18 43 SHU) TISF' 
01'342 2£8400 44 L>-a H,18t:1 
0(::145 224300 45 5HLD iJAH 
ee48'212C01 46 LXI H, 3a'30 
0848 2245ec 47 SHLp I'll N5 
oe4E 2:1.iBOE 48 un H.3G1Z10 
00S:!. 2247E1C 49 SHLD HI)UR 

50 , SET POI~ER UP 8IT 
[1054 3Ee1 51 I-IV I 11. :L 
~056 32520C 52 SJA FF='Ol,j 

53 iSET TROUBLE sn 
0059 3E57 54 11Vl A.S7 , ERROR CODE FOR LED DISPLA'T' 
0058 CD3A04 ~5 CliLL TIERR J :5TAOI< CODE AND SET TROUBLE LIGHT 

C-3 
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AI)C'R 1)8J-CODE L1NEt~O. 

56 
~05E 2153IZJC 57 
0061 3681 58 
012163 D870 59 

1'11'2165 E6134 60 
0~167 CA1803: 61 

52 
12I(j6A D870 63 
006C E61~14 64 
0~16E (:26A8(j 65 
0(171 36(10 66 

~":> 
t,:1( 

eon: 3E(II!J G::: 
13075 3215(jC 69 
00'7'::: 2A:1.30C 713 
~11;)78 11.3C08 71 
P.1~37E 19 72 
0(37F 2:25F0C 73 
0082 212:::0C 74 
(:H3:::5 3681 75 
0(187 AF 76 
tZH3::18 324E(jC' 77 
80:::8 321~(IC 78 
00eE 11.320C 79 
(1091 1A 80 
011:192 EGDF E::1 
0094 12 82 
00S'5 D33(j 83 
t::lt::197 47 E:4 
~3(198 3A188C E:5 
~H398 4F 86 
01~ISOC 3A261OC 87 
009F 0F 8E: 
130A(1 A1 E:9 
00A1 C2C1013 913 
00A4 7::: 91 
0(IA5 F6DC 92 
00R7 12 93 
0(IF18 [)330 94 
013RR AF 95 
00RE: ;32188C 96 
0Cll=tE 32260C 97 
131:;)81 32250C 98 
0~184 1605 99 
t::1086 23 1(:113 
0087'77 101 
0088 15 182 
013E:9 C28600 1133 
008C 23 104 
00j::D 3C 105 
008E 77 106 
008F 23 11~17 

. 00C0 77' 108 
109 

00C1 CDFAB8 H0 . 

o 

, 
7" • .,. ... 2 . .,.·-76 

SOUF~CE -STATEt1Et'lT 

; CHECI< FOF~ F~Ut·l SI·1ITCH 
U<1 H,FRUH 
1'1'.,11 ~1, 1 
IN 7~~IH 
At·jI 4 
JZ RUNON 

; HAIT FOR RUt·l smTtH 
1·1AIT: IN 70H 

ANI 4 
.Tt-lZ 1·1AIT 
Pl'· ... I t'l, (1 

; START FICCES:'::, PERIOD 
SACC: w· ... r A, \!1 

STI=t FTAt'lF' 
LHU) TU1E 
U<I [), 6~3 
DAD [) 

SHLD TACe: 
un H,FTACC 
I1VI 1'1.. 1 
~-::RA A 
STR x 
STA CE-: 
U';I D .. aUTAL 
L[)AX [) 

At·n (IDFH 
STAX D 
OUT 3(IH 
I'101l 8,A 
LDR FTSI·l 
t'10\o' C.I=t 
LElA ALP 
F:RC 
ANI=t C 
.JNZ CKE'T' 
1'10'.,1 A, B 
OR! (IDCH 
5TR)< D 
OUT 30H 
>-:RR A 
SIR FTSI·l 
STA ALP 
STA ALARI'l 
Wo/I D,5 

SACC1: IN>:: H 
1'10'.,1 11 .. A 
DCR, El 
JNZ SACC1 
INX H 
INF~ A 
~10V 11, A 
It·n< H 
loJelV 1'1, A 

; READ .PANEL KE'T'S 
CI~E'r': .' CALL IOPOLL 

~5:2::L:::L.9 

OH HHEN 1ST POWER UP 

; SET RUN-SHITCH-OH FLAG 
J INPUT RUN SWITCH 
;MASK IN RUN SWITCH 
J IF F:Ut·l Sl'J ITCH ot·l, THEt'l GO TO F:Ut'lm~ 

TO GO ON 

; IF RUN SWITCH OFF, THEN GO TO HAlT 
;RES~T RUN SWITCH FLAG 

JSTART ACCESS TIMER 
; LOAD D,E WITH 60 SEC 
; A["D [.'.. E TO PF.:ESENT T It1E 
; STOF:E T I I'lE ... 613 AT TAee 

; SET ACCESS TU1ER FLAG ON 

;r~=~j 

; RESET TI CODE FOR INTRUSION 

fLOA[" PF~ESEt-IT STATE OF ALAF:t'lS l=tt~D LIGHTS 
;TURN ON ACCESS LIGHT 

; CHECK FOR TAMPER ALARM AT PROCESSOR 

; IS TAMPER ALARM IN PROGRESS 

; IF TAMPER THEH DO NOT TURN OFF TIMER AND ALARMS 
,: LOAe, PF:ESENT STI=tTE OF ALARI'lS 
; TURN ON ACCES LIGHT, OFF ALLARMS 
; STOF~E NEI·l STATE OF LI GHTS AND ALARI'lS 
; OUTPUT TO HARDWARE 

; RESET TAMPER SWITCH 
; TURN OFF ALARM INPROGRESS AND ALARM FLAGS 

; TUF.:N OFF ALL T 111ERS E>':CEPT ACCESS 

; END LOOP THAT TURNS T I l'lER FLAGS OFF 

; F:ESET SPECIAL ALERT COUNTER TO 1 

)~ET ORIGINAL ALERT CHT TO :1. 

0-4 
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PAGE - 3 .7/.2/76 ::1-5:2::1-:::1..9 
A["DR OBJ-CODE LINENO. SOURCE-STATEI1ENT 

00C4 DB213 
(30C6 5F. 
00C7 2F 
~10C8 47 

• ~!t8C9 DB30 
0~1CB E60F 
0~IC[" 57 
GI21CE EE0F 
1)(11)8 1::0 
00C'1 C23707 
(;;H!t[.'4 E8 
08D5 220E0C 

0fi:1[)8 CDFA08 
i:H':)["8 2:123('C 
00DE 7E 
OC1[:'F 3D 
00E0 CAD804 

130E3 CDFAC18 
01!lE6 2:1.380C 
\!:11;:IE9 46 
0~IEA 08713 
00EC '('7 
~18EC' A8 
0(IEE FI0 
!!.10EF 87 
~113F0 DC74e4 

00F3 CDFA08' 
00F6 C'EG8 
00FS 0F 
fi:10F$I 0F 
~)(::IFA IZIF 
80FB eF' 
CH21FC E60:1. 
00FE 57 
00FF 3A:1.50C 
0:11212 4F . 
0:1.03 3A280C 
0106 132 
0107 8:1. 
81~18 CAAD02 
0H1B 21:1.80C 
0:1.13E 7A 
011'<:1F ':1.E88 
811:1. A:1. 
1'<:1:1.:1.2 CA:1.812l:1. 
121:1.:1.5 35 • 
C1:1.;1.6 3613:1. 
13:1.:1.8 C20F86 

Cl:1.:1.E: 79 
Cl:1.:tt: ElF 
0:1.:1.[) OA2681 

:1.:1.1 
112 
:1.13 
:1.14 
:1.:1.5 
:1.16 
:1.:1.7 
:1.:1.8 
:1.:1.9 
:1.28 
:1.2:1. 
1.22 
:1.23 ; CHECI( 
:1.24 CREe: 
125 
:1.26 
:1.27 
:1.28 
:1.29 ; CHECK 
:1.30 CAF:t-l: 
13:1. 
:1.32 
:1.33 
:1.34 
135 
:1.36 
:1.37 
:1.38 
:1.39 ; CHECK 
:1.413 CTAMP: 
:1.4:1. 
142 
:1.43 
:1.44 
:1.45 
:1.46 
147 
148 
:1.49 
:1.50 
:1.51 
:1.52 
153 
:1.54 
:1.55 
:1.56 
:1.57 
:1.58 
:1.59 
:1.60 
:1.6:1. 
162 ;CHECI\ 
:1.63 CTIM: 
:1.64 . 
:1.pS 

IN 
110\1 
CI'lA 
1'10\1 
W 
AI·J! 
110\0' 
)<!RI 
OF,A 
.m2 
XCHG 

20H 
E.F! 

8. A 
38H 
1:::1FH 
C).' A 
C1FH 
E: 
~~E'l' 

; REA[" !(Eo.,·S 0. 8. 4. 2 .• *. 7, 4. :1. 
; \'1CIVE I(E'l'S TO REG E 

; 110VE TO REG D 

; I F A I<Eo.,' IS DEPRESSED. GO TO CHECf< I(EY COI-1B, 

SHlD KOlD ; ELSE STORE NEl·l I~EV UPDATE 
FOR PRESENTS OF RECEIVER DATA 

CALL IOPOLL 
LXI H.FREC ; IS THERE RECEIVER DATA? 
110V A .• 1'1 
DCF~ A 
.. T2 F:ECDAT ; I F THEF~E I S A l·lESSAGE. GO TO CHECI( WPE FIELD 

AF:H E:U'frOH 
CALL IOPOLl 
LXI H.ABOlD ; LOAD OLD ARM BUTTON 
1-10'.,1 B.11 
IN 70H ; INPUT ARM BUTTON 
MOV M.A ; STORE NEW ARM BUTTON 
:'-:F:A B 
ANA 8 
RLC 
CC AF:I'18UT 

FOR· TAI'lPEF~ 
CALL IOPOLL 
IN 38H 
RRC 
F:F,C 
F:F:C 
RRC 
AIH :1. 
NO··.·· D. A 
LDA FTAI'IP 
"10 v C, A 
Le'A FTACC 
OF:A D 
ORA C 
,T2 Et·mACC 
L:>( I H, FTS~~ 
1'10\,1 A, D 
I'1'n E.:1.36 
At·~A. C 
JZ CTII'1 
DCR M 
1'1"'" I 1'1.:1. 
,THZ GART 

TII'1EFS 
1'10',1 A, C 
F~RC 
JC CTIN:1. 

> I ~ ARI'l BUTTON PRESSED, GO TO ARI'1BUT 

; INPUT TAMPER SWITCH 

,,.. 
; LOAP TAI1PER EHAE:LE FLAG 

; LOI,D ACCESS TII'1E FLAG 

.: I F ALL FLAGS ARE ZERO. THEN GO TO END ACCESS 
; LOAD TAr'lPEr,~' ·s~·J ITCH 

;E = ERROR CODE FOR TANPER 
lAND TAMPER SWITCH WITH ENABLE FLAG 
; IF RESULT IS:1.. THEN ALARN 

;130 TO TAMPER ALARM 

.CHECK TAMPER ENABLE 
; IF D I SAE:LED THEN OUTPUT 1'10DE LEDS 

C-5 
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ADDR OBS-CODE LINENO. SOURCE-STATENENT 

1211213 CD9ge8 166 CALL REAt)t'! 
el1232F. :1.67 Ct1A 
0124 D320 16S OUT 20H 
0126 01270C :1.1:.9 CTlt'l1: LXI B,FTACC-1 

,0129 2A5F13C 17121 U-lLD TACC 
1312C CDD:l€12 171 CALL CIf,TIN 
012F (~23301 172 ,TNC cn 
0132 02 173 STAX B 
'21133 3A17ec :1.74 CT1: LDA ARt-IS 
13136 0F 175 F~r.~C 

0137 3F 176 CI'IC 
13138 1F 177 RAR 
13139 elF 178 RRC 
0:l.3A 57 179 1'10V D, A 
0138 2132ec 1::::'21 LXI H,OUTAL 
01::5:E 7E 181 110V A,11 
a:i3F E68F :1.82 ANI 08FH 
0141 B2 :183 ORA [) 

13142 77 184 1'10\0' 1'1, A 
13143 D33el :1.85 OUT 30H 
0145 2A6113C 186 CT2: LHLD TCODE 
13148 CDD3el2 187 CALL CI(Tlt'1 
13148 1)25~01' 1::::8 JNC en: 
~t:l4E 02 18S' STA:-: B 
~:1.4F C3D703 190 JI1P ERF,EC 
0152 133 191 CT3: INX B 
13153 aA 192 LDAl<: B 
13:1.54 A7 :193 ANA A 
0155 CR840:1. 194 ... TZ CT4 
0158 3A5Fi13C 195 LDA TISO 
a:1.5B A7 196 ANA f3 
1!1:1.5C F875131 197 Jt'l CT3:B 
0:1.5F CA7501 1S'8 ,T2 cne 
0:t62 E67F 199 AtH 7FH 
10164 CDC3a4 200 Cr-ILL BCD 
0167 57 201 110V t),A 
£1168 3A12ac 2132 LDA TCNT 
1316B E61el 203 ANI 10H 
1316D 7Ai 204 110V A, D 
016E CA7301 21<)5 JZ CDA 
0171 ;3:EFF 206 NVI A, [1FFH 
13173 D3<h3 2137 CT3A: OUT 40H 
'l1:1.7~ 286;3:'8C 208 CT3B: LHl(.' TDISP 
8178 CDClE02 2~~1::~ CALL CTHIE 
el17B C284£11 2113 ,Tt~Z CT4 
£117E'132 ' 211 STAX 8 
1317F 3D 212 C'CR, A 
13180 D3:213 213: OUT 2~~H 
8182 D3413 214 OUT 40H 
(11?o4 1213 215 CT4: I !'l>( B 

~: 
13185 0A 216 LDAX B 
13186 A7 217 ANA A 
0187 CA8B13:1 218 ~TZ CT5 
018A 2149~C 2:19 ' LXI H, FIF<:E:EL 

'1318D 5E 220 t'laV' E,1'1 

0-6 

::1...5:2::1...:::1...9 

J READ t'!ODE 51-j ITCH 

J OUTPUT TO LEDS 
iH, L = ADDR OF TINER FL8GS 
; IS TII-1E E>":PIF~ED ON 613 SEC ACCESS TH1ER? 

; IF NOT THEN NEXT :rIMER 
i TUF~N OFF THIER 
; IS S'T'STEI1 FIRt-1ED? 

J OUTPUT ARt'l STATUS TO LED 
J. TUr.~t·l ON ARI'lLIGHT IF AF,NED 

J CHECI( 2 SEC CODE Tll1ER 

;' IF TII1E EXPIRED, THEt~ GO TO ERREC(EC ERROR) 
; CHECI( [n SPLA'T' TINER 

; CHECI< TO SEE IF' PAt~EL SHOULD BLINI< 

. 
; IF SO, THEN BLINI( EVERY HALF SEC 

; EVERY HALF SEC. , Cot1PL I I'!ENT t10DE SWITCH LEDS 

; TURN OFF 1'10DE LEDS 
; E:LANI< OUT TI LEDS 
; CHECIC FIRE ALAF~fo1 THIER 

; LOAD FIRE BELL ALARto1 FLAG 
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AODR OBJ-CODE LINENO. 

(:l18E 2:t3213C 221 
0191 7E. 222 
13:1.92 E6E3 223 
13:1.94 57 224 

,13195 3A120C 225 
13198 0F 226 
13:1.99 0F 227 
13:1.9A eF 228 
121:1.98 0F 229 
13:1.9C E604 230 
0:1.9E 83 23:1. 
e:1.9F 82 232 
e:1.A0 77 233 
01A1 0330 234 
0:1.A:? 2A650C 235 
(11A6 CD[lE\!!2 236 
~3:tA9 C2880:1. 237 
01AC 13'''' "- 238 
(!:1:l.FI[.' 2:1.32eC 23:9 
~3180 7E 2*3 
13:1.8:1. F6:1.C 241 
13183 77 242 
13184 0330 243 
131E:6 3E0F 244 
0:1.88 CD:1.303 245 
0:1. BE: 2A5E:I!:iC 246 
1Z11BE CDD302 247 
131C1 D201131 248 
01C4 02 249 
81C5 213213C 250 
01C8 7E 251 
e1~9 F604 252 
131C8 77 253 
13:1.CC D330 254 
01CE C01:1.133 255 
8:1.01 2A5De,tC 256 
0104 Cj)[)302 257 
01[>7 021102 258 
01DA 212E0C 259 
13:1.D[) 7E 260 
131DE 3[,' 261 
13:1. OF CAE301 262 
01E2 7'7,. 263 
0:1.E3 57 264 
01E4 3A3130C 265 
0:1.E7'3D 266 
0:1.E8 C2AD06' 267 
0:i.EB 82 268 
01EC C2F90i 269 
01EF 02 2713 
01F0 01320C 271 
01F3 etA 272 
~f1F4 FS18 273 
01F6 02 274 
01F7 D330 ?75 

7/ 2..,.--76 
SOURCE -STATEt1Et,IT 

LXI H.OUTAL 
110'11 . A.t-1 
ANI 0E3:H 
110V D. A 
LOA TCNT 
RRC 
F~RC 
F~F~C 
I':RC 
ANI 4 
OF~A E 
OF~A D 
1'10\1 M. A 
OUT 30H 
LHLO TFIRE 
CALL CTlt'lE 
~Tt-lZ CT5 
STA:"': B 
un H.OUTAL 
1'10\1 A.N 

-;;<- ':,>." ~ OF~I :1.CH 
1'10\1 11, A 
OUT 31Z1H 
N\,o'I A.IZ1FH 
CALL RSTAP 

CT5: LHLO TBEL 
CALL CKTIM 
JNC CT6 
STAX 8 
LXI H.OUTAL 
1"10.'.,1 A.11 
ORI 4 
1'10\,0' 11. A 
OUT 3(1H 
CALL RSTAL 

CT6: LHLD TALT 
CALL Cf<THl 
JNC CT9 
LXI H,SALCNT 
1'10\1 Fl. 1'1 
[)CR A 
JZ CT7 
folOV 1'1. A 

CT7: 110··.·' D.A 
LDA ALCNT 
[)CR A () 

JNZ, 1151381 
ORA D 
~TNZ CTE: 
STAX 8 
un El,OUTAL 
L["AX El 
OR! 18H 
Sr.AX E: 
OUT ::i:0H 

0-7 

:1..5:2:1..::1..9 

; TURN ON At'~D OFF 8ELL EVER'l' SEC 

J IF TINER EXPIRED. THEN TURN OFF ALARI1S 

;'RESET FIRE. ALARN IN PROGESS " 
; CHEOf< 8ELL TII'lER 

J IF TINER EXPIRED, THEN TURN OFF BELL 
; F~ESET ALAF~t1 < F'Fltm::, I NTRO, TAt'lPER> 
; CHE:C~~ LOCAL ALERT TII1ERS 

) IF EXPIF~ED. THEN DECREI1ENT SPECIAL CNT 

; IF RESULT 'IS NOT e. START ANOTHER 5 SEC ALe:RT 

; DECREI'lENT COUNT 

; IF BOTH COUNTERS<ALCNT'& SALCNT> = 0, THEN 

; TURN OFF ALERT 
C) 



I 
pA~E = 6 .7/.2/76 

flDDR OBJ-CODE LIt~ENO. SOURCE-STATEt1ENT 

e1F9 23 
e1FA 7E. 
e1FB 36013 
e1FD FEeF 

, 01FP' CAC2e3 
0202 FEe5 
0204 CAF8e5 
0287 7A 
'32£18 A7 
0209 C2Bele6 
020C 3E1E 
B213E C[)13e3 
8211 CDFR08 
8214 2A450C 
13217 CODE82 
021A C24202 
021D 112C01 
0220 19 
8221 22458C 

276 
277 
278 
279 
2EBZt 
28:1. 
282 
283 
284 

286 
287 
2:38 

CT8: 

CT9: 

INX H 
110\1 A,. 1'1 
11\11 11,121 
CPI :1.5 
JZ SARN 
CPI 5 
JZ GARI 
110V A, D 
AI·lA A 
,lt~Z !'15G82 
11' .... I A,1EH 
CALL RSTt,P 
CALL I CtPOLL 
LHLD I'1Hl5 
Ct,LL CTH1E 
JI·lZ CT10 
UU DJ 3ele 
DAD [., 

SHLD IHNS 

::1.5:2::1.:::L9 

i LOAD AND RESET OR I G INAL COUNT 

J IF ~ 25 WARNING, THEN ARM 
i GO TO AR~l SENSOF:S 

J IF 213 SEC WARNING, GO TO INTRUSION ALARM 

J IF COUNT = 0 AND SPEC CNT NOT 121, GO TO 115GB 

; RESET SPECIAL ALAR!'! IN PROGF:ESS 

i IF 5 InN. CLOCK E:";PIRED, THEN UP[.'ATE STATUS 

289 
290 
29:1. 
292 
293 
294 
295 
296 
297' 
298 

; ROUTINE THAT UPDATES STATUS BYTES EVEF:'t' 5 1'1 I N. 
0224 111E13e 
0227 2A56£1C 
022A 3A5:;:0C 
022D 95 
022E 30 
022F 19 
121238 57 
023::1. 0607 
0233 0EF7 
0235 7E 
8236 5F 
0237 AI) 
8238 IOF 
0239 17 
e23A 8B 
(1238 Ai 
023C 77 
023D 23 
023E 15 
~123F 023502 
8242 ~DFA08 
'i:1245 2A470C 
8248 CDDE82 
(12413 029302 
et24E 32:1.E:0C 
025::1.'111eeE 
0254 19 
0255 22470C 

0258 2A54ec 
0258 44 

299 
31.30 
3131 
3132 
3e13 
3134 
305 
3015 
307 
30E: 
309 
310 
311 
312 

STl11 : 

CT10: 

un 
LHLD 
LDA 
SUB 
INR 
[)AD 
1'10',1 
1'10,,11 
11\11 
NOV 
1'10V 
AI·jA 
RRC 
RAL 
ADC 
AI·IA 
1100,,1 
INX 
e'CR 
JNZ 
CALL 
LHLD 
CALL 
JNZ 
STA 

D,30 
STSEt~ 
SEI·l80T 
L 
A 
D 
D,A 
8" 7 
C.,8F7H 
A, fo1 
E,A 
'8 

E 
C 
M, A 
H 
[., 

STI'11 
IOPOLL 
HOUF~ 
CTII'1E 
CT1:1. 
ERRCNT 

0-8 

i H, L = TOP OF STATUS B't'TE STACf< 
;LOAD ACC WITH BOTTOM OF STACK 

rACC = NO. OF B'r'TES IN STACf< 

J LOAD STATUS B'r'TE 

; SHIFT BITS :1.J2 LEFT ~ BIT 

; MOVE BIT 13 TO BIT :1. 

; CLEt"tR 8 IT 3: 
; RESTORE UP[)ATE[" STATUS B'T'TE 
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PA~E = 7 7~ 2~76 
ADDR OBS--CODE LINENO, SOURCE-STATEI'lENT 

025C 4D 
025D 2:t1E80 
826121 3A580C 
0263 9:1. 

,1;:1264 3C 
1.::1265 1.!:19 
1:;'266 EB 
r~1267 323C0C 
E.26t1 I~'A 
£12GB 3C 
826C Ct1:::A132 
1.!:1;=i:6F 1A 
827121 67 
02'?1 E6E0 
0273 84 
\1:1274 F620 
8276 12 
1Z1277 13A 
8278 C6E:0 
E127A CD3A84 
027D 42 
027E :1.A 
1;:127F C5 
02Ea3 D5 
1212:::1 A7 
0282 F4(~1ge3 
02!:::5 CDFA08 
0288 C':1. 
82::::9 C1 
028A13 
021::B 03 
828C 3A3cec 
€t28F 3D 
12129(1 C26702 
8293 2A438C 
13296 CDDE02 
8299 C2C1013 

'029C 0189813 
029F 09 
1.::12AO 2243:0C 
02A3 l5:1. 
02A4 2:1.110C 
82A7 96 
02A8 3F 
02A9 72 
02AA'C3:4605 

02AD C[)[)6C1A 
0280 21328C 
82133 7E 
0284 F620 
82B6 77 
0287 D:::;:313 
8289 3E81 
13288 3215121C 

33:1. 
332 
333 
33.:.1-
335 
336 
337 
33:8 STU:1.: 
339 
3:40 
34:1. 
342 
343 
3:44 
3:45 
346 
3:47 
34E: 
349 
350 

, 3:51 
352 
3:53 
3:54 
355 
356 
357 
358 
359 
360 STU3: 
361 
362 
363: 
364 
3:65 CT:11: 
366 
3:67 
368 
369 
-:37121 
3:71 
372 
3:73 
3:74 
375 

. 3:76 
377 ;END OF 
3:78 ENDACC: 
379 
3Ea) 
3:8:1 
382 
383 
384 
3:;::5 

110V 
L><:I 
LDA 
SUB 
HlR 
DAD 
XCHG 
STA 
LC'A)< 
INF~ 
IJZ 
LDAr~ 
NOV 
AtH 
AD[) 
ORI 
STA:~: 
L["A:-: 
ADI 
CALL 
MOV 
LDAX 
PUSH 
PUSH 
ANA 
CP 
CALL 
POP 
POP 
INX 
INX 
LC:'A 
DCF~ 

JNZ 
LHLD 
CFILL 
~Tt~Z 

L:-.c:I 
[::OAD 
SHlD 
NOV 
LXI 
SU8 
eNC 

C,l 
H,30 
SEt·lBOT 
c 
A 
8 

COUNT 
E: 

11 
STU3: 
D 
H,A 
0E0H 
H 
2t.:1H 
D 
B 
:1.28 
TIERR 
8, [) 
D 
E: 
[.\ 

A 
RSTB 
IOPOLL 
D 
8 
D 
E: 
COUNT 
FI 
STU1 
T,JAl'1 
CTIl'lE 
Cf<E'T' 
B,:1.3:7 
B 
TJAt'l 
[.', C 
H, FJAt1 
1'1 

1'10',,.. 11., D 
Jl'lP F~D<TAI'l 
ACCESS PEF~IOD 
CALL REFI[:'CP 
u'n H,OUTAL 
NOV A,I'l 
8F~I 28H 
NOV 1'1, A 
OUT 3:8H 
11VI A., :1. 
STA FTANP 

:1..5:2:1..:::1.9 

; ARRA'T' COUNT 

; lOAD SENSOR BYTE 

) I F SENSOF~ SEPERATOR THEN GO TO NEXT SENSOR 
; lOAD STATU~ BYTE 
;IF BITS:1. OR 2 ARE 0. 

; SHIFT BITS 5-7 LEFT 
; BIT 5 = 1 

; GE~~ERATE STATUS EF;ROR CODE 
; STACI< ERROR CODE ON TI STACK 

;'l F STATUS ERROR THEN GO TO NEXT B',:'TE 
; NO STATUS TROUBLE AND ERASE CODE FRCI/1 STAC/( 

; GO TO t'~EXT STATUS B'T'TE 

; EN[" OF STATUS LIPC'fHE lOOP 

, IF NO JANMING GO TO CHECK KEY INPUT 

; SET ALARt'l 8 ITS AND ERROR CODE FOR JAMM I NG 

;JAMMING IS AN ITRUSION (INTERIOR) ALARM 
ROUTINE 

; F~EAC' CODE;F'LUGS 
j. TURt·( OFF RCCESS LI GHT 

; ENABLE TA~lPER 

0-9 
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I 

PA~E - 8 ,7/,2/76 ::1....5:2::1....:::1....9 
ADDR OBJ-CODE LINENO, SOURCE-STATEt1ENT 

02BE 30 
82E:F 30. 
02C0 03213 
02C2 3:A520C 

. 02C5 A7 
82C6 C22303 
02C9 3A4E0C 
02CC A7 
02CD C2e0@3 
02Det C3D8130 

0203 C5 
02D4 E5 
02[,'5 CDFA08 
et2D8 E1 
02D9 C1 
02DA 133 
132D8 eA 
e~DC A7 
020D e8 

02DE EB 
020F 2A130C 
~12E2 78 
02E3 95 
02E4 A7 
~12E5 cra 
132E6 7A 
1Z12E7 94 
02EEI A7 
02E9 CI3 
02EA 37 
02EB C9 

132EC 21CF0C 
02EF 40 
02FO 54 
02F1 5f} 
02F2 7E 
02F3 23 
G2F4 B8 
@2F5 OAFA02 
G2F8 12 
02F9'13 
02FA A7 
1Z12FB C2F202 
02FE 12 
02FF 79 
0300 325et0C 
(1303 95 
(13(14 C~ 
0385 321A(1C 
0308 C9 

3815 DCR A 
387 .DCR A 
388 OUT 2etH 
389 LDA FPOW 
39B ANA A 
391 JNZ SARK 
392 LDA X 
393 ANA A 
394 ~TNZ SARL 
395 .. Tt'IP CF£C 
396 ; CHECK TO SEE IF TItolER 
397 CI<TI t1 : PUSH 8 
398 PUSH H 
399 CALL IOPOLL 
41313 POP H 
4B1 POP 8 
4(12 INX 8 
4133 LDAX 8 
404 ANA A 

; CLEAR MODE OUTPUT 
; CHECK POWER UP 81T 

; START EC HANDSHAKE 

; IF X _. 1i GO TO SENSOR ARtlING 
; ELSE GO TO l'lA I N LOOP 

IS ON 

4(15 
406 
407 
408 
409 
411'11 
411 
412 
413 
414 
415 
416 
417 
418 
419 
4213 
421 
422 
423 

RZ ;RETURN IF TIMER IS OFF 

424 
425 

; ROUT I HE THAT CHECKS TO SEE IF H, L = T I t1E 
; ZERO FLAG SET ON F:ETUF~N IF H, L = T I i'1E 
CTIME: XCHG . 

LHLD THlE 
tolOV A,E 
SUB L 
AI·lA A 
RI·lZ 
t'lOV A .. 0 
SU8 H 
ANA A 
F:I'lZ 
STC 
RET 

; CLEAR CARR.,.' 

; RESET CARRY 

; ROUTINE THAT TAKES THE NQ IN B.G AND DELETES 
; ALL Tl ERROR CODES BETWEEN 8 AND 13 (DELETE y, IF B > Y > 13) 
RTI: U":I H, TIST ; LOAD TOP OF TI STACf::: 

1'10V C. L 
t'10V D, H 

; [.'., E = H .• L 
426 RTI1: 

t'10\o' E. L 
1'10'·.·' A.11 
IN>~ H 

; LOAD ERROR CODE 
427 
428 
429 
43G 
431 
432 RT2: 

Ct'lP B 
.JC F:T2 
STAX D 
IN>~ D 
ANA A 
Jt·lZ RTI1 
STAX D 

433 
434 
435 
436 
437 

RSTIB: t'101l A. C 
STA TISP 
SUB L 

438 
439 '. 
4M3 

RNZ 
STA TIBIT 

. RET 

C-10 

; IF CODE < B. DO NOT RESTORE 
; ELSE CODE )= 8 

; I S END OF STACI<. THEN END T I RESET ' 
; STORE END OF STACK 
; CHECIC I F THERE ARE NO ERROR CODES 
; SET T1 STACK POINTER AT TOP 

IIF NO ERROR CODES THEN RESET Tl BIT 

I-
I, 
r 
:1 
• J 

I 
t 
I 
t 
I 
• 
I 
l 
I 
.J 
I 
" 



I 
1 
I 
• I 
I 
I 

,I, 

I , 
I 
• 
I I, 

I 

II 
I 

I 
I , 

PAGE = 9 7/ 2/76 
ADDR OBJ-CODE LINENO. SOURCE-STATEI1ENT 

441. ; F~E5ET TI BIT IF NO ERROR CODES 
1331393600 442 RSTB: 1-1 V I 1'1,0 ; RESET ERROR CODE 
03:etB e1.~F0C 443 LXI E:I TIST 
03~3E C3FF02 444 . ..T11P F~5TIB 

445 ; RESET ALARI'1 IN PF~OGRESS 
. e3H 3E1.1. 446 RSTAL: NVI A/11H 

0313 EE: 447 RSTAP: XCHG 
03:14 21260C 448 UU HI ALP 
0317 R6 449 RNA 1'1 
02~ie 77 450 110\1 11, A 
0319 EEl 451 XCHG 
031.R C9 452 F~ET 

453 ; IF pm'lEF~ SI~ITCH IS ot~ I~HEN FIRST COl1ING UP THEt~ THIS ROUTINE IS EXECUTED 
031.8 3E01 454 RUNON: ~1VI A,1 ; ACC = :1. 
(131D 324EOC 455 STR }<: ; ;-< = :1. 
1211.21.3 3215(11:: 4!:16 STR FTAI'1P i ENABLE TA/o1PER 
~~1323 21930C 457 SARI(: U<!I HI SEt~SOR ,l LOAI) EC STACK POINTER 
0326 224A';::IC 458 SHL[~ ECSS ; ~.T(1RE AS THE START OF STACK 
0325' C33B03 459 ~Tto1P SAR:1 
032C 2A4A0C 460 SARt1: LHLD ECSS ; LOAD EC STACI( START 
';::132F EEl 461 )<CHG 
133:30 2A4C0C 462 LHLD ECSP ; LOA[~ STACI< PTR ANt) COI'lPARE TO SEE IF END OF STACI( 
0333 CDCA03 463 CALL ECSU ; UP.DATE STACI( POINTER 
';::13:36 78 464 t,IOV AlE 
(1'33'7 BL' 465 Ct'1P L ; IF ECSP = ECSS, THEN END OF STACK 
1!133S CA6E03 466 ... T2 SAR3 ; IF STACI( EI·1PTlr' THEN GO TO SAF~3 
8338 7E 467 SARi: i) 1'IOV A,1'1 ; LOAe) EC NO. 
833C 3e: 4E:S IHR A Ii i CHECI< TO SEE IF N0. OF EC = 0 'Cj 

033D CA6E03 469 JZ SAF~3 ; It: 'TIES THEN STACI< EI'1PT'T', GO TO SAR3 
034121 3:D 478 DCR FI 
0341 E607 471 SAR2: RNI 7 
0343 F60S 472 ORI E: 
0345 57 473 ~10V DI R ; TRRNSt1IT :1.ST HALF CODE l'lORD 
0346 3R120C 474 LDA TCNT ; GENERAT,E R:ANDOfo1 NO. FROI'1 TII'1E COUNT 
0349 32421Z1C 475 STR CODE 
034C E60F 476 RtH 0FH 
034E 5F 477 1'1(1'.,1 E. A 
~134F 7Ft 478 t'10~1 A, L' 
1:13:50 16131 47:51 w·n D .. 1. 
0352 CD71~A 48~!J CALL. TF~ANS 
13355 23 48:1. IN:X: H J START 2 SEC CODE "TINER 
0356 2R1313C 482 LHLD TINE 
035S' 23 483 INX H 
035A 2~ 4E:4 IN:~ H 
0358 2261.0C 485 SHLD Te:ODE 
035E 3E131 48'; 1'11.11 AI :1. 
(1360 . 32298C 487 STR FTCODE 
0363 32160C 488 STA. YARt'l ; VARt1 == :1. , REP = .; 
0366 3E04 489 NVI R .. 4 
121368 3231(3C 498 STA REP 
03\58 C3C100 4$':1. ~Tt'lF' CI<EY 

492 ; END OF Ee: STACI<I CHECK FOR PQt·1ER BrT( IS THIS THE 1ST TIME) 
036E 2152(3C 493 SAR3: LXI H,FPOlol ; ACe: = POIolER BIT 
0371 7E" 494 I'IOV A,N 
0372 Ft7 49~ RNA A 

0-11 



PAGE = ::1.0 
ADDR 08J-CODE LINENO, 

0373 CAAE133 496 
13376 AF, 497 
.8377 77 498 
8378 2::1.530C 499 

.0378 35 5~::flO 

037C CAA403 51111 
837F 34 5~l12 

5~Zt3 
038'11 3A4F0C S~14 
tZ13E:3 EGCp 505 
0:3:85 C299133 506 
0388 3A93f1C 587 
8lBB 3C 5l!18 
eJl:::C 0664 5~39 

1338E CAA103 5113 
1!1:391 3:E54 5::1.i 
03$~3 CD3A04 512 
0396 C3:D8013 5:1.3 
0399 3E55 514 
0398 CD3A04 515 
03:9E C3A4133 5:1.t::: 
~33A1 C()ECet2 517 
€13A'1 CDFA08 518 
03A7 CDF386 519 
03AA A7 520 
03FU:: Cfl()E:00 521 
0:t:AE: CDFA8S 522 
03B1 3R·1Ef1C 523 
0384 A7 524 
€13B5 CAC'S130 525 
13388 3A4F'8C 526 
8389 E6CB 527 

528 
039D 3E0F 529 
03BF CAAA06 53:0 

531 
83C2 3 Efi:11 532 
03C4 3217'8C 5:33 
03C7 C3D::;:08 534 

535 
0lCA 23 536 
133CB 7E 537 
03CC 3C 538 
03CD C~D303 53:9 
03D0 2:1.930C 540 
€13D3 224C13C 541 
(31)6 C9 542 

5'13 
ellD? 3Ai613C 544 
03DA 7A 545 
03:08 3A420C 546 
€(sDE 15 547 
03DF CFtEG03 548 
03E2 07 549 
((:1:E3: 07 5;;0 

() 

7.~ 2/76 
SQURCE-STATEI1Etn 

; CHECK 
SARL: 

SAR4: 

SAR5A: 
SAR5: 

SAR6: 

,JZ SARIS 
XF~A A 
towv 1'1, A 
LXI H,FRUN 
DOR H 
JZ SAR5 
!NR 1'1 

r-OF~ USER ERROR 
LDA HOClE 
ANI e.CIZ1H 
~TNZ SAR4 
LDA SENSOR 
1NF~ A 
w· ... I 8,. :U:10 
J7 
~- SAR5A 
t'lVl FI, :;::4 
CALL TIERR 
,Jt.1P CREC 
1'1\,11 A I-'~ , C· ... 1 

CALL TIER.R 
JI1P SAF~5 
CALL F~TI 
CALL IOF'OLL 
CALL j~ASf< 
At·lFI A 
JZ CREC 
C 1"1 l.L 10POLL 
LDA >( 
AI'~A rl 
~TZ CREC 
LCtA 1'10DE 
AtH 0C0H 

11'.,11 A,15 
J2 l'jSGB 

i ARM I Mt'lED I AT rr.I.,:'Y' 
5ARN: ~1VI A, ::I. 

STA FjF~11S 
~TI'lP CREe 

; IF POWER BIT NOT ON THEN GO TO SARG 

; RESET POWER 8IT 
; IF RUN BIT ON THEN GO TO SAR5 

; LORC' ALt"1F.:H 11()()E 
i IF 1'10[)E 1 OR 2 
; IF MODE = :1 OR 2, THEN SET TIBIT 
i LOAD TOP OF EC STACI< 
I IF ACC = FF THEN N~ OF EC 0 

; IF TOP IS AN ENCt OF EC FLAG, SKIP ERROR OUTPUT 
; ERROR CODE FOR TI 

; RETURN TO NAIN LOOP 
; OUTPUT ERROR CODE 

; F:ESET T I CCIC)ES 

:HASK OUT ALL 9AD SENSORS 

; IF NO. OF SENSORS IN SYSTEH = 
i ACC = X 

.: IF X = 0, DO 1·IOT AR!o1 

; CHECK FOR ALARN NODE 

0, DO NOT ARN 

; ALARI'I t'10CIE :1 OR 2, ARt'1 I t'It'lECI I ATL \-' 
; El.SE G I \,IE A :1 .. :::::5 1'1 I N. 1·1FIF~N I NG 
J ON LOCf"lL ALERT, E:EFOF:E AF~I'1 I NG 

; AF.:I'l SEt·jSOR 

; UPDATE EO STACI< ( INCREMENT STACI< > 
ECSU: WX H 

NOV R,.I'l 
INR A 
JNZ ECSU1 
L:';I H, SENSOR 

ECSU::I.: SHLD EOSP 
RET 

; IF H,L + 1 IS BELOW LIMIT 
; NEW POINTER = TOP OF STACK 
; STORE NEW STACK POINTER 

; EC EF~ROR I'F CCi[)E TINER ELAPSES 
ERREC ;. LDA VARl'l i LOAD "lAI;~I'l 

l'lO\,1 
l..DA 
C'CR 

RLC 
RLC 

A, CI 
CODE 
D 
ERF~EC:1 ILOAD 1ST OR 2ND HALF CODE WORD 
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PAGE - ~~ ,7~,2/76 
ADDR OBJ-CODE LINENO, SOUr~CE-STATENENT 

03E4 07 
03E5 07_ 
03E6 E60F 

,03E8 5F 
03E9 3A3:1..13C 
'::GEe 3D 
e3:ED 0213204 
133:F0 2A4C~lC 
03F3 7E 
03F4 C6513 
03F6 EB 
03:F7 CD3A134 
((:l;FA EB 
03FB AF 
03:FC 321613C 
03:FF 0320133 
134132 323:1:~C 
0405 2A6113C 
04~J:3 7Ei 
(14139 23 
040A 23 
~14e:1B 22610C 
e<10E 5F 
040F 3E01 
041:1.. 322913C 
134:1..4 3:A160C 
0417 57 
0418 2A4C13C 
04:1..B 7E 
841C EGOF 
1341E FIS138 
04213 CL>7iElA 
0423 C3E3013 

0426 7E 
13427 A7-
(:)428 CA31(:)4 
042B 23 
1342C 7E 
042D A7 
042E C234134 
13431 21CF13C 
13434 225fJeC 
0437 C9 

13438 D63F 
04;5A 47 
1343B 3E0F 
12143D 32:1..fl0C 
13440 21'CE13C 
0443 23 
(:)444 7E 

551 F~LC 
552 F:LC 
553 EI':REC1: ANI 0FH 
554 j ERR,OR IN EO HAN[,'SHA\(E 
555 ECERF~: 110V E, A 
556 LDA REP ; IS REP = 13 
557 OCR A 
558 -.TNZ ECERR:I.. ; IF 13, GO TO NEXT EC 
559 LHLI) EOSF' J G~NERATE ERF~OR CODE 
560 1-lOV AI t-1 
561 ADI 80 
562 XCHG 
563 CALL TIERR 
564 
565 
566 
567 

)<CHG 
>(RR A 
STA VARI-l 
Jt-1P SARt-1 

568 ECERR:I..: STR REP 
569 
578 
571. 
572 

574 
575 
576 
577 
578 
579 

581 
582 
583 
584 

LHLD TCODE 
NOV A,E 
WX H 
11-1>( H 
SHLD TCODE 
tojCl\I E, A 
fo1'.,II A, 1 
STA FTCODE 
LOA VAF~t-l 
t-l0V D,-R 
LHLD EOSP 
l-l0V A, t'1 
A~H 13FH 
ORI 8 
CALL TF:t'1NS 
Jt'1F' OF"IF:I'1 

585 i UPDATE TI STtiCI( POINTER 

; RESET VARI1 

; STORE F~EP - 1 
; START CODE TINER 

J RETRANSN I T t1ESSAGE 

586 T I SU : NOV A, 1'1 ; GQ TO TOP I F PRESENT OR NEXT COPE I S ZERO 
587 
588 
589 
590 
59:1.. 
592 

ANA A 
JZ TISU0 
INX H 
1'10V A, t'l 
At~A A 
~TI~Z TISU1 

593 TISU0: LXI H,TIST 
594 TISU1: SHLD TISP 
595 RET 
596 ; T I ERR: ROUT I NE THAT STACI(S THE ERROR CODE I I~ ACC 
5St? • ONTO THE TROUBLE HI[>ICATOR LED OUTPUT STAC/( 
598 ; TIERR IHLL ALSO SET TROUBLE BIT 
599 TIERRA': SUI 63: ; R["JUST SENSOR NO. TO ERROR CODE 
6~Jes T I ERR: t'10V B, A 
681 NVI A.13FH 
6132 STA TIBIT 
6(13 LXI H, TISTN 
604 TIERR1' INX H 
605 t10V A, to! 

0-13 

; SET TROUBLE BIT 
)H,L = TOP OF TI(TROUBLE 
; LOOP THAT CHECI(S ro SEE 
; NOT I'=!LF,EAD'r' IN T I STAC'~ 

INDICATOR STACK> 
IF EF,ROR IS 



PAGE = ~2 7/.2/76 
ADDR OBJ-CODE LINENO, SOURCE-STATEI1ENT 

0445 A7 
0446 CA5704 
13449 E:8 
e44A C243e4 

. 1Z144D 23 
e44E 7E 
e44F 28 
045'21 77 
/-'1451 23 
173452 A7 
13453 C24D04 
e:1<1SG 28 
13457 7D 
Q45~: 3C 
13459 C26E04 
1345C 78 
045D FEG4 
045F De 
0461.3 2iCE0C 
1341$3 23 
0464 7E 
13465 FEG4 
8467 026304 
1!l46A '713 
0468 2EFF 
e'lGD CSC 
e,16E 71.3 
046F 23 
134713 3Ge0 
13472 2e 
13473 CSc 

0474 3A150C 
0477 A7 
e/47S C28304 
0479 AF 
C1'l7C 32280C 
047F 3:C 
04813 324E:0C 
0483 2AS0ac 
0486 ,7E 
0487 4F 
e4S8 1664 
048A SA 
C:J48e DA9604 
04E:E'1EI::F 
13490 ee 
e't91 L'A9504 
0494 53 • 
1214$'5 92 
~1/l96 47 
13497 79 
13498 FE:4B 
049Ft 7S 
e498 DAAee4 

61216 
51.37 
61218 
609 
6113 TIERR2: 
61:1. 
612 
613: 
614 
1515 
616 
617 
618 TIERR3: 
519 
62121 
621 
62:2 
623 
624 

ANA 
-1Z 
CI1P 
,Tt-lZ 
I1~:": 
IKIV 
DC:": 
t10\l 
INX 
AI,jA 
,Tt'lZ 
Dt:~:": 
1'10'.,1 
WR 

A 
TIERR3: 
8 
TIERR1 
H 
FI,11 
H 
N.A 
H 
A 
TIERF:2 
H 
A.L 
A 

,Tt-IZ TI ERR5 
110V A, E: 
CPI 10121 
RI·jr:: 
U<I 

625 TI ERR4 : I NX 
H. TISTN 
H 

626 
627 
628 

!o10V 
CPI 
,1NZ 
11CIV 
w-n 

A.N 
1~1121 

TIERR4 
11, B 
L.- ~IFFH 

6$1 RET 
532 TIERR5: MOV M.B 
\533 
634 
635 
636 

INX H 
111,11 1-1, e 
L'CX H 
r<ET 

637 ; ARI'19UT: OUTPUT' TROU8LE 
63S ARMBUT: LDA FTAMP 

6413 
541 
642 
643 
644 
645 
646 
647 
54S 
649 
6513 
651 
652 
653 
654 
655 

AB1: 

AB2: 
656 AB3:: 
657 
658 
659 
66e 

ANf, A 
JN2 AE:1 
)<!F;A A 
STA FTACC 
INR A 
STA X 
LHLD TISP 
110'.1 A. 11 
1-10'.1 C. A 
1-1 V 1 D.11210 
C:t'lP D 
JC A83 
1-1\11 E.191 
CI'lP, E 
JC 
1'10V 
SU8 
~10V 
l-l0V 
CPI 
'-10V 

'JC 

AS2 
D.E 
D 
S,A 
A.C 
75 
A. E: 
AB4 

~5:2:~::1..9 

; I F END OF STACf< CHECK FOF: EI~D OF RAI-l 
! GO TO TIEF:R3 ml- END OF STACI< 

J IF C0E1ES ~JOT = THE!·j GO TO NEXT TI CODE 
; ELSE [)ELETE CO[)E FF:Ot1 STACI< 

,MOVE ALL SUCCEDING CODES UP 1 

J I F NO ENL' OF STACK 1'10VE NEXT CODE UP 

JCHECK FOR END OF RAM 

J I F NOT E!~D (IF RAt'l THEN STI1CI< EF~ROR CODE AT BOTTOM 
J IF ERROR CODE IS NOT ALARM. THEN RETURN 

J I F END OF T I STACI< THEN STACI< ONL'T' ALARt1S 

; CHECI( FOR A l·lOl-l ALARI1 CODE 

; IF tKIT FIN ALAF:t'1 CODE THEN CHECI< NEXT CODE 
rREPLACE ERROR CODE WITH NEW 
; pu'r T I ADe:'!': AT 80TTCtt'1 OF RAN 

) t~R I TE ERROI~ CODE AT 80TTOl1 OF STI1CK 

;SET NEW END OF STACK 

TO LED FI!·lD ENC)S ACCESS PERIOD 
; LOAD TAI'lPEF~ EH/L' I S 

; 1 F TAt'lPER c) I SALE:ED. THE!~ ENABLE END ACCESS 

;END ACCESS TIMER 

J X = 1 
i LOAD H, L t.JI TH F'RESENT TI STACK PTER_ 

J IF ERROR CODE :> :1.00. THEN SU8TRACT 100 

J IF NOT STATUS ERROR CODE. THEN DO NOT 5UBTR 

; IF ALARI1 ERROR CODE. THEN BLINI< TI LED 
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PAGE = ~3 7~ 2~7S ~5:2~:::L9 
RDDR OBJ-CODE LINENO, SOURCE-STRTEI1Et~T 

049E F6S0 
04A0 325R0C 
04A3 E67F 
€14A5 CDC3e4 

. 84A8 0348 
84AI1 CD2604 
fi:14A[) 3A4F8C 
0488 2F 
848:1. D320 
0483 2A:1.3~lC 
8486 :1.i:1.400 
8489 19 
e48A 226::;:0C 
134E:D 3E0:1. 
048F 322A8C 
04C2 C9 

04C3 57 
04C4 E6F8 
04C6 07 
04C7 87 
84C8 87 
04C9 07 
~14CA 5F 
84C8 7Ft 
84CC :1.686 
84CE 92 
04CF 82 
€14D1Z1 87 
€14D:1. 27 
0402 :1.0 
04(:'3 F2CF04 
04D6 27 
0407 C9 

0408 77 
04D9 2:1.930C 
(14[)C 3A378C 
04C'F E60F 
04E1 ,57 
(::14E2 7E 
134E3 8A 
E14E4 CA8A87 
04E7 23 
04E8'3C 
04E9 C2E284, 
84EC 7A 
04EC' 87 
84EE 87 
84EF 87 
04F0 87 
04F:1. 5f' 
04F2 3A390C 
04F5 E60F 

66:1. 
662 
663 
664 
665 
666 
667 
668 
669 
6710 
67:1. 
672 
673 
674 
675 
676 

AB4:' 

677 ;8CD: 
67:::: 8CD: 
679 
680 
68:1. 
682 
683 
6E:4 
15::;5 
61:::6 
687 
688 
689 

8CD1: 

OR! 
STA 
AIH 
CALL 
OUT 
CALL 
LDA 
CNA 
OUT 
LHLO 
LXI 
C)AD 
SHLD 
11'111 
STFt 
F~ET 

80H 
TISO 
7FH 
8CD 
40H 
TISU 
1'ICI[)E 

20H 
TINE 
0,20 
[) 

TDISP 
A.1 
FTC'ISP 

CCIt~VERTS ACC 
Hov t'. A 
ANI 0FI3H 
RLC 
RLC 
RLC 
RLC 
I'\ov 
1'101,1 
I1VI 
SUB 
ADD 
ORA 

E,A 
A,D 
0,6 
D 
D 
A 

DAA 
OCR E 
JP 8CD1 
C)Ar-l 
RET 

; STORE NEI·j' ERROR CODE 

) UPDATE 5TACI« lHCR 5TACI< POINTER) 

; LIGHT 1'10DE LEDS 
; START ARM LIGHT 20 SEC TIMER 

FR0I1 8INARY TO 8CD 

; LOOP THAT AnDS 6 FOR E TINES 
,I CLEAR AUX, CAF;RY 
) DECICI'IAL ADJUST 

; E~~[) LOOP 

698 
69:1. 
692 
693 
694 
695 
696 
697 
69::: 
699 

; t1ESSAGE DECODING ROUTINE 
; COI'IPARES RECEIVER DATA lo,IITH LIST OF SENSORS 
RECDAT: MOV M.A JRESET RECEIVER FLAG 

780 
710:1. 
71212 ROe: 
7fi:13 
7134 
785 
706 
707 
708 
709 
7:1.(1 
7:1.:1. 
712 
713 
714 
715 

LXI H, SENSOR ; LOAE) TOP OF SENSOR LIST 
LDA TYPE JLOFfD TYPE FIELD OF RECEIVER DfolESSAGE 

EC ANI 8FH ; CHECK IF MESSAGE IS FROM AN 
110\,' O. A 
1'10\1 A,I'1 
CNP 0 
JZ lNEC 
INX H 
INR A 
~TN2, RD0 
1'10',1 A, () 
RLC 
RLC 
F:LC 
RLC 
t'10V 
LDA 

'8tH 

D. A 
IDDATA 
8FH 

I;' 

; IF A 1'IATCH OCCURS THEN JUI'IP TO CHECK SUB T'r'PE 

; CHECI( NEXT SENSOR TI L END OF EC FLAG 
J ROTATE IN 10 DATA<8ITS 0-3 =, ID DATA, 

; BITS E-7 = T'y'PE) 

0-15 
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PA~E = ~4 7~ 2/76 
ADDR OEl.T-CODE LINENO, SOURCE-STATEI1Et~T 

04F7 82 
G4FS 57, 
04F9 3C 
04FA CA€;S85 

, t:t4FD 3:1) 
1'Z14FE D64e 
O$t21G 5F 
(:15M C08Bel5 
0504 DA18\!!6 
0507 713 
0508 C27AIZ15 
1!:150B D600 
(501) 5F 
'1I513E 008131.35 
0511 I)A~IF1Z·E', 

0514 713 
8515 C27A05 
(3518 Cr::'E:EI0S 
051E: C,r101506 
OSiE C~GE:t.:15 
052:t 05 
1;:1522 E5 
~52:3: CDFA08 
0526 E1 
121527 D1 
0528 CDEI8t.:t5 
1!:152B [>24e05 
052E ;3A'lF0C 
0531 E604 
(1533 C26E05' 
CiI.536 3A170C 

(.!.,o'3S1 A7 
'053A CA6E05 
0531) Cl6E:06 
a~i40 C26ECil5 
0543: CDE:F.l1.35 
0546 D25E:(:t5 
171549 31i4FGC 
t154C E6(11 
054E' CAt5E:G5 
0551 3A170C 
\'3554 A7 
(:j555 CA6E05 
0558 C36806 
13559 C26E05 
eSSE' CDE:EII35 
0561 7A 
13562 DAC905 
0565 C26EI!15 
(:j5~8 CD090A 
135GB C3E300 
056E 7A 
056F C~t.:t 
12!57i C:D3A04 
(3574 59 

716 
7j.7 
718 
719 
720 
721 
722 
723: 
724 
725 
72G 
727 
728 
729 
730 
731 
73:2 
73:3 
n4 
735 
n6 
737 
73E: 
739 
740 
741 
742 
743 
744 
745 
746 
747 
74$ 
749 
750 R01: 
751 
752 ROJAI'l: 
753 
754 
755 
756 
757 
758 
759 
76(3 RD2: 
76i 
762 
7053: 
764 
765 R03:: 
766 
71$7 ~ARNE:, 
768 
769 
778 , 

CtF~FI D 
tolCtV D,A 
INR t, 
,n RD3: 
OCR A 
SUI 41314 
1'10V E, A 
CALL eSEt'J 
JC Gt,RP 
l'lCtV A, E: 
~n~z CARI1EE 
SUI I!tCH 
folOV E,A 
CALL CSEN 
~TC GAF~T 
NOV FI, E 
Jt'JZ CAF~NEE 
CALL CSEN 
JC GAF~S 
~TNZ CARI1E 
F'USH [) 
PUSH 14 
CtiLL IOF'OLL 
POF' H 
POP [) 
CALL CSEN 
~TNC RD1 
LOA 1'10DE 
AtH. 4 
~TNZ CARI'tE 
LC'A ARfoIS 
At~A A 
~TZ CARI'IE 
~TI'1P I NTRD 
,mz CAF~I'1E 
CALL CSEN 
Jt~c F~O:;-~ 
LDA fo101)E 
ANI 1 
~T2 t:::ARHE 
lI)A AHNS 
ANA A 
JZ CARt'lE 
,Jt,tP I NTRD 
~TNZ CARI'tE 
CALL CSEN 
1'10\,: A,O 
JC FIRE 
JNZ CARNE 
CALL REC:EF~R 
JI'tP CARI'l 
110'.1 FI> 0 
ADt ~:;:8 
CtiLL I':IE.F:R 
t,tOV E, C 

:::t.5 : 2:::t. : ~Sl 

J IF SENSOR = FF, THEN GO TO ECERR 

; GENERATE ERROR CODE FOR PANIC 

; CHECK FOR PANIC MESSAGE 
, IF PANIC, GO TO GENERAL ALARN ROUTINE 

,RETURN, NON ALAR~ NESSAGE 
; GEI'IEF~ATE ER:F~OF~ CO[;'E FI)R TAt'lPEF~ 

; CHE:Cf< FOR EC TAt'lPEF: l'lESSAGE 
J If TANPER, GO TO TANPER ALARM 

; RETURN, NON ALARM NESSAGE 
,: CHECI< FOF: SPEC I AL ALAF~t'1 t'tESSAt3E 
,IF SPECIAL, GO TO SPECIAL ALARN ROUTINE 
; Fi:ETUF~t,!, NON ALARI1 t'1ESSt1GE 

,CHECI( FOF~ PERU1ETEr..: ALARI1 NESSAGE 
J I F NO PEF: I 1'1ETEF: ALl1Fi:I'l, GCt CHECf( OTHER SENSORS 
; EtSE CHECK NODE 

; IF FIRE/PANIC NODE. IGNOR MESSAGE AND RETURN 
J LOAD SEt'!SOF~S f'1Rt'lEO FLAG 

;IF SENSORS NOT ARfolED. THEN IGNOR NESSAGE AND RETURN 
; ELSE GO TO INTRUSION ALARN 
; RETURN. NO ALARfol NESS AGE FRON SENSOR 
; CHECI< FOR I t.nERI'lt1L ALAF~N 11ESSAGE 
) IF NO INTERNAL ALARN, CHECK FOR FIRE ALARM 
J CHECI< t'IOCoE 

J IF NOT SENSOR folCtDE 3 (ALL), THEN RETURN 
; LOAD SENSOR ARNED FLAG 

; IF SENSORS l'IOT ARI'IEG', THE F:ETURN 
; GCt TO I NTRUS ION ALARN ROUT I NE 
; RETURN" "lett,! I~LARN l'tESSAGE 
; CHECK FOR FIRE ALARM NESSAGE 
;ACC - ERROR CODE 
; IF FIF:E" THEt'l CiO TO FIRE ALARt1 ROUTINE 
; RETURN, NONE ALARM MESSAGE 
; I F NO SE}ISOF~S l'lt1TCH, THEt,j F~ECE I VER EF~ROR 
; RETURN TO HAIN POLLING LOOP 
,: I.lPDATE STATUS ERRCtR 

; STACI( EF:ROR CC'lDI; 
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~AGE = ~S 7/ 2/76 
AODR OBJ-CODE LINENO. SOURCE-STFfTEI~Et~T 

e575 CDasa3 
121578 4EI 
13579 7A· 
e57A C625 
12157C CD3A04 

• g,57F 7:1 
et58€1 E601 
\:.1582 C2E30121 
0585 CD0903 
0588 C3E3013 

e588 7E 
eS8C 23 
0580 Sri 
0S8E CA9805 
13591 3C 
9592 C28Be5 
121595 FlF 
e596 4F 
10597 C9 
e598 E5 
13599 011013121 
12159C'a9 
0590 3A380C' 
I21SAe E603 
etSA2 4F 
a583 7E 
eSA4 47 
05A5 E616 1)1 

B5A7 B:t: 11 

05A8 77 

77:1.. CFILL RSTB J DELETE STATUS ER~OR CODE F!=~OI1 TI STACf{ 
772 MOVC,E 
773 MOV A,D JCHECK TO SEE IF STATE OF SENSOR IS OPEN 
774 CARI'lEE: AC'I 37 
775 CliLL TI ERR 
776 MOV A,C 
777 ANI 1 
778 JI·1Z CARI'1 J IF OF'EH LEAVE ERROR CODE ON 5TRC}( 
779 CALL RSTB J ELSE DELETE ERROR CODE fROI'l STACf{ 
78121 ~n'lp CARI'l II 

781 J CSEN: SEARCHES FelF.: SENSOR HI SENSOR STACI(, IF PF~~SENT AND A ALARI1 
782 ; OCCURS FOR THE FIRST TIME THEt~ THE CAF~R'r' FLAG IS~\RESET 0N RETURN, 
783 ., OTHERl~ I SE THE CARR'r' FLRG = :I. ~. 
784 ; I F SENSOR IS PREsEt·n THEt~ THE ZERO FLAG I S RESET ')'0 0, 
785 ; OTHEF~l'l I SE THE ZERCJ FLAG I S SET TO :t' 
7:c:6 ; CSEN Tflf(ES THE SUS T'T'PE OF A I'1ESSliGE At~D UPDATES THE STATUS BIy'TE 
787' ; H, L = AD{)F~ OF SENSOR 
788 ; BIT a ;:: LAST REPORTED STliTE OF SEHSOR 
789 (13 = SECURE, 1 = RLAF~I'D 
7913 ; BIT 1 ;:: (1 = ALARI'l AS OCCURE() SINCE THE l~AST 
791 A SECURE AS t~OT 8EEt~ GIVEN SINCE THE 
792 ;9IT 2 ;:: PREVIOUS :5 MI~ UPDATECSAME RS SIT 1 
793: THE F'F~E\,IICIUS 5 tHN. > 

5 tn N, UPDATE OR 
LA5T FILAR!'t, ELSE 13 = 
EXCEPT FOR 

794 ;8IT 4 ::: SENSOR I'1RSK ~IT (0 = SENSOR INCLUDED IN SYSTEM, 
795 ; :1. ;:: SENSOR t'lfW' '2::> FF~ClI'l 5'r'STE::I'1) 
796 ; BIT 5 ::: SEJ{;:::OR t'1ESSAGE:. STATUS BIT FOR PRESENT HOUR 
797 i 1 ~ ,r~j.lO t'lESSAGES HAS OCCIJRED. \:.1 '" A NESSAGE AS OCCURRED 

,798 ) BIT 6 -= STATUS BIT FIJR PREVICIUS HOUR 

SECURE) iFi 

799 ; BIT 7 ;:: STRTUS ERR()F~ BIT ~lZl == STf=rrUS GOO(),1 ::: t~Ci NESSAGES FOR PAST :2 HOURS) 
see; SUB T'r'PE = BIT 0 IS THE F'RESEt'lT STATE OF THE SENSCIRCSECURE=0, 11LARI~=1) 
sa:1. J .8IT 1 IS a FOR HOURL'r' STATLIS NESSAGE 
8a2 i ! 5 1 FiHEN A CHANGE elF STATUS AS OCCURRS:D . 
B0s ; NOTE(*"Ii*'>---A l'lESSAGE IS CHANGED FR131'1 SECURE TO ALARt'1 l'lHEN 
8e4 ; A SECURE r'lESSAGE FROI~b THE SEt'~SOR I S NOT PRI!CEDED BIy' AU ALARI~ 
8135 ; HITHIN THE PAST :te NUt AND LAST REPORTED STATE t~AS SI!CURE) 
1306 C5EN: t'10V A, 1'1 ; LOR[) SENSOR 
8137 INX H 
SBa CHP r~ 
889 JZ C5ENl 
e10 INR A 
81:1. JNZ CSEt~ 
912 XRA A 
813 NOV C,A 
9:t4 R~T 
815 CSEN1: PUSH H 
$16 LXI e .. 29 
917 DAD B 
9:ts LD~ SUBT 
819 ANI 3 
92a t~OV C, A 
82:1. !olav A,N 
$22 110V e,A 
923 ANI :i6H 
924 ORA C 
$25 Nel\-, ~1, A 

} CQI'\PI~n~E lIU:'I.IT loll TH S[~t'I';:C')R 
; IF' l'I(o)TCH, lIlr::u Ur.:'[)All~ STr.lTUS Oo.,'TI:: 
; ELSE CHt::CI~ FClr~ EN[) OF SENSORS FLAG 
; IF !·WT ENe, OF SENSORS, THEN CHECI< NExt SENSOR 
) IF' Et·lD OF SENSOR, CLEAR CLEAR CARRY, AND SET ZERO 

'';\ 

) I'ENPCIRARIL'r1 STORE SENSORS FlDDR 

) H, L '" ADDR OF STATUS e'TtTE 
,Rce "" sue l''TIPE 

) C = sue T'y'PE 
lAce ~ STAUS BYTE 

) UPDATE STATUS E:YTE 

0-17· 
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o ~- PAGE: - ::1..6 
flOOR 08J-COOE LINENO. 

eSA9 C06909 826 
eSAC 121- 827 
0SAD 126113 E:28 
05AF Ccz, 829 

, 10580 3A150C 8313 
M83 3D 831 
8584 CQ 832 
1'3585 78 833 
t.:15E:6 I::IF E:34 
0587 12602 835 
8589 8~3 836 
05E:A 47 E:37 
1'358B 79 838 
058C 2F 839 
(£158D 13F 8413 
05E:E Ea3 841 
1358F 1;6131 842 
05Ci C~3 E:43 
e5C~2 78 ::;:44 
J:'J5C3 2F 845 
05C4 Ai 846 
0505 37 847' 
135C6 C0 848 
0SC7 84 849 

8513 
851 
E:52 

105C8 C9 853 
854 
855 

05C9 C03804 856 
(l5GG 3A4F0G E:57 
135CF E6813 E:58 
05D1 C29506 :::59 
8504 3:Eil~1 860 
05[;.6 CC'E906 861 
13509 COiAeA 862 
050C 7E: 863: 
0500 E61e 864 
05DF C2E300 865 
05122 ~E:01 866 
135E4 32280G 867 
05E7 2A130C :::68 
1!15EA 1:12C01 869 
(l5ED 19 ::;:70 
(l5EE'22650G 871 
(15F:l AF 872 
0SF2 l249~C 873 
05FS C3E300 874 

875 
I'£1SFE) 3:E134 876 
0SFA 3227(3C 87'0' 
05FO 211.geC 878 
13680 712 879 
0601 3:6130 880, 

<:: 

• 
7./, 2./7':': 

SOURCE-STATEI1ENT 

CALL IOPR:!. 
POP H 
ANI 10H 
RNZ 
l:.DA FTAI;lP 
DCR A 
RNZ 
110'./ A,8 
RRC 
ANI 2 
ORA B 
1'10'·/ E:, A 
NOV A, C 
CI1A 
RF~C 
ORA E: 
Am i 
RNZ 
110".1 A, E: 
GI'lA 
At·ll' G 
STC 
F~t~Z 
ORA H 

RET 
;FIRE ALARM ROUTINE 
;ACG = SENSOR NQ AND 
FiRE: CAL6 JIERRA 

LDA 1'10DE 
A~lI 813H 
~TNZ TESTLT 
1-1\11 A, i0H 
CALL lIPAL 
CALL t'1TF~ANA 
1·10 .... ' A,8 
ANI 1~3H 
~lI·lZ CAF~t·l 
t-1\l I A, i 
STA FTFIRE 
LHLD TII'lE 
un D, 3:01::1 
DAD D 
SHLt.' TFIRE 
:X:RA, A 
STA FIF$EL 
JI'1P CAF~H 

::1..5:2::1.::1..9 

; CLEAR MESSAGE REGISTER 

,I IF l'lASK B IT ON F~ETURN ~H TH NO ALARM 

; CHECK IF IN ACCESS MODE 

; RETURN IF IN ACCESS t10DE 

; F~ETUF~N IF' NE~-.! CHANGE BIT IS '3 
;OR OLD STATE BIT IS 1 

; t=tLARI'l IF EITHER B IT GOES FROI'! 0 TO 1 
; ELSE CLEAR GARRY AND ZERO = e 
;'CARRY (1 =: NO ALARt1 CIF~ ALARI1 IN PROGRESS, 
; CARR'T' 1 =: ALAF~N 
; ZERO 1 = SENSOR NOT IN STACK 
; ZERO 0 = SENSOR IN STACK 

ERROR COC'E 
; STACK ERROR CODE OF TI STACK 
; LOAD ALARI'1 l'IODE 

; I F TEST l'lOt'E LIGHT TEST LIGHT 

; UF'C'ATE ALAFi:N STATUS 
; CHECK FOR MODEM OUTPUT 
; I'=tCC = OLe) ALP 

;IF FIRE ALARM IN PROGRESS, THEN RETURN TO LOOP 
,SET FIRE ALARM FLAG 

; START TINER 

; RESET BELL OFF 

; INTRUSION ALARM AFTER 20 SEC. l·lARN HlG ALERT 
GARI: t-1VI A,4 

STA PAL ; STORE INTRUSION ALARI~ UPDATE (PAL> 
LXI H,CET 
t·1(L\I A.t1 ) LOAD TI CODE FOR lNTRUSION 
HVI t'l, '3 ) RESET TI CODE 
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PAGE: = ::1..7 
AODR 08J-COOE LINENO. 

aG03 C31EaG 881 
882 

06136 3:E01 883 
0E.08 3227t::1C 884 

• (1G13B 7A 885 
1315121C C31E06 886 

887 
13613F 3EIZ12 8:::::: 
06':;;1 32270C 8:::9 
(1614 78 890 
(1615 C31E0G 891 

892 
0618 3Ees 893 
061A 322713C ~:94 

061D 7B 895 
896 

(i:l61E CD3804 :::9-? 
062:1. 3:A4F0C 898 
0624 07 899 
0625 DA9506 9130 
tZ162E; 3A270C 9(11 
(1628 CC'E9136 902 
062E C01A8A 91~13 

(:;1631 78 9134 
863:2 Ft7 9135 
13633 CA4406 9(16 
1Z1636 E612 9137 
1<1638 C2E30~1 9138 
13638 3:A270C 9C19 
(163E A8 9113 
063F E6(13 911 
0641 CAE3e0 912 

913 
064<1- 3FI27ec $114 
13647 F678 915 
0649 !.::IF 9:1.6 
064A 01'1C606 9:1.7 
(164D E602 918 
064F CI~ICC06 919 
13652 3A4F0C 9213 
0655 FE00 

' , 
921-

0657 DAE3131:3 922 
865Ft ~:7 923 
(;1658 F2CCIZ16 924 
1365E 3E1B 925 
13660'CD1303 926 
0663 3E01 927 
0665 C3AAt.::16 92:=:: 

929 
0668 3:E04 9313 
066A 322713C 931 
066D 3Ft93:0C 9?? "'-
0670 30 933 
13671 7A 934 
0672 C21E06 935 

7~·. 2.r"·-76 
SOURCE -STATE~lENT 

JI'lP GAR 
; SPECIAL ALARt.1 
GARS: 11'·,.'I A. 1 

STA PFIL 

; TAt1PER 
GART: 

J PANIC 
GARP: 

• 1'10'.,1 A, [., 
Jt'lP GAR 
ALA~~I'l 
l'l"iI A,2 
STA PAL 
1'10'.,1 A,C 
st'lP GAR 

ALAF:t1 
1'1'",'1 A,8 
STA PAL 
l'lOV A, E 

JGENERAL ALARM ROUTINE 
GAR: CALL TIERRA 

L[)A t'lODE 
RLC 
JC 
LOA 
CALL 
CALL 
1'10'.,1 
At'lA 

TESTLT 
PAL 
UPAL 
1'1TRAt~A 
A, B 
A 

,JZ GAR2 
ANI 12H 
,JHZ CARI'l 
LOA PAL 
XRA B 
AtH 3: 
,JZ 'CARI'l 

JOUTPUT ALARfolS 
GAR2 : LJDA PI'1L 

ORI 1213 
RRC 
JC l'lSG8S 
ANI 2 
JZ FILBEL 
LDA 110[)E 
CPI 0DH 
SC CARI'l 
A[)D A 
SP ALBEL 
1'1'.,11 A,1BH 
CALL F:STt1P 
1"11,11, A,1 
~TI'lP t'lSGE' 

; INTRU5ION ALARI'l 
It"(TRD : 1'11,0' I A, 4 ' 

STA PAL 
LC'A SENSOR 
INR A 
1'10V A, D 
.Tt-lZ GAR 

::1..5:2::1..::1.9 

; GO TO GENERAL ALAR~l ROUTI NE 

; STOF:E ALARt1 liP[)ATE 

J STORE TAt1PER ALARI1 I N ALARM UPDATE 
;Ace = ERROR CODE 
;GO TO GENERAL ALARI'1 ROUTINE 

; PAL = ALARI1 I N PROGRESS UPDATE 

i STACI( EF:ROR CODE 
; CHECK FOR TEST MODE 

;LIGHT TEST LI~HT IF TEST MODE 
; LOAD t'IEI'~ ALAF:t1 
; UPDATE ALAF~t1 AND 'ALAF:M I to,( PF:OGRESS 
iTRANSMIT TO MODEMCIF IN REMOTE MODE) 
i ACC = OLD FILP 

; I F t·~O ALARt1 I t,l PROGRESS THEN OUTPUT ALARM 
; ELSE IF FIF.:E OF: TAt'lPER ALAF:I'l IN PREOG.. RETURN 

• 

; IF PAST ALARt'l l,lAS A SPECIAL 
;AND IF PRESENT ALARM IN PROGRESS IS 
; NOT A TAI'lPER OR SPECIAL. RETURN 

J IF SPECIAL THEN START ALERT<5 11IN. ) 
i CHECI(· FOr.: I tHRUS I ON 
i IF NOT AN INTRUSION THEN ALARM BELL 
; I F I NTRUS I ON At~E) IN REI'lOTE 110DE 
i THEt~ DO NOT SOUHDALARI'l OR ALERT 
; RETUR~'I TO NA I N LOOP IF RENOTE 

; IF LOC ALARI'l OF: LOC/F:ENOTE TURN ON BELL 
; ELSE 
,I RESET ALAF~t'l IN PROGRESS ( INTRU5IO~I> 

,lOR ALERT ON FOR 5 SE~ 

; STORE ALARI'l PROGRESS IJPt5ATE," 

; EF~ROR COf..'E IN ACC. 6' 

; IF AT LEI1ST 1 EC~ THEN GO TO GENERAL ALARI1 ROUTINE 
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',)/ PAGE = ::1..8 

ADOR OBJ-COL'E LINENO. 

0675 3A4F0C 936 
8678 E6C0 937 
067A 7A 93:8 
0678 C21E06 93:9 

,067E 3A260C 940 
e:16~:1 E:61E 94:1. 
06:::3 7A 942 
f.1684 C21E06 943 
8687 2:1.1900 944 
06E:A 7E 945 
86~:8 A7 946 
068C C26E85 947 
C16:8F 72 948 
0698 3E05 949 
0692 C3AA06 958 

951 
0695 3E0:1. 952 
0697 322A0C 953 
12I69A 2Ai30C 954 
1369D :1.:1.1.41::10 $155 
06AIZ1 :i9 956 
06A:1. 22630C 957 
06A4 3:E7F 958 
0tSAt5 032121 SI59 
06A8 3E04 ~160 

96:1. 
06AA 3:22F0C 962 
0t?FID 3230'!:IC 963 
13680 06EF %4 
~1682 21,13:0C 965 
GCE:5 11e:1500 96t5 
(':h581:: 1S' 967 
(161::9 22~'ir;t£1C 516:3 
i~~E:E;C 3E'€1:1. 969 
OG8E 322(:H3C 970 
ril6C1 3E18 97:1. 
1!:16C3 0:<DE86 972 

973 
0SC6 322E0C 974 
(16C:9 03 Bli:nZ16 975 

9'~F6 

136CC 3E01 977 
e60£:: 322C8C C&~7C. 

_, I .... ' 

06D:1. 2A:1,300 979 
06D4 :1.12001 98~:::1 

06D7'19 98'1 
06[)8 225E:i!1C 9:::~ 
8t5D8 12I6FB 9:::3 
8t5DD AF 9:::4 
06DE 21320C 985 
06E1 86 986 
€16E2 AIZI 987 
06E3 77' ':'.:"0 _.l,;,;,I.;J. 

C6£::4 D338 $,,:::g 
861::6 C3E~00 9~0 

7/ 2."'·76 :is : 2::1. : ::is< 
SOURCE -SIATEt'lEt~T 

LDA t'1CIC'E i LOAD ALARM 1'10DE 
AtH '0C~21H 

1'10'",' A, Co i EF~ROF~ CODE 
Jt·lZ GAR ) IF I'1CIC'ES 1 OF~ 

.-, .::. GO TO GENERAL ALARI-1 ROUTINE 
LDA ALP i IS ALRRH ALREAD'T' IN PROGRESS? 
AtH 1EH ; CHECf:: ALL BUT SPECIAL 
t'1O'.,I AI D 
,HlZ GAF.: i IF ALARto1 Hl PROGF.:ESSI THEN GO TO GEN. ALFIF~r'l 
L:>'~I H., CET ) CHECI< TO SEE IF l'lAF~t'l I NG IS ON ALREADY 
I'W',.,' AI 1'1 
At·lA A 
.. HlZ CFIF~t1E ; IF 1,1AF:NING m'l IGNOF.: ALARI1 
110V 1'1, D i TEI'1P. STORE EF~r:~Of': CODE 
1'1',,11 A .. 5 
JI'1F' 11SGB ; SOUt·lD ALEF~T 25 SECS 8EFORE ALARI'l 

j TURN ON TEST LIGHT FOR 213 SEC 
TESTLT: 11'-"1 A, :1. 

STFI FT[)ISP 
LHLD TUIE 
L:~a i>., 2~~1 

DAD D 
SHLD TOIS? 
11'·,.'l A/7FH 
OUT 21~IH 
1'1',,11 A,4 ; AND SOUND LOCI,L ALEF~T FOR 2121 SEC 

; START LOCAL ALEF~T FOR SPECIFIED SECot~DS = ACe 
l'lSG8: STA FAU::tH 
11SG8:1.: STA ALeNT ; STOF.:E OF:IGINI,L SEC eoutn TO BE USED LATER 
1'151382: !'II,) I 8/ 121EFH ; STf1F.:T LOCAL ALEF~T I1ESSAGE 8 

LI-ILD TII'IE ; STAF.:T THlER 
UH· D., 5 ;5 SEC THIER 
DAD [) 

SHU) Tf1LT 
101'· ... 1 FI, 1 
STA FTALT 
l'lVI A,18H 
,.TI'lF' ALO 

; SPECIAL LOCAL ALEF;T 
I'1SG8S: STA SI,LCNT ) STOF~E SPECIAL ALERT COUNT 

Imp HSG82 ; GO TO ALERT ROUTINE 
; STArn BELL FILERT 
ALBEL: I'WI FI.,1 

STA FTE:EL 
LHLD TII'lE 
un [),3130 
DliC) [:' 
SHLP TBEL ; BELL ALARt'l 5 !'m·t TIt'lER 
11'-"1 81 '.:IFEiH 
?':F:FI A 

ALO: L:':I 1-1, CIUTAL 
ORA t'1 
At~r; B 
t'10V 11., A 
OUT 381-1 ; TURN ON BELL 
Jt'1P eARN 
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'PAGE = i9 ~~ 2/76 ::LS:2i:i9 
AODR OBJ-COOE LINENO. SOURCE-STATEI-1ENT 

e6ES! 2j.260C 
06EC 46 

_ 06EO 813 
e6EE 77 
e6EF 28 
136F0 86 
06Fj. 77 
€16F2 C9 

06F3 j.HE130 
06F6 2A540C 
e6F?t EB 
06FA j.9 
06FB 3A580C 
e6FE 93 
06FF 3C 
0780 4F 
078j. 86130 
071!(~ j.A 
137134 134 
07135 3:C 

, 0786 CA2207 
13709 7E 
e70A E6EF 
07ec 77 
0780 E68j. 
07(1F C82307 
07j.2 3A4F0C 
07:1.5 07 
0716 DA2307 
87:1.9 3EFF 
07:1.8 321A0C 
enE 3E:1.0 
137213 E:6 
072:1, 77 
13722 .135 
13723 23 
1!1724 j.3 
13725 eD 
0726 C20387 
13729'78 
072A C9 

13728 0j. 
e72C 04 

.e720e? 
1372E 8A 
072F 82 

99j. i UPAL: UPDATES ALARI1 STATUS 8ITS FOR ~10DEI1 TRAt~S~lIT AND 
992 i UPC'ATES ALAF~t-l I N PROGF~E:SS 
993 UPAL: LXI H,ALP 
994 110V 8,M 
995 ORA 8 i UPDATE ALARfo1 I t~ PROGRESS STATUS 
996 MOV M,A 
997 DCX H 
998 ORA M ; UPDATE ALAF~t-l STATUS 
999 MOV M,A 

:1.I30€1 RET 
1€181 ) 1-1ASI(: SETS 11ASI( 8IT IN STATUS Bo.,'TE IF LAST STATE IS OPEN OR 
H182 STATUS EF~ROR OCCURF~EO 
j.003 ) ALSO SETS TI8IT IF A SENSOR IS MASKED 
1804 ; ON RETURN 8 = NQ OF SENSORS NOT MASKED 
:1.1305 MASK: LXI 0,30 ;H,L ARRAY OF STATUS BYTE 
101!16 LHLE.' HRSEN ; D, E = CORF~ESPONDING SENSORS 
j.087 X~HG 
:1.008 O~D 
11'::H39 LDA 
1€110 SUB 

o 
SENBOT 
E 

10j.1 INR A 
1Cl:1.2 l-l0V C, A 
:1.013 MVI 8,0 
j.014 MASK1: LDAX D 
11315 INR 8 
1816 INR A 
1017 JZ 
113:t8 110V 
:1.019 AtH 
11::1213 t-l0V 
1021 ANI 

fo1ASI(2 
A,I-1 
I!IEFH 
M,A 

iC = ARRAY COUNT 
; 8 = NO. OF SENSORS NOT t1ASI(ED 
; LOAD SENSOR 

; IS THIS A SENSOR OR SEPERATOR 
; IF THIS IS A SEPERATOR THEN GO 
; LOAD STATUS BYTE 
; RESET t-1ASK 8 IT 

TO NEXT SENSOR 

1822 JZ 
8j.H 
t-1ASfG 
fo10E.'E 

; I F STATUS ERROR OR ALARt1 STATE, !'fASI< 
1823 LDA 
11324 RLC 
1825 JC 
j.026 1-1'.,11 
:1.I!127 STA 
1028 11'.,11 
1829 ORA 

t-1ASK3 
A,0FFH 
TI8n 
A,113H 
1-1 

1038 1101,1 M,A 
1031 MASK2: DCR B 
1C132 MASI(3: I N:X: H 

o 
C 

1033 INX 
1€134 DCR 
1035 Jt'lZ 1-1ASI(1 
11336 110'.,1 A,8 
j.037 RE~ 
:1.03:8 i I<Eo.,'; CHECI( Cot-18WATION 

; I F TEST 110DE DC) NOT ~lASI( OUT 
; SET TI8IT 

; SET NASI< 8 IT 

; ACC := NO. OF GOOD SENSORS 

j.03:9 ; NOTE---i), E COt-nAIN NEt~ I<E'l' <1(NEt~) 
10413 ;TH~ FOLLOWING IS THE REFERENCE ARR FOR EACH KEY 
104,:1. KARR: E>8. 1 
1842 08 4 
1043: D8 7 
:1.844 08 j.e 
1045 _ DEI 2 

0-21 
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ROOR OBJ-COI)E LINEt~O. 

07313 05 :1.046 
073:1. 08. :1.1347 
0732 00 :1.1348 
13733 03 :1.1349 
13734 06, :1.13513 
073:5 09 i.1Z15:1. 
1373:6' etB i.1Z152 
0737 2AetE0C :1.1353 
073A EB 11354 
073E: 22eE0C 11355 
':::173E 7C :1.1356 
IZ173F FIA :1.':::157 
07413 A2 105E: 
137-1:1. 67 1059 
':::1742 7D 1(1E:~3 

0(43 FIE: 1061 
13744 A3 11362 
0745 6F 11363 
0746 29 :1.1':164 
13747 29 11365 
13748 29 H166 
8749 29 'H167 

, 1068 
\'374A i.10C00 :1.069 
0740 10 113713 
074E FA0800 :1.e7i. 
1375:1. 29 1':::172 
0752 [)24De7 11373 
0755 7D 1IZ174 
0756 84 1075 
0757 C20801Z1 11':176 
075A 212B07 11377 
075D 1:9 1078 
075E 56 1079 
075F 2A33(lC :1.080 

:1.1381 
13762 29 11382 
121763 29 1':::1:::3 
0764 29 :1.~3:::4 
(1765 29 10:::5 
0766 ;~A 1'):;::6 
13767 85 :1.13:::7 
2768 6F :1.I:1E::3 
(;)769 22:330C 113:::9 
l176C EB :1.':::1$'(1 
1Z176D'2A400C 1091 

109,2 
1~177~) 7[) :1.IZ1$'3 
~77i 93 10$14 
~17?2 7C! :1.(f::'.(3 
t1773: CF17Ae7 11':196 
13776 IZH, :1.1:197 
(,17, .... 7 C3:!):::e0 1(19::: 
077A St2 1eS'~ 
1:::1',::'('8 C2D8el!1 11.1':11:::1 

I 

7ot"" 2ot""76 
SOURCE-sTATEl-lENT 

DB .!;5 
DE:. 8 
DB 0 
DB 3: 

. DB 6 
08 9 
DB i.1 

I<EY: LHLD I(OLD 
>~CHG 
SHLD KOLD 
110V A,H 
XF~A D 
ANA D 
~10'·'" H,A 
1'10'·.,' A,L 
><:RA E 
AHA E 
t'l0 ' .... L,A 
DAD H 
DAD H 
DAD H 
DAD H 

; CHECK FOR 1·1HICH I(E'r' 
un C), :1.2 

C:1.: I)CR E 
.JH CREC 
[)FID H 
~TNC 81 
fo10V A,L 
ORA H 
~TNZ CF~EC 
c'XI H,KARR 
("AD [) 

1'10".1 D, t'l 
LHLD CURI(E'r' 

; UPDATE CUF.:REHT cm'180 
DFI[:' H 
DAD H 
C'AD H 
DAD H 
t'10V A,D 
ORA L 
1'10'·.,' LA 
SHLD CUr.:I(E'r' 
:~~CHG 

LHLD cm'IE: 
COt'WARE C.o1·18Q 

['100,,1 l":i, L 
SUB E 
t'10,,", A, H 
~T2 (:5 

HOP 
~TfolF' CREC 

C5: SUE: D 
JNZ CREC 

::1..5:2::1..:::1..9 

J LOAI) H, L IHTH LAST KE'r'(S) PRESSED 
; H, L <> (), E 
; STORE KNEW INTO KOLD 
; I(E'l' PRESSED = < f(OLD XOR KNEloJ> ANDED KNEI.J 
; F:ESUL T IS PUT IN H, L 

; SHIFT f<Eo.,'S LEFT TO LEFT JUSTIF'r' 

AND IF ONL'r' ONE HAS BEEN DEPRESSED 
; E = I(E'r' COIINT 

; IF HO NEW KEY.THEN RETURN 
; SH I FT TO CARRY f<E'l' BIT 
;IF NOT PRESSED CHECK HEXT KEY BIT 
i ELSE CHECI( FOF~ AN '1' OTHER I(E'r'S PRESSED 

i NOT ONLo.,' ONE, EXIT cm1E:O CHECK 
; LOAD TOP OF KEY ARRAY 
i l'lOVE TO f(E'l' nlDE::': 
; LOFID D I·j I TH I(E'r' NO. 
; LOAD CURRENT COMBO 

; SHIFT OUT PREVIOUS 4TH DIGIT 

iPUT IN NEW DIGIT 

;H.L NEW COMBO CURRENT 
i STORE t~EI·j CURRENT cm'lBO 

; LOAD CORRECT COMBO 

,I IF COI'180 NOT CORRECT E:'-: I T COi'lBO CHECf< 

; IF COI'lEa) NOT COF.:RECT E)< I T 
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PAGE = 2~ 7/ 2/76 :1.5:2:1.:::1..9 
ADDR OBJ-CODE LINENO. SOURCE-STATEI1ENT 

1:1.0:1. 
e77E 32:t70C :1.:1.1212 
078:1. 2:1.FFFF 1:1.83 
13784 22330C :1.:1.r;)4 

,13787 C37300 :1.:1.05 
1106 

07E:A EB 1187 
0788 CD691219 :1.:1.138 
1378E EB 11(19 
1378F 3A3E:0q 1:1.113 
0792 E603 :1.111 
(1794 CA3A08 1:1.:1.2 
0797 3D 1:1.1.3 
0798 CA79(18 1:1.:1.4 
0798 1.:1.:1.E130 1H5 
e79E 19 H:1.6 
(179F 3D 11:1.7 
137A0 CABE08 :1.:1.:1.8 

:1.:1.:1.9 
137A3 4E :1.:1.20 
07A4 3A390C H2:1. 
137A7 Et58F '1:1.22 
87A9 2FI358C :1.123 
137AC 29 :1.:1.24 
07AD 29 :1.:1.25 
07AE 29 H26 
137AF 29 :1.:1.27 
137813 85 :1.:1.28 
078:1. 6F :1.:1.29 
8782 22350C :1.:1.30 
07E:5 EB :1.:1.3:1. 
13786 2:1.:1.0~1C :1.:1.32 
8789 34 :1.:1.33 
078FI 7E :1.:l.3:4 
t:;:t78El FE04 :1.:1.::~5 
13;>80 DAE300 :1.:1.36 
07C8 2R400C :1.:1.37 

:1.:1..38 
07C3 CD0Fe8 1139 
07C6 CAD587 1:1.40 

:1.14:1. 
87C9 79 1:1.42 
07CA 121'( 1143 
137CB 137 :1.144 
07CC 137 :1.1.45 
07CO'07 1146 
C17CE 4F :1.:1.47 
07CF CD(IF08 11'18 
07()2 C2E30e 1:1.49 

1:1.513 
13705 2:1.:1.A0C :1.:1.5:1. 
07C'8 7E :1.:1.52 
13709 EtStaF :1.:1.53 
07C)8 SF :1.:1.54 
07DC AF :1.q.55 , 

; Cot1B I NATI m'l CORRECT 
STA AF~t1S ; D I SARI1 SENSORS 
LXI H,I;:lFFFFH ; CLEAF~ CUF$ENT Cot1BINATION REGISTER 
SHLC' CURf(E'r' 
J!'1P SACC ; GO TO RCCESS NO["E 

; CHECK S:U8 n'PE FOR EC MESSRGE 
I NEC : :><:CHG 

CALL ICtPr-~:1. ; CLEAR !'1ESSAGE F~EGISTER 
~:CHJ3 
LDA SUBT 
ANI .,. 

-' 
SZ REQ 
DCR A 
SZ CON:1. 
un D,3e 
OAD C' 
DCR A 
JZ CON2 

; LOA[) SUE: T'iPE 
J CHECI( FOF~ AF~11 F~El:",!UEST 
; I F SUE: T'r'F'E = 13, THE A~M REQUEST 
; CHECK FOR CONFIRN :1. 
; IF SUE: TYPE = 1, THE CONFIRM :1. 

; H, L = A[)[)R OF STATUS B'r'TE 
; CHECK FOR CONFIRM 2 
.1 IF SU8 T'r'PE = 2, THE COt~FIRt1 2 

; ELSE SU8 T'T'PE = 3, CHECK CON8INATION 
110'.,1 C.' t'1 
LDA IDDATA 
AtH eFH 
LHLD COI'18EC 
Ot,[) H 
DAD 14 
DAe· H 
DAO H 
ORA L 
NOV LA 
SHLO COI'18EC 
XCHG 
L:~: I H, f<EYCNT 
rNF~ M 
NOV A,N 
cpr 4 
~TG CF'iRI'1 

; C = COC>E ~,jORO 

; LOAD I D OATA 
;NASK IN ENCODED N~ 

; LOAD CUF.:F,ENT EC cat1E:0 
;SHIFT IN NEW DIGITCID OATA) 

; STORE NEW CURRENT COM80 

; CHECf< I(E'r' COUNT 

; IF I<E't' couln IS NOT )= 4 THEN 
JRETURN TO I'1AIN LOOP 

LHU:;' COI"18 
CONPARE COl1BO LH TH 

CALL DECOO 

; LOAD CORRECT COMBINATION 
ENCOOE{) CORF.:ECT CONBO 

"T2 COK 
; DECODE C0I18, FII·JD CHECI( IF IT IS CORRECT 
; COMBINATION CORRECT GO TO COl( 

; COt1PAF~E COI'lBC! m.TH ENCODEO l,lORD F£\,IEF~SE[" 
1'10V A, C 
RLC 
RLC 
RLC 
RLC 
NO·· .... 
C:t:ILL 
St~Z 

; Cot18INt,TION 
cal(: un 

t'10'·.·' 
ANI 
1'101,0' 
:;":RA 

C., A 
DECOD 
CfIF~1'1 
Of( TRANSNIT 
H, TI8IT 
A,1'1 
0FH 
E., t, 
A 

C-23 

; LOl·jEF.: HI,LF OF COl180 COF~RECT GO I Nro ACCESS 
sm n~E F,ELEASE 

; E = TI8IT 



(Ji' 

I 

PAGE = 22 .7/ 2/76 ::U5 : :2::L : ::L::::' 
ADC'R OBJ-CODE LIHENO. SOURCE-STATEt-1ENT 

(37DD 32i00C 
(!I7E0 322F~3C 
(37E3 32170C 

(37E6 77 

07E7 57 
07E8 3A370C 
07EB EG07 
07ED F608 
0?EF CD7113A 

~)7F2 !Z16134 
07F4 214913C 
07F7 70 
137F8 3A18'0C 
137FE: ::5:D 
87FC A8 
07FD 47 
87FE 2i320C 
13:::131 7E 
0:::02 Be 
0::a:::l3: 77 
13:::134 1)330 
0:::~!1E, 135 
0:::!Z17 3E01 
8:::'89 F41303 
0813C C3:E3:138 

!Z181:::1F 79 
8::::1.13 AB 
08:1.:1. 95 
13:::12 CIO 
e~H3 79 
1:;1814 AA 
(;1815 94 
0816 :-'c. .... ~ 

08:1.7 3A370C 
I!IE:1A E603 
081C'C64C 
13E:1E 4F 
1381F 219310C 
0:::22 1HE1313 
08\25 23 
0S26 BE 
0:::27 C22508 
!ZIE:;:.m 19; 
1!182E: 7E 
1382C E6FC 

H56 
1157 

STA ; RESET KEY COUNT 
; RESET ALERT 

115:;: 
1159 ; 

STA 
STA 

I<E'T'CNT 
FALCNT 
ARI~S ; D I SFIR,'l SENSOF~S 

ij.68 .1 NOTE---FOLLm-HNG STATE. :2:-IT SHOUL[) BE A NIJP Tel rNSUF~E AGAINST THE LOSS 
1161. ; OF sm I f(E f;,:ELEASE t'it'm T I I NE.' I CATOF.: 
1162 CHANGE'MOV M.A' TO 'NOP' 
1163 ; 
1164 .; F~ESET TI B IT 
H65 ; 
1166 110\1 C). A ; I) ::: SUB T'T'PE = STFm<E RELEASE 

L[;oA T'r'P!:: 
AtH 7 
OF~ I::: ; ACC = T'T'PE = EC NIJ. 
CALL TRF~S ; TRANSMIT STRIkE RELEASE BACK TO EC 

1167 
111:'8 
116:1 
117~:::1 

11.71 ; CHECf( ALARi-l I f·J F'F~OGRESS 
1:1.73, 
117'!.1 
1174 
1175 
1176 
:1.177 
117::: 
H7:1 
:1.1:::13 
1181 
1:1.:::2 
:1.183 
1:.1.84 
11:=:5 
1.1::::&5 
11::::7 

t1VI 8.,4 
U':I H, FIRBEL 
1'10'.1 1'1. B 
LC'A FTSt,J 
DCR A 
Flt-J.A B 
l'1Ct' •. ,' E:" FI 
U<I H,OUTAL 
MIJI

".' A., 1'1 
OF;A B 
tKt'.,,' 1'1, A 
OUT 3:~1H 
C'CR B 
w·,.'I A.1 

;SET FIRE BELL OFF 

; IF TAMPER ALARM THEN DIJ NOT TURN OFF BELL 

C:P RSTAP ; I F NO TAI'lF'ER. THEt·J RESET ALP 
,JIo1P CAF~I'l ; I':ETUF~N TO l'lAH1 LOOP CHECf( ARt'l BUTTON 

1188 ; DECODE D.E USING REQ C AS CODE WORD AND COMPARE WITH H,L 
:liE:SI 
:t:1.9~~1 
:.1.:1.91. 
1192 
1193 
1:1.94 
119~$ 
1:1:915 
1:i97 
1'j.fl~: 
1199 
12~30 

12tH 

121!13 
12134 
1285 
12~16 
12~17 
:12(;)8 
12(;:19 
1210 

; ZERO == :1. IF COI'lBINATION IS CORF.:ECT 
DECOI): MOV A.C ;XOR FIRST HALF 

::.::F.:A E 
SUB L 
l':t·JZ 
1'10'· ... 
XRA 
SUB 
R:ET 

A" C 
D 
H 

; CHECK Cot·lB. 
;RETURN IF NOT EQUAL 

; CHECK SECOND HALF 

; UPDATE PERIMETER SENSOR STATE 
UP: L[;OA TYPE 

At'~I ::::( 
A[)I 4CH 
IKI\o', C.' A 
UU H., SENSOR 

LlP1: 
LXI DI 3~:::1 
INX H 
CI'lP 1'1 
SNZ UP1 
C'A[) E.' 
NO', ... A.I'l 

, fiN! ~3FCH 

0-24 

; LOAD T'T'PE 

; GET PEF; I t1ETER SEHSOR t~O. 

;TOP OF SENSOR STACK 

; LOOP THAT FINDS SENSOR IN STACK 
J[;o = ADDR OF STATUS 8YTE 
; SET STATUS B'T'TE US I 1·1G 8 REG 

I 

I 
L 
I 
L 

I 
..... 

I 

I • I , 
I 

• 
I 
r 
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ADDR OBJ-CODE LINENO. 

I 
1382E 8121 :1.2:1.1 
082F 77· :1.2:1.2 
083121 79 :1.2:1.3 

", 

I 
083:1. C625 :1.2:1.4 

I ~~1E:3:3f CD3A04 :1.2:1.5 
121:::3:6 CD0ge3 :1.2:1.6 
0839 C9 :1.2:1.7 

1218 
"::183A 3A4FOC :1.2:1.9 
083D 5F 1220 
0:33E 3A:150C :1.2:;:::1. 
€184:1 :W 1.222 
1;):::42 83 :1.223 
";:1:::43: E684 1224 
(1::.:45 3E59 1225 
(1::;:47 CA5"::108 1226 
!?1::::4A Cr.)3A04 :1.227 
0:::4D C3E3E10 1228 
)~1E;5'3 224A"::1C 1 ?-:"J l::a 

€1853 0664 :1.2313 
1.::1:::55 CDEC02 :1.23:1. 
1085::: 3A4FOC :1.232 

I 
~3:::5B E640 1233: 
(185D 3E5:=: 1234 
(!:1E:5F C43A04 i235 
eJ862 (16€12 :1.236 
€1:::64 C[)17138 :1237 
1!:1:::67 CDF2:06 :1238 
(1:::6A ::~EIi"'1 :1239 
1.::186C 32 .... 1·E0C :1240 
s.!186F: 2Arlfl(iC :124:1 
0€~72 22.:1Cf1C :1.242 
€1875 7E :1.243 
0::::76 C34:1133 1244 

1245 
0879 3A:1.6(1C :1246 
O::::7C 3.[,\ :1.247 
£1::::7D C2E3~:11.::1 :1.248 
O::;:::II;:i 3ri390C :1.249 

I • 
O:::E:3 E6f'F :1.250 
0885 .5F :1.25:1. 
£18:::6 3A42£1C 1252 
£18E:9 5;:: 1253 
(1:::8A E68F :1.254 

I 8::::::C BB 1255 
(18:::D . C2E803 :1.256 
0::;:9~3 3E(3:1. 1257 
0::::92 3229";:1C 125::: 
(1:395 7A :1.259 
8::::$16 2A:1313C :1.2E.0 
El::::99 23 :126:1 
089A 23 :1.262 
1:.1::::913 2~"6:1.eC :1263 
~,89E 07 :1.264 
1389F E17 :1.?6S 

, 

. 7~"· 2."'-76 
SOURCE -STATEr'IENT 

ORA 
t'10V 
HO'· .... 
ADI 

UP2: CALL 
CI'1LL 
RET 

; ARt1 REG,UEST 
REQ: L[)A 

110'.,1 
L[)A 
DCF~ 
OF~FI 
At·lI 
11VI 
,]2 
CALL 
.JI·IP 

REQ:1.: SHLD 
1'IVI 
CALL 
LDA 
ANI 

B 
1'1, A 
A .• C 
3:7 
TIERR 
F.:ST8 

1·10[.\E 
E, A 
FTAI'IP 
A 
E 

FI,89 
F.:EI~a 

TIERR 
CARI1 
ECSS 
E: .• :1.08 
RTl 
1'10[:'E 
41:1H 

1'1'·/1 A .• :::f:: 
CNZ TlERR 
1'1'.,1 I B., 2 
CALL UP 
CALL "IASI( 
1'1 V 1 FI, :1. 
STA :)'~ 

LHLD ECSS 
SHU) ECSF' 
1'10'·.·' A,.I·1 
~TfolP SAF~2 

; Cot~FIRfo1 :1. 
CON1: L[.'A VFIF~I'1 

A 
CAF~I'1 
I [:'[.\ATA 
E1FH 
E,A 
CODE 
[)., A 
0FH 
E 

DCR 
SNZ 
L[:'t'i 
FltH 
NOV 
LDF'I 
1'10\1 
AtH 
CI'IP 
,JNZ 
1·I'·lI. 
STA 
l'lClV 
LHLD 
INX 
IN>~ 
SHLD 
RLC 
RLC 

ECERF~ 
A..:1 
FTCODE, 
A, [.\ 
TII1E 
H 
H 
TCODE 

0-25 

:1.5 2::L :1.9 

; DELETE DOClR OPEN EF~F~OR CODE 
JRESET TI 8IT IF NO ERROR CODES 

J LOAD l'1CIDE 

; IF IN ACCESS HODE THEN DO NOT ARM 

; IF FIRE/PANIC OR TEST HODES SET TROU8LE 
; ERROR CODE FOR TROUBLE 

; CALL TROUBLE INDICATbR ROUTINE 
;RETURN·TO MAIN POLLING LOOP 
; STOF.:E TOP OF STACf< 
; [:'ELETE ERF~OF-~ celDES ElETI·1EEN 1':1 AND 1130 

J ACC ~.: 1'10DE 
; IF ALt'1F~I'1 IKIDE 2, THEN SET TROU8LE 8IT 
;ERRQR CODE FOR TROUBLE 
;NO TROUBLE IF NOT LOCAL ALERT 
; SET S:Tt'1TUS E:'r'TE TO CLOSED 

;:...; = 1 
;H,L = CURRENt EC 
; SET EC HAI·mSHAf~E STACI< PO INTER 

.: LOAD '·.·'AF:I'1 
; I S Vf'jF~lt = :1. 
; I F '·,1fiF~I·l 1 S NOT = :1., GO BACt< TO l'lA I N LOOP 
; LOA6 CODE NORD FROH EC 
; I'1ASf~ It~ 

; LOA[.\ CODE !·lOR[.\ 

';HASK IN 1ST HALF OF CODE WORD 
;DO CODE AND DATA NATCH? 

.: IF CO["E NO. DOES NOT I'1GREE, GO TO REPEAT MESSAGE 

; STAF~T Co[)E T I 1'IER 
i t'1t·{ft' TRI1NSIH T 2N['\ HALF elF CODE I<lORD 

/' ,( 

o 

'iJ 
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r-'-;;':' 

~, 

ADI)R OBJ-CODE LINENO, SOURCE-STATEI'1ENT 

CaAI3 137 
tZl:::A:I.. 137, 
e8FI2 EGli:1F 
12181'"14 5F 
0:::1'"15 :l..6E12 
13 E;: J'=t 7 3fl370C 
EI:::AI1 E613F 
E1811C F613E: 
Cl8RE CD7:1..13A 
'.::1t!E::I.. 3E£12 
0883 32:1..60C 
88EI6 3E(14 
1;:1::;:B8 ;323:18C 
('):::88 C3:g31~113 

I2IEI8E 3FI:l..61!1C 
C8Ci FEIZ12 
1~:t:::C3 C2E3e:H3 
(1r::C6 3A390C 
1~1:::CSt E61Z1F 
0:::C8 SF 
13::ICC 3A420C 

~CF 57 
e:1,)D0 107 

'~ID:1. 07 
0:::D2 07 
88()3 IZI7 
08()4 E60F 
E1l3D6 8B 
.0E:D7 C:2ECIZt3' 
08[)A 72 
1!l8DE: AF 
0E:DC 32160C 
IZ18DF 3:22913C 
08r:.2 1.5133 
om:'l 3fl:lA8C 
t,:'8E7 E:60F 
8E:E9 SF 
m:::EA 3A370C 
0SED E61i:1F 
eE:EF F61Z18 
08F:1. CD7:1.I'£IA 
08F4 CD751!:1A 
f)8F7 C32CIZ(!; 

G8FA 213A0C 
OSFD 5E 
08FE DB30 
8$100 57' 
10913:1.. 77 
139132 2F 

:l..2GG 
1267 
:1268 
:1.269 
1270 
1271 
1272 
:1.273 
:1..27<1 
1275 
1276 
1277 
:1278 
1279 
12:::0 
12:::::l 
12E:2 
1283 
1284 
1.285 
:1286 
12E:7 

:1.2:::9 
1290 
129:1. 
:1292 
12$13 
1294 
1295 
1296 
1297 
:1.298 

; CONF I F~I'l 
COI~2 : 

F~LC 
RLC 
ANI 0FH 
1'10'·.·' E,A 
tolllI D .. 2 
Lr)A T'r'PE 
AtH t;:1FH 
OF~I .-. c· 
CflLL TF~ANS 
W·iI FI! 2 
STA VAF~I'1 
t'NI FI,4 
STA r.:EP 
cT 1'1 F' CAF.:tol 

2 
LDFI VAF.:N 
cpr 2 
,HlZ CA F.: 1'1 
LDA IN)ATA 
ANI IZIFH 
NOV E, A 
LDA CODE 
t'10'",' D, I~I 
RLC 
RLC 
F~LC 
F~LC 
At'lI e:1FH 
CI'lF' E 
JNZ ECERR 
t'1l:I'./ H,.D 
~-I,F.:A A 
STA VI1FJ'1 
STI'=t FTCO[)E 
1'1'.,11 C', 3 
Le'A TI8IT 
lit'll '.::IFH 
1'10V E,. FI 
LDA T'r'F'E 
ANI e:1FH 
ORI 8 
CALL TRANS 
CALL TRAN2 
.JIo1F' SFIF~I'l 

; GO TO ~1A I N LOOF', VARI'1:::2, REF'=4 

; CHECf( FOF~ VAF~I'l = 2 

J IF ... ·'ARI'1 NOT = 2 , RETURN TO I1A rt~ LOOF' 
; LOAD CODE WORD FROM EC 

; LOAD CODE '·lORD 

I NASf( IN 2ND HALF OF CODE 
;DO CODE AND DATA NATCH? 

) IF NO MAtCH THEN EC ERROR 
; STOF.:E NEI~ CODE '·lOF~D 

,: F~ESET I,o'FIRI'l 
,TURN OFF CODE TINER 

'~('JRD 

; TF~ANSt'1IT TO EC, TROU8LE BIT AND Of, 
;TRANStolIT A 2ND OK MESSAGE 

:1.299 
13:013 
:l31!:1:1. 
1'3:1!:12 
:1.~;I!:1'3: 
:1.31~14 
13135 
13:1!16 
:1.31'£17 
1308 
13e:19 
13:11,3 
1.31:1. 
:1.:.1:12 ) 
13::1.3 ) 
:1.3:1.4 

; IOPOLL: CHECf( FOR RECEIVER [)ATA FF~ON pm'lER LINE OR 1'10DE11 

:1.3:1.5 
:l316 
13:1.7 
:1.3:1.::: 
:1.3:1..9 
13:213 

:1 
A 

AND TRANSHIT DATA ON MODEM 
ROUT mE LOOI(S FOR F~ISING EDGE OF CLOCf(, IF NOT 
RISHlG E["GE THEN IT II'lNEDI ATL'T' RETURNS, ELSE CHECK FOF~ 
ANY 1/0 TO BE DONE 

IOPOLL: LXI H,. nnF ,: LOFID Lt'1ST STATE OF CLOCf< 
NOV E .• 1'1 
Hl 31!1H ; I t·lPUT CLOCf( 
1'101l t),. A 
NOV N,A ,STORE NEN CLOCK S~ATE 
CI'lA 

C-26 

I, 

~ 
I 
I 

I 

I 

I 

I • I , 
I 

I 
r 



I ., 
I -. 
~ 
I 

----' 

I 
~. 

I 

~' 

I 

• 
'r:J 
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AD!)R 08J-CODE LINENO, 

~3903 E640 1~:21 
£191'::15 Fl3 ' 1322 
10906 C8 1323 

:1324 
. €I9€17 2:1.1213C 1325 
0S'~jA 7E :1326 
(1;.11)8 3C 1327 
fZl$J!ZIC 77 1:::~28 
~191!1() E63F' :1.329 
CI8~IF C21908 1:':'~~;(1 

8912 2A130C :1.331 
(1915 23 1332 
(1916- 221$I2IC :1.333 

133<'J. 
(1919 314150(: :1335 
091C 2:1.4F0C 1:::~3:6 

891F 3D 1337 
(192D 2F :1.338 
8921 Ab :1.339 
13922 2:1.2413C 13:40 
0925 .E6:1,8 1341 
0927 t:R3A09 ':1.3:42 
€I92A 7A - :1.343 
(1928 E620 13:44 
0920 CA3:[)09 :1.345 

1346 
';::193:13 7E 134'(' 
~193::1. R7 1348 
(193:2 06:=:13 1349 
13934 CR7Ei'l!9 135f3 
(1937 C34t509 1::::(51 
(193A 3:2220C :1.352 
DS'3[) AF :1.353 
883E 77 13:54 

1355 
1393F 3A2213C 1356 
0942 A7 1357 
0943 C22D0A :1.358 

1359 
0846 7A 1.3:60 
13947 137 1361 
0948 DA7609 1362 
0948 2:1,320C :1.363 
1394E 3EE::1. :1.364 
€I95(1 86 1365 
D951'E6FD 1366 
D953 77 :1.3:67 
0954 03313 i368 
13956 2Fl:1.3:0C ':1.369 
89~9 01AE89 13713 
095C £19 1371 

:'B95D 224313C 13:72 
·09613 21:1.113C 1373 

13963 34 1374 
0964 78 1375 

·7 ....... ·.2 . .,.··76 
SOURCE-STATEMENT 

ANI 4(1H 
ANA E 
RZ 

,;UPDATE SECOND TIMER 
LXI 1-1 .• TeNT 
NO'"I A,N 
INR A 
1-10\1 1'1.- A 
ANI 3:FH 
-JNZ lOT 
LHLD TIl-IE 
IN~~ H 
SHU) TII'lE 

; CHECK FOR MODEN DATA 
lOT: LDA FTf=:HP . 

L!><:I H,1'10DE 
DCR A 
Ct-IA 
ANA I-I 
UO:: I H, folTENI) 
ANI 1:=:H 
-:rz IOIGN 
NOV A/D 

;MASK IN CLOCK BIT 
; CHt::.CI( FOR RISING EDGE 
) IF t~OT F~ISING EDGE, THEt,~ RETURN 

; L.Of=I() TI 1'1E CCIUNT 

; I NCF.:Et-1Et,n COUI.JT 

J EVER'l' 3:2 WCREfo1EHTS ADD :I. TO SEC TINER 
,: SEC Ttt'lER 

; SEC THIER + 1 

; IF EITHER IN ACCESS t1C1()E 
) IJR Not,J-F£I-l0TE I-laDE, THEN I GHaR 1-10DEI1 

J ADt)R OF Et,m-NODEt-j-TRAN5 FLAG 

j RESET F\'1TR I F I GNOF: NOC>E,H 

AN I 2f3H ,I r-1ASf( I N CARr.~ I EF~ 
..TZ WI'lT ; IF NO CAF~F:IER, THEN TRANSl'1lT "10DEt-! DATA 

; CHECk TO SEE IF INTERIGATIOH AS t:iEEIl CCItolPLETED RLREA[)'l' 

10IGN: 
IOt1T : 

; CHECI( 

) CHECI( 
IOPR: 

NOV A/ 1'1 
At~A A 
HV I B,t :::0H 
.J'Z ICtl-1R 
~n-lp ICIPR 
STA Fl'lTR 
i~F~A A 

) LOAD ENtH-l0DE1'I-TRANS FLAG 
-

;8 = HARm~ARE FLAG OUTPUT 
J IF WTERIGATION NOT FINISHEO. GET 
; ELSE CHECK FOR POWER LtNE~DATA 
; f£SET TRAN~:ln TTER FLI=tG 

REC DATA 

NOV 1'1, A 
FCIR DATA TO 

LDA FI'1T": 

; RESET FLAG FOR NEXT INTERIGATION 
8E TRANSI'l I TTED TO !'t(l(:'EN 

At'lR A 
-.Tt-IZ 1-1TF~AN 

FOR JAt-n-l I t'IG 
1'loV 
RLC 
~TC 

U<I 
NVI 
ORA 
FIN I 
NOV, 
OUT 
LHLD 
LXI 
DAD 
SHLD 
LXI 
INR 
~10V 

REC 
H,- OUTAL 
A,- :;:::1.1-1 
I-I 
0FDH 
t-\, A 
3C1H 
TINE' 
8.174 
8 
T~iAN 
HI F-JAI'l 
1'1 
1'1.13 

0-27 

; TF~ANSNIT TO l'ltJL)EI-l, IF t40 CARRIER 

; CHECf( PHf':fSE LOCI::: 
; IF F'HASE LOCI:: 130 GET POI~ER LINE DATA 
; SIHTCH TO 60 HZ TRANStlITTER CLOCK 

; ELSE SET T I t'lER TO RECORD LAST T I t1E NO PHASe: 
; LOCI::: OCCURRED 
; STOr.~E JANt'1ING 3: NIN, TINER 

.. F:ESET TI JAI-IN WG ERF:OR CODE 

; RESET ~TAI-lfo1 I ~Kl FLAG TO ZERO 



, 
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flDDR OEI.J-CODE LINENO. SOURCE-STATEI·1Et·n 

0965 7'9 
e~if56 FC33'.:18 
OSI,59 21FFFF 
JZtS'f.;C 22J .. C:l!lC 
Cl%F 2;2:1.EI]C 
(1f)72 222t1'ZtC 
1Z1975 C9 

0976 136131 
1!1978 213213C 
\::1978 7E 
897C E67C 
097E EaZl 
097F 77 
0;;'80 D:::~1.e 
0982 211COC 
\::1%15 D8ia 
85'E17 1i:1F 
098:3 7E 
(lSle9 17 
e~IE:f'1 77 

0S'EIEl iF 
r;)$ISC iF 
(:'1$IE:D 23 
8S'E:E 7E 
098F 17 
r;:1:;,!S'1!1 77 
0$191 57 
~1$~St2 
(1$193 
0:;1$'4 
n:~l';"? 

h1i' ~,St 

':1:=<:;'1'1 
0"","8 
1):i'I'~)C: 

r.l-:I~H) 

('1:~,~,IE: 

1~1~1f'11 

1;1:'It"t2 
,y'n:: 
'~I:,q'1 

2:3: 
1!15 
CAFi:i09 
:!t::FF' 
77 

"'?7 
(;387139 
7E 
17 
n . :;3: 

i'I"'nfi 17 
Cl~!~jG :1.7 
(I$lf'I'? j.7 
\1';JA::1 17 
l~~'!FI$l 7E 
~'I flt:1 'i7 
,:" q;"lr: 77 
(j, '1'1(; ,:;:3; 
(I.'nc) 1F­
I:" 'fir.: :1.F 
Ct::"I~IF 1F 

1S76 
1377 
:1.37::: 
1379 
13:::1(1 
13::::1 
13:E:2 

13:::14 
13:::5 
:13:::6 
1387 
138EI 
1389 
139£1 
:1..:::(91 
1392 
13S(~ 

:1.3S'4 
:1.3::l5 
~.396 
:1.397 
1398 
1399 
:l41Z113 
14r.::l~_ 
;L41~12 

:1A03 
14£14 
141215 
:1..4£16 
:1.4(17 
:1AC1::{ 
11h3S) 
1A11~1 

:1.41:1. 
:1.'112 
1413: 
1'a·1 
:l4:1.5 
:1.41,$ 
:1.<1:1. 7 
1'1:1.8 
:l419 
:1.'12\":1 
14:H 
:1,422 
1423 
:t42'1 
:1.<125 
1'1215 
~l'127 
i42:;: 
:1.4:~St 
j,43'il , 

tOPR:1.: 

110'10' 
CI'1 

SHLD 

A, C 
UP2 
,H. ~IFFFFII 
F.:f'1ES!:~ 

SHU) F:I-j[':::::.S2 
SHLE:' RI'1E:SS4 
RET 

; RECEIVE DATA FROM POWER 
lAND CHECK ID RND PARITY 
F~EC ; joj'-/ I E:,- :1. 
IOMR: LXI H,OUTAL 

NOV AI 1'1 
t=1I'~I £17CH 
OF~I:I 8 
1'10'.,1 t'1, A 
OUT 3:8H 
u .. ; 1 H, FJ'lI::SS 
It,~ :1. '.::1 H 
RRC 
1'101l A .• 1-1 
RAL 
1-10V 1-1, A 

JROTATE TO GET ID FI~LD 
RAF, 
RAR 
It·~)< H 
110V A,I1 
F~AL 
1-101,0' to1" A 
t-1OV' D, A 
IN::': H 
[)CR 8 
JZ RECP 
l'1'o,iI A.- 1;'IFFH 
1'10'.,1 i'i,,11 
~H;:": H 
1'1':1'.,1 H.- t=1 
IN:~; H 
1-10"'" 1'1.. A 
,.:n·1P F,r;:C:l·j 

REep : t·lO'·,·' A, l'1 
PflL 
1-1\:1'·.·' N.- A 
ItJ~~ H 
Rf=tL 
RF1L 
F.:liL 
F:AL 
HOI,-' A,t-1 
r~m~ 
t·teiV I'" A 
HI;": H 
Rf'iF\: 
RtiG: 
1:'~1:1R 

0-28 

:.1...5 2::1..:::1..9 

; F,ESET .JAt'1t·IH~G CODE IF .JAt·lt-lING ALARI-! 
; CLEAR PECFIVER ReGISTER 

LINE (8 - 1) OR t-10DEM CEl = 80 HEX) 

; SET pm·1EF~ L I HE F~ECE I VER FLAGS 
) OUTPUT FLAGS TO HARDl·1AF:E 

; INPUT OI=tTA 

; STORE PARITY 8IT 

; LOAO OLO ID FIELD 

;SHIFT IN NEW BIT 
; STOF:E NEH I D 
; TEMPORARILY STORE 2ND HALF OF ID 

; IF 8 = 1. THEN SHIFT 8IT INTO TYPE.SU8, IDDATA 
; SET TYPE,SUB TYPE AND 10 DATA TO ALL :1.'5 

.l ELSE DO l'IOT SHIFT INTO n'PE.- SU8 T'T'PE. IN)ATA' 
; LORO OLD 10 DATR 

,STORE N~W SUB TyrE 

I 

I 

I 

I 

'I 
• I , 
I 

I 
r 



I 

I 

I 

I 

I 

I-
• I 
J 
I 

I , 
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ADDR 08J-CODE LIt~E:NO. SOURCE-STATEt1ENT 

0980 7E 
13981 17 
€1982 77. 
t::1983 17 
135184 17 
13985 17 
t::1986 17 
t::1987 23 
t::19E:::: 7E 
09E:9 17 
"-198A 77 
13988 D8 
0SIE:C 2A3E0C 
09E:F 94 
t::19C(3 SF 
13:=JC1 7A 
t::19C2 95 
J39C3 83 
t::19C4 C0 

':;:19C5 1600 
1::19C7 211C13C 
09CA 7E 
09C:8 5F 
091::C 23 
I;)SICI) 7E 
09CE A7 
C19CF Ef1D309 
139D2 :1.4 
t::19D3: 23 
Cl~-D4 7E 
t::1S'D5 E6C1F 
139D7 EA()B09 
1!1';J[)fI 14 
C:IStr> 8 23 
0Sl[)C 7E 
09D['I E63:F 
139[)F EAE309 
13S'E2 14 
139E:? 23 
139E4 ')7 

""-' OSIES .7E 
139E6 A7 
09E7 EFtE809 
OS-EA :1..4 
139EB 7A 
09EC'A8 
09E[) 0F 
09EE D21380A 
0S'F1 04 ' 
09F2 3E01 
09F4 FA2D0A 

jA31 
1432 
1433 
1434 
1435 
1431$ 
14::::q 
1438 RECN: 
1439 
14413 
1441 
1442 
:1.443 
1444 
1445 
1446 
1447 
144::: 
1449 
1450 iCHECK 
:1.45:1. 
:1.452 
1.453 
145<1-
1455 
1456 
1457 
145::: 
1459 
1461:::t 
:1.,161 
1462 
:1.463 
14,54 
1465 
1,h.!:6 
1<167 
146::: 
1469 
1470 
1471 
1472 
1473 
:JA74 
1475 
1476 
1477 
1478 
1479 
1481~1 

1481 

REPL1: 

REPL2: 

REPL3: 

REF'L4: 

t'1l:IV fI, 1'1 
F~AL 
t'10'./ 1'1 .• A 
RAL 
RFIL 
F:flL 
F:AL 
1t·~>-; H 
1'10'.,1 A, t'l 
F:AL 
1'10'.,1 N .• A 
F.:e 
LHLD I[" 
SUE: H 
/0101,1 E,A 

A, D 
L 

t'1l:II,1 
SU8 
OF:A 
F:t·IZ 

PAF.:1T'r' 
1'11,0'1 
LXI 
tKW 
tKI' .... 
I t-Jr~ 
NO'v' 
At·IA 
,.TPE 
INR 
IN>-: 
t'10V 
rltU 
• .TPE 
INR 
1t·I:·< 
1'11:11,1 
FIN1 
,]PE 
WR 
INX 
IN:~: 

1'10'.,.' 
ANA 
,.TPE 
1NR 
1'10\,1 
XF:I=t 
F:F:C. 

E 

[),0 

H, F:t'lESS 
A, t'l 
E., A 
H 
A,l'l 
A 
F:EPL1 
D 
H 
A., t'l 
0FH 
REf~L2 

C' 
H 
A,l'l 
3FH 
REPL3 
Co 
H 
H 
A., N 
A 
F:EPL4 
C' 
A. [) 
E 

.Tt-IC F:ECEr.R 
INR E: 
N"/I A,1 
.:Tt-1 l'lTRAN 

i LOFID OLD T'r'F'E 

J STORE t~El~ 'n'PE 

; STOF:E NEI·j I [) 
; I F A e DClES NOT PF:ECEDE I1ESSAC3E, THEt~ RETURN 
iCOMPARE ID FIELDS WITH CORRECT ID 

;RETURN IF NO ID MATCH 

; CHECf< RI'1ESS1 PARIT"" 

; CHECf< RI'lESS2 F'AR I T'l' 

; CHECI( RNESS3:. 4 PARIT'l' 

i CHECK RNESS5 PAR I T'T' 

;ACC = NESSAGE PARIT.,.. 

i( 

!'1ESSAGE' 

09F7 3223€lC 
f!i9FA 28 

1482 
1<1:::3 
1484 
148!? 

i PARIT.'l' Ol( I'1E~SFtGE 
STA FF:EC 
DC>-: H 

; 1'10DEI'l NESS~~~E RECEIVED OUTF'UT 
RECE I VE[" \ \ 

) SET RECE I VER FLAG F~EAD'T' TO.1 

0-29 



I 

PA~E = 28 7/ 2/76 :1..:5:2:1..::1..9 
I3DDR OSJ-CODE LINENO. SOUROE-STATEt1ENT 

IZtStF8 7E 
09FC 1137130 
1Zt9FF 12 
OAllle 13 

_ 0A0:1 28 
8AI32 7E 
13fl03 EE03 
13fH::15 :12 
~1A06 13 
C1F107 ~a 
GFII:!t8 71:: 
1~)fU;J9 :1.2 
0A8A 09 

eAI38 211800 
taAI)E 71:; 
1!1AI)F 30 
JZ1A113 77 
1!1A:1.:1 FEe6 
011:13 C0 
0FI14 JE5tS 
8A:1.6 CD3Ae4 
0A:19 09 • 

aA1A 3A4F00 
\'::1fi1C,\ EG1e 
GA1F OS 
8A20 DS30 
8822 E620 
8A24 lEG3 
0A26 CA2D8A 
01'129 32220C 
\'::1A2C 09 
\'::1f12D 3:D 
IZlt'12E 32221Z1C 
1]1'131 ~C 
\'::1A32 32:~4e:10 
I]A35 2:1.l20C 
8FI3S nt 
(:1A3S1 FGSl 
P.lA3S·77 
0A30 [)338 
8A3E 2:1.1Z1001Z1 
eli41 eE8A -
0A~3 CD5AC1A 
0A46 3A3F0C 
0A49 6F 

. (1A4A 0E135 
aFl4C CD5A0A 
G84F 3A2513C 

148F.; 
14::::7 
14:::8 
:1489 
:1.4S"0 
:1.491 

11011 A.11 
L:~: I D, nOPE 
STA:·: 0 
IN~"': D 

. DC:=< H 
1-10'.,1 A,11 

1492 XRI 3 
1493 STAX D 
1494 INX D 
1495 DOX H 
:1.496 MOV A,M 
1497 5TAX D 
:1498 RET 

; STORE TYPE FJELD 

; STORE SUE: T'T'PE F I ELO 

;STORE ID DATA FIELD 

'14SI~~ i F'OI~ER LINE REOEIVEF~ ,'1r::SSAGE EF~F~OR F~OUTINE 
15e:11~1 RECERR: U<: I H, EF~RONT ; LOAD EF~ROR CCIUt~T 
1581 MOV A,M 
1502 INR A 
:1583 MOV M,A 
1504 CPI 6 
1585 RNZ 
1586 MVI A,S6 
:1.5137 CALL T I EF~R 
151!18 RET 

J INCREI1ENT ERROR COUNT AND RESTORE 
; COMPARE WITH MAX ERROR COUNT 
; I F Er(F~OR COUNT HI,S NOT REACHED '1A~, RETURN 
; ERROR CODE FOR RECEIVER ERROR 

1509 i t1TRAN: CIUTF'UT TO '-10[)E~1 THE STATE OF 5'T'STEI-l 
:1.5:10 ; X = ALAF~t-l BIT FIELD = 5 E:ITS---FIF~E, PAtHC, INTRUSION, TAt1PER, SPECIAL 
:1.511 Jl = ID FIELD 
15:12 iF' ~ PARITY BIT 
15:13 i TRAt~SI1IT TO t10DEN :18 LEFII)WG ZEROS TO ALLOI-) 313\'::1 I-ilL SEC DELAY 
1514 ; MESSAGE TRANSMITTED IS 01IIIIIIIXXXXXIIIIIIIIP00 
:1515 "1TF~ANA: LOli I-WDE i LCIAO '-lODE 
1516 ANI :1SH 
151.7 
151::: 
:1519 
1521:3 
152:1 
1522 
1523 
1524 
1525 
:1526 
1527 
152:::: 
1529 
15313 
15;]::1 
1532 
1533 
1534 
153:5 
1536 
1537 
1.538 
1539 
:l.5~10 . 

MTRAH: 

RZ 
IN 
At'~I 
HVI 
J2 
STA 
RET 
DCR 
STA 
IHR 
STA 
L::.-~I 
NCil.,! 
ORI 
1-10'.,1 
OUT. 
LXI 
11VI 
CALL 
lDA 
1-10'.,1 
I1VI 
CALL 
I..D.A 

31!tH 
21Z1H 
A,;]: 
t'1TRAN 
FI~TR 

I, 
Fl'1TR 
A 
mEND 
H.- OUTAL 
A, N 
E:3H 
I-I, A 
:SQH 
H, ~~1 

C, :1.1'::1 
CLCII::I<1 
WH 
L,A 
C,5 
CLOCI(:1 
RLARI1 

C-30 

; RETUF~t·~ I F t'~OT IN REt1CITE "lODE 
; CHECI( CrlRR I ER 
;MASK IN CARRIER BIT 

; IF CARRIER IS OH, THEN RETURN 
; ELSE SET '-100EI-l TRAt·~SI-l I T FLAG AND 
J F~ETURt~ 

i SET 1'1(1)EN TRAt~StHT FLAGS 

.: OUTPUT FLAGS TO HAF~OHARE 

.: ELSE GEI~ERATE 300 1'1 I L SEC DELAY 

;TRRN$MIT 18 BITS (APPROK 31313 MIL SEC) 
; LOAD HIGH ID BYTE 

• LOAD ALARM BITS 

I 
I 

I 

.1 

....... 

I 

'I 
• I 

I. 
I ! 

• 
I 
r 



I ., 
I -. 

I • I 
J 
I 

I , 

I 

PAGE - 29 7/ 2/76 ::LS:2::L:::LS. 
AODR OBJ-COOE LINENO. 50UF!OE-5TF1TEt'lENT 

CA52 SF 
IZ1A53 16e0 
OA55 C39A0A 

(:)A58 ~1E08 
0A5A D830 
0A5c E64t3 
@A5E CFI5AI3A 
(;;IA61 08313 
~)A63 E640 
~1At:'5 C26:1.(;:IA 
OAS::: 7C 
OA6S' 0:3:113 
8AG8 29 
13A6C I!ID 
0AtSD 025AeA 
OA713 09 

0FI71 07 
0A72 07 
0nn 82 
0FI74 57 
0FI75 2132ac 
eA78 7E 
I3ti79 E6FC 
on78 F680 
01':j7D 77 
I!lA7E D3313 
1~IA80 2:tAAAA 
eA83 IZ1E(:16 
81'=1:::5 CD5AOA 
1~IA88 3A3FOC 
0FI88 6F 
eASC 13Ee6' 
0H8E CD5AIZ1A 
I!lA91 7A 
0A~2 85 
Oi-I:93 6F 
13Ft 94 OE04 
I!1AS'6 0(:<5AIZ1A 
Of199 7E; 
0fl9FI 85 

154~, 1'10V E, A J E = A.LARI1 E:ITS 
1542 Wo/I D, 13 
1543 ~Tt'lP TR:NCOI'1 
1544 ; CLOCK: OUTPurs UPPER 8 8ITS OF H,L SERIALLY 
1545 'Ot~ THE LEAD I t~G E["GE OF THE CLOCI< 
1546 CLOCK: MVI C.8 ;8IT c6UNT 
15'17 CLOCK1: It~ 31!1f4. ; LOClf~ FOR FALLIN(':i EDGE 1ST 
1549 ANI 40H 
1549 ~TZ OLOCf<1 
1550 CLOCK2: IN 30H 
1551 At·~ I 41~lH 
1552 JNZ CLOCK2 
1553 MOV A.H 
1554 (IUT 1121H 
1555 DAD H 
1556 DCR C 
1557 ~TNZ CLOCI~1 
1559 RET 
:t559 ; TF:ANS: TRANSI'll T DATA 
15613 ; ACC == T'l'PE 
156i ID = SU8 TYPE 
1562 ;E == ID DATA • 

; LOOK FOR RISING EDGE 

; FALLING EDGE. MOVE H TO ACC 
,OUTPUT ACC TO TRANSMITTER 

.; SH I FT [.'11TA LEFT 
J END OF 8 IT' COUt,~t? 
; GO TO t·~E::..:r BIT I F t~OT END OF COUt~T 
; ELSE RETUF;N 

OVER POWER LINES 

15':::3 ; BIT FIEL.DS OF THE HESSAGE AF~E AS FC)LLOl~5 
15 • .54 J T = T'r'PE FIELD 8 IT 
1565 ,I = ID FIELD BIT 
1566 ;5 = SUB TYPE FIELD 81T 
1567 ) D = ID [)I,Tt=1 FIEL[.\ SIT 
156::: ; P = PAF~IT'r' BIT .... 
:1.569 ,NOTE..'i.--14 BITS ARE; USED PRECEDING THE I~ESSAGE TO f.1AI<E UP ~ECEIY!::I~.c 
15713 , (112111~1:U::l:t010:1.131~> ' 
1571 ; l'lESSFIGE TF;At'~SI'1ITTEC) IS 1131131Q10113!l.t;.110I I I I I I I ITTTTSSDDDDI I I I 1 I I IPI3C3 
1572 TRANS: RLC' 
:1.573 RLC 
157~ ORA D 
1575 HOt.,! 
157(;) TRAN2: LXI 
1577 1'10V 
1578 At~I 
:1.579 (IRI 
15:=:13 1'101,1 
1581 OUT 
1582 un 
1583: /01'· ... 1 
1594 CALL 
1595 'LOB' 
1586 MOV 
1587 NVI. 
1588 CALL 
1589 NOV 
1590 ORA 
1591 MOV 
:1.592 N\lI 
1593 CALL 
1594 MOV 
1595' TRNCOt'l:' (IRA . . 

(), A 
H. (IUTAL 
A,1'1 
I!1FCH 
80\-1 
1-1, (:1 
313H 
H,0Af1l7AH 
C,,6 
CLOCI(:t 
![;H 
L.. A 
CJ IS 
CLOCI(1 
Ai D 
L 
Li I' 
C. <1 
CL(ICI<1 
A, E 
L 

0-31 

,PUT TYPE AND SU8 TYPE IN DREG 
J SET HAR[)tolARE FLAGS FOR POI·1ER LINE TRANSI'tITTER 

J Hi L = 1.131131. _ • 

; OUTPUT 14 LERDING 8ITS 
; LOAD HIGH ID BYTE 

; LOAf) T't'PE AHD .SUB T'r'PE 

) LOAD I [) ()ATA 

o 

1/ 



I) 

, 
PAGE = 30 7/ 2~7S ::1.5:2:1-::1-9 

ADDR OBJ-CODE LINENO. SOURCE-STATEMENT 

0A98 6F 
(1A9C CD5g13A 
(;IA9F 3:,,3E0C 
~l1RA2 6F 
l~lFH'3 0EB3 
(:;1111,5 CD5AC1A 
I11FIAE: 3A3:()0C 
0FII,E: 4F 
(;IAAC 7A 
(::II1AI) A7 
13AAE EAB28A 
GFIE::1. 01:; 
(::IAE:2 7EI 
~:'lI'B::S A7 
~~IAB4 EFIE:80A 
~lAE:7 0C 
(;IAE:8 79 
~~IAB9 2F 
13AE:FI 37 
IZiABE: :1.7 
0FIE:C E603 
(::IAEIE 37 
(::lIiE:F :1.7 .' 
0AC~3 E:5 
(::IAC:1. 6F 
IOFiC2 C[)58IOA 
0FIC5 CD58€JA 
~3AC::: 2:1.32121C 
GACB 7E 
0FICC E6FC 
0tiCE F6E;:1 
13AD0 77 
(?IFID:1. 0330 
0nD3 C369€J9 

~311D6 119:50C 
0flr.)9 2:1.B:1.0C 
0tiDC 0:1.670C 

0ADF 3E1D 
0AE1 323C(::IC 
(;IFIE4 :1.A 
0AE5 13 
IOAE6 3C 
(::IAE7 CAF90A· 
(::IFIEA 3D 
0AEB 0;;-~ 

0A~C 03 
€lAED FE04 
0AEF 3EEF 
0FIF:1. 02F60A 
C1AF4 3EFF 
(::IAF6 A6 

:1.596 
1597 
:t598 
:1.599 
:l.61~HZI 

:t6fiH 
:1.6C12 
:1.603 
:1.6~~14 

:1.61::35 
161~16 
:1.61~17 

:1.6~~IS1 

::(\5:1.Cl 
:1.6:i:i 
:1.6:1.2 TF.:2: 
:1.6:t3 
:1.614 
16:1.5 
:1.6:1.6 
:1.6:1.7 
:1.6:1.8 
:1.6:1.9 
:1.620 
:1.62:1. 
1622 
:1.623 
:1.624 
:1.625 
:1.626 
:1.627 
:1..628 
1.629 
:1.6:;(.(::1 

1'10'.,1 
CI,LL 
LDFI 
fo1(JV 
w·n 
CALL 
LDA 
1'10'·.·' 
1'10'·.·' 
ANA 
.JPE 
INF~ 
I-KIV 
fIt'IA 
~TF'E 
It·IF.: 
1'10'.,1 
CI'lA 
STC 
F~liL 

ANI 
STC 
F.:AL 

L.. A 
CLOCK 
11) 
L.. I, 
C;.3 
CLOCf<:i 
II)F'I,R 
C.' FI 
Ii .. D 
Ii 
TF;:1. 
C 
Fl .. E 
Ii 
TF;2 
C 
A. C 

OF;A L 
1·10··.·' L. A 
CALL CLOCf< 
CALL CLOCf( 
L:y:I H .• OUTAL 
1'10',.,' A.I·l 
At·lI 0FCH 
OF;I 8:1.H 
1'10'·.·' 1'1.. Ii 
OUT 3(')1-1 
.Jto1P IOF'R1 

; LOAD LOW ID B~TE 

; 13ENEF~ATE PAF; I T'T' 

; SET A 1 AS LAST BIT OF MESSAGE 

.1 TRANI'l I T F;EST OF I1ESSAGE 
;SET HARDWARE FLAGS TO REC POWER LINE 

:1.631 ; READ CODE PLUGS. COMBINATION. AND ID PLUG 
:1.632 ; STOF;E OL[:' 5TliTUS FIND F,ESET STATUS TO GOOD 
163:3: REf'lI)CP: L;":I D .. SENSOR i BEGWtHt·m OF SEt·~SOF.:S W THE S'T'STEI1 
1634 LXI H.STATU5 ; BEGINNING OF THE SENSOR STATUS 
:1.635 LXI B.STOLD iBEGIM~ING OF OLDST ARRA~ 
~636 i STORE OLD CODE NORDS FOR EC 
~637 MVI A.29 IMA~ NO. OF SENSORS = 22 
:1.6380LD:1.: STA COUNT ; COUNT - NQ OF SENSORS 
:1.639 LE)A:~~ E) .1 LOAD SENSOF; NO. (T'T'PE ANe· I D DATA> 
:1.640 INX D 
:1.641 INR A 
:1.642 
~643: 

':1.644 
1645 
:1.646 
1647 
:L648 
1649 
:1.6513 . OLC'2:. 

.JZ 
[:'CF.:· 
S1'A:X: 
1 N:": 
CPI 
1'1'·,.. I 
~nlc 
101'· ... 1 
8NA 

OLD3 
A 
8 
E: 
"1 
A .• 0EFH 
OLD2 
A .• 0FFH 
N 

C-32 

; IS BYTE A NULL B~TE 
I IF t~ULL B'T'TE oCt NOT STOF;E Si'A1US 

i STORE AT OLDST 

; CHECK FOR EC 
.1 RESET l'lFISI::: E: I T 
JIF Ee •. THEN DO NOT RESET MBSK BIT 

• INPUT STATUS (OR CODE WORD) 

I 

I 
I 
L 
I 
L 

I 

• 
I 
t 
I • I , 
I 

• 
I 
r 



I , 
I 
• II 

I 

I 

I 
~ 
I • I , 
I 

I , 

PAGE = 3::1-
A!)DR OBJ-CODE LINENO. 

0AF? 02 1651 
0AF8 12(j: , 1652 
OAF9 36213 1653 
I!lAF8 23 1654 

, 1!1AFC 3A3C0C 1655 
0AFF 3D 1656 
(,mOe C2E:1€1A :1.657 
1!1SI!13 21930C :165:3 
1;)81!16 71) 1t;:59 
13E:\::17 91 :l660 
08138 3C 16151 
l~lEiI~19 51 :1662 
08etA 3EFF :1.663 
1381~lC 'Z12 1664 
0EII21[.' 1!13 1665 
0E:13E :1.5 1666 
I!IE:8F C20C08 1667 

1668 
IZ18:t2 D86et :1669 
I!IE:14 224CI3C 16713 
(11:::t7 224ABC .1.671 
13B:1.A 061.:10 1672 
(::JE:1C 5£1 

'\ 

:1.673 . 
OB1t) C["C6I1B 1674 
t)821!1 36FF :1.675 
(1822 23 1676 
1!1823 22560C 1677 
(IE:26 06C1.3 1..678 
0828 ~17 1679 
(lE:29 \":t7 16::: \":1 
13E:2A CDC608 :1.68:1. 
\":182[;' 16FF :1..6:32 
\":182F 23 :1.683 
I!IE:31!1 06D13 1684 
0832 07 1.6:::5 
0B33 137 16E:6 
(;lE:34 CDC608 1.6:::7 
0837 36FF 1688 
GE:39 23 :1.6:::9 
1383A 225413C :1.0$913 
(1831> £16713 :1.69:1. 
(;183F CD(::61.38 :1.6512 
13842 3~FF 1693 
13844 23 :1.694 
13B45 (16413 1695 
0F.:47·CDC41J8 :lGSt6 
0E:4A 1364C 1697 

"'o,J:3E:4C CDC6138 169::: 
'-"'> . 
13E:4F 36FF 1699 
138;'1 23 171313 
Em52 136513 :1.713:1. 
OE:54 DB80 17':'12 
13E:56 C[:~:::408 :t7iZ13 
13E:59 36FF :t71~14 

(IB5B 23 :l7~15 

7 ........ 2.~"'''7r5 

SOURCE-STFiTEt1ENT 

SrAX 8 
IN~': E: 

OLD3! t1Vl t'l,2e:H ; LOAD STATUS SIr'TE I~ITH GOOD 
It·~:..; H 
LDA COUNT 
OCR I~ ,I DECREt'lEt·n COI.IHT 
,.Tt·Jz oLIn ; IF NOT END OF AF~RAY, THEN GO TO oLI>1 
un H, SEHf.OR ; H, L )!:: TOP OF SEHSOR LIST<STACfO 
1'101.0' A, L 
SUE: C 
INR A 
1'11:1\,1 I),A 
1'1'.,11 A, (1FFH ; FILL REST OF OLD STATUS I~ITH FF HEX 

OLD4 : STA:x: 8 
INX 8 
[)CR D 
Jt~z OLC)4 ; U;IOP THAT SETS F~EST C:IF ARRA'r' TO FF 

;READ CODE PLUGS OF THE EC/S 
HI G!:IH ; Ee, SPECIAL, AND PE":nlETEF~ PLUGS 
SHL[) 
SHL[.\ 
Wo,Il 
NOV 
CALL 
l'lvr 
It~:t~ 

SHLC.' 
NVl 
RLC 
RLC 
CALL 
t'l\1I 
IN)~ 

11'.,11 
RLC 
RLC 
CALL 
NVI 
IN)< 
SHLD 
11".11 
CALL 
t'1Vr 
IN:"; 
l'lV~ 
CALL 
101'0,11. 
CALL 
I'WI 
IN::< 
NVI 
W 
CALL 
wn 
INX 

EC5P 
ECSS 
B, (1 

D., 8 
STOR2 
1;1 .. 0FFH 
H 
ST5EN 
B., 0CI)H 

STOF:2 
1'1,13FFH 
H 
8,1!1D0H 

STORZ 
t'l, (1FFH 
H 
HF:SEN 
EI/7IZtH 
sT'OF:2 
1'1, !:1FFH 
H 
E:, 4~3H 
5TOR4 
E:.,4CH 
STOR2 
1'1.,IZ1FFH 
H 
E:.,513H 
~18(1H 

STOR4 
/'1, ~3FFH 
H 

0-33 

J INITiRLIZE STACK POINTER AT TOP OF STACK 

; 8 = 1ST EC 

; STORE -. CHECK CODE PLUG AND 0'-0 STATUS 

; STORE BEGINNING OF SENSORS 
; SiRCI( EC PFlm C SEH:;ORS 

,; STORE SENSOF: TVPE SEPERATOR 

; STACI( EC TAI'lPEF: SENSORS 

; STORE BEGINNHIG OF HOUR STATUS SEt~SORS 
; STACI< SF'ECIAL SENSORS 

; STACI' PERlt'lETER SENSORS 

; STfiCI( EC AS PERH1ETER SENSORS 

,; STACI( INTEF:NAL SENSORS 

,', 

(J 
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FlDDR OBJ-CODE LII~ENO. SOURCE-STATEMENT 

0B5C 0660 :1.7£16 I1VI EI,60H ; STACK FIRE SENSORS 
0B5E CDC408 1707 CALL STOF:4 
€tB6:1. 22580C :1.7(1::: SHLD SEt·mOT ; STOF:E BOTTOt'1 OF SENSOR STACK 

I 
0B64 :1. 18(=)0C :1.7C9 L~\'.I I), STBOT ; LOA() LIt-lIT OF STACI( --
eB67 78 :1.7:1.£1 110'.,1 A .• E 
13E:68 S~5 :1.7:1.:1. SUB L 
eE!G9 3C :1.712 HIR A I 
eB6A 57 i7:1.~ 1'1(1'.,1 [:', A 
I!t86B 3EFF :1.7:1.4 1'1'0/1 n .. 0FFH 
CBI::'!) 77 :1.7:1.5 BOT: t'10\l t'l, A 
CBGE 23: 17:1.6 W:y: H 
[tE:6F :1.5 :1.7:1.7 DCR D l 
(18713 C26D0B :1.7:1.8 <TNZ E:OT ; LOOP THAT SETS THE REST OF ARRA'T' TO FF 
0873 C[)990B :1.7:1.9 CALL READI-l ; READ I-lODE SHITCHES 

17213 ; READ ID PLUGS 
0B76 :1.61313 :1.72:1. 101'·,11 [:0,0 I 
0snl D840 :1.722 IN 4[IH 
OB7A GF :1.723 110'.,1 LA 
0EI78 A7 :1.724 ANA A 
0E:7C EA::a3eB 1725 <TPE RCP:1. L 
087F 14 :1.726 n~R D ; 1ST HALF OF HaRD IS ODD PARIT'-', D = :1. 
0880 D850 :1.727 RCP:1.: IN 51Z1H 

" ~~E:82 67 .. :1.728 t'10V H,A 
I~E183 fl7 j -::-",0::, ANA A .1 """' .... 

0EIEI4 EA880B 173:13 <TPE RCP2 
I 

~)8SI7 :l4 :1.73::1. 
RC~~-

INf': D ; IF 2ND HALF IS ODD D = D+1 
0EI::18 7A 173::2 

\, - t'10V A .• [., 
fi:18::19 323D0C 173:3 STA IDPAR .1 STOF:E ID F'ARIT'T' BIT 
eB8C 223E0C 1734 SHLD I[" ; STORE ID CO["E • e88F DB90 :1.735 IN $lIZ I\; ; STOF:E CORF:ECT COt18 I NAT I ON 
OEI9:1. 6F :1.736 toJClV L, A 
[1892 D8813 :1.73:7 I'N 8~'H 
(tE:9'l 6(' :1.73:8 t'10V H .• A I 
CEI95 22408C :1.73:9 SHLD COI'lE: ; STORE :1.ST AND 21~[.l HALF OF COl-1BO 
13898 C9 :1.74'21 F:ET 

:1.74:1. ; READ 110DE SHITCHES(SENSOR AND ALARI'D 
13899 DB7e :1.742 READI-l: IN 71~lH 
1)898 2F :1.743 Ct'lA 

t 
t189C 137 ~744 RLC 

:1.745 _I READ ALAF.:1'1 l'lOC'E 
(!:lE:::Je, ~6Fe :1.(-46 A 1·1 I 1~IFI~IH ; NASI< IN FILI,R~l !'lODES 
08$'F 57 :1.747 t-lOV [.l, A 
t::18f10 67 1748 t'1l:I ..... H,A 
08A:1. AF :1.749 XRA A J CLEAR ACC 
08A2 5F :1.751~t t10\,l E, A 
GBAl'29 :1.75:1. DAC) H 

I • I 
IZ1EIA·t EI8 1752 ADC. E 
\'::IBA5 29 :1.753 DA[" H 
GEIA6 88 :1.754 A[:'C E 
0E:fl7 29 :1.755" DAD H 
138AE: 88 1756 A["C E I. 
[18A9 29 1757 Dt,D H 
0BAA 8E.- 1.758 .ADC E 
~1r:1AE: 3D :1.759 DCR I, 
G8AC CR82e8 :1.?p8 J2. Rt·1:1. ; IF SUt'l OF NODES NOT = 1, !10DE = TEST '~1 

I 

• " 
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PAI3E - 33: 
A[~DR 08,T-COOE LINE~W. 

08AF 37 :1.76:1. 
~3880 :1.6130 :1.762 
(1882 7A 1763 
~3883 1F 1764 

·13884 57 1.765 
1. 7615 

~1885 0870 1767 
(1887 2F 1768 
(1888 EG03 1769 
~~188FI E28F0E) :1.77~3 

088D 3E134 :1.77:1. 
t:m8F 82 1772 
OBC0 324F0C :1.773 
138(;3 C9 :1.774 

1775 
t.::18C4 14 :1.776 
13BC5 :1.4 1777 
08C6 14 :1.77::: 
0E:C7 14 :1779 
0BC8 t.::1F 1780 
08C9 ("2D108 17:::1 
138CC 70 17:::2 
08C[) 23 17E:3 
~38CE C007138 :1.7:::4 
1.:18D1 04 :1.785 
~3E:[)2 15 :1.786 
~38D3 C2C80B :1.787 
0806 C9 :1.788 

:1.789 
:1.79(1 

(1807 05 i791 
138("~: 4F 1792 
0BD9 78 :1.793 
138C,A 0616 1794 
0B[)C 1:1.6713C 1795 
13BDF E8 :1.796 
~lBE0 8E :1.797 
138E:1. CAEF0B 179:3 
08E4 23 1799 
0BE5 23 181313 
1.:18E6 85 1813:1. 
(lBE7 C2E13138 181;:12 
~3BEA 47. :1.8~;:13 

138EB 79 18(14 
0BEC E8 1~11;:15 
(lBED 'D1 1S13E: 
0BEE C9 18(17 
08EF 23 18~:1E: 

\":.18F0 47 18~19 

Cl8F1 7E 1:::Hl 
0E:F2 211D0a::l 18:H 
~18F5 :1.9 1812 
08F6 77 :1.8:1.3 
08F7 79 :1.::::1.<t 
(lE:F8 E8 :1.~::1.5 

7~·. 2 ...... ··76 
SOURCE-STATEI'lENT 

STC 
I'WI [~, 0 

Rt'l1 : 110'.,1 A, 0 
·F~I'1R 
1·10'·... C" A 

iREAD SENSOR MOOE 
It·J niH 
CI'11'1 
AtH 3 
.JPO F.:t·12 ; 'IF 1'10DES ALL XOR DOCIRS,l~HNDm·JSJ RM2 
NVI A,4 ; ELSE ~lODE FIRE/PAtHC 

R112: OF.:A 0 
STA NOOE ; STORE MOOES 
F~ET 

J STOREC: CHECKS FOR C!,!IDE PLUG l'lISSIN13 
STOR4 : II·JR D ; CHECI< 4 SENSOF~S 

It'IF~ D 
STOR2 : I NR D J CHECI< 2 SElJSOF$ 

INR D 
STORE: 

ST01: 

; OLD5T: 
; IF 50, 
OL("ST: 

OLST1: 

OLST2: 

RF~C 
,mc ST01 
NOV t1, B 
I t·J:~~ H 
CALL OLOST 
INF~ 8 
C'CF~ (., 

JNZ STOF~E 
RET 

. 
CHECf( TO SEE 
THEt·J SET NE1·J 
PUSH D 
t'10\1 C.' A 
t·101 •• ' 1:'1,8 
W.,Il 8 .. 22 
UH D, STOL(.'· 
XCHI3 
cr'lP 11 
.JZ OLST2 
w:.; H 
HJ)~ H 
DCR B 
. .TNZ OLST1 
1'10,," 8,A 
NOV A .• C 
r:CHG 
POP D 
F~ET. 
INX H 
t·10'·.·' E:, A 
1'10'.,1 A .• 1'1 
U<I H,29 
DA(" D 
t·mv t'l, A 
t'10V A,C 
:>(CHG 

; CARRY EQUALS CODE PLUG PRESENTS 
; I F CODE F'LIJG PF.:ESENT, c.'o NOT ADD TO SYSTEM 
; ELSE STI:IRE SEt·lSOR ON STACI~ 

; .cHECK FOR OLe) STI,TUS 

; Etp OF LOOP 

IF THEF.:E I S OLD STATUS PF~ESENT 
STATUS = OLD STATUS 

; TEt'1POF~AF~ I L 'y' STOF~E [), E 
; TEr'lPORf1F~ I L'r' STOF~E CODE PLUG INPUT 
; ACC :: SEt·Jr.OF~ 

; LOAD OL(" STATUS AI)DR 

; LOOt( FOF~ SENSOR ',\, 
,I IF FOU!·m THE!·J SE'r NE~'1 = OLD ~~~ 

; ELSE 130 TO NEXT SENSOR IN OLD~'STATUS 
;IF SENSOR NOT IN OLD STACK THEN NO CHANGE 

; F.:ESTOF~E I), E 

; SET STFITUS = OLD STATUS 

0-35 



" " 

I 

PAGE - 34 .7~,2~76 :J-.5 : 2::1- : ::LSI 
FlDDR OBJ-CODE LINENO. SOURCE-STATEt'lEt~T 

C1E:F9 D1 
C1E:FA C9. 
OBFB 00 

, (:tC80 

0C00 

eceE 0000 

13C:10 130 

0C:1:1. 00 

eC12 00 

8013: 130130 

eCi5 00 

eC16 00 

I21C17 10121 

eC1S 0(1 

eC1S' 00 

0CiA ee 

0C1B e0 

0C1C (:10 

0C:1.D 013 
I21C:1.E ~jl3 

00iF en3 
13C213 813 
eC21 CU3 

8022 ~0 

13C23 00 

eC24 130 

eOji!5 013 

0026 138 

13C27 ee 

i816 POP 0 
1E:17 F~ET 
1818 ENDPRG: NOP 
1819 ;lIST OF VARIA8LES 
1820 ORG eC00H 
1821 ; PROGRAM STACK 
1822 SK: OS 14 
1823 ; LAST KEY INPUT 
1824 KOlD: OW e 
182Z ;KEY COUNT (COM8INATION OK IF COUNT> 3) 
1826 KEYCNT: D8 121 
1827 .: FLAG fOR JFIt'lI'lING <0 = NO ALAF~t'l 'T'ET., NOT (3 = ALAR!'1 ALF~EAD'r'> 
1828 FJAM: 08 0 
1829 ; T I I1E COUNTEF~., I t'lCF~EI1ENTED EVEF.:'T' CLOCf( PULSE 
1838 TCNT: 08 e 
1831 ; SECOND T I l'lEF~., l·lOF~[~ CONTA I t·l I NG SECCIt·j[) COUNT 
1832 INCREMENTED EVERY 64 TCNT INCREMENTS 
1833 TI l'lE : N,l 13 
183·1· ; TAt'1PEF~ Et·lA8LE: I F SET TAI'lPEF~ IS ENA8LED 
1835 FTAMP: 08 0 
1836 I FLAG TELLING WHICH STATE OF HANDSHAKEC1 = CONFIRM 1, 2 = CONFIRM 2) 
1837 VARM: DB (3 

1:::3:8 ; SENSLIRS AR~1E::C~ FLAG(0 = DISAF~I'lED, 1 = ARI'lED) 
1:::39 rlF.:I'IS: 08 8 
1841;:1 .: FTS!'l: FLAG SET !'lHEN TAl'lPER 
1:::41 FTSI'l: 08 0 
1842 ; TEMPORARY STORAGE OF INTRUSION ERROR CODE DURING 25 SEC WARNING 
iE:43 CET: 08 0 
1f:::44 ; TROUBLE E:IH(1 = NO TF~OU8LE., FF = TF~OUE:LE IN S'T'STEI'1> 
:1.845 TI8IT: DB (3 
1846 ;POWER LINE RijCEIVER MESSAGE MESSAGE ERROR COUNT 
1847 ERRCNT: 08 e 
1848 ;8UFFER FOR PC~ER LINE 
1::1'19 Rt'lESS: C'E: (:1 
1850 RMESSi: 08 0 
:1E:5:1. F~I'1ESS~~: DEI ~~1 
1:::52 F~I'lESS3:: [:OB 1;:1 
1853 RMESS4: DB 0 
1:::54 F.:t·lESS5: C)E: 13 

RECEIVER SERIAL DATA 
; PARIT'T' BIT 
; IDCLOI·1ER> 
; ID DfHA 
J SUB TiT'F'E 
.: Tr'PE 
; W <UPPEr:~ ) 

1:::55 ,: FLAG COUNT TO I He;. I CATE THAT THE PROCESSOR 
1856 FMTR: 08 0 

IS WAITING TO TRANSMIT ON' MODEM 

1857 ; RECEIVER DATA READY FLAG: SET IF RECEIVER MESSAGE IS PRESENT 
1858 FREC: 08 0 
:1.:359 ,: FLFIi3 INDICATING THAT TRANSI'llSSIOI'~ ON 1'10 [) E 1'1 AS OCCURED 
1860 JAND All OTHER MESSAGES ON MODEM ARE TO 8E IGNORED 
1861 ;UNTIL CARRIER LIGHT HAS GONE OUT 
1862 1'1TEt:l[.': DB. 1:3 
1863 ; ALARM 8YTE(TRANSMITTED ON MODEM) 

':1.864 ;8ITs 0-4 = SPECIAL,TAMPER. INTRUSION,PANIC, FIRE 
1:::65 RLt=IRt-l! [,'8 (1 

1:::66 .: ALAF~11 I N PROGF~ESS B'T'TE CSAt'lE 8 ITS AS FILAF~I'l::> 
1867 ALP: D8 0 
:1.::::68 ; ALARI'l IN PROGRESS UPDATI<:CUSED [:''1' GEI·lERAL ALAF~11 ROUT. ,SAI'lE AS ALARI1:) 
1869 PAL: '08 e 
:lE:70 ; TII'lER FLRGS, 13 = TH1E.R IKIT ON, ELSE NOT 1;:1 = TIl'lER 0N 
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'AGE - 35 7.~·· 2 ....... ·76 
RDDR OB,T-CODE LIHENO, 50URCE-STATEt'1EtH 

I 
0C32 eer 

t ec33 eeee 

eC35 eereo 

I {:1C3(, 00 
1<:1C3:::~ oer 
8(:3:9 0(;\ 

__ eC3:A 1313 

1.::1C3B £H3 

1
£1C3C 00 

13C3D £Ie 

el(1C3E e~!I. 
0C3F 1313 

IZ1C40 '013 
(1C41 12113 

J£tC:2 I<:t0 
0C43 (;)(100 

1121(:'15 1.::18'08 

13C47 13880 

I 

:1.87:1. FTACC: D8 13 
1:=:72 FTCODE: [)E: ~3 
1873 FTDISP: D8 8 
1874 FTFIRE: D8 8 
1875 FT8El: 08 8 
1876 FTAl T : D8 (1 
1877 ; SPECIAL LOCAL ALERT 
1878 SALeHT: DB 13 

; ACCESS T I t'1EF~ 
; EC 2 SEC: H.9t·mSHAf<E T U1ER 
,I PANEL DISPLt':j'T' TIl'lER 
;FIRE AlARI'1 TIMER 
; LOCAL ALARM TIMER 
; LOCAL ALERT T 1 t'lER 

COUt-lTER 

1879 ; ORIGINAL LOCAL ALERT COUt4TEF~ 
1::::::8 ,: wcnCATES ~,jHAT Pr'PE OF, ALERT (ARI'1ING !,lARNING, SPECIAL, OR IHTRU5ION I~ARNmG) 
1881 FAU:;t'lT; ()E: 13 
18:::2 ,: GENEF~AL LOCAL ALERT l:::out·nEF~ 
1883 AlCNT: 08 8 
1884 ; COUt'HER FOR NO, OF TIl'lES A. COt·IFIF.:fo1 l'lESSAGE AS BEEt~ REPEATED 
18:::5 REP: I)E: 0 
1:::86 ; OUTPUT ALARI'l RHO I/O E:'T'TE: STORES STATE OF HARDI<lARE FLf1GS 
1887 ; 8 IT ~3 = 24, t'10C'Et1 oS: PO!'JEF~ LI t·IE INTEF~FACE 
18:::8 ; 811 1 ::: 2~i II II II rI .. 

1::::::9 ; E: 1 T 2 = BELL ALARI'1 
189121 ; 8IT 3: FIF~E ALAF~I'l 8IT FOF~ ALERT 
1:::91 ) 8 IT 4 = TUF~N ot~ ALERT 
1:::92 .: 8 I T 5 = ACCESS LIGHT 
1893 ;81T 6 = ARfo1ED LIGHT 
1.894 ; 8IT 7 = Z6, RECIEVER fiND TRANSI'1IT CLOCK COtHROL<1=TRAt~5, 13=REC) 
1895 OUtAL: D8 121 
1:::96 ,I CURREHT I HPUT C0l-180 
1897 CURKEY: DN 121 
1:::98 ; CURF~Et-IT EC COI'18 I t·jAT I (It'I' 
:1.E:99 Cot-1E:EC: DI·! 8 
1913121 ;BITS OF THE TYPE. SUB TYPE, AND ID DATA FIELDS OF 
1901 T'T'F'E: DE: (1 ) BITS €1-3 -= TYPE FIELD 
1982 SU8T: DB 0 ;8IT5 0,1 = SUB TYPE FIELD 
19~33 IDDATA; DE: 0 ; BITS 0-3 ::::: H.\ DATA FIELD 
19€14 ; STOF~ES THE LAST STATE OF CLOCK 
1905 INTF: D8 (1 

1906 ; STORES OLD ARI'1 BUTTON POSITION 
1907 A80LD: D8 0 
:t91~1::: ; TEt'lPORAF.:'y' STORA(,e: OF A COUNTER 
1909 COUt-n: DB (1 
1910 J ID CODE PARITY 8IT 
1911 I DP11F~ : (~B 13 
15"112 ; W CODE <READ FRot1 CODE PLUGS) 
1913 ID: D8 0 
:1.91.4 WH: [)8 0 
1915 ; CORRECT COMBO 
1916 C0I'18: 08 (1 

1917 COI'1BH: D8. 0 
19:tE: ; CODE ~~ORD FCIR 
1919 C:I)DE: D8 121 
1928 ;JAMI'1ING TII'1ER 
1921 T ,1 A 1'1 : ()I~ (1 

; 3F~!) At·l[.> 4TH DIG ITS 
; 1ST AND 2ND DIGIT~ 

ENCODING EC COMBINATION 

1922 J 5 tHNUTE TH1EF;(FOR UPDATING SENSOR STATE> 
1923: MIN5: DW 0 
1924 .: HOUF~ rntER<FOR UPDATING STATUS) 
1!f.'25 HOUR: ' G.,~,~ 1;1 
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PAGE = 36 7/ 2/76 :1..5:2:1..::1..9 
ADDR CBS-CODE LINENC. SOURCE-STATENEt-IT 

13C4C 00(30 

IZtC4E 00. 

eC4F 00 

0C52 0(.3 

eC53 e0 

eC5A 0e 

eC58 eeee 
0C5D eeee· 
0C5F 0000 
IZlC61 0ee0 
eC:G3 131Z100 
I?)C65 00t!lIZt 

eC67 

1!1C93 
0CE:13 !!Ie 

0CB1 

eCCE 0'11 

eCCF 00 
eCD0 

. 1.926 ; FIF':E BELL FLAG (0 - FIRE BELL ON, 4 - OFF> 
1.927 FIRBEL: DB 0 
1.na i 8EGIt~tHNG PCIINTER FOR EC HANDSHAI<E STACI«TOP OF QUEUE> 
1.929 ECSS: D~~ ~1 
1.930 ; F'F~ESENT EC STACK PO I t·nEF~ 
1SI?1. ECSP: C.'l·j 1:::1 
1.932 ; FLAG FOR DETERt·mUNG TO HAt·lDSHAI<E I·V OR I~/O ARt'IING (0=NO ARMING.1=ARM) 
1933: ~:: D8 ~~1 
1.934 ;ALARN AND SENSOR NODE 8YTE 
1.935 ;8ITS 0-2 = SENSOR NODE = ALL,EXTERNAL.FIRE/PANIC 
1.936 ; BITS 3-7 = ALAF~11 t10C)E = REt·10TE. LOC/REt10TE, LOC ALARM. LOC ALERT, TEST 
1.937 MODE: DB 0 
1938 ; TROUBLE INDICATOR STACK POINTER 
1.939; AFTER STACI( I NG A T I CODE. T I SP I S SET TO PO I NT AT THE TOP OF THE STACK 
1940 TISP: DW e 
1941 ; POWER BIT: SET FOR INIATIAL POWER UP 
1942 FPOW: DB 0 
1943 ; RUN-SWITCH-ON 8IT: SET WHEN RUN SWITCH IS ALREADY ON WHEN POWERING UP 
1944 FRUN: DB 0 
1945 ; POINTS TO 8EGINNING OF SENSORS WITH STATUS MESSAGES 
1946 HRSEN: DW 0 
1.947 ; POINTER FOR TOP OF :?ENSOF5(NOT INCLUDING EC HANDSHAKE SENSORS) 
1948 STSEN: DW 0 
1.949 ; BOTTOM OF SENSORS 
1950 SENBOT: DW 0 
1951 ; T I SO: STORES EF<ROR CODE I N OUTPUT PORT 40H 
1952 TISO: D8 0 
1953 ;TINERS. HOLDS TIME(SECONDS) WHEN TINER EXPIRES 
1954 T8EL: DI·1 . 0 ; LOCAL ALARtoj. 5 t1 I I{ 
1.955 TAL T; [,'1·1 \21 ; LOCAL FILERT, 5 SEC * (SALCNT OR ALCNT> 
1.956 TACC: DW 0 ; ACCESS TIMER, 213 SEC 
1.$157 TCODE: D~~ 0 ; EC 2 SEC HI,NDSHAI<E ERROR CHECI< 
1958 TDISP: DW 0 ; DISPLAY. 20SEC 
1959 TF I F~E : DIo1 13 ; FIRE ALAF~11, 5 1'1 I N. 
1960 ;TEMPORARY STORAGE OF OLD STATUS BYTES 
1.961 STOLD: DS 44 
1.962 )TOP OF SENSOR LIST 
1963 NOTE---GROUP OF SENSOF~S':E. C.·, PANIC. TRt·lPER.. SPECIAL, PERIMETER. 
1.964 ; INTERNAL. AI·lD FIF~E) RRE SEPERATEC) B'T' A SEPERATOR BYTE = FF 
1.965 SENSOR: DS 29 
:1.966 ST80T: DE: 0 ; BOTTON OF SENSORS 
1967 ; TOP OF LIST OF STATUS 8'T'TES(C(mE 1oI0RD FOR EC) OF SENSORS 
19~e STATUS: DS 29 
1.969 ; B'T'TE 8EFORE T I STACK 
1.97~1 T I STI1 : ()8 13 
1971. JTOP OF TROUBLE INDICATOR STACK(ERROR CODES) 
1.972 TI ST : DE:. 0 
1973 END 
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S'T'to1E:OL TABLE 

INti '.::1015 It~T2 1<:11321 It·ns 002C I-JAIT 1!10GA 

I SAce 0073 SACC1 1<:10E:6 CI<E'T' 00C1 CF~EC o I!I DI:: 
CARt1 1<:10E3 CTAt1P' 01!1F3: CTIt'l 1<:11;tB CTIt'11 1!1:1.26 
CT1 0:133 CT2 ~D145 cn (1152 Cl'3A 0173 '. CBB 0175 CT4 0184 CT5 'i:118E: CTG 01D:l 

I CT7 01E3 CT8 (11F9 (:T9 '::1211 5T1'11 '21235 
CT10 02<l2 STU1 0267 5TU3 02:;:f"I CT11 !Z1293 
ENDACC 02AD CI<Tlt'1 G2D3 CTnlE 1!12C:'E RTI (12EC 
F~TI:1. 02F2 RT2 C12FA RSTI8 02FF RSTE: t.B139 

J 
r;:STAl 031:1. R5TAP 03:1.3 RUNON 1!13:1.E: SI1F~I< 13.:3:23 
SARI1 032C SAF~1 1<:1338 SAr;:2 1<:(l:<1:t SFIF~3 036E 
SARL 8380 5FIr;:4 !3399 5AF.:5A 1<:13: Ai Sf-lR5 1:13:A4 
SAR6 03AE SARI·l 1<:13:C2 ECSU 03:CA ECSU:1. 03[)3 
ERREC (13CQ EF~F;EC1 03E6 ECEF~F~ ~13EE: ECEF:R1 04.32 

I ' TISU 0426 rISU0 1<:1431 TISU:1 1:1434 TlERF;A (1438 
TIERR 043A TIERF~:1. 1::1443 TIERR2 fi144D TIEF:F,3 0457 
TIERR4 0463 TIERF~5 046E AF:t'18ur 13474 AB1 0483 
AE:2 0495 AB3 !:1496 A84 041'10 BCC' 134C3 

• 8CO:1. 04CF RECC'AT (I,W8 R[:t0 04E2 F:D:1. 05413 
RD cTAfo1 0546 1':02 '~155E: F:(:'3: 0568 CFIF:t'1E \'::156E 
CAr;:t'lEE 057A C.SEt·l ~2t5:::8 CSEN1 (1~59;3 FIF:E ~15C9 
GfiRI, 05F8 GI'1F:5 1:1606 GI'1RT 060F Gf1RP 0618 D 

I 
GAR 06:1.E GI1R2 0644 It·lTRD 0(:'6::: TESTlT 0695 
I-15GB 0GAA folSG81 \'::16f1D fo1SG82 0''::80 t'1:;:1~8S eflSC6 
ALE:EL 1368C ALO !ZI6DE UPFIL e.l:SE9 1'11:ISI< 136F'3: 
1·II=tSK:1. 07!33: I'1ASI(2 0722 t'lASK3 0723 I<F1F~r;: (!,r':'28 
I<E'T' 0737 C:1 074D C5 (177A I t'~EC (178A 

1 COK 07C·5 DECOD 0:3~IF UP 0::::17 UF':1. 0E!25 
UF'2 (1833 REI~ 1<:1:::~~A F~EG'l1 1:::1:::5B cena ~ZH::79 

CON2 !Z11::E:E IOPOLL 1::1:3FA wr !3919 IOWN 093A (-1\ 

I Ctt'1T 093:D IOF'R 139'16 I OPF~:1. 0969 REC ,,1$';-:'15 

I 
IONR £1978 RECP \'::191'=11 F,ECN 139B7 F£PL:1. \,::19()s 
F.:EPL2 09[:tB REPL3 09E3 F,EPL4 1<:19EE: F£CERR 13A08 
NTF~At'lA eA:1.A I'1TF,I'=IN (IA2D CLtICI( ~~1A5E: CLOCI<1 01'=1511 
CLOCI(2 0AG:1 TRI'1NS (1A71 TF~11t-l2 £1A75 TRI·lCOt·1 01~1::!I:t 

--
TR1 (IA82 TF!2 8F18E: REI,[)(:P 8AD6 OLD1 0r~E1 
OLD2 0AFG OLD3: 011F9 OL(:'4 iZ1Ea:IC E:OT !3E:G[) 
r~CP1 0E:80 RCF'2 1:18E:I:: F,EAN'l \'::1899 F:1'11 088~ 
Rt'12 08BF STOR4 13E:C4 STOF,;2 (18G6 STOF:E 13E:G8 
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