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!NTRODUCl'ION 

1.1 OVERVIEW 

'!be feasibility derronstration of the Citizens Alann System (CAS) is 

being conducted in three phases. This report deals with the results of 

Phase I and is directed tcwards the understanding of the relationships 

betw'een CAS and its environ:m::mt. This environment includes users, response 

agents, the physical characteristics of the usage enviro~t, and any 

other systems (e.g., burglar alarn. systems) that !\lay be used in conjunction 

with CAS. 

'lhe statement of work specifically outlines a nurrber of tasks to be 

perfonred in Phase I (5.2.1 in SOh'). These tasks include a definition of 

system requirements, an analysis of usage pararreters, a stu::1y of response 

ti.rre requirerrents, and an asseSSffi?..nt of user pararreters (including a study 

of human factors, user attitudes, cost objectives, etc.). Phase I tasks 

also include a selection of two scenarios as potential sites for the 

feasibility demonstration of the system in Phase 3. The definition of 

these SQ1;'1 tasks was considered by· Conpu-guard and defined on a specific 

task-by-task basis in the revised program plan which was accepted by the 

Aerospace Corp::>ration follcwing the kick-off meeting in El Segundo on 

July 12, 1973. This plan of work is also presented in Table 1.1. 

Ccxl:q?u-guan1 approached the actual irrplerrentation of Phase I by 

segrrenting the total security systems envirorurent into a number of sub-

systems. '!he definition of the sub-systems and the interaction of each 

with the CAS sub-system are clearly indicated in Figure 1.1. The tasks 

defined in Table 1.1 are then directly related to the relevant sub-

systems in the total security system and to the interactions beu,..'eeI1 them . 
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Table 1.1 
~AS UPDATED PROGRAM PLAN'- Phase I 

sow 
AC'rIVITY 

No. 
5.2.1.1 

5.2.1.1.1 

5.2.1.1.2 

",5.2.1.1.3 

5.2.1.2 

5.2.1.2.1 

5.2.1.2.2 

. 5.2.1.3 

.... . 
N 

TASK INPUTS ' 
(as defined on Pages 
14,15 of CG proposal) 

I- 3, I-4, I-ll, I-13 

I- 9 , I-ll, I- 12, I-13, 
I-14, I-1S, I-16 

I-6,I-7,I-8 

I-S 

I-10, I-17 

. " -

• , .• " ., • fe 
I 

ACTIVITY/OUTCOME 

Review and analysis of information : 
related to the user, community, and 
public-safety agencies ' '. 

Analysis of threats and response 
patterns 

Tabulation of requirements, develop
ment of simple parametric models 
related to response, false-alarms, 
effectiveness, reliability, and costs 

• -. 
. , , 

TIME SCHEDULE 
( 1973) 

7/2 to 8/3 

7/2 to 8/3 

7/16 to 8/17 

. 
Analysis of user attitudes, motivation, 7/2 t6 8/3 
and human factors 

Analysis of the regulations and 7/2 to 7/20 
policies of relevant Government and 
private agencies 
Analysis of operating scenarios, 7/16 to 8/17 . 
selection of scenarios 

.' 
" . 

"4, 

~ . 
~~ 

\ 
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\ 

\ 
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FIGURE 1.1: SUB-SYSTEM COMPONENTS IN THE ' , , 

OVERALL SECURITY SYSTEM ENVIRONMENT 
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1.2 OBJECI'IVES 

Prior to the actual i.rrplernent:ation of Phase I, Cornpu-guard defined 

a basic set of objectives and goals in each of the areas of v.Drk related 

to Phase I activities. The specific objectives included the follCM'ing: 

a) The definition of each sub-system accompanied by an analysis of 

relevant, functional factors in each sub-system. 

b} The analysis of published data, as well as that of original data 

gathered and asse.l1bled by Cornpu-guard. Sources of the latter included 

sister organizations such as Fidelity Security Systems, In~., and other 

agencies with which CQ~u-guard has close working relationships. 

c} Analyses of data in an effort to quantify relationships between 

paraTeters of interest~. 

d) The application of these analyses to the actual design and 

developrrent of CAS hardware and sofbvare. 

e) The consideration of such quantitative analysis as a basis for 

the development of models in the primary areas of effectiveness, false 

alanns, reliability, and rest:Onse time • 

f) The prediction of sane of the effects of CAS upon its environment. 

g) The analysis of the impact of CAS on other crirre--deterrent sub-

systems such as burglar alarm systems, deterrent systems for external use, 

etc. The objectives also included the develor:ment of a rationale for the 

selection of two scenarios. This rationale \vas then to be used in the 

procedure of selecting the actual scenarios and making arrangements for the 

use of these selected locations for the feasibility derronstration of CAS 

in Phase III. 

1. 3 H8I'H:OIX)[£GY 

For the irPplernentation of Phase I acti vi ties, CQ~u-guard developed 

a nethodology that would allo;v the rrost effective means of task cQ<1pletion. 

1.4 
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This rrethodology basically identifies the different steps to be applied 

in the analysis of each sub-system and the interfaces between sub-syste..-ns. 

These analyses then provide the input for the four rrodels directly 

developed in this phase. A block diagram of the flCM of Phase I work is 

given in Figure 1. 2. 

The results of Phase I rrodeling are applicable to Phase II of the CAS 

project. Ho.vever, the actual design of the system is expected to be 

based not just on these four (false alarms, reliability, response, and 

. effectiveness) but also upon a col"'.sideration of the potential market for 

C-.l\S, and therefore, the manner in which CAS costs may change as a function 

of prcXiuction quantity. The overall rrethcXiology leading to the design of 

CAS is sholm in Figure 1. 3 • 

1.4 PIDJECT ORG.Z~:NlZATION 

The overall corporate organization of CQlpu-guard was presented to 

'", . Aerospace in El Segundo on July 12, 1973. ~\1ithin this overall organization, 

a special project team \vas established for the completion of Phase I 

activities. The Campu-guard organization for the implerrentation of Phase I 

is sham in Figure 1.4. As can be seen in Figure 1.4, the responsibilities 

for overall implernentation of Phase I \..;ere distributed bebveen three managers 

in three well-separated areas of work. Each had a number of object staff 

. nanbers working for them. The unusual feature of the organizational 

hierarchy lies in the fact that the sarre members of the project staff 

worked in IiDre than one functional area depending, of course, upon. their 

skills and expertise. Also, the proj ect director and the three proj ect 

managers participated directly in various functional areas. 

Attention should be given to the fact that bvo different services 

groups were established as part of the CAS Phase I project organization. 

The corrputer services group had the responsibility of all operations 

1.5 
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FIGURE 1.2: 

SUB-SYSTEM-->!---- ANALYSIS 
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FIGURE 1.3: OVERALL CAS DESIGN METHODOLOGY 
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FIGURE 1.4: CAS PHASE I, CeU-GUARD PROJECT ORGANIZATION 
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Tabie 1. 2 :. PROIECI' STAFF A.1\!D FLJNcrIOJ.'JS 

FUNCl'IO~J PROJECr STAFF 

DATA CDLLEX::TION: D. AITon 

SYSTEHS A.1\1ALYSIS: 

IDDELLll-1G: 

POLICIES EVALUATION: 

OCENARIO SE:I:..EX:TICN: 

'l'IDiNOLCGY EVALUATIO~\I: 

COMPUTER SERVICES: 

TIDlNICAL SERVICE: 

K. Pribadi 
S. Jackson 
R. 'i'1adhwani 
R. Durstein 

M. Green 
J. Riley 
Jas Singh 

s. Jackson 
J. Hoffman 
Jas Singh 

'. . D. Arran 

R. Durstein 
R. Wadillvani 

R. Durstein 
E. Dreier 
R. 'i'1ad..hwcmi 

K. Pribadi 
Jo RUssail 
M. D. %'u 

D. l\m:)n 

C. l-ladsen 
G. Lawrence 

J. Thanpson 
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related. to data coding, data entry, programing I and carputer operation. 

These services were :invaluable in the evaluation of data collection for 

~ysis and m:Xieling. The computer was useful :in assisting :in the 

regression analysis on data collected. in response to the canpu-guard 

questiormaire survey, the develop:nent of the reliability nodel, false 

alarms analysis of Fidelity data, etc. The teclmical services group 

was responsible for all work related to the developrent of rrock-ups, 

proto-~s , sketches, and other laboratory and \vorkshop acti vi ties. 

1.5 I.IXAL RESOURCES 

Canpu-guard has close ties with Fidelity Security Systems, Inc. 

and t:he Center for Entrepreneurial Develop:nent at Caxnegie-H2llon 

Uni versi ty . This working relationship with Fidelity led to a conprehensi ve 

analysis of six ITOnths of their false alarms data, the results of which 

are available :in Section 10. In addition, Fidelity facilitated access to 

a nurrber of agencies and people in the comnuni ty whose perspectives on 

Phase I activities were very helpful. 

The Center for Entrepreneurial Develop:nent was responsible for 

a::x:>rdinating Cornpu-guard activities with the University, roth in ascertain-

ing the attitudes of the acade.-m.c conmunity to the system concept and in 

terms of inputs relating to the application of high technology. Cornpu

guard also established a good working relationship \v.Lth the Bureau of 

Police, City of Pittsburgh, As a result of the support of Superintendent 

~lville, Chief InsPector de Roy, Inspector Palumbo, Inspector Gorshki, and 

Lt. Liscio, Ca:t1pu-guard \V'as given access to all Pittsburgh Police records 

and offered additional infonration that was helpful :in Phase I. 

1. 6 COLLECI'IO~ OF PUBLIC DATA 

One of the probleffis in the i.rcplerrentation of the various analytic and 

m:x:1eling procedures described later in this report is the paucity of 

reliable data; Cornpu-guard, therefore, had to make an extensive search 

1.10 
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of all relevant data available in this field. CcInpu-guard set about the 

task of first developing a list of relevant sources of information. 

Th:I.s iJ:lcluded the follaving agencies: 

a. The National Institute for Law Enforcement and Criminal Justice 

b. The National Criminal Justice Reference Service 

• c. Library I Law Enforcerrent Assistance Administration 

d. School of Urban and Public Affairs, Carnegie-I-.1ellon University 

e. Department of Cri.'1l.inal Justice Administration, University of 

• Pittsburgh 

f. Library, Bureau of Police, City of Pittsburgh 

g. Library I Police Academy, City of Ncw York 

• h. National Technical Information Service 

i. GoVerI1IIi2l1t Printing Office 

j. National Burglar and Fire Alarm Association 

k~ The Alarm Industry Ccmni ttee for Canbating Crirre 

1. The International Association of the Chiefs of Police 

m. Police Departments in several cities 

• n. A T & T (Bell System) 

o. FCC (Federal Ccmnunications Conmission) 

pa Utilities Telecomuunications Council 

• q. UndeJ..."Writers Laboratories, Inc. 

With data from these and other agencies, a very canprehensive data base 

was established. This data was, of course, corrplerrented by the existing 

• data that Campu-guard had, as well as the data collected by Fidelity in 

its fourteen years of operation as a central station. 

• 1.11 
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SECTION 2 

Cit CITIZENS AND CRn·IE 
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• 
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•• 
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2.1 llITRCDUCI'Io::r 

In its ID'.)st basic terms, CAS represents a 1av infonnation, uncongested 

cormrunications charmel between the user and the J?:)lice or ot.~er public-safety 

organization. The inforrration transmitted includes the lccation of the incident 

and. the ide.l1tity of the caller; in specialized cases, a third signal may identify 

whether p::>lice, fire, or ambulance services are desired. T'ne essential concept is 

for citizens to be able to rep:?rt emergencies, pr:i.rrarily cri..-res, to the J?:)lice 

in an una.ubiguous, inconspicuous, rapid and reliable rr.armer. Such a reporting 

system is likely to have a profoW1d effect on the citizen I s risk of personal 

injury an:l loss of property resulting fran having been the victim of a crime. By 

means of equipping cit.Lzens with CAS, it is intended that both the 1jJtelihcc:d of their 

becoming victi.rns of cri.rre v.Duld be reduced and their fear would consequently be 

reduced. This vlould be a consequence of reduced p:?lice resp:mse t:irne, given that 

shorter resp:?nse t:irne is associated with a higher probability of arrest. l Also, 

citizens tend to fail to report incidents in ,·7hich they believe the J?:)lice cannot 

make arrests, often because some delay has elapsed between the crime and the 

reJ?:)rt. These crirres presently are ignored by the criminal justice systern, but, 

as resJ?:)nse time decreases under CAS, are likely to be reported. If there is any 

validity in the deterrent aspect of the criminal justice system, the increased 

likelihood of arrest should deter crime cmmission, although probably increasing 

• the number of reported crimes. 

• 

The fear of becaning a victim is undoubtedly a rnajor element in the lives 

of a large part of the p:?pulation. The effect of c..1\S should be clear in user-

rep:?rted perceptions of crime and its consequences. 

1 Task Force Herort: Science and Technology, President IS Corrrnission on Law 
Enforcement. -
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2.2 CITlZE1' S PERCEPI'IO::-l OF CRTI1E. 

'llie citizen' s perception of crirre risk is lillportant both in how CAS is likely 

to be used and in how his attitudes are likely to change under CAS. In general, 

the fear of becoming a victim is considerably higher b'1an the risk of cr:irne. 

According to UCR (1965) 2, the probability of a serious personal attack on an 

individual in a given year is less than .002, and this includes attacks by f.a'Ilily 

members, spouses, friends, or acquaintances as well as strangers. The National. 

Opinion Research Center's "Crirninal victir:rization in the united States"3 reporttXi 

a slightly higher total using a brCB.d-based. sc3!llple of victims. This section deals 

at length with the NORC findings, basing !TOst of its argt.Irrel1ts up:m 7:JORC statistics 

rather than on the Departrrent of Justice I s Uniform cri!Te Reports. There are 

disadvantages, hotlever, to the use of either. The NORC survey, b'le first and largest 

natiomride victim survey, is presently eight years old arrl beco.-mng !TOre dated 

as times goes on. Secondly, t.'I1.e NaRC s<3lL1J?le includes 3, 000 subjects, .so t.lBt 

projections based on the Host infrequent Part I crimes, m'nicide, forcible rape 

arid aggravated as&~1J.lt, are Sornevlhat risky because of the small sample. OCR, 

hcMever, represents an annual survey of all united States Police Departrrents, 

collecting and collating their data. Time trends are possible in UCR reports, 

• 

• 

• 

• 

but not in NaRC. The NORC and UCR data is augrnented, \.merever possible, in this 

section by data frc:m n-ore recent FOIls, victimization surveys, and other studies. 

The reliance on NORC findings is based on the extent of underreFOrting of 

criIre to police 7:hat the NORC analysts prese.l1ted; this ,,-;ras one of their rrajor 

findings. As this section is !TOre oriented to the needs and desires of t.'I1.e 

consumer (victlln) rather than upon the police, the NORC: report is the major 

evidence used. 

Recent evidence suggests just how dated the "CrL'1lina1. Victimization in the 

United States" report has becorre. For exa'Tple, the 1972 Uniform Crirre Report now 

2 OCR, 1963, p. 51. 
3 Philip H. Ennis, Criminal Victimization in t.'I1.e United States, NORC , Hay 1967. 
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• 
shows the balance of re};X)rted hanicide and aggravated. assault is occurring l::eb.veen 

Cit strangers rather t...;an acquaintances. Whether this trend holds for the reported 

e and unrep:>rted crimes also is not clear. Even so, as sOOm in Table 2.1, the 

est:i.ma.ted. probabiliq of ~iencing a hcmicide, forci...l-:>le rape, robbery or 

aggravated assault .in 1965-66 was less than .005. The specific probability 

• figures given in Table 2.1 can the.l1l l::e contrasted ~vi th those of Table 2.2, for 

which Subjects were asked the likelihocxl of a person l::eing robbed or attacked. on 

the streets. The latter response is one order of magnitude larger, show:ing the 

• massive difference between reality and perception. 

Thus fear of crir.Je is a key issue. The NORC national survey shaved. that 

victims ten1ecl to p.ave SOlLBWhat rrore fear than non-victims al:::out burglary or 

• robbery I although 'INOIreIl see.rred. to l::e rrore concerned. about their safety than 

males, whet..""'er or not t.."lJ.ey had been victir:li.zed.. AJ.rrost identical proportions I 

ha'lever, (57%) took strong household security measures. 4 Another study in 

(". Washington D.C. found that having personal experience wit..lJ. a cri.Tfe ,',ras not 

correlated wit...~ respondents I attitudes ta-mrd cr.ime and law enforcerrent. 5 SUch 

. studies led the President J s Corrmission on Lal-l Enforcerrent and t..lJ.e Administration 

• of Justice to conc~ude that "people I s perceptions of the incidence and the 

• 

• 

e. 

nature of crime and even to sane e.xtent, t..lJ.eir concern about it may l::e forrred 

in large part by what they read or hear al:::out from others. It The public, the 

report continued, fears the crimes that occur the least-the crirres of violence. 

ATil the fear of crh"Te5 of violence ultinately resolves itself into a fear of 

strangers. FinallYI' as they point out, the fear of strangers has greatly 

irrpo-"erished the lives of many Americans, restricting them to staying l::ehind 

locked. doo;:s rather than risk walking the street at night. 6 IDRC reported an 

affinnative anSl.ver to the question, "have you wanted. to go scrnewhere recently 

4 loc. cit. 
5 Ibid., p. 87 (probably so fav people becare victims or witness crirre.) 
6 Ibid., pp. 87-38. 
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• Table 2.1 

• CRIMES 

Homicide 

• Forcible Rape 

Robbery 

• 
Aggravated Assault 

.--,,~. ,-' Burglary 

Larceny (over $50.) .' . 

Vehicle Theft 

• 

• 

• 

Estimated Rates of Part I Crimes: 

NORC Sample 
Estimated Rate 
per 100,000 
population 

3.0 

42.5 

94.0 

218.3 

949.1 

606.5 

206.2 

1965-66 

UCR 
Total per 100,000 
population (residential 
or individual only) 

5.1 

11.6 

61.4 

106.6 

296.6 

267.4 

226.0 

2.4 
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Table 2.2 How Li'te1y Is It That A Person Will Be Robbed Or Attacked On The Streets 
• Around Here (per cent) 

White Non White 
Response • Male Female Male Female 

• Very likely 6 6 14 21 

Somewhat Likely 14 15 25 30 

Somewha t Unlikel'; 27 32 35 32 

• Very Unlikely 53 . 47 26 17 

• 

• 

• 2.5 
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but stayed barre because it was unsafe" for alx)Ut 15% of the resp:)!rlents. 7 Also, 

rrore than two thirds of the resp:mdents reported t..'1at they wal.~ed in their own 

neighborhocds after dark less than a fev:T ti.'TIeS per week, or never. 8 Reiss 

found by surveying four police precincts in Easton and Chicago that 20 per cent of 

the citizens wanted to mJve because of the crime in their neigh1:::orhoc:x:1s. Deserted 

shopping areas at night, people refusing to go to evening rrovies, theaters or 

restaurants, and the outmigration from certain areas of the city are to sane 

degree a result of the fear of crime, especially fear of violent crimes. 

This fear has had secondary effects. The President's Cr.line Ccmnission 

note:l that as the level of sa:::iabili ty and mutual trust is reduced, streets and 

public places can indeed becorre more dangerous. Not only will there be fe~'ler 

people abroad, but those 'Who are abroad will manifest a fear of and a lack of 

concen1 for each other. The rep:.:>rted incidc...'1ts of bystanders indifferent to cries 

for help are the logical consequences of a reduced sociability, mutual distance 

and withdrawal. lO 

2.3 INCIDENCE OF CRr'£E 

The NORC survey carefully distinguishes three areas: 

1. The probability of becoming a victim (ACI'UAL RISK) 

2. Tne subjective estimate of the probability that someone or the 

respondent will bec()I"[E a victin (ESTlliA.TED R1SK) 

3. The subjective estimate that a) a target hardening (at various 

levels) or b) aversion behavior is justifiable (AVERSION) 

7 Ermis, ope cit., p. 74 table 44. 
8 Ibid., p. 74, table 43. 
9 Albert J. Reiss, Jr. "Studies in Crime and Law Enforcement in l-1ajor 

M=trop:.:>litan Areas" (field Surveys III, President's Co.'"l1!Tlission on 
I.a\v Enforce.-rand and llL1ministration of Justic e. Ivashington D.C., 
U.S. Government Pr:int on 1967. Vol. 1, p. 3l. 

10 President's commi.ssion on La'\v Enforcement and Adr:tinistration of Justice. 
"Task Force RepJrt: Crime and its ~ct-Al1 Assessment. Ope cit., p. 89. 
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Table 2-3. Concern of Victims And Non Victims 
About Burglary and Robberyll 

Worry about burglary or robbery % Victim 

Males 

Worried 69% 

Not Horried 31% 

". 
Females 

Worried 84% 

Not Worried 16% 

11 

% Non-Victim 

59% 

41% 

77% 

23% 

President's Commission on Law Enforcement and Administration of Justice, 
Task. Force Report: Crime and Its Impact, An Assessment p. 87. Adopted 
from Norc. 
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.As described above in this J.::eport, there appears to be an order of ma.gnitude c. difference between these three states. The NORC tables do not break dCM.t1. estirrated. 

• risk and aversion by derrographit: categories / so it is not p:)ssible to relate 

actual risk to e~...imated risk and aversion for each of these categories. It 

seems clear that estimated risk and aversion are highly correlated by the resp::m-

! • dents to the survey. As rrentioned previously, the incidence of violent crime, 

burglary and robbery is so 10;"1 that it would be difficult to relate it to 

estimated risk arrl subjective behavior. But incidence is subject to significant 

• dem:graphic and socioeconanic variability. NORC 1 S and ot.'1er findings are no-v 

reviewed briefly. 12 

• 

• 

• 

• 

• 

2.3.1.1 Robbery. Robbery is prirrarily an urban crime \Vith t.~e highest rates 

for the central sec·tions of cities (207 F€I 100,000). Tne rates for 

12 

the Northeastern united States ard Hort.."l\'lestern united States are 

highest, probably because t.~ese are t.'1e TIDst urbanized sections 

(139 per 100 K and 133 F€I 100l<). Non 'i.vhites with lCM incorre, 

$0-3,000, are the rrost cor.rron victims (278 p""J lOOK), non--;.·lhites with 

incanes of $3000-5999 are next (at 240), and the non--;.vhites over $6000 

(121 per lOOK). Whites then are next, those in the 10\~st incane group 

dominating at 116 per 100 K, finally decreasing to 34 pt='J 100 K at 

incorres over $10,000 per year. Non-white fe..llales (270 per 100 K) daninate 

non-white ITIales (174 per 100 K), vlhite rrBles (97 per 100 K) I and \vhite 

females (43 per 100 K). Age seems to have little effect. 

Non-whites, especially non-;.vhite females, report taking t.~e heaviest 

load on this crirre, although it appears that non-;.vhite males between 20 and 29 

are also likely victims. Robbery strikes the p::>Or disproportionately with 

respect to incidence. ~men asked ,·mere this crirne OCC1..lTI'ed, non-\· .. hite fs:'ale 

response indicated primarily public buildings and public places. ?bn~te 

P. Ermis, op. cit., 20 et passim. Note: categories in tables are not mutually 
exclusive. 
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males reported OCC1:''.:'rences prim:rrily near their own hares. 

2.3.1.2 Residential Burglary. The western part of the united States again 

predcminates with a rate of 1348 incidents per 100, 000 p:Jpulation. Central 

city urban areas e. .. meed suburbs and rural areas by a slightly smaller ratio 

than does robbery. The effect of race and incc:xre together follows the 

patteIll E"..stablished for robbeJ:y for whites, that is, decreasing incidence with 

increasing income (1310 per 100 Kat $0-2999 to 1763 per 100 Kat $10,000). 

However, this patteIll is reversed for non-whites with the incidence rising 

with income. NORC attributes this to housing segregation keeping non-,vhites 

with high incornes m central city areas. Males dc:minate ferrales, but this 

may be due to the fact that if a ITBle is the head of the household that is 

burglarized, the male head is classified as vict:i.In. 

HaiV'ever, these NORC findings conflict w.i.th the results of a 1970 LEi\A 

victllnization survey \vhich revealed ~ significant difference in the rates 

of victimization beU-leen households with annual incorres under: $10,000 and 

those over $10,000. Since both surveys were national, a further ,\'Ork 

nay be necessal:y to resolve this inconsistency. It is certalilly p:Jssible 

that major changes nay have occurred in the pattern of victimization between 

1966 and 1970. 

Data £rom San Jose13 showed that upper middle-class neighJ:x)rhoods accounted 

for 18 per cent of house burglaries, ,vhereas predom:inantly low-incane and 

\>W'Orking-class neighborhoods accounted for 17 per cent of the incidents. 

Alrrost 40 per cent of the house burglaries occurred in aparbnent houses. 

Giertz, 14 studying Chicago, found that the burglary rate per" hundred 

thousand PJPulation ,vas negatively correlated with a ntlI1'lbe.r of factors: 

the median family income, the per cent o;·mer occupied, median rent, value 

,.·,.~.A 13 _ • Santa Clara Criminal Justice Pilot Progra.'1l, "Burglary in Sa.."1 Jose, 11 

• 

Technical Report, February 1972, p. 31. 
14 J. Fred. Giertz, "A."1 Econamc Analysis of t.l-e Distribution of Police Patrol 

Forces. II ~1iami liTl..i"':2.rsity, Oxford, Ohio, April 1970, p. 28. 
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of o.vner occupied house, and with percent foreign born occupants. 

It was positively correlated with J?ercent non-white population, density 

and percent migrant. Scarr, 15 studying Fairfax County, Washington 

D.C., and Prince George County, found negative correlations between 

burglary rates and percent white, in all cases. Many of the correla-

tions between social indicators and crime were not stable over time 

(for example, in Fairfax County J?ercent black overcrowded and burglary 

frequency correlated .27 in 1967, .08 in 1968, and .02 in 1969). 'Ib 

slJ!1il1arize, the typical victim is nore likely to be non-white male than 

a white male, and have a higher inccxne than lCMer if non-white. 

2.3.1.3 Aggravated Assault. Again the National Opinion Research Corp:>ration 

• derronstrated that the incidence is highest in the western part of the 

United States, almost twice that in the northeast and the south. 

Central cities and suburban areas have about the same rate of incidence 

Per 100,000 population (293,286), whereas rural is one third of this rate. 

The remainder of the picture is sanewhat inconsistent. v-lliites with incane 

between $3000 and $5999 report the highest incidence at 289 per 100, 000 

e' for whites, while non-whites in the same income bracket reach the highest 

level also (420 per 100,000). The effect of age is very clear, the 

highest incidence occurring to men and warren between 29 and 29 years of 

• age, declining considerably as the subject becomes older. The incidence 

of the crime differs by sex and location as well. Fifty percent of 

white waren and 40 percent of non-white waren refOrting occurrence in 

• the horre (presumably by a family member). 'Nhite men refOrted that nore 

than half of the Ll1cidents occurred in an outdoor public place. 

15 
Harry A. Scarr, "Patterns of Burglary, 11 u. S. Department of Justice, LEAA. 

\vashington u.S. Printing Office, February, 1972. 
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, 2.3.1. 4 ~. The incidence of forcible rape is about equal in the northeast 
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2.3.2 

and west at 139 and 133 per 100,000 population respectively, but is 

also primarily an urban phenarenon with rates of 83 per 100,000 population 

central city, 38 per 100,000 population suburban and a negligible rate 

in rural areas. Non-white waren experienced 198 incidents per 100,000 

population, whereas white v."C.ITeI1 only represent 50 per 100,000. Tne 

mcidence decreases with age, peaking in the age group 20 to 29 at 

238 per 100,000. For white families, the rate per 100,000 population 

decreases with incare, fran a high 58 per 100,000 at 0-$2999 levels. 

For non-whites, there is no relationship Yli th incane. The location 

of the incident could not be determined with any certainty. The 

NORC data is sum:rarized in Table 2.4. 

In sumnary, Table 2.4 indicates (as well as is possible wit..'1 t.h.e 

available data) the derrographic and socioeconomic correlates of risk. 

M:l.les, age 20-29 are the highest risks for burglary and aggravated 

assault, and as the rate for both of these cr.lires is considerably higher 

arrong non-whites than whites, it is likely that the rate for non-white 

rra.les 20-29 exceeds the rep::>rted rates for both burglary and aggravated 

assault. 

Surrmary based on the Rep::>rt of the Violence Carrnission, 1969. 

The Violence Ccmnission sul::rnitteda report in 1969 identifying the chief 

characteristics of violent cr.lire: murder, rape, aggravated assault and robbery. 

With one or two exceptions, these characteristics are also linked to burglary: 

a. Violent crime in the united States is pr.imarily a phenc:m:mon of 

large cities. 

b. Violent crime in the city is ovenvhelrningly corrrnitted by males . 

2.11 
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Table 2-4 Most Likely And Least Likely Factors/Associated With Victimization in A Part I Crimel~ 

Rank Robbery Burglary * Aggravated Assault 

1 
2 
3 
4 
5 

19 

20 

21 

22 

23 

Non-white income: 0-299 (278) Male, age 30-39 (3649) Male age 20-29 (824) 
male age: 20-29 (257) Male, age 20-29 (2782) NH Hale. Income $3000';"5999 (420) 

Non-white income: 3000-5999 (240) Male, age 40-49 (2365) Male age 10-19 (399) 
female age: 20-29 (238) Hale, age 60+ (2343) NW Male Income $0-2999 
male age: 40-49 (210) Male, age 50-59 (2297) Male age 30-39 (337) 

White Income 10,000 + (34) White Income 10,000+ Female Age 60 (40) 
(763) 

White Income 6000-9999 (42) White Income 6000- Female Age 30-35 (52) 
9999 (764) 

White Female (43) White Income 3000- White Female (71) 
5999 (958) 

Female Age 50-59 (60) White Income 0-2999- Female Age 50-59 (119) 
(1310) 

Male Age 10-19 Non-White Income Male Age 60 + (146) 
3000-5999 (1261) 

Numbers in parentheses ,are the rates per 100,000 population 

16Adapted from Ennis, OPe cit., Categories are obviously not mutually exclusive. 
* Females excluded because too few in sample 

(389) 

N M~Males excluded . 
~ 

N 

Forcible Rape ** 

Female age 20-24 (238) 
NW Female " " (193) 
NW Female income 6000+ (121) 
NW Female income 0-2999 (111) 
Female age 30-39 (104) 

White Female Inc. 1000+ (17) 

White Female Inc. 3000-5999 (4e 

Female Age 40-60+ (43) 

White Female (50) 

(60)'1 NW Female Inc. 3000-5999 
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c. Violent cri.lre in the city is concentrated. especially arrong 

youths between the ages of 15 and 24. 

-d. Violent crime in the city is carrnitted primarily by individuals 

at the laver end of the occupational scale. 

e. Violent crime in the cities s-tems disproportionately from the 

ghetto slums where rrost Negroes live. 

f. The victims of assaultive violence in the cities generally have 

the sarre characteristics as the offenders; victllnization rates 

are generally highest for wales, youths, poor persons and blacks. 

Robbery victims, however, are vexy often older whites. 

g. By far the greatest proportion of oll serious violence is ccmnitted 

by repeaters. (The Conmission defined repeaters as persons with 

prior contacts with police.) 

The Corrmission also indicate.: that burglary, a property crime, is less 

confined -,to central cities and less likely to be corrrnitted by non-white 

offenders than is violent crlice. 

2.3.3 The I..ccation of Crime. 

About 60 percent of all the violent crimes (murder, rape, assault, robbery) 

and 40 percent of the burglaries reported'to the police in 1971 took place in 

cities with a population of rrore than 250,000. These cities represent only 

20 percent of the U.S. population--suggesting the tremendous disparity in 

crime rates in different locations. Relevant information on the geo-distribution 

of crime is presented in Table 2.5, based on OCR data for 1968 and 1971. This 

sh<::Ms that CAS is likely to be of much greater interest to the urban dweller 

than to the suburban or rural resident. 

2.3.4 Modeling. 

The NORC data \vould be useful to m::x:lel the incidence of crime, that is, 

2.13 
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Table 2.5 Violent Cdme and Burglary 
Known to the Police 

(Rates per 100,000 Population) 

Urban 
(cities over 

250,000) 

Suburban Rural 

CriITe Rate 1968: 
Violent Crimes 773.2 145.5 108.4 
Burglary 1,665.8 761.0 387.2 

Crime Rate 1971: 
Violent Crimes 1,047.5 205.7 133.4 
Burglary 2,026.1 974.5 484.9 

Percentage Increase: 
Violent Crimes +35 +41 +23 
Burglary +22 +28 +25 

I 
I 
I' 

1 
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• 
m:rleling on the basis of victimization rather than on reported crirres. One 

/~._ I might tJ:y to estimate coefficients on derrographic arrl socioeconanic variables, 

• using risk (the relative frequence of crirre incidence) as the dependent variable. 

• 

• 

• 

• 

• 

• 

• 

SpeCifically Pi = fi (dj) • • • • • • (l) 

i=l 
j = 1 

• n, number of crimes 
• m, number of demographic and. socioeconanic 

variables 

It is likely that the derrographic and socioeconanic variables would enter in 

a highly non-linear way; that is, there app:ar to be interrelationships between 

variables such as race, incane and age. The NORC survey suggests that people 

who have been victims of a crirre engage in some target hardening or aversive 

behavior, and the President's canmi.ssion rep::>rt suggests that exposure to a 

crime (rare) or hearing infonnation fran others has SCAle effect on behavior. 

This indicates a feedback loop in the m:xlel, i. e. , 

where Pit' the probability of being ~ victim, is nOH time-subscripted. In an 

. a priori sense, one would expect equation (2) to possibly be a negative expo

. nential or some type of damping function. Equation (2) subsurres differential 

police or criminal justice system behavior as well. Equations (1) and (2) 

need to be estimated simultaneously because it is necessary to separate the 

effects of the demographic and socioeconoThc variables frem the feedback loop, as 

they are related to each other. Note that the probability of being a victim 

is related to the number of crimes analogous to a supply function. That is, 

the variables which are believed to be related to the level of criminal 

activity would be related to equation (1) as fo1lo;'1s: 

where Ci = total number of crirres of type i 
IX>P = population in a region 

• • • • (3) 

Ci = hi (dj*) . • • • • • (4) 

where d* are a set of derr.o;Jraphic and sociO-...""'Conouic attributes of criminals 

2.15 
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or factors thought to be related to the mcidence of criminal behavior I such as 

c=e unemployment indices, population of various ages, average school years, etc. 

• Fquation (4) could be estimate:l independently of equation (1). Sjoquist17 

jn a paper ,for the National Institute of Law Enforcerrent and Cr:iminal Justice 

identifies and correlates several of these variables. Part of the correlation 

• matrix is listed in Table 2.6. The remaining variables not included in the 

part of the table reprcduced herein were essentially transfonuations of crime 

variables and punishment variables (Le., sentence length, conviction proba-

• bilities, etc.) ~hlch were important in Sj oquist 's risk rno:1eling. 

The sirrple correlation matrix of Table 2.6 illustrates the difficulties 

with the econometric rrodeling of crime prcduction, or its analog, citizen risk. i. First, it should be noted that crimes (variables 9-12) correlate best with 

• 

• 

• 

.-
• 

themselves, but variables one would expect to be interrelated are not strongly 

interrelated at all. For example, it seems logical that the percent of 

IX>pulation in the age group 15-24 is'related to crime frequencies both in the 

sense of providing victims (cf. NORC study) and offenders, and positive cor

relations of .248, .371, .278 and .187 are noted between this variable and 

various crirres as shCMIl. The variable· rrean school years completed should 

bear a negative relationship to crime freque.Tlcies, and it does for robberies 

and auto thefts, even though the coefficients are alIrost too snaIl to represent 

Imlch beyond randanness. That the variables rrean school years ca.-rplete::l is 

IX>sitively correlated \vith larceny frequencies is surprising (.36). High 

residential density is another variable that is normally associated with 

criIre and the correlation with robbery frequency (.326) is good, with burglary 

frequency not as strong (.132). It is surprising to find a positive correlation 

between density and auto thefts (.259), but then density and frequency of car 

17 David L. Sjoquist, "Property Crimes as an Economic Phenorrenon," Decerrber 1970. 
pp. 116-119. 
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Table 2.6 \. 
\ 

Simple Correlation Coefiicients Between Socioeconomfc and Demographic Variables and Crimes By ,Type 

1. Unemployment 1.000 

2. Cur registration/population .068 1.00e· 

3. Retail Sales .008 .077 1.000 

4. Pct. of Pop. Earning $3000 .056 .154 -.112 1.000 

5. Pet. non-whites .004 .240 .094 .588 1.000 

6. Pct. of population 15-24 .282 .046 .091 -.010 .156 1.000 

7. Mean School Years Completed .008 .017 .344 -.096 -.058 .132 1.000 

8. Density .177 -.113 -.011 -.072 -.043 .044 -.358 1.0 

9. No. of Robberies/Pop. .333 .014 .287 -.071 .458 .248 -.073 .362 1.0 

10. No. of Burglaries/Pop. .356 -.036 -.021 .112 .396 .371 .046 .132 .719 1.0 

11- No. of Larcenies/Pop. .124 .027 .3l3 -.033 .276 .278 .360 -.044 .573 .600 1.0 

12. No. of Auto Thefts/Pop. .457 -.211 .156 -.210 -.189 .187 -.114 .259 .444 .537 .346 1.0' 



'. . • 
registration are negativel::z' correlated, and frequency of car registration ce and auto theft a e also negatively correlaterl. 

• .The search for a derrographic, socioeconomic cr:irre generating m:::del makes 

intuitive sense, but poses many operational difficulties as noterl above. The 

analyst becanes tempted to explain cause and effect, the signs on regression 

• coefficients, coefficients produced by first, second or nth order correlations, 

or instability in the data. Explanations are easily develope:3. to describe either 

sign on the data. 18 Wnat is causing these difficulties is that crime is a 

• relatively rare event, not well predicted by demographic variables, and subject 

to shifting patterns (such as narcotics availability, gang activity, etc.). 

let the probability of an incident of type k occuring = fk' and asSUIT!e 

• that it is constant over time. This probability can be canputed roughly as 

the. frequency divided by the nurriber of individuals. Considering a Vlorst 

case, for example, the rate of burglary for a male age 30-39 is 3649 per 

.e ·100,000 population19 (NORC study) in a year I or P = .04. Some simple notions 

• 

• 

• 

• 

flowing fran probability theory are as follows: 

qt = .(l-p)t ..• 0 •• (5) 

where qt is the probability that such a subj ect \,7ill remain free fran 

burglaries fran t:irre 0 to t:irre t. 

r~ = (l-p) t-l p • (6) 

where rt is the probability that such a subject \vill remain free from burglary 

until the tth year (and then J:y; victimized in the tth year), i.e., the 

probability that the waiting time is exactly equal to t. ·In Figure 2.1, the 

probability of being burglarized once or rrore as a function of time is shOtm 

for p = .01 and p = .04. The latter probability is an up.vard rounding of 

18 cf. "The Prediction of Crime fro."U Derrographic Variables, A l-1ethodol03ical 
Note," Task Force Assessment, Preside.l1t IS Co.-rmission on I.a\v Enforcerrent 

19 and the Administration of Justice. pp. 207-21l. 
The proper unit is a household, not an individual, somewhat justifying 

the up.vard founding of the probability. 
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the rate shCMIl for rrales 30-39 (3649 per 100,000) in the National Opinion 

Research Survey of Victimization. Rates are not segregated for non-white males 

in the sane age or in the $6000+ incorre bracket, but those rates should at 

least be equal to .03649 if not much greater. The other probability shCMIl, 

p = .01 is slight.ly higher than the overall burglary probability (949.1 per 

100,000 population). 

Figure 2.1 shews the large difference in the probability of becc:ming a 

victim of burglary as a function of time for different values of p. This 

• distribution is a variant of the geometric distribution and is rrerrory-less, 

that is, the probability is indepe..T1dent of past event..s. The theory involved in 

this plot is that the citizen "stations" himself at tirre equ:Us zero year 

• and looks ahead to determine how likely he is of becaning a victim at least 

once during the pericd. At five years, in the "1eM' crime" neigh1::xJrhood of 

• 

• 

• 

• 

p = • 01, the probability of being a victim is slightly less than .05, whereas 

in the "high crime" area it is alrrost 0.19. Put.in other terms, at the end 

of 5 years in man I s circle of 20 male friends, we would ex,pect one to have a 

story of a burglary in the leM' crime area. In the high crime area, there would 

be almost one every year. That the aSsumption of independent events is in

adequate is shOiV11 in Table 2.7. T'nis clearly suggests that the probability of 

becaning a victim !TOre than once is considerably higher than predicted by a 

m:ilel which assumes (1) randan interarrival tirres and (2) independence of 

events, assUITq?tions made as well in the simplified m::rlel generating Figure 2 .. l. 

This confirms again the sizable difference in incidence between different age, 

economic, racial, and sex classes of Part I crimes as described earlier. The 

likelihocrl of being victimized twice is 5 ti.rres larger than \vould be expected 

under a rando.L1 process. 
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Actual Vs Expected Multiple Victimization 

Number of Incidents NORC Distribution of 201 Predicted By;1 =,063 
Multiple Victimization I Poisson Distribution 

(Actual precess) (Randa."Tl orocess) 

0 .72 .940 

1 .19 .057 

2 .06 .013 

3 .02 0 

4 .01 0 

20 . 
P. Ennis, op. cit., p. 40. The analysis supp::>rting the conclusion fran 
Table 2.7 is more illustra.tive than analytically correct. Tne proper 
strategy \"ould be to segregate interarrival tines or incidence statistics 
by age, sex, inccme and other variables, obtain a vector of Jt 's and then 
test for goodness of fit. 
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c. Table 2.8 condenses and contrasts the three states of risk: actual 

• probability of becaning a victim, citizen's estimate of the probability, and 

a resp:mse to a question as to whether a citizen would be likely to change 

behavior (observed as a function of age and sex). These statistics, as rrentioned 

• previously in this report, ShO\'l an order of magnitude difference bebveen risk 

and fear. In surrming up its rep::>rt, the Task Force on Assessrr.ent made two 

key p::>ints. Firstly, the public fears IIDst the crimes that occur the least: 

• the crimes of vio1ence. As Table 2.8 shows, people m:::dify their behavior to 

guard against these rare instances. But the fear of crimes of violence is 

not a fear of death or injtL..vy alone. The arrount of personal injury people 

• face daily from many other sources, including occupational accidents, heme 

acciq.ents, vehicle accidents, greatly exceeds the 1.8 per 1000 rate of Index 

Offenses.21 

'"Jt " Secondly, the crime of burglary, which involves a minute likelihexxi of 

violence to the v:ictim, is a source of serious concern. In Table 2.8 half 

the resp::>ndents "\..u.rried that their houses "l;vould be burglarized. The economic 

•• losses from cri.rnes against property personally experienced by the victim are 

small as cc:mparec1 with the economic loss resulting from crin'es against business 

establishments and government "\'lhich pass their losses on to the general public 

• in the fonn of increased. prices and taxes .22 S01"i"ehCA'l, these numbers in Table 2.9 

• 

• 

are inadequate to describe the fear engendered by these crimes. The 

Task Force on Assessment estimated annual expenses on burglar ala.r:rns, watchmen 

service and securi.ty equip:nent at $200 million plus for equi~-.nt and perhaps 

over $1 billion for personnel, although it is impossible to distinguish which 

costs are fixed (and should be capitalized) and \vhich are for operations and 

21 
22 Task Force: 

loc. cit. 
Assessrrent. op. cit.,·p. 88. 
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/ Table 2.8 \ 

' , . , 
Citizen's State of Risk By Type of Crime, Race, and Sex . 

r CRIME TYPE 

i ; I 
i 

STATE WHITE NON-WHITE 

MALE FEMALE MALE FEMALE 

Risk (rate per assault .00297 .0071 .00305 .00386 
100,000 pop.) 

rape N.A. .0050 N.A. .00193 

robbery .0097 .0043 .00174 .00271 

burglary .01517 .00236 .02045 .00771 . 

Estimates ResEonses 
of likelihood of .20 .21 .39 .51 
Risk attack very likely 

or somewhat likely 
on street 

Concern about 
burglary high or .47 .52 .51 .62 
some what high 

Behavior Reseonses 
Rarely walk in :65 .81 .55 .73 
neighborhoods 

-.J 
after dark. 

N 
N 

Source; NaRC Data N.A. a not applicable Risk = probability o~ becoming a victim 
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A E I f I d C · A· C .. r 23 ~erage conomic mpact 0 n ex r1mes ga1nst 1t1zen s 

• 
Crime Type NORC Pres. Connn/UCR 

• Robbery $271 per/incident $254 per/incident 

.$ 49 million $ 30 million 

• Burglary $313 per/incident $242 per/incident 

$450 million $284 million 

·"e "- ~ 

.. . 

• 

• 
23 

ibid., pp. 45-47. 
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maintenance. It is also inpossible to distinguish which costs are bonle by 

Cit businesses and government and which by residences. Probably the rrost ccmron 

• security device, a dead bolt lock, is not even considered in this data. 

• 

• 

Another cost is that for overhead on insurance, estimated at $300 million 

annually (again much of this is for businesses). 

The NOPe survey indicates that about 37 percent of all housa,olds maintain 

firearms for protection of the household. This is an obvious rnethc:d of 

protecting against burglary inspired by fear of personal harm fran a burglar. 

Citizen's reaction to robbery is not so pronounced; though robbery involves 

as, great a loss per person, it does not occur anywhere near as frequently. 

According to NORC (Table 2.8) the main strategy is avoiding high risk areas 

• after dark. 

.-
e' 

e 

• 

.... \._. 
• 

, One attempt to integrate behavioral information and police statistics on 

. .. 24 . . 
cr:unes into a severity rreasure is the Sellm-\'\blfgang Index. It lS llsted 

in Table 2.10. The index was constructed to rneasu'ce the seriousness of 

juvenile crirres. It was developed fran the responses of several hundred 

people who ranked the seriousness' of hYfOthetical situations against a base 

crime. The index purports to be a ratio scale where a single cdrne can be 

decarposed into a series of carponents and the values surrrned up for each 

cat'fX)nent that occurred. For example, if a wanan were robbed of $25, without 

the offender displaying a weapon, and then raped, the score would be 13 points. 

If she required hospitalization, the score for the particular incident would 

then increase to twenty points. If there were another victim in the same crime, 

the score \\Quld be increased to include the injury or loss experienced by the 

second victim. 

24 Mcq:vin Wolfgang and Thorsten Sellin, liThe Measurement of Delinquency I II 

New York: J. Wiley and Sons, 1964. 
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Table 2.10 

Sellin-Wolfgang Seriousness Index, Components and Survey 

Component 

Assault 

Intimidation 

Intimidation 

Property Crimes 
..... 

Complaint 

Minor Injury 

Treated and Discharged 

Hospitalized 

Killed 

Sex Offense Without '\o,Teapon 

With weapon 

Non-Sex Offense Physical or Verbal 

Weapon 

Forcible Entry 

Stolen Vehicle 

Value of Property Stolen less than $10 
$10 - 250 
$251 - 2000 
$2000 - 9000 
$9000 - 30,000 
$30,000 - 80,000 
greater than $80,000 

Score 

1 

4 

7 

26 

10 

12 

2 

4 

1 

2 

1 
2 
3 
4 
5 
6 
7 
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Usually, it ~S not p:lssible to map crjme statistics, (whether tx::R' s 

or NORC's) into the Sellin-Wolfgang Index. In Montreal, the basic FOlice 

reFOrt fonn has been m:xli.fied to permit rating crjme accordi...'1g to the index. 

Heller and H::Ewen 25 recc:mrend its use as an incident seriousness index in 

the deployrrent of patrol rnan~ver. 

The main contrfuu tion of the index is in relating injury I intimidation 

arrl property loss. Table 2.11 averages seriousness and seriousness COIlfOnents 

for St. Louis as reFOrted by Heller and .McEvlen. The average rape, robbery 

•. and as saul t is three to seven times rrore serious in terms of the Sellin

W:>lfgang Index (and, by :implication, to the citizen)· than property cr.i.Ires. 

Fran NORC and OCR statistics, the lfrelihcx:xi of a burglary, rob1::::€ry, assault, 

• rape or murder is very small. The probability that forcible entry results in 

any other crime exc~pt burglary is very s:ma.ll, perhaps on the, order of .05.26 

HCMeVE'I, \,leighted by the potential loss or seriousness under the worst case 

• tit assurrptions, the situation becares anything but trivial. 

2.5 POI'ENTIAL BEEl.ZI,.VIOR UNDER c.~ 

In this section, the general pararreters of CAS are considered with respect to, 

•. first, system needs and then user needs; the latter point to bring al::out 

sore informed speculation as to the potential derrand for emergency services 

given a CAS network. This speculation is . Sl...'FpDrted by a survey conducted by 

• catpu-guard and is described herein. Finally, institutional use of CAS is 

considered. 

• 

e_ 
e 

"' ".,. .. 
----

Beyond the technological problems and requirerrents by the syste.-u upon the 

citizens, a series of practice and psychological-sociological requirerrents 

25 
Nelson B. Heller and J. Thcrnas M:::.!:."""'wen, "T'ne Use of an Incident Seriousness 

Index in the Deployment of Police Patrol I En:sx:r.ver , II National Institute of 
26 law Enforcement and Criminal Justice, Januarj, 1972. 

When forcible entry is follo.,'OO by a violent confrontation beb.;een the citizens 
and the offender, OCR considers this robbery, assault, or rape, even though 
the offender might have intended burglary. 
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Table 2.11 

Average Seriousness and Seriousness Component for 
Actua~ Part I Offenses O~curring in One Week in St. Louis27 

Type of Crime Number Average Seriousness 

I Injury ! Intimidation Property 
-

Homicide 38 28.97 3.32 0 

Rape 75 3.24 11.87 .23 

Robbery 651 1.44 3.34 1.66 

Assault 462 5.40 4.28 .05 

Burglary 2738 - - 2.64 I 
Larceny ( $50)' 4090 - - 2.26 

Auto Theft 1773 - - - 2.29 

'''" 

27 Ibid., p. 76 

Total 

32.39 

15.33 

6.43 

9.74 

2.64 

2.25 

2.29 

2.27 



• 
are made upon the user. The critical issues are false alarm control, intentional 

Ce 
• 

misuse of CAS, and the theft of a device. These issues have also been raised as 

. by . . . 28 conJectures the Secur.l.ty Planmng Corporation. 

2.5.1 False Alarm Control. 29 

A false alarm is defined o]?erationall Y herein as triggering of the alann 

• due to: 

• 

• 

•• 

• 

• 

• 

a. malicious use 
b. accidental error 
c. equipll.ent malfunction 
d. user "perceptions" that fall short of a pre

defined threshold 

lhlicious use \\1Ould either occur either by a user or by sorreone who was 

not a user obtaining I?Ossession of an actuator. The basic design of the system 

requires that the identification of the user be transmitted along with location 

information to a central canputer. The system then has the potential to identify 

a user who transmits false alarms and to take action against the user should the 

fa~se alarm continue, ultimately including service disconnection. It is 

extremely likely that malicious alarms are improbable as the identity of the 

offender is generally kna-m. False alarms (malicious) in existing alann systems 

are probably a function of the offender's estimate of being apprehended: false 

fire alarms from fire call-boxes far exceed false fire alarms by telephone. 

Should a device be lost or stolen, there is a high probability of a 

malicious alarm or alarms. If reI?Orte::l as stolen, an alann can be ignored by 

the central station; if not, the fact it was stolen should beccrne kncwn typically 

after the first malicious alarm. Subsequent alanns can be ignored. 

Accidental· error 1 where the user triggers the system by accident and is 

aware of this 1 . could be treated in the sarre IPanner that central stations treat 

accidental burglar alarms. A user would be instructed to call the central station, 

28 Security Plarming COrfX)ration, "Residential Security, II sul:mitted to IEAA, 
29 Contract No. J-~~ - 007-72 draft April, 1973, p. 85. 

See Section for a rnatheIT'atical m::Xiel of false alarms. 
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to rep:>rt the accident and to identify himself by a cede number I where C. satisfactory identification would result in cancellation of the alann. 

• -FJqui:pne.l"J.t malfunction 30 and user over perception of situations are two 

• 

causes of false alanns that are difficult to preclict. Both argue for field 

experimentation. 

It is too easy to becorre overconcerned with the false alann issue. Proper 

evaluation requires a cost function, which should state the :irrrnediate opp:>rtunity 

costs of responding to a false alann. wnger term effects concern lCMering 

• a citizen alann in the dispatch queue by the police because of its supp::>sed 

unreliability r 1.. e. 1 losing systell creclibili ty. 

Should actuator losses becc:::m8 a significant problem, it may becare necessary 

• to develop operational procedures to identify instead which units remain in 

service at any given time. 

' . 

• 

e 

e 

e_ 
30 

et. Reliability Ib:leling Section, this report. 

e 
2.29 



• 
~. ! --e 
• 

• 

• 

• 

• 

• 

• 

• 

206 THE CCMPU-GUARD QUESTIONNAIRE: COl\crDSI01.~S 

In an atterrpt to identify user attitudes relative to the use of CAS, 

.Conpu-guard conducted a survey of about 500 people. This sample was not 

selected on any scientific basis, but was considered to be representative 

of the follCMing: 

a) Potential users of CAS. 

b) Potential scenarios for the use of CAS. 

The results of this questionnaire are nON presented, to:rether with serre 

observations and conclusions. The questionnaire itself and t..'e percentage 

of resp::mses for each alternative it contains, is given as Figure 2.2. 

2. 6.1 Overvie;., • 

'!be results in Part I of the questionnaire indicate that the 

sample is reasonably representative. About 60 percent of the respondents 

were na1e, 40 p3rcent female. Of these, about 75 percent were white, 

" 15 percent black, 6 percent other--onl y 4.5 percent did not respond at all. 

Sixty-five p=rcent of the respondents live in 'single-unit houses, 

20 percent in multi-unit houses. Only 5 percent of those sampled live in 

high rises or in institutions. For the place of work, hCMever, 29 percent 

. work in high rises I 20 percent in lCM'-rise structures . Five percent work 

in banks, 6 percent in factories, 6 percent in warehouses, and over 7 percent 

... in stores. 

In terms of crirre perception, the responses were as fo1lavs: in percent, 

LEVEL OF PERCEIVED CRIME 

High .. i 

, 
_ .I ..l 

Neg 1istilile 

M HOHE 

9.8 

26.1 

38.3 

23.7 

MIDRK 

12.9 

31.8 

28.9 

15.1 

Thus i:t is seen that over 35 percent of all respondents thought their 

neighborhood at home \'ias a high or rredium-crilT'.e area. This rose to nearly 

2.30 
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• CITIZENS ALARM SYSTEM (CAS) QUESTIONNAIRE 

RETURN ADDRESS: COMPU-GUARD SECURITY SYSTD1S, INC. 
5993 PENN CIRCLE SOUTH, PITTSBURGH, PA. 15206 

r-4lEiS questionnaire is a vital part of a survey being conducted by the 
• ~~nter for Entrepreneurial Development, Carnegie-Mellon University. 

• 

• 

• 

This survey is an analysis of attitudes and requirements relevant to 
the development of a new kind of emergency-calling system to assist any 
citizen in an emergency situation. CAS is being developed under contract 
to the Law Enforcement Assistance Administration of the U.S. Department 
of Justice. 

The first part of this two-part questionnaire relates to your household 
and your neigh~orhood, and because of the personal nature of this 
information, do not include your name in this questionnaire. We are 
sending this questionnaire only to a small number of people, so your 
response will be deeply appreciated. 

PART I. 
CIRCLE YOUR CHOICE 

1. SEX: H39. 7% F59.3% 
2. RACE: black15·~hi te 76. ~ther6% 
3. TYPE OF HOUSING YOU LIVE IN: 

1) single unit house64.8% 
2) multi unit house 20.1% 
3). high rise apartments 1% 
4) institutional (dormitory I 4.3% 

senior citizens home etc.) 

F ILL IN THE BLANKS (see Section 2. 6 for 
7 • AGE: Questions 7-12) 

9. 

APPRoxnL~TE 

ANNUAL IKCO:'lE: ---------
Hmv H..z\NY OTHER OCCUPANTS IN 
YOUR HONE: 

male female ---- ---
.e. TYPE OF'FACILITY YOU NORK IN: 

1) high rise building 28.5% 

10. Hm'7 MANY 'PERSONS IN YOUR 
HOUSEHOLD HAVE HEDICAL PROBLEMS 
(cardiac, emphysema, failing 

'eyes~ght, wheelchair etc.): 

• 
5. 

• 

• 6. 

• 

2) 1m.; rise building 19.6% 
3) factory 6.2% 
4) warehouse 6.2% 
5) bank 4.8% 
6) retail or wholesale store 7.4% 
7) other 20.3% 

~~~--------------
WHAT IS YOUR PERCEPTION OF CRIME 
IN YOUR NEIGHBORHOOD: 
1) high crime rate, causing 

substantial fear 9.8% 
2) medium crime rate, which 

causes concern, some fear 26.1% 
3) 10\,1 crime rate, which causes 

concern but little fear 38.3% 

11. 

4) negligible crime rate, causing 12. 
neither concern nor fear 23.7% 

WHAT IS YOUR PERCEPTION OF CRIME 
IN THE GENERAL AREA OF YOUR ~'mRKPLACE: 
1) high crime rate, causing 

substantial fear 12.9% 
2) medium crime rate, which causes 

concern and some fear 31.8% 
3) low crime rate, causing concern 

but little fear 28.9% 
4) negligible crime rate, causing 

neither concern nor fear 15.1% 

Figure 2.2 

HAVE YOU OR ANY OTHER OCCUPANTS 
OF YOUR HOME OR OFFICE EVER 
~'mRRIED ABOUT A S'ITUATION ~'mERE 
HELP COULD NOT BF SUHNONED BY 
PHONE DUE TO LACK OF TH'lE, 
STRENGTH, PANIC, FEAR, ILLNESS, 
DISABILITY, ETC: 

, ____ no __ ~yes 

WHICH SITUATION CAUSES THE MOST 
ANXIETY: 

HOBE: 

OF:,,"'ICE: -------------------------

2.31 



• PART II. 

The Citizens Alarm System lCAS) is intended to be an emergency-calling 
. system for use in crj~e-rElated and other emergenqy situations. CAS 
(jncludes an actuator which is a small device. carried by each person "lho 
~ ishes to be protected by the system. It can be triggered in secrecy and 

• with a minimum of effort, should an emergency 'arise. Each emergency call 
is transmitted automatically, in seconds, either to the police or some 
other public safety organization, telling them what type of emergency it 
is, where it is happening, and '''ho sent the alarm. 

1. THE ACTUATOR YOU t'JQULD CARRY FOR CALLING EMERGENCY ASSISTANCE COULD 
• BE PACKAGED IN A NUl-mER OF tvAYS. vlHICH OF THE FOLLmUNG WOULD YOU 

PREFER: (circle as many as you wish) 
1) small attachment to a vlatchband ,29.2% 
2) small attachment to a belt 15.3% 
3) a wristwatch 34.7% 
4) large ring 9.1% 

• 5) pendant 9.6% 

• 

• 

• 

• 

6) other 1. 9% 

2. DO YOU HAVE ANY SUGGESTIONS ABOUT THE SIZE, SHAPE AND STYLE OF 
THE ACTUATOR: 

3. 

4. 

5. 

------------------------------------------------.--------

WHAT IS THE MAXI~m1 PRICE YOU WOULD BE PREPARED TO PAY FOR THIS 
ID1ERGENCY CALL PROTECTION: 

Total i~itia1 cost, per occupant protected (circle one) 

1) $20-$2567.7% 2) $26-$30 9.8% 3) $31-$50 7.2% 
4} $51-$75 3.8% 5) $76-$1003.1% 6) above $1000.7% 

Total Monthly Service for 
Protected (circle one) 

Maintenance and Monitoring, per Occupant 

1) $2/month 57.4% 
4) $6-$8jmonth 4.1% 

2) $3/month 13.8% 
5) $9-12month 4.3% 

3) $4-$5/rnonth 10.3% 
6) above $12/month o.n 

FOR t'1HICH OF THE FOLLm'7ING ID1ERGENC IES NOULD SUCE A DEVICE BE MOST 
USEFUL, NEXT TO MOST USEFUL, ETC., TO YOURSELF OR THERS: 
(number 1 to 8) (see Section 2.6) 

noise and disturbances 
--holdup 
---falls and accidents 

burglary 
fire 

---medical emergencies other than accidents (e.g. heart attack) 
~assault or attack 
-other -
THE ACTUATOR YOU WEAR MAY BE SUBJECT TO ABUSE. 
SITUATIONS YOU CAN THINK OF: (number 1 to 6) 

vlHA T ARE THE WORST 
(see Section 2.6) 

• • e ___ accidental use by children 

• 

__ soaking in a shmver, bathtub, rain 
shock or vibration as in a fall 

--other: 
---other:--------------------------

other: ---------------------------
2.32 
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PART II. CONTINUED 

SINCE FALSE ALAill1S DEGRADE SERVICE, RAISE COSTS, AND HURT EVERYONE, 
WHAT ONE OR MORE OF THE FOLLQ1;HNG PENALTIES WOULD YOU RECOM.J."lEND AS 
A DETERRENT: (fill in one or more blanks) 

a) .Charge $ for false alarms, with no charge for real ones. 
. (remember it is often difficult to place the blame) 

b) Charge $ for every alarm, real or false. 
c) Take the system away from the user responsible for more than 

faise alarms in a year. 

• d} Other: 
------------------------~-----------------------------------

CIRCLE ONE ANSER IN E..~CH OF THE 4 SCENARIOS BELm\l" 

7. YOU'RE HOME ALONE LATE AT NIGHT WATCHING TELEVISION OR REJ~DING AND 
YOU HEAR A NOISE IN THE HOUSE YOU CAN'T IDENTIFY. YOU LISTEN VERY 

• CAREFULLY AND YOU HEAR ANOTHER NOISE. YOU WOULD: 

• 8. 

9. 

• 

10. • 

• 

• 

1) signal the police with your Citizen's Alarm System (CAS) 29.9% 
2} telephone the police for help 10.7% 
3) investigate the noise first yourself 54.1% 

YOU'RE HOME ALONE, ITS LATE AT NIGHT. YOU'RE AW.z\KENED AND HEAR 
SOMEONE INSIDE YOUR HOME SEARCHING THE OTHER ROOMS OF YOUR HOUSE. 
YOU WOULD: 
1) signal the police with CAS 69.1% 
2} telephone the police for help and ask them what to do until 

help arrives 12.4% 
3) try to frighten away the intruder by turning on lights or 
., making noise. 14.1% 

YOU'RE HOME ALONE AND YOU SEE SHOKE COMING FROM THE NEXT ROOH. 
YOU ~\I"OULD: 

1) signal a firm alarm with your Citizen's Alarm System and leave 
the house. 43.5% 

2) telephone the fire department, then leave 10.5% 
3) invevtigate first to see if you can put the fire out yourself 

without assistance 41.6% 

YOU'RE HOME ALONE LATE AT NIGHT AND YOU FALL Dm-m THE STAIRS. YOU 
AREN'T SURE IF YOU'VE BROKEN ANY BONES, BUT MOVING HURTS. YOU ~\10UIJD: 

1) signal an ambulance yli th CAS 
2) try to get to a phone 
3) yell for help and hope someone hears you 

72s5% 
15.1% 

7.9% 
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45 percent for the place of work. 

~e age of respondents varied widely: 14 :t:ercent 1:etween 16 and 20 

·years old, 16 percent between 21 c:md 25, 14 percent fran 26 to 30, 40 

percent from 30 to 50, and 15 percent over 50. 

~e annual .incorre of the respondents also enjoyed a wide representative 

spread: 25 percent belCM $2000, 13 percent from $2-5000, 16 percent fran 

$5-8000, 13 percent from $8-10,000, 15 percent from $10-15,000, 14 percent 

from $15-25,000, and 2-5 percent over $25,000~ 

M:>st horres (77 percent) had at least one rrale, and 72 percent bad at 

least one female. Al::out 20 percent of the households had at least one person 

with serre kind of severe rred.ical problem. OVer 40 percent of all respondents . 

had worred about situations in wr.ich they would be unable to su:rmon assistance 

by phone. This is a significantly p.igh nurri}:)o--r. 

2.6.2 Conclusions. 

a) A wristwatch type actuator \vas found to be the rrost popular-

preferred by 35 percent of all respondents. Next in popularity was a 

device attached to a watchband-15. 3 percent. The ring was the least 

p:>pular , with only 9.1 percent in its favor. 

b) Though 68 percent of the respondents fe~t they v.uuld like CAS 

to be less than $25: initial cost per occupant, it is significant to note 

that nearly 10 percent were prepared to pay up to $30. 

In terrilS of a continuing rronthly service fee, 57 percent liked the 

figure of $2 per occupant, 14 percent were prepared to pay $3, 10 percent, $4 

to $5, and alrrost 9 percent \vere prepared to pay rrore than $6. 

c) Respondents were asked to rank the priority of different types of 

errergency situations for which they v.uuld consider CAS useful. 'Ihe results 

are presented in Table 2.12. This table indicates that assault and rreclical 

errergencies lx>th rank highest in user concern Hold-ups are given very lo.y 

priority, probably because rrost users questioned do not work in a business 

2.34 
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Table 2.12 

PRIORITY RANKING OF EMERGENCY SI'lUATIONS 

PRIORITY 
EMERGENCY SITUATION 1 2 3 4 5 

Noise 25.6 3.6 1 .7 1.9 5 

Hold-up 19.8 10.5 9.8 10.8 9.6 17.5 

Falls/Accidents 21.8 11.7 7.4 12.9 13.4 12.4 

Burglary 21.2 11. 7 18.1 16.7 14.1 10.7 

Fire 20.3 15.5 18.7 16.0 14.1 8.6 

Medical 19.8 27.0 13.1 8.1 12.6 ' 8.8 

Assault 19.4 25.6 7.6 8.6 7.6 10.0 

Other 32.5 .2 .9 .7 1.0 .5 

+ NO 
RESPONSE 

N . 

• , . 

6 7 

11. 7 45.4 

18.1 3.3 

16.5 3.3 

6.0 1 

4.3 1.9 

7.6 1.9 

8.8 10.7 

.5 5.5 

8 

5 

.5 

.5 

.2 

.5 

.7 

1.4 

58.1 

, . , 

• 
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susceptible to or subjected to hold-ups. Fire also ranked. surprisingly 

loN, with only 16 percent making it their first priority and 19 percent 

·the second. Burglaries varied frcrn 12 percent (1st priority) to 18 percent 

(2nd) to 16 percent (3rd). 

d) The four scenarios (question 7-10, Part II of the questionnaire) 

were presented to get a crude feel for user awareness of the. pllrfOse of 

CAS. Obviously, user response in an errergency may be very different:::--but 
.. ;' 

. " 

the questionnaire provides a rreasure of user understanding of system function. 

The results 'fIlere quite :positive. 69 percent of the respondents vlould use it 

if they heard an intruder in the horre, 73 percent would use it in a severe 

rredical emergency. Only 44 percent felt it \\'Ould be useful in a fire, as 

corrpared to 42 percent vlho would first try to put the fire out themselves. 

Havever, in a situation involving unidentifiable noises, only 30 po....rcent 

said they vlOuld use CAS--as corrpared to 54 percent ,..;ho would investigate 

therrselves .. 

This tends to suggest rrore than 30 percent ,vould actually use CAS 

in "errergencies" involving noises. 

e) In terms of actuator abuse, 27 to 28 percent of respondents 

felt that each of the three situations rrentione1 were of ma.x.:i.rrn.:Im i.rrportance. 

f) In terms of penalties as a rreans of preventing false alarms, a 

majority fe1.t that all alann calls should be treated equally and billed 

for. 'Ihis suggests that a charge should be levied for each alann, true 

or false. This would tend to raise the threshold at which users \\'Ould 

trigger alanns, thereby reducing false alanns. 

2.7 OTHER CO~~USIO~S 

The results presented in this section lead to a nUI11ber of conclusions 

relative to the feasibility derronstration of CAS. 
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2.7.1 Crime-related Usage of CAS. 

Given the basic characteristics of CAS, it readily lends itself to 

a nurrber of typical applications. Sorre of these are presented in Table 

2.13, based upon NOR:!, UCR, and other statistical findings. Five najor 

applications of CAS are illustrated. Fran the user at hare, the rrost lfrely 

type of alarms are for family fights, medical emergencies, and burglary. 

Family fights are extrerrely dangerolls incidents for the people involved 

as well as for the police who intervene, often leading to aggravated 

assault and rrnrrder. The ease of transmitting a CAS alarm by one of 

the parties should be useful in this context. The likelihood of user 

overestirration of seriousness is high, but so is forcing a user to take 

whatever steps are necessary to cancel a call. It is probable that a call 

~'JOuld be transmitted as early as the lfrelihcx:xl of :iJrpending physical 

violence reaches sone threshold. Early response by p:::>lice would be helpful 

in reducing injm:y. 

Another major use for CAS would be for a suspected burglary. As the 

evidence suggests that burglars prefer unoccupied residences to occupied 

and avoid confrontations with their vict.:ims, it is believed that reports 

of actual burglaries will be rare. More likely, calls would be for 

pocowlers, suspected burglars, suspicious noises, etc. CAS usage rules 

should perhaps .:indicate to users that the telephone be used for such in-

cidents. In the rare case of a burglary in progrE:SS with the victim at 

hone CAS offers the opp:::>rtunity for the victim to notify the ~lice without 

alerting the burglar. This should greatly increase the li.'k:.elihcx:xl of 

apprehension of the offender. As a corollary to the p:::>int, a clear warning 

that a structure is CAS-equipped rray serve as a deterrent. 

The sa.rre notions apply to forcible rape, aggravated assault and robbel:y 

occurring at horre. If the user is able to transmit an alarm early, the 
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probability of arrest increases significantly. 

2.7.2 other Applications of CAS. 

CAS is priJrarily intended to provide a response in a crirre-related 

E!Irergency. HCMever, these subtleties are lost on a user confronted by 

any grave energency--a cardiac arrest, a serious fall, a fire, etc. Thus, 

CAS is likely to be used by people in all kinds of errergencies-rnuch as 

the 911 telephone nu:rrber is used. This suggests several things: 

a) The response agent rrrust be able to respond to a variety of 

emergency situations--which may be criminal or rredical in origin. The 

nost appropriate agents v{Quld therefore be the police, a special well-

trained guard force, or a public special-response unit set-up for this 

purpose. 

b) Each user is likely to be confronted, at one tirre or another, by a 

non-cr.irre errergency. If this errergency is sufficiently serious I the use of 

.CAS must be alla.ved. 

c) The actuator could be designed to alle"", the user one or rrore options 

in tenns of the choice of resp:mse agent. The advantages of a multi-

option actuator include: greater versatility and inproved quality of response 

for the user, and a reduced workload for thepublic safety organization. 

The disadvantages include: likelihc:x:xl of error in triggering the appropriate 

option, higher actuator cost, increased package size, slightly laver 

hardware reliability, and };X)ssible user confusion in an emergency. While 

final determinations are only possible in a large-scale field test, it is 

suggested that rrost of the actuators used in the feasibility derronstration 

can be single-option. devices. 

d) 'Ib prevent the use of CAS in non-crime situations which are also 

not serious enough, penalties should be established as a user-deterrent. 
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2. 7 • 3 CAS as a Deterrent to Crirre. 

CAS is likely to present a significant deterrent against crimes such 

as rape, assault, robbe:ry. It should also deter burglaries in situations 

in which it is obvious that the building or premises is occupied. CAS 

. is not likely to be a deterrent against burglary in uncx:::cupied premises, 

against larceny and auto theft, or against sorre kinds of vandalism. This 

deterrent is likely to be a fu."1ction of the foll~ving factors: 

a) The inconspicuous manner and ease with vlhich the CAS actuator can 

be triggered by the victim. 

b) The infornation conveyed to the resp::mse age.nt and the speed 

at which this is done. 

c) The response tirre of the response agent to CAS-initiated calls. 

.. "1'\ 
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SECI'ION 3 

HUMAN FACIORS ANALYSIS 

3.1 USER DIMENSIONS: PHYSICAL ABILITIES 

'lhe objective of the consideration of human factors is to produce a 

design that can be utilized by as large a segment of the p::>pulation as 

possible without having to ffi3ke several different configurations •. 

z..bst of the literature on human factors deals with the "average" 

person, and abilities are not described in tenns of the percentile of the 

population capable of performing a given task. As an alternative, a 

survey was rrade of other I1B.I1ufactured items that must serve the public. 

These included public telephones, vending machines, television and radio 

sets, watches, calculators, and bank alarms. l1anufacturers of these iterns 

were asked what percentage of the population was able to use their product 

and what problems did they have in serving particular handicap types. 

..... As it ttm1ed out, little had been done in terms of designing the corrrron 

products noted above. From this one might conclude that these products 

have been rrade in such a fashion as to ffi3ke them useable to nearly 

eve:ryone, or that handicap groups are not a large enough rrarket to warrant 

specialized designs. 

The response that Compu-guard got was that 97 percent of the popula-

tion a:>uld use a public phone; 90 percent for vending rrachines; 98 percent 

television and radio sets i 85 percent for calculators and cameras. Sig-

nificantly, 99 percent could use a watc.'l. It wasn· t clear that the 

manufacturers rreant these were the percentages of all people that could 

use their product or if it was the percentage who carre in contact \vi th 

their product that were able to use it. There did not appear to re any 

control for reading level or cQ~rehension of instructions nor attempt to 

explain what the unit did other than its expected service output. 
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'!he reliability of such data and the similarity of sample teclmiques Ce is therefore in question. Ha;ever, the responses do givE! a qualitative 

• rieasure of the ability of the population to perform certain tasks. 

Specifically the Citizens Alarm System actuator needs to have four 

major features: 

• A. Easy to operate, intentionally. 

B. Difficult to operate, inadvertently. 

c. As attractive or aesthetically desirable as a watch or necklace. 

• D. Useable by a maximum portion of the population. 

!J::>cation of the actuator has been considered an integral part of the 

I. 
design. The choices available are either to have it carrierl in serre 

external holder, e.g., a pocket or a purse; or to attach it to a limb, 

the bcdy, or the head and neck. 

.-- Pocket or purse-carried actuators were rejected because of the variety 

of clothing and fashion, and the ease with which the actuator could be left 

behind when changing clothes l or forgotten. 

Attachment to the head was rejecterl because it would be uncomfortable 

• curl the user couldn'Jt see what he or she was dojng, an irrp:)rtant feedback. 

Wristbands, belts, and necklaces were the remaining choices for 

• attachment to a li.n:b, the torso or neck respectively. Belts and necklaces 

are sorl'e.vhat sex-specific, i.e., men seldon wear necklaces and many women's 

fashions are beltless. Thus the rrost comron, least SpEcific location was 

• the upper lirrb, i.e~, hand or wrist. 

'!he actuator may be located to require one hand only to operate. 

Although the rrost comron location is the \vrist, it can, also be attached 

to a belt, or necklace, or carried in a purse, facilitating one-hand 

operation. The housing and exterior design are fashioned along the lines 

of a wrist watch so as to be unobtrusive. Belt and necklace versions 

• 
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should be similarly styled so as to appear a natural part of the user's 

dress and accessories. 

Hand dexterity is significant in the design of the actuator. Thumb-

and-first finger dexterity is best, then iliumb--and-second finger; first-

and second-finger; thurnb--and-ring finger; thurnb--and-small finger; then 

other finger-to-finger cClTlbinations are equally p:xJr. This suggest a 

pincer rrovement for the actuation of the trigger, using the appropriate 

finger-to-finger combination. 

Wrist and belt locations were also considered highly adwmtageous 

along with an actuator that uses a rotary notion of the actuator mechanism, 

because it is relatively difficult to rotate one's arm about the wrist or 

one's body about the belt buckle. 

3.2 USER DThlENSIONS: HENTAL ABILITIES 

Average reading skills in the United States are about the sixth grade 

level. HCMever, far nore people use such devices as telephones and vending 

machines than can read the instructions on the devices. And it is assurred 

that virtually anyone can turn on a television set. 

'!he actuation machanisrns seriously considered are uvo opposing 

buttons (pincer-novement), a dial and button, or two counter-rotating dials 1 

any of which is easier than rerrernbe.ring a seven-digi t telephone number 

. and dialing or tuning a television set. 

Correlation between mental capacity as measured by any verbal based 

test and ability to perform dexterity tasks is very ICM. Data in this 

area is so ~eak as to suggest that it is irrq::ossible to predict the USi~.-

bility of a product based on rrental aptitude. 

About all that can be said of the actuators proposed is that they 

require nothing nore than basic rrotor skills to operate, skeletal and 

physiological functions that nost people have by age four. So only the 
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rrost severely retarded would be unable to perform the tasks necessary 

to operate an actuator. 

3. 3 PHYSI03Na.rrc PROFIT.E 

Relative to the actuators considered, the average person has the 

following rank of skills relative to rrotion: 

a. One hand to external object. 

b. On hand to other hand or foreann. 

c. Either hand to b:dy vlhere the person can see the hand. 

d. Hand to face, unable to see the hand. 

e. Hand to leg or foot, able to see the hand. 

f. Hand to bc:dy, unable to see the hand. 

g. Finger skills (including the use of the thurrb). 

h. Push/pull; thumb and first finger. 

i. Push; thumb, first or second finger. 

j. Rotate beb.'leen thurrb and first finger. 

k. Rotate with the whole hand. 

1. Push/pull; thumb and any other finger other than first. 

Maximum finger or thumb load' on a 1/8 inch diameter blunt cylinder is 

6 ounces "with ease" or 9 ounces "without discomfort," an action such as 

a lever type switch, in vlhich the cylinder is the lever. 

Finger skills are also directionally specific. Host people have greater 

dexterity in a linear rrotion transverse to their foreann when using the 

other hand. But along the front of the bcxiy, vertical actions are easier 

than horizontal. Both of these refer to push/pull finger skills. 

Rotation is not specific as to direction if the axis of rotation is 

normal to the body I assuming a rotation beb.tleen thurnb and first finger. 

References: Measure of H:m, Dreyfus. 

Bio-physical Dimensions, NASA • 
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3. 4 CONCLUSIONS 

a) In tenns of the goals of the CAS actuator, a high priority is 

to rrake the mechanism easy to use intentionally, difficult to inadvertently 

trigger. Consequently, the rrost desirable actua·t:ion mechanism is one 

which allCMs a pincer-rroverrent bebveen fingers, or a rotating device at 

the wrist or belt requiring thumb and/or first finger. 

b) Minimum false alarms can be accorrplished by means of a double 

sirnul taneous-actuation mechanism such as a dial plus button i two dials to 

be rotated; or bvo opposed buttons (pincer rrovernent) . 

c) Any of the designs shown can be styled to be worn on the wrist, 

as a pendant, or on the belt. They are all shOivn as worn on the v,;'rist 

merely for comparative purposes. These devices can also be carried in a 

pocket or purse, if necessary. 

3. 5 R.EXX11[.1ENDATIONS 

a) It is suggested that twu mechanical packages be developed as follOi<is: 

i. A multi-purpose actuator with a pincer-type actuation 

mechanism. Actuator to be al:x:mt the size of a watch, and 

arrenable for rrollIlting on a wrist-band, waist-belt, or for 

carrying in a pocket. 

ii. A watch-actuator, to be WOl.n on the wrist, with a rotating 

actuation mechanism. 

b) The ring has been considered as an alternative mechanical package for 

the actuator. 'Ib test the feasibility and desirability of its develofITieI1t, 

sc:roe rrechanical packages were prototyped. The results of these exercises 

suggest that the ring is an undesirable alternative for the follcwing reasons: 

i. The cost of an acceptable package is too high. 

ii. The probability of inadvertent triggering is high. 

iii. '!'he user dexterity required for an acceptable false-alann 
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preventive design is such as to restrict its use to a 

relatively small popluation. 

iv. The size of the ring would be large enough to make it 

unacceptable to many potential users. 

v. '!he ring could not be used in the winter or at other tirres 

if gloves \o,1ere wo:r:n. 

It is therefore recorrrnended that the ring actuator not be developed. 
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SECI'ION 4 

ANALYSIS OF REGULATIONS .AND POLICIES 

4.1 INTRODUcnON 

Prior to the final design of the CAS hardware and software, it is 

is inportant to consider the regulatory frarrev;ork within which CAS must 

operate. Sane of these regulations and policies are directly applicable, 

such as the FCC Part 15 regulations. Others, such as the guidelines of the 

paver industry and the Utilities Telecorrmunications Council a1:xJut the use 

of carrier frequencies, are n~t binding, but do require careful considera-

tion for the purposes of system compatibility. Still others, such as the 

policies of A. T & T may not be relevant today but may be of critical 

irrportance as the use of CAS proliferates. 

4.1.1 OVerview. 

Many of the trailsmission techniques being considered as alterm\tives 

',. for the CAS system are such that their use is regulated by the FCC. This 

includes radio transmission by carrier along p::Jtler lines, external txans-

mission by radio or coaxial cable (CATV), etc. In an effort to understand 

the present regulations, and the policies likely asst.nning the vlidespread 

use of CAS, Conpu-guard arranged a meeting with a tea'1l of experts in dif

ferent functional areas fran the FCC. This meeting was held at the FCC 

headquarters in Washington D.C. on the 1st of August, 1973" 

4.1.2 Transmission from the Actuator. 

It is likely that the technique used for RF transmission from the 

actuator will involve lON p::Jtler output at frequencies beuveen 150 MHz and 

450 l-lHz. The FCC regulations related to this kind of transmission are 

covered under Part 15 (VolurrB 2 FCC Rules aDd Regulations). Under Part 15, 

no specific licensing of each actuator v.'ould be necessary, Ha;'lever, fran a 

systems standpoint, the FCC would need to be assured about the reliability 

4.1 

, 
II 
I 
I 
i 

f , 
~ 

. t 
L 

I . , 
j 



• 
ce' 
• 

• 

• 

• 

'It . 

• 

• 

• 

.-
• 

of the actuator, its relationship to the public interest, and its can-

pliance with the technical requirerrents covered under Part 15. '!he 

a,ctuator would be defined by the FCC as a 1CM-po;ver ccmmmications device. 

Such a device may be operated in the frequency bands 10 to 490 KHz, 510 to 

1600 KHz, 26.97 to 27.27 MHz, and over 70 MHz. The CAS system is covered 

'specifically under Part 15.211 which relates to transmission from lew 

p::Mer corrmunication devices operating above 70 11Hz. For devices such as 

the CAS actuator, the duration of each transmission should not be greater 

than one second and the silent pericxi between transmissions should not be 

less than 30 seconds. Tne radiated field on any frequency above 1000 HHz 

should not exceed 500 microvolts per rreter at a distance of 100 feet. The 

radiated field in any frequency above 70 MHz should not exceed the limitation 

specified in Table 4.1. 

ilie devices should be packaged such that there are no external or 

readily accessible controls which may be altered to permit operations in 

a mmner inconsistent with the provisions above. 

4.1.3 RF Reception: Internal Receiver/Relav. 
e 

The receiver portion of t..~e internal receiver/relay must also cc:rnply 

with FCC regulations. 'ilie field strength limita~ons necessary at a distance 

of 100 feet or ITOre from the receiver are the same as those in Table 4.1. 

4.1.4 Paver-line Transmission at Carrier Frequencies. 

'Ihe frequency of transmission signals along the po;ver line in the 

CAS system is likely to be in the range of 100 ·to 500 KHz (carrier frequency). 

'!he FCC does imp::>se certain limitations upon the strength of the' field at 

a distance from the paver line as this field may be a source of interference 

for other RF devices. For the frequency range beb-leen 10 and 490KHz I this 

field strength should not exceed a value of 2400 at a distance of 1000 feet. 
F(KHz) 

4.2 
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• 
FREQUENCY (F) DISTA.l\!CE FIEID STRENGl'H 

(KHz) (feet) (micro Vim) 

• 
'.10-490 1,000 2400 

F(KHz) 

510-1600 100 24000 

• F(KHz) 

• 

•• 

• 

• 
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For operations between 260 arrl 190 KHz, an alternative set of require

Irelts may be applicable: 

a. The pcMer input to the fl ;'1,al radio frequency stage should not 

exceed one watt. 

b. All emissions below 160 KHz or above 190 KHz are suppressed 20 dB 

or rrore below the unrrodulated carrier. 

c. The total length of the transmission line and the antenna does not 

exceed 50 feet. 

4.1.5 Special Tele~tering Devices. 

Since it is not yet kncmn exactly how the CAS actuator will be classi-

fied and certified, it is also worth looking at the regulations that apply 

to other special-purpose, radio frequency, low-po;ver camn.mication devices 

(~., for biorredical telerretering). Such devices may be operated without 

the duty cycle limitations of 1 in 30 so long as they are in the frequency 

• e . ........ bank of 174 to 206 .MHz. In such cases, the field strength of emission 

• 

• 

• 

e_ 
• 

of the fundamental operating frequency should not exceel 150 microvolts per 

neter at 100 feet. The hanronic and other spurious emissions falling outside 

the band 174 to 206 MHz should be suppressed by at least 20 dB belc1.V the 

level of emission of the fundarrental operating frequency. The receiver 

part of this bicxnedical telerretering device should be certified by the FCC. 

A different set of standards applies to the radio control transmitters 

used in door openers. Though it is not yet knCMIl exactly ... .mat set of 

standards will apply to the CAS actuator, it is reasonable to expect that 

sorce of the presently defined standards will at least serve as guidelines 

in the a:...:.. cification of the actuator. 

4.1.6 Special Class E Service. 

The FCC has pending before it a notice of inquiry about the availa-

bility of a new class of citizens radio service called Class E service. 
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'Ibis service is likely to be offered at about 224 r1Hz and nay prove to 

ce be appropriate for the transmission requirerrents of the CAS actuator. 

• Hc:Mever, any OCC ruling on this issue is at least one year away. The 

notice of inquiry was intrcduced by the Elec'-~nic Industries Association. 

4.1.7 RF ~ission from the External Receiver/Relay. 

• If RF transmission is to be considered as an alternative for the 

external receiver/relay, an operating license is likely to be necessary 

because of the high output power necessary for appropriate communications 

• range. The FCC has a cornprehensi ve set 9f regulations covering the opera-

tion of such devices. Though these regulations are too extensive to be dis-

cussed in this report, reference is made to Parts 89 and 91 of the FCC 

• rules and regulations. The rules applicable depend on whether the external 

. corrmunications are base to base, nobile to nobile, or base to rrcbi.1.e. 

Important note must be nade of the fact that the FCC has in fact 

allocated 4 frequenC'.l bands around 950 HHz for primary use by the alann 

industry ~ So far, the alann industry (central stations, etc.) has not 

taken advantage of the availability of these channels. One of the reasons 

• for this nay be the high cost of camnmications equiprent operating at 

this frequency. Ho;vever, there is a possibility that the use of such 

channels nay be of interest for external transmission of rressages in CAS. 

• 4.2 CABLE TV 

4.2.1 Overviev. 

One of the alternative transmission rredia that nay be used at the 

• external receiver/relay and the central station is coaxial cable. ;Jntil 

March 1972, nest of the cable TV systems installed had only a on~vay trans-

mission capability from the prQ3raIrming center to the subscriber. Ho;..;ever , 

as a result of FCC regulations intrcduced then, all cabled syste.l1S built 

and installed since must have tw::>-way transmission capability. With the 

• 4.5 
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b1O-way capability, it is pJssible to consider both the user arrl the 

YeSpOnse agent (~., police, arrbulance service, etc.) as subscribers 

cormected to the CATV Center. Alarm signals originating with the user 

are channeled through this center to the response agent. 

An exarrple of an applicable type bNo-way system based on publications 

issued by the National cable Television Association is given in Figure 4.1. 

Before the 1972 FCC ruling on the use of CNJV, there were a total of 3000 

_ .~Trr systems, with only 10 percent in the top 100 TV markets. These 

:tJ.:Uevision markets are alrrost exactly coincidental on a one-to-one basis 

with the top 100 metropolitan areas in the country. Thus, rrost of these 

systems vlere installed in rural scenarios. Since then, much higher per-

centages of all systems installed and planned will be located in these . major 

. netropoli tan areas and will also have the required b...o-way comnunications 

capabilities. This makes (,..NJ:V viable as an external commmication alternative 

,-'for CAS. Figure 4.2 gives a projection of the total nurril::>er of new or pro-

posed CNJV systems that will be located in these top 100 areas. These 

figures suggest that a total population of a.lrrost 5.5 million people in 

these areas will be connected via CNJV. Presently, CNJV systems service 

a total of 5.3 million subscribers. By 1980 this figure is expected to 

increase to a1.rrDst 30 million subscribers, representing half of all horres 

""'with televisions. Given this anticipated proliferation in the availability 

... , ..... of . .t::.NJ!Il channeLs, the critical factors which will govern the use of such 

',~' ..... ;,:c.hcronels for CAS are the reliability and cost of the chan.T'lels likely to be 

• 

• 

'-oseCi on this application. 

4.2.2 Class 3 and Class 4 CATV Channel Service. 

Either a Class 3 or a Class 4 channel is applicable for cQlrnUnications 

use in CAS. Three types of telecorrrnun.ication signals may be transmitted 

along these channels: inage signals, au:1io signals, and data signals. The 
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Figure 4.2 
T{)P-lOO .HARKET SURVEY OF 

NEW OR PROPOSED CATV SYSTEMS I 

e 
• Of 128 new or proposed systems in the top 100 markets (as of 7/1/73) 

which have received our survey form requesting ,data on construction/o?
eration dates and potential housing units/miles of plant, 74 (or 5~~) 
have responded. Summary totals appear below: 

.* 
• 

* 

• 

* 

e· 

Cateqorv I--o oerat1.on~ 1 S vstems W1.t h Construe lon C omp 1 ~ d eL..e 
COIll!."11unities 

I 

Potential Population Systems /.H.OoPo HoU. 
Served 

15 26 11,303 133,904 448,123 

1 system began operation prior to 1972, 4 in early '72, 3 in late '72 
and 7 in early '73. This catcgory involved 15 top 100 markets. 

Cateaory I I 0 -- >peratJ.ona 1 Svstems / , P ant un d er Cons t ructlon 
Systems COIllIuuni ti es M.O.P. Potential H.U. Population 

Served 
'30 58 6,358 706,719 2,296,511 

3 systems began operation prior to 1972, 4 in early '72, 3 in late '72, 
15 in early '73 and 4 in late '73. Construction is due to be completed 
on 10 systems in l~te 173, 4 in early '74, 2 in late 174 and 3 in 175. 
'~is category involved 28 top 100 markets 

C t a eao~ III S t --i'lS ems U d n er C ons t rue lon 
Systems Communities !-l. o. P. Potential H.U. . Population 

Served 
20 41 5,330 660,634 2,246,968 

14 systems are scheduled to begin operation in lOlte 1973, 4 in early 
174 and one in late '74. Construction is due to De completed on 8 
syst~"11S in late '73, 5 in early '74, 3 in late 174 and 3 in '75. 

• This category involved 18 top 100 markets. 

* 

• 

ee 

e 

C t a eaorv IV S t --iys e.'11S PI anne d b t u no t _yel.. c1 un .er C ons t ruc t' lon 
~ystems Communities H.O.P. i Potential H.U. Population 

Served 
9 10 1,177 I 103.830 446,961 

8 systems are scheduled to begin construction in late 1973, 1 unknm .. 'l1. 

Construction is due to be comuleted on 1 svst~'11 in late '73, 1 in . -
early '74 and 4 in late '74. Operation is to begin for 2 systems in 
late '73 and 4 in early '74. This category involved 5 top 100 .markets 

l/Proposed new systems which have received Certificate of Compliance 

from the FCC since inception of the ce.rtificate requirement 
4.8 
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distribution of the data signal for CAS purposes may be point to point. 

(!::.9:" residential user to police) or nn.1lti-point to po~ (e.g., institu

tional user to errergency response agent). The signals would be transrni tted 

in real t.irre and t.~ flew of data could be either unidirectional or bi-

directional. The regulations covering the use of Class 3 and Class 4 

channel services are covered under Section 76 of the FCC code. 

Presently, subscribers pay an average of about $5. 00 a rronth for CATV 

services. This figure is expected to rise to $15. 00 per rronth for added 

services. Thus the rrarginal cost of providing a special comnunications chaIlne1 

for CAS is srra1l only if the user already has a cable installed for other 

purposes. Otherwise, the conmunications cost would be excessive, relative 

to the cost targets established for CAS operation. Another factor which 

should be investiqated in Phase II of this project is the cost of the inter-

face beuveen the CAS internal system and the cable termination hardware 

" at the users end. Further inforrna.tion on the state-of-the-art in CXl'V and 

its effect on the developrrent of CAS will be covered in a study of can-

nnmications technology in Phase II. 

4. 3 peWER LINE ro~·lUNICATIQ.\fS 

For external pc::Mer-line comnunications, in addition to the FCC regula

tions (which are not hard to conply with), attention must also be given to 

the guidelines established by the pJWer utility carpanies for signal trans-

mission. Presently many utility companies do use carrier frequency signals 

on high voltage pcwer lines. The primary function is usually protective 

:relaying. Supplerrental functions may include telerretering, such as the 

nonitoring of derrand rreters, the switching of circuit breakers, and the 

reading of volt rreters and rrega"\'latt meters. The frequencies no:rnally used 

are generally between 30 to 300 KHz. Each channel m:::x3.ulated onto t.'1e carrier 

is usually a narro;'l-band channel with a band width of 1000 Hz or less . 
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In an effort to maximi 7:e the total nurrber of camn.mication charmels on the 

total pcMer system, the carrier frequencies are usually trapped on each line 

~ection wi thin the system; Thus, the sarre frequencies nay be used on 

different line sections. 

While there are no regulations which prohibit the use of carrier 

signaling on external p:Mer lines for security carmunications, the present 

use of carriers for supervision and control limits the range of frequencies 

that may be used. Figures 4.2 and 4.3 indicate the carrier frequencies used 

by two different pc:1\ver systems on 765 kv lines for different applications. 

Additional applications that are likely in the future include. automatic 

meter reading, distribution system rronitoring I ru'1d the switching of p::1Ner-

factor equiprent. Corrpu-guard is in close touch with the American Electric 

Pewer Conpany (one of the largest utilities in the united States) I and with 

the Utilities Teleconmunication Council. As soon as additional info:r:nation 

'- ......... is available on the frequency spectrum likely to be used by the pa.ver 

industry, arrangements may then be ~vorked out to have camn.mication channels 

• 

• 

• 

e_ 
• 

available for the transmission of alann signals. Regardless of the carrier 

frequencies used, it seems likely that narrcw band transmission will be 

considered preferable. This will naturally limit the speed with whir.;h 

inforrration hits can be transrni tted down the line. 

4. 4 TELEPHONE LINE co..~:1UNIC.Z\.TION 

Traditionally, the alann industry has used telephone lines extensively 

in connecting ala:r:m systems located in users premises to the central station. 

In Irost cases, the circuits used are not voi:=e-grade lines but rather metallic 

30 baud lines or the kind of party lines used by I·k:Culloh circuits. As the 

use of these two kinds of lines has proll r,;erated, telephor.:e utilities have 

been faced with the problem of supplying these lines. The use of such lines 

is not only very poor from a cost-effectiveness standpoint and a reliability 

4.10 
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standpoint, but also t:1e IX: signals transmitted in a cable pair within 

a trunk may cause significant cross-~~;uk and therefore interfere with 

neighboring cable pairs . Given these problems I the telephone utili ties 

appear to be heading in a direction CMay from the use of metal lines and 

M:Culloh lines and tcM'ards the use of voice grade -telephone lines. For 

example, in sorce regions of the united States, the availability of direct 

lines is no longer assured: but rather the supply is on an "as available" 

basis. In other regions, central stations have been notified that the 

servicing of already-installed lines is subject to change with 90 day 

notice. As a third factor mitigating against the use of these lines, the 

rates for such lines are on the rise. 

Based on this appreciation of the situation in the industry, Crn1pu-

,guard feels that tile preferred approach is that of voice-grade telephone 

lines. Four different classes of voice-grade lines are available for the 

("... transmission of data. Class I channels are tUlconditioned and suitable .~:. " 

for transmission speeds of up to 75 baud, but are not sui table for AC 

tone transmission. Class 2 channels, also not suitable for AC tones, allay 

• . up to 150 baud. Class 3 channels may he conditioned or tUlconditioned. 

-
• 

--

Unconditioned lines allCM AC signaling wi min a bandwidth of 30 to 280 Hz. 

Conditioned lines allCM an increase in this frequency range up to 3200 Hz 

. and also provide irrproved perfonnance on parameters such as delay distortion, 

etc. 

Any interface equipment presently coru1ecte1 to voice grade telephone 

lines must '!l5e a Bell system coupler. Proposed rule changes by the FCC may 

Irake the use of such a coupler tU1l1ecessary in the futt'.'!:'c. 

4. 5 COi\1CLUSIOiJS 

a) For the :i.rru:rediate future, the actuator will not need to be 

specifically licen.sed by the FCC. This irrplies that it must transmit at 

• 4.11 
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frequencies above 70 NHz, 'in conpliance with Part 15 of the FCC 

regulations. 

b) The actuator lTD..lSt rreet FCC duty-cycle require.l1eI1ts of 1 in 30 

i.e." each second of transmission to be follaved by 30 seconds of silence. 

This inplies that the coded identification message stored in the actuator 

nrust be transmitted repeatedly in less than one second. 

c) At sorre point in the future I FCC approval r:E.y be desirable for the 

allocation of specific frequency bands for the use of CAS. 

d) The use of carrier frequencies on internal l,XM'er-li..'1es is not 

lik~ly to present any major problems with either the FCC or the utilities. 

e) The use of external p;:uer lines for carrier transmission of CAS 

inforrration is feasible, but the choice of frequencies needs to be worked 

. out jointly with the Utili·ties Telecommmi,cations Council. 

f) The use of coaxial cable is presently limited to a very small 

fraction of all urban applications. This fraction is expected to increase 

rapidly in the next 10 years. 

g) The use of coaxial caJJle for CAS will be cost-effective only 5.f 

, the user aJ.ready uses the cable for lV or other purposes. 

h) Based on the manner in which coaxial cables are generally laid and 

installed, they present an attractive alternative as a rreans for t.he external , 

. relaying of inforrration for the outdoors use of a CAS-type system (e.g., street 

comers I parks, etc.). 
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SPECIAL POLICY CONSIDERATIONS 

5.1 LEGAL ISSUES RELATIVE 'IO CAS USAGE 

To understand rrore fully the questions concenring the legal liability 

of installers or noni tors of CAS-type alann signals, the existing central-

• station industry may be considered as a rredE.:l. 

Historically, there has been a conflict between the alann industry 

on the one hand, trying to keep cost d~, and the user on the other hand 

• feeling the alann canpanies have liability for losses incurred due to 

failure of the alarm service. 'Ibis conflict has been resolved to a large 

degree in the folla.·,ing manner: 

• 1) The insurance c;orrpanies recognize nonitored alann systE:l-:lS through 

.the granting of premitnn discounts of 20 to 70% depending on the type of 

service. This in itself is recognition of the fact that alarm service is ·e . , not perfect since obviously the premiums wuuld be zero, if the service 

were perfect. 

2) The alann canpanies have kept their service rates 10.'; by specifically 

e. 
stating that they are not insurers and are not liable for failure in 

service. This approach is na..; discussed further. 

In some early court decisions where alann companies had used a dis-

• . claimer clause, the courts either rules against the alann canpanies, or 

found them partially liable. Because of this, the disclairrer clause was 

6'nbellished with a further statement limiting the liability to some specific 

• dollar figurei usually an amount equal to approximately 6 months of service 

under a lease-maintenance contract. Later, still another clause was added, 

which while affirming the fact that the alann canpany was not an insurer, 

offered an option to the user to purchase liability coverage.· Finally, 

because of s~ of the court I s rulings concerning "fine print clauses," the 
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indusb:y either prmted t..'1eir exculpatory clause in bold type, or IPade 

specific reference to it near the client's signature. 

We see then the evolution of the exCUlpatOl:y clause which is used 

fairly generally t.1rroughout the alann industry. The pertinent paragraphs 

are narked on the attached sample, Figure 5.1. 

It is concluded that in order to keep costs to the average citizen to 

a minimum, the system installer, and the res:r;:onse or Ironi toring agent must 

be free of liability claims. Here it is worth noting the value of an 

accreditation and leasing agency; such as, Undenvriters' Laboratories, Inc. 

While it is possible for inept installers to get into the business, it 

is difficult for them to becane accredited, and even rrore difficult for 

them to stay in business if they are not performing on a generally satisfacto~'Y 

basis. 

In conclusion, it is felt that the installers and rronitoring agents for 

" CAS should use the existing alann carpany' s approach to liability, and that 

the application of a viable accreditation and :r;:olicing agency be invoked. 

5.2 CRITERIA FOR CAS CE...1U'IFlCATlOi.'l' BY UNDERh'RITERS LABORATORIES, IN::::. 

5.2.1 Overview. 

CAS is a system which will be used by a wide variety of people in a 

wide range of physical environments. One of the major factors in the 

acceptance of the system by the general public may lie in the perceived 

credibility of the system. Credibility here is used as a catch-all term to 

include all issues related to the sale, ins,tallation, servicing and rronitoring 

of the system. Included also are the issues of liability in case of system 

failure. While Section 5.1 above has generally coverea. the legal issues; it 

is reasonable to expect that the accreditation of the system by a nationally 

knCMl organization may contribute much to the accpetance of the system. 

Presently, Undenvriters Laboratories, Inc. is the best knCMl organization 



• 
ceo .. ,--- .- -

• 

e_ .. , 

• 

• 

• 

• e 

• 

- . 

::-.. .. -

5.3 

;1 
'" . " 
:1 ., 
11 

:1
1 

~ 

1 
I 
; 



I 

! 

• 
, eel 

• 

• 

• 

• 

for the accreditation of burglar-alarm systems. '!hE::: value of their 

approval of a particular central station and a particular field system is 

reflecte:i clearly in such things as reduced insurance premiums to users, 

greater likelihood of adequate system perfoDTBnce, etc. Given that 

Undenn:iters Laboratories has become a major and respected burglar-alarm 

accrediting agency, it becorres necessary to consider the value of getting 

CAS similarly certified. This would involve a clear understanding of 

Underwriters Laboratories requirements and procedures, so that appropriate 

parameters may be taken into aCCOlli"1t in CAS ha.rdv,are and so£blare design. 

With this in mind, Corrpu-guard arranged a rreeting with the Underwriters 

Laboratories staff, at their headquarters in Northbrook, Illinois. 

5.2.2 Underwriters Laboratories Accreditation Rationale. 

'lhe Underwriters laboratories, Inc. has a special unit which deals with 

burglary protection devices and systems. This group has developed oompre

_-it '", hensive standards in a variety of aJ:'9as related primarily to property 

protection and to SOlTiS extent in hold-up situations. These include the 

.' 
• 

• 

• 

follaving standards: 

U.L. 636: 

U.L. 609: 

V.L. 611: 

U.L. 1023: 

U.L. 985: 

U.L. 864: 

Bold·-up alarm units and systems. 

Local burglary alarm units and systa'11S. 

Central station burglary alarm units and systems. 

Household burglary alarm system units. 

Household fire Vlaming system units. 

Control units for fire-protective signaling systems. 

U.L. has not developed any specific standards for systems similar to CAS. 

HONever, many of the standards that have been developed and reported in 

the aboVe publications are applicable in the sense that they Vlould be a 

gUideline used by the U.L. staff in detennining the :fX)ssibility of accredita-

tion of CAS. The U.L. staff was given a corrprehensive description of the CAS 

5.4 



• 
c_ 
• 

• 

• 

• 

.e· 

• 

I. 
• 

• 

system, including the technology and the ccrnponents likely to be used, 

and the signaling techniques that are being considered as alternatives. 

~ollCMing this, a number of irrlividual points relative to U.L. approval of 

CAS were considered. 

1) U.L. did not see any major problem in the use of carrier currents 

over p::Mer lines. 

2) It was suggested that any electrical, non-electronic cOll1pOnents 

used in the receiver/relays (such as power cords, plugs, etc.) should be 

of a type already approved by U.L. It was suggested that if a po'.-ler cord 

were to be used in connecting the internal or the external recei. ler/relay to 

the }?:Mer line, a SP2 cord or SPT2 cord could be used. 

3) U.L. requires that the total corrmunication time between the 

triggering of the syste...'1l and the receipt of the emergency r.1essage at the 

central station should not exceed 90 seconds. Since the expected response 

tirne of the alann message frorn the CAS actuator to the CAS ce."1tral station 

is likely to be of the order of 10 seconds, this suggests t.~at the CAS 

total signaling time is alrrost an order of magnitude belc1;o1 the U.L. 

requirements . 

4) The actuator which will send an RF signal to the internal receiver/ 

relay is not likely to be supervised in the CAS system. Discussion on 

this point suggests that U.L. may not be critical alxmt the supervision 

requirements of the actuator so long as the reliability of transmission 

between the actuator and receiver/relay can be successfully established. 

5) Relative to }?:Mer line camnunications, U.L. needs to be assured 

that there is no possiliility of a power voltage appearing on the case or 

any other component such as to create a hazard or cause device failure 

or po.'ler-line short-circci t. 
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.6) Any printed circuit board used within the system should be at 

least 1/16 of an inch thick and should withstand a dielectric test of 

l:?40 volts. 

7) At the external receiver/relay, any connections to the p:Nler line 

or to the telephone line should be such as to resist attack. Both the 

internal and external receiver/relays should be able to transmit rressages 

through even when under attack and should resist attack for about one 

minute. 

8) If an audible alann is used at the external receiver/relay, it 

should be rrounted in protective housing that resists attack for about two 

minutes. Also, the audible alarm Im.1St be clearly distinguishable from other 

soupds likely to be encountered in the physical environrrent. It was 

suggested that different types of audible sounds be used to annunciate the 

existence of different kinds of emergenC'J situations. The audible alarm 

-e " should have an acoustic intensity of at least 85 dB at 10 feet. 

• 

• 

• 

• 

9) U.L. Has put out public listings of comp:ments which have been 

recognized as acceptable. These Ll1clude relays, printed circuits, material 

for packages (e.g., plastics, sheet metal), etc. To the extent possible, 

these recognized components should be used in the assembly of CAS devices. 

For exarrple, if plastics are used, the SED grade is acceptable. Iv1any 

canponents which are not listed by U.L. I such as integrated circuits, 

batteries, etc., should :rreet mi.nirnu:u standards of pe.rfonnance for accepta.bility . 

. 10) If the p:Nler lines within a building are electrically distributed 

through rrore than one phase, then for proper carrier signaling through power 

lines it is necessary to connect these phases through high-pass filter 

circuits (e.g., a capacitive shunt). This provides electrical isolation of 

the different phases at ];X)der frequency (60Hz) but continui"ty of the signaling 

circuit (e.g., 100 KHz and over) • U.L. is concerned about the filter circuit 
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and. would like to be assure::1 that the use of such circuits 'WOuld not cause 

a short circui't across the pc:Mer line. 

11) In tenus of the transmission link bebveen t..'l1e external recei veri 

relay and the central station, U.L. would approve any supervised link. This 

would include supervision along dedicated voice-grade telephone lines, 

coaxial cable, hard-wire, etc. HCMever, the use of the regular switched 

telephone network (which is the lCMest cost technique for hares and sane 

buildings) would be acceptable only if the user/s SystCi11 could be supervised 

adequately. 

12) U.L. would be interested in insuring that radio frequency use::l by 

the CAS actuator would not cause interference with signals transmitted by 

RF canponents in existing burglar-alann systems and devices. 

13) U.L. would also like for the carrier frequencies used on p::A..;rer lines 

by the internal receiver/relay to be spaced sufficiently distantly from the 

" frequencies used by intercom systems which also use the PJ.'ler lines as a 

corrmunications link. 

Based on this evaluation· of requirerrents, Compu-guard feels that the 

various canponents of the CAS system could be designed to rreet U. L. standards 

without any major changes in concept, kind of technology used, or packaging. 

Systems approval by the Underwriters Laboratores is likely to have a beneficial 

,impact on its acceptability by the public. 

5.3 AIARtvi ORDnmNCES 

As a result of the rapid increase in the use of alann and signaling 

devices by the public for security protection, there has been serre concern 

about the problems caused to the public safety organizations such as the 

police. Lacking any effective regulation pertaining to the quality of 

hardware, installation service, or rronitoring service, the police have found 

themselves impotent to deal \..;rith the problems of false alarms and the abuse 
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of security systems. Jl,s a result, many cities have atten'pte::1 to cope with 

the problem by passing ordinances limiting the use of alarm systems. Presently 

these ordinances apply only to digital dialers and burglar alarm systens, but 

nore carprehensi ve ordinances are expected in the near future. Their relevance 

to CAS is very clear. 

The CAS concept seems to be appealing to police depart:rrents i this nruch 

is clear from the meetings held by Compu-guard with police officials in many 

cities. HCMever, unless adequate safeguards are built into system design, 

the abuse of CAS could lead to a situation in which the police and the city 

would be pushed into limiting CAS usage. It is therefore useful to examine 

existing and prop:::>sed ordinances as a rreans of preventing such problems as 

may relate to CAS. Ordinances from five cities, rrodel legislation proposed 

by the Rand Corporation for the installation and use of burglar alann 

systems, and a very corrprehensi ve rrodel "police alanns II ordinance proposed 

., by the International Association of the Chiefs of Police have all been 

examined and considered for their relevance to CAS design and operation. 

5.4 CONCLUSIONS 

a} The legal issues related to the use of CAS do not appear to pose a 

major problem. The approach suggested for consideration is that presently 

used by central station operations with users of burglar alarm and hold-up 

systems. 

b) Prel:i.minary indications are that a CAS system, with appropriate 

design rrodifications, may be acceptable to Underwriters Laboratories, Inc. 

for accreditation pw:poses. Such an accreditation may be desirable to 

enhance the acceptability of the system by the lay public. 

c) The i.."Tlpact of ordinances being introduced in several cities 

relative to the restricted use of burglar alarm systems has been examined 

for relevance to CAS. No maj or conclusions ""ill be p:::>ssilile until a 
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large-scale field test of the' CAS system has been conducted. Such a bast 

will be necessary to establish the credibility of CAS with municipalities, 

police depa.rt:ments, etc • 
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ANALYSIS OF REGtJIATIONS AND POLICIES 

5 a Introduction 

Prior to t.he final design of the CAS hardware and software , it is jmportant 

to consider the regulatory framework within which CAS :must operate. ScIre of these 

regulations and policies are directly applicable, such as the FCC Part 15 regulations. 

Others, such as the guidelines of the J:XMer industry and the Utilities Tele-

cx:::mnunications Council arout the use of carrier frequencies, are not binding I 

but do require careful consideration for purposes of carpatibility. Yet others, 

such as the policies of AT&T may not be relevant tcxlay but may be of critical 

importance as the use of CAS proliferates. 

5 .1.1 OVervi~v 

Many of the transrrd.ssion techniques baing considered as al ternati ves for the 

CAS sys'tem are such that their use is regulated by the FCC. 'lhls includes radio 
..... : 
transmission from t..'1e carrier along IXJ"veI' lines, e."Cternal trans..TTIi.ssion by radio 

or coaxial cable (CA'lV) 1 etc. In an effort to understand the present regulations, 

and thE:! policies likely assuming the \videspread use of CAS, Canpu-guard arrangErl 

a meeting with the team of experts in different functional areas fran the FCC. 

This meeting was held at the FCC headquarters in Washington D. C. on the 

Is·t of August, 1973 and was chaired by Mr. Garlan, Chief of the RF Devices 

Branch of the FCC. Also representing the FCC at that meeting were 1·k". Murray 

(RF Devices Branches), l1r. 'furner and Hr. Brumbaugh (Safety and SfeCial Radio 

Services Branch), and ~1r. r.bnroe (CS'IV Bureau) the :irnp3.ce of FCC regulations 

and policies on develo:t:rnent of CAS is nCM presented • 

.5.1.2 Transmission from the Actuator 

It is likely that the technique used for RF transmission from the actuator 

will involve lav p:JWer output at ·frequencies beb-leen 150 HHz and 450 HHz. 

The FCC regulations related to this kind of trans:nission are coverErl under 
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pa.r:t 15 (Volume 2 FCC Rules and Regulations). Under pa-:::t 15, no specific 

Cit' licensing of each act:ua-tor v.;ould be nece.ssm:y, h:::Mever, from a systerns standpJint, 

• tile -FCC would need to be assured. aJ::cut the reliability assurance of the actuator, 

its relationship to the pubiic interest a.rrl its canpliance with the tecrnical 

reguirerre.l-lts covered under part 15. The actuator would I:e defined under section 15 

• as a low pcr ... ;er corrmunications device. Such a device nay be or:;erated in the bands 
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• 

• 

• 

• 

• 

10 to 490 KHz, 510 to 1600 KHz, 26.97 to 27.27 MHz, and over 70 MHz. The CAS 

system is covered under p:Lrt 15.211 which relates to transmission fran 10\.,. :r;otrer 

ccmnunication devices operating above 7 a MF..z. For devices such as the CAS 

actuator, the duration of each transmission should not be greater than 0ne second 

and the silent pericx:l 'bebveen transmissions should not be less than 30 seconds • 

The radiated field on any frequency above 1000 MHz should not exceed 500 

microvolts per meter at a distance of 100 feet. The radiated field in any 

frequency above 7 a MHz should not exceed the l:i.rPi tation specified. in Table 5.1. 

-, The devices should be packaged such that there are no external or 

readily accessible controls which may be attached to penni t operations i..."1 a rranner 

consistent with the provisions aJ::ove. 

.:~.1.3 RF Reception: Internal Receiver/Relay 

The receiver portion of the internal receiver/relay must aslo ccroply with 

FCC regulations. The field strength limitations necessary at a distance of 

100 feet or rrore from the receiver are the same as those in Table 5.1. 

5.1. 4 fu\rer-line Transmission at Carrier Frequencie!:~ 

The frequency of transmission of signals along the p;::1l'ier line in the 

. CAS system is likely to be in the range of 100 to 500 KHz (carrier frequency). 

The FCC does irrpose certain limitations upon the strength of the field at a 

distance from the p::lt.;er line as this field nay be a source of interference for 

other RF devices. For the frequency range betv,~een 10 and 490 KHz, this field 

strength should not exceed a value of 2400 at a distance of 1000 feet. 
F(KHZ) 
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For operations between 160 and 190 KHz, an alternative set of requirar.ents 

may re applicable: 

a. The pJi.ver input to the final radio frequency station should not exceed 

one watt. 

h. All emissions belo;-rl60 KHz or ab::Jve 190 KHz are suppressei 20 dB or 

nore DelOi.v the unrrodulat.ed carrier. 

c. The total length of the transmission line and the antenna does not 

exceed 50 feet. 

5.1. 5. Special Telerrerering Devices 

Since it is not yet knavID. exactly how the CAS actuator will be classified and 

certified, it is also \'7Orth looking at the regulations that apply to other special. 

pt..n:pOse, radio frequency, 1CM-p<:J\ver corrmunication devices (e. g . I for bicmedical 

te1emetering). Such devices may be operatec1 without the duty cycle 1:irnitations of 

1 m 30 so long as they are m the frequency band of 174 to 206 HHz. In such 

cases, the field strength of emission of the fundarrental operating freque.ncy should 

not exceed 150 microvolts p=>...I m=ter at 100 feet. The harrronic and other spurious 

emission fallmg outside the band 174 to 216 HMz should be suppressed by at least 

20 dB belC1.v the level of emission of the fundamental operating frequency. The 

receiver pa.rt of this biomedical te1s--retering device should be certified by the FCC. 

A different set of standards applies to the radio control transmi tte.rs Used 

in door openers. Though it is not yet knCMn exactly vmat set of standards will 

apply to t.he CA.S actuator, it is reasonable to expect that scme of the presently 

defined standards will at least serve as guidelines in the certification of the 

actuator. 

5.1.6 Special Class E Service 

The FCC has f€P..ding before it a notice of inquiry aJx)ut the availability 

of a new class of citizens radio service calle:i CLass E service. This service 

is likely to be offered at a1:x:>ut 224 MHz and nay prove to be appropriate for the 
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transmission requirement of the CAS actuator. H:Jwever, any FCC ruling on this 

issue is at least on year away. The notice of inquiry was :i.ntrcduced. by the 

Electronic Industries Association • 

5.1.7 RF Transmission from the External Heceiver/Helay 

If RF transmission is to be considered. as an alternative for the external 

receiver/relay, an operating license is likely to be necessary because of the • • 

• 

• 

• 

• 

high output p:lVler necessary for appropriate corrmunication range. The FCC has 

a comprehensive set of regulations covering the operation of such devices. Though 

these regulations are too extensive to be discussed in this report, reference is 
, 

made to Parts 89 and 91 of the FCC rules and regulations. the rules applicable 

depend on whether the external conmunications are base to base, rrobi1e to IIDbile, 

or base to rrobile. 

I:mfx.:>rtant note ImlSt be made of the fact that the FCC has in fact allocated. 

4 freque1"1CY bands around 950 f:.1Hz for prir.'ary use by the alarm i.11.dUStry. So 

far, the alann industry (central stations, etc.) has not taken advantage of the 
"-

availability of these channels. One of the reasons for this may be the high 

cost of conmunications equir:rnent operating ut this frequency. HOVvBver, there is 

a possibility that the use of such channels may be of interest for external 

transmission of messages in CAS. 

5.2 Cable TV 

5.2.1 OVerview 

One of the alternative transmission ,rredia that may be used. at the external 

receiver/relay and the central station is coaxial cable. 1 Until f:.1arch 1972, rrost 

•. of the cable TV systems installed had only a one-\Vcty transmission c~pability fran 

the programning center to the subscriber. However, as a result of FCC regulations 

introduced tllen, all cabled. systems built and installed since must have b.~u-\vay 

transmission capability. With the b;o-i,vay capability I it is J;X)ssilile to consider 

both the user and the response agent (e.<1., rnlice, ambulance service, etc.) as 
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subscribers connected to the c:NJY Center. Alann signals originally with the 

Ce 
• 

user are channeled through this center to the resp:mse agent. 

An example of an applicable type. b..-o-v.ay S',t-stem Dased on publications 

issued 'by the National Cable Television Association is given in Figure 5.1. 

Before the 1972 FCC ruling on the use of c:NJV, t..'here were a total of 3000 

• CNJV systems, with only 10% in the top 100 'IV markets. These television 

markets are aJ..nost exactly coincidental on a one-to-one basis with the top 100 

netropolitan areas in the country. Thus, rrost of these systems ..... 'ere installed 

• m rural scenarios. Since then, much higher percentages of all systellS installed 

and planned wri.ll be located L."1 these major :rretror:olitru""1 areas and will also have 

the required t.v>o--.. vay conm.mications capabilities. This makes CKJ:il viable as an 

• exterior corrmurrication alternative for CAS. Figure 5.2 gives a projection of 

the total num1::;er of new or proposed CKJ:il systems that will be located in these top 

100 areas. These figures suggest that a total PJpulation of alrrost 5.5 IPillion 

~_ .p=ople in these areas will be connected via CA'IV . Presently, CJl{JV systems service 

a total of 5.3 million subscribers. By 1980 t..'his figure is expected to increase 

to alrrost 30 million subscribers, represent..ing half of all homes with televisions. 

•. Given this anticipated proliferation in the availability of CNrV channels, 

the critical factors which will govern the use of such channels for CAS are the 

reliability and cost of the channels likely to be used on this application. 

i • 5.2.2 Class 3 and Class 4 CATV Channel Service 

• 

Either a Class 3 or a Class 4 channel is applicable for cammuncations use 

in CAS. Three"t::yJ;es of telecQ1TCl1.lIlication signals may be transmitted along these 

channels: lirag:e signals, audio signals, and data signals. The distribution of 

the data signal. :for CAS purposes may be point to point (e.g., residential user to 

police) or multi-point to point. (e.g., institutional user to e:rrergency resronse 

• e agent). The signals would be transmitted in real time and the fl~., of data could be 

either unidirectional or bid':.-r:ectional. The regulations covering the use of Class 3 
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• and vlould like to be assured that the use of such circuits would not cause 

a short circci t across the p:Mer line. 

11) In terms of the transmission link between t.~e external receiver/ 

relay and the central station, U.L. would approve any sur:ervised link. nus 

would includ3 supervision along dedicated voice-grade telephone lines, 

• coaxial cable, hard-wire, etc. Hc::wever I the use of t.~e regular switched 

telephone network (which is the lc::west cost technique for homes and same 

buildings) would be acceptable only if the user/s system could be supervised 

• adequately. 

12) U.L. would be interested in insuring that radio frequency used by 

the CAS actuator would not cause interference with signals transmitted by 

• RF canponents in existing burglar-alann systems and devices. 

13) U.L. would also like for the ca...--rier frequencies used on pcwer lines 

by the internal receiver/relay to be spaced sufficiently distantly frQu the 

e .• frequencies used by intercom systems which also use the p:::Mer lines as a 

corrmunications link. 

Based on this evaluation' of requirements, Cornpu-guard feels that the 

• . various carq;onents of the CAS syste.l11 could be designed. to rreet U. L. standards 

without any major changes in concept, y,ind'1' of technology used, or packaging. 

• 

• 

• 

Systems approval by the Underwriters Laboratores is likely to have a beneficial 

u~ct on its acceptability by the public. 

5.3 ALARM ORDINANCES 

As a result of the rapid increase in the use of alar:n and signaling 

devices by the public for security protection, there has been some concern 

about the problems caused to the public safety organizations such as the 

police. Lacking any effective regulation pertaining to the quality of 

hardware, installation f5e.rvice I or rroni toring service, the police have found 

themselves irr1p:)tent to deal with the problems of false alarms and the abuse 
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of security systems. As a result, many cities have attempte:i to cope with 

the problem by passing ordinances limiting the use of alann systems. Presently 

these ordinances apply only to digital dialers and burglar alann systems, but 

rrore cClTpreheusi ve ordinances are expected in the near future. Their relevance 

to CAS is very clear. 

The CAS concept seems to be appealing to r:olice depa.rtrreri.ts; this much 

is clear from the meetings held by Cornpu-guard with r:olice officials in many 

cities. Hcwever, unless adequate safeguards are built into system design, 

the abuse of CAS could lead to a situation in which the r:olice and the city 

would be pushed into limiting CAS usage. It is therefore useful to examine 

existing and pror:osed ordinances as a means of preventing such problems as 

may relate to CPS. Ordinances from five cities, rrcdel legislation proposed 

by the Rand Corporation for the installation and use of burglar alann 

systems, and a very corrprehensive m::del "police alanns" ordinance pror:osed 

by the International Association of the Chiefs of Police have all been 

examined and considered for ti1eir relevance to CAS design and operation. 

5.4 CONCLUSIONS 

a) The legal issues related' to the use of CAS do not c...tJpear to pose a 
-r 

major problem. The approach suggested. for consideration is that presently 

used by central station operations with users of burglar alann and hold-up 

systems. 

b) Preliminary indications are that a CAS system, with appropriate 

design m::difications, may be acceptable to Underwriters I.a.l:oratories, Inc. 

for accreditation purJ.:Oses. Such an accreditation may be desirable. to 

enhance the acceptability of the system by the lay public. 

c) The irrpact of ordinances being introduced in several cities 

relative to the restricted use of burglar alann systems has been examined 

for relevance to CAS. No major conclusions will be r:ossible until a 
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and Class_ 4 channel services are cove..red under section 76 of the FCC cexle. 

Presently I subscribers pay an average of about $5.00 a rronth for CKJV 

services. This figure is expected to rise to $l5. 00 per .mJnth for added services. 

Thus the marginal cost of providing a special ccmnunications channel for CAS 

is small only if the user already has a cable installed for other purp::>ses. 

otherwise, the cormnmi.cations cost vx>u1d be excessive, relative to the cost targets 

established for CAS operation. Another factor which should be investigated in 

Phase 2 of this project is the cost of the interface bebveen the CAS internal 

system and the cable termination hardware at the users end. Further inforrration 

on the state-of-the-art in CKJ!V and its effect on the develofrnent of CAS is 

covered in the section on commmications technology. 
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THE PHYSICAL ENVIRONMENT AND THE NEED FOR CAS 

6:1 INTRODUCTION 

In the norrral course of a typical day, the average urban resident 

spends between 50 and 70 percent of the total period within a structure of 

sare type, be it a house, office, factory or institution. 1 The quality of 

life, a Subjective rreasure at best, can be reasonably said to vary widely 

across the United States. If "quality of life" is defined by economic 

factors, and housing stock data, without the inclusion of other rrore empirical 

sociolog-ical rreasurerrents, a direct and negative correlation seems to 

exist beu.;een it and the rate of crime. As centers of FOverty, unemployment, 

and to sane extent high density2 are spread across the urban environrrent, So' 

"too are the incidents of criminal and illegal activity, generally with the 

same epicenters. 

Recently, research has been Thldertaken by Peek, Ne.wman, Proshansky, 

Jacobs and others in order that the effects of architecture, urban design, 

and the juxtaFOsition of one uFOn the other upon the existing fabric of human 

activity within the city could be more clearly assessed. ~'ill.ile this work is 

still in its infantile stages, it appears that building and urban rrorphology 

do indeed play a part in a person's perception of himself, and in the 

perception of the individual by others. The work of Newrran in this regard 

is gennane: "Architectural design can make evident by the physical that an 

area is the shared extension of the private realms of a group of , individuals. 

Design can make it fOssible for roth inhabitant and stranger to perceive 

1 United States Census 1970, Department of Co.'1ID2rce, united State Goverrurent 
Printing OffiL-e, ~1ashington, D.C., a coiTcpilation of data by the author. 

2 Sociolog-ists have yet to sha..; that there are intrinsic problems with high 
densities, the reverse is ha.·iever also true. Tne econor:ri.cs of land al1d 
construction often dictate that high density buildings replace ti.r.e--\~·orn laver 
density buildings in a given urban area. Lacking rrore concrete sociological 
data than has hitherto fore been gathered, economic factors are generally 
controlling. 
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that an area is under the influence of a particular, that they dictate ce the activity taking place within it, and who the users are to be. This 
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can be made so clearly evident that residents will not only feel confident, 

but that it is incurrbent upon them to question the comings and goings of 

people to ensure the continued safety of the defined areas. Any intruder 

will be made to anticipate that :his presence ",lill be under question, and 

open to challenge; so much so that a criminal can be deterred from even 

contemplating entJ::y." 3 

•• Few new residential buildings are built to the al::::ove criteria. Those 
I 

• 

-e --., 

. -
• 

• 

--
• 

which have been built ''lith those spatial concepts in mind are quite success-

ful in fostering a community which provides a sense of mutual protection; 

examples which carre readily to mind are Chatham Village in Pittsburgh, and 

-Radburn in New Jersey. While the final data is not yet in, Columbia, 

Ma.J:yland and Reston, Virginia seem to be successful in this and other respects. 

Unfortunately, rronetary restraints 1 zoning and building codes, and a 

popular lack. of empathy with the problem do not allcw for wholesale changes 

in those buildings which do not conform with man's territorial require-nents • 

Of the small arrount of research contemplating the interface between 

man, his structures, and his society, the vast majority has been empirical and 

centered upon residential use. "No one has ever deliberately designed build-

·ings or urban areas to foster crime and induce fear. Yet, in a number of 

respects, the architecture of A'Irerican cities does both. The design of housing 

in this countJ::y, Ada louise Huxtable has written, has derronstrably increasErl 

tendencies tc:Mard crirre, violence, and social isolation, at a social and 

nonetary cost that is insupportable.,,4 

3 . Defensible Space, Oscar Ne:.vrran, The Macmillan Co., New York, N. Y . , 
1972, pp 2-3. 

4 Residential Security, Security Planning Corp., National Institute of La-w 
Enforcement and Criminal Justice, rEM, United States Gove.rnrrent Printing 
Office, \vashington, D.C., April 1973, pp 90-91. 
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" ~s attitude is beginning to shall signs of change as planners and 

design professionals becoIre more aware of the probable social ramifications 

of a given building type. HCMever, the social sciences have yet to reach 

the stage where the benefits to the individual or to society of a particular 

• .georretric configuration in a living, working, or institutional environrrent 

can be well enough calculated to offset the additional cost of providing 

a given design. As many tirres happens, the municipality, the corporation, 

• and the entrepreneur pa~s off such design initiatives as capricious and 

will not pay the extra cost. To further cloud the issue, municipal and 

federal law has a tendency to inhibit the very design ini tiati ves \'lhich could 

• make the urban environ~t a more attractive place to live. 

"'!his is not to suggest that design is a panacea for the problems of 

fear and crime. While the physical envirop.uent influences behavior, the 

extent of its influence is largely unstudied, outside of specific institu-

" tional settings such as schools I libraries I hospitals and rrental institutions. 

• 

• 

• 

• t! 
• 

rus country made the mistake in the 19S0 I s of assuming that remaking the 

physical environment would solve social problems; the urban renewal program, 

based in part on this assumption, proved that social problems were much 

nore intractable and complex than that. Similarly, the irrpact of design 

inprovements on security may turn out to be smaller than currently L."'1lagined. 

Even if this is the case, hCMever, many security design concepts may contri-

bute to socialization processes within apa.rt:rrent bui1dinsrs, housing 

developments, and neighborhoods-a possible behavioral consequence of 

independent value. liS 

6. 2 STRUCl""URES A.'I\[) CRIME 

Studies have shatffi that crirre occurs more often in sare places than in 

others. Due to the different characteristic patterns of interaction, the most 

5 Ibid. p. 91. 
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likely location of attack varies between rren and W::>Iren. A study carried 
," 

out in Chicago classified by sex the types of premises in which crirres against 

:Persons occurred. The street and horre dominate as the rrost likely locations. 

!v1en are victimized rrost often in the street, and \vaneIl in the hare. Due 

. to drinY"ing the tavern is third rrost likely assault site for Iren, while Iren 

and warren rrost frequently arouse conflicts beb-leen themselves at hcxre. 

Details are given in Figure 6.1 and Tables 6.1 through 6.4. 

Burglars surprised in the act account for a considerable number of 

attacks. The conf~ontations can be quite volatile due to the territorial 

instincts aroused. The victim reacts to invasion of his personal space 

with sorretirnes illogical passion, while the burglar, in unfamiliar territory, 

is at a disadvantage and reacts protectively. In the case of personal attack, 

by either party, the advantage of surprise often separates victor fran victim. 

Although the horre, be it high-rise apart:Irent, garden apart:Irent or 

single-family house, is thought of as a safe refuge, many situations 

advantageous to the attacker are designed in. Elevators, stairwells, 

laundry rooms and other such public spaces provide ideal places for.conceal-

rrent in an apartrrent building even though the unit is high in the air, thereby 

prohibiting windo;v access. 

The oornmonly-used security system of intercome and reuotely-actuated 

door locks can be easily circumve..:.ted by either "voiding" the lock with a 

credit card or pushing all door bell buttons until saneone, often in 

exasperation, releases the door lock. Once inside, access to the entire 

building is simple and quick via elevators and stair to;vers. 

A door:rran or security guard is an effective, though expensive, block 

at the entrance. He can require all people entering the building to identify 

themselves and their destinations and clear entry with the tenant by telephone. 

Cost prohibits 24 hour service in all but apart:Irent buildings for the very 

well to do. 
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Table 6.1 

- -' 'CRIl-ES AGAINST PERSONS (EXCEPT HCl·lICIDE) 

(In Percent) 

Place of occurrence 

School property 
Residence 
Transport property 
Taxis and delivery trucks 
Businesses 
Taverns and liquor stores 
Street 
Parks 
All other premises 

Total percent 
Total number 

Victims of major crimes 
against person 

z,fu.le Female 

3.2 2.4 
20.5 46.1 
l.4 .4 
2.6 
3.2 l.l 
5.7 2.8 

46.~ 30.7 
.8 .5 

16.0 16.0 

100.0 100.0 
(8,047) (5,666) 

SOURCE: Special tabulation from Chicago Police Deparbnent Data Systems 
Division for period Septe.llber 1965 to r.larch 1966, adapted fran Reiss studies. 
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.Tabl~ 6.2 

PERCENTAGE DISTRIBUTION OF PLACE OF ENTRY BY TYPE OF STRUCTURE ENT.ERED m BURGrARlES 

Types of Structures Percent 

Residence (Anywhere on premises) 100.0 
Retail Store 100.0 
Warehouse or plant 100.0 
Public Building (School, Lilirary, etc.) 100.0 
Gas Station, Garage, etc. 100.0 
Business or Professional Office 100.0 
Bank (Savings and Loan, etc.) 100.0 
Other (Boxcar, Private Clubs, etc.) 100.0 

TOtal Burglaries 100.0 

Note: Due to rounding may not add to 100 percent. 

Source: P~tterns of Burglary by Dr. Harry A. starr 
RefX)rt LEAA N I 70.064 

Place of Entry 
Door Window Roof other 

61.4 33.7 .2 4.7 
49.2 39.3 4.6 7.0 
45.1 41.7 4.0 9.2 
38.8 52.9 .9 7.4 
39.7 53.6 .9 5.7 
53.1 37.6 1.6 7.7 
56.1 34.1 2.4 7.3 
60.0 27.2 1.6 11.2 . 

53.6 38.3 1.7 6.4 

• 
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·Tab1e 6.3 

PEOCENTAGE DISTRIBUTION OF MEANS' OF ENTRY 
WASHINGI'ON, D.C. AND PRTIoCEGEORGE'S COUNTY 

• • 

D.C. Prince George's County 
Means of Entry 1968 1969 1967 1968 1969 

Break glass 23.0 19.8 24.4 27.6 25.8 
Force lock 49.3 53.0 30.8 26.9 31.0 
Open unlocked door/windO'N' 8.6 6.2 10.6 10.0 10.2 
Use key to unlock door 2.4 2.4 2.7 3.5 3.2 
Other 5.6 3.6 15.1 15.4 15.2 
Unknown 11.2 15.1 16.4 16.2 14.7 

Total 100.0 100.0 100.0 100.0 100.0 

N\.IDIDer 16,446 22,480 2,365 2,192 2,263 

Source: Patterns of Bur9:1~ by Dr. Harry A. Stan: 
Report LEAA N I 70.064 
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Table 6.4 

Location of crIme· - all projects· 

Gonoral 
Spaco Exact Total Total Totel Bur-
Catogory Location Crlmo FMO'st Felonies Assoull glary 

Interior Apartment 21680 5692 2321 54 2087 
Private 
Space 

Interior Lobby 9746 4103 682 18 7 
Public Elevator 5451 2165 1549 10 1 
Spar.:e Stairway 4572 2129 347 14 

Hallway 7379 2419 817 40 3 
Roof and 1395 396 72 3 3 
Landing 
Other 3894 1351 319 14 197 
Inside 
Subtotal 32437 12563 3786 99 211 

Non-Tenant Social 1639 610 227 2 213 
Space Facility 

Cc.,mmerclal 285 144 55 38 
Facility 
SUbtotal 1924 754 282 21 251 

Exterior Project 15031 4649 1990 107 3 
Project Grounds 
Public 
Space 

Exterior Contigu- 763 358 229 11 
NonproJect ous to 
Public Project 
Space OIf-ProJ- 24 7 3 2 

ect and 
Other 
Subtotal 787 365 232 11 '2 

Total 71859 24023 8611 273 2554 

'All incidents reported to NYCHA Pollco In HJ69, excluding Intrahousohold incidonls. 
'I Felonlos, misdemeanors, and offensos. 

• • 

Mur- Rob- LIn-
der Rape bor)' gering 

7 16 62 29 

591 3321 
13 1490 58 

1 14 286 1460 
1 5 718 1720 

39 7 446 

2 73 309 

2 73 3165 7314 

3 32 

15 11 

18 43 

2 8 1419 719 

. 
1 175 4 

1 1 

1 176 5 

12 97 4840 8110 

• 

Drugs Mellcioul 
MallbolC (all Mischief 
(all In- Incl- (all In-
eldonts) donta) cldonts) 

22 195 2561 

2267 207 828 
12 537 

1 230 1568 
6 185 1263 
3 210 143 

4 80 777 

2281 924 5116 

1 5 271 

1 1 41 

2 6 

7 660 432 

67 3 

1 1 

68 4 

2312 1853 8425 
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Single-family residences don I t have the problems of concea.lm:mt in 

public spaces within the building, but the yard, garage, and car-FOrt offer 

liiding places within a feM steps of the front door. Another conm::m technique 

is forced enb:y when the doorbell is answered. 

Office building security is a very difficult problem due to the 

continuous flow of salesrren, job seekers, and friends of enployees, as well 

as the nomal occupants of the building. A high-rise office building has 

all of the hiding places of an apartrrent building and none of the cc:mron 

security practices. Locked doors and interrogation at the entrance are 

bad business practices. 

Hospitals and prisons are similar in that there is considerable 

control over access to elevators, corridors and stairwells (rrore so in prisons, 

of course), but even prisons have to deal with the public, and that rreans 

an acceptance of strange faces, at least in the less secure areas. 

Virtually all buildings suffer from the sarre traffic control proble-n, 

and that is the rrultiplicity of exitways needed for errergencies (generally 

fire). '!he nUItber and locations of exitways, be they corridors, stairwells 

or doorways exiting directly to the outside, are determined by codes. 

Generally speaking, 100 feet is the nax.irnurn allavable distance that an 

individual may be fran a stairway, door, or fire and srroke resistant 

corridor, although 50 feet is not an uncomron :rnaxbnum • 

'Ibese areas are a haven of safety in case of a fire, but can be~'OTe a 

source of ten:or for the victim of an attacker. Once entry is gainecl, a 

large building provides untold numbers of hiding places and escape routes. 

Fire stairs are a particular problem, as they are rarely used except in an 

errergency and therefore the intruder's risk of discovery is la..r. He can 

wait in the stair until a FOtential victim approaches either by stair or 

adjacent corridor, make his attack and be gone, the stairway hiding his 
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escape. He has access to any other floor or to the exterior. 

Attempts to thwart this misuse of the fire exits are often circtlITlVented 

by the tenants themselves. A carrrron technique is to disable the door hard-

ware· so that entrance to the stair can be ID3.de in an errergenC'.i from the 

. dwelling fl~ only, but re-entry to any floor irnpJssible. This eliminates 

the us'e of the stair as a circulation device for the tenants, who often tape 

the bolt or prop the door open so that they can IIDve freely in their chosen 

(usually convenient) routes, but rraking it easier for intruders as \',7ell. 

Detenn:ined intruders can use these sarre rrethods. 

A study of Public Housing in New York City, cited in Newman's Defensible 

Space, shows that 10 to 20 percent of cr:i.m2s in the projects studied occurred 

wi thin the elevator cab. The exact percentage rose directly with the height 

'of the project. Elevator cr:i.m2s are probably the simplest and least 

susceptible to discovery. A victim isolates himself from outside aid when 

he steps alone into the elevator \vi th a potential attacker. A simple push 

of the red errergency stop button insta11tly brings the elevator to a halt 

beuveen floors. The victim can 't escape and help is locked out. other 

than the elevator alann button (easily ignored and therefore ineffective) , 

the only available actions are resistance or submission, neither very 

attractive. 

After corrpleting the mugging, robbery or whatever he has in mind, the 

attacker releases the brergency stop and the elevator proceeds on its way. 

'!he threat of violence is no:rrnally enough for him to escape at whichever 

floor he chooses. Another elevator (if available) or the stairway effects 

escape from the buildi.'"1g. 

'!he victim requires considerable ti.me to sound an alann \vith currently 

available syste,'11S. He must exit from the elevator and find a telephone. 

'Ibis may in itself be a major problem. If there is a building security 
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guard or doo:rrren, he can be of help, but it takes tirre to get to the first 

floor and locate him. 

Once the police are called, it may take several minutes for them to 

reach the scene and several rrore to ascertain the nature of the cri.rre and 

a description of the assailant. At this point they must try to locate the 

attacker if he is still in the premises. fust large buildings (especially 

multi-story) have a mininu.:rrn of three e.'Uts, the lobby and at least 2 fire 

stairs. Even though one fire stair may e.ut through the lobby, multiple 

exits from the lobby itself are not uncorrrron. This leaves even a 2-nBIl 

patrol car shorthanded if they attempt to seal the building for a search 

(although it is unlikely that the attacker would still be there). 

Since police response time is relatively fixed, and the vast rnajority 

of buildings cannot afford a perrranent security force, it is oovious t.ha t 

a m:thod of signaling for help at the location of the cr:i.r.e, perhaps even 

., at the instant the attack is initiated, would be the rrost effective method 

of reducing the arrount of tirre required to ask for and receive aid. This 

reduced resfOnse t:iIre would also increase the likelihood of apprehension, 

especially if the alann \-lere not apparent at the crirre site. If this 

decreased response tirre can be combined with a reduction of possible escape 

routes, the advantage reverts to the side of the law. 

6.3 SOCIAL DESIGN 

The city of Pittsburgh has, for the rrost part, phased out its beat 

policemen , replacing them with two patrolmen in a car. Since this change 

has taken place, Pittsburgh has shcmn a decrease in reported crirre and an 

increase in apprehension and conviction. Nonetheless, the city's neighborhoods 

have perceived, due it would seem to the fact that patrol cars are faceless, 

a decrease in the quality of police protection. 6 

6 Unpublished research by the authors. 
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with the fact of crirre' s existe..Tlce; aril. :rn.a.y be a focusing of the apprehensions 

arising from the dangers throughout a person's neighborhood or city on the 

one space entirely within his Oim control; and as a corollary, it:rn.a.y well 

be that perceived bettenrent, and this is important, coupled with actual 

inprov~ securi.ty beyond a person's danicile, may well increase the sense 

of security within the harre. This takes on the aspects of a mandela, the 

crucial question being where to enter, and hew to influence the spiral. 

Figure 6.2 (from Newrran), while based upon a public housing rrodel, gives 

an excellent picture of the areas within several multi-family residential 

structure types vlhich are settings for such criminal activity. 

"Muggings fonn 95 percent of (all) crirres comnitted in interior public 

areas, (whereas) .•• burglaries form 90 percent of apa.rt.m2nt interior 

'. crirre. Note that not only does the ••• location change, but the total 

n~ of felonies in each category goes from nine per thousand in three 

story buildings to twenty per thousand in bui.ldings thirteen stories and over. 

"~e specific area within a high rise building that is rrost vulnerable-

the elevator--is a prime example of an area lacking surveillance. Thirty-one 

perce..nt of all robberies (muggings) in all housing projects occur within 

elevators. 

"Evidence indicates that those spaces which people must use on a continuing 

basis to get from the public area outside the project to the safety of the 

interior of the apa.rt:rrent are particularly dangerous if screened from natural 

observation and fran formal patrol. In this light, the elevator is a space 

public in nature, but totally screened from an observation. For the 

interval of the ride, it provides the optimal situation fdr a criminal. 

It should be rerrernbered that vertical travel in elevators can run to 1200 FPM. 
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At this speed, exposure ti.me in the elevators is substantially reduced. ,,7 

Entrance lobbies are not much safer, and account for 12 f€rcent of all 

robberies. This is very often the result of the p:culiar design convolution 

of the lobby layout. The elevator bank is usually required to be located 

at the ce.nter of the corridor of the typical apartrrent floor. In answering 

this requirerrent, architects sanetirres have difficulty resolving the 

positioning of elevators at ground level. It is not uncamon for them to 

produce circuitous passageways and hidden double turns in linking up the 

entrance lobby to the elevators. NB 

"There is still another problem area worth singling out for sp:cial 

discussion: the fire stairs and secondary exits. Because of the ITUllt.itude 

of fire stairs required in servicing large, double locked corridors, and 

. because the fire code (s) requires they be designed as vertical concrete 

boxes ''lith little or no windCMs, they are continually used. by criminals as 

" places to waylay or bring victims. More ~rtantly, (and this is not a 

phenorrenon which appears in the statistics) the profusion of fire stairs 

and exits, plus the difficulty of keeping activities within them under 

surveillance, nBkes pursuit of a criminal neht to :i.rnp::>ssible. There are so 

many potential evasion routes open, and so rrany different possible exits, 

that it would take a contingent of policer.1eI1 to apprehend a cri.rninal even 

. if they knew for sure that he was in a particular building. ~bre irrportant 

than apprehension, havever, is the fact that a criminal covering a scene 

will perceive at a glance the number of escap: options open to him and 

realize his risks are rnin..utal. Abuilding, through its basic design, can 

7 Newm:m, Op. cit. pp 33-34. 1 

~ffi This configuration is not one normally found in office buildings, \Vnere for 
reasons of economy and business visibility it is imperative that elevators 
be irrrrediately accessible from 'me entrance lobby; the latter ge.l1erally 
open to all, with various cOITU1ercial establishrrents fronting upon it. 
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mke evident to criminals either that they will be seen everywhere they 

go and have only one avenue of esca:t;e, or, as in t..1.e case of the double 

loaded corrido~, high rise, elevator building that they will be out of site 

continuously and have a vertical !Paze in which to hide and escape. ,,8 

6.4 PHYSICAL ABUSE 

~e CAS system must be built with the thought in mind that no building 

is a to-t:ally rigid structure. Standing waves will rrove through the structure 

as a result of the TIEchanical equipm:mt I s function; additionally, periodic 

waves !Pay result by virtue of the building's placerrent, e.g., vibrations 

from trolley cars, sub/Jays, trains, trucks and the like. 

Also, the internal receiver/relay must be able to \vithstand a certain 

annunt of physical abuse if it is placed 'l.vi thin public reach or view. In 

offices, schools, hospitals and the public portion of apa.rbTents, it may 

be placed above the hung ceiling or in.a lighting fixture Wit..'1p::h·ler de--

" livered from the nearest IIEchanical chase, or electrical socket. 

6.5 BUILDllfu CONSTRUCTlOi'l AND DESIGN TRENDS 

Currently popular design trends in large public buildings do not vary 

• greatly in basic concepts or layouts fran those of the past 25 years. tt.lOst 

of the changes have revolved around rrore sophisticated structural techniques 

and ne.'lly developing materials, but t.~e basic layouts of office buildings 

• and apartrrents, the rrost corrrron large structures, remain fairly sinple. 

~e follaving sketches, Figures 6.2 through 6.8, illustrate several 

basic ways of providing circulation space, elevators, and fire stairs for 

• both low rise and high rise structures. 

Office buildings are alrrost always finished wi. th a suspended acoustical 

ceiling, due to t .. ~e changing requirerrents for lighting, air conditioning, and 

8 Newman, 2£. cit., p 3·1. 

• 6.16 

• i 



• 

Cit 
• 

• 

• 

• 

• 

• 

• 

Figure 6.2 

HIGH RISE APARI'HENT ro1PLEX 
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"Hi-rise central vertical core with stair wells near e:>.tremi ties II Double 
loaded corridors. This type of floor plan could also apply to hospitals 
or even schools (substituting stairs for elevators). Elevator lobby is 
isolated from corridors and is considered a gcx:xi circulation pattern by 
many architects. 
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Figure 6.3 

PUBLIC HOUSING MODEL 
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"Central vertical core and stairS. II Short corridors are advantageous, 
but stair arrangement is under going criticism due to fire hazards . 
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Figure 6.4 

WSiJ RISE APARIMENTS 
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"I.J::Jw Rise" 
"Cluster Corridor" The apartments are clustered around their a,.;n 
stainvells and provide a sense of territoriality that is missing 
in corridor buildings. A minimum number of families are served by 
each st~vell (4 - 6 per floor for two or three floors) makes 
strangers easier to s:p::>t and m:ini.rnt:IJn chance for surprise. 
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figUre 6.5 

HIGH RISE OFFICE BUIlDING 
lITG 

~~----------------------------------' -------------. 

\ 
'\ 

l ~4 '7fi\U:: M<\,( \:i: 1WI\~ D(!l\ I f:{ ~ nl\5 W'& tf jilt\" 
&1-~ y:trj\t'f ~c.<:.. N.Aw~l t~~~ra1rn \\ii\\ t\t:raJ.-c W\\6f. \rt 

~~ ~-vtZ\ ~ -the ~Wtt- ~rtbJ,ble h~~\ Vi1n~ t.W~ • 

"Hi-rise office building" The raw space arOlmd the elevator and 
service core is divided up as to tenant needs. Final layouts vary 

. from full floor ope...'1 space by a single tenant, to a maze of srrall 
offices with corridors serving them. 
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F~~e. 6.6 'lKXJSn-x; CXl1l?illXES 
Comparison of crime incidents 

.·i .. 

" •• ' .... :. # 

. .... 
: ' ... 

.. ..... 
~ -.. ,. .-.... ," 

.; t' 

Crime incidents 

'Total incidents 
Total felonies. misdemeanors 

and offenses 
, Number of robberies 

Number of malicious mischief 

Van Dyke 

1189 

432 
92 
52 

Brownsville 

790 

264 
24 
28 

· Comparison of maintenance 
Van Dyke Brownsville 

Maintenance (constructed 1955) (constructed 1947) 

Number of maintenance 
jobs of any sort (work 
tickets) 4170 3301 2376 

Number of maintenance jobs. 
excluding glass repair 2643 1651 

Number of nonglass jobs 
per unit 1.47 1.16 

Number of full-time main-
tenance staff 9 7 

Number of elevator 
breakdowns per month 280 110 

_ SouRce: New York City Housing Authority Project Managers' Bookkeeping records, 

, A comparison of physical design and population density 

Physical measure Van Dyke BrOWilsvilie 

• Total size 22.35 acres 19.16 acres 
Number of buildings 23 27 
Building height 13-14 story 6 story with some 

9-3 story 3 story wings 
Coverage 16.6 23.0 
Floor area ratio 1.49 1.39 

· Average number of rooms 4.62 4.69 
per apartment 

· Density 288 persons/acre 287 persons/acre 
, Year completed 1955 (one bUilding 1947 

added in 1964) 

SOURCE: New York City Housing Authority Project Physical Design Statistics. 
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. Sketch (right) of a typical high rise apartment 

scheme, with mailboxes and elevators hidden 
from all surveillance, multiple egress routes 
and anonymous corridors. Even in three story 
walk-up units, such as an existing dormitory 

• at Sarah Lawrence College (below, left), the 
possible elimination of corridors through 
clustering (below, right) serves to increase 
the sense of common responsibility felt by 1he 
resident. Newman's study team observed that. in 
the dormitory scheme represented, girls had 
lecoma "'oners"; no sense of either community 

• :oncern or behavior code existed. Together 
Nith an open-door policy which allows for an 
)Ccasional overnight guest in the college dorm 
'ooms, this lack of identity has made the girls 
IUlnerable to pressures by boys to extend their 
!lay. Other nearby dormitories have strongly 
leveloped "house" identities, and corrasponding 
nterrelalionships that exert group influence 

• _behavior. These older units have their own 
\'-..-, . rnal hall, stairways and codes of ethics. 

'Figure 6.7 
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partitions. Hospitals and schools are rroving in this .direction, also due 

to increasing flexibility requirerrents • 

. Apart:ment buildings are ge.tlerally constructed by the above method or 

as fol1017S. Precast concrete plank nay be used for finished ceiling, thus' 

eliminating hidden space above the false ceiling. Even in thisinstance, the 
. . 

corridor' ceilings are corrrronl y furred dO\Vl1 with an acoustic ceiling in 

order to c;onceal piping, dustwork, and w"iring that are routed through this 

service area. 

Hospitals in the past were designed, like office buildings, apartm:mts, 

and schools, around a double loaded corridor (individual rc:o.rns along both , 

sides of a public corridor). This is changing as nr:.v health care tech-

niques and ever-changing requirerrents have forced hospitals to become 

extremely flexible. The latest designs include 6 1 to 7 1 high spaces between 

the ceiling and the floor above. Workrren have access to these areas to 

enable constant rearranging of plurrbing, wiring, and special equipnent. 

Older hospitals suffer often from tortured circulation due to ,-:onstant 

additions and rerrodelings, rraking it difficult for a stranger to find his 

way. 

Schools, too, have been traditionally based on a double loaded 

corridor, 'vi th the teacher standing at the front of the roam. Several 

variations on this theme have been used recently, but a definite trend to 

a radical view approach is apparent. Open plan school are cropping up all 

over the country I essentially, a traditional school with larger class-

roams and less defined circulation. 

The large rooms enable four or five groups to explore their 0\Vl1 

interests in various areas of the classroom. Walls are minirnized and inter-

action arrong the students is maximized. Structural systeillS vary, but again, 

bung ceilings pred01llinate. 
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Prisons are very special cases. They range fran the urban walled 

rregastructure to rni.n.i.rm.:nn security prison farms that are essentially 

. garden apart:rrents. This is a very difficult building type to generalize 

about and might .best be left to study on an individual basis. 

As can be seen by the above descriptions, alrrost all buildings offer 

It¥riad locations for the concealrrent and wiring of security devices. Hung 

ceilings, access panels to vertical chases, locke::l maintenance closets 

and rrechanical spaces conspire to hide devices and prevent their vandalism. 

If concea.lrrent is absolutely impossible, installation in a vandal-proof 

box is a minor design problem. 

6.6 ca~CLUSIONS 

a} '!he use of CAS way be viewe::l in a spatio-tert1p::)ral sense. Since 

the average urban resident spends 50 to 70 percent of his tirre within a 

building, these nurrbers also represent the tirre he or she could be pro-

tected by CAS, given its vlidespread use. If CAS vIere to be carple.T112.11te::l 

by a compatible system for outdoors protection, tJris could provide protec

tion for rrost of the tiIre remainder. The location of crimes against the 

person depends on the sex of the individual, split alrrost 50-50 between 

indoors and outdoors. For women, a1.rrost 70 percent of all criIres against 

the person occur indoors. Thus, it seems t.~at the developnent of an 

alarm system for outdoors use, compatible with CAS, is also a necessity. 

b) In public housing (based on statistics fran Ns-w York City), the 

percentage of crimes occurring within the apartments varies from 40.4 per-

cent for 3 story buildings, to 35.3 percent for 6-7 story buildings, 

to 21.3 percent for buildings 13 stories and over. For these projects, 

crilres on the project grounds (outdoors) varied, respectively, from 

42.4 percent to 26.5 percent to 23.8 percent. Thus the need for an outdoor 

syste'n is at least as great as that of one which protects Within the home. 
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c) For these public housing buildings, the percentages of cr.i.Ires in 

elevators rose from 1.3 percent in 3 story buildings to over 27 percent in 

. buildings 13 stories and over. This suggests the importance of using CAS 

to over-ride the elevator control system in the case of a crirre-related 

emergency in an elevator, and bringing the elevator imrediately to the 

lobby-where a resp:mse agent could be waiting . 

d) '!he high percentage of cr.i.Ires corrmi tted inside the lobbies of 

these buildings (7 to 10 percent) suggests that CAS be ccrrplerrented by a 

compatible system ~vhich limits access to the building and restricts it to 

residents and bona-fide visitors. 

e} Over 90 percent of all felonies in the public spaces of such 

hot1sing projects are directed against the person, prirrarily rapes and 

robberies. 'Ihe use of CAS would be invaluable, and suggests the extensive 

location of internal receiver/relays in all critical public places. 

f) The use of CAS in the public spaces of rrost institutions such 

as schools, hospitals, etc. should be highly beneficial in the apprehension 

of the criminal and the ul t.im:tte reduction of the crime rate in these 

scenarios . 
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El1ERGENCY SERVICES SUPPLY ANALYSIS 

7.1 SUPPLY AS A FUNCTIQ'1 OF E:1ERGENCY 

Practically all the Part I crimes rrentioned in Section 2 of this 

report, Le., murder, rape, robbery, assault, and burgl~ry, all represent 

errergency situations fran the victim's point. In addition, errergency 

situations arise because of fires, accidents, and the need for ambulance 

S€>xvice--whether these needs are crime-related or not. 

It is important to note that a crime situation mayor may not be 

described as an errergency situation depending upon the definition criteria 

. used. In fact, of all J.Xllice radio calls only about 10 to 15 percent are 

errergency calls r which include fire alarms (about 1.0 p.-"">.rcent) and arrbu-

lance assistance calls (3 to 10 percent). In addition, the total arrount 

of services supply time spent on Part I crirre-:celatec1 emergencies is 

only about 9.5 percent, as shCMI1 in Table 7.1 for the Hission District, 

City of San Francisco. 

It must be noted that the data for the other cities is canparable. 

Miscellaneous public services r including patrol tirre, consurre about 80 

p""-X'cent of police t.llne. Therefore, it is not surprising that no systernatic 

relationship exists between the total police services supplied in direct 

response and the n1..ID1ber of crline-related emergency situations. Table 7.2 

illustrates the relationship between the total size of the police force 

and the number of selected Part I crimes for seven major U.S. cities. 

The total number of cr.:irres are listed in increasing order, along with 

total nurrber of police office..rs employed. The absence of any significant 

relationship between the two is obvious. 
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Table 7.1 

ALIOCATla.~ OF SERVICES SUPPLY TIME (m PERCENT) 

MISSIOO DISTRICI', CITY OF SAN :E'Rk'\iCISCOl 

Part I Crimes 9.5% 

Part II Crimes 5.3% 

other crime-related Calls 4.9% 

Misc. Public Services 70.9% 

Traffic Violations 9.6% 

'IOI'AL 100,0% 

1 R. J. l-i::Corrrack and J. L. fuen, "San Francisco's Mission Police District: 
A study of Resource Allocation," Center for Planning and Developuent 
Research (vJorking Paper 95), University of Califorrria, Berkeley. 
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REIATIONSHIP ~ ~ PART I CRIMES2 AND NUMBER OF 'POLI~ Ori-lCEFS EMI?IDYED 
7 MAJOR U.S. CITIES, 1971 

. . 
CITY 

NUMBER OF SELECTED TCJl'AL NUMBER OF 
PA..~ I CRn1ES* POLICE OFFICERS 

12,587 998 

14,297 1,661 
-

19,432 2,720 
, 

28,563 1,927 

76,055 13,172 

106,122 6,994 

308,071 30,865 ... '. . .. . 

, " 

2 Crirres include only murder, rape, robbery, aggravated assault, and burglary, 
Le., only cr:i.rres relevant to the use of CAS. 

.' 
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7.2 SUPPLY OF POLICE SERVICES AS A FUNcrrcr~ OF DE:··r:x:;pAPHIC VARIABLES 

In determining the resp:mse variants related to the use of Citizens 

!Uann System it is useful to knOt., hOt'l p:>lice officers are distributed 

throughout the country and wi thin particular cities. This sub-section 

presents figures which relate the size of cities to the number of crirre.s 

per capita and nurrber of crirres per p:>lice officer. SiL-nilar statistics 

for Chicago, Los Angeles, New York and Pittsburgh also derronstrate resource 

allocations beuveen p:>lice districts. The attempt by city police forces 

to equalize crimes per officer between districts is noted and related to 

the need for a Citizens Alarm System. 

Table 7.3 gives approximate figures on police department employees 

per 1,000 people in the listed population groups. It demonstrates a 

canronly suspected relation: the larger the city, the larger the number 

of police per capita. ~bre police are supplied because of the generally 

higher crime rates. Havever, these figures are useless by the."1lSel ves. It 

may be more useful to consider equalizing the number of crimes per officer 

(given present totals), suggesting perhaps 5 officers per thousand popula-

tion in the largest cities, but only one officer per thousand in the 

smallest cities (bela.; 10,000 p:>pulation). 

While specific procedures for better allocation are not brought up 

here, Table 7.3 shcr.vs ho;.; this proble.'11 is dealt with in a general manner. 

There is a strong ordinal relationship between city size, crirre rate 

and the number of police officers. There is 1 however, a large range in 

the number of crirres per officer. The smallest cities, with 5.1 crimes 

per officer have better protection quantitatively than do larger cities 

whose officers each handle over brice as many crimes. Similar tables 

giving appropriate statistics for Chicago, Los Angeles, Ne..; York, and 

Pittsburgh shav hOt.; p:>lice resource allocation is related to cr~ 

rates within cities. 
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3 Based on 4,958 cities with a total population of 125,171,000. 
4 Based on 5,673 agencies serving a total population of 150,666,000 • 

. 5 These J.X>pu1ation figures differ from those in the first column because the latter is based on different 
statistical observations. 

6 Includes homicide, rape, robbery, assault, and burglary. 
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Table 7.4 shows the relationship between the nurnJ:er of FOlice officers 

i allocated to each district in the city of Chicago and the district FOpula

tion density, and number of crLrres. In the case of Chicago there seems 
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• 
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to be little relationship bet;w'een the number of police assigned to a dis-

trict and the population of the district. Population density is correlated 

rcore strongly vlith number of police and the number of index crimes is the 

closest of the three in detennining the distribution of police. 

For Los l'.l1geles, hCMever, there appears to be a relations:Cup between 

the number of police officers in a district and the corresponding popula-

tion, density, and number of crimes, as shewn in Table 7.5. The relation-

, ship between police and number of crirnes is again the closest of the three. 

As shown in TC:i.. ,..,le 7.6, s:i.m:i..lar data on the precincts in Ne.v York 

. indicates that both the population and the number of felonies are related 

to the allocation of police. The latter case is especially evident if 

" the figures for Queens and the BroI1.."C are separated. The population 

density figures show a very 10;'1 correlation \vith the nUInber of police. 

Table 7.7 gives the corresponding figures for Pittsburgh, The population 

of a district seems unrelated to its allotment of police, while t."1e number 

of crirres is rather highly correlated. Population density figures were not 

available. 

Further statistics for the City of Chicago consider the hypothetical 

distribution of the police force by e:JUallzed-per-capi ta service, by 

equalized density per unit area, and by the proportion of the city's total 

n~ of .i,ndex crilles to be found in a district. Equalized-per-capita ser

vice ~uld neglect socioeconanic conditions and split upChe force simply 

based on the nurrber of inhabitants of a district. Equalized density of 

service has the same problem in its allocation of equal nUIl'bers of police 

per square mile. Table 7.8 presents these figures • 

7.6' 
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Table 7.4 
i C. , ALIOCATION OF CITY POLICE OFFICE..~ N-DNG DISTRICI'S 

CHICAGO, 1965 ." 

• Number of Police Pop. Density / Part I Crimes/ 
, District Officers population Sauare Nile p,ank 

• 

2 444 134,000 33,500 6,297/2 

• 3 400 165,000 27,,500 4,302/6 

18 378 131,000 32,750 4,655/4 

7 369 163,000 23,285 3,850/9 

• 11 357 154,000 30,800 4,837/3 

10 323 180,000 25,714 3,194/10 

21 313 135,000 27,000 3,924/8 

• 12 307 125,000 20,833 4,106/7 

20 291 299,000 24,916 2,134/13 

.- 1 283 22,000 7,333 13,695/1 

." 13 275 133,000 26,600 4,370/5 

9 237 183,000 14,076 2,094/15 

19 226 193,000 32,166 2,536/11 

• 5 211 175,000 8,750 2,510/12 

14 207 194,000 24,250 1,822/17 

15 203 205,000 17,083 1,806/18 

• 16 185 203,000 7,250 1,133/21 

4 182 168,000 6,461 1,952/16 

8 180 236,000 9,833 1,589/20 

• 6 176 159,000 9,937 2,100/14 

17 138 167,000 15,182 1,747/19 

ee 

• ·7.7 
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Table 7.5 • AI..IJ:X:A.TI0i'1 OF CITY POLICE OFFICERS A.~'G DISTRICI'S 
IDS ANGELES 

Population Pop. Do-nsi ty / Part I CriIres/ 

• District Number of Police (Thousands) Square Hile Rank 

1 272 160 10,795 16,814/2 

10 244 208 11,647 22,286/1 . 

• 7 184 219 13,298 15,359/3 

6 163 179 6,533 14,747/4 

.- 11 141 88 10,526 10,226/5 

" 

• > • 

• .' . 

• 

e_ 
• 
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Table 7.6 ••• ',,_' __ • u 

ALIOCATICN QE' CITY POLICE OFFICERS JlM)NG DISTRIcrS 
NEW YORK CITY • 

District Number of Police Population Pop. Density Number of 
(Precinct) {cars) (Thousands) (Per Sq. Hile) Felonies 

• (Q..leens) 103 22 126 8,870 8,800 

(Queens) 105 20 207 14,730 5,310 

• (Queens) 107 18 165 16,200 4,170 

(Bronx) 41 17 161 64,300 10,350 

.e (Qleens) 109 16 147 15,220 3.160 

(Queens) III 15 142 12,500 2,600 

•• (Bronx) 43 15 198 30,400 4,100 

(Bronx) 45 9 67 8,620 990 
~ 

• }. ",~ 

." '" 

~" .... 
:.:: ' ", ., 

,., 

e_ 
~ .., .. " . ," . . 
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Table 7.7 

• ALIOCATIo."1 OF CITY POLICE OFFICERS N-ONG DISTRIcr8 
PITISBURGH 

Se1ecterl Part I Cri.rres 
Population Pop. Density (murder, rape, as saul t I 

District NUrnbc~ of Police (Thousands) (Per ScI. Mile) robbe:l:y, burgla...ry) • 
9 145 84 2530 

1 710 

• 126 36 2441 
2 1731 

~~-
5 125 73 2177 

8 107 109 1853 

4 93 36 1474 • 
7 93 63 1352 

6 79 72 1929 • 
3 74 48 1367 

• 

.-
• 
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C. CCMPARATIVE ALLCCA'I'IONS OF POLICE MA.NPOImR , 
OlICi\GO 1971 

• 
N for Equalized 

t of Police N Equalized Density Per Unit 
Officers (N) Per Capita Area {AssUl"ILod} / Part I Crimes 

District7 (Actual) /Rank (Assurred) /Rank Rank Per 100,000jRank 

• 2 487/1 295/14 137/19 604/2 

7 450/2 295/15 195/12 476/5 

3 422/3 329/9 161/15 396/9 

• . 18 411/4 255/17 127/20 577/3 

11 378/5 235/20 141/18 765/1 

10 361/6 322/10 215/11 470/6 

• 13 337/7 268/16 154/16 503/4 

21 335/8 248/18 148/17 416/8 

12 332/9 241/19 188/13 463/7 

·e "-
20 330/10 550/1 342/8 208/13 

9 105/11 335/7 389/6 161/16 

19 291/12 389/4 168/14 262/10 

• 15 271/13 376/5 349/7 235/11 

14 264/14 349/6 228/10 208/14 

5 263/15 335/8 290/4 228/12 

• 8 241/16 449/2 698/3 121/19 

4 241/17 322/11 778/2 168/15 

6 224/18 309/13 376/5 161/17 

• 16 224/19 396/3 838/1 114/20 

17 167/20 322/12 309/9 161/18 

~- 7 District 1 is el:i.rnina.ted because it is a business district \.ath only a '-- .. small stable population and would distort the figures. 

• 7.11 
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1his table also shows that the actual distribution of officers in 

Chicago is not done in order to equalize per capita service or the number 

of police per square mile. There is a much closer relationship between 

number of p:::>lice and the Part I crirre rate in a district. 

For the United States as a whole there is a rather high correlation 

between the number of crirres in a population group and the mlrPber of 

police employed. The correlation is alrrost as high between the size of 

the group and the number of, officers. The n1.Il'T'ber of cri.rres per officer 

ranges from 5.1 in the smallest cities to 11.4 in Group II cities, with a 

national average of 9.5. This suggests that large cities need rrore police 

(per 1000 crirres) to carpare favorably \.n.th the smaller cities. For each 

of the four cities studied, Chicago, Los Angeles, New York and Pittsburgh, 

. there is a distinct tendency for rrore police to be assigned to areas \'li th 

rrore crirre. Especially in the big cities there is a need for rrore police 

to raise the level police services per 1000 crimes to that of the smaller 

cities. 

7.3 SUPPLY 'AS A FUNCl'ION OF I.CX:ATIO~ OF EMERGENCY 

'lhe p:::>lice have three primary functions: response in e.mergencies, 

patrol, and investigation (follON-UP). By performing such functions, it 

helps prevent and t.herefore control the nurriber of crimes in society. 

. Total deplo:yment of the force, given everyth.jng else constant, should be and 

is related to the type of crirres as discussed in earlier sub-sections. 

To the extent that these cr:i.rnes are related to location there must be a 

consistent ~elationship between total p:::>lice deployed in such areas and 

the total number of cr.irres ccmni tted in t..~e corresponding areas. It must 

be noted that patrolling a cCITUTercial property is easier than a residential 

property because of concentration. Also, 55 percent of the robberies are 

conmitted on the streets. There would be a bias in the direction of corn-

marcial areas if these crirres are comni tted on corrmercial streets rather 

7.12 



• 

Cit 
• 

• 

• 

• 

.-
• 

• 

• 

• 

than residential streets. It rrrust also be noted that the rates of day 

and night-~ burglaries and robberies are substantially different and 

:therefore the deployment in the sarre shifts will not be similar. 

Data is scarce in the case of police deployment as a function of 

land use parameters. Table 7. 9 gives the total nurrber of radio noni tared 

patrol cars assigned to areas having business establishments. There appears 

to be no relationship between the assigned police and the number of business 

establishr.1ents. HOilever, the density of such premises (i. e., the land

use factor) is inportant along with various other factors. 

7.4 RESPONSE Tn-ill 

The overall response ti.Ire from call for service to arrival at the 

scene consists of two major corrponents: carmunication center response 

t.ine (the tine required in the carm..urication center from the receipt of 

a telephone call to transmissio..."l of a di.spatching message) and field 

response time (the tine between the receipt of dispatch message by the 

patrol unit and arrival at the scene). The response tirrB nay also be 

increased significantly if a call is not considered urgent and the dis-

patching is intentionally delayed. 

In Table 7.10, 9 for errergency calls in Los Angeles, the overall police 

response time is seen to average 6.3 minutes for those cases involving 

cr:i.Ire, subsequently not cleared. The average is only 4.1 minutes for 

cases :in which the police were able to make an arrest. A similar situation 

holds for the calls classified as non-emergency. Thus short.er response 

tiIre correlates with ability to make an arrest. 

A silnilar picture is presented in Figure 7. 1 which shCMTS the arrest 

probabili ty as a function of response ti.me for all errergency radio calls. 

9 Task Force Report: Science and Technology, President's Corrmission on 
Law Enforcerrent 
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Table 7.9 

REIATIONSHIP BEIWEEN RADIO !1J'IORIZED POLICE CARS AND 
Nill-1BER OF BUSINESS ESTABLISff·1ENTS 

No. of RHPs Business Estab1ish~ents 
Precinct Assigned and Licensed Pre~ses 

45 9 1,398 

43 15 3,328 

III 15 19,805 

109 16 26,132 

41 17 5,201 

107 18 25,602 

105 20 35,832 

103 22 55,623 

7 _ 1lr. 
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• Table 7.10 

.. - RELATIONSHIP BEIWEEN RESPCNSE TIME AND ARRESTS10 

• pyPe of call Average Res?8nse Tl.Tfe 1Il r.hnut~s 

Cormrunication Field Resr;onse Total 
Center (Travel Time) 

!Emergency : 
e Crimes Cleared 1.9 4.4 6.3 

Arrests l1ade 1.1 3.0 4.1 

Non-Ernergency,Urgent 
Crimes Cleared 3.8 4.0 7.8 
Arrests Hade 2.6 2.7 5.3 e-

pt:her Non-Ehergency 
Q:'iTt1es Cleared 7.3- 12.9 20.2 
Arrests 1:·1ade 5.6 4.6 10.2 

e-

• 

• 10 Ibid. 

ee 
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When the re~nse time was one minute, 62 percent of the cases resulted 

in c.rrests. When all cases with response tines under 14 minutes were 

grouped to;rether, only 44 percent led to axrests. 

I Up to this point, arrest probability has only been sha-m to be 
I 

correlated with response t-..irre. As in any correlation, the relationship 

may be one of cause and effect or it may have developed through some 

1.mcontrolled third factor to which both arrest and response time are related. 

It has been pointed out earlier, for exarrple, that the police force may 

respond rrore rapidly to incidents in vlhich arrest is reco:rnized to be rrore 

probable. This is a major benefit to a system such as c;..8 which is likely 

to allow improved axrest probabilities. 

Ver.y little data is available on response tirre as a function of the 

type of emergency. Sane data collected over a seven-day perio::l in 1966, 

for the city of Boston, has been located and is discussed in Section 9 

of this report. 

7.5 SUPPLY OF PRIVATE POLICE .A!.'ID GUA."RD SERVICES 

7.5.1 CUrrent Roles and Functions. 

The major functions of private guards are to prevent, detect, and report 

criminal acts on private property; to provide security against loss fran 

fire or equiprrent failure; to control access to private property; and to 

enforce· rules and regulations of private employers. Generally these are 

the services that public police either do not perfonn because of resource 

limitations or cannot perfonn because of legal constraints. In a few 

instances, hCMever , private guard services supplement public police 

services. For exarrple, private guards are deputized ty lcx::al law enforce-

:rrent to provide lirni ted police services, such as traffic direction and 

traffic direction in the .i.nmediate surroundings of the private property 

on which they work, because local public law enforcerrent agencies cannot 

7.11 
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spare the resources. As another example , private guards are often 

hired by citizen groups to patrol public streets in residential neigh

borhcx:x1s in the hopes of deterring street crilres, because the residents 

feel that the quality and/or quantity of public force protection is 

inadeg:uate . 

Private arm:::d-car guards and services provide for the secure transfer 

of valuables between locations; public police generally do not. In this 

case, the public and private police are ccrnplerrentary. Private patrolrren 

often IrnlSt use public streets in the course of regular patrols to prevent 

and detect cri.Ire on private premises. Their presence on public streets 

is incidental rather than primary and they are ca:nplementary to 

public police forces. But to the extent that crline is deterred by visi-

_ bili-ty of any security persormel on the street, private patrol services 

supplement public police in that all citizens in the area derive direct 

., benefit. 

Reliable alann systems and central-station alarm operations generally 

ccrnplerrent the functions of pUblic J:X)lice because they are intended to 

prevent crim:=s (if the alann system is conspicuous), to detect crim:=s, and 

to report cri.Ires that occur on private premises where they are installed. 

Central stations turn out to be an effective means for channeling calls 

. for assistance received via alann systems to private guards, public police, 

or other public-safety organization. Central-station screening of calls 

tends to cut down the false-alann rate. 

7.5.2 The Extent and Place of Employment of Security Forces. 

In the public sector, 395,000 persons (49 percent of .all security 

personnel in the U. S.) were employed as policemen or dete:::ti ves at all 

.Levels of government and about 120, 000 (15 percent) \\'Orked as gOVeD'1ID2I1t 

7.18 
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watchmen; the reraainder (32,000) were private detectives or investigators. 

, Thus the ratio of total private police-sector crime-related security 

personnel to total public sector law enforcement and guard personnel was 

4 to 7. Or if governrrent guards are included wi th private security 

forces, because rrost guards and private investigators do not have public 

peace-officer fOVlers, the ratio 'of security personnel vlith peace-officer 

p::Mers to those without was about 1 to 1. 

In 1969, beuveen one-fourth and one-third of all privately employed 

~ a'1d investigators worked for contract security firms-; the remainder 

were in-house employees. In 1967, there vlere over 4000 private establish-

nents providing contract guards and investigative services, but four firms 

(Pinkertons, Burns, Hackenhut and Globe), with less than 6 percent of all 

" establishrrents, accounted for half the revenues. 

The list belCM gives the employment breakdo;vn of priva'te security 

forces. 

Industry 

Manufacturing -

Transportation 

Wholesale and trade 

Percent Employed 

46 

12 

3 

F:L'1aI1ce, Insurance and Real Estate 6 

Services (Not including contract 
finns) 21 

Educational services 

Agriculture, forestJ::y, etc. 

7 

5 

It should be noted that real estate captures less than 5 percent of 

the market, whereas the biggest chunk goes to manufacturing. 
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Market Segrrent Percent 

Financial, Corrrrercial, and Retail 35 

looustrial and Transportation 50 

Institutional 13 

Consumer II 2 

Once again, the consurner use of security equiprent is substantially 

lOil eve.'1. though 60 perce.'1t of burglary, a rrajor portion of assault, 

rape, and murders are against the individual and residences. Therefore 

there exists a need for a security systelll which is cheap and reliable and 

available t~ the consumer for protection against crime and its effects. 

7.6 CONCLUSIQ~S 

The analysis of the data presented in this section lead::. to a number 

of conclusions that are both interesting and relevant. 

a) The supply of services to the public in response to specific 

requests for assistance constitutes a major portion of the total police 

workload. Of this total supply, on 10 to 15 percent is in response to 

crime-related emergencies. This indicates that police resource allocation, 

and hence response tirre, may be determined by factors other than crime-

related emergencies. 

b} Present policies for the relative allocation of police officers 

between districts in a city seem to imply a positive correlation with the 

relative nurrber of crirres in each district. This correlation is far less 

marked with the district population, and there is no correlation at all 

with density of officers per unit area. 

c), Crirre rate is directly proportional to the size of the city: 

the larger the population, the greater the crime rate. The nurnber of 

crimes per police officer also increases with i::he city population. 

11 Private residences, persons, and automobiles • 
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d) '!he police tend to respond rrore rapidly to those crime-related 

energencies which offer the highest probabilities of criminal arrest . 

. '!his is a self-perpetuating cycle, but one that is beneficial to a system 

such as CAS which offers tile potential of high arrest probability. 

e) Police response seems to be a function of the type of errergency 

(whether or not crirre-relate::l), but accurate documentation of this does 

not seem to be available. 

f) CAS e.rrergency calls ~'lill represent only a fraction of all crirre-

relate::l e.rrergency calls. These in turn represent only 10 to 15 parcent of 

all calls for assi~tance. calls for assistance ther.selves only occupy 

about 20 to 25 percent of the total police workload (Reference: Pittsburgh 

Police statistics, 1972). Thus the tirre spent by the police in response 

., to CAS calls is a very small fraction (perhaps less than 0.2 to 0.5 percent, 

for 10 percent coverage ratio) of the total police workload. As a result, 

police response tine to CAS errergency calls is rrore likely to be limited 

~ factors outside of CAS. 

g) Private guards and private police are not utilize::l in residential 

e· and many ccmnercial complexes in a mmner camensurate with corresponding 

cr.line-related personal and property losses . 

. h) Private guards, private police, and mmne::l central stations all 

• offer good alternatives as potential CAS dispatc~~g/response agents--

depending on specific scenarios and the specific central-station capabilities 

available. 

• 

-e 
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EMERGENCY SERVICES DEMAND ANALYSIS 

.8.1 NATURE OF THE :m1ERGENCY 

All Part I crirres other than larceny and auto theft require a 

quick. cotmter-action ei tiler by the intended victim or the I;XJlice in order 

to prevent them. In cases of murder, rape, aggravated assault, and robbery, 

the life of the victim may be in danger. If the act has already been 

ccmnitted, the need for an ambulance may be urgent. Table 8.1 ShCMS the 

crime rate for these five crimes in seven major united States cities. 1 

Table 8.2 is presented to indicate that various I;XJlice departments 

nay sorretirnes treat murder, aggravated assault, and ccrrrrercial burglary 

incidents as non-emergencies, I;XJssibly because the act has already been 

carmittec1. J..nd as discussed later, criteria of errergenC".J vary during 

busy and lean periods of I;XJlice service. 

FollCMing is a brief description of the details of the nature of the 

five crimes listed above. 

8.1.1 Murder • 

An analysis of types of murder weaI;XJns used shoos that in 55.1 percent 

of the cases firearms were used. The other \<JeaI;XJns used included knives 

(19 percent), club or I;XJison (6.5 percent), and personal weapons (8.6 per

cent). The police are generally fOverless to prevent a large number of 

these crimes, 'tvhich is readily apparent fran the cirClmlStances or rroti ves 

which surround a criminal hanicide. The significant fact errerges that rrost 

murders are carrmi tted by relatives of the victim or persons acquainted 

with the victim. It follCMS, therefore, that crirninalhanicide is to a 

najor extent a national social problem beyond police prevention, unless 

1 Uniform. Crime RelX'rts, FBI, 1971. 

8.1. 
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I City' 
. 

Total U.S. 

Chicago 

New York 

Pittsburgh 

IDs Angeles 

St. Louis 

San Fransisco 

Cincinati 

(X) . 
N 

• • .-~. .' WI 

I 
Table B.l 

• 

Cr~ Rate Per 100,000 Population in 7 Cities, 
5 of the 7 Part I Crirres 

(1971) 
0lil ,..It • .. 

Population 
(millions) 

Murder Forcible Rape FDbbeI'Y 

220 8.5 20.3 187.1 

7.05 13.1 27.4 373.6 

11.61 13.6 22.3 790.4 

2.382 4.1 17.7 148.4 

7.06 10.4 51.3 348.5 
. 

2.36 12.7 31.2 266.1 

3.1 9.4 \ 39.7 403.4 

1.4 8.4 19.5 165.8 

• • • 
\ 

\ 

Aggravated Assault Burglary 

176.8 1148.3 

236.0 921.6 

307.6 1820.5 :. 

118.3 814.4 

384.3 2209.0 

203.5 1494.7 

235.6 2247.6 

103.6 ·1191. 7 

-
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. - Nonemergency Dispatching Problem 
Calls: Breakdown of Types of Cases 2 

From call inlormation I 
Tolals (112) 

Appeared to be "sus.! Appeared to be 
peel·on·scene" (57) "posSIble Crime"(5Slil ______ _ 

Alarrival: AI arrival: Allrrival: 
.. 

Type 01 crime 

Sus· 
Take peel 
report Eone 

SUS· Sus· Sus· I Sus. Sus· 
pecl. Take peet peet· Take peet peel. 
on· report gone on·· report gune on· 

-",. stene scene seene 
-----11-- ---------- ------

Murder ••••••••••••• ...... •••••• •••••• •••••• •••••• 1 
A&gravated assauIL.. 3 I ...... I ........... . 
Sex ol1ense.......... .••••. I •••.•.••••••.•••••.••••• 
BurRlary............ 12 6 2 8 1 .••••• 
Robbery............. 1 I •••••• I •••••••••••• 
Gund thel!.......... 2 •••••• """ •••••.•••••••••••• 
fetty thelL ... ,. .••• 3 3...... I...... 2 
Grand theft-auto.... ...... .• .••. .••••• 6 •••••••••••• 
Simple assault ••• , •••••.•••• !... ...... ...... ...... I 
Malicious mischief.... 4 4 I 23 2 •••••. 
Other ••••••••••••••• 2 2 I 2 2 3 
Unknown I.......... ...... ...... 8 •••••••••• :. I 

Tolal......... 21 18 12 5 

• Type c;l Cfime omilled in d£11 collecleo. 

Table 8.2 

•• .. 4· .... r ..... . 
"'io' } ""'2 

2 1 •••••• 
2 •••••••••••• 
• 3 2 
6 •••••••••••• 

69 23 

I 
I 
4 
9 

20 

'-: 2 Task Force Report: Science and Technology 
The President's Commission on Law Enforcement 
p 94. 
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police can be notified whenever the danger is pe.rC8ived. The effectiveness 

of a CAS type system in such cases would, therefore, be limited to cases 

in which the attempt was obvious to the victim and allo.v tirre for action 

and respor.se. 

8.1.2 Aggravated Assault. 

l-bst aggravated assaults occur within the family unit, arrong neighbors 

or a~tances. The victim-offender relationship, as well as the very 

nature of the attack, makes the crirre one in which the separation of real 

alarms and false alanns w"Quld be difficult. 

8.1.3 ~. 

Only 55 percent are cleared, perhaps because the suspect cannot be 

identified and arresed. and because the rape is reported after it has 

. taken place. A system like CAS can notify the police as soon as the 

danger is perceived, and there is a higher probability of the suspect 

" being caught. Also, CAS would probably result in a greater incidence 

of reports of attempted rapes. 

8.1.4 Burglary. 

If the police are infonred quickly the suspect perhaps can be 

arrested on the scene as it takes s~ tiJre before the felony can be 

carpleted. The arrest probability decreases exponentially with total 

. signaling and. response tirre. Reporting with CAS is possible only if the 

premises under attack are occupied, or if the crime-in-progress is 

observed by others. 

Not all. the crime-related cases reported. to the police are considered 

of an errergency type as shcMn in the results of the radio calls analysis 

presented in Table 8.3. 

8.4 
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Type of call 

Emergency 

Non-Emergency but urgent 

Non-Emergency -' 

I 

TOrAL 

. 
\,11 

• • -., • • 
Tab1e /S.3 

Radio calls and Reported Cr:iJres 
(IDs Angeles) 

All Radio calls % of Total 

; 

724 16.5 

274 6.3 

I 3378 77.2 ' , 

4376 100 : 
. , 

• • ' . 
, , 

J 

Radio calls with % of Radio calls 
CX,'.imes Re:ported 

-
, 

179 24.7 

67 24.4 

1368 40.5 

1614 : 37.0 
: 
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8.2 RADIO CALIS ANALYSIS 

Table 8 04 shCffl"S the nature of a sarrpling of radio calls which are 

.obtained by sorre fX)lice stations in IDs Angeles. It should be noted 

that the overall nurrber of crimes reported, given ao radio call is 1614 

of 4376 (or 37 percent). The errergency calls however show that only 

24.7 percent are Crllre related. This is low primarily because fire alanns 

and srne non-crirre related incidents are considered urgent. 

About 90 percent of nonerrergency calls with cri.rre rep:Jrts are only 

to take crirre reports after the crimes have been carrnitted (such as 

burglary). It nrust be noted that in 40.5 percent of presumably 

rlonerrergency calls, a crime is reported. It is p:Jssible that some of the 

nonerrergency calls should be considered a-rergency calls • 

. J3. 3 DR·IAND AS A FUl-1CTION OF TYPE OF PUBLIC SAFETY ORGANIZATION 

Public service organizations or emergency service organizations 

" such as police deparbnents, fire departrrents and arrJ.Julance services have 

several different functions, although it is clear that these are often 

closely related. In the main, fire departrrents anSi.ver calls sent by 

telephone and fran call boxes, and proceed to the scene of the fires •. 

Anbulance services transp:Jrt injured and extremely ill persons to 

hospitals. The police receive calls to investigate crimes in progress, 

cr:irres that are conpleted but only recently discovered or reported, plus 

assist in many non-crime instances such as missing persons. Other non

ci::.iIre incidents attended to by p:Jlice officers include fires and nany 

incidents requiring arrJ.Julance services, such as traffic accidents and 

general injuries. Police departrrent figures may therefore be used in 

sore cases to detennine the demand for fire departrrent and ambulance 

services • 

8.6 
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Clearance of Radio Calls With Crimes 
Reported 3 

Uncleared Arrests O!her Total I Tobl 
TJPI of tlill crimes made clearance c1e3red r3dio c311 

crimes 
-------------

(mereency (all blue)............. 116 53 10 63 179 
(Percent) .••• _ •. _ ._._ ••••.•• "(65) (30) (5) (35) 1(100) 

Hon~~~·2)_~~~.u.t.~~~~~~.~~~~~!_ 38 23 6 29 67 
(Percen!)_. -- _._- ---.- -.-- --._i(57) (34) (9) (43) (100) 

Honemer.ency (other whlte)_ •••• _ 1.138 151 79 230 I 1.353 
(Percent)_ -- --••• _.- •• - ·_·····1(83) 1 292 (II) (6) (17) (100) 

227 55 32Z I 1.614 Total.. __ •• _ ••• _ •• _ •••••• __ • 
(14) (6) (20) (100) Pmen!.._._ •••••• __ •• _ •• (80) 

Table 8.4 

3' Task Force Rep:Jrt: Science and Teclmology 
The President's Commission on Law Enforcement 
p 93~ 

8.7 



I I. 
I· 

ce 
• 

• 

• 

• 

.e 

• 

• 

• 

• 

Statistics on fire alanns may be examined as an e.xa.rrple, based on 

reports from the cities of Ne.w York, San Francisco, and Pittsburgh. For 

.each city, figures concenring the number and type of fire alanns shall 

be examined and compared to the PJPulation. Where statistics are available, 

notably in the case of Ne.w York, a mJre detailed analysis of resource 

allocation in fire deparbrents will be made, including the types of 

fires I dispatch time (the time beb.-leen a telephone report and the com-

mencerrent of action in the fire-house itself), travel time, aril. time spent 

at the fire, rela·ted. to ti.rre spent by police at the scene of fires and 

other types of incidents. Foll~.,ring this section on fire departrrent 

services we shall look at the likely demand for ambulance services, based 

on Police Department statistics. These analyses are important because 

they examine the sit.uations which absorb a significant fraction of the 

respor.se resources available. They are also important because CAS, if 

" available, is likely to be used. in such situations even if they are not 

crirre related. 

Table 8.5 shews the n1.lrnber of alanns serviced by the fire deparbrents 

in NE.'W York City, San Francisco, and Pittsburgh and lists rates per 

100,000 population. It is likely that the raie is high for cities \-lith 

large n1.1ITily:>..rs of old run d~ buildings and for cities with high population 

densities. As time goes on the nurriber of alanns p;rr year may increase as 

a function of these variables. 

For the entire city of Ne.w York in 1968, z.!bout 27 percent of all 

alanns were false. Thirty-five percent were car fires, rubbish fires 

and other minor problems. Eighteen percent were terrred emergencies 

(such as gas leaks or srroky incinerators). Only 20 percent were fires in 

buildings. 

8.8 I 
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TcP?le 8.5 .. 
FIRE· ALARM CAI.J:.S : : ~ 

......... 

City Year Population Number Fire Alarms Fate/lOO,OOO Total Number calls Percent represented 
population to Police by fire calls 

1 
New York 1970 7,782,000 260;000 . 3,250 - .... _-----

San Francisco 1966 600,000 5,2002 866 435,240 1.2% 

Pittsburgh 1972 450,000 5,3683 1,193 258,250 2.1% 

I i 

1. An increase from the 66,000 alanns in 195G 

2. Police Deparbrent figures. This 'i.s an estirrate based on 11 calls in a week 
for a presumably "average" district, The Hission Police District, one of 9 in San Francisco. 

3. Police Depa,~nt Figures. 
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When an alann box is used to rep:>rt a fire, infonna.tion gets to the 

proper station i.rrrrediately and one may assurre that the tJ::ucks are rroving 

within one to two minutes. When alarms are phoned into a dispatching 

office, an add:~tional half minute is required for the dispatcher to 

detennine the correct caupany signal. The average travel time seems to 

be approxirrately two minutes, so it can be supposed that fire-fighting begins 

fran three to four minutes after the fire is reported. 

Regarding the time spent at a fire , it was found that the companies 

would be back at their quarters about ten minutes after they left in the 

case of a false alarm. On m:Jst rubbish fires all but one engine 'WOuld 

return imrediately, while the rerraining unit 'WOuld stay for five and bventy 

minutes. For structural fires requiring three engines and two ladders, 

. the first-arriving engine and first-arriving ladder will stay for aOOut the 

sarre arrount of tirre. 'Ihe second engine works longer than the second 

ladder but for less tine than the first engine. 

'llie reports submitted by the police can be used to approximate the 

demand for arrbulance services by choosing certain ty];€s of cases. The 

Pittsburgh Police Department noted 31,551 aided-injury reports in 1970 

and 4,338 cases of animal bites. These represent arout fourteen percent 

of the 258,250 total calls (12.22 peYcent and 1.67 percent respectively) , 

. certainly shewing a significant demand for health-related ambulance 

services. 

In the week rep:>rted for San Francisco's r1ission Police District 

there were sixteen aided-injury cases and t\'lO dead-an-arrival incidents, 

arcounting to 2.25 percent of the 930 calls (2 percent and 0.25 percent 

respectively) . 

It is clear that fire and ambulance services are vi tal to the life 

of a corrmuni ty • A minute or two delay .in the response of the fire 

8.10 
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department may rrea:n not only a great arrount of added damage to the struc-ce ture the fire began in g but also possible damage, which could have been 
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avoided, to adjacent structures. A delay in the arrival of an arnbula"1ce may 

make the difference between life and death. These assertions coupled with 

the statistics presented in this section indicate a strong likelihocd of 

significant popular deroand for an effective Citizen Alann System for 

situations that are not crime-related. They further de.'TOnstrate thrJ.t a 

properly designed system ma:::,; cut dONn on the workload of e-rergency service 

organizations, especially fire departments, by reducing false alarms. 

The extent to which CAS provides specific location information will greatly 

detennine the quality of response: both by reducing total resfOnse tirre, 

and by alla.."ing the public safety organization to better cope with the 

situation. 

8. 4 DEI-1AL'ID AS .. ~ FUNCTION OF POPULATIQ'1, LAlID USE, AND TThiE 

" 8.4.1 Population Density. 

Crime depends upon a large number of factors including popula-

tion density, income of victims and offenders, total population, ca.-nposition 

of population, etc. Table 8.1, which gives the total criIn;'~ rates for 

different cities in the U.S., sha..'lS that a large population does not 

necessarily mean a larger cr.irre rate. Rates of rape per 100,000 people in 

IDS Angeles and San Fra."1cisco are much greater than in New York, even though 

New York is nore densely populated and has a larger population. Rates of 

burgla...ry and robbenr'iare, hCMever, greater for bigger metropolitan areas. ,;- . 

• The c~ rates in various districts in Chicago are shown in Table 

• 

8. 6. The rates of homicide, rape, as saul t, robbery, and burglary appear 

to be positively cc·t"related \vith density, as sha..m in Table 8.7 • 

. , 
~". , . 
'. 
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• Density per 
square mile 

6461 
7250 
7333 • 8750 
9833 
9937 

14076 
15182 
17084 • 20833 
23285 
24250 
24916 
25714 .- 26600 
27000 
27500 
32100 
32750 
33500 

• 

Table 8.6 

~o.~SHIP B."ETIlEEN DENSITY AND CRIHE 
-- S'!J1DY IN CHICAGO DISTRIcrS 

Population District 
(000) Number 

168 4 
203 16 

22 1 
175 5 
236 8 
159 6 
183 9 
167 17 
205 15 
125 12 
163 7 
194 14 
299 20 
180 10 
133 13 
135 21 
165 3 
193 19 
131 18 
134 2 

• * Includes Thefts and IPrce~y 

• 

• 

'lbtal Crime* 
Index/lOO,OOO 

1952 
1133 

13695 
2570 
1589 
2100 
2094 
1747 
1806 
4106 
3850 
1822 
2134 
3194 
4370 
3942 
4302 
2536 
4655 
6297 

8.12 
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Homicide 

0.63 

Table 8.7 

SIMPIE COEFFICIENT OF CORREIATIQ.'1 
BE'IWEEN VARIABLES MID DENSITY 

(Chicago Districts) 

• _' .1 •. - C.: "- ':.1. 

Rape Assault 

0.64 0.71 

:- -.... - \. ... -

Robbery 

0.64 

Burglary 

0.76 

8.13 
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8.4.2 Land Use. 

Patrol to prevent canrrercial crimes such as robberies and burg-

lades is easier than in residential crllres, partly because carurercial 

pro~ is generally rrore concentrated than residential property. For 

exarrple, in Chicago there are about 35 miles of corrnercial property. Given 

-592 carrnercial burglaries, this v.urks out to 17 ccmrercial incidents per 

linear mile per year: Hcwever; there are about 150 linear miles of resi-

dential property with only 7~ residential incidents per linear mile per 

year. Therefore the observability of crime from a patrol car may be higher 

for camercial property per unit resources allocated. 

Increased patrol should theoretically increase the chances of 

detecting a burglary in progress. H~vever, only about 3 percent of can-

mercial burglaries are detected in progress. Another tactic \vhich could 

be used to reduce ccmnercial burglaries is rrore active patrol of alleys 

._, behind canrrercial property. The detectabili ty of rear entrance can be 

• 

• 

• 

• 

assumed to be the sanE as the front entrance. Approximately the sane nurrber 

of entrances are IlB.de in the rear as in the front, but almost b'lice as many 

exits are made in the rear. 

8.4.3 Residential Property. 

In 1971, 70 percent of the residential burglaries occurred in 

apartrrents and 20 percent occurred in single-family dwellings. Nationally 

46 percent of residential burglaries occurred at night, pr:imarily in 

single-family dwellings. In buildings T..vit."1 four floors or less, 47 percent 

of the burglaries occurred on the first floor, while only 31 percent occurred 

on the second floor and 21 percent on the third floor. 

In high rises (buildings with at least five floors) the data 

indicates that burglary is less likely at higher floors. 'E1e percentage 

8.14 
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of first floor burglaries is lcw, perhaps because many high rises have no 

first floor apart:rrents. 

Only :in 13 percent o~ the cases is the OImer or victim at hare. 

In all other cases the offender has a free hand in ccmnitting the crime. 

In such cases CAS, by itself, would be of no help. Ho;.;ever, canplelTented 

by a nodular and corrpatible bu.....-glar-alann system, the crime could be detected 

aLld assistaLiCe stJiTIT()ned in tJ.'e other 87 ferCe.i1.t. 

8.5 DEr-lAL'ID AS A FUNCTIO:>J OF DEMCGRAPHIC CHARJl.CTERISTICS 

Crirre rates in cities are related qui te closely to certain 

characteristics of the IX>pulation. Districts \vith large numbers of nonwhite 

hlhabi tants and those with 10;.; median property values, for e>:'.arrple, are found 

to have high crirre rates. vie shall look at certain statistics concerning the 

ethnic a backgrounds, incanes and several other variables and relate these to 

crime rates in New York, ws Angeles, and Chicago. This section should 

" shCM which characteristics of the population of an area are inportant in 

determining the need for a Citizens Alann System. 

In New York City (Table 8.8) the ten precincts with the highest 

homicide rates showed the follCMing characteristics: 

85% 

$4950-$10,996 

0.74 

26.20 

34.66 

nonwhite 

median incane 

homicides per 1000 IX>pulat~on 

robberies " .. .. 
burglaries II 

II .. 
The ten precincts with the lowest homicide rates showed: 

10% 

$10,003-$20,865 

5.80 

10.60 

nonwhite 

median incorre 

homicides per 1000 IX>pulation 

robberies II " " 

burglaries II " " 

8.15 



• !'--". • • • ,~ • • • • • \e • • TABLE 8.8 • DEmOGRAPHIC CHARACTERISTICS AND CRImE • " 
.' 

RATES BY PRECINCT OR POLICE'DISTRICT 

New York Cit~! 1972 

median % femiliao 
family with Income Homicides Robberies Burglaries 

Precinct % Nonwhite Income over_ $25 , DOD per 1,gOo poc •• per 1,000 pop. per 1,000 pop. 

(manhattan) 
1 13.6% S,9,030 5.2% .32 32.57 119.86 
5 66.2% 6,799 2.0% .53 10.7B 18.89 
6 10.1% 13,592 21 .. 4% .22 18.11 40.93 
7 60.5% 6,399 1.7% .14 ·16.76 20.56 
9 49.8% 6,695 3.8% .60 20.30 11.80 

10 31.7% 9,282 6.5% .l~5 15.91 35.44 

13 14.0% 15,224 18.7% .18 16.50 40.39 

Midtown South 19.6% 10,995 20.2% .93 93.52 175.72;' 

17 8.9% 20,705 39.7% .05 11.11 45.21 

Midtown North 23.3% 9,819 16.0% .55 42.34 120.00 

19 6.7% 20,855 40.8% .04 7.86 20.95 
20 22.7% 13,293 23 .. 5% .27 16.75 30 .. 35 

23 47.3% 8,888 18 .. 1% .29 13.47 19.32 

24 4/ •• 1% 10,019 11 .. 4% .38 19.42 30.50 
(X) 25 84.3% 5,447 1.1% .57 27.56 24.42 . 
I-' 
0\ 



• • • .y . • • . " . • • • • • Ie e TABLE 8 •. 8 • Ne", York City, 1972 Cont. • 
\ 

median % families 
family with Income Homicides Robberies Burglaries 

\ Precinct % Nonwhite Income ovaI' 525,000 PSI' 1,000 pop. per 1,000 pop. per 1,000 pop. 

.-, 
26 65.8% $ 7,920 4.7% .36 20.44 24.48 

'. 28 98.4% 5,658 0.6% 2.03 62.19 35.69 l 
,~ 

30 87.0% 7,567 1.7% .58 23.70 26.60 
., 
" 
" 32 98.7% 6,539 1.1% 1.00 26 .. 40 22.11 

34 36.3% 9,033 4.3% .. 14 11.75 12.31 

:i (Bronx) 

40 91.2% 5,440 0.7% .51 15.46 36048 

41 94.0% 4,950 0.4% .59 15.28 25.50 
42 84,2% 6,'212 1.2% .45 18.61 26.10 . ; 

~. ," 

43 33.8% 9,822 3.4% .13 5.99 10.42 
44 55.2% 7,906 2.1% .27 14.99 26.48 
45 13.8% 11,021 3.9% .04 3 .. 15 8.79 

46 27.6% 8,551 3.0% .18 10.96 6.96 
47 27.8% 10,535 3,,9% .05 4.49 ", 10.71 . 

48 80 .. 1% 5,958 1.1% .49 17.80 24.09 
50 10.3% 13,387 14.0% .01 4.12 12.65 
52 5.5% 10,458 4.4 .08 5.08 10.60 

• 
~~~ ~:::C.t' .. ~.t:.;:"!'::.~~= ..... ~ ~,tl!LaSet{QUjL=~;;m!ItJ::lMjt('!1 f4'·~t~·.'=i'~1 .etltt!'Lt\~.:tt~~'~'fij ,4it',ii,.... " ...... ."..,~..,..-_t~_ . 
"~~", ... t)·",, ......... _......., ... _.I_.'"~\~_~ ___ ''' .. ..,.~,. ........ ~., 







----- ----

e • • • • e. • • • • • • e • 
TABU: ' 8.8 • Nelli/York City, 1972 Cont. • 

% families Modii:H1 
family with Income Homicides Robberies Burglaries 

Precinct % Nonwhite Income ovor $25,000 per 1,000 pop. per 1,000 pop. per 1,000 pop_ 

(Brooklyn) 

60 16.3% $ 9,285 4.9% .16 8.56 .- '16.76 

61 4.7% 11,373 6 .4~~ .04 1.74 9.41 

62 5.8% 10,003 3.0% .02 1.53 6.73 

63 4.7% 12,655 9.5% .03 1.16 8.87 

66 8.0% 9,306 3.0% .04 ,L.95 10.01 

67 25.6% 10,320 4.7% .19 . tl. B5 ," 16.29 

68 14.5% 10,468 5.4% .04 2.14 10.19 

69 21.1% 10,881 4.0% .10 5.16 9.39 

70 7.9% 11,452 9.0% .02 2.77 10.99 

71 58.7% 8,782 3.1% .14 6.42 17.74 

72 28.2% 8,613 2.3% .11 4.41 .. 17.73 

73 93.6% 5,501 0.5% .61 16.90 21.01 

75 59.7% 7,484 1.3% .25 11.55 20.29 . 

76 49.3% ' 7,521 2.4% .20 4.30 16.29 

77 90 .. 3% 6,760 2.1% .52 17.14- 24.58 

78 58.4% 7,132 4.4% .33 16.14 .30.26 

79 96.4% 6,094 0.6% .43 13.18 20.01 

81 96.3% 6,089 1.0% .43 16.13 20.06 

ex> 83 63.5% 6,554 0.8% .23 8.73 ~2.60 . 
43. 8~~ ~ 84 9,750 9.8% .15 23.16 :31.06 ex> 

88 75.1% 6,869 2.1% .44 . 20.05 22.43 
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TABLE '8.8 , .- New York Citl! 1972 Cant. .. 

median % families 
ramily wlth Income Homicides Robberies BurglDrlsa 

Precinct % Nonwhite Income over $25,000 per 1,000 pop. per 1,000 pop. per 1,000 pop. 
PJ • 

_ ... --
90 69,,7% $ 5,886 • 9% • :31 10.32 21.86 
94 18.0% 8,594 1.7% .09 3.53 .14.53 

(Queans) 

100 15.2% 10,939 9.3% ,,17 4.03 13.92 

101 . 17.9% '10,511 6.5% .19 7.93 22.56 
102 6.9% 11,668 5.9% ·05 3.95 8.79 
103 73.1% 9,610 2. 7~b .28 17.44 23.63 
104 204% 10,198 1.9% .04 3.09 9.03 
105 38.9% 12,236 5.4% .10 6.53 18.31 
106 14.7% 11,108 4.4% .05 3.95 9.31 
107 11.4% 13,404 12. 3~~ .05 3.98 13.72 
108 23.8% 9,789 3.5% .12 5.93 16.31 
109 12.5% 12,283 7.6% .01 2.54 9.61 

110 30.6% 10,798 5.2% .06 4.21 13.37 
111 7eO% 14,153 12.7% .01 1.95 8.65 
112 8.1% 13,194 11.1% .05 3.17 9.82 
114 21.3% 10,030 3.1% .04 3.38 9.91 

(staten Island) 

(X) 120 15.1% 11,131 5.3% .06 3 .. 04 13.89 . 
5.9% 6.1% N 122 12,778 .02 1.04 7.99 0 
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TABLE a;a 

% Nonwhite 

Median 
Femily 
Incomo 

$12,224 

,-\ • • • • et) • e' 
I 

.. 

• New Yor.k Cit~! 1972 Cont. • 

% familios -
with Income Homicides Robberies Burglaries 
Over $25,000 per 1,000 pop. per 1,000 pop. per 1,000 pop. 

0.00 0.93 10.79 
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T'ne ten precincts with the highest m::dian incare: 
" 

(jt 0.16 homicides per 1000 population 

• 13.83 robberies " " " 
32.48 burglaries II " " 

,!Ihe ten precincts with the lowest median incane: 

• 0.57 homicides per 1000 population 

19.00 robb<=>-ries II II " 
22.00 burglaries II 

II " 

• The 19th precinct: 

40.8% of families earn more than $25,000 

6.7% of residents are nonwhite 

• 0.04 homicides per 1000 population 

7.86 robberies II II II 

20.95 burglaries II " It 

.e " The 23rd precinct: 

18.1% of families earn more than $25,000 

47.3% of residents are nonwhite 

• 0.29 homicides per 1000 population 

13.47 robberies " 1\ '11 

19.32 burglaries" " " 

• The 25th precinct: 

1.1% of families earn more than $25,000 

84.3% of residents are nonwhite 

• 0.57 homicides per 1000 population 

25.56 robberies " It " 

24.42 burglaries II " II 

~-

• 8.21 
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For New York City I then, it seems that the hanicide rate per 1000 

is correlated negatively, and quite strongly, with incorre levels. The cor-

relation with perce..TJ.tage nonwhite is also strong (negative). The results 

are the same for robbe.I:y, but not as accurately for burglary. It is likely 

that burglars rrore than murderers and robbers go to 'Vlealthier neighborhocxis 

in order to maximize their bounty. 

In the case of Los Angeles (Table 8.9) we relate the rate of crimes 

to the assessed property value per capita. The property crime rate appears 

to be correlated to property value, while the personal injury cri.rre rate 

seems to be a bit rrore responsive. The total crime rate is another poor 

indicator, though. It is likely that other factors are felt in IDs Angeles 

which increase crime rates in rrore affluent ccrrmunities relative to the rates 

in poorer districts. 

Table 8.10 shCMS correlation coefficients beu-;een derra:>graphic variables 

and crime rates for Chicago, using the 1960 census figures and 1965 crime 

figures. Tnere is a strong correlation ( . 81) beu'leen total crime and the • 

percentage of the population which is nornvhite. This is to be expected 

since the 1965 arrest rate for Blacks was four tirres than for whites. The 

coefficients of correlation for crimes against persons (hanicides, rape, and 

assault) and percentage nonwhite are generally much higher than the coeffi-

cients between property crirres and nonwhite population. This indicates that 

the percentage of nornvhite persons in a distr~ct is rrore closely associated 

with crimes against persons than with property crimes. This finding is sup-

ported by arrest data (not supplied). which .shCMS a much higher divergence 

between arrest rates for Blacks and whites for crimes against persons than 

the difference in arrest rates beU'leen the races for property crimes. 

8.22 
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PI:Jlice 
District Population' 

1 160,000 

6 179,000 

7 219,000 

10 208,000 

11 88,000 

(» . 

• • • • e 

Table 8.9 

DEMX;RAPHIC CEARACI'ERISTICS AND CRIME 
RATES BY PRECJNCT OR POLICE DISTRICT 

Los Angeles! 1967 
I 

Property Personal Assessed 
Crimes per Injury Crimes Property 
100,000 P3r 100,000 Value Per 
(Includes (oxcludes Capita 
Larceny and 
Auto Theft) 

murder) 

9,738 666 $3,272 

7,947 303 2,691 

6,507 
, 

397 2,332 

8,3'88 1,282 1,072 

9,913 1,712 1,707 

• • 
\ 

Total Crime rate 
Number por 
Index 100,000 
Crimss Population 

16,814 .10,500 

14,747 8,210 

15,359 5,990 

22,286 10,710 

10,226 11~620 
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M;dian family incarre of 'the districts and crime rates are correlated 

very strongly in a negative direction for Qricago. The results shCM that 

high income districts are less likely to suffer from all t.YPes of serious 

crime than the poorer districts. This can be seo--.n from the very high nega-

-, tive coefficients of correlation between median family incane and all 

types of crime. Personal injur...! crimes are again rrore strongly correlated 

with incorre than are t..lJ.e property crlines. 

The percentage of hanes in a district which are o;..'I1er-occupioo is also 

negatively correlated with crirre. The results for this variable, which may 

be interpretoo as a rreasure of the stability of a neig:h}x)rhocx.:l, shCM that the 

higher the percentage of CNmer-occupied homes, the ICMer the level of crime 

is likely to be. Correlation beh"een rent and crime and value of CMner-

occupied hares and crirre also show negative correlations, but less strong 

ones. The percentage of foreign-born inhabitants of an area also sho.·:ed a 

, negative correlation with crime. It nay be hypothesized that neighborhoods 

with substantial numbers of foreign-rom inhabitants are rrore stable. rather 

than less, than other parts of the city. Instability tc:day is rrore a function 

of llrmigration withln the countr.ythan the im:nigration from foreign nations 

and we see rroderately high coefficients for percentage of migrants (those 

who have changed county within the U.S. within the past five years) and crirre. 

We see, then, that those who suffer rrost from crimes are those vlith 

lCM incares. Black areas have especially high crline rates, notably for crimes 

against persons in laV'er incane areas, and for crimes against property in 

all areas. Areas with unstable p.:>pulations are also in nee::l of such systeLlS. 

8.6 CONCLUSIONS 

a) CAS is likely to be useful in potentially hanicidal situations only 

if the intended victim is a\'lare of llrminent attack, and triggers the CAS 

8.24 
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actuator in t.ine to SUIrr<on assistance. 

b} Given the nature of the relationship between the offender and the 

victim in many cases of rape and aggravated assault, separation between 

real, and false alanns is likely to be very difficult. 

c} The use of CAS is likely to increase the n1.lrOOer of rep::>rted cases 

of rape, and is also likely to sharply increase the clearance rate for rape 

and other personal crimes reported with CAS. 

d} CAS will be useful in burglary situations only if the premises under 

attack is occupied and the occupants are alert, or if the crime is observed 

by others while in prcgress. Only 13 percent of all burglaries occur while 

the CMIler or ""irictim is on the premises. Thus CAS should be canplelLlented with 

a i.?OIIpatible rrodular and lON-cost bw::glary-alann syste,11 for protection in 

the 87 percent of such cases f and in the cases in which th€.' premises is 

occupied but the user is not alert. 

e) CAS is likely to be use::l in errergency situation other than crirre-

related ones, e.g., fires, falls, accidents, etc. Since a user vlith CAS 

is likely to place great fait.1-} in the system, and is likely to use the 

actuator in a grave errergency--regardless of its origin, an appropriate 

response is desirable. Thus the CAS interface with the resp::mse sub-system 

Iro..lSt take into account not only crirre-related errergencies but also others in 

which CAS will be used, regardless of its intended usage. 

f) The ability of CAS to provide the specific location of the emerge~cy 

w11l be a major benefit to public-safety organizations in directing thei::c 

efforts and in better coping with the situation. 

g) Crirte rate seems to correlate ~vith a number of derrographic variables: 

ethnic background, incQ.1le, etc.-based on an analysis of data available for 

New York (1972) f Los Angeles (1967) 1 and Chicago (1965). 

8.25 
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SECI'ION 9 

RESPCNSE M)DELlliG 

'9.1 INTRODUCTION 

In Secti.on 7 and 8 of the report it was ]?:)inted out that the criteria 

for an errt~rgency are functions, cmong other things, of whether -the police 

can resp:md in time to save a life or arrest an offender in the cacse of 

a felony. Therefore, these cr.iteria are different in each case of burglary, 

IlUlrder, rape, aggravated assault 1 robbery, and fire. They also depend 

u]?:)n whether the burglary ~tlas in a residential or cc::mnercial area. Sorre 

prellininary research along these lines has been perfo~, but the cur-

rently available empirical inforrration is not adequate'as the foundation 

for the selection of a policy for opt:Lrral resource application. The rele-

vcmce of such allocation procedures to CAS is obvious from the effect of 

such changes as response tirre. 

In the first part of this section, the police errergency system is 

described. Then the results from various response studies are presented. 

~e importance of a quick reSponse has already been discussed in Section 

7 on the supply of r:olice forces. The results from serre m:::x1els developed 

for the Chicago Police are also discussed for relevance to CAS. 

9.2 POLICE ENERGEt\1CY RESPONSE SYSTEM 

The police emergency response system is sho;vn in Figure 9.1. The 

system responds (efficiently or otherwise) whenever a citizen cc:mrnmicates 

the need for poli.ce . service to a police corrmunication center. A typical call 

is handled in the follCMing nrumer: 

9.2.1 Incident Occurrence. 

At tirre t equals zero, a particular incident such as robbery, burglary, 

etc. COI'llre!lces and requires police attention. 

,. 

9.1 
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• 
ce 
• 

• 

• 

• 

•• 

• 

• 

• 

Incidents Deteclion of Report of I ncidenl 
Ineidenl 

l CriMes by I. Witness by I. Public or 
2. Disputes 2. Victim private 
1. Vehicular p 3. Alarm p telephone 

~cidents system 2. Citizens' 
4. Disturb.nees 4. Police llarm 
5. Sudden 3. AulomatlC 

illnesses d~lection 
alarm systeM 

4. Police radio 

Police Processing 

I. Information 
gal/lering 

~ 
2. Infc,·Malion 

encOding 
3. PflQrity 

assl~nMent 
4 Patrol car 

dispatch 

Inputs 10 
potke emergency 
response systen 

Police Servicing of 
Reported tnclI!enl 

I. Apprehension 01 
susP~t 

~ 
2. Transperting 01 

injured person 
J. RepQriing 01 a 

crine 
4. QUieting 01 a 

dis~urbance 

Patrol car 
respons! 

Aggregated flow diagram of the police emergency response system. 
._---- - ---_. --.- ---- ~. ----.. ___ -.J 

Figure 9.1 
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9 _ 2. 2 Police Detection 

At 1:ine tl the police or a person or a device that will report the 
~ 

incioent to the police, detects the cr.ime. 

9.2.3 Initial Attemot to Co:rmn.micate With the Police _ 7 ~, ~~~ ____________ _ 

If detection at time ,t2, is by an automatic device, this delay may be 

• small. otherwise, if a call is made from a telephone or call box I this delay 

t 2- t 1. would depend upon the proximity of a telephone or call box. In case 

of central-station burglary alann systems, the system usually notifies a 

• centeral-station operation which may dispatch its own units and guards to 

be scene to notify the police or both. On the other hand, victim-triggered 

robbery alarms are often wired directly to the ccmmmication center and given 

• top priority 

9.2.4 Contact Iiith Police 

At time. t3 contact \vith the police is ~e. Therefore, t3 - t2 repre

.-_ .. sents the time delay in queue waiting for an available canplaint clerk to 

receive the call. Based on Ne:..; York City data for Friday and Saturday evenings, 

40 percent of these calls received suffer a delay of 30 seconds or rrore. The 

• delays of course, depend on the number of canplaint clerks receiving calls. 

Again, in Ne.w York City, the headquarters may receive over 1500 calls per hour 

during evening hours, requiring rrore than 40 CO!Iplaint clerks. The delay 

• depends also upon the manner in which calls are taken at the switch.lxlard. For 

example, a first-carre first-served system produces the least delay to an 

individual, but: disregards the urgency of the need for response. 

• 9.2.5 Information Gathering 

• 

Assuming that all relevant information is received by t.irre t 4 , the 

initial infonration gathering tirre is t4 - t3' For any call, the clerk 

gathers information about the incident and ascertains priority for the call. 

9.3 
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If the clerk decides that the incident does not require the dispatch of a ce patrol car, he may choose to tA-Dni.nate the call at that t.llre or transfer the 
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call to back-up operators who handle non-errergency calls. The clerk, in 

assessing the priority, may indee::l make mistakes with serious consequences. 

On the other hand, if too many calls are accepte::l as requiring en scene service, 

the patrol force may becane saturate::l. 

The average tirre for such a call requiring police service is 20 to 30 

seconds. Average ti.rre for other calls varies betvleen 40 to 120 seconds. 

9.2.6 Information Processing 

The infonration is ccxle::l on a conplaint ticket or incident report. 

Say this activity terminates at ti.rre tS' 

9.2.7 Transmitted to Dispatch 

'lhis activity involves transferring the call to the dispatcher of the 

patrol cars and ends at t6. It usually takes 10 seconds. 

9.2.a Entrance to Dispatcher Queue 

The ·incident report leaves dispatchers queue at time t7' The queue 

gets formed when incident reports arr~.ve in a flurry, faster than the dispatcher 

can handle them. The delay (t7- t6) typically varies from a feN seconds to 

a few minutes, but rarely excee::ls 10 minutes. 

Muc11 IrDre inportant is the second source of delay, that caused by the 

entire patrol force being busy. These delays can exceed one hour. In sore 

cases they comprise 90 percent or IrDre of total police response time. 

9.2.9 Dispatch of Patrol·Unit 

'!he dispatcher selects a patrol unit to be sent to the scene of· the 

incident and transmits the necessary infonnation to the unit. This activity 

takes a small arrount of t:ime and ends at ta. 

9.4 
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9.2.10 Arrival at the Scene 

~e assigned patrol unit then travels to the scene at speerls detenni.ned 

by the nature of errergency. 'Ihe unit arrives at time tg. This travel time, 

tg- tSI may vary from a nonnal range to 3 to 7 minutes, to over 15 minutes in 

sare cases. 

9.2.11 Comoletion of Service \ __ ~6~ ____________ __ 

A typical call takes 25 to 45 minutes to service and ends at time t 10. 

9.2.12 Results of Response MOdels 

~e sum total of dispatcher queue arrd processing time and the travel· 

tirre of a police car' to the scene comprises between 50 to 90 percent of the 

total response time, tg- tl' 'rhe dispatcher is a prirre decision rreker in 

the errergency response system, He can delay a dispatch or even preerrpt one 

of. the lcw-priority calls. Table 9.1 presents response tirre data fran the 

Boston Police Deparbnent for different kinds of emergencies. 'Ihe travel 

··time does not seem to vary much. However, the time, ta- t41 varies considerably 

with the type of incident. 

studies in New York City sho..v that the average time between the receipt 

of a call and dispatch of a patrol unit may vary between 2.4 minutes to 15 

ndnutes. (See Table 9.2) The smaller values are due to time required for 

recording information, to transfer infonnation to the dispatcher, and to 

dispatch an available patrol unit. 'Ihe larger values occur when rrost patrol 

units are busy and no car is available in the vicinity of an incident. 

Figure 9.2 sho..'lTs that larger cornmmication delays occur when the patrol 

units are relatively busy. In this study, the precinct tours which experienced 

largest average dispatch delays averaged 46.2 percent unavailabli ty of cars 

for dispatching. 'Ihe precinct tours which experienced smallest average dispatch de

lays averaged 31.7 unavailability. Yet this relatively small range of 

9.5 
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Table 9.1 
\ 

\ 

... . . , 
" ./~ 

RnJlon~ Tim.: 0:110 (rom the HostonPolice Department 

Elapsed Time from Time Required for 
Termination of Telephone Patrol Unit to Travel .i 
Conversation until Dispatch to Scene of the Service Time at the 
of a Putrol Unit Incident SceM of the Incident 

Standurd Standard Standard Sample 
Incident Type Mean deviation Mean deviation Mean ·devia tion size I 

Vehicular Accident 1.05 1.00 3.98 3.09 54.25 25.97 44 
I 
I 

oj 

Medica! Case 1.73 3.01 5.35 3.38 40.38 24.74 225 
.. 

Other Offense 1.74 2.04 5.41 4.03 22.68 18.19 97 

Drunk 2.31 3.83 5.34 4.26 25.31 25.89 71 

Burglary 2.39 4.24 6.45 5.05 51.76 31.36 33 

Investigation 2.61 5.23 5.94 4.53 31.30 23.56 509 . ) 
Larceny 2.79 4.34 7.58 5.52 31.74 15.57 38 

Vandalism 3.42 5.85 6.90 4.40 36.14 24.23 118 

Minor Disturbance 3.46 6.11 5.95 3.64 24.39 18.56 406 

Auto TIlcft 4.83 8.08 7.09 4.35 35.54 21.87 94 

Note: Delay units are minutes. Data were collected at the Boston Police Department over the scven-rlay period June 6-12. 1966. 
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Table 9.2 

TYPICAL RESPONSE TTIvlE CQ.'1PQ'ill'IT'S 

(New York City) 

Between dispatch of a unit 
and receipt of a call (t8 - t4) 

Patrol Unit travel ti.rrE 
to the scene (t

9 
- t g ) 

Average distance traveled 

Average service time (tlO - tg) 

Average 

2.4-15 minutes 

3.6-9.8 11 

0.78-2.91 miles 

16.6-19.3 minutes 

Median 

5.8 

6.2 

1.62 

27.5 

9.7 
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unavailability does not explain a larger variation in delays. This nay be due 

Ce to uneven distribution of police force between peak and average derrand t.irces of 

• the.day. 

Sorre good data has been collected on the different ccxnponents of response 

. t.im= I and on the service ti:me:,. for the police in New York City. The curnulati ve 

• distribution func-Jons for each of these factors are presented in Figures 9.3, 

9.4 and 9.5. Figure 9.3 shows that the probability of the total delay in the 

connn.mication center (ta - t3 ) being less than 5 minutes to 6 minutes is only 

.. 0.5. The range is large, varying fran over 2 minutes to well over 15 minutes. 

Surprisingly, t.."l1e total travel tirre varies much less: fro.'1l 3 to 10 minutes. 

Tht-.">Xe is a 0.5 probability of this delay being less than about 6 minutes. Total 

• service time (Figure 9-5) may vary from 15 to 50 minutes, with a 0.5 probability 

e· 

• 

• 

e_ 

of. it reing less than 25 minutes. Thus it is seen that the total response 

time may vary significantlYr depending on the nature of the erre.rgency, its location, 

the availability of patrol cars for resp:mse, and other factors. Once a car 

arrives at the scene, it is tied up for 50 minutes ( nore or less ) and is 

unable to service any other call' (even a higher priority call) in this pericx1. 

Data fran the same New York study on the average recorded travel distance 

is presented =4"t Figure 9.6. This distance depends on section size, street 

layout, number of cars per unit .area, land use patterns, etc. 

S<::Irre work has been published in recent years on the use of nodeling and 

simulation teclmiques in the allocation of police resources for improved response 

time. In particular, the work of Larson and the Rand Corporation is outstand

ing. Various.kinds of queueing dispatching, car location, and other nodels have 

been developed but their use is presently quite limited. A recent simulation 

study for the City of Chicago resulted in sare very interesting conclusions 

l. 

2. 
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\ CUMULATIVE DISTRIBUTION OF AVERAGE RECORDED COMMUNICATIONS ROOM TIME, 
(AVERAGED BY TOUR AND BY PRECINCT) 
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The graph is derived from 
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Figure 9.5 

:'" CUMULATIVE 01 STRI BUTION OF AVERAGE RECORDED SERVICE TIME 
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related to service time, the rate of receiving emergency calls, allocation 

of priorities, and the number of PJlice cars required. 'Ihese results are 

presented in Figures 9-7 through 9-10 which are self-explanatory. It is 

seen t.1-mt with the adequate deployment resources, the lmavailability factor 

can be cut -dCMIl to a f€!ll seconds. 

9. 3 CONCLUSIO~S 

a. Total resPJnse time for the PJlice may vary widely depending on 

various factors related to the type of errergency, its location, the availabiIi ty 

of police resources, and the criteria for their location. 

h. Total resp:mse time may vary from a rrean of 5 minutes (vehicle 

accident) to 7 minutes (rredical e."11ergency) to 9 minutes (burglary), as rreasured 

in a Boston studye N€!Il York City statistics are simular shCMing a range from 

6 to 25 minutes, with a rredian of 12 minutes. Los Angeles statistics sho>'l 

a range fran 4 minutes for errergency call (arrest ITB.de) to 8 minutes for 

non-emergency but urgent calls (no arrest made) . 

c. The total resPJnse tirre is made up os a number of canponents. 

'!he rrore significant components include: 

I Tine to establish comnunication with PJlice or other 
public-saftey organization. 

II Processing time at Police Ccmnunication Center 

III Dispatch delay 

IV Patrol car travel tirre to scene of errergency. 

- 9.13 
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d. '!he use of CAS virtually eliminates the time to transmit a call 

for assista.'lce to the police or other response agent. 

e. Work-sche1uli.."lg and allocation algorithms are presently available 

to help reduce the other cCinp:ments of response ti.'l'e, but are not in wide-

spread use. 
e '. 

f. With present resources and allocation procedures, it is unrealistic 

to expect a total resfOnse time of less than 4 to 5 minutes, for the highest 

priority calls, assuming an average urban fOlice district. 

• g. 'nlere is a wide variation in response capabilities between situa-

tions of average and peak \\'Orkloads. In the latter case, response times 

may degrade significantly (by an additional factor of 10 minutes or rrore) 

• because of the unavailability of police cars. 

h. Significantly improved response time is deEirable for a personal 

.e protection system such as CAS, especially when it is noted that an 

average robbery may last less than 5 minutes. 'Ihis implies the use of 

guards and other response agents located close to large fOpulation clusters 

e· 
(e.g., hous1r!g conplexes, ccmm.mities, etc.), to support the capabilities 

of the police. 

i. Response time is related to arrest probability in the manner 

ShCMIl in Section 8. • 

• 

e_ 
• 
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ANALYSIS OF FAISE .AI1\Rl1S 

_ .10.1 lNI'roOOCl'IOO 

The analysis of false alarms is an issue which has been explored 

by a n1.:lItfrJer of different agencies. M:>st flOlice depa.rt::rre."1ts have conducted 

"an analysis of false-alann data" in an effort to understand t..."'e proble'1lS 

.caused by the incorrect operation of alarms and secud ty systems. SaTe 

data has also been collected by alarm industry organizations, such as 

'lhe Alann Industry Camri.ttee for Combating Cr.ilre. The parameter that is 

usually examined in such studies is the false-alarm ratio. General 

experience sho.vs that the false-alann ratio is alrrost always in excess 

of 90 percent and may approach 98 percent to 99 percent for syste.rns which 

include automatic, digital dialers. There are three najor problerrs with 

this prese.T'lt approach to the analysis of false alarms data. Firstly, the 

data collected by different organizations is collecte::1 in different 

fonnats, and the error in the data is large enough that the use of such 

data for any sophisticated analysis is questionable. Secondly, this data 

is usually collected over short periods of time I e. g., over a bro week 

or four week period. This naturally limits the ability to relate the 

occurrence of false alarms to causes which nay change with t.ilre and time-

related variables. 'Ihirdly I the false-alarms ratio can hardly be considered 

an adequate pararreter for analysis. This is because, depending on location 

aT'ld circumstances, a system which is both effective and reliable nay have 

0: high false-alann ratio rrerely because the m:rrnber of real alarms is 

extre.T£Ely snaIl. To pick an absurd exarrple, if a system with ten instal-

lations, over a period of five years causes a total of two false alarms and 

no real alarms, the false-alarm ratio is 100 percent even tl.lough the system 

may be rrore than adequate for a practical standpoint. 
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MJre recently, efforts have been made to consider parameters such 

as the fals~alann rate and the rrean-t:i.rne between false alarms. The 

~·Mitra Corporation recently released a report in which an analysis was 

perfonred of a b.n:glary alann neu'X)rk. The false-alann ration was 

related to parameters such as the false dispatch ratio (dispatches made 

by the police to false alann calls), and to the rrean-tirre-beb-leen-false-

alanns (!vfl'BFA). It has been suggested in this report that the MrBFA may 

be a good rreasure of theperfonnance of an alann neb-lork. The advantages 

and disadvantages of such an approach will be discussed in the follCMing 

section. 

10.2 FAlSE AIAR.'1S ANALYSIS OF FIDELITY DATA 

Fidelity Security Systems, Inc. is a UL approved central station. 

Fidelity is in the business of installing alann systems and rronitoring 

the signals received from these SystB'11S. Fidelity is an independent 

operation which in the last five years has tripled in size. Fidelity's 

operation is differe.'1t from other operations its size in a number of .ways. 

First, rrost of its central station alann systems are supervised on direct 

telephone lines (the Bell System), as corrpared to M:Culloh systems. OVer 

95 percent of Fidelity's business is in burglary alann installations, i.e., 

a very small fraction is in fire and other alann SYSte.llS. Another factor 

. which distinguishes Fidelity is the nature of the area served by it. 

Pittsburgh is a city with a srrall core population, with a large nu:rcber 

of its working force residing in the suburbs outside the city. ToJ:X>graph

ically, the city is hilly. '!he intersection of three rivers and the presence 

of a large nurrber of bridges introduces unusual factors in the response 

of the police or guards to an emergency. Fideli ty has comprehensive 

records on its alarm data, :both real and false alanns, datirlg back ~ 

years. In an effort to take a rrore serious look at the false alann data 
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maintained by central station operations and the relevance of such data 

to CAS developnent, CcrIpu-guard decided to perfonn an a:rwysis of six rronths 

.9f Fideltiy data. 

: '!he six nonth :r;::eriod from Januaxy through June 1973 was considered. 

Data on real alanns, false alarms, repair calls, guard response t.ilre I and 

police response time was taken directly from the central station logs, 

runner dispatch cards I and service call sheets. The analysis '\-,as a.irred 

at finding the number and causes of alarms, the tirre interval between 

alanI\!'!, and any correlation between the nurrber of alarms and temporal 

variables. 

'!he alann data was coded, key punched and entered onto a data file on 

the Carnegie-!>l=lion University rEM 360/67 computer system. The analysis was 

done on the 360 and many of the outputs \'lere plotted directly on corrputer. 

Prior to an actual discussion of the results, it may be worth examining 

serre definitions. Real alanns were considered to be classified in nine 

different ways: burglaries, hold-ups, parking lot violations, fires, 

vandalism, attempted burglaries, arson, rredi.cal accidents, and others. False 

alanns were classified as being those alarrns in which a runner (guard or 

police) '\Va5 dispatched to the scene of the errergency, but no evidence was 

fowd of an attack on the system. False alanus can be classified as 

belonging to one of three groups depending on the origin of the false 

alann call: whether it originated from a burglary alann syste-n, a hold-up 

system, or from a failure in the test of the system. This third classifica-

tion requires some explanation. Often when an alann system must be tested 

and set, either during the opening in the rrorning or the closing in the 

-evening I the system may not function correctly. In such cases there are 

two alternatives. If the central station recognizes that it is a systell1 

malflmction, then the situation is treated as a repair call. HCMever, if 
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the central station is unable to recognize this, a guard (also kn.oml as a 

ce rurmer) is sent out and the situation is classified as a false alarm. Thus 

• -all the calls for service may be classified either as real alarms, false 

alarms, or repair calls. Real alarms and false alarms are characterized 

by the fact that a guard is sent out irrrrediately when the alarm is 

• received. One major factor in the classification of false alarms are the 

situations in which a rurmer is dispatched and then recalled, because the 

central station has identified the alarm as not being valid. DeF€.llding 

• on the criteria used, and this is a gray area, these situations rray or rray 

not be classified as false alarms. Corrpu-guard has considered both 

alternatives in computing pararreters such as the false-alann ratio. The 

• choice of either alternative then rests with the reader. 

False alarms rna.y be caused by a number of factors. The seven prirrary 

.e causes of false alarms that were considered by Cornpu-guard are defined 

.... belav: 

a. User Error - An alarm caused by client neglect, carelessness, 

accident, or lack of knavledge of the system. This includes 

• errployees, family merrbers, and pets. 

b. Design Failure - Failure of the design to cope with environ-

rrental factors. 

• c. Equipnent Failure - lmy failure of installed equiprrent in operation. 

d. Installation Error - lmy failure because of improper installation 

or inproper initial adjusi.::m2nt. 

• e. External - Failure of telephone lines or po:.ver lines. 

f. Other - Cause kno;vn but did not fit into any of the above 

categories. 

~e 
\ .. 

g. Unknavn - rack of data for FOsitive identification. 
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ihere are serre situations in which Fidelity may be unable to send its 

own guard or nay consider it prudent to have the p:::>lice resp:::>nd irrm:rliately. 

: The six rronth analysis shOils that in 73 percent of the false alarms, the 

:response agent was a Fidelity guard. Only in 42 percent of the situations 

~"aS the reSIXJnse frcm the p:::>lice. '111.e SUI1,1 of these two figures adds up 

to lTOre i:..'1an 100 percent, because in serre situations both the guard and 

the p:::>lice may res:t;X)nd. 

It is interesting to look at the distribution of Lrue alarms by type of 

crirre. This is presented in Table 10.1. In terms of false alarms, 

about 97.5 percent were due to burg~ar systerns and only 2.5 percent due to. 

hold-up systems. '111.e total number of false alarms and the distribution by 

type and by cause is given in Tables 10.2 and 10.3. 'Ihese numbers must 

be vievled in conjunction \vith the fact that Fidelity had an average of 459 

central-station alanu systems installed. As \vill be seen in Table 10.3, 

user error is the largest single known cause of false alarms, representing 

33.5 percent of all false alarms. Given the sensitivity of the total false 

alann rate to user error, this particular factor '\'las examined in fuither 

detail. Given belOil are the nine prlirary reasons for the cccurrence of 

lIuser-error false alarms, 11 \'li th details in Table 10.4 

a. 

b. 

Early Opening - Going to day-setting before the usual tirre 

without notifying the central station (CS). 

Late Closing - Staying on day-setting past the nonnal clos.ing 

time without notifying CS. 

c. Irregular Opening - Reentry into the building without notifying CS. 

d. Improper Closing - Closing the building and neglecting to set the 

system for the night. 

e. E:x:.terior Dcor or Windo:.v Open - User left the building and neglected 

to close either an exterior door, '\vll1do:.v, or the garage door. 

10;5 
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TABLE 10.1: TRUE ALARHS BY TYPE 

Types or Crir.:.es 

Burglary 

Holdup 

Parking Lot Violations 

Fire 

Vandalism 

Attempted Burgla~J 

Arson 

Medical/Accident 

Other 

.. 

NUJ:lber of 

15 

5 

12 

-6 

24 

15 

3 

2 

8 

90 

Crir::es 

. , 

Percentage of Total 

16.7 

5.5 

13.4 

6.7 

26.7 

16.7 

3.3 

2.,2 

8.9 

100.00 
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Table 10.2 

CL.~SIFlCATION OF FAlSE ALARH, BY TYPE 

Burgla:r:y 

Holdup 

Nurrber of False AlaxrrtS 
A B 

921 1064 

24 27 

945 1091 

A = excludes situati.ons in which runners were recalled 

B = all situations 

% of Total 

97.5% 

2.5% 

100.0% 

, 
l ! 
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Table 10.3 

CLASSIFICATION OF FAISE AIAR.\1S, BY CAUSE 
(A: 1091 False Alarms, all situations) 

1 Unkncwn 

2 User Error 

3 Weather/Environrrent Susceptibility 

4 Equir:rrent l·1alf'lIDction. 

5 Installation 

6 rrransrnission Line (external) 

7 Other 

58.4% 

33.5 

3.1 

1.6 

0.1 

0.2 

3.0 

100.0% 

" 
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TABLE 10.4 
DISTP.IBUTIOIT OF FALSE ALA:\:·lS DUE TO USER ERROR 

(A: all situations) 

Cause 

Unknown 

Early Opening 

Late Opening 

Irregular Opening 

Ioproper Closing 

Unauthorized Personnel 

Door Or Hindow; Exterior Left Unlocked 

Accidental or Malicious 

Improper Opening 

Door, Interior, Unlocked 

Other 

User Threshold 

TOTAL 

4.1 

0.8 

0.3 

7.4 

13.4 

1.6 

15.3 

31.7 

14.3 

4.4 

1.6 

1.9 

100.00 
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f. Accidental - Any accidental act that results in an alarm 

~ condition. 

• 

• 
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q. . Inp:roper Opening - Entering the building at the nonnal opening 

tine but neglecting to set the system for day. 

h. Interior Door Open - User left the building and neglected to 

close an interior door. 

i. Threshold of Einergency - This in reference to the hold-up alanns 

and is an alarm triggered by an employee who feels, incorrectly f 

in :imninent danger of a hold-up att'empt. 

"!be distribution of real alarms, false alarms (A: all situations) I 

and repair calls by hour of the day is ShONIl in Figures 10.1, 10.2, and 

10.3. Similar distribution by day of the week is sha.m in Figures 10.4, 

10.5, and 10.6. M::::>nthly distribution is given in Figures 10.7,10.8, 

and 10.9. A nu:rrber of interesting observations may be made fran these 

'. graphs. MJst of the real alarms occurred in the evening or night. This is 

expected since IIDSt of the premises protected. are small businesses. The 

false alarm rate tends to peak bebveen 6 and 8: 00 p.m. at night, suggesting 

that irregular closings are a significant contributor to the false alarrn 

rate.. Also, the total number of false alarms behleen 4:00 p.m. and 4:00 

a.m. is substantially greater than the n1..1ITber behleen 4:00 a.m. and 4:00 

p.m. The distribution of alarm calls by day sho:.'ls that Sunday is the big 

day for real alarms. The n1..lIIber of real alarms on Sunday is alrrost bvice 

that on any other day and is followed by Saturday and Thursday. The 

variat.i..ons in the false alarms by day are not quite as significant. The 

m:mth-by-rronth analysis shows that there has been a steady increase in 

the number of real alarms received between January and June 1973. The 

behavior of the false alann rates per lTOnth is rrore erratic. In addition 

to the figures presented for real alarms and false alarms, info:rrration 

10.10 
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has also been provided on the nl,mber of repair calls as a function of 

tenporal variables. Presently no direct application has been rrade of this 

--infonration on repair calls. Hcwever, it is expected that such infonration 

will lead, in the future, to an analysis of the reliability of the devices 

an:1 carpJnents installed. and in operation. 

One very significant fact does errerge from the observations discussed. 

above. The variations in the false alann rate as a function of hour of 

day, day of week and rronth of year, indicated. that MrBFA is also a function 

of these temporal pararreters. In fact, this six rronth analysis sho;.vs that 

the HI'BFA may vary by a factor of b.D or three, depending upon the point 

in tirre (see Table 10.5). It has been suggested that l-fI'BFA can be used 

directly as a neasure of the perfonnance of a burglar alarm neb ... urk. This 

would be valuable if the MrBFA was a static pararreter, rrore or less indepen-

dent of tine. As the analysis of Fidelity data Sh~lS, this is not the 

case. The very fact that the MrBFA may change by a factor of U\'O or 

three because of non-network variables suggests that any actual change 

in a static MrBFA pararreger would be difficult to attribute to anyone 

particular cause, i.~., changes due to nebvork variables from changes 

due to non-network variables such as the temporal pararreters. 

For the six rronths of data collected., the calculated avera.ge rrean-tirre-

between-false-ala.rrns in any given rronth is presented in Table 10.4. In 

addition, Conpu-guard has developed. graphs of the MI'BFA as a cumulative 

probability distribution function. Three such curves for the rronths of 

Januru::y, Februa.J:Y I and June arepresented. as Figures 10 .10, 10 .11, and 

10 .12 respectively. CUrves of this kind may be more representative of the 

MI'BFA function than a single pseudo-detenn:inistic parameter. Addi tional 

researc..l1 must be conducted. to help identify the best representation of all 

the parameh!l.·s relevant in the characterization of an alann syste.'1l nebvork. 
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TABLE lO.S 

DISTRIBUTION OF ALARHS BY CAUSE 
(AICCX! Study) 

, 
\'.\ 

'Cause 

Internal 

Any alarm initiated at the protected premises 

caused by other than intruders, property damage, 

or equipment malfunction. This category in

cludes user error at the protected premises 

Alarm Installation Equipment Malfunction 

Any alarm initiated by malfunction of the 

alarm equipment installed on the premises 

Unknown 

External 

Any alarm initiated in a place other than 

the protected premises 

Intruder or Property Damage 

I .. :.. -.... Alarms caused by actual or attempted entry by 

an intruder or by damage to property detected 

by the alarm installation • 

. " . 

Porcent 

41% 

23% 

. 19% 

9% 

-. , 
8% 

10.21 
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~e analysis of Fidelity I s data inc1u:3.ed a study of the response 

tine of Fidelity guards and that of the Pittsburgh Police. 'rhe distribution 

. . 'of response wee for these two response agents is ShCM1 in Figures 10.13 

and 10.14. It is seen that the average resp:mse time for the Fidelity 

guards, from the tirre of notification of the central station of an 

errergency, to the tirre of the guard 1 S arrival at the scene of the errer

gency, is a little over ten minutes. 'rhe corresponding response tirre of 

the Pittsburgh Police is 12.5 minutes. It is also interesting to look 

at the plot of the arrival tirre as a cumulative probability distribution 

function. 'rhese curves are presented as Figures 10.15 and 10.16. 

10.3 FAISE AI.A:ffi.jS JI.NALYSIS OF CTHER DATA 

Oornpu-guard conducted a thorough investigation of the false alarms 

data available frc:m other sources. 'rhis data is very sparse and unreliable. 

Oompu-guard does not place any great emphasis on this for specific analytic 

purposes, but serre observations are presented belCM since these may be of 

general interest. 

10.3.1 AICCC False Alann Study. 

'lhe Mann Industry comnittee for Combating cr.irre recently conducted 

a survey of the cause of false ali'l ... rns. 'rhey defined four major causes of 

false alarms: actual alarm, exte-rnal alarm, internal alann and equip.-uent 

alanus. A distribution of these alarms by cause is presented in Table 10.5. 

'lhese results were based on an analysis',of 178 central stations with a 

total of 152,425 systems. OVer a one Ironth :period, these syst~ resulted 

in a total of 38,898 alarms of which 2906 were actual alarms, leading to 

634 captures. Since the internal alarms represent such a large :percentage 

of the total causes of false alarms, the dist.ribution of these causes of 

internal alanPS is presented i...."1. detail, bela.'l: 

10.25 
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a. Failure to lock doors or WindCMS 

b. Custodial or other personnel :irrproperly 
entering secured areas 

c. Improper operation by 1;.ser 

d. Failure to notify alann company of 
change in procedure 

10.3.2 All Other Data. 

21.2% 

17.8% 

14.8% 

12.7% 

66.5% of internal causes 

Figure 10.17 is a copy of a false alann study conducted by the 

Cr.irre Prevention Squad for the City of NEW York. Figure 10.18 is a copy 

of a false alarm report issued by the Seattle Police Departrrent. Table 

10.6 gives additional central station data issue::1 by Undenrriters Iabora-

tories I Inc. which relates the number of captures to the n1.llTber of atterrpts 

and the elapsed time in minutes since the triggering of central station 

alann system. This can easily be converted into a plot of the probability 

of capture as a function of elapsed time in minutes. 

10.4 COl:\iCLUSIONS 

A nt.lT!ber of significant conclusions can be dra\ffi from the data and 

the analyses presented in this section. 

a) Available false-alann data suffers from the proble"11S of inaccuracy, 

inconsistency of fo:r:mats, and the limited duration of the data-collec~ion 

period. These factors make the use of such data for any sophisticated 

analyses questionable. 
. 

b) The analysis of Fidelity data, as presented, anS\vers these three 

problems but is obviously limited for other reasons: 

i. It is influenced by the topography and other factors unique 

to Pittsburgh . 

ii. It is based on a relatively small number (457) of installed 

systems connected to the Fidelity central station. 
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C I7~ JF ir=-:J 70~;·: 

IlW OTI~ IJ..? I o:r -7P.A-I:L:G:Ci 
rULLETIlT ::0. c 
FxRUARY 21, l0,/2. 

SiJBJECT: 

1. Tho iTati("lnal Buroau C"f standards r.:aintair:s 0. 

II Los! :::::nfo~cer;..cnt Labrrat"'lry II, • .. :nich ';;orks clf"'lsely VIi th 
the La'j; :SDfc;r~ Cl:i.Cnt t_s :::is ta::..~C) l,.d!:~::':-.i s tra ti on 8.TlG. tos ts 
varil"lu3 ~ecuriJcJ r}:·vices c...'1ti SYS"c2:::-.3. ;;,t p:"'cse!"'.t, the 
lab"ratl"lry :'s ':;orkir.g i~~ the f«!.l"',-,'ing m"'eas: 

2. 
is the fc.ls:'> 

Prl"ltcctive devices - i.e. helmets, ar~('r ves~s, 

Cont;1unicntion~ - police co~puters5 

All typos of nla~m systcns • 

Intrusion Alarr.:s. 

security HD.rd~are, i.~. locks, scroens, etc. 

A prime problc>:'l 0! sC'curi ty [11E.rns ::..:-.:1. devices 
~ln~'l r~:to. In n ~cccr.t '):10 :::.onth test ('\f 17") 

,../01'0 rec:)i vod 
A 'brc fll-;:Q,)';:n 

a) '.:'4:;; Y!O!'O due to intcl'!1o.l procodu.:"vs, i.-3. 
careless ('r:-"l')ycos, fnilurc t~ l' "'11.,\"[ i!1structio~s, otc. 

b) ~5.~ ':IC~.:>0 due to eq,uipl:1'2r:t r:1nl::u..:':~ti,)~lS • 
0) ll:'~ ':;('r,-~ duo t:1 c.xtC'~nQl f?i1l~:::'os i.,J. 

tclcph0no li~Qa, power failures, C'~c. 
") In.;' "~',~,-,,, .. -,~ C'~U""'''' ... " '-',:J. \,.A.;.L ____ \,..;._ .(,."" ... .:c..:J. 
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smn ... .ARy OF SEATTLE POLICE DEPf.RTI-1ENT 
FALSE AL ..... mf REPORT 

Seattle police respond to 550-700 false burglar and robbery 
nlarr".s monthly. An averabE' of 80 are bank alarras. Departruental. studies 
indicate that over 97% ef alal.1'!:s are false. The nu;:;ber of false alertLs 
is growing as more citizens seek greater physical Dcucrity for their 
ho:nes 3:ld businesses. The Seuttle Police I'cpart~ent ..A~'.1nt:al Report 
recorded 7,443 tetal alarms requiring police response in 1970. 

Bank Qnd al[lrm c07"~p2nies as tir:lCi te that err.ployee errors 
accollnt for om:-hali' of all false a] arms. The increase in bank alai.T.1s 
1s the result cf an incre?cf.d I'!t!~!ber of bank branches and the fact that 
banks are i:l.stalling rrct'e sopnisticate::d alarm devices. 

Accidental tripping of "bill-tre.ps" and janitors' sweeping 
of floors a.fter hours t1:igger r~any false alarms in banks. 

I~alysis of causes of false alarms in Seattle: 

50% subscribe;:- or otmer error. 1./"" 

21% installation. ../ 

11% equipment failure. 

9% ''t\'cather. 

9% other. _ 

The study reccgnizes that it is likely that many alarr:.s are 
triggered by burglars "7ho !'lave fled before police arrive. 

The conclusions of the Report y~cre as follo~'ls: 

"Police officers ••• are becoming conplecent 
in procedures for handling alar~s because they 
expect theu to be false. The Com.'nunica tions . 
Center is unnecessarily burdened ~ith dis
patching cars to alarms and coordinating units 
to perform valid pclice services at the sane 
tirr.e. Lack of coordination among responding 
units is actually resulting in a lowe: suspect 
apprehension TEte, than is possible, and is thus 
making more alarrr.s appear to be 'false' than 
l-lOuld other.lise be true. 

Figure 10.18 
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iii. It is influenced by the specific equiprent, cx:mp:::lnents, 

("_ and devices used by Fidelity in their :installations. 

• 

• 

• 

• 
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• 

This implies that a far rrore cornprehensi ve study is necessary I for 

definitive conclusions, Havever, the nethooology developed by Ccmpu-guard 

should be valid. 

c) The current use of pararreters such as False Alarm Ratio and False 

Alarm Rate to describe the perfo:r:rrance of an alann system is a gross 

oversimplification, anq is undesirable as it may be misleading a..'1d even 

wrong. 

d) 'Ihe Mean T.iJre Between False Alarms (!.fi'BFA) is a rrore representative 

rreasure of system perfonnance. Havever, the analysis presented in wis 

section suggests that the!.fi'BFA should not be considered as a static, 

deterministic pararreter. It varies significantly with tirre, and its 

sensi ti vi ty to non-network variables (for an alann netvlOrk) such as tirre 

of day and rronth of year nay be greater than to network variables such as the 

type of system, coverage ratio, etc. Thus, the MIBFA should perhaps be 

treated as a probabilistic pararreter that must be corrpensated or nor-

malized with respect to tirre and tirre-related and other non-neb, ... urk 

variables. 

e) Sorre effort ITU.lSt be given to the standardization of the definition 

of a-..:mronly used pararreters such as false-alarms, real alarms I etc. 

f) The relevance of such false-alarms analysis of burglary alarm 

systems to CAS is quite limited. This is because the significant causes 

of false alarms in the use of CAS are likely to be roth different and 

differently distI:ibuted than for burglary alarm systems. For example, 

one of the major expected causes of ClIS false alarms is the triggering 
" 

of the CAS actuator at a threshold of errergency perception that is teo 

lav, e.g., in response to the noise of a tree-branch rattling against a 
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windc:m pane. On the other hand, CAS false alanns will never be due to 

.inproper openings or closings. The direct extrapJlation of burglar-alarn 

-system data to the use of CAS is likely to be dangerous. 

g) Extensive discussions with cr:i.rni...'1Ologists, sociologists, and 

others indicate that there is no reliable way to simulate the response 

behavior of a pJtential CAS user in an errergency, as a rreans of detennining 

the expected threshold of CAS usage for different types of users. Since 

this si.rm1lation is not pJssible, and since user-threshold is a critically 

irrtpJrtant factor in the detennination of the expected CAS False Alann Rate 

and. MrBFA, a large-scale field test of CAS seerrs to be a necessity. This test 

is necessary with a large enough number of field systems so as to be 

representative of the range of scenarios, the types of users, the types 

of errergencies, and the types of non-errergencies in which the actuator may 

be triggered. This large-scale field test of CAS may be the only reliable 

-, WdY to determine CAS false-alarm pararreters. 

, 
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FALSE AIARr£ !'lJDELING 

.:-.. 
. ,,- . 

11.1 INTroDUCI'Ia.~ 

The previous chapter is a &scription of a study perforr.ed on false 

alarm data. L'"1 this chapter an ct:t.errpt is l:eing made to define scr.e the0-

retical basis for the false alarm q:J.estion • 

The first nodel shoi.m is a false alanus nodel, whic.1"l seeks to descril:e 

false alarm occurrences as a function of sevo...ral cau.c:;es. The m:Jdel can be 

used roth as a predictive nodel and as a sensitivity chec.1(. An alternative 

to the HTBPA (mean tine l:et\'leen false alarms) rreasure is suggested. 

-The second nodel deals not with the causes of false alanns, but their 

effect on the ~iOrkload and effectiveness of the police. Specifically, a 

" technique for measuring t.1-J.e acceptability of the CAS system to the police 

is suggested. 

11. 2 FALSE ALi\R·1 1,DDEL 

O.1e . purpose of developing a hlse alarm m:::x1el is to descrite the incidence 

of false alanns in terms of the causes. Such a rrodel would obviously describe 

the relative importance of the various causes, and could allo;·, an analysis 

of the sensitivity of the false alarm rate to changes in t.~e effect of t.~e 

yarious causes. From a policy sta.ndpoint, suc.~ infonnation ''-K)uld l:e desirable 

in deciding wrere and h:lw Il1I.1Ch effort should be e.-xperx1ed in. attacking each 

cause. The nodel could be used to analyze the false a.l.aJ::m problem as a 

function of t.i.ne of day. For instance, one may v.ant to kno;'l how significant 

, the peal;; load is, and which causes are LlpOrtant at that tirre. The nodel 

might also have 50m3 predictive applications. For instance, having sane 
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prior knaJlledge of the situation in ~ various causal dirrensioos, it might 

be feasible to estima.te the false alarm rate for a prOFOsed situation. 

The nodel itself is very straightfonmrd. let r be the false alarm 

rate per system (false alaI:rns r:er year) in the field. Then: 

r-~'= r l + r 2 =+ ••• + r i + ••• + rn 

woore r; is ~ false alann rate due to cause io There exist n types of 
.'" --

causes. If R is t.lE aggregated false alann rate for all N units in the 

field, then: 

R = Nr = N (r 1 + r 2 + ••• + rn) 

To see h::fJl this relates to the HTBFA, set 

MI'BFA = I 1 N ,,(--------~ 
r 1 + r 2 + ••• + Rn 

This represents the i,fl'BFA for the entire system of units. 

11.3 POLICE \-K)R"'CU)AD FALSE J..rARL1S r-iJDEL .' Any syste...'U designed to detect criminal activity and prC?duce an alarm 

will inevitably produce a certain nurnl::er of false alarms. The occurence of 

false alarr.lS will nnst 1ike.ly l::ear a certain relationship to real ala.rrt's • 

• 

• 

e_ 
• 

. Frequently, the occurrence of false alams is stated as a perrentage of total 

alaJ:ms. For example, for a syster.nith an 80 percent false alarms ratio, :80-

percent of all alatrnS sent will re fUse • 

But the false alarms r:ercentage figuro is of little use by itself in 

deciding \'lhether to use the system. The acceptance of the system by the 

police is one of the rrost critical factors. In analyzing t.'1e direct effect 

on ~ police, a major trade-off ,-Jill 1::e made L--eo-,'80-n the additional ".'Orkload 

inlx>sed upon the police and t:.re perfonnance of the system in ca:lbatting crirre • 
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The police will probably l::e willing to accept a higher w:>rkload if it results 

jn a sufficient increase in perfom.ance. 

Within the frarrev;ork of the analysis indicated al:ove, false alanrs l::ecc:i'£e 

inportant because the level of false a.larrns is one of the m:Jst ilTIportant 

factors in deteJ.."Ii1.L"1ing police ~rY~ad. 

11.3.1 The. i·b:lel" 

The m:Xlel is designed to carpare a rreasure of police effectiveness 

calculated refore tl13 CAS system is in use to the sarre nEaSure calculated 

assuming CAS systems are in use by citize"1s. 'Ihe effectiveness rreasure 

used \'lill be the ratio of total polioo patrol tir.e plus detective tine to 

the total nurnl::x3r of arresi:s (to Ie defined later) over a given period. The 

patrol and detective tine is sirrply the number of active patrolman and detec

, tive tirres the average murs worked by one individual in the p=>-riod (say, 

2,080 lours per year). '1he rreasure is thus in units of man-hours per arrest, 

and. the lower the nun1l:er the higher the indicat...od efficiency. 

A very similar index was utilized by the Op:rations Research Task Force 

of the Chicago Police Deparb.rentl in their study of resource allocation in 

the Depa.rbnant •. TOO specific IJeasure used there was the ratio of felony 

arrests to assigned manI.XA~r" 

'!be present effectiveness index of the p:>lice ( .... lith::mt CAS) is relatively 

easy to calculate frcn manpower and arrest data. Projecting the inde..'{ for 

1 Allocation of P.esourccs in the Chicaqo Police Deoa.rtr:"ent, U,S. Depart:me.'1t of 
Justice, Law EnforcclT'I:;!nt Assistance AOministraclon, ;·1'a.rch 1972, pp 22-30. 
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CAS situations is sarewhat rrore difficult. '.I'te technique employed is to 

determine the incrernental arrests and adell tional \-.Drkload caused b<.1 CAS, 

add these to the present baseline, and recalculate the index. There is, 

~ver, a certain arrount of uncertainty concerning just ha..; CAS will operate. 

Al"\:h:)ugh further understanding should o:ue fran field testing, the present 

calculations are perfonred for a m.unber of different assumptions, falling 

basically into three categories: 

A. False alanns - false alarms ratios for CAS of 95 percent, 90 par-

rent, 70 percent and 50 percent \-;>are used. 

B. Coverage of CAS - tJ-..ree coverages were ~"'osen, assuming the follo,d.ng 

percentages of the pu-pulatiol1 to be protected by CAS: 2.5 percent,S :r;ercent, 

and 10 perce.'"lt. Coverages greater than 10 percent ylill probably not materi3.1ize 

'. for many years. 

c. crirres reported - '0-;0 extreme possibilities exist. One is that all 

cri.nes rer;x:>rted by CAS ,-;auld not have been reported, thus leading to nev 

arrests. The other is that they would have been reported anyway, but thut 

CAS offers a l.ov;er response ti:rre and thus a higher arrest probability for 

these criIres. A third situation is studied assuming the rrore realistic 

situation that tl-e crirres reported a:e a mbct:ure of the b..u al:ove categories. 

The ma:tl~na.tical fo~ation:s presented bela.-l. For convenienre, all 

teJ:ms are defined in Table 11.1. 

Asrune that the present annual arrests by p::>lice are Xp. In addition, 

the present annual rnaI'lpC1.ver usage of patrolrren and detective is Wp. Th:m the 

present effectiveness index for polire, Ep' is E = IV p+ 
p 
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TABLE li.l 

p ~ population of the ci i::Y • 

v The probability of any citizen baing victimized in personal crirres 
during the pericx:l of one year. 

c 

t 

Coverage. This is the fraction of the population usmg CAS systems • 

The average tine (ruan-hJurs) spent OJ p::>lice on an errergency. call. 
As these are genera1J:y two rren in a car, this ti.rne \.;ill ba bvice t:h= 
tine spent by the patrol car. 

- This represents the pl&ability of an al.T8st 1::emg r:Bde as a result 
of a true ala.."I"ffi froQ. a CAS system, assuming the alarm \·~uld not have 
been sent \vi t..~ut CAS. 

P, -m Given a true alarm fran ct\S, and assuming i.:hat the call \·;ould have 
l:een made even \·li thout a.J3 I p represents the marginal prob:tbili t<j 
of arrest .,·lith CAS. In otheP \·;ords, since t11e probabilit<l of a"1 

arrest with CAS is larger than \'.'litl'Dut it due to the faster res~'1se 
tine" this additional probability over the normal or present proba
bility of arrest is taken as Pm" In this lnanner tl-e effects of CAS 
are separated • 

f CAS false alanns ratio • 
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Three CAS situations are developad.. 
--

CASE I. CAS signaled cr..Jres v.uuld not have 1:.een signaled otrer..rl.se. 

If Xc are the tot-..al expected CAS arrests, th2n 

Xc = cPvpo· 

The additional police v.'Orkload (m:m-hours) spent servieillg both tOO 

:real and false alann calls is W d where 

W = ePvt • 
c (1-£) 

Wi th ~se factors, a tem could l:e defined to represent a sort of 

increrrental effectiveness related to the marginal arrests and workload due 

to CAS. Let this tenn l::e H, tiben 

M=H 
c 

Xc 

= cPvt / cPv:!?o 
(l-fr 

With CAS, the overall effectiveness of the police l:ec:orres E , . c 

E = Vlp + We 
c X + X 

P e 

Tlerefore, E = W + ePvt c p "'Ti-:l!\ 
\1-.1-1 

---.. {l) x + cPvp P 0 

• CASE II. All CAS signaled crirl'es. '\}'Quld have l::een signaled, but CAS provides 

higher arrest probability. 

Here the tenns X , 1'1 , H, and Ec. have t.'1e saIl1B meanings as in (I) I then c e 

Xc = cPvpm' representing the marginal arrests caused by CAS • 

• 
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1'1 = r..:Pvt 
C ,(I-f) , \vhich has not changed. 

M=W c 
Xc 

W + cP'lvt 
Ec = P 1l-'f) 

X + cPvp P m 
• ..- (2) 

• CASE III~ The calls are split 50/50 l:etv12en I a..'"1d II al:ove. In this case 

the probability of an arrest l::ecorres (po + Pm) / 2. 

• 

..... 

• 

• 

• 

Xc = cl'V(P
O 

+ Pm) / 2 

w = cPvt 
c (l-fr 

.t1= W c 

~ 
= 2t 

(I-f) (Pm + po) 

E-: H +cPvt 
c P (I=f) .. ----~- (3) 

x + cPv(p +.-? ·)72 p m 0 

11.3.2 Sanole Calculations. 
t 

In order to see what sort of results are obtained fran the nodel, a 

realistic aXar£q?le had to ba analyzed. It becarre apparent that the l:est city 

and police departrre.'"lt to re.se this example -;"In .. vas Pittsburgh, mainly l:ecause 

~ Pittsburgh au:eau of Poli03 Statistica..i Report, prepared annually, o::mtains 

IrOst of ~ infonnation req:uired. Good infonnation on any otmr major rretro-

politan police department 'YX)uld have been gocd also. 
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• The various pa.rarreters inthe rrodel nust J:e set. Brief explanations 

e follow. 

• 

• 

e 

e· 

• 

• 

1. As Pittsburgh has a population of close'to 600,000, P = 600,000. 

2. The average servi~ ti.m; for a call by pittsburgh p::>lice is 30 

minutes. This was calculated fran the Police ~'leekly Vehicle Report, "fuch 

ai ves the total nun1ber of calls and th3 total service tirre. Since there are 
.J 

tw::> rren per car, ~~e total rnan-oours spent is 2 x 30 minutes or 60 minutes. 

Thus t = 1, or one hour. 

3. Several coverages \~e analyzed, .025, .05, and 0.1. It will 

realistically be a ntllTber of years before coverages greater t.l-aTl this are 

. obtained. 

4. Several CAS false alan-lis ratios \-;ere analyzed, .95, .9, .7 and .5. 

5. The probability of a p='...rson lx"ing vicl-..imi.zed by rrrurder, rape robJ::ery, 

2 
assault, or burglari' \'lhile at the scene is roughly 0.015 or 1.5 percent. Thus 

v = 0.015. 

6. The prob3.bility of an arrest being rrade, given a cd .. TLe has occurred, 

is expected to be higher when CAS is present than \vith:mt. Roughly 40 pe::-a:mt 

of all kncwn offenses are cleared by arrest. For part one cr.iIres this figure 

is only 20 percent. Since CAS is only e::q;:ected to re used for murder, rape, 

robb:ry, assault w..d bJrglary if the victim is on the scene, which are part 

one cr.ines,.~the arre'sts made due to CAS \vill re for tiese crirres • 
1 
.:.-

2 In the u:.uroru·! CRI!'iE REPORI'S-1971, U.S. Govo--rnr.ent printing Office, rates 
of nurder, ra~81 robi:r;:r:y, assault and 13 percent of burglary 't\'Bre reported 
t~) l::e 542 per 100,000 or .542 p-2rcent. The NOR: Criminal victi..'"rization 
study estiL.....a.t:as i:hat over t,.,ire as r,rueD cri.Ire occurs as tr.8 p::>lice are 
a\vare of (p. 9). Tnus tie true victi.r:ri.zation rate is at least 1. 084 percent. 
~;:tlrrd.ng also that CAS will l:;e generally used rroro often by people suscep
tible to crine, t.'1e number of 1.5 pp-X"cent was cl-:osen • 
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In tiE Task Force R..."');X)rt: 3 Scie..'1ce and Technology , a graph t·ms presented 

slDwing the probability of an arrest given a reSfOnse tirre less than so many 

minutes. Fro;a the graph in Figrne 11.1 it appears that for reSfOIlSe tirre of 

less than 15 Iirlnutes the prob:iility is over 40 :percent. As the CAS notifi-

cation is to i::e in seconds, the total delay will l:e cxxmumication renter 

an.d field response ti.Iros, vlhich have l:.een averaged at 1. 40 ~'1d 3.43 minutes 

respectively4 for errergenC'".i calls. As CAS ca~s Vlill l::e emergencies, in 

qeneral the resr;onse should l:e within 15 minutes. To l:e conservative in 

evaluating CAS, an arrest probability of 40 p;rrcent was c.~osen •. 

As the arrest probability for Part I crirres is 20 perce..l1t, a1'1d as 

Po = 40 perc~,.t, then the "r.arginal" probability of CAS where tie alann 

w.:>uld have l::eEm sent any.. .. ay is .40 - .20 = .20. Thus P =.20 .. m 

7. The serious cr.irres which CAS \'lill l:e instrurrental in affecting 

mclude the follairing: 

.;.. nurder 

-rape 

= robbery 

- assault 

- J~3 pero=nt of all burglaries 

The inclusion of 13 p=>..rcent of burglaries represents the fact that i 

on the average, 13 percent of burglaries occur \-,hile the victim is actually 

at t.11e scene f and thus able to use a CAS system to call for assistance. 

Obviously, a nEjority of burglaries occur \·lhen t.~ victim is away fran t.~e 

S~. 

3 Task Force R2rort: Science and TeclltiOloqv, Tne Institute for Defense 
II • Analyses,. U:8. Gove·l.T:me11t pr:L~g Office, 19G7. p.' 93. 

Ibid, ppo 92, 93. 
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San1?le calculations were carried out. The resulting effectiveness 

factors am in Table 11.2. Ths calculations were perfonred for various false 

alann rates, coverages, and the three situations concerning the originality 

of CAS calls. Figures 11.2, 11.3, and 11.4 sha., the output graphically 

in plots of man-hours per arrest vs. the false aJ.anns ratio. Figure 11.2 

is for 'b~ situation \·;here t.~ CAS calls wuuld not have l:.c-e."1 rep:Jr-t..ed otL~= 

wise. Figure li.3 is the results assuming the cr:i.r.es would have reen reI,X>r-...ed 

anyr..;ay, and Figure 11.4 shcMs the 50/50 split between the uvo asSUll?tions. 

1l.3.3 Limitations of t.'h:: !·b::1el. 

Tl'.e m:xle1 developed here represents a very useful and p::>tentially ];O'~lerful 

frarra~'Ork for analyzing the effects of false alarms. False alanns are not 

intr.insically lln.tXJrtant in themselves, but in t...'"E manner in vlhich they affect 

~ response agent. It is of little practical use to a::m;?are false alann 

" rates, false alann ratios or HTBFA unless t.h3 nurnl:ers are translated into 

tenns r.aving operational significance. It ~vas sha.m ~1 this rrodel that t.'t-):: 

relationship bebveen effectiveness ald false alarms is highly non-linear in 

the critical region, ~vhich is not irrrrediately obvious wit..~out the mx1el • 

Ib\Tever, although the approach ut;i.lized here is basically sound, the :!.ctual 

, m:x1el developed has several l.ir:ri.:t.ations.. The important ones am indicated reloN_ 

a. The actual index of effectiveness used is imperfect. This index 

o:xnbines different types of crimes and different categories of p:::>lice ti.rre 

into one index. At least at this stage of the garre, one index is preferred 

for siw,!?licity as t...'1e human mind cal'l only handle a small numl::er of sir.tultaneous 

factors. But thra.virlg everything into one figure tends to overlook ~ fact 

that different crirces have different arrest proLubilitics, require different 

arrounts of pJlice tirn3, and assurre different degrees of irrp::>rtance. 
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, 
95% 

CASE II CASE U 2 

Present 
Police 127.5 N/A 

. 
CAS Increrrental 

C,;, Effectiveness 50 100 
0.025 'l'ot.:tl Arrests 

Cl\S Included 123.8 127 

CAS Incrcrrental 50 100 
C= 

Effectiveness 

0.05 'lbtill Arrests 
CAS included 120 126 

CAS IncrCl~1tal 

c= Effectiveness 50 100 
0.1 'lb t.:ll Arres ts 

CAS Included 114.5 125 

! Sec explanation 'in test 

'e 

TABLE 11. 2 CAS <Xl'll'R!BUTICN '.ro POLICE EF.FECl'IVENESS. 

cAsE III3 

N/A 

,66.7 

125.1 

66.7 

123 
.. , 

66.7 

119.5 

EXPEcrED .MA..~-HOORS PER ARREST'" FOR VAIUOOS 
~'TIAL CAS SI'IUATIONS 

PEFCENl'AGE OF FAlSE ~1S 
90% 70% 

CASE I CASE II PSEIII CASE I CASE II 

127.5 N/A N/A 127.5 N/A 

25 50 33.3 8.3 16.7 

122.5 125.5 124.0 121.5 124.5 

25 50 33.3 8.3 16.7 

118 1,235 121 116 122 

2.5 50 33.3 8.3 16.7 

110 120 115 107.5 117 

" tit , , 

50% 

CASE III CASE I CASE II CASE III 

N/A 127.5 N/l~ N/A 

11.1 5 10 7.5 

123 121 124 122.5 

11.1 5 10 7.5 

119 115.7 121 118.5 

11.1 5 10 7.5 

112 106.5 116.5 111 

TJ:1is category asSUITES that 0:11 crimes rep::>rted via CAS \\'Ould not have been rep::>rted we:rc CAS not available 
2 'lms cutcgory asstln'CS that all crimes rep::>rted via CAS \\'Quld have been reported anyway. CAS simply allONS quicker resp::>nse aM a higher 
3 arrest probability. • 

As both of the above categories represent extrcrres, a 50/50 split bco~<"'el1 new and substituted calls is assumed here. 
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In addition, the .inc1ex is one of efficiency. It does not recognize the 

actual level of arrests. For example, the inhabitants of a city may te willing 

to accept lo:.ver ove....-all efficienC'.l just to achieve a higher level of clearances. 

b. At present, at least, sorre difficultt.l is encountered because the 

data available in t..~ field is not generally structured for this purfX)se. 

Thus it vIaS not pJssible to est.ir.late all paramsters \\>i.th the sarre cL..ogree 

of accuracy. 

c. As tIri.s represents a rl8'.'; approach, tOO results of previous \'lOrk 

carmot l::e easily translated for the Pur[Oses here. And, of course, tJJ8re are 

many areas in 'Vlhich insufficient -Y,Qr:k has really l::ee.n F€rforl~d. One of the 

biggest proble:r.l.s of this type encountered \-las in estirnating ~rrest probabilities. 

Separate arrest probabilities for differ~'1t cr.irres \·;rould have l::een useful, 

but only aggregate data \'las available. 

d. As there is no existing S'.lstern \..n.th \'lhich to ccr:pare CAS significant 

difficulty Has encountered in rrodeling and projecting exactly h::Nl CAS \·;ould 
. 

operate. Thus serre projections are based only on theory or hyp)thesis: for 

eY..aIilple, the question of \vhet.her all the calls made via CAS \\uuld have l::een 

made otherwise. Also, it is virtually l.m;ossible to predict the false alann 

ratio. In these situations seeral possibilities \vare assurred i:n order to 

observe the sensitivity to these factors. The rrcrlel can te focused and fine-

tuned as real data bea:::rre available. 

e. The m:x1el itself is very sirrple canpared to tOO actual situation ~ 

which a"<h.ibits many cor:plicated interrelationships which cannot.l::e nodeled 

in closed form. Thus significant roan is available for naidng the :rrod.el 

more closely resemble tb~ true situation. 

11.4 ca.K:LUSIO~-JS 

Several irrportant points concerning the results sh:::>uld te noted • 

11.15 
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a) In general, it appears that the use of CAS systens will offer sig-

nificant reductions in man-hours per arrest, or an increase in tha effective-

ness of the re5p04LSe agent. 

b) The false alarms ratio is irrp::>rtant in that it OOtennines to a 

large extent the additional police vlOrkload. l-bwever, as can l:e seo....n in t..lJe 

graphs, t:.!E effect of false a.lann.s on the total polioo effectiveness is only 

of great significance aJ:::xJve rates of roughly 80 percent. T'ne reason for 

this is that as the· ratio increases, tl-:e ratio of false to real alanns increases 

at an accelerating rate. At a fals~ alanns ratio of 50 percent, there is 

.5/.5 or only I false alann for each real. At 80 perce..'1t t..~ere are .8/.2 

or 4. At 90 percent is l:ecorres .9/.1 or 10. At 98 p"'-rcent it is 098/.02 or 

49. Thus, if field testing indicates ratios al::ove 80 p3rcent or 90 percent 

it will be critical to ooten-nine the true ratio accurately, as t...~e effec'-J.ve-

ness is very sensitive to tile ratio in tJus region. 

As can be seen fran the curves, th3re will exist a false alanns ratio, 

sorrewhere bebleel1 95 percent and 100 percent vlhere CAS \'lill fail to e. .. 1hance 

police effectiveness, due mainly to the high y;orkload caused by anST/;ering 

false alanIls. Ib\<.Bver, for a CAS false alarm ratio belO\v 95 perCEnt, it 

should significantly enhance the perfo.t1T'ance of the p)lice. 

c) Higher coverage ratios significantly increase the effectiveness of 

CAS and hence help irrprove p:>lice perfonnarl03. 

d) Fran observing the curves in the three figures, it can re seen that 

. different effectiveness levels are achieved depending on whet.."1.er or not c.'\S-

signaled calls 'Vlould have l:een ~t without CAS. If all the calls are wssu:red 

to be 00\'1 calls, Le. they \'lOuld not have l::een signaled without cr:s, than the 

11'.16"' 
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man-h:mrs per arrest tum out to e"oen 1ov1er. As it is difficult to predict 

the distribution l:etvleel1. such neN calls and substituted calls \vhich CAS will 

generate, this can only l:e observed in a large-scale field test. Also the 

distribution of these calls vlill depend significantly on vlhether CAS is 

~.ler.cnted by an outdoors al.ann syster.1 as 'V1Cll .. 

e) Regarding the rrodel itself, alt.1Xlugh it has several lir..itations, 

it represents potentially the rrost useful approach to analyzing the inportant 

effects of false alarms. It rrust l:e mted that this is a first cut at this 

type of rx::deling. Further vlOrk ooupled with expected information from field 

testing and actual usage will alIa.., significant :ir.provenents in the m::xJe1. 
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SOCTION 12 

EFF.ECl'IVENESS l-1JD:E:L:rn'G 

~2.1 THE DEFlliITION OF EFFECI'DlENESS 

The selection of the specific structure and canponents of a CAS 

system will be based largely on a trade-off betvleen system cost and sore 

measure of effectiveness. T'ne system will of course have to rreet various 

constraints, such as cost l:irnitations, min:i.nrum required perfornEnce levels, 

etc. Defining effectiveness presents problems in that a definition is 

required which is compatible with the way in which effectiveness can 

presently be measured, otherwise the definition is of no use to the system 

designer. A qualitative, non-operational definition of the effectiveness 

of CAS \vould be ,"the degree to which the system inhibits or decreases the 

level of vict:irnization." 

A very generalized goal of CAS is to provide l1B..Ximurn security against 

cr:irnes involving victims for given 'levels of expenditure. This goal will 

be transforrred to the extent possible into a set of operational require-

zrents. 

CAS is really only an alann agent; to operate it rr.ust be in a system 

including one or nore response agents and may operate in parallel with 

other security agents, such as locks, dcor alarms, etc. 

In attempting to analyze the effectiveness of a CAS type system, the 

sarre types of problems are faced that exist in any effectiveness m::x:leling 

of canplex systems. At present, the state-of-the-art in this type of 

analysis is not well developed. The main difficulty stems fran the fact 

that effectiveness is in actuality a multi-dimensional function, and that 

attempting to produce a one c1:i.rrensional index of effectiveness requires 

deaJJng with the problem of relating non-carrf1el1SUrable variables 

quanti tati vely . 
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12.2 CRITERIA FOR ca·1PARISOO'S 

The analysis of security system effectiveness should depend on sore 

:set of general criteria. The rrost irnpJrtant of these are listed belo:.v. 

Deterrence capability: The effect of system in deterring criminal 

activity. This nay be effected by physical barriers, increased 

probability of capture, increased difficulty associated vlith thwarting 

system, etc. 

Detection capability: Tne probability that the system will detect 

criminal activity. 

Intelligence of System: This covers several points: 

a) Tne ability of the system to discr.imina.te real fran false 

alanns. 

b) The abili DJ to define the type of emergency. 

c) The ability to describe (to response agent) the e'11ergency 

location. 

Cromunication capability: Ability of system to reliably and quickly 

transmit information. 

Response capacity: Quickness and a.dequacy of responding agent. 

Reliability: Freedom fro.u system failure. 

Generality: Applicability of system to a variety of different threats. 

Vulnerability: SUsceptibility of system to incapacitation. 

12! 3 RANlm~G SCIID1E FOR ALTERNATIVE SYSm·1S 

.A system has been developed to allo:.v a quantitative ranking of alterna

tive systems. l The developers found it necessary to design the system to 

1 Improving Public Safety in Urban Ap-:J.rtrne.T1t D,'lellings: Securi tv Concepts 
and E.."<p=>--rm.ental Design for :Jew York City EOUS~'1g Aut.,.~ority Buildinqs, 
Nilliam Fairley and i·1ichael Liechenstein, Tne l~e\V' York City Rand. Insti
tute, New York 1971. 
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acccmroda.te both objective and. subjective infoIm3.tion, as it is simply 

. not possible at present to obtain objective data on all variables. 

The mathe.i1atical fonnulation of the mJdel is developed below: 

1. It is important to separate the major crirre types which exist. Such 

2. 

a list would' include burglary, robbery, assault, rape, larceny, etc. 

It is also possible to categorize these crirre types into two major 

types: crimes involving victims and those not involving victims. 

For instance, burglary is not considE..::"ed a victim-related crime, 

Whereas robbery is. In the fo:rrrer case the person affected by the 

crim::! is not subject to danger fran the criminal. 

Every crirre type, labeled Ci' is assigned a factor ci which 

represents the "cost" or disutili ty of the particular crime type to 

society. For ci we have: 

N L ci = 100, 

i=l 

- Where N = the total number of crime types. If we have two crime types, 

for example, victim and non-victim related crimes, then: 

c1 + c2 = 100 

The estimates ci' s may be ci = 80, c2 ,,; 20. This indicates that 

society places four times the importance on cl (victim related crimes). 

Security systems can be described by a set of features or abilities 

to perform various tasks. Examples might be the prevention of building 

access, the detection of criminal activity, rapid response, etc. 

Obviously these features are closely related. to the system evaluation 

criteria mentioned earlier. T'ne features are labeled Fij for each 

crirre type Ci . For each crime type, the total number of features 

required is ~, thus j = 1, 2, , Hi. Each feature fij will have 
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a particular effectiveness i. .. ·1 caril:Jating each crime type Ci.. This 

¢fectiveness can be labeled fi.j' where: 

Mi. 

L 
j = 1 

f, , = 100, i. = 1, 2, • 
~J 

, N 
.' 

The sum above represents the total effectiveness of having all 

desired characteristics, ~lhich of course is 100. The fi.j represents 

the percentage contribution to total effectiveness of each feature F ij. 

Realistically, of course, it will not be possible to provide the 

Fij in the quantities or strengths desired. This is why 8ffectiveness 

will not be complete. Each basic security system alternative will be 

able to provide the Fij's in varying arrounts. System alternatives 

might be a burglar alarm, a guard, locks, CAS, or a combination of 

these and other factors. If there are k system alternatives, then a 

factor rijk' can be defined, where 

-10 6 r' 'k G 10. 
~J 

Each rijk represents the relative ability of alternative Ak to 

provide Fij to ccrnbat crime Ci. Negative rijk represent detrimental 

effects. Twoeffecti veness scores can then be ccrnputed. The first 

represents the effectiveness of Ak against Ci, labeled Eik 

Eik = 
M' 1 ~ 

10L 
j = 1 

Hi 
rijk fij = Eik :: L rijk fij 

j = 1 

The factor 1 normalizes the Eik to the interval (-100,100). If 
1.0 . 

the Eik are surrrred over i and the criTI'e types weighted by their dis-

utility factors ci' then a measure of the effectiveness of ~ against 

all ~ cr.line types, Ek' is developed. 
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N N M:i 
lk = 1 L ci Ell: + 1 L L r ijk c· f· . 

100 1000 
~ ~J 

i=l i=l j = 1 

The factor 1 normalizes the Ek to the interval (-100,100). 
1000 

Obviously the Ek are not intended to be general definitions of 

effectiveness. Their usefulness lies in a cc:mparative analysis of 

different systems. As will beccme evident f there are a number of 

areas where the rncdel may be expanded and :irrproved; havever, it 

represents possibly the best rrethodology available at this stage of 

the game. 

12.4 ESTTI1A.TING R~'lKJNG SCHEHE F]I.CIORS 

To use the m::del obviously requires estimation of the various Cit 

f ij , and rijk. The determ:ination of the ci, or :irrportances of preventing 

certain crirres, will depend on the frequency of the various crimes in the 

, neighborhood where the system will be used and the relative aversion to 

each cr.irre type of the inhabitants. Considerable subjective judgment will 

be required here. The determination of the f ij and rijk, although allOVling 

rrore rocm for objecti.ve analysis, will still require SCIre expert judgment. 

The al:::ove-rrentioned reIX'rt, which suggested the basic rncdel used 

here, also described a large set of alt5.11ative security systems. t-bst of 

these were ccxribinations of various cc;rnponents, such as alarm locks, local 

guards, television cameras, burglar alanns, etc. The model 'vas then used 

to coopare these various systems by calculating the effectiveness factors. 

To do this it was necessary to estirrate the fij factors for each system. 

No objective rrethod e..xisted to estimate these factors, so the original 

designers used a 'subjective technique. The collective judgment of numerous 
. 

select people was used to estimate the factors. T'nese people included 

security experts, police deparbnent personnel, manufacturers of security 
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system equipnent, installers, consultants, housing authority officials, 

various tenant groups, engineers am rreny others. Although this repre

sented the major approach to this type of question, it was a significant 

effort, and the figu::es represent the best available tcday. 

12.5 EXTENSION OF EDDEL TO Acca.~rnATE CAS 

Starcing with the results of the study described aJ:ove, several 

e>..tensions were rrade to develop a technique for evaluating CAS, and to 

canpare CAS alternatives with the systems described in the previous re};X)rt. 

'Ihe major concern in the present project is to describe and identify various 

CAS alternatives. An exarrple might be CAS harmvare and a local guard. 

A.TlOther might be 0..5 plus a rerrote guard. The baseline is c.Z\S hard\vare 

transmitting an alann directly to the police. Hcwever , it is both useful 

and necessary to be able to relate the cost effectiveness of ~ alternatives 

to other type systems, and for this reason the results of the study men-

tioned above were used as a starting point. Additions and changes were then 

made to expand the technique to accomrodate CAS. 

The study under discussion dealt \vit.~ public housing projec;ts, yet it 
" 

is felt that it can be made sufficiently general to be applied to other 

possible scenarios. Eight desired security features were identified there: 

1. Prevent building access 
2. Prevent apartment access 
3. Detect by patrol or surveillance 
4. Increase crirre duration & visibility 
5. Transmit alann rapidly 
6. Respond rapidly - police/guard 
7. Prevent escape or concealment 
8. Provide identification evidence 

For the analysis of CAS, sorre additional features were deemed important 

and were added to the a.Cove list. These are: 

9. Discriminate between various types of emergencies 
10. Provide accurate infonnation 

The ability to discriminate between emergencies is very important. 

Fire and rrroical errergencies are feasibly handled by the system, am 
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identification and discrimination of the type of errergency will make it 

possible to signal the appropriate response agent. In addition, within the 

:rea1m of criminal acti vi ties alone, discrfurination capability will provide 

police with info:r:rration on the type of threat: I assault, robbery, etc. The 

police will then be able to decide on the rrost appropriate type of response. 

Another addition felt to be necessary to the rrodel is sorrewhat different 

fran the other ten, it is 

11. Restrict false alanns 

False alanns have detr:imental effects in several areas ~ 

Increasing police workload 
Producing police camplacency--thus endangering office~s 
Decreasing user confidence 

The problem of false alarms is very corrplex and little gcod \'lork 

has previously been perfonned in the area of finding solutions. Yet it 

is a significant aspect of alarm systems, and is addressed in greater 

detail in Chapter 

The factors described so far have all been analyzed as additions to 

the security feature vector. HCMever, the original approach as a whole 

was found to contain a major deficiency in that it did not address itself 

specifically to the question of system reliability: the probability that 

the system will, in fact, work. Reliability carmot be simply added as an 

additivnal desired characteristic, as it is not independent of the ot-11er 

features. In actuality I the reliability affects the perfonnance of the 

system in providing the various required characteristics. It was decided to 
. 

add reliability to the rrodel in the following fashion. For each rijk 

(the effectiveness of Ak, in supplying Fij to Ci) define a factor 

Pijk ( 0 S p 5. 1) representing the probability W.at the system ccmponent . ~_'"""'c1j 

providing Fij will. be operative. Eik and Ek can therefore re. r~~~:k~"~;~:~~'-
v ... ~.~ .......... - .... ".-

\ .:l....», " .... -.-..... ~ 
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N 
E' = 1 ~ 

k 1000 L-

~ z== r ijk Pijk fij ci 

i=l j = 1 

'!he definitions of EI ik and Elk are really no different from Eik and Ekf 

except that system reliability has been integrated into the fonnal rrcdel. 

One further change was necessary. The study used here as a starting point 

employed two crline types I burglary and robbery. ':fie basic concern in CAS 

is crimes involving victims. It was thus decided to categorize the crime 

types as either burglary or victim related crimes (robbery and assault) , 

as victim related crimes have similar characteristics. 

12. 6 PRESENTATICX~ . OF VARIOUS CAS ALTER""l.l\TIVES 

Descriptions of various CAS system alternatives are given below. It 

.... should be noted that the baseline CAS is the CAS hard:ware~vi th the police 

as response agent. In addition, in all the systems bel~v the police are 

automatically notified. These systems represent expected carrron applications 

of CAS. 

System 1. CAS linked only to police. 

System 2. CAS and a local guard. This systenl involves an on-site guard 

who can receive messages from 03. An example would be a 

. :bUilding guard in an apartment canplex. 

System 3. CAS and a regional gua..."d. This is similar to No.2, except 

that the guard covers a much larger area. An example would 

be a guard for an entire housing proj ect of say, ten buildings. 

System 4. CAS and a property protection alann systern. 

System 5. CA.') plu..s a property protection alann system and a local 911ard. 
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Table 12.1 presents performance ratings r ijk for several CAS and 

non-cAS al te:rnati ves. Tables 12.3 and 12.4 indicate the basic components 

-of each system, as well as the system costs. 

i The non-CAS al ternati ves (labelerl Sa through Sf) were taken from 

the earlier study described, as \'lere the perforrnance ratings for features 

1 through 8. 'l'he ratings fran 1 to 8 had to be renonnalizerl when the 

additional three features 'vere adderl. Note that the ratings are given 

for both victim and non-victim relaterl crimes. For features 9, 10 and 11 

no previous ratings existerl, as t..'1e features had not been identified. Thus 

it was necessary to estimate ratings for the non-cAS systems for the 

categories of discrimination beb.veen emergencies, provisio.1 of accurate 

information, and restricting false alarms. Complete ratings had to be 

developed for the CAS system alternativos, and the ratings had to allo;v 

canparison to non-cAS systems. Conv,~niently, one of the system.s ::3.escribed 

in the earlier study contained ccrnp:mer.ts similar to those proposed 

for CAS. This provided a base li.l1e for developing CAS ratings. Tn 

addition, the CAS systems described contain components found in ot.her 

systems, such as police, guards, burglar alaD11S, etc. (As rrentioned 

earlier, CAS itself is only a signaling device.) The effectiveness of 

these other components has already been indirectly est:i.m3.ted in the other 

non-CAS systems, which greatly assisted in the rating of CAS. Therefore, 

the ratings developed for CAS syst~ are logical and consistent 'vi th 

the previous work performed. 

Reliabilities \'lere developed for each system in canbating both crirre 

typ=s. Although there will exist sare differences in reliability in 

providing the various security characteristics for any given syste~, 

it was felt that the differences \V2re not in general significant to the 

12.~9 



• 

.... 
1".) 
• .... 
o 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

r· • • • e-. . • • Ie 
/ 

Table i2.l 

PERFORMANCE RATINGS {rijk~ FOR ALTERNATIVES 

Sa Sb Sc Sd Se Sf 51 52 S3 S4 S5 
Prevent building access 

4 0 6 8 10 10 0 8 0 0 9 
Prevent apartment access 8 0 7 9 9 7 0 0 0 9 10 

Detect by patrol or surveillance 7 3 0 4 10 0 4 4 0 6 8 

Increase crime duration & visibility 8 0 7 9 9 5 0 0 0 4 5 

Transmit alarm rapidly 2 0 5 8 10 9 3 3 3 5 8 

Respond rapidly (police/guard) 0 5 3 5 10 10 0 10 5 8 10 

Prevent escape or concealment 2 3 ... 6 10 10 0 8 1 4 9 L 

Provide identification evidence 2 1 3 6 10 8 0 "2 0 4 8 

Discriminate between emergencies 3 3 5 5 5 5 5 10 8 10 10 

Provide accurate information 0 0 0 0 0 0 5 10 8 10 10 

Restrict false alarms 0 0 0 1 2 3 2 5 4 2 8 

BURGLARY 

• • • • • 
-' 

Sa Sb So Sd Se Sf SI S2 83 84 S5 

4 0 6 8 10 10 0 8 0 0" 8 

2 6 2 3 3 2 0 0 0 0 0 

0 3 1 3 5 I~ 8 8 8 8 8 

2 0 3 4 5 5 2 2 2 2 3 

1 0 5 8 9 9 8 8 8 8 8 

0 5 3 5 10 10 10 10 5 o 10 

1 3 2 3 10 10 1 9 2 1 9 

2 1 3 6 8 8 "3 5 3 :3 5 

0 2 3 5 5 5 10 10 10 10 10 

0 2 2' 0 0 o 10 10 10 10 10 

0 0 0 1 2 2 5 5 5 5 5 

ROBBERY ~ ASSAULT 
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Table 12.2 

EE'F:ECrIVE!NESS VALUES FOR SE::W:TED SYSTEMS 

CRIME IMPORI'ANCE NON-cAS ALTERNATIVES 
FAcroRS c· 
Burglary/Tbbbery & Assault 8a S~ 8e Sd Se Sf 

80/20 16 11 32 53 67 55 

50/50 13 11 28 42 61 54 

20/80 11 11 23 36 55 52-

10/90 10 12 21 33 53 52 

05/95 10 12 20 32 52 51 

• • •• 
CAS - ALTERNATIVES 

91 82 S~ 84 85 

16 51 27 46 77 

25 60 36 45 76 

35 68 44 43 75 

38 71 47 43 75 

39 73 49 42 75 

• 

Ii 
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Table 12.3 

CCST BREAI<IXmN 
NCN-cAS SYSTE11 ALTERNi\TIVES 

Note: Total costs are defined as dollars per user per rronth 
I 

Sa Intercom call-up system 
Building e..'ci. t alarm 
ApartIrent alann locks 

Total 

Full-t.irre patroJJnan for 2500 users (1000 apts): 
l-tin:irm.un base pay per patrolrnan $ 8,874 
Eleven paid vacation days 374 
Unifonn alIa-vance 185 
Security benefit 190 
Annuity 260 
Social Security 374 
Health plan 250 
Pension 2,457 
Oornpensation 92 

Total cost of one patrolman for one year $13,056 
Arumal cost of five men to cover one post 
full tine $65,280 i 

Cost per user per rronth 

Full-time private guard for 2500 users: 
Annual cost par guard 
Four guards for t..'rree posts 
Cost per user per rronth 
Call-up intercom 
IDbby and rear exit W cameras 
TV nonitoring cost '. :. " . 

Total 

sa. Call-up intercom 
Building exit alarm 

$10,000 
40,000 

One-shift lobby guard for each 100 apa.rt:m2nts 
Apart:rrent alarms and reiTote panel 
Iobby TV carrera 

Total 

Se 'Ihree shift lobby guard for 100 apartments 
Call-up intercc::m 
Building exit alarm 
IDbby TV camera 

Total 

Sf Three-shift patrolman in lobby 
Exit alarm 
lobby TV camera 
Call-up intercc::m 

Total 

$ 1.15 
.02 
.41 

$ 1.58 

$ 2.17 

$ 1.33 
1.15 

.25 

.19 
$ 2.92 

$ 1.15 
.02 

3.49 
.34 
.11 

$ 5.11 

$ 9.00 
1.15 

.02 

.11 
~10.28 

$21. 76 
.02 
.11 

1.15 
$23.04 

.1 

I 
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Table 12.4 

O)ST BREAKIJCX'lN 
CAS-SYSm,1 ALTERNATIVES 

II:M Cost High Cost 
(Minimum Est.irrate) (Maximum Estirna.te 

Sl System cost* $0.60 System cost** 
Basic CtlS Service charge 3.00 Service charge 4.00 

'lbtal $3.60 $4.90 

S2 Sl $3.60 Sl $4.90 
CAS plus Annual cost of Full-tirre guard 
local guard 4 guards: $40,000 for 500 apts 2.66 
full tirre Cost per user (500 apts) 2.66 

'lbtal $6.26 Total $7.56 

S3 Sl $3.60 Sl $4.90 
CtlS plus Full-time guard Ful1-tirre guard 
regional for 1000 apts 1.33 for 1000 apts 1.33 
guard 'lbtal $4.93 'lbta1 $6.23 

S4 Sl $3.60 Sl $4.90 
CtlS plus II:M cost apt If::M cost apt 
burglar burglar alann 1.60 burglar alann 1.60 
alarm 'lbtal $5.20 Total $6.50 

S5 81 $3.60 Sl $4.90 
CAS plus Burglar alarm 1.60 Burglar alann 1.60 
burglar IDeal guard 2.66 IDeal guard 2.66 
alarm plus 'lbtal $7.86 'lbtal $9.16 
local guard 

Notes: All costs in dollars per user per nnnth 
*System cost is equiprrent cost of $50 arrortized over 7 years 

**System cost is equipment cost of $75 arrortized over 7 years 
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purposes here. Very accurate reliability figures await actual field 

testing of a CAS system, but sc.:m= minimum expectations, or "worst case" 

figures, can be given. The reliabili ties are listed in the following 
j 

chaIt: 

Sl 52 53 54 55 

Burglcu:y .90 .95 .925 .90 .95 

Robbery & 
Assault .90 .95 .925 .90 .95 

One special note is nade. The problem of estirrating at this time the 

reliabilities of non-CAS systems was very difficult, as little ~vork had 

been done in this area previously, so they were assumed to all have 

reliability equal to 0.9. This will overstate the reliability in many 

cases, but will provide a harder test for CAS. Should CAS prove superior 

to ~~s test, it will definitely prove superior in an actual situation. 

It was felt that the importance attached to each crime type (ci) 

might influence the selection of systems in various ways. Therefore, 

the effectiveness canparison of the various ~ftems was perforrrecl for 

different sets of importance figures. The results are shcmn in Table 12.2 

The CAS systems have already been described (Sl - 55). The other 

alteJ..natives (Sa - 5f) each contain ccrnponents designed rrore for property 

protection than personal protection. This is so because rrost present 

security systems in existence today are highly property oriented. Brief 

definitions are given in Table 12.3 

12. 7 RESULTS A'!IID IHPLlCATIONS OF EFFECTIVENESS VALUES 

The important figures will be the effectiveness/cost ratios calcu-

lated from Table 12.5 and expected costs per user. These effecti veness/ 

cost ratios are fOl.md by dividing the effectiveness figure from the 

m::x:1el by the cost (dollars per user per rronth). Obviously a high ratio is 

desired. Ha·;ever, several interesting observations e-rerge fran the table 

12.14 
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CRIHB 
n,D?ORTi\NCE 
FACTORS ci 
Burglary/ 
Robrery & 
Assault 

80/20 

50/50 

20/80 

10/90 

15/95 

10.00 

8.12 

6.87 

6.25 

6.25 

• 

5.06 10.90 

5.06 9.62 

5.06 7.90 

5.52 7.21 

5.52 6.87 

• • •• • • • • •• 
Table 12.5 

EFFOCTIVENES.5-COST RATIOS FOR SELEC!'ED SYS'I'EMS* . , 
I 

Sf 5l 52 53 54 . . Ss 

**Low High Low High Low High Low High Low High 
Cost Cost Cost Cost Cost Cost Cost Cost Cost Cost 

10.37 6.51 2.39 4.44 .3.26 8.14 6.74 5.48 4.34 8.84 7.07 9.79 8.40 

8.21 5.93 2.34 6.94 5.10 9.58 7.93 7.31 5.78 8.65 6.92 9.66 8.29 

7.04 5.35 2.25 9.72 7.14 10.86 8.99 8.94 7.07 8.26 6.64 9.54 8.18 

6.45 5.15 2.25 10.50 '7.75 ·11.34 9.39 9.55 7.55 8.26 6.61 9.54 8.1S 

6.26 5.05 2.21 10.80 7.95 11.66 9.65 9.95 7.S7 8.07 6.46 9.54 8.18 , 

* Costs are defined as dollars per rronth per user. 
** IDw cost and high cost refer to minimum and naximum cost estimates for CAS-alternatives. 
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of effectiveness ratings relating to the problem of system selection. 

In addition, as the observations agree with prior expectations, there 

'exists serre qualitative validation evidence for the technique. These 

points are discussecl briefly below'lo 

In general, non-CAS systems Sa through Sf were basically conceivecl 

of as both personal and property protection systems i hCMever, a majority 

of the hardware is property protection related, and irrportant personal 

protection features are vleak or rnissin:r. Consequently, in general these 

systems have higher effectiveness ratings against property related 

crirres (burglary) than victim related crirres. When the disutility 

scheme (ci
l s) is applied to the alternatives, the total effectiveness of 

each alternative (Ek) will decrease as the scheme places a higher and 

higher importance on victim related crirres. It becorres obvious frOr.1 the 

figures that the effectiveness for an 80/20 sche..me is quite different 

than for a 20/80 scheme. Thus the irrportance attached to criITe types 

is critical in system selection. The question of whether robbery and 

assault is five or six times rrore important than burglary is not 

significant; however I the question of whether R & A and burglary are of 

equal importance or if one is five times rrore iirp::,rtant is significant. 

For CAS alternatives the opposite effect tends to occur, since these 

systems will present a relatively high effectiveness against victim 

related crirres. Several systems, such as Sal Sf' S4' and 85 have 

roughly equal effectiveness ratings in both categories, as they combine 

roughly equal proportions of l:xJth person and property protection equip:nent. 

In a majority of cases users \vill be looking for a system \vhich 

canbines l:xJth personal and prop8..----ty protection capability. r-bst systems 

with rrore than one carponent will have a mi.xed capability, and ever: systerns 

designecl specifically for one purpose will have spillover. The signific~~ce 
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of Table 12.2 is that in using the effectiveness m:xlel under discussion, 

a very key factor in system selection is the relative imp::>rtance attached 

-to cr.irre t:yr:;es. This indicates that system selection will tend to vary 

for different user classes, i. e., harceowners, small business CM'lers, 

apartment mve1.1.ers, those living in high crirre areas, etc. 

12.8 SYS~ COSTS 

Tables 12.3 anc1 12.4 shCM the cost calculations for roth the non-

CAS systems and the CAS alternatives. The costs for non-cAS alternatives 

were basically taken from the original study in which they were defined. 2 

In this study the costs were given in dollars per aparbnent per rronth. 

In the rep::>rt, i.l1fonration on the New York Housing Authority occupancy 

irrlicates an average of 2.5 people per apartment. Therefore I the cost 

figures for non-cAS systems are divided by 2.5 to convert the costs to 

dollars per user per rronth. As no figures exist presently for CAS, 

" these figures ~;lere gi Veil as targets which appear to be feasible. Due 

to the 1.U1certainty, hewever, high and lew estimates were given for these 

oosts. To mrintain corrparability with the non-cAS alternatives, hard:ware 

costs for CAS were arrortized over a seven year period. The 10.'; and high 

estimates are explained belew: 

l.J:M estimate -- System cost of $50 

Arrortized (7 yrs) 
Service cost 

~ 

. High estimate - System cost of $75 

AIrortized (7 yrs) 
Service cost 

'!OrAL 

2 Ibid., pp. 58-61. 

.60jrro. 
3.00/rro. 

$ 3.60/rro. 

.90/no. 
4.00/11'0. 

$ 4.90/rro. 
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The costs shCMIl obviously represent average cost3 over a large number 

of applications. However, to try to define and analyze every possible 

-situation at this point would be a huge task. 

12.9 EFFECI'J:VE.'lFSS-COST Jl...NALYSIS 

In Table 12.5 is presented the results of the effectiveness-cost 

analysis. For each system alternative e.."<:amined, the ratio of effectiveness 

to cost ($ per ITO. per user) was calculated. This was done for the various 

schemes of attaching inportance to crime types. In addition, the CAS 

alternatives received two ratios, one each for the low and high cost 

estirrates. 

Several points should be rrentioned concerning the table: 

1. In the first categmy, "Where burglary is given an importance 

rating of 80, sever.3.l of the non-CAS alternatives seem to be the 

best, specifically, Sa' Sc and Sd have very high E/C ratios. 

CAS alternatives do not do as well. 84 and S5 are fairly cost

effective here, but both of these systems also have a burglar 

alarm, which is essentially a property-protection corrp::ment. 

2. As the importance shifts to personal-protection systems, in 

general the cost-effectiveness of non-cAS systems decreases, ~ihile 

CAS gains a substantial advantage. Even the basic CAS system S11 

where only the police are notified, has a higher E/C ratio than 

any non-cAS system. This holds for both the high and low cost 

estimates. 

3. CAS systems mixed with property protection systems such as S4 

and S5 change in E/C as the prime importance factors change. 

4. In general, syste'11S exhibit ~:lide variations in both effectiveness, 

cost, and E/C. 

5. The relative importance assumed for the different crime types is 

12.18 
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a critical factor. Quite different systems will be chosen 

under different utility schemes. For users interested in only 

personal or only property protection do not present a serious 

problem in choosing systems, as they are either at one end of the. 

spectrum or the other. Those users with limited resources wanting 

protection in both areas present a problem in that they must 

quantify the5..r utility for the various types of protection. 

Various types of institutional users exist for CAS systems. Each 

of these institutions will have its CMn protection preferences. These 

should be determined accurately, hCMever. Table 12.6 is a possible 

classification of these institutions by their crime importance factors. 

If we assurre that the user 'tyJ;es in Table 12.6 use a CAS type 

system, then Table 12.7 gives the ITOst appropriate (cost effective) CAS 

systems for each user 'tyJ;e. 

The selections in Table 12. 7 were not made solely on the basis of the 

highest E/C ratio. other considerations were taken into account. For 

.exarrple, for small businesses, 85 has the highest E/C ratio. Yet 85 

calls for a local guard which not all small businesses can afford. T'nus 

S4' which has a high rating yet only requires CAS and a burglar alann, 

was also included • 

Hospj_tals and schools are another case, as they need capabilities 

on both ends of the spectrum. In one area a personal protection system is 

needed for nurses .. teachers, patients, etc. On the other hand, dangerous 

drugs, expensive equipment, books and so on must be protected from burglary. 

The table shows the best areas of application for each CAS-type 

system. However, the rrost important factor here is not so much the 

specific information contained in Table 12.7,' but the techniques indicated. 

12.19 
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USER CATEGORIZATION BY eRn-i.E JMPORrANCE FACrORS • 
CRJME n.1PORTANCE FACIDR Stall 
Burglary/Robbery & Assault Hares Hospitals * Prisons Apartrrents Businesses Schools * 

• 

• 

• 

•• 
• 

• 

• 

• 

80/20 X X 

50/50 X 

20/80 X ,x 

10/90 X X X 

5/95 X X X X 

* Schools and hospitals will have two important separate nee:ls. One is to 
protect staff (nurses, teachers, etc.) ( and the other is to protect valuable 
equiprnent and materials (rrovie projectors, books, rredical equipnent, drugs, etc.) 

12.20 
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Table 12.7 

MJST APPROPRIATE CAS-SYSTEMS FOR EACH USER CLASS 

USER CLASS 51 52 S3 S4 _ 55 

IIcm= X X 

Apartment X X X 

lbspital X X X 

School. X X X 

Small Business X X 

Prison (for guards) X 

. if" ' 
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It presents a workable method for assisting in the decision of which basic 

alternative canponents are best for particular applications. Conceivably 

any type of system can be analyzed in the above fashion. 

12.10 CONCLUSIONEj 

Below are presented two sets of conclusions. The first set concerns 

the m::x1el itself and its usefulness as a, tool for evaluation security 

systems. The second consists of the results of the rrcd.el with respect 

to the effectiveness of CAS syste.ms. 

12.10.1 The Model. 

a) In genera,l, the effectiveness rrodel presented here offers a 

highly useful methodology for evaluating security systems. In fact, it 

appears to be the IT'Ost practical technique in that it attacks the problem 

. in several c1i:m2nsions, which is essential in a problem of this carplexi ty . 

In addition, the technique alla.vs the canbination and simultaneous 

". evaluation of both subjective and objective inforrration. At the present 

state-of-the-art in effectiveness m::Xieling, rrcd.els \'lhich cannot handle 

subjective data are of little use in practical applications, as a major 

portion of the available infoI11E.tion will be subjective. In addition, 

the technique presents no computational problems. 

b) The m::x1el defines the security systems in operational terms. 

For instance I a lock represents a certain deterrent capability, while 

larger corIlfX)nents might represent a combination of operational dirrensions. 

Such an approach forces the analyst to describe the manner in which a 

system works against cri.rre, thus leading to a separate analysis in the 

various operational dimensions and hence a IT'Ore accurate result. 

c) While the rrodel is internally multi-di.rrensional, the output 

is a single dimensional value, the effectiveness/cost ratio. Thus the 

technique simplifies the carplex inforrre.tion a;ld provides a usable decision 

vehicle • 
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d) Various types of sensitivity analysis are possilile with the 

technique, which is extrerrely important in these early stages of effectiveness 

,m:Xleling. For instance, Table 12.5 indicates that the choices made will 

depend heavily on the relative imp::)rtance placed on various crirre types 

(Le., the .crime imp::)rtance factors ci). Therefore, it is obv:t.ous that 

the area of user utilities TIUlSt receive considerable attention. Another 

.inportant consideration sterns from the significant estimation problems 

exhibited by this technique. Estimates must be made for all of the 

perfo~~ce ratings (rijk) sha~ in Table 12.1 These ratings, to reiterate, 

measure the ability of the various systens to provide crime-fighting 

fE!a;tures (Fij) such as "prevent building access," "respond rapidly," etc. 

Error in est:i.rrating the r .. k will have the rrost significant effect for 
l..) 

those rijk's relating to important features (those for which fij is 

high) • Thus rrore effort should be expended in estimating ratings for the 

,-_ ", rrost irnportant features, and the m::x1e can identify the critical areas. 

.' 
• 

• 

• 

Thus, in general, the technique is useful in directing additional effort. 

e) The rrodel is a very 'general approach: it can be used to analyze 

many other types of security systems or techniques, and will even have 

applications outside the security field. 

f) Being new, and dealing with an extrerrely diffiC1.'.lt problem, the 

technique is far from perfect. One of the rrost significant proble.-ns 

lies in estimating the various f ij and rijk required. The Fij categories, 

rrostly having just been defined, have not been subject to close study or 

statistical analysis. Conceptually, ho;vever, the categories are 

generally ones for which benchmarks can be established against which 

systems can be ccnpared. Ho;vever, so:rre of the dimensions will remain 

SOIl'a'lhat subjective for sane t:ime. 
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g) As ImlCh of the infonnation used is subjective, it is difficult 

to validate the rro::lel. 

h) Although the structure proposed by the rro::lel ap:r;ears good, the 

particular dimensions or security system features proposed nay not be 

the nost appropriate. Sare improverrent is p:Jssible here. 

12.10.2 Implications for CAS. 

a) Fran the analysis :r;erfonned, it appears that in general a 

Citizens Alarm System will be a cost effective approach to victim related 

crime. From the results given in Table 12.5 it can be stated than when 

personal assault and robbery are considered rrore serious than burglary 

(20/80, 10/90, and 05/95 schemes) I vlhich appears to be the case for rrost 

people, CAS systems in general provide a higher degree of cost effective-

ness than non-CAS. For the 10/90 and 05/95 schemes, this advantage beCOlTP-S 

quite significant, even for the CAS high-cost estimates. It should 

also be remembered t..'1at· CAS is a ccrnplex solid-state device. The production 

costs of such devices in recent years have sham a strong da .. m;vard trend. 

But E/C ratios are not the only figure to observe. The base 

CAS system will cost between $3.60 and $4.90 per nnnth, yet deliver 

(Table 12.2) considerably ITOre effectiveness than non-CAS systems except 

those costing over $10 :r;er month per user (Se and Sf). By paying beb .... een 

$4.93 and $6.23 per rronth· (83, CAS and a regional guard) it is possible 

to get a system effectiveness closely cOII"pa.rable to the rrost ~ive non

CAS system. And for a rnax:i.ITU.lffi cost of $7. 56/rro., (S2, CAS and local 

guard) a level of effectivcmess far in excess of any non-CAS system is 

obtainable. 

b) It has been demonstrated that CAS has applications not only in 

residences and apartments, but in various institutions (schools, prisons, 

hospitals " businesses) as well. In addition, CAS technology can easily 
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incor.p::>rate property protection cartp:)nents to provide full protection 

for the institutional needs. 

c) Various types of CAS system alternatives are possible, and a 

technique for decision rraking was presented. However, the E/C ratio 

carmot be used exclusively. Budgets will exist as well as minimum effec-

tiveness requirerrentsi thus the selected system should provide the highest 

E/C within these constraints and any others ,·lhich might be :i.rrposed. 

d) One point is very key and should be brought out. Excluding 

present hold-up alanns, CAS is the only real active system relating to 

users. ~bst SystBllS are passive, such as burglar alarms, and must a"N'ait 

triggering by the criminal. This is a drawback in personal protection 

systems. For instance, an aparbrent d(X)r alarm will not help the victim 

attacked in as"" elevator. Even victim triggered devices (holdup alarm) 

are useless if the victim cannot reach it. It is in providing to the 

user the capability to send an alarm regardless of the situation or 

location that CAS demonstrates its effectiveness. 

e) The CAS technology conceived, micro-computers and digital infor-

mation transmission, is so ~'lerful and flexible that the system can be 

easily made to assimilate and control any m:rrnber and variety of security 

carponents siroul taneously, in the areas of personal protection, property 

protection, equip:nent rronitoring, etc. 

12.11 FUTURE DIRECTIONS FOR CAS 

'!he requirerrents for CAS har&'lare and infonration processing software 

have necessitated the use of highly sophisticated micro-catlputer arrl 

digital infonration processing technology. Having been developed, ho;vever, 

a system ex1sts with capabilities far in excess of those necessary for a 

Citizens Alarm System for haues and institutions. It is obvious that 
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this teclmology, which already exists, will in a very short pericd of tirre 

proliferate a host of varied and canplex applications. Serre of the next 

·steps are quite apparent, and this section will briefly· indicate two of 

the· rrore important. 

It was :indicated earlier that CAS can be augmented by property 

protection devices. It is also irrportant to note that the CAS technology 

can make a standard burglar alarm (say, per:irreter protection devices) 

rrore effective by providing information on location, type of emergency, 

.. etc. And with any significant number of ala.nrs in the field, the user 

cost due to rroni toring equip.-nent will be lCNler for CAS technology than 

for conventional hard-wired syste."TlS. 

With these facts in mind, the effectiveness analysis perforr:ed 

above studied two CAS systems with burglar alarm ca:t1fOnents. The 

first, 84, c6ntaint CAS and a burglar alarm. The second, 85' also 

incorporates a local guard. The results are sl.IDTIlaIized belCNl. 

1) The marginal cost of a burglar alarm is la-I, about $1.60 per 

user per rronth • 

2) Total rronthly costs for CAS and t.he burglar alarm will be betvleen 

$5.20/rro. and $6.50/rro. With a local guard it \vill range frQ-:t $7.86/rro. 

to $9.16/rro. other combinations (regional guard) are possible. 

3) From Table 12.5, it can be seen that the cost-effectiveness of 

these alternatives is quite high. 

4) The provision of both property and personal protection in one 

system gives an a :ternative exhibiting little sensitivity to the crime-

importance factors, providing high effectiveness everywhere. 

5) From Table 12.2 it can be seen that the pure effectiveness of 

the cc:xrbined CAS-burglar alarm systems (84, 85) under the 80/20 scheme 
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(high irrportance on burgla:ty) is carparable to the best non-cAS systerrs 

(Sd.' Se, Sf). The non-cAS systems Sa and Sc offer high cost-effectiveness 

·but low absolute effectiveness. Thus CAS-burglar alarm systems offer 

both high effectiveness and cost-effectiveness over the entire range of 

user utilities, which can.'>"lot be said for any non-CAS alternative studied. 

6) Corrparing Sl to S4 it can be seen that introducing a burglar 

alann also increases the personal protection effectiveness. Note the 

10/90 and 05/90 schemes. 

7) The perfonnance described in (5) above is possible because the 

cornbLl'lation CAS-burglar alarm system is fully integrated. The control 

devices provide a generalized security system with the capacity to handle 

any variety of personal or property protection actuators. It is not a 

collection of individual systems. 

It was mentioned earlier that one of the IlDst inp:>rtant factors 

contributing to the high effectiveness of CAS is that the user is ahvays 

in a position to trigger an alarm. The victim does not have to reach a 

panic button or holdup alarm, nor wait until the criminal himself sets 

off an alann. It is a highly active and nobile system. The actuator is 

worn on the person and requires only a single sinple action to trigger it. 

Only the receiver-relays are fixed in location, and the user is free to 

nove about in any area covered by receiver-relays. The present scenarios 

under study involve structures such as hcm=s, apartment buildings, schools, 

etc. 

The information processing ability of the controller and central 

station equipment would allCM for easy expansion of the system. Bas~cally, 

by increasing the mnllber of receiver-relays and expanding the area 

covered, the CAS system as it stands could be expanded to cover whole 

ccrnnunities, industrial parks, campuses, or even cities. The only major 
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additional problem would be to design packaging to allaN receiver-relays 

to be placed outside of buildings and to plan the ItOst appropriate 

~camn.mications network between the receiver-relays and the central station. 

, The concept is inviting: an entire city-wide network of recei ver-

relays (there presently exists a network of lX'lice call boxes) allONing 

• people to rrove about the city, both withln buildings and on the streets, ' 

with the ability to signal an emergency (criminal, medical, etc.) 

describing the nature of the ali2rgency. 

• 

• 

• 

• 

• 

• 
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RELIABILITY !-DDELING 

--13.1 DESCRIPTION OF THE OVERALL r.oDELING APPROACH: SO?rWARE AND HA.R[;;'ll\RE 

1m inportant ele-rent in the design of a Citizens Alarm System (CAS) 

is t-lle choice of techniques that gives the maximum reliability for given 

cost. Systems can be designed for highly reliable inforrration transmission 

in microminiature packages; this is obvious fran the fact of weather 

satellites, deep space probes, earth resources satellites and so on. But 

the cost of their reliability is far beyond the means of the average 

citizen. 

The pm:pose of this chapter is to sho.v ho.v the CAS reliability proble.'1l 

can be solved through state-of-the-art techniques in sofb.1are and harmvare. 

Alternatives in the design of both will be discussed and weighed according 

to cost and reliability tradeoff. A block diagram of the CAS system is 

shown in Figure 13.1. 

'!he system consists of several components, starting with the actuator--

a radio-frequency transmitter (Cl ) \'.'Om by the user. This sends an alarm 

message via the radio link (Ll) to a non-error correcting internal 

-
receiver-relay (C2) , i.e., the relay transmits the message exactl:{ as it is 

received, and no errors are corrected by it. Prior to re-transmission, 

the relay adds on the location code which identifies each specific 

receiver-relay. 

'!he massage is then sent along L2' the local 110V ~1er line. It 

is piCked up by the external receiver-relay, at some central location, and 

error correction techniques are applied before it is retransmitted on 

link L3. L3 nay be: 

a) SWitched telephone line 

b) I..ease:<i telephone line 
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Fran the graph it is seen that the system transfer function is: 

• ~ • • • (2) 

A similar diagram, Figure 13.5, shows the selections related to the 

other node1 for cOllp:ment reliability. For this m::de1, ignore the In's 

and e1
n ,s, since only hardware iterrs are of interest. 'Ihis graph gives the 

c::onponent reliability transfer function: 

!!be remainder of this section will be devoted to studying the detailed 

structure of Equations (2) and (3). 

13.2 DESCRIPTIo.'J OF THE SOB-r·DDEIS 

13.2.1 OVerview. 

Each of the rrode1s can be broken into a set of analytically tractable 

sub-rrodels, each one being equivalent to a tenn in the reliability equations. 

All tile reliability models depend on certain underlying enviro~~tal models 

(..,.e, which will be taken from the Ii te.rature, based on factors such as noise 

• 

• 

• 

• 

and corrq;:onent reliability. The outline of the approach is sho;vn belCM: 

t. Message Trans:m;i.ssion Reliability i-b::lel (ffi1RM) 

A. RF data link 

1. Error and noise sub-m::del 

B. Hardwa:re data links 

1. Error and no:i,.se sub-rrodel 

c. Error correcting codes and software 

1. Bit by bit voting 

2. M9ssage by rressage voting 

II. Carponent Reliability Medel (CRM) 

A. Canp::ment failure sub-rnodel 

Under Ie, the error correcting codes, it is seen that there are b·X) 

phases. Each of these requires a slightly different approach in m::deling, 

and they will be discussed separately. 
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c) External paNer line 

d} COaxial cable (CA'lV) 

'!he destination of the CAS alarm message is C4 ' the central station, 

where error correction is again applied and the result is displayed on a 

teletype or similar output unit. 

A IIDre useful diagram from an engineering standEX'int is a directed 

graph, with the subsystem transfer functions. Since the nodels considered 

here deal with corrponent reliability and transmission reliability, the 

transfer functions will be functions relating probabilities. An example 

is shOil11 in Figure 13.2 for a typical block in the transmission nodel, 

where n, the length (of each alarm message) in bits per word; fBI the 

bandwidth in Hz; Arr f the total number of ''lords transmitted i and BER, the 

bit error rate; are parameters of the subsystem. Tin is the probability 

a message or word is correct at the input, Tout is the probability it is 

correct at the output. In general, the form for the probabilistic 

transfer function is: 

Pout/Pin = H (a,b,c, - - - - ) • • • • • (1) 

where Pin' Pout are the input and output success probabilities, and at 

b,c,- -, etc. are the system har&..;are pararr~'-~·-.::<'. 

It is na'l possible to introduce the m::x1el in general form (Figure 

13.3). Items such as In represent transmission links. Cu' s are hardware 

carponents and C' n are software, program corrp::ments. A basic ass~tion 

in this rrethodology is the statistical independence of errors (or mal

functions) "in each block. 

"lb., for the message reliability nodel the harm'lare error is of 

such inconsequential :rrB.gni tude that the Cn terms cans be ignored. This 

nodel is diagr~ in Figure 13.4. 
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13.2.2 Description cf the Nessage Transmission Reliability M::::del. 

.13.2.2.1 Bit-by-bit Error Correction Sub-B::x1el. 

'Jhe bit by bit voting sub-rrodel approaches the task of error correction 

.as:a signal averaging of bits with a threshold of (Ar/2)+1 bits, where l\r 
is the number of rressages. Irrplernentation is propJsed on an M::S-4 micro- . 

corrputer, which would receive and process each of the A.r words. It stores 

the nurrber of tim=s a one or a zero occurs at each bit position. A 

resultant, output word is built by the micro-computer by selecting a 

resultant one in each bit where at least (Ar/2) +1, the majority vote, are 

ones. Otherwise, zero is selected. 

NcM the probability that a word is correct is the probability of there 

being (Arl2)+1 or nore bits correct, up to the maximum of Ar. One further 

effect can also be included. Assume that noise bursts will totally 

destroy Y out of the Ar messages transmitted. 'Ihen at rrost, AIrY identical 

4lIt ", bits may be found. The validity of this approach will be examined in 

greater detail in another subsection. 

• 

• 

• 

e_ 
• 

The probability of bit n beil1.g in error is statistically independent 

of the probability of an error in bit n+ 1. Further, the event (an error) , 

is a binary choice event. These two factors irrply a binomial distribution 

rrodel. This says that the probability that an event occurs at least 

kl tiIoos and not nore than k 2 tim=s is found by letting x take on each of 

the values: 

kl' k1+l, kl+2. . • . • • • • • • , k2 

NcM P is the probability of success on anyone trial, so Px is the 

probability of having a total of x successful trials, and (1_p)k2-X is the 

probability of having k2-x unsuccessful ones. Also, k2! is the 
x! (k2-x) ! 

nur.'ber of ways in which x i ter:1S can be selected fran total of k 2. So the 
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prdJabili ty of P (x), of finding a trial where x are successful and 

(tit k~x are tmSuccessful is: 

I •• 

! 

• 

• 

• 

• 

• 

• 

• 

P(x) = k2! PX(l-p)k2-X 

x! (k2-x)! 

Solving the equation for each allCMed value of x: 
k2 

P(kl S. x 5 k2) = L P(x) 
x = kl 

so the binomial distribution is, in general form: 

k2 

Z k2! 
x = kl x! (k2-x) ! 

Na.v . fox: the HI'RL'1 the follCMing applies: 

<Y2)+l ~ x $ Ar-Y 

So the probability of a particular bit in a rressage being correct 

at the output: 

P (~/2)+l ~ c s. ArrY 

~-y 

= L (Ary-Y) ! PX(I-p)Arr-x-Y ••• (4)' 
x! (Ar-Y-x) ! 

(zy'2)+1 

And if the message is n bits long, the equation for the probability 

of the output message being correct is, where T is throughput: 

T = [ ZY (AT-Y) ! P"(l_P)A.r-Y-x]n ..... (5) 
x! (Ar-Y-x_! 

Arr/2)+l 

13.2.2.2 A Message-by-Message Model. 

An alternative error correction technique attacks the problem by voting 

on the entire rressage rather than on individual bits of the message. Thus 

the micro-computer needs to find beuveen (A.rI2) +1 and ~ identical messages. 

'Ihe 1>1::S-4 systeltl would once again be used. In this case it ,>V'ould store a 

copy of each different v.urd received, compare each new word \vith all of the 

old ones. Whenever tvlo words natch, it increrrents a count. If any v.urd has 
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sufficient weight (i. e., has occurred sufficiently often) it is selected 

and transmitted. If no such word exists, i.e., several ~rds have 

. occurred, but none with a fre:;IUency e:;IUal to or rrore than (V2) +1, an 

error detection occurs. Such a system ~lOu1d re:;IUire an additional parity 

checking cede 0r a rreans for asking for retransmission if such errors 

are likely to occur. 

As before, a binanial distribution nodel is applicable. 'lhe limits 

are the sarre: 

(~2)+1 ~ x ~ ~-y 

Nem' for this nodel, the probability of interest is that of having 

x entire words correct. The probability that anyone of these n-bit words 

is correct is: 

p' = pn 

'!he probability for x words correct is just (pn) x and for (Ar-Y)-x 

being incorrect, (l_pTl)AT-Y-x. This gives the binomial distribution rrodel 

in the fonn: Ars;Y 

T = P(Arl2)+1 ~ ~ ~ °Aj:Y = L 
<Y2) +1 

(Ary_y)! (p!1)X(l_pn)Arr-Y- x 

x! (Ar-Y-x) ! 

(6) 

13.2.2.3 Modeling Hardwire Transmission Lines. 

Line noise is nodeled as a two ca:rponent function: bursts which destroy 

several bits in close proximity, i.e., a high correlation beb..,een adjacent 

bit errors, and single bit errors 't'lhich destroy only one bit and have zero 

correlation'l.'lith neighboring bits. Hem' it is knCMn from infonmtion theory 

that all noise can be rrodeled as an ergcdic (randan) process. 'lhe key 

point, hat.,ever, is the duration of a given noise element. If it is short, 

less than the width of a bit, it is random noise and the bit is in error. 

If it is longer, it is seen as a burst that covers several bits. Noise 
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energy plotted as a probability distribution (see Figure 13.6) will give 

a normal curve, with the higher energy, longer duration bursts occurring 

-at the tail. This:rreans that a f€!fl high energy bursts, wiping out a ntll1i:>er 

of bits; and a much larger number of low energy bursts, which destroy 

only one bit each, will occur. Since the occurrence of either effect 

is random, each can be examined as a separate distribution. This will of 

course leave an uncertain region in bebveen, but the region of inapplica-

bility is not inportant to the CAS analysis, as will be sh~vnin Section 

13.3.2. Since it. is knavn that the frequency distribution of gaussian 

noise has constant arrplitude, so that noise intensity varies ·only with 

band:vr.i.dth and not 'vi ththe absolute frequency, this effect will be seen 

regardless of the bandrate. The analy+-...ic p:Nler of these assumptions rna,~es 

an otherwise difficult problem tractable. 

13.2.2.4 Radio Data Link H::del. 

The rrcdel of radio frequency data transmission is based on the li tera-

ture. It has already been stated that wider ban&vidths encompass rrore 

noise, so it is kn~vn that error rates will be, in part, a function of 

frequency bandvlidth. '!he rrost important variation for CAS, however, is the 

variation ~'lith the carrier-to-noise ratio. That is to say, if the 

attenuation is such that the signal energy falls, how will the error rates 

react? As the CAS user noves about, he will necessarily be continuously 

changing this C/N ratios, and it will be :i.mportant to knaq if this function 

will cause an unacceptable level of errors. 

Examination of the error rate versus C/N graph on pages 21-25 of the 

Reference Handbook for Radio Engineers gives the above information for 

coherent and noncoherent FH detection. This shavs that C/N levels as la'1 

as lOdB will still give bit error rates better than 10-3 , which will be 

nore than sufficient to insure prope!:" reception (Figure 13. 7) . 
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'Ibis rrodel is a \'lorst case approach, for a corrplete m::del for the 

nodulation system being proposed has not been canpletecL Since one of the 

: ~nents is an F!-1 nodulation, the CAS can expect to have error rates not 

gr~ater and probably subst::;.:ially less than those of the rrodel. 

The radio link can be rrodeled by: 

. Pe = ~ [1 - erf (~/N)~J • • (7) 

which for Figure 13.4 means the transfer function of Ll is 

• • • • • (8) 

where P e is as shaNn in (7) above. 

13. 2 . 3 Corrponent Reliability !>blel. 

It is knaNn from the literature that equipuent failures over time 

can be represented by decaying exponentials, so each of the blocks in 'b.'1e 

directed graph of Figure 13.5 can be represented by this fonn of distribution: 

P (t) = A e -t/"G 

where the condition for a distribution function; 

A e -t/~ = 1 

irrplies that if the function is equal to zero for t less than zero: 

A = II\: 

NoN the available inf' .. >l:mation is in tenus of failures in 106 hours. 

If we take hours per failure, the reciprocal, we get a rrore useful figure, 

the Hean Tine BetviceI1 Failures (MI'BF), or the time at which half of a 

given component type have failed, 
l-fl'BF 

~ A e -tit' = .5 

which implies; 

1: = - In(.5) 
MrBF 
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NcM the probability' filllctions can be rrn.1l.tiplied. together; 

R(t) = 

l -MI'BF1exp (-t). -HrBF]l [-r-ll'BF2exp (-t). -MI'BF2l- - - -r-MI'BFnexp (-t) .. -~!rBFnl 
In. 5 In.S J In.S In.S -J Lln.S In.S J 

sirrplifying I 

R(t) = - (Hl'BFl '+ HI'BF2 + - - - Ml'BFn) exr:E+t) 
In.S 

(Hl'BFl + HI'BF2 + - - - HI'BFn~ 
In.S 

(9) 
which shCMs that the system I-fI'BF is simply the sum of the corrponent 

m'.8F's. 

Info:r:rration sources in :mdustry (1,2) gave the follolling failure 

rates for electronic corrponents, assuming that a bUTIl has been carried. out. 

'!his is necessary to avoid the high infant rrortali ty rates at the beginning 

of a failure probability curve. 

ITEM 

CM)S IC's 
Tl'L lC 1 s 
INTEL U:5-4 Chips 
Transistors 
Passive components 
Mechanical components 
Double Clad PC 
Crystal 
caro connector (male) 

(female) 

FAIWRE RATE n~ 106 HOURS 

Sto6 
2 to 5 

10 
.5 to 1 

.5 
2 
1 

.5 
.05 

.005 

As shCMn in (9) above, the equation for rrodeling reliability is simply 

the number of each comp::ment class (Ni ) tiIres its failure rate (Fi) with 

,a sum taken over all cauponent type. 
i 

Failure rate = L: N'F· ~ ~ 

,New a worst-case ccnposition of ccrrponents for the proposed CAS 

system would be as follCMS: 

Infonnation provided by 1. 
2. 

Scope Electronics, Inc. 
Intel Corporation 
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C1-Actuator Corrp::ments 

4 Q.OS IC's 
2 Transistors 
10 Passive Corrponents 
1 PC Board 

C2-Intexnal Receiver/Relay Components 

10 CMJS IC's 
10 Transistors 
100 Passive COrrponents 
1 PC Board 

C3-External Receiver/Relay Canponents 

15 ODS Ie's 
10 IN'IEL 11:1.') IC' s 
10 Transistors 
5 'ITL IC's 
150 Passive COrrponents 
1 PC Board 

C4-Central Station 

Similar to external receiver/relay 

So the failure rates are: 

DEVICE 

Actuator 

Internal Receiver/relay 

External receiver/relay 

Central station 

'!he system failure rate is thus: 

FAIWRES rn 106 HOURS 

22.5 

61 

200 

200 

R = 483 failur8s in 106 hours, or SYSte.ll Ml'BF = 2800 hours 

13.3.2 Relationship beuveen Theoretical CAS Transmission Reliability and 
~irical Data • 

In the literature, such as I.erron & EvanCMsky (1973) and Stuttard 

(1972), there is empirical data shCMing a striJdng b:i.rocxlal response of word 

error rate to word length. It is stated in Stuttard that for long \'lord 

lengths, wis relationship is approxirrately linear. This can readily be 

13.14 
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seen in Figure 13.8. A similar linearity can be seen for short block 

lengths in Ierron et ale (Note t.l1at Iem::m' s work is graphed by T, word 

success rate, and Stuttard' s by Oil, word failure ratej . 

Another :irrportant point is the empirical proof of the division of 

noise into single-bit random errors and multi-bit error randcm bursts. 

A plot of frequency of occurrence of various error-free intervals, i. e., the 

distribution function of intervals bebveen successive bit errors, is shONIl 

in Lerron. From this plot it is seen that if a word is shorter than 60 bits, 

the chance of an error burst crossing a word boundary is high, so the 

error rate II seen" by a word is close to the actual bit error rate. This 

is of great interest to CAS, for due to limitations on such items as cost, 

transmission ti.me, and so forth, the word length preferably is under 60 

bits. Conversely, if the word is larger than 250 pits, the effect of 

clustered errors in the bursts is effectively hidden, for a burst of n 

errors can usually cause only one word error, thus the effective error 

rate is less than the actual bit error rate. This validates use of bit 

error rate in rrodeling f since the worst case is what \vill actually be 

seen. Further, it validates the pararreter Y, messages lost, since a burst 

of noise t;vill wipe out sf;veral rressages, as assurred. 

Since the range of values, 60 to 250 bits, that falls beb'leen the bYo 

noise rrodesl is also the sarre range for the breakpoints on the graphs of 

word error rates, it seems fairly safe to asSUl1'e a correlation and to atte-npt 

the derivation of a linear rrcdel in tenus of the bit error rate and the 

effective bit error rate. 

It is also of interest to note that the assumption of Section 13.2.2.3 

predicted an inapplicable region bebveen the single bit and burst error 

typ:s. 
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13.3.2.2 A Linear Approximation. 

In the general mathematical case, if the probability of a binary 

. choice event, such as a bit being correct, is p, then the error probability 

is:' 
q = l-p 

'!he probability, T, that no errors occur in n successive trials, 

where one bit represents a trial is: 

T = pI1 

if the events can be assu:rred to be independent. Since the errors discussed 

are caused by random noise, this restriction is fulfilled. 

New if infonnation is discussed in tenns of words, the srrallest 

group of bits that is a unit of coding, i.e., the probability of an n-bit 

word being incorrect is: 

Q..q = l-T = l-pn 

.e so 

•• 

• 

• 

• • e 

• 

n log(p) = log(l~) 

Applying the series expansion for a logarithm: 

n [ (p-l) -~ (p-l) 2+1/3 (p-l) 3. • • • J = - [ Qw-~.i + 1/30;.? • • • J 
Since it is }ma;vn that in rrost practical cases the error rate is under 

10-3, assume p to be near unity, and since a small number to a pcwer is 

even srraller, the higher order tenus of p can be neglected. Similarly, for 

the right-hand side, if p is nearly one, l-pl1 is very small so the sa.rre 

simplification applies and 

CW = n (l-p) • • • • • • (10) 

which is the desired linear approxirration, valid if p is close to one. 

Na.'l, examine this approximation in the light of the studies rrentioned 

earlier. The BER, bit error rate, defined as the ratio of the total 
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incorrect bits to the total nurrber of bi ts transmitted.: 

BER = Er/Brr . • • • • • (11) 

: where F.r is the total errors and ~ is the total bits sent. It is .irrpor

tant to note that E.r is the sum of randcm errors and burst errors occurring 

within a burst: 

Et = ER + Es • • • • • • (12) 

It is safe to assurre that bursts are ergodic (randcm) events and 

that there is little if any correlation between succeeding bursts. Thus 

for wordlength ri and burst width N
B

, 

if n » NE 

then effective bit error rate, R, is: 

R = BER. • • • • • (13) 
EBlNB 

where NB is the total number of noise bursts. 

Plugging in e::ruations (11) and (12): 

R = EirIBT = [1 + !!B.] NB • • . • • • (14) 
EBft~B EB Br 

'lherefore if n is large, p = R, so the infomation throughput equation is: 

T = ~,. . . . . . (15) . 

the effective probabily that an error will not occur 't.,it.1rin the n bits of 

a long word. Also: 

• • • • (16) 

EKamining the converse: 

it is seen that it becoIres unlikely that bursts are confined betw'een 

word boundaries. So the .... ,ord error rate in this range is very close to the 

BER and is e::rual to it, of course, when n = 1. 

It is note.-lorthy that the OS system is constraine::l by cost parameters, 

bandwidth limitations and limitations on maximum alla..;ed transmission time 

13.21 
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such that the block lengths of interest are all within the range of 

validity of t..~e approxiroation: 

Q.", = n{BER). • • • • • (17) 

or: 

T = 1 - n(BER}. • • • • • (18) 

13.3.2.3 Transmission Efficiency versus Frequensr. 

Another para.rreter of interest is the transmission bandwidth. It 

has been stated that the probability of burst events and single bit 

error events are gaussian, so both BER and R becom= rronotonica.11y increasing 

ftmctions of frequency bandwidth: 

BER = h{fB), d h(~) ~ 0 
df 

(19) 

R = g (fB)' d g (fB) ~ 0 • • • • • • (20) 
df 

Defining the system efficiency, E, as the nurrber of go::x:l \vords transmitted 

in tmi t time: 

where ~ is the number of good "'lords, ATI the nurrfrJer of total \VOrds. 

Now the total \'lords per unit t:i.Ire: 

~ = fB ••• • • • (22) 
t K.n 

where n is the nurrber of bits in a vJOrd, K is the nurrUJer of hertz per bit, 

~ fB is the transmission bandwidth in hertz per second. From the 

eq:uations for Q.,.,: 

T = pD 

N~ from the above and the definition of T: 

AG = ~pn . • . . . . (23) 

so that the system efficiency, 

E(fB) = ~ pn == ~ •••••• (24) 
t K.n 
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so: 
n 

E(fB) = fB r 1 - BER(fB}' 
K.n L '.1 

n 
E(fB) = !IL [1 - R(fBU . 

K.n 

n < 60 • • • • • • (25) 

n)250 •••••• (26) 

'lhese theoretical derivations quantitatively shCM the empirical results 

of Stuttard, that is, even though er£or rate increases with banmvidth, 

the efficiency of transmission irrproves. The reason is that rrore gocxl 

messages are arriving in each unit of time. Although message transmission 

efficiency is greater, CAS perfonrance W'Juld still be degraded. . The 

concept is that of averaging Air repetitions of one rressage, so that even 

though the throughput per second may be better, the probability of the 

word being correct is degraded. 

13.4 SYSTEH RELIABILITY 

13. 4.1 The Sys tern H:x1els. 

OVerall evaluation of the nodel:::. is simply a matter of bringing 

together the appropriate tr?~fer functions for each item in equations 

(2) and (3) in Section 13.1: 'Ihis defines the system equations for message 

transmission and for component reliabilities in terms of the appropriate 

parameters. The relevance of this for CAS is in the precise definition of 

design and environrrental pararreters that affect the rrodels. 'Ihis is 

especially irrportant for the transmission nodel. KnCMledge of these factors 

shows where the weak points lie and h~v they can be compensated for I if 

possible. 

Interaction of the two nodels is m.i.ni.rral. The transmission reliability 

asks the question, "Will a set of messages sent at time t arrive at the 

central station intact?" The canponent reliability nodel asks only if a 

system will be operable after SOI1l3 time interval frem the manufacture date. 

Any small interaction that does cx::cur is one way: if the cOlTlfcments are 

inoperable, the transmission model is obviously invalid. The converse 
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is not true, since the question, "Will the CCI'l'pOnent reliability change 

if the rressage transmission fails?" is rreaningless. 

: 13.4.2 The Message Transmission Reliability H::xlel. 

In building the system :rro::lel it is necessary to corrbine a number 

of the equations derived previously. A st:n11'lB.I'Y of these are listed belo.v 

in transfer f1.IDction fOI:ITE.t. The convention is used that B is a bit 

reliability, T is a word reliability, inputs and outputs are subscripted. 

A. L the RF link" 1 

Bout = Bin (1 - ?,z[l - erf (~/N) ~ ] ) 

B. ~ and L3 , the ~ler line and external links: 

Tout = Tin(l - BER)n 

Bout = Bin (1 - BER) 

c. C'3 and C' 4' the external receiver relay and central station software 

for bit by bit 

(Aty-y) ! B. (I-B. )AT-y_~n 
ill ill J 

and for rressage by message: 

Tout = 

D. Additionally a d1..1I1ltY block of the fonn: 

B = T' lIn out l.n 

is used to interface tenus with differing inputs and outputs, 

i.e. , l'tessage reliability output, bit reliability input. 

. 13.24 
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'!he Bin to the RF link is equal to one since this is the message 

source. So Ll L2 becorres: 

T12 = [1 - 1 erf (~/N) ~l n (1 - BER) n 
2" 2 J 

which is the input Tin for C'3 if it is a bit by bit m::del For the message 

by message: 

T12 = [ ~ - ~ eJ:I (~/N) ~ (1 - BER) 

~e output of C' 3 we will call T123 if the central station C' 4 is bit 

by bit, the input to C' 4 will be in the form: 

B1234 = [T123 (1 - BER)~I/n 
If it is of the message by message type: 

T1234 = T123 (1 - BER) 

~ actual plugging in of these terms would produce an equation 

longer than the page permits. It is possible, though, to examine its 

response with respect to CAS by plugging ballpru.:'k figures into the various 

equations. 

Choose sore typical sets of conell tions and evaluate the total system 

rressage reliability, the Tout of C' 4' the central station. Then calculate 

the pararreters suggested for CAS, n = 32, and bit by bit analysis. 

case 1. The RF charmel has l2dB C/N ratio, and the har&vire lines 

have a 10-4 bit error rate. Assurre that one of twenty 

messages is lost due to burst noise. 

case 2. The RF charmel has 9dB C/N ratio, the har&vire lines have a 

• 10-3 error rate. AsSUIIE three of twenty due to burst noise. 

NOw plugging values in for Case 1" 

B12 = (.99996) (.9999) = .99986 

'!his roughly .99990 \'7hich can be checked in the canputer generated 

• 
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table. 'llie ,output of C' 3 is thus .9997 for the word reliability. 'llie 

input to the central station is then 

Bin = [.99997 (.9999) 32J1/32 = .999899 

For the second case, B12 = .9981, so the extemal receiver/relay 

outputs a .9999 reliability I and the output of the central station has a 

reliability of .99991. 

These figures shON that the propose::1 CAS system has sufficie..nt 

transmission reliability, even under the poor conditions of Case 2. 

Plugging values for Case 1 gives: 

B12 = (.99996) (.9999) = .99986 

'.Ibis is roughly .99990, which can be checked on the C011puter generate::1 

table for bit by bit reliabilities. The output of C' 3 is thus found to be 

a .99997 re1iability. The central station input is 

[099997 (.9999) 32Jl/32 = .999899 . 

so the central station reliability is .99991. 

For the second case: 

Bl2 = .9986 

The external receiver/relay outputs a .9999 reliability I so the central 

station output is .99991. 

These figures shCM that the propose::1 CAS system has sufficient 

transmission reliability, even under the px>r conditions of Case 2. 

13. 5 SPECL~ CONSIDERATIONS RE SOFri'UillE/pR03R'ZI.HvITNG 

The IBl-1 360/67 high speed digital computer at Carnegie-Hellon University 

was chosen to calculate the values for the rocdel equations of the bit by bit 

and nessage by rressage error correcting techniques • Representative portions 

of the output are included in the appendix of this c.'"1apter. 

Since the process to be studied \vas entirely mathetrratical, Fortran N \'ia8 

chosen due to its high speed and efficient ccmpiling for iterative calculations. 
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CO:-1PU-GUA~D SECURJ TY SYSTEIJS INC; CAS PRCJECT 
RELIABILITY ANALYSIS FOR CITIZENS ALARM SYSTEM 

.~ --,-- ----.. 
._~ ~ ... _______ , ______ & .. _____ oJA, ... _. ____ .' ___ ... _. _______ • __ .. ____ __ 

MESSAGE INTERPRETATICN LOGIC: 'EXAMPLE 13 

. - _ .. - - --_.- ---_ .. ---_._--------

- .-.---.-- .•. _._--_.- -------------
,Np-;- .. . . 

• 900000 PRORt\3ILIIY OF RANDOM NOISEAAFF.ECT I~G _ ... _ ... _ 
ANY ONE elT 

' ............ ---....... - ..... - ... ~.... .. _. __ ..... ' ....... -~~,~-- ......... ~.---- ....... ---....... ------. -_ ... __ . - ... _---- ... _. 
A = TOTAL NUMBER CF MESSAGES TRANSMITTED 

Y = NUHBEP. OF ME:SSAr,E~ LOSi CUE TO 
TRANSIENTS ANC NOISE BURSTS .. •• • ~..:..,.._ __ _ __ ' .. 100 .... __ • __ •• _________ ... __ ._ .... ~ __ .... __ ' ..... 

R=RELIABILITY (PROBABILITY) OF CORRECT 
INTERPRETATIO~ OF RECEIVED MESSAGES 

Y = 0 Y = 1 
- -_. --. --y . = 2 ---- .. - _. 

***~*************** ******************* ******************* 'A 
2 
4 
6 

, 8 

10 
12 
14 
16 
IS 
20 

R A 
2 0 .. 11790139E-02 

0.151763B2E-03 4 
0.19721934f-04 6 
0.24501514E-05 8 
0.30544311E-06 10 
0.38210684E-07 12 
0.48188120~-oe 14 
0.60943095E-09 16 
0 .. 773704 R 5 E -1 C 18 
0.98553258E-ll 20 

- ..... _- ._"-
y = 3 

R 
o.OOCOOOOO 

.• -'A' R . '" - --

2 

6 
8 

O. 40 4 8 3 5 30 :::- 0 4 
0.E75<;441CE-05 
0.Q4582532E-06 
0.12587486E-06 10 
Oolt43S042f-07 12 
C.21300921E-OS 14 
0.275111C5[-0<; 16 
0.3549267Gf-lO 18 
0.45787506E-ll 20 

Y = 4 

O.OCCCOOOO 
0.00000000 
0.13SC0735E-t)5 
o • 2 7 R 1139 1 g E- 0 (, 
.0.43229001 E-o-r 
O. 6 1627112 E-;) 8 
0.S4501672E-0C; 
o. 1135478 'J E- 09 
0.15Cf!412SE-10 
O. 19 9 0 4 43 It E - 1 1 

Y = 5 
** •• *************** *~*****~*********** ****4*********~**.* 
A 
o -" 4 " -. 
6 
8 

10 
12 

'14 
16 
18 
20 

R A 
0.00000000 0 
0000000000 4 
0.00000000 6 
Oc47730630E-07 8 
0 .. 1113475<;E-C7 10 
0 .• 19060 24 f t E-O S 1.2 
0.29052~11E-C9 14 
0.41844236[-10 16 
0.58387947F-lt 18 
0.79918201E-12 20 

R 
o.COCOOOOO 
0.0000:)000 
0.00000000 
0.00000000 

A 
o 
o 
6 
S 

0.163Sg157F.-OS 10 
0.43667425~-OQ 12 
0.81727750~-10 14 
0.1328531~E-10 16 
0.2008~043~-11 18 
O.2S1220C6E-12 20 

R 
O.OOCOOOOO 
O.OOOODOO:) 
o.ocoooooo 
O.OOCOOOOO 
O-aOCCOO'OOO 
O.5627506SE-10 
0.16eS9916E-10 
0.342717111:-11 
0.59245214E-12 
0.,93t;;60918E-13 

- _ .'._. __ '~"'''~_''''_ ••• _ ..... _ ._ ... .,i __ ....... __ ._ ............... _.' ...... ____ • __ .. _____ • __ ._ ._ .... _ .. 

14.38 

13.28 
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C(MPU-~UARD SECURITY SYSTF~S I~C; CAS PFOJECT 
RELIABILITY A~AlYSIS FOR CITIZENS ALARM SYSTE~ 

.-~-.--

MESSAGE I~TERPRETATICN LOGIC: EXA~PLE 14 

••••• 0.00 •• •• --. 0 AW- -- '- -.. - .. ---- .... _- --.... 0'_,- •• - •• -- ._' • 

• 990000 PQOBABILITY OF RANOO~ NCISE AFFECTING 
A f\Y ONE BIT A ... 0- . "'-_0 •• --- •• _ •• - --- -- --'" 

_ •• _., _'~'_o"_' ____ •. _____ ., _. __ • ______ ~ ___ • ---, 

• 

•• 

• 

• 

• 

A = TOTAL NUMBER OF MESSAGES T~ANS~ITTED 

'y'.:: NUHBER OF \1ESSAGES LOST OU= TO 
TPA~SIENrS A~D NOISE BLRSTS 

R=RElIABIlITY (PPOeAEILTTYl OF CGRRECT 
INTERPRET~TJCN CF RECEIVEC MESSAG~S 

.. --, y = 0 . ,.- Y = 1 

****************~** ~_6*************¥** ****.************** A . -- -0" - R--'" .-.- " ••. - A' .... -.. -.'--" R -- .• ~ -. ~- .. - - A····-· .'. -' --~-"R ._- .. - - .. ~ -.~.~-- ... - ... 

2 0.52559328E CO 2 0.00000000· 2 O.occoooao 
4 0~69542956E 00 4 0.381043S1E 00 4 0.00000000 
6 0.78909147E 00 6 0.58014560F 00 C 0.27624857E 00 

~ 8 O.84870619E 00 8 0.70289451E CO 8 0.47567278E 00 
10 0.88920522E CO 10 0.784543S3~ 00 10 0.61540693E 00 
12 0.91774684E 00 12 0.84123117F 00 12 0~71476924E 00 
14 0.9383361SE CC 14 0.eS1671S5E 00 14 Oo78657705E 00 
16 0.95343184E 00 16 0.91106373~ 00 16 O.83S11207E 00 
18 0.96462917E 00 18 0.S3271679F 00 18 0.87el1059E 00 
20 0.91300S71E CC 20 0.S4883066E 00 20 O~SCl1857~E 00 

, _ ...... ~_ .",«_ .. _ .... ~ __ ..... .& •• __ .......... ~_ .... -o._ . .1. ........ _ ..... _ .I' ... ~ ___ .... _ ......... ____ ..... _ ... __ ._ ....... ~ __ ...... __ ... _ ... .,."' .. ___ .-... .... ___ .. 

-- .. - - --. y- =" 3 . - . -. - - ,-_. - --:- y'-= 4----· - --- - - _ .... -'--V-- =- 5 - .. _-- ----... '.--'" ,-

******************* ******************* ******************* 
A ~ A R A 

--_ ... - .... --.-.-
R 

--- .- .... 

0 0.00000000 0 0.00000000 a 0.00000000 
4 0.00000000 

........ 
4 0.00000000 o -- . '0-. 00000000 . - . _ .. , .. -- .. 

6 0.00000000 6 0.00000000 6 050COOOOOO . , 

8 O.20027423E 00 8 0.00000000 8 O.OCCCOOOO -. ---

10 0.38478404 E 00 10 0.14519441F 00 10 0.00000000 
12 O. 530'83 ~61l: DC 12 0.30790967E OJ 12 o. lC~2c282c 00 
14 0.6 /t250 /t6Q t:; 00 1'. o. tf5201 aelE co 1f t 0.24421549= 00 
16 .. -- 0 .7271 (t 1 92 r:: CC 16 0.57046854F. CC 16 0.38C57536E 00 
18 O. 7912 Ip J 9 7 t: 00 18 O. cc490227F OC 18 0 .. 50083510E 00 
20 0.U3988613E 00 20 0.73912382~ 00 20 0.60173124E 00 

14.39 

13.29 



• 
-~._w._ . . _____ ~ w_ ... ___ '. ________ ~ ___ ... _____ . 

C(MPU-GUhPry SECLRITY SYSTE~S INC; CAS PROJECT 
RELIABILITY h~ALYSTS FOR CITIZENS ALARM SYSTEM 

---,........- -.----
~I 
~ 

• 

• 

• 

• 

---'--HESSAGE INTERPRETATICN LOGTC:-EXA""PLE 16'-

A'tJ/' 
,999~00 PROBABILITY OF RANDOM NOISE ~FFECTt~G 

ANY C NE B IT - A 

_ ..... ,_ .. --- ... -'" _._--." ..... -~-- ... _ .... -----_ .. _-_ ... _- --._--_ ..... -
A = TOTAL MJ~BEP OF MESSAGES TRANSPITTED 

. -.--.-.. - .... - - .. _---------_ ..... 

Y = NU:·15ER OF ~E:;S/lGES LOST CUE TO· .. ·-· 
TRANSIENTS A~O NOISE BCRSTS _ ....• '" .• _ •. ' _ .• '_"'_'_" _. ___ . ~_~ ______ ' ____ ~ __ J_ ---.-------.---

R=RELIABIlTTY (PRCeAeIlITY) CF·r.OR~ECT 
nJTEP,PRETATIOt\ CF RfCEIVEC "1ESSAGES 

Y = 0 Y = 1 
******************* *~****~~*********** ********~********** ".- -.<. A' -,~ ~ ." ...... ~. '''-'''A' .. . - .-. -- ~ R' ... "'.- -~- "- A ..... ,.--00. • 

'--'-~'R' .-.. -.. ... 
2 0.9g361706E CO 2 0.00000000 2 O .. OC(OOOOO 

~e 4 0.99993861 E 00 4 0.g904 Lt144E CO 4 0.00000000 
6 0.999 g{J 881 t= CC 6 0.SS90<J831E DC 6 0.g8727542c OJ 

'-.::i 
0 0 •. 99999964 F 00 0.Cj9CjSC;815~ 00 B O.99984"'7S'3E; 00 8 

10 0.999,9') 94 Or:: 00 10 O .. S9999958E 00 10 0.g9999785E 0·) 
12 0.99990946E 00 12 C.C;C:;S99928E 00 12 0 0 9 <; S9994 OE 0:) 
14 O.9999t.t8CIE 00 14 0.SQ<J999C5f 00 14 O. 99999q tt6 E JO 
16 0.99999928E 00 16 O. S9999905E 00 16 0.99S9CJ881E 0:) 

Ie 18 0.999<J989SE CC 18 O. <;9999917F.. 00 18 0, C:;SC:;99928E 00 
! 20 " O.99999899F CO 20 0.Sg999893E 00 20 0.99SSC;899~ 00 

• 
--- ---. -~-. Y-;: 4 -... _"- -·------··-·-·---Y .-=-- 5"'-- --.- ---

*~***************~* ~.*******~********* ****~****.********* 
A R A R A 

... 
R 

0 O.OOOO~OOO 0 O.COCOOOOO 0 0.00000000 
4 o.ooooeooo 4 -' C.COCOOCCO 0 

-. . O. OCCOOOOiJ 
' .. " . .. 

6 0 .. 00000000 6 0.00000000 6 o.oeoooooo 

• 8 0.9B411':J89E 00 e 0.00000000 8 0.00000000 
10 0.9997a703E cc le O.S8097396E 00 10 0 .. oecooooo 
12 O .. 999996c]0[ OC 12 O.99c]71724E 00 12 . 0.977E3822E 00 
14 O.g999992BE 00 14 o. Sg9g95 59!: 00 14 0.99963725E 00 
16 0.99999 CJO 5 F- CC 16 O.<;9q9::t940~ 00 16 "'0. S S <; S Sl~04E: 00 
18 O.g99Qg'105E 00 18 0.S9999n81F. 00 1tl 0.99S9q89~~ 00 
20 D. 9<J99<J9l 7E DC 2C O.Sg999g28E 00 20 O.SC;<;C;S905E 00 

... - .,,~ .. -.. --- .. _ .... --
~.- -.... - .. - ... -.. • 

~ 
. . _ ...... - ,-_ ....... __ .. -_ .. _ ........ , .. ~--- .- .... _ ....... __ .-._ .... _ ..... _ .. -..._ .. - ..... _._-- _ ........ -._- --- ... ~.-- ....... ----, .. ----.,--

14.41 

• 
13.30 

• i 

I 



Q)t 
• 

• 

• 

• 

• 

• 

• 

• C~ 

• 

./ CCMPU-GUAPO SErURIT~ SYSTE~S INC; CAS PROJECT 
RELIABILITY ANALYSIS FOR CITIZENS ALAP," SYSTEf·' 

_. -----_ ... _. -.-.. ~ - ._------_.-._----- ----- ----------_.-._-----_._------. 

MESSAGE I~T~RPRETATInN LOGIC: EXA~PLE 11 

3 2= BIT S P ER fJ E S S t\ G E 

n.'c?/ 
.999990 PO~BARILITY OF RANDCM NOISE AFFECTING 

A NY nr~E BIT A .-. , .. __ .. - ~---. 

A :: TOTAL NUMBER CF ~ESSAGES TRANSMITTEC -. --

y": NU~BER n~ ~ESSAGES LOST CUE "TO 
TRANSIENTS AND NOISE BURSTS 

• _ _._.'O •• _ ... - .._. " •• ___ ~ .. __ ~_.-. ._'* .. --_._._---_.:1 __ ._-. , ___ .',. .. _ .. _ 
R=RELIABILITY (PRCBflBILITY) CF CORRECT 

INTERPRETATIO~ OF RECEIVEr. ~ESSAGES 
. -, ., -- _ .. 

Y :: 0 Y :: 1 Y = 2 
**~.********~*~**** ******************* ****~************** 
A 
2 
4 
6 
8 

10 
12 
14 
16 
18 
20 

R A 
0.9S935913E 00 2 
O.99999S7~E 00 4 
0.99999Q4oF. 00 6 
0.99999~58r: CC 8 
0.99999q4 or: 00 10 
0.9Q99994hE 00 12 
0.99999~28F 00 14 
0.9S99986 Q E 00 16 
0.99999~93f 00 18 
0.,99999881E CO 20 

Y :: 3 

R - A. 
o.OOCOOOOO 2 
0~99903832[ 00 4 
0.G9999863= 00 6 
0.~9999934E OC 8 
0.~999S9~2E CO 10 
0.S9999934~ 00 12 
C.~9S99911~ CC 1~ 
0.Sq9998S3~ OC 16 
C.S9999891E 00 18 
O.~9999fe7E 00 20 

Y '''; 4 

R 
o.occooooo 
0.00C00000 
0.99871!J26E 00 
0.99C;C)9791E 00 
0.99999958E 00 
0.9999994()E 00 
009S999946E 00 
0.999999281:: OJ 
0.999S9869E 00 
0.99S99893E 00 

******************* ******************* ******************* 
A 
o 
4 
(, 

a 
10 
12 
14 
16 
18 
20 

R. 
0 .. 0000.)000 
0.00000000 
0.00000000 
O.9983985 LtE 
O.9Cf999720F 
O.99999952E 
0.99999934E 
O.99999911~ 

0 0 9999c) 893 F 
0.999Q98S1E 

A R 
o o .. OOCOOOOO 
4 0.00000000 
6 O.CCCCOCCC 

A 
o 
o 
6 

CO 8 0.00000000 A 
00 Ie O.S9807841E 00 10 
CC 12 0.<;9999672E OC 12 
00 14 O.~9999946E 00 14 
00 16 0.99999946c 00 16 
CC 18 O.S9999928F. 00 10 
00 20 0.9999986Sr. OC 20 

R 
0.00000000 
0.00000000 
o.OCOOOOOO 
0.00000000 
o.ooccoooo 
009S775851E 
O.999<;9589E 
0.99999934[:: 
0" <;<;<;9S911E: 
0.999998931: 

14.42 

00 
00 
00 
OJ 
00 

13.31 



• CCMPU-GUARD SECURI1Y SYSTEPS INC; CAS PRCJFCT 
- RELIABILITY AN'~lYSIS FOR CITIZENS ALAR:" SYSTEH 

._---------------_._-_._---- -----_._---------
--- - -MESSAGE INTERPRET AT I eN LOG 1 Cr-· E XAMPl E - 18 

-.--~ .. --- 32:-S1TS-·PER- flESSA'GE- ._----------------------
-- .-- -- NQ/' - --.. -- -.-- ----------- - - .---- . 

• .999999 P~OBASI II TY OF RANDOM NOISE AFFECT ING _. _.:/1 . _ .. __ . _ . ___ .. __________ . __ .. _. ___ _ 

• 

• 

•• 

• 

• 

• 

ANY O"'lE BIT 
.. ____ 0._.--. _____ -__ ·'" - __ .. -- - --__ .... _ -. ~ -_ .-,.._~~ __ ._ -----______ ~. ______ ... ---,-..---...-" 

A ;: TOTAL NUt.-tBER CF fJESSAGES TRANSMITTED 
- . -- .. - ---------- .-- -_._,,----- - ---.~ ... 

y :: t~Ur--1BER O~ !'-tESS/lGcS LOST CUF TO· .. ------·----~ ---0---...... ---------- .. _._-
TR~NSIE"JTS A"D NCISE BURSTS ... -~ . -,_ .. _._---_. - --- --.----~ .. ~----- .-~------------

R=RELIABIlITY {FRCSA131LITY} OF CORRECT 
INTFRPRETt\TI01'\ CF RECEIVED I"IESSAGES 
. Y::::O Y=l- - ~- -- -Y = 2 

***************4*** ******************* **~*****.~********* 
A . R -A " ..• .-. _ ..•. R ...... - ,.- A- . -- - - ~- ... , R --.' .. - .. - .... -----.... 

2 0.99993515E DC 2 O.OOCOODOO 2 o.oeCOODOO 
4 0.99999991'.,. E 00 4 0.99990273F 00 4 0.00000000 

.6 O~999999B2f CC 6 0.99999994E 00 6 0.9~S87030E 00 
8 0.999999RR E 00 6 0.S9S99SS2F 00 8 0.999g9982E 00 

10 O.999 0 IJ982F. CC 10 0.S9999982~ 00 10 0.9S~9998UE OJ 
12 D»99999'134E 00 12 0.S999S982E 00 12 O.999999S2E 00 
14 0.9999t}976f5 CC 14 ·O.sq99997n~ 00 14 0.99999934f. OU 
16 0.99999·:n r.JF. 00 Ie 0.SS99S946E 00 16 O.999g9976E 00 
Ul Q.,Q G 999C;S2E CC 18 0.G9999934~ 00 18 0.99999Q76E 00 
20 0 .. 9Q999970E 00 20 0.99999946E 00 20 Oo9SSS9982E 00 

_ ... - ...... -.. 
y 3 

.. - .. --- - ....... 
Y = 4 ~ -- --- - - - -.. ~-. ---y~ ='" 5 

****************b** ~****************** ******~************ 
A R A R-

0.00000000 

- - A R 
o 0.00000000 G 

. 4 O.OOOOOOc>O 4 
6 0.00000000 6 
a O .. 9998378BI= 00 e 

10 o~ 99Q999B2. F CO 10 
12 0.9999998 2F 00 12 
14 0.999Q9982F. 00 14 
16 0.99999976F 00 Ie 
18 o. 9999'H4{.[ 00 18 
20 0»9999993.£,F 00 2C 

.' 0 .. 00 COO 0 a 0 .. -
0.00000000 
O.CCCOCOGC 
O.9S98u533F 00 
0.S99999SRf 00 
O.S9999')82[ OC 
C.S9999')34:; 00 
0.90999976: 00 
O.~SS99976f- 00 

o 0.00000000 
o 0" 0000000',) 
6 0.00000000 
8 O.OOC~Or)OO 

10 O.OCCOOOOO 
12 0.99S77291E 00 
14 O.99999976E OJ 
16 0.9C,SSS902: 00 
19 0.99999976f 00 
20 O~9S~SS946E 00 

, ...... " ,,_ ... - -.... ---~ ... - ___ ......... ..-. --___ ...... __ ... ___ ._ .......... ____ .... ____ "'_ ... · ........ _4_ .. _____ ._*_ 

14.43 

13.32 

1 
1 
f 

i 

; 

I. 
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CCt~PU-GUARO SECURITY SYS1H'S INC; CAS oRCJFCT 
RELIABILITY ANtLYSIS FOR CITIZENS ALARM SYSTEM 

___ ~ __ ~ .... ___ •• _. __ •. ~" __ ,_ . __ ~ _______ '_~ ______ "'~_'"4 ___ "''''_''''_~ _____ ...- ______ •• __________ _ 

BIT INTEPPRET~TION LCGIC: EXAMPLE 13 

-- ----.------ ----"--' ---
------- A'd - ---------- -- -----.--- --_.-.- .. - - -'-- . 

• 900000 PROBABILITY OF RANDCM NOISE AFFECTING 
A . - . --. -----.- -------. -------

ANY ONE eIT . 

A : TOTAL NUMBER CF ~ESSAGES TRA~SMITTEC 

Y : NUMBER OF ~ESSAGE~ LOST CUE TO 
TRAN 51 Ef·J TS I\~J C NO IS F. BUR ST S ... __ •• \<.l- ... _ ~_ _ • _" ........... ___ ... ___ • __ .... , ____ ... ____ .. _._ ..... : .... ~ , __ ..... __ ............. _ 

P=RELIA6ILITY (PQ08AAILITY) CF C~RRECT 

INTERPRETATION OF RECEIVEC MESSAGES 
Y = 0 V = 1 y ~ 2 

***.****.***~****** ******************* ******************* 
A R A R A R 

-2 ·0.117Q013 Q E-02 2 o.cocooocc 2 0.00000000 
4 0.17925149E 00 4 0.40~g316cF.-04 4 0.OOC00000 
6 O~59972340E 00 6 0.f5S3734CE-01 6 O.13S0065Jl-05 

,,8 0.85111862E 00 8. O.43479097F. 00 8 0.20592581E-Ol 
.. : 10 O.94895923E 00 1C 0.lc5114S6E CC 10 0~28S58137E 00 

12 O.98279995E 00 12 0.~155g~C5E DC 12 0.66224736E 00 
14 0.99416190F. 00 14 O.97093260~ 00 14 0.87034541~ 00 
16. OQ99799323F CO 
180.99927342E 00 
20 0.999J0627E 00 

If 0.S9005461E 00 16 0,g5384461E 00 
Ie 0.99657375F. 00 18 O.QS3S3422E 00 
20 C.~S877787= 00 20 O.9944068JE 00 

_ ; ___ .. ' ... _. __ ~", __ ,_._",_, ..... _. -... .. 4 .. ~ .... ·_ ....... _. "" •• _",~.,,_, __ _ 

Y :: 3 Y = 4 
***********~******* *******c*********** ******************* 
A 
o 
4 
6 
8 

10 
12 
14 
16 
18 
20 

R A 
0.00000000 C 
0.00000000 4 
0.00000000 6 
O.47730186E-bl 8 
0.5576~086E-C2 10 
0.17522681E 00 12 
O .. 5495.?425E CC 14 
0.81266201E 00 16 
0.93041 5 t t 5 E 0 C 18 
OoQ7517353E OQ 20 

R A 
o.COCCCOCC C 
0.00000000 0 
0.00000000 6 
0.00000000 8 
O.1638B866E-OR 10 
0.1332?390r--02 12 
O.974069B3E-Ol 14 
0.435559SSF 00 16 
0.74120054E 00 18 
o.e99677S7f. 00 20 

R 
OoOCCCOClOO 
0.00000000 
O.OOCOOCIOO 
0.00000000-
0.00000000 
0.56274619f-10 
0.2 E496701E-03 
0.49659606E-Ol 
0.32E6039J;: 00 
0 .. 663133660E 00 

-
14.30 

13.35 

. -
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• CC~PU-GUAR~ SECCRITY SYSTE~S INC; CAS PRrJECT 
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BIT INTERPRETATION LCGIC: EXAMPLE 14 

.. - . ..- -- - - - .-- --- - - - - - . -' .... /Vt7/ .---------

_ .~_9C?OOO PROS-'SILITY IJF RANDOM 1'Jg~S_~AF~E~T~N~ __ 
ANY ONE BIT 

A = TOTAL NU~BER CF MESS~GFS TRANS~ITTED 

-----.. ~ 

~ ... .- - .~ --- _._--+---- ---- .. -_ ....... - - '" . 

Y = NUMBER OF MESS~GES LOST CUE TO 
TRANSIE~TS A~O NCISE BURSTS ::.. , .... __ ... '-_ .~~. .. _ .. _ .... ~ _..... . __ _ _ "'_~_." __ . ____ . __ .. _~01' __ ._'~_", _ _ ........ _-..._ .......... 

R=RELIABILITY (FR08A~IlITY ) OF 
• • ------ __ • ___ 0 

... __ .. 
CORRECT 

IN T E R P R ET t\ TIC f\ CF RECEIVEC .1.~ESSAGES 

Y 0 Y 1 ---"--y :' 2 - _. 
= = 

******************* *~*******~********* *********~********* 
_._~ ... _ ... ,.. -r.._ ~ ..... 

A' "-: .• ---~'- R- ....... . .~- .~~ .. A -".-........... 
R '- - ,,---- A ..• _·.··_4 ....... _ ~ R .. ' .. _ • _ .... -_ .. " ..... -".~ 

2 0.52559012E CC 2 0.00000000 2 O~OCCOOOOO 

~-
4 0.981212R5 E 00 4 0.:81043e5~ 00 4 . 0.00000000 .. 6 0.99935919E OC 6 0.96909946E OC f; O.276246:)l.E 00 
6 O.9999f:567E 00 8 O.~988c)L,.16E 00 8 O.95429325E OJ -. 10 0.99CJ9"l111F. 00 10 0.9999[,65<7:: 00 10 0.9S82h157E 00 ~ 

- 12 0.9999S093E 00 12 O.<;C;S9733CF. 00 12 0.99CJ91417E 00 
14 0.9 C)C;C;500 l t r- OO 14 0.<;9'196567:7 00 14 0.9999790ZE 00 -- - . -
16 0.9999675BC: 00 It 0.S9997330E 00 16 0.99995804': 00 •• 18 0.99996376E CC 18 0.<19<)96567F 00 18 0:» 99C;96758E 00 
20 0.9<1996567F. CO 20 O.S9996567E 01) 20 0.99SS6376E 00 

__ " ._ ........ .. - ... _............... . _.. _ ..... ~_ ,"' ......... _~ .... ~ .. ,,_ ..... ....-. ____ ..... __ .......... _ ... _._._ .. ~_ ....... __ ...... 0- _ ..... _____ '. ~_ ....... I\. _ _ ..... _ • 

• 
. -. -_. -- ... - -- y -:' 4-·'-"'- -. - - .. --... -.-- -- .y--';;- 5- - -. -_. .. ----:- .- .. -

.***********.******* ******************* ********~********** • ___ . _ _ _u ~ 

A R A I< A R 
0 0.00000000 c o.cooooooo 0 0.00000000 
4 0.00000000 4 . -~ o. cceoeocc 0 o.oecooooo 
6 0.00000000 6 0.00000000 6 o.oocooooo 
8 0.20027387E 00 e 0.00000000 8 o.oeoooooo 

10 O.9369Q372E (C 10 O.14519328E 00 1C O.OOCOOJO:) • 
12 u.99741922F. 12 c. <:1139905E 00 12 0.10526180'= 00 

. ... -... ..,.. . 
00 

14 0.99987411 E 00 14 0.99633980:: 00 14 0.89570111= 00 
16 --- 0.99996185E OC 16 O.<;9983215E 00 It o. S~501395E 00 
18 O.99997330[ 00 18 O.999QS232E OC 18 0 .. 9997520 /tE OJ 
20 O.99996567E 00 2C 0.99996567= 00 20 0.9SS<:I6376E 00 

,. __ .. __ •• 4 

" - .- . _.... .. . --------
'- ... _____ ,_ ... _____ ...... __ .~_. ___ ...... ___ ...... ___ -r-- ~ ___ .. _._ -.0_" _._. ___ ... _._ ...... ~ ..... _____ - • __ 0 .. ___ .... 

• 14.3] 

13.35 
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--------61 T INTERPRET AT ION LeG-Ie: -EXAMPLE -16---- --------.--.---

... ---'" ~ - --'- - --- -. --.. _- ... - .-- ---_ .. - ----. -' ----.---~-.------- -_._-----_.------. . 

_~~99900 PROBABILITY OF RAND.CM. NO_!.SE~ ~~_~E~_~.I.I\l_~ __________________ _ 
ANY O~E BIT . 

A = TOTAL NUMBER CF MESSAGES TRANSMITTED .. - . - - -- .--- _._-.,. _ ..... _--_._---_._-----------_ ... __ . 

Y = NUMBER OF MESS~GES lOST CUE TO -- ._-- ~ - _. -.- --_ ... _- -.- ,. -------- -- - ._.. '-

TRANSIENTS A~D NCISE BURSTS _~~._ ......... - ___ • -.- .. ___ •• __ ~'" _ ... _~ .. _ ..... _______ ••• ~_ ... _______ ... _ .. ______ ._. __ ~r· ___ ... __ ~_~ __ 

'R=RELIAB ILITY (PRCBABILITY) CF CORRECT 
INTERPRETATIO~ CF RECEIVEC MESSAGES 

Y = 0 Y = 1 
****************~** *******~*********** 

Y = 2 
******************* .-- ··,t-- ". ,-., . ~'-.~" R- .... _. t. . --'- -_. ~ .. - R-~·'·····- _··'·-·-A'· ... -' .. "-"'~'R"""-" - ... --_ ..... _ ... 

-. 
2 
4 
6 . . 
0 

10 
12 
14. 
16 
18 
20 

A 
o 
4 
6 
a 

10 
12 
14 
16 
18 
20 

O.99360996E 00 2 O.COOOOOOO 2 O.OCCOOOOO 
0.99997902F 00 4 0.99044043E 00 4 0.00000000 

.. 

O. 99999 04 6 E 00 6 0.g9999046E 00 6 0.Sei26076E 00 
0.99999237 E 00 8 0.999975201: DC 8 0.999984 7 tf E 00 
0.9<J998·S65E DC 10 0.SgC;98665E OC 10 O. C;C;C;S9237E 00 

.. ' O.99998856E 00 12 O.<;SS98'3S6E 00 12 O.9SSC;8665E 00 
0.9<)C)<)!347 /1-r: CO 14 0.99998665F 00 14 0.9JS988,)6E 00 
0.99997711E 00 H: 0.,SSSSH856E CO 16 a " 9 S <; <; 8 It 74 E OJ 
0.9999g /t74E CO 18 0.S99S7711f 00 1 Q 0.<J9Q97711[ 00 
0.9999U28JE 00 20 0.<:99S7711E 00 20 O. 99S984 74E 00 

. -, .. - .---. -- - Y--:- 4 -- -----. - -.. . ----Y- =.-. 5'" -- --- - .-- - ---.- . -

R 
0.00000000 
O.OOOOOO()O 
0.00000)00 
O.98411822E OC 
0.99990758E GC 
0.99998665'= 00 
O.99998856F. 00 
O.9<)9981165E DC 
0.9999P.gS6E 00 
0.99997711E CO 

*~***************** 
A R 
0 O.COOOOOOO 
4 o.cocooooo 
6 0.00000000 
8 o.cocooccc 

10 O.98097032E 00 
12 O.S9998283f 00 
14 O. <;9998665E OC 
16 O.S9998356E 00 
18 0.9999R47 /fE 00 
20 O.S9997711F. 00 

.. . - .. -- . .-

******************* . -. _ .. 
A R 
0 o.oecooooo 

"0 0.00000000 
-,., ........ --... ~ 

6 O.OOOOQOOO 
8 O.OCCOOOOO -.---

10 O.OOCOOOOO 
12 0.S77e2004E 00 
14 O.9<;C;97520E 00 
16 O.9SSSS856E 00 
18 0.9C:;<;S8665E ou 
20 0 .. SS~SE856E 00 

. - ,.~- ~ -- - ... .- . -. -.-

lh.34 

13.36 
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A-~7 ... - .. -_ .. --- ._-- --- .. _._-.- -. 

• 999990 PP(lB.\BILITY OF RANOO,! .~CISEAAFFECTI.~q._. __________ ._ ... _ .. _____ _ 
ANY O~E BIT . 

A = TOTAL NUMBER OF ~ESSAGES TRANSMITTED . -. ---~ .... -. __ ... _ ... --- .--.--

'Y' = NUMB ER 0 F M FSSAGES L CST CU E TO 
TRANSIENTS AND NOISE BURSTS _, __ 0.... •• .... .... _ .. _.. ."-0 •• _. ,",_~_._. __ ,, ____ ~ ______ .. ____ ". __ ._ "-_____ "._" .. 

R=RElIAI3ILTTY (PROI3AEIUTYl CF CORRECT 
INTERPRETATIC~ CF RECEIVEC MESShGES 

Y = 0 Y = 1 
- _ ... -- .. - '-y . ,; -i'· -- .. - ... -.. 

******************* ******************* ****~************** 
A 
2 
4 
6 

, 8 
10 
12 
14 
16' 
i8 
20 

R 
O.9S93591SE 
0.99999''309F 
0.99998856E 
0 2 9999961<;[ 
0.99999237 E 
0.99999428E 
0.9999<): .. 74E 
0.9999CJ237E 
0.99999046r:: 
O.99998474E 

Y = 3 

A R .,. -_····--·-A···_··_·- .... R'" .-

CC 2 o.cocoooeo 2 0.00000000 
00 4 O.99903888F. 00 4 O.OOCOOOOO 
00 6 0.S999961SE 00 6 0.99S71874E 00 
OC 8 0.S9998283E 00 8 O.SS~SB85bE 00 
00 to O.~9999237E 00 IC 0.9999q619~ 00 
CC 12 0.S9999428E OC 12 0.9SS9~?'37E 00 
00 14 O.~9999428E 00 14 0.9Y9Q9428E 00 
00 16 0.S9997902~ 00 16 0.99SS0474E 00 
00 18 0.S9SS8665E OC 18 0.99S99237E 00 
CC 20 0.99999237E 00 20 O.9999904bE 00 

Y = 4 Y = 5 
******************* ******************* 
A 
o 
4 
6 
8 

10 
12 
lit 
16 
18 
20 

R 
0.00000000 
0.00000000 
0.00000000 
0.99839675E 
O. 9 9 ~ 9 8 20 3 E 
0 .. 9999923 ?E 
0'099999 '1"2 3 E 
O.9999942BF 
0.99997902E 
0.99993665E 

A R A 
o 0.00000000 0 
4 o.COCOOOOO 0 
6 o.COCOOOOO 6 

00 8 o.OOCOOOOO 8 
CO 10 O.~9c06S1tE 00 10 
00 12 0.~9999619~ 00 12 
00 14 0.99999237E 00 14 
OC 16 O.S99994?8F 00 16 
00 IE 0.9999r474f. 00 l~ 

00 20 0.99999237E OC 20 

R 
0.00000000 
O.OOCOQOOO 
0$00000000 
O.OOOOQOOO 
o.ocoooooo 
0.9~774379E 00 
0.99999237E 00 
0" 9Qg9':1428E 
O.99SC;S't28E 
0.99997902E 

00 
00 . 
00 
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BIT J~TEPPRETATION LOGIC: EXAMPLE 18 

.k'fi 
.999999 PROBt,BI LITY CF RANDOl NOISE AFFECT ING '. , _., /l,._ ,_ _ ____________ ., __________ _ 

ANY ONE BIT 

A = TOTAL NUMBER CF ~ESSAGES TRANSMITTEC 

Y = NUMBER OF MESSAGES LOST CUF TO 
TRANSIENTS A~O NtlSE BURSTS .. ~. __ ._ .. ,. ... _ ....... __ .. _ .. _____ ..... _ ... __ ~_.,. __ ...... _________ ._6 "' .. ;._ ....... _ .. ___ ._. 

R~RElIABILITY (PDOB~BILITY) CF COR~ECT 

INTERPREThTION OF RfCEIVED ~ESSAGES 
Y = 0 Y = 1 

** •• *************** ******************* ~*************~**** . .. A' •. "--. R 

2 O.99992371E 00 
4 O.99998474E CO 

,6 O.9999961gE 00 
B O.99999619E 00 

10 O.99999428E CC 
12 O.99999237[ 00 
14 O.99999428F 00 
16 0.99 Q 97711E 00 
18 O.99997902E 00 
20 0.9999942SE 00 

A 
2 
4 
6 
S' 

10 
12 
14 
16 
18 
20 

R 
O.OOCOOOOO 
DC> S9989700E 
O .. S9999619t:: 
0.99997520r: 
0 0 <;9999619[= 

-o. <;q q9q42 8:: 
0.99997711t= 
O. <:999961SE 
0.CJ9999237E 
0.<;99980S3E 

A 
2 

00 4 
00 6 
00 8 
00 10 
00 12 
00 14 
00 16 
00 IB 
OC 20 

'. -~-~ .. R ~ .• ~ ._ .• -"" 

0.00000000 
00) OC000000 
O.9<;SE5(.)95E 00 
0.99999619E OJ 
OoC;SSS9619E 00 
0.99999 1,28E 00 
0.99C:;<)9237E 00 
O.99999 L,.28E 'JO 
0.9SSS77l1E 00 
O.9S997902E 00 

....... ,. .U _, .. , .......... ~._, ._ ...... _ ...... _ ..................... ~ ............. _ ••• ~. ·_ ... _~ .. ___ ~ ...... _r~ ........ _ • • _~- .. __ ... . _,.,~'._ .. _____ ...... >I"" 

Y-= 3 ~-- ..... ~ .... _-.- y' == .. 4 . - '- --.-.- .. -----.. -- .'y" =.- 5 

.******************* ******************* ******************* 
A R A 
o 0.00000000 0 
4 0.00000000 4 
6 0.00000000 6 
8 0.99983597E 00 8 

10 0.99997520E CO Ie 
'l~~ 0.99999619E 00 12 
14 O.99999428E 00 14 
16 0.99QQ7711E 00 IE 
18 O.99999619f CC le 
20 0.99999237£ 00 2C 

R 
o.cecocceo 
o.oocooooo 
O.OOCOOOOO 
0.00000000 
0.<;99803541: 
C.~9S9961<;[ 

O.S99994?SE 
0.<;;9999237:: 
0.99999428E 
o. <;99977 IlF 

A 
o 
o 
6 
B 

00 10 
00 12 
00 14 
Of) 16 
00 18 
00 20 

R. 
a.oeccoooo 
0.00000000 
o.ooccoooo 
0000000000 
0.00000000 
O.9S<J75014E 00 
0.~<;<;<;961SlE 00 
O.<J9SSS42HE 00 
Oo9<JS<;7711E 00 
O.9<JSC;g619E 00 
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13.6 CONCLUSIONS 

13.6.1 Technical Observations (Figures 13.12 and 13.13) . 

The carputer sirrnllation of message by message and bit by bit vot.ing 

m:x:1els shaved the follolling: 

a) Both techniques had a "plateau" region and a critical breakdo:.vn 

point. 

b) For a s:rn.all number of bursts, neither mcdel was greatly affected 

in the plateau region. Havever, the rate of fall of reliability with BER 

beyond the critical point \vas proportional to the nurrber of messages lost 

due to bursts. 

c) The "plateau" for rressage-by-message logic was at 99.9999 percent 

reliability versus 99.995 percent for bit by bit. 

d) 'lhe critical point for bit-by-bit logic was at a bit error rate 

0+ .pne percent, that of mes$age by message at 0.1 percent . 

. ' .. e) Bit-by-bit transmission logic is far superior to message-by-

message logic, if the BER is greater than about 0.3 percent. 

f) If the nl..lIIber of burst errors is large, both systerns are roughly 

equivalent (the Y = 4, A = 10 curves for both methods are nearly identical) . 

g) If the nl.lII'ber of bursts is large, the critical point is ITOVed to 

lower bit error rates and the plateau level decreases. 

h) Since CAS will be functioning in a noisy environrrent, the high 

reliability of bit-by-bit voting in the 0.2 percent to 1 percent BER range 

is decisively in its favor. 

13.6.2 General Conclusions. 

a) Using bit-by-bit interpretation logic, the reliability of trans-

mission along both paver lines and voice-grade telephone lines can be 

expected to be very high (better than 99.9 percent), even at high bit-

error-rates. This reliability rrcdel therefore suggests not only the 

reliability of hardware but also the preferred sofbvare and programning 

1~_29 
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to be used for error correction. 

b) The m::xiel develops a theaIy that is applicable to the empirical 

. data found useful for CAS corrponent design • 

. c) The estinated failure rates for components suggest that a CAS 

network \.n:th one corrponent of each kind is likely to have an MrBF of 2800 

hours. With a network of 100 actuators, 50 internal receiver-relays, one 

external receiver-relay, and a central station, the system .HillF drops to 

180 hours. This suggests the need for improved electronic packaging of 

both the actuator and the internal receiver-relay. Once the actuator is 

on a hybrid chip, its failure rate should go dam to about 10 per 106 

hours. Similarly, if the internal receiver-relay goes onto one or two 

special-purpose integrated circuit chips, its failure rate should go dam 

to perhaps 20 in 106 hours. Thus, with these irnproverrents the netv.urk 

MI'BF rises significantly to il20 hours. This points up the inportance of 

inproved electronic packaging for the internal receiver-relay prior to 

building a large number of units, such as for a large scale field test. 

This reliability is, of course, predicated upon the use of COIll1l2:rcial 

corrponents rather than the rrore expensive ~lIIr-spec components. 
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SCENARIO EVAUJATION AND S:E:LB.:!L'ION 

.14.1 SCENAHIO SELECl'ION 
I 

I One of the major tasks in Phase I is the evaluation of alternative 

scenarios for the feasibility derronstration of CAS and the selection of 

two scenarios which provide the broadest possible base for the test of the 

system. The di versi ty and range of potential environrrents within which CAS 

ImlSt operate is so large that specific factors relating to the a'l1vironments 

ImlSt be itemized and co:r~~.ldered as a structural basis in the selection of 

desirable scenarios for feasibility derronstration. These factors are 

naN considered. 

14.1.1 User Demographic Factor~. 

Within the physical structure, a wide range of potential users nrust 

be considered. Users may differ in tenus of age, sex, inCQ"1le and 

profession. Their perception of crirre \vill be an ii11pOrtant factor in 

determining the threshold at which they will be likely to trigger the 

actuator. This perception will be a fimction of a nurrber of factors, 

inclu:ling the crirre rate, the perceive:1 responsiveness of the police, etc. 

Users will also differ in terms of the relationships which they enjoy both 

with their families and with the cotrmmity around the.Ll. Generally, the 

closer the social relationship, the lo:,ver the fear of victimization. 

14.1.2 Human Factors. 

A nunber of human factors will significantly affect the rnarmer in 

which CAS j.s used. 'lhese factors are of several t:yp:s. 

'lb take an exanple, the physical coordination of the user ,viII be a 

primary consideration in designing thephysical actuator package. People 

with various handicaps should be able to use the system with rnin.imum 

difficulty. 

14.1 
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Along other lines, various user characteristics will influence the 

threshold for various errergencies. For exarrple, to a r..ardiac patient a 

. suspected seizure may asStnTe far greater iIDportance than suspected 

situations of criminal attack. A person 1 s general level of insecurity will 

also be inportant. 

Another area which will quite possibly be important is the general 

intelligence or level of sophistication of the user. .Along these lines 

also would be the user's sense of responsibility. 

14.1.3 Physical Environment. 

A nurrber of different factors nrust be considered in determining 

the range of physical environments in which CAS will have to perf.Jnn. 

'!here are factors such as the exterior dimension of the structure, the 

nurrber of floors, the layout of each floor, the e..xternal appearance and 

finish, the susceptibility to weather and changes in weather and the land-

scape around the physical structure. Within the building there are factors 

such as the location of elevators, hallways, staixwel13, closets, light 

fixtures I etc. T'ne nature of the entrance to the building and the total 

number of possible points of ingress and egress, the level of lighting, 

both outside and at all points inside, are all important factors. There 

will exist different types of apa.rtrrents exhibiting different crirre-related 

characteristics. '!he type of occupancy in the building is a ver:l linportant 

factor. Key diIrensions here are the general level of income and education, 

and so on. Finally I consideration nrust be s,'lven to the physical plant 

facilities. 'Ibis includes the location of the' heating and air conditioning 

systems, the telephone system and the p:::1Ner utility system. Facts of 

importanc'e here are the age of the physical plant, the quality of the 

maintenance of physical plant facilities throughout the structure, and the 

leVel of abuse by residents. 

14.2 
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14.1.4 The Crime Environment. 

Another :irrp:>rtant set of facts to be considered in the choice of 

: scenarios is the frequency and distribution of criminal activity. Also 

imp::>rtant are the type of response agents available in the event of an 

errergency, and the response time and the quality of the resfOnse for 

each of these agents. User perception of vict.irni.zation is of course 

important and has been discussed in detail in Section 2. 

14.1.5 Choice of Scenarios. 

After a very careful investigation of all the factors listed above, 

Ccmpu-guard concluded that roth scenarios should preferably be apartment 

corrplexes rather than professional institution, (schools, hospitals, etc.). 

Professional institutions were investigated in detail, and serre obse....vva-

tions ,,,ere given in. Section 7 i hcwever, the use of CAS i.."1 such institutions 

would be restricted to highly selected groups of people and to a highly 

specialized physical environrrent. It \\"as t:1erefore felt that thls k.irrl of 

environrrent '\vould not represent a wide enough cross-section, given the 

limited nunber of systems to be installed in Phase III of this project. 

In addition, such a specialized test vlould have only lirnite::1 applicability 

to the bulk of expected usage. The use of homes for feasibility derronstra-

lion was excluded again because of the problem associated with the lTOst 

effective derronstration of a srra.ll n1.lIlt>er of ssytems and a large nurriber 

of possible env.il:omnental situations. As a result, it was decided to 

cQoose "blO apartrcent conplexes representing a very broad cross section of 

~vironrrental factors • 

. One of the· scenarios c..hosen is a public housing project administered 

by the Public Housing Authority of the City of Pittsburgh. The city 

bas ten projects in different loc.ations. The one chosen is the Arlington 

Heights Housir!g Complex, a situation representing perhaps a high level of 

14.3 
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CAS usage. '!he second scenario chosen is the Amberson Apa.rt:Irent Ccxrplex. 

~s canplex is relatively nEM, and is occuped by residents rrost of whom 

- are working and financially se1f-supfOrting. These two scenarios should 

be ' representative of a very broad range of ~?Ossili1e CAS applications, 

and further description of the scenarios is presented be1CM. 

14.2 THE ARLING'ION HEIGHTS PUBLIC HOUSING CO~1PLEX 

Arlington Heights is a 31 building corrp1ex of public housing, covering 

a total aI..-ea of 82.5 acres. It is accessed frenl Syrian Street by means of 

Arlington Avenue t Spring street, and Zaruba Street, located. on Pittsburgh IS 

Southside. The parking facilities for the bill.ldings are situated in front 

of each building. 'lhe conplex is serviced by one central management office 

adjacent to a corrm.mity center. This and designated play areas provide 

the only recreation facilities provided by the corrp1ex. For a better 

understanding of the layout, please refer to Figure 14.1 • 

'lbe buildings are 32 years old and in very poor repair. The wiring 

and telephone lines are in bad condition. Each building is serviced by 

eithex three or four entrances, each allaNing access to six aparbre.'1ts 

located tIro per floor. All of the buildings are three stories high, 

and there are no elevators in any of the buildi;1gs. The apartments 

th~el ves range from one bedr:'oorn to four bedroom, and each has a Ii ving 

area and kitchen. The rents for DPA families .:rre $32, $43, $52, and $56 
. 

per rronth, depending on the nurrber of rooms. vk:>rking families pay $90-

$99 per IIOnth with the number of rooms rilaking no difference in the rent. 

Arlington Heights is in census tract 1604, and according to the Annual 

:Re{X)rt of M3.jor Cr:irres by Census Tract, 1972, t.here were no murders, bJO 

rapes, fourteen robberies, sixty-one assaults, twenty-one burglaries and 

twenty-five cases of larceny. These figures are derived from the reports 

of the pittsburgh Police and include only clear-·cut cases. Arlington is 

14.4 



• 

• e 

• 

• 

• 

·e 

• 

• 

• 

• e 

• 



~~------~--------I. __ --~--__ .~------~.~--·--~~~~·~.-~·-·-~-~~~------~ __ --_r--__ ~------~~------~ 
/7 ~. <.oJ 1 T f. . \, ~A l'J • 

,/' ""'" All. LIN G T O-N~' G ~ T S 
'" P A-'-4 

/ ',- WOU11NG AUHWR lTV OF Hll CITY Of PlTTl8URGH 

I
I " TttIlNIC,.L DIVISION ".v. MIW, 1.\.,1,4, 

;
.1, .• '" tz I [ , t 1 t·~ to I',., I ." • .. ,. I~ .," t.v.. ..,... , •• 

.. ~ .. ~~ u(. .... 'f 



• 
i 

(-I 
• I I 

• 
I . 

• 

• 

• 

• 

• 

• 

considered to be in a high cr:irre district, and the population density is 

greater than average for the city. Tne occupants of Arlington Heights 

: are nainly p:x:>r and black. About 85 to 95 percent of the families are 

supported by DPA and 5 to 15 percent are working. The average inccrre 

is 6,000 dollars per anm.:nn for the working families; only three families 

earn rrore than $8,000 per annum. Eighty-five perC8.'Ylt of the occupants 

are black. In terms of age, about 18 percent are elderly, 70 percent 

are under the age of 30. There are also disabled and handicapped persons 

residing in this conplex. 

COnpu-guard has developErl excellent working relationships with the 

administration of the Public Housing Authority. In p::.rticular Hr. Rupert 

West, the manager of the Arlington Heights Housing Corrplex, is taking 

a very active role in the coordination of COI"rg?u-guard activities, and will 

provide preliminary assistance in the selection of the actual test sites 

of the feasibility de.rronstration. Appendix 14.1 is the unedited report of 

Rupert vlest concerning the relevance of CAS to the Arlington Heights 

COnplex. 

'lhe AnibersQn Apartrrents Corrm..mity is a developrent of six high--rise 

buildings consisting of Arrberson Gardens (4 buildings), Arrberson To..,ers, 

and Arrberson Plaza, located on 8~ acres in the Shadyside section of 

Pittsburgh. This grouping is easily accessed by road from Morev.'Ooo Avenue, 

and has a private entrance on Bayard Bead. There is a centrally located 

management office in the To.vers and a private guard station. 

'lhe Plaza has 98 one bedroom apartrrents, and 41 bedrocm and den units. 

Each apartrrent has a kitchen a'Yld living area, and is equipeed \.,ith 

appliances, air conditioner, carpeting and curtains. The floor plans 

and general layout are sh<:r,\'l1 in the enclosed brochure. The Gardens are 
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about 20 years old, the Tc:wers, 5 years old, and the Plaza has just been 

~ occupied. The Tc:wers is the IIDst luxurious of the grouping, including many 
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. special features which are listed in the enclosed brochure. The Gardens 

are the least expensive of the grouping, but still offering many comforts 

such as laundry facilities and storage lockers. All buildings have elevators 

and satisfactory physical plant facilities, telephone lines, and p<:Hler 

lines. For all three, parking is availabl'e in enclosed garages and a S\",.irruning 

club is offered for. a fee to any occupant of the Corrmunity. 

Ani::>erson Apart:rrent Cormnmity is located in 0701 census tract, and 

according to the Annual Report of Hajor Crirres by Census Tract, 1972, there 

were no murders, 2 rapes, 24 robberies, 4 assaults, 51 burglaries, and 58 

cases of larceny. Anberson is considered to be located in a good area of 

Pittsburgh, with a no:rnal to high crirrB rate. 

The occupants of this cormn.mi ty are generally in the middle to upper 

incorre brackets, mainly white. '!here are a number of elderly tenants "",ith 
. 

various physical and rrental disabilities. CoI1l?u-guard is co-ordinating 

this effort with Mr. Fleming, the !-1anager of the ccmmmit::r. 

14.4 CONCLUSIONS 

Sane general conclusions and COITITeIlts should be nade concerning the 

scenarios selected for testing. 

a) These two scenarios are expected to provide the broadest range of 

environrrental, criIre-related, and human factors of possible scenarios 

available in Pittsburgh. 

. b) They provide excellent potential for the demonstration and testing 

of other systems corrpatib1e with CAS. For example, both ccrnplexes are 

highly suited for the installation and testing of burglar alanns which are 

conpatible with CAS. 
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c) ~e Arlington Heights carrplex covers a large area, and a sig

nificant arrount of outdoor activity occurs. For this reason Arlington 

. Heights offers a gcxxl opJ:Qrtunity to test a CAS-carpatible system rreant 

for the outdoors environrrent. 

d) The Arlington Heights scenar3.o lends itself as an excellent site 

for a large-scale field test of CAS, either by itself or in conjunction 

with other conpatible protection systems. 
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SOCURIT.:l IMPLICATICNS 

PHYSICAL STRUCIURE 

a) The three story walk up building causes heavy traffic through 

entrances, and the COITIl'On unlocked E"..ntrance door affords 

loitering space for purse snatchers, burglars, etc. 

b) First floor apari1nents are easily accessible to burglars. Many 

windo.vs are only a feN feet from the ground. In addition, no 

protective screens can be placed over the winda.-ls--health 

department and fire regulation.s prohibit this. 

c) The flat roofs can be clirrbed onto by any astute climber, e., g. , 

by forcing his way through a WindON opening at the top of a 

staiI:way, someone can pull himself onto the roof vlhich is only 

a feN feet up. 

d) IDcks can be broken by SOiTeone intent on entering an apartment. 

ScreNS on the outer casing can be easily rerroved. 

POPULATION - INCOr.1E - E11I?IDYl'-jENT 

A significant proportion of the population is elderly. The greater 

prop:>rtion is under 35 (1,589) and many are unemployed (85.6%) • 
. ~ 

'Ibis leaves many to roam the street, and the elderly becorre easy 

prey for con-men and burglars alike. Cro.vds loiter around corners and bus 

stops, and the elderly are especially afraid to nove around the cornmmity. 

OVer the years Urban ReneNa1 has caused a great influx of all t.ypes 

into public housing. Screening policies are tmpopular and saretirres im

practical i and the trend to;vard housing bad and insecure families seems 

destined to continue. At the sarre tirre it is impossible to relocate 

families to other areas, as the deIT'and for units far ouhleighs the supply, 

e.g., over 100 transfers approved for Arlington, but no nore than about a 

dozen would be relocated for all of 1973. 
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CRIME STA.TISTICS. 

~e statistics available which supp:>sedly shew the level of cr:i.rre 

:in this cormn.mity would, I estimate, reflect only about 20% of the actual 
I 

cases. People tend after a \'lhi1e to "live" with the problem eit.her because 

of fear of reprisals from offenders, or because of the lack of a proper 

deterrent by law enforcement agencies. Hy office receives dozens of calls 

per rronth on purse snatchings, burglaries, assaults, etc., but residents 

refuse to rep:>rt to p:>lice because of fear of reprisals. In other cases 

they were unable to surmon help in tirre, before the act was completed. 

arHER SECURITY PIDBill·:iS 

HEALTH 

Arlington houses a significant m.1!11ber of elderly, many of ... mom are 

unable to properly take care of themselves because of severe rreclical 

problems Every year one or rrore of the residents can be found dead in 

their apart::ments, many of whan could have been helped if aid couJ,d have 

been rrore easily reached. 

The latest case in point was Lulu Griffin, Apt.. 152. This 

resident suffered from an illness that caused dizzy spells. For two days 

she was not heard from by her relatives. A sister came fronl Cleveland 

Ohio to investigate. The evidence revealed that 1<15. Griffin had atte'11pte:l 

to reach sareone by phone but did not succeed. She was taken to the 

hospital but died a feN days later frorn resultant corrplications. Obviously 

tirres was of the essence here. 

In other instances residents recall hours of suffering and anguish 

because of sudden illnesses \'lhich prevente:l them from reaching the phone 

or opening the door for help. 

FIRE 

~s carrnunity has on the average about si..x severe fires per year. 
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'lhe severity of losses suffered is in many cases due to the time lag 

between recognizing the problem and contacting and receiving help • 

. IDsses run on the average of about $1000 per apartrrent. Residents inter

viewed after incidents recall being unable to dial, due to anxiety, or not 

having a telephone I or not being able to reach the phone for srroke or 

flanes. Many have been trapped on 3rd ~loors and have been hurt by srroke 
, 

inhalation, etc. In t:i.m=s like these, easy accessibility to a connnmication 

system and quick responses by protective agencies are of the essence. 

RELEVANCE OF THE CAS SYSTEM 

In view of the problems outlined above, it is highly reccrnnended that 

citizens be given sorre added protection that would make for rrore effective 

commmication with secuirty agencies. On reviewing the attributes of 

the CAS system I am convinced tJ.'at it would provide the anS\'ler to the 

security problems that plague this conmuni ty • BelCMT would be presented 

sc::are cases (which are typical of security problems in the ccmnunity) that 

in IT¥ opinion could have been averted, substantially reduced, or at least 

the assailants could have been apprehended and pUnished had the CAS 

system been in the possession of the resident. 

CASE A - BURGLARY - STAIRHALL 

. Ms. Williams carre harre one evening after dark and entered h~ stair

hall. After she was inside she 'tvas stopped by a young man who demanded 

rroney and all other valuables. She then proceeded to empty her purse, 

take her bracelets and watch off, and gave these to the assailant. The 

entire encounter lasted over one minute, after which the robber calmly 

walked outside after threatening Ms. Will:i.arrs not to call neighbors or 

the p::>lice, Ms. ~.yilliams did not, and so the offender was let off free. 

In this incident, CAS could have been easily activated, al1d the local 

patrol would have had ample t:irre to reach the dwelling and arrest the suspect . 
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CASE B - BURGr.ARY - HOME , 

Mrs. Bronaugh was asleep at her harre one night. She was awakene:1 by 

the shattering of glass in her livingroom. She got up to investigate, 

but was forced back into her bedroom by a burglar who had gaine:1 entrance 

through her front window. She was force:1 to stay in her bedroan while the 

apart:ment was ransacked for valuables. The entire encounter lasted well 

over five minutes I at the end of which time she "t,YaS threatened with physical 

violence if she reported the incident to the police. She did not. Here 

again is a case where CAS could have been easi~ activated and the law 

would have had ample time to react effectively. 

Ck-"E C - HEALTH 

We may recall Mrs. Griffin! s case, where she was left alone in her 

apa.rtrrent for two days after being severely ill. It can be assumed that 

her life could have been saved if CAS was in her possession when she 

first beca.rre ill. One thing is certain:. she could :b.ave received help two 

days earlier and the chance for her survival would have been substantially 

greater. 

CASE D - FIRE 

Mrs. Dyer was at harre one :rrorning when she was awakened by the smell 

of srroke. She rushed to the living room to investigate but was stopped 

by the srnoke and heat coming from that area. At the same time she was 

unable to reach her telephone which was also in the li vingroan. She "..:culd 

not jurrp from her apart:ment to safety. It was located on 'b.'1e third floor. 

Hence she· opened her windcw and shouted for help. Later she told of the 

agonizing minutes spent shouting for help before neiglibors recognize:1 

her problem, and the fire depart:ment was sumrone:1. Ms. Dyer was later res

cued by the fire depa.rtrrent. She later suffered from shock and severe 

smoke damage, and lost well over $2000 of her personal possessions. 
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We can well inagine what could have happened here had Ms. Dyer 

been unable to wake her neighb:>rs. We can also imaging the precious 

. minutes that could have been saved for her had she been able to quickly 

surrrron help with her CAS system, not to rrention the p:::>ssessions that could 

have been saved had the fire deparb.rent been surnroned before. 

The above represent actual cases, sorre rrore severe, others less, and 

many rrore could be recalled where CAS could have helped. Generally 

speaking we may say that CAS is ideally sui ted to corrm..mi ties such as this 

one for the follcwing reasons: 

a) Buildings cannot be made absolutely secure from burglaries, e.g., 

first floor aparbrent WilldONS cannot be secured by iron rresh, etc., due 

to health depart:rrent rulings. HO;'lever 1 in cases where forceable entry is 

nade, an effective corrmunication system can be triggered'i.dthout revealing 

the location or intention of the user • 

b) 'lhe need for public housing continues to graN, and there seems no 

alternative to housing people of various age groLlPs together. I.I::J.il incorres 

of families will undoubtedly foster the birth of those who must sometimes 

steal to make a living for themselves and families. Gullibility and physical 

disability of the elderly would continue to make them easy victims for 

those who are bent on preying on them. High rates of une..."'1'1ployment and large 

nunbers of young people housed together leaves many people idle to crONd 

the public ways and make walking through the cormn.mi ty a difficult and 

often a painful task. Sickness and accidents often COIl"e\vithout notice, 

and as isolated as so many of these comnuni ties are, help is often too 

little or too slON. 

Many of the conditions above we cannot alleviate or even hope to 

appreciably change, but we can put in the hands of resp:::>nsible citizens 

a system which would not only help them to feel rrore secure, but one that 
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would enable them to receive the swift and effective attention needed to 

combat many of the adverse conditions under vlhich they IIUlSt live in this 

: and other public housing corrmuni ties. 

c) Many of these conmunities do not (.2rry the political clout that the 

middle class and richer conmunities do. It is a fact that services, police, 

fire, medical, to these areas are often less efficient and often not 

enough of anything is done to correct the .imbal~e. -Citizens of this 

cannuni ty have cc:llTplained for years aOOut poor ambulance, police, and 

fire service. Many tirres the fault, \vhen pinned dam, may be due to lack 

of effective corrmunication by victims to the agency required to deliver 

the service. 

Intrcduction of this service will arrong other things help narra-l the 

ccmrnunication gap, to speed up service needed to protect the people of 

this and other socially and economically deprived areas. 
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SECTICll 15 

REVISED srATE2·1ENl' OF RD2UI~'lENTS, CAS PROJ:EX:l', (ANNEX B, som 

15.1 THE SYSTEr·:i: CCNFIGJRATIa.~ 

a~ The system shall a:msist of actuators, internal receiver-relays, 

extenmJ. receiver-relays, and a central station. 

b) The central station shall include annunciator/display panels. 

c) The O"'..J1tral station :m.J.y be situated locally (i.e. within the 

sane building as a CAS neb\urk) or rerrotely (e.g. a police station). 

15. 2 Till SYS'I':C·l:' TPA:~S:·IISSIO:.J 

a) From actuator to internal recei vex-relay by' radio, at frequencies 

alx>ve 70 I-1Hz. 

b) Fran internal receiver-relay to external receiver-relay or to a 

local central statia."'1, by internal p:J\-.Br lines (e.g. 110v AC). 

c) Frcm e.'ct:enru receiver-relay to a re:rrote O"'-11tral station, by 

leased teleJ;l.'I-jone line (voice-grade). 

d) The actuator will transmit a user-identification r.essage of at-. 

least 20 bits, BCD coded, or 5 BCD characters. This \vill allCM at least 

100,000 different combinations. 

e) Too user-identification message \vill l:e trcmsmitted rep3atedly, 

with at least 5 repetitions. 

f) Th9 intemal-receiver-relay \vill receive all rressages from tl-e 

actuator, and aCId on a location code .. 'lith a length of at least B bits 

or 2 BCD characters. This mil allo\v up to 100 internal receiver-relays 

per e>..'ternal receiver-relay or local central station. 

g) The e.'Cternal receiver-relay or the local rentral station .,·Iill 

receive repeated rressages from the intenlal receiver-relays and display 

them for use by an operator or dispatcher. 

. ~ 
> 
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h) Tre actuator '-rill have a range of at least 50 feet fran an 

intemal receiver-relay. 

i) The system \'rl.11 minimize the effe::ts of interference due to 

sirrulltaneous or near-sinultaneous transmissions of inforrratiQ.'"l fran the 

actuator, or frem th3 receiver-relay. 

15.3 THE SYSTEN: RESPO~lSE 

a) Any sysi:er:l \,li11 l:e a::mnected to a single resp:mse agent, e.g. 

J.X>lioe or a local guard force, depending on "t:h; location and the sJ;.€cia1 

features of the system. 

b) 'Ihe actuator will have only one opt.ion, i.e. a single triggering 

nechanism for sending a call for assistance to the single response agent 

of a) above. 

c) Resp::mse time3 within th3 CAS systerl1 \'lil1 be as fo110:/1s: 

ktuator to Internal Receiver-Relay: 1 second 

Internal Rereiver-Relay to External Receiver-F..elay: 4-5 seconds 

Etternal Receiver-Relay to Central Statim (rer.ote): 5-8 seconds 

d) rrr.e response tUm of the response agent, after information is 

displayed at tha central station, cannot l:e detenn:ined by CAS. In t.re 

Phase I report, procedures have been identified to alloVl the minimization 

of this roriponent of response ti.r.e, if thase are adopted by the response agent. 

Eb,vever, the CAS hardware does not have any direct control over the resFOnse 

agent. 

15.4 'nIB SYSTE1: DESIG.-1 FCA'IURES 

a) ~ actuator \vi11 l:e packaged in the form of a rn.L"liature device, 

wit.l). aesthetic appeal, that can be ,','Om on a \v-atchlJanj or a waist 1::e1 t, or 

as a pendant. Its size will l:e a1:x)Ut the sa'T13 as that of an average "'latch 

\\urn by a nale. 
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b) TIe act.:.uation IIEchanism ~'lill l:e a pincer-noverrent requiring 

simultaneous ar.;tuation of i.:t.;o buttons, lOr a rotating dial r.ec.~sr.t .. 

This will allow ease of use by a rnbdJl1um :r;ortion of ~ p:Jpulation. 

c) Tre CEntral station ~'lill provide a clear and easy-to-interpret 

display, together "I.'li.t1l an audible indication. 

d) 'I'ha syste:a 't.vill l:::e rxdular to alla:.17 for integration "l.n th sane 

other specifically-c1esigned systems, c~tible 't'lith CAS, for protection 

in an outdoors enviroI1l'l2l1t and for protection against burglary. 

e) Th3 re03i ver-r~lays are such that the system will bG usable in 

a wide range of environments. \vith suitable rod:.\.ficatiC1!ls r~lated to 

paCY..aging and size, it mil l::e applicable in roth h:r.1es and L"1sti mtions 

f) '1116 internal. receiver-relay \l7ill l::e small enough that it can 

be plugged directly into t..~ 110v socket (\va.ll receptable), \·lith aest.,,"12tic 

appeal. This is preferable to fitting it inside the wall receptable for 

two reasons: installation rost and electrical codes • 

• 
g) CAS cXllrponents vlill operate satisfactorily in a norr.al range 

of physical and El·lI environm:mts. 

h) The o:xcponents \·rill l:e Esistant to ta-npering and abuse. 

i) Too system t-lill not be susreptible to p::r.l7er failure. 

j) '1"00 system ,\"i11 ~vithstand IIDSt kinds of efforts to jam its 

operations or to ~c.i.ou.sly cause system malfu."1cticn. 

k) Too self-test capability will l:e provided in tenns of user 

p.rooedu;-es rath3r than. any specific hardware or software built mto 

't:'h3 system. 

15.5 'l'HE SysrIN: RELIlIBILITY 

a) The actuator '!,·lill be such as to rnini.':1i.ze the probability of 

inadvertent triggering • 
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b) Reliability of transmission, for the IXMet' line and telepho ne 

line oornbined, will eJ~ 99.9 percent. 

a) Reliability of transmission on the radio link ret-ween the actuator 

and internal receiver-relay cannot be spacified. detenninistically, as this is 

a probabilistic fU11Ction of envL"Unnental 'and ot.7=r pararreters. Ho,.,"ever, 

~ expected value of the reliability 6£ ~1.ri,s link, for a predefined set 

of standard conditions, should be in e:Y.cess of 98 percent. 

d) Ccrnpvnent reliabilities stould re l:.etter than the limits set l:.ela..v: 

Co.monent _ ... *"----

Actuator 

Internal p,.eceiver-Relay 

External Recei ver-Pcl.ay 

Central Station 

Figures in 106 Hours 

40 

100 

300 

300 

e) Response reliability cannot re determined by CAS design, hard'ware, 

or sofbvare. 

15.6 THE SYSm·1: FALSE AL.7\R.:'lS 

a) False alanns due to aquir:;r.ent failure or rralfimction will 12 con-

trolled as indica ted in 15.5. 

b} The actuator will l:e such as to minimize its inadvertent triggering. 

c) Tl:ere is no way that the nurnl::er of false alarms due to user error, 

user negligence, or ver..l J.a:..; user threslnld, can l:.e estimated. Thus the 

false alarms ratio can only be estimated after a large-scale field test is 

oonducted. 'nus is because tlEse factors will l:e prinary in causing CAS 

false alanns, but cannot l:e controlled by CAS design, hard:.;are, or softvare. 

They can l:e controlled by aPl?ropriate user procedures, but tie testing of 

alternative procedures cannot l:e conducted on a small·'scale • 
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d) Given a large scale field test of CAS, it smuld l:e p:::>ssible to 

develq? user prOCE!dures and penalties such that t.'1e false alann ratio does 

oot exceed 70 to 80 r:ercent. Ho;vever, the validity of this es'""...iIrate can 

only l:e determined in such a test. 

15.7 T.dE SlaITI!: msr 

T'ne cost of cCXLq?Onents will l:e within i:l'l= limits established, as 

£0110',.,5: 

Co1rrx:>ncmt IJ::i:1l 

Actuator $60 

Internal Receiver- . ~-: .. $80 
Re1a~{ 

External Recei ver-
Relay $350 

Central Station $3,000 

Prcx:1uction Quanti 'bL 

!1e::lium 

$30 

$50 

$250 

$2,000 

Hih ~ 

$20 

$30 

$200 

$1,500 
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