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INTRODUCTION TO INITTAL PLAN

(Submitted to LEAA on March 16, 1976)

On May 20, 1975, the U. S. Department of Justice, through the
Law Enforcement Assistance Administration, issued regulations imple-
menting Section 524(b) of the Omnibus Crime Control and Safe Streets
Act of 1968, as amended by the Crime Control Act of 1973. These regu-
lations, issued as Title 28, Chapter 1, Part 20 of the Code of Federal
Regulations, establish requirements for the collection, storage, or
dissemination of criminal history record information. The regulations
apply to criminal justice information systems (Federal, State, and local)
which collect, store, or disseminate criminal history record data and
which have received the assistance of LEAA funds for that purpose since
July 1, 1973. These systems must be in full compliance with the Regu-
lations by December 31, 1977.

Section 20.21 of the Regulations requires each State to develop
a plan for the implementation of the Regulations. On June 16, 1975,
Governor George C. Wallace, assigned that responsibility to the Alabama
Law Enforcement Planning Agency (ALEPA) which, in turn, delegated the
task of plan preparation to the Alabama Criminal Justice Information
Center (ACJIC), a project of ALEPA. Subsequently, the Alabama Legisla-
ture enacted legislation establishing ACJIC as a separate state agency
responsible for developing and operating a comprehensive, statewide
criminal justice information system. ACJIC retained the responsibility

of developing the Alabama privacy and security plan.
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The Alabama Criminal Justice Information Center enabling legis-—
lation, Act 872, Regular Session, 1975, (Appendix A), also created a
twenty-member Commission composed of State and local criminal justice
and government officials and a citizen representative, to oversee the
ACJIC's development and operation. The Commission is charged with insuring
that the criminal justice information collected, stored, processed, or
disseminated by the ACJIC is properly used and protected. To assist
the Commission in this responsibility, a permanent Privacy and Security
Committee consisting of a chairman and three members, all of whom must
be elected public officials, was established by law within the Commission.
Those presently serving on the Committee include: a representative of the
Alabama Attorney General; President of the Alabama Circuit Judges' Associ-
ation; President of the Alabama Circuit Clerks' Association; and, President
of the Alabama Sheriffs' Association.

The ACJIC Act is the statutory authority for the implementation of
this Plan and the regulations adopted by the Commission to insure the
security and confidentiality of the data available through the Alabama
Criminal Justice Information Center. It is interesting to note that,
although drafted and submitted to the Alabama lLegislature prior to the
promulgation of the Department of Justice Regulations, the ACJIC Act
addresses each of the functional areas dealt with in those Regulations:
completeness and accuracy; limits on dissemination; audit and quality
control; security; and access, review and challenge.

Consistent with the Federal Regulations and the division of responsi-
bility and authority which exists under Alabama law, this Plan addresses
primarily the procedures to be adopted by the ACJIC which, upon imple~

mentation of its Computerized Criminal History/Offender Based Transaction
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Statistics system (CCH/OBTS), will be the central State repesitory for
criminal history record information. Other criminal justice agencies
within Alabama which are subject to the Federal Regulations have been
advised of their responsibilities in complying with applicable portions
of the Regulations. Each agency has been requested to submit the
required certification of compliance form (LEAA Form 6600/10) for
inclusion in this Plan. ACJIC will continue to provide assistance to
these agencies, upon request, in developing and implementing procedures

to assure their compliance with the Federal Regulations.
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INTRODUCTION TO SUPPLEMENTAL PLAN

(Submitted to LEAA on June 17, 1976)

On March 19, 1976, revised privacy and security regulations (Title
28, Chapter 1, Part 20 of the Code of Federal Regulations) were issued
by the U. S. Department of Justice/Law Enforcement Assistance Admini-
stration. These regulations incorporate significant changes to Subpart
B of the regulations as issued on May 20, 1975, and require the sub-
mission of a supplemental plan addressing the requirements of Sections
20.21 (b), (ec), (d), and (f).

As in the plan addressing the May 20, 1975, version of the Federal
regulations, the supplemental plan deals primarily with the procedures
to be adopted by the Alabama Criminal Justice Information Center (ACJIC)
which is currently developing a computerized criminal history system for
the State of Alabama. ACJIC's enabling legislation (Act No. 872, Regular
Session 1975) provides sufficient authority to the ACJIC to implement
the requirements of the Federal privacy and security regulations in the
statewide criminal justice information system. Other criminal justice
agencies within Alabama which are subject to the Federal regulations
have been advised of their responsibilities in complying with applicable
portions of the regulations. The ACJIC will continue tu provide assistance
to these agencies, upon request, in developing and implementing procedures
to assure their compliance with the Federal regulations.

Chapter Three of the Alabama Criminal History Record Information
Privacy and Security Plan, Limitations on Dissemination of Crimirnal
History Record Information (March 16, 1976), is replaced by Chapter
Three of this supplemental plan. Chapter Five, Security, which was
omitted in the March, 16, 1976 plan is included herein.

iv




CHAPTER 1

RESPONSIBILITIES AND AUTHORITY
OF THE

ALABAMA CRIMINAL JUSTICE INFORMATION CENTER

The Alabama Criminal Justice Information Center and Commission
were formally established on October 7, 1975, when Governor George C,.
Wallace signed the enabling legislation into law. (See Appendix A).
Section 2 of the ACJIC Act defines its statutory responsibility:

"There is hereby created and established an Alabama Criminal

Justice Information Center Commission, hereinafter referred

to as Commission, which Commission shall establish, develop,

and continue to operate a center and system for the inter

and intra state accumulation, storage, retrieval, analysis

and dissemination of vital information relating to certaia

crimes, criminals and criminal activity to be known as the

Alabama Criminal Justice Information Center. Central

responsibility for the development, maintenance, operation

and administration of the Alabama Criminal Justice Information

Center shall be vested with the Director of the ACJIC under

the supervision of the Alabama Criminal Justice Information

Center Commission."

In addition to developing and operating a statewide criminal
justice information system, the’Commission is charged with insuring

the security and confidentiality of the information made available

@

through the system. With this tesponsibility comes the authority * R T
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to issue rules and regulations (Section 5) and to establish admini-
strative sanctions (Section 18) for violation of those regulations.
(A process for appealing rules or regulations issued by the Commission
is provided for in Section 42.) In addition to administrative sanc~
tions, Sections 35 and 36 of the Act delineate severe penalties for the
misuse or abuse of criminal history record information. However, the
scope of the Act limits the authority of the Commission and the penalties
provided for violations of the Act to aveas germane .to the implementa-
tion of the Act, i.e., regulations and sanctions developed to provide
for the security and integrity of criminal history information apply
only to that data that has been collected, stored, processed, or dissemi-
nated by the Alabama Criminal Justice Information Center.

Computer resources, including the communications control system,
technical and programming services supporting the ACJIC are provided
by the Data Systems Management Division (DSMD) of the Alabama Depart-
ment of Finance. Based upon the recommendation of the Governor's

Cost Control Survey, DSMD was created in 1973 to control, coordinate,

and consolidate electronic data processing services within State govern-
ment. (See Appendix B). The Survey, prepared in 1972, stated, "The
data processing activities of the State are characterized by overlapping

personnel assignments, duplication of services, low utilization of equip-

ment, and rising costs."

So that ACJIC remains in a position to insure the privacy and

security of criminal history record information, a formal agreement will

" be executed with DSMD giving authority to the ACJIC Director in the

following areas:
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1)

(2)

(3)

(4)

To set and enforce policies concerning computer opera-
tions involved in the collection, storage, processing

or dissemination of criminal history record information.
To select and/or approve all DSMD personnel assigned to
duties involving the collection, storage, processing or
dissemination of criminal history record information.

To protect any repository of criminal history record
information from unauthorized access, theft, sabotage,
natural or manmade disasters.

To require DSMD personnel who have access to criminal
history record information or to areas where such infor-
mation is stored, to adhere to all physical and personnel

security procedures developed by ACJIC.

Sufficient authority 1s vested in the ACJIC Commission by Alabama

law to enable it to perform those functions required by the Federal

Regulations of a central state repository.* = As noted in the Introduc-

tion, there is much similarity between the requirements of the ACJIC

Act and the Federal Regulations. The specific requirements of Alabama

law that will facilitate the implementation of the Regulations are dis-

cussed in the appropriate Chapters of the Plan.

*

This does not include the dedicated hardware requirement cf

Section 20.21(f) of the Regulations as issued on May 20, 1975. That
Section is being revised and, therefore, not addressed in this Plan.
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CHAPTER 2

COMPLETENESS AND ACCURACY
OF

CRIMINAL HISTORY RECORD INFORMATION

Section 524(b) of the Crime Control Act of 1973 requires that

criminal history record information be kept current and that dispo-

sition data be included with arrest data '"to the maximum extent feasible."

To implement the requirements for completeness and accdfacy of infor-
mation, Section 20.21(a) of the Federal Regulations specifies the
following{ |

(1) Complete records should be maintained at’a central

State repository (CSR).

(2) Arrest records available for dissemination. must

contain dispositions within 90 days of occurrence.

(3) Procedures shall be established for criminal justice

agencies to query the CSR prior to further dissemination
to assure current disposition data is being used.

(4) Procedures shall be established to minimizé the recording

and storing of inaccuratée information.

Each of these requirements will be met through the CCH/OBTS
system developed and operated by the Alabama Criminal Justice Infor-
mation Center. - The Alabama law creating the ACJIC as the central State
repository of criminal history record information also provides. for

mandatory reporting of arrests and dispositions to the ACJIC (Appendix A).
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Although an Act of the Alabama Legislature in 1943 designated the

Department of Public Safety as the central assembling agency for

arrest fingerprint cards and required the sheriff of each county to

submit fingerprint cards to the DPSl, until the ACJIC Act was signed

into law on October 7, 1975, there was no requirement for all criminal

justice agencies in the State to report arrests and dispositions to

a central location.

The ACJIC Act requires mandatory reporting at each stage of the

criminal justice process: police, prosecutor, courts, correction,

and pardon and parolg.2 Althbugh the CCH/OBTS system is in the design

stage, tthﬁébartment of Public Safety is designated by State law as

the State-level collection point for arrest fingerprint cards and shall

continue to provide identification services and be the repository for

arrest fingerprint cards for State and local law enforcement agencies.

3

Time limitations on disposition reporting are prescribed by the

ACJIC Act for certain types of dispositions.

4 For other dispositions,

' the ACJIC Commission is authorized to establish the time and manner in

which dispositions must be reported.5 In every case, dispositions

Alabama

Alabama
24, 28,

Alabama
Alabama

Alabama

Code, Title 54, Sections 38 and 39.

Act 872, Regular Session, 1975, Sections 11, 12, 19, 20,
and 29 address reporting requirements.:

Act 872, Regular Session, 1975, Section 12.
Act 872, Regular Session, 1975, Sections 19, 20, 22, and 23.

Act 872, Regular Session, 1975, Sections 28 and 29.
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will be reported to the ACJIC within ninety days after occurrence for
inclusion in arrest records available for dissemination through the
ACJIC CCH/OBTS system.

As previously stated, the ACJIC CCH/OBTS system is in the desigi
stage and expected to be available to system users by September 30,
1977. Consequently, exact disposition reporting procedures, reéﬁonsi-
bilities and formats cannot be described at this time. The develop-
ment of a unique individual identifier (OBTS number), and prqcedures for

monitoring delinquént dispositions are functions inherent in system
-

design. A discussion of the development of these procedures would be

N !

M\'

premature at this time and serve no useful purpose. Howeéer, all .
existing State and Federal requirements to .insure the completeness and
accuracy of criminal history record information will be incorporeted

into the ACJIC CCH/OBTS system.

The requirement for query of the central State repository prior

4

to further dissemination of criminal history record information to k ) >
assure that the most up-to-date disposition data is being used will be
established by ACJIC system regulation. All system users are required ‘3}
to execute a privécy and security agreement with ACJIC in which the user
agency agrees, in part, to abide by ACJIC system regulations. Viola-
tions of system regulations subject the violator to penalties prescribed -
by State law and administrative sanctions issued by the ACJIC Commission.
The following schedule illustrates the milestones for the develop—

ment and implementation of the ACJIC CCH/OBTS system:

Ry
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CCH/OBTS TIMETABLE

Milestones

Implementation of CCH Data Entry System
Implementation of CCH Data Base Updating Procedure
Implementation of Pardon & Parole Reporting Procedure
Implementation of Corrections Reporting Procedure
Development of ACJIC/CCH Rap Sheet

Development of NCIC/CCH Rap Sheet

Development of OBTS Data Elements and Entry Procedure
OBTS System Design

Data Base Management Design

NCIC/CCH Load Design

Court Criminal Disposition Reporting Procedure

Data Base Management Development

NCIC Load Programming

OBTS Testing and Implementation

NCIC/CCH Loading and Implementation

2-4

Dates

04/€1/76
07/01/76
09/01/76
10/01/76
10/01/76
10/01/76
10/01/76
10/76 - 12/76
10/76 - 12/76

10/76 - 12/76

01/01/77
01/77 ~ 05/77
01/77 - 05/77
05/77 - 09/77
05/77 - 09/77



The ACJIC Legal, Privacy and Security Section will be responsible
for insuring all State and Federal privacy and security requirements
are adhered to by the Center as well as all system users. Legal,
Privacy and Sgcurity staff will work with CCH/OBTS system designers o
to insure thaé sufficient audit trails are incorporated in the system
design to allow the tracing of specific.datﬁ elements from the automated
system to the source documegp. The requireﬁent for systematic audits
is discussed further in Chapter 4, Audit and Quality Control.

The ACJIC, through its Legal, Privacy and Security‘and Technical
Assistance staffs, has notified all agencies subject to the regulations
of the requirement that criminal histories available for dissemination
must contain, to the maximum extent feasible, current disposition infor-
mation. It is extremely difficult for law enforcement agencies in most
jurisdictions in Alabama to obtain complete disposition reporting at
this time. ' Local criminal justice agencies are not designed or intended
to maintain complete criminal history records. For them to do so hould
be ;n unnecessary and costly duplication of effort not in line with
their primary functions. The maintenance of complete criminal histories
will be a function of the ACJIC. Complete dispositions on criminal
histories will be available to State and local agencies on or before
the required implementation date of this portion of the Regulations, Ny
December 31, 1977. When ACJIC CCH/OBTS is operational, it should not
be necessary for local agencies to disseminate partial criminal histories
maintained in theilr manual systems. Agencies subject to the Regulations o
will be advised that reasonable efforts must be made to insure tpe com~-

pleteness of records disseminated from local systems.

L s D :
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Both the ACJIC Act and the Federal Regulations require that indi-
viduals and agencies who have received criminal history information bé
notified when deletions, modifications or other corrections are made
to such information. Neither Alabama law nor the Federal Regulations
specify time limits for maintaining dissemination logs nor for advising -
of corrections to previously disseminated information, although LEAA's

Privacy and Security Planning Instructions suggest dissemination logs

be maintained for one year.

ACJIC will maintain criminal history dissemination logs for omne
yvear; however, agencies will be advised of corrections in a criminal
record for only up to ninety days after dissemination. When the ACJIC
CCH/OBTS system becomes operational, CCH summaries will be available
on-line and complete rap sheets will be mailed to authorized agencies
upon request. Both will contain a ninety day disclaimer stating, '"This
record is invalid 90 days after date of dissemination and should no
longer be stored by the recipient.”

Considering the advantage of an on-line CCH system and the require-
ment for an agency to query the central State repository prior to further
dissemination of a criminal record, the ninety-day correction period is

adequate and reasonable in complying with the intent of the Federal Regu-

lations.
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CHAPTER 3

LIMITATIONS ON DISSEMINATION
OF

CRIMINAL HISTORY RECORD INFORMATION

The Alabama Criminal Justice Information Center Commission is
charged, by Section 5 of the ACJIC Act, with insuring that "adequate
safeguards are incorporated so that data available through this system

is (sic) used only by properly authorized persons and agencies."

Section 31 of the Act further requires the protection of criminal history

record information that has been collected, stored, processed or dissemi-

nated by the ACJIC:

"Nothing in this Act shall be construed to give authority to
any person, agency or corporation or other legal entity to
invade the privacy of any citizen as defined by the Consti-
tusion, the Legislature or the courts other than to the extent
provided in this Act.

Disclosure of criminal histories or other information
that may directly or otherwise lead to the identification
of the individual to whom such information pertains, may not
be made to any person, agency, corporation or other legal
entity that has neither the 'need to know' nor the 'right to
know' as determined by the commission pursuant to Section 5

of this Act."

3-1
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Section 5 of the ACJIC Act also empowers the ACJIC Commission to
establish regulations to effectuate the responsibilities charged to it
by the Act. The requirements of Sections 20.21 (b), (c), and (d) of the
amended regulations will be incorporated into Commission policies con-
cerning the dissemination of criminal history record information.
Commission policies, promulgated through ACJIC Privacy and Securit§
Regulations (Appendix C), will be formulated by the Privacy and Security
Committee and recommended to the full Commission for adoption. Privacy
and security regulations, including dissemination restrictions, issued
by the ACJIC Commission pursuant to Section 5 of the Act apply only to
criminal justice information collected, stored, processed, or disseminated
by the ACJIC.

Other Alabama statutes relating to the collection, storage, or
dissemination of criminal history record information that would apply
to data maintained by the ACJIC, and that conflict with the provisions
of the ACJIC Act, are superseded by Sections 38 and 41 of the ACJIC
Act. Consequently, agencies, that have been receiving criminal record
information that will be obtainable through the ACJIC, will be allowed
access to that . data only if they qualify under the dissemination
restrictions adopted by the Commission.

The commentary accompanying the regulations states that, if so
construed by the State, public record laws could be sufficient statutory
authority to permit the dissemination of criminal history record informa-
tion under Section 20.21 (b). Alabama has a broad public record law which
entitles each citizen to "inspect and take a copy of any public writing

of this state, except as otherwise expressly prohibited by statute."
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(Alabama Code, Title 41, Section 145.) However, the Alabama At;orney
General has ruled in an opinion dated January 14, 1976, that records
maintained by t@e ACJIC are not public records subject to public dis-
closure. Sectioms 5, 31, 35, and 36 of the ACJIC Act limit the persons
who may have access to ACJIC recordsi including criminal history records,
and prescribe criminal penalties for improper disclosure of those
records.

Although the Federal regulations impose dissemination limitations
on nonconviction information only, ACJIC dissemination policies apply
to criminal history record information as defined in the draft ACJIC
Privacy and Security Regulation No. 002. Criminal history record infor-
mation is defined as:

" . . . information ccmpiled by criminal justice agencies on

individuals consisting of identifiable descriptions and nota-

tions of arrests, detentions, indictments, informations, or

other formal criminal charges and any disposition arising

tiierefrom, sentencing, correctional supervision and release."

The following are proposed criminal history record information
dissemination policies to be implemented in conjunction with the ACJIC's
computerized criminal history/offender based transaction statistics system:

(1) Criminal Justice Agencies: Direct terminal access to the

ACJIC CCH/OBTS system may be granted to criminal justice
agencies for the following purposes: (a) functions
related to the administration of criminal justice, as
defined 1in ACJIC Privacy & Security Regulation No. 002;

and, (b) criminal justice agency pre-employment screening.



(2)

Criminal history record information may be
disseminated directly to Federal agencies or agencies
of other states only if they are criminal: justice
agenciés as defined by ACJIC Privacy & Security
Regulations. (Note: '"Criminal justice agencies" are
public agencies, at all levels of government, which
perform as their principal function, activities (1)
relating to the detection, apprehension, detention,
pretrial release, posttrial release, prosecution,
adjudication, correctional supervision, or rehabilita-
tion of criminal offenders; or, (2) relating to the
collection, storage, or dissemination of criminal
history record information.)

Noncriminal Justice Agencies: Certain noncriminal

justice agencies, public or private, may be granted

indirect access to criminal history record information

collected, stored, processed, or disseminated by the

ACJIC upon approval by the appropriate authority and

completion of a privacy and security agreement:

A. Agencies authorized by Alabama statute, Federal
statute, executive order, local ordinance, or

court order to have access to criminal history

record information shall be granted indirect access

to such information. Application for access under
this paragraph shall be addressed to the Director,

ACJIC.

3-4

‘)



Agencies or individuals providing services necessary

for the administration of criminal justice, pursuant‘
to a specific agreement with a criminal justice agency,
shall be allowed indirect access to criminal history
information in accordance with that agreement.

Agencies or individuals may be allowgd access to criminal
history information for the express purpose of research,
evaluative, or statistical activities pursuant to a
specific agreement with the ACJIC and with the approval
of the Privacy and Security Committee. Persons seeking
access under this paragraph shall submit to the ACJIC a
completed research design that assures the security and
confidentiality of the data.

Records of adjudicatioﬁ of guilt may be available to

private persons and businesses for the purposes}of pre-

employment screening and job assignment decisioﬂs wﬁen

the duties of the employee or prospective employee involve

or may involve:

1. Working in or near private dwellings without immediate
supervision;

2. Custody or control over access to cash-or valuable
items;

3. Knowledge of or access to secret processes; trade
secrets, or other confideﬁtial business information; .

4, Insuring the security or safety of other employees,

customers, or property of the employer.

S
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Information disseminated pursuant to this Section
must be based upon positive identification by fingerprint
comparison. Such information shall be available only to
persons involved in the hiring or job assignment of the
person whose record is disseminated and the use of the "
information shall be limited to the purposes for which
it was given.

The ACJIC shall charge fees for disseminating records
pursuant to this Section which will razise an amount of
revenue which approximates, as nearly as practicable,
the direct and indirect costs to the State of providing
such information.

E.  Noncriminal justice agencies or individuals not otherwise
authorized access to criminal history record information
may be allowed indirect access upon a demonstrated ''need
to know" and "right to know'". Application for access
under this provision must be in writing to the chairman
of the ACJIC Commission's Privacy and Security Committee,
Upon request of the applicant or the ACJIC Director, the
Privacy and Security Committee will conduct public hearings
concerning the application for access to criminal history
record information.

(3) Privacy and Security Agreements: Each agency or individual

authorized access to criminal history record information, -
whether directly c¢r through any intermediary, must execute

a privacy and security agreement with the ACJIC.
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Criminal justice agencies shall agree to the following:
1. To receive, store, use, and disseminate criminal
history record information in strict cémpliance
with State and Federal statutes and regulations S

governing such information.

2. To keep such records as the ACJIC may require for
the purpose of determining compliance with statutes
and regulations governing criminal history information.

3. To make those records available to the ACJIC for the
purpose of conducting periodic audits to determine
compliance with appropriate statutes and regulations.

Noncriminal justice agencies shall agree to the following:

lf To receive, store, use, and disseminate criminal‘
history record information in strict compliance with
State and Federal statutes and regulations governing
such information.

2. To restrict the use of criminal history record infor-

mation to the purposes for which it was provided

o

and disseminate it no further.

3. To keep such records as the ACJIC may require and
to make those records available for audit to deter- RS
mine compliance with appropriate statutes and regu-
lations.

4. To familiarize personnel working with or having access

to criminal his;ory feéord information with the appro-

priate statutes and regulations governing such'infor— ;

mation.
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(4)

Juvenile Records: The ACJIC CCH/OBTS system will not

contain records on individual juvenile offenders. Section
39 of the ACJIC Act emphasizes the importance of the pro-
tection of records of juvenile offenders; it states:

"The provisions of this Act shall not alter, amend, or
supersede the statutes and rules of law governing the collection,
storage, dissemination or usage of records concerning indi-
vidual juvenile offenders in which they are individually
identified by name or other means until such time as the
Alabama Legislature provides legislation permitting the
collection, storage, dissemination, or usage of records con-~
cerning individual juvenile offenders.?

Juvenile offender information stored by the ACJIC for the
Alabama Department of Youth Services will be maintained and
disseminated in strict compliance with Alabama law (See

Appendix E).
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CHAPTER 4

AUDIT AND QUALITY CONTROL

The Federal Regulations (Sections 20.21(a) and (e)) require two
kinds of audits: a systematic internal audit performed regularly by the
central State repository intended primarily to maximize accuracy and B
completeness of criminal records and an annual audit of State and local
criminal justice users to test compliance with all regulatory requife—
ments. This Chapter deals with the systematic audits of the central
State repository (the ACJIC) and the procedures to be developed to check
compliance with existing statutes and regulations by all system users.

The ACJIC Legal, Privacy and Security staff in cooperation with the
CCH/OBTS system analyst will be responsible for insuring the necessary
audit trails and procedures are included in the CCH/OBTS system to
facilitate a systematic audit process. The annual audit of ACJIC system
users will be the responsibility of the ACJIC Legal, Privacy and Secu-
rity staff. Procedures for auditing the compliance of users within the
Judicial branch of government will be developed in cooperation with the
Alabama Départment of Court Management and the Administrative Director‘
of Courts., The annual audit of the central StéteTrepository will ﬁe

conducted by a division of the Executive branch. Discussions will be held

with the Governor's office to assign definite repdnsibility'for this

function.



The ACJIC will audit other criminal history repositories, subject
to the Federal Regulations, which continue to disseminate criminal
history record information subsequent to the implementation of the ACJIC

CCH/ OBTS system or after December 31, 1977.

Systematic Audit

A continuous systematic audit will be designed by the ACJIC staff
to edit and monitor the CCH/OBTS system. While currently in the design

stage, procedures will be developed to:

check incoming data for completeness;
~ ~ locate delinquent dispositions;
- = check all designated, required information for entry;
~ - monitor appropriateness of terminal requests;
- - notify management of inappropriate request activity;
- = prevent noncriminal justice dissemination where appropriate;
and
- '~ provide an audit trail which will permit tracking of
individual data elements back to source documents.
The procedures for the systematic audit function will be designed and
implémented in consonance with the design of the ACJIC CCH/OBTS system.
The ACJIC Technical Assistance staff, stationed throughout the
Staté, will be in a position to assist in both the systematic and

annual audit functions.

. Dissemination Logs

Section 20.21(e) of the Regulations requires that records be

kept on the dissemination of criminal histories to facilitate audits.



Section 17 of the ACJIC Act has a similar requirement:

"A log shall be maintained of all disseminations made of

each criminal history including the date of information

request and the recipient of said information."
Neither the Regulations nor State law specify time limitations for
maintaining dissemination logs nor for advising recipients of criminal
histories of corrections to previously disseminated information. LEAA's

Privacy and Security Planning InstructionsAsuggest dissemination logs

be maintained one year.

ACJIC intends to maintain criminal history dissemination logs for
one year; however, we will advise criminal justice agencies of corrections
or modifications of a criminal record for only up to ninety days as
specified in Chapter 2 of this Plan.

Annual Audit

ACJIC user agencies at both the State and 1ocal level will bé
subject to annual audits., Additionally, any agencies within the State
subject to the Regulations but not a part of the Alabama Criminal
Justice Information System will have the annual audit requirement ful-
filled by the ACJIC.

All ACJIC_usefs will agree by signing a Privacy and Security Agree- -
ment to hold themselves open to such audits and to maintain records that
may be prescribed by the ACJIC to facilitate adequate auditing. At a
ﬁinimum‘all user agencieé.ﬁﬁich contribute data to ACJIC hust'maintain _
séufce docﬁménts from whick such contrib#tions were deri?ed plﬁs fuli‘q

_and COMplete'disseminétion logs. ' T " B




As indicated earlier in this Chapter, audit procedures for
users in the Judicial segment will be jointly developed between ACJIC
and the Department of Court Management.

Annual audit procedures will cover the following:

- — completeness of records and disposition reporting

procedures;

— — accuracy of records;

- ~ dissemination practices;

~ - security;

- - individual rights of inspection;

- — dinternal policies to comply with State and Federal

regulations;

- ~ review of logging procedures

- - interview of personnel to determine knowledge of appro-

priate regulations.

Each local/regional automated criminal justice information system
interfaced with ACJIC will be audited annually. A representative sample
of ACJIC terminal agencies will be audited annually. Procedures will be
developed in conjunction with the ACJIC Technical Assistance (TA) staff
to spot-check compliance with privacy and security regulations on

routine TAvisits,



CHAPTER 5

SECURITY

The Director of the Alabama Criminal Justice Information Center
is charged by Section 10 (9) of the ACJIC Act with implementing the
necessary measures in the design and operation of the State's criminal
justice information system to ensure the security of the system. Pro-
posed system regulations (Appendix C) incorporaté the requirements
of Section 20.21 (f), 28CFR20, and assign responsibilities in the areas
of technical security, physical security, personnel security, and
employee security training.

Chapter One of the initial Alabama Privacy and Security Plan (March
16, 1976) explains the relationship between the ACJIC and the Data Systems
Management Division. The privacy and security agreement that has been
executed between the two agencies assures the ACJIC Director has sufficient
authority to develop and implement procedures addressing all requirements

of Section 20.21 (f) of the Federal regulations.

System Hardware/Software

The main processing unit to be utilized for the ACJIC CCH/OBTS sYstemv ’
is a Univac 90/60V system with 512K core storage, a 1,000 cards-per-minute -

reader, 250 cards-per-minute punch, an 800 lines—pgr-miﬁgfe printer, 1,300

mega bytes of disk storage, and both 800 and 1,600 byteSeper#iﬁchiﬁépe'

drives.




The communications processing capability is provided by a dual
front end system using Digital PDP 11/45 mini-computers. These systems
provide the capability for both a foregound, real-time message switch
with 96K words of memory and a background batch processor with 96K
words of memory. Each system has its own disk drive to support an inde-
pendent operating system. Additionally, a printer, card reader, communi-
cations interfaces, and tape drives allow switching from one processor
to the other providing complete backup for the active communications
processor.

All communications processing system components and peripherals
connect to, and communicate with, each other in a single high speed bus
known as the UNIBUS. With bi-directional and asynchronous communica-
tions on the UNIBUS, devices can send, receive, and exchange data inde-
pendently without processor intervention. The active front end processor,
connected to the UNIBUS as a subsystem, controls the allocation of the
UNIBUS for peripherals and performs arithmetic and logical operations
and instruction decoding.

Data communications services are provided through ten DQll and two
DJ11 communications line adaptors. The DQll is a high speed, double-
buffered, non-processor request communications device designed to inter-
face the PDP-11 processor to a serial, synchronous communications channel.
The DJ1l is a multiplexed interface between 16 asynchronous, serial data
communications channels and the UNIBUS.

The ACJIC communications processor is to serve as a store and forward
communications system for the data base processor, NLETS, and NCIC message
traffic. In addition, it serviceés ten communications lines with eighty-five
TC-531 (hard copy) terminals and two synchronous interfaces with local

criminal justice information systems.
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The ACJIC will employ a data base management system (DMS/90)
which has three principal functions and two data base language con-
cepts. The three principal functions are: (1) the User -- at the pro~
grammer level; (2) the Data Base Administrator —- an individual respon-
sible for the organization and utilization of the data base; and, (3)
the Data Base Manager -- a combination of hardware and software facilities.
The two data base languages are: (1) a data description language —-
used to define the data in a precise and formal manner; and, (2) the
data manipulation language -— used to access the data base and its
descriptors.

The User communicates with the Data Base Administrator to establish
4 means of accessing data in the data base. Effectively, the Data Base
Administrator maintains control over the accessing of data on a system-—
wide basis. The Data Base Administrator communicates with the Data Base
Manager to establish the manner in which data is stored and accessed, aﬁd
to delineate the data that can be accessed by a specific user. The User
communicates with the Data Base Manager using the data manipulation
language to access data that has been authorized by the Data Base Admini-
strator.

Data security is established through rules supplied by the Data Base
Administrator that specify how the Data Base Manager should enforce the
security needs of the user (at the programmer levgl) and the require-

ments of the data base system. These rules constitute a security system

that recognizes two dimensions of the security problem: the right-to-know

and the need-to-know. The security system operates through the use of

sécurity profiles constructed from the rules specified by the Data Basé

Administrator.
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Three basic criteria will be utilized to protect the system and
data base from unauthorized access:

1. Terminal Validation. All ACJIC terminals will be accessed

by the coﬁmunications processor in a polled environment.
This means no terminal can send data to, or receive data
from the central repository until it has been polled.

The mechanism for polling individual terminals is a
list of terminals (by line) which is maintained as a part
of the computer operating system. These terminal addresses
cannot be changed dynamically; if a terminal is added or
deletéd from the system, the tables must be completely
regenerated. The significance of polling in the computer
security system is that only terminals which are generated
in the poll train can access the ACJIC.

2. Agency Code Validation. An agency code will be assigned

to each agency authorized to access the system. The agency
code will be unique and must be appended to each ACJIC
transaction. Validation of the agency code will be by line
number. The security monitor will maintain a list of all
agency codes and their address (the hardware address of the
terminal in the poll train). When a message is received

the security monitor will extract the agency code from the
message and get the terminal address from the communications
management system. Using these two identifiers, the security
monitor will check its internal tables to insure that it

matches the terminal address assigned to that agency code.




As previously indicated, only authorized criminal justice agencies will
have direct terminal access to criminal history record information collected,_
stored, and disseminated by the ACJIC. Only specific data entry points Willvt  o
have the ability to modify and/or destroy certain data eiements within the
ACJIC CCH/OBTS system, e.g., the agency entering the arrest segmgn;‘will‘Bé /  -
the only agency with the ability and authorization to modify thekarréét,pgriiop{;;

of a criminal record.

If a match exists, the next validation step is executed; if
there is no match, the transaction is terminated and the
attempt logged.

Message Key Validation. At this point it has been determined

that the terminal agency is entitled to access the system --

an authorized agency at the appropriate location. The remaining
validation step involves determining if the terminal agency is
authorized to execute the programs associated with the message
key it entered.

Message key validation is by table. The structure of the
message key validation table will be one of two alternatives:
(1) ordered by message key with authorized users for each
message key; or, (2) ordered by user with message keys avail-
able to each user. The final structure of this table will be
determined after all system user functions have been defined.

The message key validation table will be entered (by either
agency code or message key) and checked against the appropriate
portion of the input message. If the message key is valid for the
agency code, the indicated transaction processor will be scheduled.
If the message key is not valid, the transaction will be terminated

and logged.
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Personnel Security

The ACJIC Director has full management control over all personnel
employed at the central State repository who will have access to criminal
history record information or access to areas where such information is
stored. Although many technical and programming services will be pro-
vided by the Data Systems Management Division (DSMD), the ACJIC Director,
through a formal agreement with DSMD has the authority to:

(1) Select and/or approve all DSMD employees whose duties will

involve direct access to criminal history record information;

(2) 'Require compliance by such DSMD employees to all personnel
and physical security procedures established by the ACJIC;

(3) Initiate or cause to be initiated administrative action against
such personnel for the vioclation of properly established
security regulations.

Other agencies providing contractual services to the ACJIC, and
whose employees will require access to criminal history record information
or to areas where such information is stored, will be required to enter
into a privacy and security agreement with the ACJIC. The agreement will
contain provisions similar to those in the agreement executed with DSMD.

The ACJIC Director will be required by ACJIC Privacy and Security
Regulations to develop and implement an employee screening ﬁrogram for
all persons whose duties require access to criminal history record infor-
mation. This will include ACJIC employees, employees of other government
agencies providing services to the ACJIC, employees of agencies providing
contractual services to the ACJIC, employees of local/regional criminal
justice information systems interfaced with the ACJIC, and remote terminal

operators,
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Employees shall be expected to consent to an investigation of their
character, previous emplOyment, and other matters necessary to establish
their suitability to work with sensitive information. Giving false infor-
mation will disqualify an applicant for employment and subject a present
employee to dismissal. The investigation will be designed to develop
sufficient information to enable ACJIC officials to determine employability
and fitness of persons entering sensitive positions. In the case of
remote terminal operators and employees of local/regional CJIS interfacing
with the ACJIC, the responsibility for personnel screening rests with the
appropriate criminal justice agency. Compliance with this requirement
will be monitored by the ACJIC.

All employees working with or having access to criminal histofyk
record information will be made aware of all statutes and reguiations
pertaining to the privacy and security of such information.  The ACJIC
Director will be required by system regulation‘to determine’thé method  _

and frequency of such training.

Physical Security

The ACJIC Director will be delegated the authority and responsibility o
to insure the physical security of the ACJIC and to insure that all units

of government participating in the Alabama Criminal Justice Information

System comply with the security standards adopted by the ACJIC CommisSion,uf_ L

Procedures will be developed and implemented tdireasonably protect»v
the ACJIC (the central State repository) from unauthorized a¢cess,rtheft,"'
sabotage, natural or manmade disasters. These procedufes will addtess

the following areas:
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(1)

(2)

(3)
4)

(5)
(6)

Fire detection and suppression.

Access control to the ACJIC facility.

Visitor identification and control procedures.

Structural design of the ACJIC to reduce the possibility
of physical damage to the system and information.
Supporting utilities.

Document control procedures to insure the proper handling

of criminal history records.

Local/regional criminal justice information systems exchanging criminal

history record information with the ACJIC will be required to implement

similar procedures.

Agencies operating remote terminal devices having direct access to

the ACJIC CCH/OBTS system must implement physical security procedures

designed to limit access to the terminal to properly authorized personnel

and to provide proper security to criminal history records obtained

through the terminal device.
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CHAPTER 6

ACCESS, REVIEW AND CHALLENGE -

Procedures to allow an individual to review and challenge criminal
history records pertaining to himself that have been collected, stqred,
processed or disseminated by the ACJIC will be implemented‘in conjunctidn
with the implementation of the ACJIC CCH/OBTS system. Section 20.21(3)
of the Federal Regulations is consistent with Sections 33, 34 and 35 of

the ACJIC Act eicept in the area of administrative review (Section 20.21

Wy
T

(g) (3) of the Regulations). Alabama law makes‘no provision for an admini-
strative level of review if an agency fails to correct a record td‘the,
satisfaction of the individual seeking the correction. The procedure
for complying with thi; requirement is described below.

Procedures to allow the review and challenge of criminal histories

will include the following:

1. Place of Review. An individual wishing to review his

criminal history record that is maintained by the ACJIC
will be able to request a review thrbugh any ACJIC

terminal agency.

2. Verification of Identity. Identity of the individual
seeking to review his record must be satisfactorily
established through fingerprinting.

3. Manner of Review. Section 32 of the ACJIC Act permits

individual review upon written application to the
Commission. The ACJIC fingerprint card that will be

used in the CCH/OBTS system will pfovide a space fo:g;'
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requesting a records review. Upon completion of this
form at an ACJIC terminal agency, the fingerprint
card/review application form will be forwarded to the
DPS Identification Bureau to verify the identity of
the individual.

Upon ID verification, the ACJIC will forward

one copy of the individual's criminal history to the

agency where the application for review was filed.
The individual will review his record in the preseunce
of an official of the local agency and enter any
challenges he may have on standard forms to be pro-
vided by the ACJIC. He must indicate the precise
nature of the challenge and submit any documentation
he possesses that would support his challenge.

All documentation, including the record reviewed
will be returned to the ACJIC for administrative pur-
poses and forwarded to the agency originally having
custody or control of the challenged record. The
agency of record will review the challenge and initially
determine what action should be taken. If the challenge
is resolved to the individual's satisfaction, appro-
priate changes will be made to the original record and
the record stored by the ACJIC. Agencies having received
that record during the previous 90-day period will be

notified.
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If the record is not corrected to the individual's
satisfaction, he may appeal to the ACJIC Commission.
The Commissioﬁ will hear the appeal at its next regular
session and the appellant may present any evidence or Ca ';vf
witnesses he desires. The agency of record will be '
permitted to substantiate its decision to dismiss the
initial challenge.

If the Commission rules to correct or otherwise’
modify the record, the agency of record will be formally
notified. The record stored in the ACJIC will be
corrected or modified in accordance with the Commission's
decision and recipients of the record during the previous
90 days will be so notified.

If the individual is not satisfied with the Commissipn's R L‘{
ruling, he may appeal within 30 days to the circuit court
of the county of his residence or the circuit court in the
county where the agency of record exists (Section 33, ACJIC
Act).

Should the record in question be found to be inaccurate,
inccmplete or misleading, the court shall order it to be
appropriately purged, modifiédkor supplemented‘by an explana-
tory notatiou. The ACJIC will promptly notify prior recipients i‘w

of the record.
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Times of Inspection; Fees. Section 35 of the ACJIC Act

allows agencies at which records are sought to be inspected
to prescribe reasonable hours and places of inspection
and to impose fees (not to exceed five dollars) as are
reasonably necessary. A standard fee will be collected

and forwarded to the State General Fund for disposition.

~Instructions to Criminal Justice Repositories. Other

agencies in the Stdte subject to the Regulations which

are not a part of the Alabama Criminal Justice Information
System have been advised of the requirement to provide
individuals with the right to access and review their

records.

Public Notice. ACJIC will give public notice of the pro-

cedures for inspection and challenge of criminal records
maintained by the ACJIC by press releases to the public
news media. In addition, notices will be sent to all
criminal justice agencies participating in the system for
posting on bulletin boards. Notices will include the
time and places for review, fees, procedures for the
verification of identity, rules regarding counsel, and
thé submission of explanatory material. Public notifi-
cation will be completed prior to the implementation of

the ACJIC CCH/OBTS system.
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APPENDIX A

ALABAMA ACT NO. 872 REGULAR SESSION, 1975

(ACJIC Enabling Legislation)



Each Probate Judge, Sheriff, and the Clerk and iidgister of
the Circuit Court is required by law fo preserve this slip or
pamphlet in a book kept in his office until the Act is published
in permanent form.

ALABAMA LAW

(Regular Session, 1975)

Act No. 872 S. 711—3t. John, Foshee
AN ACT

Providing for the establishment of an Alabama Criminal Justice
Information Center Commission in ordere to establish a statewide
criminal justice information system; providing for the reporting of
arrests and the disposition of persons charged by . the state, county
and municipal criminal justice agenciss; previding for intra and inter-
state, as well as national and intermational cooperation with other
criminal justice agencies; and providing penalties for violations of pro-
visions of this Act.

Be It Enacted by the Legislature of Alabama:

Section 1. The following words, when used in this Act,
shall have the meanings ascribed to them below, unless the
context clearly indicates a different meaning:

. “Criminal justice agencies” shall be understood to include
those public agencies at all levels of government which per-
form as their principal function activities or planning for such
activities relating to the identification, apprehension, prose-
cution, adjudication, or rehabilitation of civil, traffic and crimi-
nal offenders.

“Offense” means any act which is a felony or is a misde-
meanor as described in Section 11 herein,

“Criminal Justice Information System” and “system” shall
be construed to include that portion of those public agencies,
procedures, mechanisms, media and Criminal Justice Informa-
tion Center forms as well as the information itself involved
in the origination, transmittal, storage, retrieval, analysis and
dissemination of information related to reported offenses, of-
fenders, and actions related to such events or persons, required
to be reported to, received by, as well as stored, analyzed and
disseminated by the Alabama Criminal Justice Information
Center Commission through the Center.

“Commission” means the Alabama Criminal Justice In-
formation Centerr Commission.

“ACJICC” means the Alabama Crirhina] Justice Informa-
tion Center Commission.
3
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“ACJIC’ means the Alabama Criminal Justice Informa-
tion Center.

“Center” means the Alabama Criminal Justice Information
Center. )

“Director” means Director of the Alabama Criminal Justice
Information Center.

Section 2. There is hereby created and estublished an
Alabama  Criminal Justice Information Center Commission,
hereinafter referred to as Commission, which Commission shall
establish, develop, and continue to operate a center and system
for the inter and intra state accumulation, storage, retrieval,
analysis and dissemination of vital information relating to cer-
tain crimes, criminals and criminal activity to be known as
the Alabama Criminal Justice Information Center. Central re-
sponsibility for the development, maintenance, operation and
administration of the Alabama Criminal Justice Information
Center shall be vested with the Director of the ACJIC under
the supervision of the Alabama Criminal Justice Information
Center Commission.

Seclion 3. The Alabama Criminal Justice Information
Center Commission shall be composed of two sections.. The
voting section will include: the Attorney General, the chair-
man of the Pardon and Parvole Board, the Commissioner of the
Board of Corrections, the President of the Alabama Sheriffs’
Association, the Director of the Department of Public Safety,
the President of the Alabamia Association of Chiefs of Police,
the Director of the Alabama Law Enforcement Planning Agen-
¢y, the President of the District Attorney’s Association, the

President of the Circuit Clerks’ Assnciation, the Chief Justice
of the Alabama Supreme Court, the President of the Alabama
Association of Intermediate Court Judges, the President of
the Circuit Judges’' Association, the Governor’s Coordinator of
Alabama Highway and Traffic Safety, and the Director of the
Dfa?‘ Systems Management Division of the Alabama Department
of Finance.

The advisory section will include: the Presiding Officer
of the Alabama Senate, the Speaker of the Alabama House of
Representatives, the President of the Association of County
Commissions of Alabama, the President of the Alabama League
of Municipalities, the Administrative Director of the Courts,
aénd a citizen of the State of Alabama, to be appointed by the

overnor.

The member shall have authority 10 select a designee based
upon qualifications and with a view of continuity of represen-
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tation and attendance at the Commission meetings. No per-
son or individual shall continue to serve on the Alabama
Criminal Justice Information Cenier Comm'ission when he no
longer officially represents the function or serves in the capacity
enumerated herein as a member to which he was elected or
appointed. :

Section 4, The Commission shall, upon its first meeting.
which shall be called by the Governor wnthm ninety (90) days
after this' Act becomes effective, elect from its member ship a
chairman and a vice-chairman who shall serve for a period of
one (1) year. The vice-chairman shall act in the place of the
chairman in his absence or disability. The Commission shall
meet at such times as desighated by the Commmsxon or by
the chairman at the state capital or at other places as is deemed
necessary or convenient, but the chairman of the Commission
must call a meeting fom 1) tlmes a year at the state capital
or main location of the ACJIC in the months of Januar y, April,
July and October. The chairman of the Commission may also
call a special meeting of the Commissi~n at any time he deems
it advisable or necessary. A quorum shall be a simple majority -
of the voting Commission membership or their designees and
all matters coming before the Commission shall be voted on by
the Commission. The Commission will keep or cause to be -
kept a record of all transactions discussed or voted on by the
Commission.

Members of the Commission and their designees shall serve
without compensati.: , except payment of their expenses may
be paid in accordance with the applicable state travel regula-
tions.

Section 5. The Commission shall establish its own rules
regulations and policies for the performance of the responsi-
bilities charged to it herein.

The Commission shall ensure that the information obtained
under authority of this Act shal]l be restricted to the items
germane to the implementation of this Act and shall ensure
that the Alabama Criminal Justice Information Center Com-
mission is administered so as not to-accumulate any information
or distribute any information that is not required by this Aect.

The Commission shall ensure that-adequate safegualds are
incorporated so that data available through this system is used »
only by properly authorized persons and agencies.

The Commission shall appoint a Privacy and Security
Committee from the membership of the Commission who are
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elected officials consisting of a chairman and three members
to study the privacy and security implications of criminal jus-
tice information and to formulate policy recommendations for
consideration by the Commission concerning the collection, stor-
age, dissemination or usage of criminal justice information.

The Commission may establish other policies and promul-
gate such regulations that provide for the efficient and effective
use and operation of the Alabama Criminal Justice Information
Center under the limitations impcsed by the terms of this Act.

Section 6. The Commission shall appoint a Directrr and
a Deputy Director for the Alabama Criminal Justice Informa-
tion Center who shall be responsible for (a) the development,
maintenance, and operation of the ACJIC as required by the
terms of this Act, and (b) the implementation and operation
of policies, programs, and procedures established by the Com-
mission under the limitations of this Act.

The qualifications of the Director and Deputy Director
shall be determined by the State Personnel Department. How-
ever, the ACJIC shall not disseminate any information concern-
ing any person to any criminal justice agencies outside of the
State of Alabama unless said information pertains to a convic-
tion of the person.

Section 7. The Director shall maintain the necessavv staff
along with support services necessary to enable the effective
and efficient performance of the duties and responsibilities
ascribed to the ACJTC herein under the supervision of the Com-
mission, : :

Section 8. The staff and personnel employed by the Com-
mission for the development and operation of the Center and
system shall be governed by the personnel merit system rules
and regulations of the State Personnel Department. Employees
of agencies or institutions which are transferred to the Center
or Commission under the provisions of this Act shall remain
in their respective employments, and shall be considered to
meet the requirements of the department in terms of training
and experience; but nothing herein shall be construed to pre-
vent or preclude the removal of an employee for cause in the
manner provided by law. Such employvees shall continue to

" enjoy employment conditions, including but not limited to salary

range and advancement at 2 level no less than those enjoyed

prior to transfer to the Center or Conunission. All time ac-

cumulated while engaged in such prior employment shall he

c1l'editcd toward all privileges enjoyed under state merit em-
oyment. '
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Section 9. The Alabama Criminal Justice Information
Center Commission shall provide for a uniform crime report-
ing system for the periodic collection and analysis of crimes
reported to any and all criminal justice agencies within the
state. The collection of said data and time for submission of
data will be subject to Alabama Criminal Justice Information
Center Commission regulation making authority.

Section 10. The Alabama Criminal Justice Information
Center Commission acting through the Director of the Alabana
Criminal Justice Information Center shall:

(1) Develop, operate and maintain an information sys-
tem which will support the collection, storage, retrieval, analysis
and dissemination of all crime and offender data described in
this Act consistent with those principles of scope, security and
responsiveness prescribed by this Act.

. (2) Cooperate with all eriminal justice agenecies within
the State in providing those forms, procedures, standards and
related training assistance necessary for the uniform operation
of the statewide ACJIC crime reporting and criminal justice
information system., :

(3) Offer assistance and, when practicable, instruction
to all crnpinal ju§tice agencies in establishing efficient sys-
tems for information management.

(4) Compile statisties on the nature and extent of crime
in Alabama and compile data for planning and operating crimi-
nal justice agencies, provided that such statistics do not iden-
tify persons. The Commission will make available all such
statistical information obtained, to the Governor, the Legis-
lature, the Judiciary, and any such other governmental agencies
whose primary responsibilities include the planning, develop-
.. ment, or execution of crime reduction programs. Access to
such information by such governmental agencies will be on an
individual written request basis or in accordance with the ap-
proved operational procedure wherein must be demonstrated
1) a need to know, 2) the intent of any analyses, 3) dissemi-
nation of such analyses; and will be subject to any security
provisions deemed necessary by the Commission.

(5) Periodically publish statistics, no less frequently than
annually, that do not identify persons, and report such infor-
mation to the chief execulive officers of the agencies and
branches of government concerned. Such information shall
accurately reflect the level and niture of crime in this State
and the general operation of the agencies within the criminal
justice system. :
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(6) Make available, upon request, to all eriminal justice
agencies in this State, to all federal criminal justice and crimi-
nal identification agencies and to State criminal justice and
criminal identification agencies in other states any information
in the files of the ACJIC which will aid these agencies in crime
fighting. TFor this purpose the ACJIC shall operate 24-hours
per day, 7 days per week.

(7) Cooperate with other agencies of this State, the
crime information agencies of other states, and the Uniform
Crime Reports and National Crime Information Center systems
of the Federal Bureau of Investigation cr any entity desig-
nated by federal government as the central clearing hotse for
criminal justice information systems in developing and conduct-
ing an interstate, national and international system of criminal
identification, records and statistics.

(8) Provide the administrative mechanisms and proced-
ures necessary to respond to those individuals who file requests
to view their own records as provided for elsewhere in this
Act and to cooperate in the correction of the central ACJIC
records and those of contributing agencies when their accuracy
has been successfully challenged either through the related con-
tributing agencies or by court order issued on behalf of the
individual.

(9) Institute the necessary measures in the design, im-
plementation, and continued operation of the criminal justice
information system to ensure the privacy and security of the
system. Such security measures must meet standards fo be
set by the Commission as well as those set by the nationally
operated systemyg for interstate sharing of such information.

Section 11. 'The Alabama Criminal Justice Information
Center Commission is authorized to obtain, compare, file,
analyze and disseminate, and all state, county and municipal
criminal justice agencies are required to report fingerprints,
descriptions, photographs, and any other pertinent identifying
and historical criminal data on persons who have bheen or are
hereafter arrested or convicted in this state or any state for
an offense which is a felony or an offense which is a nis-
demeanor escalating to a felony involving, but not limited to:
possession of bulglary tools or unlawful entry; engaging in
unlawful commercial gambling; dealing in gambling; dealing
in gambling devices; contributing to the delinquency of a child;
robbery, larceny or dealing in stolen property; possession of
controlled substances and illegal drugs including marijuana;
firearms; dangerous weapons; explosives; pandering; prostitu-
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tion; rape; sex offenses where minors or adults are v1ct1ms,
mlsrepresentatxon fraud; and, worthless checks. -

Section 12. Al criminal justice agencies within the State.

shall submit to the ACJIC by forwarding to the Alabama De-
partment of Public Safety fingerprints, descriptions, photo-
graphs (when specifically requested), and other identifying
data on persong who have been lawfully arrested in this .State
for all felonies and certain misdemeanors described in Section
11 herein, It shall be the duty of all chiefs of police, sheriffs,
prosecuting attorneys, parole and probation officers, wardens,
or other persons in charge of correctional or detention in-
stitutions in this State to furnish the ACJIC with any other

data deemed necessary by the Commlqsxon to carry out lts 1e-‘

sponsibilities under this Act.

Section 13. Pertinent 1dent1fy1ng data and  Thistorical
criminal information may be obtained and disseminated on any
person confined to any workhouse, jail, reformatory, prison,
penitentiary of other penal institution havmg been conv1cted
of an offense described in Section 11.

Section 14. Pertinent 1dent1fym'g data and historical
criminal information may be obtained and disseminated on any
unidentified human corpse found in this state,

Section 15. The Alabama Crimina! Justice Information
Center Commission is authorized to compare all fingerprint and
other identifying data received with information already. on
file and ascertain whether or not a criminal record is found for
that person, and at once inform the 1equest1ng agency or arrest-
ing officer of such facts. ‘

Section 16. Information in a criminal history, other than
physical and identifying data, shall be limited to those offenses
in which a conviction was obtained or to data relating to the
current cycle of criminal justice admlmstxatlon if the subject
has not yet completed that cycle.

‘Section 17. A log shall be maintained of all disseminations
made of each criminal history including the date of information
request and the recipient of said information.

Section 18. The Alabama Criminal Justice Information
Center Commission shall establish guidelines for appropriate
measures to be taken in the instance of any violation of data
reporting or dissemination, and shall initiate and pursue appro-
priate action for violations of rules, regulaticns, laws and
. constitutional -provisions pertaining thereto.
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Section 19. ~ All persons in this State in charge of law en-
forcement and correction agencies shall obtain, or cause to be
obtained the fingerprints according to the fingerprint system
of identification established by the Commission, full face and
profile photographs (if photo equipment is available), and other
identifying data, of each person arrested for an offense of
a type designated in Section 11, of all persons arrested or
taken into custody as fugitives from justice, and of all uniden-
tified human corpses in their jurisdictions; but photographs
need not be taken if it is known that photographs of the type
listed taken within the previous year, are on file. Fingerprints
and other identifying data of persons arrested for offenses
other than those desighated in this Act may be taken at the
discretion of the agency concerned. If any person arrested or
taken into custody and subsequently released without charge, or
cleared of the offense through eriminal juslice proceedings, such
disposition shall be reported by all state, county and municipal
criminal justice agencies to ACJIC within 30 days of such
actim(il, and all such information shall be eliminated and re-
moved.

Section 20. Fingerprints and other identifving data re-
quired to be taken by this Act shall be forwarded within 24
hours after taking for filing and classification, but the period
of 24 hours may be extended to cover any intervening holiday
or weekend.  Photographs taken shall be forwarded at the dis-
cretion of the agency concerned; but, if not forwarded, the
fingerprint record shall be marked “Photo availuble” and the
photographs shall be forwarded subsequently if the Commis-
sion so requests.

Section 21. All persons in this State in charge of criminal
justice agencies shall submit to the ACJIC by forwarding to
the Alabama Department of Public Safety detailed descriptions
of arrest warrar!s and related identifving data immediately
upon determinativn of the fact that the warrant cannot be
served for the reasons stated. - Tf the warrant is subsequently
served or withdrawn, the criminal juslice agency -concerned
must immediately notify the ACJIC of such service or with-
drawal. Also, the agency concerned must annually, no later
than January 81 of cach vear, and at other times if requested
by the Commission confirm to the ACJIC all arrest warrants
of this type which continue to be outstanding.

Section 22. All persons in charge of state penal and cor-
rectional institutions shall obtain fingerprints, according to the
fingerprint system of identification established by the Com-
mission, and full face and profile photographs of .all persons
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received on commitment to these institutions. The prints so
taken shall be forwarded to the ACJIC by forwarding to the
Alabama Department of Public Safety together with any other
identifying data requested, within 10 days after the arrival at
the institution of the person committed. At the time of release,
the institution will again obtain fingerprints as before and for-
ward them to ACJIC within 10 days along with any other
related information requested by the Commission. - Immedi-
ately upon release, the institution shall notify ACJIC of the
release =f such person.

Section 23. The Alabama Department of Public Safety
shall forward within a reasonable pericd, not to exceed 72 hours,
all data collected pursuant to Sections 12, 21, and 22 of this Act.

Section 24. All persons in charge of criminal just’ce
agencies in this State shall furnish the ACJIC with any other
identifying data required in accordance with guidelines estab-
lished by the ACJIC. All criminal justice agencies in this
State having criminal identification files shall cooperate in pro-
viding to ACJIC information in such files as will aid in estab-
lishing the nucleus of the State criminal identification file,

Section 25. All criminal justice agencies within the State
shall submit to the ACJIC periodically at a time and in such
a form as prescribed by the Commission information regard-
ing only the cases within its jurisdiction. Said report shall

be known as the “Alabama Uniform Crime Report” and shall ~

include crimes reported and otherwise processed during the
reporting period. Said report shall contain the number and
nature of offenses committed, the disposition of such offenses
and such other information as the Commission shall specify,
relating to the method, flequency, cause and pzeventlon of
crime.

Section 26. All eriminal justice agencies within the State
shall report to the ACJIC in a time and manner prescribed by
the Commission, all persons wanted by, and all vehicles and
property stolen from their jurisdictions. The report shall be
made as soon as is practical after the investigating department
or agency either ascertains that a vehicle or identifiable prop-
erty has been stolen or obtains a warrant for an individual’s
arrest or determines that there are reasonable glounds to be-
lieve that the individual has committed the crime. In no
event shall this time exceed 12 hours after the reporting de-

- partment or agency determines that it has grounds to believe
that a vehicle or property was stolen or that the wanted person
-should be arrested. The Commission shall have authority to in-
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stitute any and all procedures necessary to trace and complete
the investigative cycles of stolen vehicles or wanted persons.

Section 27. If it is determined by the reporting agency

‘that a person is no longer wanted due to his apprehension or

any other factor, or when a vehicle or property reported stolen

18 recovered, the determining agency shall notify immediately

the Alabama Criminal Justice Information Center. Further-
more, if the agency making such apprehension or recovery is
other than the one which made the original wanted or stolen
report, then it shall notify immediately the originating agency
of the full particulars relating to such apprehension or recovery.

Seclion 28. The Administrator of the Department of Conrt
Management or chief administrative officer of any other
entity that is charged with the compilation of information and
statistics pertaining to the dispesition of eriminal cases shall
report such disposition to the ACJIC within a reasonable time
after formal rendition of judgment as prescribed by the Com-
mission.

Section 29, All proBation and parole officers shall supply
the ACJIC with the information on delingquent parolees re-
quired by this Act in a time and manner prescribed by the Com-
mission.

Section 30. Any governmentai agency which is not in-
cluded within the description of those departments and agencies
required to submit the uniform crime report, which desires to
submit such a report, shall be furnished with the proper forms
by the ACJIC. When a report is received by ACJIC from a
governmental agency not required to make such a report, the
information contained therein shall be included within the
periodic compilation provided for in this Act.

Section 31. Nothing in this Act shall be construed to give
authority to any person, agency or corporation or other legal
entity to invade the privacy of any citizen as defined by the
Constitution, the Legislature or the courts other than to the
extent provided in this Act.

Disclosure of criminal histories or other information that
may directly or otherwise lead to the identification of the in-
dividual to whom such information pertains, may not be made
to any person, agzncy, corporation or other legal entity that
has neither the "need to know” nor the “right to know"” as
dAettermined by the commission pursuant to Section 5 of this

ct. ;

Section 32. The Center shall make a person’s criminal
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records available for inspection to him or his attorney upon
written application to the Commission., Forms, procedures,
identification and other related aspects pertinent to such access
may be prescribed by the Commission in providing access to
such records and information,

Section 33. If an individual believes such information to
be inaccurate or incomplete he may request the original agency
having custody or control of the detail records to purge, modify
or supplement them and to so notify the ACJ1C of such changes.
Should the agency decline to so act, or should the individual be-
lieve the agency’s decision to be otherwise umsatisfactory, the
individual or his attorney may within 30 days of such deeci-
sion enter an appeal to the circuit court of the county of his
residence or to the circuit court in the county where such
agency exists, with notice to the agency, pursuant to acquir-
ing an order by such court that the subject information be
expunged, modified, or supplemented by the agency of record.
The court in each such case shall conduct a de novo hearing,
and may order such relief as it finds tc be required by law.
Such appeals shall be entered in the same manner as appeals
are entered from the court of probate, except that the appel-
lant shall not be required to post bond nor pay the costs in
advance. If the aggrieved person desires, the appeal may be
heard by the judge at the first term or in chambers. A notice
aent by registered mail shall be sufficient service on the agency
of disputed record that such appeal has been entered. The
party found to be in error shall assume all costs involved.

Section 34. Should the record in question be found to be
inaccurate, incomplete, or misleading, the court shall order it
to be appropriately purged, modified or supplemented by an
explanatory notation. Each agency or individual in the State
with custody, possession or control of any such record shall
promptly cause each and every copy thereof in his custody, .
possession or control to be altered in accordance with court’s
order. Notification of each such deletion, amendment and sup-
plementary notation shall be promptly disseminated to any in-
dividuals or agencies to which the records in question have
heen communicated including the ACJIC, as well as to the
individual whose records have been ordered so altered.

Section 35. Agencies, including ACJIC, at which criminal
offender records are sought to be inspected may prescribe rea-
sonable hours and places of inspection, and may impose such
additional procedures, fees (not to exceed five dollars), or
restrictions, including fingerprinting, as are reasonably neces-
sary both to assure the records’ security, to verify the identities
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of those who seek to inspect them, and to maintain an orderly
and efficient mechanism for such accesses. All fees collected
are to be forwarded to the State General Fund for disposition.

Any person who willfully requests, obtains or seeks to ob-
tain criminal offender record information under false pretenses,
or who willfully communicates or seeks to communicate erimi-
nal offender records information to any agency or person ex-
cept in accordance with this Act, or any member, officer,
employee or agent of the ACJICC, the ACJIC, or any partici-
pating agency who willfully falsifies eriminal offender record
information, or any records relating thereto, shall for each
offense be fined not less than five thousand dollars nor more
than ten thousand dollars, or immnrisoned in the state peniten-
tiary not more than five years, ov both.

Section 36. Any person who knowingly communicates or
secks to communicate. criminal offender record information,
except in accordance with this Act, shall upon conviction be
guilly of a misdemeanor and for each such offense may be
fined not less than five hundred dollars, nor more than ten
thousand dollars, or imprisoned not less than thirty days, nor
more than one year, or both.

Section 37. Any officer or official mentioned in this Act
who neglects or refuses to make any report to do any act re-
quired in this Act, is subject to prosecution for a misdemeanor
and, if found guilty, may be fined not less than one hundred
dollars or more than ten theusand dollars and may be con-
fined in a county jail for not more than one year. He shall
also be subject to prosecution for nonfeasance and if found
guilly, be subject to removal from office therefor.

Section 38. In the event of conflict, this Act shali to the
extent of the conflict supersede all conflicting parts of existing
statutes which regulate, control or otherwise relate, directly
or by implication, 1o the collection, storage, and dissemination
or usage of fingerprint identification, offender criminal his-
tory, uniform crime reporting, and criminal justice activity
data records or any conflicting parts of existing statutes which
{ﬁ]‘ntf\ (t]lir'cctly or by implicalion, to any other provisions of

is Act.

Section 39. The provisions of this Act shall not alter,
amend, or supersede the statutes and rules of law governing
the collection, storage, dissemination or usage of records con-
cerning individual juvenile offenders in which they are in-
dividually identified by name or other means until such time
as the Alabama Legislature provides legislation permitting the
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collection, storage, dissemination or usage of records concern-
ing individual juvenile offenders.

Section 40. The provisions of this Act are severable. If
any part of the Act is declared invalid or unconstitutional, such
declaration shall not affect the part which remains.

Section 41. All laws or parts of laws which conflict with
this Act are hereby repealed. No part of this Act shall violate

provisions of Data Systems Act No. 1299, 8. 717, Regular Ses-

sion of 1973, (Acts of 1973, Page 221 1), or Judicial Article
Act No. 10.31 S.214, Regulal Session of 1973, (Acts of 1973,
Page 1676), or Youth Services Act No. 816, H.756, Regular
Session of 1973, (Acts of 1973, Page 2161). Provision of in-
formation under this Act shall be limited by all Constitutional
provisions, limitations and guarantees including but not limited
to, due process, the right of privacy and the tripartite form of
Alabama’s State government,

Scction 42, The process for appeals by an individnal or
governmental body of any rules and regulations promulgated
by the Commission shall first be to the Commission proper.
The appellant may present his argument at a repular meeting
of the Commission requesting the alteration or suggesting the
non-applicability of a particular rule and/or regulation. If
the appellant is not satisfied by the action of the Commission,
then an appeal may he made to the Circuii Court in Montgomery
County.

Scction 43. Annually, the Commission shall present to the
Governor a request for funds based on projected needs for crimi-
nal justice information systems in the State, together with a
budget showing proposed cxpenditures; and the Governor may
include in his appropriation bill a request for funds to meet
the financial needs of the Commission.

Section 44. This Act shall become effective immediately
upon its passage and approval by the Governor, or upon its
otherwise becoming a law.

Approved October 7, 1975.

Time: 8:45 P.M. -

I hereby certify that the foregoing copy of an Act of the

Legislature of Alabama has been compared with the enrolled Act
and it is a true and correetl copy thereof.

Given under my hand this 21st day of October, 1975.

McDOWELL LEE
Secretary of Senate
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APPENDIX B

ALABAMA ACT NO. 1299, REGULAR SESSION, 1973

(DSMD Enabling Legislation)



[

Each Probate Judr'c, Sheriff, and the Clerk and Register of
the Circuit Court is required by law lo preserve thxs slip or
pamphlet in a2 book kept in his office until the Act is publisked

in permanent form. oL -
ALABAMA LAW
(Regular Session, 1573) .
Act No. 1299 . S. T17- -Pelham, Lybrand, Harris
AN ACT

To create a Data Systems Management Division within the Finance
Departmient, to provide its powers, dutics, and authority, to authorize
the employiment of a Dirvector of such (ll\laan and '\d(huoxnl employces
and to provide for their componv\tlon to create an Advisory Committee
and its composition, and to make appropriation.

Be It Enacted by the Legisluture of Alabame:

Section 1. There shall be in the Finance Department a

Division of Data Systems Management, which shall be headed
by and under the direction, supervision, and control of an oificer
who shall be desirnated as Director of such division, to be ap-
pointed by the Director of Finance with the approval of Lhe
Governor. The compensation of such officer shall be fixed at an
amount commensurate with the duties and respoasibilities of
such officer.

Section 2. The functions, powers, and duties of the Division
of Data Systems Management shall be as foilows:

‘(1) To plan, control, and coordinate State data process-
ing activities in such manner to insure the most economical use
of State resources.

(2) To develop and maintain a master plan for the State's
data processing activities,

(3) To establish and supervise the administration of such
data ])lﬂCLS\mL" centers deemed necessary to best serve the
data processing needs of all agencies.

(1) To provide for the centralization, consolidition, and
shared use of equipment and services deemed necessary to ob-
tain maximum utitization and efficiency in data processing op-
erations. .

(5) To transfer to any data processing center the data
processing activities of any agency. .

“(6) To provide systems design and programming services
to all State agencies.
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(7) To select and procure by purchase or by lease any
and all data processing systems and associated software decmed
neceasuly tn best serve the data processing needs of the Stute.

(8) To conduct data proceszine studies as deemed neces-
sary and to enter contracts with othier agencies, organizations.
corporations, or individuals to make such studies as are deened
to be neccessavy.

(9) To prepare contract specifications for e\pnpmcnt and
services,

(10) To adopt such rules and repulations deenied neces-
sary to carry out the duties and responsibilities imposed by
this Actl.

. Scction 3. The Dircetor of Finance may employ, subject to
the Stite Merit Systein Act, such adaitional cmploycm as deenal
necessary to enable the division to perform its duties und
respons.b lities sat out in this Act and thelr compensation shail
be fixed in accordance with the State Merit System pay plan.

Scclion 4. There is hereby created an Advisory (omn.muo
to meet on the call of the Director of the Data %,\‘.xums Y
agement Division and to advise him on sueh maticrs as };'u
deems necessary. ‘The Advisory Committee ghall be compesed
of the Eoad of each data processing unit in State service.

Seetion 5. There is hereby aporopriated to carry out thue
provisions of this Act the sum of $30,000 for cach of th fis--
cal years ending Sepiember 30, 1974, and September 30, 31975,
from any funds in the State Treasury net otherwise npmu-
priatod.

Section 6. The provisions of this Act are severable. If s
part of this Act is du claved invalid or unconstitutional, s such
declaration shall not affect the part which remains.

Scelinn 7. All Taws or parts of laws which comllct with
this Act are hereby repealed.

Sectivn 8. This Act shall become effective immedintely
upon its passage and approval by the Governor, or upon its
othecwise becoming l:n..

Approved Septenber 19, 1973,

Time: 2:55 DL .

I hereby certily that the foreroing copy of an Ac.. ot ‘*"‘
Legislature of .»\....)‘...... kas been compared with ihe e.no..'
Act and it is a truc and correct copy tdCxCC

Given under my hand this 24ih day of October, 1973.

McDOWELL LEE
Secretary of Scnate

.

S¥







APPENDIX C

ACJIC PRIVACY & SECURITY REGULATIONS

(Draft)



STATE OF ALABAMA

CRIMINAL JUSTICE INFORMATION CENTER

In accordance with the provisions of Alabama Act No. 872, Regular

Session 1975, Section 5, the Alabama Criminal Justice Information Center

Commission authorizes the promulgation of the following regulations to

insure the security and confidentiality of the criminal history record

information collected, stored, processed and disseminated by the Alabama

Criminal Justice Information Center (ACJIC).

Regulation No.

Numerical/Subject Index

ACJIC Privacy & Security Regulations

001

002

003

004

Title

ADMINISTRATIVE PROCEDURES

Purpose: This regulation sets forth
the requirements and procedures for
the issuance of new or revised regu-
lations.

DEFINITIONS

Purpose: This regulation defines terms
used in ACJIC Privacy & Security Regu-
lations.

CRIMINAL HISTORY DISSEMINATION LIMITATIONS
Purpose: This regulation defines the
dissemination policies for criminal records
collected, stored and disseminated by the
ACJIC.

PERSONNEL SECURITY

Purpose: This regulation describes the
procedure by which personnel security
is achieved and maintained.




Regulation No.

005

006

007

Title

PHYSICAL SECURITY

Purpose: This regulation defines physical
security in terms of protection from acci-
dental loss or intentional damage to the
system.

INDIVIDUAL ACCESS, REVIEW, AND CHALLENGE
Purpose: This regulation defines procedures
for individual access, review, and challenge
of criminal records under ACJIC control.

AUDIT AND QUALITY CONTROL

Purpose: This regulation defines audit
responsibilities, audit trails and records
required to facilitate regulation compliances
audits.



Privacy & Security Regulation ACJIC
No. 001 858 South Court Street
Page 1 of 2 Montgomery, Alabama 36130

JUN 17 1976

ADMINISTRATIVE PROCEDURES

Purpose: This regulation sets forth the procedures for issuing new or
revised privacy and security regulations and the procedure for appealing

existing regulations.

1. Authority. ACJIC privacy and security regulations are issued by
the ACJIC Commission through the authority of Section 5, Alabama Act

No. 872, Regular Session 1975.

2. Procedure for Modification of Regulations.

A, Recommended changes, additions, or deletions to ACJIC privacy
and security regulations should be directed to the Chairman,
Privacy and Security Committee, 858 South Court Street, MOng:
gomery, Alabama 36130.

B. Proposed changes, additions, or deletions will be presented
to the Privacy and Security Committee for review. Committee
recommendations will be forwarded to the ACJIC Commission for
approval/disapproval.

C. Disapproved recommendations will be returned to the origiﬁator

with appropriate comments as to the reason(s) for disapproval.

3. Appeal Procedures. The process of appeals by an individual or govern-

mental body of any rules and regulations promulgated by the Commission

shall first be to the Commission proper. The appellant may present his

NFT
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argument at a regular meeting of the Commission requesting the altera-
tion or suggesting the nonapplicability of a particular rule and/or
regulation. If the appellant is not satisfied by the action of the
Commission, then an appeal may be made to the circuit court of Mont-

gomery County.

This regulation has been reviewed and approved by the ACJIC Commission

and Privacy & Security Committee.

RAFT

R. W. Blaylock, Director
Alabama Criminal Justice Information Center



Privacy & Security Regulation ‘ ACJIC ' A
No. 002 . 858 South Court Street
Page 1 of 2 3

Montgomery, Alabama 36130

Cavatbaashiastman s n “‘““JUN 17 1976

DEFINITIONS

Purpose: This regulation defines terms used in ACJIC privacy and

security regulations.

1. The term "criminal justice agencies'" means only those public ageﬁcies,
or subﬁnits thereof at all levels of government which perform as thgir '
principal function activities (1) relating fo the detection, apprehension,
detention, pretrial release, post-trial release, prosecution, #djudication,
correctional supervision, or rehabilitation of criminal offenders;‘or 2)
relating to the collection, sforage, and dissemination of criminal history
record information.

2. The terms "criminal history record information," "criminal history

" or "eriminal histories" mean information compiled by criminal

information,
justice agencies on individuals consisting of indentifiable descriptions

and notations of arrests, detention;, indictments, informations, or other
formal criminal charges and any disposition arising theréfrom, sentencing,
correctional supervision and release. It shall be understood not to include
intelligence, analytical and investigative reports and files, nor statis-

tical records and reports in which individuals are not identified and

from which their identities are‘not ascertainable,

3. The terms "Act" or "ACJIC Act" mean Alabama Act No. 872, Regular

Session, 1975.
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4. The term "Commission' means Alabama Criminal Justice Information

Center Commission.
5. The term "ACJIC" means Alabama Criminal Justice Information Center.

6. The term "CCH/OBTS system" means computerized criminal history/
offender-based transaction statistics system. CCH records an offender's
formal contacts with each segment of the criminal justice system. OBTS
1s an identification-based statistical system which describes the aggre-
gate experiences of an offender in terms of type, relation and time-frame

of the criminal justice process.

7. The term "direct access" means access or the right to access by an
agency or individual to data maintained by the ACJIC without the intervention

of another and independent agency or individual.

8. The term "administration of criminal justice" means the performance of

any of the following activities: detection, apprehension, detention, pre-

trial release, post-trial release, prosecution, adjudication, correctional

supervision, or rehabilitation of accused persons or criminal offenders. It

also includes criminal identification activities and the collection, storage
i

and dissemination of criminal history record information.

This regulation has been reviewed and approved by the ACJIC Commission and

the Privacy & Security Committee.

“= "DRAFT

R. W. Blaylock, Director
Alabama Criminal Justice Information Center



Privacy & Security Regulation ACJIC

No. 003

858 South Court Street

Page 1 of 6 Montgomery, Alabama 36130

Purpose:

JUN 17 1976

CRIMINAL HISTORY DISSEMINATION POLICIES & PROCEDURES

This regulation defines dissemination policies and procedures

for criminal history record information collected, stored, processed, or

disseminated by the ACJIC.

1. Agencies authorized access to criminal history record information:

A.

Criminal Justice Agencies

Criminal justice agencies, upon completion of a Privacy and

Security Agreement as specified in paragraph 2 of this regu-

lation, shall be authorized direct access to criminal history

record information for the following purposes:

(1) Functions related to the administration of criminal
justice.

(2) Criminal justice agency pre-employment screening.

Applications for such access shall be addressed to the Director, ACJIC.

Criminal history record information may be disseminated directly to Federal

agencies and agencies of other states only if they are criminal justice

agencies within the meaning of these regulations.

B.

Noncriminal Justice Agencies

The following types of noncriminal justice agencies may be
authorized indirect access to criminal history record infor-
mation upon approval by the appropriate authority and com-

pletion of a Privacy and Security Agreement:

e e ap gr ey

"DRAFT




Page 2 of 6

(L

(2)

(3)

JUN 17 1976

Agencies authorized by State or Federal statute,
executive order, local ordinance, or court order to

have access to criminal history information shall

be granted indirect access to such information.
Dissemination will be through the ACJIC or designated
criminal justice agencies. Application for access to
criminal history information under this paragraph shall
be addressed to the Director, ACJIC.

Agencies or individuals providing services necessary

for the administration of criminal justice, pursuant

to a specific agreement with a criminal justice agency,
shall be authorized indirect access to criminal history
record information in accordance with that agreement.

The agreement shall specifically authorize access to
criminal history information, limit the use of informa-
tion to the purposes for which it was given, insure the
security and confidentiality of the information consistent
with these regulations, and provide sanctions for viola-
tions of these regulatiouns.

Agencies or individuals may be authorized access to
criminal history record information for the express
purpose of research, evaluative or statistical activities
pursuant to a specific agreement with the ACJIC and with
the approval of the Privacy and Security Committee.
Individuals or agencies seeking access under this paragraph

shall submit to the ACJIC a completed research design

DRAFT
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that assures the security and confidentiality of the

data. Dissemination will be through the ACJIC or

designated criminal justice agencies.
(4) Businesses or private persons may be allowed access

to records of adjudication of guilt for the purpose

of making employment and job assignment decisions

about employees or prospective employees whose duties

involve or may involve:

(a) Working in or near private dwellings without
immediate supervision;

(b) Custody or control over access to cash or valuable
items;

(c) Knowledge of or access to secret processes, trade
secrets or other confidential business information;
and,

{(d) Insuring the security or safety of other employees,

customers, or property of the employer.

Records disseminated pursuant to this paragraph will be based upon positive
identification by fingerprint comparison. Such information shall be

available only to persons involved in the hiring or job assignment of the

person whose record is made available and the use of the information shall y
be limited to the purposes for which it was given. Dissemination will be

through the ACJIC only.

Application for records under this Section shall be in writing to the
Director, ACJIC. Fees shall be charged for disseminating such records
which will raise an amount of revenue which approximates, as nearly as

practicable, the direct and indire®rceosts to the Statg of providing the

information. | D AF k 5
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(5) Agencies or individuals not otherwise authorized access
to criminal history record information collected, stored,
processed, or dissemiﬁated by the ACJIC, may be authorized
indirect access to such information upon a demonstrated
"need to know" and 'right to know". Application for
sccess under this paragraph shall be in writing to the
Chairman, Privacy and Security Committee. Upon request
by the applicant or upon the ACJIC's own motiomn, the
Privacy and Security Committee shall conduct public
hearings at which it may receive evidence and hear state-
ments concerning the application for access to criminal
history record information. Access to information under
this paragraph will be through the ACJIC or designated

criminal justice agencies.

2. Privacy and Security Agreements. Each agency or individual authorized

access to criminal history record information, whether directly or through
any intermediary, shall enter into a Privacy and Security Agreement with
the ACJIC.
A. Criminal justice agencies shall agree to the following:
(1) To receive, store, use, and disseminate criminal history
record information in strict compliance with State and
Federal statutes and regulations governing criminal
history record information.
(2) To make its records available to the ACJIC for the purpcse
of conducting periodic audits to determine compliance with
statutes and regulations governing criminal history record

information. D e .
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(3) To keep such records as the ACJIC may require to
facilitate such audits.

B. Noncriminal justice agencies shall agree to the following:

(1) To receive, store, and use criminal history record
information in strict compliance with State and Federal
statutes and regulations governing criminal history
record information.

(2) To restrict the use of criminal history record infor-
mation to the purposes for which it was provided and
disseminate 1t no further.

(3) To keep such records as the ACJIC may require and to
make those records available for audit to determine
compliance with appropriate statutes and regulatioms.

(4) To familiarize personnel working with or having acﬁess
to criminal history record information with the appro-

priate statutes and regulations governing such information.

General Policies on the Use and Dissemination of Criminal History

Record Information.

A, Criminal history record information concerning individual
juvenile offenders in which they are individually identified
by name or other means will be used and disseminated in accordancé
with Alabama statutes and rules of law concerning such information.
B. No agency or individual having access to criminal histdry record
information maintained by the ACJIC, whether directly or through
any intermediary, shall confirm the existence or nonexistence
of such information to any person or agency that would not be

eligible to receive the information itself.

s Sk
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This regulation has been reviewed and approved by the ACJIC Commission

and Privacy and Security Committee.

“DRAFT

R. W. Blaylock, Director
Alabama Criminal Justice Information Center
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PERSONNEL SECURITY

Purpose: This regulation establishes procedures by which personnel
security is achieved and maintained. The procedures include employ—
ment screening, management control, in-service training, penaities,

and system discipline.

1. Employment Screening. Applicants for employment and those”presentiy

employed by the Alabama Criminal Justice Information Center or - :
Commission whose duties require access to criminal history record

information or to areas where such information is stored, shall -

consent to an investigation of their character, previous employment,
and other matters necessary to establish their suitability to work : :;

with sensitive information. Giving false information will disqualify

an applicant from employment and subject a present employee to --

dismissal. The investigation will be designed to develop‘sufficienr-f
information to enable ACJIC officials to determine employabilityrand.@
fitness of persons enteringrsensitive positions.

. Employees of other State government departments and employees A‘;m ".ﬂf

EE et

of nongovernmental agencies providing contractual services, whose

duties require access to criminal history‘reCOrd‘informationlor»ereas
where such information is stored, shall be squect,to ore—emoloynents»
screening ‘ ”

Remote terminal operators and employees of 1oca1/regtonal criminai
justice information systems exchanging criminal history record informa—l

»

9
tion with the ACJIC are also subject to personnel security screening 3
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ACJIC personnel records, including employment suitability

investigations, are confidential and will be made available only.
tofACJIC officials who require access to such information in the

5; - o performance of their official duties.

L B 2, Management Control.

3 | A. Personnel employed by the Data Systems Management Division

f’  . (DSMD) Alabama Department of Finance, who are designated to

provide technical services to the ACJIC for the operation of

the criminal justice information system, shall be subject

to the management control of the ACJIC Director in the areas

specified in this regulation.

The ACJIC Director shall execute a privacy and security
agreement with the DSMD which shall include the following
conditions:

(1) DSMD personnel whose assigned duties involve the collectionm,
storage, processing, or dissemination of criminal history
record information shall be under the supervision of the
ACJIC Director, or his designee, while performing those
duties. The ACJIC Director shall have the authority to

. select and/or approve all DSMD empioyees so assigned.

(2) DSMD personnel whose duties require access>to criminal
history record information or to areas where such informa-
tion is stored shall be subject to all personnel and
physical securlty procedures established by the ACJIC

Director.
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" operators and system personnel of local/regional criminal justice

information systems interfaced with the ACJIC as well as ACJIC employees, '£ 2

(3) DSMD personnel working with or having accesé to crimiﬂel ~,‘ ‘ 7Qy
history record information shall be subject to 1egaL
and administrative sanctions provided for the abuse; N
unauthorized access, disclosure, or diSsemination;of
criminal history record information. |
B.  Nongovernmental agencies providing coﬁrractual services'tov
the ACJIC, and whose employees will require access to criminal
history record information or to areaS'wherersuch informatioh .
is stored, shall enter into a privacy and security agreeﬁenr
with the ACJIC. The agreement shall iﬁclude‘provisionsfsimilar~fﬁ %

to those in paragraph A (1), (2), and (3)'above.

In-Service Training. All persons working with or hariog‘access;cQ j'f’7
criﬁinal history record information collected, srored;'processed;"
or disseminated by the ACJIC shall be made aware of all statutes

and regulations‘'pertaining to the privacy and securiry of such infor-

mation. This training requirement shall apply to remote terminal

The ACJIC Director shall determine the method and frequency of -

required privacy and security training.

Penalties for Violation of System Security Standards. PérSOnS"

employed by the ACJIC or Commission or who are otherwise under the

management control of the ACJIC Director, who are found to be in,

[
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4nd regulations governing the privacy and security of criminal
history rgcord&information,‘may be subject to the following

|
administrative penalties:

A, A formal reprimand which will be made a part of the employee's

permanent personnel record.

[ 3

B.  Suspension without pay for a period not to exceed thirty
days. .
C. Termination of employment.
ALl administrative penalties enumerated herein shall be admini-
stered in strict compliance with the provisions of the Alabama Code,

Title 55, Chapter 9, Personnel Department and Merit System.

System Discipline. Persons functioning as operators of remote

terminals and the personnei\qf local or regional criminal justice
information systems that are interfaced with the statewide criminal

justice information system are subject to the system security

standards established by the ACJIC Commission and promulgated through

ACJIC privacy and security regulations.

Any violation of the provisions of'thesevregulations by any -
employee or officer of any publié agency, in addition to any appli-
cable_c;imina1 or civil penalties, shouldvbe:punished‘By suspenéion,»
discharge, re@uction in grade, or any other ;dministraﬁive penalties*
as are deemed’appropriate‘by the agency;,broviﬁed, howevér, that such
penalties shéll be imposed only if they are permissible under'anyu 
applicable statutes’gOVerning thé eméloyment of the iﬁdividual in

QUestion.




Page 5 of 5

This regulation has been reviewed and approved by the ACJIC Commission

and Privacy and Security Committee.

ahbtast: .. .-

DRAFT..

Alabama Criminal Justice Information Center

JUN 17 1976

W
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PHYSICAL SECURITY

‘Purpose: This regulation defines phy81ca1 security standards for the
I A
Alabama Criminal Justice InformationQCenter and assigns responsibilitdies

for monitoring system security.

1. Responsibility for System Security. The Director of tﬁe AlabemeJ
Criminal Justice Information Center shall insore that all personseidénd fd“"V
units of government participating in the Aiabaﬁs‘Criminal Justicevidfore‘.}
mation System comply with the security Standards edopted bydthe ACJiC;

Commission.

2. Physical Security Standards.

A. The Alabama Criminal Justice Information Center.
The ACJIC Director shall develop and enforce procedures t;v‘
Vreasonably prdtect the ACJIC from unauthorized access;jtheft;
’sabotage, natural or manmade disaster. Such.orocedure845halli':'

‘address the following areas:

)

~

(1) . Fire detection and suppressioh systems. |
(2) A‘cess control to the ACJIC facility, pertlcular attention
must be given to areas where criminal history record infor—
mation is processed and stored.;‘V:ddb

(&) ’hisitor identification and control procedures.

(4) Structural design of the ACJIC facility to reduce the
| POSSibllity of thSiQal_damage to the system and informa-‘v'7”

- tion.

Argee *
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(5) Supporting utilities.
(6) Document control procedures to insure the proper
handling of criminal history records.

Local/Regional Criminal Justice Information Systems.

Agencies operating criminal justice information systems >
which interface with the ACJIC shall develop and implement
security procedures in the following areas: |

(1) Computer centers should be protected from unauthorized
access, theft, sabotage, fire, flood, wind, or other
natural or manmade disasters.

(2) System personnel who have direct access to ACJIC criminal
history record information must be screened in accordance
with the requirements established in ACJIC Privacy &
Security Regulation No. 004, Personnel Security.

(3) Visitors to computer centers having direct access to ACJIC
criminal history record information must be accompanied
by staff personnel at all times.

ACJIC Remote Terminal Devices.

Agencies having direct terminal access to the ACJIC shall

institute procedures to reasonabiy protect the terminal

device and any criminal history record information obtained

through the terminal. Such procedures must include the following

minimum measures:

(1) Terminal devices must be placed in physically secure locations
within the sz thorized agency. To be secure, the agency
operating the terminal must be able to control physical
access to the device on a twenty-four hour per day, seven

day per week basis.
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(2) Remote terminal operators must be screened in accordance
with the requirements established by’ACJIC Privacy &
Security Regulation No. 004.

(3) ‘Printed copies of criminal history record information
obtained through ACJIC remote terminals must be afforded
security, to prevent unauthorized access to or use of

that information.

This regulation has been reviewed and approved by the ACJIC Commission

and Privacy and Security Committee.

Attestmse -

DRAFT

R. W. Blaylock, Director
Alabama Criminal Justice Information Center

A ]
oY
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INDIVIDUAL ACCESS, REVIEW, AND CEALLENGE

Purpose: This regulation defines procedures for individual access,

review, and challenge of criminal history record information under the

control of the ACJIC.-
Each individual shall have the right to review criminal history
record information relating to himself that has been collected, stored,  *'f;g

and disseminated by the ACJIC. Each criminal justice agency having direct

terminal acccess to the ACJIC shall make available the facilities and
personnel necessary to permit such reviews. Reviews shall be conducted

in accordance with the following procedures:

1. Information Subject to Review. The individual's right to review

and challenge information extends only to criminal history record infor-
mation as defined by these Regulations. It does not include 1ntelligenc;

or investigative information or other related files.

2. Grounds for Challenge. Criminal history record information may be

challenged when the individual to whom it relates believes it is inaccurate,

incomplete, or misleading.

3. Application for Review. An individuél wishing tb review his criminal

history record that is maintained by the ACJIC may apply through anv

criminal justice agency having direct access to ACJIC Written application

DRAFT
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shall consist of fhe,completion of the Access and Review po;tion of

an ACJIC fingerprint card and the required fingerprinting to verify the
identity of the individual seeking review. The fingergrint card/review
application form shall be forwarded to the Department of Public Safety

Identification Bureau to verify the identity of the individual.

4. Manmer of Review. Upon ID verification, the ACJIC will forward one

-~

- copy ofafﬁé,individual's criminal record to the agency where the application

for review was filed. Upon presentation of a sworn authorization from
the individual involved, together with proof of identity, an individual's

attorney may be permitted to examine the individual's criminal record.

£

" The individual shall review his record in the presence of an official
of the local criminal justice agency and enter any challenges he may
have on standard forms to be provided by the ACJIC. He should indicate
tke precise nature of the challenge and submit any documentation he
posseéses to support the challenge.
All documentation, including the criminal record reviewed, shall
be returned to the ACJiC for processing. If a challenge to a portion of

the criminal record is lodged, the challenged record will be forwarded by

the ACJIC to the agency originally having custody or control of the challenged

record.

The agency of record shall review the challenged record and return

kit'with the agency's response to the ACJIC. If the challenge is resolved

to the individual's satisfaction, appropriate changes will be made in the

ACJIC record and disseminated to agencies having received that record in

the previous 90-day period.

‘DRAI
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If the record is not corrected or modified to the indiQidual's !
satisfaction, he may appeal to the ACJIC Commission. The abpeal will be
heard at the Cémmission's next regular session., The apbellant may be
represented by an attorney and present any witnesses or evidence he. .
desires., The agency of record shall be permitted to SuBstantiate:its
decision to dismiss the imitial chalienge. . |
If the Commission rules to correct or otherwise modify‘the recofd;
the agency of record will be formélly notified and the record stoféd by'~ i '
the ACJIC shall be appropriately changed. Recipients of the recordlddriﬁg“lii

the previous 90 days shall be notified by the ACJIC.

5. Judicial Review. Should the individual be dissatisfied with.the:; ”
Commission's ruling, he may appeal within 30 days to the circuit Couﬁtv
of the county of his residence or the circuit court in the'county of the »fl,ﬂ

agency of record.

6. Copy of Criminal Record. The reviewing individual may makg a written.

summary or notes in his ownvhandwfiting of that portion of the criminal-

record he challenges.v Criminal justice,agencies are not required to

provide equipment for copying.

_
A

7. TFees. A fee of five dollars shall be charged to an individual,séeking S

review of his criminal record to defray administrative costs and shail hei' f:ﬁ .

collected at the time of application to review. Fees so collectédishhll_gjlff 3

Ve

be forwarded to the ACJIC for distribution to the State General,Fuhd;,;g""y, QH

P—
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This regulation has been reviewed and approved by the ACJIC Comnmission

and the Privacy & Security Committee.

i v Attest:

R. W. Blaylock, Director
Alabama Criminal Justice Information Center

Tremer eyt
Dy
{
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Privacy & Security Regulation
No. 007
Page 1 of 1

3

AUDIT AND QUALITY CONTROL PROCEDURES

Purpose: This regulation defines audit responsibilities, audit trails, R

and records required to facilitate Regulation compliance audits.

NOTE: This regulation will be developed in conjunction with ‘the ACJIC
CCH/OBTS system to include all audit trails and procedures included e
in the system design., ACJIC and the Department of»Cpurt Managemen;&v{

. will jointly develop audit procedures forjageneies inkthe Judieiéiffl”

segment.
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ACJIC PRIVACY & SECURITY AGREEMENTS




**Agreements for;ACJIC“Tooal terminallagencies.‘

PRIVACY AND SECURITY AGREEMENT
between
The Alabama Criminal Justice Information Center

and

v Pursuant to Act No. 872 Alabama Legislature Regular_Session,
1975 the Alabama Crim1na1 Justice Information Center (hereinaf‘er f;(_ra,,
'ACJIC) and SO “(hereinafter the - -
"User Agency') hereby agree to exchang ‘data pertaining ‘to the admini— .
stration of criminal justice, includingrsuch ‘criminal’ hiStory record . .
information as may be contained in the files of ‘the User" Agency, ACJIC
or the National Crime Information Center (hereinafter NCIC), on t
follow1ng terms and conditions ‘ K v W

1. Duties of ACJIC

Upon receipt of inquiries from the User Agency for. criminal
justice information, including criminal history record information, ‘
ACJIC will search its ‘files and return, in"as expeditious manneras & -
possible consistent with delivery systems available to - it, such criminal*
justice information as may be- contained in its files. ' . v .

2. Duties of the User Agquy- G

The User Agency agrees to collect receive, store; use and
disseminate all information covered by the terms of this’ agreement in
strict compliance with State and Federal laws -and regulations and NCIC
regulations governing such collection, storage, use or dissemination.
The User Agency will familiarize. its personnel with and: fully adhére to
Alabama Act 872, Regular Session 1975, and regulations Assued pursuant
thereto. Regulations referred to above are attached hereto and- incor- -
porated herein by reference. Co : : -

3. Audits:

The User Agency hereby agrees to,make’its records available -
to ACJIC for the purpose of conducting periodic audits of the “Aer |- .
compliance with all laws and regulations’ regarding the collection,uf"”] g
storage, use or dissemination of information. furnished to the User- Agency"gfvj_P
under the terms of this agreement. The User. Agency agrees to keep sugh™ = .
records as ACJIC may from time to time direct to facilitate such: audit§.5r;;ﬁft




4. Executo Clduse:

It is understood by and between the parties hereto that ACJIC

'iiiis obligated to provide the services described in paragraph 1 above to

- the User Agency only to the extent that public funds are made available
“to ACJIC,for that purpose. ACJIC shall incur no liability on account
of the undertakings described in paragraph 1 above beyond the money

:"t<ma&e available té it for such purposes.

5. Suspeosion of SerVice, Sanctions, Cancellation:

S

ACJIC may- immediately suspend furnishing all or part of the
' information covered by the terms of this agreement to the User Agency

"ffor violation of any Federal law or. regulation or any Alabama State law

. or administrative regulations. governing the collection, storage, pro-

‘:cessing or dissemination of criminal justice information. The User

_hereby agrees that knowing violations of Alabama Act No. 872, Regular
~ Session 1975, and regulations issued pursuant thereto by the User or

Ats: employees 'will subject the User or employee to the penalties pro-

vided in Sections 35, 36, and 37 of that Act. ACJIC shall resume fur-

P nishing any 1nformation authorized hereunder when it is satisfied that

‘all violations have been eliminated. Either ACJIC or the User Agency
may, on 30 days written notice, terminate this agreement for any reason.

6; : Indemnifieation,of ACJIC:

The User Agency agrees to indemnify and save harmless ACJIC,
its officers and employees, from and against any and all claims, demands,
.-actions, suits and proceedings brought by others arising out of the
terms of this agreement or founded upon the negligence or other wrongful
conduct of the User Agency including but not limited to, any liability
for loss or damages by reason of any claim of false imprisonment or
false arrest.

7. Effective Date:

. This agreement shall become effective when signed by the
Director of ACJIC or his designee and the official having legal authority
. to bind the User Agency,

Alabama Criminal Justice Information Center

by:

date:

Usef:Ageney

byﬁ

date:




**Agreement for State- 1eve1 agencies for wh1cn ACJIC prov1des management 1nfo mat1on
system (MIS) serv1ces :

PRIVACY & SE‘CURITY AGREEMENT e };
v,between.
the Alabama Criminal Justice Information Center A

. and

Pursuant to Act No. 872, Alabama Legislature Regular Session 'dfjv
1975, the Alabama Criminal Justice Information Center (hereinafter v;ﬁifff
ACJIC) and - s (hereinafter User -
Agency). hereby agree to exchange data pertaining to the administration
of criminal justice, including criminal history record information, {W”
contained in the files of the User Agency, ACJIC, or ‘the National Crime
Information Center on .the following terms: and condition «

l. ’ Responsibilit ies of User Agen;y‘

The User Agency agrees to receive store, use and exchange S
criminal history record information, or other criminal justice infor-ikffjfpf o
mation identifiable to private individual, in strict compliance with alljeVV'F"“'u
present and future Federal and State laws and regulations governing the d
collection, storage, processing or ‘dissemination of: criminal justice
information. - In particular the User Agency will’ familiarize its: fﬁ
personnel with and fully adhere to all rules and regulations issued RN
pursuant to Alabama Act No. 872, Regular Session 1975. TFederal: andr';vj."”;‘
ACJIC regulations referred to above are attached hereto ‘and incorporated
herein by reference. : :

2. Research and Statisticalistudies. S

Research and/or statistical studies utilizing information
subject to this agreement which are performed for. the.User Agency by -
persons who are not regular employees of the User: Agency, must receive
prior approval of the ACJIC Director or his. designee. ‘Persons employed
by the User Agency to conduct research or statistical studies utilizing
information subject to this agreement must execute-a written agreement
with ACJIC acknowledging responsibility in complying with all applicable
statutes and regulations concerning the privacy and security of criminal
justice information. . _ S R

A
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3. '”Audits;

‘ The User Agency hereby agrees to make its records available

to ACJIC for the purpose of conducting periodic audits of the User's
compliance with all laws and regulations applicable to the information
furnished to the User Agency subject to this agreement. The User Agency
agrees to keep such records as ACJIC may from time to time direct to .
 facilitate such audits.

4, Suspension of Service, Sanctions:

ACJIC may immediately suspend furnishing all or part of the
information subject to this agreement to the User Agency for violation.
" of any Federal law or regulation or any Alabama State law or admini-
strative regulations governing the collection, storage, processing or
dissemination of criminal justice information. The User hereby agrees
that knowing violations of Alabama Act No. 872, Regular Session 1975,
and regulations issued pursuant thereto, by the User or its employees

o will subject the User or employee to the penalties provided in Sections

35, 36, and 37 of that Act. ACJIC shall resume furnishing any infor-
‘ mation authorized hereunder when it is satisfied that all violations
have been eliminated.

5. Indemnification of ACJIC:

The User Agency agrees to indemnify and save harmless ACJIC,
.Aits officers and employees, from and against any and all claims, demands,
-actions, suits and proceedings brought by others arising out of the
terms of this agreement or founded upon the megligence or other wrongful
conduct of the User Agency including but not limited to, any liability
for loss or damages by reason of any claim of misuse of criminal justice
information.

6. Effective Date:

This adagreement shall become effective when signed by the
Director of ACJIC or his designee and the official having legal authority
to bind the User Agency,

Alabama Criminal Justice Information Center

by:

date:

User Agency

by:

date:




PRIVACY AND SECURITY AGREEMENT
between

the Alabama Criminal Justice Information Center

and

the Data Systems Management Division

The Alabama Criminal Justice Information Center (hereinafter ACJIé)
and the Data Systems Managem~nut Division, Department of Finance (here-
inafter DSMD) agree to the following terms and conditions in order to
insure compliance with State and Federal statutes and regulations and
National Crime Information Center regulations governing the collection, :,'?
storage, processing and dissemination of criminmal history record infor-
mation: . 4 i

1. The ACJIC Director shall have the authority to set and enforce v" fkf
policies concerning the coumputer operations involved in the collection,
-storage, processing or dissemination of criminal history record infor- i

mation.

wta

2, DSMD personnel assigned duties involving the collection,
storage, processing or dissemination of criminal history record infoi-
mation shall Be under the supervision of the ACJIC Director or his
designee while performing those duties. The ACJIC Director shall have
the authority to select and/or approve all DSMD employees so‘assigned.

3. DSMD employees whose duties require they have access to
criminal history record infd mation or to areas where such»information
is stored will be subject to all'personnel and physical security pro-

o , - o

cedures the ACJIC Director may cstablish,

G
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4, The ACJIC Director shall develop and enforce procedures to
reasonably protect any repository of criminal history information from
unauthorized access, theft, sabotage, natural or manmade disasters.

5. Employee education concerning the substance and intent of
statutes and regulations governing the security and confidentiality of
criminal history record information shall be the responsibility of the
ACJIC Director.

6. DSMD employees subject to the provisions of this agreement
shall be subject to the legal and administrative sanctions prescribed
for the abuse, unauthorized access, disclosure or dissemination of

criminal history record information.

Alabama Criminal Justice Information Center:

Director

Date

Data Systems Management Division:

Director

Date

Jre

s
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ALABAMA LAW GOVERNING JUVENILE OFFENDER RECORDS
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ALABAMA LAY GOVERNING JUVLHILE OFFERDER RECORDS ‘
!
Judicial Article Implementailion Act, Act iio. 1205, Regular Session, 1975 I

7

o 4
T

§!

2

Article 5. JUVENLLE PROCEEDINGS . i
$-101. Definitions. - As uscd in this article: .
(a) "adult" mcans an individval 19 years of age or .
oldex; P

(b) "aftcrcare" means such conditions and supexvision

as the court oxders after release of legal custody;

(c) "child".-prior to Januery 1, 1978, means an: :

individual undes the age off 17; ox under 19 ycars of 1

age who committed the act of delinguency with which

he is charged before reaching the age of 17 ycars. o

Aftexr Decewber 31, 1977, "child" means an individual

under the age ol 18; or under 18 years of age and who

committed the act of delinguency with which he is
chargced bafore reaching the age of 18 years;

(d) "child in nced of supervision" means a child who:
(1) Dbeing subject to compulsory school attendance,
is habitually truant from school; ox
(2) disobeys the reasonable and lawful demands
of his parents, guardian or othexr custodian and is
beyond their control; or
(3) has committed an oifense’established by law
but not classified as criminal or onc applicablc
only to children; and :

(4) in any of the foregoing is in neced of carce
. or xchabilitation;

(c) ‘“commil" means to transfer legal and physical

custody; '
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S-L42. socral and legal records; inspoection. -
(a) Sccial, medical and psychiatric or psychological
records, including reporis of preliminary inquiries,
predisposition studics, of delinguent, in nced of "o
sup2rvasion and depondeat childroen, including
supervision records of such chilidren, shall be filed
separalte from other f£iles and recoxds of the courlt |
and shall be open {o inspection only by the Following®.,
(1)  the judge and probation officers and
professional stafi assignoed Lo seryve the &ouri:
(2) represeatatives of 2 public or private agency,
or deparlueont providing supervisioe or Ifaving
lagal cusiody of 1he child; ) el N\
(3) any other person ox agoncy by Frave ol | the
count, having a legiltismate interest in the case .
or in the work ofF the couri; . “ -
(4) the probation and olher proiossional staff | RS
assigned Lo scvive a crininal court, including . . R
the proscouter and the ottorney for the deleandant™
for use in considering the sentence to o, janosod N
upon a convicted percson, who, prios thercto, N
had been a pavihy to tho proaceadings in couwrly; and ’
(5) the child's parent (ercept vheroe pawxental
rights have bh2on toernminated) or guaerdian and the <7
child's counsel and the child's guardi.-n ad litem. -
(bY All or any part off tho records cnumerxaited in .
suLscelion (a), or informalion sccured from sych record:s, v
“

-~

-



when presented to and uswud by the judge in court or
otherwise in a proceceding under this article, shall also
be made available to the partics to the procecdings and
their counsel and represcentatives.

(c) ALl other court records, including docket, petitions,
motions and othoer papers filed wilh a casc, transcripls
of testimony, f{indings, verdicts, oxders and decrees,
shall be open to inspeclion only by those persons and
agencioes designated in subsections (a) and (b)) of

this secction.

(d) Whoever, excoept for the purposes permiltted and in
the manner provided by this section, discloses or makes
use of oxr knowingly poermits the use of information
concerning a child beforxe the court dircctly or
igdirectly derived from the records of the courtk oxr
acquired in the coursce of official duties, upon
conviction thereof shall be guilty of a misdemcanor.

A
B

5-143. Law eniorcement records. -

(a) The court shall, by rule, require all law-
enforcement agencics to take special piecantions to
insure that law enforcement records and files
concerning a child will be maintailned in such manner
and under such safeguards as will protect against
disclosurce to any unauwthorized person. Unless a charge
of delinguency is transferred for criminal pr osecution
under section 5-129, or {the court otherwise oxdexrs
in the interest of the child or of nctional seccurity,
such records and files with respect to such child
shall not be open to public inspection nor their
contents disclosed to the pvblic.
(h) 1nspection of such rcecords aad files shall bhe
poermitted only to the following:
(1) a juvenile court having the child currently
before it in any procecding;
. (2) the officers of the department of pensions
and sccurity, the department of youth sexrvices,
ublic and nongovernmental institutions or agencices
to which the child is currently committed, and
those vesponsible for his supexvision after
reloase;
(3) any other parson, agoncy, or instiltulion,
by oxrdcr of the courl, having a legitimate intoeroest
in Lhe case or in the vork of the law enforcorent
agency;
(4) law enforcoment officers ol other jurisdicilons
when necensory for 1he discharge of their current
of licial dutiocs; .
(%) - Lhe probalion and other profesaional stafs
. of a courl in which the child is subsequently
« convicted of a crximinal offense for the purposo
of a presentence report or other dispositional
proccaedings, ox by offlicials of penal dnstitutions
and other penal facilities to which he is committed,
or by a parole board in considering his parole
or discharge or in exercising supervision over
him; and
x
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(6) the parent, guardian or other custodian and
counscl for the child.
(c) Whoover, except as provided in subsections (a)
and (b) above, directly or indircctly discloses or
makes use of or knowingly permits the use of information
concerning a child described in said subscctions,

upon conviclion thercof shall bo guilty of a misdemcanor«.

4. Children's fingerprints; photographs. -

(a) Pingerprints of a child 14 or more years of age:
who is referred to court for an alleged delinguent
act may be taken and filed by law cnforcement
officers investigating the commission of a felony.

If the court does not find that the child committed
the alleged felony, the fingerprint card and all
copies of the fingexprints shall be destroyed.

{(b) If latent fingerprints arc found during the
investigation of an offense and a law cnforcemeut
officer has recason to believe that they are those of
the child in custody, he may fingerprint the child
regardless of age or offense for purpose of immediale
comparison with the latent fingerprints. If the
comparison is negative, the fingerprint card and othci
copies of the fingerprints taken shall be immediately
destroyed. If the comparison is positive and the child
is undexr 14 years of age and referred to courtit, the
fingerprint card and other copies of the fingexrprints
shall be delivered to the court for disposition. If
the child is not referred to court, the print shall
b2 immediately destroyed.

(c) If the court finds that a child 14 or more years
of agce has committed a felonv, the prints may be
retained in a local file and copies sent to a cortral
state depousitory; provided, that the court shall, by
rule, require special precautions to be taken to
insure that such fingerprints will be maintained in
such manner and undex such safeguards as to limit
their use to inspection for comparison purposes

by law enforcement officers oxr by staff of the
depository only in the investigation of a crime.

(1) A child in custody shall not be photographed

for criminal identification purposes without the
conscnt of the court unless the case is transferred
for criminal prosecution.

{(¢) »Any person vho willfully violates provisions

of this section shall, upon conviction thereof, be
guilty of a misdemcanor.
5. Sealing and destruction of records. -

(a) On motion of the part of a person who has been
Lhe subject of a dcelinquency petition oxr on the court's
own moltion, the court shall vacate its order and
findings and ordcer the scaling of the legal and social
files and rcecords of the courxt, probation scrvices,
and of any other agency in the case if it finds that:

O]
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(1) 2 years have claszo? since the final
dischargoe of Lthe persen Zxom legal custody orx
- 4.

Lhe entry of any

supervision, or 2 years a'i 2T
volving custody or

othor cuh-l order not Lnvo
upcrku.on, and
(2} he has not baon corvicied of a Felony or
misdencanor involving wor el Lurpitude, or
adjudicated delinguent prior to the f£iling of
the molio:n, and no pruﬂu-u;nq is pending scoking
such conviction or adjuvdicaltion. The molion and
the order may include v Ziles and recoxds
spreifiecd in seclion b-liz.
(b)Y  Reasonable noctice of the motion shall be given
to:

(1) the prosccuior;
(2) the authorlity granting the dischaxrgoe if
the final discharge wasn from an institution,
pavole or vrobalion; an:
(3}  the 147 OHJOYCCﬁ“nT oZfjicers, deparinent
and conlial deposilory having CL“tOdy of LhL
files and rxocoxds specifiod in section 5-142
and includod in the motion. - -
(¢)  Upon thoe entry of the orxdzr, the proceedings
in the casce shall be treated @z if Lhey never occurxred,
and all index refevences shall pe deleted and the
court and law enforcement ofificocrs and department
shall reply and the person wmay zonly to any anu1ry
thalt no record exiusts with respect to such person.
Inspcection of the files and rocords included in

\

1
~
i)

{he order nmay lLhercafler bo pornitited by the court
only upon notvion by the person who is Lhe subject

of such yecord:, &nd only teo Lhosa peroons namad in
the ol on; providoed, hu:uva tho cou o in itls
i

disccotion nay by special oxder in an individual case

poermit inspection by or releas:: information in the

records to any clinic, hospital or agency which has

Lhe porson undoer carce.

(a) Any adjudication of é'llnvr«*ﬂy or conviction

of a felony or a crine dinvolwirg moral tuipitude

subscguent to sealing shall have the cffect of

nullifying the sealing ordoesr.

(¢) A person wiio has been ths subject of a delinguoency

prtition and has moet the cond jz‘c;s stipulated in
veurs afler reaching the

»
<
=4

;-.

asubsection (a) (2), may, Live b
age of majority, file a nolicon reguesting the
destruclion of all rceeords pex‘ai ring to his casco.

TF the conrt grapts the moticrn, zopies of the order
shall be sent to all oflices or c.(_’,(lnc.lC:S‘. that are
yopositories of such vecords znd all suc’ oflices

and agencics shall comply with tho order.

(¥) Upon the entyy UI a sealing OLL'G.““‘ or a doestruction
oxrder, all reTeronco nn arxest, complaint.,
velforrals, poin*»onn, lupO'\F ai:d ordcrsq shall be
removed From all agency, ofifficial and institutional

o

files and soaled or destroyved @ aforesoid and a

5 . e j,
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finding of delinquency shall b deemed never to have
occurraed. llo child who has been the subjcct of such
a sealing or destruction oxder shall be deemed to
have been arrested ab initio within the meaning of
the general statuies, with respeclbt to procecedings so
scaled or destroyed, and in responsce L0 any inquirxy
ox on any applicudtion oxr in any procecding the person
may slate that he has ncever besen arvested, taken into
custody, comnitted, or adjudicated a delinquent with
regaxrd to the proceedings so sealed or destroyed.

(g) A person who has been the subjeclt of a delinguency
petition shall be notified of his rights undex
subecltions (a) and (¢) at the time of his final
discharge.
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Y623, bDulics of probation officers; recoxds. —-

L 30~

A probation oificer shall investigate all cases roferroed Lo

him fox investigation by any court or by the boarvd and shall

roeport in wriling thereon. Mo shall furnish to each po-aon
released on probalion under his supuivision a writton
stutearnt of the conditions of prohacion and shall instruct
hiw regarding the sang.  Such officer shall keep iniorm:d
cor. rning the conduct and condition of cach person on
probation undexr liis supervision by visiting, reguiring
reports and in oLats ways and shall yreporbt thercon in
writiag as often as the court or the bhoard mway regquire.
Suech ofLficer shall use all practicable and suitable mathods,
not inconsistent with the provisions imposed by the court,
to aid and oncourage persons on probation and to being
aboutb dmprover-nts in their conduct and condition. Such
officer shall keep detailed records of his wvork and shall
make such reports in writing to the court and the boavd

as they may reguire. A probation officer shall have,

in the execution cf his duties, thr powers of arrcst and
the same xichl Lo execute procens as is now given, ox may
hercafter be given by law, to the sheriffs of this stat..
Provided furtlicxr, that all xreporits, records and data
assenbled by any probation officer and reterred to the
court shall b privileged and shall rot be available

for public ingpection except upon corder of th.. couxt to
which the sams was roferied.  ad provided; howavece, that
in no case shall the right {to inopcect saild report be denioed
the defendant oxr his counscel aiter soild repourt has boon
complaeired ox filed."
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APPENDIX F

CERTIFICATION



CERTIFICATION

The ACJIC was created by the Alabama Legislature to develop and
implement a statewide criminal justice information system and to be the
central repository for criminal justice information. (See Appendix A
for enabling legislation.) The Alabama Department of Public Safety (DPS)
was designated by an Act of the Legislature in 1943 as the central
assemblying agency for arrest fingerprint cards for the State and performs
the identification function for State and local criminal justice agencies.
Upon implementation of the ACJIC CCH/OBTS system, the DPS will no longer
disseminate 'rap" sheets but shall continue to perform the identification
function and maintain arrest fingerprint source documents. Because of
the level of development of the ACJIC CCH/OBTS system and the current
responsibilities of the DPS Identification Bureau, a LEAA Form 6600/9,
Certification for a Central State Repository, is submitted for both the

ACJIC and the DPS.

o
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Authbfizing Legislation

- The Alabama law to be utilized to implemenf the requirements of
28CFR20 is Act No. 872 of the 1975 Regular Session, Alabama Legislature
(Appendix A). This Act, as explained in the Plah, establishes a central
State repbsitory, mandates the reporting of érrests and dispositions,
and authotizes the promulgation of rules and regulations‘tb insﬁre the
iéecurity an& confidentiality of criminal justice information collected,

stored, or disseminated by the ACJIC.

.?rog;ess Towards Problem‘Resolution

- As specified throughout the Plan, the ACJIC CCH/OBTS system is in
the developmentgi stage. A development/implementation timetable is
pfésented on page seven.

The authority to require complete disposition reporting is dis-
cussed in Chapter Two of the Plan. Exact reporting procedures, forms,
déta‘ent:y_points, etc., have not been fiﬁally determinaed. ACJIC systems
analystsiare currently working with the Alabama criminal justice community
to design management information systems for the various components of
' the criminal justice system from which the CCH/OBTS data élements will
bé drawﬁ. Complete disposition information will not be available on a
§tatewidé basis until the ACJIC CCH/OBTS program is implemented, which will
be prior‘to‘the fequired implementation date of the completeness and
accuracy provision.

'Financiﬁl assistancé for the development of the ACJIC CCH/OBTS system

is being provided by LEAA‘through Comprehensive Data Systems (CDS) program.




A

=

Statutory Authority for Noncriminal Justice Uses ’j
Public record laws in Alabama are broadly written and allow private , -
citizens to inspect and copy wide categories of public documents. The 'fl?

following excerpts from the Alabama Code defines the State's public record

doctrine:

Title 55, Section 289(6) -

Public records defined. -~ Public records comprise all

P W

written, typed, or printed books, papers, letters, documents

LS N

and maps made or received in pursuance of law by the public
officers of the state, counties, municipalities, and other *

subdivisions of government in the transactions of public

D Tla el T

business, and include also any record, authorized to be made
by any law of this state, belonging or pertaining to any
court of record, justice of the peace, or any other public
record authorized by law, or any paper, pleading, exhibit, or
other writing, filed with, in or by any such court, office or iz

officer. (1945, p. 486, § 1, appvd. July 7, 1945.)

Title 41, Section 144 - ‘ o b

Public officer or servant defined. - A public officer or
servant, as used in this article, is intended to and shall
include, in addition to the ordinary public offices, depart-
ments, commissions, bureaus and boards of the state, and the
public officers and servants of coﬁnties, gities and towms,
all persons whatsoever occupying positions in state institu-

tions. (1915, p. 287.)




A Title 41, Section 145. -
Every citizen entitled to inspect and copy public
records. - Every citizen has a right to inspect and take
a copy of any public Qriting of this state, except as

otherwise expressly provided by statute. 3

Title 41, Section 146 -

Refusal of public officer to permit examination of
records. -~ Any public officer, having charge of any book
or record, who shall refuse to allow any person to examine
such record free of charge, must, on conviction, be fined

not less than fifty dollars.

Title 41, Section 147 -
Public officers bound to give copies. - Every public

officer having the custody of a public writing, which a

citizen has a right to inspect, is bound to give him, on

demand, a certified copy of it, on payment of the legal

fees therefor, and such copy is admissible as evidence in

like cases and with like effect as the original writing.

The ACJIC Act (Appendix A) has exempted the criminal history record
information collected, stored, or disseminated by the ACJIC from Alabama's
public record laws. In an opinion dated January 14, 1976, the Attorney "
General of Alabama stated,

"Sections 5, 31, 35, and 36 of Act No. 872 make it clear that >

the Criminal Justice Information System records are not ‘'public

,‘,"A .
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records' subject to public disclosure. These sections
limit the persons who may have access to these records

and prescribe criminal penalties for improper disclosure

8
|
;"h

i

of these records.”
As discussed in Chapter 3, the ACJIC Commission will ultimately
determine the qualifications for access to criminal history records

collected, stored, or disseminated by the ACJIC. The requirements of

wa wewm Wit

Section 20.21(b), (c), and (d) of the Regulations, when finalized, will

be considered in determining authorization for access.

Q'l
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THE CODE OF FEDERAL REGULATIONS
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Title 28—Judicial Administration”
CHAPTER |—DEPARTMENT OF JUSTICE

PART 20-—CRIMINAL JUSTICE
INFORMATION S/STEMS® :

"On Mgy 20, 1975, regulations were pub-

lished in the FroraaL Rrcistzr. (40 FR.

22114) relating to the collection, storage;
and dissemination of criminal histery
record information. Amendments. to
tbese regulations were proposed Oeto-
ber 24, 1975 (40 FR 49789) based upon
& re-evaluation of the dedication re-
quirement contained in § 20.21(f). Hear-
ings on the proposed changes were held
November 17, 18, 21 and December 4,
1975. In addition, hearings were held to
consider changes to the dissemination
provisions of the regulations (40 FR
52846). These hearings were held De-
cember 11, 12 and 15, 1975, to consider
comments from interested parties on the
limitations placed on dissemination of
criminal history record information to

non-criminal justice agencles. The pur-
pose of the hesrings was to determine
whether the regulations, as they were
drafted, appropriately made the balance
between the public's right to know such
information with the individual's right
of privacy.

As s Pesult of these headnnnodﬂc--
tions to the regulations have now hemn
msade to better draw this balance. The
regulations are based upon section 524
(b) of the Crime Control Act of 1873
which provides in relevant part:

“All criminal history information collected,
stored or disseminated through support
under thic title shall contain, to the maxi-

mum extent fessible, disposition as well as
arreat data where arrest data is included
therei.. The colloction, storage, and dissem~
ination of such information shall take place
under provedr ~r *~-ronably designed to in-
sure that all . -~ 'ﬁformtlonhkqeur-
rent therein; the Admmistration shall sssrre
that the lec\mty and privacy of all informa-
tion Is adequately provided for and that in-
formation shall only be used for law en-
forcement and criminal justice and other
lawful purposes. In addition, an individual
who believes that criminal informa-
tion concerning him contained in an suto-
mated system is inaccurate, incomplete, or
maintained u, violation of this title, shall,
upon satisfaciory verification of his iden-
tity, be entitled to review such informastion
and to obtain s copy of it for the purpose of
challenge or eorsection.”

'The regulations, as now amended, pro-
vide: that conviction data may be dis-
seminated without limitation; that cxime~
inal history rccord mformlt!on relating
to the offense for which an individual la
currently within the eriminal justice sys-
tem may be disseminated without imita-
tions, Insofar as nonconvlct.lon record in-
formation is concerned (noncomvietion
data is defined in § 20.20(k) ), the regula-
tions require that after Dacembet 31,
1977, most non-criminal jastics aecess
would require authorization pursuant to
a statute, ordinance, executive order or
court rule, decision or order. The regula-
tions no longer require express authority,
that 18 specific language in the author-

"tsing statute or order requiring access to

RULES AND REGULATIONS
) .
saply , but only that such dis-

purmut to and can e
construed from the general requirenionf
in the statute or order. Buch statutes -
clude Btate public record laws which
have been interpreted by a Stats to re-

quire that criminal history record infor
mation, including nonconviction infor-

. mation, be made available to the public,

Determinations as to the purposes for
which dissemination of criminal history
record information is authorized by State
law, executive order, local ordinance,
court rule, decision or order will be made
by the appropriate State or local officialas.
The deadline of December 31, 1977, will
permit Btates to obtain the authority, as
they believe necessary, to disseminate
nonconviction data.

The regulations, as now amended, re-
move the prohibition that criminal
history record information in court ree=
ords of public judicial proceedings ean
only be accessed on a chronological basie.
§ 20.20¢h) (3) deletes the words “com-
piled chronclogically”. Therefore, coury
records of public judicial mednar
whether accessed on a chronological
basis or on an alphabetical basis are not
covered by the regulations.

In addition, the regulations would not
prohindt the disemination of criminal
history record information for purposes
of International travel (issuance of visas
and granting of citizenship). The com-
mentary on sclected portions of the reg-
ulations have been amended to conform
to the changes. R

Pursuant to the authority vested in the
Law Enforcement Assistance Adminis-
tration by sections 501 and 524 of the
Ommnihus Crime Control and Safe Streets
Ast of 1868, s amended by the Crime
Control Act of 1973, Pub. L. 93-83, &F
Btas. 197 (42 US.C. 3701 et seq.) (Aug. @
1878}, these amendments to Chaptex X
of Tltle 28 of the Code of Federal Regu-
lations are hereby adopted to become
final on April 19, 1976. These amead~
ments only amend subparts A and B.
Subpart C remsains the zame.

Subpart A—General Provisions

Sec.

20,1 Purpoee.

202 Authority.

20.83 Definitions. .

l.hporl B-=Blate and Loca) Criminal History
Runerd Information Systems

2020  Applicadility.

2021 Preparation and submiesion of &
COriminal History Record Informe~
tion Plan.

2022 Certification of Compliance.

2033 Documentation: Approval by LEAA.

20.24 State laws on privacy and security.

40325 Penalties.

1t C~—Fedural System snd Interstate

-ﬁlm of Citeninnd Hinbory Rocovd’!“nformulm

20.30 Applicability.

20.31 Reeponsibilities.

3.32 Includable offenses.

2033 Dissemination of criminal history
record information.

2034 Individual’s right to access criminal
history record information.

20.35 National Crime Information Centes
Advisory Policy Board.

2038 Participation in the Computerized
Oriminal History Program.

Sec.

2047 Responsibility for accuracy, com-
pleteness, currency. .

2038 Sanction for noncomplinnce.

- AorEonrry: Pub. L, 03-83, 87 Stat. 197 (42
UBC M0, et scq. 28 USC 534), Pub. L. 92-544,
06 Btat, 1115,

Sabpart A—General Provisions
§20.1 Purposc.

It is the purpose of these regulations
to assure that criminal history record in-
formation wherever it appears is col-
lectod, stored, and disseminated in a
manner to insure the compieteness, in-
tegrity, accuracy and security of such
information and- to protect individual
privacy.

§ 20.2 Authority.

These regulations are issued pursuant
to. sections 501 and 524(b) of the Omni-
bus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Con-
trol Act of 1973, Pub. L. 93-83, 87 Stat.
197, 43 USC 3701, et seq. (Act), 28 USC
534, and Pub. L. 92-544, 86 Stat, 1115,

§ 20.8 Definitions.

As used in these regulations:

(&) “‘Criminai history record informa-
tion system” means a system including
the equipment, facilities, procedures,
agreements, and organizations thereof,
for the collection, processing, preserva-
tion or dissemination of criminal history
record information.

(b} “Criminal history record informa-
tlon” means information collected by
eriminal justice agencies on individusals
consisting of identifiable descriptions and
notations of arresta, detentfons, indict-
ments, informations, or other formal
criminal charges, and any disposition
arising therefrom, sentencing, correc-
tional supervision, and release. The term
does not include identification informa-
tion such as fingerprint records to the
extent fhat such information does not
indicae involvement of the individual in
the eriminal justice system, :

¢} "Criminal justice agency” means:
€1) courts; (2) a government agency or
any subunit thereof which performs the
sdministration of criminal justice pur-
smant to a statute or executive order, and
whish allocetes a substantial part of its
anual budget to the administration of
crininal justice.

(d) The “administration of criminal
Justice” means performance of any of
the following activities: detection, ap-
peshension, detention, pretrial release,
post-trial relemse, prosecution, adjudica-

supervision, or rehabili-
tation of accused persons or criminal of-
fenders. The administration of criminal
Justioe shall include criminal identifica-
tion activities and the collection, storage,
and dissemination of criminal history
record information.

(e) “Disposition” means information
disclosing that criminal proceedings have
besss comclkied, including information
Qisclosing that the police have elected
nob t» refer a matter to a prosecutor or
that a prosecutor has elected not to com-
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mence criminal proceedings and also dis-
closing the nature of the termination in
the proceedings; or information disclos-
ing that proceedings have been indefl-
nitely postponed and also disclosing the
reason for such poatponement. Disposi-
tions shall include, but not be limited to,
acquittal, acquittal by reason of insan-
ity, acquittal by reason of mental in-
competence, case continued without
finding, charge dismissed, charge dis-
missed due to insanity, charge dismissed
due to mental incompetency, chiarge still
pending due to instanity, charge still
pending due to mental incompetence,
guilty plea, nolle prosequi, no paper, nolo
contendere plea, convicted, youthful of-
fender determination, deceased, deferred
disposition, dismisszd—clvil zction,
found insane, found mentally incom-
petent, pardoned, probation before con-
viction, sentence commuted, adjudica-
tion withheld, mistrial—defendant dis-
charged, executive clemency, placed on
probation, paroled, or released from cor-
rectional supervision.

(f) “Statute” means an Act of Con-
gress. or State legislature of a provision
of the Constitution of the United States
or of a State.

(g) “State” means any State of the
United States, the District of Columbia,
the Commonwezalth of Puerto Rico, and
any territory or possession of the United
States.

(h) An “executive order” means an
order of the President of the United
States or the Chief Executive of a State
whichk has the force of law and which is
published in a manner permliiting regu-
lar public access thereto.

(v “Act” means the Omnibus Crime
Control end Safe Streets Act, 42 USC
3701, el seq . as emended.

(]) "Del.rurent of Justice criminal
history record information system”
means the Identification Division and
the Computerized Criminal History File
systems operated by the Federal Bu-
reau of Investigation.

(k) “Nonconviction data™ means ar-

rest information without disposition if

an interval of one year has elapsed from
the date of arrest and no active prosecu-
tion of the charge is pending: or infor-
mation disclosing that the police have
elected not to refer a matter to a proae-
ciitor, or that a prosecutor has elected
not to. commence criminal proceedings,
or that proceedings have been indefinitely
poatponed, as well as all acquittals and
all dismissiis,

() “Direct access” means having the
authority to access the criminal history
record deta base, whether by manual or
automated methods.

Subpart B—ate and Local Criminal

RKistory Reccrd Information Systems
§20.20- Applicability.

(a) The regulations in this subpart
apply to all State and local agencies and
individuals collecting, storing, or dis-
seminating criminal history record infor~
mation processed by manual or auto-
mated operations where such collection,
storage, or dissemination has besn
funded in whole or In part with funds
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" made available by the Law Enforcement

Assistance Administration subsequent to
July 1, 1973, pursuant to Title I of the
Act. Use of iriformation obtained from
the FBI Identification Diviston or the
FBI/NCIC system shall also be subject
to Iimitations contained in Subpart C.

(b) 'The regulations in this subpart
shall not apply to criminal history record
informsation contained in: (1) posters,
announcements, or lists for identifying
or apprehending fugitives or wanted per-
sons; (2) original records of entry such
as police blotters maintained by eriminal
justice agencies, compiled chronologically
and required by law or long standing cus-
tom to be made public, if such records.
are organized on a chronological basis;
(3) court récords of public judicial pro-
ceedings; (4) published court or admin-
istrative opinions or public judicial, ad-
ministrative or legislative proceedings;
(5) records of trafiic offenses maintained
by State departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the is-
suance, suspension, revocation, or re-
newal of driver’s, pilot's or other opera-
tors’ licenses; (6) announcements of ex-
ecutive clemency,

(c) Nothing in these regulations pre-
vents a crimingl justice agency from dis-
closing to the public criminal history rec-
ord information related to the offense
for which an individual is currently
within the criminal justice system. Nor
is a criminal justice agency prohibited
from confirming prior criminal history
record information to members of the
news media or any other person, upon
specific inquiry as to whether a named
individual wss arrested, detained, in-
dicted, or whether an informetion or
other formal charge was filed, on a spec-
ified date, it the arrest record informa-
tion or eriminal record information dis-
closed Is based on data excluded by pars-
graph (b) of this section. The regula-
tions do not prohibit the dissemination
of criminal history record information
for purposes of international travel, such
as issuing visas and granting of citizen-
ship.

§ 20.21 Preparation and submission of a
Criminal History Record Informution
Plan,

A plan shall be submitted to LEAA by
each Btate on March 16, 1976, to set forth
all operational procedures, except those
portions relating to dissemination: and
gecurity. A supplemental plan covering
these portions shall be submitted no later
than 90 days after promulgation of these
amended regulations. The plan shall get
forth operational procedures to—

(a) Complelencss and accuracy. Insure
that criminal history record information
is complete and accurate.

(1) Complete records should be main-
tained at & central State repository. To
be complete, 2 record maintained at a
central State repository which contains
information that an individual has been
arrested, and which {s availsble for dis-
semination, must contain information of
any dispositions occurring within the
State within 90 days after the disposi-
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tion has occurred. The above shall tpuy
to all arrests occurring subseguent to the
effective date of tliese regulations. Pro-
cedures shall be established for criminal
justice agencles to query the central re~
pository: prior to. dissemination of any
criminal history record: ln!o:mstlm to

assure that the most up-to-date dispost- .
tion data is being used. Injuiries of & .
central State repository ‘be made

prior fo any dissemination except in -

those cases where time is of the essence.
and the repository is technically incapa+
ble of responding withm the necessary
time period.

(2) To be accurate meaus that no rec-
ord containing criminal history record
information shall contain erroneous in-
formation. To accomplish this end, crimi-
nal justice agencies shall institute aproc-
ess of data collection, entry, storage, and
systematic audit that will minimise the
possibility of recording and storing in-
accurate information and upon finding
inaccurate information of & material
nature, shall notify il criminal justice
agencies known fo have received such
Information.

(b) Limitations on dissemination. By '

December 31, 18717, insure that dissemi-
nation of nonconvlcuon data hss been
limited, whether directly or throus’h any
intermediary only to:

(1) Criminal justice agenctes, for pur-
poses of the administration of criminsl
justice and criminal Justice agency em-
ployment;

(2) Individuals and agencles !or any
purpose authorized by statute, ordinance;
executive order, or court rule, declsion,
or order, a3 construed by appropriate
State or local officials or agenciles;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of criminal
Justice pursuant to that agreement. The
agreement shall specifically authorise
access to dats, imit the use of data to
purposes for which given, insure the se-
curity and confidentiality of the dsta
consistent with these regulations,
provide sanctions for violation thuoot

(4) Individuals and agencies for the
express purpose of research; evaluative.
or statistical activities pursuant to an
agreement with a criminal justice agen-
cy. The agreement shall specifically au-
thorize access to dats, limit the uss of
data to research, evdustive. or: statis-
tical purposes, insure the confidential-
ity and security of the dats consistent
with these regulations and with: uctbn
524(a) of the Act and any |
impiementing section 524(s), and: m-
vide sanctions for the vbhtion theuot

These disseminstion limitations;do not
apply to conviction dau

(¢) Geineral policies on R ol und g~ ‘

semination. (1) Use of ¢ _p
record iriformation: dilnmlil‘."ﬁd o non-

p ﬂm‘n‘l j“’m . nls‘.. :~Iu~ “! IT. .».r‘l ..|

to tiie purpose for which-it:w '“‘ilfv“m'

(2) No. ueney og;mm" Sl licon-

firm the existence of - NOBEXINNEE
any person m&hﬁ?_ idinetibe;
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L) lﬂuection (b) does not mandate
 of criminal hisiory record
tafcrmation to any agency or individual.
Btates and local governments will deter-
mine the purposes for which diasemina-
tion of  criminal Dhistory record
information is suthorized by State law,
executive order, local ordinance, court
rule, decinlon or order.
(d).-Juvenile records. Insure that dis-
semination of records concerning pro-

- ceedings relating to the adjudication of

a8 juvenile as delinquent or in need or

supervision (or the equivalent) to non- -

criminal justice agencies is prohibited,
‘unless a statute, court order, rule or court
decision specifically authorizes dissemi-
nation of juvenile records, except to the
same extent as criminal history records
may be disseminated as provided in
§20.21(b) (3) and (4).

(e) Audit. Insure that annual audits of
8 répresentative sample of State and
local criminal justice agencies chosen on
a random basis shall be conducted by the
Btate to verify adherence to these regula-

" tions and that appropriate records shall

be retained to facilitate such audits. Buch
records shall include, but are not limited
to, the names of all persons or agencles
to whom information is disseminated and
the dete upon which such irformation
is disseminated. The reporting of a crim-
inal justice transaction to a State, local
or Pederal repository s not a dissemina-
tion of information.

(f) Security. Wherever criminal his-
tory record information is colleeted,
stored, or disseminated, each State shall
insure thmt the following requirements
are satisfied by security standards estab-
Ihired by State legislation, or in the ab-~
sence of such legislation, by reglations
approve.l o jeen~q by the Governor of
the Btate.

(1) Where computerlzed data process-
ing is , effective and techno-
logically advanced software and hard-
ware designs are instituted to prevent
unauthorized access to such information.

(2) Access to criminal history record
information aystem facllities, systems
operating’ environments, data flle con-
tents whether while in use or when stored
in & media library, and system documen-
tation is restricted to authorized organi-
zations and personnel.

(3) (A) Computer operations, whether
dedicated or shared, which support crim-
inal justice mtorm:tion systems, operate
in accordance with procedures developed
or approved by the participating crim-
inn] justice agencles that assure that:

(1) Criminal history record Informa-
tion is stored by the computer in such
manner that it cannot be modified, de-

stroyed, accessed, changed, ed. or
overlald m any !ashlon by non-eriminal
justice terminals

(¢} Opeutlon programs are used that
will prohibit inquiry, record updates, or
destruction of records, from any terminal
other than criminal justice system ter-
minals which are so designated.

(HD) The destruction of records is
limited to designated terminals under the
direct control of the crimins! justice
agency responsidle for eresting or stor-
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ing the criminal hisiory record informa-

tiv) Operational prozrams are used to
detect and store for the output of desig-
nated criminal justice agency employees
all unauthorised sttempts to penetrate
any criminal history record information
system, program or file. ,

(v) The programs specified in (i) and
(1v). of this subsection are known only
to criminal justice agency employees re-
sponsible for criminal history record in-
formation system control or individuals
and agéncies pursuant to a specific agree-
ment with the criminal justice agency
to provide such programs and the pro-
gram(s) are kept continuously under
maximum security canditions.

(viy Procedures are instituted to as-
sure that an individual or agency au-
thorized direct access is responsihle for
A the physical security of criminal his-
tory record information under its control
or in its custody and B the protection of
such information from unauthoerized ac-
cess, disclosure or dissemination,

{vil) Procedures are instituted to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
fiood, wind, or other natural or manmade
disasters.

(B) A criminal justice agency shall
have the right to audit, monitor and
inspect procedures established ahove.

(4) The criminal justice agency will:

(A) Screen and have the right to re-
ject for employment, based on good
cause, all personnel to be authorized to
have direct access to critminal history
record information.

(B) Have the right to initiate br cause
to be initiated administrative action
leading to the transfer or removal of
personnel authorized to have direct ac-
cess to such information where such per-
sonnel viglate the provisions of these
regulations or other security require-
ments established for the collection,
storage, or dissemination of criminal his-
toxy record information.

(C) Institute procedures, where com-
puter pracessing is not utilized, to assure
that an individual or agency authorized
direct access is responsible for (i) the
physical security of criminal history rec-
ord information under its conirol or in
its custody and (1i) the protection of such
ifnformation from unauthorized access,
disclosure, or dissemination.

(D) Institute procedures, where com-
puter processing is not utilized, to pro-
tect any central repository of criminal
history record information from unsu-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters.

(E) Provide that direct access to crim-
inal history record information shall
be available only to authorised officers
or employees of a eriminal justice agency
and, as necessary, other authorized per-
sonnel emential to. the proper operation
of the criminal history record informa-
tion system.

() Each employee working with or
having access to criminal history record

information shall be made familiar with
the substance and intent of these regti-
lations. .

(g) Access and review. Insure the in-
dividual’s right to access and review of
criminal history information for pur-
poses of sccuracy and completeness by
instituting procedures so that— .

(1) Any individual shall, upon satis-
factory verification of his identity, be en-
titled to review without undue burden to
either the criminal justice agency or the
individual, any criminal history record
information maintained about the in-
dividual and obtain a copy thereof when
necessary for the purpose of challenge
or correction; -

(2) Administrative review and neces-
sary correction of any claim by the in-<
dividual to whom the information relates
that the information is inaccurate or in-
complete is provided;

(3) The State shall establish and im-
plement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged information
to the satisfaction of the individual to
wham the information relates;

(4) Upon request, an individual whose
record has been corrected shall be given
the mames of all non-criminal justice
agencies to whom the data has been
given;

(5) The correcting agency shall no-
tify “all criminal justice recipients of
corrected information; and

(8) The individual's right to access
and review of criminal history record
information shall not extend to data
contained in intelligence, investigatory,
or other related filles and shall not be
canstrued to include any other informa-
tion than that defined by § 20.3(b).

§ 20.22 Certification of Cempliance.

(a) Each State to which these regu-
lations are appHcable shall with the sub-
mission of its plan provide a certifica-
tion that to the- maximum extent
feasible action has been taken to comply
with the procedures set forth in the
plan. Maximum extent feasible, in this
subsection, means actions which can be
taken to comply with the procedures set
forth in the plan that do not require
additional legislative authority or in-
volve unreasonable cost or do not ex-
ceed existing technical ability.

(b) The certification shall include—

(1) An outline of the actiori which
has been instituted. At & minimum, the
requirements of access and review under
§ 20.21(g) must be completely opera-
tional;

(2) A description of any leashﬁon
or executive order, or Mptl
such authority that has been Mlmed
to comply with these regulations; -

(3) A description of the steps taken

history record inf: H
(4) A description of existing system
¢ . snd stepe being faken to up-
meet the
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(5) A listing setting forth categories
of non-criminal justice dissemination.
See §20.21(b).

§ 20.23 Documentation:
LEAA

Wlthm 90 days of the receipt of the
plan, LEAA shall approve or disapprove
the adequacy of the provisions of the
plan and certification. Evaluation of the
plan by LEAA will be based upon whether
the procedures set forth will accomplish
the required objectives. The evaluation
of the certification(s) will be based upon
whether a good faith effort has been
shown to initiate and/or further com-
pliance with the plan and regulations.
All procedures in the approved plan must
be fully operational and impiemented by
Décember 31, 1977. A final certification
shall be submitted in December 1977.°

§ 20.24 State laws on privacy and secu-
rity.

Where a State originating criminal
history record information provides for
sealing or purging thereof, nothing in
these regulations shall be construed to
prevent any other State receiving such
information;, upon notification, from
complying with the originating State’s
sealing or purging requirements.

§ 20.25 Penalties,

Any agency or individual violating
subpart B of these regulations shall be
subject to a fine not to exceed $10,000.
In addition, LEAA may initiate fund
cut-off procedures against recipients of
LEAA assistance.

RicHARD W. VELDE,
Administrator.

APPENDIX—COMMENTARY ON SELECTED
SECTIONS OF THE REGULATIONS ON
CRIMIAL ey RECORD INFORMATION
SYSTEMS

Subpart A-—§ 20.3(b). The definition
of criminal history record informaticn
is intended to include the basic offender-
based trapsaction statistics/computer-
ized criminul history (OBTS/CCH) data
clements. If notations of an arrest, dis-
position, or other formal criminal justice
transactions occur in records other than
the traditional “rap sheet” such as ar-
rest reports, any criminal history record
information contained in- such reports
comes under the definition of this sub-
section.

‘The definition, however, does not ex-
tend to other information contained in
criminal justice agency reports. Intelli-
gence or investigative information (e.g.,
suspected criminal activity, associates,
hangouts, financial information, owner-
ship of property and vehicles) is not in-
cluded in the definition of criminal his-
tory information.

§ 20.3(¢). The deflnitions of criminal
justice agency and administration of
criminal justice of 20.3(¢) must be con-
sidered together. Included as criminal
justice agencies would be traditional
police, cousts, and corrections agencies
as well us subunits of non-criminal jus-
tice agencies performing a function of
the administration ©f criminal justice
pursuant to Federal or State statute or

Approval by
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executive order. The above subunits of
non-criminal justice agencies would in-
clude for example, the Office of Investi-
gation of the U.S. Department of Agri-
culture which has as its principal fanc-
tion the collection of evidence for
criminal prosecutions of fraud. Also in-
cluded under the definition of criminal
justice agency are umbrella-type admin-
istrative agencies supplying criminal his-
tory information services such as New
York's Division of Criminal Justice
Services.

§ 20.3(e). Disposition is a key con-
cept in section 524(b) of the Act and in
20.21(a) (1) and 20.21(b). It, therefore,
is defined in some detail. The specific
dispositions lsted in this subsection are
examples only and are not to be con-
strued as exciuding other unspecified
transactions concluding criminal pro-
ceedings within a particular agency.

§ 20.3(k). The different kinds of ac-
quittals and dismissals as delineated in
20.3(e) are all considered examples of
nonconviction data.

Subpart B—§ 20.20(a', These regula-
tions apply te criminal justice agencies
receiving funds under the Omnibus
Crime Control and Safe Streets Act for
manual or automated systems subse-
quent Yo July 1, 1973. In the hearings on
the regulamons a4 number of those testi-
fying challenged LEAA’s authority to
promulgate regulations for manuai sys-
tems by contending that section 524(b)
of the Act governs criminal history in-
formation contained in automated sys-
tems,

The intent of section 624(b), however,
would be subverted by only regulating
automated systems. Any agency that
wished to circumvent the regulations
would be able to create dupiicate manual
flles for purposes contrary to the letter
and spirit of the regulations.

Regulation of manual systems, there-
fore, is authorized by section 524(b)
when coupled with section 501 of the
Act which authorizes the Administration
to establish rules and regulations “neces-
sary to the exercise of its func-
uons .- @ .“’

The Act clearly applies to all criminal
history record information collected,
stored, or disseminated with LEAA sup-
port subsequent to July 1, 1973.

Limitations as contained in Subpart
C also apply to information obtained
from the FBI Identification Division or
the FBI/NCIC System.

§.20.20 (b) and (¢). Section 20.20 (b)
and (cY exempts from regulations cer-
tain types of records vital to the ap-
prehension of fugitives, freedom of the
press, and the public's right to know.
Court records of public judicial proceed-
ings are also exempt from the provisions
of the regulations.

Section 20.20(b)(2) attempts to deal
with the problem of computerizéd police
blotiers. In some local jurisdictions, it
is spparently possible for private indi-
viduals and/or newsmen upon submis-
sion of a specific name to obtain through.
a computer search of the blotter a. his-
tory of a person’s arvests. Such filss cre-

ate a partial criminal history data bank

)
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potentially damaging to individual pri-
vacy, especially since they do not contain
final dispositions. By requiring that such
records be accessed solcly on a chrono-
logical basis, the regulations limit In-
quiries to specific time periods and dis-
courage general fishirig expeditions into
a person’s private life. -

Subsection 20.20(c) recognizes that
announcements of ongoing developments
in the criminal justice process should not
be precluded fromi public disclosure.
Thus, annnoucements of arrest, convic-
tions, new developments in the course
of an investigation may be made. It is
also permissible for a criminal justice
agency to confirim certain matters of
public record information upon specific
inquy Thus, if a question is raised:

“Was X arrested by your agency on Jan-
uary 3, 1975” and this can be con-
firmed or denied by looking at one of
the records enumerated in subsection (b
above, then Lhe criminal justice agency
may respond to the inquiry. Conviction
data as stated in 20.21¢h) may be dis-
seminated without limitation.

§20.21. The regulationis deliberately
refrain from specifying who within a
State should be responsible for prepar-
ing the plan. This specific determination
should be made by the Governor. The
State has 90 days from the publication
of these revised regulations to submit the
pertion cof the plan covering 20.21(h)
and 20.21/(0).

§ 20.21(a) (1), Seclwon $58(b) of the
Act requires that LEAA insure )crimmal

" history information be current and that,
to the maximum extent feasible, it con-

tain disposition as well as current data.

It is, however, economically and ad-
ministratively impractical to maintain
complete criminal histories at the local
level. Arrangements for local police de-
partments to keep track of dispositions
by agencies outside of the local jurisdic-
tions generally do not exist. It would
moreover, be bad public poliry to, cun-
ceurage such arrangements since it would
result in an expensive duplication of
flles.

The alternatives to locally kebt crimi-
nal histories are records maintainad by
a central State repository. A central
State reposilory is & State agency having
the function pursuant to a statute r
executive order of maintaining compie~

hensive statewide criminal history rec-

ord information files. Ultimately, through
sutomatic data processing the State level
will have the capability to handle ail
requests for in-State criminal history
information.

Section 20. 20(3)(1) is wnmen witky a
centralized State criming! history reposi-
tory in mind. The first sentence of the
subsection. states that complete recorids
should be retained ‘at a central State
repository. The worgd “should™ is permis-
sive; {t suggests but does not mavdatz a
central State repository :

The regulations do requimf.hat stau:s
establish procedures for State, atid>Tocal
criminal justice agencies to, query cen-
tral State repositories wherever. they
exist. Suchi procedures ire intended to

insure that the most current rrlmtnal ’

jusuce lnronnatlon is vred,
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As & minimum, criminal justice agen-
cles subject to these regulations must
make inquiries of central State reposi-
tories whenever the repository is capable
of meeting the user’s request within a
resasonable time. Presently, comprehen-
sive records of an individual's transac-
tions within a State are maintsined in
manual files st the State level, if at all.
It is probably unrealistic to expect men-
ual systems to be able immediately ito
meet many rapid-access needs of police
and prosecutors. On the other hand,
queries of the State central repository for
most non-criminal justice purposes prob-
ably can and should be made prior to
dissemination of criminal history record
information.

$20.21(b). The limitations on dis-
semination in this subsection rre essen-
tial to fulfill the mandste of saction
524(b) of the Act which requires the AcG-
ministration to assure that the “privacy
of al] information is adequately provided
for and that information shall only be
used for law enforcement and criminail
Justirz and other lawful purposes.” The
categories for dissemination estabiished
in this section reflect suggestions by
hearing witnesses and respondenis sub-
mitting writien commentary.

The regulations distinguish between
conviction and nonconviction informe.-
tion insofar as dissemination is con-
cermed. Conviction information is cur-
rently made available without limitation
in many jurisdictions. Under these reg-
ulations, conviction date and.»2nding
charges could continue to be dissemi-
nated routinely. No statute, ordinance,
executive order. or court rule is necessary
L. onrder to authorize dissemination of
conviction data. However, nothing in the
regulaions she!' be construed tc negate
2 State la.. I'.; ting such disseminstion.

After December 31, 1977, dissemins-
tion of nonconviction data would be ai-
lowed, if authorized by a statute, ordi-
nance, executive order, or court rule, de-
cision, or order. The December 31, 1671,
deadline allows the States time to review
and determine the kinds of dissemina-
tion for non-criminal justice purposes to
be authorived. When a State enacts
comprehensive legislation in this aree,
such legislation will govern dissemina-
tion By local jurisdictions within the
State. It is possible for a public record
law which has been construed by the
State to authorize access to the public
of all State records, including criminal
history record information, to be con-
sidcred as statutory nuthority under this
subsection. Federsnl legislation and execu-
tive orders can also authorise disseming-
tioh and would be relevant authority.

For example, Civil Service suitability
investigations are conducted under Ex-
ecutive Order 10450. This is the au-
thority for most investigations con-

.ducted by the Commmission. Section 3(a}

-of 10450 prescribes the minimum scope of
investigation and requires a check of
PBI fingerprint files and written inquir-
iz. to sppropriate law enforcement agen-
¢

1390.21(b) (3) This subsection would
permit private agencies such as the Vera
Institute to receive criminal histories

alidly AND REGULATIONS

where thay perform a necessary admin-
istration of justice iunction such as pre-
trial release. Private consulting firms
which commonly assist criminal justice
agencies in information systems devel-
opment would also be included here.
§20.21(b){4). Under this sub::ction,
any good faith researchers inclvding pri-
vale -individuais would be permitted to

“use criminal history record information

for research purposes. As with the agen-
cies designated In §2021()(3) re-
searchers would bo bound by an agree-
rient with the disseminating criminal
justice agency and would, of course. be
subject to the sanctions of the Act.

The drafiers of the reguiations ex-
pressiy rejected a suggestior which
would bave Himited access fer research
purposes to certified research orgarizn-
tions, Specificaliy “certification”™ criteria
would nave been extremeiy dilcuit o
drafi snd would lLave ineviiably led o
unnecessery rectrictions on legitlinate
regearch.

RBection 524(e) of ihe Act which forins

pert of the requirgments ¢f thiz section
states:
“Breept 88 previded by Foderal iaw other
than this title, oo officer or employee of the
Federal Covernmen®, nor any recipient of
assistance uikier the vrovisions of ithis title
shall 10 or reveal any reeearch or statistical
informatior furaished under this titie by
any ptrson eud identiflable to any spacific
pr!ve.f‘e DersolL $Ar nny purposs other inan.
the purposs for which 1 was obtained tn se-
cordancs with thilo #iile. Coplea of such iv.-
formetion sheil be snraune iroca logal proc-
csa, and ahall not, withcus tie consent of the
person furnishing zuzl: informetion, b2 ad-
mitted as evidence or used Zov any pFurpoe
in sny action, suis, o other judieinl or ad-
mintsicativo proceudtings.”

LEAA antlcipeies issuing regulations
omursuent to Sectlon 524¢z) as soon 33
nossible,

§ 20.21(cj (2) . frewently scme 2mpioy-
ers exe cireumventing 3taie sad local
dissemination restrictions by requesting
applicants {0 ebtain an official ceriifics-
tion o no criminel record. An employer's
regquest under :hie sbore circumstances
givsa ths spplicent the uhanvisble coolce
of invasion of his privacy or loss of pos-
gible iob opportunities. Under ths sub-
section rantine certifications of no recora
would mo longer be permitted. im ot~
traordinary ciroucisiances, however, an
individus! could obtain a court order
permiiting such a ceriification,

§ 20.21{c*(2>. The jangusge of this
subsection leaves {0 the Siates the gues-
doen of who among the agencies and in--
dividuals listed in % 29.21(b) sbhail nc~
fually recetve criminsl records, Umder
these regulations z Stete could piace n
total ban on dissemination if it so wished.
The State covid, on the othsr hand,
enact laws luthoxizlnx any member of
the privaie sector to have access to non-
conviction dats.

£ 20.21.(¢) . Non-criminal: ?ustive agen-~
cics will not be able to receive zecords of
Juveniles unless the langusge of a statute

- or court ordexr, rule, or court decigion

specifies that juvenile records ahell be
avallable for dissemination. Perhaps the
most cont nversial part of this subsection
is that Jt denies access to records of

juveniles by Federal agencies conducting
background investigations for eligibility
o cisssified informatiion under existing
legal authority.

$ 20.21(e) . Since it would be too costly
to audit esch criminal justice agency in
most States (Wisconsin, for example, has
1075 criminel justice agencies) random
sudits of a “representative sample”’ of
agencies are the pext best alternative.
The term “representative sample” is used
to insure that audits do not simply fecus
on certain types of sgencles. Although
this subsection requires that there be
reiords kept with the names of all per-
sons or sgencies to whom information is
disseminated, criminsl justice agencles
aye not required to maintain dissemina-
tion logs fer “no record’ responses.

§ 20.21(f) . Requirements are set forth
which the States imust meet in order to
assure that criminal history record in-
formation is adequately protected. Auto-
maied systems may opecate in shared
snvironrpents and the regulations require
certsin mintmum £SSUTBNCES.

52921(5)(1) £ “challenge” under

- this section is aw oral or written conten-

4jon by a0 individual that his record is
inaccurate or incomplete; it would re-
uire him to give a. correct versicn of his
record and explain why he believes his
version to be correci. While an individ-
uai should have sccess to his record for
raview, o copy of the record should ordi-
aarily oniy be given when it is clearly
sstabiished that it is necessary for the
pwoose of challenge.

The draféers of the subsection express-
iy rejected & suggestion that would have
callzd for s setisfactory verification of
identity by fingerprint comperison. It
was {elt that Staies ought to be free to
Ceterminz other means of identity verifi-
cition.

§20.21¢g: (5}, Not{ every agency will
have done this in the past, but hence-
forth adequaie records including those
required under 20.21(e) must be kept so
ihat notificstion can be made.

§ 20.21(g) (6). This section emphasizes
thas the right to access and review ex-
tends only o criminai history record in-
forination and does not include other in-
formatior such as intelligence or trest-
weirs dss.

§ 20.22(a) . The purpose for the certifi-
cation reguirement is to indicate the ex-
tent of complance with these regula-
tions. The term “maximum extent feasi-
bple” acknowlxiges that therc sre some
areas such as the completeness require-
ment which create complex legialative
and financial problems.

Norz: In preparing the plans required by -~
whese régulations, €tates should look for
guidance to the foilowing documents: Na-
tionnl Adviscry Commission on Criminal
Justice Standards and Goals, Report on the
Criminal Justios System: Project SBARCH:
Security and Privacy Considerstions in Crim-
insl Bistory Information Systems, Techriical
Reports No. 2 sud No. 13; Profect SSAMCH:
A Mcdel State Act Zor Criminal Ofcnder
Record Information, Technical Memorandum
Y¥o. 3; and Project SEARCH: Model Admin-
istrative Regulations for Criminal Offender
Hecord information, Techuical Memorandum
Wo. 4.
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