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FOREWORD 

On June 19, 1975, new rules and regulations, added to the Code 
of Federal Regulations governing the collection, storage, and dissemina­
tion of criminal records and criminal history information, became 
directly applicable to thirty-five (35) criminal justice agencies 
in thirty (30) local jurisdictions. In addition, the Department of 
state Police, the Department of Corrections, the Supreme Court of 
Virginia and all District Courts were similarly affected. The 
jurisdictions in which the affected local agencies are located 
constitute 55% of the population of the State. 

Some thirty (30) specific operational procedures should be 
implemented by the directly affected agencies as soon as possible 
within fiscal, technical, and administrative constraints. Procedures 
to insure the individual's right to access and review of criminal 
history information must already be implemented. All of the procedures 
must be fully operational and implemented by December 31, 1977. 
Procedures regarding dissemination of criminal history record 
information by affected agencies will further extend coverage of 
the regulations to other criminal justice agencies. 

The Virginia Plan for Privacy and Security of Criminal History 
Record Information proposes an administrative framework as a 
remedy for a potentially chaotic situation that results when a 
significant portion of the criminal justice system operates under 
a new set of rules and regulations while others do not. 

Part I sets forth goals and objectives and a proposed administra­
tive framework for consideration by the General Assembly. Part II, 
Approach, sets forth operational procedures consistent with those 
being implemented by criminal justice agencies directly (and indirectly) 
covered by the new addition to the Code of Federal Regulations. Some 
of the procedures require legislation, others wOllld be promulgated 
as rules or regulations by a legislatively empowered regulatory 
agency. Part III, Schedule of Major Milestones, reflects implementation 
dates for administrative provisions and operational procedures. Part 
IV, Responsibilities of Involved Agencies, delineates the responsibilities 
of agencies for implementation. 
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INTRo.nUCTION 

A. THE CRIMINAL JUSTICE SYSTEM 

The administration of criminal justice is a function of federal, 
State, and local government. Through a complex network of law enforce­
ment agencies, courts, and correctional facilities, goveInments attempt 
to carry out public demand for the control of crime and the apprehension, 
adjudication, and rehabilitation of criminals. These interactions are 
frequently called the criminal justice ,system. It is a system largely 
because all of the agencies, courts, and facilities involved, while 
performing their diverse functions, have one common element - the 
offender. The information recorded about the offender as he passes 
through the system is termed criminal history record information. 

B. CRIMINAL HISTORY RECORD INFOru~TION 

As defined in the rules and regulations now applicable in most 
of the State: 

"Criminal history record information" means information 
collected by criminal justice agencies on individuals consisting 
of identifiable descriptions and notations of arrests, detentions, 
indictments, informations, or other formal criminal charges, 
and any disposition arising therefrom, sentencing, correctional 
supervision, and release. 

Additional discussion of IIcriminal history record information" is 
contained in Appendix A which sets forth terms used in the plan and 
their applicability. 

This plan is concerned with that portion of the new regplations 
which was issued pursuant to authority vested in the Law Enforcement 
Assistance Administration (LEAA) by Section 524(b) of the Omnibus 
Crime Control and Safe Streets Act of 1968, as amended by the Crime 
Control Act of 1973. Included in Section 524(b) is the statement 
that n[LEAA] shall assure that the security and privacy of all 
[criminal history record information] is adequately provided for and 
that information shall be used only" for law enforcement and criminal 
justice and other lawful purposes." 

Under §17-43 of the Code of'Virginia the records and papers of 
every court shall be open to inspection by any person. The entire 
procedure followed in filing records and papers in criminal cases 
for both district courts (courts not of record) and circuit courts 
(courts of record) is not completely set forth in the Code. Those 
sections of the Code pertaining to the filing of records and papers 
are extracted and contained in Appendix B. . 

Taking the Code and practice together, all district court. cases 
in Virginia are entered on a criminal docket sheet, which is maintained 
as a public record. Cases are entered on the docket ,sequentially, i.e., 
each new case in a court receives the next file number in :seqqience. 

ix 



This becomes the file number of the papers in the case. Each docket 
is dated and filed chronologically, while case records are filed 
sequentially by the chronologically assigned file number. Both 
the docket sheets and the case records are open to the public. 

. The proceedings, orders and judgements of circuit courts are 
recorded chronologically in a common-law order book, and constitute 
a public record. There is no single standard practice for filing 
case records. However, in most circuit courts all papers on a case 
are filed numerically by a chronologically assigned number. These 
are considered 'public records although access to such files is 
controlled in varying degrees among circuit courts. 

Section 20.20(b) of the LEAA regulations states that the 
regulations •.• shall not apply to criminal history record information 
contained in: ... (3) court records of public judicial proceedings 
compiled chronologically. The meaning of "compiled chronologically" 
is not clear. In any event, LEAA has narrowed the "lawful purposes" 
of Section 524(b) by the addition of "compiled chronologically" to 
the exclusion. In fact, LEAA, by a narrowly defined listing of 
exclusions in Section 20.20(b) which reference statutes or executive 
orders, has completely narrowed and circumscribed the "lawful 

" purposes" of the Congress in Section 524 (b) . 

In addition to the ambiguity of "compiled chronologically:" 
LEAA's Privacy and Security Planning Instructions, prepared under 
contract by Public Systems, Inc., states on pages 4 and 5 of 
Supplement No. 2 thereto that alphabetica.l indexes to court records 
are generally not exempt since a summary criminal history of all 
an individual's appearances before the court could be obtained. 

In the preface to the Instructions the contractor includes 
this statement: 

The materials contained herein do not have the same 
force of law as the regulations. However, this report 
has been thoroughly reviewed by the LEAA staff which 
will be responsible for approving State plans, and 
has the approval of LEAA. 

The effect of bringing the index to court records under the 
regulations is the nullification of the narrow exemption gr~nted to 
chronologically compiled court records. As a practical matter court 
records would be essentially in.accessible to anyone (public or 
otherwise) without an index. The Code of Virginia recognizes this 
fact and thus requires proper indexing. (See Appendix B) 

Therefore, the Virginia Plan for Privacy and Security of 
Criminal History Record Information must adhere to the Code of 
Virginia. Court records and their indexes are excluded from any 
imilementation of the regulations in Virginia. 

Finally, LEAAis contractor discusses the exemption of 
individual case ,~iles on page 5 of Supplement 2 to the Instructions. 
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One import~nt caveat, however, must be issued. "Rap 
'sheets" or summary criminal histories are sometimes incl'\lded 
in such files, as a matter of administrative practice in 
filing. These documents are not considered "court records" 
under this section and are not exempt from coverage under 
the re~ulations. 

The Code of Virginia does not presume to define what specifically 
shall be filed in a case file. Inspection of Appendix B will disclose 
phrases such as "papers relating to a particular case", "all papers 
in the case", "all papers in a criminal proceeding." This plan 
will also not presume to define what should be considered a court 
record but will adhere to the Code. 

Interpretation provided by LEAA relates criminal history record 
information to offenses in connection with which an individual's 
fingerprints are taken, this distinction requires further delineation 
for Virginia. Under §15.1-135 Code of Virginia, duly constituted 
police authorities of more populated cities are authorized to take 
fingerprints of any person arrested and charged by them with a 
misdemeanor, other than a misdemeanor under Title 46.1 Motor Vehicles, 
where such person is taken into physical custody by such police 
authorities. For sake of uniformity throughout the State, criminal 
history record information shall include all misdemeanors, except 
driving motor vehicle, engine, etc., while intoxicated under §18.2-
266 and disorderly conduct in public places under §18.2-4l5, whether 
or not the person cha.rged is fingerprinted. 

The term "criminal history record information" could be interpreted 
to include information on juveniles. However, in the Commonwealth the 
dissemination of juvenile court records is governed by §16.1-162 
Code of Virginia wherein it is stated that juvenile court records 
" ••• shall be open to the child's parents and attorney and to such 
other persons as the judge or the judge of a court of record in his 
discretion decides have a proper interest therein ••• " The effect 
of this statute removes juvenile information from all existing 
procedures related to collection, storage, and dissemination of 
criminal history record information. The effect of §16.1-162 would· 
likewise remove juvenile information from all new procedures adop1:ed 
by criminal justice agencies directly affected by the new rules an.d 
regulations in the Code of Federal Regulations or from the administra­
tive provisions and operational procedures proposed in this plan. 
Hence, as used herein, the term "criminal history record information" 
does not include juvenile information. 

Criminal history record information, according to the commentary 
appended to the new rules and regulations, is intended to include the 
basic offender-based transaction statistics/computerized crimj.nal 
history (OBTS/CCH) data elements. The development of a State:'-level 
Offender-based Transac't:ion Statistics System (OBTS) endorsed by the 
Council on Criminal Justice in April 1'975, is in progress, funded 
by LEAA discretionary funds under its Comprehensive Data Systems 
Program. The development of the computerized criminal history,,.-; 
subsystem of the Virginia Criminal Information Network (V-CIN) ~ 
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became pperatJ.onal in, 19.,5, ': 'the data elements of OBTS/OCR are 
- ,containe'd in Appendix,c.·. 'this information is essentially that: 

which is already, required to be reported to the CCRE by 519.2-390 of the 
Code o£ Virg-i-nia. plus the additional information to be reported in the· 
future by' the .Department of Corrections. 

As a dis,tinct sub-system, an Offender-Based state Correct.i.pn~, '. 
Information Sy;.stem (OBSCISJ, endorsed by the Council on ·,cr'~m~~aJ." 
Justice, it is also in development, supported by LEAA:di-scretionary 
funding. The OB~CIS project will provide full data -.proc~~:rsirig· suppo~t 
to the Virginia .J;>epartment o~ ,C9rr~ctions ,reg~.rdipg ;,--';il)J;nafe" h~ndling and 
status. A developmentprogr8.n,lto meet the Departmel);t,~s nee.ds for data I 
p:oce.ss. ~ng s.upport. O.f ma.nagement an.·d adm. in .. i~.t .. rative.·inf.OrIn .. lition with LEAA·

1
-·, 

dl.scretl.onary fllndl.ng of development cost.s. l..s also underwa.y. _. The 
.CCH/OBTS/OBSCIS development will, in effect, constitute a Statewide ' 
C,omprehensi ve Criminal Justice Information System (CJIS). 

A Crimina::t Justice Information Systems Management Review Board 
(CJISMRB) has'peenestablished for the purpose of providing agencies 
affe.cte.dby OBTS/OBSeIS/CCH development the opportunity for full 

. and continued review of·,-.:Clll proposals for that system. Representation 
. from local jurisdictions'is included in the membership of this 
board. 

The. operation of OBTS and OBSCIS, in conjunction with the 
exi'stingComputerized Criminal History (CCH) subsystem of the 
Virginia Criminal Information Network (VCIN), will represent a 
small cost increase for key punch data entry operators at the 
Department of State Police. above that presently incurred for CCH 

. (lata en,try. Cost decrease or increase for the Department of 
Corrections_operational useef OBSCIS compared to present costs 
f~rthe leSll than satisfactory. manual handling of this information 
will be small. It is doubtful if any of .t.hese costs at the State­
level should be charged to new operational procedures connected 
with the new rules and regulations regarding criminal history 
record information. At the local level, the reporting of arrests 
for felonies and class 1 and 2 misdemeanors and dispositions 
re~ulting therefrom is already required by S19.2-390 Code of Virginia. 

, Information systems are being increasingly employed at the local 
level to make better use of information generated in the daily 
pperationsof -criminal justice agencies for better utilization of 
resources, scheduling, and the coordination of criminal justice 
agencies in the processing of cases through the criminal justice 
system. Many of these systems have the potential for "on-line" 
generation of U.niformCrime Reports and the reporting of dispositions. 

C. CRIMINAL JUSTICE AGENCIES IN VIRGINIA 

RElview of Virginia statutes indicates that the following are 
criminal justice agencies: ' 

Law Enforcement 

City Sergeants 
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Commission of Game and Inland Fisheries 

Department of Agriculture and Commerce 

Department of Alcoholic Beverage Control - Enforcement and 
Inspection Divisions 

Department of State PoJ:ice 

Division of Motor Vehicles 

Police Departments (cities, counties, towns) 

Police Sergeants (towns) 

Local Fire Marshalls 

Sheri!fs' Departments (county and city) 

State Fire Marshall's Office 

Police agents of steamboat companies 

Masters of steamship\3 or steamboa~s, and wharfs or landing agents 

Police agents of railroad comp~nies 

Conductors of railroad trains, mOt:ormen, and station and depot 
agents 

Prosecution 

Office of the Attorney General 

Commonwealth's Attorneys 

County and City Attorneys 

Courts 

Circuit Courts 

District Courts 

Juvenile and Domestic Relations 

- General-

Magistrates 

Virginia Supreme Court 

Corrections 

Department of Corrections 

xj,ii 
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b.,·.· 

Adul t Servic,es 

- Youth Se~vices (not for purposes of this plan) 

- Probation and Parole Services 

The Abuse of Criminal History Record Information 

Criminal history record information when ~ade available by 
law enforcement and other criminal justice agencies to no~-criminal 

-justice organizations for licensing checks, ~ecurity check~~ . 
employment checks, and similar purposes constitutes a potential 
threat and abuse to personal privacy. This is particularly true 
of arrest record information with no subsequent disposition recorded 
of the charge. In such cases the affected individual has not 
been accorded an opportunity to answer to the charge in court. 

The maintenance of criminal history record information which 
is not complete and accurate is wasteful and limits the usefulness 
of tha,t information, and may cause the individual data subject 
unnecessary harm or embarrassment. When such information-keeping 
practices are coupled witlj. the dissemination of information to 
non-criminal justice agencies who may use the information to make 
major decisions affecting an individual's life, the potential for 
unwarranted hal."m to the individual becomes even greater. 

Recent years have seen the growth of concern for the rights of 
individuals who are subjects of information in information systems. 
Review of the United States Constitution and the passage and proposals 
of new legislation at the State and federal levels have prompted 
criminal justice agencies to look into their traditional record­
keeping practices. In order to better protect the Constitutional 
ri.;ghts o'f those who pass through the criminal justice system, and 

j. 

~~ develop more efficient information for better management of 
t;he system, many practices are being altered. The implementation 
pf this plan is intended to protect the individual's right to 
,:pri vacy of criminal history record information and provide more 
iefficient administration of criminal history record information 
systems (manual or automated). 
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PART I 

GOALS AND OBJECTIVES 
AND 

ADMINISTRATIVE PROVISIONS FOR ACHIEVING THEM 

A. GOALS AND OBJECTIVES 

1. Protection of Individual Security a"nd Privacy 

a. Goal 

To protect the individual citizen from the consequences of 
inaccurate and incomplete reporting and improper use of identifiable 
offender information describing formal contact with the criminal 
justice system. " 

b. Objectives 

• Insure. the collection, maintenance, dissemination, and use 
of up-'to-date, complete criminal history record information. 

• Insure the collection, maintenance, dissemination, and use 
of information that is error-free. 

• Limit dissemination to those who by State or federal 
regulation or statute or court order have authorized access 
to criminal history record information. 

• Protect information from unauthorized access, and from 
destruction by man-made or natural forces. 

• Review and monitor, both thro'ugh internal agency procedures 
and through external State audit, all criminal history 
recordkeeping operations to insure th~t all operational 
procedures consistently promote thec6mpleteness, accuracy, 
proper dissemination, and security of all criminal historY 
record information. 

• Make it possibl~.for the individual subject of specific 
criminal record information to review only for purposes of 
accuracy and completeness the criminal history record 
information maintained about him at the CCRE(felonies 
and class I and 2 misdemeanors) and by law-enforcement 
agencies (class 3 and 4 mis~emeanors). 

• Make it possible for the indi vi.dual to reques.t that inaccurate 
information be corrected and the recipients of inaccurate 6 

information be notified. ~ 

2. Recognition of· the Criminal Justice System 

a. Goal. 

To implement rules, regulations, and procedures which protect 
the rights of the data subject in a manner thatminiml.zes any negative 
impact on the functioning of criminal justice agenqies. 

1 
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b. Objectives 

• Insure that all operational procedures are responsive to 
the organization and administration of criminal justice 
in Virginia. 

• Seek to maximize existing resources and m~nimi~e additional 
legislative and administrative additionsoralter.ations. 

• Insure participation of those to be affected by th~ rules, 
regulations, and procedures in all aspects of the drafting 
and implementation process. 

B. ADMINISTRATIVE PROVISIONS 

Improvements in the organization and control of criminal history 
recordkeeping are imperative both to strengthen the administration of 
criminal justice and to assure appropriate protection of rights of 
individual privacy. An effective administrative structure is necessary 
to regulate the collection, storage, dissemi~ation, and usage of 
criminal history record information. 

The new rules and regulations in the Federal Code of Regulations 
which now impact the Commonwealth clearly and unmistakably place 
responsibility and accountability for ensuring adherence to those 
rules and regulations upon the State. The fulfillment of this 
responsibility rests upon th~ exercise of a regulato~ mechanism in 
the Executive Department and the enactment of appropriate changes 
and additions to the Code of Virginia by the General Assembly 
consistent with the new rules and regulations in the Code of Federal 
Regulations. 

1. Regulatory Mechanism 

The regulation of the collection, storage, dissemination and 
use of criminal history record information, within the e~cut~~ 
branch of State government, would be a responsibility of a regula~ory 
mechanism determined by the General Assembly. 

The regulatory mechanism would have the responsibility for 
State-wide monitoring of the recordkeeping practices and procedures 
of ~riminal justice agencies for adherence to federal and State 
statutes, rules, and. regulations governing criminal justice information. , 

The authorized regulatory mechanism would prov~4e for the 
coordination of the operation of a State-wide comprehensive criminal 
justice information. system (CJIS) for the exchange of criminal' history 
record information among criminal justice agencies of the State and 
it. political subdivisions. The regulatory authority wo~ld also make 
reca.aendations regarding further development to improve this system 
and upon request. advise State and local users of the system on ail 
.. tt~rs pertaining to the. handling of criminal justice information. 

o Rules, regulations, and procedures to be issued by the 
regulatory authority would be submitted for' review and comment to 
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any board, commission, committee, orother·body which may be established 
by the General Assembly to regulate non-criminal justice information~ 

2. Audit 

a. Need and Scope 

The new rules and regulations in the Federal Code of Regulations 
require that the State conduct annual au-aits of State and local criminal 
justice agetlcies to verify adherence to the. regulations and the operating 
procedures contained therein. "J 

Section 524(b) of the Omnibus Crime Control' and Safe Streets 
Act states that "the collection, storage, and dissemination of [criminal 
history information] shall take place under rocedures reasonabl desi ned 
to insure that all such information is kept current there1n emphas1s 
added). Additionally, that Act places responsibility upon LEAA to 
"assure that the security and privacy of all information is adequately 
provided for and that the information shall only be used .for law 
enforcement and criminal justice and other .lawful purposes." 
Consequently, the annual audit requirement upon' the State is the 
method selected by LEAA for insuring compliance with the procedures . 
stemming from the Act. However, in selecting this method LEAA recognized" 
as indicated in the commentary appended to the new rules and regulations, , 
that audit of all agencies would.be too costly and thus opted for 
random audits of a representative sample of agencies, not focusing on 
any particular type of agency. 

The requj,.red audits s"1.~~Uld encompass 'all elements relativ~ 
to compliance with procedures stemming from state statutes or 
regulations promulgated by the State's regulatory authority, which 
statutes and regulations must be consistent with the new regulations 
in the Federal Code of Regulations". Areas to be reviewed would 
include, but not be limited to, recox:tl accuracy". completeness, review 
of the effectiveness of an agency's internalaud*t, procedures 
(systematic audit), and examination of evidence of dissemination 
limitations, security provisions, and the individual's right of 
access. Audits would be performed on both manual and computerized 
systems. 

1 

t , 
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b. Responsibility /i ,; , );0 ,! ,. ; 

Supervision of audits and issuance of procedures related 
thereto would be a responsibility of the duly authorized regulatory 
mechanism. The staff of the regulatory authority would have the 
duty of conducting aUdits. In performing this duty, the staff 
would be authorized to draw upon other State agencies for resources 
when necessary. 

Considering the scope of security and privacy measures involved, 
audi t teams would) include persons who have expertise in the following' 
areas: 

• Data proces~ing and security measures (when required). 

• Federal. and State security and privacy requirements. 
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• Operation of the Central Criminal Records Exchange and all 
types of criminal justice agencies • 

• Commonly-accepted auditing procedures. 

The resource requirements for conduct for audits are further 
determined by the number of each type of criminal justice agencies 
within the Commonwealth, the size of annual audit sample of each 
type of agency, the size of agencies and their location within the 
State. 

There are more than 350 police and sheriff departments in 
Virginia, more than 150 Conunonwealth's Attorneys, and more than 60 
courts. In addition, there are the many other types of criminal 
justice agencies earlier listed. As a result, if only one-fifth 
of the total number of agencies were selected for audit in anyone 
year and that selection was also made in a manner to distribute the 
audit of larger agencies over a five year period, the resulting 
number of agencies to be audited annually will constitute a large 
task, considering the geographical area and demography involved. 

c. Conduct of Audits 

Audits would commence with an examination of specific records 
at the CCRE and establish the sources which reported up-dates of 
these records before going into the field to terminate at the source 
documents. Thus, it is estimated that a single audit team would be 
needed on a full-time basis. Although the automatic data processing 
(ADP) member would not be involved in all audits, the first audit 
of an automated information system might prove more time consuming 
for the ADP member than for the other members. This might even 
be true for subsequent ADP audits if software changes had been 
incorporated in the interval between audits. (Procedures for 
agencies in preparation for audit are set forth in Part II, B.3. 
while an outline of the procedures which would be issued by the 
regulatory authority is presented in Part II, C.) 

d. Swnmary Reco~endations 

It is recommended that the General Assembly, when providing 
for the exercise of executive authority in State-wide regulation of 
the handling of criminal justice information, include authority for 
ensuring compliance with rules, regulations and procedures by means 
of -annual audits, under the supervision of the designated regulatory 
authority. 

It is recommended that the staff of the regulatory authority 
should have the duties of defining, developing, and coordinating 
necessary rules, regulations, or procedures, and conductinq aUdits. 

3. State Central Criminal History Record Information Repoaitory 

Information about an individual.' s contact with the criminal 
justice system is produced at a variety of locations. Within any 
single locality, law enforcement agencies, offices of COJlDDOnwealth's 
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Attorneys, courts, and jails may all deal with and produce some kind 
of information about individuals convicted or accused -of criminal 
activity although jurisdictional boundaries may vary for each agency. 
The high mobility of our population further increases the possibility 
that individuals may commit otfenses or be accused of doing so in 
many different cities, towns and counties, and may be transferred 
from one locality to another in the course of their movement through 
the criminal justice system. 

For these reasons, a record of an individual's criminal history 
as recorded by one local agency cannot be assumed to be a complete 
record of that individual's criminal justice system experience. It 
is unfair to the individual, and inefficient for criminal justice 
agencies, to operate with less than complete criminal history information. 

The establishment of a ce~tral location for the receipt, 
compila,tion, and distribution of criminal history information from 
all l.ocali ties and all criminal justice agencies is the only viable 
way to collect, store, and disseminate complete criminal history 
record information. Only a central location can collect information 
from across the State, collate different criminal justice transactions 
referring to one individual, and supply such information to users as 
the single authoritative source of information. 

a. Repository Functions 

A central repository should have the following legislatively­
mandated functions: 

• Collect, maintain, and d'isseminate criminal history ,record 
information (as defined in Appendix A). 

• Maintain complete, accurate criminal history record 
information to be used by all authorized agencies as 
the valid, comprehensive criminal history record for 
the administration of criminal justice in the State. 

• Insure the proper reporting, admini~tration, and dissemina­
tion of criminal history record information by the central 
repository and by all criminal justice agencies in the State. 

• Insure the protection of criminal history record information 
in its custody from destruction or misuse, through the 
imposition of physical security (locks, exclusion of 
unauthorized porsons), computer security measures, and 
personnel security (limited access, training, clearance 
procedures). 

• Supply, quickly and efficiently, criminal hi.story record 
information to all criminal justice agencies in Virginia • 

.. 
• Monitor and conduct internal (systematic) audits of t:q~ 

operations of the ceptral repository to maintain the 
quality of information in the system. 
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• Provide for convenient review for'completeness and accuracy 
of criminal history record information by the subjects of 
that information. 

• Provide for the correction of criminal history record 
information found to be inaccurate or incomplete wherever 
that information may have been disseminated. 

• Serve as an administrator of such rules, regulations, 
and procedures promulgated by the regulatory authority 
as may be desired by that authority. 

b. Existing Resources 

In Virginia, the General Assembly has made the Central Criminal 
Records Exchange (CCRE) of the. Department of State Police responsible 
for receiving, classifying and filing the criminal history record 
information required to be reported to it. 

Law enforcement officials are, under 519.2-390 of the Code 
of Virginia, required to report any arrest on a charge of treason 
or any felony or any offense punishable as a misdemeanor under Title 
54, or class I and 2 misdemeanors under Title 18.2, together with 
fingerprint identification. The clerk o.f each general district ahd 
circuit court must report the disposition of all offenses required 
to be reported to the CCRE. 

The CCRE is required under the Code of Virginia to furnish 
criminal history records upon request to local, State and federal 
criminaljl.1stice agencies within the State, fe.:!eral law enforcement 
agencies, the armed forces of the United States, and any agency of 
any other state which maintains a repository of criminal records, 
or the chief law enforcement officer or agency of any other state. 
Such records shall not be made available to the public. 

Appendix D to this plan contains excerpts from the Code of 
Virginia re the CCRE, current disposition reporting, CCRE dissemination 
responsibilities, and dissemination limits. 

With support from the FBI's National Crime Information Center 
(NCIC) and LEAA and State funding, the Department of State Police has 
recently implemented a system of computerized criminal histories CCCH), 
which will make criminal history information derived from the Central 
Criminal Records Exchange (CCRE) and from the FBI available to all 
agencies with computer terminals, provided these agencies enter into 
a user's agreement with the Department of State Police. 

CCRE records and CCH records are open to inspection and 
challenge by the individual. This availability frees the individual 
from the dangers of erroneous ~nformation and further operates to 
promote information accuracy. 

The Department of State Police then, presently serves as 
a central repository. The procedure and forms for mandatory reporting 
of certain dispositions to the Department have been established. The 
development of the computerized criminal histories (CCH) system makes 
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criminal history information available to agencies within seconds 
or minutes of a request. The rights of the individual are protected 
by the consolidation of all information about his criminal history, 
and by his right to review that information for accuracy and 
completeness. Criminal justice needs, existing federal regulations 
and proposed federal statutes strongly encourage the creation of 
an organization that can serve as the sole source of complete 
criminal history record information on arrests reported under 
§19.2-390, maintain comprehensive information, and exercise 
supervision over the reporting, maintenance and dissemination of that 
information. The Department of State Police Criminal Records 
Exchange meets this need in Virginia. 

A central repository must receive dispositions of all arrests 
reported to it in a timely fashion. It must be able to demand certain 
levels of quality in information submitted .to it. Further, ,. inquiries 
should ,be made of the repository prior to any dissemination to insure 
that complete and accurate information is disseminated. 

_ Specifically lacking- in the present format of the CCRE is 
input from changes of status in the corrections process. The reporting 
of such information would permit statistical analysis of the overall 
functioning of the criminal justice system and of the effectiveness 
of various ways of dealing with different types of offenders and 
crimes. As discussed earlier, the Department of Corrections is 
participating in the development of information systems which will 
provide offender status and handling information but the reporting 
of this information should be provided for under leg~slative authority. 

c. Summary Recommendation 

Existing state statutes should be amended to include prompt 
reporting of each disposition, including changes of status in the 
corrections process to the central repository, by all criminal 
justice",agencies in Virginia as soon as feasible and in no in,stance 
later than 90 days of the formal transaction. 

4. Penalties 

a. For Agencies Directly Under the New Rules and Regulations 

Subpart B of the new regulations in the Code of Federal 
Regulations which sets fqrth the operational procedures for the 
collection, storage, and dissemination of criminal history record 
information, annual audits, and an individual's right to access 
and review also contains penalties. 

Any agency or individual violating that subpa~t of the 
regulations is subject t'o a fine not to el[ceed $10,000. In addition, 
LEAA may initiate fund cut-off procedures against recipients of LEAA 
assistance. ' 

b. For Agencies Brought Under the New Rules and Regulations 

LEAA" holds that the intent of the .new regulations will be 
undermined if criminal justice age~c::ies not directly covered by the 
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regulations receive without sanctions, criminal history record 
information from those that are covered. Such sanctions must subject 
those agencies not directly covered which violate the regulations 
to penalties equivalent to those applicable to agencies covered 
by the regulations. 

Without or until legislation is pass~d specifying appropriate 
civil or criminal penalties for violation of the regulations by all 

.receiving agencies, those agencies covered by the regulations must 
exact user agreements before making dissemination to agencies not 
covered whereby the receiving agency agrees to be subject to the 
fines under the regulations and the Crime Control Act. 

Passage and enforcement of a State statute specifying 
appropriate civil or criminal penalties for violation of the new 
regUlations by all receiving criminal justice agencies would 
obviate the rieed of user agreements for intra-state dissemination. 
While alleviating an awkward situation, such legislation would not 
meet the needs of the Commonwealth for standardization and interpreta­
tion of procedures, audit, an appeal body for determining validity 
of contested challenges to the correctness and completeness of 
criminal history record information, strengthening the role of the 
CCRE as the central repository of complete criminal histories, and 
legislative sanction of disposition reporting not presently in the 
Code of Virginia (Department of Corrections status change reporting). 

c. Under Recommended Legislation by General Assembly 

The preceeding discussed the expedient of user agreements to 
bring all receivers of criminal history record information under 
operating procedures and penalties of the new rules and regulations 
in the Federal Code of Regulations. 

The basic approach of the Virginia Plan for Privacy and 
Securi ty o;'f Criminal History Record Information, however, is 
the recommendation of a package of legislation which places into 
State statutes or rules and regulations issued by a duly empowered 
~egulatory authority the same operational procedures for collection, 
storage, and dissemination of su(::h information as are required to 
implement the new rules and regulations. 

One intent of new statutes, rules and regulations is obtaini.ng 
complete, accurate, and timely information for the administration 
of criminal justice and, in the process, protecting individuals 
from the use of incomplete and inaccurate information. The recommended 
legislation places responsibility for enforcing provisions for 
control of criminal history record information on the regulatory 
authority. One means of determining violations of statutes, rules, 
regulations and procedures is through the conduct of audits. But, 
whenever a criminal justice agency is determined to be continually 
in non-compliance a petition for mandamus or injunction would be 
sought through the Attorney General or appropria'l:e Commonwealth I s 
Attorney. In add! tion" the Council on Criminal Justice will be 
requested to approve a policy for suspension of any current or 
future funding of programs. under its jurisdiction while an agency 
remained in non-compliance. 
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Another intent of new statutes, rules and regulations is 
to limit dissemination to purposes~of administrat:ion ofc+,imina,l 
justice with limited, specific exemptions. This is directed at 
protecting individual rights of pri vg.:cy'- and security ~ It is in, 
this area of concern that crimilital penalties providing for the' 
possibility of jail confinement are recommended. It is recommelldeq, 
therefore that the offense of willful and intentional unlawful 
dissemination of criminal history record information be rna¢le a 
class 2 misdemeanor. Failure to accord an individual the right 
of access for review should also be considered. Here a willful' 
and intentional offense is recommended to be a class 3 misdemeanor. 
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PART II 

APPROACH 

A. INTRODUCTION 

As of JUne 19, 1975, many State and local criminal j"\lstice 
agencies are directly covered by Part 20 (Criminal Justice Infor­
mation Systems) to Chap'ter I (Department of Justice) of ']J.tle 28 
(Judicial Adininistratiolrl) of the Code of Federal Regulations • 

. Appendix E contains a copy of these regulations and a proposed 
change thereto which is reflected in this plan. 

The r.egulations arE:! directly applicable to all State and local 
agencies and individuals collecting, storing, or disseminating 
criminal history record information processed by manual or auto­
mated operations where such collection, storage, or dissemination 
has been funded in wholE~ or in part with funds made available by'c 
the Law Enforcement Assistance Administration since July 1, 1973. 
Within the constraints of fiscal, techn!cal, and administrative 
obstacles, agencies directly covered b~/ ithe Department of, Justice 
regulations should now be instituting procedures to comply with 
the specific requiremeni:s of the regulations. At a minimum, the 
requirements of access and review described in Section B 50f 
Part II must be completely operational prior to March 16, 1976. 
Appendix F lists those Virginia Criminal Justice Agencies covered 
by Federal Regulations as of January 1, 1976. 

As indicated in its Foreword, this plan is designed to promote 
the responsible collection, storage, and dissemination of criminal 
history record information'throughout the Commonwealth. With pass­
age of appropriate legislation by the General Assembly rules, , 
regulations, and procedures issued by the duly authorized regulatory 
mechanism would require at a minimum that all agencies collecting, 
storing, or disseminating criminal history record information . 
carry out their business within the following common framework: 

• Reporting of each disposition including correctional change 
of status to the ceRE or the arresting law enforcement agency 
in the case of class 3 and 4 misdemeanors as promptly as 
feasible but in any event within ninety (90) days after 
occurrence. 

• Processes for da1:a collection, entry, storage, and quality 
control to minimize the possibility of recording and storing 
inaccurate infonnation. 

• Dissemination limitations for criminal history record infor~ 
mation, whether directly or through any intermediary, to ~nly 
those agencies anduindividuals duly authorized by sti;ltute, 
regulation, or court order/rule. 

• Adherence to established general policies on use by or dis­
semination to non-criminal justice agencies or individuals 
regarding, 1) arrest record information, 2) use of c~iminal 
history record information only for purpose given, 3) 'no 
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, further dissemination i and 4) refus·al to confirm ,or deny 
the existence or non-existence of criminal history information 
for employment or licensing checks except as provided for 
by ,statute or executive order. 

• Non-dissemination of juvenile records except as specific~lly 
authorized by statute or court order/rule. 

• Retention of appropriate records or microfilm copies thereof, 
to facilitate external audit of adherence to statutes and 
regulations regarding criminal history rec~~d information. 

• Installation of data processing technical security measl,lres, 
management control policies including accountability and 
-responsibility, physical protection, personnel training, 
and access restrictions which will insure the confidentiality 
and security of criminal history record information. 

• Provisions for the individual subject of criminal history 
record information to become aware pf his right to access 
and review of that information for purposes of accuracy and 
completeness, exercise.that right without undue burden, 
obtain administrative review, make administrative appeal, 
and (should a record be corrected and upon request) obtain 
the names of all non-criminal justice agencies to whom the 
data have been given. 

• Notification of all criminal just,ice recipients of corrected 
information whenever and however an inaccuracy is found. 

B. OPERATIONAL PROCEDURES 

1. Completeness and Accuracy 

The Department of Just,ice Rules and Regulations, Code of 
Federal Regulations, Chapter 1 of Title 28, Part 20, Subpart B, 
§20.2l require that criminal justice agencies affected by the 
regulations establish procedures to assure that criminal history 
record information be complete and accurate to the maximum extent 
feasible. This is required by Section 524(b) of the Safe Streets 
Act of 1973. 

These regulations are binding on those criminal justice 
agencies in Virginia which have received LEAA funds subsequent 
to July 1, 1973, for the collection, storage, or dissemination 
of criminal history record information. Those agencies must 
comply with the regulations by December 31, 1977. Appropriate 
legislation has been submitted to the Virginia General Assembly 
to requireeffe.ctive procedures to assure completeness and 
accuracy ofcrirninal history record information collected, stored, 
used, or disseminated by any crimina:l justice agency- in the 
Conunonwealth. Such legislative proposals are consistent with the 
Department. of Justice regulations. 

'a. Enhancem~nt of CeRE 'Functions and Comprehensive DisP9stions 
Reporting 

Exipting Virginia statutes should be amended to provide for 
'malldato~yand prompt reporting of each disposition, including changes 

of status ,in the corrections process, to the central repository (CCRE) 
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or to the arresting law enforcement agency, in the case of class 3 and 4 
misdemeanors by all criminal justice agencies in Virginia as soon as 
feasible but in no case later than ninety (90) days;;.of the formal 
transaction. 

b. Query Before Dissemination 

The Department of Justice regulations §20.2l(a) (1) provide 
that in those States that have central State repositories "procedures 
shall be established for criminal justice agencies to query the " 
central repository prior to dissemination of any criminal history, 
·record information to insure that the most up-to-date disposition 
data is being used." Exempt from this requirement are "those case,s 
where time is of the essence and the repos'itory is technically 
incapable of responding wi thin the necessary tilne period." ' 

In order to bring all Virginia criminal justice agencies 
into operational agreement with the requirement for "query of the 
central repository before dissemination'" appropriate legislation 
has been submitted for inclusion with thE; CCRE legislation. 

c. Systematic (Internal) Audit (Quality Control) 

The Department of Justice Regulations [20.21(a) (2)] require 
systematic (internal) auditing as a means ofguaraIiteeihg the 
completeness and accuracy of·criminal history record information. 
These quality control procedures should be part of the operational 

. procedures for all agencies. 

(1) Delinquent Disposition Monitoring 

It is recommended that the regula.t'ory authority adopt 
rules/regulations requiring all criminal justice agencies 
to institute procedures for delinquent disposition 
monitoring. Such procedures should provide for checks 
to obtain dispositions which are" not received by the 
estimated due date. Procedures should also piirovide '0' 
for routinely withholding dissemination to non-criminal 
justice agencies prohibited from receiving arrest record 
information over one year old when no disposition of 
the charge has, been recorded and'no active prosecution 

\l of the charge is pending. ' 

(2) Accuracy Verification 

In order to obtC!.in accuracy veJ;'ification,al1c'riminal 
justice agencies, should institute a process of dat,a 
collection ,entry, storage, and systematicaudit~, 

'that will'minimize the possibility bfrecording and 
storing inaCcllrate information., S,uchprocedures 
should include random inspection of thE! 'records , 
compared against source records to determinei£ data 
handing procedures are,being :correctly·. followed. ' 

" . '"'.' 
, ' 

2. Limits on Dissemination , ,', 

Dissemi~ationof·c~iminal history; record ~infonnati9Xlto > ,"< 

agencies, ax:d indi vici~als~sl:i,;mited to' onlytnqse' spe~i£ic:(p~rpo13e~,,/:' . 
and coudl. tl.on~ set forth1n~2Q.21(b)Ofthe'.~~w .r~le$n"aJ:lcl"reg?lati9l'l'S 
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and with the further restrictions that use of criminal history record 
information disseminated to non-criminal justice agencies under the 
regulations shall be limited to the purposes for which it was given 
and may not be disseminated further. (See Appendix A for definition 
of dissemination.) 

Additionally, the regulations specify that no agency or' 
individual shall confirm the existence or non-existence of criminal 
history record information for employment or licensing except as 

. provided in procedures in the regulations discussed in subparagraphs 
(1), (2), and (5) of a. below. 

The following are operational procedures which would either 
be enacted into the Code or issued by the regulatory authority. 
These procedures are taken from the new regulations and are already 
being implemented by directly affected agencies as well as by 
agencies not directly affected, and should be implemented pr.omptly 
by additional agencies brought under the regulations by user 
agreements. 

a. Redissemination/Contractual Agreements/Sanctions 

Section 524(b) of the Crime Control Act provides that criminal 
history record information (See Appendix A for definition) "shall only 
be used for law enforcement and criminal justice and other lawful 
purposes." The rules and regulations promulgated for that purpose 
require that this plan set forth operational procedures which will 
insure that the dissemination of criminal history record information 
is limited whether directly or through any intermediary only to a 
specific listing of agencies and individuals and for specifically 
stated purposes. LEAA, in its instructions providing clarification 
and explanation., of the regulations and intended to assist those 
affected by the regulations .in understanding their impact, recognized 
that criminal history record information would, in the course of 
normal criminal justice processes, be disseminated to agencies not 
directly subject to the regulations. For this reason operatioJ,'lal 
procedures are required to insure that dissemination restrictions 
on affected agencies are not violated as a result of disseminations 
to intermediary agencies not directly subject to the regulations. 
Therefore, procedures must include that 'written notice of the 
disseIrlination restrictions be given to receiving agencies and that, 
accompanying the notice of dissemination limitations and restrictions 
would be a contractual agreement to which the receiving agency must 
expressly concur in writing before the dissemination is made. The 
agreement would specify that the dissemination of criminal history 
record information is';subject to cancellation if the receiving 
agency knowingly violates the requirement relating to redissemination, 
internal use, and physical security. 

The agreement would also stipulate that the receiving 
agency shall agree to be subject to fines under the regulation 
and the Act for knowingly violating the regulations. 

Once notice of the regulations has been given and a receiving 
,agency has agreed to abide by them,late.r disseminations to the 
receiving agency would be made under thesarne agreement. 
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Appendix G is the standard form contract suggested for' use 

by all Sta.te and local agencies directly subject, to the r~gula..tions 
and for the use of those criminal justice agencies who subsequently 
come under the regulations by reason of having executed the contract, 
should they make further dissemination. When the Code ·of Virginia 
is amended to impose the same dissemination limitations and 
restrictions as contained in the new regulations, the use of the 
standard form contract will no longer be required for intra-state 
dissemination among criminal justice agencies. 

NOTE: 

Great care should be exercised in dissemination of criminal 
history. record information. All NCIC criminal history records 
based on reports of arrest and subsequent dispositions in other 
States which are obtained from the National Crime Information 
Center (NCIC) of the FBI by communication linkage of the Virginia 
Criminal Information Network (VCIN) to NCIC or by other co~uni9ation 
linkage with NCIC are subject to Subpart C of the new rules and 
regulations which apply to interstate exchange of criminal history 
record information utilizing MCIC's CCH. Continued exchange' of 
such information is subject to cancellation of dissemination if 
made outside the receiving departments or related agencies (not 
defined). Thus, such information should be clearly marked, NOT 
FOR REDISSEMINATION to avoid cancellation of service. 

. ,.~ 

(1) Dissemination to Criminal Justice Agencies 

Dissemination may be made to criminal justice agencies 
for the purposes of the administration of justice and 
criminal justice employment. Until the Code of Virginia 
is amended, dissemination by ceRE is limited to the' ' 
provisions of §19.2-389 with the added restriction on 
NCIC records discussed in the note above. 

Dissemination by other criminal justice agencies is 
also governed by §19.2-389 in that recordsoptainedfl:'om 
CCRE shall not be made available to the public and by' 
the new rules and regulations whiqh permit a crinti,nal, 
justice agency to dissemina.te to another criminal: justice, 
agency for administration-of criminal justice purposes 
and criminal justice agency employment. (See ApP$!ndix \)' 
A for a broader definition of criminal. justice agency 
than that affecting CCRE unCler§19. 2'-389.) subunits, 
of non-criminal justice agencies performing a function, 
of the administration of criminal j.ustice pursuant ,to 
statute are included in the definitj,or~ of qrim:i;nai 
justice agency, RecommendeC{legislati.on wouldp,rovide .. 
unifornii ty regarding eligibility to receiv~cri:ntinal' .' '.' 
history record information. . . . <, 

(2)' Dissemination' :re: Statute/ExecJ,ltive O+d~~"Refe~rin<1 
to Criminal Conduct' , " .. "" .. " 

Criminal justice agencies are permitted, \Uld~r' them!~',,/ 
. rules and regulations, to dissero1nat,e1;:o iRsuCh'othe;r:' 'i '. 
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individuals and agencies which require criminal history 
record information to imp1emen~ a statute or executive 
order that expressly refers to criminal conduct and 
contains requirements and/or exclusions expressly based 
upon such conduct. However, in this case the following 
general policy applies: 

"Criminal history record information concerning the 
arrest of an individual may not be disseminated to a 
non-criminal justice agency or individual if an interval 
of one year has elapsed from the date of the arrest and 
no disposition of the charge has been recorded and no 
active prosecution is pending." 

In Virginia the only such statute is 524.1-26 regarding 
the Board of Elections. Proposed legislation would 
permit dissemination to agencies of political sub­
divisions of the State for conduct of investigations 
of applicants for public employment, permit, or license 
whenever, in the interest of public safety, it is 
necessary to determine, under a,du1y enacted ordinance, 
if the past criminal conduct of a person with a conviction 
record would be compatible with the nature of the 
employment, permit, or license under consideration. 
Other legislation being introduced for regulation of 
the private security industry would permit similar 
screening of applicants for employment in registered 
private security firms. 

(3) Dissemination to Non-Criminal Justice Agencies Providing 
Services for Criminal Justice Administ~ation 

Cr~mina1 justice agencies may disseminate to "individuals 
and agencies pursuant to a specific agreement with a 
cri~ina1 justice agency to provide services required 
for the administration of criminal justice pursuant to 
that agreement. The agreement shall specifically 
authorize access to data, limit the use of data to 
purposes for which given, insure the security and 
confidentiality of the data consistent with these 
regulations, and provide sanctions for violation thereof." 

(4) Dissemination to Non-Criminal Justice Agencies for 
Research and Statistical Activities 

Criminal justice agencies may disseminate to "individuals 
and agencies for the express purpose of research, evaluative, 
or statistical activities pursuant to an agreement with 
a criminal justice agency. The agreement sh(;!.11 specifically 
authorize access to data, limit the use of data to research, 
evaluative, or statistical pux-poses, insure the confidentiality 
an'd security of the data consistent with, these regulations 
and with Section S24(a) of the Act and any regulations 
imR;tementing Section 'S24 (a), and provide sanctions for 
the'vio1ation thereof." ' 
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Section 524(a) of the Act is contained in the commentary 
to Section 20.2l(b) (4) of the ,new regulations which are 
contained in Appendix Ehereto. 

Proposed rules governing confidentiality of ident~fiable 
reUearch and statistical information implementing section 
524 (a) were published in the-' Federal Register, September 24, 
197~. As defined therein information identIfiable to a 
private person--means information which either is labeled 
by name or other factors and can be reasonably interpreted 
as referring to a particular private person. 

(5) Dissemination to Government Agencies re: Employment 
Suitability or Security Clearance 

Criminal justice agencies may disseminate to "agencies of 
State or federal government which are authorized by 
statute or executive order to, conduct investigations 
determining employment suitability or eligibility for 
security clearances allowing access to classified 
information. II 

(6) Dissemination on Court Order or Court Rule 

Criminal justice agenci~.s may ,disseminate to individuals 
and agencies where aut17.0rized by court order or court .. r~le. 

(7) Validation of Receiver's Right of Access 

The Department of Justice regulations §20.2l(b), as 
interpreted by LEAA, requires that before any dissemination 
occurs, the disseminatiIJ,g agency must 'be certain that 
the requesting agency or individual is permitted to receive 
information under the regulations. The disseminating 
agency must review the text of the allthorization of ·a 
non-criminal justice agency whichcla:'ims to be authorized 
to receive information pursuan;t to a st.,atute,executive 
order, i~r court order or rule; J if the dl,~seminating 
agency is not certain that the claimedadt.hori.za~.ion is 
proper authority for dissemination, it shc>'t .. \lc;l refuse to 
release the information pending an opinion by appropriate 
legal counsel. ,', 

b. Restrictions on Dissemination 

(1) Juvenile Record (non) Dissemination 
,. 

Virgini'a law (§16.l-l62, Code of'Virgipia) states that 
juvenile court records "shall be open to. the child's, 
parents and attorney and to such other persons as the 
judge or the judge of a court of record inni$discretibn 
decides have a proper .interest therein ••• Ii This 1 ' in 
effect,removes'juvenile information ,frOm.all existing 
procedures related. to collection, storage, and.di,sseminCltion 
of criminal history reeorq information, 'and ";t:rQIn the ' , 
provisions of the Departinent4 of . Justice Regqlatiorls,CoQ,e 
of Federal Regulations, Chapl;er 1 of Title ,28, Pal;'t ,.20" . 
Subpart B, §20.21(d). ' , , 
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(2) Confirmation of Record Existence 

The Department of Justice Regulations, Federal Code of 
Regulations, Chapter 1 of Title 28, Part 20, Subpart B, 
S20.21(c) (3) states that "no agency or individual shall. 
confirm the existence or non-existence of criminal record 
information for employment or licensing checks" except 
as provided: 

• to "criminal justice agencies, for purposes of the 
administration of criminal justice and criminal justice 
agency employment" 

• to "implement a statute or executive order that expressly 
reters to criminal conduct and contains requirements 
and/or exclusions expressly based upon such conduct" 

• to "agencies of State or federal government which are 
authorized by statute or executive order to conduct 
investigations determining employment suitability or 
eligibility for security clearances allowing access to 
classified information." 

(See Dissemination re: Statute/Executive Order Referring to 
Criminal Conduct in a. (2) above for applicabii:ity in Virginia.) 

(3) Secondary Dissemination by Non-Criminal Justice Agencies 

The Department of Justice regulations §20.21(c) (2) provide 
that "use of criminal history record information disseminated 
to non-criminal justice agencies under these regulations 
shall be limited to the purposes for which it was given 
and may not be disseminated further." 

(4) Dissemination Without Disposition 

In effect, the Department of Justice regulations §20.21(c) (1) 
states that criminal history record information concerning 
the arrest of an individual may not be disseminated to a 
non-criminal justice agency or individual which requires 
criminal history record information to implement a statute 
or executive order that expressly refers to criminal conduct 
and contains requirements and/or exclusions expressly based 
upon such conduct if an interval of one year has elapsed 
from the date of the arrest and no disposition of the charge 
has been recorded a:nd no active prosecution of the charge 
is pending. 

This would have an impact on the Virginia Board of Elections 
which operates under S24.1-26, Code of Virginia. (See 
conunents in a. (2) above.) 

3. Audits 

The requirement for audits is introduced in Part I, B.2. An 
,," outline of procedures which would be issued by th~ regulatory authority 
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is presented in Part II, C. The procedures contained in this section 
are those required of criminal j~stice agencies so that audits may be 
conducted when administrative provisions for conducting audits have 
been established. 

The regulations require that each agency shall institute 
operating procedures for: 

a. Recreating Data Entry 

Documents (or microfilm copy thereof) shall be maintained 
such that an individual's record reflects the participating agencies 
in the criminal justice system that have contributed to such record, 
and shall reflect the specific individuals who made the entries on 
the source documents supporting such record system. 

Source'documents (or microfilm copy thereof) of data entry 
shall be maintained for those elements of criminal history record 
information for which the agency is responsible. 

b. Dissemination Logs 

Dissemination logs shall be maintained indicating the agencies 
or individuals both in and outside of the State to which criminal 
history record information is released. 

• such file shall be preserved for a period of not less than 
three years from the date of information dissemination 

• such file shall indicate, at a minimum, the agency or 
individual to which information was released, the date 
of release, the individual to whom the information relates, 
and the items of information released 

• such file shall include specific numeric or other unique 
identification making possible an identification link 
between the disseminated information and the record 
from which it was extracted 

c. Record of Notification of Correction 

When inaccurate data is corrected on a record which has been 
disseminated in inaccurate form, an agency shall immediately not:bfy 
agencies known to have received the information. Corrections to 
records should be foi\warded in hardcopy (letter or computer printout). 
A record shall be maintained of agencies notified and the date that 
notification was sent . '\ 

4. Security 

The following prov~s~ons for security of criminal history record. 
information are based upon a proposed change to. the regulations pub1ished ... ~ 
in the Federal Register on October 24, 1975. Heaz:ings haveb~en 
concluded on the proposed change. It is understood that the change 
will be published at some time in the future esseritiallyas it appeared 

- '. . . , 
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in the Federal Re~ister. However, the lead-in statement to paragraph 
d below may be sll.ghtly revised. If necessary, a change to this plan 
will be issued. 

I 
I 

a. General Security Provisions II 
Any criminal justice agency which receives, stores, disseminates, 

or uses criminal history record information (as defined in the 
introduction and Appendix A to this plan), whether by automated or 
manual methods, will develop and apply internal agency procedures in 
conformance with the following general security procedures. 

Ii ('/ 

(1) Select and supervise all personnel authorized to have 
direct access to criminal history reGord information. 

(2) 

(3) 

(4) 

(5) 

Assure that an individual or agency authorized direct 
access is responsible for (A) the physical security of 
criminal history record information under its control 
or in its custody and (B) th~ protection of such 
information from unauthorized access, disclosure, or 
dissemination. 

Provide that each employee working with or having access 
to criminal history record information"is familiar with 
the substance and intent of the new rules and regulations 
in the Federal Code of Regulations and with rules, 
reg~lations, and procedures issued by the State's 
regulatory authority. 

Provide that direct access to criminal history record 
information shall be available only to authorized 
officers or employees of a criminal justice agency 
and, as necessary, other authorized personnel essential 
to the proper operation of the criminal history record 
information system. 

In addition, the Central Criminal Records Exchange (CCRE) 
will institute reasonable procedures to protect criminal 
history record information from unauthorized access, 
theft, sabotage, fire, flood, wind, or other natural or 
man-made disasters. 

II 
I 
I 
I 
I 
I 
I 
I 
I 
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b. Prevention of Unauthorized Access to Computerized Informationll 

Where computerized data processing is employed, effective and 
technologically advanced software and hardware designs will be institutedl 
to prevent unauthorized access to such information. 

c. Conformance With Virginia Criminal Justice Computer­
Operations Security Standards 

A Virginia Criminal Justice Computer Operations Security 
Standards Manual is now being drafted for coordination, review, and 
coro~ent to provide security standards covering access to criminal 
history record information system facilities, systems operating 
environments, data file contents whether while in use or when stored 
in a media library, and system dissemination. When approved, this 
man~al will be issued by the regulatory authority. 
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IIi the interim, until issuance of the manual, criminal just.j.ce 
agencies should be guided by security standards contained in Federal 
Information Processing Standards Publication, FIPS Pub 31 - Guideline~ 
for Automatic Data Processing Physical Security and Risk Management. '" 
This pUblication is av~ilable' from the Superintendent of Doc,pments, " 
U. S. Government Printing Office, Washington, D. C. 20402, at $1.35. ~ 

d. C~iminal Justice Agency Authority over Computer Operations 
Policy 

A criminal justice agency shall have authority to set and 
enforce policy concerning those computer operations which support 
criminal history record information processing, by specifically 
providing that: 

(I) Criminal history record information be stored by the 
computer in such manner that it cannot be modified, destroyed, 
accessed, changed, purged, or overlaid in any fashion by 
non-criminal justice terminals. 

(2) A designated criminal justice agency employee will specify 
and certify for operational use programs that will prohibit 
inquiry, record updates, or destruction of records from 
any terminal other than cri.minal justice system terminals 
which are so designated. 

(3) The destruction of records is limited to specifically 
designated terminals under the direct control of the 
criminal justice agency responsible for.creating or 
storing the criminal history record information. 

(4) Designated criminal justice agency employees will specify 
and certify for operational use such programs to detect 
and store for their output all unauthorized attempts to 
penetrate any criminal histq~y record information system, 
program, or file. " 

(5) Such program{s) in (4) above, shall be know~ only to 
criminal justice agency employees responsible for criminal 
history record information system control or individuals 
and agencies pursuant to a specific agreement with the 
criminal justice agency to provide such programs and the 
program{s) kept continuously under maximum security 
conditions. 

5. Individual Right of Access 

The Depar:tment of Justice regulations [20.21 (g) 0.)] provide 
that any individual shall, "upon satisfactory verification of his 
identity, be entitled to review, without undue burden to either the 
criminal justice agency or the individual, any criminal. history 
record information maintained about the individual and obtain a 

, 
-.. ; 

copy thereof when necessary for the purposes of challenge or. .' 
correction." The operational procedures to insure ,the "individua:J.'s :j 
right of access and review of criminal history infol;mation for .'~ 
purposes of accuracy and completeness" are to be operatioIialinthose ,'j 

agencies directly covered by the regulations on or befo.reMarch 16, 197Ei .":,~ 
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The section below sets out operational procedures designed 
to satisfy requirements in the regulations for (a) public notice, 
(b) individual authorization to review criminal history record 
informatiqn, (c) identification prior to review, (d) availability 
of records, (e) record review, (f) obtaining a copy of a record, 
(g) record challenge and request for correction, and (h) administra­
tive appeal. These procedures provide for the individual's right 
of access and review only for purposes of accuracy and completeness 
of (1) criminal history record information arising from arrests for 
class 3 and 4 misdemeanors maintained by the arresting law enforce­
ment agency in accordance with §15.l-l35.l of the Code of Virginia 
and, (2) criminal history record information from arrests for felonies 
and class 1 and 2 misdemeanors maintained by the Central Criminal 
Records Exchange (CCRE) based upon reports made to the CCRE in 
accordance with §19.2-390. 

Legislation has been proposed to amend §19.2-390 to require 
court cle~ks t9 report dispositions of class 3 and 4 misdemeanors 
to the law enforcement agency making the arrest, which agency shall 
file the disposition report with the arrest record required to be 
maintained by §15.l-135.l. 

Provision for administrative appeal is contained in proposed 
legislation. Should need arise for administrative appeal prior to 
the time such provision becomes effective, the individual or his legal 
counsel should request appointment of an appeal panel by the Governor. 
Such request should be directed to the Secretary of Transportation 
and Public Sa(ety. 

a. Rules for Access and Point of Review 

(1) Public Notice 

The Department of State Police shall print once each 
year informational posters for use throughout the State 
in all law enforcement agencies and in other official 
public buildings. Public notices shall give information 
that -

• Any individual may review for purposes of accuracy 
and completeness criminal history record information 
arising from arrests for class 3 and 4 misdemeanors 
maintained about him by the arresting agency by 
applying at that agency during normal working hours • 

• Any individual may review for purposes of accuracy 
and completeness the criminal history record information 
arising from arrests for felonies and class 1 and 2 
misdemeanors maintained about him at the Central Criminal 
Records Exchange by applying at any law enforcement 
agency with a computer terminal on the Virginia Criminal 
Information Network (VCIN) during normal working hours. 
The poster will list locations of all such agencies. 
A person may apply to make a review of such information 
at any law enforcement agency without terminal access 
to CCRE during normal working hours, in which event 
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he may be charged a fee not to exceed $5.00 by the 
agency to cover administrative costs of obtaining the' 
record. 

• In the event the individual after his review believes 
the information to be inaccurate or incomplete he may 
institute established procedures to seek correction 
or completion of th~ information and that such procedures 
will be made known to him. 

(2) Irldividual Authorized to Review Record 

Prior to any record review by an individual, the agency 
shall request verification of identity; the agency may 
require fingerprint verification where that capability 
exists; however, at a minimum, a Commonwealth of Virginia 
Operator's license, non-operator's I.D. card, photo 
identification card of the Department of Defense or other 
federal agency or of another state or of any municipality 
shall be required. 

b. Additional Mechanisms for Review 

(I) Persons Without Ready Access 

The opportunity to exercise the right of review of a 
current CCRE criminal history record or records of class 
3 and 4 misdemeanors maintained by the arresting law 
enforcement agency shall be provided those within the 
State penal system at the time of their confinement as 
part of the standard intake process and again at, or 
immediately prior t6, the proceedings of" the Probation 
and Parole Board. 

Individuals residing outside the Commonwealth may obtain 
their Virginia records for review and a copy thereof, if 
necessary, for purposes of challenge by making that, request 
through a non-Virginia criminal justice agency governed 
by the Department of Justice Rules and Regulations, Code 
of Federal Regulations, Chapter I of Title 28; Part 20. 

{2} Record Review 

Reasonable assistance shall be provided the individual 
in order to make the record understandable. 

{3} Obtaining a Copy of the Record 

Copies of the individual's record shall bemad~ (ivai lable ", 
to the individual and/or his legal counsel only wb~,n such 

'copies are required for the purpose of initiatinqA 
challenge to the record • 

• The individual and/or legal counsel shallbeprovide4 
with a copy of his record if after-review he actl:(ally 
initiates a challenge and indidatesarecord, copy is', 
needed to pursue the challenge; 
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• Such record copy shall be prominently marked or stamped 
to indicate that the copy is for review and challenge 
only and that any other use thereof would be a violation 
of 42 USC; page 3771; 

• A record copy shall not be supplied to the indivi1ual 
at the request of at potential employer, except as required 
by state or federal law; 

• The agency may charge a reasonable fee, not to exceed 
$1.00 per: page, for the duplication of the record. 

c. Challenge by Individual 

An individual who takes exception to the contents of criminal 
history record information provided him shall submit his exception 
to the record contents in writing, on a form designed and provided 
for. that purpose by the Central Criminal Records Exchange. 

• The agency in which the record is reviewed and challenged 
shall then forward the original challenge. form to the 
Central Criminal Records £xchange and/or the law enforcement 
agency maintaining the record of class 3 or 4 misdemeanors • 

• The agency shall keep a copy of the challenge form. 

(1) ChaJ+~nge of Record Maintained by CCRE 

If the qhallenge is made to a record received from the 
<..:mtral repository, the Department of.State Folice Central 
CrimLlal ~ecords Exchange shall initiate· the following 
actir'n upon receipt of a challenge form: 

• rheCentral Criminal Records Exchange shall cause the 
individual's record in computerized and non-computerized 
files to be flagged with the message that the record is 
under challenge. This "flag" shall accompany all 
disseminations of this information while the record 
is being checked. 

• The Central Criminal Records Exchange shall conduct a 
comparison of the original input forms and the 
information contained in the repository files and 
reviewed by the individual. Any errors ~herein 
discovered shall be corrected. 

• If no error is found, the Department of State Police 
shall forward a copy 'of the original challenge form, 
a copy of the CCRE form, and any other rel~vant 
information to the agency or agencies which CCRE 
records indicate as originating the information 
under challenge, and shall request them to examine 
all relev~nt files to determine the validity of the 
challenge. 
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• The CCRE shall notify the·:~1-gency in which the record 
was reviewed of CCRE' s acti,pn. . The agency where review 
and challenge occured shal~ not1fy the individual and/or 
his legal ~ounsel of CCRE's action. 

• The employee supervising recordkeeping in the agency 
responsible for originating the challenged information 
shall conduct an examination Of the agency's source 
papers, the content of the chi1',llenge, and information 
supplied by the CCRE (when av~ilable) to discover 
discrepancies in the information transferred from the 
source documents to the documents reviewed .by the 
individual. 

(2) Challenge of Record Maintained by a Law Enforcement Agency 

If the challenge is made to a record of class 3 or 4 
misdemeanors received from the arresting law enforcement 
agency, that agency shall initiate the followi~g action 
upon receipt of a challenge form: >' 

• The agency shall cause the ind! vidual.' s record in the 
file to be flagged with the message that the record 
is under challenge. This flag shall accompany all 
disseminations of the information while the record 
is being checked. 

• If the challenged information pertained to the arrest 
information, the agency shall examine ail relevant files 
to determine the validity of the challenge and make 
necessary corrections if error(s) are found. The agency 
shall then notify the agency where review and challenge 
occurred. 

• If the challenged information pertained to the disposition 
information, the agency shall compare the contents of the 
challenge with the information supplied by the clerk of 
the court; and if no error is found, forward the challenge 
to the clerk of the court originating the disposition for 
examination of court records pursuant to the challenge~ 
The arresting law enforcement agency shall notify the 
agency in which the record was reviewed of this action. 
That agency shall notify the individual and/or his legal 
counsel of the action taken. 

• The clerk of court shall cause the court records to be 
compared with the content of the challenge to determine 
if there are discrepancies in the documents maintained 
by the arresting law· e,nforcement agency or documents 
reviewed by the individual. The clerk of the co.urt 
shall tqen notify all agencies party to the challenge 
(arresting law enforcement agency and agency in which 
the record was reviewed) olf the results and any 
corrective action necessary_ The agency in which, the 
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challenge occurred shall notify the individual and/or 
his counsel of the action taken. 

d. A&ninistrative Review 

Jf, af'ter the agency originating th.e information addressed 
Lt the cha:llenge has conducted an examination of the records pursuant 

" to.ete challenge, the individual is dissatisfied with such examination 
',' he-".o~' h.l.c" legal counsel may request adminL3t!:ative review of such 

9hiillehge .'is ·follows: 

_"Request in' writing that an agency official, other than the 
official who made the first decision about his challenge, 
review the challenge and make a decision thereon. 

_ An official shall be selected by the agency head to conduct 
all such reviews of challenges. 

_ Tpe indiviqual shall be notified of the decision of the 
revie~..ring official within thirty (30) days of submission 
0+ the written request. 

e. Administrative Appeal 

. Proposed' legislation would place responsibility for hearing 
,,all: aqnu.nistrative appeal upon the regulatory authority if,. after the 

aWriinistrati v'::! review, the individual to whom the information. relates 
is: not sa.tisfied and wishes to pursue the challenge further. Until 
such legislation becomes effective, the individual or his legal 
counsel should, within thirty (30) days of notification of the decision 
of the administrative review, request appointment of an appeal panel 
by the Governor. Such request should be directed to the Secretary 
of Transportation and Public Safety. 

Procedures governing the appeal process will be established 
by tlfe regulatory authority and, in the interim if required, by the 
Qfficsof the Governor. 

f. "Correction/Notification of Error 

If an error is found, an agency shall do the following: 

_Cc;,~rect all affected documents in its possession. 

- Whlare such information is maintained in the files of CCRE 
or ano-t~er law en:i:orcement agency, notify th~ d,epartment 
of Stat;.~Policeor the a'gency maintaining t11e re"cord in 
wri ting . of the correction (s) to be m,ade. ' 

- Notify a~l known criminal just:i ,:e .... ecipients of errOT'eous 
informa.tion of correction(s) to be made • 

• Request that the CCRE or agency maintaining the record notify 
all known criminal justice recipients of the correction(s) 
to be made. 
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~ " ',' . 
• Notify the iIldividual at his req'Q,est, in writing, .at no 

cost, of all known non~criminal justice recipients of the 
information. - . ' ' 

" :,'- -,' ~;~.: 
-.. .;.~,. , 

• Request that the CCREor agency maintaining the record. supply'·· < 
the individual athis request, in writing, at.nocostwibll·,' ' .. ,,~ 
a list of known non-criminal justice recipients oferrQrteou$,:: 
information. '" "'~~:l'~~ 

If no error is found, the agency shall notify· the Central,"" 
criminal Records Exchange or agency maintaining the record,theageric}~~.,.':·' 
in which the record wa.s reviewed, and the individual of thisfirtding.:' ',' <'i: 

\:;:<} 
R~gardless of what action is takeni all affectedparties,. ,,' ."\\~~) 

including the agency in which the record was reviewed, the individua:l '~%' 
and/or his legal counsel, and the CCRE and/or agency maintainin<J,th¢<., ./;~~ 
record, shall be notified of the agency' saction within 39 days o:f .,'". ,,' .. ;i.'" 
the origin~ting agency's receipt of the challenge forril.. . '.>:~~ 

c. OUTLINE OF AUDIT PROCEDURES TO BE ESTABLISHED BY d THE REGULATORY' ' 
MECHANISM 

The Department of Justice Regulations, Code of Federal R~gulation:s,'~ 
Chapter 1 of Title 28, Part 20, Subpart B, §20.2l(e) require the 
State to adopt auditing procedures that II insure that" annual audits: 
of a representative sample of State and local criminal justiceagericies 
chosen on a random basis shall be conducted by the state to verify . 
adherence to these regulations and that appropriate records shall 

'be retained to facilitate such audits.1! ' , 

Detailed auditing rules/regulations will be developedandiss~et;1 
by the duly authorized regulatory mechanism, such that 

• Sampling procedures be established for the examination .of 
specific records at the repository level to be traced thrq;ugh 
internal update procedures back through field input processing 
to terminate at the so'Urce document. . ... 

• Audit review would include, but not be limited to,examinatiQn 
of record accuracy ,completeness , effectiveness of .. the . 
systematic audit procedures, evidence of dissemination 
limitations, security provisions, and the individual's right 
of access. 

• Source documents, from which criminal history information 
stored at the repository is d.erived and othElr ipformation: 
necessary to support annual auqits, such Cl,S complete , 
dissemination logs ~nd\icating the names' of' all persons: 
or agencies to whom information froIri·~he CeRE' oriroin.l;"ecords, . 
maintained by law enforcement agellciesconcerning c~a'ss .. ., 
3 or 4 misdemeanors is disseminated. andthe>date'df' '. " 
dissemination, shall Be maint.ained by:crimina,ljustice " . 
agencies. "'. , '. 

• The'CCRE shall be. audited on a an~'lUal basis, and'al'lP,ther 
criminal justice. a.gencies shall ·beselec:ted. fot'la1.ld4.t.i.rig G 

", . 
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bya weighted, random-sample method such that the sample is 
_,representative of the State criminal justice system and 
such that all agencies of a specific type and size 
classification have an equal·chance of being selected. 
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,PAAT III 

MAJOR MILESTONES 

The table lists all req~ired, operational procedures and the duties for implementation 
by agencies covered by the new ,rules and regulat::ionsin the F,ederal Code()f Requlations,o ' 
Passage of needed' legislation providing, f,or a regulator1 mechanism. and leg~lat;i.on" to ~ 
enhance the value of criminal history records in the criminal justice process lind,to r/ 
improve the privacy and security of criminal history records h~s been ineroduce<;1 in the' J' " 
1976 Sess'ion of the General.Asse!:lbly. The commencement qf implementation of more 
specific procedures by the regulatory mechanism for all criminal justice agencies could 
follow in the second half of 1976 and early 1977. All operating procedures woul<;1be 
implemented by December 31, 1977. 

OPERATIONAL PROCEDURES 

~ompleteness and Accuracv 

Complete Disposi~ion Reporting from: 

Police 
Prosecutor 
District Courts 

, Circuit Courts 
Probation 
Correctional Institutions 
Parole 

Query Before Dissemination 

Systematic Audit (Quality Control): 

De'linquent Disp,')sition Monitoring 

Accuracy Verifi!='ation 

Limits, on Dissemination 

Contractual Aqree\nents/~lotices and 
Sanctions in Effect For: 

Criminal Justice 1o.qencies 

Non-Criminal Justice Agencies 
Granted Access by Law orE~ecutive 
Order 

Service Agencies UnderCont~act 

Research Organizations 

Government Agencies ~e: Emolovrnent 
Suitabili~y and 5ecurit1 Clea:ances 

Vallc1ating Receiver's Right of 
Access 

MAJOR MILESTONES 

~ 
! 
i 

f 

1 

Agencies Covered 
by Regulations 

Shoul Be,,;' ~!ay ~ieed 
ImplemN'tea Delay 
Prior t'o·-l ", Up to 
1231 77 12/33:/77 

x 
x 
x 
x 
x 

x 

x 

x 

x 

x 

x 

x 

x 
x 

. 29 
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Re.trietipns on: 
"~, 

Juvenil~ Record Dissemination 

".,-"-

Confimation of Record Existence 
',j 

Seeqndary. DisseJ!!in~tion by Non­
C~iminal Justice Agencies 

·Di .. em~nation .Without Disposition 

!~ (Audit Trail) 

~ecreating Data Entry 

Dissemination Logs 

Security 

Prevention of Unauthorized Access 

Conforming with Virginia Criminal 
Justice ComDuter uoerations 
Sec~ity Standards· 

Criminal Justice Agency Auth"rity 
Over Computer Operations Policy Re: 

Data Security in computer 

( 

C .. rtified, Inviolable Computer Program 

Positive Control of Record Destruction 

Certified Program. to Detect and 
Record Unauthorized Penetration 
Attempts 

S.c~ity of Unauthorized Penetrati~n 
DetecUon Programs 

~neral S,ecurity Provisicms: 

Physical Security 
- Unauthorized Access 
Physica.l Proj;ection Against: 

Access to Equi~rnent 
. 'rhett, Sabotage 
Fire" Flood, Othe!- ~1atural Disaster 
~ployee, Training Program 

Individual RiqhtofAc:::ess 

.~le. lor Access 
point of It!!v,ie',,, and ~echanisll\ 
Challenqe-by Individual 

.A4m.1rtlstrati iie Re'lle'N' 
~ini~trative ~ppeal 
Co~rectlon~oti=i:::ation of Error 

.. ~ 

: 

MAJOR "ILESTONES (Cont.) 

Aqencies Covered 1976 Session 
by Regulations ofVirqinia 

General ,~ssemblv 
Should Be !-!'ay Need 
Implementec Delay 
Prior To Up To 
12/31/77 12/31/77 

(Not Crill iinalHistc ry Record Inform 
; 

x i x 
, 

~ 
. 

x x 
I-

X t- x 
:. 
I: , 

x ; x I 

l x I I 
X 

I t I 

x x 

Note 1 x 

'. 

t 
Note 1 x 
Note 1 x , 
Note 1 x 

Note 1 x 

x x 

x 
X I 

I 
x I 

.! 
X i (. x j 
x I I I I ! 
* I i 
* 

I ~ 
I t • ! ~ l • i 

X .. 

I 

I 
I 
I 
I 
, 

; 
1 
I 
1 
~ 
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Recnilatorv 
Mechani.Sm' 

tion in Va.) 

X 

X 

x' 

x 

x 
x 

x 

x 

x 

x 
x 

x 
x 
x 

x 
~ 
x 
x 
x 
x . 

'Hote 1 - Based upon an estimated cate for promulqation of Virginia Criminal Justice Ccmputer 
opel;'ations' Security Stanc..1rdS.oi l\uqust l, 19i6, agencies directly covered by the regulations 
"y",e11- need" undl 12131/77 to fully comply. 
*lIun.be i!tl9lemented by 3/l 6 1'7.6 • 
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PART IV 

RESPONSIBILITIES OF INVOLVED AGENCIES 

A. NEED FOR LEGISLATION 

The Code of Virginia has recognized (bJ?e importance for crimin~l 
justice administration of reporting all al:iests and subsequent court 
dispositions for all felonies and class land 2 misdemeanors, the 

. positive identification of persons reported on, t.,he collection and 
storage of this criminal history information, and the needs for 
its dissemination to crimiI'lal justice agencies and non-availability 
to the public. This "criminal justice system" relationship of ,the 
Central Criminal Records Exchange (CCRE) with criminal justice c, 

agencies is contained in §l9.2~388 to §l9.2-390 of the Code. 

with the assistance Clf federal and State funding, through grants;.· 
from the Virginia Council on Criminal Justice since 1973, the 
Department of State Police\ have developed and operate a.mode+n 
communication network and computer facility, the Virginia 'Crime 
Information Network (VCIN), which makes computerized criminal 
histories (CCH) and other information of tactical importanqe 
for law enforcement instantly available at over 83 computer, c. . 

terminals. Dissemination of non-computerized records·· to "a, 1 1 'userS' 
and computerized records to agencies without terminals is,v~a.the 
U. S. Postal Service. . 

Further development of the VCIN!CCH system to include.basic 
status-change information of persons under various forms of State 
control by the Department of Corrections is in progress through 
an Offender-Based Transaction Statistics subsystem (OBTS) •. Other 
correctional programmatic information on Department of Corrections 
handling of offenders will be computerized by further capability 
expansion of the VCIN!CCH!OBTS by development of an Offender-Based 
State Corrections Information System (OBSCIS). These 'development 
programs are also with federal and State funds·. The· resUlting 
system will essentially constitute a comprehensive Criminal· Jus.tice 
Information System (CJIS). 

o 

The Supreme Court of Virginia is completing a, Dis.trict Colirt 
Uniform Docketing and. Case load Reporting System, also with federal. 
and State funds. 

The foregoing developmental effort has and will vastly improve 
the value of criminal history record info:rmationto ':Virginia's 
criminal justice system, a value already recognized in the COde., 

o . , 
Those State and local agencies which receive funding after 

July 1, 1973, for the purposes just described, are'subjec.ttQ"tne 
provisions .regarding criminal history information found in 'S:52.4:;tb) , 
of the Crime Control Act of 1973 and g,ew rules and regulations in' ' 
the Code of Federal Regulations stemming£rom the,. Act .. ·.The-resulies':' 
of this are to create a situation wherein a significantnl.unJ:jer: "of' 
criminal justice agencies in Virginia must meet more .d¢tailed: . }. j 

() 
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requirements for the collection, storage, and dissemination of criminal 
history record information than must other.such agencies in the 
Commonwealth. 

The Regulations prov~de that where dissemination of information 
covered by the regulations is made by an agency subject to the 
Regulations to an agency not subject to the Regulations, the personnel 
of the disseminating agency are subject to severe fines under the 
Crime Control Act and the Regulations for any misuse of the disseminated 
information by the receiving agency. In the absence of legislation 
which applies to all of Virginia's criminal justice agencies, each 
agency subject to the Regulations can protect its personnel from 
liability only by executing an agreement with each recipient not 
subject to the Regulations. Under the agreement, the receiving 
agency would place itself under the Regulations and accept the 
'responsibilities and penalties therein~ Needless to say, the process 
coulq become an administrative nightmare. If the exchange of criminal 
history information is to continue between the immediately affected 
agencies serving 55% of the State and agencies serving the balance 

, of the State, each disseminating agency will be required to ascertain 
what agreements exist and are in effect. This situation constitutes 
the most compelling reason for immediate legislative. action placing 
identical procedures for handling criminal history record information 
on. all criminal justice agencies. 

!~: -

In order to establish a more consonant relationship amongst all 
elements of the criminal justice system, certain additional provisions 
for the handling of criminal history record information and safeguarding 
individual privacy and security are needed in the Code·. Parts I and 
I~ of the Virginia Plan for Privacy and Security of Criminal History 
ReCord Information develop, discuss, and recommend.these additional 
prgvisions which are contained in the legislation before the General 
,Assembly. 

It was necessary that the Governor of Virginia have this plan 
prepared for submittal to the Law Enforcement Assistance Administration 
by March 16, 1976, pursuant to a revised requirement of the regulations. 
The plan was prepared by the Division of Justice and Crime Prevention 
but every effort has been made to reflect ~d address the concerns 
and comments of State and local agencies and local governments. 
Whi\le remaining responsive to the provisions of the new rules and 
regulations, the plan has been very much shaped by an enormous 
amount of effort and attention devoted to it by a great number of 
people throughout the Commonwealth. 

B. COST-IMPACT ANALYSIS 

A survey of the cost to implement operational procedures in 
agencies directly affected by the new rules and regulations was 
conducted. Based upon responses to the survey an estimate of 
costs' to implement these procedures throughout the Commonwealth 
wasprepa:r~d by the Division of Justice and Crime Prevention 
and is contained in Appendix H. 
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C. PREPARATION OF LEGISLATION ,/1 

Legislation has been prepared by representatives of the Office of 
the Attorney General, the Division of Legislative Services, and the 
Division of Justice and Crime Prevention. Proposed legislation haS 
been, coordinated with the Virginia State Crime Commission. Alternative 
mean's of regulating the collection, storage, dissemination and use 
of criminal history record information exist. Which form of regulation 

.will be enacted is not known. There is, however, general support for 
passage of legislation at the 1976 session of the General Assembly. 
In this event, legislation would become effective November 1, 1976. 
Many provisions of the federal regulations would then be directly 
applicable to all criminal justice agencies within the Commonwealth. 
Other provisions would be promulgated by the regulatory authority 
following the Administrative Process Act, Chapter 1.1:1 to Title 9 
of the Code of Virginia (§9-6.l4:l et. seq.). Apditional legislation 
could then be considered at the 1977 session of the General Assembly, 
based upon the experience gained in operating under the new provisions 
in the Code. 
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Appendix A 

TERMS - DEFINITIONS AND APPLICABILITY 

The following terms' have been used as key concepts in th~ 
development of the Virginia Plan for Privacy and Security of Criminal 
History Record Information. These terms have been used with rega~d 
to the meaning given them in Department of Justice and LEAA documents. 

The following documents are cited as reference points for 
definitions and applicability of the terms: 

Ref. (1) - Department of Justice Regulations, Federal Register, 
May 20, 1975. 

Ref. (la) - Commentary - Department of Justice Regulations. 

Ref. (2) - LE.AA Planning Instructions, June 30, 1975. 

Ref. (3) - LEAA Supplement No.1, August 20, 1975. 

Ref. (4) - LEAA Supplement No.2, September 30., 1975. 

A. Administration of Criminal Justice: 

Ref. (1) - means performance of any of the following activities: 
detection, apprehension, det~ntion, pretrial release, post-trial release, 
prosecution, adj udication, cc,)rrectional supervision, or rehab:ili tation 
of accused persons or criminal offenders; and shall ihclude criminal 
identification activities and the collection, storage, and dissemination 
of criminal history record information. 

1'> • ~ 

B. Criminal History Record Information: 

Ref. (1) - means information collected by criminal justice agencies 
on individuals, consisting..,of idenf:ifiable descriptions and notations 
of arrests, detentions, inaictments, informations, or other formal 
criminal charges, and any disposition arising therefrom, sentencing, 
correctional supervision, and release. 

Ref. (la) - if notations of an arrest, disposition, or otiber 
formal criminal justice transactions occur in records other than the 
traditional "rap sheet," any criminal history record information 
contained in such reports comes under the definition of this~,subsection. 

Ref (3) - criminal history record information must contain both 
(1) identification,data sufficient to ·identify the subject oftne 
record and, (2) notations regarding any "formal criminal justice " 
transaction" involving the identified individual. Fingerprints are 
not required for a record to be criminal histQry record information, 
if it otherwise is covered by the definition. 

Exceptions 

Ref. (1) - identification information such as fingerprint record$ 

:".,,' 

"I 

. :.;r. 
, " 

. ", 
.. ~ 

. :~ ;. -,~ 

- ,.,<: 

A-I 
,;! 

' __ ~ ~',,~,-- (.it 



to the extent that such information does not indicate involvement of 
the individual in the criminal justice system. 

Ref. (2) - statistics which do not reveal the identity of 
individuals. 

Ref. (2) criminal records of corporations. 

I. 
I 

Ref. (3) - the document originally prepared to record facts about I' 
the transaction (e.g. the report of a crime scene investigation, 

. individual arrest report, report of court action on an individual). 

NOTE: I 
§16.1-16.2 Code of Virginia removes juvenile information from 

the scope of the Department of Justice Regulations and from the 
definition and procedures relating to the term "criminal history 
record information." 

C. Criminal History Record Information Collections: 

Ref. (2) - means criminal justice information systems which 
contain data on arrests and other criminal justice system transactions; 
for example, subject-in-process, prosecution management, and inmate 
records systems. 

Ref. (3) - source documents that are filed alphabetically, 
thereby allowing a search by name for retrieval of all such records 

'related to an individual are criminal history record information; 
~ index system which permits a search of documents filed chronologically 
would be, in conjunction with the documents, criminal history record 
information. 

Ref. (4) - regulations apply to combinations of any non­
chronological index and file which might be used to assemble or 
permit retrieval of a summary criminal history on an individual. 
If, as a result of automatic data processing, the equivalent to an 
alphabetical manual index exists, such automated files would likewise 
be subject to the regulations. 

Exceptions 

Ref. (2) - posters, announcements, or lists for identifying 
or apprehending fugitives or wanted persons. 

Ref. (2) - original records of entry, compiled chronologically 
and required by law or long-standing custom to be made public, if 
such records are accessed on a chronological basis. 

Ref. (2) - court records of public jUdicial proceedings compiled 
chronologically, if such files are solely within the management and 
control of a court system. 

Ref. (2) - published court opinions or public judicial proceedings. 
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Ref. (2) - record of traffic offenses maintained by [tate 
departments for the purpose of regulating the issuance, sl.spension, 
revocation, or renewal of driver's or other operator's licenses. 

Ref. (2) - announcement of executive clemency. 

D. Criminal History Record lnformation System: 

Ref. (1) - means a system including the equipment, facilities, 
procedures, agreements, and organization thereof, for the collection, 
processing, preservation or dissemination of criminal hist.ory 
information. 

E. Criminal Justice Agency: 

Ref. (1) - 'means courts, and a government agency or any subunit 
thereof which performs the adrninistration of criminal justice purs\1~nt 
to a statute or executive order, and which allocates a'substantial 
part of its annual budget to the administration of criminal justice •. 

Ref. (la) - traditional police, courts, and corrections agencies 
as well as subunits of non-criminal justice agencies performing a 
function of the administration of criminal justice pursuant to ' ' 
Federal or State statute or executive order; umbrella-type administra:­
tive agencies supplying criminal history information se,rvices (e. g. 
New York's Division of Criminal Justice Service). " 

Ref. (2) - a governmental agency or subunit thereof would be 
one having an agency head administratively responsible to elected 
public officials or to persons appointed by elected public officials; 
must be expressly authorized by statute orexerutive, 6rderto ' 
perform one of the functions of the administra';"~\::m of criminal 
justice; and must allocate a substantial part of its annua.l bUdget 
to the administration of criminal justice; this agency should have 
as its principal function one of the functions of the administration 
of criminal justice, but it is not necessary that suchan agencybe 
exclusively performing administration of criminal justice f'l,1nctions. 

Ref. (2) - criminal justice agency !!lay include subunits of,' 
non-criminal justice agencies performing a function .of the administra..,. 
tion of criminal justice pursuant to a Federal or State, statute or 
executive order; it is possible fora functional sub-unit ,of a data 
processing agency to qualify as a criminal justice agency~ 

Ref. (2) - the level in the organization defined tobea criminal 
justice agency must be construed narrowly to meet t.he intent of the' 
regulations. 

Exceptions 

Ref. (2) - corporations and other private agencies which by G 

contract perform important functions related to criminal justice. 
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Ref. (2) - agencies and individuals which provide only funding, 
oversight, staff services, general supervision, or policy guidance 
without regularly engaging in the day-to-day management or administra­
tion of criminal justice activities; in infrequent and exceptional 
cases a chief executive may be considered as part of a criminal justice. 
agency. 

F.. Disposition: 

Ref. (1) - means information disclosing that criminal proceedings 
have been concluded, including information disclosing that the police 
have elected not to refer a matter to a prosecutor or that a 
prosecutor has elected not to commence criminal proceedings and 
also disclosing the nature of the termination in the proceedings; 
or information disclosing that proceedings have been indefinitely 
postponed and also dis'iclosing the reason for such postponement. 

Ref. (la) - othel- unspecified transactions concluding criminal 
proceedings within a particular agency. 

Ref& (2) - the formal c0nclusion of each stage of a case as it 
moves from arrest through th~ criminal justice system; includes 
police, prosecutor, court, and corrections actions; and such other 
actions as pardons or executive clemency or appellate court decisions 
reversing or modifying earlier actions. 
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G. Dissemination: I 
Ref. (2) - means transmission of criminal history record information 

to individuals and agencies other than the criminal justice agency 
which maintains the criminal history record information; includes 
confirmation of the existence or non-existence of a criminal history 
record. 

Ref. (3) - the release of criminal history record information 
by an agency to another agency or individual. 

Exceptions 

Ref. (3) - use of the information by an employee or officer of 
the agency maintaining the records. 

Ref. (3) - reporting the occurrence or the circumstances of a 
criminal justice transaction (the reporting of an arrest or other 
transaction to a local or State repository is not disse~ination). 

Ref. (3) - reporting data on a particular transaction to 
another criminal justice agency so as to permit the initiation of 
subsequent criminal justice proceedings. 

~ 

Ref. (4) - reporting of criminal history record information to 
the FBI. 
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Excerpts From the CODE OF VIRGINIA Re: Court Records 

§ 16.1.-87. Civil dodif!t. -- Fvr ea.ch district court huving jurigdiction of. ciyil 
Rl!liollS there s11all be a civil docket, on whicb sball be erll~red all civil a,:;tions 
or Iroceedings ~e~ore the court. Such dock~ts sb~n be ~n~~:ltajned as public 

records for a period of twenty veal'S, after wi:ieh tht"Y··n1~·Y be destroyed. ,(1956 
51'''. 1958 t'78' 1979 7!'io. 11l";o' (",:.' ' " • , C. otJ, , C. 0, _, c. ..,0, v (v, C, 'J J'L) 

§ 16.1-91. Papers to be numbered, indexed and filed, - Upon the return of 
the warrant or motion for judgment to the court with the r.eturn of the officer 
thereon showing service on one or more of the defendants it shall be given a 
number by the judge or clerk, which shall be the file number for that partieu!!!r . 
warrant or motion and all other papers relating to that pc.1l'ticular case. The file­
number of each case shall be placed upon the papers and upon the court dOCl<et .,_. 

and other records v:here the ease appears, WhcTIf:\,(\r a:1Y hction or (jth~i' . 
~l'ocecding is di~posed of by the court, aE papers in the ca,te ::.113.11 be r:r.curelv 
fac.;tened t0gether and numbered, and filed in (!onsccutive OI,(lC:" and presGr.\·Gcl 
as provid~d hy law, All wrirs of fieri ff\cias or othBI' writ~ ir.slJcd in thE'. (~de shall 
bear the !lle number, and upon being returned to i:lle court 01' e10rk's (rffl'~eE.han 
be placed with ihe other papers. In e(1.ch such court there sh;,\iJ be kept:in index 
on which there shall }w maint::tined in gJphaiJ;;.tical order thi Tiamcs of aiJ 
uefcndants, and the file number assigned to th~ p~'oceeding in which the 
defendant appear;;. (1956, c. 055; 1958, c. 578; 1975, c, 334.) 

J " § 16.1-130. Criminal dockets. - For each court not of record ha'villg 
., jurisdiction of criminal matters there shall be a criminal do.cleet, 0. n ~. lh. ieh s .. hall 

be entered all cases tried and prosocuted and all matters cominglibefore the 
court, and the final disposition of the same, together with an account of c(),sts 
and fines assessed. Such dockets shall be maintained as public records for a 
period of twenty years, after which they may be destroyed. (1956, c. 555; 1962, 
c. 108.) 

§ 16.1-133. Papere retaine(\ fer payment offin~; when papers indE!~ed, filed 
and preGel'Ved in the tthl court. .- In any case in which the .defehdant is . 
permitted by, the jUtJ~e to pay in installments any finejmposedupo:p. him, the 
papers ll1ay, If otherw}se ~eqUJ~ed to b~ returned to a courtof re,cQrd; bere~u~eq 
In the trlal court foj' Sllcn perIOd llotm exc.ess of three ye".rs:rftel" cQnvlctlOn 
as may be r~quir:ed, ior the paymento! the finear until thesu;;pens.ibrt is.rev6J{~d; .' 
All papersm cn}TIlllal proceedings·whichare not required to beteturne<;ftQa . , 
court of recotd. shall be properly h.dexed, filed .and .preserved in the tri?-I¢9urt, '. ' . 
as public records . for a perioq· of twenty years; after which they '. maybe' ; 
destroyed. (1956, c; 555; .1962,c. lOS.) . 

§ 17-27. How proceedi~gsofcourtdrawn up andsigned.-Theproceedings 
of every court sball be entered in a pook,kept for the purpose to 'be known as. 
t~e order book. After being corrected when it is necessary· the record, shan-be 
slgneq by. the presiding judge. In the even~of t~ejlld.geof. a court dyjng. retiring" , 
or Jeslgnmg, heretofore. or hereafter, Without havmg s.lgtled: all ,of the ord~rs 
or . ecreesendorsed by hun for entry and en~redih t~e ()r~er h()~kg of the .court "' ... ' 
by thecJerk thereof, It shall be lawful for either theJudgeappomtedto~JI1'the 
vaca9~ycaused.by such death, reth:elllent,artesi!tna;tiQn,.or;arY'judge 
~p,omted to preSide over the court untIl such va~ancy IS fdl~dt to 'sign s~ch of " 

h
e orders or decrees so entered of record as, had not'been Signed by the Judge 

w 0 endorsed them- for entry; and when so signed, they'shall be of the same 
{srce and effect as if they had 'been s,i(tned by such judge'iil ,his lifetime. (COde. 

19, § 5962;)940,~: 364; 19~4"c.l1;,19.66,.c. ~85.),. " .' /' . '," . 
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The purpose of tills section is to provide for 
kHpin, the 1'ec:o~d8 of every court correctly, 
by making it the duty of the clerk to enter them 
in a book, and to read them in open court to the 
judge, and in the presence of the bar, so thatany 
errOrs in or· omissions from them might be 
corrected. Barnes v. Commonwealth, 92 Va. 794, 
23 S.E. 784 (1895). See New York Life Ips. Co. 
v. Barton, 166 Va. 426, 186 S.E. 65 (1936). 

A >court· speaks only through its orders. 
Cunninghamv. Smith, 205 Va. 205, 135 S.E.2d 
770 (1964). . 

Which must comply with law. - In those 
cases where thejurisdiction <if the court depend!> 
upon 'compliance with certain mandatory 
provisions oflllW, the court's order, spread upon 
its order book, must show such compliance or 
jurisdiction is not obtained. Cunningham v. 
Smith, 205 Va. 205, 135 S.E.2d 770 (1964). 

. Court proceedings should be recorded as of 
the day . they take place. Carpenter v. 
Commonwealth, 193 Va. 851, 71 S.E.2d 377 
(1952). 

And should be entered chronologically. -
Court$ of record are required to maintain order 
books for the purpose of recording 
systematically the daily proceedings had in 
court. Orders should be entered by the clerk 

. chronologically. McDowell v. Dye, 193 Va. 390, 
69 S.E.2d459 (1952). 

All orders need not be recorded 
immediately. - It is not the practice in this 
State, and indeed it would be physically 
impossible, for th~ clerk to record all of the 

. orders .on the order book immediately, or for the 
\judge forthWith to sign them. The universal 
practice is thatthe clerk ex~nds the orders upon 

the permanent recorU otthc CIjJII'l;j~st:t!l;soon 
as possible, and they ate thercdtel' rend illQul!n 
court and signed liS ord"l'~ of tht date when "the 
judgmc>nt." 'were proncuncj!d. '{his practice is 
recogni7.C'CT 'by this 51;<:"(lon. Dalev. , ... 
Commonwealth, 132 Va. 621. 111S.E.111 (I9!!2). 

Couti order carrying into ertect its pilar 
oral pronouncement should have been s]Jrt!fld 
upon the order book under the date Upon which 
it was approved and endorsed for entry a\ld 
should not have been antedated as of the dai,e 
of the oral pronouncement. McDowell v. Dye, 
193 Va. 390, 69 S.E.2d 459 (1!15~). 

Signing orders of last day of tC!l'm 
authenticates all orders. - If only the orders 
of th~ last day of tllc term are signed, this is 
sufficient authentication of all the orders of tlie 
term which are spread on the record and which 
precede the signature of the judge, t.hough the 
reasonable inference frum this section is that the 
orders of eaeh day should be f.cparately signed. 
Weatherman v. Commonwealth, 91 Va. 796, 22 
S.E. 349 (lS95). 

Presence of accused not nece!)sary when 
orders signed. - It is not necessary that the 
accused should be present when orders are 
signed. Wllatherman \'. Commonwealth, 91 Va. 
796, 2'2 S.E. 349 (1895). 

Amendment of record after the term. -
After the term at which a cas!'! is tried the court 
cannot amend its records, unless there is 
something in the record by which amendments 
can be safely made. They cannot be made upon 
the individual recollection of the judge, or upon 
proof aliunde. Barnes v. Commonwealth, 92 Va . 
794,28 S.E. 784 (1895). See also Sydnor v. Burke, 
25 Va. (4 Rand.) 161 (1826). 

§ 17.2R. Order books. - There shall be kept in the office of the clerk of every 
circuit court, except as otherwise provided herein, two order books, to be known 
as the common-law order book and the chancery order book, in which shall be 
recorded, in the common-law order book, all proceedings, orders and judgments 
of the court in all matters at common law, and in the chancery order book, all 
decrees, and decretal orders of such cOlld, in matters of equity and all matters 
pertaining to trusts, the appointment ... ild qualification of trustees, committees, 
administrators, executors and guardians, except when the same are appointed 
by ~h~ clerk of such court, in which event the order apP?inting sll~h 
admlDlstrators or executors, shall be made b~ the clerk and by him entered III 
a certain other book, to be known as the clerk s order book. In any circuit court, 
the clerk may, with the approval of the chief judge of such court, by order 
entered of record,divide the common-law order book into two sections, to be 
known as the civil common-law order book and the criminal common-law order 
book. All proceedings, orders and judgments of the court in all matters at civil 
common law shall be recorded in the civil common-law order book, and all 
proceedings, orders and jUdgments of the court in all matters at criminal law 
shallberecorded in the criminal common-law order booJe 'rhe action of any court 
which has established a separate criminal common-law order book prior to J~lly 
one, nineteen hundr~d seventy-three, is hereby validated. In any J?roceedmg 
brought for the condemnation of property, all proceedings, orders, Judgment$ 
and decrees of the court shall be recorded" in the common-law order book of the 
cou. rt. The recordation prior to January one, nineteen hundred seventy-four, of 
aU proceedings, orders, judgments and decrees in such cases, whether entered 
in the com. mo. ~-law order book or the chance~ order book of any court, is hereby 
decJared,a vahd and proper recordation of toe same. (1926, p. 750; 1932, p. 765; 
1936,p;557; Michie Code 1942, §5962a; 1962, c. 233; 1973, c.9; 1974, c.524.) 

§ 17·43. RC'cOJ;'ds, f;,tc •• open to inspection; copies. -"-- The records andr.apers 
Qf ev~ry c~urt .. ~hnll b~opfm to jn~pection by any person and the clerk shal , when 
requ!recl, lurm:;h C.OPIet3 thel'~of,except in cases In which it is otherwise specially 
pru\,lded.,Tl:o C·€r"Llflcate of tne cler!c to such copies shall, if the paper copied be 
.rccorded m a bound volume, c(t,ltam the name and number of the volume and 
,th.~ pae~ or folio atwhieh the recordation of the paper begins. No person shall 
bepermlttetl to use the c-Ierk'ii office for the purpose of maKing copies of records 
in ~uch ~allner, or. to s \1<.' hextent, as will interfere with the business of the offiee 
or Winl i!S reass,nable U8e by the general public. (Code 1919, § 3388; 1920, p. 2ft; 
1930, p~353; 19.;;G, p. 1'1; 1942, p, 242; 19404, p. 40; 1946, p. 56; 1947, p. 96; 1~ 
c.286.) . . ..... 
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§ 17-78. Clerk to make index to each of his books.- The clerk of every 
coUrt .shall have an index to each bookhejs required to keep, except those,for 
which S'eneral indexes are required and kept, or p~rmitted and kept, making 
convement. reference, to every order, record or en~ry: therein. Every execution 
and every Judgment or decree for money shall be mdexed, as well m the name 
of the person against whom as in the name of the person in whose favor tlie . 
same is. (Code 1919, § 3391; 1942,p. 179.) 

Judgments not regarded as docketed as to 
defendant in whose name it is not indexed. -
Sections 8-377, 8-378, former 8-390 and this 
section, with respect to indexing and docketing 
judgments, require that a docketed judgment 
shall be indexed in the names of all the parties 

to the judgment, and should not be regarded as 
docketed as to any defendant in whose narneit 
is not indexed. These names must be set out. and 
the omission of the christian name is fatal to the 
judgment. Richardson 't. Gardner, 128 Va. 676. 
105 S.E. 225 (1920). 

§ 17-79. General indexes for clerks' offices; daily index. - (1) There shall 
be kept in every clerk's office modern, family name or ledgerizedalphabetical 
key-table general indexes to all deed books, miscellaneous liens, will bOOKS, 
judgment dockets and court order books. The clerk shall enter therein daily with 
pen and ink or typewriter all instruments admitted to record, indexing each 
Instrument in the names of all parties appearing therein who are thereby shown 
to be affected by the instrument. . ,. 

(2) A deed made to one or more trustees to secure the pa.ymentof' ali 
indebtedness shall be sufficiently indexed if the clerk' shall enter in . the 
appropriate places in the general mdex to ~eeds provided for in paragraph (1) 
the names of the grantor and the name of the beneficiary or, in lieu of the nalUe 
of the beneficiary, the fir&t listed trustee as grantee. . 

(3) A deed made by a person in a representative capacity, or by devisees or 
coparceners, shall be indexed in the names of the parties and the name of the 
former record: title owner, shown by the instrument. 

(4) The, general indexes of law and chancery causes shall besufficicntly kept 
if the clerk shall index such causes under the short style or title thereof, except 
that in multiple suits brought under § 58-1107, the names of all of the defendants 
disclosed by the pleadings shall be entered in said general index or book. 

(5) Every deed of conveyance of real estate in which.a vendor's lien is reserved 
shall be double indexed so as to .show not only the conveyance from the, grantor 
to the grantee in the instrument, but ,also the reservation of the lien as if it werf' 
a grant of the same from the grantee to the grantor by a separate instrument 
and the fact of the lien shall be noted in the index. 

(6) All deed books, miscellaneous liens, will books, judgment dockets and 
court order books shall be numbered or otherwise adequately designated and 
the clerk upon the delivery of any writing to him for record required by law to 
be recorded shall duly index it upon the general index in the manner herembefore 
required and when the writing has been actually transcribed 011 th".! book shall 
add to the general index the number of the book in which, and the page on which. 
the writing is recorded. 

(7) The clerk on receipt of any such writing for record may immediately index 
it in a book to be known as the "daily index of instruments admitted to record" 
and within ninety days after its admission to record the clerk shall index all such 
writings .indexed in the daily' index in the appropriate general index.:.Is 
hereinbefore'provided. The dally index book shall, at all times, be kept in tht! 
office of the clerk and conveniently available for examination by the pUblic. 
During the J.Jeriod permitted for transfer from the daily index to the general 
index, indexmg in the, daily index shall be a sufficient compliance WIth tlw 
requirements of this section as to indexing. . 

(8) The judge of any circuit court in term odn vacation may make such order 
or orders as he:,may deem advisable as to the time and method of indexing the 
order books in the clerk's office of the court and may dispense with a general 
index for order books of th, e court. (Code 1919, § 3394; 1920, p. 105; 1926, p. 125; 
1936, p. 82; 1944, p. 355; 1952, c. 34; 1960, c. 146; 1974, c. 515.) 

§ lfl.24W. CIeri;:s to file and imh:x fjuch wan'm~ts lind ii;O'.l~ ex('('u t.um r j'on 
unp8id f.:nes; whell destroyed ... - UpOlll'eceipt of lhe w::m·.I.i·:t~~ undr:r S ] 9.2-~~5, 
the clerk of th~ (~ircuit court Ghall file and prC'p(~l'Iy il"de:i. al'~ S:Hn~' Ilnd, '.',hen 
ne·l!essary, ,iSS~c. eXF:lcu.tj~n 01' other Jll'oper It'~C('~6 upon th')~,;~' finr;';.:l11c! co.;t;-. 
or co~ts, l.'r;mammg UlllJau.l af:: though f-jLl\!h fm~·-:: ~nd cost~~ JJ().(i hea,) mlil0<:(:(~ 1:1 
his COUlL Such "!:-H'tant~ shdl he J'l1ajntaim~d F}\ pll hlir rl?r"i,d~ fOi.· }1 p~l'i;)d td' 
twenty years, after whkh thr::y may be dectl·oyt.!i.i. \GOdCl Ul50, § 19J-a~m; Hl!)O, c. 

c. 366; 1:}62, c .. MG; 1975, c. 4S5.} 
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Appendix C 

OFFENDER BASED TRANSACTION STATISTICS 
(OBTS) DATA ELEMENTS 

Source: The data elements which follow were obtained from SEARCH 
Technical Memorandum #4, January 1972: Implementing 
Statewide Criminal Justice Statistics Systems - The.Model 
and Im1lementation Environment. Data elements for the 
virgin a OBTS have not been determined" at thi"s time g 

by the Criminal Justice Information Systems Management 
Review Board. 

POLICE/PROSECUTOR DATA ELEMENTS 

1. *State ID Number 
2. *FBI Number (if available) 
3. *Arresting Agency (NCIC code) agency, county 
4. *Date--Arrest 
5. *Charged Offense--Most Serious (NCIC code, 2 level) 
6. *Police Disposition 

1. Transfer Other Law Enforcement Agency 
2. Transfer Other Agency 
3. Released 
4. Other 

7. *Birthdate 
8. *Sex 

1. Male 
2. Female 
3. Not Stated 

9. *Race 

1. White 
2. Negro 
3. Chinese 
4. Japanese 
5. American Indian 
6. Other 
7. Unknown 

,. 

10. Prosecutive Disposition 

"1. Felony Charge 
2 • Misdemeanor Charge 
3. Decl~ned to Prosecute 
4. Other 

11. Date--Prosecutive/Police Disposition 
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LOWER CRIMINAL COURT DATA ELEMENTS 

12. Court 10 Number 

13. Date--Initial Appearance 

14. *Release Action (initial opportunity) 

1. own Recognizance 
2. Bail 
3. Committed in Default 
4. Committed Without Bail 
5. Other 

15. *Date--Release Action 
16. *Charged Offense--Most Serious 
17. *Date--Lower Court Disposition 
18. *Final Charge--Most Serious 
19. *Type of Charge 

1. Felony 
2. Misdemeanor 
3 •. Other 

20. Type of Trial 

1. Non-Jury 
2. Jury 
3. Transcript 
4. Other· 

21. Plea (at misdemeanor trial in lower criminal court) 

1. Not Guilty 
2. Guilty 
3. Nolo 
4. Ot.her 
5. Unknown 

22. *Disposition 

1. Bound Over/Held to Answer 
2. Dismissed/Noli 
3. Acquitted 
4. Convicted 'c, 

5. Civil Procedure 
6. Off Calendar/Stet (case not' adjudicated) 
7. Other 

23. *Data of Sentence 
24. *Type of Sentence 

1. Prison 
2. ProbationJ(supervised) 
3. Probation and Jail (supervised) 
4. Probation (unsupervised) 
5. Jail and Fine 
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6. Jail 
7. Fine 
8. Suspended/Imposition/Execution 
9. Other 

25. *Impriso~~ent Sentence (days/months) 
26. *Probation Sentence (months) 
27. Type of Counse,l 

1. Private 
2. Public-Appointed 
3. Public Defender 
4.:. Self 
5. Other 

FELONY ~RIAL COURT DATA ELEMENTS 

28. Court ID Number 
29. Date--Filing 
30. Type of Filing 

1. Information 
2. Grand Jury 
3. Other 

31. Felony Filing Procedure 

Indictment/Accusation 
No Bill 

1. 
2. 
3. 
4. 
5. 

Refer to Lower Court/Reduced Charge 
Di~missed 

32 • 
33. 
34. 

35. 
36. 
37. 

Information 

*Charged Offense--Most Serious 
Date--Arraignment 
Initial Plea 

1. Not Guilty 
2. GuLlty 
3. No I,.:> 
4.. Oth(~r 
5. Unk:lown 

Final Plea (same code as Initial Plea) 
Date--Trial Commences 
Type of Trial 

1. Non-Jury 
2. Jury 
3. Transcript 
'4~ Other 
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38. *Release Action 

1. OWn Recognizance 
2. Bail 
3. Committed to Default 
4. Committed Without Bail 
5. Other 

39. Date--Release Action 
~O. *Disposition 

1. Dismissed 
2. Acquitted 
3. Convicted 
4. Civil Procedure 
5. Off Cal'endar/Stet 
6. Other 

41. *Date--Sentencing 
42. *Sentence Type 

1. Prison 
2. Probation (supervised) 
3. Pr.obation and Jail (supervised) 
4. Probation (unsupervised) 
5. Jail and Fine 
6. Jail 
7. Fine 
8. Suspended/Imposition/Ex~eution 
9. Other 

10. Sentenced to Time-Served and Released 

43. *Prison (years) (min and max) 
444 *Jail (days/months) 

·45. *Probation (months) 
46. TyPe of Counsel 

1. Private 
2. Public-Appointed 
3. Public Defender 
4. Self 
5. Other 

CORRECTIONS DATA ELEMENTS 

47 • Agency ID Numbers 
48. *Receiving Agency 

1. State Institution 
2. Local Prison 
3. Jail/Local Institution 

"'4. Probation 
5. parole 
6. Other 
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49. Status 

1. 
2. 
3. 
4. 
5. 

Custody 
Part-Time Release 
Full-Time Release 

I Abscon',a 
/1 

Other.! 

50. *Date--Received 

- ------.-~---

51. *Date--Agency Move/Status Change/Exit 
52. *Exit 

1. Discharge/Pardon/Commutation 
2. Court Order Discharge 
3. Return to Court Revocation 
4. Return to Court - New Offense 
5. Other 

NOTE: * indicates those elements captured by the Virginia Criminal 
Information Network/Computerized Criminal Histories (VCIN/CCH). 
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Appendix D 

----

" 

EXCERPTS FROM CODE .. OF VIRGINIA ON 
CENTRAL CRIMINAL RECORDS EXCHANGE (CCRE), 

CURRENT DISPOSITION REPORTING 
CCRE DISSEMINATION RESPONSIBILITIES 

DISSEMINATION LIMITATION 

---~-.-~--....... ------

§19.2-388. Duties and ~uthority of Exchange. - It shall be the 
duty of the Central Criminal Records Exchange to receive, classify 
and file records required to be reported to it by S19.2-390. The 
Exchange shall also receive, record, and file the F.B.I. record of 
any person as furnished by the Federal Bureau of Investigation. Such 
records may also contain any information made available' to the 
Exchange by any law enforcement agency or any State official or 
agency prior to March fif.teen nineteen hundred sixty-eight. The 
Exchange is authorized to prepare and furnish to all State and 
local law enforcement officials and agencies, and to clerks of 
circuit courts not of record, forms which shall be used for the 
making of such reports. " 

§19.2-389. Furnishing copies of records. - The Central Criminal 
Records Exchange shall furnish copies of the records in its files 
respecting any person concerning whom a report has been made under 
the provisions of this chapter, to any of the following persons or 
agencies upon the request of such person, agency or authorized 
representative thereof: (i) the person concerning whom such a 
report has been made; and (ii) any official or agency required to 
make reports to it, or any federal law enforcement agency, or the 
armed forces of the United States, or any State or local probation 
or parole officer or similar federal officer employed by any federal 
court in this State, or any official of any penal institution of 
this State, or any agency of any other state which maintains a 
repository of criminal records, or the chief law enforcement officer 
or agency of any other state. Such records shall not be made 
available to the public. 

Upon an exparte motion of a defendant in a felony case, and upon 
the showing that the records requested may be relevant to such case, 
the court shall enter an order requiring the Central Criminal Records 
Exchange to furnish the defendant as soon as practicable, copies of 
any records of persons des;gnated in the order on whom a report has 
been made under the provisions of this chapter. 

§19.2-390. Reports to be made by local law enforcement officers, 
conservators of the peace and clerks of court- (a) Every State official 
or agency having the power to arrest, the sheriffs of countie~, the 
police offici$l.ls of cities an9 towns, and any other' local law'enforce­
ment officer .or conservator o'f the peace having the power to arrest 
for a felony shall make a report to the Central Criminal Reco.rds 
Exchanger on forms provided by it, of any arrest on a charge of 
treason or of any felony or of any offense punishable as a misdemeanor 
under Title 54, or class 1 and 2 misdemeanors under Title 18.2. Such 
reports shall contain such Information as shall be required by the 
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Exchange and shall be accompanied by fingerprints of the individual 
arrested and information as to whether a photograph of the individual 
is available. For persons arrested and released on summonses in 
accordance with §19.2-74, such report shall not be required until 
after a disposition of guilt is entered by a competent judicial 
authority.·' . 

(b) The clerk of each court of record and court not of record 
shall make a report to the Central Criminal Records Exchange of any 
dismissal, nolle prosequi, acquittal, or conviction of, or failure 
of a grand jury, to return a true bill as to, any person charged with 
an offense listed in subsection (a) of this section. No such report 
of conviction shall be made by the clerk of a court not of record 
unless the period allowed for an appeal has elapsed and no appeal has 
be~n perfected. In the event that the records in the office of any 
cle'rk show that any conviction has been nullified in any manner I he 
shall also make a report of that fact, and each clerk of a court of 
record, upon receipt of certification thereof from the Supreme Court, 
shall report to the Exchange on forms provided by it, any reversal 
or other amendment to a prior sentence reported to the Exchange. 
For each such report made by 'a clerk of a court of record, he shall 
be allowed a fee of fifty cents to be paid from the appropriation 
for criminal charges. 

(c) In addition to those offenses enumerated in paragraph (a) of 
this section, the Central Criminal Records Exchange may receive, 
classify and file any other fingerprints and records of arrest or 
confinement submitted to it by any law enforcement agency or any 
correctional institution. 
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Public Law 93-83 
93rd Congress. H. R. BlS2 

August 6, 1973 

·21n 2ht 
To Ilm<'ud tltle I f)! tb .. Omlllhul< ('rim'" COlltrlll uut! l'afe ::;tr~£ot,i Act of 1!)!;8 

to.illll'rov~ Ill ... l'ntort.'l!u\~lIt lllld criminal JUStil'\:. 1I11l1 for tither )lllrl)(l!;e:<· 

, Be it ellacied by th~ Se.llul.: tlnd 11 ()/I.~e of Hp.p,/'t'..Jelllalire.1 of the 
llniied Swies of Americ{f, hI. CO?lgl'esf1 (i.):;embhJ, That this Act m9.Y 

87 STA? 197 

. be citl:tl as the "Ccime Conlr·)l Act of 1~''i;1''. . 
. :.: ..... SEC. 2. Title I of the Onmibns Cl'i:)l~ Conl;rnl ftn.l Su.f., Srrct'ts A<;t. 

of 1908 is ll.Ulemlt!(1 to fl!.u111.s follow8: . 

Crir.e 
Control Act 
of 1973 • 
!l2 stat. B7; 
(l4 S+'"t. 16S1 • 

. 42 USC 3701. 
"TITLE I-·LAW ENFORCEMENT ASSISTANCE 

EXTRAC'l' 

I·Sro. 524. (a.) Except as pro\'ided by Federal law other than this Prohibition. 
title) no office.r or employee of the Ifederal GoverJoment, nor any recip-
ient of assistance under the provisions of th.is title shall use or 
reveal any research or stl'.tisti(;;11 information .furnished uuder this 
title by Imy pcrsclrl and i~entifiable to allJ' specific private pt'fson for 
any purpose .othc,": tl~an 1.he (l~-:'wse fo! which.it was ohtll;ined in 
accordance WIth t.lus title. Cortes)f such mformatlOl'I shall be Immune 
from legal process, and 8lial not, without the consent of the person 
furnisllln~ such information, ha admitted as eviidence or \W!d for an" 
purpo~ in any action, suit, or other judicj,al Or adminislrativ6 
proceedmgs.' 

II (b) All c.nminal history information collooi;ed, stored, or dissemi­
nated through snpport lUlder this title shall collitain,. to t.he ma.ximum 
extept feasible, dIsposition as well as arrestdal;r. where arrest da.ta. is 
included therein. The collection, storage, a.nd illisscmination. of such 
information shall ta.ke place' under pro..-:eduren. reasonably dcsigned 
to insure that all such information is kept cllrre~t therein jibe Admin­
istration shall assnre tha.t the security and prhoj!cy of all information 
is adequately pro\·ided for and that information shall only be used 
for le.w enforCement Rnd criminal justice and other lawfull!urposes. 
I.n a.ddition, ~n in~ividual \~"ho ~lievCJi, that criminl11lI!st;ory mforma­
tIon concernmg blm contamed 1U an automate4 iJystem IS maccurate, 

lncolllpl~te. or Illajllt:lill('d in viohlti{Jn of this tit.lp-,shllll, upon SlItisf}lc­
tory verification ot his identity, be entitled (.) re\·j.:w sllch infol'llt:\~LO.n 
and to obtail1. n.co{JY ?! i~. ~or t.lm Pl1l'l!~ ofch:J.l.ll'nge .or cOl'ledl0n. 

POntllty. "(c) An.r per.>vn '\".lOlatmg thl! IH'O\·lSlOlI.i (If tIllS SI!ChOIl, or of!!n), 
(,~, .... . rule, I\'gn):lt,ion, ur' order i;;;.sl~i!tl t.h~Iv.lllu.le!·, ~h:dl be filll!d not. to 
.. : :: ... _:.;:. ..• - .' uXl'('cd ~li),OI~\ ill.llJditi"ut.~lI.IIY utitt'1' lh!ui\lty 1mp,,;;r.,1 hy 101 .... 

' .. 

E,~l .. 

· .. l 
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Title 28-Judlclnl Admlnl5tratlo~ 
CHAPTER I-DEPARTMI!NT OF JUSTICE 

I Order No. 601-751 

RULES AND REGULA:rIONS . 

~6' NatIonal .Crlme Ir,~f,)rmlitlon Center disclosing th,.tthe pollee ha.v~~i;cted~n·ot 
Achlaory Polley BOard. to rerer. a mt(~ter tQ nim)~ecutpr()l'tl):a~ 

20.36 Partlclpl\tlon In t.he ComputerIzed a prosccuL,?f. has'elected not to com., .. 
crlmlnal HIstory Program. . mence cl·imlllal.procccdillgsan~.alsodls·: . 

20.37 RNpollll1blllty. tor accuracy. complete. closing the lIatureo{ theterJilitiatlon ill 
neu, currency. the proceedings: or fnfol'matl.im disclos:' 

This order establishes regulations &,OV- 20.38 Sanction tor noncompliance. 1l:ig. th,!i.tproceedlpes h av¢beel,lofntlE1n;.· 
ernlng the dissemination or criminal rec. Autborlt'y: Pub. L. 93-83, 87 Stat. 197, (42 rUtelY postponed and 5ftlso . disClosinlJ. the' 
ordandcriminalhistorylnformationand U.S.C. 3701,. et· seq.; :18 U.s.C. 534) Pub II reason tor.sUch·PostpollcnJehttl>lsposf ... · 

" PART 2~RIMINAL JUSTICE 
INFORMATION SYSTEMS 

Includes a commentary on selective, sec- 92-M4, .. 8«S Stat. 1115. '.:. . tlons shall mclude, but not be limited to,c 
tions as an appendix. Jts purppseis to . Subpart A-General Provisions acquittal,acquittal by reason olirisa.n.tty~ 
affordgrcater pl'otection of the prlyacy 0 acquittal .by reason of mentalhicoln:i 
of indlvfdunls who may be included in § 2.1 Purpose. petence,case continued without lindt,na, 
the records pf the Federal Bureau or In- It is the purpose or these regulations cllargc dismissed, charge dismlsse\:i; due c 

vestigation, criminal justice agencies re- to assure that criminal history record to in, sanity; c~.l}rge dismiss.ed.dU. ~ to. '~~~ .. ll:'" 
celving funds directly or indirectly from information wherever it appears is col. te,l Incompetency, charge stillpeI1Vdlng;· 
the Law Enforcement Assistance Admin. lee ted, stored, and disseminated In a. due. to insanity, charge stiUpen(Uii~r due:-', 
Istratlon. j\nd interstate, state or locai manner to ensure the completeness' in. to meI)tal incompetence,.gUlir,Y·')llea,;" 
criminal justice agencies exchanging rec. tegrity, accuracy and security .of such in.noll~ prosequi,no papel',nolo'ccintenderctl" 
ords with the FBI or these federally- rormationand to protect Individual pr!. Plea', convicted,' y6uthfliloffenderdeter": " 
funded systems. At Ule same time, these vacy. miriation. deceased, dete'i~J'ciqdii;ppsitfoh, ...•. 
regulatiorispreserve legitimate law en- § 20.2 AUlhority. dlsmlssed",:":,c~vll' actIon, ,foull4i~';jnsane, '. 
forcement need for access to such rec- found menta:lly.jncolll~teli:~~Z:Srdollecl,.' .. ,. 
ords. These regulations are Issued pursu~n~ probation berore COnYlctipn, 'sentenc~,'" 

Pursuant to t.lte authority vested In to sections 501 and 5240J) of the Omni- commuttld"adjudick\tfonwltbMJd,'inili.";:'''· 
the Attorney General by 28 U.S.C. 509, bus Crime Control and Safe Streets AC.t trlal-defepdantdiscnal'gect' exdcutive. ~ 
510, 534, and Pub. L. 92-544, 86 Stat of 1968, as amended by the Crline Control clemency, placedbI'iprribatl~n;p#died;·'.· '. 
IllS, and 5 U.S.C. 301 and the authorIty Act of 1973, Pub. L. 9lHJ3, 87 Stat. 197, or released from correc~ionalsupervisiol1,' . 
vested In the Law Enforcement Assist. 42 U.S.C. 3701, et seq, tAct), 23 U.S.C. (1) "Statute" nte<lJis.nn.1\ct of Con-
ance Administration by sections .501 and. 534, and Pub. L,. 92-544, 86 Stat. 1115. '. gress or sta~~lcgi!jlat41;e dra':provlslon 
524 of the Omnibus Crime Control and § 20.3 Definilions. . ~~ ~.f~ CS°ta· ~ltutIO .. ~" Of. tbe"V:tllt~ ... d. '.S'~. ~~:L 
Safe Streets Act of 1968, as amended by . . 
the Crime Control Act of 1973, Pub. L. ,As used in these regulations: ' . . (g) "State" me4ns,any: ~tii.t~o(·the'· 
93-83, 87 Stat 197 <42 U.S.C. §3701 (a) "Criminal hIstory record inform a- United states, theD~striCt of Colurnbilt 
et seq. (Aug. 6, 1973», this addition to tion system" means a system including the COmlnonwealth .oJPuefto~.jC:6, a~1<i 
ChapU?r I of Title 23 of the Code of the equipment, racllitjes, procedures, any terrItory 01' posseSsion f}f the Unit\!d" 
Federal Regulations Is issued as Part 20 agreements, and organizations thereof, States" .•.. + . 

by-the,Department of Justice t.o become for the collection, processing, preserva- (h)' 'An."e,cegti'YiVe order" rneans~n' 
effective June 19, 1975. tion or dissemination of criminal history order of the Pre'slde~tofthE!·Unlte.d 

This addition is based on a notice of record intormation. States or theChicf Executive.qfa ,state 
proposed rule making published in the (b) "Criminal history record informa- which has the,f9J:ce 0:( law andVJhic4' 
FEDERAL REGISTER on February 14, 1974 tlon" means Information collected by is published ina: ~·:lanrter.permittlng'J:eg".·:. 
(39 FR 5636) . Hearings on the proposed criminal justice agencies on individuals ular public access' thereto; .. '. .' . ••..• . 
regulations were held in Washington, consisting of identifiable descriptions arid (1) "Act~' nie~t\s theOinnlbusCrune: 
D.C. in March and April and In San notations of arrests, detentions, indlct- Control and Safe Streets '(l.c,,\;, 42 ):],8,9. ! 
Francisco, California in May 1974. Ap. ments, informations,or other formal 3701 ct, seq. as amended. ". ...... 

criminal ~harges, and any disposition (j) "Depl:, ·tment of Justiceciimlnal' 
proximately one hundred agencies, orga- arising tlierefrom, sentencing,. correc- hlstoryrecord Information : system", 
nlzations and individuals submitted their tional supervision, and release. The term means thelqen~ilication Pivislon and.· 
suggestions and comments, either orally does not include identification infonna- the Computerized . Cj'iminal" HistOl:Y· 
or in wrlting. Numerous changes have tlon such as fingerprint records to the File systems operated by the .Federal 
been made In the regulations as a result extent that such information does not Bureau of Investigation, . '. . 
of the comments received. Indicate Involv~ment of the individlUlI .Subpart B-Stllte and Loc;'!J Criminal' . 

in the criminal Justice. system. . • Hi!Otory Record Information Systems 
aec~ 
20.1 
20.2 
20.3 

Subpart A--Genera. Prav/sl"r •• 

Purpose. 
Authority. 
Defil'.1t1ous. 

Subpart B-State and local <:rlmln;sl History 
Record InformaUon Syst~ms 

20.20 AppllcablJ1ty. 
20.21 Preparatlon nnd submissIon or a crIm­

Inal History Record Information 
Plan. 

20.22 Certification or CompHance. 
20.23 DocumentaUri!!': Approval by J..EAA. 
20.24 f;;thtl', ll\ws Oil prtvacy nnd sccurlty. 
20.25 Penaltlcs. . 
20.211 References. 

. Subpart C-Federal System and Interstate 
Ex!:hange of Criminal History It.cord Information 
20.30 APplicability_ 
20.31 Respon51\)llIUe~. 
20.32 .Includable offensea .• 
20.33 Dissemination or criminal hlst?ry rec-

ord Information. ., 
20,34 IndlvlllllP,l'" right to lIt'cesscrtmlnal 

history record J!l!ormatlo:l.· . 

(c) "Cr1m1nal 'j~stice agency" means: 
(1) courts; (2) a government ag~ucy or§20.20 4PIIJicabHilr· 
any subUQit thel'eofwhich performs the (a) The regulatiOns In this subpart 
administration of criminal justice pur· apply to all State and local Menciesand 
suant to Il. statute or executive order,and individuals collecting,. storing,· or ··dis­
which allocates n substant1lil part of its selninating (:riminal history record .In~ 
JUlnual budget to the administration or fOrll:)o,tion process(,'<i. bYlmll1u~1 or .auto~, 
criminal justice. . matea ~cnerntions where suCh collection, . < • 

(d) The ~'admlpistx:ation, of crllpinal storage, or dissemination lias, been 
justicc" means perfo.rmapce 0r:l;\ny .of fundcd in W:lole or in Ilart with functs 
the follow~ng ~.ctl\:1t.1CS: det~~tlQn; ·ap- nladc aVallal)le by .tf~e .r..lavr~;Ei1rO,rcClnel)t·.'. >;:, , 

prehension, detention, pr~trialrfJlease,·. Assistance Administrat.I.Jl1.·l;tlose'quent, to' . '/ 
post-trial release, ProsecutloPi fl,dj\l.dica7 ' . .July 1, I!l73,P\lrsuant..~0 ''J:U;leI of,the .' '.' ':";;;' .. 
tion, correctional supervision, ortehabH- .\ct,. .• ',< ~",,~./ " ;'0::' 
ito.t.ion of 8.ccuse~ perSons or' glimlnar .. <h)r,J:'he regulatJonsin ·~thl~,;.l;li.bpart· .': 
offe~ders. TbeadmlnistratI9n9(' crim)- shaUnot ~ppl~ to crimiqiilllj~t(j~y'i\~c~\':;3 
11a1 Justtce shall Include crinllna1 iden· 'Qr(liilformatiQu¢o:ntallled in: Uy·p(ist~::">. ">'" 
t1!lcation activities Rod the.collcction,ers, a'rinounc:e.menl;li;or llst.<;:tpi;ji1entf;.:·':· .. · "J;, 
storage, a~.d d!sscmlnatlon ot crlminalJ:ilpG' 01;.' npprehendinutug:itives.',.oi'· "';~~t. 
his~t'Y rccordluJ:ormation,. .... wantcdpcrsoiis; (2)0,-lgimll }ecOl;ds!c)f' .,' 

(e) "D.1sposl~ion" mea~IS, information entry suchas;:poJ!ccpl()H(~rs n',u.intained"': 
dlsclostne that crmdpf.l1pl'oCcl,!Clillt:sllave . bYC1:lmh)ui j1,lst1ce ng(!nclei;;~Qmplle(! i/ 
been concluded,' illclud1n~ in,fo:,~atfon . cl~~·onOloelcal1;Y,,'Jal1(ll·cgU:!.l·Q'I;,by' J~w . 01", 

. J.,',. ",-' 
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long stRndlng custom to be made public, 
if such-records nre orgnnlzed on a. chron­
ological basis: (3) court records of pub­
lIc Judicial proceedings compiled chrono­
lor~itall;v;(4) pUbllshed court opinions 
or Pllbllc judicinl proceedings; (5) rec­
ord$o! tramc offenses maintained by 
State departments. of transportation, 

. ·mofiPr vehlel.es or .the equivalent. thereof 
for the purpose of regulating the issu­
,allee, suspension. revocation, or renewal 
o!:drlver's, pilot's or other operators' li­
censes; (6)' announcements of executive 
clemency. _ 

(c) Nothlnghi--these regulations pre-
. 'Vents Ii criminal justice agency from dis­

closing Wthe public factual informa t-lon 
cQncerning the ,stutus of an investiga­
tion; th~ apprehensioll, arrest, release, 
or P't'oseeut.iono! nWli~l;tyjdual, the ad­
jucUcntion of cbar~.~s, (w the correc­
tlomi.l status of an inulvidual, which is 
reasonably contemporaneous with the 
event tei which the information relates. 
Noris a criminal justice agency pro­
hibited- from confirming prior criminal 
history record information to members 
ot the news media Or any other person, 
UPOll - spccific inquiry as to whether a 
nameci individual was nrrested, detained, 
indicted, or whether an information or 
other formnl charge was filed, on a spec­
ified date, if the arres~ record lnforma­
lion or criminal record Information dis­
closed is based on data excluded by par­
ag'ra))h Jb), of this section. 
§20',2l Prcpllrlltion and suhmission of 

a Criminl\( Hi~h)ry Hccord Informa­
lion P1all, 

A plan shall be submitted to LEAA by 
eacll State within 180 days of the pro­
mulgation of these regulations. The plan 
shall set forth operationnl procedures 
to-

(a)Comp/ctencl>s and accuracY. Insure 
that (lrlmillal history record information 
is cOnlIJlete and accurn.tc. -

(1) Complete reeol'ds 5hould he main­
tained at a central 8tate repository. '1'0 
be complete, a. rccord maintained at a 
central Stf!.te repository which contains 
Information that an individual has bcen 
arrested, and which Is available for dis­
semination, must contain information 
of any dJsl1osltlons occurring within t11e 
State wIthin 90 dRYS aftr.r the dlsposi­
t.jon has occurred. The above shall ap­
ply to nil arrests occurring-subsequent 
tQ the effective (tat!') of these ret!hln.tions. 
Procedures shall hr. el;to.hlished for crim­
innl justice ngencics to query the central 
~'epositol'Y prior to diSSemination of any 
criminnlhistol'Y record information to 
assUr(, that the most up-to-dlLte dispo(;i­
tr,'n dnt\\ is beil'g used. InqUiries of a 
c.:nL!'nl state repository shall be made 
prl(lr to t:ny diGsmnination except in 
tbose cnllf)S where tilno is or the essence 
'lllldthc repositorY Is technically in" 
copnble of respondIng within the neccs­
s1ry tIme pe~·iod. (2)'!,0 be accurate 
mea11l; that no record containing crim­
inal hh,tOl'yrecord information shnll 
couLnin CrJ'OllCOUS information. To HC­
cOlnplish LillI! cno, cl'lmli)al jtlsLlce ag(:n­
cresshnll im,muLe a process of data col-

,lcctioll, ell Ll'Y, /itorn(:c, nndsy.<;temlltic 

,-I 

RULES AND REGULATIONS 

audit that will minimize the p'osslb11!ty 
of recording and storing inaccurate in­
formation and upon finding !,n!).ccurate 
information of a. material nahil·c. shall 
notify all crlminnl justice agencies 
known 'to hav,e received such informa­
tion. 

(b) Lfmitatiom on dl.,~~emination, In­
sure thnt dissemination of criminal his­
tory record Information has been limited, 
whether directly or through a.ny inter" 
medlary only to: 

(1) CrIminal justice agencies, for pur­
poses of the administration of criminal 
justice and criminal justice agency em­
ployment; 

(2) Such other individuals and agen~ 
cies which require criminal history rec­
ord information to implement a statute 
or executive order that expressly refers 
to criminal conduct and contains re­
quirements and/or exclusions expressly 
based upon such conduct; 

(3) Individuals alld agencies pursuA.nt 
to a spec!fic agreement. with a criminal 
justice agency to provide services re­
quired for the administration of crim" 
Inal justice pursnant to that r.greement. 
The agreement shall specifically author­
ize access to data, limit the use of data to 
purposes for which given, insure the 
security and confidentiality of the data 
consistent with these regulations, and 
provide sanctions for violation thereof; 

(4) Individuals and agencies for the 
express purpose of research, evaluative, 
or statistical .activities pursuant to an 
agreement with a criminal justice 
agency. The agreement shall specifically 
authorize access to data, limit the use 
of data to research, evaluative, or sta­
tistical purposes, insure t,he confidenti" 
allty and security of the data consistent 
with t.hese regulations and with section 
524(0.) of the Act and any regulations 
implementing secUon 524(a), and pro­
vide sanctions for the Violation thereof; 

(5) Agencies of State or federal gov­
ernment which arc authori?£d by statute 
or executive order to conduct investiga­
tions determining employment suitabil­
ity or eligibility for security clearances 
allowing access to classified information; 
and 

(6) Indi"lduals and agencies where 
authorized by court order or r.ourt rule. 

(c) General policies on usc ancl dis­
semination, Insure adherence to the fol­
luwing res(.rictions: 

(1) Criminal history record informa­
tion concernine the arrest of an Indi" 
vidual may noL be dlsseillinated to a 
non-criminal justice agency or individ­
Ual (except under § 20.2l<bl (3), (4J. (5), 
(6» if un interval of one yea.r hn.s 
elapsed from the date of the arrest and 
no disposition of the charge has been 
recorded and no active prosecution of 
t·he charge is pending; 

(2) Use of criminal history record in­
formation dlssernlnated t-O non-criminal 
justice agencies w1df!r these regulations 
shall be limited to the purposes for which 
itwns /liven and may not be disseminated 
furLher. 

(3) No n~Cl1cy or individual :;hn.ll COll­

firm the e"l&icnctJ or non-e:dstence oZ 
crlm!nal hl::tory record InfOl matron for 

22115 

employment or licensing checks except 
as provIded in paragraphs (b) (1), (b) 
(2), and (b) (5) of this section. 

(4) This paragraph sets outer limits of 
dissemination. It does not, however, 
mandat~ dissemination of crimlnnl his­
tory record information to allY agel1cy 
or individual. ,; 

(d) Juvenile reoords. Insure that dis" 
semination of records concerning pro­
ceedings relating to the adjudication of 
a. juvenile as delinquent or in ne,()~l or 
supervision (0. the equivalent) to no~,. 
criminal just,ice. agencies is prohlbitr.d, 
wlless a statute or Federal execut.ive or­
der specifically authorizes dissemiuation 
of juvenile records, except to the same 
ext,£:nt as crlm,inal history records may 
be dis~mlnated as provided in § 20.21 
(b) (3}, (4), and (6). 

(e) Audit. Insure thRt annl1al audits 
of a representative sample of State and 
local criminal jusLlce agencies chosen on 
a random basis shall be condl1cted by 
the State to verify adherence to Lhese 
regulations and that appropriate records 
shall be retained to facilitate such audit~. 
Such records shall include, but arc not 
limited to, the names of all persons or 
agencies to whom informaLlon is dis­
seminated and the date upon which such 
Information Is disseminated. 

(f) Security. Insure confidentiality 
and securiLy of criminal history record 
information by providing that wherever 
criminal history record information is 
collected, stored, or disseminated, a 
criminal justice agency shall-

0) Institute where computerized data 
processing is employed effective and 
technologically advanced software and 
hardware designs to prevent unauthor­
ized access to such informatiou; 

(2) Assure tl1at where computerized 
data processing is employed, the hard­
ware, including processor, comn,unica­
tions control, and storage device, to be 
utilized for the handling of ('.rimino.l his­
tory record information is dedicated to 
purposes related to the administration 
of criminal justice; 

(3) Have authority to set and enforce 
policy concerning computer operations; 

(4) Have power to veto for legitimate 
security purposes 'which personnel can 
be permitted to work in a defined area. 
wherc such information is stored, col­
lected, or disseminated; 

(5) Select Rnd supervise all personnel 
authorized to hav!,) direct access to such 
inform a tion; 

(6} Assure thP,t an Individual or 
agency authorized direct ar.cess is admin­
Istratively held respol1siblf: for (il the 
physlcnl security of criminal history 
record infotmation under its control or 
.in Its custody and (ii) the proLecLion of 
such information from unauthorized ac­
cess!.'s, disclosure, or dissemination; 

(7) Institute procedures to reasonably 
protect any:,cel1Lral repository Of criminal 
history record Infol'lUntion from unnu­
thorizcd nccess, H'l'ft, 1mbot:lf;'e, .fire, 
flood, wind, or other jiaturnl or mall­
made disasters; 

(3) Provide that c:<c:ll {'mpJo~·{'r. worl~­
hll( with or having- HCC\!:; .. to c:rimjnal hi.,>­

.tory r0(;ord Informati'Jfl ~~ould he mucle 
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familiar with the su:')stance and. Intent 
of these regulations: nnd 

(9) t>rovlde that direct access to crimi­
nal history records in!onnation shall be 
available only to authorized omcers or 
employees of a criminal justice agency. 

(g) Access and review. Insure the In­
dividual's right to ac·~ess and review of 
criminal Mswry info .. mation for pur­
poses of accuracy ami completeness by 

. instituting procedures so that-- -. 
(1) Any individual shall, upon satls,,: 

factory verification of hi~. identity be 
entitled to review without undue burden 
to either the criminll.l justice agency or 
the individual, any criminal history 
record Infomlation maintained about the 
individual and obtain l'" copy thereof 
when necessary for the pUrpose of chal­
lenge or correction; 

(2) Administrative review and neces­
sary correction of any claim by the In­
dividual to whom t.he informatIon :-elates 
that the infonnation is inaccurate or in­
complete is provided; 

(3) The State shall establish and 
implement Pl'ocedw'cs for administrative 
appeal where a criminal justice agency 
refuses to correct challenged informa­
tion to the satisfaction of the individual 
to whom the information relates; 

(4) Upon request, an individual whose 
record has been corrected shali be given 
the names of all non-criminal justice 
agencies to whom the data has been 
givE:n: 

(5) The correcting agency shall notify 
all criminal justice recipients of cor­
rected information; and 

(6) The individual's right to access and 
review o[ crimina! history record infor­
mation shall not extend to data contained 
in intelligence, investigator~', or other re­
lated lUes ana shall not be construed t~ 
include any other information than that 
defined by § 20_3(b>. 
§ 20.22 Ccrtific;ltion of Complinnce. 

(a) Each State to \ .. hieh these regula­
tions are applicable shall with thc sub­
mission of each plan provide a certifica­
tion that to the 'maximum extent feasible 
action has been take!} to comply with 
tile procedures set f()rth in the plan. 
Maximum extent feasible, in this subsec­
tion, meallS actions which can be taken 
to comply with the plocedures set forth 
ill t.he plun thr.t do not require additional 
lerrislativc authority 01 involve uorE.'.ason­
able cosf; or do net exceed existing tcclmi­
cal ability. 

(bi 'rhe certification shall include­
(1) An outline of the action which has 

becn instituted. AL a minimum, the re­
quirements (If acces~ nnd review under 
20.2Hg) must be completely operotjonul: 

(2) A desel iption of :rny legislation 01' 
executive order, or ntf.cmpLs to obtain 
such aut,horiLy thut hilS been 111',L1tutcd 
to cOmply with these l'cgulat.1ons; 

(3) A description of the Rt.t')lS taken to 
overcome 'any fiscal, technical, nnd nd­
ministrative barrierfi to I.he dc:velopment 
of rOl11pl('t.e nlld accura~6 criminal history 
i'ecord inlolmat.ioll: 

(4) A dcscripticl1 of ext:;t.lng sY.>tcm 
capalJH1t.y aud steps being Laken to up-
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grade such capability to meet the re­
qulrementa of these relUlatlons: nnd 

(5) A llsting setting forth all 110n­
criminal justice dissemination authorized 
by legislation existing as·o! t.he date of 
the certification showing the specific 
categories of nOll-criminal ju.~tice !:tdi­
viduals or agencies, the specl;';j purposes 
or uses for which Infonnat16n may be 
disseminated, and Ute statutory or ex­
ecutive order citations . 
§ 20.23 DocumcAlaUion: Approval by 

LEAA. 
Within 90 dayS of the receipt. of the 

plan, LEAA shnll approve or disapprove 
the adequacy of the provisiollS of _ the 
plan and ccrtification. Evaluation of .the 
plan by LEAA will be based upon whether 
the procedures set forth wHl accomplish 
t.he'requlred objectives. The evaluation 
of the certification (s) \\111 be based upon 
whether n. good faith efIort has been 
shown to inItiate and/or further compli­
ance with the plan and regulations. All 
procedures in the approved plan must be 
fully operational and implemented by 
December 31, 1977, except that a Sts.te, 
upon written application and good cause, 
may be allowed an additional period of 
tIme to Implement § 20_21(0 (2). Cer­
tification shall be submitted in December 
of each year to LEAA until such com­
pletP. compliance. The yearly certifica­
tion shall update the information pro­
vided under § 20.21. 
§ 20.24 Slale hlWS on privacy and secu­

rity. 
Where a state originating criminal 

history record Information provides for 
sealing or purging thereof, nothing in 
these regulations shall be construed to 
prevent any other State receiving ~uch 
information, upon notification, from 
complying with the originating state's 
scaling or purgIng requirements. 
§ 20.25 Penalties. 

Any agency or individual violating sub­
part B of these regulations shall be sub­
ject to a fine not to exceed $10,000. In 
addition. LEAA may initiate fund cut-ot! 
procedures against recipients of LEAA 
asswtance. 
SUD;J3r( C--Federal System and Interstate 

Exchanp,6 of Criminal liistorJ Record In­
fonnatlon 

§ 2D.30 Applicnhility. 
The provisions of this subpart, of the 

regulations apply t.O any Department of 
Justbc. criminal history record informa­
tion system that serves criminal justice 
ngl.nc!es III two 01' more statc.~ and to 
Federal, state nnd local criminal. justice 
I\~encles to the extent that they uLilize 
the services of Departmeqt of Justice 
criminal history record information sys­
tems. Tnese regulatIolls nrc npplicable 
to both mo.nuo.l and automated systcms. 
§ 20.31 ncsporu;ibUilics_ 

(0,) The !<'edernl Burcl\u of Investlgtl­
U:m (FBI> shall opare.te the Nntlonnl 
Crime Info,mA.tioIl Center (NCIC), Ule 
computcri:ocd h1!ormr_t!on flY~km which 
Includes t.clccc,mn1t1llicntio:ls lines anu 

~~~--~~- ~ --, 

any message swltchlnr~ fncllitills which 
are authorized by law or regulation tp 
link local, state and Federal crinlinill 
Justice agencies for the purpose of ex­
changing NCIC-relnted information. 
Such Infonnatlon Includesillfonnation 
In the Comput.erized Criminal History 
(CCH) File, a cooperative Federal-State 
program forl.he Interstate exchange oC 
criminnl history record information, 
CCH shall provide a central repository 
and index of criminal history record In­
fonnatlon for the' purpose of facilitating 
the interstate exchange of such informa­
tion among criminal justice agencies. 

(b) The FBI sha)! operate the Identi­
fication Division tCl pel'form identificll.-" 
tion and criminal history record fnfor­
mation functions for Federal, state and 
local criminal justice agencles~ and for 
noncriminal justice ngencies and other 
entities where authorized by Federa.l 
statute. state statute purl>'Uant to Public 
Law 92-544 (86 stat. IllS). Presidential 
executive order. or regulation filf the At­
torncy General of the United states. 

(c) The FBI Iaentificat.ion Division 
shall maintain the master. fingerprint 
filc.'> on all offenders included in the 
NCIC/CCH File for the purposes of de­
termining first offender status and to 
identify those offenders who are Ull­
known in states where they become 
criminally kOctive but known in oUler 
states through prior criminal history 
records. 
§ 20.3~~, Includahle offenscs. 

(a) } )minal history rccord informa­
tion nlil1ntained In any Department of 
Justice criminel history record informa­
tion system shall include serious and/or 
sigpificant offenses. 

(b) Excluded from such a system are 
arrests and court actions limited only to 
nonserlous charges, e.g., drunkenness. 
vagrancy, disturbing the peace, curfew 
violation, loitering, false fire alarm, non­
specifiC charges of suspicion or invest!­
'gation, trafflc violations (except data will 
be included on arrests for manslaughter, 
driving under the influence of drugs or 
liquor, and hit and run). Offenses com­
mitted by juvenile offenders· sh:l11 also 
be ·exclllded unless a juvenile offendcr 
Is tried in court as an adult. , 

(c) The exclusions ellumernted a\)o\'e 
shall not apply to Federal mauual crimi­
nal history record information collected, 
maintained and compiled by the FBI 
prior to the effective dnf.e of thes;; Regu~ 
lations. 
§ 20.33 Dio!cminalioll oi criminal his­

tory record information. 

(11)' Criminal history record i!lCorma­
tlon contained in an:,' Department of 
Justice criminal history record informa­
tion system will be made avnilnlJle: 

0) '1'0 crIminal justice agencies fOl' 
criminal justice purposes: and 

(2) To Fedcral agencies authorized to 
receive 11. pursuant to Federal statute or 
Executive order. 

(3) Pursuant to Public Law 92-544 
(SO stitt. 115) 101' usc in connectioll with 
lIcellsluff or local/state ctnploYIlJco:.t 01' 
for ot.her uses only JI such dissemination 

,I 
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is ai.Jthol"l?ed by Fcdcral or state statutes 
and approved by the Atf,orney General of 
the United states. When no active pros­
ecution of the charge Is known to be 
pending arrest datil. more than oI}e. year 
old wlll not be disseminated 'pursuant 
to thIs subsection unless accompanied by 
infont)ationreluting to the disposition 
of that arrest. 

(4) For issuance of press releases and 
publicity deslimcd to effect the apprc­
hension of wal)ted persons in connection 
with serious or significant offenses. 

(b) The exchangc of criminal history 
record information authorized by para­
graph (a) of this section is subject to 
cancellntion if dissemination is made out­
side the l'ece!vinl!" departments or related 
agencies. 

Cc) Nothing in these regula Hons pre­
vent." a criminal justice agency from dis­
closing to the public iactwH information 
concerning the status of an investigation, 
the ap1)~'ehl"ll'ilon, arrest, release, or ;lros­
ecution of an Individual, the adjudica­
tion of charges, or the con'ectionul status 

,9f an illdividual, w~tlch is rca.sonably 
contemporaneous with the event to which 
the information relates. 

§ 20.34 Individual'~ right 10 IlccesS cdlll­
inn) hislory record informulion. 

(a) Any individunl, upon request, upon 
satisfactory verification of his identit.y by 
fingerprint compll.rIson and upon pay­
ment of any required processing fee, may 
review criminal history record informa­
t1'on maintained ab~ut him In a Depart­
ment of Justice criminal history record, 
information system. 

(b) If, after reviewing his identifica­
tion record, the subject thereof believes 
that it is incorrect or incomplete in any 
respect and wishes changes, correcLions 
or updating of the allzged deficil"ney, he 
must make application directly to the 
contributor of the questioned inform:].­
tlon.1f the con tributer corrects tht rec­
ord, It shaU promptly notify t.he FBI snd, 
upon receipt of such a notification, the 
~! will make nny chnnges nece!£Sary In 

(r~-accordanee with thc correction supplied 
t by the contributor of the original infor­

mation. 

§ 20.35 Nalionul Crime In£orm:lIion 
Ccnlcl' Ad,·isury Policy Bnur,l. 

There is established an NCIC Advisory 
Policy Board whosc purpose Is to r~com·­
mend to the Director, l~BI, general l~oli­
cles with respect to the philosophy. COll­
cept nnd opcrational P:'illciples of NCIC, 
partlcu!arly its relr.tioolSh!ps witl! locnl 
and stdle systems rl"lating to thl; collec­
tion, proces~illG, st,orntie. dissemination 
and '1M' of crIminal history r~cord in­
fOl'mation cOlltalned in the CCII File. 

(1\) (1) The Board shall bt' comjJosed 
of twenty-six n1t'mbel's, t.wenty of whom 
are el('ctcd h.y the NelC Ilsers 1wm ncro.~s 
the el111rt' United states aud !'ix who a .. ~ 
appointed by thc Dlrectr;r oC the FBI. Thi! 
six appointed members, two par,1t fl"o)l1 
the judicial, the corrections and tile 
)'lro~ecutl\'e scCtOl'S of the c.;:-imln'll ju~­
tlce conlmulllty, shnll serve /.01' nn In­
determInate IY.!rlod of time. The t,wllntv 
elected n'!'mbers shall serve for a term 0'( 
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two years commencing on January 5th of 
'each odd numbcrad year. 

(2) The Board shall be representative 
of the entirc criminal justice community 
at the state and local Icvcls and shall In­
clude representation from law enforce­
ment, the courts and c01'l'ections seg­
ments of this community. 

(b> The Board shall review aild con­
sider rules, regulations and procedures 
for the operation of thc NClC. 

(c) The Board shall consider opera­
tional n~eCls of criminal justice agencies 
in light of public policies. andlocnl, staLe 
and Federal statutes nnd t.hese Regula-
tions. . 

Cd) The Board shall review and con­
sider security and privacy aspects of the 
NCIC system and shall lmve It standing 
Security and Confidentiality Committee 
to provide input and recommendations to 
the Board concerning security and pri­
vacy of the NCIC system on a continuing 
basis. 

(e) The Board shall recommend stand­
ards for participation by criminal justic:e 
agencies in the NCIC system. 

(n The Board shall report directly to 
the Director of the FIll or his designated 
appointec. 

(g) The .Board shall operate within 
the purview of the Federal Advisory 
Committee Act, Public Law 92-463, 86 
StIlt. 770. 

(h) The Director, FBI, shall not adopt 
recommendations of the Board which 
would be io violation of these Regula­
tions. 

§ 20.36 Pnrlidpalion in the Compulcr­
izcd Crimiual Hislory l'roj;rnm. 

(a) For the purpose of acquiring and 
retaining direct access to CCR File each 
criminal justice agency shnll execute a 
signed agreement with the Director, FBI, 
to abide by all prl"sent rules, policies and 
procedures of the NCIC. as well as any 
rules, policies and procedures hcreinafter 
approved by Lhe NCIC Advi!:ory policy 
Board and adopted by the NCIC. 

(b) Entl'l' of criminal history record 
Information into the CCH 1"ile will be ac­
cepted only from an auU10rized state or 
Federal criminal justice cO!ltrol Lerminal. 
Telminal devices in other auUwrized 
criminnl justice sgencies will be limited 
to Inquiries. 

\; 20.37 Rf!spoll91bilily for accuracy, 
COmJllelenesn, currcncy. 

It shall be the responsibility of each 
criminal justice agency COJ1~ri!.lUtil1({ data 
to any Departmt'nt of Justil'e criminal 
history record information [.ysLem to as­
sure that inforrnation on individuals Is 
kept complete, accuratc and current so 
that all Buch rccords shall ('ontain to the 
maximum extent feasible disoosltions for 
nil nrl'est data included th£::rin. DI:;posi­
tio1l5 sh')uJd be submit led by criminal 
j'JsllcG agencies wlLhln 120 clays nItcr the 
dispo&itioll hnG occurred. 

§ 20.33 !>uJII'tioll fOJ' norll'omplialll·c. 

The service!; of Depar(.lllE·nt of .1ustic': 
crlminnl hl~Lor!! record IIICo."llmt!on sys­
tcms nrc subject to canc\>llal'ion in l'e­
card to lillY a::;ellCY or ent!l~ whlcb falls 
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to comply with the provisions of Subpal't 
C. 

MAY 15, 1975. 

EDWARD II. LEVI, 
Attorney General. 

HICHARD W. VE1,DE, 
Administrator, Law Enforcement 

Assistance Adminis tration. 

MAY 15, 1975. 
ApPENDIX-COMMENTARY ON SFoU:CTI':D SEC­

TIONS OF THE REGULATIONS ON CRIMINAL 
HISTORY RECORD IN.·ORMATION SY:;n~Ms 

Subpart A-§ 20.J(b). The dennltlon ot 
crlmlnElI ·hlstory record IntormEltlol1 Is In­
tended to Include till' basic oiremler-bnsed 
trnllsactlon "tat.lst.lcs/computerlzcd criminal 
hIstory (OBTS/CCH) data elemcnts. If no­
tatlonll o! ali arrcst. disposition. 01' other 
formal cr!mlnElI jU!;ticc transactIons occur 
In reco.ds other than thc traditional "rnp 
shecL" such Il.5 al·rest reports, any criminal 
llllit.ory record IIlformation contalncd in such 
reports comes under the definltlun of till:; 
subsection. 

Thc definition. howevcr, does not ('xtend to 
other InfOi'matlOll contaln!!d III erlmlnElI jus­
tice agency reports. InLelllgence 01' Investi­
gative InformEltton (e.g. suspected criminal 
nctlvlty, nssoelates. hnngouts. financial III for­
mation, owncrshlp oC property and vchlclN:) 
13 110t Included In the definition of criminal 
hlt,Wry Information. 

§. '~0.3 (e). Tile definitions or crhnlnal jus­
ticc agency and admlnlstrntlon or criminal 
justice of 20.3(c) (d) must be considered to­
gether. Included Il.5 crImInal justice agenclt!s 
would be tradlt10nnl police. courts, and cor­
rections agenclcs as well Il.5 subunits of non­
criminal justice agencies performing a func­
tion ot the admlnfst'ratlon of criminal just.1ce 
pursuant to Federal or State st~t\1te or exl'e­
utlve order. The r.bovc subunits of non-crim­
Inal justice agencies would Include for 
example, the Oliicc ct Investigation or the 
U.S. Department of Agriculture which hus a:s 
I ts principal function Ule collection of evi­
dence for criminal prosecutions of fraud, 
.l\lso Included under the definition of crim­
Innl justice agency r.re umbrella-type r.d­
rnlnlstratlve ug<:l1clcs supplying criminal his­
tory Informntlon ccrvlces sut.h as Nt'w York's 
Dlvj,~loll of Criminal Justice Services. 

§ 20.J(e). Disposition Is a l.ey concept In 
the section 521(b) o! the Act and III § 20.21 
(1\) (1) and § 20.21(h) (2). It, therefore. It, de­
fined In some detaIl. The specific dl"posilions 
listed In this !"ubs'!ciloll nre eXlwlplDs only 
nnd !Lre not to be construed as (')(Cllldlne 
other unspecltll'd transactions concluu!ng 
crllnlnnl proceedings within u !l:lrtlculllr 
agency. 

S1tbprtTt B-§ 20.7.11 (a). These N!!ulntlons 
apply to crlmln~1 jl1t.l!ce ngen<'les rccel'llna 
Safe Streets fund;; for IItantl:ll or nutom •• tcd 
"yctel11s sllbzcquen t tn JUly I, lC73, III till' 
hc~rlnl,s on the reglllatlOn.>. n 11l1mbcl' oC 
those tt'~t1fylng challc'lged LEhA's nl,(Llwr­
Ity to promulgRte rC!;ulrltlons for mRlJual 
sy"tcm:; by contcndlt,g th:tL scctlon G21(t·) 
o! (h,' hcL governs crllnll1:.1 history inCllrmn­
tlnlt contalnt'd III r.utolllalcd systzm< .. 

'£he Intcnt of section 524(b), how,~\'I')·. 
would be ::ubvert(,d loy ani:,' regulnlln(, aUlo­
mrlLctl l>Ylill!lns. Auy (.r;CUI'Y th~L wlshl'd to 
clrC'umveut the rq~\Ilrlt1"ns would b~ rLlc to 
crente (ill plicate IlInl1~H.1 filcs for )lllrp()~~s 
contrary to thc JcttCI' and spirit of (hI) rc~­
uhlt1on5. 

RCbuJat1oll~ of mnllunl sy~tems, t1H'l'!'f('re, 
l~ clllthqrh('(! by G~('l;oj\ 52,11 Il) when COl:I')o:({ 
\\ Itl1 SeCl/t'll LOl of Ul(' hct whkh aUlhor­
Izes the Admlnl:;tmtlon to elitnbl1~h nllt'.; 

. arId reCl1111tlons "l1cces!mry to the cxcre:Cic or 
1t.s fUIlCL!Ol1C' • •• " 
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""Jl1I A. !:,~t"\lr't aopl~ """'1 ~Iml., .. \ II'''~ 
tr·w ..... cQ1'.i Ir.f"rnw.~I"n ~"!etlld. "tn..-ct, nr 
dl_ml.n' ... J:!'I with L1'I'.A.I\ .~Ir:)(lrt 1l\\lbReqll'lnt. 
k! ..J!lly I, 1l,l?3; 

C~".l/D(") tel. B4'~~lon::O"O(b) (c) ex~l'\p~ 
'rom. r"!UJ~~IQM Cllft"ttl type-II ()t recordll 
Yltalw th~ .ftI'p'rf!h"~.lon of fu!!ltlv" •• tree­
dom, of tbe prMS. ft>:'lll tile l'"blWs rl~ht to 
know. . I 

&.otl~", '0.21) (b) (!l) Iltt~mpfJs ttl d021 wl~h 
thE< .nr~hlci .... of. compu~rlzed pollee blotwre. 
'~Il l")mit l"Cal Jilt1Gdlotlollll. It. Is npPI\l'l'ntly 
J)"'VI~bl" ''lr'prlVl\to Indlvld.l~nlg lind/or newa­
m';$). .UPOIl filllmll:;.qlnn 01' 1\ "peclfill II:U,," to 
ObtAI~ tm-O\1gh .a comptl~r r.eAtch ot tbe. 
hlot.t«!f 1\ histOry of ~ perllon':; nrresLII. Such 
f1Ie!lClr,el\~ a partli\l ctlmh',,1 111l;lory dl\UI 
1>"01· t)otcnt'nlly d!.'.m~"',g to lnC\I"l1chml rrl­
VM~", ellFl1e\l\lIy l;'n~1I fJ1ey Go not. cont'\lll 
"'.,,&1 "'~"I''lttt(>I1''. ,,)~, rl;q'.llrlng that 'luch 
;W:"eord., l,I) nc~~sedllolely on 1\ chr(molo~\el\l 
lIl\.~I~, ttlr. rcr:ullltl"~'l limit. Inqu!rh,;; toO tjlA­
('.lfI'I tHn"l PIl~I(I<'~' 'lon'.! tf'''ennrllr,c f,llncrl\l 
:O .. hln..: ('1(P'!dll.~t."l'1 !'tto Po l)')rs·,u'.: prlve.tIt 
lU'0!!. , 

Subsection 20.20(c) J'ecognlzea t.':!I\t &n­
nou\1cemen~ or ongoing de\·elopOl<!nt.'J In 
tho crimInAl Jusf.1ce process should not be 
!>rl!eluded I!om puhllc dJSclo!luro. Th\ls all­
nO\lnt;olYl.,nt:!l of arrest, conVlcUmlS. new de­
velopmllntllin the ~·trse o.t an Illvc~tlgatlon 
~,p.y be mnde within a 1-.w dsvs of theIr (Je­
curr<Jnce. It; Is alr;o permissIble' for a crlmlnr.! 
JUI;tloo .. g.mcy to con(\rm cert.~11l matterll ot 
public rec(>rd lnfornmtloll upon IlpccHlc In~ 
qulry. Thus, If 1\ qUl!stfon 15 ralscci: "Wt'~ :>1: 
1U'rer.t'l1t by your AgOl'.cy on January 3, 1952" 
al1d tbh; CI\I1 bl! con.lll'mlld or dc-nled hy 
looldng at one of l'\e recemls enumerated In 
liubscctf.on (b) Above, th'lIl tbc criminal 
ar,ency may rc..qpcn'='. to 1.111: Inqulrr. 

5202:. Since prlvl'c:!, and security consld­
err.tloMll.re t«:'O complex to 11c deA.lt w1th 
nV'!J'I\Ir.h~~ the reguilltions require n State 
'pIAIl to lUlS1.Ire t:ordcrly procress toward tho 
obJ~cttves or the Aot. In resJlon.~ft to requests 
or t.hose testifying 011 thl: drafl rl!gulatlons, 
the deadline for snbmlSlllon of tho pllm WRS 
II4lt at l!lO daYll. The kInd or plll!lDlng docu" 
ment anticipated woul" he much more con­
el!!() than, 10r example, the State's crl~lnal 
Justice comprehl!llS\va pIau. 

The l'C'SLlIIlUOns d<:lIhcl'ately refrain tram 
speclfylnlt 11.'»1) w~l.hln " Stfl.te should be re­
IIJlcnSlbl'l r~r prepl\tllllt tho pllm. Thill lipe­
cl11c defA!rrolnat!on libould be mado by tbo 
i(!t'}VI!"'''I'., • 

I 20.21 (11) (1). S!'Cttnn 5"1,(1). of the Act 
roqull'cs . thllt LEliA !mure c:rlmlnl\l hIstory 
infomuo.t!on· be current .and that, to the 
mllldmum extent fe!\!Ilble, It contnln dlllpo­
.ttlon L~ well as curront. riat.a. 

U Ie, however, econaml-:ally and ndmlnls­
tratlvely lmp!'ll.r.tlel\l 10 m!\lu taln complete 
crIminal 1\l5tor11!!1 nt the loclll ICllt'l. Arrange­
ment.OJ for I':lCUl pollce depftrtmLln~ to keep 
trn.ck ot dlaposlUl)1l!I by r,gt'nclr.s ou tslde of 
the loenl JUllsdlctloll:; ~el1~rally do not eXist. 
Jt. WOUld, moreover, I'e barl pub lie policy to 
encourage such nrmngem(mtli sluce It would 
J'esnlt In an cxpemt"e duplIcation of tlle.o;. 

. The alterlll\l.lves to locally I:ept crlmlnnl 
111stortes arr.. recordl.l malo!l\lnecl by Il ceutr~ 
RtIlt!! rrposltory. A cr.nttr.1 Stllt(l repository 'Ii a Stat" nC~Ilr.y M"lug the fUllctJon pur­
sUl\nt to f;tntute or e;;ecutlve order I){ main­
tainIng c'lmDrelwnl!lyo statcwldo crhnll1al 
history rClcord Il1formlltton !'lIes. Ultimately. 
throllch autoUlRtlc dnt" proceSSing the st[l~ 
level will hBve the; w,pl\bllttlt t.o hnndle all 
reques\.:l for lu·Stllto orl1l1lnl'1 hL~tC'ry Infor-[' 
mat!on. 

flectlou 20.21 (a) (1) Is wrlttell with a cen­
trIl1l7.ed. State crhnlllr.l hl&tory rp.j)(J!llto:y In 
mlud. '1'he first spntence ot the ,mbsectlon 
Stn.tCH thp.t COmlJletll reec;rdtt should he rc­
talued II~ I!. central St.'\te r('polllto!'y. T.he word 
""hO'lld" III ilermlsslvt': it, Slip-cent./! hut dChllJ 
lJot mandt:.t8 1\ central St/4{o terJo:;ltory. 

RU-'fS ANO RfGUI,.ATIOt.,S 

':1>'J 1'I!':;\1, ... , .... "" do fl!ll'·t .... tt:!I •. t)tAte~ !!i. ··b .. ~"t. .,. t\rOvll,!l')d by Federal lAW .other 
tll1'lI .. 1 ,,'''.oetlorr''l f<lt' :3t-"~ ~!)ct !Ml\l crl ..... t- than till;; tlt:", ~o oIIIcftr 01' eDl(lloy~ ~r the' 
nI)l :':;·U,. ..... ~.n.,'!S< tn :~ll~ry- el'ntrnl Sf.p,te ~eJ'Ill Oov"""m"nt. IUlr .lIlY ree'plflnt (Of M­
rep!)8I!oa:''!15 "b3rI)V1:r ;.I';"J r.1l.I .. ~ Ruch pro- .tatance under tit" provllllona af thb title 
eC(hlre5 1\1'''' In~r.o:1e<t t:- Il1 ..... re that. f.ho I'I1nat lIhall lllle or revllal II.n, fem!archor .tatlllUcal 
current et:Jml'1alj'l&tlc.3 1!l!Qrmatlon Is ur ... d. Jllfom:atlon tumlllbod under thla tlUeby 

As a m1nlm~.r.l. crlmlt1ai ~.aatJr.e ogencle •• aD,. .,penon &!ld Identlftablo' to &nJ ipectnc 
subJ~t to thMoe J'eg:u'Il";IQilll muet mAko In. prlVl"tIo pel'llOn fl)r anJ PUrpOile nt~!!" "Ulan 
qutrlt'a of CIlntrtll St~te repOl'ttl)rles Whl!lleVp.t . the purpC>"..c tor whlr.h It 1VKII obtalne4 In ae­
the rllpl)IIUory 111 cp.p"ble of mpc!tlng tho cordanco with ttl." tltfo. coP';!. n,t lIucl1 'tu­
u"p.r·" rcquel't wltllir. .. ro,tUOi'l"blo time. fonnntlon Khall bo Immullo {roln legal proc­
Prppo;elltly. compr.ehl!n'll"e reOllrcil! ~f all Judl- ".!III. and woJl not, wlthcmt. the oonsent. of the 
vldulI1's trl\nlll'(.t!ons '·"th'.n a Sl.atc nrc p!!JIII(>n furlllllhln~ aucll Informa.tlon, bo e.d­

·mVotnt!\ln-.ct !':\ m"'l\l"l fl'~;] ~'; thl! state le\'el, ~ltted M ovld""c., or USCld ror IUIY PUJ'fl050 In 
1£ at aU. It '" pro1>l'bly u-renllst.ic to elCpeet any ACtion, Ilttlt, or other Judicial Qr adinlllls­
mlloDlm1 !lyl;~lllS t.o be .,blt: hllmp.dlntely to tratlve procecdlngll." 
meet mAlly rApld-lIcces'! I'eects of pollee and c.(:o 
)lr(l!;ecutoNi. On til" ofl''!r !:.I\nd, qu/)rie!' of Ll!!'\A 1'1ltlclp".t.('ll Ill!Il'lng rllgulatlon.') Pl!rSU­
tllo st~te eent:".· rj>po :Iv>ry for most non- lUlt to Se-:tlon ~lt(ll) lUI .(;1\011 os po:., .. lblc, 
crlmlnnl Ju .. '.lcr; pvrpC's'l~ l>;:~)br.,hly can and ,20.21(") (5). D1!l6cmlnntinll uuder th11 
sboUI(1 bA ntl\d~ prior t", d.l-.mlllnUon. at t1 d he 
erlmtnt'.: blstol'V r(,,,nr,, :t'tor"l(,~I"IJ. Bile on woul PCl:T('.!ttP,cl 11,,1; (j"l~' III ca~ 

120.21 (bl. TIl!} Jlr.lltilt!Ol"; "I', tllssr.mlnn- or Invest.ll!atl::l.'13 o( empl(ll''Ucht s.tJtahlllty, 
tlon 111 tills 51l!J~ct.101l l'rp. t'w:;p,ntlal to f'.llml hut al!;n luv'!stlg(l.t.lcn."I rehlting t" c'i):uanco 
the nmi!Cln.te of P.<ectlOl:\ 624.(1::\ ot the Act of Indlvldua.1n for Recess to Illfo(m:1tlcm which 
which requlri''l the Adm\"'Rtraf;fon to a.'l.'<ure III clMSllIed pll l'6u!o'nt to ElC:lcutlve Order 
that thr. "prlvllcy of all Infurmatlon Js £',de- 11%2. . 
quately provided for ami th&t Information C. 20.21 (e) (1). '''Active prosecution pend. 
sball only be 11S'!d tor liiw nntorceni~ilt nnd lng" would. mcnn, for example, tll:1tthe case· 
criminal Justice and other lawful rmi'polles." is stUl netlvel7 tn prv.:es .. , tho -al'at step such 
The CI\~gorles for !Us&cmlnfttlon established 83 an arrlllcruneI1t has bee.'l takc:n Imd. the 
1n this section rene-:t lIu'tgl!Stlcna by heRrIng· CIU'e dockct~cl"tol' oot!11: trIal. 'rhls term is 
wltnes.ses aud respon~c)ltJ; submittIng wr1t~ not Intended 1;0 Include &llY tl·cntJnent· ... ter ... 
ten eommentary. ' n\J-tlve-type pX'ogrl1ln wll.lch might dcrer pros-

§ 20.21 (b) (2). Thl" lIubaectlon b Intended ec:titlon to 1\ later dnte. Such a defcrr~t."pros­
to p'!rmlt public 01' prl;'lIte agenCies to hl\vII ecutloll 1s a dlspOl!it.10n which should be 
IIcces!! to crlMlnl\l l"<;t.ory record InforJl'l\t1on entue4lln tile record. 
wl1cre a ~tatute or IIlIp.clltive order: I 20.21 (e) (3). Present.ly some employers 

(I). Dcnles empl.oylI'Cnt, lIcen:5lng. or ollll:r aTO clreum ... !!ntlng Stlt~ nnd locnt d!sll"mlllll­
civil rights anel pr1y::eges to persons c(m- tilln restr1ctlou.'l by req.ucatrut nppllc'mtq to 
vlcted of 1\ crime; Dbtcln an omclal ccrtlflcaUon··of 110 crlmlnnl 

record. /ul employer's rc .. tlcst liIlder the 
(Zl Requtrl!s a crlmlun.1 record check prior 1I.00ve circu~f.Ilnccs gives .the IIppllcant tho 

to employm'!nt,JIcc:nslnl;. etc. un'!nvlnblc choice oi InvllSlon or his prlvftcy 
The above elfAlnples reprc.~"'nt sf.lltutory or 101;8 of pO!lSlble Job opportunities. Under 

patterns contemplated In drafting the regu- • this subs~ctlon ron tine certlflcations or no 
latIons. The sine quI\. non for dl!<Semlnation record wOllld no longer be permitted. 'In ex:­
under this 8ub~tlnn Is mtutory reference . traordlnary clrcumstanccs, howell or, I\n 111-
toll crlmlnal oonduct. st..:tutcs whIch eontllin dlv1chta.1 could obt. .. ln a court order pcrmlt­
requirements l\nd!or exclusions bMed on tlng such a cr.rtlficntlon •. 
"good mo!al ch"'::llcter" c, .... ~nlSt worUun~..J;" t 700.21 (c) (4). The language ot this lIut;­
would not be Il'l1lllcient to nuth~rl2:e d1Sseml- section leav('-,> to 'the States the question ot 
natiOn. who among t.he Ilgenclel! I\lld Inellv/duals 

The longuage of'tbe subsectIon wlll"ac- Jlsted III t 20.21 (b) shall IICtUn!ly receIve 
commodate ClvU :?'.c"'!lce sul.tJ\.bll1ty In,;'"stl- cl'lm1nl'.l records. Uvder th .. l!'~ l"f!(;ultl.tI':lns A 
catiOns uuder Executlvo Order 10450, wh1ch State could pla.r.e a toUtl ... ~~. nn dlssemlnl\­
Is tho I\uthorlty tor .mc:>st InvestlgnUom con- tto!llllt so wIshed. 
ducted by the CommIssion. Section 3(11) ot I :!0.21(d). J:Ton-crlmlnal Justice R[(eltclc.'! 
10450 prcscr!hes til') minImum ItCOpO ot In- wUI not be able to receive records of Juve­
vestlgat!'on. aDd. require'!. 1\ ebeclt of FBI fin- niles unlel'S the language or statute or Fl'd., 
prprlnt Illes IUld written InquirIes to ap- eral executive order speCifies tllnt Juveutle 
proprh.te law enforcement. agenclOll. records shall bo avaUab!o te.r dlsscmlllll.-' 

120.21(b)(3). Thill lIubsectlon would p~r- tlon. Pf'rhaps the moet controversIal PlU't of 
nllt private ngencip.s such. as the Ven. 1n.~t1- th15 subsectIon III that It dcnies n~es.'1 to 
tuto t.o receive crlmlJlJ\l hll;wL'lr.s whero they. rl)cords of JuvenUo.'J by J?edel'al IIgr.nclcs con­
perform a llCCes.o;a.ry IIdmlnllltratlonot Justlco ductlllg bar.k.grouml tnvestlgat!ons tor e111;1-
functlonsuch 11., pret.rlal relell.'le. PrlVu.tI.! con- bluty to CI~SllUled In!ormatloll under ex­
liulLlng firms which cOlJ'monly astdst c.:lnllnal IsUng leg~1 r.uthorlty. 
Justice agencies In Int:ormatlon systems de- I 20.21 (el· fl'll1ce It would be too costly t.o 
velopUleut would also be Incluucc1 h<.:re. audit cach criinlun! 1\Istlce agenc:' In most 

states (WlscOnslll, {o.lr' ey.l1luple, hnll 1.075 
i 20.U (b) (4). Under this subsectIon, any crimInal JWJtlce ageneles) rlLndOln r,udlt'> ot 

good tatth rescarchel'8 In.cludlnc· prh'lI.tc 1.1- a "reprcsenbttive san:ple" or agencies lire the 
dlvlduRls would be perml.ted to use crlmlll.1l next bftllt altet'datl·lo. The /,crm "rerre!letlt~­
hIstory record InformatIon for re~each pur- tlve BIlmple" Is ul'-ed to Insure thr.~ audIt'! do 
poses. J,s with 1>he agenclcs GCSICllBted In not pimply focus 011 certain types or lIIellcles. 
§ 2!l.21(b) (3) rose.rchern would be bound by ~ . I t. 
an Ilcreement wIth thc dtssemlnuUng CTltn- 120.21(1) (2). In tbc &llort r>lll, der lea ,Oil 
lnal JustIce ar.ency and would of course be will probably mean greater cos!.'1 for stat" 
subject to til'; r.ftllc~lonn of t~~ Act. ,. IIn4 lcr.nl covornments. lIow I:rcl\t Rt1ch cos!.:: _ 
. ' " ." mlght be Is dependent UPOIl the mpldly IId-

The drafters of tho rell"alntlons expres,.ly ynnr.lng stnte or compuu-r t .. ebncllcgy. So 
rejected a sugcestlon which would hnve llm- that tliere will b6 no IOrlo~ lll~rdship on 
lted access lor reslIllroll PUI1!0SCll to ~.ertillcd stat4!S and locAllttes as n rem,lt or thin t'tl. 
resear~~ Orcani7.R;IOtUl. Sp,ccUlC!llly,certlfl- qulrOlllellt, I 20.23 provldllll Ul.R.t. addltlcllul 
cation criteria \~ould hMe bIIcn extremely tIme w11l be Illlowed to Iritl1lemilnf; the dt'dl-

.~~lfnr.ult to draft and w.,ull1 lu\Ve ~l1evlL&bly catIon requlremollt.l"orexampre, whure 10::.11 
llld to \tnnece:'.at\ry re8t.rlI~tJons on logitlmate syst.em5 Ilowln plnee contAIn erlm'nAI 1118-
rl'lICarcll. wry Information. of (lilly ~hat 1St.n~. u~';d 

SectloIl524(,,) of tha At:t wblch.f'J'rmll part pl'.rely for Intrl\.'ltntn· Jlur{1O!SCll •. !n a shared, 
ot the rcqulrenleJlt.a ot thl3 IIMUon states: enVironment, COl1l;jderatlr'I~' wlll f;!e !l"'en to 
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paDlial ~wMlOM of tl~ un_ tbIa pro­
·:rWon. 

• Z0.21(1) (').('). "Direct acceu" meanrs 
that an, non--erlmlnftl agency authorized. to 
neel"o crlmtnal Justlce datil muat go tbrough 
acrlmlnal Juatlce. agency to obtain Intor­
maUon. 

• 10.21(,)(1). A '·chn.llenco" under this 
McUon la an oral or wrlt.ten contention b)' 

" an Indlvlc1ual tbat lilll record Is Inaccuro.ta 
or Incomplete; 11. would rcqulre him' to give 
" . correct version of hi:! record and (tlCplldn 

. wby he believes lIhl version to bo correct. 
Whne 1\11 IndivIdual should bavc access to 
lllarecotd for review, I\. copy DC the record 
ahould.ordlnnr!1y only be (Jlven wben It 18 
clearly cat.abUshtd thlLt It Is necessary for 
t.he pUll>OSC ot cbnllenr,e. 

The rullctm"il of tho subsec-tlon elCl'ressly 
reJec:te~ a sugcestion that would have called 
for a ~.at\lItactory vcdlicftUoll oC Identity by 
flngetllrll\(. compRrJllOn. It wu.s Celt that stntcs 
ougbt to IJc tree tr.I determine other means of 
Identity vcr1"c.atlon. 

I 2021(g) (5). Not every nscncy will have 
don. this lil t hI! pa:lt, but henceCorth ade­
quate rccon1rs.lncludlll(!: those required under 
'20.21(e) must be kept sO· that notillclltion 
.caD~made. 

I 20.21 (g) (6). This Hctlon emphasizes that 
tbemght to access and re\'lew cxtends only 
to criminal history Information and doer. not 
Sncludci other Infornlatlon such as lntelll­
Benco or treatment do.t.n. 

t 20,22.(0). The pl111lO~e for the certifica­
tion requirement 11' to Inltlate Immedlo.to 
compliance· v.lth Ulese regul:.tlons wllere'/cr 
poSSible. The tenn "maximum e.1:ent feasl­
blo" acknowledl~es tho.t there l\I"e !lome arens 
such.1!.t the complctcnees requJrement which 
create complex: leglslntlve and finanCial prob­
lems, 

Non:: In preparing the plans rcqulrC'i by 
these regulations, St.a1;es shOUld look for 
guidance to t.he follOWing dOCl.lmcnts: Nl1.­
tlonnl J.dvl:ory Commission on Criminal Jus-

. tlCD Stnndo.rd(l and Goals, Report on the 
Crlln/nr" Just~cc System; l>roJect SEARCH: 
Sc:cl1rlty a.n(l PftvallY Coneideratlons In Crlm­
Ino.l Hl3tor.{ Intonnatlon Systems, Technical 
Report. #2: Project SEARCH: A Model state 
Act Cor Criminal Olfcnder Record Illformo.­
tlOD, 'l'echnlcnl Mcrr'!lp\lldllDl #3: and 1'roJ­
ect. SEAitCn~ Model \';LC:mlnll!tro.tlvo Regula­
tlOftll for Cl'lmlnal omm<!cr Uecord I4fotmll­
tlon, Technlc;!.l Memoranduln #4:. 

Subpart' C-12!1.,U. DefillE:D the crlmlun.l 
hl/ltory record In!'mnatlon system operated 
by the Fedl!ral Bllren'l or Ill\'estisaLlon. Each 
state having II. rcr.ord In tll~ Computerl,..ed 
Criminal IUst.ory (COR) file: must hn.vt' 1\ 
fingerprInt card on till' In. t·he !"Dl Identifica­
tion DivIsion to &UPIJort Lhe cen record con­
cerning tho lndlvldunl, 

Parngrnp;l b Is no!. Intended to limit the 
Identification services prcs~nt1y perfonned 
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by tbtl PUI fC'r JI'cd~ral, .. tate and local &ien- 4. The ,ubJoet CiUbe requeat.ed record shall 
dca. () request. tbe aPPropriate arresting ngeney. 

I :10.32. '1111' grandtather ebuac contf\IMd court. or c:cii'ncUonal .. agencY to 1.llltlnto !i.e'­
In the third parallrapb of thla SectIon la !Ion nec ... ~)' .. w eorreet I\IlY .• tated . :I.nnc­
defllped, fr(,111 a practical .tan4poln1:. w curacy In blarecord or·iifovli1e'.illc llirol'mo.­
eUmlna\&' tho necCNlt)' of deletll)g rrom the tlon needed ~ milltetbo record colnplele. 
PSI'a maulve ftlN tbe non-Includable 0[- ,.5 20.:16. n'l8 Nctlon, ret(,fS to the rCCllllre­
tense. wblch were atored· prior lo February. menU for obtaining' direct: access to tllo 
11173. CCK 111e. O~e of tho requirements llOth"t 

In. the event a peJ'llOn Is charged III court hardwate,'lnchldlng processor,eommulll.ca­
wltll a llerlous or slgnUlcant o/Iellsc arlllhlB_t.I.~S_ control and lltorage devlees. to be lItt­
out of nil arrest Involving a 1l01l-lllcludablJ. -llz1!,Cror th" handling ot crlml;lnl hIstory 
otrensc, tbe nOll-lncludablo ofTense will np- '.. dat.a must .,., dedlcnted to· tbe crimi nl 
pcaf In the nrrestscgment of the CCli record. justice function. 11 

I 20.~3. Incorporates the provlr.lons of & 
regulatIon Issuet:l/"l)y the FBI on June 26. 0 120.37. The 120-dny requirement In this 
1074, lImlt.lng dl!lllemlnntlon o[ arrest In- &cctlon allows 30 days Iltoro thlln lheslmllar 
format1ol\ not accornplmled by disposition provisIon In Subpllrt. D In order to allow for 
Information outsIde the Federal government processing tIme which may be needed by 
for nOll-crlmlnu.l jU'BtlcG purposes. ThIs reg- the slates before forwarding the dltll,oslt1on 
ulatlon Is cIted In 28 CFlt 50.12. to the FBI. 

I 20.34. The procedures by wblch 1111 In­
dlvldunl IllAY obtain a copy oC hIs manual 
ldentltlcntlon record are particularized In 28 
crn 18.30-34. 

Tho procedures by whIch all Individual 
may obtalll . .Il copy of hl.~ ComIluterl7.ed Crlm-
11111.1 HIstory record lire as to11ows: 

If an Indl\,ldur.l has a crlmbll\l record sup­
ported by fingerprints and that record. has 
been entered In the NCIC ccn FlIe, It Is 
available to that individual for review, upon 
presentation oC npproprlnte Identification, 
and In accordance with applicable· state nnd 
Federal administrative IUld 6tatutory regu-
lations. • . 

Approprtate Identlficr.tlon Includes being 
fingerprinted fc>r the purpo::e of Insuring that 
he Is the Individual that be purports to be. 
The record on 11le wlll then bc verIfied as 
hls through colnparlson of fingerprints. 

Procedure.!. All requests for review must 
be made by the subject of his record through 
n. law enforcement agency which has accesS 
to the NClC CCH FUe. That ngcllcy within 
statutory cr regulo.iory limits can require 
addltlonnl IdentificatIon to assist In secur­
Ing a positive IdentificatIon . 

2. It the cooperating law enforcement 
egcncy can mp.ke nn Identlficntlon .wlth 
fingerprInts previously taken which a~e on 
file loon.11y nnd If the FBI Idelltltlcation num­
ber of the Individual's record Is n.vallablo 
to that agency, It can make an on-Une In­
quiry ot NClC to obtain his record ol1-lIne 
or, It It doe.'l not ho.\'e suItable. eqUIpment 
to obtlLln an on-line response, obtain the 
record from Wnshlllgton, D.C., by mall. The 
Individual \I .. IJI thcn be r.fforded the oppor­
tunity to see thr.t record. 

3. Should the cooperntlng law enforcement 
agency not have the Indlvldunl'!l finseorprlnts 
on file locnlly, It Is nececsn.ry for ihnt agency 
to relnte bl:; prints to nn exlsthlG record by 
having hIs IdentificatIon prints cIJmpllred 
with those nlr~ndy on 11le III the FDI or, 
possibly, In the State's central lt1ci1t1ncatloll 
ngency. 

IFR Doc.75-13197 Filed 5-19-'/5;8:45 am} 

I Order No. 602-751 

PART 50-STATEMENTS OF POLICY 

Release of Information by Personnel of the 
Department of Justice Relating to Crim­
Inal and Civil Proceedings 

This order amends the Department of 
Justice guIdelines concerning :I"eleasc of 
information by personnel of the Depart­
ment of Justice relating to crlminal and 
civil proceedings by deleting t.he provi­
sion permitt.ing discloslU'e of criminal 
history record information on requcst. 

By virtue of the authority vl'.sted ill me 
as Attorney Gcnzral of t!lC United States, 
§ 50.2 (b) (4) of Chapter I, Title 2& of the: 
Code of Federal RegUlations is amended 
to read as follows: 
§ 50.2 ll.elcnsc· oC informution hy pt'r­

Eonncl oC lite DCI)llflmcnt or Justice 
relaling to criminu. lind civil pl'o­
cccdings. 
.. • • • .. 

(b) • • • 

• • • • • 
(4) Pm'sonncl of the Departmcnt shaU 

not disseminate any information con­
cerning a defendant.'s p1'lorCl'lminal 
record. ., 

• • 
MAY IS, 1975. 

• • • 

EDWARD H. LEVI, 
AttorneY General. 

(FR Doc.75-13108 Filed 5-10-75;8 :45 IlIn] 
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proposed rules 
This .sectlon of "Il". FEDERAL REGISTER·contBinS notices to the public of the propqsed Issuance of rules and nculatlons. The purpose of • 

Ibese notices Is to C. If! Interested .persons an opportunity to participate In the rule making prior fa aha adoption of aha flna!. rules. 
~ ________ ~~! ____________________________________________________ -J 

\< 
DEPARTMEN'f OF JUSTICE 

LaVI Enforcement Assistance 
Administration 

§ 20.21 Pr~paration and .ubmi!l:don (If (v) Such program(s) shall be knovm' 
• Criminal History Record Infonna- only to crlmlnal justice IlgeDCY eDlployees 
lion Plan. responsible for crJmlnn.l llistory record 

. " 

[28 CFR Part 20 ] 

CRIMINAJ. HISTORY RECORDS 

Collection, Sto:age, and Dissemination of 

A plan sball be submitted to LE.:\A by information system conLrol or lnc:Uvldullls: 
each state on or before March 16, 1976, andagenci("J,tpursuanttda'SpeCUlc~~­
to set forth nIl operational procedures. ment willi the criminal Jusl.ice agency to· 
except those contained In paragraph <f) provide such programs and the pro­
of this section. A suppleniental plan cov- gram(s) kept con:tinuouslyund.er maxI· 
ering paragraph (f) of this section shall mum security conditions. 

. :"~ , 

.J 
Information 

. TiUs proposed regulation amends the 
regulations pertaining to the collection, 
storage and dissemination of cr1m.1nal 
bistory record Information. 

These amendments are ba: 1d upon a 
reevaluation of the dedication require­
ment by the Department of Justice and 
the persuasive comments of many st-ate 
and local officlal" who have stated that 
dedication of t.lte criminal justice infor­
mation s,stem would cause h1ghly ex­
cessive increases in present criminal jus­
tice system expenditurE's and that other 
appropria.te methods are a\'aL'2.ble to as­
Eare the security of criminal justice in­
fonno.tion. 

The amendments also extend the date 
on which the state plan must be sub­
mitt..ed. 

Hearing,; on the proposed changes will 
be held November 17, and if necessa.ry 
November 18. 1975, begjnning at 10 :I..m. 
In the 3rd Floor Conference Room. 633 
Indiana Avenue, ~TW •• Washington, D.G. 
Two oUler hearings are planned to bl: 
held Novt.mber 21, 1975, In Atlant.a, 
Georgia. and Decem1'er <1. 1975, in San 
Francisco. Cc:.li!omia lntcrested persons 
who w1.5h to t.'!si.1fy sh :mld notify Thomas 
J. Madden, General Cotmscl. Law' En­
forcement A$gistancc Administration, 
U.s. D2Pn.rtmcnt of Justice. 633 Indian~ 
Avenue. r..~V,. Washln-gwn, D.C. 20531 no 
later than five days t !fore each hear1ng. 

The select..."'<I. comml.ntary deallng with 
the proposed umendments are deleted: 
120.21, the second SI:ntence; § 20.21(f) 
(2) In It!; entirety. 

Written. views on tl e proposed regula­
tions should be subrr.ltted to the LEAA 
Office of General COt nsel no later than 
·December 5, 1975. 

Pursuant to the n::lthorlty vested in 
the Law EnIoreement Asslsta:nce Admin­
Jstl"8.tion by sections ,;01 1\.Ild 52. of the 
Omnibus Clime ContI :>1 and Safe Streets 
Act of 1968. as a.mended by the Crime 
Controi Act of 1973, Pub. L. 9J.;.a3, 87 
Stat. 197 (42 U.s.C. a',Ol ct Geq.) (AUg. 6, 
1973) , tJUs amendmcnt to Chapter I of 
Title :18 of the Code Clf Federal Regula-
tions is proposed. . 

In § 20.21 the first :.entence of the in­
troductory text is de cted and the fol­
lowiug two sentences r.rc added and par­
agra.ph (1) is revised to l'ead as follows: 

be submitted no later than GO days after . (4) A criminal Justice agency wU1: 
the amendment to paragraph (f) of this (1) Select and supervise aU persOll1'1el 
section becomes effective. • • • authorized to have direct acc.ess to such 

• • • • • information. 
<f) Security. Insure coniidentiallty (il) Assure that all individual or agen-

and security of criminal hi~tory record cy authorized direct access is respoIwblp. • 
information by providing that where- for (A) the physical ~ecurlt.y of criminal 
evr.r cn.'1linal history record 1n!ormatfon history record information under its i:On.- . 
is collected, stored. or dis. seminated, each trol or in its custody and CB) the prote9-· 

tion of slich information from 1JDRU .. 
State shall ensure that: 

.(1) Where computerized data 'proc_ tborlzc(r&.ecess, <&closw-e, OI"dissemlDa"; 
essmg is employed, effective and tech- tio;:;. • . 
nologically advanced software and hard- uu) Institute procedures to rea,!lODably 
ware de.o;ign.o; nre instituted to prevent protect any central repcsitol"f¢ crim1Dal 
~nauthorized access to such information. . hIStory record 1n!ormatton Crom UDaU.,. 

(2) Access to criminal history record thorized access, theft, sabotage" fire,. 
information system facilities, systems fiood, whld, or other natural or man-

made disasters. . 
oPe:'~ting environments, data file con- <lv) Provide that each employee wort.-
tents whether while In use or when 
st.ored 1,n a media library, and system ingwith or having access to criminall1ls .. 

tory rcs::ord information is familiar With 
documentation conforms with security the substance and intent of these regula­
~tandards established L-y state legisla- ti 
tion cr, in the absence of such legio;la- ons; a.nd 
tion. by regulations approved or issued (v) Provide that direct access to crim-
by the governor of the St.ate. 1na1.hatory records. infonna.tion sbrU1 be 

(3) A criminal justice agency shall available only to autho~ officer.s or 
have authority to set and enforce policy t'.Dlployees of a crlntinal Justice aUeDcy 
concerning those. computer operations and, as necessary, otJler authorized per­
which support criminal history record sonnel essential to the pl"O;-Jcr operation 
information processing, by ~et;lilcaUy of the criminal history record informa-
providing that: tion system. 

<1> Criminal history record lnforma- • • • • • 
tion be stored by the computer in such 2. Section 20.23 is revised to reOOas 
manner that it can..,ot be modified, de-follows: . 
strayed. accessed. changed, purged, or § 20.23 Docwnenlation; Appror:al hy 
overlaid in any fa.sh.1on by non-crlm1n~ LEAA. 
justice terminal!). 

(11) A desIgnated criminal justice 
agency emplo!'ee till specify and certifY 
for operationnl usc programs that w11l 
prohibit lnquiry, record updates, or de­
strucUoo of records from any terminal 
other than, crim!llal justice Syst.em.ter­
minab! whIch are so designa.ted. 

(111) The destruction of records 1!; lim­
ited to specifically desiliDllJ.ted te:rminals 
unde~ the dir~ct control of the crimfna.l 
justi~ ~eney responsible for creating or 
storillt; the' crfminal hJstor:;r rt.'Cord 
1n:iormatioll. 

(tv) Designated crim1nal Justice. 
agenoy employe~o; will specify and certify 

. for opt'.ratlonal we such programs to 
dctect and stprc for their output all \m~ 

Within SO dayS of that receipt of the 
plan, LEAA shall apPl'Ove or dl:;approve 
the adequacy of the pro\'isions or the 
plan and certification. Emluat!or. of tho 
plan by LEAA wlll be based upan whether 
the procedure!) set f9,l:tp. w!!l ll.ccomplisl1 
the required objectives; The c\'a~v!l.tion 
of the certification (5) 'will be OOsed upon 
whether a good faith eirort ha.'I bE-en 
shown to initiate and/or further compli­
&nce v.1t.h the plrul nnd re[nl)atioos. All 
procedures in. the IlPPl'Ovcd plan must be 
fullyopern.tional and implemented by , 
December 31. 197'1, Certification. sball be 
submitted 1n DCceUlbcr of each !fear to 
LEAA unt.il such complete compliance. 
'1'110 yearly cert11ication £hall update tho 
lnform.::.tion provided under § 20.21 • 

RICHARD W. VELDE' 
Adm.inistratOr. 

OCrODEp. 15. 1975. 
r~uthorlJCd atten:l1ts to penetrate any 
cri111iu.al histor,x.reeord infonnation Sys-
tem, program, or file. lion. Doc.75-2875:l Flled 10-23·,'15;0 :~Ii nm] 
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Title 23---Judicial AUlni!li5tri<tion 

CHAf'T~R 1-l.A.Y:'· i{, H':CRCEMENT I\S­
. SISTANC::: ADMINI'::'J FlP."QN, DEPART­

MEr:r cor JUS1JCE 
P/.rn 20-CRIMrNAL JUSTICE 

INFORMATION I:£COHDS 

Criminai History Records; Collection, 
Storage, ... IId Dit.5~",irralioll of Information 

This Ilmcnds the requlations pertaIn­
Ing to tile col!ectlon, :;torage and dlS­
semill&.tiC'rL (If l'nminal hir.tory recold 
jnformati~·n by extendf,lg the da.te on 
which th~ bf . .utc plan must be submitted. 
Further ch:mges as prOlJosed ill {O PR 

. 49789 d<ltcd October 24. Ill'iS, will be 
lortncolDifl({ at It later dMe. 

PurSURllt t·) the auf ilOrtty vested in 
the L!l.W l:~llfol"c(;r:lent /,s.;;istancc Ad­
ministration by ",ection!" 50] ~md 5~4 of 
the Omn;;;u,> Crime Control and Safe 
Streets A-:-t (II 196R, as amended by the 
Crime COlltml Act of 1973, Plil). L. 93-83, 
87 Stolt. 197 (42 U.S.C. 3'(01 at seq.) (Augo 
6, 1973), t:'li!, amends Chapter I of Title 
28 of the Ccd~ ot Federal Regulations. 

In § 20.21 the first sentence of the in­
trojuctory te;.,.t is amended as follows: 

. § 20.21 Plo('JlQratioll lind l'uluulssioll of 
. a Crimil'u: liistol) RC'cord I •• formu­

tion PI:;n. 

A plan shal! be submitted tt:> LEAA by . 
each Stllt-e on March 16,1976, to set forth 
all operr.tional procedurt'!':, except those 
contc..ill:!d in paragraph (f) of this sec-
tiol1. • • • 

JAhms l'.1:EGG, 
Acting Administrator. 

- DECEMIl1::R 16,1975. 
IFlt 1)(,,, ~;-31465 FlIed 12-19:'70;8:_45 Rm} 

-----------------------------
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PART III: 
\ 

DEPARTMENT OF ' 
JUSTICE 

, ' 

Law Enforcement Assistance 

Admil,istration 

• 
. CRIMINAL HISTORY 

. RECORDS · 

Colleci'ion, Storage, and Dissemination 
of InFormation 
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title ~J-.dic;'1 Administration 
CHAPrER I~DEPARTMENT OF JUSTICE 

,ART 2O--CRIMINAL JUSTICE 
. IPWOR,..ATION S'I'STEMS 

'On May 20,1975,~guladon5 ",'ere flub­
Iblhed tnthc FEDERAL REGJsrEIl (40 FR 
22Ut)telat(ng to thecollectlon. storage. 
_dlssemlna.tion oof criminal history 
rec;or<l ~ormntion. Amendmellts to 
tlJese~8111a~lons .were propoSed Octo-
1t(,~~~~rtm~;(40 .FIt' 49i3!)) based upon 

· .:~vit"'tl~ .~f the dedication re­
q~~erit c;oDtained in § 20.21 (f). Hear­

'.UIp on ~e proPoSed chan~es were held 
. Novem,ber 1'1, 18, ~l-and De~ember 4. 

U'1I,In .additiOri, hearings were held to 
~ .. ch •• ea· to· the db'semlnation 
PJ'OVI$1Ons o~the rtiUla.tions (40 FE 
62148>. '!'hese, hearinrs ",ere held De-

· etnaberll, 1~ ~d 15, 1975. to consider 
• COJmnentaJrom in~rested parties on the 
lbnitattons placed 1>n dissemination of 
crimJnal I$torY. record' Information. to 

~ bOD-crJrnlnal JusticeageQcles. The pur­
~ of the hearinls was to determine 
wbetl'1.tr &lie resuta.tlcms, as' they were 
draft.ecJ. appropriately made the ballince bet.-t.he PUb~C'5 right to 'k!low such 
IJlfqnnatloll with the indiVidual's right 
of privacy. " . 
~. reI\Jl.tof these hearingsmcdlfica­

·tIOna to the l'eIUlatlons ~ve.now been 
· made to 'better draw this balance. The 
ftlUlatlonaareb~ upon section 524 
(b) ottbe C:1Ji1~' CO~ltl'Ol Act of 1973 
whlch prov1d~s in rele.~'Ult part: 
".All erlmlnal hilltory 'IUtorma~lon collected, 
It.o~ or dlslemlDlltecl' ihfough &upport 
lJDAIet ""II tlUe mall contalu, to the maxi­
IDUJa e.wDtfeasl~lf. ~pos1tto!1 .&$ weli as 
arren d~ta ,r1:l~rearr.ci;tdil.t. Is ,Includecl 
~1D. The collection; I.tor~e. ancl. dlssem­
JDatlon of such lJitofIllAUon shall take plaee 
UDder' prcxedUrH rea..'IOnably 41cslgned to In­
lUre that all IUch Intorm:1tion J4 kept cur-

• nn' therein: the Admlnlstratlonilhall assu.nt 
tI1at tile .ecU1'I~y and privacy of aUthforma­
tlaa .. aclequa.tely provl~d for and that In­
formation Iban only be used tor law en­
fcwcement and crlmlnal JUEtice al.d other 
laWful purposes. In ad.:ti~lon. an Individual 
wbo bellenl mat ere-dina! history Informa­
"OD concern1ng blm coutalned In an auto­
mated .,.tem ,. Inaccurate. Incomplete. or 
,maII1talned In violation of this title. liholl, 
upon .. ~I.factorS' veriftcat!on of bls tden­'''J, be entitled to review lUeb Information 
aDd to obtain a copy o! It for the purpose of 
cbaIleJlse w co.rrectlon. ". 

The regUlaUons. as now a~ed. pro­
Yide that. comictlon da.ta nlay be dis­
aemlnnted wlt"'out llmitat!on; that crim­
Inal hl$Wl'Y ':ord in!onm:.tion relating 
to the otrcll$e for ""hlch an indivldunlls 
currert~lY within the cl'im!nal Justice sys­
tem maybe disseminated mthout limita­
tions. InIiofnr nsnollconvictlon record'in­
f9nn&tlon isconcemed (nonconviction 
data is defined in I 20.2Q l~) ) • the regula­
tions .requlre that nfter December 31, 
1,'I'l, most 'iCA-c;:lminal Justlce 6CC~SS 
woUJr,I requh.: a~thodz:l.tJon pursul,nt to 
• it.atut.e. ordlnnnce, executive order or 
cow;t rule,dec~!on or order. '!be regula­
~ons no.longer i'CQuire eXP1'ess a.uth01iLy, 
that J$ IlpecUlc'langlUlge In the author­
'klh&' stlltute or order requiring access to 

RULES AND REGULA liONS 

such information, but only that suell. dls­
semtnation fa pursuant to and ean be 

. construed from the general requirement 
In the statute or order. Such statutes in­
clude, State public record laws which 
have been Interpreted by a. State to re­
quire that criminal hlstol'Y reeol'd infor­
mation. including noncom'iction infol'­
mation. be made available to the public. 
Detel'lninations as to the pUl'poses for 
which dissemination of cl'jminal history 
record informatJon is authorized by State 
law. e.'<ecuUve order. local ordinance, 
court rule. decision or order will be made 
by the appropriate State or local officialli. 
The deadline of December 31. 1977. will 
permit States to obtain the authority. as 
they believe necessary. to disseminate 
nonconviction data. 

The regulations. as now amended, re­
move the prohibition that criminal 
history record infonnation in court rec­
ords of public judicial proceedings Cfill 
only be accessed on a chronological basis, 
§ 20.20(b) (3) deletes the words "com­
piled chronologically". Therefore. court 
records of public judicial pl'Oceedings 
whether accessed on a chronological 
basis or 'on an a.1phabetical basis are not 
covered by the regulations, 

III addition. the regulations would not 
prohibit the dissemination of crimina.1 
history record iDfonnation for purposes 
of international travel (Issuance of \'is3.s 
and grant.jng of citizenr.hip I. The com­
mentary on selected portions of the re~­
ulations have been amended to contonn 
to the changel'!. 

PurSuant to the (lut1!-Qrit.y \'ested in the 
Law Enforcement ASSistance Adminis­
tration by sections 5(11 and 524 of the 
Omnibus Crime Cornr,)l and Safe Streets 
Act of 1968" as amended by the Crime 
Control Act of 1973. Pub. L. 93-83. 87 
Sta.t. 197 (42 U.S.C. 37Pl et seq.) <Aug. 6. 
1973>. these amendments to Chapter 1 
of Title 28 of the Codt~ of Federal Regu­
lations are hereby adopted to become 
final on April 19, 1976. These amend­
ments only aDlend subparts A and B, 
SUbpart Cremains the same. 

Sec:. 
.20.1 
20.2 
20.3 

Subpart A--General Provisions 

J:'urP()!;e. 
Authority. 
Definitions, 

Subpart .-Stat. and Local Crlmioal Hi~tory 
Record Information Systems " 

20,20 Appl1Cl1blllty, 
:!O,21 Preparation and submission ot a 

Criminal Ilistory Record In!orma-
tlonl'lan. . 

20.22 Certification ot Compliance, _ 
20,23 Doc\lmentaUon: Approval by LEA. .... 
20.2f. . State laws on privacy and security, 
20.25 Penr.ltles. 

Subtlart C-Fedcral System and I;"terstate 
Eachans. of Criminal Hi.,ory Record Information 

20,30 Appllcablltty. 
20.31 Rel;pon~lbl11t1es. 
20.32 Includable olfcll!Jes. 
2Q.33 DL'lsem!nation of criminal history 

record Intornlatlon, 
20.3. Indlvld\l~I's right to access cr1m1nnl 

blstory r(:cord Information. 
20,35 National Crime In!ormation Cenwr 

Ad\'I~ory Polley Boa.rd, 
20.:;6 Pllrtlclpatlon In the Computerized 

Criminal History Program. 

Sec. • ''\ 
~0.a7 ResponslbUity tor adburacy. com­

pleteness. currency, 
ZO.38 Sanctloll tor noncompliance. 

All'TIICRITT: Pub, L, 93-83. 87 Stat, 197 (42 
USC 3701. £t seq: 28 USC 53 .. ). Pub. L. 92-544. 
8.i,,!;\t.l115. 

Subpart A-Ceneral Provisions 
S :!O.l Purpn>'e. 

It is the purpose of these regulations 
to ~,$.<;ul'e that criminal history record in­
formation wherever it appears 15 col­
lected, stored, and disseminated in a 
m:UUler to insure the completeness, in­
tegril.;r, a(:curaey and security of such 
information and to protect individual 
privacy., 
§ 20.2 . .(uillOrily. 

These regulations are issued pursuant 
to sections 501 and 524(b) of the Omni­
bus Crime Control and Safe Streets Act 
of 1968. as amended by thc Crime Con­
trol Act of 1973. Pub. L. 93-83, 87 Stat. 
197. 42 USC 3701. d seq. (Act), 28 USC 
534. and Pub. L. 92-544, 86 Stat, 1115. 
§ 20.3 Definitions. 

As used in these regulations: 
(a) "Criminal history record informa­

tion system" means a system·including 
the equipment. facilities. procedures. 
agreements. and organizations thereof, 
for the collection. processing. preserva­
tion or dissemination of criminal history 
record infonnation. -

(b) "C1iminal history record in!orma­
·tion" means Information collected by 
criminal jllStice agencies on individua.1s 
consisting of identifiable descriptions and 
notations of arrest.'!. detentions, Indkt­
ments, informations, or other formal 
criminal charges. and any dispoSition 
a.'ising therefrom, I5entencing. correc­
tional supenision, and release. The term 
dot'S not include Identification infonna­
ticn such as fingerprint records to the 
extent Ulat such information docs not 
indirate involvement of the individual in 
the criminal justice system. 

(c) "Criminal justice agency" means: 
11) courts; (2) a government agency or 
nnysubunit thereof which performs the 
administration of criminal justice pur­
suant to a statute or executive order, and 
which allocates a substantial part of its 
annual budget to the administl'atlon of 
criminal justice, 

(dl The "administration of cl'imin3.1 
jU'iUce" means performance of any of 
the (ollowing activities: detection. ap.,. 
prehen~ioll, dCtC!ltiol1, pretr!al release. 
post-trial release. prosecution, adjudica­
tion. correct,ional supervision. or rehabili­
tation of accused persons or criminal of­
fencerli, The administration of criminal 
justice shall include crilt'Jnal identifica­
tion activities and the collection. storage, 
and dissemination of crimimll history 
record information. 

(e) "Disposition" means inform.lUori 
dlsclo.3in!! that criminal proceedmgs have 
bc-cn cOllcluded. inclucUl11,; in[cl'lI:.tt1on 
di:dosing tilat the police have elected 
not to refer a mi:.tter to Il. !l:-o~e('J.t.ol' or 
lhat a PTo~ecUt0r has elected not to COUl-
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tion has occurred, The above sllallapply 
to nl1 alTests occurring subllequent· to the 
effective date of these. regulat1ons~ Pro­
cedures shall be established fOl' criminal 
justice agencies to query t1)e centl'al re-

mence criminal prOt!eedings ~nd also db;- 'made available by the Law Enforcement 
closilllr the nature of the termination in . Assistance Administration subsequent to 
the proceedings; or Information disclos- July 1. 1973, pursuant to Title I of the 
Ing that proceedings have been Indell- Act. Use of information obtained from 
nltely postponed Rnd also dlscloEing the the FBI IdentlflcaUon Division or the 
reason for such postponement. Disposi- FBI/NCIC system shall also be subject 
tlons shall Include, but not be limited to, to Jlmitations contained in Subpart C. 
acqulttal, acquittal by reason of Insan- (b) The regulations In this subpart 
tty. acquittal by reason of mental In- shall not apply to criminal history record 
competence, case continued without infornlation contained in: (1) posters, 
ftndilllr, charge dlsmls:;ed, charge dls- announcements, or lists tor Identifying 
missed due to insanity, charge dismissed or apprehending fugitives or wanted per­
due to mental incompetency, charge stm sons; (2) ol'iginal records of entry such 
pending due to Instn.nity, charge still as police blotters maintained by criminal 
pending due to mental incompetence, justice agencies, compiled chronologically 
IUllty plea, nolle prosequi, no paper, nolo and l'equlred by law or 10lllr standing cus­
contendere plea, convicted, youthful of- tom to be made public, If such records 
fender determination, deceased, deferred are organized on a chronological basis; 
di~lt1on, dlsmlssed-civil act lon, (3) court records of pu~llc judicial pro­
found Insane, found mentally Incom- ceedings; (4) published court or admin­
petent, pal'doned. probation before con- istratlve opinions or public judlciai, ad­
vlctlon, sentence cQmmuted, adjudica- ministrative or legislative proceedi~gs: 

pository prior to dissemination of any , 
cl'iminal hIStory record inlornlatioll to ., l 
assure that the most up-to-date dispOSi-

, tlon ,,1thheld, mlsl\l'lal",...,.defendant dis- (5) records of tramc offenses maintallleq 
charged, executive ciemClil-CY. placed on by State departments of transportation, 
probation, paroled, or released from cor- motor vehicles or the equivalent thereof 
rectlonal supervision. for the purpose of regulating the ~ .. 

({) "Statute" means an Act of Con- suance, suspension, revocation, or .re­
gress or State legislature of a provision newal of driver's. pilot's or other opel'a­
of the Constltution.of the United states tors' licenses; (6) announcementsote~-
or of a State, ecutive clemency, " 

(g) "State" means any State of the (c) Nothing in these regulations pre-
United Stares, the DistrIct of Columbia, vents a criminal justice agency from dls­
the Commonwealth of Puerto Rir:o, and closing to the public criminal history rec­
any terrltol'y or posses.c;ion of the United ord information related to the ,offense 
States, for which an individual Is currently 

(h) An "executive order" mE-a\r1S an within the criminal justice. system, Nor 
order of the President of the. United is a cl1mlnal justice agency prohibited 
States or the Chief Executive of !l State from COnfil111lng pl'lor cI'imlnal 1)istory 
which has the forcc of law and wIllen ~ recOl'd information to membcrs of the 
published in a manner pel'Dlittiilg l'egQ- news media or any other person. upon 
lar public access thereto, specific. Inquiry as to whether a named 

(I) "Act" means the Omnibus Crime hldlvidual was an'ested, detained, In­
Control and Safe Streets Act, 42 USC dieted, or whether an information or 
3701, et seq" as amenued, other formal chal'ge was filed, on a spec-

(j) "Department of Justice c!'iminaI iHed date. if the arrest recol'd Il1forma­
hlatol'Y re;cord informa.tion system" tion or criminal record InColmation dls­
means the Identification Dh'ision 'nd. closed·is based on data excluded by para­
the Computerized Criminal History File graph (b) of this section. The regula­
systems opel'aled by the Federal Bu- tions ·do not prohib,ltthe dissemination 
reau of Investigation, of criminal hio;tor,f reCBtd tn!ormatfon 

tion data iii beitlg used. Inquiries of 8; 

central State repository shall be mncle 
pl'ior to any dissemination exceptbl 
those cases where time Is of the essence 
and the repository 10; technically incapa­
ble of respondlr.g within the nece:;sal"Y 
time pel'iod, 

(2) To be accurate means that no rec­
ord containing criminal history record 
information shall contain. el'1'oneous in­
fonnatlon, To accomplish this end. crimi­
nal justice agencies shallinstitu.te a proc­
ess of data collection, ent.ry, storage, alld 
sYstematic audit that wiU .minimize the 
possibUity of recording and storing in­
accurate information and upontindillg' 
inaccurate 1nformatlon ()f a material 
nature, shall notify all cI'imlnal justice 
agencies known to have received such 
information. 

(b) Li71lftattona on dissemination, By 
December 31, 1977, insUre that dissemi­
natton of nonconvtction data haa been 
limited, whether directly or through any 
hltermediary only to: 

(l) Criminal justice agencies. for PUl'­
po..,es of the administration of crimin:nl 
justice and crimhlal justice agency em ... 
ployment; 

(2) Indivlduals and agencies for any 
purpose authorized by statu~e,.ordlnallce, 
executive order, or ooul1; rule, decision, 
or order, as construed by apPl'Opl'l.\te 
State or local Officials 01' agencies; 

(3) Individuals and agencies pursuant 
to a specific agreement with a"crimillnl 
justice agency to provide services re­
quired for the administration of criminal 
justice pursuant to that agreement. The 
agreement shall specificaUyau.thol'ize 
access to data, limit the Use ()f data to 
purposes for whichglve1'ltinsul'e tl1ese-

. ,. 

.. 
'.' 

(k) "Nonconviction data" means ar- for purposes of International travel. such 
rest information withollt disposition if as issuing visas and granting of citizen­
an hlterial of one year has elapsed from ship, 
the date of arrest and no active prosecu­

cUlity and confidelltiality of'· the dnta .-.-:: 7~ 
consistent with these regulations, l\-nd 
prOVide. sanctI.ons for vio.lation ther.6or: /. ,i 

tion 01 the charge is pending; or inCor­
mation disclosblg that the police have 
elected not to reter a matter to a prose­
cutor, or that a Pl'osecutor has elected 
not to commence crimmal proceedings, 
or that proceedings have been indefinitely 
postponed, as well as aU acquittals .and 
all dismissals, 

(1) "DI~ect access" means having the 
author!. to access the criminal h~<;tol'Y 
record data base, whether by manual or 
automated methods, 

Subpart B-State and Local Criminal 
History Record Information Systems 

§ 20.20 Applicabilily. 

(a) The regulations in this subpart 
apply t Illi State and local nr!encics and 
IndMdl. ... lS collecting, storing, or dis­
semhlating criminal history record infor­
mation processed by mauual or auto­
mated operations where such .collection, 
storage. or dissemination ·bas been 
funded In whole or In part with funds 

('0 Individuals and agencies for the '. § 20.21 .'rt'llRrulion alld Kultllli .... ion of II 
(:rilllillllllli~lory lh-rm:,1 il~formllli,," 
1'11111. 

express pUl'pose of rese!ll'('h. emlunti\'I!, ,;i!: 
or statistical actl\'ltles. pursuant to an ~", .. 
agl'eemellt vilth a criminal jijstice agen- . " 

A plan shall be submitted. to LEAA by cy. 'l1te' agreemcnt shall spccitlcal1~' au- :: 
each State on Mal'ch 16, 1976, to set forth thorize access to data. limitU1C u:;e of. ", 
all opel'9.tional procedures, except thpse data to' research. evaluative, 01' sta:ti.~,. '.~,'. 
portions relating to dissemination alidtlcal pUt'poses, il'lsure the c011t1dcntinl­
security, A supplemental lll!in co\'el'ing ity andsccul'ity of the data consJ.o;tcllt 
these portions ~hall be ~ubll'litted no later . with· the,<;eregulatlons and with sectIon 
than 90 dnys aftcr Pl'olllulgaLion ofthese524(a)' of the Act and nllY regulatiQl1s 
amended l'eguJations, The plan shall s~.. ,implcm~nt.jng. :;eqtion 524(a). and pro.;, 
{ol'th oPcl'ationalprocedures'to- ,vidEl sanctions for tile violation. thereof. 

(a) Completclless.and cicclLrac1l,.Insure,These~1j.sseriljnntionlimitnt1ons do not 
that criminal histOl'Y recorqillformatioll apply to c=onviction (lata.. . 
is complete and accui'ate, (c). Gc"cr(ll policies ontlse and cUs-, 

(1) Complete records shOuld pe main- :se7[li1.ation. (1). lIse Of (:riminal history 
tained at a ccull'a.l State reposit.ory, To, . record iilJormntion disl)cminn,j.ed· tol1Pll" 
be complete, U record maintail!cql!ota' .f,l'inilnnl justic~ ltg-cllC'ie!; $l1all be litnit~ct 
central Slate repository Which conta1iJS to Ute PUl'poseloJ' which it Wall g)VCJi •. 
information tha.t Qntlldivldunllms been (2).'· io()ngcllcyorln<llvldual&h(lll f!Otl­
RlTc&tcd. and whichis;wallnblc JO\' dis., Arintlle exL"tf!Il(,~Ol' UQl1(,)l>iSLl.ll)l'C':'cU( 
seminntion, must coutain infOl'limtiollof cl'hninnr.m"t()l'Y i'ceQl'd ,hlf\~wn.'\tl()n to 
any dJ.o;liositicns occul'l'il)g wit.hill 'the'any PC1;si)iior al.t('ncy~nrlt v,v\,ld l(o~>I)~ 
Stnte within 00 days a!ter tI)", ~i:SJlQSI" CU"4blet~ l'ccq{ve the JpfI)11p.J(l"1lHs!)l{; 

1,-~ l ':' " • '.. • 

'f. 
'1; 
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(3) Subsection (b) does not mandate 
d1ssemlnatlon of cr1m1nal history record 
information to any agency or individual 
States and local governments will deter­
mine the purposes tor which cUssemina­
tlon of criminal history record 
Informa.tion Is authorized by State law, 
executive order, local ordinance, court 
rule, decision or order. 

(d) Juvenile records. Insure that dls­
.emination of records concerning pro­
ceedings relating to the adjudication of 
a Juvenile as delinquent or in need or 
aupervislon (or the equivalent) to non­
c:rtm1nal Justice agencies Is prohibited. 
unless a statute, court order, rule or court 
decision specifically authorizes dissemi­
nation of Juvenile records, except to the 
same extent as criminal history records 
1D&1 be disseminated as provided In 
120.2Hb) (3) and (4), 

(e) Audit. Insure that annual audits of 
a representative sample of State and 
local crlmtnal Justice agencies chosen on 
a random basis shallbe conducted by the 
state to verify adherence to these regula­
tions and that appropriate records shall 
be retained to facilitate such audits. Such 
records sbal1inelude, but are not limited 
to, the names of all persons or agencies 
to whom Information is disseminated and 
the date upon which such information 
is d18seminated. The reporting of a crilil­
!nat Justice transaction to a State, local 
or Federal repository is not a dissemina­
tion: of. 1nformatlon. 

(f)Securltll. Wherever criminal his­
tory record InfOl'lllation is collected. 
stored, or disseminated. each State shall 
Jnsure that the following requirements 
are satisfied by security standards estab­
lished by State legislation. or in the ab­
aence of such legislation, by regulations 
approved or issued by the Governor of 
the State. 

(1) Where computerized data process­
tnc Is employeel, effective and techno­
logically advanced softwnre and hard­
ware designs are instituted to prevent 
unauthorized access t<l such Information. 
. (2) Access to criminal history record 
taformatlou system facilities, s:"stems 
operating environments, data file con­
tents whether while In uee or when stored 
ill Go media library, and sr:;tem documen­
tation is restricted to authorizcd orr;ani­
-zatlons and personnel. 

(3) (A) Computer operations. whether 
dedicated or shared, which support crim­
Inal Justice information sy!'tems. operate 
bi accordance with procedures developed 
or ar' Jved by the participating crim­
inal J\.wdce agencies that afisure that: 

(l) CrimJnal history record Informa­
lion Is stored by the computer in such 
manner that it cannot be modified, de­
atroyed. accessed, changed, purged, or 
C)verlaid In. any fashion by non-criminal 
justice terminals. 

(11) Operation programs are used that 
will 1 "hlblt Inquh'y, record updates, or 
des.truction of records, from any tertpinal 
other than criminal justice system ter­
minals which are so designated. 

<UI> . The destruction of reeords is 
limited to designated terminals under the 
direct control of the criminal justice 
&irency responsible for creating or stor-

RULES AND REGULATIONS 

tnir the cr1m1nal history record 1nforma­
tion. 

(Iv) Operational programs are used to 
detect and store for the output of desig­
nated criminal just1ce agency employees 
all unauthorized attempts to penetrate 
any criminal history record Information 
aystem, program or file. 

(V) The programs specifieelln (il) and 
(Iv) of this subsection are known only 
to criminal justice agency employees re­
sponsible fer criminal history record in­
formation system control or indiv1duais 
and a:;encies pursuant to a specL1c agree­
ment with the criminal justice agency 
to provide such programs and the pro­
gram(s) are kept continuously under 
maximum security conditions. 

(vi) Procedures are instituted to as­
sure that an Individual or agcncy au­
thorized direct access is responsible for 
A the physical securit.y of criminal his­
tory rccord information under its control 
or in ilc; custody and B the protection of 
such information from unauthorized ac-

o cess, disclosure or dissemination. 
(vii) Procedures are institutl'd to pro­

tect any central repository of criminal 
history record information from unau­
thorized aecess, theft, sabotage, fire. 
flood, wind, or other natural or manmade 
disasters. 

!B) A criminal justice agency shall 
have the right to audit, monitor and 
in$peoct procedures established abo\'e. 

14) The criminal justice agency will: 
lA', Screen and have the ri;;:ht to re­

ject for employment, based on good 
cause, all personnel to be authorized to 
have direct access to criminal history 
record information. 

(B) Have the right to initiate or cause 
to be initiated administrative action 

.leading to the transfer or removal of 
personnel authorized to have direct ac­
cess to such information where such per­
sonllel violate the provisions of these 
regulations or other security require­
ments esl.3.blished for the collection, 
stora;;e, or dissemination of criminal his­
tory record information. 

IC) Institute procedures. where com­
puter proces.;ing is not utilized, to a,sure 
that an individual or a(!C'llCY authorized 
direct access is responsible for (i) the 
physica! security of criminal history rt'c­
ord informat:on under its control or in 
its custody and (ii) the protection of such 
Information from unauthorized access, 
disclos;ac, or dissemination. 

(0) InHitute procedures. where com­
puter pr(lc('s!'in~ i'l not utilized, to pro­
tect any ct'ntral repository of criminal 
history record information from unau­
thorized access, theft, sabot~ge, fire, 
11ood. wind, or other natural or man­
made disasters. 

(E) Provide that direct access to crim­
inal history recordln!ormatlon shall 
be available only to authorized officers 
or emplorees of a criminal justice agency 
and, as necessnry, other authorized per­
sonnel essential to the proper operation 
of the criminal.history record Informa­
tion system. 

(5) E:lch employee working with or 
hoving ae<:el'S to criminal history record 

lnformaUon shaJI be made famlltar with 
the substance and intent of these regu­
lations. 

(g) Access and review. Insure the in­
dividual's r.ight to access and review of 
criminal history Information for pur­
poses of accuracy and completeness by 
instituting procedures so that-

(1) Any Individual shall, upon satis­
factory verification of his identity, be en­
titled to review without undue burden to 
either the criminal justice agency 01' the 
individual, any criminal' history record 
information maintained about the in­
dividu::u and obtain a copy thereof when 
necessary for the purpose of challenge 
cr correction; 

(2) Administrative review and neces­
sary correction of any claim by t!le in­
dividual to whom the information relates 
that-the information is inaccurate or in­
complete Is provided; 

t3) The state shall establish and im­
plement procedures for administrative 
appeal where a criminal justice agency 
refuses to correct challenged information 
to the satisfaction of the individual to 
whom the information relates: . 

(4) Upon request, JUl indiYidual whose 
record has been corrected shall be given 
the names of aU non-criminal justice 
agenCies to whom the data has been 
given; 

(5) The correcting agency shall no­
tify all criminal justice recipients of 
corrected information; and ' 

(6) The individual's right to access 
and review of criminal history record 
information shall not e:;:tend to. data 
contained in intelligence, Investigatory, 
or other related files and shall not be 
construed to include any other informa­
tion than that def1,ned by § 20.3'.b)' 
§ 20.22 Certification or Compliance. 

(a) E::wh State to which these regu­
lations are applicable shall with the sub­
mission of its plan prO\;de a certit!ca­
tion that to the maximum extent 
fenslble action has been taken to compl~' 
with the procedures set forth in lohe 
plan. Maximum extent feasible, in this 
subsection, mem",s actions which can be 
taken to comply with the proccdures set 
forth in the plan that do not require 
additional legislative authority or in­
volve unreasonable cost or do not ex-' 
ceed existing technical ability. 

(b) The certification shall incluc!c­
tl) An outline oi" the action Which 

has been il1stituted. At a minimum, the 
reqUircDlC'nts of access and review wldeE' 
§ 20.2lCg) must be completely opera­
tional; 

(2) A description of any legislation 
or executive order, or at~empt.s to obtain 
such authority that has been institute". 
to.comply with these regula.tlons: 

(3) A description of the steps taken 
to o\'ercome any fl5cal. technical, and 
admlnistraUve barriers to the develop­
ment of complete and accurate criminal 
hl~tory record InConlln.tion; 

(4) A descriplion of existing system 
capability and steps being t::l.ken to \lp­
grnde mch capabilIty to meet' Ule re­
qUirementJ; of til('se rebUlattorL'!; and 
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(5) A listing setting forth categories executive order. The abQve subunits of potentllLlly dam.agingto·'ln~lVldu~ prt·';' /.'1 
of non-criminal justice c:Usseminatlon.non-criminal justice' agencies would In ... ' .vacy,especiany'sl~ce th~y~o,not.corttati1:'.'.<,C:, I 
See 120.21<b)' elude for example; the Office of Invest!.. final dlsposit.ioris.BY requiring thtitSU¢h.::,.' 

I b gation of the U.S; Department of Agri- records beaccessedsoJely . .ona.ctlto~Q;.:·'~':; 
§ 20.23 Documentation: Approva r culture which has as itsprlncipill func- logical basis. the regulatio~1imit.'in- ;,< 

LEAA. , . tlon the collection of evidence for quirles to specifiC tin'1e periods and, dis" 
Within 90 days of the receipt of .the criminal prosecutions of fraud. Also in- courage general, fishing expeditions irito' 

plan, LEAA shall approve or disapprove cluded under the definition of critniIlal a person'sllrivate,lU'e. "".. .'" 
the adequacy of the provisions of the justice agency are umbrella-type admin- Subsection '20,20(¢) ,re<:ognizes, tl'lat 
plan and certification. Evaluation of the istraUve .agencies supplying criminal his- announcements of ongoing development,s· '" 
plan by LEM will be based upon whether tory information services such as New in the criminal justicepi'peess should not 
the procedures set forth will accomplish York's Division of Criminal Justice ha precluded from. public ·d1sclo~J".e~; 
the required objectives. The evaluation Services. Thus, annnoucem~nts of . arrest, con,vJc~; 
oUhe certificationCs) will be based upon § 20.3(eL Disposition is a key con- tions,. new. developrpents 'lnthetourse;<~ 

,whether a good faith e1fort has been cept in section 524(b) of the Act and in of an irtvestigl!-t!on may. be maqe. \lfii ·":l 
'shown to initiate and/or further com- 20,21(a) (1) and 20.21<b>' It, therefore, also 'permisSible for a ci"iininal jUstice ,.," .. ,; 
pllance with the plan and regulations. is defined in some detail. The specific agency to con1irm certain mll.ttersof. ".:1 
All procedures in the approved plan must dispositions listed in this SUbsection are public record infonnation uPQnspec\fl(;;::;.>.·.j 
be fully operational and implemented by . examples only and are not to be con- inquiry; Thus, if a question; is raised! '/ 
December 31. 1977. A final certification strued as exc1udirtg other unspecified "Was X arrested by Your'a,geIiCypq;.;J&.n'+·;-,) 
shall be submitted in December 1977. transactions concluding criminal pro- . uary 3, 1975" and,thtsc-.n,Jje,: poll'.i:,"': 4 

o 4 I . d ceedings within a particular agency. firmed or deIlie'd by loc)kmg· a.t,oneof':,.::;~ 
§ 2.2 State awe on pnvacy an.ecu- § 20.3 (k). The different kinds of ac- the records enumerated,jh_su~ctl9ti.(b});~":~. 

W:::~ a Sbte originating criminal i~t~:s :~/ a~s:'~~~~~r~~ ~~~~~~~ ~~ ~:;ef~~~dt~~,tret~~~~~~e· .. ~~~:;,~~' 
history record irtformation provides for nonconviction data. data as I~tated! j~ ~O:'?llb) ·~r~':~.~~;'.:'<l.:;>.;; 
sealing or purgirtg thereof,· Iiothirtg in Subpart B-:§ 20.20(a). These regqJa- seminated wl..th9ut linUta.tforl: . 'f.:: .... '~ .. ;~ 
these regulations shall be construed to tions apply to criminal justice age~c~es . §.20,~1. Th,eJ~i1lt"tJ~~ci~~~.~~}S't~ 
prevent any other State receiving such receiviJ1g. f~ds. under, the., Oml'llb~lS ,ref/:,ain fr~m, sp~9Af:Yipg:.:"'lJ()'~'~~~;''''.';'\.'';;. 
information, upon notification. ftom. Crime Control and, Safe Streets l\ct for State stlould be resPQ~i"le iQrp~p~'J'~ i /:~ 
complying with the originatirtF; State's manual or automated systems sQbse- ing the. plan. 'Pll$:speeift~:;d~~~~t~on;i':i 
sealing or purging requirements. quent to July 1. 1973. In the hearing~ on should, be 'mad¢ ·by ,t,he. <:1qve~or.; 'r.n~:·'/l 
§ 20.25 Penalties. the regulations, a number of those te;;;ti- State .has· gO day;;;fr~m 1;l1ft j)Ubuc.:at;Qp-;':,ry 

Any agency or irtdividual violatirtg tying challenged LEAA's authority. to of these.revisedregUlatto~~·s':lbl'!lit,tne:';4(1 
subpart B of these regulations shall be promulgate regqlatiQns for. manual sys- . portIon of' the pl!ln' coVqi~S;20·2.~~J:)~::!k~ 

tems by contending- that section 524(b) and 20.2,HfL '. .,'.' .': ... ·.:>,:::;i{;j 
subject to a fine not to exce~~ $10/0~ of the Act governs crimirtal histOry in- § 20.21.~a} (H .. Sect1oq.;fj?4(~),Of~'~~1l~';::':~$ 
:t!~di;~~~~d~~ag~~~t l~~~rentsw:,f formation contairted in automated sys'- . ActreqUll'estliat ~ .ins\1re'c~i%p.~!la},'; .. ,!C\ 
LEAA assistance. tems. . ' ' history ilnformatiQD be curren~:al}~Jfia~c:~'::;i 

The intent of section 52'1(1)>, however, to the ma~um extent iea5it*!1.~ c()J:l'6·;.:.'j 
would be subverted by only regulating taln disposl~onas wellasc!,lrren~'d,~ta •. :;:!:, 
automated systems. Any agency that It is, however.ecOJ:lom,iCIUW,andaQ~'~: ,::; 
v.ished to circumvent the reaulations ministratively impractic~r tp:maJnt!!-in'.,' ;'" 
would be able to create duplicat~ manual'i complete cIiminal t~torie$at.tbe: local ';'; 

RICHARD W. VELDE. 
Administrator. 

,ApPENDIX--COMMENTARY ON .SELECTED 
SECTIONS OF mE REGULATIONS ON 
CUBItAL HISTORY RECORD lNFPRlIIATION 
SYSTEMS 

Subpart A-§ 20.3(b). The definition 
of criminal history record information 
is intended to include the basiC o1fender­
based transaction statistics/computer­
ized crI"T'Jnal history (OBTSiCCH) data 
elements. If notations of an arrest. dis­
position, or other formal criminal justice 
transactions occur in records other than 
the traditional "rap sheet" such as ar­
rest reports, anycrlminal history record 
information contained in such reports 
comes under the dc!inition of thLo;. sub­
section. 

The definition. however. does not ex­
tend to Ilther information contained in 
crlinin justice agency reports. Intelli­
.genceor investigative information (e.g .. 

. suspected criminal activity, associates, 
. hangoUts, financial information, o"ner­
ship of property and vehicles) 11; not in­
cluded in the definition of crimirtal his .. 

,tory information. 
§ 20.3(c). 'l'he definitions of. crlmin!ll 

justicl r,gencyand adrQ,inistration of 
crlminbl justice Of 20.3(c) must be con ... 
sidered together, Included as criminal 
justice agencies would be traditional 
police, courts. andcorrectlons. agen!:ies 
as well as stibunits(J non-cr.iminal jus­
tice agencies performing· a . function.· of 
the administration of criminal justice 
pursuant to Federal or State statute or 

files for purposes co.ntr .. ary. to 1;J1e letter .level. ArT.an. gements ,!Or ... lo ... e .. a.l.pql!.C~I'dP.:" . . , ... ; .. i: .•. '~ 
and spirit of the regulations. . partment:s .to keep .trackofdis~$lt.9~;;?'~ 

Regulatioh of manual systems, there- b! agencies outside .of.the localjl!r~s4ic,"'.';'~ 
fore, is authorized. by section 524(b) tlons generally do not e~ist .. It WQUl~. -:->'J 
when coupled with section 501 of the moreoY,er, be bad public poU,cy. to,.en". .·c·,.·! 
Act which authoriZeS the Administration courage.such arrange~entssIn;eitl'oWnOUlodt' " ..•..• ~~ 
to establish rules and regulations "neces- resu1t In an expensive dupl.cat . ;.' .,. 

. files .') 
sary :0. ~~ exercise of its func- J. Tbe alternatives to locally kept crimi .... ~;'.~; 
tlons. . .. nal histories are records maintain,ed'·by,·'\, 
. The Act clearly, applies ~o all cnmmal a central state repository. A central' 

history rec.ord ,lnforma~lOn collected, State repository is a state agency l1avPlg. 
stored. or dlssemmated With LEAA sup- the function pursuant. to a· statUte of: 
port subsequent to July 1, 1973. executive order of maintaiping compre.:' 

Limitations as contained in Subpart hensive statev,ide criminal his~orY.rec~ 
C also apply to information obtained 'ord information files, UltimntelY·; thrOugh 
from the FBI Identification DIvision or automatic data Pl'ocessingthe5tatelc\;el. 
the FBI/NCIC System, will have the caPability to hancUeaIl ,;; 

§ 20.20 ib) and (c), Section 20.20 (b) requests for .in-statecrlnlinal history '. ~ 
and (c) exempts trom regulations cer- information.' . . '1:1

" 

tain types of records vital to the ap- Section 20,20<aHl) is written with' a 
prehension of fugitives. freedom of the. centra!ized State cfimirtalhl$tory reposi .. 
press. and the public's right to know. tory in mirid .. Thi.:::first $eQtenceQfthe 
Court records of public judicial proceed- subsection states that complet,creco):'ds 
ings· are also exempt from ~he provisiOns . should be retaintidat.8. centra.lState 
of the regulations. ., . rellosito.i:y.,~, word "$l'19uld" ~sp~rmi!i';' 

Sectlbn 20.20(b) (2) attempts .todeil sive; it Suggests but doeS not mandat~ a .. 
with the problem of computerized police ,~entral State repository. .' ',: ..' " 
blotters. ~ some localjurisdict!ons. it, ThereJr41atlonsdo re~uiretbatS~ate$ 

,is apparently pcissiblefor private' lridi- estal:lllshprQce~hlres !Qr. Sta.t~and local.·. " 
v.iduals and/or newsmen·upon sublllis-criminal justi~eligenciel)toquery.'cen.-~ 
sion of a. specIfic name to.obtain thrOLlgh '.' traLState rel?osi~ories ,wherevet:they .;. 
a computer search oUhe blotter a his.., ,e~ist. ,f:\tich.procequresare irtten~edto,. 
tory of a person's arrests. Such flIes cre- insure that the most current. .crnrUnal 
ate a. partial~rimina.l· histotyc;lataba:nk justiceinfonnation is used.' .' 
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11718 RULES AND REGULATIONS 

As a: minimUm, criminal justice agen- where they perform a necessary admin­
cles .subject. to these regulations must istration of justice function such as pre­
make inquiries ·of. central state reposi- trial release. Prlyate consulting firms 

· .tortes whenever U!.e repository is capable which commonly assist criminal justice 
of. meeting the user's request within a agencies in information systems devel­
reasoria/Jle time. Presently, comprehen- opment would also be mcluded here. 
sive recordsoi an individual's transac- § 20.21 (b) (4). Under this subsection, 
tlonsWithin a State are maintained in any good faith researchers includmg pri­
manual. files at the State level, if at all. vate individuals would be permitted to' 
~t Is ll~bably unrealistic to expect man- use criminal history record information 
Ual systems to be able immediately to for research purposes. As with the agen­
meet ·many rapid-access needs of police, cies designated in § 20.2lCb) (3) re­
and prosecutors. On tile other hand, searchers would be bound by an agree­
queries of the state central repository for ment with the disseminating criminal 
most nOD-criminal justice' purposes prob- justice agency and would, of course, be 
ably can and should be made prior to subject to the sanctions of the Act. 
dissemination of criminal history record The drafters of~he regulations ex-
information. pressly rejected a suggestion which 

t20.21<b). The limitations on dis- would have limited access for research 
· semination in this subsection are essen- purposes to certified research organiza­

tialtO fulfill the mandate of section tions. Specifically "certification" criteria 
·S24(b)· of the Act which reqUires the Ad- would have been extremely difficult to 
mirlistratlon to assure that the "privacy draft and would have Inevitably led to 
'ot all information Is adequately provided unnecessary restrictions on legitimate 
· for and that information sliall only be research. 

U$ed for law enforcement and criminal Sectlon 524(a) of the Act which forms 
justice and other lawful purposes." The part of the requirements of this section 

. 'categories for dissemination established states: 
in' this sectl.on refiect suggestions by "Except as provIded -by Federal law other 

· hearing witnesses and respondents sub- than this title, no officer or employee ot the 
mitting written commentary. Federa.l· Governmen'.;, nor any recipient ot 
• The regulatiOns distinguish between assistance under the provisions ot this title 

· conViction and nonconviction informa- shall use or reveal any research or statistical 
tion insofllr liS dissemmation is con- Information furnished under this title by 
c~r:6.ed. Conviction information is cur- any person and Identifiable to any specific 

· rently made available without limitation private person for any purpose other than 
in .m·lln· Y jUrisdictions. Under these, 'reg- the purpose tor which It was obtained In ac­

cordance with this title. Copies ot such in­
Wations, conviction data and pending formation shall be Immune from legal proc-

'charges could continue to be dissemi- ess, a.nd shall not, without the cOllsent of the 
.' nated routinely. No statute, ordinance, pernon furnishing such Information, be ad­
.executive order, or court rule is necessary mltted as evidence or used tor any purpose 
in order to authorize dissemination of in any action, suit, or other Judicial or ad­
conviction data. However, nothing in the minlstratlve proceedings." 
regulations ilhall be construed to negate LEAA anticipates issuing regulations 
a, State law limiting such dissemination. pursuant to Section 524(a) as soon as 

After Decembllr 31, 1977, dissemina- possible. 
.Uon of nOllconvlction data would be al- § 20.21<c) (2) . Presently some employ­
lowed, if aUthorized by a statute, ordi- ers are circumventing State and local 
~ance. executive order, or court rule. de- dissemination restrictions by requesting 
.ciSism"or or1.er. The December 31,. 1977, applicants to obtain. an official certifica­
. deadline allows the states time to review tion of no. criminal record. An employer's 
and determlr.a the kinds of disseminu- r~quest under· the above circumstances 
twn for non-criminal justice purposes to gives the applicant the unenviable choice 
beautborized. When a state enacts of invasion of his privacy or loss of pos­
compreAensive legislation in this area, sible job opportunities. Under this sub­
sucll legisll\t!on will govern dissemina- section routjnecertincations of no record 
tion by. local jurisdictions within the would no longer be permitted. In ex­
state. It Is possible for u public record traQrQin:lr~' circumstances, however, an 
Ia.wwhich has been construed by the individual could obtain a court order 
State to authorize. access to the public p~rmitting such a certification. 
o)',all Stuterecords, inclUding criminal ~ 20.21 (C) (3). The Iimguageofthis 
history recore!' informlltion. to be con- subsection leaves to the Stal;es the Ques­
sidcred !is st, tory authority under this tiOIl of who among the agencies and in .. 
subsection. Federal legislation and e~ecu- dlvlduals listed in § 20;21 (b) shall ac­
tive. orders' can also authorize dlssemina- tually receive criminal records. Under 
tlon imd would be relevant autllority. these regulatiOns a state could place a 

For .Example, Civil· Service suitability total ban on dissemination U it so wished. 
,(nvestlgatlons are conducted under Ex- The state could, on the other hand, 
,,~utlve Order 10450. This Is t}\e au- enact laws authorizing any member of 
thoritY for most· investigationS con- 'the private sector to have access to non­
ducted by tI '~ommlssion.Section 3(a) conviction data. 

, Of 1045() prcsl.tibes the minimum scope of ~ 20.21 (d). Non-criminal justice agen-
investigation' and requires a check of cles will not be able to receive records of 
FBHlngerprlnt files and written inqulr- juveniles unless the language of a statute 
ies to appropriate law enforcement agen- or court ordcr, rule, or cciurt decision 
ciel!. specifies that juvenile records shall be 

§20.21(b) (3), This subsection would available for dissemination. Perhaps the 
permit private agencIes such as the Vera most controversial part o! this subsection 
Institute . to ·~eive criminal histories . Is th:£t it denies access to records of 

juveniles by Federal agencfes conducting 
background investigations for eligibility 
to classified information under existing 
legal authority. 

~ 20.21 (e). Since it would be too costly 
to audit each criminal justice . agency in 
most States (Wisconsin, for example, has 
1075 criminal justice agencies) ':'!?ilndom 
audits of a "representative sam.ple" of 
agencies are the next best alteri1ative. 
The term "representative sample" is used 
to Insure that audits do not simply focus 
on certain types of agencies. Although 
this subsection requires that there be 
records kept with the names of all per­
sons or agencies to whom information is 
disseminated, criminal justice agencies 
are not required to maintain dissemina­
tion logs for "no record" responses, 

~ 20.21(f). Requirements are set forth 
which the states must meet in order to 
assure that -cnminal history record in­
formation is adequately protected. Auto­
mated systems may., operate in shared 
environments and thL regulations require 
certain minimum assurances. 

§ 20.21<g){l). A "challenge" under 
this section is an oral or written conten­
tion by an individual that his record is 
inaccurate or incomplete; it·would re­
quire him ;to give a correct version of his 
record and explain why he believes his 
version to be correct. While an individ­
ual should have access to his record for 
review, a copy of the record should ordi­
narily only be given when it is clearlY 
established that itts necessary for the 
purpose of challenge. 

The drafters of the subsection express­
ly rejected a Suggestion that would have 
called for a satisfactory verification of 
identity by fingerprint comparison. It 
was felt that States ought to be free to 
determine other means of identity verifi­
cation. 

§ 20.2l<g) (5) . Not every agency will 
have done this In the past, but hence­
forth adequate records including those 
required under 20.2He) must be kept so 
that notification can be made . 

§ 20.2lCg) (6). This section emphasizes 
that the right to access and review ex-. 
tends only to criminal history record in­
formation and does not include other in­
forma~ioll such as Intelligence or treat­
ment data. 

§ 20.22 (a) • The purpose for the certifi­
cation requirement Is to indicate the ex­
tent of Compliance with these regula­

. tions. The term '~maximum extentieasi­
ble" acknowledges that there are some 
areas such as the completeness require­
ment which create complex legislative 
and financial problems. 

NOTE: Inpre~arlng the plans required. by 
these regtuat1ims, states should look for 
guidance to the 'folloWing documents: Na­
tional AdvIS::lI'Y CommiSSion on . CrIminal 
Justice Standards. and Goals, Report on the 
Criminal 'JustlccSystel1\; Project ~H: 
Security an!! Privacy Considerations. In Crim­
InBl History Information /:!ystems, Technical 
Reports No.:.1 and No. 13; Project SEARCH: 
A Mode! State Act for' 'Crimlnal Otrender 
Record Informa.tlon. Techn1ClloI Memorandum 
No.3; a.nd Project SEARCH: Model Adm!~­
Isttat!ve Regulations tor Criminal Olfcuder 
Record Information; 'r~hnlcal Memorandum 
No.4. 

[FRDoC.76'-7889 Flied 3-18-76;8:45 am) 
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Appendix F 

~ *" ' •• . .~. 

.i) 

I Virginia Criminal Justice Agencies Cm'reredby Department o~. J·~·~"tice· 
Regulations 

I Grant NO,: 

Al603 

I ~2~54-
I Al211 

I· Al520 
A2377 

I A2891 

A2083 

1 Al890 

A2772 

I Al327 

IA2575 
Al397 

I ~1~12" 
A2004 

IAl987 

'1 A2006 
, A2933 
" A1684 

I A3019· 

.. 1 A2734. 

. . A2854 
" ~t 

I A2359 

A13SS I," . 
A2328 

. -I 
" . 

I 
'"' .• t.,' 

Jurisdiction 

Alexandria 

Buchanan Co. 
Campbell Co. 

Chesapeake 
Chesapeake 

Chesapeake 

Chesterfield 

Agency 

Police Dept. 

Sheriff's-Dept. 
Sheri;ff's bept. 

Police Dept. 
Sher iff's Dept./ 
City Jail 
Police Dept. 

Police Dept. 

Colonial Beach Police Dept. 

Colonial He ights Police Dept. 

Danville 

Fairfax Co. 
Fairfax Co. 

.• FitirYax "CO' ... 

Franklin Co. 

Hampton 

Hampton 

HamptQIl' 
Henry Cit). 

Herndon· 

Hopewell 

Louisa' Co"! 

'Manassas' 
• ~.' \ .• 3 

N~nsemond . 
(Suffolk) 

NeWport "News 

Police Dept. 

Police Dept. 
Police,Dept. 

- !;herIff' S-D~pt"./ 
County Jail 
Sheriff Dept. 

Police Dept. 

Police Dept. 

Police Dept. 
Sheriff's Dept. 

Police Dept. 

Police Dept. 

Sh.eriff's Dept • 

Polioe Dept • 

Police Dept. 

Police Dept., 
Conunonwealth's 
Attorney, Gen. 
District Court 

F -1 

Proj ect Title' 

ImproveInent QfCrime'Irivesti- , 
gation, Detect; on, anl:ll'revei.ltiop .····~i: 

" •• " h· ••.• , •. t, 

Devel-opmen t and Improvement ~;f' . ' <~,i~ 
Electronic . Inforro'.~tion. Retr*eval'" ,;~1; 
Systems ' .. ~:<r 

. '. ., , -'"". .\(.~. 

Improvemen t Of Police Corninunioa t:~op,~1l 
II- Adult Rehabilitationi?rQgrafu~t.r~~ 

. Improvement of Cti~inal Justic.~ '.":::;~~ 
Data Systems. . ';.~:, ..... :~.'.J.:·.i 
Improvement of Crime lInvesti'~ .. '; ..•. ' 
gation, Detection, andPreventiol1 .':': 
Improvement of Criminal Ju,st~ce·. 
Da ta Sys terns I, 

Improvement of Criminal Justice,' 
Da ta Sys'tems 
Improvement of Criminal Investi'~ . 
gation, D'etection, and prevention;: 

High Incidence Target progr~m 
" 

Conununi ty Based correctionp.l,·· '.' . 
Programs and Services" for' A:dlllt~ 
Improvement of C:r:iminal Jllst.iC~' 
Data Systems 
Improvement of Criminal Justice 
Data Systems 
VCCJ Specific Program 
"Non-Metropolitan HIT" 
High Incidence Target Phase II 
Improvement of Crime Investi-' 
gation, Detection and pr.e'vention:" 
Improvement of Police ' 
Conununications (VCIN) 
Improvement of Criminal Just~ce 
Data Systems 
Improvement of Criminal Justice 
Data Systel"!1S 
Improvement of Police 
Conununications (VCIN) 
Development;. anq 'Il"!1provementQf 
Electronic I~formation Retrieval 
Systems .. 
Improvement of .Criminal Justice" 
Data Systems 

.\ 

.; ,~: 

~. " 

. ... ;: 



I, 

Grant No. 

'A2758 

D2855 

A223l 

. 
A2046 
A2937 
A2l78 

A1735 
A1354 
A2582 
A1859 
A29l2 
A2084 

A2248 

A1488 

A2670E 

A27l7E 

A27l6E 

A29l:8 

A2l79 

A23ll 

A23l2 

A23l3 

,1\2671 

A2967 

A2968 

A3ll9 

A0977 

Jurisdiction 

Norfolk 

Norfolk 

Petersburg 

Portsmouth 
Portsmouth 
Prince William 

Richmond 
Richmond 
Richmond 
',Roanoke 
Roanoke 
Rockingham Co. 

Stafford Co. 

'-> 
-Agency 

Sheriff's Dept. 
City Jail 
City of Norfolk 

Police Dept. 

Police Dept. 
Police Dept. 
Police Dept. 

Police Dept. 
Police Dept. 
Police Dept. 
Police Dept. 
Police Dept. 
Sheriff's Dept. 

Sheriff's Dept. 

State of Va. Dept. of 
Corrections 

State of Va. Dept.of 
Corrections 

State of Va. Dept.of 
Corrections 

State of., Va., .., .... Dept. of 
Corrections 

State of Va. Dept. of 
Corrections 

State of Va. Dep~of State 
Police 

State of Va. Dept.of State 
Police 

State of Va. Dept. of State 
Police 

State of Va. Depto of State 
Police 

State of Va. Dept. of ,State 
Police 

State of Va. Dept. of State 
Police 

State of Va. Dept. of State 
Police 

State of Va. Dept. of State 
Police 

State of Va. Dept. of State 
Police 

F-2 

project Title 

Pre-Release Service for Adult 
Offenders 
Adult Offender Transaction and 
Management Information System 
Improvement of Criminal Jus,tice 
Data Systems 

Non-Metropolitan HIT 
High Incident Target Phase II 
Improvement of Crime Investi­
gation, Detection and Prevenion 
Basic Criminal Justice Equip. 
High Incidence Target Program 
Phase I HIT 
High Incidence Target Program 
High Ihcidence Target Phase II 
Development and Improvement of 
Electronic Informatin Retrieval 
Systems 
Improvement of Criminal Justice 
Data Systems 

'I 
I 
I 

-I 
I 
I 
I 
I 

Development and Improvement of I­
Electronic ~nformation Retrieval ' 
Systems 
Improvement of Criminal Justice 
Data Systems 

Adult Rehabilitation Programs 

Adult Rehabilitation Programs 

Adult Rehabilitation Programs 
Improvement of Criminal Justice 
Data Systems 
Uniform Crime Reporting 

Improvement of Criminal Justice 
Data Systems 
Improvement of Criminal Justice 
Data Systems 

I 
.1 
I 
I 
I 

Improvement of Criminal Justice I 
Data Systems 
Improvement of Criminal Justice 
Data Systems 
Maintenance and Improvement of I 
ElectrGnic Information Retrieval 
Systems 
Improvement of Police I 
Communications , 
Improvement of Police 
Communications I 

I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
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Grant No. 

D2605 

D2870 

D2950 

A2477 
A2606 
A22l0 

A1990 
A2935 

D2295 

A1552 

A1298 

Jurisdiction 

State of Va. 

State of Va. 

State of Va. 

State of Va. 
State of Va. 
Sussex Co. 

Virginia Beach 
Virginia Beach 

Virginia Beach 

Wise County 

York County 

Agency 

Dept. of State 
Police 
Dept. of State 
Police 

Dept of State 
Police 
Va. ,Supreme Ct. 
Va. Supreme Ct. 
Sheriff's Dept. 

Police Dept. 
Police Dept. 

Project Title 

uniform Crime Reporting 
~ 

Offender Based Transaction 
Statistics/computeriz~d Criminal 
Histories (OBTS/CCH) 

Uniform Crime Reporting 
Judicial System Reorganization 
District Court Statistics System 
Improvement of Crime Investi­
gation, Detection and Prevention 
HIT Burglary Program 
HIT Phase II 

City of Virginia Adult Offenders Transaction 
Beach Statistics and Management 

Sheriff's Dept. Development and Improvement of 
Electronic Information Retrieval 
Systems 

Sheriff's Dept Developmen,t and Improvement of 
Electronic Information Retrieval 
Systems 

F·-,3 
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~endix G 

STANDARD FORM CONTRACT FOR USER AGREEMENT 
BETWEEN CRIMINAL JUSTICE AGENCIES 

This agreement made and entered into by and 
day/month/year 

hereinafter referred to as the between 
~~----r-~~--~-----' (Disseminating Agency 

Criminal Justice Agency and , hereinafter referred to 
-o'C':':u:"""s-e-r---=A:"""g-e-n-c-y-"-) 

as the Criminal Justice User Agency, a criminal justice agency within 
the meaning of "criminal justice agency" as defined by Department of 
Justice Rules and Regulations, Code of Federal Regulations, Chapter 
1 of Title 28, Part 20, Subpart B, §20.3(c) and (d). 

A. Services 

The Criminal Justice Agency agrees to furnish the Criminal 
Justice User Agency such criminal history record information as is 
available in the Criminal Justice Agency files only for such purposes 
as established by this agreement. 

B. Provisions 

The Criminal Justice User Ag,ency agrees to comply with all 
Federal and State statutes, executive orders, regulations, and rules/ 
regulations issued by other duly authorized information regulatory 
agencies; and 

1. User agencies with VCIN terminal access shall comply with 
the Department of Justice Rules and Regulations Code of 
Federal Regulations, Chapter I of Title 28, Part 20, 
Subpart B and all rules, procedures, a,nd policies formally 
adopted by the Superintendent of the Department of State 
Police and published in the Virginia Criminal Information 
Network Operating Manua,l. 

2. User agencies requesting non-Virginia criminal history record 
information by terminal access shall comply with Department 
of Justice Rules and Regulations, Code of Federal Regulations, 
Chapter I, of Title 28, Part 20, Subpart C; and all rules, 
procedures, and policies formally approved by the NCIC advisory 
policy board and adopted by the National Crime Information 
Center. 

C. Dissemination to Other Criminal Justice Agencies 

The Criminal Justice User Agency agrees to enter into a Standard 
Form Contract for User Agreement Between Criminal Justice Agencies with 
any criminal justice agency prior to redissemination of the crimin~l 
history record inform~tion, or any part thereof, obtained from the 
disseminating agency of this present agreement. 

G-l r J 
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D. Dissemination to Non-Criminal Justice Individual~ or Agencies 

The Criminal Justice User Agency agrees to diss~minate criminal 
history record information to a non-criminal justice'user only as 
authorized by Department of Justice Rules and Regulations, Code of 
Federal Regulations, Chapter I of Title 28, Part 20, Subpart B, 
§20 .21 (b) (2), (3), (4), (5), (6) and (c) (1), (2) and (3). 

Prior to the dissemination of criminal history record information 
to a non-criminal justice agency, the Criminal Justice User Agency 
agrees to enter into a specific agreement with such non-criminal 
justice individuals or agencies as authorized above. 

(a) Such agreement shall specifically authorize access to data, 
limit the use of data to purposes for which given pursuant 
to Subpart B, § 20.21 (b) (2), (3), (4), (5), (6) and (c) (I) , 
(2) and (3), prohibit further dissemination, insure the 

\security and cohfidentiality of the data consistent with 
the regulations, and provide that the non-criminal justice 
individual or agency shall be subject to the sanctions of 
Subpart B, §20.25 and Subpart C, §20.38 as applicable. 

(b) Agreements providing criminal history record information 
for research and evaluative or statistical activities shall 
also insure the confidentiality and security of the data 
consistent with Section 524(a) of the Omnibus Crime Control 
and Safe Streets Act of 1968 as amended by the Crime Control 
Act of 1973 and any regulations implementing Section 524(a). 

E. Violation of Agreement 

1. The Criminal Justice Agency reserves the right to immedia,tely 
suspend furnishing any information provided for in this 
agreement to the Criminal Justice User Agency when any 
applicable law, regulation, rule, policy or procedure as 
provided by this agreement is violated or appears to be 
violated. 

2. The Criminal Justice User Agency shall be subject to such 
penalties as provided by Department of Justice Rules and 
Regulations, Code of Federal Regulations, Chapter L of 
Title 28, Part 20, Subpart B, §20.25, and Subpart C, §20.38 
and applicable state an.d federal laws for knm"in9"ly violating 
such statutes and regUlations. 

3. The furnishing of information may be reinstated upon receipt 
of satisfactory assurances that such violation did not occur 
or was· corrected. 

NAME OF DEPARTMENT OR AGENCY CITY ZIP CODE 

STREET ADDRESS OR P.O. BOX TELEPHONE NUMBER 
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APPLICATION MUST BE SIGNED BY SHERIFF, CHIEF OF POLICE, OR AGENCY 
HEAD OF OTHER CRIMINAL JUSTICE AGENCIES. 

SIGNATURE OF AGENCY HEAD OF 
CRIMINAL JUSTICE USER AGENCY 

TITLE 

(Form must be submitted in duplicate. If approved, one copy containing 
the approval will be returned to the applicant and one copy will be 
retained by the disseminating agency.) 

* * * * 

G-3 

APPROVED 

Signature of Agency Head of 
disseminating criminal justice 
agency . 
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Appendix H o 

COST-IMPACT 

A. INTRODUCTION 

The net costs of legislation to implement the Department of 
Justice Regulations throughout the Commonwealth are derived from 
two main categories, personnel and equipment (equipment includes 
physical facilities and supplies for operational requirements) .. 
According to the specific situation at each agency, it may be"" 
possible to accommodate the increased workload by shifting persgnnel 
within the agency. Many local agencies presently comply with most 
provisions of this legislation and it is quite likely that marty . 
other agencies can assume these duties with no incre.ase inpersQnnel 
and only a minimal increase in equipment, such as forms and other . 
office supplies. Other agencies will, however, require subst.~ntial· 
increases in equipment and the addition of new personnel. (See .' 
estimates and figures below.) From the analysis of data submitt.ed 
by agencies serving various size populations it appears likely 
that agencies serving large populations will require additional 
personnel; agencies serving rural areas, small towns, and small 
cities would, in most cases, be able to meet the increased workload 
with present personnel and equipment. 

B. COST-IMPACT SURVEY 

In order to es'timate the cost impact of this legislation a 
sample of criminal justice agencies was sent questionnaires to indicate 
the cost for each procedural requirement. The sample was composed 
of state and local agencies which had received LEAA funding for the 
collection, stora.ge, use, or dissemination of criminal history record 
information subsequent to July 1, 1973. 

Of the thirty-five questionnaires distributed to the agencies 
almost half (16 of 35) were completed and returned in time to use 
with this analysis. Those agencies in the larger metropolitan areas 
had the highest percent of return while the agencies in the smaller 
cities, towns, and rural counties were low in percent of responses. 
All State agencies. affected: the State Police, the Virginia Supreme 
Court, and the Department of Corrections submitted data. 

By usingt;,he FBI Uniform Crime Report population categories as 
'a guide to segregate the agencies into groupings according to size 
of population served, the following breakdown was developed: 

Locality Population Categories 

A. Town/Cities Less than 25,000 

B. Cities: 25-100,000 

C. Cities: More than 100,000 

D. Suburban Counties 

E. Rural Counties 
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The population figures for this! analysis we14e: taken 'froml ithe 
1974 Tayloe Murphy Institute Populat~on Estimates and the Report 
of the Secretary of the Commonwealth: - Virginia 1973-74. 
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1. Net Personnel Costs will be the result of additional salaries 
for n~w per~onnel and/or increases in existing salary levels to make 
them commensurate with added duties :and responsibilities. Such costs 
~will involve salaries of professionals, clericals, consultants, contract 
labor, and othe.r temporary or part-time personnel needs. This cost 
will incJ,ude the fringe benefits and other personnel costs in addition 
to the baf?e figure. There will also be a cost involved in the training 
or retraining of the personnel necessary to implement this legislation 
at the agency level. 

Personnel costs appear to vary with the size of the population 
served by the agency; the larger populated agencies cited a need to 
add personnel for several specific items. However, this cost is subject 
to inflation according to the agency estimate of information activity 
increase. For most agencies such an increase will be minimal. Few 
agencies should re~uire additional personnel. 

2. Net Equi~mentCosts include the various physical items (such 
as logs, forms, llne printers, etc.) needed to implement this legislation 
and to satisfy the requirements of 'the Federal regulations. Equipment 
needs~ however, should be minimal. Several agencies have submitted 
statements that show a large equipment cost - but in comparison to 
other agencies of similar situation, the equipment needs are considered 
to be overstated (they may be legitimate but not necessarily caused 
by the requirements of this legislation). 

For some agencies it may be necessary to add new software, storage 
devices, or communications and access equipment in order to meet the 
security and dissemination requirements. Office supplies, desks and 
other items, and ancillary materials are also legitimate expenses but 
may have been needed independent of this legislation. Several agencies 
failed to note any costs for equipment - yet the maintenance of records 
will be costs for any agency. This cost will be minimal for agencies 
in less populated areas. The agencies of more populated areas and 
State agencies will have a substantially greater cost for these items. 

3. Cost Impact. The vast majority of costs directly produced 
by this legislation will be assumed by the local governments and 
jurisdictions. The State will, however, assume the cost of an Audit 
team and staff as required, in addition to funding the increased costs 
to State agencies. (Tables 1 and 2) 

4~ Subsequent Costs. It should be empha.sized that the major 
cost w1ll be personnel. The on-going personnel cost will increase 
even where agency activity volume remains constant. For those 
~gencies w~th in~reasing activity the cost of personnel will also 
1ncrease e1ther 1n number of personnel or in use of time. 
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ESTIMATE OF AVERAGE COSTS FOR LOCALITIES 

I ~ ~ 
" ~ 

First Year & Start-up Costs 

Personnel 1\ Population of Locality 

I~~ ~ A. Towns/Cities less than: 
~ 25,000 

Equipment 

minimal minimal 

IJ ~ B . Cities.: 25-100,000 
i 

1
'_,.' I.. C. Cities: More' than 
.! 100,000 

; ! D. Subu.rban Coll.nties 
I , I E. Rural Counties 

::r: 

$8-10,000 

$10-20,000 

$3-5,000 

$3-5,000 

refer to city of similar 
popUlation size 

minimal minimal 

Total 

minimal 

$11-15,000 

$13-25,000 

minimal 

Personnel 

minimal 

$8'''10,000 

$10.-20,900 

Annual Costs 

Equipment. 

minimal 

$1;"3,000 

$1-3,000 

refer to city of similar, 
population size 

minimal minimal' 

. Total 

minimal 

, $9-13, 000 

$11-23, 000 

minimal 

II '~Based on these survey estimates and population figures from the Tayloe Mur9hey Institute and ,the " 
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Re~ort of the Secretary of the Commonwealth - Virginia, 1973-74, the Fir,st Year and Start-up Costs 

in all politicalsu.bdivisions of the Commonwealth are ,estimated to be $519,OPO to$795,00Q ... The 

Annua,l Costs to all political subdivisions of the Commonwealth are estimated to be $429,000 to 

$705,000. 



TABLE 2 

ESTH1ATE OF STATE AGENCY COSTS 

First Year & Start-up Costs Annual Costs 

Personnel Eg;uipment Total Personnel E~uipment Total 

loepartment of State Police $ 60,000 $ 27,300 $ 87,300 $ ,60,000 $ 60,000. 

2virginia Judicial Branch 227,200 800 228,000 225,000 1,000 226,000 

3nepartment of Corrections 76,960 32,571 109,531 89,528 15,000 104,528 

Totals $ 364,160 . $ 60,671 $ 424,831 $ 374,528 $ 16,000 $ 390,528 

lThese estimates 
on this agency. 

::z: in the volume of I 
~ will receive and 

appear to be reasonable with regard to the increased duties and requirements placed 
The State Police will operate the central repository (CCRE) and e~pect an increase 
requests for a .complete record as well as an increase in the amount of data they 
store. 

2These estimates are for providing dispositions of class 3 and~4 misdemea~ors to the arreSting 
law-enforcement agency and need to be further substantiated with work load data~ Compared to 

-other agencies with similar work load requirements, these figures are significantly higher and 
should be re-evaluated. . 

3These estimates need to be further sUbstantiated with wo~k load data~ The personnel needs cited 
are, without doubt, legitimate; it is not clear, however, ttiat such needs are created by this 
legislation~ 
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