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FOREWORD

On June 19, 1975, new rules and regulations, added to the Code
of Federal Regulations governing the collection, storage, and dissemina-
tion of criminal records and criminal history information, became
directly applicable to thirty-five (35) criminal justice agencies
in thirty (30) local jurisdictions. In addition, the Department of
State Police, the Department of Corrections, the Supreme Court of
Virginia and all District Courts were similarly affected. The
jurisdictions in which the affected local agencies are located
constitute 55% of the population of the State.

Some thirty (30) specific operational procedures should be
implemented by the directly affected agencies as soon as possible
within fiscal, technical, and administrative constraints. Procedures
to insure the individual's right to access and review of criminal
history information must already be implemented. All of the procedures
must be fully operational and implemented by December 31, 1977.
Procedures regarding dissemination of criminal history record
information by affected agencies will further extend coverage of
the regulations to other criminal justice agencies.

The Virginia Plan for Privacy and Security of Criminal History
Record Information proposes an administrative framework as a
remedy for a potentially chaotic situation that results when a
significant portion of the criminal justice system operates under
a new set of rules and regulations while others do not.

Part I sets forth goals and objectives and a proposed administra-
tive framework for consideration by the General Assembly. Part II,
Approach, sets forth operational procedures consistent with those
being implemented by criminal justice agencies directly (and indirectly)
covered by the new addition tc the Code of Federal Regulations. Some
of the procedures require legislation, others would be promulgated
as rules or regulations by a legislatively empowered regulatory
agency. Part III, Schedule of Major Milestones, reflects implementation
dates for administrative provisions and operational procedures. Part

IV, Responsibilities of Involved Agencies, delineates the responsibilities

of agencies for implementation.
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INTRODUCTION

A. THE CRIMINAL JUSTICE SYSTEM

The administration of criminal justice is a function of federal,
State, and local government. Through a complex network of law enforce-
ment agencies, courts, and correctional facilities, governments attempt
to carry out public demand for the control of crime and the apprehension,
adjudication, and rehabilitation of criminals. These interactions are
frequently called the criminal justice system. It is a system largely
because all of the agencies, courts, and facilities involved, while
performing their diverse functions, have one common element - the
offender. The information recorded about the offender as he passes
through the system is termed criminal history record information.

B. CRIMINAL HISTORY RECORD INFORMATION

As defined in the rules and regulations now applicable in most
of the State:

"Criminal history record information"” means information
ccllected by criminal justice agencies on individuals consisting
of identifiable descriptions and notations of arrests, detentions,
indictments, informations, or other formal criminal charges,

and any disposition arising therefrom, sentencing, correctional
supervision, and release.

Additional discussion of "criminal history record information" is

contained in Appendix A which sets forth terms used in the plan and
their applicability.

This plan is concerned with that portion of the new regulations
which was issued pursuant to authority vested in the Law Enforcement
Assistance Administration (LEAA) by Section 524 (b) of the Omnibus
Crime Control and Safe Streets Act of 1968, as amended by the Crime
Control Act of 1973. Included in Section 524 (b) is the statement
that "[LEAA] shall assure that the security and privacy of all
[criminal history record information] is adegquately provided for and

that information shall be used only for law enforcement and criminal
justice and other lawful purposes.”

Under §17-43 of the Code of Virginia the records and papers of
every court shall be open to inspection by any person. The entire
procedure followed in filing records and papers in criminal cases
for both district courts (courts not of record) and circuit courts
(courts of record) is not completely set. forth in the Code. Those

~sections of the Code pertalnlng to the filing of records and papers

are extracted and contained in Appendix B.

Taking the Code and practice together, all district court cases
in Virginia are entered on a criminal docket sheet, which is maintained .
as a public record. Cases are entered on the docket sequentlally, il.e.,
each new case in a court receives the next file number 1n sequence.

ix




This becomes the file number of the papers in the case. Each docket
is dated and filed chronologically, while case records are filed
sequentially by the chronologically assigned file number. Both

the docket sheets and the case records are open to the public.

. The proceedings, orders and judgements of circuit courts are
. recorded chlironologically in a common-law order book, and constitute
f a public record. There is no single standard practice for filing
case records. However, in most circuit courts all papers on a case
are filed numerically by a chronologically assigned number. These
are considered ‘public records although access to such files is
controlled in varying degrees among circuit courts.

am s S

Section 20.20(b) of the LEAA regulations states that the
regulations ...shall not apply to criminal history record information
contained in: ...(3) court records of public judicial proceedings
compiled chronologically. The meaning of "compiled chronologically"”
is not clear. 1In any event, LEAA has narrowed the "lawful purposes"”
of Section 524 (b) by the addition of "compiled chronologically" to
the exclusion. In fact, LEAA, by a narrowly defined listing of
exclusions in Section 20.20(b) which reference statutes or executive
orders, has completely narrowed and circumscribed the "lawful
purposes" of the Congress in Section 524 (b).

o o W

In addition to the ambiguity of "compiled chronologically.,"
LEAA's Privacy and Security Planning Instructions, prepared under
contract by Public Systems, Inc., states on pages 4 and 5 of
Supplement No. 2 thereto that alphabetical indexes to court records
are generally not exempt since a summary criminal history of all
an individual's appearances before the court could be obtained.

2

In the preface to the Instructions the contractor includes
this statement:

The materials contained herein do not have the same
force of law as the regulations. However, this report
has been thoroughly reviewed by the LEAA staff which
will be responsible for approving State plans, and

has the approval of LEAA.

- e .

The effect of bringing the index to court records under the
regulations is the nullification of the narrow exemption granted to
chronologically compiled court records. As a practical matter court
records would be essentially inaccessible to anyone (public or
otherwise) without an index. The Code of Virginia recognizes this
fact and thus requires proper indexing. (See Appendix B)

Therefore, the Virginia Plan for Privacy and Security of
Criminal History Record Information must adhere to the Code of
Virginia. Court records and their indexes are excluded from any
implementation of the regulations in Virginia.

- o N

. ..Finally, LEAA's contractor discusses the exemption of
‘individual case files on page 5 of Supplement 2 to the Instructions.

oy,
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One important caveat, however, must be issued. "Rap
sheets" or summary cr1m1na1 histories are sometimes included
in such files, as a matter of administrative practice in
filing. These documents are not considered "court records"
under this section and are not exempt from coverage under
the regulatlons.

The Code of Virginia does not presume to. define what specifically
shall be filed in a case file. Inspection of Appendix B will disclose
phrases such as "papers relating to a particular case", "all papers
in the case", "all papers in a criminal proceeding." This plan
will also not presume to define what should be considered a court
record but will adhere to the Code.

Interpretation provided by LEAA relates criminal history record
information to offenses in connection with which an individual's
fingerprints are taken, this distinction requires further delineation
for Virginia. Under §15.1-135 Code of Virginia, duly constituted
police authorities of more populated cities are authorized to take
fingerprints of any person arrested and charged by them with a
misdemeanor, other than a misdemeanor under Title 46.1 Motor Vehicles,
where such person is taken into physical custody by such police
authorities. For sake of uniformity throughout the State, criminal
history record information shall include all misdemeanors, except
driving motor vehicle, engine, etc., while intoxicated under §18.2-
2566 and disorderly conduct in public places under §18.2-415, whether
or not the person charged is fingerprinted.

B

The term "criminal history record information" could be interpreted
to include information on juveniles. However, in the Commonwealth the
dissemination of juvenile court records is governed by §16.1-162
Code of Virginia wherein it is stated that juvenile court records
“... shall be open to the child's parents and attorney and to such
other persons as the judge or the judge of a court of recoxd in his
discretion decides have a proper interest therein ..." The effect
of this statute removes juvenile information from all existing
procedures related to collection, storage, and dissemination of
criminal history record information. The effect of §16.1~162 would:
likewise remove juvenile information from all new procedures adopied
by criminal justice agencies directly affected by the new rules and
regulations in the Code of Federal Regulations or from the administra-
tive provisions and operational procedures proposed in this plan.
Hence, as used herein, the term "criminal history record 1nformat10n"
does not include juvenile information.

Criminal history record information, accordlng to the commentary
appended to the new rules and reqgulations, is intended to include the
basic offender-based transaction statistics/computerized criminal
history (OBTS/CCH) data elements. The development of a State-level
Offender-based Transaction Statistics System (OBTS) endorsed by the
Council on Criminal Justice in April 1975, is in progress, funded
by LEAA discretionary funds under its Comprehensive Data Systems
Program. The development of the computerized criminal history _
subsystem of the Virginia Criminal Information Network (V-CIN) ~

Xi ) o LA




:;iaffected by OBTS/OBSCIS/CCH development the opportunity for full
~...and continued review of all proposals for that system. Representation

'5;board.

4'f{lex1st1ng~Computerlzed Criminal History (CCH) subsystem of the
. Virginia Criminal Information Network (VCIN), will represent a

f;?jdata entry. Cost decrease or increase for the Department of
' Corrections operational use of OBSCIS compared to present costs
°{_.,w111 be small. It is doubtful if any of these costs at the State-

"-;W1th the new rules and regulations regarding criminal history

»_became operational in 1975._ The data elements of OBTS/CCH are o 'll»
-.contained in Appendix C.. This" information is essentially that ;
which is" already required to be reported to the CCRE by §19.2- 390 of the &
Code of Vlrginia plus the additional information to be reported in the . ll,,
- future by the Department of Corrections. _ : v v

. As a distinct sub-system, an Offender-Based State Corrections. §.' ’]'tﬂ
- Informatlon System (OBSCIS), endorsed by the Counc11 on: Criminal :

fundlng. The OBSCIS prOJect will provide full data proce sing support
~to the Virginia. Department of Corrections regardlngdinmate handling and
~ status. A development program to meet the Department s needs for data
processing support of management and admlnlstratlve information with LEAA
. discretionary funding of development costs is also underway.; The
CCH/OBTS/OBSCIS development will, in effect, constitute a Statewide
Comprehen51ve Criminal Justlce Informatlon System (CJI8).

4

- A Crlmlnal Justlce Information Systems Management Review Board
'"(CJIS 'MRB) - has been established for the purpose of providing agencies

o from- local jurisdictions is included in the membership of this

The operatlon of OBTS and OBSCIS, in conjunction with the

- s

‘small cost increase for key punch data entry operators at the
-Department ofvState’Police‘abOVe that presently incurred for CCH

- for ‘the less than satisfactory manual handling of this information
level should be charged to new operational procedures connected

" record information. At the local level, the reporting of arrests
- for felonies and class 1 and 2~misdemeanors and dispositions
' resulting‘therefrom is already required by §19.2-390 Code of Virginia.

: Informatlon systems are being 1ncrea51ngly employed at the local
‘level to make better use of information generated in the daily
‘operations of griminal justice agencies for better utilization of
resources, schedullng, and the coordination of criminal Justlce
agencies in the processing of cases through the- criminal justice
system. Many of these systems have the potential for "on-line"

: generatlon of Unlform Cr1me Reports and the reportlng of d13posmtlons.

gy CRIMINAL JUSTICE AGENCIES IN VIRGINIA _

, Review of Vlrglnla statutes 1nd1cates that the following‘are
crlmlnal justlce agencies: .

Law Enforcement

City Sergeants

- s "8 W oW
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Commission of Game and Inland Fisheries
Department of Agricultureﬂand-Commerce

Department of Alcoholic Beverage Control - Enforcement and ﬁ
Inspection Divisions

Department of StatefPoxicef

Division of Motor Vehicles
Police‘Departmehts (cities, counties, towns)
‘Police SergeantS‘(tewns) |
LOcal'Fife Marshalls ‘ ‘@;
Sheriffs? Departments (county and city)

State Fire Marshall's Office ‘

Police agents of steamboat companles

Masters of steamshlps or steamboats, and wharfs or landing agents ifi
Police agents of rallroad companles |

Conductors of railroad trains, motormen,_and statlon and depot
agents

Prosecution

Office of the Attorney General

. Commonwealth's Attorneys

County and City Attorneys
Courts
Circuit Courte

District Courts

- Juvenile and Domestic Relations
- General~ ' - o ;d
Magistrates

Virginia Supreme Court

Corrections : “ : _~jj
Department of Corrections &

xidi e




- Adult Services
- Youth Services (not for purposes of this plan)
- Probation and Parole Services

The Abuse of Criminal History Record Information

Criminal history record information when made available by
law enforcement and other criminal justice agencies to non-criminal
- justice organizations for licensing checks, security checks,
employment checks, and similar purposes constitutes a potential
threat and abuse to personal privacy. This is particularly true
of arrest record information with no subsequent disposition recorded
of the charge. In such cases the affected individual has not
been accorded an opportunity to answer to the charge in court.

The maintenance of criminal history record information which
is not complete and accurate is wasteful and limits the usefulness
of that information, and may cause the individual data subject
unnecessary harm or embarrassment. When such information-keeping
practices are coupled with the dissemination of information to
non-criminal justice agencies who may use the information to make
major decisions affecting an individual's life, the potential for
- unwarranted harm to the individual becomes even greater.

Recent years have seen the growth of concern for the rights of
individuals who are subjects of information in information systems.
Review of the United States Constitution and the passage and proposals
of new legislation at the State and federal levels have prompted
criminal justice agencies to look into their traditional record-
keeping practices. In order to better protect the Constitutional
rights of those who pass through the criminal justice system, and
t¢ develop more efficient information for better management of
the system, many practices are being altered. The implementation
pf this plan is intended to protect the individual's right to
privacy of criminal history record information and provide more
‘efficient administration of criminal history record information
systems (manual or automated).

xiv
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PART 1

GOALS AND OBJECTIVES
AND
ADMINISTRATIVE PROVISIONS FOR ACHIEVING THEM

A. GOALS AND OBJECTIVES

1.

Protection of Individual Security and Privacy

Ae

To protect the individual citizen from the consequences of
inaccurate and incomplete reporting and improper use of identifiable

Goal

offender information describing formal contact with the cr1m1na1
justice system. .

b. Objectives

e Insure the collection, maintenance, dissemination, and use
of up-to-date, complete criminal history record information.

Insure the collection, maintenance, dissemination, and use

of information that is error-free.

Limit dissemination to those who by State or federal

regulation or statute or court order have authorized access

to criminal history record information.

Protect information from unauthorized access, and from
destruction by man-made or natural forces.

Review and monitor, both throﬁgh internal agency procedures

and through external State audlt, all criminal history
recordkeeping operations to insure that all operational

procedures consistently promote the. completeness, accuracy,
proper dissemination, and security of all criminal history

record information.

Make it possible for the individual subject of specific

criminal record information to review only for purposes of

accuracy and completeness the criminal history record
information maintained about him at the CCRE (felonies
and class 1 and 2 misdemeanors) and by law-enforcement
agencies (class 3 and 4 misdemeanors).

Make it possible for the individual to request that inaccurate
information be corrected and the recipients of 1naccurate

information be notified.

Recognition of the Criminal Justice System

Q.

Goal.

To implement rules, regulatlons, and procedures whlch protect
the rights of the data subject in a manner that minimizes any‘negatlve
impact on the functlonlng of cr1m1na1 justice agenc1es.,‘

. g '
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b. Objectives

® Insure that all operational procedures are responsive to
the organization and administration of criminal justice
in Virginia.

2 e Seek to maximize existing resources and minimize additional
legislative and administrative additions or alterationsa

® Insure participation of those to be affected by the rules,
regulations, and procedures in all aspects of the drafting
and implementation process.

B. ADMINISTRATIVE PROVISIONS

Improvements in the organization and control of criminal history
recordkeeping are imperative both to strengthen the administration of
criminal justice and to assure appropriate protection of rights of
individual privacy. An effective administrative structure is necessary
to regulate the collection, storage, dlsseminatlon, and usage of
criminal history record information.

The new rules and regulations in the Federal Code of Regulations
which now impact the Commonwealth clearly and unmistakably place
responsibility and accountability for ensuring adherence to those
rules and regulations upon the State. The fulifillment of this
responsibility rests upon the exercise of a regulatory mechanism in
the Executive Department and the enactment of appropriate changes
and additions to the Code of Virginia by the General Assembly
consistent with the new rules and regulations in the Code of Federal
Regulations.

l. Regqulatory Mechanism

The regulation of the collection, storage, dissemination and
use of criminal history record information, within the executive
branch of State government, would be a responsibility of a regulatory
mechanism determined by the General Assembly.

The regulatory mechanism would have the responsibllity for
State-wide monitoring of the recordkeeping practices and procedures
of criminal justice agencies for adherence to federal and State
statutes, rules, and regulations governing criminal justice information.

The authorized regulatory mechanism would provide for the
coordination of the operation of a State-wide comprehensive criminal
justice information system (CJIS) for the exchange of criminal history
record information among criminal justice agencies of the State and
its political subdivisions. The regulatory authority would also make
recommendations regarding further development to improve this system
and upon request advise State and local users of the system on all
matters pertaining to the handling of criminal justice information.

. Rules, regulations, and procedures to be issued by the
regulatory authority would be submitted for review and comment to

i
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any board, commission, committee, or other-body which may be established
by the General Assembly to regqulate non-criminal justice information.

2. Audit
a. Need and Scope

The new rules and regulations in the Federal Code of Regulations
require that the State conduct annual sudits of State and local criminal

justice agenicies to verify adherence to the regulations and the operating -

procedures contalned therein. @
Section 524 (b) of the Omnibus Crime Control and Safe Streets.

Act states that "the collection, storage, and dissemination of [criminal

hlstory information] shall take place under procedures reasonably de81gned

to insure that all such information is kept current therein" (emphasis
added). Additionally, that Act places responsibility upon LEAA to
"assure that the security and privacy of all information is adequately
provided for and that the information shall only be used for law
enforcement and criminal justice and other .lawful purposes."
Consequently, the annual audit requlrement upon the State is the
method selected by LEAA for 1nsur1ng compliance with the procedures

stemming from the Act. However, in selecting this method LEAA recognized, -

as indicated in the commentary appended to the new rules and regulations,
that audit of all agencies would.be too costly and thus opted for

random audits of a representative sample of agenc1es, not focusing on
any particular type of agency.

The required audits éﬁpuld encompass-‘all elements relative
to compliance with proceduresﬁktemming from State statutes or
regulations promulgated by the State's regulatory authority, which
statutes and regulations must be consistent with the new regulations
in the Federal Code of Regulations’. Areas to be reviewed would
include, but not be limited to, record accuracy, completeness, review
of the effectiveness of an agency's internal audit procedures.
(systematic audit), and examination of evidence of dissemination
limitations, security provisions, and the individual's right of
access. Audits would be performed on both manual and computerized
systems.

b. Responsibility Ca

Supervision of audits and issuance of procedures related
thereto would be a responsibility of the duly authorized regulatory
mechanism. The staff of the regulatory authority would have the
duty of conducting audits. In performing this duty, the staff -
would be authorized to draw upon other State agencies for resources
when necessary.

Considering the scope cf securlty and privacy measures involved,
audit teams would  include persons who have expertlse in the follcwing
areas:

e Data processing and security measures (when :equired).

® federal and State security and privacy‘requirementg.

]
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® Operation of the Central Criminal Records Exchange and all
types of criminal justice agencies.

e Commonly-accepted auditing procedures.

The resource requirements for conduct for audits are further
determined by the number of each type of criminal justice agencies
within the Commonwealth, the size of annual audit sample of each
type of agency, the size of agencies and their location within the
State.

There are more than 350 police and sheriff departments in
Vvirginia, more than 150 Commonwealth's Attorneys, and more than 60
courts. In addition, there are the many other types of criminal
justice agencies earlier listed. As a result, if only one-fifth
of the total number of agencies were selected for audit in any one
year and that selection was also made in a manner to distribute the
audit of larger agencies over a five year period, the resulting
number of agencies to be audited annually will constitute a large
task, considering the geographical area and demography involved.

c. Conduct of Audits

Audits would commence with an examination of specific records

at the CCRE and establish the sources which reported up-dates of
these records before going into the field to terminate at the source
documents. Thus, it is estimated that a single audit team would be
needed on a full-time basis. Although the automatic data processing
(ADP) member would not be involved in all audits, the first audit
of an automated information system might prove more time consuming
for the ADP member than for the other members. This might even

be true for subsequent ADP audits if software changes had been
incorporated in the interval between audits. (Procedures for
agencies in preparation for audit are set forth in Part II, B.3.
while an outline of the procedures which would be issued by the
regulatory authority is presented in Part II, C.)

d. Summary Recommendations

It is recommended that the General Assembly, when providing
for the exercise of executive authority in State-wide regulation of
the handling of criminal justice information, include authority for
ensuring compliance with rules, regulations and procedures by means
of annual audits, under the supervision of the designated regulatory
authority.

It is recommended that the staff of the regulatory authority
should have the duties of defining, developing, and coordinating
necessary rules, regulations, or procedures, and conducting audits.

3. State Central Criminal History Record Information Reposgitory

Information about an individual's contact with the criminal

~ justice system is produced at a variety of locations. Within any

single locality, law enforcement agencies, offices of Commonwealth's

(
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Attorneys, courts, and jails may all deal with and produce some kind
of information about individuals convicted or accused of criminal
activity although jurisdictional boundaries may vary for each agency.
The high mobility of our population further increases the possibility
that individuals may commit offenses or be accused of doing so in
many different cities, towns and counties, and may be transferred
from one locality to another in the course of their movement through
the criminal justice system.

For these reasons, a record of an individual's criminal history
as recorded by one local agency cannot be assumed to be a complete
record of that individual's criminal justice system experience. It
is unfair to the individual, and inefficient for criminal justice
agencies, to operate with less than complete criminal history information.

The establishment of a central location for the receipt,
compilation, and distribution of criminal history information from
all localities and all criminal justice agencies is the only viable
way to collect, store, and disseminate complete criminal history
record information. Only a central location can collect information
from across the State, collate different criminal justice transactions
referring to one individual, and supply such information to users as
the single authoritative source of information.

a. Repository Functions

A central repository should have the following legislatively-
mandated functions:

® Collect, maintain, and disseminate criminal history record
information (as defined in Appendix A).

® Maintain complete, accurate criminal history record
information to be used by all authorized agencies as
the valid, comprehensive criminal history record for
the administration of criminal justice in the State.

e Insure the proper reporting, administration, and dissemina-
tion of criminal history record information by the central
repository and by all criminal justice agencies in the State.

e Insure the protection of criminal history record information
in its custody from destruction or misuse, through the
imposition of physical security (locks, exclusion of
unauthorized parsons), computer security measures, and
personnel security (limited access, training, clearance
procedures) .

® Supply, quickly and efficiently, criminal history record
information to all criminal justice agencies in Virginia.

e Monitor and conduct internal (systematic) audits of the
operations of the central repository to maintain the
quality of information in the system.
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@ Provide for convenient review for completeness and accuracy
of criminal history record information by the subjects of
that information.

® Provide for the correction of criminal history record
information found to be inaccurate or incomplete wherever
that information may have been disseminated.

e Serve as an administrator of such rules, regulations,
and procedures promulgated by the regulatory authority
as may be desired by that authority.

b. Existing Resources

In Virginia, the General Assembly has made the Central Criminal
Records Exchange (CCRE) of the Department of State Police responsible
for receiving, classifying and filing the criminal history record
information required to be reported to it.

Law enforcement officials are, under §19.2-390 of the Code
of Virginia, required to report any arrest on a charge of treason
or any felony or any offense punishable as a misdemeanor under Title
54, or class 1 and 2 misdemeanors under Title 18.2, together with
fingerprint identification. The clerk of each general district and
circuit court must report the disposition of all offenses required
to be reported to the CCRE.

The CCRE is required under the Code of Virginia tc furnish
criminal history records upon request to local, State and federal
criminal justice agencies within the State, federal law enforcement
agencies, the armed forces of the United States, and any agency of
any other state which maintains a repository of criminal records,
or the chief law enforcement officer or agency of any other state.
Such records shall not be made available to the public.

Appendix D to this plan contains excerpts from the Code of
Virginia re the CCRE, current disposition reporting, CCRE dissemination
responsibilities, and dissemination limits.

With support from the FBI's National Crime Information Center
(NCIC) and LEAA and State funding, the Department of State Police has
recently implemented a system of computerized criminal histories (CCH),
which will make criminal history information derived from the Central
Criminal Records Exchange (CCRE) and from the FBI available to all
agencies with computer terminals, provided these agencies enter into
a user's agreement with the Department of State Police.

CCRE records and CCH records are open to inspection and
challenge by the individual. This availability frees the individual
from the dangers of erroneous information and further operates to
promote information accuracy.

The Department of State Police then,; presently serves as
a central repository. The procedure and forms for mandatory reporting
of certain dispositions to the Department have been established. The
development of the computerized criminal histories (CCH) system makes
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criminal history information available to agencies within .seconds

or minutes of a request. The rights of the individual are protected
by the consolidation of all information about his criminal history,
and by his right to review that information for accuracy and-
completeness. Criminal justice needs, existing federal regulations
and proposed federal statutes strongly encourage the creation of

an organization that can serve as the sole source of complete
criminal history record information on arrests reported under
§19.2-390, maintain comprehensive information, and exercise
supervision over the reporting, maintenance and dissemination of that
information. The Department of State Police Criminal Records
Exchange meets this need in Virginia.

A central repository must receive dispositions of all arrests >
reported to it in a timely fashion. It must be able to demand certain :
levels of quality in information submitted .to it. Further,’ 1nqu1r1es )
should be made of the repository prior to any dissemination to insure !
that complete and accurate information is disseminated. :

. Specifically lacking in the present format of the CCRE is L
input from changes of status in the corrections process. The reporting .
of such information would permit statistical analysis of the overall i
functioning of the criminal justice system and of the effectiveness
of various ways of dealing with different types of offenders and
crimes. As discussed earlier, the Department of Corrections is
participating in the development of information systems which will ,
provide offender status and handling information but the reporting )
of this information should be provided for under legislative authority.

c. Summary Recommendation

Existing state statutes should be amended to include prompt e
reporting of each disposition, including changes of status in the -
corrections process to the central repository, by all criminal
justice_agencies in Virginia as soon as feasible and in no instance

later than 90 days of the formal transaction.

4. Penalties
a. For Agencies Directly Under the New Rules and Regulations
Subpart B of the new regqulations in the Code of Federal
Regulations which sets forth the operational procedures for the

collection, storage, and dissemination of criminal history record
1nformatlon, annual audits, and an individual's right to access

.Gv‘

~ and review also contains penalties.

Any agency or individual violatlng that subpart of the
regulations is subject to a fine not to exceed $10,000. 1In addition,
LEAA may initiate fund cut-off procedures against reciplents of LEAA , S
assistance. . . , o

b. For Agencies Brought Under the New Rules and Regulations;

~ LEAA holds that the intent of the new: regulatlons will be
undermined if criminal justice agencies not directly covered by the .




regulations receive without sanctions, criminal history record
information from those that are covered. Such sanctions must subject
those agencies not directly covered which violate the regulations

to penalties equivalent to those applicable to agencies covered

by the regulations.

Without or until legislation is passed specifying appropriate
civil or criminal penalties for violation of the regulations by all
.receiving agencies, those agencies covered by the regulations must
exact user agreements before making dissemination to agencies not
covered whereby the receiving agency agrees to be subject to the
fines under the regulations and the Crime Control Act.

Passage and enforcement of a State statute specifying
appropriate civil or criminal penalties for violation of the new
regulations by all receiving criminal justice agencies would
_obviate the need of user agreements for intra-state dissemination.
While alleviating an awkward situation, such legislation would not
meet the needs of the Commonwealth for standardization and interpreta-
tion of procedures, audit, an appeal body for determining validity
of contested challenges to the correctness and completeness of
criminal history record information, strengthening the role of the
CCRE as the central repository of complete criminal histories, and
legislative sanction of disposition reporting not presently in the
Code of Virginia (Department of Corrections status change reporting).

c. Under Recommended Legislation by General Assembly

The preceeding discussed the expedient of user agreements to
bring all receivers of criminal history record information under
operating procedures and penalties of the new rules and regulations
in the Federal Code of Regulations.

The basic approach of the Virginia Plan for Privacy and
Security of Criminal History Record Information, however, is
. the recommendation of a package of legislation which places into
State statutes or rules and regulations issued by a duly empowered
regulatory authority the same operational procedures for collection,
storage, and dissemination of such information as are required to
implement the new rules and regulations.

One intent of new statutes, rules and regulations is obtaining

complete, accurate, and timely information for the administration
of criminal justice and, in the process, protecting individuals
from the use of incomplete and inaccurate information. The recommended
legislation places responsibility for enforcing provisions for
control of criminal history record information on the regulatory
authority. One means of determining violations of statutes, rules,
regulations and procedures is through the conduct of audits. But,
whenever a criminal justice agency is determined to be continually
in non-compliance a petition for mandamus or injunction would be
sought through the Attorney General or appropriate Commonwealth's
Attorney. In addition, the Council on Criminal Justice will be
requested to approve a policy for suspension of any current or

e future funding of programs under its jurisdiction while an agency
remained in non-compliance.

3,
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Another intent of new statutes, rules and regulations is
to limit dissemination to purposes- of administration of criminal
justice with limited, specific exemptlons. This is directed at =
protecting individual rights of privacy “and securlty It is'in
this area of concern that criminal penalties prov1d1ng for the .
possibility of jail confinement are recommended. It is recommended,
therefore that the offense of willful and intentional unlawful -
dissemination of criminal history record information be made a
class 2 misdemeanor. Failure to accord an individual the right -
of access for review should also be considered. Here a w111fu1‘
and intentional offense is recommended to be a class 3 misdemeanor. -
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PART II
APPROACH

A. INTRODUCTION

As of June 19, 1975, many State and local criminal justice
agencies are directly covered by Part 20 (Criminal Justice Infor-
mation Systems) to Chapter I (Department of Justice) of Title 28
(Judicial Administration) of the Code of Federal Regulations.

* Appendix E contains a copy of these regulations and a proposed

change thereto which is reflected in this plan.

The regulations are directly applicable to all State and local
agencies and individuals collecting, storing, or disseminating
criminal history record information processed by manual or auto--
mated operations where such collection, storage, or dissemination
has been funded in whole or in part with funds made available by *
the Law Enforcement Assistance Administration since July 1, 1973.
Within the constraints of fiscal, technlcal, and admlnlstratlve
obstacles, agencies directly covered by }the Department of Justice
regulations should now be instituting procedures to comply with
the specific requirements of the regulations. At a minimum, the
requirements of access and review described in Section B 5 of
Part II must be completely operational prior to March 1€, 1976.
Appendix F lists those Virginia Criminal Justice Agencies covered
by Federal Regulations as of January 1, 1976

As indicated in its Foreword, this plan is designed to promote

the responsible collection, storage, and dissemination of criminal
history record information' throughout the Commonwealth. With pass-
age of appropriate legislation by the General Assembly rules,

regulations, and procedures issued by the duly authorized regulatory

mechanism would require at a minimum that all agencies collecting,
storing, or disseminating criminal history record information
carry out their business within the following common framework.

e Reporting of each disposition including correctional ohange
of status to the CCRE or the arresting law enforcement agency
in the case of class 3 and 4 misdemeanors as promptly as
feasible but in any event within ninety (90) days after
occurrence.

® Processes for data collection, entry, storage, and quality
control to minimize the possibility of recording and storing
inaccurate information.

® Dissemination limitations for criminal history record infor-

mation, whether directly or through any intermediary, to only
those agencies and-individuals duly authorized by statute,
regulation, or court order/rule.

e Adherence to established general policies on use by or dis-
semination to non-criminal justice agencies or individuals
regarding, 1) arrest record information, 2) use of criminal
history record information only for purpose given, 3) no

11
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- of criminal history record information. Those agencies must

i Department -of Justice regulatlons.

->g=further dlssemlnatlon, and 4) refusal to conflrm or deny
. the existence or non-existence of criminal history information
' for employment or licensing checks except as provided for

by statute or executlve order.

' @ Non-dissemination of juvenlle records except as spe01flcally
, authorlzed by statute or court order/rule.
- @ Retention of approprlate records or microfilm copies thereof
: to facilitate external audit of adherence to statutes and
regulations regarding criminal history record information.

e Installation of data processing technical securlty measures,
- ‘management control policies including accountability and
'respon51b111ty, physical protectlon, personnel training,
and access restrictions which will insure the confidentiality
and securlty of criminal history record information.

Q;Prov131ons for the 1nd1v1dual subject of criminal history

~record information to become aware of his right to access
and review of that information for purposes of accuracy and

_completeness, exercise.that right without undue burden,
obtain administrative review, make administrative appeal,
~and (should a record be corrected and upon request) obtain
the names of all non-criminal justice agencies to whom the
data have been given.

@ Notification of all criminal jusiice recipients of corrected
. information whenever and however an inaccuracy is found.

'B. OPERATIONAL PROCEDURES |

1. Completeness and Accuracy

' The Department of Justice Rules and Regulatlons, Code of
‘Federal Regulatlons, Chapter 1 of Title 28, Part 20, Subpart B,
§20.21 require that criminal justice agencies affected by the
~regulations establish procedures to assure that criminal history
“record information be complete and accurate to the maximum extent
feasible. This is required by Section 524 (b) of the Safe Streets
Act of 1973

These regulations are binding on those crlmlnal justice
agencies in Virginia which have received LEAA funds subsequent
to July 1, 1973, for the collection, storage, or dissemination

comply with the regulations by December 31, 1977. Appropriate
leglslatlon has been submitted to the Virginia General Assembly
to require effective procedures to assure completeness and :
accuracy of criminal history record information collected, stored,
used, or disseminated by any criminal justice agency in the
Commonwealth. Such legislative proposals are con51stent w1th the

‘“fa; Enhancement of CCRE Functlons and Comprehensive Dlspostlons
' Reportlng : : ,

Exlstlng Vlrglnla statutes should be amended to prov1de for

’dfvmandatory -and prompt reporting of each disposition, including changes ~~‘

‘of status 1n the correctlons process, to the central rep051tory (CCRE)




or to the arresting law enforcement agency, in the case of class 3 and 4
misdemearnors by all criminal justice agencies in Virginia as soon as’

feasible but in no case later than ninety (90) days.of the formal
transaction.

b, Query Before Dissemination

The Department of Justice regulations §20. 21(a)(l) prOVide

that in those States that have central State repOSitories "procedures
‘shall be established for criminal justice agencies to query the:

central repository prior to dissemination of any criminal history‘

-record information to insure that the most up-to-date disposition
data is being used." Exempt from this requirement are "those cases

where time is of the essence and the repository is. technically
incapable of responding within the necessary time period."

In order to bring all Virginia criminal justice agencies
into operational agreement with the requirement for "query of the
central repository before dissemination" appropriate legislation

- has been submitted for inclusion with the CCRE legislation.

c. Systematic (Internal) Audit (Quality Control)'

The Department of Justice Regulations [20. 21(a)(2)] require

systematic (internal) auditing as a means of guaranteeing the
completeness and accuracy of criminal history record information.
These quality control procedures should be part of the operational

. procedures for all agencies.

(1) Delinquent Disposition Monitoring

It is recommended that the regulatOLy authority adopt -

rules/regulations requiring all criminal justice agenCiesyffl

to institute procedures for delingquent dlSpOSltlon'

monitoring. Such procedures should provide for checks
to obtain dispOSitions which are not received by the
estimated due date. Procedures should also provide .
for routinely withholding dissemination to non-criminal :
justice agencies prohibited from receiving arrest record
information over one year old when no disposition of

the charge has been. recorded and no active prosecution

5 - of the charge is pending.
T(z)yAccuracy Verification

~In order to obtain accuracy verification, all criminal
justice agencies. should institute a process of data
collection, entry, 'storage, and systematic audit -
‘that will minimize the possibility of recording and
storing inaccurate information. . Such. procedures A
should include random inspection ‘of - the records

- compared against ‘source records to determine if data

»Ahanding procedures are being correctly fOllOWed

Uiy

2, Limits on Dissemination ;ff

o Dissemination of cr minal history~recordg
agenCies and indiViduals is 1imited to on '




‘histdry record information (See Appendix A for definition) "shall only

, require that this plan set forth operational procedures which will

~ that criminal history record information would, in the course of

Therefore, procedures must include that written notice of the-

~ accompanying the notice of dissemination limitations and restrictions
would be a contractual agreement to which the receiving agency must

,‘agency shall agree to be subject to fines under the regulation
-and the Act for knowingly violating the regulations.

’uagencj has agreed to abide by them, later disseminations to the

and with the further restrictions that use of criminal history record
information disseminated to non-criminal justice agencies under the
regulations shall be limited to the purposes for which it was given
and may not be disseminated further. (See Appendix A for definition
of dissemination.)

Additionally, the regulations specify that no agency or
individual shall confirm the existence or non-existence of criminal
history record information for employment or llcen31ng except as
provided in procedures in the regulations discussed in subparagraphs
(1), (2), and (5) of a. below.

" The following are operational procedures which would either
be enacted into the Code or issued by the regulatory authority.
These procedures are taken from the new regulations and are already
being implemented by directly affected agencies as well as by
agencies not directly affected, and should be implemented promptly
by additional agencies brought under the regulations by user
agreements.

a. Redissemination/Contractual Agreements/Sanctions
Section 524 (b) of the Crime Control Act provides that criminal

be used for law enforcement and criminal justice and other lawful
purposes."”" The rules and regulations promulgated for that purpose

insure that the dissemination of criminal history record information
is limited whether directly or through any intermediary only to a
specific listing of agencies and individuals and for specifically
stated purposes. LEAA, in its instructions providing clarification
and explanation. of the regulations and intended to assist those
affected by the regulations .in understanding their impact, recognized

normal criminal justice processes, be disseminated to agencies not
directly subject to the regulations. For this reason operational
procedures are required to insure that dissemination restrictions
on affected agencies are not violated as a result of disseminations
to intermediary agencies not directly subject to the regulations.

dissemination restrictions be given to receiving agencies and that,
expressly concur in writing before the dissemination is made. The
agreement would-specify that the dissemination of criminal history
record information is“subject to cancellation if the receiving

agency knowingly violates the requirement relating to redlssemlnatlon,
1nternal use, and phy51cal security. -

Thevagreement would also stipulate that the receiving

Once notice of the regulations: has been glven and a rece1v1ng

rece1v1ng agency would be made under the same agreement.
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Appendix G is the standard form contract suggested for use
by all State and local agencies directly subject to the regulations
and for the use of those criminal justice agencies who subsequently
come under the regulations by reason of having executed the contract,
should they make further dissemination. When the Code of Virginia
is amended to impose the same dissemination limitations and
restrictions as contained in the new regulations, the use of the
standard form contract will no longer be required for intra-state
dissemination among criminal justice agencies.

NOTE:

Great care should be exercised in dissemination of criminal
history record information. All NCIC criminal history records
based on reports of arrest and subsequent dispositions in other
States which are obtained from the National Crime Information
Center (NCIC) of the FBI by communication linkage of the Virginia
Criminal Information Network (VCIN) to NCIC or by other communication
linkage with NCIC are subject to Subpart C of the new rules and
regulations which apply to interstate exchange of criminal history
record information utilizing NCIC's CCH. Continued exchange of
such information is subject to cancellation of dissemination if
made outside the receiving departments or related agencies (not
defined). Thus, such information should be clearly marked, NOT
FOR REDISSEMINATION to avoid cancellation of service.

(1) Dissemination to Criminal Justice Agencies

Dissemination may be made to criminal justice agencies:
for the purposes of the administration of justice and.
criminal justice employment. Until the Code of Vlrginla
is amended, dissemination by CCRE is limited to the = -

provisions of §19.2-389 with the added restrlctlon on B

NCIC records discussed in the note above.

Dissemination by other criminal justice agenC1es‘1s,',"";f1;
also governed by §19.2-389 in that records obtained from e

CCRE shall not be made available to the public and by -
the new rules and regulations which permit a criminal.

justice agency to disseminate to another criminal. justlce.ff_wﬁ

agency for administration-of criminal justice purposes -

and criminal justice agency employment. (See Appendix K&*ﬁd

A for a broader definition of criminal justice agency
than that affecting CCRE under §19.2-389.) Subunits.
of non-criminal justice agencies performing a function:
of the administration of criminal justice pursuant to
statute are included in the definition of criminal :
justice agency. Recommended legislation would: provide
uniformity regarding eligibility: to receive criminal

hlStory record lnfomatlon‘ L L . o S o ._,*‘-g ,:‘: : o

(2)'Dlsseminatlon re: Statute/Executlve Order Referring
',to Cr1mina1 Conduct ' e

: .Crimlnal Justlce agencles are. perm;tﬁed, under the new
;frules and regulatlons, to disseminate to - such other‘ o
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individuals and agencies which require criminal history
record information to implement a statute or executive
order that expressly refers to criminal conduct and
contains requirements and/or exclusions expressly based
upon such conduct. However, in this case the following
general policy applies:

"Criminal history record information concerning the
arrest of an individual may not be disseminated to a
non~criminal justice agency or individual if an interval
of one year has elapsed from the date of the arrest and
no disposition of the charge has been recorded and no
active prosecution is pending."

In Virginia the only such statute is §24.1-26 regarding
the Board of Elections. Proposed legislaticn would
permit dissemination to agencies of political sub-
divisions of the State for conduct of investigations

. of applicants for public employment, permit, or license
whenever, in the interest of public safety, it is
necessary to determine, under a_duly enacted ordinance,
if the past criminal conduct of a person with a conviction
record would be compatible with the nature of the
employment, permit, or license under consideration.
Other legislation being introduced for regulation of
the private security industry would permit similar
screening of applicants for employment in registered
private security firms.

(3) Dissemination to Non-Criminal Justice Agencies Providing
Services for Criminal Justice Administration

e Criminal justice agencies may disseminate to "individuals

S and agencies pursuant to a specific agreement with a
criminal justice agency to provide services required
for the administration of criminal justice pursuant to
that agreement. The agreement shall specifically
authorize access to data, limit the use of data to
purposes for which given, insure the security and

o confidentiality of the data consistent with these

LR “regulations, and provide sanctions for violation thereof."

(4) Dissemination to Non-Criminal Justice Agencies for
Research and Statistical Activities

Criminal justice agencies may disseminate to "individuals
and agencies for the express purpose of research, evaluative,
or statistical activities pursuant to an agreement with
a criminal justice agency. The agreement shall ‘specifically
authorize access to data, 11mit the use of data to research,
- evaluative, or statistical purposes, insure the confidentiality
and security of the data consistent with- these regulations
and with Section 524 (a) of the Act and any regulations
R " implementing Section 524(a), and provide sanctions for
e o ~ the violation thereof " , :
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(5)

(6)

(7)

(1)

Section 524(a) of the Act is contained in the commentary
to Section 20.21(b) (4) of the new regulations which are
contained in Appendix E hereto.

Proposed rules governing confidentiality of identifiable
regearch and statistical information implementing section .
524 (a) were published in the: Federal Register, September 24,
1975. As defined therein information identifiable to a
private person--means information which either is labeled

by hame or other factors and can be reasonably interpreted

as referring to a particular private person.

Dissemination to Government Agencies re: Employment
Suitability or Security Clearance

Criminal justice agencies may disseminate to "agencies of
State or federal government which are authorized by
statute or executive order to. conduct investigations
determining employment suitability or eligibility for. R
security clearances allowing access to classified ; Lo
information." ’ '

Dissemination on Court Order or Court Rule

Criminal justlce agencies may disseminate to ind1v1duals ' e
and agencies where authorized by court order or court rule. A

Validation of Receiver's Right of Access

The Department of Justice regulations §20.21(b), as
interpreted by LEAA, requires that before any dissemination
occurs, the disseminating agency must be certain that . ‘
the requesting agency or individual is permitted to receive
information under the regulations. The disseminating
agency must review the text of the authorization of a
non-criminal justice agency which clawms to be authorized
to receive information pursuant to a sxatute, executive
order, Or court order or rule,‘lf the dlssemlnatlng

agency is not certain that the claimed authorlzatlon is
proper authority for dissemination, it should refuse to
release the information pending an opinion bv approprlate
legal counsel. : _ ; B

Restrictionsvon Dissemination

Juvenile Record (non) Dissemination

Vlrglnla law (§l6.1-162, Code of Vlrglnla) states that o
juvenile court records "shall be open to the child's
parents and attorney and to such other persons as the = -
judge or the judge of a court of record in his dlscretlon SR
decides have a proper interest therein ..."- Thls, in

effect, removes juvenile information from all existing - .
procedures related to collection, storage, and. dlssemlnatlonj
of criminal history record information, and from the - =
provisions of the Departmentzof Justice Regulatlons, Code
of Federal Requlations, Chapt er. 1 of Tltle 28 Part 20,
Subpart B, §20. 21(d) “



P (2) Confirmation of Record Existence .

The Department of Justice Regulations, Federal Code of
Regulations, Chapter 1 of Title 28, Part 20, Subpart B,
§20.21(c) (3) states that "no agency or individual shall
confirm the existence or non-existence of criminal record
information for employment or licensing checks" except

as provided:

e to "criminal justice agencies, for purposes of the
. administration of criminal justice and criminal justice
agency employment"

e to "implement a statute or executive order that expressly
refers to criminal conduct and contains requirements
and/or exclusions expressly based upon such conduct”

® to "agencies of State or federal government which are
authorized by statute or executive order to conduct
investigations determining employment suitability or
eligibility for security clearances allowing access to
classified information."

j (See Dissemination re: Statute/Executive Order Referring to
: Criminal Conduct in a.(2) above for applicabiiity in Virginia.)

(3) Secondary Dissemination by Non-Criminal Justice Agencies

The Department of Justice regulations §20.21(c) (2) provide
that "use of criminal history record information disseminated
to non-criminal justice agencies under these regulations
shall be limited to the purposes for which it was given

and may not be disseminated further."

(4) Dissemination Without Disposition

In effect, the Department of Justice regulations §20.21(c) (1)
states that criminal history record information concerning
the arrest of an individual may not be disseminated to a
non-criminal justice agency or individual which requires
criminal history record information to implement a statute
or executive order that expressly refers to criminal conduct
and contains requirements and/or exclusions expressly based
upon such conduct if an interval of one year has elapsed
from the date of the arrest and no disposition of the charge
has been recorded and no active prosecution of the charge

is pending.

This would have an impact on the Virginia Board of Elections
which operates under §24.1-26, Code of Virginia. (See
comments in a. (2) above.)

3. Audits

S , The requirement for audits is introduced in Part I, B.2. An
- outline of procedures which would be issued by the regulatory authority
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'in the Federal Register on October 24, 1975. Hearings have been

is presented in Part II, C. The procedures contained in this section
are those required of criminal justice agencies so that audits may be
conducted when administrative provisions for conducting audits have
been established.

The regulations require that each agency shall institute
operating procedures for:

a. Recreating Data Entry

Documents (or microfilm copy thereof) shall be maintained
such that an individual's record reflects the participating agencies
in the criminal justice system that have contributed to such record,
and shall reflect the specific individuals who made the entries on
the source documents supporting such record system.

Source documents (or microfilm copy thereof) of data entry
shall be maintained for those elements of criminal history record
information for which the agency is responsible.

b. Dissemination Logs

Dissemination logs shall be maintained indicating the agencies
or individuals both in and outside of the State to which criminal
history record information is released.

® such file shall be preserved for a period of not less than
three years from the date of information dissemination

e such file shall indicate, at a minimum, the agency or ..
individual to which information was released, the date
of release, the individual to whom the information relates,
and the items of information released

e such file shall include specific numeric or other unique
identification making possible an identification link
between the disseminated information and the record
from which it was extracted

¢. Record of Notification of Correction

When inaccurate data is corrected on a record which has been
disseminated in inaccurate form, an agency shall immediately notify
agencies known to have received the information. Corrections to
records should be forwarded in hardcopy (letter or computer prlntout)
A record shall be maintained of agencies notifled and the date that
notification was sent. :

4. Security

The following provisions for securlty of crlmlnal hlstory record
information are based upon a proposed change to. the regulations publlshed

1

concluded on the proposed change.!,It is understood that the change
will be published at some time 1n the future essentlally as 1t appeared
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: in the Federal Register. However, the lead-in statement to paragraph
N\ d below may be slightly revised. If necessary, a change to this plan
L will be issued. '

a. -General Security Provisions

Any criminal justice agency which receives, stores, disseminates,
‘or uses criminal history record information (as defined in the
introduction and Appendix A to this plan), whether by automated or
manual methods, will develop and apply internal agency procedures in
conformance with the following general security procedures.

(1) Select and supervise all personnel authorized to have
direct access to criminal history record information.

(2) Assure that an individual or agency authorized direct
access is responsible for (A) the physical security of
criminal history record information under its control
or in its custody and (B) the protection of such
information from unauthorized access, disclosure, or
dissemination.

(3) Provide that each employee working with or having access
to criminal history record information-'is familiar with
/ the substance and intent of the new rules and regulations
0 in the Federal Code of Regulations and with rules,
regulations, and procedures issued by the State's
regulatory authority.

(4) Provide that direct access to criminal history record
information shall be available only to authorized
officers or employees of a criminal justice agency
and, as necessary, other authorized personnel essential
to the proper operation of the criminal history record
information system.

(5) In addition, the Central Criminal Records Exchange (CCRE)
will institute reasonable procedures to protect criminal
history record information from unauthorized access, '
theft, sabotage, fire, flood, wind, or other natural or
man-made disasters.

b. Prevention of Unauthorized Access to Computerized Informationl
Where computerized data processing is employed, effective and

technologically advanced software and hardware designs will be instituted
to prevent unauthorized access to such information.

c. Conformance With VirginiaCriminal Justice Computer- l
Operations Security Standards

A Virginia Criminal Justice Computer Operations Security
Standards Manual is now being drafted for coordination, review, and
comrment to provide security standards covering access to criminal
history record information system facilities, systems operating

- environments, data file contents whether while in use or when stored
in a media library, and system dissemination. When approved, this
‘manual will be issued by the regulatory authority.

20




In the interim, until issuance of the manual, criminal justlce
agencies should be guided by security standards contained in Federal
Information Processing Standards Publication, FIPS Pub 31 - Guidelineg
for Automatic Data Processing Physical Security and Risk Management.

This publication 1s avallable from the Superintendent of Documents, AN
U. S. Government Printing Office, Washington, D. C. 20402, at $1.35. ‘ké

d. Criminal Justice Agency Authority over Computer Operations
Policy

A criminal justice agency shall have authority to set and
enforce policy concerning those computer operations which support
criminal history record information processing, by specifically
providing that:

(1) Criminal history record information be stored by the
computer in such manner that it cannot be modified, destroyed,
accessed, changed, purged, or overlaid in any fashlon by
non-criminal justice terminals.

(2) A designated criminal justice agency employee will specify
and certify for operational use programs that will prohibit
inquiry, record updates, or destruction of records from
any terminal other than criminal justice system terminals
which are so designated.

(3) The destruction of records is limited to specifically
designated terminals under the direct control of the
criminal justice agency responsible for.creating or
storing the criminal history record information.

(4) Designated criminal justice agency employees will specify
and certify for operational use such programs to detect
and store for their output all unauthorized attempts to

penetrate any criminal hlstory record information system,
program, or file.

(5) Such program(s) in (4) above, shall be known only to
criminal justice agency employees responsible for criminal
history record information system control or individuals
and agencies pursuant to a specific agreement with the
criminal justice agency to provide such programs and the
program(s) kept continuously under maximum security ‘
conditions.

5. Individual Right of Access

The Department of Justice regulations [20. 21(g)(1)] prov1de
that any individual shall, "upon satisfactory verification of his
identity, be entitled to review, without undue burden to either the"
criminal justice agency or the individual, any criminal history .=
record information maintained about the individual and obtain a
copy thereof when necessary for the purposes of challenge or -
correction.”" The operat10nal procedures to insure -the "1nd1v1dual'
right of access and review of criminal history information for;.';’ o
purposes of accuracy and completeness" are to be operational in- those g
agencies directly covered by the regulatlons on or before March 16, 1976'
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The section below sets out operational procedures designed
to satisfy requirements in the regulations for (a) public notice,
(b) individual authorization to review criminal history record
information, (c) identification prior to review, (d) availability
of records, (e) record review, (f) obtaining a copy of a record,

(g) record challenge and request for correction, and (h) administra-
tive appeal. These procedures provide for the individual's right

of access and review only for purposes of accuracy and completeness
of (1) criminal history record information arising from arrests for
class 3 and 4 misdemeanors maintained by the arresting law enforce-
ment agency in accordance with §15.1-135.1 of the Code of Virginia
and, (2) criminal history record information from arrests for felonies
and class 1 and 2 misdemeanors maintained by the Central Criminal
Records Exchange (CCRE) based upon reports made to the CCRE in
accordance with §19.2-390.

Legislation has been proposed to amend §19.2-390 to require
court clerks to report dispositions of class 3 and 4 misdemeanors
to the law enforcement agency making the arrest, which agency shall
file the disposition report with the arrest record required to be
maintained by §15.1-135.1.

Provision: for administrative appeal is contained in proposed
legislation. Should need arise for administrative appeal prior to
the time such provision becomes effective, the individual or his legal
counsel should request appointment of an appeal panel by the Governor.

Such request should be directed to the Secretary of Transportation
and Public safety.

a. Rules for Access and Point of Review
(1) Public Notice

The Department of State Police shall print once each
year informational posters for use throughout the State
in all law enforcement agencies and in other official

public buildings. Public notices shall give information
that -

® Any individual may review for purposes of accuracy
and completeness criminal history record information
arising from arrests for class 3 and 4 misdemeanors
maintained about him by the arresting agency by
applying at that agency during normal working hours.

® Any individual may review for purposes of accuracy
and completeness the criminal history record information
arising from arrests for felonies and class 1 and 2
misdemeanors maintained about him at the Central Criminal
Records Exchange by applying at any law enforcement
agency with a computer terminal on the Virginia Criminal
Information Network (VCIN) during normal working hours.
The poster will list locations of all such agencies.
A person may apply to make a review of such information
.at any law enforcement agency without terminal access
to CCRE during normal working hours, in which event

22
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(2)

b.

(1)

(2)

(3)

he may be charged a fee not to exceed $5.00 by the
agency to cover administrative costs of obtaining the
record.

e In the event the individual after his review believes
the information to be inaccurate or incomplete he may
institute established procedures to seek correction
or completion of the information and that such procedures
will be made known to him.

Iﬁdividual Authorized to Review Record

Prior to any record review by an individual, the agency
shall request verification of identity; the agency may
require fingerprint verification where that capability
exists; however, at a minimum, a Commonwealth of Virginia
Operator's license, non-operator's I.D. card, photo
identification card of the Department of Defense or other
federal agency or of another state or of any municipality
shall be required. _

Additional Mechanisms for Review
Persons Without Ready Access

The opportunity to exercise the right of review of a
current CCRE criminal history record or records of class
3 and 4 misdemeanors maintained by the arresting law
enforcement agency shall be provided those within the
State penal system at the time of their confinement as
part of the standard intake process and again at, or
immediately prior to, the proceedlngs of” the Probation
and Parocle Board. ,

Individuals residing outside the Commonwealth may obtain
their Virginia records for review and a copy thereof, if

necessary, for purposes of challenge by making that request

through a non-Virginia criminal justice agency governed -
by the Department of Justice Rules and Regulations, Code
of Federal Regulations, Chapter 1 of Title 28, Part 20.
Record Review

Reasonable assistance shall be provided the 1ndlv1dual
in order to make the record understandable.

Obtaining a Copy of thevRecord

Copies of the individual's record shall be ‘made avallable,
to the individual and/or his legal counsel only ‘when such

‘copies are required for the purpose of 1n1t1at1ng a

challenge to the record.

® The 1nd1v1dual and/or 1ega1 counsel shall be prov1ded
with a copy of his record if after review he actually
initiates a challenge and 1nd1cates a record copy 1s
needed to pursue the challenge, : R

Lk
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® Such record copy shall be prominently marked or stampéd
to indicate that the copy is for review and challenge
"only and that any other use thereof would be a violation
of 42 USC, page 3771;

® A record copy shall not be supplied to the indiviiuail
at the request of a potential employer, except as required
by State or federal law;

( e The agency may charge a reascnable fee, not to exceed
1\ $1.00 per page, for the duplication of the record.

c. Challenge by Individual

An individual who takes exception to the contents of criminal
history record information provided him shall submit his exception
to the record contents in writing, on a form designed and provided
© for that purpose by the Central Criminal Records Exchange.

® The agency in which the record is reviewed and challenged
shall then forward the original challenge form to the
Central Criminal Records ifxchange and/or the law enforcement
agency maintainino the record of class 3 or 4 misdemeanors.

® The agency shall keep a copy of the challenge form.

If the challenge is made to a record received from the
c2ntral repository, the Department of.State Tolice Central
Crimianal Records Exchange shall initiate the following
action upon receipt cf a challenge form:

® The Central Criminal Records Exchange shall cause the
individual's record in computerized and non-computerized
files to be flagged with the message that the record is
under challenge. This "flag" shall accompany all
disseminations of this information whlle the recoxrd
is being checked.

e The Central Criminal Records Exchange shall conduct a
comparison of the original input forms and the
information contained in the repository files and
reviewed by the individual. Any errors therein
discovered shall be corrected.

e If no error is found, the Department of State Police
shall forward a copy of the original challenge form,
a copy of the CCRE form, and any other relevant
information to the agency or agencies which CCRE
records indicate as originating the information
under challenge, and shall regquest them to examine

all relevant flles to determine the validity of the
'challenge.

(1) Challenge of Record Maintained by CCRE = | l

24




a - e
st g2

(2)

® The CCRE shall notify the-agency in which the record
was reviewed of CCRE's action. The agency where review
and challenge occured shall notify the individual and/or
his legal counsel of CCRE's action.

® The employee supervising recordkeeping in the agency
responsible for originating the challenged information
shall conduct an examination of the agency's source
papers, the content of the chnllenge, and information
supplied by the CCRE (when available) to discover
discrepancies in the information transferred from the
source documents to the documents reviewed by the
individual.

Challenge of Record Maintained by a Law Enforcement Agency

If the challenge is made to a record of class 3 or 4
misdemeanors received from the arresting law enforcement
agency, that agency shall initiate the follow1ng action
upon receipt of a challenge form:

® The agency shall cause the individualfs record in the
file to be flagged with the message that the record
is under challenge. This flag shall accompany all
disseminations of the information while the record
is being checked.

e If the challenged information pertalned to the arrest
information, the agency shall examine all relevant files
to determine the wvalidity of the challenge and make
necessary corrections if error(s) are found. The agency

shall then notify the agency where review and challenge
occurred.

@ If the challenged information pertained to the dispositibn'
information, the agency shall compare the contents of the

challenge with the information supplied by the clerk of

the court; and if no error is found, forward the challenge
to the clerk of the court originating the disposition for

examination of court records pursuant to the challenge.
The arresting law enforcement agency shall notify the
agency in which the record was reviewed of this action.
That agency shall notify the 1nd1v1dual and/or his 1ega1
counsel of the actlon taken. .

e The clerk of court shall cause the court recorxds: to be
compared with the content of the challenge to determlne
if there are discrepancies in the documents maintained
by the arresting law enforcement agency or documents:
reviewed by the individual. The clerk of the court
shall then notify all agencies party to the challenge
(arrestlng law enforcement agency and agency in whlch
the record was reviewed) of the results and any -

corrective action necessary. - The agency in whlch the gf*ﬁw
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: challenge occurred shall notify the 1nd1v1dual and/or
his counsel of the action taken. :

d. Administrative Review

. . If, after the agency orlglnatlng the lnformatlon addressed

iu the challenge has conducted an examination of the records pursuant

to,tre challenge, the individual is dissatisfied with such examination

-+ he-oi hic® legal counsel may request administrative review of such
‘;challenqe as fo:lows.

‘.. Request in ertlng that an agency official, other than the
~official who made the first decision about his challenge,
review'the_challenge and make & decision thereon.

® An offioial shall be selected by the agency head to conduct
all such reviews of challenges.

e The individual shall be notified of the decision of the
reviewing official within thirty {30) days of submission -
of the written request.

e. Administrative Appeal

: Proposed iegislation would place responsibility for hearing
,;ﬂan adm:nlstratlve appeal upon the regulatory authority if, after the
“ aaministrativa review, the individual to whom the information. relates
is'not satisfied and wishes to pursue the challenge further. Until

- such legislation becomes effective, the individual or his legal
counsel should, within thlrty (30) days of notification of the decision
of the administrative review, request appointment of an appeal panel
by the Governor. Such request should be directed to the Secretary
‘of Transportation and Public Safety.

Procedures governing the appeal process will be established
~by the regulatory authority and, in the interim if required, by the
: Offlce of the Governor.

£ ‘Correctlon/Notification of Error

~If an error is found, an agency shall do the following:

- @ Correct all affected documents in its possession.

@ Where such information is maintained in the files of CCRE
or another law enforcement agency, notify the department,
of Stata Police or the agency malntalnlng the record in

wrltlng of the correctlon(s) to be made.

- ® Notify ar 1 ‘known criminal justi e .ecipients of erroreous
- vlnformatlon of correctlon(s) to be made.

jQ:Requecst that the CCRE or agency maintaining the record notlfy
- all known criminal justlce rec1p1ents of the correctlon(s)
“to be made.




"of a representative sample of State and local criminal justice agencies -

" be retained to facilitate such audits.

L 3 Notlfy the 1nd1v1dual at hls request, in ertlng, at no ”jm
cost, of all known non-crlmlnal justlce rec1p1ents of tne
1nformatlon. ' - . W

® Request that the CCRE or agency malntalnlng the record sup;ly
_the individual at his request, in writing, at no.cost w1th
a list of known non-crlmlnal justlce rec1p1ents of erroneous
information. o : Sl .

If no error is found, the agency shall notlfy the Central
Criminal Records Exchange or agency maintaining the record, the agenc
in which the record was reviewed, and the 1nd1v1dual of thlS flndlng.

- Regardless of what actlon is taken, all affected partles, -
including the agency in which the record was rev1ewed the 1nd1v1du
and/or his legal counsel, and the CCRE and/or agency malnta;nlng thi
record, shall be notlfled of the agency's action within 30 days of
the originating agency's recelpt of the challenge form : ,

C.  OUTLINE OF AUDIT PROCEDURES TO BE ESTABLISHED BY THE REGULATORY:
MECHANISM -

The Department of Justice Regulatlons, Code of Federal Regulatlons,“
Chapter 1 of Title 28, Part 20, Subpart B, §20.21(e) require the s
State to adopt audltlng procedures that" "1nsure that annual audlts

chosen on a random basis shall be conducted by the State to verify =~ .=
adherence to these regulations and that approprlate records shall ‘

Detailed auditing rules/regulatlons will . be developed and 1ssued

by the duly authorlzed regulatory mechanism, such that = o

® Sampling procedures be establlshed for the examlnatlon of L
specific records at the repository level to be traced through e
internal update procedures back: through fleld 1nput proce551ngf:
to terminate at the source. document. :

® Audit review would 1nclude, ‘but not be llmlted to, examlnatlon o
of record accuracy, completeness, effectlveness of the
systematic audit procedures, evidence of. dlssemlnatlon , 5
limitations, securlty prov151ons, and the’ 1nd1v1dual s rlght
of access. ; ; .

® Source documents, from wh1ch crlmlnal hlstory 1nformatlon

' stored at the repository is derived and other. information
necessary to support annual audits, such as: complete :ﬂ
dissemination logs 1nd1cat1ng the names of all persons B e
or ‘agencies to whom information from. Lhe CCRE or: from records
maintained by law enforcement agencieg concernlng class
3 or 4 misdemeanors is disséminated and the date of
dlssemlnatlon, shall be malntalned by crlmlnal Justlce
agen01es. 4 ; : : S ‘

o‘The CCRE shall be: audlted on a annual ba51s, and all ;ther
crlmlnal Justlce agenc1es shall be selected for audwtlng




’",by a welghted, random~-sample method such that the sample is

]’¢representat1ve of the State criminal justice system and

~such that all agencies of a specific type and size
cla551f1catlon have an equal chance of being selected.
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PART 1II
'uaaon'ninzsfowzs

. The table lists all reguired ooerational procedures and the duties for imolementat101 S
by agencies covered by the new rules and regulations in the Federal Code. of Regulatxons.-' -
Passage of needed legislation providing for a regulatory mechanism and leg&;latxon €O v T
enhance the value of criminal b_s*oxj records in the criminal justice process-and to . = (,44'
improve the prlvacy and security of criminal history records has been xntroduced in the (rz

1976 Session oi tihe Generalvnssenbly. The commencement ¢f implementation of more SR
specific procedures by the regulatory mechanism for all criminal justice agencies. could e
follow in the second half of 1976 and early 1977.  All coperating procedures would be :
implemented by December 31, 1977. o ]

»

' MAJOR MILESTONES °

Agencies Covered {1976 session | Regulatdry
by Regulations of Virginia -+ ° Mechanism :
General Assemblyl ™ :
r§hould Be ., | May iieed ) R
Implem‘\teu Delay
Prior to” |Up to |- ‘ E
12/31/77 12/31/77 i o
OPERATIONAL PROCEDURES
‘Completeness and Accuracy
Complete Disposition Reporting from:
Police k x x
Prosecutor x ‘X .
District Courts x x 5
+ Circuit Courts x x v
Probation x | x
Correctional Institutions . . x x
Parole . . - x x
Query Before Dissemination x x x
Systematic Audit (Quality Control): i
pelinquent Disposition Monitoring % : _ ' ' , ‘ vg 
Accuracy Verification , x
Limits on Dissemination §
Contractual Agréements/ﬂoticés and i
Sanctions in Effec¢t For: !

; | . ‘ B
Criminal Justice Agencies % . ¥ x : _{interstate
Non-Criminal Justice aAgencies k
Granted Access by Law or Executxve :

Order , B

Service Agenéies Under Contract ' . x _ : x
Research Organizations R 1 x x
Government Acencies Re: Emblovment - - :

Suitabilitv and Secuzitv Cleazances X 1 L
Validating Receiver's quht,of o 1.

Access ‘ : . L+ x g
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HAJGR MILESTO&ES (Cont E

Agenc;es Cov=red ';f1976 Sesszon ! Reaulatorv
by Regulations : of Virginia Mechanxsm
: . General Assembly o

Should Be Jav Need
Implementeqknelay
Prior To Up Teo

o oo 12731777 | 12731777
_Restrictions On: | SR
""Juvenile Record Dissemination ) (Not Criﬁinal‘ﬂistqry Record Informnﬁion in va.)
"f;COnfirmation of Record Existence S x ? . x
.;vi;SQcondazy Dissemination by Non- , ' : " .
: :Q;c:iminal Justxce Agenczes o - x 3 x
&Dissemination W1thout Disposition o x : x

hndits (Audlt Trail)

Reoreating Data Entry . x ; ‘ x i x
Dissemination Logs SRR 1 x : x : x
- Security ’ . g ?
; x P x-

. Conforming with Virginia Criminal
Justice Computer Ooerations

)
: _ h
.Prevention of Unauthorized Access | x
i
Security Standards '

Note 1 x : %

Criminal Justxce Agency‘Authority o P
Ovo:_ComputeriOPerations Policy Re:

,.u....,"m_._.._-

Dlﬁa Seoufity'in'éomputer s Note 1
Cartified, Inviolable Computer Program Note

=
%
HM

‘Positive Control of Record Destruction P | Note 1 x ; x

Cettified Program. to Detect and
‘Record Unauthorized Penetratlon
Attempts . ‘ Note 1 x x

Security of Unauthorized Penetratinn .
Detection Procrams _ x x

" b e -

, Coneral Securxty Provisions:

Physical ‘Security
.Unauthorized Access
Physical Protection Against:
Access to Equipment
Theft, Sabotage
Fire, Flood, Othel Hatural Disaster
Employee, Training Program

X
LB ]

L E R B
LB B

: Indlvidual Right of Aczéss

‘Rules for Access

~Point of Review and Mechanism
Challenge: by Individual

- Adminigtrative Review » ,
Administrative Appeal . x
Correction/Notis x.ation of Error .

L 2% 2N 2N J

1D iy g, & B . £ U e S St L
D i b T TT e L Y

.

'Noto 1 - Based upcn an estimated date for p:omuigation of Virginia Criminal uustice chputer
y erations Security Stancards of August 1, 1976, agencies directly covered by the regulations
-Xay well need”until 12/31/77 to fully comply.
" #Must be implemented by 3/16/76.
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PART 1V
RESPONSIBILITIES OF INVOLVED AGENCIES

A. NEED FOR LEGISLATION

The Code of Virginia has recognized ‘the importance for crlmlnal
justice administration of reporting all ariests and subsequent court
dispositions for all felonies and class 1 and 2 misdemeanors, the
positive identification of persons reported on, the collection and
storage of this criminal hlstory 1nformatlon, and the needs for
its dissemination to crimiral justice agencies and non-availability
to the public. This "criminal justice system" relationship of the
Central Criminal Records Exchange (CCRE) with criminal justice
agencies is contalned in §19.2-388 to §19.2-390 of the Code.

With the a551stance of federal and State fundlng, through grants
from the Virginia Council on Criminal Justice since 1973, the ;
Department of State Police have developed and operate a modern :
communication network and computer facility, the Virginia Crime
Information Network (VCIN), which makes computerized crlmlnal_"V
histories (CCH) and other information of tactical importance

for law enforcement instantly available at over 83 computer

terminals. Dissemination of non-computerlzed records - to- all users

and computerized records to agenc1es w1thout terminals 1s v1a the

U. S. Postal Service. :

Further development of the VCIN/CCH system to includeibaSic
status-change information of persons under various forms of State
control by the Department of Corrections is in progress through
an Offender-Based Transaction Statistics subsystem (OBTS) .. - Other
correctional programmatic information on Department of Corrections
handling of offenders will be computerized by further capability
expansion of the VCIN/CCH/OBTS by development of an 0Offender-Based
State Corrections Information System (OBSCIS). These development
programs are also with federal and State funds. The reésulting
system will essentially constitute a comprehen51ve\Cr1m1nal Justlce
Information System (CJIS) _—

The Supreme Court of Virginia is completlng a. Dlstrlct Lourt
Uniform Docketing and Caseload Reportlng System, also with federal
and State funds. ,

The foregoing developmental effort has and will vastly J.m.prove‘T
the value of criminal history record 1nformat10n to- Vlrglnla S
criminal justice system, a value already recognlzed 1n the Code.

‘ Those State and local agencies whlch receive fundlng after
July‘l 1973, for the purposes just described, are subject tolth
provisions regardlng criminal history 1nformatlon.found in 552‘*b)
of the Crime Control Act of 1973 and new rules and regulatlons .n
the Code of Federal Regulations stemming from the Act.. The resulw
of this are to create a situation wherein a 51gn1f1cant number of
criminal justice agenc1es in Vlrglnla must meet more detalled
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- Requlations to an agency not subject to the Regulations, the personnel

‘ﬁ”hlstory information is to continue between the 1mmed1ately affected
- agencies serving 55% of the State and agencies serving the balance

. the most compelling reason for immediate legislative action placing

 on:all crlmlnal justice agenc1es.

‘w;@Assembly.

" and is contained in Appendix H.

requirements for the collection, storage, and dissemination of criminal
‘history record information than must other .such agencies in the
Commonwealth.

. The Regulatlons provide that where dissemination of information
. covered by the regulations is made by an agency subject to the

of the disseminating agency are subject to severe fines under the
Crime Control Act and the Regulations for any misuse of the disseminated
information by the receiving agency. In the absence of legislation
which applies to all of Virginia's criminal justice agencies, each
agency subject to the Regulations can protect its personnel from
liability only by executing an agreement with each recipient not
-~ subject to the Regulations. Under the agreement, the receiving
‘agency would place itself under the Regulations and accept the
-responsibilities and penalties therein. Needless to say, the process
- could become an administrative nightmare. If the exchange of criminal

- of the State, each dlssemlnatlng agency will be required to ascertain
" what agreements exist and are in effect. This situation constitutes

"1dent1cal procedures for handllng criminal history record information

In order to establish a more consonant relationship amongst all
elements of the criminal justice system, certain additional provisions
for the handling of criminal history record information and safeguarding
individual privacy and security are needed in the Code. Parts I and
II of the Virginia Plan for Privacy and Security of Criminal History
V‘Record Information develop, dlscuss, and recommend these additional
-provisions which are contalned in the legislation before the General

It was necessary that the Governor of Virginia have this plan
prepared for submittal to the Law Enforcement Assistance Administration
by March 16, 1976, pursuant to a revised requirement of the regulations.
The plan was prepared by the Division of Justice and Crime Prevention
but every effort has been made to reflect and address the concerns
and comments of State and local agencies and local governments.

While remaining responsive to the provisions of the new rules and
regulations, the plan has been very much shaped by an enormous
amount of effort and attention devoted to it by a great number of
- people throughout the Commonwealth.

B. COST-IMPACT ANALYSIS

A survey of the cost to implement operational procedures in
agencies directly affected by the new rules and regulations was
conducted. Based upon responses to the survey an estimate of
costs to implement these procedures throughout the Commonwealth
- was prepared by the Division of Justice and Crime Prevention

3§
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.will be enacted is not known. There is, however, general support for

C. PREPARATION OF LEGISLATION )

Legislation has been prepared by representatlves of the Office of
the Attorney General, the Division of Legislative Services, and the
Division of Justice and Crime Prevention. Proposed legislation has :
been coordinated with the Virginia State Crime Commission. Alternative
means of regulating the collection, storage, dissemination and use
of criminal history record information exist. Which form of regulation

passage of legislation at the 1976 session of the General Assembly.
In this event, legislation would become effective November 1, 1976.
Many provisions of the federal regulations would then be directly S
applicable to all criminal justice agencies within the Commonwealth. |
Other provisions would be promulgated by the regulatory authority ' ”
following the Administrative Process Act, Chapter 1.1l:1 to Title 9

of the Code of Virginia (§9-6.14:1 et. seq.). Additional legislation

could then be considered at the 1977 session of the General Assembly,

based upon the experience gained in operating under the new provisions

in the Code.

0
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Appendix A

TERMS - DEFINITIONS AND APPLICABILITY

The following terms’ have been used as key concepts in the
development of the Virginia Plan for Privacy and Security of Criminal
History Record Information. These terms have been used with regard : :
to the meaning given them in Department of Justice and LEAA documents. -

The following documents are cited as reference points for
definitions and applicability of the terms:

Ref. (1) - Department of Justice Regulations, Federal Register,
May 20, 1975. .

Ref. (la) - Commentary - Department of Justice Regulations.

Ref. (2) - LEAA Planning Instructions, June 30, 1975.

Ref. (3) LEAA Supplement No. 1, August 20, 1975.

Ref. (4)

LEAA Supplement No. 2, September 30, 1975.

A. Administration of Criminal Justice:

Ref. (1) - means performance of any of the following activities: o
detection, apprehension, detention, pretrial release, post—trlal release,
prosecution, adjudication, cdrrectional supervision, or rehabilitation
of accused persons or criminal offenders; and shall include criminal s
identification activities and the collection, storage, and dlssemlnatlon B
of criminal hlstory record 1nformatlon.

B. Criminal History Record Information:

Ref. (1) - means information collected by criminal justice agencies
on individuals, consistinggof identifiable descriptions and notations
of arrests, detentions, indictments, 1nformat10ns,’or other formal
criminal charges, and any disposition arising therefrom, sentencxng,
correctional supervision, and release.

Ref. (la) - if notations of an arrest, disposition, or other ,
formal crlmlnal justice transactions occur in records other than the
traditional "rap sheet," any criminal history record information
contained in such reports comes under the definition of this: subsectlon.\

Ref (3) - criminal history record information must contain both
(1) identification data sufficient to 'identify the subject of the
record and, (2) notations regarding any "formal criminal justlce ‘
transaction" involving the identified individual. Fingerprints. are’v‘
not required for a record to be criminal history record 1nformatlon,.‘
if it otherwise is covered by the definition.

Exceptions

Ref. (1) - identification information such as fingerprint reebrdsﬂfg

a1




  t6“thé extent that such information does not indicate involvemeht of
“the individual in the criminal justice system.

-+ individual arrest report, report of court action on an individual).

C. Criminal History Record Information Collections:

‘related to an individual are criminal history record information;
an index system which permits a search of documents filed chronologically

- permit retrieval of a summary criminal history on an individual.

, Ref. (2) - statistics which do not reveal the identity of
individuals.

Ref. (2) - criminal records of corporations.

- Ref. (3) - the document originally prepared to record facts about
the transaction (e.g. the report of a crime scene investigation,

NOTE:

§16.1~16.2 Code of Virginia removes juvenile information from
the scope of the Department of Justice Regulations and from the
definition and procedures relating to the term "criminal history
record information."

- Ref. (2) - means criminal justice information systems which
contain data on arrests and other criminal justice system transactions;
for example, subject—ln—process, prosecution management, and inmate
records systems.

Ref. (3) - source documents that are filed alphabetically,
thereby allowing a search by name for retrieval of all such records
would be, in conjunction with the documents, criminal history record

information.

Ref. (4) - regulations apply to combinations of any non-
chronological index and file which might be used to assemble or

If, as a result of automatic data processing, the equivalent to an
alphabetical manual index exists, such automated files would likewise
be subject to the regulations.

Exceptions

Ref. (2) - posters, announcements, or lists for identifying
or apprehending fugitives or wanted persons.

Ref. (2) - original records of entry, compiled chronologically
and required by law or long-standing custom to be made public, if
such records are accessed on a chronological basis.

Ref. (2) - court records of public judicial proceedings compiled
chronologically, if such files are solely within the management and
control of a court system.

Ref. (2) - published court opinions or public judicial proceedings.

:i



Ref. (2) - record of traffic offenses maintained by Etate -
departments for the purpose of regulating the issuance, suspension,
revocation, or renewal of driver's or other operator's licenses.

Ref. (2) - announcement of executive clemency.

D. Criminal History Record Information System:

Ref. (1) - means a system including the equipment, facilities,
) procedures, agreements, and organization thereof, for the collectlon,c
processing, preservation or dissemination of crlmznal hlstory
1nformatlon.

E. Criminal Justice Agency:

Ref. (1) - means courts, and a government agency or any subunlt
thereof which performs the administration of criminal justice pursuant
to a statute or executive order, and which allocates a substantial B
part of its annual budget to the administration of criminal justice.

Ref. (la) - traditional police, courts, and corrections agencies G
as well as subunits of non-criminal justice agencies performlng a '
function of the administration of criminal justice pursuant to :
Federal or State statute or executive order, umbrella-type administra-
tive agencies supplying criminal history information serv1ces (e. g.v'
New York's Division of Criminal Justice Serv1ce)

Ref. (2) - a governmental agency or subunit. thereof wculd be
one having an agency head administratively responsible to elected - e
public officials or to persons appointed by elected public off1c1als,,
must be expressly authorized by statute or executive order to :
perform one of the functions of the administratiion of crlmlnal
justice; and must allocate a substantial part of its annual budget
to the administration of criminal justice; this agency shculd have .
as its principal function one of the functions of the admlnlstratlon
of criminal justice, but it is not necessary that such an agency be .
exclusively performing administration of'criminal justiCe‘functiOns‘

Ref. (2) - criminal Justlce agency may 1nclude subunlts of
non-criminal justice agencies performing a function of the admlnlstra—
tion of criminal justlce pursuant to a Federal or State statute or
executive order; it is possible for a functional sub-unit of a data
processing agency to qualify as a criminal justice agency.‘n |

Ref. (2) - the level in the organization deflned to be a crlmlnal

justice agency must be construed narrowly to meet the intent of the»"
" regulations. :

Exceptions

Ref. (2) - corporations and other private agencies which by
contract perform important functions related to criminal justice.

N
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Ref. (2) - agenc1es and individuals which provide only fundlng,
oversight, staff serv1ces, general supervision, or policy guidance

 without regularly engaging in the day-to-day management or administra-

tion of criminal justice activities; in infrequent and exceptional

cases a chief executive may be considered as part of a criminal justlce
~agency.

F. Disposition:

Ref. (1) - means information disclosing that criminal proceedings
have been concluded, including information disclosing that the police
have elected not to refer a matter to a prosecutor or that a
prosecutor has elected not to commence criminal proceedings and
also disclosing the nature of the termination in the proceedings;
or information disclosing that proceedings have been indefinitely
postponed and also dlSClOSlng the reason for such postponement.

Ref. (la) - othet unspec1f1ed transactions concluding criminal
proceedings withln a partlcular agency.

Ref. (2) - the formal c®nclusion of each stage of a case as it
moves from arrest through the criminal justice system; includes
police, prosecutor, court, and corrections actions; and such other
actions as pardons or executive clemency or appellate court decisions
reversing or modifying earlier actions.

G.  Dissemination:

to individuals and agencies other than the criminal justice agency
which maintains the criminal history record information; includes

confirmation of the existence or non-existence of a criminal history
record.

Ref. (3) - the release of criminal history record information
by an agency to another agency or individual.

Exceptions

Ref. (3) - use of the information by an employee or officer of
the agency maintaining the records.

Ref. (3) - reporting the cccurrence or the circumstances of a
criminal justice transaction (the reporting of an arrest or other

transaction to a local or State repcsitory is not dissemination).

Ref. (3) ~ reporting data on a particular transaction to
another criminal justice agency so as to permit the initiation of
subsequent criminal justice proceedings.

Ref. (4) - reporting of criminal history record information to
the FBI.

Ref. (2) - means transmission of criminal hlstory record 1nformatlon|




Excerp’té From the CODE OF VIRGINIA Re: Cpurt Records

§ 16.1-87. Civil docket. — For each distgict‘éourt having jurisdiction of civil
ections there shall be 3 civil docket, on which shall be entared all eivil actions
or proceedings bafore the court. Such dockets shall be maintained as public.

+ records for a period of twenty years, after which they may be destroyed. (1956,
c. 555; 1958, c. 578: 1972, . 783; 1075, c. §34.) _ : i

~ § 16.1-91. Papers to be niunbered, indexed and filed. — Upon the return of
the warrant or motion for judgment to the court with the return of the officer.
thereon showing service on one or more of the defendants it shall be given a
number by the judge or clerk, which shall be the file number for that particular
warrant or motion and all other papers relating to that particular case. The file”
number of each case shall be placed upon the papers and upon the court docket
and other records where the case appears. Whenever any sclion or other
roceeding is disposed of by the court, ali papers in the case zhail be secrely
}agtened together and numbered, and filed in consecutive order and presarved
as provided by lavi. A1l writs of fieri facias or other writs isgued in tha (sse shall
pear the file number, and upon being returned to the court or elexk’s vffize shall
be placed with the other papers. In each such court there shai] be kept an index
on which there shall be maintained in slphabetieal order the names of ail
defendants, and the file number assigned to the proceeding in which the 1
defendant appears. (1956, c. §55; 1958, c. 578; 1875, ¢. 384.) ’

* . § 16.1-120. Criminal dockets. — For each court not of record havin
. jurisdiction of eriminal matters there shall be a criminal docket, on which shall
e entered all cases tried and prosccuted and all matters comingybefore the
court, and the final disposition of the same, together with an account of costs.
+ and fines assessed. Such dockets shall be maintained as public records for a
© period of twenty years, after which they may be destroyed. (1956, c. 565; 1962;
c. 108.) R e

§ 16.1-133. Papers retained for payment of fine; when papers indexed, filed
and preserved in the trial court. -— In any case in which the defendantis- - - -
rermitted by the judge to pay in installments any fine imposed upon him the .
papers may, if otherwise required tobe returned to a court of record, be retained
in the trial court fo; such period not in-excess of: three years'after copviction' -~ -
as may be required for the payment of the fine or until the suspensionisreveked. -~
All papers in criminal proceedings-which are not required to be returned to'a ., -~ -
_court of record shall be properly indexed, filed and preserved in the trial court, =, - - -
as public records for a period -of -twenty years, after which they may be " °
destroyed. (1956, c. 555; 1962, ¢. 108.) -~ : R R S

§ 17-27. How proceedings of court drawn up and signed. — The proceedings. =
of every court shall be entered in a book kept for the purpose to be known as.
the order book. After being corrected when it is necessary the record shall'be
signed by the ;})]resxdmg judge. In the event of thejudge of 2 court dying, retiring,”
or resigning, heretofore or hereafter, without having signed all of the orders
or decrees endorsed by him for entry and entered in the order books of the court . -

-~ by the clerk thereof, it shall be lawful for either the judge appointed to fill the -~
vacancy caused by such death, retirement, or resignation, or .any-judge
,‘aﬁp,qmted to preside over the court until such vacancy 1s filled, to sign suchof = =
the orders or decrees so entered of record as: had not been signed by the judge -
}Yho'ﬂiﬂdol‘sed them for entry; and when so signed, they ‘shall be of the same
rce and effect as if they had been siffned by such judge in his lifetime. (Code

- 1918, § 5962; 1940, p. 364; 1954, c. 14,7/?’;_.,1966& c, 385)




- The hurpdse of this section is to provide for
Kkeeping the records of every court correctly,

by making it the duty of the clerk to enter them

in a book; and to.read them in open court to the .
.. judge, and in the presence of the bar, so that any
" ‘errors in or-omissions from them might be

corrected.. Barnes v. Commonwealth, 92 Va, 794,
.23 S.E. 784 (1895). See New York Life Ins. Co.
"* v, Barton, 166 Va. 426, 186 S.E. 65 (1936).

A court speaks- only through its orders.

Cunningham v, Smith, 205 Va, 205, 135 S.E.2d
“170°(1964). )

Which must comply with law. — In those
cases where thejurisdiction of the court depends
upon . ‘compliance  with certain mandatory
provisions of law, the court's order, spread upon
its order book, must show such compliance or
jurigdiction  is not obtained. Cunningham v.
Stnith, 205 Va. 205, 135 S.E.2d 770 (1964).

" Court proceedings should be recorded as of

the day they take place. Carpenter v.
" Commonwealth, 193 Va. 851, 71 SE2d 377
-{1982). 0 - =

- And should be entered chronologically, —

Courts of record are required to maintain order

books ~for the purpose of recording

systematically ‘the daily proceedings had in
~eourt. Orders should be entered by the clerk
- “chronologically. M¢Dowell v. Dye, 193 Va. 390,

69 S.E.2d 459 (1952). '

All' “orders ' need not be  recorded
immediately. — It is not the practice in this

. State, .and indeed it would. be physically
impossible, for the clerk to record all of the
_orders on the order book immediately, or for the
i judge: forthwith to sign them. The universal
practiceis that.the clerk extends the orders upon

4

the peranent record of the cunrt juét asisoon
as possible, and they are thereuiter read inosen
court and signed as orders of = date whef the
judgmeuts were proncunced. This practice is
recogrized “by  this - section. - Daley .. v,

Commonvsealth, 182 Va, 621, 111'S.E: 111 (1922).

Court vrder carrying inio efiect its prior
oral pronouncement should have been spread
upon the order book under the date vpon which
it was approved and endorscd: for entry and
should not have been antedatcd as of the date
of the oral pronouncement. McDowell v. Dye,
193 Va. 390, 69 S.E.2d 459 (1952).

Signing. orders of last duy of tam
authenticates all orders. — If only the orders
of the last day of the term are signed, this is
sufficient authentication of all the orders of the
term which are spread on the record and which
precede the signature of the judge, though the
reasonable inference from this section is that the
orders of each day should be separately signed.
Weatherman v. Commonwealth, 91 Va, 796, 22
S.E. 349 (1895).

Presence of accused not necessary when
orders signed. — It is not riecessary that the
accused should be present when orders are
signed. Weatherman v. Conmonwealth, 91 Va,
796, 22 S.E. 349 (1895).

Amendment of record afier the term. —
After the term at which a case is tried the court
cannot amend its records, unless there is
something in the record by vshich amendments
can be safely made. They cannot be made upon
the individual recollection of the judge, or upon
proof aliunde. Barnes v. Commonwealth, 82 Va.
794, 23 S.E. 784 (1895). See also Sydnor v, Burke,
25 Va. (4 Rand.) 161 (1826).

§ 17-28. Order books. — There shall be kept in the office of the clerk of every
circuit court, except as otherwise provided herein, two order books, to be known
as the common-law order book and the chancery order book, in which shall be
recorded, in the common-law order book, all proceedings, orders and judgments
of the court in all matters at common law, and in the chancery order book, all
decrees, and-decretal orders of such conuzt, in matters of equity and all matters
pertaining to trusts, the appointment and qualification of trustees, committees,
administrators, executors and guardians, except when the same are appointed

by the clerk of such court, .in which event the order appointing such

administrators or executors, shall be made by the clerk and by him entered in
a certain other book, to be known as the clerk’s order book. In any circuit court,
the clerk may, with the approval of the chief judge of such court, by order
entered of record, divide the common-law order book into two sections, to be
known as the civil common-law order book and the criminal common-law order
book. All proceedings, orders and judgments of the court in all matters at civil
common law shall be recorded in the civil common-aw order book, and alt
proceedings, orders and judgments of the court in all matters at criminal law
shall be recorded in the criminal common-law order book. The action of any court
which has established a separate criminal common-law order book prior to July
ong, nineteen hundred seventy-three, is hereby validated. In any proceedmg
brought for the condemnation of property, all proceedings, orders, judgments
and decrees of the court shall be recorded in the common-law order book of the
court. The recordation prior to January one, nineteen hundred seventy-four, of

- all proceedings, orders, judgments and decrees in such cases, whether entered

in the common-law order book or the chancery order book of any court, is hereb
declared a valid and proper recordation of the same. (1926, . 7150; 1932, p. 765;
1036, p."557; Michie Code 1942, § 5962a; 1962, c. 233; 1973, c. 9; 1974, ¢. 524.)
g 17-43. Reeopds, ste,, open to inspection; copies, — The records and papers
of every. court shall e open to inspection by any person and the clerk shall, when
requirey, furnish copies thereof, except in cases in which it is otherwise specially

- provided, The ceclificars of the clerk to such copies shall, if the paper copied be

“recorded in a4 bound volume, eontain the name and number of the volume and
“the page or folio at which the recordation of the paper begins. No person shall
“be' permitted to use the clerk’s office for the purpose of making copies of records

in such manner, or {0 such extent, as will interfere with the business of the office

~or with its reascnabie use by the general public. (Code 1919, § 3388; 1920, p.

28 L
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§ 17-78. Clerk to make index to each of his books. — The clerk of every ol i
court shall have an index to each book he is required to keep, except thosefor ..~ &
which general indexes are required and kept, or permitted and kept, making: R
convenient reference to every order, record or entry therein, Every execution
and every judgment or decree for money shall be indexed, as well in the name

of the person against whom as in the name of the person in whose favor the .

same is. (Code 1919, § 3391; 1942, p. 179)

Judgments not regarded as docketed as to
defendant in whose name it is not indexed, —
Sections 8-377, 8-378, former 8-390 and this
section, with respéct to indexing and docketing
judgments, require that a docketed judgment
shall be indexed in the names of all the parties

to the judgment, and should not beé regarded as
docketed as to any defendant in whose: name it

is not indexed. These names must bé set out, and
the omission of the christian name is fatal to the
judgment. Richardson v. Garduer, 128 Va. 676,
105 S.E. 225 (1920). : .

§ 17-79. General indexes for clerks’ offices; daily in(‘iex‘.' ~— (1) There shall °

be kept in every clerk’s office modern, family name or ledgerized alphabetical

key-table general indexes to all deed books, miscellaneous liens, will books, '

judgment dockets and court order books. The clerk shall enter therein daily with
pen and ink or typewriter all instruments admitted to record, indexing each

instrument in the names of all parties appearing therein who are thereby shown

to be affected by the instrument.

.

indebtedness shall be sufficiently indexed if the clerk shall enter in-the

(2) A deed made to one or more trustees to secure the payment of an |

appropriate places in the general index to deeds provided for in paragraph (1)

the names of the grantor and the name of the beneficiary or, in lieu of the name
of the beneficiary, the first listed trustee as grantee. )

(8) A deed made by a person in a representative capacity, or by devisees or
coparceners, shall bz indexed in the names of the parties and the name of the
former record: title owner, shown by the instrument.

(4) The general indexes of law and chancery causes shall be sufficiently kept
if the clerk shall index such causes under the short style or title thereof, except
that in multiple suits brought under § 58-1107, the names of all of the defendanis
disclosed by the pleadings shall be entered in said general index or book.

(5) Every deed of conveyance of real estate in which a vendor’s lien is reserved
shall be double indexed so as to.show not only the conveyance from the grantor
to the grantee in the instrument, but also the reservation of the lien as if it were
a grant of the same from the grantee to the grantor by a separate instrument
and the fact of the lien shall be noted in the index.

(6) All deed books, miscellaneous liens, will books, judgment dockets and

court order books shall be numbered or otherwise adequately designated and
the clerk upon the delivery of any writing to him for record required by law w0
be recorded shall duly index it upon the general index in the manner hereinbefore
required and when the writing has been actually transcribed on the book shali
add to the general index the number of the book in which, and the page on which,
the writing is recorded. ,
_ (1) The clerk on receipt of any such writing for record may immediately index
it in a book to be known as the “daily index of instruments admitted to record”
and within ninety days after its admission to record the clerk shall index all such
writings indexed in the daily index in the anropriate general index. as
hereinbefore provided. The daily index book shall, at all times, be kept in the
office of the clerk and conveniently available for examination by the public.
During_the period permitted for transfer from the daily index to the gencrai
index, indexing in the, daily index shall be a sufficient compliance with the
requirements of this section as to indexing. :

8) The judge of any circuit court in term or in vacation may make such order
or orders as he may deem advisable as to the time and method of indexing the
order books in the clerk’s office of the court and may dispense with a gencral
index for order books of the court. (Code 1919, § 3394; 1920, p. 105; 1926, p. 125;
1936, p. 82; 1944, p. 355; 1952, c. 34; 1960, c. 146; 1974, c. 515.)

§ 19.2-346. Clerks to file and index cuch warrants una fssue exeenon i pon
unpaid fines; whet destroyed. ~— Upon receipt of the wareals under 8 19.2-345,

the clerk of the circuit court shall file and preverly indes the same and, when -

necessary, issue execution or other proper precess upon those fines nnd coite,
or cosig, remaining unpaid as though sach fines apd costs had heen uposed in

" his couit. Such warrants shell be maintained ¢« public reencdd for » period of

twenty years, after which they may he destroyud. {Code 1858, § 18.1-486; 1859,
c. 366; 1362, ¢. 446; 1974, c. 455.) - , :

™
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Aépendix C

OFFENDER BASED TRANSACTION STATISTICS
(OBTS) DATA ELEMENTS

Source: The data elements which follow were obtained from SEARCH

Technical Memorandum #4, January 1972: Implementin
Statew1de Criminal Justlce Statistics Systems - The. Model

and Implementation Environment. Data elements for the
Virginia OBTS have not been determined, at this time,

by the Criminal Justice Information Systems Management
Review Board.

N
Y

POLICE/PROSECUTOR,DATA ELEMENTS

1.
2.
3.
4.
5.
6.

10.

11.

W N

*State ID Number

*FBI Number (if avallable)

*Arresting Agency (NCIC code) agency, county
*Date--Arrest

*Charged Offense--Most Serious (NCIC code, 2 level)
*Police Disposition ‘

1. Transfer Other Law Enforcement Agency
2. Transfer Other Agency
3. Released

4. Other

*Birthdate
*Sex

1. Male ‘ )
2. Female
3. Not Stated

*Race

1. White

2. ‘Negro

3. Chinese

4. Japanese

5. American Indian
6. Other

7.

Unknown

Prosecutive Disposition

. Felony Charge

. ‘Misdemeanor Charge

. Declined to Prosecute
. Other

Date--Prosecutive/Police Disposition




LOWER CRIMINAL COURT DATA ELEMENTS

12.

13.
14.

15.
16.
17.
18.
19.

20.

21.

22.

23.

24,

Court ID Number

Date--Initial Appearance

*Release Action (initial opportunity)

l.
2.
3.
4.
5.

Own Recognizance

Bail

Committed in Default
Committed Without Bail
Other

*Date--Release Action
*Charged Offense--Most Serious
*Date~~Lower Court Disposition
*Final Charge~-Most Serious
*Type of Charge

1.
2.
3.

Felony
Misdemeanor

.Other

Type of Trial

1
2
3
4

Plea (at misdemeanor trial in lower criminal court)

1. Not Guilty

2. Guilty

3. Nolo

4. Other

5. Unknown
*Disposition

1. Bound Over/Held to Answer
2. Dismissed/Noli

3. Acquitted

4. Convicted ¥

5. Civil Procedure

6. Off Calendar/Stet (case not adjudlcated)
7. Other

Non-Jury
Jury
Transcript
Other:

*Data of Sentence
*Type of Sentence

1.
2.
3.
4.
5.

Prison
Probation (supervised)

Probation and Jail (supervised)

Probation (unsupervised)

Jail and Fine

7
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25.
26.
27.

6. Jail

7. PFins

8. Suspended/Imposition/Execution
9. Other

*Imprisonment Sentence (days/months)
*Probation Sentence (months)
Type of Counsel ‘

1. Private ,

2. Public-Appointed
3. Public Defender
4. Self

5. Other

FELONY TRIAL COURT DATA ELEMENTS

28.
29.
30.

31.

32.
33.
34.

35.
36.
37.

Court ID Number
Date--Filing
Type of Filing

1. Information
2. Grand Jury
3. Other

Felony Filing Procedure

1. Indictment/Accusation

2. No Bill

3. Refer to Lower Court/Reduced Charge
4. Dismissed

5. Information

*Charged Offense--Most Serious
Date--Arraignment
Initial Plea

1. Not Guilty
2. Guilty

3. Nolo

4. Other

5. Unkaown

Final Plea (same code as Initial Plea)
Date~-Trial Commences
Type of Trial

1. ©Non-~Jury

2. Jury
3. Transcript
4, Other
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38.

39.

30.

41.
42.

43.
44.

45.

46.

*Release Action

1. Own Recognizance

2. Bail »

3. Committed to Default
4., Committed Without Bail
5. Other

Date--Release Action
*Disposition

l. Dismissed

2. Acquitted

3. Convicted

4. Civil Procedure

5. Off Calendar/Stet

6. Other

*Date~-Sentencing
*Sentence Type

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

*Prison (years)
*Jail

Prison
Probation (supervised)

Probation and Jail (supervised)

Probation (unsupervised)

Jail and Fine
Jail
Fine

Suspended/Imposition/Execution

Other

Sentenced to Time-Served and Released

(days/months)

*Probation (months)
Type of Counsel

1.

Ul o N

Private
Public-Appointed
Public Defender
Self

Other

CORRECTIONS DATA ELEMENTS

47.
48.

l.
2.
3.
04'0
5.
6.

Agency ID Numbers
*Receiving Agency

State Institution
Local Prison

Jail/Local Institution
Probation
Parole

Other

(min and max)

0y
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49, Status

1.
2.
3.
4.
5.

50. *Date~~Received
51. *Date--Agency Move/Status Change/Exit

Custody

Part-Time Release
Full-Time Release
Abscoqa

Other’

52. *Exit
1. Discharge/Pardon/Commutation
2. Court Order Discharge
3. Return to Court - Revocation
4. Return to Court - New Offense
5. Other
NOTE: * indicates those elements captured by the Virginia Criminal

Information Network/Computerized Criminal Histories (VCIN/CCH).







Appendix D

EXCERPTS FROM CODE. OF VIRGINIA ON
CENTRAL CRIMINAL RECORDS EXCHANGE (CCRE),
CURRENT DISPOSITION REPORTING
CCRE DISSEMINATION RESPONSIBILITIES
DISSEMINATION LIMITATION

§19.2~388. Duties and authority of Exchange. - It shall be the
duty of the Central Criminal Records Exchange to receive, classify
and file records required to be reported to it by §19.2-390. The
Exchange shall also receive, record, and file the F.B.I. record of
any person as furnished by the Federal Bureau of Investigation. Such
records may also contain any information made available to the
Exchange by any law enforcement agency or any State official or
agency prior to March fifteen nineteen hundred sixty-eight. The
Exchange is authorized to prepare and furnish to all State and
local law enforcement officials and agencies, and to clerks of

circuit courts not of record, forms which shall be used for the
making of such reports.

§19.2-389. Furnishing copies of records. - The Central Crimiral
Records Exchange shall furnish copies of the records in its files
respecting any person concerning whom a report has been made under
the provisions of this chapter, to any of the following persons or
agencies upon the request of such person, agency or authorized
representative thereof: (i) the person concerning whom such a
report has been made; and (ii) any official or agency required to
make reports to it, or any federal law enforcement agency, or the
armed forces of the United States, or any State or local probation
or parole officer or similar federal officer employed by any federal
court in this State, or any official of any penal institution of
this State, or any agency of any other state which maintains a
repository of criminal records, or the chief law enforcement officer

or agency of any other state. Such records shall not be made
available to the public.

Upon an exparte motion of a defendant in a felony case, and upon
the showing that the records requested may be relevant to such case,
the court shall enter an order requiring the Central Criminal Records
Exchange to furnish the defendant as soon as practicable, copies of
any records of persons designated in the order on whom a report has
been made under the provisions of this chapter.

§19.2-390. Reports to be made by local law enforcement officers,
conservators of the peace and clerks of court- (a) Every State official
or agency having the power to arrest, the sheriffs of counties, the
police officigls of cities and towns, and any other local law’ enforce-
ment officer or conservator of the peace having the power to arrest
for a felony shall make a report to the Central Criminal Records
Exchange, on forms provided by it, of any arrest on a charge of
treason or of any felony or of any offense punishable as a misdemeanor
under Title 54, or class 1 and 2 misdemeanors under Title 18.2. Such
reports shall contain such information as shall be required by the




Exchange and shall be accompanied by fingerprints of the individual
arrested and information as to whether a photograph of the individual
is available. For persons arrested and released on summonses in
accordance with §19.2-74, such report shall not be required until
after a disposition of guilt is entered by a competent judicial
authority.-

(b) The clerk of each court of record and court not of record
shall make a report to the Central Criminal Records Exchange of any
dismissal, nolle prosequi, acquittal, or conviction of, or failure
of a grand jury, to return a true bill as to, any person charged with
an offense listed in subsection (a) of this section. No such report
of conviction shall be made by the clerk of a court not of record
unless the period allowed for an appeal has elapsed and no appeal has
been perfected. In the event that the records in the office of any
clerk show that any conviction has been nullified in any manner, he
shall also make a report of that fact, and each clerk of a court of
record, upon receipt of certification thereof from the Supreme Court,
shall report to the Exchange on forms provided by it, any reversal
or other amendment to a prior sentence reported to the Exchange.

For each such report made by a clerk of a court of record, he shall
be allowed a fee of fifty cents to be paid from the appropriation
for criminal charges.

(c) In addition to those offenses enumerated in paragraph (a) of
this section, the Central Criminal Records Exchange may receive,
classify and file any other fingerprints and records of arrest or
confinement submitted to it by any law enforcement agency or any
correctlonal institution.
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: Public Law 93-83
93rd Congress, H, R, £152
August b, 1973

Sn dit

To ameund title ¥ of the Omuibug Crimé Control anc Sufe Streets Act of 1958
tomprove law enforcement and criminal Justice, und for uther purposes.

87 STAT. 197

. . Be it enacted by the Senats and flouse of Representolives of the

) " United Scates of Americo in Congress assemdled, That this Act may Crire

- - . be cited as the “Crinze Control Ack of 19747, . Control fct

- .ri... See. 2. Title I of the Omnibus Crime Cuntrol and Sufe Streets Act g; é:l;' -
of 1588 is amended to rewd as follows: ’ B4 Stet. 1581.

“TTTLE I—LAW ENFORCEMENT ASSISTANCE -42 US¢ 3701,

A

EXTRACT

" “Sec. 524. (2) Except as provided by Feders! law other than this pronibition,
title, no officer or employee of the Federal Government, nor any recip-
ient of sssistatice under the provisions of this title shall use or
reveal any research or statistical information furnished uuder this
title by eny person and icentifiable to any specific private person for o
any purpose other than the pir™ose for which it was obtained in ~ R
accordance with this title. Coptes »f such informintion shall be immune S
from legal process, and shall not, without the consent of the person
; furnishing such information, bz admitted as evidence or used for any
: purpose In any action, suit, or other judicial or administrative
proceedings. 7 :
#(b) All eriminal history information collecled, stored, or dissemi-
" nated through support under this title shall coitain, to the maximum
extent feasible, disposition as well as arrest dals where arrest data is R
included thercin. The collection, storage, and ilissemination. of such T
information shall take ngla,ce'under procedureti reasonably designed ) S
: to insure that all such information is kept curren} therein ; the Admin- ! o
1 istration shall assure that the security and priviey of all inforination ) fo
1o is adequately provided for and that information shall only be used i
‘ for law enforcement and criminal justice and cther lawful purposes.
In addition, an individual'who believes that criminal history informa-
tion concerning him contained in an automated system is maccurate,
meomplete, or maintained in violation of this title, shall, upon satisfac-
tory verification of his identity, be entitled Lo review such infocmation
and to obtain a-copy of it for the purpose of challenge or cortection.

. i g s

; Panalty., “(c) Any person violating the provisionis of this section, or of uny
B # ST o0 rule, regulation, or ordes issusd therennder, shall be fined not to
YT aEh - L dxeeed 10,000, in additivn to-any other penalty imposed by law.
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Title 28— Judicial Administration
CHAPTER |—DEPARTMENT OF JUSTICE
[Order No. 601-756]

- PART 20—CRIMINAL JUSTICE
INFQRMATION SYSTEMS

" This order establishes regulations gov-
erning the dissemination of criminal rec-
ord and criminal history information and
includes a commentary on selective, sec~
tions as an appendix. Its purpose is to
afford greater proteciion of the privacy

the records of the Federal Bureau of In-
vestigation, criminal justice agencies re<
cefving funds directly or indirectly from
the Law Enforcement Assistince Admin-
istration, and interstate, state or local
criminal justice agencies exchanging rec-
ords with the FBI or these federally-
funded systems. At the same time, these
regulations preserve legitimate law en-
forcement need for access to such rec-
ords. )

Pursuant to the authority vested in
the Attorney General by 28 U.S.C, 509,
510, 534, and Pub. L. 92-544, 86 Stat.

1115, and 5 U.S.C. 301 and the authority

vested In the Law Enforcemert Assist-

524 of the Omnibus Crime Control and
Sdfe Streets Act of 1968, as amended by
the Crime Control Act of 1973, Pub. L.
93-83, 87 Stat. 197 (42 U.S.C. §3701
et seq. (Aug. 6, 1973)), this addition to
Chapter I of Title 23 of the Code of
Federal Regulations is issued as Part 20
by-the Department of Justice to become
effective June 19, 1975.

This addition is based on a notice of
proposed rule making published in the
FEDERAL REGISTER on February 14, 1974
(39 FR 5636). Hearings on the proposed
regulations were held in Washington,
D.C. in March and April and in San
Francisco, California in May 1974. Ap-
proximately one hundred agencies, orga-
nizations and individuals submitted their
suggestions and comments, either orally
or in writing. Numerous changes have
been made in the regulations as a result,

-of the comments received.

Subpart A—General Provisions
Bec.
20.1 Purpose,
202 Authority.
20.3 Definitions.

Subpart B—State and Local Crimina! History
Record Information Systems

" 2020 Applicability.

2031 Preparation and submission of & Crim-
inal  Mistory Record Information
Plan,

Certification of Compliance,

Documentatlon: Approval by LEAA,

State laws ol privacy tmd sceurity.

Penalties,

References.

20.22
20.23
20.24
2026
20.26

Subpart C—Fedaral System: and Interstate

. Exchange of Crimninal History Record Information

20.30
20,31
20.02
20.33

Applicability.
Responsibllities.
:Includable offenses,

‘ord informatlon, g
Individuel’s right to access criminal
history record informatiou, -

20.36 *

" 20,87

of individuals who may be included in -

ance Administration by sections 501 and .

‘Disseminatlon of criminal history rec~ -

RULES AND necumlens '

Nnt!onnl Crime m‘ormutlon Center
Advisory Policy Board.

Partfcipation 1o the COmpuwrlzed
Criminal History Program,

Responsibility for nccuucy, completc-
ness, currency.

20.38 Sanction for noncompliance. .

Authority: Pub. L. 93-83, 87 Stat. 187, (42
U.SC. 3701, et seq; 28 U.S.C. 534), Pub L.
92-544, 86 Stat. 1115.

Subpan A—General meslons )
§ 20 1 . Purpoese.

2036

to assure:that criminal history record
information wherever 1t appears is col=
lected, stored, and dissemingted in =a
manner to ensure the completeness; in-
tegrity, accuracy and security of such in-
tormation ‘and to protect individual pri-
vacy. :

§ 20. 2 Aulhonly.
These regulations are issued pursuant

to sections 501 and 524(b) of the Omni-
bus Crime Control and Safe Streets Act -

of 1968, as amended by the Crime Control
Act of 1973, Pub. L. 93-83, 87 Stat. 197,
42 U.B.C. 3701, et seq. (Act), 28 U.B.C.
534, and Pub.L 92-—544 86 Sta,t lllu

§ 20.3 Definitions. :
As used in these regulatlons

(a) “Criminal history record informa-"
tion system” means a system. including

the equipment, -~ facilities, ~procedures,

agreements, and organizations thereof,

for the collection, processing, preserva-
tion or dissemination of criminal history
record information.

(b) “Criminal history record informa-
tion’ means Information collected by
criminal justice agencies on individials
consisting of identifiable descriptions and
notations of arrests, detentions, indict-
ments, informations, or other formal
criminal charges, and any dispositicn
arising therefrom, sentencing, .correc-
tional supervision, and release. The term
does not include identification informa-
tion such as fingerprint records to the
extent that such information does not
indicate involvement of the individual
in the criminal justice system.

(¢) “Criminal justice agency” means
(1) courts; (2) & government agency or
any subumt thereof which performs tlie
administration of criminal justice pur-

suant to a statute or executlve order, and
which allocates o substantial part of its -

annual budget io the administration of

. criminal justice.

(@) The “admmistra.tion of criminail
justice” means performance of any -of

the following activities:. detection; ap=- .
prchension; detention, “pretrial release. B
post-trial release, prosecution, adjudica-‘,}
tion, correctional supervision, or rehabil- " A
ltn.tlon of accused persons. or criminal
offenders. The adininistration of crimj-.-
nal justice shall include crlminnl iden- - ¢
. -tification ‘activities and  the ' collection,-
- storage, and: dissemination ol criminal
'history record infor nmtxan. :

e) "Disposltion" means: inrormnuonjj

dlsclosing that criminai‘procecdingshave
neen concluded mt‘ludlng info

-
W™

acquittal by reason. of ‘mental incoms<

It is the purpose of these regulat.lons:

-nolle prosequi, no paper nolo contendere
_plex; convicted, youthful offender deter-

United States, the District of Colum

: States

{ers unnouncementsl or nsts f o)
.'vf}mg or
- wanled persons, {2)oxiginal recor

“by reriminal

9 uon ..chironolopieal

dlscloslng th it the pollce have elected no
to refer a mitter to a ‘prodecutor.or that
& prosécutor has elected not to . ch
mence crimingl proceedmgs -and:also ai :
closing the nature of the. t:ermmatlon an
the proceedings; or information. dise

ing -that-proceedings have been indefl-
nitely postponed and 'dlso disclosing the
Treason for such. postpbuemem "Dispos
tlons shall include, but not be limited to,
acquittal, -acquittal by reason of insanity,

petence, ¢ase continued without finding,
charge dismissed, charie dismisseil dug
to insanity; c’large dismissed due’ tox o~
tal incompetency, charge still: pen/ ing
due to-insanity, charge still pending due
to ‘mental incompetence,. giilty - plea

mination, deceased deIeued ‘dispaslt
B8

of a‘ provfs

~ “of the Consbltutlon of '-\the"United Sta;
or of a State.:

“(g) “State" means any State o

the Commonweslth 6f Puerto Rxco, and -
any territory: or possession of the United

(h) An "execuhve ordel" means an_‘
‘order .of the Pre%ident of ‘the United
States or the Chief Executive of a State -
which has- the force of law and which
is published in a {"anner.permitting re
ular public access thereto: - .

(i) “Act™ meéans the Omnibus Crune*
Control and Safe Streets Act, 42 Us (e}
3701 et seq. as amended. o

(3 “Deps.tment: of Justice: cnm!nal» :
history: - record - information :system”. -
means the Ident:ﬂcatlon Division and". =
the Computerized ' Ciiminal- - History.
File systems operated by the Federal
Bureau of Investigatnon :

Subpart B—-State and Local Cnmmal
History Record Information Systems

§ 20. 20 Applicability.

(a) The regulations in this’ subpart'j
apply to all State and local agencies and -~
individuals collecting, ‘storing,. or.dis~ =
seminating ¢riminal hxstmy record: in-
forimation processed. by manial or-auto-
mated ‘cperations where:such ‘collectic
storage, or dx.,saminatlon . ha
funded .in"wiole .or in part’ w!th»
made avwilahle by the La.w"E

apprehending "ughtﬁ/e
entry.such asipolice blotlers zrpuint'iined

tice  ngencies; compiled
and 1equhca by Jaw or-i




long standing custom to be made public,
if such records are organized on & chron-

= - Ologi¢al basis; (3) court records of pub-

e judiclal proceedings compiled chrono=
logically; (4)  published court opinlons
“or public judicial proceedings; (5).rec-
ords -of: trafiic offcnses maintained: by

State: depariments’ of ‘transportation,

. maotor vehicles or the equivaient, thereof
for-ihe puwrpose of reégulating the issu-
-auce, suspensfon, revocation, or renewal

*.ofdriver's, pilot's or other operators’ li-

« ‘censesy (6) announcements of executive
] clcmency
“.. "{6)  Nothing in- ‘these regulations pre-

L 'vem.s o criminal justice agency from dis-

c)osing 1o the puhlic factual information
*“toncerning the siafus of an investiga-
tion, the apprehension, arrest,. release,

or prosecution of an-ificividual, the ad-

'judicntlon of chuu,-“s,,m the. correc-

o tiondl status of an iMaividual, which is
- reasonably contemporaneous with the

event to which the information relates.
Nor ‘is ‘a’ criminal  justice agency pro-
hibited from confirming prior criminal

- . history record information to members
- of the news media or any other person,

upen - specific inquiry as to whether a

- named individual was srrested, detained,

~indicted, or wnether an information or

2 other formal charge was filed, on & spec-~

ifled date, if the arrest record informa-
tion or criminal record information dis-
closed 'is based on data excluded by par-
agraph (b) of this section.

§"0 21 Prcpnrahon and submission of
- & Cribminal History Record Infornu-
“tion Plan,

. A plan shall be submitted to LEAA by
edch State within 180 days of the pro~

mulgation of these regulations. The plan

: :hall seb. forth operational procedures
(¢ Y

(a) Completeness and decuracy. Insure
that criminal history record information
is complete and accurate, -

(1) Complete records should he main-
tained at a central State repository. To
be complete, a record raaintained at a
central State repository which contains
information that an individual has been
arresied, and which is available for dis-
semination, must contain information
of any dispositions occurring within the

-State within 80 days after the disposi-
“tion has occurred. The above shall ap-
ply to all srrests oceurring subsequent
to the effective rdate of these reftilations.
Procedures shall be established for crim-
inal justice agencies to query the central
1epoaltox'y prior {o dissemination of any
eriininal history record information to
assurc that the most up-to-date disposi-
tion. data is beitbg used, Inguiries of a
-eential State repository shall be made
prior to dny dissemination except in
those cases where time is of tlie essence
and the repository is techmically in-
capable of responding within the neces-
gary time period. (2) 'To he accurate
means thdt no record containing crim-
inal his tory record information shall
conlain erroncous information. To e
eoiiplish thig end, criminal justice agen~
-~ cleg shall institute & vrogess of data col-
lection, enlry, storage, and systemabic

ot . v FEDIRAL-
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audit that will minimize the possibility
of recording and storing Inaccurate in-
formation and upon finding !naccurate

‘information. of & material natu;c, shall

notify - all criminnl Jjustice agencles
known to hav;a received such informa-
tion.

(b) Limitations on diz~emination. In-
sure that dissemination of criminal his-

" tory record information has been limited,

whether directly or through any inter-
mediary only to:

(1) Criminal justice agencles, for pur-
poses of the administration of criminal
justice and criminal justice agericy em-
ployment;

(2) Such other individuals and agen-
cies which require criminal history rec-
ord information to implement a statute
or executive order that expressly refers
to criminal conduct and contains re-
quirements and/or exclusions expressly
based upon such conduct;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of crim-
inal justice pursnant to that agreement.
The agreement shall specifically author-
ize access to data, limit the use of data to
purposes. for which given, insure the
security and confldentiality of the data
consistent with these regulations, and
provide sanctions for violation thereof;

(4) Individuals and agencles for the
express purpose of research, evaluative,
or statistical activities pursuant to an
agreement  with o criminal justice
agency. The agreement shall specifically
authorize access to data, limit the use
of data to research, evaluative, or sta-
tistical purposes, insure the confidenti-
ality and security of the data consistent
with these regulations and with section
524(a) of the Act and any regulations
implementing section 524(a), and pro-
vide sanctions for the violation thereof:

(6) Agencies of State or federul gov-
ernment which are authorized by statute
or executive order to conduct investiga-
tions determining employment suitabil-
ity or eligibility for security clearances
allowing access to clsssified information;
and

(6Y Individuals and agencies where
authorized by court order or rourt rule.

(c) General policies on use and dis-
semination, Insura adherence to the fol-
lowing resiriciions:

(1) Criminal history record informa-
tlon concerning the arrest of an indi-
vidual may nol be disseminated to a
non-criminal justice agency or individ-
ual (except under § 20.21(b) (3), (4), (5),
(6)) if an interval of one year has
elapsed from the date of the arrest and
no disposition of the charge has been
recorded and no active prosecution of
the charge 1s pending;

(2) Use of criminal history record in-
formation disseminated to non-criminal
Justice agencies under these regulztions
shall be limitcd to the purposes for which
it was given and may not be disseminated
further.

(3) No agency or !ndiwdlml shall con-
firm the existence or nen-existence ol
criminal history record infoimation for
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employment or licensing checks except
as provided in paragraphs (b) (1), (b)
(2), und (b) (5) of this section.

(4) This paragraph sets outer limits of
dissemination. It do¢s not, however,
mandate dissemination of criminal his-
tory record information to a,ny ageiicy
or individual.

(d) Juvenile records. Insure that dis-
semination of records concerning pro-
ceedings relating to the adjudication of
8 juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencies is prohibited,
unless & statute or Federal executive or-
der specifically authorizes dissemination
of juvenile records, except to the same
exftent as criminal history records may
be disseminated as provided in §20.21
(b) (3}, (4), and (6).

(e) Audit. Insure that annual audits
of a representative sample of State and
local eriminal justice agencies chosen on
s random basis shail be conducted by
the State to verify adherence to these
regulations and that appropriate records
shall be retained to facilitate such audits.
Such records shsall include, but are not
limited to, the names of all persons or
agencies to whom informalion is dis-
seminated and the date upon which such
information is disseminated.

(f) Security., Insure confidentiality
and security of criminal history record
information by providing that wherever
criminal history record information is
collected, stored, or disseminated, a
criminal justice agency shall—

(1) Institute where computerized dala
processing is employed effective and
technologically advanced software and
hardware designs to prevent unauthor-
ized access to such information;

(2) Assure that where compuferized
data processing is employed, the hard-
ware, including processor, comnwunica-
tions control, and storage device, to be
utilized for the handling of criminal his-
tory record information is dedicated to
purposes related to the administration
of criminal justice;

(3) Have authority to set and enforce
policy concerning computer operations;

{4) Have power to veto for legitimate
sceurity purposes which personnel can
be permitted to work in a defined area
where such informatien is stored, col-
lected, or disseminated;

(5) Select and supervise all personnel
authorized to have direct access to such
information;

(6} Assure that an individual or
agency authorized direcct access is udmin-
istratively held responsibie for (i) the
physical security of  criminal history
record information under its control or
in its custody and (ii) ihe protection of
such information from unauthorized ac-
cesses, disclosure, or dissemination;

7y Institute procedures to reasouably
protect anyicentral repository of criminal
history record information from unau-
thorized access, theft, sabotuge, fire,
flood, wind, or other iatural or man-
made disasters;

(8) Provide that; cach employen work=
i with or having rniecess to criminal his-

Aory record informaitinn should be made
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. instituting procedures so that—

- 22116

familiar with the substance and intent
of these regulations; and

(9) Provide that direct access to crimi-
nal history records information shall be
available only to authorized officers or
employees of & criminal justice agency.

(g) Access and review. Insureé the in-
dividual's right to ncsess and review of
criminal” Tilstory information for pur-
poses of accuracy and completeness by

(1) Any individual shall, upon satis-
factory verification of his identity be
entitled to review without iindue biirden
to either the criminal justice agency or
the individual, any criminal history
record information maintained about the
individual and obtain . copy thereof
when necessary for the purpose of chal-
lenge or correction;

(2) Administrative review and neces-
sary correction of any claim by the in-
dividual to whom the information relates
that the information is inaccurate or in-
complete is provided;

(3) The State shall establish and
implement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged informa-
tion to the satisfaction of the individual
to whom the information relates;

(4) Upon request, an individual whose
racord has been corrected shall be given
the names of all non-criminal justice
agencies to whom the data has been
given:

(5) The correcting agency shall notify
all criminal justice recipients of cor-
rected information; and

(6) The individual’s right to access and
review of criminal history record infor-
mation shall not extend to data contained
in intelligence, investigatory, or other re-
lated files and shall not be donstrued to?
include any other information than that
deflned by § 20.3(b).

§ 20.22 Certificntion of Complinnce.

(a) Each State to which these regula-
tions are applicable shall with the sub-
mission of each plan provide a certifica-
tion that to the maxinmium extent feasible
action has been taken to comply with
the procedures set forth in the plan.
Maximum extent feasible, in this subsec-
tion, means actions which can be taken
{o coraply with the procedures set forth
in the plan that do not require additional
legislative authority or involve ucreason-
able cosf or do net exceed existing techni-
cal ability, -

(b) The certification shall include—

(1) An outline of the action which has
becn instituted. AL & minimum, the re-
quivements of access and review under
20.21(g) must be conipletely operational;

(2) A description of any legislation or
exccutive order, or atlemnis to obtain
sucl authority that has been inslituted
to comply with these regulatlons;

(3) A description of the steps taken to
overcoinc any fiscal, technical, and ad-
ministrative barriers to the development
of comnplete and accurasé criminal history
record information;

(4Y A descripticn of cexisting system
capability aud steps being taken to up-

FEDTRAL
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grade such capability to meet the re-
quirements of these regulations; and

(5) A listing setting forth =all non-
criminal justice dissemination authorized
by legislation existing as of the date of
the certification showing the specific
categories of non-criminal juctice indi-
viduals or agencies, the spect’.: purposes
or uses for which information may be
disseminated, and the statutory or ex-
ecutive order citations.

§ 20.23 Documentation:
LEAA.

Within 90 days of the receipt. of the
plan, LEAA shall approve or disapprove
the adequacy of the provislons of.the
plan and certification. Evaluation of the
plan by LEAA will be based upon whether
the procedures set forth will accomplish
the ‘required objectives. The evaluation
of the certification{(s) will bz based upon
whether a good faith effort has been
shown to Initiate and/or further compli-
ance with the plan and regulations. All
procedures in the approved plan must be
fully operational and implemented by
December 31, 1977, except that a State,
upon written application and good cause,
may be allowed an additional period of
time to implement § 20.21(f)(2). Cer-
tification shall be submitted in December
of each year to LEAA until such com-
plete compliance. The yearly certifica-
tion shall update the information pro-
vided under § 20.21.

§ 20.24 State laws on privacy and sccu-
rity.

Where a State originating criminal
history record information provides for
sealing or purging thereof, nothing In
these regulations shall be construed to
prevent any other State receiving such
information, upon mnotification, from
complying with the originating State's
sealing or purging requirements.

§20.25 Penalties.

Any agency or individual violating sub-
part B of these regulations shall be sub-
ject to a fine not to exceed $10,000. In
addition, LEAA may initiate fund cut-off
proceduvres against recipients of LEAA
assistance.

Subpari C—Federal System and Interstate
Exchange of Criminal History Record In-
formatlon

§20.30 Applicability.

The provisions of this subpart of the
regulations apply to any Department of
Justice criminel history record informa-
tion system that serves criminal justice
agincles 1 two or more states and to
Federal, state and local criminal justice
agencles to the extent that they ulilize
the services of Department of Justice
criminal history record information sys-
tems. These rcgulations are applicable
to both meanual and autonmated systems.

§ 20.31 Responsibilities.

(n) The Federal Burcau of Investigu-
tion (FBI) shall operete the Natlonal
Crime Information Center (NCIC), the

computerined hiforinelion systom which
fncludes teleccemmunieations lines and
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any message switching facilities which
are authorized by law or regulation to

e ’ .‘v' 1
i
)

link local, state and Federal criminal -

Justice agencles for the purpose -of ex-
changing NCIC-related information.
Such Information includes information
in the Computerized Criminal History

{CCH) File, a cooperative Federal-State.

program for the Interstate exchange of
criminal ‘history record information.
CCH shall provide a central repository
and index of criminal history record in-
formation for thé purpose of facilitating

the interstate exchange of such informa- -

tion among criminal justice agencies.
(b) The FBI shall ¢perate the Identi-
fication Division to perform identifica-
tion and criminai history record infor-
mation functions for Federal, state and
local criminal justice agencies and for
noncriminal justice agencies and other
entities where authorized by Federal
statute, state statute pursuant to Public

Law 92-544 (36 Stat. 1115), Presidential -

executive order, or regulation pf the At-
torney General of the United States.

(¢) The FBI Identification Division
shall maintain the master. fingerprint
files on all offenders included in the

NCIC/CCH File for the purposes of de-

termining first offender status and to
identify those offenders who are un-
known in states where they ‘bcome
criminally wctive but known in other
states through prior criminal history
records.

§ 20.32_ Includable offenses.

(a) ? “iminal history record inforina-
tion ma{ntained in any Department of
Justice criminel history record informa-
tion system shall include serious and/or
significant offenses.

(b) Excluded from such a system are
arrests and court actions limited only to
nonserious charges, e.g., drunkenness;
vagrancy, disturbing the peace, curfew
violation, loitering, false fire alarm, non-
specific charges of suspicion or investi-

-gation, trafic violations (except data will

be included on arrests for manslaughter,
driving under the influence of drugs or
lquor, and hit and run). Offenses com-
mitted by juvenile offenders shall also
be -exclnded unless a juvenile offender
is tried in court as an adult. .

(c) The exclusions enumerated above
shall not apply to Federal manual crimi-
nal history record information ccllected,
maintained and compiled by the FBI
prior to the effective date of thes: Regu-
lations.

§ 20.33 Disscmination of eriminal his-
tory record information,

(£) Criminal history record ixiforma-
tion contzined in any Department of
Justice criminal history record informa-
tion system will be made available:

(1) To criminal justice agencies for '

criminal justice purposes; and

(2) To Fedcral agencies authorized to
receive il pursuant to Federal statute or
Executive order. )

(3) Pursuant to Public Law 92-544
(86 Stnt. 115) for use in connection with
licensing or local/state cmnloyment or
for other uses only If such dissemination
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is authorized by Federal or state statutes
and approved by the Attorney General of
the United States. When no active pros-
ecution of the charge is known to be
pending arrest data more than one year
old will not be disseminated pursuant
to this subsection unless accompanied by
information relating to the disposition
of that arrest.

(4) For issuance of press releases and
publicity designed to effect the appre-
hension of wanted persons in connection
with serious or significant offenses.

(b} The exchange of criminal history
record information authorized by para-
graph (a) of this section is subject to
cancellation if dissemination is made out-
side the recefving departments or related
agencies.

{(cY Nothing in these regulations pre-
vents a criminal justice agency from dis-
closing to the public factuil information
concerning the status of an investigation,
the apprehension, arrest, release, or pros-
ecution of an individual, the adjudica-
tion of charges, or the correctional status

.of an individual, wiich is reasonably
contemporaneous with the event to which
the information relates.

§ 20.34 Individual’s right to access crim-
inal history record information.

(a) Any individual, upon request, upon
satisfactory verification of his identily by
fingerprint comparison and upon pay-
ment of any required processing fee, may
review criminal history record informa-

© tion maintained about him in a Depart-

ment of Justice criminal history record |

information system.

(b) If, afier reviewing his identifica-
tion record, the subject thereof believes
that it is incorrect or incomplete in any
respect and wishes changes, corrections
or updating of the alleged deficiency, he
must make application directly to the
coniributor of the questioned informa-
tion. If the contributer corrects the rec-
ord, it shall promptly notify the FBI and,
upon receipt of such a notification, the
FBI will make any changes necessary in

/(f’*"tfécordancc with the correction supplied
p

by the contributor of the original infor-~
mation.

§20.35 National © Crime Information
. Center Advisory Policy Rourd.

There s established an NCIC Advisory
Policy Board whose purpose is to recom-
mend to the Director, ¥BI, general poli-
cies with respect to the philosophy, con-
cept and operational priaciples of NCIC,
barticularly its relstioaships with local
and stxte systems relating to the collec-
tion, processing, storage, dissemination
and use of criminal history record in-
formation coutained in the CCII File.

(a) (1) The Board shall be composed
of twenty-six members, twenty of whoin
are elected by the NCIC users f1om ncioss
the entire United States and six who are
appeinted by the Direclrr of the FBY. Tha
six appointed members, two each from
the Judicial, the corrcctions and the
prosecutive sectors of the cximinal jus-
tice community, shall serve for an in-
determinate period of time. The twenty
elected members shall serve for a term of

RULES AND REGULATIONS

,two years commencing on January 5th of
each odd numbered year.

(2) The Board shall be representative
of the entire criminal justice community
at the state and local levels and shall in-
clude representation fromm law enforce-
ment, the courts and corrections seg-
ments of this community,

(b) The Board shall review and con-
sider rules, regulations and procedures
for the operation of the NCIC.,

(¢) The Board shall consider opera-
tional needs of criminal justice agencics
in light of public policles, and local, stale
and Federal statutes and these Regula-
tions,

(@) The Board shall review and con-
sider security and privacy aspects of the
NCIC system and shall have a standing
Security and Confidentiality Committee
to provide input and recommendations to
the Board concerning security and pri-
vacy of the NCIC system on a continuing
basis.

(e) The Board shall recommend stand-
ards for participation by criminal justice
agencies in the NCIC system.

(f) The Board shall report directly to
the Director of the FBI or his designated
appointec,

(g) The Board shall operate within
the purview of the Federal Advisory
Conmunittee Act, Public Law 92-463, 86
Stat. 770. .

th) The Director, FBI, shall not adopt
recommendations of the Board which
would be in violation of these Regula-
tions. ’

§ 20.36  Participation in the Computer-
ized Criminal History Progran,

(a) Por the purpose of acquiring and
retaining direct access to CCH File each
criminal justice agency shall exccute a
signed agreement with the Director, FBI,
to abide by all present rules, policies and
procedures of the NCIC, as well as any
rules, policies and procedures hereinafter
approved by the NCIC Advisory Policy
Board and adopted by the NCIC.

(b) Entry of criminal history record
intormation into the CCI{ File will be ac-
cepted only from an authorized state or
Federal criminal justice centrol terminal.
Terminal devices in other autherized
criminal justice sgencies will be limited
to inquiries.

§ 20.37 Responsibility for
campleteness, currency.

It shall be the responsibility of each
criminal justice agency contributing data
to any Department of Justice eriminal
history record information rystem to as-
sure that information on individuals is
kept comnplete, accurate and current so
that all such records shall contain to the
maximuin extent feasible dispositions for
all arrest data included ihecein, Disposi-
tions should be submitled by criminal
Justice agencies within 120 days after the
disposition hes occurred.

accuracy,

§ 20.38  Sunetion for noncampliance.
The scrvices of Depariment of Justice
criminal history record Information sys-
tems are subject to cancellution in re-
gard to uny azency or entily which fails
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to cdmply with the provisions of Subpart
' Eowarp H. Levi,
Attorney Qeneral.

s

May 15, 1975.

. Ricuarp W. VELDE,
Administrator, Law Enforcement
Assistance Administration.

May 15, 1975.

ArPENDIX—COMMENTARY ON SFrLECTED SFC-
TIONS OF TIIE REGULATIONS ON CRIMINAL
H1sTORY RECORD INFORMATION SYsTrMS

Subpart A—% 20.3(b). The delinillon of
criminal "history record information js in-
tended to include the basle offender-based
transaction statistlecs/computerized eriminal
history (OBTS/CCH) dnta elements. If no-
tatfony of an mrrest, disposition, or other
formal criminal justice transactions occur
in records other than the traditional *‘rap
sheet” such as arrest reports, any criminal
history record Informatlon contained in such
reports comes under the definition of this
subsecction.

The definition, however, does not extend to
other information contained in crhininal jus-
tice agency reports, Intelligence or Investi-
gative information (e.p. suspected criminal
activily, assoclates, hangotuls, financlat infor~
matlon, ownership of property and vehicies)
i3 not included in the definition of criminal
history information,

§.20.3(c). The definitlons of criminal jus-
tice agency and administration of criminal
justice of 20.3(c) (d) must be considered to-
gether. Included as criminal justice agencies
would be traditional police, couris, and cor-
rectlons agencles as well as subunits of non-
criminal justice agencles porforming o func-
tion of the administration of criminal justice
pursuant to Federal or State statute or exec-
utive order. The ebove subunits of non-crim-
inal justice agencles would include for
example, the Ofiice cf Investigation of the
U.S. Department of Agriculture which has as
1ts principal funclilon the colicction of evi-
dence for criminal prosccutions of fraud.
Also included under the definition of crim-
Inal justice agency nre umbrelia-type ad-
ministrative ageneies supplying eriminal his-
tory Information eervices sucih as New York's
Division of Criminal Justice Services.

§ 20.3(e). Disposition is a key concept in
the section 524(b) of the Act and in § 20.21
{a) (1) and § 20.21(b) (2). It, therefore, {5 de-
fined in some detall. The specific dispositions
lsted in this subsection nre exarapl=s only
and ure not to be construed ns excluding
other unspecifird transactions concluding
critninad  proceedings within s particular
agency.

Subpart B—§ 20.20(a). These regulatlions
apply to crimine! justice agencies receiving
Safe Streets funds for nranual or nutomated
ryetems subzeguent to July 1, 1573, In the
Liearings on ihe regulations, n nusbsr of
those testifying challenged LEAA's aylbor-
ity to promulgatec regulations for znanuai
sysiems by contendiny that section 521(1L:)
of the Acl governs crhmninul history informg-
tion contained in futomated systome.

‘Che inlent of sectiont 524(bj, however,
would be subverted Ly enly regulating, atto-
nmated systeins. Any ageucy thal wished to
circumvent the repulations would be rule o
create duplicate manusl files for purposcs
contrary 1o the letier and spirit of the reg-
ulutions,

Regulatfons of manual systems, therefore,
Is mtthorlzed by section 524(h) when eottpled
withh Secuon 601 of ihe Act which author-
fzes Ll:e Adminisiration to estaklish rules

-and regulaticns “necessary to the exercisc of

its funcliong ¢ * *+.”
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Tha At ~loar)y soplies to all 2viminal his.
Levy wecord information colleated, atored, nr
dizsominated with LEAA supoort sphaequant
todnly 1, 1973; . )

& 20,20(b) (¢}, Sestion 2020(P) (c). exarapta
from TAgulatinns cartain types of records
vital to the apprebenston of fugitives, free-
dotn of the press, and the publie's rizht to
know, R ’

Reoticn 2020 (b) (1) ntiempis Lo deal with
the prohlein of computerized polfee hiotters.

,
N A

“Xn eoma Inca) firrisdictions, ft. is apparently

passibla far private sndividials and/or news-
me upon subnlssion of & specific name to
obIRixy through e computer sebrch of the,
bLlotter i history of n psrson’s arresis. Such
fllez create & partial criminal history dats
bant: potentially derm~ging 1o individusl pri-
vacy, asneelnlly shize they do not conidin

Anal Alznesitions, Ny razguiring that such
xecords bm nccassed solely on o chronological
hasly, the regulaticrns Jmis Inguiries to spne
eifin tiima perind: and disconrage gencral
f;hlng expediticiis nto @ parsnn’s privats

ife. ' .

Bubsection 20.20(c) recognizes that an-
nouncements of ongolng developments in
the criminal justice process should not be
precluded from puhlic disclosure. Thus an-
nouncemants of arrest, convictions, new de-
velopments in the course of an fnvestigation
may be muode withiz a faw days of thelr ge.
currence, it is alco permiscible for & eriminal
Justicd sgency to confirm certain matters of
public recard tnformstion upen specific ina
quiry. Thus, if & question Is ratsed: “Was XX
arrested by your agercy on Jouuary 3, 1952"
end this can ba eonfirmed or denled hy
looking at one of the records enumnerated in
subscction (b) above, then the criminal
arency may respend to ihe inguiry.

§ 20.21, Since privecy and security consid-
erations nre tco complex to be derlt with
avernight, the regulaticns require a State
pan to mssure orderly progress towafd the
objoctives of the Act. In response to requests
of these testifying on the drafi ragulations,
the déadiine for submicsion of the plan was
set at 180 days, The kind of plsnning docu-~
ment antleipated would he much more con-
cise than, for example, the State’s crir.inal
Justfce comprehanstve plan.

The regulutions dcliberately refrainm from
specifylng whn within a State should be ye-
spensible for prepating the plan. This spe~
chilc determination should be made by the
Gaveraor.: .

§20.21(a) (1). Secllon 574(b). of the Act
raquires that LEAA Iinsure criminal histary
information- be current and that, to the
maximum extent feasible, it contain Alspo-
&ition an well s cuirent data.

It s, however, economieally and néminis-
tratively impractical to malutain complete
eriminal lustorles at the local level. Arrange-
ments for local police departments to keep
track of dispositinns by sgencies outside of
the local Jurlsdictions gen=zally do not exist.
It. would, moreover, be bad public policy to
encourage such arrangements sfuce it wounld
result in an expensive duplication of files.

. The salternniives to locnlly kept eriminal
histories are records matotatned by . contral
8tate rrposttory. A enuirnl State repository
35 o Btate agency having the function pur-
suant to strtute or executive order of main<
taining eomorehenzive statewide criminal
history record information Qiles, Ultimately,
through automatic data processing the State
level will have the conability to handle ali
requests for In-Stnie criminal histery infor-"
meation,

Rection 20.21(a) (1) Is written with a cen~
tralized. State criminal history reposiiozy In
mind. The first sentenice of the subsection
sintes that complete reecords should be re-
tahied nt o central State repository. The word
“shonld” is permissive; it sugpests but does
uot mandete n central Stuto vepository.

RULES AND REGULATIONS

Tha peculetiona do rnipeire ihat States 25-
fablivy arestcires for State end loenl crimi-
nat oatire LTencler tn jucey eantral State
reposttories syharavar Koy exiat. Such pro-
ecdures ary interided t- insvre that the most
eurrent erimingl jusiics fnformation ts used.

As & minimini, eriminal jnstice pgencies
subject to these reguls’ions must make jn.
quiries of centrel State repositories whenever
the repository is capable of meetlng the
user's roquest’ withic s reasonable time.
Presently, comprehensive records af an indt.
vidual's transsctions within a Siate are
‘maintaipad n nianual Aleg a4 the Statc level,
if at nll, It ia proberbly u~realistic to expect
manusl syatems to be <ble tramediately to
meet many rapid-acceess needs of police and
proscentors, On the pthaer Land, queries of
the Stote centze' rapo:itory for most non-
criminal justics: purposas probebly can and
should be mads prior 14 dissemination of
eriinine’ historv recard Jvformiation,.

§ 20.21(b). Tha lmtations o dissemina.
{lon ti this subsection are exsential to falfil
the maidiate of gection 624(R) of the Act
which requirzs the Admiristration to assure
that the “privacy of all information §s gde-
quately provided for and that Information
shall cnly be usad for liw enforcemznt and
criminal justice and other lawful piurposes.”
‘The categories for flisscmination established

in this section reflest suggssticns by hearing
witnesses and respondents submitiing writ

ten commentory.

§ 20.21(b) (2). This subsection 1s intended
to permit public or private agencies to have
access to crimtnal FMstory record information
where a statute or exacuifve order: ..

“(1). Dentes employmrant, licensing, or other
civll rights and priviieges to persons con-
victed of a crime;

(2) Requires a criminal record check prior
to employmeant, licensing, ete.

‘The above exslnples represent statutory
patterns contemplated in drafting the regu-
lations. The sine gua non for dissemination

under this subssction is statutory reference -

ta criminal conduct. Statutes vwwhich contain
requirements and/or exclusions based on
“good moral chesacter™ ar “irust worthiness”
would not be sufficient to authorize dissemi-
nation. .

The language of the subsection will "ac-
commaodate Clvil Service suitability investi-
gatlons under Fxecutlve Order 10450, which
is the authority for most investigations con-
ducted by the Commission, Scction 3(s) of
10450 prescrihes tha min'mum acope of in-
vestigation and requires s check of FBI fin-
gerprint files and written fnquirles to ap-
proprinto law enforcement agencies.

§ 20.21(b) (3). This subsection would plr-
niit private agencies such, as the Vern Insti-

tute to recelve criminal histories where they .

perform s nccessary administration of jusiice
function such as pretrizel release, Private con-
sulting firms which commonly assist cviminal
Justice agencies in information systems de-
velopment would also be included here,

§ 20.21(b) (). Under this subsection, any
gond fatth researchers including nrivate i~
dividuerls would be permiiled to use criminal
history record information for reseach pur-

3, £is with 4he agencies deslpgnated In
§20.21(b)(3) researchers would be hound by
an apgreement with the dlsseminating crim-
inal justice agency and would, of course, be
subject to the sanctions of the Act.

The drafiers of tho regiilations expressly
rejccted a sugpestion which would have lim-
ited nccess 1oz ressarch purposes to certified
research organizations. Specifically “certifi-
cation' criteria would have been extremely

~AUflcult to draft and would have luevitebly

Jed to unnecessary resirictions on logitlinate

roasearch. -
Scctlon 524(n) of the Act which forms part

of the requirenients of this section atates:

“Except as providad by Federal law other
than this title, p6 oficor or empioyen of the:
Federal Jovaroment, nor sny recipiant f as-
aistance under ths provisiona of this title
ahsll uzs or roveal any rescarch of stattaticat
Information furnlshed wider this title by
any person and identifiablo-to any specific
privite peraon for any purpoié othar than

“the purpoze for which it was obtained fr ac-

cordanco with tkix titfe, Copfes of gueh -
formatlon shall bs fmmune from legal procs
ess, and thall not, without the consent of the
person furnishing such information, be ad-
mitted a3 cvidence or used for any purpose in
any action, sult, or other judicial or adminis~
trat:xy\e proceedings.”

LEAE anticipates fsnuing regulations pursu-
ant to Section 24(a) n3 soon as possible,

§ 20.21(b) (5). Dissemination. under this
section would be perreitfed not only In cases
of investigatinas af empleyment sidtahility,
hut also suvaestigaticnk reliting to c'earance
of individuals for eccess to Information which
is. classified pursuant to Exceutive Order
11852, .

§ 20.21(e) (1). “Active prosécution pende
tng” would menn, for example, that the case:
is still actively in process, the Qrst step such
&3 &n arreignment has beea taken and the
case docketed. for court trial. This terin is
not intended o include sny treatment slter-

" native-type program which might defer prose-

eciition to a later date, Such a deferral pros-
ecution s a disposition which sliould be
entered on the record.

§ 20.21(e) (3). Presently somec eniployers
are cireumventing Stede and locnl dissemina-
tion restrictlons by requesting applicants to
obtein an ofliclal certification”of no criminal
rccord. An cmployer’s request under the
sbove circumstances gives the applicant the
unenviable choice of invasion of his privacy
or loss of possible job opporiunities. Under
this subssction routine certifications of no
record would no Jonger be permitted. In ex-
traordinary circumstances;, however, an in-
dividual could obtain a court order permit-
ting such a certification.

§ 20.21(c) (4). The language of this sub-
section leaves to the States tho cquestion ot
who among the sgencler nnd individuals
listed in §20.21(b) shall actually receive
criminal records. Upder thess repulations o
State could place a total *=~ on dissemina-
tion 12 1t 80 wiahed.

§ 20.21(d). Mon-criminal fustice agencies
will not be able to recelve records of juve-
niles unless the language or statute or Fed-
cral executive order specifies that juventle
records shall be available for disseminn-
tion. Perhaps the most controversial part of
this subscction is that it denies nccess to
racords of juveniles hy Faderal ageucies con-
ducting background investigations for elfi-
billty to classiiied information under ex-
isting legal ruthority. ‘

§ 20.21(c). Since 1t would be too costly to
audit cach crimina! justice agency in most
States {Wisconsin, for example, has 1075

criminal justice agencies) random nudits of

a “representutive sample” of agencies are the
next hest alteraative. The ferin “represcuta-
tive sampie’ is used to $nsure thab audits do
not simply fucus on certain types of agencies,

§20,21(f) (2). In the short run, dedfcation
will probably mean greater costs for State

and loral governmants, How great such costs
might bLe Is dependent upon the rapidly ad-

vaneing siate of computer technology. So
that thicre will boe no serious hardship on
States spnd locnlities as b resutt of this re-
quirement, §2023 providos thnt sdditicnal
time will bo allowed to Jmplement the dedli-
cation requiromont. Yor exemple, vhure local
Eystems 1tow in place contain’ crim'nal his-
tory Inforination of only that State, uscd
purely for intraitate purposcs, in a suared
environment, concidexation will be given to
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. granting extensions of time undar this pro-

vision. :

§.20.21(f) (8). (8). “Direct access” means
that any‘fmu-‘cﬂmlnnl agency authorized to
recelyo criminal justice data must go through
& criminsl justice agency to obtain infor-
soation. o

§20.21{g)(1). A “chalienge” under this
section is an oral or; written contention by
an individusl that his record is inaccurate
or incomplete; it would require him-to give

. A correct version of his record and oxpluin

why he belteves his verslon to he correct.
While an Individual should have sccess to
his record for review, o copy of the record
should« ordinarily only be ‘given when It 18
clearly cstablished that it is nccessary for
the purposc of challenge.

The «Arnfters of the subsection expressly
rejected & supgestion thet would have called
for a zalistactory verification of identity by
fingerprint comparison. It wus felt that states
ought to be free to determine other means of
identity verification.

§ 20.21(g) (5). Not every agency will have
dons this IR the past, but henceforth ade-
quits records includiug those required under
§ 32021 (¢c) must be kept so' that notificstion
can be made. .

§.20.21(9)(6). This section empliasizes that
the right to access and review cxtends only
to criminal history intormation and doer: not
include other information such ns inteili-
gence or treatment data.

$20.22(a). The purpose for the certifica-
tion requirement f= to initiste immediate
compliance with these regulations wherever
possible. The term “maximum cxtent feast-
ble"” acknowledies that there are some areas
such as the completeness requirement which
create complex legislative and financial prab-
lems,

Nore: In preparing the nlans required by
these regulations, States should look for
guldance to. the following documents: Na-
tional Advizory Commisston on Criminal Jus-

. tlce Standards and Goals, Report on the

Criminal Justice Systemn; Project SEARCH:
Security and Privacy Congiderations in Crim-
inal History Information Sysiems, Technical
Report #2; Project SEARCII: A Modc! State
Act for Criminal Offender Record Informao-
tion, Technical Memorandun #3; and Irof-
ect SEARCIH: Model Jcminigtrative Regula-
tlons for Criminal Ofienccer Record Informaa-
tion, Techniinl Memorandinn #f4.

Subpart C—§20.37. Deflnes the criminal
history record information system operated
by the Federal Burean of Investigation. Each
state having a« record in the Computerized
Criminal History (CTH) file must have a
fingerprint card on file 1a the FBI Identifica-
tion Division to support the CCH record con-
cerning the individunl,

Paragraph b is not intended to limit the
identlfication services pressntly performed

-DOJ-197504
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by tha PBI for Federal, atate and local agen~
[s

cies, o i

'§20.32. The grandfather elause contaiped
in the third paragraph of this Sectlon s
designed, from a practical standpoint, to
eliminste iho necessity of deleting from the
PBI's massive files the non-includable of-
fenses. which wera stored prior Lo February,
1973. )

In the cvent a person is charged in court

22119

4, ‘The subjoct of tlie requested récord shall
request. the appropriate arresting agency,
court, ‘'or correctional: agency to Inftinto nc-
tion necessary to correct any staled inaec-
curacy In his record or provide the 1nforma-
tion needed to Minke the record complete.

/5 20.36. Thia section refers to the requitre-
ments for obtaluing' direct sccess to. the
CCH file, One of the requircmenis is that
hardware, -including processor, conununica-

with a cerjous or significant offense “m"gmt-,l.qpl control and storage devices, to be uti-

out of an arrest involving a non-includabl

offense, the non-includeble offense will ap-\. gata must be dedlcated io- the crimninal

pear in the arrest segment of the CCH record.

§ 20.33. Incorporates the provisions of &
regulation fssued; by the FBI on June 26,
1074, Itmiting disdemination of arrest in-
formation not accompanied by disposition
information outside the Federal government
for non-criminul justice purposes. This reg-
ulation is cited in 28 CFR 60.12.

§ 20.34. The procedures by which an in-
dividual may obtain & copy of his manual
identifieation record are particulsrized in 28
CFR 16.30-34:

Tho procedures by which an individual
may obtain a copy of his Computerized Crim-
inal History record are as follows:

If an fndividurl has a criminal record sup-
ported by fingerprints and that record has
been entered in the NCIC CCIL File, it is
available to that individual for review, upon
presentation of approprinte Identification,
and in accordance with applicable state and
Federal administrative end statutory regu-
lations. .o

Appropriate identification Includes being
fingerprinted for the purpose of Insuring that
he {s the individual that he purports to be.
The record on flle will then be verified as
his throupgh comparison of fingerprints.

Procedure. 1. All requests for review must
be made by the subject of his record through
& law enforcement egency whichr has access
to the NCIC CCH Flle. That agency within
statutory cr regulatory limits can require
additfonal identification to assist in secur-
ing a positive identification.

2. If the cooperating law enforcement
ggency can meake an {dentification vith
fingerprints previously taken which are on
file locally and if the FBI identification num-
ber of the indlvidual's record is available
to that agency, it can make an on-line in-
quiry of NCIC to obtaln his record on-line
or, i it does not have suitzable, equipment
to obtain an on-line response, obtain the
record from Washington, D.C., by mall. The
individual will then be efforded the oppor-
tunity to see thet record.

3. 8hould the cooperating law enforcement
agency not have the individual's fingerprints
on file locally, it is necessary for that agency
to relate his prints to on existing record by
having his identification prints compored
with those alrzady on file in the FBI or,
possibly, in the State’s central ideatiflcation
agency.

Tlzed for the handling of criminal history

Justice function. .

§ 20.37. The 120-dny requircment in this
“section allows 30 dayy niore than the simtlar
provision in Subpart B in order to allow for
processing thme which may be needed by
the states before forwarding the disposition
to the FBI. ,

[FR Doc.75-13197 Filed 5~19-75;8:45 am]

[Order No. 602-75}
PART 50-—STATEMENTS OF PQLICY

Release of Information by Personnel of the
Department of Justice Relating to Crim-
inal and Civil Proceedings

This order amends the Department of
Justice guidelines concerning release of
information by personnel of thie Depart-
ment of Justice relating to eriminal and
civil proceedings by deleting the provi-
sion permitiing disclosire of criminal
history record information on request.

By virtue of the authority vested in me
as Atlorney Genzral of thie United Siates,
§ 50.2(b) (4) of Chapter I, Title 28 of the
Code of Federal Regulations is amended
to read as follows:

§ 50.2
sonnel of the Pepartment of Justice
relating to criminal and civil pro-

ceedings.

- . L] L] »
(b) . & ¢

[ 3 L] * * .

(4) Personnel of tlie Department shall
not disseminate any information con-
cerning a defendant's prior criminal
record.

L [ ] L L ] *
May 15, 1976.
Epware H, Levy,
Attorney General.

{FR Doc.75-13188 Filed 5-10-76;8:45 am] |

Release of information by per-

.

vy
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This section of “ho FEDERAL REGISTER-containg notices to the public of the propgsed lssuance of suies and regulstions. The purposo of
these notices Is to p« /o interested .persons an opportunity to pasticipate in the rule making prior to lh. adoption of the final rules.

»

DEPARTMENT \bF JUSTICE

Law Enforcement Assistance
Administration .

{28CFR Part20 ]

CRIMINAL HISTORY RECORDS

Collection, Storage, and Dissemination of
Information

" This proposed regulation amends the
regulations pertaining to the collection,
storage and dissemination of criminai
history record information.

These amendments are ba:xd upon a
reevaluation of the dedication require-
ment by the Department of Justice and
the persuasive comments of many State
and local officials who have stated that
dedication of the criminal justice infor-
mation system would cause highly ex-
cessive increases in present criminal jus-
tice systein expencitures and that other
appropriate methods are availzable to as-
gure the security of criminal justice in~
formstion.

‘The amendments also extend the date
on which the State plan must be sub-
mitted.

Hearings on the proposed changes wili
be held November 17, and if necessary
November 12, 1975, beginning st 10 2.m.
In the 3rd Floor Conference Room, 633
Indiana Avenue, NV, Washington, D.G.
Two other hearings are planned to be
held November 21, 1375, in Atianta,
Georgia and December 4, 1975, in San
Francisco, Czlifernia lnterssted persons
who wish to tesiify should notify Thomas
J. Madden, General Counsel, Law En-
forcement Assistance Administration,
U.8. Dapartment of Justice, 633 Indiana
Avenue, N\W._, Washinzton, D.C, 20531 no
later than five days b :fore each hearing.
" The selected communtary dealing with
the proposed amendraents sre deleted:
$ 2021, the second s:ntence; §20.21(f)
(2) in its entirety.

Written views on t! e proposed regula-
tions should be submitted to the LEAA
Oilice of General Cotnsel no later than

-December 5, 1975,

Pursuunt to the auathorlty vested in
the Law Enforcement Assistadnce Admin-
istration by sections .301 snd 524 of the
Omnibus Crime Conti ol and Safe Streets
Act of 1968, as amended by the Crime
Controi Act of 1973, Pub. L. 93-83, 87
Stat. 197 (42 US.C. 3701 et seq.) (Aug. 6,
1973),. this amendment to Chapter I of
Title 28 of the Code uf Federal Regula-
tions is proposed.

In §20.21 the first rentence of the lo-
troductory text is de eted and the fol-
lowing two sentences rre added and par-
agraph (f) is revised to read as follows:

§20.21 DPreparation and submission of
a Criminal History Rccord hiforma-
tion Plan.

A plan shall be submitted to LEAA by
each State on or before March 16, 1976,
to set forth all operational procedures,
except those contained in paragraph (f)
of this section. A suppleniental plan cov-
ering paragraph (f) of this section shall
be submitted no later than G0 days after
the amendment to paragraph (f) of this
section becomnes eflective, * * *

L ] : - » * . L 2

() Security. Insure confidentiality
and security of criminal history record
information by providing that where-
ever criminal history record information
is collected, stored, or disseminated, each
State shall ensure that:

(1) Where computerized data proc-
essipg is employed, effective and tech-
nologically advanced software and hard-

ware designs are instituted to prevent

unauthorized access to such information.

(2) Access to criminal history record
irformation sysiem facilities, systems
operating environments, data file con-
tents whether while in use or when
stored in a media library, and system
ducumentation conforms with security
standards established Ly State legisla-
tion or, In the absence of such legisla-
tion, by regulations approved or msued
by the governor of the State.

(3) A criminal justice agency shail
have authority to set and enforce policy
concerning those compufer opserations
<mich support criminal history record
information precessing, by specifically
providing that:

(1) Criminal history record informa-
tion be stored by the computer in such
manner that it cannot be modified, de-
stroyed, acceszed, changed, purged, or
overlald In any fashion by non-criminal
justice terminasls.

1) A designated criminal justice
agency emploree vwill specify and certify
for operationzl use programs that <will
prohibit inquiry, resord updstes, or de-
structipn of records from any terminal
other than crimiral justice system ter-
minals which are so designated.

(1if) The destruction of records I5 lim-
ited to specifically designated terminals
under the direct control of the criminal
Justice agency responsihle for creating or
storing the criminal history record
information.

{1y} Designated crlmlnal justice
agenoy empioyevs will specify and certify

.for operational use such programs to

detect and store for thelr output all un~
authariged atiempts to penetrate any
criinal history record information &ys-
tem, program, or fild,

- FEDERAL REGISTER, VOL. 40, NO. 267—FRIDAY, OCTOBER
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(v) Such program(s) shall be known =

s
‘
i

g

SUEN I, ST

only to criminal justice agency employces

responsible for criminal listory record
information system conirol or individuals
and agencies pursuant to & specific agreé-
ment with the criminal justice agency to

provide such programs and the pro-

gram(s) kept continuously under maxi-
mum security conditions.

"(4) A criminal justice agency will:

(1) Select and supecrvise all personnel
authorized to have d.lrect access: to such
information.

(ii) Assure that an individual ot agen-
cy authorized direct access is responsible,

for (A) the physical gecurity of criminal

history record information under its.coni= .
trol or in its custody and (B) the protec~

tion of such information from ungw-
tihorlzcd access, disclosure, or. dxssmm
on. .
dil) Institute procedures to reasonably

protect any central repository.of criminal

history record information from unaus
thorized access, theft, sabotage, fire,
flood, wind, or othér natural or man=
made disasters.

(v) Provide that each employee work-

ing with or having access to cnminalhls,-v
tory rccord information is familiar with
the substance and intent of these regula~
tions; and

(v) Provide that direct access to cxim=~
inal history records information shall be
available only to authorized officers or

employees of a criminal justice agéency

and, as necessary, other authorized per=-
sonnel essentfal to the proyer operation
of the crimminal history record informa-
tion system. -

- - - - L ]

2. Section 20.23 is revised to xend ‘as
follows:
§20.23 Documeniation; Approval by

LEAA. :

Within 90 days of that recelnt of the
plan, LEAA shall approve or disapprove
the adequacy of the provisions of the
plan and certification. Evaluatior of thie
plan by LEAA will be based npon whether
the procedures set forth will sccomplish
the rcquired objectives. The evalvation
of the certification(s) will be based upor:
whether a good faith cifort bas been
shown to initiate apd/or further compli-
s£nce with the plan and regylations. All
procedures in the approved plan must be
fully operctional and iinplemented by
December 31, 1977. Certification shall be
submitted in December of cach ¥ear to
LEAA untfl such completc compliance.
Tho yearly certification shall update the
information provided under § 20.21.

Ricaard W. VELDE,
. Administrator.
OcToBER 15, 1975, .

IFR. Doc 775-28752 Filed 10-23-75;8:45 am}

-
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Title 23---Judicial Adininisirztion

CHAPTER I-~LAW - EVFCRCEMENT AS-
SISTAHCT ADMINITIRATION, DEPART-
MENT OF JUSTICE

PART 20—CRIMINAL JUSTICE
INFCRMATIO™ 1ECCRDS

Criminai Ristory Records; Collection,
Storage, and Diss2mination of Information

This amcnds the regulations pertain-
ing to the collection, storage and dis-
seminatior. of criminal history record
Informatiin by extendiuz the date on
which the State plen must ke submitted.
Further cuanges as proposed in 40 ¥R

. 49789 dated October 24, 19%5, will be
forthcoming at, a later date.

" Pursuaut ts the aulnority vested in
the Law Fnforecraeni Assistance Ad-
ministration by sectionr 501 &nd 524 of
the Omniius Crime Control and Safe
Btrects At of 1968, as amended by the
Crime Control Act of 1973, Pun, L. 93-83,
87 5tal. 197 (42 U.5.C. 3701 el seq.) (Aug.
€, 1973), thix amends Chapter I of Title
28 of the Ccde of Federal tegulations.

In § 20.21 the first sentence of the in-
troductory text is amendcd as follows:

§20.21 DPreparation snd submission of
* a Crimiral History Record Informa-
tion Plan.

A plan shal! be submitted to LEAA by .

each State on March 16, 1978, to set forth
all operational procedures, cxcept those
contsinzd in paragraph (f) cof ihis sec-
tion, * * *
Jantes MEGG,
Acting Administrator.
- DrcEMeeR 16, 1975.

[FR Doe 73-34465 Flled 12-19-70,8:45 am}
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- 'mh 28—-Jud|cnl Administration
"CHAPTER I—DEPARTMENT OF JUSTICE

PART 20-—CRIMINAL JUSTICE
INFCRMATION SVSTEMS

On May 20, 1975. regulations were pub-
jished In the FEDERAL Recister (40 FR
+.22114) relating to the ¢ollection, storage,
-and dissemination “of .criminal history

record | Information. Amendments to

g 'these rezulations ‘were proposed Octo-

ber 24,1975 (40 FR 49732) based upon

"' & ré-evalustion of the dedication re-

. '-quircment contained in § 20.21(f). Hear-
-.ings on the proposed changes were held
" November 17, 18, 21. and December 4,
- 4976.'In. lddmon, hearings were held to
consider  changes: to the. dissemination
provlslons of the regulations (40 FR
- 52846). These: hearings ‘were held De-
-cember 11, ¥2 and 15, 1975, to consider
-comments’ trom interested parties on the
llmltatlons placed on dissemination of

history record information to
non—crimlnnl justice agencies. The pur-
‘pose of the hearings was to determine
whether the regulations, as they were
drafted, appropriatély made the balince
-between the public's right to know such
information with the individual's right
of privacy. .

As & resylt of these hearings mcdifica-
Hons to. the regulations have now been
‘made to better draw this balance. The
regulations are based upon section 524
(b) of the Crime Control Act of 1973
which provides in relevant part:

“All crlmmn history information collected,
stored. or disseminated through support
under this title shall contain, to the maxi-

RULES AND REGULATIONS

such information, but only that such dis-
semination is pursuant to and can be

- construed from the general requirement

mum extent feasible, disposition as well as

arrest deta wiere arrcit dats is included
iherein. The collection, storage, and dissem-
ination of such information shall take place
under procedures reasonably designed to in-
sure that all such information {3 kept cur-
, 7ent thereln; the Administration shall assure
" that the security and privacy of sll informa.
tion is adequately provided for and that in-
formation shall only be used for law en-
forcement and criminal justice and other
lawtul purposes. In addition, an Individual

who belleves mat criiinal mstory friformae-

tion concerning him. contained in an suto-
mated system is inaccurate, incomplete, or
maintained in violation of this title, shall,
upon satisfactory verification of his iden-
tity, be entitled to review such information
and to obtaln & copy of it for the purpose of
challenge or correction,™

The regulations, as now amﬁnded pro-
vide that conviction cata may be dis-
seminated without limitatioa; that crim-
inal history -ord information relating
to the offense for which an individual is
currently within the criminal justice sys-
tem may be disseminated without limita-
tions. Insofar as nonconviction record in-~
formation s concemed (nonconviction
data is defined in § 20.201k) ), the regula~
< tons require that after December 31,
1877, most “cn-criminal justice access
" would requi: authorization pursuant to
- & statute, ordinance, executive order or
court rule, decision or order. The regula-
*tions rio Jonger xequlre express authority,
that is specific language 1n the author-
‘zing statute or order requiring access to

*

in the statute or order. Such statutes in-
clude , State public record laws which
have been interpreted by a State to re-
quire that criminal history record infor-
maltion, including nonconviction infor-
mation, be made available to the public.
Determinations as to the purposcs for
which dissemination of criminal history
record informatjon is authoriced by State
law, executive order, local ordinance,
court rule, deeision or order wiil be made
by the appropriate State or local officials.
The deadline of December 31. 1977, will
permit States to obtain the autharity, as
they believe necessary, to disseminate
nonconviction data.

The regulations, as now amended, re-
move the prohibition that criminal
history record information in court rec-
ords of public judicial proceedings can
only be accessed on a chronological basis,
§20.20¢b) (3) deletes the words “com-
piled chronologically”, Therefore, court
records of public judicial proceedings
‘whether accessed on a chronological
basis or‘on an alphabetical basis are not
covered by the regulations.

In addition, the regulations would not
prohibit the dissemination of criminal
history record information for purposes
of international travel (issuance of visas
and granting of citizenship), The com-
mentary on selected portions of the rez-
ulations have been amended to conformn
to the changes.

Pursuant to the autlority vested in the
Law Enforcement Assistance Adminis-
tration by sections 501 and 524 of the
Omnibus Crime Control and Safe Streets
Act of 1968, as amended by the Crime
Control Act of 1973, Pub. L. 93-83, 87
Stat. 197 (42 U.5.C. 3701 et seq.) (Aug. 6,
1973), these amendments to Chapter I
ot Title 28 of the Cod¢ of Federal Regu-
lations are hereby adopted to become
final on April 19, 1976. These amend-
ments only amend subparts A and B.
Subpart C remains the same.

' Subpart A—General Provisions

Sec,

20.1 Purpose.
202 Authority.
20.3. Definitions,

Subpart B—State and Local Crimina) Histary
Record Information Systems

Appucabmty .

Preparation and submission of a
Criminal History Record Informa-
tion Pian,

Certiiication of Compliance, -

Docuimentation: Approval by LEAA.

2024 | State laws on privacy and security.

20.25  Penslties,

$ubpart C—Fedcral System and Interstate
Exchange of Criminal History Record information

20.20
2021

20.22
20.23

20.30 Appiicability.

20.31  Responsibilities.

20.32 Includable offenses.

20,33 Dissemination of criminal history

record Information.
Individual's right to access criminal
history record information.
National Crime Informatlon Centce
Advlgory Pollcy Board,
Participation in the Computerized
Criminal History Program.

20.34
20,35
20.56

Sec. ” AN

20457 Responsibility for acturacy, com-
pleteness, currency.

20.38  Sanction for noncompliance.

AvTncriTY: Pub. L. 93-83, 87 Stat. 197 (42
UEC 3701, et seq. 28 USC 534), Pub, L. 92-544,
845 Stat. 1115.

Subpart A—CGeneral Provisions
§ 20.1 Purpose.

It is the purpose of these regulations
to assure that criminal history record in-
formation wherever it appears is col-
lected, stored, and disseminated in a
manner to insure the completeness, in-
tegrity., accuracy and security of such
infeormation and to protect individual
privacy. .

§ 20.2 imhorlly.

These regulations are issued pursuant
to sections 501 and 524(b) of the Omni-
bus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Con-
trol Act of 1973, Pub. L. 93-83, 87 Stat.
197, 42 USC 3701, et seq. (Act), 28 USC
534, and Pub. L. 92-544, 86 Stat. 1115.

§20.3 Definitions.

As used in these regulations:

(a) *‘Criminal history record informa-
tion system” means a system including
the equipment, facilitles, procedures,
agreenients, and organizations thereof,
for the collection, processing, preserva-
uon or dissemination of criminal history
record information.

(b) “Criminal history record informa-

-tion” means information collected by

eriminal justice agencies on individuals
consisting of identifiable descriptions and
notavions of arrests, detentions, indict-
ments, informations, or other formal
criminal charges, and any disposition
arising therefrom, sentencing, correc-
tional supervision, and release. The term
does not include identification informa-
ticn such as fingerprint records to the
extent that such information does not
indicate involvement of the individual in
the criminal justice system.

(¢) “Criminal jusdce agency” means:
(1) courts; (2) a government agency or
any subunit thereof which performs the
administration of criminal justice pur-
suant to a statute or executive order, and
which allocates a substantial part of its
annual budget to the administration of
eriminal justice.

(d) The “administration of criminal
justice” means performance of any of
the following activities: detection, ap-
preliension, detention, preirial release,
post-trial release, prosecution, adjudica-
tion, correctional supervision, or rehabili-
tation of accused persons or criminal of-
fencers. The administration of eriminal
Jjustice shall include criminal identifica-
tion activities and the collection, storage,
and dissemination of criminal history
record information.

(e) “Disposition” means information
disclosing that criminal proceedings have
been concluded, Including inferuiation
diselosing that the poiice have elected
not to refer a matter to a prosec:
that a prosecuter has elected not to com-
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mence criminal proceedings and also dis-
closing the nature of the termination in
the proceedings; or information disclos-
ing that proceedings have been indefi-

nitely postponed and also disclosing the

reason for such postponement. Disposi-
tions shall include, but not be limited to,
acquittal, acquittal by reason of insan-
ity, acquittal by reason of mental in-
competence, case continued without
finding, charge dismissed, charge dis-
missed due to insanity, charge dismissed
due to mental incompetency, charge still
pending due to instanity, charge still
pending due to mental incompetence,
guiity plea, nolle prosequi, no paper, nolo
contendere plea, convicted, youthful of-
fender determinstion, deceased, deferred
disposition, dismissed—civil action,
found insane, found mentally incom-
petent, pardoned, probation before con-
viction, sentence commuted, adjudica-
tion withheld, misfrials—defendant dis-
charged, executive ciemenhcy, placed on
probation, paroled, or released from cor-
rectionel supervision.

{f) “Statute” means an Act of Con-
gress or State legislature of a provision
of the Constitution of the Unlted States
or of a State,

(g) “8tate’” means any State of the
United Staves, the District of Columbia,
the Commonwealth of Puerto Riro, and
any territory or possession of the United
States.

(h) An “executive order” means an
order of the President of the United
States or the Chief Executive of a State
which has the force of law and whicis 1
published in a manner permiiting regu-
lar public access thercto.

) “Act" means the Omnibus Crime
Control and Safe Streets Act, 42 USC
3701, et seq., as amended.

()) “Department of Justice criminal
history record information system”
means the Identification Division and
the Computerized Criminal History File
systems operated by the Federal Bu-
reau of Investigation.

(k) “Nonconviction data™ means ar-
rest information without disposition if
an Interval of one year has elapsed from
the date of arrest and no active prosecu-~
tion of the charge is pending; or infor-
mation disclosing that the police have
elected not to refer a maiter to a prose-
cutor, or that a prosecutor has elected
not to commence criminal proceedings,
or that proceedings have been indefinitely
postponed, as well as all acquittals and
all dismissals,

(1) “Diect access” means having the
authori. to aceess the criminal history
record data base, whether by manual or
automated methods.

Subpart B—State and Local Criminal
History Record Information Systems

§ 20.20 Applicability.

(a) The regulations in this subpart
apply t sil State and local agencies and
indjviduuls collecting, storing, or dis-
seminating criminal history record infor-
matiort processed by manual or auto-
mated operations where such collection,
storage, or dissemination has been
funded in whole or in part with funds

-

4

RULES AND REGULATIONS

‘made available by the Law Enforcement
. Assistance Administration subsequent to

July 1, 1973, pursuant to Title I of the
Act. Use of information obtained from
the FBI Identification Division or the
FBI/NCIC system shall also be subject
to limitations contained in Subpart C.

(b) The regulations in this subpart
shall not apply to criminal history record
information contained in: (1) posters,
announcements, or lists for identifying

or apprehending fugitives or wanted per-

sons; (2) original records of entry such
as police blotters maintained by criminal
justice agencies, compiled chronologically
and required by law or long standing cus-
tom to be made public, if such records
are organized on a chronological basis;
(3) court records of public judicial pro-
ceedings; (4) published court or admin-
istrative opinions or public judicial, ad-
ministrative or legislative proceedings:
(5) records of traffic offenses maintained
by State departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the is-
suance, suspension, revocation, or re-
newal of driver’s, pilot’s or other oper: a-
tors’ licenses; (6) announcements of ex-
ecutive clemency.

(¢) Nothing in these regulations pre-
vents a criminal justice agency from dis-
closing to the public criminal history rec-
ord information related to the offense
for which an individual is currently
within the criminal justice system. Nor
is a criminal justice agency prohibited
from confirming prior criminal history
record information to members of the
news media or any other person, upon
specific inquiry as to whether a named
individual was arrested, detained, in-
dicted, or whether an information or
other formal charge was filed, on a spec-
ffied date, if the arrest record informa-
tion or criminal record Information dis-
closed is based on data excluded by para-
graph (b) of this section. The regula-
tions ‘do not prohibit the dissemination
of criminal history x‘ec’t’md information
for purposes of international travel, such
as issuing visas and granting of citizen-
ship.

§ 20.21 Preparation and submission of a
B Criminal History Reeord Tnfornution
Plan.

A plan shall be submitted to LEAA by

each State on March 16, 1976, to set forth.

all operational procedures, excepy those
portions relating to dissemination and
security. A supplemental plan covering
these portions shall be submitted 1o iater
than 90 days after promulgation of these
amended regulations.. The plan shall\ set
forth operational procedures to—.= " -

that criminal history record inform'ttxon
is complete and accurate. -

(1) Complete records should be mam-

tained at a central State repository: To,
be complete, a record maintained at a+

central State repository which contains’
information that an individual has been

arrested, and which is ‘availlable fov dis=:

semination, must contain infor m'mou of
any dispositions occurring within the
State within 80 days after the disposis
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- with- thése regulations and with section
- 524(n) .of the Act and any regulations
implementing. section 524(a), and pros -
- vide sanctions for the violation thereof. .~
(a) Completeness and accuritey. Insure =
:apply to conviction data. . -
(c) Gencral policies on use and fllb~=
semination. (1) Use of: criminal history.
Irecmdmfommtxon disseminated to nons=
criminal justice agencles shall belimited -

tion has occurred. The above shall apply
to all arrests occurring subsequent to the
effective date of these regilations. Pro-
cedures shall be established for criminal
Justice agencies to query the central re-
pository prior to dissemination of any
criininal history record information to

assure that the most up-to-date disposi-

tion data is beinhg used. Inquiries of &
central State repository shall be made
prior to any dissemination except in
those cases where time is of the essence
and the repository.is technically incapa-
ble of respondirg within the necessary
time period.

(2) To be accurate means that no rec-

ord containing criminal history record
information shall contain erroneous in-
formation. To accomplish this end, crimi-
nal justice agencles shall institute a proc-
ess of data collection, entry, storage, and
systematic audit that will minimize the
possibility- of recording and storing in-
accurate information and upon finding
inaccurate information of & material

nature, shall notify all criminal justice '

agencies known to have recelved. such
information.

() Limitations on dissemination, By

December 31, 1977, insure that dissemi-
nation of nonconvlctlon data has been

et
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limited, whether directly or through any'

intermediary only to:
(1) Criminal justice agencies, for pur

posés of the administration of ériminal -

justice and criminal justice agency em-
ployment;

(2) Individuals and agencies. for any‘

purpose authorized by statute,ordinance,
executive order, or couit rule, decision,

or order, as construed by appropiiate’

State or local officials or agencies;
(3) Individuals and agencles pursuant
to a specific agreement with s criminal

justice agency to provide services re«

quired for the administration of criminal
justice pursuant to that agreement. The
agreement shall specifically authorize
access to data, limit the use of data to
purposes for which glvess; insure the se-

curity and confidentiality of- the data -

consistent with these regulations, and
provide sanctlons for violation theroef:

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to ani
agreement with a criminal justice aﬂeu-
ey, The agreement shall specifically au-

thorize access to data, limit the use of

data to-research, evaluative, or statis-
tical purposes, insuxe the confidential-

ity and security of the data consistent

“These dlssemination hmxt’ttlons do not Cn

to the purpose for which it was givew,

“«2)'No agency or indlvldml shall mn- .
firm, the -existence or nonesisteneesof
criminal hislory yecord nfamation o
any persoit or agency thint woudd 104 he

cliglble to rcceivc the lnrmm. ity uqelf ‘.

A
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(3) Bubsection (b) does not mandate
dissemination of criminal history record
information to any agency or individual.
States and local governments will deter-
mine the purposes for which dissemina-
tlon of criminal history record
fnformation is asuthorized by State law,
executive order, local ordinance, court
rule, decislon or order.

(d) Juvenile records. Insure that dis-
semination of records concerning pro-
ceedings relating to the adjudication of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencies is prohibited,
unless a statute, court order, rule or court
decision specifically authorizes dissemi-

_nation of juvenile records, except to the
same extent as criminal history records
may be disseminated as provided in
$20.21(b) (3) and (4.

(e) Audit, Insure that annual audits of
& representative sample of State and
local criminal justice agencies chosen on
a random basis shall be conducted by the
Btate to verity adherence to these regula-
tions and that appropriate records shall
be retained to facilitate such audits. Such
records shall include, but are not limited
to, the names of all persons or agencles
to whom information is disseminated and
the date upon which such information
is disseminated. The reporting of a crira-
inal justice transaction to a State, local
or Federal repository Is not a dissemina-~
tion of Information.

() Security. Wherever criminal his~
tory record information is collected.
stored, or disseminated, each State shall
Insure that the following requirements
are satisfled by security standards estab-
lished by State legislation. or in the ab-
sence of such legislation, by regulations
approved or issued by the Governor of
the State,

(1) Where computerized data process-
ing i3 employed, effective and techno-
logically advanced software and hard-
ware designs are instituted to prevent
unauthorized access to such information.

.. (@) Access to criminal history recerd

‘#aformationn system facilities, systems
operating environments, data file con-
tents whether while In use or when stored
iri & media library, and system documen-
tation is restricted to authorized organi-
zations and personnel.

(3) (A) Computer operations, whether
dedicated or shared, which support crim-
inal justice information systems, operate
In accordance with procedures developed
or ay' Jved by the participating erim-
1nal juscice agencies that assure that:
~ (1) Criminal history record informa-
{#on s stored by the computer in such
manner that it cannot be modified, de-
stroyed, accessed, changed, purged, or
overlaid in any fashion by non-criminal
Justice terminals,

(1) Operation programs are used that
will ; ~hibit inquiry, record updates, or
destruction of records, from any terqxinal
other than criminal justice system ter-
minals which are so designated.

(i) The destruction of records Is
Iimited to designated terminsls under the
direct control of the criminal justice
agency responsible for creating or stor-

Y
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itx:g the criminal history record informa-
on.

(iv) Operational programs are used to
detect and store for the output of desig-
nated criminal justice agency employees
all unauthorized attempts to penetrate
any criminal history record information
system, program or file.

(v) The programs specified in (ii) and
(iv) of this subsection are known only
to criminal justice agency employees re-
sponsible for criminal history record in-
formation system control or individuals
and agencies pursuant to a specific agree-
ment with tlhie criminal justice agency
to provide such programs and the pro-
grami(s) are kept continuously under
maximum security conditions,

(vi) Procedures are instituted to as-
sure that an individual or agency au-
thorized direct access is responsible for
A the physical security of criminal his-
tory record information under its control
or in its custody and B the protection of
such information from unauthorized ac-
,cess, disclosure or dissemination.

(vii) Procedures are instituted to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or manmade
disasters. ‘

(B) A criminal justice agency shall
have the right to audit, monitor and
inspect procedures established above.
" 14) The criminal justice agency will:

fAY Screen and have the right to re-
ject for employment, based on good
causge, all personnel to be authorized to
have direct access to criminal history
record information.

(B) Have the right to initiate or cause
to be initiated administrative action
leading to the transfer or removal of
personnel authorized to have direct ac-
cess to such information where such per-
sonnel viclate the provisions of these
regulations or other security require-
ments established for the collection,
storaze, or dissemination of criminal his-
tory record information.

«C) Instituile procedures, where com-
puler processing is not vtilized, to assure
that an individual or agency authorized
direct access is responsible for (i) the
physical security of criminal history rec-
ord information under its control or in
its custody and (ii) the protection of such
information from unauthorized access,
disclosure, or dissemination.

tD) Institute procedures. where com-
puter precessing is not utilized, to pro-
tect any central repository of criminal
history record information from unau-
thorized access, theft, sabotage, fire,
flood. wind, or other natural or man-
made disasters.

(E) Provide that direct access to crim-
Inal history record information shall
be available only to authorized officers
or employees of a criminal justice agency
and, as necessary, other authorized per-
sonnel essential to the proper operation
of the criminal history record Informa-
tion system,

(5) Each employee working with or
having access to criminal history record

information shall be made familiar with
the substance and intent of these regu-
lations. R

(g) Access and review. Insure the in-
dividual's right to access and review of
criminal history Information for pur-
poses of accuracy and completeness by
instituting procedures so that—

(1) Any individual shall, upon satis-
factory verification of his identity, be en-
titled to review without undue burden to
either the criminal justice agency or the
individual, any criminal® history record
information maintained about the in-
dividual and obtain a copy thereof when
necessary for the purpose of challenge
or correction;

(2) Administrative review and neces-
sary correction of any claim by the in-
dividual to whom the information relates
that.the information is inaccurate or in-
complete Is provided;

«3) The State shall establish and {m~
plement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged information
to the satisfaction of the individual to
whom the information relates;

(4) Upon request, an individual whose
record has been corrected shall -be given
the names of all non-criminal justice
agencies to whom the data has been
given;

(5) The correcting agency shall no-
tify all criminal justice recipients of
corrected information; and

(6) The individual's rizht to access
and review of criminal history record
information shall not extend to, data
contained in intelligence, investigatory,
or other related files and shall not be
construed to include any other informa-
tion than that defined by §20.3:b).

§ 20.22 Certification of Compliance.

(a) Each State to which these regu-
lations are applicable shall with the sub-
mission of its plan provide a certilca-
tion that to the maximum extent
feasible action has been taken to comply
with the procedures set forth in the
plan. Maximum extent feasible, in this

subsection, means actions which can be .

taken to comply with the procedures set
forth in the plan that do not require
additional legislative authority or in-

volve unreasonable cost or do not ex-:

ceed existing technical ability,

tb) The certification shall include—

(1) An outline of the action which
has been instituted. At a minimum, the
requirements of access and review under
$20.21(g) must be completely opera-
tional;

(2) A description of any legislation
or executive order, or attempts to obtain
such authority that las been instituted
to.comply with these regulations;

(3) A description of the steps tuaken
to overcome any fiscal, technical, and
administrative barriers to the develop-
ment of complete and accurate criminal
history record infornmation:

(4) A description of existing svstem
capability and steps being taken to up-
grade such capability to meed the re-
quirements of tlicse regulations; and’
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(5) A listing setting forth categories
of non-criminal justice dissemlnatlon
See § 20.21(b).

§20.23 Documentation: Approval by
[‘E B

Within 90 days of the receipt of the
plan, LEAA shall approve or disapprove
the adequacy of the provisions of the
plan and certification. Evaluation of the
plan by LEAA will be based upon whether
the procedures set forth will accomplish
the required objectives. The evaluation
of the certification(s) will be based upon
,whether a good faith effort has been
shown to initiate and/or further com-
pliance with the plan and regulations.
All procedures in the approved plan must
be fully operational and implemented by
December 31, 1977. A final certification
shall be submitted in December 1977.

§ 20.24 State laws on privacy and secu-
< rity.

Where a State originating criminal
history record information provides for
sealing or purging thereof, - nothing in
these regulations shall be construed to

prevent any other State receiving such

information, upon notification, from
complying with the originating State's
sealing or purging requirements,

§20.25 Penalties.

Any agency or individual violating
subpart B of these regulations shall be
subject to a fine not to exceed $190,000.
In addition, LEAA may initiate fund
cut-off procedures against recipients of
LEAA assistance.

RicrARD W. VELDE,
Administrator.-

APPENDIX—COMMENTARY ON SELECTED
SECTIONS OF THE REGULATIONS ON
CrIMIAL HISTORY Rscono Im'onnunox
SysTEMS

Subpart A—§ 20.3¢(b). The deﬁnltxon
of criminal history record information
is intended to include the basic offender-
based transaction statistics/computer-
ized cri-ninal history (OBTS/CCH) data
elements, If notations of an arrest, dis-
position, or other formal criminal justice
transactions occur in records other than
the traditional “rap sheet” such as ar-
‘rest reports, any criminal history record
information contained in such reports
comes under the deﬁnitxon of this sub-
section.

The definition, howes er. does not ex-
tend to nther information contained in
crimin - justice agency reports, Intelli-
‘gence or investigative information (e.g,,
. 'suspected criminal activity, associates,

+ hangouts, financial information, ¢wner-
ship of property and vehicles) is not in-
cluded in the definition of cruninal his-
tory information,

§ 20.3(c). The deﬂnitions of crlmjnal
justier sgency and. administration - of
criminat justice of 20.3(¢c) must be con-
sidered together. Included as -criminal
justice agencies. would be traditional
police, courts, and corrections. agenties

- as well as subunits ¢f non-criminal jus-

tice agencies performing. a function. of

the administration of criminhal  justice -

pursuart to Federal or State statute or

" FEDERAL.
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executive order. The ahove subunits of
non-criminal justice agencies would in-
clude for example, the Office of Investi-
gation of the U.S. Department of Agri-
culture which has as its prineipal func-
tion the collection -of evidence for
criminal prosecutions of fraud. Also in-
cluded under the definition of criminal

Jjustice agency are umbrella-type admin--

istrative agencies supplying criminal his-
tory information services such as New

York's Division of Criminal Justice

Services. |

§ 20.3¢(e). Disposition is a key con-

cept in section 524(b) of the Act and in’

20.21(a) (1) and 20.21¢b). It, therefore,
is defined in some detail. The specific
dispositions listed in this subsection are
-examples only and are not to be con-

strued as excluding other unspecified-

transactions concluding. criminal pro-
ceedings within a particular agency.

§20.3(k). The different kinds of ac-
quittals and dismissals as delineated in
20.3(e) are all considered examples of
nonconviction data.

Subpart B—3§ 20.20(a). These regula~ .
tions apply to criminal justice agencies =
receiving funds under: .the. Omnibus ;
. Crime Control and Safe Streets Act for

manual or automated: systems subse-

quent to July 1, 1973. In the hearings on

the regulations; a number of those testi-

fying challenged LEAA's authority to
promulgate regulations for. manual sys--

tems by contending that section 524(b).

of the Act governs criminal history in-
formation contained in automated Sys-
tems,

The intent of section 524( b) ‘however,

would be subverted by only regulat.mg
automated systems. Any agency that
“wished to circumvent the regulations
would be able to create duplicate manual
files for purposes contrary to the letter
and spirit of the regulations.

Regulation of manual systems, there-
fore, is authorized by section  524(b)
when coupled with section 501 of the
Act which authorizes the Administration
to establish rules and regulations “neces-
sary  to the exercise of its fune-
tions * *

The Act clearly applies to all criminal
history record information collected,
stored, or disseminated with LEAA sup-
port subsequent, to July 1, 1973

Limitations as contained in Subpart
C also apply to information obtained
from the FBI Identification Division or
the FBI/NCIC System. .

§20.20 ib) and (c). Section 20.20 (h)
and (¢) exempts from regulations cer-

tain types of records vital to the ap-.
. prehension of fugitives, freedom-of: the.
“press, and the public’s right to:know.

Court records of public judicial proceed-

ings.are also exempt from the provisions .

of the regulations.

Section 20.20(b) (2) attempts to dea.l'

-with the problern of computerized police

blotters. In some local jurisdictions, it =
is apparently possible for private indi-
jvviduals and/or newsmen. upon submiss:-

sion of a speeific name to. obtain through
a computer search of the blotter a his-

tory of a person’s ariests. Such files cres.

ate a partial crimmal hxstory data bank

‘announcements of ongoing developments

/complene criminal histories at. the 1o

potentially damaging to individual pri-
.vacy, especially since they do net.contain
final dispositions. By requiring that such:
records be accessed solely on a chrono=~
logical basis, the reégulations limit:in-
quiries to speciﬂc time periods and dis-v =
courage general fishing expedn.ions in
a person's private life., :
Subsection” :20. 20(c) recognizes that :

in the ¢riminal justice process should not
k2 precluded from public disclosure,
Thus, annnoucements of :arrest, convic-
tions, new . developments in the vourse
of an investigation may be made. It id
also. ‘perinissible -for: a criminal - - justice
agency to confirm certain matters. of
public record information upon specific:
inquiry. Thus, if & question;is raised:-
“Was X arrested by your-agercy n.Jan:
"uary 3 1975" a'nd,-thxs ca.n b

data as gstated in .20 21 (b) !
seminatéd without limitation;
§.20.21.. The regulatic

j hin
"State should be. responslbie for prepa
ing the plan. This specific.de srming!
should be made by ‘the.C
State has 90 davs from %,
of these xevised regulations t

and 20.21(f3. o
§ 20.21(a) (1) Section '»5
Act reqmres mat LEAA insyr

It is, howavet, economica)ly aj’nd P
ministratively impractical? to. majntai

level. Arrangements‘for local bolice ﬁs
partments to keep track of ‘dispositio
by agericies outsidé of the-loeal jurisdic
tions generally do.mot-exist. It wonld
moreoyer, be bad public policy to.en
courage such arrangements since it would.
result in an expensive duplication of-
files. :
The alternatives to locally kept cnmi-
nal histories are records maintained-by
a central State repository.- A central
State repository is a State dgency having
the function pursuant to-a.statute o
executive order. of mam’cammg compre-
hensive statewide criminal history rec-
*ord information files. Ultimately, through
automatic data processing the State level
will have the capability .to handle "all:
requests - for in-State crimmal history‘
information. ‘
Section 20,20¢(a)(1) . is written with a
centralized State criminal history reposi=
tory in mind. Thy first sentence of the
_subsection ‘states that completc records ..
‘should. be retained. at a cenfral State.
" repository. The word *should™ is permis=
sive; it suggests but’ does not mandate a
central State repository. ;
“The regulations do require that States
establish ‘procedures for State -and local;
-eriminal justice ngencles t
‘tral. State- repositories whereve they
xist: Such ‘procedures are: intended to.
nsure. that: the most- current crnminal
justxce informat.ion is used :
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As a mlnimum. criminal justice agen-
cles subject to these regulations must
‘make inquiries of central State reposi-
= . tories whenever the reposxt,ory is capable

~of meeting the user’s request within a

reasonable time. Presently, comprehen-
sive records of an individual’s transac-
tlons within a-State are maintained in
manual files at the State level, if at all.
-."It 15 probably unrealistic to expect man-
ual systems.to be able immediately. to

meet .many rapid-access needs of police .

. and prosecutors. On the other hand,
.- ‘queriesof the State central repository for
‘most non-ctiminal justice purposes prob-
ably can and should be made prior to
*+ . dissemination of criminal history record
; information.
. $2021(b). The limitations on dis~
. semination in this subsection are essen-
- .tial fo. fulfill the mandate of section
.. :524(bY of the Act which requires the Ad-
“ministration to assure that the “privacy
of alf information is adequately provided
= for and that information shall only be
. used- for law enforcement and criminal
<« -justice and other lawful purposes.” The
“»pategories for dissemination established
. ‘In” this section reflect suggestions by
+ -hearing witnesses and respondents sub-
. mitting written commentary
.. © The ‘regulations d!stmguish between
- -conviction and rionconviction informa-
o tion insofar as dissemination is con-
" ‘cérned. Conviction information is cur-
- rently made available without limitation
in many jurisdictions. Under these reg-~
. ulations, conviction data and pending
+chatges could continue to be dissemi-
- nated routinely. No statute, ordinance,
executive order, or court rule is necessary
- 'in order to authorize dissemination of
- -conviction data. However, nothing in the
regulations shall be construed to negate
& State law limiting such dissemination.
.- After December 31, 1977, dissemina-
~tion of noriconviction data would be al-
Towed, .if authorized by a statute, ordi-
nance, executive order, or court rule, de-
< _,cisxon. or order. ‘The December 31, 1977,
.deadline allows the States time to review

tion for non-criminal justice purposes to

7. - be authorized. When a. State enacts

7" “comprehensive legislation in this area,

such legislation will govern dissemina-

* tion by local jurisdictions within the

State. It is possible for a public record

-+ law -which has been construed by the

" "State to authorize access to the public

. -of, all State records, including criminal

. history record: information, ta be con-

.- sidered as st. . tory authority under this

subsection, Federal legislation and execu-

i+ tive orders can also authorize dissemina-
o 7 .- tion and would be relevant authority.

v o For example, Civil Sérvice suitdbility

’ . mvestlgations are conducted under Ex~

. ecutive Order 10450, This is the au-

thority ' for - most investigations con-

; ducted by t1 + Commission. Section 3(a)

of 10459 presuribes the minimum scope of

.. Investigation 'and requires a- check of

FBI fingerprint files and written inquir-

, iPis to appropriate lJaw enforcement agen-

cles.

. §20.21¢b) (3). This -subsection. would

permit private agencies such as the Vera

~“Institute to vecejve criminal histories

FEDERAL
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where they perform a necessary admin-
istration of justice function such &s pre-
trial release. Private consulting firms
which commonly assist criminal justice
agencies in information systems -devel-
opment would also be included here.

§ 20.21(b) (4). Under this subsection,
any good faith researchers including pri-

vate individuals would be permitted to-

use criminal history record information
for research purposes. As with the agen~
cies designated in §20.21(b)(3) re-
searchers would be bound by an agree-
ment with the disseminating criminal
justice agency and would, of course, be
subject to the sanctions of the Act.

The drafters of*the regulations ex-

pressly rejected a suggestion. which
would have limited dccess for research
purposes to certified research organiza-
tions. Specifically ‘“‘certification” criteria
would have been extremely difficult to
draft and would have inevitably led to
unnecessary restrictions on legitimate
research.

Section 524(a) of the Act which forms
ptartt; of the requirements of this section
states:

“Except as provided -by Federal law other
thian this title, no officer or employee of the
Federal' Government, nor any reciplent of
assistance under the provisions of this title
shall use or reveal any research or statistical
information furnished under this title by
any person and identifiable to any specific
private person for any purpose other than

the purpose for which it was obtained {n ac-.

cordance with this title. Coples of such in-
formation shall be immune from legal proc-
ess, and shall not, without the consent of the
person furnishing such information. be ad-
mitted as evidence or used fof any purpose
in any actlon, sult, or other judicial or ad-
ministrative proceedings.”

LEAA anticipates issuing regulations
pursuant to Section 524(a) as soon as
possible.

§20.21(¢c) (2). Presently some employ-

- ers -are circumventing State and local

dissemination restrictions by requesting
applicants to obtain an official certifica-

" tipn of no.criminal record. An employer's

request: under the above circumstances
gives the applicant the unenviable choice
of invasion of - his privacy or loss of pos—
sible job opportunities. Under this sub-
section routine certifications of norecord
would no .longer beé permitted. In ex-
traordinary circumstances, however, an

“individual could. obtain ‘a court order

permitting such a certification.

§20.211¢) (3). The language of this
subsection leaves to the States the ques-
ticn of who among the agencies and in-
dividuals listed in § 20.21(b) shall ac-
tually receive criminal records, Under

these regulations a State could place &

total ban on dissemination if it so wished.’

The State could, on the other hand,’

enact. laws authorizing any member of

' the private sector to have access to non-

conviction data.

$20.21(d). Non-criminal justxce agen-
cies will not be able to receive records of
Juveniles unless the language of a statute

or court order, rule, or court decision "

specifies that juvenile records shall be
available for dissemination. Perhaps the
most controversial part of this subsection

*is that it denies access to records of

juveniles by Federal agencies conducting
background investigations for eligibility
to classified information under existing
legal authority.

§20.21(e). Since it would be too costly
to audit each criminal justice.agency in
most States (Wisconsin, for example. has
1075 criininal justice agencies) -zandom
audits of a “representative sample” of
agencies are the mnext best alterpative.
The term “representative sample” is used
to insure that audils do not simply focus
on certain types of agencies. Although

- this subsection requires that there be

records kept with the names of all per-
sons or agencies to whom information is
disseminated, criminal justice agencies
are not required to maintain dissemina=
tion logs for ‘“no record’” responses.

§ 20,21(f). Requirements are set forth

which the States .must meet in order to
assure that cniminal history record in-
formation is adequately protected Auto-
mated systems may. operate in shared
environments and thé regulations require
certain minimum assurances.

§20.21(g)(3). A “challenge” under
this section is an oral or written conten-
tion by an individual that his record is
inaccurate or incomplete; it*would re-
quire him to give a correct version of his
record and explain why he believes his
version to be correct. While an individ-
uzl should have access to his record for
review, a copy of the record should ordi-
narily only be given when it is clearly
established that it is necessary for the
purpose of challenge.

The drafters of the subsection express-
1y rejected a suggestion that would have
called for a satisfactory verification of
identity by fingerprint comparison. It
was felt that States ought to be free to
determine other means of identity verifi-
cation.

§ 20.21(g)(5). Not every agency will
have done this in the past, but hence-
forth adequate records including those
required under 20,21(e) must be kept so
that notification carn be made.

§ 20.21(g) (6). This section emphasizes

that the right to access and review ex-

tends only to criminal history record in-
formation and does not include other in-
formation such as intelligence or treat-

_ment data.

§ 20.22(a) . The purpose for the certifi~
cation requirement is 1o indicate the ex-

tent. of compliance with these regula-

tions. The term “maximum extent feasi-
ble” acknowledges that there are some
areas such as the completeness require-
ment which create complex legislative
and ﬁnancxa.l problems.

NoTE: In preparlng the plans requlred by
these resmations. States: should look for

. guidance to the following documents: Na-: -

tiona! Adyisory -Commission . on  Criminal
Justice Standards and Goals, Report on the
Criminagl ‘Justice System; Project SEARCH:

Becurity and Privacy Considerations in. Crim- .
* inal History Information Systenis, Teéchnical

Reports No, 2. and No. 13; ProJect SEARCH:
A -Model State Act for Criminal Ofender
Record Information, Teéchnical Mémotandum
No. 3; and Project SEARCH: Model Admin-
istrative Regulations for Criminal Offender
Record Information; Technlcs.l Memorandum

. No.' -4,

[!-"R Doc‘76'—'7889 Filed 3-18-76;8:45 nm]
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Appendix F

lVlrgJ.nJ.a Crlmlnal Justice Agencies Covered by Department of Justlce

Regulations

'.yIIﬂ_n

Agency

' Grant No. 'Jurisdiotion
Al603 Alexandria
' A2154 Buchanan Co.

Al211 Campbell Co.

' A1520
A2377

I A2891

A2083

" Herndon ~

Chesapeake
Chesapeake

Chesapeake

Chesterfield

Colonial Beach

Colonial Heights

Danville

Fairfax Co.
Fairfax Co.

Fair¥a% °co.”
Franklin Co.

Hampton

‘Hampton

‘;rHamthnhf

Henry~co,

'pHopewell
-'Loursa~Coq'

-tmanasg?s»
e TS

Nansemond -

(suffolk)

‘Neprrt'News

Polioe Dept.

'

Sheriff's- Dept.
Sheriff's Dept.

Police Dept.

Sheriff's Dept./

City Jail

Police Dept,

Police Dept.

Police’Dept.

Police Dept. :

Police Dept.

Police Dept.
Police Dept.

Bheriff's”pépt./

County Jail
Sheriff Dept.

Police Dept.
Police Dept.

Police Dept.

Sheriff's Dept.

Police Dept.

Police Dept.

Sheriff's Dept;

Polige Dept.

Police Dept.

Police Dept.,

Commonwealth's
Attorney, Gen.
. District Court

]Deveiopment‘and'iﬁprovéﬁéhﬁqof
.Systems

"Improvement of Pollce Communlcat ons

;;Improvement of Crlmlnal Just
- Data Systems’
-~ Improvement cof CrlmeF Investl

 pata Systems

Community Based Correctional

Data Systems

Pro;ect Tlth‘

Improvement of Crlme Investl—.
gatlon, Detect1on, and Preventlon

Electronic’ Informatlon Retrleva

II - Adult Rehabllltatlon Pro”

gation, Detection, and Preventlon
Improvement of Criminal Justlce

Improvement of Criminal Justlce
Data Systems L
Improvement of Criminal lnvestl-g

gation, Detection, and Preventlo

High Incidence Target program,

Programs and Services for Adult
Improvement of Crlmlnal Justlc;
Data Systens:
Inprovement of Crlmlnal Justlce
Data Systems e
VCCJ Specific Program
"Non-Metropolitan HIT" :
High Incidence Target Phase: II
Improvement of Crime Investi~- - f”
gation, Detection and Preventlon
Improvement of Police :
Communications (VCIN)

Improvement of Criminal Justlce

Improvement of Criminal‘Justice R |
Data Systems : L :
Improvement of Police
Communications (VCIN) :
Development and Improvement of
Electronic Informatlon Retrleval
Systems e
Improvement of Crlmlnal Justlce[f“
Data Systems :

A




P VP

-~ Grant No.

o

Jurisdiction =~ 'Agency -’

‘A2758 Norfolk - " Sheriff's Dept.

City Jail
D2855 Norfolk City of Norfolk
A2231 Petersburg Police Dept.
A2046 Portsmouth Police Dept.
A2937 Portsmouth Police Dept.

. A2178 Prince William Police Dept.
‘A1735 Richmond Police Dept.
Al354 Richmond Police Dept.
A2582 Richmond Police Dept.
Al1859 ‘Roanoke Police Dept.
A2912 Roanoke Police Dept.
A2084 Rockingham Co. Sheriff's Dept.
22248 Stafford Co. 3heriff's Dept.
Al488 State of Va. Dept. of

Corrections
A2670E State of Va. Dept.of
Corrections
A2717E State of Va. Dept.of
Corrections
A2716E State of, Vva., _. Dept. of
, Corrections
A2918 State of va. Dept. of
Corrections
A2179 State of Va. Dept. of State
Police
A2311 State of Va. Dept. of State
‘ Police
A2312 State of Vva. Dept. of State
Police
A2313 State of Va. Dept. of State
» Police
- A2671 State of Vva. Dept. of State
' Police
A2967 State of Va. Dept. of State
Police

A2968 State of Va. Dept. of State
Police

A3119 State of va. Dept., of State
Police

AQ0977 State of Vva, Dept. of State
Police

Project Title
Pre-Release Service for Adult l ‘

- Offenders

Management Information System
Improvement of Criminal Justice
Data Systems ) o ‘

Adult Offender Transaction and '

Non-Metropolitan HIT

High Incident Target Phase II
Improvement of Crime Investi-
gation, Detection and Prevemnion
Basic Criminal Justice Equip.
High Incidence Target Program
Phase I HIT

High Incidence Target Program
High Incidence Target Phase II
Development and Improvement of
Electronic Informatin Retrieval
Systems

Improvement of Criminal Justice
Data Systems

Development and Improvement of l E
Blectronic Information Retrieval ™
Systems

Improvement of Criminal Justice '
Data Systems

Adult Rehabilitation Programs ' :
-
Adult Rehabilitation Programs

Adult Rehabilitation Programs
Improvement of Criminal Justice
Data Systems

Uniform Crime Reporting
Improvement of Criminal Justice
Data Systems
Improvement of Criminal
Data Systems
Improvement of Criminal
Data Systems
Improvement of Criminal
Data Systems
Maintenance and Improvement of
Electrenic Information Retrieval
Systems

Improvement of Police
Communications

Improvement of Police
Communications

Justice
Justice

Justice



Dept. of State

Dept. of State

Dept of State

Va. .Supreme Ct.
Supreme Ct,
Sheriff's Dept.

Police Dept.
Police Dept.

Project Title

Uniform Crime Reporting

L4
Offender Based Transaction
Statistics/Computerized Criminal
Histories (OBTS/CCH)

Uniform Crime Reporting

Judicial System Reorganization
District Court Statistics System
Improvement of Crime Investi-
gation, Detection and Prevention
HIT Burglary Program

HIT Phase IT

City of Virginia Adult Offenders Transaction

Sheriff's Dept.

Grant No. Jurisdiction Agency
D2605 State of Va.

Police
D2870 State of Va.
, Police
D2950 State of Va.

Police
A2477 State of Va.
A2606 State of Va. Va.
22210 Sussex Co.
Al1990 Virginia Beach
A2935 Virginia Beach
D2295 Virginia Beach

Beach
‘A1552 Wise County
A1298 York County

Sheriff's Dept

Statistics and Management

Development and Improvement of
Electronic Information Retrieval
Systems

Development and Improvement of
Electronic Information Retrieval
Systems
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Appendix G

STANDARD FORM CONTRACT FOR USER AGREEMENT
BETWEEN CRIMINAL JUSTICE AGENCIES

This agreement made and entered into by and
day/month/year
between , hereinafter referred to as the
(Disseminating Agency
Criminal Justice Agency and ; hereinafter referred to -
(User Agency) i
as the Criminal Justice User Agency, a criminal justice agency within
the meaning of "criminal justice agency" as defined by Department of
Justice Rules and Regulations, Code of Federal Regulations, Chapter
1l of Title 28, Part 20, Subpart B, §20.3(c) and (4).

A, Services

The Criminal Justice Agency agrees to furnish the Criminal
Justice User Agency such criminal history record information as is
available in the Criminal Justice Agency files only for such purposes
as established by this agreement.

B. Provisions

The Criminal Justice User Agency agrees to comply with all
Federal and State statutes, executive orders, regulations, and rules/

regulations issued by other duly authorized information regulatory
agencies; and

1. User agencies with VCIN terminal access shall comply with
the Department of Justice Rules and Regulations Code of
Federal Regulations, Chapter I of Title 28, Part 20,
Subpart B and all rules, procedures, and policies formally
adopted by the Superintendent of the Department of State
Police and published in the Virginia Criminal Information
Network Operating Manual.

2. User agencies requesting non-Virginia criminal history record
information by terminal access shall comply with Department
of Justice Rules and Regulations, Code of Federal Regulations,
Chapter I, of Title 28, Part 20, Subpart C; and all rules,
procedures, and policies formally approved by the NCIC advisory

policy board and adopted by the National Crime Information
Center. ‘

C. Dissemination to Other Criminal Justice Agencies

The Criminal Justice User Agency agrees to enter into a Standard
Form Contract for User Agreement Between Criminal Justice Agencies Wlth
any criminal justice agency prior to redissemination of the criminal .
history record information, or any part thereof,'obtalned from the L
disseminating agency of this present agreement.:




!{ D. Disdemination to Non-Criminal Justice Individual& or Agencies

The Criminal Justice User Agency agrees to disseminate criminal
history record information to a non-criminal justice user only as
authorized by Department of Justice Rules and Regulations, Code of
Federal Regulations, Chapter I of Title 28, Part 20, Subpart B,
§20.21(b) (Z)I (3)l (4)r (5)1 (6) and (C) (l)r (2) and (3)-

Prior to the dissemination of criminal history record information
to a non-criminal justice agency, the Criminal Justice User Agency
agrees to enter into a specific agreement with such non-criminal
justice individuals or agencies as authorized above.

(a) Such agreement shall specifically authorize access to data,
limit the use of data to purposes for which given pursuant
to Subpart B, §20.21(b)(2), (3), (4), (5), (6) and (c) (1),
(2) and (3), prohibit further dissemination, insure the

" »security and confidentiality of the data consistent with

the regulations, and provide that the ncn-criminal justice
individual or agency shall be subject to the sanctions of
Subpart B, §20.25 and Subpart C, §20.38 as applicable.

(b) Agreements providing criminal history record information
for research and evaluative or statistical activities shall
also insure the confidentiality and security of the data
consistent with Section 524 (a) of the Omnibus Crime Control
and Safe Streets Act of 1968 as amended by the Crime Control
Act of 1973 and any regulations implementing Section 524 (a).

E. Violation of Agreement

1. The Criminal Justice Agency reserves the right to immediately
suspend furnishing any information provided for in this
agreement to the Criminal Justice User Agency when any
applicable law, regulation, rule, policy or procedure as
provided by this agreement is violated or appears to be
violated.

2. The Criminal Justice User Agency shall be subject to such
penalties as provided by Department of Justice Rules and
Regulations, Code of Federal Regulations, Chapter I of
Title 28, Part 20, Subpart B, §20.25, and Subpart C, §20.38
and applicable state and federal laws for knowingly violating
such statutes and regulations. ’ - '

3. The furnishing of information may be reinstated upon receipt

of satisfactory assurances that such violation did not occur
or was:-corrected.

NAME OF DEPARTMENT OR AGENCY CITY ZIP CODE

STREET ADDRESS OR P.0O. BOX TELEPHONE NUMBER



APPLICATION MUST BE SIGNED BY SHERIFF,

CHIEF OF POLICE, OR AGENCY

HEAD OF OTHER CRIMINAL JUSTICE AGENCIES.

(Form must be submitted in duplicate.

SIGNATURE OF AGENCY HEAD OF
CRIMINAL JUSTICE USER AGENCY

TITLE

If approved, one copy containing

the approval will be returned to the applicant and one copy will be

retained by the disseminating agency.)

* % % %

APPROVED

Signature of Agency Head of
disseminating criminal justice
agency







Appendix H : A °

¢0ST-IMPACT

A. INTRODUCTION

The net costs of legislation to implement the Department of = -
Justice Regulations throughout the Commonwealth are derived from:
two main categories, personnel and equipment (equipment includesﬁ'
physical facilities and supplies for operational requlrements)
According to the specific situation at each agency, it may be ™ = .
possible to accommodate the increased workload by shifting personnel
within the agency. Many local agen01es presently comply with most -
provisions of this legislation and it is quite llkely that many = o oo
other agencies can assume these duties with no increase in personnel-*
and only a minimal increase in equipment, such as forms and other ;*
office supplles. Other agencies will, however, require substantlal,fgg
increases in equipment and the addltlon of new personnel. (See = .
estimates and figures below.) From the analy51s of data submltted SR
by agencies serving various size populations it appears likely , '
that agencies serving large populations will require additional
personnel; agencies serving rural areas, small towns, and small _
cities would, in most cases, be able to meet the increased workload
with present personnel and equipment.

B. COST-IMPACT SURVEY

In order to estimate the cost impact of this legislation a

sample of criminal justice agencies was sent questionnaires to indicate

the cost for each procedural requirement. The sample was composed
of state and local agencies which had received LEAA funding for the
collection, storage, use, or dissemination of criminal history record
information subsequent to July 1, 1973.

Of the thirty-five questionnaires distributed to the agencies
almost half (16 of 35) were completed and returned in time to use
with this analysis. Those agencies in the larger metropolitan areas
had the hlghest percent of return while the agencies in the smallex
cities, towns, and rural counties were low in percent of responses.
All State agencies affected: the State Police, the Virginia Supreme
Court, and the Department of Corrections submitted data.

By using the FBI Uniform Crime Report populatlon categorles as
a guide to segregate the agencies into groupings according to ‘size
of populatlon served the follow1ng breakdown was developed'

Locality Populat;on Categorles

A. Town/Cities Less than 25,000
B. Cities: 25-100,000
C. Cities: More than 100,000

D. Suburban Counties

E. Rural Counties




1974 Tayloe Murphy Institute Populatlion Estimates and the Report
of the Secretary of the Commonwealth - Virginia 1973-74.

1. Net Personnel Costs will be the result of additional salaries
for new personnel and/or increases in existing salary levels to make
them commensurate with added duties and responsibilities. Such costs
~'will involve salaries of professionals, clericals, consultants, contract
labor, and other temporary or part-time personnel needs. This cost .
will include the fringe benefits and other personnel costs in addition
to the base figure. There will also be a cost involved in the training
or retraining of the personnel necessary to implement this legislation
at the agency level. ‘

The population figures for this' analysis were taken from the E l s

‘*:’AE'\A:. ;
SRS

 Personnel costs appear to vary with the size of the population I%
served by the agency; the larger populated agencies cited a need to 2
add personnel for several specific items. However, this cost is subject
to inflation according to the agency estimate of information activity i TABLE 1 )
increase. For most ageéncies such an increase will be minimal. Few k oo ’
agencies should require additional personnel. - - ESTIMATE OF AVERAGE COSTS FOR LOCALITIES | |
| 2. Net Equipment Costs include the various physical items (such l% First Year & Start-up Costs , RERUN ; (Annua}v¢ost$  -f e
as logs, forms, line printers, etc.) needed to implement this legislation * | . : L Y : ‘ ’ T s O e
and tg éaﬁisfy,the réguirémenés of %he Féderal regulations. Equgpment . i Population of Locality ‘Personnel Equipment Total - .. Personnel Equipment,  Tofal. .. .
needs’, however d ini .o i ; - . : . , L L SO e e T
stateéentzezhaé :ﬁgﬁla ﬁzrgénégiipmeiivig:i fgﬁﬁglfﬁ zzxgaigggitggd l§ ! A. Towns/Cities less than: minimal minimal minimal ’,mlnlmal  @1n;maLf vm;nlmal»t i
other agencies of similar situation, the equipment needs are considered 25,000‘v ' . L St o :5:,f:f*fy;‘v'ny
to be overs?ated (they may be lggltl@ate but not necessarily caused 3 B. Cities: 25_100;000 $8-10,000 $3-5,000 $11-15,000| $8-10,000 31*3r000L*;“$9f13k0005f“i”
by the requirements of this legislation). I Lo ' ~ S T R

. . C. Cities: More than . $10-20,000 $3-5,000 $13-25,000| $10-20,000- ~ $1-3,000 = $11-23,000 -

For some agencies it may be necessary to add new software, storage : 100,000 =~ . o S ' ' S e DR T T T
devicgs, or communications and access equipment in order to meet the ; SR P S , . ' B
security and dissemipation requirements. Office supplies, desks and ‘ D. Suburban Counties - refer to city of similar refer to city of similar
other items, and ancillary materials are also legitimate expenses but : C o e B population size ‘population size e
may have been needed independent of this legislation. Several agencies b R T - : : ' , o R L T T i
failed to note any costs for equipment - yet the maintenance of records E. Rural Counties. mirimal ‘minimal minimal minimal = - minimal. . minimal .

Will be costs for any agency. This cost will be minimal for agencies
in less.popglated areas. The agencies of more populated areas and
State agencies will have a substantially greater cost for these items.

s}
. I “1\ " ' ‘ N . ‘, . . B :
“ Based on these survey estimates and population figures from the Tayloe Murphey Instltute‘and:the@;

Report of the Seéretary‘of the Commonwealth - Vifqiniaf 1973-74, the First Year and Stért‘ﬁP'CostS‘_ 7
jurisdictions. The State will, however, assume the cost of an Audit in all political subdivisions of the Commonwealth are estimated to be $519’Q@Q:F9 $795,000.. The bl o
team and staff as required, in addition to funding the increased costs ' ' ' to | i.
to State agencies. (Tables 1 and 2)

|
}
by this legislation will be assumed by the local governments and ! ;

Annual Costs to all political subdivisions of the Commonwealth are estimated to be $429,000 to.

4. Subsequent Costs. It should be emphasized that the major
cost will be personnel. The on-going personnel cost will increase
even Where.agency activity volume remains constant. For those
agencies with increasing activity the cost of personnel will also
increase either in number of personnel or in use of time.

3. Cost Impact. The vast majority of costs directly produced ' I»

o o b
e s et
2R



,2‘

i

& will recelve and store.

First Year & Start-up Costs ‘égpual Costs o "‘* o 7?
Personnel Equipment - Total ’ Personnel Equipment fotal :]d,
- lpepartment of State Police § 60,000 $ 27,300 s 87,300 | $ .60,000 -— 3 60,000
Virginia Judicial Branch 227,200 , 800 228,000 225,000 1,000 ' ‘225,000f‘
Department of Corrections 76,960 32,571 109,531 89,528 15,000 104;5231;ff

3

TABLE 2

ESTIMATE OF STATE AGENCY COSTS

Totals | $ 364,160 $ 60,671 $ 424,831 | $ 374,528 $ 16,000 . § 390,528 .

lphese estimates appear to be reasonable with regard to the increased duties and requlrements placed

on this agency. The State Police will operate the central rep051tory (CCRE) and expect an increase
in -the volume of requests for a complete record as well as an 1ncrease 1n ‘the amount of data they

These estimates are for providing dispositions of class 3 and-4 misdemeahorstto’the arresting
law-enforcement agency and need to be further substantiated with work load datas Compared to: .

-other agencies with similar work load requirements, these figures are s1gn1f1cantly hlgher and :

should be re-evaluated.
3

These estimates need to be further substantlated with work load data.v The personnel needa c1ted_'
. are, without doubt, legitimate; it is not clear, however, that such needs are created by thls
legislation.




L
ks

oy
23









