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CALVIN L, RAMPTON 
Governor THE STATE OF UTAH 

DEPARTMENT OF PUBLIC SAFETY 

317 STATE Of-FleE BUILDING 

SALT LAKE CITY. UTAH 84114 

January 2, 1976 

Mr. Richard W. Velde, Administrator 
Law Enforcement Assistance Administration 
U. S. Department of Justice 
633 Indiana Ave. 
Washington, D. C. 20530 

Dear Mr. Velde: 

RAYMOND A JACKSON 
CommtsstOnet" 

The State of Utah is pleased to present its Crirrtinal History Privacy 
and Security Plan. This letter and its attachments fulfill the require­
ments of the May 20, 1975 Regulations issued by LEAA requiring the 
development of this Plan. 

The State of Utah is especially supportive of the concepts of privacy 
and security and our State has taken several steps toward full com­
pliance with the Regulations. As of the date of this letter, many of 
the features of our Plan are operational; and we have embarked upon 
an aggressive program to attempt to achieve full compliance with the 
Regulations on, or before, December 31, 1977. Furthermore, the 
State of Utah has implemented the procedures outlined in our Plan to 
the maximum extent feasible. 

Because Utah recognizes the importance of protecting an individual's 
rights of privacy and security, we intend to implement the procedures 
contained in our Plan throughout the State in agencies not dire ct~y 
affected by the Regulations, as well as those agencies who must comply 
with the Regulations. This will not be a simple task. It will require 
a long-range effort to gajn widespread support for the Plan and to 
demonstrate to these unaffected local agencies that they will benefit 
directly from implementation of the guidelines to be developed. 

The State of Utah is confident that our Plan will meet the needs of 
privacy and security of criminal history record information, and we 
are hopeful that our Plan will m.eet with early LEAA approval. 

Please feel free to contact me regarding any questions needing clari­
fication. 

Sinc~y. 
,~ ~ I 

~l~:, vm a"/ {;hdL .' ,,', / 
~ond A. Jackson 

C ommi s s ione.l' 
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PREFACE 

In recognition of the impact the Criminal History Privacy and Security Plan would have upon the 
criminal justice system throughout the State of Utah, the Criminal History Privacy and Security Committee 
appointed a selected Task Force of representatives from all sectors of the criminal justice community to 
participate in the actual preparation of the Plan. This Criminal History Privacy and Security Task Force, 
working with the Council on Criminal Justice Administration, actively participated in writing the Plan. 
Mr. Corydon D. Hurtado, a systems planning consultant and President of Cyberserv International Co. also 
contributed to the development and preparation of the Plan. 

Utah's Criminal History Privacy and Security Plan is an important step forward in fulfilling State and 
Federal goals of providing for the security and confidentiality of criminal history r·ecord information. 
Recognition should be afforded to all those who have contributed to the development of this significant 
document. 

CRIMINAL HISTORY PRIVACY AND SECURllY 
COMMITTEE MEMBERS 

Robert B. Andersen, Chairman 
Utah Council on Criminal Justice Administration 

Raymond A. Jackson, Commissioner 
Utah State Department of Public Safety 

David S. Young, Director 
State Wide Association of Prosecutors 

Wayne D. Shepherd, President 
Utah Chiefs of Police Association 

Dr. H. Roy Curtin, Acting Director 
State Information System Center 

Leo L. Memmott, State Legislative Budget Analyst 
Office of Legislative Research 

Arthur G. Christean, Deputy State Court Admin. 
Office of Court Administrator 

Sheriff Floyd Witt, President 
Utah Sheriff's Association 

Ernest Wright, Director 
Division of Corrections 

Ivard Rogers, Director 
Utah Bureciu of Identification 

Robert Hansen, Deputy Attorney General 
.Utah Attorney General's Office 

John McNamara, Administrator 
Utah Juvenile Court 

Commissioner Harold Smifh, Representative 
Governor's Advisory Council on Community Affairs 

Leon Sorenson, Director 
Office of Legislative Research 

Ned Wilson 
Office of lieutenant Governor 

CRIMIJ';."l HISTORY PRIVACY AND SECURllY 
iASK FORCE MEMBERS 

Jim Mills, Data Processing Coordinator 
Utah State Department of Public Safety 

Earl F. Darius, Assistant Attorney General 
Utah Attorney General's Office 

Fred Schwendiman, Administrative Assistant 
Department of Public Safety 

Mike Phillips, Deputy Administrator 
Utah Juvenile Court 

Dr. H. Roy Curtin, Acting Director 
State Information System Center 

Kent Nielsen, Systems Analyst 
State Information System Center 

Wayne D. Shepherd, President 
Utah Chiefs of Police Association 

Art Christean, Deputy State Court Administrator 
Office of Court Administrafor 

Richard Strong, Analyst 
Office of Legislative Research 

Gene A. Roberts, Manager 
Utah Council on Criminal Justice Administration 

Richard Hor!ocher, Criminal Identification Specialist 
Utah Bureau of Ide(ltification 

Robert White, Criminal Identification Specialist 
Utah Bureau of Identification 

Arthur J. Hudachko, Information Systems Program 
Coordinator 
Utah Council on Criminal Justice Administration 





I. OBJECTIVES OF THE PLAN 

On May 29, 1975 LEAA issued Regulations requiring t.he 

development of a Criminal History Record Information Plan, set-

ting forth operational procedures to provide for the privacy 

and security of such records. It is the intent of the State of 

Utah to fulfill the requirements of LEAA' s Reg.ulations through 

the development and implementation of this Criminal History 

Record Infcrrmation Privacy and Security Plan (Plan). A copy 

of the Regulations is contained in Appendix A. 

The authority for these Regulations is derived from 

Section 524(b) of the Omnibus Crime Control and Safe Streets 

Act (P.L. 93-83) which provides: 

"(b) All criminal history information collected, 
stored, or disseminated through support under this 
title shall contain, to the maximum extent feasible, 
disposition as well as arrest data where arrest data 
is included therein. The collection, storage, and 
dissemination of such information shall take place 
under procedures reasonably designed to insure that 
all such information is kept current therein; the 
Administration shall assure that the security and 
privacy of all information is adequately provided for 
and that information shall only be used for law en­
forcement and criminal justice and other lawful pur­
poses. In addition, an individual who believes that 
criminal history information concerning him contained 
in an automated system is inaccurate, incomplete, or 
maintained in violation of this title, shall, upon 
satisfactory verification of his identity, be entitled 
to review such information and to obtain a copy of' it 
for the purpose of challenge or correction." 

To implement these Regulations, the Governor has instructed 

the Commissioner of the Department of Public Safety to proceed 

• with th.e development and implementation of a plan which sets 
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forth operational procedures on: (a) completeness and accuracy, 

(b) limits on dissemination, (c) audits and quality control, (d) 

security and confidentiality and (e) individual right of access 

and review. The balance of this section describes the objectives 

in each major operational procedure area. 

A. Completeness and Accuracy 

The objective of the Plan's completeness and accuracy pro­
cedures is to ensure that criminal history record informa­
tion is complete and accurate. "Complete" means, in general, 
that arrest records should indicate all subsequent disposi­
tions as the case moves through the various segments of the 
criminal justice system. "Accurate" means containing no 
erroneous information of a material nature. 

To fulfill this objective, the State of Utah will continue 
to operate its Central Repository, the Utah Bureau of Identi­
fication (UBI), and to refine the overall UBI capabilities 
and organizational framework. The Plan outlines procedures 
which provide for prompt reporting of disposition data to 
UBI and establishes a mechanism whereby criminal justice 
agencies can query the Central Repository prior to dissemina­
tion of any criminal history record information to assure 
that the most current disposition data is being utilized. 
Formal user agreements will be executed between the Central 
Repository and its users and between other criminal justice 
agencies and their third party users. Operational procedures 
are established within the Plan to minimize the possibility 
of a criminal justice agency's recording and storing inaccurate 
information and implementation of a system for notification 
of prior recipients upon discovering erroneous criminal 
history information. 

B. Mimits on Dissemination 

The objective of the Plan's procedures for limiting dissemi­
nation of criminal history record information is to be re­
sponsive to the requirements of Section 524(b) of the Safe 
Streets Act requiring that dissemination and use of criminal 
history information be limited to "criminal 'justice and other 
lawful purposes." 

The Plan sets forth procedures currently operational or planned 
to become operational relating to dissemination for criminal 
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justice purposes such as licensing, employment checks, 
security clearances and research. The Plan sets restric­
tions and limitations on juvenile record dissemination 
and secondary dissemination by non-criminal justice 
agencies. Procedures are indicated relative to validating 
an agency's right to access information and expiration of 
information availability. The Plan includes Criminal 
History Record Information User Agreements for all State 
and local criminal justice agencies subject to the Regula­
tions and a "notice" to agencies not directly subject to 
the Regulations. indicating the imposition of sanctions for 
information misuse and specifying restrictions on dissemina­
tion and internal agency use . 

Audits and Quality Control 

Audits and quality control procedures are necessary to 
determine the extent that criminal justice agencies are 
complying with the Plan's components. The objective for 
the audit and quality control procedures is to monitor 
for compliance. 

The Plan indicates two different forms of aUditing. 
Systematic audits will be utilized as a quality control 
mechanism and will provide a means of guaranteeing the com­
pleteness and accuracy of criminal history record information. 
Annual compliance reviews (audits) will provide an examina­
tion of a representative sample of State and local criminal 
justice agencies chosen on a random basis to verify adherence 
to the Plan's provisions and will specifically identify docu­
ments and data elements to be maintained to support this 
process. 

The Plan describes in detail both types of audits and 
identifies procedures and the organizational approach to be 
used in fulfilling this objective. 

Security and Confidentiality 

The objective of these procedures is to provide adequate 
safeguards over the security and privacy (confidentiality) 
of criminal history record information. The Pla.n sets forth 
procedures relative to: effective hardware and software de-::­
sign to prevent unauthorized access; management control 
capabilities; personnel requirements; and physical security. 

For purposes of understanding the concept of privacy and 
security as used in this Plan, it is necessary to define 
security and confidentiality. 



. Security refers to the physical protection of data, 
information, records, equipment, and facilities 
from accidental or intentional (but unauthorized) 
modification, destruction or disclosure. 

Confidentiality (privacy) is a concept which applies 
to data. It is the status accorded to data which 
requires controls over dissemination which are 
strictly a function of the integrity of the people 
with access to criminal history record information 
and the controls exercised to prevent unauthorized 
disclosure and use of the information. 

Another way to view the concept of a privacy and security 
plan is to think of confidentiality as the ultimate objec­
tive of such a plan. Security is then viewed as the 
measures of protection which are implemented at specified 
levels to achieve a pre-determined degree of confidentiality. 

E. Individual Right of Access and Review 

Section 524(b) of the Safe Streets Act guarantees the right 
of an individual to review information maintained about them 

--

and to permit the individual to challenge and correct such ~ 
information if they deem it to be inaccurate and incomplete. ~ 
The objective of these procedures is to allow an individual 
to execute this right of law. 

The Plan sets forth procedures' for verification of identity, 
access and review, challenge, administrative review and 
record correction, appeals and notification to prior reci­
pients of corrected information. These procedures, to 
become completely operational Statewide by March 16, 1975, 
will achieve this objective. 

F. Certifications 

The State Plan includes a certification stating the extent 
to which Plan procedures have been implemented and details 
the steps undertaken to achieve full compliance. The ob­
jective of the annual certification process is to determine 
when the State is in full compliance with the Regulations. 

The certification will consist of the following: 

. Applicable criminal justice and non-criminal justice 
agencies. 

. Checklist of operational procedures and compliance 
comment for the State Central Repository . 

. 4 
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• Checklist of operational procedures and compliance 
comment for other criminal justice agencies covered 
by the Regulations. 

• Legislation/Executive orders issued or pending related 
to Plan compliance. 

• Legislation/Executive orders authorizing dissemination 
of criminal history data to non-criminal justice 
agencies. 

· Narrative discussion of progress toward problem 
resolution to achieve complete and accurate criminal 
history information. 

The certification provides that all procedures in the State 
Plan will be fully operational and implemented by December 31, 
1977. Certification will be submitted in December of each 
year to LEAA until such complete compliance is achieved. 
The yearly certifications will update the information pro­
vided under Section 20:21 of the Regulations. 

G. Standards and Goals 

The State has adopted formal criminal justice system 
standards and goals. LEAA established recommended guide­
lines for criminal justice systems standards and goals to 
be implemented nationwide. In developing its standards and 
goals, Utah followed these recommended. guidelines and 
modified them' as required to fit the State's needs. 

The Regulq(tions do not address the subject of these 
nationally coordinated and developed standards. However, 
the State believes that portions of this State's standards . 
and goals dealing with privacy and security should be integrated 
with the Plan's implementation. The objective of this segment 
of the Plan is to fulfill this implementation need. 
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II. APPROACH TO ACHIEVING THE OBJECTIVES 

This section p~esents the current and proposed operating 

procedures the State of Utah intends to employ in order to meet 

the objectives and requirements of the May 20, 1975 LEAA Regula-

tions. Procedures which are presently operational are describeq. 

All proposed procedures take into consideration the extent to which 

currently operational procedures can become a part of the proposed 

procedures. 

A. Procedures to Achieve Completeness and Accuracy 

Section 20:21(a) of the Regulations requires the imple­
mentation of procedures to ensure that criminal history 
record information is complete and accurate. The Regula­
tions suggest the best method would be to establish a central 
State repository for all criminal history record informa- ~ 
tion. The Regulations also require the establishment. of • 
a disposition reporting system and record query procedures. 

1. State Central Repository 

LEAA Regulations Requirements: The Regulations do 
not strictly mandate the establishment of a State 
central repository. This approach is suggested as 
the most effective, efficient and economical way to 
satisfy the overall need for completeness and accuracy 
of criminal history record information. 

Present Procedures: The State of Utah has a State 
Central Repository of criminal history records to serve 
all criminal justice agencies. Its organization and 
functions are outlined in the Utah Code Annotated 1953, 
Title 77, Chapter 59 (see Appendix B). The Utah Bureau 
of Identification (UBI) is part of the Department of 
Public Safety, and UBI serves as the State Central 
Repository. UBI began its initial operations April 1, 
1927 by an act of the State Legislature. 

To enable UBI to maintain files of criminal history re­
cords for the State, the Statute provides the following: 

e .. 

All police and sheriff departments in the 
State shall transmit to UBI and the FBI, finger- e. 
prints and related data about all persons 
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arrested on criminal charges. Penal 
institutions are also required to transmit 
fingerprints and related data concerning 
all commitments and also to furnish release 
information. 

Criminal justice agencies are given the 
authority and duty to take, or cause to be 
taken, fingerprints, photographs and other 
descriptive data of offenders coming under 
their jurisdiction. 

All court clerks or judges are required to 
forward dispositions of criminal cases to 
UBI. 

The Statute further provides that information pertain­
ing to the identification and history of an individual 
on file shall be released, upon application, to criminal 
justice agencies and other bureaus similar in nature 
in any state in the United States or in any juris­
diction thereof, or in any foreign country. The Statute 
also provides that only UBI employees and persons speci­
fically authorized by the Commissioner of Public Safety 
shall have access to the files or records of UBI and 
that no file or record shall be disclosed by any employee 
except to authorized agencies. Any person who willfully 
gives false information or withholds information in any 
report or who shall remove, destroy, alter or mutilate 
any file or record of UBI shall be guilty of a mis­
demeanor. 

UBI is currently staffed with 20 employees funded by 
State appropriations and with 5 employees funded with 
LEAA funds. Work is divided into the following sec­
tions: Fingerprint, Records and Coding, Communication, 
and Criminal .Intelligence. The Communication Section 
operates 24 hours-a-day, 7 days-a-week and serves as 
the State control terminal for law enforcement agencies 
using the National Crime Information Center and relay 
center for the Utah Law Enforcement Teletype Network 
and the National Law Enforcement TelecoIDmunications 
System. 

UBI has a manual file of approximately 250,000 criminal 
records of persons who have been arrested throughout 
Utah dating back to the 1920's. Since November 1972 
all arrest records received. from contributors have been 
computerized. Over 45,000 summary records are on-line 



for terminal access. Currently, 13 criminal justice 
agencies have terminal access to these records; 
most serve as area dispatch centers. Agencies having 
no terminal access contact their area dispatch 
center which makes the inquiry for them. 

Proposed Prccedures: Because the State currently 
has a fully operational central repository for 
criminal history record information, no new procedures 
or legislative action are required. 

2. Disposition Reporting 

LEAP. Regulations Requirements: The. Regulations 
require the establishment of a disposition report­
ing system and require such a system to maintain 
complete dispositions by every component of the 
criminal justice system (police, prosecutors, courts 
and corrections). The Regulations also require that 
dispositions occurring within the State must be re­
ported within 90 days after the disposition has 
occurred. LEAA has interpreted the Regulations' re­
quirements for a disposition reporting system to 
include provisions for monitoring delinquent disposi­
tions. 

Present Procedures: The State currently has a 
disposition reporting system under development, but 
no procedures have been implemented. However, 
several agencies are presently reporting dispositions 
to the State Central Repository. 

Proposed Procedures: The need for comprehensive 
disposition reporting in the State of Utah has long 
been recognized as essential. Improvement is needed 
in collecting and reporting disposition data. Presently 
about 30 percent of all dispositions are reported 
to the State Central Repository. Many problems exist 
in the present reporting methods of agencies currently 
reporting dispositions to the Central Repository and 
there are some agencies not yet attempting to report 
dispositions. 

One of the major problems existing today is that 
disposition data reported by each agency on the same 
individual is difficult to tie back to that individual. 
Charges and even names are changea as a defendant is 
processed. through the criminal justice system, making 
utilization by the State Bureau of Iaentification 
impossible. 
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The proposed disposition reporting system will 
give the needed improvement. The vehicle to be 
used for reporting dispositions is the Utah Arrest 
and Court Disposition Report (UACDR). This form 
(see Appendix C) is initiated by the appropriate 
agency when the individual defendant enters the 
Utah Criminal Justice System. As the individual 
progresses through the police, prosecutor, courts 
and correctional agencies, disposition data will 
be initiated and reported to the Central Repository 
via the UACDR form. 

During the past year, a Federally funded effort 
has been underway in the State to establish an 
Offender Based Transaction Statistics System (OBTS). The 
approach to this project has been a two phase effort: 
Phase 1 is disposition reporting; and Phase 2 is 
statistical data reporting. The disposition report­
ing portion of the OBTS system is the disposition 
reporting $ystem outlined herein. However, the 
system outlined is a proposed system and has not 
been implemented anywhere in the State. 

The Disposition Reporting System as proposed has 
several basic objectives which include the capability to: 

· Collect final disposition information from 
police, prosecutor, trial courts, appellate 
courts, correctional institutions and proba­
tion and parole agencies. 

· Comply with 90-day reporting requirements. 

· Establish disposition control and monitor­
ing procedures. 

· Collect information necessary to complete 
arrest data on criminal histories for rap 
sheets and other statistical type data. 

· Provide statistical data to other agencies 
to support at least five general areas: 
planning, budgeting, monitoring, evaluation 
and general research. 

The basic legal authority, which establishes dis­
position reporting requirements for police, sheriff, 
court clerks, judges, justices of peace and correc­
tional agencies to the State Central Repository, is 
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stated in the Utah Code Annotated 1953, Title 77, 
Chapter 59 (77-59-9, 77-59-11, 77-59-12, 77-59-13, 
77-59-14). These Statute sections are presented 
in Appendix B. 

a. Disposition R~porting Within 90 Days 

Disposition reporting is being developed as an 
integral part of the Computerized Criminal 
History (CCH) and Offender Based Transaction 
Statistics (OBTS) system. The basic approach 
to disposition reporting is through the use 
of the pre-numbered three part UACDR form (see 
Appendix C). The form will be generated at the 
time a defendant is booked into a city or county 
jail. 

The UACDR form is designed to follow the defendant 
through the criminal justice system from point of 
arrest to final court disposition. Each agency 
is responsible for reporting dispositions to UBI's 
Central Repository as soon as possible, or at least 
within 30 days of disposition. The form is designed 
to permit handwritten completion in order to aid re­
porting clerks to expedite disposition reporting. 

Each UACDR form and all sections of the form have 
a preprinted Court Disposition Report number (CDR). 
This number serves as a control to tie together 
all actions that affect the identified defendant. 
The CDR number will be used by the computer master 
files as the major control for arrest and charge. 

Dispositions reported to the Central Repository 
will be processed, checked and entered on the 
Computerized Criminal History master file via key 
tape data entry devices. The ability to receive 
computerized disposition reporting is another 
essential built-in phase of the disposition report­
ing system. Salt Lake City, Salt Lake County, 
Weber County and Utah County are presently in plan­
ning and development phases of automated disposition 
reporting systems. 

Computer validation and conditional checks will be 
made on all disposition input. Errors will be 
flagged and displayed as they are found. Conditional 
checking will assure completeness, accuracy and con­
sistency of input. Audit trails will be provided 

10. 
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to account for all transactions processed. 

Field representatives from UBI will be avail­
able for training and personal contact with 
reporting agencies on a scheduled basis. Field 
representatives are key factors in the success 
of this reporting system. The primary duties 
of field representatives will be to: 

Train reporting agency personnel in 
the use of UACDR forms. 

Aid agencies in the solution of problem 
areas .. 

· Audit reporting procedures and ensure 
accuracy. 

· Follow-up on delinquent dispositions. 

· Maintain control of reporting input. 

· Provide assurance that dispositions 
are being reported within the State's 
3~-day rule and LEAA's 90-day rule. 

Standard procedures will be implemented through­
out the Utah Criminal Justice System to ensure 
that dispositions are reported on a timely and 
accurate basis. These procedures are: 

• Police: The booking agency initiates the 
UACDR reporting process by completing the 
identification section and fingerprinting 
the defendant on the first page·or finger-
print card portion of the form. The identifica­
tion section is carboned through to the re­
maining copies of the form, which provides 
positive identification data to other users 
of the form. 

The pre-numbered completed fingerprint card 
will be forwarded to the Central Repository 
by the booking agency. This will establish 
each defendant on the Central Repository's 
Computerized Criminal History master file 
along with initiating~ disposition control 
and delinquent dispos,ition monitoring for(each 
arrest and charge filed against a defendant. 

(~, C) 
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The contributing law enforcement agency 
will forward the remaining copies of 
the UACDR form to the court before the 
defendant is to appear to answer for the 
specified charges. 

· Prosecutor, Trial Courts, Appellate Courts: 
The next agency involved in the reporting 
process is either a justice of the peace 
or city clerk's office. The type of charge(s) 
and jurisdictional area are the determining 
factors. City clerks are responsible for 
completing the arraignment and preliminary 
hearing portion of the UACDR form. The com­
pleted sections will -then be forwarded to the 
Central Repository for processing. 

If the charge is a felony or an appeal, the 
UACDR form is forwarded to the county clerk 
for district court cases. County clerks will 
also be responsible for completing disposition 
information on cases where a conviction is ap­
pealed to the Supreme Court. 

· Corrections, Probation/Parole: At the time 
of sentencing, an official representative of 
the Division of Corrections will be present 
in court. The CDR number will be picked up 
at that time for inclusion in the system. 
Present disposition forms used by the Division 
of Corrections and Adult Probation and Parole 
will be utilized for reporting of disposition 
information to the Cen~ral Repository. 

b. Promptness of Reporting and Delinquent Disposition 
Monitoring 

The disposition reporting system will contain a 
delinquent disposition monitor program as an integral 
part of the system. The delinquent disposition 
monitor program will be created to flag all records 
where a predetermined time period has elapsed since 
the last reported disposition. 

II 
" 

The delinquent disposition monitor will perform 
three basic monitoring functions: 

• UBI field representatives will be notified 
via a computer listing of all potentially 
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delinquent dispositions not yet reported 
to the Central Repository. The listing 
will be used to maintain control of the 
system and for input follow-up. 

· A criminal disposition inquiry notice will 
automatic~lly be generated and sent to 
agencies holding delinquent dispositions. 

· An unreported disposition monitor will 
analyze each criminal history record con­
tained on the Central Repository's master 
file. If charges do not contain disposi­
tion information, a flag will indicate the 
lack of dispositions to anyone trying to 
access the records. 

Reports will be generated for use by UBI field 
representatives to control, monitor, audit and 
maintain the system" Statistical reports will 
also be generated to produce statistical informa­
tion on: 

How criminal justice operates in processing 
defendants and how agencies and functions 
relate to one another. 

• How much time it takes for the criminal 
justice sy~tem to process individuals. 

· Who the clients of the criminal justice 
system are. 

Under the one-year rule relating to disposition 
monitoring, criminal history record information 
concerning the arrest of an individual may not be 
disseminated to a non-criminal justice agency or 
individual if an interval of one year has elapsed 
from the date of arrest and no disposition of the 
charge has been recorded, and no active prosecu-
tion of the charge is pending. This one-year rule 
does not apply in the following exceptional instances: 

• Individuals and agencies pursuant to a specific 
agreement with a criminaI' justice agency to 
provide criminal justice administration ser­
vices (where the agreement sets forth certain 
use conditions and sanctions for usage violations) • 
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Individuals and agencies purusant to a 
specific agreement with a criminal justice 
agency for research, evaluative or statis­
tical activities (where the agreement sets 
forth certain conditions and sanctions for 
usage violations). 

State or Federal government agencies 
authorized by statute or executive order 
to conduct security clearance eligibility. 

Individuals and agencies authorized by 
court order or court r~le. 

Terminal output flags will be employed and coded 
on the Central Repository;s master file records to 
ensure that computer terminal operators throughout 
the State will not mistakenly release inaccurate 
information to unauthori~~ed sources. Each criminal 
history record not having a disposition within one 
year of arrest will be flagged to alert the operator 
that certain segments of the criminal history record 
are subject to restricted dissemination. 

The Regulations do not restrict the dissemination 
of criminal history information with potentially 
delinquent dispositions to criminal justice agencies. 
However, procedures will be implemented as part of 
the delinquent disposition monitor to alert these 
agencies of this potential inaccuracy. 

c. Disposition Reporting of Arrests Occurring After 
June 19, 1975 

On June 19, 1975 a Statewide disposition report-
ing system was not operational. This system is 
currently in the final design stage and will be 
operational by October 31, 1976. Until the system 
is operational, UBI staff will contact police, court, 
and correctional agencies where feasible to assist 
them in submitting dispositions in order that criminal 
history records can be updated. 

Although no formal Statewide disposition reporting 
system is operational which provides for disposi­
tion reporting within 90 days after the disposition 
has occurred, UBI will collect dispositions on an 
interim basis. UBI will receive disposition data 
for all individuals who enter or exit the State 
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Prison. Also, some law enforcement agencies 
send UBI a copy of the FBI disposition report 
form. In both of these instances, UBI will 
match fingerprints and will update the appropriate 
Central Repository records~ In addition, where 
individual instances arise of a need-to-know 
basis, UBI will follow up with criminal justice 
agencies to collect these individual dispositions 
for updating the appropriate Central Repository 
record. Through these interim procedures, it is 
estimated that approximately 50% of all dispositions 
will be recorded on the Central Repository's 
records. 

When the new Statewide disposition reporting 
system becomes fully operational, UBI does not 
intend to research all criminal history records 
to update all prior dispositions which were not 
reported. However, in individual instances of 
a need-to-know nature, UBI will follow up with 
criminal justice agencies to collect these dis­
positions for updating the appropriate Central 
Repository record. 

3. Repository Query Before Dissemination 

LEAA Regulations Reguirements: The Regulations re­
quire criminal justice agencies to query the State 
Central Repository before any criminal history record 
information is disseminated. The intent of LEAA is 
to assure that the most recent disposition data is 
being disseminated. In cases where no central 
repository exists (which is not the case for the 
State of Utah), the Regulations allow for certain 
exempt situations when a query before dissemination 
would not be required. 

Present Procedures: No formal procedures, policies 
or statutes exist which compel a criminal justice 
agency to query the UBI State Central Repository. 
However, since Utah has an operational central 
repository and an on-line Statewide communications 
network, most criminal justice agencies use the 
State Central Repository as their primary source 
for obtaining current and accurate criminal history 
record information. 
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Proposed Procedures: The user agreement negotiated with 
each criminal justlce agency will require them to query 
the State Central Repository prior to dissemination of 
criminal history records outside their own depart-
ment in order that they may furnish up-to-date 
disposition data. Queries shall be made to the 
Central Repository except in the following situations: 

· The date of arrest and/or disposition is 
so recent that the Central Repository 
would not have had sufficient time to add 
it to their files. 

· If the disposition cannot be determined 
from the on-line summary file, and the off­
line criminal history file is incapable of 
providing the information in less than 
eight hours, or when it is needed for arraign­
ment or bail setting. 

· Time is of the essence, and the Central Re­
pository is technologically incapable of 
responding within the necessary time period. 

Sample user agreements are presented in Appendix D. 

Maintaining Accuracy of Records 

LEAA Regulations Requirements: The Regulations re­
quire criminal justice agencies to maintain accurate 
criminal history records. While this accuracy re­
quirement is related to the disposition reporting 
function (e.g. the one-year rule, terminal output 
flags, 90-day reporting of dispositions, etc.), it 
mainly relates to the quality of all information 
kept on file. The Regulations suggest that criminal 
justice agencies institute procedures of data col­
lection, entry, storage and system audit to minimize 
the possibility of recording and storing inaccurate 
information. Also, when inaccurate information is 
discovered, all criminal justice agency recipients 
of the inaccurate information shall be notified. 

Present Procedures: Normal input data audit checks 
and computer data validation routines are applied 
to each input and output process for the computerized 
criminal history record information files of the 
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State Central Repository. However, it is dif-
ficult, if not impossible, to determine the extent 
that acceptable data audit checks and validations 
are employed by criminal justice agencies through-
out the State. No formal procedures, policies or 
statutes exist which require the use of some standard 
data audit procedures by local criminal justice agencies. 

Proposed Procedures: All criminal history informa­
tion received by the State Central Repository from 
contributors will continue to be checked for com­
pleteness and accuracy. If any obvious errors are 
noted or any information is lackiilg, the contribut­
ing agency will be contacted with a request to 
provide the correct data. The identification and 
arrest segments from incoming fingerprint cards will 
then be prepared for computer input and will be 
processed through computer data audit routines. 

Data input staff will ensure through verification 
that all data elements necessary to create or up­
date the computerized record are complete and 
accurate. All data elements will be edited by 
the computer data validation routines to ensure 
that all requirements for input are met. All errors 
noted will be corrected and re-entered. 

In criminal justice aqenci~s that do not have an 
automated system, all arrest records will be manually 
checked and verified for completeness and accuracy. 
If any obvious errors are noted or any information 
is lacking, the appropriate individual within the 
agency will be contacted with the request to provide 
the necessary information. 

The accuracy of automated disposition information will be 
ensured by two methods : 

. Visual screening of disposition input wilP 
take place before input data can be entered 
for computer processing. Discrepancies will 
be resolved, and the audited documents will 
then be processed through the system. 

>'.1 

Computer validation and conditional checks 
will be made on all data elements either 
individually or as a part of conditional 
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checking. All elements validated will 
be checked for format, limit and correct­
ness. 

Disposition errors will be flagged and displayed 
as they are found. 

Typical input data audit checks and computer data 
validation routines will require that alpha fields 
contain A-Z or space, numeric fields contain numeric 
characters, date fields contain valid dates and 
coded fields contain valid codes. Conditional checks 
will assure completeness and consistency. 

When it is determined that inaccurate information 
appeared on a criminal history record that has been 
distributed, reference will be made to the dis­
semination log to determine who has received copies 
of the erroneous information. These agencies will 
be notified and furnished a correct copy of the 
record. Upon furnishing a corrected copy, the dis­
semination log will be updated to indicate what cor­
rection information was sent and the date. Upon 
request r an individual \"hose record has been correct­
ed shall be given the name of all non-criminal 
justice agencies to whom the record has been given. 

5. Dissemination from Criminal History Record Systems 
Other than the State C~ntral Repository 

LEAA Regulations Requirements: The Regulations 
apply to any agency which maintains and disseminates 
criminal history records. In these instances such 
an agency is clearly subject to Section 524(b) of 
the Safe Streets Act and consequently, to the 
general requirement in the Regulations dealing 
with completeness and accuracy and disposition 
reporting. 

Present Procedures: Presently, various criminal 
justice agencies maintain and disseminate criminal 
history record information from their own internally­
developed systems. Some agencies have implemented 
disposition reporting systems in an attempt to main­
tain accuracy and completeness of the information. 
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However, this process is often times fragmented 
within the system in that procedures have not been 
developed to provide complete and comprehensive 
dispositional reporting at each interim stage in 
the criminal justice process. Only a small per­
centage of these dispositions are ever reported to 
the State Central Repository, and problems exist 
in present reporting methods of those agencies 
currently reporting. 

Proposed Procedures: The implementation of a State­
wide disposition reporting system. will provide the 
necessary mechanism for local criminal justice agencies 
to maintain complete and accurate criminal history 
record information. Through the Utah Arrest and 
Court Disposition Reporting system, each agency is 
responsible for reporting dispositions to UBI's 
Central Repository no later than 30 days following 
the disposition. Dispositions reported to UBI will 
be processed, checked and entered on the computerized 
criminal history master file via key tape data entry 
devices. Computer validation and conditional checks 
will be made on all disposition input. Errors will ~ 
be flagged and displayed as they are located. Con-
ditional checking will assure completeness, accuracy 
and consistency of input. Terminal output flags will 
be utilized on UBI~s master file records to ensure 
that computer terminal operators throughout the State 
will not release inaccurate or incomplete information. 
Procedures previously identified ~elating to restricted 
dissemination and delinquent disposition monitoring 
will also be in effect. 

Manual file screening procedures consistent with the 
Central Repository will be implemented in criminal 
justice agencies where computerized systems are not 
in use. These procedures will be implemented to 
ensure that restric.ted criminal history information 
maintained on a manual system is not mistakenly re­
leased to unauthorized sources. The persons responsible 
for retrieval and dissemination shall visually screen 
each record to check each arrest that does not have 
a disposition and to 'see if one year has elapR;~d from 

" \\~ < 
the date of arrest and the current date.lf~0ne year 
has elapsed, then that segment of the record shall 
be updated to indicate that it is subject to restricted 
dissemination. The update will consist of an indicator 
such as a check mark ("'). 
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User agreements negotiated with each agency will 
require them to query the State Central Repository 
prior to dissemination of criminal history records 
outside their own department in order that they 
may furnish up-to-date disposition data. Agencj ~ 
disseminating criminal history record information 
will be subject to the sanctions stipulated in the 
user agreement. 

Designation of individuals responsible for obtain-
ing dispositions and those in other agencies responsible 
for reporting dispositions will be identified at the 
time the user agreement(s) is exercised between 
agencies. 

B. Limits on Dissemination and Agencies Authorized 

Sections 20:21 (b), (c) and (d) of the Regulations 
establish limits for dissemination of criminal history 
record information. ~riminal history record information 
may only be disseminated to the following authorized 
agencies: 

Criminal justice agencies (for certain specified 
uses) . 

Other individuals and agencies which require criminal 
history record information to implement a statute or 
executive order referring to criminal conduct. 

· Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency to provide 
criminal justice administration services (where the 
agreement sets forth certain use conditions and 
sanctions for usage violations) . 

• Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency for research, 
evaluative or statistical activities (where the agree­
ment sets forth certain conditions and sanctions for 
usage violations) . 

· State or Federal government agencies authorized by 
statute or executive order to conduct security 
clearance investigations to determine employment 
suitability or security clearance eligibility. 

· Individuals and agencies authorized by court order 
or court rule. 
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LEAA identifies the importance of these limitations in 
fulfilling the mandate of Section 524(b) of the Omnibus 
Crime Control and Safe Streets Act (P.L. 93-83) to ensure 
the privacy of information and to ensure that information 
is used only for law enforcement and criminal justice 
purposes. 

Section 20:2l(d) prohibits dissemination of juvenile 
records to non-criminal justice agencies under most situa­
tions, except where specifically allowed under Section 
20:2l(b) (3,4,6). Section 20:2l(c) prohibits the dis­
semination of criminal history record information about 
an individual's arrest to non-criminal justice agencie~ 
under the one-year rule, except where specifically allowed 
under Section 20:2l(b) (3,4,5,6). 

1. General Policies on use and Dissemination 

LEAA Regulations Reguirements: The Regulations 
establish restrictions on the use and dissemination 
of criminal history record information. This informa­
tion may not be disseminated to a non-criminal justice 
agency or individual if one year has elapsed from the 
date of arrest and no disposition has been reported 
(one-year rule) or no prosecution is pending. Use 
of criminal history information disseminated to non-
criminal justice agencies is limited to specified 
purposes and may not be disseminated further. Con­
firmation of the mere existence or non-existence of 
criminal history records is prohibited except under 
certain sections of the Regulations. 

Present Procedures: Existing State statutes (see 
Appendix B) limit the dissemination of criminal 
history record information by UBI to criminal justice 
agencies and certain other authorized <~3.gencies. Any 
such dissemination must be based upon approval by 
UBI of an application. The statute authorizes access 
to UBI files and records only by UBI employees and 
persons authorized by the Commissioner of Public 
Safety. The present categories of individuals and 
agencies authorized (police, prosecuting attorneys, 
judges, and officers of similar bureaus in other 
states or countries) are not the same as the categories 
prescribed in the Regulations. 

Although the existing statutes meet present require­
ments, they are not fully responsive to the Regulations' 
requirements in that they deal only with dissemination 
by UBI and do not limit dissemination by other criminal 
justice agencies. However, most criminal justice 
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agencies in the State use some informal (and in some 
cases formal) process to restrict and limit dissemina­
tion. 

Proposed Procedures: In the case of individuals and 
agencies acting pursuant to a user agreement with a 
criminal justice agency, the user agreement specifi­
cally identifies privacy and security terms and condi­
tions. The user agreement authorizes access to data, 
limits the use of data to the purposes for which it 
was given, ensures the confidentiality and security 
of the data consistent with Federal regulations, 
limits liability of the State and its criminal history 
record information system, provides for renewal of the 
agreement at the end of each three-year period, pro­
vides for the destruction of disseminated information 
and copies thereof once the information is no longer 
needed for the purposes for which it was disseminated, 
and provides sanctions for violations thereof. 

A user agreement will be executed between every 
criminal justice agency in the State and UBI. This 
process will allow free dissemination of criminal 
history record information among all criminal justice 
agencies without the use of additional agreements. 
Criminal justice agencies disseminating criminal 
history record information to non-criminal justice 
agencies will exercise a seconda~y user agreement (as 
needed). Both of these user agreements will be re­
sponsive to the provisions previously identified. 
A copy of both agreements with their specific provisions 
is presented in Appendix D. 

Several general policies with respect to limits on 
dissemination are incorporated in this Plan. Criminal 
history record information concerning the arrest of 
an individual will only be disseminated to the following 
agencies (as stipulated in the Regulations): 

· Criminal justice agencies (for certain specified 
uses) . 

• Other individuals and agencies which require 
criminal history record information to implement 
a statute or executive order referring to criminal 
conduct. 

· Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency to provide 
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criminal justice administration services (where 
the agreement sets forth certain use conditions 
and sanctions for usage violations) . 

• Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency for 
research, evaluative, or statistical activities 
(where the agreement sets forth certain conditions 
and sanctions for usage violations) . 

State or Federal government agencies authorized 
by statute or executive order to conduct security 
clearance investigations to determine employment 
suitability or security clearance eligibility. 

Individuals and agencies authorized by court order 
or court rule. 

Also, criminal history record information will not 
be disseminated to a non-criminal justice agency or 
individual if an interval of one year has elapsed 
from the date of the arres1;:, and no disposition of 
the charge has been recorded, and no active prosecu­
tion of the charge is pending (except where dissemina­
tion is allowed under Section 20:21(b) (3,4,5,6) of 
the Regulations. 

Procedures will also apply to three operational areas 
which are: juvenile record dissemination; confirmation 
of record existence; and secondary dissemination by 
non-criminal justice agencies. The following paragraphs 
descri~e these procedures: 

• Juven,ile record dissemination_: For internal 
uses of juvenile records, each file checked out 
to authorized persons will be recorded on a 
permanent file disbursement record card main­
tained in the file and removed only when checked 
out. The record card will be placed in an 
alphabetical file during the time the file itself 
is checked out. The alphabe1;:ical listing of 
checked out files will be reviewed periodically 
to locate files chec~ed out for extensive periods. 
Only the central records point of a court office 
may disburse information. to non-court personnel. 

No information shall be provided any person unless 
he is properly identified as eligible. 
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No copies of any portion of the court record 
or probation officer records will be made 
without written permission of the clerk of 
the court except as otherwise provided in the 
procedures. A record of all copies made of 
original documents will be made on the file 
disbursement record card maintained with the 
file. 

External dissemination of juvenile records 
will be restricted to certain agencies and 
individuals who have been properly identified 
as being eligible. No information will be 
provided without a written release from, or on 
behalf of, the juveniles involved (except in 
the circumstances outlined in Appendix E) . 

All court and probation officer records will 
be kept in a secure, restricted area of each 
Juvenile Court office maintaining such records. 
This area will be limited to access by authorized 
staff only as determined by the court clerk. The 
area, including computer terminals, will be locked 
when-authorized staff are not in the restricted 
area. Files checked out to authorized staff are 
their responsibility and must be kept secure and 
away from public view when in use. No original 
court or probation officer records are to leave 
the court area except with a judge holding hearings 
at another location. Authorized copies of court 
or probation officer records must be maintained 
secure by the receiving person or agency and under 
no circumstances are to be re-disseminated without 
written authorization of the court. 

. 
. Confirmation of record existence: No agency or 

individual in any criminal justice agency ln the 
State will be authorized to confirm the existence 
or non-existence of criminal history record in­
formation for employment or licensing checks 
except in the following exceptional instances: 

• Criminal justice agencies (for certain 
specified users) . 

Other individuals and agencies which require 
criminal history record information to im­
plement a statute or executive order refer­
ring to criminal conduct. 
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state or Federal government agencies 
authorized by statute or executive order 
to conduct security clearance investiga­
tions to determine employment suitability 
or security clearance eligibility. 

. Secondary dissemination by non-criminal justice 
agencies: Secondary dissemination of criminal 
history record information provided to non-criminal 
justice agencies will not be authorized. The use of 
criminal history record information disseminated to 
non-criminal justice agencies will be limited by 
the user agreement to the purposes for which it was 
given and shall not be disseminated further. 

2. Sanctions for Individuals and Agencies 

LEAA Regulations Requirements: The Regulations re­
quire that the Plan provide sanctions for violations 
in the use and dissemination of criminal history 
record information. These sanctions may be applied 
through legislation, contractual agreements or other 
appropriate methods. The intent of this requirement 
is to exercise control over all recipients of criminal 
history record information, whether or not they fall 
under the Regulations. 

Present Procedures: Existing State Statutes (see 
Appendix B) provide sanctions for persons who willfully 
give false information, withhold information, or 
mishandle any records maintained by UBI. Such 
sanction is a misdemeanor. However, formal sanctions 
do not exist which are responsive to all elements of 
the Regulations. 

Proposed Procedures: All individuals and agencies 
who are likely to receive disseminated criminal 
history information, even if not directly subject to 
the Regulations, shall be made aware of the Regulations 
prohibiting unauthorized disclosure through the notifica­
tion procedure. In addition to the notification process 
describing sanctions for unauthorized disclosure, sanc­
tions will be stipulated in the user agreement. The 
State will enforce strict compliance with the privacy 
and security requirements of the Regulations by re­
quiring all criminal justice agencies directly subject 
to the Regulations to sign and comply with the terms 
of the user agreement. Upon violation of any rule, 
policy or procedure by authorized individuals or 
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agencies, the disseminating agency will immediately ~ 
suspend furnishing any and all criminal history record 
information. Only upon receipt of satisfactory assurances 
that such violation did not occur or was corrected, will 
the disseminating agency reinstate the furnishing of 
criminal history record information. User agencies and 
individuals will also be subject to a misdemeanor and/or 
a fine for knowingly violating the terms of the user 
ag~eement. It should be noted that the sanctions of mis­
demeanor and/or fine are subject to legislative approval 
through the introduction of appropriate legislation. 

3. Validating Agency Right of Access 

LEAA Regulations Reguirements: No specific reference 
to validation of agency right of access is contained in 
the Regulations. However, Section 20:21(b) of the Regula­
tions does ~stablish limits for dissemination of criminal 
history record information to specific authorized agencies. 
Consequently, before any dissemination is allowed, the 
potential recipient must be authorized under the Regula­
tions to receive the information, and the disseminating 
agency must yalidate this right of access. 

Present 
tional. 
when an 
history 

Procedures: No procedures are currently opera­
However, each criminal justice agency determines 

agency is authorized access to specific cri~inal 
records. 

Proposed Procedures: When an agency requests informa­
tion and claims to be authorized to receive such informa­
tion pursuant to a statute, executive order or court 
order or rule, the disseminating agency will review the 
basis of such authority prior to dissemination. 

The user agreements will also be used as a basis for 
determining right of access. If an individual or agency 
requesting criminal history information is not authorized 
by statute or by a user agreement, access will be denied. 

Present authorized agencies are listed in Appendix F, as 
determined through researching the Utah Code. When the 
agency requesting information is not listed as an author­
ized agency the disseminating agency will refuse to re­
lease information pending receipt of an opinion from the 
Utah State Attorney General's Office after its coordina­
tion with the LEAA Office of General Counsel. 

4. Notices to Agencies not Directly Subject to the Regulations 

LEAA Regulations Requirements: Although the Regulations 
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EXHIBIT II-l SAMPLE NOTICE 

The State of Utah has, with a combined effort of all 
criminal justice agencies throughout the State, prepared a com­
prehensive Privacy and Security Plan. The Plan was written so 
that policies and procedures could. be set forth Statewide to in­
sure that criminal history record information maintained by any 
criminal justice agency is complete and accurate and that only 
authorized agencies or individuals could have access to that data. 
The Plan also meets Federal rules and regulations which have been 
set forth governing the collection and dissemination of criminal 
history information. 

The Plan sets forth in detail the policies on dissemination. 
Criminal history information will only be disseminated to: 

- Criminal justice agencies (for certain specified users) . 

- Other individuals and agencies which require criminal 
history record information to implement a statute or 
executive order referring to criminal\ponduct. 

- State or Federal government agencies authQrized by 
statute or executive order to conduct security clearance 
investigations to determine employment suitability or 
security clearance eligibility. 

Use of criminal history record information disseminated to non­
criminal justice agencies will be limlted to the purposes for which 
it was given and shall not be disseminated further. 

Upon violation of any rule, policy, or procedure se.t forth 
in the Plan by authorized individuals or agencies, the disseminat­
ing agency will immediately suspend furnishing any and all criminal 
history record information. The violating agency or individual will 
also be subject to a misdemeanor and/or a fine. 

User agreements specifically identifying privacy and security 
terms and conditions will be exercised between every criminal justice 
agency in the State and the Utah Bureau of Identification (UBI). 
Criminal justice agencies disseminating criminal history record 
information to non-criminal justice agencies will exercise a 
secondary user agreement (as needed). 

The Plan identifies procedures to provide for an individual's 
right to access and review his or her criminal history record in­
formation to verify the record's accuracy and completeness. 

A certification process is provided within the' Plan statfng 
the extent to which Plan procedures have been implemented and de­
tailing the steps undertaken to achieve full compliance. 
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do not contain a specific reference to a notifica­
tion requirement, LEAA has interpreted Section 20:21 
(c) (2) of the Regulations to require notification to 
agencies not directly covered by the Regulations. 
Each disseminating agency subject to the Regulations 
must give notice of the requirements of the Regula­
tions. 

Present Procedures: No procedures are operational. 

Proposed Procedures: Criminal history record informa­
tion will not be disseminated to agencies not directly 
subject to the regulations unless authorized by State 
statute or executive order. In those instances, a con­
tractual agreement will be made between the disseminat­
ing and receiving agencies stipulating privacy require­
ments of the Regulations and that sanctions will be 
imposed. (See Appendix D for samples of the user agree­
ments.) All criminal justice agencies in the State of 
Utah and applicable non-criminal justice agencies will 
receive a notice from the Department of Public Safety 
covering the overall aspects of the Regulations and of 
the Privacy and Security Plan .. The notice will cover 
topics such as privacy and security, dissemination, right 
of access and review, user agreements and certification. ~ 
Subsequent to original notification, when any requirements ,., 
of the Regulations or the Plan impact the content of the 
original notice, revised notifications will be sent to 
all appropriate agencies. An example of how this notice 
might appear is presented in Exhibit II-I. 

C. Audits and Quality Control 

The Regulations refer to two types of audits. Section 20:21 
(a) (2) refers to systematic audits (e.g. quality controls and 
audit trails) and Section 20:21(3) requires annual audits of 
randomly selected criminal justice agencies to determine the 
degree of compliance with the Regulations. 

1. Systematic Audits 

LEAA Regulations Requirements: Systematic audits 
are required by the Regulations to minimize the pos­
sibility of recording, storing and disseminating in­
accurate criminal history record information. The 
Regulations also require that all agencies who received 
inaccurate information be notified. Implied in this 
requirement is the implementation of a disposition 
reporting system, delinquent disposition monitoring, 
audit trails, accuracy checks, document and record 
inspection and dissemination logs. 
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Present Procedures: Throughout the State, vary-
ing systematic audit procedures are employed by 
local criminal justice agencies. At the State 
level, UBI and the State Information Systems Center 
(the central computer facility) adhere to rigid 
systematic audit procedures for manual and automated 
processes. 

Manual and automated processes are employed by UBI 
and the State Information Systems Center to minimize 
erroneous inputs. Source documents are edited manually 
to make sure all data fields are complete and correct. 
Source documents are then coded on coding forms which 
are randomly edited for accuracy. Coding forms are 
key-taped for computer input and all key-taped records 
are verified. All input key-taped records go through 
normal software editing. Inquiries to the files are 
logged only by terminal and all transactions entered 
on-line are logged. All master tapes are stored in 
the tape library. 

Proposed Procedures: Section II A 2 of this Plan describes 
the procedures to be implemented for disposition report­
ing and delinquent disposition monitoring. This section 
of thE Plan also describes the procedures to be implemented 
to provide accuracy checks, document. and record inspec­
tion and dissemination logs. At the State level, informa-
tion systems are designed and programmed by the State 
Information Systems Center. As part of their standard 
operatinq procedures, the Center employs a multi-
phase design review procedure in which the user agency 
(in this case a criminal justice agency) is required to 
review the design, testing and implementation of each 
information system. 

Through the Design Review Procedure of the State Informa­
tion Systems Center, the criminal justice agency and the 
Center will review all new criminal history information 
systems to determine adequacy of systematic audits. This 
design review will also assure that audit trails are 
sufficient to trace specific data elements back to the 
source document. The design review will also certify 
that audit trails exist to trace all data accesses to the 
agency and location accessing the information. These pro­
visions are to be reviewed in the systems design phase, 
tested at system test and reviewed at post-implementation 
reviews. Prior to December 31, 1976 all existing informa­
tion systems having access to criminal history data will 
undergo a similar design review and projects will be 
scheduled to correct known deficiencies. 
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Local criminal justice agencies will be encouraged 
to employ minimum systematic audits in all criminal 
history record information systems. To aid in this 
effort, UBI, working with local criminal justice 
agencies, will develop and distribute systematic audit 
guidelines. 

2. Annual Audits/Compliance Reviews 

LEAA Regulations Reguirements: Annual audits 
(compliance reviews) are required by the Regulations 
to determine the degree of compliance with ·the 
Regulations. Also required is the maintenance of 
appropriate records to facilitate this annual com­
pliance review process. 

Present Procedures: No procedures are operational. 

Proposed Procedures: The compliance review function 
for all State and local criminal justice agencies 
and non-criminal justice agencies (where appropriate) 
will be performed by a new unit within UBI. Because 
UBI serves as the Central Repository, another organiza­
tion will conduct the compliance review of the Central 
Repository. It has not been determined whether this 
organization will be a State agency or an independent 
organization. 

These procedures set forth the body of guidelines and 
standards that are intended for application to audits 
of all activities and functions which are a part of 
this Plan -- whether they are perforMed by individuals 
employed by state or local governments, independent 

.public accountants or others qualified to perform parts 
of the compliance review work. These standards relate 
to the scope and quality of the compliance review. 

The individuals selected and assigned to perform the 
compliance review will collectively possess adequate 
professional proficiency for the tasks required herein. 
In all matters relating to the compliance review work, 
the individuals and their organization will maintain a 
completely independent and professional attitude. Pro­
fessional care will be used in preparing the related 
compliance reports. Consistent with the professional 
approach, the reviewers will take all precautions neces­
sary to maintain security and confidentiality of criminal 
history record information. 
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The following represents the general elements of 
the audit process to be applied within the com­
pliance review program: 

The reviewer will select and audit a 
representative sample of all criminal justice 
agencies chosen on an unannounced random 
basis. The audited agencies selected 
will be considered to be functional 
(police, courts, corrections, non-profit, 
etc.) elements of the repository(ies) which 
are the subject of the specific audit at the 
time. Both manual and computerized systems 
within the aforementioned agencies will be 
aUdited. 

Emphasis in this compliance review will 
be on the application of statistical sampling 
techniques. In this regard, the auditor 
will consider the specific number, type, 
location and size of agencies and/or 
elements to be audited. 

The State compliance review staff and the 
Central Repository reviewer will be responsi­
ble for preparing an annual audit plan which 
will include the provisions of this Plan as 
a minimum. The audit program will be sub­
mitted by the staff for review and approval 
by the Utah State Commissioner of Public Sa.fety 
not later than the first day of November for 
the succeeding calendar year. 

Written compliance review reports will be 
submitted to the Utah State Commissioner of Public 
Safety for review, approval and resolution/ 
clearance. 

The basic standards and procedures for com­
pliance review (audit) will be as contained 
in pertinent publications of organizations 
such as the Comptroller General of the United 
States, Committee on Auditing Procedures of 
the AICPA, LEAA and the State of Utah. 

The reviewer will inspect and determine the adequacy 
of internal quality controls (systematic audits) and 
will determine if the agency; 
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Develops implementing policies, procedures 
and techniques governing internal control 
practices to insure security and confiden­
tiality. 

Establishes adequate controls, uniform defini­
tions, required data and standard procedures 
to prevent waste and confusion in the collection 
and presentation of data, as well as assure 
accuracy and reliability of data. 

Determines the validity of reported data with 
basic source data. 

Employs procedures to assure that all employees 
who are to handle data are appropriately in­
structed concerning the sensitive nature of 
their duties and the data they handle. 

On a sampling basis and by actual test of documents, 
the reviewer will evaluate detailed records such as: 

Application of dissemination limitations. 

Appiication of the individual's rights of 
access rules. 

Adequacy of source documentation and records. 

Adequacy of dissemination logs. 

Requirements for data to support the compliance review 
functions will be identified as part of the annual 
compliance review program. These data requirements 
will be identified for,all agencies who are subject 
to the requirements for annual certification. 

D. Security and Confidentiality 

Section 20:2l(f) of the Regulations requires that procedures 
be implemented to maintain security (physical protection) 
and confidentiality (controls over dissemination) of criminal 
history record information. These procedures include con­
sideration of areas such as hardware, software, management, 
organization, personnel and physical security. 

1. Hardware and Software 

LEAA Regulations Requirements: The Regulations require 
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effective and technologically advanced software 
and hardware designs where computerized processes 
are employed. The Regulations (in their original 
form) also require that hardware utilized for proces­
sing criminal history record information be dedicated 
to criminal just:ice purposes. However, an amendment 
to the dedication portion of the Regulations (Section 
20:2l(f» is pending. This amendment would eliminate 
the dedicated hardware requirement. 

Present Procedures: The Privacy Act of 1974 imposes 
numerous requirements upon Federal agencies to prevent 
the misuse of data about individuals, respect its 
confidentiality and preserve its integrity. The State 
of Utah, through,passage of SB 233 has .also recognized 
the importance of. proper handling of data relating to 
individuals. 

The State presently operates a centralized computer 
facility which serves all State agencies (the State 
Information Systems Center). The personnel, hardware, 
software and other facilities in the Center are not 
dedicated to criminal justice purposes, although the 
State's criminal history record information system 
serving the Central Repository operates on the Center's 
computer. 

--" 

All criminal history input data to the Central Repository 
is key entered on key-to-tape devices and audited by 
UBI. In this case all equipment and ~ersonnel are 
dedicated to criminal justice purposes. 

All terminals on-line to the Central Repository's 
criminal history record information system (which 
operat~s on the ,State Information Systems Center's 
computer) and all personnel having access to the termi­
nals are dedicated to criminal justice purposes. In 
some cases, however, the communication lines are shared 
with non-criminal justice agencies; and in some cases 
the communication lines are dedicated to criminal 
justice purposes. 

Presently, the Center and the Central Repository employ 
comprehensive security and confidentiality procedures 
for all personal and computerized accesses to the Center 
and its systems. Technologically advanced software and 
hardware designs are employed for all computerized 
processes. 

Proeosed Procedures: . The Stab~ of Utah believes., tJ:1at 
act10ns taken to prov1de secur1ty should be determ1ned 
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through a· risk-assessment process. The intent 
should be to reduce the security risk as much as 
possible within the cost and operating constraints 
of each system dealing with confidential criminal 
history information. Security provisions should be 
provided so a criminal justice agency can assure 
that the security risks associated with its informa­
tion systems are at an acceptable level. 

Security planning relating to criminal history records 
falls under the broad context of general security plan­
ning for all personally identified data handled by the 
State of Utah. In this respect the guidelines offered 
in "Computer Security Guidelines for Implementing the 
Privacy Act of 1974" (FIPSPUB) are considered relevant 
and applicable in planning for a secure environment for 
the particular case of criminal justice information 
systems. This pUblication is included as Appendix G 
to this Plan. It is the State's intent to indicate that 
the guidelines given therein are part of the Utah Plan 
to provide a secure environment for all criminal history 
record systems. In the paragraphs to follow, specific 
implementation of these guidelines are described as 
they apply to the Regulations. ~ 

The following software and hardware procedures will be 
employed to provide for the security and confidentiality 
of criminal history records throughout the State of Utah 
at both the State and local levels: 

a: General Security Provisions 

Each data center at the·State and local 
levels which processes criminal history in­
formation will conduct an annual risk assess­
ment of its general facilities, hardware, 
system software and management practices. 
This assessment will be conducted by a representa­
tive of criminal justice and data center personnel 
who are knowledgeable in security procedures. At 
the State level, personnel designated by the 
State Systems Planning Steering Board will also 
participate. This risk assessment, along with 
managerial response to each risk item and a plan 
for reducing major risks, will be filed annually 
with the State Systems Planning Steering Board 
and the Office of the State Attorney General. 
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The first general security risk assessment 
at the State level will be completed prior to 
April 1976 and annually thereaf~er. Features 
of the State Information Systems Center's 
present operation which pose security risks 
will be addressed as resources are available. 
Consideration of security features for hardware 
and systems software will be included in com­
petitive bid procedures for new computer re­
sources to be conducted during the 1976 calendar 
year. Provisions for criminal sanctions for 
security offenses will occur when and if the 
Legislature feels it is. appropriate. However, 
recommended legislation will be prepared prior 
to the January 1977 Legislative session. Risk 
assessments will be conducted at the local level 
as this Plan is implemented. 

The State Information Systems Center provides 
data processing services for all State agencies 
and in particular provides services to UBI (who 
in turn is responsible for the State Central 
Repository). As a standard practice, the Center 
employs a multi-phase system development procedure. 
At each phase of development the user agency is 
required to review and approve each phase prior 
to authorizing work on the next phase of the 
proje6t. It is felt that by the following in­
clusions to the scope of work presently defined 
in these Center procedures, security of future 
criminal history systems can be assured to the 
degree required. The following procedures are 
to be added: 

• In the Planning Phase a statement will be 
provided by the responsible criminal justice 
agency of the potential results of security 
violations of the system .. The degree of 
security required and the operating budget 
available to support speqial security 
features will be identified, as well as 
an ordered list of potential security risks . 

. In the System Design Phase, a statement 
will be included relating system design 
features to the security risk statements. 
A test plan will be outlined to test that 
the security features function as designed. 
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• In the System Test Phase, a special 
provision will be included that the 
security tests for system security 
must be witnessed and signed off by 
criminal justice personnel in addition 
to the general sign-off on system 
functional tests. 

The post-implementation review will 
include a review of system security 
features and a review of the risk­
assessments. This review will be 
filed with the criminal justice agency 
responsible for the system. 

Provisions for review and test of security pro­
visions for State criminal history systems under 
design will be established prior to January 1, 
1977. Guidelines for local system review and 
security planning will be developed as this 
Plan is implemented. 

It is the intent of the State of Utah to provide 
a secure environment for the operations of all 
criminal justice information systems in advance 
of the December 31, 1977 implementation deadline 
stipulated in the Regulations. 

b. Procedures for Access 

The State Information Systems Center and the 
State Central Repository will continue to utilize 
comprehensive security and confidentiality pro­
cedures for all personal and computerized accesses 
to their facilities and criminal history records. 
Because.adequate procedures exist at the State 
level, no major additions are required to adequately 
control unauthorized access. 

During the implementation of this Plan, access 
guidelines will be developed and distributed to 
local criminal justice agencies. UBI will promul­
gate these access control procedures on a State­
wide basis as part of their responsibility for 
Plan implementation. .. 

c. Dedication 

The State of Utah's State Information Systems 
Center employs advanced system software. Present 
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criminal justice systems have a fair degree 
of isolation from other systems by allowing 
access to data files only from authorized 
terminals or by authorized individuals from 
the user organization. It is anticipated 
that advances in systems software in the near 
future will greatly enhance the ability to 
offer a virtual resource dedication to a 
particular user and provide the degree of 
security that was envisioned by dedicated 
hardware. However, in the event that these 
procedures are inadequate (as determined through 
a system risk-assessment) to provide the neces­
sary degree of security for this and other 
systems with equally confidential information, 
it may be necessary for the state of Utah to 
provide multiple isolated facilities for data 
files of a confidential nature. 

The use of dedicated hardware in order to 
provide a desired level of security for criminal 
history records is assumed to be included as an 
alternative to be considered to reduce the risk 
of unauthorized access to file information from 
unauthorized users. In making the determination 
of adequacy of hardware/software facilities, it 
would be helpful to have a definition of acceptable 
levels of risk identified by LEAA and an identifica­
tion of how much resources would be made available 
in the event that costly system additions were 
required. 

The State of Utah does not intend to follow a 
policy of dedicated hardware for the sole purpose 
of meeting a requirement for dedicated hardware 
which is not based upon specific ,cost/benefit 
':::related criteria. Also, UBI will not promulgate 
dedicated hardware to local criminal justice 
agencies as the only method which could be used 
to provide adequate security and confidentiality 
controls of criminal history record information 
systems. The State will continue to build upon 
its present use of technologically advanced system 
software and access management procedures' to pro­
vide required controls; and UBI will develop 
relevant guidelines and will promulgate their use 
by local criminal justice agencies. 

2. Management Control and Designation d'f the ResiPonsible 
Agency 

37 



LEAA Regulations Requirements: The Regulations re­
quire that a designated criminal justice agency have 
overall responsibility for the privacy and security 
of criminal history record information. This agency 
would also be required to exercise certain other 
controls over the hardware, software and personnel 
involved with criminal history records. Such an agency 
would be designated wherever criminal history record 
information is collected, stored or disseminated. 
However, an amendment to this requirement is anticipated. 

Present Procedures: Under present procedures at the 
State level, the Department of Public Safety has the 
power to veto, f,or legitimate purposes, which personnel 
can be permitted to work in any area where sensitive 
criminal justice information is ptored; including the 
State Information Systems Center. They do not have, 
however, the power to veto personnel in the various city 
or county computer centers, which may be part of the 
criminal justice information system ne.twork. 

At the level of the Central Repository, UBI has the 
authority to assure that an individual or agency author-
ized direct access is administratively held responsible ~ 
for: the physical security of criminal history 
record information under its control or in its custody; 
and the protection of such information from unauthorized 
accesses, disclosure or dissemination. The same control 
is much more difficult for information not stored in the 
Central Repository. The authority to set and enforce 
policy concerning computer operations at the level of 
State agencies is vested in the State Systems Planning 
Steering Board. The authority to affect the Plan's policies 
would have to be obtained from that agency under present· 
Utah law. 

Proposed Procedures: It is felt that the present pro­
visions of Utah law are sufficient to provide a secure 
environment at the State level. However, additional 
understandings will have to be obtained in order to 
assure th'at county and city operations are functioning 
in a secure environment. This may be obtainable through 
contract agreements with the various centers involved, 
which would allow for certain auditing or personnel back­
ground checks to be employed where those centers handle 
criminal justice information. 

3. Personnel 

LEAA Regulat',ions Requirements: The Regulations require 
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that a criminal justice agency will select and 
supervise all persennel autherized to. have direct 
access to. criminal histery recerd infermatien. 

Present Precedures: At the State and lecal levels, 
each criminal justice agency selects, supervises and 
trains all persennel having direct access to. criminal 
histery recerd infermatien. In additien, it is the 
preregative ef the Utah Department ef Public Safety 
to. cenduct a backgreund check en persennel of the 
State Infermatien Systems Center who. may censtitute a 
security risk. Persens challenged as a result ef such 
checks are terminated er are reassigned to. lew risk 
areas. Access to. criminal justice infermatien systems 
via terminals en-line to. the Center's cemputer is 
limited to. autherized persennel who. are under the cent~el 
ef a criminal justice agency at the State and lecal levels. 

Prepesed Precedures: Present persennel precedures in 
State and lecal criminal justice agencies are adequate 
to. ensure preper cenfidential·ity ef criminal hister,y 
recerd infermatien. Hewever, where cemputers are em­
pleyed at the lecal level by a centralized cemputer 
center, procedures similar to. these empleyed at the 
State level sheuld be implemented •. During the Plan's 
implementatien, UBI will premulgate the use ef such a 
pelicy. 

4. Physical Security 

LEAA Regulatiens Requirements: The Regulatiens require 
precedures to. pretect against unautherized access, theft, 
sabetage, fire, fleed, wind er ether natural er man­
made disasters. 

Present Precedures: At the State level, the State In­
fermatien Systems Center (the central cemputer facility) 
has a cemprehensive and highly secure set ef physical 
security features. All eperatiens staff who. are autherized 
access to. the cemputer reem may enter threugh ene ef two. 
deers which are activated by an electrenic pass card 
device. All visiters, including persennel such as the 
Center's Directer, pregramming persennel and eutside 
visiters, must leg in and eut and must be accempanied 
by an autherized representative frem the~Center. The 
Center is pretected against unautherized access, theft, 
fire, fleed and wind. The Center is fully enclesed with 
no. windews. AlIef the Center's interier is pretected. 
frem fire by an advanced H~ylen fire detectien and fire 
suppressant system. Also., there is· an emergency lighting 
system. 

39 



Although tapes and other data files are not kept in 
a fireproof vault, they are protected from fire by 
the Haylon system and are not vul!nerable to theft from 
outside personnel. Also, all major files have back-up 
copies stored several miles away in a highly secure 
and fireproof vault. The Center is presently seeking 
budgetary support to add an emergency auxiliary power 
system and to hire a full-time, on-site security guard. 

The State does not have jurisdiction over computer 
facilities at the local level and cannot attest to the 
degree of effectiveness of the physical security features 
of these local facilities. However, the majority of the 
local computer facilities do employ comparable security 
measures which run the full spectrum of highly secure 
to less than secure. 

Proposed Procedures: As discussed in Section II D 1 
of this Plan, the State intends to develop and maintain 
its security measure~ based upon the risk-assessment 
philosophy as described. Also, the State intends to 
follow the physical security guidelines contained in 
"Computer Security Guidelines for Implementing the ... 
Privacy Act of 1974" (see Appendix D). Presently, the ,., 
State Infonnation Systems Center employs fully adequate 
physical security measures and no major improvements are 
deemed necessary. During the course of implementing this 
Plan, ,the physical security features of local computer 
facilities will be appraised during the risk-assessment 
process for the local criminal justice agencies. Also, 
UBI will promulgate the use by local criminal justice 
agencies and local computer facilities of the security 
and confidentiality policy guidelines developed for use 
by these local agencies. 

E. Individual Right of Access and Review 

Section 20:21(g) of the Regulations provides for an individual's 
right to access and review their criminal history record to 
verify the record's accuracy and completeness. The Regulations 
stipulate certain conditions regarding verification of identity, 
rules for access, point of review, review mechanism, challenge, 
administrative review and record correction, appeal procedures 
and information subject to review. Section 20:22(b) (1) of 
the Regulations requires the access and review procedures to 
be completely operational upon the due date for Plan sub­
mission (March 16, 1976). 
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UBI will implement all of the access and review procedures 
outlined in Section II E of this Plan. These procedures will 
be effective as of March 16, 1975. 

1. Verification of Identity 

LEAA Regulations Requirements: The Regulations do 
stipulate that, "upon satisfactory verification of 
his identity •.• ," any individual shall be entitled to 
review any criminal history record information main-' 
tained about the individual. LEAA has interpreted 
the "satisfactory verification" provision to-mean 
that fingerprint comparison is not mandatory and that 
each state is free to use any appropriate verification 
method. 

Present Procedures: There are no uniform procedures 
currently operational. However, individuals are al­
lowed to review criminal history records by~criminal 
justice agencies throughout the State. Each agency 
employs its own procedures for verification of identity. 

Proposed Procedures: Individuals desiring to access 
and review their criminal history record must present 
themselves to a law enforcement agency or to UBI. An 
individual must fill out an application form prescribed 
by UBI. This application form is currently under 
development by UBI and it is anticipated that a three­
part form will be used. If the applicant is unable to 
write, someone else may complete the application form; 
however, the applicant must be present at the time of 
application to attest to the application's accuracy. 

Before an individual views their criminal record at a 
law enforcement agency, their identity must be verified 
by an employee of that agency who personally knows the 
individual;, otherwise, it must be verified by a finger­
print match or by another method approved in advance by 
the Director of UBI. If an individual comes to UBI 
to view his criminal record, verification of his identity 
by fingerprint match will be the only acceptable '=method. 
In cases where an individual is physically incapable of 
giving fingerprints, verification of identity may be by 
dtner methods approved by the Director of UBI. All 
fingerprint matches must be made by a technician certi­
fied by UBI as one qua'lified in fingerprint comparison. 
If the agency has no q~alified technician, the application, 
bearing plain impressions of one hand, must be forwarded 
to UBI for comparison and certification of igentity. 
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UBI will make the fingerprint comparison and certify 
when the fingerprints match. If the certification 
states the fingerprints match, the applicant may then 
see the record; otherwise, the applicant will not be 
authorized to see the record. UBI will return the ap­
plication to the law enforcement agency. 

2. Rules for Access 

LEAA Regulations Reguirements: Rules for access are 
not identified in the Regulations, although LEAA has 
interpreted the Regulations to require the development 
of written rules which set forth the procedures for 
access and review. These rules must be made publicly 
available such as by publication or by distribution of 
pamp'hlets. 

Present Procedures: No uniform procedures are opera­
tional. However, criminal justice agencies throughout 
the State apply th~i~ own rules for allowing access to 
criminal history record information. 

Proposed Procedures: The procedures for an individual A 
to access and review their criminal history record will ,., 
be printed by UBI and distributed to all criminal justice 
agencies and other selected non-criminal justice agencies 
within the State. The distribution will also include 
a supply of forms to be filled out by the applicant. 
UBI will print posters announcing the individual's right 
of access and review and outlining the procedures to be 
followed. The posters will be distributed to all criminal 
justice agencies and selected non-criminal justice 
agencies with a request that they be posted in locations 
most convenient for the public to see them. Formal public 
notification of an individual's right of access and review 
and the procedures to follow will be accomplished through 
Utah's Administrative Rule Making process in accordance 
with Utah Code Annotated 1953 as amended, Title 63, 
Chapter 46 - Administrative Rule Making. This process 
requires that certain specific steps be taken to implement 
new rules. These include steps such as filing an official 
record of the rule, making the rule available for public 
inspection and allowing public opinions about the rule 
prior to adoption of the rule. Upon official adoption of 
the rules for access, a news release will be prepared and 
included with a request that it be publicized on March 16, 
1976. 

3. Point of Review and Mechanism 
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LEAA Regulations Reguirements: The Regulations pro­
vide for review "without undue burden to either the 
criminal justice agency or the individual." LEAA has 
interpreted this to mean that the individual bears the 
burden of justifying his need for a copy of his criminal 
history record for challenge purposes. If a copy is 
provided, a fee may be charged which covers actual copy 
making costs. 

Present Procedures: No uniform procedures are opera­
tional. However, individuals presently are allowed to 
review criminal history records at most criminal justice 
agencies throughout the State where criminal history 
records are maintained. 

Proposed Procedures: An individual may appear in person 
at any law enforcement agency or UBI and apply to access 
and review his criminal history record at any time during 
normal day time working hours or as specified by that 
agency. The individual must fill out.the application 
form prescribed by UBI and pay the prescribed fee. The 
applicant will be provided a receipto If the record 
access and review can be accomplished at that agency the 
fee shall be an amount set by it. The money shall be 
accounted for by a method according to local accounting 
policy. If the access and review is accomplished at 
UBI the fee is $10.00 which must be promptly deposited 
in the State Treasury and credited to the General Fund. 

If the law enforcement agency does not have the individual's 
complete record to review, the application and a $10.00 
fee will be forwarded to UBI where identity will be veri­
fied by fingerprint match. At the discretion of each 
law enforcement agency, they may charge an additional 
service fee. 

Upon receiving an application, UBI will review the subject's 
record to determine if it is accurate and complete. If 
it appears that all dispositons are not reported, UBI 
will follow-up as necessary to obtain the required dis­
positions which will be recorded on the ihdividual's 
criminal history record. When a complete and accurate 
record is available, a copy of the record and the applica­
tionform will be returned to the requesting agency. 
If the prints on the application form do not match with 
those in the requested record, only the application form 
will be returned to the requesting agency. 

Upon request, the individual will be provided a copy of 
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his criminal history record. If the copy is for 
challenge purposes the law enforcement agency will 
follow the challenge procedure described in Section 
II E 4 of this Plan. 

If the law enforcement agency has the ability to provide 
a copy of an individual's record at the time of applica­
tion, and a copy is required, an immediate copy will be 
provided. Otherwise, the individual will have to wait 
for UBI to send a copy to the law enforcement agency. 

4. Challenge 

LEAA Regulations Requirements: The Regulations identify 
an individual's right to challenge the accuracy and 
completeness of the individual's criminal history 
record. 

Present Procedures: No uniform procedures are 
operational. 

Proposed Procedures: If an individual challenges the 
accuracy or completeness of their record, the person 
must so indicate on that portion of the application ~ 
form provided for challenge. The individual must state ~ 
the nature of the disagreement and give a correct version 
of their record and explain why they'believe their 
version to be correct. It is assumed that the individual 
will have already obtained a copy of their criminal 
history record for this purpose, and that the copy of 
the record has been stamped to indicate it is for review 
and challenge only. This notification will also indicate 
that any other dissemination or use is in violation of 
State rules and regulations and/or State and Federal law. 
A copy of the challenged application form will be sent 
to UBI, a copy will be given to the individual, and the 
law enforcement agency will retain the original copy. 

Upon receipt of the challenge, the criminal justice agenc~ 
will review the individual's statement. If it is deter­
mined that the criminal history record should be correc­
ted, appropriate steps will be taken by the criminal just: 
agency to cause the official record to be corrected. 
After correction, the individual will be required to re­
view the corrected record without additional cost to the 
individual and attest in written form that the record is 
now correct and to retract the challenge status. Also, 
a corrected copy will be sent to any other agencies who 
have received an incorrect copy of the individual's recor 
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If the criminal justice agencp disagrees with the 
individual's challenge and will not correct the record, 
the individual must then follow the administrative re­
view procedure described in Section II E 5 of'this Plan 
to effect a correction of their record. 

5. Administrative Review and Record Corrections 

LEAA Regulations Requirements: The Regulations require 
the establishment of procedures for administrative re~ 
view and correction of inaccurate information claimed 
by an individual. 

Present Procedures: No uniform procedures are operational. 

Proposed Procedures: An Administrative Review Board 
will be appointed by the State's appointing power. 
membership of the Board and ,the tenure of the Board 
be determined by the State's appointing power. 

The 
will 

In the event a criminal justice agency refuses to cor­
rect the challenged information, the individual will 
have the right·to an administrative review by making a 
written request. The review shall take place within 30 
days of the Board's receipt of the agministrative review 
request. . 

The Board will complete an audit of the individual's 
record sufficient to determine the accuracy of the chal­
lenge and will forward a written report to the contribut-
ing agency and the ,individual. Should the audit disclose 
inaccuracies or omissions in the official record, the 
criminal justice agency will be required to cause appropriate 
alterations or additions to be made. The Board will pro­
vide written notice of its actions to.UBI and the individual 
and UBI will be required to correct the Central Repository 
record. Any othe~ agencies to which the criminal history 
record has previously been disseminated will be forwarded 
a corrected copy by UBI. 

If the written report of the audit indicates no errors 
or omissions and the individual still holds tQ his chal­
lenge, they may appeal in writing, following -hhe procedure 
described in Section II E 6 of this Plan. ' 
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6. Appeal 

L~AA Regulations Reguirements: In cases of conflict 
between an individual and a criminal justice agency 
who refuses to correct the individual's challenqed 
criminal. history record, the Regulations require 
formal appeal procedures. 

Present Procedures: No uniform procedures are 
operational. 

Proposed Procedures: If the Administrative Review 
Board upholds the position of a criminal justice 
agency and agrees that an individual's criminal history 
record is correct, and the individual still believes 
their record to be incorrect, the individual has one 
final administrative step he may follow. The in-
dividual may appeal the Board's decision in writing to 
the Commissioner of Public Safety. The appeal will be 
conducted in accordance with the State Uniform Hearing 
Procedures rules as written by the Utah Attorney General 
in accordance with Section 63-46-11, Utah Code Annotated 
1953. The appeal will be conducted within 30 days of the 
Commissioner of Public Safety's receipt of the written 4It 
request for appeal and the findings of the Commissioner 
will be final. Prior to March 16, 1976 the Commissioner 
of Public Safety will request instructions from the Utah 
Attorney General which describe the mechanics of the 
actual steps in the appeal process. 

If the results of the appeal are in favor of the in­
dividual, the Commissioner of Public Safety will require 
that the criminal justice agency cause appropriate al­
terations or additions to be made. The Commissioner 
will provide written notice of his actions to UBI and 
the individual and UBI will be required to correct the 
Central Repository record. Any other agencies to which 
the criminal history record has previously been dis- . 
seminated will be forwarded a corrected copy by UBI." 
If the appeal upholds the decision of the Administrative' 
Review Board, the Commissioner will notify the criminai 
justice agency, the individual and UBI of his findings. 
If the individual still wishes to arbitrate this final 
decision, the individual will have to pursue legal action -
through the courts. 

7 • Correction 

LEAA Regulations Reguirements: The Regulations require 
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that all criminal justice agencies receiving an 
incorrect criminal history record be notified when 
incorrect criminal history record information is dis­
covered; this requirement does not pertain to non­
criminal justice agencies who received the incorrect 
information. However, Section 20:21(g) (4) provides 
that an individual may request a list of all non-criminal 
justice agencies who received the incorrect information. 

Present Procedures: No formal procedures are opera­
tional. However, UBI and criminal justice agencies 
presently cooperate to the maximum extent possible in 
the correction of inaccurate criminal history records. 

Proposed Procedures: Upon receipt of an official writ­
ten communication directly from the criminal justice 
agency which contributed the original information or 
upon direction from the Administrative Review Board or 
from the Commissioner of Public Safety, UBI will make 
any correction or additions necessary to comply with 
the official record. When a criminal justice agency 
(other than UBI) receives official written communica­
tion directly from the Administrative Review Board or 
from the Commissioner of Public Safety, the criminal 
justice agency will make any required correction or 
additions to the record. This process will also be 
foilowed upon court order. 

A copy of the corrected record will be sent to all 
agencies who have previously been furnis~ed a copy. 
Upon request, the individual whose record has been 
corrected will be given the name of all non-criminal 
justice agencies who received a copy of the incorrecf 
record. 

If any criminal justice agency discovers that they have 
submitted incorrect criminal history data to UBI, they 
will immediately forward the correct information to UBI. 
UBI will correct its records and furnish the correct 
record to any agency previously receiving an incorrect 
copy of the record. 

As UBI carries out its responsibility as the Central 
Repository and discovers that an error has been made, 
the record will be corrected. A corrected copy of the 
record will be furnished to any agency previously re­
ceiving an incorrect copy of the record. 
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8. Information Subject to Review 

LEAA Regulations Reguirements: The Regulations limit 
the information an individual may review about the 
individual's criminal history. An individual may not 
have access to criminal history record information con­
tained in "intelligence, investigatory or other related 
files and shall not be construed to include any other 
information than that defined by (Section) 20.3(b)." 
This means ·that an individual may review information 
related only to the fact, date and results of each 
stage of the criminal justice process through which the 
individual passed. 

Present Procedures: Present statutes do not provide 
for any information to be subject to review. 

Proposed Procedures: An i~lc:,.vidual' s right of review 
extends only to criminal hist:ory record information con­
cerning them. Therefore, an individual will be limited 
to a review of the fact, date and results of each formal 
stage of the criminal justice process through which they 
passed to ensure that such steps are completely and ac­
curately recorded. Legislative or executive action is 4It 
required to implement this procedure. 

F. Certification Statement 

Section 20:22 of the Regulations requires that the State pro­
vide a certification with the Plan's submission that action 
has been taken to comply with the Plan's procedures to the 
maximum extent feasible. Section 20:23 requires Gertifications 
to be submitted to LEAA in December of each year to update the 
prior year's submission. Although the Regulations require all 
features of the Plan to be fully operational by December 31, 
1977, a state may make written application for an additional 
period of time to fully operationalize the state plan. In 
the case where such an extension were granted, the annual 
certifications are still required. Th~ Regulations identify 
the specific components which must be included in the certifi-
cation. At a minimum, the certification must state that the .'" 
procedure for access and review under Section 20:21(g) of 
the Regulations are fully operational. 

1. Applicable Criminal Justice and Non-Criminal Justice 
Agencies 

LEAA Regulations Reguirements: The RegulationE do not 
specifically require the identification of these agencies: 
however, such identification is implicit in the require- 4It 
ment to conduct the certification process. 
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eency 
roups . 

1 

Sherl:t:ts 
Offices 

Police 
Depts. 21 

Justices 
of the 
.Peace 40 

City 
Courts 3 . 

'County 
Clerks 9 

City and 
County 
Attorneys 15 

State 
Agencies 1 

Grand 
~tal I 89 

Summary 
TotbI·. 

TYPE 

OF 

ANALYSES 

Total 
Number of 
Agencies 

-Received as 
a % of Total 

--"_ Sent 
Received as 
a % of Total 
Received 

EXHIBIT 11-2: SUMMARY OF CERTIFICATION 
APPLICABILITY CRITERIA DETERMINATION SURVEY 

Total Number of Agencies 
In Each Applicability Criteria Category 

2 3 4 5 6 7 8 9 10 11 12 13 

4 2 1 2 17 3 

4 3 3 7 40 1 6 

I 

7 1 8 1 6 1 ._-

1 3 1 2 

2 2 4 5 
- - --- 1-'-

3 7 4 4 1 

1 1 1 1 3 

21 11 20 20 75 3 13 

121 118 13 

SUMMARY ANALYSES 

Total Number of Aqencies 
Bv App .icability Criteria Grouping 

1 - 3 
Totally 
Unaffected 4 - 8 9 - 13 
by LEAA Only Require Require 
Regulations User Agreements Certification 

121 118 13 

25'.6% 24.9% 2.8% 

48.0% 46.8% 5.2% 

• j 
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Totals and 
Percentages 
Total Total % 
SF!nt Rec'd Rpc'd 

29 29 100.0 

154 85 55.2 

180 64 35.6 

15 10 66.7 

29 22 75.9 
.. 

58 34 58.6 

8 8 100.0 

473 252 53.3 

473 252 53.3, 

Totals and 
Percentages 

" 

Total Total % 
Sent Rec'd Rec'd 

473 252 53.3 

473 252 53.3 

,j 

252 100.0 . 
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Present Procedures: Comprehensive certification 
procedures are operational. These procedures were 
developed concurrently with the Plan's development 
to meet the Regulations' certification requirement. 
The following are summarized statements of the pro­
cedures used to conduct the certifications: 

A list of all applicable agencies was 
developed (see Appendix H) . 

A procedure was developed to determine the 
extent the Regulations affect an agency 
and the degree of certification necessary 
(see Appendix I) . 

A certification applicability criteria deter­
mination survey form and letters of explana­
tion were developed for mailing to all agencies 
identified in Appendix H (see Appendix J) . 
All respondents to the survey, also noted in 
Appendix H, were then applied to the Appendix I 
procedure to determine which agencies were un­
affected by the Regulations, required user 
agreements or required some form of certifica­
tion; a checklist was used for this purpose 
to evaluate all survey respondents (see 
Appendix H) . 

A determination was made of the extent an 
agency had to comply with each element of the 
Plan on the basis of the agency's response to 
the survey. It is possible for an agency to 
require one of five certifications as presented 
in Appendix K. The "X" or "c" in a column opposite 
the Plan's procedures definition indicates 
under each certification process the extent 
of compliance required. 

The results of the survey were summarized to 
allow for overall appraisal of the require­
ments for certification. Based upon this 
analysis, and a trial certification, the total 
certification work effort was determined. These 
results are presented in Exhibit II-2. 

The actual certification procedure involved 
on-site visitations to all agencies requiring 
certification. During these on-site visits 
the person conducting the certification deter­
mined the accuracy of the agency's responses 
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to the original survey to be positive of 
the certification process required. Once 
the precise certification process require­
ment was determined, the certification 
was completed following the procedure pre­
sented in Appendix L. 

The Agency List/Certification Process Requirement check­
list contains a comprehensive list of each criminal 
justice agency in the State with an indication of each 
agency who responded to the applicability determination 
criteria survey (see Appendix H). A determination was 
made that the agencies identified in Appendix H as 
requiring certification were, in fact, the only agencies 
requiring certification. 

One hundred percent response to the survey was received 
from only State agencies and County Sheriff offices. 
Of the Police Departments who did not respond to the 
survey, it was determined that rione of those remaining 
would require certification because they are all one-
man type departments who would not fall into a certifica­
tion category. Of the Justices of the Peace who did not 
respond to the survey, it was determined that none of 
these remaining would require certification because those; 
who responded were a representative sample and none who 
responded required certification. Of the court agencies 
who did not respond to the survey, it was determined 
that none of those remaining would require certification 
because those who responded were a representative sample 
and none who responded required certification. Of the 
city and county attorneys who did not rE?spond to the 
survey, it was determined that none of those remaining 
would require certification because those who responded 
were a representative sample and none who responded re-
quired certification (with the exception of the Salt 
Lake County Attorney who is a terminal site). 

There are thirteen agencies throughout the State with 
on-line terminal capability •. All of these agencies' 
responses to the sur:vey placed them in a certification­
required status. 

The same-basic procedure will be used to conduct the 
annual certifications. However, refinemepts in the pro­
cedure will be developed as appropriate. 

Proposed Procedures: The procedure,s developed as 
described above will continue to be used. Further 
development of these procedures is not required. 
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2. Certification Checklist for t~e State Central 
Repository 

LEAA Regulations Requirements: The Regulations do 
not contain a specific reference to a checklist. 
However, the Regulations do require "an outline of 
the action which has been instituted." LEAA has 
interpreted this requirement's intent can be fulfilled 
through the use of a checklist as a feature of the 
certification process. 

Present Procedures: Following the Master Certifica­
tion Elements identified in Appendix K, the Central 
Repository was certified following the certification 
procedure for the Central Repository as defined on 
the form/process identified in Appendix L. 

The actual certification procedure used was as 
follows: 

A small Certification Team of State person­
nel from the Department of Publip Safety 
were trained in the methods of the certifica­
tion form/process identified in Appendix L. 

The Certification Tram were provided copies 
of this Criminal History Privacy and Security 
Plan and familiarized themselves with the 
elements of the procedures outlined in the 
Plan. 

The Certification Team then made an on-site 
visitation to the Central Repository (UBI) 
and completed the Central Repository certifica­
tion form/process form. A copy of this com­
pleted form is contained in Appendix N. 

The signature of the head of the Central 
Repository was obtained to formalize the 
certification and to signify the extent that 
the procedures in the Plan have been imple­
mented in the State. 

The same basic procedure will be used to conduct the 
annual certifications. Howeyer, refinements in the 
certification procedure and the certification form/ 
process form will be developed as appropriate. 

Proposed Procedures: The procedures developed as 
described above will continue to be used. Further 
development of these procedures is not required. 
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3. Certification Checklists for Other Agencies 

LEAA Regulations Requirements: The Regulations do 
not contain a specific reference to a checklist. 
However, the Regulations do require "an outline of 
the action which has been instituted." LEAA has 
interpreted this requirement's intent can be ful­
filled through the use of a checklist as a feature 
of the certification process. 

Present Procedures: Following the Master Certifica­
tion Elements identified in Appendix K, each criminal 
justice agency listed in Appendix J who fell within 
the nine through thirteen certification applicability 
criteria range was certified following the certifica­
tion procedures as defined on the form/process identi­
fied in Appendix L. 

The actual certification procedure used was as follows: 

A small Certification Team of State person­
nel from the Department of Public Safety 
were trained in the methods of the certifica­
tion form/process identified in Appendix L. 

The Certification Team were provided copies 
of this Criminal History Privacy and Security 
Plan and familiarized themselves with the 
elements of the procedures outlined in the 
Plan. 

Each member of the Certification Team was 
assigned a group of criminal justice agencies 
to certify and a visitation date was scheduled 
in advance with each agency. 

~rior to visiting each criminal justice agency, 
'~hese agencies were contacted to verify the 

accuracy of the agencies' responses to the 
original certification applicability criteria 
determination survey; also, these responses 
were again verified during the Certification 
Team's on-site visits. 

The certification procedures were tested in a 
selected criminal justice agency to refine the 
forms and procedures prior to final procedure 
implementation. 
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The Certification Team then made on-site 
visitations to each criminal justice 
agency requiring certification and completed 
the certification form/process form. A copy 
of each of these completed forms is contained 
in Appendix N. 

The head of each criminal justice agency sig­
'naturized the certification form/nrocess 
form for their agency to attes·t to the ac­
curacy of the certification. 

The same basic procedure will be used to conduct the 
annual certifications. However, refinements in the 
certification procedure and the certification form/ 
process form will be developed as appropriate. 

Proposed Procedures: The procedures developed as 
described above will continue to be used. Further 
development of these procedures is not required. 

4. Legislation Dealing with Plan Compliance 

LEAA Regulations Requirements: The Regulations require 
a description of any legislation, executive order or 
other action taken to obtain authority to comply with 
the Regulations. 

Present Procedures: No legislation is pending rela­
tive to Plan implementation. The next Legislative 
session for this purpose will not begin until 
January 1977. 

Proposed Procedures: Many of the procedures and 
pOlicies in this Plan can be implemented within the 
framework of existing laws and authorities. How­
ever, some features in the Plan will require 
legislation and/or Executive orders to implement 
the Plan. During the initial months of the Plan's 
implementation, these legislative and Executive 
requirements will be defined in detail prior to the 
1977 Legislative session. Where possible, Executive 
actions will be taken prior to January 1977. 

5. Other Legislation/Executive Orders for Non-Criminal 
Justice Users for Dissemination of crimina! H1story Data 

LEAA Regulations Requirements: The Regulations require 
an identification of all non-criminal justice dissemina-
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tion authorized by existing legislation. This 
identification should include the specific 
categories of non-criminal justice agencies or 
individuals, the specific purposes or uses of 
disseminated information and citations of the 
statutory or executive orders. 

Present Procedures: A review was conducted of 
existing State statutes to determine if any 
authority exists which provides for or prohibits 
dissemination of criminal history record informa­
tion to non-criminal justice agencies. It was 
determined that no statutory reference is made 
to dissemination of criminal history record in­
formation to non-criminal justice agencies. 

Proposed Procedures: No additional work is re­
quired to document this area of existing authority 
dealing with non-criminal justice dissemination. 

6. Progress Toward Problem Resolution 

LEAA Regulations Reguirements: The Regulations re­
quire a description of the action which has been 
taken by the State to achieve the development of 
complete and accurate criminal history record in­
formation. These actions would include the steps 
taken to overcome any fiscal, technological or 
administrative barriers. A major~:portion of this 
description will relate to th~ ac~ion the State has 
taken to implement a disposition reporting system. 

Present Procedures: Legislative actions can be 
taken in January 1976 to solve the fiscal problems 
for UBI to start Plan implementation. The Depart­
ment of Public Safety is seeking an augmentation 
to their 1975-76 budget to provide some initial 
staffing within UBI to begin Plan implementation. 
Also, the Department has included additional new 
positions in their 1976-77 budget which is pending 
approval by the'Legislature in January 1976. 

The State is in the process of implementing a disposi­
tion reporting system which is planned for Statewide 
implementation by October 1976. A disposition report­
ing form is being developed (see the Utah Arrest and 
Court Disposition Report contained in Appendix C) 
that will follow a defendant t:hrough the judicial 
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process and report disposition information to the 
Central Repository as the defendant passes through 
the criminal justice system. This system will be 
fully responsive to the requirements in the Regula­
tions. Also, the right of access procedures will 
be operational by March 16, 1976. 

No other actions have been taken by the State or by 
local criminal justice agencies toward problem resolu­
tion. However, as soon as the additional UBI staff 
are hired (assuming the budget request is approved 
by the Legislature) the Plan's implementation will 
be aggressively pursued. 

G. Relevant Statewide Criminal Justice System Standards and 
Goals 

The Regulations do not specifically require procedures 
regarding these privacy and security standards and goals. 
However, the Utah Council on Criminal Justice Administration 
has formally adopted specific Criminal Justice System standards. 
~ertain of these standards are relevant to the requirements 
and recommended procedures contained within the Regulations. 

Within the Privacy and Security standards, minimum acceptable ~ 
levels of system security and privacy protection are es­
tablished. These standards provide for legislation to: 
support the security and privacy consideration of criminal 
justice information systems; limit access and ~issemination 
of information; provide for the right of information review 
and corresponding procedures; classify data; provide security 
precautions; and define what information is available for 
research from the system. The issues of quality of data, 
completeness and accuracy of data, and separation and isola-
tion of the complete criminal justice file are addressed in 
the standards on operations. Technical system design standards 
establish: appropriate communication levels among criminal 
justice agencies in relation to standard data elements; 
specific program language requirements; and resources to assure 
adequate teleprocessing capabilities. Implementation strategy 
standards address the issues of establishing statutory author­
ity and administrative action in the planning, development, 
coordination, and operation of State level information systems. 

Listed in Appendix M are the relevant Utah standards, a nar­
rative on current status and comments of each, and the im­
plementation methodology. Implementation of these selected 
standards will assist the Statewide effort directed toward 
achieving full compliance with the Regulations. 
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III. SCHEDULE OF MAJOR MILESTONES 

This section describes the timetable and major milestone 

events in bringing all agencies into compliance with the Regu­

lations. The approach used is a schedule of major action steps 

to be taken displayed over time which result in major milestone 

events. This Action Plan and Schedule is presented in Exhibit 

III-I. 

The certification forms for each criminal justice agency 

who require certification provide for an estimated date for each 

of the relevant procedures in the Privacy and Security Plan to 

be fL!.lly operational in each agency (see Appendices Nand 0) . 

This date is indicated whenever a crimlnal justice agency could 

make a specific commitment to opera-'-:.ionalize the Plan's procedure; 

where a date is not indicated the agency was unable, at this time, 

to make a specific implementation commitment because of the con­

straints now present. A December 31, 1977 date could have been 

used in these constraint situations, but it will be more valuable 

to the Plan's implementation to know exactly where Plan implementa­

tion problems exist. 

The major tasks required to implement the Privacy and Security 

Plan on a Statewide basis are listed in Exhibit III-I. The mile­

stones resulting from these tasks, which are related to Privacy 

and Security Plan implementation, are also identified in Exhibit 

III-I. It is important to point out that the Exhibit 111-1 Action 
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Plan incorporates the work activities necessary to implement 

the Privacy and Security Plan throughout the State; not limiting 

implementation to just those criminal justice agencies who are 

subject to the Regulations. 

The Action Plan provides for an identification of the time 

.period (month or year) for conducting each of the major tasks 

and the target date for each milestone. This schedule informa-

tion is indicated on the Action Plan wherever it was possible to 

identify when these events could actually be executed; where this 

schedule information is not indicated it was not possible, at this 

time, to make a specific schedule commitment because of existing 

cons"traints or other unknowns. When implementation of the Privacy 

and Security Plan begins, these scheduling unknowns and constraintse 

will be analyzed and the Action Plan will be refined and presented 

in complete detail. 

., 

• 
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PAGE 1 OF 7 PAGES 

EXHIBIT III-I: ACT[ON PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

ACTION ACTIVITY 

'76 '76 '77 '77 
No. Description Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr i"\ay Jun Jut Aug Sep Oct Nov Dec Milestone Events 

1 COMPLETENESS AND ACCUF...t\CY 

l. March 16, 1976 : State Central 
I- Formally designate UBI as Repository fully operational 1.1 r--

the State Central Repository 

2. July 31, 1976: User agreements 
1.2 Develop detailed procedures executed between all appropriate· 

for the Disposition Reporting parties 
System 

3. October 31, 1976 : Disposition Report-
Develop detailed procedures ing Sys tern fully operational 1.3 
for the Delinquent Disposi-
tion Monitor program 4. March 31, 1977 : Delinquent Disposi-

tion Monitoring procedures fully 
.4 Develop disposition reporting operational 

and delinquent disposition 
monitoring guidelines for 5. December 31, 1977 : Procedures for 
criminal history record sys- maximizing the completeness and ac-
terns in use in criminal curacy of record dissemination are 
justice agencies other than f'l1lly operational 
the Central Repository 

1.5 Refine the user agreement 1---

form 

1.6 Execute user agreen~ents 
between the Central Re-
pository and every criminal 
justice agency in the State 

1.7 Execute user agreements 
between the Central Re-
pository and authorized non-
crim.ina1 justice agencies 

1.8 Advise criminal justice 
a.gencies of the requirement 

. 

for their executing user 
agreements with authorized 

:;:) 
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PAGE 2 OF 7 PAGES 

EXHIBIT III-I: ACTION pLAN AND SCHEDULE 

HONTH!YEAR OF ACTION ACTIVITY 

ACTION ACTIVITY 

'76 '76 '77 '77 

No. Description Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Milestone Events 

non-criminal justice agencies 
as required 

1.9 Im.plement the Disposition Re-
porting System and the Delin-
quent Disposition Monitor 
program 

1. 10 Implement other Plan proce-
dures required to maximize 
the completeness and accuracy 
of dis semina te d criminal 
history record information 

11 Enact legislation and/or issue 
executive orders as required 
to fully implement all Plan 
procedures dealing with 
Cornpletenes s and Accuracy 

2. LIMITS ON DISSEMINATION 1. December 31, 1976 : Notices sent to all 
State and local criminal justice agencies 

2. I Develop detailed procedures 
for criminal justice agencies 2. December 31, 1977 : Procedures 

to limit crirninal his tory which limit dissemination to authorized 

record information dis- agencies are fully operational 

semination 

2.2 Develop detailed procedures 
for criminal justice agencies 
to validate an agency's right 
of access 

2.3 Prepare and distribute 
notices to all criminal 
justice agencies and to ap-
propriate non- crirninal 
justice agencies 
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PAGE 3 OF 7 PAGES 

EXKIBIT III-I: ACT~ON PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

ACTION ACTIVITY 

'76 '76 '77 '77 

No. Description Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Milestone Events 

2.4 Define spe cific sanctions and 
develop any required drafts 
of legislation and/or executive 
orders 

2.5 Enact legislation and/or 
issue executive orders as re-
quired to fully imple:ment all 
Plan procedures dealing with 
Li:mits on Dissemination 

3. AUDITS AND QUALITY CONTROL 1. August 31, 1976 : Staff hired and 

3. 1 Sele ct organization who will 
organizatlonal framework implemented 
for conducting annuar Regulations 

conduct the annual Regulations 
compliance review of the State 

compliance review 
:) 

Central Repository 2. De cember 31, 1976 : Systematic audit 
methodoligies are employed in all 

3.2 Develop detailed compliance existing and new State Criminal 
review /audit program. and History Record Information Systems 
procedures 

3.3 Implement new De sign Review 
3. January 2, 1977 : Begin to conduct 

annual Regulations compliance reviews / 
Procedures required for in- audits 
corporation of systematic 
audits in all State criminal 4. October 31, 1977 : Develop and iro-

history record information 
systems 

plement a program to assist local 
criminal justice agencies in the ap-
plication of systematic audit methodolo-

3.4 Develop systematic audit gies for Criminal History Record In-

guidelines for distribution to formation Sys terns 
local criminal justice agencies 

3.5 Conduct annual Regulations -
compliance review/audit of 
State Central Repository 

! 
" 

\ \ 
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PAGE 4 OF 7 PAGES 

EXHIBIT III-1: ACT~ON PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

ACTION ACTIVITY 

'76 '76 '77 '77 
No. Description Mar Apr Hay Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Miles tone Events 

3. 6 Conduct annual Regulations 
compliance review/audit of 
selected local criminal justice 
agencies 

3. 7 Enact legislation and/or issue 
executive orders as required 
to fully implement all Plan 
procedures dealing with Audits ( 

and Quality Control 

l. March 31, 1976 : Develop a security 4. SECURITY AND CONFIDENTIALITY 
and confidentiality risk-assessment 
analysis for Criminal History Record 4. 1 Define the security and con- t- Information Systems at the State and 

fidentiality risk-as se s sment 
local levels 

methodology to be employed 
at the State and local levels 2. - Specific security , 

aad confidentiality policies are irn-
4.2 Define specific State oriented plemented for the State Central Re-

security and confidentiality pository, State Infor:rnation System 
policies as derived from the Center, and remote criminal justice 
FIPSPUB guideline s (See 

te rrninal site s 
Appendix G of the Plan) 

3. ------------_._- Develop security 4.3 Develop security and confidpn-
and confidentiality policy guidelines for 

tiality policy guidelines for 
local criminal justice agencies and be-

distribution to local criminal 
gin Statewide implementation on an 

jus tice agencies (as derived 
experimental basis in selected pilot 

from the FIPSPUB guidelines) agencies 

4.4 Sele ct several local criminal 4. December 31, 1977 : To the extent 
justice agencies who would 

feasible, pro'ce.dures are fully opera-
volunteer to implement the 

tional which provide security and 
security and confidentiality 

confidentiality of Criminal History 
policies on an experimental Record Information 
basis 
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PAGE 5 OF 7 PAGES 

EXHIBIT III-I: ACTa:ON PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

ACTION ACTIVITY 

'76 '76 '77 '77 
Description Mar Apr May Jun Ju1 Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Ju1 Aug Sep Oct Nov Dec Milestone Events 

No. 

4.5 Evaluate the results of the 
experimental progrc:m 

4.6 As determined to be appro- ,~/ 

priate, continue to promul-
gate the implementation of 
security and confidentiality 
policies on a Statewide basis 

4.7 Conduct the annual risk as-
sessment for the State 
Central Repository 

4.8 As sist local crimin"3.1 justice 
agencies who have computer 
facilities with the preparation 
of annual risk assessments 

·~L 9 Enact legislation and/or issue , 

executive orders as required 
to fully implem.ent all Plan 
procedures dealing with 
Security and Confiden::ial.i.ty 

.5. RIGHT OF ACCESS AND REVIEW 
1. March 16, )976: Procedures are fully 

5. 1 Develop proposed detailed - operational ft)\ allow an individual to 
procedures for acces sand exercise their right of access and 
review following the guideline s review of criminal history record 
contained in Se ction II E of information 
the Plan 

5.2 Execute the required Rule I--

Making proces s prior to 
formal adoption of the access 
and review procedures 

1 
, 
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PAGE 6 OF 7 PAGES 

.EXHIBIT III-I: ACT~ON PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

A.CTION ACTIVITY 

176 '76 '77 177 
No. Description Mar Apr May Jun Jut AU~1 Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jut Aug Sep Oct Nov Dec Miles tone Events 

5.3 Dis tribute final, approved I--
access and review pl'ocedures 
and forIns to all criminal 
justice agencies and other 
selected non-criminal justice 
agencies 

5.4 Print and distribute announce- -- Note: Tasks 5. 1 through 5. 6 all 
ment posters begin prior to March 1, 1976 

5.5 Prepare and circulate news I-
release for publication on 
March 16, 1976 

. 6 Enact legislation and/ or is sue r-
executive orders as required 
to fully implement all right 
of acce s s and review pro-
cedures on March 16, 1976 

6. CERTIFICATION 

6. 1 Review original certifications 1. March 16, 1976 : Initial certification 
submitted with the Plan to completed 
identify requirements for 
follow-up certifir:ations 2. March of Each Year: Submit annual 

certifications 
6.2 If required, refine the original 

certification forms and 3. --_ ............. Enact enabli~lg 
procedures legislation required to achieve full 

6. 3 Conduct annual certifications 
compliance with the Regulations 

4. _ State achieves 
6.4 Identify any special problems 

re.!.ative to full Plan imple-
full compliance with Regulations 

n.l.entation and recommend re-
quired legislation and/or 
executive orders 

'. 
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PAGE 7 OF 7 PAGES 

EXHIBIT III-1: ACTION PLAN AND SCHEDULE 

MONTH/YEAR OF ACTION ACTIVITY 

A.CTION ACTIVITY 

'76 '76 '77 '77 
No. Description Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Har Apr May Jun Jul Aug Sep Oct Nov Dec Milestone Events 

6.5 Identify progres s to date 
toward problem resolution 
and achievement of full com-
pliance with the Regulations 

6.6 Submit annual certifications 
and compliance comments ~ 

to LEAA 

7. STANDARDS AND GOALS 
l. January 2, 1977 : Begin irnplementa-

7.1 Develop strategy for irn- tion of selected Standards and Goals 
plementation of selected 
standards and goals rela-
tive to procedures identi-
fied in the Security and 
Privacy Plan 

7.2 Develop an implementa-
tion work plan for those 
standards identified for 
implementation through 
aclrninistrative action 

7. 3 Enact legislation and/or 
issue executive orders as 
required to fully implement 
selected standCl . .rds dealing 
with Plan compl:i.ance 
procedures 

. .!:, 
j, 
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III. SCHEDULE OF MAJOR MILESTONES 

This section describes the timetable and major milestone 

events in bringing all agencies into compliance with the Regu-

lations. The approach used is a schedule of major action steps 

to be taken displayed over time which result in major milestone 

events. This Action Plan and Schedule is presented in Exhibit 

III-l. 

The certification forms for each criminal justice agency 

who require certification provide for an estimated date for each 

of the relevant procedures in the Privacy and Security Plan to 

be f~lly operational in each agency (see Appendices Nand 0) . 

This date is indicated whenever a criminal justice agency could 

make a specific commitment to operationalize the Plan's procedure; 

where a date is not indicated the agency was unable, at this time, 

to make a specific implementation commitment because Qf the con-

straints now pres'ent. A December 31, 1977 date could have been 

used in these constraint situations, but it will be more valuable 

to the l~lan' s implementation to know exactly where Plan implementa-

tion problems exist. 

The major tasks required to implement the Privacy and Security 

Plan on a Statewide basis are listed in Exhibit III-I. The mile-

stones resulting from these tasks, which are related to Privacy 

and Security Plan implementation, are also identified in Exhibit 

III-I. It is important to point out that the Exhibit I1I-l Action 
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IV. RESPONSIBILITIES OF INVOLVED AGENCIES 

This section summarizes the responsibilities of each State 

agency who is involved in some way with the implementation of 

the procedures set forth in this Plan. The responsibilities for 

Plan implementation at the local level are described in an over-

all context; that is, it is assumed that individual local criminal 

justice agencies will maintain jurisdiction (responsibility) for 

Plan implementation within their local agency. Also contained 

in this section is an overview of the strategies the State of 

Utah will employ to comply with the Regulations. 

Several State agencies will be involved with Plan implementa-

tion and will share in the responsibility for Statewide imp,lementa­

tion. These agencies are: 

."" 

Department of Public Safety who will be responsible 
for overall Plan implementation. The Utah Bureau 
of I~~ntification (Central Repository) resides within 
the Department of Public· Safety. UBI will be re­
sponsible for Statewide implementation of the Plan. 

Office of Attorney General who will establish the right 
of access appeal procedure and will be involved with research 
ing and drafting of legislation required for full inplemen­
tation of the Plan. They will also be involved in ad­
judication activities related to violations by agenciep 
who violate provisions of the Plan and user agreements. 

Office of Legislative Analyst who will be involved in 
the budget process related to the Plan's implementation. 
They will also review all legislation related to Plan 
implementation. 

State Information Systems Center who will pr'ovide all 
State related computer services to operate the automat.ed 
criminal history record information systems for the 
Central Repository and other State criminal jQstice agen­
cies. They will also provide support and technical 

" 
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personnel in the design and programming maintenance 
of the automated criminal history record information 
systems for all state criminal justice agencies. 

?ecurity and Privacy Advisory Committee who will serve 
in an advisory capacity to the Commissioner of Public 
Safety on all matters related to the Plan's implementa­
tion. The appointing power will select representatives 
from all sectors of the State's criminal justice system 
and will invite them to serve as appointed members of 
the Committee. An important aspect of this Committee 
is the opportunity it will provide for local criminal 
justice agencies to have a voice in the Plan's imple­
mentation and to give adequate recognition to local 
criminal justice agencies' needs. In developing this 
Plan, it was recognized that full implementation of the 
Plan on a Statewide basis can only occur with full support 
and cooperation between the State and local criminal 
justice agencies. 

To operationalize the Plan's procedures, additional State 

personnel and other resources will be required. It is proposed 

to reorganize the present Utah Bureau of Identification to include 

the needed personnel to operationalize the Plan. This proposed 

re~rganization is shown in Exhibit IV-I. The Privacy and Securit~ 

Plan maintenance unit will perform the following functions on a 

continuing basis: 

Develop, implement and refine specific detailed opera­
tional procedures as required by the Plan. 

Conduct annual compliance reviews to determine the degree 
of compliance with the Regulations and the Plan on a 
Statewide basis (except for the State Central Repository 
compliance review). 

Provide guidance and assistance to lo6al cri~inal justice 
agencies in Plan implementation; anq act in an oversight 
role to determine the degree of compliance with the 
Regulations and the Plan. . 

Serve as staff to the Security and Privacy Adviso~y 
Committee. 
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Conduct annual certifications and compliance reviews. 

Maintain and update the Plan. 

Perform other functions as determined by the Director 
of UBI. 

It is the intent of the State of Utah to operationalize the 

Privacy and Security Plan throughout the Utah Criminal Justice 

System. Instead of trying to distinguish between the. small number 

of agencies who are specifically affected by the Regulations, all 

components of the Plan will be implemented (to the extent feasible) 

in all criminal justice agencies in the State. This is not a 

simple task and recognition is given to the autonomous nature of 

each local jurisdiction. However, attempts will be made to exhibit 

to these agencies the benefits to be derived through the Plan's 

implementation on a Statewide basis. 

Implementation of the Privacy and Security Plan will have a 

significant cost and organizational impact at the State level, and 

to some extent at the local level. It is estimated that five ad-

ditional personnel will be required to staff the Privacy and 

Security Plan Maintenance unit in UBI. To meet this need as soon 

as possible, the Department of Public Safety has requested an 

augmentation to their 1975-76 budget to allow a manager and a 

secretary to be hired before May 1976. Also, one field representa-

tive has just been hired who will move into the Privacy and Security 

Plan Maintenance Unit when the unit becomes operational. The De-

partm3nt will include requests for the additional required posi-

tions in their 1976-77 budget request. 
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,EXHIBIT IV-2: STATEWIDE PLAN IMPLEMENTATION 

·re .Cost Elements Cost Plan Irnple-

COST ESTIMATE DEVELOPMENT DETAILS 

Criminal Justice and Relationship tnentati9n 
Agency or Activity In Each Agency Type (1) ~ost ES0c,. 

No. Type TP ,) c l c 2 c 3 c 4 c 5 c 6 c 7 (N) 

29 a=Sheriffs 
Offices 200 70 2,200 200 $ 77,430 

154 b Police 
Depts .. 100 30 600 150 $ 135,520 

HlO co-Justices of 
the Peace 50 15 100 100 $ 47,700 

is d=City Courts 400 170 2,000 200 $ 41,550 

29 e-County 
Clerks 200 70 3,000 250 $ 102,080 

58 f==City and 
County 
Attorneys 100 50 $ 8,70'0 

7 g=State Agenci es 1,000 330 1,000 1,000 $ 23,310 

1 h=State 

e Central 
Repository :'1.50,000 50,000 350,000 50,000 5,000 10,00C $ 615,000 

1 i=State 
Computer 
Center 400,000 10,000 25,000 $ 435,000 

4 j=Local' 
Computer 
Centers 25,000 10,000 70,000 10,000 $ 460,000 

TOTAL COST (P) $1,946,290 

Note: (1) 

e 

cl = Computerized criminal history and disposition reporting system 
development and implementation 

c2 = Delinquent disposition monitor system development and implementation 

c3 = On-going operating expenditures required to implement specific 
elements of the Plan at the State level 

c4 = On-going operating expenditures required by local criminal justice 
agencies to implement specific elements of the Plan 

c5 = 

c6 = 

c
7 

= 

Printing of policy and procedures manuals and documents 

Physical security enhancements 

State Central Repository annual compliance review 
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It is difficult, if not impossible, to compute a com-

pletely accurate cost estimate to implement the Privacy and 

Security Plan. Estimating the costs at the local level is the 

most difficult; while even at the State level, cost implications 

are not totally clear. However, it is desirable to gain some 

insight into the potential cost implications and to establish 

an order of magnitude cost estimate. A methodology was devised 

to meet this desire-to-know cost information. This methodology en-

tailed classifying criminal justice agencies by type and identify-

ing other major types of activities at the State and local levels 

requiring significant expenditures. Each of -the major cost elements 

associated with Plan implementation were then defin~~ and associated 

with each type of criminal justice agency where these costs would 
e 

be incurred. The cost estimate was then developed by arithmetically 

co~puting these costs by the following formula: 

P = Statewide Plan Implementation Order of Magni-
tude Cost Estimate (through December 31, 1977 
only). 

Pa ... Pj= Plan Implementation Order of Magnitude Cost 
Estimate for all agencies or activities in each 
Type (a through j). 

c l ... c 7= Estimated one-time or on-going cost basis for 
each cost element. 

N = Number of agencies or activities in each type. 

The formula for computing P is then -

P = P p. a+ •.• J 

where 
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Pb = N(cl+c2+c 4+c 6) 

Pc = N(cl+c2+c 4+c 6) 

Pd = N(Cl+c2+c4+c6) 

Pe = N(cl+c2+c 4+c 6) 

Pf = N(c4+c 6) 

Pg = N(c l +c 2+c 3+c6 ) 

Ph = N(cl+c2+c3+cS+c6+c7) 

p. 
1 

- N(C3+CS+c6 ) 

The Statewide Plan implementation order of magnitude cost 

estimate of $1,946,290.00 was then developed using this ~ethodolqgy. 

The details of the development of this cost estimate are presented 

in Exhibit IV-2. 
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Title 2S--Judich.1 Administration 
CHAPTER I-DEPARTMENT OF JUSTICE 

[Order No. 601-75J 

PART 2D-CRIMINAL JUSTICE 
INFORMAtION SYST!MS 

This order establishes regulations gov­
erning the disseminatioIYof criminal rec­
ord and criminal history informatIon and 
includes a commentary on selective sec­
tions as an appendix. Its purpose is to 
afford greater protectio~ of ,the privacy 
of indivIduals who may be included in 
the records of the Federal Bureau of In­
vestIgation, criminal justice agencies re­
ceiving funds directly or indirectly from 
the Law Enforcement Assistance Admin­
istratIon, and interstate, state or local 
criminal justice agencies exchanging rec­
ords with the FBI or these federally­
funded systems. At the same time, these 
regulations preserve legitimate law en­
forcement need for access to such rec­
ords. 

Pursuant to the authority vested in 
the Attorney General by 28 U.S.C. 509, 
510, 534, and Pub. L. 92-544, 86 stat. 
1115, and 5 U.S.C. 301 and the authority 
vested in the Law Enforcement Assist­
ance AdministratIon by sections .501 and 
524 of the Omnibus Crime Control and 
Safe Streets Act of 1968, as amended by 
the Crime Control Act of 1973, Pub. L. 
93--83, 87 Stat. 197 (42 U.S.C. § 3701 
et seq. (Aug. 6, 1973», this additIon to 
Chapter I of Title 28 of the Code of 
Federal Regulations is issued as Part 20 
by the Department of Justice to become 
effective June 19, 1975. 

This addition is based on a notice of 
proposed rule making published in the 
FEDERAL RECISTER on February 14, 1974 
(39 FR 5636). Hearings on the proposed 
regulations were held in Washington, 
D.C. in March and April and in San 
Francisco, California in May 1974. Ap­
proximately one hundred agencies, orga­
nizations and individuals submitted theIr 
suggestions and comments, either orally 
or in writing. Numerous changes have 
been made in the regulations as a result 
of the comments received. 

Sec. 
20.1 
20.2 
20.3 

Subpart "-Gene .. 1 ProvIsIons 

Purpose. 
Authority. 
Definitions. 

Subpart 8-State and Local CrimInal History 
Record Information Systems 

20.20 Applicablllty. 
20.21 Preparation and submission of a Crim­

Inal History Record Information 
Plan. 

20.22 Certification oC Compliance. 
20.23 Documentation: Approval by LEAA. 
20.24 State hiws on privacy and. security. 
20.25 Penalties. . 
20.26 References. 

Subpart C-Federal System and Inttlr.iate 
EIIch.n.e of Criminal HlstlJry Record In'/ormatlon 

20.30 Appllcab1l1ty. 
20.31 Responslb1l1t1es. 
20.32 Includable olfenses. 
20.33 D1ssemlnatlon of criminal history rec­

ord information. 
20.34 IndiVidual's right to access criminal 

history record Information. 

RULES AND REGULA liONS 

Sec. 
20.35 National Crime Information Center 

Advisory' Policy Board. 
20.36 Participation In the Computerized 

Criminal Hlst<>ry Program. 
20.37 Ite8poDl!llbUltjl fot accuracy, complete­

ness. currency. 
20.38 Sanction tor noncompliance. 

Authority: Pub. L. 93-83,87 Stat. 197, (42 
U.S.C. 3701, et seq.; 28 U.S.C. 534), Pub L. 
92-0.4, 86 Stat. 11111. 

Subpart A--{;eneral Provisions 
§ 20.1 Purposc. 

It is the purpose of these regulatiOns 
to assure that criminal history record 
information wherever It appears is col­
lected, atoreQ, Rnd d.!ssem.inat-ed in !!. 
manner to ensure the completeness: in­
tegrity, accuracy and security of such in­
formation and to protect individual pri­
vacy. 

§ 20.2 AuthorilY. 

These regulations are issued pursuant 
to sections 501 and 524(b) of the Omni­
bus Crime Control and Safe Streets Act 
of 1968, as amended by the Crime Control 
Act of 1973, Pub. L. 93-83, 87 Stat. 197, 
42 U.S.C. 3701, et seq. (Act). 28 U.s.C. 
534, and Pub. L. 92-544, 86 stat. 1115. 

§ 20'.3 Dcfinitions. 

As used in these regulations: 
(a) "Criminal history record informa­

tion system" means a system Including 
the equipment, facilities, procedures, 
agreements, and organizatiOns thereof, 
for the collection, processing, preserva­
tion or dissemination of criminal history 
record information. 

(b) "Criminal history record informa­
tion" means information collected by 
criminal justice agencies on individuals 
consisting of identifiable descript:ions and 
notations of arrests, detentions, indict­
ments, informations, or other formal 
criminal charges, and any disposition 
arising therefrom, sentencing, correc­
tional supervision, and release. The term 
does not include identification informa­
tion such as fingerprint records to the 
extent that such information does not 
indicate involvement of the individual 
in the criminal justice system. 

(c) "Criminal justice agency" means: 
(1) court..s; (2) a government agency or 
any subunit thereof whIch Jrerforms the 
administration of criminal justice pur­
suant to a statute or executive order, and 
which allocates a substantial part of Its 
annual budget to the administration of 
criminal justice. 
. (d) The "administration of criminal 
justice" means performance of any of 
the following activities: detection, ap­
prehension. detention, pretrial release, 
post-trial release, prosecution, adjudica­
tion. correctional supervision, or rehabil­
itation of accu:::ed persons or criminal 
offenders. The administration of crimi­
nal justice shall include criminal iden­
tification activities and the collection, 
storage, and dissemination of crimina] 
history record information. . 

(e) "Disposition" means information 
disclosing that criminal proceedings have 
been concluded, including information 

disclosing that the police have elected not 
to refer a matter t.o II prosecutor or that 
a prosecutor has elected not to com­
mence criminal proceedings and also dis­
closing the nature of the termination in 
the proceedings; or information disclos­
ing that proceedings have been indefi­
nitely postponed and also disclosing the 
r~on for such postponement. Disposi­
tIOns shall include. but not be limited to 
acquittal, acquittal by reason of insanity' 
acquittal by reason of mental incom~ 
pet'ence, ~ase continued without finding, 
charge dismissed, charge dismissed due 
to insanity, charge dismissed due to men­
tal incompetency, charge still pending 
due to insanity. charge stiU pending due 
to mental incompetence, guilty plea, 
nolle proseqUi, no paper, nolo contendere 
plea, convicted, youthful offender deter­
mination, deceased, deferred dispOSition 
dismissed-civil action, found insane' 
found .mentally incompetent, pardoned: 
probatIon before conviction, sentence 
commuted, adjudication withheld, mis­
trial-defendant discharged, executive 
clemency, placed on probation, paroled, 
or released from correctional supervision. 

(n "S~tute" means an Act of Con­
gress or State legislature cif a provision 
of the Constitution of the United States 
or of a State. 

(g) "state" means any' State of the 
United States, the District of Columbia, 
the Commonwealth of Puerto Rico, and 
any territory or possession of the United 
States. 

(h) An "executive order" means an 
order of the President of the United 
States or the Chief Executive of a State 
which has the force of law and which 
is published in a manner permitting reg­
ular public access thereto. 

(I) "Act" means the Omnibus Crime 
Control and Safe Streets Act, 42 U.S.C. 
3701 et seq. as amended. 

(j) "Department of Justice criminal 
history record information system" 
means the Identification Division and 
the Computerized Criminal History 
File systems operated by the Federal 
Bureau of Investigation. 

Subpart B-State and Locol! Criminal 
Hi~ory Record Information Systems 

§ 20.20 Applicability. 

(a) The regulations in this subpart 
apply to all State and local agencies and 
individuals collecting, storing, or dis­
seminating criminal history record in­
formation processed by manual or auto­
mated operations where such collection, 
storage, or dissemination has been 
funded in whole or in part with funds 
made available by the Law Enforcement 
Assistance Administration subsequent to 
July 1. 1973, pursuant to Title I of the 
Act. 

(b) The regulations in this subpart 
shall not apply to criminal history rec­
ord iruonnation contained in: (1) post­
ers, announcements. or lists for identi­
fying or apprehending fugitives or 
wanted persons; (2) original records of 
entry such as pOlice blotters maintained 
by criminal justice agencies, compiled 
chronologically and required by law or 
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long standing custom to be made public, 
if such records are organized on a chron­
ological basis; (3) court records of pub­
lic judicial proceedings compiled chrono­
logically; (4) published court opinions 
or public judicial proceedings; (5) rec­
ords of traffic offenses maintained by 
state departments of transportation, 
motor vehicles or the equivalent thereof 
for the pnrpose of regulating the issu­
ance. suspension, revocation, or renewal 
of driver's, pilot's or other operators' li­
censes; (6) announcements of executive 
clemency. 

(c) Nothing in these regulations pre­
vents a criminal justice agency from dis­
closing to the public factual information 
concerning the status of an investiga­
tion, the apprehension, arrest, release, 
or prosecution of an individual, the ad­
judication of charges, or the correc­
tional status of an individual, which is 
reasonably contemporaneous with the 
event to which the information relates. 
Nor is a criminal justice agency pro-

- hibitcd from confirming prior criminal. 
history record information to members 
of the news media or aIW other person, 
upon specific inquiry as· to whether a 
named individ-ual was arrested, detained, 
indicted, or whether an information or 
other formal charge was filed, on a spec­
ified date. if the arrest record informa­
tion or criminal record information dis­
closed is based on data excluded by par­
agraph (b) of this section. 

§ 20.21 Preparation and submission of 
a Criminal History Hccord Informa­
tion Plan. 

A plan shall be submitted to LEAA by 
each state within 180 days of the pro­
mulgation of these regulations. The plan 
shall set forth operational procedures 
to-

(a) Completeness and accuracy. Insure 
that criminal history record information 
is complete and accurate. 

(1) Complete records should be main­
tained at a central state repository. To 
be complete, a record maintained at a 
central State repository which contains 
information that an individual has been 
arrested. and which is available for dis­
semination, must contain information 
of any dispositions occurring within the 
State within 90 days after the disposi­
tion has occurred. The above shall ap­
ply to all arrests occurring subsequent 
tq the effective date of these regulations. 
Procedures shall be established for crim­
inal justice agencies to query the central 
repository prior to dissemination of any 
criminal history record information to 
assure that the most up-to-date disposi­
tion data is being used. Inquiries of a 
central state repository shall be made 
prior to any dissemination except in 
those cases where time is of the essence 
!and the repository is technically in­
capable of responding within the neces­
sary time period. (2) To be accurate 
means that no record containing crim­
inal history record information shall 
contain erroneous information. -To ac­
complish this end, criminal justice agen­
cies shall institute a process of data coho 
lection, entry, storage, and systematic 

RULES AND REGULATIONS 

audit that will minimize the possibility 
of recording and storing inaccurate in­
formation and upon finding inaccurate 
information of a material nature, shall 
notify all criminal justice agencies 
known to have received such informa­
tion. 

(b) Limitations on dissemination. In­
sure that dissemination of criminall1is­
tory record information has been limited, 
whether directly or through any inter­
mediary only to : 

(1) Criminal justice agencies, for pur­
poses of the administration of crimina1 
justice and criminal justice agency em­
ployment; 

(2) Such other individuals and agen­
cies which require criminal history rec­
ord information to implement a statute 
or executive order that expressly refers 
to criminal conduct and contains re­
quirements and/or exclusions expressly 
based upon such conduct; 

(3) Individuals and agencies pursuant 
to a specific agreement with a criminal 
justice agency to provide services re­
quired for the administration of crim­
inal justice pursuant to that agreement. 
The agreement shall specifically author­
ize access to data, limit the use of data to 
purposes for which given, insure the 
security and confidentiality of t.he data 
consistent with these regulations, and 
provide sanctions for violation thereof; 

(4) Individuals and agencies for the 
express purpose of research, evaluative, 
or statistical activities pursuant to an 
agreement with a criminal justice 
agency. The agreement shall specifically 
authorize access to data, limit the use 
of data to research, evaluative, or sta­
tistical purposes. insure the confidenti­
ality and security of the data consistent 
with these regulations and with section 
524(a) of the Act and any regulations 
implementing- section 524(a). and pro­
vide sanctions for the violation thereof; 

(5) Agencies of state or federal gov­
ernment which are authorized by statute 
or executive order to conduct investiga­
tions determining employment suitabil­
ity or eligibility for security clearances 
allowing access to classified information; 
and 

(6) Individuals and agencies where 
authorized by court order or court rUle. 

(c) General pOlicies on use and dis­
semination. Insure adherence to the fol­
lowing restrictions: 

(1) Criminal history record informa­
tion concerning the arrest of an indi­
vidual may not be disseminated to a 
non-criminal justice agency or individ­
ual (except under § 20.21 (b) (3). (4), (5). 
(6» it an interval of one.· year has 
elapsed from the date of the arrest and 
no disposition of the charge has been 
recorded and no active prosecution of 
the charge is pending; . 

(2) Use of criminal history record in­
formation disseminated to non-criminal 
justice agencies under these regulations 
shall be limited to the purposes for which 
it was given and may not be dIsseminated 
further. 

(3) No agency or individual shall con­
firm the existence or non-existence of 
criminal history reCord information for 
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emr;ioyment or licensing checks except 
as provided in paragraphs (b) (1), (b) 
(2), and (b) (5) of this section. 

(4) This paragraph sets outer limits of 
dissemination. It does not. however, 
mandate dissemination of criminal his­
tory record information to any agency 
or indivH:lual. 

(d) Juvenile records. Insure that dis­
semination of records concerning pro­
ceedings relating to the adjudication of 
a juvenile as delinquent or in need or 
supervision (or the equivalent) to nOIl­
criminal justice agencies is prohibited, 
unless a statute or Federal executive or­
der specifically authorizes dissemination 
of juvenile records, except to the same 
extent as criminal history rl!cords may 
be disseminated as provided in § 20.21 
(b) (3), (4), and (6). 

(e) Audit. Insure that annual audits 
of a representative sample of state and 
local criminal justice agencies chosen on 
a random basis shall be conducted by 
the State to verify adherence to these 
regulatiOns and that appropriate records 
shall be retained til facilitate such-audits. 
Such records shall include, but are not 
limited to. the names of all persons or 
agencies to whom information is dis­
seminated and the date upon which such 
information is disseminated. 

(f) Security. Insure confidentiality 
and security of criminal history record 
information by providing that wherever 
criminal history record information is 
collected, stored, or disseminated, a 
criminal justice agency shall-

(1) Institute where computerized data 
processing is employed effective and 
technologically advanced software and 
hardware designs to prevent unauthor­
ized access to such information; 

(2) Assure that where computerized 
data processing is employed, the hard­
ware, including processor, communica­
tions control, and storage device, to be 
utilized for the handling of criminal his­
tory record information is dedicated to 
purposes related to the administration 
of criminal justice; 

(3) Have authority to set and enforce 
policy concerning computer operations; 

(4) Have power to veto for legitimate 
security purposes which personnel can 
_be permitted to work in a defined area 
'Where such information is stored, col­
lected, or disseminated; 

(5) Select and supervise all personnel 
authorized to have direct access to such 
information; 

(6) Assure that an individual or 
agency authorized direct access is admin­
istratively held responsible for (i) the 
physical security of criminal history 
record information under its control or 
in its custody ami (11) the protection of 
such information from unauthorized ac­
cesses, disclosure, or dissemination; 

(7) Institute procedures to reasonably 
protect any central repository of criminal 
history record information from unau­
thorized access, theft. sabotage, fire, 
ftood, wind. or other natural or man­
made disasters; 

(8) Provide that each employee work­
ing with or having access to criminal his­
tory record information should be made 
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familiar with the substance and intent 
of these regulations; and 

(9) Provide that direct access to crimi­
nal history records information shall be 
available only to authori~ed officers or 
employees of a criminal justice agency. 

(g) Access and review. Insure the in­
dividual's right to access and review of 
criminal history information for pur­
poses of accuracy and completeness by 
instituting procedures so that--

(1) Any individual shall, upon satis­
factory verification of his identity be 
entitled to review without undue burden 
to either the criminal justice agency or 
the individual. any criminal history 
record information maintained about the 
individual and obtain a copy thereof 
when necessary for the purpose of chal­
lenge or correction; 

(2) Administrative review and neces­
sary correction of any claim by the in­
dividual to whom the information relates 
that the information is inaccurate or in­
complete is provided; 

(3) The state shall establish and 
implement procedures for administrative 
appeal where a criminal justice agency 
refuses to correct challenged informa­
tion to the satisfaction of the individual 
to whom the information relates; 

(4) Upon request, an individual whose 
record has been corrected shall be given 
the names of aU non-criminal justice 
agencies to whom the data has been 
given; 

(5) The correcting agency shall notify 
all criminal justice recipients of cor­
rected information; and 

(6) The individual's right to access and 
review of criminal history record infor­
mation shall not extend to data contained 
in intelligence. investigatory, or other re­
lated files and shall not be construed to 
include any other information than that 
defined by § 20.3(b). 
§ 20.22 C.~rlificulion of Compliunce. 

(a) Each state to which these regula­
tions are applicable shall with the sub­
mission of each plan provide a certifica­
tion that to the maximum extent feasible 
action has been taken to comply with 
the procedures set Jorth in the plan. 
Maximum extent feasible. in this subsec­
tion, means actions which can be taken 
to comply with the procedures set forth 
in the plan that do not require additional 
legislative authority or involve unreason­
able (!ost or do not exceed existing techni­
cal ability. 

(b) The certi!ication shall include­
(1) An outline of the action which has 

been instituted. At a minimum, the re­
quirements of access and review under 
20.21 (g) must be completely operational; 

(2) A description of any legislation or 
executive order, or attempts to obtain 
such authority that has been instituted 
to comply with these regulations; 

(3) A description of the steps taken to 
overcome any fiscal, technical, and ad­
mlnlstrative barriers to the development 
of complete and accurate criminal history 
record information; 

(4) A description of existing system 
capabUity and steps being taken to up-
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grade such capability to meet the re­
quirements of these regulations; and 

(5) A listing setting forth all non­
criminal justice dissemination authorized 
by legislation existing as of the date of 
the certification showing the specific 
categories of non-criminal justice ::ldi­
viduals or agencies, the specifiC purposes 
or uses for which information may be 
disseminated, and the statutory or ex­
ecutive ottier citations. 

any message switching facilities which 
are authorized by law or regulation to 
IJnk local, 'state and Federal criminal 
justice agencies for the purpose of ex­
changing NCIC-related information. 
Such information includes information 
in the Computerized Criminal History 
(CCH) File, a cooperative Federal-State 
program for the interstate exchange of 
cri.minal history record information. 
CCH shall provide a central repository 

§ 20.23 DOculIlclltalicJlll: Approval by . and index of criminal history record in-
fprmation for the purpose of facilitating 
the interstate exchange of such informa­
tion among criminal justice agencies. 

LEAA. 

Within 90 days of the receipt of the 
plan, LEAA shall approve or disapprove 
the adequacy of the provisions of the 
plan and certification. Evaluation of the 
plan by LEAA will be based upon whether 
the procedures set forth will accomplish 
t.he required objectives. The evaluation 
of the certification(s) will be based upon 
whether a good faith effort has been 
shown to initiate and/or further compli­
ance with the plan and regulations. All 
procedures in the approved plan must be 
fully operational and implemented by 
December 31,.1977, except that a state, 
upon written application and good cause, 
may be allowed an additional period of 
time to implement § 20.21 (f) (2). Cer­
tification shall be submitted in December 
of each year to LEAA until such com­
plete compliance. The yearly certifica­
tion shall update the information pro­
vided under § 20.2l. 
§ 20.24 Slale laws on pri\'lIcr und secu­

rity. 

Where a State originating criminal 
history record information provides for 
sealing or purging thereof, nothing in 
these regulations shall be construed to 
prevent any other State receiving such 
information. upon notification. from 
complying with the originating State's 
sealing or purging requirements. 

§. 20.25 Penulties. 
Any agency or individual Violating sub­

part B of these regulations shall be sub­
ject to a fine not to exceed $~01000. In 
addition, LEAA may initiate fund cut-off 
procedures against recipients of LEAA 
assistance. 
Subpart C-Federal System and Interstate 

Exchange of Criminal History Record In­
formation 

§ 20.30 Applicahility. 

The provisions of this subpart of the 
regulations apply to any Department of 
Justice criminal history record informa­
tion system that serves criminal justice 
agencies in two or more states and to 
Federal, state and local criminal justice 
agencies to ihe extent that they utilize 
the services of Department of Justice 
criminal history record information sys­
tems. These regulations are applicable 
to both manual and automated systems. 
§ 20.31 Responsibilities. 

(a) The Federal Bureau of Investiga­
tion (FBD shall operate the National 
Crime Information Center (NCIC), the 
computerized information system which 
includes telecommurucations lines and 

(bI The FBI shall operate the Identi­
fication Division to perform identifica­
tion and criminal history record infor­
mation functions for Federal, state and 
local criminal justice agencies, and for 
noncriminal justice agenCies and other 
entities where authorized by Federal 
statute, state statute pursuant to Public 
Law 92-544 (86 Stat. 1115), Presidential 
executive order, or regulation of the At­
torney General of the united States. 

(c) The FBI Identification Division 
shall maintain the master fingerprint 
files on ail offenders included in the 
NCIC/CCH File for the purposes of de­
termining first offender status and to 
identify those offenders who are un­
known in states where they become 
criminally active but known in other 
states through prior criminal history 
records. 

§ 20.32 Includablc offenses. 

(a) Criminal history record informa­
tion maintained in any Department of 
Justice criminal history record informa­
tion system shall include serious and/or 
Significant offenses. 

(b) Excluded from such a system are 
arrests and court actions limited only to 
nonserious charges, e.g., drunkenness, 
vagrancy, distUrbing the peace, curfew 
violation, loitering, false fire alarm, non­
specific charges of suspiCion or investi­
gation, traffic violations (except data will 
be included on arrests for manslaughter, 
drivfng under the infiuence of drugs or 
liquor, and hit and run). Offenses com­
mitted by juvenile offenders shall also 
be excluded unless a juvenile offender 
is tried in court as an adult. 

(c) The exclusions enumerated above 
shall not apply to Federal manu;:,;} crimi­
nal history record information collected, 
maintained and compiled by the FBI 
prior to the effective date of these Regu­
lations. 
§ 20.33 Dissemination of criminal his­

tory record information. 
(a) Criminal history record informa­

tion contained in any Department of 
Justice criminal history record informa­
tion system will be made available: 

(1) To criminal justice agencies for 
criminal justice purposes; and 

(2) To Federal agencies authorized to 
receive it pursuant to Federal statute or 
Executive order. 

(3) Pursuant to Public Law 92-544 
(86 Stat. 115) for use in connection with 
licensing or local/state employment or 
for other uses only if such dissemination 
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is authorized by Federal or state statutes 
and approved by the Attorney General of 
the United states. When no active pros­
ecution of the charge is known to be 
pending arrest data more than one year 
old will not be disseminated pursuant 
to this subsection unless accompanied by 
information relating to the disposition 
of that arrest.' 

(4) For issuance of press releases and 
publicity designed to effect the appre­
hension of wanted persons in connection 
with serious or significant offenses. 

(b) The exchange of criminal history 
record information authorized by para­
graph (a) of this section is subject to 
cancellation if dissemination is made out­
side the receiving departments or related 
agencies. 

(c) Nothing in these regulations pre­
vents a criminal justice agency from dis­
closing to the public factual information 
concerning the status of an investigation, 
the apprehension, arrest, release, or pros­
ecution of an individual, the adjudica­
tion of charges, or the correctional status 
of an individual, which is reasonably 
contemporaneous with the event to which 
the information relates. 
§ 20.34 Indh'idual's right to access crim­

inal history record information. 

(a) Any individual, upon request, upon 
satisfactory verification of his identity by 
fingerprint comparison and upon pay­
ment of any required processing fee, may 
review criminal history record informa­
tion maintained about him in a Depart­
ment of Justice criminal history record 
information system. 

(b) If, after reviewing his identifica­
tion record, the subject thereof believes 
that it is incorrect or incomplete in any 
respect and wishes changes, corrections 
or updating of the alleged deficiency, he 
must make application directly to the 
contributor of the questioned informa­
tion. If the contributor corrects the rec­
ord, it shall promptly notify the FBI and, 
upon. receipt of such a notification, the 
FBI will make any changes necessary in 
accordance with the correction supplied 
by the contributor of the original infor­
mation. 

§ 20.35 National Crime Information 
Center Advisory Policy Board. 

There is established an NCIC Advisory 
Policy Board whose purpose is to recom­
mend to the Director, FBI, general poli­
cies with respect to the philosophy, con­
cept and operational principles of NCIC, 
particularly its relationships with local 
and state systems relating to the collec­
tion, processing, storage, dissemination 
and use of criminal history record in­
formation contained in the CCH File. 

(a) (1) The Board shall be composed 
of twenty-six members, twenty of whom 
ar~ elected by the NCIC users from across 
the entire United States and six who are 
appOinted by the Director of the FBI. The 
six appointed members, two each from 
the judicial, the corrections and the 
prosecutive sectors of the criminal jus­
tice community, shall serve for an in­
determinate period of time. The twenty 
elected members shall serve for a term of 
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·two years cOnUnencing on January 5th of 
each odd numbered year. 

(2) The Board shall be representative 
of the entire criminal justice community 
at the state and local levels and shall in­
clude representation from law enforce­
ment, the courts and corrections seg­
ments of this community. 

(b) The Board shall review and con­
sider rules, regulations and procedures 
for the operation of the NCIC. 

(c) The Board shall consider opera­
tional needs of criminal justice agencies 
in light of public policies, and local, state 
and Federal statutes and these Regula­
tions. 

(d) The Board shall review and con­
sider security and privacy aspects of the 
NCIC system and shall have a standing 
Security and Confidentiality Committee 
to provide input and recommendations to 
the Board concerning security and pri­
vacy of the NCIC system on a continuing 
basis. 

(e) The Board shall recommend stand­
ards tor participation by criminal justice 
agencies in the NCIC system. 

(f) The Board shall report directly to 
the Director of the FBI or his designated 
appointee. 

(g) The Board shall operate within 
the purview of the Federal Advisory 
Committee Act, Public Law 92-463, 86 
Stat. 770. 

(h) The Director, FBI, shall not adopt 
recommendations of the Board which 
would be in violation of these Regula-
tions. . 

§ 20.36 Participation in the Computer­
ized Criminal Hist9ry Program. 

(a) For the purpose of acquiring and 
retaining direct access to CCH File each 
criminal justice agency shall execute a 
signed agreement with the Director, FBI, 
to abide by all present rules, policies and 
procedures of the NCIC, as well as any 
rules, policies and procedures hereinafter 
approved by the NCIC Advisory Policy 
Board and adopted by the NCIC. 

(b) Entry of criminal history record 
information into the CCH File will be ac­
cepted only from an authorized state or 
Federal criminal justice control terminal. 
Terminal devices in other authorized 
criminal justice agencies will be limited 
to inquiries. 
§ 20.37 Responsibility for accuracy, 

completeness, currency. 

It shall be the responsibility of each 
criminal justice agency contributing data 
to any Department of .Justice criminal' 
history record information system to as­
sure that information on individuals is 
kept complete, accurate and current so 
that all such records shall contain to the 
maximum extent feasible dispositions for 
all arrest data included therein. Disposi­
tions should be submitted by criminal 
justice agencies within 120 days after the 
disposition has occurred. 
§ 2G.~8 Sanction for noncompliance, 

The services of Department of Justice 
criminal history record information sys­
tems are subject to cancellation in re­
gard to any agency or entity which faUs 
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to comply with the provisions of Subpart 
C. . 

MAY 15, 1975. 

EDWARD H. LEVI, 
Attorney General. 

RICHARD W. VELDE, 
Administrator, Law Enforcement 

Assistance Administration. 

MAY 15, 1975. 
ApPENDIX-COMMENTARY ON SELECTED SEC­

TIONS OF THE REGULATIONS ON CRIM1NAL 
HISTORY RECORD INFORMATION SYSTEMS 

Subpart A-§ 20.3(b). The definition of 
criminal history record Information Is In­
tended to IncllJde the basic offender-baMd 
transaction statistics/computerized criminal 
history (OBTSjCCH) data elements. It no­
tations of an arrest, disposition, or other 
formal criminal justice transactions occur 
In records other than the traditional "rap 
sheet" such as arrest reports, any criminal 
history record Information contained In such 
reports comes under the definition of this 
subsection. 

The definition, however, does not extend to 
other information contained In criminal. jus­
tice agency reports. Intelligence or Investi­
gative Information (e.g. suspected ,criminal 
activity, associates, hangouts, financial Infor­
mation, ownership of property and vehicles) 
Is not Incl·.lded In the definition of criminal 
history information. 

§ 20.3 (e). The definitions of criminal jus­
tice agency and administration of c:rlmlnal 
justice of 20.3(c) (d) must be considered to­
gether. Included as criminal justice agencies 
would be traditional police, courts, and cor­
rectiOns agencies as well as subunits of non­
criminal justice agencies performing a func­
tion of the administration of criminal justice 
pursuant to Federal or State statute or exec-' 
utlve order. The above subunits of non-crim­
Inal justice agencies would Include for 
example, the Office of Investlga;tlon of the 
U.S. Department'of Agriculture which has as 
its prinCipal function the collection of evi­
dence for criminal prosecutions of fraud. 
Also Included under the definftlon of crim­
inal justice agency are umbrella-type ad­
ministrative agencies supplying criminal his­
tory Information services such as New York's 
Division of Criminal Justice Services. 

§ 20.3(e). Disposition Is a key concept in 
the section 524(b) of the Act and In § 20.21 
(a) (1) and § 20.21(b) (2). It, therefore, Is de­
fined In some detaU. The specific dispositions 
listed in this subsection are examples only 
and are not to be construed as excluding 
other unspecified transactions concluding 
criminal proceedings within a particular 
agency. , 

Subpart B-§ 20.20(a). These regulations 
apply to criminal justice agencies receiving 
Safe Streets funds for manual or automated 
systems subsequent to July I, 1973. In the 
hearings on the regulations, a number of 
those testifying challenged LEAA's a\lthor­
Ity to promulgate regulations for manual 
systems by contending that section 524(b) 
of the Act governs criminal history Informa­
tion contained In automated systems. 

The intent of section 524(b) , however, 
would be subverted by only regulating auto­
mated systems. Any agency that wished to 
circumvent the regulations would be able to 
create dupllcate manual files for purposes 
contrary to the letter and spirit of the reg-
ulations. . 

Regulations of manual systems, therefore, 
Is authorized by section 524(b) when coupled 
with Section 501 of the Act which author­
izes the Administration to establish rules 
and regulations "necessary to the exercise of 
Its functions • • •. " 
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The Act clearly appUes to all criminal his­
tory record Information collected, "Stored, or 
disseminated with LEAA support subsequent 
to July 1, 1973. 

§ 20.20(b) (c). Section 20.20(b) (c) exempts 
from regulations certain types of records 
vital to the apprehension of fugitives, 'free­
dom of the press, and the publ1c's right to 
know. 

Section 20.20 (b) (II) attempts to de"l with 
the problem of computerized police blotters. 
In some local jurisdictions, It Is apparently 
possible for private individuals and/or news­
men upon submission of a specific name to 
obtain through a computer search of the 
blotter a history of a person's arrests. Such 
files create a partial criminal history data 
bank potentially damaging to Individual pri­
vacy, especially since they do not contain 
final dispositions. By requiring that such 
records be accessed solllly on a chronological 
basis, the regulations limit inquiries to spe­
cific time periods and discourage general 
fishing expeditions Into a person's private 
life. 

Subsection 20.20(c) recognizes that an­
nouncements of ongoing. developments In 
the criminal justice process should not be 
precluded from public disclosure. Thus an­
nouncements of arrest, convictions, new de­
velopments In the course of an investigation 
may be made within a few days of their oc­
currence. It Is also permissible for a criminal 
justice agency to confirm certain matters of 
publ1c record Information upon specific In­
qUiry. Thus, 1! a que&tion 1s raised: "Was X 
o.rrested by your agency on January 3, 1952" 
and this can be conllrmed or denied by 
looking at one of the records enumerated In 
subsection (b) above, then the criminal 
agency may respond to the Inquiry. 

§ 20.21. Since privacy and security consid­
erations are too complex to be dealt with 
overnight, the regulations requIre a State 
plan to assure orderly progress toward the 
objectives of the Act. In response to requests 
of those testifying on the draft regulations, 
the deadline for submission of the plan was 
set at 180 days. The kind of planning docu­
ment anticipated would be much more con­
cise than, for example, the State's crlr..inal 
justice comprehensive plan. 

The regulations dellberately refrain from 
specifying who within a State should be re­
sponsible for preparing the plan. This spe­
cific determination should be made by the 
Governor. . 

§20.21(a)(1). Section 524(b) of the Act 
requires that LEAA Insure criminal history 
Information be current and that, to the 
maximum extent feasible, It contain dispo­
sition as well as current da to.. 

It Is, however, economically and adminis­
tratively Impractical to maintain complete 
criminal histories at the lucal level. Arrange­
ments for local pollce departments to keep 
track of dispositions by agencies outside of 
the local jurisdictions generally do not exist. 
It would, moreover, be bart public policy to 
encourage such arrangements since It ",ould 
result In an expensive duplication of ft;es. 

The alternatives to locally kept cr:.tnlnal 
histories are records maintained by-a ctmtral 
State repository. A central State repository 
Is a State agency having the function pur­
suant to statute or executive order of main­
taining comprehensive stateWide criminal 
history record Information files. Ultimately, 
through automatic data processing the State 
level will have the capabll1ty to handle all 
l'equests .tor In-State criminal hlstorylnfor­
matlon. 

Section 20.2~,(a) (1) ~s written with a cen­
tralized State criminal history repository In 
mind. The first sentence of the subsection 
states that complete records should be re­
tained at a central State repository, The word 
"should" Is permissive; It suggests but does 
not mandate a central State repository. 
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The regulations do require that States es­
tablish procedures for sta"te and local crimi­
nal justice agencies to query central State 
repositories wherever they exist. Such pro­
cedures are Intended to Insure that the most 
current criminal justice Information Is used. 

As a minimum, criminal justice agencies 
subject to these regulations must make In­
quiries of central state repositories whenever 
the repository 'Is capable of meeting the 
user's request within a reasonable time. 
Presently, comprehensive records of an Indi­
vidual's transactions within a state are 
maintained In manual files at the state level, 
If at all. It Is probably unreal1stlc to expect 
manual systems to be able immediately to 
meet many rapid-access needs of police and 
prosecutors. On the other hand, queries of 
the State central repository for most non­
criminal J\l,stlce purposes probably can and 
should be made prior to dissemination of 
cr1m1l).al history record Information. 

§ 20.21 (b). The limitations on dissemina­
tion in this subsection are essentlal,'to fulfill 
the mandate of section 524(b) of the Act 
which requires the Administration to assure 
that the "privacy of all Information Is ade­
quately provided for and that Information 
shall only be used for law enforcement and 

. criminal justice and other lawful purposes." 
The categories for dissemination establ1shed 
In this section reflect suggestions by hearing 
witnesses and respondents submitting writ­
ten commentary. 

§ 20.21 (b) (2). This subsection Is Intended 
to permit public or private agencies to have 
access to criminal history record Information 
where a statute or executive order: 

(1) Denies employment, l1censlng, or other 
civil rights and privileges to persons con­
victed of a crime; 

(2) Requires a criminal record check prior 
to employment, licensing, etc. 

The above examples represent statutory 
patterns contemplated In drafting the regu­
lations. The sine qua non for dissemination 
under this subsection Is statutory reference 
to criminal conduct. Statutes which cOntain 
requirements and/or exclusions based on 
"good moral character" or "trust worthiness" 
would not be sulficlent to authorize dissemi­
nation. 

The language of the subsection wlll ac­
commodate Civil Service sUltab1l1ty Investi­
gations under Executive Order 10450, which 
Is the authority for most Investigations con­
ducted by the Commission. Section 3(a) of 
10450 prescribes the minimum scope of In­
vestigation and requires a check of FBI fin­
g"rprlnt files and written Inquiries to ap­
propriate law enforcement agencies. 

§ 20.21 (b) (3). This subsection would per­
mit private agencies such as the Vera Insti­
tute to receive cr1m1nal histories where they 
perform a necessary administration of justice 
function such as pretrial release. Private con­
sul tlng firms which commonly assist criminal 
justice agencies In Information systems de­
velopment would also be Included here. 

§ 20.21(b) (4). Under this subsection, 8,ny 
gomi faith researchers Including private in­
dividuals would be ~::;rm1tted to use criminal 
history' record ID.~ormatlon for resea.c~ pur­
poses. As with the agencies deslgna.ted In 
§ 20.21(b) (3) researchers would be bound by 
an agreement with the disseminating crim­
Inal justice agency and would, of course, be 
subject to the sanctions of the Act. 

The drafters of the regulations expressly 
rejected a suggestion which would have 11m­
Ited access for research purposes to certified 
research organizations. Spec1!l.cally "certHl­
cation" criteria would have been extremely 
dllficult to draft and would have IneVitably 
led to unnecessary restrictions on legitimate 
research. 

Section 524(a) of the Act which torms part 
of the requirements ot tr.1s section states: 

"Except as provided by Federal law other 
than this title, no olficer or employee of the 
Federal Government, nor any recipient of as­
sistance under the proviSions of this title 
shall use or roveal B,ny research or statistical 
Inrormatlon furnished under this title by 
any perllOn and 1t',entUlable to any specific 
private person foI' any purpose other than 
the purp08e for which It was obtained In ac­
cordance with this title. Caples of such In­
formation shall be Immune from legal proc­
eSl!, and shall not, without the consent of the 
person fu.-nlshlng such Informatlon, be ad­
mitted BI! evlde7,lce or used for any purpose In 
any action, suit, or other judicial or adminis­
trative procee(l1ngs." 

LEAA antlclpa.tes Issuing regulations pursu­
ant to Section 524(a) as soon as possible. 

§ 20.21 (b) (5). Dissemination under this 
section would be permitted not only In cases 
of Investigations ot employment suitablllty, 
but also Investlgatlons relating to clearance 
of Individuals tor access to Information which 
Is classll1ed pursuant to Executive Order 
11652. 

§ 20.21: (c) (1). "Act,lve prosecution pend­
Ing" would mean, tor I,xample, that the case 
Is stlll actively In process, the first step such 
as an arraignment has been taken and the 
case docketed for court trial. This term Is 
not Intended to Include any treatment alter­
native-type. program which might defer pros­
ecution to a later date. Such a deferral pros­
ecution Is a disposition which should be 
entered on the record. ' 

§ 20.21 (c) (3). Presently some employers 
are circumventing State and local dissemina­
tion restrictions by requesting applicants to 
obtain an olficlal certification of no criminal 
record. An employer's request under the 
above circumstances gives the applicant the 
unenviable choice of Invasion of his privacy 
or loss of possible job opportunities. Under 
this subsection routine certifications of no 
record would no longer be permitted. In ex­
traordlnluy Circumstances, however, an In­
dividual could obteln a court order permit­
ting such a certification. 

§ 20.21 (c) (4). The language of this sub­
section leaves to the States the question of 
who among the agencies and Individuals 
I1st~d In § 20.21 (b) shall actually receive 
crlill1nal records. Under these regulations a 
State could place a total ban on dissemina­
tion If It so wished. 

§ 20.21 (el), Non-crlm!nal justice agencies 
will not be able to receive records of juve­
niles unless the language or statute or Fed­
eral executive order specifies that juvenlle 
records shall be avaU&.ble for dissemina­
tion. Perhaps the most controversial part of 
this subsection Is that It deo!es access to 
records of juveniles by Federal agenCies con­
ducting background Investigations for ellgi­
b1l1ty to classified Information under ex­
Isting legal authority. 

§ 20.21 (e). Since It would be too costly to 
audit each criminal justice agency In most 
states (Wisconsin, for example, has 1075 
criminal justice agencies) random audits ot 
a. "representa.tlve sample" of agencies are the 
next best alternative. The term "representn­
tive sample" Is used to Insure th~t audits do 
not simply focus on certain types of agencies. 

§ 20.21 (f) (2). In the short run, dedication 
w1l1 probably mean greater coste for State 
and local governments. How great such costs 
might be Is dependent upon the rapidly ad­
vancing Iit.ate of computer technology. So 
that there will be no serious hardship on 
States !\nd localities as a result of this re­
qUirement, § 20.23 provides that additional 
time "will be allowed to Implement the dedi­
cation requirement. For exampl~. where local 
systems now In place contai:l criminal his­
tory Information of only tbat State, used 
purely tor Intrastate pUrpOlle!l, In a shared 
environment, consideration w11l be given to 
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granting extensions of time under this pro­
Vision. 

§ 20.21 (f) (5), (8). "Direct access" means 
that any non-criminal agency authorized to 
receive criminal justice data must go through 
II criminal justice agency to obtain Infor­
mation. 

§ 2021 (g) (1). A "challenge" under this 
section Is an oral or VI'!"itten contention by 
an Individual that his record Is Inaccurate 
or Incomplete; It would reqUire him to give 
a correct version ot' his record and explain 
why he believes his version to be correct. 
While an Individual should have access to 
his record for review, a copy of the record 
should ordinarily only be given when It Is 
clearly estabiished that It Is necessary for 
the purj)os.e of challenge. 

The drafters of the subsection expressly 
rejected a suggestion that would have called 
for a satisfactory verification of Identity by 
fingerprint ccmlparlson. It was felt that states 
ought to be free to determine other means of 
Identity verification. 

§ 20.21 (g) (5). Not every agency w1!l have 
done this In the past, but henceforth ade­
quate records Including those required under 
§ 20.21 (e) must be kept so that notification 
can be made. 

§ 20.21 (g) (6). This section emphasizes that 
the right to access and review extends only 
to criminal history Information and doer. not 
InclUde other information such as Intell1-
gence or treatment data. 

§ 20.22(a). The purpose for the certifica­
tion requirement Is to initiate Immediate 
comprtance with these regulations wherever 
possible. The term "maximum extent feasi­
ble" acknowledges that there are some areas 
such a.z the completeness requirement which 
create complex legislative and financial prob­
lems. 

NOTE: In preparing the plans required by 
these regulations, states should look for 
guidance to the following documents: Na­
tional Adl'lsory Commission on Criminal Jus­
tice Standards and Goals, Report on the 
Criminal Justice System; Project SEARCH: 
Security and Privacy Considerations In Crim­
Inal History Information Systems, Technical 
Report #2; Project SEARCH: A Model State 
Act for Criminal Offender Record Informa­
tion, Technical Memorandum #3; and Proj­
ect SEARCH: Model Administrative Regula­
tions for Criminal Offender Record Informa­
tion, Technical Memorandum #4. 

Subpart C-§20.31. Defines the criminal 
history record Information system operated 
by the Federal Bureau of Investigation. Each 
state having a record In the Computerized 
Criminal History (CCH) file must have a 
fingerprint card on file In the FBI Identifica­
tion Division to support the CCH record con­
cerning the Individual. 

Paragraph b Is not Intended to limit the 
Identification services presently performed 

RULES AND REGULATIONS 

by the FBI for Federal, state ·and local agen­
cies. 

§ 20.32. The grandfather clause contained 
In the third paragraph of this Section Is 
designed, from a practical standpoint, to 
el!mlnate the necessity of deleting from the 
FBI's. massive files the non-Includable of­
fenses which were stonld prior to February, 
1973. 

In the event a person Is charged In ctmrt 
with a serious or significant offense arising 
out of an arrest Involving a non-Includable 
olfense, the non-Includable olfense w!Il ap­
pear In the arrest segment of the CCH record. 

§ 20.33. Incorporates the provlsloIl.'!"-o! a 
regulation Issued by the FBI on June 26, 
1974, l!mltlng dissemination of arrest In­
formation not accompanied by disposition 
Information outside the Federal government 
for non-criminal justice purposes. This reg­
ulation Is Cited In 28 CFR 50.12. 

§ 20.34. The procedures by wblch an In­
diVidual may obtain a copy of his manual 
Identification record are particularized In 28 
CFR 16.30-34. 

The procedures by which an Individual 
may obtain a copy of his Computerized Crlm" 
Inal History record are as follows: 

If an Individual has a criminal record sUP" 
ported by fingerprints and that record has 
been entered In the NCIC CCH File, It is 
avallb!'>~e to that Individual for review, upon 
presentl,ltlon of appropriate Identification, 
and In a"ccordance with applicable state and 
Federal administrative and statutory regu­
lations. 

Appropriate Identification Includes being 
fingerprinted for the purpose of Insuring that 
he Is the Individual that he purports to be. 
The record on file w!Il then be verified as 
his through comparison of fingerprints. 

Procedure.!' AIl requests for review must 
be made by the subject of his record through 
So law enforcement agency which has access 
to the NCIC CCR File. That agency within 
statutory or regulatory limits can require 
additional Identification to assist In secur­
Ing a positive Identification. 

2. If the cooperating law enforcement 
agency can make an Identification with 
fingerprints previously taken which are on 
file locally and If the FBI Identification num­
ber of the Individual's record Is ava!Iable 
to that agency, It can make an on-l1ne In­
quiry ot NOrC to obtain his record on-line 
or, If It does not have suitable equipment 
to obtain an on-line reSpOl1.1e, obtsln the 
record from WaShington, D.C., by malI. The 
Individual wlII then be afforded the oppor­
tunity to see that record. 

3. Should the cooperating law enforcement 
agency not have the Individual's fingerprints 
on file locally, It Is necessary for that agency 
to relate his prints to an existing record by 
having his Identification prints compared 
With those already on file In the FBI or, 
possibly, In the' State's central Identification 
agency. 
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4. The subject of the requested record shall 
request the appropriate arresting agency, 
court, or correctional agency to Initiate ac­
tion necessary to correct any stated inac­
curacy In his record or provide the Informa'­
tion needed to make the record complete. 

§ 20.36. This section refers to the require­
ments for obtaining direct access to the' 
CCH file. One of the requirements Is that 
hardware, Including processor, communica­
tions control and storage devices, to be uti­
lized for the handling of criminal history 
data must be dedicated to the criminal 
justice function. 

§ 20.37. The 120-day requirement In this 
section allows 30 days more than the slmtlar 
provision In Subpart B In order to allow for 
processing time which may be needed by 
the states before forwarding the .dlsposltlon 
to the FBI. 

[FR Doc.75-13197 Flied 5-19-75;8:45 amJ 

[Order No. 602-75J 

PART 50-STATEMENTS OF POLICY 

~e!ease of Information by Personnel of the 
Department of Justice Relating to Crim· 
inal and Civil Proceedings 

This order amends the Depart!r.cnt"of 
Justice guidelines concerning release of 
information by personnel of th~ Depart­
ment of Justice relating to criminal and 
civil proceedIngs by deleting the provi­
sion permitting disclosure of criminal 
history record information on request. 

By virtue of the authority vested in me 
as Attorney Gen~ral of the United states, 
§ 50.2(b) (4) of Chapter I, Title 28 of the 
Code of Federal Regulations is amended 
to read as follows: 
§ 50.2 Release of information by per. 

sonnel of the Department of Justiee 
relating to eriminal and eivil pro­
ceedings. 

• • • • • 
(b) • • • 

• • • • 
(4) Personnel of the Department shall 

not disseminate any information con­
cerning a defendant's prior criminal 
record. 

• • 
MAY 15, 1975. 

• • • 

EDWARD H. LEVI, 
Attorney General. 

[FR Doc.7S--13198 FlIed 5-19-75;8:45 am) 
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TITLE 77, CHAPTER 59 

UTAH CODE ANNOTATED 1953 

CRIMINAL IDENTIfICATION 

77-59-3 Commissioner--Compensation--Assistants 

The state bureau of criminal idencification shall be under the supervision and 

control of the commissioner of public safety. The commissioner shall receive no 

extra compensation or salary as head of the bureau but shall be reimbursed for espenses 

actually and necessarily incurred in the performance of his duties as supervisor of 

the bureau. The commissioner shall appoint such deputies, inspectors, examiners, 

clerical workers and other employees as may be required to properly discharge the 

duties of the bureau which employees and assistants shall serve at the pleasure of 

the commissioner and whose salaries shall be fixed in accordance with standards 

adopted by the department of finance. 

77-59-4 Offices at Capitol 

Suitable ot~ices for the bureau shall be provided in the state capitol and its 

board of managers may equip and furnish said offices. 

77-59-5 General Duties and Functions of Bureau and Employees 0 

The bureau shall procure and file for record, plates, photographs, outline 

pictures, descriptions, information, sta.ti,stics, fingerprints and measurements, 

wherever procurable of persons who ar~fugitives from justice, wanted or missing 
r 

or who have been or shall hereafter be convicted of felony or an indictable mis-

demeanor under the laws of any state or of the Uni ted States and of all well-known 

and habitual criminals, and file the same with information and descriptions received 

by it in the course of the administration of the bureau; and it sha-ll make a complete 

and systematic record and index of the same, providihg thereby a method of convenIent 

consultation and comparison. So far as practicable such records shall coincide in 

form with those of the Federal Bureau of Investigation in order to facilitate 

interchange of records. It. sha 11 be the further duty of the emp loy('-'~s of the 
\!. 

department to prevent and detect crime, to apprehead criminals and to enforce·the 

criminal laws of the state and to preform such other related duties as may be 

impos ed upon them by the legis la turel~ 

( 

" 
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77-59-6 System and Means of Identification 

The commissioner shall adopt rules prescribing systems of identification, known 

as the fingerprint system, or any system of measurements that may from time to time 
" 

be adopted or used to facilitate the enforcement of th~ law in th~various lawenforce­

ment agencies throughout the nation; and shall use its discr~ion in improving the 

fuethods of identification and in adopting systems of measurements, processes, operation, 

plates, photographs anddescriptions of all persons confined in penal institutions of 

tye state, in accordance with approved systems of identification of criminals. 

77~59-7 System of Recording-Visitation of Secure Data 

" The bureau shall adopt a system of recording, with necessary indexes, and keep 

complete records of all reports filed with it, and of all property stolen, lost or 

found and from time to time shall improve such records so as to provide for the 

further identification of persons guilty of crime. The commissioner and persons 

designated by him are authorized to call upon any of the law enforcement officers 

of the state, the warden of the state prison and the keep~r of any jailor any 

penal institution which may hereafter be established to furnish information which 

will aid in making up the records required to be kept; and all officers called upon 

are required to furnish the information requested by the bureau or the persons 

designated by it. The commissioner and all persons acting under him are hereby 

given authority, upon showing credentials, to enter any jail, state prison or other 

place of confinement maintained by the state or any subdivision thereof to take or 

cause to be taken fingerprints or photopraphs, and make investig~tion relative to any 

person confined therin, for the purpose of obtaining jnformatjon which will lead to 

the identification fo criminals; and every person, who had charge of custody of public 

records or documents, from which it may reasonably be supposed that information, 

described in sections 77-59-9, 77-59-11, 77-59-12 and 77-59-13 hereof, can be 

obtained shall grant access thereto to any employee of the bureau upon written 

authorization by the director or shall produce such records or documents for the 

inspection and examination of such employee. 

77-59-8 Commissioner-Powers and Duties-Appointment, Promotion and Removal 
of Employees-Bonds. 

The Commissioner shall, and within the limits of any appropriation made for 

such purpose, appoint and promote such employees to the ranks, grades and po~itions 

as are deemed necessary for the efficient administration of the bureau under the 

j 
/ 
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provisions Clf this act. He shall have authority to formulate, put into effect, alter _and revise such regulations for the administration of the bureau as seem expedient, and 

may discharge, demote or temporarily suspend and employee for misconduct, incompetence 

or failure to perform his duties or to properly observe rules and regulations of the bureal 

and shall have authority to determine the conditions of bonds to be required to employees 

in such amounts as shall be prescribed by the state department of finance. 

77-59-9 Duty of Sheriff and Police Chiefs to Transmit Data to Bureau. 

Every sheriff and every ch}ef police officer of the state and of any local 

government unit shall transmit to the bureau, so far as available, as provided in 

section 77-59-14 hereof: 

(a) The names, fingerprints, photographs, and such other data as the director 

may from time to time prescribe of all persons arr.ested for, or suspected of: 

(1) An indictable offense, or such nonindictable offense as is or may 

hereafter be, included in the compilations of the division of investigation of the 

U. S. department of justice; 

(2) Being fugitive from justice; 

(3) Being vagrants; 

(4) 

(5) 

been stolen; 

Being habitual users of narcotics, or other habit-forming drugs; 

Being in possession of stolen goods or of goods believed to have 

and 

(6) Being in possession of illegal or illegally carried weapons or in 

possessio)': of burglar1s tools, tools for the defacing or altering of the numbers of 

automobiles, automobile parts, automobile engines, or automobile engine parts; or 

illegally in possession of tools, supplies, or other articles used in the manufacture 

or alteration of money or bank notes or in any wise making counterfeit thereof; or 

illegally in possession of highpower explosives, infernal machines, bombs, or other 

contrivances reasonbly believed by the arresting person to be intended to be used 

for unlawful purposes. 

(b) The fingerprints, photographs, and other data prescribed by the director 

concerning unidentified dead persons, amnesia victims and in so far as available, 

missing persons. 

(c) A record of the indictable offenses and of such nonindictable offenses as 

are, or may hereafter be, included in the compilation of the Federal Bureau of Invest­

igation, and which are cOlIDllitted within the jurisdiction of the reporting officer, 

~ncluding a statement of the facts of the offense, and so far as known, ~ description 

'I, 
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'" \1 



-4-

uf the offender, the method of operation, the official action taken and such other 

information as the director may require. 

(d) Copies of such reports as are now required by law to be made or as may 

heteafter be so required, and as shall be prescribed by the director, to be made 

by pawnshops, second"-handdealers, and dealers in weapons. 

(e) Lists of stolen automobiles and of automobiles recovered with their 

engine and serial numbers, descriptions and other identification data, and lists 

of such other classes of stolen property as the director shall prescribe. 

7.7-59-10 Powers of Conunissioner and Employees-Extent of Powers. 

The conunissioner and such of the employees as shall be deputized by him for the 

purpose shall .be vested with the power of peace officers and may execise their 

powers as such throughout the state, with the exception of the power to serve civil 

.processes. They shall have, in any part of the state, the same powers and respect 

to criminal matters .and the enforcement of the law relating thereto, as sheriffs 

and police officers have in their respective jurisdictions and shall have all the 

innnunities and matters of defense now available and hereafter made available to 

sheriffs and police officers in any suit brought against them in consequence of 

acts done in the course of their empoyment; provided, however, that they shall in e 
no wise usurp the powers of the local police and sheriffs, but shall cooperate with 

them and shall be available when possible to respond to requests from the police 

and shieffs to aid in the detection, apprehension and prosecution of criminals; 

nor shall they in no wise supersede the authority of the local police units unless 

given special order under the authority of the governor. 

77-59-11 Duties of Court Clerks, Judges and Justices-Transmissi~n of Data 

Every clerk of a court having original or appellate jurisdiction over indictable 

offenses, or if there be no clerk, every judge or justice of such court, shall transmit 

to the bureau, as provided in section 77-59-14 hereof, such statistics and information 

8S the director shall prescribe regarding indictments and information filed. in such 

court and the dispostion made of them, pleas, convictions, acquittals, probations 

granted or denied and any other dispostion of criminal proceeding made in such 

court. 

77-59-12 Duties of Coroners and Justices of the Peace. 

Every coroner, or justice of the peace shall transmit to the bureau, as 

provided in section 77-59-14 hereof~ such statistics and information as the 
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commissioner shall prescribe, regarding autopsies performed, inquests held, and 

verdicts rendered. 

77-59-13 Penal Institutions-Transmission of Data. 

Every person in responsible charge (of) an institution to which there are 

committed persons c.onvicted of crime or juvenile deliquency or declared to be 

criminally insaneic.\.r to be feebleminded, and every probate officer shall transmit 

to the bureau as contained in section 77-59-14 hereof: 

(a) The names, fingerprints, photographs and other (data) prescribed by the 

director of all persons who are received in such institutions for the violation of 

an indictable offense and of all persons placed on probation for such an offense 

so far as such information is available. 

(b) Full reports of all transfers to or from such insti~utions, paroles 

granted and revoked, discharges from such institution or paroles, commutations 

of sentence and pardons of all persons described in section (a) of this section. 

77-59-14 Time and Nanner of Transmission of Information or Data. 

The officers and officials described in Sections 77-59-9, 77-59-11, 77-59-12 

and 77-59-13, hereof, shall furnish to the bureau the information and reports 

specified in sections 77-59-9, 77-59-11, 77-59-12 and 77-59-13, hereof, at or 

within such times or periods as shall be designated, on forms to be prescribed 

by the commissioner (and conforming Where Appropriate, to the uniform system of 

criminal statistics of the Federal Bureau of Investigation) and supplied by the 

bureau to the Said officers, and in such number of copies as the commissioner may 

require. 
\I 

\ 

77-59-15 Report on Persons Released from Penal Institutions. 

It is hereby made the duty of the warden or keeper of the state prison or such 

other penal institutions as the state may hereinafter establish, when called upon t~ 

do so, to furnish a report monthly or oftener, as may be deemed necessary by the., 

bureau, of all persons released therefrom during the preceding month, indicat.,Jiig 

how and when released and also furnish a full length photograph of each s':}cch persons 

released, the same to be taken immediately prior to date of such release< 
,---;-;::/" 

/;;f/ 77-59-16 Facilities to be Furnished Officers. 
/;:.>" 

It is further provided that any a:nd all goverhing board~,/or commissions of 

each city, town, county or penal institution of the sta~e are hereby required to 

C\ 

, \ 
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furnish the officers with the necessary supplies and equipment to properly perform 

their duties as prescribed in this act, also, the necessary supplies and equipment ~ 
to properly compile and preserve all fingerprint cards and original records. 

77-59-17 Duty of Bureau of Criminal Identification and Investigation-Filing 
data, fingerprints for parents. 

The bureau shall accept and file the names, fingerprints, photographs, and 

other personal identification data submitted voluntarily by individuals or submitted 

by parents on behalf of their children for the purpose of securing a more certain 

and easy identification in case of death, injury, loss of memory, or change of 

appearance of such person. Any law enforcement officer mentioned in this act shall, 

when requested so to do by any citizen of the state, take without cost to the 

citizen, at least two sets of fingerprints of such citizen and forward one copy. 

to the state bureau and one to the Federal Bureau of Inve:stigation, Washington, 

D. C. It is further provided that such fingerprints of citizens, filed for 

personal identification shall not be used for any other p~rpose except under 

order of a court of competent jurisdiction. 

77-59-18 Furnishing Information t:o Officers and Judges. 

Upon ,application the bureau shall furnish a copy of all information available 

pertaining to the identification and history of any person or persons of whom 

tne bureau has a criminal record or any other information: 

(1) To any sheriff or chief police officer of the state or of any local 

government unit, or to any officer of similar rank and description of any other 

state, or of the United States, or of any jurisdiction thereof, or of any foreign 

country, or 

(2) To the superintendent or chief officer of any bureau similar in nature 

to this bureau in any other state or in the United States or in any jurisdiction 

thereof, or in any foreign country, or 

(3) To the prosecuting attorney in any court of this state in which such a 

person is being tried fOT any offense, or 

(4) To the judge in any court of this state in which such a person is so 

being tried. 

77-59-19 Duty with Respect to Informers. 

If any officer or official described in sect:ion hereof, shall transmit to 

the Bureau of Identificat:ion data of any unidentified deceased or injured person 

or of any person suffering from loss of memory, the bureau shall furnish to such .e 
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officer or official any information available pertaining to the identification 

4It of such person. 

77-59-20 Application for Information-Necessity for. 

Although no application for information has been made to the bureau as provided 

in section 77-59-18, hereof, the bureau may transmit such information as the com­

missioner shall jn his discretion designate to such persons as are authorized by 

se:etion 77-59-18 hereof, to make application for it. 

77-59-21 Cooperation with Bureaus of Other States and Federal Bureaus. 

The bureau shall cooperate with the Federal bureau and with similar bureaus 

in other states and other cities toward the end of developing and carrying on a 

complete interstate, national and international system of criminal identification, 

investigation and statistics and further toward attaining this end, every sheriff 

and every chief police officer of the state and of any local government unit shall 

speedily transmit directly to the Federal Bureau of Investigation duplicate copies 

of all the information and data which that division shall from time to time request 

the commissioner to collect for it. 

77-59-22 Duty to Assist Other Public Officers. 

The commissioner may on request of any sheriff or chief police officer of any 

local government unit in the state assist such officer: 

(1) in the establishment of local identification records systems; 

(2) in investigating the circumstances of any crime and j,n the identification, . 
apprehension and conviction of the perpetrator or perpetrators thereof, and for this 

purpose may detail such employee or employees of the bureau, for such length of time 

as the commissioner deems fit; and 

(3) without such request the com!nissioner shall at the direction of the 

governor, detail such employee or employees, for such time as t~he governor may 

--. Qeem fit, to investigate any crime within this state for the purpose of identifying 

apprehending and convicting the perpetrator or perpetrators thereof. 

77-59-23 Laboratory Facilities.') (I 

To the end that: he may be able to furnish t,he assistance and aid specified' 

in section 77-59-22 hereof, the commissioner may provide in thE! bureau and maintain 

therein scientific crime detection laboratory facilities. 
I; 
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;- 77-59-24 Cormnunicati.:m System. 

For the purp"Jsc 'of expediting local, state, national and inte'.cnational efforts e 
in the detection and appreherlsio'n of criminals, the bureau may operate and coordinate 

such cormnunication systems as may be rEquired in the normal conduct of its duties 

as herein set forth. 

77-59-25 Instruction a-:;.d AssiE.r:.:3-,-~e to Pe.ace Officers. 

The cormnissioner sh311 so far as feasible afford instruction a'nd assistance 

to peace officers in the operar:ion of their local idsntification, investigation 

and record systems, so as to assure coordination with the system of identification 

conducted by the bureau and the Fe.der8,1 B'.lrEau of Investig-3.tion. 

77-59-26 Records and Files of Bureau-Admissibility in Evide.nce. 

Any copy of a record, pi.ctuxe, phQLogTaph, finge'r-print or any other paper or 

document in the files of the bureau, ce·.ctified by the c.:>mmissioner to be a tX'ue 

copy of the. origi.'1al, shall be <1dmissable in e,i"iden:.e i!"! any ;:oJrt of r:his state 

in the same manner as the original might bEc 

77-59-27 Access to-Secrecy of. 

Only employees of r:he bureau and persons specifically authorized by the com­

missioner shall have. access tv the file6 or :cecordE" of the bu·reau. No such file 

or record or information shall be disclosed by any emp!.oyee of the b-. .n:·eau except 

to officials as hereinbefore pri:nride.d c..!"ld except as may be deemed nEcessary by 

the commissioner in the apprehension vr tIi 3.1. of pe:r-E~:r.S accused of offenses or 

in the identifications of persons or of property. 

77-59-28 Rewards-Righr:s of Employees of Buteau. 

No reward offered for thE 3.pp·!:·ehE.::!~io7.1 or c.onvi.ctior. of any, p.;'''Cson o:c for the 

recovery of any property may be ;;1.~:::ept€.d by C.ny employe,e. of the. bureau, but any 

reward to which such emplOyEE would oth€::nvise. be. enti tied sh'lll be 'received by: the 

bure.a.u and credited to its budget. 

77-59-29 Authority of OfHeia.iE' ar,d Employees to take Fl.ngerp:.:--ints, Photographsc 

To the end that the offl~eTs and offic1als described in eections 77-59-9, 

77-59-11,77-59-·12, a.nd 77-.59~1.3 he.reof, mcy be ena.bled to t'C'3:r.snHt the reports 

required by them in the said sections, such officers and officials shall have the 

authority and duty to take oX' ..2.8.use to be taken, fingerp'rint~, photographs, and 

other data of the persons described in the said sections 77~59-9, 77-59-11, 77-59-12 
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and 77-59-13. A like authority shall be had by employees of the bureau who aTe e authorized to enter any instl.tution under the provisions of section 77··.59~ 7 he:H,')f, 

as to persons confined in such institutions. 

77-59··30 Removal of Officers-Misfeasance or Nonfeasance. 

Any person who neglects or refuses to make any report lawfully required of 

him under the provisions of this act, or to do or perform any other act so requi·re.d 

to be done or performed by him, or who shall hinder or pr'event: another from doing 

an act so required to be done by that other, shall be subject to removal from offi~e.. 

77-59-31 Crimes and Pena.lties-Viola.tion of Act. 

Any person who shall wilfully give any false information orwilf~lly withh~ld 

information in' any report lawfully required of him under the p::ovisions of this aer., 

or who shall remove, destToy, alter, or mutilate any file or :cecord of the bure.au, 

shall be guilty of a misdemeanor, and such person sha.ll, upon cO::-:7iction the:!"eof, 

be punished by a fine, of noc more than $.::::..:..:.or by impris::mment in the c.:>unty jaiL 

for not more than days or by both such fine and imprisonment in the di.sc::'etio~1 

of the court. 

77-59-32 Construction of Act. 

This act sha 11 be liberally conscrued to the end that offende'rs may be pro:nptiy 

and certainly identified, apprehended and prosecuted. 

Section 3. Duties of Board and Director Transferred to Commi!::sioner" 

. Whenever any existing or continuing law names or refers to the b.:>ard of 

managers, or the diY'ector of the bureau of criminal identification, it sh",1:;. bE 

construed to refer to the commissioner of public safet.yo 
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IDENTIFICATION SECTION 

NAME-: --_AST FIRST MIDDLE ARRESTING AGENCY ID CDR NO. 

ALIASES: LAST FIRST MIDDLE UBI NO. 

-RESIDENCE: CONTRIBUTING AGHJCY ID FBI NO. 
i, 

YOUR NO. 
I.> 

DATE OF BIRTH I PLACE OF BIRTH ISEX -IRACE SCARS. MARKS. TATTOOS AND AMPUTATIONS 

HAIR IEYES 
I
HGT

• 
WGT. IWARRANT NO. IDATE OF ARREST INCIC 10 NEXT .APPEAR 

. 
oCG INITIAL CHARGE DESCRIPTION OR STATUTE CITATION 

NCIC DATE OF ARREST DI5P. AR~EST DISP. BAI L/BOND SET 
NO. CODE OFFENSE CODE ;DATE YES NO AMOUNT .. 3 

·1 .-
2 

3 ,.,. 

4 , 
5 ,~ 

, 
Signarure of Official Taking Prints I Date Print Taken Signarure of Person Fingerprinted 

\" 

e , ..... .. 

. -

1. RICIIT THUMB 1. RIGHT I~DE~ 3. RIGHT MIDDt.E 4. RIGHT RING s. RIGHT ~ITTLE 

\~j 

6. LEFT THUlltB 1. LEFT IHOEX a. LEFT MIDDLE •• LEFT RING 10. LEFT LITTLE 

LEFT FOUR FINGERS TAKEN SIMULTANEOUSLY LEFT THUMB RICHT THU~3 RIGUT FUU'R FINGERS TAr.EN SIMULTANE,OUSiLY 

. 
.. .., 

. . .. . .I' 

BCI·l00 TO: STATE BUREAU OF CRIMINAL IDENTIFICATION. 300 STATE OFFICE BLDG .• SALT I,AKE CITY, UTAH ,84114 
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DEPARTMENT OF PUBLIC SAFETY 

UTAH ARREST AND COURT DISPOSITION REPORT 

IDENTIFICATION SEC'lION 

NAME: LAST FIRST MIDDLE ARRESTING, AG~NCY 10 'CDR NO. 

ALIAS~S: LAST FiRST MIDDLE "UBI NO 

RESIDENCE. CONTRIBUTING AGENCY 10 FBI NO. 

,YOUP. NO 

DATE OF BIRTH I PLACE OF BIRTH 

I

SEX 

I

RACE SCARS. MARKS. TATTOOS AND AMPliTATIONS 

i 
HAIR IEY£S 

I

HGT IWGT. IWARRANT NO. JDATE OF AFlREST tCIC 10 NEXT ~PPEAR 

CG NCiC OilIE OF ARREST DISP, ARREST DISF BAI L' BOND SE T 
fl.0. INITIAL CHARGE DESCRIPTION OR STATUTE CITATION CODE OFFENSE CODE OATE YES 1'<0 AMOUNT 

1 

2 

3 

4 

5 I 
COURT SECTION 

NCIC COURT CODE CASE NO. IDOCKET! DATE TRIAL BEGINS DATE TRIAL ENUS TYPE TRIAL 

JURY NON JURY 
TYPE COUNSEL SENTENCE DATE SENTENCE AGENCY REFERRED TO IREMARKS 

TYPE ACTION :-' .INCIC AGENCY COOE IFILING DATE TYPE FILING 

~'TRIAL ., APPEAL INFORMATION GRAND JURY INDICTMENT OTHER 

CG 
FINAL CHARGE DESCRIPTION OR STATUTE CITATION 

NCIC PLEA AT CONVICTED DISPOSITION DISPOSITION SENTENCE 
NO. CODE TRIAL OFFENSE CODE DATE TYPE 

I 

2 

3 

4 

2--L 
TO: STATE BUREAU OF CRIMINAL IDENTIFICATION. JOO STATE OFFICE BLDG. SALT LAKE CITY, UTAH B4114 

PRELIMINARY HEARING SECTION 

NAME: LAST FIRST MIDDLE I CDR NO 

NCIC AGENCY CODE DATE HEARING BEGINS IDATE HEARING ENDS TYPE COUNSEL 

,J PRIVATE [J CDU RT APPOINTED C PUBLIC DEFENDER .S,ELF '.~ OTHER 
AGENCY REFERRED TO REMARKS 

CG 
INITIAL CHARGE DESCRIPTION OR STATUTE CITATION 

NCIC 
RESULTS OF HEARING 

NEW NCIC 
NO. CODE CODE 

:J DISMISSED ~ REDUCED TO MISDEMEANOR 
I ':: BOUND OVER :'REFILED AS MISDEMEANOR 

.J DISMISSED .• : REDUCED TO MISDEMEANOR 
2 tJ BOUND OVER ::; REFILED AS MISDEMEANOR 

~; DISMISSED ::J REDUCED TO MISDEMEANOR 
3 o BOUND OVER :J REFILED AS MISDEMEANOR 

::-J DISMISSED :J REDUCED TO MISDEMEANOR 
4 OBOUND OVER o REFILED AS MISDEMEANOR 

:= DISMISSED ::j REDUCED TO MISDEMEANOR 
5 [J BOUND OVER c: REFILED AS MISDEMEANOR 

TO: STATE BUREAU OF CRIMINAL 10ENTlFICATION' 300 STATE OFFICE BLDG .• SALT LAKE CITY, UTAH 84114 

ARRAIGNMENT SECTION 

NAME: LAST FIRST MIDDLE ICDR NO. 

NCIC AGENCY CODE ICASE NO. IARRAIGNMENT OATE I~YPE CHARGE TYPE ACTION I AGENCY REFERRED TO 

,J FELONY ::l MISDEMEANOR :; TRIAL ::J APPEAL 

CG 
INITIAL CHARGE DESCRIPTION OR STATUTE CITATION 

NCIC 
PLEA 

PROSECUTOR RELEASE ACTION BAI LlBOND SET 
NO. CODE DISP. CODE DATE YES NO AMOUNT 

fJGoilty ~J Prosecu Ie 

1 '::iNat Gltv ::; Declined 
;]GuillY :.! Prosecute 

2 ONatG1tv. 'J Declined 

OGuilty o Prosecute 
3 ONatGltv. o Declined 

OGuUty :J Prosecute 
4 ONatGlty. COeclincd 

OGuUty o Prosecute 
5 ONatGlty. o Declined 

TO: STATE BUREAU OF CRIMINAL IDENTIFICATION. JOO STATE OFFICE 8LOG.' SALT LAKE CITY, UTAH 84114 
C~ 
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UTAH CRIMINAL JUSTICE INFORMATioN SYSTEM'S 
USERS SECURITY AND PRIVACY AGREEMENT 

A. GENERAL PROVISIONS 

1. Parties. This agreement is made and entered into 
this day of , 19_' __ ,by and b~­
tween the Utah Department of Public Safety, administrator 6f 
the Utah Criminal Justice Information System, hereinafter re-
ferred to as "System," and _____ . ______________ _ 
~--------::___=_:___:_~-:___::_--' hereinafter re.ferred to as, "User 
Agency or Individual." 

2. Purpose of Agreement. This agreement provides foY." 
System to serve as the state agency responsible for the dis­
semination of complete and accurate criminal history record 
information and other criminal justice information between 
System and User Agency or Individual authorized by federal', 
regulations (28 C.F.R. §20.2l). In addition, it provides for" 
security and privacy of information in that dissemination to " 
criminal justice agencies shall be limited, to purposesot'th~ 
administration of criminal justice and crimina'l justiceagelley: 
employment, and dissemination to other individuals' and agencies 
shall be limited to those individuals and agencies authdriz,ed 
by federal regulations and shall be~ limited to the purpose (s) 
for which it was given and may not be disseminatedfurth,er. 

3. Governing Law. This agree:ment sha,ll be g9verned 
by and interpreted under the laws of ~he State of Utah.,., 

B. INFORMATION SYSTEM SERVICES 

1. Information. In accordance wi 'th'federal and sta'te 
regulations, System agrees to furnish User .Ag,ency or Ind,ividual 
such complete and accurate criminal.history record informatio~' 
and other criminal justice informatioJ) as is ava.fla,ble in the 
System files and further agrees 'to furnish .l3uchc;riin:j..nal, history 
information and other data/as is available throug;h theFBI/NCIC. 
CCH program. " , , . . .' .. ' . '. .. ", ' ... 

2. Hours. System \'agrees that User ~gency or Indi "idual 
may use terminal stations at its dispatCh cel}terona 24.'-ho1,lr, 
seven-day week basis and terminal stations sh,.all provide, ~uf­
ficient authorized personnel to operate them.' 

't. 
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.3. Liability. It is understood by and between the 
parties hereto that this agreement shall be deemed execu­
tory to the extent of the monies available to System and 
no liability on account thereof shall be incurred by System 
beyond monies available to System and no liability on account 
thereof shall be incurred by System beyond monies available 
for the purposes thereof. 

4. Adjacent Jurisdictions. In keeping with the con­
cept of System as being established to provide assistance 
to all law enforcement agencies of the state, the User Agency 
or Individual agrees to serve adjacent criminal justice juris­
dictions not equipped with a System terminal, as well as 
authorized criminal justice employees in transit. 

C. SECURITY AND PRIVACY 

1. Basis of Eligibility. User Agency or Individual 
agrees that it is eligible to receive criminal history record 
infonnation in accordance with federal regulations concerning 
limitati.ons on dissemination in that User Agency or Individual 
is either: a criminal justice agency; a non-criminal justice 
agency or individual acting pursuant to an agreement with a ~ 
criminal justice agency for the purpose of research; an agency ~ 
of state or federal government authorized. by statute or execu-
tive order to conduct employment investigations; or an agency 
or individual authorized by court order or court rule. Speci­
fically, User Agency or Individual is eligible to receive criminal 
history record information as ____________________________________ __ 

2. Limitations on Dissemination. User Agency or In­
dividual agrees to limit dissemination of criminal history record 
information furnished by System to its own employees and other 
criminal justice agencies for purposes of the administration of 
criminal justice and criminal justice agency employment only. 
In the case of other agencies or individuals, User Agency or 
Inq\vidual agrees that information may be disseminated only to 
those which qualify under federal regulations and such informa- ~ 
tion shall be limi t.ed to the purposes for which it was given 
and may not be disseminated further. User Agency or Individual 
agrees that the limited purpose for which the released records 
may be used is --------------------------------------------------------



3. Federal and State Regulations. User "Agency or 
Individual further agrees to comply with all federal and state 
laws, rules, regulations, procedures and policies formally 
adopted by the Disseminating Agency and the Utah Criminal 
Justice Information System, and in regard to criminal history 
record information furnished through the FBI/NCIC CCH program, 
to rules, procedures, and policies approved by the NCIC Ad­
visory Policy Board and adopted by the NCIC. User Agency or 
Individual agrees to be bound by the terms of the regulations 
on a continuing basis with respect to any criminal history 
record information received from any agency within or outside 
of the state. Furthermore, the User Agency or Individual sub­
ject to these regulations has the burden of giving notice of 
the requirements of the regulations to other receiving agencies 
or individuals. 

4. Confirming Existence of Record. User Agency or In­
dividual agrees not to confirm the existence or nqn-existence 
of criminal history record information for employment or licens­
ing checks, or for any reason whatsoever. 

5. Return of Materia'. User Agency or Individual 
agrees that all disseminate information and copies thereof 
shall be retained within itr own files and destroyed once the 
information is no longer ne~ded for the purposes for which it 
was disseminated. Such information shall be returned to the 
Disseminating Agency only if such information is an original 
copy. 

6. con~emporary Status of an Individual. Nothing in 
this agreement or in the regulations prevents a criminal justice 
agency from gisclosing to the public factual information con­
cerning the status of an investigation, the apprehension, arrest, 
release or prosecution of an individual, the adjudication of 
charges, or the correctional statu~ of ~n individual, which is 
reasonably contemporaneous with the event to which the informa­
tion relates.. Nor is a criminal justice agency prohibited from 
confirming prior criminal history record information to m~:mbers 
of the news media or any other person, upon specific inquiry 
as to whether a named individual was arrest.ed, deta,ined, indiGted, ;i 
or whether an information or other formal charge wa.s filed, one 
a specified date, if the arrest record information disclosed·,is 
based on data excluded by the regul{ltions such as 'tlantedposters, ,', 
court records, or records of traffic offenses. 

D. SANCTIONS 

1. Cancellation. This agreement may be terminated upon 
30 days' written notlce by either party hereto and the Dis­
seminating Agency reserves the right to iffiemediately su~pend 

;.-;' 
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furnishing any information provided for in this agreement to 
User Agency or Individual when any rule, policy or procedure 
adopted by the Disseminating Agency or the Utah Criminal 
Justice Information System, or approved by the NCIC Advisory 
Policy Board and adopted by NCIC, or any law of this state or 
the Federal government applicable to the security and privacy 
of information is violated or appears to be violated. The 
Disseminating Agency may reinstate the furnishing of such 
information upon receipt of satisfactory assurances that such 
violation did not occur or was corrected. User Agency or 
Individual also agrees to be subject to a misdemeanor and/or 
a fine for knowingly violating this agreement or the regulations. 

2. Indemnification. The User Agency or Individual 
hereby agrees to indemnify and save harmless the State of Utah, 
the Utah Criminal Justice Information System, the Disseminating 
Agency, and officers, agents, and employees from and against 
any and all loss, damages, injury, liability, suits and pro­
ceedings, however caused, arising directly or indirectly out 
of any action or conduct of the User Agency or Individual in 
the exercise or enjoyment of this agreement. 

CRIMINAL JUSTICE DISSEMINATING AGENCY 

BY 

TITLE 

DATE ---------------------------------------------------------------

USER AGENCY OR INDIVIDUAL 

BY 

TITLE 

DATE ______________________________________________________ __ 



CRIMINAL JUSTICE DISSEMINATING AGENCY'S 
USERS SECURITY AND PRIVACY AGREEMENT 

A. GE~ERAL PROVISIONS 

1. Parties. This agreement is made and entered into 
day of , 19_, by and bet\,leen this ------- , 

a criminal justice agency operating under the authority of the 
Utah Department of Public Safety, administrator of the Utah 
Criminal Justice Information System, hereinafter referred to 
as "Disseminating Agency," and 

---~-=------~--~~----~~ , hereinafter referred to as "User 
Agency or Individual." 

2. Purpose of Agreement. This agreement provides for 
the Disseminating Agency, under authority of the Utah Criminal 
Justice Information System, to serve as a state agency responsible 

. for the dissemination of complete and accurate criminal history 
record information and other criminal justice information between 
the Disseminating Agency and User Agency or Individual authorized 
by federal regulations (28 C.F.R. §20.21). In addition, it pro­
vides for security and privacy of information in that .. dissemina­
tion to other criminal justice agencies shall be limited to pur­
poses of the administration of criminal justice and criminal 
justice agency employment, and dissemination to o.ther individuals 
and agencies shall. be limited to those individuals and agencies 
authorized by federal regulations and shall be limited. to the 
purpose(s} for which it was given and may not be disseminated 
further. 

3. Governing Law~ This agreement shall be governed by 
and interpreted under the laws of the State of Utah. 

B. DISSEMINATING AGENCY SERVICES 

1. Information. In accordance with federal and state 
regulations, the Disseminating Agency agrees to ftirn~sh User 
Agency or Individual such complete and accurate criminal history 
record iriformation and other criminal justice information as is 
available in the Disseminating Agency's files and further agrees 
to furnish such criminal history information and other data as 
is available through the FBI/NCIC CCH program. 

.----: 



2. Hours. The Disseminating Agency agrees that 
User Agency or Individual may use terminal stations at its 
dispatch center on a 24-hour, seven-day week basis and terminal 
stations shall provide sufficient authorized personnel to 
operate them. 

3. Liability. It is understood by and bebveen the 
parties hereto that this agreement shall be deemed executory 
to the extent of the monies available to the Disseminating 
Agency and no liabili.ty on' account thereof shall be incurred 
by the Disseminating Agency beyond monies available to the 
Disseminating Agency and no liability on account thereof shall 
be incurred by the Disseminating Agency beyond monies av~ilable 
for the purposes thereof. 

C. SECURITY AND PRIVACY 

1. Basis of Eligibility. User Agency or Individual 
agrees that it is eligible to receive criminal history record 
information in accordance with federal regulations concerning 
limitations on dissemination in that User Agency or Individual 
is either: a criminal justice agency;, a non-criminal justice 
agency or individual acting pursuant to an agreement with a ~ 
criminal justice agency for the purpose of research, an agency 
of state or federal government authorized by statute or execu-
tive order to conduct employment investigations; or an agency 
or individual authorized by court order or court rule. Specifi­
cally, User Agency or Individual is eligible to receive criminal 
history record information as 

2. Limitations on Dissemination. User Agency or 
Individual agrees to limit dissemination of criminal history 
record information furnished by the Disseminating Agency to its 
own employees and other criminal justice agencies for purposes 
of the administration of criminal justice and criminal justice 
agency employment only. In the case of other agencies or in­
dividuals, User Agency or Individual agrees that information 
may be disseminated only to those which qualify under federal 
regulations and such information shall be limited to the purposes 
for which it was given and may not be disseminated further. 
User Agency or Individual agrees that the limited purpose for 
which the released records may be used is 



3. Federal and State Regulations. User Agency or 
Individual further agrees to comply with all federal and state 
laws, rules, regulations, procedures and policies formally 
adopted by System and in regard to criminal history record 
information furnished through the FBI/NCIC CCH program, to 
rules, procedures, and policies approved by the NCIC Advisory 
Policy Board and adopted by the NCIC. User Agency or In­
dividual agrees to be bound by the terms qf the regulations 
on a continuing basis with respect to any criminal history 
record information received from any agency within or outside 
of the state. Furthermore, the User Agency or Individual 
subject to these regulations has the burden of giving notice 
of the requirements of the regulations to other receiving 
agencies or individuals. 

4. Confirming Existence of Record. User Agency or 
Individual agrees not to confirm the existence or non-existence­
of criminal history record information for employmen:f;:. or 
licensing checks, except as provided in the federal~~gula­
tions for purposes of criminal justice agency employment, 
statutory authorization expressly referring to criminal con­
duct, or state and federal investigations determining employ­
ment suitability or eligibility for security clearances to 
classified information. 

5. Return of Material. User Agency or Individual 
agrees that all disseminated information and copies thereof 
shall be retained within its own files and destroyed once the 
information is no longer needed for the purposes for which it 
was disseminated. Such information shall. be returned to System 
only if such information is an original copy. 

6. Contemporary Status of an Individual. Nothing in 
this agreement or in the regulations prevents a criminal 
justice agency from disclosing to the public factual informa­
tion concerning the status of an investigation, the apprehension, 
arrest, release or prosecution of an individual, the adjudica­
tion of charges, or the correctional status of an individual, 
which is reasonably contemporaneous with the event to which the 
information relates. Nor is a criminal justice agency pro­
hibited from confirming prior criminal histo~y record informa­
tion to members of the news med.ia or any other person, upon 
specific inquiry as to whether a named individual was arrested, 
detained, indlcted, or whether an information or other formal 
charge was; filed, on a specified date, if the arrest record 
information disclosed is based on data excluded by the regula­
tions suc~ as wanted posters y court records, or records of 
traffic offertses. 

';.-l 
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D. SANCTIONS 

1. Cancellation. This agreement may be terminated 
upon 30 days' written notice by either party hereto and 
System reserves the right to immediately suspend furnishing 
any information provided for in this agreement to User Agency 
or Individual when any rule, policy or procedure adopted by 
System or approved by the NCIC Advisory Policy Board and 
adopted by NCIC, or any law of this state or the Federal 
government applicable to the security and privacy of informa­
tion is violated or appears to be violated. System may re­
instate the furnishing of such information upon receipt of satis­
factory assurances that such violation did not occur or was 
corrected. User Agency or Individual also agrees to be subject 
to a misdemeanbr and/or a fine for knowlingly violating this 
agreement or the regulations. 

2. Indemnification. The User Agency or Individual 
hereby agrees to indemnify and save harmless the State of Utah, 
the System, and the System's officers, agents and employees 
from and against any and all loss, damages, injury, liability, 
suits and proceedings howsoever caused, arising directly or in­
directly Gut of any action or conduct of the User Agency or 
Individual in the exercise or enjoyment of this agreement. 4It 

UTAH DEPARTMENT OF PUBLIC SAFETY CONTROL TERMINAL AGENCY 

BY 

TITLE 

DATE 

USER AGENCY OR INDIVIDUAL 

BY 

TITLE --------------------------------------------------------, 
DATE ________________________________________________________ _ 
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APPENDIX E 

JUVENILE RECORDS DISSEMINATION EXCEPTIONS 

This appendix describes the in­
stances where juvenile records 
can be disseminated without a 
written release from or on be­
half of the juvenile involved. 
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( a) 

(b) 

(c) 

(d) 

(e) 

(f) 

(g) 

(h) 

(i) 

--------------~------~--------------~--~~~~~----------~ 

The Couni.Y~ttorney 
Circumstances: When involved in an investigation of a case 

which may result in a petition being filed. 
Limitation: Court records only except the computer summary. 
Defense Attorney 
Circumstances: When defending a juvenile or adult in relation 

to a petition filed with the Court. 
Limi tation: Court records only excluding t.he computer summary 

and judge's handwritten minutes. 
Division of Family Services 
Circumstances: When they have been awarded guardianship or 

custody or when they are investigating a formal referral 
made to them regarding dependency, abuse. or neglect 
(55-10-104) • 

Limitations: None 
Licensed Child Placing Agencies 
Circumstances: When they are awarded guardianship, custody 

or supervisory responsibility by the Court (55-10-104). 
Limitations: None 
Schools 
Circumstances: Never 
Limitations: No records are to be released. 
Youth Services and Other Community Accepted Diversion Agencies 
Circumstances: When a youth is referred to them for possible 

diversion. 
Limi.tations : Diversion agencies shall be told only whether a 

youth qualifies for diversion or not based on the following 
criteria. The juvenile is not known ·to the Court; or less 
than four (4) status and/or minor offenses; is not on praba-' 
tion; has not been referred to the Court in the past six (6') 
months and has no pending Court action. Details of the 
juvenile's record, or the specific reason for inclusion or 
exclusion should not be discussed or released. 

Law Enforcement Agencies 
Circumstances: When investigating an alleged law vi .. blation, 

serving summons, executing a pickup order or bench warrant 
or determining disposition on a specific referral they 
have l;rtade.. " '. .... 

Limi tations: Police reports, specific dispos~.tions grid :i;'dentifi,ca­
tion information only. Complete record summaries, court or '0 

probation. department records are not. tone released. 
Adult Probation and Parole - Division of "Corrections' 
Circumstances: .When preparing present.ence reports as' assigned 

by Adult Courts or for persons on pro})ation' 01;'. parole" peing 
served by them. . 

Limitations: None 
Mili·tary Authorities,} 
circumstc;mces: In process of investigatjf.on resulting fr:oma 

person's attempt to join the milit':l.l'ty.,. 
Limi tations : A written record request mdst be accompanied by a" 

release of information signed by the juvenile n paren"t ore 
guardian. The Court clerk or her appointed deputy Shall G, 

':::o-~ 
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(k) 

enter a written "yes" if the person has an adjudicated 
delinquent record and a "no" if no record exists or if 
the record was closed without a petition, was traffic, 
dependency or neglect or found not 'erue in court. Details 
of the juvenile's record or the specific reason for re-
sponding yes or no should not be released. 

Utah State Industrial School, State Hgspital, State Training 
School 
'Circumstances: Youth-is committed to the above-named insti tu-

tions (55-10-104). 
Limitations: None 
Pre-insti tutional Facilities (GI'OUP Homes, Boys' Ranches) 
Circumstances: YOuth is placed in pre-institutional facility 

(55-10-104) • 
Limitations: None 

(I) Detention Centers 
Circumstances: Custody is being accepted from person or officer 

who originally took youth in custody or Youth Services 
Diversion Agency calls and asks for status as described 
in "f" above. 

Limitations: Record Summaries to be shared with authorized 
officers of the Court only and with Youth Diversion 
Agencies as prescribed in "f" above. 

(m) Juv~nile, Pa~ents or Legal Guardian 
Circumstances: Petition has been filed and proceedings com­

menced or summary requested. 
Limitations: Court record only except judge's handwritten 

minutes. Probation Department records only by special 
order of the Court. If upon review the parent, guardian 
or juvenile request a record correction, the clerk of 
the Court shall review the request and authorize the 
adjustment if justified. Disputes shall be resolved 
by the judge. 

(n) Mental Health 
Circumstances: When the Court or probation department orders or 

requests a review and recommendation from Mental Health. 
Limitations: None 

(0) Research 
Circumstances: (1) Persons or agencies, or any member of the 

CO\.lrt staff, desiring to conduct research which in any 
manner involves the records of the Court, the Court staff, 
the procedure of the Court, or juveniles who have been 
found to come within the provisions of section 55-10-77, 
Utah Code Annotated, 1953, must submit a written request 
together with full details of the intended research to 
the Administrative Office of the Juvenile Court for ap~ 
proval. (2) When the intended research involves only the 
use of court records, court staff, or the procedures of 
the court, and does not involve the use of any information 
which may compromise the privacy of juveniles, permission 
to conduct the research may be granted directly, by the 
State Administrator of the Juvenile Court, after consulta­
tion with the Director of Court Services for the judicial 



(p) 

district involved in the research. (3) When the intended 
research involves the use of information which may com­
promise the privacy of juveniles, or \<Then the' research 
requires testing, interviewing, or other communication with 
the juveniles or their families, the State Administrator 
may grant permission to conduct the research only with 
permission of the Judge (s) and :the Director of Court Ser­
vices for the judicial district involved in the research. 

Limitations: (1) No juvenile court records or docmnents may be 
removed from the Court by any researcher, except records 
generated by PROFILE, in which any information identifying 
juveniles has been deleted. (2) If the researching person 
or agency intends to modify the scope, int.ent, or procedure 
of a previously approved research project, written notice 
including full details of the intended modification must be 
filed with the Administrative Office of the._ Juvenile Court. 
Such modifications will be subject to approval) in the sWil.e 
.way as the original research request. (3) Upon completion 
of the research, the researching person or agency will for­
ward to the Administrative Office of the Juvenile Court copies 
of all reports, summaries, tables, articles, or books pro­
duced as a result of the research. Records generate9 by 
PROFILE for use in the research must also be returned. (4) 
Electro-data processing tapes shall be considered records 
of the Court and shall be subject to the rules previously 
set forth in this order regarding records, except that tapes 
may be loaned to persons or agencies after approval by the 
Administrator of the Juvenile Court and after approval by 
the Board of Judges of the State of Utah Juve.nile Court. 
Copying, duplicating or otherwise generating additional tapes 
is forbidden in all instances. (5) At any time, upon the 
demand of the Administrative Office, all records and informa­
tion taken from the Court will be returned by the researcher 
to the Administrative Office. (6) The State Administratdr 
of the Juvenile Court may direct a member of the staff of 
the Juvenile Court to act as his agent in matters of research, 
delegating to him all or any of the duties and responsibilities 
assigned to the Court Administrator as set forth in this o:rder. 
(7) Exceptions to the provisions of this order may be granted 
only with the approval of the Board of Juvenile Court Judges. 

News Media 
The Board of Judges recognizes the public's rights to know 

concerning the social problems of delinquency and crime and the 
responsibility of news media to inform the public. We believe that 
sufficient information should be available so that the public can 
b~ aware of the efforts expended and the accomplishments and 
deficiencies in the correction and reha:bilitation of the juvenile 
offenders. We reali ze that inadequate information to the .public 
about the work of the Court may undermine confidence in the Court. 
1. News Prior to Court Referral: The provisions of the Juvenile 

Court Code concerning informatioI1 and records on court 
cases do not apply to pre-court action in juvenile cas~.s. 

:::1 
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News media are not legally restrained from reporting • 
information concerning juvenile offenders that may 
corne from law enforcement sources including the identity 
of alleged offenders, We urge full reporting of such 
mat-cers deemed news worthy by news media in the interest 
of public understanding of' the social problems involved. 

2. News Representatives Welcome to Information Available in Court: 
Representatives of public news media are welcome to attend 
hearings in the Juvenile Court and to report their impres­
sions of the hearings, the facts of the offenses and the 
details of the court orders in the case. Many cases be­
fore the Court involving minor offenses or delinquent 
behavior not involving the commission of criminal type 
acts, may not be news worthy except as they may show the 
procedures and work of the Court and the efforts at 
correction of the juveniles involved. The identity of 
children in such cases need not be reported. In cases 
of wide public interest involving serious vandalism, 
aggravated pl.'blic disturbances, repeated disregard for 
property, repeated theft or felony-type offenses, the 
Court may release the identity of the juveniles involved 
for publication. 

News media representatives are invited to inquire on 
the status of individual cases, either to learn the dis­
position of the Court or to ascertain the stage of the 
proceedings in a particular case. Upon request in parti­
cular types of cases, the Clerk of the Court will notify 
news media of the hearing so that a reporter may have 
an opportunity to attend and report on the case. 

3. The Juvenile Court will Provide Information: Periodic reports 
~Ilill be released to the Public Information Services. These 
will include statistical summaries, Court interpretations 
of actions taken, efforts made to evaluate and improve 
methods, explanations of rehabilitation programs operating 
within the Court, general suggestions to parents and 
juveniles on observations made about the needs in homes 
and possible constructive programs to be followed, analyses 
of activities, attitudes, and practices which tend to 
produce danger and are therefore to be avoided by children 
and parents. 

4. Release of Follow-up Information on Cases Which have Received 
Public Attention: The Court will release to the Public 
Information Services reports on the Court dispositions 
and orders on cases which at the time of their original 
discovery received widespread attention through the press, 
radio, and television. These follow-up reports will 
attempt to give citizens an opportunity to be relieved 
of the mystery of what happens after the final statement 
of such original reports lithe juveniles were referred to 
the Juvenile Court." 
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5. Release of Information to Private Persons Who Are Victims 
of Juvenile Vandalism or Other Offenses: Persons damaged 
as a result of delinquent acts for which juveniles are 
referred to Juvenile Court may attend the hearing on the 
matter and at their request, the Clerk will noti fy them 
of the hearing. If they cannot or do not wish to attend, 
they will be advised of the Court's disposition upon 
request. 
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4ItTYPE OF AGENCY 

State Criminal 
Justice Agencies 

State 
Non-Criminal 
Justice Agencies 

Non-State 
Non-Criminal 
Justice Agencies 

\' 
~ 
\»~~,~" 

','" 
"'<:'; 

AGENCY AUTHORIZED AUTHORIZATION 

Adult Probation and Parole U.C.A. §77-62-35 

Utah State Prison U.C.A. §64-9-28 

Division of Corrections U.C.A. §77-62-30 

Sheriff and Police Officers U.C.A. §77-59-l8(1) 

Other State and federal U.C.A. §77-59-l8(2) (21) 
Criminal Identification 
Bureaus 

Public Officers 

Prosecuting Attorneys 

Judges 

Highway Patrol 

Peace Officers 

State Fire Marshall 

Department of Public Safety 

Wildlife Resources 

Insurance Department 

Industrial Commission 

Utah Bar Association 

Liquor Commission 

Motor Vehicle Division 

Medical Association 

Pharmaceutical Ass'n. 

BankAmericard 

Master Charge 

U.C.A. §77-59-22 

U.C.A~ §77-59-l8(3) 

U.C.A. §77-59-l8(4) 

U.C.A. §27-l0-5,6 

U.C.A. §77-59-25 

U.C.A. §63-29-22 § 77-10-6 

U.C.A. §77-59-l et seq. 

U.C .A. §23-10-1 

U.C.A. ~3l-l7-50 §3l-2-3 (4) 

U.C.A. § 35-1-19,31,88 

U.C.A. §78-5l-l,10,12 

U.C.A. §32-4-l4 

U.C.A. §4l-3-26 

U.C,.A. §§58-l2-3l(8) ,25,35,36 

U.C.A. §§58-l7-2,3 

U.C.A. § 77-59-27 

U.C.A. §77-59-27 
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Foreword 

The Federal Information Processing Standards Publication Series of 
the National Bureau of Standards is the official publication relating to 
standards adopted and promulgated under the provisions of Public Law 
89-306 (Brooks Bill) and under Part 6 of Title 15, Code of Federal Regula­
tions. These legislative and executive mandates have given the Secretary 
of Commerce important responsibilities for improving the utilization and 
management of computers and automatic data processing systems in the 
Federal Government. To carry out the Secretary's responsibilities, the NBS, 
through its Institute for Computer Sciences and Technology, provides 
leadership, technical guidance, and coordination of government efforts in 
the development of technical guidelines and standards in these areas. 

The selective application of technological and related procedural safe­
guards is an important component of the Federal Government's efforts to 
protect the p.\"ivacy of individuals, as required by the Privacy Act of 1974. 
The guidelines provided by this publication establish the groundwork for 
assessing the risks of unauthorized disclosures of personal data in current 
automated ~;ystems and developing a set of safeguards to minimize those 
risks. They; a:re made available for use by Federal agencies within the con­
text of theOfi.\ce of Management and Budget's total program for implement­
ing the Privac~1[ Act. 

Abstract 

RUTH M. DAVIS, Director 
Institute for Computer Sciences 

and Technology 

This pUblication provides guidelines for use by Federal ADP organizations in 
implementing the computer security safeguards necessary for compliance with Public 
Law 93-579, the Privacy Act of 1974. A wide variety of technical and related procedural 
safeguards are described. These fall into three broad categories: Physical security, in­
formation management practices, and computer system/network security controls. As 
each organization processing personal data has unique characteristics, specific organiza­
tions should draw upon the material provided in order to select a well-balanced combina­
tion of safeguards which meets their particular requirements. 

Key words: Access controls; ADP security; computer security; Federal Information 
Processing Standards; information management; personal data; physical security; 
privacy risk assessment. 

Nnt. Bur. Stand. (U.S.), Fed. Info. Process. Stand. Publ. (FIPS PUB) 41, 20 pag~s, (1075) CODEN: FIPPAT 

For sIlIe by the Superintendent of Documents. U.S. Government Printing Office. Washington, D.C. 20402. (Order by SD Catalog No. 
CI3.52:41). GPO price 70 cents. 
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ANNOUNCING THE 

COMPUTER SECURITY GUIDELINES FOR 
IMPLEMENTING THE PRIVACY ACT OF 1974 

FIPS PUB U 

Federal Information Processing Standards Publications are issued by the National Bureau of Standards pursuant 
to the F"erleral Property and Administrative Services Act of 1949 as amended, Public Law 89-306 (79 Stat. 1127), 
and as implemented by Executive Order 11717 (38 FR 12315, dated May 11, 1973), and Part·s of Title 15 CFR 
(Code of Federal Regulations). 

Name of Guideline: Computer Security Guidelines for Implementing the Pri~acy Act of 1974. 

Category of Guideline: ADP Operatioricl, Computer Security. 

Explanation: The Privacy Act of 19\: i. imposes numerous requirements upon Federal agencies, to 
prevent the misuse or compromise of data concerning individuals. Federal ADP organizations 
which process personal data must provide a reasonable degree of protection against unauthorized 
disclosure, destruction or modification of personal data, whether intentionally caused or resulting 
from accident or carelessness. These guidelines provide a handbook for use by Federal organiza,:" 
tions in implementing any computer security safeguards which they must adopt in order to im­
plement the Act. They describe risks and risk assessment, physical security measures, appropriate 
information management practices, and computer system/network security controls. 

Approving Authority. Department of Commerce, National Bureau of Standards (Institute for Com­
puter Sciences and Technology). 

Maintenance Agency. Department of Commerce, .National Bureau of Standards (Institute of 
Computer Sciences and Technology). 

Cross Index. See Appendix. 

Applicability. These guidelines were prepared at the specific req'uest of the Office of Management 
and Budget and are intended for use in implementing the computer security requirements imposed 
by the Privacy Act of 1974. As they tr€c:'l.t the general problem of computer security in addressing 
a host of available safeguards, they aTe also generally applicable to computer security matters un­
related to individual privacy. 

Implementation. Each Federal ADP organization has unique requirements for computer security 
stemming from the Privacy Act of 1974. Specific needs depend on the organization's personal. data 
processing mission and its operating environment. Utilizing the description of a wide variety of 
safeguards cont.:'1inep in these guidelines, an organization may select a well-balan<;.ed set which meets 
its particular needs: " .. ' 

Specifications. Federal Information Processing Standard 41 (FIPS 41), Computer Security Guide­
lines for Implementing the Privacy Act of 1974, (affixed). 

Qualifications. This document provides a set of guidelines from which a Federal organization may 
select technical and related procedural safeguards for protecting personal data in automated in­
formation systems. It does not cover topics such as determination of the need for maintaining per­
sonal data and the relevance of the data to the performance of authorized functions. Also, matters 
such as employee rules of conduct, employee screening and training are outside the purview of this 

)1 

document. Yfl 
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As each organization has a unique set of requirements and risks to consider, depending on its 
environment, function and operations, no list of required safeguards can be prescribed in general. 
Each organization must analyze its own requ~rements. Computer security is only one facet of 
implementation of the Privacy Act of 1974, and this document therefore should be considered in 
conjunction with other issuances of the Office of Management and Budget, the" General Services 
Administration, and the Civil Service Commission. 

As new knowledge, techniques and devices become available in the future, these guidelines will 
need to be modified accordingly. Because of the new requirements of the Privacy Act of 1974 and 
anticipated technical and related procedural experiences, much information relevant to these guide­
lines will be gained. All comments and critiques are welcome, and wiII be considered in future 
revision. They should be addressed to the Systems and Software Division, Institute for Computer 
Sciences and Technology, National Bureau of Standards, Washington, D.C. 20234. 

Where to Obtain Copies of the Standard. 

a. Copies of this publication are available from the Superintendent of Documents, U.S. Govern­
ment Printing Office, Washington, D.C. 20402 (SD Catalog Number C13.52 :41). There is a 25 per­
cent discount on quantities of 100 or more. When ordering, specify document number, title, and 
SD Catalog Number. Payment may be made by check, money order, coupons, or deposit account. 

b. Microfiche of this publication is available from the National Technical Information Service, 
U.S. Department of Commerce, Springfield, Virginia 22151. When ordering refer to Report Number 
NBS-FIPS-PUB-41 and title. Payment may be made by check, money order, or deposit account. 
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Executive Overview 

The Privacy Act of 1974 (5 U.S.C. 552a) imposes numerous requirements upon Federal agencies 
to prevent the misuse of information about individuals and assure its integrity and security. These 
requirements will be met by the application of selected managerial, administrative and technical 
procedures which, in combination, can be used to achieve the objectives of the Act. 

This document provides a set of guidelines for the use of technical procedures for safeguarding 
personal data in automated information systems. Managerial and administrative procedures such 
as those relating to basic determinations concerning the need for maintaining personal data and 
its relevanc~ to the performance of authorized functions, employee rules of conduct, and employee 
screening and training are outside the purview of this document. The guidelines were prepared in 
response to the Office of Management and Budget memorandum dated March 12, 1975, Implem.enta­
t£on of the Prh'acy Act of 1974, and are m!1de available for consideration and use by all Federal 
agencies in meeting the requirements of the Act. They represent, however, only one segment of the 
Government-wide guidance that is provided for in OMB's circular governing the implementation 
of the Act and should, therefore, be considered in conjunction with all other guidance on this subject. 

There are three categories of technical safeguards which can be used to maintain the integrity of 
personal information and protect it from unauthorized use. These categories are: physical security 
procedures, information management practices and computer system/network security controls. 
The guidelines cover all three categories; neither category by itself is likely to offer protection 
against all risks of privacy violations. However, by carefully selecting appropriate components from 
among all three categories and packaging them into a well-balanced set of safeguards according to 
individual needs, the level of protection can usually be improved significantly {lh'easonable cost. 

The relevance and utility of these technical procedures can be grasped quickly if they are viewed 
in 'the context of the Privacy Act of 1974. Figure 1, on page 2, identifies the principal provisions 
of the Act "'hich involve the application of safeguards and shows how each of the three categories 
can contribute to the implementation of these provisions. The matrix illustrates graphically not 
only that the procedures can be used in combination to administer various provisions of the Act, 
but also that some safeguards can simult.'l.neously contribute to satisfying more than one pro­
vision. Significantly, it also indicates that the preservation of data integrity and security in auto­
mated systems can be achieved in good measure by the prudent use of physical security and informa­
tion management practices and is not necessarily dependent upon complex computer system/ 
network controls. 

The major provisions of the Privacy Act which most directly involve the use of COml\uter 
system/network controls are: Subsection (b) of 5 U.S.C. Section 552a which limits the disclosure 
of personal information to authorized persons and agencies; Subsection (e) (5) which requires the 
maintenance of accurate, relevant, timely, and complete records; and Subsection (e) (10) which 
requires the use of safeguards to insure the security and integrity of records. Although the Act 
sets up legislative prohibitions against unauthorized disclosures, system/network controls are also 
needed to help assure that access to persona] data is properly controlled and that intentional or 
accidental violations of security and integrity do not occur. 

These controls include techniques for providing positive identification of the authorized user of 
the system and remote terminals, authenticating his right to have access to specific data in a 
system shared by-others and preventing him from gaining access to data and/or programs to which . 
he is not entitled, and, finaIly, providing a system of internal audits for monitoring compliance with 
the stipulated security requirements. In cases involving the automated transfer of personal data 
beh\reen terminals and a computer system or among systems, protect.ion requirements might, on 
~nfrequent occasions, be judged sufficiently strong to warrant the use of data encryption techniques. 
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Thus. in addition to viewing the technological safeguards in terms of the provisions of the Privacy 
Act. it is useful also to view them in terms of the control points within a computer system/network 
where security risks occur and where appropriate safeguards can be applied. This perspective is 
provided in figure 2 on pages 4 & 5, which portrays the elements of a computer system/network, 
beginning with the off-line storage of data in machine-readable media (e.g., tapes and discs) and 
progressing through the many possible processing modes, including the use of interactive computer 
terminals at local and remote locations and the linking of local systems via communications net­
works. It stresses again the value of physical security and information management practices as 
major adjuncts to the computer system/network security controls of the type described in the 
preceding paragraph. 

In order to provide for consistency and effectiveness in applying protective measures, the National 
Bureau of Standards has identified the need for technical standards and guidelines in the following 
topical areas: 

• PhysiCal security 
Risk management 
Fire and other disasters 
Physical protection 
Contingency planning 

• Information management 
Data input, storage and handling 
Record identification 
Media control 
Programming techniques for security 
Software documentation 
Data elements 

• Computer system/network security controls 
User identification 
Terminal identification 
Data access controls 
Data encryption 
Security auditing 

Within these topical areas, the National Bureau of Standards has already provided the following 
guidelines which are available andean be obtained as indicated in the Appendix: 

• Executive Guide to Computer Security 

• Guidelines for ADP Physical Security and Risk Management 

It is intended that the standards and guidelines identified above will be examined, developed and 
published using regular or expedited procedures that are consistent with meeting the needs and 
problems generated by experience gained in administering the Privacy Act. Meanwhile, the guide­
lines included in this document are intended as a statement of technical measures which managers 
shGuld consider together with managerial and administrative procedures as they decide upon a 
balanced set of safeguards suitable to their specific operational needs and environments. 

Inquiries and comments regarding the application of these guidelines should be directed to the 
Systems and Software Division, Institute for Computer Sciences and Technology, National Bureau e 
of Standards, WashingtQn, D.C. 20234. (Telephone: Area Code 301-921-3861) 
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1. Introduction 

1.1. The Privacy Act of 1974 

The Privacy Act of 1974 imposes numerous 
requirements upon Federal agencies to prevent 
the misuse of data about individuals, respect its 
confidentiality and preserve its integrity. Fed­
eral agencies can meet these requirements by 
the application of selected managerial, admin­
istrative and technical procedures which, in 
combination, achieve the objectives of the Act. 

The major provisions of the Privacy Act 
which most directly involve computer security 
are. found in the following parts of 5 U.S.C. 
Section 552a: 

• Subsection (b), which limits disclosure of 
personal information to authorized persons 
and a.gencies; 

• Subsection (e) (5), which requires accu­
racy, relevance, timeliness and complete­
ness of records;. 

• Subsection (e) (10), which l'equires the use 
of safeguards to insure the confidentiality 
and security of records. 

Although the Act sets up legislative prohibi­
tions against abuses, technical and related pro­
cedural safeguards are required in order to 
establish a reasonable confidence that compli­
ance is indeed achieved. It is thus necessary to 
provide a reasonable degree of protection 
against unauthorized disclosure, destruction or 
modification of personal data, whether inten­
tionally caused or resulting from accident or 
carelessness. 

1.2. Scope of Guidelines 

This document was prepared at the request of 
t1~e Office of Management and Budget. It pro­
VIdes a set of guidelines specifying technical and 
related procedural methods for protecting per­
sonal data in automated information systems 
and should be read in conjunction with OMB's 
circular on the implementation of the Privacy 
Act. Managerial and administrative procedures 
such as those relating to basic determinations 
concerning the need for maintaining personal 
data and its relevance to the performance of au­
thorized functions, employee rules of conduct, 
and employee screening and training are out­
side the purview of this document. These 
guidelines represent only one aspect of Govern­
ment-wide implementation guidance. Like the 
National Bureau of Standards, the General 
Services Administration and the Civil Service 
Commfssion have issued guidelines dealing with 
specific topics, under direction of the Office of 
Management and Budget. 
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1.3. Definitions 

The following terminology is used throughout 
this document in discussing the treatment of 
data: 

• Confidentiality-A concept which applies 
to data. It is the status accorded to data 
which requires protection from unauthor­
ized disclosure. 

• Data Integrity-The state existing when 
data agrees with the source from which it 
is derived, and when it has not been either 
accidentally or maliciously altered, dis­
closed or destroyed. 

• Data Security-The protection of data 
from accidental or intentional, but unau­
thorized, modification, destruction or 
disclmmre. 

Safeguards which provide data protection are 
grouped into three categories: physical security 
measures, information management. practices, 
and computer system/network securitv con-
tHols. Specifically, these are: • 

• Physical Security Measures-Measures for 
protecting the physical assets of a system 
and related facilities against environmen­
tal hazards or deliberate actions. 

Cl Information Management Practices-Pro­
cedures for collecting, validating, process­
ing, rnntmlIing and distributing data. 

• Computer System/Network Security Con­
trols-Techniques available in the hard­
ware and software of a computer system or 
network for controlling the processing of 
and access to data and other assets. 

1.4. Safeguards 

The relevance and utility of these technical 
safeguards can be grasped quickly if they are 
viewed in the context of the Privacy Act of 1974. 
Figure 1 identifies the principal provisions of 
the Privacy Act which involve the application of 
safeguards and shows how each of the three 
categories can contribute to the implementation 
of these provisions. The matrix also serves to 
illustrate graphically that adcpting particular 
safeguards may help to satisfy more than one 
requirement of the Act. Significantly, it also 
indicates that protection of data in automated 
systems is not necessarily dependent upon com­
plex computer system/network technology, but 
can be achieved in good measure by the prudent 
use of physical security measures and infnrma­
tion management practices. 
. The safeguards d!scussed here are aimed spe­

CIfically at precludmg unauthorized access to 
personal data in computer systems, but most of 
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them, especially those in the areas of physical These guidelines cover the three categories of 
security and information management, are ap- safeguards defined in Section 1.2. The consider-
plicable to manual as well as automated systems. ation of one to the exclusion of the others is not 
Most of them also provide protection for other likely to offer protection against all risks of 
kinds of data than personal. However, since the privacy violations. However, by carefully select-
present emphasis is on personal data, "data" is ing a well-balanced set of safeguards, the level 
synonymous with "personal data" in the re- of protection can usually be improved signifi-
mainder of this document. cantly at reasonable cost. 

Figure 1 relates technological safeguards to 
specific provisions of the Privacy Act. Alterna-
tively, they may be viewed in relation to the con- c) 

trol points within a computer system/network u.i 

where security risks occur and where appropri- :=i 
ate safeguards can be applied. This perspective It:I~ 

is providE'd in figure 2 on pages 10 and 11, which ",,:g 

shows the elements of a computer network, be- oz .-... 
ZO <0 

ginning with the offline storage of data in ma- o ..... 
0-chine-readable media (e.g., tapes and disks) and 

..... E-< 
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Qril ..... ...,. 

progressing through the many possible process- rilUl e -;; .-... .-... 
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-0 ~ ~ Q) ..... 
ing modes, including the use cf interactive com- t/) 

..... ..... ..... '-' ..... 
~ 

puter terminals at local and remote locations and p 
the linking of local systems via communications Ul 

networks. It stresses again the value of physical 
security measures and information management 
practices, in relation to computer system/net- 'T:i' 
work controls. 2l I:l til 
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SAFEGUARDS GUIDELINES 
0 .., 

~ = ~ = ~ ~ Q <: p.. ..... p ..... 

Physical Security 3.0 

Entry Controls 3.1 X X 

Storage Protection 3.2 X X X X 

Information Management Practices 4.0 

Handling of Data 4.1 X X X X 
Maintenance of Records 4.2 X X X 

Data Processing Practices 4.3 X X X X X X 

Programming Practices 4.4 X X X X X X 

Assignment of Responsibilities 4.5 X X X 

Procedural Auditing 4.6 X X X X X X 

Systems Security 5.0 

Identification 5.1 X X X X 

Access Controls 5.2 X X X X X 

Access Auditing 5.3 X X X X X X 

Data Encryption 5.5.2 X X X X ';X 

FIGURE 1. Technical safeguards appUed to requirements of the Privacy Act of 1974. 
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2. Security Risk Assessment and. Safeguard Selection 

The most important managerial actions a 
Federal agency must take initially are first, to 
make sure that any records which the agency 
maintains are necessary and relevant to the per­
formance of a lawful agency function and sec­
ond to restrict authorizations for access to per­
sonal data to a minimum. A fundamental 
principle underlying the Privacy Act is that 
information not maintained about an individual 
cannot be misused to his detriment. The elimina­
tion of non-essential information not only re­
,duces the likelihood of harmful actions, but, by 
keeping record-keeping practices to a minimum, 
also eases the task of safeguarding the essential 
data. 

The technical requirements of the Privacy Act 
for safeguarding the confidentiality, integrity, 
and security of personal data are less detailed 
and specific than some of the other requirements. 
The level of security needed to support privacy: 
depends on the uses which are made of the rec- , 
ords, the uses which others could make of the: 
records if they are inadvertently or intentionally 
disclosed and the harm that might accrue to the 
individual. Furthermore, security needs are de:-' 
pendent on the environment in which the system 
of records operates. The determination of whicri~ 
security safeguards are needed to protect a' 
given system must be made by personnel who 
are very familiar with the information main-' 
tained and with the administrative, technical, 
and physical environment in which the system 
operates. 

2.1. Security Risk Assessment 

The first step toward improving a system's 
security is to determine its security risks. A 
security risk assessment benefits an agency in 
three ways: 

(1) It pl'ovides a basis for deciding whether 
additional security safeguards are needed, 

(2) It ensures t.hat additional security safe­
guards will help ,to'C,ounter all the serious se­
curity.risks. 

(3) It saves money that might have been 
wasted on safeguards which do not significantly 
lower the overall risks and exposures. 

The goal of a risk assessment is to identify 
and prioritize those events which ,,,ould com­
promise the integrity and confidentiality of per­
sonal data. The seriousness of a risk depends 
both on the potential impact of the event and its 
probability of OCCUlTence. 

Section 2.2 identifies certain general risks and 
discusses general priorities. A risk assessment 
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can be successful even though it only identifies 
the most serious risks without attempting to 
quantify degrees of risk; however, the degree of 
risk should be estimated in quantitative terms 
when possible. This provides a better basis for 
deciding what security safeguards are necessary 
anclreasonable. It is sometimes possible to arrive 
at quantified estimates of risk which, though 
inexact, are still adequate for the purpose of 
selecting appropriate safeguards. 

Estimates of the expected frequency of acci­
dental risks can be based on previous experience 
of the agency and of other agencies with similar 
record systems. For risks that arise from de­
liberate acts, estimate the cost of carrying out 
the threat. Risks of deliberate penetration are 
far more likely when someone can benefit sub­
stantially from the act--especially when the act 
requires little effort or knowledge on his part. 
An operator with free access to the agency's 
ADP center may browse through sensitive fiies 
at virtually no cost to himself, whereas an indi­
vidual intent on the unlikely act of undetectable 
interception of computer transmissions may re­
quire major capital and operating investments. 

• In general the risk assessment should consider 
all risks-not just risks to personal data. ·While 
these guidelines emphasize the security of per­
sonal data, it is best to develop an integrated set 
of secmity safeguards which protest all valuable 
data on the system wherever Vossible. 

The risk assessment should be conducted by a 
team which is fully familiar with the problems 
that occur in the daily handling and processing 
of the information. The participants on the risk 
assessment team should include experienced 
xepresentati ves from: 

(1) the operating unit supported by or 
having jurisdiction over the data under 
consideration, 

(2) the programmers responsible for support 
of the operation or function under consideration. 

(3) the unit responsible for managing ADP 
operations, 

(4) the system programmers-if the agency 
has this as a separate function, 

(5) the person assigned the responsibility for 
overseeing or auditing system security. 

(6) those responsible for physical security. 
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2.2. Categories of Security Risks 

In this section general classes of security risks 
are identified and categorized as an initial illus­
tration of risk assessment and as a step toward 
understanding the scope of security concerns. 
Risks must be assessed with respect to every file 
of personal information in the system. Each 
agency will have to identify its specific risks and 
evaluate the impact of those risks in terms of its 
information files. 

The risks listed in the following subsections 
progress from acts of carelessness to system 
penetrations requiring significant technical so­
phistication. Risks are generally listed in the 
order in which they are likely to be encountered; 
how~v(> ,', .·iach agency must realize that its risks 
couln: lIrioritized differently if unique circum­
stan"':!'s exist. Those agencies designing new 
ADP'systems-especially large, remote-access 
systems-should consider the risks of deliberate 
system penetration at the time they are initially 
determining the system configuration. 

2.2.1. Accidents, Errors, and Omissions 

Experience indicates that the most commonly 
encountered security risks are usually accidents, 
errors and omissions. The damage from these 
accidental events far exceeds the damage from 
all other security risks. Good information man­
agement practices are necessary to reduce the 
damage that can result from these occurrences. 

Some examples of these risks are: 

• Input error-Data may not be checked for 
consistency and reasonableness at the time 
they are entered into the system; or data 
may be disclosed, modified, lost, or mis­
identified during input processing. 

• Program errors-Programs can contain 
many undetected errors-especially when 
they are written with poor programming 
practices or are not extensively tested. A 
program error may result in·;undesirable 
modification, . disclosure or destruction of 
sensitive information. 

• Mistaken processing of data-Processing 
requests may update the wrong data; for 
example, if a tape is mounted at the wrong 
time. 

• Data loss-Data on paper printouts, mag­
netic tapes, or other removable storage 
media may be lost, misplaced, or destroyed. 
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• Iinproper data dissemination-Dissemi­
nated data may be misrouted or mislabeled, 
or it may contain unexpected personal 
information. 

• Careless disposal-Personal data can be re­
trieved from waste paper baskets, mag­
netic tapes, or discarded files. 

2.2.2. Risks from Uncontrolled System Access 

Agencies expose themselves to unnecessary 
risks if they fail to establish controls over who 
can access the personal data which is processed 
on their ADP systems. Outsiders must not have 
free access to the personal data. The number of 
agency employees with access to personal data 
must also be kept as small as possible without 
hindering the mission of the agency. 

Physical secmity measures are always needed 
to control system access. If everyone using the 
ADP system is autl,lorized access to all the per­
sonal data being processed, then physical se­
curity meaSUl'es can adequately control system 
access. If the system is also used by some who 
should not be authorized access to an types of 
personal data, then information handling pr'ac­
tices and system access controls are also needed 
to control these risks. 

Examples of these risks include: 
.; j 

• Open system access-There may'oe no con­
trol over who can either use the ADP sys­
tem or enter the computer room. 

• Theft of data-Personal data may be stolen 
from the computer room or other places 
where it is stored. 

• Unprotected files-Data files may not be 
protected from unauthorized access by 
other users of the ADP system. This ap­
plies to on-line files and also to off-line 
files such as magnetic tapes. The latter are 
sometimes accessible simply by requesting 
that they be mounted. 

• Dial-in access-There is serious danger that 
unauthorized persons can access the system 
when remote, dial..;in access is allowed. 

• Open access during abnorma1, circum­
stances-Data which is adequately pro­
tected during normal operations may not be 
adequately protected under abnormal cir­
cumstances. Abnormal circumstances; in­
clude power failures, bomb threats; and 
natural disasters such as fire or flood. 
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2.2.3. Risks from. Authorized Users of Personal 
Data 

Experience with computer-related crime indi­
cates that the most serious risks from deliberate 
acts are from employees who work with the data. 
These employees often know exactly what se­
curity safeguards are in effect, and they may 
know how to get around them as well. Protec­
tion of personal data from abuse by those au­
thorized to .. ac.cess it is an important security 
concern. 

Practices which contribute to these risks 
include: 

• Poorly defined criteria for authorized ac­
cess-Personnel may not know whether 
anothel: employee should have access to a 
data item. 

• Lax attitude toward employee dishonesty­
Employee dishonesty may be relatively 
common and tolerated by management. 
Rules of conduct for agency employees hav­
ing access to personal data must be 
established. 

• Unaudited access to personal data-If an 
individual can access personal data know­
ing that there is no audit trail recording his 
access, then he will feel he cannot be held 
accountable for that act. 

2.2.4. Risks from the Physical Environment 
and from Malicious Destructive Acts 

Physical destruction or disabling of the ADP 
system is not usually a primary dsk to privacy. 
Environmental hazards and malidous acts may 
destroy records required by the Privacy Act, or 
they may damage the accuracy, timeliness, or 
completeness of records. However, these risks 
are also serious because of the value of the re­
sources tha~ might be destroyed and because the 
agency's misclion is often dependent on records 
in the ADP system. Security safeguards-in­
cluding fi'te back-up and contingency planning­
needed a:'1d usually provided for these other rea­
sons will normally be more than adequat~ to 
protect privacy against these risks. 

Examples of these risks include: 

• Fire, heat, water damage, and flood 

• Electric power failure 

• Malicious destruction by employees or 
outsiders. 

2.2.5. Risks from Deliberate Penetrations 

Current computer systems are vulnerable 
to deliberate penetrations, which can bypass 
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routine security controls. These penetrations 
usually require the participation of an individual 
with specific technical knowledge. To date, there 
have been relatively few instances of substantial 
harm resulting from such delibl<il.'ate penetra­
tions. Thus these risks now appear to be less 
likely than most of the other risks mentioned 
above. The knowledgeable penetratoJ: usually 
acts rationally, and the personal data would have 
to be 'very valuable to be attractive to him. How­
ever, agencies should be aware that attackers 
may try to embarrass the agency by demon­
strating that their personal data is not secure. 

In the futm'e, riSKS from deliberate penetra­
tions could become more significant. These po­
tential risks will be greatly magnified by large 
computer networks. Agencies that are designing 
such networks for future use should consider 
these risks in the early planning stage. 

Deliberate penetration risks include: 

• Misidentified access-Passwords are often 
used to control access to a computer or to 
data, but they are notoriously easy to obtain 
if their use is not carefully controlled. 
Furthermore, a person may use an already 
logged-in terminal which the authorized 
user has left unattended, or he may capture 
a communications port as an authorized 
user attempts to disconnect from it. 

• Operating system flaws-Design and imple­
mentation errors in operating systems al­
low a user to gain control of the system. 
Once the user is in c(lntrol, he can disah1.e 
auditing controls, erase audit trails, and 
access any information on the system. 
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• Subverting programs-Programs contain­
ing hidden subprograms that disable se­
curity protections can be submitted. Other 
programs can copy personal files into secret 
or misidentified files to use when protection 
is relaxed. 

• Spoofing-Actions can be taken to 'mislead 
system personnel or the system software 
into performing an operation that appears 
normal but actually results in unauthorized 
access. 

• Eavesdropping-Communications lines can 
be "monitored" by unauthorized terminals 
to obtain or modify information or to gain 
unauthorized access to an ADP system. 

2.3. Cost Considerations for Selecting 
Safeguards 

Each agency should consider the cost of each 
safeguard when selecting from among the sev­
eral options available. While each agency must 
consider its own unique circumstances in assess-
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ing costs, general guidelines for understandihg 
cost parameters will assist in developing priori­
ties for action. 

Costs fall into two major areas: initial and 
operating costs. Initial costs include the pur­
chase Of new system elements, modifidition of 
existing systems to accept the new element, one­
time administrative measures to support the 
new elements, and the initial testing of their 
effectiveness. Operating costs include the in­
creased day-to-day costs of running the en­
hanced system, including such cost components 
as personnel, comp~lter processing, storage, and 
system monitoring. 

Security is needed as a prerequisite to privacy, 
but it is aIm needed for many other reasons. 
Basic security safeguards adequate to protect 
other valuable data such as financial and payroll 
records may also be adequate to support privacy. 
Only a small fraction of overall computer se­
curity costs is m{ely to be attributable to privacy. 
Agencies should wherever feasible keep the costs 
of security measures installed for other reasons 
separate from the costs of assuring privacy. 

A risk assessment will have identified those 
risks which need to be controlled. Sections 3, 4, 
and 5 discuss various security controls which 
can be used. When these protection mechanisms 
are selected they should constitute a system of 
complementary measures that provide protec­
tion where it is needed. Each protective measure 
should be assessed in terms of the incremental 
protection achieved by the additional cost. A 
small amount spent for protection may increase 
the cost of intentional damage beyond an accept­
able limit. A lock on a tape cabinet may provide 
all the protection needed for certain files since 
the simple lock raises an act of unauthorized ac­
cess to one of "breaking-in." On the other hand, 
it would provide little protection against an ir­
rational act of vandalism. 

Physical secw·ity should be reviewed first, and 
improved where necessary. For most agencies, 
the application of physical security measures 
provides sufficient protection against intentional 
or overt external acts against agency data. How­
ever, it provides little protection against acci­
dental or unintentional damage to files or 
against overt internal acts. Appropriate in/or­
mation ntanagement practices will provide a 
significant level of protection against many 
risks not covered by physical security. System 
seclwity safeuua:rds should be considered by 
those agencies whose data sensitivity levels re­
quire more protection than that offered by 
physical security and information management 
practices. 
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3. Physical Security 

Physical security as it pertains to the protec­
tion of data does not differ from physical se­
curity for protecting other resources. It is 
achieved through the use of locks, guards, and 
administratively controlled procedures as well 
as measures required for the protection of the 
structures housing the computer and related 
equipment against damage from accident, fire 
and environmental hazard, thus ensuring the 
protection of their contents. Extensive guide­
lines for assessing physical security risl,r.s al!ld 
applying appropriate measures are proyi'dediiin 
Gu.idelines fol' Automatic Data Pl',ocessing 
Physical Seeu.1ity and Risk j}[anagement (see 
Appendix). This section highlights considera­
tions for determining the need for and applica­
tion of physical security measures. 

Security at an entrance to a computer center 
can prevent entry by all but the most determined 
intruders. Prevention of unauthorized entry 
into a facility can be accomplished not only by 
establishing a guard force but also by controlling 
all possible means of access :i;rom the exterior, 
including even such remote aYenues as air con­
ditioning vents, and through the use of sign-in 
procedures, badges for authorized personnel, 
special locks, exterior Eo;hting, TV cameras, 
harriers (fences), and' 'Iintrusion detection 
devices. ., 

A thorough survey of the environment of a 
facility will disclose any special dangers in the 
area such as chemical or eXplosives activity 01' 

likelihood of flood, improper storage of com­
bustibles~ inadeqnate visitor control and other 
obvious hazards which could result in situations 
where data might be destroyed or exposed to 
public scrutiny or haphazard remova1. In fact, 
such obvious perils should be considered before 
selecting the location for a computer facility al­
though they are sometimes una voidable. 

It is reasonable to assume that protection 
against fire, explosion and natural disasters will 
be available in any computer installation, but 
additional measures may be necessary to insure 
the confidentiality and security of records. The 
risks to data which can be generated by a dis­
astel" situation stem not only from the vulner­
ability of the data's storage medium to destruc­
tion occurring during the actual catastrophe but 
extend to subsequent exposure of the media, re­
ports and source materials in a damaged facility. 
In a disaster, accidental or not, risks to stored 
data also include damage caused by weather, 
firefighting techniques, salvage operations, van­
dalism, or theft. 



While no hard and fast rules exist to deter­
mine the need or extent of physical protection 
measures for a given situation, a number of 
possibilities exist that should be considered. For 
any specific installation, some set of the meas­
ures described below must be selected for imple­
mentation in order to provide adequate safe­
guards against the unauthorized destruction, 
disclosure or modification of personal data. 

3.1. Entry Controls 

• Limit the number of entrances to the com­
puter facility to a minimum. (There should 
be coordination of this measure with those 
responsible for fire protection and building 
security.) Doors should be of sufficient 
strength to resist forced entry. 

• Install a screening device at every entrance, 
be it a guard, a badge reader, an electronic 
lock, a TV camera manned by a guard in 
another location, or a physical lock. Main­
tain entry logs wherever possible. M0~itor 
closely all items moving into or out 0.' the 
facility, whether expected or not, e.g., a 
scheduled delivery. 

• If there is an extensive perimeter requiring 
protection, consider use of exterior lighting, 
TV cameras, roving patrols, intrusion de­
tection devices; however, such protection is 
usually not the responsibility of the ADP 
manager. 

• Secure all openings through which an in­
truder could gain entrance or receive 
material. 

• Control the use of badges to permit entry. 
They should not be issued in such quantity 
that guards cannot verify badge holders. 
When people leave the employ of the fa­
cility, whatever the reason, it is essential to 
retrieve all keys, badges, etc., which have 
been issued to them. Visitors should be 
issued temporary badges differing in ap­
pearance from employee badges. 

• In case of any unusual diversions such as 
power outages, bomb threats, false fire 
&larms, make a thorough search of the fa­
cility to prevent or to uncover loss or de­
structive activity which might have taken 
place during any confusion. Entry logs or 
other records of facility activity should be 
consulted; they might reveal any unusual 
occurrence that could serve as a clue to the 
identity of the perpetrator of the event. 

• Provide adequate protection for remote ter­
min~~s, tape libraries, trash areas, etc., 
which are not within th~ confines of the 
computer facility. 
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3.2. Storage Protection 

• Devise fire protection plans with data stor­
age media in mind. Consider the risks which 
firefighting imposes on stored data. Tape 
and disk library vaults (safes) can be cer­
tified to have a particular protection rating 
and design which keeps contents safe from 
steam and water damage as well as from 
heat and flame. These ratings should be con­
sidered in evaluating and selecting storage 
facilities. 
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• Include protective measures in planning for 
disaster response. Disaster recovery proce­
dures should be periodically tested and ex­
ercised. Arrangements should be made for 
the removal to a place of safekeening of 
storage media, computer printouts, records 
of disclosure and source material. If poten­
tial threats of looting and pilfering exist, 
guards should be posted; if data is vulner­
able to water damage, protective plastic 
covers should be available. 

• To ensure that protection of data is ade­
quately maintained, conduct frequent un­
scheduled security inspections. Check for 
unlocked doors, doors propped open, locks 
which do not latch, and fire and intrusion 
alarms which have been turned off because 
they are too easily activated. 

Physical security measures are the first line 
of defense against the risks which stem from the 
uncertainties in the environment as well as from 
the unpredictability of human behavior. Fre­
quently, they are the simplest safeguards to im­
plement and can be put into practice with the 
least delay. Naturally, not all physical security 
measures are required at anyone installation, 
but rather a judicious selection which provides a 
realistic overall coverage for the lowest ex­
penditure. 

4. Information Management Practices 

Information management practices refer to 
those techniques and procedures used to control 
the many operations performed on information 
to accomplish the agency's objectives, but do 
not extend to the essential managerial deter­
mination of the need for and uses of information 
in relation to any agency's mission. In this con­
text, information management includes: data 
collection, validation and transformation; infor­
mation processing or handling; record keeping; 
information control, display, and presentation; 
and finally standardization of information man- A 
agement operations. ,., 
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Effective application of these processes con­
tributes importantly to the Privacy Act objec­
tives of maintaining accurate, timely and com­
plete data. An examination of current practices 
should, therefore, be a first order of business to 
determine whether modifications or enhance­
ments are needed. Changes to current practices 
will be implemented with differing degrees of 
additional expense and operational overhead de­
pending upon the extent to which good manage­
ment practices already exist. 

The information management guidelines pre­
sented below are grouped into major categories 
to facilitate the explanation of their role. Every 
pmctice presented may not be required at eve'ry 
data processing installation. Selection of prac­
tices for implementation from those identified 
below should reflect their relevance t6 the spe­
cific agency environment. For instance, an in­
stallation which processes only personal data 
could elect not to label volumes of storage media 
containing personal data. 

4.1. Handling of Personal Data 

• Prepare a procedures handbook v/hich de­
scribes the precautions to be used and obli­
gations of computer facility personnel dur­
ing the physical handling of all personal 
data. Include a reference regarding the ap­
plicability of the procedures to those gov­
ernment contractors who are subject to the 
Privacy Act. 

• Label all recording media which contain 
personal data. Labelling such media will re­
duce the probability of accidental abuse of 
such data, and also will aid in fixing the 
blame in the event of negligent 01' willfully 
malicious abuse. 

• Store personal data in a manner that con­
ditions users to respect its confidentiality; 
e.g., under lock and key when not being 
used. 

• If a program generates reports containing 
personal data, have the program print clear 
warnings of the presence of such data on 
the reports. 

• Color code all computer input/output card 
trays, tape reels, disk pack covers, etc., 
which contain personal data, so that they 
can be afforded the special protection re­
quired by law. 

• Keep a record of all categories of personal 
data contained. in computer-generated re­
ports to facilitate compliance with the re­
quirements that agencies, identify all such 
data files and their routine use by the 
agency. 
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• Carefully control products of intermediate 
processing steps, e.g., scratch tapes and disk 
packs, to ensure that they do not contribute 
to unauthorized disclosure of personal data. 

• Maintain an up-to-date hard copy author­
ization list of all individuals (computer per­
sonnel as well as system users) allowed to 
access personal data for use in access con­
trol and auth0'l.'5zation validation. Opera­
tions and systems personnel should be con­
sidered privy to any data they handle since 
anomolous conditions may cause or require 
their knowledge of data contents. 

• Maintain an up-to-date hard copy data 
dictionary listing the complete inventory of 
personal data files within the computer fa­
cility in order to account for all obligations 
and risks. -

4.2. Maintenance of Records to Trace the 
Disposition of Personal Data 

• Establish procedures for maintaining cor­
rect, current accounting of all new personal 
data brought into the computer facility. 

• Log each transfer of storage media contain­
ing personal data to or from the computer 
facility. 

• Maintain logbooks for terminals that are 
used to access personal data by system 
users. 

4.3. Data Processing Practices 

• Use control numbers to account for personal 
data upon receipt and during input, storage 
and processing. 

• Verify the accuracy of personal data acqui­
sition and entry methods employed. 

• Take both regular and unscheduled inven­
tories of all tape and disk storage media to 
ensure accurate accounting for all personal 
data. 

• Use carefully-devised back-up procedures 
for personal data. A copy of the data should 
be kept at a second location if its mainte­
nance is required by law. 

• Create a records retention timetable cover­
ing all personal data and stating minimally, 
the data type, the retention period, and the 
av1thority responsible for making the reten­
tion decision. 

• After a computer failure, check all personal 
data which was being processed at the time 
of failure for inaccuracies resulting from 
the failure. ., 



• If the data volumes permit economic proc­
essing, some sensitive applications may use 
a dedicated processing period. 

• Files created from files known to contain 
personal data should be examine.d to ensure 
that they cannot be used to regenerate any 
personal data. A formal process must be 
established for the determination .and cer­
tification that such files are releasable in 
any given instance. 

• In aggregating data, give consideration to 
whether the consequent file has been in­
creased in value to a theft-attracting level. 

• When manipulating aggregations and com­
binations of personal data, make impossible 
the tracing of any information concerning 
an individual. Steps should be taken such 
that no inference, deduction, or derivation 
processes can be used to recover personal 
data. 

4.4. Programming Practices 

• Subject all programming development and 
modification to independent checking by a 
second programmer, bound by procedural 
requirements developed by a responsible 
supervisor. 

• Inventory current programs which process 
or access personal data; verify their 
authorized usage. 

• Enforce programming practices which 
make the use of personal data in any com­
puter program clearly and fully identified. * 

• Strictly control and require written au­
thorization for all operating system changes 
that involve software security. 

4.5. Assignment of Responsibilities 

• Make a designated individual responsible 
for examining installation practices in stor­
age, use and processing of personal data, 
including the use of physical security meas­
ures, information management practices 
and computer system access controls. He 
should consider both internal uses and the 
authorized external transfer of data, re­
porting any risks to the relevant manage­
ment authority. 

• Make a designated individual responsible 
during each processing period (shift) for 
insuring that the facility is adequately 
manned with competent personnel and that 
the policies for the protection of personal 
data are enforced. 

• See Section 6.5 oC the "Guidelines for ADP Physical Security and 
RJ.k Management." referenced in the Appendix. 
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• Ensure that all employees engaged in the 
handling or processing of personal data ad­
here to established codes of conduct. 

4.6. Procedural Auditing 
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Whenever appropriate, conduct an independ­
ent examination of established procedures. Au­
dits of both specific information flow and gen­
eral practices are possible. The following points 
should be considered when developing an audit: 

• Auditing groups can be established within 
organizations to provide assurance of com­
pliance independent of those directly re­
sponsible. 

• Independent outside auditors can be con­
tacted to provide similar assurance at ir­
regular intervals. 

• Audit reports should be maintained for 
routine inspection and to provide additional 
data for tracing compromises of confi­
dentiality. 

5. Systems Security 

Once physical security measures and informa­
tion management practices have been estab­
lished, managers of some large information 
systems will want to consider system-based 
methods for protecting data. These include user 
identification procedures, access auditing to 
trace activity in the system, and system mech­
anisms to control data access, all of which can 
be incorporated into today's systems. Some de­
tails of these methods and the situations to 
which they are applicable are described here. 

5.1. Identification 

The identification of each individual who is 
allowed to use a system is a necessary step in 
safeguarding the data contained in that system. 
Identification of users is in many instances actu­
ally a two-step process consisting of identifica­
tion and authentication, i.e. a would-be user of 
a system states who he is and the system verifies 
that he is who he claims to be. Determination of 
identity can range from the personal recognition 
by a system employee of a user submitting a 
batch job to a fully automated system log-on 
procedure from a remote terminal. The chance 
for misidentification is much greater when jobs 
are submitted directly into an ADP facility from 
a remote site and this chance is increased when 
access to the facility is achieved over common 
carrier lines. 
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There are th'ree categories of methods by 
which a person's identity may be established for 
the purpose of allowing access to an information 
system. The methods, which can be applied 
singly or in combination, are based on : 

(1) Something the person knows; 
(2) Something the person has; 
(3) . Something the person is. 

The first category includes such things as pass­
words, the combinations to locks, or series of 
facts from an individual's personal background. 
The second category comprises such things as 
badges, cards with machine-readable informa­
tion, and keys to locks. The third category con­
sists of characteristics, such as a person's ap­
pearance, fingerprints, hand geometry, voice or 
signature. Identification based on "something a 
person is" includes recognition by guards, which 
is frequently the best defense against unauthor­
ized access. 

Badges, cards with machine readable infor­
mation, or keys can be used for identification of 
users at terminals in remote locations, but some 
additional authentication procedure should also 
be considered. The physical security and pro­
cedural control of badges and keys, which fre­
quently playa significant part in the identifica­
tion process, are discussed in Section 3.1. 

Passwords are perhaps today's most widely 
used identification technique for granting sys­
tem access. They can be used to relate system 
users with specific system resources to which 
they are authorized access; they are also fre­
quently associated with particular applications 
or information files. Because of their widespread 
use, considerable experience has been developed 
in the use of passwords. Considerations include: 

• Passwords should be attributable to indi­
viduals in order to ascribe individual re­
sponsibility and reduce the likelihood of in­
dividuals giving out passwords to unau­
thorized coworkers. Passwords can be used 
not only to identify users, but also to control 
which data and other system resources they 
are authorized to use (see Section 5.2). 

• Passwords should be easy to remember, but 
they should not be based on information 
such as a person's initials or birth date. It is 
best if the system administrators generate 
random passwords for users. 

• Passwords should be changed at given in­
tervals as well as whenever compromise is 
known or suspected. 

5 .. 2. System Access Controls 

While identification can go a long way toward 
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preventing unauthorized use of a system, it is 
still necessary to have limitations on the use of 
data. Access controls can serve that. purpose. 
They are the means of preventing a user, once 
having gained access to the system, from read­
ing, altering or destroying any data he wishes. 
Lists (or even classes) of users authorized to 
perform certain activity or to access specified 
data or combinations of the two can be developed 
and stored in the computer to insure that only 
authorized data activity occurs. 

Implementation considerations are: 

• Some commercially available systems al­
ready have data access controls built in. In 
many cases these controls are not being 
used because some additional effort is some­
times required in reprogramming current 
applications. However, if needed, such ac­
cess controls could provide a significant in­
crease in data protection . 

• Applications programs can have their own 
access control mechanisms built in if the 
operating system does not provide th~m. 

5.3. Access Auditing 

Closely allied to the access control mechanism 
is the ability to account for who had access to 
which data. The control mechanisms form the 
basis for reports on data usage. These reports, 
known as audit trails, can be designed to list all 
system activity, all data accesses, unusual ac­
tivity, etc. Such a report can be examined for 
unauthorized disclosures of data. 

The same auditing capability which produces 
the above reports can be used to enhance the 
automated log of system use presently utilized 
for charge accounting. Some benefits of such 
use may partially offset the costs of implement­
ing the access control mechanism. A security log 
and audit will result in the recovery of some 
costs due to the more accurate charging for sys­
tem use, better determination of causes of 
system failures, and, when properly exploited, 
greater facility for data base recovery in case 
of failure. 

5.4. Network Systems 

Risks to computer data become more signifi­
cant during transmission among computer sys­
tems in a network or between a computer data 
bank and remote terminals. The potential of 
intentional compromise increases with the 
amount of data accessible in a network, the 
number of possible users of that data, and the 
geogr~phic distribution of the network. In par­
ticular, there is the possibility that data may be 
intercepted while it is being transmitted. Also, 
messages may be modified or others substituted, 



and false identities may be claimed by unauthor­
ized network users or terminals. Finally, ad­
dresses may be accidentally or intentionally 
changed, sending traffic to the wrong destina­
tions. 

Although a proposed Federal standard for 
encryption is presently being prepared, it is 
neither presently available nor necessarily justi­
fied for protecting transfers of personal data. 
For the convenience of designers of future sys­
terns; encryption is discussed in Section 5.5.2. 
However, other steps for protection of data in 
networks are possible. Suggested considerations 
are: 

• Establish requirements for identification, 
access' control and access auditing methods 
in networks as in any other systems. 

• Establish controls on network access. A 
useful procedure is to draw a diagram of 
the computer network architecture specify­
ing the locations of all components (com­
puters, terminals, communication paths). 
Each component should be labeled with a 
unique identifier, and a list of the people 
and terminals authorized to use the net­
work should be prepared. For each, the 
list should include: identifier, terminals au­
thorized for use, data access privileges and 
access restrictions. Rules for modifying this 
list, adding and deleting individuals or ac­
cess privileges, should be developed. 

• Log transfers of personal data in a security 
audit trail to account for disclosures of 
data. 

• Verify special requests involving sensitive 
data to the computer operating system even 
though initial system access has been 
granted to the requestor. 

• Assign a network security officer. 

5.5. Planning for Future ADP Systems 

It is important for those involved in planning 
future systems to be aware of forthcoming 
technological developments in computer security 
in order that the new technology can be incorpo­
rated into the design of the systems from their 
inception. The following discussions are offered 
for this reason. 

5.5.1. Internal Controls 

Current computer technology does not pro­
vide provable solutions to certain internal sys­
tem security problems. These security problems 
arise from the fact that indirect and sophisti­
cated penetration can bypass any ad hoc se­
curity controls. While this kind of security 
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problem exists, it is important not to overesti- e 
mate its probability of occurrence. Such an at-
tack will occur only when a skilled individual is 
motivated to dedicate an extensive effort to 
planning a deliberate penetration of an ADP 
system, and historically the motivation has been 
financial. The various system safeguards pre­
viously discussed will make it more difficult to 
plan and carry out an indirect attack. Security 
logs may be the most effective in deterring such 
attacks as they raise the probability of detecting 
the attack and of apprehending the attacker. It 
may not be cost-effective to provide additional 
safeguards specifically to counter sophisticated 
indirect attacks, such as penetration of an oper-
ating system. 

Advancing technology may soon lead to very 
cost-effective protection against attempts to by­
pass internal system access controls. Those who 
will not be procuring computer systems until the 
late 70's or early 80's may be able to take ad­
vantage of such technology if the current re­
search in this area is successful. 

In the meantime, the following guidance is 
provided for current and future data processing 
installations which are dependent on current 
computer technology. 

• Segment the data processing activity in 
such a way that the sensitive information is e 
not totally available, nor vulnerable, at any 
one time or place. 

• Personal data which may be subjected to 
intensive computer security threats should 
be processed with stringent physical and 
information management controls which 
provide the needed security; for example, 
the data could be processed in a dedicated 
mode or remote programming access to the 
system could be restricted during the 
processing of this information. 

5.5.2. Data Encryption 

The planning and design of a data processing 
network should provide safeguards so that no 
one can utilize the communication facilities to 
obtain sensitive information being transmitted 
through the network. Under certain circum­
stances of high risk, data encryption may be 
needed for the protection of personal data in 
computer networks. The following material is 
presented as background information for the 
planners of future networks. 

Encryption is achieved either through a secret 
process or through a commonly known process 
which depends on a secret parameter. In order 
to allow compatibility of encryption processes e 
within the typical variety of network compo-
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nents, the latter method is preferred. The en­
cryption process is generally specified in an 
algorithm (a set of rules or steps for performing 
a task) and the secret parameter supplied to the 
algorithm is called the key. Decryption is the 
inverse process. 

The National Bureau of Standards published 
an encryption algorithm in the Federal Registe?' 
of March 17, 1975, which satisfies the primary 
technical requirements of a data encryption 
standard. It is planned that this standard wiII be 
promulgated as a Federal Information Process­
ing Standard (FIPS). The algorithm may be 
implemented in presently available electronic 
technology. 

Control devices must be constructed to format 
the data for the encryption device and to trans­
mit and receive the encrypted data. These will 
depend on the computer component and the 
communication network to which it is attached. 
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Identification, access control and access audit­
ing should be implemented within a computer 
sysb m before sophisticated encryption devices 
are procured for the protection of data in net­
works. However, assuming a defined need for 
encryption and the availability of encryption 
devices and any necessary network control de­
vices, the follov,ring should be considered: 

• Using the network diagram and the author­
ization list described in Section 5.4, the 
diagram should be augmented by locating 
encryption devices so as to protect personal 
data at places where data is vulnerable to 
network security threats. 

• Data encryption keys must be created and 
distributed to authorized network person­
nel. They must be protected at all times and 
changed frequently. Periodic changes are 
suggested and immediate changes are 
necessary if a compromise has occurred or 
is thought to have occurred . 

.. 
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APPLICABILITY CRITERlA FOR CER TIFICA TION DETERMINATION 

Find the column that characterizes each agency in 
terms of the four applicability criteria, then read down 
the column to find the level of certification, required. 

Possible Combinations of Applicability Criteria 

APPLICABILITY CRITERIA: 1 2 3 4 5 6 7 8 9 10 11 12 13 

Agency received LEAA funds for 
CHRI No No No No No No No Yes Yes Yes Yes Yes Yes 

Agency collects /maintains CHR! No Yes Yes No Yes Yes No No Yes No Yes Yes Yes 

, -
Agency disseminates CHRI No No Yes No No Yes Yes No No Yes No Yes Ye-s· 

Agency receives CHRI No No No Yes Yes Yes Yes Yes No Yes Yes No Yes 

1 2 3 4 5 

Totally Required to comply only Required to complete 
unaffected by as specified in CHR! Use certification process 
regulations Agreement (existing or for appropriate situa-

required to be developed) tion 

-
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CERTIFICATION APPLICABILITY CRITERIA 

DETERMINATION SURVEY FORMS 

Cover letter from Office of Court Adminis­
trator sent to all Courts 

LEAA Regulations Applicability Determination 
Survey sent to all Courts 

Cover letter from Chiefs of Police Association 
sent to all police departments 

Cover letter from Sheriffs' Association sent 
to all sheriffs departments 

Cover letter from Statewide Association of 
Prosecutors sent to all prosecutors 

LEAA Regulations Applicability Determination 
Survey sent to all other agencies 
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OFFICE OF TH~ COURT ADMINISTRATOR 

STATE OF UTAH 

250 EAST BROADWAY, SUITE #240 

SALT LAKE CITY, UTAH 84111 

TELEPHONE: 328-6371 

October 7, 1975 

Mr. E. Royden Christian 
Washington County Clerk 
Box 579 
St. George, Utah 84770 

Dear Mr. Christian: 

You may have heard that some activity was taking place 
regarding Security and Privacy and the handling of Criminal 
History Record information (CHRI). On May 20, 197~i the 
Law Enforcement Assistance Administration issued regula­
tions requiring, among other things, that all states 
develop a Criminal History Record Information Privacy 
and Security Plan. This plan must set forth operational 
procedures to provide for the security' and privacy of 
criminal history record informa~ion that will comply 
with the regulation. Those procedures must be operation­
al in varying stages by December 16, 1977 .. The plan 
must be submitted to LE~A by December 16, 1975. 

Govenor Rampton has indicated his support for the need 
for this plan, and has asked the Commissioner of the Depart­
ment of Public Safety, Raymond A. Jackson, to proceed with 
its development. Commissioner Jackson has for~ed a Cri~i­
nal History Privacy and Security Committee to oversee t~~ 
plan's development and to advise the Law Enforcement Plann­
ing Agency which is directing the actual writing of the 
plan. The representative committe is presently composed 
of the following members: 

Raymond A. Jackson: Commissioner, Department of Public 
Safety 

Commissioner Harold Smith: Chairman, Govenors Council 
on Community Affairs 

Vernon B. Romney: Attorney General 
John McNamara: Administrator, Juvenile tourt 
Ernest D. Wright: Director, Department of Corrections 
Arthur G. christean: Court Administrator's Office 
J. Leon Sorensen: Director, Legislative Research 
Leo L. Memmott: Legislative Analyst 
Robert B. Andersen: Director Law Enforcement Planning 

Agency 
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Ivard R. Rogers: Director, Bureau of Criminal 
Identification 

Wayne D. Shepherd: President, Chief's of Police 
Association 

Dr. H. Roy Curtin: Director, State Information 
Center 

David S. Young: Statewide Association of Prosecutors 
Sheriff Floyd L. Witt: president, Sheriff's Association 

The first step in the process of developing the plan will 
be to determine current practices in each criminal justice 
agency regarding CHRI and the applicability of these new 
federal regulations to such agencies. In the regulations 
and the supplementary instructions which interpret the 
regulations "courts" are included in the definition 
of "criminal justice agency". However, the direct appli­
cability of the regulations on the courts is governed 
by other cr.iteria, including the receipt of federal funds 
for the development of systems that "collect, store, or 
disseminate criminal history record information". 

To cooperate in the development of this plan and to 
determine the extent of the ~pplicability of the federal 
regualtions to the courts of this state, you are requested 
to complete the enclosed brief survey form which has 
been prepared by the utah Law Enforcement Planning Agency. 
Mail the completed survey form by October 31, 1975. 

If you have any guestions call Mr. Arthur G. Christean, 
Deputy Court Administrator on my staff or Mr. Art Hudachko 
at the 'Utah Law Enforcement Planning Agency 533-5731. 

dj 

Enclosure 

cc Judge Joseph H. Burns 



LU\A I~[GU'-ATT()N~) APPLICI\BILITY DETCRf·1IrlATION SURVEY 

HETURI~ TillS FOR~l TO: 

--- -----rVOulCTfi\r·1E) -------

Mr. Art Hudachko 
Law Enforcement Planning I\gency 
304 State Office Euilding 
Salt Lake City, Utah 84114 

Telephone: 533-5731 

Ilk. I!uclachko may he contacted should you have any questions about how to 
complete the survey form. 

Place an "X" in the YES or NO box oppo~ite each question as it appl ies to your agency. 

1. Has your agency received any LEAA funds for 
the development of manual or automated 
crimi na 1 hi story record i nforma ti on systems 
since July 1, 19737 

2. Does your agency collect, store, and maintain 
criminal history and l~ecord information? 

3. Does your agency disseminate cr"iminal hisotl'Y 
record information? 

4. Does your agency receive criminal hisotry record 
information from other criminal justice or non­
criminal justice agencies? 

YES 

0 

0 

0 

0 

NO 

0 

0 

0 
D 

The following definitions will be useful in interpretating the above ~uestions as 
they applj to your agency: 

'1:1 

1. Criminal histo~y record information means information collected by criminal justice 
agencies on individuals consisting of identifiable descriptions and notations of 
arrests, detentions, indictments, informations, or other formil.l criminal charges"_,, 
anrl any disposition arising therefrom, sentencing, correctiunal supervision, and .~ 
release. The .term does not include -identification information on sllch uS finger" 
rrint records to the (~xtent that such inforll1ation do.es not inrlicate involvement 
of the ;nd·ivi"dual in the criminal .iusL"ice system. 

,.y 



2. Criminal histor'y record infot"llJ,ltion systcm llI(~tlns II syr;t.cl11 includlnC) 
thc cCluiPlllC'llt, f.leil ities, procedures, lHjrct!I1lCIILs', tllld orqllnillltions 
thereof, for Lhe collection, processing, prcscrvation or disscl11inlltion 
of c)-illlinlll history record infornliltion. 

3. The n~91/1ations do not lIpply to crimilllll history rc~col-d infol"ll1ation 
contained in: (1) posters, <1llnolJncell1cnts, or lists for- identifying 
or aprJl"ehendill~l fugitives or VI,Jntcd persons; (2) ot'i~int1l I'CCOl'ds 
of entry such uS pol icc blottCI-S lllllintuincd by criminal justice 
agencies, compiled chrollolo~lici11ly and required by lavi or lon~l 
standing custOIll to ne n:ude publ ic, if such records arc orl)tlnized on 
a chronological basis; (3) court records of public judicial proccedings 
compiled c~ronological1y; (4) published court opinions or public 
judicial proceedings; (5) records of traffic offenses maintained by 
State dcpal'tments of tl'anspor.tution, motm- vehicles or the equivalent 
ther'eof for the put-pose of regulatin9 the issuance, suspension, 
revocation, 01- n~ne\'Jal of dl-iver's, pilot's or othel- operator's 
licenses; (6) announcements of executive clemency. 

4. Dessemination means release of criminal history recorn informatiot, 
by an agency (court) to another agency or individual. However, 
reportjng of an arrest or other transaction .(adjudication) to 
a state or local repository or another crimina\ justice agency 
so subsequent criminal justice proceedings can go fon.lard is 
not considered dissemination. (Supplement No, 1 to privacy 
and Security InsLructions dated August 20, 1975), 
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Section ?'0.?,0(h)(3) pt"C)vidcs that the rC!!1I1atiol1!; do nl)t 
;1\1p1y to crimin;!l history record information cont.ained In: 
"court 1"C'c:ords or public judicial procccclinBs cOlllpilctl ch1'ono­
lOl'ic~1l1)''' InC;lJ1S that the vari,ous p;lrts 0[;1 record ,11'C ~lrr;lnf'cd 
(a~ Cl gener:'11 r\lle) according to an ordered lilile :;C'qucllce, nnd 
results [rom crilldl1;ll clw.q~c!.) filed in a si.n~le else. 

The purpose of thi,s exception i.s to pennit ;lccess to 
records which traditioIlally have becn open to tl1C publ1c, t1e­
[cl1l1ants, oJ." members of the bar. The basic model contemplated 
b )' the (11' a [ t e r s is the register 0 £ C::1 S e S JI\ ai, n t (1 inc d .in 111 0 s t 
county clerk's offices. Entries arc made in the registers as 
cases arise, and the outcomes of various moti.ons, conferences, 
leavings and other stages of the 3djudication arc filed as 
they occur. Also included under this exception \Vould be 
individual Ceise files containing the trial transcript ;lnd 
other records accumulated in the course of the case. One 
i 111 po r tan t c a v eat, h 0\'; eve r, m us t Be iss u cd. II Rap s 11 e e t SilO r 
summary criminal histories are sometimes included iJ~. such 
files, as a matter of administrative practice in filing. 
These documents are not considered I'court records ll under 
t]lis section and arc not exempt from coverage under the 
regulations. 

Alphabetical indexes to court records are generally not 
exempt. For example, an alphabetical index to case files 
such as the following would be subj ect to the" regulations.: , . 

Name Case Action Number 

John Jay #75051 

John Jensen #59607 
#65030 
#76031 ..,. 

John Johnson #59603 
1158601 

The regulations apply to i'colnbi~(ations of any non-chronological 
index and file which lnight be used to assemble or permit re­
trieval of 'a Sllmml.lry criminal history on an individt.Pll. If as 
a result of automatic data processing, the equiva]ent,tD an 
alphabetical manual index exists~ such automated files would 
li1~cwj se he subj ect 'to the 'regu] ations. (Suflpleln(~nt No.' 2 to 
l J rivClcy ulld Security Instrusti,ons datr;d f)i~ptt"!ml')(;:r ]0, 19'(0). 

" I 
;r' 





STATE OF I.JTAH 
CHIEFS OF POLICE ASSOCIATION 

October 6, 1975 

Dear Chief: 

You have no do~bt heard that there was some activity laking piace 
in the state regarding Criminal History Record Ili,formation (CHRI) and 
Privacy and Security. On May 20, 1975, LEAA issued regulations 
requiring all states to develop a Criminal Record Information Privacy 
and Security Plan. This plan must set forth operational procedures 
to provide for the privacy and security of criminal history record 
information, and these procedures must be operational (in varying 
degrees) in all criminal justice agencies affected by the regulations by 
December 16, 1977. 

Governor Rampt~m has indicated his support for the need for this 
plan, and has asked th~ Com~is sioner of the Department of Public Safety 
to proceed with the development and implemenation of the plan. 
Commissioner Raymond A. Jackson has formed a Criminal History 
Privacy and Security Committee to oversee t~e planl s development and 
to advise the Law Enforcement Planning Agency who is directing the 
writing of the plan. This committee was formed to provide representation 
from. all sectors of the criminal justice community and is composed of 
the following members: 

Raymond A. Jackson: Commissione~, Department of Public Safety 
Commissioner HaroldSm.ith: Chairman, Governors Council on 

CommLU1ity Affairs 
\' t'rnon B. R0Il111.ey: Attorney General 
Jl)lm .\k:'\ia Inara: Adlllinistrator, Juyenite Court 

IJ 



ChieI of Police 
October 6, 1975 
Page 2 

Ernest D. Wright: Director, Department of Corrections 
Arthur G. Christean: Court Administrator's O££ice 
Leon Sorensen: Director, Legislative Res earch 
Leo L. Memmott: Legislative Analyst 
Robert B. Andersen: Director, Law Enforcement Planning Agency 
Ivard R. Rogers: Director, Bureau of Criminal Identification 
Wayne D. Shepherd: President, Chiefs of Police Association 
Dr. H. Roy Curtin: Director, State Information Center 
David S. Young: Statewide Association of Prosecutors 
Sheri££ Floyd L. Witt: President, Sheriffs As sociatioil 

The Iirst step in the process of developing the plan is to 
determine, current practices in each criminal justice agency as it 
relates to criminal history record information. Enclosed is a survey 
form which we encourage you to complete. It will only take a minute, 
and it will save time later on in the planning effort by eliminating the 
need to call your agency for the information. A stamped envelope is 
enclosed for your convenience. 

1£ you have any questions, please give me a call; or call Mr. Art 
Hudachko at the Utah State Law Enforcement Planning Agency, 533-5731. 

Enclosures: 
Survey 
Envelope 



UTAH 
SHERIFFS' ASSOCIATION 

FLOYD L. WITT 
PRESIDENT 

Dear Sheriff: 

You have no doubt heard that there was some activity 
taking place in the stc:.te regarding Criminal History Record 
Information (CHRI) and Privacy and Security. On May 20, 1975; 
LEAA issued regulations requiring all states to develop a 
Criminal History Record Information Privacy and Security Plan. 
This plan must set forth operational procedures to provide for 
the privacy and security of criminal history record inform~tion, 
and these procedures must be operational (in varying degrees) in 
all criminal justice agencies affected by the regulations by 
December 16, 1977. 

Governor Hampton has indicated his support for th~need for 
this plan, and has asked the Commissioner of the Department of 
Public Safety to proceed with the development and implementation 
of the plan. Commissioner Raymond A. Jackson has formed a 
Criminal History Privacy and Security Committee to oversee the 
plan's development and to advise the Law Enforcement Plinning 
Agency who is directing .the writing of the plan. This committee 
was, formed to provide representation from all sectors o'f the 
criminal justice co.mmunity and is composed of the following 
members: 

; 

Raymond A. Jd:ckson: Commissioner, Department of PuJJ~ic' 
Safety !i.J 

Commt.Jsllbner Hai'old Smi th: Chail'man, Goverllors Council . I . . 

on Comlllunity Affairs 
David S. ~oung:. Statewide Associa tim) of Prosecutors 

. ,.~ 
~;, 

. ,'" 
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Wayne D. Shepherd: President, Chief's of Poli 'e Association 
SherifI' Floyd -L. W l tt: President, Sheriff's' A ·:..;ocia bon 
Dr. H. Roy Curtin: Director, State Information Center 
Leo L. Mcmmott: Legislative Analyst 
Ernest D. Wright: Director, Department of Corrections 
John McNamara: Administrator, Juvenile Court 
Arthur G. Christean: Court Administrator's Office 
Ivard R. Rogers: Director, Bureau oI' Criminal IdentiI'ication 
Vernon B. Romney: Attorney General 
Robert B. Anderson: Dil.'ector, Law Eniorcelllent Planning Agelll.:Y 
Leon Sorensen: Director, Legislative Research 

The first step in the process oI' deve16ping the plan is to 
determine current practices in each criminal justice agency as it 
relates to criminal history record information. Enclosed is a 
survey form which we encourage you to complete. It will only 
take a minute, and it will save time later on in the planning 
effort by eliminating the need to call your agency for the 
information. A stamped envelope is enclosed for your convenience. 

If you have any questions, please give me a call; or call 
Mr. Art Hudachko at the Utah State Law Enforcement Planning 
Agency, 533-5731. 

FLW: vp 

Enclosures: 
Survey 
Envelope 

Sincerely, 

A-·/· . /'. , .. , / ' ",.,// ,/ ,. -1 ...... /,. !' .. --:/' t/ ///;,L;/--
. /<--<-(,/,,1 ,-/1 t.~(.?,/ 
Flo~d L~ Witt, President 
Utah Sheriffs' Association 



ADVISORY BOAAD 

R. PAUL VAN DAM, CHAIRMAN 
K. L. McIFF 
HANS O. CHAMBERLAIN 
J. DUFFY PALMER 
BURTON H. HARRIS 
MERRILL HANSEN 
VERNON B. ROMNEY 

Dear Prosecutor: 

STATEWIDE 

ASSOCIATION OF PROSECUTORS 

OF UTAH 

220 SOUTH SECOND EAST, SUITE 440 

SALT LAKE CITY, UTAH 04111 
TELEPHONE (801) 532-6503 

October 7, 1975 

DAVID S. YOUNG 
~ 

LARRY V. SPENDLOVE 

M. REID RUSSELL 
CMMCTCA. T'ICtI«)H. 

~STANce:1JC.II&W 

You have no doubt heard that there was some activity taking place 
in the state regarding Criminal History Record Information (CHRI) and 
Privacy and Security. On May 20, 1975, LEAA issued regulations requiring 
all states to develop a Criminal History Record Information Privacy and 
Security Plan. This plan must set forth operational procedures to 
provide for the privacy and security of crim.inal history record information, 
and these procedures must be operational (in varying degrees) in all 
criminal justice agencies affected by the regulations by December 16, 1977. 

Governor Rampton has indicated his support for the need for this plan, 
and has asked the Commi ssioner of the Department of Publ ic Safety to proceed .. 
with the development and implementation of the plan. Commissioner Raymond A. 
Jackson has formed a Crimi na.l Hi story Privacy and Security Commi ttee to over­
see the plan's development and to advise the Law Enforcement P1!=lnning Agency 
who is directing the writing of the plan. This committee was formed to 
provide representatiorl from all sectors of the criminal justice community 
and is composed of the following members: 

Raymond A. Jackson: Commissioner, Department of Public Safety 
Commissioner Harold Smith: Chairman, Governors Council on 

Community Affairs 
Vernon B. Romney: Attorney General 
John McNamara: Administrator, Juvenile Court 
Ernest D. Wright: Director, Department of Corrections 
Arthur G. Christean: Court Administrator's Office(~ 
Leon Sorensen: Director,Legislative Research ,_I 
Leo L. Memmott: Legislative Analyst 
Robert B. Ander.sen: Director, Law Enforcement Planning Agency 
Ivard R. Rogers: Director, Bureau of Criminal Identification 

.' 
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Wavne D. Shenherd: President, Chiefs of Police Association 
D~: H. Rov C~rtin: Director, State Information Center 
David S. Young: Director, Statewide Association of~rosecutors 
Sheriff Flovd L. Witt: President, Sheriffs Association 

The first step in the process of developinq the plan is to determine 
current nractices in each criminal justice aqencv as it relates to criminal 
history record information. Enclosed is a survey form which we encourage 
you to complete. It will only take a minute, and it will save time later 
on in the planning effort by eliminatinq the need to call your agency for 
the information. 

If you have any questions, please give me a call; or call Mr. Art 
Hudachko at the Utah State Law Enforcement Planning Agency, 533-5731. 

David S. Youn irect~ 
Statewide Association of Prosecutors 

Enclosure 



LEAA REGULATIONS APPLICABILITY DETERMINATION SURVEY 

(YOUR AGENCy) (YOUR NAME) 

RETURN THIS FORN TO: 

(DATE) 

Mr. Art Hudachko 

Return by October 31, 1975 
Law Enforcement Planning Agency 
304 State Office Building 
Salt Lake City, Utah 84114 

Telephone: 533-5731 

Mr. Hudachko may be contacted should you have any questions about how to 
complete the survey form. 

-
Place an "X" in the YES otNO box opposite each question as it applies to your agency. 

1. Has your agency received any LEAA funds for 
the development of manual or automated 
criminal history record information systems 
since July 1, 1973? 

2. Does your agency collect, store, and maintain 
criminal history and record information? 

3. Does your agency disseminate criminal hisotry 
record information? 

4. Does your agency receive criminal hisotry record 
information from other criminal justice or non­
criminal justice agencies? 

YES 

o 
o 
o 
o 

NO 

o 
o 
o 
o 

The following definitions will be useful in interpretating the above questions as 
they apply to your agency: 

1. Criminal history record information means information collected by criminal justice 
agehcieson individuals consisting of identifiable descriptions and notations of 
arrests, detentions, indictments, informations, or other formal criminal charges, 
and any disposition arising therefrom, sentencihg, correctional supervision, and 
release. The term does not include identification information on ~uch as finger­
print records to the extent that such information does not indicate involvement (' 
of the individual in the criminal justice system. 

"' , ~'( 
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2. Criminal history record information system means a system including 
the equipment, facilities, procedures, agreements,. and orqanizations 
thereof, for the collection, processing~ preservation of dissemination 
of criminal history record information. 

3. The regulations do not apply to criminal history record information 
contained in: (1) posters, announcements, or lists for identifying 
or apprehending fugitives or wanted persons; (2) original records 
of entry such as police blotters maintained by criminal justice 
agencies, compiled chronologically and required by law or lonq 
standing cu~tom to ne made public, if such records are orqanized on 
a chronological basis; (3) court records of public judicial proceedings 
:ompilcd c~ronologically; (4) published court opinions or public 
judicial proceedings; (5) records of traffic offenses maintained by 
State departments of transportation, motor vehicles or the equivalent 
thereof for the purpose of regulating the issuance, suspension, 
revocation, or renewal of driver's, pilot's or other operator's 
licenses; (6) announcements of executive clemency. 

-2-



APPENDIX J 

AGENCY LIST/CERTIFICATION PROCESS 

REQUIREMENT CHECKLISTS 



.. 



STATE AGENCIES 
AGENCY LIST ICEItTIFICA "IION PROCESS REQUIREMENT 

AGENCY IDENTIFICATION 

STATE AGENCIES 

Attorney General 5 
Division of Corrections 13 
Juvenile Court 13 
Li quor Law Enforcement 6 
Office of Court Administrator 1 
Peace Officer Standards and 

Training 4 
Utah Bureau of Criminal 

Identification 13 
Utah Highway Patrol 7 

. 

----

CERTIFICA TION PROCESS REQUIRED 

x 

x 
x 

x 

x 

.. 
'. 

" 

Must complete certifica­
tion process: 

1 2 3 4 

x 
x 

x 

, .. 

" 

._-
;::. 

, 

, 

.' 
, 



SHERIFF'S OFFICES 
AGENCY LIST /CF.ItTJFICATION PltOCE:S0 IU~QUIltEMENT 

AGENCY IDENTIFICATION 

SHERIFF'S OFFICES 

Beaver County 
Box Elder County 
Cache County 
Carbon County 
Daggett County 
Davis County 
Duchesne County 
Emer·y. County 
Garfield County 
Grand County 
Iron County 
Juab.County 
Kane County 
Mi 11 ard County 
Morgan County 
Piute County 
Rich County 
Salt Lake County 
San Juan County 
Sanpete County 
Sevier County 
Surrrnit County 
Tooele County 
Uintah County 
Utah County 
Wasatch County 
Washington County 
Wayne County 
\~eber County 

6 
6 
3 
3 
6 

13 
6 
2 
6 
5 
6 
2 
5 
6 
6 
6 
6 

13 
6 
2 
6 
6 
6 
6 

13 
6 
4 
2 
6 

x 
X 

X 

X 

X 

X 

CERTlFlCA TI0N PROCESS REQUIRED • 

x 
X 

X 

X 

X 
X 
X 

X 

X 
X 

X 
X 

X 

X 

X 
X 
X 

X 
X 

X 

Must complete certifica.­
tion process: 

1 2 3 4 5 

.X 

x 

x 

_._ .... ---... _---------- ...... -- •.... _ ... _-........ _.--- ... _-- .... - .~--.. -"' .. --... -.--.~. ._-_ ........... - ••• 1. ___ •• _ .•• ___ ..r 



POLICE DEPARTMENTS 
AGENCY LIST /CF:ltTIFICA TION PltOCF::.i0 IlEQUlItEt\llENT 

• 
# 

AGENCY IDENTIFICA TrON 

~ POLICE DEPARTMENTS 

Ameri can Fork 
8urora 
Beaver 
Blanding 
Bloomington 
Bountiful 

" Bri gham Ci ty 
'Bri g.ham Young Uni ver.sity 

Cedar' City 
Ia Centervi 11 e 
IWClearfield 

Cl int.on· 
Delta 
Di xi e Co 11 ege 
Duchesne 
Ephraim 
Eureka 
Farmington 
Fi 11 more 
Fort Duchesne 
Green River 
Gunnison 
Helper 
Henefer: 
Hurricane 
Hyde Park 

. Hyrum 
- Kanab 

Kanarravile 
: Kaysville 

Layton 
Lehi 
Lewiston 
Lindon 
Logan 

I~Manti 
'-Mantua 

Mapleton 
Midvale 
Mi 1 ford 

6 
1 
1 
2 
1 

13 
13 

6 
6 
6 
5 
4 
6 
6 
6 
1 
1 
2 
6 
1 
1 
1 
6 
1 
6 
6 
5 
6 
1 
6 
6 
6· 
1 
1 
6 
4 
1 
1 
5 
1 

x 
x 
x 
x 

x 
x 
x 

x 
x 
x 

x 

x 

x 
x 

x 
x 

)( 

CERTIFICAT!ON PH.OCESS REQUIRED 

x 

x 
x 
x 
x . 
x 
x 
x 
x 

X· 

x 

x 
x 
x 
x 

x 
x 
x 

x 
x 

x 

Must complete certific<t­
tion process: 

1 2 3 4 5 

x 
x 

,_._. • - - .----.---.... ,-, ,- - ____ .. _ ••.• - 1-, •• __ .•••• _. ._._.. _'._. ____ •• ___ ••• ,. __ .... _._ ..... .. -.'. -.. _--_ .. __ .. _._----_ .. _-_.. _ ...... -----_.-.( ._-.-... "" 



POLICE DEPARTMENTS . 
AGENCY LIST ICF.H.TIFICA TION PROCESS REQUIREMENT 

AGENCY IDENTIFICATION 

POLICE DEPARTMENTS - Continued 

Moab 
Monroe 
Monticello 
Morgan 
Mt. Pleasant 
Murray 
Nephi 
North Logan 
Nsrth Ogden 
North Salt Lake 
Ogden 
Orem 
Panguitch 
Paragonah 
Park City 
Parowan 
Payson 
Pleasant Grove 
Price 
Provo 
Richfield 
Riverdale 
Roosevelt 
Roy 
St. George 
Salina 
Salt Lake 
Sandy 
Santaquin 
South Ogden 
South Salt Lake 
Spring City 
Spri ngvi 11 e 
Sunset 
Syracuse 
Tooele 
Tremonton 
University of Utah 
Vernal 

2 
2 
6 
3 
3 

13 
1 
6 
5 
1 

13 
6 
6 
1 
6 
6 
6 
7 
6 

13 
1 
5 
6 
6 
6 
3 

13 
6 
1 
6 
6 
1 
6 
6 
6 
6 
6 
6 
6 

CERTIFlCA TI0N PROCESS REQUIRED 

x 
x 

x 
x 

x 

x 

x 

x 

x 

x 

x 

x 

x 
x 

x 
x 

x 
x 
x 
1:< 
x 

x 
x 
x 
x 

x 

x 
x 

x 
X 
X 

X 
X 

X 

X 

Must cOITIplete certifica­
tion process: 

1 z 3 4 5 

x 

x 

x 

x 

a-, ____ . _________ • _________ .... _____ ~I-.---_~.,_. _____ .. __ .. __ -.a... ______ •• __ ._. __ -.I 
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POLICE DEPARTMENTS 

AGENCY J~JST/cF:n.Tn·ICATION PH.OCE:SS ItEQUUtEMI~NT 

AGENCY IDENTIFICATION 

POLICE DEPARTMENTS - Continued 

Washington 
Washington Terrace 
Weber State College 
Wellington 
l~est Bounti ful 
Woods Cross 

6 
4 
6 
5 
5 
6 

CERTIFICA TtON PLtOCESS REQUIRED 

x 
x 
x 
x 
x 
x 

Must complete certifica­
tion process: 

1 2 3 4 5 

I,'''; --... ----. ---~-- .. -------.-----,-·---·····.·-·-·-··-·1-.-----•. · __ · ___ . 1_._. !""' ___ • .-:--.. _. ____ • • _ .... _._ ...... \",~,' _-.-J "" 



POLlCE DEPARTMENTS 
ACiENCY I .. m1'/CF.llTIFICA TION P1l0Cf;S~j IlEQUIllEMENT 

ACiENCY IDENTIFICATION 

The follo~ing police departments 
did not-return the certification 

CEIlT IFICA TION PltOC ESS IlEQUIllED.r 

Must complete certifica­
tion process: 

1 z 3 4 5 

form 
-F=====================~====*=====~==~==~==~==~===*==~ 

Allpine 
Alta 
Alton 
Amalg~-Newton-Trenton-Richmond 
Castl e Dal e 
Castle Gate 
'Centerfi e 1 d 
Ci rC'l evill e 
Cleveland 
Eas't Layton 
Emery, _ 
Enterprise 
Escalante 
Fairview 
Fountain Green 
Garland 
Glenwood 
Goshen 
Grantsvill e 
Harri svi 11 e 
Heber 
Fiiawatha 
Hinckley 
Huntington 
Huntsville 
Joseph 
Kamas 
Kingston 
Koosharem 
LaVerkin 
Lynndyle 
Marysville 
Meadow 
Mendon 
Midway 
Millville 
Minersville 
Mona 
Moroni 
Myton 

1.1 

~-----"--·""'.~"""'----__ ' __ '_._.R __ ,_._I ...... _._ ••• _____ ... _.,._. _____ •• ' ____ ~_ .... __ ._ .. __ ... __ • ___ ._~~ 
------:-



POLICE DEPARTMENTS 
ACENCY J~lSl' IC~llTIFICi\TION PllOCl::SS IU::QUIIlEMENT 

AGENCY IDENTIFICATION 

The following police departments 
did not return the certification 
form - 'co'nti nued 

.Oak City' 
Oakley . 
Orangevi 11 e 
Perry 
Plain. City 
Plymouth 
Pleasan~ View 
Providence 
Randcrlph 

aRedmond 
WRiverton 

Salem_ . 
Santa Clar~ 
Sigurd' 
Snowville 
Sou'thern Utah St.ate Co 11 ege 
Spansih Fork 
Springdale 
Stockton 
Sunnyside 
Toquerville 
Tropic 
Uintah 
Virgin 
Wales 
Wellsville 

- Wendover 
West Jordan 
Willard 

---.--... -.-. .... --.-----....... _. --- ------

CERTIFICATION PROCESS REQUIRED 

Must complete cCl-tHica­
tion process: 

1 4 5 

-- ---- -~--

~ - -

,.; 



JUSTICES OF THE PEACE 
AGENCY I .. JST/Cf;ItTIFICATION PROCESS REQUIREMENT 

AGENCY IDENTIFICATION 

JUSTICES OF THE PEACE 

American Fork (2) 
Beaver City 
Beaver County 
Box Elder County 
Casl1e Dale 
Cedar City (2) 

Ci rcl evi 11 e 
Clinton 
Coal vi 11 e 
DavTs County 
Delta (2) 
Duchesne 
Dutch John 
East Layton 
Fillmore 
Garden City 
Glenwood. 
Grantsville 
Harri svi 11 e 
Heber 
Kane County 
Kaysvi 11 e 
Leeds 
Lehi (2) 

Meadow 
Midvale 
Midway 
Minersvi 11e 
Monroe 
Monti cell a 
Morgan (2) 
North Logan 
Park City 
Payson 
Pleasant Grove 
Pleasant View 
Providence 
Richfield 

-

t- . 
.... 0 
:;:Z 
.,0 I'd t1 .~ 
;!1 CI.I 
e:l. .~ 
e:l. ... 
<U 

1 
6 
1 
1 
1 
1 
4 
1 
1 
1 
3 
1 
1 
1 
1 
2 
2 
1 
4 
1 
2 
4 
6 
1 
4 
2 
1 
6 
1 
1 
1 
I' 
I-
1 
2 
2 
1 
1 
2 , 
4 

CERTIFICATION PROCESS REQUIRED. 

>-.a 
til 

"ri r:: 
aJ 0 ........ o ... 
CLI I'd 
~ 

~ ~ 
I'd eo 
r:: CLI' 
::>~ 

x 

x 
x 
x 
x 

x 
x 
x 
x 
x 
x 
x 
x 
x 
x 
x 

x 
x 

x 

x 
x 

x' 
x 
x 
x 
x 
x 
x 
x 
x 
x 
x 

4J 
r:: 
CI.I 

e 
aJ 
aJ"O 
... aJ 
to Jot < ..... 
aJ 6-
en CLI 
~~ 

x 

x 

x 

x 
x 

x 

x 

. x 

Must complete certifica-
tion process: 

1 2 3 4 5 

. 

. 

'------.--.---~~~~-~---.------.-..... -.---,.----, .. -----.-.. ----.~~.~-.----- ..• -------,-.. --... -------.. -----~ 



JUSTICES OF THE PEACE 
AGENCY J~JS1' /Cr-:H.TIFICA l'ION PROCESS IlEQUIltEMENT 

AGENCY IDENTIFICATION 

JUSTICES' OF THE PEACE - Continued 

Richmond 
River Heights 
Roosevelt (2) 
Sa 1t Lake Ci ty 
San Juan County 
Sandy (2) 

North Sevier 
South' bgden 
pri.ngdale 
pringvil1e 

Stock~on 
Sunset 
Tremonton 
Vernal (2) 
Washington' 
Well ingtQn 
Wellsville 
Woods Cross 

Tbe following agencies did not. 
return the certification for.ms 

Alpine 
Bicknell 

. Blanding (2) 

. Bluff 
Brigham City (2) 

: Bull frog ~asin 
Centerville 
Clarkston 
Cleveland 
Corinne 
East Carbon City, 

sinor 

Enterprise (2) 
Ephraim (2) 

1 
1 
1 
7 
1 
1 
6 
1 
5 
1 

'I 
4 
4 
6 
1 
1 
6 
1 
4 

CERTIFICA TION PROCESS REQUIRED 

x 
x 
x 

x 
x 

x 

x 
x 

x 
x 

x 

x 

x 

x 

x 
x 
x 

x 

x' 

Must complete certifica­
tion process: 

1 z 3 4 5 

': 

.r" 
(\ 

= 
~O 

0 .-----.-.. --.-,---------~.------.. ,.-.. ----,-.,-----"~.---~~.,.~.~---- 0 ;c; ... ---~~.-_~.-I_~~'--_~-· -
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JUSTICES OF THE PEACE 
AGENCY LISl'/CBIlTIFICATION PROCESS IlEQUlltEMENT 

AGENCY IDENTIFICATION 

The following justices of the 
peace agencies did not return 
the certification forms -
continuep . 

Escalante 
Eureka 
Fairview 
Farmington 
Ferron 
Fillmore 
Fountain Green 
Garl and 
Goshen, 
Granger 
Green River 
Gunnison 
Hanks~ille 
Helper 
Henefer 
Hiawatha 
Hildale 
Huntillgton 
Huntsvi 11 e 
Hurr'jcane (3) 
Hyde Park 
Hyrum 
Ivins 
Kamas 
Kanab 
Kanosh 
Kearns 
L{lVerkin 
Laketown 
Lewiston 
Loa 
~lagna 
rltani 1 a 

" Manti 
Mantua 
Mapleton 
Marysville 
Mendon 
Midway 
Milford 
Mill vi lle 
Mona 

Must complete cel,tifica­
tion process: 

1 2 3 4 5 

. 

~~~~-......... ----.. --.. - ... ~-.----,-,.,.-.--........ ,-.----.-' •. --.--. ,---•• - ..•• -_..--11· ____ ..... ' ___ 1 __ --.1 



JUSTICES OF THE PEACE 
AGENCY I .. IST /CF;llTIFICA 1'ION PllOCESS IU~QUIlt.EMEN·r 

AGENCY IDENTIFICATION 

The following justices of the 
peace agencies did not return the 

.. certification form - contit1ued I 

Moroni 
Mt. Carmel 
Mt. Pleasant 
Myton 
Nephi. (3) 
Newton 
Nibley 
NorttJ Ogden 
North"Salt Lake 

a,<?gden (2) 
. .,.-angui tch 

Paradi-s~ 
Paragon~h 
Park City 
Parowan 
Payson 
Plain City 
Redmond· 
Richfield 
Riverdal e. 
Riverton 
~t. George (2) 
Salem 
Salina 
Salt Lake (3) 
Santa Clara 

" Santaquin 
- Smithfi e 1 d 

Snowville 
. Spanish Fork (2) 
- Spri ngvi 11 e 

Sunnyside 
Syracuse 
Thompson 
Tooel;e 

eT~qUervi 11 e 

CERTIFICATION PROCESS REQUIRED 

Must complete certiC4.ca -
tion process: 

1 z 3 4 5 

-.... ..................... ---------.. ------•. ---- ... --~---- ...... ---..-............. _ ..• __ ... --...... 1 __ ... _.1 , ____ ..,I 



· . JUSTICES OF THE PEACE 
AGENCY J .. rST ICF.RTIFICA l'ION PllOC ESS REQUIREMENT 

AGENCY IDENTIFICATION 

The following justices of the 
peace agencies did not return the 
certification forms - continued 

T.orrey 
Trenton 
Tridell 
Washington Terrace 
Wendover 
West Bountiful 
West Jordan 
Willard (2) 
Woodruff 

.~. .. 

C~RTIFlCAT10N PROCESS REQUIRED -' 

~ Must complete certitica-
~ tion process: >- CI.I 

..0 II) S 
"t:I ~ CI.I 

CI.I 0 CI.I't1 -......... ~ CI.I i 5 u .... Z 3 4 
.CI.I ~ to Jot < .... 
~ g, CI.I & 
~ CI.I- II) CI.I , 

::>P:: ::>~ " 

.8 



COURTS 
AGENCY I.fS1'/CF.JlTIFICA l'ION l'llOCESS IU~QUllU~MI;;N·r 

ACiENCY IDENTIFICATION 

- DISTRICT·COURTS -

Di stri ct r (1 ceurt) 

Bex Elder Ceunty Clerk 
Cache Ceunty Clerk 
Rich County Clerk 

Distrjct II (4 Ceurts) 

vi45 Ceunty Clerk 
rgan Ceunty Clerk 

Weber pe'unty C1 erk 

District III (10 Ceurts)' 

Salt Lake Ceunty ClerK 
Teoel e Ce'unty C1 erk 

\ District IV (3 Ceurts) 

D~ggett Ceunty C1 erk' (No. ReSRel'lse) 
Duchesne bounty Clerk 
Sunmit Ceunty Clerk 
Uintah Ceunty Clerk (No. Respense) 

· Utah Ceunty Clerk 
· Wasatch Ceunty Clerk 

· District V (1 Ceurt) 

Beaver Ceunty CJerk ~ Respense) 
Iren Ceunty Cletk 
Juab Ceunty Clerk 

l1ard County Clerk ~o Response) 
shingten County C1 erk . 

1 
5 . 
5 

1 
"'2 

3 

6 
6 

1 
3 

6 
6 

1 
1 

1. 

x 

x 
x 
x 

x 
x 

x 
x 

x 

CERTIFICAT10N PROCESS n.EQUlItED 

x 
x 

x 
x 

x 
x 

Must complete ccrtiCic01-
tion process: . 

I z 3 4 . 5 

c 

I', 
" 

, i-

" ; J; -....... -...-... · ...... ·----·-----..... --.----"'!\ ... ,-.. _ .. _~I .... __ ... ,~ ........ -~ ....... _, •• , ..... I ___ ... _ ... ~ ...... ~ ........ _I'~~,~,' ',§:,:.; 
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COURTS 
AGENCY J .. rS'·/C~llTIFICA l'10N PllOCESS IU~QUIlU~MI~N·r 

ACiENCY IDENTIFICATION 

DISTRICT COURTS -continued 

District VI (1 Court) 

Ga~field County Clerk (No Response) 
Kane County Clerk 
Piute County Clerk 
Sanpete County Clerk (No Response) 
Sevier County Clerk (No Response) 
Wayne County Clerk 

District VII (1 Court) 
I • 
,) 

~iarbon County Cl erk 
/Ernery County Cl erk 
!'Grand County Cl erk 

--!/ San Juan County Cl erk -

NOTE: The.county clerk acts as-the 
ex-officio clerk of the 
district court 

1 
1 

1 

5 
2 
5 
6 

CERTIFICATION PltOCESS REQUIRED ~ 

Must complete ccrtiCic01-
tion process: 

z· 3 5 



COURTS 
ACiENCY '~1S1'/CF:'lTIFICA "I'ION PtlOCl;;SS IU~QUItU~MI;;N·r 

AGENCY IDENTIFICATION 

.. 
- CITY COURTS , 

CITY COURTS 

Bountiful City Clerk (No Response) 
Brigham City Clerk (No Response) 
Clearfield City Clerk 
Layton City Cl erk (No Response) 
Logan City Clerk (No Response) 
Moab.City Clerk 
Murray City Clerk 

•
gden City Clerk 
rem City Clerk 

Price City Clerk 
Provo'City Clerk 
Roy City Clerk . 
Salt Lake City Clerk (No Response) 
St. George' City Glerk 
Tooele Cjty Clerk 

NOTE: The city clerk acts as the 
ex officio clerk of th~ 
city court 

~. 
-.4 0 
~Z 

"8~ 
=~ P. ,.,. 
p.J.t 
<0 

3 

3 
1 
6 
2 
1 

:6 
1 

5 
3 

I 

CERTIFICATION PROCESS llEOUIIlF.D . 

>-..a ., 
"'0 c:: 

QJ 0 ........ u .... 
. G !! 
::: :s 
cd co 
A G· 
O~ 

x 

·x 
x 

x 
x 

x 

X· 

.... Must complete ~erti£ic:l-
~ tion process: G e 
QJ 
QJ"tJ -
... QJ 

4 5 1 2 3 to ... , < .... 
C) g. 
III C) 

O~ 

x 

x 

x 

lei 
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ATTORNEYS 

AGENCY LIST /CEItTIFICA TION PROCESS REQUIREMENT 

ji .y 

AGENCY IDENTIFICATION 

ATTORNEYS 

COUNTY 

Beaver 
Box Elder 
Cache 
Carbon 
Daggett 
Davis 
Emery 
Gflrfield 
Grand 
Iron 
Juab 
Kane 
Mi 11 ard 
Piute 

. Rich 
Salt Lake 
San Juan 
Sanpete 
Sevier 

. Summit 
Uintah 
Utah 
Wasatch 
Washington 
Weber - .. 

CITY --
Brigham 
Cedar City 
Fi 1 1 more 
Logan 
Midvale , 
Qgden 
Provo 
Richfield 
Tooele 

------
. 

~. 
-pol 0 
~Z 
.tl I'd 
l1 -~ 

-pol ~ 
r-4 ... 
P. -r! 
p. ... 
<U 

1 
1 
4 
5 
1 
2 
1 
5 
1 
1 
6 
5 
1 
2 
1 

13 
4 
1 
2 
4 
1 
4 
1 
5 
4 

1 
6 
1 
4 
6 
1 
6 
1 
4 

CERTIFICA TI0N PROCESS REQUIRED • 

Must complete certiEica-... 
J:: 

Hon process: >- ~ 
..0 tIJ E 
'tJ J:: IV 
~ 0 IV'tJ -... ..... ... IV 

3 4 5 u .... 1 Z 
. IV ~ b./) ... < ..... . ::: ::s ::s 
I'd b./) IV 0< 
J:: IV· tIJ ~ 

~~ ~~ 

x 
x 

x 
x 

x 
x 
x 

x 
x 
x 

. x 
x 

x 
x 
x 

x 
x· 

x 
x 

x 
x 

x 
x 

x 
x 

x 
x 

x 
x 
X 

x 
x 

x .-

x 
. 



ATTORNEYS 
AGENCY I .. IST ICERTIFICATION PROCESS REQUIREMENT 

AGENCY IDENTIFICATION 

The following attorney offices 
did not return the certification 
form 

COUNTY 

Duchesne 
Morgan 
Tooele 
Wayne 

CITY . 

Bountiful 
Delta " 
Ephri a'm , 
Green River 
Moab 
Mt. Pleasant 
Murray 
Nephi 
North Logan 
North Salt Lake 
Orem 
Payson 
Pleasant Grove 
Roosevelt-
Roy 
St. Georqe 
Salt Lake 
Sandy 
Spanish Fork 
Vernal 

CERTIFICA TION PROCESS REQUIRED 

Must complete certifica­
tion process: 

2 3 5 

,-, 





APPENDIX K 

MASTER CERTIFICATION ELEMENTS 



.. 

;MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

OPERA TIONAL PROCEDURE REQUIRED 9 10 11 lZ 13 13 

~y PRIVACY AND SECURITY PLAN 

CERTIFICATION PROCESS 

I 
Central 

1 Z 3 " S Rt:po.i-
tory 
(UBI) . 

A. Comi!letene.s and Accura~ Procedure. ,!~ -

I 

1. Ia there a State 01' local agency Central Repoaitory? X _X_ --2L- X ~'~ -- ',\ 

a. Is there Statutory/Executive authority for the 
Central Repoaitory? X -- _X_ _X_ X X 

b. Are facilities and staH adequate to provide CHRI -Fe. 

services Statewide.or locally? ~ -- ~ -X- X ..-1L. 

2. I. there a dispoaition reportiJIg system? 
. 

X X -- -- -- -- _X_ 

a. 1. disposition reportq provided widWa 90 I-~. fYClllll 

1. Pulice -- -- _X_ -L X - --X z. Proaecutor. -- X ---1L -- -- -3. Trial Court. X --lL. X - - -- X -X 4. Appellate Court. '. - -, -- ~ 
'. - 5. ConecUOIal IDetitutiau --L X -X - - - X X 6. ProbadoD aDd Parol. A8."cle. - -, - --L 

....... : • • .pp116 to .11 'genet" 1n ewe", ClM " 
c -applin only to tlgenetlS ....... thel,' _ 



Page_""Z __ 
;MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

OPERA TIONAL PROCEDURE REQUIRED 9 10 11 12 13 13 

~Y PRIVACY AND SECURITY PLAN 

CERTIFICATION PROCESS . 
I..ientr&l 

1 Z 3 4 5 Reposi-
tory 
'(UBI) 

b. Is there a. Delinquent Dispollition Monitoring System. 
to provide for: 

1. Delinquent dispollition monitoring --- ~ X ----X..---- ---Z. One-year rule /dissemination without dispoaition _X_ X -X---- --- ---3. Terminal output fla.gll --- ~ _X_ _X_ --- ---
• Is there a procedure to :-eport dispo.iti;'n of arrests c. 

occurring after June 19, 1975 within the 9O-day rule? X X ~ --- --- -.--
3. Are there procedures for repository query by criminal 

,~ 

. justice agencies before CHRl dis.emination? X ~ ~ _X_ --- --- ---
a. Are query requireJl'lents documented? --If- ~ X X - --b. Are written agreements with user agencies in existeDCe? X X X X --- --- -

4. Are there procedures to maintain accuracy of records? -1L- X -1L.. 1- X -1L---- ,-
a. Is aotificatioll 011 inaccurate iDformatioll provided? X -1L- -lL -1L-- - ---legend: x • applies to all agencies n every case 

c • appl ies only to agencies .no baft their _ 
own cOlllPUter .syst .. 

Ii 

, . , , • 



.. 

Page_,;;,3 __ 
1w{ASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

. 
OPEFtA TIONAL PROCEDURE REQUIRED 9 10 11 lZ 13 13 

~Y PRIVACY AND SECURITY PLAN 

CERTIFICATION PItOCESS 
.. 

. , Central .' -- 1 Z 3 4 S Reposi-
ory 
UBI) 

5. Are CHRI dissemination and manual file screening 
procedures in use with criminal history record systems 
other than the Central Repository (UBI) ? --- X X 2L---- ---

B. .Limits on Dissemination Procedure. 

1. Are general policies on use and dissemination dOCUInented2 X X 2L- X --- ---- and 

Are there procedures restricting and limiting dissemination --- X X _X_ ~ ---
in the following situations: 

a. Juvenile record dissemiDation X 2L- 2L- X --- ---b. Confirmation of record existence X _X_ X X --- ---c. Secondary di.semination by non-criminal justice agencies 2L- 2L- -L.. X --- ---
Z. Are there sanctiolUl for individuals and agenci •• authorised - _X_ --- --1L- -L.. -1L-

who violate CHIlI cIl ... mbation policie.? ., 

Legend: x .. applies to all agen~ie5 in ever" case 
C • applies only to agenc1es who hlv. their 

CMI cOIIPuter systel!lS -



Page 4 
MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

• 

OPERA TIONAL PROCEDURE REQUI1U:D 9 10 11 12 13 13 

~Y PRIVACY AND SECURITY PLAN ',,, 

CERTIFICATION PROCESS 

lCentral 
1 Z 3 4 5 !Reposi-

tory 
(UBI) 

. 3 • Are there procedures for validating agency right of access for: 

a. CriIninal justice agencies - X X X X -- --- --- ---
b. Non-criIninal justice agencies X X X X -- --- --
c. Service agenciell under contract X X ~ X -- ---d. Research orgaJ'l..lzationll X X X X 

Right of accesll validation -- -X- --- -X- X -X-e. -- ---
4. Are notices presented to agencies not directly subject to 

the :regulationll? -- --- - -- --- -1L 
C. Audits and Quality Control Proceduns 

1. Is there a systematic audit (quality controls) process provictiDa: 

a. Audit trails X --- X X _X_ _X_ 
b. Accuracy check. _ X_ _X _ X 2L. X --- .---
c. Ra.Ddmn document and record m-pection _X_ --- -2L- -L 2L. -1L 
d. Di .. emin&Uon log. - _X_ --- 2L. 2L. ..1L .. 

Z. Are amwa1 &udit./compliance reviews performed· 0lIl 

&. Centr&I Repository (UBI) - --- --- - - ..1L 
Legend: x • applies to all agencies in ever,y clse 

c • applies only to agencies who have their 
own cOllPUter systetllS -

I , 
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Page_5 __ 
J'y{ASTER CERTIFICATION ELEMENTS 

I APPLICABILITY CRITERIA 

OPERATIONAL PROCEDURE REQUIRED 9 10 11 12 13 13 

~Y PRIVACY AND SECURITY PLAN 

CERTIFICATION PROCESS 

Central 
1 2 3 4 5 Reposi-

tory 
(UBI) 

b. Other state ~nd local systems -- -- -- -- -- X 
c. Documents and data to be maintained X -- -- -- -- -

D. Securitt and Confidentialitt Procedurea 

1. Doell the hardware and lIoftware provide for: . 
a. General security proviaio~a C C C C C X 
b. Procedures for accella -C- -C- -C- --c- c:- -X-

c. Dedication of: 

1. Terminals .. --L C C C _C_ --L 
Z. Conununicationa control C C C C C -L 
3, Procelillor C _ C_ _C _ _C _ _ C_ --1L ... Storage devicell C C C _C_ C X 

and does the lIoftware provide maximum aecurity of CHRI? ~ ~ C C _C_ _X_ 

Z. Ia there adequate management control and ia a reapouibl. 
ageacy deaigDated to provide for: 

a. Mauagement cont:rol and acccnmtability ~ C ~ ~ ~ 2-
~egend: X • applies to all agencies in ever" case 

c • applies only tq., agencies whohlv, their -



Page -->6<--_ 
MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

. 
OPERA TIONAL PROCEDURE REQUIRED 9 10 11 12 U 13 

~Y PRIVACY AND SECURITY PLAN 

CERTIFICATION PROCESS 

Central 

1 2 3 4 5 Reposi 
tory 
(UBI) 

'. -

b. Computer operations policy ~ ~ ~ ~ ~ X 
c. Access to criminal history recorda C C -L --L.. .-£.... -X--d. Sanctions for misuse --f- C C -L --L ~ 

3. Does the personnel process provide: 

a. Selection and security screening --L ~ ~ ~ ~ X 
b. Supervision ~ ~ C ~ ~ X 
c. Training C G C- C C X --- --- --- -

". Is there physlcal secu~ity to: 

a. Protect against enviromnental hazards --.£.- C -L C c _X_ 
b. Prevent physical access by unauthorised persounel C C C C C _X_ 
c. Secure facilities co~.truction C C C C C- ...2L - -

Legend: x a applies to all agencies in ever,y clse 
C • applies only to agencies. who hive their . own co u r --~ te systEIIIS 

. . ! , 

. ~ I 



Page 7 
;MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

OPERA TIONAL PROCEDURE REQUlr ED 9 10 . 11 12 13 13 

13Y PRIVACY AND SECURITY PLAN 
\"'. 

CERTIFICATION PROCESS 

Central 
1 2· 3 4 5 Reposi-

tory 
!CUBn 

E •. Individual Right of Acceu Procedures 

. 1. Are there adequate procedure. to verify identity before 
releasing information? --1L X _X_ -1£. _X_ --

2. Are the ruleD for access written and disseminated to 
the public? X X X ~ -L: --

3. II there a specified and convenient point of review and 
mechani.m for review of CHRI'? X . -- X ~ -1£. _X_ 

, 

Legend: x ~ applies to all . agencies in every case 
c • applies only to agencies who hive their 

own computer system 
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;MASTER CERTIFICATION ELEMENTS 

APPLICABILITY CRITERIA 

OPERA TIONAL PROCEDURE REQUIRED 9 10 11 12 13 13 

~Y PRIVACY AND SECURITY PLAN 

CERTIFICATION PROCESS 
"'-"-' 

Central 
I 2 3 4 5 Reposi-

tory 
(UBI) 

4. Is there a procedure, for an individual to challenge the 
accuracy of hi. or her CHRI? X X _X_ -L.. X --

.5. I. there a proce •• for ac:hniDistrative review and record correc-
tion? ~ -- -1L- _X_ -L.. _X_ 

6. Are appeal procedures clearly identified? _ X_ -- -1L- ,_X _ -L.. ..2L. 
7. Are correction procedures clearly identified? ...lL- - -1L- -1L- -1L- _X_ 

8. Is the information subject to review clearly identified? ...lL- - -1L.. -1L.. -1L- --L.. 
9. Will procedures be operational by March 16, 1976 which 

allow an indiviclu&l to ace ... and review his or her CHaI? - - - --- - ...1L 

(I 

legend: x • applies to all agencies in every CIS. 
C • applies only to agencies who hlv. their -own computer s st Y IllS 

. . . , • 





APPENDIX L 

CERTIFICATION PROCEDURE 



• I • . . 

Paae 1 '" ---
CERTIFICATION FORM/PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

A.GE~CY: Date of Certification: 

Person Conducting Certification ________________ _ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

A. Completeness and Accuracy Procedures 

1. Is there a State or local. agency Central Repository? 

z. 

a. 15 there Statutory /Executive authority for the 
Central ReposiLory? 

b. Are facilities and staff adequate to provide CHRI 
services Statewide or locally? 

Is there a disposition reporting system? 

'\: ," 

a. Is disposition reporting provided within 90 days from: 

1. Police 
Z. Prose culors 
3. Trial Courts 
4. Appellate Courts 
5. Correctional Institutions 
6. Probation and Parole Agencies 

A procedure is 
operational and: _~ l 

I 
Reason that procecu:-e 
is not fully 'operational: 

en en .... -' 

~ 
~ ~ 

';;; ';;; 
M M .... <:J -' i .~ en 2 .~~ s:: 0 0 

ti U (J c-< (J , 

~ ~ 

j
' " 

? 

'. I 
~ - ~ I 

- ~-~ ~ 

==1:· I-Ii 
._a~-.~-I-I 

rl 
(J 
," 
>:Ii 
0 

C 
~ 

"5 
0 

c-< 

';:: 
.. 

:; 

~ ~.~ 

I 

I 
I 
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Page_2_ 
PROCESS NO. (1,2,3,4,5; C,ENTRAL REPOSITORY) 

AGENCY: Date 'Of Cartification: 

Person Conducting Certification _______________ _ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

b. Is there a Delinquent Disposition Monitoring Systexn 
to provide for: 

1. Delinquent disposition IYlonitoring 
2. One-year rule /dissemination without disposition 
3. Terminal output flags 

c. Is there a procedure to report disposition of arrests 
occurring after June 19, 1975 within the 90-day rule? 

3. Are there procedures for repository query by criminal 
justice agencies before CHRI dissemination? 

a. Are query requirexnents documented? 
b. Are written agreexnents with user agencies in existence? 

4. Are there procedures to maintain accuracy of records? 

a. Is notifica.tion on inaccura.te inforxnation provided? 

• I 

A proc~dure is 
operational and: ,~ 

-

--- ---
--- ---
--- ---

--- ---

--- ---
--- ---
--- --~ 

--- ---
--- ---

Q) 
~ 
::l .... 
"0 ~ 
8 0 
0:0 
~ t<I 
p..~ 

o a 
~ 0 

---
---
---

---

---
---
---
---
---

. , 

Reason that procedure 
is not fully ope:;,ational: 

--- --- --- ---
--- --- --- ---

--- --- ---

--- --- --- ---

--- --- --- ---
--- --- ,--- ---

--- --- ---
--- --- --- ---
----- --- --- ---

---
---
---

---

---
---
---
---
-



• I , . 

Page_3_' 
PROCESS NO. (I, Z, 3,4,5, CENTRAL REPOSITORY) 

AGENCY: Date of Certification: 

Person Conducting Certification -----------------------------
A procedure is Reason that procecure 

~ 

operational and: UI is not fully operational: - -..... ~ ~ 
C) - .~ .~ 

OPERA TIONAL PROCEDURE REQUIRED 
I-< 

UI ;:l- - -~ -0 rj -: 
UI J:: C) J:: .. '-... 

Q) UI U 0 ~ 

C) -BY PRIVACY AND SECURITY PLAN Q) 6 rJ 
J:: o-.c -6 C) 0 
C\l 

UI, I-< rj ~ - ~ 

-.I ..... 
~H U - ::.> I-< 

11: ~ UI ., .-
<II ..... C) C) C) - -;:l 0 ~ 

~ ~ .. - -H 
0' 

I, .... 6 z ::: J:: ~ >. .. 
;:l ::J 0 ..... - '- '-

" 
<ll -.J 

C) C) rj r:: ': -<II I-< C) M M ;., ~ ;., Q) 

S '5 .... .... ::: 
C) ::: C) ~ 

C) 

'5 v :-
0 () :tl 

UI 

.5 III u-::; rj .... C' ~ ~ H - ;., 0 C) ::I 0 0 C) r:: 
~ Pi p, J:: H 0 u E-< u f-. ~ ;:: 

5. Are CHRI dissemination and manual file screening procedures . 
in use with criminal history record systems other than the 
Central Repository (UBI)? ---- ---- ---- --- ---- ---- ---- ----

B. I:.imits on Dissemination Procedures 

1. Are general policies on use and dissemination documented? --- ---- --- ---- --- --- ----
and 

Are there procedures restricting and limiting dis semination 
, , 

in the following situations: 
\ 

Juvenile record diasemination -" a. --- ---- --- --- ---- ----
b. Confirmation of record existence --- --- ,~ --- --- --- ---Secondary dissemination by non-criminal justice agencies c. ---- '- --- --- --- ---

Z. Are there sanctions for individuals and agencies authorized , 

who violate CHRI diaaemination policies? --- --- --- --- --- - --- -I 
". J 



PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 
Paae 4 

'" ---
AG~CY: ____________________________________________ _ 

Date of Ce rtification: 

Person Conducting Certification --------------------------. " 

A proce c1ure is Reason that procec.t:re --
operational and: '" is :lot fully operational: - -

.~ 

~ - .. 
~ - ., -

I OPERATIONAL PROCEDURE REQUIRED 
.. ~. r . - '-

'" ~ 

~ I 
~ -

'" -;:: ";J -: 
... CJ 0 

'-
CJ CJ <1 U -

BY PRIVACY AND SECURITY PLAN S C} .... - j 
(!) ,:: 0 .... -' 

I 
'c 0 '" '"' r. - -CJ -.) r:l .... p.. h ~ - ~ 

~ p; ,:: .- - >-
0 ';; 0 CJ 0 u: '" .~ - -C g. .5 .... 

~ - -'"' '" c ,.. - -;:l v< ;:l 
.... Z >- - ~ -

CJ CJ CU r. '8 ':: - ........ 
0 -.) 0 
CJ '"' 0 h ;..; ;.., .... ~ 

CJ U S .... CJ ... ,:: ;:l ... 
'" ::J v • 0 111 » () .... v< :n I': C :::' U ":J= I ! ;.. - ... 0 CJ 0 0 .0 .. 

! il. p.. :1, U ~ 
~ 

~ M U U :-< - i 
3. Are there procedures for validating agency ;eight of access for: 

I a. Criminal justice a.gencies --- --- --- --- ---
b. Non-criIninal juslice agencies --- --- --- --- ---

Service agencies under contract 
. 

C'~ --- --- --- --- --- ---
d. Research prganizations --- --- --- --- --- --- ---
e. Right 1)£ a,,ccess validation --- --- --- --- --- ---

4. Are notice" p:;oellented to agencies not directly subject to the , 
regulations? --- --- --- --- I --- --- --- ---

C. Audits and Quality Control Procedure-il 

1. Is the11'e a systematic audit (quality controls) pl'OCe88 providing: 

a. Audit trail s --- --- --- --- --- --- --- ---, 
b. Accuracy checks --- --- --- --- --- --- --- ---
c. Random doc\unent and record inflpectiQn --- --- --- --- --- --- ---
d. Dissemination 10.5& 

, --- --- --- --- --- --- --- ---
2. Are aIUlual audits/compliancm rcvicwupel1:'ionned on: 

a. Central Repository' (TJ);'5I) --- --- --- --- - - ---------- ..... ---"-
. ,tr~, -I 

. , . , 



i 
I 
! , 

------~~~--~---

. . .. 

Paae 5 
'" ---PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

.!..GE:\CY: Date of Certiiication: 

Person Conducting Certification ________________ _ 

A procedure is Reason that procec-.:.re -
operational and: CIl is not fully operational: - --

BY PRIVACY AL'JD SECURITY PLAN 

CJ - t .~ .,_..n.I'~:' -== ~~ ... 
CIl ;J - -

CIl 
.... 

" ~ -' - :. ~ .... 
CJ <, CJ 0 <:) u f-CJ 
,.. 

CJ 0 
.... r: (:: s:: .... 

E CJ 
() ro CIl ... ro ~ -

I-< 
-,) 

p:: ~ P. I-< tJ .- ::. >-
CJ :II CIl 'M - -CJ '5 CJ CJ 0 P. .... 

~ :.c - -I-< " E s:: 
;J 0' ;J .... Z 0 .... .;:; 0 ~ ::: -.:..:: CJ -a CJ -J CJ ("j C '= I-< CJ ... ... ... CJ () 

S .... .... .. :: 
() s:: u ;J .... CIl 

CJ 
CIl .:::: 0 

0 ro CI ..... 0' :I) s:: E :: 'iJ '" ... ..... ... 0 Q; :J 0 0 .CJ ~ 
~ p.. p, l) E-< ~ 

~ r. I-< tJ (J ::'" " 

O?ER.AT!o~AL PROCEDURE REQUIRED 

f • 

I 
I 
I 

========================================dF==~===9====:r===1-==='~===T===4==~ 

D. 

b. O:her s:ate and local systems 
c. Doc;,:.me:1::s and data to be maintained 

Sec-.:.ri~'\· 2.::2 Co:::jden~iality Procedures 

r. Does the hardware and software provide for: 

a. General security provisions 
b. Procedures for access 
c. Dedication of: 

1. Terminals 
2. Corr.rnunications control 
3. Processor 
4. Storage devices 

and does the software provide maximum security of 
CHRI? 

z. Is there adequate management control and is a 'responsiblo 
agency desi~nated to provide for: 

a. ~1anabemcnt control and accountability 

.. _----------------------------

---
--~ 

--- ---
--- ---
--- ---
--- ---

--- ---

d-· . . 

--- --- --- --- ---
--- --~ I ---

--- --- --- --- --- ---
--- --- --- I --- --- ---
--- - --- --- --- ---

--- I --- --- ---
--- --- --- --- --- ---

I 
--- - --- --- - -



Paae 6 ,. ---
PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

. .!.G::::::-:C'l: Date of Certification: 

Person Conducting Certiiication ________________ _ 

I 

I 
I 

~ ! A pr.ocedure is Reason that prl.)cedure 
I operational and: 'J) is not fully operational: -i ..... c - :: 
I tl - ~ :: 
! hill ,.. ~ :.. . .: 

I O?:2:z..!,. T:::CXAL PROCEDURE REQUIRED !Il ;j ... 
!Il 

... ';:l $ .. I': ! ... 
tl CJ 0 ~ 

i tl III U ~ 
~v P:tI\"ACY AND SECURITY PLAN a ..... ~ 

I .0. Q) tl 
~ 0 .... r: ~ I a 0 !Il ,.. 

~ -;; ,. ... 
! tl 'tJ <'l .... p.. .S c.. I H p; ~ H U ;;.. 

CJ '5 CJ tl CJ III !Il .... . ' - .. - I 0 P- I:: ~ tG :z: -~ H 
0' 

H .... a z ~ >- ::: ~ - I i ;:l ~ 0 .;; .;; '- 0-
0 tl 'tJ CJ tl '0 .... .... 

H () .. ;.. H 0 'i: I CJ Cl " S () I': u ~ 
.... ... .... CJ .... 

~ 0 
0 g. III ,. III U ,. 

i <:I CI .... !Il ~ ~ ~ U 
I 

,.. .... I, () CJ 0 0 .... 0 tl r:: 
.:4 p.. P, r: H U u Eo< u Eo< 

, .. ... r: 
- .' 

i 
b. Co;::?".:~e r operations policy --- --- --- --- --- --- ---~ . 

, c. Access ~o .criminal history records --- --- --- --- --- --- --- ---
! d. Sar.c:ic::s for misuse --- --- --- --- --- --- --- ---· I 3. Does :: .. e perso=el process.provide: : 

-

· a. 8ele c::'or. a:l.d security screening ", --- --- --- --- --- --- --- ---
b. St:per·.·lsio:l. --- --- --- --- --- --- --- ---
c. 'I ::-air.ir.g --- --- --- --- --- l--- ---

i 
4. Is the::-e pi:ysical security to:' ! 

i a. P::-otect against environmental hazards --- --- --- --- --- --- --- ---
I b. P::-e\·e:-.: physical access by unauthorized personnel --- --- --- --- --- ---I --- ---: c. Secure facilities construction --- --- --- --- --- ------ ---; 

: 
I 

i 
I 

, 

· I · 

• • " ' • 
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Page _. _7_ 
PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

.!..GE:\CY: Date of Certification: 

Person Conducting Certificati.on ___ :--__ -'-________ _ 

A procedure is Rea:;on that procec.1.!:'e --
operational and: <I) is not fully operational:. --.... 

<:) - E .~ :"It~:' !; 

OPERA TlONAL PROCEDURE REQUIRED <I) ~ - I I - -.... .., r:I ~ 
<I) 

~ .. ~ :.. ... <:) -Cl <:) <, U 0 - I 

BY PRIVACY AND SECURITY PLAN <:) S Cl 
~ 

c -n - i s Cl <I) :.. r:I :1 - -<:) "',!: .... Po I-< - I I-< ~ U .- - >-
v '8 <:) p.. (l <I) ., 
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E. Individual Right of Access Procedures 

1. Are there adequate procedures to verify identity before .. 

releasing information? --- - --- --- --- --- ---
Z. Are the rules for access written and disseminated to the 

public? --- --- --- --- --- --- --- ---
.3.- Ie there a specified and convenient point of r~view and 

mechaniam for review of CHRI? . 
I --- -.-- --- ,--- --- --- ---
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Pasi! _8 __ 
PROCESS NO. (1, Z, 3,4, 5, CENT~AL REPOSITORY) 

';"G~CY: Date of Certification: 

Person Conducting Certification _______________ _ 
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BY PRIVACY AND SECURITY PLAN 
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4. Is there a procedure for an individual to challenge the 
accuracy of his or her CHRI? --- ---

5 •. Is there a process for administrative review and. record correction? --- ---
6 • Are appeai procedures c1ea.rly~dentified? ---
7 • Are correction procedures clearly identified? --- ---
8 • Is the information subject to review clearly identified? --- ---
9. Will procedures be operational by March 16, 1976 which allow 

an individual to accel8 and review his or her CHRI? --- ---

1 certify that to the mz.ximum extent feasible, action has been .taken to comply with· the procedures 
aet forth in the Priv&cy and Secudty Plan. of the State of Utah. 

--- --- ---
--- --- ---
--- --- ---
--- --- ---
--- --- ---
- - -

Signed~_~~ ______ ~ ______________ _ 

(Hea:d .~~ Ce~tral Repository) 
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APPENDIX M 

CRIMINAL JUSTICE SYSTEM STANDARDS AND GOALS 



,.., 

STANDARD 1. 2: STATE ROLE IN CRIMINAL JUSTICE 
INFORMA TION AND STA TISTICS 

STANDARD 

Utah should establish a. criminal justice information system that pro-

vides the following services: 

1. On-line files fulfilling a common need of all criminal justice agencies, 

including wanted persons (felony and misdemeanor), and identifiable stolen 

items; 

2. Computerized criminal history files for all persons arrested, with an 

on-line availability of a summary of criminal activity and current status of 

offenders, an<:l complete detailed criminal history files maintained on serious 

offenders in an off-line mode; 

3. Access by computer interface to vehicle and driver files, if com-

puterized and maintained separately by another State agency: 

4. A high-speed interface with NCIC providing access to all NCrC files; 

5. All necessary telecommunications media and terminals for providing 

access to local users, either by computer-to-computer interface or direc:t 

terminal access; 

6. The computerized s\\!-itching of agency-to-agency messages to and 

from qualified agencies in other States; 

7. The collection, proces sing. and reporting of Uniform Crime Report 

(UCR) info-rmation from all law enforcement agencies in the State with report 



generation for the Federal Government agencies, appropriate state agencies, 

and contributors; 

8. In conjunction with criminal history files, the collection and storage 

of additional data elements and other features to support offender -based 

transaction statistics; 

9. Entry and updating of data to a national index of criminal offenders 

as envisioned in the NCIC Computerized Criminal History file; and 

10. Repc;:>rting offender-based transaction statistics to the Federal 

Government. 

UTAH STAtUS AND COMMENTS 

Utah currently has an excess of 70,000 juvenile histories in an on-line 

status locati~d in the central state computer. These files are currently used 

primarily by juvenile justice agencies; however, it is anticipated that certain 

data from these files will be made available to other criminal justice users. 

Computerized Criminal History files are currently available to criminal jus­

tice users on a limited basis. The Utah Computerized Criminal History files 

currently contain over 20,000 entries and include all offenses which a person 

may be arrested on as opposed to NCIC qualified offenses. The Computerized 

Criminal History file provides for on-line summary information with the com­

plete history contained off-line on magnetic tape. Driver's License and 

Motor Vehicle files are currently available to all criminal justice users. 

High speed interface to NCIC for the purpose of accessing files on the 

national level is currently in the development stage. A plan for providing 



telecommunications media and terminals to allow access to local users is 

currently being implemented. Thirteen terminal sites are currently in 

operation with six additional sites to be installed during 1974. These sites 

involve a computer-to-computer interface between the state computer and 

the Salt Lake County computer and computer-to-terminal interface for all 

sites not serviced by the county computer. The capability of agency-to-

agency administrative message switching is planned for but not implemented 

at this time. However, the <::z}.[lability to switch to other states from the 

Utah Bureau of Identification is currently available. The gathering of Uniform 

Crime Report information on a centralized level is currently under develop-

ment in the state in conjunction with the Small Agency Record System (SARS). 

It is expected that this system will provide the basic data for the generation 

_ of UCR reports as well as other offense related statistical information. 

Gathering of offender based transaction statistics is the task that is cur-

rently under development. Data elements to support the OBTS system will 

be collected in conjunction with the criminal history information. The entry 

and updating of criminal history information to the national index is currently 

being tested, and it is anticipated that this capC!;bility will be fully operational 

during 1974. The reporting of Offender Based Transaction Statistics infor-

mation to the Federal government is under development with the expectation 

that initial testing will take place during 1974. 

METHOD OF IMP LEMENTA TION 

This standard has been identified for implementation through admini-

strative policy. 



STANDARD 2.1: CRIMINAL JUSTICE AGENCY COLLECTION 
OF OBTS-CCH DATA 

STANDARD 

" 

The 'collection of data required to satisfy both the OBTS and CCH systems 

should be gathered from operating criminal justice agencies in a single 

collection. Forms and procedures should be designed to assure that data 

coded by agency personnel meets all requirements of the information and 

statistics systems, and that no duplication of data is requested. 

In order to maintain integrity in the data base and support from sub-

mitting agencies, it is imperative that appropriate procedure s be generated 

on the state level to as sure that all requirements for information are met. 

UTAH STA TUS AND COMMENTS 

The Utah Criminal Justice Information System currently has designed 

and tested procedures which will generate data from the field to suppoxt the 

computerized criminal history data base in the arrest and judicial segments. 

Additional procedures will be established in 1974 that will provide for gene-

rating complete information from the correctional segment and will provide 

for the expanded OBTS dat::, requirements. 

METHOD OF IMPLEMEN'l'A TION 

This standard has been identified for implementation through admini-

strative policy. 



STANDARD 2.2: OBTS-CCH FILE CREATION 

STANDARD 

Files created as data bases for OBTS and. CCH systems, because of theh' 

common data elements and their common data input from operating agencies, 

should be developed simultaneously and maintained as much as possible with­

in a single activity. 

Juvenile record information should not be entered into adult criminal 

history file s. 

UTAH STA TUS AND COMMENTS 

The file creation for the Offender Based Transaction Statistics and 

Computerized Criminal History Systems are currently under development, 

the CCH file has been created and is in service at this time, and it is anti­

cipated that during 1974 the OBTS file will be created for test purposes. 

Along with the creation of the OBTS file, it is projected that a common data 

base, which will feed both systems, will be generated. Juvenile record 

information currently exists in a separate file and is fully operational. 

Utah State Law probhibits the combining of adult criminal history and juvenile 

record information into one data base. 

METHOD OF IMPLEMENTA TION 

This standard has been identified for implementfition through admini­

strative policy. 



STANDARD 2. 3: TRIGGE~ING OF DA TA COLLECTION 

STANDARD 

With the exception of intelligence fil.es, collection of criminal justice 

information concerning individuals should be triggered only by a formal 

event in the cnminal justice process and contain only verifiable data. In 

any case where dissemination beyond the orginating agency is possible, this 

standard should be inviolable. 

UTAH STATUS AND COMMENTS 

Currently it is the practice of the State of Utah to collect criminal 

justice information concerning individuals only after a formal event has 

occured relative to the criminal justice process. Intelligence information 

contained in the computerized criminal history is all verifiable information. 

The source documents are maintained in hard copy or microfilm form. 

METHOD OF IMPLEMENTA TION 

This standard has been identified for implementation through legis­

lative action. 



STANDARD 2.4: COMPLETENESS AND ACCURACY 
OF OFFENDER. DA TA 

STANDARD 

Agencies maintaining data or files on persons designated as offenders 

shall establish methods and procedures to insure the completeness and accuracy 

of data, including the following: 

1. Every item of information should be checked for accuracy and com-

pleteness before entry into the system. In no event should ~naccurate, unclear,.:' 

\\' 
incomplete, or ambiguous data be entered into a c rirninal justice information 

system. Data is incomplete, unclear, or ambiguous when it might mislead a 

reasonable person about the true nature of the inforf!1ation. 

2. A system of verification and audit should be instituted. Files must be 

designated to exclude ambiguous or incomplete data elements. Steps must be 

taken during the acquisition process to verify all entries. Systematic audits 

must be conducted to insure that files have been regularly and accurately up-

dated. Where files are found to be incomplete, all persons who have received 

In isleading information should be immediately notified. 

3. The following rules shall apply to purging these records: 

a. General file purging criteria. In addition to inaccurate, incom-

plete, misleading, unverified, and unverifiable items of information, infor-

mation that, becau~e of its age or for other reasons, is likely to be an 



unreliable guide to the subject's present attitudes or behavior should be 

purged from the system. Files shall be reviewed periodically. 

b. Purging by virtue of lapse of time. Every copy of criminal jus-

tice information concerning individuals convicted of a serious c rime should 

be purged from active files 10 years after the date of release from 

supervision. In the case of less serious offenses the period should be 5 

years. Information should be retained where the individual has been con-

vic ted of another criminal offense within the United States, where he is 

currently under indictment or the subject of an arrest warrant by a U. S. 

criminal justice agency. 

c. Use of purged information. Information that is purged but not 

returned or destroyed should be held in confidence and should not be made 

available for review or dissemination by an individual or agency except ' 

as follows: 

(l) Where necessary for in-house custodial activities of the 

record keeping agency or for the regulatory responsibilities of the 

Security and Privacy Council (Chapter 8); 

\ (2) Where the information is to be used for statistical compilations 

or research studies, in which the individual's identity is not dis-

closed and from which it is not ascertainable; 

(3) Where the individual to whom the information relates seeks 

to exercise rights of accesS and review of files pertaining to him; 

(4) Where necessary to permit the adjudication of any claim by 

the in~ividual to whom the information relates that it is rnisleading, 

inaccurate, or incomplete; or 

<i 



(5) Where 'a statute of a State necessitates inquiry into criminal 

offender record information beyond the 5- and lO-year limitations. 

When the information has been purged, and the individual involved 

subsequently wanted or arrested for a crime, such records should be re-

opened only for purposes of subsequent investigation, prosecution, and dis-

position of that offense. If the arrest does not terminate in conviction, the 

records shall be reclosed. If conviction does result, the records should 

remain open and available. 

Upon proper notice, a criminal justice agency should purge from its 
, 

criminal justice information system all information about which a challenge 

has been upheld. Further, information should be purged by operation of 

statute, administrative regulation or ruling, or court decisions, or where 

the information has been purged from the files of the State which originated 

the information. 

UTAH STATUS AND COMMENTS 

In the existing computerized criminal history file all data which is 

entered into the syst~m is first verified by coders to insure that the data 

is accurate and complete before entry into the system. In addition, com-

puter edits are conducted to insure that data is entered properly and is 

reasonable as related to the transaction. System audits are provided to in-

sure that all data scheduled for input to the computer actually was received 

on the automated file. 



Currently records are maintained on the on-line sumn:lary fi.le until 

the person is deceased or until the court orders the record to be expunged. 

Utah currently has no statute regarding the removal of criminal history in­

formation from an individual's file or regarding the removal of an individual's 

file from active status on the computer after a specific period of time has 

lapsed. State statute provides for individuals to have specific entries on 

their own record expunged via court order if those entries relate to an arrest 

that resulted in a non-conviction dispostion. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through legis­

lative action. 



STANDARD 2. 5: SEPARATION OF COMPUTERIZED FILES 

STANDARD 

For systems containing criminal offender data, the following protections 

should apply: 

1. The portion of the computer used by the criminal justice systems 

should be under the management control of a crim~~al justice agency and should 

be dedicated in the following manner: 

a. Files should be stored on the computer in such a manner that 

they cannot be modified, destroyed, accessed, changed, pl,lrged, or over-

laid in any fashion by non-criminal-justice terminals. 

b. The senior criminal justice agency employee in charge of com-

puter operations should write and install, or cause to have written and 

installed, a program that will prohibit inquiry, record updates or destruG-

tion of records from any terminal other than criminal justice system 

terminals which are so designated. 

The destruction o;;)ecords should be limited to specifically desig-

nated terminals under the direct control of the criminal justice agency 

responsible for maintaining the files. 

c. The senior criminal justice agency employee in charge of com­

puter operations should have written and installed a claslified prol~ram to 
\\ . 
,~-

detect and s.tore for classified output all attempts to penetrate any crimi-

nal offender record information system, program, or file. 



r',' 

------------- - .. -- -

This program should be known only to the senior criminal justice 

agency, and the control employee and his immediate assistant, and 

the records of the program should be kept continuously under maximu.m 

security conditions. No other persons, including staff and repair 

personnel, should be permitted to know this program. 

2. Under no circumstances should a criminal justice manual or com­

puterized files be linked to or aggregated with non-criminal-justice files 

so as to provide centralized or direct access for the purpose of amassing 

information about a specified individual or specified group of individuals. 

UTAH STA TUS AND COMMENTS 

Utah State statute directs that the division of Systems Planning and 

Computing will be responsible for maintaining computer files used by state 

agencies. The development of the Utah C:dminal Justice Information System 

is being conducted under the Department of Public Safety in cooperation with 

the Systems Planning and Computing Division. All systems are developed 

by project personnel and computer support, and programming support is 

contracted with the Utah State Data Processing Center. 

Currently, all files that are on the State of Utah computer as well a,s 

those files maintained on the Salt LakeCounty computer are designed such 

that non-criminal-justice users cannot accesiS change, purge, or modify 

any record contained therein. Certain criminal justice data is restricted to 

specific criminal justice users as well. An example of this is the juvenile 

record which currently is accessed only by juvenile justice agencies. The 

• 



Utah Criminal Justice System currently does not have a classified program 

to detect and store for classified output all attempts to penetrate a criminal 

offender record by an unauthorized user. This provision will be added during 

1974. 

METHOD OF IMPLEMENTA TION 

This standard has been identified for implementation through legis-

1.,..i.tive action. 





STANDARD 2.6: ESTABLISHMENT OF COMPUTER INTERFAC~S 
FOR CRIMINAL JUSTICE INFORMA TION SYSTEMS 

STANDARD 

The establishment of a computer interface to other criminal justice infor-

mation systems will constitute the acceptance of responsibility for a control 

unit for those agencies served by the interface. 

1. Each computer interface in the criminal justice hierarchy from local 

criminal justice information systems through the national systems will be 

considered a control terminal and allowed to interface if all of the identified 

responsibilities are accepted by that control unit. 

2. Each control unit must maintain technical logging procedures and 

allow for 100 percent audit of all traffic handled by the interface. Criminal 

history response logs should be maintained for one year. 

3. The control unit must maintain backup or duplicate copies of its 

files in secure locations away from the primary site. 

4. All personnel involved in a system are subject to security checks. 

5. The control unit must establish a log checking mechanism where 

machine-generated logs of ,other than "no record!' responses are com-

pared with manual terminal loss and discrepancies between the two resolved. 

UTAH STATUS AND COMMENTS 

The concept of the Utah Criminal Justi~e Information System, terminal 

, network is such that terminals in the system generally will serve, more than 

• 
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one jurisdiction. Even though less terminals will be ultimately installed 

under this concept, more users will be serviced by one terminal site. Currentlye 

control for switching on the system is maintained at two sites, the Salt Lake 

County Computer Center and the Utah Data Processing Center. Logging of 

transactions is currently maintained on the state comp!lter but not on the 

CO\lllty c.omputer; however, all shareable information system traffic passes 

thz-ouah the .tate cf)mputer prior to being switched to the County Computer 

Center. Thec,"lrrellt configuration will be modified during 1974 to centralize 

all switching and control to one site. This site will provide for complete 

10gginS of all t:ta~laction8 and wil,l maintain history information on these 

transaction •• 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through legis- e· 
lative action. 

• 



STANDARD 2.7: THE AVAILABILITY OF CRIMINAL JUSTICE 
INFORMA TION SYSTEMS 

STANDARD 

The availability of the information system (th.e percentage of time 

when the system is fully operating and can process inquiries) should not 

be less than 90 percent. This availability must be measured at the device 

serving the user and may in fact be several times removed (technically) 

from the data base providing the information. 

UTAH STATUS AND COMMENTS 

Currently, the Utah Criminal Justice Information System provides 

information on those files which are on-line to criminal justice users on a 

24-hour 7 day-a-week basis. The system cUrl.'ently functions on an excess 

of 90% availability to the user, and this includes scheduled down time for 

routine file maintenanc e. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini-

strative policy. 

l) 
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STANDARD 3.2: PROGRAMING LANGUAGES 

STANDARD 

Every agency contemplating the implementation of computerized 

i"_formation systems should insure that specific programing language re-

quirements ar.e established prior to the initiation of any programing effort. 

The Utah Criminal Justice Information Slystem coordination staff should 

provide the direction concerning programing language requirements already 

in force, or establish the requirements based on current or projected 

hardware and programing needs (especially from a system stand point) 

of present and potential users. 

UTAH S TA TUS AND COMMENTS 

Currently, the Utah Criminal Justice Information System develop-

ment team prescribed specific program languages which are used in all 

modules. The existing standard is CO:BOL based languages; however, the 

freedom to select a specific language for a particular program must be main-

tained to insure speed and efficiency in all operating modules. Criminal 

Justice Information System modules tend to be very complex, and as a re-

suit, emphasis should be placed on efficiency rather than interstate com-

patability when selecting computer languages. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini-

strative policy. 



The UCJIS telecommunications concept also provides for multiple agency 

servicing from one terminal site as opposed to updating individual termi-

nals in ea;;h agency. This multiple agency concept will considerably increase 

the service available to each agency as well as reduce costs for operation 

of the system. 

METHOD OF IMPLEMENTA TION 

This standard has been identified for implementation through admini­

strative policy. 



STANDARD 3.3: T.ELEPROCESSING 

STANDARD 

The Utah Criminal Justice Information System coordination staff 

should insure through a statewide criminal justice system telecommuni­

cations network that all agencies have contact with the central data bank 

via voice ("\.r computer terminal communications and that emphasis should 

be placed wherever possible on multiple agency telecommunciation service 

centers. In the telecommunications design attention should be given to 

other criminal justice information systems (planned or in operation at the 

national, state, and local levels to insure the design includes provisions 

for interfacing with other systems as appropriate). 

UTAH STATUS AND COMMENTS 

The Utah Criminal Justice Information System is currently in the pro­

cess of implementing statewide telecommunications capabilities in all seg­

ments of the criminal justice system. CurrentlYr operating in parallel is 

the Utah Law Enforcement Teletype System which provides inter-agency 

communications between law enforcement agencies with the state and the 

Utah Bureau of Identification. After the Utah Criminal Justice Information 

System Telecommunications network is complete, all administrative mes­

sage switching will be transferred to computer terminals, and the low 

speed teletype terminals will be removed from operation. This will, in 

effect, upgrade the administrative switching capabilities between agencies 

in the state as well as improve the speed of inter-state switching. 



STANDARD 4. J.: SECURITY AND PRIVACY ADMINISTRATION 

STANDARD 

1. State Enabling Act: The State of Utah should adopt enabling legislatio.n 

for the protection of security and privacy in criminal justice information 

systems. The enabling statute shall establish an administrative structure, 

minimum standards for protection of security and privacy, 'and civil and crimi­

nal sanction for violation of statutes or rules and regulations adopted under 

it. This legislation should be designed to expand upon and enhance the existing. 

Utah State stautes pertaining to the maintenance of Criminal Justice Infor­

mation Systems data. 

2. Security and Privacy Council: The State of Utah shall establish a 

privacy and security council. One-third of the members I named shall be pri­

vate citizens who are unaffiliated with the State I s criminal justice system. 

The remainder shall include representatives of the criminal justice system 

and other appropriate governmental agencies. The Privacy and Security Council 

shall be established to serve as a policy board on matters relating to security 

and privacy. Upon the advise and counsel of the board, the Commissioner 

will promulgate and enforce rules and regulations based on policy established 

by the Security and Privacy Council. Civil and criminal sanctions should be 

set forth in the enabling act for violation of the provision of the statutes 

or rules and regulations adopted under it. Penalty should apply to improper 

collection, storage, access, and dissemination of criminal justic information. 



3. Training of System Personnel and Public Education: Provisions 

for training persons involved in the direct operation of a criminal justice 

inionuation system, regarding the proper use and control of the systeom, 

should be provided by appropriC3.te criminal justice agencies. The curri-

culum, materials, and instructors I qualifications for any course of instruc-

tion regarding the use and control of the system should be approved by the 

Council. 

UTAH STA TUS AND COMMENTS 

Legislation has been enacted in the State of Utah which provides for 

limiting access and the dissemination of criminal history information. The 

statute identifies as a m.isdemeanor, punishable by fine and/ or sentencing 

to the county jail, the unauthorized dissemination of criminal history infor-

mation. The statute primarily relates to the security of the system as 

opposed to providing safeguards for the individual privacy of information. 

The Utah statute authorizes the Commissioner of Public Safety to enforce 

and administer the provisions of the statute through the Utah Bureau of 

Criminal Id.entification. Utah currently does not have a privacy and security 

council due to the provision in the statute that designates the Commis sioner 

of Public Safety to enforce the provisions of the statute. Penalties for the 

improper collection or storage of criminal history data do not exist under 

the C.urrent statute. However, the Commissioner of Public Safety is author-

ized to develop and enforce the necessary safeguard.s to the system. Utah 

does iflot currently have a formalized system for the training ?f systems 

persO,I:ll1e1 or an organized method of providing public education. 



Systems training regarding the operation of the criminal justice infor­

mation system and its proper use and control, are provided on an as needed 

basis by the appropriate jurisdiction. Enabling legislation regarding privacy 

and security of criminal justice information systems has been enacted 

in several states with varying degrees of restrictiveness regarding the type 

of information maintained. The most workable configuration noted thus far 

uses general enabling legislation, which essentially is not self-executing, 

in conjunction with an administrative body which has the responsibility to 

oversee the protection of security and privacy. In most states with enabling 

legislation, the administrative body is charged with generating admini­

strative policies and procedures, and with the enforcement of the same. 

The trend toward enabling legislation with an administrative body to 

execute the responsibilities of the act is the result of the complexed and 

dynamic nature of criminal justice information systems. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through legis­

lative action. 
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STANDARD 4.2: SCOPE OF FILES 

STANDARD 

In determining whether data should be collected and stored, the criminal 

justice submitting agency should take into consideration the potential benefits 

of the information against the poetential injury to privacy and related pro­

tective interests. 

UTAH STA TUS AND COMMENTS 

Criminal justice agencies in the State of Utah have restricted them­

selves primarily to the use of data pertinent to their activities. This is par­

tially expressed in the state I s statutes and additionally through administrative 

practice as defined on the agency level. The formalizing of policy for system­

iz ed application weighing potential injury to privacy ~s related to potential 

benefits to the system does not exist. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini­

strative policy. 

., ' 





STANDARD 4. 3: ACCESS AND DISSEMINA TION 

STANDARD 

1. General Limits on Access. Information in criminal justice files 

should be made available only to public agencies which have both a Iineed to 

knowll and a Ilright to know. II The user agency should demonstrate, in advance, 

that access to such information will serve a criminal justice purpose. 

2. Terminal Access. Criminal justice agencies should be p'ermitted 

to have terminal access to computerized criminal justice information systems 

where they have both a need and a right to know. Non-criminal justice agencies 

having a need or right to know or being authorized by statute to receive crimi-

nal justice information: should be supplied with such information only through 

criminal justice agencies. 

3. Certification of Non-Criminal-Justice Users. The Commissioner of 

Public Safety should receive and review applications from non-criminal-

jllstic.e government agencies for access to criminal justice inforrnatioiL Each 

agency which has, by statute, a right to such information or demonstrates 
". 

a need to know and a right to know in furtherance of a criminal justice purpose 

should be certified as having access to such information through a desig-

nated criminal justice agency. 

4. Full and Limited Access to Data. Criminal justice agencies should 

be entitled to all unpurged data concerning an individual contained in a crimi-



nal justice information system. Non-criminal-justice agencies should re-

ceive only those portions of the file directly relat.ed to the inquiry. Special 

precautions should be taken to control dissemination to non-criminal-justic·", 

agencies of information which might compromise personal privacy including 

strict enforcement of need to know and right to know criteria. 

5. Arrest without Conviction. All copies of information filed as a result 

of an arrest that is legally terminated in favor of the arrested individual should 

be returned to that individual within 60 days of final disposition, if a court 

order is presented, or upon formal notice from one criminal justice agency 

to another. Information includes fingerprints and photographs. Such infor-

mation should not be disseminated outside criminal justice agencies. 

However, files may be retained if another criminal action or proceeding 

is pending against the arrested individual, or if he has previously been convictede 

in any jurisdiction in the United States of an offense tnat would be deemed a 

c rime in the State of Utah. 

6. Dissemination. Dissemination of· personal criminal justice informa-

tion should be on a need and right to know basis within the government. Thete 

should be neither direct nor lncirect dissemination of such information to 

non-governmental agencies or personnel. Each receiving agency should re-

strict internal dissemination to those employees with both a need and right to 

know. 

Legislation should be enacted which limits questions about arrests on 

applications for employment, licenses, and other civil rights and privileges 



to those arrests where records have not been returned to the arrested indi-

vidual or purged. Nor shall employers be entitled to know about offenses that 

have been expunged by virtue of lapse of time (see Standard 2.4). 

7. Accountability for Receipt, Use, and Dissemination of Data. Each 

person and agency that obtains access to criminal justice information should 

be subject to civil, criminal, and administrative penalties for the improper 

receipt, use, and dissemination of such information. 

The penalties imposed would be those generally applicable to breaches 

of system rules and regulations as noted earlier. 

8. Currency of Information. Each criminal justice agency must ensure 

that the most current record is used or obtained. 

UTAH STA TUS AND COMMENTS 

Utah State Statute currently limits acc~ss to criminal history infor-

mation as opposed to criminal justice information and provides the 

Commissioner of Public Safety with the authority to administratively set 

policies regarding the dissemination of this data. Th~ access to data, via 

comput~r terminals, is currently limited by policy established by the Utah 

Bureau of Identification. Currently, a statute outlining agencies having a 

need or right to criminal justice information does not exist. 

The certification of non-criminal-justice users to receive infor-

mation from other than remote terminals is provided by statute through the 

Commissioner of Public Safety. Utah State Statute allows the Commissioner 

of Public Safety to determine which non-criminal justice agencies should 
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receive criminal history information. There is currently no provision to 

restrict portions of a criminal history record to authorized non-criminal 

justice agency users. In practice, if an agency is authorized to access the 

criminal hi~tory file, the contents of the entire rap sheet are made available. 

The expunge'ment, or sealing of criminal history records, currently can 

only be done as a result of a court order. Expungement generally relates 

to a specific entry on the record as opposed to the entire record, One pro­

blem that has been encountered in orders to expunge is the lack of specific 

detail entered onto the order by the court which results in unclear instruc­

tions. 

If the court finds that the petitioner, for a period of five years in the 

case of an indictable misdemeanor or felony, or for a period of three years 

in the case of a misdemeanor, since his release from incarceration or 

probation, has not been convicted of a felony or of a misdemeanor involving 

moral turpitude and that no proceeding involving such a crime is pending 

or being instituted against the petitioner and, further, finds that the rehabili­

tation of the petitioner has been attained to the satisfaction of the court, it 

shall enter an order that all ~ecords in the petitioner's case in the custody 

of that court or in the custody of any other court agency or official, be 

sealed. 

The dissemination of the personal criminal history information is 

basf.:d on a need and right to know basis with the Commissioner of Public. 

Safety cha:.rged with the responsibility of determining which agencies should 

receive information. Currently, penalties exist for the improper use and 

dissemination of criminal history data. 



METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini-

strative police except in those provisions indicating legislative action. 
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STANDARD 4. 4: INFOR MA TION REVIEW 

STANDARD 

1. Right to Review Information. Except for intelligence files, every per-

son should have the right to review criminal justice information relating to 

him. Each criminal justice a.gency with custody or control of criminal justice 

information shall make available convenient facilities and personnel necessary 

to permit such reviews. 

2. Review Procedures. 

a. Reviews should occur only within the facilities of a criminal jus-

tice agency and only under the supervision and in the presence of a desig-

nated employee or agent of a criminal justice agency. The files and 

records made available to the individual should not be removed frl)m. the 

premises of the criminal justice agency at which the records are being 

reviewed. 

h. At the discretion of each criminal justice agency such reviews 

may be limited to ordinary daylight business hours. 

c. Reviews should be permitted only after verification that the re-

questing individual is the subject of the criminal justice information which 

h·~ seeks to review. Each criminal justice agency should require finger-

printing for this purpose. Upon presentation of a sworn authorization [! 

\ .", 
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from the individu.al involved, together with proof of identity, an iridivi~ual's 
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attgrney may be permitted to examine the informatiotl relati:ng tq such 

/ indi vidual. 
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d. A record of such review should be maintained by each criminal 

justice agency by the completion and preservation of an appropriate form. 

Each form should be completed and signed by the supervisory employee 

or agent present at the review. The reviewing individual should be asked, 

but may not be required, to verify by his signature the accuracy of the 

criminal justice information he has reviewed. The form should include 

a recording of the name of the reviewing individual, the date of the re­

view, and whether or not any exception was taken to the accuracy, com­

pleteness, or contents of the information reviewed. 

e. The reviewing individual may make a written summary or notes 

in his own handwriting of the information reviewed, and may take with 

him such copies. Such individuals may not, however, take any copy that 

might reasonably be confused with the original. Criminal justice agencies 

are not required to provide equipment for copying. 

£. Each reviewing individual should be informed of his rights of 

challenge. He should be informed that he may submit written exceptions 

as to the information1s contents, completeness or accuracy to the criminal 

justice agency with custody or control of the information. Should the 

individual elect to submit such exceptions, he should be furnished with 

an appropriate form. The individual should record any such exceptions on 

the form. Th.e form should include an affirmance, signed by the individual 

or his legal representative, that the exceptions are made in good faith 



that they are true to the best of the individual's knowledge and belief. 

One copy of the form shall be forwarded to the Commissioner of Public 

Safety. 

g. The criminal justice agency should in each case conduct an 

audit of the individual's criminal justice information to determine the 

accuracy of the exceptions. The Commissioner of Public Safety and the 

individual should be informed in writing of the results of the audit. 

Should the audit disclose inaccuracies or omissions in the information, 

the criminal justice agency should cause appropriate alterations or ad-

ditions to be given to the Commissioner of Public Safety, the individual 

involved, and any other agencies in this or any other jurisdiction to which 

the criminal justice information has previously been disseminated. 

3. Challenges to Information. 

a. Any person who'"leli"eves that criminal justice information that 

refers to him is inaccurate, incomplete, or misleading may request any 

criminal justice agency with custody or control of the information to 

purge, delete, modify, or supplement that information. Should the agen-

cy decline to do so, or should the individual believe the agency's decision 

to be otherwise unsatisfactory, the individual may request review by the 

Commissioner of Public Safety. 

b. Such requests to the Commissioner of Public ,Safety (in writing) 

should include a concise statement of the alleged deficiencies of the crimi-

nal justice information, shall state the date and result of any review by 



the criminal justice agency, and shall append a sworn verification of 

the facts alleged in the request signed by the individual or his attorney. 

c. The Commissioner of Public Sa.fety should establish a review 

procedure for such appeals that incorporate appropriate as surances 

of due process for the individual. 

UTAH STA TUS AND COMMENTS 

Currently in the State of Utah, a person may view his own criminal 

history information event, though this is not specifically outlined in the 

state statutes. When reviews are permitted, they are performed within 

the facilities of a criminal justice agency under supervision, and the files 

are not allowed to leave the premises. Generally, records of such a review 

are not maintained, and the reviewing of the individual is not required to 

verify the accuracy of the information that he has reviewed. Specific audit 

procedures have not been established to determine the accuracy of any 

exceptions an individual may take; however, complete audits are performed 

on the data in question if challenges are made. 

METHOD OF IMPLEMENTATION 

This standard has been identified for ~mplementation through legis-

lative action. '.' 



STANDARD 4. 5: DATA SENSITIVITY CLASSIFICATION 

STANDARD 

The Security and Privacy Council may classify information in criminal 

justice information systems in accordance with the following system: 

1. Highly Sensitive - places and things which require maximum special 

security provisions and particularized privacy protection. Items that should 

be included in this category include, for example: 

a. Criminal history record information accessed by using other th(in 

personal identifying characteristics,' i. e., class access; 

b. Criminal justice information disclosing arrest information with-

out conviction disseminated to criminal justice agencies; 

c .. Criminal justice information marked as "closed" ; 

d. Computer, primary, and auxiliary storage devices and physical 

contents, peripheral hardware, and certain rnanual storage devices and 

physical contents; 

e. Security system and backup devices; and 

f. Intelligen:ce files. 

g. Additional items that may be included in this category are: c;;om-

puter programs and system design; communicatiof4evices and networks; 
'.././ 

criminal justice information disseminated tonon-crir,nin~l'Ajl\stice agen- ' 

cies; and research and analytical reports derived from identified individual 

criminal justice information. 



2. Confidential - places and things which require a high degree of spe-

cial security and privacy protection. Items that may be included in this 

category, for example, are: 

a. Criminal justice information on individuals di.sseminated to 

criminal justice agencies; 

b. Documentation concerning the system; and 

c. Research and analytical reports derived from criminal justice 

information on individuals. 

3. Restricted - fllaces and things which require minimum special security 

consistent with good security and privacy practices. Places that may be 

included in this category are, for example, areas and spaces that house crimi-

nal justice information. 

Each criminal justice agency maintaining criminal justice information 

should establish procedures in order to implement a sensitivity classification 

system. The general guidelines for this purpose are: 

a. Places and things should be assigned the lowest classification 

consistent with their proper protection. 

b. Appropriate utilization of clas sified places and things by qualified 

users should be encouraged. 

c. Whenever the sensitivity of places or things diminishes or in-
.. 

creases, it should be reclassified without delay. 

d. In the event that any place or thing previously classified is no 

longer sensitive and no longer requires special security or privacy pro-

tection, it should be declassified . 
. , 



e. The originator of the classification is wholly responsible for 

reclassification and declassification. 

f. Overclassification should be considered to be as dysfunctional 

as underclassification. 

It shall be the responsibility of the Commissioner of Public Safetyto 

assure that appropriate classification systems are implemented, maintained, 

and complied with by criminal justice agencies within a given state. 

UTAH STA TUS AND COMMENTS 

Utah currently does not have a data sensitivity classification system 

for places and things, including data which is part of the criminal justice .)', 

information system. The system currently used in Utah is primarily cen-

tered around the concept that all data, place$, and things are sensitive, and 

procedures have been developed to assist in providing adequate security. 

Even tho:u.gh procedures have been developed, the most stringent in 

existence in the state would not meet the category outlined in Standard 8.5 as 

being classified "highly sensitive. II Procedures currently used throughout 

the state would be plac_ed in the confidential and restricted categories for 

the most part, even though no spe.cific attempt is made to classify places or' ,< 

things at the present hme. Existing procedures and safeguards are not ade-

quate due to a variety of weakpoints throughout the system. The most glaring 

example of weakness in the pnysicalsecurityarea is the row of windows on 
D 

the north side of the Utah State Data Processing Center computer facility, < 

which would provide access, via a variety of projectiles, to the computer 

and adjacent disc files. 

"'}<,,:' 
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METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini­

strative policy. 



·e STANDARD 4.6: SYSTEM SECURITY 

STANDARD 

1. Protection from Accidental Loss. Information system operators 

should institute procedures for protection of in~ormation from environmental 

hazards including fire, flood, and power failure. Appropriate elements should 

include: 

a. Adequate fire detection and quenching systems; 

b. Watertight facilities; 

c. Protection against water and smoke damage; 

d. Liaison.with local fire and public safety officials; 

e. Fire resistant materials on walls and floors; 

f. Air conditioning systems; 

g. Emergency power sources; and 

h. Backup files. 

2. Intentional Damage to System. Agencies administering criminal 

justice information systems should adopt security procedures which limit 

access to information files. These procedures should include use of guards, 

keys, badges, passwords, access rest~j.ctions, sign-in logs, or like controls. 

All facilities which house criminal justice information files should be so 

designed and constructed as to reduce the possibility of physical damage to the 

information. Appropriate steps in this regard include: physical limitations 

on access; security storage for information media; heavy duty, non-exposed 



walls; perimeter barriers; adequate lighting; detection and warning devices, 

and closed circuit television. 

3. Unauthorized Access. Criminal justice information systems should 

maintain controls over access to information by requiring identification, 

authorization, and authentication of system users and their need and right to 

know. Processing restrictions, threat monitoring, privacy transformations 

(e. g., scrambling, encoding/decoding), and integrity management should be 

employed to ensure system security. 

4. Personnel Security. 

a. Preemployment Screening: Applicants for employment in infor­

mation systems should be expected to consent to an investigation of their 

character, habits, previous employment, and other matters necessary 

to establish their good moral character, reputation, and honesty. Giving 

false information of a substantial nature should disqualify an applicant 

from employment. 

Investigation should be designed to develop sufficient information to 

enable the appropriate officials to determine employability and fitness 

of persons entering critical/ sensitive positions. Whenever practical, in­

vestigations should be conducted on a preemployment basis and the result­

ing reports used as a personnel selection device. 

b. Clearance, Annual Review, Security Manual, and In-Service 

Training: System personnel including terminal operators in remote lo­

cations, as well as programmers, computer operators, and others working 



at, or near the central processor, should be assigned appropriate 

security clearances renewed annually after investigation and review. 

The Utah Criminal Justice Information System staff should prepare 

a security manual listing the rules and regulations applicable to main­

tenance of systems security. Each person working with or having ac­

cess to criminal justice information files should know the contents of 

the manual. 

c. System Discipline: The management of each criminal justice 

information system should establish sanctions for accidental or inten­

tional violation of system security standards. Supervisory personnel 

should be delegated adequate authority and responsibility to enforce the 

systemls security standards. 

Any violations of the provisions of these standards by any employee or 

officer of any public agency, in addition to any applicable cri.minal or civil 

penalties, shall be punished by suspension, discharge. reduction in grade, 

transfer, or such other administrative penalties as are deemed by the crimi­

nal justice agency to be appropriate. 

Where any public agency is found by the Commissioner of Public Safety 

willfully or repeatedly to have violated the requirements of the standard (act), 

the Commissioner of Public Safety may, where other statutory provisions per·· 

mit, prohibit the dissemination of criminal 'history record information to that 

agency, for such periods and on such conditions as the Commissioner of 

Public Safety deems appropriate. 



UTAH STA TUS AND COMMENTS 

Utah Criminal Justice Information System files are all designed and 

maintained with off-line backup. As on-line files are updated, update 

transactions are written on magm.,tic tapes where they are stored in another 

location. The procedures used on all UCJIS files allow for data los s only 

during the time between machine encoding and the system update, which 

generally is a 24-hour period. In the event that data is lost during this time, 

paper files are maintained as backup, in the event that machine encoding 

would have to be repeated. 

AI] locations currently housing automated files are adequately pro­

tected from potential fire damage. Air conditioning systems are part of 

each installation, but the lack of emergency backup power sources is a 

major weaknes,s in the system. Backup power generators, in the event of 

primary source power failure, are extremely expensive and as a resuH, 

have not been installed. 

The access to physical computer facilities is controlled by using 

name badges and double locking doors at the state computer center. 

During evening hours, building security is increased by the use of guards 

and sign-in logs. The major weaknes s in guarding against physical damage 

is the inadequate security of walls surrounding the area which contains the 

computer. 

Cunrently, the electronic access from remote locations is limited 

to specific users which are identified electronically prior to sending a 

message or receiving an inquiry. In this manner, information from specific 



files can be released to specific predetermined users only. An example of 

this currently is with the limited acces s of juvenile history information, 

which is available only to juvenile justice agencies throughout the state. 

Personnel security is currently maintained through pre-employment 

screening by the Utah Bureau of Identification. All personnel who currently 

are employed and have access to a portion of the system have also been 

cleared. Once a person has been screened, the clearance remains good 

until he terminates employment or violates system security. Annual reviews 

are not conducted, and scheduled in-service training is not required or 

provided. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through legis-

1ative action. 





STANDARD 4. 7: PERSONNEL CLEARANCES 

STANDARD 

1. The Commissioner of Public Safety may also have the responsibility 

of assuring that a personnel clearance system is implemented and complied 

with by criminal justice agencies within the State. 

2. Personnel may be granted clearances for access to sensitive places 

and things in accordance with strict right to know and need to know principles. 

3. In no event may any person who does not possess a valid sensitivity 

clearance indicating right to know have access to any classified places or 

things, and in no event may any person have access to places or things of a 

higher sensitivity classification than the highest valid clearance held by that 

person. 

4. The possession of a valid clearance indicating right to know docs not 

warrant unconditional access to all places and things of the sensitivity classi­

fication for which the person holds clearance. In appropriate cases such per­

sons may be denied access because of absence of need to know. 

5. In appropriate cases, all persons in a certain category may be granted 

blanket right to know clearance for access to places and things classified as 

restricted or confidential. 



6. Right to know clearances fo.!" highly sensitive places and things may 

be granted on a selective and individual basis only and must be based upon 

the strictest of personnel investigations. 

7. Clearances may be granted by the head of the agency concerned and 

may be binding only upon the criminal justice agency itself. 

8. Clearances granted by one agency may be given full faith and credit 

by another agency; however, ultimate responsibility for the integrity of the 

pt'rsons granted right to know clearances remains at all times with the agency 

granting the clearance. 

9. Right to know clearances are executory and may be revoked or re­

duced to a lower sensitivity classification at the will of the grantor. Ade­

quate notice must be given of the reduction or revocation to all other agencies 

that previously relied upon such clearances. 

10. It may be the responsibility of the criminal justice agency with cus­

tody and control of classified places and things to prevent compromise of such 

places and things by prohibiting access to persons without clearances or 

with inadeguate clearance status. 

11. The Commissioner of Public Safety may carefully audit the granting 

of clearances to assure that they are valid in all respects, and that the cate­

gories of personnel clearances are consistent with right to know and need to 

know criteria. 



12. Criminal justice agencies may be cognizant at all times of the 

need periodically to review personnel clearances so as to be certain that 

the lowest possible clearance is accorded consistent with the individual's 

responsibilities. 

13. To provide evidence of a person1s sensitivity classification 

clearance, the grantor of such clearance may provide an authenticated 

card or certificate. Responsibility for control of the is suance, adjustment, 

or revocation of such documents must have an automatic expiration date 

requiring affirmative renewal after a reasonable period of time. 

UTAH STA TUS AND COMMENTS 

Currently, the Utah Bureau of Identification screens employees who 

will have contact with files contained in the Utah Criminal Justice Information 

System. However, specific security clearance classifications are not 

assigned. All persons cleared are considered to have equal status. The 

access of specific data, however. is restricted to specifio individuals as 

is related to their need to know. For example, persons cleared for ac-

cessing data for research as in the Utah Criminal Justice Information Systems 

Data Center would not be authorized to perform name checks on persons 

listed on the criminal history file without prior approval from the directo.r 

of the bureau. 

User agencies are held responsible for the clearing of all persons 

using the system on that level; however, no specific procedures have been 

established nor checks performed to insure that this is the case. Individual 
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criminal justice agencies have developed internal policies for the screening 

of personnel, and even though thes·e procedures vary from agency to agency, 

screening does occur. Even though specific clearance is not issued, repre­

sentatives from one agency are generally recognized by another agency for 

the purpose of accessing criminal justice information. 

METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini­

strative policy. 



STANDARD 4. 8: INFORMATION FOR RESEARCH 

STANDARD 

1. Research Design and Access to Information. Researchers who wish 

to use criminal justice information should submit to the agency holding the 

information a complete research design that guarantees adequate protection 

of security and privacy. The design as well as the output should be approved 

by the agency responsible for disseminating the information prior to the con­

ducting of the study. Persons conducting research should all have appropriate 

security clearances before being allowed file access. 

2. Limits on Criminal Justice Research. Research should preserve 

the anonymity of all subjects to the maximum extent possible. All data re­

leased by the research effort shall contain no information that would identify 

any subject used in the study. All raw data used in the study shall be returned 

to the custody of the holding agency at the conclusions of the research effort. 

In no case should criminal justice research be used to the detriment of per­

sons to whom information relates nor for any purposes other than those speci­

fied in the research proposal. Each person having access to criminal justice 

information should execute a binding nondisclosure agreement, with penalties 

for violation. 

3. Role of Privacy and Se.curity Council. The Privacy and Security 

Council should establish uniform criteria for protection of security and pri-



vacy in research programs. If a research or an agency is in doubt about 

the security or privacy aspects of a particular research project or activities, 

the advice of the Commissioner of Public Safety should be sought. 

4. Duties and Responsibilities of the Holding Agency. Criminal 

justice agencies should retain and exercise the authority to approve in 

advance, monitor, and audit all research using criminal justice information. 

All data gathered by the research program should be examined and veri­

fied. Data should not be released for any purposes if material errors or 

emissions have occurred which would effect security and privacy. 

UTAH STA TUS AND COMMENTS 

Currently, the Utah Criminal Justice Information Systems Data Center 

performs research using information from computerized as well as manual 

files. Operating procedures have been established in this unit tq insure 

that all research utilizing offender data be done without any cros s reference 

to data elements which would identify the individuals under study. In addition, 

specific procedures have been established to insure that dat'l is released 

only with specific approval of the Utah Criminal Justice Information Systems 

Coordinator and the Director of the Utah Law Enforcement Planning Agency. 

In performing research it may be neces sary to utilize specific 

identifiers which could lead to the identification of an individual; however. 

the major point of concern is the form the data is in when it is released 

beyone the research staff. Currently, other requests for statistical infor­

mation, such as through the :utah Bureau of Identification, are released with­

out specific data that would identify individuals that were used in generating 

the data. 



METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through admini­

strative policy. 
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STANDARD 8.1: LEGISLATIVE ACTIONS 

STANDARD 

. To provide a solid basis for the development of systems supporting 

criminal justice, "at least three legislative actions are needed: 

1. Statutory authority should be established for planning, developing, 

and operating State level information and statistical systems. 

2. Utah should establish, by statute, taking into consideration the 

proper relationship of the three branches of government, mandatory re­

porting of data necessary to operate the authorized system. 

3. Statutes should be enacted to establish security and confidentiality 

controls on all systems. 

UTAH STA TUS AND COMMENTS 

Currently, mandatory reporting legislation for criminal justice agencies 

does exist with the Commissioner of Public Safety through the Utah Bureau 

of Identification (UBI) charged with the maintenance and dissemination of 

criminal justice information. The statute, however, deals only with offender 

records and other information related specifically to the police segment of 

the criminal justice system. 

Currently, statutes related to maintaining security and confidentiality 

controls on all systems throughout the state do not exist, even though existing 

state statutes do refer to the control of criminal history information at the." 

s tate level. 



METHOD OF IMPLEMENTATION 

This standard has been identified for implementation through legislative 

action. 
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STATE CENTRAL REPOSITORY 
CERTIFICATION CHECKLIST 
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OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

A. fomuletcnef!s Clnri Accuracy Procedures 

1. Ii there a State or local. agency Central Repository? 

a. Is lhcre Statutory/Executive autho.rity for the 
Central Repository? 
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4. Appo!llate Courts 
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5. Correctional Institutions 
6. Proba.tion and Parole Agencies 
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4. 

b. Is there a Delinquent Disposition Monitoring System 
to provide fOT: 

1. Delinquent disposition monitoring 
2. One-year rule/dissemination without disposition 
3. Terminal output flags 

c. Is there a procedure to report disposition of arre sts 
occurring after June 19. 1975 within the 90-day rule? 

Are there procedures for repository query by cri:m.inal 
jUlltice agencies before CHRI dissemination? 

a. Are query requirements doc~ented? 
b. Are written agreements with user a.gencies in existence? 

Are there procedure. to maintain accuracy of recor.ds? 

a. Ia notification on in.a.ccurate information provided? 

0" 

-t-! --I 
~ --- ---

_X-J 

-L-I 
-x-j -L-I 

X s -j 
_K_ 

.. . . 
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PROCESS NO. (1. Z, 3, 4.5, C)!:NTRAL REPOSITORY) 

AGENCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION Date oC Ce rtiiication: .T ANUARY 20, 197_(j,-) __ 

SALT LAKE CITY, UTAH 84114 

OPERA TIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

Person Conducting Ccrtiiica.tio:1. Rlr;~'\PJLJJQill~"'l.,l~..I.!.wIt;;..~R~ ____ _ 

~ A ::tlure is I f Reason ~at p=oce~ure 
is r.ot :1111)" operationa.l: ~ C'po:!l·a.ti('\nal and: I'~ 1 

~ u L._~, __ _ 
i: · ..... ··;'-·r'-~-~:7 ~ _ ~ ~ :'l ~ 

{~ :1 ~ r -g g:~ ~ ~ f -
·.i.CJCJ "') uO ':'\1' n ~ ~ -=-_ 
1U[i n2J::", 0":. e ~ -:::. i. _~ 
•~ 1::;; t·~ r;j "::! ~ ~ t a ' n'" 
i' C) .::; P. U P: ~ ~ ;; ~ '" ! <, ~.:: i - - >-
~ :::::: ~ I, ... C ..,.. go ~ ';:! ... ~ 1 >- I' :.. = 
I· ~ 0' {;;:J U'" M ~.~ .- F. J 't" - '- '-

I: g:: ~] CJ ~ ~ ~ S ~ r. r-- :: ~ 
f, u f uS';; ~ -' '~(J"":: ..., ~ 
~o;a ~O .... c;" ,~;:;~ l2~ 1i '5 ~ ";:;.:: U 
I~;t ~ ~:t g ~ i d B i ~ B ~ ~ f j ~ 

~=====-~=================g l==~==+ ~===.~ 1'=='--
5. Are CHIU dissemination and manual file screening procedure. :!.:' ___ ~___ _X • :,~~" ___ II ___ ~~. v, ;~.\. "I? ,.,., 

:so 

in use wiLh crilninal history record systems other than the ~ ~ , -A.- 1 J...:.J...J..I. 

Central Repository (UBI)? ~ 

I:.imits on Dissemination Procedures ~ I': g f 
1. Are general policies o:n:se and dissemination documented? 11 _X__ --- ---~ ;~ ---' ---1---

Are there procedures restricting and limiting dilaemination • 
in the following 8 ituationa: ~ g J 
a. Juvenile record dissemination t1.LA... i --- --- - I - I--v 
b. Confirmation of record existence . .....L _ _ __ 
c. Secondary diuemination by non-crimiDal ju¥tice aienel.. '._ X _ _ _ 

I-z. Ar. there aanction. for individuala and ai:.ne1 •• authorbod 
who violate CHRl cU ••• miuation poliet •• ? 

I -

.------------------------------L tl __ ~ __ ~J __ ~i __ ~I __ ~~I __ ~ 



PROCESS NO. (1, Z, 3, 4, 5, CENTRAl., REPOSlTORY) 
Page~ 

AC~CY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION Date of Certification: JANUARY 20, 1976 
---------~------------------

SALT LAKE CITY , tITAH 841.14 Person Cond\\cting Certifica.tion RICHARD HORLACHER 

. 
i I . A proc: c1ure is Reason that procec;.::-e --
i operational and: III is r.ot full]" operatio:1.al: - -... 

L ~ - - -t I~~.--""--orm= ~ 

OPERATIONAL PROCEDURE REQUIRED ~ III i ;; .... 

~ i i ! - ..: -V) .. ..I ~ rj -: - . o 8 l, ti ::: 
J 

... 

f 
.-u 0 

~UI BY PRIVACY AND SECURITY PLAN 

i oE r" 0:= ~ I .... 
J 

-co _Orj~ M r. ::l 
1-:-, I ""...-'11 ~ Po ... u .: ::. >-! 'Co' .~ 0 p.. 0 0 ~ 

III ., i .-
~2~1 ~ ;:I ,. E ° ::l. . s [ .... 

~ • ;2; ::: 
i >-,;:1'" _ ... 0 ,-

tl 0 ~~ C) C) ~ rj I 1 

~ ~ ~ -- .-
OH ~CJE'" I ~ ;.. 

i I 
- :.. 

tJ u·- .... - v _ 
I ~ 0 t:: " (I ;:I 

.... III ;) U ::...: I ':! ~ ~. • I ~ ~ a l..t .... ~ i ~ -"p.. "oC) ,.J e 0 .0 ".,; ;; I 
~ ~ i-I r. h b u , ::- ..... .:: i 

3. Are there procedures for vll,lidating agency dght of access for: i J I j 

~' 
a. Criminal justice agencies X --- I- --- -- -- :--- 1 
b. Non- crin.inal juslice agencies X ---- --- -- -- -- . 
c. Service agencies under contract X r== --- -- -- -- . --d. Research organizations -X..- -- j== -- -- -- -. e. Right of access validation 

* -- -- -- -- --
4. Are nolices pre,;ented to agencies not directly subject to the 

l 
I 

regulations '! -- ----X.. --X. I -11L:l.7 - --- - - I C. ~\ldits and QualiLy Control Procedures 1,\ 

1. Ie there a systematic audit (quality controle) procells providing: 

Audit trails -L 12/77,' :.,.,. - - --- - - - -b. Accuracy checks -X- - -- - - - - _ll/':P 
c. Random document and record inapaction --L... - --

I - - dill7 . 
d. ,Dissemination log. --L -L - - - -I 

. ' z • Are annual audita/compliance review. pel'fonnecl onl 

Central RepoaitorY (UBI) 
-

a. - I -I - - ~~ - - -.... _._ .. _--- _. -*-- . i • J .. . 



Par"1'a 5 
;!> ---PROCESS NO. (1,2,3,4,5, CE.NTRAL REPOSITORY) 

AGE:\CY: UTAH STATE BUREAU OF CRn-nNAL IDENTIFICATION Date of CertifiC'<l.tio:l: JANUAHY 20, 1976 

-SAl T I AU CITY, IITAH 84-'-]-'-J .... 4 ________ _ Penon Conducting Cer~ification RICHARD HORLACHER 

( . r i I I 
~ h. procerlure is II I' Reason that ?:-ocec;.!::-e II - . ? npC'rational and: ,~ I is not ft:lly operat:onal; .• 
: I CJ I - ' :; i 
~ ~~"~CJL;--··"f.i" ~~'1 ~ ~ ~~--r- ~ ,f; ~~il ii '? I 
" " L' U 0 I e', ,; , ..... 'f Ii: -:: \':: E t ~ § g >= II) 2 '~g ,I r-: ~ [' :.: ,i = I 

~ ~ ~ ~.~ £ ] ~ ~ ~ ~ ~," II) ~ u ,~ :-~ I 
;.;;~ ~~;"'E Z~ ., ~ c: r ~ ~ :;:22 

O?ERAT!O~AL PROCEDURE REQUIRED 

BY PRIVACY AJ.'1D SECURITY PLAN 

'1~8M ~CJc,... g.: <CJ"" I'" 
'oJ:: ~U\:;;:I ~~!I) ,~!I) ~ U r. ~o 
.'; c CJ ~ ';) g l:! f! ';:; ~ r.: ~JlJ: ';' 
(, d: ~ !;1~ g t f i (3 2 l ~ g ~. {!, I j ~ 

~==================T=========================================~;:======~:1~,===== I ======~,======~ 
~l' . I X r-XI -A- f-'L 1 

D. 

b. O~her s:~te and local systeIns 
c. Doc;;.men:s a:ld data to be Inaintained 

SeC".;::,i~y a::c CCl: ___ :iden~iality Procedures 

r. Does the hardware and software provide for: 

a. General security provisions 
b. Procedures for acccss 
c. Dedication of: 

1. Terminals 
2. Conununications control 
3. Proccs sor 
4. Storage devices 

and doea the software provide maximuIn security of 
CHRI? 

~-- ~--, '. X Ii V 1 - L ~ V I 
~ -- ,l--- I ~ ---.c- J ~ . -Po-- t 

~ , J. ~ I I i. 
~ I l. I 

~ ! J ~ 
~-- 1-- -- l--
~- ~- ·-l--

x 
x 

'== ± , j I 1 1- _x ,-ft j t 

2. l8 t.'l-:e re adequate rr.~nagcmcnt control and ii a'reliponiiblo "~ , .,' 1." _x ~,'-I- ,1-, -I, l I' 

. agency dc'i:::n~ted to provide for: l~ fi I ~ ~ f 
________ a_. __ ~_l_a_n_a_&_c_rn_.c_'_"_c_o_n_tr_o_l_a_n_~_a_c_c_o_~_t_a_b_i_ll_t_y_' __________ ~I----I~I-1 i 
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PROCE"'~.s NO. (r, 2, 3,4,5, CENTRAL REPOSITORY) 
P~ '~e 6 

'-", ---

AG::::::\CY: UTAlI STATE BUREAU OF CRIMINAL IDENTIFICATION Date of Certifi.c~tion: JANUJ\T~Y 20, E176 
~~~~-~~~--~------------,------

SALT LAKE CITY! UTAH 84114 Person Conducting Cerliiic;:;.ticnRICIlARD nOP-LACHER 

f A procedure is ! I R'.!ason th.:lt proce~':::,e I -: __ 
operatiollal anrJ; 1,:3 I, is not full;' opcratlOF-l'1:l1: ~ .: ::: 

~ ICJ -;.:~= 
• .' "'!T"'~~iJ _4.--11"'1 ~ ~ i....---. r

-, '. • =- • .:: 

~~~!~ Is§ i i j ! lE~ 
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~ ~ g' ~ ~ 5 z ° ',';;: ';j ~ ! ... ,~ - '- '-
~ g ~ C) ~ .;: :... ~ ,OM 
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r, r4 -"" ;'4 0 to) i . 0 a I 0 'II (J 1. r:-= 
:: ,1; p, P, 1: I-t I 1 U u L b u L I ~ ~ , 

~=======b=,==C=o=~="=7=~=te=r=o=p=e=r=a=t=io=n=s=p=o=l=iC=y======·==========~!'-x.-~-_=x==='~~~~~=·fl -1' __ [ ~ 1===· 
c. Access ~o.criminal history records , _ __ __ 

I d. Sar.c:ic::s for misuse ~ -L- I --- --- 1--- --- -- --- j---. 
I 3. Does ~.e ?ersonnel process,provide: 11 

i! I 

C?::::;\.A T:O:-iAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

i , 
'. 

. X 

~== == '1 

a. Se Ie c::'or: and se curity screening 
b. S-.;?e:-\'ision 
c. T :-ail".i:1g ,'-- 1---

x I --- --- ---- --- - -,--
4. Is there pr.ysical security to:' 

a. ?!"otect a.gainst environ."'l'lental hazards 
b. ?reve:;.: physical access by unauthorized personnel ....L- --- --- - --- --- - -c. Secure !acilitiea construction ~ - - - - - - -

I 
I 

' .. ., 
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PROCESS NO. (1, Z, 3,4.5, CENTRAL REPOSITORY) 

AO~CY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION 

SALT LAKE CITY, UTAH '84114 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

. 

E~ Individual Right of Access Procedures 

1. Are there adequate procedures to verify identity before 
releasing information? 

2. Are the rules for acce.a written and diuerAinatod to the 
public? 

.3,' , Ia there a apecified and convenient point of r~view ,a.nd 
mechaniam £01' review of CHRI? " 

- ... ~- .. ---- ... _-_ ..... -

; 

Date of Certification: JANUAR,~:_r....;2=-o~,--=1.;;9-.:7~6,--________ _ 

Person COnd\lcting Certification RICHARD 1l0RLACHER 
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PROCESS NO. (1, Z, 3, 4,5, CENT;RAL n.:C;PQSITORY) 
P:1.';i<! _3 __ 

.';'C=='CY: lJfAH STATE l3UREAU OF CRIMINAL IDENTIFICATION D,\(.c o[ Certification: JANlli\RY 20) 1976 

SA!.T T Af.'p CITY, UiN; 84114 :?l~ '-:';0.:1 Conducting Co rt:"::'cation Ri ell ard [lor In cher 

O:?ERATlO~AL PROCEDURE REQUIRED 

BY PRlVACY AND SECURITY PLAN 

..;, • III there 2. p:-ocedure for an individual to challenge the 
accuracy of hiB or hcr CHRI? 

5.' Is the',,! a proccss [or administrative review and. record correctioJ?-? 

6. Are appcai procedures clearly identifieQ\? 

7. Are correction procedures clearly identified? 

8. Is the information subject to review clearly identified? 

9. Will procedures be operational by March 16, 1976 which allow 
an incl.ivi'dual to access and review hill or her CHRI? 

A pnH-c.l\lre is 
opcr::1.d()nal and: .~ 

I' ~--

i .,---
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1= 
i--
! 

~---> 
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~---A 
1---, 

~ 

I cert''''£y that to the ma.xl:nUln extent £eaaible, acdon ha.a been .taken to comply wi~~ procecurea _ .... ).() . 

. •• t fo~ ~ the Pri'r.C:Y and Security Plan o£ the ~ta.ta o£U~ "-=-~"'y" ~~:::--;;~, __ ~. 
• co' •• ~,====--U --..~ ~.-,,-,. - .- ------

" ---.... ~ ... """ ~"-~ -(~~~ 
(Ha".<i .~~ C~~t:l:'~l R~:-I).ito . " . .-." 
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APPENDIX 0 

CERTIFICATION CHECKLISTS FOR OTHER AGENCIES 

The certification forms for the criminal 
justice agencies who were certified are 
on file with the Department of Public 
Safety. Copies of these forms were in­
cluded in the copies of the Plan which 
were submitted to LEAA • 
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Page _1 __ 
CERTIFICATION FORM/PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

AGE:-:CY: Date of Certification: 

Person Conducting Certification _______________ _ 

A procedure is I Reason ::hat procecure ~ 
operational and: en is not fully 'operational: --.... :; ~ :: 

c:I ~ = 
M ~'\' 

;.. .:: 
OPERA TIONAL PROCEDURE REQUIRED en ;l- '" -en .... '"0 r;\ \' v ... s:: o s:: - ':. I 0 0 ., u 0 - t; 

BY PRIVACY AND SECURITY PLAN 0 S CJ s:: o:j -' r: 

S 0 en ;.. r:I r1 ~ 
c:I v~ .... 

Po'" u ~> M s:: .~ 

c:I .... oil. III 
., III ,,,, ..- . -.". ;l c:I 0 Po 
= ~ ':U :r. .... -;. 

C' 
;.. .... S z 0 ~ 0 >- r.· Q = 

~ ~ 

~ 
.... .;; - ...... 

0 C.I .., c:I C.I r:I '0 ~ .-::: 
CIl M CJ 

0 ;.. M M C ~ ;.. S .... ;' .... CJ .... v Q tI s:: u 

,~ 
III ., 1i 0 () g. . S - ... 

r:I .... s:: S::. U,,:: 
M - ;. 0 CIl 0 0 0 ~ ;l ilID. p, u t-< t-< , r: Jot u U .... r.: 

A. Completeness and Accuracy Procedures 
, 

I. there a State or local agency Central Repository? 1. --- --- --- --- --- --- --- ---
a. Is there Statutory /Executive authority for the 

Central Repository? r 
--~,- --- --- --- --- --- -_ .. --- I b. Are facilities and staff adequate to provide CHRI " 

services Statewide or locally? • --- --- --- -- --- I --- --- --- ( 
Z. I. there a disposiHon reporting 8Y8tem? --- --- --- --- --- ~ --- ---- .---

a. 18 disposition reporting provided within 90 day8 from: I I l. Pc>lice --- --- --- ~ --- --- --- ---

I 
.-

2. Prosecutors --- --- --- I 
___ Ii --- I --'- --- ---

3. Trial Courts --- --- --- ---~ --- --- --- ---
4. Appellate Courts --- --- --- --- ---I --- ~ ---

I 5. Correctional Institutions --- --- --- --- --- --- - ---, 6. Probation and Parole Agencies --- --- --- --- --- --- --- ---, 



PROCESS NO. (1,~, 3, 4, 5~ CENTRAL REPOSITORY) 

ACi~CY: Date of Certification: 

Perllon Conducting Certification _______________ __ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY .AJ."ID SECURITY PLAN 

b. Ia there a Delinquent Dillposition Monitoring SYlltem 
to provide for: 

1. Delinquent disposition Inonitoring 
Z. One-year rule /disseInination without dillpollition 
3. Te=inal output flagll 

C. III there a procedure to report disposition of arrelltll 
occurring after June 19, 1975 within the 90-day rule? 

3. Are there procedurell for repository query by criIninal 
ju.tice agt:nciell before CHRI disaeIninati';ln? 

a. Are query requireInentll docuxnented? 
b. Are written agreement. with u.er agencie. in exbtence? 

4. Are there procedure. to maintain accuracy of rec~rd.? 

a. a notification on inaccurate iDformation provided? 

: 

A proc~!iure is 
operational and: .~ 

~------""'~ 

. 

--- ---

--- ---
--- ---
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--- ---
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Reason that procedure 
is not fully operational: 
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Page __ 3_ 

PROCESS NO. (I. Z, 3,4.5, CENTRAL REPOSITORY) 

A CiENCY: Date of Certification: 

Person Conducting Certification ________________ _ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECU"RlTY PLAN 

5. Are CHRI dissemination and manual file screening procedure. 
in u.e with criIninal history record systems other than the 
Central Repository (UBI)? 

B. I:.imit. on Dissemination Procedures 

1. Are general policies on use and dissemination doc\UIlented? 

and 

Are there procedures restricting and limiting di8serl.1inatiollt 
in the following situation.: 

a. Juvenile record dissemination 
b. Confinnation of record exilitence 
c. Secondary dis.emination by non-criminal ju.tice agtincie. 

z. Are there .anctions for individuals and agencies authorized 
who violate CHR! di .. emination policies ? 

A procedure is 
opcration.'l.l and: "~ 

..... ---..... _--.; ~ 

--- ---

--- ---

--- ---
--- ---
--- '--

--- ---

\\ 

.g-;;; 
o ~ 

~:3 
J.< (1\ 
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-
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Reason that p:::ocecure 
is not fcil}" operatiol".al: 
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r: 
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PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 
Page 4 

AG~CY: ______________________________ ~ ______________ _ 
Date of Certification: 

Person Conducting Certification ________________ _ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

3. Are there procedures for validating agency right of al~cess for: 

a. Criminal justice agencies 
b. Non-criminal justice agencies 
c. Service agencies under contract 
d. Research orga.nizations 
e. Right of access validation 

4. A~e notices presented to agencies not directly subject to the 
regulations? 

C. Audits and,Quality Control Procedures 

1. Is there a systematic audit (quality controle) proce .. providing: 

a. Audit trails 
b. Accuracy checks 
c. Random document and record inspection 
d. Dissemination log s 

Z. ,Are annual aUdita/compliance reviews performed on: 

a. Central Re:pollitory (UBI) 
-,.----------- _.-_ ... ,-

• 

A procedUre is 
operational and: .~ 
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--- -'--
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.g~ 
8 § 
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o 8-:z; 0 
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Reason that procect!:::e 
is not fully operational: 
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Paae 5 
PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) "'-

AG::::~CY: _________________________ _ 

D. 

OPERA T!O~AL PROCEDURE REQUIRED 

BY PRIVACY AND SECURITY PLAN 

b. O~'1er state and local systems 
c. Docume:1ts and data to be maintained 

SeC'.;.ri~..,. a::d Co:::identiality Procedures 

1": Does the hardware and software provide for: 

z. 

a. General security provisions 
b. Procedures for access 
c. Dedication of: 

I. Terminals 
2. Conununications control 
3. Processor 
4. Storage devices 

and does the software provide maximum aecurity of 
CHRI? 

, Is there adequate ma.nagcment control and is a'reaponaiblo 
agency desi:;:nated to provide for: 

a. ManaGement control and accountability 

Date of Certification: 

Person Conducting Certification -----------------------
A procedure is 
operational and: .:e 

Reason that proc.ec~re 
is not full}" operational: 

-,,-- ---

= :.. = . .. :: : = - ....... 

.. ----------------------~---a.--I\.---J .. ---t'---'---J~--'---' 
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Page~ 
PROCESS NO. (1,2,3,4,5, CENTRAL REPOSITORY) 

• .!.G~~C1": Date of Certification: 

Person Conducting Certi,fication ________________ _ 

3. 

b. 
c. 
d. 

C?::::t..;.. T!o~AL PROCEDURE REQUIRED 

BY P:UVACY AND SECURITY PLAN 

Cc:-::?·.:.~e:- oper~tions policy 
Access ~o.criminal history records 
Sanc:ic::s for misuse 

Does :':-.e pe:-sonnel process.provide: 

a. Selec::'on and security screening 
b. 
c. 

Sl.:,pe::--"ision 
'!::-aining 

4. Is the:-e pl':.ysical security to:' 

a. P:otect against enviromnental hazards 
b. ?:-e"'en: physical access by unauthorized personnel 
c. Secure !acilities construction . 

A pr.ocedure is 
operational and: .~ 

I~--~--... ------~ ~ 
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.g~ 
8 § 
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J.. '" P"J.. 

o 8-
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Reason that procedure 
is not fully operational: 
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Page :-2-
PROCESS NO. (1, Z, 3,4,5, CENTRAL REPOSITORY) 

AGE:"CY: Date of Certification: 

Person Conducting Certificat~on 
----~----------------------

A procedure is Reason ti:at procec'.!::'e -
operational and: Ul is not full,- operational: - -.... 

tJ - E .~ 
OPERA TIONAL PROCEDURE REQUIRED 

: .. ~ h 
Ul ;l - I I -..... 

" r.l . I Ul ~ ~ :... .... 
tJ <0 

0 0 - .- ! ~ u -BY PRIVACY AND SECURITY PLAN C) S C) 
~ c:= -;:; I S Cl Ul ~ rj - -C) O-J ~ ..... -'" I:: Il.'" u - ;.. I III .;:; C)p.. IIJ Ul CQ .~ - '!.= ~ 0 Il. ... 

~ ~ ~ S ~ - .. :: e = ;l 0' ;l 
..... Z 0 .... .- >- - "- "-C) C) C) rj rj ... - • ::l -.; - .-'" tJ '" ~ '" 

~ 
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E. Individual Risht of Access Procedures 

1. Are there adequate procedures to verify identity before 
releasing info I'ITlation ? ----- ~ ---- ---- ---- --- --- -

Z. Are the rules for access written and disseminated to the 
public? ---- ---- ---- ---- --- --- --- ---

3.- 111 there a specified and convenient point of r~view and 
mechanism for review of CHRI? , --- ---- ---- ---- ---- --- -.-
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PROCESS NO. (I, Z, 3, 4, 5, CENTRAL REPOSITORY) 
Pa.;e _8 __ 

':"G~CY: Date of Certification: 

Person Conducting Certification ______________ _ 

OPERATIONAL PROCEDURE REQUIRED 

BY PRIVACY A.."'JD SECURITY PLAN 

4 • Iii there a procedure for an individual to challenge the 
accuracy of hia or her CHRI? 

5. 111 there a process for administrative review and. record correction? 

6. Are appeai procedures clearly identified? 

A procedure is 
operational and: .~ 
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Reason that ?=oce~'~=e 
is not f".!l.ly operational: 
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I 7. Are correction procedures clearly identified? 

8. Is the information subject to review clearly identified? 

9. Will procedures be operational by March 16, 1976 which allow 
an individual to access and review his or her CHRI? . 

~ =1 
I certify that to the maxirmlln extent feasible, action haa been .taken to comply with the procedure • 
• et forth in the Privacy and Security Plan of the State of utah. . 

I certify that this certification i. accurate. 

Si~d ____ ~ ________________________ _____ 

(Hca,'d ~f Central Repository) 

&gned ________ ~~~~----~---------
(Head of Ai.ncy) 
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