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‘ CALVIN L. RAMPTON
G THE StATE oF UTAH B sy O

DEPARTMENT OF PUBLIC SAFETY
317 STATE OFFICE BUILDING
SALT LAKE CITY, UTAH 84114

January 2, 1976

‘e

Mr. Richard W. Velde, Administrator

Law Enforcement Assistance Administration
U. S. Department of Justice

633 Indiana Ave.

Washington, D, C. 20530

Dear Mr. Velde:

The State of Utah is pleased to present its Criminal History Privacy
and Security Plan. This letter and its attachments fulfill the require-
ments of the May 20, 1975 Regulations issued by LEAA requiring the
development of this Plan.

. The State of Utah is especially supportive of the concepts of privacy

' and security and our State has taken several steps toward full com-
pliance with the Regulations. As of the date of this letter, many of
the features of our Plan are operational; and we have embarked upon
an aggressive program to attempt to achieve full compliance with the
Regulations on, or before, December 31, 1977. Furthermore, the
State of Utah has implemented the procedures outlined in our Plan to
the maximum extent feasible,

Because Utah recognizes the importance of protecting an individual's
rights of privacy and security, we intend to implement the procedures
contained in our Plan throughout the State in agencies not directly
affected by the Regulations, as well as those agencies who must comply
with the Regulations. This will not be a simple task. It will require

a long-range effort to gain widespread support for the Plan and to
demonstrate to these unaffected local agencies that they will benefit
directly from implementation of the guidelines to be developed.

The State of Utah is confident that our Plan will meet the needs of
privacy and security of criminal history record information, and we
Y are hopeful that our Plan will meet with early LEAA approval.

Please feel free to contact me regarding any questions needing clari-
fication.

‘ » Since?y,

7725 /zr// ol i s

b

/f ond A., Jackson
mmissioner
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PREFACE

In recognition of the impact the Criminal History Privacy and Security Plan would have upon the
criminal justice system throughout the State of Utah, the Criminal History Privacy and Security Committee
appointed a selected Task Force of representatives from all sectors of the criminal justice community to
participate in the actual preparation of the Plan. This Criminal History Privacy and Security Task Force,
working with the Council on Criminal Justice Administration, actively participated in writing the Plan.
Mr. Corydon D. Hurtado, a systems planning consultant and President of Cyberserv international Co. also
contributed to the development and preparation of the Plan.

Utah’s Criminal History Privacy and Security Plan is an important step forward in fulfilling State and
Federal goals of providing for the security and confidentiality of criminal history record information.
Recognition should be afforded to all those who have contributed to the development of this significant

document.

CRIMINAL HISTORY PRIVACY AND SECURITY
COMMITTEE MEMBERS

Robiert B. Andersen, Chairman
Utah Council on Criminal Justice Administration

Raymond A. Jackson, Commissioner
Utah State Department of Public Safety
David S. Young, Director

State Wide Association of Prosecutors
Wayne D. Shepherd, President

Utah Chiefs of Police Association

Dr. H. Roy Curtin, Acting Director

State Information System Center

Leo L. Memmott, State Legislative Budget Analyst
Office of Legislative Research

Arthur G. Christean, Deputy State Court Admin.
Office of Court Administrator

Sherift Floyd Witt, President

Utah Sheriff’s Association

Emest Wright, Director

Division of Corrections

Ivard Rogers, Director

Utah Bureau of ldentification

Robert Hansen, Deputy Attorney General
Utah Attorney General’s Office

John McNamara, Administrator

Utah Juvenile Court

Commissioner Harold Smith, Representative

Governor’s Advisory Council on Community Affairs

Leon Sorenson, Director
Office of Legislative Research

Ned Wilson
Office of Lieutenant Governor

CRIMINAL HISTORY PRIVACY AND SECURITY
TASK FORCE MEMBERS

Jim Mills, Data Processing Coordinator

Utah State Department of Public Safety

Earl F. Dorius, Assistant Attorney General

Utah Attorney General’s Office

Fred Schwendiman, Administrative Assistant
Department of Public Safety

Mike Phillips, Deputy Administrator

Utah Juvenile Court

Dr. H. Roy Curtin, Acting Director

State Information System Center

Kent Nielsen, Systems Analyst

State Information System Center

Wayne D. Shepherd, President

Utah Chiefs of Police Association

Art Christean, Deputy State Court Administrator
Office of Court Administrator

Richard Strong, Analyst

Office of Legislative Research

Gene A. Roberts, Manager

Utah Council on Criminal Justice Administration
Richard Horlocher, Criminal Identification Specialist
Utah Bureau of ldentification

Robert White, Criminal Identification Specialist
Utah Bureau of Identification

Arthur J. Hudachko, Information Systems Program

Coordinator
Utah Council on Criminal Justice Administration
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I. OBJECTIVES OF THE PLAN

On May 29, 1975 LEAA issued Regulations requiring the
development of a Criminal History Record Information Plén, set-
ting forth operaticnal procedures to provide for the privacy
and security of such records. It is the intent of the State of’
Utah to fulfill the requirements of LEAA's Regulations through
the development and implementation of this Criminal History
Record Information Privacy and Security Plan (Plan). A copy
of the Regulations is contained in Appendix A.

The authority for these Regulations is derived from
Section 524 (b) of the Omnibus Crime Control and Safe Streets
Act (P.L. 93-83) which provides:

"(b) All criminal history information collected,
stored, or disseminated through support under this
title shall contain, to the maximum extent feasible,
disposition as well as arrest data where arrest data
is included therein. The collection, storage, and
dissemination of such information shall take place
under procedures reasonably designed to insure that
all such information is kept current therein; the
Administration shall assure that the security and
privacy of all information is adequately provided for
and that information shall only be used for law en-
forcement and criminal justice and other lawful pur-
poses. In addition, an individual who believes that
criminal history information concerning him contained
in an automated system is inaccurate, incomplete, or
maintained in violation of this title, shall, upon
satisfactory verification of his identity, be entitled
to review such information and to obtain a copy of it
for the purpose of challenge or correction."

To implement these Regulations, the Governor has instructed
the Commissioner of the Department of Public Safety to proceed

with the development and implementation of a plan which sets



forth operational procedures on: (a) completeness and accuracy,
(b) limits on'dissemination, (c) audits and quality control, (d)
security and confidentiality and (e) individual right of access
and review. The balance of this section describes the objectives
in each major operational procedure area.

A. Completeness and Accuracy

-
-

The objective of the Plan's completeness and accuracy pro-
cedures is to ensure that criminal history record informa-
tion is complete and accurate. "Complete" means, in general,
that arrest records should indicate all subsequent disposi-
tions as the case moves through the various segments of the
criminal justice system. "Accurate" means containing no
erroneous information of a material nature.

To fulfill this objective, the State of Utah will continue

to operate its Central Repository, the Utah Bureau of Identi-
fication (UBI), and to refine the overall UBI capabilities
and organizational framework. The Plan outlines procedures
which provide for prompt reporting of disposition data to

UBI and establishes a mechanism whereby criminal justice
agencies can query the Central Repository prior to dissemina-
tion of any criminal history record information to assure
that the most current disposition data is being utilized.
Formal user agreements will be executed between the Central
Repository and its users and between other criminal justice
agencies and their third party users. Operational procedures
are established within the Plan to minimize the possibility
of a criminal justice agency's recording and storing inaccurate
information and implementation of a system for notification
of prior recipients upon discovering erroneous c¢riminal
history information.

B. Limi Di . £

The objective of the Plan's procedures for limiting dissemi-
nation of criminal history record information is to be re-
sponsive to the requirements of Section 524 (b) of the Safe
Streets Act requiring that dissemination and use of criminal *
history information be limited to "criminal justice and other
lawful purposes."”

»

The Plan sets forth procedures currently operational or planned
to become operational relating to dissemination for criminal ’
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justice purposes such as licensing, employment checks,
security clearances and research. The Plan sets restric-
tions and limitations on juvenile record dissemination

and secondary dissemination by non-criminal justice
agencies. Procedures are indicated relative to validating
an agency's right to access information and expiration of
information availability. The Plan includes Criminal
History Record Information User Agreements for all State
and local criminal justice agencies subject to the Regula-
tions and a "notice" to agencies not directly subject to
the Regulations. indicating the imposition of sanctions for
information misuse and specifying restrictions on dissemina-
tion and internal agency use.

Audits and Quality Control

Audits and quality control procedures are necessary to
determine the extent that criminal justice agencies are
complying with the Plan's components. The objective for
the audit and quality control procedures is to monitor
for compliance.

The Plan indicates two different forms of auditing.
Systematic audits will be utilized as a quality control
mechanism and will provide a means of guaranteeing the com-

pleteness and accuracy of criminal history record information.

Annual compliance reviews (audits) will provide an examina-
tion of a representative sample of State and local criminal
justice agencies chosen on a random basis to verify adherence
to the Plan's provisions and will specifically identify dccu-
ments and data elements to be maintained to support this
process.

The Plan describes in detail both types of audits and
identifies procedures and the organizational approach to be
used in fulfilling this objective.

Security and Confidentiality

The objective of these procedures is to provide adequate
safeguards over the security and privacy (confidentiality)
of criminal history record information. The Plan sets forth
procedures relative to: effective hardware and software de-
sign to prevent unauthorized access; management ceontrol
capabilities; personnel requirements; and physical security.

For purposes of understanding the concept of privacy gnd
security as used in this Plan, it is necessary to define
security and confidentiality.



F.

. Security refers to the physical protection of data,
information, records, equipment, and facilities
from accidental or intentional (but unauthorized)
modification, destruction or disclosure.

Confidentiality (privacy) is a concept which applies
to data. It is the status accorded to data which
requires controls over dissemination which are
strictly a function of the integrity of the people
with access to criminal history record information

~ and the controls exercised to prevent unauthorized
disclosure and use of the information.

Another way to view the concept of a privacy and security
plan is to think of confidentiality as the ultimate objec-
tive of such a plan. Security is then viewed as the

measures of protection which are implemented at specified

levels to achieve a pre-~determined degree of confidentiality.

Individual Right of Access and Review

Section 524 (b) of the Safe Streets Act guarantees the right
of an individual to review information maintained about them
and to permit the individual to challenge and correct such
information if they deem it to be inaccurate and incomplete.
The objective of these procedures is to allow an individual
to execute this right of law.

The Plan sets forth procedures for verification of identity,
access and review, challenge, administrative review and
record correction, appeals and notification to prior reci-
pients of corrected information. These procedures, to
become completely operational Statewide by March 16, 1975,
will achieve this objective.

Certifications

The State Plan includes a certification stating the extent
to which Plan procedures have been implemented and details
the steps undertaken to achieve full compliance. The ob-
jective of the annual certification process is to determine
when the State is in full compliance with the Regulations.

The certification will consist of the following:

. Applicable criminal justice and non-criminal justice
agencies.

. Checklist of operational procedures and compliance
comment for the State Central Repository.

-
-

-
b
-
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. Checklist of operational procedures and compliance
comment for other criminal justice agencies covered
by the Regulations.

. Legislation/Executive orders issued or pending related
to Plan compliance.

. Legislation/Executive orders authorizing dissemination
of criminal history data to non-criminal justlce
agencies.

. Narrative discussion of progress toward problem
resolution to achieve complete and accurate criminal
history information.

The certification provides that all procedures in the State
Plan will be fully operational and implemented by December 31,
1977. Certificaticn will be submitted in December of each
vear to LEAA until such complete compliance is achieved.

The yearly certifications will update the information pro-
vided under Section 20:21 of the Regulations.

Standards and Goals

The State has adopted formal criminal Jjustice system
standards and goals. LEAA established recommended guide-
lines for criminal justice systems standards and goals to
be implemented nationwide. In developing its standards and
goals, Utah followed these recommended guidelines and
modified them as required to fit the State's needs.

The Regulations do not address the subject of these

nationally coordinated and developed standards. However,

the State believes that portlons of this State's standards

and goals dealing with privacy and security should be integrated
with the Plan's implementation. The objective of this segment
of the Plan is to fulfill this implementation need.



ITI.  APPROACH TO ACHIEVING THE OBJECTIVES

This section presents the current and proposed operating
procedufes the State of Utah intends to employ in order to meet
the objectives and requirements of the May 20, 1975 LEAA Regula-
tions. Procedures which are presently operaticnal are described.
All proposed procedures take into consideration the extent to which
currently operational procedures can become a part of the proposed
procedures.

A. Procedures to Achieve Completeness and Accuracy

Section 20:21(a) of the Regulations requires the imple-
mentation of procedures to ensure that criminal history
record information is complete and accurate. The Regula-
tions suggest the best method would be to establish a central
State repository for all criminal history record informa-
tion. The Regulations also require the establishment of

a disposition reporting system and record query procedures.

1. State Central Repository

LEAA Regqulations Requirements: The Regulations do

not strictly mandate the establishment of a State
central repository. This approach is suggested as

the most effective, efficient and economical way to
satisfy the overall need for completeness and accuracy
of criminal history record information.

Present Procedures: The State of Utah has a State
Central Repository of criminal history records to serve
all criminal justice agencies. Its organization and
functions are outlined in the Utah Code Annotated 1953,
Title 77, Chapter 59 (see Appendix B). The Utah Bureau
of Identification (UBI) is part of the Department of
Public Safety, and UBI serves as the State Ceritral
Repository. UBI began its initial operations April 1,
1927 by an act of the State Legislature.

To enable UBI to maintain files of criminal history re-
cords for the State, the Statute provides the following:

. All police and sheriff departments in the
State shall transmit to UBI and the FBI, finger-
prints and related data about all persons

!




arrested on criminal charges. Penal
institutions are also required to transmit
fingerprints and related data concerning
all commitments and also to furnish release
information.

. Criminal justice agencies are given the
authority and duty to take, or cause to be
taken, fingerprints, photographs and other
descriptive data of offenders coming under
their jurisdiction.

. All court clerks or judges are required to
forward dispositions of criminal cases to
UBI.

The Statute further provides that information pertain-
ing to the identification and history of an individual
on file shall be released, upon application, to criminal
justice agencies and other bureaus similar in nature

in any state in the United States or in any juris-
diction thereof, or in any foreign cocuntry. The Statute
also provides that only UBI employees and persons speci-
fically authorized by the Commissioner of Public Safety
shall have access to the files or records of UBI and
that no file or record shall be disclosed by any employee
except to authorized agencies. Any person who willfully
gives false information or withholds information in any
report or who shall remove, destroy, alter or mutilate
any file or record of UBI shall be guilty of a mis-
demeanor.

UBI is currently staffed with 20 employees funded by
State appropriations and with 5 employees funded with
LEAA funds. Work is divided into the following sec-
tions: Fingerprint, Records and Coding, Communication,
and Criminal Intelligence. The Communication Section
operates 24 hours-a-day, 7 days-a-week and serves as
the State control terminal for law enforcement agencies
using the National Crime Information Center and relay
center for the Utah Law Enforcement Teletype Network
and the National Law Enforcement Telecommunications
System.

UBI has a manual file of approximately 250,000 criminal
records of persons who have been arrested throughout
Utah dating back to the 1920's. Since November 1972
all arrest records received from contributors have been
computerized. Over 45,000 summary records are on-line



for terminal access. Currently, 13 criminal justice
agencies have terminal access to these records;

most serve as area dispatch centers. Agencies having
no terminal access contact their area dispatch
center which makes the inquiry for them.

Proposed Prccedures: -Because the State currently

has a fully operational central repository for

criminal history record information, no new procedures

or legislative action are required. :

Disposition Reporting

LEA2R Regulations Requirements: The Regulations
require the establishment cf a disposition report-
ing system and require such a system to maintain
complete dispositions by every component of the
criminal justice system (police, prosecutors, courts
and corrections). The Regulations also regquire that
dispositions occurring within the State must be re-
ported within 90 days after the disposition has
occurred. LEAA has interpreted the Regulations' re-
quirements for a disposition reporting system to
include provisions for monitoring delinquent disposi-
tions.

Present Procedures: The State currently has a
dispositicn reporting system under development, but

no procedures have been implemented. However,
several agencies are presently reporting dispositions

to the State Central Repository.

Proposed Procedures: The need for comprehensive
disposition reporting in the State of Utah has long
been recognized as essential. Improvement is needed

in ccllecting and reporting disposition data. Presently
about 30 percent of all dispositions are reported

to the State Central Repesitory. Many problems exist
in the present reporting methods of agencies currently
reporting dispositions to the Central Repository and

there are some agencies not yet attempting to report =
dispositions.
One of the major problems existing today is that .

disposition data reported by each agency on the same
individual is difficult to tie back to that individual.
Charges and even names are changed as a defendant is
processed through the criminal justice system, making
utilization by the State Bureav of Identification
impossible.




The proposed disposition reporting system will
give the needed improvement. The vehicle to be
used for reporting dispositions is the Utah Arrest
and Court Disposition Report (UACDR). This form
(see Appendix C) is initiated by the appropriate
agency when the individual defendant enters the
Utah Criminal Justice System. As the individual
progresses through the police, prosecutor, courts
and correctional agencies, disposition data will
be initiated and reported to the Central Repository
via the UACDR form.

During the past year, a Federally funded effort

has been underway in the State to establish an

Offender Based Transaction Statistics System (OBTS). The
approach to this project has been a two phase effort:
Phase 1 is disposition reporting; and Phase 2 is
statistical data reporting. The disposition report-

ing portion of the OBTS system is the disposition
reporting system ocutlined herein. However, the

system outlimed is a proposed system and has not

been implemented anywhere in the State.

The Disposition Reporting System as pnbposed has
several basic objectives which include the capability to:

. Collect final disposition information from
police, prosecutor, trial courts, appellate
courts, correctional institutions and proba-
tion and parole agencies.

. Comply with 90-day reporting requirements.

. Establish disposition control and monitor-
ing procedures.

. Collect information necessary to complete
arrest data on criminal histories for rap
sheets and other statistical type data.

. Provide statistical data to other agencies
to support at least five general areas:
planning, budgeting, monitoring, evaluation
and general research.

The basic legal authority, which establishes dis-

position reporting requirements for police, sheriff,
court clerks, judges, justices of peace and correc-—
tional agencies to the State Central Repository, is



stated in the Utah Code Annotated 1953, Title 77,
Chapter 59 (77-59-9, 77-59-11, 77-59-12, 77-59-13,
77-59-14) . These Statute sections are presented
in Appendix B.

a.

Disposition Reporting Within 90 Days

Disposition reporting is being developed as an
integral part of the Computerized Criminal
History (CCH) and Offender Based Transaction
Statistics (OBTS) system. The basic approach

to disposition reporting is through the use

of the pre-numbered three part UACDR form (see
Appendix C). The form will be generated at the
time a defendant is booked into a city or county
jail.

The UACDR form is designed to follow the defendant
through the criminal justice system from point of
arrest to final court disposition. Each agency

is responsible for reporting dispositions to UBI's
Central Repository as soon as possible, or at least
within 30 days of disposition. The form is designed
to permit handwritten completion in order to aid re-
porting clerks to expedite disposition reporting.

Each UACDR form and all sections of the form have
a preprinted Court Disposition Report number (CDR).
This number serves as a control to tie together
all actions that affect the identified defendant.
The CDR number will be used by the computer master
files as the major control for arrest and charge.

Dispositions reported to the Central Repository

will be processed, checked and entered on the
Computerized Criminal History master file via key
tape data entry devices. The ability to receive
computerized disposition reporting is another
essential built-in phase of the disposition report-
ing system. Salt Lake City, Salt Lake County,

Weber County and Utah County are presently in plan-
ning and development phases of automated disposition
reporting systems.

Computer validation and conditional checks will be
made on all disposition input. Errors will be
flagged and displayed as they are found. Conditional
checking will assure completeness, accuracy and con-
sistency of input. Audit trails will be provided

10.
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to account for all transactions processed.

Field representatives from UBI will be avail-
able for training and personal contact with
reporting agencies on a scheduled basis. Field
representatives are key factors in the success
of this reporting system. The primary duties
of field representatives will be to:

. Train reporting agency personnel in
the use of UACDR forms.

. Aid agencies in the solution of problem
areas. '

. Audit reporting procedures and ensure
accuracy.

. Follow-up on delingquent dispositions.
. Maintain control of reporting input.

. Provide assurance that dispositions
are being reported within the State's
30-day rule and LEAA's 90-day rule.

Standard procedures will be implemented through-
out the Utah Criminal Justice System to ensure
that dispositions are reported on a timely and
accurate basis. These procedures are:

. Police: The booking agency initiates the
UACDR reporting process by completing the
identification section and fingerprinting
the defendant on the first page ‘or finger-

print card portion of the form. The identifica-

tion section is carboned through to the re-
maining copies of the form, which provides

positive identification data to other users
of the form.

The pre-numbered completed fingerprint card
will be forwarded to the Central Repository
by the booking agency. This will establish
each defendant on the Central Repository's
Computerized Criminal History master file
along with initiating disposition control

and delinquent disposition monitoring forceach
arrest and charge filed against a defendant:

11




The contributing law enforcement agency
will forward the remaining copies of

the UACDR form to the court before the
defendant is to appear to answer for the
specified charges.

. Prosecutor, Trial Courts, Appellate Courts:

The next agency involved in the reporting

process is either a justice of the peace

or city clerk's office. The type of charge(s) .
and jurisdictional area are the determining B
factors. City clerks are responsible for

completing the arraignment and preliminary -
hearing portion of the UACDR form. The com-~
pleted sections will then be forwarded to the
Central Repository for processing.

If the charge is a felony or an appeal, the
UACDR form is forwarded to the county clerk
for district court cases. County clerks will
also be responsible for completing disposition
information on cases where a conviction is ap-
pealed to the Supreme Court.

Corrections, Probation/Parole: At the time

of sentencing, an official representative of
the Division of Corrections will be present

in court. The CDR number will be picked up

at that time for inclusion in the system.
Present disposition forms used by the Division
of Corrections and Adult Probation and Parole
will be utilized for reporting of disposition
information to the Central Repository.

Promptness of Reporting and Delinguent Disposition
Monitoring

The disposition repcrting system will contain a
delinguent disposition monitor program as an integral
part of the system. The delinquent disposition
monitor program will be created to flag all records
where a predetermined time period has elapsed since -
the last reported disposition. :

The delinquent disposition monitor will perform
three basic monitoring. functions:

. UBI field representatives will be notified
via a computer listing of all potentially

12 .



delinquent dispositions not yet reported
to the Central Repository. The listing
will be used to maintain control of the
system and for input follow-up.

. A criminal disposition inquiry notice will
automatically be generated and sent to
agencies holding delinquent dispositions.

. An unreported disposition monitor will
analyze each criminal history record con-
tained on the Central Repository's master
file. If charges do not contain disposi-
tion information, a flag will indicate the
lack of dispositions to anyone trying to
access the records.

Reports will be generated for use by UBI field
representatives to control, monitor, audit and
maintain the system. Statistical reports will
also be generated to produce statistical informa-
tion on: '

. How criminal justice operates in processing
defendants and how agencies and functions
relate to one another.

. How much time it takes for the criminal
justice system to process individuals.

. Who the clients of the criminal justice
system are.

Under the one-year rule relating to disposition
monitoring, criminal history record information
concerning the arrest of an individual may not be
disseminated to a non-criminal justice agency or
individual if an interval . of one year has elapsed
from the date of arrest and no disposition of the
charge has been recorded, and no active prosecu-

tion of the charge is pending. This one-year rule
does not apply in the following exceptional instances:

. Individuals and agencies pursuant to a specific
agreement with a criminal justice agency to
provide criminal justice administration ser-
vices (where the agreement sets forth certain
use conditions and sanctions for usage violations).

13



. Individuals and agencies purusant to a
specific agreement with a criminal justice
agency for research, evaluative or statis-
tical activities (where the agreement sets
forth certain conditions and sanctions for
usage violations).

State or Federal government agencies
authorized by statute or executive order
to conduct security clearance eligibility.

Individuals and agencies authorized by
court order ox court rule.

Terminal output flags will be employed and coded

on the Central Repository’s master file records to
ensure that computer terminal operators throughout
the State will not mistakenly release inaccurate
information to unauthorired sources. Each criminal
history record not having a disposition within one
year of arrest will be flagged to alert the operator
that certain segments of the criminal history record
are subject to restricted dissemination.

The Regulations do not restrict the dissemination

of criminal history information with potentially
delingquent dispositions to criminal justice agencies.
However, procedures will be implemented as part of
the delinquent disposition monitor to alert these
agencies of this potential inaccuracy.

Disposition Reporting of Arrests Occurring After

June 19, 1975

On June 19, 1975 a Statewide disposition report-

ing system was not operational. This system is
currently in the final design stage and will be
operational by October 31, 1976. Until the system

is operational, UBI staff will contact police, court,
and correctional agencies where feasible to assist
them in submitting dispositions in order that criminal
history records can be updated.

Although no formal Statewide disposition reporting
system is operational which provides for disposi-
tion reporting within 90 days after the disposition
has occurred, UBI will collect dispositions on an
interim basis. UBI will receive disposition data
for all individuals who enter or exit the State
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Prison. Also, some law enforcement agencies

send UBI a copy of the FBI disposition report
form. In both of these instances, UBI will:

match fingerprints and will update the appropriate
Central Repository records. In addition, where
individual instances arise of a need-to-know
basis, UBI will follow up with criminal justice
agencies to collect these individual dispositions
for updating the appropriate Central Repository
record. Through these interim procedures, it is
estimated that approximately 50% of all dispositions
will be recorded on the Central Repository's
records.

When the new Statewide disposition reporting
system becomes fully operational, UBI dces not
intend to research all criminal history records
to update all prior dispositions which were not

- reported. However, in individual instances of
a need-to-know nature, UBI will follow up with
criminal justice agencies to collect these dis-
positions for updating the appropriate Central
Repository record.

Repository Query Before Dissemination

LEAA Regulations Requirements: The Regulations re-
quire criminal justice agencies to query the State
Central Repository before any criminal history record
information is disseminated. The intent of LEAA is
to assure that the most recent disposition data is
being disseminated. In cases where no central
repository exists (which is not the case for the
State of Utah), the Regulations allow for certain
exempt situations when a query before dissemination
would not be required.

Present Procedures: No formal procedures, policies
or statutes exist which compel a criminal justice
agency to query the UBI State Central Repository.
However, since Utah has an operational central
repository and an on-line Statewide communications
network, most criminal justice agencies use the
State Central Repository as their primary source
for obtaining current and accurate criminal history
record information.
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Proposed Procedures: The user agreement negotiated with
each criminal Justice agency will require them to guery
the State Central Repository prior to dissemination of
criminal history records outside their own depart-

ment in order that they may furnish up-to-date
disposition data. Queries shall be made to the

Central Repository except in the following situations:

The date of arrest and/or disposition is
so recent that the Central Repository
would not have had sufficient time to add -
it to their files.

. If the disposition cannot be determined
from the on-line summary file, and the off-
line criminal history file is incapable of
providing the information in less than
eight hours, or when it is needed for arraign-
ment or bail setting.

Time is of the essence, and the Central Re-
pository is technologically incapable of
responding within the necessary time period.

Sample user agreements are presented in Appendix D.

Maintaining Accuracy of Records

LEAA Requlations Requirements:; The Regulations re-
gquire criminal justice agencies to maintain accurate
criminal history records. While this accuracy re-
quirement is related to the disposition reporting
function (e.g. the one-year rule, terminal output
flags, 90-day reporting of dispositions, etc.), it
mainly relates to the quality of all information
kept on file. The Regulations suggest that criminal
justice agencies institute procedures of data col-
lection, entry, storage and system audit to minimize
the possibility of recording and storing inaccurate
information. Also, when inaccurate information is
discovered, all criminal justice agency recipients
of the inaccurate information shall be notified. -

Present Procedures: Normal input data audit checks
and computer data validation routines are applied

to each input and output process for the computerized
criminal history record information files of the
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State Central Repository. However, it is dif-

ficult, if not impossible, to determine the extent

that acceptable data audit checks and validations

are employed by criminal justice agencies through-

out the State. No formal procedures, policies or
statutes exist which require the use of some standard
data audit procedures by local criminal Jjustice agencies.

Proposed Procedures: All criminal history informa-
tion received by the State Central Repository from
contributors will continue to be checked for com-
pleteness and accuracy. If any obvious errors are
noted or any information is lacking, the contribut-
ing agency will be contacted with a request to
provide the correct data. The identification and
arrest segments from incoming fingerprint cards will
then be prepared for computer input and will be
processed through computer data audit routines.

Data input staff will ensure through verification
that all data elements necessary to create or up-
date the computerized record are complete and
accurate. All data elements will be edited by

the computer data validation routines to ensure

that all requirements for input are met. All errors
noted will be corrected and re-entered.

In criminal justice agencies that do not have an
automated system, all arrest records will be manually
checked and verified for completeness and accuracy.
If any obvious errors are noted or any information

is lacking, the appropriate individual within the
agency will be contacted with the request to provide
the necessary information.

The accuracy of automated disposition information will be
ensured by two methods :

. Visual screening of disposition input willd
take place before input data can be entered
for computer processing. Discrepancies will
be resolved, and the audited documents will
then be processed through the system.

. Computer validation and conditional checks

will be made on all data elements either :
individually or as a part of conditional
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checking. All elements validated will
be checked for format, limit and correct-
ness.

Disposition errors will be flagged and displayed
as they are found.

Typical input data audit checks and computer data
validation routines will require that alpha fields
contain A-Z or space, numeric fields contain numeric
characters, date fields contain valid dates and

coded fields contain valid codes. Conditional checks
will assure completeness and consistency.

When it is determined that inaccurate information
appeared on a criminal history record that has been
distributed, reference will be made to the dis-
semination log toc determine who has received copies
of the erroneous information. These agencies will
be notified and furnished a correct copy of the
record. Upon furnishing a corrected copy, the dis-
semination log will be updated to indicate what cor-
rection information was sent and the date. Upon
request, an individual whose record has been correct-
ed shall be given the name of all non-criminal
justice agencies to whom the record has been given.

Dissemination from Criminal History Record Svystems
Other than the State Central Repository

LEAA Requlations Requirements: The Regulations

apply to any agency which maintains and disseminates
criminal history recorxrds. In these instances such
an agency is clearly subject to Section 524 (b) of
the Safe Streets Act and consequently, to the
general requirement in the Regulations dealing

with completeness and accuracy and disposition
reporting.

Present Procedures: Presently, various criminal
justice agencies maintain and disseminate criminal
history record information from their own internally-
developed systems. Some agencies have implemented
disposition reporting systems in an attempt to main-
tain accuracy and completeness of the information.
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However, this process is often times fragmented
within the system in that procedures have not been
developed to provide complete and comprehensive
dispositional reporting at each interim stage in
the criminal justice process. Only a small per-
centage of these dispositions are ever reported to
the State Central Repository, and problems exist
in present reporting methods of those agencies
currently reporting.

Proposed Procedures: The implementation of a State-
wide disposition reporting system will provide the
necessary mechanism for local criminal justice agencies
to maintain complete and accurate criminal history
record information. Through the Utah Arrest and

Court Disposition Reporting system, each agency is
responsible for reporting dispositions to UBI's

Central Repository no later than 30 days following

the disposition. Dispositions reported to UBI will

be processed, checked and entered on the computerized
criminal history master file via key tape data entry
devices. Computer validation and conditional checks v
will be made on all disposition input. Errors will .
be flagged and displayed as they are located. Con-
ditional checking will assure completeness, accuracy
and consistency of input. Terminal output flags will
be utilized on UBI's master file records to ensure

that computer terminal operators throughout the State
will not release inaccurate or incomplete information.
Procedures previously identified relating to restricted
dissemination and delinquent disposition monitoring
will also be in effect.

Manual file screening procedures consistent with the
Central Repository will be implemented in criminal
justice agencies where computerized systems are not

in use. These procedures will be implemented to

ensure that restricted criminal history information
maintained on a manual system is not mistakenly re-
leased to unauthorized sources. The persons responsible
for retrieval and dissemination shall visually screen
each record to check each arrest that does not have

a disposition and to see if one year has elapged from
the date of arrest and the current date. 1If ©ne year
has elapsed, then that segment of the record shall

be updated to indicate that it is subject to restricted
dissemination. The update will consist of an indicator
such as a check mark (« ).
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User agreements negotiated with each agency will
require them to query the State Central Repository
prior to dissemination of criminal history records
outside their own department in order that they
may furnish up-to-date disposition data. Agenci ..
disseminating criminal history record information
will be subject to the sanctions stipulated in the
user agreement.

Designation of individuals responsible for obtain-

ing dispositions and those in other agencies responsible
for reporting dispositions will be identified at the
time the user agreement(s) is exercised between
agencies. .

Limits on Dissemination and Agencies Authorized

Sections 20:21 (b), (c) and (d) of the Regulations
establish limits for dissemination of criminal history
record information. <Criminal history record information
may only be disseminated to the following authorized
agencies:

. Criminal justice agencies (for certain specified
uses) .

. Other individuals and agencies which require criminal
history record information to implement a statute or
executive order referring to criminal conduct.

. Individuals and agencies pursuant to a specific
agreement with a criminal justice agency to provide
criminal justice administration services (where the
agreement sets forth certain use conditions and
sanctions for usage violations).

. Individuals and agencies pursuant to a specific
agreement with a criminal justice agency for research,
evaluative or statistical activities (where the agree-
ment sets forth certain conditions and sanctions for
usage violations).

." State or Federal government agencies authorized by
statute or executive order to conduct security
clearance investigations to determine employment .
suitability or security clearance eligibility.

. Individuals and agencies authorized by court order
or court rule.
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LEAA identifies the importance of these limitations in
fulfilling the mandate of Section 524(b) of the Omnibus
Crime Control and Safe Streets Act (P.L. 93-83) to ensure
the privacy of inforfmation and to ensure that information
is used only for law enforcement and criminal justice
purposes.

Section 20:21(d) prohibits dissemination of juvenile
records to non-criminal justice agencies under most situa-
tions, except where specifically allowed under Section
20:21(b) (3,4,6). Section 20:21(c) prohibits the dis-
semination of criminal history record information about

an individual's arrest to non-criminal justice agencies
under the one-year rule, except where specifically allowed
under Section 20:21(b) (3,4,5,6).

1l. General Policies on Use and Dissemination

LEAA Requlations Requirements: The Regulations
establish restrictions on the use and disseminaticon

of criminal history record information. This informa-
tion may not be disseminated to a non-criminal justice
agency or individual if one year has elapsed from the
date of arrest and no disposition has been reported
(one-year rule) or no prosecution is pending. Use

of criminal history information disseminated to non-
criminal justice agencies is limited to specified
purposes and may not be disseminated further. Con-
firmation of the mere existence or non-existence of
criminal history records is prohibited except under
certain sections of the Regulations.

Present Procedures: Existing State statutes (see
Appendix B) limit the dissemination of criminal
history record information by UBI to criminal justice
agencies and certain other authorized -agencies. Any
such dissemination must be based upon approval by

UBI of an application. The Statute authorizes access
to UBI files and records only by UBI employees and
persons authorized by the Commissioner of Public
Safety. The present categories of individuals and
agencies authorized (police, prosecuting attorneys,.
judges, and officers of similar bureaus in other
states or countries) are not the same as the categories
prescribed in the Regulations.

Although the existing statutes meet present require-
ments, they are not fully responsive to the Regulations
requirements in that they deal only with dissemination
by UBI and do not limit dissemination by other criminal
justice agencies. However, most criminal justice
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agencies in the State use some informal (and in some
cases formal) process to restrict and limit dissemina-
tion.

Proposed Procedures: In the case of individuals and

agencies acting pursuant to a user agreement with a

criminal justice agency, the user agreement specifi-

cally identifies privacy and security terms and condi-

tions. The user agreement authorizes access to data,

limits the use of data to the purposes for which it

was given, ensures the confidentiality and security -
of the data consistent with Federal regulations,

limits liability of the State and its criminal history .
record information system, provides for renewal of the *
agreement at the end of each three-year period, pro-

vides for the destruction of disseminated information

and copies thereof once the information is no longer

needed for the purposes for which it was disseminated,

and provides sanctions for violations thereof.

A user agreement will be executed between every
criminal justice agency in the State and UBI. This
process will allow free dissemination of criminal
history record information among all criminal justice
agencies without the use of additional agreements.
Criminal justice agencies disseminating criminal
history record information to non-criminal justice
agencies will exercise a secondary user agreement (as
needed). Both of these user agreements will be re-
sponsive to the provisions previously identified.

A copy of both agreements with their specific provisions
is presented in Appendix D.

Several general policies with respect to limits on
dissemination are incorporated in this Plan. Criminal
history record information concerning the arrest of

an individual will only be disseminated to the following
agencies (as stipulated in the Regulations):

. Criminal justice agencies (for certain specified
uses) .

. Other individuals and agencies which require

criminal history record information to implement .
a statute or executive order referring to criminal .
conduct.

. Individuals and agencies pursuant to a specific
agreement with a criminal justice agency to provide
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criminal justice administration services (where
the agreement sets forth certain use conditions
and sanctions for usage violations).

. Individuals and agencies pursuant to a specific
agreement with a criminal justice agency for
research, evaluative, or statistical activities
(where the agreement sets forth certain conditions
and sanctions for usage violations).

. State or Federal government agencies authorized
by statute or executive order to conduct security
clearance investigations to determine employment
suitability or security clearance eligibility.

. Individuals and agencies authorized by court order
or court rule.

Also, criminal history record information will not

be disseminated to a non-criminal justice agency or
individual if an interval of one year has elapsed

from the date of the arrest, and no disposition of

the charge has been recorded, and no active prosecu-
tion of the charge is pending (except where dissemina-
tion is allowed under Section. 20:21(b) (3,4,5,6) of
the Regulations. '

Procedures will also apply to three operational areas
which are: juvenile record dissemination; confirmation
of record existence; and secondary dissemination by
non-criminal justice agencies. The following paragraphs
describe these procedures:

. Juvenile record dissemination: For internal
uses of juvenile records, each file checked out
to authorized persons will be recorded on a
permanent file disbursement record card main-
tained in the file and removed only when checked
out. The record card will be placed in an
alphabetical file during the time the file itself
is checked out. The alphabetical listing of
checked out files will be reviewed periodically
to locate files checked out for extensive periods.
Only the central records point of a court office
may disburse information to non-court personnel.

No information shall be provided any person unless
he is properly identified as eligible.
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No copies of any portion of the court record
or probation officer records will be made
without written permission of the clerk of
the court except as otherwise provided in the
procedures. A record of all copies made of
original documents will be made on the file
disbursement record card maintained with the
file.

External dissemination of juvenile records
will be restricted to certain agencies and
individuals who have been properly identified
as being eligible. No information will be
provided without a written release from, or on
behalf of, the juveniles involved (except in
the circumstances outlined in Appendix E).

All court and probation officer records will

be kept in a secure, restricted area of each
Juvenile Court office maintaining such records.
This area will be limited to access by authorized
staff only as determined by the court clerk. The
area, including computer terminals, will be locked
when- authorized staff are not in the restricted
area. Files checked out to authorized staff are
their responsibility and must be kept secure and
away from public view when in use. No original
court or probation officer records are to leave
the court area except with a judge holding hearings
at another location. Authorized copies of court
or probation officer records must be maintained
secure by the receiving person or agency and under
no circumstances are to be re-disseminated without
written authorization of the court.

Confirmation of record existence: No agency or
individual in any criminal justice agency in the
State will be authorized to confirm the existence
or non-existence of criminal history record in-
formation for employment or licensing checks
except in the following exceptional instances:

. Criminal justice agencies (for certain
specified users).

. Other individuals and agencies which require
criminal history reécord information to im-
plement a statute or executive order refer-
ring to criminal conduct.
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. State or Federal government agencies
authorized by statute or executive order
to conduct security clearance investiga-
tions to determine employment suitability
or security clearance eligibility.

. Secondary dissemination by non-criminal justice
agencies: Secondary dissemination of criminal

history record information provided to non-criminal
justice agencies will not be authorized. The use of
criminal history record information disseminated to
non-criminal justice agencies will be limited by

the user agreement to the purposes for which it was
given and shall not be disseminated further.

Sanctions for Individuals and Agencies

LEAA Regulations Requirements: The Regulations re-
guire that the Plan provide sanctions for violations

in the use and dissemination of criminal history

record information. These sanctions may be applied
through legislation, contractual agreements or other
appropriate methods. The intent of this regquirement

is to exercise control over all recipients of criminal
history record information, whether or not they fall .
under the Regulations.

Present Procedures: Existing State Statutes (see

Appendix B) provide sanctions for persons who willfully
give false information, withhold information, or
mishandle any records maintained by UBI. Such

sanction is a misdemeanor. However, formal sanctions
do not exist which are responsive to all elements of
the Regulations.

Proposed Procedures: All individuals and agencies

who are likely to receive disseminated criminal

history information, even if not directly subject to
the Regulations, shall be made aware of the Regulations
prohibiting unauthorized disclosure through the notifica-
tion procedure. In addition to the notification process
describing sanctions for unauthorized disclosure, sanc-
tions will be stipulated in the user agreement. The
State will enforce strict compliance with the privacy
and security requirements of the Regulations by re-
quiring all criminal justice agencies directly subject
to the Regqulations to sign and comply with the terms

of the user agreement. Upon violation of any rule,
policy or procedure by authorized individuals or
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agencies, the disseminating agency will immediately ‘
suspend furnishing any and all criminal history record
information. Only upon receipt of satisfactory assurances
that such violation did not occur or was corrected, will
the disseminating agency reinstate the furnishing of
criminal history record information. User agencies and
individuals will also be subject to a misdemeanor and/or

a fine for knowingly violating the terms of the user
agreement. It should be noted that the sanctions of mis-
demeanor and/or fine are subject to legislative approval
through the introduction of appropriate legislation.

Validating Agency Right of Access -

LEAA Requlations Requirements: WNo specific reference
to validation of agency right of access is contained in

the Regulations. However, Section 20:21(b) of the Regula-
tions does establish limits for dissemination of criminal
history record information to specific authorized agencies.
Consequently, before any dissemination is allowed, the
potential recipient must be authorized under the Regula-
tions to receive the information, and the dlssemlnatlng
agency must validate this right of access.

Present Procedures: No procedures are currently opera-
tional. However, each criminal justice agency determines
when an agency is authorized access to specific criminal
history records.

Proposed Procedures: When an agency requests informa-
tion and claims to be authorized to receive such informa-
tion pursuant to a statute, executive order or court
order or rule, the disseminating agency will review the
basis of such authority prior to dissemination.

The user agreements will also be used as a basis for
determining right of access. If an individual or agency
requesting criminal history information is not authorized
by statute or by a user agreement, access will be denied.

Present authorized agencies are listed in Appendix F, as
determined through researching the Utah Code. When the
agency requesting information is not listed as an author- .
ized agency the disseminating agency will refuse to re- -
lease information pending receipt of an opinion from the
Utah State Attorney General's Office after its coordina-
tion with the LEAA Office of General Counsel.

Notices to Agencies not Directly Subiject to _the Requlations

LEAA Regqulations Requirements: Although the Regulations
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EXHIBIT II-1 : SAMPLE NOTICE

The State of Utah has, with a combined effort of all
criminal justice agencies throughout the State, prepared a com-
prehensive Privacy and Security Plan. The Plan was written so
that policies and procedures could be set forth Statewide to in-
sure that criminal hlstory record information maintained by any
criminal justice agency is complete and accurate and that only
authorized agencies or individuals could have access to that data.
The Plan also meets Federal rules and regulations which have been
set forth governing the collection and dissemination of criminal
history information.

The Plan sets forth in detail the policies on dissemination.
Criminal history information will only be disseminated to:

- Criminal justice agencies (for certain specified users).

- Other individuals and agencies which require criminal
history record information to implement a statute or
executive order referring to criminal.conduct.

- State or Federal government agencies authorized by
statute or executive order to conduct security clearance
investigations to determine employment suitability or
security clearance eligibility.

Use of criminal history record information disseminated to non-
criminal justice agencies will be limited to the purposes for which
it was given and shall not be disseminated further.

Upon violation of any rule, policy, or procedure set forth
in the Plan by authorized individuals or agencies, the disseminat-
ing agency will immediately suspend furnishing any and all criminal
history record information. The violating agency or individual will
also be subject to a misdemeanor and/or a fine.

User agreements specifically identifying privacy and security
terms and conditions will be exercised between every criminal justice
agency in the State and the Utah Bureau of Identification (UBI).
Criminal justice agencies disseminating criminal history record
information to non-criminal justice agenc1es will exercise a
- secondary user agreement (as needed).

The Plan identifies procedures to provide for an individual's
right to access and review his or her criminal history record in-
formation to verify the record's accuracy and completeness.

A certification process is provided within the Plan stating,

the extent to which Plan procedures have been implemented and de-
tailing the steps undertaken to achieve full compliance.
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do not contain a specific reference to a notifica-
tion requirement, LEAA has interpreted Section 20:21
(c) (2) of the Regulations to require notification to
agencies not directly covered by the Regulations.

. Each disseminating agency subject to the Regulations

must give notice of the requirements of the Regula-
tions.

Present Procedures: No procedures are operational.

Proposed Procedures: Criminal history record informa- )
tion will not be disseminated to agencies not directly -
subject to the regulations unless authorized by State

statute or executive order. In those instances, a con- g
tractual agreement will be made between the disseminat- v
ing and receiving agencies stipulating privacy require-

ments of the Regulations and that sanctions will be

imposed. (See Appendix D for samples of the user agree-
ments.) All criminal justice agencies in the State of

Utah and applicable non-criminal justice agencies will
receive a notice from the Department of Public Safety
covering the overall aspects of the Regulations and of

the Privacy and Security Plan. . The notice will cover

topics such as privacy and security, dissemination, right

of access and review, user agreements and certification.
Subsequent to original notification, when any requirements ‘
of the Regulations or the Plan impact the content of the
original notice, revised notifications will be sent to

all appropriate agencies. An example of how this notice
might appear is presented in Exhibit II-1.

Audits and Quality Control

The Regulations refer to two types of audits. Section 20:21

(a) (2) refers to systematic audits (e.g. quality controls and
audit trails) . and Section 20:21(3) regquires annual audits of

randomly selected criminal justice agencies to determine the

degree of compliance with the Regulations.

1.

Systematic Audits

LEAA Requlations Requirements: Systematic audits
are required by the Regulations to minimize the pos- -
sibility of recording, storing and disseminating in-
accurate criminal history record information. The
Regulations also require that all agencies who received -
inaccurate information be notified. Implied in this
requirement is the implementation of a disposition
reporting system, delinquent disposition monitoring,
audit trails, accuracy checks, document and record
inspection and dissemination logs.
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Present Procedures: Throughout the State, vary-

ing systematic audit procedures are employed by
local criminal justice agencies. At the State
level, UBI and the State Information Systems Center
(the central computer facility) adhere to rigid
systematic audit procedures for manual and automated
processes. :

Manual and automated processes are employed by UBI

and the State Information Systems Center to minimize
erroneous inputs. Source documents are edited manually
to make sure all data fields are complete and correct.
Source documents are then coded on coding forms which
are randomly edited for accuracy. Coding forms are
key-taped for computer input and all key-taped records
are verified. All input key-taped records go through
normal software editing. Inquiries to the files are
logged only by terminal and all transactions entered
on-line are logged. All master tapes are stored in
the tape library.

Proposed Procedures: Section II A 2 of this Plan describes
the procedures to be implemented for disposition report-
ing and delinquent disposition monitoring. This section

of the Plan also describes the procedures to be implemented
to provide accuracy checks, document and record inspec-
tion and dissemination logs. At the State level, informa-
tion systems are designed and programmed by the State
Information Systems Center. As part of their standard
operating procedures, the Center employs a multi-

phase design review procedure in which the user agency

(in this case a criminal justice agency) is required to
review the design, testing and implementation of each
information system.

Through the Design Review Procedure of the State Informa-
tion Systems Center, the criminal justice agency and the
Center will review all new criminal history information
systems to determine adequacy of systematic audits. This
design review will also assure that audit trails are
sufficient to trace specific data elements back to the
source document. The design review will also certify

that audit trails exist to trace all data accesses to the
agency and location accessing the information. These pro-
visions are to be reviewed in the systems design phase,
tested at system test and reviewed at post-implementation
reviews. Prior to December 31, 1976 all existing informa-
tion systems having access to criminal history data will
undergo a similar design review and projects will be
scheduled to correct known deficiencies.
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Local criminal justice agencies will be encouraged

to employ minimum systematic audits in all criminal
history record information systems. To aid in this
effort, UBI, working with local criminal justice
agencies, will develop and distribute systematic audit
guidelines.

Annual Audits/Compliance Reviews

LEAA Requlations Reguirements: Annual audits )
(compliance reviews) are required by the Regulations -
to determine the degree of compliance with the

Regulations. Also required is the maintenance of )
appropriate records to fa0111tate this annual com- ’
pliance review process.

Present Procedures: No procedures are operational.

Proposed Procedures: The compliance review function
for all State and local criminal justice agencies

and non-criminal justice agencies (where appropriate)
will be performed by a new unit within UBI. Because
UBI serves as the Central Repository, another organiza-
tion will conduct the compliance review of the Central
Repository. It has not been determined whether this
organization will be a State agency or an independent
organization.

These procedures set forth the body of guidelines and
standards that are intended for application to audits
of all activities and functions which are a part of
this Plan -- whether they are performed by individuals
employed by State or local governments, independent .
.public accountants or others qualified to perform parts
of the compliance review work. These standards relate
to the scope and quality of the compliance review.

The individuals selected and assigned to perform the
compliance review will collectively possess adequate
professional proficiency for the tasks required herein.

In all matters relating to the compliance review work, .
the individuals and their organization will maintain a -
completely independent and professional attitude. Pro-
fessional care will be used in preparing the related
compliance reports. Consistent with the professional <
approach, the reviewers will take all precautions neces-

sary to maintain security and confldentlalnty of criminal
history record information.
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The following represents the general elements of
the audit process to be applied within the com-
pliance review program:

. The reviewer will select and audit a
representative sample of all criminal justice
agencies chosen on an unannounced random
basis. The audited agencies selected
will be considered to be functional
(police, courts, corrections, non-profit,
etc.) elements of the repository(ies) which
are the subject of the specific audit at the
time. Both manual and computerized systems
within the aforementioned agencies will be
audited.

. Emphasis in this compliance review will
be on the application of statistical sampling
techniques. In this regard, the auditor
will consider the specific number, type,
location and size of agencies and/or
elements to be audited.

.. The State compliance review staff and the
Central Repository reviewer will be responsi-
ble for preparing an annual audit plan which
will include the provisions of this Plan as
a minimum. The audit program will be sub-
mitted by the staff for review and approval
by the Utah State Commissioner of Public Safety
not later than the first day of November for
the succeeding calendar year.

. Written compliance review reports will be
submitted to the Utah State Commissioner of Public
Safety for review, approval and resolution/
clearance.

. The basic standards and procedures for com-
pliance review (audit) will be as contained
in pertinent publications of organizations
such as the Comptroller General of the United
States, Committee on Auditing Procedures of
the AICPA, LEAA and the State of Utah.
The reviewer will inspect and determine the adequacy
of internal quality controls (systematic audits) and
will determine if the agency:
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Develops implementing policies, procedures

e and techniques governing internal control
practices to insure security and confiden-
tiality.

Establishes adequate controls, uniform defini-

tions, required data and standard procedures

to prevent waste and confusion in the collection

and presentation of data, as well as assure

accuracy and reliability of data. -

. Determines the validity of reported data with
basic source data.

Employs procedures to assure that all employees
who are to handle data are appropriately in-
structed concerning the sensitive nature of
their duties and the data they handle.

On a sampling basis and by actual test of documents,
the reviewer will evaluate detailed records such as:

Application of dissemination limitations.

. Application of the individual's rights of
access rules.

. Adequacy of source documentation and records.
Adequacy of dissemination logs.
Requirements for data to support the compliance review
functions will be identified as part of the annual
compliance review program. These data requirements
will be identified for all agencies who are subject
to the requirements  for annual certification.

Security and Confidentiality

Section 20:21(f) of the Regulations requires that procedures

be implemented to maintain security (physical protection) .
and confidentiality (controls over dissemination) of criminal -
history record information. These procedures include con-
sideration of areas such as hardware, software, management, -
organization, personnel and physical security.

1. Hardware and Software

LEAA Requlations Requirements: The Regulations require
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effective and technologically advanced software

and hardware designs where computerized processes

are employed. The Regqulations (in their original
form) also require that hardware utilized for proces-
sing criminal history record information be dedicated
to criminal justice purposes. However, an amendment
to the dedication portion of the Regulations (Section
20:21(f)) is pending. This amendment would eliminate
the dedicated hardware requirement.

Present Procedures: The Privacy Act of 1974 imposes
numerous requirements upon Federal agencies to prevent
the misuse of data about individuals, respect its
confidentiality and preserve its integrity. The State
of Utah, through-.passage of SB 233 has also recognized
the importance of proper handling of data relating to
individuals.

The State presently operates a centralized computer
facility which serves all State agencies (the State
Information Systems Center). The personnel, hardware,
software and other facilities in the Center are not
dedicated to criminal justice purposes, although the
State's criminal history record information system
serving the Central Repository operates on the Center's
computer.

All criminal history input data to the Central Repository
is key entered on key-to-tape devices and audited by

UBI. 1In this case all equipment and personnel are
dedicated to criminal justice purposes.

All terminals on-line to the Central Repository's
criminal history record information system (which
operates on the State Information Systems Center's
computer) and all personnel having access to the termi-
nals are dedicated to criminal justice purposes. 1In
some cases, however, the communication lines are shared
with non-criminal justice agencies; and in some cases
the communication lines are dedicated to criminal
justice purposes.

Presently, the Center and the Central Repository employ
comprehensive security and confidentiality procedures
for all personal and computerized accesses to the Center
and its systems. Technologically advanced software and
hardware designs are employed for all computerized
processes. ‘

Proposed Procedures: The State of Utah believes that
actions taken to provide security should be determined.
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through a- risk—-assessment process. The intent
should be to reduce the security risk as much as
possible within the cost and operating constraints
of each system dealing with confidential criminal
history information. Security provisions should be
provided so a criminal justice agency can assure
that the security risks associated with its informa-
tion systems are at an acceptable level.

Security planning relating to criminal history records
falls under the broad context of general security plan-
ning for all personally identified data handled by the
State of Utah. 1In this respect the guidelines offered
in "Computer Security Guidelines for Implementing the
Privacy Act of 1974" (FIPSPUB) are considered relevant
and applicable in planning for a secure environment for
the particular case of criminal Jjustice information
systems. This publication is included as Appendix G

to this Plan. It is the State's intent to indicate that
the guidelines given therein are part of the Utah Plan
to provide a secure environment for all criminal history
record systems. In the paragraphs to follow, specific
implementation of these guidelines are described as

they apply to the Regulations.

The following software and hardware procedures will be
employed to provide for the security and confidentiality
of criminal history records throughout the State of Utah
at both the State and local levels:

-

a. General Security Provisions

Each data center at the 'State and local

levels which processes criminal history in-
formation will conduct an annual risk assess-

ment of its general facilities, hardware,

system software and management practices.

This assessment will be conducted by a representa-
tive of criminal justice and data center personnel
who are knowledgeable in security procedures . At
the State level, personnel designated by the

State Systems Planning Steering Board will also
participate. This risk assessment, along with
managerial response to each risk item and a plan
for reducing major risks, will be filed annually
with the State Systems Planning Steering Board

and the Office of the State Attorney General.
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The first general security risk assessment

at the State level will be completed prior to
April 1976 and annually thereafter. Features

of the State Information Systems Center's
present operation which pose security risks

will be addressed as resources are available.
Consideration of security features for hardware
and systems software will be included in com-
petitive bid procedures for new computer re-
sources to be conducted during the 1976 calendar
year. Provisions for criminal sanctions for
security offenses will occur when and if the
Legislature feels it is appropriate. However,
recommended legislation will be prepared prior
to the January 1977 Legislative session. Risk
assessments will be conducted at the local level
as ths Plan is implemented.

The State Information Systems Center provides
data processing services for all State agencies
and in particular provides services to UBI (who
in turn is responsible for the State Central
Repository). As a standard practice, the Center
employs a multi-phase system development procedure.
At each phase of development the user agency is
required to review and approve each phase prior
to authorizing work on the next phase of the
project. It is felt that by the following in-
clusions to the scope of work presently defined
in these Center procedures, security of future
criminal history systems can be assured to the
degree required. The following procedures are
to be added:

. In the Planning Phase a statement will be
provided by the responsible criminal justice
agency of the potential results of security
violations of the system. The degree of
security required and the operating budget
available to support special security
features will be identified, as well as
an ordered list of potential security risks.

. In the System Design Phase, a statement
will be included relating system design
features to the security risk statements.
A test plan will be outlined to test that
the security features function as designed.
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. In the System Test Phase, a special
provision will be included that the
security tests for system security
must be witnessed and signed off by
criminal justice personnel in addition
to the general sign-off on system
functional tests.

. The post-implementation review will
include a review of system security
features and a review of the risk- -
assessments. This review will be
filed with the criminal justice agency .
responsible for the system. -

Provisions for review and test of security pro-
visions for State criminal history systems under
design will be established prior to January 1,
1977. Guidelines for local system review and
security planning will be developed as this

Plan is implemented.

It is the intent of the State of Utah to provide
a secure environment for the operations of all
criminal justice information systems in advance
of the December 31, 1977 implementation deadline
stipulated in the Regulations.

Procedures for Access

The State Information Systems Center and the

State Central Repository will continue to utilize
comprehensive security and confidentiality pro-
cedures for all personal and computerized accesses
to their facilities and criminal history records..
Because adequate procedures exist at the State
level, no major additions are required to adequately
control unauthorized access.

During the implementation of this Plan, access

guidelines will be developed and distributed to
local criminal justice agencies. UBI will promul- .
gate these access control procedures on a State-

wide basis as part of their responsibility for .
Plan implementation. ' §

Dedication

The State of Utah's State Information Systems
Center employs advanced system software. Present ‘
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criminal justice systems have a fair degree

of isolation from other systems by allowing
access to data files only from authorized
terminals or by authorized individuals from

the user organization. It is anticipated

that advances in systems software in the near
future will greatly enhance the ability to
offer a virtual resource dedication to a
particular user and provide the degree of
security that was envisioned by dedicated
hardware. However, in the event that these
procedures are inadequate (as determined through
a system risk-assessment) to provide the neces-
sary degree of security for this and other
systems with equally confidential information,
it may be necessary for the State of Utah to
provide multiple isolated facilities for data
files of a confidential nature.

The use of dedicated hardware in order to

rovide a desired level of security for criminal
history records is assumed to be included as an
alternative to be considered to reduce the risk
of unauthorized access to file information from
unauthorized users. In making the determination

of adequacy of hardware/software facilities, it
would be helpful to have a definition of acceptable
levels of risk identified by LEAA and an identifica-
tion of how much resources would be made available
in the event that costly system additions were
required.

The State of Utah does not intend to follow a
policy of dedicated hardware for the sole purpose
of meeting a requirement for dedicated hardware
which is not based upon specific cost/benefit
related criteria. Also, UBI will not promulgate
dedicated hardware to local criminal justice
agencies as the only method which could be used
to provide adequate security and confidentiality
controls of criminal history record information
systems. The State will continue to build upon
its present use of technologically advanced system
software and access management procedures to pro-
vide required controls; and UBI will develop
relevant guidelines and will promulgate their use
by local criminal justice agencies.

2. Management Control and Designation of the Responsible
Agency
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LEAA Reqgulations Requirements: The Regulations re-

quire that a designated criminal justice agency have

overall responsibility for the privacy and security

of criminal history record information. This agency

would also be required to exercise certain other

controls over the hardware, software and personnel

involved with criminal history records. Such an agency
would be designated wherever criminal history record
information is collected, stored or disseminated.

However, an amendment to this requirement is anticipated. :

Present Procedures: Under present procedures at the
State level, the Department of Public Safety has the
power to veto, for legitimate purposes, which personnel
can be permitted to work in any area where sensitive
criminal justice information is stored; including the
State Information Systems Center. They do not have,
however, the power to veto personnel in the various city
or county computer centers, which may be part of the
criminal justice information system network.

At the level of the Central Repository, UBI has the
authority to assure that an individual or agency author-
ized direct access 1s administratively held responsible
for: the physical security of criminal history

record information under its control or in its custody;
and the protection of such information from unauthorized
accesses, disclosure or dissemination. The same control
is much more difficult for information not stored in the
Central Repository. The authority to set and enforce
policy concerning computer operations at the level of
State agencies is vested in the State Systems Planning
Steering Board. The authority to affect the Plan's policies
would have to be obtained from that agency under present -
Utah law.

Proposed Procedures: It is felt that the present pro-

Personnel

visions of Utah law are sufficient to provide a secure
environment at the State level. However, additional
understandings will have to be obtained in order to

assure that county and city operations are functioning =
in a secure environment. This may be obtainable through
contract agreements with the various centers involved,
which would allow for certain auditing or personnel back-
ground checks to be employed where those centers handle
criminal justice information.

i
I\

LEAA Regulations Regquirements: The Regulations require
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that a criminal justice agency will select and
supervise all personnel authorized to have direct
access to criminal history record information.

Present Procedures: At the State and local levels,

each criminal justice agency selects, supervises and
trains all personnel having direct access to criminal
history record information. In addition, it is the
prerogative of the Utah Department of Public Safety

to conduct a background check on personnel of the

State Information Systems Center who may constitute a
security risk. Persons challenged as a result of such
checks are terminated or are reassigned to low risk
areas. Access to criminal justice information systems
via terminals on-line to the Center's computer is

limited to authorized personnel who are under the control
of a criminal justice agency at the State and local levels.

Proposed Procedures: Present personnel procedures in
State and local criminal justice agencies are adequate
to ensure proper confidentiality of criminal history
record information. However, where computers are em-
ployed at the local level by a centralized computer
center, procedures similar to those employed at the
State level should be implemented. - During the Plan's
1mplementatlon, UBI will promulgate the use of such a
policy.

Physical Security

LEAA Regulations Requirements: The Regulations require
procedures to protect against unauthorized access, theft,
sabotage, fire, flood, wind or other natural or man-
made disasters.

Present Procedures: At the State level, the State In-
formation Systems Center (the central computer facility)
has a comprehensive and highly secure set of physical
security features. All operations staff who are authorized
access to the computer room may enter through one of two
doors which are activated by an electronic pass card
device. All visitors, including personnel such as the
Center's Director, programming personnel and outside
visitors, must log in and out and must be accompanied

by an authorized representative from the.Center. The
Center is protected against unauthorized access, theft,
fire, fiood and wind. The Center is fully enclosed with
no windows. All of thée Center's interior is protected.
from fire by an advanced Haylon fire detection and fire
suppressant system. Also, there is’ an emergency lighting
system.

39



Although tapes and other data files are not kept in

a fireproof wvault, they are protected from fire by

the Haylon system and are not vulnerable to theft from
outside personnel. Also, all major files have back-up
copies stored several miles away in a highly secure
and fireproof vault. The Center is presently seeking
budgetary support to add an emergency auxiliary power
system and to hire a full-time, on-site security guard.

The State does not have jurisdiction over computer :
facilities at the local level and cannot attest to the
degree of effectiveness of the physical security features

of these local facilities. However, the majority of the ¥
local computer facilities do employ comparable security
measures which run the full spectrum of highly secure

to less than secure.

Proposed Procedures: As discussed in Section II D 1

of this Plan, the State intends to develop and maintain
its security measures based upon the risk-assessment
philosophy as described. Also, the State intends to
follow the physical security guidelines contained in
"Computer Security Guidelines for Implementing the
Privacy Act of 1974" (see Appendix D). Presently, the ‘
State Information Systems Center employs fully adequate
physical security measures and no major improvements are
deemed necessary. During the course of implementing this
Plan, .the physical security features of local computer
facilities will be appraised during the risk-assessment
process for the local criminal justice agencies. Also,
UBI will promulgate the use by local criminal justice
agencies and local computer facilities of the security
and confidentiality policy guidelines developed for use
by these local agencies.

Individual Right of Access and Review

Section 20:21(g) of the Regulations provides for an individual's
right to access and review their criminal thistory record to
verify the record's accuracy and completeness. The Regulations
stipulate certain conditions regarding verification of identity,
rules for access, point of review; review mechanism, challenge,
administrative review and record correction, appeal procedures
and information subject to review. Section 20:22(b) (1) of .
the Regulations requires the access and review procedures to

be completely operational upon the due date for Plan sub-

mission (March 16, 1976).
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UBI will implement all of the access and review procedures
outlined in Section II E of this Plan. These procedures will
be effective as of March 16, 1975.

1. Verification of Idenfity

LEAA Regulations Requirements: The Regulations do
stipulate that, "upon satisfactory verification of

his identity...," any individual shall be entitled to
review any criminal history record information main-
tained about the individual. LEAA has interpreted

the "satisfactory verification" provision to mean

that fingerprint comparison is not mandatory and that
each state is free to use any approprlate verification
method.

Present Procedures: There are no uniform procedures
currently operational. However, individuals are al-
lowed to review criminal history records by:criminal
justice agencies throughout the State. Each agency
employs its own procedures for verification of identity.

Proposed Procedures: Individuals desiring to access
and review their criminal history record must present
themselves to a law enforcement agency or to UBI. An
individual must fill out an application form prescribed
by UBI. This application form is currently under
development by UBI and it is anticipated that a three-
part form will be used. If the applicant is unable to
write, someone else may complete the application form;
however, the applicant must be present at the time of
application to attest to the application's accuracy.

Before an individual views their criminal record at a
law enforcement agency, their identity must be verified
by an employee of that agency who personally knows the
individual; otherwise, it must be verified by a finger-
print match or by another method approved in advance by
the Director of UBI. If an individual comes to UBI
to view his criminal record, verification of his identity
by fingerprint match will be the only acceptable ‘inethod.
In cases where an individual is physically incapable of
giving fingerprints, verification of identity may be by

_other methods approved by the Director of UBI. All

- fingerprint matches must be made by a technician certi-
fied by UBI as one quallfled in fingerprint comparison.

bearing plain impressions of one hand, must be forwarded

mf to UBI for comparison and certification of identity.
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UBI will make the fingerprint comparison and certify
when the fingerprints match. If the certification
states the fingerprints match, the applicant may then
see the record; otherwise, the applicant will not be
authorized to see the record. UBI will return the ap-
plication to the law enforcement agency.

Rules forxr Access

LEAA Requlations Requirements: Rules for access are .
not identified in the Regulations, although LEAA has
interpreted the Regulations to require the development .
of written rules which set forth the procedures for -
access and review. These rules must be made publicly
available such as by publication or by distribution of
pamphlets.

Present Procedures: No uniform procedures are opera-
tional. However, criminal justice agencies throughout
the State apply their own rules for allowing access to
criminal history record information.

Proposed Procedures: The procedures for an individual
to access and review their criminal history record will ‘
be printed by UBI and distributed to all criminal justice
agencies and other selected non-criminal justice agencies
within the State. The distribution will also include

a supply of forms to be filled out by the applicant.

UBI will print posters announcing the individual's right
of access and review and outlining the procedures to be
followed. The posters will be distributed to all criminal
justice agencies and selected non-criminal justice
agencies with a request that they be posted in locations
most convenient for the public to see them. Formal public
notification of an individual's right of access and review
and the procedures to follow will be accomplished through
Utah's Administrative Rule Making process in accordance
with Utah Code Annotated 1953 as amended, Title 63,
Chapter 46 - Administrative Rule Making. This process
requires that certain specific steps be taken to implement
new rules.  These include steps such as filing an official
record of the rule, making the rule available for public
inspection and allowing public opinions about the rule
prior to adoption of the rule. Upon official adoption of .
the rules for access, a news release will be prepared and
included with a request that it be publicized on March 1le6,
1976.

Point of Review and Mechanism
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LEAA Requlations Requirements: The Regulations pro-
vide for review "without undue burden to either the
criminal justice agency or the individual." LEAA has
interpreted this to mean that the individual bears the
burden of justifying his need for a copy of his criminal
history record for challenge purposes. If a copy is
provided, a fee may be charged which covers actual copy
making costs.

Present Procedures: No uniform procedures are opera-
tional. However, individuals presently are allowed to
review criminal history records at most criminal justice
agencies throughout the State where criminal history
records are maintained.

Proposed Procedures: An individual may appear in person
at any law enforcement agency or UBI and apply to access
and review his criminal history record at any time during
normal day time working hours or as specified by that
agency. The individual must f£ill out .the application
form prescribed by UBI and pay the prescribed fee. The
applicant will be provided a receipt. If the record
access and review can be accomplished at that agency the
fee shall be an amount set by it. The money shall be
accounted for by a method according to local accounting
policy. If the access and review is accomplished at

UBI the fee is $10.00 which must be promptly deposited
in the State Treasury and credited to the General Fund.

If the law enforcement agency does not have the individual's
complete record to review, the application and a $10.00

fee will be forwarded to UBI where identity will be veri-
fied by fingerprint match. At the discretion of each

law enforcement agency, they may charge an additional
service fee.

Upon receiving an application,UBI will review the subject's
record to determine if it is accurate and complete. If

it appears that all dispositons are not reported, UBI

will follow-up as necessary to obtain the required dis-
positions which will be recorded on the individual's
criminal history record. When a complete and accurate
record is available, a copy of the record and the applica-
tion form will be returned to the requesting agency.

If the prints on the application form do not match with
those in the requested record, only the application form
will be returned to the requesting agency.

Upon request, the individual will be provided a copy of
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his criminal history record. 1If the copy is for
challenge purposes the law enforcement agency will
follow the challenge procedure described in Section
IT E 4 of this Plan.

If the law enforcement agency has the ability to provide
a copy of an individual's record at the time of applica-
tion, and a copy is required, an immediate copy will be
provided. Otherwise, the individual will have to wait
for UBI to send a copy to the law enforcement agency.

Challenge

LEAA Regulations Requirements: The Regulations identify

an individual's right to challenge the accuracy and
completeness of the individual's criminal history

-record.

Present Procedures: No uniform procedures are

operational.

Proposed Procedures: If an individual challenges the

accuracy or completeness of their record, the person
must so indicate on that portion of the application ‘
form provided for challenge. The individual must state
the nature of the disagreement and give a correct version
of their record and explain why they believe their
version to be correct. It is assumed that the individual
will have already obtained a copy of their criminal
history record for this purpose, and that the copy of

the record has been stamped to indicate it is for review
and challenge only. This notification will also indicate
that any other dissemination or use is in violation of
State rules and regulations and/or State and Federal law.
A copy of the challenged application form will be sent

to UBI, a copy will be given to the individual, and the
law enforcement agency will retain the original copy.

Upon receipt of the challenge, the criminal justice agency
will review the individual's statement. If it is deter-
mined that the criminal history record should be correc- .
ted, appropriate steps will be taken by the criminal just: -
agency to cause the official record to be corrected.
After correction, the individual will be required to re-
view the corrected record without additional cost to the
individual and attest in written form that the record is
now correct and to retract the challenge status. Also,

a corrected copy will be sent to any other agencies who
have received an incorrect copy of the individual's recor

44



If the criminal justice agency disagrees with the
individual's challenge and will not correct the record,
the individual must then follow the administrative re-
view procedure described in Section II E 5 of this Plan
to effect a correction of their record.

Administrative Review and Record Corrections

LEAA Regulations Requirements: The Regulations require
the establishment of procedures for administrative re-—
view and correction of inaccurate information claimed
by an individual.

Present Procedures: No uniform procedures are operational.

Proposed Procedures: An Administrative Review Board
wiil be appointed by the State's appointing power. The
membership of the Board and the tenure of the Board will
be determined by the State's appointing power.

In the event a criminal justice agency refuses to cor-
rect the challenged information, the individual will
have the right to an administrative review by making a
written request. The review shall take place within 30
days of the Board's receipt of the administrative review
request. E

The Board will complete an audit of the individual's

record sufficient to determine the accuracy of the chal-
lenge and will forward a written report to the contribut-
ing agency and the individual. Should the audit disclose
inaccuracies or omissions in the official record, the
criminal justice agency will be required to cause appropriate
alterations or additions to be made. The Board will pro-
vide written notice of its actions to .UBI and the individual
and UBI will be required to correct the Central Repository
record. Any other agencies to which the criminal history
record has previously been disseminated will be forwarded

a corrected copy by UBI. .

If the written report of the audit indicates no errors

or omissions and the individual still holds to his chal-
lenge, they may appeal in writing, following the procedure
described in Section II E 6 of this Plan. ‘
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6.

Appeal

LEAA Requlations Requirements: In cases of conflict
between an individual and a criminal justice agency
who refuses to correct the individual's challenged
criminal history record, the Regulations require
formal appeal procedures.

Present Procedures: ©No uniform procedures are
operational. .

Proposed Procedures: If the Administrative Review

Board upholds the position of a criminal Jjustice

agency and agrees that an individual's criminal history
record is correct, and the individual still believes
their record to be incorrect, the individual has one
final administrative step he may follow. The in-
dividual may appeal the Board's decision in writing to
the Commissioner of Public Safety. The appeal will be
conducted in accordance with the State Uniform Hearing
Procedures rules as written by the Utah Attorney General
in accordance with Section 63-46-11, Utah Code Annotated
1953. The appeal will be conducted within 30 days of the
Commissioner of Public Safety's receipt of the written ‘
request for appeal and the findings of the Commissioner
will be final. Prior to March 16, 1976 the Commissioner
of Public Safety will request instructions from the Utah
Attorney General which describe the mechanics of the
actual steps in the appeal process.

If the results of the appeal are in favor of the in-
dividual, the Commissioner of Public Safety will require
that the criminal justice agency cause appropriate al-
terations or additions to be made. The Commissioner

will provide written notice of his actions to UBI and

the individual and UBI will be required to correct the
Central Repository record. Any other agencies to which

the criminal history record has previously been dis-
seminated will be forwarded a corrected copy by UBI.

If the appeal upholds the decision of the Administrative’
Review Board, the Commissioner will notify the criminal
justice agency, the individual and UBI of his findings. -
If the individual still wishes to arbitrate this final
decision, the individual will have to pursue legal action -
through the courts.

Correction

LEAA Requlations Reguirements: The Regulations require
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that all criminal justice agencies receiving an

incorrect criminal history record be notified when
incorrect criminal history record information is dis-
covered; this requirement does not pertain to non-
criminal justice agencies who received the incorrect
information. However, Section 20:21(g) (4) provides

that an individual may request a list of all non-criminal
justice agencies who received the incorrect information.

Present Procedures: No formal procedures are opera-
tional. However, UBI and criminal justice agencies
presently cooperate to the maximum extent possible in
the correction of inaccurate criminal history records.

Proposed Procedures: Upon receipt of an official writ-
ten communication directly from the criminal justice
agency which contributed the original information or
upon direction from the Administrative Review Board or
from the Commissioner of Public Safety, UBI will make
any correction or additions necessary to comply with
the official record. When a criminal justice agency
(other than UBI) receives official written communica-
tion directly from the Administrative Review Board or
from the Commissioner of Public Safety, the criminal
justice agency will make any required correction or
additions to the record. This process will also be
followed upon court order.

A copy of the corrected record will be sent to all
agencies who have previously been furnished a copy.
Upon request, the individual whose record has been
corrected will be given the name of all non~c¢riminal
justice agencies who received a copy of the incorrect
record.

If any criminal justice agency discovers that they have
submitted incorrect criminal history data to UBI, they
will immediately forward the correct information to UBI.
UBI will correct its records and furnish the correct
record to any agency previously receiving an incorrect
copy of the record.

As UBI carries out its responsibility as the Central
Repository and discovers that an error has been made,
the record will be corrected. A corrected copy of the
record will be furnished to any agency previously re-
ceiving an incorrect copy of the record.
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8. Information Subject to Review

LEAA Regqulations Reguirements: The Regulations limit
the information an individual may review about the
individual's criminal history. An individual may not
have access to criminal history record information con-
tained in "intelligence, investigatory or other related
files and shall not be construed to include any other
information than that defined by (Section) 20.3(b).
This means that an individual may review information -
related only to the fact, date and results of each
stage of the criminal justice process through which the
individual passed.

Present Procedures: Present statutes do not provide
for any information to be subject to review.

Proposed Procedures: An iudividual's right of review
extends only to criminal hisitory record information con-
cerning them. Therefore, an individual will be limited
to a review of the fact, date and results of each formal
stage of the criminal justice process through which they
passed to ensure that such steps are completely and ac-
curately recorded. Legislative or executive action is
required to implement this procedure.

Certification Statement

Section 20:22 of the Regulations requires that the State pro-
vide a certification with the Plan's submission that action
has been taken to comply with the Plan's procedures to the
maximum extent feasible. Section 20:23 requires certifications
to be submitted to LEAA in December of each year to update the
prior year's submission. Although the Regulations require all
features of the Plan to be fully operational by December 31,
1977, a state may make written application for an additional
period of time to fully operationalize the state plan. 1In

the case where such an extension were granted, the annual
certifications are still required. The Regulations identify
the specific components which must be included in the certifi-
cation. At a minimum, the certification must state that the
procedure for access and review under Section 20:21(g) of

the Regulations are fully operational.

"

1. Applicable Criminal Justice and Non-Criminal Justice
Agencies

LEAA Requlations Requirements: The Regulationz do not
specifically require the identification of these agencies: _
however, such identification is implicit in the require-
ment to conduct the certification process.
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EXHIBIT II-2 : SUMMARY OF CERTIFICATION
APPLICABILITY CRITERIA DETERMINATION SURVEY

Qency Total Number of Agencies Totals and
T In Each Applicability Criteria Category Percentages
‘ Total Total % )
] [} i
= d_Rec d}
Offices 4 2 100.0
Police
Depts. 21 | 4 3 7 40| 1 6 || 154 85 | 55.2
Justices
of the
Peace 40 7 1 1 6 1 180 64 35.6
'City
Courts 3 1 3 1 2 15 10 66 .7
"County
Clerks 9 2 2 4 5 29 22 75.9
City and
County
Attorneys| 15 | 3 7 | 4| 4 1| ss | 34 s8.6
State
Agencies 1 1 1 1 1
Grand
tal dl 89 21 ] 11 {120 (20 | 75 3
Summary
Tota i 121 118 13
. —— -
) SUMMARY ANALYSES
Total Number of Agencies Totals and -
By Applicability Criteria Grouping Percentages
TYPE 1 -3 1
Totally
OF Unaffected 4 - 8 9 - 13
by LEAA Only Require Require Total{ Total] % 1
ANALYSES Regulations ;ﬁUser Agreements || Certification Sent { Rec'djRec'd|
Total ‘
Agencies 473 252 53.3 |
i 121 118 13 ' . '
r_Agen01es A :i
"Received as
a % of Total
. Sent 25.6% 24.9% 2.8% 473 | 252 [ 53.3
Received as
a % of Total ;
Received 48.0% 46.8% 5.2% 252 J100.0

»
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Present Procedures: Comprehensive certification
procedures are operational.  These procedures were
developed concurrently with the Plan's development
to meet the Regulations' certification requirement.
The following are summarized statements of the pro-
cedures used to conduct the certifications:

. A list of all applicable agencies was
developed (see Appendix H).

. A procedure was developed to determine the
extent the Regulations affect an agency
and the degree of certification necessary
(see Appendix I).

A certification applicability criteria deter-
mination survey form and letters of explana-
tion were developed for mailing to all agencies
identified in Appendix H (see Appendix J).

All respondents to the survey, also noted in
Appendix H, were then applied to the Appendix I
procedure to determine which agencies were un-
affected by the Regulations, required user
agreements or required some form of certifica-
tion; a checklist was used for this purpose

to evaluate all survey respondents (see
Appendix H).

A determination was made of the extent an

agency had to comply with each element of the

Plan on the basis of the agency's response to

the survey. It is possible for an agency to
require one of five certifications as presented

in Appendix K. The "X" or "C" in a column opposite
the Plan's procedures definition indicates

under each certification process the extent

of compliance required.

. The results of the survey were summarized to
allow for overall appraisal of the require-
ments for certification. Based upon this -
analysis, and a trial certification, the total *
certification work effort was determined. These
results are presented in Exhibit II-2.

. The actual certification procedure involved
on-site visitations to all agencies requiring
certification. During these on-site visits
the person conducting the certification deter-
mined the accuracy of the agency's responses ‘
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to the original survey to be positive of
the certification process reguired. Once
the precise certification process require-
ment was determined, the certification
was completed follow1ng the procedure pre-
sented in Appendix L.

The Agency List/Certification Process Requirement check-
list contains a comprehensive list of each c¢riminal
justice agency in the State with an indication of each
agency who responded to the applicability determination
criteria survey (see Appendix H). A determination was
made that the agencies identified in Appendix H as
requiring certification were, in fact, the only agencies
requiring certification.

One hundred percent response to the survey was received
from only State agencies and County Sheriff offices.

Of the Police Departments who did not respond to the
survey, it was determined that none of those remaining
would require certification because they are all one-
man type departments who would not fall into a certifica-
tion category. Of the Justices of the Peace who did not
respond to the survey, it was determined that none of
these remaining would require certification because those
who responded were a representative sample and none who
responded required certification. Of the court agencies
who did not respond to the survey, it was determined
that none of those remaining would require certification
because those who responded were a representative sample
and none who responded required certification. Of the
city and county attorneys who did not respond to the
survey, it was determined that none of those remaining
would require certification because those who responded
were a representative sample and none who responded re-
quired certification (with the exception of the Salt
Lake County Attorney who is a terminal site).

There are thirteen agencies throughout the State with
on-line terminal capability. All of these agencies'
responses to the survey placed them in a certification-
required status.

The same -basic procedure will be used to conduct the
annual certifications. However, refinements in the Dro—
cedure will be developed as approprlate. :

Proposed Procedures: The procedures developed as
described above will continue to be used. Further
development of these procedures is not required.

3
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2. Certification Checklist for the State Central

Repository

LEAA Regulations Requirements: The Regqulations do

not contain a specific reference to a checklist.
However, the Regulations do require "an outline of

the action which has been instituted." LEAA has
interpreted this requirement's intent can be fulfilled
through the use of a checklist as a feature of the
certification process.

Present Procedures: Following the Master Certifica-

tion Elements identified in Appendix K, the Central ]
Repository was certified following the certification -
procedure for the Central Repository as defined on

the form/process identified in Appendix L.

The actual certification procedure used was as
follows:

. A small Certification Team of State person-
nel from the Department of Public Safety
were trained in the methods of the certifica-
tion form/process identified in Appendix L.

The Certification Team were provided copies
of this Criminal History Privacy and Security
Plan and familiarized themselves with the
elements of the procedures outlined in the
Plan.

. The Certification Team then made an on-site
visitation to the Central Repository (UBI)
and completed the Central Repository certifica-
tion form/process form. A copy of this com-
pleted form is contained in Appendix N.

. The signature of the head of the Central
Repository was obtained to formalize the
certification and to signify the extent that
the procedures in the Plan have been imple-
mented in the State.

The same basic procedure will be used to conduct the X
annual certifications. However, refinements in the -
certification procedure and the certification form/

process form will be developed as appropriate.

Proposed Procedures: The procedures developed as
described above will continue to be used. Further
development of these procedures is not required.
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Certification Checklists for Other Agencies

LEAA Regulations Requirements: The Requlations do
not contain a specific reference to a checklist.
However, the Regulations do require "an outline of
the action which has been instituted.” LEAA has
interpreted this requirement's intent can be ful-
filled through the use of a checklist as a feature
of the certification process.

Present Procedures: Following the Master Certifica-
tion Elements identified in Appendix K, each criminal
justice agency listed in Appendix J who fell within
the nine through thirteen certification applicability
criteria range was certified following the certifica-
tion procedures as defined on the form/process identi-
fied in Appendix L.

The actual certification procedure used was as follows:

. A small Certification Team of State person-
nel from the Department of Public Safety
were trained in the methods of the certifica-
tion form/process identified in Appendix L.

. The Certification Team were provided copies
of this Criminal History Privacy and Security
Plan and familiarized themselves with the
elements of the procedures outlined in the
Plan. o

. Each member of the Certification Team was
assigned a group of criminal justice agencies
to certify and a visitation date was scheduled
in advance with each agency.

. 7"Prior to visiting each criminal justice agency,
““these agencies were contacted to verify the
accuracy of the agencies' responses to the
original certification applicability criteria
determination survey; also, these responses
were again verified during the Certification
Team's on-site visits.

. The certification procedures were tested in a
selected criminal justice agency to refine the
forms and prcoccedures prior to final procedure
implementation.
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The Certification Team then made on-site
visitations to each criminal justice

agency requiring certification and completed
the certification form/process form. A copy
of each of these completed forms is contained
in Appendix N.

. The head of each criminal justice agency sig-
naturized the certification form/process
form for their agency to attest to the ac-
curacy of the certification.

The same basic procedure will be used to conduct the
annual certifications. However, refinements in the
certification procedure and the certification form/
process form will be developed as appropriate.

Proposed Procedures: The procedures developed as
described above will continue to be used. Further
development of these procedures is not required.

Legislation Dealing with Plan Compliance

LEAA Requlations Requirements: The Regulations require
a description of any legislation, executive order or
other action taken to obtain authority to comply with
the Regulations.

Present Procedures: ©No legislation is pending rela-
tive to Plan implementation. The next Legislative
session for this purpose will not begin until
January 1977.

Proposed Procedures: Many of the procedures and
policies in this Plan can be implemented within the
framework of existing laws and authorities. How-
ever, some features in the Plan will require
legislation and/or Executive orders to implement

the Plan. During the initial months c¢f the Plan's
implementation, these legislative and gxecutive
requirements will be defined in detail prior to the
1977 Legislative session. Where possible, Executive
actions will be taken prior to January 1977.

Other Legislation/Executive Orders for Non-Criminal
Justice Users for Dissemination of Criminal History Data

LEAA Requlations Requirements: The Regulations require
an identification of all non-criminal justice dissemina-
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ticn authorized by existing legislation. This
identification should include the specific
categories of non-criminal justice agencies or
individuals, the specific purposes or uses of
disseminated information and citations of the
statutory or executive orders.

Present Procedures: A review was conducted of
existing State statutes to determine if any
authority exists which provides for or prohibits
dissemination of criminal history record informa-
tion to non-criminal justice agencies. It was
determined that no statutory reference is made

to dissemination of criminal history record in-
formation to non-criminal justice agencies.

Proposed Procedures: No additional work is re-
quired to document this area of existing authority
dealing with non-criminal justice dissemination.

Progress Toward Problem Resolution

LEAA Regqulations Requirements: The Regulations re-

quire a description of the action which has been
taken by the State to achieve the development of
complete and accurate criminal history record in-
formation. These actions would include the steps
taken to overcome any fiscal, technological or
administrative barriers. A major:- portlon of this
description will relate to the action the State has
taken to implement a disposition reporting system.

Present Procedures: Legislative actions can be
taken in January 1976 to solve the fiscal problems
for UBI to start Plan implementation. The Depart-
ment of Public Safety is seeking an augmentation
to their 1975-76 budget to provide some initial
staffing within UBI to begin Plan implementation.
Also, the Department has included additional new
positions in thelr 1976-77 budget which is pendlng
approval by the’ Leglslature in January 1976.

The State is in the process of implementing a dispos{—
tion reporting system which is planned for Statewide ‘
implementation by October 1976. A disposition report-
ing form is being developed (see the Utah Arrest and
Court Disposition Report contained in Appendix C)
that will follow a defendant through the judicial
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process and report disposition information to the
Central Repository as the defendant passes through
the criminal justice system. This system will be
fully responsive to the requirements in the Regula-
tions. Also, the right of access procedures will
be operational by March 16, 1976.

No other actions have been taken by the State or by

local criminal justice agencies toward problem resolu-

tion. However, as soon as the additional UBI staff :
are hired (assuming the budget request is approved
by the Legislature) the Plan's implementation will
be aggressively pursued.

Relevant Statewide Criminal Justice System Standards and

Goals

The Regulations do not specifically require procedures
regarding these privacy and security standards and goals.
However, the Utah Council on Criminal Justice Administration
has formally adopted specific Criminal Justice System standards.
Certain of these standards are relevant to the requirements

and recommended procedures contained within the Regulations.

Within the Privacy and Security standards, minimum acceptable ‘
levels of system security and privacy protection are es-
tablished. These standards provide for legislation to:

support the security and privacy consideration of criminal
justice information systems; limit access and dissemination

of information; provide for the right of information review

and corresponding procedures; classify data; provide security
precautions; and define what information is available for
research from the system. The issues of quality of data,
completeness and accuracy of data, and separation and isola-

tion of the complete criminal justice file are addressed in

the standards on operations. Technical system design standards
establish: appropriate communication levels among criminal
justice agencies in relation to standard data elements;

specific program language requirements; and resources to assure
adequate teleprocessing capabilities. Implementation strategy
standards address the issues of establishing statutory author- -
ity and administrative action in the planning, development, -
coordination, and operation of State level information systems.

Listed in Appendix M are the relevant Utah standards, a nar-
rative on current status and comments of each, and the im-
plementation methodology. Implementation of these selected
standards will assist the Statewide effort directed toward
achieving full compliance with the Regulations.
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ITI. SCHEDULE OF MAJOR MILESTONES

This section describes the timetable and major milestone
events in bringing all agencies into compliance with the Regu-
lations. The approach used is a schedule of major action steps
to be taken displayed over time which result in major milestone
events. This Action Plan and Schedule is presented in Exhibit
ITI-1.

The certification forms for each criminal justice agency
who require certification provide for an estimated date for each
of the relevant procedures in the Privacy and Security Plan to
be fully operational in each agency (see Appendices N and O).

This date is indicated whenever a criminal justice agency could
make a specific commitment to operaﬁionalize the Plan's procedure;
where a date 1s not indicated the agency was unable, at this time,
to6 make a specific implementation commitment because of the con-
straints now present. A December 31, 1977 date could have been
used in these constraint situations, but it will be more valuable
to the Plan's implementation to know exactly where Plan implementa-
tion problems exist.

The major tasks required to implement the Privacy and Security
Plan on a Statewide basis are listed in Exhibit III-1. The mile-
stones resulting from these taéks, which are related to Privacy
and Security Plan implementation, are also identified in Exhibit

ITI-1. It is important to point out that the Exhibit III-1 Action
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Plan incorporates the work activities necessary to implement

the Privacy and Security Plan throughout the State; not limiting
implementation to just those criminal justice agencies who are
subject to the Regulations.

The Action Plan provides for an identification of the time
period (month or year) for conducting each of the major tasks
and the target date for each milestone. This schedule informa- -
tion is indicated on the Action Plan wherever it was possible to
identify when these events could actually be executed; where this
schedule information is not indicated it was not possible, at this
time, to make a specific schedule commitment because of existing
constraints or other unknowns. When implementation of the Privacy
and Security Plan begins, these scheduling unknowns and constraints‘
will be analyzed and the Action Plan will be refined and presented

in complete detail.
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ACTION ACTIVITY

EXHIBIT III-1:

ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

PAGE 1 OF 7 PAGES

11’76

76 1 '77 , '77
No. Description Mar| Apr | May] Jun| Jul | Aug | Sep |Oct | Nov |Dec | Jan |Feb | Mar [ Apr | May {Jun |Jul ] Aug [Sep ] Oct | Nov | Dec Milestone Events
f
1 COMPLETENESS AND ACCURACY
F 1. March 16, 1976 : State Central
1.1 ] Formally designate UBI as — Repository fully operational
] the State Central Repository
s 2, July 31, 1976: User agreements
1.2 | Develop detailed procedures executed between all appropriate
for the Disposition Reporting parties
System
3. October 31, 1976 : Disposition Report-
i.3 { Develop detailed procedures ing System fully operational
for the Delinquent Disposi-
tion Monitor program 4. March 31, 1977 : Delinquent Disposi-
tion Monitoring procedures fully
.. 4 | Develop disposition reporting operational
and delinquent disposition
monitoring guidelines for 5. December 31, 1977 : Procedures for

1.5

1.6

1.7

criminal history record sys-
tems in use in criminal
justice agencies other than
the Central Repository

Refine the user agreement
form

Execute user agreements
between the Central Re-
pository and every criminal
justice agency in the State

Execute user agreements
between the Central Re-
pository and authorized non-
criminal justice agencies

Advise criminal justice
agencies of the requirement

~for their executing user

agreements with authorized

maximizing the completeness and ac-
curacy of record dissemination are
fully operational
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PAGE 2 OF 7 PAGES

EXHIBIT III-1: ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

ACTION ACTIVITY

176
Mar

l76

Dac

'77

Jan

'77

Description Dec

Apr | May| Jun| Jul | Aug | Sep j0Oct | Nov Feb | Mar | Apr | May |Jun |Jul JAug |Sep| Oct | Nov Milestone Events

non-criminal justice agencies
as required

Implement the Disposition Re-
porting System and the Delin-
quent Disposition Monitor
program

Implement other Plan proce-
dures required to maximize
the completeness and accuracy
of disseminated criminal
history record information

Enact legislation and/or issue
executive orders as required
to fully implement all Plan
procedures dealing with
Completeness and Accuracy

LIMITS ON DISSEMINATION

1. December 31, 1976 : Notices sent to all

State and local criminal justice agencies

Develop detailed procedures
for criminal justice agencies 5.
to limit criminal history ,

record information dis-

December 31, 1977 : Procedures
which limit dissemination to authorized

semination

Develop, detailed procedures
for criminal justice agencies
to validate an agency's right
of access

Prepare and distribute

'notices to all criminal
~ justice agencies and to ap-

propriate non-criminal
justice agencies

agencies are fully operational
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ACTION ACTIVITY

EXHIBIT III-1:

ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

PAGE 3 OF 7 PAGES

No.

Description

176
Mar

Apr

May

Jun

Jul

Aug

Sep

Oct

Nov

176

Dec

'77

Jan

Feb

Mar

Apr

May

Jun

Jul

Aug

Sep

Oct

Nov

7

Dec

Milestone Events

2.

2.

3.

3.

5

3.3

5

Define specific sanctions and
develop any required drafts

of legislation and/or executive
orders

Enact legislation and/or
issue executive orders as re-
quired to fully implement all
Plan procedures dealing with
Limits on Dissemination

AUDITS AND QUALITY CONTROL

Select organization who will
conduct the annual Regulations
compliance review of the State
Central Repository

Develop detailed compliance
review/audit program and
procedures

Implement new Design Review
Procedures required for in-
corporation of systematic
audits in all State criminal
history record information
systems

Develop systematic audit
guidelines for distribution to
local criminal justice agencies

Conduct annual Regulations
compliance review/audit of

State Central Repository

August 31, 1976 : Staff hired and
organizational framework implemented
for conducting annual Regulations
compliance review

December 31, 1976 : Systematic”audit
methodoligies are employed in all
existing and new State Criminal
History Record Information Systems

January 2, 1977 : Begin to conduct
annual Regulations compliance reviews /
audits ’

October 31, 1977 : Develop and im-
plement a program to assist local
criminal justice agencies in the ap-
plication of systematic audit methodolo-
gies for Criminal History Record In-
formation Systems '
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ACTION ACTIVITY

PAGE 4 OF 7 PAGES

EXHIBIT III-1: ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

176 '76 | 177 J |
No Description nHar Apr | May} Jun| Jul j Aug | Sep |Oct | Nov |Dec | Jan |Feb | Mar | Apr | May |Jun |Jul | Aug {Sep | Oct | Nov | Dec}f Milestone Events
3.6 | Conduct annual Regulations
compliance review/audit of
selected local criminal justice
agencies
3.7 | Enact legislation and/or issue

4.4

executive orders as required
to fully implement all Plan
procedures dealing with Audits
and Quality Control

SECURITY AND CONFIDENTIALITY

Define the security and con-
fidentiality risk-assessment
methodology to be employed
at the State and local levels

Define specific State oriented
security and confidentiality
policies as derived from the
FIPSPUB guidelines (See
Appendix G of the Plan)

Develop security and confiden-
tiality policy guidelines for
distribution to local criminal
justice agencies (as derived
from the FIPSPUB guidelines)

Select several local criminal
justice agencies who would
volunteer to implement the
security and confidentiality
policies on an experimental
basis

i

1., March 31, 1976 : Develop a security
and confidentiality risk-assessment
analysis for Criminal History Record
Information Systems at the State and
local levels

2. ¢ Specific security
and confidentiality policies are im-
plemented for the State Central Re-
pository, State Information System
Center, and remote criminal justice
terminal sites

3. © Develop security
and confidentiality policy guidelines for
local criminal justice agencies and be-
gin Statewide implementation on an
experimental basis in selected pilot
agencies

4. December 31, 1977 : To the extent
feasible, procsdures are fully opera-
tional which provide security and
confidentiality of Criminal History
Record Information




PAGE 5 OF 7 PAGES

EXHIBIT III-1: ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

ACTION ACTIVITY

1]'76 ' '76 | '77 '77‘[

Description Mar| Apr | May| Jun| dul | Aug | Sep |Oct |Nov |Dec | Jan |Feb | Mar | Apr | May {Jun HJul fAug |Sep | Oct Nov |Dec Milestone Events

.
(923

Evaluate the results of the
experimental program

As determined to be appro-
priate, continue to promul-
gate the implementation of
security and confidentiality
policies on a Statewide basis

Conduct the annual risk as-
sessment for the State
Central Repository

Assist local criminal justice
agencies who have computer
facilities with the preparation
of annual risk assessments

Enact legislation and/or issue |
executive orders as required
to fully implement all Plan
procedures dealing with
Security and Confidentiality

RIGHT OF ACCESS AND REVIEW

Develop proposed detailed e 77\1‘976 o e, Telly
D e L - operational tu allow an individual to

\ . and exercise their right of access and
review fol}omng .the guidelines review of criminal history record
contained in Section II E of information
the Plan 3 |

Execute the required Rule
Making process prior to
formal adoption of the access
and review procedures
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ACTION ACTIVITY

EXHIBIT III-1:

MONTH/YEAR OF ACTION ACTIVITY

ACTION PLAN AND SCHEDULE

PAGE 6 OF 7 PAGES

No.

ﬂl76
Mar

Description

Apr

May

Jun

Jul

Aug

~ o

Sep

Oct

176

Dec

'77 L

Nov Jan jFeb | Mar | Apr | May jJun

Jul

Aug

Sep

Oct

Nov

1

Dec

Milestone Events

5.3

5.4

5.5

6.1

6.2

6.3

6.4

Distribute final, approved
access and review procedures
and forms to all criminal
justice agencies and other
selected non-criminal justice
agencies

Print and distribute announce-
ment posters

Prepare and circulate news
release for publication on
March 16, 1976

Enact legislation and/or issue
executive orders as required
to fully implement all right

of access and review pro-
cedures on March 16, 1976 h

CERTIFICATION

Review original certifications
submitted with the Plan to
identify requirements for
follow-up certifications

If required, refine the original
certification forms and
procedures

Conduct annual certifications

Identify any special problems
relative to fill Plan imple-
nientation and recommend re-
quired legislation and/or
executive orders

Note:

Tasks 5.1 through 5.6 all
begin prior to March 1, 1976

March 16, 1976
completed

Initial certification

March of Each Year :
certifications

Submit annual

- Emact enabling

legislation required to achieve full
compliance with the Regulations

State achieves

full compliance with Regulations
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ACTION ACTIVITY

EXHIBIT III-1:

ACTION PLAN AND SCHEDULE

MONTH/YEAR OF ACTION ACTIVITY

PAGE 7 OF 7 PAGES

'77]
Dec

176 '76 | 177
No. Description nMar Apr | May] Jun| Jul | Aug | Sep |0Oct | Nov |Dec | Jan |Feb| Mar {Apr | May [Jun [Jul }Aug |{Sep | Oct | Nov Milestone Events
6.5} Identify progress to date
toward problem resolution
and achievement of full com-
pliance with the Regulations
6. 6 | Submit annual certifications
and compliance comments
to LEAA :
7. | STANDARDS AND GOALS
1. January 2, 1977 : Begin implementa-
7.1 ] Develop strategy for im- tion of selected Standards and Goals

plementation of selected
standards and goals rela-
tive to procedures identi-
fied in the Security and
Privacy Plan

Develop an implementa-
tion work plan for those
standards identified for
implementation through
administrative action

Enact legislation and/or
issue executive orders as

required to fully implement

selected standards dealing
with Plan compliance
procedures







ITIT. SCHEDULE OF MAJOR MILESTONES

This section describes the timetable and major milestone
events in bringing all agencies into compliance with the Regu-
lations. The approach used is a schedule of major action steps
to be taken displayed over time which result in major miléstone
events. This Action Plan.and Schedule is presented in Exhibit
ITI-1.

The certification forms for each criminal justice agency
who require certification provide for an estimated date for each
of the relevant procedures in the Privacy and Security Plan to
be fully operational in each agency (see Appendices N and O).
This date is indicated whenever a criminal justice agency could
make a specific commitment to’operationalize the Plan's procedure;
where a date is not indicated the agency was unable, at this time, “
t6 make a specific implementation commitment becagse of the con-
straints now present. A December 31, 1977 date could have been
used in these constraint situations, but it will bé more valuable
to the Rlan's implementation to know exactly where Plan imglgménta¥
tion problems exist. |

The major tasks required to implement the Privacy and Seéurity
Plan on a Statewide basis are listed in Exhibit III-1. The mile-
stones resulting from these tasks, which are related to Privacy
and Security Plan implementation, are also-identified in'Exhibié\

III-1. It is important to point out that the Exhibit III-1 Action
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IV. RESPONSIBILITIES OF INVOLVED AGENCIES

This section summarizes the responsibilities of each State
agency who is involved in some way with the implementation of
the procedures set forth in this Plan. The responsibilities for
Plan implementation at the local level are described in an over-
all context; that is, it is assumed that individual local criminal
: justice agencies will maintain jurisdiction (responsibility) for
Plan implementation within their local agency. Also contained
'in this section is an overview of the strategies the State of
Utah will emplcy to comply with the Regulations.

Several State agencies will be involved with Plan implementa-
tion and will share in the responsibility for Statewide imp;ementa—'
tion. These agencies are:

. Department of Public Safety who will be respoﬁsible

for overall Plan implementation. The Utah Bureau
of Id:antification (Central Repository) resides within

the Department of Public- Safety. UBI will be re-
sponsible for Statewide implementation of the Plan.

. Qffice of Attornev General who will establish the right

~of access appeal procedure and will be involved with research
k ~ ing and drafting of legislation required for full 1nplemen—

: tation of the Plan. They will also be involved in ad-
judication activities related to violations by agencies
who violate provisions of the Plan and user agreements.

. Office of Legislative Analyst who will be involved in

:' t ' the budget process related to the Plan's implementation.
They will also review all legislation related to Plan
1mplementatlon.

. State Informatlon Systems Center who will prov1de all ;
State related computer services to operate the automated

criminal history record information systems for the :
4 ' Central Repository and other State criminal justice agen*“
‘ : ~cies. They W1ll also prov1de support and technlcat




EXHIBIT IV-1] : PROPOSED ORGANIZATION
FOR PRIVACY AND SECURITY PLAN IMPLEMENTATION,
OPERATION AND MAINTENANCE
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personnel in the design and programming maintenance Py
of the automated criminal history record information T
systems for all State criminal justice agencies. ‘

. Security and Privacy Advisory Committee who will serve
in an advisory capacity to the Commissioner of Public
Safety on all matters related to the Plan's implementa-
tion. The appointing power will select representatives
from all sectors of the State's criminal justice system
and will invite them to serve as appointed members of
the Committee. An important aspect of this Committee
is the opportunity it will provide for local criminal
justice agencies to have a voice in the Plan's imple-
mentation and to give adequate recognition to local
criminal justice agencies' needs. In developing this
Plan, it was recognized that full implementation of the
Plan on a Statewide basis can only occur with full support
and cooperation between the State and local criminal
justice agencies. ‘

To operationalize the Plan's procedures, additional State
persohnel and other resources will be required. It iS'p;OPOSed
to reorganize the present Utah Bureau of Identification to include
the needed personnel to operationalize the Plan. Thisiprcposed'
reorganization is shown in Exhibit IV-1. The Privacy anqvSecuritj
Plan maintenance’unit will perform the following functions on’a
continuing basis: | ' ‘ )

. Develop, implement and refine specific detailed opera-
tional procedures as reguired by the Plan.

Conduct annual compliance reviews to determine the degree
of compliance with the Regulations and the Plan on a
Statewide basis (except for the State Central Reposntory
compliance review). A

. Provide guidance and assistance to local criminal justice
agencies in Plan implementation; and act in an oversight
role to determine the degree of compllance with the
Regulations and the Plan.

. Serve as staff to the Securlty and Prlvacy Adv1sory
Committee. B

68







e s L M L
R e et e

CONTINUEL




. Conduct annual certifications and compliance reviews.
Maintain and update the Plan.

Perform other functions as determined by the Director
of UBI.

It is the intent of the State of Utah to operationalize the
Privacy and Security Plan throughout the Utah Criminal Justice
System. Instead of trying to distinguish between the small number
of agencies who are specifically affected by the Requlations, all "
components of the Plan will be implemented (to the extent feasible)
in all criminal justice agencies in the State. Thié is not a
simple task and recognition is given to the autonomous nature of

each local jurisdiction. However, attempts will be made to exhibit

to these agencies the benefits to be derived through the Plan's '

implementation on a Statewide basis.

Implementation of the Privacy and Security Plan will have a
significant cost and organizational impact at the State level, and
to some extent at the local level. It is estimated that five ad-
ditional personnel will be required to staff the Privacy and
Security Plan Maintenance Unit in UBI. To meet this need as soon
as possible, the Department of Public Safety has requested an
augmentation to their 1975-76 budget to allow a manager and a
secretary to be hired before May 1976. Also, one field representa- :
tive has just been hired who will move into the Privacy and Security
Plan Maintenance Unit when the unit becomes operational. The De-
partmant will include requests for the additional required posi-

tions in their 1976-77 budget request. ‘
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.EXHIBIT IV-2:

STATEWIDE PLAN IMPLEMENTATION

-COST ESTIMATE DEVELOPMENT DETAILS

T®

Criminal Justice
Agency or Activity

.Cost Elements Cost

and Relationship

lan Imple-{

entation

|

In Each Agency Type (1) ost Est.
No. Type (P )
) vpe ( n) cq cH Cq Cy Cg Ce Co
29 a=Sheriffs T
Offices 200 70 2,200 200 $ 77,430
154 b=Police
m Depts. 100 30 600 150 $ 135,520
180 c=Justices of
the Peace 50 15 100 100 $ 47,700
15 d=City Courts 400 170 2,000 200 $ 41,550
29 e=County
Clerks 200 70 3,000 250 $ 102,080
58 f£=City and
County
Attorneys 100 50 $ 8,700
7 g=State Agencies|f 1,000 330 1,000 1,000 $ 23,310
1l h=State
. Central ,
Repository {%.50,000{50,000 {350,000 50,000 | 5,000 10,000 % 615,000
1 i=State | ’ |
Computer ;
Center 400,000 10,000 | 25,000 4 435,000 |
4 j=Local - '
Computer
Centers 25,000}10,000 70,000 10,000 $ 460,000
TOTAL COST (P) $1,946,290
Note: (1) :
c1] = Computerized criminal history and disposition reporting system

development and implementation

cp =
c3 = On-going

elements
c4 = On-going

agencies
cs = Printing
ce = Physical
c, =

operating expenditures required to implement specific

of the Plan at the State level

Delinguent disposition monitor system development and implementation

operating expenditures required by>loca1 criminal justice
to implement specific elements of the Plan

of policy and procedures manuals and documents

security enhancements
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It is difficult, if not impossible, to compute a com-
pletely accurate cost estimate to implement the Privacy and
Security Plan. Estimating the costs at the local level is the
most difficult; while even at the State level, cosi: implications
are not totally clear. However, it is desirable t0 gain some
insight into the potential cost implications and to establish
an order of magnitude cost estimate. A methodology was devised .
to meet this desire-to-know cost information. This methodology en-
tailed classifying criminal justice agencies by type and identify-

ing other major types of activities at the State and local levels

requiring significant expenditures. Each of tne major cost elements

associated with Plan implementation were then defined and associated

be incurred. The cost estimate was then developed by arithmetically

with each type of criminal justice agency where these costs would

computing these costs by the following. formula:

p = Statewide Plan Implementation Order of Magni-
tude Cost Estimate (through December 31, 1977
only).

Py...Py= Plan Implementation Order of Magnitude Cost
Estimate for all agencies or activities in each
Type (a through j).

Cy---Cqy= Estimated one-time or on-going cost basis for
each cost element.

N = Number of agencies or activities in each type.

The formula for computing P is then -

P = Pat,..Pj

where Pa N(Cl+CZ+C4+CG)
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Pp = N(cjtcotcytcg)
Po = N(cjtcotcytcg)
Pg = N(cl+cp+cgt+ce)
P = N(cj+cytcytcg)
Pg = N(cy+cg)
] Pg = N(cl+cz+c3+c6)
] Py = N(cl+cz+c3+c5+c6+c7)
P, - N(cgtcgteg)
Pj = N(cl+02+c4+06)

The Statewide Plan implementation order of magnitude cost
‘ estimate of $1,94¢,290.00 was then developed using this methodology.
The details of the development of this cost estimate are presented

in Exhibit IV-2, .

7500358
01-18-66
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Title 28—Judicia! Administration
CHAPTER |—DEPARTMENT OF JUSTICE
{Order No. 801-75]

PART 20—CRIMINAL JUSTICE
INFORMATION SYSTEMS

This order establishes regulations gov-
erning the disseminatiorrof criminal rec-
ord and criminal history information and
includes a commentary on selective sec-
tions as an appendix. Its purpose is to
afford greater protection of .the privacy
of individuals who may be included in
the records of the Federal Bureau of In-
vestigation, criminal justice agencies re-
ceiving funds directly or indirectly from
the Law Enforcement Assistance Admin-
istration, and interstate, state or local
criminal justice agencies exchanging rec-
ords with the FBI or these federally-
funded systems. At the same time, these
regulations preserve legitimate law en-
forcement need for access to such rec-
ords.

Pursuant to the authority vested in
the Attorney General by 28 U.S.C. 509,
510, 534, and Pub. L. 92-544, 86 Stat.
1115, and 5 U.S.C. 301 and the authority
vested in the Law Enforcement Assist-
ance Administration by sections 501 and
524 of the Omnibus Crime Control and
Safe Streets Act of 1968, as amended by
the Crime Control Act of 1973, Pub. L.
93-83, 87 Stat. 197 (42 U.S.C. §3701
et seq. (Aug. 6, 1973)), this addition to
Chapter I of Title 28 of the Code of
Federal Regulations is issued as Part 20
by the Department of Justice to become
effective June 19, 1975.

This addition is based on a notxce of
proposed rule making published in the
FEDERAL REGISTER on February 14, 1874
(39 FR 5636). Hearings on the proposed
regulations were held in Washington,
D.C. in March and April and in San
Francisco, California in May 1974, Ap-

proximately one hundred agencies, orga-
nizations and individuals submitted their
suggestions and comments, either orally
or in writing. Numerous changes have
been made in the regulations as a result
of the comments received.

Subpart A—Genaeral Provisions

Sec.

20.1 Purpose.
20.2 Authority.
20.3 - Definitions.

Subpart B—State and Local Criminal History
Record Information Systems

Applicability.

Preparation and submission of a Crim-
inal History Record Information
Plan.

Certification of Compliance.

Documentation: Approval by LEAA,

State laws on privacy and security.

20.25 'Penaltles.

20.26 ' References.

Subpart C—Federal System and Intoriiate
Exchangc of Criminal History Record lry/ormation
20.30 Applicablility.

20.31 Responsibllities,

20.32 Includable offenses. '

'20.33 Dissemination of criminal history rec-
ord information.

Individual's right to: access criminal
history record information,

20.20
20.21

20.22
20.23
20.24

20.34

RULES AND REGULATIONS

Seec. -

20.35 National Crime Information Center
Advisory Policy Bosard.

Particlpation in the Computerized
Criminal History Program.

Respormiblility for sccuracy, complete~
ness, currency.

20.38 Sanction for noncompliance,
Authority: Pub. L. 83-83, 87 Stat. 197, (42

U.S5.C. 3701, et seq.; 28 U.S.C. 534), Pub L.

92-544, 86 Stat. 1115,

Subpart A—General Provisions
§ 20.1 Purpose.

It is the purpose of these regulations
to assure that criminal history record
information wherever it appears is col-
lected, stored, and disseminated in g
manner to ensure the completeness: in-
tegrity, accuracy and security of such in-
formation and to protect individual pri-
vacy.

§20.2 Authority. .

These regulations are issued pursuant
to sectfons 501 and 524(b) of the Omni-
bus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Control
Act of 1873, Pub. L, 93-83, 87 Stat, 197,
42 U.8.C. 3701, et seq. (Act), 28 U.S.C.
534, and Pub. L. 92-544, 86 Stat. 1115,

§ 20.3 Definitions.

As used in these regulations:

(a) “Criminal history record informa-
tion system” means a system including
the equipment, facilities, procedures,
agreements, and organizations thereof,
for the collection, processing, preserva-
tion or dissemination of criminal history
record Iinformation.

(b) “Criminal history record informa-
tion” means information collected by
criminal justice agencies on individuals
consisting of identifiable descriptions and
notations of arrests, detentions, indict-
ments, informations, or other formal
criminal charges, and any disposition
arising therefrom, sentencing, correc-
tional supervision, and release. The term
does not include identification informa-
tion such as fingerprint records to the
extent that such information does not
indicate involvement of the. individual
in the criminal justice system.

(¢) “Criminal justice agency’” means:
(1) courts; (2) a government agency or
any subunit thereof which performs the
administration of criminal justice pur-
suant to a statute or executive order, and
which allocates a substantial part of its
annual budget to the administration of
criminal justice.

(d) The “administration of criminal
justice” means performance of any of
the following activities: detection, ap-
prehension, detention, pretrial release,
post-trial release, prosecution, adjudica-
tion, correcticnal supervision, or rehabil-
itation of accused persons or criminal
offenders. The administration of crimi-
nal justice shall include criminal iden-
tificesion activities and the collection,
storage, and dissemination of crimmal
history record information.

(e) "Disposition” means information
disclosing that criminal proceedingshave
been concluded, including information

20.36

20.37

disclosing that the police have elected not
to refer a matter to a prosecutor or that
a prosecutor has elected not to com-
mence criminal proceedings and also dis-
closing the nature of the termination in
the proceedings; or information disclos-
ing that proceedings have been indefi-
nitely postponed and also disclosing the
reason for such postponement. Disposi-
tions shall include, but not be limited to,
acquittal, acquittal by reason of insanity,
acquittal by reason of mental incom-
petence, case continued without finding,
charge dismissed, charge dismissed due
to insanity, charge dismissed due to men-
tal incompetency, charge still pending
due to insanity, charge still pending due
to mental incompetence, guilty plea,
nolle prosequi, no paper, nolo contendere
plea, convicted, youthful offender deter-
mination, deceased, deferred disposition,
dismissed-—civil action, found insane,
found mentally incompetent, pardoned,
probation before c¢onviction, sentence
commuted, adjudication withheld, mis-
trial—defendant discharged, executive
clemency, placed on probation, paroled,
or released from correctional supervision.

(f) “Statute” means an Act of Con-
gress or State legislature ¢f a provision
of the Constitution of the United States
or of a State.

(g) “State” means any’State of the
United States, the District of Columbia,
the Commonwealth of Puerto Rico, and
any territory or possession of the United
States.

(h) An “executive order” means an
order of the President of the United
States or the Chief Executive of a State
which has the force of law and which
is published in a manner permitting reg-
ular public access thereto.

(i) “Act” mesns the Omnibus Crime
Control and Safe Streets Act, 42 U.S.C.
3701 et seq. as amended.

(j) “Department of Justice criminal
history record information system”
means the Identification Division and
the Computerized ' Criminal History
File systems operated by the Federal
Bureau of Investigation.

Subpart B—State and Local Criminal
History Record Information Systems

§ 20.20 Applicability.

(a) The regulations in this subpart
apply to all State and local agencies and
individuals collecting, storing, or dis-
seminating criminal history record in-
formation processed by manual or auto-
mated operations where such collection,
storage, or dissemination has been
funded in whole or in part with funds
made available by the Law Enforcement
Assistance Administration subsequent to
July 1, 1973, pursuant to Title I of the
Act.

(b) The regulations in this subpart
shall not apply to criminal history rec-
ord information contained in: (1) post-
ers, announcements, or lists for identi-
fying or apprehending fugitives or
wanted ‘persons; (2) original records of
entry such as police blotters maintained
by criminal justice agencies, compiled
chronologically and required by law or
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long standing custom to be made public,
if such records are organized on a chron-
ological basis; (3) court records of pub-
lic judicial proceedings compiled chrono-
logically; (4) published court opinions
or public judicial proceedings; (5) rec-
ords of traffic offenses maintained by
State departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the issu-
ance, suspension, revocation, or renewal
. of driver’'s, pilot's or other operators’ li-
censes; (6) announcements of executive
clemency.

(¢) Nothing in these regulations pre-
vents a criminal justice agency from dis-
closing to the public factual information
concerning the status of an investiga-
tion, the. apprehension, srrest, release,
or prosecution of an individual, the ad-
judication of charges, or the correc-
tional status of an individual, which is
reasonably contemporaneous with the
event to which the information relates.
Nor is a criminal justice agency pro-

* hibited from confirming prior criminal,
history record information to members
of the news media or any other person,
upon specific_inquiry as to whether a
named individual was arrested, detained,
indicted, or whether an information or
other formal charge was filed, on a spec-
ified date, if the arrest record informa-
tion or criminal record information dis-
closed is based on data excluded by par-
agraph (b) of this section.

§ 20.21 Preparation and submission of
a Criminal History Record Informa-
tion Plan.

A plan shall be submitted to LEAA by
each State within 180 days of the pro-
mulgation of these regulations. The plan
shall set forth cperational procedures
to—

(a) Completeness and accuracy. Insure
that criminal history record information
is complete and accurate,

(1) Complete records should be main-
tained at a central State repository. To
be complete, a record maintained at a
central State repository which contains
information that an individual has been
arrested, and which is available for dis~
semination, must contain information
of any dispositions occurring within the
State within 90 days after the disposi-
tion has occurred. The above shall ap-
ply to all arrests occurring subsequent
to the effective date of these regulations.
Procedures shall be established for crim-
inal justice agencies to query the central
repository prior to dissemination of any
criminal history record information to
assure that the most up-to-date disposi-

tion data is being used. Inquiries of a-

central State repository shall be made
prior to any dissemination except in
those cases where time is of the essence
‘and the repository is technically in-
capable of responding within the neces-
sary time period: (2) ‘To be accurate
means that no record containing crim-
inal history record information shall
contain erronepus information. To ac-
complish this end, criminal justice agen-
cies shall institute a process of data colx
lection, entry, storage, and systematic
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audit that will minimize the possibility
of recording and storing inaccurate in-
formation and upon finding inaccurate
information of a material nature, shall
notify all criminal justice agencies
known to have received such informa-
tion.

(b) Limitations on dissemination. In-
sure that dissemination of c¢riminal his-
tory record information has been limited,
whether directly or through any inter-
mediary only to:

(1) Criminal justice agencies, for pur-
poses of the administration of eriminai
justice and criminal justice agency em-
ployment;

(2). Such other individuals and agen-
cies which require criminal hisiory rec-
ord information to implement a statute
or executive order that expressly refers
to criminal conduct and contaftis re-

quirements and/or exclusions expressly

based upon such conduct;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of crim-
inal justice pursuant to that agreement.
The agreement shall specifically author-
ize access to data, limit the use of data to
purposes for which given, insure the
security and confidentiality of the data
consistent with these regulations, and
provide sanctions for violation thereof;

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to an
agreement with a criminal justice
agency. The agreement shall specifically
authorize access to data, limit the use
of data to research, evaluative, or sta-
tistical purposes, insure the confidenti-
ality and security of the data consistent
with these regulations and with section
524(a) of the Act and any regulations
implementing section 524(a), and pro-
vide sanctions for the violation thereof;

(5) Agencies of State or federal gov-
ernment which are authorized by statute
or executive order to conduct investiga-
tions determining employment suitabil-
ity or eligibility for security clearances
allowing access to classified information;
and

(6) Individuals and agencies where
authorized by court order or court riule.

(c) General policies on use and dis-
semination, Insure adherence to the fol-
lowing restrictions:

(1) Criminal history record informa-
tion concerning the arrest of an indi-
vidual may not be disseminated to &
non-criminal justice agency or individ-
ual (except under § 20.21(b) (3), (4), (5),
(6)) if an interval of one: year has
elapsed from the date of the arrest and
no disposition of the charge has been
recorded and no active prosecution of
the charge is pending; .

(2) Use of criminal history record in-
formation disseminated to non-criminal
justice agencies under these regulations
shall be limited to the purposes for which
it was given and may not be disseminated
further.

(3) No agency or individual shall con-
firm the existence or non-existence of
criminal history record information for
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employment or licensing checks except
as provided in paragraphs (b) (1), (b)
(2), and (b) (5) of this section.

(4) This paragraph sets outer limits of
dissemination. It does not, however,
mandate dissemination of eriminal his-
tory record information to any agency
or individual. :

(d) Juvenile records. Insure.that dis-
semination .of records concerning pro-
ceedings relating to the adjudication of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencies is prohibited,
unless a statute or Federal executive or-
der specifically authorizes dissemination
of juvenile records, except to the same
extent as criminal history records may
be disseminated as provided in §20.21
(b)Y (3}, (4), and (6).

(e) Audit. Insure that annual audits
of a representative sample of State and
local criminal justice agencies chosen on
a random basis shall be conducted by
the State to verify adherence to these
regulations and that appropriate records
shall be retained to facilitate such audits.
Such records shall include, but are not
limited to, the names of all persons or
agencies to whom information is dis-
seminated and the date upon which such
information is disseminated.

(f) Securily. Insure confidentiality
and security of criminal history record
information by providing that wherever
criminal history record information is
collected, stored, or disseminated, a
criminal justice agency shall—

(1) Institute where computerized data
processing is employed  effective and
technologically advanced software and
hardware designs to prevent unauthor-
ized access to such information;

(2) Assure that where computerized
data processing is employed, the hard-
ware, including processor, communica-
tions control, and storage device, to be
utilized for the handling of criminal his-
tory record information is dedicated to
purposes related to the administration
of criminal justice;

(3) Have authority to set and enforce
policy concerning computer operations;

(4) Have power to veto for legitimate
security purposes which personnel can
be permitted to work in a defined area

‘where such information is siored, col-

lected, or disseminated;

(5) Select and supervise all personnel
suthorized to have direct access to such
information;

(6) Assure that an individual or
agency authorized direct access is admin-
istratively held responsible for (i) the
‘physical  security of criminal history
record information under its éontrol or
in its custody and (ii) the protection of
such information from unauthorized ac-
cesses, disclosure, or dissemination;

(7) Institute procedures to reasonably
protect any central repository of criminal
history record information from unau-
thorized sccess, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters;

(8) Provide that each employee work-
ing with or having access to criminal his-
tory record information should be made
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familiar with the substance and intent
of these regulations; and

(9) Provide that direct access to crimi-
nal history records information shall be
available only to authorized officers or
employees of a criminal justice agency.

(g) Access and review. Insure the in-
dividual's right to access and review of
criminal history information for pur-
poses of accuracy and completeness by
instituting procedures so that—

(1) Any individual shall, upon satis-
factory verification of his identity be
entitled to review without undue burden
to either the c¢riminal justice agency or
the individual, any criminal ‘history
record information maintained about the
individual and obtain a copy thereof
when necessary for the purpose of chal-
lenge or correction;

(2) Administrative review and neces-
sary correction of any claim by the in-
dividual to whom the information relates
that the information is inaccurate or in-
complete is provided;

(3) The State shall establish and
implement procedures for administrative
appeal where a criminal justice agency
refuses to correct challenged informa-
tion to the satisfaction of the individual
to whom the information relates;

(4) Upon request, an individual whose
record has been corrected shall be given
the names of all non-criminal justice
agencies to whom the data has been
given;

(5) The correcting agency shall notify
all eériminal justice recipients of cor-
rected information; and

(6) The individual’s right to access and
review of criminal history record infor-
mation shall not extend to datg contained
in intelligence, investigatory, or other re-
lated files and shall not be construed to
include any other information than that
defined by § 20.3(b).

§ 20.22 Certification of Compliance.

(a) Each State to which these regula-~
tions are applicable shall with the sub-
mission of each plan provide a certifica-~
tion that to the maximum extent feasible
action has been taken to comply with
the procedures set forth in the plan.
Maximum extent feasible, in this subsec-~
tion, means actions which can be taken
to comply with the procedures set forth
in the plan that do not require additionai
legislative authority or involve unreason-
able cost or do not exceed existing techni-
cal ability.

(b) The certifcation shall include—

(1) An outline of the action which has
been instituted. At a minimum, the re-
quirements of access and review under
20.21(g) must be completely operational;

(2) A description of any legislation or
executive order, or attempts to obtain
such authority that has been instituted
to comply with these regulations;

(3) A description of the steps taken to
overcome any fiscal, technical, and ad-
ministrative barriers to the development
of complete and accurate criminal history
record information;

(4) A description of existing system
capability and steps being taken to up-
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'grade such capability to meet the re-

quirements of these regulations; and

(5) A listing setting forth all non-
criminal justice dissemination authorized
by legislation existing as of the date of
the certification showing the specific
categories of non-criminal justice Iadi-
viduals or agencies, the specific purposes
or uses for which information may be
disseminated, and the statutory or ex-
ecutive order citations.

§20.23 Documentation:
LEAA.

Within 90 days of the receipt of the
plan, LEAA shall approve or disapprove
the adequacy of the provisions of the
plan and certification. Evaluation of the
plan by LEAA will be based upon whether
the procedures set forth will accomplish
the required objectives, The evaluation
of the certification{s) will be based upon
whether a good faith effort has been
shown to initiate and/or further compli-
ance with the plan and regulations. All
procedures in the approved plan must be
fully operational and implemented by
December 31,.1977, except that a State,
upon written application and good cause,
may be allowed an additional period of
time to implement § 20.21(f)(2). Cer-
tification shall be submitted in December
of each year to LEAA until such com-
plete compliance. The yearly certifica-
tion shali update the information pro-
vided under § 20.21.

§ 20.24 Siate laws on privacy and secu-
rity.

Where 'a State originating criminal
history record information provides for
sealing or purging thereof, nothing in
these regulations shall be construed to
prevent any other Staie receiving such
information, wupon notification, from
complying with the originating State’s
sealing or purging requirements.

§20.25  Penalties.

Any agency or individual violating sub-
part B of these regulations shall be sub-
ject to a fine not to exceed $10,000. In
addition, LEAA may initiate fund cut-off
procedures against recipients of LEAA
assistance.

Subpart C-—Federal System and Interstate
Exchange of Criminal History Record In-
formation

§20.30 Applicability.

The provisions of this subpart of the
regulations apply to any Department of
Justice criminal history record informa-
tion system that serves criminal justice
agencies in. two or more states and to
Federal, state and locdl criminal justice
agencies to the extent that they utilize
the services of Department of Justice
¢riminal history record information sys-
tems. These regulations are applicable
to both manual and automated systems.

§ 20.31 ' Responsibilities.

(a) The Federal Bureau of Investiga-
tion (FBI) shall operate the National
Crime Information Center (NCIC), the

computerized information system which
includes telecommunications lines -and

Approval by

any message switching facilities which
are authorized by law or regulation to
link local, ‘state and Federal criminal
justice agencies for the purpose of ex-
changing NCIC-related information.
Such information includes information
in the Computerized Criminal History
(CCH) File, a cooperative Federagl-State
program for the interstate exchange of
criminal history record information.
CCH shall provide a central repository

. and index of criminal history regord in-

formation for the purpose of facilitating
the interstate exchange of such informa-
tion among criminal justice agencies.

(bi The FBI shall operate the Identi-
fication Division to perform identifica-
tion and criminal history record infor-
mation functions for Federal, state and
local criminal justice agencies, and for
noncriminal justice agencies and other
entities where authorized by Federal
statute, state statute pursuant to Public
Law 92-544 (86 Stat. 1115), Presidential
executive order, or regulation of the At-
torney General of the United States.

(c) The FBI Identification Division
shall maintain the master fingerprint
files on ail offenders included in the
NCIC/CCH File for the purposes of de-
termining first offender status and to
identify those offenders who are un-
known in states where they become
criminally active but known in other
states through prior criminal history
records.

§ 20.32 Includable offenses.

(a) Criminal history record informa-
tion maintained in any Department of
Justice criminal history record informa-
tion system shall include serious and/or
significant offenses.

(b) Excluded from such a system are
arrests and court actions limited only to
nonserious charges, e.g., drunkenness,
vagrancy, disturbing the peace, curfew
violation, loitering, false fire alarm, non-
specific charges of suspicion or investi-
gation, traffic violations (except data will
be included on arrests for manslaughter,
driving under the influence of drugs or
liquor, and hit and run). Offenses com-
mitted by juvenile offenders shall also
be excluded unless a juvenile offender
is tried in court as an adult.

(c) The exclusions enumerated above
shall not apply to Federal manuxl crimi-
nal history record information collected,
maintained and compiled by the FBI
prior to the effective date of these Regu-
lations.

§20.33 Dissemination of eriminal his-
tory record information.

(a) Criminal history record informa-
tion contained in any Department of
Justice eriminal history record informa-
tion system will be made available:

(1) To criminal justice agencies for
criminal justice purposes; and

(2) To Federal agencies authorized to
receive it pursuant to Federal statute or
Executive order,

(3) Pursuant to Public Law 92-544
(86 Stat. 115) for use in connection with
licensing or local/state employment or
for other uses only if such dissemination
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is authorized by Federal or state statutes
and approved by the Attorney General of
the United States. When no active pros-
ecution of the charge is known to be
pending arrest data more than one year
old will not be disseminated pursuant
to this subsection unless accompanied by
information relating to the disposition
of that arrest.-

(4) For issuance of press releases and
publicity designed to effect the appre-
hension of wanted persons in connection
with serious or significant offenses.

(b) The exchange of criminal history
record information authorized by para-
graph (a) of this section is subject to
cancellation if dissemination is made out-
side the receiving departments or related
agencies.

(c) Nothing in these regulations ptre-
vents a criminal justice agency from dis-
closing to the public factval information
concerning the status of an investigation,
the apprehension, arrest, release, or pros-
ecution of an individual, the adjudica-
tion of charges, or the correctional status
of an individual, which is reasonably
contemporaneous with the event to which
the information relates.

§ 20.34  Individual’s right to access crim-
inal history record information.

(a) Any individual, upon request, upon
satisfactory verification of his identity by
fingerprint comparison and upon pay-
ment of any required processing fee, may
review criminal history record informa-
tion maintained about him in a Depart-
ment of Justice criminal history record
information system.

(b) If, after reviewing his identifica-
tion record, the subject thereof believes
that it is incorrect or incomplete in any
respect and wishes changes, corrections
or updating of the alleged deficiency, he
must make application directly to the
contributor of the questioned informa-
tion. If the contributor corrects the rec-
ord, it shall promptly notify the FBI and,
upon receipt of such a notification, the
FBI will make any changés necessary in
accordance with the correction supplied
by the contributor of the original infor-
mation.

§ 20.35 National Crime - Information
Center Advisory Policy Board.

There is established an NCIC Advisory
Policy Board whose purpose is to recom-
mend to the Director, FBI, general poli-
cies with respect to the philosophy, con-
cept and operational principles of NCIC,
particularly its relationships with local
and state systems relating to the collec-
tion, processing, storage, dissemination
and use of criminal history record in-
formation contained in the CCH File.

(a) (1) The Board shall be composed
of twenty-six members, twenty of whom
are elected by the NCIC users from across
the entire United States and six who are
appointed by the Director.of the FBI. The
six appointed members, two each from
the judicial, the corrections and the
prosecutive sectors of the criminal jus-
tice community, shall serve for an in-
determinate period of time. The twenty
¢lected members shall serve for a term of
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'two years commencing on January 5th of
each odd numbered year.

(2) The Board shall be representative
of the entire ¢riminal justice community
at the state and local levels and shall in-
clude representation from law enforce-
ment, the courts and corrections seg-
ments of this community.

(b) The Board shall review and con-
sider rules, regulations and procedures
for the operation of the NCIC.

(c) The Board shall consider opera-
tional needs of criminal justice agencies
in light of public policies, and local, state
and Federal statutes and these Regula-
tions.

(d) The Board shall review and con-
sider security and privacy aspects of the
NCIC system and shall have a standing
Security and Confidentiality Committee
to provide input and recommendations to
the Board concerning security and pri-
vacy of the NCIC system on a continuing
basis.

(e) The Board shall recommend stand-
ards for participation by criminal justice
agencies in the NCIC system. ;

(f) The Board shall report directly to
the Director of the FBI or his designated
appointee.

(g) The Board shall operate within
the purview of the Federal Advisory
Committee Act, Public Law 92-463, 86
Stat. 770.

(h) The Director, FBI, shall not adopt
recommendations of the Board which
zvould be in violation of these Regula-

ions.

§ 20.36 Participation in the Computer-
ized Criminal History Program.

(a) For the purpose of acquiring and
retaining direct access to CCH File each
criminal justice agency shall execute a
signed agreement with the Director, FBI,
to abide by all present rules, policies and
procedures of the NCIC, as well as any
rules, policies and procedures hereinafter
approved by the NCIC Advisory Policy
Board and adopted by the NCIC.

(b) Entry of criminal history record
information into the CCH File will be ac~
cepted only from an authorized state or
Federal criminal justice control terminal.
Terminal devices in other authorized
c¢riminal justice agencies will be limited
to inquiries.

§ 20.37 Responsibility for
complclencss, currency.

It shall be the responsibility of each
criminal justice agency contributing data

accuracy,

to any Department of Justice criminal

history record information system to as-
sure that information on individuals is
kept complete, accurate and current so
that all such records shall contain to the
maximum extent feasible dispositions for
all arrest data included therein. Disposi-
tions should be submitted by criminal
justice agencies within 120 days after the

disposition has occurred.

§ 26.38 Sanction for noncompliance.
The services of Department of Justice

criminal history record information sys-=

tems are subject to cancellation in re-

gard to any agency or entity which fails
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to comply with the provisions of Subpart
C.

Epwarp H. LEvy,
Attorney General.
May 15, 1975.

RicuArp W. VELDE,
Administrator, Law Enforcement
Assistance Administration.

May 15, 1975,

APPENDIX—COMMENTARY ON SELECTED SEC-
TIONS OF THE REGULATIONS ON CRIMINAL
HIisTORY RECORD INFORMATION SYSTEMS

Subpart A—§ 20.3(b). The definition of
criminal history record information is in-
tended to include the basic offender-based
transaction statistics/computerized criminal
history (OBTS/CCH) data elements. If no-
tations of an arrest, disposition, or other
formal criminal " justice transactions occur
in records other than the traditional “rap
sheet” such as arrest reports, any criminal
history record information contained in such
reports comes under the definition of this
subsection.

The definition, however, does not extend to
other information contalned in criming} jus-
tice agency reports.. Intelligence or investi-
gative Information (e.g. suspected criminal
activity, associates, hangouts, financial'infor-
mation, awnership of property and vehicles)
is not incl:ided in the definition of criminal
history information. ;

§ 20.3(c). The definitions of criminal jus-
tice agency and administration of ¢riminal
justice of 20.3(c) (d) must be considered to-
gether. Included as criminal justice agencles
would be traditional police, courts, and cor-
rections agencies as well as subunits of non-
criminal justice agencies performing a func-
tion of the administration of criminal justice
pursuant to Federal or State statute or exec-
utive order. The above subunits of non-crim-
inal Justice agencies would include for
example, the Office of Investigation of the
U.S. Department'of Agriculture which has as
{ts prinecipal function the collection of evi-
dence for criminal prosecutions of fraud.
Also included under the definition of crim-
inal justice' agency are umbrells-type ad-
ministrative agencies supplying criminal his-
tory information services such as New York's
Divislon of Criminal Justice Services.

§ 20.3(e). Disposition i8 a key concept in
the section 524(b) of the Act and in § 20.21
(a) (1) and § 20.21(b) (2). It, therefore, 15 de~-
fined in some detail. The specific dispositions
listed. in this subsection are examples only
and are not to be construed as excluding
other unspecified transactions concluding
criminal proceedings within a particular
agency. .

Subpart B—4§ 20.20(a). These regulations
apply to criminal justice agencles recelving
Safe Streets funds for manual or automated
systems subsequent to July 1, 1973. In the
hesdrings on the regulations, ‘a number of
those testifying challenged LEAA's author-
ity to promulgate regulations for manual
systems by contending that section 524(b)
of the Act governs criminal history informa-
tion contained in automated systems.

The intent of section “524(b),. however,
would be subverted by only regulating auto-
mated systems. Any agency that wished to
circumvent the regulations would be able to
create duplicate manual files for purposes
contrary to the letter and spirit of the reg-
ulations. ’ 3

Regulations of manual systems, therefore,
1s.authorized by section 524(b) when coupled
with Section 501 of the Act which author-
izes the Administration to establish rules
and regulations *‘necessary to the exercise of
its functions * * *.”
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The Act clearly applies to all criminal his-
tory record iriformation collected, stored, or
disseminated with LEAA support subsequent
to July 1, 18783.

§ 20.20(b) (c). Section 20.20(b) (c) exempts
from. regulations certain types of records
vital to the apprehension of fugltives, free-
dom of the press, and the public’s right to
know.

Section 20.20 (b) (11) attempts to deal with
the problem of computerized police blotters.
In some local jurisdictions, it is apparently
possible for private individuals and/or news-
men upon submission of a specific name to
obtain through a computer search of the
blotter a history of a person’'s arrests, Such
files create a partinl criminal history data
bank potentially damaging to individual pri-
vacy, especially since they do not contain
final dispositions. By requiring that such
records be accessed solely on & chronclogical
basls, the regulations limit inquliries to spe-
cific time periods and discourage general
fishing expeditions into a person’s private
life.

Subsectlon 20.20(c) recognizes that an-
nouncements of ongoing, developments in
the criminal justice process should not be
precluded from public disclosuré. Thus an-
nouncements of arrest, convictions, new de-
velopments In the course of an investigation
may be made within a few days of thelr oc-
currence. It is also permissible for a criminal
Justice agency to confirm certain matters of
public record Information upon specific in-
quiry. Thus, if 8 question !s ralsed: “Was X
arrested by your agency on January 3, 1952"
and this can be confirmed or denled by
looking at one of the records enumerated in
subsection (b) above, then the criminal
agency may respond to the inguiry.

§ 20.21. Since privacy and security consid-
erations are too complex to be dealt with
overnight, the regulations requlre a State
plan to assure orderly progress toward the
objectives of the Act. In response to requests
of those testifying on the draft regulations,
the deadline for submission of the plan was
set at 180 days. The kind of planning docu-
ment anticipated would be much more con-
cise than, for example, the State's critiinal
Justice comprehensive plan.

The regulations dellberately refrain from
specifying who within a State should be re-
sponsible for preparing the plan. This spe-
cific deternmiination should be made by the
Governor, : :

§20.21(a) (1). Section 524(b) of the Act
requires that LEAA insure criminal history
information be current and that, to the
maximum extent feasible, it contain dispo-
sition as well as current data.

It is;, however, economically and adminis-
tratively impractical to malntain complete
criminal historles at the lucal leve). Arrange-
ments for local police departments to keep
track of dispositions by agencles outside of
the local jurisdictions generally do not exist.
It would, moreover, be bad: public policy to
encourage such arrangements since it would
result in an expensive duplication of files.

The alternatives to locally kept criminal
historles are records maintained byea cez:tral
State repository. A central State repository
is 'a Btate agency having the function pur-
suant to statute or executive order of main-
taining comprehensive statewide ecriminal
history record information files. Ultimately,
through automatic data processing the State
level will have the capability to handle all
requests .for in-State criminal histery infor-
mation.
 Section 20.23(a) (1) is written with a cen-
tralized State criminal history repository in
mind. The- first sentence of the: subsection
states that complete -records should be re-
tained at a central State repository, The word
“should” is permissive; it suggests but does
not mandate a central State reposttory.
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The regulations do requlr‘e that States es-
tablish procedures for State and local crimi-
nal justice agencles to query central State
repositories wherever they exist. Such pro-
cedures are intended to insure that the most
current criminal justice information is used.

As & minimum, criminal justice agencies
subject to these regulations must make in-
quiries of central State repositories whenever
the repository 'is capable of meeting the
user's request within a reasonable time,
Presently, comprehensive records of an indi-
vidual's transactions within a State are
maintained In manual files at the State level,
if at all. It is probably unrealistic to expect
manual systems to be able immediately to
meet many rapid-access needs of police and
prosecutors. On the other hand, queries of
the State central repository for most non-
criminal justice purpcses probably can and
should be made prior to dissemination of
criminal history record information.

§ 20.21(b). The limitatlons on dissemina-
tlon in this subsection are essentialito fulfill
the mandate of sectlon 6524(b) of the Act
which requires the Administration to assure
that the “privacy of all information 15 ade-
quately provided for and that information
shall only be used for law enforcement and

“eriminal justice and other lawful purposes.”

The categories for dissemination established
in this section reflect suggestions by hearing
witnesses and respondents submitting writ-
ten commentary.

§ 20.21(b) (2). This subsection is intended
to permit public or private agencies to have
access to criminal history record information
where a statute or executive order:

(1) Deniles employment, licensing, or other
civil rights and privileges to persons con-
victed of a crime;

(2) Requires a criminal record check prior
to employment, licensing, etc.

The above examples represent statutory
patterns contemplated in drafting the regu-
lations, The sine qua non for dissemination
under this subsection is statutory reference
to criminal conduct. Statutes which coritain
requirements and/or exclusions based on
“good moral character” or “trust worthiness"
would not be sufficient to authorize dissemi-
nation.

The language of the subsection will ac-
commodate. Clvil Service suitability investi-
gations under Executive Order 104560, which
is the authority for most investigations con-
ducted by the Commission, Section 3(a) of
10450 prescribes the minimum scope of in-
vestigation and requires a check of FBI fin-
gerprint files and written inquiries to ap-
propriate law enforcement agencies.

§ 20.21(b) (3). This subsection would per-
mit private agencies such as the Vera Insti-
tute to recelve criminal histories where they
perform a necessary administration of justice
function such as pretrial release. Private con~
sulting firms which commonly assist criminal
justice agencles in informeation systems de-
velopment would also be included here.

§ 20.21(b) (4). Under this subsection, enhy
good falth researchers including private in-
dividuals would be narmitted to use criminal
history' record information for reseach pur-
poses. As with the agencies designated in
§ 20.21(b) (3) researchers would be bound by
an agreement with the disseminating crim-
inal Justice agency and would, of course, be
subject to the sanctions of the Act.

The drafters of the regulations expressly
rejected a suggestion which would have lim=
ited access for research purposes to certified
research organlzations. Specifically ‘‘certifi-
cation’” criteria. would have bheen extremely
difficult to draft and would have inevitably
led to unnecessary restrictions on legitimate
research.

Bection 524(a) of the Act which forms part
of the requirements of ti:ls section states:

"Except 8s provided by Federal law other
than this title, no officer or employee of the
Federal Government, nor any recipient of as-
sistance under the provisions of this title
shall use or reveal sny research or statistical
Informatton furnished under this ' title by
any person and identifiable to any specific
private -person for any purpose other than
the purpose for which 1t was obtained in ac-
cordance with this title. Coples of such in-
formatlon shall he immune from legal proc-
ess, and shall not, without the consent of the
person furnishing such information, be ad-~
mitted as evidence or used for any purpose i{n
any actlon, sult, or other judicial or adminis-
trative proceedings.”

LEAA anticipates issulng regulations pursu-
ant to SBectlon 524(a) as soon as possible.

§20.21(b)(5). Dissemination under this
section would be permitted not only in cases
of investigations of employment suitdbility,
but also investigations relating to clearance
of individuals for access to information which
is8 classifled pursuant to Executive Order
118562.

§ 20.21(c) (1). "Active prosecution pend-
ing” would mean, {or #xample, that the case
18 stlll actively in process, the first step such
a8 an arralgnment has been taken and the
case docketed for court trial. This term is
not intended to Include any treatment alter-
native-type program which might defer pros-
ecution to a later date. Such a deferral pros-
ecution is s disposition which should be
entered on the record.

§20.21(c) (3). Presently some employers
are circumventing State and local dissemina-
tion restrictions by requesting applicants to
obtain an official certification of no criminal
record. An employer's request under the
above circumstances gives the applicant the
unenviable choice of invasion of his privacy
or loss of possible Job opportunities. Under
thls subsection routine certifications of no
record would no longer be permitted. In ex-
traordinary circumstances, however, an in-
dividual could obtain a court order permit-
ting such a certification.

§ 20.21(c) (4). The ianguage of this sub-
section leaves to the States the question of
who among the agencies and individuals
lUsted In §20.21(b) shall actually receive
criniiinal records. Under these regulations a
State could place a total ban on dissemina-
tion if it 50 wished.

§ 20.21(d), Non-criminal justice agencies
will not be able to receive records of juve-
niles unless the language or statute or Fed-
eral executive order specifies that juvenile
records shall be avalluble for dissemina-
tion. Perhaps the most controversial part of
this subsection. is that it denies access to
records of juveniles by Federal agencies con-
ducting background investigations for eligi-
bility to classified information under ex-
isting legal authority.

§ 20.21(e). Since it would be too costly to
audit each criminal justice agency in most;
States (Wisconsin, for example, has 1075
criminal justice agencies) random audits of
a “representative sample’” of agencles are the
next best alternative. The term ‘‘répresenta-
tive sample” is used to insure.that audits do
not simply focus on certaln types of agencies.

§ 20.21(f) (2). In the short run, dedication
will probably rhean greater costs for State
and local governments. How great such costs
might be is dependent upon the rapidly ad-
vancing state of computer technology. So
that there will be no serious hardship on
States and localities as a result of this re-
quireineny, §20.23 provides that additional
time ‘will be allowed to implement the dedi-
cation requirement. For example, where local
systems now in place contal:z ¢riminal his-
tory information of only that State, used
purely for intrastate purposes, in a shared
snvironment, consideration will be given to
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granting extensions of time under this pro-
viston.

§20.21(f) (5), (8). “Direct access” means
that any non-criminal agency authorized to
receive criminal justice data must go through
a criminal justice agency to obtaln infor-
mation,

§ 20.21(g) (). A *challenge” under this
section 1s an oral or written contention by
an individual that his record is inaccurate
or incomplete; it would require him to give
a correct version of his record and explain
why he believes his version to.be correct,
While an individual should have access to
nis record for review, a copy of the record
should ordinarily only be given when it is
clearly estabilshed that 1t is necessary for
the purpose of challenge.

The drafters of the subsectlon expressly
rejected & suggestion that would nave called
for a satisfactory verification of identity by
fingerprint cciiiparison. It was felt that states
ought to be free to determine other means of
identity verification.

§ 20.21(g) (5). Not every agency will have
done this in the past, but henceforth ade-
quate records Including those required under
§ 20.21(e) must be kept so that notification
can be made.

§ 20.21(g) (6). This section emphasizes that
the right to access and review extends only
to criminal history information and doer not
include other information such as Intelll-
gence or treatment data.

§ 20.22(a). The purpose for the certifica-
tion requirement is to Initiate immediate
compliance with these regulations wherever
possible. The term “maximum extent feasl-
ble” acknowledges that there are some areas
such as the completeness requirement which
create complex legislative and financial prob-
lems.

Nore: In preparing the plans required by
these regulations, States should look for
guldance to the following documents: Na-
tional Advisory Commission on Criminal Jus-
tice Standierds and Goals, Report on the
Criminal Justice System; Project SEARCH:
Seécurity and Privacy Considerations in Crim-
inal History Information Systems, Technical
Report #2; Project SEARCH: A Model State
Act for Criminal Offender Record Informa-
tion, Technical Memorandum #3; and Proj-
ect SEARCH: Model Administrative Regula-
tions for Criminal Offender Record Informa-
tion, Technical Memorandum #4,

Subpart C—§20.31. Defines the criminal
history record information system operated
by the Federal Bureau of Investigation. Each
state having a record in the Computerized
Criminal History (CCH) file must have a
fingerprint card on file in the FBI Identifica-
tion Division to support the CCH record con-
cerning the individual.

Paragraph b is not intended to limit the
identification services presently performed

v
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by the FBI for Federal, state -and local agen-
cles.

§ 20.32. The grandfather clause contained
in the third paragraph of this Section is
designed, from a practical standpoint, to
eliminate the necessity of deleting from the
FBI's. massive files the non-includable of-
fenses which were stored prior to February,
1973. -

In the event a person is charged in court
with a serious or significant offense arising
out of an arrest involving a non-includable
offense, the non-includable offense will ap-
pear in the arrest segment of the CCH record.

§ 20.33. Incorporates the provisfons-of a
regulation i{ssued by the FBI on June 26,
1974, lmiting dissemination of arrest in-
formation not accompanied by disposition
information outside the Federal government
for non-criminal justice purposes. This reg-
ulation is cited in 28 CFR 50.12.

§ 20.34. The procedures by which: an in-
dividual may obtain a copy of his manual
identification record are particularized in 28
CFR 16.30-34.

The procedures by which an individual
may obtain a copy of his Computerized Crim-
inal History record are as follows:

If an individual has a criminal record sup~. -

ported by fingerprints and that record has
been entered in the NCIC CCH File, it 1s
availahle to that individual for review, upon
presentition of appropriate identification,
and in accordance with applicable state and
Federal administrative and statutory regu-
lations. !

Appropriate identification includes belng
fingerprinted for the purpose of insuring that
he is the individual that he purports to be.
The record on file will then be verified as
his through comparison of fingerprints.

Procedure. 1. All requests for review must
be made by the subject of his record through
a law enforcement agency which has access
to the NCIC CCH Flle. That agency within
statutory or regulatory limits can require
additional identification to assist in secutr-
ing a positive identification.

2. If the cooperating law enforcement
agency can: make an. identification with
fingerprints previously taken which are con
file locally and if the FBI identification nura-
ber of the individual's record is available
to that agency, it can make an on-line in-
quiry of NCIC to obtain his record on-line
or, if it does not have suitable equipment
to obtain an on-line responne, obtain the
record from Washington, D.C., by mall. The
individual will then be afforded the oppor-
tunity to see that record.

3. Should the cooperating law enforcement
agency not have the individual's fingerprints
on file locally, it is necessary for that agency
to relate his prints to an existing record by
having his identiflication prints compared
with those already on flle in the FBI or,
possibly, in the State’s central identification
agency.

22119

4. The subject of the requested record shall
request the appropriate arresting agency,
court, or correctional agency to initiate ac-
tlon necessary to correct any stated inac-
curacy in his record or provide the informa-
tion needed to make the record complete.

§ 20.36. This section refers to the require-

ments for obtaining direct access to the

CCH file. One of the requirements is that
hardware, including processor, communica-
tions control and storage devices, to be uti-
lized for the handling of criminal history
data must be dedicated to the criminal
Justice function.

§ 20.37. The 120-day requirement in this
section allows 30 days more than the similar
provision in Subpart B in order to allow for
processing time which may be needed by
the states before forwarding the .disposition
to the FBI.

[¥R Doc.75-13197 Filed 5-19-175;8:45 am]

[Order No. 602~75]
PART 50—STATEMENTS OF POLICY

‘Release of Information by Personnel of the

Department of Justice Relating to Crim-
inal and Civil Proceedings

This order amends the Department of
Justice guidelines concerning release of
information by personnel of the Depart-
ment of Justice relating to criminal and
civil proceedings by deleting the provi-
sion permitting disclosure of criminal
history record information on request.

By virtue of the authority vested in me

“as Attorney General of the United States,

§ 50.2(b) (4) of Chapter I, Title 28.of the
Code of Federal Regulations is amended
to read as follows:

§ 50.2 ' Release of information by per-
sonnel of the Department of Justice
relating to criminal and civil pro.

ceedings.

L4 - » - 2
(b) * & =»

L] L J » . L ]

(4) Personnel of the Department shail
not disseminate any information con-
cerning a defendant’s prior criminal
record.

- * * L] -

May 15, 1975, .

Ebpwarp H, LEvr,
Attorney General.
[FR Do¢.75--13198 Filed 5-18-75;8:46 am]
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TITLE 77, CHAPTER 59
UTAH CODE ANNOTATED 1953

CRIMINAL IDENTIFICATION

77-59-3 Commissioner--Compensation-~-Assistants

The state bureau of criminal identification shall be under the supervision and
control of the commissioner of public safety. The commissioner shall receive no
extra compensation or salary as head of the bureau but shall be reimbursed for espensesji
actually and necessarily incurred in the performance of his duties as supervisor of
the bureau. The commissioner shall appoint such deputies, inspectors, examiners,
clerical workers and other employees as may be required to properly discharge the
duties of the bureau which employees and assistants shall serve at the pleasure of
the commissioner and whose salaries shall be fixed in accordance with standards
adopted by the department of finance.

77-59-4 Offices at Capitol

Suitable offices for the bureau shall be provided in the state capitol and its
board of managers may equip and furnish said offices.

77-59-5 General Duties and Functions of Bureau and Employees.

The bureau shall procure and file for record, plates, photographs, outline
pictures, descriptions, information, statistics, fingerprints and measurements,
wherever procurable of persons who arg“fugitives from justice, wanted or missing
or who have been or shall hereafter b; convicted of felony or an indictable mis-
demeanor under the laws of any state or of the United States and of all well-known
and habitual criminals, and file the same with information and descriptions received
by it in the course of the administration of the bureau; and it shall make a complete
and systematic record and index of the same, providing thereby a method of converient
consultation and comparison. So far as practicable suchlrecords shall coincide in
form with those of the Federal Bureau of Investigation in order to facilitate
interchange of records. - It shall be the further duty of the employﬁgs of the
department to prevent and detect crime, to apprehead criminals and to enforce the
criminal laws of the state and to preform such other related duties as may_bé

imposed upon them by the legislaturef

@
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77-59-6 System and Means of Identification
known '

The commissioner shall adopt rules prescribing systems of identification,
as the fingerprint system, or any system of measurements that may ffom time to time
be adopted or used to facilitate the enforcement of the law in the- various law enforce-
ment agencies throughout the nation; and shall use its discretion in improving the
fethods of identification and in adopting systems of measurements, processes, operation,
plates, photographs anddescriptions of all persons confined in penal institutions of
tlhre state, in accordance with approved systems of identification of criminals.
75*59—7 System of Recording-Visitation of Secure Data
?;Ihe bureau shall adopt a system of recording, with necessary indexes, and keep

complete records of all reports filed with it, and of all property stolen, lost or

found and from time to time shall improve such records so as to provide for the
further identification of persons guilty of crime. The commissioner and persons
designated by him are authorized to call upon any of the law enforcement officers
of the state, the warden of the state prison and the keeper of any jail or any
penal institution which may hereafter be established to furnish information which
will aid in making up the Tecords required to be kept; and all officers called upon
are required to furnish the information requested by the bureau or the persoris .
designated by it. The commissioner and all persons acting under him are hereby
given authority, upon showing credentials, to enter any jail, state prison or other
place of confinement maintained by the state or any subdivision thereof to take or
cause to be taken fingerprints or photopraphs, and make investigation relative to any
person confined therin, for the purpose of obtaining information which will lead to
the identification fo criminals; and every person, who had charge of custody of public
records or documents, from which it may reasonably be supposed that information,
described in sections 77-59-9, 77-59-11, 77-59-12 and 77-59-13 hereof, can be
obtained shall grant access thereto to any employee of the bureau hpon written
authorization by the director or shall produce such records or documents for the
inspection and examination of such employee.

77-59-8 Commissioner-Powers and Duties-Appointment, Promotion and Removal
of Employees-Bonds. ' -

The Commissioner shall, and within the limits of any appropriation made for
such purpose, appoint and promote such employees to the ranks, grades and positions

as are deemed necessary for the efficient administration of the bureau under the
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provisions «f this act. He shall have authority to formulate, put into effect, alter
.and revise such regulations for the administration of the bureau as seem expedient, and
may discharge, demote or temporarily suspend and employee for misconduct, incompeterice
or failure to perform his duties or to properlf observe rules and regulations of the bureat
and shall have authority to determine the conditions of bonds to be required to employees “
in such amounts as shall be prescribed by the state department of finance. B : b
77-59-9 Duty of Sheriff and Police Chiefs to Transmit Data to Bureau. .
Every sheriff and every chief police officer of the state and of any local ‘
government unit shall transmit to the bureau, so far as available, as provided in L
section 77-59-14 hereof: e

. (a) The names, fingerprints, photographs, and such other data as the director

may from time to time prescribe of all persons arrested for, or suspected of: T 'ivg
(1) An indictable offense, or such nonindictable offense as is or may
hereafter be; included in the compilations of the division of investigation of the -

U. S. department of justice;

(2) Being fugitive from justice; ) E g
(3) Being vagrants; o
(4) Being habitual users of narcotics, or other habit-forming drugs;
‘ (5) Being in possession of stolen goods or of goods believed to have

been stolen; and °‘ o

(6) Being in possession of illegal or illegally carried weapons or in SR

possessior of burglar's tools, tools for the defacing or altering of the numbers of

automobiles, automobile parts, automobile engines, or automobile engine parts; or
illegally in possession of tools, supplies, or other articles used in the manufacture . »%f
or alteration of money or bank notes or in any wise making counterfeit thereof; or g

illegally in possession of highpower explosives, infernal machines, bombs, or other e

contrivances reasonbly believed by the arresting person to be intended to be used
for unlawful purposes. '
(b) The fingerprints, photographs, and other data prescribed by the director

concerning unidentified dead persons, amnesia victims and in so far as available,

%

- missing persons.
(c) A record of the indictable offenses and of such nonindictable offenses as
are, or may hereafter be, included in the compilation of the Federal Bureau of Invest-

igation, and which are committed within the jurisdiction of the reporting officer,

.including a statement of the facts of the offense, and so far as known, a description
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¢f the offender, the method ofoperation, the official action taken and such other

information as the director may require. .

(d) Copies of such reports as are now required by law to be made or as may
hereafter be so required, and as shall be prescribed by the director, to be made
by pawnshops, secondahand‘dealers,'and dealers in weapons.

(e) Lists of stolen automobiles and of automobiles recovered with their
engine and serial numbers, descriptions and other identification data, and lists
of such other classes of stolen property as the director shall prescribe.
77-59-10 Powers of Commissioner and Employees-Extent of Powers.

The commissioner and such of the employees as shall be deputized by him for the °
purpose shall .be vested with the power of peace officers and may execise their .
powers as such throughout the state, with the exception of the power to serve civil
processes. They shall have, in any part of the state, the same powers and respect
to criminal matters and the enforcement of the law relating thereto, as sheriffs
and police officers have in their respective jurisdictions and shall have all the
immunities and matters of defense now available and hereafter made available to
sheriffs and police officers in any suit brought against them in consequence of

acts done in the course of their empoyment; provided, however, that they shall in '

no wise usurp the powers of the local police and sheriffs, but shall cooperate with
them and shall be available when possible to respond to requests from the police
and shieffs to aid in the detection, apprehension and prosecution of criminals;
" nor shall they in no wise supersede the authority of the local police units unless
given special order under the authority of the governor.
77-59-11 Duties of Court Glerks, Judges and Justices-Transmission of Data

- Every clerk of a court having original or appellate jurisdiction over indictable
offenses, or if there be no clerk, every judge or justice of such court, shall transmit
to the bureau, as provided in section 77-59-14 hereof, such statistics and information
as the director shall prescribe regarding indictments and information filed in such
court and the dispostion made of them, pleas, convictions, acquittals, probations .
granted or denied and any other dispostion of criminal procéeding made in such
court. ) -
77-59-12  Duties of Coroners and Justices of the Peace.

Every coroner, or justice of the peace shall transmit to the bureau, as

provided in section 77-59-14 hereof, such statistics and information as the
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commissioner shall prescribe, regarding autopsies performed, inquests held, and
verdicts rendered.

77-59-13 Penal Institutions-Transmission of Data.

Every person in responsible charge (of) an institution to which there are
committed persons convicted of crime or juvenile deliquency or declared to be
criminally insan@”éi to be feebleminded, and every probate officer shall transmit
to the bureau as contained in section 77-59-14 hereof:

(a) The names, fingerprints, photographs and other (data) prescribed by the
director of all persons who are received in such institutions for the viélation of
an indictable offense and of all persons placed on probation for such an offense
so far as such information is available.

(b) Full reports of all transfers to or from such instifutions, paroles
granted and revoked, discharges from such institution or paroles, commutations
of sentence and pardons of all persons described in section (a) of this section.
77-59-14 Time and Manner of Transmission of Information or Data. '

The officers and officials described in Sections 77-59-9, 77-59-11, 77-59-12
and 77-59-13, hereof, shall furnish to the bureau the information and reports
specified in sections 77-59-9, 77-59-11, 77-59-12 and 77-59-13, hereof, at or
within such times or periods as shall be designated, on forms to be prescribed
by the commissioner (and conforming Where Appropriate, to the uniform system of
criminal statistics of the Federal Bureau of Investigation) and supplied by the
bureau to the Said officers, and in such number of copies as the commissioner may
require. - ' 'M ‘ Va
77-59-15 Report on Persons Released from Penal Insti&uﬁions. . //

It is hereby made the duty of the warden or keeper of the state prison or such “
other penal institutions as the state may héreinafter establish, when called upon to
do so, to furnish a report monthly or oftener, as may be deemed necessary by theffx i
bureau, of all persons released therefrom during the preceding month, indicag}ﬁg
how and when released and also furnish a full length photograph of each sgpﬁfpersons
released, the same to be taken immediately prior to date of such rele2§é{/

s ” 9

77-59-16 TFacilities to be Furnished Officers. A

It is further provided that any and all governing board§/d£ commissions of
each city, town, county or penal institution of the sta;e”érevherébylrequired'to

E

‘LY =
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furnish the officers with the necessary supplies and equipment to properly perform
their duties as prescribed in this act, also, the necessary supplies and equipment '
to properly compile and preserve all fingerprint cards and original records.

77-59-17 Duty of Bureau of Criminal Identification and Investigation-Filing
data, fingerprints for parents.

The bureau shall accept and file the names, fingerprints, photographs, and
other personal identification data submitted voluntarily by individuals or submitted
by parents on behalf of their children for the purpose of securing a more certain
and easy identification in case of death, injury, loss of memory, or change of
appearance of such person. Any law enforcement officer mentioned in this act shall, -
when requested so to do by any citizen of the state, take without cost to the
citizen, at least two sets of fingerprints of such citizen and forward one copy
to the state bureau and one to the Federal Bureau of Investigation, Washington,
D. C. It is further provided that such fingerprints of citizens, filed for
personal identification shall not be used for any other purpose except under
order of a court of competent jurisdiction.
77-59-18 Furnishing Information to Officers and Judges.

Upon application the bureau shall furnish a copy of all information available

pertaining to the identification and histoxy of any person or persons of whom
the bureau has a criminal record or any other information:

(1) To any sheriff or chief police officer of the state or of any local
government unit, or to any officer of similar rank and description of any other
state, or of the United States, or of any jurisdiction thereof, or of any foreign
country, Or

(2) To the superintendent or chief officey of any bureau s&milar in nature
to this bureau in any other state or in the United States or in any jurisdiction
thereof, or in any foreign country, or

(3) To the prosecuting attorney in any court of this state in which such a
person is being tried for any offense, or

{(4) To the judge in any court of this state in which such a person is so
being tried. ‘ |
77-59-19 Duty with Respect to Informers. ’

If any officer or official described in section hereof, shall transmit to
the Bureau of Identificarion data of any unidentified deceased or injured person

or of any person suffering from loss of memory, the bureau shall furnish to such
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officer or official any information available pertaining to the identification
of such person.

77-59-20 Application for Information-Necessity far.

Although no application for information has been made to the bureau as provided

in section 77-59-18, hereof, the bureau may transmit such information as the com-
missioner shall in his discretion designate to such persons as are authorized by
section 77-59-18 hereof, to make application for it.

77-59-21 Cooperaktion with Bureaus of Other States and Federal Bureaus.

The bureau shall cooperate with the Federal bureau and with similar bureaus
in other states and other cities toward the end of developing and carrying on a
complete interstate, national and international system of criminai identification,
investigation and statistics and further toward attaining this end, every sheriff
and every chief police officer of the state and of any local government unit shall
speedily transmit directly to the Federal Bureau of Investigation’duplicate copies
of all the information and data which that division shall from time to time request
the commissioner to collect for it.

77-59-22 Duty to Assist Other Public Officers.

The commissioner may on request of any sheriff or chief police officer of any
local government unit in the state assist such officer:

(1) in the establishment of local identification records systems;

(2) in investigating the circumstances of any crime and in the identification,
apprehension and conviction of the perpetrator or perpetrators thereof, and for this
purposemay detail such employee or employees of the bureau, for such length of»time
as the commissioner deems fit; and s

(3) without such request the commissioner shall at the direction of the
governor, detail such employee or employees, for such time as the governor may
deem fit, to investigate any crime within this state for the purpose of identifying
apprehending and convicting the perpetrator or perpetrators thereof.

77-59-23 Laboratory Facilities.’ o |

To the end that he may be able to furnish the assistance and aid sPeéifiedﬁ

in section 77-59-22 hereof, the commissioner may provideﬁin thé bureau”andtmaintain’

therein scientific crime detection laberatery facilities.

=
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77-59-24 Communication System,

For the purpose of expediting local, state, national and internmational efforts ‘
in the detection and apprehension of criminals, the bureau may operate and coordinate
such communication systems as may be‘required in the normal conduct of its duties
as herein set forth.

77-59-25 Instruction and Assistance t2 Peace Officers.

The commissioner shall so far as fessible afford instruction and assistance
to peace officers in the operation of their local identification, investigation
and record systems, so as to assure coordination with the system of identification
conducted by the bureau and the Federal Bureau of Investigation.

77-59-@6 Records and Files of Bureau-Admissibility in Evidence. -

Any copy of a record, picture, phocograph, fingerprint or any other paper or
document in the files of the buresu, certified by the commissioner to be a true
copy of the original, shall be admissable in evidenze in any court of this state
in the same manner as the original might be,

77-59-27 Access to-Secrecy of.
Only employees of the bureau and persons specifically authorized by the com-

missioner shall have access to the files or records of the bureau. No such file .

or record or information shall be disclosed by any employee of the bureau except
to officials as hereinbefore provided and except 3s may be deemed necessary by
the commissioner in the apprehension or trial of persons accused of offenses or
in the identifications of persons or of property, -

77-59-28 Rewards-Rights of Employees of Bureau. :

No reward offered for the apprehension or conviction of any, psrson or for the
recovery of any property may be accepted by 2ay employee of the bureau, bu£ any
reward to which such employee would otherwise be entitled shall be received by the
bureau and credited to its budget.

77-59-29 Authority of Officials and Empioyees to take Fingerprints, Photographs.
To the end that the officers aﬁdwgfficials desdribed in gevtions 77-59-9,
77-59-11, 77-59-12, and 77-59-13 hereof, mey be enabled to tranemit the reports -
required by them in the said sections, such officers and officials shall have the -

authority and duty to take or cause to be taken, fingerprinte, photographs, and

other data of the persons described in the said sections 77-59-9, 77-59-11, 77-39-12




-9. v
and 77-59-13. A like authority shall be had by employees of the bu;eau who arve
authorized to enter any institution under the provisions of cection 77-59-7 hereosf,

as to persons confined in such institutions,

77-59-20 Removal of Officers-Misfeasance or Norfeasance.

Any person who neglects or refuses to make any report lawfully required of
him under the provisions of this act, or to do or perform any other act so required
to be done or performed by him, or who shall hinder or prevent another from doing
an act so required to be done by that other, shall be subject to removal from office.
77-59-31 Crimes and Penalties-Vioiation of Act.

Any person who shall wilfully give any false information or wilfully withhsid
information in’any report lawfully required of him under the provisions of this acc,
or who‘shall remove, destroy, alter, or mutilate any file or record of the bureau,
shall be guilty of a misdemeanor, and such person shall, upon comviction ﬁhereof,
be punished by a fine of not more than $----or by imprisomment in the county jail
for not more than____ days or by both such fine and imprisonment in the discretio=
of the court.

77-59-32 Construction of Act.
This act shall be liberally consctrued to the end that offenders may be promptiy
and certainly identified, apprehended and prosecuted.
Section 3. Duties of Board and Director Transferred to Commissioner.

. Whenever any existing or continuing law names or refers to the board of
managers, or the director of the bureau of criminal idemtification, it shall be

construed to refer to the commissioner of public safety.
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APPENDIX C

UTAH ARREST AND COURT DISPOSITION REPORT







0 IDENTIFICATION SECTION T

NAME: _AST FIRST MIDDLE ARRESTING AGENCY 1D ’ COR NO.
ALIASES: LAST FIRST MIDDLE UB! NO.
RESIDENCE: CONTRIBUTING AGENCY 1D FBI NO.
in
YOUR NO. N
DATE OF BIRTH PLACE OF BIRTH SEX RACE ~ |SCARS, MARKS, TATTOOS AND AMPUTATIONS )
HAIR EYES  [HGT, WGT. |WARRANT NO. DATE OF ARREST NCIC 1D NEXT APPEAR} . ' B
£G , . NCIC DATE OF |ARREST DISP.JARGEST DISP]  BAIL/BOND SET
C ;

NO. INITIAL CHARGE DESCRIPTION. OR STATUTE CITATION CODE OFFENSE [ CODE BATE vES MO ANGONT
1

2 q
3

4

5 , y

Signature of Official Taking Prints Date Print Taken Signature of Person Fingerprinted
1. RIGHT THUMB 2, RIGHTINDEX 3. RIGHT MIDDLE 4, RIGHY RING - VS. RIGNfLItTLE
u O
6. LEFT THUNME 7. LEFT.INDEX 3. LEFT MIDDLE 9. LEFTRING \l?. LEFT LITTLE
LEFT FOUR FINGERS TAKEN SIMULTANEOUSLY LEFY THUMB RIGHT THUM3 ° 3 RIGHT FUUR. FIN(EERS TAKEN SIMULYAN!.OUSLY » - : “ =

] , ks i
BCI-100 TO: STATE BUREAU OF CRIMINAL IDENTIFICATION « 300 STATE OFFICE BLDG. ¢ SALT LAKE CITY, UTAH 84114"

‘ R J - e 2 i3
. B . - : :
L v .




DEPARTMENT OF PUBLIC SAFETY

UTAH ARREST AND COURT DISPOSITION REPORT

IDENTIFICATION SEé‘IION

NAME: i LAST FIRST MIDDLE ARRESTIN-G\ AGENCY iD ‘COR NO.
ALIASES: LAST FiRST MIDDLE “UBt NO
RESIDENCE. CONTRIBUTING AGENCY 1D FBY NO.
. YOUR NO
DATE GF BIRTH PLACE OF BIRTH SEX RACE SCARS, MARKS, TATTOO0S AND AMPUTATIONS
tHAIR IEYES IHGT. ! GT. lWARRANT NO. DATE OF ARREST NCIC 1D NEXT APPEAR
CcG NCZCF OATE OF ARREéT DISP. |ARREST DISF VBAH.’"BOND SET
NO. iNITIAL CHARGE DESCRIPTION OR STATUTE C!TATlON CODE OFFENSE CaDE DATE YES|NO AMOUNT
1
2
3 -
4
5 -
COURT SECTION
NCiC COURT CODE CASE NO. [DCCKET) DATE TRIAL BEGINS DATE TRIAL ENDS TYPE TRIAL
UBRY __NON JURY
TYPE COUNSEL SENTENCE DATE SENTENCE AGENCY REFERRED 7O REMARKS
TYPE ACTION NCIC AGENCY CODE FILING DATE TYPE FILING
T TRIAL TIAPPEAL . INFORMATION .. GRAND JURY INDICTMENT OTHER
cG NCIC PLEA AT [CONVICTED| DISPOSITION} DISPOSITION |SENTENCE
NO. FINAL CHARGE DESCRIPTION OR STATUTE CITATION CODE TRIAL OFFENSE CODE DATE TYPE
1
2
3
4
)
TO: STATE BUREAU OF CRIMINAL IDENTIFICATION « 300 STATE OFFICE BLDG « SALT LAKE CITY, UTAH 84114
PRELIMINARY HEARING SECTION
l‘;lAMEi LAST T FIRST MIDDLE COR NO.
NCIC AGENCY CODE OATE HEARING BEGINS DATE HEARING ENDS TYPE COUNSEL
TIPRIVATE 71 COURT APPOINTED O PUBLIC DEFENDER " SELF 7 OTHER
AGENCY REFERRED TO REMARKS
€G NCIC NEW NCIC
NG INITIAL CHARGE DESCRIPTION OR STATUTE CITATION - CODE RESULTS OF HEARING CODE
2 DISMISSED T REDUCED TO MISDEMEANOR
1 7 BOUND OVER TTREFILED AS MISDEMEANOR
.2 DISMISSED _./REDUCED TO MISDEMEANOR
2 {7 BOUND QVER iREFILED AS MISDEMEANOR
L. DISMISSED {JREDUCED TO MISDEMEANOR
3 CiBOUND OVER TIREFILED AS MISDEMEANOR
1 DISMISSED JREDUCED TO MISDEMEANOR
4 ZIBOUND QVER {'REFILED AS MISDEMEANOR
I = 2 DISMISSED {ZJREDUCED TO MISDEMEANOR -
5 " BOUND OVER TTREFILED AS MISDEMEANOR -
TO: STATE BUREAU OF CRIMINAL IDENTIFICATION « 300. STATE OFFICE BLDG. » SALT LAKE CITY, UTAH 84114
ARRAIGNMENT SECTION -
-
NAME: LAST FIRST MIDOLE CDR NO.
NCIC AGENCY CODE CASE NO, ARRAIGNMENT DATE |TYPE CHARGE TYPE ACTION AGENCY REFERRED TO
{JJFELONY TIMISDEMEANOR |7 TRIAL. [I]APPEAL
cG. |~ NCIC PROSECUTOR| RELEASE ACTION BAIL/BOND SET
E NITIAL CHA 1PTI
NO, | 1 HARGE DESCRIPTION OR STATUTE CITATION CODE PLEA DISP. CODE DATE YES| NG| AMOUNT
TiGuilty | iZtProsecute
1 ZNot Gity { 2! Declined
AGuilty |1 Prosecute
2 {ZiNot Glty. | [ Declined
' {OGuilty [ D3Prosecute
3 EINot Gity. [ T Dectined
DGuilty [T Prosecute
4 IINot Gliy. | [ Declined
. CiGuilty | Prosecute
5 TINot Gly. | Dectined

_Bciagy

TO: STATE BUREAU OF CRIMINAL IDENTI!

.

FIQQTION * 300 STATE OFFICE BLDG. « SALT LAKE CITY, UTAH 84114
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UTAH CRIMINAL JUSTICE INFORMATION SYSTEM'S
USERS SECURITY AND PRIVACY AGREEMENT

A. GENERAL PROVISIONS B | . " .

1. Parties. This agreement is made and eritered into
this day of , , 19, by and be-
tween the Utah Department of Public Safety, administrator of ; 5
the Utah Criminal Justice Informatlor System, hereinafter re- ' ) o
ferred to as "System," and -

’ herelnafter referred to as "User

Agency or Individual."

2. Purpose of Agreement. This agreement provides for
System to serve as the state agency responsible for the dis-
- semination of complete and accurate criminal history record
information and other criminal justice information between
System and User Agency or Individual authorized by federal " ..
regulations (28 C.F.R. §20.21). 1In addltlon, it provides for -
security and privacy of information in that dissemination to .
criminal justice agencies shall be limited to purposes of +the
administration of criminal justice and criminal justice aqency
employment, and dissemination to other 1nd1v1duals and agencies
shall be limited to those individuals and agencies authdrized
by federal regulatlons and shall be limited to ‘the purpose(s)
for which it was given and may not be,d;ssemlnated further.

3. Governing Law. This agreement shall be governed
by and interpreted under the laws c¢f the State of Utah.-

B. INFORMATION SYSTEM SERVICES

1. Information. 1In accordance w1th ‘federal and state EUEER
regulations, System agrees to furnish User Agency or Individual s
such complete and accurate criminal hlstory record information b
and other criminal justice 1nformat10n as ‘is available in the
System files and further agrees ‘to furnish such cr1m1na1 history .
information and other data as is avallable through the FBI/NCIC a
CCH program. . A o . ..’

2. Hours. System agrees that User Agency or Inleldual R
may use terminal stations at its dispatch center on a: 24-hour, :
seven—-day week basis and terminal stations shall provrde suf-
ficient authorized personnel to operate them.rg - . .

)




3. Liability. It is understood by and between the
parties hereto that this agreement shall be deemed execu-
tory to the extent of the monies available to System and
no liability on account thereof shall be incurred by System
beyond monies available to System and no llablllty on account -
thereof shall be incurred by System beyond monies available
for the purposes thereof.

4. Adjacent Jurisdictions. In keeping with the con-
cept of System as being established to provide assistance
to all law enforcement agencies of the state, the User Agency
or Individual agrees to serve adjacent criminal justice juris-
dictions not equipped with a System terminal, as well as
authorized criminal justice employees in transit.

C. SECURITY AND PRIVACY

1. Basis of Eligibility. User Agency or Individual
agrees that 1t 1s eligible to receive criminal history record
information in accordance with federal regulations concerning
limitations on dissemination in that User Agency or Individual
is either: a criminal justice agency; a non-criminal justice
agency or individual acting pursuant to an agreement with a
criminal justice agency for the purpose of research; an agency
of state or federal government authorized by statute or execu-
tive order to conduct employment investigations; or an agency
or individual authorized by court order or court rule. Speci-

fically, User Agency or Individual is eligible to receive cr1m1na1

history record information as

2. Limitations on Dissemination. User Agency or In-

dividual agrees to limit dissemination of criminal history record

information furnished by System to its own employees and other
criminal justice agencies for purposes of the administration of
criminal justice and criminal justice agency employment only.
In the case of other agencies or individuals, User Agency or
Individual agrees that information may be disseminated only to
those which gualify under federal regulations and such informa-
tion shall be limited to the purposes for which it was given
and may not be disseminated further. User Agency or Individual
agrees that the limited purpose for which the released records
may be used is




3. Federal and State Requlations. Userlhgency or N
Individual further agrees to comply with all federal and state
laws, ruies, regulations, procedures and policies formally
adopted by the Disseminating Agency and the Utah Criminal
Justice Information System, and in regard to criminal history
record information furnished through the FBI/NCIC CCH program,
to rules, procedures, and policies approved by the NCIC Ad-
visory Policy Board and adopted by the NCIC. User Agency or
Individual agrees to be bound by the terms of the regulations
on a continuing basis with respect to any criminal history
record information received from any agency within or outside
of the state. Furthermore, the User Agency or Individual sub-~
ject to these regulations has the burden of giving notice of
the requirements of the regulations to other receiving agencies
or individuals.

4, Confirming Existence of Record. User Agency or In-
dividual agrees not to confirm the existence or non-existence
of criminal history record information for employment or licens-
ing checks, or for any reason whatsoever.

5. Return of Material. User Agency or Individual
agrees that all disseminated information and copies thereof
shall be retained within ity own files and destroyed once the
information is no longer needed for the purposes for which it
was disseminated. Such information shall be returned to the
Disseminating Agency only if such information is an original

copy .

6. Contemporary Status of an Individual. Nothing in
this agreement or in the regulations prevents a criminal justice
agency from disclosing to the public factual information con-
cerning the status of an investigation, the apprehension, arrest,
release or prosecution of an individual, the adjudication of
charges, or the correctional status of an individual, which is
reasonably contemporaneous with the event to which the informa-
tion relates. Nor is a criminal justlce agency prohibited from
confirming prior criminal history record information to members
of the news media or any other person, upon specific ‘inquiry I
as to whether a named individual was arrested, detained, indicted, " ¢
or whether an information or other formal charge was: filed, on - e
a specified date, if the arrest record information dlsclosed is B
based on data excluded by the regulations such as wanted posters,‘ s
court records, or records of traffic offenses.

D. SANCTIONS

1. Cancellation. This agreement may be termlnated upon
30 days' written notice by either party hereto and the Dls—;
semlnatlng Agency reserves the rlght to 1mmed1ately suspend

o
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furnishing any information provided for in this agreement to
User Agency or Individual when any rule, policy or procedure
adopted by the Disseminating Agency or the Utah Criminal '
Justice Information System, or approved by the NCIC Advisory
Policy Board and adopted by NCIC, or any law of this state or
the Federal government applicable to the security and privacy
of information is violated or avpears to be violated. The
Disseminating Agency may reinstate the furnishing of such
information upon receipt of satisfactory assurances that such
violation did not occur or was corrected. User Agency or
Individual also agrees to be subject to a misdemeanor and/or
a fine for knowingly violating this agreement or the regulations.

2. Indemnification. The User Agency or Individual
hereby agrees to indemnify and save harmless the State of Utah,
the Utah Criminal Justice Information System, the Disseminating
Agency, and officers, agents, and employees from and against
any and all loss, damages, injury, liability, suits and pro-
ceedings, however caused, arising directly or indirectly out
of any action or conduct of the User Agéncy or Individual in
the exercise or enjoyment of this agreement.

CRIMINAL JUSTICE DISSEMINATING AGENCY

BY

TITLE

DATE

USER AGENCY OR INDIVIDUAL

BY

TITLE

DATE




CRIMINAL JUSTICE DISSEMINATING AGENCY'S
USERS SECURITY AND PRIVACY AGREEMENT

A. GENERAL PROVISIONS
1. Parties. This agreement is made and entered into
this day of (19 __, by and between

r
a criminal justice agency operating under the authority of the
Utah Department of Public Safety, administrator of the Utah
Criminal Justice Information System, hereinafter referred to
as "Disseminating Agency," and
, hereinafter referred to as "User

Agency or Individual."

2. Purpose of Agreement. This agreement provides for
the Disseminating Agency, under authority of the Utah Criminal
Justice Information System, to serve as a state agency responsible
for the dissemination of complete and accurate criminal history
record information and other criminal justice information between
the Disseminating Agency and User Agency or Individual authorized
by federal regqulations (28 C.F.R. §20.21). In addition, it pro-
vides for security and privacy of information in that dissemina-
tion to other criminal justice agencies shall be limited to pur-
poses of the administration of criminal justice and criminal

justice agency employment, and dissemination to other 1nd1v1duals‘

and agencies shall be limited to those individuals and agencies
authorized by federal regulations and shall be limited to the
purpose(s) for which it was given and may not be disseminated
further.

3. Governing Law, This agreemént_shall be governed by
and interpreted under the laws of the State of Utah.

B. DISSEMINATING AGENCY SERVICES .

_ R Information. In accordance with federal and state
regulations, the Disseminating Agency agrees to furnish User
Agency or Individual such complete and accurate criminal hlstory
record information and other criminal justice information as is
available in the Disseminating Agency's files and further agrees
to furnish such criminal history information and other data as -
is available through the FBI/NCIC CCH program. ° :

5




2. Hours. The Disseminating Agency agrees that
User Agency or Individual may use terminal stations at its
dispatch center on a 24-hour, seven-day week basis and terminal
stations shall provide sufficient authorized personnel to
operate them.

3. Liability. It is understood by and between the
parties hereto that this agreement shall be deemed executory
to the extent of the monies available to the Disseminating
Agency and no liability on account thereof shall be incurred
by the Disseminating Agency beyond monies available to the
Disseminating Agency and no liability on account thereof shall
be incurred by the Disseminating Agency beyond monies available
for the purposes thereof.

C. SECURITY AND PRIVACY

1. Basis of Eligibility. User Agency or Individual
agrees that it is eligible to receive criminal history record
information in accordance with federal regulations concerning
limitations on dissemination in that User Agency or Individual
is either: a criminal justice agency;. a non-criminal justice
agency or individual acting pursuant to an agreement with a
criminal justice agency for the purpose of research, an agency
of state or federal government authorized by statute or execu-
tive order to conduct employment investigations; or an agency
or individual authorized by court order or court rule. Specifi-
cally, User Agency or Individual is eligible to receive criminal
history record information as

2. Limitations on Dissemination. User Agency or
Individual agrees to limit dissemination of criminal history
record information furnished by the Disseminating Agency to its
own employees and other criminal justice agencies for purposes
of the administration of criminal justice and criminal Jjustice
agency employment only. In the case of other agencies or in-
dividuals, User Agency or Individual agrees that information
may be disseminated only to those which qualify under federal
regulations and such information shall be limited to the purposes
for which it was given and may not ke disseminated further.

User Agency or Individual agrees that the limited purpose for
which the released records may be used is




3. Federal and State Requlations. User Agency or
Individual further agrees to comply with all federal and state
laws, rules, regulations, procedures and policies formally
adopted by System and in regard to criminal history record
information furnished through the FBI/NCIC CCH program, to
rules, procedures, and policies approved by the NCIC Advisory
Policy Board and adopted by the NCIC. User Agency or In-
dividual agrees to be bound by the terms of the regulations
on a continuing basis with respect to any criminal history
record information received from any agency within or outside
cf the state. Furthermore, the User Agency or Individual
subject to these regulations has the burden of giving notice
of the requirements of the regulations to other receiving
agencies or individuals.

4, Confirming Existence of Record. User Agency oOr
Individual agrees not to confirm the existence or non-existence-
of criminal history record information for employment or
licensing checks, except as provided in the federal ‘fegula-
tions for purposes of criminal justice agency employment,
statutory authorization expressly referring to criminal con-
duct, or state and federal investigations determining employ~-
ment suitability or eligibility for security clearances to
classified information.

5. Return of Material. User Agency or Individual
agrees that all disseminated information and copies thereof
shall be retained within its own files and destroyed once the
information is no longer needed for the purposes for which it
was disseminated. Such information shall be returned to System
only if such information is an original copy.

-

6. Contemporary Status of an Individual. Nothing in
this agreement or 1in the regulations prevents a criminal
justice agency from disclosing to the public factual informa-
tion concerning the status of an investigation, the apprehension,
arrest, release or prosecution of an individual, the adjudica-
tion of charges, or the correctional status of an individual,
which 1is reasonably contemporaneous with the event to which the
information relates. Nor is a criminal justice agency pro-
hibited from confirming prior criminal history record informa-
tion to members of the news media or any other person, upon
specific inquiry as to whether a named individual was arrested,
detained, indicted, or whether an information or other formal
charge was filed, on a specified date, if the arrest record
information disclosed is based on data excluded by the regula-
tions such as wanted posters, court records, or records of
traffic offenses. -

A
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D.  SANCTIONS

1. Cancellation. This agreement may be terminated
upon 30 days' written notice by either party hereto and
System reserves the right to immediately suspend furnishing
any information provided for in this agreement to User Agency
or Individual when any rule, pclicy or procedure adopted by
System or approved by the NCIC Advisory Policy Board and
adopted by NCIC, or any law of this state or the Federal
government applicable to the security and privacy of informa-
tion is violated or appears to be violated. System may re-
instate the furnishing of such information upon receipt of satis-
factory assurances that such violation did not occur or was
corrected. User Agency or Individual also agrees to be subject
to a misdemeanor and/or a fine for knowlingly violating this
agreement or the regulations.

2. Indemnification. The User Agency or Individual
hereby agrees to indemnify and save harmless the State of Utah,
the System, and the System's officers, agents and employees
from and against any and all loss, damages, injury, liability,
suits and proceedings howsoever caused, arising directly or in-
directly cut of any action or conduct of the User Agency ox
Individual in the exercise or enjoyment of this agreement. ‘

UTAH DEPARTMENT OF PUBLIC SAFETY CONTROL TERMINAL AGENCY

BY

TITLE

DATE

USER AGENCY OR INDIVIDUAL

BY

TITLE S

DATE




APPENDIX E

JUVENILE RECORDS DISSEMINATION EXCEPTIONS

This appendix describes the in-
stances where juvenile records
can be disseminated without a
written release from or on be-
half of the juvenile involved.







(a)

(b)

(c)

(a)

(£)

(g)

(h)

(1)

The County Attorney

Circumstances: When involved in an 1nvestlgablon of a case
which may result in a petition being filed. .

Limitation: Court records only except the computer summary. e T

Defense Attorney '

Circumstances: When defending a juvenile or adult in relation
to a petition filed with the Court.

Limitation: Court records only excluding the computer summary T
and judge's handwritten minutes. g

Division of Family Services :

Circumstances: When they have been awarded guardianship or
custody or when they are investigating a formal referral
made to them regarding dependency, abuse or neglect
(55-10-104).

Limitations: ©None

Licensed Child Placing Agencies

Circumstances: When they are awarded guardianship, custody
or supervisory responsibility by the Court (55-10~104).

Limitations: None :

Schools : ; . ;

Circumstances: Never ny

Limitations: No records are to be released. ' :

Youth Services and Other Communlty Accepted DlverSLOn AgenCLes

Circumstances: When a youth is referred to them for pOSSlble
diversion.

Limitations: Diversion agencies shall be told only whether a
youth qualifies for diversion or not based on the following '
criteria. The juvenile is not known to the Court; or less
than four (4) status and/or minor offenses; is not on proba--:
tion; has not been referred to the Court in the past six (6)
months and has no pending Court action. Details of the- .
juvenile's record, or the specific reason for inclusion’ or : .
exclusion should not be discussed or released. ‘ ’

Law Enforcement Agencies

Circumstances: When investigating an alleged law vzolatlon,
serving summons, executing a pickup order or beénch warrant
or determining disposition on a spec:flc referral they i
have made.

Limitations: Police reports, specific dlprSIthnS and ldentlflca-
tion information only. Complete record summaries, covrt or
probation department records are not to be released.

Adult Probatlon and Parole - Division of Corrections:

Circumstances: When preparing presentence reports . as’ a551gned
by Adult Courts or for persons on probatlon or. parole belng
served by .them. S . e

Limitations: None PR . . vl

Military Authorities . ' - -

Clrcumstances' In process of 1nvestlgatlon resultlng from a
person's attempt to join the mllltary. :

Limitations: A written record request must be accompanled by a ..
release of information signed by the juvenll ; parent onr<7
guardian. - The Court clerk or her app01nted deputy shall




{3}

(k)

(1)

{m)

(n)

(o)

enter a written "yes" if the person has an adjudicated

delinguent record and a "no" if no record exists or if ‘
the record was closed without a petition, was traffic,

depernidency or neglect or found not true in court. Details

of the juvenile's record or the specific reason for re-

sponding yes or no should not be released.

Utah State Industrial School, State Hospital, State Training
School

‘Circumstances: Youth  is committed to the above-named institu~-

tions (55-10-104).
Limitations: None
Pre~institutional Facilities {Group Homes, Boys' Ranches)
Circumstances: Youth is placed in pre-institutional facility
(55-10-104).
Limitations: None
Detention Centers
Circumstances: Custody is being accepted from person or officer -
who originally took youth in custody or Youth Services
Diversion Agency calls and asks for status as described
in "f" above.
Limitations: Record Summaries to be shared with authorized
officers of the Court only and with Youth Diversion
Agencies as prescribed in "f" above.
Juvenile, Parents or Legal Guardian
Circumstances: Petition has been filed and proceedings com-
menced or summary reguested.
Limitations: Court record only except judge's handwritten ‘
minutes. Probation Department records only by special
order of the Court. If upon review the parent, guardian
or juvenile request a record correction, the clerk of
the Court shall review the request and authorize the
adjustment if justified. Disputes shall be resolved
by the judge.
Mental Health

- Circumstances: When the Court or probation department orders or

regquests a review and recommendation from Mental Health.
Limitations: None
Research
Circumstances: (1) Persons or agencies, or any member of the
Court staff, desiring to conduct research which in any
manner involves the records of the Court, the Court staff,
the procedure of the Court, or juveniles who have been
found to come within the provisions of section 55-10-77,
Utah Code Annotated, 1953, must submit a written request =
together with full details of the intended research to .
the Administrative Office of the Juvenile Court for ap-
proval. (2) When the intended research involves only the
use of court records, court staff, or the procedures of
the court, and does not involve the use of any information
which may compromise the privacy of juveniles, permission
to conduct the research may be granted directly, by the
State Administrator of the Juvenile Court, after consulta-
tion with the Director of Court Services for the judicial ‘




(p)

district involved in the research. (3) When the intended
research involves the use of information which may com-
pron1se the privacy of juveniles, or when the research
requires testing, interviewing, or other communication with
the juveniles or their families, the State Administrator
may grant permission to conduc’ the research only with
permission of the Judge(s) and ithe Director of Court Ser-
vices for the judicial district involved in the research.
Limitations: (1) No juvenile court records or documents may be
removed from the Court by any researcher, except records
generated by PROFILE, in which any information identifying
juveniles has been deleted. (2) If the researching person
or agency intends to modify the scope, intent, or procedutre
of a previously approved research project, written notice
including full details of the intended modification must be
filed with the Administrative Office of the Juvenile Court.
Such modifications will be subject to approval’'in the same
way as the original research request. (3) Upon completion
of the research, the researching person or agency 'will for~
ward to the Administrative Office of the Juvenile Court copies
of all reports, summaries, tables, articles, or bocks pro-
duced as a result of the research. Records generated by
PROFILE for use in the research must also be returned. (4)
Electro-data processing tapes shall be ¢onsidered records
of the Court and shall be subject to the rules previously
set forth in this order regarding records, except that tapes
may be loaned to persons or agencies after approval by the
Administrator of the Juvenile Court and after approval by
the Board of Judges of the State of Utah Juvenile Court.
Copying, duplicating or otherwise generating additional tapes
is forbidden in all instances. (5) At any time, upon the
demand of the Administrative Office, all records and informa-
tion taken from the Court will be returned by the .researcher
to the Administrative Office. (6) The State Administrator
of the Juvenile Court may direct a member of the staff of
the Juvenile Court to act as his agent in matters of research,
delegating to him all or any of the duties and resp0131b111t1ea
assigned to the Court Administrator as set forth in this orxder.
(7) Exceptions to the provisions of this order may be granted
only with the approval of the Board of Juvenile Court Judges.
News Media
'The Board of Judges recognizes the public's r1ghts to know
concerning the social problems of delinguency and crime and the
responsibility of neéews media to inform the public. We believe ‘that
sufficient information should be available so that the public can
be aware of the efforts expended and the accomplishments and
deficiencies in the correctien and rehabilitation of the juvenile
offenders. We realize that inadequate information to the public
about the work of the Court may undermine confidence in the Court.
1. News Prior to Court Referral: The provisions of the Juvenile
Court Code concerning information and records on ccurt
cases do not apply to pre-court action in juvenile cases.




2.

4.

News media are not legally restrained from reporting
information conceraning juvenile offenders that may

come from law enforcement sources including the identity
of alleged offenders, We urge full reporting of such
matters deemed news worthy by news media in the interest
of public understanding of the social problems involved.

News Representatives Welcceme to Information Available in Court:

The

Representatives of public news media are welcome to attend

"hearings in the Juvenile Court and tc¢ report their impres-

sions cf the hearings, the facts of the offenses and the
details of the court orders in the case. Many cases be-
fore the Court involving minor offenses or delinquent
behavior not involving the commission of criminal type
acts, may not be news worthy except as they may show the
procedures and work of the Court and the efforts at
correction of the juveniles involved. The identity of
children in such cases need not be reported. 1In cases

of wide public interest involving serious vandalism,
aggravated pvblic disturbances, repeated disregard for
property, repeated theft or felony-type offenses, the
Court may release the identity of the juveniles involved
for publication.

News media representatives are invited to inquire on
the status of individual cases, either to learn the dis-
position of the Court or to ascertain the stage of the
proceedings in a particular case. Upon request in parti-
cular types of cases, the Clerk of the Court will notify
news media of the hearing so that a reporter may have
an opportunity to attend and report on the case.

Juvenile Court will Provide Information: Periodic reports
will be released to the Public Information Services. These
will include statistical summaries, Court interpretations
of actions taken, efforts made to evaluate and improve

methods, explanations of rehabilitation programs operating
within the Court, general suggestions to parents and
juveniles on observations made about the needs in homes

and possible constructive programs to be followed, analyses
of activities, attitudes, and practices which tend to
produce danger and are therefore to be avoided by children
and parents.

Release of Follow-up Information on Cases Which have Received

Public Attention: The Court will release to the Public
Information Services reports on the Court dispositions

and orders on cases which at the time of their original
discovery received widespread attention through the press,
radio, and television. These follow-up reports will
attempt to give citizens an opportunity to be relieved

of the mystery of what happens after the final statement
of such original reports "the juveniles were referred to
the Juvenile Court."




5. Release of Information to Private Persons Who Are Victims
. ‘E’ of Juvenile Vandalism or Other Offenses: Persons damaged
- ‘ as a result of delinguent acts for which juveniles are
' " referred to Juvenile Court may attend the hearing on the
matter and at their request, the Clerk will notify them
C of the hearing. If they cannot or dc not wish to attend,
;- V they will be advised of the Court's disposition upon
request.
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AGENCIES AUTHORIZED ACCESS

TO CRIMINAL HISTORY RECORD INFORMATION







TYPE OF AGENCY

State Criminal
Justice Agencies

State
Non-Criminal

Justice Agencies

Non-State

Non-Criminal
Justice Agencies
. i

' K
o

N
® B
R
3

AGENCY AUTHORIZED

Adult Probation and Parole
Utah State Prison
Division of Corrections
Sheriff and Police Officers
Other State and federal
Criminal Identification
Bureaus

Public Officers
Prosecuting Attorneys
Judges

Highway Patrol

Peace Officers

State Fire Marshall

Department of Public Safety

Wildlife Resources

Insurance Department .
Industrial Commission
Utah Bar Association
Liqﬁor Commission
Motor Véhicle Division
Medical Associétion

Pharmaceutical Ass'n,

BankAmericard

- Master Charge

AUTHORIZATION

U.C.A. §77-62-35
U.C.A. §64-9-28
U.C.A. §77-62-30
U.C.A. §77-59-18(1)

U.C.A. §77-59-18(2} (21)

U.C.A., 8§877-59-22

U.C.A, §77-59-18(3)

U.C.A. §77-59-18(4)

U.C.A. §27-10-5,6

U.C.A. §77-59~25

U.C.A. §63-29-22 §77-10-6
U.C.A. §77=59-1 et seq.

U.C.A. §23-10-1

T

U.C.A. 531-17:
U.C.A. §35-1-19,31,88
U.C.A. §78-51-1,10,12

U.C.A. §32-4-14

U.C.A. §41-3-26

U.C,A. §§58-12-31(8),25,35,36

U.C.A. §8§58-17-2,3

R
A T

U.C.A. §77-59-27

U.C.A. §77-59-27

Sd §31-2-3(4)
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Foreword

The Federal Information Processing Standards Publication Series of
the National Bureau of Standards is the official publication relating to
standards adopted and promulgated under the provisions of Public Law
89-306 (Brooks Bill) and under Part 6 of Title 15, Code of Federai Regula-
tions. These legislative and executive mandates have given the Secretary
of Commerce important responsibilities for improving the utilization and
management of computers and automatic data processing systems in the
Federal Government. To carry out the Secretary’s responsibilities, the NBS,
through its Institute for Computer Sciences and Technology, provides
leadership, technical guidance, and coordination of government efforts in -
the development of technical guidelines and standards in these areas. -

The selective application of technological and related procedural safe- -
guards is an important component of the Federal Government’s efforts to
protect the pyivacy of individuals, as required by the Privacy Act of 1974.
The guidelines provided by this publication establish the groundwork for
assessing the risks of unauthorized disclosures of personal data in current
automated systems and developing a set of safeguards to minimize those
risks. They are made available for use by Federal agencies within the con-
text of the Oftice of Management and Budget's total program for implement-
ing the Privacy Act.

RUTH M. DAVIS, Director
Institute for Computer Sciences
and Technology

Abstract

This publication provides guidelines for use by Federal ADP organizations in
implementing the computer security safeguards necessary for compliance with Public
Law 93-579, the Privacy Act of 1974. A wide variety of technical and related procedural
safeguards are described. These fall into three broad categories: Physical security, in-
formation management practices, and computer system/network security controls. As
each organization processing personal data has unique characteristics, specific organiza-
tions should draw upon the material provided in order to select a well-balanced combina-
tion of safeguards which meets their particular requirements.

Key words: Access controls; ADP security; computer security; Federal Information .

Processing - Standards; information management; personal data; physical security; -
privacy risk assessment.

Nat, Bur, Stand. (U.S.), Fed, Info. Process. Stand. Publ, (FIPS PUB) 41, 20 pagss, (1975) CODEN: FIPPAT

For sale by the Superintendent of Documents, U.S. Government Printing Office, Washington, D.C. 20402. (Order by SD Catalog No.
C13.52:417, GPO price 70 cents.
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Federal Information
Processing Standards Publication 41

1975 May 30

ANNOUNCING THE

COMPUTER SECURITY GUIDELINES FOR
IMPLEMENTING THE PRIVACY ACT OF 1974

Federal Information Processing Standards Publications are issued by the National Bureau of Standards pursuant
to the Federal Property and Administrative Services Act of 1949 as amended, Public Law 89-306 (79 Stat. 1127),
and as implemented by Executive Order 11717 (38 FR 12315, dated May 11, 1973), and Part’é of Title 15 CFR
(Code of Federal Regulations).

Name of Guideline: Computer Security Guidelines for Implementing the Pri":iracy Act of 1974.
Category of Guideline: ADP Opelatlona, Computer Security.

Explanation: The Privacy Act of 191 i lmposes numerous requirements upon Federal agencies, to
prevent the misuse or compromise of data concerning individuals. Federal ADP organizations
which process personal data must provide a reasonable degree of protection against unauthorized

disclosure, destruction or modification of personal data, whether intentionally caused or resulting.

from accident or carelessness. These guidelines provide 2 handbook for use by Federal organiza-
tions in implementing any computer security safeguards which they must adopt in order to im-
plement the Act. They describe risks and risk assessment, physical security measures, appropriate
information management practices, and computer system/network security controls.

Approving Authority. Department of Commerce, National Bureau of Standards (Institute for Com-
puter Sciences and Technology).

Maintenance Agency. Depértment of Commerce, National Bureau of Standards (Institute of
Computer Sciences and Technology).

Cross Index. See Appendix.

Applicability. These guidelines were prepared at the specific request of the Office of Management
and Budget and are intended for use in implementing the computer security requirements imposed
by the Privacy Act of 1974. As they treat the general problem of computer security in addressing
a host of available safeguards, they are also generally applicable to computer security matters un-
related to individual privacy.

Implementation. Each Federal ADP organization has unique requirements for computer security
stemming from the Privacy Act of 1974. Specific needs depend on the organization’s personal data
processing mission and its operating environment. Utilizing the description of a wide variety of

safeguards contained in these guidelines, an organization may select a well- balanced set which meets .

its particular needs.

Specifications. Federal Information Processing Standard 41 (FIPS 41), Computer Security Guide-

lines for Implementing the Privacy Act of 1974, (affixed).

Qualifications. This document provides a set of guidelines from which a Federal organization may
select technical and related procedural safeguards for protecting personal data in dutomated in-
formation systems. It does not cover topies such as determination of the need for maintaining per-
sonal data and the relevance of the data to the performance of authorized functions. Also, matters.
such as employee rules of conduct, employee screening and training are out51de the purview of this
document. 1 /
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As each organization has a unique set of requirements and risks to consider, depending on its
environment, function and operations, no list of required safeguards can be prescribed in general.
Each organization must analyze its own requirements. Computer security is only one facet of
implementation of the Privacy Act of 1974, and this document therefore should be considered in
conjunction with other issuances of the Office of Management and Budget, the General Services
Administration, and the Civil Service Commission. '

As new knowledge, techniques and devices become available in the future, these guidelines will
need to be modified accordingly. Because of the new requirements of the Privacy Act of 1974 and
anticipated technical and related procedural experiences, much information relevant to these guide-
lines will be gained. All comments and critiques are welcome, and will be considered in future
revision. They should be addressed to the Systems and Software Division, Institute for Computer
Sciences and Technology, National Bureau of Standards, Washington, D.C. 20234.

Where to Obtain Copies of the Standard.

a. Copies of this publication are available from the Superintendent of Documents, U.S. Govern-
ment Printing Office, Washington, D.C. 20402 (SD Catalog Number C13.52:41). There is a 25 per-
cent discount on quantities of 100 or more. When ordering, specify document number, title, and
SD Catalog Number. Payment may be made by check, money order, coupons, or deposit account.

b. Microfiche of this publication is available from the National Technical Information Service,
U.S. Department of Commerce, Springfield, Virginia 22151. When ordering refer to Report Number
NBS-FIPS-PUB-41 and title. Payment may be made by check, money order, or deposit accotunt.
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Executive Overview

The Privacy Act of 1974 (5 U.S.C. 552a) imposes numerous requirements upon Federal agencies
to prevent the misuse of information about individuals and assure its integrity and security. These
requirements will be met by the application of selected managerial, administrative and technical
procedures which, in combination, can be used to achieve the objectives of the Act.

This document provides a set of guidelines for the use of technical procedures for safeguarding
personal data in automated information systems. Managerial and administrative procedures such
as those relating to basic determinations concerning the need for maintaining personal data and
its relevance to the performance of authorized functions, employee rules of conduct, and employee
screening and training are outside the purview of this document. The guidelines were prepared in
response to the Office of Management and Budget memorandum dated March 12, 1975, Implementa-
tion of the Privacy Act of 1974, and are made available for consideration and use by all Federal
agencies in meeting the requirements of the Act. They represent, however, only one segment of the
Government-wide guidance that is provided for in OMB’s circular governing the implementation
of the Act and should, therefore, be considered in conjunction with all other guidance on this subject.

There are three categories of technical safeguards which can be used to maintain the integrity of
personal information and protect it from unauthorized use. These categories are: physical security
procedures, information management practices and computer system/network security controls.
The guidelines cover all three categories; neither category by itself is likely to offer protection
against all risks of privacy violations. However, by carefully selecting appropriate components from
among all three categories and packaging them into a well-balanced set of safeguards according to
individual needs, the level of protection can usually be improved significantly at-reasonable cost.

The relevance and utility of these technical procedures can be grasped quickly if they are viewed
in‘the context of the Privacy Act of 1974. Figure 1, on page 2, identifies the principal provisions
of the Act which involve the application of safeguards and shows how each of the three categories
can contribute to the imnlementation of these provisions. The matrix illustrates graphically not
only that the procedures can be used in combination to administer various provisions of the Act,
but also that some safeguards can simultaneously contribute to satisfying more than one pro-
vision. Significantly, it also indicates that the preservation of data integrity and security in auto-
mated systems can be achieved in good measure by the prudent use of physical security and informa-
tion management practices and is not necessarily dependent upon complex computer system/
network controls.

The major provisions of the Privacy Act which most directly involve the use of computer
system/network controls are: Subsection (b) of 5 U.S.C. Section 552a which limits the disclosure
of personal information to authorized persons and agencies; Subsection (e) (5) which. requires the
maintenance of accurate, relevant, timely, and complete records; and Subsection (e)(10) which
requires the use of safeguards to insure the security and-integrity of records. Although the Act
sets up legislative prohibitions against unauthorized disclosures, system/network controls are also
needed to help assure that access to personal data is properly controlled and that intentional or
accidental violations of security and integrity do not occur.

These controls include techniques for providing positive identification of the authorized user of
the system and remote terminals, authenticating his right to have access to specific data in a
system shared by others and preventing him from gaining access to data and/or programs to which
he is not entitled, and, finally, providing a system of internal audits for monitoring compliance with
the stipulated security requirements. In cases involving the automated transfer of personal data
between terminals and a computer system or among systems, protection requirements might, on

“infrequent occasions, be judged sufficiently strong to warrant the use of data encryption techniques.

3
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Thus, in addition to viewing the technological safeguards in terms of the provisions of the Privacy
Act, it is useful also to view them in terms of the control points within a computer system/network
where security risks occur and where appropriate safeguards can be applied. This perspective is
provided in figure 2 on pages 4 & 5, which portrays the elements of a computer system/network,
beginning with the off-line storage of data in machine-readable media (e.g., tapes and discs) and
progressing through the many possible processing modes, including the use of interactive computer
terminals at local and remote locations and the linking of local systems via communications net-
works. It stresses again the value of physical security and information management practices as
major adjuncts to the computer system/network security controls of the type described in the

preceding paragraph.

In order to provide for consistency and effectiveness in applying protective measures, the National
Bureau of Standards has identified the need for technical standards and guidelines in the following
topical areas:

. Physiéal security
Risk managernent
Fire and other disasters
Physical protection
Contingency planning

e Information management
Data input, storage and handling
Record identification
Media control _
Programming techniques for security
Software documentation
Data elements

e Computer system/network security controls
User identification
Terminal identification
Data access controls
Data encryption
Security auditing

Within these topical areas, the National Bureau of Standards has already provided the following
guidelines which are available and can be obtained as indicated in the Appendix:

o Executive Guide to Computer Security

e Guidelines for ADP Physical Security and Risk Management

It is intended that the standards and guidelines identified above will be examined, developed and
published using regular or expedited procedures that are consistent with meeting the needs and
problems generated by experience gained in administering the Privacy Act. Meanwhile, the guide-
lines included in this decument are intended as a statement of technical measures which managers
should consider together with managerial and administrative procedures as they decide upon a
balanced set of safeguards suitable to their specific operational needs and environments.

Inquiries and comments regarding the application of these guidelina should be directed to the
Systems and Software Division, Institute for Computer Sciences and Technology, National Bureau
of Standards, Washington, D.C. 20234. (Telephone: Area Code 301-921-3861)

4
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1. Introduction

1.1. The Privacy Actof 1974

The Privacy Act of 1974 imposes numerous
requirements upon Federal agencies to prevent
the misuse of data about individuals, respect its
confidentiality and preserve its integrity. Fed-
eral agencies can meet these requirements by
the application of selected managerial, admin-
istrative- and technical procedures which, in
combination, achieve the objectives of the Act.

The major provisions of the Privacy Act
which most directly involve computer security
are found in the following parts of 5 U.S.C.
Section 552a:

e Subsection (b), which limits disclosure of
personal information to authorized persons
and agencies;

e Subsection (e) (5), which requires accu-
racy, relevance, timeliness and complete-
ness of records;

e Subsection (e) (10), which requires the use
of safeguards to insure the confidentiality
and security of records.

Although the Act sets up legislative prohibi-
tions against abuses, technical and related pro-
cedural safeguards are required in order to
establish a reasonable confidence that compli-
ance is indeed achieved. It is thus necessary to
provide a reasonable degree of protection
against unauthorized disclosure, destruction or
modification of personal data, whether inten-
tionally caused or resultirig from accident or
carelessness.

1.2. Seope of Guidelines

This document was prepared at the request of
the Office of Management and Budget. It pro-
vides a set of guidelines specifying technical and
related procedural methods for protecting per-
sonal data in automated information systems
and should be read in conjunction with OMB’s
circular on the implementation of the Privacy
Act. Managerial and administrative procedures
such as those relating to basic determinations
concerning the need for maintaining personal
data and its relevance to the performance of au-
thorized functions, employee rules of conduct,
and employee screening and training are out-
side the purview of this document. These
guidelines represent only one aspect of Govern-
ment-wide implementation guidance. Like the
National Bureau of Standards, the General
Services Administration and the Civil Service
Commission have issued guidelines dealing with
specific topics, under direction of the Office of
Management and Budget.
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1.3. Definitions

The following terminology is used throughout
this document in discussing the treatment of
data:

e Confidentiality—A concept which applies
to data. It is the status accorded to data
which requires protection from unauthor-
ized disclosure.

e Data Integrity—The state existing when
data agrees with the source from which it
is derived, and when it has not been either
accidentally or maliciously altered, dis-~
closed or destroyed.

e Data Security—The protection of data
from accidental or intentional, but unau-
thorized, modification, destruction or
disclosure.

Safeguards which provide data protection are
grouped into three categories: physical security
measures, information management practices,
and computer system/network security con-
+=ols. Specifically, these are:

e Physical Security Measures—Measures for
protecting the physical assets of a system
and related facilities against environmen-
tal hazards or deliberate actions.

¢ Information Management Practices—Pro-
cedures for collecting, validating, process-
ing, eontrolling and distributing data.

o Computer System/Network Security Con-
trols—Techniques available in the hard-
ware and software of a computer system or
network for controlling the processing of
and access to data and other assets.

1.4. Safeguards

The relevance and utility of these technical
safeguards can be grasped quickly if they are
viewed in the context of the Privacy Act of 1974.
Figure 1 identifies the principal provisions of
the Privacy Act which involve the application of
safeguards and shows how each of the three
categories can contribute to the implementation
of these provisions. The matrix also serves to
illustrate graphically that adcpting particular
safeguards may help to satisfy more than one
requirement of the Act. Significantly, it also
indicates that protection of data in automated
systems is not necessarily dependent upon com-
plex computer system/network technology, but
can be achieved 1n good measure by the prudent
use of physical security measures and inferrma-
tion management practices.

The safeguards discussed here are aimed spe-
cifically at precluding unauthorized access to
personal data in computer systems, but most of
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them, especially those in the areas of physical
security and information management, are ap-
plicable to manual as well as automated systems.
Most of them also provide protection for other
kinds of data than personal. However, since the
present emphasis is on personal data, ‘“‘data’ is
synonymous with “personal data” in the re-
mainder of this document.

Figure 1 relates technological safeguards to
specific provisions of the Privacy Act. Alterna-
tively, they may be viewed in relation to the con-
trol points within a computer system/network
where security risks occur and where appropri-
ate safeguards can be applied. This perspective
is provided in figure 2 on pages 10 and 11, which
shows the elements of a computer network, be-
ginning with the offline storage of data in ma-
chine-readable media (e.g., tapes and disks) and
progressing through the many possible process-
ing modes, including the use cf interactive com-
puter terminals at local and remote locations and
the linking of local systems via communications
networks, It stresses again the value of physical
security measures and information management
practices, in relation to computer system/net-
work controls,

SECTION OF

SAFEGUARDS GUIDELINES

These guidelines cover the three categories of
safeguards defined in Section 1.2. The consider-
ation of one to the exclusion of the others is not
likely to offer protection against all risks of
privacy violations. However, by carefully select-
ing a well-balanced set of safeguards, the level
of protection can usually be improved signifi-
cantly at reasonable cost.

SECTION 552a

(b)

(@)
(e) (5), (6)

(e} (1)
(d)(4)
(e} (1)
(e} (20)
1 (1)

SUBSECTION OF 5 U.S.C.

for Authorized Purposes
Confidentiality of Records

Information
Use Relevant Data Only

Records
Insure Integrity, Security and.

REQUIREMENTS
Control of Disclosures
Accounting of Disclosures
Provide Access to Records
Inclusion of Disputed
Maintain Accurate, Complete
Retention of Records;
Archival Storage

3.0
31

3.2

Physical Security
Entry Controls
Storage Protection

ol
]

>
o]

4.0
4.1
4.2
4.3
4.4
4.5
4.6

Information Management Practices
Handling of Data
Maintenance of Records
Data Processing Practices
Programming Practices
Assignment of Responsibilities
Procedural Auditing

S I
PO oMo K

5.0
51
Access Controls 5.2
5.3
5.5.2

Systems Security
Identification

Access Auditing
Data Encryption

g

P

X

Mo M b
b bd b4 b
bbb b4

X

FIGURE 1. Technical safeguards applied to requirements of the Privacy Act of 1974.
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2. Security Risk Assessment and Safeguard Selection

The most important managerial actions a
Federal agency must take initially are first, to
make sure that any records which the agency
maintains are necessary and relevant to the per-
formance of a lawful agency function and sec-
ond to restrict authorizations for access to per-
sonal data to a minimum. A fundamental
principle underlying the Privacy Act is that
information not maintained about an individual
cannot be misused to his detriment. The elimina-
tion of non-essential information not only re-
‘duces the likelihood of harmful actions, but, by
keeping record-keeping practices to a minimum,
also eases the task of safeguarding the essential
data.

The technical requirements of the Privacy Act
for safeguarding the confidentiality, integrity,
and security of personal data are less detailed
and specific than some of the other requirements.
The level of security needed to support privacy™
depends on the uses which are made of the rec-,
ords, the uses which others could make of the-
records if they are inadvertently or intentionally
disclosed and the harm that might accrue to the
individual. Furthermore, security needs are de-"
pendent on the environment in which the system
of records operates. The determination of which’
security safeguards are needed to protect a’
given system must be made by personnel who
are very familiar with the information main-’
tained and with the administrative, technical,
and physical environment in which the system
operates. : ‘

2.1

The fuirst step toward improving a system’s
security is to determine its security risks. A
security risk assessment benefits an agency in
three ways:

Security Risk Assessment

(1) It provides a basis for deciding whether
additional security safeguards are needed.

(2) It ensures that additional security safe-

guards will help-to-counter all the serious se-

curity risks.

(3) It saves money that might have been
wasted on safeguards which do not significantly
lower the overall risks and exposures.

The goal of a risk assessment is to identify
and prioritize those events which would com-
promise the integrity and confidentiality of per-
sonal data. The seriousness of a risk depends
both on the potential impact of the event and its
probability of occurrence.

Section 2.2 identifies certain general risks and
discusses general priorities. A risk assessment

can be successful even though it only identifies
the most serious risks without attempting to
quantify degrees of risk; however, the degree of
risk should be estimated in quantitative terms
when possible. This provides a better basis for
deciding what security safeguards are necessary
and reasonable. It is sometimes possible to arrive
at quantified estimates of risk which, though
inexact, are still adequate for the purpose of
selecting appropriate safeguards.

Estimates of the expected frequency of acci-
dental risks can be based on previous experience
of the agency and of other agencies with similar
record systems. For risks that arise from de-
liberate acts, estimate the cost of carrying out
the threat. Risks of deliberate penetration are
far more likely when someone can benefit sub-
stantially from the act—especially when the act
requires little effort or knowledge on his part.
An operator with free access to the agency’s
ADP center may browse through sensitive files
at virtually no cost to himself, whereas an indi-
vidual intent on the unlikely act of undetectable
interception of computer transmissions may re-
quire major capital and operating investments.

» In general the risk assessment should consider
all risks—not just risks to personal data. While
these guidelines emphasize the security of per-
sonal data, it is best to develop an integrated set
of security safeguards which protest all valuable
data on the system wherever possible.

The risk assessment should be conducted by a
team which is fully familiar with the problems
that occur in the daily handling and processing
of the information. The participants on the risk
assessment team should include experienced
representatives from:

(}) the operating unit supported by or
having jurisdiction over the data under
consideration,

(2) the programmers responsible for support
of the operation or function under consideration.

(3) the unit responsible for managing ADP
operations,

(4) the system programmers—if the agency
has this as a separate function,

(5) the person assigned the responsibility for
overseeing or auditing system security.

(6) those responsible for physical security.
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SAFEGUARDS

SYSTEM ELEMENTS

RISKS

@Physical Security
eEntry Controls
eStorage Protection

@Info Mgt Practices
ePhysical Handling
eManual Access
eInput Processing
eProcedural Auditing

@Systems Security
eData Encryption

On Line

Off Line
Backup

e Erasure eTheft
e Copying ebLoss
eMisplacement

@®Physical Security
sEntry Controls

@®Info Mgt Practices
eInput Processing
*Programming Practices

@Systems Security
®Access Controls

@ Systems Security
eldentification
®Access Controls
®Access Auditing
eData Encryption

Communications Lines

@Systems Security
eData Encryption
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Processors
including

Main Memory

Aux Memory

®Accidental Damage

eMisrouting eDisclosure

ePoor Control & .
Partitioning _¢

—C\

B

Interactive

Batch

Local Job Input/Qutput

e Unauthorized Access
®Program Changes

stavesdropping

elUnauthorized Disclosures
(Dumps)

eSystem Modifications

i
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Carrier
Switching

"

g N

sMisrouting
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FIGURE 2. Technical safeguards and data security risks.
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2.2. Categories of Security Risks

In this section general classes of security risks
are identified and categorized as an initial illus-
tration of risk assessment and as a step toward
understanding the scope of security concerns.
Risks must be assessed with respect to every file
of personal information in the system. Each
agency will have to identify its specific risks and
evaluate the impact of those risks in terms of its
information files.

The risks listed in the following subsections
progress from acts of carelessness to system
penetrations requiring significant technical so-
phistication., Risks are generally listed in the
order in which they are likely to be encountered;
howave -, Zach agency must realize that its risks
could?  prioritized differently if unique circum-
stan~«s exist. Those agencies designing new
ADPF systems—especially large, remote-access
systems—should consider the risks of deliberate
system penetration at the time they are initially
determining the system configuration.

2.2.1. Accidents, Errors, and Omissions

Experience indicates that the most commonly
encountered security risks are usually accidents,
errors and omissions. The damage from these
accidental events far exceeds the damage from
all other security risks. Good information man-
agement practices are necessary to reduce the
damage that can result from these occurrences.

Some examples of these risks are:

e Input error—Data may not be checked for
consistency and reasonableness at the time
they are entered into the system; or data
may be disclosed, modified, lost, or mis-
identified during input processing.

Program errors—Programs can contain
many undetected errors—especially when
they are written with poor programming
practices or are not extensively tested. A
program error may result insundesirable
modification, disclosure or destruction of
sensitive information.

Mistaken processing of data—Processing
requests may update the wrong data; for
example, if a tape is mounted at the wrong
time. .

Data loss—Data on paper printouts, mag-
netic tapes, or other removable storage
media may be lost, misplaced, or destroyed.
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e Improper data dlssemmatlon——Dlsseml-
nated data may be misrouted or mislabeled,
or it may contain unexpected per sonal
information,

o Careless disposal—Personal data can be re-
trieved from waste paper baskets, mag-
netic tapes, or discarded files.

2.2.2. Risks from Uncontrolled System Access

Agencies expose themselves to unnecessary
risks if they fail to establish controls over who
can access the personal data which is processed
on their ADP systems. Outsiders must not have
free access to the personal data. The number of
agency employees with access to personal data
must also be kept as small as possible without
hindering the mission of the agency.

Physical security measures are always needed
to control system access. If everyone using the
ADP system is authorized access to all the per-
sonal data being processed, then physical se-
curity measures can adequately control system
access, If the system is also used by some who
should not be authorized access to all types of
personal data, then information handling prae-
tices and system access controls are also needed
to control these risks.

. Examples of these risks include:

Y
¢ Open system access—There may e no con-
trol over who can either use the ADP sys-
tem or enter the computer room.

Theft of data—Personal data may be stolen
from the computer room or other places
where it is stored.

Unprotected files—Data files may not be
protected from unauthorized  access by
“other users of the ADP system. This ap-
plies to on-line files ‘and also to off-line
files such as magnetic tapes. The latter are
sometimes accessible simply by 1equest1ng
that they be mounted.

Dial-in access—There is serious danger that
unauthorized persons can access the system
when remote, dial-in access is allowed.

e Open access during abnormal . circum-
stances—Data ~which is adequately pro-
tected during normal-operations may not be
adequately protected under abnormal cir--
cumstances. Abnormal circumstances, in-
clude power failures, bomb threats, and
natural disasters such as fire or flood.




2.2.3. Risks from Authorized Users of Personal

Data

Experience with computer-related crime indi-
cates that the most serious risks from deliberate
acts are from employees who work with the data.
These employees often know exactly what se-
curity safeguards are in effect, and they may
know how to get around them as well. Protec-
tion of personal data from abuse by those au-
thorized to access it is an important security
concern.

Practices which contribute to these risks
include:

e Poorly defined criteria for authorized ac-
cess—Personnel may not know whether
another employee should have access to a
data item,

e Lax attitude toward employee dishonesty—
Employee dishonesty may be relatively
common and tolerated by management.
Rules of conduct for agency employees hav-
ing access to personal data must be
established.

¢ Unaudited access to personal data—If an
individual can access personal data know-
ing that there is no audit trail recording his
access, then he will feel he cannot be held
accountable for that act.

2.2.4. Risks from the Physical Environment
and from Malicious Destructive Acts

Physical destruction or disabling of the ADP
system is not usually a primary risk to privacy.
Environmental hazards and malicious acts may
destroy records required by the Privacy Act, or
they may damage the accuracy, timeliness, or
completeness of records. However, these risks
are also serious because of the value of the re-
sources tha* might be destroyed and because the
agency’s mission is often dependent on records
in the ADP system. Security safeguards—in-
cluding file back-up and contingency planning—
needed and usually provided for these other rea-
sons will normally be more than adequate to
protect privacy against these risks.

Examples of these risks include:
s Fire, heat, water damage, and flood
e Electric power failure

o Malicious destruction by employees or
outsiders.

2.2.5." Risks from Deliberate Penetrations

Current computer systems are vulnerable
to deliberate penetrations, which can bypass
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routine security controls. These penetrations
usually require the participation of an individual
with specific technical knowledge. To date, there
have been relatively few instances of substantial
harm resulting from such delibirate penetra-
tions. Thus these risks now appear to be less
likely than most of the other risks mentioned
above. The knowledgeable penetrator usually
acts rationally, and the personal data would have
to be very valuable to be attractive to him. How-
ever, agencies should be aware that attackers
may try to embarrass the agency by demon-
strating that their personal data is not secure.

In the future, risks from deliberate penetra-
tions could become more significant. These po-
tential risks will be greatly magnified by large
computer networks. Agencies that are designing
such networks for future use should consider
these risks in the early planning stage.

Deliberate penetration risks include:

e Migsidentified access—Passwords are often
used to control access to a computer or to
data, but they are notvriously easy to obtain
if their use is not carefully controlled.
Furthermore, a person may use an already
logged-in terminal which the authorized
user has left unattended, or he may capture
a communications port as an authorized
user attempts to disconnect from it.

o Operating system flaws—Design and imple-
mentation errors in operating systems al-
low a user to gain.control of the system.
Once the user is in control, he can disable
auditing controls, erase audit trails, and
access any information on the system.

e Subverting programs—Programs contain-
ing hidden subprograms that disable se-
curity protections can be submitted. Other
programs can copy personal files into secret
or misidentified files to use when protection
is relaxed.

¢ Spoofing—Actions can be taken to mislead
system personnel or the system software
into performing an operation that appears
normal but actually results in unauthorized
access.

¢ Bavesdropping—Communications lines can
be “monitored” by unauthorized terminals
to obtain or modify information or to gain
unauthorized access to an ADP system.

2.3. Cost Considerations for Selecting
Safeguards

Each agency should consider the cost of each
safeguard when selecting from among the sev-
eral options available, While each agency must
consider its own unique circumstances in assess-
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. R , .4
ing costs, general guidelines for understanghng
cost parameters will assist in developing priori-
ties for action. ;

Costs fall into two major areas: initial and
operating costs. Initial costs include the pur-
chase of new system elements, modifichtion of
existing systems to accept the new element, one-
time administrative measures to support the
new elements, and the initial testing of their
effectiveness. Operating costs include the in-
creased day-to-day costs of running the en-
hanced system, including such cost components
as personnel, computer processing, storage, and
system monitoring. .

Security is needed as a prerequisite to privacy,
but it is also needed for many other reasons.
Basic security safeguards adequate to protect
other valuable data such as financial and payroll
records may also be adequate to support privacy.
Only a small fraction of overall computer se-
curity costs is likely to be attributable to privacy.
Agencies should wherever feasible keep the costs
of security measures installed for other reasons
separate from the costs of assuring privacy.

A risk assessment will have identified those
risks which need to be controlled. Sections 3, 4,
and 5 discuss various security controls which
can be used. When these protection mechanisms
are selected they should constitute a system of
complementary measures that provide protec-
tion where it is needed. Each protective measure
should be assessed in terms of the incremental
protection achieved by the additional cost. A
small amount spent for protection may increase
the cost of intentional damage beyond an accept-
able limit. A lock on a tape cabinet may provide
all the protection needed for certain files since
the simple lock raises an act of unauthorized ac-
cess to one of “breaking-in.” On the other hand,
it would provide little protection against an ir-
rational act of vandalism.

Physical security should be reviewed first, and
improved where necessary. For most agencies,
the application of physical security measures
provides sufficient protection against intentional
or overt external acts against agency data. How-
ever, it provides little protection against acci-
dental or aunintentional damage to files or
against overt internal acts. Appropriate infor-
mation management. practices will provide a
significant level of protection against many
risks not covered by physical security. System
security safeguards should be considered by
those agencies whose data sensitivity levels re-
quire more protection than that offered by
physical security and information management
practices.
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3. Physical Security

Physical security as it pertains to the protec-
tion of data does mot differ from physical se-
curity for protecting other resources. It is
achieved through the use of locks, guards, and
administratively controlled procedures as well
as measures required for the protection of the
structures housing the computer and related
equipment against damage from accident, fire
and environmental hazard, thus ensuring the
protection of their contents. Extensive guide-
lines for assessing physical security risks aind
applying appropriate meastures are proy 1ded in
Guidelines for Awutomatic Data Processing
Physical Security and Risk Management (see
Appendix). This section highlights considera-
tions for determining the need for and applica-
tion of physical security measures.

Security at an entrance to a computer center
can prevent entry by all but the most determined
intruders. Prevention of unauthorized entry
into a facility can be accomplished not only by
establishing a guard force but also by controlling
all possible means_of access from the exterior,
including even such remote avenues as air con-
ditioning vents, and through ‘the use of sign-in
procedures, badges for authorized personnel,
special locks, exterior hrrhtmg, TV cameras,
harriers (fences) , and ’intrusion detection
devices. N

A thorough survey of the environment of a
facility will disclose any special dangers in the
area such as chemical oy explosives activity or
likelihood of flood, improper storage of com-
bustibies, inadequate visitor control and other
obvious kazards which could result in situations
where data might be destroyed or exposed to
public scrutiny or haphazard removal. In fact,
such obvious perils should be considered before
selecting the location for a computer facility al-
though they are sometimes unavoidable.

It is reasonable to assume that protection
against fire, explosion and natural disasters will
be available in any computer installation, but
additional measures may be necessary to insure
the confidentiality and security of records. The
risks to data which can be generated by a dis-
aster situation stem not only from the vulner-
ability of the data’s storage medium to destruc-
tion occurring during the actual catastrophe but
extend to subsequent exposure of the media, re-
ports and source materials in a damaged facility.
In a disaster, accidental or not, risks to stored
data also include damage caused by weather,
firefighting techniques, salvage operations, van-
dalism, or theft.

7



While no hard and fast rules exist to deter-
mine the need or extent of physical protection
measures for a given situation, a number of
possibilities exist that should be considered. For
any specific installation, some set of the meas-
ures described below must be selected for imple-
mentation in order to provide adequate safe-
guards against the unauthorized destruction,
diselosure or modification of personal data.

3.1. Entry Controls

e Limit the number of entrances to the com-
puter facility to a minimum. (There should
be coordination of this measure with those
responsible for fire protection and building
security.) Doors should be of sufficient
strength to resist forced entry.

o Install a screening device at every entrance,
be it a guard, a badge reader, an electronic
lock, a TV camera manned by a guard in
another location, or a physical lock. Main-
tain entry logs wherever possible. Menitor
closely all items moving into or out ¢. the
facility, whether expected or not, e.g., a
scheduled delivery,

o If there is an extensive perimeter requiring
protection, consider use of exterior lighting,
TV cameras, roving patrols, intrusion de-
tection devices ; however, such protection is
usually not the responsibility of the ADP
manager.

Secure all openings through which an in-
truder could gain enfrance or receive
material.

Control the use of badges to permit entry.
They should not be issued in such quantity
that guards cannot verify badge holders.
When people leave the employ of the fa-
cility, whatever the reason, it is essential to
retrieve all keys, badges, etc., which have
been issued to them. Visitors should be
issued temporary badges differing in ap-
pearance from employee badges.

In case of any unusual diversions such as
power outages, bomb threats, false fire
alarms, make a thorough search of the fa-
cility to prevent or to uncover loss or de-
structive activity which might have taken
place during any confusion. Entry logs or
other records of facility activity should be
consulted; they might reveal any unusual
occurrence that could serve as a clue to the
identity of the perpetrator of the event.

Provide adequate protection for remote ter-
minals, tape libraries, trash areas, etc,
which are not within the confines of the
computer facility.

578:379. 0.~ 75~ 3
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3.2. Storage Protection

e Devise fire protection plans with data stor-
age media in mind. Consider the risks which
firefighting imposes on stored data. Tape
and disk library vaults (safes) can be cer-
tified to have a particular protection rating
and design which keeps contents safe from
steam and water damage as well as from
heat and flame. These ratings should be con-
sidered in evaluating and selecting storage

- facilities.

Include protective measures in planning for
disaster response. Disaster recovery proce-
dures should be periodically tested and ex-
ercised. Arrangements should be made for
the removal to a place of safekeeping of
storage media, computer printouts, records
of disclosure and source material. If poten-
tial threats of looting and pilfering exist,
guards should be posted; if data is vulner-
able to water damage, protective plastic
covers should be available.

To ensure that protection of data is ade-
quately maintained, conduct frequent un-
scheduled security inspections. Check for
unlocked doors, doors propped open, locks
which do not latch, and fire and intrusion
alarms which have been turned off because
they are too easily activated.

Physical security mieasures are the first line
of defense against the risks which stem from the
uncertainties in the environment as well as from
the unpredictability of human behavior. Fre-
quently, they are the simplest safeguards to im-
plement and can be put into practice with the
least delay. Naturally, not all physical security
measures are required at any one installation,
but rather a judicious selection which provides a
realistic overall coverage for the lowest ex-
penditure.

4. Information Management Practices

Information management practices refer to
those techniques and procedures used to control
the many operations performed on information
to accomplish the agency’s objectives, but do
not extend to the essential managerial deter-
mination of the need for and uses of information
in relation to any agency’s mission. In this con-
text, information management includes: data
collection, validation and transformation ; infor-
mation processing or handling ; record keeping;
infermation control, display, and presentation;
and finally standardization of information man-
agement operations.
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Effective application of these processes con-
tributes importantly to the Privacy Act objec-
tives of maintaining accurate, timely and com-
plete data. An examination of current practices
should, therefore, be a first order of business to
determine whether modifications ¢r enhance-
ments are needed. Changes to current practices
will be implemented with differing degrees of
additional expense and operational overhead de-
pending upon the extent to which good manage-
ment practices already exist.

The information management guidelines pre-
sented below are grouped into major categories
to facilitate the explanation of their role. Every
practice presented may not be required at every
data processing installation. Selection of prac-
tices for implementation from those identified
below should reflect their relevance to the spe-
cific agency environment. For instance, an in-
stallation which processes only personal data
could elect not to label volumes of storage media
containing personal data.

4.1. Handling of Personal Data

e Prepare a procedures handbook which de-
scribes the precautions to be used and obli-
gations of computer facility personnel dur-
ing the physical handling of all personal
data. Include a reference regarding the ap-
plicability of the procedures to those gov-
ernment contractors who are subject to the
Privacy Act.

e Label all recording media which contain
personal data. Labelling such media will re-
duce the probability of accidental abuse of
such data, and also will aid in fixing the
blame in the event of iiegligent or willfully
malicious abuse.

e ‘Store personal data in a manner that con-
ditions users to respect its confidentiality;
e.g., under lock and key when not being
used.

e If a program generates reports containing
personal data, have the program print clear
warnings of the presence of such data on
the reports.

o Color code all computer input/cutput card
trays, tape reels, disk pack covers, etc.,
which contain personal data, so that they
can be afforded the special protection re-
quired by law.

e Keep a record of all categories of personal
data contained in computer-generated re-
ports to facilitate compliance with the re-
quirements that agencies.-identify all such
data files and their routine use by the
agency.
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4.2

4.3.

Carefully control products of intermediate
processing steps, e.g., scratch tapes and disk
packs, to ensure that they do not contribute
to unauthorized disclosure of personal data.

Maintain an up-to-date hard copy author-
ization list of all individuals (computer per-
sonnel as well as system users) allowed to
access personal data for use in access con-
trol and autherization validation. Opera-
tions and systems personnel should be con-
sidered privy to any data they handle since
anomolous conditions may cause or require
their knowledge of data contents.

Maintain an up-to-date hard copy data
dictionary listing the complete inventory of
personal data files within the computer fa-
cility in order to account for all obligations
and risks.

Maintenance of Records to Trace the
Disposition of Personal Data

Establish procedures for maintaining cor-
rect, current accounting of all new personal
data brought into the computer facility.

Log each transfer of storage media contain-
ing personal data to or from the computer
facility.

Maintain logbooks for terminals that are
used to access personal data by system
users.

Data Processing Practices

Use control numbers to account for personal
data upon receipt and during input, storage
and processing.

Verify the accuracy of personal data acqui-
sition and entry methods employed.

Take both regular and unscheduled inven-

tories of all tape and disk storage media to

gn.zure accurate accounting for all personal
ata.

Use carefully-devised back-up procedures
for personal data. A copy of the data should
be kept at a second location if its mainte-
nance is required by law.

Create a records retention timetable cover-
ing all personal data and stating minimally,
the data type, the retention period; and the
authority responsible for making the reten-
tion decision. /)

" After a computer failure, check all personal

data which was being processed at the time
of failure for inaccuracies resulting from
the failure.



e If the data volumes permit", ecgnomic proc-
essing, some sensitive applications may use
a dedicated processing period.

Files created from files known to contain
personal data should be examined to ensure
that they cannot be used to regenerate any
personal data. A formal process must be
estaklished for the determination and cer-
tification that such files are releasable in
any given instance.

In aggregating data, give consideration to
whether the consequent file has been in-
creased in value to a theft-attracting level.

When manipulating aggregations and com-
binations of personal data, make impossible
the tracing of any information concerning
an individual. Steps should be taken such
that no inference, deduction, or derivation
processes can be used to recover personal
data.

4.4. Programming Practices

Subject all programming development and
modification to independent checking by a
second programmer, bound by procedural
requirements developed by a responsible
supervisor.

Inventory current programs which process
or access personal data; verify their
authorized usage.

Enforce programming practices which
make the use of personal data in any com-
puter program clearly and fully identified.*

Strictly control and require written au-
thorization for all operating system changes
that involve software security.

4.5. Assignment of Responsibilities

Make a designated individual responsible
for examining installation practices in stor-
age, use and processing of personal data,
including the use of physical security meas-
ures, information management practices
and computer system access controls. He
should consider both internal uses and the
authorized external transfer of data, re-
porting any risks to the relevant manage-
ment authority.

Make a designated individual responsible
during each processing period (shift) for
insuring that the facility is adequately
manned with competent personnel and that
the policies for the proteetion of personal
data are enforced.

* See Section 6.5 of the ‘“Guidelines for ADP Physical Security and
Risk Management,” referenced in the Appendix.
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¢ Ensure that all employees engaged in the
handling or processing of personal data ad-
here to established codes of conduct.

4.6. Procedural Auditing

Whenever appropriate, conduct an independ-
ent examination of established procedures. Au-
dits of both specific information flow and gen-
eral practices are possible. The following points
should be considered when developing an audit:

e Auditing groups can be established within
organizations to provide assurance of com-
pliance independent of those directly re-
sponsible.

Independent outside auditors can be con-
tacted to provide similar assurance at ir-
regular intervals.

Audit reports should be maintained for
routine inspection and to provide additional
data for tracing compromises of confi-
dentiality.

5. Systems Security

Once physical security measures and informa-
tion management practices have been estab-
lished, managers of some large information
systems will want to consider system-based
methods for protecting data. These include user
identification procedures, access auditing to
trace activity in the system, and system mech-
anisms to control data access, all of which can
be incorporated into today’s systems. Some de-
tails of these methods and the situations to
which they are applicable are described here,

5.1.  Identification

The identification of each individual who is
allowed to use a system is a necessary step in
safeguarding the data contained in that system.
Identification of users is in many instances actu-
ally a two-step process consisting of identifica-
tion and authentication, i.e. a would-be user of
a system states who he is and the system verifies
that he is who he claims to be. Determination of
identity can range from the personal recognition
by a system employee of a user submitfing a
batch job to a fully automated system log-on
procedure from a remote terminal. The chance
for misidentification is much greater when jobs
are submitted directly into an ADP facility from
a remote site and this chance is increased when
access to the facility is achieved over common
carrier lines.
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There are three categories of methods by
which a person’s identity may be established for
the purpose of allowing access to an information
system. The methods, which can be applied
singly or in combination, are based on :

(1) Somcthing the person knows;
(2) Something the person kas;
(3) .Something the person is.

The first category includes such things as pass-
words, the combinations to locks, or series of
facts from an individual’s personal background.
The second category comprises such things as
badges, cards with machine-readable informa-
tion, and keys to locks. The third category con-
sists of characteristics, such as a person’s ap-
pearance, fingerprints, hand geometry, voice or
signature. Identification based on “something a
person is” includes recognition by guards, which
is frequently the best defense against unauthor-
ized access.

Badges, cards with machine readable infor-
mation, or keys can be used for identification of
users at terminals in remote locations, but some
additional authentication procedure should also
be considered. The physical security and pro-
cedural control of badges and keys, which fre-
quently play a significant part in the identifica-
tion process, are discussed in Section 3.1.

Passwords are perhaps today’s most widely
used identification technique for granting sys-
tem access. They can be used to relate system
users with specific system resources to which
they are authorized access; they are also fre-
quently associated with particular applications
or information files, Because of their widespread
use, considerable experience has been developed
in the use of passwords. Considerations include:

e Passwords should be attributable to indi-
viduals in order to ascribe individual re-
sponsibility and reduce the likelihood of in-
dividuals giving out passwords to unau-
thorized coworkers. Passwords can be used
not only to identify users, but also to control
which data and other system resources they
are authorized to use (see Section 5.2).

e Passwords sheuld be easy to remember, but
they should not be based on information
such as a person’s initials or birth date. It is
best if the system administrators generate
random passwords for users.

e Passwords should be changed at given in-
tervals as well as whenever compromise is
known or suspected.

5.2. System Access Controls

While identification can go a long way toward

preventing unauthorized use of a system, it is
still necessary to have limitations on the use of

- data. Access controls can serve that purpose.
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They are the means of preventing a user, once
having gained access to the system, from read-
ing, altering or destroying any data he wishes.
Lists (or even classes) of users authorized to
perform certain activity or to access specified
data or combinations of the two can be developed
and stored in the computer to insure that only
authorized data activity occurs.

Implementation considerations are:

e Some commercially available systems al-
ready have data access controls built in. In
many cases these controls are mnot being
used because some additional effort is some-
times required in reprogramming current
applications. However, if needed, such ac-
cess controls could provide a significant in-
crease in data protection.

¢ Applications progranis can have their own
access control mechanisms built in if the
operating system does not provide them.

5.3. Access Auditing

Closely allied to the access control mechanism
is the ability to account for who had access to
which data. The control mechanisms form the
basis for reports on data usage. These reports,
known as audit trails, can be designed to list all
system activity, all data accesses, unusual ac-
tivity, ete. Such a report can be examined for
unauthorized disclosures of data.

The same auditing capability which produces
the above reports can be used to enhance the
automated log of system use presently utilized
for charge accounting. Some benefits of such
use may partially offset the costs of implement-
ing the access control mechanism. A security log
and audit will result in the recovery of some
costs due to the more accurate charging for sys-
tem use, better determination of causes of
system failures, and, when properly exploited,
greater facility for data base recovery in case
of failure.

5.4. - Network Systems

Risks to computer data become more signifi-
cant during transmission among computer sys-
tems in a network or between a computer data
bank and remote terminals. The potential of
intentional compromise increases with the
amount of data accessible in a network, the
number of possible users of that data, and the
geographic distribution of the network. In par-
ticular, there is the possibility that data may be
intercepted while it is being transmitted. Also,
messages may be modified or others substituted,



and false identities may be claimed by unauthor-
ized network users or terminals. Finally, ad-
dresses may be accidentally or intentionally
changed, sending traffic to the wrong destina-
tions.

Although a proposed Federal standard for
encryption is presently being prepared, it is
neither presently available nor necessarily justi-
fied for protecting transfers of personal data.
For the convenience of designers of future sys-
tems; encryption is discussed in Section 5.5.2.
However, other steps for protection of data in
networks are possible. Suggested considerations
are:

o Establish requirements for identification,
access’ control and access auditing methods
in networks as in any other systems.

Establish controls on network access. A
useful procedure is to draw a diagram of
the computer network architecture specify-
ing the locations of all components (com-
puters, terminals, communication paths).
Each component should be labeled with a
unique identifier, and a list of the people
and terminals authorized to use the net-
work should be prepared. For each, the
list should include: identifier, terminals au-
thorized for use, data access privileges and
access restrictions. Rules for modifying this
list, adding and deleting individuals or ac-
cess privileges, should be developed.

Log transfers of personal data in a security
audit trail to account for disclosures of
data.

Verify special requests involving sensitive
data to the computer operating system even
though initial system access has been
granted to the requestor.

* Assign a network security officer.
5.5, Planning for Future ADP Systems

It is important for those involved in planning
future systems to be aware of forthcoming
technological developments in computer security
in order that the new technology can be incorpo-
rated into the design of the systems from their
inception. The following discussions are offered
for this reason.

5.5.1. Internal Controls

Current computer technology does no¢ pro-
vide provable solutions to certain internal sys-
tem security problems. These security problems
arise from the fact that indirect and sophisti-
cated penetration can bypass any ad hoc se-
curity controls. While this kind of security
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problem exists, it is important not to overesti-
mate its probability of occurrence. Such an at-
tack will occur only when a skilled individual is
motivated to dedicate an extensive effort to
planning a deliberate penetration of an ADP
system, and historically the motivation has been
financial. The various system safeguards pre-
viously discussed will make it more difficult to
plan and carry out an indirect attack. Security
logs may be the most effective in deterring such
attacks as they raise the probability of detecting
the attack and of apprehending the attacker. It
may not be cost-effective to provide additional
safeguards specifically to counter sophisticated
indirect attacks, such as penetration of an oper-
ating system.

Advancing technology may soon lead to very
cost-effective protection against attempts to by-
pass internal system access controls. Those who
will not be procuring computer systems until the
late 70’s or early 80’s may be able to take ad-
vantage of such technology if the current re-
search in this area is successful.

In the meantime, the following guidance is
provided for current and future data processing
installations which are dependent on current
computer technology.

e Segment the data processing activity in
such a way that the sensitive information is
not totally available, nor vulnerable, at any
one time or place.

e Personal data which may be subjected to
intensive computer security threats should
be processed with stringent physical and
information management controls which
provide the needed security; for example,
the data could be processed in a dedicated
mode or remote programming access to the
system -could be restricted during the
processing of this information.

5.5.2. Data Encryption

The planning and design of a data processing
network should provide safeguards so that no
one can utilize the communication facilities to
obtain sensitive information being transmitted
through the network. Under certain circum-
stances of high risk, data encryption may be
needed for the protection of personal data in
computer networks. The following material is
presented as background information for the
planners of future networks.

Encryption is achieved either through a secret
process or through a commonly known process
which depends on a secret parameter. In order
to allow compatibility of encryption processes
within the typical variety of network compo-
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nents, the latter method is preferred. The en-
cryption process is generally specified in an
algorithm (a set of rules or steps for performing
a task) and the secret parameter supplied to the
algorithm is called the key. Decryption is the
inverse process.

The National Bureau of Standards published
an encryption algorithm in the Federal Register
of March 17, 1975, which satisfies the primary
technical requirements of a data encryption
standard. It is planned that this standard will be
promulgated as a Federal Information Process-
ing Standard (FIPS). The algorithm may be
implemented in presently available electronic
technology.

Control devices must be constructed to format
the data for the encryption device and to trans-
mit and receive the encrypted data. These will
depend on the computer component and the
communication network to which it is attached.
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Identification, access control and access audit-
ing should be implemented within a computer
syst: m before sophisticated encryption devices
are procured for the protection of data in net-
works. However, assuming a defined need for
encryption and the availability of encryption
devices and any necessary network control de-
vices, the following should be considered:

e Using the network diagram and the author-
jzation list described in Section 5.4, the
diagram should be augmented by locating
encryption devices so as to protect personal
data at places where data is vulnerable to
network security threats.

® Data encryption keys must be created and
distributed to authorized network person-
nel. They must be protected at all times and
changed frequently. Periodic changes are
suggested and immediate changes are
necessary if a compromise has occurred or
is thought to have occurred.



Title

Controlled Accessibility
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(NBS Technical Note
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(NBS Special Publi-
cation; May, 1974)
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Security and Risk
Management (Fed-
eral Information
Processing Standards
Publication 31; June,
1974)
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Appendix ‘

Computer Security and Privacy Publications of the
Institute for Computer Sciences and Technology

Na_tional Bureau of Standards

Abstract Source Catalog No. Cost

A bibliography of works dealing with Superintendent of Documents C13.46:780 * § .55

the hardware and software techno- U.S. Government Printing

logical measures available in a comi- Office

puter system for the protection of  Washington, D.C. 20402

data. .
A report of the NBS/ACM Workshop &Superintendent of Documents C13.46:827 $1.25 -

on Controlled Accessibility, Decem-  U.S. Government Printing

ber 1972, Rancho: Santa Fe, Cali- Office

fornia. The workshop was divided ‘Washington, D.C. 20402 -

into five separate working groups: -
access controls, audit. EDP manage-
ment controls, identification, and
measurements. The report .contains
the introductory remarks outlining
the purpose and goals of the work-
shop, summaries of the discussions
that took place in the working
groups and the conclusions that were

reached.

This booklet was prepared for non- Systems and Software Division None No
ADP executives and managers. It is Room A247, Technology Charge
intended to introduce management Building
to the necessity for computer se- National Bureau of Standards

curity and the problems encountered Washington, D.C. 20234
in providing for it.

This publication provides guidelines to Superintendent of Documents C13.52:31  $1.35
be used by Federal organizations in U.S. Government Printing
structuring physical security pro- Office
grams for their ADP facilities. It = Washington, D.C. 20402
treats risk analysis, natural dis-
asters, supporting utilities, system
reliability, procedural measnres and
controls, off-site facilities, contin-
gency plans, security awareness and
security audit. Statisties and infor-
mation relevant to physical security
of computer data and facilities are
presented. There are also many ref-
erences to other, applicable publica-
tions containing more exhaustive
treatments of specific subjects.

U.S. GOVERNMENT PRINTING OFFICE : 19/5~-O-578-379



APPENDIX H

APPLICABILITY CRITERIA FOR CERTIFICATION DETERMINATION



Q Y '

APPLICABILITY CRITERIA FOR CERTIFICATION DETERMINATION

Find the column that characterizes each agency in
terms of the four applicability criteria, then read down
the column to find the level of certification required.

APPLICABILITY CRITERIA:

Possible Combinations of Applicability Criteria

Agency received LEAA funds for
CHRI

No No No No Yes

Yes | Yes | Yes | Yes | Yes

Agency collects/maintains CHRI

No Yes | Yes

No Yes| Yes | No No

Yes | No Yes ] Yes | Yes

Agency disseminates CHRI

No No Yes

No No { Yes Yfeé No

No Yes | No Yes Yes

Agency receives CHRI

Yes| Yes|] Yes}] Yes| Yes

No Yes } Yes | No Yes

Totally
unaffected by
regulations

Required to comply only
as specified in CHRI Use
Agreement (existing or
required to be developed)

Required to complete

certification process

for appropriate situa-
tion , ;




APPENDIX I
CERTIFICATION APPLICABILITY CRITERIA

DETERMINATION SURVEY FORMS

Cover letter from Office of Court Adminis-
trator sent to all Courts

LEAA Regulations Applicability Determination
Survey sent to all Courts

Cover letter from Chiefs of Police Association
sent to all police departments

Cover letter from Sheriffs' Association sent
toall sheriffs departments

Cover letter from Statewide Association of
Prosecutors sent to all prosecutors

LEAA Regulations Applicability Determination
Survey sent to all other agencies
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OFFICE OF THE COURT ADMINISTRATOR

STATE OF UTAH

250 EAST BROADWAY, SUITE #2440
SALT LAKE CITY, UTAH 84111
TELEPHONE: 328-6371

Octobexr 7, 1975

Mr. E. Royden Christian
Washington County Clerk
Box 579

St. George, Utah 84770

Dear Mr. Christian:

You may have heard that some activity was taking place
regarding Security and Privacy and the handling of Criminal
History Record information (CHRI). On May 20, 1975; the
Law Enforcement Assistance Administration issued regula-
tions requiring, among other things, that all states
develop a Criminal History Record Information Privacy

and Security Plan. This plan must set forth operational
procedures to provide for the security and privacy of
criminal history record information that will comply

with the regulation. Those procedures must be operation-
al in varying stages by December 16, 1977. The plan

must be submitted to LEAA by December 16, 1975.

Govenor Rampton has indicated his support for the need

for this plan, and has asked the Commissioner of the Depart-
ment of Public Safety, Raymond A. Jackson, to proceed with
its development. Commissioner Jackson has formed a Crimi-
nal History Privacy and Security Committee to oversee the
plan's development and to advise the Law Enforcement Plann=~
ing Agency which is directing the actual writing of the
plan. The representative committe is presently composed

of the following members: f

Raymond A. Jackson: Commissioner, Department of Public
Safety o

Commissioner Harold Smith: Chairman, Govenors Council
on Communlty Affairs: :

Vernon B. Romney: Attorney General

John McNamara: Administrator, Juvenile Court :

Ernest D. Wright: Director, Department of Corrections

Arthur G. Christean: Court Administrator's Office

J. Leon Sorensen: Director, Leglslatlve Research'

Leo L. Memmott: Legislative Analyst

Robert B. Andersen: Dlrector Law Enforcement Plannlng
Agency ; : N

e
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Ivard R. Rogers: Director, Bureau of Criminal
Identification

Wayne D. Shepherd: President, Chief's of Police
Association

Dr. H. Roy Curtin: Director, State Information
Center
David S. Young: Statewide Association of Prosecutors

Sheriff Floyd L. Witt: President, Sheriff's Association

The first step in the process of developing the plan will -

be to ‘determine current practices in each criminal justice -
agency regarding CHRI and the applicability of these new
federal regulations to such agencies. In the regulations -

and the supplementary instructions which interpret the
regulations , "courts"™ are included in the definition

of "criminal justice agency". However, the direct appli-
cability of th2 regulations on the courts is govexrned

by other criteria, including the receipt of federal £funds
for the development of systems that "collect, store, or
disseminate criminal history record information".

To cooperate in the development of this plan and to
determine the extent of the applicability of the federal
regualtions to the courts of this state, vou are requested
to complete the enclosed brief survey form which has

been prepared by the Utah Law Enforcement Planning Agency.
Mail the completed survey form by October 31, 1975.

If you have any guestions call Mr. Arthur G. Christean,
Deputy Court Administrator on my staff or Mr. Art Hudachko
at the ‘Utah Law Enforcement Planning Agency 533-5731.

RICHARD V. PEA
Stlate Court Admifhistrator

aj
Enclosure

cc - Judge Joseph H. Burns




LEAA REGULATTONS APPLICABILITY DETCRMINATION SURVEY

(TOUR AGEHETY (YOUR TIARE)
(DATE)

RETURN THIS FORM TQ: Mr. Art Hudachko
. Law Enforcement Planning Agency
304 State Office Building
Salt Lake City, Utah 84114

Telephone: 533-573]

Mr. Hudachko may be contacted should you have any questions about how to
complete the survey form.

Place an "X" in the YES or NO box opposcite each question as it applies to your agency.

YES i

1. MHas your agency received any LEAA funds for
the development of manual or automated
criminal history recard information systems
since July 1, 19737

2. Does your agency collect, store, and maintain
criminal history and record information?

3. Does your agency disseminate criminal hisotry
record information? \ |

4, Does your agency receive criminal hisotry record
information from other criminal Just1ce or non- » e
criminal justice aqenc1es7

The following definitions will be useful in interpretating the above questions as
they apply to your agency: -

1. Criminal history record information means information collected by criminal justice
agencies on individuals consisting of identifiable descriptions and notations of - - -
arrests, detentions, indictments, informations, or other formal criminal charqes,:
and any disposition arising therefrom, sentencing, correctivnal superv1s1cn, and
release.  The term does not include “identification information on such as finger-
print records to the extent that such information does not indicate 1nvo]vement
of the individual in the criminal juslice system.




Criminal history record information system means a systaom including
the cquipment, facilities, procedures, agreements, and orqganizations
thereof, for the collection, processing, preservation or dissemination
of criminal history record information.

The regulations do not apply to criminal history rccord information
contained in: (1) posters, announcements, or lists for identifying
or apprchending fugitives or wanted persons; (2) original records

of entry such as police hlotters maintained by criminal justice
agenciecs, compiled chronologically and required by law or long

standing custom to ne made public, if such records are orqganized on

a chronological basis; (3) court records of public judicial proceedings
compiled chronologically; (4) published court opinions or pubiic
judicial proceedings; (5) reccords of traffic offenses maintained by
State departments of transportation, motor vehicles or the cauivalent
thereof for the purpose of regulating the issuance, suspension,
revocation, or renewal of driver's, pilot's or other operator's
licenses; (6) announcements of executive clemency.

Dessemination means release of criminal history record informatior.
by an agency (court) to another agency or individual. However,
reporting of an arrest or other fransaction.(adjudication) to

a state or local repository or another criminal justice agency

50 subsequent criminal justice proceedings can go forward is

nct considered dissemination. (Supplement No. 1 to Privacy

and Security Instructions dated August 20, 1975).




COURT kl((H{PS
Scetion 20.20(h) (3) provides that the regulations do not
apply to ciiminal history record information contiained in:
"court records of public judicial procecdings compiled chrono-
logically' mecans that the various parts of a rccord arc arvanged
{as a genceral rule) according to an ordercd time scquence, and
esults from criminal cherges filed in a single casc.

The purpose of this cxception is to permit access to
reccords which traditionally have been open to the public, de-
fendants, or members ot the bar. The basic model contemplated
by the drafters is the recgister of cascs maintained in most
county clerk's offices. Entrics ave made in the registers as
cascs arise, and the outcomes of various motions, conferences,
lcavings and other stages of the adjudication are filecd as
they occur. Also included under this exceptilon would be
individual case files containing the trial transcript and
other records accumulated in the course of the case. One
important caveat, however, must Be issued. "Rap shcets' or
summary criminal histories are sometimes included in. such
files, as a matter of administrative practice in flllng
These documents are not considered "court records' under
this section and are not cexcmpt from coverage under the
regulations. .

Alphabetical indexes tc court records are generally not
exempt. For cxample, an alphabetical index to case files
such as the following would be subject to thec.regulations:

Name ; ' Case Action Number
John Jay ' 75051
John Jensen o £59607

165030 -

#76031 v
John Johnson . ‘ #59603

#580601

The regulations apply to <ombimations of any non-chronological
index and file which might be uscd to asscmble or permit rec-
tricval of 'a summary criminal history on an individuyal. If as-
a result of automatic data processing, the cquivalent to an
alphabetical manual index exists, such automated files would.

likewise be subject to the regulations. (supplement No. 2 to .
brivacy und GLcurLLy Ianructlon dated September 30, 1975) . IR

T/
i
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STATE OF UTAH
CHIEFS OF POLICE ASSOCIATION

October 6, 1975

Dear Chief:

You have no doubt heard that there was some activity taking place
in the state regarding Criminal History Record Information (CHRI) and
Privacy and Security. On May 20, 1975, LEAA issued regulations
requiring all states to develop a Criminal Record Information Pi’ivacy
and Security Plan. This plan must set forth operational procedures
to provide for the privacy and security of criminal history record
information, and the2se procedures must be operational (in varying
degrees) in all criminal justice agencies affected by the regulatlons by
December 16, 1977.

Governor Rampton has indicated his support for the need for this
plan, and has asked the Commissioner of the Department of Public Safety
to proceed with the development and implemenation of the plan,
Commissioner Raymond A, Jackson has formed a Criminal History
Privacy and Security Committee to oversee the plan's development and
to advise the Law Enforcement Planning Agency who is directing the
writing of the plan. This committee was formed to provide reprebentatlon
from all sectors of the criminal justice communlty and is composed of
the following members: o 1

Raymond A. Jackson: Commissioner, Department of Public Safety -
Commissioner Harold Smith: Cha1rman, Governors Cou.ncﬂ. on

C ommunlty Affairs ‘
Vernon B, Romney: Attorney General
John McNamara: Administrator, Juvenile Court

Sy



‘Chief of Police
October 6, 1975
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Ernest D. Wright: Director, Department of Corrections

Arthur G, Christean: Court Administrator's Office

Leon Sorensen: Director, Legislative Research

Leo L. Memmott: Legislative Analyst

Robert B. Andersen: Director, Law Enforcement Planning Agency
Ivard R. Rogers: Director, Bureau of Criminal Identification
Wayne D. Shepherd: President, Chiefs of Police Association

Dr. H. Roy Curtin: Director, State Information Center

David S. Young: Statewide Association of Prosecutors

Sheriff Floyd L. Witt: President, Sheriffs Association

The first step in the process of developing the plan is to
determine current practices in each criminal justice agency as it
relates to criminal history record information. Enclosed is a survey
form which we encourage you to complete. It will only take a minute,
and it will save time later on in the planning effort by eliminating the
need to call your agency for the information. A stamped envelope is
enclosed for your convenience.

If you have any questions, please give me a call; or call Mr. Art

Hudachko at the Utah State Law Enforcement Planning Agency, 533-5731,

Sincer el\/)

4 ) / /

D 'éhepher d
President '

Enclosures:
Survey
Envelope

4;[ -



UTAH ,

® SHERIFFS ASSOCIATION

FLOYD L. WITT
PRESIDENT

. Dear Sheriff:

You have no doubt heard that there was some activity

" taking place in the state regarding Criminal History Record
Information (CHRI) and Privacy and Security. On May 20, 1975,
LEAA issued regulations requiring all states to develop a :
Criminal History Record Information Privacy and Security Plan.
This plan must set forth operational procedures to provide for
the privacy and security of criminal history record information,
and these procedures must be operational (in varying degrees) in
all criminal justice agencies affected by the regulations by
December 16, 1977.

Governor Rampton has indicated his support for the need for
this plan, and has asked the Commissioner of the Department of
Public Safety to proceed with the development and implementation.
of the plan., Commissioner Raymond A, Jackson has formed a
Criminal History Privacy and Security Committee to oversee “the

B plan's development and to advise the Law Enforcement Planning :

i Agency who is directing the writing of the plan. This committee

- was. formed to provide representation from all sectors of the
criminal justice community and is composed of the follow1ng
members : :

Raymond A. Jackson: Commissioner, Departmentfof’Pubiic;ﬁ“

Sofety £ , . S Sty
‘ ~ Commi.ssioner Mairold Smith: Challman Governor'q COunci];
' on Lommunlty Affairs T
‘David S5, Young:. Sta1ewide AquCLatlon of Prosecutor T




Page 2

Wayne D. Shepherd: President, Chief's of Poli 'c Association
Sheriff Floyd L. Witt: President, Sheriffs' A .sociation

Dr. H. Roy Curtin: Dircector, State Information Ccnter

Leo L. Memmott: Legislative Analyst

Ernest D, Wright: Director, Deparvtment of Corrections

John McNamara: Administrator, Juvenile Court

Arthur G. Christean: Court Administrator's Office

Ivard R. Rogers: Director, Bureau of Criminal Identification
Vernon B. Romney: Attorney General

Robert B. Anderson: Director, Law Enforcement Planning Agency
Leon Sorensen: Director, Legislative Research

-

-

The first step in the process of developing the plan is to
determine current practices in each criminal justice agency as it
relates to criminal history record information. Enclosed is a
survey form which we encourage you to complete. It will only
take a minute, and it will save time later on in the planning
effort by eliminating the need to call your agency for the
information., A stamped envelope is enclosed for your convenience.

. If you have any questions, please give me a call; or call
Mr. Art Hudachko at the Utah State Law Enforcement Planning | ‘
Agency, 533-5731. :

Sincerely,

Az ’ o
/ r"' /x—' 20 -
;/;%z;gr;;a ; 0457(

Floyd L. Witt, President
Utah Sheriffs' Association

~

FLW:vp

Enclosures:
Survey
Envelope




STATEWIDE

ADVISORY BOARD ASSOCIATION OF PROSECUTORS GAVID §. YOUNG

R. PAUL VAN DAM, CHAIRMAN

K. L. McIFF OF UTAH OUnECTOR

HANS Q. CHAMBERLAIN

J. DUFFY PALMER 220 SOUTH SECOND EAST, SUITE 440 LARRY V. SPENDLOVE
AGHETANT OMESTOR

ag:;ﬁt: :.A:ASSSIS SALT LAKE CITY, UTAH 84111

VERNON B. ROMNEY TELEPHONE (801) 532-8503 M. REID RUSSELL
DIRECTOR, TECHMGAL

October 7, 1975

Dear Prosecutor:

You have no doubt heard that there was some activity taking place
in the state regarding Criminal History Record Information. (CHRI) and
Privacy and Security. On May 20, 1975, LEAA issued reqgulations requiring
all states to develop a Criminal History Record Information Privacy and .
Security Plan. This plan must set forth operational prucedures to
provide for the privacy and security of criminal history record information,
and these procedures must be operational (in varying degrees) in all
criminal justice agencies affected by the regulations by December 16, 1977.

Governor Rampton has indicated his support for the need for this plan,
and has asked the Commissioner of the Department of Public Safety to proceed. -
with the development and implementation of the plan. Commissioner Raymond A.
Jackson has formed a Criminal History Privacy and Security Committee to over- .
see the plan's development and to advise the Law Enforcement Planning Agency -
who is directing the writing of the plan. This committee was formed to
prov1de representation from all sectors of the criminal justice commun1ty
and is composed of the following members:

Raymond A. Jackson: Commissioner, Department of Public Safety
Commissioner Harold Smith: Chairman, Governors Council on
Community Affairs ;
Vernon B. Romney: Attorney General ;
John McNamara: Administrator, Juvenile Court : R
Ernest D. Wright: Director, Department of Corrections - : : L
Arthur G. Christean: Court Administrator's Office
Leon Sorensen: Director, Legislative Research :
Leo-L. Memmott: Leg1slat1ve Anaiyst
Robert B. Andersen: Director, Law Enforcement Planning Agency
Ivard R. Rogers: Director, Bureau of Criminal Identification |




Prosecutor
October 7, 1975
Page 2

Wayne D. Shepherd: President, Chiefs of Police Association

Dr. H. Rov Curtin: Director, State Information Center

David S. Young: Director, Statewide Association of Prosecutors
Sheriff Flovd L. Witt: President, Sheriffs Association

The first step in the process of developing the plan is to determine
current practices in each criminal justice agencv as it relates to criminal
history record information. Enclosed is a survey form which we encourage
you to complete. It will only take a minute, and it will save time later
on in the planning effort by eliminating the need to call your agency for
the information.

If you have any cuestions, please give me a call; or call Mr. Art
Hudachko at the Utah State Law Enforcement Planning Agencv, 533-5731.

{ncerely,

David S. Youn irect;gj”

Statewide Association of Prosecutors

Enclosure

LB



LEAA REGULATIONS APPLICABILITY DETERMINATION SURVEY

(YOUR AGEWCY) (YOUR NAME)

(DATE)
RETURN THIS FORM TO: Mr. Art Hudachko
Law Enforcement Planning Agency
Return by October 31, 1975 304 State Office Building

Salt Lake City, Utah 84114
Telephone: 533-5731

Mr. Hudachko may be contacted should you have any questions about how'to'
complete the survey form.

Place an "X" in the YES or 'NO box oppocite each question as it applies to your agency.
YES N

1. Has your agency received any LEAA funds for
the development of manual or automated
criminal history record information systems
since July 1, 19737

2. Does your agency coliect, store, and maintain
criminal history and record information?

3. Does your agency disseminate criminal hisotry
record information?

4, Does your agency receive criminal hisotry record
information from other criminal: justice or non-
criminal justice agencies?

The following definitions will be useful in interpretating the above questions as
they anply to your agency: - ; S

1. Criminal history record information means information collected by criminal JUStTCE-"
agencies on individuals consisting of identifiable descriptions and notations:of
arrests, detentions, indictments, informations, or other formal criminal charqes,
and any disposition arising therefrom, sentencing, correctional supervision, and’ .
release. The term does not include identification information on such as f1nger~ .;\*A3
print records to the extent that such information does not indicate 1nv01vement AREE A
of the individual 1n the criminal justice system : : e
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Criminal history record information system means a system including
the equipment, facilities, procedures, agreements, and organizations
thereof, for the collection, processing, preservation or dissemination
of criminal history record information.

The regulations do not apply to criminal history record information
contained in: (1) posters, announcements, or 1ists for identifying

or apprehending fugitives or wanted persons; (2) original records

of entry such as police blotters maintained by criminal justice
agencies, compiled chronoltogically and required by law or long
standing custom to ne made public, if suchk records are organized on

a chronological basis; (3) court records of public judicial proceedings
compiled crkronologically; (4) published court opinions or public
judicial proceedings; (5) records of traffic offenses maintained by
State departments of transportation, motor vehicles or the equivalent
thereof for the purpose of regulating the issuance, suspension,
revocation, or renewal of driver's, pilot's or other operator's
Ticenses; (6) announcements of executive clemency.




APPENDIX J
AGENCY LIST/CERTIFICATION PROCESS

REQUIREMENT CHECKLISTS






STATE AGENCIES

AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

AGENCY IDENTIFICATION

CERTIFICATION PROCESS REQUIRED

Must complete certifica-

g
= A -
w8 > S tion process:
O K Q o £ )
= 9 og|l o
ol 28| 2w
< O 0@l wi 1 2 3 4 5
w3l vy
Q 0| o o
g O n o
STATE AGENCIES DR DA
Attorney General 5 X
Division of Corrections 13 X
Juvenile Court 13 X
Liquor Law Enforcement 6 X
Office of Court Administrator 1 X
Peace Officer Standards and
Training 4 X
Utah Bureau of Criminal
Identification 13 X
‘ Utah Highway Patrol 7 X
\\m.‘
mk\“\\m




SHERIFF'S OFFICES
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

CERTIFICATION PROCESS REQUIRED
ol
AGENCY IDENTIFICATION oA o Must complete certifica- i
'§ E B 5 tion proccss:
ot 0 E
— T o Q
By ot g o U
b h o0 Hog
< O 8 pr to 5 1 2 3 4 5
Rl B
d to| o O i
. [o2E')) n o
SHERIFF'S OFFICES R P
Beaver County 6 X
Box Elder County 6 X
Cache County 3 X
Carbon County 3 X
Daggett County 6 X
Davis County 13 X
Duchesne County 6 X
Emery. County 2 X
Garfield County 6 X
Grand County 5 X
Iron County 6 X
Juab .County 2 X ‘
Kane County 5 X
Millard County 6 X
Mcrgan County 6 X
Piute County 6 X
Rich County 6 X
Salt Lake County 13 ) X
San Juan County 6 X
Sanpete County 2 X
Sevier County 6 X
Summit County 6 - X
Tooele County 6 X
Uintah County 6 X
Utah County 13 X
Wasatch County 6 X
Washington County 4 X
Wayne County 2 X
Weber County 6 X
-~ — I N ] 1.




POLICE DEPARTMENTS

AGENCYlﬂST/CERTHTCATKNiPROCESSREQUHUHAENT

AGENCY IDENTIFICATION

« POLICE DEPARTMENTS

CERTIFICATION PROCESS REQUIRED

Applicability
Criteria No.

Unaffected by
Regulations

Must complete certifica-
tion process:

Use Agreement

Required

-

American Fork
Aurora
Beaver
Blanding
Bloomington
Bountiful

..Brigham City

" Brigham Young University
Cedar City
Centerville
Clearfield
Clinton
Delta .
Dixie College
Duchesne
Ephraim
Eureka
Farmington
Fillmore
Fort Duchesne
Green River
Gunnison
Helper
Henefer -
Hurricane
Hyde Park
Hyrum
- Kanab

Kanarravile
Kaysville
Layton
Lehi
Lewiston
Lindon

Mapleton
Midvale
Milford

XX X X

= b

D—'U'H—H—l-bm(—‘b—lqwqxc\r—lc\mmmt—'mHHHO\NHHmmmhmmc\mwwb—-Np—'Hm

KX X X X X X x

X X X X Pod

xX x

x

v o e ee s




POLICE DEPARTMENTS -
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

CERTIFICATION PROCESS REQUIRED }

AGENCY IDENTIFICATION Must complete certifica-

tion process:

Applicability
Criteria No
Use Agreement

Unaffected by
Required

Regulations

POLICE DEPARTMENTS - Continued
F—_—-_

Moab

Monroe
Monticello
Morgan

Mt. Pleasant
Murray 1
Nephi

North Logan
North Cgden
North Salt Lake
Ogden 1
Orem
Panguitch
Paragonah

Park City
Parowan

Payson
Pleasant Grove
Price

Provo 1
Richfield
Riverdale
Roosevelt
Roy

St. George
Salina
Salt Lake 1
Sandy

Santaquin

South Ogden

South Salt Lake
Spring City
Springville

Sunset

Syracuse

Tooele

Tremonton
University of Utah
Vernal

>

>

x X X X KX X X X

> X

OO OO N OOWWOOOOUTHHWANANOONHHO AN WH U WWWO NN
>

X X X X X X X




POLICE DEPARTMENTS
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

AGENCY IDENTIFICATION

CERTIFICATION PROCESS REQUIRED

Must complete certifica-

bonyoone o

ol
oA "
'§ ,:4" > & tion proccss:
2el ool & '
T 891 2w
<0 0w 2 h 1 2 3 4 5
[ 4 ot
S | o &
y . "o n o
. POLICE DEPARTMENTS - Continued ol DR
Washington 6 X
Washington Terrace 4 X
Weber State College 6 X
Wellington 5 X
West Bountiful 5 X
Woods Cross 6 X

- s o voi o

W P L R s T e



) POLICE DEPARTMENTS
AGENCY LIST/CERTIFICATION IPROCESS REQUIRFEMENT

CERTIFICATION PROCESS REQUIREDq

- AGENCY IDENTIFICATION Must complcte certifica-

tion proccss:

Applicability
Criteria No.

The following police departments
did not return the certification
form :

Use Agreement

Unaffected by
Required

Regulations

ATpine

Alta

Alton
Amalga-Newton~Trenton-Richmond
Castle Dale

Castle Gate

‘Centerfield

Circleville

Cleveland

East Layton

Emery .. ‘I'
Enterprise
Escalante
Fairview
Fountain Green
Garland
Glenwood
Goshen
Grantsville
Harrisville
Heber

Hiawatha
Hinckley
Huntington
Huntsville
Joseph

Kamas

Kingston
Koosharem . .
LaVerkin ‘ R .
Lynndyle
Marysville
Meadow
Mendon

Midway ‘ . o

Millville . ‘ ‘I’
Minersville ‘

Mona
Moroni
Myton




POLICE DEPARTMENTS
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

. CERTIFICATION PROCESS REQUIRED
rs|l 7 o
AGENCY IDENTIIICATION - A - Must complcte certifica-
'g < > S tion proccss: o
™ a ., ,
2| L B — N —
B 88 9w
<0 e o 1 2§ 3 4 5
The following police departments a3 973
did not return the certification gy oy
. form - continued o/l Bl

{

\
\
i

|
|
\

.0ak City
Oakley .
Orangeville
Perry
Plain, City
Plymouth
Pleasant View
Providence
Randclph
Redmond
iverton

Salem..
Santa Clara
Sigurd
Snowville
Southern Utah State Co]]ege
Spansih Fork
Springdale
Stockton
Sunnyside
Toquerville
Tropic
Uintah
Virgin
Wales
Wellsville

- Wendover

- West Jordan
Willard




JUSTICES OF THE PEACE
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

CERTIFICATION PROCESS REQUIRED d

AGENCY IDENTIFICATION Must complcte certifica-

tion proccss:

Applicability
Criteria No.
Use Agreement

Unaffected by
Required

Regulations

JUSTICES OF THE PEACE

—_

>

American Fork (2)
Beaver City
Beaver County
Box Elder County
Castle Dale
Cedar City (2)

xX X XK X

Circleville
Clinton
Coalville
Davis County
Delta (2)
Duchesne
Dutch John
East Layton
Fillmore
Garden City
Glenwood .
Grantsville
Harrisville
Heber )
Kane County
Kaysville
Leeds

Lehi (2) -

XX X X X XX X X X X X

x

Meadow
Midvale
Midway
Minersville
Monroe
Monticello
Morgan - (2)
North Logan
Park City
Payson
Pleasant Grove
Pieasant View
Providence
Richfield

x

-hl\)o—-v—ar\)Nn—as—;-p-fr—u—u—-mn—am-br—aow-br\)b—l-h»—-lr\)t\)p-u—av—-r—‘wl-u—-»—-hr—-»——u——-o—-aon—*
MOX X X W X X X X X X >

——e



JUSTICES OF THE PEACE
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

AGENCY IDENTIFICATION

CERTIFICATION PROCESS REQUIRED

Must complecte certifica-

Woods Cross

The following agencies did not.
return the certification fqnms

Alpine
Bicknell
" Blanding (2)
- Bluff
Brigham City {2)
. Bullfrog Basin
Centerville
Clarkston
Cleveland
Corinne
East Carbon City.
1sinor
Emery
Enterprise (2)
Ephraim (2)

ol
= A o
'§ ‘.E 2 5 tion proccss:
=9 g o6 E
B o o 0 Py
o N el g
<0 vl mf 1 2 3 4 5
ot —t rq
g3 93
| . I
JUSTICES' OF THE PEACE - Continued DKl P/
1
Richmond 1 X
River Heights 1 X
Roosevelt (2) 1 X
Salt Lake City 7 X
San Juan County 1 X
Sandy (2) 1 X
6 X
North Sevier 1 X
South Ogden 5 X
pringdale 1 X
Springville "1 X .
Stockton 4 X
Sunset 4 X
Tremonton 6 X
Vernal (2) 1 X :
Washington- 1 X
Wellington 6 : X
Wellsville 1 X
4 X

5
kAl
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JUSTICES OF THE PEACE
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

CERTIFICATION PROCESS REQUIRED q

AGENCY IDENTIFICATION Must complecte certifica-

tion procecss:

Applicability
Criteria No.

The following justices of the
peace agencies did not return
the certification forms -
continued .

Use Agreement

Unaffected by
Required

Regulations

=

Escalante
Eureka
Fairview
Farmington
Ferron
Fillmore
Fountain Green
Garland
Goshen
Granger
Green River
Gunnison
Hanksyille
Helper
Henefer
Hiawatha
Hildale
Huntington
Huntsville
Hurricane (3)
Hyde Park
Hyrum
Ivins
Kamas
Kanab
Kanosh
Kearns
LaVerkin
Laketown ,
Lewiston o =
Loa
‘Magna

~ Hanila
Manti
Mantua
Mapleton

Marysville ’ . :

Mendon : ' .
Midway :

MiTford
Millville
Mona ‘




- JUSTICES OF THE PEACE ’
AGENCY LI.)’['/CER.IIFICA'I ION PROCESS REQUIRFEMENT

' . CERTIFICATION PROCESS REQUIRED
@ . !
. 2? 3
AGENCY IDENTIFICATION oA - Must compl(.tc ccruf;ca- :
'§ o > 5 tion proccss'
. R A £

a8 oel o
fr 2ol ¢w
< O o« to 3 1 2 3 4 5

The following justices of the 'ﬁ A i &

peace agencies did not return the B ol oo

_ certification form - continued ' SN =N
© P————

Moroni

Mt. Carmel

Mt. Pleasant

Myton

Nephi -(3)

Newton

Nibley

North Ogden
North Salt Lake
Ogden (2)

. .Pangmtch
Paradise
Paragonah -
Park City
Parowan
Payson
Plain City
Redmond
Richfield
Riverdale.
Riverton
St. George (2)
Salem
Salina .
Salt Lake (3)
Santa Clara

- Santaquin

- Smithfield
Snowviile

- Spanish Fork (2)

" Springville
Sunnyside
Syracuse
Thompson
Tooele

'quuervi e




' - : JUSTICES OF THE PEACE
AGENCY LIST/CFR'I IFICATION PROCESS REQUIRLMLNI’

CERTIFICATION PROCLESS REQUIRED 4

2
AGENCY IDENTIFICATION oA o Must complete certifica-
'§ 9 > & tion process:
K ) £ .
. 438 o gl o
The following justices of the b g2 £
peace agencies did not return the <0 o g:"_?,: 1 2 3 4 3
_certification forms - continued ﬁ &l o &
' : i o n o
ol el 4

Torrey

Trenton

Tridell

Washington Terrace
Wendover

West Bountiful
West Jordan

Willard (2)
Woodruff




o COURTS
AGENCY LIST/CERTIFICATION PROCESS REQUIRIMENT

P , ; : CERTIFICATION PROCESS REQUIRED

AGENCY IDENTIFICATION Must complcte certifica-

tion proccss:

Applicability
Criteria No.

1| 2] 3] 4 | s

Use Agreement

Unaffected by
Required
»)

Regulations

" DISTRICT ‘COURTS S

y

" District I (1 Court)

de Elder County Clerk
Cache County Clerk
Rich County Clerk

o O =
x

District II (4 Courts)

avis County Clerk
organ County Clerk
Weber County Clerk

W N
>

District III (10 Courts)"

>

Salt Lake County Clerk
Tooele County Clerk

o O
>

v District IV (3 Courts)

Daggett County Clerk- (No Response)
Duchesne €ounty Clerk : 1
Summit County Clerk 3
Uintah County Clerk (No Response)
* Utah County Clerk ﬁ 6 4 ox
- Wasatch County Clerk 6 o

" District V (1 Court)

Beaver County Clerk (No Response)
Iron County Clerk ) i X
Juab County Clerk 1 X

illard County Clerk (o Response) ’ , ' _ B | b
ashington County Clerk ' 1 X ‘ ‘ ' 1




COURTS
AGENCY LIST/CERTIFICATION I'ROCESS REQUIREMENT

o

CERTIFICATION PROCESS REQUIRED ‘

AGENCY IDENTIFICATION Must complete certifica-

s
0 A "
e > G tion process:
L a .l E .
=8 U g| o
Rl 88| ¢
<0 o] i 1 2| 3] 415
. — < .3
A FEIRY
‘ - o] @ o
DISTRICT COURTS -continued | il B

"m ————

District VI (1 Court)

Garfield County Clerk (No Response)
Kane County Clerk

Piute County Clerk

Sanpete County Clerk (No Response)
Sevier County Clerk (Mo Response)
Wayne County Clerk 1

pd i

District VI (1 Court)

Garbon County Clerk
/Emery County Clerk
“Grand County Clerk

' /'san Juan County Clerk

ohorppoY e

NOTE: The.county clerk acts as-the
ex-officio clerk of the
district court




COURTS
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

AGENCY IDENTIFICATION

CERTIFICATION PROCESS REQUIRED .

Tooele City Clerk

NOTE: The city clerk acts as the
ex officio clerk of the

city court

2
™A o Must complcte certifica-.
'§ .E 'z. 5 tion process: “
- o - 3 3] . .
£l o 06| o - : .
A, M g I g
<0 Sal wi 1f 2] 3| 4 |.s
3] 93
. ad b9 0 o
5 e 8 o o o
. CITY COURTS Pai DA
CITY COURTS
Bountiful City Clerk (No Respense)
Brigham City Clerk (No Response) .
Clearfield City Clerk 3 X
Layton City Clerk (No Response)
Logan City Clerk (No Response)
Moab .City Clerk 3 - X
Murray City Clerk 1 X
gden City Clerk 6 X
rem City Clerk 2 X .
Price _€ity Clerk - 1 X
Provo City Clerk 6 , X
Roy City Clerk , . 1 X
Salt Lake City Clerk (No Response)
St. George City Glerk -5 X
' 3 X -




ATTORNEYS
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

CERTIFICATION PROCESS REQUIRED ‘
Y £
AGENCY IDENTIFICATION = A - Must complecte certifica-
'g g > 5 tion proccss:
wi @ Q 1] E :
'a‘ - o O
Y a3 -
<0 el wi 1 2 3 4 5
g3 <3
Q tof| oo
£ o oo
ATTORNEYS : Rl B ;
mﬁ -
COUNTY
Beaver 1 X
Box Elder 1 X
Cache 4 X
Carbon 5 X
Daggett 1 X
Davis 2 X
Emery 1 X
Garfield 5 X
Grand 1 X
Iron 1 X
Juab 6 X
Kane 5 X
Millard 1 X
Piute 2 X
*Rich ' 1 X
Salt Lake 13 X
San Juan 4 X
Sanpete 1 X
Sevier 2 X
. Summit 4 X
Uintah 1 X
. Utah 4 X
 Wasatch 1 X
Washington 5 X
Weber 4 X .
CITY
Brigham 1 X .
Cedar City 6 X
Fillmore 1 X
‘Logan 4 X
Midvale X 6 X
(gden 1 X
Provo: 6 X
Richfield 1 X .
- Tooele 4 X




ATTORNEYS
AGENCY LIST/CERTIFICATION PROCESS REQUIREMENT

6 CERTIFICATION PROCESS REQUIRED
folt
AGENCY IDENTIFICATION o A 7 - Must complcte certifica-
'§ E > & tion process:
S 5 Q. B )
a, o o I < V]
o h 891 ¢
<O O gl w i 1 2 3 4 5
The following attorney offices a3 <3
| did not return the certification Al -
i form o2 e N4
COUNTY
Duchesne
Morgan
Tooele
Wayne
CITY -
’Bountifu]
Delta
Ephriam .
Green River
Moab
Mt. Pleasant
Murray
Nephi

North Logan
North Salt Lake
Orem

Payson
Pleasant Grove
Roosevelt:-

Roy

St. George
Salt Lake
Sandy

Spanish Fork

- Vernal

' : i #

,’j"
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MASTER CERTIFICATION ELEMENTS
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MASTER CERTIFICATION ELEMENTS

Paige 1

APPLICABILITY CRITERIA

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

Owh computer systoss

Legend: x = applies to all agencies in every cisc
c = applies only to agencies who have their

' - 1 2 3 4 5 |Reposi-
: tory ¥
A.” Completeness and Accuracy Procedures o
1. Is there a State or local agency Central Repository? X X X - X X ‘\x
=\
a. Is there Statutory/Executive authority for the :
Central Repository? X X X X X
b. Are facilities and staff adequate to provide CHRI '
services Statewide or locally? X X X X
2. 1s there a disposition reporting system? X X X
a. Is disposition reporting provided within 90 ¢-¥s from;
1. Police X 4 X
2, Prosecutors X X X -
3. Trial Courts X X | X
4. Appellate Courts X X X
- 5. Correctionsl Institutions: X X | X
6. Probation and Parcle Agencias X | X_ X




MASTER CERTIFICATION ELEMENTS

.

Page 2

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

m

b. Is there a Delinquent Disposition Monitoring System
to provide for:

1. Delinguent disposition monitoring

2. " One-year rule/dissemination without disposition
3. Terminal output flags

c.. Is there a procedure to report dispoaitfon of arrests
occurring after June 19, 1975 within the 90~-day rule?

Are there procedures for repository query by criminal
-justice agenciea before CHRI dissemination?

a. Are query requirements docurnented?
b. Are written agreements with user agencies in existence?

Are there procedures to maintain accuracy of records?

a. Is notification on inaccurate information provided?

APPLICABILITY CRITERIA

12 13
CERTIFICATION PROCESS
antral
4 Reposi-
tory
(UBI)

R

' * ‘

X X X
X X X

X X X ‘

X i
X
X X
X X
X X
] X
x = applies to all agencies in every case

¢ = applies only to agencies who have their __|
own computer systems -
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MASTER CERTIFICATION ELEMENTS

Page _ 3

QPEFATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

| ———————

5. Are CHRI dissemination and manual file screening
procedures in use with criminal history record systems
other than the Central Repository (UBI) ?

B. Limits on Dillemination Procedures

1. Are general policies on use and dissemination documented?

and

Are there procedures restricting and limiting dissemination
in the following situations:

a. Juvenile record dissemination
b. Confirmation of record existence
c. Secondary dissemination by non-criminal justice agencies

2. Are there sanctions for individuals and agencies authorised
who violate CHRI dissemination policies?

APPLICABILITY CRITERIA
9 10 11 12 13 13
e ==#==‘*
CERTIFICATION PROCESS ‘
: - Central
1 2 3 4 5 Reposi-
kory
] (UBIz ]
X X ) X
X X X X
X X X X
X X X X
X X X X
X X X X
X X X X
Legend: applies to all agencies in every caie

‘own computer systems e

applies only to agencies who have their




MASTER CERTIFICATION ELEMENTS

Page 4

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

APPLICABILITY CRITERIA

11

——

CERTIFICATION PROCESS

13

a. Central Repository (UBI)

1 2 3 4
e e S . — _z
* 3, Are there procedures for validating agency right of access for:

a, Criminal justice agencies - X X X X
b, Non-criminal justice agencies X X X X
c.  Service agencies under contract S X X X X
d. Research organizations X X X X
e, . Right of access validation X X X X

4, Are notices presented to agencies not directly subject to
the regulations? X

C. Audiis and Quality Control Procedures

1. ls there a systematic audit (quality controls) process providing: o
2., Audit trails X X X X X
b. Accuracy checks X X_ X X X .
¢. - Random document and record inspection X X X X X
d. Dissemination logs X X X X

2. Are annual audits /compliance reviews performed om

. N : x

own computer systems

Legend: x = applies to all agencies in every case
¢ = applies only to agencies who have their |
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Page 5
MASTER CERTIFICATION ELEMENTS

APPLICABILITY CRITERIA

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

Central
1 2 3 4 5 Reposi-

tory
(UBI)
—

b.  Other state and local systems X
¢, Documents and data to be maintained X

D. Security and Confidentiality Procedures
1. Does the hardware and software provide for:

.

a. General security provisions 9] C C C C

b. Procedures for access C C C C C X

c. Dedication of:
1, Terminals - C C C C C X
2. Communications control C C C C C X
3., Processor ' C C C C C X
4, Storage devices C C C C C X

and does the software provide maximurm security of CHRI? C C C C C X

2. Ia there adequate management control and is a responsible
ageacy designated to provide for:
a. Management control and accountability c c c c’ c .

Legend: x = applies to. all agencies in every case '
C = applies only to agencies who have thelr —ai.
Own computer systems o R

t
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MASTER CERTIFICATION ELEMENTS

APPLICABILITY CRITERIA

OPERATIONAL PROCEDURE REQUIRED 9
BY PRIVACY AND SECURITY PLAN —
Central
1 2 3 4 5 Reposi
tory
(UBI)

e —

|
!

b. Computer operations policy (4 G C (@ C X

c. Access to criminal history records C C C C C X

d. Sanctions for misuse C C C C C X
‘3. Does the personnel process provide:

a. Selection and security screening C C C C C X

b. Supervision C C C C C X

c. Training C ) C C C X
4. Is there physical security to:

a, Protect against environmental hazards C C C C C X

b. Prevent physical access by unauthorized perscnnel C C C C C X

c. Secure facilities construction C (] C C C X

Legend: x = applies to all agencies in every case
¢ = applies only to agencies who have their
. Own computer systems ,

e

¢ v ' g ‘
.
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Page 7
MASTER CERTIFICATION ELEMENTS

APPLICABILITY CRITERIA

OPERATIONAL PROCEDURE REQUIT ED 9 10~ 11 12 13 13

BY PRIVACY AND SECURITY PLAN F—_—;

CERTIFICATION PROCESS

Central
1 2 3 4 5 Reposi-
tory
%& ﬁm“*_a“==%
E., Individual Right of Access Procedures
- 1. Are there adequate procedures to verify identity before
releasing information? X X X X X
2. Are the rules for access written and disseminated to
the public? X X X X X
3, 1s there a specified and convenient point of review and i
, mechanism for review of CHRI? X X X X X

Legend: x = applies to all agencies in every case
¢ = applies only to agencies who have their
own computer system




Page 8
MASTER CERTIFICATION ELEMENTS

APPLICABILITY CRITERIA

OPERATIONAL PROCEDURE REQUIRED ‘ 9 10 11 12 13 13

BY PRIVACY AND SECURITY PLAN ==

CERTIFICATION PROCESS

Central | |

1 2 3 4 5 |Reposi-;
. tory
’ . (UBI)

4. Is there a procedure for an individual to challenge the '

accuracy of his or her CHRI? X X X X X
5. 1s there a process for administrative review and record correc-

tion? X X X X X
6. Are appeal procedures clearly identified? X X X X X .
7. Are correction procedures clearly identified? X X X X X
8. Is the infocrmation subject to review clearly identified? X X X X X
9. Will procedures be operational by March 16, 1976 which )

allow an individual to access snd review his or her CHRI? X

Legend:  x = applies to all agencies in every case

¢ ® applies only to agencies ‘
own_computer sy;tg“ es who have their

-

“
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CERTIFICATION PROCEDURE
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Page 1
CERTIFICATION FORM/PROCESS NO., (1, 2,3, 4,5 CENTRAL REPOSITORY)
AGENCY: Date of Certification:
Person Conducting Certification
A procedure is Reason that procedure =
operational and: 1.9 is not fully operational: " =
[ = s; =
& T z =
OPERATIONAL PROCEDURE REQUIRED o 23 Fy =t
w T T £
: 5§ o o 253
BY PRIVACY AND SECURITY PLAN 2 B S5a I8 < - £ :z
o o < - 2 I = 2.
g ¢ 2% JEE . q 8 =Rk
I FE N E- ; R . (253
=% f30E (50 7 3 < A
o H 99K HE A & R
9 o 9 B ER Q2% = ~ 32
o ¢ e B 28 SN g Q=
b Qo 20 = Q9 8 8z
sPgy ey Mg ok O o = O = - e
A, Completeness and Accuracy Procedures
1., Is there a State or local agency Central Repository?
a. Is there Statutory/Executive authority for the
Central Reposilory? . i
b. Are facilities and staff adequate to provide CHRI ) : :
services Statewide or locally?
2. Is there a disposition reporting system? ’3
a. Is disposition reporting provided within 90 days from: ’
1. Police . ¢
2. Proscculors :
3, Trial Courts g
4. Appellate Courts
5., Correctional Institutions
6. Probation and Parole Agencies
i




PROCESS NO. (1, 2, 3, 4, 5, CENTRAL REPOSITORY)

Page 2

a.

Ig notification on inaccurate information provided?

AGENCY: Date of Ceartification:
_ Person Conducting Certification
' . o
A procedure is Reason that procedure <
operational and: | .2 is not fully operationals . o3
. ‘ £
[] - 'd' S
OPERATIONAL PROCEDURE REQUIRED o é —é ~ g pe!
s 8 a T ok
0 0 o | 8
BY PRIVACY AND SECURITY PLAN é Eolge, |82 - - ¢ &
. Y T &8 o b 8
M — A 8 A
o 0of 5 fo8 2 L o T B
i e g A = [ ° g 0°'3
=% 35 2 O o vt - o 2 g
oL T g o o «© ° ot ’
] S g= e g = g 5
5 ligw g2 |EE |3 | %%
. o
A a8 R SR 23] 13 :Ja 7
= —
b. 1Is there a Delinquent Disposition Mbnitoring System
to provide for: N
1. Delinquent disposition monitoring
2. One-year rule/dissemination without disposition
3. Terminal output flags
c. 1s there a procedure to report disposition of arrests
occurring after June 19, 1975 within the 90~day rule? .
3. Are there procedures for repository query by criminal
- justice agencies before CHRI dissemination?
a. Are query requirements documented?
b. Are written agreements with user agencies in existence?
4. Are there procedures to maintain accuracy of records?




H ' ’ '

PROCESS NoO. (1, 2, 3, 4, E:, CENTRAL REPOSITORY)

Page

3 -

AGENCY: Date of Certification:
Person Conducting Certification
A procedure is Reason that procedure 2
operational and: §.@ is not fully operational: L=z
o : <z %
OPERATIONAL PROCEDURE REQUIRED B 5 3 < z=
@2 ot & - z
I+ [4) «
0o 9 0 Q = :
BY PRIVACY AND SECURITY PLAN o B 9 g § .3 —_ = =
- £ g v 8 e [ 8 = =
o . oy o Q ] %] - = =
v 3 e o' B - - oL = ~
8 o 50 E Z o . o~ < > = <
g9 G g0 d e = <=
g. JeEc 5 lo2 2 o
hod - [Vt
o § 9 5 B @ g £ g i ek
H o 9 0 2 o - 9 o =
AR { R R O o IS B - e
5. Are CHRI dissemination and manual file screening procedures
in use with criminal history record systems other than the
Central Repository (UBI)?
B. Limits on Dissemination Procedures

1L

2'

Are general policies on use and dissemination documented?

and
Are there procedures restricting and limiting dissemination
in the following situations:

a. Juvenile record dizsemination
b. Confirmation of record existence
¢. - Secondary dissemination by non-criminal justice agencies

Are there sanctions for individuals and agencies authorized
who violate CHRI dissemination policies? )




PROCESS NO, (1, 2, 3, 4,5, CENTRAL REPOSITORY)

AHGENCY: Date of Certification:
Person Conducting Certification
b
A procedure is Reason that procedure =
operational and: }.2 is not fully operational: L2 Z
o = 2
OPERATIONAL PROCEDURE REQUIRED @ s = = =
25 | 35 Il
o 3] = <z
BY PRIVACY AND SECURITY PLAN o B e oz — =27
g o < G B b = =
= — [oThR ) - @ (5] R =
¢35 0 g c 8 = = g I ==
o o % ) 5 2 z ~ | =22
5 9 G g e “ < 2 2 < = ==
QO M o = - - = - R
- 3] E.; - o o E &2
o3 0o a g £ = v s =
Mo 0 0 S o = g Q 2z
JuFgyal T - Qo 12N & - =
- 3, Are there procedures for validating agency right of access for:
a., Criminal justice agencms
b, Non~criminal justice agencies
<. Service agenciés under contract
d. = Research prganizations
e.  Right of azgcess validation
4,

Are noticez p‘:esented to agencxes not diréctly subject to the
regulations? . :

C. Audits and Quzlity Contral Procedures

1.

2.

"d. Dissemination lcge

Is theve a systemati¢ audit (quality controls) pracess providing:
a, Audit trails

b, Accuracy checks

¢, Random documernt and record u'mpectm‘:'

e

Are annual audits /compliance reviews performed on:

a. Central Repository (U}Lﬂ)

© e e, i, s e mie
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PROCESS NO. (1, 2, 3, 4, 5, CENTRAL REPOSITORY)
AGENCY Date of Certification:
Person Conducting Certification
A procedure is Reason that procedure =
operational and: .2 is not fully operationals L2
o - = =
OPERATIONAL PROCEDURE REQUIRED o -;,; = N
n o - = - <
5 0 I g0 D o:
BY PRIVACY AND SECURITY PLAN 9 g 8 g 50 —_ g :ZT
. £ o 583 B 2 2

= = oo o @ (3] Rl
¢35 oo o g 2 2 % T ==
5 & suE-lzo £ £ 3 > 1=2&s

oo U o @ a a o) b=

g M Q M ] I £ N~

oz fo k3 2% g3 - % 32

o o 4 g 2 g £ g 9 WS

- ] 0 o 2 06 < 0 Q ¢ =

A AT 0o = o > = =

D.

b, CQther s:iate and local systems
c. Documeants and data to be maintained

Security and Confidentiality Procedures

I

2.

Does the hardware and software provide for:

a. General security provisions

b, Procedures for access

c. . Dedication of:
l. Terminals
2., Communications control
3, Processor
4, Storage devices

and does the software provide maximum security of

CHRI?

1s there adecuate management control and is a responsible

" agency desiznated to provide for:

a. Management control and accountability




PROCESS NO. (1, 2,

3, 4,5, CENTRAL REPOSITORY)

SCGINCY: Date of Certification:
Person Conducting Certification

|
! z
! A procedure is Reason that procedure =
3_ operational and: [.2 is not fully operational: o =
] o = 52
{ P e o\ . — ot - =
‘ CPEZRATICNAL PROCEDURE REQUIRED @ = o 2=
: 2= " LR I:E
i s . . 3} 13} - - x
| BY PRIVACY AND SECURITY PLAN o £ 9e, |o= - s :z
! : : £ o o oA oa g e £ =
! . = - Re H o R e
: [J e ok o Q 2 e e - -,
$ L 3 H o g o <] T T 2=
] 5 o e B |Zo £ £ 3 > |=sE
. g ¢ °u g 9 o d o . B
i g = 9 8. s 0 5 £ o5
: 19} ral
: o & oo 2 i g a G Gt
5 o ] S 3 R~ o G) oz
: Lo A8 R O o 2] B - e

. Computer operations policy
: c. Access to.criminal history records i
; d. Sarnc:icns for misuse
; ,
; 3. Deoes tre personnel process provide:
: a., Selection and security screening =

b, Super-wision

¢. Training

4. Is there physical security tor

. e e e e b

a.  Protectagainst environmental hazards
b. revent physical access by unauthorized personnel
c. Secure facilities construction ’
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Page. 7
PROCESS NO, (1, 2,3, 4,5 CENTRAL REPOSITORY)
AGENCY: Date of Certification:
Person Conducting Certification
A procedure is . Reason that procedure
operational and: | 9 is not fully operational:. =
o : z
OPERATIONAL PROGEDURE REQUIRED “ 5 2
0 - o
o § 0 g 8 Iz
BY PRIVACY AND SECURITY PLAN o B 9 o ¢S - : T
E o a2 Jag 3 =
. P T 0 (S @ @ © -~
8B ghe 1o & 2 = = =
5 o 52 £ JZ¢ g = s > =&
5 0 g Q0 < o = b1
g H g g e o & 2 c .z
sg g3 22 JE& K € =2
. Mo M9 8 20 = 9 o 2=
‘ AR A g w O o 23] B -z
—— 0 _______1___._ DESN— —

E. Individual Right of Access Procedures

1, Are there adequate procedures to verify identity before
releasing information? '

2. Are the rules for access written and disseminated to the
public?

-3.' " 1s there a specified and convenient point of review and
mechanism for review of CHRI? & ;

o ¢ et s i B ot L




PROCESS NO. (1,2,3,4,5 CENTRAL REPOSITORY)

Date of Certification:

Page

8

ACIXNCY:
Person Conducting Certification
i
. A procedure is Reason that procadure !
operational and: } 4 is not fully operational: g
- R 0=
OPERATICNAL PROCEDURE REQUIRED o 2 3 l°‘-
0w o A= 3 ; i
o [4] B oo :
] 0 o 0 . Qs < :
BY PRIVACY AND SECURITY PLAN ° g Sea |25 ~ 58 8 )
. [J] 4 » .
Eg v 8L A b o o S 208
o 'g SJ Q4 Q o, - -t s . :3:. Q
5 & a2 E |2z 5 & 3 RN ER-N
o 9 s 8§ o ] o] - - = 2=
o M o I m = ot z S 2e o
9 o o E3 " 9z = & S Hws
O d O o B =] E <3 iG] o=
ot o oo a] ) - 9 o s =
' s e ST - I O o S = -
4 . Is there a procedure for an individual to challenge the R
accuracy of his or her CHRI?
) 5. Is there a process for administrative review and, record correction?

6 . Are appeal procedures clearly identified?
7. Are correction procedures clearly identified?

8 . ls the information subject to review clearly identified?
9, Will procedures be operational by March 16, 1976 which allow
an individual to access and review his or her CHRI?

I certify that to the maximum extent feasible, action has been taken to comply with- the procedures

set forth in the Privacy and Securzity Plan of the Sh.te of Utah.

Signed

(Head of Central Repository)




APPENDI¥Y. M

CRIMINAL JUSTICE SYSTEM STANDARDS AND GOALS



STANDARD 1.2: STATE ROLE IN CRIMINAL JUSTICE
INFORMATION AND STATISTICS

STANDARD

Utah should establish a criminal justice information system that pro-
vides the following services:

1. On-line files fulfilling a common need of all criminal justice agencies,
including wanted iaersons (felony and misdemeanor), and identifiable stolen
items;

2. Computerized criminal history files for all persons arrested, with an
on-line availability of a summary of criminal activity and current status of
offenders, and complete detailed criminal history files maintained on serious
offenders in an off-line mode;

3. Access by computer interface to vehicle and driver files, if com-
puterized and maintained separately by another State ag‘ency:

4. A high-speed interface with NCIC providing access to ail NCIC files;

5. All necessary telecommunications media and terminals for providing
access to local users, either by computer-to-computer interface or direqt
terminal access;

6. The computerized sw“&ching of agency-to-agency messages to and
from qualified agencies in other States;

7. The collection, processing, and reporting of Uniform Crime :Report

(UCR) information from all law enforcement agencies in the State with report

<



generation for the Federal Government agencies, appropriate state agencies,
o
and contributors;

8. In conjunction with criminal history files, the collection and storage
of additional data elements and other features to support offender-based
transaction statistics;

9. Entry and updating of data to a national index of criminal offenders
as envisioned in the NCIC Computerized Criminal H%story file; and ‘

10. Reporting offender-based transaction statistics to the Federal

Government.

U'fAH STATUS AND COMMENTS

Utals currently has an excess of 70, 000 juvenile histories in an on-line

status locatzd in the central state computer. These files are currently used .

primarily by juvenile justice agencies; however, it is anticipated that certain

data from these files will be made available to other criminal justice users.

Computerized Criminal History files are currently available to criminal jus-

tice users on a limited basis. The Utah Computerized Criminal History files

currently contain over 20, 000 entries and include all offenses which a person

may be arrested on as opposed to NCIC qualified offenses. The Computerized

Criminal History file provides for on-line summary information with the com-

plete history contained off-line on magnetic tape. Driver's License and ’

Motor Vehicle files are currently available to all criminal justice users. -
High speed interface to NCIC for the purpose of accessing files on the

national level is currently in the development stage. A plan for providing




telecommunications media and terminals to allow access to local users is
currently being implemented. Thirteen terminal sites are currently in
operation with six additional sites to be installed during 1974, These sites
involve a computer-to-computer interface between the state computer and
the Salt Lake County computer and corﬁputer-to-terminal interface for all
sites not serviced by the county computer.. The capability of agency-to-
agency administrative message switching is plannec". for but not implemented
at this time. However, the c¢anability to switch to other states from the

Utah Bureau of Identification is currently available. The gathering of Uniform

Crime Report information on a centralized level is currently under develop-
ment in the state in conjunction with the Small Agency Record System (SARS),
It is expected that this system will provide the basic data for the generatioﬁ
of UCR reports as well as other offense related statistical information.

Gathering of offender based transaction statistics is the task that is cur-
rently under development. Data elements to support the OBTS system will
be collected in conjunction with the criminal history information. The entry
and updating of criminal histdry information to the national index is currently
being tested, and it is anticipated that this capag})ility will be fully operational
during 1974. The reporting of Offender Based Transaction Stat\istics infor-
mation to the Federal government is under development with the expectation |
that initial testing will take place during 1974,

METHOD OF IMPLEMENTATION N

This standard has been identified for implementation through admini= \\\
\

strative policy.



STANDARD 2.1: CRIMINAL JUSTICE AGENCY COLLECTION
OF OBTS-CCH DATA

STANDARD

The collection of data required to satisfy both the OBTS and CCH systems
should be gathered from operating criminal justice agencies in a single
collection., Forms and procedures should be designed to assure that data
coded by agency personnel meets all requirements of the information and
statistics systems, and that no duplication of data is requested.

In order to maintain integrity in the data base and support from sub-
mitting agencies, it is imperative that appropriate procedures be generated
on the state level to assure that all requirements for information are met.

UTAH STATUS AND COMMENTS

The Utah Criminal Justice Information System currently has designed
and tested procedures which will generate data from the field to support the
computerized criminal history data base in the arrest and judicial segments.
Additional procedures will be established in 1974 that will provide for gene-
rating complete information from the correctional segment and will provide
for the expanded OBTS data requirements.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.



STANDARD 2.2: OBTS-CCH FILE CREATION
STANDARD
Files created as data bases for OBTS and CCH systems, because of their
common data elements and their common data input from operating agencies,
should be developed simultaneously and maintained as much as possible with-
in a single activity.
Juvenile record information should not be entered into adult criminal

history files.

UTAH STATUS AND COMMENTS

The file creation for the Offender Based Transaction Statistics and
Computerized Criminal History Systems are currently under development,
the CCH f{ile has been created and is in service at this time, and it is anti-
cipated that during 1974 the OBTS file will be created for test purposes.
Along with the creation of the OBTS file, it is projected that a common data
base, which will feed both systems, will be generated. Juvenile record
information currently exists in a separate file and is fully operational.

Utah State Law probhibits the combining of adult criminal history and juvenile

record information into one data base.

METHOD OF IMPLEMENTA T TION

This standard has been identified for implementation through admini-

strative policy.



STANDARD 2. 3: TRIGGERING OF DATA COLLECTION

STANDARD

With the exception of intelligence files, collection of criminal justice
information concerning individuals should be triggered only by a formal
event in the criminal justice process and contain only verifiable data. In
any case where dissemination beyond the orginating agency is possible, this

standard should be inviolable.

UTAH STATUS AND COMMENTS

Currently it is the practice of the State of Utah to collect criminal
justice information concerning individuals only after a formal event has
occured relative to the criminal justice process., Intelligence information
c;ontained in the computerized criminal history is all verifiable information.

The source documents are maintained in hard copy or microfilm form.

METHOD OF IMPLEMENTA TION

This standard has been identified for implementation through legis-

lative action.



STANDARD 2. 4: COMPLETENESS AND ACCURACY
OF OFFENDER DATA
STANDARD
Agencies maintaining data or files on persons designated as offenders
shall establish methods and procedures to insure the completeness and accuracy
of data, including the following:

1. Every item of information should be checked for accuracy and com-

pleteness before entry into the system. In no event should inaccurate, unclear,: .

incomplete, or ambiguous data be entered irij‘to a criminal justice information
system. Data is incomplete, unclear, or ambiguous when it might mislead a
reasonable person about the true nature of the information.

2. A system of verification and audit should be instituted. Files must be
aesignated to exclude ambiguous or incomplete data elements. Steps must be
taken during the acquisition process to verify all entries., Systematic audits
must be conducted to insure that files have been regularly and accurately up-
dated. Where files are found to be incomplete, all persons who have received
misleading information should be immediately notified.

3. The following rules shall apply to purging these records:

a. General file purging criteria. In additié‘n to inaccurate, incom-
plete, misleading, unverified, and unverifiable items of information, infor-

mation that, because of its age or for other reasons, is likely to be an



&

unreliable guide to the subject's present attitudes or behavior should be

purged from the sy;stem. Files shall be reviewed periodically.

b. Purging by virtue of lapse of time. Every copy of criminal jus-
tice information concerning individuals convicted of a serious crime should
be purged from active files 10 years after the date of release from
supervision. In the case of less serious offenses the period should be 5
years. Information should be retained where the individual has been con-
victed of another criminal offense within the United States, where he is .
currently under indictment or the subject of an arrest warrant by a U, S,
criminal justice agency.

c. Use of purged information. Information that is purged but not
returned or destroyed should be held in confidence and should not be made
available for review or dissemination by an individual or agency except
as follows:

(1) Where necessary for in-house custodial activities of the
record keeping agency or for the regulatory responsibilities of the
Secur%ty and Privacy Council (Chapter 8);

(2) Where the information is to be used for statistical compilations

or research studies, in which the individual's identity is not dis-

closed and from which it is not ascertainable;

{3) Where the individual to whom the information relates seeks .

to exercise rights of access and review of files pertaining to him:

(4) Where necessary to permit the adjudication of any claim by

the individual to whom the information relates that it is misleading,

inaccurate, or incomplete; or



(5) Where a statute of a State necessitates inquiry into criminal
offender record information beyond the 5- and 10-year limitations.
When the information has been purged, and the individual involved

subsequently wanted or arrested for a crime, such records should be re-
opened only for purposes of subseqtg.ent investigation, prosecution, and dis-
position of that offense, If the arrest does not terminate in conviction, the
records shall be reclosed. If conviction does resu.lt:f the records should
remain open and available.

Upon proper notice, a criminal justice agency should purge from its
criminal justice information system all information about which a challenge
has been upheld, Further, information should be purged by operaticn of
statute, administrative regulation or ruling, or court decisions, or where
the information has been purged from the files of the State which originated

the information.

UTAH STATUS AND COMMENTS

In the existing computerized criminal history file all data which is
entered into the system is first verified by code‘rs to insure that the data
is accurate and complete before entry into the system. In addition, com-
puter edits are conducted to insure that data is entered properly and is
reasonable as related to the transaction. System audits are provided to in-
sure that all data scheduled for input to the computer actually was ;eceived

on the automated file.



Currently records are maintained on the on-line summary file until
the person is deceased or until the court orders the record to be expunged. .
Utah currently has no statute regarding the removal of criminal history in-
formation from an individual's file or regarding the removal of an individual's
file from active status on the computer after a specific period of time has
lapsed. State statute provides for individuals to have specific entries on
their own record expunged via court order if those entries relate to an arrest

that resulted in a non-conviction dispostion.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis=~

lative action.

Ni



STANDARD 2.5: SEPARATION OF COMPUTERIZED FILES

STANDARD

For systems containing criminal offender data, the following protections
should apply:

1. The portion of the computer used by the criminal justice systems
should be under the management control of a crim@pal justice agency and should
be dedicated in the following manner:

a. Files should be stored on the computer in such a rﬁanner that
they cannot be modified, destroyed, accessed, changed, purged, or over-
laid in any fashion by non-criminal-justice terminals.

b. The senior criminal justice agency employee in chargé of com-
puter operations should write and install, or cause to have written and
installed, a program that will prohibit inquiry, record updates or destrut-
tion of records from any terminal other than criminal justice system
terminals which are so designated.

The destruction c‘):é:;‘records should be limited to specificaily desig-
nated terminals under the direct control of the criminal justice agency
responsible for maintaining the files.

é. The senior criminal justice agency employee in charge of com-
puter operations should have written and installed a classified pro}l&\ram to
detect and store for classified output all attempts to penetrate any ;:imi-

nal offender record information system, program, or file.



This program should be known only to the senior criminal justice
agency, and the control empﬁoyee and his immediate assistant, and Q
the records of the program should be kept continuously under maximum
security conditions. No other persons, including staff and repair
personnel, should be permitted to know this program.
2, Under no circumstances should a criminal justice manual or com-
puterized files be linked to or aggregated with non-criminal-justice files
- soasto provide centralized or direct access for the purpose of amassing

information about a specified individual or specified group of individuals.

UTAH STATUS AND COMMENTS
Utah State statute directs that the division of Systems Planning and

Computing will be responsible for maintaining computer files used by state

agencies. The development of the Utah Criminal Justice Information System
is being conducted under the Department of Public Safety in cooperation with
the Systems Planning and Computing Division. All systems are developed
by project personnel and computer support, and programming support is
contracted with the Utah State Data Processing Center.

Currently, all files that are on the State of Utah computer as well as
“those files maintained on the Salt LakeCounty computer are designed such
that non-criminal~justice users cannot access change, purge, or modify
any record contained therein, Certain criminal justice data is restricted to -

specific criminal justice users as well, An example of this is the juvenile

record which currently is accessed only by juvenile justice agencies. The




Utah Criminal Justice System currently does not have a classified program
to detect and store for classified output all attempts to penetrate a criminal
offender record by an unauthorized user. This provision will be added during

1974,

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis=

- lutive action.
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STANDARD 2.6: ESTABLISHMENT OF COMPUTER INTERFACES
FOR CRIMINAL JUSTICE INFORMATION SYSTEMS
STANDARD

The establishment of a computer interface to other criminal justice infor-
mation systems will constitute the acceptance of responsibility for a control
unit for those agencies served by 'the interface.

1, Each computer interface in the criminal justice hierarchy from lqcal
criminal justice information systems through the national systems will be
considered a control terminal and allowed to interface if all of the identified
respongibilities are accepted b;r that control unit.

2. Each control unit must maintain technical logginguprocedures and
allow for 100 percent audit of all traffic handled by the ingérface. Criminal
history response logs should be maintained for one year.

3. The control unit must maintain backup or duplicate copies of its
files in secure locations away from the primary site.

4. All personnel involved in a system are subject to security checks.

5. The control unit must establish a log checking mechanism where

machine-generated logs of other than ''no record' responses are com-

pared with manual terminal loss and discrepancies between the two resolved.

UTAH STATUS AND COMMENTS

The concept of the Utah Criminal Justice Information System terminal

"network is such that terminals in the system generally will serve more than



cne jurisdiction. Even though less terminals will be ultimately installed

under this concept, more usefs Will be serviced by one terminal site. Currently‘
control for switching on the eyafem is maintained at two sites, the Salt Lake

County Computer Center and the Utah Data Processing Center. Logging of
transactions is currently maintained on the state computer but not on the

county computer; however, all shareable information system traffic paseses

through the state computer prior to being switched to the County Computer .
Center, The current _;:onﬁg_uration will be modified during 1974 to centralize

‘all switching and control to one site. This site will provide for complete v
logging of all transactions and wiﬁl} maintain history information on these

transactions,

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis-

lative action.
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STANDARD 2.7: THE AVAILABILITY OF CRIMINAL JUSTICE
INFORMATION SYSTEMS
STANDARD
The availability of the information system (t}}g percentage of time
when the system is fully operating and can process inquiries) should not
be less than 90 percent. This availability must be measured at the device
serving the user and may in fact be several times removed (technically)

from the data base providing the information,

UTAH STATUS AND COMMENTS

Currently, the Utah Criminal Justice Information System provides
information on those files which are on-line to criminal justice users on a
24-~hour 7 day-a-week basis. The system currently functions on an excess
of 90% ax}ailability to the user, and this includes’kscheduled down time for

routine file maintenance,

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.

e



STANDARD 3.2: PROGRAMING LANGUAGES

STANDARD

Every agency contemplating the implementation of computerized
i*.formation systems should insure that specific programing language re-
quirements are established prior to the initiation of any programing effort.
The Utah  Criminal Justice Information $ystem coordination staff should
provide the direction concerning programing language requirements already
in force, or establish the requirements based on current or projected
hardware and programing needs (especially from a system stand point)

of present and potential users.

UTAH STATUS AND COMMENTS

Currently, the Utah Criminal Justice Information System develop-
ment team prescribed specific program languages which are used in all
mb‘fciules. The existing standard is COBOL based languages; however, the
freedom to select a specific language for a particular program must be main-
tained to insure speed and efficiency in all operating modules. Criminal
Justice Information System modules tend to be very complex, and as a re-
sult, emphasis should be placed on efficiency rather than interstate com-

patability when selecting computer languages.

METHOD OF IMPLEMENTA TION

This standard has been identified for implementation through admini-

strative policy.



The UCJIS telecommunications concept also provides for multiple agency
servicing from one terminal site as opposed to updating individual termi-
nals in each agency. This multiple agency concept will considerably increase

the service available to each agency as well as reduce costs for operation

of the system.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.



STANDARD 3. 3: TELEPROCESSING

STANDARD
The Utah Criminal Justice Information System coordination staff
should insure through a statewide criminal justice system telecommuni-
cations network that all agencies have contact with the central data bank
via voice or computer terminal communications and that emphasis should i
be placed wherever possible on multiple agency telecommunciation service "
centers, In the telecommunications design attention should be given to
other criminal justice information systems (planned or in operation at tl;xe
national, state, and local levels to insure the design inclu.des provisions

for interfacing with other systems as appropriate).

UTAH STATUS AND COMMENTS

The Utah Criminal Justice Information System is currently in the pro-
cess of implemeni:ing statewide telecommunications capabilities in all seg-
ments of the criminal justice system. Currently, operating in parallel is
the Utah Law Enforcement Teletype System which provides inter-agency
communications between law enforcement agencies with the state and the
Utah Bureau of Identification. After the Utah Criminal Justice Information
System Telecommunications network is complete, all administrative mes- )
sage switching will be transferred to computer terminals, and the low :
speed teletype terminals will be removed from operation. This will, in

effect, upgrade the administrative switching capabilities between agencies

in the state as well as improve the speed of inter-state switching.



STANDARD 4. 1: SECURITY AND PRIVACY ADMINISTRATION
STANDARD

1. State Enabling Act: The State of Utah should adopt enabling legislation
for the protection of security and privacy in criminal justice information
sys_tems. The enabling statute shall establish an administrative structure,
minimum standards for protection of security and privacy, and civil and crimi-
nal sanction for viclation of statut.es or rules and regulations adopted under
it. This legislation should be designed to expand upon and enhance the existing
Utah State stautes pertaining to the maintenance of Criminal Justice Infor-
mation Systems data.

2. Security and Privacy Council: The State of Utah shall establish a
privacy and security council, One-third of the members' named shall be pri-
vate citizens who are unaffiliated with the State's criminal justice system.

The remainder shall include representatives of the criminal justice system °
and other appropriate governmental agencies. The Privacy and Security Council
shall be established to serve as a policy board on matters relating to security
and privacy. Upon the advise and counsel of the board, the Commi.ssioner

will promulgate and enforce rules and regulations based on policy established
by the é’ecurity and Privacy Council. Civil and criminal sanctions should be

set forth in the enabling act for violation of the provision of the statutes

or rules and regulations adopted under it. Penalty should épply to improper

collection, storage, access, and dissemination of criminal justic information.



3. Training of System Personnel and Public Education: Provisions

for training persons involved in the direct operation of a criminal justice
information system, regarding the proper use and control of the system,
should be provided by appropriate criminal justice agencies. The curri-
culum, materials, and instructors’ qualiﬁcatiofls for any course of instruc-
tion regarding the use and control of the system should be approved by the

Council.

UTAH STATUS AND COMMENTS

Legislation has been enacted in the State of Utah which provides for
limiting access and the dissemination of criminal history information. The
statute identifies as a misdemeanor, punishable by fine and/or sentencing

to the county jail, the unauthorized dissemination of criminal history infor-

mation. The statute primarily relates to the security of the system as
opposed to providing safeguards for the individual privacy of information.
The Utah statute authorizes the Commissioner of Public Safety to enforce
and administer the provisions of the statute through the Utah Bureau of
Criminal Identification, Utah currently does not have a privacy and security
council due to the provision in the statute that designates the Commaissioner
of Public Safety to enforce the provisions of the statute. Penalties for the

improper collection or storage of criminal history data do not exist under

-
.

the current statute. However, the Commissioner of Public Safety is author-
ized to develop and enforce the necessary safeguards to the system. Utah

does not currently have a formalized system for the training of systems

persd’pnel or an organized method of providing public education.



Systems training regarding the operation of the criminal justice infor-
mation system and its proper use and control, are provided on an as needed
basis by the appropriate jurisdiction. Enabling legislation regarding privacy
and security of criminal justice information systems has been enactéd
in several states with varying degrees of restrictiveness regarding the type
of information maintained. The most workable configuration noted thus far
uses general enabling legislation, which essentially is not self-executing,
in conjunction with an administrative body which has the responsibility to
oversee the protection of security and privacy. In most states with enabling
legislation, the administrative body is charged with generating admini-
strative policies and procedures, and with the enforcement of the same.

The trend toward enabling legislation with an administrative body te
execute the responsibilities of the act is the result of the complexed and

dynamic nature of criminal justice information systems.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis-

lative action.






STANDARD 4.2: SCOPE OF FILES

STANDARD

In determining whether data should be collected and stored, the criminal
justice submitting agency should take into consideration the potential benefits
of the information against the poetential injury to privacy and related pro-

tective interests.

UTAH STATUS AND COMMENTS

Criminal justice agencies in the State of Utah have restricted them-
selves primarily to the use of data pertinent to their activities., This is par-
tially expressed in the state's statutes and additionally through administrative
practice as defined on the agency level, The formalizing of policy for system-
ized application weighing potential injury to privacy as related to potential

benefits to the system does not exist.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.
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STANDARD 4. 3: ACCESS AND DISSEMINATION

STANDARD
1. General Limits on Access. Information in criminal justice files

should be made available only to public agencies which have both a ''need to

know'' and a ''right to know. ' The user agency should demonstrate, in advance,
that access to such information will serve a criminal justice purpose.

2. Te'rminal Access. Criminal justice agencies should be permitted
to have terminal access to computerized criminal justice information systems
where they have both a need and a right to know. Non-criminal justice agenci_esb
having a needor rightto know or being authorized by statute to receive crimi-
nal justice information"fshould be supplied with such information only through
criminal justice agencies.

3. Certification of Non-Criminal-Justice Users. The Comr.nissioner o‘f
Public Safety should receive and review applicétio’ns from non-criminal—
justice government agencies for access to criminal justice informatioiz. Each
agency which has, by statute, a right to such information or demon.s\trates
a need to know and a right to know in furtherance of a crirﬁinal j‘.ustice purpose |
should be certified as having access to such infor"mation’through‘ akdesyig-
nated criminal justice agency,

4. Full and Limited Access to Data. Criminal justice agencies should

be entitled to all unplirged data concerning an individual contained in a crimi-




nal justice information system. Non-criminal-justice agencies should re-
ceive only those portions of the file directly related to the inquiry. Special ‘
precautions should be taken to control dissemination to non-criminal-justicsa
agencies of information which might compromise personal privacy including
strict enforcement of need to know and right to know criteria.

5. Arrest without Conviction. All copies of information filed as a result
of an arrest that is legally terminated in favor of the arrested individual shbuld -
be returned to that individ‘ﬁal within 60 days of final disposition, if a court .
order is presented, or upon formal notice from one criminal justice agenc;f
to another. Infermafion includes fingerprints and photographs. Such infor-
mation should not be disseminated cutside criminal justice agencies.

However, files may be retained if another criminal action or proceeding

is pending against the arrested individual, or if he has previously been convicted‘
in any jurisdiction in the United States of an offense that would be deemed a
crime in the State of Utah.

6. Dissemination. Dissemination of personal criminal justice informa-
tion should be on a need and right to know basis within the government. There
should be neither direct nor incirect dissemination of such'information to
non~-governmental agencies or personnel. Each receiving agency should re-
strict internal dissemination to those emploYees with both a need and right to ‘
know.

Legislation lshou‘ld be enacted which limits questions about arrests on

applications for employment, licenses, and other civil rights and privileges




to those arrests where records have not been returned to the arrested indi-
vidual or purged. Nor shall employers be entitled to know about offenses that
have been expunged by virtue of lapse of time (see Standard 2. 4).

7. Accountability for Receipt, Use, and Dissemination of Data. Each
person and agency that obtains access to criminal justice informat1011 should
be subject to civil, criminal, and administrative penalties for the improper
receiat, use, and dissemination of such information,

The penalties imposed would be those generally applicable to breaches
of system rules and regulations as noted earlier.

8. Currency of Information. Each criminal justice agency must ensure

that the most current record is used c¢r obtained. i

UTAH STATUS AND COMMENTS . R/

- Utah State Statute currently limits access to criminal history ‘iry;for-
mation as opposed to criminal justice im‘formation and provides the
Commissioner of Public Safety with the authority to administratively set
policies regarding the dissemination of this data. The access to data, via
computer terminals, is currently limited by policy established by the Utah
Bureau of Identification. Currently, a statute outlining agencies ha‘-vingba
need or right to criminal justicé information does not exist.

The certification of non-criminal-justice users 'tO‘rec‘eive infor- G

mation from other than remote ter‘minals is provided by ;s.té.tufe fhrough the
Commissioner of Public Safety. Utah State Statute allows the Commissioner

of Public Safety to determine which non-criminal justice agkem’:»ies should




‘receive criminal history information. There is currently no provision to

restrict portions of a criminal history record to authorized non-criminal .
justice agency users. In practice, if an agency is authorized to access the
criminal history file, the contents of the entire rap sheet are made available,
The expungement, or sealing of criminal history records, currently can
only be done as a result of a court order. Expungement generally relates
to a specific entry on the record as opposed to the entire record. One pro-
blem that has been encountered in orders to expunge is the lack of specific
detail entered onto the order by the court which results in unclear instruc-
tions.

If the court finds that the petitioner, for a period of five yéars in the
case of an indictable misdemeanor or felony, or for a period of three years

in the case of a misdemeanor, since his release from incarceration or

probation, has not been convicted of a felony or of a misdemeanor involving
moral turpitude and that no proceeding involving such a crime is pending

or being instituted against the petitioner and, further, finds that the rehabili-

tation of the petitioner has been attained to the satisfaction of the court, it

shall enter an order that all records in the petitioner's case in the custody
of that court or in the custody of any other court agency or official, be
sealed.

The dissémination of the personal criminal history information is
gdsed on a need and right to know basis with the Commaissioner of Public
S‘af‘ety charged with the responsibility of determining which agencies should

receive information. Currently, penalties exist for the improper use and 0

dissémination of criminal history data.



METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative police except in those provisions indicating legislative action.
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STANDARD 4,4: INFORMATION REVIEW

STANDARD
1. Right to Review Information. Except for intelligence files, every per-
son should have the right to review criminal justice information relating to
him. Each criminal justice agency with custody or control of criminal justice
information shall make available convenient facilities and personnel necessary
to permit such reviews.
2. Review Procedures.
a. Reviews should occur only within the facilities of a criminal jus-
tice agency and only under the supervision afid in the presence of a desig-
nated employee or agent of a criminal justice agency. The files and -
records made available to the individuai should not be removed frem ‘the
premises of the criminal justice agency at which the records are befmg
reviewed.
b. At the discr;tion of each criminal justice agency such reviews
may be limited to ordinary daylight business hours.
c. Reviews should be permitted on‘ly‘after ve‘ri‘ficatikon‘ that the re- T 5

questing individual is the subject of t'he'cri‘m’inal justice information which

he seeks to review. Each criminal justice agency should requiré ﬁnger-’-'
printing for this purpose, Upon presentation of a sWo;n*authoribz‘aytion. .

L0
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from the individual involved, together w1§h proof‘_of identity, an_1ry1dy1v1;‘c{iual"fs S
attorney m‘ay' be permitted to ‘examine the i,nfprmatidn relatijnvgito,_é\uéb' .
individual, )




d. A record of such review should be maintained by each criminal

justice agency by the completion and preservation of an appropriate form. ‘
Each form should be completed and signed by the supervisory employee
or agent present at the review. The reviewing individual should be asked,
but may not be required, to verify by his signature the accuracy of the
criminal justice information he has reviewed. The form should include
a recording of the name of the reviewing individual, the date of the re- -
view, and whether or not any exception was taken to the accuracy, com- -
pleteness, or contents of the information reviewed.

e. The reviewing individual may make a written summary or n¢tes

in his own handwriting of the information reviewed, and may take with

him such copies. Such individuals may not, however, take any copy that

might reasonably be confused with the original. Criminal justice agencies .
are not required to provide equipment for copying.
f. Each reviewing individual should be informed of his rights of
challenge. He should be informed that he may submit written exceptions
as td the information's contents, completeness or accuracy to the criminal
justice agency with custody or control of the information. Should the
individual elect to submit such exceptions, he should be furnished with
an approp;}ia}te form. The individual should record any such exceptions on :

the form. The form should include an affirmance, signed by the individual

or his legal representative, that the exceptions are made in good faith




that the;r are true to the best of the individual's kno@leége and belief,
One copy of the form shall be forwarded to the Commissioner of Public
Safety,

g. The criminal justice agency should in each case conduct an
audit of the individual's criminal justice information to determine the
accuracy .of the exceptions. The Commissioner of Public Safety and the
individual should be informed in writing of the results of the audit,

Should the audit disclose ihaccuracies or omissions in the information,
the criminal justice agency should cause appropriate alperations or ad-~
ditions to be given to the Commissioner of Public Safety‘, the individual
involved, and any other agencies in this or ‘any other juris’dictiOn to which
the criminal justice information has previously beeh disseminated.

3. Challenges to Information.

a. Any person wh'oxf)eliéves that criminal justice information that
refers to him is inaccurate, incomplete, or misleading may request any
criminal justice agency with custody or control of the information te
purge, delete, modify, or supplement that infofmation. Should the agc‘erbl-”
cy decline to do so, or should the individual believe the agency's deciéion ’
to be otherwise unsatisfactory, the ’individual may request ré;riew by the
Commissioner of Public Safety,

b. Such requests to the Commissioner of Public Safety (in "writing)k‘

should include a concise statement of the alleged deficiencies of the erimi-

nal justice information, shall state the date and‘result.of_a‘ny review by

i
oy




the criminal justicevagency, and shall append a sworn verification of

the facts alleged in the request signed by the individual or his attorney. ‘
c. The Commissioner of Public Safety should establish a review

procedure for such appeals that incorporate appropriate assurances

of due process for the individual.

UTAH STATUS AND COMMENTS

Currently in the State of Utah, a person may view his own criminal
his‘tory information event, though this is not specifically outlined in the R
state statutes. When reviews are permitted, they are performed within
the facilities of a criminal justice agency under supervision, and the files
are not allowed to leave the premises, Generally, records of such a review

are not maintained, and the reviewing of the individual is not required to

verify the accuracy of the information that he has reviewed. Specific audit
procedures have not been established to determine the accuracy of any
exceptions an individual may take; however, complete audits are performed

on the data in question if challenges are made. ‘ o

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis-

lative action.




STANDARD 4.5: DATA SENSITIVITY CLASSIFICATION

STANDARD
The Security and Privacy Council may classify information in criminal 5
justice information systems in accordanée with the following sy‘stem:
1. Highly Sensitive - places and things which require maximum épecial
security provisions and particulav.’rized privacy protection, Items that should
be included in this category inciua‘é, for example:k
a. Criminal history record information accessed by usingv othevr"fthan

personal identifying characteristics, i.e., class access;

b. Criminal justice information disclosing arrest information with-
out conviction disseminated to criminal justice agencies;
c. Criminal justice information marked as ''closed';

d. Computer, primary, and auxiliary storage devices and physicaﬂ_ o

‘contents, peripheral hardware, and certain mahﬁal ’storage deviceé and
physical contents;

e. Security system and backup devices; and

f. Intelligence files.

g. Additional items that may be included in this ‘category are: com-

puter programs and system design; corhmuriicatior\‘f‘tde‘vices and networks;
. - ; \,./ ! . :
criminal justice information disseminated to non-criminal-justice agen-*

cies; and research and analytical reports derived from identiﬁed- indi\"i.‘iduavllt'

criminal justice information.




2. Confidential - places and things which require a high degree of spe-

cial security and privacy protection. Items that may be included in this
category, for example, are:

a. Criminal justice information on individuals disseminated to

criminal justice agencies;
b. Documentation concerning the system; and
¢. Research and analytical reports derived from criminal justice .
~information on individuals. -
3. Restricted - Qi\aces and things which require minimum special security

consistent with gqod security and privacy practices. Places that may be

included in this category are, for example, areas and spaces that house crimi-

nal justice information.,

Each criminal justice agency maintaining criminal justice information
should establish procedures in order to implement a sensitivity classification
system, The general guidelines for this purpose are:

a. Place"s and things should be assigned the lowest classificatidn
consistent with their préper protection.

‘b. Appropriate utilization of classified places and things by qualified

users should be encouraged.

c. Whenever the sensitivity of places or things diminiéhes or in- -
creases, it should be reclassified without delay.
| d Iﬁ thé evént that any place or thing previously classified ié no
longer sensitive and no longer requires special security or privacy pro-

B e tection, it should be declassified.




e. The originator of the classification is wholly respoﬁsible for
reclassification and declassification,
f. Overclassification should be considered to be as dysfunctional
as underclassification.
It shall be the responsibility of the Commissioner of Public Safety to
assure that appropriate classification systems are implemented, maintained,

and complied with by criminal justice agencies within a given state.

UTAH STATUS AND COMMENTS

Utah currently does not have a data sensitivity classification sjfstem
for places and things, including data which is part of the criminal justice

information system. The system currently used in Utah is primarily cen-

tered around the concept that all data, places, and t_hings’ are sensitive, and

procedures have been developed to assist in providing adequate security‘.‘ :

Even thoﬁgh‘ procedures have been developed, the most stringent in
existence‘in the state would not meet the category outlined in Standard 8.5 as
being classified ""highly sensitive. " Procveﬁdures currently used throughout
the state would be placed in the confidential and restricted categdries for |
the most part, even though no specific attempt is rhade to cllakssify places or

things at the present time, Existing procedures and'_safeguard‘s are not ade-

quate due to a variety of weakpoints fhroughout the' syéterh. The most glarin‘g; .

example of weakness in the physical‘Sé‘Cu,'rity area is the r‘ow-of»‘windowsl on .

.f:he‘nori:h side of the Utah State Data Processing Center computer facility,: s
which would prdvidé access, via a _Vari_ety of projectiles, to the Cornputer co

“and adjacent disc files.










METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini- .

strative policy.




STANDARD 4.6: SYSTEM SECURITY

STANDARD

1. Protection from Accidental Loss. Information system operators
should institute procedures for protection of information from environmental
hazards including fire, flood, and power failure. Appropriate elements should
include:

a. Adequate fire detection and quenching systems;
b. Watertight facilities;

c. Protection against water and smoke damage;

d. Liaison with local fire and public safety officials;
‘e, Fire resistant materials on walls and floors;

f. Air conditioning systems;

g. Emergency power sources; and

h. Backup files.

2. Intentional Damage to System. Agencies administering criminal
justice information systems should adopt security procedure‘s which limit
access to information files. These procedures should include use of guards,
keys, badges, passwords, access restxji;.ctions,l"sign-in logs, or like controls.

All facilities which house criminal justice information files should be so
designed and constructed as to reduce the possibility of physicé.l damage to the
information. Appropriate steps in this regard include: physical limitations

on access; security storage for information media; heavy duty, non-exposed




walls; perimeter barriers; adequate lighting; detection and warning devices,
and closed circuit television,

3. Unauthorized Access. Criminal justice information systems should
maintain controls over access to information by requiring identification,
authorization, and authentication of system users and their need and right to
know. Processing restrictions, threat monitoring, privacy transformations
(e.g., scrambling, encoding/decoding), and integrity management should be
employed to ensure system security.

4. Personnel Security.

a. Preemployment Screening: Applicants for employment in infor-
mation systems should be expected to consent to an investigation of their
character, habits, previous employment, and other matters necessary
to establish their good moral character, reputation, and honesty. Giving
false information of a substantial nature should disqualify an applicant
from employment. .

Investigation should be designed to develop sufficient information to
enable the appropriate officials to determine employability and fitness
of persons entering critical/sensitive positions. Whenever practical, in-
vestigations should be conducted on a preemployment basis and the result-
ing reports used as a personnel selection device.

b. Clearance, Annual Review, Security Manual, and In-Service
Training: System ﬁersonnel including terminal operators in remote lo-

cations, as well as programmers, computer operators, and others working



at, or near the central processor, should be assigned appropriate
security clearances renewed annually after investigation and review.

The Utah Criminal Justice Information System staff should prepare

+r . -

a security manual listing the rules and regulations applicable to main-

tenance of systems security. Each person working with or having ac-

cess to criminal justice information files should know the contents of

the manual.

c. System Discipline: The management of each criminal justice
information system should establish sanctions for accidental or inten-
tional violation of system security standards. Supervisory personnel
should be delegated adequate authority and responsibility to enforce the
system's security standards.

Any violations of the provisions of these standards by any employee or
officer of any public agency, in addition to any applicable criminal or civil
penalties, shall be punished by suspension, discharge, reduction in grade,
transfer, or such other administrative penalties as are deemed by the crimi-
nal justice agency to be appropriate.

Where any public agency is found by the Commissioner of Public Safety
willfully or repeatedly to have violated the requirements of the standard (act),
the Commissioner of Public Safety may, where other statutory provisions per-
mit, pfohibit the dissemination of criminal history record information to that
agency, for such periods and on such conditions as the Commissioner of

Public Safety deems appropriate.



UTAH STATUS AND COMMENTS

Utah Criminal Justice Information System files are all designed and ‘
maintained with off-line backup. As on-line files are updated, update
transactions are written on magnewtic tapes where they are stored in anotﬁer
location, The procedures used on all UCJIS files allow for data loss only
during the time between machine encoding and the system update, which
generally is a 24-hour period. In the event that data is lost during this time,
paper files are maintained as backup,. in the event that machine encoding
Would have to be repeated.

Al} locations currently housing automated files are adequately pro-
tected from potential fire damage., Air conditioning systems are part of
each installation, but the lack of emergency backup power sources is a

major weakness in the system. Backup power generators, in the event of ‘

primary source power failure, are extremely expensive and as a result,
have not been installed.

The access to physical computer facilities is controlled by using
name badges and double locking doors at the state computer center.
During evening hours, building security is increased by the use of guards
and sign-in logs. The major weakness in guarding against physical damage
is the inadequate security of walls surrounding the area which contains the

computer,

Currently, the electronic access from remote locations is limited
to specific users which are identified electronically prior to sending a

message or receiving an inquiry. In this manner, information from specific




files can be released to specific predetermined users only. An example of
this currently is with the limited access of juvenile history information,
which is available only to juvenile justice agencies throughout the state.

Personnel security is currently maintained through pre-employment
screening by the Utah Bureau of Identification. All personnel who currently
are employed and have access to a portion of the system have also been
cleared. Once a person has been screened, the clearance remains good
until he terminates employment or violates system security. Annual reviews
are not conducted, and scheduled in-service training is not required or

provided.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legis-~

lative action,






STANDARD 4.7: PERSONNEL CLEARANCES

STANDARD

1. The Commissioner‘of Public Safety may also have the responsibility
of assuring that a personnel clearance system is implemented and complied
with by criminal justice agencies within the State.

2. Personnel may be granted clearances for access to sensitive places
and things in accordance with strict right to know and need to know principles,

3. In no event may any person who does not possess a valid sensitivity
clearance indicating right to know have access to any classified places or
things, and in no event may any person have access to places or things of a
higher sensitivity classification than the highest valid clearance held by that
person.

4, The possession of a valid clearance indicating right to know does not
warrant unconditional access to all places and things of the sensitivity classi -
fication for which the person holds clearance. In appropriate cases such per-
sons may be denied access because of absence of need to know.

5. In appropriate cases, all persons in a certain category may be granted
blanket right to know clearance for access to places and things classified as

restricted or confidential.



6. Right to know clearances for highly sensitive places and things may ‘
be granted on a selective and individual basis only and must be based upon
the strictest of personnel investigations.

7. Clearances may be granted by the head of the agency concerned and
may be binding only upon the criminal justice agency itself.

8. Clearances granted by one agency may be given full faith and credit
by another agency; however, ultimate responsibility for the integrity of the
persons granted right to know clearances remains at all times with the agency
granting the clearance.

9. Right to know clearances are executory and may be revoked or re-
duced to a lower sensitivity classification at the will of the grantor. Ade-

quate notice must be given of the reduction or revocation to all other agencies .

that previously relied upon such clearances.

10. It may be the responsibility of the criminal justice agency with cus-
tody and control of classified places and things to prevent compromise of such
places and things by prohibiting access to persons without clearances or
with inadequate clearance status.

11, The Commissioner of Public Safety may carefully audit the granting
of clearances to assure that they are valid in all respects, and that the cate-

gories of personnel clearances are consistent with right to know and need to g

know criteria. -




12. Criminal justice agencies may be cognizant at all times of the
need periodically to review personnel clearances so as to be certain that
the lowest possible clearance is accorded consistent with the individual's
responsibilities.

13. To provide evidence of a person's sensitivity classification
clearance, the grantor of such clearance may provide an authenticated
card or certificate. Responsibility for control of the issuance, adjustment,
or revocation of such documents must have an automatic expiration date

requiring affirmative renewal after a reasonable period of time.

UTAH STATUS AND COMMENTS

Currently, the Utah Bureau of Identification screens employees who
will have contact with files contained in the Utah Criminal Justice Information
System. However, specific security clearance classifications are not
assigned. All persons cleared are considered to have equal status. The
access of specific data, however, is restricted te specific individuals as
is related to their need to know. For example, persons cleared for ac-
cessing data for research as in the Utah Criminal Justice Information Systems
Data Center would not be authorized to perform name checks on persons
listed on' the criminal history ﬁie without prior approval from the director
of the bureau.

User agencies are held responsible for the clearing of all persons
using the system on that level; however, no specific procedures have been

established nor checks performed to insure that this is the case. Individual



criminal justice agencies have developed internal policies for the screening

of personnel, andeventhoughthese procedures vary from agency to agency,
screening does occur. Even though specific clearance is not issued, repre-
sentatives from one agency are generally recognized by another agency for

the purpose of accessing criminal justice information.

METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.




STANDARD 4, 8: INFORMATION FOR RESEARCH

STANDARD

1. Research Design and Access to Information. Researchers who wish
to use criminal justice information should submit to the agency holding the
information a complete research design that guarantees adequate protection
of security and privacy. The design as well as the output should be approved
by the agency responsible for disseminating the information prior to the con-
ducting of the study. Persons conducting research should all have appropriate
security clearances before being allowed file access.

2. Limits on Criminal Justice Research. Research should preserve
the anonymity of all subjects to the maximum extent possible. All data re-
leased by the research effort shall contain no information that would identify
any subject used in the study. All raw data used in the study shall be returned
to the custody of the holding agency at the conclusions of the research effort.
In no case should criminal justice research be used to the detriment of per-
sons to whom information relates nor for any purposes other than those speci-
fied in the research proposal. Each person having access to criminal justice
information should execute a binding nondisclosure agreement, with penalties
for violation,

3. Role of Privacy and Security Council. The Privacy and Security

Council should establish uniform criteria for protection of security and pri-

L
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vacy in research programs. If a research or an agency is in doubt about

the security or privacy aspects of a particular research project or activities,
the advice of the Commaissioner of Public Safety should be sought.

4. Duties and Responsibilities of the Holding Agency. Criminal
justice agencies should retain and exercise the authority to approve in
advance, monitor, and audit all research using criminal justice information,
All data gathered by the research program should be examined and veri-
fied. Data should not be released for any purposes if material errors or

emissions have occurred which would effect security and privacy.

UTAH STATUS AND COMMENTS

Currently, the Utah Criminal Justice Information Systems Data Center

performs research using information from computerized as well as manual

files. Operating procedures have been established in this unit to insure
that all research utilizing offender data be done without any cross reference
to data elements which would identify the individuals under study. In addition,
specific procedures have been established to insure that data is released
only with specific approval of the Utah Criminal Justice Information Systems
Coordinator and the Director of the Utah Law Enforcement Planning Agency.

In performing research it may be necessary to utilize specific
identifiers which could lead to the identification of an individual; however,
the major point of concern is the form the data is in when it is released .
beyone the research staff. Currently, other requests for statistical infor-

mation, such as through the Utah Bureau of Identification, are released with~

out specific data that would identify individuals that were used in generating

the data.



METHOD OF IMPLEMENTATION

This standard has been identified for implementation through admini-

strative policy.
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STANDARD 8.1: LEGISLATIVE ACTIONS

STANDARD

- To provide a solid basis for the development of systems supporting

2

criminal justice, at least three legislative actions are needed:

1. Statutory authority should be established for planning, developing,
and operating State level information and statistical systems,

2. Utah should establish, by statute, taking into consideration the
proper relationship of the three branches of government, mandatory re-
porting of data necessary to operate the authqrized system.

3. Statutes should be enacted to establish security and confidentiality

controls on all systems,

UTAH STATUS AND COMMENTS

Currently, mandatory reporting legislation for criminal justice agencies
does exist with the Commaissioner of Public Safety through the Utah Bureau
of Identification (UBI) charged with the maintenance and disisemination of
criminal justice information. The statute, however, deais only with offender
records and other information related specifically to the pclice segment of
the criminal justice system.

Currently, statutes related to maintaining security and confidentiality
controls on all systems throughout the state do not exist, even though exiéting
state statutes do refer to the control of criminal history information at the,\:

°

state level.



METHOD OF IMPLEMENTATION

This standard has been identified for implementation through legislative

action.
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APPENDIX N

STATE CENTRAL REPOSITORY
CERTIFICATION CHECKLIST
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CERTIFICATION FORM/PROCESS NO. (1, 2, 3, 4,5, CENTRAL REPUSITORY)

AceENCY: UTAILLSTATE BUREAU OF CRIMINAL IDENTIFICATION

SALT LAKE CITY, UTAH 84114

Date of Certification: JANIIARY 20. 1974

Person Conducting Certificaticn

RICHARD HORLACIHER

A.

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

Compvoleteness and Accuracy Procedures

1.

Is there a State or local agency Central Repository?

as

b.

Is there Statutory/Executive authority for the

Central Repository?

Are facilities and staff adequate to provide CHRI

services Statewide or locally?

there a disposition reporting system?

3

Re

Is disposition reporting provided withia 90 days {rom:

1.
2.
3.
4.
5.
6.

Police

Prosccutors

Trial Courts

Appellate Courts

Correctional Institutions
Probation and Parole Agencies
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PROCESS NO. (1, 2, 3, 4, 5, CENTRA.L REPOSITORY)

AGENCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION

SALT LAXE CITY UTAH 84114

Date of Certification: JANUARY 20. 1976

Ferson Conducting Certification RTCHARD) _HORLACHER

|
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b. Is there a Delinquent Disposition Monitoring System
to provide for: i [
1. Delinquent disposition monitoring v v 12/77
2. One-year rule/dissemination without disposition X X 124722
3. Terminal output flags v \ -
tas rAY l-.-; ! 77
c. 1s there a procedure to report disposition of arrests .
occurring after June 19, 1975 within the 90-day rule? . X X_ 12/7237
3. Are there procedures for repository query by criminal .
justice agencies before CHRI dissemination? X - X 12/72
3. Are query requirements documented? X \ 172/727
b. Are written agreements wit: user agencies in existence? \ X 12/77 i
4., Arvre there procedures to mmaintain accuracy of records? X
: i
a; Is notification on inzccurate information provided? X 4 D 4 12772




PROGESS NO. (1, 2, 3, 4,

AGENCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION

SA

LT LAKE CITY, UTAH 84114

-

2y

CENTRAL REPOSITORY)

JANUARY 20, 1576

Date of Certification:

Person Conducting Certification RICHARD PORIACUER
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5. Are CIIRI dissemination and manual file screening procedures t ] * : \
in use with criminal history record systems other than the é % X g X 99/77
Central Repository (UBI)? o 5 3 i
i ] ; q
B. Limits on Dissemination Procedures ’{ 4 g
b b
1. Are general policies on use and dissemination documented? X 3 E
and !
Are there procedures restricting and limiting dissemination ;
in the following situations: . é
L,
a. Juvenile record dissemination N/A
b. Confirmation of record existence ' X v
¢. Secondary dissemination by non-criminal justice agencies X
2. Are there sanctions for individuals and agencies authorized
who violats CHRI dissemination policies? ’ X
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AGENCY: _UTAH

PROCESS NO., (1,2, 3, 4, 5, CENTRAL REPOSITORY)

STATE BUREAU OF CRIMINAL IDENTIFICATION

SALT

LAKE CITY, UTAH 84114

Date of Certification:

Page

JANUARY 20, 1976

4

Person Conducting Certification - RICHARD HORLACHER
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- 3. Are there procedures for vglidating agency right of access for:
a. Criminal justice agencies Y
b, Non-crinminal juslice agencies X '
c. Service agencies under contract X .
d. Research organizations Y
. €. Right of access validation ~
N [aY
4. Are notices presented to agencies not directly subject to the
regulations? ) X X 12/77
C. Audits and Quality Control Procedures . ) . I
1, 1Is there a systematic audit (quality controls) process providing:
a. Audit trails X 12/77
bi. Accuracy checks X 12/27
¢, Random document and record inspection X 7
" d. x‘Dilaemination logs ) ‘ X i X lézf% :
2. Are annual audits/compliance reviews performed on:
a. Central Repository (UBI) ~
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PROCESS NO, (1,2, 3, 4, 5 CEMTRAL REPOSITORY)

ALGEINCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION ‘ Date of Certification: JANUARY 20, 1976

Person Condicting Certification -RICHARD [IORLACHER

SALT LAKE CTTY UTAH 824114
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PROCESS NO. (r, 2, 3, 4, 5, CENTRAL REPOSITORY)
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’ . ' PROCESS NO, (1, 2,3, 4,5 CENTRAL REFPOSITORY)

AGENCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION

SALT LAKE CITY, UTAH '84114

Date of Certification:

JANUARY 20, 1976

Person Conducting Certif.ica:ion RICHARD TIORLACHER

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

E. Individual Right of Access Procedures

1. Are there adequate procedures to verify identity before '
releasing information? )

2., Are the rules for access written and disserainated to the
public?

-3, " 1s there a specified and convenient point of review and
mechanism for review of CHRI?
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PROCESS NO. (1, 2, 3, 4,5, CENTRAL REPOSITCRY)

AGEXNCY: UTAH STATE BUREAU OF CRIMINAL IDENTIFICATION

SATLT TAKE CITY, UTAH 84114

Date of Certification:

Paga _ 3

JANUARY 20, 1976

Person Conducting Certification  Richard llorlacher
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4. Isthere a procedure for an individual to challenge the : ,!
accuracy of his or her CHRI? ¢ : Y X 3/76
i ° 5.° Is theres a process for administrative review and, record correction? f ) X X 3/76
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. set fozta {a the Privacy and Security Plan of the Suto of Utah.
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APPENDIX O

CERTIFICATION CHECKLISTS FOR OTHER AGENCIES

The certification forms for the criminal
justice agencies who were certified are
on file with the Department of Public
Safety. Copies of these forms were in-
cluded in the copies of the Plan which
were submitted to LEAA.
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. Page 1
CERTIFICATION FORM/PROCESS NO. (1, 2, 3, 4,5, CENTRAL REPOSITORY) ’
AGENCY: Date of Certification:
Person Conducting Certification
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A, Completenesg and Accuracy Procedures

1. 1s there a State or local agency Central Repository?

a. Is there Statutory/Executive authority for the
Central Repository?

b. Are facilities and staff adequate to provide CHRI
services Statewide or locally?

2. 1Is there a disposition reporting system?

a. Is disposition reporting provided within 90 days from:

1. Police

2. Prosecutors

3. Trial Courts

4.  Appellate Courts

5.. Correctional Institutions

6. Probation and Parole Agencies

AN, T




AGENCY:

PROCESS NO. (1, 2,3, 4,5, CENTRAL REPOSITORY)

Date of Certification:

Person Conducting Certification

Pige 2

3.

‘.

OPERATIONAL PROCEDURE REQUIRED

BY PRIVACY AND SECURITY PLAN

b. 1s there a Delinquent Disposition Mbnitoring System
to provide for: '

1. Delinquent disposition monitoring
2. One-year rule/dissemination without disposition
3. Terminal output flags

c. 1s there a procedure to report disposition of arrests
occurring after June 19, 1975 within the 90-day rule? .

Are there procedures for repository query by criminal
justice agencies before CHRI dissemination?

a. Are query requirements documented?
b. Are written agreements with user agencies in existence?

Are there procedures to maintain acc\;racy of records?

a. Is notification on inaccurate information provided?
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) Page 3
PROCESS NO. (1, 2, 3, 4, 5, CENTRAL REPOSITORY)
AGENCY: . ) Date of Certification:
Person Conducting Certification
A procedure is Reason that procecure 2
operational and: 1.9 is not fully operational: .22
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5. Are CHRI dissemination and manual file screening procedures
in use with criminal history record systems other than the
Central Repository (UBI)?
B. Limits on Dissemination Procedures
1. Are general policies on ugse and dissemination documented?

i

and .
Are there procedures regtricting and limiting dissemiination
in the following situations:

a., Juvenile record dissemination
b. Confirmation of record exictence
c. Secondary dissemination by non-criminal justice agencies

2, Are there sanctions for individuals and agencies authorized ] e
who violate CHRI dissemination policies? ) E
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- 3. Are there procedures for validating agency right of access for:

a, . Criminal justice agencies '
b, Non-criminal justice agencies ‘
¢, Service agencies under contract ) )
d, Research organizations

. e, Right of access validation

4, Are notices presented to agencies not directly subject to the : : ‘ .
regulations? "

C. Audits and.Quality Control Procedures

1. Is there a systematic audit (quality controis) process providing:

a. Audit trails

b. Accuracy checks .

c¢. Random document and record inspectio:
“d. Dissemination logs

2. Are annual audits /compliance reviews performed on: ~ : . R

a,. Central'Respositori (UBI)

: B
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b. Cther state and local systems
¢. Documenis and data to be maintained

D. Secyrity and Coxnfidentiality Procedures

I Does the hardware and software provide for:

a. General security provisions
bs Pracedures for access -
¢, Dedication of:

1. Terminals

2., Communications control
3. DProcessor

4, Storage devices

and does the software provide maximum security of
CHRI? :

2. I8 there adecuale management control and is a responsible
agency desiznated to provide for:

a. Management control and accountability . ‘ i
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b. Computer operations policy
. c. Access to.criminal history records )
: d. Sarnc:icns for misuse
s
H 3. Dces the personnel process provide: '
' a., Seleciion and security screening
b, Supervision
c. Training
‘ 4. Is there ;Shysical security tor
i a. Protect against environmental hazards
! b. Preven: physical access by unauthorized personnel
: c. Secure facilities construction ) i
! .
;
'
- - et -




o - - ®

i

PROCESS NO., (1,2, 3, 4, 5, CENTRAL REPOSITORY)

Page. 7

AGENCY: Date of Certification:
Person Conducting Certification
A procedure is Reason that procedura =
operational and: |2 is not fully operational: . 2F
’ 3} = z
> bl - -
OPERATIONAL PROCEDURE REQUIRED @ 273 - ==
0 ~ - -
: 8§ m 36 iz
BY PRIVACY AND SECURITY PLAN g £ bea 3 = Z:z
Q SRR h = .
. N — [ o o - -~
e85 fefE o2 2 : 1% ::3
55 5e8 JZzo £ = 3 > =&e
g 9 Yo @ d q < 2 =
8 8 E = - 3 23 E L 4 E
o § O o w & £ & S T =
. ol 0 0 2 9 - 5 Q o E
A & anrn Vo b o ) - =

E. . Individual Right of Access Procedures

1. Are there adequate procedures to verify identity befor
releasing information? )

2, Are the rules for access written and disseminated to the
public?

3.,. Ie there a specified and convénient point of review and
mechaniam for review of CHRI?
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4. Isthere a procedure for an individual to challenge the N
accuracy of his or her CHRI?
5. 1Isthere a process for administrative review and, record correction?
6 . Are appeal procedures clearly identified?
° 7. Are correction procedures clearly identified?
8 . Is the information subject to review clearly identified?
9. ' Will procedures be operational by March 16, 1976 which allow
an individual to access and review his or her CHRI? .
I certify that to the maxirnum extent feasible, action has been hkon to camply with the procedures
set forth in the Privacy and Security Plan of the State of Utah,
- . . . . Signed
I certify that this certification is accurate. (Hecad of Central Repository)
Signed

(Head of Agency)
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