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On May 20, 1975, the Law Enforcement Assistance Administration, United
States Department of Justice promulgated regulations for criminal justice
information systems. These reqgulations required each state to submit a plan
detailing programmed and operational procedures necessary for full state
compliance by December 31, 1977. In a letter dated June 12, 1975, Governor
George Busbee assigned the task of developing and writing the plan to the
Georgia Crime Information Center, a division of the Georgia Bureau of
Investigation. The State Crime Commission was asked to provide supporting
assistance. The purpose of this plan is to describe those procedures
the State of Georgia has taken and plans to take to comply with LEAA's
regulations.

The federal regulations are directly applicable to Georgia.criminal
justice agencies which have accepted federal funds for the collection,
storage or dissemination of criminal history record information. A
compilation by the State Crime Commission 1ists one hundred eleven criminal
justice agencies which have received direct funds for these purposes. A
later verbal interpretation by the LEAA waived the collection criteria
leaving 27 agencies on the applicability 1ist. A certificate of compliance
for each of these agencies is included with this Plan as required in Section
20.22 of the federal regulations.

The Georgia Crime Information Center realized the need for developing
a plan to set forth procedures which realistically could be implemented by
the statewide criminal justice system including agencies at the local, regional

and state levels. In order to accurately access the impact of the Federal
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Regulations on Georgia's criminal justice community, extensive efforts were
made to contact all agencies potentially affected by the regulations and
to elicit their suggestions and comments. The GCIC mailed copies of the
Federal Regulations and a survey form evaluating their impact to more
than 1,000 criminal justice agencies throughout the State. Several meetings
pertaining to the Regulations were conducted statewide which Clerks of
Courts, judges, attorneys, probation and parole workers and law enforcement
employees attended. Because of this information exchange, the plan most
accurately reflects the needs of Georgia's entire criminal justice community.

The State of Georgia recognizes the need for complete, accurate, secure,
and private criminal justice information. In 1973, the Georgia General
Assembly enactea, as part of the GCIC Act, a mandatory arrest and disposition
reporting law to effect more complete and accurate criminal history records.
At the time the Federal Regulations were issued, the GCIC was drafting
security and privacy regulations for the State's criminal justice information
system. This plan of compliance reflects the need for protecting the individual's
right to privacy, ensuring the completeness and accuracy of all criminail
justice information exchanged and maintaining such information in secure
facilities. The purpose clearly is not to impede or deny the flow of
crimina? justice information but to ensure that such information is complete
and accurate and exchanged in accordance with federal and state laws.

The major component of this State's Plan of Compliance is the adoption
of Rules pursuant to Georgia's Administrative Procedures Act (Georgia Laws
1964, p. 338 as amended). These Rules set forth procedures whereby

Georgia's criminal justice agencies can comply with state and federal laws
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regarding the complieteness, accuracy, security and privacy of criminal
justice information. The Rules, concommitant with existing state statute,
comprise the authority to implement LEAA regulations statewide.

In order to adopt the Rules, the GCIC sought and received status as
a reqgulatory body. This status was conferred on the GCIC Advisory Council
by the Legislature in the Georgia Crime Information Center Acg3;(Georgia
Laws 1973, p. 1311-1312). An opinion rendered by the State A%%grney
General confirmed this authority. The State Rules closely péfé]]el Federal
Regulations except where state authority is more restrictive. When state
and federal laws conflict, federal law takes precedence. In somekinstances,
however, LEAA has encouraged or permitted each state to 1egis1ate*in
accordance with its specific needs. In instances where an apparent conflict
exists, legislative amendments have been proposed to remedy the conflict.
Such proposed amendments are contained in the Appendix of this Plan. In
those cases of conflict the GCIC has endeavored to direct criminal justice
agencies toward a reasonable course of action.

The impact of fe&eral regulations and state Rules has been substantial
and will continue to manifest itself in many ways. An initial benefit
already realized is the increase of inter-agency dialogue among law
enforcement, corrections, courts and the GCIC. Each of these agencies has
become more aware of its interaction within the criminal justice community
particularly in the area of commonly kept data elements of criminal history
record information. As a result of these regulations the State will benefit
considerably both from more effective administration of criminal justice
and from the monetary savings derived from the elimination of unnecessary

and wasteful duplication of effort. Concurrent with this savings is the
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possible requirement of criminal justice agencies to increase staff and/or
equipment in order to comply fully with these regulations. While these
expenditures may prove to be significant, they will certainly provide a
valuable investment for an improved, integrated criminal justice system
better able to serve the citizens of Georgia.

The Plan will examine sections 20.20 and 20.21 of the LEAA regulations.
Each paragraph of these secEions has been inset exactly as it appeared when
published in the Federal Register. Following each paragraph from the
Regulations is a narrative explaining the procedures which have been or will
be implemented in order for the State to be in full compliance by December 31,
1977.

Appropriate sections of state law and regulations will be incorporated

into the explicative text. Al1 state laws and regulations cited will be

included in the Appendix to this Plan.



§20.2 Authority.

These regulations are issued pursuant
to sections 501 and 524(b) of the Omni-
bus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Cantrol
Act of 1973, Pub. L. 93-83, 87 Stat. 197,
43 JJ.B.C. 3701, et seq. (Act), 28 UB.C.
534, and Pub. L. 92-544, 86 Btat 1115.

The authority for implementing security and privacy regulations in the
State of Georgia emanates from two sources. The first is the state law which
created the central state repository, the Georgia Crime Information Center
(GCIC). (Georgia Laws 1973, pp. 1301-1315.) The GCIC and the GCIC Advisory
Council are charged with the responsibilities of ensuring the security and
privacy of all criminal justice information collected, stored and disseminated
by the GCIC.

WHEREAS, it is the intent of the General Assembly to safeguard all
persons from the misuse of criminal records by any person or agency and to
provide adequate safeguards and limitations on the use of all criminal history
records.

Section 3. The Georgia Crime Information Center shall:

(1) Institute the necessary measures in the design, implementation,
and continued operation of the criminal justice information system to ensure the
privacy and security of the system. This will include establishing complete
control over use and access of the system and restricting its integral resources
and facilities to those either possessed or procured and controlled by Criminal
Justice Agencies as defined in this Act. Such security measures must meet
standards to be set by the GCIC and its Advisory Council as well as those set
by the nationally operated systems for interstate sharing of information.

Section 5. There is hereby created an Advisory Council for the
Georgia Crime Information Center. The duties and responsibilities of this
Council are to:

(c) Ensure that adequate security safeguards are incorporated
so that the data available through this system is used only by properly
authorized persons and agencies.



(d) Establish appropriate disciplinary measures to be taken by
GCIC in the instance of violations of data reporting or dissemination of laws,
rules, and regulations by Criminal Justice Agencies or members thereof covered
by this Act.

\Georgia Laws 1973, pp. 1302, 1307, 1310, 1311)

The second source of authority comes from the Rules of the Georgia Crime
Information Center Advisory Council published pursuant to Georgia's Administrative
Procedure Act (Ga. Laws 1964, p. 338, as Amended). With the publication of
these Rules the GCIC Advisory Council is established as a regulatory agency.

140-1-.01 Organization.

(5) In matters of security and privacy all agencies and persons handling
criminal justice information are subject to the provisions of the Omnibus
Crime Control and Safe Streets Act of 1968, as amended by the Crime Control
Act of 1973 and Rules and Regulations promulgated by the United States
Department of Justice. The Rules and Regulations of the Georgia Crime
Information Center Advisory Council rest on the authority of federal rules
and regulations as well as state law.



§ 20.20 Applicability.

(a) The regulations in this subpart
apply to all SBtate and local agencies and
individuals collecting, storing, or dis-
seminating criminal history record in-
formation processed by manual or auto-
mated operations where such collection,
storage, or dissemination has been
funded in whole or in part with funds
made avajlable by the Law Enforcement
Assistance Administration subsequent to
July 1, 1973, pursuant to Title I of the
Act.

While the federal regulations only apply to those criminal justice
agencies receiving funds from LEAA for the collection, storage and dissemination
of criminal history record information subsequent to July 1, 1973, state
Rules apply to all criminal justice agencies within the State which exchange
criminal justice information within the Georgia criminal justice information
system. The Georgia Crime Information Center is executing User Agreements
with all criminal jusiice agencies who exchange information with the GCIC.

These agreements specifically bind user agencies to state and federal
regulations. A list of all Georgia agencies who have signed these agreements

is included in the Appendix to this Plan.

140-2-.01 Scope..

(1) These Rules shall apply to all criminal justice agencies within the
State and to all other agencies or persons who are or become involved with
the exchange of criminal justice information with the Georgia CJIS.



(h) The recgulations in this subpart
shall not apply to criminal history rec-
ord information contained in: (1) post-
ers, announcements, or lists for identi-
fying or apprehending fugitives or
wanted persons; (2) original records of
entry such as police blotters maintained
by criminal justice agencies, compiled
chronologically and required by law or
long standing custom to be made public,
if such records are organized on a chron- .
ologlical basis; (3) court records of pub-
lic judicial proceedings compiled chrono-
logically; (4) published court opinions
or public judicial proceedings; (5) rec-
ords of traffic offenses maintained by
State departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the issu-
ance, suspension, revocation, or renewal

‘ of driver's, pilot’s or other operators’ li-
censes; (6) announcements of executive
clemency. ’

t¢) Nothing in these regulations pre-
vents a criminal justice agency from dis-
closing to the piiblic factual information
concerning the status of an investiga-
tion, the apprehension, arrest, release,
or prosecution of an individual, the ad-
m judication of charges, or the correc-
tional status of an individual, which is
reasonably contemporaneous with the
event to which the information relates.
Nor is a criminal justice agency pro-
hibited from confirming prior criminal
history record information to members
of the news medin or any other person,
. upon specific inquiry as to whether a
named individual was arrested, detained,
indicted, or whether an information or
other formal charge was filed. on a spec-
ified date, if the arrest record informa-
tion or criminal record information dis-
closed is based on data exciuded by par-
agraph (b) of this scction.

These paragraphs provide for the preservation of the traditional right |
of the public to access criminal justice information. The records excluded
here by the regulations together with the exclusion of all records defined
to be public by Georgia law afford open availability to court records,

original records of entry and information relevant to an individual's



current cycle of involvement with the criminal justice system. A series
of interpretations by the LEAA regarding the information defined by
20.20 (b) and (c) has generated confusion within the State. A result
of these sometimes contradictory interpretations has been a reluctance by
agencies to disclose any information for fear of violating the regulations.
By exercising reasonable and prudent judgment, this section will not have
an adverse impact on either the criminal justice agencies, the news media
or the general public. The GCIC has issued a series of Advisory Bulletins
to provide guidance and advice to agencies as they endeavor to understand
and comply with these regulations.

The same exclusions in Section 20.20 (b) and (c) in the LEAA Regulations

apply in Georgia's Rules, 140-2-.01 (2) and (3).

140-2-.01 Scope.

(2) Nothing in these Rules prevents a criminal justice agency from
disclosing to the public factual information which is reasonably
contemporaneous with the event to which the information relates. Such
information would include:

(a) The status of an investigation.
(b) The apprehension, arrest, release or prosecution of an individual.

(3) A criminal justice agency is not prohibited from confirming prior
criminal history record information to members of the news media or any
other person, upon specific inquiry as to whether a named individual
was arrested, detained, indicted, or whether an information or other
formal charge was filed on a specific date, if the arrest record information
or criminal record information disclosed is based on data contained in:

1. Posters, announcements, or lists for identifying or apprehending
fugitives or wanted persons.

2. Original records of entry such as police blotters maintained by
criminal justice agencies; compiled chronologically and required by law
or long standing custom to be made public if such records are organized
on a chronological basis.

-



7 3. Court records of public judicial proceedings compiled chronologically.
4. Published court opinions or public judicial proceedings.
5. Records of traffic offenses maintained by the Georgia Department of
Public Safety or departments of transportation, motor vehicles or the
equivalent thereof for the purpose of regulating the issuance, suspension,
revocation, or renewal of driver's,pilot's or other operator's licenses.

6. Announcements of executive clemency.

State Rules provide another exclusion in 140-2-.01 (4).
(4) Nothing in these Bgigg shall close any record that is now or hereafter
by law made public.
This ensures that every record designated a public record by Georgia law
. shall be open to public inspection (Ga. Code Chapter 40-27). State
statute $pecifica11y requires that all records and indices maintained by
the Clerk of the Court are open for public inspection (Ga. Code Chapter

" 24-2715).
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(a) Completeness and accuracy. Insure
.thnt criminal history record information
is complete and accurate.

This paragraph sets forth specific provisions with which Georgia
criminal justice agencies must cohp1y in order fof crimjna] records to be
complete and accurate. To be complete, the criminal history must contain
all notations of arrests and any police, judicial and correctional dispositions.
To ensure accurate records logging procedures and quality control measures
must be instituted. Careful analysis of this section indicates a considerable
impact on Georgia criminal justice agencies.

The major obstacle to maintaining complete records is disposition

reporting. The LEAA regulations and State Ru}es require the disposition to

‘be a part of the criminal history record within ninety days of its

occurrence. Although legisliation prov%ded the GCIC with ample authority
to collect dispositions, no significant effort was made to do so until the
federal regulations were promulgated. A portion of the statewide meetings
conducted by the security and privacy project team was devoted to the
discussion of disposition collection utilizing existing resources. A
significant probfem is that the judicial agencies generate the bulk of
dispositions but have the least staff to administer the reporting of
dispositions.

Compliance with the requirement for complete records can best be
met on the state level with the rapid development of the Case DiSposition

Reporting System (CDRS) by the GCIC. Close cooperation with the
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Administrative Office of the Courts, the Department of Corrections and
Offender Rehabilitation, the Clerks of Court, Judges, and District Attorneys
is vital to the successful implementation of this project. While the

GCIC has received LEAA funding for the initial development of CDRS
additional federal money will be required to achieve operational status.

The financial impact at the county and municipal levels will be equally,

if not more severe, than at the state level. Local level compliance will

be determined by the financial resources available. A logical extension of
the CDRS program at the local and regional 1eve1$ seems the most cost
effective approach.

The financial impact of complete and accurate criminal history records
is compounded by the requirement for each agency to establish quality control
internal audit procedures and the requirement for checkback and notification
of all agencies known to have received erroneous information. Funding
will be qeeded to develop specific procedures for agency quality control.
While GCIC cannot mandate the exact internal audit mechanisms to be
instituted, model audifs must be developed te pfovide assistance at the
local level. The logging requirements will not demand significant resource
allocation; manual systems can maintain a relatively simple log containing
the information outlined in Rule 140-2-.06. The information can be
maintained and noted directly on the case file itself.

As the focal point of the State CJIS, GCIC bears the responsibility
for .developing these procedures necessary for implementation. The State

will Took to LEAA to provide these developmental funds.
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ta) Compleleness and accuracy. Insure
that criminal history record information
s complete and accurate.

(1) Complete records should be main-
tained at a central State repository. To
be complete, 8 record maintalned at a
central State repository which contains
information that an individual has been
arrested, and which is available for dis-
semination, must contain information
of any dispositions occurring within the
State within 90 days after the disposi-
tion has occurred. The above shall ap-
ply to all arrests occurring subsequent
to the effective date of these regulations.
Procedures shall be established for crim-
ineal justice agencles to query the central
repository prior to dissemination of any
criminnl history record information to
assure that the most up-to-date disposi-
tion data is being used. Inquirles of a
central State repository shall be made
prior to an  dissemination except in
those cascs where time Is of the essence
and the repository is technically in-
capable of responding within the neces-
sary time peried.

The State of Georgia maintains a central state criminal history records
repository within the Georgia Crime Information Center. The authority for
this repository is found in State law. (Georgia Laws 1973, pp. 1301-1314)

Reporting of arrest and disposition information is required of all criminal
justice agencies by law since July 1, 1973.

Section 3. The Georgia Crime Information Center shall:

(a) Obtain and file fingerprints, descriptions, photographs, and
any other pertinent identifying data on persons who:

(1) have been or are hereafter arrested or taken into custody
in this State.

Section 4. Duties of Criminal Justice Agencies.

(a) A1l criminal justice agencies within the State shall submit to
GCIC fingerprints, descriptions, photographs (when specifically requested), and
other identifying data on persons who have been lawfully arrested or taken into
custody in this State for all felonies and certain misdemeanors and as otherwise
described in subsection 3 (a). It shall be the duty of all chiefs of police,
sheriffs, prosecuting attorneys, courts, judges, parole and probation officers,
wardens, or other persons in charge of correctional institutions in this State
to furnish the GCIC with any other data deemed necessary by GCIC to carry out
its responsibilities under this Act. Specifically, the responsibilities of
Criminal Justice Agencies in this area will require that:

-13 -
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(1) A11 persons in charge of law enforcement agencies shall
obtain, or cause to be obtained, the fingerprints according to the
fingerprint system of identification established by the Director of
the F.B.I., full face and profile photographs, (if photo equipment
is available), and other available identifying data, of each person
arrested or taken into custody for an offense of a type designated
in subsection 3 (a), of all persons arrested or taken into custody
as fugitives from justice, and of all unidentified human corpses in
their jurisdictions, but photographs need not be taken if it is known
that photographs of the type listed taken within the previous year,
are on file. Fingerprints and other identifying data of persons
arrested or taken into custody for offenses other than those
designated may be taken at the discretion of the law enforcement
agency concerned. Any person arrested or taken into custody
and subsequently released without charge, or cleared of the
offense through court proceedings, shall have any fingerprint
record taken in connection therewith returned if required by
statute or upon court order. Any such dispositions must also
be reported to the GCIC.

(Georgia Laws 1973, pp. 1304, 1307)
The Rules require dispositions to be reported to GCIC within 80 days of
their occurrence. The GCIC has 10 days in which to post the disposition to

the criminal history record.

140-2-.03 Completeness and Accuracy of Criminal History Record Information.

(1) Law enforcement, judicial and correctional authorities shall forward
all dispositions on the form and by the procedures established by the GCIC.

(2) The GCIC shall advise the proper authorities of the necessary forms and
procedures so that they may fulfill completely their responsibilities.

(3) The dispositions shall be forwarded to the GCIC as soon as practicable
and in each case not to exceed 80 days after disposition nas occurred. The
disposition shall become a part of the criminal history record within ten (10)
days following its ~eceipt.

At the present time the GCIC utilizes the FBI's method of disposition
collection with the R-84 form. This form is initiated at the time of arrest.
One copy of the R-84 is forwarded to the GCIC together with two copies of the
arresting fingerprint card. After the State Identification number is written

- 14 -



on the R-84, it is returned to the contributing arresting agency. The R-84
remains with the individual's case file. At the time a final disposition
occurs, whether within the law enforcement or judicial process, the disposition
is added to the R-84 and returned to the GCIC. The GCIC is not mandating the
specific individual to complete the disposition form. Given the diverse
organization and autonomy of the courts, it would be impossible to name a
specific court officer responsible for forwarding dispositions that occur
within the judicial process. However, it is incumbent upon each court to
designate the appropriate individual to bear the responsibility for reporting
the disposition.

Within the Records Unit of the GCIC a tickler file will be established
to ensure disposition reporting within the required time frame. Seventy days
from the déte of arrest an inquiry will be made to determine if the disposition
has been posted to the record. If the disposition has been added to the
record, the entry is complete and thus in compliance with state and federal
requlations. If the disposition is not on the record, a reminder is generated
to the originating agency requesting the disposition. If the disposition has
not been generated the: record is held for another seventy day period. When
the disposition is forwarded to the GCIC it bec.mes part of the criminal history
record within ten working days. Implementation of these procedures will be
dependent on LEAA funding.

The GCIC will continue to expand statewide disposition reporting utilizing
the R-84 system. The manual system will be phased out and replaced by the
automated Case Disposition Reporting System (CDRS). This program will focus
on complete disposition reporting as an integral element of offender based
tracking. CDRS will collect and automate data from each major event
as the offender jor accused offender) passes through the criminal justice

system. This "tracking" process begins as the offender is arreéted
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-and terminates at any exit point from the criminal justice system. In order

to determine progressive movement through the criminal justice system, a

flow of information must be established which will describe for every offender
each significant event and the date on which the event took place. Once

this data is collected, edited, and automated, the information will be
available to criminal justice agencies through the statewide computer

terminal network.

The Administrative Office of the Coﬁrts, (AOC), has funds to develop
programs for more efficient and effective court organization and judicial
administration. A part of this effort will be directed toward improving
disposition reporting. Complete criminal history records are essential
to the judiciary function in the administration of criminal justice. The
AOC and the GCIC have agreed to cooperate to provide this need.

In order to achieve more complete records, criminal justice agencies must
query GCIC records prior to any dissemination. The State Rules specifically
require inquiry to GC{C prior to dissemination. In seminars relating to
security and privacy held throughout the State this req.irement was strongly
emphasized. Exception is made only in those cases in which GCIC cannot
respond within a four hour period. Local agencies are advised that the
GCIC will maintain documentation of every case in which it is technically

incapable of responding within a four hour period.

140-2-.04 Criminal Justice Information Exchange and Dissemination

(2) Dissemination of criminal justice information by criminal justice
agencies.

(a) A1l criminal justice agencies shall query the GCIC prior to any
dissemination to ensure that the criminal history record information is
the most current available. Exception may be made in those cases when
time is of the essence and the GCIC technically is incapable of responding
within a four (4) hour period.

- 16 -




140-2-.10 Procedures Whereby an Individual May Access His Criminal History
Record File.

(5) Applications made to other criminal justice agencies criminal history
record files.

(a) Agencies shall query GCIC prior to permitting an individual to inspect
his record to ensure that the criminal history record information is the most
current available. Exception may be made in those cases when time is of the
essence and GCIC technically is incapable of responding within a four (4)
hour period.

- 17 -



(2) To be accurnte
menns that no record contalning erim-

inal historv record information shall
coniain erroncous information. To nc-
complish this erd, crimminal justice agen-

cles shall Institule a process of data col-
lection, entry, storage, and systomatic
sudit that will minimize the posalbllity
ol recording and atoring Inaccurate in-
formation and upon finding innccurnte
information of a matarial nature, ahall
notify all ecriminal jusatice - agenclea
known (o have reccived such informn-
tion,

To ensure that criminal history record information is accurate it is ' -

‘the duty of each criminal justice agency handling such information to establish

Ll R

internal procedures for systematic audits. Since there is a wide range of
possible audit procedures, from sophisticated computer programming techniques

to manually checking every record, the GCIC believes that it is the responsibility
of each agency to create the mechanism for systematic audit. However, it is

the respcnsibility of the GCIC to develop model procedures for the agencies

should they desire assistance. In order to develop these procedures, the GCIC
will require additional funds. It is anticipated that LEAA will provide funds
to implement these procedures. The effectiveness of these quality control
procedures will be mea§ured by the annual audit.

The Rules require all criminal justice agencies to establish a logging
system for every dissemination of criminal history record information. This
will allow the necessary corrections to follow the criminal history record if
an error is discovered. The logging requirement is in Rule 140-2-.03. The
specific information required in the logs is in Rule 140-2-.06.

140-2-.03 Comp]éteness and Accuracy of Criminal History Record Information.

(4) Pursuant to Section 140-2-.06 of these Rules, criminal history logs
shall be maintained to provide the mechanism to correct any inaccurate
information.

(5) Each agency which collects, stores or disseminates criminal history
record information shall establish systematic audit trails to minimize the
possibility of recording and storing inaccurate information.

(6) Annual audits shall be instituted pursuant to Section 140-2-.07
of these Rules.

-18 -
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140-2-.06 Criminal History Logs.

(1) Criminal History Logs shall be maintained by those agencies which F‘
disseminate criminal history record information within the scope of this 0
Chapter. B

-~

(2) The log shall contain information concerning the dissemination of
criminal history record information within the scope of this Chapter.

(3) The logs shall provide the mechanism to correct any inaccurate information. i

k.

(4) Upon finding inaccurate information of a material nature, it is the
duty of the criminal justice agency of discovery to notify all agencies or
persons known to have received such information.

o

- -
..-ﬂ“ " T

(5) The following minimum information concerning the dissemination of
criminal history record information as defined within the scope of this
Chapter shall be maintained in the logs in order to provide an audit trail.

e 4

{(a) Date disseminated.

-

(b) Individual criminal history including:
1.  Name. ;
2. A1l applicable local, state and federal identifying numbers.
(c) Name of officer of dissemination.

(d) Name of agency of receipt.

(e) Name of officer of receipt.

(6) There shall be attached to each appropriate individual criminal history
record case file the same information contained in the log.

(7) Computer system log.

(a) Computer system logging requirements are the same as any other logging
requirements with the exception that the log may be in the form of electromagnetic
storage medium.

(b) This log information must be in a form that can be reproduced as a
printed list showing time, date, name and identifying number of the individual,
and the recipient agency for any individual criminal history file.

(c) The printed listing must be available within ten (10) days from the
date of request.

(8) A1l logs shall be made available for inspection by criminal Just1ce
agencies upon receipt from the GCIC Security Officer.

Authority 42 U.Ss.c. 377, 28 C.F.R. § 20.21, Ga. L. 1973, pp. 1301, 1305, 1306
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(b) Limitations on dissemination. In-
sure that dissemination of criminal his-
tory record information has been limited,
whether directly or through any inter-
mediary only to:

(1) Criminal justice agencies, for pur-
poses of the administration of criminaf
Justice and criminal justice agency em-
ployment;

(2) Such other individuals and agen-
cles which require criminal history rec-
ord Information to implament a statute
or executive order that expressly refers
to criminal conduct and contains re-
quirements and/or exclusions expressly
based upon such conduct;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
Justice agency to provide services re-
quired for the administration of crim-
inal justice pursuant to that agreement.

. The agreement shall specifically author-
fze access to data, limit the use of data to
purposes for which glven, insure the
security and confldentiality of the data
consistent with these regulations, and
provide sanctione for violation thereof;

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to an

N agreement with A&  ecriminal Justice
agency. The agreement shall specifically
authorize access to data, llmit the use
of data to research, evaluative, or sta-
tistical purposes, Insure the confidenti-
ality and security of the data consistent
with these regulations and with section
524(a) of the Act and any regulations
implementing section 524(a), and pro-
vide sanclions for the violation thereof;

(5) Agencles of State or federal gov-

ernment which are authorized by statute
or executive order to conduct investiga-
tions determining employment suitabil-
' ity or eligibllity for security clearances
sllowing access to classified Information;

and
(6) Individuals and agencies where
authorized by court order or court rule.

Both State law and State Rules pertain to the limits of dissemination of
criminal justice information. The Georgia Crime Information Center is required
by law to make available any information in its files which will aid criminal
justice agencies in the performance of their official duties.
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Section 3. The Georgia Crime Information Center shall:

(i) Make available upon request, to all local and State law"
enforcement agencies and courts of proper jurisdiction in this State, to all
Federal law enforcement and criminal identification agencies and to State
law enforcement and criminal identification agencies in other states any
information in the files of the GCIC which will aid these agencies in the
performance of their official duties. For this purpose the GCIC shall
operate on a 24-hour basis, seven days a week. Such information may also
be made available to any other agency of this State or political subdivision
of this State, and to any other Federal agency, upon assurance by the agency
concerned that the information is to be used for official purposes oniy in
the prevention or detection of crime or the apprehension of criminal offenders.

(Georgia Laws 1973, p. 1306)

The law establishes the provisions and 1imits on dissemination of criminal
history information for research and statistical purposes. Similar limitations
and provisions on other kinds of dissemination follow the spirit and intent
of this paragraph.

Section 3. The Georgia Crime Information Center shall:

(g) Compile statistics on the nature and extent of crime in Georgia
and compile other data related to planning for and operating criminal justice
agencies, provided that such statistics do not identify persons. GCIC will
make available all such statistical information obtained to the Governor, the
General Assembly, and any other governmental agencies whose primary responsibilities
include the planning, development, or execution of crime reduction programs.
Access to such information by the latter governmental agencies will be on an
individual written request basis wherein must be demonstrated a need to know,
the intent of any analyses, dissemination of such analyses, and any security
provisions deemed necessary by GCIC.

(Georgia Laws 1973, pp. 1305-1306)

The State Rules closely parallel the federal regulations limiting
dissemination of criminal history record information. The specific limitations
contained in Section 20.21 (b) (1), (2), (3), (4), and (5) are expressly -
addressed in the State Rules. The authority for the release of information
pursuant to court order or court rule is understood to be beyond the scope of
state regulations. The Rules include conditions of dissemination beyond those
specifically mentioned in Section 20.21 (b). The State of Georgia believes
these additional circumstances follow the spirit and intent of federal regulations.
Ruie'l40-2-.04, Criminal Justice Information Exchange and Dissemination,
follows in its entirety.
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140-2-.04 Criminal Justice Information Exchange and
Dissemination.

(1) Dissemination and exchange of criminal justice
information by the GCIC.

(a) Any agency or person who desires to exchange criminal
justice information with the GCIC controlled CJIS shall
execute a standard user agreement.

(b) The GCIC may exchange criminal justice information
with bona-fide criminal justice agencies for purposes of
the administration of criminal justice and criminal justice
‘employment based on the following criteria:

1. The Director of the GCIC shall determine bona-fide
status.

2. The GCIC shall exchange any information in the files
of the GCIC which may aid these agencies in the performance
of their duties.

3. The head of the agency shall execute a "Standard
Criminal Justice Agreement - Intrastate".

(i) Every criminal justice agency who exchanges information
with the GCIC shall execute Part "A" of the "Standard
Criminal Justice Agreement - Intrastate".

(i1) Every on-line user who exchanges information with
the GCIC shall execute Parts "A" and B" of the "Standard
Criminal Justice User Agreement - Intrastate".

(i11)Those criminal justice agencies who wish to participate
on a computer to computer basis on the GCIC/CJIS automated '
system may do so provided that the requirements established
in the GCIC Computer to Computer Interface Standards Manual
(GCIC 071673 - CCIS - 001) have been met.

(iv) The Standard Criminal. Justice User Agreement -
Intrastate shall read as follows:
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GEORGIA CRIME INFORMATION CENTFR
CRIMINAL JUSTICE INFORMATION SYSTEM

STANDARD USERS AGREEMENT (INTRASTATE)

PART "A"
PART "'A"' SECTION 1
This agreement is entered into this : day of ,
19 , by and between the Georgia Crime Information Center, State Administrator

of the Georgia Criminal Justice Information System, hereinafter referred to as
GCIC, and

AGENCY

ADDRESS

a criminal justice agency, hereinafter referred to as USER AGENCY.

This agreement provides for the duties and responsibilities of both GCIC
and the User Agency.

GCIC will operate and maintain a criminal justice information system which
will support the collection, storage, retrieval and dissemination of all crime
and offender data, both intrastate and interstate. GCIC will make available,
upon request, to all bona-fide local and state criminal justice agencies, any
information, including criminal history, in the files of GCIC which will aid
these agencies in the performance of their official duties; provided that the
dissemination of such information would not be a violation of State or Federal
laws and regulations restricting its use for reasons of privacy and security.

User Agency agrees to abide by all laws of the United States, the State
of Ceorgia and the rules and regulations-of the responsible administrative
agencies concerning collection, storage, retrieval and dissemination of criminal
justice information. '

Nothing in this agreement shall be construed so as to give authority to
any person, agency or corperation or other legal entity to invade the privacy of
any citizen, as defined by State and Federal law.

User Agency hercby acknowledges understanding of and shall advise all its
employces of the penalties relating to illegal actions with regard to criminal
justice information.

The "Georgia Crime Information Center Act'; Georgia Laws 1973, p. 1301,
provides that - - -
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7. Any person who willfully requests, obtains or secks to obtain
criminal offender record information under false pretenses, or who
willfully communicates or seeks to communicate criminal offender
record information to any agency or person except in accordance with
this Act, or any member, officer, employee or agency of GCIC, the GCIC
Advisory Council or any participating agency who willfully falsifies
criminal offender record information, or any records relating thereto
shall for each such offense be fined not more than five thousand
dollars, or imprisoned in the State penitentiary not more than two
years, or both. Any person who knowingly, but without criminal
purpose, communicates or seeks to communicate criminal offender
record information except in accordance with this Act shall for

each such offense be fined not more than one hundred dollars, or
imprisoned not more than ten days, or both.

User Agency agrees to indemnify and save hammless GCIC and its officials
and employees from and against any and all claims, demands, actions, suits and
proceedings by others, against all liability to others, including but not
limited to any liability for damages by reason of or arising out of any false
arrest or imprisonment, or any cause of action whatsoever, or against any loss,
cost, expense, and damage, resulting therefrom, arising out of or involving
any action or inaction on the part of the User Agency in the exercise or
enjoyment of this agreement.

Part "B" shall be appended to and made a part of this agreement if the
USER AGENCY is an on-line subscriber to the GCIC electronic data processing
criminal justice information system.

PART "B!l

GCIC agrees to maintain, operate and manage an electronic data processing
criminal justice information system, on a 24 hour, 7 day per week basis. GCIC
further agrees to serve as the State control terminal to facilitate the exchange
of information between the USER AGENCY and other user agencies, National Crime
Information Center (NCIC), Department of Public Safety, Department of Revenue
and the National Law Enforcement Telecommunications System (NLETS). GCIC
reserves the right to selectively restrict the type and scope of data to which
the USER AGENCY may have access.

The type and kind of electronic equipment at the User Agency terminal(s)
shall be compatible with GCIC equipment, this determination to be made by GCIC
or its authorized designee. Data sets and voice grade telephone wire between
and connecting the terminal station(s) and the GCIC Command Center shall be
arranged for by GCIC or its designee. GCIC reserves the right to approve
User Agency's equipment location, security provisions, computer interface
configuration, and terminal usage volume.

User Agency shall be responsible for all costs associated with the
purchase or lease of equipment, equipment maintenance, terminal operator
personnel provision, supplies and as otherwise shall be incurred with the
exceptions hereby stipulated. GCIC shall be responsible for the costs associated
with installation and connection of termminals with the GCIC Command Center.
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GCIC further assumes responsibility for training of terminal operators
at no charge to the User Agency at times and locations within the State
to be designated by GCIC. It is understood by and between the parties
hereto that the obligation of GCIC to incur costs shall be conditional
upon sufficient funds being budgeted and available to GCIC and no
liability shall be incurred by GCIC by virtue of this agreement beyond
monies available to it for the purposes of fulfilling this agreement.

It shall be the responsibility of User Agency to provide for

_conversion and entry of data into GCIC through the use of codes, procedures,

and techniques as developed and provided by GCIC. GCIC shall render
assistance to the User Agency in order to provide for timely, efficient
and accurate implementation of temminal operations.

In keeping with the purpose of GCIC to provide assistance to all
criminal justice agencies in the State, the User Agency agrees to provide
to those criminal justice agencies not equipped with a GCIC terminal such
assistance as may be requested in the furtherance of criminal justice
information processing and communications through record inquiry, message
transmittals, or record entries in keeping with GCIC standards. When
furnishing such assistance toc other criminal justice agencies the User
Agency agrees to limit access to information, including criminal history,
furnished by GCIC, to employees of criminal justice agencies which have
executed a Standard User Agreement - Intrastate with GCIC.

Requests from non-criminal justice agencies and criminal justice
agencies that have not signed a 'Part A" should be referred to GCIC.

This concludes Part ''B"
Kk kK RAKKRRKRR

PART "A'" SECTION 2

Either GCIC or the USER AGENCY may, upon thirty (30) days notice
to the other agency in writing, cancel this agreement in whole or in part.

GCIC reserves the right to temminate this agreement with c¢r without
notice upon detcrmining that the User Agency has violated any law, rule
or regulation concerning criminal justice information or violated the
terms of this agreement; such termination shall be pursuant to the laws,
rules and regulations provided therefor.
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IN WITNESS WHEREOF: the parties hereto have -caused,

PART "A'' ONLY

USER AGENCY GEORGIA CRIME INFORMATION CENTER

PARTS "A'" AND "B"

USER AGENCY GEORGIA CRIME INFORMATION CENTER

(strike one and initial the other)

. to be executed by the proper officials.

USER AGENCY GEORGIA CRIME INFORMATION CENTER
By By
M
Title Title
Date Date
Attest Attest
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(c) The GCIC may exchange criminal justice information
with the Governor, when acting in his capacity as the Chief
Law Enforcement Officer of the State.

(d) The GCIC may exchange criminal justice information
with the Attorney General when performing activities relating
to the apprehension or prosecution of criminal offenders.

(e) A1l requests received by the GCIC for criminal justice
information from the news media and other non-public
agencies and persons shall be referred to the Director of
the GCIC. No individual at GCIC is authorized to disclose
any information whatsoever to non-public agencies without
approval of the Director.

(2) Dissemination of criminal justice information by
criminal justice agencies.

(a) A1l criminal justice agencies shall query the GCIC
prior to any dissemination to ensure that the criminal
history record information is the most current available.
Exception may be made in those cases when time is of the
essence and the GCIC technically is 1ncapab1e of responding
within a four (4) hour period.

(b) Criminal justice agencies may exchange criminal
justice information with bona-fide criminal justice agencies
for the purposes of the administration of criminal justice
and criminal justice employment. Any question concerning
an agency's status as a bona-fide criminal justice agency
shall be resolved by the Director of the GCIC.

(c) Criminal justice agencies may exchange criminal
history record information with non-criminal justice
agencies or persons which require criminal justice
information to implement a statute or executive order
that is expressly based on such conduct.

1.  The GCIC shall maintain a list of all agencies and
persons authorized by statute or executive order to receive
such disseminations. This list shall be available upon
request to the GCIC.
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2. The Director of the GCIC shall determine whether
an agency or person qualifies in this category.

3. Criminal history record information concerning
an arrest shall not be disseminated if an interval of
one year has elapsed from the date of that arrest and
no disposition of the charge has been recorded and no
indictment or accusation has been returned.

4. The following user agreement shall be executed by

non-criminal justice agencies and persons before any
criminal history record information is disseminated:
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GEORGIA CRIME INFORMATION CENTER

STANDARD USER AGREEMENT
WITH NON-CRIMINAL JUSTICE AGENCIES

This agreement is entered into this day of
19 » by and between the Georgia Crime Information Center, State Adm1n1strator
of the | Georg1a Criminal Justice Information System, herelnafter referred to as
GCIC and

AGENCY
ADDRESS

hereinafter referred to as "User Agency".

This agreement emanates pursuant to Georgia Laws
or Executive Order which authorizes User Agency to receive
certain criminal history record information on specified individuals.
Implementation of the above law or executive order specifically allows the
user agency access to information that expressly refers to criminal conduct
and contains requirements and/or exclusions expressly based on such conduct.

Use of criminal history record information shall be strictly limited
to the lawful purposes for which it was given. Under no circumstances shall
it be disseminated further. Nothing in this agreement shall be construed so
as to give authority to any person, agency or corporation, or other legal
ent1ty to invade the privacy of any citizen, as defined by State and Federa]

aw

User Agency hereby agrees to abide by the federal laws and regulations
pertaining to security and privacy of CJIS and by the Rules of the Georgia
Crime Information Center Advisory Council filed with the Office of the Secretary
of State. Receipt of a copy of these Rules is herewith acknowledged. User
Agency further agrees to abide by the Georgia Crime Information Center Act, Ga.
Laws, 1973, pp. 1301-1315 and understands the penalties relating to illegal
actions with regard to criminal justice information. The Georgia Crime Information
Center Act, Ga, Laws 1973 p. 1314 provides that . . .

Section 7. Any person who willfully requests, obtains or
seeks to obtain criminal offender record information under
false pretenses, or who willfully communicates or seeks to
communicate criminal offender record information to any
agency or person except in accordance with this Act, or any
member, officer, employee or agent of GCIC, the GCIC Advisory
Council or any participating agency who willfully falsifies
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criminal offender record information, or any records relating
thereto, shall for each such offense be fined not more than
five thousand dollars, or imprisoned in the State penitentiary
not more than two years, or both. Any person who knowingly,

. but without criminal purpose, communicates or seeks to communicate
criminal offender record information except in accordance with
this Act shall for each such offense be fined no more than one
hundred dollars, or imprisoned not more than ten days, or both.

The User Agency assumes full responsibility for all criminal history
record information received from the GCIC under the terms of this agreement.

Either the GCIC or the User agency may cancel this agreement upon
thirty (30) days written notice to the other agency.

The GCIC reserves the right to terminate this agreement with or
without notice upon determining that the User Agency has violated any law,
rule or regulation concerning criminal history record information or violated
the terms of this agreement. Such termination shall be pursuant to all
laws, rules and regulations provided therefor. '

IN WITNESS WHEREOF: the parties hereto have caused this agreement
to be executed by the proper officials. :

USER AGENCY GEORGIA CRIME INFORMATION CENTER
BY BY
TITLE TITLE
DATE ' DATE
ATTEST ‘ ATTEST
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(d) Criminal justice agencies may allow access to
criminal history record information by individuals and -
agencies pursuant to a specific agreement with the
criminal justice agency to provide services required
for the development of systems related to the administration
of criminal justice pursuant to that agreement. The
agreement shall authorize specific ‘access to data,
1imit the use of data to purposes for which given and
ensure the security and confidentiality of the data
consistent with these Rules and federal regulations on
security and privacy.

(e) Criminal justice agencies may disseminate criminal
history record information to agencies of State or
federal government which are authorized by statute or
executive order to conduct investigations determining
employment suitability or eligibility for specific
classified positions requiring security clearance access to
classified information. The Director of the GCIC shall
determine whether an individual or agency qualifies under
this category. Criminal history record information
which is disseminated pursuant to this subparagraph
(e) shall be used only in determining employment
suitability or eligibility for specific classified
positions requiring security clearances allowing access
to classified information and for no other purpose.

(f) Criminal justice agencies may disseminate criminal
history record information to individuals and agencies
for the express purpose of research, evaluative or statistical
activities pursuant to a standard user's agreement.

1.  The Director of the GCIC shall determine which
individuals and agencies shall qualify under this category.

2. No recipient of this information shall use or
reveal any research or statistical information furnished
under this Rule by any person and identifiable to any
specific private person for any purpose other than the
purpose for which it was obtained in accordance with
this Rule. Copies of such information shall be immune
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from legal process, and shall not, without the consent
of the person or agency furnishing such information be
admitted as evidence used for any purpose in any action,
suit, or other judicial or administrative proceedings.

3. The following user agreement shall be executed:
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GEORGIA CRIME INFORMATION CENTER
. STANDARD USER AGREEMENT FOR DISSEMINATION
rN OF RESEARCH OR STATISTICAL CRIMINAL JUSTICE INFORMATION

This agreement is entered into this day of
19 by and between the Georgia Crime Information Center, State Administrator of the
Georgia Criminal Justice Information System, hereinafter referred to as GCIC and

AGENCY

ADDRESS

hereinafter referred to as "User Agency".

This agreement establishes the conditions under which the GCIC may disseminate
sensitive criminal justice information to the User Agency for the express purpose
of research, evaluative or statistical activities. Sensitive criminal justice infor-
mation may not identify specific individuals, only groups or group characteristics.

. The User Agency shall append to this agreement a written statement explaining
explicitly the User Agency's need to know such information, the intent of any
analyses and the dissemination of such analyses.

Use of sensitive criminal justice information shall be strictly limited to
/.\he lawful purposes for which it was given. Under no circumstances shall it be
lisseminated further. Nothing in this agreement shall be construed so as to give
authority to any person, agency, or corporation, or other legal entity to invade the
privacy of any citizen, as defined by State and Federal law.

No User Agency shall use or reveal any research or statistical -information
furnished through this agreement by any person and identifiable tc any specific
private person for any purpose other than the purpose for which it was obtained
in accordance with this agreement. Information obtained through this agreement
shall be immune from legal process, and shall not, without the consent of the

erson or agency furnishing such information be admitted as evidence used for

y purpose in any action, suit, or other judicial or administrative proceedings.
User Agency shall notify GCIC and the agency from which the information was obtained
of any attempt of any other person to obtain sensitive criminal justice information
from User Agency by legal process or otherwise.

User Agency hereby agrees to abide by the federal laws and regulations per-
taining to security and privacy of the Criminal Justice Information Systems and
by the Rules of the Georgia Crime Information Center Advisory Council filed with
the Office of the Secretary of State. Receipt of a copy of these Rules is here-
with acknowledged. User Agency further agrees to abide by the Georgia Crime
Information Center Act, Ga. Laws, 1973, pp. 1301-1315 and understands the penalties
relating to illegal actions with regard to criminal justice information. The Georgia
Crime Information Center Act, Ga. Laws 1973, p. 1314 provides that . . .

~
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Section 7. Any person who willfully requests, obtains or seeks to
(N obtain criminal offender record information under false pretenses,

' or who willfully communicates or seeks to communicate criminal
offender record information to any agency or person except in
accordance with this Act, or any member, officer, employee or agent
of GCIC, the GCIC Advisory Council or any participating agency
who willfully falsifies criminal offender record information, or any
records relating thereto, shall for each such offense be fined not
more than five thousand dollars, or imprisoned in the State penitentiary
not more than two years, or both. Any person who knowingly, but
without criminal purpose, communicates or seeks to communicate
criminal offender record information except in accordance with this
Act shall for each such offense be fined not more than one hundred
dollars, or imprisoned not more than ten days, or both.

The user Agency assumes full responsibility for all sensitive criminal justice
information received from the GCIC under the terms of this agreement.

Either the GCIC or the User Agency may cancel this agreement upon thirty (30)
ays written notice to the other agency.

The GCIC reserves the right to terminate this agreement with or without
notice upon determining that the User Agency has violated any law, rule or
regulation concerning sensitive criminal justice information or violated the
terms of this agreement. Such termination shall be pursuant to all laws, rules
and regulztions provided therefor.

&

'IN WITNESS WHEREOF: the parties hereto have caused,

USER AGENCY GEORGIA CRIME INFORMATION CENTER

‘to be executed by the proper officials.

USER AGENCY | GEORGIA CRIME INFORMATION CENTER
By . By
Title Title
Daté Date
Attest ’ Attest
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(3) Limitation on exchange and dissemination of criminal
justice information.

(a) No criminal justice information shall be disseminated
except as provided by these Rules.

(b) Use of criminal history record information disseminated
to non-criminal justice agencies under these Rules and
federal regulations shall be limited to the purposes for
which it was given and may not be disseminated further.

(c) No agency or individual shall confirm the existence
or non-existence of criminal history record information for
employment or licensing checks except as provided by
paragraphs (1)(b), (2)(c), (2)(e), of this Rule.

(d) Nothing in this Rule shall mandate <¢issemination of
criminal history record information to any agency or individual.

Authority 42 U.S.C. 3771, 28 C.F.R. 820.21, Ga. L. 1973,
pp. 1301, 1302, 1303, 1305, 1306, 1307, 1310, 1314.
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(¢c) QGeneral policles on use and dis-
semination. Insure adherenge to the fol-
lowing restrictions:

Throughout the development of Georgia's plan of compliance, it has been
the GCIC policy to emphasize the general policies of dissemination. While
Sections 20.21 (b) and (c) have created the greatest controversy among the
majority of criminal justice agencies, the GCIC repeatedly has pointed out
that these limitations are not the sole purpose underlying the regulations.
Equally important is the need for complete and accurate records. Nor are
these Timitations aimed at destroying the flow of criminal justice information,
but only to ensure that this flow is in accordance with state and federal
law.

The principles of the demonstrated need to know and the right to know
are inherent in Georgia's Rules pertaining to dissemination. Al1 decisions
on dissemination must be guided by these principles. A1l disseminations must
be strictly limited to only those purposes for which they were requested.

The dissemination of a statement of "no record" is governed by the same
limitations and provisions as the dissemination of a criminal history
record.

Criminal justice agencies have been warned continually to exercise
caution when legally disseminating criminal history record information to
persons with whom they do not have regular contact. Every precaution must
be taken to ensure the positive identity and credentials of every person
rightfully requesting criminal history record information. Two-way radio
communication dissemination of criminal history record information is strictly

forbidden.
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(1) Criminal history record Informa-
tion concerning the arrest of an indi-
vidual may not be disseminated to a
non-criminal justice agency or individ-
ual (except under § 20.21(b) (3, (4); (5),
(6)) If an interval of one year has
elapsed {rom the date of the arrest and
no disposttion of the charge has been
recorded and no active prosecution of
the charge is pending;

State Rules require the identical restriction on dissemination of
criminal history record information to non-criminal justice agencies when
no disposition has been recorded.

140-2-.04 Criminal Justice Information Exchange and Dissemination.

(c) Criminal justice agencies may exchange criminal history record information
with non-criminal justice agencies or persons which require criminal justice
information to implement a statute or executive order that is expressly based
on such conduct.

3. Criminal history record information shall not be disseminated if an
interval of one year has elapsed from the date of the arrest and no disposition
of the charge has been recorded and no indictment or accusation has been
returned.
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(2) Use of criminal history record in-
formation disseminated to non-criminal
justice agencles under these regulations
shall be limited to the purposes for which
it was given and may not be disseminated
further.

The State of Georgia has incorporated this Tlimitation and actively

advises this policy.

140-2-.04 Criminal Justice Information Exchange and Dissemination.

(3) Limitation on exchange and dissemination of criminal justice information.

(a) No criminal justice information shall be disseminated except as provided
by these Rules.

(b) Use of criminal history record information disseminated to non-criminal
justice agencies under these Rules and federal regulations shall be limited to
the purposes for which it was given and may not be disseminated further.

In addition, the Rules identify criminal justice information as a
"Secret of State" which is required to be confidential and must be collected,
stored and disseminated pursuant to state or federal law.

140-2-.02 Data Security Requirements for Criminal Justice Information.

(2) Any secret information, criminal history record information, sensitive
information or restricted information is a "Secret of State" which is required
by the poiicy of the State, the interest of the community and the right of
privacy of the citizens of this State to be confidential. Such information
shall not be divulged except as permitted by the Act and by these Rules.

The "need to know" principle as a prerequisite for dissemination is
clearly defined within the State Rules.
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a 140-2-.02 Data Security Requirements for Criminal Justice Information.

(3) Criminal justice agencies shall disseminate criminal justice information
only to those agencies and persons who have a need for such information in
order to perform duties in the administration of criminal justice or as otherwise
provided by statute, executive order or these Rules.
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(3) No agency or individual shall con-
firm the existence or non-existenoe of
criminal history record information for
employment or licensing checks except
as provided In parrgraphs (b) (1), (b)
(2), and (b) (6) of this section.

The Rules address the same exclusion.

140-2-.04 Criminal Justice Information Exchange and Dissemination.

(3) Limitation on exchange and dissemination of criminal justice information.
(c) No agency or individual shall confirm the existence or non-existence

of criminal history record information for employment or licensing checks
‘ except as provided by paragraphs (1)(b}, (2)(c), (2)(e), of this Rule.
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(4) This paragraph sets outer imits of
dissemination. It does not, however,
mandate dissemination of criminal his-
tory record information to any agency

- or individual.

State Rules set forth the conditions governing dissemination of criminal
justice information but do not mandate dissemination.

140-2-.04 Criminal Justice Information Exchange and Dissemination.

(3) Limitation on exchange and dissemination of criminal justice information.
(d)* Nothing in this Rule shall mandate dissemination of criminal history
record information to any agency or individual.

Exception is made by State law which requires the GCIC to exchange
information with criminal justice agencies which will aid them in the performance
of their official duties.

140-2-.04 Criminal Justice Information Exchange and Dissemination.

(1) Dissemination and exchange of criminal justice information by the GCIC.

(b) The GCIC may exchange criminal justice information with bona-fide
criminal justice agencies for purposes of the administration of criminal justice
and criminal justice employment based on the following criteria:

2. The GCIC shall exchange any information in the files of the GCIC which
may aid these agencies in the performance of their duties.

Section 3. The Georgia Crime Information Center shall:

(i) Make available upon request, to all local and State law
enforcement agencieS and courts of proper jurisdiction in this State, to ali
Federal law enforcement and criminal identification agencies, and to State
law enforcement and criminal identification agencies in other states any
information in the files of the GCIC which will aid these agencies in the
performance of their duties.
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(d) Juvenile records. Insure that dis-
scmination of records concerning pro-
ceedings relating to the adjudication of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agencles Is prohibited,
unless o statute or Federal executive or-
der specifically authorizes dissemination
of juvenile records, except to the same
extent a8 criminal history records may
be disseminated as provided in § 20.21
(b) (3, (4), and (6). )

Georgia's Juvenile Code restricts access and dissemination of juvenile

records to the authority of court order. The court may allow authorized
persons to inspect juvenile records for statistical studies and compilations
strictly under those conditions imposed by the Court. Juvenile records must
be maintained separate]ykfrom adult records.

Chapter 24A-35. FILES AND RECORDS.

24A-3501 Inspection of Court Files and Records. Except in cases arising
under Section 24A-3101, and subject to the requirements of Section 24A-2201(d),
all files and records of the court in a proceeding under this Code are open to
inspection only upon order of the court. The judge may permit authorized
representatives of recognized organizations compiling statistics for proper
purposes to inspect and make abstracts from official records, under whatever

condi

tions upon their yse and distribution the judge may deem proper, and

may punish by contempt any violation of those conditions.

Chapter 24A-35, 824-3501, (1971) Georgia Acts 750.

24-

a chi

3502 Law Enforcement Records. Law enforcement records and files concerning
1d shall be kept separate from the records and files of arrests of adults.

Unless a charge of delinquency is transferred for criminal prosecution under

Secti

on 24A-2501, the interest of national security requires, or the court

otherwise orders in the interest of the child, the records and files shall not
be open to public inspection or their contents disclosed to the public; but,

with
by:

(a)
(b)

the consent of the court, inspection of the records and files is permitted

A juvenile court having the child before it in any proceeding;

Counsel for a party to the proceedings;
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(c) The offices of public institutions or agencies to whom the child is
committed;

(d) Law enforcement officers of other jurisdictidns when necessary for the
discharge of their official duties; and

(e) A court in which he is convicted of a criminal offense for the purpose
of a presentence report or other dispositional proceeding, or by officials
of penai institutions and other penal facilities to which he is committed,
or by a parole board in considering his parole or discharge or in exercising
supervision over him,

Chapter 24A-35, § 24-3502, (1971) Georgia Acts 751.

Note: Chapter 24A-35, § 24A-3101 pertains to traffic records.
Chapter 24A-35, § 24A-2201 pertains to Hearing, Findings and Dismissal.
Subparagraph (d) allows parties or their counsel to examine written
reports involving custody of the child. Excepted are those reports
which would be prejudicial to the interests of the child.

- 43 -



@

(e) Audit. Insure that annunl audits
of a representative snmple of State and
local criminal justice agencies chosen on
a random basis shall be conducted by
the State to verlfy adherence to these
regulations and that appropriate records
shall be retained to facilitate such audits.
Such records shall Include, but are not
limited to, the names of all persons or
agencies to' whom Information is dis-
seminated and the date upon which such
information Is disseminated.

The State plans to institute procedures to ensure that effective annual
audits are conducted by external and independent auditors. The Georgia
State Crime Commission will audit the GCIC. The GCIC will conduct the annual
audits of all law enforcement and corfectiona] institutions according to
Rule 140-2-.07. GCIC field agents will perform the bulk of the audits. This
force will be assisted by technically oriented personnel from the GCIC Data
Security Officer's staff when computerized agencies are audited. Additional
funding will be required by the GCIC in order to audit properly approximately
fifteen hundred criminal justice agencies. It is anticipated that the LEAA
will make available money for the implementation of the procedures required

by this Plan.

140-2-.07 Audit Procedures.

(1) The GCIC shall institute audit procedures to ensure that criminal
history record information is accurate.

(2) The Director of the GCIC shall appoint a security officer who will
audit and examine criminal justice agencies to ensure compliance with these
Rules.

(a) The GCIC Security Officer and members of the GCIC field staff shall
visit on an unannounced random basis all criminal justice agencies who have
signed user agreements with GCIC.

(b) A representative sample of agencies shall be visited annually.

(g) The GCIC Security Officer may or may not announce his presence when
auditing or examining a criminal justice agency.
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(d) The GCIC Security Officer shall report the results of examinations .
and audits to the Director of GCIC.

(3) The following shall be made available to the GCIC Security Officer and
members of the GCIC field staff for the purpose of audit, inspection and
examinations to determine compliance with these Rules.

(a) Physical -facility.

(b) Personnel records.

(c) Criminal history record files.

(d) Criminal history record information handling procedures.

(e) Criminal history logs.

" (f) Computer system hardware.

(g) Computer system software.

(h) Computer system documentation.

In addition, the Administrative Office of the Courts has been assigned the
duty of auditing all court agencies by the state legislature. The GCIC will
conduct an audit of any criminal history record information maintained by
the AOC.

Both the GCIC and the Administrative Office of the Courts will examine
a representative sample of the appropriate criminal justice agencies. These
agencies will be selected by randomly, not haphazardly, drawing agencies using
a sampling design that stratifies agencies based on the size of the population.
Statewide agencies will be assigned to the strata which contains agencies that
handle about the same number of records. Probab]y,'agencies sefving more
than 75,000 persons will be audited once every year. Agencies serving less
than 10,000 persons will be auditied once every five years. Agencies serving

10,000 to 75,000 persons will be audited once every three years.
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The annual audits will be conducted according to the applicable parts

of the Standards for Audit of Governmental Organizations, Programs, Activities

and Functions published by the Comptroller General of the United States in 1972.

A11 samples will be drawn according to accepted statistical procedures. All
agencies and records will be selected randomly. The size of the sample will
be determined by the principles of sampling from a hypergeometric probability
distribution which is commonly used in statistical auditing. The number of
agehcies or records drawn will be large enough to ensure with 95% confidence
that the error rate within the population is less than some specified criterion.
When sampling agencies the criterion probably will be'S%. Audits for record
accuracy or completeness conducted once every one, three, or five years will
have criteria of %%, 1%, or 2%% respectively.

The systematic and annual audits.of the central repository will include
the random selection of records to be traced through the internal update
procedures back through the field input processing to terminate at the source
document. The records selected for these audits for a given month or year
probably will be limited to those records originating in law enforcement,
court, or correction agencies selected to be audited during that given time
period.

The source documents, data elements, dissemination logs, and audit
trail documents to be produced and retained by each agency have not been
specifically determined at this time. However, agencies will be required
to produce and retain sufficient information to ensure accountability at
both the level of the employee and agency. In addition, sufficient documentation
of systematic audits will be retained and made available to the external

auditor to facilitate his audit.




Aspects of the annua! audit which cannot be determined by statistical
auditing procedures will be ascertained by a procedure similar to the one -
used to obtain the certifications of compliance submitted with this Plan.

Such certification procedures will rely on interview and {nspection to
verify adherence to all non-measurable aspects of the Rules.

Each agency, whether manual or automated, will be audited in a manner
to ensure adherence to the Rules. However, in the case of automated agencies,
additional auditors with expertise in the audit of automated systems will be

utilized.
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fy  Sccurity. Insure confidentiality
and security of criminal history record
information by providing that wherever
criminal history record information is
collected, stored, or disseminated, a
criminal justice agency shall—

Note: The plan does not include Section 20.21 (f) Security since LEAA
advises that this portion of the regulations will be revised.
This part of the plan will be submitted when LEAA publishes the
revision. .
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(Y Access and restew. Insure the In-
dividual's right to access and review of
criminal history information for pur-
poses of accurncy and combpleteness by
Instituting procedures so that—

(1) Any individual shall, upon satis-
factory verification of his identity be
entitled to review without undue burden
to either the criminal justice agency or
the individual, any criminal history
record information maintained about the

. individual and obtain a copy thereof
when neccessary for the purpose of chal-
lenge or correction;

Georgia law and regulations clearly mandate the individual's right to
access and review his criminal history record file. Prior to the promulgation
of security and privacy regulations by LEAA, state law required the GCIC to
have procedures established whereby an individual could inspect the criminal
history, and receive any portion he wished to contest. While these procedures
have been operational, state Rules have further refined the mechanics for
‘individual access. .

There are threeiavenues available to an individual who wishes to inspect
his record. He may:

1. Apply directly to GCIC.

2. Apply to GCIC through another criminal justice agency.

3. Apply to local criminal justice agency. In this case, the agency

must query GCIC prior to any dissemination. An individual's designated

attorney also may inspect his client's criminal history record. Positive
verification for applications processed at the GCIC requires that the
applicant be fingerprinted.

The logging requirements have been instituted to provide the mechanism
whereby all criminal justice agencies known to have received an incorrect
record or any portion thereof, are contacted and provided the correct record.
Both state law and state Rules mandate the logging of criminal history record

disseminations.

Section 6. Nothing in this Act shall be construed so as to give
authority to any person, agency or corporation or other legal entity to invade
the. privacy of any citizen as defined by the General Assembly or the courts other
than to the extent provided in this Act.
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N The Center shall make a person's criminal records available for inspection

to him or his attorney upon written application to GCIC. Should such person or
his attorney contest the accuracy of any portion of such records, it shall be
mandatory upon the GCIC to make available to said person or his attorney a copy
of the contested record upon written application identifying the portion of

the record contested and showing the reason for the contest of accuracy.

Forms, procedures, identification and other related aspects pertinent to such
access may be proscribed by GCIC in making such access available.

Agencies, including GCIC, at which criminal offender records are
sought to be inspected may prescribe reasonable hours and places of inspection,
and may impose such additional procedures, fees (not to exceed three dollars), ,
or restrictions, including fingerprinting, as are reasonably necessary both ’
to assure the records' security, to verify the identities of those who seek
to inspect them, and to maintain an orderly and efficient mechanism for such
accesses.

. (Georgia Laws 1973, p. 1312)

140-2-.10 Procedures Whereby An Individual May Access His Criminal History
Record File.

~ (1) General procedures for access to the GCIC criminal history record file.

(a) A1l applications must be accompanied by a current set of that individual's
fingerprints. v

(b) A1l applications for an individual to inspect his criminal history file
must be on the form provided by GCIC.

(c) A money order or cash in the amount of $3.00 must accompany every
application.

| ‘ 1. Money orders shall be made payable to the Georgia Bureau of Investigation.

2. A receipt shall be issued to the individual.

(d) Inspection of the file, or in the case of no file a statement indicating
that fact, shall be produced for review by the individual who shall sign
indicating review of same. The statement indicating no record shall remain
on file at GCIC.

(2) Applications from individuals to GCIC to inspect their record.

(a) Individual applications to inspect a person's own criminal history file
shall be accepted between the hours of 8:00 a.m. and 4:30 p.m. Monday through
Friday. No applications shall be accepted on legal State holidays.

M (b)' Fingerprints shall be taken by a GCIC fingerprint technician.
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(c) The Chief of Records and Identification or his designee shall be responsible
for internal handling of the application including the collection of fees. .

(3) Applications from individuals taken at other criminal justice agencies
for processingiat GCIC. .

(a) Other criminal justice agencies may take applications from individuals
for review of their file from GCIC provided that:

1. The agency has signed a Standard Criminal Justice User Agreement -
Intrastate with GCIC.

2. The applications are complete and signed by an agency officer responsible
for fingerprinting. Only properly completed applications will be processed
at the GCIC. ’ .

(b) GCIC will produce a copy of the individual's file and forward same via
Certified Mail, Return Receipt Requested, Deliver Only to Addressee, to the
Requesting Agency Officer.

(c) Authorization for inspection of the record by the individual will be
the responsibility of this officer who will sign the application receipt at
the place indicated on the form.

(4) Applications from an individual's attorney to be processed at GCIC.
An attorney can inspect a copy of his client's criminal history record file
provided: )

(a) If taken by a criminal justice agency other than GCIC, that the criminal
justice agency taking application has signed a Standard Criminal Justice User
Agreement - Intrastate with the GCIC.

(b) The application.is properly completed and accompanied by the individual's
fingerprint card and shall be signed by the individual.

(c) A letter of authorization authorizing the GCIC to allow inspection of
the individual's record by his attorney is required. Such letter shall be
signed by said individual and accompanied by a certificate executed by the
attorney as to his representation of the individual.

(d) The attorney is properly identified. It shall be the responsibility -
of the person and agency accepting the application to insure proper identification
of the attorney.

(5) Applications made to other criminal justice agencies criminal history
record files.

(a) Agencies shall query GCIC prior to permitting an individual to inspect
his record to insure that the criminal history record information is the most
current available. Exception may be made in those cases when time is of the
essence and GCIC technically is incapable of responding within a four (4) hour
period.
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(b) Pursuant to the substance and content of these Rules, criminal justice
agencies other than GCIC which maintain criminal history record information
may prescribe their own applicable forms and procedures for an individual
or his attorney to review his file.

(c) The fee for such applications shall not exceed three dollars ($3.00).

(d) These criminal justice agencies shall impose such procedures and
restrictions as are reasonably necessary:

1. To assure the records' security.

2. To verify the identities of those who seek to inspect them, this may
include but not necessarily mandate fingerprinting.

3. To maintain an orderly and efficient mechanism for such access.

Following is the application form used at GCIC by individuals who wish
to inspect or contest their criminal history record.

- 52 -



GEORGIA BUREAU OF INVESTIGATION

R ~
' GEORGIA CRIME INFORMATION CENTER

APPLICATION FOR INDIVIDUAL'S CRIMINAL
HISTORY RECORD

Instructions for Completion

1. Al1 applicants must provide the information requested in Part 1, General
Identification and Part II, Applicant's Awareness Statement. Part III is to
be compléted to acknowledge that the applicant has inspected his criminal
history as it is contained within the files of the Georgia Crime Information
Center. Part IV is to be completed to acknowledge that the applicant does
not have a criminal history record within the files of the Georgia Crime
Information Center. Part V is to be completed if the applicant desires to
ntest his record and that contest has been initiated. Only that portion
the record under contest will be released to the applicant.

2. The applicant's attorney may inspect or contest his client's record. The

attorney must provide the required information described above and furnish

proof of identification to the GCIC authorized officer. A letter of authoriza-

tion from the individual to the attorney is required. This must be witnessed
/by the officer taking fingerprints required in No. 3 below.

3. The applicant's fingerprints must be taken by a professional law enforcement
officer using a standard FBI applicant type fingerprint card and must accompany
this application.

4, A $3.00 fee must accompany this application. Cash or money orders payable
to the Georgia Bureau of Investigation must accompany applications taken at
GCIC. For applications taken at other criminal justice agencies, money orders
ayable to the Georgia Bureau of Investigation must accompany this application.

5. A1l requests for record modification or deletion shall be addressed in

writing to the Director, Georgia Crime Information Center, Post Office Box
1456, Atlanta, Georgia, 30301.

A

GCIC-IAR-4
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Date:

PART I - GENERAL INFORMATION

Applicant's Name:

Street Address:

Phone:

Attorney's Name:

Business Address:

City:

County:
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Originating Agency:

Address:

Name of Authorized Officer:

Signature of Authorized Officer:

Date:

Fingerprint Card Attached?
Yes

No




PART II - APPLICANT'S AWARENESS STATEMENT

Each applicant must be aware of the penalties provided in Georgia law for
obtaining and/or giving out criminal history record information under false
pretenses. The app11cant must read the portion of Georgia law given below
and acknowledge he is aware of the penalties provided therein.

~ Approved by the Governor in 1973, Georgia Laws 1973, pp. 1304-1315 entitled
Georgia Crime Information Center; provides penalties for unlawful or unauthorized
dissemination of criminal history information. That portion of the Act
pertaining to such provision states:

"Section 7. Any person who wilifully requests, obtains or seeks to
obtain criminal offender record information under false pretenses,
or who willfully communicates or seeks to communicate criminal
offender record information to any agency or person except in
accordance with this Act, or any member, officer, employee or agent
of GCIC, the GCIC Advisory Council or any participating agency who
willfully falsifies criminal offender record information, or any
records relating thereto, shall for each such offense be fined not
more than five thousand dollars, or imprisoned in the State penitentiary
not more than two years, or both. Any person who knowingly, but
without criminal purpose, communicates or seeks to communicate
criminal offender record information except in accordance with this
Act shall for each such offense be fined not more than one hundred
dollars, or imprisoned not more than ten days, or both."

I acknowledge having read the above section of the GCIC Act, Georgia Laws 1973,
pp. 1301-1315 pertaining to unlawful dissemination of criminal offender record
information. I fully understand the penalties for such dissemination, falsi-
fication, and communication as stated therein, and, as subject to such, do
hereby agree to abide by the Taw in compliance with the confidentiality of
criminal offender record information.

Signed: Date:
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PART III - INSPECTION OF THE CRIMINAL HISTORY RECORD
APPLICANT'S STATEMENT

I, being the person named above or the attorney of record for the above named
individual, herewith request that my criminal record be made available to me

for my inspection. I understand that my fingerprints will be taken for
purposes og positive identification and that a $3.00 fee is due and payable

with this application.

Signed: Date:

Signed: Date:

I have read and understand the section of Georgia law quoted, and, being the
person named above, I acknowledge that I have seen my criminal record.

Signed: , Date:
POSITIVE IDENTIFICATION REQUIRED GCIC OFFICIAL USE ONLY
Record Released for Inspection by: Application Received:

(Authorized Officer Only)
By:

Title:

If returned by mail use
Date: CERTIFIED MAIL-RETURN
REQUESTED-ADDRESSEE ONLY-
ATTACH POSTAL RECETIPT HERE
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PART IV - STATEMENT OF NO RECORD
AS OF

Name:

Address:

City:

The above named individual has no criminal history record contained within fhe
files of the Georgia Crime Information Center.

This statement of no record carries the same weight as any dissemination of
criminal history record information. This statement must remain within the
files of the GCIC and may not be duplicated for any dissemination other than
as authorized by state and federal regulations on security and privacy of
criminal justice information.

I have read and understand the section of Georgia law pertaining to unlawful
and unauthorized dissemination of criminal history information. I acknowledge
that I do not have a criminal record within the files of the Georgia Crime
Information Center.

Signed:

Date:

For the GCIC:

GCIC Authorized Official:
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PART V - CONTESTING THE RECORD /

Name:

Address:

City:

Attorney's Name:

Business Address:

City:

County:

I, being the individual named above, or the attorney of record for the above
named individual, herewith request a copy of my criminal history record be
made available to me or to my attorney for the sole purpose of contesting

the record. I acknowledge that I will receive only that portion of my criminal
history record that 1 wish to contest. I further understand that I may use

the record only for the purposes for which it was given and no other purposes.

I have read and understand the section of Georgia law pertaining to unlawful
and unauthorized dissemination of criminal history record information.

Name: Date:
Attorney's Name: ) Date:
For the GCIC: Date:
GCIC Authorized Agency Officer: Date:
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(2 Adminisirative revicw and neces-
sary corrcction of any claim by the In-
dividual to whom the information relates
that the informntion is Inaccurate or in-
complete is provided:

(3 'The State shall establish and
fmplement procedures for administrative
appecal where a criminal justice agency
refuses to correct challenged informa-
tion to the satisfaclion of the individual
to whom the information relates;

Section 6.

If an individual believes such information to be inaccurate or
incomplete he may request the original agency having custody or control of the
detail records to purge, modify or supplement them and to so notify the GCIC
of such changes. Should the agency decline tec so act, or should the individual
believe the agency's decision to be otherwise unsatisfactory, the individual
or his attorney may within 30 days of such decision enter an appeal to the
superior court of the county of his residence or to the court in the county
where such agency exists, with notice to the agency, pursuant to acquiring an
order by such court that the subject information be expunged, modified, or
supplemented by the agency of record. The court in each such case shall conduct
a de novo hearing, and may order such relief as it finds to be required by
law. Such appeals shall be entered in the same manner as appeals are entered
from the court of ordinary, except that the appellant shall not be required
to post bond nor pay the costs in advance. If the aggrieved person desires,
the appeal may be heard by the judge at the first term or in chambers. A
notice sent by registered mail shall be sufficient service on the agency of
disputed record that such appeal has been entered.

Should the record in question be found to be inaccurate, incomplete,
or misleading, the court shall order it to be appropriately expunged, modified
or supplemented by an explanatory notation. Each agency or individual in the
State with custody, possession or control of any such record shall promptly
cause each and every copy thereof in his custody, possession or control to
be altered in accordance with the court's order. Notification of each such
deletion, amendment and supplementary notation shall be promptly disseminated
to any individuals or agencies to which the records in question have been
communicated including GCIC, as well as to the individual whose records have
been ordered so altered.

(Georgia Laws 1973, p. 1312)
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140-2-.10 Procedures Whereby An Individual May Access His Criminal History

Record File.

(6) A copy of the contested portion of an individual's criminal history
record may be disseminated only if the individual or his attorney wish to conte
the completeness and accuracy of the record and that contest has been initiat

(7) An individual who wishes to challenge or modify his criminal history
record file must do so in accordance with Section 140-1-.06 of these Rules.

140-1-.06 Contested Cases Governed by Express Statutory Provisions. Contested
cases which arise under Georgla Laws 1973, pp. 1301, 1312 are governed by
provisions contained therein rather than by the Adm1n1strat1ve Procedure Act.
Contested cases thereunder shall be conducted in accordance with the procedures

provided in that statute.
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(4) Upon renucst, an individual whose
record has been corrected - shill he given
the names of all non-criminal justice
agencles to, whom the data has been
given;

(5) The correcting agency shall notify
all ecriminal justice recipients of  cor-
rected information; and

(6} The individual's right to nceess and
review of criminnl history record infor-
mation shall not exlend to data contained
in inteliigence, investipatory, or other re-
Inted files and shall not be construed to
include any other information than that
defined by § 20.3(h).

Section 3. The Georgia Crime Information Center shall:

(b) Compare all fingerprint and other identifying data received
' with those already on file and whether or not a criminal record is found for
that person, at once inform the requesting agency or arresting officer of
such facts. If a criminal history is thus disseminated it shall be limited to
those offenses in which a conviction was obtained or to data relating to the
current cycle of criminai justice administration if the subject has not yet
completed that cycle. A log shall be maintained of all disseminations made
of each individual criminal history including at least the date and recipient
N of such information.

(Georgia Laws 1973, p. 1305)

140-2-.06 Criminal History Logs.

(1) Criminal History Logs shall be maintained by those agencies which
disseminate criminal history record information within the scope of this

Chapter.
®

(2) The log shall contain information concerning the dissemination of
criminal history record information within the scope of this Chapter.

(3) The logs shall provide the mechanism to correct any inaccurate information.
(4) Upon finding inaccurate information of a material nature, it is the duty
of the criminal justice agency of discovery to notify all criminal justice
agencies or persons knoan to have received such information.
(5) The following minimum information concerning the dissemination of criminal
history record information as defined within the scope of this Chapter shall
be maintained in the logs in order to provide an audit trail.
v (a) Date disseminated.

Individual criminal history including:

1. Name.

- 61 -



2. A1l applicable local, state and federal identifying numbers.
(c) Name of officer of dissemination.

(d) Name of agency of receipt.

(e) Name of officer of receipt.

(6) There shall be attached to each appropriate individual criminal history
record case file the same information contained in the log.

(7) Computer system log.

(a) Computer system logging requirements are the same as any other logging
requirements with the exception that the log may be in the form of electromagnetic
- storage medium.

(b} This log information must be in a form that can be reproduced as a printed
list showing time, date, name and identifying number of the individual, and the
recipient agency for any individual criminal history file.

(¢) The printed listing must be availabie within ten (10) days from the
date of request.

(8) A11 logs shall be made available for inspection by criminal justice
agencies upon request from the GCIC Security Officer.

Note that in 140-2-.06 (2)(5) the logs are required to be kept on all
disseminations. However, in 140-2-.06 (4) all criminal justice agencies
receiving any inaccurate information must be notified of the corrected record.
This allows the individual the option to decide which non-criminal justice
agencies or persons, if any, he wants notified of the corrected record.
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Throughout the development of this Security and Privacy Plan, the Georgia
Crime Information Center has exerted sincere and conscientious efforts to im-
plement as many of the Plan's procedureS as possible within the current
financial and legal parameters. The project staff together withAthe Field
Coordination Unit have worked continually to keep the statewide criminal
justice community informed and current on‘the,impact of security and privacy
regulations. The criminal justice agencies and all bersons affected by the
regulations have shown a willingness to cooperate to effect an orderly imple-
mentation of the regulations. The Field Coordination Unit will continue to
conduct training seminars throughout the state to explain the regulations and
assist local criminal justice agencies in implementation procedures.

In order to fully implement the procedures described in this Plan, state
and locai agencies will require additional financigl allocations. Funding
will be needed to continue the development of the Case Disposition Reporting
System, to develop an effective tickler file to insure complete disposition
reporting, to develop procedures for systematic audits and quality control
within each agency, and to develop procedures for annual audits. The State
of Georgia looks to LEAA to provide such funding as will be necessitated to
implement this Plan completely by December 31, 1977.

Throughout the imp]ementation.phage, the Georgia Cfime Information Center
will continue to work with all federal, state, regional and local agencies to
insure all criminal history information is complete and accurate, to insure
that such information is exchanged in accordance with all state and federal
statutes, to protect the individual's right to privacy and to guarantée the
individual the right to inspect his criminal history record. The State of
Georgia will strive to balance the concerns of the public's right to know
with the individual's right to privacy in order to most effectively serve
the interests of‘its-citizens.}
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INTRODUCTION

The purpose of this supplement is to update Georgia's Security and
Privacy Plan previousiy submitted to the Law Enforcement Assistance
Administration on March 16, 1976, This plan fulfills the requirements
made in the Department of Justice, LEAA regulations promulgated on
March 19, 1976.

Following the format of the original plan, this supplemental plan
will utilize state administrative reqgulations to demonstrate procedures
the State of Georgia has instituted to implement the LEAA regulations.
This plan is presented in three parts: a revised portion on limitations
on dissemination, a new portion on security and an addendum to the certificates
of compliance.

State Rules and Regulations governing criminal justice information
comprise the major components of this plan. For the State of Georgia,
the Georgia Crime Information Center Council (formerly the Georgia Crime
Information Center Advisory Council) holds the authority to establish
Rules to insure the security and privacy of criminal justice information.
The Council’'s Rules and subsequent amendments have been issued in accordance
with Georgia's Administrative Procedures Act. (Ga. Laws 1964, p. 338 as
amended.) The Rules set forth procedures whereby Georgia's criminal justice
agencies can comply with state and federal laws regarding the completeness,
accuracy, security and privacy of criminal justice information. Georgia
Rules, in concert with state statutes comprise the authority with which
to insure the compliance of federal laws and regulations.

The Supplemental Plan will examine Sections 20.21 (b) Limitations
on Dissemination and (f) Security. Each of these paragraphs has been inset
directly from the regulations. Following each paragraph is a narrative
explaining the necessary procedures to bring the State into full compliance
by December 31, 1976.
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December 51, 1077, insure that dissemi-
nation of nonconvietion data has been
limited, whethier directly or through any
intermediary only to:
(1) Criminal justlice agencies, for pur-

i poses of the ndministration of criminal -

justice and criminal justice agency em-
ployment;

(2 Individuals and argencles for any
purpose authorized by statute, ordinance,
executive orcder, or court rule, decision,
or order. as construed by appropriate
State or local officials or agencies;

(3 Individuals and ageneles pursuant
to 6 speeific agreement with a eriminal
justice agency to provide services re-
quired for the administration of criminal
justice pursuant to that agreement. The

v . (13
2 b)) Limilalions on dissemination. By .

. fecess o data, limit the usc of data to
© purposes for which given, insure the se-

curity and confidentiality of the data
consistent with these regulations, and
provide sanctions for violation thereof;

(4) Individuals and agencles for the

! express purpose of research, evaluative,

ar statistical activities pursuant to an
agreement with a criminal justice ngen-
cy. The aprecement shall specifically au-
thorize access to data, limit the use of
data to research, cvaiuative, or statis-
tical purposes, Insure the confidential-
ity and security of the data consistent
with these regulations and with section
5241a) of the Act and any regulations
implementing sectlon 524¢ay, and pro-
vide sanclions for the violatinh thereof.
These dissemination.

.egreement shall specifically authorize apply to conviction data,

Following the publication of the LEAA regulations on May 20, 1975,
the GCIC Advisory Council promulgated State Rules governing the statewide
usage, storage and dissemination of criminal history record information,
These Rules established the same firm limitations on dissemination set
forth in the original LEAA regulations.

While the GCIC Advisory Council has amended its Rules on dissemination
to implement state law, the Council did not recede substantially from the
original parameters on dissemination. Only one change in the State Rules
The bulk of the

amendments follow state law and were in accordance with the original Section

has been made as a result of the revised federal regulations.
20.21 (b) on dissemination.

This portion of the plan, then, describes the current status of legal
disseminations of criminal history record information within the State of
Georgia.

The 1976 Session of- the Georgia General Assembly passed two different
bills pertaining to the dissemination of criminal history information. One
bi11 (House Bil11 732) applied to non-crimihal justice bub]ic agencies, the
other bill (Senate Bill 494) pertained to private employers. Governor
George Busbee signed both bills and they became effective July 1, 1976.
Rules to implement these bills also went into effect Suly 1, 1976,



House Bill 732 empowers the GCIC Council to regulate the dissemination
of criminal history record information to certain public agencies. Those
non-criminal justice public agencies which do not have specific federal
or state statutory authority to receive criminal history records may present
their need for such information to the Council. The requesting agency must
demonstrate how its need is related to the prevention or detection of crime
or the apprehension of criminal offenders. The Council will consider each
agency's request by job classification on an individual basis. If the agency's
positions are approved to receive criminal records for applicants, fingerprints
are required and all record checks must be made at the GCIC. Prior to the
initial dissemination a user agreement between GCIC and the user agency must
be executed. This binds the user agency to all applicable state and federal
laws on security and privacy.

The statutory authority for these kinds of disseminations is found
in Georgia Laws 1973, p. 1306 as amended. Ga. Laws 1976 pages 619 and 620.

The Georgia Crime Information Center shall:
"(i) Make available upon request, to all local and
State criminal justice agencies, to all federal criminal
justice agencies and criminal justice agencies in other
states any information in the files of the GCIC which will
aid these agencies in the performance of their official
duties. For this purpose the GCIC shall operate on a 24-hour basis,
seven days a week. Such information, when authorized by
the Council, may also be made available to any other agency
of this State or political subdivision of this State,
and to any other federal agency, upon assurance by the
agency concerned that the information is to be used for official
purposes only in the prevention or detection of crime or the
apprehension of criminal offenders."

The Rule to implement this subparagraph is found in Rule 140-2-.04
Criminal Justice Information Exchange and Dissemination. It is as follows:



(f) The Georgia Crime Information Center may disseminate
certain criminal history record information to any other agency
of this State, political sub-division of this State or any federal
agency upon determination by the GCIC Council that such information
is to be used for official purposes only in the prevention or
detection of crime or the apprehension of criminal offenders.

1. The criminal history record information disseminated shall
be Timited to records of adjudications of guilt, dispositions and
arrest records unsupported by dispositions less than one year old.

2. Each agency shall set forth in writing its need for and
use of criminal history record information received. The agency
shall demonstrate how its use of criminal history record information
is related to the prevention or detection of crime or the apprehension
of criminal offenders.

3. Each agency who desires to be authorized to receive criminal
history record information from the GCIC by the GCIC Council shall
present their request in writing to the Director of the GCIC.

This request shall be received at least tnirty days prior to a
Council meeting for consideration by that session and shall be
accompanied by the recommendation from the Director of the GCIC.

4. The GCIC Council shall consider each agency's request on
an individual basis and shall reply within 30 days after the Council's
meeting in writing to the requesting agency as to the Council's
decision. The Secretary of the Council shall be responsible for
notifying the agency of the decision.

5. Prior to the initial dissemination of any criminal history
record information the agency shall execute the GCIC standard
user agreement with non-criminal justice agencies pursuant to
Rule 140-2-.04 (2)(c)4.

6. To establish positive identification legible fingerprints
shall be required to accompany the agency's request.

(1) For each applicant one compiete set of legible, inked
fingerprints shall be required.

(ii) A1l fingerprints shall be taken on the Standard FBI Applicant
Card (FBI Form Number FD 258) or a comparable card approved by the
GCIC. A1l required identifying data shall be completed.

(iii) A171 applicant cards shall be directed to the Automated
Identification and Criminal History bect1on, GCIC, P.0. Box 1456,
Atlanta, Georgia 30301.

(iv) The GCIC shall not be responsible for supplying the
applicant forms or for taking the fingerprint impressions.



7. A1l criminal history record information disseminated
pursuant to this sub-paragraph shall be subject to the Data
Security Requirements contained in Rule 140-2-.02.

_ 8. A11 agencies receiving criminal history record
information pursuant to this sub-paragraph shall be subject
to the annual audit pursuant to Rule 140-2-.07.

The other state bill pertaining to dissemination, Senate Bill 494,
provides that records of adjudications of guilt be made available to private
employers and commercial establishments for two purposes. The first purpose
is for the purpose of making "employment and job assignment decisions”. The
second purpose is to "make available records of persons apprehended for or
suspected of a specific criminal act or acts of which such establishment
in the course of his employment is a victim".

The Council, in their Rules, defined an adjudication of guilt to

include nolo contendere and to mean a judgment or sentence that determines

the defendant is guilty of a violation of a criminal statute. It includes

the notation of arrest and conviction, and if known, the sentence or fine
imposed, and all available probation, parole and rel=ase information pertinent
to the charge. Each business receiving criminal history record information
must sign a statement acknowledging the confidentiality of the record received.
A1l applicable businesses and commercial establishments are subject to an
annual audit and are required to maintain a l1og on those records they receive.

Fingerprints are required on all employment checks and they must
come to GCIC for processing. Investigative name checks do not require
fingerprints and may be made through the local criminal justice agencies.

The authority for these disseminations is found in Georgia Laws 1973
p. 1301 as amended by Georgia Laws 1976 pages 1401-1404. This law in its
entirety is in the Appendix. The Rules to implement this bill are found
in Rule 140-2-,04 Criminal Justice Imnformation Exchange and Dissemination.
The Rule follows: '



(g) The Georgia Crime Information Center may disseminate
certain criminal history record information to private persons,
businesses and commercial establishments.

1. Such dissemination shall occur only after the GCIC
has fulfilled its duties and obligations to other criminal justice
agencies as required by law and the criminal justice agencies
of the Act.

2. The criminal history record information disseminated
shall be exclusively limited, without exception, to records of
adjudications of guilt 1nc1ud1ng nolo contendere. An adjudication
of guilt, ircluding nolo contendere, shall mean a judgment or
sentence that determines the defendant is guilty of a violation
of a criminal statute. It shall include the notation of arrest
and conviction, and if known, the sentence or fine imposed, and
all available probation, parole and release information pertinent
to the charge.

3. Any private person, business or commercial establishment
making a decision adversely affecting an individual based on any
information received from the GCIC or its agents pursuant to this
subparagraph shall notify the individual of all information received
from GCIC.

(i) This information shall include that a record of adjudications
of guilt including nolo contendere was obtained from GCIC, the
contents of the record and the effect such record had upon the
decision.

(i) A copy of this notification shall be forwarded to the
GCIC for the purposes of audit.

4, Prior to the initial dissemination of any record of
adjudication of guilt including nolo contendere eachprivate person,
business or commercial establishment shall sign an awareness
statement, including a hold harmless clause, acknowledging the
confidentiality of the record received.

5. Each private person, business or commercial establishment
specifically authorized to receive records of adjudications of guilt
including nolo contendere, shall be assigned a non-transferable code
number by which to identify the request as legitimate.

6. A1l records of adjudications of guilt including nolo
contendere received by private persons, businesses and commercial
establishments from the GCIC pursuant to this paragraph shall be
subject to the Data Security Requirements of Rule 140-2-.02.

7. A11 private persons, businesses and commercial establish-
ments receiving information pursuant to this paragraph shall be
subject to an annual audit contained in Rule 140-2-.07.



8. A1l private persons, businesses and commercial establish-
ments who receive information from the GCIC pursuant to this
paragraph shall maintain a Tog noting the individual whose record
they received, the authority by which they received such information
and any not1f1cat1on to the individual as required by subparagraph
(g)(2) above.

(i) This log shall be a separate, self contained document in
the form of a chronological listing.

(i1) This log shall be made available in 1ist format upon
request and shall be accessible for audit.

(iii) This Tog shall be maintained for a period of four (4)
years.

9. A11 private persons, businesses or commercial establishments
who receive information pursuant to this paragraph shall be subject
to completion of a yearly certificate of compliance on the form
supplied by the GCIC.

10. Records of adjudications of guilt including nolo centendere
may be available to private persons, businesses and commercial
establishments for the purposes of making employment and job
assignment decisions.

(1) Records may be available only to private employers on
those employees or prospective employees whose job duties include:

(1) Working in or near private dwellings without immediate
supervision.

(I1) Custody or control over or access to cash or valuable
items.

(II1) Knowledge of or access to secret processes, trade
secrets or other confidential information.

(Iv) Ensuring the security or safety of other employees,
customers, or property of the employer.

(i1) There shall be a charge of $6.25 for each dissemination
for employment purposes. This amount approximates the cost to the
State for processing the request. The GCIC Council maintains the
privilege to change this figure without formally amending these
Rules as the cost of processing fluctuates. Requests without a
check or money order payable to the Georgia Bureau of Investlgat1on
in the proper amount may be returned.



(ii1) Records of adjudications of guilt including nolo contendere
shall be disseminated only to the appropriate personnel of the private
person, business, or commercial establishment.

(iv) Disseminations shali not be made to any intermediary or
agent of the private person, business or commercial establishment.

(v) Without exception fingerprints shall be required to
accompany every dissemination pursuant to this subparagraph.

(1) For each applicant one compiete set of legible, inked
fingerprint impressions shall be required which may be maintained
for audit purposes by GCIC.

(11) A11 fingerprints shall be taken on the Standard FBI
Applicant Fingerprint Card (FBI Form Number FD 258) or comparable
card approved by GCIC. It shall contain all the required identifying
data.

(II1) A1l applicant cards shall be directed to the Automated
Identification and Criminal History Section, GCIC, P.0. Box 1456,
Atlanta, Georgia 30301.

(1V) The GCIC shall not be responsible for supplying the
applicant forms or for taking the fingerprint impressions.

11. The GCIC may make available to private persons, businesses
or commercial establishments records of adjudications of guilt
including nolo contendere or persons apprehended for or suspected
of a specific criminal act or acts of which the private person,
business or commercial establishment or an employee therein is
a victim.

(i) Identification shall be made by fingerprint comparison
except as hereinafter provided.

(1) For each suspect one complete set of legible inked
fingerprint impressions shall be required which may be maintained
for audit purposes.

(11) A11 fingerprints shall be taken on the Standard FBI
Arrest Fingerprint Card (FBI Form Number FD 249) and shall contain
all required identifying data.

(II1) A1l applicant cards shall be directed to the Automated
Identification and Criminal History Section, GCIC, P.0. Box 1456,
Atlanta, Georgia 30307.



(1v) The GCIC shall not be respons1b1e for supplying the forms
or for taking the fingerprint impressions.

(i) In those cases when fingerprints are not available or
time prohibits the use of fingerprints, a list of possible subjects
shall be returned. Three possible subjects shall routinely satisfy
the request unless more or fewer than three are requested or fewer
than three are available.

Rule 140-2-.04 (2)

(9) Criminal justice agencies may make available to businesses
and commercial establishments certain criminal history record informa-
tion of persons apprehended for or suspected of a specific criminal
act or acts of which an employee therein is a victim.

1. Criminal history record information shall be limited to
adjudications of guilt including nolo contendere.

2. Criminal justice agencies may charge the requestor a fee
for processing the request.

3. Criminal justice agencies may establish procedures for
processing these requests at the local level.

4, Fingerprints may be required unless they are not available
or time prohibits their use.

5. Disseminations pursuant to this paragraph may be of the
category in which time is of the essence and rapid dissemination is
essential. For the purposes of this subparagraph, time is of the
essence when GCIC technically is incapable of responding within a
fifteen (15) minute period.

6. Where local criminal justice agencies inquire with GCIC
the originating agency code (OAC) and the purpose of the request
shall be included with the request.

(1) The private person, business or commercial establishment
shall demonstrate a good faith effort to supply fingerprints or shall
supply a letter stating reasons for non-compliance.

(I1) The private person, business or commercial establishment
if available, shall furnish the GCIC the suspect's name, sex, race
and date of birth.



(II1) When available, other information shall accompany the
request such as place of birth, scars, marks, tatoos, hair color,
eye color, State Identification Number, FBI Number, military service
serial number, driver's license number, local law enforcement
numbers, aliases and license tag number.

(1v) The individual's Social Security Number may be used as
an identification tool if the suspect is advised that the use of
his Social Security Number is optional and will be used in a computef-
ized file.

(v) For each subject's record disseminated the business or
commercial establishment shall be charged $6.25 (i.e. for a list of
3 possibles the cost would be $18.75). This amount approximates
the cost of the State for processing the request. The GCIC Council
maintains the privilege to change this figure without formally
amending these Rules as the cost of processing fluctuates.

(iii) Al11 requests shall be in writing from an authorized
person which includes the identifying code number.

A further amendment in the Rules was made to allow for the dissemination
of criminal history record information for the purposes of international travel,
the issuance of visas and the granting of citizenship.

Rule 140-2-.04 (3) reads as follows:

(e) Nothing in these Rules shall prohibit the dissemination
of criminal history record information for the purposes of
international travel such as issuing visas and granting citizenship.
The applicant shall attest the criminal history record information
received is for these purposes only.

- 10 -



(f) Security.

The requirements set forth in €20.21 (f) Security are met or exceeded
by different sections of Chapter 140-2 of the Council's Rules. Personnel,
physical, data and system security is of paramount importance to the
Georgia Criminal Justice Information System and several rules have been
promulgated to insure the overall security of all facets of the system.

A1l applicable rules with the exception of Rule 140-2-.11, Security
Requirements for Criminal Justice Information in a Data Processing Environ-

ment, have been in effect since March 16, 1976. Rule 140-2-.11 has been
in effect since July 15, 1976.

Rule 140-2-.05 addresses the overall concern with security:

Rule 140-2-.05 Security and Privacy of Criminal Justice
Information.

Criminal justice information, regardless of the source

of such information shall not be altered, obtained, copied,
destroyed, delayed, misplaced, misfiled, given, bought,

or sold when the intent of such action is to obstruct justice
or illegally invade the privacy of any person, agency,
corporation or other legal entity.
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(f) Seecwrity, Wherever criminal his-,

tory record information s collected,
storeed, or disseminaled, each State shall
Jdnsure that the [ollowing requivements
iage satisfled by seeurity stnndards estab-
it .hed by Siate legisiation, or in the ab-
l-.rncc of such legislation, by regulations
approved or Issued by the Governor of
the State,

(1) Where computerized data process-
ing Is employed, effective nnd techno-
Jogically advanced software and hard-
ware desipns are instituted to prevent
unauthorized access to such information.

(2) Access to criminal history record
information system facilities, systems
operating environments, data file con-
tents whether while inuse or when stored
in a medin library, and system documen-
tation is restricted to authorized organi-
. zatlons and personnel.

(3) (A) Computer operatfons, whether
. dedicated or shared, which support crim-
inal justice Information systems, operate
i1y accordance with procedures developed

yor approved by the participating crime--

"Inal justice agencies Lthat assure that:
(1) Criminal history record Informa-
tlon s stored by the computer in such
manner that it cannot be modificd, de-
stroyed, nccessed, changed, purged, or

.overlaid In any fashion by non-criminal.

Justice terminals,

1) Operation programs are used that
will prohibit tnquiry, record updates, or
destruction of records, from any terminal
other than criminal justice system ter-
minals which are so designated.

(if) The destruction of records is
limited to designated terminals under the
direct control of the criminal justice

agency responsible for creating or stor- )

fug the erimimml history record Informa- |
tion.

l

tiv) Operational programs are used to |

delect and store for the output of desig-

nated criminal justice agency employees

all unauthorized attempts Lo penetrate
any criminal hisfory record information
system, program or file.

tv) The programs specified in (i) and
(iv) of this subsection are known only

to criminal justice ngency employees re- .

sponsible for criminal history record in-
formation system control or individuals
and agencies pursuant to a specific agree-
. ment with the criminal juslice agency
to provide such programs and the pro-
gramis) are kept continuously under
maximum sccurity conditions.
(vi) Procedurcs are instituted to as-
sure that an Individual or agency au-
thorized direct access is responsible for
A the physical sccurity of eriminal his-
tory record information under its control
or in its custody and B the protection of
such Information from unauthorized ac-
cess, disclosure or dissemination.

The bulk of these requirements are met by Kule 140-2-.11. The Rule

in its entirety follows:

140-2-.11 Security Requirements for Criminal Justice Information in a
. Data Processing Environment.

(1) Collection, storage, dissemination and message switching
of criminal history record information by means of electronic
data processing shall be kept secure by meeting or exceeding the
following minimum security requirements.

(a) Where data are collected, stored or disseminated using
a computer(s) the data shall be protected from access by unauthorized
persons by means bf software or hardware protect features which
include logging attempted access by unzuthorized terminals or persons.

(b) Where data are switched from one point to another using
a computer said data transfer shall be protected from access by
unauthorized persons by means of software or hardware protect
features.
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1. Message switching computers other than the GCIC computers
shall be programmed or constructed in such a manner to prevent
unauthorized copying or retention of the text of the message being
switched.

2. Message switching computers other than the GCIC computers
may log the handling of any message traffic and record such data
elements as date, time, message number, origin, and destination.

The text of the message shall not be recorded.

(c) Computers storing or disseminating criminal history
record information shall perform logging activities pursuant to
Rule 140-2-.06.

(d) Computer systems and the agencies operating or administra-
tively responsible for the operating of computer systems utilized
in whole or in part for the collection, storage, dissemination
or message switching of criminal history record information shall
be subject to an annual audit pursuant to Rule 140-2-.07.

(e) Physical security standards for computer systems used
in whole or in part for the collection, storage, dissemination or
message switching of criminal history record information shall be
maintained pursuant to Rule 140-2-.08.

() Personnel Security Standards for persons hired, employed,
or retained to operate, program or maintain computer systems shall
be pursuant to Rule 140-2-.09 and as foliows:

1. The criminal justice agency responsible for the collection,
storage, dissemination or message switching of criminal history
record information operating in a computer under the direct
administrative control of the criminal justice agency itself shall
not employ, hire or retain any person who shall have been convicted,
by any State or the Federal Government, of any crime, the punishment
for which could have been imprisonment in a Federal or State Prison
or institution; nor shall said person have been convicted of
sufficient misdemeanors to establish a pattern of disregard for the
law.

2. The criminal justice agency responsible for the collection,
storage, dissemination or message switching of criminal history
record information using a computer not under the direct administrative
control of the criminal justice agency shall have the right to
investigate persons and to reject summarily the services of any person
who shall have been convicted, by any State or Federal Government,
of any crime, the punishment for which could have been imprisonment
in a Federal or State prison or institution; nor shall said person
have been convicted of sufficient misdeameanors to establish a
pattern of disregard for the law.
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(g) Special reguirements for computers used and shared
by criminal justice and non-criminal justice agencies when the
criminal justice use involves collection, storage, dissemination
or message switching of criminal history record information
shall be in effect no later than December 31, 1977.

1. Wherever shared memory are used, those memory locations
used for criminal histony record information data elements shall be
cleared when released or returned to the available memory pool
for non-criminal justice data processing.

2. Peripheral Input/Output data buffers used to process
criminal history record information shall be cleared when the
peripheral device or data buffer is released for non-criminal
justice input/output.

3. Intermediate, semi-permanent énd permanent storage
mediums such as magnetic disk and tape shall be cleared before
they are released for non-criminal justice purposes.

(h) Secret data or data contained in a criminal justice
system, whether dedicated or shared, shall be kept under maximum
security conditions. Penalties for discicsure shall be in
accordance with Section 7 of the Act.

(i) Liability for misuse of secret data or of criminal
history record information processed in a shared computer
environment shall be the responsibility of the agency
administratively responsible for the direct supervision of
the person or computer hardware or software involved in the
misuse.

Authority: 42 USC 3771, 28 CFR § 20.21, Ga. L. 1973, pp. 1307,
1310, 1311.
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Section 20.21 (f) ) ) .
(3) (A) (vii)

-~ (vii) Procedures are instituted to pro-
tect any central repository of criminal

" history record information from unau-
thorized access. theft, sabotage, fire,
flood, wind, or other natural or manmade
disasters.

Section 20.21 (f)
(3) (D)

(D) Institute procedures, where com-
puter processing is not utilized, to pro-
tect any central repository of ceriminal
history record informatfon from unau-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters.

The physical security requirements are fulfilled by Rule 140-2-.08
Physical Security Standards for Criminal Justice Agencies. The Rule follows:

Rule 140-2-.08 Physical Security Standards for Criminal Justice
Agencies.

(1) Facilities that house criminal justice agencies should
have a secure area, out of public view, with controlled or limited
~access, in which criminal justice information is handled.

(2) Criminal justice agencies with on-line computer terminals
should place those terminals in the secure area defined in
Paragraph (1) of this Rule.

(3) Criminal justice agencies shall institute reasonable
procedures to protect any central depcsitory of criminal history
record information from unauthorized access, theft, sabotage,
fire, wind, flood, power failure and any other natural or man-made
disasters.
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(4) Criminal justice agencies who operate CJIS satellite
computer systems shou]d consider the following:

(a) These agencies should provide heavy duty non-exposed
walls; fire, smoke and intrusion detectors; emergency power
systems; and electronic or manually guarded access.

(b) A fire resistant vault or safe should be off site of
storage or auxiliary programming software and files.

Authority: 28 CFR § 20.21 Ga. L. 1973, pp. 1301, 1306, 1307,
Administrative History Original Rule was filed on February 25, 1976;
effective March 16, 1976.
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- (B) A criminal justice agency shall |
have the right to audit, monitor and
inspect procedures established above, _. |

Audit procedures have been provided for. in the Rules to insure
compliance with the federal and state laws and regulations. The Rule
follows:

Rule 140-2-.07 Audit Procedures.

(1) The GCIC shall institute audit procedures to insure
that criminal history record information is accurate.

(2) The Director of the GCIC shall appoint a security
officer who will audit and examine criminal justice agencies to
insure compliance with these Rules.

(a) The GCIC Security Officer and members of the GCIC
field staff shall visit on an unannounced random basis all
criminal justice agencies who have signed user agreements with

GCIC.

(b) A representative sample of agencies shall be visited
annually.

(c) The GCIC Security Officer may or may not announce

his presence when auditing or examining a criminal justice agency.

(d) The GCIC Security Officer shall report the results
of examinations and audits to the Director of GCIC.

(3) The following shall be made available to the GCIC
Security Officer and members of the GCIC field staff for the
purpose of audit, inspection and examinations to determine compliance
with these Rules.

(a) Physical facility..

(b) Personnel records. -

(c) Criminal history record files.

(d) Crimiha]'ﬁistory record. information handling procedures.
(e) Criminal history logs. . * ™ -

(f) Computer system hardware. -
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“di

(g) Computer system software.

(h) Computer system documentation.

Authority: 42 USC 3771, 28 CFR 8 20.21, Ga. L. 1973, pp. 13061,
1302, 1305, 1306, 1307, 1309, Administrative History. OQOriginal
Rule was filed on February 25, 1976; effective March 16, 1976.

-18 -



-~ (4} The criminal justice agency will:

~ (A) Screen and have the right to re-
ject for employment, based on good
cause, all personnetl to be authorized to
have direct access to criminal history
record information.

(B) Have the right to initinte or cause
to be initlated administrative action
leading to the transfer or removal of
personnel authorized to have direct ac-
cess to such information where such per-
sonnel violate the provisions of these
regulations or other security require-
ments  established for the collection,
storape, or dissemination of criminal his-
tory record information.

(C) Institute procedures, where coms-
puler processing is not utilized, to assure
that an individual or agency authorized
direct access is responsible for (1) the
physical security of criminal history rec-
ord information under its conirol or In
its custody and (ii) the protection of such
information from unauthorized access,
disclosure, or dissemination.

(I2) Provide that direct access Lo erim-
inal ‘history record Information shall
be avallable only to authorized officers
or employees of a eriminal justice agency
and, as necessary, other authorized per-
sonnel essential to the proper operation
of the criminal history record informa-
tion system.

. (5) Each employce working with or
* having access to criminal history record

information shall be made familiar with
the substance and intent of these regu-
lations. - :

Personnel security is addressed in Rule 140-2-.09 Personnel Security
Standards for Criminal Justice Agencies. Additional personnel security
regulations have been established in Rule 140-2-.11 (f) which appeared
previously in the Supplemental Plan. Rule 140-2-.0¢ reads as follows:

140-2-.09 Personnel Security Standards for Criminal Justice
Agencies.

(1) Applicants for employment and those presently
employed by criminal justice agencies who handle criminal
justice information within the scope of this Chapter, shalil
consent to an investigation of their good meoral character,
reputation and honesty. All applicants shall submit to
a fingerprint identification check. '

(2) The investigation should produce sufficient

information for the appropriate official to determine the
applicant's suitability and fitness for employment.
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(3) Giving false information shall disqualify an
applicant and be cause for employee dismissal.

(4) The State Security Questionnaire shall be used
for background investigations and shall be a permanent part
of the personnel file.

(5) A11 personnel directly associated with the main-
tenance or dissemination of criminal history data shall
attend a training seminar. The purpose of this seminar
shall be to inform employees of federal and state regulations
and laws regarding the security and privacy of criminal
Jjustice data.

(6) Criminal justice agencies shall establish clearance
categories for all criminal justice personnel in accordance
with the information classes defined in Section 140-1-.02 (2)(b)
of these Rules. A1l clearance categories shall be authorized
in strict accordance with need to know and right to know
principles. Although these clearance categories can be
accepted by other criminal justice agencies; the agency
granting the clearance shall be responsible for the integrity
of that clearance.

(7) A criminal justice agency shall have the power to
determine legitimate security purposes for which personnel
can be permitted to work in a defined area where criminal
justice information is stored, collected or disseminated.

(8) A criminal justice agency shall select and supervise
all personnel authorized to have direct access to criminal
history record information and restricted information.

(9) Each criminal justice agency shall keep and make
available upon request to the GCIC a current 1ist of employees
cleared to handle criminal history records or secret information.

(10) A1l employees of criminal justice agencies who

handle criminal justice information shall be expected to
sign an Awareness Statement which shall read as follows:
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AWARENESS STATEMENT FOR
CRIMINAL JUSTICE AGENCIES EMPLOYEES

State and Federal Laws and Regulations provide for the security
and integrity of criminal justice information. Each person who
works with or has direct access to criminal justice information must
be familiar with the contents of these laws and regulations.

Federal regulations have been issued by the United States De-
partment of Justice, Law Enforcement Assistance Administration.
They require that wherever criminal history record information
appears, it shall be collected, stored and disseminated in a manner
to ensure the completeness, accuracy and security of such information.
The substance and intent of these regulations provide protection to
individual's rights of privacy.

State guidelines are described in the Rules of the Georgia Crime
Information Center Advisory Council filed with the Office of the
Secretary of State. These Rules establish the procedures and define
the regulations governing all agencies who exchange criminal justice
. information with eligible agencies or persons.

The Georgia law establishing the Georgia Crime Information
Center provides penalties for unlawful or unauthorized dissemination
of criminal justice information. That portion of the lTaw states:

Section 7. "Any person who willfully requests, cbtains
or seeks to obtain criminal offender record information
under false pretenses, or who willfully communicates or
seeks to communicate criminal offender record informa-
tion to any agency or person except in accordance with
this Chapter, or any member, officer, employee or agent
of GCIC, the GCIC Advisory Council or any participating
agency who willfully falsifies criminal offender record
information, or any records reltating thereto, shall for
each such offense be fined not more than twc years, or
both. Any person who knowingly, but without criminal
purpose, communicates or seeks to communicate criminal
offender record information except in accordance with
this Chapter shall for each such offense be fined not
more than $100, or imprisoned not more than 10 days,

o both."

Georgia Laws 1973, p. 1314.
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I acknowledge that I have received instructions about the intent
and content of federal and state regulations concerning the security
and privacy of criminal justice information. I further acknowledge
that I have read the above section of the Georgia Crime Information
Center Law pertaining to unlawful dissemination of criminal offender
record information. I fully understand the penalties for such
dissemination, falsification, and communication as stated and, as
subject to such, do hereby agree to abide by the law in compliance
with the confidentiality of criminal offender record information.

Signed: Date:

Witnessed:

Authority: 28 CFR § 20.21 Ga. L. 1973, pp. 1301, 1302, 1304, 1306,
1307, 1310, 1312, 1314, Administrative History. Original Rule was
filed on February 25, 1976; effective March 16, 1976.
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The GCIC has made extensive efforts to familiarize its personnel
with the content of state and federal security and privacy regulations.
Five training seminars were conducted in the early months of 1976 to train
all personnel on security and privacy. In addition, the GCIC field staff

of seventeen special agents have conducted training sessions throughout
the State.
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