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INTROCDUCTION

The states of Oregon, Hawaii, and New Ybrk~havé,been
selected as model states for development of the Criminal
History Records Information Systems Security and Briyacy‘Pian
required by federal regulations. |

These regulations require each state which hésﬁrgqeived
LEAA funds since 1973, for the development or'bperatigg‘of
criminal recordgﬁsystems, to submit Plans detailing how andﬂk

when the state will implement the provisions of the regulations.

Majcr issues involved are: (l)‘completeness.and accuracy

of Criminal History Record Information, especially as it relates..

to reporting of court disposition information; (2) ébility for
the subject of a record to challenge and correct erroneous‘ -

information maintained about him; and (3) limitat%n? of accgés
to criminal record information to authorized perééﬂé and agen-

cies with a valid need to know.

Other peripheral questions such as the requirements for

audit trails, annual audits, physical security provisions, etc.,

are in éupport of these primary issues. 4 <i

The basic objective of the Plan isﬁtc ad&éess the issues
presented by the federal regulations, indicating where Oregdn
is already in compliance éhd where we are\not, and to lay the n
groundwork for implementghg those rqu}reménts with.which'we~”

do not now comply.
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' one, is to bring together in one document the essential back-

another objective, and perhaps a more important

- ground and environmental information necessary to assist the
Govérnor and the Criminal Records Council in developring rules,
regtlations, andkprocedurgs to carry out provisions of H.B. 2047
(Chapter’548,'0régon Laws, ‘1975) and Executive Order 75-23.

It is not yet entirely clear from the regulations, the
Plan preparation instructions, and the regional LEAA meetings
just what effect, if any, the regqgulations will have on the
operation of systems other than the state Criminal Offender
Information program. Although these systems (automated or
manual) may maintain some or all of the elements of data which
are included in the definition of "Criminal History Record -
Information," this data is maintained primarily for investi-
gative and/or subject-in-process purposes rather than for
purposes of answering questions related to identification of
én individual or his official criminal record;

Of the three basic issues: (1) accuracy and completeness;
(2) right to access and challenge; and (3) limitations on
dissemination, only issue number one presents a major problém
for these systems. That is, they are not designed or intended
to maintain the complete criminal history record of an indi-.
vidual. For them to do so would be an unnecessary and costly

duplication of efforts not in line with their primary functions.

~vi~ -



. o g R

For these reasons, and because of the advanced state of fﬁ
development of the statewide Criminal Offender Information

program in Oregon, the Model Plan will concentrate primarily 1;

on the central repository which involves two state agencies,

the Bureau of Criminal Identification in the Department of
State Police, and the Oregon Law Enforcement Data System

(LEDS) in the Executive Department.
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SECTION I

OREGON SECURITY/PRIVACY BACKGROUND

Oregon has recognized its responsibilities for protecting
individual rights to privacy and for ensuring that impprtant

information which government maintains about people is kept

-
.
A

secure.

In August, 1974, rules were adopted under the Oiegon
Administrative Procedure Act, outlining iesponsibilities,and
governing the operation of the Oregon Computerized éiimihal :
History System. To access CCH files, each criminal juétice - “J
agency in the state is required to have a signed agreement | .
with the Oregon State Police stating that they understand the ‘ - w
rules for access and dissemination and agree to abide by’, - :
them.

In June, 1975, the Oregon Legislature passed two bills ,;5
addressing the criminal justice information security/privac%
issue. The first, ChapFer 548, Oregon Laws, 1975, restates
the authority of the Orégon<$tate Pol@ce‘Bureau,of Criminal
Identification as the St;te Central Repository and’provideg S
for foilothp of arrests without dispositions through thé' |
State Court Administrator's Office5 .
It also requires additional administrat%ve rules'goveryingr

dissemination, individual access, and purging inaccurate and -

i
incomplete information. . '% §
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The second bill, House;Bill 2579 was‘repealed on September B
;‘ 16, 1975, at a special session of the legislature because of
a provision-limiting dissemination of public records.
In order to retain many of the salutory objectives of
House Bill 2579, Governor Straub, on October 24, 1975, issued
Executive Order 75-23 providing Security and Privacy Policy

b

directicon for the:iuse of criminal offender information main- -

B St

Lo ‘tained by the Oregon State Police Bureau of Criminal Identi-
fiEEtion- ‘

Within Executive Order 75-23, provisions were made for
"Governor designated Criminal Justice Agency" access to crimi-
2»"7 nal offender information, research and evaluation, individual
access, and the formation of a Criminal Records Council to )
advise and assist the Governor in Security and Privacy’matters.

Copies of the CCH regulations and proposed amendments to
the Oregon State Police Administrative Rules, Chapter 548,
Oregon Laws, 1975, and Executive Order 75-23 are included as

Appendicies 1, 2, and 3 respectively.

.Agencies Involved | | . T

For the compliance’'section of the‘Plan“(Sebtioh‘II) to -

be meaningful, it is important that the reader have an under-
'stanéing'of the overall Criminal Justice Information' System
P picture;in Oregon, especiaily the relationships which exist

between the Law Enforcement Data System and the Oregon State

Police in operation of the Computerized Criminal History program.




Also important will be an understanding of the recent background
and current status of security/privacy policies, legislation,
~and other activities. The purpose of this section is to provide

necessary background and organizational information.
OREGON STATE POLICE BUREAU OF CRIMINAL IDENTIFICATION

The Oregon Department of State Police, organized in 1931,
is directly responsible to the Governor (see chart, page 5)
who appoints the Superintendent. The Criminal Division of the
Department is directly responsible for the Department's
Bureau of Criminal Identification.

The Oregon State Police Bureau of Criminal Identificationq
has long operated a state criminal history program on a volun-
tary contribution basis. The Bureau was designated a State
Central Repository, with mandatory arrest and dispositioh
reporting required under Chapter 547, Oregon Laws, l963}vSece
tion 6 (ORS 181.065). | | |

Under Executive Order 74-6, dated March 4, 1974, (see Ap-
pendix 4) the Governorﬁof the State of Oregon directed that

the Oregon State Poiiceaas the responsible agency, in the

absence of statutory law, provide for accuracy and completeness .

of information entered into the Oregon Computerized Criminal
History System, for £he privacy of information therein, and for
the promulgation and implementation of Administrative Ruies
11m1t1ng access to criminal justice agenc1es and reglonal sys-

tems ‘by means of written agreements and providing procedures

for 1ndlv1dual access for review and challenge. SN
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ﬁnghe Executlve Order further dlrected that the Executlve

dDepartment Law Enforcement Data System, as- the NCIC State
‘Control Terminal for Oregon, be respon51ble for provrdlng
"q*system development and operation, physical security 0f com—~
‘:puter 1nstallation and audit and 1nspection of all user terml-
anal‘locations;

"ii Pursuant to the above Executive Order, and after public
ihearlngs, the Department of State Police, under the Adminis-
dattrative Procedure Act, (ORS 183) on June 14, 1974, adopted
'*%ifSeétiQDS 1of010 through and including Section 10-050, Chapter
257 'Oregon Administrative Rules. (See_Appendix for revised-

'"7Qregon State Police rules.)

m»{ fAuthorlty, Organization, and Staffing

(Detailed information can be found in Section II, page 21.)
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OREGON STATE POLICE
ORGANIZATIONAL STRUCTURE
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LAW ENFORCEMENT DATA SYSTEM (LEDS)

Authcrity
The Law Enforcement Data Syséem is established by statute
(ORS 181.710 - Account, and ORS 181.550 - Crime Statistics),
within the Data Systems Division of the Executive Department.
The responsibilities of LEDS, under Executive Department Admini-
strative Rule 02-010~-02 are to:
1. Provide improved communications, criminal justice .
records, and information management in support of
the criminal justice agencies of the state.
2. Plan, install, and operate a computer-based Law
Enforcement Data System. .
3. Provide efficiency and speed in handling communica-_
tions between agencies. ' e
4, Provide a central location for the collection,
storage, and maintenance of files of criminal
justice information, and thereby eliminate duplicate
recordkeeping throughout the state.
5. Make available high-speed inquiry into data files
which include wanted persons, stolen vehicles, crimi-
nal histories, etc.
6. Coordinate with Public Utility Commissioner and;Motor
Vehicles Division, making use of the driver's license

and vehicle registration information.
14 ’

sy




s

~00

7. Work with and provide staff services to LEDS Advisory

Committee, which represents the users of the systenm,

in formulating general policy and making recommenda-

tions in the operation of the system.

8. Develop and operate a state Uniform Crime Reporting

Program to:

a. Provide information about crime to the Governor,
Legislature, state and local law enforcement -
planners, and other agencies with responsibili-
‘ties for the.prevention or reduction .of -crime.

b. Provide planning and operation statistics for con-
tributing agencies.

c. Satisfy national uniform crime reporting requirements.

9. Provide a level of training adequate to enable age;cies

to efficiently use the system.

Organization and Staffing

LEDS is organized as a section of fhe Data Systems Division
within the State Executive Department. It is operationally
responsible to the Governor through the Data Systems Division
Administrator and the Director of the Executive Department,
and is budgeted as a separate entity within the Department.

LEDS sitaff consists of 24 management, operations, and
systems and programming personnel. All LEDS personnel are
directly responsible to the LEDS Manager and perform only LEDS
functions. All facilities and staff are housed in the Execu-

tive Department, Data Services Building in Salem, Oregon.



F B - = B =T R S e |

LEDS is the state control point for interfaces with NCIC
and NLETS. Direct interfaces are also maintained with three
regional Criminal Justice Information Systems (AIRS in Lane
County, CRISS in Portland and RAIN in Salem), and the states
of California and Washington, and with the Oregon Mototr Vehicles

Division system. , -

o ,
LEDS Facilities and Equipment

The diagram and accompanying explanatlgn below show the
physical and management relationships between the Law Enforce-
ment Data System and the Computer Services Center within the
Data Services Building.

1. LEDS Communication Computers. LEDS Operation Center
manned 7 days/week, 24 hours/day. Equipment and sﬁaff
under direct control of LEDS Manager. All programming
done by LEbS staff. : ' A

2. 4EDS dedicated region in the Executive Department ”
computer. All programming done by LEDS staff. Task
monitor and data base management system'developed and
used only by LEDS and SJIS staff for State Judicial
Information System. Only acceés is via}LEDS communi-
cation system. | o : ,.-"fi

3. Dedicated disc units and controller stores‘files;of"b

_stolen vehicles, property, warrants, criminal his-
f/tories, police training'reCOrds aﬁd SJIS bburﬁ‘técords,?   '_;;?
4. Private leased line commnnlcatlons,network of 86A1 D
teletypes, Hazeltine v1deo termlnals, Dataspeed 40

termlnals, and other computer 1nterfaces.  

7




Computer room is closed shop with magnetic card-key -
entry. LEDS Manager is responsible for building
security and allocation of card-keys.

Operations staff reports to Manager of the Computer
Services Section. Manager of Computer Services
Section and LEDS Manager report to Division Adminis-
trator. All building and computer center employees
are fingerprinted and cleared through LEDS Manager
and Oregon State Police Bureau of Criminal Identifi-

cation.
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'ORGANIZATION CHART 4
OREGON LAW ENFORCEMENT DATA SYSTEM -
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REGIONAL CRIMINAL JUSTICE INFORMATION SYSTEMS

There are three regional Criminal Justice Information Sys-
tems in operation in Oregon (AIRS, CRISS, and RAIN). The sub-
sections below and the overview chart on page 18 describes
briefly the .current status of these systems and the environment
in which they are managed and operate.

ATIRS and éRISS have-been in operation for several years
and both operate.in a shared environment. Both have received

) substantial amounts of LEAA funding. AIRS and CRléé now use a
shared teleprocessing monitor and data base management system
(TCDBMS) which was developed under d federal (HEW) grant by a
consortium of Lane and Multnomah County agencies (Inter Regional
Information Systems). RAIN is a dedicated system just now being
implemented. ‘

There are twe critical guestions which are of concern to
two of .the regional systems in Oregon. They are: (1) -the issue
of dedicated systems; and (2) the questions of whether or not
regional system files (which may contain records of some of a
person's arrests, and some of the dispositions of some of those

,3J{fw*» arrests) constitute files of Cr1m1na1 History Record Information.

It is notable that at the same time one federal agency

(LEAA) was promulgating regulations requiring ded;cated com-

- puters for Criminal Justice Information Systems; another federal

agency (HEW) was providing funding for development of a common

o

teleprocess;ng and data management package to promote the use

of shared systems.
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STATE JUDICIAL INFORMATION SYSTEM (SJIS)

The Oregon State Judicial Information System Project is
organized within the State Court Administrator's Office of the
Oregon Supreme Court. The system currently consists of an on-
line automated case tracking system for the Oregon Supreme éourt
and the Court of Appeals .and is.being expanded to includew@istrict'
and circuit courts in 6 counties.: Information will be entered into
the file by CouftAor County Clerk personnel at the time a case is
filed in court. The case and transactions which occur against it
will be indexed in various ways including the name of the Subject(s%
of the case. Under a literal interpretation of the definiﬁion'some o
of this information would be included within the definition of
Criminal History Record Information.

However, most of this informationhis currently public
record in Oregon. Again, this system is designed to be used
as a casetracking, or subject-in-process system, not a CHRI
system. In fact, it will consist logically of a system for
each court that is using it.

Discussion on these issues is continuing and will result

in an update to the Plan at a later time.
AREA INFORMATION RECORDS SYSTEM (AIRS)

AIRS is a computerized Criminal Justice Information System
serving agencies in Lane County. The AIRS Project Director -~ : ] -

reports to the District 5 (Lane County) Law Enforcement Tech-

nical Advisory Committee (TAC). The Director and his staff

are employees within the Lane County Sheriff's office for

purposes of budgeting, accounting, and persqqnelvmaggggment?°

&



AIRS shares the Lane County IBM S/370 ~-155 computer system

.[w1th other government agen01es u51ng a shared teleproces51ng

k}ymonltor and data base management system (TCDBMS)

Software technlques are used to restrlct access to

crlmlnal justlce flles by non-criminal justlce termlnals or

- agencaes. AIRS files contain many of the elements of Crimi-

'{gnai“Hisotry Record Information as’deflnea in the.regulatlons

'"}Karrests/charges,fdispositions,_etc.)'but this information

.. is used .primarily:for investigative use (master name index)

~and for maintaining records of an individual's status within

~ the criminal_jnstice process (jail intake system, court case

VﬂotraCking system). State CCH files are used to respond to

:icrlmlnal hlstory record 1nqu1r1es.

b'g AIRS termlnals access state and national files via a
"direct iinevbetween‘theuLane County cOmputer'and the LEDS
tcsystem.\ Currently AIRS users may access state CCH files.
‘i’eResponses to 1nqu1r1es to NCIC-CCH flles areﬁrouted to LEDS

termlnals only (see diagram on.page 18).
 COLUMBIA REGION INFORMATION SHARING SYSTEM (CRISS)

tCRIszista regional computerized Criminal.Justice Infor—
jmation Systemsserving'agencies in Multnomah'County; Oregon}t’
",and Ciark‘County, Washingtoni The CRISS Project Director

f"reports to the CRISS Executlve Board made up of representa— R

E .tlves from the Clty of Portland and Multnomah County. The

‘[{'CRISS management and Systems staff is housed in offlces of ‘

':f_’the POrL]and Pollce Bureau.s
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”ﬂFeCommlttee, whlch is a subg ou"

is used in Lane County. E SRRRRTS IS

cident and other files which may involve a person (victims,

~witnesses, etc.). These files are used for local investi-  e

?flles v1a a dlrect llne between the DPA computer and the LEDS

CRISS applications are operated in a shared environmentp
in the City of Portland, Multnomah County Data Processing
Authority (DPA) IBM S/370-155 computer system with other city

and county government agencies. The DPA uses the same tele-

processing monitor and data base management system (TCDBMS) as

Softwareé, techniques are used to restrlct access to crlml?'
nal justice agency flles by non—crlmlnal justice termlnals or
agen01es. The CRISS files consist of two baslc systems, a"‘
"persons" subsystem and a "crime" subsystem. The persons
subsystem contalns the elements of CHRI 1nvmuch the same way:w"‘
that police department alpha files have always COntaihed,thisft

information. This file also contains indexes to criminal in-

gative and statistical use. The state.CCH file is used»for;
criminal histOry inguiries.

CRISS termlnals access state ‘and natlonal crlmlnal justlce

system, Currently CRISS ermlnals may access state CCHV

files.V Responses to 1nqu1rles to NCIC- CCH flles are routea

e

to LEDS termlnals only.;, gﬁf:}f‘t.\ 3 ,"

L
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These two groups, the Directofﬁand his staff, comprise RAIN,
which has been established as a consolidated criminal justice
agency by inter-governmental agreement undexr ORS 190. The
Director and his staff are employees of the City of Salem solely '
for fiscal purposes. Various levels of maﬁagement control
R rest entirely with the Policy Board, the Executive Cdmmittee,
and the Director. |
',eRAIN utilizes dual PDP-11/40 Mini Computer systems, which
operate teleprocessing and data base management under a soft-
’were package developed in conjunction with PRC/Public Manage-
hent Services, Inc.
Both physical security and software security techniques
“are utilized to restrict access to RAIN files to only those -
‘agencies and persennel who have been authorized on the basis

of "Need to Know" and security clearance. The RAIN indident

data base, including incident description files and an incident

v,pame file, conta*ns some elemeﬁts of criminal history recerd -
1nformat10n as deflned in the federal regulatlons. However,
hlS 1nformat10n is not a source for bulldlng criminal hlstory
5::records.. Itc prlmary purpose is as an 1nvestlgat1ve dev1ce
k'"xvand enables rapld access for purposes of updating the 1nfor—
F‘;matlon:for;tlmely delivery of service to the cqmmunlty; and
"includesfmahy inciaents which are not claséified’as erime;
J’Inqulrles to crlmlnal history records are obtained by RAIN
:feagenc1es via the 1nterface to the state CCH flles.y RAIN has | o

“f?ﬁla 31gned agreement with- the State Pollce and 1s, therefore,‘
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subject to all the regulations pertaining to access and dig—
semination of criminal offender information.

The interface arrangement with LEDS permits RAIN terminals
to access state and national files without having to use a

separate system. Because of the technical systems desigh‘and

the management control structure of RAIN, RAIN terminals are

permitted to receive NCIC/CCH information.
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ACCESS

AIRS

CCH

CLETS

CRISS

NCIC

'serv1ng criminal justice agencies in “Multnomah Countyif?3;;

 Shares dedicated resources of Executive Department

“online criminal justice information files, Pro-'fffr-

,Natlonal Crlme Informatlon Center;, Natlona‘fCrlme
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ACRONYMS

A Central Computerlzed Enforcement Serv1ce System
A statewide criminal justice communications system
operated by the Washington State Patrol in Olympia,
Washington. LEDS-ACCESS interface provides high ‘ S
speed message switching capability between Oregon L A
and Washington. : R

Area Information Records ;ystem. Reglonal system
Serving criminal Jjustice agencies in Lane County.
Shares Lane County computer facilities with other .
local governmental agenc1es. Cmee

Computerized Criminal History program. Files main-
tained by Oregon State Police Bureau of Criminal
Identification. Direct inquiry access to Oregon CCH
files is limited to ,authorized criminal justice '
agencies in Oregon. ,

California Law Enforcement.Telecommunlcatlons ~__ystem. R
A statewide criminal justice communications system . ISR
operated by the California Department of Justice in -

Sacramento, California. LEDS-CLETS interface pro-~ .
vides high-speed message sw1tch1ng capability between,T“"'
Oregon and Callfornla. '

Columbia Region Informatlon Sharlng System. A sys
in. Oregon, and Clark County in Washington. Shares

Portland/Multnomah County Data Processing Authorlty
(DPA) computer with other governmental agen01e5‘ o

Oregon Motor Vehicles DlVlSlon. Malntalns stateWLde »C,
files of vehicle reglstratlon and dr1v1ng records.‘ S

Law Enforcement Data _ystem, A statw1de crlmlnal
justlce communications and 1nformatlon system.” :
dedicated, duplexed EMR 6130 (Univac Series 60) .
computers for message sw1tch1ng and prov1des inter—= .. -
faces to other computer systems in and out of Oregon."

S/370~155 computer system as-host for. statewide

vides training to all system‘users. Opi:a es
state Unlform Crxme Reportlng progranh : ,

Informatlon system operated by the FBI in Washlngt n
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National Law Enforcement Telecommunications System.

A nationwide Iaw enforcement message switching system
operated by the Arizona Department of Public Safety,
funded on a prorata basis by all states, with recent
assistance from the Law Enforcement Assistance
Administration (LEA3).

Reglonal Automated Information Network. A regional
system serv1ng criminal ]ustlce agencies in Marion,
Polk and Yamhill Counties. It uses dedicatéd dual

pPDP. 11/40 minicomputers.

State Judicial Information System. Is an automated
court records system which tracks civil and criminal -
cases through the Dlstrlct, Circuity Court of Appeals
and Supreme Courts.




SECTION TWO

EXISTING COMPLIANCE AND AGENCY RESPONSIBILITIES

The ease and rapidity of data'retrieual has greatly'ine
creased the need for some meaningful controls‘to be plece&o
on the dissemination of this information as well as its colfe
lection and storage. If computerized information systemsi
containing information about individuals, both in‘the éuincf*'
and‘private sectors, are allowed to growAunchecked, then'e¢®
citizen's right of privacy could be lost. Today, thn\very
mechanism which has been charged with the protectlon of‘these'b
‘rights, the criminal Justlce system, is 1n the process of
change as a result of the new computerlzed technology..,

It is obvious that there are majorladuantages and dis- "~

advantages for society as a result'of the de?elopment'of

automated Criminal Justice Informetion Systems-f Through th»
development of falr, well—founded controls, coc;.ety can beneflt
from such systems whlle still retalnlng the rlght to 1nd1v1dual
prlvacy. To be most effectlve, such controls must ellmlnate

problems 1nherent 1n such systems whlle at the same tlme

'derlve the max1mum beneflts 1t has ho offer. The proper

latlve powers.

These controls must protect the rlght of
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neither segments of government not specifically authorized to

‘operate in the area of criminal justice

should be allowed to collect, store, disseminate,
receive, or use criminal justice information. However, there
arevexceptions to every rule, and none covering the area of
computerized data banks can be "cast in concrete." Many feel
tﬁat statistics and research play a vital role in planning but
that these areas should not serve as a "catchall," thereby
sacrificing adequate controls placed on dissemination and use
ef criminal justice information. Emphasis has been placed,

therefbre, on the primary purpose of a Criminal Justice Infor-

R

'matlon System by criminal justlce agenc1es - that of providing

_the‘basiC'data needed to apprehend, prosecute, and rehabilitate

~misused by other agencies for indirectly related reasons.

the criminal offender. Such systems must not be used nor

' In general, the numerous guidelines concerning computer::

data banks have dealt with the specific issues of protection’

. of an individual's right to privacy by insuring the security’

of the<information, In Oregon, two of the most recent and

~ most comprehensive measures dealing with security and privacy
xfof,criminal justice information are Chapter 548, Oregon Laws,

1975, and Exetative Order 75-23 (Appendix 2 and 3).

oA, COMPLET'ENESS AND ACCURACY

‘;}State Central Rep051tory -.0Oregon.State. Pollce
,Bureau of C Cr1m1na1 Identlflcatlon '

The Department of State Pollce Bureau of Crlmlnal

'eIdentlflcatlon was f1n§§ c*eated by leglslatlve authorlty |
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in 1941, ORS 181.065. The Bureau is the StatﬁjCentraL
Reépository for "Criminal Offender Informatidn“vwhich
"includes records and related data, fingerprints receiVed
and compiled by the Bureau for purposes of identifyihgvb

criminal offenders and alleged offenders, records<of arrests

"and the nature and disposition of criminal charges, lncludlng

sentencing, confinement and release." The Bureau also
functions as the State Identification Bureau and'maintaiﬁsl
both manual records systems and the. Computerlzed Crlmlnal
History Systems with microfiche support.

In 1975 the Oregon Leglslature enacted Chapter 548 -

Oregon Laws, 1975. ¢Section 2 of the Act repealed‘ORS lalu;,‘{

065 and Sectiox. 3 was enacted in 11eu thereof. Under

Sectlon 3, Chapter 548 - Oregon Laws, 1975, the Bureau

of Criminal Identification shall: . o V
"(a) Install and maintain systems for flllng and? |

retrieving fingerprint data and supplemental S
1nformatlon submltted by crlmlnal justlcegagen—

1] (b)

"(c)

"(d)

‘5cr1m1nals.r>]. N

L e L e Bt T i e

b
;
3

i
3
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- dod¢uments.

5‘stCIC—CCH system. -

Organization and Staffing

The Bureau of Criminal Identification, under the»oVerall‘

supervision of the Commander of the Criminal Division, is

headed by a Lieutenant who has a staff of seven sworn

officers and 19 classified (non-sworn) employees. Located
in the Department's General Headquarters at 107 Public
Service Building, Salem, the Bureau collects, maintains

and provides Criminal Offender Record Information to Oregon ~

criminal justice agencies. The Bureau also provides identi-
'flcatlon services to the agencies upon request. An organi-

'zatlon chart is 1ncluded on page 6.

'Fac11;t1es and Equipnment

With a base of over 818,000 fingerprint cards con-

tfibuted by'oregon law enforcement agencies, the Bureaun,
in 1972, begantthe conversion of active criminal history

records to a computer data base with microfilmed source

As of becember, 1975, over 87,000 active records

~ had been so converted.

: ﬁaWVEnforcement Data'System

. LEDS is the "State Control Terminal" for the NCIC

interface t@;oregon and is responsible for assuring that

,jaii pdlicies:and.rules for access to the Oregon and/or
J'?f%NCIC—CCH systems are adhered to by Oregon user agencies
'"ff:E;It is also responSlble for providing the computer hardware _
:and software capabllltles necessary to insure the efflclent

'wpuproce551ng and 1ntegr1ty of the information stored in the

.':‘// B
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LEDS is also responsiblé for‘tne.development and imple-
mentation of policies and procedures to safequard the CCH
information at the central computer site from, accidental |
or malicious damage oxr unauthorized access or use. Periodi-
cally, each terminal location is inspected and audited to\
insure compliance with the published rules,'policies and _ ‘é'jg;
(procedures.

CHRI Operational Procedures

JUnder Oregon Law (Chapter 548 - Oregon Laws, 1975,
Section l), "Criminal Offender Information" is definedtto
include "records and related data, flngerprlnts recelved
and compiled by'the Bureau for purposes of ldentlfY1ng
criminal offenders and alleged offenders, records of .
arrests and the nature and disposition,of oriminal"oharges,
- including sentencing, confinement and release."

A crime for which criminal offender information‘mnsti'
be reported to the Bureau of Crlmlnal Identlficatlon ls';
"any felony or any mlsdemeanor or other offense which |
ilvolves cr1m1na1 sexual conduct or any,offense whlch in-

’volves the use or sale of narcotlc drugs or dangerous drougs."

Excluded from the deflnltlon are arrests and court

actions 11m1ted only to non—serlous v101at10ns, e. g. drunk—%'ufgv
eness, vagrancy,’dlsturblng the peace, curfew v1olatlon,
:101ter1ng, trafflc v1olatlons (except serlous v1olatlons

~such as manslaughter, dr1v1ng under the 1nfluence of‘drugs

“or 11quor, and hlt and run)
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offenders are also excluded unless a juvenile offender is
remanded te an adult court. |
Criminal justice agencieé qualifjing for receipt of
- criminal offender information from the Bureau of Criminal
Identification are defined in Chapter 548 -~ Oregcn Laws,
’1975 as:

'M/ "The Governor
T Courts of Criminal Jurisdiction
The Attorney General
District Attornevs
Law Enforcement Agencies
The Corrections Division
The State Board of Parole, and
, Any other state or local agency designated by .-
P the Governor."

A law enforcement agency as defined in Chapter 548--

Oregon Laws, 1975; "means county sheriffs, municipal

police departments, state police, and other police officers
of this and other states and law enforcement agencies of
the federal government." |

Section 5 of Chapter 548, Oregon LaWs, 1975, requires
that a law enforcement agency, immediately ﬁpon the arrest
of a person for a crime shall:r

"(1)  (a) Place the requlred fingerprints and
: ' 1dent1fy1ng data on forms prescribed or fur- =
s o ~nished by the Bureau, photograph the arrested
i ; ' : . persons, and promptly transmit the form and
g‘photograph to the Bureau..." »

"(3). A law enforcement agency, for the purpose of
.. identification, may record and submit to the
' . Bureau the fingerprints of persons arrested
- - for 'crimes for which criminal offender 1nfor-
jmatlon is not required."” :
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Section 5, subsection 1 of Chapter 548, dregon Laws,
1975, expressly refers to the'obligations of a law enforce-
ment agency relating to reporting of dispositions of crimes
for which criminal offender information is required.

Disposition Reporting System

The operational procedures used by the Bureau -
of Criminal Identification to insure completeness are
integrated into the criminal identification procedures in
order to insure positive identification laccuracy'and
integrity). This process is illustrated on the fbllowing
charts (on pages 29 and 30). - The more specific procedures
which includes updating the records as the dispositions:are
received by the Bureau are shown on.the chart on page 30-
These charts illustrate the several stages of the process
whereby trained staff check the information supplied to
.ensure the reports are complete.

Where reports are not complete, the forms are returned
to the originating agency or otherwise followed up by the
Bureau as part of these ongoing functions.

The procedures to ensure that the criminal history
‘records are complete, that is, that disposition subsequent
to arrest are forwarded to the Bureau, are in development
The disposition forms that are now utlllzedlw1th1n the
state are the standardized forms supplied by the FBI.‘

Although forms are provided and dlsp051t10n reportlng
is statutorily requlred (Chapter‘548 — Oregon Laws, 1975)

analyses of the completeness of the record flle malntalned'




“‘.reveals that many-oflthese reports;'for’uarioustreasons;i:TfV
‘  are not reoeivedvby thelBureau,  Over'the,past fewvjears, lfﬁl
%Staff‘atrthe’Bureau have made coordinated'efforts tc‘ffd;‘
lfgmote reporting whlch has lncluded tralnlng and 1nformatlon,:v " gf'g
Ese551ons w1th many groups representlnq the various sectors  ,~f{
of the criminal justice system. Statlstlcal computerApro—;f
‘gramsfran against the flle indicate the percentage.ofacom—b
\pletenessvof‘recoras is constantly improving with time.
On-site visits with the various agenc1es and groups
'51nev1tably have revealed that the main:reasons for lack of®
“Tﬁireoord completeness are due to the lack of development
_of'administrative and operational procedures'aﬁd the local
_agencY?s respoasibility for completing the various forms~
| ‘Consequently,'the”Bureau‘has developed neW’formslto
ease the,reportiug burden. Printing is_complete‘fortthis
form'which consists ofvaﬂ"snap—out“ pre—numbered fiager—
print card that is multi-level - arrest and dlSpOSlthn
1nformatlon with self—checklng dlglt . |
- This new comblnatlon form will be dlssemlnated to all
f-Oregon law enforcement agencies for use on or about July, &

1976.

Complete Disposition Reporting in 90 Days

uChapter 548, Oregon Laws, 1975, amended 6RS»181.010'
(Definitioﬁs) to read ‘“(2) 'Criminal.Offender~Informationf :
(supra) 1ncludes - records of arrests and the nature |
~and dlSpOSltlon of crlmlnal charges 1nc1ud1ng sentenCLng,

”jﬁ?conflnement‘and release," "DlSpOSltlon report" 1s deflned
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N
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L -
ADD T4
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JACKET

_'Uﬁéating

- ficaztion per ORS 181 065. . All CCH £il
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Source Documents (arrest prlnt cards,,

court dlSpOSltlon reports, carxectlonw
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'_,; P

| wccr 1nqu1ry~maae bY name and other |

identifiers. Possible matches are
pulled from master. fingerprint card
file.. If no initial CCH match, prlntq
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. ) Y . .
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NOTE: Oregon currently not updatlng -
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as "a formal process prescrlbedror furnlshed by the Bureau;,d;?f
contalnlng a descrlptlon of the ultlmate actlon taken sub-viiih'
sequent to arrest. " | | L b

However, while Chapter 548 Oregon Laws, 1975 does
not contain language. requlrlng dlSpOSlthnS occurrlng
within the state to be reported w1th1n 90 days after the~rit3
dlSpOSltlon has occurred Sectlon 6a does requlre "prompt"
‘reportlng w1th1n a "reasonable tlme."' It 1s expected that
the Bureau w111 further deflne these terms under Sectlon 8
of Chapter 548, Oregon Laws, l°75.e Sectlon 8 requlres thev
State Police to adopt rules establlshlng procedures proéi
viding for purging or expunglrg of 1naccurate and 1ncomp1ete
arrest charge and dlSpOSltlon 1nformatlon.- It is antlcl—f
pated that the State Police Wlll develop and promulgate
these rules by December, 1976.‘ft
Police ; } el v .

Section 5 of Chapter 548, Oregon Laws, 1975, requ1rei
‘law enforcement agencies to 1mmed1ately, upon the arrest Vf

'of a person fo1 a crlme, place the requlred flngerprlnf -

transmltted to the Bureau. However, Lf the arrest_l
: dlsposea of bv the agency, the dlsp051t10n~report wall

be forwarded to the court for further settlement of‘therv

matt ter in accordance W1th Sectlon 6a. [d*l,7hfj_t”g““'*




‘Prosecutor and Trial Courts

Section 6a ovahapter 548, Oregoh~Laws;f1975, reqUires‘
| that “Courts shall cause the final ceurt order or judgment
fof a crime for which criminal offenger informatien.is reF
qﬁired to be reported promptly to the Bureau.r.The State

Court Administrator, upon notice by the Bureau, shall make

J’:;lnqulry,as to the status of an arrest which ‘has not been

'areported dlsposed of within a reasonable tlme after the

a date of arrest. If from such inquiry, the State Court

' “§\\ Admlnlstrator believes that a court, or its clerk, or its

fadmlnlstrator, may not be making satisfactory reports of
- dispositions, he shall report his findings in relation
thereto to the Supreme Court for its action."” -

Appellate Courts

Under Oregon Law (ORS 138.270), the Oregon Supreme:
Court.ahdfthe”Cpurt,of Appeals do not finally dispese et any
¢riminal matter. The Appellate Court decision manaateé the
Trial Court and the final disposition is made by the Trial
Court with dlSpOSlthn to be submitted by that court.

Probat:on

Oregon‘Law (ORS 181.530) requires that "The Super-
- intendent of any institution of this state shall notify
'the Bureau prior to the release, or immediately after the

escape from such institution, of any person committed to

such institution for a crime for which a report is required

" or under civil commitment as a sexually dangerous person, -




Correctional-InStitutions~

' not covered under Chapter 548, Oregon Laws, 1975. Upon'

st e

The Adult Parole and Probatlon Sectlon, Correctiens
Division, Department of Human Resources,Ahas adopted
administrative procedures to reportuall releases fromp?
state institutions to the Bnreau of CriminairIdentifi;prﬁf‘“"(
cation and, in addition, disposition details of all”ougﬂd
probationary sentences; fihduﬁiflg‘te‘rmina‘?ioﬁsp ?e'?éive,d_ 1
in state courts. / o L ‘

8

Deficiences

Oregon Law does not cover‘dispositions‘such.as‘diver~‘
sion programs, summary probatlon, 1oca1 jall sentences or
offender based transaction system dlSpOSltlons.' A,study

will be undertaken to identify the areasvof‘diSPOSLtlons’fﬁ

completlon of thlS study, appropriate rules wrll be developed
and proposed legislation drafted by July, 1977.

Query of Central Repository Before Dissemination

Query before dlssemlnatlon is not spec1f1cally requlred

undexr Chapter 548, Oregon Laws, 1975. However, Executlve

Order 75-23 and proposed amendments to the Oregon'State
Police Administrative Rules require all,crlmlnal record
() 9

information dlstrlbuted by Oregon State- Pollce to contaln;;”‘;

a notlce in wr1t1ng 1nd1cat1ng that the record should not;v

be relied 0n<lf 1t is over six months old.

Procedures have now - been adopted,by bSP requlrrng

criminal justice agenc1es to quexy the central reposmtoryft'“

prror to dlssemlnatlon of any Crlmlnal HlstoryaRecord't




‘,Infbtmetien_to assure that the,mest up—feédéte disposiﬁienbi
;iiiaeﬁa is being used. Policy. is being.adepted byﬁthe-OSP to
jﬁbe included in a revised agreemeﬁt’form beiween osp end ’
i}Criminal Justice Agencies which}will require eppropriete

inquiry of the central repository.

Accuracy and S?stematic Audit

W

The Bureéu of Criminal Identification has the respon51-;

';fbility for’maintaining accurate and complete information
. as eppears inAOSP‘Administrative Rules - Section 10-020,
- System Responsibilities.

@) -

Oregon State Police

" (a)

" (b)

"(c)

Maintenance and Dissemination of Criminal
Offender Information. The Oregon State Police
has statutory and administrative responsibility
for the maintenance and dissemination of crimi-
nal offender information in Oregon.

Accuracy and Completeness of Information. Infor-
mation entered into CCH files is based on written
documents submitted to the OSP by criminal jus-
tice agencies reporting their record of official
action, which documents contain fingerprint-or
other verification as to the identity of the

Adndividual to whom the infOrmation refers.

OSP is responsible for the accuracy and complete-
ness of information:entered into the“Oregon.CCH-
system and any information subsequéntly trans-

- mitted for 1nclu51on in the NCIC-CCH system.

' This responsibility extends only to information

contained in the documents as submitted to OSP.

.Removal of Information. VOnly terminals located

at OSP or others designated by the Superintendent
of the OSP are allowed to enter records into the
CCH system or to change existing records."




The Bureau‘of Criminal IdentifiCationﬁverifies the
| eccuracy of data by comparing any- CHRI w1th the source
documents. These source documents 1nclude the orlglnalr

fingerpriﬁt card,.correctlons lelslon 1nformatlon, andyev
final disposition reports. The new state fingerprint i

card and disposition form will improve the accuracyh ;f““”

LEDS responsibility for accuracy and leldlty of CHRI
appears in OSP Admlnlstratlve Rules - Sectlon 10. 010
(2) Law Enforcement Data System w«Executlve Department:cf

"(a) NCIC Control Termlnal Re3p0n51b111ty. LEDS“‘

is the 'state control terminal" for the NCIC Asdl :

interface to Oregon and is’ responsrble for - :
assuring that all policies and rules for acceas et
to the Oregon and/or NCIC-CCH systems’ are ad—"i: -
hered to by Oregon user agen01es. IEET : »

"{b) System Development and Operatlon, LEDS is

responsible for' providing the computer hardwarezhﬁk'

and software capabllltles ‘necessary to insure
the efficient proces51ng and 1ntegr1ty of the
information stored in the. Oregon CCH System- and
for interfacing to the NCIC—CCH system. :

"(c) Phy51cal Securlty of Computer Installatlon.
LEDS is responsible for development and imple-
‘mentation of policies and procedures to safe=
guard the CCH information at the central. com- i
puter esite from accidental or ma11c1ous damage
or unauthorlzed ‘access or use.;_'a ~

"(d) Audit and Inspectlon of User Agencres. LEDS
- is responsible for periodically audltlng'and
inspecting each terminal location to insure .
compliance with the publlshed rules, pollcles
and procedures. T

CCH terminal. transactlon records w111 be maln—
. tained at and by LEDS and will' be«madeja ail
- to partlclpatlng‘crlmlnal justlce agencxe“




V';Dellnquent DlSpOSltlon Monltorlqg
L It 1s ant1c1pated that 1mprovements w1ll be made in ""”
the exxst;ng automated CHRI system. These 1mprovements
bnlWili~be part of the delinquency disposition.reporting |
 system and willlbe implemented.by (012} > and;LEDS by March;‘M 
11977. A program is now underway to proVide the Bureau withv
dellnquency lists. Under«Oregon Administrative Rules,‘
' Chapter 257 - Section 10- 020 OSP is respon51ble for removal
of information from the Oregon CCH and the NCIC- CCH system

where requlred by law or court order.

:)Notification Procedures

- Reaiizing that existing procedures do not adequately

' meet the federal regulation, Oregon will review present
dissemination/transaction logging procedures to provide

for more readily identifying those agencies who have

received any particular CHRI within the previous year;
These proceduresiwill be instituted.bvaarch, 1977. In
the interim, policy willlbe directed toward all uset
agencies, reéuesting users to make additional inquiries
‘wheneVer they want a CHRI on a speEific individuel rather

thanimaintaining and using previously obtained CHRI.
IB. LIMITS ON DISSEMINATION
~ The present access to and use of CHRI is presently’

',,regulated by Chapter 548, Oregon Laws, 1975, and Oregon

SR

“ih\\nlstratlve Rules, Chapter 257 - Section 10- 025.
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" (2)

L1} (3)
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Recent 1egislation, Chapter 548, Oregon Laws, 1975;,
and Executive Order 75-23 articulate more specifically“the e
limits of access to criminal record infermation.,'

Criminal Justice Agencies

‘quiries to CCH shall be based on a valid

Access to CCH information by means of termi?'
nals shall be limited to criminal justice
agencies.

A criminal justice agency shall obtain CCH

information only in situations in which it is
required by that agency for purposes of ful-
fllllng its legal responsibilities. All in-

reason to obtain the information.

Inquiries for non—official purposes or the check-

ing of records for persons or agencies outside
the criminal justice community are prohibited.?'

Any crlmlnal justice agency obtalnlng ccH and/or
NCIC-CCH 1nfoxmat10n, either directly. through
that agency's terminals or through the termlnal
of another criminal justice agency, must have =
executed a written agreement with the OSP prlort
to such access.”

Seetion 1 of Chapter 548, Oregon Laws,‘1975,‘1imiteft.
the definition of "Criminal Justice AgencieS"ntb'thQSé? ai
specifically listed: The Governor of the State of Oregen;;fg
‘the courts of criminal jurlsdlcatlon 1n the State of Oregon,‘f
'A_the Attorney General of the State of Oregon, dlstrlct |
Yiattorneys, pollce forces, spe01f1cally'the Oregon State
Police; County Sherlffs, and munlclpal pollce fbrcesJand
bfederal law enforcement agenc1es, the State Board cf Parole;?t'

and any state or local agency deSLgnated by order of the o

Governor.

or local agency as a criminal justice: agency-z.‘}ﬁv7

3

The law permits the Governor~to de51gnate a state fﬁ
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Other agenc1es fall w1th1n EO- 75 23 Sectlon 6, whereby “when—f

m‘hj,the Oregon State Police or hlS agent that\person shall submlt such
appllcatlon to the Crlmlnal Records Counc1l for 1ts rev1ew and ccm—rf
k;ment, whlch actlon shall be completed w1th1n 45 davs of submlss1on
w unless the Governor or the Superlntendent agrees to a longer tlme.
1’;'UPQQ F?Qelpt of a recpmmendatlon.from the Coancll,'the Governor or:
};:thé;supérintendent, as the-eaSe,maylbe; may grant, either with or
J fﬁithcut”conditions,'or deny access te-criminal offen@erJinformation.“

‘i-Serv1ce Agen01es’

No spe01f1c agreements now ex15t betweenJOSP/LEDS and repre-
hsentatlves from hardware and software vendors who service the auto-
T'":artlba‘,’t‘.e;fi‘:-ec_:;‘u:meent involved 1nyLEDS. Approprlate dlssemlnatlon limita-
’ietionrand sanctions will be»deVeloped for inclusion‘in the aéreements
*_uhiehywill.bekentereé intosﬁyAOSP and appropriate service;compari—

. soms by March, 1977.

'KResearch'and;EValuation‘»

Spec1al prov151onsvare dlrected at agencies performlng crlmlnal'
justlce researchvand evaluation. Sectlon 10 030 Chapter 257 of -
‘j the. Oregon Admlnlstratlve ‘Rules spells out the llmltS on’ dlssemlna~v‘
?tlon to these agenc1es-'h | | 8
| (l) Crlnlnal Justlce Research Progects A -
o h"CCH 1nformatlon w1ll be made avallable to quallfled:'
Qersons for research and evaluatlen related to crlmlnal '
‘ Records CounC1l, or in urgent c1rcumstances for temporaryhi
":access, to the Superlntendent of the Oregon State Pollc<\{;

:but authorlzatlon;to utlllze such 1nformatlon w111 be S

”condztloned upon.u

’itNon—Crlmlnal Justice Agen01es o v . . e 'fv;‘;

ever an appllcatlon for access is submltted to the Superlntendent of el

justlce act1v1ty upon wrltten appllcatlon to the Cr1m1nalh”5~f



'7‘project.‘

" ((c)/

" (d)

. .“i'.(e'),

Purpose of,the prOJecd

identification of subjects of such 1nfor—fg

~ with any additional requirements: and.conedf

.1protectlon of personal prlvacy and systemf;
ksecurlty 1nte1ests,, ; y o

meeting. ' No: temporary’ g -ant of.access
‘shall be valid for more/than: 30 .days- or

;whlchever perlod 15 loager,

: ‘ﬁmonltor and audit ar’ approved crlmlnal\J'
. Justice research
“rand to- termina
* Offender Info
‘this rule~is’

The execuflon of nondlsclosure agreements*"
oby all parL1CLpants 1n the,PrOgram,:-, ;

When such qua}lfled persons’acknowledge
a fundamental commitment o respect -
individual privacy interests with the-

mation divorced as fully as possmble from-ﬁf
the data received and agree to comply

ditions found necessary to assure the

When a SpElelC agreement 1s executed

~ between such qualified persons. anduthe ‘
05P, the agreement stating the scope of | :
the project, the perm1551ble dlssemlna—jy;w
tion of 1nformatlon received and a pro-
hibition against furnishing or use of .
such information for any purpose other
than that for whlch 1t was obtalned-”'
Where temporary access is authorlzed.byjj(
the Superintendent of the/ OSP, he shallV
report -the reasons for such temporary L
grant ‘to the' Criminal- Re#ords Council- for
review and comment at itd next regular T

after the next regular Az scheduled meet:r.ng,:_~

OSP and LEDS w1ll r éaln the rlght to

fazﬁ evaluation ‘project
access to ‘CCH or Crlmlnal
on - 1f aﬁvlolatlon of
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'dkrequired in the evaluation of Oregon's criminal justice
sYStem and to provide federal, state and local units of -

. government with current statistical information concerning

',;?eVents”recorded in the operation of the Computerized

‘Crlmlnal Hlstory program

:‘TQvalldatlng Agency nght to Access Procedures

S The,lnqulry process to CCH via the automated;SYStem
'}E‘(LEDS) is programmed'so as to reject an ingquiry from an
fnnaathorized agency or terminal (see chart on page 295.
-Ailrauthorized agencies qualified by law or Executive Order,
.rhave on flle w1th the OSP a 51gned agreement form.

voJuvenlle Records

Wlth regard to the keeping of guvenlle records and _

\'r

.'ﬂ reports, ORS 419.567 provides for their confldentlallty as

,follows-

~Status of Records and Reports
‘/i) Thejclerk of the court shall keep a record of
each case, including therein the summons and
- other process, the petition and all other papers
in the nature of pleadings, motions, orders of
the court and other papers filed with the court,
- -but excluding reports and other material relat-
-~ ing to the child's history and prognosis. The
- record of the case shall be withheld from public
*‘1nspect10n but shall be open to inspection by o -
. the child, his parent or guardian and their o
. attorneys. The attorneys are entltled to coples T
o of the record of the case. Lo P .

cs "(2) Reports and other material relatlng to the Chlld'
s history and prognosis are pr1v11eged and, except -
at the request of the child, 'shall not be dis-
.closed dlrectly or indirectly to anyone othér -
than the judge or the juvenile court, those
. actlng*under hlS direction, and to the attorneys

o
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is w1th1n the jurlsdlctlon of the court.; The statute applles’c'

’t“closed except to the Chlld or at h
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of record for the child or his parent or guardian.
The attorneys are entitled to examine and obtain
copies of any reports or other material relating
to the child's history and prognosis. - Any attor-
ney who examines or obtains copies of such reports
or materials shall be responsible for preserving
their confidentiality and shall return the copies -
to the court upon the conclusion of his involve-
ment in the case.

"(3) No information appearing in the record of the -
case or in reports or other material relating
to the <hild's history or prognosis may be dis-
closed to any person not described in subsection
2 of this section ‘without the consent of the .-
court, and no such information may be used in .
evidence in any proceeding to establish criminal - - ..
or civil liability against the child, whether ' :
such proceeding occurs after the child has

- reached 18 years of age or otherwise, except.

for the following purposes:

a. In connection with a presentence investigation.
after the guilt of the child has been admitted
or established in a criminal court.

b. In connection with a’proceeding in another
juvenile court concerning the child or an
appeal from'the Juvenile court.‘

"(4) If the court flnds that the chlld or parent is
without financial means to. purchase all or a R
necessary part of the transcrlpt of the evidence = -
or proceedings, the court shall, upon. motlon,'jp”,f
order the transcript or part thereof to be fur=
nished. The transcript or: part thereof furnlsned

- under this subsection 'shall be paid for in the-
same manner as. furn;shed transcrlpts are pald for
in crlmlnal cases. : - o

ORS 419.567 aPPlleS to "each case" in Whlch a petltlon e
is filed with the juvenlle court, 1nclud1ng cases Whlch are

dismissed and do not result in a flndlng that the juvenlle _’“}

to “Jnformatlon appearlng in the record of the case or in ];;f‘

l/’ \\_

reports or other materlal relatlng to the‘chlld’s hlstory

or progn051s.‘ (Emphas1s SuPPlled“57H:”‘*




}guardlan or attorney, the judge and persons actlng under‘

Thls language 1mp¢1es that the prOhlbltlon on dlS“v
uifclosure extends to information outside of the court 's. own
‘fgrecords relatlng to the: juvenile. Thus, an offlcer s

‘ffareport of 1nvest1gatlon of a school burglary, and of his
1 aapprehen51on of a juvenlle alleged to have commltted the
'~",'vt’burglary, could be held to be subject to ORS 419. 567 with -
its disclosure prohlblted except by order of the court.
bg The Attorney Genefal of the State ef Oregon adopted this
éonclusion in a‘letter dated December>26, 1972,‘tovPolice
‘Chief Don L}_Newellnof Beaverton, aévising'him thatbjuve—
:{gﬁile af;est records should not be placed in a regional
- law eafercemenfmcomputer.Pystem.
| Further review of ORS 419. 567 and partlcularly of
subsectlon l casts some doubt on this conclusion. Under
that subsection the "record of the case" includes:

?;;.the summons and other process, the petition and

all other papers in the nature of pleadings, motions,

orders of the court and other papers flled w1th the

court..."

It excludes:

M. ..reporty and other materlal relating to the child's
~history and progn051s...

The balance of subsection 1 states who may have access
k"‘fito Ehe "record of the case," and subsection 2 states who

V~may'ha§etaccess to the "reports and other material." It

‘his dlrectlon, except by order of the court. ORS 419 567(3). -
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further provides that anyoattorhey authorized'toreiamiﬁe"”“

or obtain coples of such reports or materlals, at the conw” B

clu51on of his involvement in the case.,
'...shall return the coples to the court... '
Thus, readlng ORS 419.567 as a whole, it appearst:;tr
that what would ordinarily constitute a caSerfile in a

juvenile mattexr is divided into twoaparts:f the "record

of the case," and addttlonal "reports ‘and other materlal "

The second category, to the same extent as the first,
consrsts of material Ffiled wrth the;court. it is,,thﬁs,
guite possible‘to construe_ORSk419;567,eo that it does
not reach’police reports not actualiy;filed with the court.
It is nevertheless clear that ORS 419.567 shoﬁld nat

be interpreted so narrowly as to protect only the records
and reports filed with the court, and not the informatior
contained in them. It would be absurd to say tﬁat a
person (e.g., a caseworker)'reqtired to.rep0rt to tﬁe‘
court would be free to disclose the notes on which his
report is hased, or what he remembers concernlng his
investigation, but that no violation of ORS 419.567 has
cccurred so long as the physicarfintegrity of any court
records is preserved. It is the substance,'not‘thé:form,
the information in the records, not thefpieces of papéer,
which the statute ié’intended to protect.

| Much of the information necessarily oontained in
police reports relating to investigation of an o%fense by
a juvenile, or to.his apprehepsion,.will also be“in.the’

it
)
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‘court file. Free disclosure of the police reports, even

- to other police agencies for law enforcemeht purposes, will.

be 1n ‘direct violation of the purpose of ORS -419. 567 to

protect the Juvenlle. This is especially true if the poclice -

‘report on a prior offense is used in the investigation of

a‘iater offense. A strong argument could accordingly be
made that ORS 419.567 does apply to these police reports.
The purpose for which a police agency'would ordinarily i
seek inﬁormetion concerning a juvenile, or make wuse either
of a regional law enforcement computer center or infor-
mation obtained from the Central Bureau of Criminal Investi-
gation, in the interest of their rehabilitation. Release

of information to other parties or agencies for purposes.

such as pre-employment checks would as clearly frustrate

~ the objectives of ORS 419.567, with probably less significant

public benefit.

If ORS 419.567 is applicable, disclosure is prohibited

except pursuant to court order. It is irrelevant that the

“agency seeking the information will not use the information

to the detriment of the juvenile, or that the public policy
underlying the statute is not appiicable. The court is the
agency which decides whether disclosure is appropriate in
view of the interests of the juvenile and the public; it is
the court which weighs the public policy factors involved.

Secondary Dissemination to Non-Criminal Justice Agencies

Under Chaptef 548, Oregon Laws, 19275, and under exist-

ing rules, secondary dissemination to non-criminal justice

agencies is not allowed. All non-criminal justice agencies

must apply to theUGoverno%</
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Dissemination Without Disposition

Section 8 of Chapter 548; Oregon Laws, 1975, provides
that the 0SP shall adopt rules to establish procedures:
"(3) Providing for purging or expunging of inac-

curate and incomplete arrest, charge and dis- .
position information."

. g

Dissemination of CHRI. without disposition is allowed
between criminal justice agencies. This practice does meet
the federal regulations and ﬁﬁde? Chapfer 548, Oiegon Lavws,
1975, further rules will be developed which wili“adopt one
or all of the following procedures: |

(1) Adopt more specific rules requiring complete.’

disposition reporting requirements from all

criminal justice agencies.

(2) Establish a delinquency disposition reporting~

system with a supporting filed-follow-up procedure.

(3) These rules will be developed and promulgated
by the 0SP by December, 1977.

AUDITS AND QUALITY CONTROL
Under the OSP Administrative Rules, LEDS has the

responsibility to perform audits and inspections of user

agencies.
"(4) Audit and Inspection of User Agencies. LEDS
is responsible for periodically auditing and
- inspecting each terminal location to insure

- compliance with the published rules, policies;

and procedures."

These rules further call for‘annual’audits! under
Oregon. Administrative:Rules, Chapter 257, Section 10-040,
Annual Audits. At least once annually, the Governor shall

cause to be cquncted"a‘randomfaudit of the practices and

-t - -
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procedures of the OSP and LEDS concerning information
collected and‘disseminated pursu;nt ﬁo Eiecutive Order 74—6
and these rules to insure compliance with the requirements
and restrictions set forth. |

Section 10, subsection 7 of Executive Order 75-23
requires the Criminal Records Councii to review proéedures
of the Oregon State Police and Law Enforcemént Data System )
for periodic audits of data and practices of criminal
justice agencies in compliance wifh rules adopted by the
Oregon StateiPolice.

As of thé date of this Plan, LEDS has conducted pro-
cedural audits of 14 Oregon law enfoxcement agencies in
1975. All agencies. were found to be in.compliance with ~
OSP Administrative Rules. The LEDS organization has a
field operations unit which continually makes contact with
criminal justice agencies in the field;_ Their duties will
be expanded in 1976 to include providing technical assis- .
tance to local agencies regaiding security and privacy and
perform some of the routine procedﬁral audits. . |

Audit Trails and Recreating. Data Entry o o  'f;ﬁ

Presently a computer log is maintained of éll in-
quiries and respon5e§‘to and frombtﬁe CCH systeﬁ. The E
information log includes the complete text of the inquiry
or‘respdnse, the identification of the originating termi;
nal, the date and time. All CHRI is enteréd into CCH.at'
the OSP Bureau of Crimiﬁél Identification from doguments
supported by fin@erprints. The final court diéposition on
theVSpeciﬁiC“casé is provided on a diqusiﬁion form;whiéﬁ: {C

includes fingerprints to OSP. SR
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Data ehtry criteria and edits are extensive. The
minimum elements that must be included to create or update
a record are:

(a) Operator I.D. (SCR operator)

kb) Namé or ORI of agency submitting original docpmentx :

(c) = Name of subject ‘

(d) DOB of subject

(e) Date of arrest

(f) sex/race/height of subject

(g) State.I D. number (This number'incorporates-é'

check digit and is addltlonally edited for '
duplication)

(h) Henry Fingerprint classification

(i) Number of microfilm reel containing photos of -
original documents

(3) Numerﬁc-offense code

If an entry or update passes all system edits and

requirements, a record is created and is available fbr'
immediate‘online access by authofizéd agencies.. All
original source documents are microfilmed at the‘Bureau
of Criminal Idenﬁification and filed by SID numbérq The

SID number is included in the automated recoxrd to provide

quick access to backup documents if needed.
A new fingerprint card has been designed which in-

cludes a unique tracking number. The number is intended

to enhance the ability to trace and audit all dispositions .
which follow an arrest. The pre-numbered cade shéuid bel

in use by July, 1976.




Procedural Audit

The procedural audit that was conducted in 1975 was
the first one carried out in Oregon. A questionnaire/audit

guideline was prepared and used by the inspection team. 2

HY

copy is included in Appendix 5. A number>of improvements:
will be developed and implemented by July, 1976. Using
the experiencebgained‘in 1975, procedural audité\yi;l be
han.ongping reSponsibility of the field operations unit 'of
LEDS by December, 1976.

'Records Audit

There has not been a specific effort directed toward
developing and inaugurating a CHRI records audit. As 7
describea above, audit trails exist in the State Central-
Repository. ’

A joint OSP and LEDS effort will be undertakén to
establish, by March, 1977, procedures to conduct annual
fecords and dissemination audits. Part of this process
Will call for a statistical (distribution by agency size,
geography, etc.) selection of active CHRI fecords that ‘will
be monitored. gt a specified time, thé audit of these
selected records will take place requiring verification
that: '

(1) All source documents are valid, accprate,.and‘

~wz%.-  complete. A check will be made between the
records received at OSP and the original re-

cords maintained at the originating agency.

(2) All entries are valid, accurate, and complete.

\\\\
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‘system 1nstalled by March 1977.

_December, 1976. The ‘OSP and LEDS w111 1dent1fy the mlnl-“'

ZCHRI plus the date, trme, and purpose of’thevlnqulry, and B

‘CHRI to other crlmlnal justlce agencres,ywrll be made aware

‘to 1dent1fy every agency or. person who may have recelved

e R ey v, b ety L N - C2 g R W

(3) All agencies who receive the records during the
audit period maintained appropriate dissemina-
tlon logs that were valid, accurate, and complete.

Dissemination Logs

A log is maintained of all CCH terminal transactlon'
records. These 1ogs are automatlcally produced on all
inquiries made against a CHRI record and any’resp0nse trans-
mitted. These are now filed in chronologicalhorder, and
Separate tapes are maintained for all CCH transactions.‘
This procedure will accomodate a trace of the dlssemlna-
tlon of any record to the user agency and identify the‘
terminal and operator from. which the 1nqu1ry was rece1VEthEff"
Other means of malntalnlng CCH terminal transactlon records.;vxﬁi,f""’"\j
are belng explored, and the most fea31ble and practlcable
method w1ll be decided by March, 1976. The follow1ng'year -

the. de51gn, program and procedure will be prepared and the
Local crlmlnal justlce agenc1es, whlch dlssemlnate

fof the requlrements for secondary dlssemlnatlonrlogs by

14

mum data elements necessary for the agency s dlssemlnatlon.>
logs.v !
Agencres durlng the procedure<aud1t were aSSISted 1n ,;f

thlS effort to assure thatvthe 1ogs were deflnltlve enough‘t~u-_

final dlSpOSlthn of the CHRI document.’ o pofn;i-vuwbv;uff
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:fAnnual Audlt ReSpon81b111ty

l' Presently unaer Oregon Administrative Rules, Chapter p | i‘}j
| 257 Sectlon 10-020, "LEDS 1s_respon51ble forkperlodlca%ly r'
‘audltlng‘and 1nspect1ng each terminal 1ocation;accessing'
"CCH or the FBI NCIC~CCH to insure compllance with the‘ |
'publlshed rules, pollcles and procedures. ,:_ i'p_t‘ fr-lf
'In addition, "...at least once annually the.Goﬁérhor ey
" -shall cause to be conducted a randomvaudlt of the prac-
" _tices and procedures of the OSP and LEDS concerning infor-
.matlon collected and dlssemxnated "  (Oregon Admihistrative

45Rules, Chapter 257, Section 10- 040 )

B T »‘SECURITY
‘Tpr;p.iy : Securlty oF the SCR is lelded between the manual

ffiles maintained by the O0OSP at their headquarters and tﬂe
o Lawrﬁhforcemeﬁt‘Data Systems automated files'in;thefExecutive
k,rDepartment'slbatafErocesSing Center. AlllperSonnel handliné .;
these records:at‘the SCRI are employees»of the State Police.

kThe OSP records are protected to the maximum extent feasible .

from possible intrusion or compromise.

s Ten e a e ey i A et g i e e o e e
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H'Executlve/Statutory DeSLgnatlon | |
J ' The respon51b111ty for phy51cal securlty of the CCH "
‘computer 1nstallatlon is assigned to LEDS. OSP,Admlnlstra—

i_tivenRﬁles_state "LEDS is responsible for‘developﬁent and -
iﬁplementation of policies and procedures to safeguard‘the
CCH ihformatlon at the central computer site from accidental -
or.malicious damage or‘unauthorized access or ﬁse."v These
rules further identify security requirements for terminal

lagencies (Section 10-025).




"(7) Security of Terminals. Any terminal with CCH
accessing capablllty must be. physically secure -
and placed in a’location not available to un-
authorized persons. Terminals must be so
placed that unauthorized persons may not
observi the content of messages transmltted
or reveived on such termlnal.

"(8) Security of Crlmlnal offender Informatlon Reccrds. j
Any criminal justice agency obtaining Criminal S
Offender Information shall maintain those records ke
in secure files until they are destroyed by : > =70
burning or shredding, and shall treat those L
records in such a manner that the record does . < *
not become public information in any 1ater'prc-f“’u-'
ceeding, except through court order or as e
otherwise prov1ded by law. -

"(9) Radio Transmission. Any~radic transmission of
Criminal Offender Information records shall be
limited to essential details only, with infor-
mation identifying individuals and offenses
concealed insofar as pOSSlble. «

5y

Plain text transmission of an entlre record is
prohlblted."'

Prevention of Unauthorlzed Access

The LEDS communlcatlons system is a dedlcated system
operating on redundant Univac 6130 (EMR) ccmputers~ Access
to CHRI is restricted to termlnals or systems authorlzed
to operate on the LEDS network. Access is softWare\con—
trolled in the communications system by restrlctlng"each
terminal to making specific 1nqu1r1es or transactlons, c' J
Additional software safeguards are 1ncorporated in theh.
LEDS system monitor to assure that onlyradthcfizedvtetﬁi:tV1;'
nals and agencies access CHRI. As,described'eaflier;'the?"ﬁ?‘
software safeguards will not accept anttnqsiryefromveﬂ‘&ffm';'»
unauthorized terminel or agency. ‘All‘terminalstaqdfegeﬁciés;:fg7
local and regional, have been approved»by=OSPsen§-ﬁED§G ’
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and authorlzed agenc1es are requlred to 51gn an agreement

: whlch blnds the termlnal agency to. ’Vw o . ‘m

"(l) To abide by all publlshed rules, pollc1es and
procedures promulgated by the OSP governing the
administration and operation of the Oregon :
Criminal Offender Record program and/or the
FBI NCIC-Crlmlnal Offender Record Program.

- "(2) That 1t is warranted that all personnel have,
or will be so screened as to prohibit access : s
~ to any criminal offender records by persons so S,
restricted in the following Section 3. - o

.~ "(3) That no person who has been convicted of a

crime which could have resulted in a ‘sentence

., to a federal or state penitentiary will be

. allowed to operate a terminal or otherwise
have access to criminal offender record infor-
‘mation, and that requests for extraordinary
circumstance exceptions to this requirement-
will be promptly submitted, in writing, to the
Superlntendent of the 0SP."

The procedures followed by LEDS are as follows-

(1) Identifier (ORI) of requesting agency is
checked for authorization prior to permitting
access.

(2) Terminai making inquiry is checked for authori-
zation.

(3) Inqulry by name will not produce a record. . The
o minimum data that will actually produce a record
is name and State Identification Number.
(4) Sign on, sign off (coded procedures) are re-
’ quired for any authorized terminal that is not
staffed at all times by authorized pe*sonnel
LEDS, presently is interfaced with and transmits CHRI
through three Regional Information Systems (AIRS, CRISS and
RAIN) .. Refer to previous section for a description of these.

systems. All criminal justice agencies serviced by these

3
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~only as a transparent switch w1thout any logglng or re-

computer. This monltor was wrltten and is malntalned

exclu51vely‘by LEDS personnel

V«have ~top prlorlty handllng fOr the 1n1t1a1 40}percent‘of 1,??*
‘Crlmlnal Justlce Agency Authorlty
is a separate and dlstlnct entlty.; In,addltlon, ORS_181 710

_the State Treasury. “The LEDS Manager has full authorxty*

regional systems must'haVefagen<y agreements on flle'w1th OSP.

Since both CRISS and AIRS operate on local shared computer S

conflguratlons, their handllng of CHRI 1s allowed to: act

cording of CHRI data. These systems are monltored by DEDS;ffgft
technical staff. V L

Dedlcated Hardware

The LEDS hardware conflgU'atlon,Jas shown in Sectlonl**'}
1, indicates that all LEDS term:nals, llnes, communlcat;on S
processors and storage areas (dlSCS) are dedlcated to fifVﬁ

criminal justice purposes. The LEDS software monltor“{

provides access to LEDS and CHRI onllne flles oper trgg'l_

a dedlcated region of the Exeoutlve Department's IBM 370-155; :

A negotlated prlorlty agreementopollcy has beenfﬁéti;'
achleved between LEDS and the Data Systems DlVlSlOn of the 2
Executive Department relatedoto the varlous LEDS programs. S

In essence, thls agreement prov1des that LEDS programs w111 ‘

the CPU usage and second prlorlty thereafter for'CPU usage.' RN

. Q

gel

As shown in the organlzatlon chart in Sectlon 1, LEDS

Q ‘ =
estab11Shes a separate LEDS account 1n the General Fund of *gﬂgf,

over the operatlon of the LEDS equlpment,sfacllltles

Jof 14
i [ERECN
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‘Vjstaff.j”Aidlng the LEDS Manaqer is a. LEDS Adv1sory Comm1t~ _

)

"a}tee comorlsed of representatlves from law enforcement~'
'shand crlmlnal justlce user agen01es. The LEDS Manager
: fmakes and enforces all operatlonal p011c1es affectlng‘LEDS
'flncludlng the use and operatlons of the Data Systems
d:iDlVlSlon computer Wnen 1t lS performlng LEDS fUnctlons.

?Personnel Control _

As 1ndlcated above, all personnei operatlng in the
'“rﬂ,Burean~ofa¢r1mrnalfIdentlf;catlon are OSP personnel and
f;snbiectdtoftheiOSP'selection, training, and supervision
d:pollcles and procedures.v As-indicated earlier, osp Adminf
'flatratlve Rnles prohlblt any person who has been con— '
iV1cted of a crlme whlch could have ‘resulted in aAsentence
to a federal or state penltentlary‘from‘operatlng‘a,termr-
nal accessing CCH informationv(CHRI) unless under extra-
ordinary circumstancesvtheVSuperintendent ofbthevState‘
Pollce grants an- exceptlon.’
The LEDS Manager has full authorlty over the selection
othhe LEDS staff (i.e. operatlonal systems analyst, and
programmers, fleld tralnlng and clerical personnel). in‘

addltlon, Data‘Systems DlVlSlon personnel, who work in the

»computer room (CBU) are required tokhave'Seourity elear—;;
i:hf u%“‘ R ance from the LEDS Manager. | |
’ | | | Non—dlsclosure agreements are not requlred -NOW from

<
‘authOrlzed crlmlnal justice agenc1es, although crlmlnal
Justlce agencles,have thelr employees read and_slgn a CHRI i
:non-disclosﬁre agreement. This requirementpwillvbe fnrthér i

. v

e

%
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developed and promulgated through the revised agency CCH
agreement by December, 1977. AR

Administrative ReSponsibilitv and Securitv Procedures

The ecurlty procedures of OSP Brueau of Crlmlnal
Identification requlres llmltatlon of access to the CHRIffi7t:fh
to authorlzed personnel only. Necessary physrcal pre~»'
cautlonary measures have been 1nst1tuted by OSP to prevent
unauthorized access to the max1mumﬂéxtent fea51ble.,:”vn

The LEDS Manager has respon51blllty for phy51cal
security of the Data System Division facrllty.' AceSSVtoth’
the computer room and LEDS equlpment area is controlled
by an identification key card systemr_ No person 1s allowed_
to be present in the computer fa01llty w1thout an,ldentln‘f‘*‘
fication badge. Service representatlves may be 1ssued |
temporary key card.badges. Othexr v1s1tors are 1ssued nbnr"*

: l
key card badges and must be,accompanled by a Herson.who 1s

authorlzed for full securlty clearance. .o‘ (*i
Durlng non-bu51ness hours the computer faCllltY ls f’l
locked and access limited to emquyees,r Theft.and sabotage'vv
prévention is incorpO?éﬁedbté*the:ﬁarimum,extentvieaslb1$ :§n
in the above procedures. | ” o e

i

Fire,” Flood and Other Natural Dlsasters.*

All normal precautlons for flre protectlon are taken.'}”
The fac1llty is protected by automatlc smoke detectlonm
fand.sprlnklerfsystems.>*F&re extrngulshers aremlocated‘

throughout the bulldlng and kev employees tralned 1n

their use. Munlclpal flre protectlon 1s located”two




from the facility with direct access via a one¥way-street.
(The compuﬁer facility is locaﬁed on fhe ﬁppei iévei of the‘
building.) The building is not located in a flood area, hbw—
ever, other natural disasters cannot be readily.anticipated.
To further protect the CCH, LEDS operating procedures
provide for off-site storage of backup files and computér
programs. In addition, the computer facility hés an emer-
géhcy:power supply which is under the control and operation ~

of LEDS.

Employee Training Program

LEDS employees are provided training in building

- security procedures and in policies and rules relating to
the confidentiality of CHRI. An orientation on building

. security procedﬁres is provided to all of the computer....

facility employees by LEDS.

The field‘training unit of LEDS will provide technical
assistance and appropriate training orientation to local
criminal justice agencies so that they (local agencies)
can instruct their employees on CHRI security and privacy
policy and procedures. This training effort will be under-
taken by LEDS during this year on a limited basis but

then be instituted on a more regular basis starting in

.January of 1977.

-

The OSP provides an orientation program on confiden-. -

tiality of records, particularly CHRI, to all employees.
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E. ACCESS AND REVIEW

Existing OSP Administrative Rules are as follows:

Access by Individuals for Purpose of Review
and/or Challenge - Rule 10-035

" (l)

L1 (2)

n (3)

L1 (4)

Any individual desiring to review information
concerning himself maintained by the.OSP Crimi- .
nal Offender Record System, or who believes

that the information as maintained is inaccur-
ate, incomplete or maintained in violation of
any state or federal statute or act, shall be

entitled to review such information and obtain -

a copy thereof for the purpose of challenge

or correction. The 0OSP shall not charge an
individual for a reasonable reguest to provide
him with a copy of Criminal Offender information
which refers to him.

Verification of such individual's identity may
only be effected through submission, in writing,
of name, date of birth, and a set of rolled ink
fingerprints to the Oregon State Police. The
request for review may be made at the General-
Headquarters of the Oregon State Police, Salem,
Oreogn, or through any Oregon Criminal Justice
Agency. The 0SP may prescribe reasonable hours
and places of inspection.

If the request is made at other than the General
Headquarters of the Oregon State Police and,
after positive identification by the OSP of

the fingerprints submitted, copy of the recorxd,
along with the fingerprints submitted for that
purpose, will be forwarded to the criminal jus-
tice agency to whom the request was made.

Upon receipt of such record that agency shall
furnish same to the individual named in the
record and at the same time return to that
individual the fingerprints for positive
identification. ]

All data included in the Criminal Offender
Information record is obtained from contributing
criminal justice agencies.

e i i e i s A S ek e At S o o s | o - S e

e



S S PO o s R SR

If after review of the information concerning
himself as maintained in such record, the in-=:.
dividual believes that it is incomplete or
incorrect in any respect and wishes changes,
correctiong or updating of the alleged defi-.
ciency, he must make application directly to
the contributor of the questiocned information,
requesting the appropriate agency to correct
it in accordance with its respective adminis-—
trative rules and procedures. Upon receipt

of an official communication directly from the
agency which contributed the original informa-
tion, the OSP will make any changes necessary
in accordance with the information supplied -
by the agency.

"{5) Any individual whose record is not removed,
modified, or corrected as he may request,
following refusal by the agency originally
contributing such information, may proceed
under the provisions of Rules 30.00 to 30.80
of the Attorney General's Model Rules of Prac-
tice and Procedures under the Administrative
Procedure Act, relating to contested cases -
and judicial review. -

‘After conclusion of such procedure or -review,
any information found to be inaccurate, incom-—
plete, or improperly maintained, shall be
removed from the individual's record and the
originating agency so notified with copy of
the record as corrected being furnished to

the challenging individual.

"(6) Any criminal justice agency receiving a record
after such notice of contested case has been
filed and prior to final determination, shall
be notified by the OSP that the record is being
challenged.

&

IS

Oregon Administfétive Rules, Chapter 257, Section 10-045,
Vidlation of Rules, state: "Willful violation of published

rules relating to Criminal Offender Information record by

any authorized agency or employee may result in immediate

termination of such agency's right to receive such informa-

tion from the Oregon System and/or the NCIC-CCH system.
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"Reinstatement will be effected only upon demonstra-
tion by the agency that the cause of such violation has been 3
: : b
corrected. Final determination as to the reinstatement of R

any agency so terminated will be the responsibility of the
ogp."

Oregon Administrative Rules, _Chapter 257, Séation 10-
050, Rights of Appeal, state: "“A criminal justice agency
or employee desiring to appeal any action; order, or éﬁminiél *
trative ruling by the OSP or LEDS may proceed under the
provision of Rules 30.00 to 30.80 of the Attorney General's
Model Rules for Practice and Procedures under the Admin-
istrative Procedure act relating to contested éases.“

Regarding these above rules, it should be noted that
no limitations are established for time of day that such
challeng2s can be made, nor is there a fee for a copy of
the record.

The state does provide procedures for judicial appeal
of any action, order, administrative ruling, under the
Administrative Procedure Act, and provides for an adminig-—
trative appeal as required under the federal regulations.

Under existing OSP rules, procedures for maintaininga‘
lists of dissemination to non-criminal justice agencies iﬁ
the event of a correction have not beenwdngloped because, ' f
as stated in the rules, "inquiries for ﬁgn—official.pur-

poses or the checking of records for persons or agencies

outside the criminal justice community are prohibited."

A=
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Since the promulgation of the rules, it has been recbgnized
that certain non-criminal justice agencies may have a

valid need to access, therefore, pr@;igisns were added to
Chapter 548, Oregon Laws, 1975, dire&ting OSP to aéopt
rules "limiting access to information to criminal justice
ageneies and other state and local agencies when the

information is required to perform a duty or function

expressly required by statute.”



SECTION IIT

CERTIFICATION STATEMENTS

Completeness and accuracy issues are being addressed in
Chapter 548, Oregon Laws, 1975 and Executive Order 75-23. Also
the State Judicial Information System (SJIS) is providing dis-
position reporting from the appellate level ané will provide to
CRISS and RAIN by January, 1977, disposition from the trial courf )
level. The responsibility and authority for timely and gccuréte
reporting of court and correctional cases is complex, but will

be addressed further in the 1977 legislature.
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e S " APPROVED: GMZ NO., 45-R0575 T ‘
- ' AR INSTRUCTIONS H
- “0. 5. DEPARTHENT OF JUSTICE INFORM ATIOh . o » 1
“LAW ENFORCEMENT ASSISTANCE ADMINISTRATION | STATEMENT Please provide the following infermation,
NATIONAL CRIMINAL JUSTICE INFORMATION AND corzplete the clltached certificaticn form [ )
o . STATISTICS SERVICE - . rad g £
;. . WASHINGTON, D . 20531 (28 CFR 20.1 _20'38, ?;: ’:‘::rn all parls to the address at -
;. ’N‘AMEIADDRESS oF SUBM!TTiNG AGENCY APPLICABL'E STATE - OATE PREPARED - i
Cf- : . Oregon 3/8/76 N
o r ‘ Oregon State Police : g : . . : B
' : ) ]07 Pub] 1C SeY‘V'l ce B]dg . CONTACT NARE TEL. NO. (Give Area Code) '
o - Salem, OR 97310 : 1
o ne ’ Lt. Peter J. Meaney | (503) 373 3720 B
o~ —] 3
o 1 Dms your age **collect, store, or disseminate criminal history record information processed by elther manual or

’ 'autq*ated operatmns"" - *Criminal history recotd information’ means information collected by criminal justice
<. aAgencies on individusls which consist of identifiabie descriptions and notations of arrests, detentions, indict-
<§. ments,informations,or other formal criminal charges, ang any disposition arising therefrom, sentencing, correctional -
‘ supervision and release. The term does not include identification information Such as fingerprint records to the
‘extent that such information does not indicate involvement of the individual in the criminal justice system.

-

J

vss [X] Nno [}

2 I the answer above was “Yes,” have LEAA funds been made available to the agency subsequent to Jnly 1 , 1973
- for the collection; stoxage or dxssemmatmn of information? . E

ves [{] . oNo [

-

RIS N

: §\:lnd'icate the type of agency:

[JProsecuTiON [ PusLic oEFENDER 3 FoLicE . ) ) i
[JcourTs [l correCTIONS
'8 4 Indicate the type of system: - ’ 5. Is the system automated?
{JsusiecT N PROCESS [K] CRIMINAL HISTORY ] ves o X ParTIAL .
4 i s . .
:

6 Does the system(s) exchange information with other systems’ D YES D No
It “Yes," specxfy which other systems:

At v

oy

XY recionaL I:]_CENTRAL STATE REPOSITORY [X] NCIC [K] OTHER(specify) Qther St‘ate‘ Systems

*

7. Iadicate population of primary geographic jurisdiction -8. Indicate approximate niumber of subjects included : ;
being served: ‘ ) system: : h P
. e - -5, . ,000-25,000 25.0 ] b
. State of Oregon E]fz 5,000 . [ s.000 a 3 oc-wé cco i
s . ' KX 100,000-500,000 {CJmoRrEe THAN 500,000
. 2,266.000 N . ’
~ } 9. Name of authorized agency official 10. Title ] ' ¢
S ' ) RObert R. Fisher Syperintendent
* £11. Apency name and address _ : 12. :Tel. No. (give Arca Code; T . _
o | Oregon State Police : 503 %78 3720 : :
o 107 Public Service Building 13( ) f :
-} Salem, OR 97319 T s:g e o/yj‘, nf .
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UNITED STATES DEPARITMENT OF JUSTICE

Law Enfarcomen? Assistance Admlaistration

Nst:onol Celralnal Justice
Sicistics Service

Washlagron, D.C. 20331

Inforrmoation ond

CERTIFIC
CENTRALS

TATE

TION F
REPGSITORY

CR A W ..

Lu. ¢ Tman s

T 1T}

NARE/ASDAZIS OF SUB-UTTING AGENTY

Oregon State Police
107 Public Service Bldg.
Salem, OR 97310

LPPLICABLE STATE

Oregon

DATZ PREPARED

March 1, 1976 .

CONTACT NAME

Lt. Pe?er J. Meaney

TELEPHONE NO, (Giv> aroa code)

(503) 378-3720
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3T =LCTIONS:

Complets thie following s approgriete.

OPZRATIONAL PROCEDURES

-

Comp!ateness and Accuracy

Czatial Statz Rapasitery:
Sietutary/Erscutive Authority
Facitities and Siaff ’

Csmzizia Dispesition Renorting in 90 days from:

) phm.

Prasacuior

Tral Courts

Areilzte Courts
Protztica
Ceorectioral tastitilions
Paiaiz

o

b3

7y Before Disszmination:
mams-Criminal Justice

geirguem D ISD"athf‘ Mo mto.mv
Accurzcy Verification
jislica of Eirors

Lizi-on Dissamination
Contrzcieal Azreaments/Notices and Sancticns

Cri=ina! Justice Agencias
nen-Crimirgl J ystice Agencies Granted Access
- by Law or Exzcative Order

Sarvica Agencies Undar Conlract
peseanch (egaaizations

Vatat Ay Hight of Arves
Jipevinhe Hetin ”I‘»‘Nn‘lhhthltll
Coafionting of Bewand Pxistence
Ni ity D asainhin by Mot

Tusbivo Asoncins

Peamentnd b Wolhoat Pespasilion

= Bebiie Hnns fh

AwLading

Audils 3 ﬂO"d.ity Control )
Auait Traie

fuicisanng Daiz Eni:y

Primzry DI s-:r iration Logs

amacaen
VAR S ]

scminstion Logs

— CHECK MARKS
e’ 4

1 DATE.S‘—]”

" , REASONS FOR ESTIMATED
NOW NONCMPLEMENTATION | EME
IMPLEMENTED |cost{rEcHnicAL|, 525505, i
Yes - ' i
Yes
No X 12/76
No X 12/76
No X 12/76
No X 12/76
No X 12/76
No X 6/77-
No X —3]76
Yes
No X X .3/717
Yes X X
No X X 3/77
Yes
Yes .
No . X
o Yes L1 .
Yes S U
Yes . .. S R ' ¢
j
e NO_ ),L 12]77 ‘ '
Yes : -
No X! - x 3/77.
No - 12/76
No X X 3/77

(Contlnus on Raverre)

e

o

IR
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g———-— CHECK M# RKS —-j
X 4

l— DA:FES ——"!7
A J

3
g
3
3
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OPERATIONAL PROCEDURES Now nowripLenEnTATIoN |\, ESTATES
‘e ‘U ERATIONS [ RE WPLENENTED [Cosr tecumicALl AGaG R, O8] DaTE
Segurily
Exscutive/Statutsiy Designatioa of Respoasible :
Criminal Jusirce Agency Yes (Adminilstrative} Rules)
Prevention of Unautharized Access: ' )
Rardware Design Yes
Softwara Dasizn Yes
Dedicated Hardware: .
eiminals Yes
Cemmunications Control Yes
Processor No X X X
Storazs Cevices Yes
Criminal Justice Azency Authority:
Compuier Oserations Policy Yes
Access to Vork Areas res
Selection and Supeivision of Persosnel tes
Assizarert of Administrative Responsibiiity:
Physical Security Yes
Unauthorized Access N Yes
g Physical Protection Against:
! - Access to Equipment Yes
1 Theft, Sabotage Yes p
Fise, Flood, Other Natui °l Disaster Yes §
1 Employze Training Progia No 1/77 ;
Individual Right ¢! Access :
Rules for Access Yes
] Poirt of Raview and Mechanism Yes
3 Challenge by Individual Yes
3 Administrafive Review Yes
Adiinisteative Appeal Yes
3 Correctisa/Notification of Error Yes
Yes
. SIGHATURE (flead of Stats Agency designated to be responsislo
CERTIFICATION ) for these regulations)
i | certify that to the maximum exient feasible, action has been
taken to comply with the procedures set forth in the anac,f
and Secuiity Plan of the State,
; REMARKS ;
b ,
3 *NOTE: Section on "Security" not required to be completed.
: .
i :
3 ;
3
;
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’ T - ) APPF—‘OVED oM NO 43-Rf'a7u
'U.’S. DEPARTHENT OF JUSTICE INFORMAT!ON ISTRUCTIONS . "
“LAW ENFORCEMENT ASSiSTANCE ADMINISTRATIGN ; STAT ME T Please provide the follawing info"mah'o
NATIONAL CRIMINAL JUSTICE [NFORMATION AND . © N

complele the attached cestification fo:m
STATISTICS SERVICE

WASHINGTON Doy zosa1 . (28 CFR 20.1 - 20.38). :t?::ﬁ;um alt pasts to lixe a@dt&:&s ar
NAME ADDRESS\"— SUBMITTING AGENCY - APPLICABLE STATE : DATE PREPARED L
ane County , : L
Criminal Justice Data Systems (AIRS) OREGON | March 1, 1976
Lane County Courthouse : » < . o
Eugene, Oregon 97401 - CONTACT KAME TEL. NO. (Give Area Cods)
| Thomas J. Sawyer (503) 697-4370

¢ 3. Doss your agency *‘collect, store, or disseminate criminal history record information ptocessed by either manual or  §:
automated operations?’’ - *'Criminal -history record information’’ mezans information collected bir criminal justice -
agencies on individuzls which consist of identifiable descriptions and notations of arrssts, detentions,_indict- -5
ments, informations,or other formal criminal charges, ané any disposition arising therefrom, sentencing, correctional
_supervision and release, The term does not include identification information such as fingerprint records to the
‘extent that such information does not indicate involvement of the individuval in the criminal justice sysfem.

ves (0 No [T
T

_’flf*.thie- answer above was *“Yes,” have LEAA funds been made available to the agency subsequent to T uly 1, 1973
for the collection; storage or dissemination of information?

YeEs [X] . No [T]
3. Indicate the type of agency:
] ProSECUTION ~ [JePubLIic DEFENDER X} PoLicE .
{{] courTs CORRECTIONS ’ l
4, Iﬁdicate the type of system:” : ' 5. s the system automated?”. = ’ .
KX sussecT v process  $X] CRIMINAL HISTORY 4 ves One  [JparviaL

..‘ 6. Does the systern(s) exchange mformatmn with other systems’ - Xl YES D NO
' If “Yes,” sgecify whxch other systems:

' [JRrecioNAL [7] CENTRAL STATE REPOSITORY [ | NCIC | X OTHER(specify). 'VLF_DS i(OPCRs e

7. Indicate population of primary geographic juris’diétAion .8, Indicate appraxxmate numbe‘r of subjects y
being served: ' ) . system: EAE LT

e E] 0-5,000

247000

T‘Ian;e of authorized agency official

* Thomas J. Sawyer

11 Agency name and address

' ‘Lane County
;‘Sher1ffs.0ff1ce

- . Lane County Courthouse

. Fugene, Oregon 97401
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UNITED STATES DEPARTMENT OF JUSTICE
Law Enfoicement Assistance Administration
Nahonul Criminat Justice Information ond

" Statisties Service
Weshington, D.C. 20531

CERTIFiCATION FOR
AGENCY SYSTENS OTHER THAN
TH*CCNTRALSTATCREPOSVORY

. NAME;’&DDRass OF SUBMITTING AGENCY

Lane County Criminal Justice Data Systems
" Lane County Courthouse
. 'Eugene, Oregon 97401

- (aiks)”

APPLICABLE STATE '

OREGON

DATE PFEPARED

March 1,-1976

CONTACT NANME

(503) 687-4370

Thomas J. Sawyer

TELEPHONE NO. (Give area code).

TYPE OF AGENCY

XX POLICE }(){t svnosac:uroa D(Xcoua.

,j(  CORRECTIONAL

XXj ProBATION X TReTITUTION {ClrParoiE

INSTRUCTIONS: Complofu Ilm fallowami, as appmpnale
OPERATIONAL PROCEDURES

Compte!en&cs', and Accur-acy’

~ Complete Dtsposmoq Rpportmg fmrn
Police
Prosecutor
Trial Courts
Apeliate Courts
Probation
Correctional Institutions
Parole

Systématic}\udif: ) ,
Delingtent Disposition Moniloring
Accuracy ‘-!aificgtian ,

Lumb on stsemmatmn . ‘
. Contractual Agreements, Notices and Sanchons
in Effect for:- ) -
Criminal Juslice Agencies
Non-Criminal Justice Agencies Granted Access
by Law or Exécutive Order '
Service Agencies Undef Contract
Reséarch Orgamzatnons
<" Validating Agency Right of Acésss Reslnctwns Un
_ Juvenile Record Dissemination.
Cenfirmation of Record Exnstence ]
Seconuary Dissemination by Non Criminal -
", Justice Agencies o
Dlssemwatmn \Mhoui'Disposition .

. 7// '

Audits and Quahty Control
- Audri Traily R
. Retreatmg Data Entr/ \

' 's“‘_ana(y Dnssenmahon Logs

Se;ondary Dsssemmatwn Logs

5————— CHECGK MARKS _————_—‘l, r— DATES ——
: : : ]

- Partial

et

REASONS FOR ) : ,
Now _ Nox-mpLEMENTATION ~ | - - ESTIMATED
MPLEMENTED leostitecinicaL |, LACK OF 'M?Legg'?g FIoN
X -—
X X 177
X X 1-77
X 1-77
X - T
X 1-77..
X 1-77
X 1-77
4X - : ‘ “
. X e . H i
A
X. X .
X T f WA
x " . i 'i

I e e T T e ok
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© OPERATIONAL PROCEDURES

* Secunty

Exccutive fStatutory Des:gnallon of Responsuble
Criminal Justice Agency
Prevention of Unauihorized Access:
Hardware Design
Software Design
Dedicated Hardware: . .
Terminals -t ;
Communications Control
-Pracessor ~ |
Storage Devices
Criminal Justice Agency Authority:
- Computer Ope:ations Policy
Access toVWork Areas -
Stlection and Supervision of Personanel
Assignment of Administrative Responsibility:
Physical Security
* Unauthorized Access,
- Physical Protection Against:
- *Access 1o Equipment - -
Theit, Szhotage.
Fire, Flood, Other Natural DlSnS'el
Emplayee Training Program )
Individual Right of Access
Rules for Access .
Point of Review and Mechanism - ) :
Chailenge by Individual
Adminisirative Review -
Administrative Apgeal
Corfection/Notification of Error

~- CHECK MARKS

r DATES 1

——REASONS FOA .
NOWw . |- NON-IMPLEMENTATION . mhﬁ;&ﬁ:i%{m
IMPLEMENTED |costlrecunicac 52 G5 mry] )
X
' R o + -
X
X
X .
i X i -
)4 )
X -
X )
. X - N &
; X -
1 - L - -
. : X
3 X .
X - -
X
X -
X e
X L
X .
x _ ‘ -
X v o s
X v
X X '

REMARKS

*ﬁOTE: Séi:t_ion on_"Secuﬁty“ not reqguired to-he i:omp'l"ete'd.‘

-

»
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PDRGVED. ox&a NO:.43-R0575

e ~ -INSTRUCTIONS :
; U S. DEPARTL am OF JUSTICE . INFOQMA i !ON Lo
i LAW ENFORCEMENT ASSiSTANCE ADMINISTRATION ST ATEMENT | Please provide the follo#mg mfa*tra!z
L NATIONAL CRIMINAL JUSTICE 18FORMATION AND ° ' "7} completé the attached certification 1
g : wAi:?»;c‘;s.Tég,s g. cy’z%sat o (28 cFR 201 -20-,331 | 2nd retura all parts to the addcess”
L ‘ i . ) ] 1 the left. . ‘
NAME/AD’DRESS OF SUBMITTING AGENCY o {APPLICABLE STATE . mma PREPARED .
~Oregon I March 3, 1976 :

Co1umb1a Reg1on Informat1on Shar1ng System R
209 SW Oak St K C.ON.TACT NA“E' v ) TEL;_,NQ. (vaa Arga Codo)‘ ) VWA:S?‘

Portland, Orego 9720 . , : N :
| egon 7204 John_Maddocks _  5035243;3233Avg

D) ]

?31,“Do‘e's your agency ‘‘collect, store, or disseminate criminal hlstmy record mformatmn processed by either manual or
automated operations?”’ - “*Criminal ‘history record information’’ means mformatxon collected by criminal justice
_agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions,_indict-
ments, informations;or Gther formal criminal char gas, and any d1sposmon arising therefrom, sentencing, correctional ¢
superv,smn and release. The term does not include identification mformation such as fingerprint records to the

extent that such information does not indicate ;nvolvement of the md1v1dua1 in the criminal jusnce system.

: , YES [&] | No[]

2 If the answer above was “Yes,” have LEAA funds been ‘made avaxlable to the agency subsequent to ]‘uly 1, 1973 ‘
for the collectxon, storage or dxssemmatlon of information?

YES Qg | . Qq []

' 5:. Indicate the type of agency:

['_'} PROSECUTION : ] PusLIC DEFENDER TJroLice. -

‘ & , 1:3couars  [[JcoRrRECTIONS X Information Processing
A\ ; . ’ .
' Z‘lvdxcate the type of system:. - ' < 5. Is the system automated?
4 \‘a\ . K L . |
X7 suBsEcT IN PROCESS mCRlMINAL "HISTORY ves - [no  LIPARTIAL

6 D. oes the SYStem(S) exchange information with other systems’ m YES “(—_‘]“go'. i
’ If "YeS," specify which other systems; , T

f B REGIONAL [X CENTRAL STATE REPOSITORY [ ]NCIC - L] OTHER(specify) —

oy

e

Indu:ate popu‘atmn of primary geographic Junsdlctxon |8, TIndicate approxxmate number of subjects mcluded -
bemg served: A - - system: ‘ Sl
“ 1 .0500 000 ‘ . L L [Je-s.000. ', ['_]soco-zs 000 D_(]és oco-too o‘co:'
— [:]wo ooo-soo 000 - ['_']MORE THAN soo ooo s ”
9. Name of authonzed agency official =~ - [10.Tite” + e o o
- John Maddocks | . ' .| Director
'11 Agency name and address C - 20 el No. (ngo Area Code)

As above

503 248/-3233




! — e R ebRovED.
, : ST SRR - omB No.aa-aosm
UNITED STATES DEPARTMENT OF sustice © | SO R S
Low En!orcenent Assistancc Admmlsfrahon - o s C T!F‘CA.HON FOR ST .:
Nationel Criminal Justice Informationond =~ = . ’ AGCNCY SYSTEMS QTHEF THA"!
Statistics Service . ) K =
| e L LTHE CENTRAL STATE REPOSKTORY
L NAME/ADDRESS OF SUBMITTING AGENCY B - APPLICABLE STATE ",HFDATr—: PREPARED
| R © o Oregon | March 3,, 1976
Co1umb1a Reg1on Informahon Sharing System [FONTAGT NARE T T TELEPRONE TG (atvmea cade)
- 209 SW Oak _St. : v ] Jdohn Maddocks - .+ 503\‘248-3238 :
, Portland, Greqon 97204 - A e
- §TYPE OF AGENCY T ‘ :
“§ }Pouice .- r“jpnosacuroa . f_’]coum’ © . [[jerosaTioN. EJFN%’?-?fS;,’g{,‘AL, .
X Information Processmq S : i
'PINST RUCTIONS: Completi the In!lqwlmz, as.apprrzpfmfe .
Lo : o “v——vcueé&umxs

T . . e ~ “REASONS FOI
OPERATIONAL PROCEDURES = o bov Cé;'i"f:;‘::l‘:ﬁ_““”""
Comple!eness and Iic‘chracy L :
Complete Dlspos:tmn Repomng from: .
Police © ) i X SR i il
Proseculer  * . oL e
Teial Couts = - [ S R S O
-Apellate Cotrls: o . SR S LY (et
’ Probation : : SRRt T S e
Cartectional Institutions . . A AR
Parole = JETEE AN

Systemahc Audif; . A R B ST e P R B
Delingiient D!sposmoﬂ.omtonng R R S A S TSN R Rt
- Accwracy Vetification | ~ R L

lents onblssemmatmn R
. Contiactual Agreements; Notaces and Sanchons e
in Effect for- - e e e e
Criminal Justice Agencies TR B U W
- Nnn-CnmmaI Justice Agencies Gtanted Access St

by Law or Exgcutive Order. . R e
Service Agenmes Under Contract L A
- Restarch Organizations, e e
" Validating Agency Right of Actess Resmctmns On ;
: Juvenije Record Dlssemmatmn i
‘Cenhrmaﬁon of Record Exustence ,




ol

Ty

OPEQATQONAL PROCEDURES

k Secunty : ‘
u:xec e’Slatutcxy Des:gnahon of Responsmle
" Criminal Justice Agency
revention of Unaulhorized Access:
. Hardware Design
Software Design
Dedicated Hardware: s
Terminals
" Communications Cenlro!
Processor
‘ StmagelDevwes; i
Crimina} Justice Agency Autharity:
- Comguter Operations Pc':c,'
Aecess to Yerk Areas )
_ Stlection and Supervision of Personnel
~Assignment of Administralive Responsibility:
~ Fhysical Security
* Unautherized Access
Physical Protection Against:
“Access to Equipment
Theft, Sahotage.- . ’ .
Fire, Flood Other Natural D»sastef .
Employee Training Program )
Individual Right of Access
‘Ruies for Access
- . Point of Review and hechan»sm
C‘mdenge by Individual
Administiative Review
Adminisirative Appeal
Correction/Notification of Error

y“j;,L,.l’ g

CHECK MARKS ———————-\}’
S, - Xy - ¥r

o

AR

R‘:ASON“ FOR - .
NO"I-KMPLEM"NTAT IQ‘\I .

NOW .
IMPLEMENTED

COST LACK OF

TECHNICAL A 71ioRITY] .

ESTIMATED *
IMBLEMENTATION
_DATE . -

<

=

SIS CRRY RUT, VP PR rares: JN O

YREMARKS

*NOTE:

_Section on "Security" rot required to be '_i:qn‘upi’.e_tgd;

DOR TGN s




.
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e, eee————————

.
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APSRGVED: GM2 NO, £3-RO575

U. 5. 5. DEPARTMENT OF JUSTICE
"LAW ENFORCEMENT ASSISTANCE ADMINISTRATIGN
NATIONAL CRIMINAL JUSTICE INFORMATION AND
STATISTICS SERVICE
WASHINGTON, D. G. 20531

(28 CFR 20.1 - 20.38)

INSTRUCTIONS

Please provide the follawin, 3 mfcrn-'al:o...
completa the sttached cerlification form §

end réturn all parls to the address at
ine left, . . "

""“’J" L

TNFORM ATiOh
STATEMENT

NAME/ADDRESS OF SUBMITTING AGENCY

Regional Automated Information Network
690 Ferry Street S.E.
Salem, OR 97301

DATE PREPARED

- March 1, 1976

APPLICABLE STATE

Oregon

VCAH TR Y

CONTACT NARE TEL. NO. (Givs Ares Coda) 3

(503) 588-6422

... Jeff Barnes

> 1. Does your agency
zutcmated operations?’” -

: supa-v‘smn ana release.

>

; . o ves [

**collect, store, or disseminate criminal his 6ry record information processed by either manual or

**Criminal history record information’” means information collected by criminal justice
agencies on individuals which consist of idertifiable descriptions and notations of arrests, detentions, indict-
meris, informations,or other formal eriminal charges, ané any disposition ansmg therefrom, sentencing, cortectional
The term dees not include identification information such as fingérprint records to the
‘extent that such information does not indicate involvement of the individual in the criminal Justxcs sys:.em.

No []

S ves @

é for the collection; stotage o1 dlSSEm\"ldtLOﬂ of informetion?
B . '
H

;_5:—1{ the answer above was “Yes,”” have LEAA funds been made available to the ageﬁgymé-ﬁrnéequent to July 1 1673 E

no [

3. Indicate the type of agency:
m:PRQSE..‘CUT!-ON

% courTs

[(lrpusLic cEFENDER

m CORRECTIONS

TH PoLice

4. Indicate ‘the type of system:
(X} susiecCT IN PROCESS [ ] CRIMINAL HISTORY

5. Is the system automated?

[XYES 'DI;ONI o ]':]

L
I ““Yes,™ anecxfy which other systems:

s REGIONAL [X] CENTRAL STATE REPOSITORY

6. Does the systen(s) °xchange information with other systems'v’ o

Eiweic T oTvenapecify)

{:]No

YES

3

{- __zsoj000 - vt

7. Iadicate ;;o‘pixlétidn of priméry geographic jurisdiction
being served:

.8. Indicate appto‘umate number of subjects mcluded &
system: " , Fo “\? :

3 o-5.000 .

3 100,000-500,008

O 5,000-25.000 O 25.000-100,000

"[CI1MORE THAN 500,000

9. Name of authorized agenc'y‘ official

Jdeff Barnes

10. Title
D1rector

11. Apeacy name and address

Regional Automated Information Network
690 Ferry Street, S.E. =
Salem, OR 97301

;2 Tel. 'i\o.(g:ve Aree Cade)

(503) 588—6422

LEAA FORM 6600/8 (1-76.>

no,x-mw e

fconrlmm e Rave
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APPROVED
G4B NO. 43-ROS76

it e a me Re

UNITED SYATES PEPARTMENT OF JUSTICE
Low Enforcement Assistance Administration -
National Criminal Justice Information ond

Statistics Service
Washington, D.C. 20531

CERTIFiCATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATE REPOSITORY

NAME/ADDRESS OF SUEMITTING AGENCY

Regional Automated Information Network
690 Ferry Street S.E.
Salem, OR. 97301

o T e

DATE PREPARED

. March 1, 1976 .

APPLICABLE STATE

Oregon

CONTACT NAME

‘Jeff Barnes, Dir.

(503) 588-6422

TELEPHONE NO. (Give area code)

TYPE OF AGENCY

&k PoOLICE "'KK PROSECUTOR X court

-~ CCRRECTIONAL

[C1ProBAaTION IRX NsviTUTION [ 1earoLe

INSTRUCTIONS: Camplete mfs }ntlowing, as nuprqprime.
OPERATIONAL PROCEDURES

Completeness and Accurécy

_ Complete Disposition Reporting from:
Police
Prosecutor
Trial Cousts
-hpellate Courts-
Prabation
Cortectional Institulions
Parole '

Systématic.!\udnt: - .
Delinguent Disposition Monitoring
Accuracy Verification

Limils on Dissemination : :
. Contractual Agreements,Notites and Sanctions
in Effect for:- _
« . Criminal Justice Agencies
. Non:Criminal Justice Agencies Granted Access
by Law or Exécutive Order
Service Agencies Under Contract
. Reséarch Organizations
- Validating Agency Right of Access Restrictions Gn: -
_ Juveniile Record Dissemination ,
Cenfirmation of Record Existence.
Secondary Dissemination by -Non-Criminal
-+ Justice Agencies N
Dissemination Without Disposition

Audits and Qualify Central
Audit Trail:
Recreating Data Entry
- Primary Dissemination Logs
_ Secondary Dissemination Logs

e
. «

r————‘ CHECK MARKS *——————} i— DATES ——1
) i - £
£

e e

A e o o A

REASONS FOR = 2
dow __NON-IMPLEMENTATION | .  ESTIMATED
MPLEMENTED [costiTecHnicaL], LACK OF .|M?LE3§¥£A”°N .
No B X - 7/76
No X B 7/76
No’ X 2J77 g
No . - X - 2177 o
No X - . . 2177 3
No ) - X 2 ;
No X " 7/76

| _No . X 7/76

| No. o Lol XL 4/76
No o ). X - 4/76
No = X 4]76 <
No - ) X 4776
No 1 X 4/76
No X 4176

O. B ‘g;

No X 7/76 i
No - X 7/76
No X 7776 .



- 7%
!‘ .
i : ‘ CHECK MA.RKS . S 7 - ¥
K™ DATES -
| | e — prems b
- . . ; Now . NON-NPLEMENTATION - _ESTIMATED
3 OPERATIONAL PROCECURES IMPLEMENTED [Cosr|rechnicat] suACR Orrl o ohane . o
* Security k
! ExecubiveSiatutory Designation of Responsible
Criminal Justice Agency : Yes
Prevention of-Unauthorized Access: . ' o
Hardware Design Yes :
Software Désign . Yes : ‘ ) -
Dedicated Hardware: ’ ' : .
Terminals : Yes o 5 L
Communications Contrgl ~ Tes .
Processor . 1es - - . : '
Storége_Devfceé ‘ - _res : : L s s -
Crimirial Justice Agency Authority: ' "
- Computer Operations Palicy Yes -
Access to York Arcas . Yes R S
" Sklection and Supervision of Personnel ' ~ Yes g
P Assignment of Administrative Responsibility: ' E S . - e
Physica! Secuiity : ’ Yes - : ) 3
* Unautherized Access | Yes
- Physical Protection Against: ] ' : ) -
“Access to Equipment - ) Yes e - R
‘Theft, Sahotage. R __Yes . | . : \ N :
} Fire, Fiood, Other Natural Disaster Yes : : S
Employee Training Program . No X L/76
Individual Right of Access : © -
Rufes for Access : B : No X 4/76 .
Point of Review and Mechanism |__No X . 4176 !
‘Challenge by Individual ' No X 4/76
Adminisirative Review -|_No X 4/76
Adminisirative Appeal A : __No X 4/76
Correction/Notification of Error No . X 4/76
REMARRS - = - - —
*NOTE: .Section on "Security” not required to be completed.

Sl DOSwIeet




MAR 1 1976 7

APPROVED: OMS NO. 42-R0575

- U S. DEPART‘wEN"‘ OF JUSTICE |
“LAWENFORCEMENT ASSISTANCE ACDMINISTRATION
3 NATIONAL CRIMINAL JUSTICE INFORMATION AND
STATISTICS SERVICE
WASHINGTON, D. C. 20531

INFORMAT lON
STATEMENT

(28 CFR 20.1 - 20.35)

INSTRUCTIONS

Plezse provide the following information,
complete the attached certification form

and return all pacts to the address ar
the left,

Salem, Oregon

NAME’/AbDRESS QF SUBMITTING AGENCY
Oregon Supreme Court
State Court Administrator
State Judicial Information System
Supreme Court Building
97310

OREGON

APPLICABLE STATE

DATE PREPARED

2/27/76

CONTACT NAME

S. R. Mavhugh

TEL. NO. (Give Area Code)

503 - 378-6034

automzated operations?’ -

.

ves X

Nno [

indict-

and any disposition arising therefrom; sentencmg, co"rectional
sngervision and relezse. The term does not md.u:e identification information &uch as fingerprint records to the
exwent that such information does not indicate izvolvement of the individudl in the criminal justice sysfem.

——3

] _1.“Doé's your agency *‘collect, store,or disseminate criminal history record information processed by either manual or
**Criminal history record information’’ means information collected by criminal justice
igencies on individuals which consist of 1dem..1able descriptions and notations of arrests, detentions,
ma'ats informations,or other formal criminal charzes,

YES [x]

Nno [7]

2. If ‘the answer above was “Yes," have LEAA funds been made avaxlable to the : agency subsequehf to July 1 19737
for the collec*xon storage or dissemination of information?

[[] ProsEcuTION

COURTS

3. Indicate the type of agency:

[[] PuBLIC DEFENDER

(] cORRECTIONS

7] PoLicE

?.-Iridi;ate the type of system:

(] susiecT 1IN PROCESS

J CRIMINAL HISTORY

[Jves

Jwe

5. Is the system automated?

) recioNAL [SICENTRAL STATE REPOSITORY

i (1 “Yes,” specify which other systems:

¢ ves

DNCIC mOTHER(specxfy) Qxri {1-1 1—\::4-1 =¥ed Policae

‘E—{].P-AR'-TAIA.L:
¥ court Ca’se Records
6. Does the system(s) exchange mfo:matxon with other systems’-‘ - '(j'&—d .

T af
Agenc ies -k
7.7 Indicate p?-apixlétidn of primary geographic jurisdiction 8. Indiéété‘épproximate number of subjects included .- ¢
_ being served: system: : p
J— .of
e ey - - 0-5,000 ,000-25,000 25,000~100,000
R 2;100;000 5% 0 ' Ds (] 00-100,000
o (] 100,000-500,000 ] MORE THAN 500,000

R il

v " Loren D. H:Lcks

9. Nafne of authorized agenc::y official

10.

“Title

State Court Administrator

i o, s e g st o, s e w4 ot ot

11 Apency name and address

- Oregon Supremz Court
. - Supreme Court Building
. Salem, Oregon 97310

503

378

12. Tel. No. (give Area Code)
6046

13. Signatu, of authorized official

\"_:“." 20 L




APPROVED '
OMB NO. 43-RO576

UNITED STATES DEPARTMENT OF JUSTICE
Law Enforcemént Assisionce Administeation
National Criminal Justice Infarmation and

Statistics Scrvice

Waskington, D.C. 20531

CERTIFICATIONFOR
AGENCY SYSTEMS OTHER THAN
_THE CENTRAL STATE REPOSITORY

NAME/ADDF’ESS OF SUEMITTING AGENCY

Oregon Supreme Court

State Court.Administrator

State Judicial Information System
Supreme Court Building

Salem, Oregon . 97310

DATE PREPARED

2/27/76.

APPLICABLE STATE

OREGON

CONTACT NAMF TELEPHONE NO. (Give area é_,_\ i

Nayhugh 503

'S. R. - 378-6034

TYPE OF AGENCY

| iPoLIcE “F7 | PROSECUTOR
!

IX—‘ COURT

: - CORRECTIONAL ;
[L]ProBATION ClinstiruTion [Jraroie |

INSTRUCTIONS Cmrplefu rhe follo“ ing, as apprn,)-rale.
PERATIONAL PROCEDURES

Completeness aid Accuracy

Complete Disposition Reporting from:
-Police -
Prosecutor
Trial Coutts
-Apellate Courts-
Probation
Correctional Institutions
Parole

Systemahc Audit: |
Delingiien! Disposition .'.‘.omturmg
Accuracy Verification

Limits on Disserﬁimli&n‘ P :
. Contractual Agreements,/Notices and Sanclions’
in Effect for:- o :
Criminal Justice Agencies
Non-Cnmmal Justice Agencies Granted Access
by Law or. Executive Order :
Service Agenmes Urder Contract
_ PResearch Orgamzalmns
. Vahdatmg Agency Right of Acéess Reslnchons On:
Juvenile Record Dissemination ;
Conhrmatwn of Récord Existence
Secondary Dissemination by Non-Cnmmal
Justice Agencies '
Dassemmatmn Without stposmon

Audits and Quality Cnnttol
Audit Trail: . -
_Recreating Data Enlry
- Primary Dis semrnatxon Logs
Secondary DiS emmahm Logs:

== —————= CHECK MARKS

e T~ DATES -~ .o

. REASONS FOR . . | &
. Nom IMPL\_MENTATlON -} .- EsTmMATED
ek oE—] IMPLEMENTATION

COST{TECHNICAL AUTHORITY DATE

Now
IMPLEMENTED '

e mmnr e emin cepe—




e

a iy ¢

. v
PP VPP

r———-— CHECK MARKS __—_—_l

g"“ DATES——J7 i

* REASONS FOR .
NON-IMPLEMENTATION

loN -
costlrecknicaL] RCK BT

' OPERATIONAL PROCEDURES IMPLEMENTED

. ESTIMATED
IMBPLEMENTATION
-DATE .

* Security
Execulive/Stalutory Deswna!m of Responsible
Criminal Justice Agency

Prevention of. Unauthorized Access:
Hardware Design

Software Design
Dedicated Hardware: ‘ : B
Terminals :

Communications Contiol

Processor

Stordge Devices

* Criminal Justice Agency Authomy
- Computer Operations Policy

Access to Work Areas

" Selection and Sugervision of Personnel

Assngnment of Administrative Respons:bnhty
Physical Security

Unaulhonzed Access

Physical Protection Against:
Access 1o Equipment

Theft, Sahotage -

Fire, Flood Other Natural Dlsas'er
Emiployee Training Program )

* % {ndividual Right of Access'
Rules for Access
Paint of Review.and Mechanism

by the defendant  or his attorney and effectlve COurt proce-—
dures ex:Lst to correct errors. - g .

+

Challenge by Individual
Administrative Review -
Admimstrahve Appeal
Corra«.tlon/Noufuc;'hon of Error
REMARKS
*NOTE- Sect‘on on "Securﬂ‘y“ not requwed to be comp]eted._' N )
**REMARKS. Court recorc'ts are always available. for 1nspect10n

23

'Do.h -mum P e . R S

h TR BN 5




APPENDIX 1 | R

OREGON STATE POLICE

PROPOSED AMENDMENTS TO THE ADMINISTRATIVE RULES




" 78

DEPARTMENT OF
STATE POLICE

PUBLIC SERVICE BUILDING ® e e  ®  SALEM, OREGON 97310

.. ROBERT W. STRAUB
L GQVERNOR

 DEPARTMENT OF STATE POLICE

Proﬁbsed amendments to Administrative Ru)éé - QOregon Criminal
Histqry Progrém, as contained in Chapter 257 Oregen Administrative Rules,
'adgpted June,ld, 1974, filed with the Secretary of State.Juﬁe 14, 1974 -
~as DSP 2, and effective 7-11-74.

NOTE: Matter underlined in an amended section 1s new:; matter bracketed

is existing rule to be omitted.

November 21, 1975




RS 31 b LA s Ty Swrep i e -3 o A
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* Rule 10-010 SCOPE-OF SYSTEM. Oregon (Computer1zed) Crlminalfo aender"_ha

Infbrmat1on (history) files contain 1nformat1on, contr1buted by Cr1m1na1‘frfj

"i ‘Just1ce Agencwes on a person's record of arrests, the nature and_d'
'p:]pos1t1on of - cr1mina1 charges, sentenc1ng, confvnement and re]ease, p]uw o
f’1dent1fy1ng data onlj relat1ng to f1ngerpr1nts of app]1cants submxtted

| ‘-“under Oregon Law These f11es (do not conta1n 1nte111gence 1nformat1o

or other unre]ated data) shal] not permanently conta1n 1nfbrmat1on about

the pol1t7ca1, re11g1ous or soc1a1 Views, assoc1at1ons or‘act1v1t1es of

g any 1nd1v1dua] ‘group, assoc1at1on, corporat1on, bus1ress or partnershxp

‘ un]ess such 1nformatwon directly relates to an 1nvest1gat1on of past

or threatened cr1m1na1 acts or act1v1t1es and thereaare reasonanle grounds 'Llf;>ffd

'to suspect the subJect of the 1nformat1on is or may be 1nvolved 1n cr1m1na1

acts or act1v1t1es.

The Oregon CCH (Program) Xstem isa computer1zat1on of essent1a]1y tﬁe same _je“'f

cr1m1na1 (history) offender 1nformat1on, and 15 ma1nta1ned by‘the OSP

under provisions of ORS Chapter 181, Sectlons 010 065 510 520 and 540

as amended by Chapter 548, Oregon Laws 1975 Computer1zat1on of the

‘manually accessed paper. file 15 des1gned to provrde faster access to B
cr1m1na1 (history) offender information for Oregon Cr1m1na1 Justxce

Agencies.

Rule 10-015 DEFINITIONS. As used in these rules:
(1) "Criminal Offender Informat1on" means records and re]ated

data, including fingerprints, rece1ved comp11ed and d1ssem1nated by the ff‘f

Oregon Staae Police for purposes of 1dent1fy1ng cr1m1na1 offendegf\and,ifd:;;i;ff:.

a11eqed offenders and ma1nta1ned as to such persons records of‘:

the nature and disposition of cr1m1ra] charges, sentencwng, conflnewent ;}j' B

and release, and 1nc1udes the OSPnComputer1zed,Crlmlnaluﬂjetqu Sye;em.f 2ﬁdgf7 e




'f(2) "Computerized Crim1na1 Hlstory (CCH) SVSteW“ means the

majntenance in. on]ine computer f11es of signlficant crim1na1 offender ;g

Ne

i31nformat1on. :

(3) "OSP" means the Oregon State Po11ce and 1nc1udes the OSP

‘Iﬂur"au'of Cr1m1na1 Ident1f1cat1on

(4) "LEDS" means the Oregon Law Enforcement Data System. 'jfjxttTJ'
: (5) "Oregon CCH System" means the Oregon Computer1zed Crlmxna] ig
l¥fH1story System. "“ | " : vAv’ ‘ ‘ "
w: (o) '"NCIC~CCH System" means the nat1ona1 computer1zed cr1m1na1
?_§_5h1story system ma1nta1ned and operated by'the FBI.

’: | (7) "Interstate System" means thelNCIC .ccH system and the net-
’q{ﬁfwork of part1c1pat1ng states and agenc1es. e

L (8) "Criminal Just1ce Activity" means any act1v1ty perta1n1ng
”~ﬁfto or1me prevent1on contro1 or reduct1on, or the enforcement of the =
"is;cr1m1na1 1aw, 1nc1ud1ng po11ce efforts to prevent, contro1 or reduce
',cr1me or to apprehend cr1m1na]s act1v1t1es of. courts and prosecutors haV1ng
;ijcrwmlnal Jur1sd1ctton, act1v1t1es of correct1ons probat1on or paro]e
rauthornt1es and programs re]at1ng to the prevent1on, contro1 or reduct1on
"of Juven11e de11nquency or narcotic or dangerous drug add1ct1on.r

(9) ’"Cr1m1na1 Just1ce Agency" means (a pub11c agency or

‘,component thereof wh1ch performs as 1ts prwnc1pa1 funct1on act1v1t1es

‘f"related to Cr1m1na1 Just1ce and 1nc1udes courts with cr1m1na1 Jur1s- ,1f;
d1ct1on) | v

;'(a) The Governor

"(b) Courts of Criminal Jur1sd1ct1on

(c),iThevAttorney General -

{d) District Attorneys




J,state respons1b1e for the NCIC 1nterface to that state._e‘

'-je) dLaw;Enfdrcement'Ageneies

(F) The Correctxons D1vis1on

(g) The State Board of Paro]e, and

'(h) Any other state or local agency des1gnated
by order of the Governor : ,

'(]0) "State Contro1 Terminal" means the agency W1th1n each

1) “Law Enforcement Agency"” means County Sherlffs Mun1c1pa1 fiiﬁi~,=7‘

: Po]1ce Departments, State P011ce, other po]wce offrcers of th1s and otherﬂtf;f

| mation. The Oregon State Police has. statutory and adm1n15trat1ve respensi-,‘{

refers.

'ymat1on entered into the Oregon (CCH) Cr1m1na1 Offender Informatlonwvystem

'and any 1nformat10n subsequent]y transm1tted for 1nc1us1on~ﬁ“5

states and law enforcement agenc1es of the Federa] Government

(12) "Criminal Records Counc11" means that Ceunc11 adV1503y :

to the Governor, estab11shed under the Qrov1s1ons of Execut1ve Order 75-2,

Rule 10-020 SYSTEM RESPONSIBILITIES (1) Or'egon State Po'ﬁce. e

(a) Mawntenance and D1ssem1nat1on of Cr1m1na1 Offender Enfor—,;

bility for the ma1ntenance and d1ssem1nat1on -of cr1m1na| uffender 1nformat1nn;
in Oregon. ; | B "' J | | , | ‘ i
(b) Accuracy and Comp]eteness of Information. Infnrmation’ |

entered into (CCH) Cr1m1na] Offender Infbrmat1on files is- based on wr1tten

documents subm1tted to the OSP by Cr1m1na1 Just1ce Agenc1es reportxng thEIP :j”
record of official act1on, wh1ch documents conta1n f1ngerpr1nt or other ‘

verification as to the 1dent1ty of the 1nd1v1dua1 to whom the 1nfornat1on o

OSP is respon51b1e for the‘accunacy and‘ebmp1etene§é“df*fnfon'?

System.






CONTINUED
- O10F2




- 82 <

Th1s respons1b111ty extends on]y to 1nfbrmat1on conta1ned in
, ?the documents as. subm1tted to 0SP. o | '

(c) Removal of Information. OSP fs réSpdnsibleifdn remOVal"

':;‘ {1nformat1on from the Oregon (CCH) Criminal Ofrender Informaf1on and

s’the NCIC CCH System where required by Taw or eourt order.i In the event

‘ﬁffthe OSP d1scovers there has been an erroneous entry in crim1na1 offender

’y1nfbnmat1on records ma1nta1ned by 1t, it sha1] make a reasonab]e effort |

v'f,nto}not1fy any rec1p1ent person or agency known to have rece1ved such

*7*]ﬁtip:1'fbrmat1on within a reasonab]e;per1odAprecedxng discovery of the error, .

heifact of such error and of the correct 1nformat1on. Any such

rroneaus or 1naccurate 1nformat1on shall be purged from the rerord and

3rep1aced by the correct 1nformatwon.
1 | (d) Entry of Informat1on Only term1nals located at O5P or
:f’;”‘others des1gnated by the Super1ntendent of the OSP are al]owed to anter

3;]records into the-(CCH) regon system or to change exlst1ng records.

{e) . Informat1on to Qua11f1ed Criminal Justice Agencies. O0SP

s responsible for prov1d1ng (CCH) Cr1m1na1 0ffender information to
qua11f1ed Criminal Justice Agencies (via LEDS). Such information will be

furnished, after proper inguiry, in either’(summary) computerized form,

~yia LEDS or (complete record) do;unentvform.A

(f) Development of Operational ProcedunES. 0SP is rESpdnsible ‘
';for development of dperational‘procedures to be fol1owed by CriminaT’
Justice Agenc1es (with terminals) having access to Oregon (and) Cr1m1nal

“*Offender Informat1on and NCIC~CCH files.

(g) A]] Criminal Offender information distr1buted by the OSP

‘;1sha11 conta1n a notice in writing in substant1a11y the fo1IOW1ng 1anguage°~

' "A11 persons are advised that the information conta1ned in thws report can




only be considered accurate for a periOd‘of six'months'trom‘the:datel”“JT'&

of this report. For RCCUrate~information,.new inquiry must be made."

A1 agencies shall insofar as is feasible, taking into

cons1derat1on the then existing capab111tx of the 0OSP to respond

~ request and obtain a current cr1m1na1 offender 1niormat1on record when o

that record is to be d1ssem1nated out51de that agency

- (2) Law Enforcement Data System - Executive Department

(a) NCIC Contro] Terminal Responsibility. LEDS is the "state
control term1na1" for the NCIC 1nterface to Oregon and is respons1b1e |
for assuring that a]] po]1c1es and rules for access to the Oregon (and/) or the
NCIC-CCH Systems are adhered to by Oregon Jser agenc1es.»lld

(b) System Development and Operation. LEDS 1sfmesppnsiblef1d
for providing the computer hardware and software capab111t1es necessary 7»
to insure the efficient processing and 1ntegr1ty of the 1nformat10n . |
stoped 1nvthe Oregen CCH System and for interfacing to,the NCICaCCH SyStem. :
| | 4_?(c) dPh}sical Security of;COmputer\Insta]lation; .LEDS'%S '
reSponsible,fdr deveIOpment and implementation of policies and procedures
to safeguard tne*CCH information at the central computer site from

accidentai or malicious damage or unauthorized access or use. -

{d) Audit and Inspection of User Agenc1es. LEDS is respons1b1e * kfﬁt 0

for periodically auditing and 1nspect1ng each terminal 1ocat10n ccess1n9

CCH  _or  the FBI NCIC-CCH to insure compliance with the pub11shed ru)es,

po11c1es and procedures. L
CCH term1na] transact1on records w111 be ma1nta1ned at and hy

LEDS and will be made ava11ab1e to part1c1patnng Cr1m1na1 Just1ce Agenc1es. *’:“d"




 ‘Rule 10-025 ACCESS TO AND USE OF (CCH) CRIMINAL OFFENDER INFORMATION. .=
(1) :Access to (CCH) OSP Criminal Offender information by .

(meahs of terminals) any means shall be limited to: (Criminal Justice | | ﬁ': B
Agencies)

{a) Criminal Justice Agencies, where the information is to

be used for criminal justice purposes or criminal justice agency employ-

ment.

(b) Other state and local agencies, after application to the

Criminal Records Council and upon Executive Order of the Governor, where

the infgrmation is required to implement a Federal or State Statute or

Executive Order that expressly refers to criminal conduct and contains

requirements or exclusions expressly based on such conduct.

B ﬁ ((2) A Criminal Justice Agency shall obtain CCH information
U only in situations in which it is required by that agency for purposes _
of fulfilling its legal responsibilities. , All inquiries to CCH shall
be based on a valid reason to obtain the information.)

(2) Access to CCH information by means of terminals shall

be limited tp authorized Criminal Justice Agencies using their agency

identification number (ORI).

(3) Inquiries for nonofficial purposes or the checking of

records for unauthorized persons or agencies outside the Criminal Justice
community (are) is prohibited.

(4) (CCH) Criminal Offender information may be furnished

only to authorized agency employees (of Criminal Justice Agencies) and
no person who has been convicted of a crime which could have resulted in
a sentence to a Federal or State Penitentiary will be allowed to operate

a terminal accessing CCH information or {ctherwise) have access to (CCH)

CriminaTIOffender information.



Exceptions to this rﬁ]e may be made in extraordinary cir-
cumstances upon written application to the Superintendent of the Oregon
State Police setting forth such circumstances. The Superintendent cof
the OSP will maintain a central file where such exception authorizations
shall be filed.

(5) Screening of Criminal Justice Agency and Regional
Criminal Justice information system employees who have access to CCH

or Criminal Offender information records is the responsibility of the

employing agency.

(6) Any Criminal Justice Agency obtaining (CCH) Criminal

Offender information (and/) or NCIC-CCH information, either directly

through that agency's terminals, or through the terminal of another
Criminal Justice Agency, must have executed a written agreement with thé
OSP prior to such access. ‘ o -

(7) Security of Terminals. Any terminal with CCH accessing
capability must be physically secure and placed in a location nof
available to unauthorized persons; %Terminals must be so placed that
unauthorized persons may not observe the content of messages transmitted
or received on such terminal.

(8) Security of (CCH) Criminal Offender Information Records.
Any Criminal Justice Agency obtaining (CCH) Criminal Offender information

shall maintain those records in secure files until they are destroyed

by burning or shredding, and shall treat those records in such a Eanner

that the record does not become public infbrmation in any later

proceeding, except through court order or as otherwise provided by law.

(9) Radio Transmission. Any radio transmission of (CCH)

Criminal Offender Infbrmatfon<records‘sha11 be Jimited to essential
details only, with information identifying individuals and offenses

concealed insofar as possible.

T 0T " g
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Plain text transmission of an entire {summary or full ccH)

record is prohibited.

Rule 10-030 CRIMINAL JUSTICE RESEARCH AND EVALUATION PROJECTS.

(1) (CCH) Criminal Offender information will be made available

to qualified persons for research and evaluation related to criminal

justice activity upon written application to the Criminal Records Council

or, in exigent circumstances for temporary access to the Superintendent
of the Oregon State Police but authorization to utilize such information

will be (given only) conditioned upon:

({a) When the benefits from such projects may be reasonably
anticipated to outweigh the po.2ntial harm to system security and
individual privacy, and,)

(a) The execution of nondisc]osure agreements by aly

participants in théfprogram. -
(b) When such qualified persons acknowledge a fundamental
commitment to respect individual privacy interests with the identification

of stbjects of such information divorced as fuily as possibie from the

data received, and (,) agree to comply with any additional requirements

and conditions found necessary to assure the protection of personal privacy

and system security interests, and,

~(c) When a specific agreement is executed between such
quaiified persons and the OSP, the agreement stating the scope of the
project, the permissible dissemination of information received and a
prohibition against furni;bing or use of such information for any purpose
other than that for which it was obtained.

(d) Where temporary access is authorized by the Superintendent

of the 0SP, he shall report the reasons for such temporary grant to the

)l
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Criminal Records Council for review and comment at its next regular

meeting. No temporary grant of access shall be valid for more than 30

days or after the next regularly scheduled Council meeting, whichever

period is longer.

(e) OSP and LEDS will retain the right to monitor and audit

any approved criminal justice research and evaluation project and to

terminate access to CCH oy Criminal Offender information if a

violation of this rule is detected.

Rule 10-035 ACCESS BY INDIVIDUALS FOR PURPOSE OF REVIEW AND/OR CHALLENGE.
(1) Any individual desiring to review information coﬁcerang .

himself maintained in the (CCH) OSP Criminal Offender Record System, or |

who believes that the information as maintained is inaccurate, incomplete e

or maintained in violation of any State or Federal statute or act, shall

be entitled to review such information anc obtain a copy thereof for

the purpose of challenge or cdrrection. The OSP shall not.charge an

individual for a reasonable request to provide him with a copy of Criminal

Offender information which refers to him.

(2) Verification of such individual's identity may only.be
effécted through submission, in writing, of name, date of birth, and a
set of rolled ink fingerprints to the Oregon StaterPoTice. The request o
for review may be made at the General Headquarters of the Orégon,State
Police, Salem, Oregon, or through any Oregon Criminal Justice Agency.

The OSP may prescribe reasonable hours and places of inspect%on;

If the request is made at other than the General Headquarters -
of the Oregon State Police and, after>positi§e fﬁentification-by the
0SP of the fingerprints submitted, copy of the (CCH) ;écord, alongiwith
the fingerprints submitted for that purpose, will be forwarded to the

Criminal Justice Agency to,whom,thegreques% was made.

.4
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(3) Upon receipt of such (CCH) record that agency (must)
§§gll_furnish same to the individual named in the record and at the
same timé return to that individual the fingerprints submitted for
positive identification.

(4) A1l data included in the {CCH) Criminal Offender

iﬁforhation record is obtained from contributing Criminal Justice Agencies.
If after review of the information concerning himself as

maintained in (the CCH) such record, the individual believes that it

is incomplete or incorrect in any respect and wishes changes, corrections

or updating of the alleged deficiency, he must make application directly

to the contributor of the questioned information, requesting the appropriate

agency to correct it in accordance with its respactive administrative rules

and procedures. Upon receipt of an official communication directly

from the agencf.which contributed the original information, the OSP wili
make any changes necessary in accordance with the information supplied
by the agency.

(5) Any individual whose record is not removed, modified, or
carrected as he may request, following refusal by the agency originally
contributing such information, may proceed under the provisions of
Rules 30.00 to 30.80 of the Attorney General's Model Rules of Practice
and Procedures under the Administrative Procedure Act, relating to con-

tested cases and judicial review.

After conclusion of such procedﬁre or review, any information
found to be inaccurate, incomplete, or improperly maintained, shall be
removed from the individual's record and the originating agency so
notified with copy of the record as corrected being furnished to‘the
challenging individual.

(6) Any Criminal Justice Agency receiving a (CCH) record
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after such notice of contested case has been filed and prior to final | :

determination, shall be notified by the OSP that the record is being
challenged.

Rule 10-040 ANNUAL AUDITS. At least once annually, the Governor shall
cause to be conducted a random audit of the practices and procedures

of the OSP and LEDS concerning information collected and disseminatéd
pursuant to Executive Orders 74-6 and 75-23 and these rules to i%sure

compliance with thé«requirements and restrictions set forth.

Rule 10-045 VIOLATION OF RULES. Willful violation of published rules

relating to (CCH) Criminal Offender Information record by any (Criminal

q

Justice) authorized agency or employee may result in immediate termination
of such agency's right to receive such information from the Oregon (CCHY o
System and/or the NCIC-CCH System.

Reinstatement will be effected only upon demonstration by the N .

(Criminal Justice) Agency that the cause of such violation has been
corrected. Final determination as to the reinstatement of any agency

so terminated will be the responsibility of the OSP.

Rule 10-050 RIGHTS OF APPEAL. A Criminal Justiﬁe‘Agency or employee
desiring to appeal any action? order, or administrative ruling:by the
OSP or LEDS may proceed undef}the provisions of Rules 30.00 to 30.80
of the Attorney General's Model Rules for Practice and Proceduresv;ndeﬁ

the Administrative Procedure Act re[ating-to>contestedrcases»ahd jpdiqiai‘

S 27
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CHAPTER 548, OREGON LAWS, 1975
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COCREGON LECISLATIVE ASSEMBLY-—1975 REGULAR SESSION
Enrolled

House Bill 2047

Sponsored by COMMITTEE ON J UDICIARY‘

CHAPTER. 248 Tl

AN ACT =
Relating to police records; creating new provisions; amending ORS 137.225,

181.C10 and 181.520; repealing ORS 181.055, 181.510 a.nd 181.520; and
declaring an emergency.

Be It Enacted by the People of the State of Oregon:

Section 1. QRS 181.010 is amended to read'

~181.010. As used in ORS 1£1.010 to 181.540, unless the context ‘Tequires
otherwise:

-{1) “Bureau” means the [central bureau of criminal zdentzfzcatwn}
Depariment of State Police Burean of Criminal Xdentification.

(2) “Criminal offender information” includes records and related data,
fmverpnnts received and compiled by the bureau for purposes of identify-
ing criminal offenders and alleged offenders, records of arrests and the
n'\ture and disposition of criminal charges, including sentencing, confine-
yuent and release.

[(2)1 (3) “Crime for whxch [e report] criminal offender mforma*mn
is required” means: ,

(a) [All felonies; and] Any felony;

(b) .Any misdemeanor or other offense [or violaiion of a city ordinance

any element of] which involves criminal sexual conduct [prohibited by

law; and] ;

(c) Any [misdemeanor or other] of;.ense [or vzolatzon of a city ordi-
nance any of)] which involves the use or sale of narcotic drugs as defined
in ORS 474010 or danderous [drug described] druds defined in ORS
[475.100] 475.010.

[(3)] ¥ “Department" means the Departmen’c of State Police estab-

- lished under ORS 181.020.

[(4)] (5) “Deputy Superintendent” means the Deputy Superintendent
of State Police.

{(5)1 (6) “Law enforcement agency” means [all] county shanrfs
anunicipal police departments State Police, [end] other [peace] polu:e
officers of this and ather states and law enforcement agencies of the Fed-
eral Government.

{(6)] (7) {[%Oregcn State Police” or] “State Police” means the mem- |

bers of the state police force appointed under ORS 181.250.

[(7)] (8) “Superintendent” means the Superintendent of State Police.

©[(8) “State cgency” means the Governor, the Mental Health Division,

ne Corrections Division, the Attorney General, -the district attorney of

an y county of this state, the State Board of Euucatzon and the State Board
of Higher Education.] .

(9) .“Criminal Justice Agency” means:

(a) Thh Governor,

{b) Courts of criminal jurisdiction,

91
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(¢) The Attorney General, .

{(d) Distsict attorneys, .
{e) Law enforcement agencies,

(£) The Corrections Division,

() The State Board of Parole, and

(h) Auy other stafe or local agency designated by order of the Gov-

ernor.
(i0) “Disposition report” means a form or process prescribed or fur-
nished by the bureau, containing a description of the ultimate action taken

subsequent to an arrest.

SECTION 2. ORS 181.085 is repealed and section 3 of this Act is enacted
in lieu thereof.

SECTION 3. (1) There is established in the department a bureau of.
criminal 1dent1f1catxon w}uch shall be operated by the department.

(2) The bureau shall: :

(a) Install and maintain systems for filing and retnewng fmgerpnnt
data and supplemental information submitted by criminal justice agencies
for the identification of cnmmal offenders as the superintendent deems
necessary;

(b) Employ its fingerprint récord file as a basis for identifying indi-
vxduals and providing criminal offender information to criminal justice
agencies while acting in the performance of their official duties;

{c) Prepare and subimit to the Governor reports and statistics based on
information in its possession; and

(d) Undertake such other projects as are necessary or appropriate to .

the speedy collection and dissemination of information relating to crimes
and ¢riminals.

SECTION 4. ORS 181510 is repealed and section 5 of this Act is
enacted in lieu thereof.

- SECTION 5. (i) A law enforcement agency mmedlately upon the
arrest of a person for a crime shall:

(2) Place the required fingerprints and identifying data on forms -

prescribed or furnished by the bureau, photograph the arrested person,
and promptly transmit the form and photograph to the bureau.

(b) If the arrest is disposed of by the arresting agency, cause the
disposition report to be completed and promptly transmitted to the bureau.

(c) If the arrest is not disposed of by the agency, cause the disposition.
report to be forwarded to the court that will dispose of the charge for

action by the court in accordance with section 6a of this 1975 Act.

(2) A law enforcement agency may record, in addition to fingerprints,
the palm prints, sole prints, toe prints, or other personal identifiérs when,
in the discretion of the agency, it Is necessary to effect identification of the
persons or to the investigation of the crime charged.

(3) A law enforcement agency, for the purpose of identification, may
record and submit to the bureau the fingerprints of persons arrested for
crimes for which criminal offender information is not required.

(4) The prosecuting attorney shall submit to the court a disposition
report for submission by the court to the bhureau in, accordance with section
6a of this 1975 Act.

. SECTION 6. ORS 181520 is repealed and section 6a of this Act is en-
acted in lieu thereof.

SECTION 6a. Courts shall cause the final court order or judgment of
a crime for which criminal ¢Zfender information is required to be reported
promptly to the bureau. The State Court Administrator, upon notice by
the bureau, shail make inquiry as to the status of an arrest which has not

been reported disposed of within a reasonable time after the date of arrest. .

Enrolled House Bill 2047 Page 2

g
%

TN

Thrd e

Sy ""}W:"{r',‘).\"ft?!‘:i‘ RALS

<

AL

)
i

-u"ﬂh‘ 4

el
e

EMEF]

 +}
2




If from such inquiry the State Court Administrator believes that a court,
or its clerk or administrator, may not be making satisfactory reports of
dispositions he shall report his findings in relation thereto to the Supreme
Court for its action. . v : :

Section 7. ORS 181.540 is amended to read:

181.540. Notwithstanding the provisions of ORS 192.410 to 192.500 relat-
ing to [confidentiality and accessibility for public inspection of] public
records {,] the fingerprints, photographs, records and reports compiled
{under the provisions of ORS 181.510 to 181.530] uniler this 1975 Act are
confidential and exempt from [are not acccessible for] public inspection
excep§: [as providad in subsection (2) of ORS 181.063, or as ordered by
court. . ’ :

(1) Asordered by a court; or '

(2) As provided in iules adopted by the department under-ORS‘

183.310 to 182.500 to govern access to and use of computerized criminal
offender information including access by an individual for review or chal-
Ienge of his own records. ‘

~

' SECTION 8. The department shall adopt rules under ORS 183.310 to

183.500 establishing procedures: . :
(1) Limiting access to information to criminal justice and other state

- and local agencies when the information is required to perform a duty or

function expressly required by statute; .

(2) For individual inspection and challenge of criminal record infor-
mation relating to himself; and . .

(3) Providing for purging or expunging of inaccurate and incomplete

arrest, charge and disposition information. - | .
SECTION 9. Section 8 of this Act is added to and made a part of ORS

. chapter 181.

Section 10. ORS137.225 is amended to read: -

137.225. (1) Every defendant convicted of a Class C felony, or-the
crime of possession of the narcotic drug marijuana when that crime was
punishable as a felony only, or a crime punishable as either a felony or a.
misdemeanor in the discretion of the couri, or a misdemeanor, including a
violation of a municipal ordinance for which a jail sentence may be im-
posed, or a violation as described by ORS 167.207 [or] , 167.217 or 167.222, at
any time after the lapse of three years from the date of pronouncement of
judgment, if he has fully complied with and performed the sentence of the
court, and is not under charge of commission of any crime, may move the
court wherein such conviction was entered for an entry of an order setling

aside such conviction. A copy of the motion and a full set of the defendant’s

fingerprints shall be served upon the office of the prosecuting attorney
who prosecuted the crime or violation and opportunity be given to contast

“the motion. The fingerprint card with the notation “motion for setling

aside conviction” shall be forwardsd fo the bureau. Information resulting
from the fingerprint search along with the fingerprint card 'shall be re-
turned to the prosscuting attorney. Upon hearing the motion the court may
require the filing of such affidavits and may require the taking of such
proofs as it deems proper. If the court determines that the circumstances
and behavior of the applicant from the date of conviction to the date of the
hearing on the motion warrant setting aside the conviction, it shall enter
an appropriate order which shall state the original arrest charge and the
conviction charge if different from the original, date of charge, submitting
agency and disposition. The order shall further state that positive identifi-
cation has Leen established by the bureau and further identified as to state
bureau number or submitting agency number . Upon the entry of such an
order, the applicant for purposes of the law shall be deemed not to have

Enrolled House Bill 204‘7,‘  ) - 0 = Page3"
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been previously convicted and the court shall issue an order sealmg the . e
record of convictiorn and other official records in the case, including the
records of arrest resulting in the criminal proceeding. The clerk of the
court shall forward a certified copy of the order fo such agencies as
directed b y the court. A ceriified copy must be sent to the Corrections
Divisien when the person has been in the custody of the Corrections Divi-
siocn. Upon entry of such an order, such conviction, arrest or other procsed-
ing shail be deemed not to have occurrnd and the applicant may answer
accordingly any gquestions relating to their occurrence.

(2) 'The provisions of subsection (1) of this section do not apply to:

(2) A state or runicipal traffic offense; or

(b) A person convicted of more than one offense, excluding motor
vehicle violations, whether the second or additional convictions occurred
in the same action in which the conviction as to which relief is sought
occurred or in another action; or - .

(c) A person who prenously had a conv1ct10n set aside pursuant to
this section. -

(3) The provisions of subsection (1) of t‘ms section apply ‘co convic-
tions which occurred hefore, as well as those which occurred after, Septem-
ber 9, 1971.

(4) For purposes of any civil action in which truth is an element of
a cause of action or affirmative defense, the provisions of this section pro- .
viding that the conviction, arrest or other-proceeding be deemed not to
have occurred shall oot’apply and a party may apply to the court for an
order requn-mg disclosure of the official records in the case as may be
necessary in the interest of justice. -

.SECTION 11. This Act being necessary for the 1mmed1ate preservation .
of the public peace, health and s safety, an emergency is declared tfo exist, -
and this Act takes effect on July 1, 1975.

S
T~

-

Appfoved by the Governor June'30,‘ 1975. T
Filed in the office of Secretary of State July 1, 1975.
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NI oW 00T 2.4 1975
EQ-75-23 : CLAY MYERS

% "”UTI ORDER NO.

SECR:TARY OF s‘rA FE SECRETARY OF STATE

: { AX%§7'

‘September 16, 1975; and

'p£OVLSlons of the aforesaid Chapter 786 are desirable

IN THE MATTER OF SECURITY AND PRIVACY POLICY DIRECTION _
FOR THE USE OF CRIMINAL OFFENDER INFORMATION MAINTAINED » "—
BY THE OREGON STATE POLICE BUREAU OF CRIMINAL IDENTIFICATION.

: Thé above matter came on before the Governor - - -
on the 24th day of October, 1975; and . o . .

It appearing to the Governor that Chapter 786,
Oregon Laws 1975 (Enrolled HB 2579) was repealed on . L

- It appearing to the Governor that the aforesaid
Chapter 786 related to criminal justice information
systems and provided certain rights. and limitations
relatlng thereto; and

It appearlng to the Governor that many of the

and necessary to secure the right of privacy; and .

It appearing to the Governor that many of the
salutary objectives of the aforesaid Chapter 786 can )
be attained by the direction of the Governor, as Chief ’ R

" Executive of the State of Oregon, to the Superintendent °

of the Oregon State Police in that the Department of
State Police Bureau of Criminal Identification is the
central rep051tory of all significant criminal offender
lnformatlon in Oregon; and , . -

It appearing to the Governor that it is necessary

- to provide for a trial policy which will assist ‘the

Interim Committee on Judiciary in theilr deliberations

vvtowardo proposed leglslatlon for the Plfty—Nlnth Leglslatlve

Assembly; and S . : i
It appearing to the Governor that it. is necessary to
establish a system of control of criminal offender information
to fulfill Oregon's responsibility for a state.plan and , A
implementation process pursuant to Sections 501 and 524 (b) .
of the Omnibus Crime Control and Safe Streets Act of 1968,

- as amended by the Crime Control Act ‘'of 1973, and the Governor

being fully advised in the premises; it is, therefore
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ORDERED AND DIRECTED that the compilation,
maintenance and dissemination of criminal offender : : .
information (as that term is defined by ORS 181.010(2) - =1
as amended by Chapter 548, Oregon Laws 1975) shall be e
governed by the provisions of this Executive Order,
which shall be effective only with regard to state,
as opposed to regional or local, agencies; and it is’
further

L ORDERED AND DIRECTED that the Oregon State Police
- and, where necessary, the Executive Department, shall
do the following in implementing ORS Chapter 181, .as
amended by Chapter 548, Oregon Laws 1975:

Section 1. Criminal Offender Information shall be
available only to the following:

a. Criminal Justice Agencies, as defined in Section
1(9) (a) to (g) of §1 of Chapter 548, Oregon
Laws 1975;°

b. A Governor—designated "Criminal Justice Agency”

as provided in Section 1(9) (h) of §1 of Chapter ' :
548, Oregon Laws 1975; , L

c. Those persons or agencies granted access to such
information pursuant to Sections 7 and 8 of
Chapter 548, Oregon Laws 1975. ‘

Section 2. The Oregon State Police shall not permanently
maintain within its criminal offender information systems,
information about the peolitical, religious or social views,
associations or activities of any individual, group, '
association, corporation, business or partnership unless

such information directly relates to an investigation

of past or threatened criminal acts or activities and .
there are reasonable grounds to suspecﬁ the subject of o
the information is or may be involved in crlmlnal acts » 3
or activities. . N '

Section 3. Those persons or agencies undertaking research e
and evaluation on the effective date of this Executive . ’
Order not governed by Sections 4 and 5 of this Executive S
Order shall re-apply for access, following the procedure L
set forth in Section 4(2) of this Executive Order. . :

. ;
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Section 4. (1) Aall agencies désignated by the Governor,
as provided in subsection (b) of Section 1 of this oxder,

~shall conform to the conditions of such designation and

shall be deemed designated only after following the
procedures set forth in Section 6 of this Executive Order.

. (2) All agencies designated by the Governor, pursuant

to subksection (b) of Section 1 of this Executive Oxder,
prior to the effective date of this Executive Order shall,
within 60 days, apply to the .Criminal Records Council

for redesignation consideration. Such application for

reference upon which that agency's need for criminal
of fender information 'is based. The Council shall. advise

" the Governor as to whether fedeSLgnatlon should be
.granted, and, if so, under what conditions, if any. If

no redesignation be granted within 90 days after the
effective date of this Executive Order, designation by

- the Governor shall be deemed to have lapsed. -

Section 5. (1) Those persons oxr agen01es granted access to
criminal offender information pursuant to subsection (c) _

of Section 1 of this Executive Order shall make appllcatlon
to the Criminal Records Council pursuant to Section 6 of
this Executive Order.

_(2) Those persons heretofore granted access pursuant to

» subsection (¢) of Section 1 of this Executive Orxrder shall

re-apply for access, following the procedure set forth in .
Section 4(2) of this Executive Order, as appropriate.

Section 6. (1) Whenever the Governor designates a "Criminal
Justice Agency" pursuant to subsection (b) of Section 1l.o0f
this - -Executive Order or whenever an application for access

is submitted to the Superintendent of the Oregon State

Police or his agent, that person shall submit such application
to the Criminal Records Council for its review'and comment,
which action shall be completed qigg;n_AS days of submission ° -
unless the Governor or the Superintendent agrees to a longer
time.  Upon receipt of a recommendation from the Council,

the Governor or the Superintendent, as the case may be,

may grant; either with or without conditions, or deny

access to criminal offender information.

)

i
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(2) When the Council recommends access to criminal ' 'f;
offender information pursuant to SHbSG”thﬁA(l) of ‘ L8

this section, it shall:

(a) Make a specific finding of the duty and I
function requiring the ‘access and a determination 7
that the access should be granted and used L.

exclusively for the performance of the duty LT
and function upon which the access is based; and . .

(b) Recommend such conditions as may be ' - R nﬂ
necessary to protect the system securlty and ‘ . ’
individual privacy. i ) T

PR e I

(3) Under departmental rules of the Oregon State Police -
and subsection (c) of Section 1 of this Executive Order,
authorization of access to' other persons or agencies by
the Superintendent may be either:

{a) Access to information relating to a specific _ . .
» ‘3 . 3 » . . ! . . . .
identifiable individual on a single occasion; or

(b) A general grant of access. General grants e §
shall be for a specified period of time, not to e
exceed two years, and shall be required to be ‘ : -
renewed within specified periods.

In addition to other specifications and requirements,. the B
authorization under subsection (1) of this section shall IR
provide for the execution of nondisclosure agreements and -
audits and shall specify the character of the information
the Oregon State Police may provide.

(4) When the Superintendent of the Oregon State Police o L
authorizes access to criminal offender information for .
research purposes pursuant to this section, the authorlzatlonf
shall be conditioned upon: . i .

(a) The execution of nondisclosure agreementa by all ,
participants in the research program; and \{ _ o
(b) Such additional requirements and,condition3*1
including such statements as he may find necessary -

to assure the protection of privacy and securlty .
_interests.

s e RN IR . . a  an
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Section 7. The Superintendent of the Oregon State Police

" may authorize temporary access to criminal offender

“information for criminal justice research cor evaluation
- projects in exigent circumstances. In such cases, the

Superintendent shall set forth the reasons for such
temporary grant and report the same to the Council. Such
projects shall be presented to the Council in accordance
with Sections 5 and 6 of this Executive Order at its next
regular meeting. for its recommendations. No temporary
grant of access-shall be valid for more than 30 days

or after the next regularly scheduled council meeting,
whlchever is longer.

Section 8. All criminal offender information distributed
by the Oregon State Police shall contain a notice in wrltlng
in substantially the follow1ng language:

"All persons are advised that the information contalned
in this report can only be considered 'accurate for a period
of six months from the date of this report. For accurate

information, new inquiry must be made.”

Section 9. (1) Each individual shall have the right to
inspect. the criminal offender information maintained by .-
the Oregon State Police concerning himself. If an individual
believes such’ information to be inaccurate or 1ncomplete,

Mhe may request theyappropriate agencies to correct it in

accordance with their respective administrative rules and

- procedures. Requests for correction and notification to

the Oregon State Police shall be in writing.
(2) The Oregon State Police may prescrlbe reasonable

' houws and places of inspection and may impdse such

additional restrictions, including fingerprinting, ‘as are
reasonably necessary both to assure the record's security

* and to verify the identities of those who seek to inspect
them.

(3) The Oregon State Police shall not charge an individual -
for reasonable requests to provide him with a copy of"

criminal offender information which refers to him. '
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Section 10. The Criminal Records Council created under

Section 11 of this Executive Order, shall do the -
following in the exercise of its adv1sory functions:

1.

Review, at the pleasure of the Governor, any
proposed amendments to this Executive Order
and all other executive orders relating to
criminal offender information collected,
processed, maintained, preserved or dis-
seminated by the Oregon State Police; ‘

Review all proposed rules of the Oregon State
Police adopted pursuant to Sections 7 and 8
of Chapter 548, Oregon Laws 1975;

Monitor the implementation of~this Executive
Order and any amendment thereto;

Review procedures of the Oregon State Police

and the Law Enforcement«Data System for the -

physical security, conpleteness and accuracy
of information contained in its information
systems;

Coordinate, in cooperation with the Oregon State
Police and the Law Enforcement Data System,

a continuing education program for the proper
use and control of criminal offender information;

Review procedures of the Oregon State Police for -
criminal record verification;

Review procedures of the Oregon State Police and
Law Enforcement . Data System for periodic’audits

of data and practices of criminal justice agencies
in compliance with rules adopted by the Oregon

;VState Police:

Review procedures of Oregon State Police and Law -
Enforcement Data System to limit access to .
criminal offender information; o

Make such reports to the Governor on its actxv;tles

and recommendatlons, as requested.by hlm,

N
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10. Review and advise the state law enforcement planning

agency and the Oregon State Police in the development
and implementation of Oregon's Security and Privacy
.Plan, pursuant to Sections 501 and 524 (b) of the
Omnibus Crime Control and Safe Streets Act of 1968,
as amended by the Crime Control Act of 1973.

Section 1l1l. (1) There is hereby established the Criminal
Record Council. The Governor shall appoint to the Council
nine members. No more than four members of the Council
shall be/off1c1als, officers or employees of criminal
justice agencies listed in subsection (a) of Sectlon 1

of this Executive Order.

(2) 1In appointing members to the Criminal Record Council
the Governor shall attempt as far as possible to provide
representation from the general public, the news media,
state and local government and criminal justice agencies.
(3) The term of office of each member is four years.
Before the expiration of the term of a member, the Governor
shall appoint a successor whose term begins on July 1 next
following. A member is eligible for reappointment, but
"no person shall be eligible to serve more than two con-
secutive terms. In case of a vacancy for any cause, the
Governor shall appoint a person to f£ill the office for
"the unexpired term. ‘

(4) The Criminal Record Council shall advise and assist
the Governor in performing the duties imposed by Section
10 of this Executive Order.

(5) NotW1thstandlng the term of office speclfled in
subsection (1) of this Executive Order, of the members
first appointed to the Council:

L (a) Three shall serve for terms ending June 30,
T 1977. They are:

Ken Joﬁnson, Salem i
Gene Daugherty, Salem
Martin Sells, St. Helens

§
\
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(b) Three shall serve for terms ending
June 30, 1978. They are:

Don Newell, Beaverton
Roger Wallingford, Portland
Gary Conkling, Astoria

(c) Three shall serve for terms ending
June 30, 1979. They are:

Freddye Petett, Portland
Dave Smedemz, Corvallis
Roz Slovic, Eugene

Section 12, In the event the Oregon State Police’
discovers there has been an erroneous entry in.criminal
offender information records maintained by it, it shall ©
make reasonable efforts to notify any recipient person

or agency known to have received such information within
a reasonable period preceding discovery of the error,

of the fact of such error and of the correct information.

Section 13. The Oregon State Police shall prcmulgate

and adopt administrative rules under Chapter 183, Oregon
Revised Statutes, to assure compliance with the objectives
of this Executive Order in providing the best possible
security and accuracy of criminal offender information.

Section 14. The provisions of this Executive Oxrder shall
be in full force and effect as of January 1, 1976.

IN TESTIMONY WHEREOF, I have
hereunto set my hand and caused
the Seal of the State of Oregon
to be hereunto .affixed this
24th day of October, 1975.

Governor

g o PR ' 4 g . R

ATTEST :

‘//7,/ 7
Secretarﬁpﬁf’Statecf
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EXECUTIVE ORDER NO. EO - 74 - 6

SECURITY AND PRIVACY OF OREGON COMPUTERIZED CRIMINAL HISTORY -
. SYSTEM

Development of the Oregon Computerized Criminal History System
and participation in the national system (NCIC-CCH) ware
authorized to respond to needs of criminal justice agenc1es
for fast access to criminal offender records.

Oregon Computerized Criminal History files contain information .
on a person's record of arrests, the nature and disposition of
-criminal charges, sentencing, confinement, rehabilitation and
release, plus identifying data relating only to fingerprints CT
of applicants submitted under Oregon law. These files do not
contain intelligence information or other unrelated data. -

The potential of this system to improve the criminal justice _ |
process is great, but increased spzed and av-ailability of : .
information through computer terminals increases a potential

for abuse or misuse of an individual's criminal history record.

Development of the Oregon Computerized Criminal History Systen
is near completion and ready for implementation, without
statutory law providing necessary security of the systen or
privacy of the information therein. ¥

IT IS ORDEREZD AND DIRECTED that the Oregon State Police shall,"
through promulgation and implementation of rules pursuant to
ORS chaptexr 183:

1. Be responsible for accuracy and completeness of information -
entered into the- Oregon Computerized Criminal History System v
and any information subsequently transmitted for 1nc1u51on

.in the national system (VCIC-CCH). .

2. Develop procedures to assure that access is limited to i

criminal justice agencies, on a basis only'of official need. ..

3. Prescribe and require written agreements by all such agenc;es‘
and regional systems to assure compliarice with thls executlve ,
order. . ¥

4. -Implement procedures to assure each individual’s right to
review and challenge information in the system about himself.

A\
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IT IS FURTHER ORDERED AND DIRECTED, under rules promulgated by

the Oregon State Police pursuant to ORS chapter 183, that the
Executive Department, Law Enforcement Data System, acting as

the NCIC state control terminal for Oregon, be responsible fox
providing system development and oparation, physical security -
of computer installation, and audit and inspection of all userx
terminal locations.

- IT IS FURTHER ORDERED AND DIRECTED that all Oregon Criminal

Justice agencies participating in, or utilizing data from, the
Oregon CCH program take immediate steps under rules prorulgated :
by the Oregon State Police pursuant to ORS chapter 183, to insure
that all required information contained therein is kept as
complete, accurate and current as is possible. -
IN TESTIMONY WHEREOF, I have hereunto
subscribed my name and caused to be
affixed the great seal of the State
of Oregon. Done at Salem, Oregon,
this 4th day of March, 1974.

'f; 18 Ca,é_;(,-

Governor

By the Governor:

Secretary az'State L g

2
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e, o CRIMINAL JUSTICE AGENCY CCH AUDIT -~ "~ . -~ =~ - ~ =

AGENCY ORI 'DATE

‘Agency staff member{s) participating

. CCH audit conducted by LEDS staff niember(s)

Does your agency have a terminal with CCH access capabilities?

Yes No

’ 1f answer is no, go to questions 2, 3, 4 (a and b), 5, 6, 8 {a and b),
9, 13 and 14. If yes, complete entire questionnaire. .

Terminal 1ocation(s)

‘1. 1Is access to CCH information by means of your terminal limited
to criminal justice agencies? .

Yes No

Comment:

2. Is CCH information obtained by this dsoartment only in 51tuatlons

required by your agency for purposes of fulfilling 1t s legal
responsibilities?

Yes ’ No

Comment :

3. Does your department make CCH inquiries that are for non-official
purposes or for the checking of records for persons or agenc1es
outside the criminal justice communlty7(e g.; County ComnlsSLOners;

Yes . No

L . Comment :

;' o 4a. Do you furnish CCH 1nformat10n only to authorlzed employees of
s criminal justice agenc1es° : 3 i e

Yesv ‘ No -~

Comment :

IS

S




7a.

Tb.

8a.

8b.

.with access to the terminal or CCH information?

109

Is any person who has been convicted of a c;ime which would
have resulted in a sentence to a federal or state penitentiary.

".allowed to operate your department's terminal accessing CCH . r
- information or otherwise have access to CCH information within e

your department.

Yes No (If yes, is exemption on file with OSP?)

Comment:

Have you performed backéiound checks on all persons

Yes " No-

Comment:

Does your department have a current (signed bv current agency
administrator) agreement in effect?

ies No

Comment:

Are all terminals (with CCH accessing capability) located in a
physically secure location not available to unauthorized persons?

Yes No

Comment:

 Are. terminals so placed that unauthorized persons may not

observe the content of messages transmitted or received on the
terminal? . , e . .

Yes - No T N R s

Comment:

=

Do you maintaiﬁ thebtermiﬁal responses from CCH in secdr& fileS?;*“f

Yes ’ -~ No -

Comment£'

Are the records destroyed by burnlng or shreddlng when they are
no longer needed or- pertlnent’ . ;

Yes " No

Comment :




13b.

 14a.

J,'g\t\‘(
: 7\\:51" . :
12,

14b.

" Comment :

Yegs ) Z’No

‘Comment :

’110' i
e f‘ tiiﬁ

Are YOUL radio transm1351ons of CCh records 11n1tea to essential
. details only, with information identifying Lndlv1duals and
.offenses conceaTed 1nsofar as p0551ble7‘p :

P
U
N ~

Does your department use the ORI of the requestlng agency for

“all CCH 1nqu1r1re= at all times?

. Yes =~ "~ No

+ Comment: -

'What'means does your department use to verify the validity'of

: fComment:

“Comment:

 Does yoﬁ:'department maintain a log or record of CCH inquiries? -

- Yes "No -

“Comment:.

. remote requests for CCH 1nformatlon such as received by phone
_or rad:u.o‘> ‘

jHow are other agenc1es, served by your terminal, adv1sed of the
‘;results of thelr CCH inguiries?

" If there is such a record, is it periedically verified to ensure

the validity of the requests processed for'your department? .

Yes . No By whom is it reviewed?

Cdmmént}‘v*

What hours is the terminal manned?

. Hours:

Commeﬁt-'

-

_If manned less than 24 hours per day is thee"SLgn;
Qused as requlred’ . S L B

o ‘vyesv, T e

on/off" procedur.




* »
{
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Final comments and observations:

Completed audit filed at LEDS and report mailed to agency
administrator on

' ‘(7

Signed:

Taw Enforcement Data System |












