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INTRODUCTION 

The states of Oregon, Hawaii; and New York have been 

sel~cted as model states for development of the Criminal,. 

History Records Information Systems Security and Privacy Plan 

required by federal regulations. 

These regulations require each state which has received 
'1\ 

LEAA funds since 1973, for the development or operati.on'of 

criminal records\, systems, to submit lllans detaili.ng how and ci 

when the state will implement the prov'isions of the regulations. 

Major issues involved are: (1) completeness and accuracy 

of Criminal History Record Information, especially as it relates...:.. 

to reporting of court disposition information1 (2) ability ;for 

the subject of a record to challenge and correct erroneous 

information maintained about him; and (3) limitati~~ of acc~ss 
I i 

to criminal record information to authorized persons and agen-

cies with a valid n,eed to knm'1. 

Other peripheral questions such as the requirements for 

audit trails, annual audits, physical security provisions, ~tc., 

are in support of these primary issues. 

The basic objective of the Plan is to address the issues 

presented by the federal regulations, i:ndicating where Oregon 

is already in compliance and where we are not, and to lay the 

groundwork for imPlement±hg those requirem~nts wi.th which we 
G 

do not now comply. 
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Howeve~, another objective, and perhaps a more important 
\ 

one, is to bt~ng together in one document the essential back-

ground and environment.al information necessary to assist the 

Governor and the Criminal Records Council in developd.ng rules., 

regulations, and procedures to carry out provisions of ·H.B. 2047 

(Chapter -548, Oregon Laws, '1975) and Executive Order"75-23. 

It is not yet entirely clear from the regulations., the 

Plan preparation instructions, and the regional LEAA meetings 

just what effect, if any, the regulations wil~ have 'on the 

operation of systems other than the state Criminal Offender 

Information program.. Although these systems (automated or 

manual) may maintain some or all qf the elements of data which 

are included in the definition of "Criminal History Record 

Information," this data is maintained primarily for investi-

gative and/or subject-in-process purposes rather than for 

purposes of answering questions related to identification of 

an individual or his official criminal record. 

Of the three basic issues: (1) accuracy and completeness; 

(2) right to access and challenge; and (3) l~tations on 

dissemination, only issue number one presents a major problem 

for these systems. That is, they are not designed or intended 

to maintain the complete criminal history record of an indi-. 

vidual. For them to do so would be an unnecessary and costly 

duplication of efforts not in line with their primary functions. 

-vi-
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For these reasons, and because of the advanced state o'f 

development of the statewide Criminal Offender Information 

program in Oregon, the Model Plan will concentrate primarily 

on the central repository which involves two state agencies, 

the Bureau of Criminal Identification in the Department of 

State Police, and the Oregon Law Enforcement Data System 

(LEDS) in the Executive Department. 
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SECTION I 

OREGON SECURITY/PRIVACY BACKGROUND 

Oregon has recognized its responsibilities for protecting 

individual rights to privacy and for ensuring that important 
II 

information which government m~intains about people is kept 

secure. 

In August, 1974, rules were adopted under the Oregon 

Administr,ati veProcedure , Act, outlining responsibi1i.ties, and 

governing the operation of the Oregon Computerized Criminal 

History System. To access CCH £iles, each criminal justice 

agency in the state is required to have a signed agreement 

with the Oregon State Police stating that they understand the 

rules for access and dissemination and agree to aPide by 

them. 

In June, 1975, the Oregon Legislature passed two bills 

addressing the criminal justice information security/pri.vacy 
/) 

issue. The £irst, Chapter 54~, Oregon Law's, 1975, res.tates 
ill, 

II 
the authority of the Oregonc$tate Police, Bureau of Criminal 

1\ 

Identification as the State Central Repository andpro'vides 
.' 

for fo11ow~up of arrests without dispositions through the· 

State Court Administrator's Office. 

It also requires additional administrative rules-governing 
,., 

dissemination, individual access, and purging inaccurate and 

incomplete information. 
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The second bill, House:Bil.1 2579 was repealed on September 

16, 1975, at a special session of' the legislature because of 

a provision limiting dissemination o£ public records. 

In order to retain many of the salutory objectives of 

House Bill 2579, Governor Straub, on October 24; 1975, issued 

Executive Order 75-23 providing Security and Privacy Policy 

direction for the;:mse of criminal offender information main-

tained by the Oregon State Police Bureau of Criminal Identi-
r; 

fication. 

Within Executive Order 75-23, provisions were made for 

IlGovernor designated Criminal Justic.e Agency" access to crimi-

nal offender information, research and evaluation, individual 

access, and the formation of a Criminal Records Council to 

advise and assist the Governor in Security and Privacy matters. 

Copies of the CCH regulations and proposed amendments to 

the Oregon State Police A.dministrative Rules, Chapter 548, 

Oregon Laws, 1975, and Executive Order 75-23 are included as 

Appendicies 1, 2, ,and 3 respectively . 

. Agencies Involved 

For the compliance -.section of the Plan" -(Section" iI) to " 

be meaningful, it is import.ant that the reader have an under

standing of the overall Criminal Justice Information'System 

picture._in Oregon, especially the relationships which exist 

between the Law Enforcement Data System and the Oregon State 

Police in operation of the Computerized Criminal History program. 

to-
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Also important will be an understanding of the recent b~ckground 

and current status of security/privacy policies, legislation, 

and other activities. The purpose' of this section is to provide 

necessary background and organizational information. 

OREGON STATE POLICE BUREAU OF CRHUNAL IDENTIFICATION 

The Oregon Department of State Police, organized in 1931, 

is d~rectly responsible to the Governor (see chart, page 5) 

,,,ho appoints the Superintendent. The Criminal Division of the 

Department is directly responsible for the Department's 

Bureau of Criminal Identification. 

The Oregon State Police Bureau of Criminal Identification. 

has long operated a state criminal history program ona volun

tary contribution basis. The Bureau was desigJ;1ated a State 

Central Repository, with mandatory arrest and disposition 

reporting required under Chapter 547, Oregon Laws, 1963, Sec-

tion 6 (ORS 181.065). 

Under Executive Order 74-6 ,dated l'-1arch 4, 1974, (see Ap

pendix 4) the Governor\of the State of Oregon directed that 
I 

'\ 

the Oregon State Police, as the responsible agency, in the 
" 

absence of statutory law, provide fo~ accuracy and completeness 

of information entered into the Oregon Computerized Criminal 

History System, fo~ the privacy of information therein, and for 

the promulgation and implementation of Ac1ministrative Rules 

limiting access to criminal justice agenpies and regional sys-

t~ms'by means of written agreements and providing procedures 

for individual access for review and c~allenge. 
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The Executive Order fUrther directed that the Executive 
. . 

Department Law Enforc;e~ent Data System, as the NCIC-State 

Control Termincll for Oregon, be responsible for providing 

syste~ development and operation, physical security of com-
. '{,:-

'<:.- -
puter in!Ftallation and audit and inspection of all 'user termi

nal'locations. 

:pursuant to the above Executive Order, aild after public 

bearings, the Department of State Police; under the Adminis

trative Procedure Act, (ORS 183) on June 14, 1974, a,dopted 

',Sections 10-010 through and including Section 10-050 I Chapter 

257, Oregon Adrlinistrative Rules. (See Appendix for revised, 

Oregon State Police l;ules.) 

Authority, Organization, and Staffing 

4 

(Detailed information can be found in Section II, page 21.) 
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Criminal Records 
Council 

Human Resources 
Department 

Corrections 
Division 

Reports entry 
~nd ,release 
information 
to State 
Bureau 

State Suprenie 
court 

State JUdicial 
IJ1£ormation' 
System 

Uses LEDS 
Communications 
System and region 
of IBM/370 computer 

Orga!lizational Relationships 

Law Enf. 
Council ,(OLEC) 

OLEC :DirectQr 
and Staff 

.. ".'" 
" 5 

... '. :<') 

.Statel?1anning ,': 

.Justice: Data, ",";'.;, 
AnalysisCentel::;~ 

. . - , . . ~';7">'~ 

. .~. 

, > ,", ,~ , 

Exec. Order EO-'ll-IS LEDS . Advisory: . 
- - - - - ~ - - - -- - - - Commi ttae -

Criminal 
r~ivision 
1..:1'1 

,.\ 

B':ilreau of Criminal.. 
Identific~ltion 

~~~~=Z~~ __ ~ 

Data Sys terns '., 
Division 

~x'ec. Dept. 
Com. Svcs. 
Center 

State Central 
Repository. 
Primary respon
sibility fo;t;. 
S ta te Cr:irni.i1al History 
Program 

Operates sta,te 
criminal justice 
telecommunication 
and infopna tion 
s.y~tem, and state 
uniform crime 
reporting progr~ 

The organizational rel.ationsh.;Lps b~tw~en, :f;heOregon State Police 
Burea\lof Identification (Central StatE! Repository ;~forCHRI) and 

..otller related state agencies,. h, " ," • 
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Staff Divisions 

OREGON STATE POLICE 
ORGANIZATIONAL STRUCTURE 

I Superintendent I 

IDeputy Supt.1 
I 

IMajorl 

Ip lanning & Researchl 

Service Divisions 
I I 

I CrJ.me Lab I ICriminal I IFish & GamellTrafficl LFiscal & Pro'-p.ertv I ponununica tionsllTrainin_CJlIMachine Records! 

1
: . 

_ ,I· 

lArson NarcotJ.cs\ 

11.0. BureauJ-YQuest. Doc.1 

! 

District One 
Headquarters 
Milwaukie 

I 
Astoria 
Beaverton 
Govt., . Camp 
McMinnville 
Milwaukie 
lolul trl0mah 
St. Helens 
The Dalles 
Tillamook 

. Hood River 
Jewel 

Field 
I 

District Two 
Hea\i!quarters 
Salem 

I 
Albany 
Bend 
Corvallis 
cottage Grove 
Eugene 
;Florence' 
Lincoln City' 
Madras 
Mill City n 

Newport . 
Oakridge 
Prineville 
Salem ... 
Sweet Home 

Force 
J 

District Three 
Headquarters 
Medford 

I 
Coos Bay 
Gilchrist 
Gold Beach 
Grants Pass 
Klamath Falls 
Lakeview 
Medford 

, Reedsport I 
Ros~.burg _ 

. I 

,'. 

District Four 
Headquarters 
Baker 

, I 

Arlington 
Baker 
Burns 
Enterprise 
Foss.il 
Heppner 
Hermis1:on 
John Day 
La Grande 
Milton-Freewater '" 
:Ontario 
Pendleton 

'. .' 

', .. -. 

I! 
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LAW ENFORCEMENT DATA SYSTEM (LEDS) 

Authcrity 

The Law Enforcement Data System is established by statute 

(ORS 181.710 - Account, and ORS 181.550 - Crime statistics), 

within the Data Systems Division of the Executive Department. 

The responsibilities of LEDS, under Executive Department Admini-

strative Rule 02-010-02 are to: 

1. Provide improved communications, criminal justice 

records, and information management in support of 

the criminal justice agencies of the state. 

2. Plan, install, and operate a computer-based Law 

Enforcement Data System. 

3. Provide efficiency and speed in handling communica~ 

tions between agencies. 

4. Provide a central location for the collection, 

storage, and maintenance of files of criminal 

justice information, and thereby eliminate duplicate 

recordkeeping throughout the state. 

5. Make available high-speed inquiry into data fi.les 

which include wanted persons, stolen vehicles, crirni-

nal histories, etc. 

6. Coordinate with Public Utility Commissioner and Motor 

Vehicles Division, making use of the driver's license 

and vehicle registration information. 
jj 

\~:y 
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7. Work with and provide staff services to LEDS Advisory 

Committee, which represents the users of the ~ystehl, 

in formulating general policy and making rec0rnmenda-

tions in the operation of the system. 

8. Develop and operate a state Uniform Crime Reporting 

Program to: 

a. Provide information about crime to the Governor, 

Legislature, state and local law enforcement 

planners, and othe'r agencies with responsibil,i-

:ties for the.prevention or reduction.of-crime. 

8 , 

b. Provide planning and operation statistics for con-

tributing agencies. 

c. Satisfy national uniform crime reporting requirements. 

9. Prov'ide a level of training adequate to enable agencies 

to efficiently use the system. 

Organization and Staffing 

LEOS is organized as a section of the Data Systems Division 

within the State Executive Department. It is operationally 

responsible to the Governor through the Data Systems Division 

Administrator and the Director of the Executive Department, 

and is budgeted as a separate entity within the Department. 

LEOS s,t:aff consists of 24 managem.ent, operations, and 

systems and programming personnel. All LEOS personnel are 

directly responsible to the LEOS Manager and perform only LEDS 

functions. All facilit~es and staff'are housed in the Execu-

tive Department, Data Services Building in Salem, Oregon. 



-------l'-~ 

/ 

LEOS is the state control point for interfaces. with NCIC 

and NLETS. Direct interfaces are also maintained with three 

regional Criminal Justice Information Systems (AIRS in Lane 

County, CRISS in Portland and RAIN in Salem), and the states 

9 

of California and Washington, and with the Oregon Motor Vehicles 

Division system. 
I 

LEDS Facilities and Equipment 

The diagram and accompanying explanation below show the 

physical and management relationships between the La\'1 Enrorce-

ment Data System and the Computer Services Center within the 

Data Services Building. 

1. LEOS Communication Computers. LEOS Operation Center 

manned 7 days/week, 24 hours/day. Equipment and sfaff 

under direct control of LEOS Manager. All programming 

done by LEDS staff. 

2 .w~EDS dedicated region in the Executive Department 

computer. All programming done by LEDS staff~ Task 

monitor and data base management system developed and 

used only by LEDS and SJI5· staff for State Judicial 

Information System. Only access is via LEDS communi-

.' 

" 

0, 

.' 

cation system.;' 

3. Dedicated. disc units and controller storesfileSo£' 

stolen vehicles, property, warrants, criminal. his.
;( 
/' 

i tories, police training records and SJIScQurt r~cor:ds. 

4 • Private leased line comm\Ulications' network of 86Al 
, 

teletypes, Hazeltine video terminals" Dataspe~d40 

terminal,s, a.nd other computer j"nterfaces .. 

, . 
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5. Computer room is closed shop with ~agnetic card-key_-

entry. LEDS Manager is ~esponsible for building 

security and allocation of card-keys. 

6. Operations staff reports to Manager of the Computer 

-. 

." 

'. 

Services Section. Manager of Computer Services 

Section and LEDS Manager report to Division-Adminis-

trator. All building and: computer center employees 

are fingerprinted and cleared through LEDS Manager 

and Oregon State Police Bureau of Criminal Identifi-

cation. 

DATA SERVICES BUILDING COM?UTER ROOM 

S 370-155 OS 

LEDS 

Vi 
; , 

UNIVAC-613 
- FRONT-END' 

. COMM. 
NE'lWORK 14\ ~---.-._--!\;J 

_.O, 
'. 

.-

'. 

. - j 
I 

.. 
. i 

J 
" 
" 

I 

I 
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(,,~----
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JUSTICE 
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I I 

LEOS LEDS 
OPERATIONS FIELD 

CENTER' OPERATIONS 

~ .. 

.ORGANI~ATION CHART 

OREGON LhW ENFORCEMENT DATA SYSTEM 

MANAGER . 

i ADM ASST I 

I 
SUPERVISOR 
SYSTEMS & 
PROGRAMMING " 

. I 
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COMMUNICATIONS INFORMATION 
SYSTEMS SYSTEMS 
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HEGIONAL CRD·UNAL JUSTICE INFOR!-1ATION SYSTEr-iS 

There are three regional Criminal Justice Information Sys-

terns in operation in Oregon (AIRS, CRISS, and RAIN). The sub-

sections below and the overview chart on page 18 describes 

briefly the .current status of these systems and the environment 

in which they are managed and operate. 

AIRS and CRISS hqve-been in operation for several years 

and both operate in a shared environment'. Both have received 

substantial amounts of LEAA funding. AIRS and CRISS now use a 

shared teleprocessing monitor and data base management sysbem 

(TCDBMS) which ~vas developed under a 'federal (HEW) grant by a 

consortium of Lane and Multnomah County agencies (Inter Regional 

Information Systems). RAIN is a dedicated system just now being 

implemented. 

There are two critical questions 'Vlhich ~re of concern to 

two of.the regional systems in Oregon. They are: '(.1) -the'issue 

of dedicated systems; and (2) the questions of whether or not 

regional system files (which may contain records of some of a 

person's arrests, and some of the dispositions of some of those 

arrests) constitute files of Criminal, History Record Information. 

It is notable that at the same time one federal agency 

(LEAA) was promulgating regulations requiring d~d~cated com

puters for Crim~nal Justice Information Systems; ahother federal 

agency (HEW) was providing funding for development of a common 
.f""_ ....... 

teleprocessing and data management package to promote the use 

of ,shared systems. 
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STATE JUDICIAL INFOID1ATION SYSTEM (SJIS) 

The Oregon State Judicial Information System Project is 

organized within the State Court Administrator's Office of the 

Oregon Supreme Court. The system currently consists of an on-

line automated case tracking system for the Oregon Supreme Court 

and the Court of Appeals .and is.being expanded to include.gistrict 

find. circui t courts in 6 counties .. : Information '''ill be entered into 

the file by Court or County Clerk personnel at the time a case is 

filed in court. The case aDd tran?actions which occur against it 

will be indexed in various ways including the name of the subject (s}i 

of the case. Under a literal interpretation of the definition some ." 

of this information ''lould be included wi thin the definition .9f 

eriminal History Record Inforrr'.a'tion. 

However, most of this information is currently public 

record in Oregon. Again, this system is designed to be used 

as a casetracking~ or sUbject-in-process system, not a CHRI 

system. In fact, it will consist logically of a system for 

each court that is using it. 

Discussion on these issues is continuing and will result 

in an update to the Plan at a later time. 

AREA INFORMATION RECORDS SYSTEM (AIRS) 

AIRS is a computerized Criminal Justice Information System 

serving agencies in Lane County. The AIRS Project Director 

reports to the District 5 (Lane County) Law }!:niorcement Tech

nical Advisory Committee (TAC). The Director and his staff 
" 

are employees within the Lane County Sheriff"s Office for 

purposes of bUdgeting, accounting, and personnelmaI.1~gement~ 

. o. 

.U 
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AlRS shares the Lane coun.ty IBM S/370-155 computer system 

with other, government ,agencies using a shared teleprocessing. 

monitor and, data base management system (TCDBMS). 
I:: 

Softtvaretechniques are used to rest:r:ict access to:. 

criminal justice files by non-criminal justice terMinals or 

agencies. AIRS files contain many of the elements of Crimi

nal Hisotry Record Information as'define'd in the regulations 

(arrests/charges, disposit.ions, etc.) but this information 

is used,primarily.;::for investigative, use (mastername'inde:x:) 

i;ind for maintaining records. of an individual's status within 

the criminal justice process (jail intake system, court case 

trac~ing system). State CCH files are used to respond to 

criminal history record inquiries. 

AIRS terminals access state and national files via a 

direct line betw~en the Lane County computer and the LEDS 

sY-s,tem. Currently AIRS users may access state CCH files. 

Responses to inquiries to NCIC-CCH files are routed to LEDS 

terminals only (see diagram on page 18). 

COLUMBIA REGIONINFOEMATION SHARING SYSTEM (CRISS) 

CRISS is a regional computerized Criminal Justice Infor

mation System serving agencies in Multnomah County, Oregon; 

and Clark County, Washington. The CRISS Project Director 

reports to the CRISS Executive Board made up of representa-

tives from the City ofPortland·,and ·Mul tnomah County. The. 

CRISS manCigement and Systems ,staff is housed in offices of 

the.Portland Police Bureau. 

." 
. " '" ~ 
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CRISS applications are operated ina shared environment 

in the City of Portland, Multnomah County Data Processing 

Authority (DPA) IBM S/370-l55 computer system with other city 

and county government agencies. The DPA uses the same tele

processing monitor and data base management system (TCDBMS) as 

is used in Lane County. 

Software. techniques are used to restrict access to crimi-

nal justice agency fileD by non-criminal justice terminals Or 

agencies. The CRISS files consist of two basic syst~s, a 

"persons" subsystem and a IIcrime" subsystem. The persons 

subsystem contains the elements of CHRI in much the same way 

that police depar:ttnent alpha files have always contained this 

information. This file also contains indexes to c'riminal in_-

ciq.en't and other files which may involve a per50n (victims, 

witnesses, etc.). These files are used for local investi-

gative and statistical use. The state.CCH file is used for 

criminal his,tory inquiries. 

CRISS terminals aCCeSS state and national criminal justice 

files via ao.irect line,betwe,en the DPA computer aJ,1d theLEDS 

system,. Currently CRISS 'l:,erminalS:, may accesS> st.ateCCH ", 

files. Responses··to inqt:dri~~ to NCIC-CCH, files' are ro11'l::.e<1' 

to LEDS terminals only.- "; 

. ' .. ' ... ; 

REGIONAL AUTOMATED!NFORMATIONNETWQRK ,{RAIN} , 

tJ R1\,IN is a, computerized criminal justice; .informatiorl, 

\' serving agencies in Marion, Polk., 'and Y~mhil1 countie$:~-:,{I,'4e ; , 

RAIR Director re:port,s 

Conunittee'i>lqhichis a 

:eJ{~(:1itive;.,,·', ' 
,., ::, ',::>.' .~ 

"!', 
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These two groups, the DirectoJ:!! and his staff, comprise RAIN, 

which has been established as a consolidated criminal justice 

agency by inter-governmental agreement under ORS 190. The 

Director and his staff are employees of the City of Salem solely 

for fiscal purposes. Various levels of management control 

rest e~t.irely with the Policy Board, the Executive Committee, 

and the Director. 

RAIN utilizes dual PDP-·ll/40 Mini Computer systems, which 

operate teleprocessing and data base management under a soft-

ware package developed in conjunction with PRC/Public Manage-

mant Services, Inc. 

Both physical security and software security techniques 

are utilized to restrict access to RAIN files to only those-

agencies and personnel who have been authorized on the basis 

of "Need to Know" and securi·ty clearance. The RAIN incident 

data base, including incident description. files and an incident 

name file, contains some elements of criminal history record 

information as defin,ed in the federal regulations... However, 

~his information is not a source for building criminal history 

'. records.. Its primary purpose is as an investigat~ve device 

and enables rapid access for purposes of updating the infor-

,mation for timely delivery of service to the community~ and 

incl1.l.desmany incidents which are not classified as crime. 

'Irt9:uiries to criminal history records are obtained by RAIN 

agencies via the interface to the state CCH'files. RAIN has 

a signed agteement with the State Police and is, therefore, 

. ', 
'.,",,: .' " . I ..• 

,', 
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subject to all the regul~tions pertaining to accesS and dis-

semination of criminal offender information. 

The interface arrangement \'lith LEOS permits RAIN terminals 

to access state and national files without having.to use a 

separate system. Because of the technical systems design and 

the management control structure of RAIN, RAIN terminals are 

permitted to receive NCIC/CCH information •. 

,,' --, 

.. -,' 
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OREGON. CRIMINAL JUSTICE INFORMATION SYSDHS 18 " 

37 ~erminals 
12'Agencies 

-- :::::: Lane C('~ 
Computer Ctr .1-------.. 
S/370-l55 

.Master Name Files 
".Subject in Process 
.Case Report Files 

llB 

.. Management/Statistics File 

, RAIN 
16.T~rmina1s/10 Age~cies 

, . Dua1;',PDP 11/40 Mini Computer 

•. Incident Name Files 
.• Inoident Description Files 

.Complaint Dispatch Files 

. 

43 Ilerminals 
9 Agencies 

CRISS 
Mul t. Co. DPA 
S/370-155 

.Master Name File 

.Subject in Process 
Files 

.Case Report File 

.Management/Statisti '. 
Fi1es 

LEDS Duplexed 
" NLETS 

Arizona DPS 
Phoenix 

" 

,"',-----; 
'MVD 
S/370-155 
Salem 

.Vehicle Registration 

.!, Drivers Records 

·LEDS,FILES 
:Exec. Dept. 
8/370-155 
Salem 

, .Vehicles 
, ,~., ,··stoien, ~ss'ing, 

RepoSSessed, . 
"Xmpounded 

. .Wanted Su):)jE!cts 
Wa;rran1:s, MiSSing, 

, Runaways ,LQst/ 

CLETS 
calif". Dept 
of Justice 
RCA-46 
Sacramento 

ACCESS 

Action Comma Stats, 

• Nationwide- Mag. 
Switching 

Nele 
FBI 
S/360-65 
Wash. D.C. 

Wa. State Patro 
Olympia, WA . 
EMR-6~30 

.Stolen Vehicles 

.Felony'Warrants 

.Serialized S:t.0le., '0 

Property 

" , " Stolen ID .Stolen Boats 

;-'1 
',-.... , 

. • Serial.ized and 
,tJnserj.alizedProperty 

stplen"Missing, 
Pawnt!!d, : Inapounded . 

.Stolen Se.curit.ie:~ 

.CriminalHi8~ory 
, .. CJ:imlnal. Hi$tqries (Oregon State Police .CCH program) 
.po~iceTrain!nq Records (Board on Police ·Standards and Training) 
.state~udicial Information ~stem - SJIS (stcste Court Administrator) 

.. 
'. . - .~. 

:~ 
' .... ,. J 

, ~: 
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ACCESS 

AIRS 

CCH 

CLETS 

CRISS 

MVD 

LEOS 

NCIC 

-~.' ",-

ACRONYMS 

A Central Computerizeq Enforcement Service System. 
A statewide criminal j ustice comtnun1cations -system 
operated by the Washington State Patrol in Olympia, 
Washington. LEDS .... ACCESS interface provides high 
speed message switching capability between Oregon 
and Washington. 

Area Information Records ~stem. Regional system 
serving criminal justice agencies in Lane County. 
Shares Lane County computer facilities with other 
local governmental ag~ncies. 

Computerized Criminal History program. Files main
tained by Oregon State-Police Bureau of Criminal 
Identification. pirect inquiry access to Oregon cca 
files is limited to ;authorized criminal justice 
agencies in Oregon. 
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California Law Enforcement Telecommunications ~stem~' 
A statewide criminal justice communications system, ' 
operated by the California Department of Justice in', ' 
Sacramento, California. LEDS-CLETS interface pro'" 
vides high-speed message switching capability between 
Oregon and California. ' 

Columbia Region Information Sharing System. Asysten\, 
serving criminal-justice agencies in-Multnomah COUIlty 
in Oregon, and Clark County in Washington • Shares , 
Portland/Multnomah County Data Processing Authority. 
(DPA) computer with other governmental agenc~es. ' 

Oregon ~.,tor Vehicles Division. Maintains, sta'tewide: " 
files of vehicle registration and driving ,recorc:1s • ." 

i;:}~}~ 

,.i/~;l 
"':~~' 

('i\ 

·,':':~l 
'~,-::::'~)~ 

Law Enforcement Data ~stem.A statwide ,cirlInin?li','~ ,';"";;;;41 
justice communications and, info,rmationsystem .. : U~~$ ',"'?0'_',>~:':~ 
dedicated, duplexed EMR6130 (UniVa.c ger,ies'GOl',', /, '_:~ 
computers for message s'o/i.tc}:ling and provid~s inter~ .,' 
faces to other computer systeml5' ill an~ciut 'of oregon. ,': :~ 
Shar~~dedicated resources of Executive Department ··f 
S/370-155 co~puter l5ystemC);$' h~$t. for. statewiCie' ,i', "'~>~;: 
online c~imin~l justiceirit'arntaticmfil,.es'.f! ,Pro'" 
vides training to all syst.em ,:\l~er$.. ',Op~lZate~ " , 
state Uniform Crime Reporting,prog;raInf), ':' 

,National 'crime,' ,Infoxmation, 'C$nter ~ ',Nati~ncl1.'critn~ ", 
Information system ',' operated~~"by;- 'the, FBI inWashi~<1Ftiri1 

, D.C. 

~ ..... '-

·t· . . , 
._"r .... ';-," • .:.L,+ ....... . 
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National Law Enforcement Telecommunications System. 
A nationwide law enforcement message switching system 
operated by the Arizona Department of Public Safety, 
funded on a prorata basis by al.l states, with recent 
assistance from the Law Enforcement Assistance 
Administration (LEAA). 

Regional Automated Information Network. A regional 
system serving criminal justice-agencies in Marion, 
Polk and Yamhill Counties. It uses '-dedicated dual 
PDE 11/40 minicomputers. 

State Judicial Information ~stem. Is an automated 
court records system which tracks civil and criminal
cases through the District, Circuit7 Court Of Appeals 

" and Supre~e Courts. 

" 
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SECTION TWO 

EXISTING COMPLIANCE AND AGENCY RESPOWSIBILITIES 

The ease and rapidity of data retrieval has greatly in

creased the need for some meaningful controls to be placed 

on the dissemination of this information as well as its col-

lection and storage. If computerized information systems 
, ., 

containing information about individuals, both in the pUblic 

and private sectors, are allowed to grow,unchecked, then,a 

citizen's right of privacy could be lost. Today, the~v~, 

mechanism which has been charged ,"tITi th the protection o·f these 

rights, the, criminal justice system, is in the pi~ocessof 

change as a result of the new computerized technology. 

It is obvious that there are major advq.ntages anq dis";:'

advantages for society as a result of the qevelopment of 

automated Criminal Justic~ Information Systems. ThX'~~~:t'l :::~,r;f;:~:~ 

development of fair, well-foundedeoritrols ,s,qi;:ieiy ca:n 'benefit,t 
, .. ~. . . .' " 

from such systems while still retaining the right to;i.l1cU .. v~du,a~,' 

privacy. To be most effective, such controls musteiiminate 

problems inherent in such systems while at thesar(le' time, , 

derive the maximUm benefits 'it has DO offel:: • The 

,forum to place such controls is the state through 
. . " '" .0 '.'~' 

lative powers. These controls .mustprotecttherighi:;9f"', 

privacy ,which.,isfundamental to everypitizent :W,hi;l~ '~tthe"'" 
~ ..... 

SaIne timesec,uriIlg and allowing criminal j~$il.¢e'agencies:. 
, . ',,'... ,'. ' " 

a'qcess and use, O:f the system capabil;t,ie$,:'In 

.' ,~ 

(; '. 

o 
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neither segments of government not specifically authorized to 

operate in the area of criminal justice 

should be allm'led to collect, store, disseminate, 

recei ve, or use criminal justice information. Hmqever, there 

/L are exceptions to every rule I and none covering the area of 
L~'(j , 

computerized data banks can be "cast in concrete." Many fee~ 

th~t statistic,s and research play a vital role in planning but 

that these areas should not serve as a "catchall," there1:?y 

,sacrificing adequate controls placed on dissemination and use 

{\ ofclninal justice informatiqn. Emphasis has been placed, 

thete£ore, on the primary purpose Qf a Criminal Justice Infor

'mation System by criminal justice agencies - that of providing 

2·2 

the basic data needed to apprehend, prosecute, and rehabilitate 

the criminal offender. Such systems must not be used nor 

misused by other ag~ncies for indirectly related reasons. 

In !~eneral, the numerous guidelines concerning computer" 

data banks have dealt with the specific issues of protection' 
. 

of an individual's right to privacy by insuring the security' 

of the,. information. In Oregon, two of the most. recent and 

lllos't comprehensive measures dealing with security and pri.vacy 

. of, .criminal justice information are Chapter 548, Oregon Laws, 

r1.975" and Exe6iitive Order 75-23 (Appendix 2 and 3) • 

-A.. COMPLETENESS AND ACCURACY 

, . State . Central Repository -. Oregon. State Police 
SUreau of Criminal ,Identification 

Tl1e Department of 'State ~olice Bureau of Criminal 
, " ", 1\, ~ lci~nti.fication was fir(~~)eated by legislative authority 

,. -. . -..", ...... ,-.j;;) 

, , 

.,," , ,~ . 'j,.,,-

~ ," , 
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in 1941, ORS 181.065. The Bureau is the stati Central 

Repository for "Cr~(minal Offender Information" which 

"includes records and related data, fingerprints received 

and compiled by the Bureau for purposes of identifying 

criminal offenders and alleged offenders, records of arrests 

and the nature and disposition of criminal charges, including 

sentencing, confinement and release. II The Bureau also 

functions as the State Identification Bureau and maintains 

both manual records systems and the" COlYlputeriz~d Criminal'. 

History Systems with microfiche support. 

In 1975, the Oregon Legislature enacted Chapter 548 -

Oregon Laws, 1975. :75ection 2 of the Act repealed ()RS·l8~. 

065 and Sectid.r:;:, 3 was enacted in lieuthereQf.. . Under .. · .... 

Section 3, Chapter 548 - Oregon Laws ,1975 ,l:heBureau 

of Criminal Identification shall: 

" (a) 

lI(b) 

,. (c) 

ned) 

(, 

, ...... 

Install and maintain systems for£iling·and: 
retrieving fingerprint data cilld supplem~nta.l> .. 
information submitted by cJ:':iminaljllSi:ig~agen"'. 
cies for_the identification ofcrintina.l; offenders' 
as the Super~nt~ndent d¢ems ne(:es~ary;)': .•.. 

Emp~~y its fingerprint ~re~or4':~ii;as,"-~'''~a;is': '. 
£or"".identifying.;:ind~vidualseandp:roV;id111~··q):;i.l;lli:", 
nalofferider information' .;to c~llli:tnal.;·jq$:tJ;,Q~~ ..... ",' 
agencies whLleacting in. the ·peipf(jrmari.¢~;f,~.~>'· . 
their o ffi.c i'al duties : '.~'.~ . ;. "';:':,., . 

". 
',.;,.,. 

Prepare and s:llbmit, totlleG6v~:!:-np;r:i:epq#~fap4", .' 
statistics based oninformatioU,ini.ts'O, ..... : 
and, . . . ". . ... , ..... /. ..' .. 

~~d=~~;~!:~ ~~h~"P~~;g~~St~~~£g:~~'~m~"'ti:' 
semination of· 'infopnatioxi.:,rel~tinq:ttg',"G:rifues:··ana ""~'" 

crim~nals .e" '" .. '" ~N'i;~:f:,,~·:};:,,\'V~':'H'~/i'~.·'::.~ .. e •• ;?i'·;.·~'~;},;" 
-: > "';. 

- '; .. "':, ,: . 
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Organization and Staffing 

The Bureau of Criminai Identification, under the overa11 

supervision of the Commander of the Criminal Division, is 

headed by a Lieutenant who has a staff of seven sworn 

officers and 19 classified (non-sworn) employees!. Located 

in the Department's General Headquarters at 107 Public 

Service Building, Salem, the Bureau collects, maintains 

and provides Criminal Offender Record Information to Oregon -

criminal justice agencies'~ The Bureau also pro~ides identi-

fication services to the agencies upon request. 

zation chart is included on page 6. 

Facilities and Equipment 

An organi-

With a ba~)e of over 818,000 fingerprint cards con

tributed by Oregon law enforcement agencies, the Bureau, 

in 1972, began ,.the conversion of active criminal history 

records to a computer data pase with microfilmed source 

d6~uments. As of December, 1975, over 87,000 ac~ive records 

had been so converted. 

Law Enforcement Data System 

LEDS is the "State Control Terminal" for the NCIC 

interface to· Oregon and is responsible for assuring that 

"all p"olicies and rules for access to the Oregon ahd/or 

;:; NCIC"":CCHsystems are adhered to by Oregon user agencies 

>J;"t is al~oresponsible for providing the computer hardware 
. - . ~ ~ 

. " 

and sof1:wal;e cap~llities necessary to insure the efficient . ,. ~ . . • Ii 

proeessing and integrity of the information stored in .the 

);fctc-CCH sy~stem .• 

" 
'v' 

.... -. ~. 
..... ,-' .. ,1/ 
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LEDS is also responsible for the. development and imple

mentation of policies and procedures to safeguard the CCH 

information at the central computer site from, accidental 

or malicious damage or unauthorized access or use. Periodi-

cally, each terminal location is inspected and audited to 

insure compliance with the published rules, policies and 

procedures. 

CHRI Operational Procedures 

.,Under Oregon Law (Chapter 548 - Oregon Laws, 1975, 

Section 1), "Criminal Offender Information" is defined to 

include "records and related data, fingerprints received 

and compiled by the Bureau for purposes of identifying 

criminal offenders and alleged offenders, records. of 

arrests and the nature and disposition of criminal charges, 

including sentencing, confinement and release." 

A crime for which criminal offender information must 

be reported to the Bureau of Criminal Ident;Lfication is 

- c .:) 

lIany felony or any misdemeanor or other offense' which , 

i:-'\volves criminal sexual conduct or any offense which in .... 

volves the use or sale of narcotic drugs or dangerous dlIUgS.". 

Excluded from the definition are arrests'and court 

actions limite~l only to non-serious violations, e~,g.drunk:":-: 

eness, vagrancy ,dis.turbing the peace, curfew violationi~ 

loitering', traff±cviolations (exqepts.eriousviolations 
.' . 1 • • •• (J 

such a'S manslaught$r,dtivirig underthe·;·~nfluence'()f drugs, 
'< io.,'·'.' ' ,.,' -' . 

'.' (.") 

,oJ;' liguo:r, and .hitanci run). . Offen$es¢o1ll1lt;itt(;!dpYju.v~Ilile 
. :0 

1,. 

',. 

" 
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9ffenders are also excluded unless a juvenile offender is 

remanded to an adult court. 

Criminal justice agencies qualifying for receipt of 

criminal offender informat)ion from the Bureau of Criminal 

Identification are defined in Chapter 548 - Oregon La'tl7s, . 

1975 as: 

"The Governor 
Courts of Criminal Jurisdiction 
The Attorney General 
District Attorneys 
Law Enforcement Agencies 
The Corrections Division 
The State Board of Parole, and 
Any other state or local agency designated by 
the Governor." 

A law enforcement agency as defined in Chapter 548···-

Oregon Laws, 1975, "means county sheriffs, municipal 

26 

police departments, state police, and other police officers 

of this and other states and law enforcement agencies of 

the federal government." 

Section 5 of Chapter 548, Oregon Laws, 1975, requires 

that a law enforcement agency, immediately upon the arrest 

of a person for a crime shall: 

"(1) (a) Place the required fingerprini:;s and 
identifying data ()n forms prescribed or fur-- ~"'" 
nished by the Bure.au, photograph the arrested 
persons, and promptly transmit the form and 
photogr,aph to the Bureau •••. " 

"(3) .. A law enforcement agency, for the purpose of 
identification, may record and submit to the 
aur~au the fingerprints of persons arrested 
for crimes for which criminal offender infor
mation i.s not required." 

".' . 
..:)"' " 
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Section 5, subsection 1 of Chapter 548, Oregon Laws, 

1975, expressly refers to the obligations of a law enforce-

ment agency relating to reporting of dispositions of crimes 

for which criminal offender information is required. 

Disposition Reporting System 

The operational procedures used by the Bureau 

of Crim.inal Identification to insure completeness are 

integrated into the criminal identification procedures in 

order to insure positive identification (accuracy and 

integrity). This process is illustrated on the follmqing 

charts (on pages 29 and 30)."· The more specific· procedure's 

which includes updating the records as the dispositions;are 

received by th~ Bureau are shown on.,the chart on page 30~ 

These charts illustrate the several stages. of the process 

whereby trained staff check the information supplied to 

ensure the reports are complete. 

Where reports are not complete, the forms are returned 

to the originating agency or otherwise followed up by the 

Bureau as part of these ongoing functions. 

The procedures to ensure that the criminal history 

records are complete, that is, that disposition subsequent 

to arrest are forwarded to the Bureau, are in development. 

The disposition forms that are now utili.zed within the 

state are the standardized forms supplied by the FBI. 

Although forms are provided and disposition reporting 

is statutorily required (Chapter 548 - Oregon Laws, 1975) 

analyses of the completeness of .the record file maintained 

!,,~-< ' 
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.reveals that many6f· these reports, for various reasons, 

are not received by the Burea~. Over the past few years, 

'staff>at the Bureau have made coordinated efforts to pro- . 

. mote reporting which has included training and information 

sessions with many groups representing the various sectors 

28 

of the criminal justice system. Statistical computer.pro-. 

grams· ran against the file indicate the percentage of com

'pleteness of records is constantly improving with time. 

on-sife visits with the variousagenci.es '·and,groups 

inevitably have revealed that the main:reasons for lack of~ 

'record completeness are due to the lack of development 

of administrative and operational procedures and the local 

agency ~ s responsibility for completing the various forms-. 

Consequently, the Bureau has developed new forms to 

ease the reporting burden. Printing is: complete for this 

form which cons'ists of a "snap-out" pre-numbered .finger-

print card that is multi-level - arrest and disposition 

information with self-checking digit. 

This new combination form will be disseminated to all 

·Oregon law enforcement agencies for use on or about July, 

1976. 

Complete Disposition Reporting in 90 Days 

Chapter 548, Oregon Laws, 1975, amended ORS 181.010 

(Definitions) to read, "(2) 'Criminal Offender Information' 

(supra) includes - - - records of arrests and the nature 
J 

and· disposition of criminal charges including sentenc:j..ng, 

confinement an.d release. n "Disposi tion report" is defined 

,) -. 
, .~ 

':' 
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PERFORM 
INQUIRY 

RETURN 
RESPONSE T 
INQUlRING 
TERMINAL 

"',,, ,. 

Y 
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, . 

. ~C~e~~~!~CIitih~~t t~~ ~~~~i~~~~>~O."' •. 
inquiry is, rej ected.. . ;; 

" . .".~···f~:~.::~:·~ 

.' • Each author.ized ag~ncy 'rnust,liav~/$i~a:~~ 
a9'J:"eemeriton.file·.wi.th9:t'ego:n.sJ;~~e:.:;:;~~~ 
Police· Onl vORI I s ofauthori~ed"':(i<;;;l 

: .'''\ '. . ....... . ' .... ' ",' .. '.. '. ".' •... ' ','.-,"' c,'" 

ager.fcies areinaint,ainediil:valj.:4i'f,:y\",:\", 
table. Any valid 1;e):;minal;can;:in(;rq,:;i.~~f:~ 
for any valid ORI. , . . .' /."i·;' ... :~"; 

.' ~' " :~. ~ 

.-' :,::.,-, '>'...~;~:,'\~ 

'J " .:: ;~. ': "; '.~ :~~. ~·.~ •• ::i.':<:,.~;:.,:::'.;~:;:/::.:;·~~:~ I 

.Terminals are to be ~:d:.gn.ed.:9~ir.imYt.~~~;: 
not manned 24 hrs./da.y~ .... 'J;nqlli3:y7',~roltl'~~~1 
valid terminal will he 'rejected±£' ;;}:~!; 

. '::~::::Si:i::::aO::.·~~~8¢~;:i;~~~~ 
Both valid and inV'alid':;in,gqir·:L~$,,~¢~\:,t::· 

··logged. Both' state: (;1ndN:p+C;CCf!t:t:r~,~:~ 
"(are. checked_ .' ., '., ............ : . ···~,;.i~;,,\ 

.. /:,\';~; 
.,Ifa record isfol,lnd '~n theStatetii~; 
it is returneq.-to,' the inquirio(.l terlltL1j:, 
\'lhether a LEDS . terminal or regionalj'"J 
$y~temter:mi:n(ll. . . ",' ,':,! 

, ,'" :1ci\~~~ 

." .'. . , " '>,', ",X~v:t;~ 
,_ Ict:.arecoJ:'d,.l.sfoundon NCI~CGa,,;e.nEt4:y1 
;:.,-resPo.ris~ma:}Cbe;~~'turnetl:l,.t9~':;~iEb~~~'~~~ 
,2p\Itt:terminaJ:.,only ~., ,.,'If.:l;.l),e;~hq~~l;Xn9:\;;J 
,<tel;mi~a~ is _an.AIRSor:~;$S,t~~i~~;~!~ 
,the're$po,rls~J~~11.be,Aetu..rneq'.:tQa." .',::;r
'p;re-:-d~f.irie~,'ass9ci~te4:r..~l?9. i:~j:rn1n~1?~~ 
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"ADD TO 
CCH 

r-----.s.-.-,! . 

ADD TO' 
I 

MICROFILM 
.JACKET 

.Source'Oocuments . (arrest- priirt:'card~J" 
courtdisp.os i tion,reportPI 'cor;c~c:ti,oni; 
~ntry/release r?port;,s)st.\bmitte¢L to' " 
Oregon State Police .Bureau 'o;E:Ide:o,ti..- ' .• 
fication per ORS181~ O§.$~.All CCH fil 
updatingiimited' to -. 3 " '\T,iaeotermi:p.aLs.·' 
located in the Bureau. " 

. " - . ., . ' '.. :,~ . ,~~ . 
----'!"""'-----,--:"---~---------'!"----~---""!"'--.--...,.~ ,. 

• CCH inquiry-made by name and ether 
identifiers. possible matches are 
PtJlledfrom master fingerprint cal:d _, 
file •. If no initial CCIl match .. pri:p.ts 
are classified and checked against 
master print. 

If ·not already in CCH, prior history 
is converted .. 

---------------------------------------
.If not identified, new record is 
created and ~ew State 1D Number witn 
check digit assigned . 

• Ne"tv record or new element added to 
computer file. If arrest, automatic 
notification of upq.ate and identifica"· 
tionof SUbject returned en-line to 
arresting agency. All updates legged., 
onto disk, and later copied to tape .. 

"Ne"tv microfilm jacket created .or ne~-1 . 
transacation added to existing jac:;:ket:. 
Microfilm jackets f;iled by .5tatelD', 
Number. . . ' . 

" . 

NOTE: Oregon currently not updating 
NC1C-CCH files. 

F(";'~;' 
\.,< (' 

~, 

E_f.·~~_.-c' ... { .... ;,'_~,.,'~./:? .. ·,-6.~, ... ,o,' ••.• ,., •• ,,'.~ .• ·.,.~.,. ;""'.,,.,,:.', Q" 0 ... • '...... , • .' • .~ .. '.' •• i' 
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as "a formal process prescribed or furnished l:>y theaureau', 

containing a description of the ultimate aCtiol1 taken sub-

sequent to arrest." 

However, while Chapter 548, Oregon La\'1s; 1975, does 

not contain language requiring dispositions occurring ',' 

within the state to be reported within 90 (iaysafter the 
// . 

disposition has occurred, Section 6a does require "prompt" 

reporting wi thin a "reasonable time." It isexpectedthq.t ,',"" 
- ~ 

the Bureau will further define these terms under SectionS> 

of Chapter 548, Oregon Laws, 1975. Sect':ion 8requ'ir~s the" 

State Police to adopt rules establishing procedures pro~.': 

viding for purging or expur19'in9' of inaccurate and incomplet~., 

arrest charge and disposition informatiorr.. It is antici-

pated that the State Police 'will develop and promulgate' 

these rules by December, 1976. 

Police 

Section 5, of Chapter 548, Oregon La\']sf 197,!5,,. 

'law enforcement agencies to immeQ:l.CI,.·telYfuI?on:;tli~ 
.." . . , 

of a person for a, crime, place the required£ingerpri]lts 
, . '.. 

and identifying data on a formp:rescr!bed ,off~rrl·ished:bY~.' 
';,', '" < ',', ,.". • ", ••• 

. '. \0., " ,. " '.' '., 
the Bureau, photograph the arrestedperson,a,ndp:tompt1Y' 

transmi,t the inf()rrnation and photogr~ptlto' t.he-Bur,~au; , 

If the arre$t is disposed of by,'the 

the'disposition report must be completed and promptly. 
F',':. 

II ,." 

transmit.ted to the Bureau" However,: if . the arres1:c:tfi;.nQ~: 

disposed of by the agency, the cdisppsition" report ,wil:~ , ' 

be forwarded to the court for fw;ther .set.tlement "of the ' ' 
; ~\ 

matt~r in'accorqance 'W,ith Section 6a.' .. 
,) 

.0 

" :~ ~' 
'.,-' 

fl 
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Prosecutor and Trial Courts 

Section 6a of' Chapter 54~, Oregon La\'1s, .1975, requires 

that "Courts shall cause the final court order or judgment 

of a crime for which criminal offen~er information is re-

quired to be reported promptly to the Bureau. The State 

Court Administrator, upon notice by the Bureau, shall make 

inquiry,as to the status of ap. arrest which has not been 

reported disposed of within a reasonable time after the 

date of arrest. If, from such inquiry, the Sta-ce Court 

Administrator believes that a court, or its clerk, or its 

administrator, may not be making satisfactory reports of 

. dispositions, he shall report his findings in relation 

thereto to the Supreme Court for its action." 

Appellate Courts 

Under Oregon Law (ORS 138.270), the Oregon Supreme: 

Court and" the" C~)Urtof AppeaJ-s do not finally dispose of any 

criminal matter. The Appellate·Court decision mandates the 

Trial Court and the final disposition is made by the Trial 

Court with dispos{tion to be submitted by that court. 

Probation 

Oregon Law (ORS 181.530) req"a.ires that liThe Super

intendent of any institution of this state shall notify 

·the Bureau prior to the~elease, or immediately after the 

escape from such institution, of any person committeq to 

such institution for a crime for which a report is required ~ 

" or unp.er civil commitment as a sexually dangerous person, ___ " 

'-e,-

/) 

• 'J 

,. iI ., 
·;.,,;;,:'L 
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Correctional Institutions 

The Adult Parole and Prohation Section, Corrections ;, .. 
( '. 

Division, Department of Human Resources'".has adopted 

administrative procedures to reP9rtall' releases from 

state institutions to the Bureau of Criminal Identifi:::- ," " 

cation and, in addition, disposition de,tails of all" .. ~ , 

probationary sentenc~s ,'including terminations i received 

in state courts. 

Deficiences 

Oregon Law does not cover dispositions sucn as diver

sion programs, summary probation, local jail sentences or 

offender based transaction system dispositions. A study." 

",ill be undertaken to identify the areas o£ dispositions 

., 

not covered under Chapter 548, Oregon Laws, 1975. Upon 

comple1tionof this study, appropriate rules will be dev~lopecl 

and proposed>legislation drafted by July, 1977. 

Query of Central Repository Before Dissemination 
, . 

Query before disseminatiop. is not speclfically required' 

under Chapter 548, Oregort Laws, 1975. However, Executive 

Order 75-23 and proposeCiamendments to the Oregon State 

'::',. 
. ~-; 
.;,.", . 
. '. ~~ 

" ;j 
,.j 

. :', 
".,.J 

' .• ':' >{~ 
.. 1 
• ",,~ I 

Police Admin~,strati ve Rules require all. criIi:tinal record ' .:.; 
, 
.. il I .. ' \::;il 
. :i1l 

information distributed by Oregon State ·Poli.ce . to con1:;al::p. .' ,,':,~'~ 

:e n:::::d i:n w:~ t:
g 

i~n::::t:: :::h::ltcord 
shou1d not ....... , .....•.. :;: .• ~.~, ••.. ~ 

. Procedures have now been adopted b:y '.~~p requj,riri<,;1" t! 
," ,. ;. '6 . 0,;., :':f~j 

centri:!-l':rtepo$$1;6ii, '; .. ;J .... :.;.~ ....• ~? 
... ~ ... ~ 

~pr:bor to disseminatio~ of anycril11in~l' History. ne~~~d:.. "0,,',\ 
'.,. i' ': '~').' ' ... , :t' 

criminal jQsticeagenc~es to query the 

:. ;" 
'. ' . . ,,', 
) . .~'-r.,,'~ 

. ··'~·~~~.~."~~iij.j·.i~.~,1t.~.;j1i~i:i;:_~, 
_,1 : 
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Information to assure that the most pp-to':"date disposition 

'data is being.used. Policy, i~ beingado.pted by the OSP to 

be included in a revised agreement form between OSP and 

Criminal Justice Agencies which will require appropriate 

inquiry of the central repository. 

Accuracy and Systematic Audit 
/(i:rc 

The Bureau of Criminal Identification has the responsi~. 

bility for maintaining accurate and complete information 

as appears in OSP Administrative Rules - Section'10-020, 

system Responsibilities. 

(1) . Ore'gon State Police 

" i..' 

II (a) Maintenance and Dissemination of Criminal 
Offender Information. The Oregon State Police 
has statutory and administrative responsibility 
for the maintenance and dissemination of crimi
nal offender information in Oregon. 

"(b) Accuracy and Completeness of Information. Infor
mation entered into CCH files is based on written 
documents submitted to the OSP by criminal jus
tice. agencies reporting their record of official 
action, which documents contain fingerprint'or 
other verification as to the identity of the 
individual to whom the information refers. 

OSP is responsible for the accuracy and complete
ness of informat.ion.::entered into the~Or~gon"'CCH' 
system and any information subsequently trans
mitted for inclusion in the NCIC-CCH system. 

This responsibility extends only to information 
contained in the documents as submitted toOSP. 

II (c).Removal of Information.. Only terminals located 
Cl,t OSPOl;' others designated by the Superintendent 
of the OSP are allowed to enter records into the 
CCH system or to change exis~ing record73." 

i' 

... 
', •. '!';,J " 

, . .' 

•• 
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The Bureau of Criminal Identification" verifies the 

accuracy of data by comparing anyCHRI '\'liththesource 

documents. These source documents include the original. 

fingerpri,nt card, corrections division information,. and 

final disposition reports. The new state fingerprint 

card and disposition form will improve the accuracy ... 
" 

LEOS responsibility for accuracy and validity of CHIU 

appears in OSP Administrative~u;Les - Sectiozj 10.010. 

(2) Law Enforcement Data System -. Executive Department' 

" (a) NCIC Control Terminal Responsibility. LEOS, 

,> 
" , 

is the 'state control terminal' for ,the NCIC';', ~ 
interface to Oregon and is'responsible for' 
assuring that allpq1icies and ru1es£or acc~ss 
to the Oregon and/or NCIC-CCH systems"a,re ad-~ ,:.:7: 

" {b} 

" (c) 

" (d) 

hered to by Oregon user agencies. ' " 

System Developm,ent ,and Operation. LEDS is " , 
responsiblefor:1 providing the 'computer hardwar~ 
and software capabill ties necessary to ~nsure,' '. ' 
the efficient processing and,integri ty of·, the' " 
information stored in theOregori CCH ,Sy~tem and 
for interfacing to the NCIC-CCHsystem. 

" 
Physical Security of Computer ,Installation. 
LEDS is responsible for development afidimple
mentation of~policies anc:i procedures tosafe~ 
guard the CCH information at the centraL com..,.. () 
putersite from accidental or maliCious.dam,age 
or unauthorized acces,s Or use.'; , 

Audit and Insp~ction 'of User Agencies. 'LEDS~ 
is responsible forperoiodical1y atiditingaild' 
inspecting each terminal location to insUre ' , 
compliance with the publiShed" rules'l,policies 
apd procedures" ' '"'' 

, '~1;\~ 
", ,:. )':"~~ 

, ," " "'''''~ 
.~ .• ,.;~~ I 

.. ':' .:.w 

,:~:')J 

. ,'.,. "'> ""zt}~ eCH' te,rminal transaction records: will' b~' maini-:'" c' '",1 

tained at and by Ll!:DS and ,wiil.ben1tide:~'Vcd~l;a.l:?~', " "Cd 
to parttcipatin\f crilnin~ justice agenCies." ... . ,:jc;i~ 
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Delinquent Disposition Monitoring 

It·is anticipated that improvements will be made in 

the existing automated CHRI system. These improvements 

36 

'. will be part of the delinquency disposition reporting 

system and will be implemented by OSP and LEDS by March, 

1977. A program is now unde~vay to provide the Bureau with 

delinquency lists. Under Oregon Administrative Rules, 

Chapter 257 - Section 10-020 asp is responsible for removal 

of information from the Oregon CCH and the NCIC-.CCH system·' 

where required by law or court order. 

Notification Procedures 

Realizing that existing procedure~ do not adequately 

meet the federal regulation, Oregon will review present _ 

dissemination/transaction logging procedures to p.rovide 

for mo!:"e readily identifying those agencies who have 

received any particular ;,eHR! within the previous year. 

These procedures will be instituted by March, 1977. In 

the interim, policy will be directed toward all user 

agencies, requesting users to make additional inquiries 

whenever they want a CHRI on a spe1cific individual ra.ther 

than.1maintaining and using previously obtained CHRI. 

:;: B • LIMITS ON DISS:EMlNATION 

.. ' ,',0 

The present access to and use of CHRI is presently 

regulated by Chapter 548, Oregon Laws, 1975, and Oregon 

~nistrative Rules, Chapter 257 - Section 10-025. 

o 

d, . 

:;'-;" . :' 
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"(I) Access to CCH information by means of termi
nals shall be limited to criminal justice 
agencies. 

"(2) A criminal justice agency shall obtain CCH 
information only in situations in which it is 
required by that agency for purposes of ful
filling its legal responsibilities. All in-
quiries to CCH shall be based on a valid 
reason to obtain the information. 

n(3) Inquiries for non-official purposes or' the check
ing of records for persons or.agencies outside 
the criminal justice community are prohibited. n 

" (6) Any criminal justice agency obtaining CCHand/cir}' 
NCIC-CCH info:r:rnation, eithe:r: direct1y.t.hrough 
that agency's terminals or through the.terminal 
of another criminal justice agency, must have, 
executed a written agreement with the oSP prior 
to such access." 

Recent legislation, Chapter 54~, Oregon Laws, 1975, 
., 

and Executive Order 75-23 articulate Inore specifically the 

limits of access to criminal record information. 

Criminal Justice Agencies 

Section I of Chapter 548, Oregon Laws, 1975, lim~ts 

the definition of "Criminal Justice Agencies it , to thOE;e-
, . 

specifically listed: The Governor of the State of Oregon.;' . 
, 

the courts of criminal jurisdication in the state of Oregon; 
;-': -

the Attorney Gen~ral of the State of Oregon; d~strict. 

attorneys; police forces, specificallY. the Oregon State' 
,. 

Police; County Sheriffs ,and inunicip,al. po'Iice~o:rces-::l and 

federal law enforcement agencies; the State Board -o£l?a;ro~e,; . '. 

and any state or local agency designated 'by'order of tbe-; ", 
I . -. • ' . 

o 

.... " 'J . , :.~ 
..... 1; 

.;.:~ 
C;;"'~ 
'il .. ~ 

... ~'/i 
" ·'<.·'i:~ . ,~ 

state' , .' ,,<~.~ . 
. .' -,;,.. ~ 

;'; ".~~,~.\~ 
Governor. 

I. _ '. ' . 

The law permits the Governor'tod~sic;JIlate a 

or local agency as a criminal justice.age~c1 ... 
.~: ·~:>~I':- , 

" . - ~" 

. _ .. ::,.' :~'~'~;';'r -. 
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Non-Criminal Justice Agencies 

Other agencies fall within EO-7S-23, Section 6, whereby "when":' r 

ever an 'application for access is s'u~mitted tbthe Superintendent of 

the Oregon State Police or his agen:':, that person shall submit such 

. application to the Criminal Records Council for its review and com'~ 

; ment,' which action shall be completed withi:n 45 days of submission 

unles;sthe Governor or the Superintendent .agrees to a longer time. 

Upon receipt of a reco:m:m.endation.from the Council, the Governor or 

the SUperintendent, as the caSe may be, may grant, either with ,or 

without conditions, or deny access to criminal offender information. ii, 
t.. -

Service Agencies 

No specific agreements now exist between=~OSP/LEDS· and repre

"$entatives from hardware and software vendors who service the auto-

mated ,equipment involved in LEDS. Appropriate dissemination limita

tion and sanctions will be developed for inclusion in the agreements 

which will be entered into by OSP and appropriate servi,ce compari-

sons bye March, 1977. 

'Research and Evaluation 

Special provisions are directed at agencies performing criminal 

justice re~earclj. and evaluation. SectiOI? 10-030, Chapter 257' of _. 

~the_QregonAdminis-trative::.Rules spells out. the iimits, on' dissemina-....; 

. tion
C

) to these agencies; 

I~ 

(1) Criminal Justice Research Projects 

!( 

nCca inform?-tion will be made available to qualified 

" persons. for research and evaluation related to criIninal, 
, . 

cjustice activity upon writt.en app~ication to the Criminal 
.' . 

Records Council ,or in urg'ent circumstances for temporarY 

access" to the Superintendent of the Oregon State :i?Olic~' 

'but autllol;ization to utilize such infoiInation will 'be 

9onditioned ~~on: 
.It. 

-, ,.' ~ 

. " '~':. ~ , 

.0 

. ~ 
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The executi6nofnondisclos~feag:r:eements' II:' 

by all pal::"tic;i.pantsin tbepro-gram;. .' 
. .' .( -'. 

When such q:qa.lified persdtfs . acknowledge. 
a fundamental conunitmeI)t ,;'to J:"e~peCt .. , 
individual, p;civq,cy inter~sts·w;i.th -tbe' 
identification' of subject.s o,f suchinforo:
mation div:or;ced. as fully aspossfble .from 
the data received and agree to co~p~y 
with any additional requirements a~d can, 
.dit,ions foruld necessary to assure the' _' 
,protection. of person.~l privacy andsy'~;d:em 
secu,ri ty int,eiests;: :; . .' - .. ' . ' 

When a speCl,:i,fic agreement isexecuteCl 
between sucr~ qualified persons. <;lnathe' , 
OSP, the agreement stating the scope of. 
the project,,, ,the permissible dissemina
tion of i;riforIllation received and a pro.;.. 
hibition against furnishing or 'Use of, 
such inforrnlitionfor any PUrpos~other 

::e ~::p:::;h:::e:: :~:1~:::::::::" by 
the Superinte,ndent of the ~OSP, he, shall _ 
report the reasons for s ch'temporary 
grant to the' Criminal Ret' rds 'Council for 

. d . I 1 rev~ew an cgmrn~nt at J.t, next -regu ar . 
meeting. No 'temporary' gl~t ofpaccess . 
shall be valid for more/than' 30 ,days or 
af~er . the nex~,r~~ular¥yscll~~'Ul~,dlllee.t+Il-g" 
wh~chever per.J.od,,:LS. l;~ge:r:::,,:'.,.. . 

OSP and LEOS- \'lill. rE1,~aiIl- ;the l:."ight to. n' 
nion:ltor and a:udit a/yapproved criminal U 

j1;lstice :tes~aroh ,aid, evalu~tion'proj~p~' .. 

Offeii4er Iufo ' on "if a viol~t;i.Qn of 

~~ :.~.~~'~ 
:~ ~>;!: .,'~:~ 

,·'and to terrn~nal .' t' . acceSs toCCHor Cr~m~nal 

this r1,l,le is d~'~' cted. ,.. ". ' . .. 

An example of such an arrai1gemEm~ .is· th.eClg:tie.ernent--~':: . . 
!) " 

~;:. "; ; ... ~ . 

that was .signed. by' the O:regon:t.aw" )!!nfo.r¢ement;co~Uribj;.l·(SP:Ali 
, ':' .' . - " .. 0 . v .. :~~ -' "" " .~ 

La,:w, EnfQ~cement Data System and, . '1:~e; o~egqIl.c:Si;~1:~:/PQlice,··. < .. ,/i~ 
., 0 • .. "'. •. . ,,~ 

. '. _ '. d: . ,- ... ' ...... ': ,,- .' s.~'1_> • .';:".-.. "., ".~~ ,.;,,,, ';: >.:' L< ...... ': ,......' ." -~'~:';~.~ 
... ~o. ti.Eie'j:he irt,forntation in the ~o~puteti'~e:a-·'¢~j,.Ini.~~l:>His~()~: ......... ~ > .• ~ 

. fil·e(e~~ludin:gnam.e$) 'fOr a cr~fllll~rna:l :j'ust.~~e, res~'~T¢l1" ·,t/~';·.,:. .:·.~':1'; 
'0 ~ ' .. , .',' c.\· ,r. ''''.,'', ,'- .~. ',. '" ,D," " "'_ . .:.:'.:,~"" ","','.,,' ,.,.~--'~~" .. , .~~ -. "'-'::~:''!.::.',~ 

projecb~J:lurpo's~ arthe 'Pl:'pj~ct\is. 'tQp.r9vfdetlie :;ru$tic$:~"\,';: ",,':'~,::~" 
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required in the evaluation of Oregon·1 s criminalj ustice 

system and to provide federal, state and local units of 

gover~ment with current statistical information congerning 

events recorded in the operation of the Computerized 

Criminal History program • 

... Val.idating Agency R.ight- to Access Procedures 

The. inquiry process to CCH via the automated s'ystem 

(LEDS) is prograIrl!lled so as to reject an inquiry fr.om an 

unauthorized agency or terminal (see chart on page 29) • 

-.', 

4.0 

. All authorized agencies qualified by law or Executive Order, 

have on file with the OSP a signed agreement form. 

Juvenile-Rec.ords 

With regard t.o the keeping .of juvenile recerds and 
\\ 

reports, ORS 419.567 provides for their cenfident:iality as 

:follows: 

Status of Recerds and Reports 

.('~------~liEf clerk '.of the court shall.. keep a ~Iecord .of 
each case, including therein the su.nurLens and 
ether pre.cess, the peti tien and all ether papers 
in the nature .of pleadings, motions, .orders .of 
the court and· ether papers filed with the C'.!Qurt, 
but excluding ):'eports and other material relat
ing to the,child' s histery and prognosis. The 
record ()f-the case,shall be withheldfrpm public 
inspectien butshafL be .open t.o inspectien by ,-' '-!. 

the child, his parent .or guardian and their 
attorneys. The atterneys·are entitled to copies 
.of . the record .of the case. . . 

.. (2) Reperts· c;mdother .material relating· te"thechild 's 
history and prognesis arepriyilecjeo.and, except 
at the request .of the child,·shall not be dis
clesed directly or indirectly .teanyone. other .. 
than the judge .or, the Ijuvenile court, these 
acting under his direction, and to the atterneys 

.,. , . ,:. ~ ~' 

• J -~ 

,1 
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of record for the child or his parent ox guardian. 
The attorneys are entitled to examine and obtain 
copies of any reports or other material relating 
to the child's history and prognosis. Any attor
ney '\-'ho examines or obtains copies of such reports 
or materials shall be responsible for preserving 
their confidentiality and shall return the copies 
to the court upon the conclusion of his involve
ment in the case. 

11'(3) No information appearing in the record of the 
case or i.n reports or other material relating 
to the child's history or prognosis may .be dis~ 
closed ,to any person not described in subsection 
2 of this section without the consent of the " 
court, and no such information may be'used in 
evidence in any proceeding to establish criminal 
or civil liability against the child, whether 
such proceeding occurs after the child has 
reached 18 years of age or otherwise, except 
for the following purposes: . 

a. In connection with a presentence investigation 
after' the guilt of the child has been admi~ted 
or established in a criminal court. 

b. In connection.with a/proceeding in another 
juvenile court concerning the child or an 
appeal frOli},' the juvenile cop.rt. 

n{4) If the court finds that the child or parent is 
without financial means to purchase all or a 
necessary part of the transcript of the evidence 
or proceedings, the court. shall,· upon 'mo.tion," 
order the transcript or part thereof to be f~r~' -
nished. Thetranscri~t or-part thereoffurni~qed . 
under this subsection shall be paid for. in the ' .. 
same: manner as fuJ:'Ilished t~anscripts are'paid for. 
in criminalcases~'! . ,,'. .. 

ORS 419.567 apP.lies to "each case" in which a petition 

is fiJ:ed with the juvenile cou,,rt,inclilding c~ses which are 

dismissed and do not resllit in a finding thcit the juvenile 

is within the juris.diC?tioJlof',trie cour·tlt,The statute ap;Plies 

to "i.nformation appeari~~ in the reCQ.rdo.f.· tIle 6 Case .~~)~in 

reports or other. material .relatingto.thecl1iid i S'history 
.'/ 

or prognosis." (Emphasissupplj.ed.J.lt'Sh.ailnotbedis.': . 
. ,'~ '. . • ' ... _; " , -.' "'.... .,. '. .'J~ . 

'closed .~.xcept to the .cp~ld, . or ~t'·Q~S,,·req~~$.t';~;·:iji~,Pa.r.erit,·. 
,'i ,,".', "."" v '~:.:. .c .. , ',' • - " 

~. 
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<guardian or attorney, the judge and persons acting .under 

his direction, except by order of the court. ORB 419.567(3). 

This language implies that the prohibition on dis-

closure extends to information outside of the court's own 

records relating to the juvenile. Thus, an officer's 

report of investigation of a school burglary, and of his 

apprehension of a juvenile alleged to have committed the 

burglary, could be held to be subject .to ORS 419.567 with 

its disclosure prohibited except by order of the court. 

The Attorney General of the State of Oregon adopted this 

conclusion in a letter dated December 26, 1972, to Police 

Chief Don L. Newell of Beaverton, aevising him that juve-

nile arrest records should not be placed in a regional 

law en:e-orcementcomputer $ystem. 

Further review of ORS 419.567 and particularly of 

sUbsection.l casts some doubt on this conclusion. Under 

that subsection the "record of the case ll includes: 

" ... the summons and other process, the petition and 
all other papers in the nature of pleadings, motions, 
orders of the court and other papers filed ~ith the 
court ••. " 

It excludes: 

11 ••• report~ and other material relating to the child's 
history and prognosis .•• 11 

The balance of subsection I states who may have access 

to the "record of the case," and subsection 2 states who 

may hava access to the II reports and o'::her material. II It 
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further provides that any attorney authorized to examine 

or obtain .copies of such report's Or mat,erials, at the con.,.. 

clusion of his involvement in the case: 

" ••• shall return the copies to the court •.• " 

Thus, reading ORS ,419.567 as a whole, it appears 

that what would ordinarily constitute a case file in a 

juvenile matter is divided into two:.parts:~ the "record 

of the case '; " and addi tional'~reports and other material. n 

The second category, to the same extent as the first, 

consists of material filed w~th the court. It is, thus, 

quite possible ,to construe ORB 419.567 so that it does 

not reach police reports not actually filed with the court. 

It is nevertheless clear that ORS 419.567 should nQt 

be interpreted so narrowly as to protect only the records 

and reports filed with the court, and not the information 

contained in them. It would be absur.d to say that a 

person (e.g., a caseworker) .required to.report to the 

court would be free to disclose the notes on which his 

report is hased, or what he remembers concerning his 

investigation, but that no violation of ORS 419.567 has 

occurred s,o long as the physicalU integrity of any court 

records is prE:!served. It is the substance 8 'not th~ fonn, 

the information in tp,e records, not th~,pieces of paper, 

which the statute is intended to protect. 

Much of the information necessarily contained in 
r, 

pol~ce reports relating to investigation of an offense by 

a juvenile, or to his apprehepsion, will also be in the 
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court file. Free disclosure of the polic.e reportl?, even 

to other police agencies for law enforce:rnc1h't purposes, \vi1l, 
,-

be in direct violation of the purpose of ORS,419.567 to 

protect the juvenile. This is especially true if the police·· 

report on a prior offense is used in the investigation of 

a later offense. A strong argument could accordingly be 

made that ORS 419.567 does apply to these police reports. 

The purpose for which a police agency would ordinarily 

seek information concerning a juvenile, or make !use either 

of a r~gional law enforcement computer center or infor-

mation obt.ained from the Central Bureau of criminal Investi-

gation, in the interest of their rehabilitation. Release 

of information to other parties or agencies for purpose~ 

such as pre-employment checks would as clearly frustrate 

the objectives of ORS 419.567, with probably less significant 

public benefit. 

If ORS 419.567 is applicable, disclosure is prohibited 

except pursuant to court order. It is irrelevant'that the 

agency seeking the information will not use the information 

to the detriment of the juvenile, or that the public policy 

underlying the statute is not applicable. The court is the 

agency which decides whether disclosure is appropriate in 

view of the interests of the juvenile and the public: it is 

the court which weighs the public policy factors involved. 

Se.condary Dissemination to Non-Criminal Justice Agencies 
. f 

I? 

Under Chapter 548, Oregon Laws, 1975, and under exist-

ing rules, secondary dissemination to non-criminal justice 

agencies is not allowed. All non-crimincil justice agencies 

must apply to the,Governor: 
If 

/. 1/ 

·, 

.. 
·~l· • 
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Dissemination Without Disposition 

Section 8 of Chapter 548; Oregon Laws, 1975, provides 

that the OSP shall adopt rules to establish procedUres: 

"(3) Providing for purging or expunging of inac
curate and incomplete arrest, charge and,dis-. 
position information." 

Dissemination of CHRI. without disposition is allowed 

45 

between criminal justice agencies. This practice does meet 

the federal regulations and under Chapter 548, Oregon Laws, 

1975, further rules will be developed which will adopt one 

or all of the following procedures: 

(1) Adopt more specific rules requ~r~ng complete 
disposition reporting requirements from all 
criminal justice agencies. 

(2) Establish a delinquency disposition reporting
system with a supporting filed~£ollow-up procedure. 

(3) These rules will be developed and promulgated 
by the OSP by December, 1977. 

C. AUDITS AND QUALITY CONTROL 

Under the OSP Administrative Rules, LEDS has the 

responsibility to perform audits and inspections of user 

agencies • 

.. (d) Audit and Inspection of qser Agenc~ies. LEDS 
is respon~ible for pe:r:iodically auditing and 
inspecting each terminal location to insure 
compliance with the publish~d rules, policiesj 
and procedures." 

These rules further call for annual audits, under 

Oregon.Admf.ni!!?trative:Rules, Chapter 257, Section 10-040, 

Annual Audits. At le~st once annually, the Governor shall 

cause to be COBducted 'arandom "audit of the practices and 
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procedures of the OSP and LEOS concerning information 

collected and disseminated pu~suant to Executive Order 74-6 

and these rules to insure compliance with the requirements 

and restrictions set forth. 

Section 10, subsection 7 of Executive Order 75-23 

requires the Criminal Records Council to review procedures 

of the Oregon State Police and Law Enforcement Data System 

for periodic audits of data and practices of criminal 

justice agencies in compliance vlith rules adopted by the 

Oregon State'Police. 

As of the date of this Plan, ,LEOS has conducted pro-

cadural audits of 14 Oregon la\V' enforcement- agencies in 

1975. All agencies. were found to be in compliance with

OSP'Administrative Rules. The LEnS organization has a 

field operations unit vlhich continually makes contact with 

criminal justice agencies in the fi.eld. Their duties will. 

be expanded in 1976 to include providing technical assis-

tance to local agencies regarding security and privacy and 

perform some of the 'routine procedural aUdits. 

Audit Trails and Recreatin~'Data Entry 

Presently a computer log is maintained of all in

quiries and response~ to a~d from the CCH system. The 

information lo~ includes the complete text of the inquiry 

or response, the identification of the originating termi

nal, the date ana. time. All CHR! is entered into CCH at 

the OSPBureau of! Criminal Ident:i,.fication from documents 

supported by fing:erprints. The final court disposition on 

the speci:f;ic'case~ is provided qn a diqposition form whign:' 

includes .finger~rin'!:.s to asp. 

> ' 

'0 



Data entry criteria and edits are extensive. The 

minimum elements that must be included_ to create or update 

a record are: 

(a) Operator I.D. (SCR operator) 
- :. 
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(b) Name or ORI of agency submitting original doctunent 

(c) Name of subject 

(d) DOB of subject 

(e) Date of arrest 

(f) Sex/race/height of subject 

(g) state I.D. number (This number incorporates a 
check digit and is add~tionally edited for 
duplication) 

(h) Henry Fingerprint class-ification 

(i) Number of microfilm reel containing photos of -
original documents 

j 

(j) Nume1:';';'-:'::; offense code 

If an entry or update passes all system edits and 

requirements, a record is created and is available for 

immediate online acce-s-s by authorized agencies. All 

original source documents are microfilmed at the Bureau 

~f Criminal Iden~ification and filed by SIn number~ The 

SID number is included in the automated record to provide 

quick access to backup documents if needed. 

A new' fingerprint card has been designed which in

cludes a unique tracking number. Th~ number i~ intended 

to enhance the ability to trace and audit all dispositions 

which follQw an arrest. The pre-numbered code should be 

in use by July, 1976. 

<, 
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Procedural Audit 

The procedural audit that was conducted in 1975 was 

the first one carried out in Oregon. A questioI'maire/audit 

guideline was prepared and used by the inspection team.' A 

copy is included in. Appendix 5 •. A ilumber~of improvements:. ~ 

will be developed and implemented by July, 1976. Using 

the experience gained in 1975, procedural audits"will be . ~-:. -~~_/ 

.,an ongoing responsibility of the field operations unit 'of 

LEDS by December, 1976. 

Records Audit 

There has not been a specif.ic effort directed toward 

developing and inaugurating a CHRI records audit. As 

described above, audit trails exist in the State Central-

Repository. 

A joint OSP and LEDS effort will be undertaken to 

establish, by Harch, 1977, procedures to conduct annual 

records and dissemination audits. Part of this process 

will call for a statistical (distribution by agency size, 

geography, etc.) selection of active CHRI record's that will 

be monitored. ~t a specified time, the audit of these 

selected records will take place requiring verification 

that: 

(1) All source documents are valid, accurate, and 
complete. A check will be made between the 
records received at asp and the original re-
cords maintained at the originating agency. 

(2) All entrie~ are valid, accurate, and complete. 

I' 
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(3) All ag~ncies who receive the r.ecords. during th~ 
audit period maintained appropriate dissemina
tion logs that were valid, accurate, and comp:lete~. 

Dissemination Logs 

A log is maintained of all CCH terminal transaction 
. , 

records. These logs are automatically produced on all 

inquiries made against a CHRI record and any response trans

mitted. These are now £iled in chrohologicalorder, and 

separate tapes are maintained for all CCH transactions. 

This procedure ",ill accomodate a trace of thedi'sseniina

tion of any record t? the user agency and identify the 

terminal and operator from. which the inquiry 't-Tas rece:i,:ved~ 

n . . . 
Other means of maintaining CCH terminal transactionrecQrds. 

are being explored, and the most feasible and practic~l-e" . 

method will be decided by March, 1976. The foil.o~1ing ye~r 

theoes,ign, program and procedure w:ll1 be prepa:r:edand tne 

system installed,by March, 1977. 

Local criminal justice agencies, which disseminate 

CRRI to other criminal just:i,ce agencies, will be.made aware;.' ..... 

of the l:'equirements for secondary'dissemination lo9sbY 

December, 1976. TheOSP and LEOS will identify t;.he fuini ... 
" mum data elements necessary for the agency's d:j.ssemination 

logs. 
(i 

Agencies duriI1g the procedure audit were assisted in· 

this effo:r;t to assure that the iogs were definitive enough' 
, " 

t9~dent.ify every ag~ncy or, person who may' iI'ave rece;:i.veC!: 
, • f ) 

CHRI~"pl'Us': tl1e,date", time, and purpose of the inquiry, 'and 
'. . (, , . 

fi:nal (lisppsition of theCHRI document. 

,. 
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. Annual Audit: Respensibili ty 

Pres~nt1y under Oregen Admini~trative Rules, Chq,pter 
. 

257, S,ection 10-:-020, "LEDS is respensible fer periodical"ly 

auditing and inspecting each terminal locatien accessing 

CCH or the FBI NCIC-CCH to. insure comJ?liance with the 

published rules, policies and procedures. 1I 

In addition, " ••• at least once annually the Governer 

shall cause to. be cenducted a random audit of the p~ac-

,tices and procedures ef the asp and LEDSconcerning infer-

mati,en cel1ected and disseminated." (Oregen Administrative 

. Rules, 'Chapter 257, Sectien10-040.) 

securi ty e':g'':'the SCR is di vided between the manual 

'files maintained by the asp at their headquarters and the 

Law Enfercement Data Systems autemated files in:theF,:xecutive 

Department's Data Precessing Center. All persennel handling 

these records at the SCRIare empleyeesef the State Pelic€!o 

The OSP recerds are pretected to. the maximum extent feasible 

frem pes sible intrusien er compremise. 

Executive/StatuteryDesignatien 

The respensibil.ity fer physical security ef the CCH 

cemputer insta11atien is assigned to. LEDS. OSPAdrninistra

tivei .Rules state"LEDS is respensib1e 'for develepment and 

implementatien ef policies and precedures to safeguard the, 

CCH infermation at the central cemputer ,site from accidental 

o.r malicieus damage or unauthorized access or use." These 

rules further ide~tify security requirements for terminal 

agencies (Sectien 10-025) • 

" 
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, . ,:·~;·:.~::~~1~ 
Securi tyof Terminals. Any terminal with «:CH - "~,,,«:J~ 

:~e=~!~~d c!~a~i,i~;~t~~~t n~~ ~e~~t~bi!Yt6e~~:e~' " ',~.,,;.,_, •• ~, •. ~~,;_",:~:,~ ... '.'.~.~ 
" (7) 

authorized persons: Terminals must be So ,.'J 

II (8) ;;:;~~l ;:;;;;~;;;;;:;~:;;::;~~;:~~~ros. ;':~,~,J[~ 
Offender Information snall maintain those recordS ·-:;' ... ·:~,i,~.,,',. 
in secure files until' they are destroyed by ~ ,',_" 
burning or shredding, and shall' treat, those, " 
records in such a manner that the- record does 
not b,ecome public informat:ion in~y latel; pro..;. 
ceeding, exceptthrougb court order or as ' 
otherwise provided by law., 

11(9) Radio Transmission. hlyradio transmis~ion of 
Criminal Offender Information records shall be 
limited to essential details only, with infor-

.;:., 

mation identifying ind'ividuals and offenses ,:3 

concealed insofar as poss-il>le. 
~ 

Plain text transmission of an entire record i~ 
prohibited. II 

Prevention of Unauthorized' Access 

The LEDS communications' system is a dedicated system 

operating on redundant Univac 6130 (EI!-m) -computers;.. Aceess '" 

to CHRI is restricted to terminals or systems authorized 

to operate on the LEDS network. AccesS is soft,warecon

trolled in the communications system by ~estricting each 

terminal to making specific inquiries or transactions,., 
,I 

Additional software safeguards are incorporated in the 
,:;0 

LEDS system monitor to assure that only authorized termi-

nals and agencies access CHRI. As .described ea;rlie;r ,tI').e 

software safeguards will not accept an, inqtiiry ,from an ~: 

unauthorized terminal or agency. 

local and regional, have been approved by OSP andLEPS 
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and a,uthorized agenci~s arereqpired to sign' an agreement 

which binq.s the terminal agen~y to: 
~ ,I 

n(l) To abide by all published'rules, policies and 
procedureS promulgated by the asp governing the 
administration and operation of the Oregon ' 
Criminal Offender Record progra~ and/or the 
FBI NCIC-Criminal Offender Record ,program • 

• i (2) That it is warranted that, all persollnel have, 
or will ,be so screened as to prohibit access 
to any criminal offender recor,fls "by persons so 
restricted in the following Section 3. 

',' (3) That no person who has been convicted o~ a 
crime which could have resulted in a 'sentence 
to a federal or state penitentiary will be 
allowed to operate a terminal or otherwise 
have access to criminal offender,record infor
mation, and that requests for extraordinary 
circumstance exceptions to this requirement·, 
will be promptly submitted, in writing, to the 
Superintendent of the asp." 

The procedures followed by LEDS are as follows: 

(1) Identifier (aRI) of requesting agency is 
checked for authorization prior to permitting 
access. 

-
(2) Terminal making inquiry is checked for authori-

zation. 

(3) Inquiry by name will not produce a record. The 
minimum data that will actually produce a record 
is name and State Identification Number. 

(4) S~gn on, sign off (coded procedures) are re
quired for any authorized terminal that~is not 
staffed at all times by authorized personnel. 

LEDS,~) presently is interfaced with and transmits CHRI 

through three ~egional Information Systems, (AIRS i CRISS and· 

RAIN). Refer to previous section for a description of. these. 

systems. All criminal justice agencies serviced by these 

••• > 1.~. 1 
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regional systems must have' agei1<~Y agreements on file' wi thOSP .. 

Since both CRISS and AIRSopera.te on local shared computer 

configurations, thej,r handling 'of CHR! isallo\,led to act 

only as a transparent s\'litch withollt any logging or re .... 

cording of CHR! data. These SYIS t.ems are monitored by· LED~ 

technical staff. 

Dedicated Hard\V'are 
I,) 

-
The LEDS hardware config~\l~a'l::ion, as shown in Section " 

\ I " 

I, indicates that all LEDSterm~.nals ,lines,. communicati.on· . 

processors and storage areas' (discslare dedicated to 

criminal justice purposes. ~['he 'LEDS software monitor:' 
!~ ;~" .'. 

provides access to LEDS an4 ICHRI online.files operating 
. I' j -: .\ . 

a dedicated region of the Exepu~t~ ve Department' SIBM3.7(t7l55 

computer. This monitor \'-las "t1:J;:itten and is maintcd:ned 

exclusively by LEDS ,personnel. 

A negotiated priority agreement policY :nas .been 

achieved between LEDS anq the Data Syste~s D~visionot'the 

Executive Department related to the various LE:PS programs. 

In essence, this agreement p:t."ovides 'that LEDSprogrqrns will 
() 0 

,have toP priority handling for the initial "'40l>ercentof' . 

the CPU usage and second priority thereafter for CPU u.sage •. 

Criminal Ju~ticeAg~nCYAuthority 

As shown in the o'rganization chart in Section l, LEDS' 

over the op~r~tion 

o 

o • 
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staff. :1\iding the., LEOS Manager is.a. LEDS Advisory Coromi t-

teecompriseq of representatives from law enforcement - . 

and driminal justice user agencies . The LEDS H~uager 

makes and enforces all operational policies affecting LEDS 

incluging the use and opeJ;ations of the·Data Systems 

Division comJ?uter when it is performing LEDS functions. 

Peri;:ionnel COI),trol 

·1.\.sindicated. above, all personnel operating in the 

,BureauofCriminal'Identification are OSP personnel and 

.Subject to the .()sp selec.tion, training I and supervision 

policies andprocet;iures. As indicated earlier i OSP Admin.

is.trative Rules prohibu. t any person Y7hohas been con

victed'of a crime which could have resulted in a sentenc.,? 

to a federal or state penitentiary from operating a termi-

nal accessing CCH information (CHRI) unless under extra

ordinary circumstances the Superintendent of the State 

Police grants an exception. '. 

,'T,tie LEDS ,Manager has f11ll authority over the selection 

of lithe LEDS staff (i.e. op'erational, systems analyst, and 

programmers; field training and clerical personnel). In 

addition, Data Systems Division personnel, who work in the 

computer room (CPU) are required to have securi'!::y clear-, . 

ance from theLEDS !~anager • 

Non-disclosure agreements are not required ·,now .from· 

autn,bri2ed criminal.justice agencies, alf.hough criminal 

justice agencies have their employees read and ,sign a CHR! 

non-disclosure agl;'eement. This requirement~.\'lill be further 

'. l' 

l' ,: ~ .. ... 

: .... :,.:"' .. ,; '" ,; " 

~. . .,;, 
, •... ': ' . 

.. '': ~:':,..' :.; :-~." 
."~ '~'.-

.. 

...... 



developed and promulgated through the revised agency CCll 

agreement by December, 1977. 

Administrative Responsibility and Security Procedures 

The security procedures of OSP Brueau of Criminal. 

Identification requires limitation of access to,the'CHRI 

to authorized personnel only. Necessary physical pre

cautionary measures have been instituted by OS]? ,to prevent 
. " .. " 

--~, .' 
unauthorized access to the maximu.m'1extent feasible. 

The LEDS lYlanager has responsibility for physical 

s~curi ty of the Data System Division facility. Ad~ssto' 

the computer room and LEDS equipment'area is controlled' 

by an identification key card system. No 

to be present in the computer facility 

fication badge. Service representatives, may be issued 

temporary key card badges. Other visitors 

key card badges an4 must be accompanied by 

authorized for full security clearance. 

at~e issued non~ 
1)'" . (\ ' 
I ,r 

a !~erson who 
" ',' ~ ," " ( ", " 
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During non-business hours the computer facility is 

locked and access limited to employee$. Theft and sabotage 
'-. ' 

prevention ;i.s incorpora\ted to the maximum extent feasi"bl¢ 

in the above procedures. 

Fire, - Flood I 'and Other ,Natural Disasters 

All normal precautions 'for fire protection ;aretaken:~ 
. , 

The facility is protected. by au.tomatic smoke d.etectiOn- '~, 
".'~ :" - .' --\1-- '~,~ .. , 

and spr.i.n~iersystems .,"fireeiti.ngu±Sh.ers' are:ilodat.ed 
'i' . . -. , ,'t, 

" ", 

, . . 
throughout the building" and ~ey employees ; trained itt, 

their use. !'1unici'pal, f~re prbte6ti6~.isJ.ocat~dtw6 

.. "t"' , ~ . 
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from the facility with direct access via a one-way street. 

(The computer facility is located on the upper level of the 

building.) The building is not located in a flood area, how-

ever, other natural disasters cannot be readily anticipated. 

To further protect the CCH, LEDS operating procedures 

provide for off-site storage of backup files and computer 

programs.'rn' addition, the computer facility has an emer-

gency power supply which is under the control and operation -

of LEDS. 

Employee Training Program 

LEDS employees are provided training in building 

security procedures and in policies and rules relating to 

the confidentiality of CHRI. An orientation on building 

security procedures is provided to all of the computer._...;, 

facility employees by LEDS. 

The field training unit of LEDS will provide technical 

assistance and appropriate traiTIing orientation to local 

criminal justice agencies so that they (local agencies) 

can instruct their employees on CHRI security and privacy 

policy and procedures. This training effort will be under

taken by LEDS during this year on a limited basis but 

then be instituted on a more regular basis starting in 

January of 1977. 

The OSP provides an orientation program, on confiden-, ~ 

tiality of records, particularly CHRI, to all employees. 

,'< l\ 

., 
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E. ACCESS AND REVIEW 

Existing OSP Administrative Rules are as follows: 

Access by Individuals for Purpose of Review 
and/or Challenge - Rule 10-035 

n(l) Any individual desiring to review information 
concerning himself maintained by the.OSP Crimi
nal Offender Record System, or who believes 
that the information as maintained is inaccur
ate, incomplete or maintained in violation of 
any state or federal statute or act, shall be 
entitled to review such information and obtain 
a copy thereof for the purpose of challenge 
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or correction. The OSP shall not charge an 
individual for a rea,sonable request to provide 
him with a copy of Criminal Offender information 
which refers to him. 

II (2) Verifica·tion of such individual's identity may 
only be effected through submission, in "\jvr.iting, 
of name, date of birth, and a set of rolled ink 
fingerprints to the Oregon State Police. The 
request for revievl may be made at th~ General
Headquarters of the Oregon State Poli~e, Salem, 
Oreogn, or through any Oregon Criminal Justice 
Agency. The OSP may prescribe reasonable hours 
and places of inspection. 

If the request is made at other than the General 
Headquarters of the Oregon State Police and, 
after positive identification by the OSP of 
the fingerprints submitted, copy of the record, 
along with the fingerprints submitted ~or that 
purpose, will be forwarded to the criminal jus
tice agency to whom the request was made. 

"{3} Upon receipt of such record that agency shall 
furnish same to the individual named in the 
record and at the same time return to that 
individual the fingerprints for positive 
identification. 

11(4) All data included in the Criminal Offender 
Information record is obtained from contributing 
criminal justice agencieso 

· ,¥ 



If after review of the information concerning 
himself as maintained in such record, the in';::._ 
dividual believes :that it iSincomplet.e or 
incorrect in any respect and wishes changes, 
corrections or updating of the alleged de£i- .. 
ciency, he must make application directly t9 
the contributor of the questioned information, 
requesting the appropriate agency to correct 
it in acco'rdance with its respective adminis
trative rules and procedures. Upon receipt 
of an official communication directly from the 
agency which contributed the original informa
tion, the OSP will make any changes necessary 
in accordance ~"i th the information supplied 
by the agency. . 

"(5) Any individual whose record is not removed,. 
modified, or corrected as he may request, 
following refusal by the agency originally 
contributinc;:; such information, may proceed 
under the provisions of Rules 30.00 to 30.80 
of the Attorney General's Model Rules of Prac
·tice and Procedures under the Administrative 
Procedure Act, relating to contested cases 
and judicial review. 

Afte.r conclusion of such procedure,"or"revi~w, , 
any information found to be inaccurate, incom
plete, or improperly maintained, shall be 
removed from the individual's record and the 
originating agency so notified t-lith copy of 
the record as corrected being furnished to 
the challenging individual. 

58 

II (6) Any criminal justice agency receJ.vl.ng a record 
after such notice of contested case has been 
filed and prior to final determination, shall ~ 
be notified by the OSP that the record is being 
challe.nged. 

, 
Oregon Administrative Rules, Chapter 257, Section 10-045, 

Violation of Rules, state: "Willful violation of published 

rules relating to Criminal Offender Information record by --:;;;-.-...;..;..;:...;_._----'---------
any authorized agency or employee may result in immediate 

termin"ltion of such agency's right to receive such informa-

tion from the Oregon System and/or the NCIC-CCH system. 
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"Reinstatement will be effected only upon demonstra

tion by the agency that the cause of such violation has been 

corrected. Final determination as to the reinstatement of 

any agency so terminated "'ill be the responsib~i ty of the 

OSP. " 

Oregon Administrative Rules, _Chapter 257", Section 10-

050, Rights of Appeal, state: "A criminal justice a.g,ency 

or employee desiring to appeal any action, order, or aCb.n~nis- 0' 

trative ruling by the OSP or LEDS may proceed under the 

provision of Rules 30.00 to 30.80 of the Attorney General's 

Model Rules for Practice and Procedures under the Admin-

istrative Procedure act relating to contested cases. 1I 

Regarding these above rules, it should be noted that 

no limitations are established for time of day that such 

challenges can be made, nor is there a fee for a copy of 
(1 

the record. 

The state does provide procedures for judicial appeal 

of any action, order, administrative ruling, under the 

Administrative Procedure Act, and provides for an adminis-

trative appeal as required under the federal regulations. 

Under existing asp rules, procedures for maintaining .. , 
,[ 

lists of dissemination to non-crirrdnal justice agencies in 
~'-

~J 
the event of a correction have not been" developed because, 

as stated in the rules, "inquiries for non-officia'l, pur-

poses or the checking of records for persons or agencies 

outside the criminal .justice community are prohlbited." 

)j () , 

J 

, ~, , 
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Since the promulgation of the rules, it has been recognized 

that certain non-criminal justice agencies may have a 

valid need to access, therefore, pr9~~sions were added to 

Chapter 548 , Oregon La~7s, 19,'1'5, directing OSP to adopt 

rules "limiting access to information to criminal justice 

agen&ies and other state and local ageacies when the 

information is required to perform a duty or function 

expressly required by statute." 



SECTION III 

CERTIFICATION STATEIffiNTS 

Completeness and accuracy issues are being addressed in 

Chapter 548, Oregon Law's, 1975 and Executive Order 75-23. Also 

the State Judicial Information System (SJIS) is providing dis-

position reporting from the appellate level and will provide to 

CRISS and RAIN by January, 1977, disposition from the trial court 

level. The responsibility and authority for timely and accurate 

reporting of court and correctional cases is comp1ex r but will 

be addressed further in the 1977 legislature. 
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.''' ..... -----------... ....... - ...... --------...-~..--...... ------. ---.----~----, ... N ... ,S-T. ... R .. U-C-T. ... 'I-a ... 1Ii ... ls--!J---a.:c 
__ ... -If.s.-I;-EPART~.~::NT--OFJUSTICE- ____ INFORMA-riON ' t 

/LAW ENFORCEMENT ASSISTANCe. ADMINISTRATION STATEMENT- Please provide. the Iotlowir.,g imcrrr.atior:,; 
.NATIONAL CRIMINAL JUSTICE INFORMATION AND complete the eUa.ched certification [omt 

.STATISTICS SE"VICE and return all parts 1o tho ad::fcessar 
WASHINGTON, C. C. 20531 (28 CFR 20.1 - 20.381 the left. 

H,.ME/ADORESS OF SUG~tlTTING AGENCY 

Oregon State Police 
107 Public Service Bldg. 
Sal em, OR 97310 

APPLICABLe: STATE; 

Oregon 

CONT ACT NAME 

DATE PREPARED 

3/8/76 

TEL. NO. (Give Area Code) [ .,- It. P~ter J. Meaney (503) 378-372~ 
r==~==~==~================================:k====~~~~==========~~==================i i 1.~Doe~ your" agency ··collect. i~ore. or disseminate criminal history ·re-co·~dinformation proces~ed b~ either manual or 
'1 D • automa.ted operations?" - "Criminal history record in!'oroation" means information collected by crimina.l justice 
;1'" itgencie~ on individuals which consist of identifiable descriptions and notations of arrests. detentions. indict-
.ments. infornia.tions.o~ other ro~al criminal charges, an,d any disposition arising' therefrom. sentencing. correctioB:ll -

I. :supervislon and rele~se. The term does not include identification informatIon such as fingerprint records to tbe 
' .. ,.Ii.... extent tha.t such information does not indicate involvement of the individual in the criminal justice system. 

_ YE~ IXl NO 0 
.. :2.'"'Ifihe a~~w~r aOQve was fiYes," have LEAA funds been ~ade ~~~iiabie-t~ -the> agen~y-s-~b;'~qu~~t t~j~ly (1973 

fot the collection; storage or dissemination of info.mation? 

YES £Z] NO D 

3. Indicate the type oE agency: 
~ 

o PU8L1C DEFENDER -~POLICE 

o CORREC-T'iC)NS-
._.... -- ._ ... . o COURTS 

6. O'deS the sys-t~;(s) ~x~hang~ informa"tion with -othe-r ~ystem~?'-DY'ES --tINc 
'. If~"'Yes:"specify \vhich other systems: 

. -

'rnai~ate po'puIation of primary geographic jurisdiction 
he:ng served: 

. . '~ "- . "State .of Oregon 
---------.--~~~~~~---~------------------

2,266.000 
9. Name of authorized agency official 

·8. 'Indicate approximate number of s·ubjects included ,
system: 

00-5,000 05.000-25.000 025.000-100.000 

- .: 
[XI 100,000-500,000 o MORE THAN 500,001) 

10. Title 

.~~·~~R~o~b~er~t~R~.-F-i~s-he-r~------------------_+-~s,IIID~lle~r-~i·n~lt~enl~ldle~!:n~t ______________________ ; 
Agency name and address 12. -Tel. No. (~;ve Area Code) 11. 
Oregon State Police (503}/~78-3720 / 
107 Public Service Building ~I 
Salem, OR 97310 13. '~~~ure oj ou~ri~~ff~l 
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Oregon State Police 
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i Salem, OR 97310 I L __ 
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~ 
I 
I OPERA TiONAL PROCEDURES 1 

! 
~ . · 
~ CO[;iiilcteiie5s atid Accuracy 
; Ce:1tial stat~ R~~c5iti)ry: 
i s~2t~~::y/E:~3cu~;';a Authority 
! Facilities and StJf~ 
i C~:r,;;;=:~:; Oi5~csi~!o:1 Ri:?Jriin;s in 90 days froil: , o .. 
i t. Oh\:~ 

· Pro$t!c!:tcr 
• 7:131 CC:';its , 
! 

."~·~i!ate CC:Ji{S 
l: 

PrQtct!~il 

CC:j€::tiGI'all.~stit:;tiOr.S 

?<lioi= 

· Q:.;;fY Before Diss':ii:iiitltio;J: i 
~1o~;ces/A6:eeiTl~nts-Crimln31 Justice 

• Sy~t:;~:atlc Aejlt: , 
I Ce;:ryUent Disposition ti~\Jnitoiing 
I 

ACC.ii3CY Veiificalion i :j{;:IC~ of tiCO:S 

t U;;:jL> -cn Disse:nii:alioil 

t Co;;!raC1J31 Agie3ji;t:nts/Notices and SanctiGilS 

! ::. ~tf::ct :c,:~ 

Cri"":l;1al Justice Ageilcies 

t ii::>Cri;nil'al JIJstice Agencies GrJnted Access 
i .. OJ Law or Exectlt:ve Order 
! $"C'Jic(! A~(lilcies Uilder Contract 

· i\. ":1'.':,'" n, £" .• j/i1: 1'1;1, 

· 1,',1',:\ ;r;;,~' ilg"II' Y lil)!h! II! fllll'-;-; 1(1I':11i11i1J1I1 (III · 101':"1 11 j,. 1I,:t.i,1l1 II j·,'1I;I'llihtl illll ( 

· CI"illl' lallll,llIlllrl.,illi rl<I~II'lln! 
· 
i :,j'\" .. ':H,\, l",'.I,,1. 1[:,11 II ill Ity Nnll·t'IItI:IIl.ti 

· I"~!H" '\!:illll'I:H 
: 

\',-.·.~·" •• ;I.~tltl" \',IUIl';11 I!lsll.\~lthlit 

, 
! ;\"ji:s ::~,;j Quality Co:t!iol 

! 
;,~:iit riail: 

f~';~ita!ln5 Data Ener}' 
P:~::- :i1 D!S5e:-;h~atiD:1 Logs 
S:;':~;:::3r)' ~i5Si::::ifi::tion Lo~s 

A~;.!..\!; A:..:dit 

--,--"'---"- . --, · I 

:.::'; >. i"::: "",1 ('ol)J/9 ,,;.-/Si 
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I CERTifICATION FORA 

CENTRAL STATE REPOSITORY 

I . 
i .e.PP£,.ICA6LE STATE OAT::: PRE:P;;'rtEO 

Oregon Harch 1, 1976 
: 

CO~'j"ACT NAME TELEPHOSE NO. (Oiv~ .... 0<1 code)' . . 
Lt. Peter J. Meaney (503) 378-3720 

J.J' 
CHECK Mf.RKS --:.l. rDATEs~ 

REASOr:S FOR ESilMATED NOW NrJN-IMPLEr'<~NTATION 
IMPLEMENTED LACK OF 

IMPLEMEtlTATIOn 
COST T~CHNICAL AUTHORITY 

DAj"E 

-

Yes I 
Yes I 

No X 12/76 
No X 12/76 
No X 12/76 
No X r 12/76 
No X 12176 
No X 6/77· 
No X I 3176 

Yes 

No I X I X .3/77 
Yes X X 
No X X 3/77 

Yes I 

Yes . 
No X 
Yes 

... - . , ~. 
. _ ...... "-, .- -----1 . 

Yes . , 
.,Yes 

........ ," ... -... ~ .. -.. - ... _-----:----.-
... . . --- .~--.---- .. ~-----. -

~ 
..... Yes .. __ ~ --f--

i---.JS.cL_- X 12/77 -1 
. 

Yes 
t-~o X X 3/77 

No .12/76 
No X X 3/77 
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OPERATIONAL PROCEDURES 

*Se;;:..d~1 
Execl!ti'!f:/stiJtutoiY Designatioil of Respoilsible 

Criii;ina I JustIce Agency 
PieVanU<ln of Uliai;thorized Access: 

H~:C'.'i2re Design 
Software Design 

Dedicated ti3idware: 
Teimir:ats 
Cory;munications Conlro! 
Processor 
Stoiage Devices 

Criminal Justice Agency Authority: 
Computp.r Operations Policy 
Access to Work Arens 
Selection anJ Supoivision of Personnel 

Assizrtrrent of Administrative Responsibllity: 
Physico: Security 
Unauthorized Access 

Physical Protection Against: 
Access to Equipmi:nt 
Theft, Sabotage 
Fire, F!ood, other NatUisl Disastei 

Employee Training Progmffi 

Incli'lirlual Right c! Access 
Rules foi Access 
Poim of Review and Mechanis'm 
Challeilge by Individual 
Administranve Review 
Adlninistrati'l~ ,i\ppeal 

J 
CHECK 1.11 RKS J., 

R::/ISONS Fa '! 
NOW NON ... t'.~PLEtAENT ATIO~ 

IMPLEMENTED COSTlTE.CHNICAL LACK OF 
AUTHORITY 

. I I 
Yes (Ad~in~strative Rules) 

Yes 
Yes 

I I 
i 

Yes 
! 

Yes 
No X 

I 
X X 

Yes 

Yes I I 
res 
Yes I 

I I I 
Yes 
Yes ! 

Yes I 
Yes 
Yes 

I 
No I 

I I 

I Yes 
Yes 

~s I 
Yes I 

I 
Yes I 

I 

I 
! 
, 

I 
I 

I 
I 
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r DATES bi 
ESTI!.IA'ED 

I IMPLEME:NTATlOill 
OAT':: 

. 
. 

- ~ 

I 
B 

I 
« 

I 
I -

1/77 

'I 

, 

Correction!Noiification of Error Yes L I 
_____________________ +-__ X~,__ ~~~~,~~~~~----;~--__ ~,~j 

SIGHATURE ({[.l",e/,uf SIU/03 ,t"t:ncy d"sl(i,n!Jtcd 10 be rewpon!Jiblo fi 

CERTIFICATION Jor these rCf/a[<Jtions) ~I' , 

I certify Ihal to the maximum extent feasible. action has been 
taken to comply with the procedufC!s set forth in the Privacy 
and SecUiity Pian ot'the State. 

~ 
,~;~e:MAhKS " 

~ *NOTE: Section on "Security" not required to be completed • 
. ~ I·~ ~ 
~ 
e ~ 
~. . ~ 
i • L ~ 
F a 
~ ~ 
~ i ~. 
~ I 
I r 
s i 
l. I , i, . i ~ _________________________________________________ ~ __________________ ~ __________ ...J~ 'J' 
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_. ._ U. S. DEPA,RTMENi OF JUSTICE __ _ 

LAW EI.fFORCEMEJIIT ASSiST;.NCE ADMiNISTRATION 
NATIONAL CRIMINAL JUSTICE INFORMATION AND 

STATISTICS SEl'\VICE • 
WASHINGTON, C. C. 20531 

NI.MEIADDR~~\O;:: SUBMlTTING AGENCY 
Lane County , 
Criminal Justice Data Systems 
Lane County Courthouse 
Eugene, Oregon 97401 

(AIRS) 

INFORMATION 
STATEMENt" 

(28 eFR 20.1 -Z0.38) 

APPLICABLE STATE 

OREGON 

APPF.OVEO: o~a NO .. 43-R05'1o' 
<.~ :t;/~ 

INSTRUCTIONs '·.·f,.··· 

PleEl~e provi.
de 

the [OltOV.:'.'ng: i'itiDmtiJtIO, t:".i~'·~'.XI..Z.""'. complete the attn.ched ce::i(it:atfon fotm·. ' 
and retum all paris to the adclrps,a at' : .,:. 
the left. .: " " 

.. , .,'If 

DATE PREPARED ,i;; ., 
(I, 

March 1, 1976 
" 

~ ____ ----------:I---:"-~-:-----""-"""'-:i:""; 
CONTACT NAME TEL. NO. (Q,iv.At~ COd'oj_" 

. Tho~as J. Sawyer (503) 697-4370 

Il-
,. 

Do~is your agency "collect, store, or disseminate criminal history record information processed, by either manua.l or 
automated operations?" . "Criminalhisto.y record information" means information collected bycrflIlinal justic~ . 
il.gellcies on individuals which consist of identifiable descriptions and notations of a!'~sts. detentions,_ indict
ments, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing. correctional' 

. supervision and release. The term does not include identification inform~tfon such as fingerprint records to the 
extent that such information does not indicate involvement of the individual in the cdminal justice system. 

'.'.. 

I YES [Xl NO 0 

r 
-lethe answer abqve was "Y~s:' have LEAA fu~ds 'been--made a:~aiiabi~ to th~·~ge~;;Y-~;;bs~u~~t ~ Jhly'l,-i'gff 
for the collection; storage or dissemination of information? 

YES rn NO 0 

3. Indicate the type of agency: 

IX] -PROSECUTION 

IXJ COURTS-

4. In.dicate the typeo( system:· 

o PUBLIC DEFENDER 

[Xl CO-RR-ECTJONS 

DNO 

. 

.. : 

, 

i . " ___________________ ~~----------~--------------L-----------------------------~.--------------~~.,~ 
1 6. O-oes the sys-te~b(s) '~x~hange informa:ti"on ;ith othe~ ~y-;;tems?--[]rYES --Ei NO 
. • If '''Yes, OJ specify which other systems: 

b REGIONAL [] CENTRAL STATE REPOSITORY 

7:"Indicate popuiation of primary geographicjurisdict'ion 
being served: 

__ ~~'_··~··_··~2w4~7~·:Q~Q~Q~ ____________ ___ 

1-0--__ -'-----:------,---::----.----------,- --~--
9. Name q£ authorized agency official 

".; 
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. UNItED STATES DEPAR::rMENT OF J,USTICE 
Law En(orcemen! Assistance Administration 

NatIonal Criminal Jusfice Information and 

" 
~) 5tofisTics Service 

Wc;shington. D.C. ;Z0531 , 
NAME/AOPRESS OF SU5MITTING AGENCY 

Lane'County Criminal Jus'ti ce Data Systems 

I 

l , 
I 

c ! . I . I 
I 

Lane County Courthouse 
i_Eugene, Oregon 97401 
, (AIRS) . . 

. --------------. -TVPE OF' AG.ENCY 

.X~!Pb~ICE "XXi PROSECUTOR 
.-

" . 

I OPERATIONAL PR-OCEDURES 

, 

Completeness and Accuracy 

Complete Disposition Reporting from: 
P.olice 
I'rosecutor 

" 
Ii Trial Courts Part'i al 
" Apellate Courts 

Probation , '. 
Correctional I ns titu Ii ons . 

, Parole 
j. 

I 
SystematiC Audit: _ . 

Delinquent Disposition MOQiloring 
ACCUlrtcy Vel ification 

, 

Limits on Dissemination' 
".~' 

, Conl/actual Agreement~/Notites and Sanctions 
in Effect for:' , 

Criminal Jusltce Agencies I 

I Non:Criminal Justice Agencies Granted Access , 
by Law or Executive brder 

Serv'ice.~gencies Under Contract , 
" Research Organizations 

3.;: Validating Agency Right 'of AcelrSS Restrictions On: . , 
, Juvenile ~ecora Oissemina~ion , -, " . Confirmation of Record' Existence . " , 
Secon~ry Dissemination by:Non-Crlminal ., ' . 

,~ 
',Justice Agencies 

-a.:' 

Dissemination Without 'Disposition . 
· ~-. " 

. '.' 
., .. 

J\udits ard Ql,lalify Control >.;, -.... "~odilTrail: . . . ., 
:) 

.. . 
.. Recrea~ing Oaia~ntry " ~-. 

• _ -'> - L ,_ :~ , 

., 
'. "Prlnla(y.Disseminati!}n Logs ':'" " 

~;~~i: ~"':3~ l'~~\ ' .SeJ:onda'ry' Oissem.ioatiol)· Logs 
• •.•. • d'" -

,~~. " '," .t-,~, • . ' . 
I:: ' [: .. ; .. 

" .. '," . - ,. '., ~'".;" . 
<''''''''' ' <0 -' 

'. 

, - .. ':'_', ,'<", II ~ '''''<'''''',' '" .,.~ ''':'-~ ... -',..".~~.,...., . ..;., ."", '",£,. , 

.. ,-" ~ 

.-
66 

(i • 
, 

APPROVED 
OMS NO. 43-R0576 

--
. 

CERTIFiCAtION FOR 

. AGEN~Y SYSTEMS OT,HER T~\AN _ 
THE CENTRAL 5T A TE REPOSITORY 

; 
, ~ 

APPLICABLE STATE DATE P~EP.I\RED 

"I OREGON March 1,-1976' . - i 
CONTACt: NAME TELEPHONE" NO. (Givo are~ code). ; . 

Thomas J. Sawyer (503.) 

[)(J PROBATION. IV\4 CORRECTIONAL 
~'lINSTITUTION 

+ CHECK MARKS 
.J, 

. REASONS FOR. 
NOW __ NON-IMPLEMEN'fATION 

IMPLEMF.NTEO . LACK OF COST TECilNICAL AUTtiORITY 

., : 
.'. . ... 

X 
i. 

X- X- I -, 

X X-, I 

X 
X " 

,------,,' X 

X 
X " 

, , 
. -

- .. . -

X, . -i-1-------:-- , .. ... --~- ..... -. -.... --. 
X -

'x e 

X , 

~ 'v: 
X-', f 

,X 
X 

; 
., 

. . -
X 
X . 

.;. y. 
,~J •. , 

., '. , 
" , ' ' . '.~. .. " . 

" 

687-4370 ,. 

DpARoi.E 

r ~ATES---:\, 

- ESTIMATED 
IMPLEMENTATION 

DATe:-
, 

. 

-
'. 1_,77 -

'1-77 
1-77 

1-77. 
. , 

1-7.7 
1-77 

-

- . 
-

,-----... ~ 

~ ~ -
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'7 

N/A -
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........ ~~~,~~ ...... ~~~--V/~ .. ~~~~~~..:~~ "i:..~ 
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ir -.........-- .. CIiECK MARKS ---"-1-~" .r-'""' DATES ~. I 

. OPERATIONAL PR'OCEDURES 

* Security 
Executive/Statutory Designation of Responsible 

Criminal Justice ~gency 
Prevention of. Unauthorized Access: 

. HardwaJi~ Design 
Softwa!e D~Sig~ 

Dedicated Hardwate: 
Termihals' 
Communications Gonnol 
Processor -
Sforage. Devi~es 

Criminal JusliceAgency Authority: 
Computer Operations Policy 
Access to Work Areas 

.J 

. R"'"ASONS FOR 
NOW. • NON~IMPLEM=:NTATION .' 

IMPLEMi::NTEO COST TECHNICAL LACK OF 
• '.' AUTHORlTY 

x 
x 

l X 

I X-
I 

x' 
X 
X 

X···· Selection and Supervision of Perso:Hlel 
Assign~ent of AdministraliveResponsihiiily: 

Physical Security . . X 
. 'Ufi~uthorizeil Access. 'X J 

( ESTIMATEO . 
fMI':>LE~~ENT A TlON .;: 

.DATE . ..' 
. 

'. 

. " 

Physical Prolection Against: . I· . 

. . Access l6 Equipment· . 1-----:~~t--t--:---4---vX.· ... ----+---~--_ ...... ·l· , " 
Then, Sabotage. . . . X 
Fire, Flood, Other Naturai. Disaster X '. . . t .' 

Employee Training program! ! --~--t--+----+,...,:-. ;'X---I-.:.:..--:..:....-=.....;.:.._J 
Individual Right 'of Access . . .. ----r---.+--:-----:+.:......:-=-----+.-~-..!..:.-....:..:..J 

Rules for Access l X 

. .. ~' , 

.. }- ,!:;,,-~ ,;.." 

Perint of Revievland Mechanism X 
Challenge by IndiVidual I X 
Agminlstrative Review . t=-=~X,:-,: ------.. -.-1 

; 

hR~' I , 
I 
i 

Adml~istratlye Appeal ! X 

correCtiOn/N...;.ot_if_'C_a_ti.o_n_o_r_E_rr-:~~ _________ .Lt_·-=-'~X-=--_-_~_~.A.:.-_L-" ~_"._'X_'_--L ___ -'-_~"'" 
.. '. ;, 

I 
I. 
I 
I , 
i 

*NOTE: '. Sect.i on on, II Securi til. not requi red to· be camp feted •. ... *. ". 
, ~'. 

I 

! 
~ 

.. ~ ... - ..... 

. .: ... 

'. .;~ 

.. . . 
'. 



.. 
" { 

J 
. t 
, j 

- .•. j 

• 

"0. s. DEPARTMENT()FiuSTIEe" 
';'"LAY/ ENFORCEMENT ASSi5 T" NC'E 1,6MI NIST R-ATjO"N 

. 'NAnONALCRIMINAL JUSTICE IItFORMATION AND 
S.TA'iISTICS SErtVICE' 

" WASHINGTON. D. C. 2053' 
.. 

,NAME/APORESS OF SUBMITTING AGENCY 

Columbia Region Information Shari,ng System 
209 SW Oak St. 
Portland, Oregon 97204 

I; 

, -

," -.... ' 

.: ' ~, ' 

., 68', 
. " ,.: ,-' ...~, ! 

APc:>ROVEDiOMEl NO~ ,43-R0575 
" 

-- , , --, , , , - ,!NSTRf)CTIONS , 
INFORMA TION 

Pleaseptovidfj the [oIlowinginformafJ 
STATEMENT complete: the' Bttli.cl{ed certification ii, - , '. and· retum all par(s. to ti,e address (28 CFR 20.1 - 20.381. 

the left. 
APP\..ICABLE STATE DATE PREPARED 

Oregon March 3, 1976 

CONTACT NAME TEL. NO. (O;'!,,, Area Code) 

John Maddocks 503-248-3238 
" . _ ... - ... - , 

t I 11. Does Y,Ol-lt agency "collect, store, or dlsseminate criminal history record information processed b~ eitqer manual or 
,'. t . ',automated opera.tions?·· . "Criminal history record information" means information collected by criminal justice 

.: 
'" 

I 
'agencies on individuals which consist of identjfiable descriptiotis arid notations, of arrests. detentions, indict
,," ments, informations,or either fOJ;tmil criminal cmrge$, a.nd any disposition arising therefrom. sentencing, (:orrectional 

.1" I " '. supervision and release. The term does not include identificationinforniiltfoti ,such as fingerprint, records to: the 

-11-~:~1 ilia' .u~ mfom.lion Mes n:~~nd;te bvruveme:: :i~:i:ual ill _:_~~::~~C.~: ._ . 
'1", ,,2. -If the answer above was "Yes," have LEAA funds been made available to the agency subsequent to July 1. 1973 
i' .~ -for the collection'; storage or dissemination of itlf~rmation? ' , 

,; ,;, I . 
NO o YES 

'> ., 

,I 
, 3''-Indicate the type of agency: 

r 
,0 ~PROSECUTION o PUBLIC DEFENDER tJpOLICE 

I 
I 
f' , 

I 

I 

,0 

" 

-'I ... ~ _._ .... 

'\\ 0 COURTS 0 CC)RR-ECTIO"N"S-
.~\ 

\\ 

4-:- t~~i'catethe ,t~pe of syste~:: 
\\., . 

\\ .' 

~ SUBJECT IN PROCESS - ,[] CRIMINAL.-HISTORY-

I (\ ._-,.. . .. , , ,.. . , ' 

',7.' Indicate popu!;ation of primary geographic jurisdiction I ,.being served: 

"--500,000' ., -

'"Jc,., , 
'(" t 9.Name of autho,rized agency official 

" I, 'I· Joh~ Maddocks, ' 

,,:"l:~ 1:1. Ag~ncy name and address 

", [. 
=1'-<; 

X Informa'tio'n ProceSSing 

" 

-'. -. _.-
tKJ YES 

':. 

,8. indicat~ a'p[lI:oximate number of stlbjects included' " 
system: 

00-5,000, o 5.000-25;000 , og 25,000-100.000 ' 
• _ H 

0100.000-500.000 

'10. Title 

Directo~ 
12.' Tel. No. (~fv& Ar~8 Code), , 

, " 

DMORE THAN 500,006 

,", 

.' 

", , 

, \ 
~, 

, ."\; 

,} ::f;:i~ 



, I 

~... , 

': ,S>.)r . 

._ m . 

UNITED STATE'S DEPARTMENT OF JUSTICE 
Law Enrotc~men! Assls1~ncc Adl1!inis'tration' 

National Criminal Justice Information and, 
Sflltistics. Service 

, \'Ioshi~gtori. D.C, ;lOS31 

NAM~/ADDRESS OF SUBMITTING AGENCY· .. 

Columbia Reg'ion Information Sharing System 
209 SW Oak :St.· . 

APPROVEO,' : .' .'.~ 
OMB NO. ft3.~0576 

CERTIFiCAtlo,N FOR \: 
ACiENCY SystEMS,OTHERTHA~{. 

. THE CE·NTRAL$TA·n~. REPOSITORy;.··· 
'. . t. . ',':',.: _ 

.APPLICAElLESTATE OA TEPt'lEPARJ:;O,.',' • 

,Qregon 
, " 

Mardi3~ 1916 
.. ' ". ", .. ,' c 

CONTACI NAME 

John Maddocks '.~' ,503~248 .. 3238· 
.\~ , . '. " Portland QtggQD_' 9Z2.04, 

TYPE Of, AGi<:NCY 
~"------>----''--';'''''' ____ ,_--'-___ ....,......l.-c . .,--....... __ ......:...~-.,.-_.:....:.., . . ',-c--' . ·,:·f 

I I PqL1CE:. . E jPROSECUTOR 0 CQURT 

" X I nformati bn Processing' ',-
!'",y RUCTO.O"" ~~P~.": n,? ,o" •• '~~':~~ • .-.:.... . 

OPERATIONAL PROCEDURES 

I 

" 
i 

.' 

Completeness arid Accur~cy 

Complete Disposition Reporting from: 
Poli):c . 
~rosecutOf 
Trial Courts 
, Ape Ilate Coerts. 
Probation . ' . 
Cortectioliallnstitulions 
Parole' 

l 
Syst~maiic Audii:. 

Delinqiient Disposition MOQitoring 
Accuracy Velification . 

,I 

,'. 

limits on Oisse~lmmon' . ' , 
. ConllaGtual Agreeinent~/Noti{;es andSanctioils ' : 

ill Effect for:' 
Griminal Justice Agencie's 
Noq':Cri!1linal Justice Age.ociesGranfed Access 
. by,law or Executive ()(ijer. .;'. 
servke AgenciesUndef Contract . " 
Research Oiganlzat!oo(' .. '. 

ValidatiilgAgency Righlof'AtC\1sS Restric,tionson: . 
Juvenile Re~ora DissemInation, ..... . .... 

. CElnfitmatjoilQfR~cord' EXistence; , 
Secon~ryp issemflla tion~Y~Non-C;iriJll1at '. 
. Justite'Agencies ...., ", ·r . 

" .;.!jl~~e~inatibn,\ViihoufOis~ositio~' 
.' . ~ .. " 

. AuditS aoo.~~i!IiJyCollt~Qi " 
AudltTtail:. r " , .•... , ... 

Re~reaJi!1g~'o.jJfa. E.n.try : ,'\ gr,', • 

'. (,Prim~rYOis~~miriatj,on·~Qgs', ... 
';":; ,.'~. -~S~CoMarY.DlsS~~lI1~lrQn~ogsT~ , 

,:.; ,~,~;\~~::L>~,::·,~'~<·i; ;~~~~:.~ ... ~ ;~'. '::: .'~' ~:~ ~ ',~ -~;'~);~~1~::,;~: ~\~:<;:;~~>::L~ ,:.:~( ? .~~: J 

. ;. 

-" •• :> 
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I 
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t 

'~ " 

OPERA nONAL PROCEDURES 

'* Security 
'! " ' Executive!statutOl}/ Designation of Responsible 

Criminal Justice Agency 
Prevention of. Unauthorized Access: 

_ .Hardware Design 
Software Des igrl, 

Dedicated Hardwate: 
Terminals 
CommunicatiGr.s Conlrol . 
Processor 
Sfor.ige, Devi~es 

CriminQI Justice Agency Authority: -, 
• Computer OperatiQ!1s Policy 

Access to Werk Areas 
Selection and Supervision of Personnel 

',~)srgnment of Administrative.Responsibility: 
Physical Security 

. Unauthorizeo Access 
Physical Protection Against: 
'Access to Equipment 
Theft, Sabotage .. 
Fire, Flood, other Naturai Disaster 

Employee Training Program 

Individual Right of Access 
'Ruies for Access 
Point ~f RevieYl and Mechanism 
Cha lIenge by Jnd iv idua I 

. ;. , 

r. 
NOW 

IMPLEMENTED 

.• c'.-' l';- ?l· . - ..... -~ 
! 

~ . 
CHECK MARKS'l<~---'--"""'l,J, bATES -:-t 1 

REASONS FOR' • i 
fl ~ 

f I·.e \ 
r-I ------\--+__ i---t~--"-'---I-_~~-----\"f'<' 

L----f--If-----:---I-~' -I-----'---'-J 
.~--·~I-~I'--~~----~-' 
Ii--- I I 

; 

~ g 
~ 
;{ 

. , 
. 
'. 
'" 

• , 

16 
.J " 

~~~--~---+~'----~-------+----------~ 
i 

" 
.~ • -, 
" -
~ 
~ 
t 
~ 

I_-':":~c-"-'-I 
I X 
i X 
! X J 

X .' 

Mmlnlstrative Review 
Administrative Appeal 
Correction/Notiffcatioll of ErroI 

~~,?~--~-~~-,~--__ ~_~ ___ -~-_~ ___ ~ ___ .~ _____ ~~~~ __ ~~-L _______ ~ __________ ~ 
REMARKS 

J 

" '. 

: *NOTE: _.Sect,ion on. i~Securityll l:'ot required to be compi·eted. 
, -

-J 

"'"'. 

-2· . ., 
.~ ~_-......",--___ --=-____ ' __ ,, __ ' _ ... _ ...... _ ... _____ , __ ~ __ ... "--"'-_"'~-.fo!' •• 
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71. .•.. '" 
AP??OYED: C~S NO. 4S-R0576 

•. ~. " .. W:~ s"~--;A~;~:g~~~:;:~usTlcE ~ ,'-~~' "-1 --~~FciFHXA"fIOti 
... • 'ft' .. I" t ;;. ;o:..a.;.' c:: 

INSTRUCTIONS It 

LAW ENFORCEMENT ASSiSTANCE: ADMIN:STRATION S. TAri=II,::".' r' 
NATIONAl.. CRIMINAL JUSTICE INFORMATION AND ... 0 .... '\ 

"t, ~ 

Plca,:iO p~ovjc1e the {olIo"';i~ jn{orn:alio;;.i 
completa the cttacned ce~tilication form J. 
end return alI pouts to tho address at t . STATISTICS SE"VICE -

the left. • ." ~. 
WASH,INGTON, D. C. 2.0531 (28 CFR 20.t "20.36) 

APPLICABLE 5, ATE 

fl ~AME~~~ROE~: lor ;~:;~:T~:~ A;~;:;mati on 
DATE PREPARr;::O 

Neb'lOrk 
690 Ferry Street S.E. 

Oregon March 1, 1976 

Sa 1 em, OR 97301 CONTACT NAME tTEL. NO. (GJv~ Alea Cod.,) 

~ I 1~.~~==~========================~,=·:=J~e=~f~,_~~~~r~,n=e=s=======.~(5=0=3)~5=88;-=6=42~2====,~ i 1. Doe's your' agency "collect, store. or disseminate criminal history recor,d information processed by' either IIlanual or 
p autcmated operations?" , "Criminal history record in~ormation" means information collected by cnmina.l justice 
~ agencies on individuals which consist of ider.tifiabie descriptions and notations of arrests, detentions, indict", 
I mants, informations.o): other fo~inal criminal charges, and. any disposition arising therefrom, sentencing, cortectiona.l I . s·upE:.t::vision a.nd release. The term does not include identification inform~tfori such as fingerprint records to the 
! extent that such information does not indicate involvement of the individual in the criminal justice system. 

I 
~------~------------------------------~----------~--~~~~~~~~--~~~~~~~~~~~~~~-2 
~_2. lithe 2~~w~r abqve was "Yes," have LEAA funds" been made'~~';ii;bl;;"t~ th~- agen~y-;~b~~q"'u~;t-t;)'cl:y'i;1'971 ,·.1 ....•.... ' 
R for the collectio~1 i storage 01 dissemination of information? 

~ . .',' ,', .. YES OCJ NO 0 .' 
I:, 

YSS NO 0 

p, ., 

; 3. Indicate the type of agency: 

ct;!,PROSECUTION C PUBLIC DEFENDER "[]I POLICE 
.. I

'--~------~~~----------------------------------~----------~-~----~-----~-------;" 

I I! ~C(;tJRTS-' lKJ CO"RRECT'io'NS-' '. . 

I ~! ------------..,.--~-----..:.,-.-----,..~----....--...~-"':' ...,..o.!j>' .' 

l 14• In.di~ate·th~.type o(system:, '5~' i"s'the system ~utomated'?~' .. ~. ,.' .] 

! I . ... .'. 

! : [Xl SU8JECT IN PROCESS 

i 
~ 6. D'c>eS the syst~~(s) exchang~ inform;ti~n with 'othe'r ~ystem;;?'-~' y'ES'--'[]'NO' 
'I I("Y~s." specify which other sy'stems: 

1_:0 HEGioNAL rXl CENTRAL ST ATE RE.POSI TORY jjrNClc-T:r<iTH·"R(;~e,i,.j ': ; ; .., 

~ 7: Indicate population of primary geographic jurisdiction ·8. 'Indicate' apProximate number of sub'je~ts, incluc}ed ,. '! being served~ system: 

.!. I, 250';000 00-5,000 

i 9 d 100,000:500;000 

05.000-25:000 o 25.000-.100,000 

. 0 MORE THAN 500,000 
I 

! 
i 
i 

I 
i 
I 

I , 
I 

I, ,9.Narne of authorized agency official 

I deff Barnes 
,hI. Agency ~ame and address 

Regional Automated Information 
690 Ferry Street, S.E. 
Sa 1 em, OR 97301 

lO.l'itle· 

Director 

Network 
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I 
; 

i 

! 
t! 'j 

, ..... J~ 

UNITED Si t.TES DEPARTMENT OF JUSTICE 

Low Enforcamen: Assislance Adminis!rati~n' 

Notlanol Criminal Ju t' I' 0" d S lee ntorm .Ion on 

Scr ... icc Stntistics 
Washington, D.C. :l0531 

NAME/ADDRESS OF SU5MITTING A 

Regional Aut9mated i 690 Ferry Street S. 

GENCY 

Information Network 
E. 

,\PPF\OVED , 
OMS NO.. 43-R0576 

CERTlFiCA lION FOR 
AGENCY SYSTEMS OTHER THAN 

, 

72 

THE CE'NTRAL STA TE REPOSITORY 

APPLICABLE STATE DA. E PREPARED 

Oregon March 1, 1976 . 
TEL;::PHONE' NO.. (O;,ve Br-eU code) 

r a 
I 

ICONTAC~ NAME 

_. ___ . ____ ~Jeff Barnes, Dir •. (503) 588-6422 
~ Salem, OR. 97301 
~ . 

'TYPE OF.AGENCY ---,-----

_)1 bc~ 'PCLICE 0 'liQq PROSECUTOR , ¥.~ COURT 0 PROBATION tj;~fN~~~f{j:ng~AL 0 PAROLE ! 
~cn_.~PN ••• ~~n_~._._~'~nt~e.----.--~--~-~-------~--------~i 

~ CHECK MARK< J. r.0ATES.~ . . 

, 
REASONS FOR 

OPERATIONAL PROCEDURES ., ~jO~' , NON-IMPLEMENTATIOI>t '. ,ESTIMATED 

I 
IMPLEMEN TA liON 

I ~PLEM ... NTED COST TECHNICAL LACK OF DATE' 
AUTHORITY 

· Completeness and Accuracy .. .. 
. I : 

. Complete Disposition Reporting from: I 7/76 ~ 
Police No X 

~ 
Prosecutor No X i - 7/76 , ., 

r Trial Courts .. No I X .. .2177' ~ 

~ o Apellate Courts' No 
; 

X 2/71 '. · 
~ Probation No X 2/77 1\ 

, 0 .t 

Conectionallnstitutions No .·X '7 ~ 
, 

Parole, No X ? · 1, 1--.-. - .. ' · t I 
. 

Systemotic Il.udlt: · 
DelillQue'nt Disposition Mon,itori'ng I- No X . 7/76 
Accuracy Verification I---~'.!.-I-' X 7/76 

: 
.' .; 

Limits on Dissemination' 
, . Contraciual Agreements/Notices and S'll1ctions 

.. 
. 

in Effect for:- . . 

,0 
. Cri~linal Jusllce Agencl~3 No. . 

'-1- .. ~-~- 4/76 ~ 
1---'----.- ,-- . .. _-- -"'- ._------;-

No~:Crimillal Justice AgenCies Granted Access 
by Law or E~eculive br~er No 4/76 

Scrv'ice ~gencies Under Contract No X 4/76 ~, , 
Research Organizations No X 4/76 r, 

. .;, Va lida\iilg Agency Right of Accass Restrictions On: ~ 
Juvenile ~ecoril Dissemina~ion. No X 4/76 · y 

1-----, ~'-- I fI, .. 
Confirmation of Record' Existence, No f . 'X 4/76=1 
Secondary Dissemination by:Non-Griminal • i 4176' J . Justice Agencies No - X, 

Dissemination Without Disposition No X 4/76 J 
~ .. I. 

Audits and QuaHfy Control .. (, 
), 

Audit Trail: . 
Recrea~ing Data ;ntry No x 7/76 . " 'I . 
Primary Dissemination Logs ·No oX 7/76 i . , ~f' I 

Secondary Dissemination Logs No X 7/76 " 

" , 
" . 

1 .... "'" 0' 

, f ~ n""'_"'_'_' lo. • , ... ~,.".,'> ..~*~"._ '''''_ ~ ... ~~ ""' ...... I,' .... , ... • " ... ~ ....... " 
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LA";' 

OPERATIONAL PROCEDURES 

Security 
Exc~ull .. e/Siatutory Designation of Responsible 

Criminal Justice ~gcncy 
Prevention of, UnauthoT ized Access: 

Hardware Design 
Software Design 

Dedicated Hardware: ; 

Termiilals 
Communications Conlrol 
Processor 
Stora'ge, Dev ices 

Criminal Justice Agency Authority: . Computer Operations Policy 
Access to \'Iork Areas 

, Selection and Supervision of Person:1el 
Assignment of Admirrislrati'leResponsibility: 

Physical Secuiity 
, ·Un?ulhorized Access 
Physical Protection Against: 
-Access to Equipment 
Theft, Sabotage. 
.fire, Flood, other Naturai Disaster 

Empl?yee Training Program 
Individual Right of Access 

Rufes for Access 
Point of Review and Mechanism 
'challenge by Individual 
Adminrsirative Review 
Adrntnisirat'ive Appeal 
Correctioi1!Notification of Erro,r 

-

. . 
*NOTE: .Section on "Securitil not 

-

" .' ... 
: 

" 

-, 

. ' 

,. 
'. , 

7l:: 
. " · " 

" 

,1., CHECK MARKS -+ r DATES~ . 
REASONS FOR 

C:STIMATEO 
NOW NON-IMPLEM""NTATION 

IMPLEMENTED COST TECHNICAL 
LACK OF IMP!..EMENTA TloN 

AUTHORlTY DATE 

· 
I 
i Yes 

I . 
Yes 

I Yes t . 
I 

I . 
Yes I . 
Yes , 

ye~ 

Yes , . -
• , 

, Yes 
Yes . 

" 

' Yes I 

- , -
Yes .. 
Yes ., 

Yes .' 
Yes 

. 
Yes -, 
No 'x /,./;(:. 

. 
, 

i No X 4/76 , 
No X 4/76 , 

I 

l No X 4/76 
No X 4/76 

! ' No X 4/76 " 

No X 4/76 

. . . 
. 

completed. required to be -. 
· 

- .' ., 
" 

. 
, 

" • 
~ 

" . , . . . ' ~ .. ' . . 
,. . .. .,' ., . . .. - , 

" '. .. " . 
: .' .- . , " 

. . , 
~ · - - " « 

. , 
' . . . . 

; ',." . ' 
, 
, . . 

. 
" 

.' · '. . . . . : I~' 
. ' ;, . . ' . 

, . c' 
..:" . . 

,,:' 
. . , , ',;, "" 

" ." 04L:.' .. : ..... 
i), · .' 

" .. ....,'. 

, .. -, " " 
. ' ,t" . .,·1, . ,4 ::',' 
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1976 
• 7.4 

APPROVED: 0!\19 NO. 4S-R0576 

-- ~ _. . -- INSTRUCTIONS -_ ,_, ·U~ s. DEPA.RT·ME·~,iT-OFJUSTICi < __ _ 

LAW ENFORCEMENT ASSiSTANCE ACMINISTRATION 
NATIONAL CRIMINAL JUSTiCe: INFORMATION AND 

STATISTICS SERVICE 

INFORMA TION 
STATEMENt Plee$(J provide the following information, ~ 

WASHINGTON, D. C. 20531 

NAME/ADDRESS OF SUS,JUTTING AGENCY 

Oregon Supreme Court 
State Court Administrator 
State Judicial Information System 

~ Supreme Court Building 
Salem, Oregon 97310 

(28 CFR 20.1 - 20.38) 

APPLICASLE STATE 

OREGON 

CONTACT NAMS: 

complete the attached certification form 
and return all parts to the address ac 
the 1eft. 

DATE PREPARED 

2/27/76 

TEL. NO. (Give Area C'ed.,) 

S. R. Mayhugh 503 - 378-6034 

lljr "1. -Doos your agency "collect, store, or disseminate criminal histor~ record informat"ion" processed b~ either manual or 
automat~d operations?" " "Criminal history record information" means information collected by criminal justice 
agencies on individuals "whi.ch consist of identiiiable descriptions and notations of arrests. detentions._ indict-

_ me·1~3. informations ,or other fo~al criminal chargss, and any disposition arising therefrom; sentencing, correctional 

I
"" ~.u~E::'rvision and release. The term does not include identification informatloIi ~mch as fingerprint records to. the 

eXtent that such information does not indicate!:lvolvement of the individual in the criminal justice system. 
.' " _.... ---

YES lKl NO 0 

'2. If the an~wer above was "Y~s," have LEAA funds been""made a~ailabl~ ta" th~ age~;;y s~b~'~que~t to J~iy '{, 1973 
for the collection, storage or dissemination of informat~on? 

YES IX] NO 0 

Indicate the type of agency; 

"-o PROSECUTION o PUBLIC DEFENDER o POLICE 

[]lCOURTS o CO-RRE-CTioNS' 

I 4. Indicate the typeo( system; 

.'. -o SUBJECT IN PROCESS 0 CRIMINAL""Hi"ii"TORY· 

Ga Court Case Records 

~ - ... - . ~ .. -- , - -~ *- .... 
·6. DCleS the syste~(s) exchange informatici~ with other systems? GJ Y"ES -'CrNo 

, • rr""Yes.'t specify which other systems: 

.:r.'- lndicate" population of primary geographic juris"diction 
peing served; 

. .~ 2-; 100 ~ 000 "" , 
_.--. 

~ 

8. Indicate "approximate number of subjeC;ts included' .
system: 

[XJ 0-5,000 05,000-25,000 025.000-100,000 

- .. " -
0100,000-500,000 o MORE THAN 500,000 

.~' 

Name of authorized agency official 
,-------------------;~~------~----------------------------~ 

10. Title 9. 
, LQren D. Hicks State Court Administrator 

p 

Agency name and address 
,~----------~~----~--~----------------------~~~------------------------------------------{ 

12. 'Tel. No. (~ivo .4rea Coc:1e) 11. 
Ore.gon 'Suprem: 
Suprem~ Court 
Salem, , . Oregon . '" 

~~ , -,:, 

-..... 

Court 
Building 

97310 

" ., 503 - 378 - 6046 
~ .~! 

~~~------~--~~~~~~~------~--------~! 
13 •. signat ... "ofauthorizedoffici~l /"" , . L? ,.: 

c,," ~ 2J..~,' 
---'--, -.----, ---0 ___ ~ ____ .--;au W _ 1. 
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UNITED STATES DEPAR!MENT OF J,uSTICE 
Low Enforc~men~ Assistance Administrati~n 

Notional Criminal Justice Information and 

Slotistics Service 
Washington. D.C. ;l0531 

I~AME/r.OORESS OF SUEMITTING AGEN.CY • 

Oregon Supreme Court 

System 
I· State Court. Administrator 
! State Judicial Information 

I ~ Supreme Court Building 
.1 I Salem, Or~on_, 97310 

I WTYPE OF AGENCY , 

; I I: POLICE r ! PROSECUTOR 

I ! 
!XJ COURT 

, .' 
I ~iN'STRUCTlONS:- Compleld II,,, ~o1to"'in4. '''' Bppropdate. It. " . 

! I 
II 

i 
1 
i 

I , , 

I 
~ 

I 
I 

Completenes~ ai1d Accuracy 

Complete Disposition Reporting from: 
'Police ' 
~ro'secutQr 
Trial Courts 

,Apellate Courts' 
Probation 
cfirtectionallnstitutions 
Parole 

Systematic Audii: , 
Delinque'nt Dispos,ition Mooitoring 
Accuracy Verification 

Limits oil Disseminatiori 
. Contractual Agreement~/Nolft~s and Sanctions' 

in Effect for:' 
Criminal Justice Agencies 
Non'-Criminal Justice Agencies Granted Access 

byLaw or, Executive brder ' 
Serv'ice ~gencies Under Contract 
Research Organizations 

Validating Agency Right of Access Restrictions On: " 
Juvenile Retoril Dissemination .. 

. Confirmation of Record' Existen~e " 
Secon~IY Disseminatlon bY'Non-Criminal , 

Justice Agencies .. 
Dissemination \Vilhout'Oispusition 

Audits aoo Quality Control 
Audit Trail: 

Recreating Data Entry 
, Primary Dissemi,nat'ion Logs 
, Secondary Disz~mination Logs, 
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APPROVEO' 
vMB NO. 43-ROS76 

CERTIFiCAtiON FOR 
AGENCY SYSTEMS OTHER THAN 

THE CE(NTRAL STATE REPOSITORY 

APPLICABLE STATE DATE P~EPAREO 

OREGON ,2/27/76 

CONT AC"; NAMF., !,ELEPNQNE NO," !Giv~ "~~", ~~ .. ) 

. 503 - 378-6034 , S. R. ~:layhugh 

o PROBATION C~J CORRECTIONAL 
, INSTITUTION 

----- CHECK MARKS ---

--- -- I - REASONS FOR 
NOW' • i~ON'IMPLEMENTAT(ON 

IMPLEMENTED COST TECHNICAL LACK OF 
AUTHORITY 

---:-,~---

Dp~RoLE 

--- DATES 

',' ESTIMATED 
IMPLEMENT A TtO,N 

PATE.' ' 

: 

r.~lfi/77, ---: 
1 ,,' 

------;r- r'':._, ,---- -- -.,..---- --- ----

I 

-1. 
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J.'---, --- CHECk MARKS ----'""' J, '. r OATES_~ 

OPERATIONAL PROCEDURES 

* Security 
ExecutiveiStatutory Designation of Responsible 

Criminal Justice t?-gency 
Prevention of. Unauthorized Access: 

Hardware Design 
Software Desig~ 

Dedica:ed Hardware: .; 
Termiilals 
Communications ConUol 
Processor 
Storage Devices 

Criminal Jlistice Agency Authority: 
- Computer Operations Policy 

Access to Work Areas . 
Selection and Supervision of Personnel 

Assignment of Administrative,Responsibility: 
Physical Security 

. 'Unauthorizea Access 
Physical Protection Against: 

Access to Equipment 
Theft, Sabotage, , 
Fire, Flood, Other Nalurai Disaster 

Employee Training Program 

* * lndi'lidual Right iJf Access 
Rules for Access 
Point of RevieW.and Mechanism 
Challenge by IndiVidual 

REASONS FOR 
NOIV. NON-IMPLEM"'NTATICoN 

IMPLEMENTED I COST TECIiNICAL{ LACK OF 
• AU·THORITY 

I 
! 

I 
I (. 
I 
I 
I -
I , 

i -r 
I 
I 

I I 

! 
I 
i 

Mminlsirative Review 1--___ -1 

Administraf'ive Appeal! ;-. ____ -1 

~~~~--co~r~~~ctio~liN~tirlc?!ion-o-f=,-rr-w-, ____ ~ ___ .~. ____ ~-------... , 
REMARKS 

I 
, 

* * REMARKS : Court records· are ahlays ava:ilable, for inspection 
by the aefendanf: or his attorney and effective' Court 'prbC,E;!":': 
~ures e~ist to~corr~ct errors.' 

.... . . 
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ES1'IMATEO 
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·DATE 
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PUBLIC SERVICE BUILDING • • • • SALEM, OREGON 97310 

ROBERT W. STRAUB 
GOVERNOR 

DEPARTMENT OF STATE POLICE 

Proposed amendments to Administrative Rules. - Oregon Criminal 

History Program, as contained ~n Chapter 257 Oregon Administrative Rule~, 

adopted June 14, 1974, filed with the Secretary of State June 14, 1974 -

as DSP 2, and effective 7-11-74. 

NOTE: Matter underlined in an amended section is new; matter bracketed 

is existing rule to be omitted. 

November 21, 1975 



Rule 10~010 SCOPE OF SYSTEM. Oregon (ComjlUterized); Crirninal.Off~nd~r:·· 

I'~f~rmation:(hist~ry) fil es contain information~contributei~by .. b~i~'tnal . 
. ' . . ' ",' . " ." . ~ ~ 

. Justic,~ Agencies, on a person I s record of arre$ts:~·.~heTlaturei\m:fdjSi'o' " 
or., f,! ' . " -

positi~nof criminal charges, sentencing, confinement and 'relea~e,p'lu~;'" 
• , , ~ I., '.' 

'. identifying data only relating to fingerpri'ntsof appH~antssubmitted . 

under Oregon law. these files (do not containinteli.igenc~infonnatiort 
, - " 

or other unrelated data) shall not permanently.contairrinformation"about . 

the political, religious or social views ,. associationsoracti.vities·of 

any individual ,group, association, coreoration,.busir.esso~ ,partn~rship 
. . .. ' -' ' . ". ". 

unless su~hinformation directly relates to aninvestigationoT past' 
: '''' . . . '. 

or threatened criminal acts or activities':a'nd therEiarereasonable grounds 
'. " 

to su,spect the subject of the information· is or'may be involved in 'criminal. ' 

acts or activities~ 

The Oregon CCH (Program) System is a computerization of essentially"tHe sa~'e 

criminal (history) offender information, and is mai,ntained by the OSP 

under provi sions of ORS Chapter 181 ~ Sections 01 0, 065, 510, 520 and '540, 

as amended by Ch,apter 548, Oregon Laws 1975. Computerization of the' 
manually accessed paper file ;s designed to provide, faster access to 

criminal (history) offender information for Oregon Criminal Justice 

j.~~encies. 

Rule 10-015 DEFINITIONS. As used in these rules: ' 

(l) "Criminal Offender Informationll means records and related 

data, including fingerprints, received, compiled and disseminated by. the' 
./...... ,. 

Oregon State Police for purposes of identifying(;riminaloff~iid$~;.>aOcJ . -' . .' . , 

all eged offenders and maintained as to such persons' records',6f,afrf;!st~' 

the nature and disposition of criini'T;;al charges, sentencii1g~ confinement' 
'11 . . ' 

and, release, and includes the OSP ComputerizedCr;m;nal History SYstem • 

. :: . 
~, ';,,,,- " ,:" :'. ."'1> 

."'- : ,". 
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(2)"Ccmputeriz,ed 'Criminal Histor,y''(CCH) System"" means the 

,tnaintenCincein' cnline.ccmputer' files ofsi9n~fi~antcrim:inal offendet, 

(3)" 1I0Spll means the Qregon State Pol ice and includes the osP. 
'. ,",.:,. 

nureauo.f Criminal, Iden.tificatton., 
. '. . . 

(4) ,"LEOS" means the Oregon. taw Enforcement Da1:i~ System. 

, " 

"0regpn CCHSys ternll means the' Ore9~n Comp'uteri zed ' Crimi na l' . 
J._, • 

HJ story System ~ :/ 

-(6) IIN~IC';;CCH Systemll means the naticnal computerized criminal 

. histcrysYstem maintained and operated by the FBI. 

(7) II Interstate System II means the NCIC-CCH system and the net

<wcrk ofpartitipating states and agencies. 

(8) "Criminal Justice Activity" means any activity pertaining 

to. crime preventicn; contrcl, or requcticn,'ot the enforcement of the 

.cri'minal law,including'pclice efforts to prevent, c~J1trol, or reduce 

edme,or to apprehend criminals; activities of courts and prosecutors tlaving 

criminal jurisdiction; activities of corrections, probation or parole 

authorities and programs relating to. the prevention,contr~'l, or 'r-eduction ' ' 
'" 

of juvenile delinquency or narcotic or dangerous drug apdiction. 

(9) ,'. IICriminal Justice Agency" means (a publ ic agency or 

component thereof which performs as its principal function activities 

related to Criminal Justic.e, and includes courts with criminal juris.".' 

diction) 

(a) The Governor . 

(b) Courts of Criminal Jurisdiction 

(c) , The Attorney General 

Cd) District Attorneys 

, .. 

.r .~ 

".' 



(e) Law'Enforcementl\gencies 

(f) The Corrections Division 

(g) The .State BoardDf Parole, and 

(h) Any other' state or local agency designated . 
by order of the Governor. . 

" . 

(10) "State Control TerminaP'means the agency within 'each . 

state responsible for the NCIC interface to that .st~te. 

(11 ) "Law Enforcement Agency" means County Sheri ffs, . Mtmic; pa 1 
. '., . ,"'.' 

Police D~partments, State Pol ice, other- pol ice'offtcers of this ,and"othe'r' 

sta tes and 1 aw enforcement agencies' of the Federal Govern~ent ~ " 

(12) "Criminal RecordsCouncil u means thatCounc.n, advisory' -

to the Governor, establ ished under the provisions' of ExecutiveOrde\'" 15.i.23:~: 

Rule 10-020 SYSTEM RESPONSIBILITIES. (1) Oregon State Police. 

(a) Maintenance and Dissemination of. Criminal Offender'lnfQr-',,' '" 
, ' 

mati on. The Oregon State Po lice has statutory and admini strativerespon$i-_ " 

bility for the maintenance and dissemination of criminal offender inTQrmation, " 

in Oregon. 

(b) Accuracy and Completeness of Information. Information 

entered into (CCH) Criminal Offender Information files is based onWrittel1 -, 

documents submitted to the aSP, by Criminal Justice Agencies reparttrig:thejr 

reco\"dof official action, which documents contain fingerprint or other , 

verification as to the identity of the indiv~dual to whom the information 

r'efers. 

asp is responsibl e fQr the acc.uracyand complE!tenes~ QfiJlfQ~~~ :" 

mation entered into the Oregon (CCH) criminalOffenderlnfo","at'ion,:s¥ste~'\ 
and any information subsequently tra~sJllitt~~ for ~l'lcl,Y$ion l~t~'e?,~~I~:-CC~" 
System. 
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'. , 
This responsibility extends only to informltion contained in 

, ; 

the documents as submitted to OSP. 
, : " 
(c) Removal of Information. asp is responsiblef'or removal 

o(informationfrom the Oregon (CCH) Criminal Offender Information and 

'the'NCIC~CCH' System where required by law or court order. 'Inthe event 

the OSP discovers there has bee" a" erroneous entry;" crirninaloffende~· 

information records maintained ~y.itsi~ shall' make a reasonable effort 

to'nOttfyany recipient person or agency know" to have received such 

information within areaso~able period preceding discoverx of the error, 

'bfthef'actof.such error and of the correct information. Any such 
, ' ' 

" , ' Jer~Otleousorinaccurate information shall be purged from the record and 

'~:~'~ep:l(lCed'bYthe correct information. 

(d) Entry of Information. Only terminal s located at OSP or 

others designated by the Superintendent of the OSP are allowed to ent.er 

re,cords into the (CCH) Oregon system or to change existing records. 

(e) Information to Qualified Criminal Justice Agencies. OSP 

is responsible for providing (CCH) Criminal Offender information to 

qualified Criminal Justice Agencies (via LEOS). Such information will be 

furnished, after proper inquiry, in either (summary) computerized form, 

via LEOS or (complete record) document form. 

(f) Development of Operational Procedures. OSP is responsible 

for development of operational procedures to be followed by Criminal 

Justice Agencies (with terminals) having access to Oregon (and) Criminal 

Offender Information and NCIC-CCH files. 

(g) All Criminal Offend~r information distributed by the OSP 

shall contain a notic~in \'1riting in substantiallx the following language: 

"All persons are advised that the information contained in this report can 

82 
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only be considered acdurate for 'a period of six months from the date 

of this report. For clccurate information,. new inguirYmustbemade. 1I 

All agencies shall insofar as is feasible, taking into . 

consideration the then existing capability of the OSP to respond, 

request and obtain a current criminal offender information record when 

that record is to be disseminated outside that agency •. 

(2) La~ Enforcement Data System - Executive Department. 

(a) NCIC Control Tennina] Responsibility. LEOS is the Ustate 

control term'inal ll for the NCIC interface to Oregon and is respoils.ible 

,I,: 

for assuring that all policies and rules for access to the Oregon (andf) or the 
~_, IT 

NCIC-CCH Systems are adhered to by Oregon Jser agencies. 

(b) System Development and Operation. LEOS is responsible . 

for providing the computer hardware and software capabilities necessary 

to insure the efficient processing and integrity of the information 

stored in the Oregon CCH System and for interfacing to the NCIC.:.CCH System. 

(c) Physical Security of Computer Installation. LEDSis 

respons'ible ·for development and impl ementation of pol icies and procedures 

to safeguard the' CCH information liJ.t the central coinputer site front 

accidental or malicious damage or unauthorized access or use. 

.. 

{d) Audit and Inspection of User Agencies. LEOS is responsible I) 

for periodically auditing and inspecting each terminal location accessing 

CCH or the FBI NCIC-CCH to insure compl iance with the published rules , 

policies and procedures. 

CCH terminal transaction records will be mainta.ined at and by 

LEOS and will be made availabl e to participating Criminal Justice Agencies. 

,-., :.:' 2.. .•• .. ; .......•.... ,.-.; .:."'.'. 
.,,' .: ,,':, , - .' 
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Rule 10-025 ACCESS TO AND USE OF (CCH) CRIMINAL OFFENDER INFORMATION. 

(1) ;Access to (CCH) OSP Criminal Offender information by 

(mea;ns of term"fnals) any means shall be limited to: (Criminal Justice 

Agencies) 

(a) Criminal Justice Agencies, where the information is to 

be used for criminal justice purposes or criminal justice as.ency employ

ment. 

(b) Other state and local agencies, after application to the 

Criminal Records Council and upon Executive Order of the Governor, where 

the infdrmation is required to implement a Federal or State Statute or 

Executive ,Order that expressly refers to criminal conduct and contains 

requirements or exclusions expressly based on such conduct. 

({2) A Criminal Justice Agency shall obtain CCH information 

only in situations in which it is required by that agency for purposes _ 

of fulfilling its legal responsibilities. jAll inquiries to CCH shall 

be based on a valid reason to obtain the information.) 

(2) Access to CCH information by means of terminals shall 

be limited to authorized Criminal Justice Agencies using their agency 

identification number (ORI). 

(3) Inquiries for nonofficial purposes or the ~hecking of 

records for unauthorized persons or agencies outside the Criminal Justice 

community (are) is prohibited. 

(4) (CCH) Criminal Offender information may be furnished 

only to authorized agency employees {of Criminal Justice Agencies} and 

no person who has been convicted of a crime which could have resulted in 

a sentence to a Federal or State Penitentiary will be allowed to operate 

a terminal accessing CCH infonnation or (otherilise) have access to (CCH) 

Criminal Offender information. 

. . 
'f 
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Exceptions to this rule may be made in extraordinary cir

cumstances upon written application to the Superintendent of the Oregon 

State Police setting forth such circumstances. The Superintendent of 

the OSP will maintain a central file where such exception authorizations 

shall be fil ed. 

(5) Screening of Criminal Justice Agency and Regional 

Criminal Justice infonnation sy,stem employees who have access to CCH 

or Criminal Offender information records is the responsibility of the 

employing agency. 

(6) Any Criminal Justice Agency obtaining (CCH) Criminal 

Offender information (and!) or NCIC-CCH information, either directly 

throv,gh that agency's termi na 1 s, or through the termi na 1 of another 

Criminal Justice Agency, must have executed a written agreement with the 

OSP prior to such access. 

(7) Security of Terminal s. Any terminal wi'th CCH accessing 

capability must be physically secure and placed in a location not 

available to unauthorized persons. Tenninals must be so placed that 

unauthorized persons may not observe the. content of messages transm~tted 

or received on such terminal • 

. (8) Security of (CCH) Criminal Offender Information Records. 

Any Criminal Justice Agency obtaining (CCH) Criminal Offender information 

shall maintain those records in secure files until they are destroyed 
.) 

by burning or shredding, and shall treat those records in such a manner 

that the record does not become public information in any.~ 

proceeding, except through court order or as othenlise provided by law. 

(9) Radio Transmission. Any radio transmission of (CCH) 

Criminal Offender Information records shall be limited to essenti'al 

details only, with in·fonnation identffy,ing individudsand offenses 

concealed insofar as possible. 

('. 
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Plain text transmission of an entire (summary or full CCH) , 

record is prohibited. 

Rule 10-030 CRIMINAL JUSTICE RESEARCH AND EVALUATION PROJECTS. 

(1) (CCH) Criminal Offender information will be made available 

to qualified persons for research and evaluation related to crimirral 

justice activity upon written application to the Criminal Records Council 

or, in exigent:circumstances for temporary access to the Superintendent 

of the Oregon State Police but authorization to utilize such information 

will be (given only) conditioned upon: 

«a) When the benefits from such projects may be reasonably 

anticipated to outwei~h the po\.!!ntial harm to system security and 

individual privacyp and,) 

W The ~xecution of nondi~£osure agreements by all 
" 

participants in the program. 

(b) When such qualified persons acknowledge a fundamental 

commitment to ~~spect individual privacy interests with the identification 

of subjects of such information divorced as fl.l.lly as possible from the 

data received, and (,lagree to comply with any add'itional requirements 

and conditions found necessary to assure the p!,otection of personal privacy 

and system security interests, and, 

. (c) ~!hen a specific agreement is executed between such 

qualified persons and the OSP, the agreement stating the scope of the 

project, the permissible dissemination of information received and a 

prohibition against furnishing or use of such information for any purpose 

other than that for which it was obtained. 

(d) Where temporarY access is authorized' by the Superintendent 

of the OSP, he shall report the reasons for such temporary grant'to the 

, ,J 
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Criminal Records Council for review and comment at its next regular 

meeting. No temporary grant of access shall be valid for more than 30 

days or after the next regularly scheduled Council meeting, whichever 

period is longer. 

(e) OSP and lEDS will retain the right to monitor and aUdit 

any approved criminal justice research and evaluation ~roj~t and t-n 

terminate access to CCH or Criminal Offender information if a 
I 

violation of this rule is detected. 

Rule 10-035 ACCESS BY INDIVIDUALS FOR PURPOSE OF REVIEW AND/OR CHALLENGE. 

(1) Any individual desiring to review information concerning 
I? 

himself maintained in the (CCH) OSP Criminal Offender Record System, or 

who believes that the information as maintained is inaccurate, incomplete 

or maintained in violation of any State or Federal statute or act, shall 
. . 

be entitled to review such information anG obtain a copy thereof fo~ 

the purpose of challenge or correction. The OSP shall not charge an 

individual for a reasonable request to provide him with a copY of Criminal 

Offender information which refers to him. 

(2) Verification of such individual's identity may onlyobe 

effected through submission, in writing, of name, date of birth, and a' 

set of rolled ink fingerprints to the Oregon State Police. The request 

for review may be made at the General Headquarters of the OregonlSt~te 

Police, Salem, Oregon, or through any Oregon Criminal Justice Agency. 

The OSP may prescribe reasonable hours and places of inspection •. 

If the request is made at other than the General Headquarters 

of the Oregon State Police and, after positive identification by the 

OSP of the fingerprints submitted, copy of the (CCH) record, alongl' with 

the fingerprints submitted for that purpose, win be forwarded to the 

Criminal Justi,ce Agency to whom the "request was made. 

. , 
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(3) Upon receipt of such (CCH) record that agency (must) 

shall furnish same to the individual named in the record and at the 

same time return to that individual the fingerprints submitted for 

positive identification. 

(4) All data included in the (CCH) Criminal Offender 

inforlnation record is obtained from contributing Criminal Justice Agencies. 

If after review of the information concerning himself as 

maintained in (the CCH) such record, the individual believes that it 

is incomplete or incorrect in any respect and wishes changes, corrections 

or updating of the alleged deficiency, he must make application directly 

'. S8' 

to the contr'ibutor of the questioned information, requesting the appropriate 

agency to correct it in accordance with its respective administrative rules 

and procedures. Upon receipt of an official communication directly 

from the agenc); which contributed the Oiiiginal information, the OSP will 

make any changes necessary in accordance with the information supplied 

by the agency. 

(5) Any individual whose record is not removed, modified, or 

corrected as he may request, following refusal by the agency originally 

contributing such information, may proceed under the provisions of 

Rules 30.00 to 30.80 of the Attorney General's Model Rules of Practice 

and Procedures under the Administrative Procedure Act, relating to con

tested cases and judicial review. 

After conclusion of such procedure or review, any information 

found to be inaccurate, incomplete, or improperly maintained, shall be 

removed from the individual's record and the originating agency so 

notified with copy of the reco~~ as corrected being furnished to the 

challenging individual. 

(6) Any Criminal Justice Agency receiving a (CCH) record 

" 
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after such notice of contested case has been filed and prior to final 

determination, shall be notified by the OSP that the record is being 

challenged. 

Rule 10-040 ANNUAL AUDITS. At least once annually, the Governor shall 

cause to be conducted a random audit of the practices and procedures 

of the OSP and LEOS concerning information collected and disseminated 

pursuant to Executive Orders 74-6 and 75-23 and these rules to i~sure 

compl iance with th~" requirements and res~rictions set forth. 

Rule 10-045 VIOLATION OF RULES. Willful violation of published rules 

relating to (CCH) Criminal Offender Information record by any (Criminal 

Justice) authorized agency or employee may result in iflJl'lediate'termination 

of such agency's right to receive such information from the Oregon (CCH1 0 

System and/or the NCIC-CCH System. 

Reinstatement will be effected only upon demonstration by the 

(Criminal Justice) Agency that the cause of such violation ,has been 

corrected. Final determination as to thereinstateme~t of any agency 

so terminated will be the responsibility of the OSP. 

Rule 10-050 RIGHTS OF APPEAL. A Criminal Justice Agency or employee 

desiring to appeal any action, order, Gr administrative ruling by the 

OSP or LEOS may proceed under the provisions Of Rules 30.00 to 30.80 

() 8' 

of the Attorney General's Model,,,Rules for Practice and Procedures under 

the Administrative Procedure Act relating to: contested cases and judicial' 

review. 
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OREGON LEGISw\.TIVE ASSEMBLY-1975 REGULAR. SESSION 

EnroHed 

Sponsored by COMlvUTTEE ON JUDICIARY 

CHAPTER._ ......• ~~~._ .. ___ _ 

AN ACT 

Relating to police record:;; creating new provisions; amending OPS 137.225, 
181.ClO and 181.540; repealing ORS 181.055, 181.510 ~d 181~520; and 
declaring an emergency. ~ 

Be It Enacted by the People of th.e State of Oregon: 

Section 1. ORS 181.010 is amended to read; 
. 181.010. r\s used in OP..S 1&.010 to 181.540, unless the cont~xt requires 

otherwise: . ' 
. (1) "Burea.u" means th.e [central bureau of 'criminal identification] 

Department of State Police Bureau of Criminal Identification. " . 
(2) "Criminal offender information" includes records and related data, 

fingerprints received and compiled by the bureau for purposes of identify
ing criminal offenders and alleged offenders, records of arrests and tIle 
lmture al'ul disposition of criminal ~harges, i'!lc1uding ~ntencing, confine-
ruent and release. . 

[(2)] (3) "Crime for which [a report] criminal offender information 
is required" means~ . 

(a) [All felonies; and] Any felony; 
(b) .Any misdemeanor or other offense [or violation of a city ordinance 

any el~ment oj) which involves criminal sexual conduct [prohibited by 
law' and] • . , , 

(c) Any. [misdemeanor OT other] offense [or violation of a city ordi
nance any oj] which involves the use or sale of narcotic drugs as defined 
in DRS 474.010 or dangerous [drug described] drugs ile.fin~d in ORS 
[475.100] 415.010. '. . 

[(3)] (4) "Department" means the Department of State Police estab-
lished under ORS 181.020. .~ 

[(4)] (5) 4'Deputy Superintendent" means the Deouty Superh"ltendent 
of State Police. . ~ . . 

[(5)] (6) "Law enforcement agency" means [aU] county sheriffs, 
mu.i"licipal police departments, State Police, [and.] other [peace] poUce 
officers of tilis and I.)taer states and law enforcement agencies of the Fed
eral Government. 

[(6)] (1) ['iOregon State Police" or] "State Police" means the mem
ber:; of the state police force appointed under ORS 181.250. 

[(7)] (S) "Superintendent" means the Superintendent of State Police. 
[(8) "State a.gencyt, means the Go'vernor, the Mental Health Division, 

t~e Corrections Division, the Attorney General, ·t1~e . district attorney of 
Ctr,y county of this state, the State BoaTd of Ed,ucation and the State BoaTd 
of Higher E~'UcCtti07£.] . '. 

(9) . "Criminal Justice Agency" means: 
(a) The Governor, 
(b) Courts of criminal jurisdiction, 
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(c) The Attorney General, 
(d) Dist:lct a1.torneys, 
(e) Lnw enforcement agencie-l, 
(£) The Corrections Division, , 
(g) ~:he State Board of Parole, and . 
(b) Any other state or local agency dasignate(l by order of the Gov

crnOT. 
(10) "D.isposition report" means a form or process prescribed or fur

nished by the bureau, containing a description of the ultimate action taken 
.subsequent to an arrest. 

SECTION 2. ORS 181.065 is repealed and section 3 of this Act is enacted 
in lieu thereof. , 

SECTION 3. (1) There is established in the department a bureau of, 
crimL"lru identification which shall be operated by the department. 

(2) ~'he bureau shall: 
(a) InstaU and maintain systems for filing and retrieving, ,fingerprint 

data and supplemental i'nforInation submitted by criminal justice agencies 
for the identification of criminal offenders as the superintendent, deems 
necessary; 

, (b) Employ its fingerprint record file as a basis for identifying indi
viduals and providing criminal offender information to criminal justice 
agencies while acting in' the perfonnance of their official duties; 

(c) Prepare and submit to the Governor reports and statistics based on 
information in its possession; and _ 

(d) Undertake such other projects as are necessary or appropriate to , 
the speedy collection and dissemination of information relating to crimes 
and criminals. . 
. SECTION 4. ORS 181.510 is repealed and section 5 of this Act is 

enacted in lieu thereof. 
" SECTION 5. (1) A law enforcement agency immediately upon th~ 

arrest of a person for a crime shall: . 
, (a) Place the required fingerprints and identifying data on forms ' 
prescribed or :fu..rnished by the bureau, photograph the arrested person. 
and promptly transmit the form and photograph to the bureau. 

(b) If the arrest is disposed of by the arresting agency, cause the 
disposition report to be completed and promptly transmitted to the bureau., 

(c) If the arrest is not disposed of by the agency, cause the disposition, 
report to be forwarded to the court that will dispose of the charge for . 
action by the court in accordance with section 6a of this 1975 Act. 

(2) A law enforcement agency may record, in addition to fingerprints, 
the palm prints, sole prints, toe prints;, or other personal identifiers when, 
in the discretion of the agency, it is necessary to effect identification of the 
persons or to the investigation of the crime charged. . 

(3) A law enforcement agency, for the purpose of identification, may 
record and submit to the bureau the fingerprints of persons arrested for 
crimes for which criminal offender information is not required. 

(4) The prosecuting attorney shall submit to the court a disposition 
report for submission by the court to the bureau in, accordance with section 
6a of this 1975 Act. 
, SECTION 6. ORS 181.520 is repealed and section 6a of this Act is en

acted in lieu thereof. 
SECTION Ga. Courts shall cause the final court order or judgment of 

a criIl}.e for which criminal (>2fen,der information is required to be reported 
promptly to the bureau, The State Court Administrator, upon notice by 
the bureau, shail make inquiry as to the status of an arrest which has not 
been reported disposed of within a reasonable time after the date of arrest. 
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If from such inquiry the State Court Administrator believes that a court, 
or its c1erk or administrator, may not be making satisfactory reports of 
dispositions he shall report his findings in relation thereto to the Supreme 
Court for its action. . . . 

Section 7. ORS 181.540 is amended to read: 
1CJ1.540. Notwithstanding the provisions of ORS 192.'110 to 192.500 relat

ing to [confidentiality and accessibility for pu.blic inspection of] public 
records L] the fingerprints, photographs, records and reports compiled 
[under the pTovisions of ORS 181.510 to 181.530] umler this 19;5 Act are 
confidential and exempt from [are not accessible for] public inspection 
except: [a.s provided in subsection (2) of ORS 181.065. OT as ordered by a. 
cOtLTt.] '. . 

(1) As ordered by a court; or 
(2) As proviiled.in rules adopted by the department under· ORS 

183.310 to 18i!.500 to govern access to and use of compl1terizecl crimi mil 
offellder information including access by an i.,divid~al for re.view or chal-
lenge of his own records. ~ . 

. SECTION 8. The department shall adopt rules under ORS 183.310 to 
183.500 establishing procedures: 

(1) Limiting access to information to criminal justice and otJ:ter state 
and local agencies when the information is required to perform a duty or 
function expressly required by statute; 

(2) For individual inspection and challenge of criminal record infor-
mation relating to himself; and - -

(3) Providing· for purging or expunging of inaccurate and incomplete 
arrest, charge and disposition information.· . -

SECTION 9. Section 8 of this Act is added to and made a part of ORS 
chapter 18l. 

Section 10. ORS 137.225 is amended to read: 
137.225. (1) Every defendant convicted of a Class C felony, or· the 

crime of possession of the narcotic drug marijuana when that crime was 
punishable as a felony only, or a crime punishable as either a felony or a. 
misdemeanor in the discretion of the court, or a misdemeanor, including a 
violation of a municipal ordinance for which a jail sentence may be im
posed, or a violation as described by ORS 167.207 [or], 167.217 or 167.222, at 
any time after the lapse of three years from the date of pronouncement of 
judgment, if he has fully complied with and performed the sentence of the 
court, and is not under charge of commission of any crime, may move the 
court wherein such conviction ·was entered for an entry of an order setting 
aside such conviction. A copy of the motion and a fuU set of the .defendant's 
fingerprints shall be served upon the oliice of the prosecuting attorney 
who prosecuted the crime or vio]'~tion and opportunity be given to contest 

. the motion. The fingerprint card with the notation "motion for setting 
aside conv.ction" shall be forwarded to the bureau. Information resulting 
from the fingerprint search along with the fingerprint card 'shall be. 1::e
tutned t9 the prosecuting attorney. Upon hearing the motion the court may 
require the filing of such affidavits and may require the taking of such 
proofs as it deems proper. If the court detennines tha,t the circumstances 
and behavior of the applicant from the date of conviction to the date of the 
hearing on the motion warrant setting aside the conviction, it shall enter 
an appropriate order wlrlch shall state the original arrest .charge and. the 
C~)llvjction charge if different from the original. date of charge~ submitt!ng 
agency antl flis!>osition. The order shall further state thut l)osHive identifi
cation has been establishetl by the bureau and further identifle(l as to state 
bureau number or submitting agency numlJer. Upon the entry of such ah 
order, the applicant for purposes of the law shall be deemed not to have 
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been previously convicted and the court shall issue an order sealing the 
record of conviction and other official records in the case, including the 
records or arrest resu1ting in the criminal proceeding. The clerk of the 
court shall forward a certified copy of the order to' such agencies as 
directed by the court. A certified copy must be sent to the Corrections 
Divisio:l when the person has been in the custody of the Corrections Divi
sion. Upon entry of such an order, such conviction, arrest or other proceed
ing shaH be deemed not to have occurred, and the applicant may answer 

• accfJrdingly any questions relating to their occurrence. 
(2) The provisions of subsection (1) of this section do not apply to: 
(a) A state or murJcipal traffic offense; or . . 
(b) A person convicted of more than one offense, excluding motor 

vehicle violations, whether the second or additional convictions occurred 
in tr.e same action in which the conviction as to which relief is sought 
occurred or in another acUon; or . 

(c) A person who previously had a conviction set ~.sit1e pursuant to 
this section. 

(3) Th~ provisions of subsection (1) of this section apply to convic
tions which occurred hefore, as well as those which occurred after, Septem-
ber9,1971. . 

(4) For purposes of any civil adion in wllich truth is an element of 
a cause of action or affirmative defense, the-provisiolls of this section p~o
viding that the con .... iction, arrestor other;proce.eiling bg' deemed not to 
have occurred shaH 'oot'apply and a party may f}pply to the court for an 
(lrcIer requiring discJosure of the official records in the. c;ase as may be. 
necessary in the interest of justice. -". 

SECTION 11. T'.nis Act being necessary for the immediate preservation 
of the public peace, health and safety, an emergency is declared to exist, 
and this Act ~akes effect on July I, 1975. . 

----<0>----

Approved by the Governor June'3D, 1975. 
Filed in the office of Secretary of State July 1, 1975. 
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DEC 161975 
ORDER NO. EO-75-23 

CLAY MYERS 
SECtU~TARY OF STATE: 

IN ~HE ~U\TTER OF SECURITY AND PRIVACY POLICY DIRECTION 
FOR THE USE OF CRIHINAL OFFENDER INFORMATION M..A.INTAINED 
BY 'rHE OREGON STATE POLICE BUREAU OF CRININAL IDENTIFICATION~ 

The above matter came on before the Governor' 
on the 24th day of October, 1975; and 

It appearing to the Governor that Chapter 786, 
Oregon Laws'1975 (Ehrolled HB 2579) 'I,'1a:s repealed on 
Sep·tember 16, 1975 i and 

It appearing to the Governor that the aforesaid 
Chapter 786 rela,ted to criminal justice information 
systems and provided certain rights. and limitations 
relating thereto; and 

. It appearing to the Governor that many of the 
provisions of the aforesaid Chapter 786 are desirable 
and necessary to secure the right of privacy; and 

It appearing to the Governor that many of the 
salutary objectives of the aforesaid Chapter 786 can 
be a'ttained by the direction of the Governor, a~ Chief . 
Executive of" the State of Oregon, to the Superintendent 
of the Oregon State Police in that the Department of 
State Police Bureau of Criminal Identification is the 
central ~epository of all significant criminal offender 
information in Oregon; and ' , 

It appearing to the 'Governor that it is necessary 
to provide for. a trial policy which will assist 'the 
Interim Committee on JUdiciary in their del'iberations 
towards'proposed legislation for the Fifty-Ninth Legislative 
Assembly; and 

It appearing to the Governor that it. is necessary to 
establish a system of control of criminal offender information 
to fulfill Oregon's responsibility for a state. plan and 
implementation process pursuaht to Sections 501 and 524(b} 
of the Omnibus Crime Control and Safe Streets Act of 1968, 
as amended by the Crime Control Act 'of 1973, and the Governor 
being fully advised in the premises; it is, therefore 
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ORDERED AND DIRECTED that the compilation, 
maintenance and dissemination of criminal offender 
information (as that term is defined by ORS l81.0l0(2) 
as amended by Chapter 548, Oregon Laws 1915) shall be 
governed by the provisions of this Executive Order, 
which shail be effective only with regard to stat~, 
as opposed to regional or local, agencies; and it is 
further 

ORDERED AND DIRECTED that the Oregon State Police 
and, ~7here necessary, the Execu·tive Department r shall 
do the following in implementing ORS Chapter 181,.as 
amended by Chapter 548, Oregon ~aws 1975: 

Section 1. Criminal Offender Information shall be 
available only to the follo~7in<g: 

a. Criminal Justice Agencies, as defined in Section 
1(9) (a) to (g) of §l of Chapter 548,. Oregon 
La'Y'lS 1975;' 

b. A Governor-designated "Criminal Justice Agency" 
as provided in Section 1(9) (h) of §l of Chap~er 
548, Oregon Laws 1975; 

c. Those persons or agencies granted access to such 
information pursuant to Sections 7 and 8 of 
Chapter 548, Oregon La\vs 1975. 

Section 2. The Oregon State Police shall not permanently 
maintain \,lithin its criminal offender information systems, 
information about the political, religious or social views, 
associations or activities of any individu~l, group, < 
association, corporation, business or partnership unless 
such information directly relates to an investigation 
of past or threatened criminal acts or activities and 
there are reasonable grounds to suspect the subject of 
the information is or may be involved in criminal acts 
or activities. 

Sec<tion 3. Those persons or agencies undertaking research 
and evaluation on the effective date of this Executive: . 
O}:'der not governed by Sections 4 and 5 of this Executive 
Order shall re-apply for access ,follo\'ling < the procedure 
set forth in Section 4(2) of this Executive Order. 

o 

<11 

. ,;; .. -:~ ...... : . 

.' 

. 
~~. . 

.. ~: . 

.... , 

. , 
; 

.< 



_.,. -.-.. 

" 

Page 3 
EO-75-23 

Section 4. (1) All agencies designated by the Governor, 
as provided in subsection (b) of Section 1 of this order, 
shall conform to the conditions of such designation and 
shall be deemed designated ,only after following the 
procedures set forth in Sectiolf 6 of this Executive Order .• 
(2) All agencies designated by the Governor, pursuant 
to subsection (b) of Section 1 of this Executive Order, 
prior to the effective date of this Executive Order shall, 
~ithin 60 days, apply to the ,Criminal Records Council 
for redesignation consideration. Such application for 
redesignation shall set forth the statutory or other 
reference upon which that agency's need for criminal 
offender information'is based. The ,Council shall. advise 
the Governor as to whether r'edesignation should be 

.'" granted, and, if so, under what conditions, if any. If 
, no redesignation be granted \.,ithin 90 days after the 

effective date of this Executive Ord~r, designation by 
. the Governor shall be deemed to have lapsed. ' 

Section 5. (1) Those persons or agencies granted access to 
criminal offender information pursuant to subsection (c) _ 
of Section 1 of this Executive Orde~ shall make application 
to the Criminal Records Council pursuant to Section 6 of 
this Executive Order .. 
(2) Those persons heretofore granted access pursuant to 
subsection (c) of Section 1 of this Executive Order shall 
re-apply for access, following the procedure set forth in . 

II Section 4(2) of this Executive Order, as appropriate. 

98 

Section 6. (I) Whenever the Governor designates a "Criminal 
Justice Agency" pursuant to subsection (b) of Section 1. of 
this'Executive Order or whenever an application for access. 
is submitted to the Superintendent of the Oregon S·tate , 
Police or his' agent, that person shall submit such application 
t.o the Criminal Records Council for ~ ts reyiet-l' and comment, 
which action shall be completed within 4~ daxs of submission 
unless the Governor or the Superintendent agrees to a longer 
time. Upon receipt of a recommendation from the Council, 
the Governor or the Superintendent, as the case may be, 
may grant~ either \'lith or without conditions, or deny 
access to criminal offender information. , 11\ 1,( 
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(,2) When the Council recommends access to criminal 
offender information pursuant to subse,ction (1) of 
this section, it shall: 

(a) Make a specific finding of the duty and 
function req~iring the -access and a determination 
that the access should be granted and used 
exclusively for the performance of the duty 
and function upon which the access is based.; and 

(b) Recommend such conditions as may be 
neces$ary to protect the system security and 
individual privacy. 

(3) Under departmental rules of the Oregon state Police . 
and subsec·tion (c) of Section 1 of this Executive Order, 
authorization of access t&other persons or agenaies by 
the Superintendent may be either: 

(a) Access to information relati'ng to a specific 
identifiable individual on a single occasion; or, 

(b) A general grant of access. General grants 
shall be for a specified 'period of time, not to 
exceed t,.,o years, and shall Qe required to be 
rene,.,ed within specified periods. 

In addition to other specifications and requirements,. the 
authorization under subsection (1) of this section'shall 
provide for the execution of nondisclosure agreements and, 
audi'ts and shall specify the character of the ·information 
the Oregon State Police may provide. 

of the Oregon State Police 
offendev information for 

(4) When the Supe+intendent 
authorizes access to criminal 
research purposes pursuant to 
shall be conditioned upon: 

this section, the authorization' 
Ii 

(a) The execution of nondisclosure agreementSi by all, 
participants in the "research program; and 

(b) Such additional requirements and condi,tions I 

including such statements as he may find necessary 
to assure the protection of privacy and security 
interests. ' 

" . 

' .. 
.~ ,;,.. ....... < •• 

, ,) 

.-

1/, 

; 

.. 

.... ···,1 
" 

.. 11 

" 

: I 

o 

, :t~ 
,,- .. 

'. 

"~l: ". . '.; . .~ 
,J 



, .' 

. . ~ 

,. . 

~~. ':~~_~'~JO' ~ 

100.". 

Page 5, 
EO-75 .... 23 

Section 7. The Superintendent of the Oregon S,tate Police 
may authorize temporary access to criminal offender 
information for criminal justice research or evaluation 
projects in exigent circurns:tances. In such cases, the 
Superintendent shall set forth the reasons f-or such 
temporary grant and report tlie same tq tqe eouncil. Such 
projects shall be presented to the Council in accordance 
''lith Sections 5 and 6 of this Executive Order at its next 
regular meeting" for its recommendations. No temporary 
grant of access·shall be valid for more than 30 days 
or after the next regularly scheduled council meeting, 
whichever i~ longer. 

') 

Sec,tion 8. All criminal offender information distributed 
by the Oregon State Police shall contain a notice in writing 
in substantially the following language: 

"All persons are adv£sed that the information contained 
in this report can only be considered laccurate for a period 
of six months from the date of this report. For accurate 
information, new inquiry must be made." 

Section 9. (1) Each individual shall have the right to 
inspect. the criminal offender information maintaineq. by .C:' 

the Oregon State Police concerning hilllSelf. .If an individual 
believes such'information to be inaccurate or incomplete, 
he may request the,1appropriate agencies to correct it in 

, accordance with their respective administrative rules and 
procedures. Requests for correction and notification to 
the Oregon State Police shall be in writing. 
(2) The OrE'!c;Jon'State Police may.prescribe reasonable 
hou~s and places ot:, inspection and m~y impose such 
additional restl;'ici:ions, including fingerprinting ,'as are 
reasonably necessary both tq~ aSfiure the record's security 
and to verify the identities' of those who seek to inspect 
t~m. ' , 
(3) The Oregon State Polic~ "shall: not charge an individual 
for reasonable requests to provide him with a copy of 
criminal'of£ender information which refers to him. 

" 'c 
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Section 10. The Criminal Records counci~, created under 
Section 11 of this Executive Order, shall do the . 
follm,dng in \;the exercise of its advisory functions: 

1. 

2. 

Revie'toJ', at the pleasure of the Governor, any 
proposed amendments to this Executive Order 
and all other executive orders relating to 
criminal offender information collected, 
processed, maintained, preserved or dis
seminated by the Oregon State Police; 

Review all proposed rules of the Oregon State 
Police adopted pursuant to Sections 7 and 8 
of Chapter 548, Oregon Laws 1975; 

3. Monitor the implementation 9f this Executive 
Order and any amendment thereto; 

4. 
/ 

Review procedures of the,Qregon State Police I' I and the La't'l Enforcement D!f1ta System for the 
physical security, completeness and accuracy 
of information contained ·in.its information 
systems; 

5. Coordinate, in cooperation with the Oregon State 
Police and the Law Enforcement Data System, 
a continuing education program for the proper 
use and control of criminal offender information; 

6. Review prqcedures of the Oregon State Police for· 
criminal record verification; 

7. 

8. 

9. 

Review procedures of the Oregon Stat~ Pol-ice and 
Law Enforcement.Data System for periodic/audits 
of data and practices of criminal justice agencies 
in comRliance with rules adopted by the Oregon 
State Police; 

Review procedures of Oregon. State Police and Law 
Enforcement Data System to limi-t access to 
criminal offender information; 

Make such reports to the!jGovernor qn its activities 
and recommendations, as requested by .him; 
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10. Review and advise the state law enforcement planning 
agency and the Oregon State Police in the development 
and implementation of Oregon's Security and Privacy 

. Plan, pursuant to sections 501 and 524(b) of the 
Omnibus Crime Control and Safe Streets Act of 1968, 
as amended by the Crime Control Act of 1973. 

,.. 102 . 

" " 
." ".' 

(2) In appointing members to the Criminal Record Council 
the Governor shall attempt·as far as possible to provide 
representation from the general public, the ne\vS media, 
state and local government and criminal justic.e agencies ~ -

. I 

(3) The term of office of each member is four years. 
Before the expiration of the term of a member, the Governor 
shall appoint a successor whose term begins on July 1 next 
following. A member is eligible for reappointment, but 
no person shall be eligible to serve more than t\vO con
secutiveterms. In case of a vacancy for any cause, the 
Governor shall appoint a person to fill the office for 

"the unexpired term. 

{4} The Criminal Record Council shall advise and assis.t 
the Governor in performing the duties imposed by Section 
10 of this Executive Order. 

(5) Notwithstanding the term of office specified in 
sUbsection (1) of this Executive Order, of/the members 
first appointed to the Council: / 

(a) Three shall serve for terms ending June 30, 
1977. They are: 

Ken Johnson, Salem 
Gene Daugherty, Salem 
Martin Sells, St. Helens 

~ .~"'~ •• 1. .~!"' ~ .. A>~I"!'IC-"A '''-!' ...... ,..' 
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(b) Three shall serve for terms,ending 
June 30, 1978. They are: 

Don Ne\vell, Beaverton 
Roger Wallingford, Portland 
Gary Conkling, Astoria 

(c) Three shall serve for terms ending 
June 30, 151 179. They are: 

Freddye Petett, Portland 
Dave Smedema, Corvallis 
Roz Slovic, Eugene 

Sect.ion 12. In the event the Oregon State Police -
disco'vers there has been an erroneous entry in- criminal 
offender information records maintained by it, it shall. G 

make reasonable efforts to notify any recipient person 
or cogency knovrn to have received such information \.,i thin . 
a reasonable period preceding discover,y of the error, 
of the fact of such error and of the correct information. 

Section 13. The Oregon State Police shall promulgate 
and adopt administrative rules under Chapter 183, Oregon 
Revised Statutes, to assure compliance with the objectives 
of this Executive Order in providing the best possible 
security and accuracy o£ criminal offender information.. 

Section 14. The provisions of this Executive Order shall.. 
be in full force and effect as of January 1, 1976. 

ATTEr~T : 
'I 

Secretary 

IN TESTIHONY WHEREOF, I have 
hereunto set my hand and caused 
the Seal of the State of Oregon 
to be hereunto:affixed this 
24th day of October, 1975. 

Governor 
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EXECUTIVE ORDER NO. EO - 74 - 6 

SECURITY AND PRIVACY OF OREGON COHPUTERIZED CRD·IINAL HISTORY 
SYSTEH 

Development of the Oregon Compute~ized Criminal History System 
and participation in the national system (NCIC-CCH) were 
authorized to respon~ to needs of criminal justice agencies 
for fast access to criminal offender records. 

Oregon Compu"terized Criminal History files contain information 
on a person's record of arrests, the nature and disposition of 
criminal charges, sentencing, confinement, rehabilitation. and 
release, plus identifying data relating only to fingerprints 
of applicants submitted under Oregon la\oJ'. These files do not 
contain intelligence information or 9ther unrelated da~a. 

The potential of this system to improve the criminal justice 
process is great, but increased speed and a·"~ailability of . 
information through computer terminals increases a potentia1 
for ab~se or misuse of an individual's criminal history record. 

Development of the Oregon Computerized Criminal History System 
is near completion and ready for implementation, without 
statutory la,,, providing necessary security of the system '~r " 
privacy of the information therein. \ 

IT IS ORDEP-.i:iD AND DIRECTED that the Oregon State Police shal.l.,· 
through promulgation and implemen~ation of rules pursuant to 
ORS chapter 183: 

. . . 
l.. Be responsible for accuracy and completeness of information 

entered into the· Oregon Computerized Criminal. ~istory System 
and any information subsequently transmitted for incl.usion 

"in the national system (NCIC-C~H). 

2. Develop procedures to assure that access is limited to 
criminal justice agencies, on a basis onlY'of official need. "., 

3. Prescribe and require written agreements by al.l:- such agencies 
and regional systems~to assure compliance with thi~;executive 
order. 

4. 'lmplement procedures to assure each individual's right to 
revie\-1,and challenge information in the system abdut himself. 

~) . 

'. , 

... <., ..... ~, 
• _t>,. •• -,. .... ~7,,:Ioo~Zl 
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IT IS FURTHER ORDERED AND DIRECTED, under rules promulgated by 
the Oregon State Police pursuant to ORS chapter 183, that the 
Executive Department, La-~v Enforcement Data System, acting as 
t..'he NCIC state control terminal ,for Oregon, be responsible for 
providing system development and operation, physical security 
of computer installation, and audit and inspection of ,all user 
terminal locationso 

,I 

IT IS FURTHER ORDERED AND DIRECTED that all Oregon Crirnina~ 
Justice agencies participating in, or utilizing data from~ the 
Oregon CCH program take i~mediate steps under rules promulgated 
by the Oregon State Police pursuant to ORS chapter 183, to insure 
that all required information contained therein is 'kept as 
complete accurate and current as is possible. 

By the Governor: 

Secretary 

IN TESTIMONY WHEREOF, I have hereunto 
subscribed my name and caused to be 
affixed the great seal of the State 
of Oregon. Done at Salern, Oregon,. 
this 4th day of ,March, 1974. 

Governor 

.' 

(? 
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CRININAL JUSTICE AGENCY CCH AUDIT 
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CRIMINAL JUS~ICE AGENCY' CCU·AUDIT· 

AGENCY -------------------
.... 102 ORI ________________ DATE __________________ te~. 

Age~cy staff member (s) participating __________________________ _ 

CCH audit conducted by LEDS staff member(s) _________________________ _ 

Does your agency have a terminal \.;ith CCH access capabilities? 

Yes No ----
If answer is no, go to questions 2,3,4 (a and b), 5, 6, 8 (a and b), 
9, 13 and 14. If yes, complete entire questionnaire. 

Terminal locatio~ (-s) _______________________ . ____ _ 

1. Is access to CCH information by means of your terminal limited 
to criminal justice agencies? 

Yes No ----- ---~-

comment: 

2. Is CCH information obtained by this department only in situations 
required by your agency for purposes of fulfilling it's legal 
responsibilities? 

Yes No 

Comment: 

3. Does your department make CCH inquiries that are for non-official 
purposes or for the checking of records for pe~sons or agencies 
outside the criminal justice com.rnunity? (e.g. ~ County commissioners, 

Yes No -----
comment: -.. 

4a. Do you furnish CCIl information only to authorized employees of 
criminal justice agencies? 

Yes No - .. .- ....... -----
Comrnent: '. 
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Is any person ,..,ho has been convicted of a crime which ,-/Ould 
have resulted in a sentence to a federal or ·stat.e penitentiary 

. ,allovled to operate your department's terminal accessing CCH . 
information or other.vise have access to CCH information w'ithin 
your department. 

.Yes No (If yes, is exemption on £ile with OSP?) ----
comment: 

. 
5. H~ve you performed background checks on all persons 

.with access to the terminal or CCH information? 

Yes No-------- --------
Cormnent: 

c 

6. Does your department have a current (signed by current agency 
administrator) agreement in effect? 

Yes No ----
Comment: 

7a. Are all terminals (with CCH accessing capab~lity) located in a 
physically secure location not available to unauthorized persons? 

Yes No -..,.....--
comment: 

7b. Are. terminals so pl?J:ced th'at unauthorized persons may not 
observe the ,content of messages transmitte~ or received on the 
terminal? 

Yes No' ------- ------
comment: 

Sa. Do you maintain the terminal responses front CCH in sec~r~ files? 

Yes -..,. ____ No ___ _ 

comment: 

.-of 

, " 

" 

Sb. Are the records destroyed by' burning or shredding when tn,ey ~re, .. "-" 
no longer nee9,ed' or }?er-I:inent?'" :;,>~ 

o 

Yes No ----
Comment: 

'-, ~?~ 

, >' ~'~. <t • ~ ;~<~~~ ~_~~_-~.,~, '~~.--,{.,---.. _c.::~' -'-----_____ ~~ 
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9.' Are your radio transmissions of CCH records limited to esseritl.al 
details only, with information identifying individuals and 
offenses concealed insofar as possi~le? 

Yee No 
~~--- -------

'comment: 

10. Does your department use the ORI of the requesting agency for 
all CCH inquirires at all times? 

.Yes No ----
, Comment: 

11.. What means does your department use to verify the validity of 
remote requests for CCH information such as received by phone 
or radio? 

.', 

12. 

. Comment: 

How are other agencies, served by your terminal, advised of the 
results of their CCH inquiries? 

Comment: 

boes your department maintain a log or record of CCH inquiries? 

Yes No ------ ------
, Comment: 

13b. If there is such a record, is it periodically verified to ensure 
the validity of the requests processed for'your department? " 

Yes No 
------~ ------- By whom is it revie~ed? 

--~-------------------
Comment,: 

14a. What hours is the terminal manned? 

Hours: 

Comment: 

, . 

14b. If mamied less tha,n 24 hours per day is the "sign oil/off ll procedur; 
used as required? 

,COIrlrt\ent: , 

~J .,' 

, ., .. ',', 



! , 

.::.... .' 

Final comments and observations: 

Completed audit filed at LEDS and report mailed to agency 
administrator on 

Signed: 
~~--~~~--~--~------~~~~-----Law Enforcement Data System 
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