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This North Carolina State Plan for the security and privacy of criminal hIstory information has 
been developed at the direction of Governor James E. Holshouser, Jr. in response to the mandate 
section 524 (b) of the Crime Control Act of 1973 and regulations adopted by the United States 
Department of Justice to implementthat section. Those regulations can be found in 40 FR 22114 
(May 20, 1975) and 41 FR 11714 (March 191 1976). The Plan includes a summary review of North 
Carolina's position on key elements of the fed<!ral regulations, a review of existing North Carolina 
statutory and case law relevant to the Plan's subject matter, an overview of the existing criminal 
justice information system in North Carolina, an outline of proposals developed by the Governor's 
Commission on Law and Order in cooperation with various state and local criminal justice agencies 
for expansion and improvement of North Carolina's Criminal Justice Information System, and a 
description of actions which North. Carolina is taking and will take to assure compliance with 
f~deral and state laws and regulations governing the security ilIld privacy of criminal justice 
information while preserving North Carolina's 'tradition of free and ready public access to public 
information maintained by state and local governments in North Carolina. 

As odginally promulgated in May, 1975, the federal regulations governing the security and 
privacy of criminal justice history information contained several provisions which were 
objectionable to North Carolina as well as several provisions with which we concurred. The 
objectionable provisions would have significantly limited public access to much informatioH 
maintained by criminal justice agencies which has traditionally and statutorily been open to public 
scrutiny, and they would have dictated to state and local government in North Carolina the physical 
nature of any computerized portions of North Carolina's Criminal Justice Information System. 

North Carolina voiced its objections to these provisions to the United States Department of 
Justice. With regard in particular to the public access to information or "dissemination" portions of 
the regulations, North Carolina State Government in cooperation with such private organizations as 
the North Carolina News Media - Administration of Justice Council, the North Carolina Press 
Association and the North Carolina Association of Broadcasters took a national leadership role in 
urging the Justice Department to reconsider those provisions. New hearings were conducted in 

.. December of 1975 with North Carolina representatives present and urging the Department ~o leave 
to the states decisions as to what criminal justice information should be accessible to the public. On 
March 19, 1976, the United States Department of Justice published reVIsed regulatio'ns which 
returned to the states the bulk of the decision-making responsibility in both the problem areas 
noted above. 

It has been the consistent position of this Administration that the best ways to protect 
individual citizens against the abuse of information gathered, maintained and shared by and among 
criminal justice agencies; while at the same time protecting the public's right to know what its 
government is doing, are to insure that whatever the mechanism for gathering, maintaining and 
sharing criminal justice information: 

(1) criminal justice agencies maintain no more information - particularly computerized 
information - than is necessary for the efficient, effective administration of the criminal 
justice system; 
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(2) information which is maintained is accurate, current and complete and is maintained in a 
physically secure environment; 

(3) the public can access the maximum amount of criminal justice information possible 
consonant with established North Carolina- concepts of what information is properly 
public and what is properly held in confidence; 

(4) individuals should have ready and easy access to public information about themselves 
which is maintained by criminal justice agencies and that individuals can, through a 
simple, inexpensive administrative process, secure corrections in incorrect records; and 

(5) security of criminal justice information and the right of individual citizens to privacy be 
made the particular responsibility of an independent citizen commission vested with the 
authority to make rules and regulations and take action to enforce laws regarding security 
and privacy, to audit the Criminal Justice Information.System to determine compliance 
with such laws, rules and regulations, to assist citizens in exercising their rights of access 
to information and security correction of incorrect information. 

This Plan is the blueprint which North Carolina proposes to follow in developing a mechanism 
to bring itself into compliance with the requirements of the United States Department of Justice 
regulations by December 31, 1977, and to accomplish the goals set forth above. The Plan does not 
attempt to specify the details of what an expanded, computerized Criminal Ju[;tice Infcrm~!ion 
System for North Carolina would encompass or precisely how it would function. Such detailed 
proposals are available from the Governor's Commission on Law and Order. The Plan does not 
attempt to specify in detail how each of the federal requirements or the state objectives for security 
and privacy outlined above will be me~. Developing detailed rules and regulations to bring North 
Carolina into compliance will be the responsibility of the N.C. cns Security and Privacy 
Commission, the N.C. cns Commission, and the state's criminal justice agencies as provided in the 
Plan. 

The Plan does attempt to outline the legal, philosophical, and administrative framework on 
which North Carolina's compliance with the federal regulations and its own state objectives can be 
built. It provides target dates for reaching stated goals. It outlines the responsibilities of various 
components of the criminal justice system in achieving those goals. Finally, it attempts to recognize 
that the federal law and regulations and most existing state laws contemplate a criminal justice 
information system that has both manual and computerized components, and that while the 
increasing computerization of criminal justice information systems is inevitable, the protection of 
the public cannot be a function of wh~ther information is stored in a file folder or a computer tape. 

·1 
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SECTION 1. SCOPE OF THE PLAN 

The scope of the Security and Privacy Plan for North Carolina can be illustrated as follows: 

CATEGORY I 

A 11 criminal justice 
i n formation maintained 
by a II North -Ca;olil;-a- - \ 
state and !local criminal \ 
justice agencies \ 1 

'--------"-. - - - - \1' I 

" 

- '> 11------------1 
~_-1 

CATEGORY II 

Criminal justice 
information subject to 
the Security land "PriV7lCY - -\ 
Plan Required by LEAA \ 

I \ '" '--------'- - - - - \/ I 
') rl----------i 

"'" _ ..J CATEGORY III 

Criminal justice 
information reported to 
the Computerized 
Criminal History Central 
State Repository 

Category I information inclurles material ranging from internal agency management 
information to information on arrests, judgments, paroles and other dispositions. Some of this 
material has already been or will likely be computerized; some will not. Some of this material is 
available to the public by North Carolina statute and local tradition; some is not. 

Category II is a subdivision of Category I, because not all of the material included in Category 
I is subject to regulations by LEAA. Again, some of this materi~~ is available to the public, and some 
is or will likely be computerized. Information excluded from Category II includes: . 

A. initial records of entry maintained at policy stations, such as "police blotters" and 
"incident reports," if such records are organized chronologically and are not indexed or 
accessible by name or if they are permitted by law or longstanding custom to be made 
public; 
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B. l:ourt records of public criminal proceedings, unless made confidential by specific North 
Carolina statute or court opinions, including published compilations thereof; 

C. rCl:ords of traffic offenses other than hit and run, driving under thdnfluenceof alcohol 
or drugs, and transporting dangerous rnaterial~; 

D. statistical or analytical records or reports in which individuals are not identified and from 
which their identities cannot be ascertained. . 

Category III is a subdivision of Category II. Only certain items of information will be reported 
by local and state criminal justict> agencies to the Computerized Criminal History Central State 
Repository. which will serve as a message switch among North Carolina criminal justice agencies and 
bd wecn NOith Carolina and the proposed national criminal justice information system. 

The United States Department of Justice Regulations require that this Plan deal with 
int'ormation in Categories II and III; they ao not require explicitly that the Plan deal with the 
sCl:lIrity and privacy of information in Category I. It should be pointed out here though that current 
proposals for the increased computerization of North Carolina's Criminal Justice Information 
System call for the computerization of much of the information in Category I. In order to insure 
that security and privacy laws and regulations are complied with, this Plan and the security and 
privacy assurance mechanisms it calls for deals with the entire Criminal Justice Information System 
of North Carolina. 

It is also important to note that the revised federal Regulations (particularly 20.21 (b) (2) 
restored to the states the bulk of the decision-making authority with regard. to what information 
not specifically excluded from the coverage of the Regulations ( 20.20 (b) is to be available for 
public dissemination. This change in the Regulations means that certain information accessible to 
the public in North Carolina, i. e. alphabetically maintained arrest records, might not be accessible 
in another state which has a more restrictive public record or information statute. While this revised 
Regulation does leave such North Carolina information in the public domain, the information is still 
subject to the other requirements of the Regulations such as physical security of its storage, audit, 
assurance of public accessibility, etc. Thus one can say that certain information may be "covered 
by" the Regulations and yet sti1!be freely accessible to the public. 

Following are definitions of some of the terms used in the Plan. 

A. "identification record information," defined as fingerprint classificati~ns, voice prints, 
photographs, and other physical descriptive data concerning an individual that does not 
include any indication or suggestion that the individual has at any time been suspected of 
or charged with a criminal offense; 

B. "arrest record information," defined as information cOilcerning the arrest, detention, 
indictment or other formal filing of criminal charges against an individual, which does not 
include a dispbs'ition; . , 

., 
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C. "criminal history record information," defined as information cOIH;crning thl! am!st, 
d~tention, indictment or other formal I1ling of criminal charges against an individual, 
together with one or more dispositions relating thereto; 

D. "disposition," defined as information disclo~ing that a decision has been made not to 
bring criminal charges or that criminal proceedings have been concluded, abandoned or 
indefinitely postponed, or information relating to sentencing, correctional supervision, 
release from correctional supervision, the outcome of appellate review of criminal 
proceedings, or executive clemency; 

E. "correctional and release informa tion," defined as information or r0ports on individuals 
compiled in connection with bail, pretrial or post-triai release pro'Jeedings, presentence 
investigation, proceedings to determine physical or mental condition, participation by 
inmates in corr~ctional or rehabilitative programs, or probation or parole proceedings. 

F. "criminal investigative information," defined as pre-arrest information on identifiable 
individuals compiled either in the course of the investigation of specific criminal acts or in 
an effort to anticipate, prevent or monitor possible criminal activity. 

G. "wanted persons information," defined as identification record information on an 
individual against whom there is an outstanding arrest warrant, including the charge for 
which the warrant was issued, and information relevant to the individual's danger to the 
community and any other information that would facilitate the apprehension of the 
individual. 

H. "criminal justice agency," defined as 1) courts; 2) a government agency or any subunit 
thereof which performs the administration of criminal justice pursuant to a statute or 
executive order, and which allocates a substantial part of its annual budget to the 
administration of criminal justice. 

I. "administration of criminal justice," defined as the performance of the following 
activities: detection, apprehension, detention, pretrial release, post-trial release, 
prosecution, adjudication, correctional supervisiori, or rehabilitation of accused persons 
or criminal offenders. The administration of criminal justice shall also include criminal 
identification activities and the collection, storage, dissemination and supervision of 
criminal history record information. It would include the N.C. cns Commission and the . . 
N.C. CJIS Security and Privacy Commission described in this Plan. 

J. "computerized criminal history," defined as that portion of criminal history record 
information which is verified by positive identification and held in the Computerized 
Criminal History Central State Repository for intrastate and interstate distribution; it 
constitutes a summary of an individual's criminal history and consists of data elements 
determined by the N.C. CJIS Commission described below. 

-, 
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K. "criminal justice infonnation system," defined as the vehicle by which information is 
collected, stored, and exchanged within and between criminal justice agencies. The CJIS 
presently in operation in North Caroiina consists of manual and automated records in law 
enforcement agencies and a telecommunications network provided by the Police 
Information Network (PIN), registered vehicles, licensed drivers, and enforcement and 
theft information maintained by the Division of Motor Vehicles I court records. 
maintained under the direction of the Administrative Office of the Courts, correctional 
information collected and maintained by' the Department of Correction, juvenile 
information maintained by the Department of Human Resources, and certain information 
maintained by collateral agencies such as the Alcoholic Beverage Commission. 

L. "central state repository" or N.C. cns central state repository," broadly defined as the 
network of criminal justice infonnation storage facilities maintained by the state agencies 
within the state's criminal justice system. One member of this consortium (PIN) collects 
and stores Computerized Criminal History (CCH) information for intrastate and interstate 
dissemination and is designated the CCH Central State Repository. The other state 
agencies which have or anticipate developing computerized data storage and management 
facilities are the Department of Correction (existing), the Department of Transportation 
(existing), and the Administrative Office of the Courts (anticipated). 

SECTION 2. OBJECTIVES 

The goal of this Security and Privacy Plan for North Carolina's criminal justice information 
system is to preserve a proper balance between the legitimate and vital information needs of the 
criminal justice system and the Constitutional and statutory rights of persons affected by the 
collection and dissemination of criminal justice information. Under the Federal and State 
Constitutions, government bears the responsibility of preserving this balance. 

The development of a criminal justice infonnation system brings the following principles into 
potential conflict: 

• The right of an individual to personal privacy. 

• The responsibility of the government to protect its citizens against criminal acts. 

• The right of the people to ensure against governmental abuse of power .• 

Specifically, the Security and Privacy Plan must recognize the following principles: . 

The Public 

• The right to be protected by the criminal justice system against criminal activities ... 

• The right to inspect public records. 
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• The right to the protection afforded by a balance of power among the executive, judicial 
;!ud legislative branches of government, which balance may be disrupted by a 
concentration within one branch of power over access to criminal history information. 

• The responsibility of the press to keep the .public informed about the background of 
people running for or appointed to public office, including criminal history. 

e The right to observe the operations of government agencies. 

o fhe opportunity of employers to check the criminal histories of potential employees. 

The Offender 

• The right of protection against misinfcl1nation, incomplete information and excessive 
personal information within the sy~tem. 

• The right to protection against misuse of criminal history information. 

o The right to access on the part of a defense attorney to all criminal history information 
available to the prosecuting attorney. 

• The right to sec and correct any information concerning the L'1dividual contained within 
the system. 

• The right to protection against the inclusion of unverified or incorrect information within 
the system. 

The Government 

• The responsibility to establish laws for the maintenance of the civil order. 

• The responsibility to ensure that these laws are enforced according to due process. 

• The responsibility to guarantee equal protection under these laws. 

'" The responsibility to keep the public informed about government operations. 

In order to strike a balance among these rights and responsibilities, the following objectives 
will be incorp orated into the North Carolina Criminal Justice Information System as guidelines for 
the system's operation: . 

(l) The collection, storage and dissemination of criminal history record information shall not 
conflict with the individual rights and liberties guaranteed by the Constitutions of the 
United States and of the State of North Carolina and by the North Carolina General 
Statutes. 

.j 
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(,;) The qllality. character and intended uses of criminal history record information shall 
~ns~lre u reasonable protection of individual rights to privacy by estublishing the legal, 
organizational. and administrative structure m!cessary for the protection of individual 
privacy. whik maintaining the capability required by criminal justice agencies to coliect, 
store, and disst!minate criminal history record- information. 

(3) Tht! administration and operation of the North Carolina Criminal Justice Information 
System shall be coordinated by the N.C. eJIS Commission and shall be regulated and 
governed by uniform requirements relating to system wide security and privacy developed 
and enforced by the N. C. ClIS Security and Privacy Commission. 

(4) Criminal history record information shdl be coliected and processed in a manner that will 
prodLlc~ information that is complete and accurate and of a kind and quality that will 
su pport the varied functions of the criminal justice system. 

(5) Criminal history record information shall be stored in a manner designed to protect tht! 
systt!111 against damage or loss that will impair the operation of the system, whether 
accidental or intentional. System security further implies restricting the availability of 
certain criminal justict! information to authorized individuals. 

(6) Tht! dissemination of criminal history record information for authorizi!d purposes shall be 
rt!gulatt!d through restrictions designed to guarantee meaningfui prokdivll vf tlie 
individual's privacy and through appropriate access to those records which are public. 

The State of North Carolina believes that it is possible to design a criminal justice information 
system which will permit the continuance of public access to those criminal, history records which 
are now public records in this State and at the same time augment the rights of individuals by 
permitting them to challenge and secure the correction of incorrect records, and by penalizing 
persons who misllse criminal history records. 

The system would preserve freedom of the press by permitting press access on the same basis 
as all citiZl!l1s. Few members of the public have the resources and the time to observe at first hand 
the operations of their government; most members of the public therefore must rely upon the press 
to keep them informed on this subject. Without information, citizens are. unable to vote 
intelligently or to register opinions on tl}l~ administration of government. Within the system of 
criminal justice, scnltiny by the press for the purpose of informing the public serves to guarantee 
that the system operates fairly and abides by the rules of due process. 

In addition, the system would permit employers to review a potential employee's public 
records. In short, dissemination of information from the system would be strictly controlled, but it 
would not be confined to criminal justice agencies. 

In dcvt!loping this Plan, it has becomt! evident that the advent of computerization in the 
criminal justice system raises issues of individual privacy and increased potential for the abuse of 
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plIblk information that were not present in the days of manual records systems. 1 nl'IJ I mution which 
has been computerized takes on, for many people j an aura of veracity merely by virtue of the 
method of its storage and retrieval. Information which though always pUblic has be~n, because of 
the sheer physical difficulty of locating and compiling it, practicaUy inaccessibl!.! wddenly becomes 
reudily available. Such capabilities can be abused; they can also be utilized to insure that 
information which is disseminated within and without'the criminal justice system is as accurate, 
l:OInplete and current as is humanly and mechanically possible. 

It may well be that legislative attention needs to be directed to such questions as whether or 
110t \lrrest record information should be disseminated without also informing the information 
fI.'cdver of the current status of the case, whether a non-conviction disposition record on a case 
should haY\.' to include a detailed explanation of the reason for that particular disposition, and 
whdher th!.!fc should be record sealing or expungent procedures available to individuals who are 
mistakenly accused of violating the law. While we do not advocate further restricting the 
information available to the public in North Carolina, we do recognize the pott!ntial rtl .. e.i to reassess 
thl! manner in which information is gathered, stored, and disseminated. 

SECTION 3. APPROACH TO ACHIEVING OBJECTIVES 

1. THE COLLECTION, STORAGE AND DISSEMINATION OF CRIMINAL HISTORY 
RECORD INFORMATION SHALl NOT CONFLICT WITH THE INDIVIDUAL 
RIGHTS AND LIBERTIES GUARANTEED BY THE CONSTITUTIONS OF THE 
UNITED STATES AND OF NORTH CAROLINA AND BY THE NORTH CAROLINA 
GENERAL STATUTES. 

Right of Privacy 

Recognition of the right of privacy as an independent right began in 1890 with the publication 
of a law review article, entitled "The Right to Privacy," by Samuel Warren and Louis D. Brandeis (4 
HarJlard Law Review 193). Almost four years later, Justice Brandeis described the constitutional 
right of privacy in his dissent in the case of Olmstead v. United States as lollows: 

Tile makers of our Constitution undertook to secure conditions fal'oralile to 
the pursuii of happiness. They recognized the significance of man's spiritual 
nature, of his feelings and of his intellect. .. They conferred, as against the 
GOllemment, the right to be let alone - the most comprehensive of rig!zts alld 
the right most valued by civilized men. To protect that right, every 
unjustifiable illtrusion by the Government upon the privacy of the individual, 
whatever the means employed, must be deemed a violation of the fourth . 
amendment. 

Since that time, the invasion of privacy has p·i)me to be judicially recognized as a civil wrong in 
many states, including North Carolina, but the United States Supreme Court has not, to date, 
declared categorically that the right to privacy is a constitutional right. I~ Katz v. United Statl!s, 
389 U. S. 347? the Court stated that other provisions of the Constitution protect privacy from other 
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rorms or govt!rnmental invasion, but protection of a person's general right of privacy - his right to 
Iw 1\.'1 alone by other people -is left largely to the law of the individual states • . 

Prosser on Torts, in the latest edition (4th Edition, 1971, p. 804), makes the following 
~lilt~'I11t!llt: "To d;t;the law of privacy comprises fou,r distinct kinds of invasion of four difft!rent 
illt~·rl.·sts or the plaintiff. .. " The four types of invasion are: 

I. Appropriation for defendanfs benefit of plaintiff's name or likeness without permission . 

., Intrusion upon plaintiff's physical solitude or seclusion or by invading his home (t!. g. 
wirt!tapping) . 

. l. Public disclosure of private facts. 

4. False light in the public eye (e. g. unauthorized use of name on a petition or alleged 
uuthorship of a document written'by another). 

J.)eull Prosser's definition has been judicially adopted in many states, and the statutes of many 
stutes now recognize the tort of invasion of privacy. However, there are widely recognized limits 
upon tht! right, as Corpus Juris Secundum, in its chapter on the right of privacy I points out: 

The right of privacy is not an abso/I)te right and is subject to i!mitation. and. 
while It includes protection against the publicarion of an individual's private 
affairs under some circumstances, the dissemination of news or news events 
does not generally constitute an invasion of the right. (77 C.J.S. 399) 

An individual's right of privacy is not' necessarily superior to the rights of the 
public, and the right is not so extensive as to prevent the publication of matter 
which is of public or general interest or benefit, particularly if such matter 
concerns a person wh'l has become a public personage or character. (77 C.J.S. 
401) 

It is generally held that two examples of persons who have become public personages are those 
who run for public office and those who are convicted of a criminal offense. 

It is appqrent that the right of privacy must give way to the public interest in 
matters of this nature, and the relation to the public of one who has been 
convicted of crime is such as to forfeit whatever right of privacy he may be said 
to have ever possessed, at least to the extent that the protection of society 
requires such forfeiture. (62 Am Jur 2d 702) 

It is generally held that the customary photographing and measuring of a 
prisoner for the purposes of police records do not amount to an invasion of the 
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prisoner's right of privacy. But, with little exception, it has been held that 
while police authorities may photograph alld fingerprint those charged with law 
I'io/ation, they may not publish such photographs in a rogues' gallery, unless 
tile persoll whose picture was taken has been convicted of a cime. (62 Am Jur 
2d 700 

" 

As n:L'ently as early 1975, the Supreme Court has stated: 

The commission of crime, prosecutions resulting from it, and judicial 
proceedings arising from the prosecutions, however, are without question 
events of legitimate concern to the public and consequently fall withill tile 
responsibility of the p,e~s to report the operations of government. (Cox 
Broadcasting Corporatkm v. Conn., 43 L. Ed. Zd 328, March 3, 1975) 

The North Carolina courts have recognized the tort of the invasion of privacy in a C/lse 
concerning the publication of a photograph 'In a newspaper (Flake v. Greensboro News CompanY, 
212 N. C. 780) and in another case concerning the publication of a photograph, wrongly identified, 
in th~ yellow pages of the telephone book (Barr v. Southern Bell Telephone & Telegraph Compa1lY, 
12 N. C. App. 388). There is no North Carolina statutory law promulgating the general right ,of 
privacy ~jf individuals. 

ResponsibHity of Governments to Protect Citizens 

The Preamble of the United States Constitution states that two of the reasons for forming this 
country were to "ins\iie domestic tranquility," and to "promote ,the general welfare". It is the 
responsibility of state and local government and, in some cases of the federal government, to 
protect citizens against criminal acts. 

Constitutional and Statutory Rights of Citizens 

The citizens of North Carolina, however, have retained in their Constitution firm control of 
how their government operates: 

The peopie of this State have the inherent, sole, and exclusive right oj .. 
regulating the internal government and police thereof, and of altering or 
abolishing their Constitution and form of government whenever it may be 
necessary to their safety and happiness . .. (Article I~ Section 3) • 

In Ught of these guarantees, the citizens of North Carolina have a constitutional right and 
responsibility to oversee how their government operates the North Carolina Criminal Justice 
Information System. 

·1 
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Article I of the North Carolina Constitution, "Declaration of Rights," contains, in addition to 
tltl! sections cited above, declarations of freedom of the press, of the right of due process, and of 
cqual protection of the laws. 

The major problem in designing a criminal justice information system for North Carolina is to 
m:hieve some sort of balance among these conflicting constitutional rights and responsibilities. The 
'tusk is further complicated by the North Carolina General Statutes, which state that: 

'Public record' or 'public records' shall mean all documents, papers. 
electronic data processing records . .. or other documentary material, regardless 
of physical form or characteristics, made or received pursuant to law or 
ordinance in connection with the transaction of public business by any agency 
of North Carolina government or its subdivisions. Agency of North Carolina 
government or Us subdivisions shall mean and include every public office. 
public officer or official (state or local. elected or appointed). institution. 
board, commission . .. or other political subdivision of government. (General 
Statutes 132-1). 

Criminal justice agencies, agents, files and other records, unless otherwise specified in the 
statutes, are subject to the provisions of this law. 

There are also within the General Statutes declarations that specific records are public: records 
of the Motor Vehicle Division of the Department of Transportation (G. S. 20-43), all records of the 
Supreme Court and the Court of Appeals (G. S. 7 A6), and all records of the Superior Court (G. S. 
7 A-I 09), including an alphabetical defendant index. G. S. 7 Al 09 states: 

Each clerk shqU maintain such records. files. dockets and indexes as are 
prescribed by rules of the Director of the Administrative Office of the Courts. 
E~cept as prohibited by law. these records shall be open to the inspection of , 
tlie public dUring regular office hours . .. 

Some records are considered privileged in North Carolina because of statutes specifically 
declaring them privileged; these include juvenile records (G. S; 7 A287) and probation records (G. S. 
15-207). In addition, a North Carolina Court of Appeals case has declared that prison records are 
confidential (Goble v. Bounds, 13 N. C. App. 579, 186 S. E. 2d 638 (1972). 

., 
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2. THE QUALITY, CHARACTER, AND INTENDED USES OF CRIMINAL HISTORY 
RECORD INFORMATION SHALL ENSURE A REASONABLE PROTECTION OF· 
INDIVIDUAL RIGHTS TO PRIVACY BY ESTABLISHING THE LEGAL 
ORGANIZATIONAL, AND ADMINISTRATIVE STRUC~'URE NECESSARY FOR THE 
PROTECTION OF INDIVIDUAL PRIVACY; WHILE MAINTAINING THE CAPABILITY 
REQUIRED BY CRIMINAL JUSTICE AGENCIES TO COLLECT, STORE, AND 
DISSEMINATE CRIMINAL HISTORY RECORD iNIORMATION 

CRIMINAL JUSTICE INFORMATION SYSTEM BOARD/COMMISSION 

The Governor will ask the Gov.emor's Law and Order Commission, the supervisory body for 
North Carolina's LEAA State Planning Agency, to adopt a resolution creating a North Carolina 
Criminal Justice Information System Board (N.C. cns Board) to oversee the development, 
I.:ooperative administration, and coordination of the North Carolina Criminal Justice Information 
System. The Governor, the Law ltnd Order Commission and the N.C. CJIS Board will ask the 1977 
N. C. General Assembly to enact legislation" to statutorily create a N.C. cns Commission with 
substantially the membership, powers, duties and responsibilities detailed in this Plan for the N.C. 
CJlS Board. 

The N.C. CJIS Board shall consist of nine persons as follows: The Governor or his designee; the 
Chief Justice of the Nor~h Carolina Supreme Court or his designee; the Attorney General or his 
designee; the Secretary of the Department of Correction or his designee; the Commissioner of 
Motor Vehk:les; an official of local municipal government to be appointed by the Governor from a 
list ot Htree names supplied by the N. C. League of Municipalities; an official of local county 
govemment to be appOinted by the Governor from a list of three names supplied by the N. C. 
Association of County Commissioners: im official of a municipal police agency to be appointed by 
the Governor from a list of three names supplied by the N. C. Police Executives Association; and an 
official of a county sheriffs department to be appointed by the Governor from a list of three names 
supplied by the N. C. Sheriffs Association. Of the members of the Board representing local 
government and local criminal justice agencies, two shall be appointed initially for a ter~ of two 
years and two shall be appointed for a term of four years. At the expiration of those terms, new 
appointments by the Governor shall be for terms of four years. The terms of all appointees shall 
begin July 1, 1976. Any vacancy on the Commission of a member appointed for a term shall be 
filled for the remainder of that term by an appointee selected in the same manner as the vacating 
membf-r. The Commission Chairman shall be appointed by the Governor from the Commission 
membership. 

The N.C. ClIS Board, subject to the privacy and. security regulations developed and enforced 
by the N.C. cns Security and Privacy Board shall have the following powers and duties: 

(1) To coordinate and recommend changes in the N.C. cns. 

(2) To determine which criminal justice information shall be reported to the Computerized 
Criminal History Central State Repository. 

·r 
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(3) To adopt regulations concerning the capability and location of terminals, data elements, 
and the cooperative management and administration of the entire North Carolina 
Criminal Justice Information System. 

(4) To supervise the staff of the Statistical Analysis Center. 

(5) To estabJi~h advisory committees at the discretion of the Board. 

(6) To adopt guidelines for the development of internal criminal justice record systems for 
criminal justice agencies. 

(7) To develop and enforce sanctions for noncompliance with the Board's management 
regulations, which sanctions may, in addition to any applicable civil and criminal 
penalties, deny access by agencies or individuals to the North Carolina Criminal Justice 
Information System. for such periods of time as the Board deems reasonable and 
appropriate. 

(8) To conduct such inquiries as it deems necessary to carry out its functions. 

(9) To take such other actions FS me necessary and proper to assure that the N. C. Criminal 
Justice Information System is developed and operated in accord with applicable state and 
federal laws and regulations and to bring North Carolina into compliance with the 
G:>vernor's Security and Privacy Plan for the N. C. Criminal Justice Information System 
by December 31, 1977. 

(10) To prepare, in cooperation with the Governor's Law and Order'Commission and the N.C. 
CJIS Security and Privacy Board legislation for introduction to the 1977 N. C. General 
Assembly providing for the legislative creation of a Commission with substantially the 
same powers as the N.C. CJIS Board. 

(I J) To rt!port annually to the Governor, the General Assembly, and all state and 10'cal 
agcndes which participate in the North Carolina Criminal Justice Information System 
l'()IH.:~rning the collection, storage, and dissemination of criminal justice information in 
N~lrth Carolina. 

(12) To report to the Governor's Law and Order Commission annually or more often as may 
be required by the Commission on its work and to prep~re and bring to the Gommission 
for adoption the rules and regulations it develops pursuant to the mandates of this 
Resolu Con. 

" 
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N. C. (,JIS User Advisory Committee 

It is r~t:omm, 11dl'd that the Board establish an advisory committee to itself to insure adequate 
rl'pn.~s~ntatiol1 to the Board of the needs and problems of criminal justice agencies which use the 
North Carolina Criminal Justice Information System. Membership on the advisory committee 
should be broadly inclusive of state and local criminal justice ager.lJies. 

S. A. C. Advisory Committee 

It is recommended that the Board establish a Statistical Analysis Advisory Committee to make 
, rccommcndations to the Board on what data elements should be colle;;=I~d by criminal justice 
j agencies, what criminal justice information should be reported to the N.C.CJIS Central State 

Repositories, and what other actions the N.C. CJIS Board can take to encourage the improvement 
of the level of statistical gathering and analysis and thus the planning and administration of the 
criminal justice system in North Carolina. 

N. C. ens Security and Privacy Board 

The Governor will ask the Governor's Law and Order Commission, the supervisory body for 
North Carolina's LEAA State Planning Agency, to adopt a resolution creating a North Carolina 
Criminal Justice Information System Security and Privacy Board (N.C. cns Security and Privacy 
Board) to develop, implement and enforce rules and regulations to insure the security of criminal 
justice information, the citizens' rights of privacy, and the public's rights of access to public 
information. The Governor, the Law and Order Commission and the N.C. CJIS Security and Privacy 
Board will ask the 1977 N. C. General Assembly to enact legislation to statutorily create a N.C. 
eJIS Commission with substantially the'membership, powers, duties and responsibilities detailed in 
this Plan for the N.C. ens ,:It.:curity and Privacy Commission. 

The N.C. eJIS Security and Privacy Board shall consist of seven persons appointed by the 
. Governor as Chairman of the Governor's Law and Order Commission. There shall be one 
representative of the Judicial Branch of government, one representative of law enforcement 
agencies, and five citizens. The Board Chairman shall be appointed by the Governor from the Board 
membership. The terms of all appointees shall begin July 1, 1976. Of the initial seven members of 
the Board, two shall be appointed for a one-year term to expire June 30, 1977; two shall be 
appointed for a two-year term to expire June 30,197 8; two shall be appointed for a four-year term 
to expire June 30, 1980; one shall be appointed for a six-year term to expire June 30, 1982. After 
the expiration of the initial terms, appointments to the Board shan be for sixyear terms. The terms 
of the appointees representing the Judicial branch and law enforcement agencies shall not expire 
sir~lUltaneously. In event of a vacancy on the Board, the Governor shall appoint a replacement to fill 
the unexpired term. The person filling the vacancy shall come from the same category as the 
individual formerly holding that seat on the Board. 

It is the intent of the Governor to recommend that legislation creating a N.C. CJISSecurity 
and Privacy Commission provide that the appointees of the Governor to the Commission be subject 
to confirmation by the N. C. Senate. The Governor will also recommend that the Commission, as a 
quasi-judicial regulatory agency be an independent agency of state government within the N. C. 
Department of Commerce. 

., 
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The N.C. CllS Security and Privacy Board shall have the following powers and duties: 

(1) To analyze applicable federal and state statutes to determine which criminal justice 
information by law is subject to Security and Privacy regulations. 

(2) To adopt regulations to assure that criminal justice information which is subJect to 
Security and Privacy regulations is accurate, current and complete, that public 
information is accessible to the public as provided by law, and that the confidentiality of 
non-public criminaljustice information is protected. 

(3) To cause to be initiated by the appropriate criminal justice agencies of the state a 
continuing educational program to assure that officials and employees of criminal justice 
agencies are familiar with and understand the relevant laws and regulations governing the 
collection, storage and dissemination of criminal justice information. 

(4) To require that each agency holding or receiving criminal justice information shall 
maintain, for a specified period, positive identification of the individuals to whom it has 
released or communicated such information, under procedures developed by the Board. 

(5) To determine, in accord with relevant laws, which agencies and individuals shall have 
direct access to the N. C. CJIS hardware and to specified classes of information held by 
North Carolina Criminal Justice Information System, and to insure that limitations on 
direct access to the N.C. cns hardware are not utilized to prevent legitimate lawful 
access to the information held by the North Carolina Criminal Justice Information 
System. 

(6) To set requirements for insuring the physical security of N. C. ens collection, storage, 
dissemination, and access mechanisms and facilities. 

(7) To establish a process by which individual citizens can have access to public criminal 
history record information held by criminal justice agencil!s about them, challenge, in a 
simple, inexpensive manner, the accuracy of that information, secure the correction of 
incorrect information and be assured that parties to' whom such incorrect information has 
been directly disseminated are notified of the corrections if such dissemination has 
occurred within a reasonable period of time in the past. . , 

(8) To develop and enforce sanctions for noncompliance with the Board's security and 
privacy regulations, which sanctions may, in addition to any applicable civil and criminal 
penalties, -deny access by agencies or individuals to North Carolina Criminal Justice 
Information System for such periods of time as the Commission deems reasonable and 
appropriate. 

(9) To adopt regulations requiring a continuing program of auditing and verification to assure 
the accuracy and completeness of criminal justice information data and to assure 

• 
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compliance with its rules and regulations for the security and privacy of criminal justice 
information, and to conduct such au4its, inquiries, and investigations as it deems 
appropriate to ensure compliance with its regulations and to carry out its responsibilities 
and functions. 

(\ 0) To coordinate its activities with those of any interstate systems for the collection and 
exchange of criminal justice information to the end of insuring maximum feasible 
cooperation between North Carolina and the other states and the federal government in 
the exchange of such information including maximum compliance with the laws and 
regulations of other jurisdictions governing the security and privacy of criminal justice 
information within the bOW1ds of North Carolina law. 

(11) To petition a Superior Court for the issuance of an order compelling the attendance of 
witnesses or the production of documents, books or other records necessary for the 
enforcement of its rules and regulations. 

'" 

(1.2) To take such other actions as are neces'sary and proper to assure that the North Carolina 
Criminal Justice Information System is developed and operated in accord with applicable 
state and federal laws and regulations and to bring North Carolina into compliance with 
the Governor's Security and Privacy Plan for the North Carolina Criminal Justice 
Information System by December 31, 1977. 

(13) To prepare, in cooperation with the Governor's Law and Order Commission and the N.C. 
CllS Board, legislation for introduction to the 1977 N. C. General Assembly providing 
for the legislative creation of a Commission with substantially the same powers as the 
N.C. CllS Security and Privacy Board. . 

(14) To report annually to the Governor, the General k:sembly t and to all state and local 
agencies which participate in the North Carolina Criminal Justice Information System 
concerning security and privacy within the criminal justice information system in North 
Carolina. 

(15) To repor~ to the Governor's Law and Order Commission annually or more often as may 
be required by the Commission on its work and to prepare and bring to the Commission 
for adoption the rules and regulations it develops pursuant to the mandates of this 
Resolution. 

N.C. CJIS Security and Privacy Board and/Commission Executive Director and Staff 

The N. C. CJIS Security and Privacy Board shall have a staff headed by an Executive Director 
who shall be appointed by the Governor. The Executive Director shall be appointed from a list of 
names Wl1ich shall be developed in the following manner. The Chief Justice of the North Carolina 
Supreme Court, the Attorney General, and the Secretary of the Department of Correction shall 
jointly submit as many as three names to the N.C. cns Security and Privacy Board. The Board shall 

.j 
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I'L'vkw and comment on those recommendations and it may, after consultation with the Chief 
Justkc, the Attorney General, and the Secretary of the Department of Correction, add as many as 
thrcL' names to that list. Upon completion of this process, the Board shall forward the complete list 
with any appropriate comments and recommendations from the Board, the Chief Justice, the 
Attorney General, or the Secretary of Correction to the Governor for his final selection. The 
EXl.!cutive Director of the N.C. CJ1S Security and Privacy Board shall serve at the pleasure of the 
Board or the Governor and may be discharged by either. The N.C. CllS Security and Privacy Board 
shall be provided with such staff as is necessary for the efficient carrying-out of its duties and 
responsibilities. 

3. THE ADMINISTRATION AND OPERATION OF THE NORTH CAROLINA CRIMINAL 
JUSTICE INFORMATION SYSTEM SHALL BE COORDINATED BY THE NORTH 
CAROLINA CRIMINAL JUSTICE INFORMATION SYSTEM COMMISSION AND 
SHALL BE REGULATED AND GOVERNED BY UNIFORM REQUIREMENTS 
RELATING TO SYSTEMWIDE PRIVACY AND SECURITY DEVELOPED AND 
ENFORCED BY THE NORTH CAROLINA CRIMINAL JUSTICE INFORMATION 
SYSTEM SECURITY AND PRIVACY COMMISSION. 

Criminal Justice Info11l1ation System 

The North Carolina Criminal Justice Information System is composed of stllte and local 
components. The local components are maintained by the law enforcement agencies of county and 
city government and their detention facilities, which are developing internal records systems and 
local radio communications networks and are connected by a telecommunication network provided 
by the Police Information Network of the North Carolina Department of Justice. 

Four state agencies provide statewide services to the criminal justice system. The 
Administrative Office of the Courts will provide computerized information services and 
telecommunications to the courts and court officials of the state. The Department of Correction 
will provide these servH:es to the Prisons and Probation and Parole. The Department of 
Transportation will provide information on vehicle registration and operator licenses to criminal 
justice agencies through the Police Information Network. The Police Information Netw~rk of the 
Department of Justice will provide telecommunications services to state and local law enforcement 
agencies and will' connect the components together for purposes of message-switching and 
information exchanges. 

Computerized Criminal History Central State Repository 

The Police Information Network ·shall maintain the CCH Central State Repository for the 
storage and dissemination of CCH records as determined by the N.C. ens Commission and 
pursuant to applicable privacy and security regulations. The Police Information Network will be 
responsible for ensuring that aU criminal history record information in the central repository is 
complete and accurate. 
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4. CRIMINAL HISTORY RECORD INFORMATION SHALL BE COLLECTED AND 
PROCESSED IN A MANNER THAT WILL PRODUCE INFORMATION THAT IS 
COMPLETE AND ACCURATE AND OF A KIND AND QUALITY THAT WILL 
SUPPORT THE VARIED FUNCTIONS OF THE CRIMINAL JUSTICE SYSTEM. 

". 

Data Collection 

The N.C. CJIS Commission shall promulgate regulations listing the criminal offenses which 
criminal justice agencies must report to the N.C. CJIS Central State Repositories, such list to be 
consistent with NCIC Uniform Offense Classifications (see Appendix A). Investigative files shall not 
be computerized in the North Carolina Criminal Justice Information System. 

Although the N.C. CJIS Commission will determine reporting requirements for criminal 
history record information, the various state and local components of the system will maintain 
authority and control over their own management infonnation and any other criminal justice 
information which is not subject to regulations promulgated by either the N.C. cns Commission or 
the N.C. cns Security and Privacy Commission. 

Verification of Identity 

The eCR Central State Repository shall verify the identity of the individual arrested in each 
case reported by criminal justice agencies before including the arrest and disposition information in 
the Repository. This process will minimize the possibility of erroneous information storage. The 
methods of verification required shall be established by the N.C. cns Security and Privacy 
Commission. 

All criminal justice agencies which have direct access to the CCH Central State Repository shall 
query that Repository before disseminating criminal history record information to assure that the 

"information to be disseminated is the most accurate, complete and current available. 

Additionally, the N.C. cns Security and Privacy Commission shall establish regulations 
requiring reasonab~e notification of prior direct recipients 0 inorrnation when erroneous 
inormation is discovered. 

Individual Access or Review 

Each individual or his authorized attorney shall have the right to inspect his personal criminal 
history record located within the N.C. "Criminal Justice Information System. All criminal justice 
agencies at which application may be made to review criminal history record in,.tbrmation shall 
prescribe reasonable hours and places for the inspection of such information. An individual may 
receive a copy of his record for purposes of perfecting a challenge to that record. 



- 20-

In order that proper dissemination logs maybe kept, an criminal justice agencies shall require 
proof of identification before granting any individual access to criminal history record information. 

Criminal justice agencies shall not charge individuals reviewing their own records a service fee, 
but may t.!harge -other persons requesting copies of criminal history record information a reasonable 
fce as established by the cns Commission. . 

If an individual believes his criminal history record is inaccurate or incomplete, he may request 
the agency originating the date to delete or change the record. Should the agency decline to do so, 
or should the individual believe the agency's decision to be otherwise unsatisfactory, the individual 
must formally request in writing that the agency add a challenge to his criminal history record. The 
fad that his information is challenged shall be disseminated as part of his criminal history record 
until such time as the challenge is resolved. If the agency corrects the record, it shall immediately 
Ilotify the N.C. eJIS Central State Repository of the correction. 

If the criminal history record is challenged and the originating agency does ~10t resolve the 
I.!halltmge to the satisfaction of the challenging individual, the individual may appeal the agelfcy'S 
decision to the Security and Privacy Commission pursuant to rules and procedures adopted by the 
Commission. 

The decision of the Commission shall be the final administrative review of the challenge. If the 
individual is unsatisfied with the determination of the Commission, he may request a judicial review 
of the decision. 

If the challenge is successful, the record shall be immediately corrected in the N.C. CJIS 
Central State Repository, and notification of the change shall be sent to all criminal justice agencies 
having received the previously inaccurate criminal history record and to noncriminal justice agencies 
as requested by the individual. 

Audit 

The N.C. cns Security and Privacy Commission shall conduct annual and periodic audits of 
State and local criminal justice agencies which are subject to the Security and Privacy Regulations. 
The audits shall be conducted to verify compliance with all Security and Privacy Regulations. 

All f;tate and local criminal justice agencies which are subject to the Security and Privacy 
Regulations shall maintain suc:h records as may reasonably be required by the N.C. cns Security 
and Privacy Commission to facilitate the audits conducted by the Commission and to insure 
compliance with the Rules and Regulations of the Commission. 

, 
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5. CRIMINAL HISTORY RECORD INFORMATION SHALL BE STORED IN A MANNER 
DESIGNED TO PROTECT THE SYSTEM AGAINST DAMAGE OR LOSS THAT WILL 
IMPAIR THE OPERATION OF THE SYSTEM, WHETHER ACCIDENTAL OR 
INTENTIONAL. SYSTEM SECURITY FURTHER IMPLIES RESTRICTING THE 
AVAILABILITY OF CERTAIN CRIMINAL JUSTICE INFORMATION TO AUTHORIZED 
INDIVIDUALS. 

Physical Security of Central State Repositories 

Subject to the approval of the ij.C. CJIS Security and Privacy Commission as to adequacy and 
compliance with applicable State and Federal law and regulations dealing with physical security, the 
N.C. CliS Commission shall establish reasonable physical security standards for the maintenance 
and operation of (I" information processing equipment involved in the collection, storage and 
dissemination of crimInal history record information . 

.... 

Physical security standards for the N.C. cns Central State Repositories will include but are 
not limited to, the following; 

• adequate security measures to guard against illegal and malicious tampering with the 
equipment and flies; 

• adequate fire detection and quenching systems; 

• water and smoke damage protection; 

• walls and floors of fire resistant materials; 

• air conditioning systems; 

• emergency power sources; 

• back-up ~les 

While physical secUIity standards for criminal justice information and criminal justice 
information system components located outside the Central State Repositories will probably not be 
as stringent as those for the Central State Repositories, they will be calculated to afford reasonable 
protection of the information and its storage and access mechanisms against unauthorized access, 
tampering, and physical damage or destruction. 

Before any criminal justice agency is allowed to access or disseminate criminal history record 
information from the Central State Repository, it must demonstrate to the N.C. eJIS Commission 
and the N.C. CJIS Security and Privacy Commission that appropriate measures have been taken to 
f!leet the physical security standards discussed above. This proof of compliance will entail a 

.j 
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certification agreement, promulgated by the N.C. CJIS Commission with the approval of the N.C. 
(,liS Security and Privacy Commission detailing the physical security measures established at each 
agency. 

Personnel Security 

Before any individual is permitted direct acce5'S to criminal history record information or the , 
storage mechanisms in which such information is maintained, the individual must be certified as a 
direct access user by the N.C. CJIS Security and Privacy Commission. The requirements for 
certification shall be determined by the N.C. cns Security and Privacy Commission after 
consultation with the N.C. cns Commission and the N.C. Criminal Justice Training and Standards 
COllncil and with due regard for the prerogatives of Constitutional officers of the State of North 
Carolina. (NOTE: North Carolina has established minimum training standards for law enforcement 
officers, and PIN terminal operators are currently required to meet some security and privacy 
req uiremen ts.) ... 

Computerized System Security 

The N.C. CJIS Security and Privacy Commission and the N.C. cns Commission shall ensure 
that where computerized information processing is employed, the hardware utilized for the 
handling of criminal history record information is physically secure from unauthorized access and 
phy~il:al haHn and that effective and technologically advanced software and hardware desig.'1s are 
employed to prevent unauthorized access to, modification of, or dissemination of criminal history 
record information. 

6. THE DISSEMINATION OF CRIMINAL HISTORY RECORD INFORMATION FOR 
AUTHORIZED PURPOSES SHALL BE REGULATED THROUGH RESTRICTIONS 
DESIGNED TO GUARANTEE MEANINGFUL PROTECTION OF THE INDIVIDUAL'S 
PRIV ACY AND THROUGH APPROPRIATE ACCESS TO THOSE RECORDS WHICH ARE 
PUBLIC. 

Information to be Disseminated 

Using the definitions set forth in Section 1 of this Plan, the following types of criminal justice 
information would be disseminated only to criminal justice agencies in Federal, State or local 
governmen ts: 

• Identification record information; 

G Correctional and release information which is not subject to North Carolina's public 
records statutes; 

• Criminal investigative information; 

Criminal investigation information shall not be stored in computer data banks. 

-, 
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The following type of criminal justice information is subject to no restrictions on use and 
dissemination, but to the extent that such information is criminal history record information, it is 

. subject to all other prov.isions of this Plan and federal and state laws and regUlations governing such 
matters as physical security, accuracy, completeness, currency, and audit. 

. 
• Criminal justice information now matters of public record under North Carolina law. 

All criminal justice agencies shall maintain logs of iilformation disseminated, the identity and 
address of the person and agency to whom the information is disseminated, and the date of 
dissendna tion. 

Requirements to be Met Before Dissemination is Made 

All criminal justice agencies who participate in the system will be required to obtain the latest 
information from the Central State Repository before disseminating information on any individual 
within the system. 

Audits on Dissemination 

Annual and periodic audits will be made by the N.C. CJIS Security and Privacy Commission of 
a representative sample of state and local criminal justice agencies chosen on a random basis to 
verify adherence to the system reeulationc;; on dissemination. The N.C. cns Security and Privacy 
Commission will require that all criminal justice agencies in the state maintain sufficient data to 
provide an audit trail back to the source document to facilitate the audits req'.lired. 

Fines for Misuse of System and Information 

Individuals both within and without the criminal justice system who misuse the information 
within the system will be penalized by the imposition of fines or imprisonment and such other 
penalties as may be provided by law. 

I .; 
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SECTION 4. MAJOR MILESTONES 

Submission ot' Security and Privacy Plan to LEAA 

ISSlIHlH:e of Executive Orders 

App()intll1~nt of N.C. Criminal Justice Information 
Syskm Commission and N.C. CJIS Security and Privacy 

COlllmission 

Bridlng of gubernatorial candidates 

June 1976 

July 1976 

July 1976 

COlll.:crning Plan by Governor August 1976 

l..kvclopmt:l1t of draft Security and Privacy Regulations 
by N.C. eJIS Security and Privacy Commission November 1976 

Submission of Executive Orders and proposed implementing 
lcgisla tiOll to General Assembly February 1977 

Ccrtification of Central State Repository August 1977 

Certification of all other criminal justice Agencies within State September 1977 

System in compliance with N. C. Security and Privacy Plan 
and in Maximum Feasible compliance with federal 
regulations. 

December 1977 

.. 

·1 

.. 
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SECTION 5. RESPONSIBILITIES OF INVOLVED AGENCIES AND CHANGeS IN THOSE 
RESPONSIBILITIES AS REQUIRED BY THE PRIVACY & SECURITY PLAN 

'Department of Justice - Existing Responsibilities 

The Division of Criminal Statistics, Police Information Network,and the State Bureau of 
IlIl'estigatiol1 Identification Bureau have primary responsibility for the collection, storage, and 
dissemination of criminal justice information. The Division of Criminal Statistics has established the 
Police Information Network to collect, correlate, maintain, and disseminate criminal justice 
information (G. S. 114-19). The Police Information Network monitors, maintains, and operates two 
large-scale eiectronic computer systems which allow North Carolina law enforcement agencies to 
access criminal justice information stored in the computer data banks. PIN also provides assistance 
to local agencies in establishing internal records systems and issues periodic reports of crime 
statistics. In addition, PIN obtains information from police, prosecution, court and correctional 
agencies on arrestees and provides this information to criminal justice institutions through an 
automated system which is capable of interchanging computerized criminal histories on an 
interstate basis. 

Although nearly all criminal jUstice agencies use the Police Information Network, there is 
no mandatory reporting requirement, which means that all criminal justice information contained in 
the Police Information Network is reported voluntarily. 

The State Bureau of Investigation Identification Bureau ass-ist!; in locating, identifying, and 
storing records of criminals in this state and from other states (G. S. 114-19). This has bil!en 
achieved through classifying, indexing, filing and searching all fingerprint records received by th~ 
bureau. 

Department of Corrections - Existing Responsibilities 

The Department of Correction maintains combined case records and receives and collects 
fingerprints, photographs, and other information to assist in locating identifying, and keeping 
records of criminals (G. S. 148·76). The informdtion collected is classified, compared, and made 
available to law enforcement agencies, courts, oorrectional agencies, or other officials requiring 
criminal identification, crime statistics, and other information relating to individuals under the 
supervision of the Department of Correction. 

Within the Department of Correction there exist organizational units responsible for 
statistics, research and planning which cooperate with public and private agencies, institutions, 
officials, and individuals in the develol?ment and conduct of programs tn compile and analyze 
statistics and to conduct research in criminology and correction (G.S.l48 - 77). 

Administrative Office Of The Courts· Existing Responsibilities 

Each clerk is required to maintain records, files, dockets and indexes as are prescribed by 
the rules of the Administrative Office of the Courts (G. S. 7 A·109). These records are open to the 
inspection of the public, except as prohibited by law, and include civil actions, special proceedings, 
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I.'stutes, criminal actions, juvenile actions, minutes of the court, judgments, liens. and all other 
records require,d by law to be maintained. The rules prescribed by the Director of the 
Administrative Office of the Courts provide for an accurate record of every determinative legal 
action including the indexing of all court proceedings by the names of parties involved in the 
litigation. 

Depart men t of Commerce" Existing Responsibilities 

The North Carolina General Statutes establish a State Board of Alcoholic Control in the 
Department of Commerce (G. S. 18A-2) The enforcement division of the A. B. C. Board enforces 
laws relating to the sale and control of intoxicating liquor as delineated in G. S. 18A15. State and 
local A. B. C. officers have the same powers and authorities as other peace officers and have the 
authority 1..0 investigate and procure evidence with respect to violations of existing law. 

Dellurtment of Transportation - Existing Responsibilities 

The State Highway Patrol, .located within the Department of Transportation patrols the 
highways of the State and enforces all laws and regulations respecting travel and use of vehicles 
upon the highways of the State (G. S. 20). Members of the Patrol are given the power and authority 
of peace officers for the service of any warrant or other process issuing from any of the courts of 
the State having criminal jurisdiction. Patrol officers have statewide jurisdiction. Their primary 
responsibility is the enforcement of travel and motor vehicles laws. The State Highway Patr \1 
submits crime reports to the Police Information Network. 

The Enforcement and Theft Bureau operates under the authority of G. S. 20-49, which 
delineates police authority of the Division of Motor Vehicles and provides that the Commissioner 
and designated officers and inspectors of the Division shall have the power of peace officers. The 
Enforcement and Theft Bureau enforces weight limits and anti-theft laws pertaining to commercial 
trucks, tractors, and trailers. 

The Division of Motor Vehicles maintains auto regis'tration and driver history data which 
includes information on all North Carolina registen.~d vehicles and all North Carolina licensed 
drivers. In order to maintain complete files, dispositions of traffic offenses are reported directly to 
the Department of Motor Vehicles. 

Department of Natural 'and Economic Resources - Existing Responsibilities 

The North Carolina Forest Service protects the forests of the State from damage and 
destruction by wildfire, insects, and disease. G. S. 113-54 delineates the duties of forest rangers 
including the language, "shall make arrests for violation of forest laws." Forest rangers are 
empowered with the authority to enforce all statutes of this State for the protection of woodlands 
and forests from fire; and any forest ranger may arrest, without a warrant, any person or persons 
committing a crime in his presence, and bring such person(s) before a magistrate or other officer 
having jurisciiction. 

.. , 
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The Wildlife Resources Commission and the Division of Marine Fisheries are granted the 
powers of peace officers and are authorized to arrest for violations of laws protecting wildlife. 
Additionally, protectors and inspectors may arrest without warrant for felonies, for breaches of the 
peace, for assaults upon them or in their presence, and for other offenses evincing a flouting of their 
uuthority as enforcement officers or constituting a threat to public peace and order. 

Local Government and Subunits Thereof - Existing Responsibilities 

Police, Sheriffs, and other local law enforcement agencies perform the duties of peace 
omcers within their separate jurisdictions and are not required to report criminal justice 
information to any central repository, however, approximately 90 - 95% of the law enforcement 
agencies in the State now file uniform crime reports with the Police Information Network. 

North Carolina Criminal Justice Infonnation System -. State and Local Components - Changes in 
Existing Responsibilities 

The various State and local components of the Criminal Justice Information System shall 
provide criminal history record infonnation to the Central State Repository located in the Police 
Information Network. The dissemination of other criminal justice information shall be left to the 
discretion of the agency maintaining the information to the extent that dissemination of that 
information is not restricted or prohibited by statute or regulation. 
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Title 28--Judicial IIdmlnh;tration 

CHAPTER I-DEPARTMENT OF JUSTICE 

PART 2O-CRIMINAl JUSTICE 
• INFORMATION SYSTEMS 

On May 20,.1975, regulations were pub
lished in the FEDERAL REGllin:R (40 FR 
22114) relatiug to the collection, storage, 
!lnd dissemination ot cr1m1n.a1 history 
record information. Amendments to 
these regulations were proposed Ooto
ber 24, 1975 (40 FR 49789) based upon 
a. re-evaluatlon of the dedication re
quirement contained In § 20.2l<f). Hear
ings on the proposed changes were held 
November 17, 18, 21 and December 4, 
1975. In addition, heatings were held to 
consider chan~es to the dissemination 
provisions of the regulations (40 FR 
52846). These hearings were held' De
cember 11, 12 and IS, 1975, to cOllBlder 
comments from il1terested parties on the 
limitations placed on dissemination of 
criminal h!storY :record Informs.tlon to 
non-criminal justice agencies. The pur
pose ot the hearings \'las to detennine 
whether the regulations, B.B they were 
drafted, appropriately made the bala.nce 
between the public's rJght t<> know such 
information with the individual's right 
of privacy. 

As a result of these hearings modifica
tions to the regulations have now been 
made to better draw this balance. The 
regulations are based upon ~ectlon 524 
(b) of the Crime Control Act of 1973 
which provides in relevant part: 
"All criminal hIStory InformatIon collected, 
.8torl'd or (\1~';p'll'Il\lI\t'Od tbrol'g'IJ sup:x-rt 
under tbls tItle /lhall cont!il.n, to the maxi
mum extent feasible, dtspos1tlon as lI'eU I\.!I 
attcst data where arrent data is included 
therein. The collection, storage, end d1s.<;em
Inl'otlon of such Information shall t.aka plilOO 
tinder procedures reasonably dealgned to In
aure tha.t all such Information is kept cur
rent therein; the AdmInistration shaH a.saure 
that the security and pr/vacy ot all Informa
tion Is adequately provided tor and that.ln
formation shall only be used tor law en
forcement and crlmlnal j\\stlce and other 
lawful purposes. In addition. an Individual 

. RULES AND' IEGULA TIONS 

such Information, but only that such dis-
6Cminatlon 18 pursuant to a.nd can be 
. construed from the general requirement 
in the 6ta.~te or order. Such statutes In
clude state pUbllc record laws wh1r...b 
ha.ve beenlnteroret;.eQ by a. state tore" 
quire that cr.lmlllal h18tory record infor .. 
xn£Jtton, including non conviction .In!or .. 
mnttoD, be made avallable to. the publlc. 
De!;ermirul.tlOllB as to the purpooes for 
which dIatJeminll.tion of crim!n.al hJstory 
record 1n!ormatlon is authorized by state 
la.w, executive order, l00al ordinance, 
court rule, decision or order will be made 
by the appropriate state or local officlals. 
The deadline of December 31, 19'77, will 
permit states to obta.ln the tlouthority, a.a 
they believe uecessary, to dl.ssemlnate 
nonconviction data. 

';£'he regUlations, B.B now amended, re
move the prohibition thn.t criminnl 
hlsoory record informs.tlon in court roo
ords of public judlcltd proceed1ngs can 
only be accessed 01:\ a. chronologics! basls. 
§ 20.20(b) (3)de!etes the wordlJ "com
piled chronologically". Therefore, court 
records of public jwticial prooeedJngs 
whether accessed on a chronological 
basis or on an siphabetical lm.s18 are not 
coverep. by tile regulations. 

In sddltiOD, the regulations would not 
prohibit tl1~ dissemil1a.tion of crlm1nal 
history record infr)!matioll tor PUl"',P06e3 
ot international travel (Jasu.ance ot v.l.sas 
Ilnd Rl"antJng at citizenship). The com
mentary on Ilelect~ port!or.B of the reg_ 
ulations have been amended to conform 
to the chlOAgeS. 

Pursuant to the a.uthorIty vested In th~ 
Law Entorcement ABBlstnnce Adm.Infs
trn.tion by sections 601 and 524 ot the 
Omnibus Crime Control and Sll.fe Streets 
Act ot 1968, as amended by the Crime 
Control Act ot 1073, Pub. L. 93-83, 87 
stat, 197 (42 U.S.C. 3701 et ceq.) (Aug. 6, 
1073), these amendments to Chapter I 
at '!'itle 28 of the Code of Federal Regu_ 
lations ·are hereby adopted to become 
final on APril 19, 1976. These amend
ments only emend subparts 11 and B. 
Subpart C remains the same. 

who believes that criminal history informa
Subpart A-General PrllVlslons tion concerning him contained 10 an auto

mated IIsstem Is Ina.ccurate. Incomplete, or Sec. 
maintained In violation ot this title, shall, 20.1 Purpose. 
upon sa.tlstactory verlllctltlon ot lIls' Iden- _ 20.2 Authority. 
tlty, be Cp.tltled to revlaw B~ch Intormatiop. 20.3 DGtlnltlons. 

• :'!. f .'. !'. 

IUld to obtain a copy ot It tor the purpose of Subpart B-Stat& and Loeal Crlmln .. 1 History 
challenge or correction:' Roeord IlIIformation 8y.tems ' 

The regulati~ns. as now amended, pro- :IO.!IO Appllca.bUlty. . 
vide that conviction data may be cUs- .20.21 Prepat"atlon and lJubmlulon ot a 
l5eminated without limitation,' that crim- . CrtlnllU!J. Rlatory'ReCOrd In!OrmA-tlonPlan. 
ina1 history record information relating 20.22 Certification ot Compliance. 
to the offense for Which an indlvldunlls 20,23 Documentation: Approval byLEAA. 
currently within the criminal justice sys- 20.24 State lo.WD on privacy a.nd 8OOur1tr. 
tem n1ay be disseminated without IJmita- 20.26 Penaltlea. • 
ttona. Insofar as nonconviotion record In- ' Subpart c-Fedoral S Itam artd Inlonstata 
tormatlonis concerned (noDconv.!ctlon Excllana:e.of Criminal Hlc{ory Reconllnformatlon 
data is defined in § 20.20(k) ) , the :regula- :JO.30 App\tCjWUlty. 
ttona require that after December 31,' lIO.31 R¢apolllllbUltlee. 
1977, most non-crimInAl justice access 20.32 Incluc1nble otrCD.Sell. 
would reqUire author.\z&.t.!on pursuant to 20.33 D1Baemlnation of cr1m1n&1 hlstory 

._ record 1n!orma.tJ.on. 
S. s .... tute, ordinance, executive order or 20.34. Individual's right to ~ cr.ltn1n:ol 
court rule, decision or order. The regula- hltitory rocord tnformatlon. 
tlons no longer require express authority, 20.35 National Crlmo Intorwation Center 
th t,1 ... 1 .... Advisory Polley BCKUd. , a s SpecUlC ang\lBge in the aU ..... or- :10.30 PartiCipation tn tho Computerized. 
Wng statute or 'order requiring accCS."! to.. Cr1ln1nal History l'I:ogram. 

Soc. '.. 
20.37- ReapoM!blllt,. tor f.Ccun.c1, t:om

piCtoUC3S, currency • 
:.\0.38 Sanction tor noncompllance. 

At7THQ~:, Pub., L. 93-8l), 111 Stat. 197 (4.:3 
USC a'lOl, et .cqj :18 USC 536). Pub. L. 92-64.-'. 
80 8~t. 1118. . 

'Subpnrt A--Geneml ProvIsion. 
'j 20~1 Parpo.e. 

It !a the PUl.l>05O ot theac regulations 
to assure th.e.t crimJn.e.t hlBtory record in
formAtion wherever-it wpeBl'll Ja col
lected, 'stored, tmd dLssem.lnated in a. 
manner to insure the completeness, in

,tegrlty, accuracy Md security ot such 
inlormntlon and to protect individual 
priYMY. , 
§ 20.2' Authority. 

These regulations are 1s.sued pursuant 
to nection.s Wl and 624(b) of the Otnni" 
bus Crime COntrol !lJld BD.!e streets Act 
of 1968, M amended by the Crime COn
trol Act ,of 1973, Pub. L. 03-83, 87 Stat. 
197, 4.:! USC 3701, at Jleq. (Act), 28 USC 
5S~, and Pub. L. 92-5H, 86 stat. 1115. 
§ 20.3 Dewdlioru. 

A1J 'Il8OO in theSe regulationS: 
(a) "Crim1nA1 history record informa-

. tion Systen" meo.nt> a system includl,ng 
the equlpment, fecUitles, procerlures, 
e.g'reexnents, and organ.izations thereof, 
for the collection, processing, preserva
tion or diMem1nation of criminal history 
record inlormatWn. 

(b) "Cr1m\na.l history record informa
tion" mOOll3 .In!ormatton collected by 
Cl'llD1Ila! Justice agencies on m<l1V1C1uals 
COI"..sl8t1ng of IdenWiable descr1ptlona and 
notations of arrests, detenttons, .lnd.lct
menta, .In!ormnt1oD.!l,· or other formal 
cr1m1na.l charges, ,and e.ny dlspostt!on 
a.rJ.s1ng therefrom, sentencing, correc
tional s~on. and reles.se. The term 
does not include identification Worma." 
tion 8uch B.B flngerprlnt records to the 
extent. that such information does not 
indicate 1nvolve~nt of the tncUvidualin 
the cr1m1na.l justice system. . 

(0) I'CrimInal justice agency" means: 
(1) courts; (2) a. liovernment agency or 
s.ny flUbunJt thereot which performs the 

, adm.\n1Btmtion ot crim1n.al justice pur
suant to a.,statute or executive order, and 
wh1ch Blloca.tes o.1rubsts.ntlal JlMt of Its 
annual budget to the administration ot 
cr1m1nal Justice. 

(d>- The "adnlJ.tmtration of cr1m1nal 
Justice,· means perlorman.ce ot any of 
the following actIvities: detection, ap
prehension, detention.' pretr1al release, 
post-trla.l release, prc6ecuUon, adjUdtca.
tio~ correctional suverv1sion, or rehAbUi
tatton ot accused persons or criminal of
fendel"lj. The a.cl.mJ.Imtration ot criminal 
justice ahnl1include ct1mJngJ IdenWlca
tion actlvities and the collection, storage, 
and d!II8em1n.ation ot qr1m1nal historY 
record in!orma.tion. . 

(e) "D1t!pos.1t1on" meaD.IJ 1.n!ormation 
dIDcloalng that cr1m1no.l proceedings ha.ve 
been conclUded, 1nclud.lng informatIon 
d1sc1~ that the poUce ha.ve elected 
Dot· to refer'a. mn.ttel' to a. prosecutor or 
that a Prooecutor' h2.8' eleeted not to com-
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mence criminal proceedings and also dis
clooing the nature of Ule termination In 
the proceedings; or Information disclos
ing that proceedings have been indefi
nltely postponed and o.lso dlsclos1ng the 
rcason for such postponement. DlspOOl
tlons sha,1l1nclude, but not be l1mlted to, 
acquittal, acquittal bl' reason of insan
ity, acquittal by reason of mental In
competence, case continued without 
finding, charge dismissed, charge dis
missed due to insanity, charge dismissed 
due to mentalineompctency, charge sttll 
pending due to instanlty. charge still 
pending due to mental Incompetence, 
guilty plea, nolle prosequi, no paper, nolo 
contendere plea., convicted. youthful of .. 
fender detenn1uatlon, deceased, deferred 
dlspos1tion, dlsmlssed-dViI act lon, 
found insane, found mentally incom
petent, pa.rdoned, probation before con
viction, sentence commuted, adjudica
tion withheld, mlstrlal-.-de!endallt dis
charged, executive clemency, placed on 
proba.tlon, paroled, or released from cor
rectior.,al supervision. 

(f) "Statute" means an -Act Qf. Con
gress or State lerdslo.ture of a. provision 
of the Constitution of the United states 
or of a State. 

<g) "State" means any state or the 
United st,9,tes, the District of CC'lumbia, 
the Commonwealth cf Puerto Rico, and 
any territory or possesSion of the United 
states. 

(h) .\n "executive order" means an 
order of the President of the United 
States or the Chief Execullve of It state 
which has th~ Loree 01: la.w lmd which is 
published m a manner permitting regu-
lu.£' pub!!c ~CCc:;.3 t."lcrct~. , 

(i) "Act" me!lJlS the Omnibus Crime 
Control and Safe streets Act, 42 USC 
3701, et seq., a.s amendf;d. _ 

<j) "Department of Justice criminal 
history record intormation system" 
means the Identification Division and 
the Computerizetl Criminal HistCtry File 
systems operntf.!d by the Federal Bu
reau of Investigation. 

(k) "Nonconviction data" means ar
rest information without disposItion if 
an interval of one year has elapsed from 
'the date of arrest and no active pr05ecu
tlon of the charge is pending; or 1nfor
mation dIsclosing that the police have 
elected not to refer Co matter to a prose
cutor, or that I\. prosecutor has elected 
not to commence crimlns.l procew.ings, 
or that proceedingS have been indefinitely 
postponed, as well as all acquittals and 
all dismissals. 

<l) "~irect access" means having the 
authority to access the criminal history 
record data base, whether blt manual or 
automated methods. 

Subpart B-State lind Local Criminal 
History Record Information Systems 

§ 20.20 Applicability. 
(a) The regulations in this subpart 

apply to all State and locnl agencies and 
individuals collecting, storing, '01' dis-
seminating criminal history record infor
mation processed by manual or auto
mated operations where such collection, 
storage, or dissemination has been 
funded in whole or in part with funds 

RULES AND REGULATIONS 

made available by the Law Enforcement 
AssLstance Administration subsequent to 
July 1, 1973, pursuant to Title I of the 
Act. Use of information obtained from 
the FBI Identification Dlvlal.on or the 
FBI/NOIC system shall also be subject 
to llmitations contaln-ed in Subpart O. 

(b> The regulations in thl'l subpart 
shall not apply to crIminal history record 
informatIon contained. In: (1) posters, 
announcements, or lists for identuylng 
or apprehending fugitives or wanted per
sons; (2) original records of entry _such 
as police blotters maintained by criminal 
justIce agencies, compiled chronologically 
and required by law or long standJ,ng cus
tom to be made publlc. if such records 
are organized on a chronological basis; 
(3) court records of public judicinl pro
ceedings; (4) publlshed court or admin
istrative opln.ions or public judicial, ad
ministrative or leglslat.ive proceecilngs; 
(5) re<:orns of traffic offenses maintained 

,by state departments of tl.'ansportatlon, 
motor vehIcles or the eqUivalent thereat 
for th.e purpose of regulating the Is
s\U;.nce, suspension. revoc!ition, or re
newal ot driver's, pilot's or other opera
,tors' licenses; (6) announcements of ex
ecutive clemency. 

(c) Nothing 'in these regulations pre
vents a. criminnl justice agency trom dis
closing to Ule public criminal history rec
ord information related to the offense 
fnr which an Individual Is currently 
within t.he criminal justice system. Nor 
is a criminal justice agency prohibited 
from confirming prior criminal history 
record information to members of the 
news media or any oUler person, upon 
~pef'lflc inquirY as to whether a named 
indivIdual was arrested, detained, In
dicted, or whether an infonnation or 
other formal charge was flIed, on a spec
ified date, if the a.rrest record informa
tion or criminal record information dis
closed is based on data excluded by para
graph <b) of this section. The regula
tions do not prohibit the dissemination 
of criminal history record information 
for pUrPoses of international travel, such 
as issuing visas and granting of citizen
ship. 
r ~0.21 Preparation lind submissIon of a 

Criminal HJslory Hecord Information 
Plan. 

A plan shall be submitted to LEAA by 
eachStateonMarch16,1976, to set forth 
all operotional procedures, except those 
portions relating to dissemination and 
security. A supplemental plan covering 
these portions shall be submitted no later 
than 90 days after promulgation of these 
amended regulations. The plan shall set 
forth operational procedures to--

(a) Completeness and accuracy. Insure 
that criminal history record lnIormatlon 
Is complete and accurate. , 

(1) Complete records shOUld be ma.ln
tained at a central State repository. To 
be complete, a record maintained at a 
central state repository which contains 
information timt an individual has been 
arrested. and which is available for dis
semination, must contain information of 
any dispositions occurring within the 
State within 90 days after the cjlsposi-

tlon has occurred. The above sllall a()f)ly 
to all arrests occurring subsequent to th~ 
effective date of these regulations. Pro
cedures shall be establlshed for criminal 
justice agencies to query the central re
pository prior to dissemination of any 
criminal history record information to 
assure that the most yp-to-date disposi
tion data. is being USed. Inquiries of a 
central state. repository shall be made 
prior to any dissemination except In 
those cases where time !.s of the essence 
and the repository Is technical1y incapa
ble of responding within the necessary 
time period. 

(2) To be accurate means that no rec
ord containing criminal history record 
Infonnation shall contain erroneous in
formation. To accomplish this end, crimi
nal jUstice agencies shall institute a prec
ess of data collection. entry, storage, and 
systematic audit that will minimize the 
posslbllity of recording and storing in
accurnte Information and UpOl1 flnding 
inaccurate information of a material 
naturl), shall notify all criminal justice 
agencies known to have received such 
information. 

(b) Limitations on dissemination. By 
December 31, 1977, insure that dissemi
nation of nonconvietlon data has been 
lImlted, whether directly or through any 
intermediary only to: 

(1) Criminal justice agencies, for pur
poses of the admInistration of crIminal 
justice and criminal Justice agency em
ployment; 

(2) Individuals and agencies for any 
purpose authorized by statute. ordinance, 
executive order, or court rule, decision, 
or order, as construed by appropriate 
state or local O1'fiClals or agenCles; 

(3) Individuals and agencies pursuant 
to a speCific agreement with a criminal 
justice agency to provide services re
quired lor the administration of criminal 
justice pursuant to that agreement. The 
~greement shall specifically authorize 
access to data, limit the use of data, to 
purposes for which given, insure the se
curity and confldentlality of the data 
consistent with these regulations, and 
provide sanctions for violation th'ereof; 

(4) Individuals and agencies for the 
express purpose of research, evaluative, 
or statLstical activities pursuant to an 
agreement with a criminal justice agen
Cy. The agreement shall specifically aU
thorize access to data, limit the use of 
data. to research, evaluative, Or statis
tical purposes, insure the confidential
ity and security of the data consistent 
with these regUlations and with section 
524(a) of the Act and any regulations 
Implementing section 524(a), and pro
vide sanctions for the Violation thereof. 

These dlssemlnatlonllmltations do not 
apply to conviction data. 

(0) General policies on use and dis~ 
semination. 11) Use of crimInal history 
record information disseminated to non
criminal j ustlce agencies shall be limited 
to the purpose for which it was given. 

(2) No agency or Individual shall con
firm the existence or nonexistence of 
criminal history record information to 
any person or agency thnt would not be 
ellgible to receive the informatIon itself. 
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(3) Subsection (b) does not mrmdate 
dissemination o!crl.mtaal hiBtory record 
informntion to any agency or Indiv:ldUDJ.. 
l5lll.tes and Iocal gavernmentG will deter
mine the purpo.ses for' wWcb c1isat:m.tnn
tlon of criminal history record 
information is authorized by state law, 
executive order, local ordinance, conrt 
ru1!.', decision or oroCl". 
• (d) Juvenile records. IIl.5ur-e that d.1s
semln~tion of recorda concerning pro
ceedings relating to the ndjucHootlon of 
a juvenile as delinquent or In need or 
supervision (or the equivalent) to non
criminal justice agencies 18 prohibited, 
unless a statute, court order, rule or court 
decision spec1ficn.liY mlthorimB disseml
nntion of juvenile records, except to the 
same extent as crinmml hiStory 1"eO()1'dl! 
may be disse~ted as prov1ded bl 
§ 20.2Hb) (3) and (4). 

(e) Audit. Insure that annue.l audits'O: 
a representative sample ot state and 
local criminal justice a~~encies chosen-on 
II. random basis shall be conduct.ed by the 
state to verify adherence to thooe regula
tions and that appropriate records £!hall 
be retained to facilitate such au41ts. Such 
records shallinclud:e, but a.re not limited 
to, the names of a.ll petrons or I<\gellcles 
to whom in! ormation Ls dlssem1natr;Q and 
the date upon which such information 
Is disseminated. The reporting ot Q er1m
lnal justice tmnse.ctlon to a Btr.te, local 
or F'C!ieral repository Is not ~ d.lssem1na
tion of Infonnation. 

(!) Security. Wherever criminal. his
wry record Informlttion i8 collooted, 
stored. or disseminated, each state shan 
insure thnt the following requirements 
are satisfied by security smndaroll estab
lished by state legislation, or in the ab
sence of such legislation, by regulations 
approved or issued by the Governor of 
the State. 

(1) Where computerized dats. process
ing Is employed, e1Tectlve and toohno
loglca.l1y advanced software s.nd hard
ware designs· are instituted to prevent 
unauthorized access to such in!onr.ation. 

(2) Access to criminal blston' rt:~ord 
Inf.ormatlon system tac1l1t1es, HYSteron 
operating environments, date. file con
tents whether while in use or whell stored 
In a media llbrary. and system dpcumen
tatlon 15 restricted fo authorlz:ad organi
zations and personnel. 

(3) CA) Computer operations, whether 
dedicated or shared, wWch mlpport crim
Inal justice information Systems, operate 
In accordance with procedur~.develap.ed 
or approved by the participating crim
inal justice agencies that aasure that: 

m Criminal history reool'd 1n!ormll.
tlon Is stored by the computer in such 
manner that it cannot be modified, de
stroyed, :-.~cessed. changed, purged, or 
overlaid In any fashion by non-criminal 
justice terminals. 

(11) OperatIon programs arc \Ired that 
will prohibit inquiry. record updates, or 
destruction of rec(!,:"q:J, from any !lerminal 
other than crlnlil1a.l justice' System. ter
minals which nre so designated. 

(111) The destruction of records la 
limited to designated terminals under the 
direct control of the crIminal jUBt1~ 
agen.cy responsible for creating or stor-

---.--.-.-.....,-.----. ----~------ .------.-, 

imr the crl.l:nlnal hi8tory :record informa
tion. 

(!v) Operatiamu pr~m.s $\1'e med to 
detect IlJld &fIore for the 'outpUt of den1&'-
nated artmJ:naJ justice eeeney employOOS 
&11 unautharued "I;empts to p.aootrate 
'any crimlnal h1l!tor7 reoord 1ntormatlon 
system. program ar Ale. 

(V) The progrrons 1lPooified in (11) md 
(lv) 't'f! this subsect.1vn are -known' onlY 
t.o criming,l justice aBencY employees re
rmQ'rllrlble for crlrnintl.l h1story rooonl in
fartJll.rtion system eantxol or indMdualB 
lUlU e.gencl.es pursuant to tli.llp.\lc1fi~ v.!l1'ec~ 
ment with trn!orlJ:Il1tml ji1:rtka at!llncy 
to p:ovia.e BUch progrv.mn trod the pro
S!'1.\ffi(s) are kept ctmtinuously undel' 
IlUIJdmtttn se:curity ooocUtlOll.6. ' 

CVi) ProeeQmms are 1ru;Uttlted to as
sure tdlat an intHvidu\l.l or t,gellC1 au
thorized direct socccss jg responsible for 
A 'the physical &eeurltlT Of cl'imtnnl his
tory re~ 1nformnt1ou under its control 
or in its custody.and B the pr.otiM,1,lan 01 
such ill!onnatiOn from unanthorizcd e.c
oess, cllsclosureor dla.5em1Jl2.'tion. 

(vii') P'l'ocedUres Me inslllt.uted ~ pro
tect nny uentrs.1 reJ)OIlitory of el1:mi:l:ral 
hiIltory record information from unau
thorized acce8S, tlleIt, SfIbotage, fire, 
11000, wind, or other natural (JJt mtmmllde 
disaSters. 

(i) A criminal justke agency sha.ll 
h!l.Ve the right to audit, monitor and 
inspect procedures est.'1bltshed above. 

(41 The crlminaJ justice agency will: 
, (A) SCl"een and have the right to re
ject for employment, basctl on good 
cause. all personnel to be a.uthorized to 
have direct access to criminal history 
record ini01'm(\tlon. 

(B) Have the right to initiate or cause 
to be initiated administrative action 
leadi]J£ to the transfer .or removal of 
personnel authorized to have direct ac
cess toO such in!ormatlon where such per .. 
sonnel violate the provisions of thes~ 
regu1a.Uons OJ.' ather sccurity l'equire
menta estab11shed for the collection, 
stortl$l •• or dissemination of criminal hls
\:,ry record lnfonna.Uon.-

(C) Institute procedures, where com .. 
puter processing 15 not utilized, to assure 
thr..t a.n lndtvldual. or agt,ncy authorized 
direct Il>cCCM is responsible for (i) the 
phYl$l.cal security of criminal history rec
ord information under its control or in 
1ts Cll8tody and (it> 'tho protection of such 
intO'.:"mation trom wmuthorWed access, 
disclosure. or d1s8emlnaUon. 

(D) Institute procedures, where com· 
tmter processlng is ·not util13ed, to pro
tect any central reposttory of cr1m1nal 
history record information trom unau
thorized - e.cooss, theft, sabotage, fire, 
fiood, wind, or other natural or man
made disasters. 

(E) Provide that direct acoess to crim
Inal history record in!ormatJon shall 
be svntl&ple ,only to authori1,ed otftcers 
or employetlS ot a cr:Imilml justice agency 
and., 1\3 necesslU'y, other author1Zed per
sonnel essential to the proper operation 
af t.be Criminal hlatory record informa
tion system. 

(S) Each employee working with or 
having access to criminal hlstory re<:ord 

. , ";. .... '~ .~ 

1ntormntion shall be made tam11lar with 
1iI:1.a ~ubstancc and intent of these regu
lations. 

(10 Access and review, ]:nsure the in
tli~lau!l.l's right to ncccas and rfNicw 01 
·crlmlnll.l history Information Cor pur
poses of accuracy and completeness by 
instituting procedures 80 that-

(1' Any individual shaU, upon satis
'factory verificatIon of his Identity, be en
tItled to review without undue burden to 
ei~er the crimln(1.l 3ustice agency 01: the 
1nt:11v!dual, any criminal history tecO'rd 
information maintained about the In
'dlvldual and obtain a copy thereof wben 
nW'...osary for the purpose of challenge 
or correohlort; 

(2) Administrative review and nece!
,t;ary correctIon o! ,any cia.lm _by the in
dividual to whom the information relates 
that the Information ill inaccurate or in-
complete is provided; .' 

'(3) The State shall esta.blish and im
plement procedures for administrative 
-appeal where a 'Crlminllil justice agency 
refuses to correct challenged information 
~ the satiSfaction of the individual to 
whom tbe information relates; 

«() Upon request. an Individual whose 
record has been corrected shall be given 
'the names of aU· non-criminal justice 
agencies to whom the data has been 
given; . 

(5) The correcting agency shall no
tify all criminal justice reCipients of 
corrected Information; and 

(6) The Individual's right to access 
and review of criminal hlstory record 
1nIormatlon shall not extend to data 
contained in inte1ligence. investigatory, 
or other related files and shall not be 
construed to include any other informa
tion than that defined by § 20,3 (b) • 
§ 20.22 Cerlifieali~n of Com})Iianee •. 

, (a) Ea£h State to which these regu
lations nre applicable shall with the sub
miSSion of its plan provide a certifiea" 
Uon that to the maximum extent 
feasible action has been taken to comply 
with the procedures set forth in tJ:ie 
pl!lIl. Maximum extent feasible. in this 
subsection. means actions which can be 
taken to 1:omply with the procedures set 
forth :In tbe plan that do not require 
additional leg1slative authority or in
yolve unreasonable -cost or do not ex
ceed existing technical abUlty. 

(b) The certification shall mclude
(l) An outline of the action which 

has been instituted. At a minimum. the 
r~ulrements of access and review under 
~ 20.21 (g) must be completely opere.
tlonal; 

(2) A description of any leglslat!on 
or executive order, or attempts to obta1n 
such authority that h(18 been instituted 
to comply with these regulations; 

(3) A description of the steps taken 
to overcome any fiscltl, technical, and 
r.dm1n1strative barriers to the develop
ment of complete and accura.te criminal 
history record 1nforma.tion; 

(~) A description ot existing system 
capab11lty and steps being taken to up
grade IIUCh capabHlty to meet the re
quirements 0' these regula.tions; and 
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(5) A listing setting forth categories 
of non-criminal justlce dissemlnatlop. 
See G 20.21 (b) . 
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'eKecutive order. The above subunits of 
non-criminal justice agencies would In
dude for example, the Office ot Investi-
gation of the U.S. Department of Agrl

Approval by culture which has as its principal func§ 20.23 Documentation: 
LEAA. 

Within 90 days of the receipt of the 
• plan, LEAA shall approve or dlsapprove 

the adequacy ot the provisions of the 
plan and certification. Evaluation of the 
plan by LEAA will be based upon whether 
the procedures set forth w1l1 accomplish 
the required objectives. The evaluation 
of the certificatlon(s) will be based upon 
whether IJ, good faith effort has been 
shown to Initiate and/or further com· 
pliance with the plan and regulations. 
All procedures in the approved plan must 
be fully operational and Implemented bY 
December 31, 1977. A final certlftcation 
shall be submitted in December 1977. 
§ 20.24. Slale lawe on privacy lind secu

rity. 
Where a State originating crimInal 

history record Information provides {or 
sealing or purging thereof, nothing In 
these regulations shall be construed to 
prevent. any other State receiving such 
informlLtlon, upon notiftcat!on, from 
complying with the orlglnaUng state's 
sealing o~ purging requirements. , 
§ 20.25 Penalties. 

Any agency or Individual violating 
subpart B of these regulations shall be 
subject to a fine not to exceed $10,000. 
In addition, LEAA may initiate fund 
cut-oIT procedures against recipients of 
LEAA assistance. 

RICHARD W. VELDE, 
Administrator. 

tion the collection of evidence for 
criminal prosccutlons of fraud. Also In
cluded under the definition of criminal 
justice agency are umbrella-type admin
istratiVe agencies supplying criminal his
tory information services such as New 
York'.~ Division ot Criminal Justice 
Servlcell. 

§ 20.3 (eL Disposition ie a key con
cept in section 524{b) of the Act and in 
20.21(11.) (1) and 20.2Hb)' It. therefore, 
is defined in some detail. The speCific 
dispositions listed in this SUbsection are 
examples only 'and are not to be con
strued as excluding other ullspeclffed 
transactions concluding criminal PTo
ceedlngs within a particular agency. 

§ 20.3 (k). The different kinds of ac
quittals and dismissals as deUneated in 
20.3(e) are all considered examples of 
'noncofJvlction data. 

Subpart B-§ 20.20(11.). These regula
tions apply to criminal justice agencies 
receiving funds under the omnibus 
Crime Control and Safe Streets Act for 
manual or automated systems subse
quent 1.0 July 1. 1973. In the hearings on 
the regulations, a number of those testi
fying challenged LEANs authority to 
promulgate. regulations 'for manual sys
tems by contending that section 524(b) 
of the Act governs criminal history in
formation contaIned In automated sys
tems .• 

The intent of section 524{b) , however, 
would be subverted by only regulating 
e.utom!:.ted ~yztcrr'.z. p. .. n:,· ct;cnc~· th~t 

,ApPENDIX-COMMENl'ARY ON SEL!!:CTED wished to circumvent the regulations 
SECl'IONS OF THE REGULATIONS ON would be able to create duplicate manual 
CRll!4IAL HISTORY RECORD INFORMATION' ftleG for purposes contrary to the letter 
SYSTEMS and spirit of the regulations. 
Subpart A-§ 20.3(b). The definition Regulation of manual systems, there-

Df criminal history record information fore, is authorized by section 524(b) 
, is intended to include the basic offender- when coupled with sectian 501 of the 

ba.sed transaction statlstics/computer- Act which authorizes the AdmInistratIon 
izoo. criminal history (OBTS/CCH) data to establish rules and regulations "neces
elements. If notations of an aqest, dis- sary to the exercise of its func
position, or other formal criminal justice tIons···." 
transactions occur in records other than The Act clearly applies to all crimInal 
the tradItional "rap sheet" such as ar- ht.1tory record information collected, 
Test reports, any criminal history record stored, or disseminated with LEAA sup
informa.tlon contained in such reports port subsequent to July 1, 1973. 
comes under the' definition of this sub- Limitations as contained in Subpart 
section. • C also apply to information obtained 

The definition, however, does not ex- from the FBI Identification DIvIsion or 
tend to other information contained in the FBI/NCrc System. 
crlInlnal justice agency reports. Intell1- § ~0.20 (b). and (c). Section 20.20 (b) 
gence or investigative Information (e.g., and (c) exempts from regulations cer
suspected criminal activity, associates, taln types of records vital to the ap
hangouts, financial informatl,on, owner- prehension of fugitives, freedom of the 
ship 01 property and vehicles> is not In- press, and the public's right to ltnow. 
eluded in the definition of criminal his- Court records of public judicial proceed
tory in10nnation. ings are also exempt from the provisions 

§ 20.3(c). 'The definitions of criminal ~f the re~ation~. 
j~t1ce agency and adrrunistratlon ot SectIon 20.20{b) (2) attempts to deal 
criminal justice ot 20,3(c) must be con- with the problem of computerized pOlice 
sldcred together. Included as criminal blotters. In some local jurisdictions, it 
justice agencies would be tra.ditional is apparently possible 'for private indi
pollC'e, courts, and correvtions agencies viduals and/or newsmen upon supmis
as well as sUbWllts of non-crlrrunal jus- slon ot a specific name to obtain through 
tice agencIes performing 1\ fWlction of n computer search of the blotter a hls
the administration of criminal justice tory of n person's arrests. Such 1Ues cre~ 
pursuant to Federal or state statute or ate a partial criminal history date. bank 
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potentially damaging to indiVidual pll· 
vacy, especially since th.;lY do not contain 
final dispositions. By requiring that such 
records be accessed solely on a. chrono
logical basis, the regulations limit in~ 
quiries to specific time periocis and dis
courage general fishing expeditions into 
a person's private life. 

Subsection 20.20(c) recognizes that 
announcements of ongoing developments 
in the criminal justice process shOUld not 
be precluded from public disclosure. 
Thus, annn,oucements of arrest, convic
tions, new developments in the cours:! 
of an Investigation may be made. It is 
also permiSSible for n criminal justice 
agency to confirm certain matters of 
public record Infonnatlon upon specific 
inquiry. Thus, if a question Is raised: 
"Was X arrested by your agency on Jan
Uary 3, 1975" and this can be con
firmed or denied by looking at one ot 
the records enumerated in subsection (b> 
a.bove, then the criminal justice agency 
may respond to the inquiry. Conviction 
data as stated in 20.21 (b) may be dls
semlna.ted without limItation. 

§ 20.21. The regulations deliberately 
refrain from specifying who within a 
State /.hould be responsible for prepar
ing the plan. This specific determination 
should be made by the Governor. The~ 
State has 90 days from the publication 
of these revised regulations to submn the 
portion of the plan covering 20.2Hb) 
and 20.21 en. . 

§ 20.21(a) (1). Section 524fb) of the 
Act requires that LEAA insure criminal 
history information be current and that, 
to the maximum extent feaSible, it con~ 
tain dIspOSition as well as current data. 

It I!:. however. eC(,>!lOmic9J!y end ad
ministratively impractical to maintain 
complete criminal histories at the local 
level. Arrangements for local police de
partments to keep track of dispositions 
by agencies outside of the local jurisdic
tions generally do not exist. It would, 
moreover, be bad public policy to en
courage SUch arrangements since it would 
result in ~n expensive duplication of 
files .. 

The alternatives to locally kept crimi
nal histories are records maintllined by 
a. centra.l State repository. A eetltral 
state repository is a State agency haVing 
the function pursuant to a statute or 
executive order of maintaining {!ompre
hensive statewide criminal hl.story rec
ord iruonnatlon files. Ultimately, thrOUgh 
automatic data processing the State level 
will have the' capability to handle all 
requests for jn-Statfl criminal history, 
information. 

Section 20.20{a.) (1) is written with n 
centralized Stare criminal history reposl~ 
tory in mind. The first sentence of the 
subsection states that complete rEl{!orda 
should be retained at acentrnl State 
repository. The word "shoUld" is permis
sive; It suggests but does not mandate a 
central State repository: . ' 

The regulations do requIre that States 
establl.sh procedures for State and local 
criminal justice tl.gencies to query cen
tral State repos~tories wherever ~ey 
exist. Such procedures are intended to 
insure that the most current criminal 
.Justlce information is used. 
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AJ.; a minimum, criminal Justice agen
cies subject to these regulations must 
make inquiries of central state reposl
torles whenever the repository J.s capable 
or meeting the user's request within a 
reasonable time. Presently, comprehen
sive recordS ot nn individual's tra.nsac-

. tlons within a state are maintained in 
manual files at the state level, if at all. 
It is probably WlreaUstlc to expect man
ual systems to be able immediately to 
meet many rapid-access noods ot police 
and prosecutors. On the other hnnd, 
queries of the 9tn.te central repository for 
most non-criminal Justice p\lX'P05oC8 prob~ 
ably cnn and should be ma.de prior to 
dlMeminatlon of criminal h1:Jtory record 
informa.tlon. 

f 20.2lCb)' The limitatIons on dls
I!emlnatlon In thls subsection are essen
tIal to tultlll the mandate of sootlon 
524(b) of the Act which requires the Ad
m!nlstration ro assure that the "privacy 
of all information is adequately provided 
for and that in!otmatlon shAll only be 
used for law enforcement and criminal 
justice nnd other lamul purposes." The 
categories for dissemination establlshed 
In tills section reflect suggeottons by 
hearJng witnesses and respondenta sub
mltt.1n8' written commentAry. 

The regulations dllltInguish between 
'conviction and nonconvJctlon informa:
tion • insofar as d1s...o:em!nat!on: Js con
cerned. Conviction InformatIon 18 cur
rently ronde avaUable without limitation 
In many Jurlsdlctions;'"Under these reg
ulations, conviction data nnd pending 
charges could continue to be dlsseml
!J.f\ted routmcly. No statute, ordinance, 
executive order, or court rule Is necessary 
in order to authorize dissemination of 
conviction dats. However, nothing in the 
regulations shnll be construed to negate 
a state law 111llitlng such dissemination. 

Atter December 31, 1977, disseminn
tlon of nonconvictlon data wo\lld be al
lowed, 1t authorized 'by a statute, ord1-
nBtlce, executive order, or c~urt rule, de
Cision, or order. The December 31, 1977, 
deadline allows the states time to review 
Btld determine the ldnds of dl.ssemina
tion for non-criminal justice purposes to 
!be author17..ed. When a state enacts 
comprehensive legislation In this area, 
such legislation will govern dJssemJna
tlon by local jur18dlCtiODB within the 
state. n Is pOssible for a :Dublic record 
law which has been construed by the 
state to authorize access ro the publlc 
of all State records, 1ncluding cr1m1na1. 
history record Informatlon. to be con
slderen as st:.tutory authority under this 
subsection. Federallegtslntion and execu
tive orders etm also authorize d1ssemtna.
tlon and would be relevBtlt authority. 

For example, Civil B<!rv!ce suitGb11tty 
Inv~tJB'IltJons are conducted under Ex
ecutive Order 10450. ThIs is the au
thority for most investlga.tio~ con
ducted by tho Com.m1aslon. Section 3(a) 
of 10450 prescrJbe:J the m1n1mum scope of 
Snvetltlgatlon and requires a check Of 
FBr 11ngerprtnt filetl and written InQu1r
tea to appropriate law enforcement BiCn~ 
eles. 

I 20.21 (b) (3). 'I'hls subsection' would 
permit prlvate agencies I!uch lUI the Vera 
InatJtutc to rece.1ve cr1mJnal h18torle8 

RULES AND REGULATIONS 

where t.hey perform a. necessary admln- Juveniles by Federal agencies conducting 
1.stration of justice function such lUI·pre- 1mckgrotlnd investigations (or eligibility 
trlal release. Private consulting tl.rm4 to classified information under existing 
which conunonly assist criminal Juztlce legal authorlty. 
agencies In Information syntems devel- ¥ 20.21 (e). Since it would be too C06t,1y 
opment would eJso be included here. to audit each criminal justice agency in 

o 20.21 (b) (4). Under thl.!! Bubsectlon, moot states (Wlsconsin, Cor example, has 
any good faIth researchers including prl- 10715 criminal Justice agencies) random 
vate indlv1duals would be J)ermltted to nudita at a. "representative sample" ot 
use criminal history record lntormatlcn ng:encles arc the next best o.lternatlve. 
for research purposes. A!J with the agen- The term "representatlve sample" Is used 
cles detllgnated In § 20.:!1<b) (3) re- to Insure that audits do not simply'Cocus 
searchers would be bound by IlJl agree- on certa.in types ot agencIes. Although 
ment with the d1s.seminat1ng crlnl1nal thJ.s subsection requires that there be 
justIce aQ'eI1CY nnd wou1d, ot course, be record:! kept with the names of all per
subject to the sanctions ot the Act. sons or agencies to whom information 19 

The drafters of the regulatiOns ell:- t1Isscmlnated, criminal justice agencies 
pressly reJect.ed a. susS'estlon which are not required to malntaln d!ssemi1Ul.
would have lIm1ted McellS tOT research tlon logs for "no record" responses. 
:purposes to cert1f1ed rosearch ol'fjan.lza.- f 20.21 (!). Requirements are set forth 
tloD!!. Spec11lcnlly "cert..1nce.tlon" criteria. which the states must meet in order to 
would have been extremely ctt.mcult to u.sllre that crlmlnal history r£'COrd In
draft and wou)d have inevitably led to formation Is adequately protected. Auto
unnecessary restrlctions on leaitlmate ma.ted syStems may operate In shared 
research. . environmenta and the regulations require 

Section 624(a.) or the Act which forms certain minimum assurances. 
part ot the requirements of this section § '20.21<g) (1). A ·'cho.llenge" under 
states:. this section Js an oral or written conten-
"Except as provld6d by P«Ier&l 1~W' other tlon by an individual that his record Is 
thfon t:'l18 title, 110 omcor or employee ot .the Inaccurate or incomplete; It would re
Federal Government, 1l0i' Any recIpient ot quire him to give a. corred version of his 
£\MIlitance under the prov18lontl ot th18 title record and explain why he bell eves his 
I5hall use or revea.! eny;u.se&r.ch or ata.t18tlclll versJon to be correct. Whlle an lnd1vJd
InfOrmation turnlehed. . under th1!l title by ual should have access to his record for 
any perron And ldentltlablll to /lony speclfio 'revJew, a copy ot the record should ordi-
private person tor any purpoBe other tha.n be I I I 
the purpose tor WhIch It wll8'obtnlned In n.c- na.r1ly only given when It s c ear y 
cordance with thla title. Coplllll ot /Juch In- established that It Is necessary for the 
formation shall be Immune trom lilga.! proc- purpose of challenge. 
~9. and ch~l1 not. -..!thout tilt! COWlCn~ ot the 'rhe drafters of the subsection express
person furnishing BUch Intormatloni be 1Ul- ly rejected a suggestion that would.have 
m1tt«! Q8 evidence or used for any purpo8C called for a satlsfacrory verlficatlon of 
In AnY IlCtlon, Bult. or other Jud.lcltJ or ~- identity by fingerprint comparison. It 
m1n1atratlve prOGeedlngs." was telt that states ought to be free to 
L.EAA IUlticlpates issulng regulations determine other means of identity ver1ft
pursuant to Section 624(a) B.B soon as ca.tIon. 
possible.' . § 20.21 (g) (5) • Not every agency will 

§ 20.21 (c) (2) • Pres1!ntly some employ-_ have done this In the past. but· hence
ers are circwnvent!ng state and local torth adequate records including those 
dlssem11U1.t1on restr.ictlons by requesting required under 20.21 (el must. be kept so 
appllcants ro obtain an omcle.l certlfica- that notificBltion can be made. 
tlon of no cr1mJnal record. An employer's § 20.21 (g) (6). Th18 sectiop emphasizes 
request under the above circumstances tt~"\t the right to access and revJeW' ex
gives the applicant the unenviable choJce tends only ro criminal history record In
of invasion of his privacy or loss ot pos- formatron and does not include other In
sible job opportunities. Under this sub- tormatlon such as intelligence or treat-
section routine ~rt1fications of no record ment dMa. . 
would no longer be permItted. Iri ex. § 20.22.(a). The purpose for the cert1fi
traordlnary circumstances, however, Btl cation requirement is to indIcate the ex
Indlvidual could obtain a court order tent of compliance with these regula
permitting such a certification. tlons. The term "maximum extent feas!-

! 20.21 (C) (3). The IBtlguage of th1l! ble" acknowledges that there are some 
su1)section leaves to the States the ques- areas such as the completeness require- • 
tIon of who among the agencies and in- ment which create complex legislative 
d1v1duaIs lIated in I 20.21 (b) shall M- and finBtlcJal problems. 
tually receive crlmin.!ll records. Under Non:: In. prepGrlng the plllJlll required by 
thooe reguIc.t1oDB 0. state could pIMa a the£& regulatIons. states ehould look tor 
total ban -on d1ssem1na.tion if Jt BO wWbed. guJdance to the tollowing document.!: Na
The' state could, on the other hand, tfonal Adv(wry Comm1~lon on CrIminal 
enact laws 'authorizing Btly member ot Jll6tlce! standards 11.00.000.15. Report on the! 
the private sector to have aceeas to non- Crlm11U1l JUlltloe SY'llteDl; Project SEARCH: 

onvi ti d ~- Seeurtty dlld Privacy CQnsldoratlons In Crlm-
C C on a..... • ltla1 RlIstorr In!ormatfon ayatelllll, Technloal 

I 20.21<d). Non-cr1lll1naI justice agen- nworts No. a and No. 13; Project SEARCH: 
clCiJ will not tH, able to rooe1ve records of A Modol state Act tor Criminal Otrender 
juven!lecs unless the langw?Q'e of 0. statute . Record In!onnstion. Technical Memora.nduDl 
or court order, rule, or court decision No. a; .tWd Project 8EAROH: Model Adm1n
Specit1ecs that juvenile records IIhlill be . .l.atratlve ~&tlon8 tor Crimina.! Olfender 
available tor dlssem1natJon. Perh~~ the ~.eeofll.In!orm&tlo~, Technical Memorandum 
mO/'Jt controversIal pnrt of th1a sub;;.eotlon No.4. 
18 that it deniea ace_.to recordl of [P.BDoo.'11J-'18SU'Ued.3-13-'1G;8:U amI . . . 
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RESOLUTION 

lOf the Governor's Law and Order Commission 

Whereas: The Governor's Law and Order Commission is empowered by 

G.S. l43B-338 (a): 

(1) To assist and participate with State and local law-enforcement 

agencies to improve law enforcement and the administration of 

criminal justice; 

(2) To make studies and recomm~~dations for the improvement of law 

enforcement and the administration of criminal justice; 

(3) To encourage public support and respect for law and order; 

(4) To seek ways to continue to make North Carolina cl safe and 

secure State for its citizens; 

(5) To accept gifts, bequests, devises, grants, matching funds, and 

other considerations from private or governmental sources for 

use in promoting its work; aud 

(6) To make grante for use in pursuing its objectives, under such 

conditions as are deemed to be necessary,and 

Whereas: The Governor" s Law and Order Commission is empowered by 

G.S. 143B-338 (b) paragraph 1, "to adopt such rules and regulations, not 

inconsistent with the laws of this State, as may be required by the 

federal government for grants-in-aid for law and order purposes which 

may be made available for the State by the federal government. The 

./ 
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Law and Order Commission shall be the State agency responsible for 

establishing policy, planning and carrying out the State's duties with 
• 
res pect to al·l grants to the State by the law-Enforcement Assis tance 

Administration of the United States Departmel1t of Justice. In respect 

to such grants, th~ Commission shall have authority to review, approve 

and maintain general oversight of the State plan and its implementation, 

including subgrants and allocations to local units of government." and, 

Whereafl: G.S. 143B-338 (b) paragraph 2 provides that, ''All decisions and 

grants heretofore made by the Committee on Law and Order shall remain in 

full force and effect unless and until repealed or superseded by action 

of the Law and Order Commission established herein. All actions adopted 

by ( .. \.1e Commission shall be enforced by the Administrator, Law and Order 

Section, of the Department of Nat'ural dnd Economic Resources."; and 

Whereas, on December 8 ,. 1974 the Governor's law and Order Commission 
----'~-

adopted ,~ Master Plan for Criminal Justice Information Systems for the 

State of North Carolina H and amended that Master Plan on June 7, 1976, and 

Whereas, the Governor's Law and Order Commission has adopted various other 

documents, repor~s and plans related to the development of a computerized 

criminal justice information system for the criminal justice system in 

North Carolina, and 

Whereas, the Governor's Law and Order Commission has made grants and 

contemplates making further grants to various crimina.l justice a.gencies 

• 

for the purposes related to the development of a criminal justice information 

system for North Carolina, and 
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Whereas, criminal justice information system related grants are subject 

.to various federal regulations regarding proper criminal justice system

wide coordination and cooperative administration of the criminal justice 

information system as well as to various federal and state laws and 

regulations governing the security of criminal justice information, the 

rights of privacy of individual citizens, and the public's right to 

access certain cr~inal justice information, and 

Whereas, the United States Department of Jtlstice has issued regulations 

requiring the development of a State Plan (to be implemented by December 31, 

1977) for the security and privacy of criminal justice information' and 

the criminal justice information system, which Plan is to be developed 

ana. filed by the Governor, and 

Whereas, the Governor's Law and Order Commission recognizes the need for 

administrative mechanisms to perform the coordinating and cooperati.ve 

administration functions for ,-~.e North Carolina Criminal Justice Infor

mation System as it is being designed, expanded, and installed and 

thereafter as it is operated, and 

Whereas, the Governor's Law and Order Commission recognizes the need to 

assu~e compliance with federal and state laws governing the security 

and privacy of criminal justice information and the crimin~l justice 

information system and in particular to establish an administrative 

mechanism to assure the proper development, implementation and enforcement 

of security and privacy rules and regulations for the criminaL justice 

information system called for by the Governorts Security and Privacy Plan 

.. 
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and other relevant state and federal laws, rules and regulations 

including the,various planning documents and grants which have been and 

will be made and adopted by this Commission, and • 

Whereas, The Governor's Law and Order Commission believes that the 

expansion of the North Carolina Criminal Justice Information System into 

a cooperative, inter-agency, state and local information system utilizing, 

to the extent economically feasible, modern electronic data processing 

and telecommunication technology and equipment for its operation, would be 

of significant benefit to the criminal justice system of North Carolina .. 
. ,. "'"-t •• ·r ...... , 

allowing more efficient and effective operation of the criminal justice 

system, and 

Whe~~a~, the Governor's Law and Order Commission recognizes that the 
·1 

development of such an interconnected information colle~tion, processing, 

and dissemination system has the potential for harm and abuse, both 

intentional and accidental, to the citizens of North Carolina if it is not 

properly constructed and managed and stringent precautions are not taken 

to prevent human and mechanical errors in operation and use of that system, 

and 

Whereas, the Commission has determined that further delays in proceding 

with the development of such a criminal justice information system for 

North Carolina would jeopardize the state's ability to secure such a 

system, and 
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Whereas, the General Assembly is not in session and therefore not able 

to consider and enact legislation to provide the kind of administrative 

mechanism to assure cooperative and coordinated development, installation 

.. and operati.on of a criminal justice information system, and to assure the 

security of the system and its information, the privacy rights of North 

Carolina citizens, and the access to public information rights of North 

Carolina citizens which the 'Commission believes is necessary, then, 

THEREFORE, BE IT RESOLVED, 

I. That pursuant to the pow,,?rl3 vested in it by the North Carolina 

. General Assembly in GAS. l43B-338 and the UoS. Crime Control 

Act of 1968 (as amended), the Governor's Law and Order Commission 

hereby creates the North Carolina Criminal Justice Information 

System Board with the membership, responsibilities, powers and 

duties as provided herein. 

A. The N.C. CJIS Board shall consist of nine persons as 

follows: The Governor or his designee; the Chief Justice 

of the North Carolina Supreme Court or his designee; 

the .Attorney General or his designee; the Secretary of the 

Department of Correction or his designee; the 

Commissioner of Motor Vehicles ; an official of 

local municipal goyernment to be appointed by the Governor 

from a list of three names supplied by the N. C. League of 

Municipalities; an official of local county government to 

be appointed by the Governor from a list of three names 

., 
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supplied by the N. C. Association of County Commissioners; 

an official of a municipal police agency to be appointed 

by the Governor from a list of three names supplied by 

the N. C. Police Executives'Association; and an official 

of a county sheriff's department to be appointed by the 

Governor from a list of three names supplied by the N. C. 

Sheriffs l Association. Of the members of'the Board repre-

senting local government and local criminal justice agencies, 

two shall be appointed initially for a term of two years and 

two shall be appointed for a term of four years. At the 

expiration of those terms, new appointments by the Governor 

shall be for terms of four years. 

The terms of all app'ointees ~hall begin 

July 1, 1976. Any vacancy on the Commission of a member 

appointed for a term shall be filled for the remainder of 

that term by an appointee selected in the, same manner as 

as the vacating member. The Commission Chairman shall be 

appointed by the Governor from the Commission membership. 

B. The N.C. CJIS Board, subject to the privacy and security 

regulations developed and enforced by the N.C. CJIS 

Security and Privacy Board as provided herein below and 

subject to state law and the approval of the Governor's 

• 
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Law and Order Commission shall have the following powers 

and duties: 
• 

1) To coordinate and recommend changes in the N. C. CJIS. 

2) To determine which crimInal justice information shall 

be reported to the Computerized Criminal History 

Central State Repository. 

3) To adopt re'gulations concerning the capability and 

location of terminals, data elements, and the coope-

rative management and administration of the entire 
.~ 

N. C. CJlS. 

4) To superv:i.se the staff of the Statistical Analysis 

Center. 
'I 

5) To establish advisory committees at 'the discretion of 

the Board. 

6) To adopt guidelines for the development of internal 

criminal justice record systems for criminal justice 

agencies. 

7) To develop and enforce sanctions for noncompliance with 

the Board's management regulations, which sanctions may, 

in addition to any applicab~e civil and criminal penalties, 

deny access by agencies or individuals to N. C. CJIS for 
...... 

such periods of time as the Board deems reasonable and 

appropriate. 

. " 
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8) To conduct such inquiries as it 

de~ms necessary to carry out its functions. 

9) To take such other actions as are necessary and proper 

to assure that the N. Co Criminal Justice Information 

System is developed and operated in accord with app1i-

cable state and federal laws and regulations and to 

bring North Carolina into compliance with the Governor's 

Security and Privacy Plan for the N. C. Criminal Justice 

Information System by December 31, 1977. 

10) To prepare, in cooperation with the Governor's Law and 

Order Commission and the N.C. CJIS Security and Privacy 

Board legislation for introduction to the 1977 North 

Carolina General Assembly providing for the legislative 

creation of a Commission with substantially the same 

powers as the N.C. eJlS Board. 

11) To report annually to the Governor, the General Assembly, 

and all state and local agencies which participate in 

the N. C. CJIS concerning the collection, storage, and 

dissemination of criminal justice information in North 
• 

Carolina. 

12) To report to the Governor's Law and Order COtllttiissi011. 

annually or more often as may be required by the Com

missi.on on its work and to prepare and bring to the 

Commi.ssion for adoption the rules and 'regulations it 

develops' pursuant to the mandates of this Resolution. 

• 

.. 

• 



• 

• 

- 9 

II. That pursuant to the powers vested in it by the North Carolina 

Gener~l Assembly in GoS. l43B-338 and by the UoS. Crime Control 

Act of 1968 (as amended), the Governor's Law and Order Commission 

hereby creates the N.C. CJIS Security and Privacy Board with the 

membership, responsibilities, powers, and duties a~ provided 

herein. 

A. The N.C. eJIS Security and Privacy Board shall consist 

of seven persons appointed by the Governor as Chairman of 

the Governor's Law and Order Commission. There shall be 

one representative of 'the Judicial Branch of government, 

one representative of law enforcement agencies, and five 

citizens. The Board Chairman shall be apQointed by the 

Governor from the Board membership. The terms of all 

appointees shall begin July 1, 1976. Of the initial 

seven members of the Board, two shall be appointed for a 

one-year term to expire June 30, 1977; two shall be appointed 

for a two-year term to expire June 30, 1978; two shall be 

appointed for a four-year term to expire June 30, 1980; 

one shall be appointed for a six-year term to expire 

June '30, 1982. After the expiration of the initial terms, 

appointments to the Board shall be for six-year terms. The 

terms of the appointees representing the Judicial branch and 

law enforcement agencies shall not expire simultaneously. 
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In event of a vacancy on the Board the Gove'cnor shall 

appoint a replacement to fill the unexpired term. The 

person filling the vacancy shall come from the same 

category as the individual formerly holding that seat on 

the Board. 

B. The No C. eJIS Security and Privacy Board, subject to 

state law and the approval of the Governor's Law and Order 

Commission, shall have th~ following powers and duties: 

1) To analyze applicable federal and state statutes to 

determine which criminal justice information by law 

is subject to Security and Privacy regulations. 

2) To adopt regulations to assure that criminal justice 

information which is subject to Security and Privacy 

regulations is accurate, current and complete, that 

public information is accessible to the public as provided 

by law, and that the confidentiality of non-public criminal 

justice information is protected. 

3) To cause to be initiated by the appropriate criminal 

just~ce agencies of the state a continuing educational 

program to assure~that officials and employees of cri

minal justice agencies are familiar with and understand 

the relevant laws and regulations governing the collection, 

storage and dissemination of crimina~ justice information. 

4) To require that each agency holding or receiving criminal 

justice information shall maintain, for a specified period, 

• 

.. 

-I 

• 
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positive identification of the individuals to whom 

it has released or communicated such information, 

under procedures developed by the Board • 

5) To determine, in accord with relevant laws, which agencies 

and individuals shall have direct access to the N.C. CJIS 

hardware and to specified classes of information held 

by N.C. CJIS, and to insure that limitations on direct 

acces s to the N. C. CJIS hardware are not u.ti lized to 

prevent legitimate lawful access to the information 

held by the N.C. CJIS. 

6) To set requirements for insuring the physical security 

of N.C. CJIS collection, storage, dissemination, and 

access mechanisn~ and facilities. 

7) To establish·s process by which "individual citizens can 

have access to public criminal history record information 

held by criminal justice agencies about them, challenge, 

in a simple, inexpensive manner, the accuracy. of that 

. information, secure the correction of incorrect infor

mation and be assured that parties to whom such incorrect 

information has been.directly disseminated are notified 

of the corrections if such dissemination has occurred 

within a reasonab~e period of time in the past. 

8) To develop and en~orce sanctions for noncompliance with 

the Board's seeuri ty and privacy regulations, which 
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sanctions may, in addition to any applicable civil 

and criminal penalties, deny access by agencies or 

individuals to N.C. CJIS for such periods of time 

as the Board deems reasonable and appropriate. 

9) To adopt regulationn requiring a continuing program of 

auditing and verification to assure the accuracy and 

completeness of criminal justice informati:)n' data and 

to assure complianee with its rules and regulations for 

the security and privacy of criminal justice information, 

and to conduct such audits, inquiries and investigations 

as it deems appropriate to ensure compliance with its 

regulations and to carry out its responsibilities and 

functions. 

10) To coordinate' its activities with those' of any interstate 

systems for the collection and exchange of criminal 

justice information to the end of insuring maximum 

feasible cooperation between North Carolina and the 

. other states and the federal government in the exchange 

of such information including maximum compliance with 

the laws and regulations of other jUrisdictions governing 

the security and privacy of criminal justice information 

within the bounds of North Carolina law. 

11) To petition a Superior Court for the issuance of an order 

compelling the attendance of witnesses or the production 

of documents, books or other records necessary for the 

enforcement of its rules and regulations. 

. . 

• 

.. . 

• .. 

1 . 
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To take such other actions as are necessary and 

proper to assure that the N.C. CJIS is developed and 

operated in accord with applicable state and federal 

laws and regulations and.to bring North Carolina into 

compliance with the Governor's Security and Privacy 

Plan for the North Carolina Criminal Justice Information 

System by December 31, 1977. 

13) To prepare, in cooperation with the Governor's Law 

and Order Commission and the N.C. CJIS Board, legis-
.... 

lation for introduction to the 1977 N.C. General Assembly 

providing for the legislative creation of a Commission 

with substantially the same powers as the N.C. CJIS 

Security and Privacy Board. 

14) To report an~ually to the Governor, the" General Assembly, 

and to all state and local agencies which participate 

in the North Carolina Cr~inal Justice Information System 

concerning security and privacy within the criminal 

justice information system in North Carolina. 

15) To rep0rt to the Governor's Law and Order Commission 

annually or more often as may be required.by the Com-

mission on its work and to prepare an.d bring to the 

Commission for adoption the rules arid regulations it 
1 

develops pursuant to the mandates of this Resolution. 

., 
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III. That the Go~ernor's Law and Order Commission shall provide the 

N.C. CJIS Security and Privacy Board with a staff headed by 

an Executive Director who shall be ~ppointed by the Governor 

as Chairman of the Governor's Law and Order Commission. The 

Executive Director shall be appointed from a list of names 

which shall be develop~d in the following manner. The Chief 

Justice of the North Carolina Supreme Court, the Attorney 

... '\ ,. 

• 

.. 

General, and the Secretary of the Department of Correction -shall -. 

jo~ntly submit as many as three names to the N.C. CJIS Security 

and Privacy Board. The Board shall review and comment on those 

recommendations and it may, after consultation with the Chief 

Justice, the Attorney General, and the Secretary of the Depart-

ment of Correction, add as many as three names to that list. 

Upon completion of tHis process the Board shall forward the 

complete list with any appropriate comments and recommendations 
...... , . 

from the Board, the Chief Justice, the Attorney General, or the .. .., 

. . 
Secretary of Correction to the Governor for his final selection. 

The Executive Director of the N~Cc CJIS Security and Privacy 

Commission shall serve at the pleasure of the Board and the . 
• 

Governor and may be discharged by either. 

The N.C 0 

eJlS Security and Privacy Board shall be provided with such 

staff as is necessary for the efficient carrying-out of its 

duties and responsibilities. 

f/ 

" 

... 
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That the Governor's Law and Order Commission shall cooperate 

wi.th the N.C. CJIS Board, the N.C. CJlS Security and Privacy 

Bo.ard, and the various state and local criminal justice agencies 

to develop legislation for introduction during the 1977 Session 

of the North Carolina General As'sembly to legislatively create 

Co~nmissions to perform the functions of the N.C. CJIS Board 

and the N.C. CJlS Security and Privacy Board, said Commissions 

to have substantially the same members.hip , powers, duties and 

re:;ponsibilities as the tw·::> named Boards. The legis lation 

developed shall preserve the principles of: 

1) cooperative administration of the N. C. Criminal Justice 

Information System while maintaining the administrative 

and managerial integrity of the components of that system 

in the various branches, departments, and agencies of 

government, both state and local, which comprise that system; 

2) protection of the public from abuse of that §ystem by re

posing'responsibility for the prote~tion of security. 

privacy and public access to information in & Cgmw!ssion 

comprised of a majority of citizens who are not employees 

of a. criminal justice agency. 

., 
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v. That the Governor's Law and Order Commission shall make no 

grant~ for criminal justice information system related projects 

to any department or agency which does not commit itself in 

writing to cooperate with the Governorrs Law and Order Commission, 

the N.C. CJIS Board, and the N.C. CJIS Security and Privacy Board 

in carrying out the intent and directives of this Resolution and 

to adhere to the rules and' regulations governing the·operation of 

the N.C. CJIS which are adopted by this Commission. 

• 
" " 

., 
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