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This North Carolina State Plan for the security and privacy of criminal history information has
been developed at the direction of Governor James E. Holshouser, Jr. in response to the mandate
section 524 (b) of the Crime Control Act of 1973 and regulations adopted by the United States
Department of Justice to implement that section. Those regulations can be found in 40 FR 22114
(May 20, 1975) and 41 FR 11714 (March 19, 1976). The Plan includes a summary review of North
Carolina’s position on key elements of the federal regulations, a review of existing North Carolina
statutory and case law relevant to the Plan’s subject matter, an overview of the existing criminal
justice information system in North Carolina, an outline of proposals developed by the Governor’s
Commission on Law and Order in cooperation with various state and local criminal justice agencies
for expansion and improvement of North Carolina’s Criminal Justice Information System, and a
description of actions which North Carolina is taking and will take to assure compliance with
federal and state laws and regulatlons governing the security and privacy of criminal justice
information while preserving North Carolina’s tradition of free and ready public access to public
information maintained by state and local governments in North Carolina.

As originally promulgated in May, 1975, the federal regulations governing the security and
privacy of criminal justice history information contained several provisions which were
objectionable to North Carolina as well as several provisions with which we concurred. The
objectionable provisions would have significantly limited public access to much informatioi:
maintained by criminal justice agencies which has traditionaily and statutorily been open to public
scrutiny, and they would have dictated to state and local government in North Carolina the physical
nature of any computerized portions of North Carolina’s Criminal Justice Information System.

North Carolina voiced its objections to these provisions to the United States Department of
Justice. With regard in particular to the public access to information or “dissemination” portions of
the regulations, North Carolina State Goyernment in cooperation with such private organizations as
the North Carolina News Media - Administration of Justice Council, the North Carolina Press
Association and the North Carolina Association of Broadcasters took a national leadership role in
urging the Justice Department to reconsider those provisions. New hearings were conducted in
. December of 1975 with North Carolina representatives present and urging the Department to leave
to the states decisions as to what criminal justice information should be accessible to the public. On
March 19, 1976, the United States Department of Justice published revised regulations which
returmed to the states the bulk of the decision-making responsibility in both the problem areas
noted above,

It has been the consistent position of this Administration that the best ways to protect
individual citizens against the abuse of information gathered, maintained and shared by and among
criminal justice agencies; while at the same time protecting the public’s right to know what its
government is doing, are to insure that whatever the mechanism for gathenng, maintaining and
sharing criminal justice information:

(1) criminal justice agencies maintain no more information — particularly computerized
information — than is necessary for the efficient, effective administration of the criminal
justice system;



(2) information which is maintained is accurate, current and complete and is maintained in a
physically secure environment;

(3) the public can access the maximum amount of criminal justice information possible
consonant with established North Carolina- concepts of what information is properly
public and what is properly held in confidence;

(4) individuals should have ready and easy access to public information about themselves
which is maintained by criminal justice agencies and that individuals can, through a
simple, inexpensive administrative process, secure corrections in incorrect records; and

(5) security of criminal justice information and the right of individual citizens to privacy be .
made the particular responsibility of an independent citizen commission vested with the
authority to make rules and regulations and take action to enforce laws regarding security
and privacy, to audit the Crimina} Justice Information.System to determine compliance
with such laws, rules and regulations, to assist citizens in exercising their rights of access
to information and security comection of incorrect information.

This Plan is the blueprint which North Carolina proposes to follow in developing a mechanism
to bring itself into compliance with the requirements of the United States Department of Justice
regulations by December 31, 1977, and to accomplish the goals set forth above. The Plan does not
attempt to specity the details of what an expanded, computerized Criminal Justice Information
System for North Carolina would encompass or precisely how it would function. Such detailed
proposals are available from the Governor’s Commission on Law and Order. The Plan does not
attempt to specify in detail how each of the federal requirements or the state objectives for security
and privacy outlined above will be met. Developing detailed rules and regulations to bring North
Carolina into compliance will be the responsibility of the N.C. CIIS Security and Privacy
Commission, the N.C, CJIS Commission, and the state’s criminal justice agencies as provided in the
Plan.

The Plan does attempt to outline the legal, philosophical, and administrative framework on
which North Carolina’s compliance with the federal regulations and its own state objectives can be
built. It provides target dates for reaching stated goals. It outlines the responsibilities of various
components of the criminal justice system in achieving those goals. Finally, it attempts to recognize
. that the federal law and regulations and most existing state laws contemplaté a criminal justice
information system that has both manual and computerized components, and that while the
increasing computerization of criminal justice information systems is inevitable, the protection of
the public cannot be a function of whg:ther information is stored in a file folder or a computer tape.



SECTION 1. SCOPE OF THE PLAN

The scope of the Security and Privacy Plan for North Carclina can be illustrated as follows:

CATEGORY 1

All criminal justice
information maintained

i . .
state and ;1ocal criminal \
justice agencies \
.M
~ - \
) ¥
e ——t

T CATEGORY II

Criminal justice
information subject to

4
by — a

CATEGORY III

Criminal justice
information reported to
the Computerized
Criminal History Central
State Repository

Category I information includes material ranging from intermal agency management
information to information on arrests, judgments, paroles and other dispositions. Some of this
material has already been or will likely be computerized; some will not. Some of this material is
available to the public by North Carolina statute and local tradition; some is not.

Category 1I is a subdivision of Category I, because not all of the material included in Category
1 is subject to regulations by LEAA. Again, some of this materia: is available to the public, gmd some
is or will likely be computerized. Information excluded from Category II includes:

A. initial records of entry maintained at policy stations, such as “police blotters” and
“incident reports,” if such records are organized chronologically and are not indexed or
accessible by name or if they are permitted by law or longstanding custom to be made
public;
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B. court records of public criminal proceedings, unless made confidential by specific North
Carolina statute or court opinions, including published compilations thereof’;

C. records of traffic offenses other than hit and run, driving under the‘influence of alcohol
or drugs, and transporting dangerous materials;

D. statistical or analytical records or reports in which individuals are not identified and from
which their identities cannot be ascertained. °

Category 111 is a subdivision of Category II. Only certain items of information will be reported
by local and state criminal justice agencies to the Computerized Criminal History Central State
Repository, which will serve as a message switch among North Carolina criminal justice agencies and
between North Carolina and the proposed national criminal justice information system,

The United States Department of Justice Regulations require that this Plan deal with
information in Categories II and III; they do not require explicitly that the Plan deal with the
security and privacy of information in Category 1. It should be pointed out here though that current
proposals for the increased computerization of North Carolina’s Criminal Justice Information
System call for the computerization of much of the information in Category I. In order to insure
that security and privacy laws and regulations are complied with, this Plan and the security and
privacy assurance mechanisms it calls for deals with the entire Criminal Justice Information System
of North Carolina.

[t is also important to note that the revised federal Regulations (particularly  20.21 (b) (2)
restored to the states the buik of the decision-making authority with regard.to what information
not specifically excluded from the coverage of the Regulations (  20.20 (b) is to be available for
public dissemination. This change in the Regulations means that certain information accessible to
the public in North Carolina, i. e. alphabetically maintained arrest records, might not be accessible
in another state which has a more restrictive public record or information statute. While this revised
Regulation does leave such North Carolina information in the public domain, the information is still
subject to the other requirements of the Regulations such as physical security of its storage, audit,
assurance of public accessibility, etc. Thus one can say that certain information may be “covered
by” the Regulations and yet still be freely accessible to the public.

Following are definitions of some of the terms used in the Plan. |

A. “identification record information,” defined as fingerprint classificati(;ns, voice prints,
photographs, and other physical descriptive data concerning an individual that does not
include any indication or suggestion that the individual has at any time been suspected of
or charged with a criminal offense;

B.  “arrest record information,” defined as information coucerning the arrest, detention,
indictment or other formal filing of criminal charges agamst an individual, which does not
include a dlsposmon
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*criminal history record information,” defined as informuation concerning the arrest,
detention, indictment or other formal filing of criminal charges against an individual,
together with one or more dispositions relating thereto;

“disposition,” defined as information disclosing that a decision has been made not to
bring criminal charges or that criminal proceedings have been concluded, abandoned or
indefinitely postponed, or information relating to sentencing, correctional supervision,
release from correctional supervision, the outcome of appellate review of criminal
proceedings, or executive clemency;

“correctional and release information,” defined as information or roports on individuals
compiled in connection with bail, pretrial or post-trial release proseedings, presentence
investigation, proceedings to determine physical or mental condition, participation by
inmates in correctional or rehabilitative programs, or probation or parole proceedings.

“‘criminal investigative informatioh,” defined as pre-arrest information on identifiable
individuals compiled either in the course of the investigation of specific criminal acts or in
an effort to anticipate, prevent or monitor possible criminal activity.

“wanted persons information,” defined as identification record information on an
individual against whom there is an outstanding arrest warrant, including the charge for
which the warrant was issued, and information relevant to the individual’s danger to the
community and any other information that would facilitate the apprehension of the
individual.

“criminal justice agency,” defined as 1) courts; 2) a government agency or any subunit
thereof which performs the administration of criminal justice pursuant to a statute or
executive order, and which allocates a substantial part of its annual budget to the
adrninistration of criminal justice.

“administration of criminal justice,” defined as the performance of the following
activities: detection, apprehension, detention, pretrial -release, post-trial release,
prosecution, adjudication, correctional supervision, or rehabilitation of accused persons
or criminal offenders. The administration of criminal justice shall also include criminal
identification activities and the collection, storage, dissemination and supervision of
criminal history record information. It would include the N.C. CJIS Commission and the
N.C. CJIS Security and Privacy Commission described in this Plan.

“computerized criminal history,” defined as that portion of criminal history record
information which is verified by positive identification and held in the Computerized
Criminal History Central State Repository for intrastate and interstate distribution; it
constitutes a summary of an individual’s criminal history and consists of data elements
determined by the N.C. CJIS Commission described below.
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“criminal justice information system,” defined as the vehicle by which information is
collected, stored, and exchanged within and between criminal justice agencies. The CJIS
presently in operation in North Carolina consists of manual and automated records in law
enforcement agencies and a telecommunications network provided by the Police
Information Network (PIN), registered vehicles, licensed drivers, and enforcement and
theft information maintained by the Division of Motor Vehicles, court records .
maintained under the direction of the Admjnistrative Office of the Courts, correctional
information collected and maintained by the Department of Correction, juvenile
information maintained by the Department of Human Resources, and certain information
maintained by collateral agencies such as the Alcoholic Beverage Commission.

*central state repository’” or N.C. CJIS central state repository,” broadly defined as the
network of criminal justice information storage facilities maintained by the state agencies
within the state’s criminal justice system. One member of this consortiurm (PIN) collects
and stores Computerized Criminal History (CCH) information for intrastate and interstate
dissemination and is designated the CCH Central State Repository. The other state
agencies which have or anticipate developing computerized data storage and management
facilities are the Department of Correction {existing), the Department of Transportation
(existing), and the Administrative Office of the Courts (anticipated).

SECTION 2. OBJECTIVES

The goal of this Security and Privacy Plan for North Carolina’s criminal justice information
system is to preserve a proper balance between the legitimate and vital information needs of the
criminal justice system and the Constitutional and statutory rights of persons affected by the
collection and dissemination of criminal justice information. Under the Federal and State
Constitutions, government bears the responsibility of preserving this balance.

The development of a criminal justice information system brings the following principles into
potential conflict: :

The right of an individual to personal privacy.
The respohsibility of the government to protect its citizens against criminal acts.

The right of the people to ensure against governmental abuse of power. .

Specifically, the Security and Privacy Plan must recognize the following principles:

The Public

The right to be protected by the criminal justice system against criminal activities.

The right to inspect public records.
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e The right to the protection afforded by a balance of power among the executive, judicial
and legislative branches of government, which balance may be disrupted by a
concentration within one branch of power over access to criminal history information.

e The responsibility of the press to keep the public informed about the background of
people running for or appointed to public office, including criminal history.

e The right to observe the operations of government agencies,

e The opportunity of employers to check the criminal histories of potential employees.

The Offender

e ‘The right of protection against misinformation, incomplete information and excessive
personal information within the sy§tem.

e  The right to protection against misuse of criminal history information.

o The right to access on the part of a defense attorney to all criminal history information
available to the prosecuting attorney.

# The right to see and correct any information concerning the individual contained within
the system.

e The right to protection against the inclusion of unverified or incorrect information within

the system.

The Government

L

L

The responsibility to establish laws for the maintenance of the civil order.
The responsibility to ensure that these laws are enforced according to due process.
The responsibility to guarantee equal protection under these laws.

The responsibility to keep the public informed about government operations,

In order to strike a balance among these rights and responsibilities, the following objectives
will be incorporated into the North Catolina Criminal Justice Informatiog System as guidelines for
the system’s operation:

(1) The collection, storage and dissemination of criminal history record information shall not

conflict with the individual rights and liberties guaranteed by the Constitutions of the
United States and of the State of North Carolina and by the North Carolina General
Statutes.
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(2) The quality, character and intended uses of criminal history record information shall
ensure a reasonable protection of individual rights to privacy by establishing the legal,
organizational, and administrative structure ncecessary for the protection of individual
privacy, while maintaining the capability required by criminal justice agencies to coliect,
store, and disseminate criminal history record-information.

(3) The administration and operation of the North Carolina Criminal Justice Information
System shall be coordinated by the N.C, CJIS Commission and shall be regulated and
governed by uniform requirements relating to system wide security and privacy developed
and enforced by the N. C. CJIS Security and Privacy Commission. :

(4) Criminal history record information shzll be coliected and processed in a manner that will
produce information that is complete and accurate and of a kind and quality that will
support the varied functions of the criminal justice system. '

(5) Criminal history record information shall be stored in a manner designed to protect the
system against dumage or loss that will impair the operation of the system, whether
accidental or intentional. System security further implies restricting the availability of
certain criminal justice information to authorized individuals.

{6) The dissemination of criminal history record information for authorized purposes shall be
regulated through restrictions designed to guarantee meaningful prolection of the
individual’s privacy and through appropriate access to those records which are public.

The State of North Carolina believes that it is possible to design a criminal justice information
system which will permit the continuance of public access to those criminal history records which
are now public records in this State and at the same time augment the rights of individuals by
permitting them to challenge and secure the correction of incorrect records, and by penalizing
persons who misuse criminal history records. '

The system would preserve freedom of the press by permitting press access on the same basis
as all citizens, Few members of the public have the resources and the time to observe at first hand
the operations of their government; most members of the public therefore must rely upon the press
to keep them informed on this subject. Without information, citizens are unable to vote
intelligently or to register opinions on the administration of government. Within the system of
criminal justice, scrautiny by the press for the purpose of informing the public serves to guarantee
that the system operates fairly and abides by the rules of due process.

In addition, the system would permit employers to review a potential employee’s public
records. In short, dissemination of information from the system would be strictly controlled, but it
wottld not be confined to criminal justice agencies.

In developing this Plan, it has become evident that the advent of computerization in the
criminal justice system raises issues of individual privacy and increased potential for the abuse of
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public information that were not present in the days of manual records systems. Lot mation which
has been computerized takes on, for many people, an aura of veracity merely by virtue of the
method of its storage and retrieval. Information which though always public has been, because of
" the sheer physical difficulty of locating and compiling it, practically inaccessible suddenly becomes
readily available. Such capabilities can be abused; they can also be utilized to insure that
information which is disseminated within and without the criminal justice system is as accurate,
complete and current as is humanly and mechanically possible.

It may well be that legislative attention needs to be directed to such questions as whether or
not arrest record information should be disseminated without also informing the information
reeviver of the current status of the case, whether a non-conviction disposition record on a case
should have to include a detailed explanation of the reason for that particular disposition, and
whether there should be record sealing or expungent procedures available to individuals who are
mistakenly accused of violating the law. While we do not advocate further restricting the
information available to the public in North Carolina, we do recognize the potential riwed to reassess
the manner in which information is gathered, stored, and disseminated.

SECTION 3. APPROACH TG ACHIEVING OBJECTIVES

1. THE COLLECTION, STORAGE AND DISSEMINATION OF CRIMINAL HISTORY
RECORD INFORMATION SHALI NOT CONFLICT WITH THE INDIVIDUAL
RIGHTS AND LIBERTIES GUARANTEED BY THE CONSTITUTIONS OF THE
UNITED STATES AND OF NORTH CAROLINA AND BY THE NORTHH CAROLINA
GENERAL STATUTES.

Right of Privacy

Recognition of the right of privacy as an independent right began in 1890 with the publication
of a law review article, entitled “The Right to Privacy,” by Samuel Warren and Louis D, Brandeis (4
. Harvard Law Review 193). Almost four years later, Justice Brandeis described the constitutional
right of privacy in his dissent in the case of Olmstead v. United States as 1ollows:

The makers of our Constitution undertook to secure conditions favorable (o

the pursuit of happiness. They recognized the significance of man’s spiritual

nature, of his feelings and of his intellect. . . They conferred, as against the

Government, the right to be let alone — the most comprehensive of rights and

the right most valued by civilized men. To protect that right, every

unjustifiable intrusion by the Government upon the privacy of the individual,

whatever the means employed, must be deemed a violation of the fourth
amendment,

Since that time, the invasion of privacy has come to be judicially recognized as a civil wrong in
many states, including North Carolina, but the United States Supreme Court has not, to date,
declared categorically that the right to privacy is a constitutional right. In Katz v. United States,
389 U. 8. 347, the Court stated that other provisions of the Constitution protect privacy from other
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forms of governmental invasion, but protection of a person’s general right of privacy - his right to
be let alone by other people ~is left largely to the law of the individual states,

Prosser on Torts, in the latest edition (4th Edition, 1971, p. 804), makes the following
statement: “To date the law of privacy comprises four distinct kinds of invasion of four different
interests of the plaintiff, . .” The four types of invasion are:

l.

5

Appropriation for defendant’s benefit of plaintiff’s name or likeness without permission.

Intrusion upon plaintiff’s physical solitude or seclusion or by invading his home (e. g.
wiretapping).

Public disclosure of private facts.

False light in the public eye (e. g. unauthorized use of name on a petition or alleged
authorship of a document written by another).

Dean Prosser’s definition has been judicially adopted in many states, and the statutes of many
stutes now recognize the tort of invasion of privacy. However, there are widely recognized limits
upon the right, as Corpus Juris Secundum, in its chapter on the right of privacy, points out:

The right of privacy is not an absolute right and s subfect to limitation, and,
while it includes protection against the publication of an individual’s private
affairs under some circumstances, the dissemination of news or news events
does not generally constitute an invasion of the right. (77 C.J.S. 399)

An Individual’s right of privacy Is not necessarily superior to the rights of the
public, and the right is not so extensive as to prevent the publication of matter
which Is of public or general interest or benefit, particularly if such matter

concerns a person who has become a public personage or character, (77 C.J.S.
401) v

It is generally held that two examples of persons who have become public personages are those
who run for public office and those who are convicted of a criminal offense.

It is apparent that the right of privacy must give way to the public interest in
matters of this nature, and the relation to the public of one who has been
convicted of crime is such as to forfeit whatever right of privacy he may be said
to have ever possessed, at least to the extent that the protection of society
requires such forfeiture, (62 Am Jur 2d 702)

It is generally held that the customary photographing and measuring of a
prisoner for the purposes of police records do not amount to an invasion of the
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prisoner’s right of privacy. But, with little exception, it has been held that
while police authorities may photograph and fingerprint those charged with law
violation, they may not publish such photographs in a rogues’ gallery, unless
the person whose picture was taken has been convicted of a cime. (62 Am Jur
2d 701) '

As recently as early 1975, the Supreme Court has stated:

The commission of crime, prosecutions resulting from it, and judicial
‘proceedings arising from the prosecutions, however, are without question
events of legitimate concern to the public and consequently fall within the
responsibility of the press to report the operations of government, (Cox
Broadcasting Corporation v. Conn., 43 L. Ed. Zd 328, March 3, 1975)

The North Carolina courts have recognized the tort of the invasion of privacy in a case
concerning the publication of a photograph in a newspaper (Flake v. Greensboro News Company,
212 N. C. 780) and in another case concerning the publication of a photograph, wrongly identified,
in the yellow pages of the telephone book (Barr v. Southern Bell Telephone & Telegraph Company,
12 N. C. App. 388). There is no North Carolina statutory law promulgating the general right of
privacy f individuals.

Responsibility of Governments to Protect Citizens

The Preamble of the United States Constitution states that two of the reasons for forming this
country were to “insire domestic tranquility,” and to “promote -the general welfare™. It is the
responsibility of state and local government and, in some cases of the federal government, to
protect citizens against criminal acts.

Constitutional and Statutory Rights of Citizens

The citizens of North Carolina, however, have retained in their Constitution firm control of
how their government operates:

The people of this State have the inherent, sole, and exclusive right of .
regulating the internal government and police thereof, and of altering or
abolishing their Constitution and form of government whenever it may be
necessary to their safety and happiness. . . (Article I, Section 3) )

In light of these guarantees, the citizens of North Carolina have a constitutional right and
responsibility to oversee how their government operates the North Carolina Criminal Justice
Information System.
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Article | of the North Carolina Constitution, “Declaration of Rights,” contains, in addition to
the scctions cited above, declarations of freedom of the press, of the right of due process, and of
equal protection of the laws,

The major problem in designing a criminal justice information system for Morth Carolina is to
achieve some sort of balance among these conflicting constitutional rights and responsibilities. The
"task is further complicated by the North Carolina General Statutes, which state that:

‘Public record’ or ‘public records’ shall mean all documents, papers. . .
electronic data processing records. . . or other documentary material, regardless
of physical form or characteristics, made or received pursuant to law or
ordinance in connection with the transaction of public business by any agency
of North Carolina government or its subdivisions. Agency of North Carolina
government or its subdivisions shall mean and include every public office,
public officer or official (state or local, elected or appointed), institution,
board, commission. . . or other political subdivision of government, (General
Statutes 132-1),

Criminal justice agencies, agents, files and other records, unless otherwise specified in the
statutes, are subject to the provisions of this law,

There are also within the General Statutes declarations that specific records are public: records
of the Motor Vehicle Division of the Department of Transportation (G. S. 20-43), all records of the
Supreme Court and the Court of Appeals (G. S, 7A6), and all records of the Superior Court (G. S.
7A - 102), including an alphabetical defendant index. G. S. 7A109 states:

Each clerk shall maintain such records, files, dockets and indexes as are
prescribed by rules of the Director of the Administrative Office of the Courts.
Except as prohibited by law, these records shall be open to the inspection of
the public during regular office hours, . .

Some records are considered privileged in North Carolina because of statutes specifically
declaring them privileged; these include juvenile records (G. S. 7A287) and probation records (G. S.
15-207). In addition, a North Carolina Court of Appeals case has declared that prison records are
confidential {Goble v. Bounds, 13 N. C. App. 579, 186 S. E. 2d 638 (1972).

9
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v

THE QUALITY, CHARACTER, AND INTENDED USES OF CRIMINAL HISTORY
RECORD INFORMATION SHALL ENSURE A REASONABLE PROTECTION OF.
INDIVIDUAL RIGHTS TO PRIVACY BY ESTABLISHING THE LEGAL
ORGANIZATIONAL, AND ADMINISTRATIVE STRUCTURE NECESSARY FOR THE
PROTECTION OF INDIVIDUAL PRIVACY, WHILE MAINTAINING THE CAPABILITY
REQUIRED BY CRIMINAL JUSTICE AGENCIES TO COLLECT, STORE, AND

CRIMINAL JUSTICE INFORMATION SYSTEM BOARD/COMMISSION

The Governor will ask the Governor’s Law and Order Commission, the supervisory body for
North Carolina’s LEAA State Planning Agency, to adopt a resolution creating a North Carolina
Criminal Justice Information System Board (N.C. CJIS Board) to oversee the development,
cooperative administration, and coerdination of the North Carolina Criminal Justice Information
System. The Governor, the Law znd Order Commission and the N.C. CJIS Board will ask the 1977
N. C. General Assembly to enact legislation to statutorily create a N.C, CJIS Commission with
substantially the membership, powers, duties and responsibilities detailed in this Plan for the N.C.
CJIS Board.

The N.C. CJIS Eoard shall consist of nine persons as follows: The Governor or his designee; the
Chief Justice of the North Carolina Supreme Court or his designee; the Attorney General or his
designee; the Secretary of the Department of Correction or his designee; the Commissioner of
Motor Vehicles; an official of local municipal government to be appointed by the Governor from a
list of tiree names supplied by the N. C. League of Municipalities; an official of local county
goverament to be appointed by the Governor from a list of three names supplied by the N. C.
Association of County Commissioners: an official of a municipal police agency to be appointed by
the Governor from a list of three names supplied by the N. C. Police Executives Association; and an
official of a county sheriff’s department to be appointed by the Governor from a list of three names
supplied by the N. C. Sheriffs Association. Of the members of the Board representing local
- government and Jocal criminal justice agencies, two shall be appointed initially for a term of two
years and two shall be appointed for a term of four years. At the expiration of those terms, new
appointments by the Governor shall be for terms of four years. The terms of all appointees shall
begin July 1, 1976. Any vacancy on the Commission of a member appointed for a term shall be
filled for the remainder of that term by an appointee selected in the same manner as the vacating
member, The Commission Chairman shall be appointed by the Governor from the Commission
membership. .

The N.C. CJIS Board, subject to the privacy and. security regulations developed and enforced
by the N.C. CJIS Security and Privacy Board shall have the following powers and duties:

(1) To coordinate and recommend changes in the N.C. CIIS.

(2) To determine which criminal justice information shall be reported to the Computerized
Criminal History Central State Repository.
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To adopt regulations concerning the capability and location of terminals, data elements,
and the cooperative management and administration of the entire North Carolina
Criminal Justice Information System.

To supervise the staff of the Statistical Analysis Center.
To establish advisory committees at the discretion of the Board.

To adopt guidelines for the development of internal criminal justice record systems for
criminal justice agencies.

To develop and enforce sanctions for noncompliance with the Board’s management
regulations, which sanctions may, in addition to any applicable civil and criminal
penalties, deny access by agencies or individuals to the North Carolina Criminal Justice
Information System. for such periods of time as the Board deems reasonable and
appropriate.

prs

Fo conduct such inquiries as it deems necessary to carry out its functions.

To take such other actions ¢s #ie necessary and proper to assure that the N, C. Criminal
Justice Information System is developed and operated in accord with applicable state and
federal laws and regulations and to bring North Carolina into compliance with the
Governor’s Security and Privacy Plan for the N. C. Criminal Justice Information System
by December 31, 1977.

(10) To prepare, in cooperation with the Governor’s Law and Order Commission and the N.C.

CJIS Security and Privacy Board legislation for introduction to the 1977 N. C. General
Assembly providing for the legislative creation of a Commission with substantially the
same powers as the N.C. CJIS Board.

- (11) To report annually to the Governor, the General Assembly, and all state and local

agencies which participate in the North Carolina Criminal Justice Information System
conceerning the collection, storage, and dissemination of criminal justice information in
Nurth Carolina.

(12) To report to the Governor’s Law and Order Commission annually or more often as may

be required by the Commission on its work and to prepare and bring to the Gommission
for adoption the rules and regulations it develops pursuant to the mandates of this
Resolution,
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N. €. CJIS User Advisory Committee

It is recomme aded that the Board establish an advisory committee to itself to insure adequate
representation to the Bouard of the needs and problems of criminal justice agencies which use the
North Cuarolina Criminal Justice Information System. Membership on the advisory committee
should be broadly inclusive of state and local criminal justice agenvies.

S. A. C. Advisory Committee

It is recommended that the Board establish a Statistical Analysis Advisory Committee to make
, recommendations to the Board on what data elements should be collecied by criminal justice
" agencies, what criminal justice information should be reported to the N.C.CJIS Central State
- Repositories, and what other actions the N.C. CJIS Board can take to encourage the improvement
of the level of statistical gathering and analysis and thus the planning and administration of the
criminatl justice system in North Carolina.

N. C. CJIS Security and Privacy Board

The Governor will ask the Governor’s Law and Order Commission, the supervisory body for
North Carolina’s LEAA State Planning Agency, to adopt a resolution creating a North Carclina
Criminal Justice Information System Security and Privacy Board (N.C. CJIS Security and Privacy
Board) to develop, implement and enforce rules and regulations to insure the security of criminal
justice information, the citizens’ rights of privacy, and the public’s rights of access to public
information. The Governor, the Law and Order Commission and the N.C. CJIS Security and Privacy
Board will ask the 1977 N. C. General Assembly to enact legistation to statutorily create a N.C.
CJIS Commission with substantially the membership, powers, duties and responsibilities detailed in
this Plan for the N.C. CJ1§ security and Privacy Commission.

The N.C. CJIS Security and Privacy Board shall consist of seven persons appointed by the
-Governor as Chairman of the Governor’s Law and Order Commission. There shall be one
representative of the Judicial Branch of government, one representative of law enforcement
agencies, and five citizens. The Board Chairman shall be appointed by the Governor from the Board
membership. The terms of all appointees shall begin July 1, 1976. Of the initial seven members of
the Board, two shall be appointed for a one-year term to expire June 30, 1977; two shall be
appointed for a two-year term to expire June 30, 1978; two shall be appointed for a four-year term
to expire June 30, 1980; one shall be appointed for a six-year term to expire June 30, 1982. After
the expiration of the initial terms, appointments to the Board shall be for sixyear terms. The terms
of the appointees representing the Judicial branch and law enforcement agencies shall not expire
simultaneously. In event of a vacancy on the Board, the Governor shall appoint a replacement to fill
the unexpired term. The person filling the vacancy shall come from the same category as the
individual formerly holding that seat on the Board.

It is the intent of the Governor to recommend that legislation creating a N.C. CJIS Security
and Privacy Commission provide that the appointees of the Governor to the Commission be subject
to confirmation by the N. C. Senate. The Governor will also recommend that the Commission, as a
quasi-judicial regulatory agency be an independent agency of state government within the N. C.
Department of Commerce.
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The N.C. CJIS Security and Privacy Board shall have the following powers and duties:

(D

(3)

4

()

(6)

D

)

)

To analyze applicable federal and state statutes to determine which criminal justice
information by law is subject to Security and Privacy regulations.

To adopt regulations to assure that criminal justice information which is subsect to
Security and Privacy regulations is accurate, current and complete, that public
information is accessible to the public as provided by law, and that the confidentiality of
non-public criminal justice information is protected.

To cause to be initiated by the appropriate criminal justice agencies of the state a
continuing educational program to assure that officials and employees of criminal justice
agencies are familiar with and understand the relevant laws and regulations governing the
collection, storage and dissemination of criminal justice information.

To require that each agency holding or receiving criminal justice information shall
maintain, for a specified period, positive identification of the individuals to whom it has
released or communicated such information, under procedures developed by the Board.

To determine, in accord with relevant laws, which agencies and individuals shall have
direct access to the N. C, CJIS hardware and to specified classes of information held by
North Carolina Criminal Justice Information System, and to insure that limitations on
direct access to the N.C. CJIS hardware are not utilized to prevent legitimate lawful
access to the information held by the North Carolina Criminal Justice Information
System.

To set requirements for insuﬁng the physical security of N. C. CJIS collection, storage,
dissemination, and access mechanisms and facilities.

To establish a process by which individual citizens can have access to public criminal
history record information held by criminal justice agencivs about them, challenge, in a
simple, inexpensive manner, the accuracy of that information, secure the correction of
incorrect information and be assured that parties to whom such incorrect information has
been diréctly disseminated are notified of the corrections if such dissemination has
occurred within a reasonable period of time in the past. -

To develoi) and enforce sanctions for noncompliance with the Boar&’s security and
privacy regulations, which sanctions may, in addition to any applicable civil and criminal
penalties, deny access by agencies or individuals to North Carolina Criminal Justice
Information System for such periods of time as the Commission deems reasonable and
appropriate.

To adopt regulations requiring a continuing program of auditing and verification to assure
the accuracy and completeness of criminal justice information data and to assure

©
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compliance with its rules and regulations for the security and privacy of criminal justice
information, and to conduct such audits, inquiries, and investigations as it deems
appropriate to ensure compliance with its regulations and to carry out its responsibilities
and functions.

(10) To coordinate its activities with those of any interstate systems for the collection and
exchange of criminal justice information to the end of insuring maximum feasible
cooperation between North Carolina and the other states and the federal government in
the exchange of such information including maximum compliance with the laws and
regulations of other jurisdictions governing the security and privacy of criminal justice
information within the bounds of North Carolina law. :

(11) To petition a Superior Court for the issuance of an order compelling the attendance of
witnesses or the production of documents, books or other records necessary for the
enforcement of its rules and regulations.

(12) To take such other actions as are necessary and proper to assure that the North Carolina
Criminal Justice Information System is developed and operated in accord with applicable
state and federal laws and regulations and to bring North Carolina into compliance with
the Governor’s Security and Privacy Plan for the North Carolina Criminal Justice
Information System by December 31, 1977.

(13) To prepare, in cooperation with the Governor’s Law and Order Commission and the N.C.
CIIS Board, legislation for introduction to the 1977 N. C. General Asseimbly providing
for the legislative creation of a Commission with substantially the same powers as the
N.C. CJIS Security and Privacy Board. )

(14) To report annually to the Governor, the General Assembly, and to all state and local
agencies which participate in the North Carolina Criminal Justice Information System
concerning security and privacy within the criminal justice information system in North
Carolina.

(15) To report to the Governor’s Law and Order Commission annually or more often as may
be required by the Commission on its work and to prepare and bring to the Commission
for adoption the rules and regulations it develops pursuant to the mandates of this
Resolution. 8

N.C. CJIS Security and Privacy Board and/Commission Executive Director and Staff

The N. C. CJIS Security and Privacy Board shall have a staff headed by an Executive Director
who shall be appointed by the Governor. The Executive Director shall be appointed from a list of
names which shall be developed in the following manner. The Chief Justice of the North Carolina
Supreme Court, the Attorney General, and the Secretary of the Department of Correction shall
jointly submit as many as three names to the N.C, CJIS Security and Privacy Board. The Board shall
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review and comment on those recommendations and it may, after consultation with the Chief
Justice, the Attorney General, and the Secretary of the Department of Correction, add as many as
three names to that list. Upon completion of this process, the Board shall forward the complete list
with any appropriate comments and recommendations from the Board, the Chief Justice, the
Attorney General, or the Secretary of Correction to the Governor for his final selection. The
Executive Director of the N.C. CJIS Security and Privacy Board shall serve at the pleasure of the
Board or the Governor and may be discharged by either. The N.C. CJIS Security and Privacy Board
shall be provided with such staif as is necessary for the efficient carrying-out of its duties and
responsibilities,

3. THE ADMINISTRATION AND OPERATION OF THE NORTH CAROLINA CRIMINAL
JUSTICE INFORMATION SYSTEM SHALL BE COORDINATED BY THE NORTH
CAROLINA CRIMINAL JUSTICE INFORMATION SYSTEM COMMISSION AND
SHALL BE REGULATED AND GOVERNED BY UNIFORM REQUIREMENTS
RELATING TO SYSTEMWIDE PRIVACY AND SECURITY DEVELOPED AND
ENFORCED BY THE NORTH CAROLINA CRIMINAL JUSTICE INFORMATION
SYSTEM SECURITY AND PRIVACY COMMISSION.

Criminal Justice Information System

The North Carolina Criminal Justice Information System is composed of state and local
components. The local components are maintained by the law enforcement agencies of county and
city government and their detention facilities, which are developing internal records systems and
local radio communications networks and are connected by a telecommunication network provided
by the Police Information Network of the North Carolina Department of Justice.

Four state agencies provide statewide services to the criminal justice system., The
Administrative Office of the Courts will provide computerized information services and
telecommunications to the couris and court officials of the state. The Department of Correction
- will provide these servites to the Prisons and Probation and Parole. The Department of
Transportation will provide information on vehicle registration and operator licenses to criminal
justice agencies through the Police Information Network. The Police Information Network of the
Department of Justice will provide telecommunications services to state and local law enforcement
agencies and will connect the components together for purposes of message-switching and
information exchanges.

Computerized Criminal History Central State Repository

The Police Information Network -shall maintain the CCH Central State Repository for the
storage and dissemination of CCH records as determined by the N.C. CJIS Commission and
pursuant to applicable privacy and security regulations. The Police Information Network will be
responsible for ensuring that all criminal history record information in the central repository is
complete and accurate, ‘
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4. CRIMINAL HISTORY RECORD INFORMATION SHALL BE COLLECTED AND
PROCESSED IN A MANNER THAT WILL PRODUCE INFORMATION THAT IS
COMPLETE AND ACCURATE AND OF A KIND AND QUALITY THAT WILL
SUPPORT THE VARIED FUNCTIONS OF THE CRIMINAL JUSTICE SYSTEM.

Data Collection

The N.C. CJIS Commission shall promulgate regulations listing the criminal offenses which
criminal justice agencies must report to the N.C. CJIS Central State Repositories, such list to be
consistent with NCIC Uniform Offense Classifications (see Appendix A). Investigative files shall not
be computerized in the North Carolina Criminal Justice Information System.

Although the N.C. CIIS Commission will defermine reporting requirements for criminal
history récord information, the various state and local components of the system will maintain
authority and control over their own management information and any other criminal justice
information which is not subject to regulations promulgated by either the N.C. CJIS Commission or
the N.C. CIJIS Security and Privacy Commission.

Verification of Identity

The CCH Central State Repository shall verify the identity of the individual arrested in each
case reported by criminal justice agencies before including the arrest and disposition information in
the Repository. This process will minimize the possibility of erroneous information storage. The
methods of verification required shall be established by the N.C. CJIS Security and Privacy
Commission. '

All criminal justice agencies which have direct access to the CCH Central State Repository shall
query that Repository before disseminating criminal history record information to assure that the
. - information to be disseminated is the most accurate, complete and current available.

Additioﬁa]ly, the N.C. CJIS Security and Privacy Commission shall establish regulatio'ns
requiring reasonable notification of prior direct recipients o inormation when erroneous
inormation is discovered.

Individual Access or Review \

Each individual or his authorized attorney shall have the right to inspect his personal criminal
history record located within the N.C. Criminal Justice Informafion System. All ¢criminal justice
agencies at which application may be made to review criminal history record information shall
prescribe reasonable hours and places for the inspection of such information. An individual may
receive a copy of his record for purposes of perfecting a challenge to that record.
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In order that proper dissemination logs m‘ay be kept, all criminal justice agencies shall require
proof of identification before granting any individual access to criminal history record information.

Criminal justice agencies shall not charge individuals reviewing their own records a service fee,
but may charge other persons requesting copies of cnmmal history record information a reasonable
fee as cstabhshnd by the CJIS Commission. :

If an individual believes his criminal history record is inaccurate or incomplete, he may request
the agency originating the date to delete or change the record. Should the agency decline to do so,
or should the individual believe the agency’s decision to be otherwise unsatisfactory, the individual
must formally request in writing that the agency add a challenge to his criminal history record. The
tfact that his information is challenged shall be disseminated as part of his criminal history record
until such time as the challenge is resolved. If the agency corrects the record, it shall immediately
notity the N.C. CJIS Central State Repository of the correction.

If the criminal history record is challenged and the originating agency does ot resolve the
challenge to the satisfaction of the challenging individual, the individual may appeal the agency’s
decision to the Security and Privacy Commission pursuant to rules and procedures adopted by the
Commission,

The decision of the Commission shall be the final administrative review of the challenge. If the
individual is unsatisfied with the determination of the Commission, he may request a judicial review
of the decision.

If the challenge is successful, the record shall be immediately corrected in the N.C. CJIS
Central State Repository, and notification of the change shall be sent to all criminal justice agencies
having received the previously inaccurate criminal history record and to noncriminal justice agencies
as requested by the individual.

- Audit .

The N.C. CJIS Security and Privacy Commission shall conduct annual and periodic audits of
State and local criminal justice agencies which are subject to the Security and Privacy Regulations.
The audits shall be conducted to verify compliance with all Security and Privacy Regulations.

All state and local criminal justice agencies which are subject to the Security and Privacy
Regulations shall maintain such records as may reasonably be required by the N.C. CJIS Security
and Privacy Commission to facilitate the audits conducted by the Commission and to insure
compliance with the Rules and Regulations of the Commission.
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wn

CRIMINAL HISTORY RECORD INFORMATION SHALL BE STORED IN A MANNER
DESIGNED TO PROTECT THE SYSTEM AGAINST DAMAGE OR LOSS THAT WILL
IMPAIR THE OPERATION OF THE SYSTEM, WHETHER ACCIDENTAL OR
INTENTIONAL., SYSTEM SECURITY FURTHER IMPLIES RESTRICTING THE
AVAILABILITY OF CERTAIN CRIMINAL JUSTICE INFORMATION TO AUTHORIZED
INDIVIDUALS.

Physical Security of Central State Repositories

Subject to the approval of the N.C. CJIS Security and Privacy Commission as to adequacy and
compliance with applicable State and Federal law and regulations dealing with physical security, the
N.C. CJIS Commissicn shall establish reasonable physical security standards for the maintenance
and operation of 2" information processing equipment involved in the collection, storage and
dissemination of criminal history record information. :

Physical security standards for the N.C, CJIS Central State Repositories will include but are
not limited to, the following:

e adequate security measures to guard against illegal and malicious tampering with the
equipment and files;

e adequate fire detection and quenching systems;

@ - water and smoke damage protection;

e  walls and floors of fire resistant materials;

@  air conditioning systems;

@  emergency power sources;

e  back-up files

While physical security standards for criminal justice information and criminal justice
information system components located outside the Central State Repositories will probably not be
as stringent as those for the Central State Repositories, they will be calculated to afford reasonable
protection of the information and its storage and access mechanisms against unauthorized access,
tampering, and physical damage or destruction.

Before any criminal justice agency is allowed to access or disseminate criminal history record
information from the Central State Repository, it must demonstrate to the N.C, CJIS Commission

and the N.C. CJIS Security and Privacy Commission that appropriate measures have been taken to
meet the physical security standards discussed above. This proof of compliance will entail a
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certification agreement, promulgated by the N.C. CJIS Commission with the approval of the N.C.
CJIS Security and Privacy Commission detailing the physical security measures established at each

©agency.

Personnel Security

Before any individual is permitted direct access to, criminal history record information or the
storage mechanisms in which such information is maintained, the individual must be certified as a
direct access user by the N.C. CJIS Security and Privacy Commission. The requirements for
certification shall be determined by the N.C. CJIS Security and Privacy Commission after
consultation with the N.C. CJIS Commission and the N,C. Criminal Justice Training and Standards
Council and with due regard for the prerogatives of Constitutional officers of the State of North
Carolina. (NOTE: North Carolina has established minimum training standards for law enforcement
officers, and PIN terminal operators are currently required to meet some security and privacy
requirements.) :

-

Computerized System Security

The N.C. CJIS Security and Privacy Commission and the N.C. CJIS Commission shall ensure
that where computerized information processing is employed, the hardware utilized for the
handling of criminal history record information is physically secure from unauthorized access and
physical haitn and that cffective and technologically advanced software and hardware designs are
employed to prevent unauthorized access to, modification of, or dissemination of criminal history
record information.

6. THE DISSEMINATION OF CRIMINAL HISTORY RECORD INFORMATION FOR

AUTHORIZED PURPOSES SHALL BE REGULATED THROUGH RESTRICTIONS__.

DESIGNED TO GUARANTEE MEANINGFUL PROTECTION OF THE INDIVIDUAL’S
PRIVACY AND THROUGH APPROPRIATE ACCESS TO THOSE RECORDS WHICH ARE
PUBLIC.

Information to be Disseminated

Using the definitions set forth in Section 1 of this Plan, the following types of criminal justice
information would be disseminated only to criminal justice agencies in Federal, State or local
governments: .

e Identification record information;

e Correctional and release information which is not subject to North Carolina’s public
records statutes;

e  Criminal investigative information;

Criminal investigation information shall not be stored in computer data banks.
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The following type of criminal justice information is subject to no restrictions on use and
dissemination, but to the extent that such information is criminal history record information, it is
-subject to all other provisions of this Plan and federal and state laws and regulations governing such
ntatters as physical security, accuracy, completeness, currency, and audit.

e Criminal justice information now matters of public record under North Carolina law.

All criminal justice agencies shall maintain logs of information disseminated, the identity and
address of the person and agency to whom the information is disseminated, and the date of
dissemiination,

Requirements to be Met Before Dissemination is Made

All criminal justice agencies who participate in the system will be required to obtain the latest
information from the Central State Repository before disseminating information on any individual
within the system. v

Audits on Dissemination

Annual and periodic audits will be made by the N.C. CJIS Security and Privacy Commission of
a representative sample of state and local criminal justice agencies chosen on a random basis to
verify adherence to the system regulations on dissemination. The N.C. CJIS Security and Privacy
Commission will require that all criminal justice agencies in the state maintain sufficient data to
provide an audit trail back to the source document to facilitate the audits required.

Fines for Misuse of System and Information
Individuals both within and without the criminal justice system who misuse the information

within the system will be penalized by the imposition of fines or imprisonment and such other
-penalties as may be provided by law.
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SECTION 4, MAJOR MILESTONES

Submission of Security and Privacy Plan to LEAA
Issuance of Executive Orders

Appointment of N.C, Criminal Justice Information
System Commission and N,C. CJIS Security and Privacy

Commission

Briefing of gubernatorial candidates
Concerning Plan by Governor

Development of draft Security and Privacy Regulations
by N.C. CJIS Security and Privacy Commission

Submission of Executive Orders and proposed implementing
legislation to General Assembly

Certification of Central State Repository
Certification of ail other criminal justice Agencies within State
System in compliance with N. C. Security and Privacy Plan

and in Maximum Feasible compliance with federal
regulations. ‘

June 1976

July 1976

July 1976

August 1976

November 1976

February 1977

August 1977

September 1977

December 1977
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SECTION 5. RESPONSIBILITIES OF INVOLVED AGENCIES AND CHANGES IN THOSE
RESPONSIBILITIES AS REQUIRED BY THE PRIVACY & SECURITY PLAN

‘Department of Justice - Existing Responsibilities

The Division of Criminal Statistics, Police Inforination Network,and the State Bureau of
- Investigation Identification Bureau have primary responsibility for the collection, storage, and
dissemination of criminal justice information. The Division of Criminal Statistics has established the
Police Information Network to collect, correlate, maintain, and disseminate criminal justice
information (G. S. 114-19). The Police Information Network monitors, maintains, and operates two
farge-scale electronic computer systems which allow North Carolina law enforcement agencies to
access criminal justice information stored in the computer data banks. PIN also provides assistance
to local agencies in establishing internal records systems and issues periodic reports of crime
statistics. In addition, PIN obtains information from police, prosecution, court and correctional
agencies on arrestees and provides this information to criminal justice institutions through an
automated system which is capable of interchanging computerized criminal histories on an
interstate basis.

Although nearly all criminal justice agencies use the Police Information Network, there is
no mandatory reporting requirement, which means that all criminal justice information contained in
the Police Information Network is reported voluntarily.

The State Bureau of Investigation identification Bureau assists in locating, identifying, and
storing records of criminals in this state and from other states {G, S. 114-19), This has been
achieved through classifying, indexing, filing and searching all fingerprint records received by the
bureau. :

Department of Corrections - Existing Responsibilities

_ The Department of Correction maintains combinted case records and receives and collects
fingerprints, photographs, and other information to assist in locating identifying, and keeping
records of criminals (G. S. 148-76). The information collected is classified, compared, and made
available to law enforcement agencies, courts, correctional agencies, or other officials requiring
criminal identification, crime statistics, and other information relating to individuals under the
supervision of the Department of Correction,

Within the Department of Correction there exist organizational units responsible for
statistics, research and planning which cooperate with public and private agencies, institutions,
officials, and individuals in the development and canduct of programs tn compile and analyze
statistics and to conduct research in criminology and correction (G.S.148 - 77).

Administrative Office Of The Courts - Existing Responsibilities
Each clerk is required to maintain records, files, dockets and indexes as are prescribed by

the rules of the Administrative Office of the Courts (G. S. 7A-109). These records are open to the
inspection of the public, except as prohibited by law, and include civil actions, special proceedings,
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estates, criminal actions, juvenile actions. minutes of the court, judgments, liens, and all other
records required by law to be maintained. The rules prescribed by the Director of the
Administrative Office of the Courts provide for an accurate record of every determinative legal
action including the indexing of all court proceedings by the names of parties involved in the
litigation. :

Department of Commerce « Existing Responsibilities

The North Carolina General Statutes establish a State Board of Alcoholic Control in the
Department of Commerce (G. S. 18A-2) The enforcement division of the A, B. C. Board enforces
laws relating to the sale and control of intoxicating liquor as delineated in G. S. 18A15. State and
local A. B, C. officers have the same powers and authorities as other peace officers and have the
authority to investigate and procure evidence with respect to violations of existing law.,

Department of Transportation - Existing Responsibilities

The State Highway Patrol, located within the Department of Transportation patrols the
highways of the State and enforces all laws and regulations respecting travel and use of vehicles
upon the highways of the State (G. S. 20). Members of the Patrol are given the power and authority
of peace officers for the service of any warrant or other process issuing from any of the courts of
the State having criminal jurisdiction. Patrol officers have statewide jurisdiction, Their primary
responsibility is the enforcement of travel and motor vehicles laws. The State Highway Patr»]
submits crime reports to the Police Information Network.

The Enforcement and Theft Bureau operates under the authority of G. S. 20-49, which
delineates police authority of the Division of Motor Vehicles and provides that the Commissioner
and designated officers and inspectors of the Division shall have the power of peace officers. The
Enforcement and Theft Bureau enforces weight limits and anti-theft laws pertaining to commercial
trucks, tractors, and trailers. ‘

The Division of Motor Vehicles maintains auto registration and driver history data which
includes information on all North Carolina registercd vehicles and all North Carolina licensed
drivers. In order to maintain complete files, dispositions of traffic offenses are reported directly to
the Department of Motor Vehicles,

Department of Natural‘and Economic Resources - Existing Responsibilities

The North Carolina Forest Service protects the forests of the State from damage and
destruction by wildfire, insects, and disease. G. S. 113-54 delineates the duties of forest rangers
including the language, *shall make arrests for violation of forest laws.” Forest rangers are
empowered with the authority to enforce all statutes of this State for the protection of woodlands
and forests from fire; and any forest ranger may arrest, without a warrant, any person or persons

committing a crime in his presence, and bring such person(s) before a magistrate or other officer
having jurizsdiction. :
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_ The Wildlife Resources Commission and the Division of Marine Fisheries are granted the
powers of peace officers and are authorized to arrest for violations of laws protecting wildlife.

Additionally, protectors and inspectors may arrest without warrant for felonies, for breaches of the

peace, for assaults upon them or in their presence, and for other offenses evincing a flouting of their
authority as enforcement officers or constituting a threat to public peace and order.

Local Government and Subunits Thereof - Existing Responsibilities

Police, Sheriffs, and other local law enforcement agencies perform the duties of peace
officers within their separate jurisdictions and are not required to report criminal justice
information to any central repository, however, approximately 90 - 95% of the law enforcement
agencies in the State now file uniform crime reports with the Police Information Network.

North Carolina Criminal Justice Information System -- State and Local Components - Changes in
Existing Responsibilities

The various State and local components of the Criminal Justice Information System shall
provide criminal history record information to the Central State Repository located in the Police
Information Network, The dissemination of other criminal justice information shall be left to the
discretion of the agency maintaining the information to the extent that dissemination of that
information is not restricted or prohibited by statute or regulation.
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Title 28-—Judicial Administration
CHAPTER 1—DEPARTMENT OF JUSTICE

PART 20—CRIMINAL JUSTICE
+ IKFORMATION SYSTEMS

On May 20,.1975, regulations were pub-
lished in the FeperaL REcisTER (40 FR
22114) relating to the collection, storsage,
and dissemination of criminal history
record information. Amendments to
these regulations were proposed Octo-
ber 24, 1975 (40 FR 48780) based upon
a re-evaluation of the dedication re~
quirement contained in § 20.21(f). Hear-
ings on the proposed changes were held
November 17, 18, 21 and December 4,
1975. In addition, hearings were held to
consider changes to the dissemination
provisions of the regulations (40 FR
52846), These hearings were held’ De-
cember 11, 12 and 15, 1975, to consider
comments from interested parties on the
limitations placed on dissemination of
criminal history record informsation to
non-criminal justice agencies. The pur-
pose of the hearings was to determine
whether the regulations, as they were
drafted, appropriately made the balance
between the public's right to know such
information with the individual's right
of privacy.

As g vesult of these hearings modifica-
tions to the regulations have now been
made to better draw this balance. The
regulations are based upon section 524
(b) of the Crime Control Act of 1873
which provides in relevant part:

“All criminal history information collected,
stared  or  dirsemiuvated  throvgh support
under this title ghall contain, to the maxi-
mum extent feasible, disposition as well as
arrest data where arrest date is included
therein, The collection, atorage, end dissem-
ingtion of such information shall take place
under procedures reasonably designed to in-
sure that all such Information is kept cur~
rent therein; the Administration shall assure
that the security and privecy of all Informa-
tion is adequately provided for and that.in-
formation shall only be used for law en-
forcement and criminal justice and other
lawful purposes. In addition, an individual
who belleves that criminal history informa-
tion concerning him contained ip an auto-
mated system ls inaccurate, Incomplets, or
maintained in violation of thia title, shall,
upon satisfactory verification of his iden- ~
tity, be entitled to revtsw such information
and to obtaln a copy of it for the purpoae of
challenge or correctlon -

The regu]ations. as now amended, pro-
vide that conviction data mniny be dis-

seminated without limitation; that erim-~ °

inal history record information relating
to the offense for which an individusl is
currently within the criminal justice sys-
tem may be disseminated without limita-
tions, Insofar as nonconviotion record in~
formation is concerned (nonconviction
data is defined in § 20.20(k) ), the regula-
tlons require that after December 31,°
1977, most non-criminal justice access
would require authorization pursusnt to
& statute, ordinance, executive order or
court rule, decision or order, The regula-
tions no longer require express authority,
that is specific Janguage in the author-
izing statute or order requiring access to

* RULES AND'REGULATIONS

such informsation, but only that such dis-
gomination is pursuant to and can be
.construed from the general requirement
in the statute or order. Such statutes In-
ciude State public record laws which
have been Interpreted by & Siate to re-
quire that criminal history record nfor-
medion, including nonconviction infor-
mation, bs meade avallable ta the public.
Determinations as to the purpoges for
which disseminetion of criminal history
record information is suthorized by Stats
iaw, executlve order, local ordinance,
court rule, decision or order will be made
by the appropriate State or loeal officials.
The deadline of Dacember 31, 1877, will
permit Btates to obtein the suthority, as
they believe necesssry, to disseminate
nonconviction data.

‘The regulations, s now amended, re-
move the prohibition that criminal
history record informsiion in court rec-
ords of public judiciad proceedings can
only be sccesged on a chronological! basis,
5 20.20(b) (3) deletes the words “com-
piled chronologically”, Therefore, court
records ¢f public judicial proeeedings
whether accessed on a chronological
basis or on an elphabetical bnsis are not
covered by the regulations.

In addition, the regulations would not
prohibit the dissemination of criminal
history record informaiion for purposes
of international travel (issuance of visas
and granting of citizenship), The com-
mentary on zelected portions of the reg-
ulations have been amended to conform
to the chaages,

Pursusnt to the authorlty vested in the
Law Enforcement Assistance Adminis-
tratlon by sections 601 and 524 of the
Omnibus Crime Control and Safe Stracts
Act of 1968, as amended by the Crime
Control Act of 1073, Pub. L. 93-83, 87
Stat, 197 (43 U.B.C. 3701 et £eq.) (Aug 6,
1973), these amendments to Chapter I
of 'I‘ltle 28 of the Code of Federal Regu-
lations .are hereby adopted to become
final on April 19, 1976. These amend-
ments only amend subparts A and B.
Subpart C remains the same,

Subpart A—Generas! Provizions

Sec.
30.1 ] .
20.2 Authorxty, L
20.8 Definitions, ’

Subpart B--State and Locs! Criminal History
Record Informeticn Systems
Applicability,
Prepsrstion and submisslon of o
Criminql History Record Informan
tion Plan,

2030
-20.31

2022  Certification of Compliance.

20.28 Documeantation: Approval by LEAA,
20.2¢ State laws on prlvncy and security.
20.25 Penalties,

Subpart C---Faderal 8 ltama,nd Interstate
Exchange of Criminal History Record Information

20,30  Applicabliity,

20,31  Responsibilities,

20,33 Includable offénses. -

2033 Dissemination of criminal history

record information,
Individual’s Hght to sccess criminat
history record Information.

20.34

20,35 National Crime Information Center
Advisory Policy Board.
20,38

Particlpation {n the Computerized
Criminal History Program. .

2037- Responsibility for accurscy, com~
' plotoness, currency.
20.88  Banction for noncompliance.

AvuTHOATY:. Pub, L, 83-89, 87 Btat. 197 (42
USC #7101, et seq; 3B UBC 584) Puh L. 92—-644
86 Btat. 1118,

“Subpart A—Qanersl vahlom

3 20.1 Parpose. -

it is the purpose of these regu]ations
to asgsure thet criminel history record in-
formation wherever-ib appears is col-
lected, stored, snd disseminated in a
manner to insure the completeness, in-

-tegrity, accuracy end security of such

intormation and to protect individual
privacy.

§20.2" Anlhorlt);. o

These regulations are Issued pursuant
to sections 501 and 524(b) of the Omni-~
bus Crime Control snd Safe Sirests Act
of 1868, rs araended by the Crime Con~
trol Act-of 1073, Pub. L. 03-83, 87 Btat.
197, 42 UBC 3701, ef veq. (Act), 28 UBC
634, and Pub. L.92-—54! 86 Stat. 1115.

§ 20.3 Dcfnitions.

As used In these regulations:
(a) “Criminal history record informa-

 tlon system” means a system including

the egquipment, fecilities, procedures,
egreements, and organizations thereof,
for the collection, processing, preserva-
tion or diszeminstion of criminal history
record Information.

(b) “Criminal history record informa-
tlon" means information collected by
criminal justice agencies on i{naividusls
consisting of identifinble descriptions and
notations of arrests, detentfons, indict-
ments, informations,” or other formal
criminal charges, and eny disposition
arising therefrom, sentencing, correc-
tione) supérvision, and release. The term
does not include identification informa-
tion auch as fingerprint records to the
extent. that such information does not
indicate involvement of the individual In
the criminal justice system. .

(¢) “Criminal justice agency” means:
(1) courts; (2) a government agency or
any subunit thereof which performs the

. administration of criminal justice pur-

suant to a.statute or executive order, and

© which allocates o substantial part of its

annua] budget to the administration of
crimingl justice.

(dy The “adminfstration of criminal
Justice” means periormance of any of
the following activities: detection, ap-
prehension, detention, "pretrisl release,
post-trial release, prosecution, adjudica-
tion, correctional suparvision, or rehablli-
tation of accused persons or criminal of-
fenders. The administration of criminal
Justice shall include crimingl identifica~
tion activities and the collection, storage,
and disgemination of crim!n&l history
record information. - -

(6) "Diepoaition” means information
discloaing that criminal procecdings have
been concluded, including information
dizcloging that the police have elected
not' to refer's matter to a prosecutor or
that a prosecutor-has elected not to com-
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mence criminal procecdings and also dis~
closing the nature of the termination in
the proceedings; or information disclos~
ing that proceedings have been indefi-
nitely postponed and nlso disclosing the
reason for such postponement. Disposi=
tlons shall include, but not be Hmited to,

acqulttal, acquittal by reason of insan- -

ity, scquittal by reason of mentsl in-
competence, case contlnued without
finding, charge dismissed, charge dis-
missed due to insauity, charge dlsmissed
due to mental incompetency, charge still
pending due to instanity. charge still
pending due to mentsl Incompetence,
gullty plea, nolle prosequi, no paper, nolo
contendere plea, convicted, youthful of~
fender determination, deceased, deferred
disposition, dismissed—civil action,
found Insane, found mentally incom-
petent, pardoned, probation before con-
viction, sentence commuted, adjudica-
tion withheld, mistrinli—defendant dis-
charged, executive clemency, placed on
probatlon, paroled, or released from cor-
rectior.al supervision.

(1) “Statute” means an ‘Act of Con-
gress or State legislature of o provision
of the Constitution of the United States
or of a State,

(g) “Btate” means any State of the
United Btates, the District of Columbis,
the Commonwealth cf Puerts Rico, and
any territory or possession of the United
States.

(h) An *“executive order” means an
order of the President of the United
States or the Chief Executive of a State
which hes the force of law and which is
published 1n a manner permitting regu-
lar public ascess theorete. . .

(1) “Act” means the Omnibus Crime
Control and Sate Streels Act, 42 USC
3701, et seq., as amended, |

(3) “Department of Justice criminal
history record information system”
means the Identificaticn Division and
the Computerized Criminal History Flle
systems operated by the Federal Bu-
reau of Investigation.

(k) “Nonconviction data” means ar-
rest information without disposition if
an interval of one year has elapsed from
the date of arrest and no sciive prosecu-
tion of the charge is pending; or infor-
mation disclosing that the police have
elected not to refer a matter to a prose-
cutor, or that g prosecutor has elected
not to commence criminal proceedings,
or that proceedings have been indefinitely
postponed, as well as all acquittals and
all dismissals.

(I» “Direct access” mesns having the
suthority to access the eriminal history
record data base, whethier by manual or
automated methods.

Subpart B—State and Local Criminal
History Record Information Systems -

§ 20,20 Applicability,

() The regulations in this subpart
apply to all State and local sgencles and
individuals collecting, storing, "or dis~
semingting criminal history record infor-
meation processed by manual or auto-
mated operations where such collection,
storage, or dissemination hss been
funded in whole or in part with funds

FEDERAL
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made available by the Law Enforcement
Assistance Administration subsequent to
July 1, 1973, pursuant to Title I of the
Act. Use of information obtained from
the FBI Identification Division or the
FBI/NCIC system shall also be subject
to lUmitations contaired in Subpart C.

(b) The regulations in this subpart
shall not apply to criminal history record
information contalned in: (1) posteérs,
announcements, or ists for identifying
or gpprehending fugitives or wanted per-
sons; (2) original records of entry such
as polica blotters maintained by criminal
justice agencles, compiled chronologically
and required by law or long standing cus-
tom to be made publie, if such records
are organized on a chronological basis;
(3) court records of public judicial pro-
ceedings; (4) published court or admin-
istrative opirdons or publlc judicial, ad-
ministrative or legislative proceedings;
(5) records of traffic ofenses maintained
by Btate departments of transportation,
motor vehicles or the equivalent thereof
for the purpose of regulating the is-
susnce, suspension, revocation, or re-
newsl of driver's, vilot's or other opera-
tors’ licenses; (8) announcements of ex-
ecutive clemency,

(¢) Nothing in these regulations pre-
venis a eriminal justice agency from dis~
closing to the public eriminal history rec-
ord infermation related to the offense
for which an individual is currently
within the criminal justice system. Nor
is a criminal justice agency prohibited
from confirming prior criminal history
record information to members of the
news media or any other person, upon
specifie inquirv as to whether a named
individual was arrested, detained, in-
dicted, or whether an informnation or
other fcrmal charge was filed, on a spec-
ifled date, if the arrest record informa-~
tion or criminal record information dis-
closed is based on data excluded by para-
graph (b) of thils section. The regula-
tions do not prohibit the dissemination
of criminel history record information
for purposes of international travel, such
as issuing visas and granting of citizen~
ship.

£ 20.21 Preparation and submission of a
Crintinal History Record Information
Plan.

A plan shall be submitted to LEAA by
each State on March 16, 1976, to set forth
all operational procedures, except those
portions relating to dissemination and
security, A supplemental plan covering
these portions shall be submitted no later
than 90 days after promulgation of these
amended regulations. The plan shall set
forth operational procedures to—

(a) Completeness and accuracy. Insure
that criminal history record information
is complete and accurate. .

{1) Complete records should be main-
tained at a central State repository, To
be complete, a record maintained at a
central State repository which contains
information that an individual has been
arrested, and which is available for dis-
semination, must contain information of
any dispositions occurring within the
Btate within 90 days after the disposi-
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tion has occurred, The above shall apply
to all arrests occurring subsequent to the
effective date of these regulations. Pro-
cedures shall be established for criminal
Justice agencles to query the central re~
pository prior to dissemination of any
eriminal history record information to
assure that the most up-to-date disposi-
tion dats is being used. Inquiries of a
central State, repository shail be made
prior to any dissemination except in
those cases where time is of the essence
and the repository is technically incapa-~
ble of responding within the necessary
time perlod.

(2) To be accurate means that no rec-
ord containing criminal history record
information shall contain erroneous in~
formation, To accomplish this end, crimi-
nai justice agencles shall institute a prec-
ess of data collection, entry, storage, and
systematic audit that will minimize the
possibllity of recording and storing in-
accurabe information and upon finding
inaccurate information of a material
nature, shall notify all eriminal justice
agencles known to have received such
information,

(b) Limitations on dissemination. By
December 31, 1977, insure that dissemi-
nation of nonconviction data has been
limited, whether directly or through any
intermediary only to:

(1) Criminal justice agencies, for pur-
poses of the administration of criminal
Jjustice and criminal justice agency em-~
ployment; .

(2) Individuals and agencles for any
purpose authorized by statute, ordinance,
executive order, or court rule, decision,
or order, as construed by appropriate
State or local officials or agencies;

(3) Individuals and agencies pursuant
to a specific agreement with a criminal
justice agenhcy to provide services re-
quired for the administration of eriminal
justice pursuant to that agreement. The
agreement shall specifically authorize
access to data, limit the use of data to
purposes for which given, insure the se-
curity and confidentiality of the data
consistent with these regulations, and
provide sanctions for violation thereof;

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to an
agreement with a criminal justice agen-
cy. The agreement shall specifically au-
thorize access to data, limit the use of
data to research, evaluative, or statis-
tical purposes, insure the confidential-
ity and security of the data consistent
with these regulations and with section
524(a) of the Act and any regulations
implementing section 524(a), and pro-
vide sanctions for the violation thereof,

These dissemination limitations do not
apply to conviction data. R

{c) General policies on use and dis«
semination. (1) Use of criminal history
record information disseminated to non-
criminal justice agencies shall be limited
to the purpose for which it was given.

{2) No agency or individual shall con-
firm the existence or nonexistence of
criminal history record information to
any person or agency that would not be

eligible to receive the information itself.
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(3) Subsection (b) does not mandate

disseminatlon of criminal histery record
Information to any agency or individual.
States and local governments will deter-
mine the purposes for' which disscminn-
tion of criminal. Thistory record
information is authorized by Btate iaw,
executive order, local ordinance, court
tiile, decision or order,
« (d) Juvenile records. Insure that dis-
semination of récords concerning pro-~
ceedings relating to the adljudicstion of
a juvenile as delinquent or in need or
supervision (or the equivalent) to non-
criminal justice agenclies is prohibited,
unless a statute, court order, rule or court
decision speclﬁca.lly suthorizes dissemi-
netion of juvenile records, except to the
same extent as crimdnnl history tecords
may be disseminated ss provided in
§ 20.21(h) (3) and (4).

te) Audit, Insure thal annuel auditsol
a representative samrle of State an
local criminal justice aizencles chosen on
& random basis shall be conducted by the
£iate to verify adherence to these regula-
tions and thaet appropriate records shall
be retained to facilitate such audits, Such
records shall include, but are not limited
to, the names of all persons or agencles
1o whom information {s disseminatsd and
the date upon which such informmation
is disseminated, The reporting of a crim-
inal justice transsction to a Biete, local
or Federal repository Is not & dissemina-
tion of informnation.

(f) Security. Wherever criminal his-

tory record Informution is colleoted,
stored, or disseminated, each State shall
insure that the following requiroments
are satisfied by security standards estab-
lished by State legislation, or in the ab-
sence of such legislation, by regulations
approved or issued by the Governor of
the State.

{1) Where computerized dats process-
ing Is employed, effective and techno-
logically advanced software end herd-
ware designs are instituted to prevent
unauthorized access to such informstion.

(2) Access to criminal history record
Information system facilities, systems
operating environments, data flle con-
tents whether while in use or when stored
in & medis lbrary, and system dpcunmen-
tation is restricted fo authorized organi-
zations and personnel.

(3) (A) Computer operations, whether
dedicated or shared, which support crim-
inal justice information systems, operate
in accordance with procedures developzd
or approved by the participating crim-
inel justice agencles that assure that:

(1 Criminal history record informsa-
tlon is stored by the computer in such
manner that it cannot be modified, de-
stroyed, Z:cessed, changed, purged, or
overlald in any {ashion by non-crindnal
justice terminals.

(1) Operation programs are used that
will prohibit inguiry, record updates, or
destruction of recer{s, from any terminal
other than criminal justice system ter-
minals which are so designated.

(1) The destruction of records is
limited to designated terminals under the
direct control of the criminal justica
agency responsible for creating or stor-

TAILES AND REBULATICING

ib?g the criminsl history record informa-
on.

(iv) Operational programs sre used to
detect and store for the-cutput of deaige
nated oriminal justioe egency emmloyess
ail unanthorized ritemypts to penofrate
‘any criminal history record information
system, program or file,

(v) The programs spocified in (4) and
(iv) of this subsecticn nre Enown' only
to criminal justice agency employees re~
spousible for criminal hisbory record e
lormation systom control or individuals
and sagencies pursuant to & specifis agree-
ment with thz oriminal jirstiee sgency
to provide such progroms egnd the cro-
gremis) sre kept continuously under

um Bscurity conditions. .

(vl) Procetres are lnstituted to as-
sure thet an fxdtvidaal or cgency au~
thorized direct sccess is responsible for
A the physical sseurity of drininal his-
tory record information under iis control
or in {ts custody and & the protection of
such information from unguthorized ace
oess, disclosure or disseminetion.

(viid Procedures are insdtated to pro-
tect any centrel reposftory of criminal
history record information Irom unnue
thorized access, thelt, ssbotage, fire,
Tlood, wing, or other natural of manmade
uiaasters

(B) A criminal justice agency shall
hove the right to audit, moenitor and
inspect procedures &tablis.hed above,

(4) The criminal lustice agency will:

(A) Screen and have the right to re-
ject for employment, based on good
cauge, all persunnel to be suthorized to
have direct access to criminal history
record information.

(B) Have the right to initlate or cause
to ke {nitiated administrative action
leading to the transfer or removal of
personnel authorized to have direct ac~
cess to such informsiion where such per-
sonnel violate the provisions of these
regulations or other sccurity require-
ments established for the ecollection,
storage, or dissemination of criminal hls-
wory record information.

(C) Institute procedures, where com.
puter processing is not ufilized, to assure
thet an individusl, or sgency suthorized
direct access s responsible for () the
physical security of criminal history rec-
ord informsation under its contrel or in
its enstody and (1) tho protection of such
information from unauthorized aecess,
disclosure, or dissemination,

{D) Institute procedures, where com-
puber processing is not utilized, to pro-
tect any oentral repository of criminal
history record information from unsau-~
thorized - access, theft, sabotage, fire,
flood, wind, or other natural or man-
made disasters.

(E) Provide that direct acoesas to crim~
inal history record information shall
be svallzble .only to muthorized ofiicers
or employess of a criminsl justice agency
and, &3 necessary, other suthorized per-
sonnel essential bo the proper oparation
of the criminal history record informa-
tion system.

(5) Each employes working with or
having access to criminal history record

“«
L.

information shall be made familiar with
tho substance and intent of these regu-
lations.

gy Access and review, Insure the in-
dividunal's right 10 nceess nnd review ol

-erimingl history information for pur-

poges of accuracy and completeness by
instituting procedures so that—

(19 Any individual shall, upon sabis-
‘factory vérification of his identity, be en-
titled to review without undue burden to
either the crimingl justice agency or the
individual, any criminal history record
jnformation maintained about the in-
dividual and obtain & copy thereol when
necsssary for the purpose of challenge
or correction;

(2) Administrative review and neces-
sary correction of -any claim by the in-
dividual to whont the information relates
that the information ii inaccurate or in-
complete is provided;

' (3) The State shall establish and iin-
plement procedures for administrative
-appeal where a eriminal justice agency
refuses to correct challenged information
to the satisfaction of the individual {o
whom the information relates;

{4) Upon request, an individual whose
record has been corrected shall be given
‘the names of all' non-criminal justice
agéncies to whom the data. has been
given: .

(5) The correcting mgency shall no-
tify all criminal justice recipients of
corrected information; and

(6) The individual's right to access
and review of criminal history record
information shall not extend to data
contained in intelligence, investigatory,
or other related files and shall not be
construed to include any other informa-
tion than that defined by §20.3(b).

§ 20.22 Certification of Compliance, .

{(a) Each State to which these regu-
lations sre applicable shall with the sub-
mission of its plan provide a certifica-
tion that to the maximum extent
feasible action has been taken to comply
with the procedures set forth in the
plan. Maximum extent feasible, In this
subsection, means actions which can be
taken to comply with the procedures set
forth in the plan that do not require
wdditional legislative authority or in-
volve unreasonable cost or do not ex-
ceed existing fechnical ability.

(b) The certification shall include—

(1) An outline of the gction which
has been instituted. At a minimum, the
requirements of access and review under
§ 20.21(g) must be completely opera-
tional;

(2) A description of any legislation
or executive order, or attempts to obtain
such authority that has been instituted
to comply with these regulations;

(3) A description of the steps taken
to overcome sny fiscg#l, technical, and
sdministrative barriers to the develop-
ment of complete and accurabe criminal
history record information;

(4) A description of existing system
capablility and steps being taken to up~
grade such capability to meet the re-
quirements of these regulations; and
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(8) A listing setting forth cetegories
of non-criminal justice dissemination.
See § 20.21(h).

§ 20.23 Documentation:
LEAA

Approval by

Within 80 days of the receipt of the
* plan, LEAA shall approve or disapprove
the adequacy of the provisions of the
plan and certification. Evaluation of the
plon by LEAA will be based upon whether
the procedures set forth will accomplish
the required objectives. The evaluation
of the certification(s) will be based upon
whether a good falth effort has been
shoym to initiste and/or further com-
pliance with the plan and regulations.
All procedures in the approved plan must
be fully operational and Implemented by
December 31, 1977, A final certification
shall be submitted in December 1977,

§ 20.24 State laws on privacy and secu-
rity.

Where & State originating criminal
history record information provides for
sealing or purging thereof, nothing in
these regulations shall be construed to
preveni any other State recefving such
information, upon notification, from
complying with the originating State’s
sealing or purging requirements,

§20.25 Penalties.

Any agency or Individual violating
subpart B of these regulations shall be
subject to a fine not to exceed $10,000.
In addition, TEAA may initiate fund
cut-off procedures against reciplents of
LEAA assistance.

Ricxaarp W, VELDE,
Administrator.

APPENDIX~—COMMENTARY ON SEL¥CTED
SECTIONS OF THE REGULATIONS ON
CriMran HisTOoRY RECORD INFORMATION
BysTEMS

Subpart A—§ 20.3¢(h). The definition
of criminal history record information
- Is intended to include the basic offender-
based transaction statistics/computer-
{zed criminal history (OBTS/CCH) data
elements. If notations of an aryest, dis-
position, or other formal criinineal justice
transactions occur in records other than
the traditional “rap sheet” such as ar-
rest reports, any criminal history record
information contained in such reporis
comes under the:definition of this sub-
section.

The deflnition, however, does not ex-
tend to other information contained in
criminal justice agency reports. Intelli-
gence or investigative information (e.g.,
suspected criminal activity, associates,
hangouts, financial information, owner-
ship of property and vehicles) is not in-
cluded in the definition of criminal his~
tory information.

§ 20.3(c). "The definitions of criminal
Justice agency and administration of
criminal justice of 20.3(c¢c) must be con-
sldered  together, Included as criminal
Justice agencles would be traditional
police, courts, and correciions agencies
8s well as subunits of non-criminal jus-
tice apencies performing a function of
the administration of criminal justice
pursuant to Fedetal or State statute or
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-executive order, The above subunits of
non-criminal justice agencles would In-
clude for example, the Office of Investi-
gation of the U.S. Department of Agri-
culture which has as its principal func-
tlon the collection of evidence for
eriminal prosccutions of fraud. Also in-
cluded under the definition of criminal
justice agency are umbrella-type admin-
istrative agencies supplying criminal his-
tory. information services such as New
York's Division of Criminal Justice
Services.

§ 20.3(e). Disposition is a key con-
cept in section 524(b) of the Act and in
20,21(a) (1) and 20.21¢b). It, therefore,
is defined in some detail, The specific
dispositions listed in this subsection are
examples only -and are not to be con-
strued ns excluding other unspecified
transactions concluding criminal pro-
ceedings within a particular agency.

$ 20.3(k). The different kinds of ac-~
quittals and dismissals as delineated in
20.3(e) are all considered examples of
‘noncorwviction data.

Subpart B—§ 20.20(a). These regula-
tions apply to criminal justice agencies
receiving funds under the Omnibus
Crime Control and Safe Streefs Act for
manual or automated systems subse-
quent to July 1, 1973. In the hearings on
the regulations, a number of those testi-
fying cheallenged LEAA's authority to
promulgate regulations Tfor manual sys-
tems by contending that section 524(b)
of the Act governs criminal history in-
formation contained in automated sys«
tems. °

The intent of section 524(b), however,
would be subverted by only regulating
eutomated systome, Any agency that
wished to circumvent the regulations
would be able to create duplicate manual
files for purposes contrary to the letter
and spirit of the regulations,

Regulation of manual systems, there-
fore, is authorized by sectlon 524(b)
when coupled with section 501 of the
Act which authorizes the Administration
to establish rules and regulations “neces-
sary to the exercise of its fune-
tions * * *.”

The Act clearly applies to all criminal
history record information collected,
stored, or disseminated with LEAA sup-
port subsequent to July 1, 1973,

Limitations as contained in Subpart
C also apply to information oblained
from the FBI Identification Division or
the FBI/NCIC System.

§ 20.20 (b) and (c¢). Section 20.20 (b
and (¢) exempts from regulations cer-
tain types of records vital to the ap-
prehension of fugitives, freedom of the
press, and the public's right to know.
Court records of public judicial proceed-
ings are also exempt from the provisions
of the regulations.

Section 20.20(b)(2) attempts to deal
with the problem of computarized police
blotters. In some local jurisdictions, it
is apparently possible ‘for private indi-
vidugkls and/or newsmen upon submis-
sion of a specific name to obtain through
a computer search of the blotter a his~
tory of a person’s arrests. Such files cre~
ate a partial criminal history data bank

nmnt

potentially damaging to individual pui-
vacy, especlally since they do not contain
final dispositions, By requiring that such
records be accessed solely on a chrono-
logical basis, the regulations Hmit in-
quiries to specific time periods and dis-
courage general fishing expeditions into
8 person’s private life.

Subsection 20.20(c) recognizes that
announcements of ongoing developments
in the criminal justice process should not
be precluded from public disclosure,
Thus, annngucements of arrest, convic-
tions, new developments in the coursn
of an Investigation may be made, It Is
also permissible for a criminal justice
agency to confirm certzin matters of
public record information upon specific
Inquiry. Thus, if a question is raised:
"Was X arrested by your agency on Jan-
uary 3, 1975" and this can be con-
firmed or denled by looking 2t one of
the records enumerated in subsection (b)
above, then the criminal justice agency
may respond to the inguiry. Convietion
data as stated in 20.21(b) may be dis-
seminated without limitation.

§ 20.21. The regulations deliberately
refrain from specifying who within a
State should be responsible for prepar-
ing the plan. This specific determingtion

should be made by the Governor, The_

State has 90 days from the publication
of these revised regulations to submit the
portion of the plan covering 20.21¢h)
and 20.21(f),

£20.21(n) (1), Section 524(b) of the
Act requires that LEAA insure criminal
history information be current and that,
to the maximum extent feasible, it con-
tain disposition as well as current data.

Tt is, however, economically snd ad-

ministratively impractical to maintain
complete criminal histories at the local
level, Arrangements for local police de-
partments to keep track of dispositions
by agencies outside of the local jurisdic-
tions generally do nob exist, It would,
moreover, be bad public policy to en-
courage such arrangements since {t would
nl:su]f, in an expensive duplication of
files, -
The alternatives to locally kept erimi-
nel histories are records maintained by
a central State repository. A central
Btate repository is o State agency having
the function pursuant to a statute or
executive order of maintaining compre-
hensive statewide criminal history rec-
ord information files. Ultimately, through
automatic data processing the State level
will have the capability to handle all
requests for in-State criminal history
information.

Sectlon 20.20(a) (1) is written with a
centralized State criminal history reposi-
tory in mind. The first sentence of the
subsection states that complete records
should be retained at a central State
repository. The word “should" is permis-
sive; it suggests but does not mandate &
central State repository.

The regulations do require that States
establish procedures for State and local
criminal justice dgencies to query cen-
tral State repositories wherever they
exist. Such procedures are intended to
insure that the most current criminal
Justice information is used.
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As 8 minimum, criminal justice agen-
cles subject to these regulations must
make inquiries of central State reposi-
tortes whenever the repository is capable
of meeting the user’s request within a
reasonable time. Presently, comprehen-
slve records of an individual's transac-
- tionis within a State are maintained in
manual files st the State level, If at all.
1t is probably unreslistic to expect man-
us] systems to be able immediately to
meet many rapid-access needs of police
and prosecutors. On the other hand,
queries of the State central répository for
most non-criminal justice purposes prob=-
ably can and should be made prior to
dissemination of criminal history record
informetion, -

§ 30,21(b), The lmilations on dis=-
semination in this subsection are essen~
tial to fulflll the mandste of section
534(b) of the Act which requires the Ad-
ministration to assure that the “privacy
of all information iz adequately provided
for and thet information shall only be
used for law enforcement snd criminal
Justice and other lawful purposes.” The
cateporics for dissemination established
in this section refizet suggestions by
hearing witnesses and respondents sub-
mitting written commentary.

The regulations distinguishi bhetween

“convictlon and ncnconviction informa-
tlon ‘insofar as dissemination is con-
cerned. Convictlon information is cur-
rently made avallable without limiiation
in many jurisdictions:Under these reg-
ulations, conviction data and pending
charges could continue to be dissemi-
nated routmely. No statute, ordinance,
executive order, or court rule Is necessary
in order to authorize dissemination of
conviction data. However, nothing In the
regulations shall be construed to negate
a State law lmiting such dissemination.

After December 31, 1977, dissemina-
tion of nonconviction data would be al-
lowed, if authorized by & statute, ord}-
nance, executive order, or court rule, de-
cision, or order, The Dacember 31, 19877,
deadline allows the States time to review
and determine the kinds of dissemina-
tion for non-criminal justice purposes to
bhe authorized. When s State enacts
comprehensive legislation in this area,
such legislation will govern dissemina-
tion by local jurisdictions within the
State, It 1s possible for a publie record
law which has been construed by the
Stats to authorize access to the public
of all 8tate records, including criminal
history record informsation, to be con-
sidered as statutory suthority under this
subsection., Yederal legisintion and exect~
tive orders chn also authorize dissemina-
tion and would be relevant authority.

For example, Clvil Sarvice suitabllity
investigations are conducted under Ex-
ecutive Order 10450. This iz the au-
thority for most investigations con-
ducted by the Commission, Section 3(a)
of 10450 prescribes the minimum scope of
investigation and requires a check of
FBI fingerprint files ond writton inquir-
12}& to eppropriate law enforcement ngen-
c m.

§ 20.21(b) (3). This subsection *would
permit private sgencies such as the Vera
Institute to receive criminal histories

RULES AND REGULATIONS

where they perform & necessary admin-
istration of justice function such as-pre-
trial release. Private consulting firms
which commonly assist criminal justice
agencles in information systems devel-
cpment would aslso be included here,

§ 20.21(b) (4). Under this gubsection,
any good falth researchers including pri-
vate individuals would be permitted to
use criminal history record information
for research purposes. A3 with the sgen-
cles desigmated in §20.31(b) (3) re-
searchers would be bound by an agree-
ment with the disseminating criminsl
justice agency and would, of course, be
subject to the sanctions of the Act.

The drafters of the regulations ex-
pressly rejected a suggestion which
would have limited acceas for research
purposes to certified research organiza-
tions. Specifieally “certification” eriteria
would have been eoxtremely difficult to
draft and wouid have inevitably led to
unnecessery restrictions on lsgitimate
regearch. . .

Bection 524(a) of the Act which forms

part of the requirements of this section
states: = - .
“Except es provided by Federal law other
then thls title, no oficor or employes of the
Fodoral Government, nor any recipisnt of
essigtance under the provistons of this titie
shall use or réveal any resesrch or statistical
information furnished .under this title by
any perzon and identifiable to any zpecific
private porson for any purposs other than
the purpose for which it was obtained in ne-
cordance with this title, Coples of such in-
formation shall be Immune from legal proc
es«s, and ckall nod, without the coussny of the
person furnishing such information; be 2d-
mitted as evidence or used for any purpose
in any sactlon, sult, or other judicisl or ad-
miniatrative proceedings,” .

LEAA aniicipates issuing regulations
pursuant to Section 524(a) as soon as
possible.

§ 20.21(c) (2). Presently some employ-
ers are circumventing State and local
dissemination restrictions by requesting
applicants to obtain an official certifica-
tion of no criminal record. An employer's
request under the above circumstances
glves the applicant the unenviable cholce
of Invasion of his privacy or loss of pos-
sible job oppertunities, Under this sub-
section routine sertifications of no record
would no longer be permitted. In ex-~
traordinary circumstances, however, an
individual could obtain a court order
permitting such & certification.

£20.21(c)(3). The language of this
suhsection leaves to the States the ques-
tion of who among the agencies and in-
dividuals lsted in § 2021(b) shall rc~
fuelly recelve criminal records, Under
these regulntions a State could place a
total ban-on dissemination if it so wished.
The Btate could, on the other hand,
ennct laws authorizing any imember of
the private sector tq have access to non-
conviction data. . : '

§ 20.21(d), Non-criminal justice agen-
cles wilt not bs able to recefve recorda of

juveniles unless tho Inngusge of a statute

or court order, rule, or court dsclsion
specifies that juvenile records shell be
available for dissemination, Perhsps the
most controversial part of this subssction
i3 that it denles ncceas.to records of

< -
. N

Juveniles by Federal agencles conducting
background investigations for eligibility
to classifled information under existing
legal authority.

§ 20.21(e). Bince it would be too costly
to audit each criminal justice agency In
most States (Wisconsin, for example, has
1075 criminal justice agencles) random
sudhHs of a “representative sample” of
agencles are the next best alternative.
The term “representative sample” Is used
to insure that audits do not simply ' focus
on certalnh types of agencles. Although
this subsection requires that there be
records kept with the names of all per-
gons or agencles to whom Information is
disseminated, criminal justice agencles
are not required te maintain dissemina-
$ion logs for ‘no record” responses.

§ 20.21(0) . Requirements are set forth
which the States must meet in order to
essure that criminal history record in-
formation is adequately protected. Auto-
mated systems may operate in ghared
environments and the regulations require
certain minimum essurances. .

§20.21(g)(1). A *challenge” under
this section s an oral or written conten-
tion by an individual that his record is
Inaccurate or incomplete; it would re-
quire him to give & correct version of his
record and explain why he believes hls
version to be correct. While an individ-
ual should have access to his record for
review, a copy of the record should ordi-
narily only be given when it is clearly
established that it is necessary for the
purpose of challenge.

‘The drafters of the subsection express-
1y rejected a suggestion that would have
called for a satisfactory verification of
Identity by fingerprint comparison. It
was felt that States ought to be free to
determine other means of identity verifi~
cation.

- §20.21(g) (5), Not every agency will
have done this in the past, but:-hence-
forth adequate records including those
required under 20.21(e) must.be kept so
that notification can be made.

§ 20.21(g) (8). This section emphasizes
th.at the right to access and review ex-
tends only to criminal history record in-
formation and does not include other in-
formation such as intelligence or treat-
ment dats. - .

§ 20.22(a). The purpose for the certifi~
cetion requirement Is to indicate the ex-
tent of compliance with these regula-
tions. The term "maximum extent feasi-
ble” acknowledges that there are some
areas such as the completeness require-
ment which create complex legislative
and financial problems. .

Norz: In preparing the plans required by
thecs reguletions, States should look for
guidance to the following documents: Na-
tionsl Advisory Commisglion on Criminal
Justice Standards and Goels, Report on the
Criminal Justice System; Project SEARCH:
Beocwrity and Privacy Considerations in Crim-
inal Hlstory Information Systems, Technioal
Reports No. 3 and No. 13; Project SEARCH:
A Modol Btate Act for Criminal Offender
Rscord Informsation, Technical Memorandum
No. 8; and Project BEARCH: Model Admin-
Astrative Regulations for Criminal Offender
RecordInformation, Technical Memorandum
No. 4. . .

[FR Doo.76-7850 Piled 8-18-70;8:45 am]
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RESOLUTION

Of the Governor's Law and Order Commission

Whereas :

The Governor's Law and Order Commission is empowered by

G.S. 143B-338 (a):

(1)

(2)

(3)
(4)

(6)

Whereas:

To assist and participate with State and local law-enforcement
agencies to improve law enforcement and the administration of
criminal justice;

To make studies and recommendations for the improvement of law
enforcement and the administration of criminal justice;

To encourage public support and respect for law and order;

To seek ways to continue to make North Carolina a safe and
secure State for its citizens;

To accept gifts, beéuests, devises, grants, matching funds, and
other considerations from private or govermnmental sources for
use in promotidg its work; aud

To make grants for use in pursuing its objectives, under such
conditions as afe deemed to be necessary, and

The Governor's Law and Order Commission is empowered by

»

G.S. 143B-338 (b) paragraph 1, '"to adopt such rules and regulations, not

inconsistent with the laws of this State, as may be required by the

federal government for grants-in-aid for law and order purposes which

may be made available for the State by the federal government. The



Law and Order Commission shall be the State agency responsible for
establishing policy, planning and carrying out the State's duties with
respect to all grants to the State by the Law-Enforcement Assistance -
Administration of the United States Department of Justice. In respect
to such grants, the Commission shall have authority to review, approve
and maintain general oversight of the State plan and its implementation,
including subgrants and allocations to local units of govermment.' and,
Whereas: G.S. 143B-338 (b) paragraph 2 provides that, '"All decisions and
grants heretofore made by the Committee on law and Order shall remain in
full force and effect unless and until repealed or superseded by action

of the lLaw and Order Commission established herein. All actions adopted

by :.ne Commission shall be enforced by the Administrator, Law and Order
Section, of the Department of Natural and Economic Resources.'; and
Whereas, on December 8 ». 1974 the Governor's Law and Order Commission
adopted 'A Master Plan for Criminal Justice Information Systems for the
State of North Carolina'' and amended that Master Plan on June 7, 1976, and
Whereas, the Governor's Law and Order Commission has adopted various other
documents, reports and plans related to the development of a computerized

criminal justice information system for the criminal justice system in

North Carolina, and

Whereas, the Governor's Law and Order Commission has made grants and

contemplates making further grants to various criminal justice agencies -

-

for the purposes related to the development of a criminal justice information

system for North Carolina, and



Whereas, criminal justice information system related grants are subject
_to various federal regulations regarding proper criminal justice system-
widé coordination and cooperative administration of the criminal justice
information system as well as to various federal and state laws and
regulations governing the security of criminal justice information, the
rights of privacy of individual citizens, and the public's right to

access certain criminal justice information, and

Whereas, the United States Department of Justice has issued regulations
requiring the development of a State Plan (to ge implemented by December 31,
1977) for the security and privacy of criminal justice information and

the criminal justice information system, which Plan is to be developed

and filed by the Governor, and |

Whereas, the Governor's law and Order Commission recognizes the need for
administrative mechanisms to perform the coordihating ana cooperative
administration functions for ...e North Carolina Criminal Justice Infor-
mation System as it is being designed, expanded, and installed and
thefeafter as it is operated, and

Whereas, the Governor's Law and Order Commission’recognizes the need to
assure compliance with federal and state laws governing the security

and privacy of criminal justice information and the criminal justice
information system and in particular to establish an administrative
mechanism to assure the proper development, implementation and enforcement
of security and privacy rules and regulations for the crimindi justice

information system called for by the Governor's Security and Privacy Plan



and other relevant state and federal laws, rules and regulations

including the various planning documents and grants which have been and )
will be made and adopted by this Commission, and

Whereas, The Governor's Law and Order Co&mission believes that the
expansion of the North Carolina Criminal Justice Information System into
a cooperative, inter-agency, state and local information system utilizing,
to the extent economically feasible, modern electronic data processing

and telecommunication technology and equipment for its operation, would be
of significant benefit to the criminal justice system of North Carolina.
allowing more efficient and effective operatipn of the criminal justice
system, and

Whereas, the Governor's Law and Order Commission recognizes that the
development of such an interconnected information collection, processing,
and dissemination system has the potential for harm and abuse, both
intentional and accidental, to the citizens of North Carolina if it is not
properly constructed and managed and stringent precautions are not taken
to prevent human and mechanical errors in operation and use of that system,
and

Whereas, the Commission has determined that further delayé in proceding
with the developmént of such a criminal justice informatiog system for

North Carolina would jeopardize the state's ability to secure such a .

system, and



Whereas, the General Assembly is not in session and therefore not able

to consider and enact legislation to provide the kind of administrative

mechanism to assure cooperative and coordinated development, installation

and operation of a criminal justice information system, and to assure the

security of the system and its information, the privacy rights of North

Carolina citizens, and the access to public information rights of North

Carolina citizens which the -Commission believes is necessary, then,

THEREFORE, BE IT RESOLVED,

1. That pursuant to the powers vested in it by the North Carolina

. General Assembly in G.S. 143B-338 and the U.S5. Crime Control

Act of 1968 (as amended), the Governor's law and Order Commission

hereby creates the North Carolina Criminal Justice Information

System Board with the membership, responsibilities, powers and

duties as provided herein.

A.

The N.C. CJIS Board shall comnsist of nine persons as
follows: The Governor or his designee; the Chief Justice
of the North Carolina Supreme Court or his deéignée;
the Attorney General or his designee; the Secretary of the
Department of Correction or his designee; the
Commissioner of Motor Vehicles - ; an official of
local municipal government to be appointed by the Governor
from a list of three names supplied by tﬁe N. C. League of
Municiéalities; an official of local county government to

be appointed by the Governor from a list of three names



supplied by the N. C. Association of County Commissioners;
an official of a municipal police agency to be appointed
by the Governor from a list of three names supplied by

the N. C. Police Executivés.Association; and an official
of a county sheriff's department to be appointed by the
Governor from a list of three names supplied by the N. C.
Sheriffs' Assocdiation. Of the members of the Board repre-
senting local government and local criminal justice agencies,
two shall be appointed initially for a term of two years and
two shall be appointed for a term of four years. At the
expiration of those terms, new aépointments by the Governor

shall be for terms of four years.

The terms of all appointees shall begin
July 1, 1976. Any vacancy on the Commission of a member
appointed for a term shall be filled for the remainder of
that term by an appointee selected in the.same‘manner as
as the vacating member. The Commission Chairman shall be

appointed by the Governor from the Commission membership.

-

The N.C. CJIS Board, subject to the privacy and security °
regulations developed and enforced by the N.C. CJIS
Security and Privacy Board as provided herein below and

subject to state law and the approval of the Governor's



Law and Order Commission shall have the following powers

and duties:

1) To coordinateiand recommend changes in the N. C. CJIS.

2) To determine whicg ériminal jﬁstice information shall
be reported to ﬁhe Computerized Criminal History
Central State Repository.

3) To adopt regulations concerning the capability and
location of terminals, data elements, and the coope-
rative managémeng and administration of the entire
N. C. CJIS, o

4) To supervise the staff of the Statisticéi Aﬁélysis
Center. | |

5) To establish‘advisory committees at the discretion of
the Board.

6) To adopt guidelines for the development gf‘internal
criminal justice record systems for criminal justice
agencies. | |

7) .To develop and enforce sanctions for noncomﬁliance with
the Boérd's managenent regulations, which sanctions may,
in‘addition to any appliéable civil and criminal penalties,
deny access by agencies or individuals'to N. C. CJIS for
such periods ;fﬁtime”aé the Board déémé reasonable and

appropriate.



8)

9

10)

11)

12)

To conduct such inquiries as it

deems necessary to carry out its functions.

To take such other actions as are necessary and proper
to assure that the N. C. Criminal Justice Information
System is developed and operated in accord with appli-
cable state and federal laws and regulations and to
bring North Carolina into compliance with the Governor's
Security and Privacy Plan for the N. C. Criminal Justice
Information System by Decembef 31, 1977.

To prepare, in cooperation with the Governmor's Law and
Order Commission and the N.C. CJIS‘Security and Privacy
Board legislation for introduction to the 1977 North
Carolina General Assembly providing for the legislative
creation of a Commission with substantially the same
powers as the N.C. CJIS Board.

To report annually to the Governor, the General Assembly,

and all state and local agencies which participate in

. the N. C. CJIS concerning the collection, storage, and

dissemination of criminal justice information in North
Carolina. '

To report to the Governor's law and Order Comuission
annually or more often as may be required by the Com-
mission on its work and to prepare and bring to the

Commission for adoption the rules and ‘regulations it

develops ' pursuant to the mandates of this Resolution.



IT1.

That pursuant to the powers vested in it by the North Carolina

General Assembly in G.S5. 143B-338 and by the U.S. Crime Control

Act of 1968 (as amended), the Governor's Law and Order Commission

hereby creates the N.C. CJIS Security and Privacy Board with the

membership, responsibilities, powers, and duties as provided

herein.

A.

The N.C. CJIS Security and Privacy Board shall consist

of seven persons appointed by the Governor as Chairman of.
the Governor's law and Order Commission. There shall be
one representative of the Judicial Branch of government,
one representative of law enforceﬁent agencies, and five
citizens. The Board Chairman shall be appointed by the
Governor from the Board membership. The terms of all
appointees shall begin July 1, 1976. Of thé initial

seven members of the Board, two shall be appointed for a
one-year term to expire June 30, 1977; two shall be appointed
for a two-year term to expire June 30, 1978; two shall be
appointed for a four;Qear term to expire June 30, 1980;

one shall be appointed for a six-year term to expire

June '30, 1982. After the expiration of the initial terms,
appointments to the Board shall be for six—&ear terms. The

terms of the appointees representing the Judicial branch and

law enforcement agencies shall not expire simultaneously.



In event of a vacancy on the Board the Governor shall
appoint a replacement to fill the unexpired term. The
person filling the vacancy shall come from the same
category as the individual formerly holding that seat on

the Board.

The N. C. CJIS Security and Privacy Board, subject to

state law and the approval of the Governor's Law and Order

Commission, shall have the following powers and duties:

1) To analyze applicable federal and state statutes to
determine which criminal justice information by law
is subject to Security and Privacy regulations.

2) To adopt regulations to assure that criminal justice
information which is subject to Security and Privacy
regulations ié accurate, current and complete, that
public information is accessible to the public as pro&ided
by law, and that the confidentiality of non-public criminal
Justice information is protected.

3) 'To cause to be initiated by the appropriate criminal
justice agencies of the state a continuing educational
program to assure that officials and employees of cri-
minal justice agencies are familiar with and understand
the relevant laws and regulations governing the collection,
storage and dissemination of criminal justice information.

4) To require that each agency holding or receiving criminal

justice information shall maintain, for a specified period,



5)

6)

7)

8)

- 11 -

positive identification of the individuals to whom

it has released or communicated such information,

under procedures developed by the Board.

To determine, in accord with relevant laws, which agencies
and individuals shall have direct access to the N.C. CJIS
hardware and to specified classes of information held

by N.C. CJIS, and to insure that limitations on direct
acéess to the N.C. CJIS hardware are not utilized to
prevent legitimate lawful accéss to the information

held by the N.C. CJIS.

To set requirements for insufing the physical security

of N.C. CJIS colleétion, storage, dissemination, and
access mechanisms and facilities.

To establish.a process by which'indiviéqal citizens can
have access to public criminal history record information
held by criminal justice agencies about them, challenge)

in a simple, inexpensive manner, the accuracy of that

. information, secure the correction of incorrect infor-

mation and be assured that parties to whom such incorrect
information has been.directly disseminated are notified
of the corrections if such dissemination has occurred
within a reasonable period of time in the past.

To develop and enﬁorce sanctions for noncompliance with

the Board's security and privacy regulations, which



9)

10)

11)

- 12 -

sanctions may, in addition to any applicable civil

and criminal penalties, deny access by agencies or
individuals to N.C. CJIS for such periods of time

as the Board deems reasonable and appropriate.

To adopt regulations requiring a continuing program of
auditing and verification to assure the accuracy and
completeness of criminal justice information data and

to assure compliance with its rules and regulations for
the security and privacy of criminal justice information,
and to conduct such audits, inquiries and investigations
as it deems appropriate to ensure cémpliance with its
regulations and to carry out its responsibilities and
functions.

To coordinate its activities with those of any interstate
systems for the collection and exchange of criminal
justice information to the end of insuring maximum

feasible cooperation between North Carolina and the

‘other states and the federal government in the exchange

of such information including maximum compliance with

the laws and regulations of other jurisdictions éoverning
the security and privacy of criminal justice information

within the bounds of North Carolina law.

To petition a Superior Court for the issuance of an order
compelling the attendance of witnesses or the production

of documents, books or other records necessary for the

enforcement of its rules and regulations.



12)

13)

14)

15)

- 13 -

To take such other actions as are necessary and

proper to assure that the N.C. CJIS is developed and
operated in accord with applicable state and federal

laws and regulations and.to bring North Carolina into
compliance with the Governor's Security and Privacy

Plan for the North Carolina Criminal Justice Information
System by December 31, 1977.

To prepare, in cooperation with the Governor's Law

and Order Commiss?on and the N.C. CJIS Board, legis-
lation for introduction to the 1977 N.C. General Assembly
providing for the legislative creation of a Commission
with substantially the same powers as the N.C. CJIS
Security and Privacy Board;

To report annually to the Governor, the General Assembly,
and to all state and local agencies which participate

in the North Carolina Criminal Justice Information System

concerning security and privacy within the criminal

“Justice information system in North Carolina.

To report to the Governor's Law and Order Commissioﬁ
annually or more often as may be required.by the Com-
mission on its work and to prepare and bring to the
Commission for adoption the rules and regulétions it

¥ - -
develops pursuant to the mandates of this Resolution.
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III. That the Governor's Lew and Order Commission shall provide the
N.C. CJIS Security and Privacy Board with a staff headed by
an Executive Director who shall be gppointed by the Governor
as Chairman of the Governor's Law and Order Commission. The
Executive Director shall be appointed from a list of names
which shall be developed in the following manner. The Chief
Justice of the North Carolina Supreme Court, the Attorney
General, and the Secretary of the Department of Correction -shall - -
jointly submit as many as th;ee names to the N.C. CJIS Security
and Privacy Board. The Board shall review and comment on those
recommendations and it may, after consultation with the Chief
Justice, the Attorney General, and the Secretary cf the Depart-
ment of Correction, add as many as three names to that list.
Upon completion of this process the Board shall forward the
complete list with any appropriate comments and recommendations
. m%fdm the Board, the Chief Justice, the Attorney General, or the
Secretary of Correction to the Governor for his final selection.
The Executive Director of the N.C. CJIS Security and Privacy
 Commission shall serve at the pleasure of the Board and the
Governor and may be discharged by eithe?.
- The N.C.
CJIS Security and Privacy Board shall be provided with such
‘ staff as is necessary for the efficient carrying-out of its o

duties and respeonsibilities.
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1v.

(5}
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That the Goverﬁor's Law and Order Commission shall cooperate
with the N.C. CJIS Board, the N.C. CJIS Security and Privacy
Board, and the various state and local criminal justice agencies
to develop legislation for introauction during the 1977 Session
of the North Carolina General Assembly to legislatively create
Commissions to perform the functions of the N.C. CJIS Board
and the N.C. CJIS Secu%ity and Privacy Board, said Commissions
to have substantially the same membership, powers, duties and
responsibilities as the two named Boards. The legislation
developed shall preserve the principles of:
1) cooperative administration of the N. C. Criminal Justice
Information System while maintaining the administrative
and managerial integrity of the components of that system
in the various bfénches, departments, and agencies of
government, both state and local, which comprise that system;
2) protection of the public from abuse of that §ysteﬁ by‘fe—
posing responsibility for the protection of security,
privacy and public access to information in a Compission
comprised of a majority of citizens who are not employees

x

of a criminal justice agency.



V.

- 16 -

That the Governor's Law and Order Commission shall make no

grants for criminal justice information system related projects
to any department or agency which does not commit itself in
writing to cooperate with the Governor's Law and Order Commission,
the N.C. CJIS Board, and the N.C. CJIS Security and Privacy Board
in carrying out the intent and directives of this Resolution and
o adhere to the rules and regulations governing the operation of

the N.C. CJIS which are adopted by this Commission.

¢ ot B











