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- Section 1 

INTRODUCTION 

• The U.S. Department of Justice in May of 1975 issued Rules and 

Regulations aimed at privacy and;security of criminal history 

information. These rules and regulations were modified and 

• resubmitted on March 19, 1976 and require that each state submit 

a Privacy and Security Plan aimed at criminal history record 

information. In response to this requirement, the State of Hawaii 

_ has prepared the following plan. The plan has been prepared using 

the best information available and utilizing the greatest input 

possible from criminal justice agencies, considering -the time ,-_ 
,. 
I 

constraints. It is intended that there will be continuing 
I 

re-examination and evaluation of the plan. This process of review 

and evaluation may make changes advisable or necessary in the 

• future. 

• 
Although this plan was prep"ared in response to the regulations, 

its objectives and usefulness transcend tha't of simply complying 

wi th the regula'tions. 

The goals of this plan are fairly straightforward, however 

• involved their implementation may be. They are: 

• 

•• • 

• 

To insure the protection of the right to privacy 
of those people whose names appear for vlhatever 
reason in the contents of a criminal history 
record information system • 

To provide reasonable protection for such systems 
against anY,intentional or accidental loss,-damage, 
or un~uthorlzed access of information. 
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The requirement to produce a privacy and security plan was 

particurely timely for the State of Hawaii, as the State. is in 

the planning stage of its Offende.r Based Transaction Stat.isticsl 

Computerized Criminal History (OBTS/CCH) system. Therefore, one. 

of the objectives of this plan is to serve as guidance in the 

development of this statewide computerized criminal history sys'cem. 

Many of the issues present in the Regulations are addressed by 

• exis,ting Hawaii statutes. All applicable existing stntutes are 

presented in the appropriate parts of the text. Where an issue 

is not covered by existing statutes and it is evident that 

• authority, either by executive order or legislation, is required, 

• 

• 

the mechanism for obtaining authority is presented. 

It is the State's intention to implement the total plan prior to 

December 31, 1977. The Statistical Analysis Center (SAC) will 

have the overall responsibility of implementing the plan. This . 
responsibility will be shared by other appropriate agencies in 

the State, including the State Law Enforcement Planning Agency 

(SLEPA) and the Attorney General's Office. The involved agencies' 

responsibilities are presented in Section 7. 

Finally, there are seven appendices included in this plan. Appen

dix A presents the certifications of covered agencies. Appendix B 

.• presents an excerpt. from the Hawaii Comprehensive Data System (CDS) 

• • 
• 

plan that addresses many issues relative to this privacy and 

security plan. Portions of this appendix, in,conjunction with this 

plan, will serve as guidance in the development of the statewide 

OBTS/CCH system. Appendix C presents the State of Hawaii Criminal 
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Justice Agencies and Authorized Non-Criminal Justice Agencies as 

determined by the Attorney General. Appenc1.ix D presents the State 

of Hawaii InstructIons to Criminal Justice Agencies and Notice, 

as determined by the Attorney General. Appendix E presents Criminal 

Justice Agency CCH Audit Report, and Appendix F presents the State 

of Hawaii Guidelines of Operational Procedures for Individual Access 

and Review of Criminal History Record Information, as determined by 

the Attorney G~neral. Appendix G presents the formal agreements 

prepared by the Attorney General. 
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Section 2 

COMPLETENESS AND ACCURACY 

The purpose of this section is to insure completeness and 

accuracy of criminal history record information. Since criminal 

justice agencies in the State of Hawaii will be recording, 

maintaining, and disseminating this information to both criminal 

justice and authorized non-criminal justice agencies, it is the 

responsibility of the criminal justice agencies in the State 

to make the information that is disseminated complete and 

accurate to the maximum extent feasible. The completeness of 

this information v7ill depend on the cooperation of each and 

every criminal justice agency in adhering to a set of uniform 

standards and procedures for submission o:t data to the Central 

State Repository. These standards and the responsibilities of 

each submitting agency under these standards are detailed in 

this sp.ction of the plan. The accuracy of criminal history 

record information depends on strict adherence to these sub-

mission standards, the institution of systematic audit pro-

cedures, and provisions for rapid and total correction of any 

erroneous information when errors are discovered. The audit 

procedures are designed to minimize the creation or storage 

of erroneous information in the data bank or Cen'tral state 

Repository. However, it is recognized that such errors' are 

inevitable. It is furtherrecpgnized that some erroneous in

formation will be disseminated before the errors are detected. 
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Hence, procedures for correcting the errors in the data bank and 

for notifying-all recipients of the erroneous information of the 

correction are provided in this section of the plan. 

The most practical and efficient approach to achievin~ complete-

ness and accuracy in the State's criminal history data is through 

the .development of a Central State Repository. 

Establishment of Central State Repositorx 

The Attorney General will be responsible for seeking legislation 

during the 1977 Session of the Hawaii State Legislature to estab-

lish the Central State Repository, as currently there is no such 

repository for criminal history information in Hawaii. The State 

~s committed to the development of a Central State Repository, 

with an on-line OBTS/CCH system. The planned operational date is 

December 1978. (This date is based on approval of the OBTS/CCH 

grant currently pending in LEAA on or about July 31, 1976.) 

SAC is responsible for the development of the Central State 

Repository. The Central State Repository data base, however, will 

be maintained by the State Electronic Data Processing (EDP) 

Division. The fUnction of the Central State Repository will be to 

collect all pertinent criminal history information to support the 

Cell and OBTS applications. In the State of Hawaii, this information 

is supplied by a-very limited number of agencies: 

• Four police departments 

• Four prosecuting attorneys 

• One court system 

• One corrections system 
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Provisions for management control of the Central State Repository 

~ are set forth later in this section. 

upon the initiation of the Central State Repository, the computer 

configuration within the State will "appear as depicted in Exhibit 2-1. 
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Exhibit 2-1 

STATE COMPUTER CONFIGURATION 

Shared 
System 

Statewide 
Communication 
Terminals 

City/County 
HDIS 

System 

_ Wanted Persons 
• Wanted Vehicles 
QJ HPD Arrest Records 
• UCR System (Local) 
oPROCES System 

Communi
cations 
SWITCH 

state 
OBTS/CCH 

System 

NCIC 

Criminal 
Justice 
System 

• State CCH System 
• State OBTS System 
estate UCR System 
I> FOCUS/OBSCIS 
,. HAJIS 

There is existing legislation designating the attorney general 

as the central control of criminal justice information systems; 

howeve~1 these statutes are somewhat vague. For this reason, 

as mentioned previously in this section, it is the intention 

of the Attorney General to pursue more specific legislation 

addressing OBTS/CCH and the Central State Repository. -
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The general concept for the development of a Central State 

4It Repository, and for the reporting of OBTS/CCH data is documented 

• 

• 

in the Hawaii CDS plan and conceptual design. In brief, the 

design calls for the use of agency-maintained information 

systems as the source of input to the OBTS/CCH data base, 

rather than duplicating data collection. 

At the present time, there is a central repository with auto-

• mated records that approximates the data base which will be 

constructed in the State system. A set of master fingerprint 

records and criminal history record information files are 

• maintained jointly by the Honolulu Police Department and by 

the Attorney General's Office. For five years, these files 

have been undergoing conversion to an automated, on-line, 

.e record system operated on the computers of the City and County 

of Honolulu Data Processing Division. 

While tnis automated file does not contain all of the data 

I- elements implied by a full OBTS/CCH data base, it does contain 

• 
~asic arrest, court disposition, and correctional status data. 

Essentially all active records covering the last five years 

have been entered with court dispositions for every charge 

filed. 

• In developing this system, the Honolulu Police Department and 

the Attorney General's Office have developed practical pro

cedures for assuring completeness of all records. A.s described 

e-- in the next subsection on reporting, court and correctional 

data are routinely obtained and entered. The system as now 

• 2-5 
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operating acquires most, if not all, of the dispositional 

elements defined in the Federal Regulations. 

The State asserts that this repository has adequate procedures 

now in being able to comply with all aspects of the Regulations 

pertaining to completeness and accuracy. Expansion of the data 

base design, at this point, would be counterproductive, in 

view of the OBTS/CCH system development. 

Reporting' o'f Dispos'i tions 

• Upon implementation of the OBTS/CCH at the proposed Central 

State Repository, complete 0ispositions will be captured at 

one location. All dispositions will be reported based on 

.e positive identification (OBTS/CCH tracking number). Each 

agency will designate one individual who will serve essentially 

as field staff to the Central State Repository. It will be 

• his function to monitor all system input for·quality 

assurance. This quality assurance effort encompasses the posi-

tive identification procedures. 

• While the detailed design of the OBTS/CCH has not been com-

pleted, it is planned to tie the fingerprint classification to 

I the single tracking number of the OBTS system. The existing 

'.' I concept .of the identification process as well as the quality 

-. 
• 

assurance procedures are presented graphically in Exhibit 2-2, 

on page 2-8. Existing statutes addressing positive identifi

cation appear below. 
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liB. R. S. ·§2'8-52. Svs'temso'f 'ideh ti'fication' and 
s·t·atist·ics. 

The attorney general shall select and enforce systems 
of identification of prisoners and persons suspected 
of crime or of criminal intent and for the recording 
and compilation of statistics relating to crime. He 
shall establish systems of identification and provide 
for the collection of data and statistics relating to 
crime in manner as nearly as practicable according to 
the methods generally used in prisons and places of 
detention throughout the United States. The department 
of the attorney general shall instruct such employees 
of the prisons and places of detention and others 
charged with the preservation of the peace and well
being of society as the attorney general may deem 
necessary or proper, in such systems of identifica
tion and collection and compilation of crime 
statistics as the attorney general may direct. 

The several counties shall provide the necessary equip
ment and the compensation of the persons required to 
install and carry out the work of such systems of iden
tification and statistics in their respective juris
dictions; provided that all sur)!"! expenses in connection 
with prison matters exclusively vdthin the control of 
the state shall be borne by the State. 

The systems shall be uniform throughout the State, 
shall be continuous in operation, and shall be main
tained as far as possible in such manner as shall be 
in keeping with the most approved and modern methods 
of identification and of the collection and compila
tion of the statistics. 

The attorney general shall keep a uniform record of the 
work of the courts, prosecuting officers, the 
police, and other agencies or officers for the preven
tion or detection of crime and the enforcement of law 
in a form suitable (1) for the study of the cause and 
prevention of crime and delinquency and of the effort 
made and efficacy thereof to detect or prevent crime 
and to apprehend and-punish violators of law and (2) 
for the examination of the records of the operations 

,of such officers and the results thereof. (L 1947, 
c 246, pt of §lj RL 1955, §33-2i am L Sp 1959 2d, 
c 1, §13; am L 1963, c 85 §3)" 

More specifically, the Hawaii CDS plan now being implemented 

bases positive identification on fingerprints, wherever deemed 

necessary_ 
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Exhibit 2-2 

CONCEPTUAL OBTS/CCH DATA FLOW 
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The subsection addressing the systematic and annual audits 

discusses the procedures and inherent prograrruned safeguards 

designed to insure timely disposition reporting. 

The existing policies for disposition reporting are as follows: 

Honolulu Poli'ce D'epa'r'tment. All ar:rest2~s are photographed 

and fingerprinted upon arrest. The arrest reports for a 

24-hour period are entered on the District Court calendar by 

• the record'clerks at the police department. 'These court 

calendars are sent over to the prosecuting Attorney's Office 

early the next day for arraignment. If the prosecutors choose 

• to nolle prosequi or otherwise not prosecute, it is so noted 

011 the disposition column on the calendar. After court 

appearance the prosecutor writes all dispositions on the 

calendar. The calendar is then given to the prosecutor's 

records section for appropriate notation on its records and 

is then returned to the police department. The records clerks 

• at the police department enter the disposition on the rap 

file, the case file, and into the automated arrest index. If 

the case was a felony, the disposition is returned to the 

• police on an abstract of the prosecutor's case index. This 

whole process normally takes less than a week. The original 

calendar prepared by the police department is made up in 

• duplicate a?ld checked daily. A follow-up routine is instigated 

for all delinquent dispositions. Probation/parole data is 

obtained by State staff in the records section and subsequently 

entered into the automated system. These procedures are uniform 

• 2-9 



I 

• 

• 
for all the police departments; however, disposition reporting 

is not as timely • 

Prosecutor. The disposition capturing for the Prosecuting 

Attorney's Office is fairly straightforward. All arrestees 

• appearing on the court calendar receive an index card and the 

dispositions received are entered on a daily basis. The 

prosecutor has an automated system. The dispositions are 

• prepared for system ,entry on a daily basis as well. 

• 

·e 

Courts. The court dispositions are part of the court record. 

The court record coupled with the IlJudgement" papers are 

prepared immediately upon sentencing and are placed in the 

case file. This applies for both misdemeanor and felony case 

trials. Arraignment dispositions are recorded on the calendars 

and also the appropriate case file. This process normally 

takes place within one to three days. 

• Corrections. The two dispositions that may occur within 

corrections are that the inmate may be placed on parole status 

or discharged upon completion of service of full maximum term. 

• • In either case, the appropriate form noting the disposition 

• 

e_ 
• 

is simply placed in the case file and so noted on index cards. 

This procedure will vary between institutions but remains an 

internal function and is relatively straightforward. When 

FOCUS is implemented, the dispositions will constitute an 

. update to the record and will be processed at least on a 

monthly basis • 

2-10 
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The current disposition reporting on an individual agency basis 

is indeed timely; however, the dispositions do not contain 

complete information. The disposition reporting for the state

wide OBTS/CCH will create complete criminal history information. 

Dispositions will be reported for all agencies in the criminal 

justice system from all geographical locations. 

While the regulations suggest disposition reporting within 

ninety (90) days, the State of Hawaii's position is that all 

dispositions should be reported much sooner than ninety (90) 

days if a system is to be dynamic enough to be of value. 

The procedures tha·t will be designed into the system to insure 

timely disposition reporting are discussed in the subsection 

addressing audits. The inherent software proceaures will stem 

from the OBTS tracking number concept. It will be necessary 

to conduct a disposition timing study to determine required 

lead times of each agency's dispositions. These lead times 

will constitute the expected disposition arrival times to be 

built into the system and will form the basis for the delin

quent disposition reporting. In the interim period, until 

OBTS/CCH is fully operational, the field staff at each agency 

will monitor the timeliness of disposition reporting. 

In addition to these disposition reporting procedures, there 

will also be a computerized procedure designed into the inquiry 

module of the OBTS/CCH system to flag all arrest records one 

year Or older that have not received a disposition. This 

procedure will signify to the inquirer that further checking 

2-11 
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with the appropriate agency must be made to ascertain that 

~ the case is still pending prior to dissemination of pertinent 

information to all non-criminal justice agencies not covered 

by the Regulations. All criminal justice agencies within the 

State will query the Central state Repository prior to dissemi-

nating any criminal history information. The exceptions will 

be those cases where time is of the essence and the Central 

State Repository is technically incapable of responding within 

the necessary time period to carry out the functions of the 

criminal justice community. This exception is most applicable 

to lay, enforcement and the prosecuting attorney. This proce

• 

·e 

• 

• 

• 

dure has been included in the formal agreements prepared by the 

Attorney General's Office. Monitoring compliance for this 

procedure w,ill be the responsibility of SAC. 

These disposition reporting procedures are oriented towards 

the automated OBTS/CCH, which is in the planning and design 

stage. These systems, as discussed earlier,.will be housed 

at the Central State Repository under the management control 

of SAC. 

In the interim, all criminal justice agencies subject to the 

regulations will comply to the fullest extent possible 

with 0.11 aspects of the Regulations. Particular emphasis 

will be placed on the procedures listed below. Non-compliance 

by any age,ncy subj ects it to the sanctions discussed later in 

this section. 

2-12 
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prior to disseminating information to a non-criminal 
justice agency or individual pertaining to an arrest 
record one year or older which has no disposition 
recorded, a- telephone call r.-7ill be made to the appro
priate agency (prosecutor, appropriate court, etc.) 
to determine if the case is still pending. Non-
criminal justice agencies ,will be,require~ to. . 
sign a notice (See Appendlx D) prlor to dlssemlnatlon 
of the arrest record. Signing of notices will also be 
required for any secondary dissemination. 

Criminal history data dissemination will be limited 
to agencies and/or individuals as specified in this 
plan. Such agencies and/or indivi~uals.a~we~l as 
the limitations on data usage are ldentlfled ln 
Hawaii statutes H.R.S. 28-53, H.R.S. 731-3.2 (Act 103), 
and H.R.S. 571-84. These statutes are presented 
verbatim in the sUbsection Limits on Dissemination. 
The statutes may be further expanded by planned 
legislation and/or Executive Order. 

Other Crimin'al Hist'ory' Rec'ord' 'Syst'ems 

It is the intentio~l of the State of Hawaii to establish a Central 

State Repository as described in Section 2 of this plan. However, 

in the event that criminal history records are maintained at 

other criminal justice agencies, these agencies will be officially 

• notified by the Central State Repository that th~y are subject to 

the requirements of Section 524(b) of the Omnibus Crime Control 

and Safe Streets Act and thus the general requirements of the 

:. Regulations that criminal history record information be kept 

complete and accurate. Therefore, where criminal histories are 

maintained at criminal justice agencies other than the Central 

• State Repository and are available for dissemination outside of 

the agency, they will include complete dispositions to the maximum 

extent feasible, at least including all dispositions occurring 

• 

in the jurisdiction served by the system containing the criminal 

history record information • 

2-13 
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The procedures established by the Central State Repository will 

also be implemented for use by other repositories. This will 

include designation of officials responsible for obtaining dispo

sitions', designation of other officials in other agencies 

responsible for reporting dispositions, and formal agreements 

between agencies supporting such arrangements with the same 

sanctions applicable for failure to comply. 
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, 'LIMITS ON DISSEMINATI0J:il: 

• Section 20.21(b) and (c) of the Federal Regulations provide for 

the limitation of non-conviction criminal history record infor-

mation and for the general policies to be utilized in disseminating 

• such information. In this context, dissemination means trans

mission of criminal history record information to individuals 

and agencies other than the criminal justice agency which maintains 

• the criminal history record information. 

·e 

• 

• 

• 

•• 
• 

To protect the confidentiality of criminal history information, 

the Sta~e of Hawaii has adopted several related statutes. The 

general concept of these statutes is that criminal justice 

agencies should share among themselves only that information 

which is relevant to their statutory responsibilities; nOll-

criminal justice public agencies and officials should obtain data 

9nly where they have specific statutory authorization to use it. 

The specific statutes that address all law enforcement records· 

appear below: 

"Section 28-53. Forms; Reports. 

The attorney general may prescribe, establish, and 
change forms to be followed in keeping records and 
in making reports to the department of the attorney 
general. All courts and the judges and other officers 
thereof and all prosecuting officers, chiefs of 
police, and other agencies and officers for the 
prevention or detection of crime and for the enforce
ment of law shall use such forms, ke.ep such records, 
and make such reports to the department as may be so 
required. (L 1947, c 246, pt of Section 1; RJJ 1955, 
Section 33-3; am L Sp 1959 2d, c 1, Section 13)." 
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~1S'ecti'o'n' 731:...'3'. '2.' ' E'Xpu'nq'emen't 'Orders. 

(a) The attorney general, or his duly authorized 
representative within the department of the attorney 
general, upon written application from a person 
arrested for, but not charged or convicted of, a 
crime, shall issue an expungement order annulling, 
cancelling, and rescinding the record of arrest, and 
within 60 days after receipt of such written appli
cation shall, ~Then so requested, deliver, or cause 
to be delivered, all fingerprints or photographs of 
such person, unless such person has a record of 
prior conviction or is a fugitive from justice, in 
which case the fingerprints or photographs may be 
retained by the agencies holding such records; 
provided that an expungement order shall not issue 
(1) in the case of an arrest of a felony or misde-
meanor where conviction has not been obtained 
because of bail forfeiture, (2) for a period of 
five years after arrest or citation in-the case of 
a petty misdemeanor or violation where conviction 
has not been obtained because of a bail forfeiture; 
and (3) in the case of an arrest for any offense 
where conviction has not been obtained because he 
has rendered prosecution impossible by absenting 
himself from the jurisdiction. 

(b) Upon the issuance of the expungement order, the 
person applying for the order shall be treated as 
not having been arrested in all respects not other
wise provided for in this section. 

(c) Upon the issuance of the expungement order, all 
records, photographs and fingerprints pertaining to 
the arrest which are in the custody or control of 
the State or any county government, and which are 
capable of being forwarded to the attorney general 
without affecting other records not pertaining to 
the arrest, shall be so forwarded for return of the 
photographs and fingerprints to the person requesting 
them, and for placement of the records in a confiden
tial file or, if the records are on magnetic tape or 
in a computer memory bankl shall be erased . 

. (d) Records filed under subsection (c) shall not be 
divulged except upon inquiry by: 

(1) A qourt of law or an agency thereof 
which is preparing a presentence 
investiga·tion for the court; or 

(2) An agency of the federal government 
which is considering the sUbject 
person for a position immediately and 
directly affecting the national security. 

3-2 
, ~\ 



., 

• 

• 

• 

• 

• 

.e 

• 

• 

• 

e_ 
e 

Response to any other inquiry shall not be different 
from responses made about persons who have no arrest 
record. 

(e) The attorney general or his duly authorizel"!. repre
sentative within the department of the attorney general 
shall issue to the person for whom an expungement order 
has been entered, a certificate stating that the order 
has been issued and that its effect is to annul the 
record of a specific arrest. The certificate shall 
authorize the person to state, in response to any 
question or inquiry, whether or not under oath, that he 
has no record regarding the specific arrest. Such a 
statement shall not make the person subject to any 
action for perjury, civil suit, discharge from employ
ment, or any other adverse action. 

(f) The meaning of the following terres as used in this 
section shall be as indicated: 

(I) 'Conviction' means a final determination 
of guilt whether by plea of the accused 
in open court, by verdict of the jury or 
by decision of the court. 

(2) 'Arrest Record' means the document, mag
netic tape or computer memory bank, pro
duced under authority of la\'7, which 
contains the data of legal proceedings 
against a person beginning with his arrest 
for the alleged commission of a crime and 
ending with final disposition of the 
charges against the person by non-conviction. 

(g) The attorney general shall adopt rules pursuant to 
Chapter 91 necessary for the purposes of this section. 

(h) Nothing in this section shall affect the compila
tion of crime statistics as provided in Part IV of 
Chapter 28. 

This Act shall apply to fingerprints, photographs, and 
records of arrest made prior to its effective date, 
as well as to those made subsequent to its effective 
.date. \I 

The following statute addresses the records of the Family Court 

and all juvenile records. 

'''8571-'84. Records. . 
The court shall maintain records of all cases brought 
before it. In proceedings under Section 571-11, and 
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·e 
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• 

e_ 
• 

in pa terni ty proceedings under Chapt,er 579, the 
following records shall be withheld from public 
inspection; the court docket, petitions, complaints, 
motions, and other papers filed in any case; trans
cripts of testimony taken by the court; and findings, 
judgments, orders, decrees, and other papers other 
than social records filed in proceedings before the 
court. The records other than social records shall 
be open to inspection by the parties and their attor
neys, by an institution or agency to which custody 
of a minor has been transferred, by an individual 
who has been. appointed guardiani with consent of the 
judge, by persons having a legitimate interest in 
the proceedings from the standpoint of the welfare 
of the minor; and pursuant to rule or special order 
of the co~rt; by persons conducting pertinent 
research studies, and by persons, institutions, and 
agencies having a legitimate interest in the protec
tion, welfare, or treatment of the minor. 

Reports of social and clinical studies or examinations 
made pursuant to this chapter shall be withheld from 
public inspection, except that information from such 
reports may be furnished, in a manner determined by 
the judge, to persons and governmental and private 
agencies and institutions conducting pertinent research 
studies or having a legitimate interest in the pro
tection, welfare, and treatment of the minor. 

No information obtained or social records prepared in 
the discharge of official duty by an employee of the 
court shall be disclosed directly or indirectly to 
anyone other than the judge or others entitled under 
this chapter to receive such information, unless and 
until otherwise ordered by the judge. 

Without the consent of the judge, neither the finger
prints nor a photograph shall be taken of any child 
in police custody, unless the case is transferred for 
criminal proceedings. Except for the immediate use 
in such criminal case, any photograph or fingerprint 
taken upon such transfer shall not be used or circulated 
for any other purpose and shall be subject to all rules 
and standards provided for in section 571-74. 

The records of any police department, and of any 
juvenile crime prevention bureau thereof, relating 
to any proceedings authorized under Section 571-11 
shall be confidential and shall be open to inspec-
tion only by persons whose official duties are con
cerned \,li ththe provisions of this chapter, except 
as otherwise ordered by the court. Any such police 
records concerning traffic accidents in which a 
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child or minor coming within Section 571-11(1) is 
involved shall, after the termination of any pro
ceeding under Section 571-11(1) arising out of any 
such accident, or in any event after six months 
from the date of the accident, be available for 
inspection by the parties directly concerned in the 
accident, or their duly licensed attorneys acting 
under written authority signed by either party. 
Any persons who may sue because of death resulting 
from any such accident shall be deemed a party con
cerned. 

Evidence given in proceedings under Section 571-11 
(1) or (2) shall not in any civil, criminal, or 
other cause be lawful or proper evidence against 
the child or minor therein involved for any purpose 
whatever, except in subsequent proceedings involving 
the same child under Section 571-11(1) or (2). 
(L 1965, c 232 pt of §l; SUppa §333-39).1I 

Tbere is no existing legislation that specifically ac.dresses 

the dissemination of correctional or parole data as it pertains 

to criminal histories. The OBSCIS Polil7~y Conunittee that has 

been formed will pursue more specific legislation through 

the Attorney General's Office during the 1977 Legislative 

Session. 

• The OBSCIS Policy Conunittee will also explore and make recom-

mendations as to what data elements may be disseminated. In 

the interim the interpretation of the Public Records Law and 
. 

• other related statutes and procedures presented in the Hawaii 

CDS Plan are being used as guidance. This policy comnittee has 

been made aware of the Regulations and their reconunendations I. will encompass total compliance. Preliminary acceptance of, 

ee 

• 

all elements of the CDS program privacy poliCies, as presented 

in Appendix B to this plan, has been achieved. 

Because the aforementioned State Statutes do not set forth the 

operational procedures to limit dissemination of non-conviction 
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e 
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• 

criminal history recm::d information, the Attorney General's 

Office will pursue more specific legislation during the 1977 

Session to insure that dissemination of information is limited 

as ol.ltlined in the Federal Regulations Section 20.21 {b). It 

is the intention of the Attorney General's Office to issue 

regulations to all criminal justice agencies, as mandated by 

the proposed legislation, to limit dissemination of criminal 

history record information to the following: 

• 

• 

• 

• 

"To criminal justice agencies for purposes of the 
administration of criminal justice and criminal 
justice agency employment." 

"Individuals and agencies for any purpose authorized 
which by statute, ordinance, executive order, or 
court rule, decision, or order, as construed by 
appropriate State or local officials or agencies;" 

"Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency to pro
vide services required for the administration of 
criminal justice pursuant to that agreement. The 
agreement shall specifically authorize access to 
data, limit the use of data to purposes for which 
given, insure the security and confidentiality 

. of the data consistent with these regulations, 
and provide sanctions for violation thereof." 

UIndividuals and agencies for the express purpose 
of research, evaluative, or statistical activities 
pursuant to an agreement with a criminal justice 
agency. The agreement shall specifically authorize 
access to data, limit the use of data to research, 
evaluative, or statistical purposes, insure the 
confidentiality and security of the data consistent 
with these regulations and with Section 524(a) of 
the Act and any regulations implementing Section 

·524(a), and provide sanctions for the violation 
thereof. These dissemination limitations do not 
apply to conviction data." 

The Regulations distinguish between conviction. and non-conviction. 

information insofar as dissemination is concerned. Conviction 

information is "currently made available without limitation in 
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• 
many jurisdictions." Under the Federal R~gulations, conviction 

4It data and pending charges could continue to be disseminated 

• routinely. No statute, ordinance, executive order, or court 

• 

• 

• 

·e 

rule is necessary in order to authorize dissemination of convic-

tion data. However, nothing in the Federal Regulations shall be 

construed to negate a State law limiting such dissemination. 

therefore, the Attorney General's Office will pursue specific 

legislation during the 1977 Session to limit dissemination of 

conviction data where applicable. 

The Statistical Analysis center through the Office of the Attorney 

General intends to undertake a comprehensive analysis, prior to 

December 31, 1977, of the extent to which criminal history 

record information is currently disseminated to non-criminal 

justice agencies within each of the above categories. It will 

be the policy o£ the Attorney Gener~l's Office to clearly define 

specific agencies and uses of criminal history record information 

• in the Regulations to be issued in order to provide effective 

guidelines for criminal justice agencies. This analysis will 

also identify Federal agencies which currently have access to 

• State and local agency data bases for pre-employment purposes. 

The authority of each agency to so access will be reviewed and 

regulations developed to define Hawaii's policy regarding Federal 

• . access to criminal history record information consistent with the 

--
-

Federal Regulations. 

Under the proposed legislation to insure implementation of 

Section 20.2l(b) of the Federal Regulations, the requirements of 

Seotion 20.21(0) will be addressed as follows: 
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.- Validation and Verification 

Before any dissemination of criminal history record information 

takes place, disseminating agencies will be certain that the 

potential recipient agency is an agency permitted to receive such 

information under the Regulations. If a potential criminal 

history record information recipient claims to be authorized to 

receive such information pursuant to a statute, ordinance, execu-

tive order, or court rule, decision, or order, the disseminating 

• 

• 

agency will review the text of such authority prior to dissemination. 

If the disseminating agency is not certain that the statute, 

ordinance, executive order, or court rule, decision, or order is 

proper authority for dissemination, it will refuse to release the 

information pending the opinion of the Attorney General's Office. 

Criminal justice agencies may accept written or oral representa

tions from requesting agencies or individuals that their authority 

to receive non-conviction criminal history record information 

• has been reviewed and approved by SAC acting for the Central 

State Repository or by another criminal justice agency. 

Verification for individuals receiving th~ir own criminal history I. 
• 

e_ 
• 

record information will be made on the basis of fingerprints or 

identification by recognition • 

Specific Guidance to Personnel 

It is recognized that all personnel who are responsible for 

accessing and maintaining criminal hsitory record information 

files are in a position to either purposely or accidentally 

disclose confidential information. For this reason, it will be 
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the practice of the state of Hawaii to investigate the background 

of all personnel employed in this capacity. The data processing 

center which will service the Central State Repository will 

institute a personnel clearance system. In addition, adequate 

training will be provided to ascertain that sensitive data, both 

automated and manual, is handled properly. 

The compliance agreements made with each agency governed by the 

• Regulations will stipulate that the agency will'familiarize 

all new employees, as part of their orientation, with the 

Regulations • 

• In addition, adequate instructions will be provided by the Central 

State Repository to ensure that sensitive data, both automated 

and manual, is handled properly. Specifically, instructions will 

be included to prohibit confirmation of the existence or non-

existence of criminal history record information for employment 

I of licensing purposes, except as provided for under Federal Ie 
Regulations 20.21 (c) (2) . 

Ex!?iration of Availability of Criminal History Record Information 

• After December 31, 1977, criminal history record information 

,concerning the arrest of an individual may not be disseminated 

• 

-. 
• 

to a non-criminal justice agency except under Section 20.2l(b) (2), 

(3) or (4). Also, the only limits on dissemination imposed relate 

to "non-conviction data," as defined in Section 20.3(k), to 

include information. disclosing that (1) the police have elected 

not to refer the matter for prosecution, (2) a prosecutor has 

elected not to commence proceedings, (3) proceedings have been 
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• 

• 
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.' 

.e 

• 

indefinitely postponed, (4) all dismissals (5) all acquittals, 

and (6) arrest records without dispositions if a year has elapsed 

and no conviction has resu~ted and no active prosecution is 

pending. 

To comply'with this requirement, the State of Hawaii will estab-

lish a delinquent disposition monitoring system to restrict 

dissemination of non-conviction data where the disposition infor-

mation is delinquent as discussed in Section 4, Audits and Quality 

Control. 

The Central State Repository will ensure that automated systems 

using computer terminal sites located in agencies authorized to 

receive criminal history record information will be notified by 

flags on the record signifying to the inquirers that certain 

segments of the criminal history record are subject to restricted 

dissemination. This procedure will ensure that terminal operators 

at remote sites will not mistakenly release restricted information 

to unauthorized sources • 

. For manual systems, a visual screening technique will be estab-

• lished by the Central State Repository to appropriately identify 

record entries subject to the restrictions on dissemination. 

These visual screening techniques will include specific guidance 

• to clerical personnel retrieving and disseminating criminal 

history record information by providing checking procedures to 

• 

be exercised prior to record dissemination. The screening 

techniques will also include procedures for update of the manual. 

file to indicate data that is subject to restricted dissemination 

for future inquiries. 
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• 

• 

Regulations will be issued by the Attorney General's Office to 

all agencies to which the Central State Repository disseminates 

criminal history record information, forbidding the dissemination 

of open arrests over one year old to non-criminal justice agencies 

unless prosecution is still pending. 

The Attorney General's Office will further prepare instructions 

to be distributed to all criminal justice agencies to 'illhich the 

• central State Repository disseminates criminal history records 

detailing restrictions on internal agency use, validation of 

statutory authority of non-criminal justice agencies, and security 

.. procedures. These instructions will fully explain the restrictions 

imposed on dissemination of open arrests more than one year old 

.e 

• 

• 

• 

• e 

• 

and will provide specific guidance to clerical personnel receiving 

and disseminating criminal histories on both manual and automated 

systems. 

!?romEtness of Disposition Reporting 

In Section 20.21(a) (1), the Regulations provide that "To be 

complete, a record maintained at a central state repository which 

contains information that an individual has been arrested, and 

which is available for dissemination, must contain information of 

any dispositions occurring within 90 days after t~e disposition 

has occurred. The above shall apply to all arrests occurring 

subsequent to the effective date of these regulations." (June 19, 

1975) "Procedures shall be established for criminal justice 

agencies to query the central state repository prior to dissemi

nation of any. criminal history record information to insure that 
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the most up-to-date disposition data is being used. Inquiries 

shall be made prior to any dissemination except to those cases . 
where time is of the essence and the repository is technically 

incapable of responding within the necessary time period." 

• The Attorney General's Office has specified which criminal justice 

and non-criminal justice agencies and individu~ls shall actually 

receive criminal history record information. (See Appendix C) 

• 

• 

·e 

As the State of Hawaii does not currently have legislation pending 

or in effect addressing timely disposition reporting, the 

Attorney General's Office will seek legislation during the 

1977 Session to ensure disposition reporting within 90 days. 

This reporting criteria will be implemented "to the maximum extent 

feasible." The timeliness of disposition reporting will be 

verified during the audit process discussed in Section 4 of this 

plan. 

• Agreements 

The Regulations require the State to insure that after December 31, 

1977, dissemination of non-conviction data has been limited, 

• Ifwhether directly or through an intermediary," only to criminal 

justice agencies and specified categories of legally authorized 

non-criminal justice agencies and individuals. User agreements 

• between disseminati~g and receiving agencies will fulfill this 

•• e 

• 

requirement. 

Where the State of Hawaii has no current legis:Lation specifying 

appropriate civil or criminal sanctions for violation of the 
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• 
negulations, written contractual agreements between disseminating 

and receiving agencies have been prepared by the Attorney 

General's Office to meet the objectives of the Regulations and 

are included as Appendix G to this plan.· 

• The agreement also stipulates that the receiving agency may be 

subject to sanctions, levied by the Attorney General, for 

violating the Regulations. 

• 

• 

·e 

Once an agreement has been signed b(..;i:vveen a disseminating agency 

and a receiving agency, the agreement will be binding for all 

future disseminations of criminal history record information. 

These agreements are in the form of a standard contract for use 

by all agencies subject to the Regulations. 

Any agency disseminating criminal history record information to 

non-criminal justice agencies covered by the Regulations, and/or 

individuals having legislative or executive authority of access I. to such information for specific purposes, will also utilize the 

agreements required for criminal justice agencies. The agreements 

also provide for disseminated information and all copies thereof 

I. to be returned to the disseminating agency or destroyed once the 

information is no longer needed for the purpose for which it was 

disseminated. An example of the agreement is shown in Appendix G • 

• 

• 

As presented in Appendix A of this plan, certifications have 

been obtained from all criminal justice agencies subject to the 

Regulations. Therefore, it was not required that each criminal 

justice agency obtain a certification or execute a user agree

ment with every individual to whom it disseminates information, 
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• 
if each such agency or individual submitted a certification to 

4It the Central State Repository or signed a user agreement with 

• 

• 

another criminal justice agency. Criminal justice agencies may 

also accept oral representations that requesting agencies, 

either in or out of the State have submitted certifications or 

have signed user agreements incorporating the limits and require~ 

ments of the Federal Regulations, 

• In summary, in order to receive criminal history records, agencies 

and individuals will be determined to be both eligible under 

Section 20.21(b) and subject to the Regulations by virtue of a 

• certification, or a user agreement. 

-e 

• 

• 

Sanctions 

Sanctions will be provided for violations by agencies not subject 

to the Regulations which are given criminal history information. 

The sanctions will subject these agencies in violation to equiva-

lent penalties than those applicable to agencies which fall under 

the Regulations. Sanctions against these agencies in violation 

will be prepared and applied by the Office of the Attorney 

General in the legislation to be pursued during the 1977 Session. 

Access by the Military 
,/ 

Section 504 of Title 10 of the United States Code provides that 

• no pe'rson who has been convicted of a felony may enlist in the 

armed forces except with special permission. Since implementation 

--
• 

of this statute requires armed forces re~ruiters to review only 

conviction records, the statute does ~lot provide adequate authority 

for the dissemination of non-conviction data. Section 20.2I(b) (2) 
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• 
of the Federal Regulations state that "dissemination of 

~ non-conviction data has been limited, whether directly or through 

I 
I 

• 

• 

• 

• 

·e 

• 

• 

Ie 
I 

:. 
l 

an intermediary, only to: ••• (2) Individuals and agencies for 

any purpose authorized by statute, ordinance, executive order, or 

court rule, decision, or order." This is not addressed in laws 

governing the State of Hawaii. The Attorney General's Office 

will therefore pursue legislation during the 1977 Session to 

provide for release of such pon-conviction criminal history 

record information to military service recruiters only under the 

f~llowing condition: 

• Military service recruiters and agents for government 
units conducting employment background investigations 
and must furnish a notorized release, signed by the 
person whose record is being checked. The release 
will be retained by the agency responsible for release 
of the record. 

Section 20.21 (d) prohibi·ts dissemination of juvenile records to 

non-criminal justice agencies which specifically refers to and 

permits dissemination of juvenile records. Since Section 10 

U.S.C. Section 504 does not contain any reference to juvenile 

~ecords, it does not fulfill this requitement, and may not be 
~ 

relied upon as authority for allowing mili ~Iary recruiters to 

access juvenile records. In the absence of a Hawaii statute, 

or Federal executive order conferring such authority, juvenile 

records may not be accessed by military recruiters. 

Juvenile Records 

Section 20.21(d) of the Federal Regulations prohibits dissemi-

nation of records pertaining to the adjudication of a juvenile 

to non-criminal justice agencies except where the dissemination 
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• 
takes place purs~~nt to (1) a statute, court order, rUle or 

4It court decision, specifically authorizes juvenile record dissemi-

• 

• 

• 

• 

• 

• 

• 

• • e 

• 

nation, (2) a good faith research agreement, (3) a contract to 

provide criminal justice service to the disseminating agency, or 

(4) except to the same extent as criminal history records may be 

disseminated as provided in Section 20.2l(b) (3) and (4). In 

addition, the provisions of the Regulations concerning completeness 

and accuracy, rights of access, and other matters, do not apply 

to juvenile records. As the State of Hawaii does not have 

specific, current legislation concerning juvenile records, the 

Attorney General's Office intends to pursue more specific 

legislation during the 1977 Session to ensure that all provisions 

of the Federal Regulations concerning juvenile records will be met. 
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Section 4 

'AUDITS AND QUALITY CONTROL 

The Federal Regulations [Section 20.2l(a) (e)] require two 

different types of audits: (1) systematic audit and (2) annual 

audit. A systematic audit is an internal audit performed regu

larly by all criminal history repositories to maximize accuracy 

and completeness. An annual audit of State and local criminal 

history record information users is to test compliance with all 

• regulatory requirements. The annual audit will be provided for 

• 

• 

a representative sample of State' and local criminal justice 

agencies selected randomly on the basis of population served. 

SAC, via the aforementioned field staff, will be responsible 

for monitoring compliance with restrictions set out in the 

Regulations. This will be addressed by requiring that appro

priate records be kept of record disseminations and that the 

Attorney General's Office be responsible to conduct an annual 

audit of the Central State Repository and a representative 

sample of criminal justice agencies to verify adherence to 

the Regulations. 

• Systematic Audit 

• 

The systematic audit process for the State of Hawaii is the 

combination of systems and procedures employed both to guar

antee completeness and to verify accuracy of records. These 

systems and procedures as described on the following pages 
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• 

• 

• 

will be inherent in the design of FOCUS, HAJIS, and OBTS/CCH, 

which are currently in the design and planning stages, as well 

as the arrest index maintained by the City and County of Honolulu 

Data Processing Department. The systematic audit will deal with 

checking on complebmess to provide a means for monitoring the 

submission of disposition data. These procedures are also 

applicable to other manual and computerized systems which fall 

under the Regulations. The systematic audit procedures will be 

a significant factor in the certification process where the 

affected agencies agree to comply with all the Regulations. 

• Delinsuent Disposition Repo£ting 

• 

• 

• 

• 

The systematic audit will automatically audit and monitor i.:he 

automated and manual segments of all repositories in the State 

that collect, store, or disseminate criminal history record 

information in order to: 

• 

• 

• 

• 

• 

• 

• 

• 

• 

Check all incomi.ng data for completeness. 

Locate delinquent dispositions. 

Check offense and sentencing codes for appropriateness. 

Audit correctness and sequence for dispositions. 

Check all designated, required information for entry. 

Monitor appropriateness of terminal requ.ests. 

Notify management of inappropriate errors or request 
.activity. 

Prevent non-criminal justice dissemination where 
appropriate. 

Provide an audit trail which will permit tracing of 
individual data elements to source documents. 
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SAC will institute a delinquent disposition monitoring system 

4It for the complying agencies which will be based on estimating 

expected arrival dates for dispositions. These anticipated 

dates will reflect anticipated processing for each type of 

criminal offense. If an expected disposition is not received 

by the estimated due date, the inherent application software 

provided by the responsible agency at the Central State Reposi

tory will automatically flag the record and provide information 

to that agency on whom to call to obtain disposition status. 

This information will then be reported to SAC who will, pemding 

investigation, have the authority to withhold the dissemination 

of information covered under the one-year rule to agencies 

maintaining terminal access to the system and which are 

·e 
prohibited from receiving the information covered. These 

procedures will be covered under the section entitled Security. 

Edit and Verification 

• Accuracy checks during the computerized and manual edit and 

verification process will provide controls and inspections on 

the input to the system to insure integrity. In both manual 

• and computerized systems, the audit will insure that all record 

entries are yerified and appropriately edited prior to entry, 

and that source documents are properly interpreted. Audit 

• procedures will include random inspection of the records compared 

with source documents to determine if data handling procedures 

• 

are being correctly followed. 

Exhibit 2-2, displayed earlier in Section 2, presents graphically 

the design and quality assurance procedures to be implemented 
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• 
with OBTS/CCH. In the interim, SAC will be responsible for 

4It quality assurance of manual files. 

Audit Trails 

The Attorney General's Office has made provisions in their audit 

• procedures to insure that a maximum level of system accuracy is 

maintained. An audit trail will allow for the tracing of 

specific data elements back to the sot:rce document. The audit 

• trail will encompass all participating agencies in the criminal 

history records system. The audit procedures have been developed 

and are included as Appendix E. 

• 

.e 

• 

Dissemination Logs 

Each and every criminal justice agency in the State of Hawaii 

that disseminates criminal history record information will be 

required to maintain records of transactions involving criminal 

history record information so as to provide accountability for 

the collection, storage, and dissemination of criminal history 

record information. 

The audit trail covering input to the system will follow records 

o of transactions of disseminated data over the full cycle of 

collection, storage, and dissemination of criminal history' 

record information. Logging \,lill be required for the support of 

• the audit process and also as a means of correcting erroneous 

• 

dissemination. 

All agenc~ies covered by the Regulations will maintain a listing 

of the a<;rencies Or individuals both in and outside of the State 
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• 

• 

• 

to which criminal history record information is released. This 

4It listing will be preserved for a period of not less than one year 

from the date of release. Such listings ~lill indicate, as a 

minimum, the agency or individual to which information was 

released, the date of the release, the individual to whom the 

information relates, and the items of informatiop released. The 

listings will include specific numeric or other unique identifiers 

to provide positive identification links between information 

which is disseminated and the record from which the information 

was extracted. 

• Immediate notification will be provided by the disseminating 

agency to recipient agencies known to have received criminal 

history record information after inaccurate data has been entered 

on -the record. Corrections to records will be forwarded immedi-

ately to all appropriate agencies in hard copy forms such as 

letter or computer printout. Agencies to which corrections were 

• sent and the date that the notifications were released will be 

• 

• 

I !. 

recorded by the disseminating agency. 

Annual Audit 

Annual audits of a representative sample of criminal justice 

agencies chosen on a random basis will be conducted under the 

direction of the Attorney General's Office to verify adherence 

to the Regulations and that appropriate records will be retained 

to facilitate such audits. Since the audit of each criminal 

justice agency in the State of Hawaii would be cost prohibitive, 

a representa.tive sample is intended to provide a statistically 
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significant examination of the accuracy and completeness of data 

maintained at the Central State Repository and to insure that the 

other provisions of the Regulations are being upheld. 

Annual audits of criminal justice agencies for both manual and 

• computerized systems will be performed under the direction of the 

Attorney General's Office. Dispositions, dissemination logs, and 

secondary dissemination logs will be audited both at the Central 

• State Repository and agencies covered by the Regulations utilizing 

a sampling technique based on population served. Specific records 

will be examined by the audit at the repository level and will be 

• traced through internal update procedures back through field 

input processing to terminate at the source document. Areas to 

be reviewed will include, but not be limited to, review of the 

·e 

• 

• 

• 

.-
• 

systematic audit procedures, and examination of the evidence of 

dissemination limitations, security provisions, and the indivi

dual's rights of access. Local agency audits will inc.lude annual 

audit of dissemination logs and secondary dissemination logs for 

two of four district courts, two of four circuit courts, one 

supreme court, one correctional center, one honor camp, one 

release center, and poli~e departments in Honolulu, Maui, Kauai, 

and Hawaii. This process will provide an annual audit of each 

agency in the State at least once every five years. Specific 

cases of records events will cover a random sampling throughout 

all agencies. The annual audit report will be prepared and acted 

upon by the Attorney General's Office. The Attorney General's 

Office will be responsible for the levying of any sanctions for 

those agencies not adhering to the provisions of the Regulations. 
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• 
The audit procedures will begin with a questionnaire to be used 

e by the agency under audit to certify compliance. An example is 

• 

• 

shown in Appendix E. The Attorney General's Office will then 

form inspection teams to randomly check operational procedures 

for compliance. 

Local agencies will be responsible for providing the necessary 

documents and data elements to support the annual audit at the 

• point of data entry from which criminal history information stored 

at the repository is derived, which should include~ but not be 

limited to, arrest indices and reports, prosecution dispositions, 

• court calendars or appropriate indices, correctional reports, 

parole reports and probation reports. Other documented infor

mation necessary to support annual audits are complete logs of 

.e dissemination maintained at each point authorized to release 

criminal history record data. These logs will include at a 

minimum the names of all persons or agencies to whom information 

• is disseminated as well as the data of release and any additional 

• 

• 

.-
• 

data elements to be contained in the dissemination logs which 

will appropriately complete the dissemination audit trail. 

All users of criminal history record information will agree to 

the audits by signing an Agreement developed by the Attorney 

General's Office to hold themselves open to such audits, and to 

maintain such documents as are determined to be necessary to 

facilitate adequate auditing. As a minimum, all user agencies 

which contribute data to the Central State Repository must main

tain documents from which such ·contributionswere derived plus 
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• 
full and complete dissemination logs. The annual audit will 

e contain three basic procedures as follows: 

• 

• 

• 

·e 

• 

Procedural Audit. This audit ""'Till examine the extent to which 

procedures have been implemented to insure compliance with the 

Federal and State Regulations. This section of the audi-t will 

cover: 

• 

• 

• 

• 
• 

• 

Completeness of records and disposition reporting 
procedures. 

Accuracy of records. 

Dissemination practices (query, limitations, tracking). 

Security (hardware, software, personnel, physical). 

Individual's right of inspection. 

Delays in disposition reporting. 

Methods used in conducting this audit will include: 

• 

• 

• 

Reviews of written procedures and manuals. 

Pe:csonnel interviews to evaluate understanding and 
p!:actice. 

Observation of the site and operations." 

Records Audit. This audit will evaluate the completeness and 

• accuracy of Central State Repository files as measured against 

records of original entry. It will be conducted by taking a 

• 

. -

. ' 

random selection of source documents at local agencies to evaluate: 

• 

• 

Completeness of data entry of arrests or dispositions 
into Central State Repository and/or local files. 

The accuracy of data entry of arrests and dispositions 
to provide the error rate for critical field data • 

All evaluations will be based on statistically significant samples 

of original entry records • 
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• 

• 

• 

• 

Audit of Activity L09:s. This audit will evaluate the effec

e tiveness of the system's tracking mechanisms. Records to be 

e:x:amined include dissemination logs, record corrections logs, 

and physical and terminal access logs. Besides inspection of 

logs, the audit team will: 

• 

• 

• 

Review logging procedures; 

Interview personnel handling records or processing 
records corrections; and 

Observe each system 1 s operations. 

Audit . .sanctions -_ .......... ,----
The Attprney General 1 s Office will utilize the information 

aeveloped through the annual and systematic audits to evaluate 

.e 
criminal justice agencies' adherence to the Federal Regulations. 

When an agency is found to be in violation, the Attorney General's 

Office, through SAC, will immediately provide technical assistance 

and guidance in an effort to correct inappropriate procedures. 

•• 

• 

The Attorney General's Office, through SAC, reserves the right 

to suspend the services of the Central State Repository to any 

user agency, whether federally funded or not, which violates any 

Federal or State law or regulation respecting the processing of 

criminal history records. 

The Attorney General's Office will seek State legislation during 

• . the 1977 Legislative Session providing penalties against indivi-

• 

duals and criminal justice and non-criminal justice agencies for 

vi6lation of laws or regulations pertaining to the collection, 

storage, use, and dissemination of criminal history record 

information. 
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• 

• 

• 

• 

.e 

• 

• 

e_ 
e 

Section 5 

SECURITY 

Section 20.21(£) of the Federal Regulations, dated Friday, 

March 19, 1976, addresses several areas of security in both manual 

and automated systems. The State of Hawaii recognizes its 

responsibility to control systems access and to maintain strict 

accountability for system operations. This includes securing 

criminal history record information systems against natural and 

human forces which could damage, destroy, tamper with or compromise 

the data. The control and accountability encompass the Central 

State Repository and all other data processing installations subject 

to the Regulations. 

This subsection of the plan addresses the three topics listed 

below: 

• 

• 

Management control and personnel selection 

Hardware and software security measures 

Physical security measures • 

MANAGEMENT CONTROL AND PERSONNEL SELECTION 

Management Control 

Section 20.20(f) (4) requires that a " ••• criminal justice agency 

will screen and have the right to reject for employment, based on 

good cause, all personnel to be authorized to have direct access 

to criminal history record information." The regulations impact 

two computer installations within the State. First, they impact 
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• 

• 

• 

the State EDPD where the Central State Repository data base will 

e reside" Second, they impact the City and County of Honolulu Data 

processing Department. Both of these centers are in the process 

of implementing managerial control and personnel selection proce

dures relevant to the criminal justice application systems. 

The Office of the Attorney General will pursue legislation during 

the 1977 Session to {1} place in effect that fingerprints and 

• thorough background checks are made of all personnel subject to 

employment where criminal history record information is collected, 

stored, or disseminated and that the responsible criminal justice 

_ agency can accept or reject, based on good cause, a request for 

employment, and (2) provide for a responsible criminal justice 

agency to have the right to initiate or cause to be initiated 

,··e administrative action leading to the transfer or removal of personnel 

I 

I-
I 

I. 
I 

I 

• 

• 

authorized to have direct access to criminal history record infor

mation where such personnel violate the provisions of the Federal 

Regulations or other security requirements established for the 

collection, storage, or dissemination of criminal history record 

information. 

The Office of the Attorney General also plans, prior to December 31, 

1977, to institute procedures where computer processing is not 

utilized,. to assure that an individual or agency authorized direct 

acceSs to criminal history record information is responsible for: 

• 

• 

The physical security of criminal history record ' 
information under its control or in its custody • 

The protection of such information from unauthorized 
access disclosure, or dissemination • 
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• 

• 

• 

• 

• 

• 

These procedures will be instituted in all local, county, and 

4It state law enforcement departments where manual criminal history 

record information is stored. These procedures will also provide 

that direct access to criminal history record information shall be 

available only to authorized officers or employees of a criminal 

justice agency and, as necessary, other authorized personnel 

essential to the proper operation of the criminal history record 

information system, be it manual or automated. 

The Office of the Attorney General, throu.gh SAC, will have the 

responsibility to insure implementation of the plan, operational 

review of the procedures, and recommendations to change an unsatis

factory operation of the Central State Repository in order to 

assure that the Central State Repository is adhering to the 

Federal Regulations. This authority \1'ill apply to both manual and 

automated systems. 

Personnel Selection 

All personnel having access to manual or computerized criminal 

histories stored by the Central State Repository or manual records 

stored by law enforcement agencies will be employed by criminal 

.-

justice agencies with the exception of computer operations personnel 

of the computer facility serving as the service bureau to the 

Central $tate Repository. These operations personnel, will, 

however, be under the management control of the Central State 

Repository. These employees will be screened, prior to employment, 

by means of background checkS and fingerprint search. The existence 

of a criminal history record or other related criteria on an 

employee/applicant may be automatic disqualification for employment. 
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• 
Each applicant's background will be examined individually and 

thorough interviews will be held. 

The City and County Data Processing Department has designated 

selected individuals to the maintenance, enhancement, and develop-

• ment of criminal justice applications. In addition, all data 

entry to the arrest index maintained at this installation is 

performed by the Honolulu Police Department. 

• 

• 

.e 

• 

• 

• 

• 

The State EDP Division is not currently processing, storing, or 

disseminating criminal justice information. They will, however 

become the host computer for the data bases of the following criminal 

justice applications: 

FOCUS - The Corrections System 

HAJIS - The Courts Systems 

013TS/CCH 

The systems analysts, computer programmers, and data input operators 

responsible for the development, implementation,. and maintenance of 

the court system and the corrections system will be employed by the 

corresponding agencies. The analysts and programmers responsible 

for the OBTS/CCH 'N"ill be employed by SAC. The data input operators 

will be employed by the appropriate criminal justice agency. 

Section 20.21(f) (B) requires that "A criminal justice agency will: 

Have the right to initiate or cause to be initiated administrative 

action leading to the transfer or removal of personnel authorized 

to have direct access to such information where such personnel 

violate the provisions of these regulations or other security 

requirements established for the collection, storage, or 
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• 

• 

• 

• 

• e 

dissemination of criminal history record information." This will 

be implemented in the State of Hawaii where the appropriate criminal 

justice agencies are responsible for their personnel selection and 

security clearances on all programmers, analysts, and data input 

operators. This authority will include veto over personnel 

selection and personnel assignment utilizing data gathered through 

background checks. It will also apply to secretaries, guards, 

maintenance personnel, computer operators, contractors, as well as 

individuals whose duties clearly require direct access. These 

procedures will not conflict with any state employment practices 

already in existence. In addition, all security measures inherent 

in the applications software will be designed by their own staff, 

thus reducing the role of the EDPD to that of a service bureau • 

The use of non-criminal justice personnel will be allO'~.qable under 

Section 20.21(b) (3) of the Federal Regulations for purposes of 

systems development, including programming and data conversion, 

• but only to the extent "to provide services required for the admin-

istration of criminal justice." This access will be granted by 

means of user agreements and individuals will be subject to the 

• sanctions for breach of security procedures. (See Agreements and 

Sanctions in Section 3 of this plan, Limits on Dissemination.) 

When such personnel are utilized, they will function under the 

• direction of and perform duties for the benefit of the Central 

State Repository. Such individuals utilized for this purpose will 

be considered equivalent to employees, and the same level of 

ee 

• 

personnel clearance will be obtained as would be sought for full

time employees of the Central State Repository in similar situations. 
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• 

• 

• 

• 

• 

.8 

• 

I :. 
I· I 

I 

I !. !e 
I 
, 

• 

The appropriate criminal justice agencies in the State of Hawaii 

will provide for a personnel clearance system for use in agencies 

which have the responsibility for maintai.ning or disseminating 

criminal history information. The State will also establish 

procedures for granting clearances for access to criminal his-

tory information as well as areas where criminal history data 

is maintained. Clearances will be granted in accordance with 

strict right-to-know and need-to-know principles. The personnel 

clearance system will allow for selective clearances, allowing 

less than unconditional access to all areas. Clearances will 

be selected to the point of qenying access because of the 

absence of the need-to-know. Clearances granted by one agency 

will be given full faith and credit by another agency. Ulti

mate responsibility for the integrity of the persons granted 

right-to-know clearances remains at all times with the agency 

. granting the clearance. Right-to-know clearances are executory 

and may be revoked or reduced to a lower sensitivity classifi-

cation at the will of the grantor. Adequate notice will be 

given of the reduction or revocation to all other agencies that 

previously relied upon such clearances. 

Specific training requirements will be set forth for all 

personnel directly associated with the maintenance or dissemi-

nation of criminal history data. The training program will 

include the creation of a statewide training manual as well 

as training sessions to brief all personnel regarding the 

rules and regulations. 



• 
Ji?ersonnel with access 1:0 the law enforcement t'erminal networks 

4It will be thoroughly trained in the use of the terminals and will '. 
• 

• 

be briefed in security procedures. Personnel working in the 

computer center serving the Central State Repository will be trained 

in security procedures at the time of employment. These procedures 

will be reviewed by the Office of the ~ttorney General and will 

include a briefing by the appropriate criminal justice agency with 

all current and future personnel to make them familiar with the 

substance and intent of the Federal Regulations. 

Hardware and Software Security Measure 

• The Regulations require that where computerized data processing is 

employed, effective and technologically advanced software and 

.e 
hardware designs are instituted to prevent unauthorized access 

to such information. Currently, there are no laws, statutes, 

or executive orders in the State of Hawaii which address data 

processing safeguards and requirements. The State EDP Division, 

acting as the Central State Repository service bureau, is developing 

and instituting effective controls and procedures to insure the 

security of computer and teleprocessing facilities against improper 

• or unauthorized use. 

• 

. ~ 
• 

The Central State Repository data base will be housed within the 

State EDP Division. However, the management control of the central 

State Repository will be under SAC as presented in the subsection, 

Manageml:mt Control . 

The Central State Repository will develop effective controls for 

securing teleprocessing facilities and data against improper or 
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• 

• 

• 

unauthorized use. Teleprocessing security will be based upon -four 

__ measures which help to prevent unauthorized persons from accessing 

on-line data. These measures are (1) the teleprocessing system is 

operable only during specific working hours; (2) the terminals are 

located where the terminal operator can be observed; (3) a password 

sign-on procedure will be taken to gain initial access to the 

teleprocessing system; and (4) terminals will have access only to 

authorized data files. 

Technical capabilities of the computer itself can also protect the 

system from compromises. These security features will include 

• protection through the identification, verification, and authori-

• 

• 

zation of persons, data files, and access modes within the system. 

Legislation will be pursued by the Office of the Attorney General 

during the 1977 Session giving SAC 'the statutory responsibility to 

insure that the data processing center has adequate coni:rol of 

access to criminal history record inforreation system facilities, 

system operating environments, data file contents in use or stored 

in a media library, the system documentation conforming with 

security standards required by the Federal Regulations and security 

standards provided by such legislation. 

~erminal and 0Ee~tor Identification. Many systems allow a user 

• at a remote location to access the computer via telecoIDnlunications 

facilities and terminal devices. Therefore, an identification 

• 

code of a terminal user will be implemented for each remote terminal 

as a precondition for entering the files. The terminal being used 

will also be positively identified. On a batch job not submitted 
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• 

• 
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• 

.-

at a terminal, the job card will carry the identification code. 

Within each agency, terminal use will be assigned to a limited 

and identified group of individuals. 

The access rights of a user will be explicitly denoted in any 

situation where partial rights exist, e.g., for a limited access 

file or where reading is permitted but changes and deletions are 

not. An authorization table (or matrix) will be stored with the 

data showing a list of authorized users of the data and their 

access rights. Access to this table will be strictly limited to 

persons authorized to modify the table and will be stored separately 

from the data. 

For particularly sensitive data, a callback procedure will be 

instituted, in addition to the recognition of the personal identi

fication number, to authenticate the identity of users requesting 

confidential data from remote terminals. 

• These security measures will be inherent in the applications 

program terminal access methods provided by the responsible crimi

nal justice agency. 

• 

• 

--
• 

The computer will be programmed to log the identity of all users, 

and the date of access. This information shall be maintained for 

twelve (+2) months. 

Da'ta Storage. Currently, the State EDP Division computer is a 

large":scale system which does not have the hardware/software 

capability for file protect measures. However, they are currently 

utilizing a Data Base Management System which will allow' encryption 
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• 

• 

• 

and data element classification of data for elimination of 

unauthorized access. In the future, should the State EDP Division 

upgrade its computer system to a more sophisticated large-scale 

system, the hardware/software capability will be available for 

such file protect measures. At that time, computer systems will 

be programmed to isolate users, to check their own operations, 

and to detect intrusions and other violations. 

• The security software will establish the proper authorizations 

to control inquiry and update. This authorization applies to all 

resources to which a user can have access, and to the mode of 

• access. 

·e 

• 

The security programs will be designed wherever technically 

possible in such a way that they cannot be compromised. As new 

techniques become apparent for bypassing the security facilities, 

the programs will be modified within the existing hardware 

constraints to seal the leak. 

Data will be stored in a data base management classification 

system according to scope of permitted access and sensitivity of 

• the data. 

• 

• 
L 

Confidential criminal justice records that are maintained on-line 

in a 'time-shared, remote access computer system will be either 

password protected or have some form of encryption that at least 

prevents accidental disclosure, or both. 

Passwords, in addition to a personal identification number, will 

serVe for authentication of a userls identity and will be used 
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• 
to authenticate the authorization of a user to access a file. 

Passwords will be subject to change as often as wanted by the user. 

The more sensitive the data, the more complex will be the encryp

tion for transmission purposes. As a minimum for confidential 

• records maintained on-line, a data base element selection process 

~or identifying various fields of a record, or various records 

• 

• 

e 

in a file, will be applied. 

System hardware and software shall contain mechanical controls to 

insure that all on-line data inquiries and machine-generated 

reports will contain only the information which each user is 

authorized to obtain. 

System software shall be implemented to erase and clear automati

cally all media for the storage of data when purging is required. 

Duplicated computer files will be created as a countermeasure 

for unauthorized destruction of original files and all computer 

tapes or discs will be secured in a safe· storage' area. Secondary 

storage will be used for backup. 

• For the purposes of record retention, duplicate computer files or 

backup files will be secured in a manner similar to the original 

files. In this way, record retention schedules will apply uniformly 

• 

e_ 
• 

to all computerized records as well as related records in secondary 

or backup storage. 

Data Entry. The SAC, with management control of the Central 

State Repository, will have the authority to require that a 
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e 

• 

e.e 

specific data element which fails to satisfy the standards of 

accuracy or completeness will be excluded or deleted from indi-

vidual record information. 

Where data is sUbmitted to the user agency data entry center on 

reporting forms, the responsible data entry center will establish 

procedures for destroying these forms or storing them in a secure 

environment after data is entered in the computer. 

File Protect Software. Edit programs will be created by the 

appropriate developmental agencies to periodically audit criminal 

history record transactions. As SAC has the responsibility for 

management control of the Central State Repository, they will 

initiate procedures to disconnect any remote terminal whenever 

repeated errors indicate that tampering is taking place. 

All application programs will be written, installed, and stored 

by the appropriate agency systems management and technical 

• personnel. Records of these programs will be stored under maximuro. 

security conditions. No other persons, including staff and repair 

e 

• 

• 

personnel, will be permitted to know these programs. 

The concept underlying this standard is that all sensitive 

application programs will be prepared by a limited number of 

authorired criminal justice agency personnel. All activities 

related to these programs will be performed by these personnel only. 

As discussed elsewhere in this plan, the only existing automated 

system containing criminal history type of data resides at the 

City and County of Honolulu's Data Processing Department. The only 
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• 
agency having the capability of altering this file is the 

4It Honolulu Police Department. The police department has issued very 

• 

• 

• 

·e 

• 

• 

.-
• 

specific General Orders concerning the usage of all access termi-

nals. The applicable portion of General Order 74-6 addressing 

access via terminals to operational information and criminal 

history information is as follows: 

"AccesS Prohibited 

A. All personnel not directly assigned to any 
division wherein official records and files 
are kept, unless otherwise authorized are 
prohibited access to such"records and files. 

B. Personnel not duly assigned or authorized, 
desiring information contained in such files 
or records, shall make requests through the 
Commanding Officer of the division or such 
subordinates as he may designate . 

. Main"tenance of Equipment and security of Computer Files 

With the inception of data processing into the police 
services, remote terminals are used in various divisions. 
Personnel assigned to operate these terminals will have 
access to the files in accordance with the following 
procedures: 

A. Division Commanders shall be responsible for 
the proper use and care of the data processing 
equipment installed in their respective divisions. 

B. No person shall attempt to operate the remote 
terminal unless he has received explicit permission 
from the Division Commander responsible for the 
security of that terminal. 

C. No person shall operate the remote terminals 
until he has been trained to do so. 

D. All additions, changes, and deletions in computer 
files shall be performed only by designated 
personnel within th~ respective divisions. 

E. All data stored within the computer is confi
dential and is restricted to official police 
use only. 



• 

• 

• 

• 

• 

F. Remote terminals shall not be used for any 
unofficial business. 

(1) Requests for information by private 
concerns for private interests shall 
not be granted except with the express 
approval of the Division Commander. 

(2) All such requests shall be referred to 
the department or unit responsible 
'for the input of the source data. ' 
(e.g., Registered Owner checks by an 
insurance company shall be referred 
to the Motor Vehicle Registration Bureau •. ) " 

Upon and in conjunction with the implementation of OBTS/CCH,.the 

SAC Director will have the responsibility to develop specific 

instructions of terminal use. These instructions will be given 

to each agency as part of the initial training and orientation 

in the use of the new system. This will take place concurrently 

with each agency coming on-line to the system. 

physical Securi·ty 

All appropriate criminal justice agencies and the State EDP 

• Division will adopt adequate procedures for controlling physical 

access to remote terminals and the computer facility by staff, 

maintenanc~ ... pe:t'fron·~~i and visitors. These procedures may include, 
~ ... , .. 

• but" n'~t be limited to, the use of guards, keys, badges, access 

• 

• 

restrictions, clearance systems, sign-in logs, and similar controls. 

Access to computer rooms and file storage areas will be guarded by 

locked doors and access permission issued only to authorized 

personnel. The control of access to the computer room will be 

effectively administered by the responsible computer center and 

kept in force on all shifts. Visitors must seek permission from 

the sponsitory agency before gaining access into the computer room. 
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• 
Upon entry, the visitor will be given a badge to wear for identi

e fication. A log book will also be maintained for both entry and 

exit by visitors. 

All persons having access to the rooms where hardware is kept, 

• including the locations of the remote terminals, will be properly 

identified and "need to be present." 

• 

• 

·e 

Physical security measures which store automated criminal history 

record information will include, but not be limited to: (1) the 

installation of a highly efficient gas fire protection system; 

(2) strict control of computer room access through locked doors; 

(3) implementation of storage media control procedures; (4) storage 

of crucial data files in a fireproof locked vault; (5) enforcement 

of tight security measures for teleprocessing services; and 

(6) establishment of backup and recovery procedures. 

Operational Control. Standardized operations logs covered by 

• procedures will be kept and be subject to supervisory review. 

Logs will provide operations management personnel with the major 

source of information about equipment downtime and recurring 

• problems for the purpose of error analysis. Procedures will cover 

the submissIon, running, and return of programs and data. 

Procedures will also cover the interaction of operations personnel 

• with the personnel involved in certain maintenance aspects of the 

computer. Operations procedures will cover the disposal of computer 

output and punched cards. 
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• 

These procedures will be subject to review by the Central State 

Repository to insure compliance with State and Federal Privacy 

and Security Regulations. 

Recovery and BackuE_ In the area of hardware r~covery, a compa-

• tible backup computer will be designated either within the 

organization or in an outside facility to take care of essential 

daily processing in the event of severe computer malfunction or 

• damage requiring extensive repairs. In the case of the central 

State Repository, this will be the University of Hawaii Computer 

Center. 

• In the area of software recovery, backup copies will be maintained 

in a secure location for all systems and crucial applications 

software and key data files. Also, a current set of the more 

critical data files will be maintained together with a copy of 

computer programs and related documentation at a remote locatiJn 

I 

I· 
I 

away from the computer room. 

I 

• 

• 
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• Section 6 

. 'INDIVIDUAL' ACCESS' AND' REVIEW 

• Every criminal justice agency in the State of Hawaii will provide 

for the right of access and review. Generally, this right has 

already been provided for, either formally by statute or general 

• orders and policy. Under the authority of the Attorney General's 

Office, the State has prepared the access and review procedures 

for use in each criminal justice agency maintaining criminal 

• history information. These procedures became operational on 

·e 
I 

I. 

I 
! 

• 

• 

•• 
• 

March_.1-F~-·''T976. The procedures for access and review are shown 

in Appendix F to this plan. For the sake of expediency, they 

were initially instigated under the authority of the Attorney 

General. Thereafter, the Attorney General's Office will pursue 

additional legislative authority where necessary during the 

1977 Legislative Session. 

With the establishment of the Central State Repository and the 

OBTS/CCH, the procedures and mechanics of access and review· will 

change. At that time, the complete criminal history record will 

be available at one location. Any procedural changes required 

at that time will comply with the regulations and will enhance, 

and make more expedient, the procedures to be implemented now. 

Individuals will only be able to get parts of their complete 

criminal history at the various criminal justice agencies • 
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• 
Because there is no Central State Repository at this time, the 

4It individual agencies will maintain only that data that falls within 

their jurisdictions. The Honolulu Police Department does, however, 

receive dispositions back from the courts. 

• For that reason, posters have been placed at each pertinent 

agency, in a conspicuous place, specifying exactly what data is 

available at that agency, what procedure is to be followed to 

• get additional data from other agencies, the hours that this 

• 

service is available, and any fees for the service. 

Generally speaking, the data available for review will be 

objective, verifiable, accurate, and complete. An individual 

may pursue his entire formal file at the police departments. All 

such requests to do so must be in writing and be approved by the 

Officer-in-Charge of the Records and Identification Division. 

The following statute addresses the availability of records for 

• inspection within the courts and prosecuting· attorney's office. 

'~m92-4. Public Records'; availablefo'r inspection; 

• 

• 

cost of copies. 

All public records shall be available for inspection 
by any person during established office hours unless 
public inspection of such records is in violation of 
any other state or federal law, provided that, except 
where such records are open under any rule of court, 
the Attorney General and the responsible attorneys of 

. the various counties may determine which records in 
their offices may be \vi thheld from public inspection 
when such records pertain to the preparation of the 
prosecution or defense of any action or proceeding, 
prior to its commencement, to which the State or 
county is or may be a party, or when such records do 

~. !. not relate to a matter in violation of law and are 
deemed necessary for the protection of the character 
or reputation of any person • 
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• 

·e 

Certified copies of extracts from public records 
shall be given by the officer having the same in 
custody to any person demanding the same and paying 
or tendering twenty cents ~ folio of one hundred 
words for such copies or extracts. (L1959, c 43, 
§4; Supp §7A-4)" 

There is no specific statute concerning access and review as it 

relates to corrections. As mentioned earlier in this plan, the 

OBSCIS Committee is in the process of developing its legislative 

requirements for total compliance with the Regulations. The 

information available for review has not been formalized or 

standardized by legislation, general orders, or documented 

departmental policies. It should be reiterated that the general 

policies are not standard throughout the correctional agencies 

but served as the foundation upon which the formal procedures were 

implemented prior to March 16, 1976. 

Any individual wishing to review criminal history data must 

verify his identity. The Honolulu Police Department General 

• Orders require the verification to be by fingerprints. 

• 

• 

• 

An individual should be given a document copy only when it is the 

intention to register a formal challenge that the document 

contains erroneous data and the copy is required to adequately 

prepare the challenge. It is the desire of the State of' Hawaii 

and all relevant agencies to maintain the highest degree of 

accuracy in all files containing criminal history data. For this 

reason, th~ procedures for challenge have been designed in as 

simple and straightforward a manner as possible • 
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• 
Each agency, as part of the certification and ~greement, will 

~ specify a department within the agency responsible for conducting 

• 

• 

• 

• 

·e 

• 

• 

.~ 

• 

administrative reviews of all challenges. In the event that the 

challenge of erroneous data is well founded, the errors will be 

corrected and a list of non-criminal justice agencies or individual 

recipients of the erroneous data will be provided. If it is the 

best judgment of the challenged agency that the data is not in 

error, the individual will be notified of that decision. The 

individual has the right to appeal that decision. The Privacy 

Committee will be responsible for hearing all appeals. 
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• Section 7 

RESPONSIBILITIES OF INVOLVED AGENCIES 

• This section of the plan addresses the responsibilities of all 

agencies involved in the successful implementation of the plan. 

These responsibilities may be redundant with topics discussed 

• elsewhere in the plan; however, they are repeated here for 

• 

• 

• 

• 

• 

clarification. 

The implementation of this plan will be a collective effort by 

several different agencies. Each agency will assume the appro-

priate position that falls within its technical charter or that 

it is legis.latively responsible for by virtue of existing statutes. 

Where the responsibility is not clear, more specific legislation 

will be pursued by the Attorney General. In the interim and for 

the sake of expediency, the following responsibilities have been 

assigned. 

The Attorney General's Office 

The Attorney General's Office has, by virtue of existing statutes, 

overall responsibility for the collection of criminal history 

statistics. This plan addresses that authority and extends its 

responsibilities to encompass the following activities: 

• 

• 

Executive/statutory designation of responsible 
criminal justice agencies. 

Development and implementation of annual audits 
and quality control procedures to ensure compliance 
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• 

• 

• 

• 

with the Regulations. These audits will address 
the collection, storage, and dissemination of 
criminal history information. 

Preparation of formal agreements and notices to 
be entered into between disseminating and recipient 
agencies. 

Preparation of appropriate sanctions for non
compliance to the Regulations. 

Pursue legislation to establish a Central State 
Repository. 

Hawaii recognizes the need to review and update all statutes 

related'to privacy and security. Therefore, the Attorney General 

will conduct a complete review of existing statutes, and will 

e\ prepare a comprehensive security and privacy bill, including 

sanctions,. for consideration at the 1977 Legislative Session. 

.e 

• 

• 

• 

e_ 
• 
~-

Statistical Analysis Center 

The Statistical Analysis Center is the agency that will design, 

program, and implement the OBTS/CCH system. It will have 

managerial control over this system and therefore is in a 

position to assume major responsibilities for the implementation 

of this plan. Specifically, the Statistical Analysis Center will 

be responsible for the following: 

'" 

• 

•• 

.. 

Managerial control over the Central State Repository. 

Monitoring compliance with the restrictions set out 
in the Regulations. 

Completion of the certification requirements by 
March 16, 1976. 

Provide a comprehensive analysis, prior to December 31, 
1977, of the extent to which criminal history record 
information is disseminated to non-criminal justice 
agencies • 

Institute a delinquent disposition monitoring system • 
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State'LaW Enfor'cement' 'Pla'!l'nin'g A:;ren'cz 

As the State Planning Agency, SLEPA will be responsible for 

monitoring all future grants to ascertain appropriate plans for 

compliance with the Federal Privacy and Security Regulations. 

.§tateEl'ec'tr·on·ic' Dat'a Process'in'g' Divi's'i'on 

The State EDP Division will serve as a service bureau for the 

Central State Repository. As such it 'viII provide computer 

• operations service and house the data bases for the pertinent 

application systems. The State EDP Division will provide the 

physical security measures presented in this plan. All programming 

• and modifications will be the responsibility of the subject 

agencies. ,The State EDP will also be responsible to institute 

a personnel clearance system. 

I.e 

• 

• 

The Ci'ty and county of Honolulu Data P'rocessing Department 

The Honolulu Data Processing Department is included in this plan 

because it currently houses the data bases of existing criminal 

justice applications at the'local level. Similar to the State EDP, 

it serves as a service bureau. All updating and changes to the 

files are performed by the appropriate criminal justice agencies. 

OBSCIS Policy Committee 

The OBSCIS Policy Comn1ittee will be responsible for determining 

• the operational procedural changes required for total compliance 

to the Regulations by correctional agencies. The Comrnitteewill 

communicate and coordinate these to SAC. In the case of reguired 

executive or legislative needs, the Committee will work with the -- Ati.~orney General. 
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• 

• 

• 

·e 

• 

• 

e_ 

All Other' Agencies GoVern'ed by 'the Regu'l'a'tions 

All other agencies will, under the authority and direction of the 

Attorney General, comply with the Regulations of privacy and 

security. This compliance encompasses primary and secondary 

dissemination of criminal history information, the execution of 

appropriate agreements and notices relevant to dissemination, 

receipt, and usage of such data, and all other requirements 

concerning the storage and maintenance of such data. In addition, 

the right of access and review policy shall be implemented 

according to the procedures presented in this plan. 
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• 

• 

ee 

• 

Section 8 

, 'IMPLEMENTATION MILESTONE 'SCHEDULE 

The implementation schedule is, to a large extent, based on the 

results of the completed certification process. Coupled with the 

certifications the following important milestones have been 

identified and scheduled. 

. AC't:ivi'ty 

Legislation establishing a 
Central State Repository 

Complete legislation prepared and 
presented by the Attorney General's 
Office to institute policies and 
procedures for implementation of 
the plan to comply with the Federal 
Regulations 

Access and Review Procedures 
established and implemented 

Certification Process completed 

Agreements and Notices developed 

Sanctions for Non-Compliance 
established 

Privacy Committee formed 

Felony Offender Computerized Update 
System (FOCUS) implementation 
started 

OBTS/CCH initial programming 
completed 

Conduct computer utilization review 
(Criminal Justice Applications) 

HAJIS pr~gramming completed 
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. Milestone Date -
April 1, 1977 

Decero.ber I, 1976 

March 16, 1976 

March 16, 1976 

March 16; 1976 

March 16, 1976 

December 1976 

July 1, 1976 

December 1977 

December I, 1976 

July 1977 



• 

• 

• 

• 

• 

• 

• 

• 

The concept of maintaining dissemination. and secondary dissemi

~ nation logs will be instigated as part of the access and review 

procedures. The major milestone will be the development of the 

statewide OBTS/CCH system. At that time, all inquiries will be 

made to a single location, complete criminal histories will be 

available to authorized agencies, and all associated security 

measures will have been built into the system. (FOCUS, HAJIS, 

and OBTS/CCH dates are based on current schedules and subject to 

change should schedule or funding requirements change.) 
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• 
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• 

.e 

• 

• 

• 

-e 

• 

APPENDIX A 

CERTIFICATION PROCESS 

An integral part of Hawaii 1 s State Plan to implement the 

Department of Justice's rUles and regulations governing criminal 

history information is the certification statement. Hawaii's 

plan for accompli~hing this certification will be to make use 

of a certification checklist form, which has been completed by 

each and every agency which must comply with the rules and 

regulations. The certification checklist form utilized meets 

the needs of all the agencies involved and meets all of the 

requirements of the rules and regulations in regards to 

completeness and accuracy, limits on dissemination, audits and 

quality control, security, and individual righ~s of access 

and review. 

Ini tially, a c'over lettE?r explaining the ramifications of the 

new rules and regulations and a copy of the rules and regu

lations was sent to each concerned agency. Staff meniliers of 

the Statistical Analysis Center followed up these initial 

letters by direct contact with all the agencies. This contact, 

whether it was in person or by telephone, was for the purpose 

of responding to any questions that may have arisen. 

Once all remaining questions had been resolved, arrangements 

Were made by the SAC staff to meet with appropriate represen

tatives of the criminal justice agencies i;-'volved in order to 
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• 
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-- -~~~----------

distribute and complete the certification checklists. 

Certification checklists have been :~,)mpleted and submitted 

with this Security and Privacy Plan. The specific agencies 

that have been certified are listed belo\-T. 

1} LAW ENFORCEMENT 

Honolulu Police Department 
Maui Police Department 
Kauai Police Department 
Hawaii Police Department 

2) PROSECUTION 

The Attorney General's Office 
Honolulu Prosecutor's Office 

• Hawaii Prosecutor's Office 
Kauai Prosecutor's Office 
Maui County Attorney 

.e 

• 

• 

• 

e_ 
• 

3) DEPARTMENT OF SOCIAL SERVICES AND HOUSING 

Hawaii State Prison 
Kulani Honor Camp 
Olinda Honor Camp 
Kamehameha Conditional Release Center 
Conditional Release Center Administrator 
Maui Community Correctional Center 
Hala\va community Facility. 
Hile Correctional Community Facility 
Corrections Research and Statistics Bureau 
Hawaii Youth Correctional Facility, Kailua 

4) STATE JUDICIARY 

5) 

Administrative Director of the Courts 
First Circuit Court 

-Second Circuit Court 
Third Circuit Court 
Fifth Circuit Court 

First District Court 
Second District Court 
Third District Court 
Fifth District Court 

Including: 
Family Courts 
Detention Home Administrator, 

Honolulu 
Maui Detention Home 

STATISTICAL ANALYSIS' CENTER 
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The probation function falls vd thin, and is certified wi thin, 

~ the judiciary. 

• 

• 

• 

• 

.e 

• 

• 

• 

The remainder of this appendix presents the certifications 

and their respective narrative: 

Honolulu Police Department 

The certification of the Honolulu Police Department (BPD) is 

required, as it currently is the primary dissemination point 

of criminal history record information in the State. Along 

with the manual files housed at HPD, HPD transmits criminal 

history record information to and from the arrest index at the 

Honolulu Department of Data Systems via .telecommunications. 

The following certification checklist provides implementation 

dates for those areas which do not currently comply with the 

regulations. 

With the certification of the Honolulu Police Department, one 

procedure which is not currently implemented is 'physical 

protection against fire, flood, and other natural disasters for 

the manual files and terminals housed at HPD, with the exception 

of fire extinguishers. An estimated implementation date of 

sl,lch procedures is unknown at this time. 

Honolulu Department of Data Systems 

The certification of the Honolulu Department of Data Systems 

should be considered part of the Honolulu Police Department certi

fication. This data center serves as a service bureau, and there 

is a criminal justice unit whose function is to respond to the 
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• 

needs of the Honolulu Police Department and Prosecuting Attorney 

as required. All file updating and maintenance is performed by 

the Honolulu Police Department and the Bureau of Crime Statistics 

via a terminal at the Honolulu Police Department. The Honolulu 

Police Department determines all terminal security procedures 

and personnel clearance procedures. 

'I:he only agreement that this data center will have to enter into 

• will be with the Honolulu Police Department and neighbor island 

police departments. This agreement is required only because 

the data base for an arrest index is housed there. The arrest 

• index does contain all court dispositions which are entered 

.e 
into the system in a timely manner. It is the only file that 

contains criminal history type of data. This data, however, will 

no longer be necessary once the statewide OBTS/CCH becomes 

operational. The agreement, therefore, will be entered into in 

good faith immediately even though ·the OBTS/CCH system is 

• scheduled for implementation well in advance of ~he December, 1977, 

deadline. These ag:r:eements have been formally draw~l up by the 

Attorney General's Office and distributed to all pertinent 

• agencies prior to submission of this plan. 

• 

• 

It should be noted that the individual right of access is not 

applicable to this data center because, no agency or individual, 

with th~ exception of Honolulu Police Department, Bureau of Crime 

Statistics.,an"d neighbor island police departments, have access 

to this sensitive file. 
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central State Repository 

The certification for the Central State Repository is oriented 

towards the Statistical Analysis Center (SAC), as SAC will 

have the Management Control of the Central State Reposi-tory. At 

the writing of this plan, the State EDP Division does not process 

any criminal justice applications. They will, however, be 

certified at a later date in anticipation of eventually providing 

service bureau support for several criminal justice applications. 

The certification of SAC, therefore, addresses those procedures 

that will be implemented considering the existing status quo--

• that of having no automated sY8tems at the state level. 

• 

• 

• 

• 

The certification follows the logical series of events, leading, 

ultimately, to full compliance with the regulations and encompasses 

the major issues listed below: 

• 

• 

• 

Obtaining statutory/executive authority for the 
Central state Repository. 

Responsibility of the design and development of 
the OBTS/CCH system, thus having complete control 
of software procedures designed to ascertain 
complete disposition reporting within ninety (90) 
days. 

Dissemination of ~greements and appropriate 
notices to involved agencies. 

Executive Orders are being prepared by the Office of the Attorney 

General for designation of criminal justice agency authority, 

contractual agree~ents/notices and sanctions, and audits and 

quality cont:r.:ol. 

The appropriate certification checklists appear on the following 

pages. 
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CERTIFICATION FOR HONOLULU POLICE DEPARTMENT 

OPERATIONAL PROCEDURES 
Completeness and Accuracy 

Central State Repository: 
Statutory/Executive Authority 
Facilities and Staff 

Complete Disposition Reporting in 90 days from: 

rr~l~~a 

Pt'os.:ctctQr 
Trial Courts 
Appellate 
Probation 
Correctional Institutions 
Parole 

Query Before Dissemination: 
Notices/Agreements--Criminal Justice 

Systematic Audit: 
Delinquent Disposition Honitoring 
Accuracy Verification 
Hotic("oJ: Errors 

Limits on Dissemination 
Contractual Agreements/Notices and 
Sanctions in Effect For: 

Criminal Justice Agencies 
Non-CT:.minai Justice .... !!encies Granted 
Access by Law or Executive Order 
Servic; Agencies Under Contract 
Research Organizations 

Validating Agency Right of Access 
Rest~ictions On: 

Juvenile Record Dissemination 
Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal Justice Agencies 
Dissemination Without Disposition 

Audits and Quality Control 
Audi t Trail: 

Recreating Data Entry 
?rimary Dissemination Logs 
Secondary Dissemination Logs 

Annual Audit 

Now 
Implemcntcd 

JiI.!::.. 
J11.A... 

Yes 

~ 

~ 

* ..!i2-
JUA.. 
JiI.!::.. 
JiI.!::.. 

..!i2-

~ 
~ 
.1..ll. 

l!:-

No 

...fuL.. 

...fuL.. 

.liD-

.:ill. 

.Ytl... 

..N!L. 

....Yes.. 

.Ytl... 
~ 

...Yll. 

.Jill.. 

fiThis disposition will be enter·cd immcdintely along with all 
othcr di!\positions when thc statewide ORTS/Cell system becomes 
oprrntional--approximately Dcccmhcr I, 1976. 

A-6 

Reasons For 
Non-Im1l1ementation 

Lack: of 
Cost Tcchnicnl Authority 

-- -- --
-- -- --
-- -- --
-- -- --
-- -- --
-- _X_ --
-- -- --
-- -- --
-- -- --
-- -- -L 

-- -- --
-- -- --
-- -- --

-- -- _X_ 

X -- --
-- -- _X_ 

-- -- _X_ 

-- -- -L 

-- -- --
-- -- --
-- -- -1L 

-- -- --

-- -- --
-- -- --
-- -- --
-- -- --

Estimated 
Implementation 

Dnte 

--
--
--
--
--
UL1.7 

--
--
--
12/75 

--
--
--

12125 

12/75 

!1.L.LS 
!1.L.L5 

llL.1.S 

--
--
11J.J..S 

--

.--
--
--
--



------:---------------~~~-----

• 
·e 

• 

• 

• 

.e 

• 

• 

• 

•• 
• 

CERTIFICATION FOR HONOLULU POLICE DEPARTMENT (Continued) 

Reasons For 
Non-Implementation Estimated 

Now LaCK ot: Implementation 
Technical OrIJItATIONAI. I'ROCrmURIlS 

Scc:url t y 
Rxpcutivc/Statutory Designation of 
Ra~pansihlc Criminal Justice Agency 
Prevention o{ Un:lUthnriz:ed Access: 

Hanlwufc Design 
Software Design 

Dedicated Hardware: 
Termin:lls 
Communications Control 
Proccs~or 

Storage Devices 
Crillionl Just j ".e Agoncy Authority: 

Computer Operations Policy 
Access to Work Areas 
Selection :lnd Supel-vision of Personnel 

Assignment of Administrative Responsibility: 
Physical Security 
Unauthorized Access 

Physic:ll Protection Ag:linst: 
Access to Equipment 
Theft, S:lbotage 
F~Yr. rlon~. nth~~ N~tqr~l ni~a~tPp 

Employee Trainillj! Program 
Individual Right of Access 

Rules for Access 
Point of Review nnd Mechanism 
Challenge by Individu:lI 
AdDinistrativ~ Review 
Administrative Appeal 
Correction/Notification of Error 

Implemented 

~ 

.Jill.. 
JiL.Il 

~ 

.Jill.. 

..1UA 

..1!LA 

-.l::IU. . 
....ttl 
-X£!. 

.YC.s 

..Y.l:..s. 

--Yti 
..:r..u 
...NL 
~ 

~ 
Yes 

~ 
Yes 
Yes 

~ 

··This procedure is referenced in rhe preceding text. 

Cost. Authority Date 

-- -- -- --
~- -- -- --
-- - -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
- - ._- --
-- -- -- --
-- -- -- --
-- -- -- --
-L -- -- --
-- -- -- -

I certify that to the maximum extent feasible action has been 
taken to comply with the procedures set forth in the Privacy 
and Securit~ Plan of the State of ____ ~HA_W __ A_I~I~~ ______ ~ ____ __ 

(Applicable 
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CERTIFICATION FOR 
HONOLULU DEPART1-'lENT OF DATA SYSTEMS 

O[ll!RAT10NAL PROCEDURES 

Completencss and Accuracy 
Central State Repository: 

Statutory/fixecutive Authority 
Facilities and Staff 

Complete Disposition Reporting in 90 days from: 
Police 
Prosecutor 
Trial Courts 
ApeUate Courts 
Probation 
Correctional Institutions 
Parole 

Query Bcfore Dissemination: 
Notices/Agrecments--Crimina1 Justice 

Systematic Audit: 
Delinquent Disposition Monitoring 
Accuracy Verification 
Not icc of Errors 

Limits on Disscmination 
Contractual Agrecments/Notices and 
Sanctions in Effect For: 

Criminal Justice Agencies 
Non-Criminal Justice Agendes Granted 
.,cc!:!~ !,y L:"" t;;\T F~,:,r:'.I~;up nrtl"T' 

Service Agencics Under Contract 
Research Organi~ations 

Validating Agency Right of Access 
Restrictions On: 

Juvenilc Record Dissemination 
Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal J'lstice Agencies 
Dissemination Without Disposition 

Audits and Quality Control 
Audit Trail: 

Recreating Data Entry 
Primary Dissemination Logs 
Secondary Dissemination Logs 

Annual Audit 

Now 
Implemented 

!Y..A.. 
Jill.... 

Yes 

Yes 

~ 

1Y..A.. 
~ 
N/A 
N/A 

li'L. 

No' 

.lliL 
!i!L 

No --
~ 
No 

!i!L 
li2-

~ 
~ 

li2-
N/A 

!:.L 
!:.L 
!Y.1L 
1YA-

" 

'A-8 

Re:tsons For 
Non- In1ll1 emen t:t t ion 

J.nck oL 
Cost Technicnl Author'; ty 

. 

-- -- -
-- -- -
-- -- --
-- -- --
-- - --
-- -- --
-- -- --
-- -- --
-- -- --
-- -- -L 

-- -- _X_ 

-- -- _X_, 

-- -- _lC_ 

-- -- -X-

-- -- -L 

-- -- _X_ 

-- -- _X_ 

-- -- _X_ 

-- -- --
-- -- --
-- -- J.-

~- -- -

- -- --
-- -- -
- -- --
--:- -- --

-~~--

Estimated 
Implement:ltion 

Date 

--
--
--
--
--
--
--
--
--
12/75 

12/71 

lUl7 
J1l..17 

J.J..L:1S 

.!1L1S 
,li.L1S 

.lil1S 
JJJ:l.S 

--
-
.,l.2.l.:J.7 

-

--
---
-,-
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• 
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• 

• 

• 
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CERTIFICATION FOR 
HONOLULU DEPARTMENT OF DATA SYSTEMS (Continued) 

"-
Reasons For 

Non-Implementation Estimated 
Now Lack 01. Implementation 

OPERA'!'IONAL PROClmURf:S 

Security 
Executive/Statutory Designation of 
Responsiblc Criminal Justice Agency 
Prevention of Unautborized Access: 

Hardware D<:'si&n 
Software Design 

Dedicated 1I:Il'd,,'are: 
Terminals 
Communications Control 
Pn1cessor 
Storage Devices 

Ctiminal Justir.c Agency Authority: 
Computer Opcrations Policy 
Access to Work Areas 
Selection and Supcrvision of Personnel 

Assignment of Administrative Responsibility: 
Physical Security 
Unauthorized Access 

Physical Protection Against: 
Access to equipment 
Theft. Sabotage 
FiTI'. I:!Ol'lrl, 01 h ... r N:!tlIT;ll ni<;llo::t(,r 

Employee Training Program 
lndividual Right of Access 

Rules for Access 
Point of Review and ~!echanism 
Challenge by Individual 
Administrative Review 
Administrative Alll)()(tl 
Correction/Notification of Error 

, ImIllementcd 

.N.o-

.YruL 
Yes 

Yes --
li2-
~ 
JilL 

~ 
1!L 
JiL 

~ 

~ 

..YIw... 
~ 

.l!:L 

..Y!ti.. 

.JJ1A. 

.JJ1A. 

.l11A 

..JY.A. 

.JY.h.. 
~ 

*Sc~ ~crtification narrative and Section 2 of this plan. 

Cost Technical Allthority Date 

-- -- _X_ lli1.S 

-- -- -- --
-- -- -- --
-- -- -- --
_X_ -- _X_ --
_X_ -- _X_ --

X X -- --
-- -- _X_ --
-- -- _X_ --
-- -- _X_ --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --
-- -- -- --

--

I certify that to the maximum extent feasible action has been 
taken to comply with the procedures set forth in the Privacy 

'" 
" 
" 

'" 
* 
'" 

anrl Security Plan of the State of HAWAII 

Sig-ne-d==rd'c=I_,"""7"'~...:;.;..,-(f.-"-,.-I</=· ==Z=~)~ _____ ~_~ .. _~~-
(Applicable Agency Head) 
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CERTIFICATION FOR TIlE CENTRAL STATE REPOSITORY 
STATISTICAL ANALYSIS CENTER 

Reasons for 
t::aimatetl 

Now 
i-)lo.ll.:lE!p 1 ell.!£.n tat ion 

1.:Ic:k of llOlllelllcllt:lt iOIl 

~~ATJONAI. PROr.EIltJRHS 

f.OIllJl J e t~ ~ ~_.£'.!.l~ ..J..E5:.~I.!::sr 
Centr~l Stnte Repository: 

Stntutory/Exccutive Authority 
Facilities ~nd stafr 

CompJ('tc ilispositioll Reporting ill 90 days from: 

l'oHce 
I'rosccutor 
Trial Courts 
Apelln tt' Courts 
Prob:ltion 
CorrccLionnl lnstitutions 

Parole 
Query Before nlsseminntion: 

NOliccs/Acrccmcnts--CriminnJ Justice 

Systematic Audit: 
lleUn1lucnt 111 sposi (jon f.lonitoring 
Accurncy Verification 
Notic(' of Errors 

LimLt~.!I . .R~·; . .c:!'!J~!0:. ion 
rnnt Tn,-t "" 1 ~ """C'JllI'nt s/Not j ces and 
Saned OilS in i:u cc t For: 

Crimillal Justice Acellcics 
Non-Criminnl Justice AgenciC's Grantcd 
.... c~c~: or I.:n: ('!" f:x,:,cut!V,-, Onlcr 
Service AcC'ncics Under Contract 
Rese:lrch Organizations 

Valjdating ACellcy RiCht of Access 

Restrictions On: 
Juvenile R('cord Disseminntion 
Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal J~sticc Acencies 
Dir.sC'mination \\'i thout Disposi t ion 

Au~:!..'!~_..QII£llUL.~~ 
Audit Trnil: 

RCCT~atinG Data Entry 
Prinmr:r lli r,s('lIli nat iOll LOGS 
S('colI<l<1I'), lJj 55elllillat iOli 1.0 1: S 

Annual Audit 

Implemented 

.fuL. 

.fuL. 

.fuL 

.ll!L 
jilL-

.fuL 
1i.!L 
li!L.. 
..N!L 

..ti.IL 

..!:ilL 

.1l.9-

.l!!!.-

I 
J!L 

.l:ill-

.l:ill-
~ 

...No-

JlQ.... 

J1lL 

Ji.O_ 
.lio_ 

.l!2.-
-NIL 
..No-

..N.o-

co::t Tcchnical A\lth'H'ity 

-- -- _X_ 

-- -- _X_ 

-- -- _L 

-- -- _X_ 

-- -- ..:..K-

-- -- J_ 

-- -- :.A_ 

-- -- __ X_ 

-- -- .l-

-- -- J.-

-- -- -X-
-_. -- .-X-

I-I ....... _ .... X_ 

-- -- _X_ 

-- -- _X_ 

-- -- -1_ 

-- - _L 

-- -- -X-

-- -- -X-

-- -- -L.. 

-- -- _L 

-- -- -X-

-- -- _x_ 

-- -- _X_ 

-- -- -L. 

-- -- J..... 

I certify tllUt to the maximum extent feasible action has been 
taken to comply \Vi th the procedures S'. t forth in the Privacy 
and Security Plan of the State of HAWAII 

Signed d~7£Z;;rL-
(Applicable Agency Head) 
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lU.7.7 

12/75 

JU7.5 
l1}.1.S 
1111.5-
~W7 

lliJ.7 
J.IL'l.7 

lJ.D.7 
~Z17.7 

1]..1.1 5 

J,UIS 
J.J./.7.S 
J.J./-7. 5 
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• 

• 

. -"-1'1 APPFIOVED: 'eMil NO. 4:l-Rf')r;"1r, ~ ____________ ~ __ ~,~~' ____________________ ~~r~ ________________ ~ _____ ~~~' ____ ' ____ _ 

lNSTRUC1'IONS 
j • '(CS:"O·r;f'ARn.,ENT OF'JUST(C~ . ,., __ 

"LAW CNFOHCt.Mt.NT A~;!'I$TAtlCr.: '\i1MIIII~TRA'TION 
NA1"ONAL CrtllolIN/.t. JUSilCC I/IFOnlMTION AND 

l:iTATlSTICS SERVICE 
WASHIUG1'ON, D. C. 2(,531 

_, tlAM{:'!ADOHtZS:;' or SUOMITTING MiEIICY 

Police Department 
County of Haw~ii 
Hilo, Hawaii 96720 

.-
INFOf~MATION 

STATE;MENT 
(2B ell-:\ 20.1 • 20.38) 

A PPl.ICAU LI:: ST ATE 

Hawaii 

CONTACI NAME 

David GOI'·ffiERG 

Plea w provide t/w lollowir:f: inlormMif'l1l ~ 
comp/ate the a/t.1dlorJ ccrtiliclJtiotl {er":~ 
and rdurn 01/ part:t to 1/10 lIddrcs$ at i 
tiro left. , 

DATE PRr::PARED a 
2-26-76 

" 
TEl.. NO. (01'1'0 Arc .. Codo) 

808-961-2231 

• ' ' 1:'Doi5 your agenc:y "collect, store, or disseminate criminal history record information processed by either manual or 
automated opemtions?" "Criminal history record inrOi'mation" means information collected by cl'ir.Jin<~l justice 
agencies on indiViduals which consist of identifiable descriptions and notations of arrests, detentions, indict
ments, informations ,or other formal criminal charges, and any disposition arising t.herefrom, sentencing, correctional 
supervision and release. The term does llot include identification information such as fingerprint reconls to the 
extent that such information does not indicate involvement of the individual in the criminal justice system. • 

• 

• 

e 

e 

YES '!Xl NO 0 

.. ·2.lf'the answer above was "Yes," have LEA A funds been rnade available to -the agency sub;~quent to July 1,' 19i3-' { 
l-

fo, the collection, stomge 0' d;ssem;::on; ;nfo,mation, NO 0 · t 

, 3. ,Indicate the type of agency: 
~ 

o PROSECUTION o PUBLIC DEFENDER 

o CORRECTIONS 
" , . o COURTS 

4. Indicate the type o(system: 
. , S. Is the system automated? 

II 
·DNO ·"IT:f PA RT IAL I 

"'-'6-:-~D-oC-s-t-h-e-s-y-s-tc-' ,-n(-s-)-c-x-c-h-an-g-e-b-r-o-rm-a-t-io-n-w-it-h-o-t-h-e-r-s-y-s-'te'-m-s-?-·::---rn-'-y-· ~ES---'-0-' N-O-' ---------------.I~I_;I 
te 'HYes," specify which other systems: 

.-
. 0 ' 0' , -1""'t'I." ri1 . . Int.er-Countv !'I-REGIONAl. CE:NTRAL ST f..TE REPOSITORY L!::J NCIC l:.!:J OTHER(Specifv) ____ -:--___ :i..' ______ ~i \ I 
7:; lndicale population of primary geographic jurisdiction 

being served: 

--70,000" , ' 

~C-Name oC authorized agency official 

Ern~st J. FERGERSTRO~ 

8. Indicate approximate number of subjects included " 
system: 

00-5.000 rn 5,000-25.000 025,000-100,000 

o 100,000-500,000 o MORE THAN 500,000 

10. Title 

Chief of Police 

", 

le& 
• 11. Ar,cncy Mmc and nddlcss '-----------------------------i 12. 'Tel',No. (Elivo Arcn Cor/o) 

Police Dep3rtment 
County of Hawaii 
Hilo, Hawaii 96720 

, . 
•• tt en .. ,," 

A-ll 



• UNITED STATES D~PAR,TMEI-a OF JI)5'f1CE 
, 

f 

CERTIFiCATION FOR , Low EofolCOml)nl As~I!Olonca Admiolstrolian 

Nollonol Criminal Justicr. Information ond AGENCY SYST~MS OTHER THAN 
Stulls tics Sorvl co . THE CE'NTRAL 5T AT:: REPOSITORY 

Vlu3hington, D.C • .20531 

NAM£/f,nr)RE::S!I OF SUBMITTING A('f..N~Y ,APPLICf;OLr: STATE ,OAT PREPAHED 

Po1ic~ Department 
' . .. . 

County 'of, Ha1tlali' - Hawaii 2-26-76 . 
Hi 1.0 '. 'Ha;"luii 96720 ; 

: I-:~Hn ACT NAME. ,TELE?HOI-ll:: NO. (Clvl) (ltl>O ,tXI .. ) 

• 
David GOl·1BgRG 1303-961-2231 . 

TYPE OF AnENCY 

I y\ POLICE 
"~ 

' r I PROSECUTOR [JCOURT o PROOATION l'-j CORREC'r!ONAL • INSTITUTIOH C) PAROLe: 
. 

,INST RueT IONS: Cqrnpl<>ll! IItn(ollo\Yini!. 0" lllJproprioli,. r DATas ~ J, CHECK t.!JlRKS 
.!, /, 

OPERATIO~IAL PROCEDURE'S 
. , NOt~~~\~tcg~~ t~ -?2. IOcN t::TI~;1/\T<::C NO'll 

li"pL.EMr..NT·EO COST tTECI .L ,I\~~~~~~Y 
lM"".EMr,;I~T" TION 

DATE • 
Completeness and Accuracy ; - , 

" 
, , .. :.' 

Complete Disposition Reporting from: 
N/A i 

'P.olice 
I Plosecutor _VFE'"L 

• 
Tria(Courts Vnc:i , 

. Apcllatc. Courts' 
, 

Vp',S ! 

e· 
Plob()tion N/A 
t;orrectional Institutions , - N/A 
Paw!e _Y~ll • 

Systematic Audii: 
No 12/77 Delinquent Disposition MOJ)iloring 

Accuracy Verification . 
" 

No J.2/77 • 
limits on Oissemination 
, Contractua\Agrcemenls:Noticcs and Sanctions 

in Eflect fOi: 
]/16/16 Criminal JustIce Agencies No , 

Nori:Criminal Justice Agencies Granted Access 
~Jo 3/16/76_ " by La\'<' or Executive Order 

Service Agencies linder Contract Ho J /.lC)/7(~ 
Research Org<1lliZilllons NO ~ /1 /../'7h 

• 
, 

~ " Validating I\r,ency Rir,hl of Access Rcstriclions On: 
Juvenile ~ecord Dlss0mination .Yes.. 
Coniirmalicn of Rcccrd Existence YRR • 
Seccr,d3lY DissCflll[lation by, Noq-Crimtn::ll 
" Justice Ap,l)ncics JTo 12/17'7 

Dissemination Without Disposition Ye~.:; 

. 

e Audits aoo Quality Control 
Audit Tlail: 

l2l?7 RccfeJI illl! Data Enlry 1To 

Prtmary DI:iSCfnln:llion l.or,s ~lO 1 ~) /'1" 

SCCOf\dClfy DisscminiltlOn logs ~T II J;'" /-1'/. 

• 
. . . . -

I.l: M. ,.. \) Il/. (,(,00 1O ~'15 (Jolt/ln'H) I Ult, ",,,.,i I ( • "' A-12 
y 

,.J' 
------------....... --,~ ... -'-'! .. ~--"'---'-........ _ .... 



• 

• 

• 

• 

• 

• 

• 

Ie 
I 
i 

• 

, 

. 

. 

,J, CHeCK /.tAnKS 

1 ;;- OI\Tr.S~. 

. 
tl )l1.7'~':~1~:~:~~ ~i'~!1'fC:HI NOW 

I E<; T tMI\ l' GO . OPERATIOHAL PROCEDURES \/.IPL fo'IE ttT J\ T lOti 
IMPLE:Mt:NTE:O Ico~n liE:cHrllcAL IAG~~6rgTI DATE 

*Sccutlty 
Execulive'Statutory Designation of Responsible 

n/n. Criminal Justice Ar.ency 
P,cvenhon of. Unauthorized Access: 

. 
Hardware Design 11Th 
Soflware Dcsie,n ~i/,~ 

Dedicated Hardware: 
12/77. Terminals. No . 

H/lt Communications Control 
'Processor i~/A . 
Storage Devices nh 

Criminal Justica Agency Authority: -
Computer Of,<)rations Polley Yes 
Access to Worl< Areas I· Yes . 
Snlection and Supervision of Personnel Yes 

Assignment of Administrative Responsibility: -
Physlcat Security Yes 

. Unauthorized Access Yes 

Physical Protection Against: 
Access to Equipment Yes 

. Theft, Sahotage Yn", 

Fire, Flood, Other Naturai Disaster YP.R 

Employee Training Program 
, No 5/1/76 

Individual night of Access No Rules fOf Access 
Point of R;:)vioVi and Mechanism NO, 

Chall~r1go by :ndividual No 
Adlilinistr(Jlive Review No 
f!.dministrative Appeal No 

3/16/76 Coneclion/Notification of Erlol l~o 
_. 

,REMAnKS .. 

r 

. 

1..~~~~"'~~"'.''1111''.''' •• F_-"~':r ____ ~ .. ...- .......................... 

. .A-13 



• • 0' .. 
lI, s, DEPArn~.:ENT OF JUSTICE . __ _ 

a..AW f.NFClRCE:MU4T A:;:;IS7At,C;: AI'1MINI!jTRf,TION 
NATIONAL CrlIMINAL JUSTICe: HIFOHIMTION MID 

STATISTICS SEHVICI:: 
WASHINOTON, C, C, 20);31 

INFORMATION 
STATf.MEtH 

(28 CFR 20,1 ·20,38) 

........ 1IIfW. __ • • • t1~ ..... '-" 

INS TtWC'rJONS i 
PIeD 10 provide the {ol/owir:f; wlormtHit;>h ! 
comploto Ibe 1I/t,1C/ICc/ certification (orn: ~ 
lind return all port:! to lho ;Iddress M ,": 
tho left, fill NAIAI::/ADDRES:; OF SUOMITTING AGENCY .... PPLICAULE STATE DATE PREPARED 

• 

• 

• 

.' 

'. 
• 

• 

Police Department 
County of K:nta i 
3060 Umi Street 

.. L·!hue,) l-Iavluii 96766 

Hawa'{i Feb. 25, 1976 

COHTAC1' NAME TEL. NO. (01"0 AtO" Codo) 

Raymond P. Duvauchellc 2l~5~6721 

l.-'DCYJS your agency "collect. store. or disseminate criminal hi&tory record information processed by either manual or 
uutomated operations?" "Criminal history record information" means information collected by criminal justice 
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions. indict
ments, informations ,or other formal criminal charges, and any disposition ariSing therefrom. sentencing, correctional 
supervision and release, The term does not include identification information sllch as fingerprint recorlls to the 
extent that such information does not indicate involvement of the Individual in the criminal justice system. 

YES G NO 0 
'2. ·If'the answer abo~e was I'y~~,'" have LE'AA '('.lnd's 'bcen 'made availabie to -the agency subs;quent to July l,"i97'3- ~ 

- for the collection, storage or dissemination of information? t 
YES I[] NO o 

3. Indicate the type of agency: 

o PUBLIC DEFENDER ~POLICE 

DCOURTS 

4. Indicate the type c(systcm: 5: Is the system automated? 

, " o SUBJECT IN PROCESS ED CRIMINAL HISTORY DYES' 

·6. Docs the system(s) exchange infOlmation with "athc"r sJ;~tems"? ---c.:J ~r'ES O'No 
1("Yes," specify which other systems: 

I 
I 
~ , 
g 

.. I 
~ 

o RcGl'ONAL 0 CENTRAl. STATE REPOS:TORY -tlNCIC 0 OTHER(~pecifY) -----"----------

7:; Indicate population of primory geographic jurisdiction 
being served: 

8. Indicate approximate number of subjects included 
system: 

[C) O-S,OOO 0 5,000-25,000 025,000..100.000 

o 100,000-500,000 o MORE 'l'HAN 500.000 

~ . ' 
~ 
~ 

i 
5 

.~~ 

~ 
'/ 

l'...i 
~ 

~~ ________ ' __ ~ ____________ ~~ ______________ ~~-=~~ ___ 'T ______________ ~ ____________________ _ 

9. Namc of authorizcd agency official 10. -Title 

•• .,11. 

Roy K. Hir~hn Chief of Police 

12. ·Tel. No. (aivo Aratl Codo) 

~ 
, 

(808) 2L~5-6721 

• 



• 

• 

• 

• 

• 

·e 

,. 
! 

• 

• 

• . 

Ar1pnovr.o 
tJMIJ IJO. 41,f/O','Ir, ......... ......... .~;. I • 11 , 

UHI1'CO S"AH~ P!';P;\HTMCIH OF JUSTICE CERTIFiCATION FOR , LoVl (n/(/leclTlon! AHhtontu Adminlsttation 

Nallonol Criminal Justice InforrTiction and AGENCY SYSl'EHS OTHER THAN I 
Statistics Scrvlcc ' , THE CE'NTRAL 5T A TS REPOSITORY t 'Il(lshin9Ion. D.C. ;20531 

t~AME/I\cH)ft(:.S!i OF $UBMITTII!C Avl~NCY APPLICMlU': ~T ATE DATE PREPARED 

I Police Dc?ar l1lle,nt Hawaii Feb. ~5; 1976' 
County of Kauai 
3060 Uud Street 

CONT ACT NAME. Tf::LEPHOHE NO. (G/ve U'('{I I:U"o) l 

I Lihue, Hawaii . 9676!5 Raymond P. Duvauchelle 245-6721 J 
TyPE OF A!i!::NCY t Ix 1 PCl,LtCe: . [ I PROSECUTOR []COURT o PROElATION r-J CORRE:CTlONAL o PARoi..E ." INSTITUTION I 
I/JS1'HUCTlOI<~: C~tnpl<"IIJ /lUI lollowln,!, t..s ilI'Pt(!flrinlo. 

rDATES, i J; CHECK MARKs 

"- ... } 

OPERA-ClONAL PROCEDURE'S 
F/I:t,<;O~j" ,Fon 

f:$Tt:.\ATEC f NOW tJOU-IMPLl'MCNT 1\ rll)N 

IMPLEMENT ED LA\"'K OF IMPLEMf:: tlT t, 1'1011 t 
COST TECHNICAL r.\J'·riORITY DATE' I 

I 
. ,I Completeness and Accuracy ,. 

Complete Disposition Reporting rrom: 1 
~/A ~ 

, P.olice . 1 
PrciseclJfor yes ~ 

Trial" Courts yes 
, · 

,AlXlllate Courts' ye.s ~ · 
Probation ,yes ~. , 
Correctional Institutions no 12/77 · , 
Pacale yes . ~ 

· 1 , 
Systematic Audif: 

12/77 1 
Delinquent Disposition MOI)itoring no i 

Accuracy Velification 12/77 1 
.' 

.,.,,.., 
l 

~ 
Limits on Dissemination i 
, Contractual Agreements/Notices and Sanctions 

.j 
g 

in Efleet for: 
~ 

~ 

Ctimina! Jusllce Agencies no 3/16176 -1 
NOr):Criminill JU:;tICr. Agencies Granleo ACCeSS 

. 
i no 3/16/76 by Law or Execulive Older I 

Service Agencies Under Contract no 1flh/7o i 

Research Org3l1iZ<Jllofis no 3/16176 I 
ValidCltine ABcncy flir,ht of Acc('ss Rc)\riclicns On: 

j 

Juvenile ~ccord Dissemination yes j 

Confirmation 01 Rcco:d Exi'jIFJflce yes i 

Sccondnry OIS$emlnation by, Non-Criminal i 
~ " Justice Al!onclcs no 12/77 l 

!)isscmination Without Disposition yes 'I 

I\udits and Quality Control · ~I 
" · Audit Trail: 

12/77 
! 

Rccrcat ing D,1til Entry no 

Pllm:lIY DI~SCmln:llion Logs no l ~/'/''-
Sccoootiry Dissemination logs no I?/77 

"--- ~j -, .......... . ..... --...... ~ ............... ,~ .............. ~ ....... ,.. .... -........ ...---..- ~-...w~~~~"IiU/o_""'1 ....... ~,....r.~ 

l.foAl, rOHM />GOO/I 0 ((1.'15) (CJorl//roud 1711 /(,)Ii('("""' 

A-IS 
.-

· 



~ ,,' 

• 
OPERA TlONAL PROCEDURES 

f< Security 
Exccutivu/Statlllory C(!S ienal ion of Responsible 

Criminal Justicc Aj!cncy 

• Prevention 01. Unauthorized Access' 
Hard/:are Design 
Software Des iell 

Dedicaled lIardVl2re: 
Terminals. 
CommunicntiGns Conlrol 
'Processor • 
stOla'ge. Devices 

Criminal Justice' Agency Authority: 
Computer Operations Policy 
Access to Work Areas 
Selection and Sur;erv;slOn of Personnel I. 

I 

Assig,ll!1cnt of Administrative Responsibility 
Physical Security, 
'Unauthorized Access 

Physical Protection Against: 
~ Access /" Equipment 

, Theft, Sabotage • 
Fire, Flood, ot\1er Naturai Disaster 

Employee Training Progcam 
Individual Riiiht of Access 

Rules for Access 

• Point of Review and /I!cc.hanism 
Challenge by Individual 
Administrative Review 
Administrat'ivc Appeal 
Coneclion/Nciification of Error 

-• iHEMAHKS , 

• 

• 

• 

.l-
NOW 

IMP!.CM£.:tlTEO 

N/A 

N/A 

NiA 

. yes 
N/A 
N/A 

NiA 

yes 
yes 
yes 

yes 
y~s 

ves 
ve.s 
no 
no 

yes 
yes 
yes 
yes 
y~s 

yes 
yes 

. 

A-16 

C~II:cK MARK5 

~ t- bATr-:S~ • 

1U11/:,·~;r~;':~~.::: ~ -i'~\ I"'" C'lT 1M" 'r (~Cl 

leoH in:cll IC ,L IA~~~;;'~~'( 
IMPL t"!t~ III J\ T ION 

eM rc: 

1?/77 

12/77 

. 
j 
! . 1 

.j 
I 
I 
) 

i 
I , 

I 
I 
1 



• 

• 

• 

• 

• 

'. 
• 

, 

• 

, 
AP~~f"IO\j~D: C'An ~~O, 4:1·RI')'j-/~ 

'O';'s": O'EPl.r.n Eta OF JUSTICE .... __ 
"LAW CNf'Oflr;C),H.NT A5!.ISTANCt: AI11Aj/ll5TRATlON 

NATIONAL CFlllollNAI. JU!'>l'ICE INFOI1IAAl'ION MID 
r.l'ATI!;TICS !iERVICE 

Hlr:ORI~,ATION 

Sl'ATEMHIT 

/NS'IRUC1'/ONS 'f 

WASHIIlGTON, O. C. 20531 128 C F R 20.1 • 20.3<1) 

Plca.le provide thl! fol/alVir.(: IltiorrnMi?n, ~ 
comp/oto the altilcllOr( ccrl;ficlIliofi [arm 4 
lJmi return llll pDrt':! to 11,0 lIc1drcss at 
tlte left. 

NAME/ADORI!.SS OF SU[JMITTING AGENCY ,A~>PLIc.:AE1L£ STATE DATE PR£::PARt::O 

HAW\.ll 2/27/76 

MAUl CQUN.TY J?dLICE DEPARTMENT' 
CONTA~l' NAME; 

CAPT. T. ONAGA 244-7828 

l:'Doos yoar agt:nc:y "collect, store, or disseminate criminal history--retora iTrlOrmarron-processedlJy Dhffl!t manual or 
automated operatjon~'?" "Criminal history record infoin1:ltlOn" means information collected by crimin,d justice 
agencios on individua.ls which consist of identifiable descriptions ur.d notations of arrests, detentions, indict
meats, infotmations,or other formal criminal charges, and any disposition arising therefrom. sentencing, correctional. 
supervision rmd rel~ase. The term docs not include identification information such as fingerprint records to the 
extent that such information does not indicate involvement of the individual in the criminal justice system,. 

YES Lf] NO 0 
,:~J(th~ answer above was "Yes," have LEA A funds been made a~ni1able to -the agencys-ub~~quent to July 1,' i9io 

tor the collection, storage or dissemination of information? 

YES [K] NO 0 

3. !ndicate the type of agency: 

o PROSECUTION 

DCOURi: 

o PUBLIC DEFENDER 

o CORRECTIO'NS 

-;r:-lndicate the type or" system: S. Is the system automated? 

. . o SUE3JECT IN PROCESS !KJ CRIMINAL' HISTORY [KJ NO DYES 

·6. Does the system(s) ey.change information with other systems? [j YES (X] NO 

ff "Yes," specify which other systems: 

b REGI'ONAL 0 CENTRAL STATE REPOSITOiw q NCIC [j O-T!-!'ER(~pcci£y) --------------

7.' lndicate population of primary geographic judsdi.:tion 
being served: 

'59,000' 
~-.------~,--------------------------------

9.-Namo of authorized agency official 

8. Indicate approximate: number of subjects included 
sY5tcm: 

!Xl 0-5,000 05,000-25,000 025,000-100,000 

o 100,000-500,000 o MORE THAN 500.000 

10. -Title 

-: 

• ehiof Acraham Aiona 
tilt 11. Agency nnme nnd nddress 

Chief of Police 
12. -Tel. No. (ah'o Aroll Code) 

Hau:i. County Police Dcp<:lrtment 
Hailuku., Naui 

A-17 



• 

• 

• 

• 

• 

• 

• 

• 

APPROVEO 
(,Mil NO. 41·(l0'.'1r, ~,' ______________________________________________ ~ _________ ' ______________ ' __________ .' ____ . _______ ._l~~ 

I UNITED STATES DF.PAR,TMEIH OF JUSTICE 
Law En/orcamont Assistanco AI/ministration 

Notional Cdnlinal Ju~ljt:n Information and 
Stutistlcs Servlco 

Washington, D. C. ;20531 

r4I1ME/A(Jf)nES5 OF' SU8MITTING Av!::NCY 

.t-1AUI COUNTY. ,POLICE DEPAHTKENT 

I 1 poLICE . L i PROSECUTOR [JCOURT 

INSTRUCT10tlS: 'C(~rr1pl"tll I/m /ol/olvrn{!, os 1I1'pt~I,,;n:c. 

I 
1 

OPERATIONAL PROCEDURE'S 

CompJetencss and Accuracy 

, . 
Complete Disposition, Reporting from: 

Police 
Prosecufor 
Tria (Courrs 
·A~lIilte Courts' 
P[ob<ltion . , 
Corrcctir:nallnstitulions 
Parole 

S;'stematic Audii: 
Delinquc'nl Disposition MOQiloring 
Accuracy VerificatiQI) 

limits on Dissemination 
• Conlractual Agreements/Notices and Snndioils 

ill Wee! for: 
Grim1i1ol Justice AgenCieS 
No~:Climinal Justice Agencies Grailted Access 

by_ Law or Executive Order 
Serv'ice Agencies Under Contract 
RC!Jearch Oreanizations 

Validating I\r,cncy Right of Access Restricltons On: 
Juvenile R~cord Diss'minalio'l c c 

lirowtion of Record Existence COil 

Soco ndary Dissemination by NOIl·Criminal 
.uslicc Ap,l}ncies J 

Diss emination Withoul Disposition 

Audits a Ixl Quality Control 
TrLlil: Audit 

Rec 
Prim 
Seeo 

rcatinl~ Oil tll Entry 
ncy Ol5SCiTiination Logs 
ndarv DisscrninJlJOII Logs 

-------'.-------~~~-------- ---

CERTIFiCATION FOR 
AGENCY SYSTEMS OTHER THAN 

THE CE'NTRAL ST A T= REPOSITORY I 
Af'PLtCAULC STA TE DA rc PREPAHF.D 

o PROBATION t --l COnRECTIONAL 
• lNSTl1 UTtON 

---~-- CHECK MARKS ~-~ 
, 

----- ---------------- -----~--

\ -

[J PAROLE 

~ -----7--- ----~ 

___ v.~~_ 
, 

----- --- -----------+-------.....;.;1 
.-~~"~-----~ -------- ----.j,.J---:-·,-,_~-1-9-7-·J-l --~I 

'. --.:.:.--- - - ---- ---~- .--------- - - ---'-.::::--""'-"-........ -~; 
II " ~ 
II II 

No Df..~C 1977 
----~- - -~--- ------ -------- ._--_. 

A-18 

II II No 
- - ----- ------- ---------------"'" I __ u __ 

No 

,-. 
-----~--- - --- --- ---- ~------------

No 
l.\io 

v",", 

r.'T(') 

V:·~:; 

Y(~G 

"t{\"";: .. ~ 

No 

. - --,,------ --------~-

oor.".. ... 

----- -

, 

-

1 

.. II " j 
....; 

II " " 
" II 

II 

J 

[) -,('" 1<)7;"1 

~ 

, 

D ". . , J C)", ~/ 



• J. 
CHeCK MARKS 1 ~- UATr.S ~. 

. 
II In!it\i~·';,IJr,. iI{~,~, ~.!.!r-;r' ' ~I()W 

c',rW<\rEU 

OPERATIONAL PROCEDURES IMI-'LC'/t:~nATIOIl 
'MPLI.;Ml:WrCD COST rCCtllllC .lIJ\:..J.,-,r)I1ITY DJ\Tt 

* Security 
Executive/Statutory Oe5 icna lion of Responsible 

N/A Criminal Ju~tico Ar,cncy • Prevenllon of Unauthorized Access: 
f{aldl'i3rC Design NIl'-

Software Oesien N/A 

Dedicated Hardware: 
Terminals N/ll. 

~/ COffifiIUnic;J!iGns Conlrol 1'1 I 'A_ 

Processor 1'-J /7\ 

Stor,igc Devices N/;I\ 

Crimina I Justice Agency Authority: 
Computer Operations Policy . VAS 

• Access lo \;fork Areas Yes 
Selection and Su~{)rvislon of Personnel No X 12/77 

Assignment of Adrr.inistrativf! Responsibility 
Yes Physicc; \ "ecurity 

-.' 

Unauthorized Access Yes 

• 
Physical Protection Against: 
. Access to Equipment Yes 
Theft, Sabotage Yes 
Fire, Flocd, Other Naturai Dls~ster NO X 12/77 

Employee TrainIng Program Yes 
Indivirlua I Right of Access 

Rules for Access Yes 

• Point of ReVL.'i and Mechanism Yes 
Challenge by Individual Yes 
Administrative Review Yes 
Administrative i\ppea I Yes 
Correction/Notification of Error Yes 

• R!:.MAnKS 
. 

• 

• 

• 
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• 

• 

• 

• 

• 
I. 

! • , 

I 

• 

". 

• 

• 

t' II, s~· D'(:PM~'(}"Ctlr OF JI)~ liCE , . 
LAY: t:lIfOllcn,H ~:T A:,~I::'l A,l(;;: MlIII/I\<;'IIlI\TIOIi 
t/,J."(IO/1M .. Clut,II/l"l. JIJ'Hlr:r. Illr-{i/!I.\I,nOIl MID 

!.TI\TI~l'IC:; $CnVICi~ 

WA!:.IIIHc,T(nl, o. C,'20f.J\ 

1!!/AOOflC:;!i O~· SUUMlrTll1G AGe/iC)' 

~ 

, , 

I lIf Of:MA -f ION 
STATEIAEIH, 

/20 ern 20.1 - 2o.:ln) 

APPL..IC/,ULt:: £.T,\TI:: 

IN.')n~UC·J'IONS 

Plan /(~ /1(OYir/O t/w (o/fOI'l/,." IIdorll1fltif'" 
COlllp/(J/O tbe n(I,lcllOli r:crti('l:n/iofl (,,,",, 
1/(,,1 rdurn 011 pllII., to 010 (lddro.~11 (If: 
tho loft. ! 

Department of the Prosecuting 
Ci ty and Coun ty p£ Ilono lulu' 
1164 Bishop Street 

Harch 4, 1.976 
Attol'l1c:y 

~~------'----------------~-------------------------I COHTAC, III\M~ if.L. NO, (01 .. " .-Iron Co<Jo) 

lIonolult,l, IImv'aii 96813 Togo Nakagu\'lu 808-5234513 

l:~'Do~!,; yO'.lr a~~r:nc~ "COllect, slore,or dIsseminate crirnltlalltlstor'y record informatIon pr6cessc(tby eIther manHa~ or 
autfJmatcd opcratiom;?" "Criminal hbtory rccoid infOimatlOn" moans information conected hy crir.1in:Ll ju~;ticl} 
agencies on indivHluals which consist of identifiable descriptions and notations of arrests, detentions, indict· 
II1cats.inConmtions,or other formal criminal charges, and an!! disposition arisin~ therefrom. sentencinG, corrcctiOO:'l1 
supervisiorl nlld relt!:lse. The term docs not include identification inl·orrr.utlon such as fillgerprint reconls lO the 
extent that such information docs not indicate involvement of the individual in the criminal justico system. 

YES fi NO 0 
. -- .. ... .._ .. 

. '2. U"lhc answer above was "Yes," have LEAA funds been made nvnilablc to the ogency subsequent to July 1, 197::$ 
Cor the collection, storngc or disscmio;)lion of jnformation? 

YES [X] NO 0 

3. Inclicntc the type of ngency: 

[g:PfWS2CUTION 

o COURTS 

o PUDLIC DEFENDER 

o CORRECTIO'NS 

o POLICE 

4. Indicate the typo o(syslem: S. Is' the system automated? 

G. , 

--
'i:'" 

[SJ SUBJECT IN PROCESS rxJ CRIMINAl. HIST'ORY DYES 

Dv::s til,,: systc.:m(s) (!x.:;lwllge informaUon with "other sY~lcms"? "U;( ES' IXJ' NO 

H '''Yes,'' specify which othe, systems: : 

b RECIONJ\L 0 CENTf'lAL STATE Rf.POSITORY tJ t~Cf(::tj o:rll'E.R(specify) ________________ , ---.------

Indicate populudon of primary gc·ogrnpr.ic jurisdiction 
beine served: 

'10 O' ,0 0 0 

8. Iilciic!:\l.o npPcoldmnle nlllnber oC subjects included 
system: 

o O-!.i.OOO 05,000-25.000 025,000-100,000 

.------_._---------- o tOO,OOO-500.00() o ",lOng "fHJ\N 500,000 

:,---------------..... -.---------------------------,--.---~.----------,~-----------------------.------..... --9. NCirnc o( nUlhodzcd nl~cncy officinl . 10. -Tille 

:-'!:Pl ric c S .q) .i. ell z a Prosecuting Atto~l1e~ 



(,MIl /10, 11'\. r"',',",,, 

• ...---.. .. _ .. .. & ---:'1 

II NIT CD Sl''' H: ~ I) r: r /, H r MC H T 0 F J II S i ICE CEf\tl F IC"TIOI'~ r-or{ 
L(lYI ~nl()rr.(lIlI''''t A!I!I!:lonl;(! "dminl~II(Jlion 

AGEHCY S '(5T2/.\S OT Ht:R TIIM,! . HOlionol Ctiminnl Ju~"r.'! Informotion oml 
StClH~ tic.~ Scr"j cc THE CE'NTRAL S TA T:: REPOSITORY 

Washinglon, D.C. 205'31 

• :ti-AI4E/"\(1I)nE~!j ()F !.IJilMlT TitlG 1\(,r.N(,Y IAPI'l-\(;I\ULL :,r ,\ Tt:. ,DAn: PHt:i'ATIf:O 

Dept, of ' the Prosoclltint: J\ttorney Hawaii March 4 , 1976 
City and County 0 {' IIonolulu 
1164 Bishop Street ,<.:{)Ui /\Cl t1I\MF. T<:Lt:I'HOln- NO. «(Jive 1/",,, cu.I,,) 

Hono1u hi, Hawaii' 96813 Togo Nakagawa 808-5234513 

• ,YPl': 01' AI,eNC'" 

o POLICE IXJ PflOSECIJTOfl OCOUf1T o PROOATION Oconm:CTIONAL 
'INSTil urtON o PAROI.E: 

[liIS"n:UC'fIOTISi ("Impl"'" II,,, (o/h'W/II(:. D.' Ilt'I""flrinlc:-:: 

·r Ct\~CK I·\J\RKS 
-~ .,r:- O''lTES~, 

rn; ,\'iON'; r O'? 
C~Tl:: J' T':.:: 

OPERATIOHAL rfWCEDURE'S HOVI NOI'HMPLt'lI.r:NT'. "nN 
iI":F-L Cll.r. r IT r, T tON IMPLCI.lr.llT EO 

ICOST lC ! ,,;j;: ;;~,~~~ v GA IE 
• 

. i 
Coolp!etcness <lnd Accuracy I -

-I Compleli! CiS\Josllion Reporting [rom: 
NA Potice 

• 
losecutor NA ¥ 

Trial Courts Ye's 
,i\rol\ate COdrts' Yes 
Probation y :s 
Corrl'lcticna! Institutions Nt\ • 
Parole NA ; 

S~sh~!\!ulic i\cdti: 
Yes Oclinqtll'111 Disposition MOI.lilOflllg 

ACCUf<lCY Velification Yes . 
} '. 

limits on Oissc:nination 
, Ccn!rilctunl t;~r,}!'!r"(!nls:Nolices aild Snnctions 

ill Ef(cct fOI: • Criminal Justler. Agc(1cics Yes 
NOIl-Clill1il1a\ Jus\tc(: Af,oncios Gfiln\cJ Access 

Yes by Law or Exec-ul i'te (llder 
Service Agencies Under Contract Yes 
R!:se,Hch ()tg 'lIii: nlio:!s Yes 

VatiL111linp, J\E~cncy r~I!~h\ o( Acress !'I.'SlficlI0fiS On: 
Yes luvc(lIl" Hec(,rd tll'):;I)I,ll[\,\io!l 

Confilnlalion of fkeG:\! Exbtrl:cc -~IA 
• 

Second:IIY Dis$ctnlflJlion by. ih;:I·Ctiminnl 
Justicc Ar.~l1cics Ni\ 

Oisscmio:1licil WIthout Oispo$itioll - ~IA, 

• Audil!, \l{\i QU;llit¥ Control 
Audit 'ftail: 

, Hcmil\1:'~ 0.1\;1 El!lry Yes , 
15ec PrlmnlY OI~~'~:':lr,;]\illn l.or,s No t q 7 7 : 

SeCond,Hi' Olsf,i:minilllc,1 Lues :-!o Duc. 1,)'!71 

• ,i 
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CHCCK MA'flK!; r OATI::'-=~~' 
, 

~. 1 • 
tlf)\', t~ lIl';':/;~~'lil: I~t:; Irdl r " T "' A Y r, () 

OPERATION/~L PROCEDURES IMPL(Ml:tlT tD I CO!.T ITCCIlIlIt::Al 1/:~J:i'~I;; y 
• f.\f"Lr.','i';·I'J'AT\OIl 

pAn: 

i( Security 
Executive/Statutory Des lena I ion of flespons ible 

NA Criminal Justice Ar.ency • Prevention of, Unauthortzed Access' 
Hard',':3re Oeslgn Yes 
Software Des ian Yes 

Dedicated Hardware: 
Terminals Yes 
Communications Control 

~NJ( • 
Processor NA 
Slora'ge Devices NA 

Criminal Justice Agency Authorily 
Yes ComplJ!!!r QpcralionsPoilcy 

Access to Work Areas No Vec. 1,,:}// • Selection and Su~rvislon of Personnel Yes 
Assignment of r~drniilistrative Responsibility 

Yes Physica I Security 
Unauthorized Access Yes 

Physical Protection Against 
Yes Access to Equipment 
Yes , 

Theft, Sahotage 
Fire, Ftood, other Natural Disaster -No Dec. 1977 

Employee Training Program 
-Yes 

• 
Individual Right of Access 

Yes Rules for Access 
Point of Rev,t]w and Mechanism Yes 
Challenge by Individual Yes 
Administrative Review Yes 

Adminishative i\ppea I Yes 
COilectionlNotificatlOn of Error Yes 

• 

• R~MAHKZ 

• 

• 

• 
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• 

• 

• 

• 
(. 

• 

• 

• 

• 

• 

. 'i.e s~· .D·E r ARi /.'ENT 0 F' JUS TIC F. "' __ 
t/,".' ENFOHCf~).H.wr "5!,ISTAtlCI: AnMHllSTRATIOH 
Nflr/oHAL. (;ftll.1INAL JIlSTICe: IIIFOI,MATION AND 

t.TATI5iIC!; SE-;RVICe: 
WA!;HI~IGTON, Co. C. 2C!i3t 

Office of the ~rosecuting Attorney 
25 ~uDuni Street 
Hilo I· HI 96720 

~---I ____ 

I it·IFORMATION 
I ._ STATEMEtH 
I (28 CFf-l 20.1 - 20.38) 

APPLICAUl.C. STATE: 

Hav/aii 

CONTACT NAME 

Ar:>I=>M\J[;;Q: CW1 NO •• 13-1'<0<;"/'", 
, .,.~~ .......... ~~1\ • .I.~ .... ___ • ___ ""_.~, 

I INS TIWC '1'1 ONS " ~ 

I 
PICD 10 IJ'CJvidc tilt: iolltJWir:(; Intorml)tion.~ 
camp/ote the u/!::rc/locl cor/j(jctltion (arm; 

I lind return 0.11 partl; to tllC Mldrcss 0.1 ! 
I tiro left. ~ 

'DATE PREPARED 

February 26, 1976~ 
'. 

TE L.. NO. (Giva .A,,,,, COOo) 

Paul M. de Silva (808) 961-8246 

1.. "DO'JS your a~f:nc:y "collect, store, or disseminate criminal history record informutlOn processed by either rnanilr..l or 
aut(lmMed operations?" "Crimlnal history record informatIon" means information collc~tDd by crll~lin;~l justice 
agencies on individuals which consist of identifiable descriptions and notr:tions of arrests, rjetentions, indict~ 

m~nts, informatlonS,or other formal criminal charges, and any disposition arising therefrom, scnWncing, (;orrectional 
supervision and relaase. The term does not include identificatlOn information such as fingerprint reflords to the 
extent that such information does not indicate involvement of the individual in the criminal justice system. 

YES ffiI NO '0 
;-':'''::- . -. " . . - -. ." . ..~. 
'~. If the answer above was "Yes," have LEAA funds been made avail,able to the agency subsequent to July 1, 1973 

for the collection, ztorage or dissemination of information? 

3, Indicate the type of agency: 

I:Xi PROSECU~ION 
o COURTS' 

YES 0 

o PUBLIC DEFENDER 

tJ CORRECTIONS 

NO tj 

o POLICE 

4. Indicate the type- or'system: 5. Is the system automated? 

[Z] SU8JECT IN PROCESS G9 CRIMINAL HISTORY DYE::;: 

'6. Docs the system(s) exchange information with othe~ sy~tems? 0 YES .~. NO 
'-{("Yes," specify which other systems: 

··t:fPARTIAL 

tJ REGIONAL 0 CENTRAL STATE REPOSITORY 
..• I . 

D NCIC d O-TH'ER(;pecUy) -------<.---------

'I. lndicntc population of primary geop.raph ic jurisd ictioTl 
. being served: 

70;000 
------------------------------------------

9.-Name or uuthorh;cd agt::ncy official 

Pa~l M. de Silva 
11, Ar.cnr.y nnnt(l nnd nddress 

Office of the Prosecuting 
County of Hawaii 
25 Aupuni St. 
Hilo I HI 96720 

Attorney 

8. Indicate approximate number of subjects included 
system: 

lil 0-5,000 05,OOO-?5.000 0 25,000-\00.000 

o tOO,OOO-500,OOO o MORE THAN 500,000 

10. -Title 

Prosecuting Attorney 
12, ·Te1. No. (~;~'O ArCIl Code) 

(800) 96J.-8246 



...." . I _ II • ..,,... ---"N' . " 'l ........................ , ...... ..-< ..... , 

• UlIlTr:O STATES f)GPAH,l I.IEIH ,OF JUSlICE: CEf.\T\fiCATlmt rOR 
, 

Low E,dorc:olllun' As~I"'CJnt() ,'t!"dnl-.'rution 
. l 

AGENCY SYSTrEMS OTHc:r< TIIAH " 
NolkJ\ol CliniinClI JU~lil:'l 1"(orMotic,, (Illd • 

, THE CE'tlTRAL STA T:: REPOSITORY · Sintistic'i Scrvlco • • 
WoshiniJton, D.C. ;20531 • 

~ 

\C-:I.\(JI)nE<;~ OF !:'Uill,IIT flllG flvl~tlCY APf->LtCAULL S'fAl £:: OAT l; f'IICf'MH';O , 

• () ffice of the 'Pro.s(~cu ti ng Attorney ... 
1 

I !(u,ia i·i Hr.HlC.tii '.F'cbl'uftry 26,. 1976.c 
, 

County of - . 
25 Aupuni St. ,,--ON r ACT tlAt.lE. rE:L~PtlQN~~ tlO. (til'l': (It~Cl co.h-) ~ 

Hile, HI 96720 , , 
Fml1 H. de Silva (808) 9Gl-82 tl 6 i 

1, 

• T"(PI:: OF M;ENCY 

" o po.Ltce: fi) PnOSECIJTOR DCOUrlT o PRODA TlON o COnnECTIONAl. o PAnolf:'; I INSTlTlJTIOH 
" 

;i 

" IllS T ~UCTIOtlS: C:(~UlJllcttl lilt: lollJ.'Hvj/lJ.!, lJ,''i II/)P((~l'ti{JIO. . I 
" 

CHECK MARKS r- DATES J. ~I 

J" l. 
J 

, 
flC,\<;O"'; Fon 

E~T1:,~f\ T J1C 
OPERATIOHAL PR'OCEDUR E'S NOW NOli-I ~,1 PI. F ~I.r: ~I T " i 10 N • IMPLEMF.:HT EO ICO;:;T ':;'-Er"ltllC-"'L U~C~(j;: --- 11,!PLi:':ME tt 1/. T lOH ; 

.... ~ I ,'tJ I" ,"I')R IT ~r C}\TC 
------~------ ---

I 

Completeness and Accuracy 
., ; 

Complt!tc Disposition Reporting from: 
, 

• .-
, P.olice VP.r:t - -~--

Prosecufor n/n. 
. 

---

Tcini'Cfjurts . vpFi 
------------- -

. f\l:C lIate CO'Jrts' yes 

P.(obation n/a 
Correetionn I Institutions no X 1;2 7'7 
Parole no X lc'/'I? 

. 
" 

, 
Systematic Audii: . 

Delinquent Disposition ~{oQitoring no X '12/77 

• Accuracy Verification 
" 

no 'x 1?/77 
. 

limits on DisscminJtion -
. ConlructuJl i\lircerncnts:Nolices Clod Stlnctions 

in Ef[cct fer: 
Criminal JustIce Aecncics 

. 
7./1 h/?h • No~:Crilllilial Justice Agencies Granled Access no "':/1r}/76 by Lmv or Exccnlive Order 

SC('1'ica Agencies Under Contract no -:';lh/Z6 
R{!search Orgllllizntions no :VJJ;j'lb 

VJlidiitiil? AW1r.r:y RI.r,hl of J\ccoss Restrichons On: ' 
Juvcnlle !!~Cu(lI DI5st)JI1HlJ,llon YP.S . 
Confirliliilic;.l cf Record Existcnce yCf'> • 
Soconcl~HY DbsornHl<ltloll hy, i;oll·Ctiminal 

12/77 Juslice AI:':ndcs no 

Olss~f"dn~dicn Without Dispo!lilioll vpr, 
, 

• Audit!.i art.! Qu;)lil} Control f 
J\etiit T,.lil: 

f\CCIt:~ti;J,: 0,11,\ f.ntlY 111"1 1 ~ PJ'J 
Plin·.1ry r;"j<jt;r;;n:\!ion I.O!15 " ,', 'I ~l/i") 

Sr.ccr~rIJry Oi'j~~iai(\"l ion Lor,) no .I ;)/'/'1 
, 

• 1.1'.1'01', jl)filf lJ~,,'ll"l '~·'I~l , 
A-24 



I 
[--- (;III:CI/, ,,1/\111<5 -~---1 J,-- 1)/\ Tr:'; '--J ' 
, V , . 

'" Jf'-.t\-tl , }"", r (,;, .-
1101'1 n/)'1'Il~,IL f~~.'f· ~J r t. -;' , .... )!J 1 '.; T I"" 1'1"'0 ., 

OPERATIOllAL PROCEDURES 1M pl.n.n: 111' 1.11 ' j,:' .. : . I ~ 
r),tf)l.r-: I,',: 'JT.\ r I'.)r, 

f;t)'~r II'CIi/IlCAI At;i )I1'.lj'l r 't tJ/\ 1 I: 

)'iSeclJrll~ 
f.xcCU(iVC.'St<1tlllol,/ Ocsir,n;')lion 01 IIcsponsiblc 

nh) 'e ClilllinJI JII:;IICC A/:ency --
PreventiOn of,lJfI?l.thoriLed Access: 

• Hardl':3rn Des iell n/., 

Software DcSiel! n/a . 

Dedicaled Hardware: . 
Terminals n/n 

\ 

Comr.lUllicallGnS Canllol n/(l --
'Processor "'/'1 • Stora'nc. Dev ices t'/n ---

Criminal Juslir:e Aeency Authority: 
n/a Computer O(:Cialions Pot ICY 

Access 10 Work Arcas n/\1 
Selection (lnd Sll~rvislon of Personnel ' ni:, .. Assignment of Mr.iinistrali'le.f\ospoosinilily: 

. Physical Security· ves 

Unauthorized Access ,"es 

Physictll Prolecl!oil Ag(linst: 
n/a . Access 10 Equipment 

• Theft, Sabotage . ves 

Fire, floed, OH:r.! Ni!tur(ll Disaster V(,R 

Employee Tlaining Program no X 

Individu;l1 flight of Access 
Ru!cs (or Access no 

e Point of Review aod Mechanism " • Ch<lIlC'lIge by Individual no 
1Id1l11nlsblive Review no 

, Adminisl;at'ivc ilppeal no 
CorrcctiC'n!i':otificC'ltion 01 Error no 

Rt:MI\I!KS , 

Ii " 

!t . 

0 . 

, 

~·e 

I .... ..,. ...... __ ..... ""'~ .... _ ... ,..-. .... o.M .... ......... __ .... _~~ ............ 4, .. ~--....~ __ ~_ . .... --.. -.....,.---·~~I ......... II ~r __ .. __ P' 

-----~-.. 
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• 

• 

• 

'. 

. " 

APf:'MVr::C'I/ C'I.;·1 N('). 1\ 'l~I7I)'j'/!"t .............. _..-... _-_. _, ............. _ .. _ ...... ..-_ .. ______ .,.-_______ , __ ~--- ..... ........-u.. .... ~.~~ • .M'~~",. 

, ..... -I., ... ... ••• • 

u. ~. DEPMn.I,:EN'r OF JUSTICE INFORMATION 
STATEMEtH 

INS'rR(jC'l'JONS ! 
LAW (:11f"Onr.r;;I.ILNT A5:;I<;TA/ICC: A()~.II'''5Tr~A ... I(,-~1 
N ... -noHAL CRII.IHIAL JIIS1"ICE: IIIPOHIAATlOtl ANO 

:;TArtsTICS SERVICE 
WASHINOTOIl, O. C. 20S31 (=18 eFR 20,1 ·20.38) 

Plcn 10 I'ro";d(J the (,,/lowir:{; tn(ormn/i"" ~ 
complr:/o /,'10 IItt.1C(lorJ ccrl ;(iciltinll (orm * 
lind (cturn nil pDrtll to 1/,0 lit/dross Qt 1 
tho lolt. t a---' ....... "'1 tlAM~ AODHESS OF SUDM1TTI/'IG AO~NCV 

Office of the Prosecuting 
3016 Umi Street 

Attorney 

Lihue, Kauni, .Hawlli.i 96766 

....PPl.ICAlll.£ 5TA1 E 

Hawaii. 

I:--=:- . 
~. 1. Do-JS IOU. agency "collect, storo. or disseminate criminal history record information processed by elther manual or 

automated operations?" "Criminal history record informatlOn" menns information collected by criI7Iinal justice 
agenciol-) on indiViduals which consist of identifiable descriptions and notations of arrests. detentions, indict~ 
me:lts, illformntions.or other formal criminal charges, and any disposition nrisinh thelCfrom. sentencmg, correctional 
supervision and relaase. The term does not include identlCication information such as fingerprint record~ to the 
extent that such :information does not indicate involvement of the individual in the criminal justice system. 

YES [2iJ NO 0 
-2. -l(the answer above was "Yes." have LEAA funds been roade a~ai1abie 'to the agency s~bse'quent to July 1,"i9ifr··-~1 

_. for the collection, storage or dissemination of information? . ~ 

YES 129 NO 0 J 
~ 

~ __ --------------------------------------------------------------------------------------~----~,.I 3. Indicnte the· type of agency: 

·e 
o PUBLIC DEFENDER 

o COURTS 

o POLICE I 
I 

• 

• 

• 

" 4. lndicate the type o(system: 5: is' the system automated? 

I !Xl SUBJECT l"l PROCESS t:fPARTIAL 

I 
r 
i 

~----------------------------------------~----------------------------------------~~ -
·5. Does the systcm(s) exchange information with other systems? 0 YES lZ1 NO 

If "Yes," specify which other systems: 

~ 

I 
(]REGI·ONAl.. 0 CENTRAl.. STATE REPOSITOiw 0 NCIC 0 O:.·H"ER(.specify) ____ """-_________ • ~ 

~ .. 
~ 

~ '/. lndicate pop'Jlntion of primary geographic jUrisdictiO~ 8. Indicate approximate number of subjects included 
being served:. I system: 

, '32,000 . 1· fJ 0-5,000. 05,000-25,000 025,000-100 ,000 

o 100,000-500.000 0 MORE THAN 500,000 

"-- . 
10. -Title . ~ 9.~ Name of nuthorizcJ agency officin 1 

I Ger" ld S. tb. tsunaga 
e •. \-, --
'. 11. fl.r.el1cy name and nddcess 

~cuting ____ ~~~ ________________ ~~-~--~--~ 

Office of the Prosecuting Attorney 
3016 Umi Street ~ 

Lihu~. Knuni., Hovaii 96766 

• "~«~ ... .r"'1RMI~~~1'1IIIt' .. ~ .. rq" __ "'''Uo .. ·~~,q\4b ..... .... ..,. .... """"*"'. "'.'.w 
1,.1:1\,\ rOIlM t.'JOQ/ll n·,',;) 
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• 

• 

:. 
APPRoVf:11 
e/MU /10. 41-[/0',"(, . . _....-..-....,---" .. -._-_. ' 

lI~ITED STATES OEPAR,TMENT OF JUSTICE CERTIFiCATION FOR 1 
low Ellforccl1lllnl AS51sIonco Administration i 

t':,-------" _. --_.,...... .. _..., .----

tla'ionol Criminal JI)~tjl;'l Infoflnotion (lI1d AGENCY SYSTEMS OTHER THAN 1 

Slntisl;c;s Sorvlca , THE CENTRAL 5T A TS REPOSITORY 1 
_ Washington, D.C. 20531 

.~~~~--~~~~~~~' II"ME::/ACH)f1t:Sr. UI' &ucll.lI n If{C I\c,( th .. Y APPLICAUL£ ST A TE OAT£:: PR(,PAREO 11 

Office of tlic Pro,secuting Att,orney 
3016 Umi Street Hdwaii 2!25/76't 

Lihue, I<4uai, Havmi'i 96766 

TV:'E OF AC;ENCY 

o POLICE 

INST RUCT IONS: 

£1g PROSECUTOR DCOURT 

\ 

, CONTACT NAME TELEP~jONt: NO. (VI'/1l urca cud,,) 1 
• 

}era lcl S. Ha tsunaga (808) 245-3955 I 
D PROBATION O CORRI:::CTIONAL 

INSTITUTION 

__ ~-. -~-__ - __ - CH ECK MARKS ----]-. 

i 

DpAROl.E 

COATES ~ t 
e: OPERATIONAL pr~'OCEDUR E'S E:TI~/:AT;::C ~ 

IMPLt:Mr: rlT t. T ION ~ 
CA7£: ! 

. ' 

• 

• 

• 

• 

eta ., 

• 

Comp!eteness and Accuracy 

CompteteDisposition Reporting from: 
P.olice 
Prosecuter 
Tria (Courts 

. AJXlllate COlirts' 
P{obaticn . , 
Correctil''1al Institutions 
Parole 

Systematic Audit: 
Oelinque'nt Disposition ~.~oQiforing 
Accuracy Verification 

limits on Dissemination 
. Contractual i,greerr.cnls:Notiees and Sanctions 

in EIIeet for: 
Criminal JustJ(:c Agcnci~$ 
No~:Clirninal Justice Agencies Granted Access 

hy Law or Execllti'lf! Order 
SCNke Agenc.ios Undor Contract 
Re~cmch OrgJnizations 

Valldatinp, A~ency Right of Access Res\ricticns On: 
Juvenile Record Dlss()lnination 
Confirmation of Record Exislt:nce 
Secondary t:isscmlnalicn by Non-Crimina; 
• Justice Ap,IJncies . 
Dissemination Without Di~position 

f\udits nrxl QualifY Control 
Audit Trnil: 

, -

Rccrcatin~ Dilta CnllY 
Primary Dl5sem:nlltion l.ogs 
Secondary Disscminnllon Logs 

·A-27 

Yi:!S 
N/A 
yes 

-NfA----
--~ -- ~ yes 

no 
no 

no 
no 

nQ 

rio 

no 
no 

es 
yes 

___ 0o ____ _ 

, 
~--~-----~ 

I 

I 
t 

-- -------_ ...... . , 

------- - -- ~--- -------------

3/16/76 

3/16/76 
3/16176 
3.'10,'/6 

) 

, 

J 

--- -- -~ ----~ ----------~-

_ _J2 /]] ___ _ 
__ _ ____ 12L1]_--.:. 

----- ~-----



. 
-' 

• 
'" 

CIlt::CK MARKS 
,j, r Dfl1'i;S _=-:r, 

rJoW NOI,.7,~:tt~J~~:r ?~\ I':'l II' EST lMA T Cd) 
OPERATlm-tAL PROCEDURES IMPLt:MtNi to Ico!"'"i In,:cHwcAL flt;'I;QIU~ v 

IMPLC'U:'IT l\ T 1011 
DATE: 

,/e Security , 
Executive/statutory Dcsienation of ResponsilJle 

N/A Criminal Justice flr,ency 
Preventloll of. Un~uthorized Access: 

ii/A Hardwarc Design 
Softwarc DcSien N/A 

I • 
Dedicaled Hnrd'll3re: N'A 

TermirJals . 
• Communications Conlrol 

rj/ 1\ 

'Processor N1A 
Slora'ge Devices N/A 

Criminal Justice Agency Authority: 
Computer Operations Policy N/A 

Access 10 \'Iork Areas N/A 

Selection and SUJ),)rvislOn of Personnel NIA • 
Assignment of AdministrativeResponsibility: 

yes. . Physical Security 
'Unauthorizea Access yes 

Physjcal Protect!on Against: 

• Access to Equipment tl() 

.. Theft, Sahotage . no 

Fire, Flood, Other Natural Disaster no 

Employee Training Program' no 

Individual Right of Access no 
Rules for Access 
Pointef Rcv;~w and Mechanism 

HU. • 
Challenge by Individual no 

Administrative Review 
l1U 

Administrat'i'le Appeal no 

Correction/Notification of Error no . • i RE:!4AIIKS - . 

" 

• 

• 

• 

,"";;' 
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----
, I\l"t>Fl0V~O: r;'.m NO. I\:'\-nl')t;"!'i 

-ie. 

'iJ:S~: O'Er/,rrnnHT OF' JUSTICE. __ iNfORMATION 
INS Tl\ UC'J'J ONS 

'l..AW £NFonc~·I.H.Nr A:j::;I~T,\/lC;: "nIAltll!jT~!AiIOII STATEMHIT . PieD Itt provido i//C (otluIV/r:() InlormMinn, 
HA'tIOHAl. CnU.HIIA L JU!lT 1(,(: HI ('O/lMI\ nOli ANO complolo lhe Ilt(ilChod cer/,{ic~(i('>n forrr 

$TATISTICS St;nVlct:: - Imd 1C'(urn all pari", to tho ncJd(o.s..: at 
WASHINOTON, O. C. 20531 (20 eFR 20.1 - 20.30) 

lho loll. 

• 
'jAIA~/AOOAES!i OJ" SUUMIT'rINO AGi!:NC'i IIPPLICAUl.E STIITE DATE f'Rf:PAAr:::O 

Hawaii 
. 

Office of the County Attorney 27 Feb. 1976 
of Haui '. 0 

County 
CONTACT'tUlME TEL. NO. (0/.,0 A, .. " Code) 

1-Tailuku, Haui: Havlaii 96793 
Arthur T. Ueoka (808) 2l~4-7740 

1. Dws yoar a~GIl(!y "collect, store. or chsscminate crirmnal histor'y record information processed 'by cHlicr manual or 
~ automa.ted operations?" "Criminal history record informatIOn" moans information collected by crimin1d justice 

agcnci()$ on individualS which consist of idcntHia.bla dl!scriptions and notations of arrests, detentions, indict-• 
ments, informations,or other fOimal criminal charges, and any disposition arising therefrom, sentencing. correctional 
supervision anci release. The term does not include identification information such as fingerprint records to the 
extent thM such information does not indicate involvement of the individual in the cl'iminul justice systom. 

.. 
I YES [Xl NO 0 • 

!_'2:-Jf'the ~nswer above was /lYe's," hi'Jve Ll:~A'A funds been made available to'the clgency s"ub;e'quenl to July 1,"i9iis 
Eor the collection, storage or dissemination of information? . ' 

YES 0 NO lID 
• 

3. .tndicllte the type of al,;ency~ 
, 

IX] PROSECUTION o PU8L1C DEFENDER DpOL.ICE 

• DCOUATS o C6f~RicTIO'N:; 
\ 

4. Indicate the type o(system: 5. Is the system automated? 

00 SU6JEC"i IN PROCESS o CRIMINAL. HIST'ORY DYES [Xl NO 'D-PART/AL. 

• , 

- Docs the systcm(s) exchange information with other sy~tcms'? lK]'NO -6. DYES . 
'''(''Yes,'' specify which other systems: 

• b REGiONAL o CENTRAL STAT'E REPOSITOiw tJ NCIC [j OTH'ER(speclfy)_ 

-PI:; Indicate population of primary geographic jmisdiction 8. 1ndicate approximate num0er oC subjects included , . being serv~d: system: 

59,000 
~ lKl o-s,ooo o 5,000-25,000 o 25.00Q..l00,OOO . - ' . • o 100,000-500,0(10 o MORE 'rHAN 500,000 

9.~·Name of nuthorh:cd agency official 10. -Title 

Arthur T. Ueoka County Attorney . . 

• 1. Ar.t:'ocy nnme nnd oddress 
. 

12. ~Tcl •. No.(Rivo Arell Code) 

Office of the County Attorney (808) 2ti-4-7740 /) 200 South High Street 
Hailuku • . Nuui. Ha~'7aii 96793 n. 'Sil~noturc of. tillthorizcd.()fficini ~J ... ~. I 

~ 1. -- J f/ . I 1'; . ~ , ~ } f' jf • / ...,) ... .-7:-{!.,{.,(/r1::.. ~, C _~i. " ...... _ ..... __ ~ 

• ",1:;"1\ ron/.! (,(,QO/U II '7G) 
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. . .. . . ... ... ~ 
• UNIT ED HATES Dr: r ARn,\Etll' OF JIJSTICE CERTIFIC;\, TIOq FOR 

t LoYi Erdlllccn1\'111 A:;sl.~,uncCl Adminl-.trotioil 

Uo!iontJI Criminal Justit:1! Informolion and AGENCY SYSTEMS OTHER TIII\N 
Sfntislics Servlco THE CE'NTRAL STA is REPOSitORY :', 

Washing/on, p,C. ;20531 

• ltlAME::r"'C)l)Hf:.<;~ OF SUm,llTTlrlG 1{~~":"II,CY IAPPLICAUl.t:. s·rATE. lOAn; PflCPAHCD 

Hawaii 27 Feb. 1976 
Office of the County Attorney 
County of Haui' CONTACT NAME. fTE::L.e:PHorH~ NO, (u/VIJ melt cod,.) 

v7ailuku,' t,1aui, Hawaii 96793 Arthur Ueokct K808) T. 244-77 l 'tO . . , 

• i Y"E. OF Ar;CNCY 

.DPOLICE. D PROSECUTOR OCOURT o PRODATION o CORRECTIONAl. 
INSTITUTION DpAROI.F. 

,1/1!>TfWCTIONS: Cc~mpl("'/H IIr~ .. (,'lIt'H"'j~Jt:, 0." IJIJprn.fJrinlc. I 

.J, CHECK MARKS 

~ J-- 01'. TE:S~. , 

• Norl~I,:;r~C~;'?' r~?2 .. ION 
. 

OPERATlo~tAL prWCEDURE'S NOW c:.r It,:" T '!.C 
IMPLE.r.lF.HT ED 

ICOST .L ,l,;j;~~~~~ v 
i~~F'LI:II.!cJl T r, "O~l 

IT~I CATE 
" 

r 

-
Completeness and Accuracy 

I 

Complete Disposilion Reporting from: 
) 

Ponce' 
Prosecutor ~ Ye.s 
Trial Courts N/A 

. Apcllate Courts' '. 
Yes 

Probation N/A I 

Cortecticl1allnslitution$ Yes 
rar.ole N/A 

.. . . , 

• 
Systcllialic Al:dii: . . 

Delinql!ent Disposition MOQitCflng Yes 
Accuracy Veri[i~ati()n Yes 

, , 

Linlits on Oissemination 
, Contractual Agreements, 'Notices and $nnctiolls 

in Effect fer: 

• 3/16/76 Crimina I justice Ar,cncics No 
No~:Crimilla I Justice A~~i1cics Grar.led Access No' 3/16/76 by law or Executive Order 
Scrv"ice Agencies Under Contfilct No 3/16/76 

RcseiHch OrgJllizaltolls No 3/16/76 

• 
Valid,llinp, J\gC:lcy Rlr,ht of r,cccss Restrichons On: 

Yes JlIvefll'!l! Hecord 0 lSS~lili nat ion 
Conlirmation of Record Exi5lcncc !Il/A 
Secondary DissemInation uy.liQIl·Criminal 

N/A Justice Ap,r.!ncics ._------ -

Disscmin;jlion Without DispOSition __ liLA . -, --,- -~'-- -- ---'---

Audit!> 300 Qunlity Control . 
Audit Trail: 

No __ ~·.2/19/77 f\cereat in~ DJt" Entry -- .-~----- "- --_ .. - -~ -- -- ._--- ---

..J777 PII01Jry Dlf,S~r.i;r,;ition LOi!s () ~ .. 
. _-- --- ----_._- ~-------.----~- .. 

l .... 77 
,... 

Secondary DlsseminatlOfl l.ogs '10 , 
, .. ---~------ --~ --- _._-- -'--- ,---"~'-~- -"- ------~--

• '.('.Af> 1'011/.\ <>ClIO/IO (').'15) 

----. --- - - - ------.-- - - -----~- -.-. ..~ .. ........-

A-30 



CI1l;CK MARKS r OATr;S_~' .L 
... ~ 

'NI)W :I()!1.7,:;~~rr~;.:~:'i'~\ ~::.~~ '-
~'.TI/lAIr.:tl 

OPERA TIONA L PROCEDURES IMPLt:Mr:tITEO ic I~T :n::c; IC 'LIA~~;i~nITY 
IMPL 1';''<;:: 'IT 1\ T 1011 

DATI:, 

{, Secutlty 
Exccu!rve.'SliJllIlory Deslcnation of Responsible 

Criminal Justice Ar,ortcy 
Prevention of. Unauthor ized Access: 

N/A Hardl':3te Des ian 
Soflwilfe Des ien 0' N/A 

Dedicated Hilrdware: 
Terminals . N/A 

• Communications Conlrol N/A 
Processor 

" -{»~ Stora'gc Devices 

Criminill Just:~e Ar.ency Authority: N/A 
Computer Or13raliol1s Policy 
Access [0 Work Areas N/A 
Selection and Supervision of Personnel N/A • 

Ass ignmon! of Admi nistra t ive Res pons ibility: 
Yes Physica I Security 

o Unauthorized Access Yes 
Physical Protection Against: 

Yes , Access to Equipment 
. Theft, Sahotage Yes 

Fire. Flood, Other Ntlturi:. i Disaster No 
Employee Training Program ' No 

• 
Individual Right of Access 

Yes Rules for Access 
Point of Review and Mechanism Yes • 
Challenge by InuividuCl I Yes 
Adminl;iirative Review Yes 
Adm~1istrative Appeal Yes 
Correction/NotificatIOn of Error Yes . 

• REMAHKS -

• 

• 
\ 

, 

• ' . . 



AN'~?OVl'n' (;'-\iltll',), "':).-r'J')~'I<j 
C---.. , ....... --,---...... ------....... -.-.. --.. , ..... ...,--~-----.-----~,~,--- .... ,.,.,.....11111 .... ~'~ ..... ~~~~~.~al 

• . , INST/W(;1'fUNS· I 
• u. S': Dr:PMn,\~F.NT or- JUST'ICE 1t·lfOr!MATIOr~ 

, LAW ENrOnCr:"'U~T A!;!:.I!.TAIIC;: AOIAIIII:;TflI\T'lON STA TEMEI4"C Pllla;o pt(Jvicil.) 1Ij/) [ottIJIVir:(: mlormmiCllI, ~ 
NAnot~AL. CfHl.nNAL. JUS'flCf: II.FOnIAATION AND (.amp/ClII.) t/lu ll//,11:/IOd c("fliCiclItiOri form 

STATISTICS SCHVICE 11"'-' (I'("rn all pnrt~ 10 li/u (I(ldrcss.' A I 
V I 128 CF'fI 20.1 .20,36) 'w " IASHIHOTON. c.. C. 2_531 lito Jell. 

AW£/ADDFlI!!.:; OF $UUMliTING AGENCY APPLICADLE. l>l'ATC 

• Department of Social S6l"tdces a,nd Housing HAWAII 9/11/76 
1390 Miller Street 
Honolulu, Hawaii 96816 COHTACI t~AMC: TEL. NO. (Oh'o A, •• .:! C.xJo) 

Masaru Oshiro 808-548-5903 
~",-

• 1. D03S YO:.!, ag<::ney "collect, store, or disseminate criminal history recoru jnformution processed by either tn:ln;lr'.l or . 

• 

• 

• 

• 

• 

• 

automated operation::;?" "Criminal history record information" means information collected by cl'imin~~l jm;tice 
agencies on individuals which con~ist of idcntifi.able descriptions up-d notations of arrests, detentions, indict
ments, inform::ltions,or other formal criminal charges, and any disposition arising therefrom, sentencing, corrcction:tl 
supervision and release. The term docs not include identIfication inCorrr.ation such as fingerprint records t\! the 
extent that such information does not indicate involvement of the individual in the criminal justice system. 

.. 
YES lKJ NO 0 

~_'2. Jf'the answer above was "Yes, II have LEAA funds been made available to 'the agency 's:lb~cqu€'nt to July 1,"i 9i3-
for the collection, storage or tlissemination of information? 

3. !ndicate thE' type of agency: 

o PHOSECU nON 

o COURTS 

~llldicate the type o(system: 

YES ~ NO 0 

o PUBLIC DEFENiJER o POLICE 

~"] C(;RRECTIO'NS'~ Parole, Corrections'ResearcIl & Statistios 
Bureau 

5. Is' the system automated? 

IKI SUBJECT IN PROCESS Ql CRIMINAL- HiSTORY ONO QPARTIAL 

Currently, not completely 
operat.ional ~ 

... 
·6. Does the systcm(s) exchange information with other system::;? DYES Og' NO Plan to exohange .info. Wi.~hl 

uniform Pa,CQle REpOl:ts a.nd ~ 

National Prisoner Statisti~ 
'if ·"Yes," specify which other systems: 

o REGIONAL D CENTR~\L SlATE REPOSITORY 0 NCIC '0 OTHER(sJX;cify) ----.----.------.-----

7;' Inuicnle population of primary geographic jurisdiction 
being served:. 

. " . 
846';900' (197'4 Resi.dtmt PopulationL_ 

Andrew I.T. Chang 

B. Ir.d.icate approximate r.umber lit ~ubjccts included .: 
s~lst>::m: 

00-5,000 05,000-25,000 025.000-100.000 

o 100,000-500,000 'O'MOHE ;HAN StlO,OOO 

Director, Depcu:tment of Social 8o;r.v'ices & 
/T, "~'" ,,_v 

.. , 

-. • 11. Agency name unu address 12. 'Tel',No. (R;I'O Arell Code) 

808-548-6260 

., 

• 

Dr-!partment of Socia,l Services & llousing 
1390 Mi1ler.Street 
HOJ1olu.Zu, /lc1\otaii 96816 

.A-32 
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: 
APPt/OVF.tJ 
(,Mil HO, IIl'llll','/f, 

• [, 

UNITED HAT£:!'. DEPM(1'Mf3flT OF JIJSTICE CERTrFiCATION For~ 
Lo\'! U,,(orce/flunt AsSlstonto Adminl!; frulion 

Nulional Criminol Justir:n Informolion ontl AGENCY SYSTEMS OTHI::R THM~ 
Stu,j$tic~ Se.vlc" THE CE'NTRAL STAT:: REPOSITORY 0 

Woshington, D.C • .:lOS:!l 

• II AME i i\[H) n I;' S!) Of" !lU 0/.111 ,lIlG AG,.~tiCY .APPLfCAULCST ATE [DATC PRCPAIlCO 

Department of Social Services, & Housing HAfvAII 9/11/76 . 
1390 Miller street 
Honolulu; Hp.c'Iaii 96816 

icoNT ACT-NAI~E- T~:LCF'HON~ 110. (GIl''' lit"', eml,.) 

Masaru Oshiro 808-548-5903 

• ~iYPE OF AnCNCY 

DpOLtCE .' ' D PROSECIJTOn PCOURT DPRODATION 9 CORRECTIONAL I:J PAROLE': , INSTIlUTfON 

r./-; r,.,~~=,...+-'; ..... ,.,'" p""", ~ .cU-;;}rq 
.ItJST RueT IONS: (:''''f'/l'I,'tlJ? lol/owin(;, n" IIIJ{U'!fJrinl<>. 

f,~£ee~~ E; ~, J .. ell F.CK MAR KS 
~, 

FIr.: !ISONS FOEl 
t:~Tt:/~,:,,'i~= 

OPERATIOHAL prWCEDlJR ES ~joV/ I~O'I-IMPLFI.~~: ,., T r. r ,ON 

IMPLEMENT ED COST ITECH ,L IA:j~~~~~~y 
IMPl, \::/.1i-; 1fT I, T I o~, 

., DATE • 
.. 

.. 

Completeness and Accuracy 
, ' 

Complet!! Disposition Reporting from: 
: • P.olicc oM II 

Pro'seculer ~1 Jl 

Trial Courts 
, 

M Jl 

Af:<!lIate Courts' " 

NA: 
Probation ' N A • C~'tl(:cti(lnal instdutions Yes " 

Parole Yes 
-

• 
SystematiC Audii: 

DelinqiJent Disposition t\{oQltoring M. v 7? 177 

Accuracy VerificatIOn, >T. .. 17'/77 
I '. 

0' , 

limits on Dissemination ./ 

. Con!ractual Agreements/Notices and SClilctioll3 
in Eflect for: 

Griminal Justler: Agencies No 0 x 3/16/76 

Non:Criminal Jushec A~encics Granted Access • 
'b~' law or Exccutive (llder 

Serv'i~.e Agencies Under Contract 
Re~~arch Organiztltions 

Validalinp, Ar,cncy fll)~hl of /lccnss Reslric!Jons On: 
Juvellile !lecord DISS'~J11in3tlOn 
COllfirOl1lt'ion of Record Ex istenel) • 
Scconoary DissemInation by, ilon-Crimlnal 
" Justicc Ap,r,H1CICS 

Dissemination Without Disposition '/ ,,! .... ..... :, 

• Audits an.:} Qualify Control 
Audit TrtJil: 

I\cc.:cat log D.lt;! tntr y No x x 12/77 

rrimillY DI5stnilf.:Jtion Logs No , 3/1G/7(j 

Sec.ondary Olsscminat loil Logs No x 12/17 
I 

• ... 1\-33' 



, . 

• ~ 
CHeCK MMIKS ]. r OA n::i ---:r 

OrE'~ATIONAl. PROCEDURES !lOW HI )l1.lil.\(:~:~~.:;~ r'),\ 11)11 <,<. T IH/\', c: t) 
IMPL1:Mt:IIT t:o ICO!'>T . T CCHIIICAl I /\ ~?r;:t ciJr; y 

IMPLf.· ... ;·I'rAi 1011 
OA'l: 

,", Security 
Execulive/Statl/tory Des ir.r.a t ion of [lesponsiblc 

Criminal Justice Agency N.A. x • Prevenlloll of. Unauthotized Access: 
HiHdwarc Deslen N.A. x 

Software Des icn x x 12177 

OedicClted Hardware: 
Terminals No x 7( X 12/79 

• Communications Control ~r,., J5' ,to( X .tU79 
'Processor M,., y ,if /. 7'?!7Q 

Stora'ge Devices hl,.., .. ~ r. /: 7? !7CJ 

Criminal Justice J\r,ency /\uthority: 
Computer Operations POlICY N.A 

Access to \'lork Areas No ;( ,12/76 

Sc lection and Su pervis Ion of Personnel No ;i 12/76 • 
Assignment of Administrative Responsibility: 

No Physica I Security 12/76 

Unauthorize6 Access No 12/76 

Physical Protection Against: -
Access to Equipment TIl 21 

Theft, Sabotage TIln Y 12/76 

Fire, Flood, Other Natural Disaster M,., 'x 12/76 ' 

Employee Training Program No .~V ;-( 12/76. 

• 
Individual Right of Access 

Ru les for Access 3/16/76 

Point of Hevt..:w and Mechanism ~/7f)/76 • 
Challenge by Individual .Y7f)176 

Admindialive Review 3/I6/76 
-

Administrative A~~eal 3/I6/76 

Correctjon!l~otificiltion of Error ':l/7{i/7-

• REMAtft<.S ' . 

,The Department's Corrections Research a.nd statistics Bureau is currently ,impl ·1 ~rl" ,-;oJ 

the,Fe1ony Offender Computerized Update System (FOCUS) for corrections and parole. 

P.olicies and pror::ec1u:;,-es ftli11 be estalll.ished by December 1977 for (FOCUS) _in order to, 

comply with the Depar'tmentof Justice Rules and Regu1atic;ms, on: privacy and security. 

• 
-
~ 

• 

• .' 

• )111).,1)'//,,111 
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• 

• 

• 

• 

• 

'u:s: O'f:P/,nn ENT OF JUSTICE " •. _ 
1.1."" F.Hf"OHCCI,I" tlr A!;',l~TAt/Gi: Idl'AIIIISTflATION 
NATIOHiIl. CrtiMINI,L JusrlCF: HWulllMTION MID 

:>TATISTICS S"RVICI.:: 

It-tFORMAT10N 
STATEMEHT 

JNS'fJWCTIONS T 

., 
WASHItIClTOH, O. C. 20»31 (20 C F'n 20,1'·20.36) 

PIce. W fl'ol'ir/o IIw lolluwir.f: "dorm.'lt;rm ~ 
(,omp/% the IItt:rC/IOC/ ccrli£ic.lticlfI fOfr". 

/1(1(1 r('/urn all par(s (0 (/,0 .1ddrC'.~s t.t : 
(ho loft, 

NAI~~/AOORI!S!l OF 5utJMlrTI/W AC£NCY APPLICAUL£ STATE DATE PRCPAIlF.O 

3/11/76 

Intake Services Center CONTACT I~AME TEL. tlO. (Olvo Ataa Codo) 

rvayne Kimagawa 808-548-2531 

1. Do:!'s your Ui;clWY "collE.1ct, store, or disseminate c:imJ.n:11 history record information procc:)sl~d by enher mam!:'..! or 
automated operations?" "Criminal history record information" means inform:ttlOn collected by crlr.linal justice 
agencifJs on individuuls which consist of idcntifw,ble descriptions and notations of arrests, detentions. indict
ments. infOimations.or other formal criminal charges, and any disposition arisin~ therefrom. sentencing, correctional 
supervision and t'elease. The term does not include identification informatlon such as fingerprint record1:i to tnt) 

extent that such information does not indicate involvement of the individual in the criminal justice system, 

No~ at this time. The Omlu ISC is 

• 

YES 0 NO GI scheduled for operat.ion in July '78 

_'2.lf'the answer above was "Yes," have LEAA funds been made a~ailable to "the agency s~b;~·que~t to July I, i 9i3~' 
~- for the collection, stora~e or disseminution of information? /X/ ' LEAA funds are currently 

3. Indicate the type of agency: 

YES 0 NO' D bein~ used in the planning 
phase9 of systems development 

o PUBLIC DEFEi-mER .- o PROSECUTION 

o COURTS o CORRicTIOi~s /X! IntaJ~ Sal:vices center fvill be 
processing individuals after 

• 

• 

• 

rI,.,i <="''''''''C1'''+-
4. Indicate the type of system: 5: Is' the system ~utoma\!~d? 

Planned " r;J SUBJECT IN PROCESS 
Partial" ., . 

GO CRIMINAL HISTORY "t::r PARTIAL 

In planning pliase 

(Will in the future) 
'-";:':" . " , -... , --.. 
·6. Does the system(s) exchange information with other systems? [j YES· - t~f ~io , 

'ff "Ye5," specify which other systems: 

, b REGJONAL 0 CENTRAL ST ATE REPOSITORY 0 NCIC d O-i-H"ER(specifY) ----..:.. .. -----------

OJ:' Indicate population of primncy g(!ogr~.phic jurisdiction 
being served: 

.. ; , .' ~ 

...JlIl£'L,.91lfl.-f-L9 7 4 Res i c7nn1:_EDpll."Lr:Lf:.im1l.._· __ 

9~ Nt\f1lc of nuthodzcd ngcncy official 

8, Indicate approximate number of subjects included 
system: 

00-5,000 [Xl 5,000-25,000 o 25,OO(}'IOO,OOO 

o 100,000-500,000 o MORE THAN 500,000 

10. ··Title 

rY'-~!Jne KcJnugat1a Oahu Intake 8ervices Ceilter Director · ~--~~----.,-~----,------------,-------------~------------------------.--------------~:~ a 11. AltC\\cy name nnd nddress ,12. 'Tel',No. (Ri~'<1 Aroll Code) 

• 

., (Tenpol'{u:y) 

.rntcJlw Services Center 
Ilono.ltlJ.u J IIiH'Icli.i 9'68.Z3 

808-548-2531 

",' / t./ 1iO;.19/(, III 



"r'~"wvl·:r) 
r) ~1tI 11r). .\1- r I n t, '/(, 

I' • UNITED STAlt:, Dr;PARTMcHf OF JUSTICE CERTIF,CJ\ TION FOr~ 
Low Enlolee""I"" As!'lr.tonc(J /"(mi,,J.;lt(/tion 

HClllonol Crimi'llll Justir.r. Inlorlllolioll and AGENCY S YST~~MS OTH2R THAN 
S'"lislics Servico , THE CE'NTRAL S 1,~A TO::: REPOSITORY 

Woshington, D',C. ;20531 . 

• ffiAMC::/AO')fH::!.:'; OF r.UtlMITlIJ4G I\GUIC'( II\PPL!CI\ULl:ST 1\ 1 E IDATt: Pf1CPI\I<I:;O 

Intake Services Center, oahu Hawaii 3/11/76 -
HO!1o.Iulu, llilYla~ii . 69.813 :CONTACT NAME TE::LCPHOtlf. NO. (01\'0 IIrC(. CI:',I,,) -

Wayne Kanegavla 808-548-2531 

TYI'(:O OF Ala:uc,' 

Or>OLtc:C. . 0 PROSECUTOR o COURT OPR081\TION o CORRECTIONAL tJ PAROLE INSTITUTIOH • 
/,y/ Intake Serv,iues Center. (pretrial, presentence, sentenced offenders) 

i1fl5T "UGTIO~IS: C(!l1>l'h'/" /II<, ("Ihwlinf:. ,J:, 1II'ru'~l'ri{/IC, 

J. CHECK /4APKS 

l J-- DAns~. 
OPERATIONAL PROCEDUR ES NOW . N0tl!,ISf;~~~f~-?2 i ION r..:T I :I:~' T t: c 

IMPL EMr-:NT ED C iT !n::CHNICI\L IA:;~~~~Y 
IMPL~MhllT"Tl0N 

DA'ri:: 
I • 

Completeness and Accuracy 
. , 

• Cample!!! Disposition Reporting rrom: 
P.olice ·N.A. 

Prosecutor N.A. 

Tria! Courts N .4 V 
J\)X)lIiite Courls' 

" N A. -\7 
P(obation N.A. v" 
COllectiona Ililslltulions * Yes 

Pilla!c * -Yes • -. , 

Systema1ic Audii: 
V ../ 7/78 . Dclinque'nl Dispos ition MOQitoring 'No 

Accuracy Verification, lva 't/' V 7/78 
.' .. • " . 

linlils on Dissemination 
. Conliactual Agreements/Notices and Sanctions 

in Ef!ect for: 
Criminol Justice Agencies No V 7/78 

No~:Climil1a I Justice Aeencics Granted Access 
No' by law or Executive Older • 

Servke Agencies UndCl Contract ~T(""l . 
Rcscolch Organizations No 

Validntinr. Ar,cn;;y Rwbt Gr fleerss R'eslriclicns On: 
Juvenile flecw\ DI'lstlminalio!1 No· 

• Conlirmation of Rncord Existence No 

Second,lIY Dissemination by, NOIl-Crimmal 
'. Justice flp,l.!ncics M"" 

Dissclllinalion Without Disposition 1\1" .. Itt "l.-" 

, , , 
Audits arrl Ql::lilly Cor.trol 

Alid it T fa iI: 
V .111' f\cc.lcaling Data Entry ':Tn 

• 
PIlf11,HY OI[;SIlr.nr.;ltillll Logs A;" V 

Secondory Di'sscnlinatioll tous M"" v' 

" ~ c, 

A-36 
:'f'\~ 

~'.=,,-.--. 

.. 

! 

! 
~ i 

• J 
I , 



. 

• J, 
Clti:CK M/WKS ], r t'A T 1.:; --l,,' 

OPERATIONAL PROCEDURES 
N()W . '10 IJ~'!/Il~{'::r~;: /;.'('~''i !~I~Jc;i:- r<;TII·~Alt() 

IMPLt:Mt:ln~o 
IMrJL r-: IJ <. /IT 1\ T '0" 

I C05T ITI::CllHtCA LI Ab~~i6!fITY OA1'1:; 

'f( Secllrlly 
Execulive/Stalulory Desir.nation of Hesponsible vi . Criminal Ju:;licc A~cncy N.A • Prevention o(,llnauWorilcd !\cce:;s: 

~ Hardl':arc DesIgn N.A 

Software Oc~ien 
-No v'" V' 7/79 

Dedicated H~rdwa(c: 
V Tcrmihals f- No ~ V 7/79 

Comrmrnicat Ions Coni rol No V V J 7179 
'Plocessor N.A. ~ 7/79 . • 
Stora'ge Devices N A 7/79 

, Criminal Justice Agency Authority: 
N.A V ' 7./79 ' 

Computer Operations PolIcy 
Access to \'fork Areas No V v"" V 1/78 

Seraclion and SlIjX)rvislOn of Personnel ,N6 v • 
Assignment of Administrative Responsibility: . 

Physica I Security No V 7/78 

UnauthorizeD Access No V 7178 

Physical Protection Against: 
v' Access to Equipment No 7/78 

Theft, Sahotage Mn or/' 7/78 

Fire, Flood, Other Natural Disaster Mn 
-V' 7/78 

Employee Training Program No ~v 7/78 . 

• 
Individual Right of Access . 

Ru les for J\c cess .' No 

Point of Review and Mechanism • 
Challc:nge by Individual 
Administrative Review 
Administra ti ole Appea I 
Corrccticn/Notific(ltion of Error 

._-- ... / 
iilEt.lAio'.:; . ' '. 

The Intake Services Center is not an operational agency at this time. ,The 

antiqipated date of creating and establislling this agency on an operat;.ional basj.s is 

J.uly. , 1.978. 
; . At the present time and during the interim, information' systems planning has 

begun' f9r an illformation system ~"l1ich would monitor individuals and assess' services, 
provided to .individual.s pr.ocessed by the Intake BlJrvices cen'te;r: , 

• 
It is anticipated that. this ,.information system also servid.es the 'Correotions 

" 
Division and t;V? Board of Paroles and Pa:r:dons. • r'lhe,;t is bping cer.t;{fied is tHe intent of·the Intake Services Cente,r: to comply 

wi til :the Fedora,l Rules .. und Regulations thru the implementation'pf'the necessary privacy 

and security Rolicies and procedures. 
, . -

• " 

-

. 
Ii 
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, .. 
t-'-•• --.. ----------------..--...,-....... ----.. -----,....--.--........ -,~...;,--- .... ""'M"""""". ..... ,.,1 

, . ·i.C~;: O'CP/,Wn.IW'r or'JUST'le't . . ..... 
LAW CIlf'OnCI,U,n "':.~lr,lAIICi: AnWIII~T/lI\TlOII 
II"'" 1011" L. C IIP.II /j A L J \I:;'r Ir; r: Ill,. QIlIA" TlO" AlIO 

H/\1ISTIC5 !,UIVICF. 
WA~I\IH(,rOIl. C. C.'2(Jf,Jl 

IAt.:/"(JUIIC!.S OV SVUMITI IIW "GLUey 

reau of Crime Stat1stics and 
Identification' 

iHrorn~A 'rlOH 
S'fA'ff:MEtH· 

(20 errl 20,1 - 20.)0) 

AI'PLICAlIlC STATL: 

. 
Hawaii 

COIiTACY Il'l.Ml! 

Pkn If! /.tuvir/o lilt' (CI/lctIV/1'J1 IId':ltl':,lIt" 
(;Onll'(otu lite lIito1C;/,orl ,rltifu nJIIHI I..,; 
M.d rduro lIll pllrl:! 10 11.0 lIl./t1(O~$ • 
1100 lo{(. 

I1arch S, 197G 
" 

TJ.:l.. /10. (01 .. " A:~o <;'><./0) 
Department of.Attorney General 
Kanaina Buildincr 
Iolani Palace Grounds Ernest T. Yonaminc,(808) 540-2G92 
Ponolnlli . l~'1\'.r;:d,i 9G8l3 Dir~ctor 

.1:·Doo:> your ahl;IlC:Y "collect, store. or tltsscmillatc crirnlllal Illstory record illformatlOn processed -by clthcr man:ml Qr~-' 
nutorn:lted orcratiom,?" "Criminal history record informatIOn" means information collected by crir.1in:tl jU!itiC(! 

ar.cncies on indivHluals which consist of idelltifiable de5criptions and notations of arrests, detentions. indict
me;)t!}. infOim.1tions,or other formal crimin:ll charges, and any disposition arisin~ therefrom, sentcnclni~, cOiructio:1al 
supcrvision ana release, The term docs not include identification in(orli~ation such as fin:,;crprillt recurd:.; (0 the 
extent that such information does not indicato involvement of the individual in the criminal justice system. 

YES [X] NO 0 
'2. J{-th;; answer obove was "Yes," have LEJ\A funds been made <lvnilable to 'the aGency sub~'e'quent to July 1." 19i3-

Cor the collection, storoge or dissemin<:!tion of information? . 

YES 0 NO [21 
. 

3. -Indicate the type of n~<:ncy: 
. ATTORNEY GElmML-BCSI 

[]J PROSECUTION 0 PUBLIC DEFENDER 'OPOLICE 

o COURTS 

" . 
~. Indicntc the type o(system: 5. Ii lhe system outomaled? 

. , o SUOJECT IN PROCESS (]:CRIMINAL- HISTORY' 

AND IDt.lJ'l'IFICA
TION 

00 YI:;S , 

jointly with 
HPD 

·6~ Docs the systom(s) exchange information with 'othe.r sy;tems'? "ffi] YES', . O' NO 

"t:i PARilAL 

• ',("Yes,1/ specify which other systems: Hanually 
county Police 

f>G H£CIONAL 0 CENTRAL HA.TE. REPOSITORY itiNele' lKJ O-;-H'ER(~pccily) --:;u:;,;n;..,:,.:.:d;"...,;;F:-;' n=-.,~I ________ _ 

'/:;'lnclicotc populution of primary gco[wphic jurisdiction 
beine served: 

• {197·1 , . 8117 ,''000 . 
~--;":':;:' 

9. NlImc oC nuthodzcd of,ency officiol 

8. Indicate npproximale number of subjects included " 
system: aggrc9 a to, 

other ·countJ.c: 
,f 00-5,000 05.000-25,000 IKJ 25.000·100.000 

f:9 ~Oo.ooo-!j.oo.ooo. n MOHE "fHAN r,OO,OOO 
:i,n con)unctJ.on \'l:tth ImP 
10. -Title 

ROJ\'nld Y .:-;A~m_n_.rn..;.l..:..·.y~a ___________ ,_t __ l\_t_·t_o_.~r_n_o__'.!y~_G_o_n_e_r_Cl_l ________ ---"~_____;, 
1. Ar,c.'ncy Hllmc ond nddress . 12. ·Tel. No. (l~jv(J ArOD Code) . 

PC!p.:lrtment 0'[: the Attorney Genc;ral (80S,) 548-G3!30 
State Capitol 

(.uo..,"""""J1_0 ... 1.M1.0 .... _1_U.,..1_U.,.,,_· ..... I~I.< ... rt._\-l ... ,Cl ..... i_i __ 9_6_0_1_3_ .• ___ ._..., ... , __ .""-l:_i.Io&O.,~ ...... ~"'.IZ, .... ~ ... l~ ... H_,~ .... o~_{_""?[!;~ __ ---c 
I.,C"" 101111 £,I,IJU/U 0-/1·1 
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Ultl1l0 5TATr-~ r)J:.pI<lnMrur OF JUSTICE 
Low I:II/OICOlIll'(l1 A!;r,I~luIIC" Atilllinl,,"ulioo 

Hulio(lIJI Crinli",,1 Ju~li':tl Inf(Jfflllllioo'uod 

Bureau of Crime StatisticG and 
Identification 

Departnent of ~ttornQy General 
Kanainn Pldg., Iolani Paltice Grounds 
HonoluJ. \l, Wn'7uii 9 (iS13 

~ttorney General, ECSI 
, IZJ PAostcUTOA 0 COURT 

OPERATIOHAL rfWCEDURES 

COlilp\ctencss and Accuracy 

Complete Disposition Reporllng from: 
Police 
Prosecutor 
Trial Ceurts 
J\r<lllale Courts' 
Plobcltion , 
Co'flecliona [ Institutions 
Parole 

SystC!\i(ltic Audli: 
DClinqt12n\ Disposlliun ~,~Ol1\tO( illg 

AC('lIrJcy Vcr iliciltlOo 

Limits on Dissemination 
, Con!mcluili Agreemcllls 'Notices and $illlr.liolls 

in Effect lor: 
Criminal JustlCC Agellcies 
Non-Crililina \ JUStl\\1 Aecncics Glilnlcu Access 

by L(\\'{ or E).ccutlvc (Mer 
SO(Vlcr. A~cncies Under Contract 
Rcscilrch OIR,lllizntions 

Vll hu,)tifl~' A~enc'{ RI!'ht of I\ccrss Rrslricllons On: 
J\lvcfllle Hecold Ols~01~in<1llon 
CWllilO1ulion of RecoIll f.xlstrllc~ 
Set: ond;:\ty nISSClh\l\:llion by NOI\-Cr i mrnil I 
. Justice ACC'flC1CS / 

OiS5(:l\\in~tioll Without DIsposItion 
, , 

Audit!; ;m:\ Qu:1liIy Control 
AII(III Tr~\l: 

"we;)t In~l D.'!.) EnllY 
rIlOl~IY ()1!iSVI~;ln\ltrlln Lo~s 
Scconoory OI$~(,i1\1n\ltIOI\ Lor,s 

A-39 

Af'Pllnvro 
',IAII PIC), ,,\. II' I', /1 • . MS ........ -- ......... 

CERTIF ,CAlIOH r:or~ 
AGENCY S YSTr.:MS OTHr:r~ TIIM~ 

THE CE'NTRAL STA T:: REPOSITORY 

IAI'PLICAULL ST II T e: lUll Tt: f'IlCPAIcr.U 

lIm'mii 
:C(JtHACl tiAl~!~ n:Lt:PIlOIH tlU (e,iv\) ""'/1 " .. ,I,,} 

Ernest T. Yonanine {S 08) 548-2692 

o PI100llTiON C COIlI1[!:CTIONAL 
'INSTil UTION 01''';101,<-

, 

J, • CHECK IMlnKS r-- 0.' TE.S ~ 1 
(If; 1\ <;0 w; rO't 

';' -(,,-

NOW ~~I!.II,II'L PM'II T r, ; ION C:".T':' • .\T<::-' 
;~~F'L C '/,".11 T" T lOti IMPLEM['.tIT co COST 1 CCfINICJ\L t./\ ..... ~ Ot- t.ATE 

"U~':IO"'ITV 
" 

Yes 
Yes i ~ 
Yes 1 

, 
:. 

No i 12/77 '\~ 
Yes I 
Yes \ 

f 

Yes t 
i 
~ 

Yes 
! 
i 
i 

Yes I 

: 
• 

No 3/76 

No 3/76 
Ho 3776' 
NO 3/16 

N/A 
Yes I 

No X 12/77 
Yes -~--- ~-~ .. ------- _.- ~ .. ------ --- ---- ----- -----

Yes 

Yen 

«:IlIIII/'"'' "" 1I~\t"(' .... 



-.. 

.J, CIII:CK MAnK!, _._~~C tMTf:S -1' 
1/' A','}"', j'rl'l " •• 

OPERATIOHAL PROCEDUR£:S . tit)\'{ I--.J!.c ·!lWI "/AI'/I:{{\\! r';ill(NI I I~ ..•. - .. -- .. IMr'l ['" '/1 " n 
IMPlt:I.Il:,1l1 CO ICOSl rcc:.II''''';ALI''IJ;J·t:)t;~;~ 'OATt."'/H 

• 
,', Secur lIy 

[XCCU{IVCIStillllloIY Dr:5lcnJlion of f/esponsihlc 
Yes Crimin;)\ Jur,\icc flr,cncy 

PrcvenlJOII of lIn;llIlhoriLcd I\ccess' 
1'1/ lIilrdt:arc OC$len 

Software OC5ien "lTllY 

• 
Deoicllt(:d IliHdwlllC: 

Terminals Yes 
COrHfilunir alIGns Control N/A._ 
Processor lilA • 
Storage Devices NIl\. 

Crir,lina! Justice Ar.ency Authority: 
Computer Orx;ralion5 PolIcy Yes -
Access 10 Work !\rr.i1s I--_Yes 
Sciection and SUjX!lviSlon of Personnel Yes • 

Assign:nent of Administralive Responsibility: 
Yes. , Physical Sf.!ClIllty 

Unaulhorized Access 
Yes 

Physical Protection Against: 
Yes /Iccess to Equip::\cot 

Thelt, SlIbotagc . Yes 
Firer Floed, Olher N;:turai DIsil51er No 

Employee Trainlllr. Program Yes 

Individua I mghl of I\ccess 
Rutes lor Access Yes 
Point of Review and ',~cchanism Yes • 
Challenge by Indiv;dual Yes , 

Admfni2.trlllive Review Y(>s 
Administrative Appeal Yes 
.Collection/No{ificatlon of Error Yes 

• : Flt!MAltr,$ 
.•. - -

HPD CCH system is shared by BCSI. One t.erminal operated bv 
. 13CSI is capable of input, retrieve and correct criminal hi';tQry 
and identification data received from IIa\\laii, Haui and Kauai 
.police departmonts. . 

• 

• 

• Ie 
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" ArJ f>R0vr:o: n'.M1 NO, "'l'-nf)'i')r, 

t---'~--___ "'-_____________ -r-_'''_.I. __ ' __ ''''''_''''"'''''''''''''''' •• il ......... ~~f,....,.....".. , •• .. ~ 

• 

• 

, f . 'iCs": O'E r MH I.' EIII OF - JUST I C'E ". __ 
fLAY! CIIF'OnCr::I.IUIT ... !,~I~l AIle;: MI/AII"~TIl"TION 

.,AT10IlAL. Crllf,ll/'AI. J\I~'rICf: IIIFOIIW\TION AlIO 
:;iATIHIC5 Sr::HVICE 

WASHIHGTOH, v. C,,2<if>3\ 

fIAMl~/AvOFlI'_SS OF SUIJMITTlt,G "GENeY 

THE JUDICIARY 
P. O. BOX 2560 
HONOLULU, HAWAII 96,804 

~ 

tHfORMATIOH 
STATEMEHT, 

120 crR 20,! - 20.3Q) 

M'PLICAULr: STATiZ 

Hawaii 

CO«TACI NAME: 

INST/WC1'IONS i 

P/CD IcY (l'o·tido Iho (oltolVir.(: 'nlort/j{J(jr, 
comp/otf) 'he Iltl'~c:/lod ccrtificlItion (Dr 

ilfld lriurn all pllrtiJ to tllo addross "': 
Iho lell. 

oArl:: f'fU:PARCO 

Harch 3, 1976 

TEL. NO. (Gl .... Af"G Cod,,) 

(808) 548-4605 
c _ 

1."'DwS your Uh0nr.y "collect, store. or (llssemillale crirnmal 11lstoC'y record iuCormatlOn processed by ellher manual or 
• automated operations?" "CrimiMl history record informatlOn" means information collected by crir.tinal justice 

agencies on indivIduals which consist of identifiable descriptions and notations of arrests, detentions, indict
ments. inform..'l.tions,or other formal criminal charges, and any disposition :lfisin~ therefrom, sentencing. correctional , 
supervision and relt!n.se. The term docs not include identification int'orn:atlQIl such as fingerp:int record!; to th~ 
extent tha.t such information does not indicate inVolvement of the individual in the criminal justice system. 

• 

• 

.e 

• 

YES G9 NO 0 
_'2. 1f'lh~ answer above was ttYes," have LEAA funds been made .avoilablcto -the agency sub~~quent to July 1: 19i3-' 

Cot the collection, storoge or dissemination of information? 

YES U9 NO 0 

e-------------------·-------------------------------------------------------------~"---------------3. ~ndicale the type or ngr;mey; 

o PROSECI)TIOI~ 
llil COURTS 

o PUBLIC DEFE~IDER 

o CO·RRf'.:CTIO·NS 

a.," • 
4":-lndicnte lhe typ~ or'system: S. 1s the system automated? 

DYES 

'.,6. Docs the system(s) exchange information with other sy";tems'? "ug YES" - O' NO 

'U '''Yes.'' specify which other systems: 

·t:f PARTIAL 

• P REGIONAL 0 CENIRAl. SlATE REPOSITORY Elements of crind.na..l ___ i 
, " Just:t..ce system. 

I·~-·------------------------~------------···-------.-~--------------------.----____________________ ~ 
,,:"lndicnle populntion of primnry geographic jurisdiction 8. Indicate approximate number or subjects included " . 

bcin[t served: system: 

• ·650'; 000 00-5,000 o !'>,¢OO·25,OOO OTI ?~, 000. \ 00.000 

o 100,000-500,000 o MOHF. THAN !iOO,OOO 

l~~------~-----------------------------~,~~------------.----------------~--------9. Nome of nuthori;:cd or,ency ofCiciol 10. -Tille 

I 

•• ,. 11. Ar,cncy nrltne nnu nddress 

LESTER F,. CINGCAGE ADMl~ISTRATIVE DIRECTOR Oli' THE COU~~_I 

12. 'Tel',No. (~ivo MOil Ccxlo) 

(808). SMl-11605 

• 
THE JUDIC1ARY, STATE OF BAHAII 
P. O. BOX 2560 
}lONOlIULU, nAHAll 9680l. 

13:,,signntlllc of ulllhoriz~·d officl-n-l·--.-------

~~~~,Z Q __ ~~-,-- ' 
1CMt~~~oo .. iit(, .. t~; .. ~' .. -..... -.-----... -...-...~ ...... ~ ........ t.~~~~I ...... f ..". .... ".., ....... tf.· ......... ~I .. )It .................... .,.~ ... .,~~ 

1,)OJ,1')'/601 
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APt·'U1vr.v 
(,Mil NO. 111,/lI)'//(. 

r·-• UNITED STATE~ ;:if~r/dFMEIH Or- JUSTICE CERTIF,CATIOti fOI< 
, 

Low Enlolcornl.nl AsslsICJI1CIl Adrninir./rution 

Nolional Crimillfll Ju~IIr.': Information ond AGENCY SYSTEMS OTHr.:R THAN 
SllIrlslics Soryi co THE CE:'NTRAL STA T:: REPOSITORY 

Washington. D.C. ;205:11 

• !/lAME/.\r>r)fCI:~·i Of' ~UillMTTI~~v (\(,I:.II,C'( . II\PI-'LICAllLE. 5T 1\ TE IDA Tt: PflCPAftCO 

THE JUDICIARY - Hawaii March 3, 19'76 
P. O. BOX 2560' , 

HONOLULU, HAWAII 96804 ICONT ACT NAMf. ,T!:;LCPIIONf NO. ("IV.., lIreli co. f •• ) 

(808) 548-4605 
tTY"F. OF AnCNCY 

d CORREC'flONAL Qr"C,LlCf . 0 pnOSCCIJTOR (]lCOURT a PROOATION INSTil UTIOIl CJ PAROl.!; • 
:TNST-RUi;T lOllS: (:,:,",.Ic-IOI tI,:: {01l"1\'1I//:, 0., ""(Jt/~"rinlc. 

J. 
CHECK MARKS 

,1- r DA T e:S --:t 
~lt~f~;:?~:5 r 0'/ C. T J ~.~A T<;;C 

OPERA-rtOHAL PROCEDURE'S NOVI NC>lH : t'Mr~ liT r, i IO~1 
~t!PLEw,;rIT" nON i IMPLe:f,\F.~IT E-~D 

iCOST 11 IL I,,~j~~~~~r~~ v DArE • 
.. 

Completeness and Accuracy ! 

I 

Complete Disposition Reportlne from: 
Police No I 

I • 
PtGsecutor No 

I 

Tria I Courts Yes 
,/l.r,eJlale Courts' Yes 
Probation Yes ~, 

. COllectiona I Institutions No 12/77 
Patole No ]')177 ·e , 

. 
. 

Systematic Al!dii: 
Delinquent Dlsposittoil MOl,lllolillg . Yes 

• AcculLlcy Verification No 12/77 

'Umits on Dissemination 
. Cont{(!ctual J\grcemenl~"Nolices and $Ilnctions 

, . 
in EHeet for: 

Criminal JustIce Agencies _Ye!'l' 
No~:Ctill1ina I Jus tIre Agene ies Granted Access • 

by Law or Executive (lrder Vr.>c. 

Scrv'ice AgenCies Undet Contract Yep. 

R.esearch Olganizations Yes 
Va Iidatinp' Ar,cn..:y Rl!~h\ of "(cns:, Restricllons On: 

, 

Jllvclllic Hecara Dlsscl~I:J(Jti0n .Y~~ 
Confirmation of Record Exisl('nce Yes • 
Sccond:HY Dis$(!(\1\IIi1tion hy, NOII·Criminal 

No 12/77 ' Justice 1~r.l}nCIl'S 
Dissemination Without Disposition No 12/77 

... ; 

Audits a~ Qualily Control 
, 

Audil Ilild: • 
f\eclcatirl)l 0,11,1 Entry No ,.) 177 

ee 
r'lllllillY DI~15cl!ilr,;1ti(Jn logs No 1~) 177 
Secondary Olsscminaltcn l.ogs No 1 ') I r 

, .. 
_.,u.~~ .. , ...................... ~~~~ • l,f.M, .. OHM (,(ou/IO (9-75) 
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NOW 
C';TIIU'II.(} 

OPEI~ATIONAL PROCEDURES IMf'LCloIt',1l T co I CO!'>T In.:c IItliCA Li 1\0 ~ ;'161~;fr y 
I/.IPl r.·.'i:~ITl\rIOIl 

OI\Tt: 

• 
1< Security 

Exccu{'vc.'statlltory Des1cnation of Hcsponsiblc 
N/A Criminal JU5ticc Ar,cncy 

Prevenlton of lJfI~utholizr.d Access' 
N/A Hardl;are OCSlnn --• 

Software Desien 

Dedicated HMdwilre: 
Terminals N/A 

Comrilunicillrons Conlrol N/A ... _ 

Processor NIA 
Stola'go Devices 

.' N/A , , 

• 
Criminal Justice Agency Aulhorily: 

Yes 
Computer O(!Jraliolls Policy 
l\ccCss to Work Areas Yes 

• Solcction and Su!X)rvislon of Personnel ? 

Assignment of !Idministrntive Responsibility: 
Ph}'sical Security Yes, 

Unauthorized Access Yes 

PhysIcal Prolectioll Against', 
Yes Access to Equipment 

Theft, Sab'Jtage Yes 

Fire, flood, Other Naturat Disaster Yes 

Employee Training Program Yes 

• 
Individual Right of Access 

Rules fur Access Yep, 

• Point of Review and Mechanism Y("r=: 

Challenge by Individual Yf>A 

Adminiiiiralive Review , YAP, 

Administrative /\ppeat f--Xes 
Concction/NolificatlOn of Error Yes :. iREMAHY,$ 

. 
This certifi'cation cover.s all judiciary components listed in Appendix C 

of the State of Havlaii Security Plan. 

• 

• 
. 

• 
I 
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APPENDIX B 

Excerpts From 

HAWAII 
COMPREHENSIVE DATA SYSTEM 

SECURITY AND PRIVACY 
MANUAL 

The technical power of information systems to compile data on 

individual citizens is unlimited. If such systems are to 

obtain the respect of the citizenry and receive popular support 

for their continued use as a tool in the administration of 

justice, those who operate these systems must respect the 

limited purposes for which they are created • 

The important area of security and privacy concerns the need 

to maintain a balance between the necessity of the criminal 

justice community for information about its clients and the 

right of the individual to privacy_ Issues raised concern 

distribution of information; scope, accuracy, and timeliness 

of information; as well as protecting information from 

unauthorized tdmpering or destruction. 

The regulations proposed are minimum standards for local, 

regional, or statewide criminal justice information systems. 

They are not intended to cover all the exigencies which may 

arise in the development of a particular system, nor should 

they prevent anyone system from adopting more strict regu

lations. In short, they can be (and may need to be) supple

mented or tightened, but not circumvented. 
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A.I 

A.2 

A.3 

A.4 

Section I 

PRIVACY COMMITTEE 

A Privacy Committee shall be created to coordinate these 
regulations. The committee shall be composed of repre
sentatives of criminal justice agencies, information 
systems, and the general public. 

Comment: It is recommended that a Privacy Committee be 
created to encourage compliance with the regulations 
contained in this manual. 

The Privacy Committee shall have the responsibility to 
recommend modification of these regulations, so far as 
consistent with applicable law. 

The Privacy Committee shall have the responsibili·ty to 
impose non-penal sanctions for agencies which fail to 
comply with these regulations . 

comment: Some penal sanctions have already been created 
by state law. See Section B.12. The most obvious non
penal sanction is to deny the offending agency use of 
the computer system. 

Every criminal justice agency participating in a 
criminal justice information system shall appoint one 
person to be responsible for compliance with these 
security and privacy regulations . 

B-2 



• 

• 

• 

• 

• 

• 

• 

• 

.~ 

• 

Section 2 

ACCESS 

To protect confidentiality of informa.tion in criminal justice 

data banks, rules must exist which govern access to and the 

sharing of automated information. The general principle, 

followed in thes~ regulations, is the concept of limited 

dissemination. Criminal justice agencies should share among 

themselves only that information which is relevant to their 

statutory responsibilitiesj non-criminal justice public 

agencies and officials should obtain data only where they have 

specific statutory authorization to use it. 

Whether the principle of limited dissemination can be applied 

in Hawaii depends on the state public records law. That law 

describes a public record as a written or ~rinted report or 

paper of a governmental agency "on which an entry has been 

made or is required to be made by law .•. but shall not include 

records v.lhich invade the right of privacy of an individual." 

H.R.S. 92-1(2). Such records shall be available for inspec

tion by any person during office hours. H.R.S. 92-4. 

The use of the term "required to be made by law" suggests 

that public records are those records made to memorialize 

official transactions for public reference (or to disseminate 

information to the public). Under t.his interpretation, reports 

which agencies prepare voluntarily to assist them in their 
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One could still argue, however, that the recording of criminal 

histories ~ required by law. The Attorney General is author

ized to prescribe a system to identify suspects. H.R.S. 28-51. 

He may establish records to be kept or reporting forms -co 

support his system. H.R.S. 28-53. Thus, criminal history 

records maintained by the Attorney General pursuant to this 

law might be viewed as public records. 

In that case, it must be determined whether public dissemi-

nation of an individual's complete criminal history (as opposed 

to a police or record entry which refers to a single case) 

would "invade the individual's right of privacy." 

The term "privacy" is not defined by statute bu,t there is 

nothing in Hawaii law to suggest that convicted persons are 

not entitled to some kind of protection. H.R.S. 716-3 states 

that convicted individuals maintain their civil rights. 

Furthermore, the legislature has been sensitive to the need 

for priv.acy in somewhat related situations. Civil identifi-

cation records acquired by the Attorney General are confiden-

tial. H.R.S. 28-45. Reports and records maintained by the 

Department of Health relating to mental illness and drug 

addiction are also confidential. H.R.S. 334-5. 

It is interesting to note that the previous public records 

law applied broadly to all books and records of all agencies, 

except police or prosecutor records. It was stated in 
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open to public inspection. The subsequent public records law 

was more narrowly worded and the legislature inserted the 

invasion of privacy language. 

There are also strong policy reasons for adopting an inter-

pretation of the public records law which restricts dissemination 

of criminal history data. Tens~.on exists between the indivi-

dual's ~ight to privacy and the public's traditional abhorrence 

of a public agency conducting its activities under a veil of 

secrecy. The records of individual occurrences, such as 

arres·ts, complaints, and convictions, are cormnonly recognized 

to be public information. However, the same records when 

compiled and automated on an individual basis do not serve the 

function of providing the public with data for evaluating 

agency behavior; they provide agencies with needed information 

to judge individual behavior. And, because of the inherent 

dangers of abuse and personal detriment, they may be justi

fiably restricted to those agencies which need the information 

for official business. 

As for juvenile records, the principle of limited dissemination 

seems clearly established. 

Routine family court records in juvenile delinquency and neg-

lect cases may be inspected only by the parties or, pursuant 

to court order, by persons with a legitimate interest in the 

minor's welfare or persons performing research studies. 
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H.R.S.57l-84. The same section provides for the confiden

e tiality of juvenile records in police department,s. 

B.l a. ''Cr'im:i'n'al' jus'ti'ce' a'ge'n'c'ies means only those public , 
agenc~es or components thereof, at all levels of 
government, which, as their principal function, 

. perform activities relating to (1) collection and 
analysis of crime statistics pursuant to statutory 
or administrative authority; (2) the apprehension, 
prosecution, adjudication, or rehabilitation of 
criminal offenders, or (3) the collection, storage, 
dissemination, or usage of criminal justice record 
information. 

b. ''Cr'iminal justice record'information refers to 
information contained in an automated criminal 
justice information system. Intelliqence or 
investigatory information maintained by one agency 
and not disseminated is not included unless 
specifically identified. 

Individual record information refers to th"i: 
criminal justice record information which permits 
identification of an individual or can be accessed 
by personal identifiers. 

Comment: Any type of information if it does not 
permit identification of the individual record 
subject can be stored in a criminal justice 
infoX'mation system. But, where the record contains 
sufficient personal identifiers to permit identi
fication of an individual, the manual establishes 
a different set of standards. 

c.Juvenile justice agencies means the Family Court 
and public or private agencies which participate 
in juvenile delinquency and neglect proceedings 
related to juveniles or receive custodial place
ments from the Family Court. 

d. Unless stated otherwise, the standards concerning 
criminal justice agencies, criminal justice record 
information and criminal justice agencies, juvenile 
justice record information, and juvenile justice 
information systems. 

.-
Comment: The definition of juvenile justice agency 
is broad enough to permit private agencies to parti
cipate in mul'ti ... agency juvenile systems. Such 
agencies frequently provide custodial rehabilitation 
programs. 
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B.2 Direct terminal access to criminal justice record infor
mation shall be limited to criminal justice agencies. 

B.3 Criminal justice agencies shall obtain, whether by direct 
terminal access or otherwise, only that information which 
is relevant to their statutory responsibilities, provided 
that each criminal justice agency shall have access to 
its own files in an information system. 

B.4 N6n-criminal justice public agencies and officials shall 
obtain only that individual record information V'lhich is 
specifically provided for by state law. 

'Comment: Hawaii has adopted the general principle that 
a convicted person does not lose his civil rights, 
including public employment. H.R.S. 716-3. Still, an 
individual may be prevented from obtaining an occupational 
or business license by specific legislation. H.R.S. 716-4. 

B.5 No corpora.~',ion, private agency, or individual shall 
obtain individual record information unless such dissemi
nation is specifically provided for by law. 

Comment: Private employers, security firms and investi
gators, credit agencies, insurance companies, and banks 
may attempt to obtain criminal history information on 
individuals, particularly where employability is concerned. 

Nevertheless, in Hawaii, this information is not a matter 
of public record. 

B.6 Where juvenile justice record information is automated 
by a law enforcement agency, that information may be 
shared only among local law enforcement agencies or 
upon order of the Family Court. . 

Comment: Juvenile records in the Family Court are confi
dential and dissemination is under the Court's control. 
H.R.S. 571-84. 

It is recognized, however, that law enforcement agencies 
have legitimate needs to maintain records on juveniles 
and these records are also treated as confidential. 
H.R.S. 571-84 states that they will be open to persons 
whose official duties relate to the juvenile laws. 

Standard B.6 interprets this section to limit dissemi
nation, at least as applied to automated records, to 
other law enforcement agencies. To establish a broader 
rule runs the risk of circumventing the control already 
given to the Family Court over much of the same record 
information. See G. v Superior Court, 484 P2d 981 (Cal. 
Sup. Ct. 1971). 
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B.7 

B.8 

Intelligence information obtained from a crim.inal justice 
information system including the fact that an individual 
has an intelligence file or name of agencies that possess 
intelligence informatiun on him, shall not be disseminated 
outside of criminal justice agencies. 

In all cases where criminal justice record informa.tion is 
open to public inspection by law, the custodians of that. 
information shall adopt reasonable regulations to permit 
public access. 

Comment: The above regulations limit dissemination of 
information which is or could be restricted from public 
disclosure. But, there will be instances of information 
governed by the public inspection provisions of the 
public records laws. For example, the court docket of 
individual cases might be automated. 

B.9 No agency qualified under these regulations to obtain 
criminal justice record information may obtain access 
until it has signed a non-disclosure agreement, as 
adopted by the Privacy Coromittee. 

Commer~: The typical penalty for violation of a non
disclosure agreement is temporary or permanent exclusion 
from an information system • 

B.lO Any person maintaining or receiving individual record 
information shall, prior to each use or further dissemi
nation of such information, take reasonable acti .. cm to 
assure that the information is the most accurate and 
complete available. 

B.Il Those agencies or individuals engaged'in.legitimate 
research programs may obtain criminal justice record 
information for research if each agency contributing 
and maintaining the information consents and the 
Privacy Committee implements the following requirements. 

a. 

b •. 

c. 

In no case shall information furnished for purposes 
of any program of research be used to the detriment 
of the persons to whom such information relates. 

In no case shall information furnished for purposes 
of any program of research be used for any other 
purposes; nor shall such information be used for 
any program of research other than that authorized 
and approved by the Privacy Committee. 

Each participant and employee of every program of 
research authorized access to information shall, 
prior to having such access, fully and completely 
execute a non-disclosure agreement approved by , 
the Privacy Committee. 
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d. In every case, the authorization for access to 
information shall assure the Privacy Committee 
full and complete rights to monitor the program 
of research. Such monitoring rights shall include 
the right of the Committee, its agents or employees 
to audit and review such monitoring activities and 
also to pursue its own monitoring activities. 

B.12 It is understood that violation of these regulations may 
subject the individual to criminal and civil liability. 

Conunent: Hawaii does not, have a criminal lavl specifically 
punishing those who may abuse or wrongfully disseminate 
the information in computerized systems, but more general 
statutes partially cover the situation. 

Any act where an individual alters, deletes, or falsifies 
information in a criminal justice information system may 
be punishable as "tampering with a public record"--a 
misdemeanor. H.P.C. 1017. The term public record is 
broadly defined to include all records created or kept by 
a governmental agency. H.P.C~ 1017(2). Commentary to the 
law explains that the law is not limited to tlrecords 
traditionally considered 'public' but also information 
kept for the benefit of the government ••• ". This statute 
would not punish, however, an unauthorized dissemination 
of a copy of a computerized record. That action possibly 
could be punished as a "diversion of services" under the
theft statute. H.P.C. 830(6). 

Furthermore, where information is electronically inter
cepted, as by a wiretap on communication lines, the crime 
of violating privacy--a misdemeanor--is committed. 
H.P.C. 1111. 

Concerning civil liability, the State Supreme Court has 
recognized the invasion of privacy as tortuous conduct 
which may provide the basis for a cause of action. 
Fergerstrom v Hawaiian Ocean View Estates, 441 P2d 141 
(196?). That case, however, concerned the appropriation 
of an individual's name for commercial purposes and the 
court expressly stated that "we do not now decide whether 
other aspects commonly included under a general right of 
privacy will receive similar protection." 
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Section 3 

PRIVACY 

Privacy refers to the protection of the interests of the 

people whose names appear, for whatever reason, in the contents 

of a criminal justice information system. ~fuen information 

about an identifiable individual has been obtained by a 

criminal justice agency I the important considera"t.ion becomes 

one of confider!tiality--who within or outside the agency is 

aLlowed access to a given record or file. 

The following standards are based on the premise that one of 

the most~ important ways to protect the individual's right of 

privacy in an automated system is to limit the information 

which the system may possess. The standards prescribe strict 

rules regarding information quality and completeness. An 

additional safeguard is the right of the individual to inspect 

his own record for inaccurate or misleading statements. 

C.I Individual record information shall be objective, 
verifiable, accurate, and complete. In follm-dng 
this standard: 

a. Individual record information which is anecdotal, 
evaluative, or judgmental shall not be computerized; 
provided that where an agency's responsibilities 
require behavioral analysis of individuals, that 
agency may automate standardized personal evalu
ation data entries of a type useful for research 
classification. 

Commen't: One of the most serious pUblic complaints 
about individual data banks is that they will comput
terize for indefinite periods such soft social-work 
type of evaluations as "drug problem" or "suicidal 
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tendencies." For this reason, it is generally 
agreed that computerized criminal histories will 
not contain behavioral data. Standard C.la recog
nizes, however, that some correctional agencies 
will want to computerize certain individual analyses. 
The standard requires use of a uniform vocabulary 
based, insofar as possible, upon widely accepted 
behavioral terms. 

b. Individual record information that arrest took 
place or prosecution was initiated shall not 
be disseminated without inclusion of a final 
law enforcement or judicial disposition; 
provided that, until a final disposition is 
reported but not longer than two years, 
"disposition pending" may be utilized. 

c. Individual record information in intelligence 
files subject to terminal access by an agency 
which did not originate the information shall 
be limited to personal identifiers and such 
data as is available from sources open to 
public inspection. Intelligence files may 
also identify law enforcement agencies possessing 
additional intelligence information relating 
to such individuals • 

Comment: Where automated intelligence data is shared, 
tne risk of injury to the individual from unauthorized 
disclosure is enhanced. This standard establishes a 
system of pointers to ensure that those needing the 
information can obtain it manually. This approach is 
consistent with the methodology of groups employed in 
organized crime intelligence operation~. 

Individual record information entered in a file shall 
be relevant to the purpose for which the file was 
created. In following this standard: 

a. Misdemeanor drunk and traffic records where the 
case did not result in imprisonment or probation 
supervision shall not be entered in criminal 
history files. 

Comment: Several recent cases have raised the issue of 
whether the constitutional right to privacy or equi
table grounds of fairness permit a criminal justice 
agency to maintain records on persons \1hose arrests 
did not lead to conviction. The results are not 
conclusive. 
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C.3 

C.4 

C.5 

In Menard v Mitchell, 328 F. Supp 718 (D.C. Cir 1971), 
the u.s. District Court found that arrest records which 
showed release without further pr.ose.cution might still 
be useful to law enforcement agencies; the court pro
hibited, however, dissemination to non-criminal justice 
agencies. On the other hand, the \i'7ashington Court of 
Appeals found that the constitutional right of privacy 
overrode the police necessity to keep the fingerprints 
and photos of an acquitted person. ~ddy v Moore, 487 
P2d 211 (Ct App 1971). And the Colorado Supreme Court 
held that the retention of arrest records of an acquitted 
person without justification from the standpoint of 
law enforcement or creation of methods to insure record 
confidentiality may constitute an invasion of privacy. 
The court recognized the significance of the Ifcomputer 
age" in bringing record-keeping issues to the public's 
attention. ~avidson v Dill, 503 P2d (Colo Sup ct 1972) • 

Nevertheless, Bawaii appears to have resolved the prob
lem by legislation. An arrested person who is not 
convicted may request the attorney general to return 
his fingerprints. H.R.S. 28-54. The only exceptions 
are those written into Standard C.2.h. Returning the 
fingerprints is tantamount to preventing verifiable 
computerized criminal histories. 

Individual record information relating to juveniles shall 
be maintained separately from that relating to adults. 

Individual record information in intelligence records 
relating to organized crime and racketeerinq activities 
shall be maintained entirely separately from civil 
disorder/subversive activities record information. 

Conunent: This. regulation is proposed as a ma·tter of 
prC!-cticq·lity" . Civil disorder files involve constitu
tional questions of great seriousness. Such questions 
are only beginning to reach courts dnd legislators and 
to affect public attention. If such files are inter
mingled with organized crime intelligence records, the 
constitutional problems implicit in the former would 
inevitably attach to the latter. In addition, the 
political and public acceptance of organized crime 
intelligence systems may be eroded by the controversy 

,that surrounds civil disorder files. 

Individual record information shall not be disseminated 
unless the requesting agency is able to identify the 
record subject by a specified set of personal charac
teristics. 
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C-o'.mlnent: In some systems, fingerprints are an avail
able means to safeouard against mistaken identitv. 
Where use of finge~prints is not feasible, some other 
set of personal identifiers must be required. 

C.6 Every individual, his attorney of record, and his parents 
or guardian, if a minor, shall have the right to examine 
all individual record information which refers to him. 

a. This right of examination shall include inquiries 
by agencies which have requested access to the 
individual's record. 

b. This right of examination shall be subject to 
reasonable procedures, to be established by the 
Privacy Committee. 

c. Any individual who believes that individual record 
information which refers to him is inaccurate or 
misleading may petition the Privacy Committee for 
additions to, deletions from, or comments upon 
the record information. 

d. Notice shall be clearly given or posted in criminal 
justice agencies concerning the la\\7s and conditions 
under which an individual may vie\V' and correct 
his criminal offender record. 

Comment: The right of Rn individual to inspect his own 
record can be an important safeguard. Such inspection 
does not interfere with criminal justice use of the 
records and it provides an additional guarantee of 
accuracy in the information reported. Juveniles, of 
course, are already accorded this right under juvenile 
court law. H.R.S. 571-84. . 

In common practice, the individual is permitted to see 
his own record and take notes, but not to obtain a copy. 
The purpose of this approach is to make it impo?sible 
for employers to condition employment on produc,tion of 
the actual rap sheet. 

.... 
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Section 4 

RECORD RETENTION 

Criminal justice information systems require guidelines on 

how long records, both manual and automated, should be main-

tained. There are two general reasons behind the rules for 

purging files with information un individuals. One is to 

eliminate information which, because of its age, may be an 

unreliable guide to the subject's present behavior or situation. 

The second is somewhat more philosophical. There exists a 

point in time after which it only seems fair to give individuals 

a fresh start. It is difficult to judge, of course, when that 

point is reached. 

For records, such as cases in progress, which· do not store 

data on individuals, a general rule is that the file should 

be purged when it is no longer required or useful. Such 

action is required to keep the computer system at maximum 

efficiency. 

The most difficult problem is determining how long to main-

tain criminal history information on an individual. In some 

systems, the practice is to keep records until it is likely 

that the individual has died. Such policies violate both of 

the concepts underlying reasonable, realistic retention rules. 

Both the probity of the records and the stigma attached to 

them may terminate for many individuals at an earlier point, 
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especially since the average adult criminal is relatively 

young. 

Stat.e law coni..u.ins no guidelines for purging criminal histo-

ries. One national body composed of .representatives from the 

entire spectrum of criminal justice has proposed that ten 

years free of subsequent criminality for felons and five years 

for misdemeanors is a reasonable and fair standard. 

It would appear that record retention rules require the 

approval of the State Comptroller. H.R.S. 94-3 states that to 

destroy a governmental record, the agency must get the authority 

of the Comptroller. 

D.I Reasonable rules for routine purging of individual 
record information shall be established. In following 
this standard: 

a. Information in field investigation (interrogation) 
files shall be purged vli thin six months of entry. 

b. Information for keeping track of an individual 
as he proceeds through the criminal justice system 
shall be purged within three month~ of the indi
vidual's exit from processing. This rule applies 
to correctional files and county case-in-progress 
files which are essentially on-line and available 
for interagency sharing. 

c. Information in criminal history files on.an 
individual convicted of a misdemeanor shall be 
purged when the conviction and release from 
supervision is at least five years earlier, 
provided there have been no subsequent criminal 
convictions. 

d. Information in criminal history files on an 
individual convicted of a felony shall be purged 
upon the individual reaching seventy-five (75) 
years of age and has no criminal convictions 
within the past five years, or upon the indivi
dual's death. 
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e. Information in criminal history files related 
to an offense for which an individual has been 
pardoned shall be purged upon notification. 

f. Information in criminal history files, subject to 
an expungement order shall be purged upon noti
fication. 

g. Purging requires that information be destroyed 
or stripped of personal identifiers. 

D.2 Whenever a minor exceeds the jurisdictional age of the 

D.3 

Family Court: 

a. All juvenile record information relating to the 
minor which has been automated by a Family Court 
shall be physically removed from the computeri 
and 

b. All juvenile record information relating to the 
minor which has been automated by a law enforce
ment agency shall be destroyed. 

. 

Whenever juvenile info~mation is physically removed from 
the computer pursuant to these regulations, storage and 
use of the information shall be the direct responsibility 
of the Family Court . 

Comment: Under this regulation, the Family Court 
retains its statutory authority to govern dissemination 
by court order on a case-by-case basis. H.R.S. 571-84. 

Juvenile records are traditionally accorded a great 
degree of confidentiality. For this reason, it is 
recommended that, once the minor reaches adulthood, 
the automated record be maintained in a central 
repository, thus permitting substantial control 
over its dissemination. 
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Section 5 

SECURITY 

No information system will ever be completely safe from 

unauthorized alteration, removal, or destruction of information. 

Nevertheless, such systems can be made reasonably secure 

thro~gh a combination of technical, physical, and personnel 

measures. Information system security is the capability 

to restrict the availability of specific information to 

authorized individuals, and to physically protect all parts 

of the system, including both the data and the system that 

processes the data, from any form of hazard that might 

endanger its integrity or reliability. 

While the following regulations represent standards which all 

information systems and data processing centers should adopt, 

in the final analysis the implementing agencies must decide 

whether their system of safeguards is sufficient to protect 

the rights of individuals. In each case, an estimate of the 

cost or probability of the threat must be weighed against the 

use of providing adequate information system security. 

E.I Terminal and Operator Identification. 

a. There shall be a terminal identification code 
number for each remote terminal as a precondition 
for entering the files. 

h. Within each agency, terminal use shall be 
assigned to a limited and identified group 
of individuals. 
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comment: Most often, persons having access to a file 
have access to' 'a"ll fields of' 'all records. In a manual 
file where records are maintained in a manila folder, 
it is difficult to do otherwise. 

In a computerized system, however, access can be 
permitted to the entire file or restricted to 
certain flelds of the file. For example, access 
rights might be to: 

(1) Read an item (e.g., file, records or field) 

(2) Write an item so as to produce a change--either 
(a) a new item added, or 
(b) an. existing item changed 

(3) Delete an item. 

The access rights of a user must be explicitly 
denoted in any situation where partial rights exist, 
e.g., for a limited access file or where reading 
is permitted but changes and deletions are not. 
It is recommended that an authorization table (or 
Matrix) be stored with the data and their access 
rights. Access to this table must be s'trictly 
limited to persons authorized to modify the table 
and be stored separately from the data . 

c. Each individual terminal user shall identify 
himself by a personal identification number. 

Comment: For particularly sensitive data, such as 
Intelligence information, a callback procedure may 
be instituted, in addition to the recognition of the 
personal identification number, to authenticate the 
identity of users requesting confidential data from 
remote terminals. 

d. The computer shall be programmed to log the iden
tity of all users, the files accessed, and the 
date of access. This information shall be 
maintained for twelve (12) months. 

e. Each remote terminal user shall establish a 
written log of terminal use as required by the 
Privacy Committee, for dissemination of criminal 
history information outside the agency, which 
shall be audited periodically. 

Comment: In systems which transmit criminal history 
information, the written log of terminal use is an 
acceptable safeguard for determining instances of 
unauthorized file access. This standard is intended 
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to. give the Privacy Committee the authority to deter
mine for which criminal history files and in what 
access situations the written log would be a useful 
protection. The standard is not intended to apply to 
situations where most of the data to be transmitted 
is management i.nformation belonging to the terminal 
user. In that instance, the requirement of a written 
log could be an onerous burden. 

Protections Against Wiretapping, Eavesdropping, or 
Other Forms of Non-Terminal Interception • 

. Adequate measures shall be established through hardware 
and softvlare features to protect against unauthorized 
non-terminal interception. 

Comment: Non-terminal interception involves an attempt 
to obtain information transmitted by the computer 
through wiretapping or electromagnetic pick-up. Wire
taps are feasible whenever a system uses cables to 
connect components; electromagnetic pick-up requires 
capturing the radiated signals emanating from the 
computer and its communication lines. 

The methods use_d for non-terminal interception are not 
capable of altering or deleting information in a 
computer file but the risk does exist that messages 
will be recorded as they are sent or received. Since 
this risk varies with the size of the system and the 
nature of the messages, there is no one recommended 
way to minimize it. For this reason, each system should 
determine what measures it wishes to employ at different 
stages during the growth of systems. 

One generally recognized deterrent is fo code or scramble 
data during transmission. The receiving terminal 
decodes the message so that it becomes coherent upon 
receipt. 

A second method is to shield the computer and communi
cations lines so that electromagnetic emanations cannot 
be captured. Where the data is coded, the shield 
system is not necessary unless there is a serious 
possibility that the interceptor can decode the data. 

Data Storage. 

a. Data shall be stored in a data classification 
system according to scope of permitted access 
and sensitivity of the data. 

CorolUe-nt: A basic data classification system for 
criminal justice information systems is provided 
in Standard 8.5, "Data'Sensitivity Classification" 
of the National Advisory Commission of Criminal 
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Justice Standa:rds and Goals, Re'po'r't,' 'on'the' Cr'im:in'a.l 
, 'Jus'ti'c'e' Syst'em ( 19 7 3) • 

b. Confidential criminal justice records that are 
maintained on-line in a time-shared, remote access 
computer system should be either password protected 
or have sl!:>me form of encryption that at least 
prevents uccidental disclosure, or both . 

. 'Comment: Pass'ivords, in addition to a personal identi
fication numb~r, can serve for authentication of a user's 
identity or can be used to authenticate the authori
zation 6f a user to access a file. Passwords should be 
subj ect to change as often as wanted by the user.'. 

As a general rule, the more sensitive the data, the 
more complex should be the encryption for trans
mission purposes. As a minimum for confidential 
records maintained on-line, a short key transfor
mation for identifying various fields of a record, 
or various records in a file, should be applied. 

c. System hardware and software shall contain mechanical 
controls to insure that all on-line data inquiries 
and machine-generated reports will contain only the 
information which each user is authorized to obtain. 

Comment: A file reader program of an operating system 
should be used for access to all files that are made 
accessible on a field-limited basis. 

d. Systems software shall be implemented to erase and 
clear automatically all media for the storage of 
data when purging is required by th~se regulations. 

e. Duplicate computer files shall be created as a 
countermeasure for unauthorized destruction of 
original files and all computer tapes or discs 
shall be locked in a safe storage area under the 
control of senior agency personnel. Secondary 
storage may be used for backup. 

Comment: For the purposes of record retention, dupli
cate computer files or backup files should be treated 
.in a similar manner as the original files. In this way, 
record retention schedules can apply uniformly to all 
computerized records as well as related records in 
secondary or backup storage. 

Data Entry. 

a. The Privacy Committee shall have the authority to 
require that a specific data element which fails 
to satisfy the standard of objectivity, verifiability, 
accuracy, o:r completeness, shall be excluded or 
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deleted from individual record information. 

b. Where data is submitted to a computer center on 
reporting forms, the data center shall establish 
procedures for destroying these forms or storing 
them in a secure environment after data is 
entered in the computer. 

c. System software shall contain controls to insure 
that each terminal is limited as to the information 
it can input, modify, or cancel in accord with . 
the personnel authorization table and the data 
classification system. 

E.5 File Protection Software. 

a. Procedures shall be created to disconnect any 
remote terminal whenever repeated errors indicate 
that tampering is taking place. 

b. A monitor program shall be developed to report 
attempts to penetrate any system, program, or file. 

c. Edit programs shall be created to periodically 
audit record alteration transactions. 

d. All file protection software shall be written, _':_~,:;';" 
installed, and stored by the systems management-
and technical personnel who are under the mahag8-
ment and control of the implementing criminal 
justice agency. Records of these programs shall 
be stored under maximum security conditions. No 
other persons, including staff and repair personnel, 
shall be permitted to kno'V'T these px:ograms. 

Comment: The concept underlying this standard is that 
all sensitive software shall be prepared by a limited 
number of criminal justice agency personnel. All 
activities related to these prcg'rams shall be performed 
by these personnel only. 

E.6 Physical Security. 

a. All criminal justice agencies will adopt adequate 
procedures for controlling physical access to the 
computer facility and remote terminals by staff, 
maintenance personnel and visitors. These proce
dures should include the use of guards, keyst 
badges, access restrictions and clearance systems, 
sign-in logs, and similar controls. 

Comment: As a general rule, all persons having access 
to the rooms where hardware is kept, including the 
locations of the remote terminals, should be properly 
identified and "need to be present." 
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By virtue of the authority vested in me as 

Attorney General of the state of Hawaii and pursuant to 

Part 20 of Chapter I of Title 28 of the Code of Federal 

Regulations issued by the Department of Justice effective 

June 19, 1975 governing the dissemination of criminal 

record and criminal history information and to assure 

that such information wherever it appears is collected, 

stored, and disseminated in a manner to insure completeness; 

integrity, accuracy and security of said information and to 

protect individual privacy while preserving legitimate law 

enforcement need for access to such information, the 

following are designated criminal justice agencies as de-

fined by Sections 20.3(c) and 20.3(d) and within the meaning 

of Section 20.2l(b} (1) relating to dissemination of 

criminal history record information for purposes of adminis-

tration of criminal justice and criminal justice agency 

employment: 

Attorney General 
Bureau of Crime Statistics and Identification 

county Prosecuting Attorneys 

county Police Departments 
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'Hawaii Supreme Court 
Circuit Courts 
Family Court 
District Courts 
Office of the Court Administrator 
Hawaii Criminal Justice Statistical 

Analysis Center 
Adult Probation Offices 

Division of Corrections 
Corrections Research and Statistics Bureau 
Board of Paroles and Pardons 

Intake Service Center 

Department of Data Systems 
City and County of Honolulu 
State Electronic Data Processing 

Division 

R~tm~71~ 
Attorney General 
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By virtue of the authority vested in me as 

Attorney General of the State of Hawaii and pursuant to 

Part 20 of Chapter I of Title 28 of the Code of Federal 

Regulations issued by the Department of Justice effective 

June 19, 1975 governing the dissemination of criminal 

record and criminal history information and to assure 

that such information wherever it appears is collected, 

stored, and disseminated in a manner to insure completeness, 

integrity, accuracy and security of said information and to 

protect' individual privacy while preserving l~gitimate law 

enforcement need for access to such information, the 

following are des~gnated individuals and ~gencies within the 

meaning of Section 20.21(b} (2) which require criminal 

history record information to implement a statute or 

Executive Order that expressly refers to criminal conduct 

and contains requirements and/or exclusions expressly based 

upon such conduct: 

Ombudsman 

county Liquor Commissions 

State Collection Agency Board 
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TO 

Criminal Justice and Non-Criminal Justice Agencies 
State of Hawaii 

Dear Sir: 

Transmitted herewith is the annual CCH audit questionnaire 

pursuant to Part 20 of Chapter I of Title 28 of the Code of 

Federal Regulations issued by the Department of Justice 

June 19, 1975, and in compliance with the Privacy and Security 

Plan, State of Hawaii, relative to the dissemination, usage, 

collection and storage of criminal history information (CCH) 

by criminal and non-criminal justice agencies in Hawaii. 

pursuant to authority vested in the Attorney General by 

provisions of Sections 28-51/28-56 and 731.3.2, Hawaii Revised 

Statutes, it is requested that the enclosed Criminal Justice 

Agency CCH Audit Report be completed and returned to the 

Attorney General's Office. An inspection of a random sample 

of criminal history data records of ~gencies selected will be 

conducted by representatives of the Attorney General at a 

later date. 

Your cooperation is requested and appreciated •. 

~ '1. 4'h\l~~ 
ATTORNEY GENERAL I 
State of Hawaii 
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" Instructions "t"O' Crimina'l Just'ice Agenci'es 

There are certain individuals and agencies which require 

criminal history record information to implement a statute or 

executive order that expressly refers to c~iminal conduct and 

contains requirements and/or exclusions expressly based upon 

such conduct. For example, the Hawaii Revised Statutes provide 

that the county liquor commissions shall not grant a liquor 

license to "any person who has been convicted of a felony and 

not pardoned." 

Before any criminal history information is released to 

an individual or agency for the purposes of implementing a 

statute or executive order, the attached :r.ot:ice should be 

appropriately filled in by your agency. The notice should 

then be read and signed by the individual or agency represen

tative. 
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TO: 

FROM: 

SUBJECT: 

, NOT'ICE 

(Name of agency or individual receiving data) 

(Name of agency or individual disseminating "~ata) 

Preventing Unauthorized Disclosure of Criminal 
History Record Information 

You are hereby notified: 

1. Any criminal history record information 

disseminated to you shall be used by you or your represen

tatives for only the following express purposes: 

2. The dissemination of such information to you 

is subject to your agreeing to abide by the attached laws, 

ordinances, rules, policies, or procedures. (See Attachment A.)* 

3. Access to any information disseminated to you 

is limited to the following persons: 

* Attachment A will be provided to the agency or individual 
receiving said notices • 

D-2 
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4. It is incumbent upon you to comply with adequate 

security procedures, consistent with applicable laws, ordinances 

or rules, in order to assure the security and privacy of 

criminal history record information. 

5. When the purposes for disseminating the crimin.al 

history record information are satisfied, such information must 

be returned to the disseminating agency. 

Hawaii. 

Dated: 1'9 Honolulu, -' 

signature 
(Disseminating Agency) 

I hereby certify that I have read the above notice 

and attachment Ai that I know and understand the requirements 

of same; and agree to abide by any provisions therein. 

Signature 
(Receiving Agency) 
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CRIMINAL JUSTICE AGENCY CCH AUDIT REPORT 

Date:' 
--------------------

AGENCY ORI NO'. ----------------------------------- ------------------
Agency staff member(s) participatinq: 

----------.--------------------
Attorney 

CCH audit conducted by General staff member (s)· , . 
--------------------

Pursuant to Sec. 28-53/28-56, HRS 

* * * * * * * 

DOes your agency have terminal(s) with CCH access capabilities? 

Ye's No ---
OF have terminal(s) with CCH dissemination capabilities? 

Yes No ---
Number of terminal(s) Location(s) ----------- --------------------------
S 1. 

S 2. 

If yes, are all terminals (with CCH-comr;uterized 

criminal history capabilities) located in a 

physically secure location not available to 

unauthorized persons? 

Yes ' No ---
Comment: 

Are terminals so placed that unauthorized per~ons 

may not observe the content of messa~es transmitted 

20.21 

20.21 

or received on terminal display or hard copy printout? 

Ye's' , . " No ---
Comment: 

,~j 
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S 3. 

• 

S 4. 

• 

• 
S 5. 

• 

·e S 6. 

• 

S 7. • 

• 

--
• 

What hQurs is the terminal manned? 

Hours: 

Conunent: 

If manned less than 24 hours per day is the 

"sign on/off n procedure used as required? 

Yes' .. ,. No' ---
Conunent: 

Is the CCH terminal identified when it is being 

operated? 

Ye's ' , ,. No ---
Comment: 

Do you maintain the terminal responses from CCH 

in secure storage files? 

Yes No ---
" Comment: 

Are the terminal response records destroyed by 

burning or shredding when they are no longer needed 

or pertinent? 

. Yes No --- --
Conunent: 

-2-

20.21 

20.21 

20.21(£)(7) 

20.21(f) (9) 

20.21(f) 

,<I 
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C 1. 

• 

• 

• C 2. 

• 

C 3. 

• 

• C 4. 

• 

• 

To verify and support: t.he ceH record data base 

concerning the offender, does your agency forward 

a set of fingerprints to the Attorney General for 

the State central identification files? 

No···· . 

Comment: 

Are CCH record entries verified by fingerprints 

and linked to numeric iuentifiers? 

Yes' No ---
comment: 

Are offense charges properly interpreted and 

identified by specific sections of the law? 

Yes' No' ---
Comment: 

Does your department recording process reflect 

accountability by specific employees who have made 

,data entries on criminal history documents? 

Yes' No' ---
comment: 

-3-

20.34 (3) 
20.31 

20.3l(c) 
20.21 (b) (2) 
20.34(3) 

20.32(a) 

20.21 (f) (8) 
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C 5. 

• 

• 

• C 6. 

• 

·e 
C 7. 

• 

• 

C 8. • 

--
• 

Do all disposition documents provide for 

identification link with the subject offender 

prior to entry of information into the computerized' 

criminal history (CCH) files? 

Ye's' . , .. :t-.T'o· .•.. 

Comment: 

To improve quality of CCH data, does your agency 

employees conduct routine comparison of source 

documents and recorded data? 

Yes No ---
comment: 

Are data transaction trail maintained to relate 

specific CCH data elements back to offense, 

arrest, and disposition documents? 

Yes No ---
comment: 

·If an expected disposition is not received for 

the CCH file, does your CCH terminal provide for a 

means to flag the record? 

Yes" No ---
Comment: 

-4-

20.3 (0) 
20.21 (a) (I) 

20.21 (a) (1) 

20 .21{a) (1) 

20.33(3) 
20.3(c) 
20.37 
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o 1. Is access to CCH information by means of your 

terminal limited to criminal justice ~gencies? 

Ye's' . , '. No·"" 

Comment: 

D 2. Is CCH information obtained only in situations 

required by your agency for purposes of fulfilling 

legal responsibilities? 

Yes' , , No" , 

Comment: 

D 3" Dqes your department make CCH inquiries that are 

for research purposes? 

Yes No ---
Comment: 

D 4. Does your agency make CCH inquiries for the 

checking of convicted arrest records of offenders 

for agencies outside the criminal justice community? 

. (e.g., County Commissioners) 

Yes No ---
Comment: 

-5-

20.21(f) (9) 
20.21(b} (1) 

20.21(b) (2) 

20.21(b) (4) 

20.21 (b) (5) 
20.21(c) (2) 
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D 5. 

D 6. 

Does your ~gency receive from CCH inquiries 

arrest data w~thout disposition or conviction? 

Ye's N'o' , . , . ---
Cornmment: 

Is your CCH terminal capable of accessing police 

intelligence or investigative information as well? 

Yes No --- ---
comment: 

;20.21 (c) (1) 

20.2l(c) (1) 
20.3(b) 

D 7. Does your agency transmit by radio CCH data beyond 20.2l{f) (2) 

D 8. 

that information necessary to ensure adequate 

safety for officers? 

Yes No ---
Comment: 

Does your department use the ORr (Original 

Requesting ID NO.) of the requesting agency for 

all CCH inquiries at 'all times? 

.Yes No ---
Comment: 

-6-
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o 9. 

010. 

011. 

Does your department use means to verify the 

validity of remote request for CCH information 

such as received by phone or radio? 

Ye's·"· . No" .. 

Comment: 

Does your agency disseminate or inquire CCH 

information in accordance with strict right-

to-know and need-to-know requirements? 

Yes No ---
comment: 

Does the disseminated criminal history 

information ,contain, in addition to essential 

identification data sufficient to identify the 

subject of CCH record and riotations reg~rding 

the formal criminal justice disposition, comments 

on behavioral, anecdotal, evaluative, or 

judgementa.l data? 

Yes No ---
.Comment: 

-7-

20.2l(f) (9) 
(6) 

20.2l(b) 

20.3(b) 
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D12. 

• 

• 
D13. 

• 

• D14. 

• 
D1S. 

• 

• 

• 

-- -~ -----~-- ~ -~-----

Are CCH information disseminated logged 

within your agency? 

Ye's·'" , No···· . 

Comment: 

Are juvenile criminal history information 

contained in your CCH data bank? 

Yes" . No ---
Corrtrnent: 

Are your terminals provid.ed with output flag 

messages to indicate restricted dissemination 

of criminal history information without 

disposition of the charge? 

Yes No ---
Comment: 

Are intelligence/investigative information 

not relevant part of criminal history data 

excluded from CCH data inquiries originated 

from non-criminal justice agencies? 

Yes No --- ---
Comment: 

-8-
,/ 

20.21 (f) (8) 

20.21 (d.) 

20.21 (b) (ii) 
20.21 (c) (1) 

20 • 21 (f) (2) 
20.21 (g) (6) 
20.3(b} 
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016. 

• 

• 

• 
D17. 

• 

018. 

• 

• 
019. 

• 

• 

---------------------------------------------------------~~ 

Does your agency in compliance to individual's 

right to access and review of criminal history 

record information extend this review to data 

contained in intelligence, investigatory or 

other related files? 

Yes No --- ---
Comment: 

How are other agencies, both served and not 

served by your terminal, advised of the results 

of their CCH inquiries? 

Comment: 

Does your agency issue to individual applicant 

an official certification of no criminal record? 

Yes No ---
Comment: 

Does your agency use specific numeric identifiers 

to provide positive identification links between 

information disseminated and the hard cover record 

of the offender from which the information was 

extracted? 

Yes No --- ---
Comment: 

-9-

20.21(g) (6) 

20.2l(b) 
20.2l(f) 

20.21 (c) (3) 

20.21 (a) (1) 



• 
D20. 

• 

• 

• D21. 

• 

.e 

• 

• 

• 

• 

To help maintain the quality of positive identifi- 20.34(3) 
20.31 

cation of the individual, does your agency include 

the standard fingerprint classifications with the 

CCll inquiries or disseminations? 

yes···· . No ..... 

Comment: 

To stabilize the identification link of the 20.34(2) 

offender in the criminal justice transactions, 

does your agency include the State identification 

number (SID) in the CCH message? 

Ye's No ---
Comment: 



• 
SSI. 

• 

• 

• 
SS2. 

• 

SS3. 

• 

• 
SS4. 

• 

• 

Is anr person who has been convicted of a felony 

crime allowed to operate your department's 

terminal accessing CCH data or otherwise have 

access to criminal history information within 

your department? 

Yes"" . No'" . 

Comment: 

Have you performed background checks on your 

personnel who have access to the terminal or 

criminal history information? 

Yes No ---
Comment: 

Is the terminal user identified in the message 

when CCH terminals are being used? 

Yes No ---
Comment: 

Are all computer terminals programmed to log the 

identity of all users, and date of access? 

Yes No --- ---
Conlffien t : 

-11-
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20.21 (f) (1) 
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SS5. Does your department have Q. current (signed 

by' ...... : . . . . . . .. ) ~greement on the use of 

CCH data in effect? 

Ye's . . .. N'o" ---
Comment- : 

SS6. To comply with the rules and regulations, did 

your agency complete a certification checklist 

with SAC? 

Ye's . N'o ---
comment: 

SS6a. Does your department make inquiry whether the 

accessing agency has been issued certification to 

receive criminal history data? 

Yes No --- ---
Comment: 

SS7. Does your department m~intain (ref. #D12) 

.secondary dissemination logs of CCH inquiries? 

Yes No --- ---
Comment: 

-12-

20.21 (b) (3) 

20.2l(b} (3) 
20.23 

20.21 (f) (6) 
(9) 

20.2l(c) 



• 

• 

• 

• 

• 

• 

• 

• 

• 

SS8. If CCH dissemination logs are maintained, are 

they periodically verified to ensure the validity 

of the requests processed for your department? 

Yes No ---
By whom are the logs reviewed ---------------------
Comment: 

SS9. Are logs maintained of identified offenders' 

right to access to criminal history information? 

Yes No ---
Comment: 

S5l0. Does your agency have procedures set to provide 

for the correction/notification of erroneous CCH 

information to Statistical Analysis Center (SAC)? 

Yes No ---
Comment: 

-13-
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GUIDELINES OE' OPEFATIONAL PROCEDURES 
FOR. INDIVIDUJ.I..!. ACCESS. ,l\NDREVIEW OF 

. 'CRIMINAL HISTORY RECORD INFORJ'VtATIQN 

1. AUTHORITY - Pursuant to United States Department of 
JusticeRegulations (28 C.F.R. Section 20.1' ets'eo.) 
all criminal justice agencies (as defined in~8~F.R. 
Section 20.3(c» must insure an individual's right to 
access and review of criminal history record infor
mation for purposes of accuracy and completeness 
{28 C.F.R. Section 20.21 (g». 

2. VERIFICATION OF IDENTITY - Access and review of an indi
vidual's criminal history record information shall be 
permitted only after the individual has presented 
satisfactory verification of identity in the form of 
a sworn authorization and proof of identity (e.g., 
driver's license, I.D. card). Each criminal justice 
agency may optionally require a fingerprint comparison. 

3. ACCESS AND REVIEW 

b. 

Agency', time', and place. 

Upon presentation of satisfactory verification, all 
criminal justice agencies must permit the individual 
the right to examine his criminal history record 
information on file. Such access shall only be 
permitted during normal office hours unless other
wise specifically authorized. 

~opies and Fees. 

The individual may obtain a copy of the criminal 
history record information at prescribed fees only 
when it is the intent of the individual to register 
a formal challenge 'chat the criminal history record 
information contains erroneous data and the copy is 
required to adequately prepare the challenge. The 
copy shall be marked or stamped to indicate that it 
is for review and challenge only and that any other 
use would be in violation of Federal Law (42 U.S.C. 
§3701 et seo.) . 

_-...0. 

c. Counsel. 

An individual may allow an attorney to review his 
criminal history record information. The indivi
dual must sign a notarized statement which grants 
permission to the attorney to review his criminal 
history record information. In addition, the 
attorney must agree to disclose the criminal 
history record information only to the individual. 

f\ _~. 
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d. ~xplanatoryMaterial._ 

If an entry in the criminal historv record infor
mation is ambiguous, the individual may submit 
explanatory materials and request that explanatory 
remarks be added to the record. Entries are ambi
guous if they tend to lead a reasonable person to 
ascribe conflicting definitions to the information. 
Explanatory materials may include: written state
ments; certified copies of official docQments; legal 
briefs and memoranda; court orders and opinions; or 
any other non-printed materials (e.g., photographs, 
fingerprint records) • 

CHALLENGE, ADMINISTRATIVE REVIEW, AND APPEAL 

a. . Form and Method of C1"!-alle"nge. 

If the individual finds that any of the entries made 
in the criminal history record information which 
refers to him are inaccurate or incomplete, he may 
request the respective agency with custody or con-erol 
of the information to amend or supplement that infor
mation. The individual shall be informed of the 
agency's decision within ten working days after the 
request" Should the agency decline so to act or 
should t:he individual believe the agency I s decision 
to be otherwise unsatisfactory, the individual may 
request i1'1 writing for administrative review of the 
decision. The request shall provide a concise state
ment of the alleged deficiencies of the information, 
shall state the date and result of any review by the 
agency, and shall append a sworn verification of the 
facts alleged in the request signed by the individual. 

Each criminal justice agency shall designate an 
administrative review officer(s) who will evaluate 
each request and shall determine, based upon the 
evidence, whether there is prima facie evidence 
that the information is inaccurate or incomplete. 
Should the Administrative Review Officer find that 
there is insufficient evidence, the Officer shall 
issue written findings and conclusions which will 
state to vlhat relief the Officer believes the 
individual is entitled? 

,I 
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b. Corrections and Notification of Error. 

c. 

If corrections, amendments, or additions to the 
criminal history record information are recommended, 
such changes shall be entered and the individual 
will be provided upon request a list of all non
criminal justice agencies which have received copies 
of the information. 

Notice of corrections, amendments, or additions 
to the criminal history record information must 
be sent to all criminal justice agency recipients. 

The names of agencies to which corrections were sent 
and the date that the notifications were released 
will be recorded by the agency originating the 
corrections. 

Appeal to Privacy Committee. 

If the individual wishes to appeal the Administrative 
Review Officer's decision to the Privacy Committee, 
such. appeal shall be governed solely by Chapter 92, 
Hawaii Revised Statutes (Administrative Procedure 
Act). The Privacy Committee shall be the final 
administrative decision maker from which the 
individual may resort to legal remedies . 

5. INFORMATION NOT SUBJECT TO REVIEW - The individual's 
right to review shall be limited to criminal history 
record information (as defined by 28 C.F.R. §20.3(b)) 
and shall not extend to data or information contained 
in intelligence, investigatory, or other related files 
(28 C.F.R. §20.2l(g) (6)). 
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INSTRUCTIONS TO CRIMINAL JUSTICE AGENCIES 

It is envisioned that on occasion, criminal 

justice agencies will enter into specific agreements with 

individuals and agencies to provide services for the 

administration of criminal justice, or to engage in research, 

evaluation or statistical activities. 

In order to assure the security and confidentiality 

of all criminal justice data, the following agreement will be 

entered into between the criminal justice agency and the 

contracting individual or agency. 
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. AGREEMENT 

THIS AGREEMENT, entered into as of the ---
day of __________________ , 19 ____ , by and between the 

----------------------------------------------------------, 
hereinafter referred to as Criminal Justice Agency, 

and , the address of 

which is , --------------------------------------------------
hereinafter referred to as User Agency, 

WITNESSETH: 

In consideration of the mutual promises 

hereinafter set forth, the parties agree as follows: 

Criminal Justice 

Agency and User Agency have previously entered into a 

separate agreement, dated ------------------------------, 
whereby ________________________________________________ __ 
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Pursuant to that agreement, Criminal Justice Agency 

agrees to disseminate to User Agency all criminal 

history record information which User Agency requires 

in order to carry out said agreement. 

2. Limitations on US'eo'fand Access to 

Information. User Agency agrees to limit the use of any 

criminal history record information disseminated to it by 

Criminal Justice Agency to the express purposes for which 

the information was given, as set out in the agreement 

between the parties dated , 19 ---------- ---
User Agency further agrees to limit access 

to information furnished by Criminal Justice Agency to 

it~ own employees. Under no circumstances will User 

Agency disseminate such information further. When the 

purposes for which the criminal history record information 

is disseminated to User Agency as satisfied, such 

information must be returned to Criminal Justice Agency. 

3 •. 'l?·e·rs·onnel. User Agency warrants that all 

of its personnel have, or will be, so screened as to 

prohibit access to any criminal history record information 

by "restricted persons." A person is a "restricted person v 

if he or she has been convicted of a crime which could 

have resulted in a sentence to a federal or state penitentiary, 

although requests for extraordinary circumstance exceptions 

to this requirement may be granted if promptly submitted 

in writing to the Attorney General of the State of Hawaii. 
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4. Laws and Rules to be" ObserV'ed. User 

Agency at all times will observe and comply with all 

Federal, State and local laws or ordinances, and all 

rules, pOlicies and procedures promulgated by Federal, 

State and local governments or their representatives, 

in any manner affecting the conduct of its work and the 

security and privacy of criminal history record informa

tion. The pertinent laws, ordinances, rules, policies and 

procedures are attached hereto as Exhibit A and incorpora

ted by reference to this Agreement. 

User Agency shall also indemnify and save harm

less the Criminal Justice Agency and its officials and 

employees, as well as the State of Hawaii and its political 

subdivisions and any of their employees from any and all 

claims arising from the violation of any such law, ordi

nance, rule, policy or procedure by Vser ~gency or any 

of its personnel. 

5. Ihdemnific"atio"n. User Agency will indemnify 

and save harmless the State of Hawaii and its political 

subdivisions and any employees thereof from and against 

all claims, demands, actions, suits and proceedings by 

others; against all liability to others, including, but 

not limited to, any liability for damages by reason of 

arising out of any false arrest or imprisonment or any 

cause of action resulting therefrom, arising out of our 

involvi~g any negligence on the part of User Agency 

-3-
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or its employees, in the exercise or enjoyment of this 

Agreement. 

6. Sanctions 

a. Suspension' of Information - Violation of 

any provision of this Agreement may cause immediate 

suspension of User Agency's authorization to use and 

have access to criminal history record information 

furnished by Criminal Justice Agency. Reinstatement 

will be effected only upon demonstration by User Agency 

that the violati,on did not occur or was corrected. 

Final determination as to the re~nstatement of the User 

~gency so suspended Ttlill be the responsibility of the 

Attorney Gener0.l of t.he! State of Hawaii. 

b. 'Other Penal'ties - Violation of any laws, 

ordina,nces or rules which User Agency ~grees to comply 

with will subject User Agency to applicable penalties 

in thos8 laws, ordinances or rules. 

7. ' 'Termination of Agreement. This Agreement 

may be terminated at any time by either party upon 

days notice in writing served on the other party. 

The User Agency certifies that it has read 

attachment A; that it knows and understands its requirements; 

that it ~grees to abide by them. 

-4-



• 

• • 

• 

• 

• 

·8 

• 
I 

I 

I. 

• 

-'e 
I 

I. 

--- ---- ------ ------- ------

IN WITNESS WHEREOF, the Criminal ~1stice 

Agency and User ~gency have executed this Agreement as 

of the date first written above. 

Criminal Justice 
Agency::, ' 

By':' -----------------------------------
Title:' --------------------------------
Date':" -------------------

User AgencY': _______________ _ 

By':' _______________ _ 

Ti tle':' ___________________ _ 

Date:' __ ' ________________________ __ 
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