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Section 1

INTRODUCTION

The U.S. Department of Justice in May of 1975 issued Rules and
Regulations aimed at privacy and :security of criminal history
information. These rules and regulations were modified and

resubmitted on March 19, 1976 and require that each state submit

a Privacy and Security Plan aimed at criminal history record

information. In response to this requirement, the State of Hawaii

has prepared the following plan. The plan has been prepared using

- the best information available and utilizing the greatest input

possible from criminal justice agencies, considering the time

© constraints. It is intended that there will be continuing

re~examination and evaluyation of the plan. This process of review
and evaluation may make changes advisable or necessary in the

future.

Although this plan was prepared in response to the regulations,
its objectives and usefulness transcend that of simply complying

with the regulations.

The goals of this plan are fairly straightforward, however

involved their implementatién may be. They are:

. To insure the protection of the right to privacy
of those people whose names appear for whatever
reason in the contents of a criminal history
record information system.

To provide reasonable protection for such systems

againgt any‘intentional or accidental loss, damage,
or unauthorized access of information.
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The requirement to produce a ?rivacy and security plan was‘
particurely timely for the State of Hawaii, as the State is in
the planning stage of its Offender Based Transaction Statistics/
Computerized Criminal History (OBTS/CCH) system. Therefore, one
of the objectives of this plan is to serve as guidance in the

development of this statewide computerized criminal history system.

Many of the issues present in the Regulations are addressed by
existing Hawaii statutes. All applicable existing statutes ére
presented in the appropriate parts of the text. Where an issue
is not covéred by existing statutes and it is evident that
authority, either by executive order or legislation, is required,

the mechanism for obtaining authority is presented,

It is the State's intention to implement the total plan prior to
December 31, 1977. The Statistical Analysis Center (SAC) will
have the overall responsibility of implementing the plan. This
responsibility will be shared by other appropriate‘agencies in
the State, including the State Law Enfdrcemeﬁt Planning Agency
(SLEPA) and the Attorney General's Office. The involved agencies'’

responsibilities are presented in Section 7.

Finally, there are seven appendices included in this plan. Appen-
dix A presents the certifications of covered agencies. Appendix B
presentsAan excerpt from the Hawaii Comprehensive Data System (CDS)
plan that addressés many issues relative to this‘privacy‘and -
security plan. Porfions of this appendix, in conjunction With this
plan, will setve as guidance in the development of the statewide

OBTS/CCH system. Appendix C presents the State of Hawaii Criminal -
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Justice Agencies and Authorized Non-Criminal Justice Agencies as

determined by the Attorney General. Appendix D presents the State

-of Hawaii Instructions to Criminal Justice Agencies and Notice,

as determined by the Attorney General. Appendix E presents Criminal
Justice Agency CCH Audit Report, and Appendix F presénts the State

of Hawail Guidelines of Operational Procedures for Individual Access
and Review o}‘Criminal History Record Information, as determined by

the Attorney General. Appendix G presents the formal agreements

prepared by the Attorney General.
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. cedures, and provisions for rapid and total correction of any

‘of erroneous infornmation in the data bank or Central State

Section 2

COMPLETENESS AND ACCURACY

The purpose of this section is to insure completeness and

~accuracy of criminal history record information. Since criminal

justice agencies in the State of Hawaii will be recording,
maintaining, and disseminating this information’to both criminal
justice and authorized non-criminal justice agencies, it is the
responsibility of the criminal justice agencies in the State

to make the information that is disseminated complete and
accurate to the maximum exteht feasible. The qompléteness of
this information will depend on the cooperation of each and
every criminal justice agency in adhering to a set of uniform
standards and procedures for submission or data to the Central
State Repository. These standards and the respdnsibilities of
each submitting agency under these standards arekdetailed in
this section of the plan. The accuracy of criminal history
record information depends on strict adherence to these sub-

mission standards, the institution of systematic audit pro-

erroneous information when errors are discovered:. The audit

procedures are designed to minimize the creation or storage

Repository. However, it is recognized that such errors are
inevitable. It is further recognized that some erroneous inh-

formation will be disseminated before the errors are detécted.




Hence, procedures for correcting the errors in the data bank and
for notifying-all recipients of the erroneous information of the

correction are provided in this section of the plan.

The most practical and efficient approach to achieving complete-
ness and accuracy in the State's criminal history data is through

the development of a Central State Repository.

Establishument of Central State Repository

The Attorney General will be responsible for seeking legislation
during the 1977 Session of the Hawaii State Legislature to estab-
lish the Central State Repository, as currently there is no such
repository for criminal history information in Hawaii. The State
iS committed»to the development of a Central State Repository,

with an on-line OBTS/CCH system. The planned operational date is

December 1978. (This date is based on approval of the OBTS/CCH

grant currently pending in LEAA on or about July 31, 1976.)
SAC is responsible for the development of the Central State
Repository. The Central State Repository data base, however, will

be maintained by the State Electronic Data Processing (EDP)

Division. The function of the Central State Repository will be to

¢ollect all pertinent criminal history information to support the

CCH and OBTS applications. In the State of Hawaii, this information

is supplied by a very limited number of agencies:

* Four police departments

¢ Four prosecuting attorneys
. One court system

®*  One corrections system
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Provisions for management control of the Central State Repository

are set forth later in this section.

Upon the initiation of the Central State Repository, the computer

configuration within the State will -appear as depicted in Exhibit 2-1.
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Exhibit 2-1

STATE COMPUTER CONFIGURATION

NCIC
Statewide
Communication
Terminals
Communi-
cations Criminal
SWITCH Justice
System
Shared City/County State
System HDIS OBTS/CCH
System System
¢ Wanted Persons ¢ State CCH System
® Wanted Vehicles s State OBTS System
¢ HPD Arrest Records ® State UCR System
® UCR System (Local) e FOCUS/OBSCIS
© PROCES System ¢ HAJIS

There is existing legislation designating the attorney general
as the central control of criminal justice information systems;
however, these statutes are somewhat vague. For this reason,
as mentioned previously in this section, it is the intention
of the Attorney General to pursue more specific legislation

addressing OBTS/CCH and the Central State Repository.

2-4




The general concept for the development of a Central State
Repository, and for the reporting of OBTS/CCH data is documented
in the Hawaii CDS plan and conceptual design. In brief, the
design calls for the use of agency-maintained information
systems as the source of input to the OBTS/CCH data base,

rather than duplicating data collection.

At the present time, there is a central repository with auto-
mated records that approximates the data base which will be
constructed in the State system. A set of master fingerprint
records and criminal history record information files are
maintained jointly by the Honolulu Police Department and by
the Attorney General's Office. For five years, these files
have been undergoing conversion to an automated, on-line,
record system operated on the computers of the City and County

of Honolulu Data Processing Division.

While this automated file does not contain all of the data
elements implied by a full OBTS/CCH data base, it does contain
basic arrest, court disposition, and correctional status data.
Essentially all active records covering the last five years
have been entered with court'diSpositions for every charge

filed.

In develéping this system, the Honolulu Police Department and
the Attorney General's Office have developed practical pro-
cedures‘for assuriné completeness of all records. As described
in the next subsection on reporting, court and correctional

data are routinely obtained and entered. The system as now
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operating acquires most, if not all, of the dispositional

elements defined in the Federal Regulations.

The State asserts that this repository has adequate procedures
now in being able to comply with all aspects of the Regulations
pertaining to completeness and accuracy. Expansion of the data
base design, at this point, would be counterproductive, in

view of the OBTS/CCH system development.

Reporting of Dispositions

Upon implementation of the OBTS/CCH at the proposed Central
State Repository, complete dispositions will be captured at

one location. BAll dispositions will be reporied based on
positive identification (OBTS/CCH tracking number). Each
agency will designate one individual who will‘serve essentially
as field staff to the Central State Repository. It will be

hisg function to monitor all system input for -quality
assurance.k This quality assurance effort encompésses the posi-

ive identification procedures.

While the detailed design of the OBTS/CCH has not been com-
pleted, it is planned to tie the fingerprint classification to
the single tracking number of the OBTS system. The existing
concept of the identification process as well as the quality
assurance procedures are presented graphically in Exhibit 2-2,
on page 2-8., Existing statutes addressingbpositive identifi-

cation appear below.
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"H.R.S. 828-52., ' Systems of identification and
 statistics. ‘ ' ‘

The attorney general shall select and enforce systems
of identification of prisoners and persons suspected
of crime or of criminal intent and for the reccrding
and compilation of statistics relating to crime. He
shall establish systems of identification and provide
for the collection of data and statistics relating to
crime in manner as nearly as practicable according to
the methods generally used in prisons and places of
detention throughout the United States. The department
of the attorney general shall instruct such employees
of the prisons and places of detention and others
charged with the preservation of the peace and well~-
being of society as the attorney general may deem
necessary or proper, in such systems of identifica-

" tion and collection and compilation of crime

statistics as the attorney general may direct.

The several counties shall provide the necessary equip-
ment and the compensation of the persons reguired to
install and carry out the work of such systems of iden-
tification and statistics in their respective juris-
dictions; provided that all such expenses in connection
with prison matters exclusively within the control of
the State shall be borne by the State.

The systems shall be uniform throughout the State,
shall be continuous in operation, and shall be main-
tained as far as possible in such manner as shall be
in keeping with the most approved and modern methods
of identification and of the collection and compila-
tion of the statistics.

The attorney general shall keepr a uniform record of the
work of the courts, prosecuting officers, the

police, and other agencies or officers for the preven-
tion or detection of crime and the enforcement of law
in a form suitable (1) for the study of the cause and
prevention of crime and delinguency and of the effort
made and efficacy thereof to detect or prevent crime
and to apprehend and punish violators of law and (2)
for the examination of the records of the operations

.of such officers and the results thereof. (L 1947,

c 246, pt of 81l; RL 1955, 833-2; am L Sp 1959 24,
c¢l, 813; am L 1963,‘0 85 B3)"

More specifically, the Hawaii CDS plan now being implemented
bases positive identification on fingerprints, wherever deémed

necessary.

2-17
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Exhibit 2-2
CONCEPTUAL OBTS/CCH DATA FLOW
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The subsection addressing the systematic and annual audits

~discusses the procedures and inherent programmed safeguards

designed to insure timely disposition reporting.

The existing policies for disposition reporting are as follows:

Honolulu Police Department. 'All arrestess are photographed

qnd fingerprinted upon arrest. The arrest reports for a
24~hour period are entered on the District Court calendar by
the record clerks at the police department. These court
calendars are sent over to the Prosecuting Attorney's Office

early the next day for arraignment. If the prosecutors choose

to nolle prosequi or otherwise not prosecute, it is so noted

~on the disposition column on the calendar. After court

appearance the prosecutor writes all dispositions on the
calendar. The calendar is then given to the prosecutor's
records section for appropriate notation on its records and

is then returned to the police department. The records clerks

at the police department enter the disposition on the rap

filé, the case file, and into the automated arrest index. If

the case was a felony, the disposition is returned to the

police on an abstract of the prosecutor's case index. This

whole process normally takes less than a week. The original
calendar prepared by the police department is made up in
duplicaté and checked daily. A follow-up routine is instigated
for all delinquent dispositions. Probation/parole data is
obtained by State étaff in the recoras section and subsequently

entered into the automated system., These procedures are uniform

2-9




for all the police départments; however, disposition reporting

is not as timely.

Prosecutor. The disposition capturing for the Prosecuting

Attorney's Office is fairly straightforward. All arrestees
appearing on the court calendar receive an index card and the
dispositions received are entered on a daily basis. The 7
prosecutor has an automated system. The dispositions are

prepared for system entry on a daily basis as well.

Courts. The court dispositions are part of the court record.

The court record ccupled with the "Judgement" papers are
prepared immediately upon sentencing and are placed in the
case file. This applies for both misdemeanor and felony case
trials. Arraignment dispositions are recorded on the calendars
and also the appropriate case file. This procesé normally

takes place within one to three days.

Corrections. The two dispositions that may occur within

corrections are that the inmate may be placed on parole status
or discharged upon completion of service of full maximum term.
In either case, the appropriate form noting the disposition

is simply placed in the case file and so noted on index cards.

This procedure will vary between institutions but remains an

internal function and is relativély straightforward. When

FOCUS is implemented, the dispositions will constitute an

_update to the record and will be processed at least on a

monthly basis,

2-10




The current dispositicﬁ reporting on an individual agency basis
is indeed timely; however, the dispositions do nct contain
complete information. The disposition reporting for the state-
wide OBTS/CCH will create complete criminal history information.
Dispositions will be reported for all agencies in the criminal

Justice system from all geographical locations.

While the regulations suggest disposition reporting within
ninety (90) days, the State of Hawaii's position is that all
dispositions should be reported much sooner than ninety (90)

days if a system is to be dynamic enough to be cf value.

The procedures that will be désigned into the system to insure
timely disposition reporting are discussed in the subsection
addressing audits. The inherent software procedures will stem
from the OBTS tracking number concept. It will be necessary
to conduct a disposition timing study to determine required
lead times of each agency's dispositions. These lead times
will constitute the expected disposition arrival times to be
built into the system and will form the basis for the delin-
quent disposition reporting. In the interim period, until
OBTS/CCH is fully operational, the field staff at each agency

will monitor the timeliness of disposition reporting.

In addition to these disposition reporting procedures, there
will also be a computerized procedure designed into the inquiry
module of the OBfS/CCH system to flag all arrest records one
year or older that have not received a disposition. This

procedure will signify to the inquirer that further checking

2-11



with the appropriate agency must be made to ascertain that

the case is still pending prior to dissemination of pertinent

information to all non-criminal justice agencies not covered

by the Regulations. All criminal justice agencies within the
State will query the Central State Repository prior to dissemi~
nating any criminal history information. The exceptions will
be those cases where time 1is of the essence and the Central
State Repository is technically incapable of responding within
the necessary time period to carry out the functions of the
criminal justice community. This exception is most applicable
to law enforcement and the prosecuting attorney. This proce~
dure has been included in the formal agreements prepared by the
Attorney General's Office. Monitoring compliance for this

procedure will be the responsibility of SAC.

These disposition reporting procedures are oriented towards
the automated OBTS/CCH, which is in the planning and design
stage. These systems, as discussed earlier,,wii} be housed
at the Central State Repository under the management control

of SAC.

‘In the interim, all criminal justice agencies subject to the

bregulations will comply to the fullest extent possible

with a2ll aspects of the Regulations. Particular emphasis
will be placed on the procedures listed below. Non—compliance
by any agency subjects it to the sanctions discussed later in

this saction.
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* ' Prior to disseminating information to a non-criminal
justice agency or individual pertaining to an arrest
record one year or older which has no disposition
recorded, a telephone call will be made to the appro-
priate agency (prosecutor, appropriate court, etc.)
to determine if the case is still pending. Non-
criminal justice agencies will be required to . .
sign a notice (See Appendix D) prior to dissemination
of the arrest record. Signing of notices will also be
required for any secondary dissemination.

¢ Criminal history data dissemination will be }imitgd
to agencies and/or individuals as specified in this
plan. Such agencies and/or individuals as well as
the limitations on data usage are identified in
Hawaii statutes H.R.S. 28-53, H.R.S. 731-3.2 (Act 103),
and H.R.S. 571~84., These statutes are presented
verbatim in the subsection Limits on Dissemination.
The statutes may be further expanded by planned
legislation and/or Executive Order,

Other Criminal History Record Systems

It is the intentioa of the State of Hawaii tolestablish a Central
State Repository as described in Section 2 of this plan. However,
in the event that criminal history records are maintained at

other criminal justice agencies, these agencies will be officially
notified by the Central State Repository that they are subject to
the requirements of Section 524(b) of the Omnibus Crime Control
and Safe Streets Act and thus the general requirements of the
Regulations that criminal history record information be kept

complete and accurate. Therefore, where criminal histories are

, maintained at criminal justice agencies other than the Central

State Reﬁository and are available for dissemination outside of
the agency, they will include complete dispositions to the maximum
extent feasible, at‘least including all dispositions occurring

in the jurisdiction served by the system containing the criminal

history record information.
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The procedures established by the Central State Repository will
also be implemented for use by other repositories. This will
include designation of officials responsible fof obtaining dispo-
sitions, designation of other officials in other agencies
responsible for reporting dispositions, and formal agreements
between agencies supporting such arrangements with the same

sanctions applicable for failure to comply.

A

.
- Wy
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Section 3

- LIMITS ON DISSEMINATION

Section 20.21(b) and (c) of the Federal Regulations provide for

the limitation of non~conviction criminal history record infor-
mation and for the general policies to be utilized in disseminating
such information. In this context, dissemination means trans-
mission of criminal history record information to individuals

‘and agencies other than the criminal justice agency which maintains

the criminal history record information.

To protect‘the confidentiality of criminal history information,

the State of Hawaiil has adopted several related statutes. The

general concept of these statutes is that criminal justice

agencies should share among themselves only that information
which is relevant to their statutory responsibilities; non-
¢riminal justice public agencies and officials should obtain data
iny’whete they have specific statutory authorization to use it.
The specific statutes that address all law enforcement records-

appear below:

"Section 28~53, Forms; Reports.

The attorney general may prescribe, establish, and
change forms to be followed in keeping records and

in making reports to the department of the attorney
general. All courts and the judges and other officers
thereof and all prosecuting officers, chiefs of
police, and other agencies and officers for the
prevention or detection of crime and for the enforce-
ment of law shall use such forms, keep such records,
and make such reports to the department as may be so
required. (L 1947, c 246, pt of Section 1; RL 1955,
Section 33-3; am L Sp 1959 24, c¢ 1, Section 13)."

3-1
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* "Section 731*3‘2"'Expunqement Orders.

(a2) The attorney general, or his duly authorized
representative within the department of the attorney
general, upon written application from a person
arrested for, but not charged or convicted of, a
crime, shall issue an expungement order annulling,
cancelling, and rescinding the record of arrest, and
within 60 days after receipt of such written appli-
cation shall, when so requested, deliver, or cause
to be delivered, all fingerprints or photographs of
such person, unless such person has a record of
prior conviction or is a fugitive from justice, in
which case the flngerprlnts or photographs may be
retained by the agencies holding such records,
provided that an expungement order shall not issue
(1) in the case of an arrest of a felony or misde-
meanor where conviction has not been obtained
because of bail forfeiture, (2) for a period of
five years after arrest or citation in the case of
a petty misdemeanor or violation where conviction
has not been obtained because of a bail forfeiture;
and (3) in the case of an arrest for any offense
where conviction has not been obtained because he
has rendered prosecution impossible by absenting
himself from the jurisdiction.

(b) Upon the issuance of the expungement order, the
person applying for the order shall be treated as
not having been arrested in all respects not other-
wise provided for in this section.

(¢) Upon the issuance of the expungement order, all
records, photographs and fingerprints pertaining to
the arrest which are in the custody or control of

the State or any county government, and which are
capable of being forwarded to the attorney general
without affecting other records not pertaining to

the arrest, shall be so forwarded for return of the
photographs and fingerprints to the person requesting
them, and for placement of the records in a confiden-
tial file or, if the records are on magnetic tape or
in a computer memory bunk, shall be erased.

(d) Records filed under subsectlon (¢) shall not be
divulged except upon inguiry by:

(1) A court of law or an agency thereof
which is preparing a presentence
investigation for the court; or

(2) An agency of the federal government
which is considering the sukject
person for a position immediately and
dlrectly atffecting the national security.

3=-2
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Response to any other inquiry shall not be different
from responses made about persons who have no arrest
record.

(e) The attorney general or hisg duly authorized repre-
sentative within the department of the attorney general
shall issue to the person for whom an expungement order
has been entered, a certificate stating that the order
has been issued and that its effect is to annul the
record of a specific arrest. The certificate shall
authorize the person to state, in response to any
guestion or inquiry, whether or not under oath, that he
has no record regarding the specific arrest. Such a
statement shall not make the person subject to any
action for perjury, civil suit, discharge from employ-
ment, or any other adverse action.

(f) The meaning of the following terms as used in this
section shall be as indicated:

(1) 'Conviction' means a final determination
of guilt whether by plea of the accused
in open court, by verdict of the jury or
by decision of the court.

(2) 'Arrest Record' means the document, mag-
netic tape or computer memory bank, pro-
duced under authority of law, which
contains the data of legal proceedings
against a person beginning with his arrest
for the alleged commission of a crime and
ending with final disposition of the
charges against the person by non-conviction.

(g) The attorney general shall adopt rules pursuant to
Chapter 91 necessary for the purposes of this section.

(h) Nothing in this section shall affect the compila-
tion of crime statistics as provided in Paxrt IV of
Chapter 28.

This Act shall apply to fingerprints, photographs, and
records of arrest made prior to its effective date,
as well as to those made subsequent to its effective

date ™

The following statute addresses the records of the Family Court

and all juvenile records.

M"g571-84., Records.,

The court shall maintain records of all cases brought
before it. In proceedings under Section 571-11, and
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- in paternity proceedings under Chapter 579, the
following records shall be withheld from public
inspection; the court docket, petitions, complaints,
motions, and other papers filed in any case; trans-
cripts of testimony taken by the court; and findings,
judgments, orders, decrees, and other papers other
than social records filed in proceedings before the
court. The records other than social records shall
be open to inspection by the parties and their attor-
neys, by an institution or agency toc which custody
of a minor has been transferred, by an individual
who has been appointed guardian; with consent of the
judge, by persons having a legitimate interest in
the proceedings from the standpoint of the welfare
of the minor; and pursuant to rule or special order
of the court; by persons conducting pertinent
research studies, and by persons, institutions, and
agencies having a legitimate interest in the protec-
tion, welfare, or treatment of the minor.

Reports of social and clinical studies or examinations
made pursuant to this chapter shall be withheld from
public inspection, except that information from such
reports may be furnished, in a manner determined by

the judge, to persons and governmental and private
agencies and institutions conducting pertinent research
studies or having a legitimate interest in the pro-
tection, welfare, and treatment of the minor.

No information obtained or social records prepared in
the discharge of official duty by an employee of the
court shall be disclosed directly or indirectly to
anyone other than the judge or others entitled under
this chapter to receive such information, unless and
until otherwise ordered by the judge.

Without the consent of the judge, neither the finger-
prints nor a photograph shall be taken of any child

in police custody, unless the case is transferred for
criminal proceedings. Except for the immediate use

in such criminal case, any photograph or fingerprint
taken upon such transfer shall not be used or circulated
for any other purpose and shall be subject to all rules
and standards provided for in Section 571-74.

The records of any police department, and of any -
juvenile crime prevention bureau thereof, relating
to any proceedings authorized under Section 571-1ll
shall be confidential and shall be open tao inspec-
tion only by persons whose official duties are con-
cerned with the provisions of this chapter, except
as otherwise ordered by the court. Any such police
records concerning traffic accidents in which a
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child or minor coming within Section 571~11(1) is
involved shall, after the termination of any pro-
ceeding under Section 571-11(1l) arising out of any
such accident, or in any event after six months
from the date of the accident, be available for
inspection by the parties directly concerned in the
accident, or their duly licensed attorneys acting
under written authority signed by either party.
Any persons who may sue because of death resulting
from any such accident shall be deemed a party con-
cerned,
Evidence given in proceedings under Section 571-11
(1) or (2) shall not in any civil, criminal, or
other cause be lawful or proper evidence against
the child or minor therein involved for any purpose
whatever, except in subsequent proceedings involving
the same child under Section 571-11(1) or (2).
(L 1965, ¢ 232 pt of 81; Supp. 8333-39)."
There 1s no existing legislation that specifically addresses
the dissemination of correctional or parole data as it pertains
to criminal histories. The OBSCIS Poliay Committee that has
been formed will pursue more specific legislation through
the Attorney General's Office during the 1977 Legislative

Session.

The OBSCIS Policy Committee will also explore and make recom-
mendations as to what data elements may be diséeminated. In
the interim the interpretation of the Public Records Law and
other related statutes and procedures presented in the Hawaiil
CDS Plan are being used as guidance. This policy comuittee has
been made aware of the Regulations and their recommendations
will encémpass total compliance. Preliminary acceptance of
all elements of the CDS program privacy policies, as presented

in Appendix B to this plan, has been achieved.

Because the aforementioned State Statutes do not set forth the

operational procedures to limit dissemination of non-conviction
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criminal history record information, the Attorney General's

Office will pursue more specific legislation during the 1977

Session to insure that dissemination of information is limited

as outlined in the Federal Begulations Section 20.21(b). It

is the intention of the Attorney General's Office to issue

regulations to all criminal justice agencies, as mandated by

the proposed legislation, to limit dissemination of criminal

history record information to the following:

"To criminal justice agencies for purposes of the
administration of criminal justice and criminal
justice agency employment." ‘

"Individuals and agencies for any purpose authorized
which by statute, ordinance, executive ordexr, or
court rule,; decision, or order, as construed by
appropriate State or local officials or agencies;"

"Individuals and agencies pursuant to a specific
agreement with a criminal justice agency to pro-
vide services required for the administration of
criminal justice pursuant to that agreement. The
agreement shall specifically authorize access to
data, limit the use of data to purposes for which
given, insure the security and confidentiality

"of the data consistent with these regulations,

and provide sanctions for violation thereof."

"Individuals and agencies for the express purpose
of research, evaluative, or statistical activities
pursuant to an agreement with a criminal justice
agency. The agreement shall specifically authorize
access to data, limit the use of data to research,
evaluative, or statistical purposes, insure the
confidentiality and security of the data consistent
with these regulations and with Section 524 (a) of
the Act and any regulations implementing Section

«524(a), and provide sanctions for the violation

thereof. These dissemination limitations do not
apply to conviction data."

The Regulations distinguish between conviction and non-conviction

information insofar as dissemination is concerned. Conviction

information is "currently made available without limitation in
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many jurisdictions." Under the Federal Regulations, conviction
data and pending charges could continue to be disseminated
routinely., No statute, ordinance, executive order, or court
rule is necessary in order to authorize dissemination of convic-
tion data. However, nothing in the Federal Regulations shall be
construed to negate a State law limiting such dissemination.
therefore, the Attorney General's Office will pursue specific
legislation during the 1977 Session to limit dissemination of

conviction data where applicable.

The Statistical Analysis Center through the Office of the Attorney

General intends to undertake a comprehensive analysis, prior to

- December 31, 1977, of the extent to which criminal history

record information is currently disseminated to non-criminal
justice agencies within each of the above categories. It will
be the policy of the Attorney General's Qffice to clearly define
specific agencies and uses of criminal history record information
in the Regulations to be issued in orxder to provide effective
guidelines for criminal justice agencies. This énalysis will
also identify Federal agencies which currently have access to
State and local agency data bases for pre-employment purposes.
The authority of each agency to so access will be reviewed and.

regulations developed to define Hawaii's policy regarding Federal

~access to criminal history record information consistent with the

Federal Regulations.

Under the proposed legislation to insure implementation of
Section 20,21(b) of the Federal Regulations, the requirements of

Section 20.21(c) will be addressed as follows:
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Validation and Verification

Before any dissemination of criminal history record information
takes place, disseminating agencies will be certain that the
potential recipient agency is an agency permitted to receive such
information under the Regulations. If a potential criminal.
history record information recipient claims to be authorized to
receive such information pursuant toc a Statute, ordinance, execu-
tive order, or court rule, decision; or order, the disseminating

agency will review the text of such authority prior to dissemination.

If the disseminating agency is not certain that the statute,
ordinance, executive order, or court rule, decision, or order is
proper authority for dissemination, it will refuse to release the
information pending the opinion of the Attorney General's Office.
Criminai justice agencies may accept written or oral representa-
tions from requesting agencies or individuals that their authority
to receive non-conviction criminal history record information

has been reviewed and approved by SAC acting for the Central

State Repository or by another criminal justice agency.

Verification for individuals receiving thesir own criminal history
record information will be made on the basis of fingerprints or

identification by recognition.

Specific Gﬁidance to Personnel

It is recognized that all personnel who are responsible fox
accessing and maintaining criminal hsitory record information
files are in a position to either purposely or accidentally

disclose confidential information. For this reason, it will be
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the practice of the State of Hawaii to investigate the background
of all personnel employed in this capacity. The data processing
center which will service the Central State Repository will
institute a personnel clearance system. In addition, adequate
training will be provided to ascertain that sensitive data, both

automated and manual, is handled properly.

The compliance agreements made with each agency governed by the
Regulations will stipulate that the agency will familiarize
all new employees, as part of their orientation, with the

Regulations.

In addition, adequate instructions will be provided by the Central
State Repogitory to ensure that sensitive data, both automated

and manual, is handled properly. Specifically, instructions will
be included to prohibit confirmation of the existence or non-

existence of criminal history record information for employment

of licensing purposes, except as provided for under Federal

Regulations 20.21(c) (2).

Expiration of Availability of Criminal History Record Information

After December 31, 1977, criminal history record information

~concerning the arrest of an individual may not be disseminated

to a non-criminal justice agency except under Section 20.21(b) (2},
(3) or (4). Also, the only limits on dissemination imposed relate

to "non-conviction data," as defined in Section 20.3(k), to

 include information disclosing that (1) the police have elected

not to refer the matter for prosecution, (2) a prosecutor has

elected not to commence proceedings, (3) proceedings have been
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indefinitely postponed, (4) all dismissals (5) all acquittals,
and (6) arrest records without dispositions if a year has elapsed
and no conviction has resulted and no active prosecution is

pending.

To comply with this requirement, the State of Hawaii will estab-

lish a delinguent disposition monitoring system to restrict

- dissemination of non-~conviction data where the disposition infor-

mation is delinquent as discussed in Section 4, Audits and Quality

Control.

The Central State Repository’will ensure that automated systems
ﬁsing computer terminal sites located in agencies authorized to
receive criminal history record information will be notified by’
flags on the record signifying to the inguirers that certain
segments of the criminal history record are subject to restricted
dissemination. This procedure will ensure that terminal operators
at remote sites will not mistakenly release restricted information

+o0 unauthorized sources.,.

.For manual systems, a visual screening technique will be estab-

lished by the Central State Repository to appropriately identify
record entries subject to the restrictions on dissemination.
These visual screening techniques will includevspecific guidance
to clerical personnel retrieving and disseminating criminal
history record information by providing checking procedures to

be exercised prior fo record dissemination. The Screening
techniques will also include procedures for update of the manual .
file to indicate data that is sﬁbject ﬁo restricted dissemination

for future inguiries.
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Regulations will be issued by the Attorney General's Office to
all agencies to which the Central State Repository disseminates
criminal history record information, forbidding the dissemination

of open arrests over one year old to non~-criminal justice agencies

unless prosecution is still pending.

The Attorney General's Office will further prepare instructions

to be distributed to all criminal justice agencies to which the
Central State Repository disseminates criminal history records
detailing restrictions on internal agency use, validation of
statutory authority of non-criminal justice agencies, and security
procedures. These instructions will fully explain the restrictions
imposed 6n_dissemination of open arrests more than one year old
and will provide specific guidance to életicai personnel receiving
and disseminating criminal histories on both manual and automated

systems,

Promptness of Disposition Reporting

In Section 20.21(a) (1), the Regulations provide that "To be

complete, a record maintained at a central state repository which

contains information that an individual has been arrested, and

which is available for dissemination, must contain information of

'any dispositions occurring within 90 days after the disposition

has occurred. The above shall apply to all arrests odcurring
subsequent to the effective date of these regulations." (JTune 19,
1975) "Procedures shall be established for criminal justice
agencies to query the central state repository prior to dissemi-~

nation of any criminal history record information to insure that
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the most up-to-date disposition data is being used. Inquiries
shall be made prior to any dissemination except to those cases
where time is of the essence and the repository is technically

incapable of responding within the necessary time period.”

The Attorney General's 0Office has specified which criminal justice
and non-criminal justice agencies and individuals shall actually

receive criminal history record information. (See Appendix C)

As the State of Hawaii does not currently have legislation pending
or in effect addressing timely disposition reporting, the

Attorney General's Office will seek legislation during the

1977 Session to ensure disposition reporting within 90kdays.

This reporfing criteria will be implemented "to the maximum extent
feasible." The timeliness of disposition reporting wili be |
verified during the audit process discussed in Section 4 of this

plan.

Agreements -

The Regulations require the State to insure thét after December 3%;
1977, dissemination of hon—conviction data has been limited, |
"whether directly or through an intermediary," only to crimina;,
justiée agencies and specified categorieskdf legally authcfized
non-criminal justice agencies and individuals. User agreements
between aisseminatiﬁg and receiving agencies will fulfill this

requirement.

Where the State of Hawaii has no current 1eqislation'specifying'

appropriate civil or criminal sanctions for violation of the
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Regulations, written contractual agreements between disseminating
and receiving agencies have been prepared by the Attorney
General's Office to meet the objectives of the Regulations and

are included as Appendix G to this plan.

The agreement also stipulates that the receiving agency may be
subject to sanctions, levied by the Attorney General, for

violating the Regulations.

Once an agreement has been signed bertween a disseminating agency

and a receiving agency, the agreement will be binding for all
future disseminations of criminal history record information.
These agreements are in the form of a standard contract for use

by all ageﬁcies subject to the Regulations.

Any agency disseminating criminal history record information to
non-criminal justice agencies covered by the Regulations, and/or
individuals having legislative or executive authority of access

to such information for specific purposes, will also utilize the
agreements required for criminal justice agencieg, The agreements
also provide for disseminated information and all copies thereof
to be returned to the disseminating agency or destroyed once the

information is no longer needed for the purpose for which it was

disseminated. An example of the agreement is shown in Appendix G.

As presented in Appendix A of this plan, certifications have

been obtained from all criminal justice agencies subject to the
‘Regulations., Therefore, it was not required that each criminal

“justice agency obtain a certification or execute a user agree-

ment with every individual to whom it disseminates information,
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if each such agency or individual submitted a certification to

the Central State Repository or signed a user agreement with |
another criminal justice agency. Criminal justice agencies may
also accept oral representations that requesting agencies,

either in or out of the State have submitted certifications or
have signed user agreements incorporating the limits and require*’

ments of the Federal Regulations.,

In summary, in order to receive criminal history records, agencies
and individuals will be determined to be both eligible under
Séction 20.21(b) and subject to the Regulations by virtue of a

certification, or a user agreement.

Sanctions

Sanctions will be provided for violations by agencies not subject
to thé Regulations Which are given criminal history information.
The sanctions will subject these agencies in violation to equiva—
lent penalties than those applicable to agencies which fall under
the Regulations. Sanctions against these agéncies in violation
will be prepared and applied by the Office of the Attorney

General in the legislation to be pursued during the 1977 Session.

Access by the Military

Sectibn 504 of Title 10 of the United States Code provides that

no pérsoﬁ who has been COhvicted of a felony may enlist in the
armed forces except with special permission. Since implementation
of this statute reqﬁires armed forces recruiters to review only" |

conviction records, the statute does Lot provide adequate authority

for the dissemination of non-conviction data} Sedtioﬁ 20.21 (b) (2)
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of the Federal Regulations state that "dissemination of
non-conviction data has been limited, whether directly or through
an intermediary, only to : ...(2) Individuals and agencies for
any purpose authorized by statute, ordinance, executive order, or
court rule, decision, or order." This is not addressed in laws
governing the State of Hawaii. The Attorney General's Office
will therefore pursue legislation during the 1977 Session to
provide for release of such non—éonviction criminal history
record information to military service recruiters only under the
following condition:

* Military service recruiters and agents for government
units conducting employment background investigations
and must furnish a notorized release, signed by the
person whose record is being checked. The release
will be retained by the agency responsible for release
of the record.

Section 20.21(d) prohibits dissemination of juvenile records to
non-criminal justice agencies which specifically refers to and
permits dissemination of juvenile records. Since Section 10
U.S.C. Section 504 does not contain any reference to juvenile
records, it does not fulfill this requifémsnt, and may not be
relied upon as authority for allowing miliééry recruiters to

access Jjuvenile records. In the absence of a Hawaii statute,

or Federal executive order conferring such authority, juvenile

- records may not be accessed by military recruiters.

Juvenile Records
Section 20.21(d) of the Federal Regulations prohibits dissemi-
nation of records pertaining to the adjudication of a juvenile

to non-criminal justice agencies except where the dissemination
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takes place pursuvant to (1) a statute, court order, rule or

court decision, specifically authorizes juvenile record dissemi-
nation, (2) a good faith research agreement, (3) a contract to
provide criminal justice service to the disseminating agency, or
(4) except to the same extent as criminal history records may be
disseminated as provided in Section 20.21(b) (3) and (4). 1In
addition, the provisions of the Regulations concerning completeness
and accuracy, rights of access, and other matters, do not apply
to juvenile records. BAs the State of Hawaii does not have
specific, current legislation concerning juvenile records, the
Attorney General's Office intends to pursue more specific
legislation during the 1977 Session to ensure that all provisions

of the Federal Regulations concerning juvenile records will be met.




Section 4

'AUDITS AND QUALITY CONTROL

The Federal Regulations [Section 20.21(a) (e)] require two
different types of audits: (1) systematic audit and (2) annual
audit. A systematic audit is an internal audit performed regu-
larly by all criminal history repositories to maximize accuracy
aﬁd completeness. An annual audit of State and local criminal
history record information users is to test compliance with all
regulatory requirements. The annual audit will be provided for

a representative sample of State and local criminal justice

‘agencies selected randomly on the basis of population served.

SAC, via the aforeméntioned field staff, will be responsible
for monitoring compliance with restrictions set out in the
Regulations. This will be addressed by requiring that appro-
priate records be kept of record disseminations and that the
Attorney General's Office be responsible to conduct an annual
audit of the Central State Repository and a representative
sample of criminal justice agencies to verify adherénce to

the Regulations.

Systematic Audit

The systematic audit process for the State of Hawaii is the
combination of systems and procedures employed both to guar-
antee completeness and to verify accuracy of records. These

systems and procedures as described on the following pages
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will be inherent in the design of FOCUS, HAJIS, and OBTS/CCH,

" which are currently in the design and planning stages, as well

as the arrest index maintained by the City and County of Honolulu
Data Processing Department. The systematic audit will deal with
checking on completeness to provide a means for monitoring the

submission of disposition data. These procedures are also

applicable to other manual and computerized systems which fall

under the Regulations. The systematic audit procedures will be
a significant factor in the certification process where the

affected agencies agree to comply with all the Regulations.

Délinquent Disposition Repocsting

The systematic audit will automatically audit and monitor the
automated and manual segments of all repositories in the State
that collect, store, or disseminate criminal history record
information in order to:

. Check all incoming data for completeness.
Locate delinquent dispositions.
Check offense and sentencing codes for appropriateness.
Audit correctness and sequence for dispositions.
Check all designated, required information for entry.

Monitor appropriateness of terminal requests.

Notify management of inappropriate errors or request
activity. :

Prevent non-criminal justice dissemination where
appropriate.

¢ Provide an audit trail which will permit tracing of
individual data elements to source documents.
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SAC will institute a delinquent disPOSiéion monitoring system
for the complying agencies which will be based on estimating
expected arrival dates for dispositions. These anticipated
dates will reflect anticipated processing for each type of
criminal offense. If an expected disposition is not received
by the estimated due date, the inherent application software

provided by the responsible agency at the Central State Reposi~

tory will automatically flag the record and provide information

to that agency on whom to call to obtain disposition status.
This information will then be reported to SAC who will, pending
investigation, have the authority to withhold the dissemination
of information covered under the one-yéar rule to agencies
maintaining'terminal access to the system and which are
prohibited ﬁrom receiving the information covered. These

procedures will be covered under the section entitled Security.

Edit and verification

Accuracy checks during the computerized and manual edit and
verification process will provide controls and igspections on

the input to the system to insure integrity. In both manual.

and computerized systems, the audit will insure that all record
entries are verified and appropriately edited prior to entry,

and that soutce documents are properly interpreted. Audit
procedurés will include random inspection of the records compared

with source documents to determine if data handling procedures

are being correctly followed.

Exhibit 2-2, displayed earlier in Section 2, presents graphically

the design and quality assurance procedures to be implemented
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with OBTS/CCi. In the interim, SAC will be responsible for

gquality assurance of manual files.

Audit Trails

The Attorney General's Office has made provisions in their audit
procedures to insure that a maximum level of system accuracy is
maintained., An audit trail will allow for the tracing of
specific data elements back to the source document; The audit
trail will encompass all participating agencies in the criminal
history records system. The audit procedures have been devéloped

and are included as Appendix E.

Dissemination Logs

Each and eVery criminal justice agency in the State of Hawaii
that disseminates criminal history record information will be
required to maintain records of transactions involving criminal
history record information so as to provide accountability for
the collection, storage, and dissemination of criminal history

record information,

The audit trail covering input to the system will féllowﬂrecords
of transactions of disseminated data over the full cycle of
collection, storage, and dissemination of criminal history
record iﬁformation. Logging will be required for the support of
the audié process and also as a means of correcting erroneous

dissemination.

All agencies covered by the Regulations will maintain a listing

of the agencies or individuals both in and outside of the State




to which criminal history record information is released. This
listing will be preserved for a period of not less than one year
from the date of release. Such listings will indicate, as a
minimum, the agency or individual to which information was
released, the date of the release, the individual to whom the
information relates, and the items of information released. The
listings will include specific numeric or other unique identifiers
to provide positive identification links between information
which is disseminated and the record from which the information

was extracted.

Immediate notification will be provided by the disseminating

agency to recipient agencies known to have received criminal
history record information after inaccurate déta has been entered
ocn the record. Corrections to records will be forwarded immedi-
ately to all appropriate agencies in hard copyv forms such as

letter or computer printout. Agencies to which corrections were

~ sent and the date that the notifications were released will be

~recorded by the disseminating agency.

Annual Audit

Annual audits of a representative sample of criminal justice

~agencies chosen on a random basis will be conducted under the

direction of the Attorney General's Office to verify adherence
to the Regulations and that appropriate records will be retained
to facilitate such audits. Since the audit of each criminal

justice agency in the State of Hawaii would be cost prohibitive,

... a representative sample is intended to provide a statistically
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significant examination of the accuracy and completeness of data
maintained at the Central State Repository and to insure that the

other provisions of the Regulations are being upheld.

Annual audits of criminal justice agencies for both manual and
computerized systems will be performed under the direction of the
Attorney General's Office. Dispositions, dissemination logs, and
secondary dissemination logs will be aﬁdited both at the Central
State Repository and agencies covered by the Regulations utilizing
a sampling technique based on population served. Specific records
will be examined by the audit at the repository level and will be
traced through internal update procedures back through field

input processing to terminate at the source documeﬁt. Areas to

be reviewed will include, ﬁut not be limited to, review of the
systematic audit procedures, and examination of thé'evidence of
dissemination limitations, security provisions, and the indivi—
dual's rights of access. Local agency audits will include annual

audit of dissemination logs and secondary dissemination logs for

two of four district courts, two of four circuit courts, one

supreme court, one correctional center, one honotr camp,'one
release center, and police departments in Honolulu, Maui, Kauai,
and Hawaii. This process will provide an annual audit of each
agency in the State at least once every five years; Specific
cases of records events will cover a random sampling throughout
all agencies. Thé annual audit report will be prepared and acted.
upon by the Attorney General's Office. The Attorney General's
Office will be responsible for the levying of any sanctions for

those agencies not adhering to the provisions of the Regulations.
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The audit procedures will begin with a gquestionnaire to be used
by the agency under audit to certify compliance. An example is
shown in Appendix E. The Attorney General's Office will then
form inspection teams to randomly check operational procedures

for compliance,

Local agencies will be responsible for providing the necessary

. documents and data elements to support the annual audit at the

point of data entry from which criminal history information stored

at the repository is derived, which should include, but not be

limited to, arrest indices and reports, prosecution dispositions,

court calendars or appropriate indices, correctional reports,

parole reports and probation reports. Other documented infor-

- mation necessary to support annual audits arebcomplete logs of

dissemination maintained at each point authorized to release
criminal history record data. These logs will include at a
minimum the names of all persons or agencies to whom information
is disseminated as well as the data of release and any additional
data elements to be contained in the disseminatién logs which

will appropriately complete the dissemination audit trail.

All users of criminal historykrecord information will agree to

the audits by signing an Agreement developed by the Attorney

General's Office to hold themselves open to such audits, and to
maintain such documents as are determined to be necessary to

facilitate adequate auditing. As a minimum, all user agencies

which contribute data to the Central State Repository must main-

tain documents from which such'contributionsvwere derived plus
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full and complete dissemination logs. The annual audit will

. contain three basic procedures as follows:

%
Procedural Audit. This audit will examine the extent to which
procedures have been implemented to insure compliance with the

Py Federal and State Regulations. This section of the audit will
cover:

® Completeness of records and disposition reporting
procedures.

o * Accuracy of records.

¢ Dissemination practices (query, limitations, tracking).
; d Security (hardware, software, personnel, physical).
@ .

Individual's right of inspection.

Delays in disposition reporting.

.. ' Methods used in conducting this audit will include:

e Reviews of written procedures and manuals.

Personnel interviews to evaluate understanding and
practice.

* Observation of the site and operations.-
Records Audit. This audit will evaluate the completeness and
o accuracy of Central State Repository files as measured against
records of original entry. It will be conducted by taking a
random selection of source documents at local agencies to evaluate:
o * ‘Completeness of data entry of arrests or dispositions
: into Central State Repository and/or local files.,
¢ - The accuracy of data entry ofwarreSts and dispositions
to provide the error rate for critical field data.
" All evaluations will be based on statistically significant samples

of original entry records.
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Audit of Activity Logs. This audit will evaluate the effec-

tiveness of the system's tracking mechanisms. Records to be
examined include dissemination logs, record corrections logs,
and physical and terminal access logs. Besides inspection of
logs, the audit teaﬁ will: |

°

Review logging procedures;

Interview personnel handling records or processing
recoxds corrections; and

¢ Observe each system's operations.

Audit Sanctions

The Attoprney General's Office will utilize the information

- ‘developed through the annual and systematic audits to evaluate

criminal justice agencies' adherence to the Federal Regulations.

When an agency is found to be in violation, the Attorney General's
Qffice, through SAC, will immediately provide technical assistance:
and guidance in an effort to correct inappropriate procedures.
The Attorney General's Office, through SAC, reserves the right
Eo suspend the services of the Central State Repository to any

user agency, whether federally funded or not, which violates any

"Federal or State law or regulation respecting the processing of

criminal history records.

The Attorney General's Office will seek State legislation during

the 1977.Legisla£iVe Session providing penalties against indivi-

duals and criminal justice and non-criminal justice agencies for

violation of laws or regulations pertaining to the collection,

storage, use, and dissemination of criminal history record

finformation.



Section 5

SECURITY

Section 20.21(f) of the Federal Regulations, dated Friday,

March 19, 1976, addresses several areas of security in both manual
and automated systems. The State of Hawaii recognizes its
responsibility to control systems access and to maintain striqt
accountability for system operations. This includes securing
criminal history record information systems against natural and
human forces which could damage, destroy, tamper with or compromise
the data. The control and accountability encompass the Cenéral

State Repository and all othex data processing installations subject

- to the Regulations.

This subsection of the plan addresses the three topics listed

below:
¢ Management control and personnel selection;
° Hardware and software security measures
® Physical security measures.

MANAGEMENT CONTROL AND PERSONMNEL SELECTION

Management Control

Section 20.20(f) (4) reguires that a "...criminal justice agency
will screen and have the right to reject for employment, based oﬁg
good cause, all personnel to be authorized to have direct access
to criminal history record information,ﬁ The regulaﬂiohékimpaCt

two computer installations within the State. First, they impact“
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the State EDPD where the Central State Repository data base will
O reside, Second, they impact the City and County of Honolulu Data
Processing Department. Both of these centers are in the process
of implementing managerial control and personnel selection proce-

dures relevant to the criminal justice application systems.

The Office of the Attorney General will pursue legislation during
vthé 1977 Session to (1) place in effect thaﬁ fingerprints and
® thorough background checks are made of all personnel subject to
employment where criminal history record information is collected,
stored, or disseminated and that the responsible criminal justice
:'. ' agency can accept or reject, based on good cause, a request for
enployment, and (2) provide for a responsible criminal justice
agency to have the right to initiate or cause to be initiated
;j... administ:f:ative action leading to the transfer oi‘ removal of< parsonnel
o authorized to have direct access to criminal history record infor-
mation where such personnel violate the provisions of the Federal
® Regulations or other security requirements established for the

- collection, storage, or dissemination of criminal history record

| information.
°
i The Office of the Attorney General also plans, prior to December 31,
jf - 1977, to institute procedures where computer processing is not
i ; ' utilized, to assure that an individual or agency authorized direct
LA ; ,

L access to criminal history record information is responsible for:
s ¢ The physical security of criminal history record

- information under its control or in its custody.

o . The protection of such information from unauthorized

;. . - access disclosure, or dissemination.




These procedures will be instituﬁed in éll local, county, and
state law enforcement departments where manual criminal history
record information is stored. These procedures will also provide
that direct access to criminal history record infdrmation shall be
available only to authorized officers or employees of a criminal
justice agency and, as necessary, other authorized personnel
essential to the proper operation of the criminal history record

information system, be it manual or automated.

The Office of the Attorney General, through SAC, will have the
responsibility to insure implementation of the plan, operational
feview of the procedures, and recommendations to change an unsatis-—
factory operation of the Central State Repository in order to
assure that the Central State Repository is adhering to the
Federal‘Regulations. This authority will apply to both manual and

automated systems.

Personnel Selection

All personnel having access to manual or computerizéd criminal.
histories stored by the Central State Repository or manual records
stored by law enforcement agencies will be émployed by criminal
justice égencies with the exception of computer operations personnel

of the computer facility serving as the service bureau to the

" Central State Repository. These operations personnel, will,

however, be under the management control of the‘Central State
Repository. These employees will be screened, prior to employment,
by means of background checks and fingerprint search. The existence
of a criminal hiStory record or other related criteria on an .

employee/applicant may be automatic disqualification for employment.
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Each applicant's background will be examined individually and

thorough interviews will be held.

The City and Cbunty Data Processing Department has designated
selected individuals to the maintenance, enhancement, and develop-
ment of criminal justice applications. In additioﬁ, all data
entry to the arrest index maintained at this installation is

perfdrmed by the Honolulu Police Department.

The State EDP Division is not currently processing, storing, or
disseminating criminal justice information. They will, however
become the host computer for the data bases of the lelowing‘criminal
justice applications:

FOCUS - The Corrections System

HAJIS - The Courts Systems

OBTS/CCH

The systems analysts, computer programmers, and data input operators
responsible for the development, implementation, and maintenance of
the court system and the corrections system will be employed by the
corresponding agencies. The analysts and programmers responsible
for the OBTS/CCH will be employed by SAC. The data input operators

will be employed by the appropriate criminal justice agency.

Section 20.21(f) (B) regquires that "A criminal justice agency will:
Have the right to initiate or cause to’be initiated administrative
action leading to the transfer or removal of personnel authorized
to have direct acceés to such information where such personnel
vieclate the provisions of these regulations or other security

requirements established for the collection, storage, or
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direction of and perform duties for the benefit of the Central

dissemination of criminal history record information." This will
be implemented in the State of Hawail where the appropriate criminal
justice agencies are responsible for their personnel selection and
security clearances on all programmers, analysts, and data input
operators. This authority will include veto over personnel
selection and personnel assignment utilizing data gathered through
background checks. It will also apply to secretaries, guards,
maintenance personnel, computer operators, contractors, as well as
individuals whose duties clearly reguire direct access. These
procedures will not conflict with any state employment practices
already in existence. In addition, all security measures inherent
in the applications softwére will be designed by their own staff,

thus reducing the role of the EDPD to that of a service bureau.

The use of non~criminal justice personnel will be allowable under
Section 20.21(b) (3) of the Federal Regulations for purposes of ' 'w
systems development, including programming and data cohversion, , J
but only to the extent "to provide services required for the adnin-
istration of criminal justice." This access will be granted by
means of user agreements and individuals will be subject to the
sanctions for breach of security procedures. (See Agreements and
Sanctions in Section 3 of this plan, Limits on Dissemination.)

When such personnel are utilized, they will function under the

State Repository. Such individuals utilized for this purpose will ‘
be considered equivalent to employees, and the same level of - -
personnél clearance will be obtained as would be sought for full-

time employees of the Central State Repository in similar situations. o
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The appropriate criminal justice agencies in the State of Hawaii

will provide for a personnel clearance system for use in agencies

which have the responsibility for maintaining or disseminating
criminal history information. The State will also establish
procedures for granting clearances for access to criminal his-
tory information as well as areas where criminal history data
is maintained. Clearances will be granted in accordance with
strict right-to-know and need-to-know principles. The personnel
clearance system will allow for selective clearahces, allowing
less than unconditional access to all areas. Clearances will
be selected to the point of denying access because of the
abéence of the need-to~know. Clearances granted by one agency
will be.given full faith and credit by another agency. Ulti-

mate responsibility for the integrity of the persons granted

right-to-know clearances remains at all times with the agency

~granting the clearance. Right-to-know clearances are executory

and may be revoked or reduced to a lower sensitivity classifi-

cation at the will of the grantor. Adequate notice will be

'given of the reduction or revocation to all other agencies that

previously relied upon such clearances.

Specific training requirements will be set forth for all
personnel directly associated with the maintenance or dissemi-
nationhof criminal history data. The training program will
include the creation of a statewide %raining manual as well

as training sessions to brief all personnel regarding the

‘rules and regulations.

TR




Personnel with access to the law enforcement terminal networks

will be thoroughly trained in the use of the terminals and will

be briefed in security procedures. Personnel working in the
computer center serving the Central State Repository will be trained
in security procedures at the time of employment. These procedures
will be reviewed by the Office of the Attorney General and will
include a briefing by the appropriate criminal Jjustice agency with
all current and future personnel to make them familiar with the |

substance and intent of the Federal Regulations.

Hardware and Software Security Measure

The Regulations require that where computerized data processing is
employed, effective and technologically advanced software and
hardware designs are instituted to prevent unauthorized access

to such information. Currently, there are no laws, statutés,

or executive orders in the.State of Hawaii which address data
processing safeguards and requirements. The State EDP Division,
acting as the Central State Repository service bureau, is developing
and instituting effective contrbls and procedureé to insure the
security of computer and teleprocessing facilities against improper

or unauthorized use.

The Central State Repository data base will be housed within the
State EDP Division. However, the management control of the Central
State Repository will be under SAC as presented in the subsection,

Management Control.

The Central State Repository will develop effective controls for

securing teleprocessing facilities and data against improper or
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unéuthorized use, Teleprocessing security will be based upon four
measures which help to prevent unauthorized persons from accessing
on~line data. These measures are (l) the teleprocessing system is
operable only during specific working hours; (2) the terminals are

located where the terminal operator can be observed; (3) a password

sign-on procedure will be taken to gain initial access to the

teleprocessing system; and (4) terminals will have access only to

authorized data files.

Technical capabilities of the computer itself can also protect the
system from compromises. These security features will include
protection through the identification, verification, and authori-

zation of persons, data files, and access modes within the system.

Legislation will be pursued by the Office of the Attorney General
during the 1977 Session giving SAC the statutory responsibility to
insure that the data processing center has adequate control of
access to criminal history record information syvstem facilities,
system operating environments, data file contents in use or stored
in a media library, the system documentation conforming with
security standards required by the Federal Regulations and security

standards provided b? such legislation.

. Terminal and Operator Identification. Many systems allow a user

at a remote location to access the computer via telecommunications
facilities and terminal devices. Therefore, an identification

code of a terminal ﬁser will be implemented for each remote terminal
as a precondition for entering the files. The terminal being used

will also be positively identified. On a batch job not submitted
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at a terminal, the job card will carry the identification code,
Within each agency, terminal use will be assigned to a limited

and identified group of individuals.

The access rights of a user will be explicitly denoted in any
situation where partial rights exist, e.g., for a limited access
file or where reading is permitted but changes and deletions are
not. An authorization table (or matrix) will be stored with the
data showing a list of authorized users of the data and their

access rights. Access to this table will be strictly limited to
persons authorized to modify the table and will be stored separately

from the'data.

For particularly sensitive data, a callback procedure will be
instituted,; in addition to the recognition of the personal identi-
fication number, to authenticate the identity of users reguesting

confidential data from remote terminals.

These security measures will be inherent in the applications
program terminal access methods provided by the responsible crimi-

nal justice agency.

The computer will be programmed to log the identity of all users,
and the date of access. This information shall be maintained for

twelve (12) months.

Data Storage. Currently, the State EDP Division computer is a
1arge¥scale system which does not have the hardware/software
capability for file protect measures. However, they are currently

utilizing a Data Base Management System which will allow encryption
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and data element classification of data for elimination of
unauthorized access. In the future, should the State EDP Division
upgrade its computer system to a more sophisticated large-scale
system, the hardware/software capability will e available for
such file protect measures, At that time, computer systems will
be programmed to isolate users, to check their own operations,

and to detect intrusions and other violations.

The security software will establish the proper authorizations

to control inquiry and update. This authorization applies to all

" resources to which a user can have access, and to the mode of

aceess.

The security programs will be designed wherever technically
possible in such a way that they cannot be compromised. As new
techniques become apparent for bypassing the security faciiities,
the programs will be modified within the existing hardware

constraints to seal the leak.

Data will be stored in a data base management classification

system according to scope of permitted access and sensitivity of

. the data.

Confidential criminal justice records that are maintained on-line

-in a time-shared, remote access computer system will be either

password protected or have some form of encryption that at least

prevents accidental disclosure, or both.

Pasgwords, in addition to a personal identification number, will

serve for authentication of a user's identity and will be used




to authenticate the authorization of a user to access a file.

Passwords will be subject to change as often as wanted by the user.

The more sensitive the data, the more complex will be the encryp-
tion for transmission purposes. As a minimum for confidential
records maintained on-line, a data base element selection process
for identifying various fields of a record, or various records

in a file, will be applied.

System hardware and software shall contain mechanical controls to
insure that all on-line data inguiries and machine-generated
reports will contain only the information which each user is

authorized to obtain,

.System software shall be implemented to erase and clear automati-

cally all media for the storage of data when purging is required.

Duplicated ccmputer files will be created as a countermeasure
for unauthorized destruction of original files and all computer
tapes or discs will be secured in a safe storage' area. Secondary

storage will be used for backup.

For the purposes of record retention, duplicatercomputer files or

backup files will be secured in a manner similar to the original

files. 1In this way, record retention schedules will apply uniformly

to all computerized records as well as related records in secondary

or backup storage.

Data Entry. The SAC, with management control of the Central

State Repository, will have the authority to require that a
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specific data element which fails to satisfy the standards of
accuracy or completeness will be excluded or deleted from indi-

vidual record information.

Where data is submitted to the user agency data entry center on
reporting forms, the responsible data entry center will establish
procedures for destroying these forms or storing them in a secure

environment after data is entered in the computer.

- File Protect Software, Edit programs will be created by the

appropriate developmental agencies to periodically audit criminal
history record transactions. As SAC has the responsibility for
management control of the Central State Repository, they will
initiate procedures to disconnect any remote terminal whenever

repeated errors indicate that tampering is taking place.

All applidation programs will be written, installed, and stored

by the appropriate agency systems management and technical
personnel. Records of these programs will be stored under maximum
seéurity conditions. No other persons, includiné staff and repair

pexrsonnel, will be permitted to know these programs.

The concept underlying this standard is that all sensitive
application programs will be prepared by a limited number of
authorired criminal justice agency personnel. All activities

related to these programs will be performed by these personnel only.

As discussed elsewhere in this plan, the only existing automated
system containing criminal history type of data resides at the

City and County of Honolulu's Data Processing Department. The only

13,
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agency having the capability of altering this file is the

Honolulu Police Department. The police department has issued very

specific General Orders concerning the usage of all access termi-

nals. The applicable portion of General Order 74-6 addressing

access via terminals to operational information and criminal

history information is as follows:

"Access Prohibited

A.

All personnel not directly assigned to any
division wherein official records and files
are kept, unless otherwise authorized are
prohibited access to such records and files.

Personnel not duly assigned or authorized,
desiring information contained in such files
or records, shall make requests through the
Commanding Officer of the division or such
subordinates as he may designate.

" Maintenance of Equipment and Security of Computer Files

With the inception of data processing into the police
services, remote terminals are used in various divisions.
Personnel assigned to operate these terminals will have
access to the files in accordance with the following
procedures:

A-

Division Commanders shall be responsible for
the proper use and care of the data processing
equipment installed in their respective divisions.

No person shall attempt to operate the remote
terminal unless he has received explicit permission
from the Division Commander responsible for the
security of that terminal.

No person shall operate the remote terminals
until he has been trained to do so.

All additions, changes, and deletions in computer
files shall be performed only by designated
personnel within the respective divisions.

All data stored within the computer is confi-
dential and is restricted to official police
use only. '



F. Remote terminals shall not be used for any
unofficial business.

(1) Requests for information by private
~ concerns for private interests shall
not be granted except with the express
approval of the Division Commander.

(2) All such requests shall be referred to

the department or unit responsible

'for the input of the source data.'’

(e.g., Registered Owner checks by an

insurance company shall be referred

to the Motor Vehicle Registration Bureau.)"
Upon and in conjunction with the implementation of OBTS/CCH,  the
SAC Director will have the responsibility to develop specific

instructions of terminal use. These instructions will be given

to each agency as part of the initial training and orientation

in the use of the new system. This will take place concurrently

with each agency coming on-line to the system.

 Physical Security

All appropriate criminal justice agencies and the State EDP
Division will adopt adequate procedures for controlling physical

access to remote terminals and the computer facility by staff,

restrictions, clearance systems, sign-in logs, and similar controls.

Access to computer rooms and file storage areas will be guarded by
locked doors and access permission issued only to authorized
personnel. The control of access to the computer room will be
effectively administered by the responsible computer center and
kept in force on all shifts. Visitors must seek permission from

the sponsitory agency before gaining access into the computer room.
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Upon entry, the visitor will be given a badge to wear for identi-
fication. A log book will also be maintained for both entry and

exit by visitors.

All persons having access to the rooms where hardware is kept,
including the locations of the remote terminals, will be properly

identified and "need to be present."

Physical security measures which store automated criminal history
record information will include, but not be limited to: (1) the
installation of a highly efficient gas fire protection system;

(2) strict control of computer room access through locked doors;
(3) implementation c¢f storage media control procedures; (4) storagé
of crucial data files in a fireproof locked vault; (5) enforceﬁent
of tight security measures for teleprocessing services; and

(6) establishment of backup and recovery procedures.

" Operational Control. Standardized operations logs covered by

procedures will be kept and be subject to supervisory review.

Logs will provide operations management pérsonnel with the major
source of information about equipment downtime and recurring
problems for the purpose of error analysis. Proéedures will cover
the submission, running, and return of programs and data.
Procedures will also cover the interaction of operations personnel
with the‘personnel involved in certain maintenance’aspects df the
computer. Operations procedures will cover the disposal of computer

output and punched cards.,
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These procedures will be subject to review by the Central State
Repository to insure compliance with State and Federal Privacy

and Security Regulations.

Recovery and Backup. In the area of hardware recovery, a compa-

tible backup computer will be designated either within the

organization or in an outside facility to take care of essential

- daily processing in the event of severe computer malfunction or

damage requiring extensive repairs. In the case of the Central
State Repository, this will be the University of Hawaii Computer

Center.

In the area of'softwafe recovery, backup copies will be maintained
in a secure location for all systems and crucial applications
software and key data files. Also, a current set of the more
critical data files will be maintained together with a copy of
computer programs and related documentation at a remote location

away from the computer room.
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Section 6

" INDIVIDUAL ACCESS AND REVIEW

Every criminal justice agency in the State of Hawaii will provide

for the right of access and review. Generally, this right has

" already been provided for, either formally by statute or general

orders and policy. Under the authority of the Attorney General's
Office, the State has prepared the access and review procedures
for use in each criminal justice agency maintaining criminal
history information. These procedures became‘operational on
March 16471976, The procedures for access and review are shown
in Appendix F to this plan. For the sake of expediency, they
were initially instigated under the authority of the Attorney
General. Thereafter, the Attorney General's Office will puréue
additional legislative authority whére'necessary during the

1977 Legislative Session.

With the establishment of the Central State Repbsitory and the
OBTS/CCH, the procedures and medhanics of aécess and review will
chénge. At that time, the complete criminal history record will
be available at one location. Any procedural changes required
at that time will comply with the regulations and‘Will enhance,

and make more expedient, the procedures to be implemented now.

Indivi&uals will only be able to get parts of their complete

criminal history at the various criminal justice agencies.




Because there is no Central State Repository at this time, the
individual agencies will maintain only that data that falls within
their jurisdictions. The Honolulu Police Department does, however,

receive dispositions back from the courts.

For that reason, posters have been placed at each pertinent
agency, in a conspicuous place, specifying exactly what data is
available at that agency, what procedure is to be followed to

get additional data from other agencies, the hours that this

gervice is available, and any fees for the service.

Generaliy speaking, the data available for review will be
objective, verifiable, accurate, and complete. BAn individual
may pursueAhis entire formal file at the police departments. All
such requests to do so must be in writing and be approved by the

Officer-in-Charge of the Records and Identification Division.

The following statute addresses the availability of records for
inspection within the courts and prosecuting attorney's office.

- "B92-~4, Public Records; available for inspection;
cost of copies.

All public records shall be available for inspection
by any person during established office hours unless
public inspection of such records is in violation of
any other state or federal law, provided that, except
where such records are open under any rule of court,
the Attorney General and the responsible attorneys of
. the various counties may determine which records in
their offices may be withheld from public inspection
when such records pertain to the preparation of the
prosecution or defense of any action or proceeding,
prior to its commencement, to which the State or
county is or may be a party, or when such records do
not relate to a matter in violation of law and are
- deemed necessary for the protection of the character
or reputation of any person.



Certified copies of extracts from public records

shall be given by the officer having the same in

custody to any person demanding the same and paying

or tendering twenty cents a folio of one hundred

words for such copies or extracts., (L1959, c 43,

84; Supp 8§7A-4)"
There is no specific statute concerning access and review as it
relates to corrections. 2As mentioned earlier in this plan, the
OBSCIS Committee is in the process of developing its legislative'
requirements for total compliance with the Regulations. The
information available for review has not been formalized or
standardized by legislation, general orders, or documented
departmental policies. It should be reiterated that the general
policies are not standard throughout the correctional agencies

but served as the foundation upon which the formal procedures were

implemented prior to March 16, 1976. .

Any individual wishing to review criminal history data must:
verify his identity. The Honolulu Police Department General

Orders require the verification to be by fingerprints.

An individual should be given a document copy only when it is the
intention to register a formal challenge that the document
contains erroneous data and the copy is required to adequately
prepare the challenge. It is the desire of the State of Hawaii
and all relevant agencies to maintain the highest degree of
accuracy in all files containing criminal history data. For this
reason, ﬁhg procedures for challenge have been designed in as

simple and straightforward a manner as possible.

[
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Each agency, as part of the certification and agreement, will
specify a department within the agency responsible for conducting
administrative reviews of all challenges. In the event that the
¢hallenge of erroneous data is well founded, the errors will be
corrected and a list of non-criminal justice agencies or individual

recipients of the erroneous data will be provided. If it is the

best judgment of the challenged agency that the data is not in

error, the individual will be notified of that decision. The
individual has the right to appeal that decision. The Privacy

Committee will be responsible for hearing all appeals.
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Section 7

RESPONSIBILITIES OF INVOLVED AGENCIES

This section of the plan addresses the responsibilities of all
agencies involved in the successful implementation of the plan.
These responsibilities may be redundant with topics discussed
elsewhere in the plan; however, they are repeated here for

clarification.

The implementation of this plan will be a collective effort by
several different agencies. Each agency will assume the appro~

priate position that falls within its technical charter or that

it is legislatively responsible for by virtue of existing statutes;

Where the responsibility is not clear, more specific legislation
will be pursued by the Attorney General. In the interim and for
the sake of expediency, the following responsibilities have been

assigned.

The Attorney General's Office

The Attorney General's Office has, by virtue of existing statutes,

overall responsibility for the collection of criminal history
statistics. This plan addresses that authority and extends its
responsibilities to encompass the following activities:

¢ Executive/statutory de31gnation of responsible
criminal justice agencies.

Development and implementation of annual audits
and quality control procedures to ensure compliance
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with the Regulations. These audits will address
the collection, storage, and dissemination of
criminal history information.

o Preparation of formal agreements and notices to
be entered into between disseminating and recipient
agencies.

e Preparation of appropriate sanctions for non-

.compliance to the Regulations.
® Pursue legislation to establish a Central State
Repository.
Hawaii recognizes the need to review and update all statutes
related to privacy and security. Therefore, the Attorney General
will conduct a complete review of existing statutes, and will
prepare a comprehensive security and privacy bill, including

sanctiohs,_for consideration at the 1977 Legislative Session.

Statigtical Analysis Center

The Statistical Analysis Center is the agency that will design,
program, and implement the OBTS/CCH system., It will have
managerial control over this system and therefore is in a
position to assume major responsibilities for the implementation
of this plan. Specifically, the Statistical Analysis Center will
~be regponsible for the following:

® Managerial control over the Central State Repository.

® Monitoring compliance with the restrictions set out
in the Regulations.

¢ " Completion of the certification requirements by
March 16, 1976.

. . Provide a comprehensive analysis, prior to December 31,
1977, of the extent to which criminal history record
information is disseminated to non-criminal justice
agencies.,

Institute a delinquent disposition monitoring system,
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State Law Enforcement Planning Agency

As the State Planning Agency, SLEPA will be responsible for
monitoring all future grants to ascertain approﬁriate plans for

compliance with the Federal Privacy and Security Regulations.

State Electronic Data Processing Division

The State EDP Division will serve as a service bureau for the
Central State Repository. As such it will provide computer
operations service and house the data bases for the pertinent
application systems. The State EDP Division will provide the
physical security measures presented in this plan. All programming
and modifications will be the responsibility of the subject
agencies. The State EDP will also be responsible to institute

a personnel clearance system.

The City and County of Honolulu Data Processing Department

The Honolulu Data Processing Department is included in this plan
because it currently houses the data bases of'existing criminal
justice applications at the' local level. Similar to the State EDP,
it serves as a service bureau. All updating and changes to the

files are performed by the appropriate criminal justice agencies.

OBSCIS Policy Committee

The OBSCIS Policy.Committee will be responsible for determining
the operétional proceduial chénges required for total compliance
to the Regulations by correctional agencies. - The Committee*will»
communicate and coordinaﬁe these to SAC. 'In the case of required

executive or legislative needs, the Committee will work with the

. Atiorney General,

B




All Other Agencies Governed by the Regulations

All other agencies will, under the authority and direction of the

Attorney General, comply with the Regulations of privacy and

security. This compliance encompasses primary
dissemination of criminal history information,
appropriate agreements and notices relevant to
receipt, and usage of such data, and all other
concerning the storage and maintenance of such

the right of access and review policy shall be

and secondary

the execution of
dissemination,
reguirements

data. In addition,

implemented

according to the procedures presented in this plan.
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Section 8

" IMPLEMENTATION MILESTONE SCHEDULE

The implementation schedule is, to a large extent, based on the

results of the completed certification process.

Coupled with the

certifications the following important milestones have been

identifisd and scheduled.

Activity

Legislation establishing a
Central State Repository

Complete legislation prepared and
presented by the Attorney General's
Office to institute policies and
procedures for implementation of
the plan to comply with the Federal
Regulations

Access and Review Procedures
established and implemented

Certification Process completed
Agreements and Notices developed

Sanctions for Non-Compliance
established '

Privacy Committee formed

Felony Offender Computerized Update
System (FOCUS) implementation
started

OBTS/CCH initial programming
completed

Conduct computer utilization review
"(Criminal Justice Applications)

HAJIS programming completed

8-1

“Milestone Date

April 1, 1977

December 1, 1976

March 16, 1976
March 16, 1976

March 16, 1976
March 16, 1976
December 1976
July 1, 1976
December 1977

December 1, 1976
July 1977




The concept of maintaining disseminatiop and secondary dissemi-

"nation logs will be instigated as part of the access and review

procedures. The major milestone will be the development of the
statewide OBTS/CCH system. At that time, all inguiries will be
made to a single location, complete criminal histories will be
available to authorized agencies, and all associated security
measures will have been built iﬁto the system. (FOCUS, HAJIS,
and OBTS/CCH dates are based on current schedtles and subject to

change should schedule or funding requirements change.)
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APPENDIX A

CERTIFICATION PROCESS

An integral part of Hawaii's State Plan to implement the
Department of Justice's rules and regulations governing criminal
history information is the certification statement. Hawaii's
plan for accomplishing this certification will be to make use
of a certification checklist form, which has been completed by
each and every agency which must comply with the rules and
regulations. The certification checklist form utilized meets
the needs of all the agencies involved-and meets all of the
requirements of the rules and regulations in regards to
completeness and accurac§, limits on dissemination, audits and
guality control, security, and individual rights of access

and review,

Initially, a cover letter explaining the ramifications of the
new rules and regulations and a copy of the rules and regu-
lations was sent to each concerned agency. Staff members of
the Statistical Analysistenter followed up these initial
letters by direct contact with all the agencies. This contact,
whether it was in person or by telephone, was for the purpose

of responding to any questions that may have arisen.

Once all remaining questions had been resolved, arrangements
were made by the SAC staff to meet with appropriate represen-

tatives of the criminal justice agencies irvolved in order to




distribute and complete the certification checklists.

Certification checklists have been rompleted and submitted

with this Security and Privacy Plan. The specific agencies

that have been certified are listed below.

1) LAW ENFORCEMENT

Honolulu Police Department
Maui Police Department
Kauai Police Department
Hawail Police Department

ta
~—r

" PROSECUTION

The Attorney General's Office
Honolulu Prosecutor's Office
Hawaii Prosecutor's Office
Kauai Prosecutor's Office
Maui County Attorney

3) DEPARTMENT QOF SOCIAL SERVICES AND HOUSING

Hawaii State Prison

Kulani Honor Camp

Olinda Honor Camp

Kamehameha Conditional Release Center
Conditional Release Center Administrator
Maui Community Correctional Center

Halawa Community Facility .

Hilc Correctional Community Facility
Corrections Research and Statistics Bureau
Hawail Youth Correctional Facility, Kailua

4) STATE JUDICIARY

Administrative Director of the Courts
First Circuit Court
- Second Circuit Court
Third Circuit Court
Fifth Circuit Court

Including:
First District Court Family Courts
Second District Court
Third District Court

Fifth District Court

Honolulu
Maui Detention Home

5) - STATISTICAL ANALYSIS CENTER
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The probation function falls within, and is cextified within,

‘the‘judiciary.

The remainder of this appendix presents the certifications

and their respective narrative:

Honolulu Police Department

L]

The certification of the Honolulu Police Department (HPD). is
required, as it currently is the primary dissemination point
of criminal history record information in the State. Along
with the manual files housed at HPD, HPD transmits criminal

history record information to and from the arrest index at the

" Honolulu Department of Data Systems via telecommunications.

The following certification checklist provides implementation
dates for those areas which do not currently comply with the

regulations.

With the certification of the Honolulu Police Department, one
procedure which is not currently implemented is ‘physical
prétection against fire, flood, and other natural disasters for
the manual files and terminals housed at HPD, with the exception
of fire extinguishers. An estimated implementation date of

such procedures is unknown at this time.

Honelulu‘Department of Data Systems

The certification of the Honolulu Department of Data Systems
should be consideréd part of the Honolulu Police Department certi-
fication. This data center serves as a service bureau, and there

is a criminal justice unit whose function is to respond to the
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needs of the Honolulu Police Department and Prosecuting Attorney
as required. All file updating and maintenance is performed by
the Honolulu Police Department and thé Bureau of Crime Statistics
via a terminal at the Honolulu Police Department. The Honoluiu
Police Department determines all terminal security procedures

and personnel clearance procedures.

The only agreement that this data center will have to enter into
will be with the Honolulu Police Department and neighbor island
police departments. This agreement is required only because

the data base for an arrest index is housed there. The arrest
index does contain all court dispositions which are entered

into the system in a timely manner. It is the only file that
contains criminal history type of data. This data, however, will
no longer be necessary once the statewide OBTS/CCH becomes
operational. The agreement, therefore, will be entered into in
good faith immediately even though the OBTS/CCH system is
scheduled for implementation well in advance of ﬁhe December, 1977,
deadline. These agreements have been formally drawﬂ up by the
Attmrhey General's Office and distributed to all pe?tinent

agencies prior to submission of this plan.

It should be noted that the individual right of access is not
épplicable to this data center because, no agency or individual,
with the exception of Honolulu Police Department, Bureau of Crime
Statistics,'ana}neighbor island police departments, have access

to this sensitive file.




Central State Repository

The certification for the Central State Repository is oriented
towards the Statistical Analysis Center (SAC), as SAC Will

have the Management Control of the Central State Repository. At
the writing of this plan, the State EDP Division does not process
any criminal justice applications. They will, however, be
certified at a later date in anticipation of eventually providing

service bureau suppoxrt for several criminal justice applications.

The certification of SAC, therefore, addresses those procedures
that will be implemented considering the existing status quo--

that of having no automated systems at the state level.

The certification follows the logical series of events, leading,
ultimately, to full compliance with the regulations and encompasses
the major issues listed below:

® Obtaining statutory/executive authority for the
Central State Repository.

° Responsibility of the design and development of

the OBTS/CCH system, thus having complete control

of software procedures designed to ascertain

complete disposition reporting within ninety (90)

days.

Dissemination of agreements and appropriate

notices to involved agencies.

Executive Orders are being prepared by the Office of the Attorney
General for designation of criminal justice agency authority,

contractual agreements/notices and sanctions, and audits and

quality cbntrol.

The appropriate certification checklists appear on the following

pages.




. CERTIFICATION FOR HONOLULU POLICE DEPARTMENT
[
Reasons For
Non-Implementation Estimated
Now , Lack ol | Implementation
° OPERATIONAL PROCEDURES Implemented| Cost|TechnicallAuthority Date
Completeness and Accuracy
Central State Repository:
Statutory/Executive Authority N/A S
Facilities and Staff NZA. -
Complete Disposition Reporting in %0 days from:
Palice Yes T B — .
® Prosecuier Yes —
Trial Courts Yes e
Appellate * No X 12/77
Probation N/A —_—
Correctional Institutions N/A —
® Parole . N/A —
Query Before Dissemination:
Notices/Agreements--Criminal Justice No X 12/75
Systematic Audit:
Delinquent Disposition Monitoring Yes .
; Accuracy Verification » Yes_ —
® . Notice of Ervors ’ Yes._ -
; Limits on Dissemination
Contractual Agreements/Notices and
Sanctions in Effect For:
Criminal Justice Agencies } No X 12/75
Nen-Criminal Justice Agencies Granted -
Access by Law or Executive Order No X 12/75
® Servicg Agencies Under Contract No b4 12/7%
Research Organizations No X 12/75
Validating Agency Right of Access N X 12775
Restrictions On:
a Juvenile Record Dissemination Yes. R
| Confirmation of Record Existence Yes._ L
1' Seconda_xr)_' Dissemix}ation by.
Non-Criminal Justice Agencies . No_. X 12725
Dissemination Without Disposition Vos L
Audits and Quality Control
. Audit Trail:
Recreating Data Entry Yes L
Primary Dissemination Logs Yes
@ Secondary Dissemination Logs Yes. :
Annual Audit N/A '___
% This disposition will be entercd immediately along with all
® other dispositions when the statewide OBTS/CCH system becomes
‘ operational--approximately December 1, 1976. .

R T S L A B - A




®

CERTIFICATICON FOR HONOLULU POLICE DEPARTMENT (Continued)

' OPERATIONAL PROCEDURES
Sccurity

Fxecutive/Statutory Designation of
Rasponsible Criminal Justice Agency

Prevention of Unauthorized Access:
Hardware ‘Design
Software Design

bDedicated Hardware:
Terminals

. Communications Control
Processor
Storage Devices

Criminal Justice Apency Authority:
Computer Gperations Policy
Access to Work Arcas
Selection and Supervision of Personnel

Assignment of Administrative Responsibility:

Physical Security

Unauthorized Access
Physical DProtcction Against:

Access to FEquipment

Theft, Sabotsge

Five, Tiand, Other Natural Nicgaster
Enmployee Training Program

Individual Right of Access

Rules for Access
Point of Review and Mechanism
Challenge by Individual
Adninistrative Review
Administrative Appeal
Correction/Notification of Error

Now
Implemented

Non-Implementation

Reasons

For

Cost

Technical

Lack of
Authority

Estimated
Implcementation
Date

Yes

N/A

N/A

N

F EREE

Xe

"

Ye

i

Xe

n

b obFER b

e
e
»

<
]
n

<
o
v

e
o
"

3
o
(7]

ey

] ]

||

&R

[

*2This procedure iIs referenced in the preceding text.

I certify that to the maximum extent feasible action has been
taken to comply with the procedures set forth in the Privacy

and Securitx Plan of the State of

Signed

HAWAIT




CERTIFICATION FOR

HONOLULU DEPARTMENT OF DATA SYSTEMS

+

OPERATIONAL PROCEDURES

Completencss and Accuracy

Central State Repository:
Statutory/Lxecutive Authority
Facilities and Staff

Complete Disposition Reporting in 90 days {rom:

Police
Proseccutor
" Trial Courts
Apecllate Courts
Probation
Correctional Institutions
Parole
Query Beforc Dissemination:
Rotices/Agrccmcnts--Criminal Justice
Systematic Audit:
Delinquent Disposition Monitoring
Accuracy Verification
Notice of Errors

Limits on Dissemination

Contractual Agreements/Notices and
Sanctions in Effect For:

Criminal Justicc Agencies

Non-Criminal Justice Agencies Cranted
Accese Ly Law or Frocutiwve Order

Service Agencices Under Contract
Research Organizations

VYalidating Agency Right of Access

Restrictions On:
Juvenile Record Dissemination
Confirmation of Record Existence

Secondary Dissemination by
Non-Criminal Justice Agencies

Dissemination Without Disposition

Audits and Quality Control

Auvdit Trail:

Recreating Data Entry
Primary Dissemination Logs
Sccondary Disscmination Logs

Annual Audit

Reasons For
Non-Implementation Estimated
Now ‘ Lack ol | Implementation
Impiemented| Cost{TechnicaljAuthority Date
N/A
N/A .
Yes
Yes
Yes
N/A N
N/A PSS,
N/A —_—
N/A —
No X 12/75
No X 12/77
No X. 12/717
No X 12/17
No X A2/75
No X 12275
No X 12/75
No X 12725
No X 12/75
Yes
Yes
No X <AL
N/A —
Yes I
Yes R
N/A —n
N/A e




CERTIFICATION FOR
HONOLULU DEPARTMENT OF DATA SYSTEMS (Continued)

Reasons For

Non-Implementation Estimated
Now Lack of |Implcmentation
OPERATIONAL PROCLEDURES Implemented] CostiTechpicallAuthority Date
Security
Executive/Statutory Designation of
Responsible (riminal Justice Agency No X 12/7%
Prevention of Unauthorized Access:
Hardware Design Yes -
Software Design Yes .
Dedicated Hardware:
Terminals Yes -
Communications Control No X X . *
Processor No X X %
Storage Nevices No X X . *
Criminal Justire Agency Authority:
Conmputer Operations Policy No X . *
Access to Work Areas “ No X . *
Selection and Supervision of Personncl No X .

Assigament of Administrative Responsibility:
Physical Security

Xes. —
Unauthorized Access Yes_ -
Physical Protcction Apainst:
Access to Lquipment Yes. -
Theft, Sabotage Yes. .
Five, Flond, NDther Natyral Disacter Yes. o
Employec Training Program Yes -
Individual Ripht of Access
Rules for Access N/A.
Point of Review and Mechanism N/A
Challenge by Individual N/A
Administrative Revicw N/A
Administrative Appeal N/A
Correction/Notification of Error N/A

#Sece certification narrative and Section 2 of this plan.

I certify that to the maximum extent feasible action has been
taken to comply with the procedures set forth in the Privacy
and Security Plan of the State of HAWAII .

¥4
Signed_ c;/fm/('/ Z L,...,/»---

(Applicable Agency Head)




CERTIFICATION FOR THE CENTRAL STATE REPOSITORY
STATISTICAL ANALYSIS CENTER

Reasons For )
Non-Implementation Lstimated
Now Lack of | Implementation
“OPERATTONAL PROCEDURES Implemented| Cost]Technical [Authority Date
Completencss_and Accuracy '
Central State Repository:
Statutory/lixecutive Authority No X 12/75
Facilities and Staff ’ ‘ No X 12775
Complete Disposition Reporting in 90 days from:
Police No X 12777
Prosccutor No X 12/77
Trial Courts No X lZLU
Apcllate Courts No X 12/77
Probation No X 12117
Corrcctional Institutions . No X 12/17
Parole No X 12/27
Query Before Disscmination:
Notices/Agrecements--Criminal Justice No X 12427
Systematic Audit:
Delinquent Nisposition Monitoring No. X 12477 .
Accuracy Verification No X 12477
Notice of Errvors No R X _ 12777
Limits on lissemination
fantrartnnl Asveemonts/Notices and
Sanctions in Lffect For:
Crimina) Justice Apencies No X 12/78
Non-Criminal Justice Agencices Granted
Access by Law or Executive Order No X 12715
Service Agencies Under Contract No X 12715
Rescarch Orpanizations No X 12/75
Valijdating Apency Right of Access No I X 12727
Restrictions On:
Juvcx.)ilc r-{ccord Disscmin:n-:ion N N X 12777
Confirmation of }.{ccm.'d Existence No__ I X 12007
Sccondary Dissemination by
Non-Criminal Justice Apencies No X 12777
Dicsemination Without Disposition Mo o . X 121717
Audits and Quality Control
Audit Trail:
Recreating Data Entry No X 12/75
Primary Disscmination Logs .
Sccond:n’)' Dissemination i‘.ngs o 1 T X L2158
Annunl Audit Ne X A2f1s
No —t — X 22L15

I certify that to the maximum cxtent fcasible action has becn
taken to comply with the procedures st forth in the Privacy

and

Coa e

Security Plan of the State of HAWAII

Signed é;?%aéAhfél.12522:;761c_uf

(Applicable Agency Head)
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"CMIIND, 43-RN575

, ' APPROVED:

' : ' INSTRUCTIONS o
o * 'U.S. DEFARTLENT OF JUST!CF ______ INFORMATION / z
"LAW ENFORCEMLNT ASHISTAHCE ADMINSTRATION STATEMENT Pleo jo provido the lollowirg in ormating, v
HATIONAL CRIMINAL JUSTICE INFOIUAATION AND ' completo the attached certilication fOrmz

£ 5 > § - . n 3

WAST{?J("JTO'Z? g?g:’;&fﬂ (28 CF i§ 201 - 20.38) ;1’:1(:1 !:’x;;t:m all parts to the uddress qp

.}'ﬁmﬁmommss OF SUDMITTING AGENCY APPLICADLE STATE DATE PREPARED T

e Police Department Hawaii 2-26-76
County of Hawaii .
Hilo, Hawaii 96720 CONTACT NAME TEL. NO. (Givo Arca Code)
David GOMBERG 808~-961~2231
e C 1. Does your agency ‘‘collect, store, or disseminate criminal history record information processed by either manual or g
- automated operations?’* ‘*Criminal bistory record information’’ means information collected by criminal justice ¢
agencies on individuals which consist of identifizble descriptions ard notations of arrests, detentions, indict-  }
, ments, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional  §
supetvision and release, The term does not include identification information such as fingerprint records to the @
° extent that such information does not indicate involvement of the individual in the criminal justice system. §
ves [§J no [}

>
2. 3. If the answer above was *“Yes,** have LEAA funds been made available to the agency subsequent to July 1, 19737 3
for the collection, storage or dissemination of information? . . %
3
L] YES No ] '

3, Indicate the type of agency:

[} prosECUTION [ PuBLIC DEFENDER
[JcourTs {1 corrRECTIONS

X poLice- . Tk

.

4. Indicate the type of system:

5. Is the system automated?

® . [JsuslECT IN PROCESS [_—x]cmwNAL "HISTORY 3 ves [OJuo “ElrarTiaL E
6. Does the system(s) exchange information with other systems? [X]¥Es [J NG f‘
1l “*Yes,” specify which other systems: ) ‘ |
o .- .
) REGIONAL [T] CENTRAL STATE REPOSITORY [HINCic  [£] OTHER(épecify) — L1115 er\-C ounty
77 Indicate population of primary geographic jurisdiction 8. Indicate approximate number of subjects included .
® being served: system:
70,000 - - " [ o-5,000 A 5,000-25.000 [T 25,000-100.000
- [T 100,000-500,000 [CJMORE THAN 500,000
.1 9. Name of authorized agency official 10. Title
® Ernest J. FERGERSTROM Chief of Police

11, Apency name and anddress

Police Department
County of Hawaii

‘112, ‘TC].’NO. (give Arca Code)

802 -061 2212

Hilo, Hawaii 90720

13. 'Signature of uuthorized official

LUAA FOUM CO00/U (1-930)

>t A

A-11

ks 3 eI

6;\}\}&‘0\ ;\73\&,'\&\9\»‘\‘}'}\\3\\&
\J % DOLIL |

. Yy




APPROVED

MO NO, M-_nb'.‘m
o UNITED STATés PEPARTMENT OF JUSYICE ‘r Cm g ,
she . C’:«\TIFWI\HON FOR
‘ Low Enfotcomont Assistonca Adminlstration -
Nalional Criminal Justice Information ond AG NCY SYSTE OTHER THAN
Statistics Servica . CTHE CENTRAL STATE REPOS!TORY
Vashington, D.C. 20531 ) . : i
® INARE/ADORESS OF SUBMITTING AGENCY TAPPLICADUE STATE SATV PREFARED
. ) .
POl.LCC‘ Department . R
County -of Hawali - o Hawaii 2-26-~76 B
Hilo, Hawaii 96720 L CONTACT NAME TELEPRONE NO, (Give oren cofe B
David GObIBLRG 3028~961-2231
‘ TYPE OF AGENCY = b ) e 1
. [+l PoLice "f | PrOSECUTOR []court [[] ProaaTiON [ SRRTEST SN AL [T ParoLE
. Fas . . . )
INSTRUCTIONS: Camplety the following, ax uppnzpria['c. K )
r—-— CHECK MARKS ——— [~ DATES —— |
: ’ N e l 7 ~ §
o v 2 Ngv', ) Nou—mpfijﬁ}ri'?f. DN CSTIMATEG
OPERATIOMNAL PROCEDURES FPLERRNTED rmed IMBLEMENTATION f
- ‘ _ . MENT cosTi{TECHNICAL|, 258 On | DATE
Completeness and Accuracy .
® Complete Dlsposutncn Reportmg fmm ‘
-Police N/A ‘
Prasecutar Ves 3
Trial Courts Yog :
- Apetlate Courts: Yegs 3
Probation . /A
o ' - Cotrectional Institutions N/A
Parole Yes "i‘
, ‘ ) t
Systematic Audif: / 1 » ‘
N Detinguent Disposition Monitoring NO ] : + l?/77 iy
e ‘ Accuracy Verification No ' L2777 - 3
. . . ' o }
Limits on Dissemination . ¥
. Contractual Agreements.Notices and Sanclions , , ]
in Effect for: |
@ . Criminal Justice Agencies No . 3/16/76 ‘
. Mn-Cnmmal Justice Agencies Granted Acceﬂs / ‘
hy Law or Executive Qrder 130 3, ,]L“,(‘ {7/6
Service Agencies Under Contract {‘}O /7L ‘1
~ Reséarch Organizations Ho ’-‘-,/lnr/’%'v i
: *- Validating Agency Right of Access Restriclions On: - '
® _Juvenile Recerd Dissemination Yes
Coniirmaticn of Recerd Existence Va5
Seccrdaty Disseminalion by Non-Ctiminal .
I3 . . ’ ¥
* Juslice Agencies Mo _ 12777
Disscmination Withoul Disposilion Tes :
@ Audits and Qualily Control
. Audit Trail: | .
Recizating Data Entry Mo 1.?/{7 7
Pamary Dissemination Logs Noo o 12 ,,_; !
Secondary Dissemination Logs N - Lzl

. o
Y
. . N '

LEAA FORM 6600710 {9475)

{Continue on lvtu!{i‘f*”l,‘




T

CHEGK MARKS =y I DATES .
: v Y j

] .

. ' . .Rf:r'u\:?“b- Ff)'HA ) \ ELTIMATED -
* OPERATIOMAL PROCEDURES IpLERENTED [Coarrecrment] CRLX GE ) MPLEENTAT 1o
. * Securlty . . : -
" Execulive /Statulory Designation of Responsible
P Criminal Justice Apency 11 /A |
Prevention of- Unauthorized Access: .
Hardware Design M/A
Software Design N/A
_ Dedicated Hardware: o
' Terminals. ?IO, 12/77.
e Commuticalicas Conlral RV
‘Prccessor N/A
Storage Devices A
Criminal Justice Agency Authority: -
\ Computer Operations Policy Yes
® Access to York Areas Yes
~ Selection and Superviston of Personnel Tes
Assignment of Administtative Responsibility: . -
Physical Secutity - ‘ Tes
* Unauthorized Access fes
Physical Protection Against: .
@ Access to Equipent Yes
. Theft, Sahotage . Yog :
Fire, Flond, Other Natural Disaster Tes :
Employee Training Program No 5/1/75
‘ Individual Right of Access :
® ‘ : Rules for Access No
; Point of Raview and Mechanism No
Challenge by individual No
Administrative Review Mo
Administiative Appeal No ’ ‘
Correction/Notification of Error - No 3/16/76
@ |rEnwe —
1
|
@
|
|
|
|
’ @
|
®
DO
o ST . A-13




+

ARPROVED: CWil N, 45-RO575.

, » S TRUCT ; T
® 'V, 5, DEPARTIENT OF JUSTICE IMFORMATION INSTRUGTLIONS ?
"LAW ENFORCEMENT ASSISTANCE ADMMIMISTRATION 5T . - Plea to provide the follawirg mlormn(mn
NATIONAL GRIMINAL JUSTICE INFORMATION AND TATEMENT comploto the sttachod. certification foem 4
STATISTICS SERVICE
WASHINGTON, G. C. 26531 {28 CFR 20.1 - 20.38) and peurn all patts to the address ot
: ‘ HAME/ADDRESS OF SUBMITTING AGENCY APPLICABLE STATE DATE PREPARED ] i
. . . . &
® Police Departmenit Hawaii Feb, 25, 1976
County of Kauai " .
3060 Umi Strect CONTACT NAM.E TEL, MO. (Give Area Codo)
© Lihue, Hawaii 96766 Raymond P, Duvauchellc 245-6721
® b 1. Does your ageney ‘‘collect, store, or disseminate criminal history record information processed by either manual or -+ £
automated operations?’’ *‘Criminal history record information’ means information collected by criminal justice 3
agenciecs on individuals which consist of identifiable descriptions and notations of arrests, detentjons, indiefs
. ments,informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctionnl -
supervision and release. The term does not include identification information such as fingerprint records to the
extent that such information does not indicate involvement of the individual in the criminal justice system.
o oy N
ves [J No []
2 1f the answer above WaS “Yes,” have LEAA funds been made available to the agency subscquent to July 1, 19737 4
for the collection, storage or dissemination of information? !
o ' YES No [}
3. Indicate the type of agency:
[] ProsECUTION [CJPuBLIC DEFENDER X} PoLicE
Y o N .
[JcourTs [ J CORRECTIONS -
4. Indicate the type of system: 5. Is the system automated?
® [C}suBsEcT iN PROCESS  [K] CRIMINAL HISTORY ] ves’ £lno Tl parTiaL
1
.6, Does the system(s) exchange information with other systems? "®ves [Ino : !
" if *“Yes,'? specify which other systems:
® ; . : .
{ZlreGIloNAL [[] CENTRAL. STATE REPOS!TORY [:] Neic  [JOTHER(spec ify) i
' :
7." Indicate population of primary geographic jurisdiction 3. Indicate ﬂpproxmale number of subjects mcluded :
being served: : system:
® . k] 0-5,000 {s.000-25,000  [[] 25,000-100,000
32,000 . ‘ o
{7 100,000-500,000 [CImorE THAN 500,000 3
8, Name of authorized agency official 10, Title !
® Roy K. Hiram Chief of Police o
" 11, Af’,:‘.‘ncy rame and address 112, *Tel. No. (give Area Coda) 8
Kauai Police Devartment . ) :
; OLL : 808) 245-6721 ’
3060 Umi Street ( ) i A !
Lihue, Hawaii &s{siﬁ'ﬁ:ulun‘ of authorized officin] . !
{ — z/
. — ...g.,,—v—-'“,..‘— /m S
“CEAA FORM 06070 11216) i} - DOS 19 1601
¢ \ i 1)
A=14 "

Jomenss



) AFPROVED
oMb HO, 41-R0%76

UNITTD STATES DEPAHTHINT OF SUSTICE
' Lav Enforcemuat Assisfonco Adminlsiration
Hational Criminal Justice Informoation and

Statistics Service -
¥Weshington, D.C. 20531

CERTIFICATION FOR
AGEMNCY SYSTEMS OTHER THAN
" THE CENTRAL STATZ REPOSITORY

NAME/ADDHESS OF SUBMITTING AGENCTY

" Police Department

County of Kauai
3060 Uwmi $Ytreet

APPLICABLLE STATE OATE PREPARED

Hawaii Feb, 25, 1976

CONTACT NAME TELEPHONE MNQ. (Give arca cudo)

,Lihue,lﬂawaii - 96766 Raymond P. Duvauchelle 245-6721
TYPE OF AGENCY '
Ix | PoLicE " [ | ProsECUTOR [TJcourT [] PrRoBATION [ SRARESTIONAL [} PAROLE

.

INSTRUCTIONS: Completu tha following, us appropriale.

OPERATIONAL PROCEDURES

Completeness and Accuracy

Compk:te Disposition Reporlmg from:
-Police
Prasecutor
Ttial Courts
-Apeltate Courls:
Probatmn
Cortectional lnsthwons
Patale

Systematic Audit:
Delinquent Disposition Moniloting
Accuracy Verificalion

Limits on Dissemination ‘
. Contractual Agreements, Motices and Sanclions
in Effect for: ,
Criminal Justice Agencies
Non:Criminal Justice Agencies Granfed Access
by Law or Executive Qider
Service Agencies Under Contract
Reséarch Qrganizations

_Juvetile Record Dissemination
Confirmation of Record Existence
Sccondacy Disseminalion by Non-Criminal

* Justice Apencies
Hissemination Without Disposition

Audils and Qualily Control
Audit Trail:
Recteating Oata Entry
Primary Dissemsnation Logs
Secondary Disseminalion Logs

v

: - Validating Agency Right of Access Restrictions On:

LEAA FORM 4600710 (2475}

A-15

CHECK MARKS = - DATES
RCASONS F
NOW NON-PL CMENTA TION | wpil:.SETh::ﬁG_Tr'?%ou
- Pr— Wy (3¢ A
IMPLEMENTED lcost|recnnicac], basE 98 DATE - ]
%
N/A .
yes i
yves :
yes %
yes !
no 12/77 p
yes . E
no 12/77
e 12777
. 1
no -3/16/76 3
no 3/16/76°
no 3716774 i
10 37116176 §
;
yes . 1
yes - i
i
no 12/77 ]
ves .
M
L
. i
no 1“/77 '
no , 77
no ,2/7/
(Comtintig an Kaveese.




. *Securlty
‘ Criminal Justice Agency

CPERATIONAL PROCEDURES

Execulive/Statulory Designation of Responsible

Prevention of- Unauthorized Access
Hardware Design
Software Design

Dedicaled Hardware:
Terminals.
Communicatioas Conlrol
‘Processor
Storape Devices

Criminal Justice Agency Authority:
Computes Oreralions Policy
Access to Vork Amnas
Selection and Supervision of Personnel

' Assignment of Administrative Responsibility

Physical Security -
Unauthorized Access
Physical Protection Against:
“Access I Equipinent
. Theft, Sabotage ) )
Fire, Flood, Other Natural Disaster
Employee Training Progiam

Individual Right of Aceess

Rules tor Access

Point of Review and Mechanism
Challenge by Individual
Adminisirative Review
Administrative Apgeal
Conrection/Netification of Error

rm,

CHIZCK MARKS

-'—..".,,,‘

.z:";“ D‘A'i'ﬁs -—-—:-L'

o Now
IMPLEMENTED

PIE AL My F b
MOMNAR WG HTATINH -

COST

TECIHHICAL

LAl OF
AUTHORITY

ERTIMATED
INPLESRCNTATION
CATE )

N/A

WA

N/A

‘yes

N/A

N7 A

N/7A

yes

Jes

VGs

ves

yes

Yas

ves

no

19177

no

12/77

REMANKS
@ :

.

° DOS 7608




APPROVED: (‘Mr') NO, 4’-!-R0"/"

b ‘U.)s, DEPARTIENT OF JUSTICE

“LAwW CNFORr LI HT ASHISTANCE ADMINISTRATION
NATIONAL CRIUMNAL JUSTICE INFORMATION AMD
STATISTICS SERVICE

WASHIHGTON, O. C. 20538

MFORMATION
STATEMENT

{28 CFR 20.1 - 20,33)

fat 3
M

-

INSTRUCTIONS

Plea e provide the follewing information
completo the attacharl cectilication [ormi;
arid return all parts to (he addross ag
the left.

NAME/ADORESS OF SUBMITTING AGENCY

MAUI CQUNTY POLICE DEPARTMENT

APPLICABLE STATE

HAWAII

——

OATE PREPARED

2/27/76

CONTACT NAME

CAPT. T.

TEL, NQ, (Give Arva Cods)

ONAGA 244-7828

1. “Dozs your agency ‘‘collect, store, or disseminate criminal historyretara irmormunon-processed dy enufiet manual or
automated operations?'” '‘Criminal history record information’' means information collected by criminal justice
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict-
meats, infotmations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional
supetvision and release. The term does not include identification infcrmation such as {ingerprint records to the
extent that such information does not indicate involvement of the individual in the ecriminal justice system.

YES [X]

No [

2 If the answer above was ‘‘Yes,’’ have LEAA funds been made available to the agency sabscquent to July L, 1973

for the collectmn storage or dissemination of information?

YEs K]

No []

SITNCTICURS [WATe SSYR SR LT pene Y g LY

3. Indicate the type of agency:

[ PROSECUTION [JPuBLIC DEFENDER

AR

K poLice
[Jcourts ' { ] CORRECTIONS ' '
4. Indicate the type of system: 5. Is the system automated? i
3
[(JsussecT 1n PROCESS  [K] CRIMINAL HISTORY {1 ves K] no [ rarTiAL
‘6. Does the system(s) exchange information with other systems? TJves (g no
If *'Yes,”’ specify which other systems:
{JrecioNAL [ CENTRAL STATE REPOSITORY [ JNCIC [[] OTRER(specify) :
!
7. Indicate population of primary geographic jurisdiction 8. Indicate approximate number of subjects included 3
being served: . . system: ]
. . 0-5,000 5,000-25,000 25,000-100,000 E
) 59,000 X} o-s - tJ i
{7 100.000-500,000 (] MORE THAN 500,000 3
9, Name of authorized agency official 10. Title ) .
Chiaf Akraham Aiona Chicf of Policé
11, Apency name and address 112, +Tel. No. (givo Arca Code) ;
Maui County Police Department ‘
falluku, Mauil o 24T l o ] :
13, Sx[’natuxc of uuth[on/./l Zofficinl . y
. 4 ANl {LL A0 Sl L
N t - Am-wr'* (hinf of D(ﬂw’r'm ]

LEAA FORM GLU0/B (176)

CA-17

P TR PRIVE VT I
DOJ976.m

B




.

APPRQOVED
QM HO 4100576 '

L

UNITED STATES DEPARTMENT OF JUSTICE
Low Enforcomunt Assistonce Administrotion
Notional Criminal Justicn Information and

Statistics Servico
Washington, D.C. 20531

CERTIFICATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATZ REPOSITORY

HAMESADDRESS OF SUBMITTING AGENCY

MATJI COUNTY. POLICE DEPARTMENT

AFPLICABLE STATE DATE PREPARED

>

HAWAIZL 2/27/76
CONTACT NAME TELEPHONE NO, (Give arca cmlu—)—‘
CAPT. T. ONAGA

244~-7828

——

TYPE OF AGENCY

| }rotice “F.|ProsecuToR [ coury

l’--l CORRECTIOMAL

[C]ProEaTION INSTITUTION

[T} ranole

INSTRUCTIONS: "Camploty the following, as hppropriale.

’

= CHECK MARKS —— e oo \l-f—_' DATES
z LS 1

T " REASONS FOR

: P MY T ME N fi ECTIMATED
' OPERATIONAL PROCEDURES MPLETED Cés:‘:c‘;‘::l‘c’,’\l":ggéf’g"‘giY, weLEyENTATION |
Completeness and Accuracy
Complete Disposition Reporting from:
Police : ' N _
Praseculor £ N ~ :
Trial Courts - ‘ . 4o SESIUR : ;
-Apelfate Courls: ' i I s 1977 4
Probation B o . " :
) Cortectinnal Institulions T ,_ ! t
~ Parole ' Ve S
Systematic Audil: : ) .
Delinguent Disposition Moniloring N : Dac 1977
Accuracy Vetilication No - u " A
. - l }
Limits on Dissemination : »
. Conlractual Agreements, Notices and Sanclions i
in Effect for: ‘ !
Criminal Justice Agencies _No e Mar 15,1076
Non-Criminal Justice Agencies Granted Access ‘ !
by, Law or Execulive Order B ! Y
Service Agencies Under Conlract No i " AR
Reséarch Dranizations o No _ ! wored
Validating Agency Right of Access Restrichions On: ! |
Juvenile Record Dissemination Yes S !
Confirmation of Record Exislence Vs -
; Secondary Dissemination by Non-Ctiminal .
~Justice Agencies ' N Rao 1977
Dissemination Vithout Disposition s o
Audits and Quality Control
Audit Trail: :
Recreating Data Enlry Yoo
Primary Dissemination Logs boEs ; ; ot
Secandary Dissemination Logs NO Dol LOYY
LEAA FONM 6600/10 {9475) ' - A-18 : o (Gontinga oy Revinas,

T T S I N . wgee
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Suenaamant CHECK MARKS ————r—m e s [
. , "L "““‘Jf “; DATES -—l
. ‘ : ) HOw OB C A 1 P AT bl ELTIMATED
OPERATIONAL PROCEDURES mPLERENTED (oot eeumeal | oaes BT IMELEYENTATION
*Socurlly ' ] .
. Execulive,Statutory Designation of Responsible
" Criminal Justice Apeocy , N/A
: : Prevention of Unauthorized Access:
Hardware Design __N/B
Software Design B N/A
Dedicated Hardware:
Terminals ' I B V4N
o ' - Communicaticns Control M/A
/ ‘Processor : o ML/2
Storage Devices N2
Criminal Justice Agency Authority: o
Computer Opeiations Policy , _Yes
Access lo York Areas - Jes
o Selection and Supervision of Personnel L No X 12/77
Assignment of Administiative Responsibility '
Physicz! "ecurily Yes
* Unauthorized Access Yes
Physical Protection Against: ‘
Py ‘Access to Equipment Yes
) Theft, Sahotage ges
Fire, Flocd, Other Natural Disasler ' O X 12/77
Employee Training Program ) ‘ Yes :
Individual Right of Access :
, Rules for Access ‘ Yes
@ , Point of Revi. and Yechanism es
Challenge by Individual Yes
Adminisirative Review Yes
Administrative Appeal es
Cortection/Notification of Etror . Yes

© REMARKS

O.

@ 1 i
A~19




)
HAE/ADURESS OF SUUMITTING AGENCY

sy * .

U SeDEPARTTRENT OF JUS Nce
LAY CHFORCEMURT ASSISTAGCE ADNMINIST RATION
HATIONAL CRDMHAL JUSTICN INFORMATION AND
LTATIZTICS SERVICE
YASHIHGTON, O, €.'20531

BAL s vy

INSTRUCT l()i"lb

Plen teor peovido the lotlawirg tnlormatine
camplato the attachod ceetilicotion far -
aned tefurn oll poarta lo tho wddrosa ar
tho loft,

IMFORMATION
STATEMENT .

(26 CFR 20, - 20.08)

.

Department of the Proseccuting Attornc
City and County of llonolulu
1164 Bishop Strcet

llonolulu, Hawaii 96813

APPLICADLE STATE DATLE PREPARLO

Hawaii March 4, 1976

Y

COHTACT HAME TEL, NOJ (Glva Arna Codo)

Togp Nakagawa 308-5234513

‘11. Dozs your agency *‘collect, store, or disseminate cririnal history record information proces

automated operations?'’

. meats, informations,or other formal criminal chacges, and

ves §X

.

sed by either manual or

“"Criminal history record information’ means information collected hy criminal justice
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict-

any disposition arising therefrom, sentencing, correctional

supervision and release, The term does not include identification information such as fingerprint records to the
extent that such information does not indicate involvement of the individual in the criminal justice system,

-

4

2 . 1f the answer obove was ‘‘Yes,’” have LEAA funds been

YES

NO [jﬂ

made available to the agency sub cquent to July 1, 1974

for the collection, storage or dissemination of information?

No [T

3. Indicate the type of agency:

{CIproszcuTioN

) counTs {7} cORRECTIONS

[ rubLIC DEFENDER

[T povricE

X

4.

Indicate the type of system:

[N suBJECT IN PROCESS [{] CRIMINAL HISTORY

5. Is the system automated?
[ ves Cwo [X] PARTIAL

. .
.

6.

I “*Yes,” specify which other systems:

O recionaL [[]CENTRAL STATE REPOSITORY

Deoes the systends) exchionge informaiion with omer ystcms?

[CInecic [T orieRgspecity)

TOves Iwno

"q'L

“Indicate population of primary geographic
bemb served:

jurisdiction

700,000

8. Indicnie appeoximate number of subjects included
systen:

o-s5,000

(7] tv0,000-500,000

[ s.000-25,000 [} 25,000-100,000

[ mone vHAN 560,000

9, Name of nuthosized ngency official -

Maurice Saplenza

10. “Title

Prosccuting Attorncy

Apency nwmace and uddress

Nept. ol the Prosccuting Attovney
City and County of lonolulu

12,47Tel

._NO. (;‘l‘va Aroa Coxlu)

808-5234249

13,48 ijpnaturi. ofzou (hormcd ollicial

1104 Bishop Strect
lionolulu, Hawaiis 06813 / /.7\”‘,’;"\' ).,;\ /‘}‘g‘k,,}'_,_,,/»
ERTIT Ty A PP AU U R G ARANTL AL AL U (3 Y Prttaa

LL&A FOUN L(:h()/u U :u)
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P
U:;HTE{(.) ‘S’I ATES DfPAR,Th'nEHATd0}"JU3T‘CE CER T‘ JCATION FOR
' avr Lnlorcement Aselislonce minlstration
- Huatiosol Criminal Justice Information ond AGEMCY SYSTEMS OTHER THAM
Statistics Service CTHE CENTRAL STATE REPOSITORY
Woshington, D.C. 2053}
' HAMEFADDRESS OF SUBMTTIHG AGH h( Y APPLICARLEL STATE OATE PREPANRED
Dept. of the Prosccuting Attorney Hawaii March 4, 1976
City and r‘ounty of IHonoldu
1104 B,L.S}lop Strect CONTACT HAME TELEPHONE NO. (Uive oret cude)
Honolulu, Hawaii- - 96813 Togo Nakagawa 808-5234513
. TYPE OF ALENCY
[Crovice [XJ Prosecutor []court [Tl eronaTion A A [Tl raroLe
/ WHST HUCTIONS! Ceamplety the following, ox nppraprinle, .
’ S CHECK MARKS aant ! -~ DATES H
| | o L [T
o o AT
-t y b3 NOJII MM MTATION ;!.'.P‘L"M;‘H';::fxou
OPERATIOMAL PROCEDURES eLE T ED [T ”C“.‘ILAL%M‘MF cii iy
Completoness and Accuracy
® Cmmdemw%MMmeMgﬁm:
Potice NA i
toseculor NA :
Trial Courls Ye's :
: -Apettate Cousts: 335
® ' Probation es i
y . . . A
Correcticnal Instilutions NA !
Parole NA ;
’ i
§
Systemalic Audil: g
® Delinquent Disposition Mopilormg Yes i
- g . I ~ K
‘ Accuracy Verification Yes :
o i
Limits on Dissemination !
. Contractun! Agroenents,'Notices and Sanctions g
- in Effect for: %
o Criminal Justice Agancies Yes ‘
Mon-Criminal Justice Agencies Granted Access Y
by Law ot Execulive Order ’es ;
Service Agencies Under Contract Yos
s
Reséateh tganizations Yes
Validating Agency Right of Access Restrichoss On:
o Yeos
wvenile Recard Disseminalion CS
Confirmalion of Recerd Existence NA
Secondaty Lisseminalion by Hoa-Ctiminal
* Justice Apencies NA
Disseminatica ilhout Oisposition A
® ) o
. Audits and Quality Conlrol
Audit Trail; ,
' Recreating Oata Enlty Yes
Pumaty Disssunation Logs NO Dec., 1977 :
Sccondaty Disseminalica Logs No Dec., 1977
®
. e

APPHOVED
Ry MG, B nnnYe,

s

LEAL TORILIDO/N0 (9074

A-21
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OPERATIONAL PROCEDURES

‘ ¥ Security _
Execulive/Statutory Designation of Responsible
e Criminal Juslice Agency
Prevention of Unauthortzed Access:
Hardware Design
Software Design

Dedicaled Hardware:

® ' Terminals
Comnisnications Conlrol
Processor

Storape Devices

Criminal Justice Agency Authority
: Computer Operations Policy
L Access to York Areas
Selection and Supervision of Personnel
Assignment of Administralive Responsibility
Physical Security '
* Unauthorized Access
Physical Protection Against
Access lo Equipment
Theft, Sahotage
Fire, Flood, Other Malural Disasler
Employee Training Program
Individual Right of Access
® Rules for Access
Point of Review and Hechanism
Challenge by Individual
Adminislrative Review
Administiative Appeal
Coiraction/Nolification of Errot

—

CHEGK MATIKS ——emmmy s DATES wee
v !

HOW

IMPLEMENTED

P RO,

|2 WAT

HOBAMDLE HENTAT IO

consT

TCCHHNIGCAL

WAa R D
AN THIRETY

ELTIRAYED

< MPLENMENT AT
DATE

NA

Yes

Yes

Yes

NA

NA

NA

Yes

No

Pec. 1977

Yes

Yes

Yes

Yes

Yes

No

Dec. 1977

Yes

Yes

Yes

Yes

Yes

Yes

Yes

REMARKS

‘®
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APPROVED: CMi NO, 432- ROS

YA 23

INSTRUCTIONS

B vy i

U.s, DEPAR*!EHTOF!US“CF [NFORMATION

I
LAV ENFORCEMENT ALSISTANCE ADMIISTRATION ' STATEMENT Plea ie provide the folfowirg mtormation.
NATIONAL CHIMINAL JUSTICE [HFORMATION AND ’ complate the atlachad cectitication (orm
STATISTICS SERVICE - ! t al arty fo the address
' WASHINGTON, G. C. 26531 | f28CFR 204 -20.38) f the tor I pur ! ress at g
MAME/ADDRESS OF SUDMITTING AGENCY v v APPLICAUDLE STATE DATE PREPARED :g
Office of the Prosecuting Attorney Hawaii February 26, 1976 ’§
25 Aupuni Street | A . _ i
Hilo, HI 96720 | |CONTACT NAME TEL. NO. (Give Arca Codo) é
' Paul M. de Silva (808) 961—8246 £
1. Does your agency “‘collect, store, or disseminate criminal history record information processed by either manual or - ¢
automated operations?’”  “*Criminal history record information’’ means information collected by eriminal justice  :
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict- 3
ments, informations,or other formal eriminal charges, and any disposition arising therefrom, sentencing, correctional 3
supervision and release, The term does not include identification information such as fingerprint records to the ;
extent that such information does not indicate involvement of the individaal in the criminal justice system. g
) ves X no [ §
2
r‘.v» :-'
- 2. If the answer above was “Yes,” have LEAA funds been made available to the agency subsequent to luly 1, 19737 %
for the collection; storage or dissemination of information? i
*

ves [] No [9]

3. Indicate the type of agency:

i S 18, WAL IAITROR AR

[X PrasecuTIiON [ puBLIC DEFENDER ] Porice
[[JcourTs © [JcorrecTions’ g
- — 1
4. Indicate the type of system: . . 5. Is the system automated? » 3
X suslecT IN PROCESS  [X] CRIMINAL HISTORY ] ves . Awno TJrarTIAL
t . . M - 2
s £

6. Does the system(s) exchange information with other syétems? 4 [] YES .(;_']'Né
If “*Yes,”’ specify which other systems:

|
. . - ' . R SN e . - -
I recionaL [[]CENTRAL STATE REPOSITORY []NCIC [[] OTHER(specify) i
7. Indicate Apopulation of primary geopraphic jurisdiction 8. Indicate approximate number of subjccts mcludc.d ;
" being served: . system:
70 :000 « . [] 0-s,000 [ s.000-25.000  []25,000-100,000
]
[ 100,000-500,¢20 [CIMORE THAN 500,000 i
: . 4
9. Name of authorized agency official 10. Title
Paul M. de Silva ) Prosecuting Attorney
11, /\f{,(.‘nf‘j,' name and address {12, +Tel. Mo. (give Area Code)
- Office of the Prosecuting Attovn ’ ‘
County of Hawaidl (808) 961-82406 '
25 Aupuni St. ; 13, blynmutc of authorized officinl ‘
Hilo, HI g oo ' \ \ \
’ » /6720 ;’ . {\.\ [V L\f l k\ N\ m—

vt’q‘l‘:l\‘\ FORM ¢bousu (_)"7b) . - A<23 PO 197601




*

C2M M ATV L

ITUTION

HyeE TES DEPA AEHT OF . ; . 1Te} ’
UNITED STATES WRTMENT O )UST!CE CELRT” ICATION rOR :
’ Low Enforcemunt Aszistonco Adminlstration ey e pe .
MHatienol Criminol Justice Information and A GENCY SYSTEMS OTHER THANM :

Statistles Service CTHE CENTRAL STATE REPOSITORY !

Yashington, D.C, 20531 : . i

i MESAUDNESH OF SURMIT VI THG AGENCY APFLICAUBLL STATE OATE PHEPAHLD u

) . - " [ . K

- Office of the Progecuting Attorney .. - 3
County of Hawaidi o - Hawaii February 26, 1976 = ;
25 Aupuni St. CONTACT HAME TELEDHONE HO, {Glve aren codoy 4

'} Hilo, HI 96720 | :
Paul M. de Silva (&08) 961-82L6 E

IT7PE CF AGENCY , ;

. N 4

[}rorice [x] ProsecuTon - [TJcounr {1 prooaTiON [T GaRREeTIONAL ] paroie }

INSTRUCTIONS: Camplety the lollowing, as appropriale,

: CHECK MARKS —e—mmrmemmmm ~ DATES
S L 1]

sa

) . : . - NPT I LS SSTHIATRC
OPERATIONAL PROCEDURES B [ T O e InPLEMENTATION
. . . . COST|TECHNICAL AUTHARITY CATE
Completeness and Accuracy
Complale Disposilion Regorting from: .
-Police . ves :
Prasecutor n/a _,
Ttial Courls _ - _xes . —
-Apellale Couts: yes
Rrobation n/a |
Cortectional Institulions 1o £ ‘ 12 77
Patole no . J Les'7

Systemalic Audil: -
Delinguent Disposition Monitoring no X "12/77 -
Accuiacy Verification no -X 12/77

Linits on Dissemination -
. Contractual Agreements, Hotices and Sanclions

in Effect for: ] ~
Criminal Justice Agencies ’ G 2ARLIG
Hon-Criminal Juslice Agencies Granled Access

by Law o Execitive Order ‘ no 7/16/76
Service Agencies Under Gonlract no Y16/76 .
Reséarch Drganizalions no 2A0/78
- Validalting Agercy Right of Access Reslriclions On:
Juvenile Recond Dissemnation Jes
" Confirtaation of Rocord Existence yes: |
Secondaty Dissemination by fon-Ctiminal ST
Juslice Agancies ‘ no 12/77
Disseminaticn Withoul Disposition ven ~
Audits arsd Qualily Cenlrol ;

Audil Teail; ' 1 T
Recieating Dald Enley Are) : 1D/
Primary thasenination Logs v LA

i Secordary Disseaination Logs 1o 127y
l.l’.i\!:- PRI L g {9495) - {Contnsng an R‘e‘w‘u‘,a.v;
A-24 e



A

CHECHK MAHKG e mmim e e OATEY e
) r i' ]

i
,
' g e LITIATEL
@ OPERATIONAL PROCEGURES n.l'i’u'.'}fi!)i\:.{fn‘{.H ,;,,.:,,)",.l:?'“:"lcm"f:i:;-;.‘l;:‘“;;:‘“r PIPLEM T AT IO
% Securlty
i Execulive/Staluloty Desigaalion of Responsible ,
‘ Criminal Justice Agency n/a .
?‘ Frevention of Unauthorized Access:
@ Hardware Design n/a
Soltware Design /A -
Dedicated Hardviare: ' -
Terminals X n/a
Communicaliens Conlrol n/a )
’ ‘Processor n/n
® Storage Devices r/a
Criminal Juslice Agency Aulhorily:
Computer Gperations Policy n/a
Access lo Vork Areas n/a.
‘ Se[eclion and Surervision of Petsonnel ‘n/a
Assignment of Administialive Respensibility:
. Physical Security - : yes
* Unauthorized Access ves
Physical Protection Against:
“Access lo Equipwment n/a
A_ - Theft, Sabotage L yes
‘ Fire, Flocd, Other Natural Disaster . Yes
Employee Training Program ' no X
Individual Right of Access
' - Rules for Access no
‘ Point of Reviev and Kechanism sa
# . Chatfenge by Individeal no
. Adminislralive Review no
1 .. Administiative Appeal 1o
E Correction/Notification of Esrot no
REMATTRS — ‘
L 2
i ‘
|
'}
4 .’HI\U-I“IVI(:-HI‘ ' i ' . s )




@

APPRAOVED! GMA NO, 41.RASYE

‘ B ’ NSTRUCTIONS = :
' U, s, D!‘F’ART“ENT OF JUSTICE . IMFORMATION INSTRG X
LAW CHFORCEMLNT ASSISTANCE ADMUUSTHATION STATEMENT Plca e provide the following mlormatinn 3
NATIONAL CR:.).HHALJUST‘CE IHFORMATION AND _ =t complete the attachied certificalion forg »
wA:':":‘JéS,‘r‘(;ﬁs éﬁg\“z%::a‘ : (28 CFR 20,1 - 20.38) and ceturn alf parts fo {tho addrgss at
= P e A tha left, . . §
NAME/ADDRESS OF SUDMITTING AGENCY APPLICABLE STATE DATE PREPARED
0ffice of the Prosecuting Attorpey Hawait, 2/25/76 ’
3016 Umi 3treet , . .
Lihue, Kauai, Hawaii 96766 CONTACT HAME TEL. NO. {Glvo Aroa Goda)
Gerald Matsunaga (808) 245-3955 A

" 1. Doas your agency ‘‘collect, store, or disseminate criminal history record information processed by either manual or -

automated operations?’’ “Criminal history record information’” means information collected by criminzl justice
apencics on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict-

. ments, inlormations,or other formal criminal charges, and 2ny disposition arising thetefrom, sentencing, correctional

supervision and release. The term does not include identification information such as fingerprint records to the
extent? that such information does not indicate involvement of the individual in the c¢riminal justice system.

YES '[g NO []

2‘ If the answer above was ‘‘Yes,”” have LEAA funds been made available to the agency sqbsequent to July 1, 1975

for the collection, storage or dissemination of information?

YES . No [
Y
3. Indicate the-type of agency:
[¥] PROSECUTION [CJpusLICc DEFENDER T PoLice
[JcourTs : [JcorreCTIONS
' 4. Indicate the type of system: , ) 5, Is the system automated?
[X]SUBJECT IN FROCESS [ CRIMINAL HISTORY 7 ves: NO - T earTIAL

K.
4

5. Does the system(s) exchange information with other systems? [ ves (T NoO

If *“Yes,"’ specify which othet systems:

{IrecionaL [T]CENTRAL STATE REPOSITORY [CINCIC  [] OVHER(specify)

/. Indicate population of primary geographic jurisdiction 8. Indicate approximate number of subjects included
" being served: system:
. : ) 0-5,000 5,000-25,000 25,000+100,000
32,000 ] | _ O Ol !
{71 100,000-500,000 [TIMORE THAN 500,000 :
9. Wame of authorized agency official 10. Title
Gerald S, Matsunaga o Weutlng ALtorm,y e

O0ffice of the Prosecuting Attorney ,)08) ’)

11, Apeacy name and nddress ~ ‘T,I’f!. Pel, No. (divo Arca 74/1:%
995

o 3

Lihue, Rauai, Mawaii 96766

3016 Umi Street v /S ignatud fmzjn/v() ffxcx - B
7‘)
[ (s - A

iR LTI, 4 ohid » 5 2L GRAAENY Bl
LEAA FOIRM LL0O/SE (1570) :

. : A-26
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APPROVED
GME MO, 4310476

*

UNITED STATES DEPARTKENT OF JUSTICE
Low Euforcemunt Assistonca Adminlstration
Hattonal Criminal Justice Information and
Statistics Service

Voshington, D.C, 20531

AGENCY SYS A
. THE CENTRAL STATZ REPOSITORY

CERTIFiICATION FOR
EMS OTHER THAN

HN%E/AUURL‘S*‘ OF SUBMITTIRG AGE NTY

Office of the Prosecuf ing L\ttorney
3016 Umi Streét -

Hawaii

APPLICAULE STATE

DATE PREPARED

2/25/76

Secondary Disseminabion Logs

ILihue, I\aual, Hawaii 96766 JCONTACT NAME TELEPHONE NO. (Give area coda)
berald S, Matsunaga (808) 245-3955
T-‘ﬂ”E QF AGENCY
Mrowsce FROSECUTOR [TJcourt [] prosaTION CORRECTIONAL [JraroLe
INSTRUCTIONS: Camplere the fullowing, as upprcz,nrinlc. . g
T —— CHECK MARKS DATES ——; 4
] _ R 17 \E v i
o g - ' : R NOwW NON rl‘r:u'}t'f?;}'?'fs?:\? 10N ESTHIATED :
DPERAT‘ONAL PROCEDUR ES IMPLEMENTED (,(?);ST TE-,CiHiNliCI\L Ag'}gg‘?'fr; FMF'LEE/:ZL;E}'\TION §
. T T * F
. |
Completeness and Accuracy ’ %
Complele Disposition Reporting from: . i
. PDﬁce ' yes o . L o . i
Prosecuter o NA
Trial Courts " /XESV S ;
-Aellate Courts , S
Probaticn : ) yes e L — - :
- Cortectirnal Institutions wo. I 12777 !
Patole _Bo 12777
. ‘ i
i
Sys!emahc Audif; !
Delingbent Disposilion b.omfcnng ‘no . B 12777 3
Accuracy Verilication no o 12777 3
) T
Limils on Dissemination _ - )
. Contractual Agreements,‘Notices and Sanclions
in Effect for:
no 3/16/76
Criminal Justice Apenc ies S / _5
Ncn -Criminal Justice Asencies Granted Acccss :
. / :
by Law of Execntive Ordes LY ,3’ 16/76 i
Service Agencies Under Conlract no i/ 16/76
Reséarch Organizations no srloise
* Validaling Apency Right of Access Restriclicns On: f
_Juvenile Record Dissemination es —
Confirmation of Recerd Existence yes '
uecandaty Lissemination by Noa-Crimina; !
* Justice Aponcies yes ‘
Dnsscnnnahon Without Disposition _Nes e
- Audits and Quality Control
Audit Trail;
Recreating Data Enlty . .m0 oo A2)77
Primary Dissemeination Logs — v L X277
no o o .

S & s v

LEAA FORKM 6COU/ (0 {9475)

{Gontlnua o Ravirse




e

) CHECK MARKS " DATES ‘
. . - * ¥ - > B

: L ouew . QU DL UE N TATION. " ESTIMATGD |
v I‘:PERAT‘ONAL PROCEDURES MPLEMENTED [eost|recnmcal] 5 i ma ey L A EATon
c Securlty ——
‘ Execulive /Statulory Designation of Responsnble . . ‘ - -
> ~ Criminal Juslice Apency N/A :
: Prevention of. Unautherized Access: ¥
Hardware Design . N/A
Software Design N/A
Dedicaled Hardware: N'A
: Terminals -
® ‘ . Communications Conlrol A
"Processor . ' N/A
Storage Devices N/A
Criminal Justice Agency Authority:
Computer Operations Policy ‘ . N/A
® Access lo York Areas - _ L _N/A
' ~ Selection and Sugervision of Personnel N/A
Assignment of Administralive Responsnbxhty .
Physical Securily - ' | Yes.
* Unauthorized Access ' o yes
‘Physical Prolection Against: ;
@ “Access to Equipment - ' 1o
' - Theft, Sahotage - no
Fire, Flood, Other Natural staster ’ 0o
Emp!oyee Training Program - no
Individual Bight of Access .
‘ W Rules for Access i zz '
® , Point-¢f Reviuw and Mechanism :
Challenge by Individual : gg
Adminisirative Review '
. Administrative Appeal , ' 1o
\ Correction/Notification of Error ) no

@ [REVAIKS

@

@ buos : ’ S '
AL ! "A~28



i U5, DEPARTMENT OF JUSTICE

TLAW ENFORCEMLNT ASSISTANCE ADLMIETRATION
HATIOHAL CHRUMINAL JUSTICE INFORMATION AND
STATISTICS SERVICE

WASHIRGTON, G. C. 20531

{28 CFR 20,1 ~ 20.36)

CARPROVED: G N, AR5
' . INSTRUCTIONS :
INFORMATION Plea ie provido the Lotlowing informacin
STATEMENT . J - I,

comploto the attachod certilication fom
und retuen all parts lo lho addross  ar
tho falt,

.

HAMEJATORESS OF SUBMITTING AGENCY

Office of the County Attorney
County of Mauil
Wailuku, Maui, Hawaii 96793

DATE PREFPARED

27 Feb. 1976

v, -

APPLICABLE STATE

Hawaii

CONTACT NAME | TEL: NO. (Glve Arca Code)

Arthur T. Ueoka (808) 244-7740

*

( 1. “Doss your agency ‘‘collect, store, or disseminate criminal history record information processed by either manual or

automated operations?’  “Criminal history record information’’ means information collected by criminal justice
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict-

. meats, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional

supervision and release, The term does not include identification information such as fingerprint records {o the
extent that such information does not indicate involvement of the individual in the criminal justice system,

YEs [X] Nno [T

4

i 2. lf ‘the answer above was tyes,” have LEAA funds been made available to the agency subsequent to July 1, 19735

for the collection, storage or dissemination of information?

ves [}

No [X]

@ O

3. ladicate the type of agency:

{¥] PrRoSECUTION

[ JcourTs

[JeusLic DEFENDER

[ correcTIONS

[ PoLice

TR vPT ge

4. Indicate the type of system:

K sussECT IN PROCESS [J CRIMINAL HISTORY

5. Is the system automated?

LR .

[ ves () no T ParTiAL
» ‘ .
.6, Does the system(s) exchange information with other systems? [Jyes EIwno
1€ *Yes,’ specify which other systems:
o {TIreGIONAL [[] CENTRAL STATE REPOSITORY [ |NCIC [ T] OTHER(specify) i
Y “Indicate population of primary geographic jurisdiction 8. Indicate approximate numbcr of subjects included | ;3
' being served: ‘ system: F
‘ ‘ ] ) z
° 59,000 ] o-5,000 [T s5,000-25,000 ] 2s,000-100,000 1
(] 100,0¢0-500,000 [C)moRE rHAN 500,000 E
- i
. ¥ 9. Name of nuthorized agency official 10. Title . ]
Arthur T, Ueoka ' County Attorney . Lot Y
@ _lil, Apeacy name ond address » ’ 112, *Tel. No. (4ivo Arca Codo) ;
Office of the County Attorney ‘ 'y
‘ : 808) 244-7740 ¢
200 South Hiph Street (808) /7
Wailuku, Maul, Hawaii 96793 13, ‘Signature of uuthorized. omcml i
' /7 Y ari I
. ; A -*’f/ L et "\ WS {/ N ‘\““Mh o
@ CUARTORM Coa0sh 11478 ' } - "

lmJ'l')‘w.al
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UNITED STATES DEPARTMENT OF JUSTICE
Low Enforcemunt Assisionco Adminlstration
HNeationul Criminal Justice Informdation ond

Stotistics Service
Vushington, 9.C. 20531

CERTIF,CATION FOR

AGENCY SYSTEMS OTHER TIHAN
THE CENTRAL STATE REPOSITORY

HAME 7ADDRESS OF SUBMITTING SHENCY

Office of the County Attorney
County of Maui - .
Wailuku,” Maui, Hawaii 96793

Hawadid

APPLICAULL STATE

OATL PREPAR

27 Feb

o

. 1976

S
CONTACT NAME

Arthur 7. Ueoka

TELEPHONE t

1O (Glve aurea code)

(808) 244-7740 .

TYPE OF AGENCY

. : i
[Trouice [T1PROsSECUTOR ] court " [[Jrropation CORRECTIonAL TlraroLe
INSTRUCTIONS: Cuaplete the followind, o5 uppuzminlc. ) K
’ CHECK MARKS e —ee DATES :
) 3 ¢ )}
' o . NOH "'ﬁr’:‘ﬁf-’fn’ :?:?' 1M ESTHAATES
DPE oc ' NOw LRSS I LS iMPLEMENTATION
DPERATIONAL PR %EDQRES B e v s s Mo
Completeness and Accuracy
Complete Disgesilion Reporting from: ;
Police
Prosacutor -l Yes
Triat Courts N/A:
Arcllate Courls- \{‘?—S
Piobalion . N/A 3
Cortectional institutions, YC‘3 ¥
Parole N/A
Systematic Audil: :
Delingirent Dispusition Monitering \-Ees
Accuracy Verilicalion Yes
Limits on Dissemination
. Conlractual Agreemenls. Motices and Sanclions ,
in Effect for: . ' ) ,
Ctiminal Justice Agencies Ho 3/16/76
Mon-Criminal Juslice Agencics Cranled Access No- 3/16/76
by Law or Execulive Qrder 5 3/;6/ e
Service Agencies Under Contract - 0 = 2 :
Reséaich Qrganizations No ,3/1'6]76 n
- Validating Ageacy Right of Access Resliichions Un: Yo »
. : -
~Jwemle Record Dissemination &X
Confirmation of Record Existence N/ ]
Secondary Dissemination by Non-Criminal N
- Juslice Agencies [A - E
Dissemination Withoul Disposition ;,H_/AA, IR S
Audits and Quality Conlrol '
Audit Trail: . ‘e g
. , N /19
Recieating Data Entry Mo s — i ,2/19/ ;_7/ ..
Pumary Dissemication Logs A,\"Q_A el e ;. L // —
Sccondary Disseminatien Logs e e
LEAL ORM 6000710 {9-75) {ontinn o {eqwi;;f
A-30Q
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* OPERATIONAL PROCEDURES

7 Secutity

Execulive/Stalulory Dcs:pmhon of Respons:blu
Criminal Juslice Apency

Prevention of. Unauthorized Access:
Hardwate Design
Software Design

Dedicated Hardware:
Terminals
Commaumnications Control
Processor
Storage Devices

Criminal Justice Agency /\u(hon!y
Computer Gperations Policy
Access lo York Ateas
Selection and Supcrvision of Personnel
Assignment of Administralive Responsibility:
Physical Security
* Unauthorized Access
Physical Prolection Against:
Access to Equipment
- Theft, Sahotage
Fite, Flocd, Other Naturel Dlsaster
Employee Training Program
Individual Right of Access
Rulés for Access
Point of Review and Mechanism
Challenge by Individual
Adminizlrative Review
Admipistrative Appeal
Couection/Notification of Error

L

CHECK MARKS

~

b

J;——-' DATIS —-.L.
B\

’ NOW
IMPLEMENTED

BE AN FOR

HONSIMPL ST HTA.If H

COsT

Y YR 4]
TECHHICALI Ay THaITY

ELTIVATED
IMELERENTATION
CATE

_N/A

N/A

N/A

N/A

N/A

N/A

N/A

/A

N/A

Yes

Yes

Yeé

Yes

“No

No

Yas

Yes -

Yes

Yes

Yes

Yes

REMA KRS

e
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' ‘U.S. DEPARTLENT OF JUSTICE INFORMATION

INb’I‘I\ UC'J’ IUN.:

"LAW ENFORCEMUNT ASSISTANGE ADIKANISTRATION . -y gres e
NATIONAL CHILINAL JUSTICE INFORMATION AND STATEMENT
STATISTICS SCRVICE

g ., 05 (28 CFR 20,1 ~20.38)
VIASHINGTON, b, C. 26531 the loft.

Pleo se provide the followins rnlotmition, §
complole the attachad cerfification {c.rmk '
and tefura all parts to thu .tddrcss at

."'{v

14

‘NAME/ADDHESS OF SUBMITTING AGENCY APPLICASBLE STATE DATE PREFARED

Department of Social Services and Housing HAWAIT 9/11/76
1390 Miller Street ‘

Honolulu, Hawaii 96816 , CONTACT HAME TEL. NO, (Glvo Area Cido)

Masaru Oshiro 808-548-5903

!
4
3
y

. 1. Dozs your ageney “'collect, store, or disseminate criminal history record jnformation processed by either manual or,

automated operations?’” ‘*Criminal history record information’’ means information collected by criminal justice
agencics on individuals which condist of identifiable descriptions ard notations of arrests, detentions, indict-
ments, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctionnl
supervision and release. The term does not include identification information such as fingerprint records te the
extent that such information does not indicate involvement of the individual in the criminal justice system.

YES [X] NO [] ' .

2,5,

A B

i
i)

2 3f the answer above was ‘‘Yes,”” have LEAA funds been made available to the agency s.xbscquent to July 1, 1975
for the collection, storage or dissemination of information?

ves [] o wno [ ,

3. Indicate the type of agency:

o [} PROSECU TION [JrusLic pEFENDER [} PoLICE
[JcournTs !Xj CORRECTIONS, Parcle, Corrections ‘Research & Statistics
Bureau g
£ 4. Indicate the type of system: ' ‘ 5. Is the system automated?
o [Z]SUBJECT IN PROCESS [ 3} CRIMINAL HISTORY ] ves: {Jne [ PARTIAL
4 : ' Currently, not completely
; X operational :
6 Docs the system(s) exchange information with other systems? [J¥es [X No Plan to exchange info. with.
“If ““Yes," specify which other systems: ' o Uniform Parple REports. and £
e , National PI‘J.SOIIGI‘ Stat. 1Stlcﬁi
{JREGIONAL [] CENTRAL STATE REPOSITORY [ INCIC [} OTHER(specify) g
..7:‘ Indicate population of primary peographic jurisdiction 8. Indicate approximate number of subjects included . §
being served: ' system:
e e e {T] 0-5,000 () s,000-25,000 {7} 25,000-100,000
846,900 (1974 Resident Populatlon) . . "3
(1 100,000-500,000 Clvore THAN 500,000 -
9, Hame of authorized agency official | 10. Title v é
.' Andrew I.T. Chang , Director, Department of Social Services & j‘
Hoatig Lricr ol
; A ;
. 11. Agpency name and address 112, +Tel. No. (give Arca Code) '
, ; Co, 808-548-62
Dapartment of Social Services & Housing 08-546-6260 .
1390 Mrller. Street 13, Sigfiature of nuthorized official :
Honolulu, Hawaii 96816 { Zﬂ 3 ..,/ /)' , HE
‘ . 7 M. o, - ' 2 o . d
° CA Ay DA Ll

LERA FONM LGUD/L (12700 ‘ . / RO e o
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APPROVED
ML NO. 471005746

»

UNITED STATES DEPARTIENT OF JUSTICE
’ Low Enforcemunt Assistanco Administration
Rationol Criminul Sustine lnformation end
Stutistics Service

Voshingtoa, D.C. 20531

CERTIFICATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATE REPOSITORY -

NARE/ADHDRESS OF SUTMITTING AGENCY

Department of Social Services, & Housing
1390 Hiller Street
Honolulu, Hawaii 96816

APPLICADBLE STATE

HAWNAII

OATE PREPARED

$/11/76

»

CONTACT

Masaru Oshiro

NAME TELEPHONE MO, (Give area cindo) ‘

FYPE OF AGENCY

[Jrotice - - [Ocount

" [J prosecuTon

{1 ProbaTiON

808-548-5903 i
t

~— CORRECTIONAL
(MSTITUTION ] ParoLE

677 Corrections Bes. & Staté.

INSTRUCTIONSt Camplete the following, us nppnzprinlr.-.

OPERATIOMAL PROCEDURES

Completencs§ and Accuracy

Complete Disposilion Repurling from:
Police ' :
Prasecutor
Trial Courls
Arellate Couits:

Probation )
Cottectional insittutions -
Parole

Systematic Avdif: _
Delinquent Disposition Monitoring
Accuracy Verificalion

Limils on Dissemination : -
. Contractual Agreements,'Notices and Sanctions
in Effect for: o
Criminal Justice Agencies
Non-Criminal Justice Agencies Granted Access
by Law or Executive Quder
Service Agencies Under Contract
Research Drganizations
Validaling Agency Right of Access Restrictions Gn:
Juvenile Record Missemination
" Contitmation of Record Exislence
Secondaty Disseminalion by Hon-Criminal
* Justice Apencics )
Dissemination WWithoul Disposition

Audits and Quality Conltol
Audit Teail:
Recreating Data Entey
Primary Disseniration Logs

‘_ Secondary Dissentination Logs

CHECK MARKS —]
Jr- oA

B ' i

NO lrlcgr;\lfo::ivfgy oL ELTUAATES
Now YEH-APLEMENT 6 T10OM LSTHAATIZT
- o ety INPLEMEHTATION
PAPLEMENTED feostitecnnicaL, sa5K 0l ] CATE
_N.A
ALLA
N_A
NA:
- N.A.
Yes
Yes
e X 1 9]/77
Ne s ; 12[77
. I
P
No - x 3/16/76
P
:
3
N W
No X x 1 12/77 4
- No ' ' 3/16/76 !
No x - 12/77 '
¥

LHEAA FORI L0010 (3475)

(Continig o Hayvessh
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" OPERATIONAL PROCEDURES

* Security
Execulive /Statutory Desigralion of Rcspons:ble

Criminat Juslice Apency
Prevention of- Unauthorized Access:
Hardware Design
Software Design
Dedicaled Hardware:
Terminals
Communications Conlrol
‘Processor
Storage Devices
Criminal Juslice Agency Authorily:
Computer Operalions Paiicy
. Access lo Work Areas
Seleclion and Supervision of Peisonnel

Assignment of Administralive Responsidilily:

| Physical Security
- Unauthorized Access
Physical Protection Against:

Access lo Equipment

Theft, Sahotage

Fire, Flocd, Other Natural staslef
Employee Training Program

Individual Right of Access

Rulzs for Accass
Point of Review and Mechanism
Challenge by Individual
Adminislralive Review
Administrative Appeal
Correction/Notification of Eiror

—

CHECK MARKS  ———emy r——— DATES wey
' '\ A‘L

o )

HRRY XN
HoOw MON-1A7 L My 1T AT 17 }'”:f’_‘f‘ v GO
IMPLLMENTED [oosy TCCHMICAL A;¢:&;3;Y IMYLVDAlEAwacu
N.A. x
N.A. X
X ¥ 12/77

No X 04 > 12/789
No i X M 19 /79
Na el d - 12479
No il 7 Pall T9/79
N.A

_No X 12/76

" No P 12/76
No 12/76
No 12/76
N.A.
No S 12/76 |
NG e 12/76
No 3 u 12/786
3/16/76
3/16/76
3/16/76
3/16/76
3/16/76
3/16/7~

REMARKS

The Department's Corrections Research and Statistics Bureau is currently zmplementli
the Felong Offender Computerized Update System (FOCUS) for corrections and parole.
PO.ZJ.CJ.C‘ and procedures will be established by December 1977 for (FOCUS) in order to,
comply with the Deparl:m@nto[ Justice Rules and Regulatlons on. Privac y and Security.

L
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AERFOVED: G NO, A2-RO57E

NATIOHAL CRIMNAL JUSTICE INFORMATION AHD
STATISTICS SERVICK

e ; B v SN VA gy
& ‘ ?
INSTRUGTIONS ;

o ‘U.'S, DEPLRTYVENT OF JUSTICE IHFORMATION :
LAW EHFORCEMUNT A';Qu..TAN(': ADMNUSTRATION STATE}. ENT Pleo o provida the Lollowins '”!Ol'frl/‘:lim”‘{‘

complote the altachied ceetiticatian fore «

- ; . 3
§ {20 CFR 20,4+ - 20.18) und retura afl parts to the addross of )
ASHINGTOMN, G, C. 20531 tho laft. ‘g
NAML/ADDRC 5 OF SUBMITTING AGENCY APPLICABLE STAT‘E DATE PRLPARED '
N . [}
Hawaill 3/11/76
Intake S"’.Z'V.icest Center CONTACT HAME TEL. NO. (Givo Arca Codo}
A 4 - -
Wayne Kanagawa 808-548-2531

" 1. Doas your ageney *‘collect, store, or disseminate criminzl history record information processed by either manual or
automated operations?'’  *‘Criminal history record information’’ means information collected by criminal justice
agencins on individuals which consist of identifiable descriptions und notations of arrests, detentions, indict-
ments informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional
‘supervision and release. The term does not include 1dent1f1camon information such as fingerprint records to the
extent that such information does not indicate involvement of the individual in the criminal justice system.

-

- . Ne¥ at this time. The Oahu ISC is
YES D NO D}J scheduled for operation in July '78

AR T O Bt e SEREPUSING e § BOMBRAIG L

&

2 If the answer above was “‘Yes,’’ have LEAA funds been made available to the agency sabsequcnt to July 1, 1973
for the collection, storage or dissemination of information? /X/ LEAA funds are currently

ves [] . NO D ) being used in the planning

phases of systems development

TS

3. Indicate the type of agency:

[} ProSECUTION ] eusLic bEFENDER * [rorice

.Ql . [Jcourts [ corRECTIONS ‘ /X/ Intake Services Center will be

processing individuals after

{
point_of.  arcest
SL-Fe— Jr

AN

4. Indicate the type of system: . ' : 5. Is the system automaiad?
Planned . . . Partial . . L ‘ - -
\ [;] SUBIECT IN PROCESS [ CRIMINAL HISTORY (] ves (xno [ rarTiAL
‘ . In planning phase

P T

6, Does the system(s) exchange information with other systems? Oves “[:,;]'}io' (Will in

Do ‘ the future)
If ““Yes,'" specify which other systems: :

I3

I reGioNAL [T} CENTRAL STATE REPOSITORY [ INCIC  [] OTHER(specify)

7. Indicate population of primary grogréphic jurisdiction 8. Indicate approximate number of subjects included g
being scrved: i ‘ system; 2
Ce N A {_]o-5,000 (] s.000-25,0c0 [} 25,000-100,000 :
BABLQ00. (1974 Resident: Populatiaon) ' 3
: ] 100,000-500,000 I MORE THAN 500,000 i
¥ - -~ j
9. Nome of authorized agency official 10. Title '
Wayne Kanagawa Oahu Intake Services Center Director
' ame $ ; 'Tel, RV T
11, Agency name and address (Tenporary) 12, +Tel. No. (give Arca Code) g
) 808-548-2531 4
Intake Services Center 13. Siggoture of uulhon'cd oxfxcml
Honolulu, Hawali 96813 ety o - e
. / 2l } P, /g/ /(_ ,{_ S AT
rs U " " AR I K] LN 4
Lli/\,\'pOﬁM LLUDSU (e 2n) ) P / P almnkw-mw-k‘a"

i 1OJ 106 04

. A=35




APPHOVELD ’ :
OMU NG AT00000 7

UNITED STATLL DEPARTMENT OF JUSTICE
Low Enforcoment Assistanco Adminlstration
National Criminal Justice Information ond

Stotistics Scevice
Voshingten, D.C. 20531

CERTIFICATION FOR
AGENCY SYSTEMS OTHER THAN
, THE CENTRAL STATY REPOSITORY

HAME/AODRESS OF SUBMITTING AGENCY

Intake Services Center, Qahu
Honolulu, Hawaii- 69813

APPLICAULE STATE

Hawaii

UATU PREPARED

3/11/76

CONTACT NAME
Wayne Kanegawa

TELEPHONE NO. (Glve arcn coda)
808-548-2531

‘ TYPE OF AGENCY

Trotice .- "[JProsecutor - . [T}coOurT
/X/ Intake Services Center (pretrial, presentence, sentenced offenders)

[Tprosation

“em CORRECTIOMAL
INSTITUTION

[T varoLe

INSTRUCTIONS! Camplety the following, vs dpproprinle,

CHECK MARKS e — DATES :
y 3y 3

| c.)PéRA;'rIONAL f;ROCEDUP‘F‘S Now L non e ENE P o P LB AT 10N
.’ 4 YR IMPLEMENTED lcostftacuNICAL] a5 E OF MELER R TN
Completeness and Accuracy
1 Complete Disposilion Reporting from:
o Police ' N.A.
| Prosecutor N.A.
Trial Courls N.A. v
Agcllate Courts: N.A. V4
‘. Probation _ ‘ N.A. v
° ‘ ‘ Corsectional Inshitutions : Yes
1 , Parole Ygs
Systematic Audit: : : '
. Delingient Disposilion Monitoring ‘No v v 7/78
° Accuracy Verification ‘No v v 7/78
Limits on Dissemination ‘
. Contiactual Agreemenls, Notices and Sanctions
. in Effec! for: ‘ ‘ .
Criminal Justice Agencies No e 7/78
® Non-Criminal Juslice Ageacies Granted Access .
by Law or Executive Qidet No
Service Agencies Under Contract 'l
Reséarch Drganizations No
Validaling Agensy Ripht of Access Restriclions Cn:
Juvenile Record Dissemination ' Vo _
@ " Conlirmation of Record Existence No
Secondaty Disseminalion by Non-Crimmal
" Justice Agencies ' Na
Dissemination Withou! Disposition No e L N
Audits and Quality Conlrol )
e Audit Trail; i
¢ Recieating Data Enlty o v 7/78
Prmary Dissemisation Logs | N v
Secondary Dissemination Logs No v’
R 4
@  LEAK FOM 6600710 {2.75) ‘ (Gontinme on Rovorss).
A-36 :

[
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L-——«-—-——— CHIZCK MARKS ..._._._..._.,‘ BATES ey o
. : NO!I’:I:{'\{.U;/'(I‘;I(!: 1) J::T‘T"""\"‘ﬁf‘ .:‘*]7... V "
OPERATIONAL PROCEDURES WPng&”fo COVTTLC;Nk;L:ik;;E?: e RrE T %
] *Securlly ‘ ‘
’ Exccutive/Statulory Dcsrpnat;on of Rcspons:b!e ‘
‘ Criminal Juslice Anency N.A L/
Prevention of- Unauthorized Access:
Hardware Design N.A ' \/
Software Design No v | v A 7/79
Dedicated Hardware:
Terminals No W v ‘/ 7/79
Communications Control No vi Vv W - 7/79
‘Processor N.A. o » 7/79
Storage Devices N.A. 7479
Criminal Justice Agency Authority: : .
' © Compuler Operalions Policy N.a v‘ 7/79 -
Access to York Areas Mo v/ v’ v 7/78
Selection and Supervision of Personnel o v’
Assignment of Administrative Responsmmty .
Physical Security No v’ 7/78
* Unauthorized Access No W 7/78
Phiysical Proleclion Against: : '
Access to Equipment No v’ 7/78
Theft, Saholage No v 7/78
Fite, Flood, Other Hatural Disasler No v’ 7/78
Employee Training Program No v 7/78 -
Individual Right of Access )
Rules for Access - No
Poini of Review and Mechanism
Challenge by Individual
Administrative Review
Administrative Appeal
_ Correcticn/Notification of Error :
g " (g
REMAIRRKS
) The Intzke Services Center is not an operational agency at this time. .The
anticipated date of creating and establishing this agency on an operational basis is
July , 1978. . ‘ .
’ At the present tlme and durlng the interim, 1nformatlon systems plannlng has
begun for an information system which would monitor 1nd1v.zduals and assess’ services -
provided to .de.v.zduals processed by the Intake S8rvices Center ) R
It is ant.wzpated that,th,v_s JAnformation _]stem also serVJ.ces the Correctlons ’
Dpivision and the Board of Paroles and Pardons.
) What is being certified is the intent of - the Intakc Services Center to comply
with the Federal Rules: and Regulations thru the implementation ‘of ' the necessary pmvac_]
~and security policies and procedurecs. . . ' ’
£

Q. vorsien
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- VST DEPARTMENT OF JUSTICE IMFORIMATION INSTRUCTIONS ‘
. CLAY CHEORGT I KT AWGIATANCT ARG TAATION STATEMLE Plea e provido the lotlewirs mlmn::uu,
HATIONAL C“i’\t‘:;\& J""r.r"":;- INFORIATION AND . \TEIENT - complota the altachod ceutilecntion La:
WAEHIN(';}TO?JJS?CX;%EH © {20 GF I 20,1 = 20,30} and retarn all pnrla to tho addross
. ' : the loft,
HAUL/ADUILLS OF SUUMITTING AGENGY APPLICAILE STATE DATL PRCPARLO
purcau of Crime Statistics and ) '
. ~ Tdentification . Hawaii ) Harch 8, 197¢
! rent of Attorney General : o .
Dc.pm.:tl ent 9% Y € CONTACT NAME | TLL. HO. (Glve Asaa Condo)
Kanaina Building .
Iolani Palace Grounds Ernest T. Yonamine |[(808) 548-2692
'onolulu,’ Fawaii 96813 Director
~‘1."Doc's your agcney ‘“‘collect, store, of disseminate crimmnal listory record information processed by either manial or
® automated operitions?'’  ““Criminal history rccord information’’ means information collected by criminal justice
agencics on individuals which consist of identifiable descriptions and notations of arrests, detentions, indict-
. meats, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional
supcrvision and release, The term does not include identification information such as fingerprint records to the
cxtent that such information does not indicato involvement of the individual in the criminal justice system,
® YES [X] no [ '
. C‘ answer above was es, 1ave unds been made available o the agenc su SC(‘LUCH o juiy
2 If the b “Yes," | LEAA funds b d 1 ble to ti y bs tt Iy 1, 1973
{or the collection, storege or dissemination of information? . ,
ves [] NO . .
® ' .
3. dndicate the type of agency:
ATTORNREY GEKRERAL-BCSI L
3] PROSECUTION [} PusLIC DEFENDER [ poLice
® [Jcourts {:]co RRECTIONS )
4, Indicate the type of system: 5. ls the system automated? _
PY [TJSUBJECT IN PROCESS | [EcmmmAL'ms'ToriY' vEs , (Owno T parTIAL
AND IDEL ITMIPICA"‘ jointly ‘A]ith ’
TION HPD
v-6. Does the system(s) exchange inflormation with other sy stems? "[X] vES® D'No
. "{f “*Yes,"" specify which other systems: Ma'mually _ . o
© , ) County Police -
R REGIONAL [T CENTRAL STATE REPOSITORY [N NGIC  [X] OTHER(Epecify) NG FBI
',I:'“,lndicalc population of primary geographic jurisdiction 8. Indicate approximate number of subjects included -
being served: : system: aggraegate
o other countic
: (1‘97 1y 847 000 N | [} o-5,000 {7 5.000-25,000 25,000-100,000
. ¢ )
X3 oo, 000-500,000 E%MORE THAN 500,000
. in conjunctzon with
.4 9, Nome of nuthorized agency officinl 10, “Title
® Ronald Y, Amcmiva Attornay General o
‘1. Apcency name and nddress “112. *Tel. No. (give Aroa Code) ‘
Department of the Attorney Gencral (808) 548-6350
State Capitol . _
. ] 13, bnwnlutc of uu!horm.cl ficind 0
onolulu,’ Hawai :
° . Hawail 96813, 4&;\/ f/ ] (1t crvas Y

AP AL sy Y
LUAA 1 OIUY CLUO/ Y (1=1t)

A-38

TN



APPROVITD
O MO AVt b,y

UHITLD STATES DEPARTMENTY OF JUSTICE
Law Cuforcament Assistonce Adminlstsution
Hational Criminal Justicn lnformation ond

Stutistics Servico

Woshington, 0,C, 20531

CERTIF,CATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATE REPOSITORY

I'.ﬂl\h FORM GEO0Z10 19475)

. : HAIKE JADDIAEL Y% OF SUOMIT TIHG AGLNCY APPLICAULL STATE DATE PRUMARTO
Burcau of Crime Statistics and .
Identification ' Hawaii
Department of Attorney General CONTACT NLAML TELCPHONE HO. (GIve nrcnr emiag
‘ Kanaina Rldg., Iolani Palace Grounds ‘ )
® Honolulu, Hawaii 96813 Frnest T. Yonanine| {808) 548-2692
~ JTYPEOF ABLHCY Attorney CGeneral, BCSI . ) . i
[ rouice " [%] ProsECuTOR [~]count [ rrooaTion etotion s [Cleanole
HHSTRUCTIONS: Camplete Ilu'r foltowing, ox llxlmr:minlo. "
| ‘L. ] CHECK MARKS -Q., ‘I, DATES '——‘]’ i
® . T AGONS F Gt corntie ]
‘ DPERATIONAL PROCEDURES "r‘PLé‘t?é'rcho : NQ:_"n.H L.-Mr ”T:;:i?(N‘)'- IMFLEMEHTATION
. . cosTlracHuICAL]l, nos 8 ar LATE
Conpleteness and Accuracy
® ¢ o s .
: omplete Disposilion Reporting from:
Police Yes
Prosecutor Yes
g Ttial Coutls Yes
L Apellale Courls: o 12/77 N
® d Probation tes - ‘ :
S Cortectional Instiluticns Yes ;
Parole Yes i
Systematic Audil:
o Delingient Disposilion Momloting Yes
Accwracy Verification Yes :
Limits on Disseatination :
. Conlractual Agreamenls ‘Notices and Sanclions
. in Effect for: R
® Criminal Jushice Apencies No 3/76 —
Non-Criminal Justice Agencics Graated Access ' , ‘
by Law of Executive (ider No 3/76
Seqvice Apencies Under Conlract No 3/76
Reséarch Diganizations No . 3/ 76
® Validoting Apency Ripht of Access Restriclions On:
' Juvemle Record Bissemination N/A
" Confitmation of Record Exislence Yes ]
Secondaty Mssewnalion by Non-Criminal
* Justice Apencies 4 o X 12/77
L Dissemination Without Disposition Yes \ V0
D L _ '
() Audits and Quatily Control
, Audid Tl
Recteating Data Enlty Yes ‘
Prmary Disseisieation Logs -es R R
. Secondary Disseannation Lugs Yes e ,

(Gonttnne on Jtuverr

LA LS



r““*"‘“"‘ CHECK MARKS

@

e IATES wommem
| . U
Q c Hew n(u:-‘(‘lfi;‘x'l..{r'.:?':’; ?;:1 e TLTA
OPERATIOMAL PROCEDURES IMPLUMEDI CD Cost H:H-';TZAL ;:l‘}':’.‘:(r;‘“;']"{ 1ML rj(.;'ku“(;‘;ﬂ s
¥ Securlly ) i
F. Execulive Statutory Desipnation of Responsible
Criminal Justice Agency Yes
Prevention of Unaulhorized Access® IR |
Hardeare Design M/ A
Soltware Design N/A )
Dedicaled Hardwaie: ]
Tetminals Yes
Communic alioas Conlrol N/A
Processor /A
Storage Devices N/A
Ceiminal Justice Agency Authority:
Compuler Cperalions Policy Yes . i
Access Lo Wark Arcas Yes
Stiection and Supervision of Persannel ‘¥Yes
Assignment of Administrative Responsibility:
Physical Secunty Yes.
* Unauthorized Access Yes
Physical Protection Against: :
fccess to Equipaeal Yes
Thelt, Sahotage . ‘ yes
Fire, Flocd, Other Ratural Disaster HO i
Employee Traintag Program Yes
Individual Righl of Access :
Rutes for Access Yes
’ Point of Review and Mechanism res
Challenge by Individual Yes ’
Adminisliative Review Yes
Adminislralive Appeal Yes
Correcticn/Nelification of Error Yes
REMAIRRS . : . : ;
HPD CCH system is shared by BCSI. One terminal operated by
"BCST is capable of input, retrieve and correct criminal history
and identification data received from Hawaii, Maui and Kauail
police departments. o
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+

: U S DFP.‘\R (LENT Of‘ JUSTICC .
CLAY CHEDRCEMLNT ALSISTANCE ADMIMIGTRATION.
HATIOHAL CIUMINAL JUSTICE INFORBATION AND
STATISTICS SERVICE
WASHINGTON, G. C 20538

. INSTRUCTIONS
[MFORMATION ' ’

STATEMENT .~

{28 CFR 20.¢ ~ 20.30)

comploto the altechod certilication (or
and return all parts to thu sddrosg <
tho left.

HAME/AL/ONESS OF SUUMITTING AGENCY

THE JUDICIARY
P. 0. BOX 2560
HONOLULU, HAWAIL 96804

APPLICADLE STATE DATE PRUEPARED

Hawaii March 3, 1976

CONTACT NAME TEL« 8O (Glva Arca Code)

(808) 548-4605

¢

: automated operations?’’

. meats, informations,or other formal criminal charges, and

.

-_1."Docs your agcney *‘collect, store, or disseminate criminal history record information processed by cither manual or
**Criminal history record information’” means information collected by criminal justice
agencics on individuals which consist of identifiable descriptions and notations of arrests, detentions,

indicts
any disposition arising therefrom, sentencing, correctional

supervision and release, The term does not include identification informatign such as fingerprint records lo the
axtent that such information does not indicate involvement of the individual in the criminal justice system.

YES No [
2. If ‘the answer above was '*Yes,”’ have LEAA funds been made available to the agency subsequent to July 1, 1973"
p for the collection, storage or dx.;';Emmahon of information? . _ )
ves [ . N0 [ .

3. indicate the type of agency;
(] erosecuTiOn

COURTS [T} CORRECTIONS

[JPusLIiC DEFENDER

0 poLice

3. Indicate the type of system:

5. Is the system automated?

® [R SUBIECT IN PROCESS [ CRIMINAL HISTORY [ ves Eno "I ParTIAL
-6, Doces the system(s) exchange information with other systems? [X Yes® D‘NO
3 "*Yes,' specily which other systems:
[ rectonarL [[] CENTRAL STATE REPOSITORY [ | NCIC E{] OTHER(specify) Elements of cviminal
H ) JUot'LC‘.e system,
7. Indicote population of primary peographic jurisdiction B, Indicate approximate number of subjects included
~ being served: syslem: ‘
(N 6505000 [ o-5,000 3 s,000-25,000 25,000-100,000
R (73 100,000-500,000 (3 MoRE riAN s00,000
9. Name of authorized agency official 10. Title
® LESTER F. CINCCACE ADMINTSTRATIVE DIRECTOR OF THE COUI'{TS

.hl. Agency name and address

THE JUDTCIARY STATE OF HAWA'[I
P. 0. BOX 2)60
HONOLULU, HAWAIL 96804

112, 'TQ].'NO. (Give Arca Codo)

(808) 548-4605

13,81 hnpnntmc ol outhorized official .

LUAA PO L600/0 {1 -20)

e
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AP LIV

NS HO, 4710170,

UMITED STATES JRPARTMENT OF JUSTICE
Low Enforcemnnt Asslstonco Administration
National Criminal Justice tnformation ond

Stutistics Service
Yoshington, D.C. 20531

THE

CERTIE,CATION FOR
AGENCY SYSTEMS OTHER THAM
ENTRAL STATZ REPOSITORY

APPLICALBLEL STATE

OATC PREFARED

‘ uAME/AnnI(Ms QF SUaMITTING f\ﬁP.N'&.Y
" THE JUDICIARE, - Hawaii March 3, 1976
P. 0. BOX 2560’ : e : :
HONOLULU, HAWATI 968Q4 CONTACT RARE TELEPHONE RO, (Give arow roia)
o (808) 548-4605
Y TYPE OF AGENCY - »

~1 CORRECTIOMAL

D PARCLE

[drouice "[) prosecuTor r_';'cj COURT T PrOBATION INSTITUTIoN
INSTRUCTIONS: Caapletis the Tollowing, as approprinie., .
’ rMCHECK MARKS - 1 -L DATES &
‘ ‘ - Non-?}."éf'}e&‘;? x‘;TO;f' ) ELTINATED d
¢ OPERATIONAL PROCEDURES MPLE T ED e e or ] MPLEME NTATION i
| ' : i AYTHOTUTY
J Completeness and Accuracy
{ °® Complele Disposition Reporting from:
] Police No
i Prosecutor No
' Tiial Courls Yes K
-Apellate Courls: Yes 3
\ Probation Yes 3 ‘
PY . *Cottectional Institutions No 12/77_ 3%
Parole ) No 12/717 3
L |
| Systematic Audit: . |
| Delinquent Disposition Mamtoring Yes |
e Accuracy Verification No 12/77
] L
Limits on Dissemination :
. Contrzcluat Ayrcements, Nolices and Sanclions :
in Effcct for: ,
Criminal Juslice Agencies Yes
¢ Non-Criminal Justice Agencies Granted Access
by Law or Execulive Qrder Yes
Sesvice Agencies Under Contract Yes :
Research Organizations Yes "
Validaling Agency Right of Access Restrictions On:
® Juvemle Record Dissersation Yes )
Contirmation of Record Exislence Yes :
Secondary Disseannation by Non-Criminal :
- Juslice Apencies : No 12/77
Dissemination Withou! Disposition No 12/77
o Audits and Quality Contro! !
, . Audit Tk ~ '
Recteating Data Entry No A2/77
Prmary Dissemination Logs No 127127
Secondary Disseminaticn Logs No 12417

LEAA PORM GEOVL10 (9-75)

{Caninng wy Haveend

=

Vexa



* Securlly

REMAIRS

CHECK MARKS —*——~—-—-——-*‘
i Y.

l:——- DATES -—-—]

* OPERATIONAL PROCEDURES

REASLNY VOR

HO T MM T AT I

NOW
IAPLECHERTED

-
WRTAT

CETATL O

V..

HARL EMENTATION
OATE

Excculive /Statutory f)cs:gnation of Responsible
Criminal Juslice Apency

TUCHHICALL A TRONITY

-

Prevention of Unauthorized Access®
Haidware Design

Software Design

Dedicaled Hardwiase:
Terminals

Comnumications Conlrol

Processor

Stotage Devices ‘

Criminal Justice Agency Authorily:
Computer Operations Policy

Access o Yotk Arras

Selection and Supervision of Personnel

Assignment of Administrative Responsibility:
Physical Securily

- Unauthorized Access

Physical Protection Against:
Access lo Equipment

Theft, Sabolage

Fire, Flood, Other falural Disaster

Employee Training Program

Ingividual Right of Access
Rules fur Access

Point of Review and Mechanism

Ciallenge by Individual

Adminizlrative Review , < b Yes

Administialive Apseal

Coriection/Nolification of Eror

i

“This certification covers all judiciary components listed in Appendix C

of the State of Hawaii Security Plan.

s prieang
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APPENDIX B
Excerpts From
HAWAIT
COMPREHENSIVE DATA SYSTEM
SECURITY AND PRIVACY
MANUAL

The technical power of information systems to compile data on

individual citizens is unlimited. If such systems are to

obtain the respect of the citizenry and receive popular support

for their continued use as a tool in the administration of
justice, those who operate these systems must respect the

limited purposes for which they are created.

The important area of security and privacy concerns the need
to maintain a balance between the necessity of the criminal
justice community for information about its clients and the
right of the individual to privacy. Issues raised concern
distribution of information; scope, accuracy, and timeliness
of information; as well as protectihg information from

unauthorized tampering or destruction.

The regulations proposed are minimum standards for local,

regional, or statewide criminal justice information systems.
They are not intended to cover all the exigencies which may
arise in the development of a particular system, nor should
they prevent any one system from adopting more strict regqu-
lations. In short, they cén be (and may need to be) supple-

mented or tightened, but not circumvented,
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Section 1

PRIVACY COMMITTEE

A Privacy Committee shall be created to coordinate these
regulations. The committee shall be composed of repre-
sentatives of criminal justice agencies, information .
systems, and the general public.

Comment: It is recommended that a Privacy Committee be
created to encourage compliance with the regulations
contained in this manual.

The Privacy Committee shall have the responsibility to
recommend modification of these regulations, so far as
consistent with applicable law.

The Privacy Committee shall have the responsibility to
impose non-penal sanctions for agencies which fail to
comply with these regulations.

Comment: Some penal sanctions have already been created
by state law. See Section B.l1l2. The most obvious non-
penal sanction is to deny the offending agency use of
the computer system.

Every criminal justice agency participating in a
criminal justice information system shall appoint one
person to be responsible for compliance with these
security and privacy regulations.



Section 2

ACCESS

To protect confidentiality of iﬂformation in criminal justice
data banks, rules must exist which govern access to and the
sharing of automated information. The general principle,
followed in these regulations, is the concept of limited
dissemination. Criminal justice agencies should share among
themselves only that information which is relevant to their
statutory responsibilities; non~criminal justice public
agencies and officials should obtain data only where they have

specific statutory authorization to use it.

Whether the principle of limited dissemination can be applied
in Hawail depends on the state public records law. That law
describes a public record as a written or printed report or
paper of a governmental agency "on which an entry has been
made or is required to be made by law...but shall noct include
records which invade the right of privacy of an individual."
H.R.S. 92-1(2). Such records shall be available for inspec-

tion by any person during office hours. H.R.S. 92-4,

fhe usé of the term "required to be made by law" suggests

that public records are those records made to memorialize
official transactions for public reference (or to disseminate
information to the public). Under this interpretation, reports

which agencies prepare voluntarily to assist them in their




business, such as internal management reports or computerized

criminal histories, would not be public records.

Oné could still argue, however, that the recording of criminal
histories is required by law. The Attorney General is author-
ized to prescribe a system to identify suspects. H.R.S, 28-51,
He may establish records to ke kept or reporting forms to
support his system, H.R.S. 28-53., Thus, criminal history
records maintained by the Attorney General pursuant to this

law might be viewed as public records.

In that case, it must be determined whether public dissemi-
nation of an individual's complete criminal history (as opposed
t0o a police or record entry which refers to a single case)

would "invade the individual's right of privacy.”

The term "privacy" is not defined by statute but there is
nothing in Hawaii law to suggest that convicted persons are
not entitled to some kind of protection. H.R.S. 716-3 states
that convicted individuals maintain their civil rights.

Furthermore, the legislature has been sensitive to the need

- for privacy in somewhat related situations. <Civil identifi-

cation records acquired by the Attorney General are confiden-
tial. H.R.S. 28-45, Reports and records maintained by the
Department of Health relating to mental illness and drug

addiction are also confidential. H.R.S. 334-5.

It is interesting to note that the previous public records
law applied broadly to all books and records of all agencies,
except police or prosecutor records. It was stated in

B4
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Sapienza Vv Chief of Pol. Paul et. al., 42 Ha 14 (1957) that

Attorney General records submitted by police departments were
open to public inspection., The subsequent public records law
was more narrowly worded and the legislature inserted the

invasion of privacy language.

There are also strong policy reasons for adopting an inter-

pretation of the public records law which restricts dissemination

of criminal history data. Tens’on exists between the indivi-
dual's right to privacy and the public's traditional abhorrence
ofia public agency conducting its.activities under a vell of
secrecy. The records of individual occurrénces, such as
arrests, complaints, and convictions, are commonly recognized

to be public information. However, the same records when

compiled and automated on an individual basis do not serve the

function of providing the public with data for evaluating
agency behavior; they provide agencies with needed information
to judge individual behavior. And, because of'the inherent
dangers of abuse and personal detriment, they may be justi-
fiably restricted to those agencies which need the information

for cfficial business.

As for juvenile records, the principle of limited dissemination

seems clearly established.

Routine family court records in juvenile delinguency and neg- -
lect cases may be inspected only by the parties or, pursuant
to court order, by persons with a legitimate interest in the.

minor's welfare or persons performing research studies,.



H.R.S. 571-84. The same section provides for the confiden-

‘ tiality of juvenile records in police departments.

B.1 a. ’

‘Crlmlnal 3Ustlce agenc1es means only those public
agencles or components thereof, at all levels of"

~government, which, as their principal function,
perform activities relating to (1) collection and

analysis of crime statistics pursuant to statutory
or administrative authority; (2) the apprehension,
prosecution, adjudication, or rehabilitation of
criminal offenders; or (3) the collection, storage,
dissemination, or usage of criminal justice record
information.

" Criminal justice record information refers to

information contained in an automated criminal
justice information system. Intelligence or
investigatory information maintained by one agency
and not disseminated is not included unless
specifically identified.

“Individual record information refers to thab

criminal justice record information which permits

. identification of an individual or can be accessed

by personal identifiers,

" Comment: Any type of information if it does not

permit identification of the individual record
subject can be stored in a criminal justice
infoxmation system. But, where the record contains
sufficient personal identifiers to permit identi-
fication of an individual, the manual establishes

a different set of standards.

Juvenile justice agencies means the Family Court
and public or private agencies which participate
in juvenile delinquency and neglect proceedings
related to juveniles or receive custodial place-
ments from the Family Court.

Unless stated otherwise, the standards concerning
criminal justice agencies, criminal justice record
information and criminal justice agencies, juvenile
justice record information, and juvenile justice
information systems.

" Comment: The definition of juvenile justice agency

is broad enough to permit private agencies to parti-
cipate in multi-agency juvenile systems. Such

agencies frequently provide custodial rehabilitation
programs,



Direct terminal access to criminal justice record infor-
mation shall be limited to criminal justice agencies.

Criminal justice agencies shall obtain, whether by direct
terminal access or otherwise, only that information which
is relevant to their statutory responsibilities, provided
that each criminal justice agency shall have access to
its own files in an information system.

Non-criminal justice public agencies and officials shall
obtain only that individual record information which is
specifically provided for by state law.

Comment: Hawaii has adopted the general principle that

a convicted person does not lose his civil rights,
including public employment. H.R.S. 716-3. Still, an
individual may be prevented from obtaining an occupational
or business license by specific legislation. H.R.S. 716-4.

No corporsiion, private agency, or individual shall , ]
obtain individual record information unless such dissemi-
nation is specifically provided for by law.

Comment: Private employers, security firms and investi-

~gators, credit agencies, insurance companies, and banks

may attempt to obtain criminal history information on
individuals, particularly where employablllty is concerned.

Nevertheless, in Hawaii, this information is not a matter
of public record.

Where juvenile justice record information is automated
by a law enforcement agency, that information may be
shared only among local law enforcement agencies or
upon order of the Family Court.

Comment: Juvenile records in the Family Court are confi-
dential and disseminatiorn is under the Court's control.
H'R.SQ 571"'84.

It is recognized, however, that law enforcement agencies
have legitimate needs to maintain records on juveniles
and these records are also treated as confidential.
H.R.S. 571-84 states that they will be open to persons
whose official duties relate to the juvenile laws.

Standard B.6 interprets this section to limit dissemi-
nation, at least as applied to automated records, to
other law enforcement agencies. To establish a broader
rule runs the risk of circumventing the control already
given to the Family Court over much of the same record
information. See G. v Superior Court, 484 P2d 981 (Cal.
Sup. Ct. 1971).
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B.7

B.8

B.lo

Intelligence information obtained from a criminal justice
information system including the fact that an individual
has an intelligence file or name of agencies that possess
intelligence information on him, shall not be disseminated
outside of criminal justice agencies.

In all cases where criminal justice record information is
open to public inspection by law, the custodians of that
information shall adopt reasonable regulations to permit
public access.

Comment: The above regulations limit dissemination of
information which is or could be restricted from public
disclosure. But, there will be instances of information
governed by the public inspection provisions of the
public recoxrds laws. For example, the court docket of
individual cases might be automated.

No agency qualified under these regulations to obtain
criminal justice record information may cobtain access
until it has signed a non-disclosure agreement, as
adopted by the Privacy Committee.

Commer+: The typical penalty for violation of a non-
disclosure agreement is temporary or permanent exclusion
from an information system,

Any person maintaining or receiving individual record
information shall, prior to each use or further dissemi-
nation of such information, take reasonable uction to
assure that the information is the most accurate and
complete available.

Those agencies or individuals engaged in legitimate
research programs may obtain criminal justice record
information for research i1f each agency contributing
and maintaining the information consents and the
Privacy Committee implements the following requirements.

a. . In no case shall information furnished for purposes
of any program of research be used to the detriment
of the persons to whom such information relates.

b.- In no case shall information furnished for purposes

‘ of any program of research be used for any other
purposes; nor shall such information be used for
any program of research other than that authorized
and approved by the Privacy Committee.

c. Each participant and employee of every program of
research authorized access to information shall,
prior to having such access, fully and completely

execute a non-disclosure agreement approved by
the Privacy Committee.

B-8




d. In every case, the authorization for access to
information shall assure the Privacy Committee
full and complete rights to monitor the program
of research. Such monitoring rights shall include
the right of the Committee, its agents or employees
to audit and review such monitoring activities and
also to pursue its own monitoring activities.

It is understood that violation of these regulations may
subject the individual to criminal and civil liability.

Comment: Hawaii does not have a criminal law specifically
punlshing those who may abuse or wrongfully disseminate
the information in computerized systems, but more general
statutes partially cover the situation.

Any act where an individual alters, deletes, or falsifies
information in a criminal justice information system may
be punishable as "tampering with a public record"--a
misdemeéanor. H.P.C. 1017. The term public record is
broadly defined to include all records created or kept by
a governmental agency. H.P.C. 1017(2). Commentary to the
law explains that the law is not limited to "records
traditionally considered 'public' but also information
kept for the benefit of the government...". This statute
would not punish, however, an unauthorized dissemination
of a copy of a computerized record. That action possibly
could be punished as a "diversion of services" under the -
theft statute. H.P.C. 830(6).

Furthermore, where information is electronically inter-
cepted, as by a wiretap on communication lines, the crime
of violating privacy--a mlsdemeanor—*ls committed.

H.P.C. 1111.

Concerning civil liability, the State Supreme Court has
recognized the invasion of privacy as tortuous conduct
which may provide the basis for a cause of action,
Fergerstrom v Hawaiian Ocean View Estates, 441 P2d 141
(1968). That case, however, concerned the appropriation
of an individual's name for commercial purposes and the
court expressly stated that "we do not now decide whether
other aspects commonly included under a general right of
privacy will receive similar protection.,”




Section 3

PRIVACY

Privacy refers to the protection of the interests of the
people whose names appear, for whatever reason, in the contents
of a criminal justice information system. When information
about an identifiable individual has been obtained by a
criminal justice agency, the important consideration becomes

one of confidentiality--who within or outside the agency is

allowed access to a given record or file.

The following standards are based on the premise that one of
the most important ways to protect the individual's right of
privacy in an automated system is to limit the information

which the system may possess. The standards prescribe strict

- rules regarding information quality and completeness. An

additional safeguard is the right of the individual to inspect

his owa record for inaccurate or misleading statements.

c.1l Individual record information shall be objective,
verifiable, accurate, and complete. In following
this standard:

a. Individual record information which is anecdotal,
evaluative, or judgmental shall not be computerized;
provided that where an agency's responsibilities
require behavioral analysis of individuals, that
agency may automate standardized personal evalu-
ation data entries of a type useful for research
classification.

" Comment: One of the most serious public complaints
b P T s . 3
apogt individual data banks is that they will comput-
terize for indefinite periods such soft social-work
type of evaluations as "drug problem" or "suicidal
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tendencies." TFor this reason, it is generally
agreed that computerized criminal histories will

not contain behavioral data. Standard C.la recog-
nizes, however, that some correctional agencies

will want to computerize certain individual analyses.
The standard requires use of a uniform vocabulary
based, insofar as possible, upon widely accepted
behavioral terms.,

b. Individual record information that arrest took
place or prosecution was initiated shall not
be disseminated without inclusion of a final
law enforcement or judicial disposition;
provided that, until a final disposition is
reported but not longer than two years,
"disposition pending" may be utilized.

¢. Individual record information in intelligence
files subject to terminal access by an agency
which did not originate the information shall
be limited to personal identifiers and such
data as is available from sources open to
public inspection. Intelligence files may
also identify law enforcement agencies possessing
additional intelligence information relating
to such individuals.

Comment: Where automated intelligence data is shared,
the risk of injury to the individual from unauthorized
disclosure is enhanced. This standard establishes a
system of pointers to ensure that those needing the
information can obtain it manually. This approach is
consistent with the methodology of groups employed in
organized crime intelligence operations.

Individual record information entered in a file shall
be relevant to the purpose for which the file was
created, In following this standard:

a. Misdemeanor drunk and traffic records where the
case did not result in imprisonment or probation
supervision shall not be entered in criminal
history files.

. Comment: Several recent cases have raised the issue of

whether the constitutional right to privacy or equi-
table grounds of fairness permit a criminal justice
agency to maintain records on persons whose arrests
did not lead to conviction. The results are not
conclusive,
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c.4
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C.5
@

In Menard v Mitchell, 328 ¥. Supp 718 (D.C. Cir 1971),
the U.S. District Court found that arrest records which
showed release without further prosecution might still
be useful to law enforcement agencies; the court pro-
hibited, however, dissemination to non-criminal justice
agencies. On the other hand, the Washington Court of
Appeals found that the constitutional right of privacy
overrode the police necessity to keep the fingerprints
and photos of an acquitted person. Eddy v Moore, 487
P2d 211 (Ct App 1971). And the Colorado Supreme Court
held that the retention of arrest records of an acquitted
person without Jjustification from the standpoint of

law enforcement or creation of methods to insure record
confidentiality may constitute an invasion of privacy.

The court recognized the significance of the "computer

age” in bringing record-keeping issues to the public's
attention. Davidson v Dill, 503 P24 (Colo Sup Ct 1972).

'Nevertheless, Hawaii appears to have resolved the prob-

lem by legislation. An arrested person who is not
convicted may regquest the attorney general to return
his fingerprints. H.R.S. 28-54. The only exceptions
are those written into Standard C.2.b. Returning the
fingerprints is tantamount to preventing verifiable
computerized criminal histories.

Individual record information relating to juveniles shall
be maintained separately from that relating to adults.

Individual record information in intelligence records
relating to organized crime and racketeering activities
shall be maintained entirely separately from civil
disorder/subversive activities record information.

Comment: This regulation is proposed as a matter of
practicality. Civil disorder files involve constitu-

tional questions of great seriousness. Such guestions

are only beginning to reach courts &ané legislators and
to affect public attention. If such files are inter-
mingled with organized crime intelligence records, the
constitutional problems implicit in the former would
inevitably attach to the latter. In addition, the
political and public acceptance of organized crime
intelligence systems may be eroded by the controversy

. that surrounds civil disorder files.

Individual record information shall not be disseminated
unless the requesting agency is able to identify the
record subject by a specified set of personal charac-
teristics.
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" Comment: In some systems, fingerprints are an avail-

able means to safeguard against mistaken identity.
Where use of fingerprints is not feasible, some other
set of personal identifiers must be required.

Every individual, his attorney of record, and his parents
or guardian, if a minor, shall have the right to examine
all individual record information which refers to him.

a. This right of examinaticn shall include inquiries
by agencies which have requested access to the
individual's record.

b. This right of examination shall be subject to
reasonable procedures, to be established by the
Privacy Committee.

¢c. Any individual who believes that individual record
information which refers to him is inaccurate or
misleading may petition the Privacy Committee for
additions to, deletions from, or comments upon
the record information.

d. Notice shall be clearly given or posted in criminal
justice agencies concerning the laws and conditions
under which an individual may view and correct
his criminal offender record.

Comment: The right of an individual to inspect his own
record can be an important safeqguard. Such inspection
does not interfere with criminal justice use of the
records and it provides an additional guarantee of
accuracy in the information reported. Juveniles, of
course, are already accorded this right under juvenile
court law. H.R.S. 571-84. '

In common practice, the individual is permitted to see
his own record and take notes, but not to obtain a copy.
The purpose of this approach is to make it impossible
for employers to condition employment on production of
the actual rap sheet. v ‘




Section 4

RECORD RETENTION

Criminal justice information systems require guidelines on

how long records, both manual and automated, should be main-
tained., There are two general reasons behind the rules for
purging files with information on individuals. One is to
eliminate information which, because of its age, may be an
unreliable guide to the subject's present behavior or situation.
The second is somewhat more philosophical. There exists a
point in time after which it only seems fair to give individuals
a fresh start. It is difficult to judge, of course, when that

point is reached.

For records, such as cases in progress, which-do not store
data on individuals, a general rule is that the file should
be purged when it is no longer required or useful. Such
action is required to keep the computer system at maximum

efficiency.

The most difficult problem is determining how long to main-
tain criminal history information on an individual. In some
systemg, the practice is to keep records until it is likely
that the individqal has died. Such policies violate both of
the concépts underlying reasonable, realistic retention rules.
Both the probity of the records and the stigma attached to

them may terminate for many individuals at an earlier point,
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especially since the average adult criminal is relatively

young.

State law contains no guidelines for purging criminal histo-
ries. One national body composed of representatives from the
entire spectrum of criminal justice has proposed that ten
years free of subsequent criminality for felons and five years

for misdemeanors is a reasonable and fair standard.

It would appear that record retention rules reguire the
approval of the State Comptroller. H.R.S. 94-3 states that to
destroy a governmenfal record, the agency must get the authority

of the Comptroller.

D.1l Reasonable rules for routine purging of individual
record information shall be established. In following
this standard:

a. Information in field investigation (interrogation)
files shall be purged within six months of entry.

b. Information for keeping track of an individual
as he proceeds through the criminal justice system
shall be purged within three months of the indi-
vidual's exit from processing. This rule applies
to correctional files and county case-in-progress
files which are essentially on-line and available S
for interagency sharing. ‘ :

¢. Information in criminal history files on.an
individual convicted of a misdemeanocr shall be
purged when the conviction and release from
supervision is at least five years earlier,
prov1ded there have been no subsequent crlmlnal
convictions.

d. Information in criminal history files on an
individual convicted of a felony shall be purged
upon the individual reaching seventy-five (75)
years of age and has no criminal convictions

within the past five years, or upon the lndLVL— : f
dual's death. ' '




e. Information in criminal history files related
to an offense for which an individual has been
. pardoned shall be purged upon notification.

f. Information in criminal history files subject to
an expungement order shall be purged upon noti-
fication,

g. Purging requires that information be destroyed
PY or stripped of personal identifiers.

D.2 Whenever a minor exceeds the jurisdictional age of the
Family Court:

a. All juvenile record information relating to the
® - minor which has been automated by a Family Court
shall be physically removed from the computer;
and

b. All juvenile record information relating to the
minor which has been automated by a law enforce-
® : ment agency shall be destroyed.

D.3 Whenever juvenile information is physically removed from
the computer pursuant to these regulations, storage and
use of the information shall be the direct responsibility
of the Family Court.

Comment: Under this regulation, the Family Court
retains its statutory authority to govern dissemination
by court order on a case-by-case basis. H.,R.S. 571-84.

|

Juvenile records are traditionally accorded a great ]

@ degree of confidentiality. For this reason, it is |
recommended that, once the minor reaches adulthood,

the automated record be maintained in a central |

repository, thus permitting substantial control |

over its dissemination. ‘

|

|
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Section 5

SECURITY

No information system will ever be completely safe from
unauthorized alteration, removal, or destruction of information.
Nevertheless, such sYstems can be made reasonably secure
through a combination of technical, physical, and personnel
measures. Information system security is the capability

to restrict the availability of specific information to
authorized individuals, and to physically protect all parts

of the system, including both the data and the system that
processes the data, from any form of hazard that might

endanger its integrity or reliability.

While the following regulations represent standards which all
information systems and data processing centers should adopt;
in the final analysis the implementing agenciés must decide
whether their system of safeguards is sufficient to protect
the rights of individuals. In each case, an estimate of the
cost or probability of the threat must be weighed against the

use of providing adeqguate information system security.

E.1l Terminal and Operator Identification.

a. There shall be a terminal identification code
number for each remote terminal as a precondition
for entering the files.

b. Within each agency, terminal use shall be

assigned to a limited and identified group
of individuals.

B-17




Comment: Most often, persons having access to a file

have access to all fields of all records. In a manual

file where records are maintained in a manila folder,
. it is difficult to do otherwise.

L :
In a computerized system, however, access can be
permitted to the entire file or restricted to
certain fields of the file. For example, access
‘rights might be to:
o (1) Read an item (e.g., file, record, or field)
(2) Write an item so as to produce a change--either
(a) a new item added, or
(b) an existing item changed
® (3} Delete an item.

The access rights of a user must be explicitly
denoted in any situation where partial rights exist,
e.g., for a limited access file or where reading

: is permitted but changes and deletions are not.

® It is recommended that an authorization table (or

‘ Matrix) be stored with the data and their access
rights. Access to this table must be strictly
limited to persons authorized to modify the table
and be stored separately from the data.

.. ¢. Each individual terminal user shall identify
o himself by a personal identification number,

Comment: For particularly sensitive data, such as
intelligence information, a callback procedure may
be instituted, in addition to the recognition of the

o . personal identification number, to authenticate the
identity of users requesting confldentlal data from
remote terminals.

d. The computer shall be programmed to log the iden-
» tity of all users, the files accessed, and the
e - date of access. This information shall be
maintained for twelve (12) months.

e. Bach remote terminal user shall establish a
written log of terminal use as required by the
Privacy Committee, for dissemination of criminal
L history information outside the agency, which
shall be audited periodically.

Comment: In systems which transmit criminal history

information, the written log of terminal use is an

acceptable safeguard for determining instances of
.‘ unauthorized file access. This standard is intended




to give the Privacy Committee the authorlty to deter-
mine for which criminal history files and in what
access situations the written log would be a useful
protection. The standard is not intended to apply to
situations where most of the data to be transmitted
is management information belonging to the terminal
user. In that instance, the requirement of a written
log could be an onerous burden.

Protections Against Wiretapping, Eavesdropping, or
Other Forms of Non~Terminal Interception.

-Adequate measures shall be established through hardware

and software features to protect against unauthorized
non-terminal lnterceptlon.

Comment: Non-terminal interception involves an attempt
to obtain information transmitted by the computer
through wiretapping oxr electromagnetic pick-up. Wire-
taps are feasible whenever a system uses cables to
connect components; electromagnetic pick-up requires
capturing the radiated signals emanating from the
computer and its communication lines.

The metheds used for non-terminal interception are not
capable of altering or deleting information in a
computer file but the risk does exist that messages

will be recorded as they are sent or received. Since
this risk varies with the size of the system and the
nature of the messages, there is no one recommended

way to minimize it. For this reason, each system should
determine what measures it wishes to employ at different
stages during the growth of systems.

One generally recognized deterrent is to code or scramble
data during transmission. The receiving terminal

decodes the message so that it becomes coherent ‘upon
receipt.

A second method is to shield the computer and communi-
cations lines so that electromagnetic emanations cannot
be captured. Where the data is coded, the shield
system is not necessary unless there is a serious
possibility that the interceptor can decode the data.

Data Storage.

a. Data shall be stored in a data classification
system according to scope of permitted access
and sensitivity of the data.

" Comment: A basic data classification system for

criminal justice information systems is provided
in Standard 8.5, "Data Sensitivity Classification"
of the National Advisory Commission of Criminal
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Justice Standards and Goals, Report on the Criminal
. " Justice System (1973).

® b. Confidentiial criminal justice records that are

‘ maintained on-line in a time-shared, remote access
computer siystem should be either password protected
or have some form of encryption that at least
prevents accidental disclosure, or both.

.’ " ‘Comment: Passwords, in addition to a personal identi-
fication number, can serve for authentication of a user's
identity or can be used to authenticate the authori-
zation of a user to access a file. Passwords should be
subject to change as often as wanted by the user.

® As a general rule, the more sensitive the data, the
more complex should be the encryption for trans-
mission purposes. As a minimum for confidential
records maintained on-line, a short key transfor-
mation for identifying various fields of a record,
or various records in a f£ile, should be applied.

c. System hardware and software shall contain mechanical
controls to insure that all on-~line data inquiries
and machine~generated reports will contain only the
information which each user is authorized to obtain.

.'  Comment: A file reader program of an operating system
‘ should be used for access to all files that are made
accessible on a field-limited basis.

d. Systems software shall be implemented to erase and
clear automatically all media for the storage of

o : data when purging is required by these regulations.

e. Duplicate computer files shall be created as a
countermeasure for unauthorized destruction of
original files and all computer tapes or discs
shall be locked in a safe storage area under the

L control of senior agency personnel. Secondary
storage may be used for backup.

Comment: For the purposes of record retention, dupli-
cate computer files or backup files should be treated
.in a similar manner as the original files. In this way,

o record retention schedules can apply uniformly to all
computerized records as well as related records in
secondary or backup storage.

E.4 Data Entry.

e _ a. The Privacy Committee shall have the authority to -
. require that a specific data element which fails
to satisfy the standard of objectivity, verifiability,
accuracy, or completeness, shall be excluded or

B-20




E.5

o d

deleted from individual record information.

b. Where data is submitted to a computer center on
reporting forms, the data center shall establish
procedures for destroying these forms or storing
them in a secure environment after data is
entered in the computer.

c. System software shall contain controls to insure
that each terminal is limited as to the information
it can input, modify, or cancel in accord with
the personnel authorization takle and the data
classification system,

File Protection Software.
a. Procedures shall be created to disconnect any
remote terminal whenever repeated errors indicate

that tampering is taking place.

b. A monitor program shall be developed to report
attempts to penetrate any system, program, or file.

c. Edit programs shall be created to periodically
audit record alteration transactions.

d. All file protection software shall be written, . .
installed, and stored by the systems management" . . °

and technical personnel who are under the manage-
ment and control of the implementing criminal

justice agency. Records of these programs shall
be stored under maximum security conditions. No

other persons, including staff and repair personnel,

shall be permitted to know these programs.

Comment: The concept underlying this standard is that
all sensitive software shall be prepared by a limited
number of criminal justice agency personnel. All
activities related to these preograms shall be performed
by these personnel only.

Physical Security.

a. All criminal justice agencies will adopt adeguate
procedures for controlling physical access to the
computer facility and remote terminals by staff,
maintenance personnel and visitors. These proce-
dures should include the use of guards, keys, ;
badges, access restrictions and clearance systems,
sign-in logs, and similar controls.

* Comment: As a general rule, all persons having access

to the rooms where hardware is kept, including the
locations of the remote terminals, should be properly
identified and "need to be present."
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By virtue of the authority vested in me as
Attorney General of the State of Hawaii and pursuant to
Part 20 of Chapter I of Title 28 of the Code of Federal
Regulations issued by the Department of Justice effective
June 19, 1975 Qoverning the dissemination of criminal
record and criminal history information and to assure
that such information wherever it appears is collected,
stored, and disseminated in a manner to insure completeness;
integrity, accuracy and security of said information and to
protecE individual privacy while preserving legitimate law
enforcement need for access to such information, the
following are designated criminal justice agencies as de-—
fined by Sections 20.3(c) and 20.3(d) and within the meaning
of Section 20.21(b) (1) relating to dissemination of
criminal history record information for purposes of adminis-
tration of criminal justice and criminal justice agency

employment:

Attorney General
Bureau of Crime Statistics and Identification

County Prosecuting Attorneys

County Police Departments

C-~-1




‘Hawaii Supreme Court

Circuit Courts

Family Court

District Courts

Office of the Court Administrator

Hawaii Criminal Justice Statistical
Analysis Center

Adult Probation Offices

Division of Corrections
Corrections Research and Statistics Bureau
Board of Paroles and Pardons

Intake Service Center

Department of Data Systems

City and County of Honolulu

State Electronic Data Processing
Division

Ronald Y. Amemiya
Attorney General




By virtue of the authority wvested in me as
Attorney General of the State of Hawaii and pursuant to
Part 20 of Chapter I of Title 28 of the Code of Federal
Regulations issued by the Department of Justice effective
June 19, 1975 governing the dissemination of criminal
record and criminal history information and to assure
that such information wherever it appears is collected,
stored, and disseminated in a manner to insure completeness,
integrity, accuracy and security of said information and to
protect individual privacy while preserving legitimate law
enforceﬁent need for access to such information, the
following are designated individuals and agencies within the
meaning of Section 20.21(b) (2) which require criminal
history record information to implement a statute or
Executive Order that expressly refers to criminal conduct
and contains requirements and/or exclusions expressly based
upon such conduct:

Ombudsman

County Liquor Commissions

State Collection Agency Board

f&vw(/; 7, ‘{”‘5~7a
Ronald Y. Amemiya
Attorney General
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TO

Criminal Justice and Non—-Criminal Justice Agencies
State of Hawaii

Dear Sir:
Transmitted herewith is the annual CCH audit questionnaire
pursuant to Part 20 of Chapter I of Title 28 of the Code of

Federal Regulations issued by the Department of Justice

~June 19, 1975, and in compliance with the Privacy and Security

Plan, State of Hawaii, relative to the dissemination, usage,
collection and storage of criminal history information (CCH)
by criminal and non-criminal justice agencies in Hawaii,

Pursuant to authority vested in the Attorney General by
provisions of Sections 28-51/28-56 and 731.3.2, Hawaii Revised
Statutes, it is requesfed that the enclosed Criminal Justice
Agency CCH Audit Report be completed and retu%ned to the
Attorney General's Office. An inspection of a random sample
of criminal history data records of agencies selected will be
conducted by representatives of the Attorney General at a
later date.

fqur cooperation is requested and appreciated.

| ; . ‘AthUQ/ 67, 46“‘”“7‘5

ATTGRNEY GENERAL
State of Hawaiil
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" Instructions to Criminal Justice Agencies

There are certain individuals and agencies which require
criminal history record information to implement a statute or
executive order that expressly refers to criminal conduct and
contains requirements and/or exclusions expressly based upon
such conduct. For example, the Hawaii Revised Statutes provide
that the county liquor commissions shall not grant a liquor
license to "any person who has been convicted of a felony and

not pardoned."

Before any criminal history information is released to
an individual or agency for the purposes of implementing a
statute 6r executive order, the attached rotice should be
appropriqtely filled in by your agency. The notice should
then be read and signed by the individual or agency represen-

tative,




" NOTICE
TO: (Name of agency or individual receiving data)-
FROM: (Name of agency or individual disseminatingxﬁata)
SUBJECT: Preventing Unauthorized Disclosure of Criminéi

History Record Information
You are hereby notified:

1. Any criminal history record information
disseminated to you shall be used by you or your represen-

tatives for only the following express purposes:

2, The dissemination of such information to you
is subject to your agreeing to abide by the attached laws,

ordinances, rules, policies, or procedures. (See Attachment A,)*%

3. Access to any information disseminated to you

is limited to the following persons:

* Attachment A will be provided to the agency or individual
receiving said notices.




@

4, It is incumbent upon you to comply with adequate

security procedures, consistent with applicable laws, ordinances

or rules, in order to assure the security and privacy of

criminal history record information.

5. When the purposes for disseminating the criminal
history record information are satisfied, such information must

be returned to the disseminating agency.

Dated: ’ ' ) o, 19 . Honolulu,

Hawaiil.

Siynature
(Disseminating Agency)

I hereby certify that I have read the above notice

.and attachment A; that I know and understand the reguirements

of same; and agree to abide by any provisions therein.

Signature
(Receiving Agency)
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CRIMINAIL JUSTICE AGENCY CCH AUDIT REPORT

- Datew

AGENCY - o ORI NO.

Agency staff member (s) participatine:

.......................................

Attorney
CCH audit conducted by General staff member(s) -~~~

...........................

Pursuant to Sec. 28-53/28-56, HRS

v G et A G G W Eeg e G ST e e Semm ey

* % * * * % *

Does your agency have terminal(s) with CCH access capabilities?

Yes ' No

Or have terminal(s) with CCH dissemination capabilities?

Yes No
Number of terminal(s) Location(s)
S 1. If yes, are all terminals (with CCH-computerized 20.21

criminal history capabilities) located in a
physically secure location not available to
unauthorized persons?

Yes - No

Comment:

S 2. Are terminals so placed that unauthorized persons 20.21
may not observe the content of messaces transmitted

or received on terminal display or hard copy printout?

Yes ' No

- lk




What hours is the terminal manned?
Hours:

Comment:

If manned less than 24 hours per day ig the
"sign on/off" procedure used as required?

Yes <. No

Comment:

Is the CCH terminal identified when it is being

operated?

Comment:

Do you maintain the terminal responses from CCH
in secure storage files?

Yes No

Comment:

Are the terminal response records destroyed by

burning or shredding when they are no longer needed

or pertinent?

‘Yes No

Comment:

20.21

20.21

20.21(£) (7).

20,21 (£) (9)

20,21 (f)




W

To verify and supporlt the CCH record data base

- concerning the offender, does your agency forward

a set of fingerprints to the Attorney General for

the State central identification files?

Yeg © No * '

Comment:

Are CCH record entries verified by fingerprints
and linked to numeric iwentifiers?

Yes = No

Comment:

Are offense charges properly interpreted and
identified by specific sections of the law?

Yes No

Comment:

Does your department recording process reflect

accountability by specific emplovees who have made

.data entries on criminal history documents?

Yesg - ‘ No

Comment:

20.34(3)
20.31

20.31(c)
20.21(b) (2)
20.34(3)

20.32(a) -

20,21(£) (8)

S
L




C 8.

Do all disposition documents provide for | 20.3(cj
~ 20.21(a) (1)

identification link with the subject offender

prior to entry of information into the computerized-

criminal history (CCH) files?

Yes " No = '~
Comment:

To lmprove guality of CCH data, does your agency 20.2%(a)y (1)

employees conduct routine comparison of source

documents and recorded data?

Yes No = =
Comment:
Are data transaction trail maintained to relate 20,21 a)(])

specific CCH data elements back to offense,

arrest, and disposition documents?

Yes No
Comment:
‘If an expected disposition is not received for 20.33(3)

~ 20.3(c)
the CCH file, does your CCH terminal provide for a 20.37

means to flag the record?

Yes = No -

Comment:



D 1.

Is access to CCH information by means of your 20.21(£) (9)
20.21(b) (1)
terminal limited to criminal justice agencies?

No

.....

Comment:

Is CCH information obtained only in situations 20.21(b) (2)
required by your agency for purposes of fulfilling

legal responsibilities?

Yes ' No

Comment:
~Does your department make CCH inguiries that are 20.21 (b)) (4)

for research purposes?

Yes No

Comment:

20.21(b) (5)
20.21(c) (2)

Does your agency make CCH inguiries for the
checking of convicted arrest records of offenders

for agencies outside the criminal justice community?

‘(e.g., County Commissioners)

Yes No

Comment:




D 5.

Does your agency receive from CCH inguiries
arrest data without disposition or conviction?

Yes No ' -

Commment :

Is your CCH terminal capable of accessing police
intelligence or investigative information as well?

Yes No

Comment:

Does your agency transmit by radio CCH data beyond
that information necessary to ensure adeqguate
safety for officers?

Yes No

Comments:

Does your department use the ORI (Original
Requesting ID NO.) of the requesting agency for

all CCH inguiries at -all times?

Yes No

Comment:

20.21(c) (1)

20.21(c) (1)
20.3(b)

20.21(£) (2)

20.21(£) (1)
20.21(b)




D 9‘
®
@

D10O.
o
o

.. D1l.

Does your department use means to verify the
validity of remote request for CCH information
such as received by phone or radio?

Yes " No '

Comment:

Does your agency disseminate ox inguire CCH
information in accordance with strict right-
to-know and need-to-know requirements?

Yes T No

Comment:

Does the disseminated criminal history
information .contain, in addition to essential
identification data sufficient to identify the

subject of CCH record and notations regarding

the formal criminal justice disposition, comments

on behavioral, anecdotal, evaluative, or
judgemental data?

Yes No

Comnment:

20.21(£) (9)
(6)

20.21(b)

20.3 (b)




D1l2.

D13.

D14.

D15.

Are CCH information disseminated logged
within your agency?

Yegs * NG '

Comment:

Are juvenile criminal hisEory information
contained in your CCH data bank?

YeS"' No '

Comment:

Are your terminals provided with output flag
méssages to indicate restricted dissemination
of criminal history information without
disposition of the charge?

Yes No

Are intelligence/investigative information
not relevant part of criminal history data
excluded from CCH data inquiries originated

from non-criminal justice agencies?

Yes No

Comment:

20.21(£) (8)

20.21(a)

20.21(b) (ii)
20.21(0)(1) 

20.21(fF) (2)
20.21(g) (6)
20.3 (b)




D16 L]

D17.

D18.

Dlg *

Does your agency in compliance to individual's
right to access and review of criminal history
record information extend this review to data
contained in intelligence, investigatory or
other related files?

Yes No

Comment:

How are other agencies, both served and not
served by your terminal, advised of the results
of their CCH ingquiries?

Comment:

Does your agency issue to individual applicant
an official certification of no criminal record?

Yes No

Comment:

Does your agency use specific numeric identifiers

to provide positive identification links between

information disseminated and the hard cover record
of the offender from which the information was
extracted?

Yes No

Comment:

20.21(g) {6)

20.21(b)
20.21(f)

20.21(c) (3)

20.21(a) (1)




D20,

D21,

To help maintain the quality of positive identifi-
cation of the individual, does your agency include

the standard fingerprint classifications with the

CCH inquiries or disseminations?

Yes ..... NO .....

To stabilize the identification link of the
offender in the criminal justice transactions,
does your agency include the State identification
number (SID) in the CCH message?

Yes = - No ©

Comment:

20.34 (3)
20.31

20.34(2)




SSl.

S52.

Ss3.

S84,

Is any person who has been convicted of a felony
crime allowed to operate your department's
terminal accessing CCH data or otherwise have
access to criminal history information within
your department?

Yes ' No " '~

Comment:

Have you performed background checks on your
personnel who have access to the terminal or
criminal history information?

Yes No

Comment:

Is the terminal user identified in the message
when CCH terminals are being used?

Yes No

Comment:

Are all computer terminals programmed to log the

identity of all users, and date of access?

Yes No

Conment:

~11l~

20.21(f)

20.21(£) (5)
(6)

20,21 (£) (5)

20,21 (£f) (1)
20.21(£) (6)




Ss5.

SS6.

SS6a.

Ss7.

Does your department have a current (signed

by ' ) agreement on the use of

CCH data in effect?

Y e. g * N.o .....

Comment

To comply with the rules and regulations, did

your agency complete a certification checklist

with SAC?

Yeg = No

Comment:

Does your department make inguiry whether the
accessing agency has been issued certification to
receive criminal history data?

Yes = No

Comment:

Does your department maintain (ref. #D12)

secondary dissemination logs of CCH inquiries?

Yes No

Comment :

-] 2=

20,21 (b) (3)

20.21(b) (3)
20.23

20.21(£) (6)
(9)

20.21(c)




Ss8.

559,

5810.

If CCH dissemination logs are maintained, are

they periodically verified to ensure the validity

of the requests processed for your department?

Yes No

By whom are the logs reviewed

Comment:

Are logs maintained of identified offenders'
right to access to criminal history information?

Yes No

Comment:

Does your agency have procedures set to provide

for the correction/notification of erroneous CCH

information to Statistical Analysis Center (SAC)?

Yes No

Comment:

13-

20.21(e)

20.21 (e)
20.21(g) (1)

20.21(a) (1)
20.21(qg) (5)
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2.
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GUIDELINES OF OPERATIONAL PROCEDURES
FOR. INDIVIDUAL ACCESS. .AND REVIEW OF
" CRIMINAL HISTORY RECORD TINFORMATION

AUTHORITY - Pursuant to United States Department of
Justice Regulations (28 C.F.R. Section 20.1 et sedq.)
all criminal justice agencies (as defined in 28 C.F.R.
Section 20.3(c¢c)) must insure an individual's right to
access and review of criminal history record infor-
mation for purposes of accuracy and completeness

(28 C.F.R. Section 20.21 (g)).

VERIFICATION OF IDENTITY - Access and review of an indi-
vidual's criminal history record information shall be
permitted only after the individual has presented
satisfactory verification of identity in the form of

a sworn authorization and proof of identity (e.g.,
driver's license, I.D. card). Each criminal justice
agency may optionally require a fingerprint comparison.

ACCESS AND REVIEW

4. Agency, time, and place.

Upon presentation of satisfactory verification, all
criminal justice agencies must permit the individual
the right to examine his criminal history record
information on file. Such access shall only be
permitted during normal office hours unless other-
wise specifically authorized.

b. Copies and Fees.

The individual may obtain a copy of the criminal
history record information at prescribed fees only
when it is the intent of the individual to register
a formal challenge that the criminal history record
information contains erroneous data and the copy is
required to adequately prepare the challenge. The
copy shall be marked or stamped to indicate that it
is for review and challenge only and that any other
use would be in violation of Federal Law (42 U.S.C.
§3701 et seq.).

¢. Counsel.

An individual may allow an attorney to review his-
¢riminal history record information. The indivi-
dual must sign a notarized statement which grants
permission to the attorney to review his criminal
history record information. In addition, the

a?torney must agree to disclose the criminal

history record information only to the individual.



Explanatory Material.

If an entry in the criminal history record infor-
mation is ambiguocus, the individual may submit
explanatory materials and request that explanatory
remarks be added to the record. Entries are ambi-
guous if they tend to lead a reasonable person to
ascribe conflicting definitions to the information.
Explanatory materials may include: written state-
ments; certified copies of official documents; legal
briefs and memoranda; court orders and opinions; or
any other non-printed materials (e.g., photographs,
fingerprint recoxds). ‘

4., CHALLENGE, ADMINISTRATIVE REVIEW, AND APPEAL

a’

" Form and Method of Challenge.

If the individual finds that any of the entries made
in the criminal history record information which
refers to him are inaccurate or incomplete, he may
request the respective agency with custody or control
of the information to amend or supplement that infor-
mation, The individual shall be informed of the
agency's decision within ten working days aftexr the
request. Should the agency decline so to act or
should the individual believe the agency's decision
to be otherwise unsatisfactory, the individual may
request in writing for administrative review of the
decision. The request shall provide a concise state-
ment of the alleged deficiencies of the information,
shall state the date and result of anv review by the
agency, and shall append a sworn verification of the
facts alleged in the reguest signed by the individual.

Each criminal justice agency shall designate an
administrative review officer(s) who will evaluate
each request and shall determine, based upon the
evidence, whether there is prima facie evidence
that the information is inaccurate or incomplete.
Should the Administrative Review Officer find that
there is insufficient evidence, the Officer shall
issue written findings and conclusions which will
state to what relief the Officer believes the
individual is entitled.

)
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b. Corrections and Notification of Error.

If corrections, amendments, or additions to the
criminal history record information are recommended,
such changes shall be entered and the individual
will be provided upon request a list of all non-
criminal Jjustice agencies which have received copies
of the information.

Notice of corrections, amendments, or additions
to the criminal history record informaticn must
be sent to all criminal justice agency recipients.

The names of agencies to which corrections were sent
and the date that the notifications were released
will be recorded by the agency originating the
corrections.

c. Appeal to Privacy Committee.

If the individual wishes to appeal the Administrative
Review Officer's decision to the Privacy Committee, .
"such. appeal shall be governed solely by Chapter 92,
‘Hawail Revised Statutes (Administrative Procedure
Act). The Privacy Committee shall be the final
administrative decision maker from which the
individual may resort to legal remedies.

INFORMATION NOT SUBJECT TO REVIEW - The individual's
right to review shall be limited to criminal history
record information (as defined by 28 C.F.R. 520.3(b))
and shall not extend to data or information contained
in intelligence, investigatory, or other related files
(28 C.F.R. 820.21(g) (6)).
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INSTRUCTIONS TO CRIMINAL JUSTICE AGENCIES

It is envisioned that on occasion, criminal
justice agencies will enter into specific agreements with
individuals and agencies to provide services for the
administration of criminal Jjustice, or to engage in research,
evaluation or statistical activities.

In order to assure the security and confidentiality
of all criminal justice data, the following agreement will be
entered into between the criminal justice agency and the

contracting individual or agency.




* AGREEMENT

THIS AGREEMENT, entered into as of the

day of -, 19 , by and between the

hereinafter referred to as Criminal Justice Agency,

and - , the address of

which is

hereinafter referred to as User Agency,

" WITNESSETH:

In consideration of the mutual promises
hereinafter set forth, the parties agree as follows:

1. Purpose of Agreement. Criminal Justice

Agency and User Ageﬁcy have previously entered into a

separate agreement, dated o : : ,

whereby S o ‘ .

it .;.31




Pursuant to that agreement, Criminal Justice Agency
agrees to disseminate to User Agency all criminal
history record information which User Agency requires
in order to carry out said agreement.

2. Limitations on Use of and Access to

Information. User Agency agrees to limit the use of any

criminal history record information disseminated to it by
Criminal Justice Agency to the express purposes for which
the information was given, as set out in the agreement

between the parties dated ' , 19

User Agency further agrees to limit access
toAinformation furnished by Criminal Justice Agency to
its own employees. Under no circumstances will User
Agency disseminate such information further. When the
purposes for which the criminal history recoxrd information
is disseminated to User Agency as satisfied, such
information must be returned to Criminal Justice Agency.

3. Personnel. User Agency warrants that all

of its personnel have, or will be, so screened as to
prohibit access to any criminal history record information
by "restricted persons." A person is a "restricted person”

if he or she has been convicted of a crime which could

have resulted in a sentence to a federal or state penitentiary,

although requests for extraordinary circumstance exceptions
to this requirement may be granted if promptly submitted

in writing to the Attorney General of the State of Hawaii.




4. Laws and Rules to be Observed. User

Agency at all times will observe and comply with all
Federal, State and local laws or ordinances, and all
rules, policies and procedures promulgated by Federal,
State and local governments 6r their representatives,

in any manner affecting the conduct of its work and the
security and privacy of criminal history record informa-
tion. The pertinent laws; ordinances; rules, policies and
procedures are attached hereto as Exhibit A and incorpora-
ted by reference to this Agreement.

User Agency shall also indemnify and save harm-
less the Criminal Justice Agency and its officials and
employees, as well as the State of Hawaii and its political
subdivisions and any of their employees from any and all
claims arising from the violation of any such 1aw; ordi-
nance, rule, policy or procedure by User Agency or any
of its personnel. o

5. Indemnification. User Agency will indemnify

and save harmless the State of Hawaii and its political
subdivisions and any employees thereof from and agaiﬁst
all claims, demands, actions, suits and proceedings by
others; against all liability to others, including, but
not limited to, any liability for damages by reason of or
arising out of any false arrest or imprisonment or any

cause of action resulting therefrom, arising out of our

~involving any negligence on the part of User Agency

-3 -



or its employees, in the exercise or enjoyment of this
Agreement.
6. ' Sanctions

a. Suspension of Information - Violation of

any provision of this Agreement may cause immediate
suspension of User Agency's authorization to use and
have access to criminal history record information
furnished by Criminal Justice Agency. Reinstatement
will be effected only upon demonstration by User Agency
that the violation did not occur or was corrected.
Final determination as to the reinstatement of the User
Agency so suspended will be the responsibility of the
Attorney Genernl of tbhe State of Hawaii.

b. " Other Penalties - Violation of any laws,

ordinances or rules which User Agency agrees to comply
with will subject User Agency to applicable penalties
in those laws, ordinances or rules.

7. " Termination of Agreement. This Agreement

may be terminated at any time by either party upon
""" days notice in writing served on the other party.

The User Agency certifies that it has read

attachment A; that it knows and understands its requirements;

that it agrees to abide by them.




IN WITNESS WHEREOF, the Criminal Jistice
Agency and User Agency have executed this Agreement as

of the date first written above.

Criminal Justice
Agency:

Bys

Titles

Dates

User Agency':

By

Titles

Dates - ‘ o












