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i. INTRODUCTION

On June 19, 1975; the United States Department of Justice issued rules and
regulations governing the collection, storage, and dissemination of criminal history
records contained in criminal justice information systems receiving federal funds for those
purposes. The State of Illinois is required to submit this comprehensive plan certifying the
present status of criminal justice information systems throughout the State and the

schedule the State intends to implement in order to comply with the regulations.

The issues surrounding security and privacy of criminal justice information systems
were not suddenly thrust upon the State last summer. While this Illinois Plan has
specifically been drafted to meet the requirements of the federal regulations, the

substance of this response has been in the process of formulation since 1974.

1. Definition of a Criminal Justice Information System (CJIS)

A "criminal justice information system" is an organizational concept of people and
devices designed to collect, store, and disseminate information to people in the criminal
justice community who make decisions and to the public at large who are affected by
those decisions. It must operate within and among four major functional areas and four
levels of government. The four major functional areas consist of law enforcement
agencies, judicial agenc'ies (including prosecution, defense, and probation), correctional
agencies (including community-based and field services), and planning agencies. The four
levels of government are: local (where most of the decisions are made), regional, state,
and national.

2, Illinois' Efforts to Develop Uniform‘CJIS Policies

In 1974, the lllinois Law Enforcement Commission (established in 1969 as the state
planning agency for criminal and juvenile justice programs) initiated a fifteen-month
criminal justice information systems survey/planning/implementation project. That
project, among other things, produced several volumes of detailed and technical papers, a
multi-year criminal justice information systems implementation plan, and CJIS Standards.

Some of this information is reproduced in the appendices of this plan.




The criminal justice information planning effort resulted in lfterally hundreds of
recommendations to the Illinois Law Enforcement Commission and criminal justice
agencies at the state, regional, and local levels. Two of these recommendations, however,

are most significant:

| An Illinois -Criminal Justice Information Systems Council (Board) should be
established and vested with sufficient authority to adopt and administer
security and privacy standards regarding the criminal justice information
systems. (See CJIS Standard 8.1, Appendix il.)

2. Illinois should begin implementing the three Comprehensive Data Systeins
modules with federal CDS funds: a Statistical Analysis Center (SAC); the
Offender Based Transaction Statistics (OBTS) and Computerized Criminal
History (CCH) subsystems; and an upgraded Uniform Crime Reports (UCR)

subsystem.

In January of 1975, a report detailing a possible CJIIS/CDS implementation strategy
was proposed to the lilinois Law Enforcement Commission. As a result of this report, the
Commission provisionally approved the CJIS Standards for the purpose of evaluating
applications for federal funds with respect to information systems. All grants, including
discretionary grants, have been conditioned with the requirement that the grantee will
conform to the CIIS Standards. However, the issue of dedication at the state level has
not been resolved, since there has been considerable disagreement concerning the
dedication issue. Therefore, the fact that CJIS Standards have been provisionally adopted
does not imply that the issue of dedication has been settled as far as the Illinois Law

Enforcement Commission is concerned.

The Commission decided to allow a waiver provision. When a grantee wishes to seek a
waiver of specific standards it can apply directly to the Commission. To this date, no

grantee has chosen to do so.




3. The ILEC Advisory Committees on CJIS

In order to more effectively handle the issues raised by the implementation of
criminal justice information systems, the Illinois Law Enforcement Commission estab-
lished two committees--the CJIS Planning Committee, which was clearly a criminal
justice information systems users' group, and the CJIS Policy Advisory Committee, which
was more philosophically oriented and dealt primarily with security and privacy concerns.
The Policy Advisory Committee was to look at the criminal justice information system
-from the viewpoint of all those who would be affected by it, that is, the society as a
whole. The Planning Committee looked at the system from the viewpoint of those

functioning within it, that is, the user segments that in aggregate comprise the system.

On October 16, 1974, the CIJIS Policy Advisory Committee and the Planning
Committee met jointly to discuss the separate reports tf'{ey had prepared for the
Commission. The Policy Advisory Committee's report was in the form of a draft bill, and
it was used as the focal point of discussing the differences between the two reports.
Despite a large area of -agreement and a-considerable amount of compromise and
reconciliation, a number of points of controversy.were irreconciable between the two

Committee reports and required resolution at the Commission level,

a. The Planning Committee -

Many members of the Planning Committee were familiar with the efforts of Project
SEARCH, the National Advisory Commission on Criminal Justice Standards and Goals, and
the National Criminal Justice Information and Statistics Service documented in the

Criminal Justice System and the Guideline Manual: Comprehensive Data System Program.

Some members, in fact, had participated in the work. They recognized that their task was
not to start at the beginning, but rather to consider the implemcntation of the L.LEAA
recommendations and to make them adaptable to the conditions in Illinois.

The Planning Committee decided that the necessary first step in planning for
Comprehensive Data System implementation in Illinois was to conduct a careful review of
the National Advisory Commission's Standards and Goals in order to arrive at an amended
set of Standards for Illinois. Although the report contained significant revisions to the
national Standards, it was consistent with the overall broad strategy. In addition to a
network of digital communication facilities to collect the necessary data, and at the same




time, to provide criminal justice agencies with the necessary data to carry out their
functions, the Planning Committee specifically recommended that the Comprehensive
Data Systems Program be implemented in Illinois.

’ The Comprehensive Data Systems Program deals with the operations on the state
level. It calls for the development of the three separate but complementary modules
noted above. k

L. The Statistical Analysis Center is a professional staff organized to provide
statistical and interpretive analysis of collected data, and to ensure quality
control in the collecting aﬁd‘“re‘porting of data. The Commission approved
funding the Center on January 23, 1976, utilizing LEAA Diséretionary funds.

! 2. The OBTS/CCH System is a methodology for the collection in a centralized
data base of significant data from police, prosecution, courts, and correctional
agencies in order to describe accurately all the transactions with the criminal
justice system of every person arrested on a serious charge. In this scheme,
the data reported in response to a CCH inquiry is a subset of the data
collected for statistical purposes. From the point of view of planning,
resource allocation, and management- of the entire Criminal Justice System,
this is perhaps the most important part of the overall plan. OBTS is a means
for keeping track of offender careers and for providing programmatic and
other statistical management information. Initial funding was approved by the

Commission also last January, using LEAA Discretionary funds.

3. The UCR is a familiar concept by now and there is an Illinois UCR program
already implemented. The UCR complements the OBTS by providing pre-
arrest incident data, as well as data on incidents that do not result in arrests.

The CJIS Standérds adopted for application reviews by the Commission are attached
hereto as Appendix il. The numbering of the Standards in the Planning Committee Report

follows exactly the numbering in the NAC volume on Criminal Justice System.




Standards 1.1 to 1.3 deal with the planning and standard setting processes. Even

though CJIS is not mentioned, they were included in the CJIS Planning Committee report °

because they are immediately relevant in several ways. First, they give the rationale for
the interest and participation of the Commission in the development and operation of a

CJIS. Second, they detail the role of standard setting in the planning process, and in the

granting of funds. Finally, they explain the limitations of standards and the process by

which they are generated and revised. Thus, these first three are important to set the

context in which one should interpret the rest of the Standards.

Standards 3.1 to 3.4 describe the kind of function that is appropriate at different
levels of government. They constitute a more refined statement of the hierarchical
structure of the system that is conducive to the exchange of necessary information in the
criminal justice community.

Standards 4.1 to 4.8 detail the kinds of information services that should be available

to serve the particular needs of a law enforcement agency.

Standards 5.1 to 5.6 describe the information services desirable in Court Information

Systems.

Standards 6.1 to 6.7 describe Corrections Information Systems (including probation)

capabilities.

Standards 7.1 to 7.8 deal with the general operation of the CJIS and with the
operations of the CDS at the state level.

Standards 8.1 to 8.8 deal with the setting and administration of privacy and security
standards. They include:

a. The establishment of the CJIS Board with a description of its responsibilities

and powers;
b. Limits on the dissemination of information about offenders;

C. Processes by which individuals may review and challenge their criminal history
files;

P s




d. The classification of data sensitivity and the granting of personnel security

clearances;

e. Systems' physical security measures;

f. The provision of data to researchers.

It should be noted that these Standards (8.1 to 8.8, 7.4 and 7.5) are most closely

related to the Policy Advisory Committee Report discussed below.
Standards 9.1 to 9.3 deal with technical issues that are immediate consequences of
other Standards. They are all concerned with ensuring the ability to develop a well-

? integrated system.

Standarcljs 10.1 to 10.5 deal with the process of implementation of a state CJIS.
They call for:

a. A legislative foundation for the CJIS;
b.  Establishment of user groups;
! C. Development of a CJIS implementation plan;

d. Flexibility with respect to jurisdictional responsibilities in the face of

economic limitations;
e. Adherence to Standards by grantees.
Standards 1.1 to 11.3 outline relevant considerations for monitoring the total CJIS

= development and component systems and for evaluating the impact of systems on the

administration of criminal justice.

L2 o - N
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For the most ;)art, the CJIS Standards are consistent with the federal CJIS Rules and
Regulations. The CJIS Standards are more restrictive with respect to imposing limits on
dissemination of criminal history record information to non-criminal justice agencies. The
CJIS Standards prohibit dissemina;cions to non-criminal justice agencies altogether, unless
a legal right to know, demonstrated by statute or executive order, and the need to know

such information can be shown. (For a more detailed comparison see Appendix i3.)

While the CDS guidelines and CJIS Standards represent the best current conception
of the needs and processes for the exchange of information, and may in that sense
describe an ultimate system, the system described is not the technological ultimate.
Therefore, it should by no means be inferred that the Standards call for a computer in
every records room. Except for operations at the state level, where computer operations

are a practical necessity, no particular form of technology is specified.

b. The Policy Advisory Committee

At the same time that the Planning Committee was making its studies and
recommendations, a distinguished group of individuals comprising the Policy Advisory
Committee was wrestling with the issues surrounding security and privacy of records
contained in criminal justice information systems. The most conspicuous product of their
efforts was the report which they issued. In reality this "report" was in the form of
proposed legislation which the Committee felt should be enacted by the State. (See
Report of the CJIS Policy Review Advisory Committee, Appendix i2.) |

This proposal constituted a comprehensive effort to legislate the collection, storage,
and dissemination of criminal justice information in toto--investigative and intelligence
information as well as arrest record and criminal history record information. The "report"
included detailed definitions, sections concerning collection and dissemination of criminal
justice and intelligence information, privacy and security of information considerations,
an Illinois Criminal Justice Information Systems Board, audit and public notice

requirements, and civil and criminal sanctions for violations.




An analysis comparing the '"report" (with respect to criminal history record
information) with the provisions of the federal CIJIS Rules and Regulations and the
ILEC/CJIS Standards is attached hereto. (See Appendix i3.) From this analysis it is evident
that the "report" differs with numerous provisions of the federal regulations. Only the

rore significant discrepancies are highlighted here.

For instance, the "report" would impose stricter requirements on computerized
criminal history record information systems than on manual systems. With respect to
disseminating criminal history record information between criminal justice agencies, the
"report" is more limiting and restrictive than the federal regulations and would prohibit
such disseminations in certain cases. Yet surprisingly with respect to access to criminal
history record 1nformaﬁon by non-criminal justice agencies and individuals, the "report"
applies much less stringent criteria and would expand the number of restrictions limiting

such disseminatien.

4. CJIS in the llinois Context

With respect to the Standards and CDS Guidelines, and their implementation, there
are presently seven major criminal justice information systems in Illinois. Three of them
are in law enforcement agencies: the Illlinois Department of Law Enforcement; the
Chicago Police Department; and the Peoria Police Department. Two are in judicial
agencies: the Cook County Circuit Court and the Lake County Circuit Court. The only
major system in corrections resides in the Illinois Department of Corrections. There is
also one regional system, between Rock Island County, lliinois and Scott County, lowa,

known as the Bi-State Metropolitan Computer Commission.

The main means of electronically communicating criminal justice data in Ilinois is
through the Law Enforcement Agencies Data System (LEADS). In addition to the on-line
files maintained in LEADS, such as wanted persons and stolen articlés, LEADS can inquire
for information from the Computerized Criminal History (CCH) files of the Illinois Bureau
of Identification and the files of the Firearm Owners Identification Division (FOID), as

~ well as the drivers' license and vehicle registration files maintained by the Secretary of

State. Through various control protocols, LEADS communicates information with a large
number of Illinois law enforcement agencies, the Department of Corrections, and the
National Crime Information Center (NCIC). LEADS is also used to provide reliabie



‘communications with law enforcement agencies in other states and nations through the
National Law Enforcement Telecommunications System (NLETS) and the Automated Law

Enforcement Communication System (ALECS).

The lllinois Uniform Crime Reporting Program (IUCR), which is also operated by the
Department of Law Enforcement, collects crime incident and arrest data from law
enforcement agencies, computes statistics, reports to the Federal Bureau of Investigation,
UCR Program for the State and in some cases provides those reporting agencies with some

statistical data.

The Computerized Criminal History files are maintained by the Department of Law
Enforcement's Bureau of Identification from paper documents accompanied by fingerprint
cards for positive identification. Arrest data is supplied by law eniorcement agencies.
The courts provide dispositional data on cases directly, and the Department of Corrections
supplies dispositional data which it receives from courts on mittimus documents. In
addition, dispositional data is supplied by police departments when it is gathered by them
from courts. When the offense category matches national standards, the LEADS computer
automatically forwards criminal history information to the NCIC for inclusion in its CCH

files.

The other system operated at the state level of government is the Department of
Corrections' Corrections Information System (CIS). The system is designed to build a file
on each inmate as he or she goes through the reception center process. That file is then
available via remote terminals at the various corrections facilities. Continuing records
are kept on population movements and status changes so that up-to-date records are
available for the day-to-day management of inmate activities. The system also produces
summary reports for use by the Pardon and Parole Board.

Below the state level, the two mos* important systems are, not surprisingly, located
in Chicago., The Chicago Police Department's Crime Information System interfaces with
the LEADS system, and replicates many of its capabilities at the city level. The Cook
County Circuit Court Clerk's Information System is being implemented chiefly as a
calendar management system with video terminals located in various court agencies and

the Cook County Department of Corrections.
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There are three other substantial computerized systems in the Stat‘e. The QUAD
NET system with headquarters in Davenport, Iowa is a metropolitan area law enforcement
system (modelled on the Kansas City ALERT system). The CADOLIS system in Peoria
combines a Computer Assisted Dispatch system that interfaces with LEADS with an On -
Line Information System. Finally, in the Lake County Circuit Court in Waukegan is the
Judicial Automated Records System which is a simple calerjdar management system using

batch nrocessing, with some remote data entry terminals in the clerk's records section.

A common denominator for all these systems is their current inability to
communicate with other agenci=s across criminal justice functional boundaries. There is
not yet any system which provides strong coordination for the automated exchange of
useful information among.interacting police, courts, and correctional agencies. Even
within functional areas, there is often difficulty exchanging information across political or
geographic jurisdictions.

®
a. Department of Law Enforcement

The hub of CJIS Operations in Illinois is the Department of Law Enforcement data
center. Two IBM 370 computers communicate with almost 300 terminal devices (teletype
machines and video terminals) scattered across the state, as well as several other
computer systems. The DLE data system provides Illinois law enforcement agencies with
the following capabilities:

a. Access to LEADS files, such as stolen items and wanted or missing persons;
b. Access to Computerized Criminal Histories;

c. Interface with the National Crime Information Center, which provides similar
capabilities at the inter-state level;

d. Access to drivers' license and vehicle registration files through interface with
the Secretary of State's system;

e. Message routing between the user agencies, as well as with agencies in other
states through the National Law Enforcement Telecommunications System and
Automated Law Enforcement Communication Systems (for five neighboring

states).

-10-



Two controls operate on the LEADS eight on-line files. First, the information
contained in those files may not be used as the basis for an official action. Second, only
the agency which entered a particular record in a file may alter, update, or remove that
record. This maintenance function is not always carefully carried out, and it is important
that inquiring agencies that get "hits" ascertain the validity of the information. In the
light of these two requirements, the importance of the directed message capability of the
LEADS system is apparent. |

During the month of January 1976, user agencies made over 1,900,000 inquires of the
files available through LEADS and used LEADS to send messages 120,000 times. (For
more detailed information on NCIC and incidence of "hits" see Appendix i%.)

The most sensitive data available through LEADS is the CCH which has close
controls on its files. Agencies accessing CCH files are required to maintain tight security
on those accesses. They must keep a logfor three years of all requests for» CCH reports,
includipg the name of the inquirer and the reason for the inquiry. They must agree that an
inquiry will’only be made for a legitimate criminal justice system operation and must keep
their LEADS términal physically secure at all times. In order to ensure accuracy of data,
only data that is accompanied by a fingerprint card is entered into CCH records, and
original copies are kept of all source documents (either paper or video-tape). Arrest data

is supplied in this manner quite uniformly by law enforcement agencies.

However, there are problems associated with the present operation. For instance,
the CCH capability is not fully realized. Of the over one million records managed by the
Bureau of Identification, only one hundred sixty thousand are computerized. Thus the
CCH often fails to respond to users needing criminal histories.

The Department of Law Enforcement's Criminal Justice Information Services Unit
also operates the Illinois Uniform Crime Reporting program. This is the statewide
repository of information on criminal incidence volume in Illinois. Although this system
makes it easier for law enforcement agencies to report criminal incident frequencies by
transferring to the State some of the computational burden, the reports still may not be
sufficiently accurate.

-11-




b. Illinois Departraent of Correction's Corrections Information System

The Corrections Information System is configured on the computer system
maintained.in Springfield by the Managemement Information Division of the Department
of Finance, using remote terminals for on-line entry and retrieval of information, and two -
IBM System III computers for remote job entry. .

The system performs three functions for the Department of Corrections:

I.  The Reception and Diagnostic Component of the system collects information
about ‘the offender as he or she goes through the reéeption process and
produces reports used to coordinate that process further downstream. Also, by
using optical scanning devices, diagnostic tests are scored automatically and
resulting reports distributed. k

2. Using the remote terminals, data is entered daily on population movements and
status changes, so that current information is available by inquiry and report

for the day-to-day management of offender activities,

3. The Pre-Parole Medical Recommendation Module is used to manage medical
examinations .of offenders soon to be eligible for parole, and prepares
examination reports for. the Pardon and. Parole Board. This is not yet

implemented.

The system is deéigned so that necessary information is provided to personnel
throughout the Department of Corrections' system, but the access to information is
controlled by a set of password protocols. Each terminal operator's password controls

which part of the data base he or she may access.

The system maintains an internal log of all transactions by operator terminal,
transaction type, record accessed, and sequence number of the transaction. It is thus
possible to audit the source of all data entered on-line. Information relating to offenders
and clients is audited for accuracy at the various Record Offices and la;ter reviewed by
the Parole Board Office. | | |

-12-




Additional audits are carried out as needed. At the present time, wardens are being
issued print-outs for each offender. The wardens, in turn, will request offenders to audit
data on race, ethnit background, and certain other basic information, such as offense for

current incarceration. These audits will be used to update the system data values.

c. Chicago Police Department Crime Information System

The Crime Information System is configured as a police computer communication
system that allows data entry and retrieval via video terminals located at district and
area headquarters throughout the city. Inquiries may be made to the name file and
vehicle ﬁ.le maintained on the system and are automatically forwarded to LEADS.

Chicago police also have access to the CCH files available, through LEADS, but not
via the system terminals. Rather, police are required to submit written requests and CCH
inquiries are made through a separate LEADS terminal which is not interfaced to the
Chicago CIS.

The Hot Desk vehicles maintenance file is matched with LEADS f{files and

differences adjusted. Present plans are that other audit procedures will be similar.

d. Circuit Court of Cook County Clerk's Information System

The Clerk's Information System is the result of an extensive management analysis
and design process. The system is designed to satisfy the clerk's responsibility to provide
the court and related agencies with the necessary information to coordinate and carry out
the daily functions of the judicial process.

The system uses approximately fifty terrminals to gather and disseminate
information in a timely fashion. Data entry and inquiry/retrieval capabilities will be
available to the Public Defender, the State's Attorney, the Cook County Department of
Corrections, the Probation Department, the Juvenile Division Officer of Court Services,

and the Clerk's Office. In order to ensure the accuracy and security of the files, the data

-13-



entry and inquiry capabilities from various terminals are controlled by an access need
protocol. For example, only Juvenile Division terminals may access juvenile
case/defendant fi‘le's, and then only after the proper password is presented. Only~the Cook
County Department of Corrections may change the tier number in a case/defendant

record. In addition, the availability of the case/defendant file through terminal inquiry

. via a number of indexes will be reported.

All on-line transactions will be logged and daily copies showing data values before

and after data entry will be sent to the originating location the next working day.

For data entered off-line, an error report for illegal data fields will be generated
and returned to the originating agency for correction. Erroneous "critical" data will cause

rejection of the record entry. Otherwise, erroneous data will be supplanted by asterisks.

€. Peoria Police Department Computer Assisted Dispatch And On-Line
Information System (CADOLIS)

The CADOLIS is in the Peoria Police Department and serves two functions:
I.  Computer-assisted dispatching;

2. On-Line information, including LEADS interfacing.

The Computer Assisted Dispatch System provides the dispatchers with the following

capabilities:
a. Upon receiving a complaint, the most relevant data is recorded on-line.

b, With reference to the complaint, the system generatés a recommendation for
patrol units to be dispatched, and records those that are dispatched.

c.  If the dispatcher so chooses, the system assigns an incident number and creates

a skeletal Incident File record, to be completed later by the Criminal Records

section when the officer's incident report has been submitted.
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. d.

The system automatically maintains in the Unit Status File Statistics for each

unit that characterize the performance and work load of the unit.

The system on-line information capabilities may be summarized as follows:

Incident records are maintained by the system until deleted, when an incident

summary is created as an entry in the Proper Name/Item of Interest File.

Both Incident File and Proper Name/Items of Interest File records may be
created apart from the Dispatch System.

Search inquiries can be made on-line to the system's two files.

The system has the necessary capabilities to govern the protocol and message
switching for inquiries to the LEADS system. Name, vehicle license plate and
V.LLN. inquiries to LEADS are automatically formatted. Other LEADS
inquiries must be formatted by the operator.

If a LEADS inquiry is made, the system automatically interrogates its own
Proper Name/Items of Interest File.

The system incorporates a Master Terminal which controls the logging of all

f.

messages in the system. Logs may be kept on the master terminal or on disk, or both. In
addition, the system checks data enteredon-line for illegal fields.

Lake County Circuit Court Judicial Automated Records System (JARS)

Lake County's Judicial Automated Record System is operated by the Lake County

Department of Management Services. The system is built on IBM's Basic Court System.

The on-line part of the system is organized to allow entry and inquiry access to

three files: the basic record docket, which includes general case information, papers
filed, fees, names and orders of the court; the alphabetic name file; and the calender file.

These files are accessed through terminals located in the Clerk's Office.
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The batch process part of the system enables the following capabilities:
a..  The traffic division of the court is provided with punched cards for tickets,
name and address index cards, court case schedules, case jacket labels, and

some financial reports.

b.  The Clerk's Office is provided a general docket index, as well as plaintiff and

defendant indices.

C. Jury processing, registered voter lists, juror lists, mailing labels, printed jury

venue and jury payment checks are provided.

d.  The adult probation department receives active probationer lists, court case

histories and mailing labels.

The system checks for illegal data fields and also rejects exact duplicate data record

entries. Case files are manually audited at the time of micro-filming.

g Bi-State Metropolitan Computer Commission QUAD NET

The Bi-State Metropolitan Computer Commission was created by an agreement
entered into by Rock Island County, Iliinois and Scott County, Iowa. The Commission
consists of five members from each of the county boards and is empowered to operate a
computr:i:‘ system primarily for criminal justice needs, but also to ensure efficiency by
providing services to non-criminal justice users. The Commission is carrying out this

responsibility by implementing the Alert Il system which was developed in Kansas City.

The Alert 1l software is designed to serve as a comprehensivé regional CJIS. Its
Master File can have up to 83 specified records. In addition, for an interim period, the
system will hold a file of vehicle registrations for Scott County, Iowa, until the lIowa

TRACIS system assumes that function.
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These records will be uSer to support four system applications:

f. Master name file;

2. Warrants and Wahts;

3. Stolen vehicieé; v

4. Arrests.

On-line video terminal access to these files will be available to four law

enforcement agencies in Rock Island County and three in Scott County, and thraugh the

county sheriff's offices to other smaller community police departments.

QUAD NET is not qualiﬁed to interface directly to LEADS or NCIC since the Bi-
State Commission is not a criminal justice agency. However, LEADS interface has been
achieved by relaying messages through one of the lllinois termina! agencies (of QUAD
NET) required by LEADS.

The system configuration includes a complete log of all transactions. All agencies
are required to keep a hard copy of all information entered. Sheriffs will keep copies of
warrants and arrests documents for non-terminal agencies they serve. Other data will be

kept by originating agencies.

5. Future Funding Needs in Illinois

Based on the preceeding discussion it is obvious that the following funding requests

can be anticipated:

a. CCH File Conversion - The Bureau of Identification is swamped with paper

files, In order to carry out its mission, the Bureau must go to computerized
files with video file backup.

b.  The DLE Crime Studies Section will request money to upgrade the IUCR.
c.  LEADS will still want to upgrade the terminal devices.

d. IDOC anticipates continuing its OBSCIS Project and will seek additional

federal funds to come into full compliance with this Plan.
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ii. GENERAL REQUIREMENTS

1. Specification of Responsible Agency

In a letter to the Law Enforcement Assistance Administration's Admihistrator
Richard Velde, dated September 26, 1975, Governor Walker officially designated the staff
of the Illinois Law Enforcement Commission to submit this Illinois Criminal History

Record Information Plan. (Appendix iil)

2. Notice to Covered Agencies

On October 7, 1975, letters were sent by David Fogel, the Executive Director of the
lllinois Law Enforcement Commission, to the Director of the Administrative Office of the
Illinois Courts, to the Prlesident of the Illinois State's Attorneys Association, to the
Attorney General, and to the Director of the Department of Corrections informing them
that their respective agencies are covered by the federal regulations, offering them
assistance in preparing their certification sections of the plan, and requesting that their
certification statements be submitted at least one month before the filing deadline.

On October 20, 1975, Executive Director Fogel contacted all the police agencies in
the State in a memorandum to all Chiefs of Police and Sheriffs explaining their obligations
under the federal regulaﬁons, requesting them to communicate any problems or concerns
regarding the regulationé, and oifering them assistance in writing their certification

statements. (See Appendix ii2.)

The Illinois Department of Law Enforcement held 49 Security and Privacy Seminars
throughout the State between October 6, 1975 and March 2, 1976. Detailed presentations
on handling and utilizing computerized criminal histories (CCH), the proper use of the new
disposition and fingerprint forms, and the requirements and implications of the federal
security and privacy regulations were discussed. More than 2200 persons attended. In all,
1,095 criminal justice agencies were consulted, including police departments'; sheriff's
offices, the Illinois State Police, and State's Attorneys offices. Additionally, more than
240 judges, circuit clerks, railroad police, and college and other security police attended

the various seminars.
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In mid-February 1976, all the criminal justice agencies in the State of Illinois except
the courts and state prosecutors, were again notified of ‘their obligations to comply with
the federal regulations and were sent copies of the latest certification form and
information statements supplied by LEAA. Furthermore, the Illinois Law Enforcement
Commission notified all of its grantees (other than those criminal justice agencies already
notified) which received funds for collecting, storing, or disseminating criminal history
record information since July 1, 1973 that they would have to certify. For example, those
courts and probation deparfments receiving funds were notified of their obligations under
the federal regulations.

3. Scope of Iilinois Plan

The.requirements of the federal regulations as applicable to this Plan cover all
criminal justice agencies (as defined in section 20.3(c)) in the State of Illinois which have
received federal funds for the purpose of collecting, storing, or disseminating criminal
history record information (as defined in section 20.3 (b)) except those "criminal justice"
agencies under the auspices of the State Attorney General and the Administrative Office
of the Illinois Courts.

The Attorney General of the State of Illinois has taken the position that his office
does not collect, maintain, or disseminate criminal history record information.
Furthermore, it is his view that the operation of his office "is not effected by the
Regulations except to the extent that we must comply with Criminal History Record
Information User Agreements." (See letter of James B. Zagel, Chief of Criminal Justice
Division to Executive Director David Fogel, Appendix ii3.)

The Director of the Administrative Office of the Illinois Courts has taken the
position that "the regulations seem to provide for a rather limited application to¢ the
courts.” (See letter of Roy O Gulley to Executive Director David Fogel, Appendix ii3.)
Moreover, "the requirements concerning confidentiality contained in the regulations would
be contrary to existing' lllinois law governing the public nature of court files and

records..." Id. Since the regulations involve a major policy question "which can only be

resolved by the lllinois legislature, preparation of a court's portion of ILEC's criminal
justice information plan by (the courts) is not possible, at this time." Id.
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Therefore, the following discussion of the Illinois Criminal History Record
Information Plan does not integrate the Oiffice of the Attorney General or the Illinois
Courts (or probation departments under the courts) in the procedures for ensuring
completeness, accuracy, confidentiality, security, and individual access to criminal
history record information. .

TS PGITETRBPIRET AR .
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A. COMPLETENESS AND ACCURACY

Local criminal justice agencies in Illinois do store and do disserninate criminal
history record information. It is clear that the Federal Regulations require that they
include all dispositions available -- at least all that occur within the jurisdiction
corresponding to the area for which they are directly responsible --and that they must
develop and implement procedures to comply with the query before dissemiration rule to

ensure transmittal of current information.

Where such local repositories of criminal history data remain in operation beyond

“ March 16, 1976, procedures will require that ‘disposition data be obtained directly from the

‘State Central Repository rather than from a local recording agency. The State Central

Repository has already advised all criminal justice agencies at both the state and local
levels of the existence of the federal regulations and of their implications for all
repository users. In addition, the State Central Repository will prepare model operational
procedures to assist local useré,in developing their own internal regulations in compliance
with the federal standards pertaining to completeness and query before dissemination. The
model procedures will be available by July of 1976.

1. Complete Disposition Reporting

The State Central Reposvitory is authorized by statute to collect, maintain, and
disseminate criminal history record information. (Ill. Rev. Stat., chapter 38 section 206,
Appendix Al.) This statute, among other things, authorizes the State Central Repository
to use the Bertillion system and fingerprint system as systems of positive identification
for criminal history record information. In addition, the law requires‘that "all policing
bodies" in Illinois furnish the State Central Repository with daily copies of fingerprints
and descriptions of arrested persons. If a person is acquitted or released without being
convicted the law requires that all records of identification be returnéd. Moreover, any
such persons who have not been previously convicted of any criminal offense may petition

to have the record of arrest expunged from the official records of the arresting authority.




The statute also mandates that the State Central Repository furnish its records to
peace officers of Illinois, the Urited States, other states or territories, and duly
authorized foreign countries. Howlever, such releases must be predicated on signed
certificates to the effect that the information is necessary for and will be used solely in
the administration of criminai justice. Moreover, release of such information by the State
Central Repository to any ndn-authorized person, bureau or institution constitutes a Class

A misdemeanor.

In order to meet the disposition reporting requirements of the federal regulatio("}s, '

the Illinois Legislature recently amended chapter 38 section 206 by House Bill 1365
(Appendix A2). The purpose of the new amendment is to ensure "complete and accurate
criminal records within the Bureal of Identification of the Department of Law
Enforcement." Hence it is now necessary for the clerks of the circuit courts and State's
Attorneys to submit disposition information to the State Central Repository to update
arrest records. All information required by this statute must be furnished to the State
Central Repository within 30 days of a decision not to file a criminal complaint after
arrest or within 30 days of final dispesition of the case. Thus, Illinois has chosen to cut to
one-third the mandatory disposition reporting time found in the iederal regulations with
respect to the courts and State's Attorneys Offices. With respect to the other criminal

justice agencies, the federal 90 day requirement will be met, as discussed below.

In order to meet the disposition reporting requirements of the federal regulations,
the need for additional facilities and staff becomes manifest. Therefore, the State
Central Repository has applied for funding and it is expected in the very near future that
grants will be awarded for continued development and implementation of OBTS/CCH in
conjuniction with the federal rules and regulations. It should be noted however, that these

current proposals will cover first year funding only and it is estimnated that an additional 2
years of funding will be absolutely essential to fully complete the task.

a. Police

All law enforcement agenciés in the State of Illinois'are‘required to submit Arrest
Fingerprint Cards to the State Central Repository. (See Appendix A3.) Arrest Fingerprint
Cards are being received at a rate of approximately 1000/day and range from 24 hour
submission to 30 days, and the Bureau of Identification responds with a criminal history

transcript.
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All Arrest Fingerprint Card information will be entered into CCH within a five day
turn-around-time, from date of receipt to the transmission or mailing of a transcript to
the Arresting Agency and the involved State's Attorney. The entry of this data into CCH
will initiate the Audit Trail and monitoring system.

A copy of the Arrest Fingerprint Card is forwarded to the State's Attorney, with the
complaint and/or case information. The booking charges are listed by Arrest Charge
Numbers, statute citation, and classification. Reportable offenses can be found in the
Appendix. (See Statute Reference Table, Appendix A4.)

b. Prosecutors

Prior to October 1, 1975, chapter 38, section 206 did not require prosecutors or the
courts to submit final dispositions. Most of the dispositions that were received by the
Bureau of Identification were obtained through law enforcement agencies resulting in
many arrest records entered on criminal history transcripts without prosecution and court
dispositions. Such a predicament caused a situation whereby arrest records could not be
automatically purged (a requirement of Chapter 38-206-5) because the State Central
Repository lacked decision méking information; i.e., was the accused released, dismissed,
acquitted, or convicted?

Under the present legislation, as amended, requiring mandatory disposition reporting
from the prosecutors and th_e courts within 30 days after the date of final disposition, the
federal CJIS rules and regulations will be met. The system will be implemented by the

end of March 1976 at which time data will be entered daily into CCH, as well as manual
records,

The State's Attorney, upon receipt of his or her copy of the Arrest Fingerprint Card,
will initiate the Disposition Report as defined in the Form Definition Section (Appendix
A3). For audit trail and cross-auditing purposes, the Document Control Number,
defendant's name, date of birth, arrest date, sex, and race are transcribed from the Arrest
Fingerprint Card to the Disposition Report header.
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The State's Attorney Disposition is sirnply filed or not filed, charge by charge with
disposition date for each charge. This minimum information is not quite in conformance
with the minimum requirements of OBTS. However, after the first year, it is expected

that more specific disposition information will be included on the form.

The Arrest Charge Numbers preprinted on the Arrest Fingerprint Card are also
preprinted on the Disposition Report for prosecutor and court dispositon for tracking
purposes, providing a history of the charge itself as related to the Document Control

Number and hence the defendant.

If the State's Attorney decides not to file on any of the Booking Charges he or she
enters “"charge not filed" by corresponding arrest charge number, dates each charge

disposition, and forwards the Bureau's copy to the State Central Repository.

CIf the State's Attorney files by Booking Charge, he or she checks or "X's" the charge
filed box, enters the citation, charge description and date filed, and files the form with
the Circuit Clerk with the formal complaint and/or other instruments. (See Appendix A3.)

If the State's Attorney decides not to file on some charges and desires to make a
change to the charge, he or she enters the charge on the corresponding line and arrest
charge number as the Booking Charge, "X's" or checks charge filed and enters the date and

case number.
C. Trial Courts

The Disposition Report for the courts is a combined form for prosecutors and the
courts. That is, if the prosecutor terminates all charges the case is considered closed and
the disposition is sent to the State Central Repository. However, if some or all of the
charges are filed for prosecﬁtion, court clerk copies containing the prosecutor's intent are
forwarded to the Court Clerk along with the filing of the formal complaint.

After a verdict has been rendered, the clerk enters the information by charge. Since

the form also contains information regarding sentencing if convicted of some or all of the

charges, the Court Clerk enters this information along with bonding information.
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If the offenses for which the defendant was charged differ from those filed by the
prosecutor, the Clerk must enter these new charges by corre§ponding charge numbers
found in the prosecutor's section of the form, as well as the disposition and date.

Sentencing information is entered in a like manner.

A revision copy of the Disposition Report is retained by the Clerk along with the

Clerk's copy to cover appellate decisions, probation, and parole revocations.

The confining institution copy of the Disposition is forwarded with commitment
papers to the confining institution. If the defendant is sentenced to probation the
Confining Institution Copy is forwarded to Court Services. The State Central Repository
Copy is forwarded after all sentencing information is entered by the Clerk and the

individual is remanded to an institution.

d. Appellate Courts

If a case is appealed, the appellate court returns its decision to the court of original
jurisdiction. If the appellate court's decision has the effect of changing the disposition
sent to the State Central Repository, a revision copy of the disposition form retained by
the Court Clerk is forwarded to the State Central Repository after the status change has
been entered on the disposition form.

e. Probation

The sentence of probation is reported on the disposition form discussed above. In
addition, if probation is revoked or if the subject is discharged from probation the court
clerk simply uses the "revisions" copy of the disposition form and submits the subject's
current status. It should be noted that probation is a function of Court Services and
Probation Officers are under the courts.

In Cook County, dispbsition reporting will be via the Circuit Clerk's Information

System and therefore, the Disposition Report will not be used. Each month a computer
tape will be sent to the Bureau of Identification for processing against CCH.
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f. Correctional Institutions

"Correctional Institutions" refers to state and local sheriff's facilities where felons
are committed to state penal institutions and misdemeanants are remanded to the County
Jail. However, in some caSés ‘misdemeanants reside in the State Correctional Institution
in Vandalia. In either case, these institutions must report via a Custodial Fingerprint Card
which is sent to the State C‘ent}ral Repository upon receipt of the resident along with the
Confining Institution Copy of the Disposition Report. (Appendix A3) Additionally, these
institutions report status changes such as release or discharge. At the state level,‘ when a
resident is released on parole it is reported to the Bureau of Identification via status
copies of the Custodial Fingerprint Card. Likewise, parole revocation is reported as well

as final discharge.

Note here, that the language of the current statute does not require either the
correctional institutions or the Board of Pardons and Parole to report resident status.
However, reporting by these agencies has occurred for some time now and is expected to

be formalized by statutory revisions in 1976.

In any event, cost limitations will prohibit the Illinois Department of Corrections
from fully implementing disposition reporting procedures until September 1976,

g- Parole
Explained above along with Correctional Institutions.

2.  Query Before Dissemination

It is a mandatory requirement for all criminal justice agencies authorized to have
access to criminal history record in’formation collected and maintained by the State
Central Repository to quetry the repository before disseminating such information. This
mandatory provision will be enforced by requiring all criminal justice agencies with
authorized access (regardless of whether or not they have received federal funding) and all
individuals or agencies providing services for the purpose of administering criminal justice

to sign a User's Agreement. (See Appendix A5.)
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The User's Agreement, inter alia, mandates strict compliance with all present and
future federal and state laws and regulations, with all rules, procedufes, and policies
adopted by MCIC, and with all rules, procedures, and policies adopted by the Department
of Law Enforcement. "Before disseminating criminal history record information, User shall
inquire from the State of Illinois Central Repository to ensure that only the most current
disposition data is being disseminated." If the user criminal justice agency were to
disseminate criminal histories outside of its agency, without first inquiring from the State
Central Repository, that practice would be a violation of the federal regulations and the
user agreement, per se, and would result in immediate suspension of services from the
repository, as well as possible liability for a $10,000 fine and fund cut-off by the Law
Enforcement Assistance Administration. '

Additionally, a notice making agencies aware of mandatory query will be preprinted
on the criminal history trénscript to serve as a reminder to them. Systematic auditing
procedures will be structured such that, through logging procedures, agencies will be
audited for mandatory query using their dissemination logs compared to the records they
maintain. Any criminal history transcripts on file will reflect the date of issuance which

can be compared to the date of dissemination.

Over 250 agencies now have the capability to query the CCH files before
dissernination. These agencies are validated and logged at the time the query is made.
The Department of Law Enforcement will have overcome all technical difficulties with
respect to this procedure by July 1, 1976. The Department of Corrections, on the other
hand, has found that it cannot have the mandatory query provision implemented because
of financial limitations. According to their certification, this will be fully accomplished
by December 1976.

Since the Bureau of Identification is still in the file loading stage, the User
Agreement will provide for mandatory query if, and only if, the record is on the CCH {ile.
In addition, administrative message inquiries for record checks are answered wiihin an
hour. However, if an exigency arises, agencies are authorized to check local records
without first querying the State Central Repository.
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The State Central Repository is presently experimenting with a facsimile system in
Cook County to reduce turn around time to one hour for bond hearings. Cook County
Judges want the complete "RAP" sheet for bond hearings to make more realistic decisions
on defendants that come before them: If this system functions properly to rﬁeet this goal,
it will beeexpanded to five court districts in Cook County including Chicago which will

cover a major part of the State.

3. Accuracy

The requirement of the Certification of Complaince has three impertant aspects:

a. internal verification of CCH records;
b.  internal verification of manual criminal history records;
c. -record verification of agency records which is basically tied into individual

right of access and review when such reviews are necessary or filed.

It is a simple procedure for a terminal operator to verify completely the data
entered into CCH. This is éccomplished on the cathode ray tube (CRT) just prior to
sending the record to the CCH file. Follow-up verification is connect'e_d‘with internal
manual record verification by taking a random sample approach on CCH, and by output of‘
a tab of those records to be audited. From the tab the Quality Assurance and Program
Evaluation Unit audits manual records against computerized records. The sample size is
determined from making use of the UCR Audit Manual or texts on the subject, to ensure
an acceptable reliability level as approved by LEAA in their evaluation of the funded

OBTS/CCH Component.

It goes without saying, that agency verification cannot be isolated from monitoring
since both are interrelated to the extent that a random sample of current arrest records
entered will also indicate the lack of disposition data from subsequent functions of the

criminal justice system. Therefore, completeness is involved in both monitoring and

accuracy verification.
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Similarly arrest records fhat do not have disposition transactions will be included in
the above-discussed monito’ring‘subsystem. If a case has been dropped or disposed of in
some way and still not pending prosecution then the arresting agency is contacted. The
policy that the Bureau of Identification has been operating under since the end of February
1976 is that Arrest Fingerprint Cards are not to be submitted to the State Central

Repository unless the police disposition is:

Arrested and held forv prosecution;
The arrestee must be 17 years of age or older;

c.  The booking charges must be a felony, Class A or B misdemeanor, or certain
motor vehicle offenses.

This policy is reflected in the revised legislation on disposition reporting and CCH.

The offenses meeting these requirements is attached as an Exhibit in Appendix A4.

~ While accuracy verfication procedures will be fully operational on March 16, 1976,
as .certiﬁed by the Department of Law Enforcement, it should be noted that cost
limitations will prevent theA'ADepartment of Corrections from meeting this date. Accuracy
verification procedures should be operational by January 1977.

At the present time software for delinquent disposition monitoring is being
developed and Will be implemented March 1, 1976. At the end of each 30 day period a tab
will be printed out for the field staff to follow-up by agency contact to obtain the
unreported dispositions. If the case is found to be pending, an entry will be made into the
CCH with the date of last agency contact. Of course; if a disposition is obtained, this
transaction is entered into CCH and the disposition is filed in the criminal history jacket.

When an arrest report is entered into CCH, the monitoring system is initialized and
dated. If a Disposition Report has not been received within 60 calendar days, the
transaction is printed out in tabular form for the field staff. If the field staff obtains the
disposition, it is entered into CCH and automatically removed from the monitoring system’
with an entry made for custodial record. If the custodial record is not received within 30
days, the record is tabulated and routed to the field staff. This process continues until all

documents are received or the arrest record is flagged so as not to be disseminated to
unauthorized non-criminal justice agencies.
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In cases where a court disposition has not been received for one year a special tab is
printed out. This special tab is printed monthly, if required, so that the field staff may
obtain legal grounds for expunging the arrest records.

A similar situation arises pursuant to the language in Chapter 38, Section 206-5.
This section requires that "all photographs, fingerprints or other records of identification
so taken shall, upon the acquittal of a person charged with the crime or upon his being
released without being convicted, be returned to him." The Bureau's interpretation of this
language is that for a first offender (NO RECORD) or a recidivist, the arrest record must
be expunged without a court order. Such records are to be returned to the defendant

based upon the following administrative rules:

(1) © If there is currently pending against the individual a subsequent arrest record
which may or may not be related to a prior arrest and charges, the individual
must apply. for return of his or her record(s).to the Superintendent of Bureau of

Identification;

(2) If the dismissal is appealed by the People, no return shall be made until the
appeal has been completed. If the finding is against the individual, the record -
shall remain. If the finding is in favor of the individual, the record of arrest

shall be expunged.

This particular language in the statute is ambiguous with respect to which agency
shall return what records, the local arresting agency or the State Central Repository. The
language is not clear since it is out of context with a lengthy paragraph describing the
collection of information from local agencies and expungement of first offender records
by court order. Consequently, an opinion from the Attorney General of Illinois may be
needed to clarify the statute. Depending on that ruling, a change in administrative policy

may or may not be effected.

When data collection documents are received, the clerical support staff of CCH and
the manual system, edits all data elements. If data is missing or cannot be interpreted the
document is copied, filed in a follow-up file, and the original is assigned to the Quality
Assurance Staff to contact the agency for clarification. After all data has been properly
obtained the Quality Assurance Unit forwards the original to the Editing Staff which in
turn reviews, pulls the copy to be destroyed, and releases the original for entry.

Delinquent disposition monitoring will be fully cperational on May 1, 1976.
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4 Notification of Errors Procedures

_ From the discussion in the instructions accompanying the federal regulations, it is
assumed that the logging procedures are to be finalized at this point of the State Plan,
rather than being included under the Audit and Quality Control part of the'C‘ertiﬁcation
Checklist.

*

The logging sub-system is part of the CCH records and is being programmed
presently. When an agency queries the CCH system and obtains a "hit," the agency's
terminal code number and date will be entered as a separate segment of the individual's
record and dated. A shmmary of the individual's criminal history record information will

be transmitted.

When an inquiry is made by telephone, administrative message, letter, or submission
- of an arrest figerprint card, the CCH terminal operator will make the dissemination entry.
An automatic transcript that is already addressed to the inquiring agency will be printed

out.

From another viewpoint, suppose that the individual is not on CCH but a manual
search reveals a record. The logging is accomplished on CCH because the identification
segment and arrest segment of the last event will be entered to establish the record. The
remaining jacket information will be reviewed for completeness and entered within normal
operating procedures. Only that data which meets the requirements of the federal rules

and regulations will be entered.

Disseminations due to an error will be entered into the dissemination log (CCH) by
code, and the record in error will be corrected on CCH and the manual system and will be
flagged on corrected transcripts disseminated to all agencies (including non-criminal

justice agencies) logged as having received such information.

Systematic audits for notice of errors will be fully implemented by July 1, 1976.
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B. LIMITS ON DISSEMINATION

1. To Authorized Categories Only

By July 1, 1976, the State of Illinois will totally limit the dissemination 6.1? criminal

history record information to only those exceptions found in the federal regulations.

2. Applicable Limits and Sanctions on Criminal Justice Agencies -

All ceiminal justice agencies authorized access to the State Central RepéSitory's‘

manual or computerized records shall sign a User Agreement made between the user
agency and the Department of Law Enforcement. (Appendix A5 ) |

Under this agreement, not only must the criminal justice agency, itself, be in total
compliance with the federal regulations per this Plan, but so must any other potential
individual or agency to which the user criminal justice agency might disseminate criminal
history record information. For example, if criminal justice agency A (which has received
federal funding) has signed a user agreement with the Department of Law Enforceme‘nt,
and criminal justice agency' B (which has not received federal funding or signed a user

agreement with the Department) requests A to provide B with criminal hisfoty record

information, A must first query the State Central Repository before disseminating to B. .

However, if B is not in conformance with the federal regulations, even though B has not
received federal funding, A may not disseminate to B since A could not ensure the

confidentiality of the information once B obtained it. Therefore, if B wants to obtain‘

criminal histories from A or provide criminal justice services for A, it must first come
into compliance with the federal regulations and sign a user agreement to that effect with
A. If A were to disseminate to B, A would be subject to immediate suspension of services
with the State Central Repository as well as possible liability for a $10,000 fine and

funding suspension under the federal regulations.

In addition, there are statutory, restrictions in Illinois limiting dissemination by the
Department of Law Enforcement that far exceed the limitations imposed by the federal
regulations. No file or record may be made public under the law, "except as may be

necessary in the identification of persons suspected or accused of crime and in their trial
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for offenses committed after having been imprisoned for a prior offense..." (For complete

text of Chapter 38 section 206-7, see Appendix Al.)

3. Eligibility Validation Procedures

All agencies authorized access to criminal history record information will be
maintained on a computerized table, such that, when an inquiry is made remotely or
within the State Central Repository, the agency is validated and the inquiry logged. The
Denartment of Law Enforcement periodically prints and updates this table of all agencies
qualified to receive criminal history record information, which is sent to all law
enforcement agencies. Moreover, the user agreement that all users of the State Central
Repository are required to sign states that "(b)efore this agreement may take effect, User
must be certified by DLE as Ei bona fide recipient and donor of criminal history record
information."”  Therefore, disseminationn of criminal histories to agencies not under
contract agreement or not in compliance with the regulations or not on the Department of
Law Enforcement's validation list will result in immediate suspension from the files of the
State Central Repository and possible federal liability under the regulations.

4. Non-Criminal Justice Recipients

Agencies disseminating criminal history record information to non-criminal justice
government agencies, private agencies, and researchers must make contractual
arrangements similar to those required for criminal justice agencies. Such agreements
also provide that all copies of disseminated information be returned to the disseminating
agency “once the information is no longer needed to effectuate the purposes for which it
was originally disseminated."

Authorized non-criminal justice agencies will be required to sign a User Agreement
with the Department of Law Enforcement and they will be validated the same as criminal
justice agencies by an automatic look-up table in CCH.

It should be understood that non-criminal justice agencies do not have remote access
tc Computerized Criminal Histories. Applicant Fingerprint Cards are processed through
the State Central Repository the same as an arrest. However, CCH is used to validate the
agency, In a similar mannér, mall inquiries by name are processed making use of the

validation table and criminal record log prior to dissemination of a transcript.
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a. Restrictions On Secondary Dissemination by Non-Criminal Justice Agencies

Secondary dissemination by non-criminal justice agencies is prohibited as specified
in the User Agreement. As part of the User Agresment, non-criminal justice agencies will
be restricted regarding use of criminal history record information to collect, receive,
store, use and disseminate such information in strict compliance with the federal
regulations; ie, section 20.21{c)2). ‘

The User Agreement further ensures that a non-crirninal justice agency will use the
criminal history record information only for the purposes for which it was given and that
the non-criminal justice agency will not further disseminate criminal histories. This is
done by holding the criminal justice agency disseminating to the non-criminal justice
agéncy 1iablc? for negligently failing to prevent the non-criminal justice agency from

further disseminating the information. This section of the User Agreement reads:

"Liability for Dissemination. User shall be responsible for ensuring that data
contained in criminal history records disseminated by it to non-criminal justice
agencies or individuals is not further disseminated by them and shall be liable for
any loss, cost, expense, and damage resulting from any negligence on the part of the
User to prevent any such further dissemination." '

A list of authorized non-ériminal justice agencies follows. It is expected that LEAA
will evaluate this list of agencies and make a determination that will affirm the State
Central Repository's decisions regarding compliance with this subsection of the rules and
regulations.

Authorized Non-Criminal Justice Agencies

L. Department of Registration and Education - Detectives and Investigators,
Chapter 38, Section 201-10b(4), lllinois Revised Statutes, 1975.

2. Department of Mines and Minerals - Explosives in General - Chapter 93,
Section 152.3, Illinois Revised 3tatutes, 1975.

3.  Horse Racing Act - Illinois Racing Board, Chapter 8, Section 37c-2; Harness
Racing Act, Section 37S-16a, and Quarter Horse Racing Act, Section #19,
Ilinois Revised Statutes, 1975.



4

74

10.

Li.

12.

13.

14,

Board of Fire and Police Commissioners - Appointed Officers In All
Municipalities, Chapter 24, Section 3-6-5 (Auxiliary Policemen) and Section
10-2.1-6.1, 1llinois Revised Statutes, 1975,

Dangerous Drug Advisory Council - Dangerous Drug Abuse Act, Chapter 91/,
Section 120.6-6-1, Illinois Revised Statutes, 1975. »

Liquor Control Commission - State Control Commission, Chapter 43, Section
108(3) and Section 120, Illinois Revised Statutes, 1975.

U.S. Civil Service Commission - Executive Order 10450 and Section 1304 of
Title 5, U.S. Code.

Tennessee Valley Authority - Executive Order 10450,

U.S. Government Generally on Personnel Investigations - Executive Order
10450. ‘

Military Police, Title 10, Section 504, U.S.C.; Supplement 2 Privacy and
Security Planning Instructions.

Department of Revenue - Bingo License and Tax - Chapter 120, Section
1101(7) (a) (c), lllinois Revised Statutes, 1975.

Office of Investigations - U.S. Department of Agriculture, Office of
Investigation. See LEAA Rules and Regulations, Appendix, Commentary on
Section 20.3(c). ‘

Legislative Investigation Commission - Illinois Revised Statutes, 1975, Chapter
63, Section 301 - 319 (ref. Section 310).

Railroad Police - Chapter il4, Section 98, Illlinois Revised Statutes, 1975,
authorizes railroads to provide themselves with a police force such as may be
found necessary to aid and supplement the police force of any municipality.
That Statute further provides that the members of such railroad police force

have the same police 'powers as those conferred on police of cities.
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U.S. Department of Labor - Federal Register, Volume 40, Number 98, Part 4,

15.
Appendix.

16. U.S. State Depaftment - Federal Register, Volume 40, Number 98, Part &,
Appendix.

17.  Accident Investigation Unit - Illinois Department of Transportation, Chapter
95 - 11 - 414, 1llinois Revised Statutes, 1975.

18. Kane County Diagnostic Center - Chapter 38, Section 1005 - 3 - 2, Iliinois
Revised Statutes, 1975.

19.  Chicago Gun Control Section - Section 11.1-15, Municipal Code.

20. Health and Hospitals Governing Commission of Cook County- Security Police,
Chapter 34, Section 910, Illinois Revised Statutes, 1975.

b.  Service Agencies Under Contract

Subsecti  20.21{b)(3) of the rules and regulations requires that a contractual

agreement b¢ ...uted as part of a service contract wherever individuals and agencies are

contracted to provide services required for the administration of criminal justice.

Under normal circumstances such services have not been requiryed in the past by the

Department of Law Enforcement and will not be required in the foreseeable future.

However, if a situation does arise whereby contractual services for the administration of

criminal justice are needed, the service contract is already included in the User

Agreement. (Appendix A5) - Other criminal justice agencies will employ their own, but

similar, user agreements to bind service agencies to the provisions of the federal

regulations. This will be effective by July 1, 1976.
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C. Research Organizations

At the present time research organizations have not been requesting access to
criminal history record information. However, in the past it has always been a policy of
the Bureau of Identification to deny all such requests based upon Chapter 38, Section 206
of the Illinois Revised Statutes, which requires that criminal history record information be

disseminated to authorized law enforcement agencies as follows:

"Such information shall be furnished to all peace officers of the United States,
of other States or territories, of the Insular possessions of the United States,
of foreign countries duly authorized to receive the same, and to all peace
officers of the State of Illinois."
- However, from another part of this legislation, subject to the Attorney General's
opinion, the following seems to authorize the use of criminal history record information

for research purposes:

"The Department shall procure and file for record, as far as can be procured
from any source, photographs, all plates, outline pictures, measurements,
descriptions and information of all persons who have been arrested on a charge
of violation of a penal statute of this State and such information as is
necessary and helpful to plan programs of crime prevention, iaw enforcement
and criminal justice, and aid in the furtherance of those programs."
The Bureau of Identification expects to receive an opinion in the future to clarify
the State Central Repository's position with respect to an obvious conflict between the

regulations and the existing State legislation.

In any event, the Department of Law Enforcement has prepared a model non-
disclosure agreement for researchers, which can be found in Appendix Bl. Under the
terms of this agreement the researcher would make a formal written application to the
criminal justice agency for specific items of criminal justice information. The researcher
will be prohibited from receiving any data which is identifiable to an individual unless the
criminal justice agency specifically rules that the proposed research program "has
conclusively demonstrated that access by individual name is indispensable to conducting

its research, evaluative, or statistical program.”
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In those rare cases where identifiable information would be released the agreement
imposes strict standards for ensuring confidentially. Specifically, dissemination "to any
other agency or individual not immediately concerned with the research program shall be
totally prohibited under any circumstance." Moreover, the researcher must return all data
received, must refrain from copying any materials, and must certify in writing to that
fact. Sanctions include, but are not limited to, immediate recall of all information
disseminated as weli as cessation of all future access to criminal history record

information.

5.  Restrictions On Dissemination Without Disposition

The State Central Repository has procedures requiring the review of criminal history
record information before dissemination of such information to a non-criminal justice
agency. Records in the CCH file will be flagged to alert Repository personnel that the
arrest record exceeds the one -year rule. Previously, it was stated that non-criminal
justice agencies do not have access to CCH via terminals. All such requests are received
by the Bureau via the mail service. The monitoring system in conjunction with the field

staff will determine whether or not a flag will be placed on a record due to the one year
rule.

Futhermore, as already discussed, Illinois has an automatic expungement of arrest
records statute for acquitted "first offenders." (See Chapter 38 section 205-5 of Iil. Rev.
Stat., Appendix Al.)

6. Restrictions On Confirmation of Record

The State Central Repository's policy and procedure requires that inquiries be
validated by a validation table and follow-up phone call confirming the identity of the
requester prior to the dissemination of information including the confirmation of the
existence or non-existence of a criminal history. Only those agencies that are authorized
appear on the validation table. '

7. Restrictions On Juvenile Record Dissemination

The State Central Repository is not authorized by statute to maintain juvenile
records except where a juvenile is prosecuted as an adult. (Chapter 37 section 702-8 (2) of
the Juvenile Court Act, Appendix B2.)

-38-




Illinois, under the state's Juvenile Court Act, has statutory provisions concerning the
dissemination of juvenile records which comply with or exceed those required by the

federal regulations. For instance:

"The records of law enforcement officers concerning all minors under 17 years of

age must be maintained separate from the records of arrests and may not be open 1o

public inspection or their contents disclosed to the public except by order of the

court or when the institution of criminal proceedings has been permitted under

Section 2-7 or such a person has been convicted of a crime and is the subject of pre-

sentence investigation or proceedings on an application for probation." Chapter 27,

section 702-8 (3). (Also see Chapter 37, section 703-2-2.)

The Civil Service Commission is statutorily authorized to obtain juvenile record
information on applicants for a position as a law enforcement officer. (Appendix B2)
Otherwise, all official court files concerning juveniles may not be made available to the
general public. Such records however, "may be inspected by representatives of agencies,
associations and news media or other properly interested persons by general or special

order of court." Chapter 37 section 702-10.

Since the only other authorized individuals permitted to examine court files and
records on juveniles are the State's Attorney and the attorney for the minor, the State of

Illinois is in full compliance with the requirements of the federal regulations.

Effective December.Bl, 1975, the lllinois legislature established the Delinquency
Prevention Commission. Among other things, this legislation established a state-wide
central records systems for juveniles within the Commission. It should be noted however,
that the Commission only has the authority to develop safeguards ensuring the
confidentiality of juvenile records, except for dispositional hearings under the Juvenile
Court Act or inquiries from registered police youth officers. House Bill 199, section 5.9.
Thus, it does not have authority to regulate juvenile records with respect to completeness
and accuracy, security, individual right to access, etc. For these purposes criminal justice
agencies in Illinois will follow the limitations imposed by the federal regulations on adult

records, to the extent that juvenile records contain criminal history record information.

Under the Juvenile Justice and Delinquency Prevention Act of 1974, 42 U.S.C.
section 5601, the Illinois Law Enforcement Commission, as the state planning agency, has
developed confidentiality standards to be maintained by individual grantees in the form of
a contract. This contract fully incorporates the federal regulations. (See appendix B3.)
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C. AUDITS AND QUALITY CONTROL

i. Annual Audit Procedures

The procedures for annual audit of the State Central Repository will be completed

by July I, 1976. The persons performing the audit will be cleared by fingerprint

verification prior to performing the audit and will execute a User Agreement.

a.

Procedural Audit: This audit will encompass a physical examination of all

operating procedures as they relate to the actual processing of information.
All deviations discovered in the operating procedures will be documented and a
copy of such procedural deviations will be submitted to the head of the State
Central Repository with a fixed calendar date for making the corrections.

The State Central Repository Superintendent will submit, in writing, remedial
action taken and implemented on or before the calendar date established by
the "Auditors."

The "Auditors" will establish a second review date, and audit the procedure

deviations and remedies within the operating environment.

If the "Auditors" {ind ‘that the remedial action was taken and such actions are
satisfactory and in compliance with the Annual Audit Procedures, the
Superintendent of the State Central Repository shall be notified promptly in

writing.

Records Audit: The procedural audit performed in (a) above will necessarily

lead to the processing of manual and computerized criminal history record

information. Assuming that systematic auditing of criminal justice agency

records by the State Central Repository Field Staff is in operation, it would

only be necessary for the "Auditors" to audit records maintained at the State

Central Repository, since the Procedural Audit would include auditing the
systematic auditing procedures performed by the Field Staff.
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The Annual Audit of criminal history record information will consist of a 1%
sample of records by event serial number (DCN) that would be generated from
CCH using a computerized random table. A tabulation of the sample events
and all transactions pertaining to those events will be printed out on three-part
paper for the "Auditor" to use for auditing the manual records contained in

criminal history jackets.

Errors and omissions discovered will be documented on the second copy of the
audit tabulation.and submitted to the State Central Repository Superintendent
via a transmittal letter specifying a date by which all such errors and
omissions are to be corrected. Corrections will be verified by the Field Staff
prior to correcting CCH records. The corrections will be entered and
automatically disseminated to all authorized agencies who have received such
information. Copies of the corrected records will be presented to the

"Auditors" for verification that records found in error were in fact corrected.

C. Dissemination Audit: The computerized dissemination log will be audited in

the same manner as item (b) above using a random sample of serialized events
and related disseminations. Agencies listed as having received this
information will be contacted and the transactions verified. Additionally,
agency criminal history record information will be sampled and compared to
the dissemination log of the State Central Repository since every Arrest
Fingerprint Card received and processed by the State Central Repository will

generate a transcript that is routinely sent to the arresting agency.

2. Audit Trail

In Appendix A3, the Arrest Fingerprint Card is defined as a pre-printed serialized
five part form that initiates the criminal event process. The serial number is transcribed
on the Disposition form along with key descriptors that identify the individual for cross-
checking with the Document Control Number (DCN). In addition, sufficient copies of the
Arrest Fingerprint Card an'd the Disposition Report are provided such that each criminal
justice function retains a copy for its permanent records with one copy of the Disposition
Report for the State Central Repository. Another copy is forwarded to the confining
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institution, which is subsequently sent to the Bureau of Identification along with the

Custodial Fingerprint Card (also found in Appendix AB).

Consequently, all agencies have permanent records of the event (including the State
Central Rebosi_tory) beginning with the Arrest Fingerprint Card and ending with the
Custodial Fingerprint Card, all of which contain the event serial number, physical

description, charges, dispositions, and fingerprints for positive identification.

Both the monitoring and systematic auditing systems contain the event numbers for
follow-up on delinquent dispositions and automatic random selection of records to be
audited. ‘

As mentioned above, the hard copy manual source documents will be made available
for auditing. However, such documents will not be removed from the State Central
Repository premises, nor will auditors be permitted to remove records from files without
a qualified employee making sure that records removed are properly marked, documented,

and replaced when such records have served their purposes for auditing.

a. Primary Dissemination Logs

Primary dissemination logs are automatically maintained as part of the individual's
record in CCH. Included in this record are the document control numbers related to each
type of record in the CCH system. In the event an error is detected or discovered either
by the Quality Assurance Staff or thiough right of access procedures, the specific record

can be traced to the receiving agency and any secondary disseminations via their log.

Likewise, each arrest record and disposition record within each event or DCN, can
be verified to correct the error if the error was made on a source document. The manual
records can be audited in a similar manner by subject jacket or event number.
Dissemination of the corrected criminal history record information follows immediately
after verification that the record is in error. The primary dissemination log can be
printed out in its entirety or in part as required by the "Auditors."
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b,  Secondary Dissemination Logs

Relative to CCH, user agencies can, when making a CCH inquiry for another agency,
log the agency requesting the information by entering the agency's NCIC number. Other

State inquiries can be logged in a similar manner.

In those cases where the inquiring agency does not use CCH, the agency must
maintain a manual log for secondary dissemination. However, if the agency performs
seconddry dissemination without making the CCH inquiry, the agency is in violation of the
mandatory query before dissemination requirement, except in cases where time is a

¢ritical factor.

In both cases of primary and secondary dissemination, the record that was corrected
is flagged on the hard copy, and the dissemination iog coded to indicate error correction
dissemination by agency.

The State Central Repository will maintain dissemination logs for not less than three
years.

3. Annual Audit Agency Sample Selection Criteria

Auditing of local agencies by the State Central Repository will be accomplished
through systematic auditing of agsncy records compared to CCH records and repository
manual records. The plan fer random audits is based upon the UCR Audit Manual

published by the IACP; Inc. covering police agencies, which can be applied to all criminal
justice agencies.

4. Agency Responsible for Annual Audit

ThHe Illinois Criminal Justice Information Systems Council will be responsible for
performing the Annual Audit of the State Central Repository and it's field operations.
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D. SECURITY

Although the security part of this Certification need not be completed at this time,
the Bureau of Identification is implementing Security and Privacy Regulations governing
personnel selection and clearances, management and visitor control, physical security,

terminal and document handling and control, and information dissemination.

Ll
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E. INDIVIDUAL RIGHT OF ACCESS AND REVIEW

Individual right of access and review will be treated in the I-CHRI similar to a
criminal event. That is, each transaction will be tracked as part of the CCH system and

will be included in the momtormg and audmng procedures

The record will be initialized by the filing of a Request for Access and Review Form
at a local law eniorcement agency which requires fingerprinting and processing through
the Bureau of Identification in the same manner as an arrest fingerprint card. The event
is entered into CCH and a transcript is printed out. The events appearing on the
Transcript will be in reverse chronological order. Therefore, the Right of Access
- transaction will appear first on the Transcript as a "disposition,”" as will all subsequent

transactions, ie., Challenge Request, Administrative Review, and Administrative Appeal.

1. Point of Review and Mechanism

The individual right to access and review criminal history record information is
ensured through the Illinois Department of Law Enforcement's "Rules and
Regulations Governing Individual Right to Access & Review Criminal History Record
Information" and accompanying "Instructions" issued pursuant to its statutory
responsibilities as the state central repository. Ill. Rev. Stat. 1975, chapter 127,
section 55a. (Appendix El) These rules and regulations apply to every criminal
justice agency in the State collecting, maintaining, or disseminating criminal hisinry
record information or generating original criminal justice process documents
reflecting the facts and results of each formal stage through which an individual
passes.

An individual can review his or her criminal history record at any law enforcement
agency in the State, 8:00 a.m. through #:00 p.m., excluding Saturdays, Sundays, and
holidays,  Since criminal history records are identified by the state central
repository upon corroboration of fingerprint information, each individual requesting
to inspect his or her record is required to be fingerprinted in order to verify the
individual's identity. In those instances where no criminal histery record exists in

the files of the state central repository, the fingerprint card is automatically

destroyed.
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The Department of Law Enforcement's rules and regulations permit the individual to
obtain a copy of his or her criminal history record, upon request, for purposes of
chailenge or correction. All identifying data is stripped from the individual's copy
prior to giving it to him or to her. The state central repository charges no fee for
providing a copy of the transcript. Although the rules and regulations permit each
separate law enforcement agency to choose whether or not it will charge a fee for

the actual costs involved in processing a request for access and review, no fee
charged may. exceed ten dollars.

Challenge by Individual

All the forms required for initiating the access and review process, for challenge to
the completeness and accuracy of a criminal history record, for obtaining

administrative review and administrative appeal, and for giving the individual proper
and due notice are attached hereto. (Appendix A3)

After reviewing his or her criminal history record, an individual may institute a
record challenge concerning any incomplete or inaccurate information. The
reviewing agency forwards the record challenge to the state central repository,

which must process and respond to the challenge within 30 days.

Administrative Review

If the individual is not satisfied that the proper corrections have been made after
notification of the challenge decision, he or she has 60 days in which to request an
administrative review of the decision. Such requests are submitted to the
Superintendent of the Illinois Bureau of Identification, who, after reviewing the
record, makes an independent decision within 30 days. |

The individual receives notification of the administrative review decision via a
"Notice of Review Form." It should be noted that a "Notice of Review Form" serves
four separate functions in the access and review process. It is first used to notify
the individual when his or her criminal history record information transcript is
available to be inspected. It can be used a second time to notify the individual that
a record challenge decision has been made and is available for review. It can also be
used a third time to give notice that an administrative review decision has been
reached and is available for review. Its final use is to give the individual notice that

the administrative appeal decision has been made and is available for review.
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Administrative Appeal

After receiving notification of the administrative review decision, the individual has
60 days in which to file an administrative appeal and request for hearing with the
Il}inois Criminal Justice Information Systems Council. The lllinois Criminal Justice
Information Systems Council is an independent body created by the Governor.

(Appendix E2) After receiving the final decision of the Council, an individual's only
recourse is to file a civil suit.

Although the Council has not officially met, it is expected that the Council will
permit the individual to appear with counsel, to present evidence, to cross-examine

witnesses, and, upon request, to obtain a recording of the hearing.

Correction and Notification of Error

Correction and notification of error contained in criminal history record information
can take place at any stage of either the access and review process or the criminal
justice process. This occurs at the time an agency discovers an error or omission,
through systematic or annual auditing.

When a criminal justice agency other than the state central repository discovers an
error or omission, it corrects its own record, disseminates the corrected record to
all criminal and non-criminal justice agencies having received the record, and
reports the corrections to the state central repository within 24 hours measured
from the time the error is discovered. Dissemination logs are kept to reflect those

agencies which have received the corrected criminal history record information.

The state central repository corrects both manual and automated records and
disseminates the cor‘bected criminal history record information to all the agencies

logged as having received this information, including the National Crime Information
Center, within 24 hours.
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Before making any cotrections to a criminal history record, the Department of Law
Enforcement's rules and regulations require that all corrections reported by a
reviewing agency to the state central repository be verified by the state central
repository against contributing agency records within this 24 hour period.

In cases where a record challenge by an individual reviewing his or her own
transcript is accepted, the state central repository disseminates the corrections to
all agencies logged as having received the incorrect information, prepares a listing
of the non-criminal justice agencies which have received the information, and
forwards the corrected transcripts and non-criminal justice agencies listing to the

reviewing agency.

If, after an administrative appeal, the Council decides to make corrections in favor
of the individual, an order is issued specifying what data is to be corrected. The
order is sent to the state central repository and the corrected information is
disseminated to all agencies receiving this information.

State and local criminal justice agencies must maintain and retain for at least three
years records of the jdentities of persons or agencies having access to criminal
history record information or to whormn such information is disseminated, the date of
access or dissemination, the purposes for which access or dissemination is requesfed,
the identity of the individual to whom the information relates, énd the items of

information released.

Upon request, an individual is given the names of all the non-criminal justice
agencies to which the data has been given since March 16, 1976. The Department of
Law Enforcement's rules and regulations differ from the federal regulations in that
an individual may obtain this list at any point in the access and review process,
rather than restricting the obtaining of the list until a correction has been made.

Public Notice of Right to Access

In order to comply 'with the spirit of the federal regulations, a public education
campaign with respect to the access and review provisions is being instituted.
Initially, the newspapers, and other communications media will receive press
releases announcing the initiation of the review procedures and relating the
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substance of the procedures. In this connection, it is expected that brochures and
posters entitled "how to beat a bum rap sheet" will be distributed and posted
throughout the State in both English and Spanish. (See Appendix E3 for the text of
these materials.) This information will be available to the public through the courts,
probation offices, local municipal police and county sheriif's offices, jails, libraries,
and civic organizations.
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CERTIFICATION STATEMENT #1

A complete discussion of the implementation of the access and review section of the
federal regulations is presented in Chapter E of the Plan. The procedures for access
and challenge by individual record subjects developed pursuant to Section 20.21(g) are
completely operational.

The following constitutes an implementation schedule.




ILLINOIS CRIMINAL HISTORY RECORD INFORMATION PLAN
IMPLEMENTATION SCHEDULE

DATE  ACTIVITY RESPONSIBLE AGENCY

9/26/75 The staif of the lllinois Law Enforcement Governor
Commission authorized to submit State
Plan to LEAA.

10/1/75 Legislation regarding mandatory disposition

reporting goes into effect.
10/6/75 - State-wide Privacy & Security Seminars DLE
3/21/76 discussing implementation of federal re-

gulations conducted.

10/7/75 State Attorney General, Illinois Courts, State's ILEC
Attorneys, and Department of Corrections
notified of obligations under the federal re-
gulations.

10/20/75 All police departments and sheriff's offices noti- ILEC
fied of obligations under the federal regulations.

11/1/75 Preparation of brochures and posters for public ILEC
education campaign regarding individual access
and review commenced.

1/23/76 Rules & Regulations and Instructions governing -DLE
individual right to access and review criminal
history record information promulgated.

2/17]76 User Agreement and Non-Disclosure Agreement DLE
promulgated and disseminated to all law enforce-
ment agencies.

2/17/76 Information sheet on Certification Statements DLE
' disseminated to all law enforcement agencies.

2/18/76 Notice and Certification Statement forms sent : ILEC
" to applicable recipients of LEAA funds, mformmg :
them of requirement to certify.

2/23/76 List of all non-criminal justice agencies authorized DLE
by statute or executive order to receive criminal
history record information completed.

3/1/76 All certification forms required to be completed ’ ILEC-DLE
and returned. : '




3/12/76

3/15/76

3/16/76

3/16/76

3/16/76

3/16/76

3/16/76

5/1176

5/1176
7/1/76
7/1/76

9/1/76

12/1/76
12/31/76
/177

Designation of lllinois Criminal Justice Information
Systems Council to hear challenge appeals and
conduct annual audits of State Central Repository.

New fingerprint disposition reporting forms go into
effect.

Official public notification of individual right to
access and review provisions.

All Certification Statements and Criminal History
Record Information Plan submitted to LEAA.

Complete disposition reporting from police, prose-

cutors, trial courts, appellate courts, and probation
departments implemented.

Restrictions on confirmation of record existence
implemented.

Recreating data entry provision implemented.
Delinquency disposition monitoring provision
implemented.

Primary dissemination logs provision implemented.
Notice of errors provision implemented.

Limits on dissemination provisions, except for
confirmation of record existence, implemented.

Complete disposition reporting from correctional
institutions and parole agencies implemented.

Query before dissemination provision implemented.
Secondary dissemination logs provision implemented.

Accuracy verification provision implemented.

Governor

DLE

ILEC

ILEC

DLE

DLE-DOC

DLE-DOC

DLE-DOC

DLE-DOC
DLE

DLE-DOC

boC

DLE-DOC
DLE-DOC
DLE-DOC



CERTIFICATION STATEMENT #2

All current legislation that has been obtained in order to comply with the federal regulations
has been discussed in the applicable sections of the Plan.

At the present time, no additional legislation has been introduced in the State of lllinois
for the purpose of furthering compliance with the federal regulations.

Since November 1975, the staff of the Illinois Law Enforcement Commissjon has been
preparing a comprehensive recommendation for legislation. The thrust of this recommendation
would be to codify the intent of the provisions found in sections 20.21(a) through (g) of

the regulations into State law, as well as to create an independent body with the authority

to administer all of those provisions and to regulate and establish uniform policy with

respect to all criminal justice information systems.



CERTIFICATION STATEMENT #3

A complete discussion of all problems impeding the implementation of the completeness
and accuracy section of the federal regulations is presented in Chapter A of the Plan.
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CERTIFICATION STATEMENT #4

Certification Statements for the State Central Repository and for each manual or automated
criminal history record information system in the State of Illlinois covered by the federal
regulations follow in this order:

Pap o

ux-z:\..ut\)’n-—

The State Central Repository, Illinois Department of Law Enforcement;

The Hllinois Department of Corrections;
State’s Attorney's Offices;

Courts and Probation Departments;
Law Enforcement.Agencies:

Police Departments;

Miscellaneous Criminal Justice Agencies;
Railroad Police;

Sheriff's Offices;

. University Police,



APPROVED: OMB NO. 42-R0576

. U, 5. DEPARTHMENT OF JUSTICE
L.AW ENFORCEMENT ASSISTANCE ADMINISTRATION
NATIONAL CRIMINAL JUSTICE INFORMATION AND

STATISTICS SERVICE
WASHINGTON, D, C. 20531

{28 CFR 20.1 - 20,38}

‘INSTRUCTIONS

Pleaso provide the following information,
complete the attached certification form
and return all parts to the address at
the left. :

INFORMATION
STATEMENT

NAME/ADDRESS OF SUBMITTING AGENCY
»

APPLICABLE STATE DATE PREPARED [

CONTACT NAME TEL. NO. (Give Area Code)

automated operations?’’

veES []

b 1. Does your agency “‘collect, store, or disseminate criminal history record information processed by either manual or
““Criminal history record information’’ means information collected by criminal justice
agencies on individuals which consist of idemtifiable descriptions and notations of arrests, detentions, indict-
ments, informations,or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional
supervision and release, The term does not include identification information such as fingerprint records to the
extent that such information does not indicate involvement of the individual in the criminal justice system.

o]

NO [}

ves [}

_}flf the answer above was ‘‘Yes,’’ have LEAA funds been made available to the agency‘su-bs‘equéﬁ.t to J;uly .1’._1.9.:7.5,_
for the collection, storage or dissemination of information?

No (]

3. Indicate the type of agency:

] prosecuTiON

(] courTs (] CORRECTIONS

[ PuBLIC DEFENDER

[l PoLtce

4, Indicate the type of system:

((1suBJECT IN PROCESS [ ] CRIMINAL HISTORY

5. Is the system automated?

[ ves [no [JPARTIAL

" If ““Yes,"’ specify which other systems:

6. Does the system(s) exchange information with other systems? []ves ) [j NO 1

[ REGIONAL [[] CENTRAL STATE REPOSITORY [_INCIC [[] OTHER(specify)

7." Indicate population of primary geographic jurisdiction
being served:

sy

8. Indicate approximate number of subjects included .
system:

[ o-5,000

{3 100,000-500,000

[ s.000-25,000  [] 25,000-100,000

[CJMORE THAN 500,000

9. Name of authorized agency official

10. Title

11. Agency name and address

12. 'Tel. No. (give Area Code)

13. ‘Signature of authorized official

nsvesmmmagneunll

"LEAA FORM 6600/8 (1-76)

DOJ-1976-01
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UNITED STATES DEPARTMENT OF JUSTICE
Law Enforcement Assistance Administration
Nuitonol Criminal Justice Informatlon and

Statistics Service
Washington, D.¢. 20531

CERTIFICATION FOR A
CENTRAL STATE REPOSITORY

NAMLESHIDREGS OF SUBMITTING AGENCY

APPLICABLE STATE

DATE PREBPARED

CONTACT NAME

TEL.EPHONE NO. (Give aroa code) |

INSTK ICTIONS: Complate the (ollowing as appropriate,

3

OPERATIONAL PROCEDURES

Completeness and Accuracy
Central State Repository:
Statutory/Executive Authority
Facilities and Staff '
Comptete Dispositioh Reporting in 90 days from:
Police
Prosecutor
Trial Courts
Apeliate Courts
Prabation
Correctional Institutions
Parole
Query Before Dissemination:
Notices/Agreements-Criminial Justice
Systematie Audit:
Delinquent Disposition Momtonng .
Accuracy Verification
Notice of Errors

LI oo,

Linits on Dissemination
Contractual Agreements/Notices and Sanctions
in Effect for:
Criminal Justice Agencies
Non-Crimina! Justice Agencies Granted Access
by Law or Executive Order
Service Agencies tnder Cantract
Resnaich Organizations
Vititloling Aponry Kt of Areoen Ronhit fajie Dy
Juvenilie Hecant thsgsministion
Contimidion of Recond § xislance
Soconday Disseminalion by Non-Commal
Jusdive Anencion
Dssenniuatton Walhout Disposibibn

Audits ami Quality Contral
Audit Trail:
Recreating Data Enlry
Primary Dissemination Logs
Secondary Dissemination Logs
Annual Audit '

r—‘—-""'— CHECK MARKS

1 L DATE‘S-]-‘

W NON mm.guénmnon ESTIM
. NO ~
NI . - CRER GF !MPLEMENTATION
COST]TECHNICAL AUTHom Y TE
S A

LEAA FORM 8500/9 (9+75)

‘(Contttue on Raveree)




r—-———' CHECK MZ RKS “""————l r DATES "1

HREASONS FOR
NON~-IMPLEMENTATION ESTIMATED

OPERATIONAL PROCEDURES IMPLENENTED coer| v zcimioaL] GRSk OF IMPLEMENTATION
* Security '
Execulive/Statutory Oesignation of Responsible
Criminal justice Agency _ . °

Prevention of Unauthorized Access:

Hardware Dasign
Software Design

Dedicated Hardware:
Terminals

Communications Control

Processor

Storage Devices

Criminal Justice Agency Authorily:
Computer Operations Policy

Access to Work Areas

Selection and Supervision of Personnel

Assipnment of Administrative Responsibility:
Physical Secutity

Unauthorized Access

Physical Protection Against:

Access to Equipment
Theft, Sabotage

Fire, Flood, Other Natural Disaster

Employee Training Program

Individual Right of Access
Rules for Access
Point of Review and Mechanism
Challenge by Individual
Administrative Review
Administrative Appeal
Correction/Notification of Error

SIGNATURE (Heud of State Agency designated to be responsible

CERT‘FiCATlON v - for these regulations)

| cerlify that to the maximum exient feasible, action has been
taken to comply with the procedures set forth in the Privacy
and Security Plan of the State,

REMARKS

*NOTE: Section on "Security” not required to be completed.

SETCYRRL/EIS -J-
(7




APPROVED .
OMB NO. 43-R0O576 T

UNITED STATES DEPARTMENT OF JUSTICE
Law Enforcement Assistance Administration
National Criminal Justice Information and

Stutistics Service
Washington, D.C. 20531

CERTIF.CATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATE REPOSITORY

NAMEFADDRESS OF SUBMITTING I\GENCYV .

YPE OF AGENCY

LoipoLieE i PROSECUTOR

TNETRUTTIONS Camplete the Tollowing, a8 appropeisie.

OPERATIONAL PROCEDURES

Completeness and Accuracy

Complete Dispositinn Reporting from:
Police
Prosecutor
Trial Courts
Apellate Courts
Probation
Cartectional Institutions
Parole

Systémanc'l\udnl: .
Deluiquent Disposition Monitoring
Accuracy Ventication

Limits on Dissemination .
Conlractual Agreements, Notices and Sanctions
in Effect for:
Criminal tustice Apencies
Non-Criminal Justice Agencies Granted Access
by Law or Executive Qrder
Service Agencies Under Contract
Research Qrganizations

Juvenite Record Disseminalion
* Contirmation of Record Existence
Secondary Dissemination by -Non-Criminal
Juslice Agencies
Dissemination Withoul Disposition

Audits and Guality Control
Audit Trail; )
Recreating Data Entiy .
Primary Dissemination Logs
Secondary Dissemination Logs

APPLICABLE STATE

DATE PREPARED

CONTACT NAME

TELEPHONE NO, (Give area caoile)

Validating Agency Right of Access Restrictions On:

| jcourT

[ ] PROBATION s s

[T }PaAROLE

‘

CHECK MARKS "%———1 r DATES ———1

NOW
IMPLEMENTED
COST|TECHNICAL AUTHORITY

NO N~ u‘»ﬁéﬁ?uém T) - ESTIMATED
- ~ aTion IMPLEMEMTATION
© DATE

LACK OF

Fome o

| S

LEAA FORM 6600/10 {9-75)

(Continue on Reverse)




TREMA RS

OPERATIONAL PROCEDURES

* Security

Excetilive ‘Slatutory Designation of Responsible
Criminal Justice Apency

Preventipn of Unauthorized Access:
Hardware Design
Software Design

Dedicated Hardware* ’
Terminals
Communications Controt
Processor
Storage Devices

Commal Justice Agency Authority:
Computer Operations Policy
Access to Work Ateas
Stlection and Supervision of Personnel
Assignment of Administrative Responsibility:
Physical Securily
{Inauthorized Access
Physical Prolection Against:
Access to Equipment
Theft, Sahotage _
Fire, Flood, Other Natural Disaster
Employee Training Program '

Individual Right of Access

Rules for Access

Point of Review and Mechanism
Challenge hy Individual
Administralive Review
Administrative Appeal
Correction/Natification of Errar

-, s v e S Ty SOV AR RV RV P

r——‘—"— CHECK MARKS ’——"—_——l

r DATES -1 '

REASONS FOR )
NOW NON-IMPLEMENTATION -

IMPLEMENTED {cosT{TeCHNICAL] o RG S RIT

AUTHORITY

ESTIMATED
IMPLEMENTATION
‘DATE

*NOTE: Section on "Security' not required to be completed.
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March 11, 1976 .

CERTTFIED RETURN RECEIFT REQUESTED

Mr,., Paul Tields

I1linois Law Inforcement Commission
120 South Riverside

Chicago, Illinois 60606

RE: Bureau of TIdentification Grant
CCH

Dear Mr, Fields:
Enclosed are the properly executed in-

formation statement and certification forms as re-
quested on March 8,

Very )a‘iuly yours, e

////7//-:« ! / ,7//6.«44«—./»?7 ﬁ')y/

A
f "\Nf L._// ",'
J Harvey N, Jochnson, Jr,

Director

HNT:dp

[

. e H;.’-T 1.}, UGS ATy -
‘ i ﬁ.awEm‘“cmemmn

HARVEY N. JOHNSON, J
DIRECT

Armory Buildir;g, Springfield, Hlinois 627




CERTIFICATION OF COMPLIANCE

State Central Repository
For
Criminal History Record Information

‘ Pursuant To
Title 28 Code of Federal Regulations Chapter 1, Part 20, Effective

June 19, 1975, promulgated by authority of the Attorney General,
United States Department of Justice.

JLLINOIS

oooooooooooooooooooooo S oD YDIPIOERODIVEOLL0000R000000500VENEININIL,

Criminal Justice Informtion Services
1035 Quter Park Drive West
~Springfield, Illinois 62704

or
515 K. Woodruf{ Road
Joliet, Illinois 60432
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LaW ENFORGEMENT AL I TAMNCE Al TEATICON t STATEM Pley e prov:de the following informution,
HATIONAL CRIIMAL JUSTICE INFORIATION ANE | (ATEMERT mmr,;,,,e the attached certification form
CTATISTICN SERVICE ¢ wa ey ] 2 ¥
WALHINGTON, L. v 29831 i (2 CTW 26,1 - 20.38) f;;*;l I::fiurr—z‘an parts to the address at
| NAME/ADDRESS OF SUDMITTING AGENCY APRLICABLYE STATE DATE PREPARED
I1linois Department of Law Enforcement
Bureau of Identification I1linois - 3-8-76
1035 Outer Park Drive ' ZONTACT NAME TEL. NO. (Give Areo Code)
. Springfield, Illinois 6Z704
: rthur C. Loos 217-782-7980
E 1. Dogs your agency “‘cotlect, store, o dissaminate criminal lzstory record intolmation processed by either mapual or
f automzted operations?’”  Crimanal history record intormation’’ means informaton collected by eriminal justice
! aganaies on individuals which consist of identifiable descriptions and notations of arrests, detentions. ndict-
§ mens, ifornations,or other formal criminal charges, and any disposition arising therefrom, sentencing, corvestional
‘ Fupervision and release. The term does not include identification information such as fingerprint records to the
); exrenc that such information does not indicate involvement of the individual in the criminal justice system.
g
{
L ves X Nno 1
+

B e o

2. I the answer above was ““Yes,”” have LEAA funds been made available to the agency subsequent to July 1, 1973
for the collectiun, storage or dissemination of information?

YEs [X] No [

G

2 indicsie the type of agency:
i
!; T PROSECUTION [Tl puBLIC DEFENDER 7] eoLice
I‘ e e o~ I
¢ [T counts (L] correcTIONS X state Central Repository (
;
¢ &7 [adicate the type of system: 5. Is the system automated? ?
% :
£ TTISUBJECT iN PROGESS  [X] CRIMINAL HISTORY (x] ves (Ino rarviat.’ |
¥ ]
§ —
P €. Does the system(s) exchange information with other systems? [Kjves [Jno ]
}" " “Yer,"” spocify which other systems:
i [C)REGIONAL (] CENTRAL STATE REFOSITORY [XINCIC [F] oTHER(specify) ERL = Identification .., |
b Section |
{ 7. Indicate population of primary geographic jurisdiction 8. Indicate approximate number of subjects included .
¢ being served: system;
k ' :
‘ e [Jo-s,000 . [[]s.,000-2z5,000  [_]25,000-100,000 3
! 11,250,000
; , {X] 100,000-500,000 [CIMORE THAN 500,000
¢ Partially loaded on CCH

0, Nome of authorized agency official 10 ‘. Title
i Harvey N. Jolnson, Jr. Hirector, Dept. of Law Enforcement
11, Agency name and address 12, Tel. No. (give Arca Code)
E I1linois Department of Law Enforcement 217-782-7263

Bureau of Identification 1o,
- : mgna{’uxe of autho ed ommal
1035 Outer Park Drive , ’:j/ /
Springfield, Illinois 62704 1) A /w e

LEAA FORM 6600/8 (176}

DOI-1976-01
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UNITEL S7AVES EEFARTHENT CGF SUSTICE
Low Enforcoment Assistance Administrotion

CERTIFICATION FC

" t
':‘w N .-' Nevional Celminol Justice Information end ‘: o
v . 'g Statisticy Servican t CENTRAL S § ATYZ REPOS! IO"“”
- . gé Warhtngson, D.C. 26531 i
. NiA s FADDRESS OF SUSKIT TING AGENTY TN ICABLE STATE DATE PREPARED
= “*  11linois Department of Law Enforcenent % I1linois 3-8-76
* ¢ Bureau Of Id entification t CONTALT NAME TLLEPHONE NO, (Give aroa cade)
. 1035 Outer Park Firive { ) |
; Springfield, IL 62704 i Arthur C. Loos 217-782-7980
, '{ NSTF JCTIONS: Complele the fotlowing us appropriste,
L ! CHECK MARKS i " TES ¥
‘ ) ! = e nonEhSaNs FOR . . b ESTIMATED
‘ GPERATIONAL PROCEDURES PLERENTED [Tt e T o) MPLERENTATION
: |
e Completeness and Accuracy |
/ '3 ' Central State Repository: . |
- ! Statutnty /Exeeutive Authority : ! ;’ :
o Facilities and Staff X ! é {
O T Complete Disposition Reparting in 90 days from | 3
PR Police . S i
. Prosacuter X i i R
ot Triad Couts X ; . A
Apeilaic Couts X ; ; _
. Probaticn X f _ f ; L
oo Concctionai histitutions X j : ]
; Parols X R
. Query Befere Dissemination: i .
. Nolices /& recments-Criminal Justice X /1/ 76 :
Swsiewalic Audit: !
o Dufirguent Cisposition Monitoring X §/1/76 !
o Accuizacy Verification X 3/16/76 ¢
vl Notice of Errors X 7/1/76
i Limils on Dissemination
! Contractual Aprecments/Notices and Sanctions
J m Eifert fa v
S Ctiminal Jushice Agencies X 7/1/76
SR fos~uiemingl Justice Agencies Granied Access
RO by Law of Executive Order X 7/1/76
L Service Agencies Under Contract X 7/1/76
g ‘ Kiwomeh Oeganizaliona WSS S S S SRS S 7/1/76 ]
- ? Vatitlntme Apsay Bighl of Avcess Teebiicliogg s
' 4 vt Rucaadt Bissadigabon (NOT APPLICAB LF) 1. ]
i Contimast i of Koot § xistence IR N LS GRS -~ 2/16/76
* L bty l)mrnmnlln’n iy Noo o i
vty : fusdiza Apotiely: L e e X 7/1/76 o
i f reemital i k’ui’ al spos Ilmn X o 3/16/76 b
SR
il % Audics and Quality Gonlrol
o Audit Trail:
. i Rucreating Data Entry | X 3/16/76
§ Primary Dissemination Logs X S/L/76
‘f“ o b Sacondary Dissemination Logs X 12731776
o i Annual Augdit X 12/31/77
R ¢ v ‘
LEAA FORM 6600/9 (9-75) (Continue on Reverso)
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GPERATIGNAL PROCEDUR LS oI ‘”‘PLL"C"*'C%E?«NOF WELERENTAT lon
¢ o otﬂ TECHNICALL A GTHORITY DATE
Fpcurity v i :
Cxecutive/Statutory Designation of Fespainibie ' i 3
Criminal Ju< ice Agency X '
! Pn-"onuun of Unuathorized Access: ! SR
hostwero Jusigh L X bl | i
. .:a:twa,ra Ocmggn : X s ; ;
. Decicales harsware: i : ;
: Terminals X ;
Cominunications Control X L
! Processor X !
Storags Devices \ X i
Commal Justice Agency Aothority: -' . '
H Compuier Oparatiens Policy X - ; : :
. ageest W Yol Aoeng X ! : ;- _____‘
) Setrchon ane Supcivision of Persocsel l X ; H |
‘ Aesnment of Admimstrative Rasponsibility: ( i ! ;
L Fhysieat Seonty ( X 4 R - ”__,,,‘
3 tinauthniizee Acress f X ! ' S N
Prvsicar Protaction Agsinst: ! ; :
i ﬁ ess to Equipment X ; . L : _—
: Theit, Saholape X ; . . [ PP
' Fie, Fina, Tiot Notoral Disaster X : . T
Eroover Tisng Progiam X ‘ :
{ individual Right of Access { | .:
Reigs lor AcGoss _ X i { ; b
; i of Review ang Mechanism LN ! : %
‘ Lacttanrn by Incvidual X : i {
temstiabive Roview X i ! 1
; Fenistralive Appeal X ‘ i '
? Curruclion/Raiitication of Error X i 2 3
e e SIGNATURE (Heud of $1ato Agency l&;slgnated {c be responyible
CERTIFICATION for those refulations) :
,//
Eeatify thal te the masimus extent feasible, action has been /
:( w16 Cugiy with (he procedures set forth in the Privacy v/' A / /{"f—z S T /,
WG Secuiity Pian of the State, / &
TRRRE T [,
*NOTE: Section on "Security" not required to be completed.
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INTRODUCTION

The Il1linois Department of Law Inforcement consists of several major
divisions; viz., the Bureau of Identification, Data Processing Division,
Fire Marshall, Boiler Inspection, the State Police Division and the Illinois

Bureau of Investigation (IBI).

The Bureau of Identification Division consists of two sections, the Scientific
Services Section and the Criminal Justice Ihfbrmation Services Section. The
former section provides 1aboratoxy, crime scene, and polygraph services
throughout the State primarily to law enforcement agencies. The latter sec-
tion consists of thrée programs; viz., Crime Studies-Uniform Crime Reporting,
Firearm Owners Identification, and Records and Identification. All three of
these programs are strongly interrelated from our records and information
system viewpoint. For example, Firearm Owner Applicants must be cleared
through Records and identification before issuance of an Identification Card
and Crime Studies collects crime statistical data from all law enforcement
agencies and will be directly involved in the OBTS system for statistical data,

verification, and auditing agency records.

The Records and Identification program is the State Central Repository
for Criminal History Record Information and also processes Applicant Finger-
print Cards for criminal justice agencics and non-criminal justice agencies

authorized by State Statute or Exccutive Order.

The Records and Identification program is authorized by the Criminal Code
Chapter 38, Section 206, effective July 1, 1931, Illinois Revised Statutes
1975.  The I1linois Uniform Crime Reporting program is authorized by the same

legislation, but was effective January 1, 1970. The Firearm Qwners
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Identification Act is authorized by the Illinois Criminal Code, Chapter

38, Section 83, effective July 1, 1968.

In July of >1975, the Supérintendent of the Bureau of Identification
organized the Criminél Justice Information Services Section in prepara-
tion for full implemenﬁation of OBTS/CCH and UCR components of the Com-
prehénsive Data Systems (CDS) plans promulgated by the Law Enforcement
Assistance Administration (LEAA) pursuant to the Omibus Crime Control
and Safe Streets Acﬁ, and the promulgation of the LFAA Rules and Regula-
tions controling Criminal History Record Information, effective June 19,

1975.

LEAA Rules § Regulations - Comments:

According to the Privacy and Security Instructions, issued June 30, 1675,
pursuant to the Rules and Regulations as published in the Federal Register;
"All State and local agencies receiving LEAA monies after July 1, 1973 for
manual or automated systems which collect, store, or disseminate criminal
history record information are subject to these regulations.' Furthermore,
"The regulations do not apply to agencies which have received LEAA funds
for general purposes other than the collection, storage, or dissemination

of criminal history record information."

Moreover, "'In other words, the mere receipt of criminal history record
information by Agency B from Agency A does not bring Agency I within the
scope of these regulations, cven 7 Agency A's system is fedeAmlly funded.
tf, howewer, Apency B received criminal history record information under
contract with Agency A in which B agreed to be bound by the provisions of

the regulations the rcpulations would thereafter apply in toto to Agency B."

The point of controversy or confusion is the Applicability and Impact of

legulations - Matrix, page 53 of the Instructions. The criteria puts emphasis

3




on LEAA funds without considering that it most certainly becomes obligatoxy
upon the State Central Repository to have contractual and/or User Agreements
with Criminal Justice and Non-Criminal Justice Agencies whether they have

received LEAA funds or not. For example, the Individual Right of Access

~and Review is applicable to any agency maintaining CHRI. If the agency is

a police department in this State, it must submit Arrest Fingerprint Cards
requiréd by law, and in return the State Central Repository is forced by
law to release CHRI to authorized police agencies. Therefore, the Rules
and Regulations certainly must be adhered to based on security, logging,
mandatory query, dissemination, verification, validation, auditing, etc.,
since the State Central Repository collects information from all criminal
justice agencies (LEAA funded or not), which in turn must be certified
since the penalties are applicable. Moreover, the penalties are applicable
to those agencies that appear to be exempt----'"The intent of the regula-
tions will be undermined if receiving agencies not subject to the regula-
tions are given criminal history record information with no controls. The
plan, therefore, must provide sanctions which will subject non-federally
funded agencies violating the regulations to equivalent or greater penalties

than those applicable to federally funded agencies."

This Certification of Compliance and the Rules and Regulations do not
address interstate dissemination exchange of CHRI. Consequently, the State
of Illinois can not participate in the exchange of CHRI with other states.
Therefore, other stétcs inquiring the State Central Repository will be

"shut-o{f"" the system accordingly.

Additionally, Federal agencies who have had access to local records have
been dirccted to the State Clentral Repository if they are found to be
autiiorized by Statute or Fxccutive Order. In some cases such as Imigration

and Naturalization, we are unable to get any sense out of I § N local



agencies with respect to their legal authority to access CHRI. Secondly,

it seems to this State égency that Federal Agencies which legally require
CHRI information §hou1& contact the FBI to ensure that they get complete
and accurate information from all states. Some Federal Agenciés clear
individuals centrally; i.e., transactions are processed through the affected
agency and others leave it up to the individual to clear himself before the
Federal agency reacts. This pertains mostly to visas, interstate commerce,

and perhaps others not discovered at this time.

Another problem that confuses the State Central Repository administration
ahd all local agencies is dissemination of CHRI. The terminology used----
dissemination versus feporting should be brought to the local level with

a multitude of specific situations as examples.

And lastly, a 1engthy'1ist of questions were submitted to the LEAA for
answers and to this date no answers have been received, resulting in a
multitude of questions unanswered causing local agencies to over react and
shut down communications between law enforcement agencies, regional networks

and use of the CCH system.

The above comments are necessary to orient the readers of this Certification
with respect to major unsolved problems that can influence local agency

operating procedures as well as the State Central Repository.
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SCOPE OF CRIMINAL HISTORY RECORD INFORMATION SYSTEM

The recent amendments to Chapter 38, Section 206 of the Criminal Law,
I1linois Revised Statutes, 1975 and the coincidental issuance of the LEAA
Rules and Regulations pertaining to criminal history record information, |
caused the Bureau of Identification to make significant changes in data
collection documents, techniques in document processing, storage, and

dissemination, and the generation of new operating policies.

These changes in the CHRI system have ak significant impact on all State

and local law enforcement agencies as well. However, the upgraded system,
now in process of being implemen&d, was needed for many years since

in the majority of cases criminal history records are incomplete, inaccurate,
and in many cases not easily accessible. Additionally, the flow of informa-
tion back and forth between criminal justice agencies essentially does not
exist, and hence, nurtured and prolonged fragmentation of the system coupled
with ineffectiveness and inefficiencies: The system or non-system could not
be accurately identified or measured with respect to what it odes, how much

it does, with respect to what goals.

An important consequence of the changes being made in the flow of information,
hopefully will bring about a closer relationship between each criminal justice
function both through joint participation in reporting transactions and sub-
sequent compiling and issuing statistical reports for each agency for admin-

istration purposcs.

There are about 1,500 criminal justice agencies throughout the State that
will be directly involved in one way or another in the criminal justice in-
formation system. All of these agencics will be impacted by the LEAA Rules &

Regulatio‘nvs, in addition to, the changes made in the CHRI information system itself.




However, the information system is designed to include many of the re-
quirements of the Regulations resulting in simuitaneous implementation
of the system,’ regulations, and new policies and procedures which is
fortunate since one "impact' will be experienced by our agencies. The
data collection instruments for the Criminal History Record Information
System (i—CHRI) are defined in the sections which will also _

include the definition of the forms used for the Individual Right of

Access. Replicas of the forms can be found in the Appendix.




STATUTORY AUTHORITY

+ o

Criminal Identification and Investigation
Act of July 2, 1931

3

206-1. DPowers of Department of lLaw Enforcement-Employees or Assistants.
The Department of Law Enforcement hereinafter referred to as the '"De-
partment', is hereby empowered to cope with the task cf criminal ident-

ification and investigation.

FThG Director of the Department of Law Enforcement shall, from time to

time, appoint such employees or assistants as may be necessary to cariy
out this work. Employees or assistants 50 appointed shall receive salaries
subject to the standard pay plan provided for in thé '"Personnel Code'"',

Amended by P.A. 76-444, effective January 1, 1970.

206-2. Records of Convicted Persons.

The Departmenf shall procure and file for record, as far as can be pro-
cured from any source, photographs, all plates, outline pictures, measure-
ments, descriptions and information of all persons who have been arrested
on a charge of violation of a penal statute of this State and such other
information as is necessary and helpful to plan programs of crime pre-
vention, law enforcement and criminal justice, and aid in the furtherance

»

of those programs. Amended by P.A. 76-444, cffective Jammary 1, 1970,

206-3. Informition to be furnished Peace Officers. _

The epartment shall file or cause to be filed all plates, photographs,
outline pictures, measurcments, descriptions and information which shall
be received by it by virtue of its office and shall rake o complete and
systematic rocbrd and index ol the sawme, previding thereby a wethod of
com,"c-nient reference and corparison. The Departiwent shall furnish,

upon application, all infoswation pertaiming to the identificatieon of




any person or pers’ons, a plate, photograph, outline picture, description,
measurements, or any data of which there is a record in its office. Such
information shall be furnished to peace officers of the United States, of
other states or territories, of the Insular possessions of the United
States, of foreign countries duly authorized to receive the same, and to
all peace officers of the State of Illinois. Applications shéll be in
writing and accompanied by a certificate, signed by the peace officer
making such application, to the effect that the information applied for
is necessary in the interest of and will be used solely in the due admin-

istration of the criminal laws. As amended by act approved August 2, 1951.

206-4. Systems of Identification.

The Department may use the following systems of identification: The
Bertillicn system, the fingerprint system, and any system of measurement
or identification that may be adopted by law or rule in the various penal

institutions or bureaus of identification wherever located.

The Dcpartmeht shall make a record consisting of duplicates of all measure-
ments, processes, operations, sighalletic cards, plates, photographs, out-
line pictures, measurements, descriptions of and data relating to all per-
sons confined in penal institutions wherever located, so far as the same

are obtainable, in accordance with whatever system or systems may be found

most cificient and practical. As amended by act approved July 6, 1957.

206-5. Daily Copies of Finger Prints-Duty of Sheriffs and Police Officers.
ALl policing bodies of this State shall fumish tc the Department, daily,

in the form and detail thc Department requires, copies of finger prints and
descriptions, of all persons who are arrested on charges of violating any
penal statute of this State; and of all persons who have in their possession,
inks, dyec, paper or other articles nccessary in the meking of counterfeit

‘notes or in the alteration of bank notecs or dies, molds or other articles




used in making counterfeit moncy and intended to be used by them for

such unlawful purposés; however, this Section does not apply to any of
such offenses which are not classified as a felony or as a Class A or
Class B misdemeanor. The Department may by its promulgated rule exempt
specific police departments which have acceptable machine record reports
from sending any "'raw'' raterial to. the Department required by this Section
except finger prints and photographs. Whene\)'er a policing body is so
exenmpted by rule it shall furnish tc the Department acceptable copies of
their machine record reports covering the exempted 'raw' material. All
photographs, finger prints cr other records of identification so taken
shall, upon the acquit<al of a person charged with the crime, o, upon

his being released without being convicted, be returned to him. Whenever
a person, not having previously been convicted of any criminai ‘offense

or municipal ordinance violation, charged with a violation of a mmicipal
ordinance or a felony or misdemeanor, is acquitted or released without
being convicted, the Chisf Juage of the’ circuit wherein the charge was
brought, or ary judge of that circuit designated by the Chief Judge, may -
upon verified petition of the defendant order the record of arrest expunged
from the official records of the arresting authority. For purposes cf
this Séction, convictions for moving and nommoving traffic violations other
than convictions for violations of Sections 6-303, 11-401, 11-501, 11-503,
and 11-504 of ""The I1linois Vehicle Code'" shall not be a bar to expunging
the record of arrest for violation of a misdemeanor or municipal ordinance.
Notice of the above pét‘j}tion shall be served upon the State's Attorney or
prosecutor charged with the duty of prosecuting the offense. Unless the
State's Attorney or pmsccutor objects to the petition within 30 days from
the date of the notice, the court shall enter an order granting or denying
the petition. The clerk of the court shall promptly mail a copy of the

order to the accused.

10




206-7. Records not to be Public.

Mo file or record of the Department herclyy created shall he made public,
except as may be necessary in the identification of persons suspected or
ac;cused of crime and in their trisl for offenses committed after having
been imprisoned for a pricr otfense; and no information of any character
relating to its records sha'l be given or furnished by the Department to
any person, bureau or institution other than as herein provided. Vio-

lation of this Section shall constitute a Class A misdemeanor.

206-8. C(rime statistics.

The Department shall be a central repository and custodian o‘f crine
statistics for the State and it shall have all power incident thereto
to carry out the purposes of this Act, incliding the power to demand
and receive cooperation in the submissicn of crime statistics from all

units of govermment.

i1




STATE OF ILLINDIS
DERARTMIENT CF CRERECTIONS

INFORMATION SERVICES DIVISION

January 21, 1976

+ Mx. David Fogel
I1lincis Law Enforcement Commission
120 South Riverside Plaza
Chicago, Illinois 60601
Dear Director Fogel:

I am responding to your request dated October 7, 1975 directed to
the Department of Corrections relating to the Department of Justice
Order #601-75, Criminal Justice Information Systems.

Enclosed within this letter is the Department's certification of

compliance znd implementation plan as it relates to the above mentioned

Department of Justice Order Number.

Cordially,

i |
Wile....., i
b P pnll ;
William Marsden, Administrator, ' : :
Information Services Division

WM:nm

Encl.

|
|
|
|
|
|
o o P. 0. BOX 736 / JOLIET, ILLINOIS 60434 / TELEPHONE (815) 7273607 o
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) . ! e a INSTRUCTIONS
U, 5. DEPARIT . .NT OF JUSTICE ' e ORMATION i . .
LAW FNTORCEMI T AL LTaRNCE “DIBNGTRAT ON STATEMENT Plua ¢ provide the following iwiormial: - 5
- WATIONAL CRIM AL Jus 7 1Gh INFOAMATION AND | PemMEN complete the attachod certitication toss
LTATLALNC TUAVET D " " and retum all pasts to the address ot
, | WASHINGTON, S C. 2051 28 CFR 20.1 - 20.38) oo lr.'i.". p RS S
\ NAMEJADCR . . "o NGV TING AGENCY APPLICABLE STATE OATE PREPARED
' Department of Corrections I1linois 3/8/76
Information Services Division
* ¢ P. O. Box 736 CONTACT NAME TEL. NO. (Give Area Cude)
Joliet, Illinois 60434 ) ,
" ! William Marsden ‘ (815) 727-1414

p 1. Dous vour agency “ecllect, store, or disseminate ¢riminal history record information ptocessed by either manual or
automated oporations?’’ ‘Criminal history record information”’ means information collected by criminal justice
arencies on individuals which consist of identifiasble descriptions and notations of arrests, detentions, ind:cts
ments, informaiions,or other tormal eniminal charges, and any disposition arising therefrom, sentencing, correctional
supervision and release, The term does not include identification information such as fingerprint records to the
extent that such infcrmation docs not indicate involvement of the individual in the criminal justice system.

: : YES [X] NO [j

. .'2.—“’ the answer above was ‘‘Yes,’” have LEAA funds been made available to the agency subsequent to July 1, 1673
for the collection, storage or dissemination of information? .

. © ves [¥] No []

.

3. Indicate the type of agency:

*

,“,_..._.,___._‘..__..,V........_A.,._w

[ rrosecuTiON . [} PuBLIC DEFENDER [ PoLicE
L. [J courTs (X] cORRECTIONS
1 ‘ e - — P [ [EE
: 4. Indicate the trse of system: ' 5. Is the system automated?
P
i . . .
' SUBJEC ° IN PROCESS | ] CRIMINAL HISTORY (%] ves Cno TJrarTiAL

6. Docs the system(s) exchange information with other systems? "[Oves &Eno
1 ““Yes,' specify which other systems:

[ recionNaL [[]CENTRAL STATE REPOSITORY [ JNCIC [] OTHER(specify) .
1 7. Indicate population of primary geographic jurisdiction . 8. Indicate appfd:[imate number of subjects included
i being served: . ) system:
: .
o . e 0-5,000 5,000-25,000 25,000-100,000
. . 11,250,000 ‘ - “ & -
v, : [ 100.000-500,000 {CIMoRE THAN 500,000
: S— : —— ‘
9. Name of authorized agency official 10. Title
- Allyn R. Sielaff Director
K 11. Apency name and address ' 12. Tel. No. (give Arca Code)
Department of Corrections (217) 782~-4777
201 Armory Building. 13." Signature of wuthonizegdupfficial
5 Springfield, Illinois 62706 S .
L. 3 AP 2N e D Zosell oy .2 T
: ‘ LEAA 1 OHM Lu00/0 11-76) IR SISYNT *50Y

T~

.

[

: . o ] . ,

>
| -
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ONITED STATES DUPARTMENT OF JUSTICE
Low Eaforcems ..t Assistonce Adminiviration
Natienu!l Crimenal Justice Information ond

. Stutisties Scrvice
Washington, D.C. 20531}

CERTIF.CATION FOR
AGENCY SYSTEMS OTHER THAN
THE CENTRAL STATS REFOSITORY

fForror mreney

NAME ARG OF LUDMITTING AGENGY

Department of Corrections .
Information Services Division
P. 0. Box 736

Joliet, Illirols 60434

APPLICAQLE STATE DATE PREPARED .

Illinois March 8, 1976

CONTACT NAME

William Marsden (815) 727-1414

TELEPHONE NO. (Give ared couv) §

P

POLIGE * | PROSECUTOR | JcOuRT

v

"™ PROBATION -1 CORRECTIONAL

‘X, INSTITUTION iX. PAROLE

INSTRUCTIONR! Complete e Tollow ing, o8 AppIOpeiatc.

x———————-t CHECK MARKS ——-—————1

r DATES ——-; |

» ‘ ) NOW NON-?PEF”\ESSEE;?I‘STIDN ESTIMAT S0
OPERATIONAL PRO,CEDU'RES IMPLEMENTED [eostlTecnnicaL] LA OF ML E TN
Completeness and Accuracy '
Complete Disposition Reporting from:
Police DNA
Prosecutor DNA :
Trial Courts DNA .
Apcitate Courts DNA _
Probation . DNA '
Cortectional tnstitutions X ‘ i - 1 9/1/76
Parole X 9/1/76
Systematic Audi: ' ‘
Delirg ent Disposition Menitoring X iﬁ;;?
Accars, Vetification X | ‘ 77
[ - X —
Limils on Dissemination ,
Conlractual Apreements,'Notices and Sanclions
in Effect for: : =
Criminal Justice Apencics b oL e )
Non-Criminal Justice Agencies Granted Access L "
by Lsw ot Excculive Qider X 7/1/.576'
Service Agencies Under Contract X 7/1/57.5
Reséarch (iganizations . X 1/ 1//7,6
* Validaling Anency Ripht of Access Restuctions On: -
Juvenile Recosd Bissemmnation X 7/ 1/76
Confirmation of Record Existence X
Secondary Dissemwpnation by Non-Criminal ) :
Justice Agencies X 7/176 ‘
Dissemination Without Disposition . X , L 7/'1}'1/76 - 1
Audits and Quality Control , yb
Audit Trail; » : L
Recreating Data Entry X * L
Pamary Oisserunation Logs - _X 5/‘1/76 -
Secondary Dissemination Logs X 5/“1/ 76
LEAL ¥ ORN G600/10 {9 75) : ‘((r‘JnHJr"w on ";"""'V‘V'f;
o . ' B e R
e ‘ T R Co e~
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REMAHRKS

* Secur:ty

Individeal Right of Access

CHECK MARKY —————em—y
__E ¥

QAT LS
Y

MOFSIMD L MO NT ATIAY

] He A F Tl
OPERATIONAL PROCEDURES IMPLEHENTED

T onr .
cosTiTeCamzALl Ao T 0T,

! £ A,

STl e SERNE SR SEER SRR GRS o

Exectave Stalutory Heswnaiion o Responsible
Cammal Jusbice Avency

Prevention of Linautiinnized Access:
ilardware Oesign e -

Scliware Desion

Dedicaled Hardwaie: ‘
Termnals

Commumcations Coilral

Processor

Stotage Devices

Crinunal Justice Apency Authonty:
Compute: Cperations Folicy

Access to Yok Areas

Selectionand Supervision of Personnel

Assignment of Admimistrztive Responsibility:
Physical Secusity

Unauthonzed Access

Physical Protection Against:
Access to Equipiient

Theft, Sahetage

Fire, Flood, Other Natural Disasler
Employee Training Program '

Rules for Access _ 3/16/76
Point of Review and Mechanism 3/16/76
Challenge by Indivicual o 3/16/76
Adminisiative Review . 1 _3/16/76
Administrative Appeal ' - 3/16/76
Correction/Notification of Efror 3/16/76

*NOTE:'Section on "Security” not required to be completed.

lhg 1970604




Completeness and Accuracy

Disposition reporting as defined in the Department of Justice rules and
regulations dated May, 1975 item 20.3e does not relate to the Department of
Corrections except in the area of correctional institutions and parole.

The standards established for dissemination of Criminai History data“
will apply to the following areas within the State of Illinois, Department
6f Corrections agency: ‘

* Correctional Centers
* Work Release Centers
* Youth Centers

* Psychiatric Centers
* Program Centers

* Community Centers

Although the Department of Corrections is not the designated central
repository of Criminal History record information files in the State of
T1llinois, the Corrections Information System, maintained by the Information
Services wivision does contain suéstantial Cr;minal History record information
relating to every of fender incarcerated in a state correctional facility. 1In
addition, information is updated on a monthly basis for all persons on parole.
The parole record is updated on a monthly basis via a "Parole Turnaround
Document" that is filied out by the parole agent (Attachmenf A).

All records within the system can be acceséed and modifiéd, changed and/or
deleted via terwminals so that portion of federal compliance is implemented.,

When parole is granted, Parole Agents mail Turn—Around Documents to the

Information Services'Division on a mdnthly basis so that parolee data is kept

timely and accurate.

Within the systematic audit areas that are not currently implemented, the-

Department of Corrections does expect to continue to receive basic information

from the courts regarding offenses, sentence and pertinent dates.  Some of the

i
1
/
I




data in‘the files is gathered from personal interviews with the offender and
testing done at the Reception and Classification Centers. The data is gathered
ol (Aftdchment B) utilizing the mittimus papers from the court and detention
facility plus intervicwing the offender at the Reception Center. This information
is placed in the computer as a reuword.

The information from the court relating to the offender's offense and
sentence is taken as accurate when the offender is received by the Department
of Corrections. The major elgments'of this data are edited for numeric values
and similar edits are conducted on numerous fields. If data that is inputted
into the computer system is found to be in error by the Department or the
offender, it 1s corrected after checking the offender file or checking with the

court.

Limits on Dissemination

.

The majority oi criminal history record information is used within the
confines of the Department of Corrections. If and when such information is
requested by inaividuals or agencies other than the Department of Corrections,
a writte agreement will be mandatory as to the confidentiality and security
of data as handled by the requester for thosé agencies that require a contract.
Those agencies that have notices of sanctions in effect will not require
contracts. Refusal by the requester as to such agreement will cause denial
of dissemination by the Department. .

The secondary dissemination by non-criminal justice agencies would be
controlled by the signed contractual agreements. The agreement would stipulate
the penalties that a group or individuai may be subjected to if the dissemination
of data ware handled improperly.

Jackets of offenders are maintained at the institutions, or at the Parole

and Pardon Board offices.  One year after discharge, jackets are sent to




Information Services Division, Microfilm Section where pertinent information

is microfilmed and jackets are destroyed.

Audits and Quality Control

Logs referencing requests for Criminal History record information by
non-Departmental individﬁals or agencies are maintained by the Information
Services Division of the Department of Corrections. These logs will be
changed to include the . necessary infdrmation on the offender if Criminal
History information is going to be disseminated.

Up until this time, no audit af the data base has ever been done. An
audit of the adult offender system is scheduled to begin in the near future
by both internal and external audit‘personnel, after which any correctivg
measures necessary will be taken, The audit will consist of printing the
record of the offender and checking it against the offender's "jacket'". The
listing.will be corrected, if necessary, and then the computer record will
be updated. This audit is scheduled for completion in the first quartgr
of FY77. At this time, funds are not available to audit the juvenil: data

base.

Security

At the present time, the processer used for updating files is located on
the premises of the State Computer Center. Update is accomplished through
telecommunications and batch processing both. Since Iﬁformation Services
Division is some 175 miles from the State Capital, all processing is done by
remote job entry. A predetermined dedicated portion of core isbset aside for
the use of Criminal Justice processing.

All disk packs and tapes used are totally leasedkby DOC, and all printed
output is done at Inforﬁation Services Division in Joliet, Illinois.

Entry to the files is limited to Corréctions by controls which include

remote station and job name prefix (JCL).

-3- :




All telecommunications lines used are private lines, and modems are
dedicated to DOC use. |

All users are assigned a unique terminal sign-on code which when entered
‘via terminal allows predetermined access to segments of records, such as, a
particular institutioﬁ, or all juvenile recofds only, or other agreed upon
and authorized segments of prison and/or parole population. Code alsc determines
the extent of information allowed the user and ability to enter information
versus Inquiry only. This code is changed periodically. |

Terminals are fitted with key locks and.sites, when possibie; are in
controlled areas with limited access.

Currently, Department of Corrections payroll/personnel files are on the
same storage devices as offender file. @Plans are now being made to remove
these files from the Criminal History files devices.

At the present time, the Department of Corrections resides with other non-
Criminal Justice agencies on the same computer mainframe. Whether dedicated or
non-dedicated hardware is recommended, the State of Illinois plans to eventually
have transparent hardware and software at the central site. Based upon this
decision, the Deparﬁmént of Corrections will be submitting a grant application
to assist us in achieving a more current and effective utilization of software.
This quite possibly could méan IMS or a more effective CICS. Once the conversion
is coﬁplete, the Department of Corrections would be able to_rﬁn on either

the dedicated or non-dedicated hardware, as required.




‘Individual Right of Access

The rules for access will be complied with by utilizing the forms prepared
and distributed by the Department of Law Enforcement.
If an individual challenges his or her record, the State of Illinois Criminal
Justice Information Systems Council's rules and regulations will be complied with.
The Administrative Review will be processed by the Director's office within
the (Department of Corgections). )
The Administrative Appeal will be handled by the Criminal Justice Information
Syétems Council.
If the corrections or error is found in ghe Department of Corrections records,

they will correct the error and notify agency or agencies where information has

been disseminated.

5
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) CORRECTINKS INFORMATION SYS
(T_?ﬁ)// €15-100-2 MODULE 1 1/1975

ILLINOIS REPARTMUNT OF CORPCCTIONS
ADULT DIVISTON FJULILT - DWIGHT ~ MENAKD)
RECEPTION AND JLAISIFICATIOR - ADMISSION DATA
SECTION 1:  (PENT, PAXKA, PCOM, PSTA, PCMI', FRAP) S

NAME SEX RACE poct

ALTAS {S)

ADMISSTON/GTATUS DATE ADMISSION TYPE S
OFFENSE . COUNTS MIN MAY. CC/CS F/M INDICT-~ DATE OF
MENT #  SENTENCE

e !l !
e [/
——— — s !/
e I 7
e [ !
- I
— o e —— A
— e A

COUNTY COURT DISPOSITION JUDGE

LOC STATUS REASON DATE OF CRIME /[

COMPLAINANT NAME ADDRESS -

RAP PARTNER WAME poC #

SECTION 2: (PNBR, PEDU, PDOC, PREL, PDRG, PDES, PEMP, PPER, PSCR)

1BI# FBI# AGE LAST GRADE COMPLETED ___
RO. PRIOR ILL. COMMITMENTS-ADULT LAST DOC# Jov. Doc#

ﬁO. PRIOR OTHER COMMITMENTS-ALULT JUVENILE _
FATHER LIVING? MOTHER LIVING? . WIFE LIVING? -
PERSON TO BE CONTACTED STREET ADDRESS

CITY, STATE, ZIY USE ALCOHOL? USE DRUGS?___

RETGHT WEIGHT____ __ _ HAIR COLOR SKIN TONE, EYE COLOR__

NOSE ) CHIN BEARD TEETH BUILD
COMPAMY LAST WORKID AT STREET ADDRESS .

CITY, STARY ‘ POSITION HELD

DATE OF BIRTH ! / PLACE OF BIRTH RELIGIO'N__7
MARTTAL R1ATUS/¥O. o CHILLREN / OCCUPATION

SOCTAL SECURITY NUMBER

MARKS AND SCARS:
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CORRECTIONS INFORMATION SYSTEM
(T-?j}?/ C15-100-2 MODULE 1 1/1975
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§ MENT #  SENTENCE
— ! 7
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COUNTY, COURT DISPOSITION JUDGE
; LoC STATUS REASON DATE OF CRIME [/ /_
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: FATHER LIVING? MOTHER LIVING? _ WIFE LIVING? -
L
3 PERSON TO BE CONTACTED . STREET ADDRESS o
CITY, STATE, ZIF USE ALCOHOL? UYE DRUGS? -
% HEXGHT - WEIGHT N  HAIR COLOR_______ SKIN TONE EYE COLOR
NOSE CHIN BEARD TEETH BUILD .
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{SOCIAL HISTORY)
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3) NATIVE LANGUAGE
YR. OF IMMIGRATION NATURALIZED?
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CITIZENSHIP RELIGION PRACTICING
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’? WIFES NAME WIFE LIVING?

v
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3 PERSON TO BE CONTACTED RELATIONSHIP - PC
ADDRESS

ADDRESS AT TIME OF ARREST

PERSON LIVING WITH RELATIONSHIP

NO. YRS. ILL. RESIDENT
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POSITION HELD
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(LAST 5 YEARS)
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COMMENTS :

SECTION C: (PMIL)

(MILITARY)
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ADDRESS AT REGISTRATION COURT MARTIAL
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SECTION 7: (PDRG)

(DRUGS AND ALCONOL) .
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(MEDICAL)

EVER REEN IN A MENTAL HOSPLIAL?

STREET ADDRESS

IF YES, HOSPITAL NAME
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SERIOUS TLLNESS NATURE DATE__/ /  TREATMENT
INJURY, OPERATION NATUKE DATE /[  TREATMENT
INJURY, OPERATION NATURE DATE___/ [/ _ TREATMENT
GENERAL HEALTH RATING LAST EXAMINATION DATE / /

ARE YOU (A) PHYSICALLY HANDICAPPED?

COMMENTS :

ARE YOU (B) MENTALL& HANDICAPPLD?

SECTION 9: (PINS, PSEC)
(CRIMINALITY)

INSTITUTION NAME

STREET ADDRESS

CITY, STATE, ZIP

SENTENCE
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PRIOR PROBATION

DATE / / PLACE

ESCAPE RECORD

DATE / / PLACE

ESCAPE RISK

SUICIDE RISK
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MANIPULATIVE

SEXUAL ABNORMALITIES

FOR OWN PROTECTION
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CERTIFICATION STATEMENT #5

A complete list of all relevant existing legislation authorizing dissemination of criminal
history record information to non-criminal justice agencies is presented in Chapter B
of the Plan.
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ADMINISTRATIVE OFFICE OF THE ILLINOIS COURTS

Roy O. GULLEY
DIRECTOR

SupPREME COURT BUILDING 30 NORTH Mici GAN AVENUE
SPRINGFIELD B2706 CHiCAGO 60602

October 29, 1975

RECEIVE]
Dr. David Fogel ‘ QCT 3 ¢ 1975
Director e
I11inois Law Enforcement Commission i L. E.C
120 South Riverside Plaza ol Y .
Chicago, I11inois 60606 EXEC. DIR,

Dear Dr. Fogel:

I have received your letter of October 7, 1975 and accompanying
documents relating to court participation in developing I11inois' criminal
justice information plan, under U.S. Department of Justice Order No. 601-75
and regulations adopted pursuant thereto.

A review of the regqulations indicates that, in a number of areas,
IT1linois law closely parallels the requirements contained therein. For
example, access to juvenile court records (Regulation 20.21(d)) is limited
by I11. Rev. Stats., ch. 37, sec. 702-10; access to pre-sentence investi-
gations is 1imited by I11. Rev. Stats., ch. 38, sec. 1005-3-4; access to
probation reports and records is limited by I11. Rev. Stats., ch. 38, sec.
204-4(4); and newly enacted House Bill 1365 (Public Act 79-910) requires
the clerk of the Circuit Court to furnish the Bureau of Identification with
"all final dispositions of criminal cases for which the Bureau has record
of an arrest."” (Regulation 20.21(a)(1)).

However, the regulations and planning instructions promulgated
pursuant thereto raise a number of serious questions concerning the extent
of their applicability to state courts and the extent to which our courts
may accept the imposition of such regulations, under I1linois law.

On their face, the regulations seem to provide for a rather Timited
application to the courts. Section 20.20(b){(3) and (4) provides:

"(b) The regulations in this subpart shall not apply to
criminal history record information contained in: . . .
(3) court records of public judicial proceedings compiled
chronologically; (4) published court opinions or public
judicial proceedings. . . ."
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available to assist agencies in (1) determining to what extent their information
systems are covered by the Regulations, (2) interpreting the Regulations, and
(3) preparing the plans and certifications. dJ. David Coldren is Director of

our CJis staff and can be reached at ocur Chicago address.

I am also enclosing copies of the June 30.Privacv and Security Planning
Instructions issued by LEAA and the August 20 instructions supplement. Addi-
tional copies are available from Mr. Coldren.

We have a particularly difficult timing problem with respect to the
*Individual's right to access criminal history record 1nformatlon“ section
(20.34) since that section must be implemented by Decembér 16, 1975. Because
this provision most directly effects the “state central re osxtory » which
in Illinois is the Bureau of Identification, we have aske the Depar thent of
Law Enforcement to prepare drafts of Regulations and Instructlons with re—
spect to those provisions. This task is being coordinated by Arthur C. Loos,
Agsistant Superintendent, Criminal Justice Information Services of DLE, who
can be reached at 217/782-7980. Mr. Loos is in a position toc work with you
and other agencies with respect to the individunal access plan and procedures.

If you need further information, I encourage you to contact Mr. Coldren
-and Mr. Loos as soon as possible.

We appreciate your cooperation.

Sincerely,

Y /3%% | _ o

David Fogel
Director
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Page 2

In I11inois, with the exceptions stated above, records of public judicial
proceedings are by statute, I11. Rev. Stats., ch. 25, sec. 16, public
records open to public inspection:

" . . . A1l regords, dockets and books required by
Taw to be kept by such clerks shall be deemed public -
records, and shall at all times he open to inspection
without fee or reward, And all persons shall have free
access for inspectign and examjnation to such records,
docket books, and aiso to all papers on file in the
different clerks' offices and ghall have the right to
take memoranda and ahstracts thereto." (See also: o
I11inois Supreme Colrt General Administrative Order on E
Recordkeeping in the Circuit Curts, May 20, 1968),

The exemption of public gourt records ppovided for in section 20.20(b)(3) and
(4) of the regulations may, however, only be illusory. The exemption is
limited by the qualification that such regords be maintained "chronologically."
Thus, an alphabetical ipjex of defendanfs, such as that majntained in I1linois
pursuant to statute, I11, Rey. Stats., gh. 25, sec. 16, would not be exempt,
and, if the LEAA interpretation of the regulations is correct, all files and
records which could be agcessed through' the alphabetical index would also lose
their exempt status. The LEAA Privacy and Security Planning Instructions,
Supplement No. 2, September 30, 1975, page 5. in attempting to explain the
exemption, states: ' '

"Alphabetical indexes to cqurt records are geperally
not exempt. Fpr example, an alphabetical index to case
files . . . would be subject tq the regulations. The
regulations apply to combinatignszof any non-chrono-
logical index and file which might he used to assemhle
or permit retrieval of a summary criminal history on an
individual. If as a result of automatic data processing,
the equivalent to an alphabetigal manual index axists,
such automated files would Tikgwise be subject to the
regulations. ! o

"On page 8 pf the original Privacy and Security
Planning Instructions the disgyssion of the 'court
records' exception may suggest a broader interpre=-
tation of the exception than has been indicated above.
To the extent that it does so, ‘the discussion should
be disregarded."

Thus, according to LEAA's interpretation, the existence of an alpha-
betical index brings ‘the entire court file within the terms of the regulations.
This, would be. inconsistent with the public nature of court files and records
provided in I11. Rev. Stats., ch. 25, section 16, above. Although LEAA's
interpretation of the regulations is sy qect‘to somz question, it is clear
that, at the very least, thq alphabetiggl index would be subject to theregu-
Jlations. This, also, would be contraryito ch. 25, section 16. '
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To summarize, the requirements conperning confidgntiality contained
in the regulations would be contrary ta existing I1Tinois law governing the
public nature of court files and records (with the exceptions noted above,
i.e.y juvenile, pre-sentence investigation and probation reports). If a
plan to Timit access to court files and recprds is desirable, that determi-
natioh is a major policy question which can anly be resolved by the I11inois
legisjature., An attempt to achjeve such & plan by adminjstrative order, as
you suggest in your letter, would he directﬁy in conflict with the existing
statutes on this point, Consequently, preparation of a courts' portion of
ILEC'S criminal justice information plan hy this office js not possible, at
this time. If it would be of assistance tp you, please feel free to use any
of the information contained in this Jetter in the Drepapation of ILEC's plan.

If you wish to discuss this maiter further, please contact me.

Very truly yours,

quiﬁo Gulley

KOG/ app
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ILLINOIS LAW ENFORCEMENT COMMISSION

120 SOUTH RIVERSIDE PLAZA
CHICAGO, ILLINOIS 606006
312/454-1560

October 7, 1975

Honorable William J. Scott
Attorney General

500 S. Second Street
Springfield, Illinois 62706

Dear General Scott:

As you undoubtedly know, the Law Enforcement Assistance Admiriistration
of the U. S. Department of Justice issued Order No. 601-75, "CRIMINAL JUSTICE
INFORMATION SYSTEMS", effective June 19, 1975. 'The Order, published in the
Federal Register on May 20, 1975, was issued pursuant to sections 501 and
524 (b) of the Cmnibus Crime Control and Safe Streets Act of 1968, as amended
by the Crime Control Act of 1973.

The Order promulgated Rules and Regulations that cover nearly every cri-
minal justice agency in the nation (directly or indirectly) with respect to
information systems containing criminal history record information. A copy
of the Rules and Regulations is attached.

The Regulations require each State to prepare and submit, by December 16,

1975, an implementation plan and certifications of compliance as specified at
section 20.22. LEAA asked governors to designate one state agency per state
to compile and submit the plan. Last week, Governor Walker designated ILEC
as the agency responsibie for submitting the Illinois plan.

It is our intention to work with existing state agencies and statewide
organizations in preparing the plan in order to accomplish this major task
within the short time period remaining. Already, the Illinois Department of

: Law Enforcement has contacted law enforcement agencies throughout the State
" and As holding workshops to explain the Rules and Regulations to police agen—

cies. Corrections facilities' information systems under the management con-
trol of law enforcement agencies will be covered by the appropriate law en-
forcement- agencies' plans and certifications.

It is our understanding that the Attorney General's Office is covered
by the LEAA Regulations and must therefore submit a plan and such certifi=-
cations of compliance as necessary to be included in the Illinois statewide
implementation plan. I order to meet our deadlines, I ask that you desig-
nate a member of your staff to work with ILEC in preparing the section of
the state plan relating to your office so that we may begin final compil-
ation of the state plan by November 1l7th.

Members of ILEC's Criminal Justice Infurmation Systems (CJIS) staff are




Attorney General Scott -~ Page 2

available to assist agencies in (1) determining to what extent their information
systems are covered by the Regulations, (2) interpreting the Regulations, and
(3) preparing the plans and certifications. J. David Coldren is Director of

our CJIS staff and can be reached at our Chicago address.

I am also enclosing copies of the June 30 Privacy and Security Planning
Instructions issued by LEAA and the August 20 instructions supplement. Addi=
tional copies are available from Mr. Coldren.

We have a particularly difficult timing problem with respect to. the __
®*Individual's right to access criminal history record information" section
{20.34) since that section must be implemented by December 16, 1975. Because
this provision most directly effects the "state central repository", which
in Illinois is the Bureau of Identification, we have asked the Department of
Law Enforcement to prepare drafts of Regulations and Instructions with re-
spect to those provisions. This task is being coordinated by Arthur C. Lcos,
Assistant Superintendent, Criminal Justice Information Services of DLE, who
can be reached at 217/782-7980. Mr., Loos is in a position to work with you
and other agencies with respect to the individual access plan and procedures.

If you need further information, I encourage you to contact Mr. Coldren
and Mr. Loos as soon as possible.

We appreciate your cooperation.

Sincerely,

David Fogel !

Director ' -




CHICAGO OFFICE
160 NORTH LA SALLE S8TREET
GOE0T

WiLLIAM Jd. 5COTT
ATTORNEY GENERAL
STATE OF ILLINOIS

Dotober 22, 1975 5* L _—

My, David Fogel, Director
Illinois Law Enforcement Commission
120 South Riverside Plaza
Chicago, Illinois 60606

Dear virector Fogel:

Your letter of October {9\ to Attorney General
Scott has been referred to Attorney General's
Office is a Criminal Justige/Ager within the meaning
of the Rules and Regulatifn Attorney General's
Office, however, does not a “Criminal History
Record Information System" n es it collect "Criminal
History Record Information®. er we do not disseminate

i ation is maintained in
the individual cade{file and}mphy include the criminal
history of the acduded and thg witnesses., Criminal
history informatioN Mg not ntained in a separate
file either chxagollgl r alphabetically. It is
my view th of this Office, with respect
to criming is not effected by the Regulations
axcept to hat we must comply with Criminal
History gtion Use Agreements.

rdord Infoy

Very truly yours,
James B. Zagel
Chief, .Criminal Justice Division

188 W. Randolph St. (Suite 2200)
Chicago, Illinois 60601

co: Mr. J. David Coldéren




ILLINOIS LAW ENFORCEMENT COMMISSION

120 SOUTH RIVERSIDE PLAZA
CHICACO, ILLINOIS 60606
312/454-1560

October 7, 1975

Honorable Roy O. Gulley

Administrator

ddministrative Office of the Supreme Court
118 wWest Edwards

Springfield, Illinois 62706

Dear Judge Gulley:

As you undoubtedly know, the Law Enforcement Assistance Administration
of the U. S. Department of Justice issued Order No. 601-75, "CRIMINAL JUSTICE
INFORMATION SYSTEMS", effective June 19, 1975. The Order, published in the
Federal Register on May 20, 1975, was issued pursuant to sections 501 and
524 (b) of the Omnibus Crime Control and Safe Streets Act of 1968, as amended
by the Crime Control Act of 1973.

The Order promulgated Rules and Regulations that cover nearly every cri-
minal justice agency in the nation (directly or indirectly) with respect to
information systems containing criminal history record information. A copy
of the Rules and Regulations is attached.

The Regulations require each State to prepare and submit, by December 16,

1975, an implementation plan and certifications of compliance as specified at
section 20.22. LEAA asked governors to designate one state agency per state
to compile and submit the plan. Last week, Governor Walker designated ILEC
as the agency responsible for submitting the Illinois plan.

It is our intention to work with existing state agencies and statewide
organizations in preparing the plan in order to accomplish this major task
within the short time period remaining. Aalready, the I1llinois Department of
Law Enforcement has contacted law enforcement agencies throughout the State
and is holding workshops to explain the Rules and Regulations to police agen-
clies. Corrections facilities' information systems under the management cen-

trol of law enforcement agencies will be covered by the appropriate law @n=
forcement agencies' plans and certifications.

The Regulations apply to all courts within Illinois. We therefore seek
. your guidance with respect to the inclusion of the courts' plans and certi-
tications of compliance. It is our hope that all courts (and associated
probation offices) can be covered with respect to these Regulations by an
administrative order from your office. Our deadline for receiving compon-
ent sections of the state plan is November 1l7th.

Members of ILEC's Criminal Justice Information Systems (CJIS) staff are
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Juvenile Court Act, Chapter 37, Sections 702 and 703.
Conifidentiality of Juvenile Records.

There is no Appendix for Chapter C.

There is no Appendix for Chapter D.

Rules and Regulations Governing Individual Right to Access

& Review Criminal History Record Information, and Instructions
Individual Right to Access and Review Criminal History Record

Information.

Administrative Order of Governor Walker establishing the Illinois
Criminal Justice Information Systems Council.

"how to beat a bum rap sheet" Text for Brochures and Posters.
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Standard 1.1 - CRIME-ORIENTED PLANNING

ivery criminal justice planning agency and coordinating council
should: _

1.  Analyze the crime problems in its jurisdiction;
2. Identify specific crimes deserving priority attention;

3. Establish quantifiable and time phased goals for the re-
duction of prior