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i. INTRODUCTION 

On June 19, 1975, the United States Department of Justice issued rules and 

regulations governing the collection, storage, and dissemination of criminal history 

records contained in criminal justice information systems receiving federal funds for those 

purposes. The State of Illinois is required to submit this comprehensive plan certifying the 

present status of criminal justice information systems throughout the State and the 

schedule the State intends to implement in order to comply with the regulations. 

The issues surrounding security and privacy of criminal justice information systems 

were not suddenly thrust upon the State last summer. While this Illinois Plan has 

specifically been drafted to meet the requirements of the federal regulations, the 

substance of this response has been in the process of formulation since 1974. 

1. Definition of a Criminal Justice Information System (CJIS) 

A "criminal justice information system" is an organizational concept of people and 

devices designed to collect, store, and disseminate information to people in the criminal 

justice community who make decisions and to the public at large who are affected by 

those decisions. It must operate within and among four major functional areas and four 

levels of government. The four major functional areas consist of law enforcement 

agencies, judicial agencies (including prosecution, defense, and probation), correctional 

agencies (including community-based and field services), and planning agencies. The four 

levels of government are: local (where most of the decisions are made), regional, state, 

and national. 

2. Illinois' Efforts to Develop Uniform CJIS Policies 

In 1974, the Illinois Law Enforcement Commission (established in 1969 as the state 

planning agency for criminal and juvenile justice programs) initiated a fifteen-month 

criminal justice information systems survey/planning/implementation project. That 

project, among other things, produced several volumes of detailed and technical papers, a 

multi-year criminal justice information systems implementation plan, and CJIS Standards. 

Some of thIs information is reproduced in the appendices of this plan. 
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The criminal justice information planning effort resulted in Ii terally hundreds of 

recommendations to the Illinois Law Enforcement Commission and criminal justice 

agencies at the state, regional, and local levels. Two of these recommendations, however, 

are most significant: 

1. An Illinois Criminal Justice Information Systems Council (Board) should be 

established and vested with sufficient authority to adopt and administer 

securi ty and pd vacy standards regarding the criminal· justice information 

systems. (See CJIS Standard 8.1, Appendix H.) 

2. Illinois should begin implementing the three Comprehensive Data Systems 

modules with federal CDS funds: a Statistical Analysis Center (SAC); the 

Offender Based Transaction Statistics (OBTS) and Computerized Criminal 

History (CCH) subsystems; and an upgraded Uniform Crime Reports (UCR) 

subsystem. 

In January of 1975, a report detailing a possible CJIS/CDS implementation strategy 

was proposed to the,11Enois Law Enforcement Commission. As a result of this report, the 

Commission provisionally approved the CJIS Standards for the. purpose of evaluating 

applications for federal funds with respect to information systems. All grants, including 

discretionary grants, have been conditioned with the requirement that the grantee will 

conform to the CJIS Standards. However, the issue of dedication at the state level has 

not been resolved, since there has b("en considerable disagreement concerning the 

dedication issue. Therefore, the fact that CJIS Standards have been provisionally adopted 

does not imply that the issue of. dedication has been settled as far as the IllinoIs Law 

Enforcement Commission is concerned. 

rhe Commission decided to allow a waiver provision. When a grantee wishes to seek a 

waiver of specific standards it can apply directly to the Commission. To this date, no 

grantee has chosen to do so. 
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3. The ILEC Advisory Committees on CJIS 

In order to more effectively handle the issues raised by the implementation of 

criminal justice information systems, the Illinois Law Enforcement Commil?sion estab­

lished two, committees--the CJIS Planning Committee, which was, clearly a criminal 

justice information systems users' group, and the CJIS Policy Advisory Comm~ttee, which 

was mQre philosophically oriented and dealt primarily with security and privacy concerns. 

The Policy Advisory O?mmittee was to look at the criminal justice information system 

·from the viewpoint of all those who would be affected by it, that is, the qociety as a 

who1e. The Planning Committee looked at the system from the viewpoint of those 

functioning within it, that is, the user segments that in aggregate comprise the system. 

On October 16, 1974-, the CJIS Policy Advisory Committee and the Planning 
'" 

Committee met jointly to discuss the separate reports they had prepared for the 

Commission. The Policy Advisory Committee's report was Iri the form of a drflft bill, and 

it was used as the focal point of discussing the differences between the two reports. 

Despite a large area of agreement and a ,. considerable amount of compromise and 

reconciliation, a number of points of ccntroversy....were irreconciable between the two 

Committee reports and required resolution at the Commission lever: . 

a. The Plann,ing Committee 

Many members of the Planning Committee were familiar with the effort!) of Project 

SEARCH, the National Advisory Commission on Criminal Jus'rice Standards anq Goals, and 

thp, Nationul Criminal Justice Information and Statistics Service documented in the 

Criminal Justice Syst~m and the Guideline Man!Jal: Comprehensive Data System Program. 

Some members, in fact, had participated in the work. They recognized that their task was 

not to start at the beginning, but rather to consider the impleme:ntation of the LEAA 

recommendations and to make them adaptable to the conditions in Illinois. 

The Planning Committee decided that the necessary first step in planning for 

Comprehensive Data System implementation in Illinois was to conduct a careful review of , 

the National Advisory Commission's Standards and Goals in order to arrive at an amended 

set of Standards for Illinois. Although the report contained significant revisions to the 

national Standards, it was consistent with the overall btoad strategy. In addition to a 

net~ork of digital communication facilities to collect the necessary data, and at the same 
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time, to provide criminal justice agencies with the necessary da~a to carry out their 

functions, the Planning Committee specifically recommended that the Comprehensive 

Data Systems Program be implemented in Illinois. 

The Comprehensive Data Systems Program deals with the operations on the stat~ 

level. It calls for the development of the three separate but complementary modules 

noted above. 

1. The Statistical Analysis Center is a professional staff organized to provide 

statistical and interpretive analysis of collected data, and to ensure quality 

2. 

I ... _ .. 

control in the collecting and reporting of data. The Commission approved 

funding the Center on January 23, i 976, utilizing LEAA Discretionary funds. 

The OB TS/CCH System is a methodology for the collection in a centralized 

data base of significant data from police, prosecution, courts, and correctional 

agencies in order to describe accurately all the transactions with the criminal 

justice system of every person arrested on a serious charge. In this scheme, 

the data reported in response to a CCH inquiry is a subset of the data 

collected for statistical purposes. From the point of view of planning, 

resource allocation, and management of the entire Criminal Justice System, 

this is perhaps the most important part of the overall plan. OBTS is a means 

for keeping track of offender careers and for providing programmatic and 

other statistical management information. Initial funding was approved by the 

Commission also last January, using LEAA Discretionary funds. 

3. The UCR is a familiar concept by now and there is an Illinois UCR program 

already implemented. The UCR complements the OBTS by providing pre­

arrest incident data, as well as data on incidents that do not result in arrests. 

The CJIS Standards adopted for application reviews by the Commission are attached 

hereto as Appendix i1. The numbering of the Standards in the Planning Committee Report 

follows exactly the numbering in the NAC volume on Criminal Justice System. 
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Standard~ 1.1 to 1.3 deal with the planning and standard setting processes. Even 

though CJIS is not mentioned, they were included in the CJIS Planning C vmmittee report 

because they are immediately relevant in several ways. First, th.ey give the rationale for 

the interest and participation of the Commission in the development and operation of a 

CJIS. Second, they detail the role of standard setting in the planning process, and in the 

granting of funds. Finally, they explain the limitations of standards and the process by 

which they are generated and revised. Thus, these first three are important to set the 

context in which one should interpret the rest of the Standards. 

Standards 3.1 to 3.4 describe the kind of function that is appropriate at different 

levels of government. They constitute a more refined statement of the hierarchical 

structure of the system that is conducive to the exchange of necessary information in the 

criminal justice community. 

Standards 4.1 to 4.8 detail the kinds of information services that should be available 

to serve the particular needs of a law enforcement agency. 

Standards 5.1 to 5.6 describe the information services desirable in Court Information 

Systems. 

Standards 6.1 to 6.7 describe Corrections Information Systems (including probation) 

capabilities. 

Standards 7.1 to 7.8 deal with the general operation of the CJIS and with the 

operations of the CDS at the state level. 

Standards 8.1 to 8.8 deal with the setting and administration of privacy and security 

standards. They include: 

a. The establishment of the CJIS Board with a description of its responsibilities 

and powers; 

b. Limits on the dissemination of information about offenders; 

c. Processes by which individuals may review and challenge their crim1nal history 

files; 
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d. The classification of data sensitivity and the grantin,g of personnel security 

clearances; 

e. Systems' physical security measures; 

f. The provision of data to researchers. 

It should be noted that these Standards (8.1 to 8.8, 7.4 and 7.5) are most closely 

related to the Policy Advisory Committee Report discussed below. 

Standards 9.1 to 9.3 deal with technical issues that are immediate consequences of 

other Standards. They are all concerned with ensuring the ability to develop a well­

integrated system. 

Standards 10.1 to 10.5 deal with the process of implementation of a state CJIS. 

They call for: 

a. A legislative foundation for the CJIS; 

b. Establishment of user groups; 

c. Development of a CJIS implementation plan; 

d. Flexibility with respect to jurisdictional responsibili.ties in the face of 

economic limitations; 

e. Adherence to Standards by grantees. 

Standards 11.1 to 11.3 outline relevant considerations for monitoring the total CJIS 

development and component systems and for evaluating the impact of systems on the 

administration of criminal justice. 

-6-
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For the most part, the CJIS Standards are consistent with the federal CJIS Rules and 

Regulations. The CJIS Standards are more restrictive with respect to imposing limits on 

dissemination of criminal history record information to non-crimin<~l jListice agencies. The 

CJIS Standards prohibit disseminations to non-criminal justice agencies altogether, unless 

a legal right to know, demonstrated by statute or executive order, and the need to know 

such information can be shown. (For a more detailed comparison see Appendix l3.) 

While the CDS guidelines and CJIS Standards represent the best current conception 

of the needs and processes for the exchange of information, and may in that sense 

describe an ultimate system, the system described is not the technological ultimate. 

Therefore, it should by no means be inferred that the Standards call for a computer in 

every records room. Except for operations at the state level, where computer operations 

are a practical necessity, no particular form of technology is specified. 

b. The Policy Advisory Committee 

At the same time that the Planning Committee was making its studies and 

recommendations, a distinguished group of individuals comprising the Policy Advisory 

Committee was wrestling with the issues surrounding security and privacy of records 

contained in criminal justice information systems. The most conspicuous product of their 

efforts was the report which they issued. In reality this "report" was in the form of 

proposed legislation which the Committee felt should be enacted by the State. (See 

Report of the CJIS Policy Review Advisory Committee, Appendix i2.) 

This proposal constituted a comprehensive effort to legislate the collectlon, storage, 

and dissemination of criminal justice information in toto--investigative and intelligence 

information as well as arrest record and criminal history record information. The "report" 

included detailed definiti<.ms, sections concerning collection and dissemination of criminal 

justice and intelligence information, privacy and security of information coqsiderations, 

an Illinois Criminal Justice Information Systems Board, audit and public notice 

requirements, and civil and criminal sanctions for violations. 
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An analysis comparing the "report" (with respect to crimlnai history record 

information) with the provisions of the federal CJIS Rules and Regula.tions and the 

ILEC/CJIS Standards is attached hereto. (See Appendix B.) From this analysis it is evident 

that the "report" dl.ffers with nurnerous provisions of the federal regulations. Only the 

more signi [icant discrepancies are highlighted here. 

For instance, the "report" would impose stricter requirements on computerized 

criminal history record information systems than on manual systems. With respect to 

disseminating criminal history record information between criminal justice agencies, the 

"report" is more limiting and restrictive than the federal regulations and would prohibit 

such disseminations in certain cases. Yet surprisingly with respect to access to criminal 

history record information by non-criminal justice agencies and individuals, the "report" 

applies much less stringent criteria and would expand the number of restrictions limiting 

such disseminati~n. 

4. CJIS in the Illinois Context 

With respect to the Standards and CDS Guidelines, and their implementation, there 

are presently seven major criminal justice information systems in Illinois. Three of them 

are in law enforcement agencies: the Illinois Department of Law Enforcement; the 

Chicago Police Department; and the Peoria Police Department. Two are in judicial 

agencies: the Cook County Circuit Court and the Lake County Circuit Court. The only 

major system in corrections resides in the Illinois Department of Corrections. There is 

also one regional system, between Rock Island County, Ililnois and Scott County, Iowa, 

known as the Bi-State Metropolitan Computer Commission. 

The main means of electronically communicating criminal justice data in Illinois is 

through the Law Enforcement Agencies Data System (LEADS). In addition to the on-line 

files maintained in LEADS, such as wanted persons and stolen articles, LEADS can inquire 

for information from the Computerized Criminal History (CCH) files of the Illinois Bureau 

of Identification and the fHesof the Firearm Owners Identification Division (FOLD), as 

well as the drivers' license and vehicle registration files maintained by the Secretary of 

State. Through various control protocols, LEADS communicates information with a large 

number of Illinois law enforcement agencies, the. Departnient of Corrections, and the 

National Crime Information Center (NCIC). LEADS is also used to provide reHahre 
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communications with law enforcement agencies in other states and nations through the 

National Law En'forcement Telecommunications System (NLETS) and the Automated Law 

Enforcement Communication System (ALECS). 

The Illinois Uni Eorm Crime Reporting Program (IUCR), which is also operated by the 

Department of Law Enforcement, collects crime incident and arrest data from law 

enforcement agencies, computes statistics, reports to the Federal Bureau of Investigation, 

UCR Program for the State and in some cases provides those reporting agencies with some 

sta~istical data. 

The Computerized Criminal History files are maintained by the Department of Law 

Enforcement's Bureau of Identification from paper documents a.ccompanied by fing~rprint 

cards for positive identification. Arrest data is supplied by law er,iorcement agencies. 

The courts provide dispositional data on cases directly, and the Department of Corrections 

supplies dispositional data which it receives from courts on mittimus documents. In 

addition, dispositional data is supplied by police departments when it is gathered by them 

from courts. When the offense category matches national standards, the LEADS computer 

automatically forwards criminal history information to the NCIC for inclusion in its CCH 

files. 

The other system operated at the state level of government is the Department of 

Corrections' Corrections Information System (CIS). The system is designed to build a file 

on each inmate as he or she goes through the reception center process. That file is then 

available via remote terminals at the vadous corrections facilities. Continuing records 

are kept on popUlation movements and status changes so that up-to-date records are 

available for the day-to-day management of inmate activities. The system also produces 

summary reports for use by the Pardon and Parole Board: 

Below the state level, the two mod important systems are, not surprisingly, located 

in Chicago. The Chicago Police Department's Crime Information System interfaces with 

the LEADS system, and replicates many of its capabilities at the city level. The Cook 

County Circuit Court Clerk's Information System is being implemented chiefly as a 

calendar management systemwlth video terminals located in various court agencies and 

the Cook County Department of Corrections. 
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There are three other substantial computerized systems in the State. The QUAD 

NET system with headquarters in Davenport, Iowa is a metropolitan area law enforcement 

system (modelled on the Kansas City ALERT system). The CADOLIS system in Peoria 

combines a Computer Assisted Dispatch system that interfaces with LEADS with an On -

hine Information ~ystem. Finally, in the Lake County Circuit Court in Waukegan is the 

Judicial Automated Records System which is a simple cale~dar management system using 

batch orocessing, with some remote data entry terminals in the clerk's records section. 

A common denominator for all these systems 1s their current inability to 

communicate with other agenci'':!s across criminal justice functional boundaries. There is 

not yet any system which provides strong coordination for the automated exchange of 

useful information among· interacting police, courts, and correctional agencies. Even 

within functional areas, there is often difficulty exchanging information across political or 

geographic j ur isdictions. 

fa 

a. Department of Law Enforcement 

The hub of CJIS Operations in Illinois is the Department of Law Enforcement data 

center. Two IBM 370 computers communicate with almost 300 terminal devices (teletype 

machines and video terminals) scattered across the state, as well as several other 

computer systemg~ The OLE data system provides Illinois law enforcement agencies with 

the following capabilities: 

a. Access to LEADS files, such as stolen items and wanted or missing persons; 

b. Access to Computerized Criminal Histories; 

c. Interface with the National Crime Information Center, which provides similar 

capabilities a~ the inter-state level; 

d. Access to drivers' license and vehicle registration files through interface with 

the Secretary of State's system; 

e. Message routing between the user agencies, as well as with agencies in other 

states through the National Law Enforcement Telecommunications System and 

Automated Law Enforcement Communication Systems (for five neighboring 

states). 

-10-
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Two controls operate on the LEADS eight on-line files. First, the information 

contained in those files may not be used as the basis for an official action. Second, only 

the agency which entered a particular record in a file may alter, update, or remove that 

record. This maintenance function is not always carefully carried out, and it is important 

that inquiring agencies that get "hits" ascertain the validity of the information. In the 

light of these two requirements, the importance of the directed message capability of the 

LEADS system is apparent. 

During the month of January 1976, user agencies made over 1,900,000 inquires of the 

files available through LEADS and used LEADS to send messages 120,000 times. (For 

more detailed information on NCIC and incidence of "hits" see Appendix 14.) 

The most sensitive data available through LEADS Is the CCH which has close 

controls on its files. Agencies accessing CCH files are required to maintain tight security 

on those accesses. They must keep a logior three years of all requests for. CCH reports, 

including the name of the inquirer and the reason for the inquiry_ They must agree that an 

inquiry will'only be made for a legitimate criminal justice system operation and must keep 

their LEADS terminal physically secure at all times. In order to ensure accuracy of data, 

only data that is accompanied by a fingerprint card is entered into CCH records, and 

original copies are kept of all source documents (either paper or video-tape). Arrest data 

is supplied in this manner quite uniformly by law enforcement agencies. 

However, there are problems associated with the present operation. For instance, 

the CCH capability is not fully realized. Of the over one million records managed by the 

Bureau of Identification, only one hundred sixty thousand are computerized. 

CCH often falls to respond to users needing criminal histories. 

k 

Thus the 

The Department of Law Enforcement's Criminal Justice Information Services Unit 

also operates the Illinois Uniform Crime Reporting program. This is the statewide 

repository of information on criminal incidence volume in Illinois. Although this system 

makes it easier for law enforcement agencies to report criminal incident frequencies by 

transferring to the State some of the computational burden, the reports still may not be 

sufficiently accurate. 
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b. Illinois Department of Correction's Corrections Information System 

The Cor'rections Information System is configured on the computer system 

maintained.in Springfield by the Managemement Information Division 6f the Department 

of Finance, w~ing remote terminals for on-line entry and retrieval of information, and two 

IBM System III computers ·for remote job entry. 

The system performs three functions for the Department of Corrections: 

1. The Reception and Diagnostic Component of the system collects information 

about 'the offender as he or she goes through the reception process and 

produces reports used to coordinate that process further downstream. Also, by 

using optical scanning devices, diagnostic tests are scored automatically and 

resulting reports distributed. 

2. Using the remote terminals, data is entered daily on population movements and 

status changes, so that current information is available by inquiry and report 

for the day-to-day management of offender activities. 

3. The Pre-Parole Medical Recommendation Module is used to manage medical 

exarninationsof offenders soon to be eligible for parole, and prepares 

examination reports for, the Pardon and Parole Board. This is not yet 

implemented. 

The system is designed so that necessary information is provided to personnel 

throughout the Department of Corrections' system, but the access to information is 

controlled by a set of password protocols. Each terminal operator's password controls 

which part of the data. base he or she may access. 

The system maintains an internal log of all transactions by operator terminal, 

transaction type, record 'accessed, and sequence number of the transaction. It is thus 

possible to audit the source of all data entered on-line. Information relating to offenders 

and clients is audited for accuracy at the various Record Offices and l~ter reviewed by 

the Parole Board Office. 
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Additional audits are carried out as needed. At the present time, wardens are being 

issued print-outs for each offender. The wardens, in turn, will request offenders to audit 

data on race, ethnic background, and certain other basic information, such as offense for 

current incarceration. These audits will be used to update the system data values. 

c. Chicago Police Department Crime Information Syst~ 

The Crime Informat~on System is configured as a police computer communication 

system that allows data entry and retrieval via video terminals located at district and 

area headquarters throughout the city. Inquiries may be made to the name file and 

vehicle file maintained on the system and are automatically forwarded to LEADS. 

Chicago police also have access to the CCH files available, through LEADS, but not 

via the system terminals. Rather, police are required to submit written requests and CCH 

inquiries are made throug~ a separate LEADS terminal which is not interfaced to the 

Chicago CIS. 

The Hot Desk vehicles maintenance file is matched with LEADS files and 

differences adjusted. Present plans are that other audit procedures will be similar. 

d. Circuit Court of Cook County Clerk's Information System 

The Cle~k's Information System is the result of an extensive management analysis 

and design process. The system is designed to satisfy the clerk's responsibility to provide 

the court and related agencies with the necessary information to coordinate and carry out 

the daily functions of the judicial process. 

The system uses approximately fifty terminals to gather and disseminate 

information in a timely fashion. Data entry and inquiry/retrieval capabilities will be 

available to the Public Defender, the State's Attorney, the Cook County Department of 

Corrections, the Probation Department, the Juvenile Division Officer of Court Services, 

and the Clerk's Office. In order to ensure the accuracy and security of the files, the data 
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entry and inquiry capabilities from various terminals are controlled by an access need 

protocol. For example, only Juvenile Division terminals may access juvenile . ~' ' .. 
case/defendant files, and then only after the proper password is presented. Only the Cook 

County Department of Corrections may change the tier number in a case/defendant 

record. In addition, the availability of the casel defendant file through terminal inquiry 

via a number of indexes will be reported. 

All on-line transactions will be logged and daily copies showing data values before 

and after data entry will be sent to the originating location the next working day. 

For data entered off-line, an error report for illegal data fields will be generated 

and returned to the originating agency for correction. Erroneous "critical" data will cause 

rejection of the record entry. Otherwise, erroneous data will be supplanted by asterisks. 

e. Peoria Police Department Computer Assisted Dispatch And On-Line 

Information System (CADOLIS) 

The CADOLIS is in the Peoria Police Department and serves two functions: 

1. Computer-assisted dispatching; 

2. On-Line information, including LEADS interfacing. 

The Computer Assisted Dispatch System provides the dispatchers with the following 

capabilities: 

a. Upon receiving a complaint, the most relevant data is recorded on-line. 

b. With reference to the complaint, the system generates a recommendation for 

patrol units to be dispatched, and records those that are dispatched. 

c. If the dispatcher so chooses, the system assigns an incident number and creates 

a skeletal Incident .!:ili; record, to be completed later by the Criminal Records 

section when the officer'(s incident report has been submitted. 
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. d. The s-ystem automatically maintains in the !:!.!:!!! Status File 'statistics for each 

unit that characterize the performance and work load of the unit. 

The system on-line information capabilities may be summarized as follows: 

a. Incident records are maintained by the system until deleted, when an incident 

summary is created as an entry in the Proper Name/Item of Interest File. 

b. Both Incident File and Proper Name/Items of Interest File records may be 

created apart from the Dispatch System. 

c. Search inquiries can be made on-line to the system's two files. 

d. The system has the necessary capabilities to govern the protocol and message 

switching for inquiries to the LEADS system. Name, vehicle license plate and 

V.I.N. inquiries to LEADS are automatically formatted. Other LEADS 

inqUIries must be formatted by the operator. 

e. If a LEADS inquiry is made, the system automatically interrogates its own 

Proper Name/Items of Interest File. 

The system incorporates a Master Terminal which controls the logging of all 

messages in the system. Logs may be kept on the master terminal or on disk, or both. In 

addition, the system checks data entered on-line for il1egal fields. 

f. Lake County Circult Court Judicial Automated Records System (JARS) 

Lake County's Judicial Automated Record System is operated by the Lake County 

Department of Management Services. The system is built on IBM's Basic Court System. 

The on-line part of the system is organized to allow entry and inquiry access to 

three files: the basic record docket, which includes general case information, papers 

filed, fees, names and orders of the court; the alphabetic ~ file; and the calender file. 

These files are accessed through terminals located in the Clerk's Office. 
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The batch process part of the system enables the following capabilities: 

a., The traffic division of the court is provided with punched cards for tickets, 

name and address index cards, court case schedules, case jacket labels, and 

some financial reports. 

b. The Clerk's Office is provided a general docket index, as well as plaintiff and 

defendant indices. 

c. Jury processing, registered voter lists, juror lists, mailing labels, printed jury 

venue and jury payment checks are provided. 

d. The adult probation department receives active probationer lists, court case 

histories and mailing labels. 

The system checks for illegal data fIelds and also rejects exact duplicate data record 

entries. Case files are manually audited at the time of micro-filming. 

g. Bi-State Metropolitan Computer C..£!TImission QUAD NET 

The Bi-State Metropolitan ComPuter Commission was created by an agreement 

entered into by Rock Island County, Illinois and Scott County, Iowa. The Commission 

consists of five members from each of the county boards and is empowered to operate a 

computr.:t system primarily for criminal justice needs, but also to ensure efficiency by 

providing services to non-criminal justice users. The Commission is carrying out this 

responsIbility by implementing the Alert II system which was developed in Kansas City. 

The Alert II software is designed to serve as a comprehensive regional eJIS. Its 

Master File can have up to &3 specified records. In addition, for an interim period, the 

system will hold a file of vehicle registrations for Scott County, Iowa, until the Iowa 

TRACIS system assumes that function. 

-16-

.--,: 



These records will be used to support four system applications: 

1. Master name file; 

2. Warrants and Wants; 

3. Stolen vehicles; 

4. Arrests. 

On-line video terminal access to these files will be available to four law 

enforcement agencies in Rock Island County and three in Scott County, and thruJgh the 

county sheriif's offices to other smaller community police departments. 

QUAD NET is not qualified to interface directly to LEADS or NCIC since the Bi­

State Commission is not a criminal justice agency. However, LEADS interface has been 

achieved by relaying messages through one of the Illinois terminal agencies (of QUAD 

NET) required by LEADS. 

The system configuration includes a complete log of all transactions. All agencies 

are required to keep a hard copy of all information entered. Sheriffs will keep copies of 

warrants and arrests documents for non-terminal agencies they serve. Other data will be 

kept by originating agencies. 

5. Future Funding Needs in Illinois 

Based on the preceeding discussion it is obvious that the following funding requests 

can be anticipated: 

a. CCH File Conversion - The Bureau of Identification is swamped with paper 

files. In order to carry out its mission, the Bureau must go to computerized 

files with video file backup. 

b. The DLE Crime Studies Section will request money to upgrade the IUCR. 

c. LEADS will still want to upgrade the terminal devices. 

d. IDOC anticipates continuing its OBSCIS Project and will seek additional 

federal funds to come into full compliance with this Plan. 
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ii. GENERAL REQUIREMENTS 

1. Specification of Responsible Agency 

In a letter to the Law Enforcement Assistance Administration's Administrator 

Richard Velde, dated September 26, 1975, Governor Walker officially designated the staff 

of the Illinois Law Enforcement Commission to submit this Illinois Criminal History 

Record Information Plan. (Appendix ii!) 

2. Notice to Covered Agencies 

On October 7, 1975, letters were sent by David Fogel, the Executive Director of the 

Illinois Law Enforcement Commission, to the Director of the Administrative Office of the 

Illinois Courts, to the President of the Illinois State's Attorneys Association, to the 

Attorney General, and to the Director of the Department of Corrections informing them 

that their respectivl[~ ,agencies are covered by the federal regulations, offering them 

assistance in preparing their certification sections of the plan, and requesting that their 

certification statements be submitted at least one month before the filing deadline. 

On October 20, 1975, Executive Director Fogel contacted all the police agencies in 

the State in a memorandum to all Chiefs of Police and Sheriffs explaining their obligations 

under the federal regulations, requesting them to communicate any problems or concerns 

regarding the regulations, and offering them assistance in writing their certification 

statements. (See Appendix H2.) 

The Illinois Department of Law Enforcement held 49 Security and Privacy Seminars 

throughout the State between October 6, 1975 and March 2, 1976. Detailed presentations 

on handling and utilizing computerized criminal histories (CCH), the proper use of the new 

disposition and fingerprin't forms, and the requirements and implications of the federal 

security and privacy regulations were discussed. More than 2200 persons attenci(';d. In all, 

1,095 criminal justice agencies were consulted, including police departments; sheriff's 

offices, the Illinois State Police, and State's Attorneys offices. Additionallyy more than 

240 judges, circuit clerks, railroad police, and co1!ege and other security police attended 

the various seminars. 
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In mid-February 1976, all the criminal justice agencies in the State of Illinois except 

the courts and state prosecutors, were again notified of their obligations to comply with 

the federal regulations and were sent copies of the latest certification form and 

information statements supplied by LEAA. Furthermore, the Illinois Law Enforcement 

Commission notified all of its grantees (other than those criminal justice agencies al~eady 

notified) which received funds for collecting, storing, or disseminating criminal history 

record information since July 1, 1973 that they would have to certify. For example, those 

cOUrts and probation departments receiving funds were notified of their obligations under 

the federal regulations. 

3. Scope of Illinois Plan 

The requirements of the federal regulations as applicable to this Plan cover' all 

criminal justice agencies (as defined in section 20.3(c)) in the State of Illinois which have 

received federal funds for the purpose of collecting, storing, or disseminating criminal 

history record information (as defined in section 20.3 (b» except those "criminal justice" 

agencies under the auspices of the State Attorney General and the Administrative Office 

of the l11inois Courts. 

The Attorney General of the State of IJlinois has taken the position that his office 

does not collect, maintain, or disseminate criminal history record information. 

Furthermore, it is his view that the operation of his office "is not effected l;>y the 

Regulations except to the extent that we must comply with Criminal History Record 

Information User Agreements." (See letter of James B. Zagel, Chief of Criminal Justice 

Division to Executive Director David Fogel, Appendix ii3.) 

The Director of the Administrative Office of the Illinois Courts has taken the 

position that "the regulations seem to provide for a rather limited application to the 

courts." (See letter of Roy 0 Gulley to Executive Director David Fogel, Appendix Ii3.) 

Moreover, "the requirements concerning confidentiality contained in the regulations would 

be contrary to existing Illinois law governing the public nature of court files and 

records •.. " Id. Since the regulations involve a major policy question "which can only be 

resolved by the Illinois legislature, preparation of a court's portion of ILEC's criminal 

justice information plan by (the courts) is not possible, at this time." Id. 

-19-



['''' ..i.~_,::j"."'"' .• ~.,,,,_.~ "-" .... _,~ ... 

I 

I 
Therefore, the following discussion of the Illinois Criminal History Record 

Information Plan does not integrate the Office of the Attorney General or the Illinois 

Courts (or probation departments under the courts) in the procedures for ensuring 

completeness, accuracy, confidentiality, security, and individual access to criminal 

history record information. 
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A. COMPLETENESS AND ACCURACy" 

Local criminal justice agencies in Illinois do store and do disseminate criminal 

history record information. It is clear that the Federal Regulations require that they 

include all dispositions available -- at least all that occur within the jurisdiction 

corresponding to the area for which they are directly responsible --and that they must 

develop and implement procedures to comply with the query before dissemiP..3tit:m rule to 

ensure transmittal of current information. 

Where such local repositories of cr'iminal history data remain in operation beyond 

March 16, 1976, procedures will require that disposition data be obtained directly from the 

State Central Repository rather than from a local recording agency. The State Central 

Repository has already advised all criminal justice agencies at both the state and local 

levels of the existence of the federal regulations and of their implications for all 

Irepository users. In addition, the State Central Repository will prepare model operational 

procedures to assist local users in developing their own internal regulations in compliance 

with the federal standards pertaining to completeness and query before dissemination. The 

model procedures will be available by July of 1976. 

1. Complete Disposition Reporting 

The State Central Repository is authorized by statute to collect, maintain, and 

disseminate criminal history record information. (Ill. Rev. Stat., chapter 38 section 206, 

Appendix Ai.) This statute, among other things, authorizes the State Central Repository 

to use the Bertillion system and fingerprint system as systems of positive identification 

for criminal history record information. In addition, the law requires that "all policing 

bodies" in Illinois furnish the State Central Repository with daUy copies of fingerprints 

and descriptions of arrested persons. If a person is acquitted or released without being 

convicted the law requires that all records of identification be returned. Moreover, any 

such persons who have not been previously convicted of any criminal offense may petition 

to have the record of arrest expunged from the official records of the arresting authority • • 
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The statute also mandates that the State Central Repository furnish its records to 

peace officers of Illinois,. the Ur.~ted: States, other states or territories, and duly 

authorized foreign countries. However, such, releases must be predicated on signed 

certificates to the effect that the information is necessary for and will be used solely in 

the administration of crimina.: justice. Moreover, release of such information by the State 

Central Repository to any non-authorized person, bureau or institution constitutes a Class 

A misdemeanor. 

In order to meet tbe disposition reporting requirements of the federal regulatiol\s, 

the Illinois Legislature recently amended chapter 38 section 206 by House Bill 1365 

(Appendix A2). Th~ purpose of the new amendment is to ensure "complete and accurate 

criminal records within the Bureau of Identification of the Department of Law 

Enforcement." Hence it is now necessary for the clerks of the circuit courts and State's 

Attorneys to submit disposition information to the State Central Repository to update 

arrest records. All information required by this statute must be furnished to the State 

Central Repository within 30 days of a decision not to file a criminal complaint after 

arrest or within 30 days of final disposition of the case. Thus, Illinois has chosen to cut to 

one-third the mandatory disposition reporting time found in the federal regulations with 
'i 

respect to the courts and State's Attorneys Offices. With respect to the other criminal 

justice agencies, the federal 90 day requirement will be met, as discussed below. 

In order to meet the disposition reporting requirements of the federal regulations, 

the need for additional facilities and staff becomes manifest. Therefore, the State 

Centl'al Repository has applied for funding and it is expected in the very near future that 

grants will be awarded for continued development and implementation of OBTS/CCH in 

conjunction with the federal rules and regulations. It should be noted however, that these 

cur~ent proposals will cover first year funding only and it is eMimated that an additional 2 

years of funding will be absolutely essentiaJ to fuJly complete the task. 

a. Police 

All law enforcement agencies in the State of Illinois are required to submit Arrest 

Fingerprint Cards to the State Central Repository. (See Appendix A3.) Arrest Fingerprint 

Cards are being received at a rate of approximately lOOO/day and range from 24 hour 

submission to 30 days, and the Bureau of Identification responds with a criminal history 

transcript. 
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All Arrest Fingerprint Card information will be entered into CCH within a fiye day 

turn-around-time, from date of receipt to the transmission or mailing of a transcript to 

the Arresting Agency and the involved State's Attorney. The entry of this data into CCH 

will initiate the Audit Trail and monitoring system. 

A copy of the Arrest Fingerprint Cal:'d is forwarded to the State's Attorney, w+th the 

complaint and/or cas~ information. The booking charges are listed by Arrest Charge 

Numbers, statute citation, and classification. Reportable offenses can be found in the 

Appendix. (See Statute Reference Table, Appendix A4.) 

b. Prosecutors 

Prior to October 1, 1975, chapter 3&, section 206 did not require prosecutors or the 

courts to submit final dispositions. Most of the dispositions that were received by the 

Bureau of Identification were obtained through law enforcement agencies resulting in 

many arrest records entered on criminal history tr~nscripts without prosecution anQ court 

dispositions. Such a predicament caused a situation whereby arrest records could not be 

automatically purged (a requirement of Chapter 38-2~6-5) because the State Central 

RepositQry lacked decision making information; i.e., was the accused released, dismissed, 

acquitted, or convicted? 

Under the present legislation, as amended, requiring mandatory disposition reporting 

from the prosecutors and the courts ,within 30 days after the date of final disposition, the 

federal CJIS rules and regulations will be met. The system will be implemented by the 

end of March 1976 at which time data will be entered daily into CCH, as well as manual 

records. 

The State's Attorney, upon receipt of his or her c~y of the Arrest Fingerprint Card, 

will initiate the Disposition Report as defined in the Form Definition Section (Appendix 

A3). For audit trail and cros~-auditing purposes, the Document Control Number, 

defendant's name, date of birth, arrest date, sex, and race are transcribed from the Arrest 

Fingerprint Card to the Disposition Report header. 
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The State's Attorney Disposition is simply filed or not filed, charge by charge with 

disposition date for each Charge. This minimum information is not quite in conformance 

with the minimum requirements of OBTS. However, after the first year, it is expected 

that more specific disposition information will be included on the form. 

The Arrest Charge Numbers preprinted on the Arrest Fingerprint Card are also 

preprinted on the Disposition Report for prosecutor and court dispositon for tracking 

purposes, providing a history of the charge itself as related' to the Document Control 

Number and hence the defendant. 

If the State's Attorney decides not to file on any of the Booking Charges he or she 

enters IIcharge not filed" by corresponding arrest charge number, dates each charge 

disposition, and forwards the Bureau's copy to the State Central Repository. 

If the State's Attorney files by Booking Charge, he or she checks or "X's" the charge 

filed box, enters the citation, charge description and date filed, and files the form with 

the Circuit Clerk with the formal complaint and/or other instruments. (See Appendix A3.) 

If the State's Attorney decides not to file on some charges and desires to make a 

change to the charge, he or she enters the charge on the corresponding line and arrest 

charge number as the Booking Charge, "XIS" or checks charge filed and enters the date and 

case number. 

c. Trial Courts 

The Disposition Report for the courts is a combined form for prosecutors and the 

courts. That is, if the prosecutor terminates all charges the case is considered closed and 

the disposition is sent to the State Central Repository. However, if some or all of the 

charges are filed for prosecution, court clerk copies containing the prosecutor's intent are 

forwarded to the Court Clerk along with the filing of the formal complaint. 

After a verdict has been rendered, the clerk enters the information by charge. Since 

the form also contains information regarding sentencing if convicted of some or all of the 

charges, the Court Clerk enters this information along with bonding information. 
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If the offenses for which the defendant was charged differ from those filed by the 

prosecutor; the Clerk must enter these new charges by corre~ponding charge numbers 

found in the prosecutor's section of the form, as well as the disposition and date. 

Sentencing information is entered in a like manner. 

A revision copy of the Disposition Report is retained by the Clerk along with the 

Clerk's copy to cover appellate decisions, probation, and parole revocations. 

The confining ii1stitution copy of the Disposition is forwarded with commitment 

papers to the confining institution. If the defendant is sentenced to probation the 

Confining Institution Copy is forwarded to Court Services. The State Central Repository 

Copy is forwarded aftet- all sentencing information is entered by the Clerk and the 

indl vidual is remanded to an institution. 

d. Appellate Courts 

If a case is appealed, the appellate court returns its decision to the court of origina.l 

jurisdiction. If the appellate court's decision has the effect of changing the disposition 

sent to the State Central Repository, a revision copy of the disposition form retained by 

the Court Clerk is forwarded to the State Central Repository after the status change has 

been entered on the disposition form. 

e. Probation 

The sentence of probation is reported on the disposition form discussed above. In 

addition, if probation is revoked or if the subject is discharged from probation the cQurt 

clerk simply uses the "revlsionsi • copy of the disposition form and submits the subject's 

current status. It should be noted that probation is a function of Court Services and 

Probation Officers are under the courts. 

In Cook County, disposition reporting will be via the Circuit Clerk's Information 

System and therefore, the Disposition Report will not be used. Each month a computer 

tape will be sent to the Bureau of Identification for processing against CCH. 
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f. Correctional Institutions 

"Correctional Institutions" refers to state and local sheriff's facilities where felons 

are committed to state penal institutions and misdemeanants are remanded to the County 

Jail. However, in some cases misdemeanants reside in the State Correctional Institution 

in Vandalia. In either case, these institutions must report via a Custodial Fingerprint Card 

'~hich is sent to the State Central Repository upon receipt of the resident along with the 

Confining Institution Copy of the Disposition Report. (Appendix A3) Additionally, these . 
institutions report status changes such as release or discharge. At the state level, when a 

resident is released on parole it is reported to the Bureau of Identification via status 

copies of the Custodial Fingerprint Card. Likewise, parole revocation is reported as well 

as final discharge. 

Note here, that the language of the current statute does not require either the 

correctional institutions or the Board of Pardons and Parole to report resident status. 

However, reporting by these agencies, has occurred for some time now and is expected to 

be formalized by statutory revisions in 1976. 

In any event, cost limitations will prohibit the Illinois Department of Corrections 

from fully implementing disposition reporting procedures until September 1976. 

g. Parole 

Explained above along with Correctional Institutions. 

2. Query Before Dissemination 

It is a mandatory requirement for all criminal justice agencies authorized to have 

access to criminal history record information collected and maintained by the State 

Central Repository to query the repository before disseminating such information. This 

mandatory provision will be enforced by requiring all criminal justice agencies with 

authorized access (regardless of whether or not they have received federal funding) and all 

individuals or agencies providing services for the purpose of administering criminal justice 

to sign a User's Agreement. (See Appendix A5.) 
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The User's Agreement, inter alia, mandates strict compliance with all present and 

future federal and state laws and regulations, with all rules, procedures, and policies 

adopted by NCIC, and with all rules, procedures, and policies Cl:dopted by the Department 

of Law Enforcement. "Before disseminating criminal history record information, User shall 

inquire from the .,state of Illinois Central Repository to ensure that only the most current 

disposition data is being disseminated." If the user criminal justice agency were to 

disseminate criminal histories outside of its agency, without first inquiring from the State 

Central Repository, that practice would be a violation of the federal regulations and the 

user agreement, per se, and would result in immediate suspension of services from the 

repository, as well as possible liability for a $10,000 fine and fund cut-off by the Law 

Enforcement Assistance Administration. 

Additionally, a notice making agencies aware of mandatory query will be preprinted 

on the criminal history transcript to serve as a reminder to them. Systematic auditing 

procedures will be structured such that, through logging procedures, agencies will be 

audited for mandatory query using their dissemination logs compared to the records they 

maintain. Any criminal history transcripts on file will reflect the date of issuance which 

can be compared to the date of dissemination. 

Over 250 agencies now have the capability to query the CCH files before 

dissemination. These agencies are validated and logged at the time the query is made. 

The Department of Law Enforcement will have overcome all technical difficulties with 

respect to this procedure by July 1, 1976. The Department of Corrections, on the other 

hand, has found that it cannot have the mandatory query provision implemented because 

of financial limitations. According to their certification, this will be fully accomplished 

by December 1976. 

Since the Bureau of Identification is still in the file loading stage, the User 

Agreement will provide for mandatory query if, and only if, the record is on the CCH file. 

In addition, administrative message inquiries for record checks are answered wio.hin an 

hour. However, if an exigency arises, agencies are authorized to check local records 

without first querying the State Central Repository. 
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The State Central Repository is presently experimenting with a facsimile system in 

Cook County to reduce turn around time to one hour for bond hearings. 'Cook County 

Judges want the complete "RAP" sheet for bond hearings to make more realistic decisions . . 
on defendants that come before them. If this system functions properly to meet this goal, 

it will be.expanded to five court districts in Cook County including Chicago which will 

cover a m~jor part of the State. 

3. Accuracy 

The lequirement of the Certification of Compiaince has three important aspects: 

a. 

b. 

c. 

internal verification of CCH records; 

intenlal verification of manual criminal history records; 

, record verification of agency records which is basically tied into individual 

right of access and review when such reviews are necessary or filed. 

It is a simple procedure for a t,erminal operator to verify completely the data 

entered into CCH. This is accomplished on the cathode ray tube (CRT) just prior to 

sending the record to the CCH file. Follow-up verification is connected with internal 

manual record verification by taking a random sample approach on CCH, and by output of 

a tab of those records to be audited. From the tab the Quality Assurance and Program 

Evaluation Unit audits manual records against computerized records. The sample size is 

determined from making use of the UCR Audit Manual or texts on the subject, to ensure 

an acceptable reliability level as approved by LEAA in their evaluation of the funded 

OBTS/CCH Component. 

It goes without saying, that agency verification cannot be isolated from monitoring 

since both are interrelated to the extent that a random sample of current arrest records 

entered will also indicate the lack of disposition data from subsequent functions of the 

criminal justice system. Therefore, completeness is involved in both monitoring and 

accuracy verification. 
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Similarly arrest records that do not have disposition transactions will be included in 

the above-discus~ed monitoring. subsystem. If a case has been dropped or disposed of in 

some way and still not pending prosecution then the arresting agency is contacted. The 

policy that the Bureau of Identification has been operating under since the end of February 

1976 is that Arrest Fingerprint Cards are not to be submitted to the State Central 

Repository unless the police disposition is: 

a. Arrested and held for prosecution; 

b. The arrestee must be 17 years of age or older; 

c. The booking charges must be a felony, Class A or B misdemeanor, or certain 

motor vehicle offenses. 

This policy is reflected in the revised legislation on disposition reporting and CCH. 

The offenses meeting these requirements is attached as an Exhibit in Appendix A4. 

While accuracy verficatibn procedures will be fully operational on March 16, 1976, 

as certified by the Department of Law Enforcement, it should be noted that cost 

limitations will prevent theDepartment of Corrections from meeting this date. Accuracy 

verification procedures should be operational by January 1977. 

At the present time software for delinquent disposition monitoring is being 

developed and ~ill be implemented March I, 1976. At the end of each 30 day period a tab 

will be printed out for the field staff to follow-up by agency contact to obtain the 

unreported dispositions. If the case is found to be pending, an entry will be made il1to the 

CCH with the date of last agency contact. Of course, if a disposition is obtained, this 

transaction is entered into CCH and the disposition is filed in the criminal history jaCket. 

When an arrest report is entered into CCH, the monitoring system is initialized and 

dated. If a Disposition Report has not been received within 60 calendar days, the 

transaction is printed out in tabular form for the field staff. If the field staff obtains the 

disposition, it is entered into CCH and automatically removed from the monitoring system 

with an entry made for custodial record. If the custodial record is not received within 30 

days, the record is tabulated and routed to the field staff. This process continues until all 

documents are received or the arrest record is flagged so as not to be disseminated to 
unauthorized non-criminal justice agencies. 
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In cases where a court disposition has not been received for one year a special tab is 

printed out. This special t~b Is printed monthly, if required, so that the field staff may 

obtain legal grounds for expunging the arrest records. 

A similar situation 'arises pursuant to the language in Chapter 38, Section 206-5. 

This section requires that "all photographs, fingerprints or other records of identification 

so takep shall, upon the acquittal of a person charged with the crime or upon his being 

released without being convicted, be returned to him." The Bureau's interpretation of this 

language is that for a first offender (NO RECORD) or a recidivist, the arrest record must 

be expunged without a court order. Such records are to be returned to the defendant 

based upon the following administrative rules: 

(1)' If t~ere is currently pending against the individual a subsequent arrest record 

which mayor may not be related to a prior arrest and charges, the individual 

must apply. for return of his or her record(s). to the Superintendent of Bureau of 

Identification; 

(2) If the disrnissalis appealed by the People, no return shall be made until the 

appeal has been completed. If the finding is against the individual, the record 

shaH remain. If the finding is in favor of the individual, the record of arrest 

shall be expunged. 

This particular language in the statute is ambiguous with respect to which agency 

shall return what records, the local arresting agency or the State Central Repository. The 

language is not clear since it is out of context with a lengthy paragraph describing the 

collection of information from local agencies and expungement of first offender records 

by court order. Consequently, an opinion from the Attorney General of Illinois may be 

needed to clarify the statute. Depending on that ruling, a change in administrative policy 

mayor may not be effected. 

When data collection documents are received, the clerical support staff of CCH and 

the manual system, edits all data elements. If data is missing or cannot be interpreted the 

document is copied, filed in a follow-up fiJe, and the original is assigned to the QuaIl ty 

Assurance Staff to contact the agency for clarification. After all data has been properly 

obtained the Quality Assurance Unit forwards the original to the Editing Staff which in 

turn reviews, pulls the copy to be destroyed, and releases the original for entry. 

Delinquent disposition monitoring will be fully operational on May 1,1976. 
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4 Noti fication of Errors Procedures 

From the discussion in the instructions accompanying the federal regulations, it is 

assumed that the logging procedures are to be finalized at this point of the State Plan, 

rather than being included under the Audit and Quality Control part of the Certification 

CbeckJist . 

• 
T.he logging sub-system is part of the CCH records and is being programmed 

presently. When an agency queries the CCH system and obtains a "hit," the agency's 

terminal code number and date will be entered as a separate segment of the individual's 

record' and dated. A summary of the individual's criminal history record information wlll 

be transmitted. 

When an inquiry is made by telephone, administrative message, letter, or submission 

of an arrest figerprint card, the CCH terminal operator will make the dissemination entry. 

An automatic transcript that is already addressed to the inquiring agency will be printed 

out. 

From another viewpoint, suppose that the individual is not on CCH but a manual 

search reveals a record. The logging is accomplished on CCH because the identification 

segment and arrest segment of the last event will be entered to establish the record. The 

remaining jacket information will be reviewed for completeness and entered within normal 

operating procedures. Only that data which meets the requirements of the federal rules 

and regulations will be entered. 

Disseminations due to an error will be entered into the dissemination log (CCH) by 

code, and the record in error will be corrected on CCH and the manual system and will be 

flagged on corrected transcripts disseminated to all agencies (including non-criminal 

justice agencies) logged as having received such information. 

Systematic audits for notice of errors will be fully implemented by July 1, 1976. 
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B. LIMITS ON DISSEMINATION 

1. To Authorized Categories Only 

By July 1, 1976, the State of Illinois will totally limit the dissemination of criminal 

history record information to only those exceptions found in the federal regulations. 

2. Applicable Limits and Sanctions on Criminal Justice Agencies 

All cr.lminal justice agencies authorized access to the State Central Repository's 

manual or computerized 'records shall sign a User Agreement made between the user 

agency and the Department of Law Enforcement. (Appendix A5 ) 

Under this agreement, not only must the criminal justice agency, itself, be in total 

compliance with the federal regulations per this Plan, but so must any other potential 

individual or agency to which the user criminal justice agency might disseminate criminal 

history record information. For example, if criminal justice agency A (which has received 

federal funding) has signed a user agreement with the Department of Law Enforcement, 

and criminal justice agency B (which has not received federal funding or signed a user 

agreement with the Department) requests A to provide B with criminal history record 

information, A must first query the State Central Repository before disseminating to B. 

However, if B is not in conformance with the federal regulations, even though B has not 

received federal funding, A may not disseminate to B since A could not ensure the 

confidentiality of the information once B obtained it. Therefore, if B wants to obtain 
, , 

criminal histories from A or provide criminal justice services for A, it must first come 

into compliance with the federal regulations and sign a user agreement to that effect with 

A. If A were to disseminate to B, A would be subject to immediate suspension of services 

with the State Central Repository ~s well as possible liability for a $10,000 fine and 

funding suspension under the federal regulations. 

In addition, there are statutory, restrictions in Illinois limiting dissemination by the 

Department of Law Enforcement that far exceed the limitations imposed' by the federal 
. ' 

regulations. No file or record may be made public under the law, "except as may be 

necessary in the identification of persons suspected or accused of crime and in their trial 
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for offenses committed after having been imprisoned for a prior offense ••. n (For complete 

text of Chapter 38 section 206-7, see Appendix Al.) 

3. Eligibility Validation Proced~ 

All agencies authorized access to criminal history record information will be 

maintained on a computerized table, such that, when an inquiry is made remotely or 

within the State Central Repository, the agency is validated and the inquiry logged. The 

Dnartment of LCl,w Enforcement periodically prints and updates this table of all agencies 

qualified to receive criminal history reco'rd information, which is sent to all law 

enforcement agencies. Moreover, the user agreement that all users of the State Central 

Repository are required to sign states that n(b)efore this agreement may take effect, User 

must be certified by DLE as a bona fide recipient and donor of criminal history record 

information." Therefore, dissemination of criminal histories to agencies not under 

contract agreement or not in compliance with the regulations or not on the Department of 

Law Enforcement's validation list will result in immediate suspension from the files of the 

State Central Repository and possible federal liability under the regulations. 

4. Non-Criminal Justice Recipients 

Agencies disseminating criminal history record information to non-criminal justice 

government agencies, private agencies, and researchers must make contractual 

arrangements similar to those required for criminal justice agencies. Such agreements 

also provide that all copies of disseminated information be returned to the disseminating 

agency "once the information is no longer needed to effectuate the purposes for which it 

was originally disseminated." 

Authorized non-criminal justice agencies will be required to sign a User Agreement 

with the Department of Law Enforcement and they will be validated the same as criminal 

justice agencies by an automatic look-up table in CCH. 

It should be understood that non-criminal justice agencies do not have remote access 

to Computerized Criminal Histories. Applicant Fingerprint Cards are processed through 

the State Central Repository the same as an arrest. However, CCH is used to validate the 

agency, In a similar manner, mail inquiries by name are processed making use of the 

validation table and criminal record log prior to dissemination of a transcript. 
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a. Restrictions On Secondary Dissemination by Non-Criminal Justice Agencies 

Secondary dissemination by non-criminal justice agencies is prohibited as specified 

in the User Agreement. As part of the User Agreement, non-criminal justice agencies will 

be. restricted regarding use of criminal history record information to collect, receive, 

store, use and disseminate such information in strict compliance with the federal 

regulations; ie, section 20.2l(c)(2). 

The User Agreement further ensures that a non-criminal justice agency will use the 

criminal history record information only for the purposes for which it was given and that 

the non-criminal justice agency will not further disseminate criminal histories. This is 

done by holding the criminal justice agency disseminating to the non-criminal justice 

agency liabl~ for negligently failing to prevent the non-criminal justice agency from 

further disseminating the information. This section of the User Agreement reads: 

"Liability for Dissemination. User shall be responsible for ensuring that data 
contained in criminal history records disseminated by it to non-criminal justice 
agencies or individuals is not further disseminated by them and shall be liable for 
any loss, cost, expense, and damage resulting from any negligence on the part of the 
User to prevent any such further dissemination." 

A 11st of authorized non-criminal justice agencies follows. It is qxpected that LEAA 

will evaluate this list of agencies and make a determination that will affirm the State 

Central Repository's decisions regarding compliance with this subsection of the rules and 

regulations. 

Authorized Non-Criminal Justice Agencies 

1. Department of Registration and Education - Detectives and Investigators, 

Chapter 38, Section 201-10b(4), Illinois Revised Statutes, 1975. 

2. Department of Mines and Minerals - Explosives in General - Chapter 93, 

Section 152.3, Illinois Revised Statutes, 1975. 

3. Horse Racing Act - Illinois Racing Board, Chapter 8, Section 37c-2; Harness 

Racing Act, Section 37S-16a, and Quarter Horse Racing Act, Section 419, 

Illinois Revised Statutes, 1975. 
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4. Board of Fire and Police Commissioners - Appointed Officers In All 

Municipalities, Chapter 24, Section 3-6-5 (Auxiliary Policemen) and Section 

10-2.1-6.1, Illinois Revised Statutes, 1975. 

5. Dangerous Drug Advisory Council - Dangerous Drug Abuse Act, Chapter 9H2, 

Section 120.6-6-1, Illinois Revised Statutes, 1975. " 

6. Liquor Control Commission - State Control Commissicm, Chapter 43; Section 

108(3) and Section 120, Illinois Revised Statutes, 1975. 

7. U.S. Civil Service Commission - Executive Order 10450 and Section 1304 of 

Title 5, U.S. Code. 

8. Tennessee Valley Authority - Executive Order 10450. 

9.· U.S. Government Generally on Personnel Investigations - Executive Order 

10450. 

10. Mil itary Police, Title 10, Section 504, U.S.C.; Supplement 2 Privacy and 

Security Planning Instructions. 

11. Department of Revenue - Bingo License and Tax - Chapter 120, Section 

1101(7) (a) (c), Illinois R~vised Statutes, 1975. 

12. Office of Investigations - U.S. Department of Agriculture, Office of 

Investigation. See LEAA Rules and Regulations, Appendix, Commentary on 

Section 20.3(c). 

13. Legislative Investigation Commission - Illinois Revised Statutes, 1975, Chapter 

63, Section 301 - 319 (ref. Section 310). 

14. Railroad Police - Chapter 114, Section 98, Illinois Revised Statutes, 1975, 

authorizes railroads to provide themselves with a police force such as may be 

found necessary to aid and supplement the police force of any municipality. 

That Statute further provides that the members of such railroad police force 

have the same police powers as those conferred on police of cities. 
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15. U.S. Department of Labor - Federal Register, Volume 40, Number 98, Part 4, 

Appendix. 

16. U.S. State Department - Federal Register, Volume 40, Number 98, Part 4, 

Appendix. 

17. Accident Investigation Unit - Illinois Department of Transportation, Chapter 

95Y2 - 11 - 414, Illinois Revised Statutes, 1975. 

18. Kane County Diagnostic Center - Chapter 38, Section 1005 - 3 - 2, I11,lnois 

Revised Statutes, 1975. 

19. Chicago Gun Control Section - Section 11.1-15, Municipal Code. 

20. Health and Hospitals Governing Commission of Cook County- Security Police, 

Chapter 34, Section 910, Illinois Revised Statutes, 1975. 

b. Service Agencies Under Contract 

Subsecti 

agreement bt. 

~O.2l{b)(3) of the rules and regulations requires that a contractual 

,uted as part of a service contract wherever individuals and agencies are 

contracted to provide services required for the administration of criminal justice. 

Under normal circumstances such services have not been required in the pagt by the 

Department of Law Enforcement and will not be required in the foreseeable future. 

However, if a situation does arise whereby contcactual services for the administration of 

criminal justice are needed, the service contract is already included in the User 

Agreement. (Appendix A5) Other criminal justice agencies will employ their own, but 

similar, user agreements to bind service agencies to the provisions of the federal 

regulations. This will be effective by July 1, 1976. 
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c. Research Organizations 

At the present time research organizations have not been requesting access to 

criminal history record information. However, in the past it has always been a policy of 

the Bureau of Identification to deny all such requests based upon Chapter 38, Section 206 

of the 111inois Revised Statutes, which requires that criminal history record information be 

disseminated to authorized law enforcement agencies as follows: 

"Such information shall be furnished to all peace officers of the United States, 
of other States or territories, of the Insular possessions of the United States, 
of foreign countries duly authorized to receive the same, and to all peace 
officers of the State of Illinois." 

However, from another part of this legislation, subject to the Attorney General's 

opinion, the following seems to authorize the use of criminal history record information 

for research purposes: 

"The Department shall procure and file for record, as far as can be procured 
from any source, photographs, all plates~ outline pictures, measurements, 

descriptions and information of all persons who have been arrested on a charge 
of violation of a penal statute of this State and such information as is 
necessary and helpful to plan programs of crime prevention, !aw enforcement 
and criminal justice, and aid in the furtherance of those programs." 

The Bureau of Identifica~ion expects to receive an opinion in the future to clarify 

the State Central Repository's position with respect to an obvious conflict between the 

regulati'ons and the existing State legislation. 

In any event, the Department of Law Enforcement has prepared a modea non­

disclosure agreement for researchers, which can be found in Appendix Bl. Under the 

terms of this agreement the researcher would make a formal written application to the 

criminal justice agency for specific items of criminal justice information. The researcher 

will be prohibited from receiving any data which is identifiable to an individual unless the 

criminal justice agency specifically rules that the proposed research program "has 

conclusively demonstrated that access by individual name is indispensable to conducting 

its research, evaluative, or statistical program." 
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In those rare cases where identifjable information would be released the agreement 

imposes strict standards for ensuring confidentially. Specifically, dissemination "to any 

other agency or individual not immediately concerned with the research program shall be 

totally prohibited under any circumstance." Moreover, the researcher must return all data 

received, must refrain from copying any materials, and must certify in writing to that 

fact. Sanctions include, but arc not limited to, immediate recall of all information 

disseminated as weL as cessation of all future access to criminal history record 

information. 

5. Restrictions On Dissemination Without Disposition 

The State Central Repository has procedures requiring the review of criminal history 

record information before dissemination of such information to a non-criminal justice 

agency. Records in the CCH file will be flagged to alert Repository personnel that the 

arrest record exceeds the one -year rule. Previously, it was stated that non-criminal 

justice agencies do not have access to CCH via terminals. All such requests are received 

by the Bureau via the mail service. The monitoring system in conjunction with the field 

staff will determine whether or not a flag will be placed on a record due to the one year 

rule. 

Futhermore, as already discussed, Illinois has an automatic expungement of arrest 

records statute for acquitted lIfirst offenders." (See Chapter 38 section 205-5 of Ill. Rev. 

Stat., Appendix AI.) 

6. Restrictions On Confirmation of Record 

The State Central Repository's policy and procedure requires that inquiries be 

validated by a validation table and follow-up phone call confirming the identity of the 

requester prior to the dissemination of information including the confirmation of the 

existence or non-existence of a criminal history. Only those agencies that are authorized 

appear on the validation table. 

7. Restrictions On Juvenile Record Dissemination 

The State Central Repository is not authorized by statute to maintain juvenile 

records except where a juvenile is prosecuted as an adult. (Chapter 37 section 702-8 (2) of 

the Juvenile Court Act, Appendix B2.) 
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Illinois, under the state's Juvenile Court Act, has statutory provisions concerning the 

dissemination of juvenile records which comply with or exceed those required by the 

federal regulations. For instance: 

"The reco rds of law enforcement officers concerning all minors under 17 years of 
age must be maintained separate from the records of arrests and may not be open to 
public inspection or their contents disclosed to the public except by order of the 
court or when the institution of criminal proceedings has been permitted under 
Section 2-7 or such a person has been convicted of a crime and is the subject of pre­
sentence investigation or proceedings on an application for probation." Chapter 'J7, 
section 702-8 (3). (Also see Chapter 37, section 703-2-2.) 

The Civil Service Commission is statutorily authorized to obtain juvenile record 

information on applicants for a position as a law enforcement officer. (Appendix B2) 

Otherwise, all official court files concerning juveniles may not be made available to the 

general public. Such records however, "may be inspected by representatives of agencies, 

associations and news media or other properly interested persons by general or special 

order of court." Chapter 37 section 702-10. 

Since the only other authorized individuals permitted to examine court files and 

records on juveniles are the State's Attorney and the attorney for the minor, the State of 

Illinois is in full compliance with the requirements of the federal regulations. 

Effective December 31, 1975, the Illinois legislature established the Delinquency 

Prevention Commission. Among other things, this legislation established a state-wide 

central records systems for juveniles within the Commission. It should be noted however, 

that the Commission only has the authority to develop safeguards ensuring the 

confidentiality of juvenile records, except for dispositional hearings under the Juvenile 

Court Act or inquiries from registered police youth officers. House Bill 199, section 5.9. 

Thus, it does not have authority to regulate juvenile records with respect to completeness 

and accuracy, security, individual right to access, etc. For these purposes criminal justice 

agencies in Illinois will follow the limitations imposed by the federal regulations on adult 

records, to the extent that juvenile records contain criminal history record information. 

Under the Juvenile Justice and Delinquency Prevention Act of 1974, 42 U.S.C. 

section 5601, the Illinois Law Enforcement Commission, as the state planning agency, has 

developed confidentiality standards to be maintained by individual grantees in the form of 

a contract. This contract fully incorporates the federal regulations. (See appendix B3.) 
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C. AUDITS AND QUALITY CONTROL 

1. Annual Audit Procedures 

The procedures for annual audit of the State Central Repository will be completed 

by July 1, 1976. The persons performing the audit will be cleared by fingerprint 

verification prior to performing the audit and will execute a User Agreement. 

a. Procedural Audit: This audit will encompass a physical examination of all 

operating procedures as they relate to the actual processing of information. 

All deviations discovered in the operating procedures will be documented and a 

copy of such procedural deviations will be submitted to the head of the State 

Central Repository with a fixed calendar date for making the corrections. 

The State Central Repository Superintendent will submit, in writing, remedial 

action taken and implemented on or before the calendar date established by 

the "Auditors." 

The "Auditors" will establish a second review date, and audit the procedure 

deviations and remedies within the operating environment. 

If the "Auditors" find that the remedial action was taken and such actions are 

satisfactory and in compliance with the Annual Audit Procedures, the 

Superintendent of the State Central Repository shall be notified promptly in 

writing. 

b. Records Audit: The procedural audit performed in (a) above will necessarily 

lead to the processing of manual and computerized criminal history record 

information. Assuming that systematic auditing of criminal justice agency 

records by the State Central Repository Field Staff is in operation, it would 

only be necessary for the "Auditors" to audit records maintained at the State 

Central Repository, since the Procedural Audit would include auditing the 

systematic auditing procedures performed by the Field Staff. 
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The Annual Audit of criminal history record information will consist of a 1% 

sample of records by event serial number (DCN) that would be generated from 

CCH using a computerized random table. A tabulation of the sample events 

and all transactions pertaining to those events will be printed out on three-part 

paper for the "Auditor" to use for auditing the manual records contained in 

criminal history jackets. 

Errors and omissions discovered will be documented on the second copy of the 

audit tabulation and submitted to the State Central Repository Superintendent 

via a transmittal letter specifying a date by which all such errors and 

omissions are to be corrected. Corrections will be verified by the Field Staff 

prior to correcting CCH records. The corrections will be entered and 

automatically disseminated to all authorized agencies who have received such 

information. Copies of the corrected records will be presented to the 

"Auditors" for verification that records found in error were in fact corrected. 

c. Dissemination Audit: The computerized dissemination log will be audited in 

the same manner as item (b) above using a random sample of serialized events 

and related disseminations. Agencies listed as having received this 

information will be contacted and the transactions verified. Additionally, 

agency criminal history record information will be sampled and compared to 

the dissemination log of the State Central Repository since every Arrest 

Fingerprint Card received and processed by the State Central RepositorY will 

generate a transcript that is routinely sent to the arresting agency. 

2. Audit Trail 

In Appendix A3, the Arrest Fingerprint Card is defined as a pre-printed serialized 

five part form that initiates the criminal event process. The serial number is transcribed 

on the Disposition form along with key descriptors that identify the individual for cross­

checking with the Document Control Number (DCN). In addition, sufficient copies of the 

Arrest Fingerprint Card and the Disposition Report are provided such that each criminal 

justice function retains a copy for its permanent records with one copy of the Disposition 

Report for the State Central Repository. Another copy is forwarded to the confining 
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institution, which is subsequently sent to the Bureau of Identification along with the 

Custodial Fingerprint Card (also found in Appendix A3). 

Consequently, all agencies have permanent records of the event (including the State 

Central Repository) beginning with the Arrest Fingerprint Card and ending with the 

Custodial Fingerprint Card, all of which contain the event serial number, physical 

description, charges, dispositions, and fingerprints for positive identification. 

Both the monitoring and systematic auditing systems contain the event numbers for 

follow-up on delinquent dispositions and automatic random selection of records to be 

audited. 

As mentioned above, the hard copy manual source documents will be made available 

for auditing. However, such documents will not be removed from the State Central 

Repository premises, nor will auditors be permitted to remove records from files without 

a qualified employee making sure that records removed are properly marked, documented, 

and replaced when such records have served their purposes for aUditing. 

a. Primary Dissemination Logs 

Primary dissemination logs are automatically maintained as part of the individual's 

record in CCH. Included in this record are the document control numbers related to each 

type of record in the CCH system. In the event an error is detected or discovered either 

by the Quality Assurance Staff or through right of access procedures, the specific record 

can be traced to the receiving agency an.d any secondary disseminations via their log. 

Likewise, each arrest record and disposition record within each event or DCN, can 

be verified to correct the error if the error was made on a source document. The manual 

records can be audited in a similar manner by subject jacket or event number. 

Dissemination of the corrected criminal history record information follows immediately 

after verification that the record is in error. The primary dissemination log can be 

printed out in its entirety or in part as required by the "Auditors." 
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b. Secondary Dissemination Logs 

Relative to CCH, user agencies can, when making a CCH inquiry for another agency, 

log the agency requesting the information by entering the agency's NCIC number. Other 

State inquiries can be logged in a similar manner. 

In those cases where the inquiring agency does not useCCH, the agency must 

maintain a manual log for secondary dissemination. However, if the agency performs 

secondary dissemination without making the CCH inquiry, the agency is in violation of the 

mandatory query before dissemination requirement, except in cases where time is a 

critical factor. 

In both cases of primary and secondary diss(-:mination, the record that was corrected 

is flagged on the hard copy, and the dissemination iog coded to indicate error correction 

dissemination by agency. 

The State Central Repository will maintain dissemination logs for not less than three 

years. 

3. Ar,mual Audit Agency Sample Selection Criteria 

Auditing of local agencies by the State Central Repository will be accomJDlished 

through systematic auditing of ag-ency records compared to CCH records and repository 

manual records. The plan for random audits is based upon the UCR Audit Manual 

published by the IACP, Inc. covering police agencies, which can be a!?plied to all criminal 

justice agencies. 

4. Agency Responsible for Annual Audit 

The Illinois Criminal Justice Information Systems Council will be responsible for 

performing the Annual Audit of the State Central Repository and it's field operation'S. 

-43-



D. SECURITY 

Although the security part of this Certification need not be completed at this time, 

the Bureau of Identification is implementing Security and Privacy Regulations governing 

personnel selection and clearances, management and visitor control, physical security, 

terminal and document handling and control, and information dissemination. 

-44-



E. INDIVIDUAL RIGHT OF ACCESS AND REVIEW 

Individual right of access and review will be treated in the I-CHRI similar to a 

criminal event. That is, each transaction will be tracked as part of the CCH system and 

will be included in the monitoring and auditing procedures. 

The record will be initialized by the filing of a Request for Access and Review Form 

at a local law enforcement agency which requires fingerprinting and processing through 

the Bureau of Identification in the same manner as an arrest fingerprint card. The event 

is entered into CCH and a transcript is printed out. The events appearing 6n the 

Transcript will be in reverse chronological order. Therefore, the Right of Access 

transaction will appear first on the Transcript as a "disposition," as will all subsequent 

transactions, ie., Challenge Request, Administrative Review, and Administrative Appeal. 

1. Point of Review and Mechanism 

The individual right to access and review criminal history record information is 

ensured through the Illinois Department of Law Enforcement's "Rules and 

Regulations Governing Individual Right to Access & Review Criminal History Record 

Information" and accompanying "Instructions" issued pursuant to its statutory 

responsibilities as the state central repository. Ill. Rev. Stat. 1975, chapter 127, 

section 55a. (Appendix El) These rules and regulations apply to every criminal 

justice agency in the State collecting, maintaining, or disseminating crim~nal his,')ry 

record information or generating original criminal justice process documents 

reflecting the facts and results of each formal stage through which an individual 

passes. 

An individual can review his or her criminal history record at any law enforcement 

agency in the State, 8:00 a.m. through 4:00 p.m., excluding Saturdays, Sundays, and 

holidays. Since criminal history records are identified by the state central 

repository upon corroboration of fingerprint information, each individual requesting 

to inspect his or her record is required to be fingerprinted in order to verify the 

individual's identity. In those instances where no criminal history record exists in 

the files of the state central repository, the fingerprint card is automatically 

destroyed. 
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The Department of Law Enforcement's rules and regulations permit the individual to 

obtain a copy of his or her criminal history record, upon request, for purposes of 

challenge or correction. AU identifying data is stripped from the individual's copy 

prior to giving it to him or t<;> her. The state central repository charges no fee for 

providing a copy of the transcript. Although the rules and regulations permit each 

separate law enforcement agency to choose whether or not it will charge a fee for 

the actual costs involved in processing a request for access and review, no fee 

charged may exceed ten dollars. 

2. Challenge by Individual 

All the forms required for initiating the access and review process, for challenge to 

the completeness and accuracy of a criminal history record, for obtaining 

administrative review and administrative appeal, and for givirlg the individual proper 

and due notice are attached hereto. (Appendix A3) 

After reviewing his or her criminal history record, an individual may institute a 

record challenge concerning any incomplete or inaccurate information. The 

reviewing agency forwards the record challenge to the state central repository, 

which must process and respofld to the challenge within 30 days. 

3. Administrative Review 

If the individual is not satisfied that the proper corrections have been made after 

notification of the challenge decision, he or she has 60 days in which to request an 

administrative review of the decision. Such requests are submitted to the 

Superintendent of the Illinois Bureau of Identification, who, after reviewing the 

record, makes an independent decision within 30 days. 

The individual receives notification of the administrative review decision via a 

"Notice of Review Form." It should be noted that a "Notice of Review Form" serves 

four separate functions in the access and review process. It is first used to notify 

the individual when his or her criminal history record information transcript is 

available to be inspected. It can be used a second time to notify the individual that 

a record chaJlenge decision has been made and is avaiJable for review. It can also be 

used a third time to give notice that an administrative review decision has been 

reached and is available for review. Its final use is to give the individual notice that 

the administratIve appeal decision has been made and is available for review. 
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'+. Administrative Appeal 

After receiving notification of the administrative review decision, the individual has 

60 days in which to file an administrative appeal and request for hearing w~th the 

U!inois Crimin2;l Justice Information Systems Council. The Illinois Criminal Justice 

Information 5"lystems Council is an independent body created by the Governor. 

(Appendix E2) After receiving the final decision of the Council, an individual's only 

recourse is to file a civil suit. 

Although the Council has not officially met, it is expected that the Council will 

permit the individual to appear with counsel, to present evidence, to cross-examine 

witnesses, and, upon request, to obtain a recording of the hearing. 

5. Correction and Notification of Error 

Correction and notification of error contained in criminal history record information 

can take place at any stage of either the access and review process or the criminal 

justice process. This occurs at the time an agency discovers an error or omission, 

through systematic or annual auditing. 

When a. criminal justice agency other than the state central repository discovers an 

error or omission, it corrects its own record, disseminates the corrected record to 

all criminal and non-criminal justice agencies having received the recorg, and 

ff~ports the corrections to the state central repository within 2'+ hours measured 

from the time the error is discovered. Dissemination logs are kept to reflect those 

agencies which have received the corrected criminal history record informatiol). 

The state central repository corrects both manual and automated reconts and 

disseminates the corrected criminal history record information to all the agencies 

logged as having received this information, including the National Crime Information 

Center, within 2'+ hours. 
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Before making any corrections to a criminal history record, the Department of Law 

Enforcement's rules and regulations require that all corrections reported by a 

reviewing agency to the state central repository be verified by the state central 

repository against contributing agency records within this 24 hour period. 

In cases where a record challenge by an individual reviewing his or her own 

transcript is accepted, the state central repository disseminates the corrections to 

all agencies logged as having received the incorrect information, prepares a listing 

of the non-criminal justice agencies' which have received the information, and 

forwards the corrected transcripts and non-criminal justice agencies listing to the 

reviewing agency. 

If, after an administrative appeal, the Council decides to make corrections in favor 

of the individual, an order is issued specifying what data is to be corrected. The 

order is sent to the state central repository and the corrected information is 

disseminated to aU agencies receiving this information. 

State and local criminal justice agencies must maintain and retain for at least three 

years records of the identities of persons or agencies having access to criminal 

history record information or to whom such information is disseminated, the date of 

access or dissemination, the purposes for which access or dissemination is requested, 

the identity of the individual to whom the information relates, and the items of 

information released. 

Upon request, an individual is given the names of all the non-criminal justice 

agencies to which the data has been given since March 16, 1976. The Department of 

Law Enforcement's rules and regulations differ from the federal regulations in that 

an indIvidual may obtain this list at any point in the access and review process, 

rather than restricting the obtaining of the list until a correction has been made. 

6. Public Notice of Right to Access 

In order to comply with the spirit of the federal regulations, a public education 

campaign with respect to the access and review provisions is being !nst~~uted. 

Initially, the newspapers, and other communications media will .receive press 

releases announcing the initiation of the review procedures and relating the 
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substance of the procedures. In this connection, it is expected that brochures and 

posters entitled "how. to beat a bum rap sheet" will be distributed and posted 

throughout the State in both English and Spanish. (See Appendix E3 for the text of 

these materials.) This information will be available to the public through the courts, 

probation. offices, local municipal police and county sheriff's offices, jails, libraries, 

and civic organizations. 
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CERTIFICATION STATEMENT III 

A complete discussion of the implementation of the access and review section of the 
federal regulations is presented in Chapter E of the Plan. The procedures for access 
and challenge by individual record subjects developed pursuant to Section 20.2l(g) are 
completely operational. 

The following constitutes an implementation schedule. 



DATE 

9/26/75 

10/1/75 

10/6/75-
3/21/76 

10/7/75 

10/20/75 

11/1/75 

1/23/76 

2/17/76 

2/17/76 

2/18/76 

2/23/76 

3/1/76 

ILLINOIS CRIMINAL HISTORY RECORD INFORMATION PLAN 
IMPLEMENT A nON SCHEDULE 

ACTIVITY 

The staff of the Illinois Law Enforcement 
Commission authorized to submit State 
Plan to LEAA. 

Legislation regarding mandatory disposition 
reporting goes into effect. 

State-wide Privacy & Security Seminars 
discussing implementation of federal re­
gulations conducted. 

State Attorney General, I!1inois Courts, State's 
Attorneys, and Department of Corrections 
notified of obligations under the federal re­
gulations. 

All p01ke departments and sheriff's offices noti­
fied of obligations under the federal regUlations. 

Preparation of brochures and posters for public 
education campaign regarding individual access 
and review commenced. 

Rules & Regulations and Instructions governing 
individual right to access and review criminal 
history record information promulgated. 

User Agreement and Non-Disclosure Agreement 
promUlgated and disseminated to all law enforce-
mentagencies. 

Information sheet on Certification Statements 
disseminated to all law enforcement agencies. 

Notice and Certification Statement forms sent 
to applicable recipients of LEAA funds, informing 
them of requirement to certify. 

List of all non-criminal justice agencies authorized 
by statute or executive order to receive criminal 
history record information completed. 

All certification forms required to be completed 
and returned. 

RESPONSIBLE AGENCY 

Governor 

OLE 

ILEC 

ILEC 

ILEC 

DLE 

OLE 

OLE 

ILEC 

OLE 

ILEC-DLE 



3/12/76 Designation of Illinois Criminal Justice Information Governor 
Systems Council to hear challenge appeals and 
conduct annual audits of State Central Repository. 

3/15/76 New fingerprint disposition reporting forms go into DLE 
effect. 

3/16/76 Official public notification of individual right to ILEC 
access and review provisions. 

3/16/76 All Certification Statements and Criminal History ILEe 
Record Information Plan submitted to LEAA. 

3/16/76 Complete disposition reporting from police, prose- DLE 
cutors, trial courts, appellate courts, and probation 
departments implemented. 

3/16/76 Restrictions on confirmation of record existence DLE-DOC 
implemented. 

3/16/76 Recreating data entry provision implemented. DLE-DOC 

5/1/76 Delinquency disposition monitoring provision DLE-DOC 
implemented • 

. 5/1/76 Primary dissemination logs provision implemented. DLE-DOC 

7/1/76 Notice of errors prov ision implemented. DLE 

7/1/76 Limits on dissemination provisions, except for DLE-DOC 
confirmation of record existence, implemented. 

9/1/76 Complete disposition reporting from correctional DOC 
institutions and parole agencies implemented. 

12/1176 Query before dissemination provision implemented. DLE-DOC 

12/31/16 Secondary dissemination logs provision implemented. DLE-DOC 

1/1/77 Accuracy verification provision implemented. OLE-DOC 
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CERTIFICATION STATEMENT 112 

All current legislation that has been obtained in order to comply with the federal regulations 
has been dlscus'Sed in the applicable sections of the Plan. 

At the present time, no additional legislation has been introduced in the State of Illinois 
for the purpose of furthering compliance with the federal regulations. 

Since November 1975, the staff of the Illinois Law Enforcement Commisslon has been 
preparing a comprehensive recommendation for legislation. The thrust of this recommendation 
would be to codify the intent of the provisions found in sections 20.21(a) through (g) of 
the regulations into State law, as well as to create an independent body with the authority 
to administer all of those provisions and to regulate and establish uniform policy with 
respect to all criminal justice information' systems. 



CER TIFICA TION STATEMENT 113 

A complete discussion of all problems impeding the implementation of the completeness 
and accuracy section of the federal regulations is presented in Chapter A of the Plan. 



CERTIFICATION STATEMENT 114 

Certification Statements for the State Central Repository and for each manual or automated 
criminal history record information system in the State of I1linois covered by the federal 
regulations follow in this order: 

a. The State Central Repository, Illinois Department of Law Enforcement; 
b'. The Illinois Department of Corrections; 
c. State's Attorney's Offices; 
d. Courts and Probation Departments; 
e. Law Enforcement .Agencies : 

1. Police Departments; 
'2. Miscellaneous Criminal Justice Agencies; 
3. Railroad Police; 
4. Sheriff's Offices; 
5. University Pollce. 
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I 
I 

I 
I 
\ 
I 
j 

I 

! 
I 
j 
I 
J 

! 

" APPROVED: OMB NO, 43-R0575 

U:S.DEPARTM£NT OF"JUSTICE _ .. _-., __ INFORMA TION 
INSTRUCTIONS 

/"AW ENFORCEMENT ASSISTANCE ADMINISTRATION STATEMENT 
Plea.iG provide the {ollowing information, 

NATIONAL CRIMINAL JUSTICE INFORMATION AND complete the attached certification form 
STATISTICS SERVICE 

(28 CFR 20.1 - 20.38) and return all parts to the address at 
WASHINGTON, D. C. 20531 the left. 

,-

NAME/ADDRESS OF SU6MITTING AGENCY APPLICABLE STATE DATE PREPARED , 

. 
CONT ACT NAME TEL. NO. (Give Area Code) 

.. 
1- Does your agency "collect, store, or disseminate criminal history record information processed b~ either manual or 

automated operations?" "Criminal history record information" means information collected by criminal justice 
"agencies on individuals which conGist of idel1tifiable descriptions and notations of arrests, detentions, indict-
ments, informations ,or other formal criminal charges, and any disposition arising therefrom. sentencing, correctional 
supervision and release. The term does not include identification information' such as fingerprint records to the 
extent that such information does not indfcate involvement of the individual in the criminal justice system. 

YES 0 NO 0 
,2. If 'the answer above was "Yes," have LEAA funds been made available to the agency subseque~t to July 1,1973~ 

for the collection, storage or dissemination of information? 

YES 0 NO D 

-3:' Indicate the type of agency: 
, 

o PROSECUTION D PUBLIC DEFENDER o POLICE 

o COURTS D CORRECTIONS 

4. Indicate the type o(system: 5. Is the system autom'lted? 

o SUBJECT IN PROCESS o CRIMINAL HISTORY DYES ONO O-PARTIAL 

--
6. Does the system(s) exchange information with other systems? , DYES ONO 

( 

If "Yes," specify which other systems: 

o REGIONAL 0 CENTRAL STATE REPOSITORY tJ NCIC o OT'HER(specify) ., . 

7:' Indicate population of primary geographic jurisdiction 8. Indicate approximate number of subjects included ',' 
being served: system: 

., .. , 00-5,000 o 5,000-:25,000 025,000-100,000 

. D 100,000-500,000 o MORE THAN 500,000 

9. Name of authorized agency official 10. Title 

It. Agency name and address 12. I Tel. No. (~ive Area Code) 

13. 'Signature of authorized official 

I,.EAA FORM 6600/8 U-76) 
DO)-1916·0. 
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It 

~~ 

UNITED STr-lTSS DEPARTMENT OF JUSTleE 
Law cr.fotc(:mel1t Ass/stance Administration 
Nqii,mol Crlmlr.ol Justice Info·rmaflon and 

Statistics Service 

Washiri9ton, o.¢. 2053'j 

~'l,71\-::iD'in:5'fOFsui3r~iT;::r I N GAG E N CY 

'j: 

, 
, 

~ IC,IONS: COt~PI(tl" Ill<' following ao appropriate. 

• 

I OPERA TlONAl PROCEDURES 

Completeness and Accuracy 
Cenlml state Repository: 

statutory IExeculive Authority 
Facilities and Staff 

Complete Oispositioh Reporting in 90 days from: 
Police 
Prosecutor 
Trial Courts 
A pe !late COllrts 
Probation 
Correctionallnslitutions 

~ Parole 

I 
Query Before Dissemination: 

Notices/Agreements-Crimina I Justice 
Systemabc Audit: 

Definquent Disposition Monitoring 
Accuracy Verification 
Notice of Errors 

Lin,its on Dissemination 
Contractual Agreements/Notices anti Sanctions 
in Effect for: 

Criminal Justice Agencies 
Non-Crimina I Justice Agencies Granted Access 

by Law or Executive Order 
Service Agencies Under Contract 
""~"f1I eh Orgnn il Ali l1Ii~ 

VI1Ii1II1I1Il~: /\1!IIIWY HIUhl ot 1\':I:lltl'l 1!"~llillIIJlI", llll 
liIVI!!II"! 1i01:11I1I 1ll"'IIlIIIIIIilllllil 
1:IIIIIIIIIIallllll 01 Ilnl;Olll1 XI~'t1Ill,(1 
SIIt'nllll:uy IlIS!H!l11i Ila I 1 I ill hV NIlIl'\:llIlllllal 

111'\111'1' I\HI'III'lr'\ 

1li'i~tllllllt..1Ihln Wlfhlllli l\ISI'It..~ltHul 

Aud its alkl Quality Control 
Audit Trail: 

Rllcreating Data Entry 
Primary Dissemination Logs 
Secondary Dissemination Logs 

Annual Audit 

.. 
LE"" FORM 6800/9 (90075) 

APPROVED 
OMS NO. 43-R0576 

; 

I , 

I CERTIFiCATION FOR.A 
I CENTRAL STATe REPOSITORY 

APPLICABLE STATE DATE PREPARED 

I CONTACT NAME TEI_E.PHONE NO. (Gtt'e erelf code) 

I 

I 

.1. CHE::CK M~RKS ... rDATES. 

REASONS FOR ESTIMATI?:D 
NOW NON-IMPLEMENTATION 

IM'PLEMENTED LACK OF 
IMPLEM!::NTATION 

COST TECHNICAL AUTHORITY DATE 

-..:..-

" .. , - .. .. ..... . " ... --------.--~-. 

.. - I- ... .... _._-
"- ... ~ ~ .- . . 1--- .. _' ..... '4 • ._-----_._- --'- _ .. _------

... "-"" . ~ .. _ . _.- -
>---._----- :""' .. 

.. 

,,",. , .. .... ,~.,. , .. ~ 



~ 
CHECK MI ilKS - ~ r DATES ~ 

REASONS FOR ESTIMATED 

OPERATIONAL PROCEDURES NOW NON~IMPLEMENTATION IMPLEMENTATiON 
IMPLEMENT EO COST TECHNICAL 

LACK OF DATe;: 
AUTHORITY 

* Security 
Exccullve/Staliltoty Designation of Responsible 

Criminal Justice Agency , 

Prevention 01 Unauthorized Access: 
Hardwilru DDS ign 

• Softwa r.o Des I gn I 

Oeoicalr:o Il'ardware: L Terminals 
Communications Control 
Processor 
Storage Devices 

Criminal Justice Agency Authorily: 
Computer Operations Policy 
Access to Work Areas 

i SelectIon CIne! Supervision of Personnel 
Assicnmcnt of Aoministrative Responsibility: I 

Physical Security 
Unauthorized Access 

I 
PhYSical Protection Against: 

Accoss to Equipment 
Theft, Sabotage 
Fire, Flood, Other Natura! Disaster 

Eillrloyec Trninlng Program 

i Individual RighI o! Access 
; Rules for Access 
i Point of Review and Mechanis'm 

~ Challenge by Individual 
Administrative Review 
Administrative Appea I 
Correction/Notification of Error 
---~- SIGNATURE"(H:"~~ Stale Allancy deslgn"ated to be reaponslbte 

CERTIFICATION (br these regulations) 

I certify that to the maxi~lum extent feasible, action has been 
taken to comply with the procedur~s set forth in the Privacy 
and Security Plan of the State. 

REMARKS 

*NOTE: Section on "security" not required to be completed. 

, 
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APPROVED 
OMS NO. 43-ROS76 

UNiTED STATES D~PAR:rMENT OF JUSTICE CERTIFICAtION FOR 
Law Enloream"n: Assistance Administrotion 

Notional Criminal Justice Inlarmation and AGENCY SYSTEMS OTHER THAN 
Sttl\istic~ Service THE CE'NTRAL STATE REPOSITORY 

Wor,hinglon, D.C. ;20531 

NAME/AflIJR-ES:1 OF SUBMITTING AGENCY APPLICABLE STATE DATE PREPARED 

CONTACT NAME TELEPHONE' NO. (Give oraD coda) 

r.ryr;COr Ac~NC y- .. .. . ------ ._--_. -_"- -_ .... --
, 

J'iUL I( F :PROSECUrOR 1 'I COURT I I PROBATION : ""I fNCS~~f"&ng~AL r 1 PAROLE 

'iN-:~'R'Ui-;T'r6N ~. - ~ ("(~t~/I/;:il ;"'i;;~j-j~ij;;;·J,,~~, I1N"~;;)iJ;;)p;;;;i'{~: -- ... -- .. . __ ........ _._-------_._---
.1_. CHECK MARKS + rDATES~ 

Ht:ASONS FOR 
~:STIMATED 

OPERATIO~AL PROCEDURES NOW NON-IMPL.~MENTATION 

IMPl.EM~:~IT ED t-- - _ LACK OF IMPLEMENTATION 
COST TECHNICAL AUTHORITY DATE 

...:...-.,-

Completeness and Accuracy 
I 
j 

I 
Complete Disposition Reporting Ironf I 

I 

Police 
, 

1--._---_. L-
Prosecutor r 

r---' 
Trial Courts f----... '-' 

Ape/late. Courts . 1-.-----,-- i 
Probation ---- _. 1 .-
Cortectionaltnslltutions " . ---- .. -, ... -.. ~ ....... ~ -

::....---L.--... PiHole 1---...... -- - . --. ."-
1 

I! 
Syslel1liltlc !\uull: 

Delinquent Disposition Mo~itoring I- ,-~.-.. - ... _-- '---- --------- -
ACClIfflCY Vcrllication _0 ._ ... ~ ........ .. - -_._. ----

Limits on Oisseminiltion 
Contractuill Agreements:Notices and Sanctions 
in Effocl r or: 

Criminal Justice Agencies .. ..... -~ _ ..... . '''~ 

I-
i-- .... ~ ..... .- -

Non-Criminal Justice Agencies Granted AwlSs 
by Law Of Executive Order 

Service Agencies Under Contract 
-~ .. --.. -- ... _- -. -,-

Research Organizations 
Villidatinp. Agency Right of Access Restrictions On: 

Juvenite Recoro Dissemination 1---" '--"- --r---l- --
Contirmation of Record Existence f 

Secondary Dissemination by:Non-Criminal 
r---·---,· -'- -r-

Justice Agencies f-. __ ._---- - -- .. -..-.-' 
Dissemination Without Disposition f-- ... _-.. - -----.... _ ... _-

, , 
Audits and Qualify Control ., 

Audit Trail: 
Recreat ing Data Entry , 1-------. .,~ 

Pflmary Dissemination Logs r-._ ...... _.--
Secondary Dissemination Logs '-._-----

LEAA FORM 6600/10 (9.75) (Continue on Rtwe,se) 



, j 

OPERA TlONAL PROCEDURES 

* Security 
Execlltlve 'Statutory Dt'lsignation of Respol1sibll' 

Clililinal Justice IIp,cncy 
Prcvcntlpll of Unauthor ized Access' 

Hardware lles Ign 
Software Deslnn 

Dedicated Hardw(lfr' 
Termilials 
CommUlllcatlOns Control 
Processor 
Storage Devices 

Crlmlilal Justice Ap,nncy Authority: 
Computer Operations PoliCY 
Access to Work Area'> 
Selection and SuperviSion of Personnel 

Ass Ignment of Adminislrat ive Respons ibi lily: 
Physical Security 
IJnfluthortzed Access 

Physlcnl Protection J\gainst: 
Access to Equipment 
Theft, Sabotage 
Fire, Flood, Other Nalurai Disflster 

Employee Training Program 
lndividuat Right of Access 

Hulas for Access 
POint of Roview and Mechanism 

CHECK MARKS 

REASONS FOR 
NOW NON-IMPLEMENTATION 

IMPLEMENTED COST TECHNICAL A~~~~R~~Y 
ESTIMATED 

IMPLEMENTATION 
DATE 

L-----+--+----+--f-------I 
I 
I I I 

~---~~.~-_-=-:. ~:=t=----_-._ -1-----+-----1 

---------------~----~ 

-~====-=r- cj----------+------+----------4 
.---4-.- 1 

I . I I 

t=--~1-±==---f---+-----I 
t-
r---------+---+-~----+_------+_----------__I 

r---------~.--1_-------+_------~------~----.. ~ 

1----_._-­
t'--.----

Challenge hy Individual 
Administrative Review 
Administrative Appeal 
Correction/Notification of Error 

r:=-'--- -~.--. 
flF.MAHY.S 

----.- ---- ~~~---. --'--------'--------1 

*~mTE: Section on TlSecurityll not required to be completed. 
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March 11, 19'76 

CERTIFIED RETURN RECEIPf REQUESTED 

:Hr. Paul Fields 
Illinois Law Enforcement Connnission 
120 South Riverside 
Chicago. Illinois 60606 

RE: Bureau of Identification Grant 
CCH 

Dear Hr. Fields: 

~li~l~ IJllWnOIS Ue~p~ij i 
(sf Law Ern'llrcemen' 

HARVEY N.JOHNSON,J 
DIRECT' 

Armory Building, Springfield, Illinois 6271 

Enclosed are the properly executed in­
formation statement and certification forms as re­
quested on March 8. 

D ire c tor 

HNJ:dp 



I 
I 

CERTIFICATION OF COMPLIANCE 

State Central Repository 
For 

Criminal HistoIY Reconl Infonnation 

Pursuant To 

Title 28 Code of Federal Regulations Chapter 1, Part 20, Effective 
JWle 19, 1975, pronulgated by authority of the Attorney General, 
United States Department of Justice. 

ILLINOIS 

CTlJ11inul Justice Infonm tion Services 
1035 Outer Park Drive lVest 
Springfield, Illinois 62704 

or 
515 E. Wooclntff Road 

Jo1 iet, Illinois 60432 
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~ ... _'. ..... ' ... .1 ." '.." f.' - ~.: .,. ,,, .. "'"-.... 0··,.'·"' .. "' .... "',,., ". ,,' .,·.~·l.·"·, ....... , .•. 4 ......... ,~ .... , . "'.. .' .•.• '''' ......... ~ .. y''''..........., '"';;.,STR""U";'T';';N's--"'·'-, ~ 
t u. 5. [)Ef"~'~~";' '.t':"; CF' ~'.J:.TlC.. ::->r(:::i- } .. ·~'"H:\~~~· ~ 
~ L.'Y' ENFOI:!CE:II.[.',T Af)!',7/,NC," I,r:;·i;;II!.,.'ATiC·r< Pfeil;" provide the folloV.:irl(; infomlU:i(ot1,' 

! 
STATEMENT · ~IATIONAL CI~I/.<II~AI.. JU::,i'\CE tNFC,R\-IATIO" Mole, comp/p.te the lltt.:Jched cetiificlifiotl form 

::"i ;\,1':;,1(,:; !>ERVIC:E; W3 CC:-f1 "C.l ' :<0.38) and rdurn 811 part/,' 10 the addross lit 
· Wf'~r:INGTO~J, G. C, 2:)£,;;1 the left. _. 

· NAME/A~~ 0;' s,J!';Mn'TlrlG A'GEi'icY-----· !APPI .. ICA8·U,: STATE I OATE PRE:PARIW 

, Illinois Deptlrtrent of Law Enforcement ! 
i Bureau of Identification i Illinois I 3-8- '16 
, 1035 Outer Park Drive r~c:;.~NAME [TEL. NO. (Give Atell Cod.) 

r Sprjngfie1d, Illinois 62704 I I 
~ I Arthur C. Loos ~ 217-782-7980 
,'i;:';:::"-='::::::"'::'==-":' •. .=:.'"::.=:::-==:..=-:::::=.":.:;-~-==-~'::.-~ .. :!:::;'=-~-=-=--.. .... =__ _ .... ~ __ 
f 1. DI")I":~; yon; ag~'.n(~y "collect, stort", oi' dl",S{~millate erinilllul ;ll~ I (j:'~ ft)(:Qrd intol m~ttion ptOccSSt:d by either manual or , f flmOfl':;,ted o()~:r~tiot1s?" "CrirmnfJ.l hlsrory record 1111()j·mi~t.fol1·· mean;:; infotm,\ton collected by criminal justice 
~ :.1.;;f''mnH:\S 0:\ indivlduf~ls whic.h conslst of identifiable descl'lphons nnd not.at1ons of arrests, detentions, ndict-
h men:f>, 1 nf'ortr.3t10l1.S ,or other formal criminal charges, and any disposi.tion ,msini,i t.herefrom, sentencing, con'~vtional 

.~l1pnrVl1:jj(m and r.elease. 'l'he te~m dows not include identifienLion mformaticm such ns fingerprint records to the 
C;O;~'~:1i ~hat RlI(;h information dor;::; n0~ lnciJcate invo}v0mem n!' t.he lndividual iIi the criminal justice SystE'ffi. i' 

~ ! , yc:~. [i1 NO 0 I 
: .--..I.-.... --~---------- ..... _. ----------.-- --.... --~1 l 2. II' the anSWN above W.H:. "YC:'s," have LEAA funds been mode tlvailable to the agency subsequent to July 1, 1913' I 
~ for the col1cctinn, storage br dissemination lof information? ~ 

I yES IX! NO 0 I 
f----,~---· It .. lna i-;;',:0 the tvp',' of agcnr.:;y: 

f 
l' C I'>::.!OSECU·rION [J PUBLIC DEFENDER 0 POLICf. 

. [: 1'=' courm 0 CORR.C"ONS ID St.ate Central Repesi toT)' ! 
l V"-i 

, ~:'~' Incicate the type of syst~rn: I 5. Is the system automated? \. 

t J' r: I ! __ ._~,_SIJ_C3_J E_-c_._r _'N~._R_O_'C_"E_:'S_S __ [ij_"_==-H:~ ____ OO_Y_E:_S__ 0 NO __ D __ P_A_i'!:_'\ '_' _IA_L ___ -lil~. 
~ t, Does the systc;n(s) c>:cnanfid information with other systl~ms? !Xi YES 0 NO I) 

l If "YO"." sp"cify which othe< system" I 
!. C1REGIONP,L CJCENTRAL.STATEREFOSITORY [ijNClc [iJOTl-IER(speci(y)FBI - Identjfi{"'.a:tir.tr.l....-__ ~I 

Section ' 
'. f7-. -!~cticflte population of primary geo'~-ra-p-h-jc--.iu-r-is-'d-i-c-t-io-n--r-8:Indicat.e approximate number of subjects inclUcl:.:d~l!' 
~ being, scrv,~d: system: 

i 00-5,000 05.000-25,000 025,000-100,000 

~ ------,- ll.l,~50, 000_ -------- r.:;-t 100,000-500,000 0 MORE THAN 500,000 ~ 
~ 0 lA.I Parti all v loaded on CCH h 
~" 9 .:-01': "r,:,,' of authorized agency officio 1 10'. -Title ~ 
, Han-ey N. Johnson, Jr. Director, Dept. of Law Enforcemant ~ 
~ ----------------------------------~-I --------------~1 ~ 11. rq~ency name ,.ad nddres!'; 12, Tel. No. (;,!ive Aroa Code)} 

l
~ Illinois Department of Law EnforcementZ17-784.71263 ~ 

I
Bur

03
'0
S
' auOut°efrlpdaeJrltkiDrfiCl.. avetion B.:O:Signa(ure of auth~ed of!lcial ~;:;-;._1. ___ . 

• .. - ~/."'7 ( 0-"" . ",.---
Springfield, Illinois 62704 .'--',2~·'CY'/ !~::r;;...-,t:'--"J-~';""" 
'~UWlmJ,~ .. i8'3M ... FT. I A • .-: '-
LEAA FORM 1;600{6 n·',61 .-.../' (/ PW·I976"{)I 
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UN;T~l' !: ',' ,..~1·~~$ C2F'Afi,'TMENT CF JU£1"iCE 
Law Erfforc~l'i1~nr Asslsta.H!C Administration 

Mr",i')I1'" CrimInal JUr.tjCl' )rlfo~motlol'l ClnG 

,',rl NV\!I_ft..' 
OMS NO. 43-R0576 

Cr:RTlfIC.6~T10N FOR A 
CENTRAL STArt: REPOSITORY i ~ Worhll'1gton. D.C. 20531 ! I tM,7:'7.~-:iD·H::;;s o FS"U'i;-0l"'-; r""~I-G-A-G-S-' i~-' :...-.y----------;-:.;:-p"P'i::ICAEZE-r.. ,1. T E' I OAT E PRE. PARED 

f ~ t , 

Illinois Department of Law Enforcenent I Illinois t 3-8-76 

), 
I' 
i 
€ 
'j 

BUTeau of Id entifica tion ! ____ .. __ .... ____ ._L_.-::-::;-;-:o::~~,......,.:__---_li 
1035 Outer Park nri ve ; Cv1>.TAC' NAME ITCLEPHONE NO. (G,ve Braa co.!e) 

Springfield, IL 62704 .; .Al'tjmr C. Loos i 217-782-7980 
('om;;j~T,:'il~7T;;::;Tr;(;7;;-;;p"iJ~iZt;.------1--.---- 1._ .. _____ _ 

OPERATIONAL PROCEDURES 

COPJpleteness <lila Acc:lr<JCY 
Cerrtr:11 state Repos itory: 

Stald!r,!, /ExcclJ~: ,i'a i'.ulhoiHy 
F3cillti~s and Staff 

Co;rlpiete Disposition Rf;pJrting in 90 days fiOm: 
Police 

r CH<:C'< Mt'-RKS I" rES---,-
r:!.;r ~ -..,:..---::-:-:--~L.r...1.--
I 'I RF.",50NS f'OR ESTIMATED 
; NOW Nl1N-IMP,.EV,SNTAT10N IMPLEMENTATION 
I IMPLEMENTEOICQ<1·iTEC·HNICALI TA'e-r; OF DATE.' 
, I . ~ J • • 'AU,HORITY r t I ! __ ._.c!..!-~ ______ -I 

, II I :1

1 i I 
x , i I 

J ./ I I 

F-x--l--I---"--r------j-------
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OPERATIONAL PROCEDUR ES 

*'~(:~lJr:fy 

r~ecul'V\./Sh :i;!O,y Des Igna Ii Oil of r:r:S!l\Jii';iblc 
CrimiIK)\ Justice A:,8ncy 

P(':'icnticl1 ot L:n'luthoriZf;d Acce5~::, 
• 

h~rGW?iC Jus I~n 
Soltw;vc Dc:;ir~f1 

De,; iC2t.:r; ~laiCrlilre: 
TerfTj;na~~; 

COifilhuni::ations Controi 
Processor 
Slorag:' Dc'vices 

Crrllnal JllsliCP Ageilcy Authority: 
C'J~;flli!('t OfJ'!r~lioi1s Policy 
·\~:tc~,:. tfj I';:~jl". ;',~\~:l~ 

~C-!,:C:iOil MI(; SJi',,',vislfii1 of Porsonnel 
(,~~,:~-:mn('r.! 0: {1r.llllnlstrntive Rnsponsit~ilIty: 

,'hyr.ir,'\ SeClln!i 
!jniltJ\h~'iiZrC I\cccss 

P'l'/SIClli Plil{nC\;OI1 Ag,i1nsl: 
{, ~CC!ss to EQ.lipment 
T!1C::~, Su~JnlZp~~· 

~':[(), Finl·~. ~Jn:\;r r~lltural Disaslci 
CX;),oy'PP, 'r ,Wiling t'lOgrilm 

li1rl;\';~ual R;g~\ rl Access 
f.",:l~ lor ACC'$3 

'-~'" of ReVieW anu Mechanis'm 
i,;;],:: !'!nre by In" IV lduill 
f\: ... ·III1::t,Jf!Vf' Review 
;,c':'\;;lstralive Appe<!\ 
CI!~"~C t;()~:/f\(,il~ :ciltion oi Erroi 

CERTIFICATION 

! ct;;\iiy {batte, li1€! ma~I~IU,~ extr:nt fea~ib\e, action has been 
i';r.':,: Ie C(J'1!iY tiilh the p~ocedures set forth in the Piivacy t, 

~ 2.:,:i ~r;cl,ji\" Pian of iile Statn, 
; r:~ET1-i'-~K~ ",._-- ---- .. -~- --------

*NOTE: Section on "Secu\·,ity " not 
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INTRODOCTION 

The Illinois Department of Law I:nforcement consists of several JT1ajor 

divisions; viz., the Bureau of Identification, Data Processing Division, 

Fire Marshall, Boiler Inspection, the State Police Division and the Illinois 

Bureau of Investigation (IBI) . 

The Bureau of Identification Division consists of two sections, the Scientific 

Services Section and the Criminal Justice InforJT1ation Services Section. The 

former section provides laboratory, crime scene, and polygraph services 

throughout the State priJT1arily to law enforcement agencies. The latter sec­

tion consists of three programs; viz., Crime Studies-Uniform Crime Reporting, 

Firearm Otmers Identification, and Records and Identification. All three of 

these programs are strongly interrelated fTom our records and information 

system v:i e.,rpoint. For example, Firearm CMner Applicants must be cleared 

through Records and Identification before issuance of an Identification Card 

and Crime Studies collects crime statistical data from all law enforcement 

agencies and will be directly involved in the OBTS system for statistical data, 

verification, and aUditing agency records. 

The Records and Identification progmm is the State Central Repository 

for Criminal History Record InfoTIlRtion and also processes Applicant Finger­

print Cards for criminal justice agencies and non-criminal justice agencies 

D.~.lthor ized by State St::itute or Executive Order. 

Tile Records and Identification progrdITl is authorized by the Criminal Code 

Chaptc.:r 38, Section 206, ef,fective July 1, 1931, 111inoi5 Revised Statutes 

1975. The IJ 1inois Unifonn Crime Reporting program is authorized hy the same 

lcgisla tion, but wac; effective Janua ry 1, 1970. The Firearm (\mers 
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Identification Act is authorized by the Illinois Criminal Code, Chapter 

38, Section 83, effective July 1, 1968. 

In July of 1975, the Superintendent of the Bureau of Identification 

organized the Criminal Justice Information Services Section in prepara­

tion for full implementation of OBTS/CCH and UCR components of the Com­

prehensive Data Systems (CDS) plans promulgated by the Law Enforcement 

Assistance Administration (LEAA) pursuant to the Onmibus Crime Control 

and Safe Streets Act, and the promulgation of the LEAA Rules and RegtiL a­

tions controling Criminal liistory Record Information, effective June 19, 

1975. 

LIM Rilles & Regulations - Corrments: 

According to the Privacy and Security Instructions, issued JlIDe 30, 1975, 

pursuant to fue Rules and Regulations as published in the Federal R.egister; 

"All State and local agencies receiving LEA.A. lIDnies after July 1, 1973 for 

nnnmi or automated systems which collect, store, or disseminate criminal 

history record information are subject to these regulations." Furthermore, 

"The regulations do not apply to agencies which have received LEAA funds 

for genem1 purposes other than the collection, storage, or dissemination 

of criminal history retord infonmtion. II 

~1Greover. "In other words, the mere receipt of criminal histOIY record 

LnfoTI!~ati()n by Agency B from Agency A does not bring Agency n \'ji thin the 

scope of these regulations, even . ~ Agency A's system is feckwlly flmdcd. 

I r, however, Ar,ency B recci vcJ criminal history record infornE. tion umler 

contract with Agency A in which B agreed to be bOlmd hy the provisiOns of 

the regulations the Icp,ulation.c:; would thereafter apply in toto to Agency B." 

The point of controversy or confusion is the Applicability and Impact of 

Reb!Ulations - Mitrix, page 53 of the Instructions. TIle criteria puts emphasis 
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on LT~ funds without considering that it most certainly becomes obligatory 

upon the State Centrnl Repository to have contractual and/or User Agreements 

wi th Crim.inal Justice and Non-Criminal Justice Agencies whether they have 

received LEAA ftmds or not. For example, the Individual Right of Access 

and Review is applicable to any agency maintaining CHRI. If the agency is 

a police department in this State, it must submit Arrest Fingerprint Cards 
, 

required by law, and in return the State Central Repository is forced by 

law to release CHRI to authorized police agencies. Therefore, the Rules 

and Regulations certainly must be adhered to based on security, logging, 

mandatory query, dissemination, verification, validation, auditing, etc., 

since the State Central Repository collects infOrmation from all criminal 

justice agencies CLEM funded or not), which in tunl must be certified 

since the penal ties are applicable. fo.breover, the penal ties are applicable 

to those agencies that appear to be exempt----"The intent of the regula­

tions will be undermined if receiving agencies not sLIDject to the regula-

tions are given criminal history record information with no controls. The 

plan, therefore, must provide sanctions which will subject non-federnlly 

funded agencies violating the regulations to equivalent or greater penalties 

than those applicable to federally funded agencies." 

This Certification of Compliance and the Rules and Regulations do not 

Hddress interstate dissemination exchange of CHIU. Consequently, the State 

of Illinois can not participate in the exchange of OIRI with (jther states. 

Therefore, other states inquiring the State Central Repository will be 

"shut-ofe' the system accoTdfungly. 

Addi tionally, Federal agencies who have had access to local records have 

been directed to the State Centrnl Repository if they are fomd to he 

authorized hy Statute or Exc'Cutive Order. In some cases such as Imigration 

ant.ll Naturalization, we are unable to get any sense out of I & N local 
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agencies with respect to their legal authority to access CHRI. Secondly) 

it seems to this State agency that Federal Agencies which legally require 

CHRI information ~hould contact the FBI to ensure that they get complete 

and accurate information from all states. Some Federal Agencies clear 

individuals centrally; i. e.) transactions are processed through the affected 

agency and others leave it up to the individual to clear himself before the 

Federal agency reacts. This pertains ~stly to visas, interstate commerce, 

and perhaps others not discovered at this time. 

Ahother problem that confuses the State Central Repository administration 

ahd all local agencies is dissemination of CHRI. The terminology used---­

dissemination versus reporting should be brought to the local level with 

a mul titude of specific situations as examples. 

And lastly, a lengthy list of questions were submitted to the LEM for 

answers and to this date no answers have been received, resulting in a 

multitude of questions UT'.answered causing local agencies to over react and 

shut dam cOTmlunications beu.,reen law enforcement agencies, regional networks 

and use of the CCH system. 

TIle above COTTments are necessary to orient the readers of this Certification 

wi th respect to maj or unsolved problems that can influence local agency 

operating procedures as well as the State Central RepositOl)'. 
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SCOPE OF CRIMINAL HIS10RY RECORD INroRMATION SYSTEM 

The recent arrendrnents to Chapter 38, Section 206 of the Criminal Law, 

Illinois Revised Statutes, 1975 and the coincidental issuance of the LEAA 

Rules and Regulations pertaining to criminal history record information, 

caused the Bureau of Identification to make significant changes in data 

collection documents, techniques in document processing, storage, and 

dissemination, and the generation of new operating policies. 

;These changes in the CHRI system have a significant impact on all State 

and local law enforcement agencies as well. rbwever, the upgraded system, 
\ 

now in process of being implemented, was needed for many years since 

in the majority of cases criminal history records are incomplete, inaccurate, 

and in many cases not easily accessible. Additionally, the flow of infonna-

tion back and forth between criminal justice agencies essentially does not 

exist, and hence, nurtured and prolonged fragmentation of the system coupled 

with ineffectiveness and inefficiencies: The system or non-system could not 

be accurat91y identified or measured with respect to what it odes, how much 

it does, with respect to what goals. 

An important consequence of the changes being made in the flow of infonnation, 

hopefully will bring about a closer relationship between each criminal justice 

function both through joint participation in reporting transactions and sub-

sequent compilinr and issuing statist:ical reports for each agency for admin-

is tmtjon pU1poses. 

There arc ahout 1,500 cr:imjnal justice agencies throughout the State that 

will be directly involved in one way or another in the crimin:.li jtlt;tice in-

fOrmation system. All of these agencies will be impacted by the LFJt\A Rules & 

Regulations, in addition to, the changes made in the CHRI infonnation system itself. 
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HCMever, the infonnation system is designed to include many of the re­

quirements of the Regulations resulting in simultaneous implementation 

of the system,'Tegulations, and new policies and procedures which is 

fortunate since one "impact" will be experienced by our agencies. The 

data collection instruments for the Criminal History Record Info'lmation 

System (r-Ct~I) are defined in the sections which will also 

include the definition of the forms used for the Individual Right of 

Access. Replicas of the forms can be found in the Appendix. 
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STATIJI'ORY AU1H()RITI .. 
Criminal Identification and Investigation 

Act of July 2, 1931 

206-1. Powers of Department of Law Enforcement-Employees or Assistants. 

The. Department of Law Enforcement hereinafter referred to as the "De-

parment", is hereby empowered to cope with the task of criminal ident-

ification and invBstigation. 

1110 Director of the Department of Law Enforcerrent shall, from time to 

time, appoll t such employees or as sis tants as may be necessary to carry 

out this \'Jork. Employees or assistants so appointed shall receive salaries 

subject to the standard pay plan provided for in the "Personnel Code", 

Amended by P.A. 76-444, effective January 1, 1970. 

206-2. Records of Convicted Persons. 

111e Department shall procure and file for record, as far as can be pro­

cured from any source, photographs, all plates, outline pictures, measure­

Jrents, descriptions and inforrmtion of all persons who have been arrested 

on tl charge of violation of a penal statute of this State and such other 

infomation as is necessary and helpful to p]an programs of crime pre-

vention, I;lW enforcement and criminal justice, and aid in the furtherance 

of those programs. AmendE-d by P.A. 76-444, effective .Tnnl1;lT)T 1, ]970.. 

l.O6- 3. Infonmtion to he furnished Peace 0ff.iccrs. 

The . JCP:1TtI!lent shall file or cause to be ::'1.J cd all plates, photographs, 

outline pkturos, mcasurelncnts, descriptions cmd infonnation which shall 

be Tecei veu by it by virtue of its off:Lce <Ind shall rnh' :' campI ete and 

systematic re-cord and indt,x uf' the sarno, p"oyjdillg theTeby ~l method of 

convenjent reference and corpari::;on. 111(; [1epartlrcnt Sh~lll fi.trJ;i~h) 

upon appliGltion, all initHlI:-r!:ion pl~rta.ming to the hlcntification of 
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any person or persons, a plate, photograph, outline picture, description, 

re8surenents, or any data of \..nich there is a record in its office. Su:h 

infomation. shall be furnished to peace officers of the United States, of 

other states or territorjes, of the Insular possessions of the United 

States, of foreign cOlmtries du1y authorized to receive the same, and to 

all peace officers of the State of Illinois. Applications shall be in 

writing and. accompanied by a cGrt1ficate, signed by the peace officer 

making su:h application, to the effect that the information applied for 

is necessary in the interest of and will be used solely in the due admin­

istration of the criminal laws. As amended by act approved August 2, 1951. 

206-4. Systems of Identification. 

lhe Department lmy use the following systems of identification: The 

Bextillion system~ the fingerprint system, and any system of measurement 

or identification that may be adopted by law or rule in the various penal 

institutions or bureaus of identification wherever located. 

The Department shall make a record consisting of duplicates of all measure­

ments, l)l~CeSSes, operations, signalletic cards, plates, photographs, out­

line pictures, measurements., descriptions of and data relating to all per­

sons confined in penal in..stitutions wherever located, so far as the same 

are obtainable, in accordance wi th vlhatever system or systellE may be fOlmd 

most efficient and practical. As amended by act approved Ju1y 6, 1957. 

206- 5. llnily Copies of Finger Prints -Duty of Sheriffs and Police Officers. 

1\1] policing bodies c.>f this State shall fumish tc the Department, daily, 

in the fom and c0tail the Department requires, copies of finger pr:ints and 

description::;, of all persons who are arrested on charges of violating any 

penal statute of this ~)t(Jte; and of all persons who have in their possession, 

ink..s, dyc, paper or other articles necessary in the nuking c·f cOlU1terfeit 

. notes or in the alteration of bank notcs or dies, molds or other articles 
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used in making cOlmterfeit rroney and intended to be used by them for 

such unl'awful purpose~; hOKover, this Section does not apply to any of 

such offenses wh~ch are not classified as a felony or as a Class A or 

Class B misdemeanor. TIle Department may by its promulgated rule exempt 

specific police depa:ru.lents 'Afhich have acceptable machine record reports 

from sending any "rmV''' r.ntorial to the Department rffluired by this Section 

except finger prints and photographs. Whenever a policing body is so 

exempted by rule it shall furnish to the Department acceptable copies of 

their machine record repo:tts covering the exempted "raw" material. All 

photographs, finger prints c·r other records of identification so taken 

shall, upon the acqui1:::al of a person. charged with the clime, or, upon 

his being released without being convicted, be returned to him. Whenever 

a person, not having previously been convicted of any criminal offense 

or nnmicipal ordinance violation, charged with a violation of a municipal 

ordinance or a felony or misdemeanor, is acquitted or released without 

being convicted, the Chi';J,E JUCLge of the" circuit wherein the charge was 

bnmght, or any judge of 'ch.at circuit designated by the Chief Judge, may 

upon verified petition of the defendant order tJ'le recoro of arrest expunged 

from the official records of the arres ting authDri ty . For purposes of 

tLis Section, convictionS fur Jroving and nonmoving traffic violations other 

th~11 convictions for violations of Sections 6-303, 11-401, 11-501, 11-503, 

and 11·-5n4 of '''nlc Illinois Vehicle Code" shall not be a hal' to E').."}llmging 

the record of arrest for violation of a misdemeanor or mtmicipal oydmance. 

Notice of the above petition shall be served upon the State's Attorney or 

prosecutor char~~C'd with the duty of prosecuting the offense. Unless the 

State's l\ttorney OT pmsc'cl.ltor objects to the petition within 30 days from 

the Ua te of the notice, the (:ourt shall enter an order grnnting or denying 

the petition. 1he clerk of the court shall promptly I1'~'li1 a copy of the 

order to the accused. 

10 
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~06-7 . Records not to uo P~d) 1. i.e. 

~o file or record of the Department hel\_'by <.:'reated shall be made public, 

except as nuy be necessaIY in the identi fication of persons suspected or 

accu.c;ed of crime and in their trial for offenses committed after having 

been imprisoned for a prior offense; a.nd no infonnation of any character 

relating to its records 5h<1',l be given or furnished by the Department to 

any person, bureau or institution other than as herein provlded. Vio­

lation of this Section, shall cOD_stitute a Class A misdemeanor. 

206-8. Crime statistics. 

1he Department shall ue a central repository and custodian of crime 

statistics for the State and it shall have all power incident thereto 

to carry out the purposes of 'i.:his Act, incll~ding the power to deman.d 

and receive cooperation in the submissi(',n of crime statistics from all 

lnli ts of go vemmellt . 



STATE OF IlWJDlS 

CEPJ;~~TM~i\JT OF CO~~z:1ra:CTBONS 
INFORMATION SERVICES DIVISION 

January 21, 1976 

. Mr. David Fogel 
Illinois Law Enforcement Commission 
lZO South Riverside Plaza 
Chicago, Illinois 60601 

Dear Director Fogel: 

I am responding to your request dated October 7, 1975 directed to 

the Department of Corrections relating to the Department of Justice 

Order 11601-75, Criminal Justice Information Systems. 

Enclosed within this letter is the Department's certification of 

compl ::.ance o.nd implementation plan as it relates to the above mentioned 

Department of Justice Order Number. 

WH:nm 

Encl. 

Cordial~y, 

a!,d~~~ ~v_Jt~ 
William Marsden, Administrator, 
Information Services Di~ision 

P. O. BOX 736 I JOLIET, ILLINOIS 60434 I 'TELEPIIONE (815) 7'l7·3607 
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.. -------------------·~~· .. ------------~----~I~--------~-----------~------------~·-.--------------I It\·S-n\~:CTft).\'S j u. s. D~Pi,::'[' '.:-:'j OF ~!JSTI(':: 
L.'W f'l"'ORCEM: ·.T A~ .. T.:.,,":c ·.'JIA • ...,o,~"A7'j,. 
>,NATIONAL CHI'I'~H\L J ... j; I~L :r-..r Ij,~MA·.·ION t\:-"~ 

Department of Corrections 
Information Services Division 
P. O. Box 736 
Joliet, Illinois 60434 

n~rQ~:~M, 710N 
STAT c;j-,H:}; T I Ph,., ,c provid" the iollow,rW Z·;:'.;flii.JI:, .'; 

{~6 CFR ="., -20.361 

APPLICABLE STATE 

Illinois 

CONTACT NAME 

William Marsden 

comp/cle thl! bttac/h'd ct·r,lItt~ .. ttor. 10"'1 
an,l ",rum all p.:uts to t/:t! .lc~r':"<1 ,,/ 
atO II!ft. . . , 

DATE PREPA~ED • ---l 
3/8/76 

TEL. NO. (G,ve Are .. C"<io) 

(815) 727-1414 

i~ D()(J~ ~tO'J~ a::~:; "colluct, ::;t()~l~, or r!-lssemmate ~:ii!ilnal history record information processed hy enl:er ~:ln'..::11 or 
autor:'t!.wd or>C'r:lt:on~')" "Cr1n',in~,1 :.lstory record mt'ormatlOn" means information collected by c~ir.llnal JustlCEl 
a;;ellc:c::; on indivldllals whIch comas: of identifiable descriptlOns and notations of arrests, detentions, :ndlct­
mcr:ts, lrIfOrn~tlO:ls,or orher formal C'~l~ilnal chaq;es, and any disposition arising therefrom, sentencing, cor:ectlOnal 
SllPC'fv;slOn and release, The ter:n does not inelude identification informatlOn such as fingerprmt reeoitls to rhe 
extent thar. suc~ information does not indicate involvement of the inrlividual in the criminal justice system. 

YES I]] NO D 
2. If the answer ohove WGS "Yes," have LEAA funds been made available to the agency subsequent to July I, 1973 

for the collection, storage or dissemination of information? 

j-.-Indicate the type of agency: 

o PROSECUTION 

OCOURTS 

YES U9 

o PUBLIC DEFENDER 

[&] CO'RREC'TIONS' 

NO D 

'4:- Indicate the t:·?C of system: 5. Is the system automated? 

Qg SUBJt::l • IN PROCESS rJ CRIMINAL- HISTORY- ug YES 

6. Docs the systf.!m(s) exchange information with other systems? "0 YES (!J NO 

, If '''Yes.'' specify which other systems: 

'. 

o REGIONAL 0 CENTRAL STATE REPOSITORY tJ NCIC tj OTH'ER(~~cifY) ________________ _ 

7:' Inuicate population of primary geographic jurisdiction 
being served: .. ,.. 

1I,250,000 

All n R, Sielaff 
11. AI~cncy name and address 

Department of Corrections 
201 Armory Building 
Springfield, Illinois 62706 

,- .' , 

8. Indicate approximate number of subjects included 
system: 

00-5.000 00 5.000-25,000 o 25.00(}"100.oo0 

0100.000-500.000 o MORE THAN 500,000 

10. -"Title 

Di,rector 
12. Tel. No. (~ive Aroa Code) 

(217) 782-4777 
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UNITED STATn Dr:rARTMEtH OF JUSTiCE 
Low Elllu,c",;l,,,: A~~isrollc" A,\';l!ni',Ir.'hun 

Notional C"m'"oi Ju~,icc IniormOl,on ulld 

S'''';s'ic~ Service 
W~"h,n91on. D.C. 20531 
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Completeness and Accuracy 

Disposit'ion reporting as defined in the Department of Justice rules and 

regulations dated May, 1975 item 20.3e does not relate to the Department of 

Corrections except in the area of correctional institutions and parole. 

The standards established for dissemination of Criminal History data 

will apply to the following areas wi.thin the State of Illinois, Department 

of Corrections agency: 

• Correctional Centers 
• Work Release Centers 
• Youth Centers 
• Psychiatric Centers 
• Program Centers 
• Community Centers 

Although the Department of Corrections is not the designated central 

repository of Criminal History record information files in the State of 

Illinois, the Corrections Information System, maintained by the Information 

Services ·Jivision does contain substantial Criminal History record information 

relating to every offender incarcerated in a state correctional facility. 1n 

addition, information is updated on a monthly basis for all persons on parole. 

The parole record is updated on a monthly basis via a "Parole Turnaround 

Document" that is filled out by the parole agent (Attachment A). 

All records "dthin the system can be accessed and modified, changed and/or 

deleted via terlainals so that portion of federal compliance is implemented •. 

mlen parole is granted, Parole Agents mail Turn-Around Documents to the 

Information Services Division on a monthly basis so that parolee data is kept 

timely and accurate. 

Within the systematic a~dit areas that are not currently implemented, the 

Department of Corrections does expect to continue to receive basic information 

from the courts r£:!garding offenses, sentence and pertinent dates. Some of tpa 

.7\1 
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data in the files is gathered from personal interviews with the offender and 

testing done at the Reception and Classification Centers. The data is gathered 

ot! (Attachlllent B) utilizing the mittimus papers from the court and detention 

facility plus interviewing the offender at the Reception Center. This information 

is placed in the computer as a re~0rd. 

The information from the court relating to the offender's offense and 

sentence is taken as accurate when the offender is received by the Department 

of Corrections. The major el~ments of this data are edited for numeric values 

and similar edits are conducted on numerous fields. If data that is inputted 

into the computer system is found to be in error by the Department or the 

offender, it is corrected after checking the offender file or checking with the 

court. 

Limits on Dissemination 

The majority of criminal history record information is used within the 

confines of the Department of Corrections. If and when such information is 

requested by individuals or agencies other than the Department of Corrections, 

a writte 1 agreement 'ili1l be mandatory as to the confidentiality and security 

of data as handled by the requester for those agencies that require a contract. 

Those agencies that have notices of sanctions in effect will not require 

contracts. Refusal by the requester as to such agreement will cause denial 

of dissemination by the Department. 

The secondary dissemination by non-criminal justice agencies would be 

controlled by the signed contractual agreements. The agreem~nt would stipulate 

the penalties that a group or individual may be subjected to if the dissemination 

of data were handled improperly. 

Jackets of offenders are maintained at the institutions, or at the Parole 

and Paruon Board offices.' One year after discharge,jackets are sent to 
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Information Services Division, Microfilm Section where pertinent information 

is microfilmed and jackets are destroyed. 

Audits and Quality Control 

Logs re;ferencingrequests for Criminal History record information bj; 

non-Departmental individuals or agencies are maintained by the Information 

Services .Division of the Department of Corrections. These logs will be 

changed to include the necessary information on the offender if Criminal 

History information is going to be disseminated. 

Up until this time, no audit of the data base has ever been done. An 

audit of the adult offender system is scheduled to begin in the near future 

by both internal and external audit personnel, after which any corrective 

measures necessary will be taken. The audit will consist of printing the 

record of the offender and checking it against the offender's "jacket". The 

listing will be corrected, if necessary, and then the computer record will 

be updated. This audit is scheduled for completion in the first quarter 

of FY77. At this time, funds are not available to audit the juvenil.::: data 

base. 

Security 

At the present time, the processer used for updating files is located on 

the premises of the State Computer Center. Update is accomplished through 

telecommunications and batch processing both. Since InformatIon Services 

Division is some 175 miles from the State Capital, all processing is done by 

remote job entry. A predetermined dedicated portion of core is set aside for 

the use of Criminal Justice processing. 

All disk packs and tapes used are totally leased by DOC, and all printed 

output is done at Information Services Division in Joliet, Illinois. 

Entry to the files is limited to Corrections by controls which include 

remote station and job name prefix (JCL). 
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All telecommunications lines used are private lines, and modems are 

dedicated to DOC use. 

All users are assigned a unique terminal sign-on code which when entered 

via terminal allows predetermined access to segments of records, such as, a 

particular institution, or all juvenile records only, or other agreed upon 

and authorized segments of prison and/or parole population. Code also determines 

the extent of information allowed the user and ability to enter information 

versus inquj.ry only. This code is changed periodically. 

Terminals are fitted with key locks and ,sites, when possible; are in .' 

controlled areas with limited access. 

Currently, Department of Corrections payroll/personnel files are on the 

same storage devices as offender file. Plans are now being made to remove 

these files from the Criminal History files devices. 

At the present time, the Department of Corrections resides with other non-

Criminal Justice agencies on the same computer mainframe. Whether dedicated or 

non-dedicated. hardware is recommended, the State of Illinois plans to eventually 

have transparent hardware and software at the central site. Based upon this 

decision, the Department of Corrections will be submitting a grant application 

to assist us in achieving a more current and effective utilization of software. 

This quite possibly could;nean IMS or a more effective CICS. Once the conversion 
, 

iscomplet.e, the Department of Corrections would be able to run on either 

the dedicated or non-dedicated hardware, as required. 
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Irtdividua1 ~ight of Access 

The rules for a6cess will be complied with by utilizing the forms prepared 

and distributed by the Department of Law Enforcement. 

If an individual challenges his or her record, the State of Illinois Criminal 

Justice Information Systems Council' 5 rules and regulations will be complied ,,,ith. 

The Administrative Review will be processed by the Director's office within 

the (Department of Corrections). 

The Administrative Appeal will be handled by the Criminal Justice Information 

Systems Council. 

If the corrections or error is found in the Department of Corrections 'records, 

they will correct the error and notify agency or agencies where information has 

been disseminated. 
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DEPARTM.ENT OF CORRECTIONS 

CORRECTIONS INFORMATION SYSTEMS 1 NAME._. ______________ ~ ____ _;_---------

CLASSIFICATION: 

PAROLE STABILITY: 

TERMINATION: 

" ReGULAR PAr/OLE 

d ON PROSAT ION 

~ GOOD 
~ 

r: THIS MONTH 
.J 

I DOCUMENT NO. 

o \' '2 ~4 
II l' II 

~ K l M N a p tj ~ 
'DAi~ 
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I ST~TUTORY 
. PAROLE 

!, seXUALLY 
!, OANGEROU5 

1J MARGINAl. 

OUT OF STAn 

" PROJECT 
ii REOUCE 

~ POOR 

---.-.. . ...... -._- _.-._ ... -.-... -----_ .. _ .... -----
PERSONAL 

'5 ? 'I 

's T 0 v 
DAY I YEAR 

FROM OUT 
OF STATE 

D IN JEOPARDY 

R.I.V. 
PROGR.I,M 

----------_._- -------

----- ' .. __ .. _-.... _-_._ ...... _._---_._--- ---
I MARITAL: r;EVfn MARR lEO f! MARRIE'D 

IJ DEFORE PAROLE. 
I' D IVORe ED II BEFORE PAROLE 1 COMMON lAW 

" 

11 'IIDOWIER) ,. n MARRIED 
Ll S INeE P,o.ROLE I, 0 IVORe EO 

: S I NeE PAROLE 
Ii SEPARAHO 
J SINCE PAil OLE 

I URGENf 
PROBLEM 

.. 
LIVING WITH: I; SPOUSl:: U CHILDREN U PARENTS 

, OTHER 
Ii ReLATIVES J FR lENDS ;i ORGANIZED 

II GROUP 

., 
j ALONE 

" URGENT 
:, PROBLEM 

NUMBER OF 
DEPENDENTS: 

~OIlE 

FAMILY STABILITY: 

COMMUNITY 
ADJUSTMENT: 

WELFARE PROGRAMS: 

MEDICAL: 

II ONE II TWO ij THREE 
u 

SEC URE Bt 
STABLE 

;~ GOOD 

>lOT RECE IV IrlG 

~ RECE IV ING 
I, HELP 

!l FAIR 

.. 
R,EC[ IVING 

o FOUR 

n SEEKING 
~ HELP 

POOIl ] 

lIhlllG 
TO OUrAIN 

II FIVE 
" ~ SIX I! SEVEN 

, 

!; ILLNESS :i CRISIS 
; 

PROBLEM 
'. WIT,I POLICE 

[" IJRGf.NT PflOR~ 

HEAL TH ----_._---------
Ii ACUT r. Pf10SLL M GLT rlUG TRCATML NT r: 1I GETTING MCD leA nON 

II elmorliL 1'1100LlM [I 'NeED THEATIJENT U NEED MEO I';AlION 

UR'H:NT 
f'i'oo.Lt:r, 

T2!iA·l 11 ~ 



')IAIt. or ilUi'WrS 
DEPARTMEHT OF CORRECTIONS 

CORRECTIONS INFORMATION . .sYSTEM 

2 NAME ___________________ __ 

FLY ::~~J L;C~~E~T~O:-:- 5 §. '1' i 3 '4 '5 6 7 a 9 
LOCATION PREF·,~X------------------~~--~--~--~-----~~------~~-------~P-A-G-E---4 

SUBMISSION DATE~ 

A h ~_2 . ..;E=-...;.f-,· ......::;:G __ ;.;.H,.-·;.,.; ~'J_~l< [ M N 6 P q R 5 i ii v VI X Y Z y 'J 

Pl' NO. 1,·D.o.c, N(C_' --~_--___ ..l.I~ __ f!!;_;6NT_H _~ I_D_AY :I'" 'VERS] .. . I CO""" I,,, . , / "" " 

-----
DENTAL: NO I'RODlEM ACUTe PRoe LEM GE:TT ING 

TflEATMf.NT 
NEED 
TREATMENT URGENT PROBltM 1 

PSYCHOLOGICAl.: 

NARCOTICS: ·1 NO 

HO srRVICES 
" NHDCD 

., HISTORY 

!l I'A5T DEPENDENCY 

peCE IV HlG 
INPA r lENT S ERVltt:; 

!! PA~T TREATMENT 
u (D.O.C.) 

PAS T TREA T ME tIT 
(NON·D.O.C.) 

;1 RECeiVING NEED 
,I OUTPATIENT SERVICES S ER'IICES 

r SUSPfl:TED 
,I CURflUIT USE 

Ii CURRENT 
Ii USE 

ALCOHOL: :1 NO PROOLfM [ I: ACUTE PROBLEM .' 
." 

PROGRAM INVOLVEMENT t. NO PROGRAM INVOLVEMENT 

EMPLOYMENT: .' FULL ·lIME 

-----_._-_. __ ._--.. _------------_._------------
EMPLOYM ENT -EDUCATION -_ .. -._----_ ... -'-'--'- ---_ ... _-._--_._ ... _ .. _---
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DISSATISfiED 
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:: EMPLOYM~NT 
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[ COMMITMENT ~ S I NC!: PAROLE 

n r1 
SALARV, I sO ·2,00 S201- 400 10 1/ 

" 
MONTHLY 
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.1 
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n ACTIVE, 
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II 
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S601 - BOO J 
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Ii 
:' 
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(,tID IFFEREIIT 

I 

l'NEMPLO' 
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~~g~~iM i 
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l; ~: ErJucATibij'A'L~ 

\' PllOOLtM ------

VOCATIONAL 
TRAINING: NOT AT TE'IDIII(; '1 FULl·TIME PART. TIMt ,j pAYING fOR 

c· D.o-r'iOT.MjnTinn::ITli~ " 1 
I 

, I 

I ' 
~', I .. 

SI)ccify new or changed 
occupation this report: 

I .). 
Speclry new job skill 
gained tl\ls report: 

~ ...... __ ~~~ . . ." _ .. ____ ... _ ... , ___ ~ ~.w_,~ ____ . __ .' -...... -..... -----" .. ,~ ...... -... -.. -..... 

1 ___ ....... _._ ...... 
SUMM,\RY 
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! 
,f 
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CORREcnl1NS INFORMATION SYS 
MODULE 1 1/1975 

It.USOIS l1EPAnn:r.HT OF COF.n:CTIONS 
ADULT riIVISW', ".'ul..::r..l' - {)~a(.jI'i' - HENAkD) 

RECEPTlON A..'lV C:i.~.3S1FlCATIOi; - ADHISSION DATA 

SF.C·jlO:; 1: (P?:~lT, PA!~. PCOH.,' PSTA, PC~lT', PRAP) 

NAHF. _________________ SEX __ -:-RACE~ _____ ___=DOCt7 __ ...., 

.ALIAS (S) _________________________ , _________ ---I 

t\.lJI1;:S5W~{/S7ATUS DATE ____ . _______ ADMIS5ION TYPE 

COUNTS '-!IN HAY. cc/cs F/M INDICT- DATE Of 
MENT n SENTENCE 

COUNTY _______ COURT DISPOSITION'--________ J.UDGE 

I I 

_' __ l_ 

, I 

I I 

I I 

I I 

I I 

__ L~. 

LOC~ ___ ---.:STATUS, ______ -:REASON _________ ...:DATE OF CRlME __ 1 

CO}~LAINA};T NAME~ ______________ ~ADDRESS. _______________ -----

----------_._-_._------
RAP PARTNER ~IAME~ _______________ ~DOC n __ ------

SECTION 2: (PNBR, PEDU, PDOC, PREL, PDRG, PDES, PEMP. PPER, PSCR) 

IBln ________ F.BI/I _______ ~AGE~ __ __'LAST GRADE COMPLETED __ ---

NO. PRIOR ILL. COMMITMENTS-A!JULT _____ LAS.T DOCH _____ J.UV • ____ .... DOCO---

NO. PRIOR OTHER COMMITHENTS-A1iJLT __________ --'JUVENILEc--________ _ 

FATHER LIVlNG? _________ ---:MOTHER LJVIKG? ____ W.IFE LIVING? 

PERSON TO BE CONTACTED, ______________ .STREET ADDRESS _______ _ 

CITY, STATE, ZIP USE ALCOHOL? ______ USE DRUGS? 

HE):GHT WEIGHT ____ • __ HAIR COLOR ____ SKIN TONE;....' ______ EYE COLOR_ 

NOSE _______ CHIN. ____ _ ~r~~ _____________ TEETH _ __ -'BUILD. __ ~ 

COHl'_~!1Y LAST .;ORKr.::o AT ________ . ____ ....:STREET ADDRESS 

eI'IT, sT ... ;r!: __ . __ . _____ . _____ . _______ POSITION HELD ___________ ~ 

DATE OF IIIRTR' __ .:...' __ L ___ PLACE OF BIRTH , ________ R.ELIGION-- . __ 

11A.'U:AI. :-lUTi:8/XO. CI' CRILDl1.E:1 ________ , ______ OCClJPATION. ______ -

SOCIAL SECUR::'!:~ mJ!1!lER: ________ _ --_._---
HARKS A:-ID SCARS; 
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CORREcrrnNS INFORHATION SYSTEM 
MODULE 1 1/1975 

;U~I~OIS T)EP Al1n:r.ln OF COR:>I:CTIONS 
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/ / 

I / 

l l , I 

l ! 

/ / 

/ ! 

l , 
COUNTY _______ C.OURT DISPOSITION __________ ...;JUDGE. ____ . ______ ---, 

LOC _____ STATUS ______ -!R.EA.SON'--_______ ~DATE OF CRIME:....---:./_-=I:......_ 
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RAP PARTNER llAME:......... ________________ ....:DOC D _____________ _ 
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FATHER LIVING? MOTHER LIVING? WIFE LJ:VING? 
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COHPANY LAST i,OI{1(!:D AT ________ . _____ S.TREET ADDRESS 
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DATE OF HIRTH' __ .:.! __ L ___ Pl..t .. CE OF BIRTH ________ ---'Rt:LIGION~_._.~~-~ _ 

.""I ____ O.CClJPATION,------

SOCIAL :::ECURI'!:'!' Nl):1B£l''-________ _ 
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DOc6 ------------------
SECTIO:~ 3: (PENT, PSOC, PPER, PFAT, PHOT, l'P.EL. l'ADR) 
(SOCIAL HISTORY) 

tTIINIC/HEP.l.IAGE PREFERENCE 1), ____________ 2), ______________ _ 

3) , _________ NATIVE LANGUAGE _______________ :....-___ _ 

YR. OF lHMlGRATION, _____________ NATURALIZED? _______________ _ 

ME AT FI:tST ARREST, _________ --'FOR WHAT (OFFENSE) ____________ _ 

WHERE RAISED? ______________ AGE AT FIRST ADULT COMMITl-i.ENT? ___ _ 

CI'I'I~t:I\SHll' RF.LIGION, ________ PP.ACTICING, _______ _ 

HARI'IAL STATeS __ ~----,NO. OF CHILDREN. __________ _ 

DRIVERS LICLNSE (STATE _____ ,DRIVERS LICENSE NUMBER ________ _ 

NO. OF SIBLINGS ___ POSITION IN SIBSHIP __________ _ 

HISTORY OF CRIMINALITY' (IN FAMILY) ___ , ___ RISTQRY OF MENTAL ILLNESS (IN iAMLLY}_~_ 

HISTORY OF DRUG ABUSE (IN FAMILY) _____ -!HISTORY OF ALCOHOLISM (IN FAMILY} _____ _ 

FATHERS NAME 
. __________________________________ ~LIVING? _____________________ ___ 

IF YES, ADDRESS 

BIRTHDATE / / BIRTHPLACE , _____________ -.:MARITAL STATUS, _____ _ 

MOTHERS NAME 
__________________ ~LIVING? _________________ __ 

IF YES, ADDRESS __ ._ .• 

BIRTHn,\TE~_.:..i ___ .!_/ _~BIRTHPLACE , _____________ ~HARITAL STATUS, _______ _ 

WIFF.S NAME. ____________________________ W.IFE LlVING? _________ _ 

H YES, ADDRESS ______ _ 

BIRTHDATE~ __ .:..I __ .!_I_~BlRTHPLACE ___________ .-.:MARITAL STATUS _____ _ 

PERSON TO BE CONTACTED. __________________ RELATIONSRIP - PC __________ _ 

ADDRESS, _____________________ . _____________________________________ __ 

ADDRESS AT TUIE OF ARREST.~--------------------------------

PERSON LIVING WITH, ________________________ RELATIONSHIP _________ _ 

NO. YRS. ILL. RESIDENT. __________________________________ _ 

COMMENTS: 

------------------------
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--------

SCHOOL LAST A·ITn:DED. ___ >.iNAME:;w;;-______________ --;~~;:;:;_--------
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CITY. STATE. ____________ . ______ .....:DATE LAST ATIENDED ___ . ____ _ 

NM1E KNOI,'N BY. __________________ LAST GRADE COMPLETED ______ _ 

YEARS ATTENDED SCHOOL TESTED LITERACY LEVEL, _____ BETA IQ LEVEL. ____ _ 

EXPRf.f.SED INTeREST IN: HIG1I SCHOOL COHPLETION __________ -.:COLLEGE, _______ _ 

,LITERACY TRAINING. ______________ _ 

COMMENTS: . _________________________________ _ 

SECTION 5: (PEHP, PSKL) 
(VOCATIONAL AND ~~LOYMENT) 

CONPANY LAST WORKED AT _______________ STREET ADDRESS:.--_______ _ 

CITY, STATE. ____________ -'POSITION HELD. _______ ........;DATE LEFT I I 

NAME OF LAST Sl'i':::RVISOR _______________________ -

EMPLOYED AT TIME OF ARREST? ___ • _____________ --'NO. OF MONTHS ON JOB. __ _ 

LONGEST EMPLOiHENT? ____________ ---.:LONGEST UNEMPLOYMENT? ________ _ 
(LAST 5 YEARS) (LAST 5 YEARS) 

I.IST /'}"N. E~LOyt.,:!!!..!! "nll.S ] ) ________ 2} ____ . _____ 3) ______ _ 

COMMENTS: 

SECTION~: (PMIL) 
(MILITARY) 

WERE YOU IN THE MILITARY, ____ IF YES. BRANCH'-_____ _ S~I~ 0 ___________ _ 

ENTRANCE DATr. •• ' __ -,/~--,/~_ DISCHARGE DATE' __ ..:../_-..!./ ___ TYPE OF DISCHARGE. _____ _ 

warcH WAR/OR PEACETIME. _________________ _ 

NAME USED, _____________ --..:DRAFT STATUS. ___ _ DEPT. BOARD/}, _____ _ 

ADIlRESS AT REGI5TRATION, __________________ COURT MARTI~ _______ _ 

COMMENTS: 

SECTION 1: (PDRG) 
(DRUGS ANi:. ~COllOJ.) 

DO YOU SMOKE, __ _ DRINK'-__ ---:ALC01tOLIC. ___ -"HEAVY._~_-'MOD. ___ LIGHT. ___ _ 

USE DRUGS, ____ WHAT KINO'._· ______________ ~HOW LONG. ____ ~ ___ _ 

J)RUG USAGr:: HEAVY, __________ --'OCCASIO~~,AJ.'_ _____ _ LIGHT. _____ _ 

OFFENSE RELATf;1 i'O 1J1WGS? ___________ ...:OFFtNSE RELATED TO ALCOIlOL?_· ____ _ 

COMMENTS: ------------------------



_. __ • _ ..... ~ ... _ ....... _ ....... __ ....... d ...... ___ .... _M .... __ ......... _ ... c~ .. ~ ____ 0111 .......... ·_ ........ o.Jw._ .... _ ~ ..... __ _ 

-4- DOC6 _________________ __ 

SECT. ON 8: (PH!:P, !'h"LT, PSRC) 
(MEDICAL) 

EVER I:EEN' IN A MENTAL 1l0SPl!.At.? ____ I,F YES, HOSPITAL NAl1E, ___________ _ 

STREET :\DDRES$ ________ _ ___ C.ITY, STATE, ZIP _____________ _ 

DATE ADHITTEO_.-....'_..-....:./ __ D_ATE RELEASED I _-,'"---.:llAME KNOWN BY _________ _ 

SERIOUS ILLNESS _______ N,ATURE~ ___ ___!DATE , I TREATMENT ______ _ 

INJURY, OPERATION _______ N.ATURE _____ ,DATE I I ):REATMENT 

INJURY, OPERATION ______ NATURE ____ -.:DATE , I TREATMENT _______ _ 

GENERAL HEALTH RATING~ _______ L.AST EXAMINATION DATE:..-_~/ __ .L'_, 
ARE YOU (A) PHYSICALLY HANDICAPPED? ____ ARE YOU (B) HENTALLY HANDICAPPJ:D? _____ _ 

COMMENTS: 

SECTION 9: (PINS, PSEC) 
(CRIMINALITY) 

INSTI'fU1'ION NANE 

STREET ADDRESS 

CITY, STATE, ZIP 

lOP 

O'fFI:N3E 

SENTENCE 

'" 

ADMISSION DATE I I , , , , 
" 

DISCHARGE DATE , , I , I I 

DISCHARGE STATUS 

NAME KNOWN BY 

PRIOR PROBATION __________ DATE._--!..I_--!..' __ PLACE. ____________ _ 

, I 

ESCAPE RECORD ___________ DATE:.---!..' ___ --!-/ __ PLACE"--_____ , _____ _ 

ESCAPE RISK _________ ASSAULTIVE, _____ -"SEXUAL ABNORMALITIES ______ _ 

SUICIDE RISK '--______ -'MANIPULATIVE~ ____ ...!FOR mIN PROTECTION, _______ _ 

COMMENTS: 
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~I-----------------

P1I0GRM1: !U;Cm:Hl:::mATION _____________________________ _ 

PROGRAY. r:ri'i':REST ____________________________________ _ 

MINnruM SECURITY 
________________ MEDIUM ______________________ ___ 

HINT.MLm WI'rH fiUPERVISION ____________ MAXIMUM _______________ _ 

DATE OF CLASSIFICATION ' ___ .:...1 __ .:...1 __ _ 

RECOMMENDED INSTITUTION ____________________________________ _ 

COMMENTS: 
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CERTIFICATION STATEMENT 115 

A complete list of all relevant existing legislation authorizing dissemination of criminal 
history record information to non-criminal justice agencies is presented in Chapter B 
of the Plan. 

I. 
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ADMINISTRATIVE OFFICE OF THE ILLINOIS COURTS 

RoY O. GULLEY 
DIRECTOR 

SUPREME COURT BUILDING 

SPRINGfIELD 62706 

Dr. David Fogel 
Director 
Illinois Law Enforcement Commission 
120 South Riverside Plaza 
Chicago, Illinois 60606 

Dear Dr. Fogel: 

30 NORTH MICi "AN AVENUE 

CHICAGO 60602 

October 29, 1975 

~ IE a: ~ « WfE W 
ocr 301915 

L L,. Eo· C. 
E)(EC. DIR. 

I have received your letter of October 7) 1975 and accompanying 
documents relating to court participation in developing Illinoisl criminal 
justice information plan, under U.S. Department of Justice Order No. 601~75 
and regulations adopted pursuant thereto. 

A review of the requlations indicates that, in a number of areas, 
Illinois law closely parallels the requirements contained therein. For 
example, access to juvenile court records (Regulation 20.2l(d)) is limited 
by Ill. Rev. Stats., ch. 37, sec. 702-10; access to pre-sentence investi­
gations is limited by 111. Rev. Stats., ch. 38, sec. 1005-3-4; access to 
probation reports and records is limited by Ill. Rev. Stats., ch. 38, sec. 
204-4(4); and newly enacted House Bill 1365 (Public Act 79-910) requires 
the clerk of the Circuit Court to furnish the Bureau of Identification with 
"all final dispositions of criminal cases for which the Bureau has record 
of an arrest." (Regulation 20.21(a){l)). 

However, the regulations and planning instructions promulgated 
pursuant thereto raise a number of serious questions concerning the extent 
of their applicability to state courts and the extent to which our courts 
may accept the imposition of such regulations, under Illinois law. 

On their face, the regulations seem to provide for a rather limited 
application to the courts. Section 20.20(b)(3) and (4) provides: 

"(b) The regulations in this subpart shall not apply to 
criminal history record information contained in: ... 
(3) court records of public judicial proceedings compiled 
chronologically; (4) published court opinions or public 
j ud i cia 1 proceed i ng s . 11 
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available to assist agencies in (1) determining to what extent their information 
systems are covered by the Regulatio~s, (2) interpreting the Re9ulations, and 
(3) preparing the plans and certifications. J. David Coldren is Dh:~ctor of 
our CJIS staff and can be reached at our Chicago address. 

I am also enclosing copies of the June 30 Privacv and Secu~ity Planning 
Instructions issued by LEAA and the August 20 instructions supplement. Addi·­
tional copies are available from MI. Coldren. 

We have a particularly difficult timing problem with respect to the 
-Individual's right to access criminal history record information" section 
(20.34) since that section must be implemented by December 16, 1975. Because 
this provision most directly effects the "state central r~ositoryn, which 
in Illinois is the Bureau of Identification, we have aske'(i~"th'e' :Bepartment of 
Law Enforcement to prepare drafts of Regulations and Instructions with re­
spect to those provisions. This task is being coordinated by Arthur C. Loos p 

Assistant Superintendent, Criminal Justice Information Services of DLE, who 
can be reached at 217/782-7980. MI. Laos is in a position to work with you 
and other agencies with respect to the individual access plan and procedures. 

If you need further information, I encourage you to contact Mr. Coldren 
·and Mr. Loos as soon as possible. 

We appreciate your cooperation. 

Sincerely, 

~();ut?{ -41 ~ 
David Fogel 

Director 



To Dr. Fog~l 
From Judge Gulley 
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In I11ino;s, with the exceptions stated ~bove~ records of public judicial 
proceedings are by statute, ll'. Rev. Stats., ch. 25, sec. 16, public 
records open to public inspe~t;on: 

II ... All ref;prds, doc~f.lts &nd books required by 
law to be kept py s~ch clerks ~hall be deemed puplic 
records, and shall pt all time~ be open to inspection 
without fee or reward, And all p~rsons shall have free 
access for inspectipn and ex~mination to ~uch.records, 
docket books, ~rd also to all papers on flle 1n the 
different cler~s' offices and ~hall have the right to 
take memoranda Md ~bstracts ther~to." (See al so,: 
Illinois Supreme Court Genera" Administrative Order on 
Recordkeeping in th~ Circuit Cpurt~r, May 20,1968). 

" 

The exemption of public court records provicjed for in section 20.20(b)(3) and I 

(4) of the regulations m~y, however, only pe illusory. The exemption is 
limited by the qualificp.tion that such necords be maintained "chronologically." <' 

Thus, an alphabetical inQex Of defendants~ such as that maintained in Illinois 
pursuant to statute, Ill! Rev. Stats.,~h. 4P, sec. 16, WOUld not be exempt, 
and, if the LEAA interpr~tation of the regulations is correct, a'll files and 
records which could be ~cces$ed through' the ~lphabetical index would also lose 
their exempt status. Th~ LEAA Privacy A~~ Security Planning Instructions, 
Supplement No.2, September 30, 1975,pa~e 5, in attempting to explain the 
exemption, states:' I 

IIAlphabetiqil indexes to CQurt records are generally 
not exempt. Fp~ example, an A'phabetical index to case 
files ... would b~ subject tg th~ regulations. The 
regulations apply to combinatibn~ of any non-chrono­
logical index and file which ~1ght be used to assemble 
or permit retrieval of a summ~ry criminal history on an 
individual. If as a result of' a~to~atic data processing, 
the equivalent to ~n alphabetiQal m~nual index exists, 
such automated files woulc\ likftwise be subject to the 
regulations. " 

liOn page 8 pf the origina1 Privacy and Security 
Planning Instructions the disQHs$ion of the 'court 
records' exception may suggest q broader interpre~ 
tation of the e~ception than hA$ been indicated above. 
To the extent that it does so, 'the discussion should 
be d i srega rded • !' . 

Thus, according to ~EAA's int~~pretation, the existence of an alpha­
betical index brings the en~ire cOl,lrt f''l1e within the terms of the regulations. 
This, would be. ;nconsist~nt 'With the pl\blic nature ·of court files and records 
provided in Ill. Rev. St~ts:. ch. 25, ~~<;tiQn 16, above. Although LEAA's 
interpretation of the regulations is s~~3ec~ to soma question, it is clear 
that, at the very least; the, alphabetiGAl index woul·d be subject to the~tegu-
lations. This, also, wqlJldbe contrary,;to ch. 25, section 16. . 
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To summarize, the requirements ~onFerning confid~ntiality contained 
in the regulations would be contrary to ~~i~ting Illinois law governing the 
public nature of court files and r~corq~ (with the excePtions noted above, 
i.e'\ljuvenile, pre-sentence investigatiQ"p~d probation reports). If a 
plan to limit access to court files and r~c.prds is desirable, that determi­
nation is a major policy question 'fJhic;:~ ~f;\n only be resol~ed by the Illtnois 
legis3ature. An attempt to achieve such ~ plan by administrative order~ as 
you suggest in your letter, would be dir~Gt1Y in conflict with the existing 
statutes on this point, Consequently, Prep~ration of a CDurts' portion of 
ILEC's criminal justice information plql1 by this office is not possible, at 
this time. If it would be of qssistanqe tp you, please feel free to use any 
of th~ information contained in thts 1~tter in the prepa~ation of ILEC's plan. 

, ! ~ 

If you wish to discuss this matter further, please contact me. 

Ver~ truly yours, 

~~~ 
R~y·n. Gulley 

ROG/app 

I 



ILLINOIS LAW ENFORCEMENT COMMISSION 
120 SOUTH RiVERSIDE PLA.zA 

CHICAGO, ILLINOIS 60606 
312/454-1560 

Honorable William J. Scott 
Attorney General 
500 S. Second Street 
Springfield, Illinois 62706 

Dear General Scott: 

October 7, 1975 

As you undoubtedly know, the Law Enforcement Assistance Administration 
of the U. S. Department of Justice issued Order No. 601-75, "CRIMINAL JUSTICE 
INFORMATION SYSTEMS", effective June 19, 1975. The Order,' published in the 
Federa~ Register on May 20, 1975, was issued pursuant to sections 501 and 
524(b) of the Omnibus Crime Control and Safe Streets Act of 196B, as amended 
by the Crime Control Act of 1973. 

The Order promulgated Rules and Regulations that cover nearly every cri­
minal justice. agency in the nation (directly or indirectly) with respect to 
information systems containing criminal history record information. A copy 
of the Rules and Regulations is attached. 

. " 

The Regulations require each State to prepare and submit, BY December 16, 
!ill, an implementation plan and certifications of compliance as specified at . ,I 
section 20.22. LEAA asked governors to designate one state agency per state 
to compile and submit the plan. Last week, Governor Walker designated lLEC 
as the agency responsible for submitting the Illinois plan • 

• 
It is our intention to work with existing state agencies and statewide 

organizations in preparing the plan in order to accomplish this major task 
within the short time period remaining_ Already, the Illinois Pepartment of 

.,:. ;taw Enforcement, has contacted law enforcement agencies throughout the State 
, :.: :.~~.c:l j .. ~. holding workshops to explain the Rules and Regulations to police agen­

cies. Corrections facilities' information systems under the management con­
~rol of law enforcement agencies will be covered by the appropriate law en­
forcement· agencies" plans and certifications. 

It is our understanding that the Attorney General's Office is covered 
by the LEAA Regulations and must therefore submit a plan and such certifi­
cations of compliance as necessary to be included in the Illinois statewide 
implementation plan. I order to meet our deadlines, I ask thC!-t you desig­
nate a member of your staff to work with lLEC in preparing the section of 
the state plan relating to your office so that we may b~gin final compil­
ation of the state plan by November 11!h • 

. Members of lLEC's Criminal Justice Information Systems (CJIS) staff are 
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available to assist agencies in (1) determining to what extent their information 
systems are covered by the Regulations, (2) interpreting the Regulation~, and 
(3) preparing the plans and certifications. J. David Coldren is Director of 
our CJIS staff and can be reached at our Chicago address. 

I am also enclosing copies of the June 30 Priyacy and Security Planning 
Instructions issued by LEAA and the August 20 instructions supplement. Addi­
tional copies are available from Mr. Coldren. 

We have a particularly difficult timing problem with respect _to .. thtL __ 

-Individual's right to access criminal history record informationn secU.on 
(20.34) since that section must be implemented by December 1&L 1975. Because 
this provision most directly effects the nstate central repository", which 
in Illinois is the Bureau of Identification, we have asked the Department of 
Law Enforcement to prepare drafts of Regulations and Instructions with re­
spect to those provisions. This task is being coOrdinated by Arthur· C. Loos, 

,Assistant Superintendent, Criminal Justice Information Services of DLE, who 
can be reached at 217/782-7980. Mr. Loos is in a position to work with you 
and other agencies with respect to the individual access plan and procedures. 

If you need further information, I encourage you to contact Mr. Coldren 
and MF' Loos as soon as possible. 

We appreciate your cooperation. 

Sincerely, 

~~~~ 
Director . , .~ 
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WILLIAM eJ. SCOTT 
ATTORNEY GENERAL 

STATE OF ILLINOIS 
CHICAGO OFFICE 

160 NORTH LA SALLE STREET 
60601 

october 22! 1975 

~1r. David E'ogel, Director 
Illi.nois La\v Enforc<:~m(;nt Commission 
120 South Riverside Plaza 
Chicago, Illinois 60606 

Dear Director Pogel: 

Your letter of OctoDer 
Scott has been referred to e Tl 
Office is a Criminal Justi e 1 ge' 

to Attorney General 
Attorney General's 
within the meaning 

of the Rules and Regulat' n . 
Office, however, dOGS not ~ 
Record Information System" n. 
History Record Information". 
Criminal History Rs d In 
receive such infor 
of criminal cases. 
the individual ca e 

Attorney General's 
a "Criminal History 

es i·t collect "Criminal 
er we do not disseminate 

mat 1 On occasions we 
nnec ion with the prosecution 
ation is maintained in 
y include the criminal 
witnesses. Criminal 

,=..70"7,_ntained ill a separate 
r alphabetically. It is 

of this Office, with respect 
istory, is not effected by the Regulations 

hist.ory of the ac :u 
history informatio 
file either c' 01 
my vil':!\v th 
to crimin 
except to 
History 

e ext.en hat we must comply with Criminal 
ord Info m tion Use Agreements. 

Very truly yours, 

James B. Zagel 

."..,. 10 

Chief, .Criminal Justice Division 
188 W. Randolph St. (Suite 2200) 
Chicago, Illinois 60601 

Cc! .Yir. J. ~c1.Vid Coldren 
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IWNOIS LAW ENFORCEMENT COMMISSION 
120 SOUTH RIVERSIDE PLAZA 

CHICAGO, ILLINOIS 60606 
312/454-1560 

Honorable Roy O. Gulley 
Administrator 

October 7, 1975 

P~inistrative Office of the Supreme Court 
118 West Edwards 
Springfield, Illinois 62706 

Dear Judge Gulley: 

As you undoubtedly know, the Law Enforcement Assistance Administration 
of the U. S. Department of Justice issued Order No. 601-75, nCRIMINhL JUSTICE 
INFORMATION SYSTEMS n, effective June 19, 1975. The Order, published in the 
Federal Register on May 20, 1975, was issued pursuant to sections 501 and 
524(b) of the Omnibus Crime Control and Safe Streets Act of 1968, as amended 
by the Crime Control Act of 1973. 

The Order promulgated Rules and Regulations that cover nearly every cri­
minal justice agency in the nation (directly or indirectly) with respect to 
information systems containing criminal history record information. A copy 
of the Rules and Regulations is attached. 

The Regulations require each State to prepare and submit, ~ December 16, 
1975, an implementation plan and certifications of compliance as specified at 
section 20.22. LEAA asked governors to designate one state agency per state 
to compile and submit the plan. Last week, Governor Walker designated lLEC 
as the agency responsible for submitting the Illinois plan. 

It is our intention to work with existing state agencies and statewide 
organizations in preparing the plan in order to accomplish this major task 
within the short time period remaining. Already, the Illinois Department of 
Law Enforcement has contacted law enforcement agencies throughout the State 
and is holding workshops to explain the Rules and Regulations to police agen­
cies. Corrections facilities' information systems under the management C0n­
ticol of law enforcement agencies will be covered by the appropriate law '4'm­

f'orcement agencies' plans and certifications. 

The Regulations apply to all courts within Illinois. We therefore seek 
your guidance with respect to the inclusion of the courts' plans and certi­
fications of compliance. It is our hope that all courts (and associated 
lprobation offices) can be covered with respect to these Regulations by an 
administrative order from your office. Our deadline for receiving compon­
ent sections of the state plan is November 17th. 

. -
Members of lLEC's Criminal Justice Information Systems (CJIS) staff are 



B2. Juvenile Court Act, Chapter 37, Sections 702 and 703. 38,39 

B3. Confidentiality of Juvenile Records. 39 

C. There is no Appendix for Chapter C. 

D. There is no Appendix for Chapter D. 

Elo Rules and Regulations Governing Individual Right to Access 45 
& Review Criminal History Record Information, and Instructions 
Individual Right to Access and Review Criminal History Record 
Information. 

E2. Administrative Order of Governor Walker establishing the IUinois 47 
Criminal Justice Information Systems Council. 

E3. "how to beat a bum rap sheet" Text for Brochures and Posters. 49 



Standard 1. 1 - CRIME-ORIENTED PLANNING 

l'ivery criminal justice planning agency and coordinating council 
should: 

1. Analyze the crime problems in its jUFisdiction; 

2. Identify specific crimes deserving priority attention; 

3. Establish quantifiable and time phased goals for the re-
duction of priority crimes; 

4. Evaluate and select alternative strategies and programs 
for reducing priority crimes; 

5. Allocate its own funds and staff resources in accordance 
with the crime goals. strategies. and programs chosen; 

6. Maintain close working relationships with criminal justice 
and other public agencies to implement crime reduction goals and ob­
jectives; and 

7. Assume responsibility for the effective evaluation of its 
planning and funding decisions» and the use of evaluation results to 
refine goals. strategies. and programs. 

Standard 1. 2 - IMPROVING THE LINKAGE BETWEEN PLANNING 
AND BUDGETING 

State and local governments in illinois should develop mechanisms 
for introducing the analyses and recommendations of criminal justice 
planning agencies into their budgetary processes. These mechanisms 
may include formal integration 'of planning and budgeting efforts through 
program budgeting systems. the institution :'Jf planning and budgeting 
staff coordination proc~dures. and the development of detailed master 
plans for specific areas of criminal justice operations. 

-1-



APPENDIX 11 

Standards: Criminal Justice Infc'rmation Systems 

, .' 



I 

, __ i 

i 

I . 
! 

. ! 

; . 
f 

II 

r~- I n 
! 1 

.1 : 

.~ 
. 

: ~ ." . 
I ; 

,I i ).v 
I 

I i 

1 
I 

.. 
I .... - -- l 
I 

! 
I I 

I I 

! 
i 

------ --- I : 



1. By 19'789 the ILl ';·:'.cpl:J (k::;velop a general system of 
multiyear planning that \:2.k.;:;:::; ., ,:l.e(;Ol..!li.~ 11 fUl1dd directed to crime 
control activities within t~:;:" ;>;,.' 'i'nh:: vvo1.11d include all SQU7'ces of 
Federal funds; Statej) geneJ~:;:J. cajJH8.1 funds; and private donations" 
endorsements; and contribuU.c:j.,ci" I}Vb0re available" the relevant State 
program budgeting forn1P.t lj lA':! ernplo:Y"~do Substa~:" criminal jus-
tice planning agencies and "1"3 si10Ul(:1 establish congrl..leL/' and sup-
porhve systems of multi.)',:.,:),,: .:.:I1:c8 tc thoE;e established by the State. 

2. Planning and l:n:rllf":' ua1.ts should iannediately adopt ad-
ditional coordinating mecl:,r:.\~,,:';'.:lS ::;11(;:1 ::r,,3 joint staff 1;e8.11.1.S on special 
problems and planning staff pa:'U.cip;tlj.ol'1 l.mdget hearings. 

3. Detail;~d 1I1nastei' 1}·12,~.t'i:l i3hould be developed where appro-
pl'iate for those spedL.:; c':':;Gc.~.s I ,;',;:;:i;icc operat~.ons that re-
quire forecasts of long·i;('?:cm~.;'lG;lelr18 c1i1d needs. Assuming continuous 
evaluation and updatep &11(;1 '.~};:~~: ;Jb')L!!.U s::n~ve as a basis for annual 
budgeting and approprk U.CJ :.:j;:'ion~' ~ Although either operating agencies 
or criminal justice pl&.n:'ill~f 2"ii.~I';:,.h~:i.es may p:rovide and direct staff effort, 
both should be directly ii-;.vol~,(~(i 2.n Lhe development of master plans. 

Standard 1. 3 - SETTING I\tlnUJ\HJIVI ST",I.\.TEViJIDE STANDARDS FOR 
RECIPIENTS Cai' GRANTS AND SUBGRANTS 

The ILEC should er-)'i;ablisn :,,~~'inimum standards for making grants 
and subgrants from all funds under its control to criminal justice and 
related public and private ag(l'~l.r~ies" Grants and sub grants to specific 
agencies should be continge~lt upon the agency's adoption of established 
minimum standards. 

1. Standard-setting c::i:'fortB should be limited to those human 
resources, physical reSOtn'(;0~.'J And mana,gement and operations re­
qUirements that are clearly essential to the achievement of the goals 
of the criminal justice system. 

2. Where existing State bodies have established standards, 
such standards should be considf'r'ed controlling.\> and the ILEC should 
use them as mininlum standards for funding. 
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3. Standards should be adopted by the ILEC only after a 
thorough effort has been made to notify all interested and affected 
parties and to solicit their opinions. 

4. The ILEC in its standard setting efforts should refer to, 
and consider, major national studies on standards, sllch as the Na­
tional Advisory Commis:'ion on Criminal Justice Standards and Goals, 
and the standards of major professional associations. 

5. Continuous evaluation of the usefulness of adopted stan-
dards in meeting established goals should be undertaken by the ILEC. 
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Standard 3.1 - COORDINATION OF IN FORMA TION SYSTEMS DEVELOPMENT 

Illinois should create 21.11 organizational structure for coordina-
ting the development of information systems and for making maximum 
U.3e of collected data in support of criminal justice management by taking 
the following steps: 

1. Establish a criminal justice information planning 8'1d analysis 
unit that will coordinate the development of an integrated network of in­
formation systems in the State that will satisfy information needs of man­
agement decision making for State and local criminal justice agencies as 
well as satisfying established Federal requirements for info"rmation. 

2. While making provisions for continual review and refinement. 
prepare a master plan for the development of an integrated network of 
criminal justice infol.'mation systems (including the production of data 
needed for sta.tistical purposes) specifying organizational roles and time­
tables. 

3. Provide technical assistance and training to all jurisdiction 
levels and agencies in data collection methods" system concept develop­
ments and related areas. 

4. Arrange for system audit and inspection to insure the main-
tenance of maximum quality in each operating system. 

" 

Standard 3.2 - STATE ROLE IN CRIMINAL JUSTICE INFORMATION 
AND STATISTICS 

Illinois should establish a criminal justice information ;:;ystem 
that provides the following services: 

1. On-line files fulfilling a common need of all criminal justice 
agencies, including wanted persons (felony and misdemeanor)" and iden­
tifiable stolen items; 

2. Computerized criminal history files for persons arrested 
for an NCIC-qualified offense~ with on-line availability of at least a 
summary of criminal activity and current status of offenders; 

\\ 
\\ 
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,3. Access by computer interface to vehicle and driver files, 
if computerized and maintained separately by the Secretary of State; 

4. A high-speed interface with NCIC providing access to all 
NCIC files as consistent with Illinois privacy and security regulations j , 

where they are at variance with NCIC regulations; 

5. All necessary telecommunications media and terminals for 
providing access to local:.tsers, either by computer-to-computer in­
terface or direct terminal access; 

6. The computerized switching of agency-to-agency messages 
for all intrastate users and routing (formating) of messages to and 
from qualified agencies in other States; 

7. The collection~ processing, and repqrting of Uniform Crime 
Reports (UCR) from all law enforcement agencies in the State with report 
generation for the Federal Government ager-cies, appropriate State agencies; 
and contributors; . 

8. In conjunction with criminal history files, the collection a.nd 
storage of additional data elements and other features to support of­
fender-based transaction statistics; 

9. ,l:!;ntry and updating ()f data to a national index of criminal of-
fenders as envisioned in the N ClC Computerized Criminal His tory files 
as consistent with Illinois privacy and security regulations, where they 
are at variance with NCIC regulations. 

10. Reporting offender-based transaction statistics to the Federal 
Government. 

Standard 3.3 - LOCAL CRIMINAL JUSTICE INFOR,MATrON SYSTEMS 

Every locality should be serviced by a local':' criminal justice in­
formation system which supports the needs of criminal justice agencies. 

,:,"Local" as used in this an~ following standards means a criminal jus­
tice information system serving one or more governmental subdivisions 
below the State level. Multi-jurisdictional (i. e., "regional") criminal 
justice information systems fall within the definition of a LCJIS. (See 
Standard 10.4) 
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1. The local criminal justice information system (LCJIS) 
should contain information concerning every person arrested within 
that locality from the time of arrest until no further criminal justice 
transactions can be expected within the locality concerning that arr.est. 

2. The LCJIS should contain the present crimin~l justice status 
for each individual under the cognizance of criminal justice agencies 
within that locality. 

3. The LCJIS should provide prompt response to inquiries from 
criminal justice agencies that have provided information to the data base 
of LCJIS. 

4. LCJIS should provide a master name index of persons of 
interest to the criminal justice agencies in its jurisdiction. This in­
dex should include identifying information concerning persons within 

. the locality under the cognizance of criminal justice agencies. 

5. The LCJIS should provide to the proper State agencies all 
information concerning postarrest offender statistical data as required. 

6. The LCJIS should provide to the proper State agencies all 
postarrest data necessary to maintain a current criminal history record 
on persons arrested and processed within a locality. 

7. If automated, LCJIS should provide telecommunications inter-
face between the State CJIS and criminal justice agencies within its locality. 

Standard 3.4 - CRIMINAL JUSTICE COMPONENT INFDRMA TION SY$TEMS 

. Every component agency of the criminal justice system (police. 
courts, corrections) should be served by an information system which 
supports its intraagency needs. 

1. The component information system (CIS) should provide the 
rationale for the internal allocation of personnel and other resources of 
the agency. 

~ 2. The CIS should provide a rational basis for scheduling of 
events, cases, and transactions within the agency. 

-6-
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3. The CIS should provide the agency administrator with clear 
indications of changes in workload and workload composition. and pro­
vide the means of distinguishing between short-term variations (e. g •• 
seasonal variations) and long-term trends. 

4. The CIS should provide data required for the proper func-
tioning of other systemf') as appropriate. and should retain only that 
data required for its own specific purposes. 

5. The CIS should provide the interface between LCJIS and in-
dividual users within its own agency. This interface provision should 
include telecommunications facilities as necessary. 

6. The CIS should create and provide access to files needed 
by its users that are not provided by the State or local criminal justice 
information systems to which it is interfaced. 

7. The CIS should support the conduct of research and pro-
gram evaluation to serve agency managers. 

-7-



Standard 4.1 - POLICE INFORMA TION SYSTEMS 

Every police agency should have a well-defined information sys­
tem. Proper functions of such a sys tem include: 

1. Dispatch information, including the generatiori of data de-
scribing the dispatch o:,eration and data useful in the dispatching process; 

2. Event information, including the generation and analysis of 
data on incidents and crimes; 

3. Case information, including data needed during followup un-
til police disposition of the case is completed; 

4. Reporting and access to other systems which provide re-
quired data for operational or statistical purposes; and 

5. Patrol or investigative support data not provided by exter-
nal systems. such as misdemeanor want/warrant data, traffic and ci­
tation- reporting, and local property data. 

Standard 4.2 - CRIME ANALYSIS CAPABILITY 

Every police department should improve its crime analysis cap­
ability by utilizing information provided by its information system and 
by the State and regional information systems. Crime analysis may in­
clude the utilization of the following: 

1. Methods of operation of individual criminals;' 
2. Pattern recognition; 
3. Field interrogation and arrest data; 
4. Crime report data; 
5. Incident report information; 
6. Dispatch information; and 
7. Traffic reports, both accidents and citations. 

These elements must be carefully screened for information that 
should be routinely recorded for crime analysis. 
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Standard 4.3 - MANPOWER RESOURCE ALLOCATION AND CONTROL 

~very police agency should develop a manpower resource alloca­
tion and control system that will support :ma~or efforts to: 

1. Identify through empirical means the need for manpower 
within the department; 

2. Providfl planning for maximum utilization of available 
resources; 

3. Provide informatiori for the aHO'cation and ins truction of 
patrol officers and specia.list officers; and 

4. Provide for the evaluation of the' adopted plan. 

" 

Standard 4. 4: ~' POLICE INFORMATION SYSTEM RESPONSE TIME 

Information should be provided to users in sufficient time to affect 
the outcome of their decisions. The maximum allowable delay for in­
formati.on delivery, measured from initiation of the request to the de­
livery of a response, varies according to user type. 

1. For users engaged in unpredictable field activity of high 
potential danger (e. g., vehicle stop) the maximum delay should be 120 
seconds. 

2. For users engaged in field activity without direct exposure 
to high potential danger (e. g., checking parked vehicles) ,the maximum 
delay should be 5 minutes. 

3. For users engaged in investigatory activity without personal 
contact (e. g., developing suspect lists), the maximum delay should be 
8 hours. 

4. For users engaged in postapprehension identification and 
criminal history determinations, the maximum delay should be 4 hours. 
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Standard 4.5 - UCR PARTICIPATION 

Every police agency must, as a minim\.lm, participate fully in 
the Illinois Uniform Crime Reporting program. 

Standard 4. 6 - EXPANDED CRIME DATA 

For use at the local level, or for State and regional planning 
and evaluation, data collected concerning an incident regarded as a 
crime should include as a minimum: 

1. Incident definition, including cri.minal statute violated a.nd 
VCR offense classification; 

2. Time, including time of day. day of week, month, and year; 

3. Location, including cc dcd geographical location and type 
of location; 

4. Incident characteristics, including type of weapon used, 
method of entry (if applicable), and degree of intimidation or force used; 

5. Incident consequences, including type and value of property 
stolen, de~troyed, or recovered, and personal injury suffered; 

6. Offender characteristics (each offender), including relation-
ship to victim, age, race, sex, residency, prior criminal record, crim­
inal justice status (on parole, etc.), employment and educational status, 
apparent intent, and alcohol/narcotics usage history; 

7. Type of arrest (on view, etc.); and 

8. Witnesses and evidence. 

Standard 4.7 - QUALITY CONTROL OF CRIME DATA 

Every polic.e agency should make provision for an independent 
audit of incident and arrest reporting. The audit should verify that: 

-10-
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1. Crime reports are being generated when appropriate; 

2. Incidents are being properly classified; and 

3. Reports are being properly prepared and submitted. 

To establish an "audit trail" and to provide the basic documen­
tation needed by management, the following key characteristica or 
records should be adopted: 

1. The police response made to every call for police service 
should be recorded, regardless of whether a unit is dispatched. Dis­
patch records should be numbered and time n<ltedj if th.e service leads 
to a complaint, the complaint should be registered on a numbered crime 
report, and that number also be shown on the dispatch record. 

2. All dispatches should be recorded, indicating time of 
dispatch and arrival on scene. 

3. Dispatch records should show the field unit disposition of 
the event, and should be numbered in such a way as to link dispatches 
to arrest reports or other event disposition reports. 

4. All self-initiated calls should be recorded in the same 
manner as citizen calls for service. 

Standard 4.8 - GEOCODING 

Where practical .. and in concert with illinois Criminal Justice 
Information System requirements, police should establish a geo~raphical 
coding system that allows addresses to be located on a coordinate sys­
tem as a basis for collecting crime incidence statistics by beat, district, 
census tract .. and by other "zoning" systems such as schools, planning 
zones .. and zip codes. 
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Standard 5. 1 - DECISION MAKING IN INDIVIDUAL CASES 

A court information system should provide information unique to 
the defendant and to the case, such as the following: 

1. Defendant background data and other characteristics needed 
in decision making such as defendant's family status, employment, resi­
dence, education, past history, indigency information relative to ap­
pointment of counsel, and such data as might be determined by a bail 
agency interview. 

2. Current case history stating the proceedings already com-
pleted, the length of till.l.e between proceedings, continuances (by reason 
and source), representation, and other participants. 

Standard 5.2 - CALENDAR lV.tANAGEMENT IN THE COURTS 

Courts should be provided with sufficient information on case 
flow to permit efficient calendar management. Basic data to support 
this activity include the following: 

1. Periodic disposition rates by proceeding; these statistics 
can be used to formulate and adjust calendar caseload limits; 

2" An attorney and police witness s~hedule which can be used 
to min.imize scheduling conflicts; 

3. Judge and courtroom schedule; 

4. Range of time which proceedings consume; 

5. An age index of all cases in pretrial or awaiting trial (by 
type of trial requested) to determine if special attention is required or 
the speedy trial rule endangered; 

6. An index relating scheduled cases to whether the defendant 
is confined, released, rearrested, at large, or undergoing adjudication 
on a separate offense; 

7. An index of multiple cases pending against individual de-
fendants, to permit consolidation; 
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8. An index of information on possible or existing case con-
solidations; and 

0. An index 6f defendants whose existing probation or parole 
status may be affected by the outcome of current court action. 

10. A recapitulation of offenders booked in jail but not re-
leased, to determine if special attention is required. 

Standard 5.3 - COURT MANAGl-DMENT DATA 

For effective court administration, courts must have the cap,­
ability to determine monthly case flow an:; judicial personnel work­
loaq patterns. This capability requires the following statistical data 
for both in misdemeanors and felonies: 

1. Filing and dispositions - - number of cases filed and the 
number of defendants disposed of by offense categories; 

2. Monthly inventory -- cases in pretrial or preliminary 
hearing stage; cases scheduled for trial (by type of trial) or prelimin­
ary hearing; and cases scheduled for sentencing, with delay since pre­
vious step in adjudication; 

3. Status of cases on pretrial, settlement, or trial calendars .:.-
number and percent of cases sent to judges; continued (listed by reason 
and source), settled, placed off-calendar; nolle prosequi, bench war­
rants; terminated by trial (according to type of trial); 

4. Time periods between major steps in adjudication, including 
length of trial proceedings by type of trial; 

5. Judges' workload -- number of cases disposed of by type 
of disposition and number of cases heard per judg . by type of pro­
ceeding or calendar; 

6. Prosecutor/defense counsel workload -- number of cases 
disposed of by type of disposition and type of proceeding or calendar 
according to prosecutor, appointed defense counsel, or private de­
fen3e counsel representation; 

7. Jury utilization -- number of individuals called, placed 
on panels, excused, and seated; 
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8. Number of defendants admitted to bail~ released on their 
own recognizance~ or retained in custody; 

O. Number of witnesses called at hearings on serious felonies, 
oth~r felonies, and misdemeanors;, and 

10. Courtrcom ut:lization record. 

Standard 5.4 - CASE MANAGEMEN'1' FOR PROSECUTORS 

For the purpose of case management, prosecutors shall be pro­
vided with the data and statistics to support charge determination and 
case handling. This capability shall include, as appropriatel' the fol­
lowing: 

1. A means of weighting cases according to prosecution priority, 
policy, and the probability 01 success; 

2. Time periods between major. steps in adjudication; 

3. Daily calendar worldoads and dispositions; 

4. Age of cases in pretrial or awaiting trial (by type of trial) 
to determine in part whether the right to a speedy trial is enforced; 

5. Case schedule index listipg police witnesses, expert wit-
nesses, defense counsel" assigned prosecutor, and type of hearing. 

6. Record of continuances 9Y case. numb(~r, and party requesting; 

7. Selection criteria for witnesses at court hearings. 

Standard" 5.5 - RESEARCH AND EVALUATION IN THE COURTS 

To create the capability for continued !'esearch and evaluation, 
courts should participate in or adopt for their own use a minimum set 
of data on the transactions between defendants and various court agencies, 
including the outcome ~f such transactions. . 

-14-
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Standard 6.1 - DEVELOPMENT 0 F' A CORRECTIONS (INCLUDING 
PROBATION) INFORlVlATION SYSTEM 

A corrections information sjTstem must satisfy the following re­
quirements: 

1. The information / s tatis tics functions of offender accounting, 
administrative decisiol:.:J.laking, ongoing research# arid rapid response 
to ques tions should be supported. 

2. The information now used or needed by corrections persun-
nel at each decision point in the corrections system should be ascer­
tained before the information system is designed. 

3. The requirements of other criminal justice information 
systems for corrections data should be considered in the data base 
design. Interface between the correctionc system and ()the~ criminal 
justice information systems should be developed. 

Standard 6. 2 - UNIFORM CLASSIFICATION OF DATA 

Uniform definitions should apply to all like data in all institutions 
and divisions of the corrections system. Standard procedures should 
be established and clearly outlined for recording, collecting~ and 
processing each item of statistical data. 

Standard 6.3 - EXPANSION OF CORRECTIONS 

The corrections information/ statistics system should b8 flexible 
enough to allow for expansion of the data base and to meet new informa­
tion needs. A modular system should be designed and imple"Uented to 
provide this flexibility. Techniques should be established for testing 
new modules without disrupting the ongoing operation of the system. 
Interaction with planners and administrators should take place 'before 
the data base is expanded or new techniques are introduced. 
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Standard 6.4 - OFFENDER STATISTICAL DATA 

The following types of corrections data about the offender should 
be collected. MSnimum requirements are: 

1. Official data, including date of entry into the correctional 
system, offenses and c;entences. concurrent or conse(;uUve sentences, 
recommendations of the court, conditions of work release o.c assign­
ment to halfway houses or other community supervision, and county 
(court) of commitment or entry into the correctional system; 

2. Personal data .. including age, race .. and sex; marital/family 
status; military experience; classification category; other test and evalua­
tive information .. job placement; housing arrangements" and diagnostic 
data; and 

3. Historical data, including family data, educational data, 
occupational record .. alcohol and drug use data, and prior criminal 
history. 

The correctional system may not need all of the information 
described above for persons involved in short-term custody_ Each 
system. should make a careful determination of its information needs 

. concerning short-term detainees. 

Standard 6. 5 - CORRECTIONS POPULATION AND MOVEMENT 

The corrections information and statistics system should account 
for the number of offenders in each corrections program and the daily 
changes in those numbers. Offenders shollld be identified by the insti­
tution or jail in which they are incarcerated or the probation, parole, 
or other community program to which they are assigned. 

Movement of an individual from one institution or program to 
another should be recorded in the corrections information system as 
soon as possible. Assignment to special status such as work release 
or weekend furlough also should be recorded to enable the system to 
account for all persons nnder supervision. Sufficient informath)p. must 
be recorded to identify the offender and the reason for movement. Each 
agency should record admissions and departures and give the reasons 
for each. 

-16-



Standard 6. 6 - CORRECTIONS EXPERIENCE DATA 

Prior to the release of the offender, data describing his cor­
rections experiences should be added to his statistical record. When 
associated with postrelease outcomes, these data can be particularly 
valuable in evaluating correctional programs. Such data should include: 

1. Summary of work and training experience, job placement, 
salary, etc.; 

2. Summary of educational experience and accomplishments; 

3. Participation in counseling or other specialized programs; 

4. Participation in treatment for drug addiction or alcoholism; 

5. Participation in special organizations (self-help groups, 
community-based programs); 

6. Frequency of contacts with major programs, attempts to 
match offenders with directors of major programs, and direct services 
provided by the programs; 

7. Services provided by other agencies outside the corrections 
system; 

8. Summary of disciplinary infractions in an institution or 
violations of probation or parole; and 

9. Special program exposure. 

Much of this information wiU not be applicable to persons in­
volved in short-term custody. Ea~h system should make an appropri­
ate determination of its information needs concerning short-term de­
tainees. 

Standard 6.7 - EVALUATION Tll1~ f>ERFORMANCl·j OF THE SYSTEM 

An information system for corrections should provide performance 
measures that serve as a basis for evaluation on two levels - - overall 
performance or system reviews as measured by recidivism and other 
performance measures, and program reviews that emphasize more im­
mediate program goal achievement. 
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Standard 7.1 - DATA ELEMENTS FOB, OFFgNDER-BASED TRANSACTION 
STATISTICS AND COMPUTERIZED CRIMINAL HISTORY 
RECORDS 

Identical data elements should be used to satisfy requirements 
for similar information to be developed from either ;;tn OBTS or CeH 
system over al1 areas ;,~ the criminal justice system. 

Advisory committees determining the designs of both systems 
should have some membership in cotnmon to assure data elements com­
patibility. Before completion of the data element list for both systems, 
conferees from both advisory committe!..:s should meet to confirm data 
element conformity. 

The coding structure of all overlapping data elements should be 
developed to guarantee that both statistical and operational information 
will be available and comparable. Where national specifications and 
requirements for data element structure exist, they should be considered 
the minimum acceptable. 

Standard 7.2 :- CRIMINAL JUSTICE AGENCY COLLECTION OF OBTS-CCH 
DATA 

The collection of data required to satisfy both the OBTS and CCH 
systems should be gathered from operating criminal justice agencies 
in a single collection and be maintained in one place. Forms and pro­
cedures should be designed to assure that data coded by agency per­
sonnel meets all requirements of the information and statistics sys­
tems, and that no duplication of data is requested. 

Standard 7.3 - OBTS-CCH FILE CREATION 

Files created as data ba.ses for OBTS and CCH systems, because 
of their common data elements and their common data input from opera­
ting agencies, should be developed simultaneously and maintained as 
mnch as possible within ~ single activity. 

Juvenile record information should not be entered into adult 
criminal history files or adult OBTS files. 

-18-

; I , 
:1 



Standard 7.4 - TR:IGGERJNG OF DATA COLLECTION 

With the exception of intelligence fi1es~ collection of criminal 
justice information concerning individuals should be triggered only by 
a formal event in the criminal just.ice process and contain only veri­
fiable data. In any case where dissemi.nation beyond the originating 
agency is possible~ t''':s standard should be inviolable. 

Standard 7.5 - COMPLETENESS AND ACCURACY OF OFFENDER DATA 

Agencies maintaining data or files on persons designated as of­
fenders shall establish methods and procedures to insure the complete­
ness and accuracy of data, including the following: 

1. Every item of information should be checked for accuracy 
and completeness before entry into the system. In no event should in­
accurate, incomplete, unclear, or ambigilouS data be entered into a 
criminal justice information system. Data is incomplete, unclear, or 
ambiguous when j L might mislead a reasonable person about the true 
nature of the information. 

2. A system of verification and audit should be instituted. 
Files must be designated to exclude ambiguous or incomplete data 
elements. Steps must be taken during the data acquisition process 
to verify all entries. Systematic audits must be conducted to insure 
that files have been regularly and accurately updated. Where files 
are found to be incomplete, all persons who have received misleading 
information should be immediately notified. In no event should infor­
mation about cases still pending be disseminated without infr'rmation 
indicating the current case status. 

3. Llnless otherwise required by Illinois law, the following 
rules shall apply to purging these records: 

Ct. General file purging criteria. In addition to in-
accurate, incomplete, misl<~ading, unverified, and unverifi­
able items of information, information that, because of its 
age or for other. reasons, is likely to be an unreliable guide 
to the subject's present attitudes or behavior should be purged 
from the system. Files shall be reviewed periodically. 
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b. Purging by virtue of lapse of time. Every COp\J' 

of criminal justice information concerni.ng individuals convicted 
of a serious crime should be purged from active files 10 years 
after the date of release frorn supervision. In the case of less 
serious offenses the period should be 5 years. Information 
should be retained where the individual has been convicted of 
another criminal offense within the United States, where he is 
currently under indictment or the subject of an arrest warrant 
by aU. S. criminal justice agency. 

c. Use of purged information. Information that is purged 
but not returned or destroYE·d shr:uld Le held in confidence and 
should not be made available .for review or dissemination by an 
individual or agency except as follows: 

(1) Where necessary for in-house custodial 
activities of the rec;ordkeeping agency or for the reg­
ulatory responsibilities of the lliinois Crirninal Jus­
tice Information Systems Board; 

(2) Where the information is to be used for 
statistical compilations or research studies, in 
which the individual's identity is not disclosed and 
from which it is not ascertainable; 

(3) Where the individual to whom the in-
formation relates seeks to exercise rights of ac­
cess and review of files pertaining to him; 

(4) Where necessary to permit the adjudi-
cation of any claim by the individual to whom the in­
formation relates that it is misleading,inaccura.~e~ 
or incomplete; or 

(5) Where a statute of a State necessitates 
inquiry into criminal offender record information 
beyond the 5- and 10-year limitations. 

When the information has been purged and the individual involved 
is subsequently wanted ('Ir arrested for a crime, such records should be 
reopened only for purposes of subsequent investigation, prosecution, and 
disposition of that offense. If the arrest does not terminate in conviction, 
thel records shall be reclosed. If conviction does result, the records ' 
should remain open and available. 
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LJpon proper notice, a crimina.l justice agency should purge from 
Us criminal justtce information system all information about which a 
challenge has been upheld. [l'urther, information should be purged by 
operation of statute, administrative regulation or ruling, or court de­
dision, or where the information has been purged from the files of the 
State which originated the information. 

Standard 7.6 - SEPAHATION OF COMPUTERIZED FILES 

For systems containing crimin:J! offe::nder data, the following 
protections should apply: 

1. At the State level all criminal offender record information 
should be stored in a computer dedicated so'lely to and controlled by 
criminal justice agencies. 

2. At the regional or local level, where limitations prevent 
the use of a solely dedicated computer, that portion of the computer 
and associated peripheral devices used by the criminal justice system 
should be undeT the management control of a criminal justice agency 
in the. following manner: 

a. Files should be stored on the computer in such 
a manner that theYt cannot be modified, destroyed, accessed, 
changed, purged, or overlaid in any fashion by non-criminal­
justice terminals. 

b. The senior criminal justice agency employee in 
charge of computer operatioI~S should write and install, or 
cause to have written and installed,. a program that w~ll pro­
l?ibit inquiry, and record updates or destruction of records.­
from any terminal other than criminal justice system termin­
als which are so deSignated. 

The destruction of records should be limited to specifi­
cally desif,rnated terminals under the direct control of the crim­
inal justice agency responsible for maintaining the files. 
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c. The senior criminal justice agency employee in 
charge of computer operations should have written and in­
stalled a classified program to detect and store for classi­
fied output all attempts to penetrate any criminal offender 
record information systell'l, program, or file. 

'I'his P1'0 0 "Y'd.ln should be known only to the senior crim­
inal justice agency employee, and the control employep and 
his immediatB assistant, and the records of the program 
should be kept continuously under maximum security condi­
tions. No other persons, including staff and repair person­
nel, should he permitted t.o knnl" thib program. 

d. Ttl(' appropriat(.> Cl imi.nal justiee agency or agencies 
should obtain assurances of Lhc necessary reliability and avail­
ability of tlw system, or s'y8t.~~m services they will use, by con­
tractual arrangem.ents. 

3. Under no circumstancel:i should criminal justice manu.al 
or computerized files be linked to or aggregated with non-crlminal­
justice files for the purpose of amassing information about a specified 
individual or specified group of individuals. 

Standard 7.7 - BSTABLISHMENT OF COMPUTER INTERFACES FOR 
CHIMINAL JUSTICE INFORMATION SYSTEMS 

The establif:jhment of a computer interface to other criminal 
;justice information systems will constitute the acceptance of respon­
sibility for a control unit for t.hose agencies served by the interface. 

1. Each computer interface in the criminal justi.ce hierachy 
from local criminal justice information systems through the national 
systems will be considered a eontrol terminal and allowed to inter­
face if all of the identified responsibilities are accepted by that con­
trol unit. 

2. '£<Jach control unit must maintain technical logging pro-
cedurcs and allow for 100 percent audit of all traffic handled by the 
interface. Criminal history response logs should be maintained for 
2 year$ -- others for 1 year. 

3. The control unit must maintain backup or duplicate copies 
of its files hl secure locations away from the primary site. 

4. All personnel involved in a system are subject to security 
checks. 



.. t 'If l ( Ph .) It,' ' ..... Y r ". 

b. The control unit must (·'':-lI.r:Lbhsh a log checking mechanism 
where machine-generated logs of oi,lH"l' than "no record" responses are 
compared vv'ith manual terrninallo11'H and discrepancies between the two 
resolvl)d. 

Standard 7.8 - TUB; AV AILABILITY OF CRIMINAL JUSTICE IN FOR MA TION 
I 

SYSTBlVlS 

The availability of an auto111.<lt8d. information system should not be 
less tball 90 percent. This avaj1nhHU' .. '.i.iU,J ~ be m€asured at the output 
device s€l.'ving the m1Cl .... nd maj .1.I·j <.1.d be several times removed (tech­
nically) frnm. the dat~.l. base providini~ j he information. 

For an on~1ii.}1:" system, aV::lila}·q.i.ity is tho ratio of the time that 
the systf!m is fully operating an.d can process inquiries to the time that 
it should be available. 

l~\oI' a batch p:~'ocess systt~m;> it is the percentage of the time it is 
processing jobs on schedl.lle¥ acc.wl'rJ.~rJ (~ to a schedule predetermined by 
the user and the cornpuLing faci lHy l'l.lanagement. 
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Standard 8.1 - SEClJH.I'I'··}" AND PRIV ACY ADMINISTR \'I'rnt\l 

1. State J~n.:lb1iII ~ Act. The State of illinois s4l()Uld adopt en-
abling legislation {'Oi' pro.ection of security and privac/ in criminal 
justice information SYSL0 ns. The enabling statute shall establish an 
administrative struc tur\', minimum standards for prot ection of security 
and privacy~ and civil n 'i criminal sanction for violation of statutes 
or rules and regulatiuH', ldopted under it. 

2. Illinois Crim !.nal Justice Information Systl'-'nlS Board (ICJISB). 
Illinois shall establish .. )y legislative act - a Criminal Justic's Informa­
tio,n Systems Board" N()l less than one third of the mt:mbers named to 
the Board shall be priv< t~ citizens who are unaffiliated with the State's 
criminal justice system. The rem.ainder shall includE' representatives 
of the criminal justice in [ormation systems and other appropriate govern­
ment agencies. The ICJ!SB shall be vested with sufficient authority to 
adopt and administer security and privacy standards for all criminal 
justice information sysie: ms witbin Illinois and to estahlish the operating 
policies of the State C,ll::. 

Civil and criminal sanctions should be set forth Ln tb.' enabling 
act for violation of the ltl ovision of the statute or ruleB or regulations 
adopted under it. PenaL! ies should apply to improper colleotion. storage~ 

access, and disseminat:r n of criminal justice information. 

3. Training of ~ystem Personnel and Public /0ducation. All 
persons involved in the airect operation of an automated criminal jus­
tice information system :3hould be required to attend approved courses 
of instruction concerninJ;; the system's proper use and cont.rol. In­
struction may be offered by any agency or facility, pr,)vided that cur·· 
riculum, materials, and instructors' qualifications ha ve been reviewed 
and approved by the Boal'd. 

Mininmm course Lime should be 10 hours for op\~rators, with 15 
hours required of immediate supervisors. Each operator or supervisor 
shall attend a course of jnstruction within a reasonabl\~ period of time 
after assignment to the criminal justice information s,l1stern. 

The Board should <:onduct a program of ' public eiucation con­
cerning the purpose.s, proper use, and control of crindnal justice in­
formation. It may mak~ available upon request facililies, materials. 
and personnel to edut:ate the public about the purposes .. proper use, 
and control of criminal j LlS tice information. 
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Standard 8. 2 - SC(H'E ; ) l" FIlJES 

An item of dah. m.ty be collected and stored in a ':' nn,;.nal justice 
information system onl} if the potential benefits from H!J us'~ outwei§.'h 
the potential injury to privacy and related protected interests. 

Standard 8.3 - ACC},SC: \ND DISSEMINATION 

Unless otherwise r(~quired by Illinois law: 

. 1. General LiJnii;s on Access. Information in crim~nal justice 
files should be made available only to public agencies \Iltich have both 
a "need to know" and a l'l"ight to know If. The user agel' cy should demon­
strate, in advance, that ,1 ccess to such information will serve a crim­
inal justice purpose. 

2. Terminal Aeccss. Criminal justice agencie~ sh::>uld be per-
mitted to have termi:'1.a.l il.\~cess to computerized crimi~3.L jU8tice informa­
tion systems where they !lave both a need and a right t( imov·. Nop -crim­
inal justice agencies having a need and right to know OJ' bebg d,uthorized 
by statute to receive critHinal justice information shou.n be !:11.1Pplied with 
such information onl,)I' th.['t)ugh the State CJIS under reg'llations set forth 
by the ICJISB. 

3. Certification of Non-Criminal-Justice Usel's. ICJISB should 
receive and review applications from non-criminal-ju~tjce §fovernment 
agencies for access to c.riminal justice information. l:ach crgency which 
has, by statute, a right to such information or demons ;rates a ne~d to 
know and a right to kno"", J.ll furtherance of a criminal j .113tice purpose 
should be certified as having access to such informaticjD through the 
State CJIS. 

4. Limited Access to Data. Criminal justice agencies should 
be entitled to all unpurgcd data concerning an individuCi,l con~ained in a 
criminal jus tice informa li on sys tem only on a need to I ;:now oasis. Non­
criminal-justice agenciN, should receive only those pot'l:ions of the file 
directly related to the inqniry. Special precautions s(-;)J.ld be taken to 
control dissemination to non-criminal-justice agencie~ of information 
which might compromL~e personal privacy including strict enforcement 
of need to know and right to know criteria. 
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5. Arres t Without Conviction. All copies of information filed 
as a result of an arrest that is legally terminated in fallor of the arrested 
individual should be expunged and returned to that individual within 60 
days of final disposition and purged from automated systems, or if a 
c,ourt order is pres ented, or upon formal notice from one criminal jus­
tll:e agency to another. Information includes fingerprints and photo­
graphs. Such information should not be disseminatp.d outside criminal 
justice agencies. 

However, files may be retained if another criminal ac.!tion or pro­
ceeding is pending against the arrested individual, or if he has pre~ 
viously been convicted in any jurisdiction in the United States of an of­
fense that would be deemed a crime in Tllinois, or if he is a fugitive, 
unless expungement is ordered by a court. 

6. Dissemination. Dissemination of personal criminal justice 
information should be on a need and right to know basis within the govern­
ment. There should be neither dil'ed nor indirect dissemination of such 
information to nongovernmental agencies or personnel. lEach receiving 
agency should res tricl inte.cnal dissem.inatio~ to those employees with 
both a need and right to know. 

Legislation should be enacted which limits questions about arrests 
on applications for employment, licenses. and other ci vii rights and 
privileges to those arrests where records have not been returned to the 
arrested individual or purged. Nor shall employers be entitled to know 
about offenses that have been expunged by virture of lapse of time. 

7. Accountability for Receipt, Use, and Dissemination of Data. 
Each person and agency that obtains access to criminal justice information 
should be subject to civil, criminal, and administrative penalties for the 
willful improper receipt, use, and dissemination of such info rmation. 

The penalties imposed would be those generally appUcable to 
breaches of system rules and regulations as noted earlier. 

8. Currency of Information. Each criminal justice agency 
must ens'ure that the most current record is used or obtained. 
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Standard 8.4 - CRIMINAL HIS TOR Y r~ECORD IN FORMA TION REVIEW 

1. Right to Review Information. Every person should have the 
right to review criminal history record information relating to him. Eaclb. 
criminal justice agency wita custody or control of criminal history record 
information shall make available convenient facilities and personnel neces­
sary to permit such reviews. Criminal history records are those records 
kept by agencies to summarize the experience of an individual with that 
agency or with the criminal justice system, whether they are automated 
or manual records. 

2. Review Procedures. 

a. Any individual who believes that a criminal justice 
information system or criminal justice agency maintains criminal 
history record information concerning him, shall upon satisfactory 
verification of his identity, be entitled to review such information 
in person or through counsel and to obtain a certified copy of it 
for the purpose of challenge or correction. 

b. A record of such review should be maintained by 
each criminal justice agency by the completion and preserva­
tion of an appropriate form. Each form should be completed 
and signed by the supervisory employee or agent present at the 
review. The reviewing individual should be asked, but may not 
be required, to verify by his Signature the accuracy of the crim­
inal history record information he has reviewed. The form 
should include a recording of the name of the reviewing indi­
Vidual, the date of the review .. and whether or not any exception 
was taken t.o the accuracy, completeness. or contents of the 
information reviewed. 

c.Each reviewi.ng individual should be informed of 
his rights of challenge. He should be informed that he may 
submit written exceptions as to the information's contents .. 
completeness or accuracy to the criminal justice agency with 
custody or control of the information. Should the individual 
elect to submit such exceptions .. he should be furnished with 
an appropriate form. The form should include an affirmation .. 
signed by the individual or his legal representative. that the 
exceptions are made in good faith and that they are true to the 
best of the individual's knowledge and belief. One copy of the 
form shall be fox-warded to the Illinois CJIS Board. 
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de 'rhe criminal justice agel~Y should in each case 
.conduet an.audit ot the individual's climinal his.toryreeord 
info .... uan··~ determine the accuracl 01 the exceptio~ls. The 
ICJISB .... tbe individual should be informed io"writing of the 
... sulta 01 the audit. Sbould the auellt Q'.closeinaccurl~cies or 
DlNs.iouin.the information. the crian\aa1 justice agency should 
cau. app"priate altera&ioDs or additions to be made 1:0 the in­
IoI'IIIa"", aDd sbould cause DOUce of .ueb 'alterations or ad­
dIIIoIuI to be liven to the Board. the individual involved. and any 
oUaer aaencicB in this or any other juri. diction to which the crim­
i-''':''ry·record information baa previously been disseminated. 

s. ChBllenges to lDtormation. 

a. ., Any person who belleves that criminal history record 
. iDfo.rma'lon thatrelers to him is inaccurate. incomplete.. Or mis­

lea .... may request any criminal justice agencY: wiUll custody or 
COII&rol of ' the intorn1&tioD to·purge. delete. modify. or supple­
meat thallnformati\)~ Should tbe ... , decUne. to Ida so.' or 
·.lIDaIdtile individual believe the aI8llCJ'. decision to be other-
.IM ........ lact~l7. tbe lndlridual .. ,. reque.t revie\~ by the 
ac ... .. 

. ~. ~uch req1,1e.,s to the ~'('" writing) should in-:­
clude a conciae state~nt 01 the aUeaed deficiencies of ,the 
crtnd_blstory record informatlon-sbail state the date ~d 
re.ult of any review by ·the criminal justice agency, and sbaU 
~ a sworn verillcatioll of the facta aneled 1n the request 
.ipeel ",_ individual or his aUG....,. 

c. .' ' ~rhe Board should eaaabU.b a review procedure . 
~,. sue"appealstbat incorporates appropriate assurances ot 
.. ~e8s tor tbe individual. ' ... 

. ', 
" 

s ....... '.I··~·DATA SENSITlVlFfY CLASSIFICATION 

'1. EaCb criminal jWltiee ageDCJ IDAintaiDing criminal justice 
....... ticNJ • ..,uld estabU.h procedure. ill order to implement a sen­
siUvi" c .... Ute.tion s,stem.. The .enerrallUideUnes lor· this pur-
poaearea. . . 
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a. Places and things should be assigned the lowest 
classification consistent with their proper protection. 

b. Appropriate utilization of classified places and \ 
things by qualified users should be encouraged. 

c. Whenever the sensitivity of piaces or things 
diminishes or increases it should be reclassified without 
delay. 

d. In the event that any place or thing previously 
classified is no longer sensitive and no longer requires special 
security or privacy protection it should be declassified. 

e. The originator of the classification is wholly re-
sponsible for reclassification and dE'classification. 

f. Overclassification should be considered to be as 
dysfunctional as underclassificalion. 

It shall be the responsibility'of the ICJISB to assure that appro­
priate classification systems are implemented, maintained and com­
plied with by crimi.nal justice agencies, wit~in a given State. 

Standard 8. 6 - SYSTEM SECURITY 

System security provisions should be instituted for an information 
system that are appropria~~to the use of the system by the agency it 
serves, and to the sensitivity of the date in the system. 

1. . Protection from Accidental Loss. Information system op­
eratorsshould institute procedures for protection of information from 
environmental hazards including fire, flood, and power failure. Ap­
propriatt! elements should include: 

a. Adequate fire detection and quenching systems; 

b. Watertight facilitj.es; 

c. . Protection against water and smoke damage; 

d. Liaison with local fire and pub~ic safety officials; 

e • [i'ire resistant materials on walls and floors; 
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f. Air conditioning syste~rns; 

g. I'1mergency power sou.rces; and 

h. li,l,ckup files. 

2. Intentional Damage to System. Agencies administering 
criminal justice ini'ormation sys terns should adopt security procedures 
which limit access to inform8otion files. These procedures should in­
clude use of guards, kcys~ badges~ passwords, access restrictions. 
sign-in logs" or like controls. 

All facilities whieh house criminal justice information files should 
be so designed and constructed as to reduce the possibility of phYSical 
damage to the information. Appropriate steps in this regard include: 
physical1imHations r.in aeeess; security storage for information media; 
heavy duty, non-exposed walls; perimete:c barriers; adequate lighting; 
detection and warnin r.': dl·~vice:::;~ and dosed circuit television. 

3. Unautl1ori%t:~d Access, Grirrtinal justice information sys-
tems should maintain controls over a.ccess to information by requiring 
identification, autj:lOrization. and authentication of system users and 
their need and right to know. Processing restrictions~ threat nlOni-
to ring, privacy transformations (e. g., scrambling, encoding/decoding), 
and :ontegrity management should be employed to ensure system security. 

4. Personnel Security. 

a. Preemployment Screening: Applicants for employ·-
ment in information systems should be expected to consent to 
an investigation of their character. habits, previous employ­
ment, and other matters necessary to establish their good moral 
character, reputation, and honesty. Giving false information of 
a substantial nature should disqualify an applicant from employ­
ment. 

Investigation should be designed to develop sufficient in­
formation to enable the appropriate officials to determine em­
ployabUity and fHness of persons entering critical/ sensitive 
posHiotls. ° Whenever practicable. investigations should be con­
ducted on a preemployment basiS and the resulting reports used 
as a personnel selecl;j on °device. 
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b. C~"i:lrance. Annual Review. Security Manual. and 
In-Servict! TraLlmg: System personnel including terminal op­
erators in remote locations, as well as programmers, com­
puter operators, and others working at, or near the central 
processor, should be assigned appropriate security clearances 
and should have their clearances renewed annually after in­
ves tigation and review. 

Each criminal justice information system should pre­
pare i1 security manual listing the rules and regulations appli­
cable to maintenance of system security. Each person working 
with or having access to criminal justice information files 
should know tho contents of the manual. To this end, each em­
ployee should rece.ive not less than 10 hours of training each 
year concerning system security. 

c. System Disci]Jline: The management of each crim-
inal jus tice irJ'orrnation sys tem should es tablish sanctions for 
accidental or intentional violation of system security standards. 
Supervisory personnel should be delegated adequate authority and 
responsibility Lo cn!urcc the system's security standards. 

Any violatlOn8 of the provisions of these standards by 
ij 

any employee or officer of any public agency, in addition to 
any applicable criminal or civil penalties, shall be punished by 
suspension; discharge. reduction in grade, transfer, or such 
other administrative penalties as are deemed by the criminal 
justice agency to be appropriate. 

Where any public agency is found by the ICJISB wE1fully 
or repeatedly to have violated the requirements of the standard 
(act), the BO:-l.rd may, where other statutory provisions permit, 
prohibit the dissemination of criminal history record informa­
tion to thrtt agency, for SllCh p0.rioris, and on such conditions 
as I.hC' Bn;:lY'Cl ci"l'lll:4 approrrial(". 

Standard 8.7 - P EHSONNEL CLEAHANCES 

1. The JC.m-)T-1 shall also have the responsibility of assuring 
that a personnel clearance systcnl in implemented and complied with 
by criminal justice agencies within the State. 

2. Personnel shall be granted clearances for access to sen-
sitive places and things in accordance with strict right to know and 
need to know principles. 
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:~. In no evp.nt n.lay any peI"f.wn who does not poss·ess a valid 
fH:'usitlvity ch·arancv i~ldicating right to know have access to any cla~3-
sified places or things .. and in no event may any person have access to 
places or tbing3 of a higher sensitivity classification than the highest 
valid clearance held by that person. 

4. The possession of a valid clearance indicating right to 
know cloes not warrant unconditional access to all places and things 
of the sensitivity classification for which the person holds clearance. 
In appropriate cases such persons may be denied access bec?use of 
absence of need to know. 

5. In appropriate cases, aU persons in a certain category 
may be granted blankd right to know clearance for access to places 
and things classified CLS restricted or confidential. 

6. H.ight \:0 know clearances for highly sensitive places and 
things shall be granted on a selective and individual basis only and 
must be based upon thp strictest of personnel investigations. 

7. Clearances shall be granted by the head of the agency con-
cerned and shall 1)17> bjnding only upon the criminal justice agency it­
self, except that right to know clearances for members of the Board 
and the staff of the Buard 8ha11 be granted and shall be valid for all 
purposes where a need to know exists. 

S. Clearances granted by one agency may be given full faith 
and credit by another agency; however, ultimate responsibility for the 
integrity of the persons granted right to know clearances remains at 
all times with the agency granting the clearan(:e. 

9. Right to know clearances are executory and may bere-
voked or reduced to a lower sensitivity classification at the will of 
the grantor. Adequate notice must be given of the reduction or revo­
cation to all other agencies that previously relled upon such clearances. 

10. It sball be the responsibility of the criminal justice agency 
with custody and control of classified places and things to prevent com­
promise of such places and things by prohibiting access to persons with .... 
out clearances or with inadequate clearance status. 

11. The Board shall cF.:l.refully audit the granting of clearances 
to assure that they are valid jn all respects, and that the categories of 
personnel clearance's are consistent with right to know and ,need to know 
criteria. 
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12. Crim:nal Jl.IoticC' agendN~ ::;hall be eognizant at all times 
of the ne<:.'u I,H-'richli cally to t'eview personnel clearances so as to be 
certain tha t. the 10w('8 t pos sible clearance is a ccordedconsis tent with 
the individual's rosponsibilities. 

1~L To provi.de evidence of a person's sensitivity classification 
clearance, thc grantor of such clearance may provide an authenticated 
card or certifical:e. [{c;sponsibilHy for control of the issuance, adjust­
ment. or revocation 01' such documents rests with the grantor. In any 
event. all such documents must have an automatic expiration :late re­
quiring affirmative renewal after a reasonable period of time. 

Standard 8.8 - INJ·'OH,lVlATION FOH HESEARCH 

1. Research Design and Accesf:.1 to Information. Researchers 
who wish to use cri:ninai jus tice information should submit to the agency 
holding the information a completea research design that guarantees ad­
equate protection of :,ecurity and privacy. Authorization to use criminal 
justice information shoulrl only be given when the benefits reasonably' an­
ticipated from the project outweigh the potential harm to security or 
privacy. 

2. Limits on Criminal Justice Research. Research should 
preserve the anonYl'YJiLy of all subjects. In no case should criminal 
jus tice research be Llsed to the detrimenl of persons to whom informa­
tion relates nor for any purposes other than those specified in the re­
search proposal. Each person having access to criminal justice infor­
mation should execute a binding nondisclosure agreement with penal­
ties for violation. 

3. Role of ICJ'ISB. The Board should establish uniform cri-
teria for protection of security and privacy in research programs. If 
a research or an agency is in doubt about the security or privacy as­
pects of particular research projects or activities the advice of the 
Board through its staff should be sought. The Board should maintain 
general oversight 01 all research projects using criminal justice in­
formation. 

4. Duties and H.esponsibilities of the Holding Agency. Crim-
inal justice agencies should retain and exercise the authority to approve 
in adva:nce~ monitor, and a\...ldit: all research using criminal justice in­
formation. All data generated by the research program should be ex­
amined an<l verified. Data should not be released for any purposes if 
material errors or omissions have occurred which would affect security 
and pri vacy. 
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Standard 9.1 - STANDARDIZED TEHMINOLOGY 

To establish appropriate communications among local, State~ 
and I~'cdcral criminal :justice agencies~ the data elements for identifi­
cation._ offense category and disposition on each offender shall be con­
sistent with specifications prescribed in the NCIC operating manual" 
or if not covered in NCIC, the ProJ'ect SEAR.CH Implementing State­
wide Criminal Justice Statistics -- The Model and Implementation En­
vironment Technical Hcport No. 4 and the National Criminal Justice 
Information and Statistic:s Service Comprehensive Data Syste:m. guide­
lines. There may be a need for additional or translated equivalents of 
the standard data elements at individual agencies; if so~ it shall be 
the responsibility of that agency to assure that the basic requirements 
of this standard are met. 

Standard 9.2 - PH.OGRAMING LANGUAGE 

Every agency contemplating the implementation of computerized 
information system.s should insure that specific programing language 
requirements are established prior to the initiation of any programing 
effort. The ICJISB should provide the direction concerning prograt:o.ing 
language requirements already in force, or establish the requirements 
based on current or projected hardware installation and programing 
needs (especially from a system standpoint) of present and potential 
users. The programing language(s) shall not be system- or manu­
facturer- dependent. 

Standard 9.·3 - TELI~PROCESSING· 

During the design phase of the development of information and 
statistics systems, each agency must provide sufficient resources to 
assure adequate teleprocessing capability to satisfy the intra- and 
inter-agency communications requirements. Attention should be given 
to other criminal.jus tice information systems (planned or in operation) 
at the national, State and local levels to insure the design includes pro­
vision for interfacing with other .systems as appropriate. Additional1y~ 
the specific requirements for internal communications must be in­
cluded in the technical system design. 
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StandarcllO .. l - LEGISLATIVE ACTIONS 

To provide a solid basis for the development of systems supporting 
criminal justice, at least three legislative actions are needed: 

1. Statutory authority should be established for planning, de-
veloping, and operating State level information and statistical systems. 

2. Illinois should establish. by statute, mandatory reporting 
of data nec.essary to operate the authorized systems. 

3. Statutes should be enacted to establish security and con-
fidentiality controls on all systems. 

Standard 10~ 2 - THE ESTABLISHMIGNT OF CRIMINAL JUSTICE USER GROUPS 

All criminal justice ir.Lformation systems, regardless of the level 
at which they operate, must establish user groups. These groups should, 
depending on the particular systems have considerable influence over the 
operation of the system, its continuing development, and modifications 
to it. 

1. A user group should be established from representatives 
of all agencies who receive service from the criminal justice informa­
tion system. 

2. The user group should be considered as an advisory board 
to IC,TISB and local and/or regional CJIS operating agencies assisting in 
establiShing the operating policy for the criminal justice information sys­
tem. 

3. The user group should also be responsible for encouraging 
utilization of the- system in all agencies and should be directly concerned 
with training provided by both their own staff and the central agency.1 

4. Membership in the user group should include the officials 
who are actually responsible for the various agencies within the crim­
inal justice system. 

5. Techni<.:al representation on the user group should be of an 
advisory nature, should assist in providing information to the user group 
but should not be a voting or full member of the user group. 
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Standard 10.3 - SYSTEM PLANNING 

Each State should establish a plan for the development of infor­
mation and statistical systems at State and local levels. Critical ele­
me:cts of the plan are as follows: 

1. The plan should specify system objectives and services to 
be provided, including: 

a. Jurisdictional (State, local) responsibilities; 

b. Organizational responsibilities at the State level; 

c. Scope of each system; and 

d. Priorities for development. 

2. The plan should indicate the appropriate funding source both 
for development and operation of the various systems. 

3. The plan should provide mechanisms for obtaining user ac-
ceptance and involvement. 

Standard 10.4 - CONSOLIDATION AND SURROGATE SERVICE 

In those cases where it is not economically feasible to provide 
the information support functions described in Standard 3 at the organi­
zationallevel specified, these services should be provided through con­

·solidation of adjacent units at the organizational level specified, or by 
the establishment of a "surrogate" at the next higher organizational. 
level. 

1. Agency support should be provided within the agency re-
quiring the support. When economically infeasible, such services should 
be provided by a consortium of nearby agencies of Similar type (e. g., 
two nearby police departments). Alternatively, such services can be 
provided by the local CJIS on a "service bureau" basis. 
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2. Local criminal justice information system services. if 
economically unjustified for an individual locality, should be provided 
by a regional CJIS composed of adjacent localities. Alternatively, 
such services can be provided by the State CJIS on a service bureau 
basis. 

3. State CJIS functions, if economically unjustified for an 
individual State, should be provided on a regional basis by the col­
lective action of several States. Provision of these services by the next 
higher (Federal) level of CJIS is not appropriate. 

4. Financial responsibility for the provision of services in 
cases where consolidation or surrogate provisions are carried out 
should remain at the organizational levels specified in this standard. 

'1.'he basis for establis!;Jing the costs of such service, and the 
quality of performance deemed adequate for the provision of each in­
dividual service rendered should be expressed in contractual terms 
and agreed to by all parties to the consolidation or surrogate relation­
ship. 

5. In cases of consolidation or surrogate relationships. a 
strong voice in the policies and general procedures of the information 
system should be vested in a users group in which all users of the sys­
tem are represented. 

6. If at all practical, surrogate agencies should provide the 
same level of data that would be provided if the lower level agencies 
had their own systems. 

Standard 10.5 - SYSTEMS ANALYSIS AND DESIGN 

Any individual systems covered under the plan described above, 
funded"'by Safe Streets Act moneys or other State grant programs, should 
be predicated on a pystem analysis and design consistent with the standards 
in this report. 
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Standard 11.1 - PREIlVIPLEMENTATION MONITORING 

Especially in the case of major projects l a system of preimple­
mentation monitoring should be used by the ILEC staff, and reported 
upon before any funds are released for actual implementation. Preim­
plementation monitoring should consist of a continuous review, analysis. 
and assessment of available documentation and milestone achievement 
covering system analysis, design, development, and initial steps leading 
toward actual implementation. All items should be monitored relative to 
costs (both dollars and man-hours); milestone accomplishment (time); and 
quality (response time, scope, sophistication, and accuracy). Both intra­
and interagency considerations should be included, particularly with re­
spect to consistency with other planned or operational information and 
statistical systems. 

The following items should be considered in this monitoring 
standard: 

1. System Analyses Documentation. 

2. System Requh'E'ment Documentation. 

3. System Design Documentation. 

a. Functional specifications; 

b. Component flow charts; 

c. Data base design (or administration); 

d. Groupings of files; 

e. Structure of data, in files; 

f. Fih~ maintenance; 

g. File capacity; 

h. Timeliness of data inputs to file; 

i. Data standards; 

j. Module interfaces I data links; 

k. Edit criteria; 

1. Output reports; and 

m. Hesponse time reqUirements. 
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4. System Development Documentation. 

a. IVIodule description; 

b. Component description; 

c. User manuals; 

d. Operations description; 

e. Data base description; and 

f. Processing modes description (manual$ computer-
based batch, on-line, real-time). 

5. System Implementation Docutrh"ntation. 

a. Component implementation report; 

b. Data base implementation report; 

c. Test plan report; 

d. Hardware requirements report; 

e. Software requirements report; 

f. Physical site report; 

g. Data security and confidentiality report; 

h. Implementation monitoring report; 

i. Impact evaluation report; and 

j. Sys tern training report. 
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Standard 11. 2 - IMPI,81VIENTATION MONITORING 

A key comlideration in implementing systems is providing maximum 
assurance that the nvcntual operating system. meets the design objedives. 
Implementation monitoring should employ a spe<;!ific series of quantifiable 
measuring instruments that report on the cost and performcmce of com­
ponent parts and the total system. The cost/performance monitoring 
of an operating or recently developed system should focus on: man­
machine interaction, software (computer and/or mannal processes), and 
h8;rdwarE' (computer and/or nonauLomat('d equipment). 

Standard 11. :3 - IMPACT EVALUATION 

All major proj('cts or programs supported by the ILEC should 
be evaluated in order to provide information for planning decisions. 
Impact evaluation Rhould begin with an investigation of system outputs 
at the component It .. 'vel. Once individual components have been as­
sessed as to their capability for suppOrl..i.l1g users, impact analyses 
shOUld be conducted for larger aggregations made up first of multiple 
and then total componel:.t'~. This process permits criminal justice 
agencies to draw conclusions about the immediate and long-range ef­
fects of various inputs. 

In general, an j rnpael evaluation should df'terLHine~ (l) what in­
formation, communication and decision processes In a criminal justice 
agency exhibit the greatest positive and negative impact due to the in­
formation and statistic system; and (2) what relationships exist between 
specific features of the system and the benefits to the user. 

Impact evaluation should adhere to the following criteria: 

1. Installation of the impact plan. Operation of each com-
ponent of the system should be evaluated. Quantifiable data that is 
needed to evaluate an investigative file / data base includes: 

a. Number of inquiries or file searches per specified 
time period; 

b. Number of investigative leads or clues provided per 
specified period; 

c. Nt1mber or accurate versus erroneous suspects 
identified; 
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d. Number of arrests as a result of identification by 
the system; 

c. Number of criminal cases cleared as a result of 
an arrest and/or conviction; and 

f. Dollar value of property recovered. 

This should be computed on a per capita basis and cos t ratio 
with the system. Similar formal evaluation should be undertaken of 
such files as traffic citations, calls for service, case reporting, in­
custody, want/warrant, court scheduling, criminal histories, and so 
forth. 

2. Analysis of operational impacts over time. Each compo-
nent of the system as well as the entire Systr::.-ffi should bE" regularly 
analyzed. These evaluations should include the more significant data 
suggested above and should be focused on how much more effectively an 
agency is attaining its goals and objectives. For information systems 
serving multiple agencies, the evaluations should focus on achieving 
integrated crimimH justice system goals. 

3. Analysis of attitudinal and behavioral impacts over time. 
The entire system should be assessed for a change in the ahitudes and 
behavior of the users. This is a relatively subjective evaluation but 
can be quantified by appropriate, periodic user surveys. 

4. Analysis of management and planning capabilities. The 
system should be evaluated to learn if it aids criminal justice managers 
and planners in achieving coordination of resources. For example, how 
many criminal justice managers used the system and how often? What 
degree of support did the system provide the manager? In retrospect, 
how accurate was the system in planning? Was it accurate, for ex­
ample, in predicting the calls for service in a reporting district over 
the subsequent 12 months? Or how effectively was a court calendar 
scheduled? 

5.. Analysis of management dec isions as th~y relate to the 
cost of criminal justice operations. The system should be designed to 
report .on the ratio of its cost to the expenses of overall agency opera­
tions. Cost centers should be established and the expense of the sys­
tem. reported by user and organizational unit. Costs should also be 
determined for criminal justice programs and processes (e. g.» public 
relations programs, probation programs, the prevention/ suppression 
process, etc.) on regional bases (county. area, State, country) as well 
as on a user or ~gency basis. 
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The revenue derived from the service of warrants .. cost of the 
system per suspect arrested .. and cost of the system in reducing re­
sponse time are a few of the possible criteria to be used for a police 
agency_ Sirnilar standards can be generated for court and corrections 
i3YHlems. It may prove worthwhile to allocate a portion of each user 
'lInit's budget to support the cost of the information sys~em. 

6. Analysis of technology or equipment. The cost of a hard-
ware should be subjected to' a tradeoff analysis. For example" if a 
rotating filing cabinet were installed, what would be the monetary 
savings and user advantages in terms of more rapid access to war­
rants or prisoner records .. accuracy of filing .. and ease of file main­
tenance? Similarly .. for computer systems: What are the savings and 
advantages'? Will the information be available and helpful to more 
people'? Are there sorn \ other uses for the equipment which would af­
fect the net cost of the system? 

7. Analysis of program and policy change. All program-
matic and policy changes within the criminal justice agency should be 
related to the influence that the information and statistical system 
may exert on them. 

8. Evaluation of achievement. Criminal justice personnel, 
management, and citizens in need of service are best qualified to 
measure how effectively the system aids accomplishment of the 
agency's goals. By far .. the most challenging requirement is to assess 
the "worth!' of an information system as it relates to a particular set, 
of goals. To illustrate: Does the information system reduce police 
response time from 4 minutes to 2 on an average per call for service? 
Or, does the system aid in rehabilitation by predicting effective treat­
ment methods for individual offenders? This analysis will necessarily 
bc more subjective than others. 
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f.1r. XU.chard 1'1. Velda ' 
LE2\A ~.uministrator 
Law ~nforc8rr~nt hssistance 

Administration 
u.s. Department of Justice 
\'lashington,D.C. 20530 

Dear ~~. Velde: 

September 26, 1975 

I have desiqnated the staff of the Illinois La'\'l 
Enforcement COJl1!nission to prepaxoe lUlt1 subr;lit the Security 
and Privacy Implamentation Plan as requestad in your 
letter of June 13, 1975. David Fogel, Executive Director 
of lLEC, is authorized to approve the plan and he will 
submit it directly to the National Criminal Justice 
Information and Statistic Section of L&~. 

Sinceroly, 

Is/ Dan Walker 

DW:RHS:amm 
cc: ~~~ David Fogel 

Mr. Eugene Eidenberq 
Mr. Richard H. Schna6ig 
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OFFENSES 

IN 

CHAPTER 38 - CRIMINAL LAW AND PROCEDURE 

ILLINOIS REVISED STAT~rES 

DIVISION I 
(Criminal Code of 1961) 

DIVISION II 
(Miscellaneous Penal Provisions) 

DIVISION V 
(Supplementary provisions) 



BUREAU OF IDENTIFICATION 

CRINITNAL JUSTICE INFORMATION SERVICES 

STA1UTE REFERENCE TABLE 

Includes: 

Chapter 38 

Chapter 56 1/2 

Chapter 95 1/2 



APPENDIX ii2 

October 20, 1975 Memorandum of Executive David Fogel 
To Chiefs of Police, Sheriffs 



:e tINO~S LAW ENFORCEMENT COMMISSION 
120 SOUTH RIVERSIDE PLAZA 

CHICAGO, ILLINOIS 60606 
312/454-1560 

MEMORANDUM FOR: CHIEFS OF POLICE October 20, 1975 

FROM: 

SHERIFFS 

DAVID FOGEL, Executive Director Y"~ 
SUBJECT: INFORMATION SYSTEM RULES &: REGULA nONS 

At a meeting of the Illinois Law Enforcement Commission .(ILEC) devoted to 

discussions related to criminal justice information systems, members of the 

Commission indic~ted that there was widespread confusion among law enforcement 

agencies throughout the State with respect to the Criminal .J!,tstice Information 

Systems Rules and Regulations published by the U. S. Department of Jtlstice on May 

20, 1975, the effect of those Rules and Regulations on Illinois law enforcement 

agencies, and ILEC's role in the implementation planning process. I hope this 

memorandum will clarify those issues. 

It is a clearly stated policy objective of the Law Enforcement Assistance 

Administration of the U. S. Departmen~ of Justice and the Illinois Law Enforcement 

Commission to assist criminal justice agencies in carrying out their statutory 

responsibilities. One of the top priorities that has emerged as a r€:.ult of intensive 

consultation and planning at local, regional, state and federallevels within LEAA and 

ILEC is the development of improved, more efficient and more effective criminal 

justice information systems. 

At the same time, the U. S. Congress and legislatures throughout the country have 

been focusing on legislative remedies to correct real and imagined abuses of the 

coJ1ection, maintenance, and dissemination of information about citizens by criminal 

justice agencies. The Senate of the United States is debating this month a bill (SB 

2008) authored by Senator Tunney that would establish fairly comprehensive federal 

statutes governing the collection, maintenance, and dissemination of criminal justice 

information. 
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REPORT OF THE CJIS 

POLICY REVIEW ADVISORY COlVtt.IITTEE 

DEFINITIONS 

§l. For the purposes of this Act--
(1) "Information system" me::ms a system, \.;hether automated 01 manual, 

operated or leased by Federal, regional, state, or local government or governments, 
including the equipment, facilities, procedures, agreements, and organizations 
thereof, for the collection, processing, preservation, or dissemination of in­
formation. 

(2) "Criminal justice information system" means an information system for 
the collection, processing, preservation or dissemination of criminal justice 
information. 

(3) "Criminal justice intelligence informa1:ioll system" meCi.ns an information 
system for the collection, preservation, or dissemination of criminal justice 
intelligence information. 

(4) "Automated system" means an information system that utilizes electronic 
computers, central infoI'mation storage facilities, telecommunications lines, 
or other automatic data processing equipment used ..... holly or in part for data 
collection, analysis, or display as. distinguished from n system in which such 
activitif'S axe performed manually. 

(5) "Disposition" means information di.srlosing. that crir.'inal proceedings hn~le 
lJcen con~lude~, including information disclosing that the police have el~cted not to 
refer a matte'.!: to a prosecutor or that a prosecutor has elected not to commence crim­
inal proceedi gs and also disclosing the nature of the termination in the proceedings; 
or informatjl"'j', disclosing "hat proceedings have been indefinitely postponed and also 
disclosing the reason faT ~uch postponement. Dispositions Shall include, but not he 
~imited to, acquittal, acvtittal by reason of insanity, acquittal by reason of mental 
incompetence, case continued Nithout finding, charge dismissed, charge dismisseu due. 
to insanity, charge dismissed due to mental incompetency, charge still pending due to 
insanity, charge still pending due to mental incompetence, guilty plea, nulle prosequi, 
no paper, nolo contendere plea, convicted, deceased, deferred disposition, dismissed­
civil action, extradited, found insane, found mentall) incompetent, pardoned, proha­
tion hefore conviction, se!1tence commuted, adjudication ... d thheld, mistria l-dC'fend:dlt 
discharged, or executive clemency. 

(6) "Dissemination" means the transmission of inf"Tnmtion, mer han ien 1 b , 
orally, or in writing. 

(7) "Criminal justice information" means information on individuals 
collected or disseminated, as a result of arrest, detention, 'or the initiation 
of criminal proceeding, by criminal justice a~encies, including arrest record 
information, correctional and release information, criminal history record 
information, conviction record information, identification record information, 
and wanted persons record information. The term shall not jnclude statistical 
or analytica.l records or reports, in which individuals are not id('ntifieo [lilt! 

from whiel, their identjties are not ascertainable. The term $hall not include 
criminal justice intelligence information. 
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(8) "Arrest record informadon;' means information 
detention, or commencement of crimin::t! 'rrroceedings on an 
not include the disposition of ~he ~ha~ge arising out of 
proceeding. 

concerning th~ arrest, 
indivi~~al which does 
that arres~J detention, or 

(9) "Correctional and release info:rmation" means inft,-r'mation on an individual 
compiled by a criminal justice 01.' nOjl~riminal justice agency in t.:C'tl.nection with 
bail, pretrial or posttrial release proceedings, rep0rts on the ment~~ condition 
of an alleged offender, repo:rts on presei1tence investigations, reports on inmates 
in correctJ.)nal institutio!l$ Oi' pii.ddpants in reha.bilitation programs, al,d pro­
bation and pa~ole reports. 

(10) "Crh,lnal history record information" means information disclosing 
both that an individual hus been arrested or detained or that criminal proc('edings 
have been commenced eJt:;:linst an individtwl and that ther,e has been a disposition of 
the criminal charge ar.c;r!~ feom thi.1'i .1Trest, deterL.iC'TI, 0'1' commencement of pro-
ceedings. Criminal histoy recoru inforl1lution ;O',~ : dis.losc.,l;ether such dis-
position has been disturhed, a.m\.;ndc::d, suppl ementct1., reduced, or repealed by 
further proceedings, appeal, coi.:at':'rul attack, or uthe:rwise. 

(11) "Conviction rr·(:oru iI1fo\'ma~' ion" . means information disclosing that a 
person has pleaded guilty 01' :'1':'>10 •• ,;;tendere to or was convicted on any criminal 
offense in a court of justice, selhL.ncing information, and whether such plea or 
judgment has been modified. 

(12) "Identification record information ll means fingerpr,int classifications, 
voice prints, photograph~, and other physical des,criptive data concerning an 
individual which does not inc:lude any indi cation or suggestion that the individual 
has at any time been suspected of or charged with criminal activity. 

(13) "Wanted persons rccoT~ information" means j:ientification record in­
formation on an individual against \vhom there is an outstanding arrest warrant 
including the charge for which the warrant \l/a5 issued and information relevant 
to the individual's danger to the cOTIllmmity and such other information that 
would facilitate the regaining of the custody of the individual. 

(14)! "Criminal justice intell igenc.e information" means information on 
an individual on matters pertalilln~; to the administration of criminal justice, 
other than criminal justice information, which is indexed under an individual.' s 
name or ~lich is retrievable by reference to identifiable individuals by name 
or otherwise. This term shall not include information on criminal just1ce agency 
personnel, or information on lawyers, victims, witnesses, or jurors collected 
in connection with a case in which they were involved. 

(15) "The administration of criminal justice" means any activity b)' a 
governmental agency dir~·tly involving investigation, apprehension, detention, 
pretrial release, rosttr~al release, prosecution, defense, adjudication, or re­
habilitation of accused rer~nns or criminal offenders or the collection, 
storage, dissemination, or usa~~ of criminal justice information. 
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(16) "Criminal justice agency" means a CQurt sitting in criminal ses:;ion 
or a governmental agency created by law or any subunit thereof. created by la.~. 
which performs as its principal function, as expressly authorized by law, the. 
atlministration of criminal justice. A c.d.minal justice agency also includes un 
organization which by contract with a criminal justice agency performs a function 
which iz. the administration of criminal justice but only to the extent that it per­
forms that function. Any provision of this Act which relates to the activities of 
a criminal justice agency also relates to any information syst.em under its manaf,('­
ment control or any such system which disseminates information to Of collects in­
formation from that agency. " 

(17) "Purge" means to remove information from the records of a criminal 
justice agency or a criminal justice informati.on system so that there is no 
trace of information removed and no indi.cation that such information was removed. 

(18) "Seal" means to close a record possessed by a criminal justice agency 
or a criminal justice information system so that the information contained in 
the record is available 0,11:.' (a) in connection wit'i, research :pursuant to section 
2 (d), (b) in connection with review pursuant ~v ~cction 8 by the individual 
or his attorney, (c) in connection with an audit pursllant to section 13, or 
(d) on the basis of a court 0rdor pursuant to sect~on 6. 

(19) "Judge of competent jurisdiction" means (a) a judge of any court· of 
general criminal jurisdiction of a State who is authorized by a statute of that 
State to enter orders authorizing access to criminal justice information; (b) 
a judge of a United States district court or a United States court of appeals; 
and (c) a Justice of the Supreme Court of the United State~ .. 

(20) "Attorney General" means the Attorney General of the State of 
Illinois. . . 

(21) "State" means any State of the United States, the District of Columbia, 
the Commonwealth of Puerto Rico, and any territory or possession of the United 
States. 

TITLE II COLLECTION AND DISSE~tINATION OF CRIMINAL JUSTICE INFORMATION 
AND CRIMINAL JUSTICE INTELLIGENCE INFOR~!ATION 

Dissemination, Access and Use -- Generally 

§2. (a) Criminal justice information may be maintained or disseminated, 
by compulsory process or otherwise, outside the <;riminal justice agency which 
collected such information, onll as proviaed in this Act. 

(b) Criminal justice information or intelligence information may be 
collected only by or disseminated only to officers and employees of criminal 
justice' agencies: Pi·cwided, however, That beginning two years after enactment 
of this Act such information may be collected only by or dissminated only to 
officers and employees of criminal justice agencies which areexp:ressly authorized 
to receive such information by Federal or State statute. Criminal justice 
information or criminal intelligence shall be used only for the purpose of the 
administration of criminal justice . 
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(c) Except as otherwise provided by this Act. com'iction record :i ::format ion 
may be made available for purposes other than the ndministration of criminal 
justice only if expressly authorized by applicable State or Federal statute. 

(d:; Criminal justi ce information may be made available to qualified 
persons for research relHted to the udministration of crimin,~l justice under 
regulations issued by the Illinois Criminal Justjce Information ~y~~ems Board, 
created pursuant to §IO hereof. Such regulations shall require presel'vation 
of the ano~nymity of the individuals to whorr. such information relates, shall 
require the completion of .nondisclosure agre<:'rnents by all participants in such 
programs and 3hall impose such additional requirements and conditions as the 
Illinois Criminal Justice Information Systems Board flnds to be becessary to 
assure the prot€'C'tion of privacy and security interests. In formulating 
regulations pursuant to this section the Board shall develop procedures designed 
to prevent this section from being llSed by criTiiinal just,iCl' information agencies 
3'1'bitrarily to deny acce:;::; to qualified persons for research purposes \\'here 
they have otherwise expres3cd a willingness to C(,,·" J' \dt 1_ regu13.tions issued 
pursuant to this section. 

(e) . No proviSion of thj:, :\(';. ~~hall prohibit an employee of a criminal 
justice agency from confirming to membeTs of the news media or any other citiz~n 
that an individual was an'estcc;. (h.·t,:;.i~:ed, indicted, or that an information or 
other formal criminal charge was filed against the individual on a particular 
date at a particular place based on tIle employee's personal recollection or 
by reference to an original book of entTy or police blotter maintained by a law 
enforcement agency at the place of original arrest or detentlon, not indexed or 
accessihle by name and required to be l1l<tde public, or by reference to court records 
of public cri~lnal proceeding or official records of pardons or paroles indexed 
or accessible by dute or indexed by name so long as such index only contains 
docket or file numbers of original court records. 

53. (a) Except as otherwise provided in this sect jon and in section 4, a criminal 
justice agency may dissemi~ate to another criminal justice agency only conviction 
record -information. 

(b) A criminal justice agency may report arrests to authorized central 
record keep;i.ng agendes and may othcrH1.Se dissemjnate arrest record information 
on an individual to another criminnl .;."stice agency - .. 

(1) If that individual has appJied for employment at the latter 
agency and such informatjon is to be used for the'sole purpcse of screening 
that applica~ion, 

(2) If the matter ahout \"hich the arrest record infnrmatiol1 
pertains has been referred to the latter agency for the rl1rpos(;~ of 
commencing or adjudic·~ting criminal proceeo ings and that agency mny 
use the information oTlly for a purpose related to that proceeding. or 

, , 
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(3) If the latter agency has arrested, detained, or commenced 

criminal proceedings against tha-c individual for a subsequent offense, 
and the arrest record information in the possession of the former qgency 
h.1icates Ca) that there was a prior arrest, detention, or criminal 
proceeding commenced occurring less than one year prior to the date of 
the request, and (b) that active prosecution is still p~n~ing on the 
prior charge. In computing the one-year period, time during "Which the 
ind:i~Jidual was a fugitive shall not be counted. The indication of all' 
relevant facts concerning the status of the prosecution on the prior 
arrest, detention, or proceeding must be sent to the latter agency and 
that agency may use this information only for a purpose related to the 
subsequent arrest, detention, or proceeding. 

ee) A criminal justice agency may disseminate criminal history recol'd in- " 
formation on an individua.l to another criminal justice agency 

(1) If that individual has applied 1.ur employment at the latter 
agency and such information is to be used for the sole purpose of screening 
that application, 

(2) If the matteT abotlt which the criminal history information 
pertains has been referred to the latter agency for the purpose of com­
mencing or adjudicating criminal proceedings or for the purpose of pre­
paring a p~etrial release, posttrial release, or presentence report and 
that agency may use the information only for a purpose related to that 
proceeding or reportJor 

(3) If the requesting agency has arrested, detained, or commenced 
criminal proceedings against that innividua1 for a subsequent offense or 
if the agency is preparing a pretrial release, posttrial release, or pre­
sentence report on a subsequent offonse and such .information is to be 
used only for a purpose related to that arrest, d~tention, or proceeding. 

Cd) A criminal justice agency may disseminate correctional and release in­
formation to another criminal justice agency or to the individual to whom the 
informatibn pertains, or his attorney, where authorized by Feder~l or State 
statute. 

(e) This section shall not bar any criminal justice agency which law­
fully possesses arest record information 'from obtaining or disseminating dis­
positions in orller to convert that arrest record information to criminal history 
information. 
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§4. Identificntion record information may be disseminated to cTimin~l justice 
am.! to noncriminal justice agencies for any purpose rcluted to the administrat i(:n 
of criminal justice. Wanted persons information may he disseminated to criminal 
justice nnd noncriminal justiC'f' :lgencies only for the pllrpose of apprehending 
the ~uhject of the information. 

~ 5. Agencies and individur.l shaving nccc!'s to crimlral justice ir.formntion ~hC1l! 
not, direttly or through any inte~~ediarv. di~seminatc, orally or in writing. 
such information to any individual or agency not authorized to have such information 
nor use SUC'I', information for a purpose not authorized by this Act: Provideu, 
however, That rehabilitation officials of criminal justice agencies with the consent 
of the person unde~ their supervision to whom it refers may orally represent the sub­
~tance of such individual's criminal history record information to prospective employers 
If such representation is in the judgment of such officials and the individual's 

. attorney, if represented by counsel,. helpful to obtaiT)ing employment for such in- " 
dividual. In no event sha] I such correctional off'~cials disseminate records or copies 
of records of criminal history record infol'J11atic.,:·, ,.0 an} unauthoriz0d individ11C'!l r;r 
agency. A court may disclose crimi.nal justice information on an indivi.dual in rl plll'­
lished opinion in a public criminal proceeding. 

§6. (a) Execept as provh1ed i.n subsection 2 (d) or in subsection (b) of this 
section, an automated criminal justice information sy<;tem may di.sseminate arrest 
record information, criminal history record information, or conviction record in­
formation on an individual to another criminal justice agency only if the inquiry 
is based upon positive identification of the individual by means of identification .. "')' 
record informati.on. The Illinois Criminal Justice Information Systems Boa.rd 
shall issue regulations to prevent dissemination of such information, except in th"e' -
above situatIons, where inquires are baser: upon categories of offense or data 
elements other than identification record information. For the purpose of this 
section "positive identification" means identification by means of fingerprints or 
other reliable identification record information. 

(h) Notwithstanding the provisions of subsection (a), access to arTl.3t 
record information, criminal history record information, or conviction record in-, 
formation contained in automated criminal justice information systems on the hasis 
of data elements other than identification record informat.ion shall be permissible 
if the criminal justi.ce agency seeking such access has first obt~ined a class 
access warrant from a State judge of competent jurisdiction, if the information 
sought is the possession of a State or local agency or information system, or, from 
a Federal judge of competent jurisdiction, if the information sought is in the pos­
session of a F~ederal agency or information system. Such warrants may be issued as 
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a I'la .. ter ot discretio~ 'by the judge in cases in which probable cause has been ~llC'\'l 
that (1) such access is imperative for purposes of the criminal justice agency'~ 
responsibilities in the administration of criminal justice and (2) the informat in, 
sought to t/~ obtained is not reasonably available from any other source or throllg\i 
any other method, A sununary of each request for such a warrant, together with d 

statement ot: its dosposition, shall within ninety days of disposition bt:; fm';' i :o;lwd . I 

the Illinois 0Criminal Justice Information Systems Board hy the judge, 

(c) Access to crimin,al justice information which has het:n sealed pursuu.nt 
to section 7 shall be permissible if the criminal justice agency seeking such 
ac(.ess has obtained an access warrant from a State judge of competent jurisdiction. 
Such warrants may be issued as a matter of discretion by tIle judge in cases in 
which probable cause has been shown that (1) such access is imperative for pur­
poses of the criminal justice agency's responsibilities in the administration of 
criminal justice, and (2) the information sought to be 'Obtained is not reasonably 

. available from any other SOUTce or through any othe:: methQd. 

§7. Each criminal justice information system shall adopt procedures reasonably 
designed 

(a) To insure the physical security of the system, to prevent the unauthorized 
disclosure of the information contained in the system, and to insure that the 
criminal justice information in the system is currently and accurately revised to 
include subsequently received information. The procedures shall also insure 
that all agencies to which such records are disseminated or fl~pm which they are 
collected are currently and accurately informed of any correction, deletion, or 
revision of the records. Such regulations shall requiTe that automated systems 
shall as soon as technically feasible inform any other information system or 
agency which has direct access to criminal justice information contained in the 
automated system of any disposition relating to arrest record information on an 
individual or any other change in criminal justice information in the automated 
system's possession. 

(b) To insure that criminal justice information is purged or sealed when 
required by State,or Federal statute, State or Federal regulations, or court 
order, or when, based on considerations of age, nature of the record, or the 
interval following the last entry of information indicating·that the i.ndividual 
is under the jurisdiction of a criminal justice agel1cy, the information is un­
likely to provide a reliahle guide to the behavior of the indlvidual. Such 
procedures shall, as a minimum, provide -.! 

(1) For the prompt sealing or purging of criminal justice irtfcrmatjon 
relating to an individual who has heen free from the jurjsdiction or 5uper·· 
vision of any law enforcement agency for (a) a period of seven years .if 
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such individual has previously been convicted of an offense classified as a 
felony under the laws of the jurisdiction where such conviction occurred, or 
(b) a period of five years, if such individual has previously been convicted 
of a nonfelonious offense as classified under the laws of the jurisdiction 
where such conviction occurred, or ec) a period of tKO years if no conviction 
of the individual occurred during that period, no prosecution is pending at 
the end of the period, and the individual is not a fugitive; and 

(2) for the pr:.ompt sealing or purging of criminal history recorJ 
infol"lilation in any case in which the police have elected not to refer the 
case to the prosecutor or !~ wJll~h the prosecutor has elected not to C0W­
mence criminal proceedinqs. 

ec) To insure that criminal justice agency personnel may use or disseminate 
criminal justice information only after determinin~ it' tn be the most accurate :md 
complete information avai lable to the criminal j1JST': ce ::-.?""'ncy. Such regulations 
shall require that, if technically feasible, prior to the dissemination of arrest 
record information by automated criminal justice information systems, an inquiry 
is automatically made of and a re~ponse received from the agency which contributed 
that information to the system to determine wheter a disposition is available. 

Cd) To insu:t'c that information may not be submitted, modified, updated, 
disseminated, or removed from any criminal justice information system without 
'verification of the identity of the indivi(lual to whom the information refers 
and an indica.tion of the person or agency submitting, modifying, updating, or 
removing the information. . 

§8. Ca) Any individual who believes that a criminal justice information system 
or criminal justice agency maintains crill'jnal justice information concerning him, 
shall upon satisfactory verification of hi:: identity, re entitled to review such 
information in person or through counsel and to obtain J. certified copy of it fOT 
the purpose of challenge, correction, or the addition of explanatory material, and 
in accordance with rules adopted pursuant to this section, to challenge, purge, 
seal, delete, correct, and append explanatory material. Nothing in this statute 
however, shall be deemed to give any individual the right to access to any specific 
data that identifies informers, witnessess, or jurors. . 

Cb) Each criminal justice agency and criminal justice information system 
shall adopt and publish regulations to implement this section which shall, as'a 
minimum, provide --I 

(1) The time, place, fee to the extent authorized by statute, 
and procedure to be followed by an individual or his attorney in gaining 
access to criminal justice information; 

(2) That any individual whose record is not purged, sealed, modified, 
or supplemented after he has so requested in writing shall be entitled to a 
hearing within thirty days of such request before an official of the agency 
or information system authorized to purge, seal, modify, OT supplement the 
the criminal justice information at which time the individual may appear 
with counsel, present evidence, and examine and cross-examine witnesses; 
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\ (3) Any record found after such a hearing to be inaccurate, incomp:ete, 
01' improperly maintained shall within thirty days of the date of such 
finding, be appr~priately modified, supplemented, purged, or sealed; 

(4) Each criminal justice information system shall keep and. upon 
request, disclose to such person the names of all persons, organizations, 
crimin.al justice agencies, noncriminal justice agencies, or criminal justice 
information systems to which and the date upon which such crir.:inaJ.· j'ustice 
information was disseminated; 

(5) (a) beginning on the date that a challenge has been made to criminal 
justice information pursuant to this section, and l\ntil such time as that ch~l­
lenge is finally reSOlved, any criminal justice agency or information system 
which possesses the information shall disseminate the fact of such challenge 
each time it dissemillates the challenged criminal justice information. In the 
case of a challenge to criminal justice information maintained by an automated 
criminal justice iniol"mation system, such syst.em shal1 automatically i.nform 
any other information system or crjminal jU':'L~I.'(: ag"ncy to which such auto­
mated system has disseminat ,"d the chBl1enged information in the past, of the 
fact of the challenge and its staTUS; 

(b) if any corrective action is taken as a result of a review 
or challenge filed pursuant to this section, any agency or system which 
maintains or has ever received the uncorrected criminal justice information 
shall be notified as soon as practicable of such correction and immediately 
correct its records of such information. In the case of the correction of 
criminal justice information maintained by an automated "criminal justice in­
formati9n system, any agency or system which maintains or has ever received 
the uncorrected criminal justice infC'cmation shall if technically feasible 
be notified immediately of such corr~ction and shall immediately correct its' 
records of such information; and 

", 

(6) the action or inaction of a criminal justice information system or 
criminal justice agency on a request to reie\\' and challenge criminal justice 
information in its possession as provided by this section shall be reviewable 
by the appropriate Illinois court pursuant to a civil action under section ]5. 

(c) No individual who, in accord with this section, obtains criminal 
justice information regarding himself may be required or requested to show or 
transfer records of that information to any other person or any other public 'or 
private agency or orgainzation: Provided~ however, That if a Federal or State 
statute expressly so authorizes, conviction record information may be disseminated 
to noncriminal justice agencies and an individual might be requested or require!:!. 
to 5hO\~ or transfer- copies of records of such conviction record information to 
such noncriminal justice agencies. 

§ 9. (a) 'Criminal justice intelligence information shall not be maintained 
in criminal justice information systems • 
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(b) Criminal justice intelligence information shall not be maintained 
in automated systems. 

ILLINOIS CRIMINAL JUSTICE INFORMATION SYSTErvlS BOARD 

§ro. (a) CREATION AND t-1Et-mERSHIP -- There is hereby created an Illinois 
Criminal Justice Information Systems Board (hereinafter the "Board") which shall 
have overall responsihility for the administration and enforcement of '::his Act. 
The Board shall be composed of eleven members. 

-
(1) The Board shall be composed of eleven members appointed by the 

Governor, nine of which shall be appointed with the advice and consent of 
the Illinois Senate. 

(2) Of the two memhers appointed by the governor alone, one shall be 
the Director of the Department of Law Enforcement'and one shall be a private 
citizen. 

(3) Of the nine members appointed by the governor with the advice 
and consent of the Illino~5 fl3nate, two will be representatives of State 
criminal justice agencies; three shall be representatives of county or municipal 
criminal justice agencies; and four will be private citizens including 

.' 

persons well-qualified in such fields as law, information systems technology, 
and business, and not excluding an ex-offender who has been free from 
criminal justice jurisdiction for at ] east five years. ;.,.~) 

(b) QUORUM AND COt>IPENSATION OF MEMBERS --

(1) The Governor shall designate the Chairman of the Board. 
members shall constitute a quorum for the transaction of business. 
shall be no voting by proxy. 

Six 
There 

(2) Members of the Board who are not public employees shall be com­
pensated at the rate of $100 per day for each day spent on the work of the 
Board, and all members shall be paid actual travel expenses and per diem 
in lieu of subsistence expenses when away from their usual places of resi-
dence, at the same rate as members of the legislature. . 

(3) The Board may appoint and fix the compensation of a staff 
director, legal counsel, and such other staff personnel as it deems appro~ 
priate, in accordance with state personnel polices and appropriate rates of 
compensation. 

(c) AUTHORITY For the purpose of carrying out its responsibilities 
under the Act the Board shall have authority to --
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(1) Issue regulations as authorized by law; 

(2) Review and disapprove of regulations issued hy any criminal 
justice agency which the Board finds to be inconsistent with the Act; 

(3) Bring actions under section 15 for declaratory and injunctive 
relief; 

(4) Conduct an ongoing study of the policies of various a~encies 
of the State of Illinois in the operation of information systems; 

(5) Require any department or agency of the State of Illinois or 
criminal justice agency to submit to the Board such informa'tion and reports 
with respect to its policy and operation of information systems or with re­
spect to its collection and dissemination of criminal justice information 
or criminal justice intelligence information and such department or agency 
shall submit to the Board such information and reports as the Board may 
reasonably require; and . 

,(6) Conduct audits as required by Section 13; and 

(7) Where any criminal justice agency, after a hearing, is found by 
the Board willfully or repeatedly to have violated the requirements of 
this Act or the regulations issued by the Board, the Board may prohibit 
the dissemination of criminal justice information to that agency, for such 
periods, and on such conditions as the Board deems appropriate . 

(d) REPORT TO GENERAL ASSEMBLY AND TO THE GOVERNOR --
The Board shall issue an annual report to the General Assembly and to thf.: Governor. 
Such report shall at a minimum contain --

(1) The results of audits conducted pursuant to Section 13; 

(2) A summary of public notices filed by criminal justice information 
systems~ criminal justice intelligence information systems, and criminal 
justice agencies pursuant to Section 12; and 

(3) Any recommendations the Board might have for new legislation 
on the operation or control of information systems or 'on the collection and 
control of criminal justice information or criminal justice intelligence 
information. 

§ll. The Board shall. after appropriate consultation with representatives of State 
and local criminal justice agencies participating in information SystCTIIS covered 
by this Act and other interested parties, promulgate such rules, regulations, and 
procedures as it may deem necessary to effectuate the provisions of the Act. 
The Board shall follow t]le provisions of the Illinois Administrative Procedure 
Act with respect to the issuance of such rules. All regulations issued by the 
Board or any criminal justice agency pursuant to this Act shall be published and 
easily accessible to the public. 
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PUBLIC NOTICE REQUIREMENT 

§12. An)' criminal justice agency maintaJ.nJ.ng an automated criminal jU5tice 
information system or a criminal justice intelligence information system shall 
give public notice of the existence and character of its syst~m once each year. 
Any agency maintaining more than one system shall publish such ann-ual notices 
for all its systems simultaneously. Any agency proposing to establish a ne,,, 
system, or to enlarge an existing system, shall give public notice long enough in 
advance of tIle initiation 'of the enlargement of the system to assure individuals 
who may be affected by its operation a reasonable opportuni.ty to COIIL'1lent. The 
public notice shall be transmitted to the Board and shall specify --

(1) 7he name of the system; 

(2) .The natulo l.nd purposes of the sy"'''em: 

(3) The categories and number of persons on whom data 
are maintained; 

(4) The categories of data maintained, indicating which 
categories are stored in computer-accessible files; 

(5) The agency's operating rules and regulations issued pursuant to 
sections 7 and 8 of the agency's policies and practices regarding aata 
information storage, duration of retention of informati5n, and disposal 
thereof; 

(6) The categories of information sources; 

(7) A descriptjon of all types of use made of information, 
indicating those involving computer-accessible files, and including 
all classes of users and the organizational relationships among them; 
and 

(8) The title, name, and address of the person in~ediately 
responsible for the system. 

§l3. Ca) No more than once every two years the Board may conduct an audit of 
the practices and procedures of any agency which collects and disseminates in­
formation pursusnt to this Act to insure compliance with its requirements and 
restrictions. 

Cb) Each crindnal justjce information system shall conduct an audit 
of its own practices and procedures once annually. 

(c) The results of audits made under subssection Cb) shall be made 
available to the Board which shall report the results of such audits once 
annually to the Illinois General Assembly by ~lay 1 of each year beginning 
on May 1 following the first full calendar year after the effective date of 
the Act. 
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CIVIL REMEDIES 

§14. (a} Any person aggrieved by a violation of this Act shall have a civil 
action for damages or any other appropriate remedy against any perRon, systc:-m, 01' 

agency responsible for such violatjon after he has exhausted the administrative 
remedies provided by section S. 

(b) The Board shall ,have a civil action for declaratory judgments, cease 
and desist orders, and such other injunctive relief against any criminal justic.c 
agency, criminal justice information system, OT criminal justice intelli&cncc 
information system ,~i thi.n its regulatory jurisdiction. 

(c) Such person, agency, or the Board may bring a civil action under 
this Act in any Circuit Court of Illinois in the country in which the violation 
occurs, or in an)' county in \vhj ch ~.;uch per~;on resides or conducts busin<:ss, 
or has his principal place of husiness. 

Cd) In an)' action brought p11Tsuant to this Act, the Court may in i t~ 
discretion issue an order enjoining msjntenanc€' or dissE'lPbJation of infol.'mation 
in violation of this Act, or correcting records of such information or anr 
other appropriate remedy except that in an action brought pursuant to subsection 
(b) the court may order only declaratory or injunctive relief. In any action brought 
pursuant to this Act the court may also order the Board to conduct an-aUdit of 
the practice~ and proceduTes of the agency in question to determine whether 
information is heing collected and disseminated in a manner ~.ncons:i.stent with 
the provisions of this Act. 

(e) In an action brought pursuant to subsection (a), an)~ person aggrieved 
by a violation of this Act shall be entitled to a $500 recovery for each violation 
plus actual '"ld general damages and reasonable attorneys' fees and other litigCttion 
costs reasonably incurred. Exemplary and punitive damages mny be granted by the 
court in appropriate caS€'3 brought pursuant to subsection Cal. Any person, 
system, or agency responsible for violations of thi.s· Act shall be jointly 
and severally liable to the person aggrieved f.oT damages granted pl1rsuant to tId s 
subsection. Any criminal justice information system or any criminal justice 
intelligence information system which facilitat~s the transfer of informntion 
in violation. of this Act shall he jointly and severally 1 ;'a111e along with any 
criminal justice ,agency or person responsible for a violation of this Act. 

(f) For the purposes of this Act the Stat€' of HUnois shall be deemed 
to have consented to sui.t, and any agency or system oper.ated by the St:lte of 
111inoi~, found responsible for dolation shall he liable for damages, reasonable 
attorneys' fees, mid litigation cost as provided in subsection (e). 
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§15. Whoever will fully disseminates t maintains t or uses information knowing such , .. _) 
dissemination, maintenance, or usc to be violation of this Act shall be fined 
not more than $5.000 or impl"isoneu for not mOl"e than five years. or both. 

§16. If any provision of this Act or the appli<;ation thereof to any person or 
circumstance is held invalid, the remainder of the Act and the applicati.on of 
the provision to other persons not similarly situated or to otherdrcumstances 
shall not be affected thel'ehy. 

, 
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Analysis of LEAA Regulations in CCmparison with 

CJIS Standards and Policy Advisory Cammitt~ ReVOrt 

In.troduction 

'lbe following consti tutes an analysis of the provisions of the 

Dep§!.rtm:nt of Justice CJIS Regulations (the Regulations), governing all 

state and local agencies and individuals receiving LEAA funds for the 

purpose of collecting, storing, or disseminating criminal history record 

information, with ILEC's own CJrs standards (the Standards) and the Report 

of the CJIS Iblicy Advisory Ccmnittee (the Report). 

Specifically, the term "criminal history record information" is 

defined and discussed with respect to three basic issues: 

1. What is the scope of cr iminal history record information 

files;. Le., how are they created, and what do they contain? 

2. How is criminal history record information controlled? 

3. Tb wham may criminal history record information be 

disseminated and under what conditi(ms? 



SUMMARY OF ANAYISIS 

ProvISIONS OF SOURCE OOCUMENTS REGS SIDS RPT 

Definition of Criminal Histo:ry Record Infonnation .•.•••• ~ C C C 

Creation of Criminal History Record Infonnation .......•.• C C C 

Contents of crintinal Histo:ry Record Infonnation 
, 

cexnplete and accurate ....••..•..•....•...••••... " .~c C C 
exclusions ................................. ., ... ., .. -t-__ C_-+ __ C_-t--_C __ 
sealed or purged ••• ~.............................. ___ ~~n~~~n~~ 

Control of Criminal History Record Infonnation 

by dedication ................................. . · .. 
arne by treating manual & COIIputerized systems the s 

by establishing a State central reposito:ry .•••• 
by establishing a Security and Privacy Council. 
by conducting annual audits ..•................. 
by creating audit trails through retention logs 
by maintaining physical & environm:mtal securi t 
by maintaining personnel security checks ...•... 
through special education & training of personn 
upon use by non-criminal justice agencies .••••. 
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between criminal justice agencies ..•...••.•••...• oj C C I 
to non-criminal justice agencies .•....••....•.•••• f-_-::C=---+_,=-~-4_-=I:----1 
for individual access & review.................... ICC 
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KEY 

,RmS = Depa,rt1rent of Justice, Criminal Justice Infonnation Sys­
tems RegUlations 

SIDS = ILEC Criminal Justice Infonnation Systems Standards 
RPl' = Report of the Criminal Justice Infonnation Systems Pol­

icy Advisory camri.ttee 
C = c:x::Jrq?atible with another source doc::urrent 

= provision anitted iJ."1 source documant 
I = inc:x::ll'pCltihle with another source dOCUlre11t 
n = neither carpatible or inCCllpatiblt.::, provision rrerely 

differs fran another source decurrent 
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General Analysis 

By definition, "criminal history record information" means data 

collected by criminal justice agencies about individuals, consisting of 

identifiable descriptions and summary notations of formal events vCcurring 

in the criminal' justice system, and any dispositions arising therefrom. 

This definition is campl~tely consistent with the Regulations 

and the Report, as well as with data elements of OBTS-ccH mentioned in the 

Standards. 

Regarding the creation and contents of cr iminal history record 

information files, the criteria of all three of the doctunents are in 

agreement. M:>recwer, they all mandate that· criminal history record 

information contain reliable information and, to that end, make accurate 

record keeping a requirement of every criminal justice agency. 

~e only variation by any of the documents, with respect to the scope 

of the files issue, is found in the area of sealing or purging their 

contents. '!he ~ulations anit this procedure in favor of leaving this 

decision to the individual states, whereas, both the Standards and the 

Report call for the purging of files, once certain conditions have 

occurred. 

On the whole, with respect to controlling the use of criminal history 

record information, the methods enployed by the Regulations and Standards 

are consistent with each other. The Report, on the other hand, chooses 

means which vary markedly fran the other two documents. For instance, the 

Report would treat canptlterized criminal history record information 

'differently fran manual systems. '!he Report also anits several important 

control mechanisrr.s found in both the Fsgulations and Standards and 

therefore is not compatible with their control provisions. 



The greatest discrepancies ~ound among the documents exist in the 

manner in which they handle dissemination of criminal history ::ecord 

information. With respect to disseminating criminal history record 

information to other criminal justice agencies, the provisions of the 

Report are nore limiting and restrictive than those of the Regulations or 

the Standards. On the other hand, with respect to access by non-crimi!1al 

justice agencies and individuals, the Report applies much looser criteria 

than those found in either the Regulations or the Standards. 

Generally, the procedures for obtaining individual access to review 

one's personal criminal history record are the same in all three of the 

docLU1l.ents, with one major exception. The Regulations allow an individual tq 

obtain only a list of non-criminal justice agencies receiving his or her 

criminal history record, while ooth the Standards and the Ree:>,rt permit an 

individual upon request to obtain a list of all the recipients. 

-------------, 



Detailed Analysis 

Creation of Criminal History Record Information 

A criminal history record concerning an individual is created by the 

triggering of sane formal proceeding in the criminal justice system. All 

three documents conform to this criteria, explicitly in the case of the 

Regulations and Standards, implicitly in the case of the Report. 

Contents of Criminal History Record Information 

Specific types of information are excluded by the documents from the 

definition of criminal history record information. For example, identifi­

cation information such as fingerprint records, as well.as wanted persons 

posters, police blotters and court records compiled chronologically, or 

published court opinions are not considered criminal history record 

information. Under the Report, arrest information lacking dispositions 

will not qualify as criminal history record information. 

'!he Regulations anit any requirements calling for the purging or 

sealing of the contents of criminal history record information. On the 

other hand, both the Standards and the Report require the purging of any 

information which, because of sane indication of inaccuracy, ~uld be 

unlikely to provide a reliable guide to the behavior or present attitude of 

the individual. Specifically, the Standards demand purging after a ten year 

period following release fran a felony conviction and five years subsequent 

to release fran a misdemeanor. The Report mandates seven and five year 

criteria, respectively,. and contains an additional provision for sealing 

or purging the contents of criminal history record information two years 

after an arrest for which no prosecution is currently pending. 



Control of Criminal History Record Information 

One crucial and contrC7l1ersial issue with respect to the control of 

criminal history record information is the concept of a dedicated computer 

system. The LEAA Regulations first demanded that all systems be totally 

dedicated, roth at the state and local levels. That position, however, is 

now in the process of being m:Xlified. The Standards require dedication at 

the State level only. The Report anits this question altogether. 

Similarly, tile pros and cons of manual versus computerized 

information systems have been debated often. The Regulations and the 

Stcmdards make no special distinctions in dealing with either manual or 

canputerized systems. The Report, however, does distinguish between the 

two and would limit criminal justice agency access to criminal history 

record information contained in autanated systems. For example, access 

sought on the basis of data elements other than identification record 

information would be permitted only if the requesting agency has first 

obtained a class access warrant based upon a probable cause showing that 

such access is "imperative" to carrying out the criminal justice agency's 

responsibili ties and that the information is not reasonably obtainable 

frem sane other source or through another method. Therefore, by treating 

autanated systems differently, the Report is not in line with the 

Regulations or the Standards. 

'!be establishment of a State central respository to act as a 

clearinghouse for maintaining canplete and accurate criminal history 

record information is another means of controlling its use. The Regulations 

mandate that ~rocedures be established for criminal justice agencies to 

query the State central repository for the most current version prior to 

any dissemination, except in cases where time is of the essence. Similarly, 

the CJIS Standards call for the establishment of a State central 

repository. While the Report neib,er accepts nor rejects the concept of 

centralization, it could reasonably be inferred that the Report 

contemplates a central repository due to its provision that allows for a 

criminal justice agency to "report arrests to authorized central record 



r.DreQl/er, the Report permits any criminal justice agency possessing arrest 

record information to obtain or disseminate dispositions in order to 

convert the notation of arrest into criminal history record information. 

Practically, a central repository would be necessary to facilitate this 

task. 

All the documents indicate the necessity of establishing an 

independent authority to administer and control the use of criminal history 

record information •. 'Ihe ens Standards and the Report explicitly call for 

the creation of an independent State ens Board to adopt, administer, and 

enforce security and privacy regulations. Since the LEAA. Regulations 

require that an impartial State Authority audit the dissemination of 

crim,inal history record infoDmation by the State central repository, as 

well as provide for a means of appellate review for those persons 

challenging their records, the need for an Illinois CJIS Board is similarly 

confirmed by them. 

'!he question of auditing the use of criminal history record 

infoDmation is another issue of major concern. 'IheRegulations call for 

annual audits of State and local criminal justice agencies chosen on a 

random basis, as well as for the retention of dissemination logs for at 

least one year. 'lbe Standards are consistent with this provision by calling 

for periodic quality controls and verification audits by criminal justice 

agencies and retention of dissemination logs for a period of at least tvK) 

years. The Report, however, limits the scope of audits to annual reviews of 

a criminal justice agency, conducted by the criminal justice agency itself. 

It also limits the Illinois CJIS Board to conducting audits only once every 

two years. Mor~er, the Report does not require any retention of audit 

logs, and therefore, is not consistent with the other documents. 

An inportant nethod of controlling the use of criminal history record 
information is through the maintenance of stringent guidelines with 
respect to checking physical, environmental and personnel security. All 
the documents require that physical and environmental safeguards be 

maintained for criminal history record information systems. In addition, 

both the Regulations and the Standards provide for personnel security. 



checks and clearances as well as for their periodic review. '!he ReP2ct 

however, does not. r-breover, the Report anits the features found in both 

the Regulations and the Standards requiring special education and training 

courses for errployees dealing with criminal history record information as a 

means of rraintaining quality security levels. 

Secondary dissemination of criminal history record information by 

non-criminal justice agencies or individuals presents a pressing problem 

which is difficult to control. The Regulations limit disseminations to non­

criminal justice agencies to the purposes for which they were given, and 

would prohibit any further disseminations by them. They suggest enforcing 

this position by statute or by irrposing strict "user contracts" ul,X>n the 

recipients. Similarly, the Standards require that any non-criminal justice 

agency or individual must receive certification by the Illinois CJIS Board 

i.n addition to derronstrating a right and a need to receive the information. 

'Ihe Bf.!port is silent as to the types of controls it \'iOuld place ul,X>n non­

criminal justice agencies. 

Limiting the use of juvenile record information through specific 

control procedures is another iInp:)rtant issue raised by the documents. The 

Regulations prohibit access to them by non-criminal justice agencies, 

unless specifically authorized by statute or executive order. The 

Standards prohibit the maintenance of juvenile record information in adult 

information files altogether. The Report does not mention the issue. 

One additional feature of the ~port, howrever, not found in the other 

t\'iO docLnnents is the requirement that each criminal justice agency 

maintaining an automated system give public notice of the existence and 

character of its system at least once each year. A provision of the 

Standards anitted in the other documents is the requirement that all copies 

of 4lformation, including fingerprints and photographs, filed as result of 

an arrest which terminated in favor of the defendant be expunged and 

returned to the individual within sixty days of the final disposition. 



Dissemination of Criminal History Record Information 

'!he criteria found in the Regulations and the Standards for 

permitting dissemination of criminal history record inforrration between 

criminal justice agencies are generally consistent with each other. 

However, the provisions of the Report are at odds with the other two 

documents. Rather than allowing criminal justice ~gencies to disseminate 

criminal hi.story record information freely, provided it is for criminal 

justice purposes and the requesting criminal justice agency can 

denonstrate lx:>th the need and legal right to know the information, the 

Report would limit criminal justice agency access to those instances where: 

1. the individual has an employment application 

pending with the requesting criminal justice 

agency; or 

2. the person has an active case pending that has been 

referred to the requesting agency for the purpose 

of canmencing cr iminal proceedings or prepar ing 

pretrial, posttrial, or presentence reports; or 

3. the requesting agency needs the information, with 

respect to a subsequent offense, for the commence­

m:nt of cr iminal proceedings or for prepar ing 

similar reports. 

I DisSE'.minations of criminal history record information to non­

criminal justice agencies or individuals are, as a general rule, forbi<:1den 

to sane extent by all the documents. '!here is one camDl1 exception curong 

all the doct.ments, however, which would allow dissemination to anyone for 

the purpose of conducting statistical research and evaluations which 

cannot be identified with any specific individual. Both the Regulations 

and the Report prohibit disseminations to non-criminal justice agencies 

only if arrest records lack dispositions and nore than one year has elapsed 

with no active prosecution pel'1ding. '!he Standards prohibit disseminations 



to non-criminal justice agencies altogether, unless a legal right to knCM, 

demonstrated by statute or executive order, and the need to know can be 

shown. 

'!he Report would allow for a greater degree of access, with respect 

to dissemination to non-criminal justice agencies, than those situations 

defined by the Regulations. For instance, under the Report, rehabilitation 

officials may, with consent of the individual, orally give criminal history 

record information to prospective employers if it were to be considered 

bene~icial in gaining emplo~nt. 'Ibis practice is forbidden by the 

Regulations. Another example is demonstrated by the fact that the Report 

allows an employee of a criminal justice agency to confirm information to 

the public concerning a formal event in the criminal justice system about 

an individual on a particular date, at a particular time. '!bis disclosure, 

according to the Report, can be based solely upon the employee's personal 

recollection, thus creating an exclusion not mentioned in the Regulations. 

Wi th res~t to a person I s ability to gain access to his or her 

criminal history record, all the source docmnents have similar procedures. 

'!be LEAA Regulations differ fran the Standards and the Report in that an 
individual whose record has been corrected would be limited to obtaining a 

list of only those disseminations made to non-criminal justice agencies. 

'!be Standards, implicity, and the Report, explicitly, ~uld permit the 

individual to receive a list of all the agencies obtaining access, cr iminal 

justice or non-criminal justice. In this respect, the Report goes even 

further than the other documents by specifically entitling the individual 

to a hearing within thirty days, to appear with counsel, to present 

evidence, and to cross-examine witnesses. '!be Report also requires that all 

recipients of criminal history record information be notified when the 

record is under challenge of that fact. 
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Of immediate concern to all criminal justice agencies now; however, is Section 5:L4(b) 

of the Omnibus Crime Control and Safe Streets Act of 1968 as amen.ded by the Crime 

~ontrol Act of 1973. That Section reads: 

\ 
"All criminal history information collected, stored, or disseminated through support 

under this title shall contain, to the maximum extent feasible, dispositlon as well G:~s 

arrest data where arrest data is included therein. The collection, storacie, and 

dissemination of such information shall take place under procedures reasonably 

designed to insure that all such information is kept current therein; the (Law 

Enforcement Assistance) Administration shall assure that the security and privacy of 

all information is adequately provided for and that information shall only be used for 

law enforcement and criminal justice and other lawful purposes. In addition, an 

individual who believes that criminal history information concerning him contained in 

an automated system is inaccurate, incomplete, or maintained in violation of this title, 

shaU, upon satisfactory verification of his identity, be entitled to review such 

information and to obtain a copy of it for the purpose of challenge or correction,," 

Section 524(c) of the same Act reads: "Any person violating the provisions of this 

section, or of any rule, regulation, or order issued thereunder, shall be fined not to 

exceed $10,000, in addition to any other penalty imposed by law." 

The LEAA Criminal Justice Information System Rules and Regulations were issued 

pursuant to Section 524(b) and Section 501 (which gives LEAA authority to issue Rules 

and Regulations). Those Rules and Regulations are, therefore, now an official part of 

the Code of Federal Regulations (Chapter J of Title 28) and have the effect of law. 

Under the Regulations, each State is required to: 

(l) submit a plan, by December 16, 1975, indicating how criminal justice a'gendes 

within that State will develop operational procedures to comply with the law no later 

than December 31, 1977; 

(2) submit certifications, by December 16, 1975, indicating which of the operational 

procedures identified in the plan are being complied with ~; and 

(3) have completely operational, by December 16, 1975, procedures providing for an 

individual's access and review of his criminal history information. 
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Each governor was asked to designate a state agency to submit the pbn and 

certifications to LEAA. Governor Walker called upon the ILEC staff to provide this 

coordination and planning function. 

Because the Regulations impose special restrictions upon the "State Central 

Rep~sitory" (in Illinois, the Department of Law Enforcement's Bureau of Jdentiiication) 

and those agE::,ncies that provide information services similar to those provided by the 

State Central Repository, and because the policies developed by the State Central 

Repository pursuant to the Regulations will have an effect on nearly all criminal 

justice agencies using the Bureau of Identification and LEADS, we asked the 

Department of Law Enforcement to develop their implementation plan and 

certification stateme,1t immediately, explain their plan to local law enforcement 

agencies, and provide assistance to local law enforcement agencies with respect to 

whatever plans and certifications are required from local agencies under the 

Regulations. A session was presented at the LEADS conference in Springfield (to 

which all LEADS users were invited) and five regional seminars were held throughout 

the State earlier this month (to which all law enforcement agencies were invited). 

Further, because the individual access and review regulations clearly involve the State 

Central Repository and a State administrative appeal procedure, we asked the 

Department of Law Enforcement to draft appropriate State regulations and procedures 

and to discuss these procedures with local law enforcement agencies at the regional 

seminars. Every law enforcement agency attending one or more of the seminars 

received copies of the draft regulations and instructions for Illinois' implementation of 

the individual access and review Regulations. Agencies that did not attend at least 

one Of the seminars will receive copies of the draft regulations and instructions (and 

other materials) from the Department of Law Enforcement for review and comment. 

For your information~ we have asked the Administrative Office of the Illinois Courts to 

coordinate the submission of plans and certifications to ILEC with respect to the 

judicial system in Illinois, and we have asked the Illinois State's Attornies Association 

to assist in the preparation of plans and certifications as required of prosecutors. 

It is our responsibility to collect the submissions of the various components of the 

Illinois criminal justice system and prepare the State's submission for LEAA. 
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Ther:e apparently is some confusion as well about the standing of the "Privacy and 

Security Planning Instructionsll which were distributed. While those instructions, which 

interpret the Regulations, do not have the force of law (as the Regulations do), the 

instructions were prepared at the request of LEAA; they were reviewed by LEAA; and 

since LEAA has clear authority to approve or disapprove of Illinois' plan and 

certifications based upon their interpretations of the actual RegulatlOns, it seems 

prudent to use the instructions and interpretations with that in mind. 

Let me stress, however, that 1n those instances where law enforcement agencIes can 

demonstrate that LEANs interpretations of theIr Regulations make it impossible or 

impractical for law enforcement agencies to carry out their statutory obligations, we 

are prepared to bring these problems to LEANs attention and to seek amendments to 

their interpretations. 

You should communicate your concerns--in writing--to me as soon as possible so that 

we may work with LEAA well before the December 16th deadline. In addition, if you 

have concerns abo'"'t the Department of Law Enforcement's plan, you should 

communicate with Director Harvey Johnson or me about those matters immediately. 

I hope this clarification has been helpful. If you have additional questions, please do 

not hesitate to callILEC's Criminal Justice Information Systems staff specialists or 

the Department of Law Enforcement's Criminal Justice Information Services Division. 

They are prepared to assist you in complying --in the short time we have been 

allocated--with the Federal Statute and Regulations. 

cc: Commissioners 

Director Johnson 



APPENDIX ii3 

October 22, 1975 letter of response from Chief of Criminal Justice Divisi0n, James B. 
Zagel to Executive Director David Fogel and October 29, 1975 letter of response from 
Director of Administrative Office of the Illinois Courts Roy O. Gulley to Executive 
Director Davh:l Fogel. 
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Law Enforcement Agencies Data System Statiscal Summary for January 1976 

Total Directed Inquiries Hits Hits Messages Messages Hi-Way i 
Traffic Messages % to NCIC from NCIC Condition~ 

File 

CHF (Computer Hot File - 886,921 39,473 777,508 9,516 1.2 323,303 323,303 17,434 
stolen property, wanted 
and missing persons etc.) 

FOlD (Firearm Owners 33,060 132 14,265 
Indentification Division) 

TIPS (Traffic Information 693,473 294,051 
Planning System) 

CCH (Computerized Crimihal 135,081 232 30,315 5;679 1.8.7 26,462 10,535 
History) 

ALECS (Automated Law 133,202 69;j47 6.3,855 
Enforcement Communication 
Systems) 

NLETS (National Law Enforce- 52,184 11,766 22,307 
ment Telecomunications Systems) 

SALOON (State Alcohol 11,678 1;980 
Licensing On-Line Operational 
Network) 

TOTALS 1,94.5;599 120;950 1,204;281 349,765 333,838 17,434 

Usage Summary: 

Transactions/D'..lY 62v761 3,902 38,848 11,283 10,769 562 
Transactions/Hour 2,615 163 1,619 470 449 23 
Transactions/Minute 44 2.71 27 7.8 7.5 0.4 
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INSTRUCTIONS 

1. !Xf! or ~ all information; use !-LACK ~. 

2. Y2! LEADS/~ ab~rev1at1on only. 

3. ALL sign1tures must be present. 

4. CORRECT and LEGIBLE entry of the ~ NUMBER and ~ number. 

5. 'COMPLETENESS and bCCURACY of all information is essential. 

Mail State Central Repository copies to: 

DEPARTMENT OF LAW ENFORCEMENT . :' 
Bureau of Identification 
Quality Assurance Unit 
515 E. Woodruff Road 
Joliet, 111in~is 60432 

Telephone No. 815/782-5242 
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2 _________________________ """"I~I-·-, '\ 

3~ _______________________ _i'~!--·; 
FOR EACH ITEM CHALLENGED) INDI CAl£ BELari \/lfHAT YOU BELIEVE TO BE 
THE CORREa INFOPJvV\TION .OR REAS~ FOR CHALlENGE. CITE ORI GI~!AL 
OOClijj;NTS \'1HERE POSSIBLE TO SWSINillAJE.YQUR (HAIl ENGF Nm INClllIf A QPI, ' .... 

" 

) 

!~--------------------------
I 

I 

2 
, 7 

---------------------~------- ·1 , 

3 I 
E- -....", 'I , .. 

, I 
.-~.... ., 

i 

OIAI.J..lNGER' S SI~ DATE '! 
,J 



l 

" 

/ 

'''-.... --.. ' 

INSTRUCTIONS 

1. IX!li or PRINT all lnfot"lDation; use BLACl5.!li!. 

20 y~ ~ADS/~ ab~reviation only. 

3. ~ signitures must be present. 

4. CORREC! and LEGIB~ entry of the ~ NUMBER and ~ number. 

S. "9PMPLETENESS and AQCURACY of all information is essential. 

Mail State Central Repository copies to: 

DEPARTMENT OF' LAW Et1FORCEMENT 
Bureau of Identification 
Quality Assurance Unit 
515 E. Woodruff Road 
Joliet, Illin~is 60432 

Telephone No. 815/782-5242 

I 
I 
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APPENDIX Al 

L, 

Statutory Authority, Criminal Identification and Investigation Act of July 2, 1931, chap'ter 
38, section 206. . 
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8TA TIrrORY AIJ11{ORITI 

Criminal Identification and Investigation 
Act of July 2, 1931 

206-1. Powers of Department of Law Enforcement-Employees or .~sistants. 

The Department of Law Enforcement hereinafter referred to as the "De-
n 

partment", is hereby empowered to cope with the task of criminal ident-

ification and invBstigation. 

The Director of the Department of Law EnfoTC:ement shall, from time to 

time, appoint such employees or assistants as may be necessary to carry 

out this work. Employees or assistants so ~ppointed shall receive salaries 

subject to the standard pay plan provided for in the "Personnel Code", 

Amended by P.A. 76-444, effective January 1, 1970. 

206-2. Records of Convicted Persons. 

'l11e Department shall procure and file for record, as far as can be pro-

cured from a:c.y source, photo graphs, all plates, outline pictures, measure­

ments, tlescriptions and inforrrntion of all persons who have been arrested 

on n charge of violation of a penal statute of this State and such other 

illfo111n~ion as is necessary and helpful to plan programs of crime pre- . 
~j 

" vcntion~ law enforcement and criminal justice, and aid in the furtherance' 

of those programs. Amended by P.A. 76-444, effective January 1, 1970. 

206- 3. 1 n forrration to be furnished Peacc Officers. 

The Dcpnrtmcnt shall filc or cause to be fi1cll all plates, photographs, 

outline pjcturcs, mcasurcments~ clcscrjptions ~U1cl information \':hich shall 

be rccc1vc'd by jt by virtuc of its office and sha.n n..'1~,(' " cOI'IplE'te and 

syc:;tcrrnt ie record and index of the !'a1:1C, rrcyiding thcrehy [l tncthoa of 

convcni('nt reference aml comparison. The ])epnTtJllE'nt 5hn11 furnish, 

upon appllcatjon, all infulmation pertaining to the il1entification of 
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NOTICE OF REVIEW 
'. 

, 
-~ '" 

~E NLM3ER BCI:I*[III I JJJ1 
!NN<E "=-=--.~~S~~~ ~~ :==:1:' ':=~~\I~~:" ~' --_It 

l - .. .,-. ::~ -. . -- _ 
: STREET ADDRESS 

, i~ 

CI'lY STATE 
THI13 IS A ROUGH COPY. 

" ,- , 

LHJ.',I:!; U~' ,ljj,.tHn 

I I SKX , 
"'ENOOR AT PRESENT TIMB. ",' 

r I I l- I FORM BEING PRINTED BY '\ '", '. 

rr.~l,HtUUU:.D TIfIE FOR REVIEW 

~gw~I~~ A HE TH ~DI a ~. E I~ tOO rn~~1~.~t ~ f GTA ~c elf ~ N A _ ~IA~~ liND mIL fa ~G ~l , 
TIME - a.~~ DA'l'E TIME a.m. DATE .... " 

p.m p.m. 
! STRt:.t::l' ADl)}{ESS 

,-
I '1'.LMJ::; a.m. jUA'l'.t:; 

p.m. 

CITY STATE ZIP TIME a.m. DATE 
p.m. 

REVIEWING OFF1CER IDENTIFICATION NUMBER TIME a.m [DATE 

=244 •• • .. m 

YOU MUST ErfliER REVIB/ll-IE INFORW\TION AT THE TIM: INDICAlED OR CQ"1TACT 
THE ffYIE}IING ACfNCY HIll-I l) DAYS OR THE REVISI/ WILL BE 1ER/lUNATED. 

THE FOLLOlHflG ARE AVAILABlE FOR REVIEH 

[] CRmINAL HISTf)RY RECORD H1FORr'\l\TI~ o IfCrSION m AU1WrSTRATIVE REVIEW 

o IfCISlal CN ItCORD CH~U_C"IGE o If CIS I a'l a~ ADt1IrHSTRATIVE APPEAL awu\I~rr 

o I I-lAVE ffVIHlED TilE roCUM3HS I~IDIrJ\TED ADOVE 
lW;2UES'IDR SIGNATURE DA~l.:; 

. 

OAT; I"~ i ; I 
.' DATE ITEM RECEIVED DATE NaJ.'ICE MAILED 
,r~ 

I I 1 I I I I I I I - . 
-

- ' 

-, 
, , , , 

COpy 1 - SlATE CENrRAL Rl':POSrrGRY 





._----_ ... -. 

1. lllCmT'I'lnl~11I 

n. I.FI",[, 'rIlUI\IU 

~. III\ill'r INIJIo::\ :l Hlml'!' "II1H)I.E 

.7. 1./"10"]' INDI';X 

. -.. ---... ~'---- ... ~~~-=-.-~-. ' ;~\' ~!:~, ,,~ 
. "I; \' ~ 

:·;;J~tt 

1'·' 

·l. Itl GH1' IUN G 

!J. 1,\!:J<1' lUNG 1<). LEJi"r LI1'TLE 

!lIC;1I1 Iflllt! Jo'IN<HmS TAKgN SIMULTANEOUSLY 
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ADDl1'10NA1INHlI~M,\llON 

. \ -, . 
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i . 

,\Ullin VI,\lIONS 

neL. 1\111".'11 "I Idl·,\ufl.',llIlllI " ... 

Olt!. 1';1, J( Numh"1 

m.x. \'nlt'l \t "liP 
SKN SlIh\l'l'1 1;111 ~ 1I1ll' , 
son, SI.lle lI\ girth ' 

'Ill). Stall' t'", (JIII\ 

k \Cl- - ( 'ill'\'. 
W·WIIlIl' 

N· r-.Cf~fI' 

J. .1 '\I'Jlll"I' 

I. IlIlh"l\ 

C· l'ilill"',l' 

O· Ollwr 

Alw.IY' r.' .... ' til Ih,' :-,\ It l'mh" 

;lm\l,hhr,'\ 1.,111111' \\ \I"" ill ,Io\lhl 

ill nllih nIl! ,'1111 ,," 

II U;"";OIS IH-P/\lU'Ml·011' u:: li\W i:NFORO:Ivil-;~n 
BliRJ./\t! or IDLNTIl'I{ '.\TiON 

)\::. \/\1..;1 \\'onIH'.tjj-T RO,,\!), .lOllEt. 1;1 INOIS,,60-+32 
"" "", .. ' " .. V 

TillS' AREA 

II 1'11010 IS r~(YI AVAILABLE "X" THIS \. 
o 

111'1l(lj() IS :\VAIL;\BI r BFl NOTSllBMlTTED 
Pl !'ASL INDICAn M.ll-Nt'\' OF RECORD 

IN TlIlS SPACF 

I. ("lllph'I" n"I"ll\'~" I'm appli':.lhk illfortl.atinn ..:atl'gnry • 
• '. 1'11':' or PRl:": i ,Ill in\tmn:llIOIL Ii',' hla,\.. ink_ 
.L ,"11\<' fuil I'ln"lell J""rriptiOl:: \I"~ I ,.I' ,\{}:. ;\;( 'It' ah!lI'i~viati(lm. only. 

N,'PI l!H'tUnph."lr OJ l ndear 
:,," ROllI' !-.hll\\ 1\ 

Race' '>lIn\\ l\ -':lIt {'I,';,r 

-.;" 11011<' nt' BUill 

"I, (ItT" tal 'ili.!,,:llllh' 

;0.;,.1'<"1111111 1111-.' (;IH'I\ 

'01 I nil:, itolk,1 

1 ~np: liP"l L. 'ni-.l'ti 
:'Illll"I!,.',;, HlulIl',j IIr l:nre;\(l'\hlt! 

\ 'II { 1,,,,,f',lbh' 
\h,\lng InIlHl· ....... nn\ 

Ilam'- \,"\<'I "," 
nlml~: 

"".~, -~.---,.- ...... --'"' 

" " 
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REQUEST FOR ACCESS AND REVIEW 

mIS IS A ROUGH COpy. 

FORM BEING PRINTED BY VENDoR AT PRESENT TIMB. 

.. 
RDJUFS'tOI\ SIrnATh'RE 

! IIAI£ f£(I]1£D A (JJ1'( a= f!( T!lA:1SCR!PT 
----- ~roii~= 

.. 

! HJ\\t fB'IRI8J W T/w~CRIPT NlD \tRIFlED ITS CORlICTNESS 

~TOR SIGWIlUIlIl -
I HJ\\t fEVlOO W TAA'ISCRIPT A'lD rEUE\£ IT IS li'ICORIICT 

COpy 1 - STATE CENTRAL REPOSITORY 

DM'£ 

o..Tf; 

llAn: 
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--------~---'- ----.. .--. ""'.-._-'.-----
INSTRX;'l'IONS COPY DISPOSITX01'S 

1. TYPE or PRINl' all infonrationi use black. 
ink. 

2. l'bte full physical (ESCriptioni use IEADS/ 
NCIC abbreviations only. 

3. lUI three sigra tul:'es must be present; re­
'Viewing officer, requesror, official tdk­
ing Fingerprints. 

4. COmpleteness am acalIacy is essential to 
ensure proper identification. 

ABBREVIATIONS 

I-Gl' - Height 
SEX - Enter M or F 
SKN - Subjects Skin 'Ibne 
SOD .. State cf Birth 

Copy 1, 3, 5. Dep:irt:Ct1ent of Law Enfoxeenant 
Bureau of .La~tif:i.catian 
Ql:ality Assumn::e Unit 
515 E. '(!b:rlruff Ro:">d 
Joliet, nlirois 60432 
Teleprone ~. 815/782-5242 

Copy 2. Reviewing Agercy 

Cow 4. Reques tor 

YOUR FP C'ARD IS BEING RE'ruRNED .BEI:AtEE: 

~---.:Nane Inccrnplete or U:rx::lear 
-- No Ra::e SlxMn 
--Race SlnNn tbt Cler 

'i,r I 
• I 

mr - Weight 
Rf\.CE - illl'I'ER 

No Date of Bh-th 
--:N.:> Official Sigrature 
-----Not Fully RoIlG& 

I 

I 
i 
! 
I 
i · 
1 

W - vi'hitE.' 
N .. Negro 
M - Mexican 
J - Japenese 
I - Indian 
P - Puerto Rican 
c - chfuC""...e 
o - Other 

AlW::iYs refer to N:IC fiDES 
and abl'IT.:lfiCl.tions 'Nhl2n in 
t:bul:::,t j n 112J. bg entries. 

.ll1lpIDp.!rly II".ked 
---: Srmrlgec1, Blurre::l or Unreadable 
'-Un-Clas::;ifiable 

----Hissing L'T'.press ion 
'--Hands H.f!ver:s.::d 
--lob Fe\{I.JeE.tor SigTi..cure 
---c)ther 

.. ,- . 





It'''''' "- ... ' , ... , ......... ----... ~-----.---~-~. 
I -, . 

(J' .St,.,t IiIIis o.partme~t 
;II' of .... Worcem..mt NAMS 

~ , , Ilur~ .. u ,"~I kft:'nllh"JIk.'" ' ~'RrHDATE 

$- '. SIS East WI."I(ldru(f R1.1ad. '\lIAS DOB 

If' Joliet. Illinois 60-432 Mise NO. 

AGENCY REQUESTING TRANSCRI'T 

t I ~~ :~~R fT IN. ~YE~~HT' 

[J
:,. I~L P.UREAU NO, NUMBER OF BONDS HENRY FP CLASS tJ 'I'. FP (LASS 

: : -~ FBI NUMBER BFW ISSUED 

• - CHICAGO IR NO BFW QUASHED 

r"NI"~._ • ..,ASE O' ft." INFO.MATION TO UNAUTHORIZED INDIVIDUAlS O' AG'NCIE' O. MI'USE IS ,"OHIOTED B' fED.RA' 'AW TITlE ., usc 317/b 
PERTAINING TO CRIMINAL HISTORY INFORMATION. 

~ONTRIBUTCR J ~ DATE A STATUTE' 
I DCCUMENT CONTqOL NO A D OF C ACTION tIM/E ·,'.c· 
I A.GENCY CONTROL NO. ~ E TRANS, H CITATION !-'----------+---t-----+--I----------+---------- -~--- - ____ ~__._L ___ _ 

1 I 
I . 

........ - ':-

" , 
I'. ,/ 

mIS IS A ROUGH COPY • 

. FORM BEING PRINTED BY VENOOR AT PRESENT 
TIME. 
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"t; 

";;'1 ' 
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.' ~,~ 1 
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r· " . , 
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I' ,~ 

'.In,~ _..,.._ ..... ________________ ------__________________ .... r ___ _ 

~:~I·' .. It/.of. I':f" .. ~ , 
I 'rb'--'o 

',. ~L • 

,f.}~ ~ .. , 
i':i,,'~.' 
:/(\, ' ;. 

" 

. ~:.'~ ~"~ 
j. :-'. 

~: .. .; .. CUSTODIAL RECORD 
" ' 

1 :, ~,~ '1;; 

411 t,,----
COMMENTS: 

•• ' I,' 

" J~~~ Of I': -r~ 
." ',I 

J:,' ," 
• I ~ , 

1· 

.< 

i:', 

.~ .. 

ABBREVIATIONS 

BCI - Burenll Ill' Iden lirka lioll No, 

ORI, NnC Number 

S~X . Fnler M or I, 

SKN • SulJjl't'lS Skin Tone 

SOB . Slal~' of Birth 

TID· SI;!le 11~1' Only 

RAn.· ['N1FR: 

w- '~hitt' 

N- Negro 

.I. JaPlJne~l' 

I· Indjaw 

C· Chincsl' 

(). Ollwr 

Alway, refer tn Iht' Nel(' ('mit', 

a~d ahhrt'vi;l lions when in douhl 

in mak ing en trit's. 

----~-- .. .-...- ... -~ 

ILLINOIS DEPARTM[~NT OF LAW ENFORCEMENT 
BUREAU OF IlJt:NT IFICATION 

515 EAST WOODRUFF ROAD. JOLlET, ILLINOIS 60432 
.,.-. -"'-"'" "-'P---'--- - ..... _ .. 

PASTE PHOTO IN THIS AREA 

IF PHOTO IS NOT AVAILABLE "X" THIS D 
IF PIIOTO IS AVAILABLE BUT NOT SUBMITTED 

PLEASE INDlCATE AGENCY OF RECORD 
IN TlUS SPACE 

... _-_._------_._-"-----'----
INSTR tJCTlONS 

{. ;~~ 

I. ~npl~lc re.~ponscs for applicahle information category. 

2. TYPE or PRINT:l1I information: ust' hlack ink, 
J. Note full physic,]1 description: u~e LEADS/Nne abbreviations only. 

YOUR 1'1' CARD IS BEING RETURNED BECAUSE: 

Namc Incomplete or Unclear 
No Race Shown 

Race Shcmn Not Clear 

No Dale of Birlh 
No Official Signa ture 
NlI Charge (;ivl'n 

Not Fully Rolled 
Improperly Inked 

Smlldgl'd, Blurred or Cnreadablt' 
lln..( 'Ia~si flahle 

Mb,ing IInprl'~~i()lIs 

I hllHh ReVCrSl'd 

OTUFR: 
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"X' 
'(/'- /,;/"""--/ 

~+-.i 

D 

~ ________________ ~~~ __________________________________________________________ ~ ______ ~ ____________ ~~'_.w&~~~~~~>" 

COPIF,g 1, 2 & 3 ARE TO BE RI'.TA INlm KY INSTITUTION FOR REPORTING FUTtTRE STATUS CHANGES. 

COPLES 1& 5 ARE TO BE FURWAHllED '1'U BURI':AU OF IDENTIFICATION UPON RECEIPT 01, RESlDENT. 

i';. 
. . -- .-- ~ 

____ ~ __ .-e ___ ' ______ _ 

I W"'IOr~ ,-Tc':t "1' 
~,L--l---'-- ~LJ, .. t i) 

-f-------'-'IIM>ri?H-::\HIWI1- ,!,,"ff"ffil'''N,.-----j (·L"S~I ... K" nON 

Hfo.HJtlNtl-: 

~TI~" TillS O.\~, "A\'It~""Mrt ,",,'UllIN ~IlC". 'T,,," M'I>NAfIIlN.\I.H' f.?_U ~ _ __ _ ____ -'-___ -l~~l 
STAII.,lj) CODE STATU~ CODE' --'-, 
Absconded 401 __ Mandatory Release Revoked 415 

Administrative Discharge 402 __ ..:.~_ Pardoned 416 ~ 

Cert. of Relief 

Commited S,licide 

Com mutatio n·Prior 
Sentence Rescended 

Conditional Release 

Conditional Release Revoked 

Deceased 

Discharged from Criminal 
Justice System 

Escaped 

E xllcuted 

Furloughed 

Furlough Revoked 

R clease 

403 ___ 

404 __ " 

405 --
406 __ 

407 __ ,_ 

408 __ 

409 __ , 

410, ___ 

411 __ 

412 __ 

413 __ 

414_ .. " 

Paroled 

Parole R evo ked 

Probatio n 

Probatio n Revoked 

Released by Court Order 

Released·E xpiration n 
\ J 

of Minimum Time q 

l' 
Released on Appeal Bond r 

I' 

Sentence Commuted C· 
Work Furlough & 

" 
Work Furlough Revoked 

- '\' 
Transferred 

Accepted Parole Jurisdiction 

417· ......:....-

418-_ 

419,_:_: ,_ 

420 _' __ ' 

422 __ 

42S':'_' _'_ 

423 __ ' 

425'~ 

426 -':" 'ii" 
,:i,,'. ",""l 

427 _'_'_ 
" 

429_,_-:" 

'430 _. __ 

j"J ... 

T--­
I 

Accepted Probation Jurisdiction 
~----,---------........,-~---~.-----",,'.~-, ..... 

9L!RATION OF~JATU.§, CIjANGE .L ,[:)~:.r~9FTRANSACTI()N, '; 

' .. ' 

,. 
? 

( 

"". 

!. ~ • 
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',-OOCUMfENT CONTRol-NUMaER 

~~--'---iDISPOSITION REPOR T~.e, 
FIRST NAME MIODLE NAME 

STATE'S ATTORNEY DISPOSITION 
STATE'S ATTORNEY NCIC NO. 

III I I I I I I 
--......-"--:-. 

ARHI(HT CHAHtJ.t~ C 
~ .. tAHCU( NOT "Uj\"O~ • 
NU", ..... h "I~"" f'ltl.IE:U CJ-(A"TH:11 AIfTICIIi 'iD:C!itUN t4UtHHtC:1"ON A CLAntJ !:I A Til( loll' DI~P""TI~N CADII NIJM~"fI 

. ------- ~.---, -. --- "'- -----"--,- __ ._~ ........ 0--_ . 

1 ! I I I 
, fp'l'''- ., 

I J .. 
2 L J I I I; :- >~ 

3 I I~ 
.'t!. 

I ','\ ;. '" 

4 I I J I I --4~~~ 
5 ! I I I 

, '" I 
, ; 

6 ! I. r I I 
7 , I I , , , --. 
8 I I I. I I ' ' 

}iI 
____________________________________________________________________________________________ ~ __ ----~------____ ~--~- ' ',i 
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ILl I I, _ I I un ,,~~? 

AARe:S"r 
CHARas 
NUMaER 

o 
III 
l­
t 
o 

" u 
< 

.{<O~ 
o ~:;j: 
w - ~ 

~ ~ ~~ 
; t~f z <cu C 
o XWe 5 

"0 ADDITION,Ai.,. • ,~> :~;t 

,', 

U U(n,.. CHAPTER ARTICLE:! SECTION sUa sECTION A CLASS DATE OF DtGP051TlON t:;A:tUt NV~~ 
---+--I--~-+--.-r- .. +---------,-----------------.-r-_._--r--- ------r----~-(-F=...:;'J :'<', 

1 1",1 I I I '\. .I' 
". 

',~~ 

3 " I I I I " 

" 

4 r I '11 I 
, 

~\ . ., ," 

" 

5 I I I I , 
':~ .. 
" 'I 

' . , • . -t~ .. ~ -6. II I I I 

,'. 7 J L J .l I 
------+-~r_~---r--_r--+_-------------------------------------------------------+_--+_--~--~~--~~~,--+_-------¥---

8 ' I '1, I I I , .' 
--------------------------------------------.---------------,-------------------------------------------------~ .. ~"~.--~.-~., h 

SENTENCE 

I-
Z 
III 
l< Z' z 0 
0 ~ ~ 

l- ii :; 
z ~ It 
IIJ ;! III 
~ Z ~ 

Z ~ 0 ~ 

0 ;: UI 

!!! 0 <t I-0 • It It ~ ~ 0 0 

~ III It 0 
~ ~ U 

:r 
AfHU!ST I-« CHARGE III 
NUrvtaER 0 

TERM 

~ ~-----,-------.-------+-A-M-O-U-N-T~ 

~ YEARS MON"HS DAYS DOL.I~ARS 

1 
2 

3 

4 
5 \ 

---+--I---~_+.-... +_-l____+---+_--_+---_t_---i 

6 ,1 

7 

BOND I N F O'&,M A T I,O.'N': ~\"~'~ 

__ RELEASED ON RECOGNIZANCE 

_ REMANDEO TO COUNTY JAIL. 

_BOND 

_ AMOUNT 

BOND FORFE:ITURE 
WARRANT ISSUE:D 

__ YES __ NO 

. , 
'. ,t ., 

," , 

aOND F'ORFf,t,URE 
WARRANT "'IJ:A'S'H. ,.\lOb "'t,', -, ':1 
~ ~).:.~ 

CRIMINAL JUSTICE INFORMATION SERt¥,J.;Ge~.;~ ?,,:)"!:'i 
-. 1035 OUTER PARK DRIVE WEST ';:. ,,;:,~/~ 

CDOII\Ir.!:I!:1 f') fI·I~.I\I()I~ ~?7(ll:1 ,:.!'!~,-:;,,: 
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ARREST 
CARD 

I--------..:.--.~ 1\" .. ':." .lAC:KtlT NUMuttU·IID I 

IlL 
1. ..• _.-,_ .• _.,.. 

flA T A MA<;r f:: H (ali\I'IIlI.~i 

1 F-~m,,~ LOCATION 

I 
f) 
'j 
I 
j 

~ 
1 

I 

" 

AttAR.,. LOCI\TIOH! 

MIIt8'l1<C A CHI AU"L,. 
Of"FICv.. 

71)--~un~-' sODEn NARConCS 
n OP"'tcell 

Y"'I'I NO "If'!s N o yC,g NO VI!S NO Y1ii!.S ",0 

0 Cl ° __ fI __ .JL_O_D 0 0 0 
""OTQUM~HUO PHO'l'O NUM oEtR 

·/i!!:~ NO 

0 0 
ltll"UI~H'" Nti;:'Ol!tR -----.. -.---------l 

WARRANT CLEAttED 
LL"tADS 

WJ\"V1510 II'\" 

Ncae 

"CIt: 

Yes N() 

- ,_._~L_-EL._ 

----nNocr~iMI·NAi..~;;i5,..o"nv~;EC·o;_C .. TO: • 
AGI!NCY 

",GBNCV 

4 

AGENCY INFOR' 
.~~.--.... -------~,--.... --~ .. , .. -~. 

MATION: 

, 

CHII.OPa:R·OIO'-11 
COpy 1 ARRESTING AGENCY 

11~ __ ________ ~ _____ • ____ . ____ ._. 

-yVPl! pOND: 
. CASH 

o 

l"'IRST HAMil 

CI\«O 

o 
IiIONb 

Qlltl'os,,. o 

-
1\1'1 A~.l\ ;.\,,~~ 

t 

h 
~ 

-.~ .. --.-~ 

t' 

,It 

!{I 



I LUNOIS DEPARTMENT 
OF 

LAW ENFORCEMENT 
BUREAU OF IDENTIFICATION 
515 EAST WOODRUFF ROAD 

JOLIET, ILLINOIS 60432 

INSTRUCTIONS 

Offenses considered Criterion 
offenses will be submitted to 
the Bureau of Identification 

, via Arrest Fingerpnnt Card 
if the subject is tel be held 
for prosecution. 

A Criterion Offense incllllJes 
all felt:mies, Class A or B 
misdemeanors and certain 
Chapter 95Ya of the Illinois 
Vehicle Code offenses. Other 
traffic offenses shall not be 
submitted to the 8unHlll of 
Identification. 

1. Complete response,> for appli 
cahle information cntegory. 

2. TYPE or PRINT JII infnrrnd 
tion, use lJlacl< !Ilk. 

3. Note full phY5icill de3cription; 
llS(~ LEADS!I'jCIC lborcvia 
tions only. 

4. Basis for caution; i.e., drmed 
and dangerous" suicidal, etc.­
enter in I CO space. 

~,...--. ....... --.----.---' -----------.~-. _. -----r ' 
J 0.: 

PASTE PHOTO IN THIS AREA 
IF PHOTO IS NOT AVAIL/\BLE "X" THIS SQUARED 

IF PHOTO IS AVAILABLE BUT NOT SUBMITTED 
PLEASE INDICATE AGENCY OF RECORD 
IN THIS SPACE. 

,4UtH,EVIAT10NS 

!'I:X. biter fVl or F 
:·;W,\! SUbjf)cts Ski;, l\',)i 
5C';1 ·~,tute of Bin!, 
TI U St.ne U~(> (lniy 

VII 'lvhitc Indicll 
f\i Ncnro C . Cf-Jinese 
I .Jcip,me'iC 0 Otht)f " 

AhJlldYS refer to the 
!\jete CODES nnd 
LihllTvidtions when b' 
doubt in rnaking entries. 

--------_.-._-----------------
YOUR FP CARD IS 

BEING RETURNED BECAUSE: 

* [: 
r:. 

. , 

, ' 

'~ : t 

, .. ! 

J; 





)f..-r,~: • ;::;:I.j '·-'.-::~S .l.~: \\l • ...: ... ~.M • '1JSi st ;r~ I~. 

~~. t~~~ ;t.l;~?:~;~i:::;~~ j~r;:'· tf tM·'V!-f..':!Qi 1S flu.nl 

, ~l'C~~1Q ~~~;;;:~:·;.:.~.:~::T\.?~: ;t.';;~~!; :'~~!~r~J~~r}~~e;c 

. ~fl:}#i;;~1~:;'~J~~?~;'::'~; L~d;~~~~~~).~ ~r. 
~~~ CD ~~-;~:':~·:d~~;.~ :?~~~d~:~,;:\~~'J't;""«~::~~W 

1" .'. ;.~ t, 

~'tClr!"",r0 .. ~:.~; ... ~: ;~.;:~~~~':'.:,~" :~r;:.::'.' !\t.'j!~ ~~,..:t<; ~,'~~<i.;;)rc 
t ..... e; t... ::l. ~.I. ~-C 3.;'tU~;'!"" ~.'!r.::f !It.(l~d t"r.tet t/".e """,rd 
"j7 :-.:' .n ~J,.~ ,.;~)(. :r arn'5j:elt h 1.:~4i1a:.h: o£ U6J'Ilfl. 
l'J l )_;,;·,~.::re (1:\.r,.l., I!X"S tot no. h:'Jo.l to \Orate, ete,) <nteJ' 
\IClr1 .... '\~!.E in ~h .. t,!t.(J;, 

M&:.;-.;.":'lZt(i3) !.i";1 Pf;p.T[j .. r,Tter U'.t ">nth, lttf w ~ellr that \he slbJect 
• W~ r,lI'tr,Jt:.MN Il', th!! s.r<Um. 

w"WiOj(Y ® ;:cJil~~~'t~I~,:~~.e t~;~Z~~ ;~~~~~J~~~1-::~t~J 
h"n"C: a ax;;l!! hare. 

w..-c..TffiY @ SE.~ .. tnt~r lot ler ~ruI. :t"d F r,'r ::'t.~!J:. 

AA~tmY @ ~ ;~.:ni~i.~~i~1~~~~ ~ ~:; ~~~~~~\~!!'~rt t:; ~~~rN 
rrAT.' end. to..l':C' C,:1!I..-:.. ... 'l.l.;d ~'l lila ~Cl!ti'ln carrdorcnc to 
t.'me t?ol:tr;~lf u:c~ 1:', t.\c \'C;(: :c";'if,£ ,~~t(Y.. 

~ 

• J 

hlllTt'" ·l:'~l~' \O:.Q:l1l'lo:r.t!l."ttlil .... 
N::tion ... Iral.r! .... , ,Vllr! I",'i" .. ,,"~ r,,\~~Jl,rt • 

I 
C 

JA.t:~,1 ~1~1;1U,t'" 1.!tlirt"d.ll'''. ttrr<"'-:"I 
j\;;;:', r. ,":''<0, "~'. '.'l,! ·lt~(lr TCr,'loratc-;. 
01.\ ... ,- ~'H ::';J~_''::'':'' ,,,,,,~,:,.,,, r'l!l'~:-' 

A!.L em;",'" .\;'1,.::; ... , "Ok • .:1...~). 
" 

tAL 
Pl.);' 
eL.' 
liIO 

"'" )lW 

"'" • on 
·~Id (P..U.) is to he uscl \<:'cn the .. d'1jcct 

l,.1.\ U ... t rost \)f tM }Ullr on lu!\ hc3d or 
\4,o.urhs'h 

~~TOSIY @ St:=~ iS~:J • th" secUon rcrcrs to the ,LbJtCl'.s $\:tn to"e or 
tcr'1;llexlon. E:'Itcr one af tt.c thr~ el~'U:tCT code:r bdQlI 

SK~ T(1':E (rr.~lEXTrnl (S"'''') 

,\1tnr.a 
ljl",,\I. 
[ttl;; 
f\u\:S"",,, 
talr 
f.lr.ht 
Ught f):wn 
~k.',hU'l 
~:c •• ' .... bp'J\,n 
,T!IU' 

... ~j 
$ll!CN 
\\'1IQ1. 

ILLINOIS CRr~iIm JUSflCE r:--mRW,rrm: SERVICES 
DEPAA1Wm OF LAN E\roRC!N~T - EURf.All OF IDE':rIFIC~TIO~ 

1035 Outer Park Drive - fprins;field, Illinois 6Z7().1 
217/78::-7980 ~faICh 4. 19;6 

OO'lRLCTIONS Fen TIlE ARRESf Th'FOR.\\\TIOX SECfIO!'l Al,D IDE'rrIFlCATION SECTIO}( 
A.1W'S'r FI~t'tPRL\'f cAAIl - OPrBR PORnON 

ARRESf INrore.~-\. TIO}( SB:TION 

oPrICWJ. @ ;t~;~l~:-:;:i~{~~!n-,~~~I.lk~~~ ~iilt:~~ 
uU;n ~£ U',r- Prt\~,'"V :.ct Gf 1$'"" • - • YCiJ tun: \OUT'. the 
'fT"ttl' u.u l~'" ~,Ull ~~'Url~ '~:Nr 1."",<1 n~t No th~n. 
but It ~('Itl d,Jo'~~' h'~ it I;' (',-'.\hk-tC'\~ \\'h#l1.lrY ~rtJ 701:\' 1:<. 
fl'Iterr-J Into ca,'l.!!en;tJ 1;'I~~ .. ruthY\ s"stct" ... t tk ~ucM.\ • 
S~3te .a..r.J;\U 1c.,;al !I!'o'th cC :t:';1:t"I';"'er.\, 

crn~ ® HlSC£:..1..\.'JEX3 ~v.r,:,:; ~mJ: . A ,-..u:1':':'..;"l.J:" ~ent'pr.i~ ~;..'".l..~tJ.r: 
AnJ./or l1!1.,"'CtlC ,:''-,''IT",'':'''" "'4\ ~c- f"~tCtTJ in ~~ .. , Held. ThU lS 
a an.H1 \UI1\.t\:O:'~ll l\l(.lt\Htr il.'IJ .... l'TK,tl's nil' eM!:'I" SI.lCh. l.nfu~ 
"'tUII) as hrt':on .)"~cr'5 IJ.e:'t1h\7 .. t,~1\ mJ':~r or I!n\~r's 
1,lcl!':\~~ n,.-t ... r ~r: ti'.~s !:I~o.:;~. I: ,$ an '7'tt¢n.l.l Ucnti!ter. 
Pre:crubl,. USr-- ;hl! i=ll1:a~o..'TI~r·.s ;c.enUiu:uicl'l ~r it tht 
oiCcnsr-- 1:".~l WJ: a firt'.lr:-.. 

CPrl~ CAm'1.:rt /o.'JI PA<:t~ Fi.'lR C\l.:"rll.\" (llI') ~ 1f ~ s;,;.t{iclent. l":o\!.,m u,1' ®.® autl,)n \'USU, th.lt 15 i( t!u:' ~!<)t(l u \.~l\ l'I' ti'.( 4r.na('~ , 
ager.:\' tI' frt ........ rlth· \o.~m· •• f,'.1'"11':'1 \It" l(!or- • ., i,:..,.. .... !,~ i~.\l~U 
"h'~l"l\l trfl,k-!l.:.' ..... t('l t, .. "ldChl,l.~ ,'r \" t-t ... 10.. ...... " ...... .:~~ ... u~t'r • 
tho!' .1:"-,(')' ~hculd Fh;.e I\I'l ), '"Uk :n !~r- C.4~·.~ N .. I.. .I.r.! 1t.dlC,nr 
tM tT.1,c:n 1:\ U',l!' M515 r,,'R c..~'r!~ ·l~" }1«\, IJr t'u t."Ie-

~~a~~i ~~~~~~~"iE;~yr~~e ;~l'~~~~:;hf~~ ~'~~~n ~ 
tho: subJc~t's ct!"'1.Itcru~l'«~'Erii.u hbc",n' r¥"; __ \11 It t"('n~ct 
• bash (01' ulotlon ~n am &xurrnu substG~l'"t •. clhl~:'l.'ItN 
C.tt:m thl1 B1.I;t'AU ~t'C'H\ls £1.n.u,on. 

.II\~ ® TID U .. pe Identification ~r) - STATE USE t .J.Y 
t::.'lRY .. 



I!.:.r~ms am!I:;..I.L JUSTICE 11\lORWmOX SERVICES 
~i.P~.~!.".'t~\L JF L~'; 2.::-J~:l:-~0:r .. r.~£\U OF ID~:'\:'Ii;IC\TIO:, 

l·'135 ('.:tcr Park In \'c - Sprl ngficld, Illinois 62704 
217/782-7980 ~hrch 4, 1976 

V:5'rRi.Gi.·SS RJR <;:o;.:rSG Gt-\RGE SEcrIO.'-; OF ARRE.:,l FU/GER1)RINf CARD 

o c:.oR CCt..,\1Y AGE\CIES (EXCEPT GlICAGO) USE BLOCK 
ISFO~!ATIffi BEW~ • 

• ;,O::.'·eIr.5 OL'lST DE axlK miSTY REFER TO INSTRUCJ'IONS 
I~; L:/,',i:R RlGIT OOPSEI{ OF '!HIS SHEET. 

4) ;;""~,T;'~ C!'-\!iCE s"crros - LeWER PORTIa.: OF ARREST 
rlS·::;:--;J'id.\7 CA.RD_ 

I.h.I- '. !:",.:.. 1:-. ·;'I...:_ti~:-·. :.-;"!" !~.c n'X·1-~r.'. ::-..lrt:c Section are Gcfincd_ 
.:'l:,:_ ~ ;H( ~_ ......... ...,:~.::.:.$ I;.,....! •• (t.x.: .. uJtnhCt.io!-...,). 

~f"7:-;"'J.1. • FI!:!,j C,:rm~.:s .!.P.c ll'T:Q~ - itl't'r'.'ER. IF INR1t"P.TICN IS FILUD 
I~ :7 ~1'S: BE I!\ 11£ c."~;u:.cr Fr;~~O\T. • 

·:fT;~t.!L ® .:r:f :~;: E!n: - enter t.\~ st.bject '5 citl or birth in this 
scC::'l.:ln. 

~.';:;"";':F! ® ~..::z~_.~ t--~;.ES5 .. ~:~1'" the street, r,L..~er l3paI"!l:lent m:b:r 
l: l;tii.::c::cl. a. .. ,d ::t:.., st.uc a.,d 11? coo.e oi "thc-«fendant 
:r. t:-..i!i t,~ ;.c~ • 

. V":'_'~::':·{ tv _ i-': ~\..::. :J.,.."=!? ~ ~t! Wl"C'..:it Ccun Oerk will orr.ish tr~ 
:-::':.:' (;":1: '1;\;E:>. i'ertdnL"lj' 10 the c:!cnse(s) ... 

·-r: .: .. ~l. 0 ;·:·;'~r~€{~·:t~ ;;:~~irct:i: Col:rt Cll!tk 1.i1:1 recoi-d his 

~~\.\:"-:Y'. 0 ~~~:: ;:~;;~~:.:~~ ~~~~Ltht: :.rre~tinz cfiiC:~T'S TO or 

-:Pi:;,,:,:, ® :::=-r.::..t::;'S :"R:r:R'S l.!cr:,~~: :,u.~s:t. TCCCro &!:en.!ant's 
!."~.'('- ;-J--t-:r r.e~ and ir ... lcate the state of licer ... ir.t. 

ltt'.:;.::.::,!:' ® ~.r..~~~? t.f' :)rfi~'·':"·.7') - enter thf." t.t..oo;ter of d.!fcnda..,t~ involved 
1n tt'.C' ClIi"'C' fJ':'t .... !.ntt bcf(:"fC the C1T1:U1t Court of Cook County in 
~~,is r-o:'t:C1n of tl'.e hrm. 

't-.'': .;.~~ 0 ;.t{ .. :_\ q: r.h~;'!II~j - rc.~r~rd tl".c 1lU::'"JC'r of e."..;i.rgl,:s in tMs $cCtlo~. 

~·~';-'.H:'_!-.· © ~:#'} !'.r; ':J.'=.-? • i:.:!l~ue t.i~ arr.:!tt tGo'k~::g nurtler pertaining 
ti ":".! -.p.:'~'1"~!..r.t In ·t,;'.ic; :'1", ~jc:. 

.. :-;' . '.'. 0 .'1" F7 ;'in=-:~·r.L \t.. ... ~J'_ • I.-r,tct tJ.e rCJ"/rtir.g ato'(.':'ICY's rcfercnco 
:,· .. "'r .... r. t:'oOH l<;. t.it' tl.rre-;t rC?,Tot ;';t.no.cr of' spt>cific:. 8gt..'1\CY. 

"'''-:.'''~ . .;. 0 ~~~,..~:: ,l..L_:.P.i"; - l.n(hc;.t~ the ti:-c th~ st:!Jje<:t ~:l.S arrested 
• n tnH hlCoo;i., Usc r:uliu:"l titt_ 

,"r.;"'\\!. ® ?~-r ASJ SJ3·ltfAT .. re,..:.rt the beat IlliG sub-beat of arrest in 
t~l" :x-:-":1,~ of the for.. 

;:(;;,' •• 1. €J ·~;J.!;I-I • J':';~I'.·, 0 .. ""." e:'lt.er t. ... ~~ three- I".t-.at.l·;ter Arrl.'!it ~ClItlon 
-."; .. , r.rr:·,l'.".j tlJ a'll aR~l(: .. itt tl.c ((.,/1)< C"'Juoty Circuit Clerk's 
~ !!"!Ct'. 

CrTl",~..;:. ® n7F. ,,"':;:;',;t; • if 11 \o''!;tnll1<:ilS i'n'ft)lVcd in tht: offense in 
·.r"· 'J'.f., ':t."!! · .. •· .. V.:I tlf": I,crf:'. Clbrlllt:I.lI. I~JIIt:, ~;)ntJ:un, 
u ... f •. , • .1'.1 •• etc.) 

c..?T~";':"~1. © 4'~~::.7 ~-:.c;.lIO:: J\.\!) ~"TE· TcpoTt the arrest location rmd 
c!.3.t~ -;f atTt'~t In tf.:S bloci';. 

• W'1CM:. ® fo.ES:ro. ,l$ .. !.::.m OFFl~. I~'Rf1) OFFICER, SOBER, NARCOTICS -
inc:C3,;e \,'~et:,e:, tr.e s'.bJect resisted n the tir.e of his al"tt.\5t, 
:..:.~tt:er or fIOt" off1tt:r('1) ~erc w;snUlted or whether officcr(s) 
We:'\: ;.f,) .. t\.<!. wlot:th~r tl"1t! ec£ooc!.lnt was sobc:-l' .. nd whl!ther llht­
cc,t~~s .... t.·te lnwlved in the appropriate section of the arn.'St 
,l:.:·cr;::...: ic.n ·section. 

: './'.~.o:~'" 

OP'tIO.~ ,@' Slm.mCP' pt~~IID" ir.:iicate lO'h;her 'the subjc.:t ..... as protO­
bTa;:r.i.'<l 01' rot. Ir.diCAte pno:.o mr.lher if pt.otos ""ere ta)(c:n, 

OPTIOtru. ® NAJtRA.\7 :-u.mER ~ enter the applicable \o:alT.:mt n:.rn"'er in this sec-
- tion, if available, Also TCoCord \'hcther or not ::hc waTl<1nt was 

cleared fTOm the 11111"':.'\5 S)"Stem (P1.1CC an X in the ytS or NO 
block). 

OPTIONAL @ WAnT!) ny ~ W,'lPRf\l\7 u.r.-rr,r-.R .. 15.t;UF DATE - if the- l«':I.n':mt in 
block en is not us~d, indicate wNJ is tJ\e- 'Source a'~thOTity 
for SUCh act.ion. Also, sha.l the new Wa ITo,nt Ntmber ar.d sourco 
date-. 

i-W~A1mY ® !l"'~m SET (ll j),U1.: OF rotJ'RT, OR (:!) JUDCS X\'''!E - cr.tcr the \,'ords 
RlJ1.E Cr CCliRT (Slt by mlcs of SupI'Cr"..c (o\''Tt) or ~he JlII.:GE1S 
M.'tE (set by jur..i:e in opCil coort) I-iho Sl!t .the llinJ 1n this b1o~ • 

H".:'11l.\TffiY ® ~~ ~y~~~~ .. SQ-.'D )"\01:\1' • enter tk B(l,1} .\UUiI.Jt and .\H.'tIJi\7 in 

omowJ. ® n'P.!: llC-!J1 - Place a..,. X in the appropriote box to· indicate in 
what 1l'.:uiI\C'r the l)emll was po!*ted: CJ\.CjU"Or OAD or DG\n OEroSrr 
01"" PR1rUiSiO~\L oo.~ or 10\ ro~n or fQ\ (Rele",.s~d on o.m Rccog­
ni:!ancc.) 

H\''J.}\ruR\· ® J:011'11.\ ... r,nJtrr nATe· enter the Inltial Court thte set (or the 
arrestee. 

~i\.'J)ATOO.y ® ISr1"lAL tC\JRT lOC-\TIDN - enter the Initial Cour:: IDeation "'here.. 
TIlE AA1FSTEE WIll. APPEAR. 

OPTJo.~\L ® ~~~:ll eRr.IINtY'. liiS'II\;.~'i [u:o.,wn to: NCII: :lntl AGL"IC\' ~ 11' you \oo':lnt 
tIn' l;ul"l',,'111 f I.t-·II! I J l"'It hJi) til f'lml:.t, d ''It\n'.Io!I'l\ll (t~\1l $l11:rn 
to other aj.:;~nc~es. indicate thC!ll by plaCing the ~crc tIDtnER and 
Ar.E.n ~'NI. in this blOC:':. 

OPTIo.~ ® AG.E:\t\' L~roR>",TlOS .. indicate any ad:lltior.al infom.1tion you feel 
is penienct in this space. 

~\P"\ll\roRr .® ~~'tP; ~t·~:!~~-~~~'1h~:-~i. 3r;~:~;~:'::.$:~t ~.~:; ~t-:: ~_ 
'to tl.c .)::,~; .. h~{$l :.."!a.;:!t \1;, \1C1t:h ':~.l~"':'\... ~.lo: ... ,,':: •. ~ •• ' w'\ ~. 
at tr.c tl::-C of the ':~i('n6r.t.·s ..t:'!'.::'tt ~~ .. u:.1 h, :'~."' .. ' ....• 
coN. tJ-.e ::tlst senoos O!ic;1St! :i~: 1: t:.t= ... 1$ :-~~~ ...... ~ 

H\''\DATCA.Y ® i1Lu:rn:X OF CFFF'\:.~ • en~cr ttL" H:~nt t.cs:"i""·,·· . .. n,d. 
CDrrc~r<m~ to -:.he C-.n;tt:-. ~ttt"le., 5:.>'::'::;4\ r.J s.~'="~', ... :~"r. 
t!null.'d in ~1"..:k bS. E.X....\-llL·s ~...:.! l'~ h,.r~.I.::", ':".,:a:!' .. ::."1u..! 
P..lt!cn'-FireaT:Jl, Oiscr..!e.l)' G:~~,~. tt..:. 

. ~~- @ ili~~~1f~:r~]t~{i;1]:hl~~;~::~~~~;tt{ 
Oo)t in!" .. "x'o .. le in nat'Cro! letw 1:".1" • :, ..... ~ :-!:L.'. 

HA.\1l\1ORY ® CL..\SS lC13~~ific:.1.tier.) • ct,!!!r ':.he- :J3ssi!:..;:.:a. .... ~~:-. :! ::. ..... .!~ ..... r.: 
or ft·lo .• ~· in this blod. 1.(',. t. ~, 3. or ~ £'''''1 ..t i.: • .::r .... "!!, • 
or B ,'or 3 r..1~..!~'::l~iln.\T ~C'f~T ·to t!-.c Sur..:.u ;;.c:·~t.;:.I"C 1 .... 1-e :':~ 
thc$t.! dD.ssific3tlcn~). 

1M:~1t'~,y ® ;~~~fl~~~~I·~~;t~~~:~~~~~~J~~i~~~;._~.(' ~.~:t;::~;.~:~"~~~~:~1 
~~l~t{~~~~~\~~~r, ~\~~~~~~·~!~~~\!;~~:~:L~;;:·· .. ' ~.' l .~\ 

INSTRLDICI'IS FOR AG::NClES CXJTS!IE ffil< CTHil,/ 
• Yo:, must fin in b)0ck nU:-her:;@t!n·u@. 

Th~s data nrust appear on any Arrest Fb&er­
prmt Card you sU'>mit to Bureau cf I:lenti­
fic3tion in Joliec. 

I 
I 

'-_._Al ...... l_0_th_e_r __ B_lo_C_kw· ';..,;;are.;.;....;o:;p,;:.:tional @thnl@.J 

~M~~~'"""."'-__ "'''·''''l _____ ~'-'~·~~~~u. ... ~",%y.:!''~\~~~ .. ~~~~ ... ti-.,.\':!~ .. • ;"";;',\·~·"·;I .. !':\Jl<~0".f<T.r~ .'~.~~ .. ¥ .... :..' ~\""\.·,W·~.- .... ,,"'~'" ~·;-s.'o:\·~.~"' .. lk_r~~rlI"<I~k';f.~~~~\cI""""""' •• """";',"'_"" ____ "'_"'~'·"·"kI>~~._. 

r 
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APPENDIX A3 

Data Collection & Dissemination Documents 

1. Arrest Fingerprint Card 
2. Disposition Report 
3. Custodial Fingerprint Card 
4. Transcript 
5. Applicant Fingerprint Card 
6. Request for Access & Review Form 
7. Notice of Review Form 
8. Record Challenge Form 
9" Request for Administrative Review Form 

10. Administrative Appeal Complaint Form 



.,. 

"'. 

----------_. ---

DATA CO~ECTION & DISSEMINATION IXX1JMThWS 

TIlis section will briefly present the data collection and dissewlnation 

instnunents being implemented by the State Central RefOsitory. All of 

the forms are designed to corrply with local agency requirellcnts, the 

LEM Rules & Regulations, and the Illinois Criminal Code, Chapter j8, 

Section 206. The neVi fom:s provide an audi table track of the arrest 

event, all charges and all dispositions of each charge, confinement, 

release and discharged. Technically, the Identificatior. and Arrest 

segments are structured for direct terminal input into Computerized 

Criminal History system including the event serial number or Doctmlent 

Control Number. A replica of each furm can be found in the Appendix. 

Arrest Fingerprint Card, CJIS-OPER-Ol03-ll/75 

The Arrest Fingerprint Carel is a serialized, five part, Ifsmp-out" form 

set, containing all of the data elements required for, identificatkn, 

arrest, charges, validation of contributing agency, audit trail, and 

interfacing with the Computerized Criminal Eistory systerr, the NCIC and 

the Cook County Circuit Clerks Infonmtion System. In order to ensure 

posi tive identification of the defendant to all data clements on the 

Arresting Agency's copy, the reverse s ide of this form copy Hill ~.ontF.tin 

the individual's fingerprints. 

Distribution copies include: (1) the arresting agency, (n State's Attorney, 

(3) Court Clerks and (4) State Central Repository (2 c''1'lPs). 

TI1e State Contral Repository will ft.l1nish Arrest Fingerpriilt forrrs to all 

authorized policing agencies. 

Disposition Report, CJIS-OPER-0110-12/75 

The Disposition report is a five part "snap-out" form containing the 

-'_ .. _-



Arrest Fingerprint Card, Document Control Number, defendant's name, 

date of birthJ sex, race; date of arrest, and all data elerrp!1.ts required 

to establish dispositions by charge and date~ by the state's a-::torney, 

courts, sentencing, bond information, and establishes a document i.11.termce 

wi th the confining ins ti tutions • 

Copy distribution includes: (1) State's Attorneys, (2) Court Clerks, 

(3) Court Clerk's revision copy, (4) Confining institution, and (5) 

State Central Repository. 

Final dispostions are to be reported wi thin 30 days from the date of 

disposition, by law; Chapter 38, Section 206-5. 

The State Central Repository will furnish Disposition Report FOTmS to all 

State's Attorneys. 

Custodial Fingerprint Card, CJIS-OPER-0l02-8/75 

The Custodial Fingerprint Card is a five par't "snap-out" £ornt set, con-

taining the required infonnation to identify the 13sident, institution, 

stu tus changes and dates. 

Copy distribution includes: (1) Copies 1, 2 and 3 to be retained by the 

institution for subsequent status changes and (2) copies 4 and 5 are 

fOlWarded to the State Central Repository upon admission of the resident. 

'1'1:<:: State Central Repos i tory will furnish Custodial Fingerprint for11}S 

to all confining institutions, State and Local. 

Transcript, CJIS-OPlJR-Olll-l/76 

TIle Offender Transcript O{ap Sheet) has been redesigned to he output 

J~ rcctly from CCII, in lieu of manually preparing the transcript. I-Ience, 

when a nel." offender is entered on CCH a transcript is automatically printed 

out and sent to the State's Attcrney and the Arresting Agency, If the entry 
~~------------_-'----..J 



' ... 

resul ts in a "hitlt on CCH or the master name file then an update is 

entered or the full updated criminal history record information is ente:.'" 

cd (if soch records meet the completeness requirement of LfM Rules & 

Regula hons) and a transcript is output in a like manner. 1'.Then the 

disposition is entered an automatic notice is sent to the arresting 

agency to complete his records. When a person is released or discharged 

f-rom the State Penal Institution, Parole, or Probation, the Arresting 

Agency is notified. 'TIle new transcript has each charge indicated on it 

beginning with the booking charges, what the State's Attorney does with 

the charges, what the offender was convicted of by charge and related 

sentencing. It also contains bond performance for judges to make more 

meaningful deci.sions about accusec individuals, and cOrlplete identification 

jJlformation including the Henry and }LIC fingerprint classifications. Each 

cha.rge is by State Statute which is converted to the Uniform Offense Codes 

via computer for entry into the NCIC-CCII system. Consequently, the Il­

linois criminal justice agencies can deal with the individual by defined 

("Timinal behavior and the national system can integrate the converted in­

forma tion wi th other state inf0l111ation in a unifonn manner. 

/~llp1icnnt f.ingeryrint Card, CJIS-()PER.-OlO1-8/75 

111C Applic[tnt f.ingerprint Card is a three part IIsnap-out" form set, contain­

ing required infonnation for positive identification of the applicant, 

identi fica tion of the criminal or authorized non-crir.rinal justice agency 

submi tting the Applicant Card and employment data. 

1\11 tlm.:e ccpies of the form are submitted to the State Central Repository. 

'[11(' ~'t'l te Centrol Repository will fllrni~h these forms to all [tuthnrizcd 

crj I:unal :md non-criminal j lLstice agmc1 es. 

Individual. f.:ight of Access (, Review fonns, CJIS:9PER-OIOS-12/7S 

This is a five part serialized form the same size as a standard fingerprint 
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form, 8" X 8". The copy designation is: Copy 1, State Central Repository; 

Copy 2, Reviewing Agency; Copy 3, Coordination Traveler; Copy 4, Requestor; 

Copy 5, Fingerprint-State Central Repository. The Requestor's copy shall 

be backed wi th brief statements regarding his or her right to receive a 

copy of the CHR.I, to challenge CInn infoI1M.tion, to file an Adrn.illistrative 

Review, right to file an Administrative Appeal and forms to use in each 

stage of the right to access and review Criminal History Record Information. 

This form is used to initiate Access and Review procedures at any police de­

partment or sheriff's office termed a Reviewing Agency at the time the re­

quest is initiated. The Department of Law Enforcement shall distribute 

RAR's as required by Reviewing Agencies and furnish detail instructions 

for completing the same. 

Minimwn data contents shall be: State Central Repository address and tele­

phone number, Reviewing Agency name and !\CIC NUMBER, Reviewing Agency 

telephone number, Document Seriai number, State Bureau Identification num­

ber, Federal Bureau of Investigation number, Last, First, and Middle name, 

Nick.name, Aliases, Current r'\ddress, City of Birth, Co tmty , Date of Birth, 

Height, Weight, Sex; Race, Scars/t-'la.rks/Tattoos, Telephone Number, Finger­

prints, Date Fingerprinted, Signature of Officer VIho rolled prj-r,ts, Officer's 

Identifjcation Number, Reviewing Officer's Name, Requester's signature; 

and if represented by counsel, Counselor's Full Name, t·.ck'l!'css and Telphone 

Number. In addition, a place shall be provjded to state purpose of Access 

and Rl'viav by the RequestoT. 

Notice of Review formz CJIS-OPER-"ll106-12/75 

This is a three part form, 8 1/2" X lill. Copy designation is: Copy 1, 

State Centm.l Repository; Copy 2, Rcvicwin~ A~cncy; Copy 3, Requestor. 

The Requestor's copy shall be backed with brief statements regarding 
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his or her right to receive a COPy of the CHRl, to challenge CIIRl infor­

nntion, to file an Adminis trative Review, right to file an Administmtivc.. 

Appeal and forms to use in each stage cf the right to Access and Review 

Criminal History Record Infonnation. 

Minimum data contents shall be: State Central Repository Address ~nd Tele­

phone Number, Reviel'ling Agency Name, NCIC Identification Number, Documert 

Serial Number (transcribed clearly from the RAR), Individual's Full Name 

(name indicated on RAR), Address, State Bureau Identification Number, Date 

of Birth, Sex, Preprinted Statement of Review with places for Date, Time 

and Place 0 f Review, Review ing Officer's Name and Ident i fi cation Nur:l.ber, 

Agency's Telephone Number, Notices such as response time, documents, re­

schedule of review, date and time; etc., Date oo.i1ed and copy designation 

literals. 

The Department of Law Enforcement shall distribute Notice of Review forms 

to Reviewing Agencies as required and furnish detail instructions for com­

pleting sarre. This form is us ed by Reviewing Agencies to notify individuals 

requesting Access and Review of Criminal History Record Infonnation after 

receiving a response from the State Central Repository that the infonnation 

requested is now available for review. 

Rcconl Challenge Form, CJIS-OPER-OI07-l2/75 

'Tl,js is a four part, 8 1/2" X II" form. Copy designation is: Copy 1, 

State Central Re~sitoTY; Copy 2, State Central Repository; Copy 3, Re­

vlcwillg l\.gency; Copy 4, C1mllenger. The Requester's copy sh{lll be backed 

wi th lJricf statements regarding his or her right, to receive a copy of the 

ClnU, to chnllenge CHIlI jnforrration, to fne an Administrative Review, right 

to file an Administrative l\.ppeal and forn..c::; to use in each stage of the right 

to access and review Criminal llisotry Record Information. 
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any p1rson or persons, a plate, photograph, putline picture, description, 

measurements, or any data of 'Which there is a record in its office. Suet> 
8 

infuTIllf\tioIl shall be furnished to peace officers of the United States g of 

other states or territories, of the Insular possessions of the United 

States, of foreign countries duly authorized to receive Wet same, and to 

all peace officers of the State of Illinois. Applications shall bv in 
6 

writin? and accompanied by a certjficate, signed by the -peace officer 

making. such application, to the effect that the illfonnation applied for 

is necessary in the interest of and will be used solely in the due adminil 
" 

istration of the criminal laws. As amended Py act approved Augus.t Z, 1951. 

206-4. Systems of Identification. 

The Department my use the followin.g syste~ of identification: The 

Berti.Ilion system, the fingerprint system, an,d any system of measurement 

or i4~ntification that zmy be adopted by law or rule in the various penal 
i. ~ "j; 

institutions or bureaus of identification wherever located. 
{.~~ 
f:< 
", 

The Dqpartment shall make a recor~ consisting of duplicates of all measure­

ments, processes, operations, signalletic cards, plates, photographs, out-

line pictures, measurements, descriptions of and data relating to all per­

sons ¢onfined in penal institutions wherever located, so far as the smne 
1 

arc o~tain<1hle, in accordance wi 'G1. whatever system or system; may be fOlmcl 
. . 

most pfficient and practical. As amended by act approved July 6, 1957 . 

• 
206-S. Daily Copies of Finger Prints-Duty of Sheriffs and Police ()ffic~rs. 

All pol idng bodies of this State shall fumish to the Department, daily, 

in the fom und c1ctail the Department requiros, copies of finger prints and 

clcscript ion';;, of all persons who nre alTcstcd on charges of violating any 
~ 

penal statute of this State; an<l of all Ilcr()QTIS who have in their possession, 

inks, dye, paper or other articles neces SEll)' in the nnking (,·f counterfeit 

notes or in the alteration of hank notes OT dies, JOOlds or other articles 
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us ed in making counterfeit lmI1ey anJ intended to "be used by them for 

such unlawful purposes; however~ this Section does not apply to any of 

such offenses which are not classified as a felony or as a Class A or 

Class B misdemeanor. The Department may hy its pTml1ulga:tcd rule exempt 
~ 

specifi~ police departments which have acceptable machine record lepo·~~ 

from Se1ding any "raw" m'1terial to the DepaJttmc~.;~ required by this Section 

except finger prints and photographs. Whenever a pol icing body is so 

exempted by rule it shall furnish to the Department acceptable copies of 

their machine :record reports covering the exempted "raw" material. All 

photographs, finger prints or other records of iclentification so taken 

shall, upon the acquittal of a person charged wi t.h the crime, or, upon 

his being released without be:iJlg convicted, be returned to him. Whenever 

a person, not having previously been convicted of any criminal offense 

or Irnxnicipal ordinance violation~ charged with a violation of a municipal 

ordinance or a felony or misdemeanor? is acquitted or l'eleased without 

being convicted, the Chief Judge of the circuit wherein the charge was 

brought, or any judge of that circuit designated by the Chief Judge, may 

upon wrified petition of the defendant order the record of arrest expunged 
.~ 

from tJ~'e official records of the arresting authority. For PUrpOSAS of 
~ 

tLis Ssction, convictions for moving and nonmoving traffic violat~(Ji1s other 
f 

than convlctions for violations of Sections 6-303, 11-401, 11-501, 1l-503~ 

and 11 .. :504 of "111e Illinois Vehicle Code" shall not be a bar to exprnging 

the J'cClwLl of arrest for violation of a misdemeanor or nnmicipa1 ordinance . 

I~otin' of the above petition shall be served upon the State's Attorney or 

prosecutor charged wi th the duty of prosecuthlg the offense. Unless the 

State's /\.ttorney or prosecutor objects to the petition within 30 days from 

the ua to of the no t ice, the court s l1all enter all m·der granting or denying 

the petition. Th(' clerk of the court shall promptly mail a copy ofvthe 



tvlinimum do. ta contents shall be: Jtate Central Repository address and tele­

phone number, Reviewing Agency' 5 name and NCIC number, FAR Document s(.rlal 

number, State Identification Number, Challenger's full name, Address. Tele­

phone number, Date of Birth, Sex, Preprinted Instruction Narrative, Rcview­

ll1g Officer's name and Identification number, Challenger's sigrllo .. ture and 

date, S~~ce for Challenger's Narrative and Document references, and COPy 

designation literals. 

1he Department of Law Enforcement shall distribute Record Challenge fOnTIS 

to ReviCW"ing Agencies as required, and furnish detail instructions for 

completing the same, 'This fonn is used to record facts of the challenge, 

to record what the individual believes to be a correct version of the in­

formation to be corrected, and to record documents and attachnxmts sub­

stantiating the individual t s challenge. 

Request for Administrative Review {onn, CJIS-OPER-OI09-12/75 

This is a four part, 8 1/2" X 11" form. Copy designation is: Copy 1, 

Superintendent, Illinois Bureau of Identification; Copy 2, Same as Copy 1; 

Copy 3, Reviewing Agency; Copy 4, Requester. The Requester's CODY shall 

be backed with brief statements regarding his or her right to receive a 

copy of the CHRI, to challengf' CPRJ information, to file an AdT"'"!.nistrative 

Revim~, right to file an Administrative Appeal and fonns to use in each 

stage of the right to access antI review Crimmal IlistolY Recol'd Infonnation. 

~1inimum clata contents shall be: Superintendent, State Central RepositoIY 

and <.lddrC'ss, Reviewing Agency's name and NCIC number, St;:ttc Identification 

IlllJ:lbcr, in.dividual's full name, Address and Telephone 11.tDllbcr, Date of mrth, 

Notices and InstructioIL'?, Reviewing Officer' s ntm~C,' and Identification mnnber, 

Individual's signature, date filed and sp .•. e for narrative. 
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Review £Vms to all Reviewing Agel\~~ies as required, and furnish detail 

instructions for completing the same. This fonn is used to record fp.cts 

of the challe:nge and a statement relating to the factual controv.,:>rsy 

leading to this stage of the review and subsequent denial of the chaJJ enge. 

A~.nistrative Appeal Co~laint form, CJIS-OPER-OI08-l2/75 

This is a five part 8 1/2" X 11" form. Copy d~5ignation is: Copy 1) 

Security and Privacy Council; Copy 2, Security and Privacy Council; Copy 3, 

State Central Repositoxy; Copy 4, InJividual's Copy; Copy 5, Reviewing 

Agency . 

This form and instructions shall be fumished to all reviewing agencies by 

the Security and Privacy Council to be used for filing an Administrative 

Appeal. 

Minimum data contents shall be; Security and Privacy COl.n1Cil Address and 

Telephone Number, Reviewing Agency's Name and NCIC Number, State Identifi­

c<'ltion Number, Individual's Full Name, Address and Telephone NLlllIDer, Date 

of Hi rth, Notices and Instlllctions, Reviewing Officer's Name and Identifi­

cntiC'!l Number, Individual's Signature, Date fi;I.ed and space fOT narrative . 
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206-7. Records not to be Public. 

No file or .:record of the Department hereby created shall be made public~ 

except as nny be necessary in the identification of persons suspected or 

accused of crime and :in their trial for offenses commit':ed after having 

been imprisoned for a prior offense; and no inforrmtion of allY character 
p. 
11 

relating to its records shall be given or furnished by the Department to 

any person, bureau or institution other than as herein provided. Vio­

lation of this Section shall constitute a Class A misdemeanor. 

206-8. Crime statistics. 

The Department shall be a central repository and custodian of crime 

statistics for the State and it shall have all powey. incident thereto 

to carry out the purposes of this Act, including the power to demand 

and receive cooperation in the submission of crime statistics frmn all 

units of government. 

I 
I 

I 
I 

i 
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1 ~N ACT to ald Spction 2.1 to an~ to BMend Section 5 of 

2 !'let in to criminal idontification and 

4 

5 

6 section 1. Section 5 at "1\n 1\c::t: in re1.ltion to criminal 

1 identific,1tiofl lnJ investigation". approved July 2, 1QJ1, as 

amended, is amen~ed, and Section 2. 1 is addpd thereto, the 

9 added and amended section to read as follows: 

(Ch. 38, new p'lr:~ 206-2.1) 

'0 ~g£!.._l!..l,,-_f.~I_!:.h.LE.!:!II!!.!§~_o E_mS! i n~2.in in..1 __ £.Qm.2~l£ __ 2.!lg 
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!!!!r.g~!!_QLlil!:lll.t if i c:l.!.i.Q!L.QL.llL_c h'l 1:.9.Q::!- f ilf!(l __ 2.!l~_!!h£'!JH~:£ 

.1\ 11 info("littion rnollirf'n bv thi5 Sf'ction 5h'l.11 b~ 

26' fllrnic;;hp,1 within 10 rlflY~ of IInv rlf'ci~}ion not to file i\, 

27 criMin)l ct)mnl:\int i'lft(~r "r(('st; or if a comnl'lint i!> filed, 

20 within 10 'lilY', of fin.)l ,H"pn!.itiorl of:..thC'! r."seol\ 

5()c. ",. fill pol iCinq bo(Hc!> of thin state shall fu["nish 

10 to thu Dnp\ct.nnt. ~Jily, in the for~ ftnd Jotni1 tbe 

11 reqll i ["ron, copins of f ioqp.r' pd. nts and 
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descriptions, ofa)1 p~rDons who are ~rrQstc~ on charges of 

violatinq any penal statuto of this state: and of all p~r~ons 

IIho h,1\'p in thnir PQs5~ssion, inks, dvp., paper or other 

articlns neces~ary in the m~king of countorfeit notas or in 

the alteration of b~nk notos or dies, mold~ or other articles 

used in the makinq of counterfeit money and intended to bs 

used by them for SUch unJawful purpos~s; hoYever, this 

Section does not nrp~y to any of such offen~es, whi£h-~£g_ll~~ 

£11~§i!i~1_~~f~lQn~~Qr_~-l~laR~-nr C~~2§_rr-mi~u~gl~Q! 

~&~-W~i6h-~h~e~~~~~*~~~~up.&-bf~~~~e-&r--~ 

IHl'R-~efl-ee--e.f-~-l!\eiOe-~lt--4-Q.-,}ttJf5. The Depiirtment IlI~Y by its 

promulgated rule oxempt specific police departments ~hich 

13 have acceptabl~ ~achine record reports {rom sending any 'raw' 
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35 

material to the Department required by t~Ls section except 

finger prints and photographs. ~henever q policing body is 

rille it shall furnLs~ to the Department 

acceptable cop iRS of their mac~ine record ,reports covering 

the exempted IIra\I" material. All photographs, finger prints' 

or other records of identification so tdkan shall, upon the 

acquittal of a ~erson ch~rged with the crlme, o~, upon his 

being releaRed withollt being COhv~cterl, h~ returned to him. 

A person, not having pteviou~ly been convictp.d of any 

criminal offense or municipal ordinance violation, charged 

with a violation Of a municipal ordin~nce bt • felony oi 
misdQm~Qnor, if he was acquitted or rQlea~ed withodt being 

convictod, may pp,tit~on the Chief J~dge of the Circuit 

whet:ein the ~ha~ge \las brought;. to have the recarl! of ar,rest 

expunged from the offiCial record~' Qf the arresting 

auth~rity. Pot: pl1~poses of this·-·Scction. c-onvictions '--f'Or 

moving and :10nI1l0Vill<] tn ff-ic .·.·vil)l~ tions-· ··,o·ther . ·than 

convictions for: v~ohtions of Sf'ctiQIl5- ti-3(»),-·11-~01. 11-501, 

11-503 and 11-504 gf IIT~e Illinois Vohiclo Code" &~all not be 
. 

a b'lr to clcpunqiJlg the l:~corcl of arrest for violation of Il 

misdcmQln~r or municipal I)rdina~cc. ~Qtice of the'above 

petition !.h"ll servAIl thn pto~ecuti nf} be l'luthorU;, upon 
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char1 pd with the duty of prosecutin9 the offense. Such 

potition by the accused Dhall he accompanied by ~ valvae. in 

a ~ann~r ifttisf~ctocy to the ~ourt, waiving aay and all 

claims hp or any other ppr~on may have ~g~inst th~ arresting 

o(ficcr Qr officors in the caso Rriuinq out Qf the incident 

af iln:t!st. 

the 

Motion to axpunge or an ordnt cxpunqing the arrest reco~d. 
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APPENDIX A4 

Bureau of Identification, Criminal Justice Information Service's Statute Reference, Table 
Reportable Offenses, Includes: chapter 38; chapter 56Y2, chapter 95Y2. 
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INSTRUCTIONS 

1. I!l! or PRINT all jlnformatioll; use BLACK !!!. 

2. £§! LEADS/!£!£ ab?rev1ation only. 

3. ~ sign1tures must be present. 

4. CORRECT and LEGIBLE entry of the ~ NUMBER a'nd E number. 

s. COMPLETENESS and ACCURACY of all information is essential. 

Matl State Central Repository copies to: 

DEPARTMENT OF LAW ENFORCEMENT . " 
Bureau of Identification 
Quality Assurance Unit 
515 E. Woodruff Road 
Joliet, Illin~is 60432 

Telephone No. 815/782-5242 
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,1 ADMINISTRATIVE APPEAL ~'. __ P' ~ 

C()MPLAINT 
~~ 

CA)E NlWfR BCI: {~~h ~ ; r I I []1 
, 

ffQIfSTOR i<tV 1I:.Wli~l1 A(~NLY 

(N1).MR AnnRF..c;~ 'T';s~itj;eI;jQ~;S l:l.C1'(" NTTM¥=iRR\ 

NAME 

S'l'REt;'r jti 

CITY STATE - ZIP CODE 

DATi OF jIRTi I 
SEX RACE 

I , 

TELEPHONE NUMBER 

IID'S TO BE IBIIS4ED 
t--

1 ¢ .-.-

2 ., .... , " .. -

3 
FOR EACH ITEM TO BE REVIENED, INDICATg 
BELOW WHAT YOU BELIEVE TO BE THE CORRECT 
INFORMATION OR REASON FOR REVIEW. CITE 
ORIGINAL DOCUMENTS WHERE POSSIBLE. 

, 

1 
-, 

~-- ......... --
" _ .... 

2 - -

TIllS IS A ROUGH COPY. 

FOHM BEING PRINTED BY VENOOR AT PRESB!\Vf TIME. 

3 
....-- \ I 
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PETTY I~US!T>j"E"S 

. 
CHAPTER 38 HISDE- ~EE 

SECTION OFFENSE FELONY MEANOR OFFENSE O'FFENSE STATUTE 
. 

~ ., 
! , 

DIVISION I I 
Criminal Code 

of 1961 

8-1 Sol:tcitation X 

8-2 Conspiracy X 

8-4 Attempt: X 

to commit murder 1 

to commit a Class 1 felony 2 

to commit a Class 2 felony 3 

to commit any felony 0 ther than 4 
murder, a Class 1 or Class 2 

I 

" I 

I 

9-1 Murder /Murder 
, 

9-2 Voluntary Manslaughter 2 
1 

9-3 Involuntary Manslaughter' 3 

Reckless Homicide 4 

9-3.1 Concealment of Homicidal Death 3 

9 .... 4 Concealing De\ath of Bastard A 

1 0.1 Kidnapiag 3 \ 
, 

1 0-2 Aggravated Kidnaping 1 
, 

, 

:t 0-3 Unlawful Restraint 4 I 

0' 

: 
.' 

" r 

I 

! 

, 

I 
1 
j 

I 
! 

J 
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CAAPTER ~ 
MIS OE- PETTY BUSINESS I SEE 

~(CTIO! OffENSE fn.ONY MrANOR OffENSE OrrE~~[ lSi ".7UTE' 

11-1 Rape 1 
I -" 

11-3 Deviate Sexual Assault 1 

I 

11 ... 4 !I1decent Liberties with a Child 1 

11 ... 5 contributing to the Sexual 
Delinquency of·a Child A 

11-6 Indecent Solicitation of a Chile A 

11-7 Adultery A 

11-8 Fornication B 

.\ 

11-9 Public Indecency A 
.oj 

11-10 Aggravated Incest 2 ~f; 
.:/ 

'. 

J 11-11 Incest 3 

11-12 Bigamy 4 

11-13 Marrying C:\ Bigamist A 
t I 

11-14 Prostitution A 

11-15 St~lic i ting for a Prostitute A 

11-16 pandering 4 

11-17 Keeping a Place of Prostitution A 

13.-18 Patronizing a Prostitute B 

11-19 Pimping A 

11",,20 Obscenity A 
• 

second or subsequent offense . 4 

------------------



I s~ . 
I 

CHAPTER 38 MISDE- PETTY !BUSINESS 
SOCTION OFFENSE FELONY MEANOR OFFENSE bFFE.!~S£ I ~'l'ATUTE 

11-21 Harmful Material: 

Distribution of - A 

second or subsequent offense 4 

False representation of age 
to purchase or view B 

11-22 Tie-in Sales of Obscene 
Publications x 

12-1 Assault C 

12-2 Aggravated Assault A 

12-3 Battery A 

12-4 Aggravated Battery 3 

12-5 Reckless Conduct A 
. 

12-5.1 Grimina1 Housing Management A 

12-6 Intimidatio.11. 3 

12-6.1 Compelling organization membership of 
persons under 17 years X 

I 
12-7 Compelling Confession or Information by 

Force or Threa t 4 

12-8 Dueling A 

12-10 Tattooing Body of Minor C 

13-2 Violation of Civil Rights B I 

14-2 Eavesdropping A 

16-1 The·ft: 

not from person and not e;s:ceeding 
$150 in value A 

a second or subsequent offense 
after conviction of any type of 

4 theft 

from the person or exceeding $150 3 " 
.j 

i j 
i -" 
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OHAPTER 38 MISDE- PETTY. BUSINESS SEE 
S EX!T ION OFFENSE FELONY - MEANOR OFFENSE OFFE1)1SE " :,';"r,,\TUTE 

16-2 Theft of Lost or Mislai'd 
Property X 

16-3 Theft of Labor or Services or 
Use of Property A 

16-5 'I'heft from Coin-operated Machine A 

a second or subsequent con-
viction 4 

16-6 Coin-operated Machines -
Possession of a Key or Device A 

17-1 Deceptive Practices: 

Subsections (a) through (d) L\ 

17-2 Impersonating Member of Police, 
Fraternal or Veteran's Organi-
zation, or Representative of 
Charitable OrganiJation C 

17-3 Forgery 3 

17-4 Deceptive Altering or Sale of 
Coins A 

17 ... 5 Deceptive Collection Practice X 

18-1 Robbery 2 

18-2 Armed Robbery 1 

19··1 Burglary 2 

19-2 Possession of Burglary Tools 4 



- " 
7_ = "'11M . I CHAP'CER ! MISOE", PETTY BUSINESS S£E 

ow;:.!::" 

SECTIOn OffENSE fELONY MOJiCR OffENSE Of;(~~F: ~TATUTE - . 
20-1 'Arson 2 I 
20-2 possession of Explosives or Ex- I 

plosive or Incendiary Devices 2 I 
21-1 Criminal Damage to Property2 A N 

except, when an act enUmerated 
in Subsections (a) or (f) re-
sults in damage exceeding $150 4 

21-1.1 Criminal Damage of Fire Fighting 
Apparatus, Hydrants or Equip-
ment B 

21-2 Criminal Trespass to Vehicles A 

21-3 Crim:i.nal Trespass to Land C 

21-4 Criminal Damage to State Support -
ed Property: 

when damage is $500 or less A 

when damage exceeds $500 4 

21-5 Criminal Trespass to State 
Supported Land A 

21-6 Unauthorized Possession or 
Storage of Weapons .A 

21 .. 1-2 Residential Picketing B 

2 1.2-2 Interference with PUblic Insti-
tution of Higher Education C 

second or sUbsequent offense B 

2 2-50) HYRg~ermic Syringes and Needles . A 
2 2-51) • 
2 2-52) for a second or any succeed-

ing offense 4 J . 



CHAPTER 38 
SECTION 

24-1 Unlawful Use of Weapons: 

OFFENSE 

Subsections (a) (1) through 
(tA) (6), or (a) (8) or (a) 
(10) 

a second or subsequent ~olation 
of subsection (a) (4) 

Subsections (a) (7) or (a) (9) 

Violation of any subsection, by 
a person convicted of a felony, 
within 5 years. of release from 
penitentiary or within 5 years 
of conviction if penitentiary 
~entence has not been imposed. 

24-3 Unlawful Sale of Firearms 

24·-3.1 Unlawful Possession of Firearms 
and Firearm Amaunition 

2'~~ Regis ter of Sales by Dealer 

24-5 Defacing Identification Marks 
of Firearms 

25-1 Mob Action 

if participant in mob action 
which, by vio1ance, inflicts 
injury to person or property 
of another 

if participant in mob actiDn 
who does not withdraw on being 

commanded to do so by peace 
officer 

MISDE- PETTY BUSINl!.3S CEE 
FELONY MEANOR OFFENSE OFl!'gSE STATUTE 

4 

4 

3 

4 

A 

A 

A 

B 

A 

C 

A 



----------------------~'=------
SECTlOR OFfENSE .... .....-- .... 
26-1 Disorderly Conduct 

Subsection (a) (1) or (a) ( 2) 

Subsectioxl (a) (3) 

Subsection (a) (4) 

or (a) (E) Subsection (al (5) 
Subsection (a) (7) 

2601-2} Solicitation of Alec 
26.1-3} Nonalcoholic Beverag 

holic and 
es 

26 .. 1-4} 

27-1 Criminal Defamation 

28-1 Gambling 

Subsection (a) (1) or Ca) (= ) 

Subsections (al (3 ) thr:ough 
(a) (10) 

nt con-Second or stibseque 
viction under any 
sections (a) (3) th 

of sub-
rough 

(al (10) 

28-1~1 Syndicated Gambling 

28-3 Kfieping a Gambling P lace 

.ut offens ~ ,second or suhseque 

28-4 Reg5'tration of Fede ral Gambl1-
ing stamps 

, 

f£lONY 

4 

4 

3 

4 

Second or sUbseque nt violat ~on 

29-1 Offering' a Bribe 4 
. . . . 

29-2 Accepting a Bribe 4 

29-3 Failure to Report Of fer of 
Bribe 

29A-l Commercial Bribery 

• - . -

_. . 
I~SO£ .. PETTY eUSINE 
MEANOR ClFf£ftSE Off EllS 

C I 
), 

A 

B 
"_Ii,!" 

- -x 

X 

A 

I 

A 

A 

A 

B 

A 

.A 

X 

" 
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. . -..... - I 
f.HAPTER J! MIS DE .. PETTY BUSIN£SS Sf 

SECTION OrfENSE fELONY MEANOR OffENSE orn:~r;: Hj)~" - . 
30-1 Treason, 1 

30-2 Mi:spr!sion of Treason 4 

30-3 Advocating OVerthrow of Govern I-
ment 3 

31-1 Resisting or Obstructing a 
Peace Officer A I 

31-3 Obstructing Service of Process B 

31-4 Obstructing Justice 4 I 

31-5 Concealing or Aiding a Fugitive 4 

31-6 Escape 

Subsection (a) 2 

Subsection (b) or (c) A 

Subsection (d) , or a vio-
+ation of sUbsection (b) or 
(e) while armed with a dan-
gerous weapon 4 

31-7 Ai.ding Escape 

Subsection (a) , (e), (d), 
(e) or (f) A 

Subsection (b) 2 
, 

Subsection (g) , or a vio-
lation of subsection (c), 
(d) or (e) while armed with 
a dangerous weapon 2 

31-8 Refusing to Aid an Officer X 
I . 

32-1 CompoUnding a Crime X 

32-2 Perjury 3 

32-3 Subornation of Perjury 4 

-



CHAPTER..]! 
SECnOR -
32-4 

32-1 

32-8 

32-10 

33-1 

33-2 

33-3 

33 }r.2 

-.... ~------------------
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-
CHAPTER !. 

SECTlOR N'fEllSt: _ .... >t_ 
-

ce 

39-1 

Each 91.ibsequen:t offense 

er iminal UGex,'y 

I 
I 
! • 

39A-1 
~ 

etioni 
~ 

40-2 er iminal ~lis:r.'epI·r;:;;["je:ntSltio n of 
Factoring 

42-1 Looting 

DIVISION . .!! 

50-31 & 50-32 Containers - Label 

60-3 

65-1 

65-11 

Anti trus tAct, 
Subsection (1) and (~) 

Blind Persono = E~~lu~ion 
guidGl doqa 

ililg 

of 

0'0--

I! 
~ 

I 
I 
i 
~ ,I 
n 
~ 

I 
~ 

I 

FELONY 

4 

4 

3 

.'3 

4 

4 

Disclosure of Information 
tained in Bu~iness of Pre pariz 9 

Income Tax Re~UIn8 

65-23 thru 27 Unlawful h~ploymen 
and Housi.ng Pract.J. 

t 

70-1 

. 

M'suse of Official Statio 
or Seal of Institution of 
Higher Learning 

ces 

nery 

, 

70--51 chasa Inducement to Sell or Pur 
Realty by Reason of Race 
Color, Religion or Nation 

, 
al 

Origin or Ancestry 

Second or subsequent vi 0-

1ation 
~ 

. 

4 
-----

MlSOE .. 

MEANOR 

A 

~ 
I 

! 

i 
! 

A 

C 

A 

C 

. 

A 

PETTY 
OffENSE 

--

J 

\ 

X 

BUSINtSS 
OrfENS:- r---'-= SEE ' 
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~ 

I 

X 
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CHAPTFB. 38 
SECTION OFF ENSE 

---------------------------------------
81-1 & 81-2 Uoo or Sale or: Intones. ting Ccn':ilpOtm.ds 

81-17 Abortion 

Subsection (a): 
(b): 
(c): 

Cri:tdnal 
Adver 
Fa:Uux 

6lkhortion 
t1aing$J etc. 
e to submt 

repo'l' 
to llZl 

:Eiden 

t or failure 
iutain cou-
tiality 

(d): Sru.e of abortifacient 

on ox Use 82-2 & 82-3 Unlawful Sa1ra, POClse.tlsi 
Air Riflefiil 

83-1, et.seq. Firearm and ~unitio II 

84-1, et.eeq. Eoarding Aircraft ~Jit 
Explos i ve or I.e thal til 

h FirGa1."Il1~ 
eapon 

85-1, et.seq. Public Demonstrations I.aw 

86-4 .through 86-7 Litter Control .. ftc t 

90-1 Legislative Misconduct 

of 

90-11 Destruction or Mutilation {~ f Draft Card 

DIVISION V 

Supp1ementaEY Provisious 

201- Detectives and Investigator s 

All violations of El,z. t, e xcept 
Section 201-12l> 

201-12 ERployee Divulging Informat ion 

202- Detection of Deception Exam! ners 

206-7 Cri~nal Identification and 
Investigation Act - ...... ...... -, 

MISDE- PETTY :RUSU'l'1.SS 
! 

QEE 
il?ELONY MEANOR OFFENSE OFFENSE STA'IUTE 

C 

2 
B 

B 
B 

X 

A 

B 

A 

X 

l 

4 

B 

A 

B 

A 
"- , ,. .-' 

.. 
, . 

L' 

I , 
" \\ " 



..... 

OFFENSES 

IN 

CHAPTER 56~ - FOOD AND DRUGS 

ILLINOIS REVISED STATUTES 

CANNABIS CONTROL ACT 

CONTROLLED StmSTANCES ACT 

L 



-------------

CH/ITEII ~ 
--~ 

~JCnON OrFEfiS£ FEI.ONV 

-MISor .. '" 
~l(ANOR 

--------~-.---------------.~-------.--------------------r_------+_--
CANNABIS CONT~OL ~T 

4 posses. ion of cannabis 

5 

8 

9 

Subsection" (a) 

Subsection 4 (b) 

Subsection '" (c) 

SUbsequent offense 

Subsection -4 (d) 

Subsequent offense 

Subsection .... (It) 

Manufacture or delivery of cannabis 

Subsection 5 (a) 

Subsection 5 (b) 

Subsection 5 (c) 

Subsection 5 (d) 

Subsection 5 (e) 

Production of cannabis sativa pl.ant 

Calculated criminal cannabis conspiracy 

if after one or more prior cOlrlvictions 
under this section, section 4 (d); sectio 
5 (d), or any law relating to cannabis, 0 

4 

4: 

3 

3 

4 

·3 

2 

3 

controlled substances 1 

... 

c 

A 

B 

A 

A 

I 

-] 

,j 

I 



'-' ...., 

" 
_DcaltlI~ 

MISOC"'l CHAPTER 56'; 

lli.!lQJ! OFfENSE fELONY· NE.'~()~ . ~ 

CONTROLLED SUBSTANCE ACIJ.' l 
401 Manufacture or Delivery 

I Subsection 401 (a) 1 

Subsection 401 (b) 2 

Subsection 401 (c) 3 

suhkection 401 (d) 3 

Subsection 401 {e} 4 

Subsection 401 (f) 4 

402 Possession 

Subsection 402 (a) 1. 

Subsection 402 (b) 3 

403 Counterfeit substances - Manufacture or 
Delivery 

Subsection 403 (a) :2 

Subsection 403 (b) 3 

Subsection 403 (c) 4 

Subsection 403 (d) .A 

Subsection 403 (e) A 

404 Substance l"epreSel'lted as controlled sub-
stance 

Delivery or Possession 3 

405 Calculated criminal drug conspiracy 1 



.". It.at 

CHAPTER 5&.;" _~m- iii! ....... ll:--.-!-.---....,:w;=r-------r------r-..... MI-SO~ 
• b .- , 

~EClION OfFENSE 

406 Miscellaneous violations 

Subsection 406 (a) 

sUbsequent offense 

SUbsection 406 (b) 

sUbsequent offense 

}: ... 

I 

fELONY uEi,~OR I 

A 

4 

A 

4 
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OFFE.'NSES 

IN 

CHAPTER 95 1/2 - IlLINOIS VEHICLE CODE 

ILLINOIS REVISED STATUTES 

'-



CHAPTER 95 1/2 
SECTION OFFENSE 

3-702 

3-703 

Operation when Registration is cancelled, 
suspended or revoked. 

Improper use of plates or title. 

4-102(a) Damage or remove part of vehicle. 

4-102(b) Tamper with vehicle" 

4-102(c) False report of theft. 

4-102(d) Buy, recei~et possess or &~11 parts with 
serial number .:emoved. 

4-103(a) Receiving, etc. stolen vehicles. 

4-103 (b) Reuove identifiea don number of vehicle or 
parts. 

4-l03(c) Conceal or misrepresent identity of vehicle 
or part. 

4-l03(d) Receive vehicle or part knowing identification 
ttUntber changed. 

4-10", (a) Permit another to use title. 

4-104(b) Unlawful use of title. registration or plates. 

4-1.04(c) FaUuT.e to mail or deliver plates, title or 
registration within 24 hours after receipt 
from Secretary of State. 

4-105(a) Alter, forge, counterfeit a title, registration 
or plates. 

4 .... 105 (b) Alter or forgl3 an assignment or releasing of 
sect~ity interest. 

4"'105 (c) Possession. of title knowing it to have been 
altered, forged or counterfeited. 

4-l05(d) l,!Iossess or use registration card or plates 
altered, forged or counterfeited. 

4-105(e) False or fictitious name or address. 

4-105(£) Fraudulent appl.ication .. 

4 

4 

4 

4 

! 

4 

4 

4 

4 

4 

MISDE­
MEANOR 

A 

A 

A 

A 

A 

.A 

A 

A 

A 

I 
~.! 



CHAPTER 95 1/2 
SECTION OFFENSE 

6-.301.1 Display or possess false license or permit·. 

6-301.2 Lend license or permit. 

6-301. 3 Display or represent as his own a license or 
permit not issued to him. 

6-301.4 Failor refuse to surrender 8uspended~ revoked 
or cancelled license or permit. 

6-301.5 Permit unlawful use of license or permit issued 
to him. 

6-301.6 Take exam for some other person. 

6-301.8 Possess or sell blan.k license or permit. 

6-303(a) Drive while license or permit suspended or 
revoked. 

11-204 Fleeing 

~.1-401(a) Accidents involving injury or death, give 
information and render aid. 

11-401(b) Failure to stop and fa:Uure to report within 
48 hours. 

11-402 Failure to stop at accident involving dawage 
to property. 

11-1.09 False ac~;.1dent reports. 

11-501 Driving while intoxicated. 

11-503 Reckless Driving. 

11-504 Dr.ag Racing. 

FELONY 

4 

----I 

MISDE- I 
MEANOR I 

i.-' 
I A 

A 

A 

A 

A 

A 

B 

A 

B 

A 

A 

B 

B 

, 

'I 



APPENDIX A5 

Criminal History Record Information User Agreement 



CRIMINAL HISTORY RECORD INFORMATION USER AGREEMENT 

between 

THE ILLINOIS DEPARTMENT OF LAW ENFORCEMENT 

and 

The Illinois Department of Law Enforcement (hereinafter "OLE"), acting as 

the State of Illinois Central Repository for criminal history record information, 

pursuant to Ill. Rev. Stat. 1975, ch. 127, Section 55a, and _________ _ 

(hereinafter "UseI'") (either a 

criminal justice agency as defined by the Department of Justice, Criminal Justice 

Information Systems Rules and Regulations, Section 20.3 (c), 40 F.R. 22114, May 

20, 1975 or an individual or an agency providing services to OLE that are required 

for the administration of criminal justice as defined by Section 20.3 (d) of said 

Rules and Regulations) hereby agree to exchange such criminal history record 

information, wanted persons information and missing persons information for the 

administration of criminal justice as is available in the State of Illinois Central 

Repository, in the files of User, the National Crime Information Center of the 

Federal Bureau of Investigation (hereinafter UNCIC"), or in the files of the Law 

Enforcement Agencies Data System, subject to the following terms and conditions: 

1. Purpose of Agreement. This agreement provides for OLE to serve as 

the state agency responsible for the exchange of statewide criminal 

histol'y record information and other criminal justice information 

between OLE and User. In addition, it provides for OLE to serve as 

state control terminal to facilitate the interchange of computerized 

criminal history data between NCIC and User. 

2. Duties of OLE. Upon receipt of inquiries from User which contain all 

the data elements required by OLE, OLE wii! \7 Jmptly search its files 

and return, in as expeditious manner as is possible and consistent with 

delivery systems available to it, such information contained in its files 

as may be relevant to the inquiries. DLE further agrees to provide 

such criminal justice information flS is available through the NCIC and 



3. Duties of User. User will collect, receive, store, use and disseminate 

all information covered by the terms of this agreement in strict 

compliance with all present and future federal and state laws and 

regulations, with all rules, procedures, and policies adopted by N('~C, 

and with all rules, procedures, and poHdes adopted by DLE. User will 

famil~arize .its personnel with and fully adhere to section 524 (b) of the 

Crime Control Act 1973 (42 U.S.C. 3771 (b) ) and regulations issued 

pursuant thereto, regulations issued by OLE, specificalJy those entitled 

"Rules and Regulations Governing Individual Right to Access .'ir. Review 

Criminal History Record Information," the State Plan submitted 

pursuant to 42 U.S.C. 3771 (b), and the Law Enforcement Agencies 

Data System Rules and Regulations. The documents referred to 

above are attached hereto and incorporated by reference in this 

agreement. 

4. Suspension of Service. OLE reserves the right to immediately suspend 

furnishing information covered by the terms of this agreement to User 

when any terms of this agreement or documents incorporated therein 

are violated or reasonably appear to be violated. DLE shall resume 

furnishing such information upon receipt of satisfactory assurances 

that such violations did not occur or that such violations have been 

fully corrected or eliminated. 

5. Cancellation. Either DLE or User may cancel this agreement upon 

thirty days notice to the other party. 

6. Executory Clause. It is understood by and petween the parties hereto 

that DLE is obligated to provide the services described in Section 2 

above to User only to the extent that public funds are mL.de available 

to DLE for that purpose. OLE shall incur no liability on account 

thereof beyond the money made available for such purpose. 

7. Certification. Before this agreement may take effect, User must be 

certified by OLE as a bona fide recipient and donor of criminal history 

record informatioil. Personnel assigned by User as terminal operators 

shall be identified to OLE and authorized to perform terminal 

operations only after having been provided adequate training. 



--_ ... _-

8. Completeness and Accuracy. The completeness and accuracy of 

information is paramount and User shall maintain only accurate and 

up-to-date criminal history records. User will cooperate wi t:} regUlar 

audits conducted by DLE to assure reliability of daLa. In addition, 

measures for purging or cancelling entries will be adhered to 111 order 

to enhance reliability of all data. Before disseminating cdminal 

histo'.'y record informationr User shall inquire from th\:.; State of Illinois 

Cent:al Repository to ensure thct only the most current disposition 

data is being disseminated. 

9. Liabili ty for Dissemination. User shall be responsible for ensuring 

that data contained in criminal history records disseminated by it to 

non-criminal justice agencies or individuals is not further disseminated 

by them and shall be liable for any loss, cost, expense, and damage 

resul ting from any negligence on the part of User to prevent any such 

further dissemination. 

10. Audits. User hereby agrees to make its records available to DLE for 

the purpose of conducting periodic audits of User's compliance with all 

laws and regulations regarding the processing of information furnished 

to User under the terms of this agreement. User agrees to keep such 

records as DLE may from time to time direct in order to facilitate 

such audits. At a minimum~ User shall record the identities of persons 

01" agencies having access to criminal history records and all 

disseminations of criminal history records on a log showing the name 

of the accesser or requester, the authority of the requester, the 

purpose of the request, the identity of the individual to whom the 

information relates, and the date of the dissemination. Such log shall 

be maintained and retained for a period of at least three (3) years. 

11. Security. User shall designate an official custodian who shall be 

responsible for the maintenance, care, and security of all of its 

criminal history records. 

12. Notice of Changes. DLE hereby agrees that no changes will be made 

in the rules, procedures, and policies adopted by it and incorporated in 

this agreement without furnishing notice to User and a 3D-day period 

in which User can submit commeni; to DLE. 



13. Indemnification. User hereby agrees to indemnify and save harmless 

OLE and its employees and officials from and against any and all 

claims, demands, action, suits, and proceedings brought by others, and 

against all liability to others arising out of the agreement or founded 

upon the neligence or other tortious conduct of User, including )jut not 

limited to any liability for any loss, cost, expense and damages by 

reason of any claim of false imprisonment, false arre:> t~ or any other 

cause of action, in the exercise or enjoyment of this agreement. 

14. Construction. This agreement shall be liberally construed to apply to 

both manual and automated information systems wherever and 

whenever possible. 

15. Effective Date. This agreement will become effective on 

_____ , 19_0 

In WITNESS WHEREOF, the parties hereto caused this agreement to be 

executed by the proper officers and officials. 

The Hlinois Department of Law Enforcement 

by: 

title: Director 
date:' ___________ ,19-

Criminal Justice Agency 

by: 

title: 

date: 
---,--------

I 
,I 



APPENDIX B1 

Non-Disclosure of Criminal History Record Information Agreement 



NON-DISCLOSURE OF CRIMINAL HIS TOR Y RECORD INFORMATION AGRSEMENT 

between 

THE ILLINOIS DEPARTMENT OF LAW ENFORCEMENT 

and 

WHEREAS, (hereina.fter 

"Researcher") has requested permission from the Illinois Department of Law 

Enforcement (hereinafter "DLE") to utilize certain criminal history record 

information for the purpose of research, evaluative, or statistical activities in 

connection with a program defined in Researcher's formal application request to 

OLE dated _, 19_; and 

WHEREAS, the Director of DLE or authorized designee has approved said 

application; 

NOW, THEREFORE, in consideration of the furnishing of criminal history 

record information by DLE to Researcher, the parties agree as follows: 

1. The following items of information shall be supplied by DLE to 

Researcher, to the extent such items are contained in the files 01 OLE, 

and shall be subject to the terms and conditions of this agreement. 

(Oeser ibe items to be supplied) 

2. Access to the identities of the individuals whose records are sought by 

Researcher shall be prohibited, unless Researcher's program conclusively 

demonstrates in its application to OLE that access by individual name is 

indispensable to conducting that program. 



3. OLE hereby finds that Researcher has/has not conclusively demonstrated 

that 9-ccess by individual name is indispensable to conducting its 

research, evaluative, or statistical program. 

4. Researcher acknowledges the confidential nature of the ..::riminal history 

record information supplied to it and agrees that disclosui"'~ by 

Researcher in any manner, of the identities of the individuals or in a 

form which is identifiable to the individuals whose records are sought, to 

any other agency or individual not immediately concerned with the 

research program shall be totally prohibited under any circumstarlce. 

5. All copies of criminal history record information disseminated to 

Researcher that identify an individual or from which an identity is 

ascertainable, shall be returned to DLE. once the information is no longer 

needed to effectuate the purposes for which it was originally 

disseminated. 

6. Researcher shall certify in writing that it has returned all criminal 

history information that it has received from DLE and that it has 

refrained from making any copies thereof. 

7. OLE shall monitor, audit, and review Researcher's program activities and 

policies to ensure compliance with the requirements of this agreement 

and with any applicable federal or state laws and regulations. 

8. If OLE determines either that the reqt,!.tements of this agreemf ~t have 

not been satisfied or that Researcher's program otherwise threatens 

privacy or security interests, it may prohibit Researcher from obtaining 

access to any criminal history record information. 

9. In order to conceal the identity of persons whose criminal history records 

are supplied to Researcher, Researcher agrees to: 



A. use the information furnished under this agreement olliy for the 

purpose described in Researcher's application to OLE; 

B. replace the name and address of any record subject wit:i an alpha­

numeric or other appropriate code where possible; 

c. restrict access to all data supplied by OLE to those employees 

whose responsibilities under the program cannot be accomplished 

without such access; 

O. store all data received from OLE in secure locked containers; 

E. refrain from copying any data furnished by OLE and to retain such 

data only so long as may be necessary to effectuate the purposes of 

the program. 

10. Researcher agrees to insert in the preface of any report of the program 

conducted pursuant to this agreement, whether published or unpublished, 

a disclaimer of OLE's responsibility for the methods of statistical 

analysis as well as the conclusions derived therefrom contained in such a 

report. 

11. Researcher hereby agrees to hold OLE harmless from any damages or 

other liability which might be assessed against OLE as a result of 

disclosure by Researcher of any information received from OLE pursuant 

to the terms of this agreement. 

12. Researcher hereby agrees to pay to OLE the sum of $ ___ for each 

search for a criminal history record which DLE performs at Researcher's 

request. 



13. In the event that Researcher fails to comply with any of the terms of thb 
agreement, DLE may immediately cease to supply criminal history record 
information to Researcher, may demand the return of ali criminal history 
record information previously furnished to Researcher, and may take such 
other actions as it deems appropriate to protect security and prh""'cy 
interests. 

In WITNESS WHEREOF, the parties have signed their names hereto this 
____ day of __ ,19 

Illinois Department of Law Enforcement Researcher 

By: 
-------------------------------

By: ----------------------
Title: Director Title: -------------------



APPENDIX B2 

Juvenile Court Act, Chapter 37, Sections 702 and 703 
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ARTleLF. 2-JUnr~DICTrO:-l: VF.:-lUF.: RELATIONQ 
SHIP TO CHD!I.>.'AL l'HOl.'l·:r·:L>l=--GS: HECOHDS 

102-1. § 2-·1. Jllrisdictional Facts.) Pro-
c(>edings mny be Inslilu(pl/ llnlkr the pro\'lslons ot 
this Act concerning hoyg IInti girls \\'llUI nre delin­
quent, otherwise in neell of SUpervision, neglected 
or depentlent, us defilletl in Sections 2-2 through 
2-5.1 

1 Sections 702-2 thru 702-5 of lhls chnPtlll". 

702-2. § 2-2. DelinQII{,lIt :lUno") Those 
Who arc delinquent includl' any minor wl\o pdor to 
his 17th birthday has \'iolatetl or nttempted tl'> vlc­
late. regnnlless o[ Whl're the act occurred, nny ted­
eral or slnte In w or III U n iei pal ord innncc; and (b) 
prior to J:tnunry 1. 1974. any minor who h{IS vio­
lateci n. lawful court order made t;;:([l'r this Act . 
Amended by 1'.A, 77-2096, § 1, err, JUlI, I, 19'/3. 

70~~. § 2-3. :llil1or Otherwise in Xl'ed of Su~ 
pl·!'\"isioll.) Those othc·rwise in nel.'u of! superv!­
sian Include (U! any minor under 18 )'<'ars oC Ilgf.l 
who is beyonu the control of his parents. guardIan 
or other Cuslouian; (!J) any minor subject to com­
pulsory school attendance who Is habItuu,lly truant 

.--.,. __ . "-""-'~"-<t ___ .-.. ______ ~_~ ____ ~_ ... __ .. ~,_ 
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trom Rchool: (c) any minor who Is an addict, as 
deClned In the "Drug Addictlon Act": I and (d) on 
or after January I, 1974, allY minor who violates a 
JawCul court ordC!r made und!'r this Act. 
Amended by I'.A, 77-2096, § 1. ect, Jan. I, 1973. 

I Chapter 911h, 1120.1 ct scq. 

"lOz-t. § 2-4. X£'gll'ct£'d :\l/no1'.) (1) Those 
who are neglected Include any minor under 13 
years oC age 

(a) who Is neglected as to proper or necessary 
support, education as requlrer! hy law, or as to med­
Ical or othC!r remedial care recognized under State 
law or other carn necessary fOI' his well-being, or 
who Is abandoned by his parents, guardian or cus­
todlnn; or 

(b) whose environment Is Injurious to his weI­
taro or whose bE'havlor Is Injurious to his own wel­
fare or that of others, 

(2) 'l'hl·s Section dO£'5 not anplr to a minor who 
would be Included herein 1;01ely for the purpose or 
QUalifying lot! financial nssls,tance for himself, hls 
parents, guardian or custodian, As amended by 
act approved July :n, 1967, L,1!l67, p, 2359, 

702--:>. § 2-5, Dep£'ndent lIino1'.) (1) Those 
who arc dependent Include any minor under 18 
years of ago (a) who ,S without a parent, gu,ardian 
or legal custodian; 

(b) who is without pl'oper care because of the 
physical or mental disability of Ilis parent, guard­
ian or custodian: or 

(c) who has a parent, guardian or legal custo­
dian who with good cause, wishes to be relleved 
ol nil residual parentul·.l'ights and responsibilities, 
gUardianship or custody, and who desires the ap­
pointment of a ~uardlan of the person with power 
to consent to the adoption of the minor under Sec­
tion 5-9.1 

(2) This Section does not apply to a minor who 
would be !!leluded herein llo!(,ly for the purpose of 
Qualifying for financial assistance for himsE'lf, his 
parents, Guardian or custodian, As amended. by 
act nl)pr()~'ed July 31, 1967. L,1967. p. 2359. 

1 chapte. :17, § 705-9, 

702-0. § 2-6, ,'entH'.j (1) Venue In any 
caso lI~s III the county wh(,l'e the minor resides or 
Is found, In the case of a delinquent minor de­
scribed' bl Section 2-2,1 venue also lies In the coun­
ty where (,ht~ alleged attempt to violate or \'Iolation 
ot federal: state or 10.cul- law occurred or in the 
~ountv wlwro tho oreler of the court, alleged to 
ha\'e heen violated hy such minor, was made unless 
8ubseqlH'nt to the order the proceedings IHl\'e been 
transforred to another county, 

(2) U proceedings are commencp.d In any county 
other than that of the minor's rt'llid'!nce, th() court 
In which tile proccl'(lingR wer(' Initiated lIlay at any 
time b£'tore or after adjudication of wardship trans­
leI' the caHe to the county of th~ nlinor's residence 
by transmitting to the court In that county an all­
thenticatt"d copy oC the court recorcl, Including .JlII 
documents, petitions and ordt"r~ filed thnrC'~h,- and 
the minute orders' anti dock£'t nntrins of til€; .court, 

, Trnnst{'r In like manner mar be made In the e\'l'nt 
ot n CIHlIIg'C oC rl'Riflt"ncl) from Olll! county to an­
otlier ot a minor concerning whom proceecllngs are 
pending. 

I Section 702-2 or thla chaptcr. 

102-7, . § 2-7, Cl'IlIllnnll'roRC'clltlons J.lrlllted.l 
(1) Except liS pro\,lded In this Section, 110 minor 
who was und!'r 17 years of a1;e at the time oC tho 
alleged oHense may be llrO[lecutcd ullder the crlmi-

nnl laws ot this St.ate or for "iolnition ot an ordl­
lIanc!' of any political 5ubdldsion therlC'ot, 

(2) Subject to para~raph (:;.) of Section 2-8,1 
any minor alJeJ;rrt to have cOUlmll~<:'d a traUlc. 
boating or fish and game law \'lolatloll or :UJ 0(­
tense punishable by Cine only may be prosecuted 
therefor and If found guilty punished under nnr 
statute or ordinance I'dating thernto, without ref­
erencE' to the procedures set O!·t in this Act. 

(3) H a petition allegl's comnl' slon b~'la minor 
13 years of age or over of an act wllich constitutes 
a triml' !lndN the law!;' ~C this State, nnd, on mo­
tion oC the State's Attorney, a Juvenlie Jl"lge, des­
li;nated by thE' Chief Judge of the Circuit to hear 
and detl..'rmine such motions, after Invesrigatlon 
and hearing but before commencement of the adju~ 
dlcatory hearing, finds that it Is not In the beSt In­
terests of the minor or o( the pu bllc to proceed un­
der this Act, the coUrt mar enter an order permit­
ting prosecution under the criminal laws, 

(a) In making its de'lerm/natlon on a motion to 
permit prosE'clltlon undE'r the cdminal laws. the 
court shall consider alllong other nlatters: (1) 
whether there Is sufficient e\'idence upon which a 
grand jury may be expected to return an indict­
lUent; (2) whether there Is eddence that the al­
leged offense was committed in an aggressi\'e and 
premeditated manner: (3) the age of the minor; 
(4) the pre\'lous hlslorr of ~Le minor: (5) wheth­
er there are faclllties particularly avallD,ble to the 
Juvenile Court for the treatment and rehabilita­
tion of the minor: and (6) whether the best Inter­
est of the minor and the security of the public may 
require that the minor continue In custody or un­
der super\'ision for a period extending beyond his 
minority, The rules of evidence Shall be the same 
as under Section 5-1 of thi!: Act,e (b) If criminal 
proceedings are Instituted. the petition shall be 
dismissed Insofar as the act or acts inn)IYed in the 
criminal procl'edings are concerned, Taking of e,'­
Idence in an adjudicatory hearing in anY such case 
is a bar to criminal proceedings based lIpon the 
cond uct alleged In the petition, 

(4), Nothing in this Act prohibits or limits the 
prosecution of any minor for nn offense comlllitted 
on or after his 1 ith birthday e,'en though he or 
she is at the time of the offense a ward. of t'he 
court. 

(5) If a petltlon alleges commIssion by a minor 
13 years of ago or o\'er of an act which constitutes 
a crime under the laws of this State. the illinor, 
with the consent of his cOlin!;,?!. mn~·. at any time 
before commencement of the adjp:iicatory hearing, 
file with the court a motion that criminal prosecu­
tion be ordered and that the petition he dismissed 
Insofar as the act or acts in\'o!\'cd In the criminal 
procP,!'d ings are concl)rned, If such a motion is 
fJINI as her£'in pro\'ldect, the court shall cuter its 
order accordingly, 
Amended b)' P,A. 77-2096, § I, ert, Jan. I, 1973. 
P,A, 78-341. § I, ect, Oct, I, 19'13. 

L Chnpter' 37. ~ 702-8, 
: Chnpter 37.1 705-1. 

'j02-H. § ~-!l, ('ontlm'l\lI~nt. Fingerprints, 
Photogl'af/lls lint! ,\I'I'!'St I 11 f()1'1 11 II ti()ll. ) (1)!"0 mi­
nor under III )'l'ars or ilA"O may be confined In a 
jail or place ordinarily used for the confitH'lllp.nt ot 
prisoners In a. police station. .\flnors under 17 
years or a~e III ust bn kept (ll'parate from confined 
adults a'nd may not at any tllllll be kept In the 
Ilame cell, room, or yard with adults confined pur­
suant to the criminal law. 

(2) No law enCorcelll('nt ofClccr or other person 
or agency may knowingly transmit to the Depart-
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ment or Corrrctlon~. Acllllt Dh'i!llon or th('o Drpart­
mcnt oC Law Enlorc'''IIll'nt or 10 the i"('c(erai 11\1-
reau ot In\'psti,,arlol\ allY flllJ.:l'rprlnl or photo­
,;raph r('lalin~ 10 a minor who ha~ hl'''ll :lrrt>sted 
or taken into clI~tndy hf'lnrf' his 1 illl hirthday. un­
Jess thl' ('ourl rll prrJc:c,,·tlrnJ.:~ ulld(>r this Act au­
thorlz('s the traltslllissJ(J11 or rlltl'rs :tn orller lI11d{'r 
Section 2-1 1 pr~rnrittin~ the institution or criminal 
proceedings, " 

(3) The rf'corrls of law enforcement orficprs 
eoncerr.ln~ a.ll I1Ilnors uuuer 11 years oC a~e must 
be maintained s£'paratr frorn th .. rl'cnrds of arrests 
and mar not he npl'll tn puhlic Insppclion or their 
contents discloRrd to I he pI! blic l'XCppt by ortll!f oC 
the court or W1H'1I the inslitlltinll -(If crilllinal pro· 
ceedlngs has o('rn pf!rmiltrll undpr ::;l'ction 2-i or 
auch a pr.rson haH lll'l'n con\"ictcu of a crime n.nd is 
th~ SUbject of pr,'-sPrltence in\,!!fitig-alion or pro­
eeedlnl;"s on an allplil'ation for probation, ' 
AUlCndeu by P,A, ii-!!II!l6, § I, eff, Jan, I, 1973; 
P,A. 78-255, § 61, ;)Cc. Oct, 1,1913. 

1 Chapter 37. g 702-1: 

'1()2--0, § 2-9, Ac!mifisihllitr or Eddence In 
Other l'.'oc€'CciiIlI.\"S,) (1):-;0 :uljuuicatioll. dl"posl­
tlon or e\'ld~l1ce g-!\,cn in proceellin!!s under this 
Act 1s admissible as t'\"iut::nee a~ainst the minor for 
any purpose whate\'pr in any ch"il, criminal or oth­
er cause or proc(>puing except in sub~equent pro­
ceedings unller this Act concerning the same mi­
nor. ~o adjuuication or disposition unuer this Act 
operates to disqualify a minor from subsequently 
holding public oClict! nor operates as a for!'t'iture 
of a~y right. pril'ilc~e or rig-Itt to receive any li­
cense granteel by public authority except that the 
court which adjudicat('s that a minor has commit­
ted any offense relating- to motor \'chicles pre­
scribed In subsections (a) through (d) of Section 
(-102 ot The Illinois "-folliclG Code I shall notifv 
the Secretary of Stale of such adjuuication and 
such notice shall constitute sufficient grounds for 
l'(:\'oking that :n inor's d rlyer's license or permit as 
pro"!ded in sub!lection (C) of Section 6-205 of The 
Illinois Vehicle Code; ~ and no minor shall be de· 
r.omlnated a criminal by reason thrreof; nor shall 
any Buch adjudication be denominated n. convic­
tion. Neither the fact that a minor hafi been the 
subject of proceedings under this Act nor any con­
fession. aumissioll or Sl'ltfmenl niadp by him to 
the court or to any officer thereof before his 18th 
birthday is admissible as t1\'luen('e a"c:ain~t him or 
his inter(>sts in any other COUrt or pro('eeuing-, ex­
C<t!l)t In trials of S\llt~ for libel or sland£'r. wherein 
the tact, con[(>sslon, admission or statement is ma­
terial and rele\'ant, 

(2) Notwithstanding- tlH' fore/:"oin.r; pro\"isions of 
th1s Section, wl!erH'\'er anyone who ha:; br(>n aciju-

" dlcatcd to be a dclinqul'nt rninor cipscrihed in Scc­
tlon 2-23 Is ,con\'iCII'c1 of a. crime In any court, the 
court in which the conl'ielion has h"~'n entE'red 
Illay, In passing- upon an application for probation 
or in determining the s(>ntcnce to un illipoSI'{I. ex­
amine tire recortlH of c1i;;pu~illon or p\'idence which 
Were made In proCl'Nilnl::!i under t Ids Act. 

(3) !'\othing- in thi:; Hl'ction afil'cts the right or 
a el\'11 Sen'lce Corllllli:;sion or appointinl:: authoritv 
examining the charactc:r and fitll~ss of an appll­
~ant (or a position as l\ law enforcrlll!'nt officer to 
aScertain Whelhl'r that applicant was CI'l]r adjuui­
eM cd to be a (]C'lilll)lIt'nt minor and, if ~o. to el\:llll-
1':0 tho records or dt;;posillon or cI'rd"lIce which 
were maue In prOCI'('t1 i nJ:li II rutH tllIfi Act. 
Aruelld~\d by I'.A, 'li-lG1~. § I, eCC. July 1. 1912. 

I Ch/llHcr 95 1;, , 4-102, 
, Chnl>t~r 9.i',~. t G-~,)5 • 
• Chlllller 37. I 702-2. 

702-10. ~ 2-10. rll1J1onllc1in~ of Cl.'rtnln 
... ih's.) TIll! otllcial ('Ottrt file :IIHI ot her flies 1.'011-
tainilll: any lllPll1oran<julI\ or rrport and allY tran­
~('ri"t of 1(');1 i11lon~' in prnC'I'I'tiinI!H untll'r this Act 
shall h" illlpollncJpt\ ;Inc! shall not he mad,' a\';:.!lablc 
to th!' I!pOl'ral ptthliC' hilt may hp inspr'ctNl by rep· 
fE'Sentati\'cs ot' a.r;!'ncil's, nssociations and n('ws me­
dia or other prolll'rly intr'rrste{) pprsons by gene\'al 
or special {Jrcll'r of court. The .;tnt\'·s Attorn1:!Y and 
tho attorney for th,· minor shall at ,-II tillll)s have 
the rig-ilt to ('x:lllline court fiies and reco~'ls except 
as IH'o\'ieled In Srction 5-l.1 

1 :';ectlon 105-1 or tllis chapter, 

':02-11. ~ 2-11. nl'si~lIl\tion o( Special Court­
roollls.) Spccial ('ourtroomfi may he provided In 
any county for the hearing oC all cases under this 
Act. 

ARTIC!.E 3-TE:lIPOHARY CVSTODY. DETENTION 
.A.~D SH8L'fElt CArm 

703--1: § 3-1. Tllkilll: into Custody.) (1) A 
law enforcement officer may, without a warrant. 
tak\' into temporary cUSLddy ,1 minor (a) whom Ule 
ollicer with reasonable cause believes to be a person 
describNi in St'ction 2-1 1; (b) who has been ad~ 
juuged a ward of the court and. has escaped from 
any commitment ordered by the court under this 
Act; or tc) wh,o is fO~LIlu in any street or public 
pince sutTering from any sickn(>~s or injury which 
requires care, meuical Heatment or hospitalization. 

(!!) \\'hene\'er a petition has been filed under 
Section 4-1 ~ and the court finds that the conduct 
and belra\'ior of the minor mal: enuanger the health, 
person. wclfare. or jlfOprrty of himself t.T others 
01' that the circumstances of his home en"iron­
ment may enciang-er his health, person, welfare or 
property. a \,-arrant Illay be Issued immediately to 
tal,e the Illinol' in to custody, 

(3) The taking of a minor Into temporary CUS­
tori), unuer this Sl'ction is not an arrest nor does It 
constitute a police record, 

1 Section 702-1 of thi!; chapter 
2 Section 704-1 o( this chapter, 

70:~2. § 3-2. Dlltr of Otlkel'; Admissions by 
:'I1inof.) ( 1) A law enforcement officer who takes 
a minor into custody without a warrant und.er Sec­
tion 3-1 I shall immediatrly make a reasonable 
3,ttempt to notit'y thc parent or othcr person legally 
re~Jlonsible for the minor's care or lhe person with 
whom the minor resid(>s that the minor has been 
tnken into custoel)" ancl where he Is bcln~ held: 
and the otncer shall without unnec('!<~ar',' Jelay take 
the minor to th\~ neart'st" juvenile police officer 
d.csi~na\cll for HlICh jlUfP05l'fi in the cO\lnt~· of venue 
or shall surrentlpr til(> minor to a juvenilc police 
offict'r In thl~ city or I"illnl::c where the offellsc Is 
all('~ed to han~ b~'en comrllittPel. The millor, If not 
r{~leaspd, shall be d!'iil"crpd without unneC('Sfiary de­
lay to the court or to thc place designated by rule 
or order of COllft for Ihe T('ccption of mInors_ 

(~) The r(>cords of law rn!orc~tnent oHlcers con· 
crrnin.r; all millors tal,ell illto (,lls\ody uneler this 
Act ~h:dl hc lIlailltained sl'parate frolll thl) records 
of arl'('sts anci Illay not Ill' In~fI('Ctl'd by or dl:iclosed 
to the puuHc except uy order of thc court. 

1 SectIon 7U3-1 DC this chapter, 

7Cl:~r. § 3-::' Sllt'ltef ('l\r(',) AllY minor 
tal,cll Into t!'lIlporar)' cU!itocly who requires care 
away frolll his hOlll!' hut who {lops not r(>quire 
physical rl'!itric!tion ~hall oc~ gin'lI telllporary care 
In n Coster Camlly homl! or other shelter Caclllty des­
ignated by lhe court. 
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Confidentiality of Juvenile Records 
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Confidentiality of Juvenile Record~ 

Grantees expressly agree to maintain the following standards and perform 
the following duties for the protection of juvenile recipients· rights to 
privacy. 

1. The grantee shall maintain accurate and up-to~date records of juveniles 
served by the grantees. 

2. Records maintained by the grantee shall contain only information which is 
strictly related to the particular type of service provided by the grantee. 
Such information shall not be released, disclosed or otherwise disseminated 
under any condition except as follows: 

a) to the juvenile subject of the records, his or her parent or 
guardian or legal representative upon proper identification. 

b) To any person or organization for research purposes provided that 
authorization to use the information for research purposes should 
be given only upon a determination that the benefits ahticipated 
from the project oub/eigh the potential harm to security and pri­
vacy of the juvenile. Any person or organization so authorized 
shall not receive data specifically identifiable to the indivi­
dual who is the subject of the record. 

c) to any agency or individual with the. written consent of the juvenile 
or his parent, to the extent that the information contained in the 
record does not contain criminal history record information. 
j. 

d i to any age~cy or individual specifically authorized by statute, 
court or ~xecutive order to receive such information. A record 
of each such request for information pertaining to an individual 
shall be maintained by the grantee as part of that individual·s 

·file. Such record shall i~clude the name of the requesting or­
ganization or individual and the date and purpose of the request. 

e) the grantee is responsible for insuring that the data contained 
in the records ;s not further disseminated by persons or agencies 
receiving information from the grantee records to other agencies 
or individuals unauthorized to receive such information. 

f) reasonable effort shall be made to notify the individual subject 
of·a grantee record prior to dissemination of the record or any 
of its contents to other persons or agencies pursuant to (d). 

3. Each grantee shall designate an official records custodian who is respon­
sible for the maintenance,· care and security of all grantee records concerning 
juveniles served. 
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4. The Grantee herein agrees to abide by and to be bound by the Department 
of Justice, Criminal Justice Information Systems Rules and Regulations issued 
pursuant to sections 501 and 524 (b) of the Omnibus Crime Control and Safe 
Streets Act of 1968, as amended by the Crime Control Act of 1973. 

5. The Grantee herein agrees to abide by and to be bound by the Illinois 
Law Enforcement Commission Criminal Justice Information Systems Standards. 
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There is no Appendix for chapter C 
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There is no Appendix for chapter D 
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APPENDIX El 

Rules and Regulations Governing Individual Right to Access & Review Criminul History 
Record Information and Instrt.!ctions Individual Right to Access and Review Criminal 
History Record Information. 

• 
.. 



RULES AND REGULA TIOt,:') GOVERNING INDIVIDUAL 
RIGHT TO ACCESS & REVIEW CRIMINAL HISTORY RECORD INFORMATION 

GENERAL 

EFFECTIVE March 16~ 1976 

REVISED~ january 23, 1976 

These rules and regulations are issued to comply with Title 28 of the Code of 
Federal Regulations, Judicial Administration, Chapter 1 - Department of Justice 
(Order No. 601-75), Part 20-Criminal Justice Information Systems effective June 
19, 1975, in particular Subpart B, Section 20.21 1 Paragraph (g); and the Illinois 
Criminal Law and Procedure for 1975~ Division V, Section 206. Reference should 
be made to the Omnibus Crime Control and Safe Streets Act of 1968 as amended by 
the Crime Control Act of 1973, Sections 501 and 524 (b); 42 U.S.C. Section 3771 
effective July 1, 1973, and related penalties for non-compliance of both Federal 
and State Legislation. 

These rules and regulations pertain to one paragraph of the United States 
Department of Justice Rules and Regulations as cited above and are issued to 
implement Individual Right to Access and Review on or before March 16, 1976, and 
shall be filed with the Index ,Division of the Secretary of State, as provided in 
Chapter 127, Sections 263-268.1, Illinois Revised Statutes, and as such shall have 
the force of law pertaining to Chapter 38, Section 33.3 and 206 with respect to 
Agreements and/or Certifications pertaining to Criminal History Record Informa­
tion collected, maintained, and disseminated by the State Central Repository and 
secondary dissemination of State Central Repository Criminal History Record 
Information by other State and Local Criminal Justice Agencies. This includes 
Criminal History Recor~ Information collected from Federal, State, and Local 
Criminal Justice Agencies which is maintained and/or disseminated by State and 
Local Criminal Justice Agencies other than the State Central Repository. 

These rules and regulations pertaining to Individual Right to Access and Review are 
written to comply with the spirit and intent of the Regulations and pending 
congressional legIslation. 

1.0 DEFINITIONS 

1.1 CRIMINAL HISTORY RECORD INfORMATION (CHRI) means information 
collected by criminal justice agencies on individuals consisting of identifiable 
descriptions and notations of arrests, detentions, indlctments, informations, 
or other formal criminal charges and any dispOSition arising therefrom, 
sentencing, correctional supervision, and release. Fingerprint identificatlon 
is not a necessary informational prerequisite to the collection, maintenance, 
and dissemination of Criminal History Record Information. CHRI can be 
construed to mean files maintained by criminal justice agencies containing a 
series of arrest reports and disposition information; CHRI is an arrest report, 
for example, with notations of formal transactions as a result of being 
processed through the criminal justIce system. In short, CHRI generally 
means Transcript or "RAP SHEET" information, and does not pertain to 
source documentation of individual transacti....ls, nor to investigative and 
intelligence information. 
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1.2 INFORMA nON SUBJECT TO REVIEW means Criminal History Record 
Information concerning an individual pertaining to the fact, date, location, 
and results of each formal stage of the criminal justice process thr-:>ugh which 
the individual passed. He or she is entitled to review such inforrn~tion to 
ensure that all such steps are completely and accurately recorded. Orginai 
criminal justice agency documents generated at each formal stage, intelli­
gence and investigation information, and other substantive information 
compiled about the individual are not subject to access and review. In short, 
CHRI means a Transcript or "RAP SHEET", maintained by the State C~ntral 
Repository or any history of arrests and formal criminal justice transactions 
pertaining to an individual maintained by a criminal justice agency. 

1.3 CRIMINAL HISTORY RECORD TRANSCRIPT means the State Central 
Repository official document used to disseminate Criminal History Record 
Information to authorized criminal justice agencies upon request. 

1.4 ST A TE CENTRAL REPOSITORY (SCR) means the Illinois Bureau of Identifi­
cation authorized by Chapter 38, Section 206, Illinois Criminal Law and 
Procedure For 1975, effective July 2, 1931, and Chapter 127 Section 55a, 
Illinois Revised Statutes. 

, 
1.5 THE ILLINOIS DEPARTMENT OF LAW ENFORCEMENT shall be referred to 

as the Department herein. 

1.6 INFORMATION SUBJECT TO CHALLENGE means an oral or written 
contention by an individual that his or her. Criminal History Record is 
inaccurate and/or incomplete or illegally obtained and/or maintained. In 
order to challenge information the individual must provide 0. correct version, 
in writing, of his or her criminal history record, substamiated by legal 
documents if such documents exist or reasons why he or she believes his or 
her version to be correct. 

1.7 REVIEWING AGENCY means a law enforcement criminal justice agency such 
as municipal police or county sheriff's office. 

1.8 ADMINISTRA nVE REVIEW means an individual who challenges his or her 
criminal history record is entitled to have the record appropriately corrected, 
and if there is a factual controversy resolved against him or her, he or she is 
then enti tled to a review of thclt decision by someone in the agency other 
than the person who made the decision not to correct the record. 

1.9 ADMINISTRATIVE APPEAL means that an individual has the right to appeal 
when a criminal justice agency refuses to correct challenged information in 
the Administrative Review process to the satisfaction of the individual to 
whom the information relates. Appeals shall be submitted to, and processed 
by, the Criminal Justice Information Systems Council on forms provided for 
this purpose and made available to all reviewing agencies. ' 

1.10 COMPUTERIZED CRIMINAL HISTORY (CCH) means computerized Criminal 
History Record Information maintdined by the State Centrul Kepoc;ltory anj 
Its contents whkh are made available to authorized criminal justice agencies 
via the Law Enforcement Agencies Data System (LEADS). 
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1.11 CRIMINAL JUSTICE INFORMATION SYSTEMS COUNCIL means a body 
created pursuant to Statute or Executive Order whose purpose is to resolve 
factual controversies arising from the Right to Access and Review process. 

2.0 DEFINITION OF FORMS USED 

2.1 REQUEST FOR ACCESS AND REVIEW CJIS-OPER-0105-12/75 (RAR). Tl)is 
form is used to initiate Access and Review procedures at a criminal justice 
agency. The contents of the form shall contain sufficient infor:-nation to 
identify the requester and the facts related to the information reques-Led for ~ 
review. The Department of Law Enforcement shall provide Request for 
Access and Review forms to Reviewing Agencies with instructions for 
completing the same. 

2.2 NOTICE OF REVIEW FORM CJIS-OPER-OI06-12/75 (NOR). This form is 
used by Reviewing Agencies to notify individuals who have caused to be filed 
a Request for Access and Review that the information requested is available 
for review. The contents of the form shall contain sufficient information to 
identify the individual and the transaction referred to, and certain notices 
regarding re-identification and failure to answer the Notice. The Department 
of Law Enforcement shall provide Notice of Review forms to Reviewing 
Agencies with instructions for completing the same. 

2.3 RECORD CHALLENGE FORM CJIS-OPER-OI07-12/75. This form is used by 
the Reviewing Agencies to provide an instrument for recording the facts of a 
record being challenged. The contents of the form shall contain sufficient 
information to identify the individual and the transaction referred to, and 
adequate space shall be provided for the individual to record the facts of the 
challenge. The Department of Law Enforcement shall provide Record 
Challenge Forms to Reviewing Agencies with instructions for completing the 
same. 

2.4 REQUEST FOR ADMINISTRATIVE REVIEW CJIS-OPER-OI09-1i/75 (RAR). 
This form is used by Reviewing Agencies to provide an instrument for an 
individual to file an Administrative Review. The contents of the form shall 
contain sufficient information to ldentify the individual, the transaction 
referred to, and· a statement by the individual regarding the proposed 
corrections. The Department of Law Enforcement shall provide Request for· 
Administrative Review forms to Reviewing Agencies with instructions for 
completing the same. 

2.5 ADMINISTRATIVE APPEAL COMPLAINT FORM CJIS-OPER-OI08-12175. 
This form is used by Reviewing Agencies to provide an instrument for an 
individual to file an Administrative Appeal Complaint. The contents of the 
form shall contain sufficient information to identify the individual, the 
transaction referred to, and a brief statement by the individual regarding the 
facts of the complaint. The Criminal Justice Information Systems Council 
sh~lI provide Administrative Appeal Complaint Forms to Reviewing Agencies 
or the individual directly, w1 th instructions ~r completing the same. 
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3.0 APPLICABILITY 

3.1 These rules and regulations al'e applicable to all criminal justice agencies 
collecting, maintaining, and disseminating manual and/or computerized 
Criminal History Record Information. 

3.2 These rL!les and regulations are applicable to all criminal ju.r.tice agencies 
generating original documents reflecting the facts and results of edch formal 
stage of the criminal justice process through which an individual passed. 

3.3 These rules and regulations are applicable to the Department of Law 
Enforcement responsible for the collection, maintenance, and dissemination 
of manual and computerized Criminal History Record Information, designated 
the State Central Repository by Statute. 

3.4 These rules and regulations are applicable to the Criminal Justice Information 
Systems Council responsible for processing Administrative Appeals to the 
extent that they are not superseded by or in conflict with any rules or 
regulations issued by the Council. 

4.0 RULES FOR ACCESS AND REVIEW 

4.1 AVAILABILITY OF RULES AND REGULA nONS. The Department shall 
make these regulations availabie to all criminal justice agencies for 
dissemination to individuals being processed or already processed through the 
criminal justice system, institutions, and the media. Additionally, the 
Department shall make available pamphlets highlighting and illustrating the 
essence of the Right to Access and Review regulations. 

4.2 LANGUAGE. The rules and regulations and pamphlets shall be printed in the 
English language to ensure communications within this State consistent with 
Chapter 38, Section 103-7, Illinois Revised Statute, 1975, Posting Notice of 
Rights. 

4.3 FORMS. The Department shall make available to all criminal justice 
agencies forms and instructions necessary for carrying out the intent of the 
r'~ght to access and review Criminal History Record Information as defined in 
Section 2.0 of the Rules and Regulations. 

4.4 PROCESSING SERVICES. The Department shall make available necessary 
services to criminal justice agencies by promptly responding to requests for 
access and review, challenges, and administrative reviews in accordailce with 
time constraints contained herein and Right to Access and Review Procedure. 

4.5 POINT OF REVIEW. State and local law enforcement agencies s!lal! process 
requests for access and review of Criminal History Record Inforrnati.ofl 
through all stages of the process to their final disposition. If an individual 
requests access and review at the jurisdiction of residence of another 
jurisdiction's record (not the State Central Repository), the law enforce:nent 
agency in the jurisdiction of residency will process the reVlf'W m accorddnc(" 
with this procedure through the State Central Repository as in any other 
case. 
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4.6 ORIGINAL DOCUMENT AVAILAl,iLITY. All criminal justice. agencies will 
make original documents or copies available to the, State Central Repository 
for the purpose of auditin'g infortnation being challenged by an ind~vidual. 

4.7 VERIFICATION METHOD. Flngerprin.ting, fingerprint classification, and 
classification master file search will be applied to establish the individual's 
positive identification to ensure accuracy in providing. information, to the 
individual. 

4.8 LEGAL REPRESENTATIVE. Access and Review of an 'individual's Criminal 
History Record Information through his or her attorney or authorized agent of 
his or her attorney requires the presence of the individual for fingerprinting 
and fingerprint verification as stated in part 4.7 above. 

4.9 TIMING. 

a. State and local law enforcement agencies shall make available access and 
review services between the hours of 8:00 a.m. and 4:00 p.m. daily excepting 
Saturdays, Sundays~ and legal holidays. . 

b. Requests for Access and Review shall be forwarded to the. State Central 
Repository by the Reviewing Agency within 7 calendar days measured from 
the date the request was filed. A review shall take no longer than 2 hours. 

c. The State Central Repository shall respond to Requests for Access and 
Review within 30 calendar days measured from the receiving date~ 

d. The Reviewing Agency shall notify the individual that the Transcript is 
available for review within 5 days measured from the time the Transcript was 
received from the State Central Repository. 

e. Challenges shaH be forwarded to the State Central Repository by the 
Reviewing Agency within 7 calendar days measured from· the date the 
challenge was filed. 

f. The State Central Reposito!-y shall respond to challenges within 30 calendar 
days measured from the receiving date. Corrections reported by the 
Reviewing A'gency to the State Central Repository shall be verified against 
contributing agency records. The State Central Repository shall disseminate 
corrections to all agencies logged as having, received the incorrect informa­
tion, prepare a listing of non-crimInal justice agencies which have received 
the information, and forward the corrected Transcript and non-criminal 
justice agency li,sting to the Reviewing, Agericy. 

g. The Reviewing Agency shall notify the individual of the availability of the 
Challenge decision within 5 days measured from the date the information was 
received from the State Central Repository. 

h. Requests for Administrative Review sl1dll be forwarded to the Superint~ndent 
of the Stat".! Central Repository by the Reviewing Agency within 7 calendar 
days measured frorn the date the Request for Administrative Review was 
flied wIth the Reviewing Agency.'Requests for Administrative Review shall 
be submitted by the mdlvidual to the Reviewing Agency within 60 days from 
the date that the indivIdual is notified of the Challenge decision. 

----~ 



i. The Department shaH respond to Requests for Administrative Review wit;!in 
30 calendar" days measured from the receiving date of the Request for 
Administrative Review. , . 

j. The Reviewing Agency shall notify the individual of the availability of the 
Administrative Review decision within 5 days measured from the date the 
information was received. 

k. Administrative Appeals shall be processed by. the Criminal Justice Informa­
tion Systems Council within 30 calendar days measured from the receiving 
date of filing the Administrative Appeal. Appeals to the Council shall be 
submitted within 60 days measured from the date the individual is notified of 
the Administrative Review decision. 

4.10 FEES. No fees shall be charged by the State Central Repository for 
processing Right to Access and Review documents. Local criminal justice 
agencies may charge a fee for this service. The fee charged for review 
should not exceed actual costs of processing reviews and shall not exceed $10. 

4.11 LACK OF FORMS. The lack of Right to Access and Review forms shall not 
be grounds for denying the Right to Access and Review of an individual's 
Criminal History Record Information by a Reviewing Agency. 

4.12 MONITORING. The Department shall be responsible for monitoring the Right 
to Access and Review process and filing of reports reflecting monitoring 
statistics, characteristics of requests, challenges, administrative reviews, and 
the outcome of each stage of the process. 

4.13 RECORDS OF REVIEW. The Department shall maintain files of all reviews 
and ensure updating of existing Criminal History Record Information in 
manual and computerized files, treating all such requests as an event 
followed by recorded transactions on all computerized and manually prepared 
Transcripts to ensure coordination with agencies receiving such records by 
subsequent dissemination. A copy of each Record of Review shall become 
part of the individual's file and will be subject to the Right to Access 
regulations stated herein. 

4.14 LIST OF DISSEMINATIONS. Upon request, the individual shall be given 
during the review a 11st of all non-criminal justice agencies to whom the data 
has been disseminated. 

4.15 REQUEST DENIED. Any individual denied the right to file a Request for 
Access and Review, Record Challenge, or Administr..:ttive Review by a 
Reviewing Agency may write the Superintendent of the Illinois Bureau of 
Identification for appropriate action and dispo')ition. Any individual denied 
t:l(' right to file a request for Administrative Appeal mdY write to the 
CrIminal Justice Information Syst(~rns Council for appropriate action. 

4.16 COR1?ECTED CHRI. Criminal Hi.~tory Record InforrnatlOn corrected and/or 
c.ornpleted by a criminal justice agency shall be di-;s~lrlir1.lted t..) all dg~ncit~s 
who have received this information, by the agency ('oITl'cting and/or 
cornpleting CHRI. Upon request, an individual whose rccvrd has been 
corrected shall be given the names of all non-criminal justice agencies to 
whom the data bas been given. 

.• .., 
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4.17 DISSEMINATION LOGS. Stat(~ and Local criminal justice agencies shall 
maintain records of the identities of persons or agencies having access 1.;) 

criminal history information or to whom such information is disseminated, the 
date of access or dissemination, the purpose for which access or dissemina­
tion is requested, the identity of the individual to whom the information 
relates, and the items of information released. Dissemination logs shall be 
maintained and retained for at least three (3) years. 

4.18 PRIMARY DISSEMINATION. The State Central Repository shall maintain 
primary dissemination logs as stated in Section 4.0, Part 4.17. 

4.19 SECONDARY DISSEMINA nON. Criminal justice agencies requesting and/or 
receiving CHRI (Transcript) from the State Central Repository, and/or 
compiling, maintaining and disseminating CHRI shall maintain secondary 
dissemination logs as stated in Section 4.0, Part 4.17. 

4.20 LOCAL REVIEWS. A Request for Access and Review of specific local 
records of the agency of jurisdiction shall at all times be processed through 
the State Central Repository to ensure consistency, completeness, and 
accuracy of the Criminal History Record Information being reviewed. 

4.21 CRIMINAL JUSTICE INFORM A nON SYSTEMS COUNCIL. The Criminal 
Justice Information Systems Council shall make final decisions regarding the 
disposition of factual eontroversies arising from the Access and Review 
process. .' .' 



GENERAL 

INSTRUCTIONS 
INDIVIDUAL RIGHT TO ACCESS AND REVIEW 
CRIMINAL HISTORY RECORD INFORMATION 

EFFECTIVE: MARCH 16, 1976 

REVISED: January 23,1976 

The purpose of these instructions is to provide a rnedium for implementing th.e 
Individual Right to Access and Review Criminal History Record Information, Rules and 
Regulations effective March 16, 1976, in compliance with Rules and Regulations issued 
by the Law Enforcement Assistance Administration (LEAA); authorized by Title 28 -
Judicial Administration, Chapter 1 - Department of Justice (Order No. 601-75), Part 20 
- Criminal Justice Information Systems, Subpart B, effective June 19, 1975 and 42 
U.S.C. Section 3771. Reference should be made to Chapter 38, Section 206 (Criminal 
Identification and Investigation), in particular Section 206-2, 206-2.1 (Mandatory 
Disposition Reporting, HB 1365, effective October 1, 1975), 206-5 and 206-7 (Records 
Not to be Made Public), Illinois Revised Statutes. 

Individual Right to Access and Review Criminal History Record Information is 
applicable to all criminal justice agencies, including courts, corrections, prosecution, 
and police agencies. An individual may request or demand a particular criminal justice 
agency to make available his or her Criminal History Record Information maintained by 
the agency and/or the StateCentra1 Repository (Bureau of Identification, Chapter 38-
206). 

The LEAAi Rules and Regulations per'rain to RAP Sheet or Criminal History Transcript 
in the main, as maintained and disseminated to authorized criminal justice, ;encies on 
request. However, police agencies generally maintain records or jackets on individuals 
consisting of Arrest and Offense Reports, notations of normal transactions of the 
criminal justice process pertaining to an individual and such records are therefore 
criminal history record information. Master Name Files containing indexes to criminal 
history record information are also criminal history record information. Likewise, any 
other criminal justice agency maintaining a history of criminal events and transactions 
pertaining to an individual is subject to the Rules and Regulations. . 

On the other hand, a chronology of arrests related to a number of individuals or cases, 
as on a docket or "blotter", is not criminal history record information. However, a 
chronology of criminal justice events and transactions collected and maintained over 
time (history) pertaining to an individual is criminal history record information. 



The Rules and Regulations issued by LE.AA arc interpreted to mean that original records 
of formal stages of the criminal justice process and hwestigative and intelligence 
information are not subject to acceSs and review. A f;OnSlaquence of this rule is that 
investigative and intelligence information should not be commingled with Criminal 
History Record Information. 

The following procedures will be adhered to by all criminal jt,Jstice agencies involved in 
processing requests to Access and Review Criminal History Record Information as it 
pertains to~ Criminal History Record Information collected, maintained, and dis­
seminated t?y the State Central Repository. It should be understood that tr,~ State 
Central Repository collects, maintains, and disseminates Criminal History Record 
Information and is not an agency generating original ,documents pertaining to 2!1 

individual. Therefore, an individual who requests Access and Review of his or her 
Criminal History Record Information reSUlting in a factual controversy with the 
Reviewing Agency and the State Central Repository., may cause the initiation of a 
challenge involving a criminal justice agency of original record, resulting in an audit of 
original documents maintained by that criminal justi~e agency_ 

Consequently, when a challenge is made ~ an indi'liduai, the State Central Repository 
has a duty to search original documents to determine wh~ther an error has been made in 
the iniorl'ilc1tion retlected on the Transcript (Rap Sheet),. or that a particular transaction 
was not communicated to the SCR and the record is incomplete, or that the criminal 
event and/or record is being illegally maintained for one r~ason or another: Therefore, 
individUal agencies must make' original documents available !Q,r verification purposes 
when such transaction~ pertain to the criminal justice ,event or events being challenged. 

t .. O DEFINITIONS OF_ FORMS USED 

l~l RE UEST FOR. ACCESS & REVIeW F9RM~~jlS",()peR-0105-12/75 (RAR). 
hls 15 lYe part serla ized form t e same slzeas ~(stan ard fingerprint form, 

8" by 8". The copy deSignation is: Copy 1, STAtE. CENTRAL REPOSITOR Yj 
Copy 2, REVIEWING AGE.NCY; Copy 3, COORDINATION TRAVELER; Copy 
4t REQUESTER; Copy 5, FINGERPRINT .. STATE CENTRAL REPOSITORY. 
The Requester·s copy shall be backed with briefsta.tements regarding his or 
her right to receive a copy of the CHRI, to diallenge CHRI information, to 
file an Administrative Review, to file art Adminl~trative Appeal, and forms to 
use in each stage of the right to access and review Cdminal History Record 
Information. 

This form is used to initiate Access and Rev{ew procedures at any police 
department or sheriff's olfice termed a Reviewing Agency at the time the 
request is initiatedw The Department of Law enforcement shall distribute 
RAR's as required by Reviewing Agencies and furtlish detailed instructions for 
completing the same. 

Mihimum data conter'lts shall be: Sttlte Central Repository address and 
telephone humber, Reviewing Agoncy name and NCIC number, Reviewing 
Agency telephone nutnber1' Document Sofial hUlfioer, Sttlte Bureau of 
Identification number, Federal ~uwau ot lnvcstigtttion 11umbcl', Last, First, and' 
Middle Narne t . Ni<~knamef Aliases, Currl~llt Addres~t City of Birth, County of 
Hirth, Dtih~ of Birth, Height, Weight. Sexf rtuce; Scat"s/Marks/Tattoos, 
telephone Nurnb~r,. Fingerprints, lJah~ F"inget'prir'ltl'd, Signature of ()f{icer who 
rolled prints, Officerfs identification Numbc,', Itcviewing ·Ofiicerts Name, 
~eqliesterfs~igt1utul'e, and it r(~pre'1N\ted by cOllnsel. Counsulor's rull Name, 
Address, and l'ciel>honc Number. In addition, a plaG~,shali be provided to state 
purposc~ o( A(;C:t:.$s and Review by theRequ~st(~r~ . 



1.2 NOTICE OF REVIEW FORM-CJIS-OPER-OI06-12/75. This is a four part, 8Y2" 
by 11", form. Copy 1, STATE CENTRAL REPOSITORY; Copy 2, REQUESTER; 
Copy 3 & 4, REVIEWING AGENCY. The Requester's copy shall be backed with 
brief statements regarding his or her right to receive a copy of the CHRI, to 
challenge CHRI information, to file an Administrative Review, to file and 
Ac:;tministrative Appeal, and forms to use in each stage of the rigl'.: to Access 
arid Review Criminal History Record Information. <' . 
Minimum data contents shall be: State Central Repository Address and 
Telephone Number, Reviewing Agency Name, NCIC Identification Number, 
Document Serial Number (transcribed clearly from the RAR), Individual's Full 
Name (name indicated on the RAR), Address, State Bureau of Identification 
Number, Date of Birth, Sex, Preprinted Statement of Review with places for 
Date, Time, and Place of Review, Reviewing Officer's Name and Identification 
Number, Agency's Telephone Number, and Notices pertaining to response time, 
specific documents, reschedule of review, date mailed, and copy designation 
information. 

The Department of Law Enforcement shall distribute Notice of Review forms 
to Reviewing Agencies as required and furnish detailed instructions for 
completing the same. This form is used by Reviewing Agencies to notify 
individuals requesting Access and Review of Criminal History Record 
Information after receiving a response from the State Central Repository that 
the information requested is now available. 

1.3 RECORD CHALLENGE FORMS-CJIS-OPER-OI07-12/75. This is a four part, 
8Y2" by 11 ", form. Copy designation is: Copy 1, STATE CENTRAL 
REPOSITORY; Copy 2, STATE CENTRAL REPOSITORY; Copy 3, REVIEWING 
AGENCY;- Copy 4, CHALLENGER. The Challenger's copy shall be backed with 
brief statements regarding his or her right to receive a copy of the CHRI, to 
challenge CHRI information, to file an Administrative Review, to file an 
Administrative Appeal, and forms to use in each stage of the right to access 
and review Criminal History Record Information. 
~ 

Minimum data contents shall be: State Central Repository address and 
telephone number, Reviewing Agency's Name and NCIC nu~lJer, \ RAR 
Document serial number, State Identification number, Challenger's full name, 
Address, Telephone number, Date of Birth, Sex, Preprinted Instruction 
Narrative, Reviewing Officer's name and Identification number, Challenger's 
signature and date, Space for Challenger's Narrative and Document references, 
and Copy designation information. 

The Department of Law Enforcement shall distribute Record Challenge forms 
to Reviewing Agencies as requir • .!d and furnish detailed instructions completing 
the same. This form is used to record items of the challenge, to record what 
the individual bellevcs tb be a correct version of the information to be 
corrected, and to. record doclIments and attachments substantiating the 
individual's challenge. 
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1.4 REgUEST FOR ADtv!lNJ~!,g~,,!:I\~El,{1~V[EW-CJIS-0PER-OI09-12/75! This is a 
four part 8Y2 11 by 11 ", form. Copy de~igna tion is: Copy 1, SUPERINTENDENT, 
ILLINOIS BUREAU OF IDEf'lTIFlt ',1 h)N; Copy 2, SAME AS COpy 1; Copy 3, 
REQUESTER; Copy 4, REVIEWING AGENCY. The Requester's copy shall be 
backed with brief statements regarding his or her right to recelve a copy of 
the CHRI, to challenge CHHJ information, to file an Administrative Review, to 
file an Administrative Appea.l, and forms to use in each stage of the right to 
access and review Criminal History Record Information. 

Minimum data contents shall be~ Superintendent, State Centr?l Repository 
address and telephone number, Reviewing Agency's name and NCIC T1llmber, 
State Identification nurnber2 Individual's tun name, Address and Telephone 
number, Date of Birth, NO,tiers and Instructions, Reviewing Officer's name and 
Identification number, Individual's signature, date filed, and space fl'Jr 
narrative. 

The Department of L~wJ Enforcement shall distribute Request for Administra-. 
tive Review forms to [·111 Review'ing Agencies as required and furnish detailed 
instructions for completing the same. This ferm is used to record facts of the 
challenge and a staternent t'clating to the factual controversy leading to this 
stage of review. 

1.5 ADMINISTRA TIVE APPEAL COMPLAINT FORM-CJIS-OPER-OI08-12/75. 
This is a Tive part,'8'Yziil)yTl'~form:' Copy 'deSignation i"s: Copy 1; CRIMINAL 
JUSTICE INFORMATION SYSTEMS COUNCIL; Copy 2, CRIMINAL JUSTICE 
INFORMATION SYSTEMS COUNCILi Copy 3, STATE CENTRi-\L REPOSI­
TORY; Copy 4, INDIVIDUAL'S COPY; Copy 5, REVIEWING AGENCY. 

This form and instructions shall be furnished to all reviewing agencies by the 
Criminal Justice Information Systems Council to be used for filing an 
Administrative Appeal. 

Minimum data contents shaH be: Criminal Justice Information Systems 
Council Address and Teleph.)ne number, Reviewing Agency's name and NCIC 
number, State Identification number, Individual's Full name, Address and 
Tel,ephone number, Date of Hirth, Notices and Instructions, Reviewing 
Officer's Name and Identification Number, IndividuaJfs signature, date filed, 
and space for narrative. . 

2.0 ACCESS AND REVIEW PROCEDURES 

2.1 R~QUEST FQ~ ACC!2~ AND y.EVI!~ f\ny individual who has or h~s had a 
cnminal hIstory record may file a Request for Access and Review of hiS or her 
crimin;a.l history record ir.forrnation itt the law enforcement agency within his 
or her community. If the individual wishes to file the Request for Access and 
Review of records he or she bclievt's are maintained by the law enforcement 
agency itself, the Reque5t for Acces<; and Review shall be processed in 
ac:c::ordancc with this procedure. 

If the individual is filing the Requt~.st for Access and Review Criminal Hi:;t,xy 
Record Information rnairtldined by the Statn Central Repository, tht:'n the 
Request for Access and Review SlklU be processed according to this procedure 
as if the agency's records werl.'being rcq\J{'::,tt~d for <.\cces', and review, 

1f the individual wishes to We tIll' R('(I'I('~t Jor t'\cn's~ ~lnd Review at the law 
enforcement agency of jurhdit:Uoll l'i .UK, r.hn law enforcement agency's 
criminal history rf:cord infor l("~tllm, tl,.,· ff'ljl1l'St shdll be processed In 
accordance with this procedure. 

'I 
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If an incarcerated ir:d:''':cdud \vishcs to file a Request for Access and Review of 
his or her Crimir.al H'.;h'ry Record Information as defined by the Rules and 
Regulations he or sht: shall follow these procedures if, and only if the 
information being requc:)t-:d involved information maintained by the State 
Central Repository. Sirni1arly~ all other criminal justice ;l~encies shall follow 
this procedure if the Request for Access and Review is filed ~~t the agency 
itself if, and only if the request pertains to Criminal Histor y Record 
Infbrmation maintained by the State Central Repository and maintained as a 
matter of record withint:hC' o.geilcy. 

The above is based on the: p'cmise that the State Central Repository collects 
information from a multitude of criminal justice agencies involving an 
individual and therefore, in order to comply with the intent of the Rules and 
Regulations, it beconlE's incumbent upon criminal justke agencies to make sure 
that individual criminal history (ecords subject to access and review are 
accurate and complete. In gUlera19 this procedure is directed toward law 
enforcement agencies v.:h() C.re more involved in maintaining CHRI. 

2.1.1 The iaw enforcement ag~n\.y shaH furnish to the individual requesting access 
and review the appt'opdaw forms and instructions for filling out the same, as 
provided by the Depal'trl1l?nt of Law Enforcement. This law enforcement 
agency is termed the Reviewing Agency. 

2.1.2 Th~ Reviewing Officer shall complete the identiflcation parts of the form and 
the requesting individual shall complete his or her part of the request as 
indicated on the forrn~ aid.::;d by the Reviewing Officer. 

2.1.3 The Reviewing DIU,'e, Slklll review the form for completeness, fingerprint the 
individual, clearly sign ttw form in the appropriate places, enter his or her 
identification number" enttf the ddte, and have the Requester sign and enter 
the date. At this time~ the Reviewing Officer shall collect the fee charged for 
processing the revlcw 7 which should reflect the actual costs involved and shall 
not in any case exce{:'d $10. 

2.1.4 The Reviewing Officer sh.:.ill septiratc~ tlw copies as indicated on each copy, 
gi{!e the requester his O( her copy, and refer to the instructions on the reverse 
side of the form, indicatil)b ih:.lt the individual must bring a copy v l(h him or 
her to a subsequent appointment WhCI' the information will be made available 
for review. The copies markc>cl Stdtt.'! Central Repository and Traveler Copy 
shall be placed in a pr~~Pdid return envelope (normally used for submitting 
fingerprint cards) and mailed to the State Central Repository. The Reviewing 
Agency's copy shall be flied in a Right t~) !\CC('SS .:~nd Review Pending File. 

2.2 The State Central Repository sh.d! rc,':ei vc' thp request, enter the date 
received, and forward the Rf\R to th~' OIMlity !\s:;ur,ince Unit. The Quality 
Assurdnce Unit shall remove tlw indlvichd's Criminal His~r)ry Jacket from file 
and forward thf' fingl'rprint eLlrn to Idclltification. The file contents shall be 
audi ted agains t inforrna tion 01 \ the.' reqUt's t and allY discrepancies noted. An 
inquiry sh,,:lll be rnadC' of the Cornputt--rizcd Crilninaj Hist,)ry file and the 
contents audited with discrep,lncies [h)kri. If discn .. 'runncs are discnvcred 
betwecn the Repository IYIdlnl"d file ,Hid tile complIkr rl'c\)rd, the comput­
erit':cd rccord shall bc corrected aiter ii\(, lV\I~ h.Js bCI.'r1 processed. If a 
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National Crime Information Center (NCIC) response 1s received showing 
additional transactions or transactions different in any way from those 
contained in State records a Transcript must be requested from the FeI. 

If a transaction has been entered on the current Transcript Indicating an arrest 
without disposition and 90 calendar days have elapsed, tb' State Central 
ReBository shall obtain the status of this event to ensure record com~leteness. 

2.2.1 When the FBI Transcript is received and dated, tile State Transcript is updated 
to include transactions that have not been previously entered. Moreover, the 
RAR is considered a transaction and must be entered on the transcript using 
the serial number app~~aring on the Request for Access and Review form for 
event identification. Discrepancies involving the same transaction are 
identified and noted on the updated Transcript and the FBI Transcript stapled 
to it. Discrepancies noted when comparing the State file with the request for 
Access and Review are appropriately noted on the State Transcript. The RAR 
copies are updated with identification information as a result of processing the 
fingerprint card, and one copy is filed in a pending file that is appropriately 
marked. The Traveler Copy of the request is stapled to the Transcript for 
document identification purposes, dated when mailed, and mailed to the 
Reviewing Agency. 

2.2.2 Notification shall be disseminated to all agencies who have received tl">1s 
record according to the dissemination log if discrepancies, errors, or omissions 
were discovered in the manual or computerized Criminal History file. 
Moreover, the record shall be "flagged", "THIS RECORD IS NOW BEING 
REVIEWED." 

2.2.3 If the individual does not have a .jacket on file and no identification is mades 
. the State Central Repository's copy of the RAR and the Traveler are stamped 

"NO RECORD." The fingerprint card shall be destroyed and the RAR Traveler 
returned to the Reviewing Agency. 

2.3 The Reviewing Agency shall, upon receipt of the CHRI Transcript, enter the 
date received on the Traveler Copy and Agency Copy. The documents are 
reviewed for completeness and the document serial number compared to the 
serialized copy on file at the Reviewing Agency and the docun' .;nt serial 
number on the updated Transcript to ensure that. all documents and events 
pertain to the same transaction. 

2.3.1 Within 5 calendar days after the date the Transcript is received, the ReViewing 
Agency shall notify the individual requesting Access and Review using the 
Notice of Review form. The document serial numbet- of the RAR shall be 
entered accurately and legibly in the space prOVided on the Notice of Review 
form, the date, time, and place of review shdll be specified, along with the 
name of the reviewing officer. The dc.te mailed shall be ent<:>red on the notice 
and the third copy shall be maHed to the subject of /"i.;'view. Copy.! is 
forwarded to the State Central Repository and L.:opy 2 is filed with the 
Reviewing Ag(!Ocy's copy of the.- RAIL 



2.3.2 If the individual cannot be present at the scheduled time appearing on th ... 
notice, he or she shall contact the Reviewing Agency and establish a (leW 
review date (preprinted on the form). If the individual does not acknowledge 
within 30 calendar days measured from the date mailed, the review shall be 
considered complete, the f\Jotice of Review shall be labelled "unacknowl~dged?" 
and the Transcript~ RAR Traveler, and Copy 1 of the No:~ce shall be promptly 
returned to the State Central Repository for permanem rpcording, and 
removal of the "flag" on the computer record completing the tran::'uction and 
closing of the transaction on the Transcript. This does not mean that the ::iame 
individual cannot file an RAR on some date in t:1e future. However, the RAR 
event shall become a perrr,.:lnent record in the Computerized Criminal History 
file and a permanent entry and disposition on the CHRI Transcript. 

2.3.3 If the individual does respond to the Notice, the Reviewing Agency, at the 
time of the review~ shall. compare the document serial number of the 
Requester's copy wi.th the copy retained by the Reviewing AgencY7 the 
Traveler and the Transcript, all physical description and identifiers (driver's 
license, SSN~ race, scars$ mark::;~ tattoos~ etc.) to establish the individual's 
identity short of fingerprint comparison. At no tim f=,! shall a r.eview take place 
when the individual does not have his or her copy of the RAR. 

2.3.4 If the individua.1 does not have his or her copy of the RAR, the review is 
terminated and the subject told that he or she must get his or her copy of the 
RAR. 

2.3.5 

If he or she claims that the RAR copy is lost or misplaced, then another shall 
be completed and fingerprints rolled on the appropriate copy. The reviewing 
officer at this point of the procedure can exercise an option. He or she can 
decide to continue the review or exercise his or her option to process the 
second RAR through the State Central Repository, noting the facts, and 
returning the appropriate copies to the State Central Repository along with 
the Transcript and go through the procedure again. If he or she decides to go 
on with the review and is satisfied thal he or she has identified the requester, 
then the review continuE's and the Reviewing Agency assumes the respons­
ibitity of identification and subsequent action that may take place. In this 
case, when the individual cannot produce his or her copy of the RAR, then a 
request for a copy of the CH R I shall be denied as well as noto3.t' :)ns of the 
Transcript contents. 

The Reviewing Officer shall aid the individual to interpret the Transcript and 
notes of discrepancies, if any, between the RAR and source documents 
(Fingerprint cards, dispositions, etc.) maintained by the State Central 
Repository. Discrepancies should be clarified satisfactorily prior to continu­
ation of the review, because this infonoation must be returned to the State 
Centre.!.l Repository at the conclusion of the review for record update. Special 
attention should be given to correct name (as many ot the Itepository's records 
reflect aliases), correct spelling, nicknames, date of birth and sex. The next 
step i~ to clarify any discrepancies between the State Ccntr.:d Repository 
Criminal History Record Inion nation Transcript "1nci, if it is attached, the FBI 
Trum;cript. The discrepancies must be reconciled w~th tlw individual, if at all 
pos')iblc, and thC' di~po5ition of cilch discrepancv noted \.)n the Stdte Transcript. 
If the reviewing officer d<>terrnines that the individual is not providing 
satisfactory answers about in1onnationret_~)rd,'d about him or her~ or he, or she 
is not sure, the review should be terminated and rctNred to the State centrdl 

./ 

I 



2.3.6 If the individual is satisfied that the CHRI is accurate and complete, hI:: or she 
may be asked, but not required to sign the Transcript, RAR Traveler and 
Agency copies, in the place provided, stating the same. The RAR TI dveler and 
Transcript are returned to the Repository and become part of the individual's 
records. The Agency copy is noted accordingly and filed. The computerized 
system maintained by the State Central Repository shall i.. ~ updated showing 
the transaction completed with appropriate dates and ORI (Revlev"ing Agency) 
documented. Likewise, subsequent dissemination of the individual's C~:RI'shal1 
show this transaction to not1 fy all criminal justice agencies that they should 
update their records accordingly. 

2.3.7 A copy of the Transcript shall be given to the individual upon demand if he or 
she states that a copy is required to challenge or correct the record. The 
Transcript is stripped of all personal identi fiers prior to giving the individual a 
copy to prevent misu~e, and only the RAR Traveler is returned to the State 
Central Repository_ The individual mayor may not file the Challenge Request 
at this point in the procedure. If he or she does not, then the individual shall be 
told that the Transcript and RAR copy must be presented at the time he or she 
decides to challenge; if he or she does decide to file a challenge, a Record 
Challenge form shall be provided to the individual by the Reviewing Agency. 

2.4 RECORD CHALLENGE. The purpose of the Record Challenge is to specify 
exactly what informatlon is being challenged. Also, a more comprehensive 
audit is made by the State Central Repository at this time to verify each 
transaction being challenged. The Reviewing Officer shall complete all 
information as designated on the form with emphasis on accurate recording of 
the document serial number appearing on the Request for Access and Review. 
The narrative portion of the form must clearly present the facts by the 
individual and be specific as to the facts about the specific data being 
challenged. The reviewing officer shall indicate clearly on the Transcript what 
data is in error or omitted or illegally maintained as challenged by the 
individual. The Challenge Request is reviewed to ensure completeness and 
clarity of signature and date. A copy of the Challenge Request is provided to 
the individual as indicated on the form, one copy is maintained by the 
Reviewing Agency along with the Agency's copy of the RAR. The State 
Central Repository copies (2) are attached to the Right to Access and Review 
Traveler Copy and Transcript and forwarded to the State Central Reoo$itory. 

2.4.1 1£ the case arises whereby the individual does not make the challenge at the 
time of review, he or she shall be warned that in the event he or she may want 
to challenge the Transcript or CHRI record in the future, the RAR copy and 
the Transcript copy that he or she demanded must be returned to the 
Reviewing Agency to commence the Challenge procedure for identification 
purposes. Additionally, the r('viewing officer shall show the individual the 
Right to Access and Review rules on the' b;iCk of the form. 

2.5 The State Central Rc>po<;itory Shdl1 ddt<' stamp tl-,{' Ch<.l!lenge l-(equest 
received, inspect the doculTlent') for (,oll1plctencs~, and forward the document 
to the Quality Assurance Unit for duditing. ThC' RAR Copy is pulled from the 
file and a dettmnination IS inu(k rcgnrding what criminal ju~tk\.'· ugencies Inl.lst 
be contacted either by iJ. Field 1\1 I<J.Jy,> t or by mail, ::'pc('1fying in d('tolil \vhat 



record must be verified rdative to <1.l.Turacy, completeness, or legality of 
record maintenance. i\ copy of the Challenge Request shall be ~.::tached to the 
inquiry to show the fuct that J. chdl1enge has been rnade in accordanL:€: with the 
procedure and for pr"per intl.~rpretltion of what information is being 
challenged. A second copy IS maintained In the RAR file. After the facts have 
been collected and <In:.t!yzed by trw Quality Assurance l:::it of the SCR, a 
report is drafted for the Assist.:mt Superintendent of Cnrn:'"Ial Justice 
Information Services for review dnd 11 decision is made whether to a-.:cept or 
deny the Challenge Request. If the Chai!cnl!,0 Request is denied, a letter is 
d~?fted stating why the ChalLnge is denk·(j and sent to the Reviewing Agency, 
addressed to the individual. The Reviewing agency shall notify the individual, 
review the challenge denial, and inform him or her of his or her right to file an 
Administrative ReviL'w. 

;' 
2.5.1 If the Challenge is :icc~'pted by the SCR: the Transcript is updated, the 

computerized and mailu:d ~;ystems are upd<.ttC'd j all criminal and non-criminal 
justice agencies logged as receIving this information are informed of the error 
or omission, and the corrected CHRI i':i disseminated to them. The manual 
records are corrected accordingly and a list of all non-criminal justice 
agencies receiving this data compiled. 

The list of non-criminai justice agt.~ncies who received this information 
(already informed), the RAR Tr'dveler, SC1~ Challenge Copy and Transcript are 
stapled together, the tr.:tflsacti()n is doclImented by the Quality Assurance Unit 
and the documents mailed to the Reviewing Agency. 

2.6 The Reviewing Agency shall stamp date received, review the information, and 
generate a Notice of Revlew specifying date, time, and place of the review 
within 5 calendar Jd}'::' :i1tcr rt":'cciving th~' Ch.:.tllenge decision. A copy of the 
Notice is flIed, a copy j:, flklilcd to the individual, and one copy is mailed to the 
State Central Repository. When the: indiVIdual arrives for the review, he or 
she is i.dentified by presen tation or his or her copies of the RAR and Record 
Challenge. The dOClllll(:nb reCt:1VCO ironl thl' SCR are reviewed with the 
individual, signed, dakcl 011 the SCR Oldllenge copy and Agency copy. Copies 
of the Transcript (str ippcd) Elfld li'it of non- a iminaj jus"tice agencies who 
t"Eloceived this iniorrnution dl':': given to him or her, if desired. The SCR 
ChalJenge Copy? R/\R Tr\IV..:!t:r, <mil Tramcript ~hdll be returnf~d to the 
Rhository for recordilJg. rl,·.; '~CVi;;Viiflg j\g('fH:Y'S copy of the RAt<. is affixed 
to the Notice of Review und Chullen[;c, filed at the Revlcwing Agency, and 
maintained for one year. 

2.6.1 If, the individual <.dec!:, not to We ,m\drninistratlvc Review, based upon a 
cHalJenge denial, he or she Illay be t.lSkell, but not reqUlced, to ::>ign and date in 
~he. appropria tc plac(' vn the SCl~ 's c.)py d the Challenge Request form, 
mdlcatmg that the mdividll,ll i', s<!w,i k·d with the' [(.:"'vil.~w. The RAR Traveler, 
Transcript, and SCI:{ Challc'flge i':(>qi.p~;t ,·ue n,turno:'d to the I~cposltory. 

2.7 An individUal who dis,lgn'\") \\.itll ,1 (h,dkngr:' denial fJ} th .. ' .)tate Centra..l 
Repository may f1l(' •. lrl l\tllnini:,tldtiVt.' Hi.'VlI'w. The' RC'vil'wing /\gency shall 
cOlnplct(' tIlt.' idt'lltilicdllOIl PdCt ,)f tl\l' fur III dnd the ;ntilvidd,d must cO!llpl~te 
the f1arriJlive part (Ii iiIP it'nll. Holh the ll1diVldll,1l lllmg til:' f\dlilinistr_itive 



Review and the Reviewing Officer must sign and date as indicated on tl-;:= 
form. The Reviewing Agency gives a copy of the form to the individual, keeps 
the Agency copy, and staples a copy to the RAR Traveler, S-'::R Challenge 
Record, a copy of the Challenge denial letter, and a copy of the Transcript and 
mails the documents to the Superintendent of the Bureau of Identification. 

2.1.1 The Superintendent of the Bureau of Identification shall ,-eview the facts 
presented by the State Central Repository and the inqividual, as ;:.j)ecified on 
the Administrative Review form, and shall decide in favor or agamst the 
individual. 

A decision in favor of the individual requires a directive to the SCR to correct 
or complete the information being challenged if, and only if the error or 
incomplete record is not a source document residing at a criminal justice 
agency, and the agency of record has produced facts supporting the original 
records and refuses to alter it. Consequently, a decision in favor of the 
Challenge means a directed change in State Central Repository records only if 
a criminal justice agency of record refuses to alter an official document orif 
the SCR has not considered all of the facts related to the Challenge and has 
omitted an error. 

If the State Central Repository has made an error, the Superintendent 
composes a letter explaining that the record has been corrected in accordance 
with the Challenge. This letter is sent to the Reviewing Agency along with the 
RAR Traveler and amended Transcript. If the individual agrees with the 
corrections, he or she must sign the SCR copy of the Challenge Request and 
the agency must update its records and the RAR Traveler. The Transcript and 
SCR Challenge Request copy are returned to the SCR. If the record cannot 
legally be changed, the Superintendent explains the facts in hi's or her letter 
and advises the individual that he or she has a right to file an Administrative 
Appeal on forms available at the local reviewing agency provided by the 
Criminal Justice Information Systems Council. 

3.0 ADMINISTRA TIVE APPEAL. The identification part of the Administrative 
Appeal form is completed by the Reviewing Officer, dated, and signed. The 
narrative is completed and signed by the individual. Two copies, as designated, 
are sent to the Crimina! Justice Information Systems Council by the individual. 
One Copy is retained for file at the ReViewing Agency, one copy's given to 
the individual and one is sent to the State Central Repository with the 
Administrative Review letter (copy), RAR Traveler and Transcript. 

3.1 The Criminal Justice Information Systems Council shall receive the Appeal, 
date stamp, and in1 Hate a case for investigation. The case developed by the 
State Central Repository for Administrative Review shaH be requested from 
the State Central Repository and inquiries initiated pertaining to the 
information being challenged as related to the agency or agencies of record. 
The decision made' by the Criminal Justice Information Systems Council shall 
be considered final unless the individual desires to file a cause for civil action. 

If the Criminal Justice Information Systems Council decides in favor of the 
individual, an order is iSSJed to the agency or agencies of rc{;ord specifying 
what datcl are to be corrected or completed. A copy of th~ order is sent to th~ 
State Central Repository for record correct:, i\ and th;,,~ corrected Informatiu,'\ 
is disseminated to all agencies which have n;;ceived this mfonoatlon. 



4.0 CORRECTION PROCEDURES 
= 

4.1 CORRECTION TO CHRI can take place at any stage of the Access and Review 
process or at any stage of the criminal justice process due to an agency 
discovering an error or omission, systematic auditing, or annual auditing. 
When errors and/or omissions are discovered by a local or state criminal 

justice agency (other than the State Central Repository), it shall correct its 
own records, disseminate the corrected record to all agenc1e.:. who have 
received this individual's record, and report the corrections to the State 
Central Repository within 24 hours measure\"~ from the time the error was 
discovered. 

4.2 THE STATE CENTRAL REPOSITOR Y shall correct both manual and 
computerized records, and

M 

dissemina:re--the corrected CHRI to all agencies 
logged as having received this information including the National Crime 
Information Center (NCIC) within 24 hours after receiving this information. 

4.3 .STA TE AND LOCAL CRIMINAL JUSTICE AGENCIES shall disseminate 
corrections to· CHRI to both cnminal and non-criminal justice agencies alike 
who have received this information, and disseminating logs shall reflect those 
agencies that have received corrected CHRI. 

4.4 LOGGING shall pertain to both primary and secondary dissemination by all 
State "and Local crimInal justice agencies. Logs, whether computerized or 
manual, or both, must contain as a minimum the subject of CHRI disseminated, 
agency name or identifier, individual's name receiving CHRI, date information 
was released, and items of information released. 

Computerized Criminal History Record Information (CCH) shall include this 
information as part of the individual's criminal record. Manual Criminal 
History Record Information shall have a logging card containing the same 
information as the computerized record until such time that all active criminal 
history records have been entered on the computerized system at the State 
Central Repository. Inquiries through the Computerized system, as well as 
agency validation, will be automatically logged to determine if the criminal 
justice agency is authorized to receive CHRI. Inquiries by administrative 
message, letter, or fingerprint card shall be logged on the computer by the 
State Central Repository or logged on the manual record conta;.Ied in the 
individual's "jacket" if a computerized record does not exist or is not entered 
as a result of fingerprint card processing. 

In a 8im iIar way, all State and Local criminal justice agencies shall follow this 
procedure if criminal history record information is collected, maintained! and 
di!)~)ern ini:.l ted. 

4 .. 5 Mr\!'4..Q,ATOR Y INQUIRY. All criminal justice agencies collecting, 
rnaintaining, and disseminating CHRI shall query the State Centrdl Repository 
prior to dist>eminating CHRI to ensure that records being dis')l:'minated nr€' 
u('<.1lrate and complete and that records are not being disseminated that are 
prohibited by the Regulations. This procedure will n1<lk(' primary and 
secondury logging procedures identical, making it rC'lativcly NSY to audit thE:' 
log peri<)dic,illy. For example, d police departlnent having d r<~qlJirement for 
dissemin,ttion to another authorized agcIlcy .,:ompletps tWl) important stc>ps 
under rnand,ltory inquiry, namely, (L) the query is logge,j wi! h the Rev iewmg 
Agency'1> iden ti fie r tied to the subject's record and (2) thE' requl..'s ring agency 

• > 1 (.<.. .' • n~ll.V i" v II ;rj:lT."rI ::>nrl th .... 



NOTE: Questions regarding these instructions should be directed 

to Art Loos, Assistant Superintendent, Criminal Justice Information 

Services, Bureau of Identification, 1035 Outer Park Drive, 

Springfield, Illinois 62704. Telephone 217-782-7980. 



APPENDIX E2 

Administrative Memorandum of Governor Walker establishing the lllin0is Criminal 
Justice Information Systems Council. 
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March 9, 1976 

MEMORANDUM 
----------"-----------
TO: Director Sielaff 

Director H. Johnson 
Executive Director Sorrentino 
Chairman Eidenberg / 

FROM:' 

Exec~'ve Director FOgelv~ 
I/l 

Gove g,~'Walker 

RE: Criminal Justice Information Systems Council 

In accordance with the provisions of the Omnibus Crime 
Control and Safe Streets Act of 1968, as amended, and regulations 
issued thereunder, I am hereby establishing the Criminal Justice 
Information Systems Council. 

The Council shall: 

1. act as the administrative appeal body to hear and 
make final determinations on complaints and 
challenges of persons who question the accuracy 
or completeness of his or her criminal history 
records maintained by criminal justice agencies 
under the GoveJ:."nor'~, jurisdiction; 

2. conduct annual and periodic audits of the procedures, 
policies, and practicp.s of state central repositorfes 
for criminal history r~cord information for the 
purpose of ensuring compliance with federal ,l:egulations 
respecting correction, retention and' elimination of 
such information; 

3. adopt bylaws ,respecting its organization and procedure 
and establish uniform standards to be used by it in 
appeals and audits; 

4. make recommendations to the Governor and the Illinois 
Law Enforcement Commission on policies relating to 
criminal justice information systems; 

" 
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5. have access to and utilize the staff, resources 
and facilities in the Illinois Law Enforcement 
Commission for the purpose of carrying out its 
functions and responsibilities. 

I also designate as the initial membership of th~ Council 
the following persons: 

Elliot Epstein, Director of Finance, who shall a.ct 
as Chairman; 

Chester Kamin, Esq. - Partner, Jenner & Block; 

Louis vitullo, Assistant to the Governor. 

If experience demonstrates that additional appointments 
are necessary, I shall make them at the appropriate time. 

cc: Al}' Appointees 



APPENDIX E3 

"how to beat a bum rap sheet" Text for Brochures and P6sters 



how to beat a bum rap 

sheet 

YOU HAVE A RIGHT TO SEE A COpy OF YOUR CRIMINAL HISTORY RECORD * 

Beginning ·March 16, 1976, every person has the right to see and correct information that the 

police, courts, correctional, and other agencies maintain. Included in your record is a list of 

what you have been arrested for, the dates you were arrested and released, and other details 

about each case. 

WHY BOTHER? 

The main reason you should want to review your record is to make sure that the information 

in it is correct. You will also want to be sure that your record includes only legally 

maintained information. A record with incorrect information could keep you from getting a 

State or Federal job, from joining a branch of the armed services, or from obtaining a 

license in any of a number of different professions. Ju~ges, military recruiters, and various 

authorized employers can examine your record and they may be influenced by what they see. 

So you want to be sure that your record tells the true story of what happen,ed, with the 

correct dates and facts. 

IS IT HARD TO DO? 

No. Reviewing your record is a very simple matter. First you must identify yourself and 

submit the proper form. Then you can look at your record and correct any errors that you 

find. 

* ~lso known as a "rap sheetll 



yOU HAVE A RIGHT TO SEE A COpy OF YOUR CRIMINAL HISTORY RECORD 

* Beginning March 16, 1976 

* The information in your record should be correct. 

* If the information is not correct, you can have it changed. 

* Review forms are available at your local police station. 

* Read the instructions inside. 

. . 
---- ----



._-,.,----------

HOW TO SEE YOUR RECORD 

1. IDENTIFY YOURSELF 
~ 

Go to any police station or county sheriff's office in the state of Illinois between the hours 

of 8 A.M. and 4 P.M., Monday through Friday. Tell them that you want to see your criminal 

history record. You will be given a form to fill out called a Request for Access and Review. 

A copy will be yours to keep. You will have to show some form of positive identification 

such as a driver's license or birth certificate, and you will be fingerprinted. Your prints have 

to be compared with those in your file to make sure that no one claiming to be you sees your 

record. 

A fee may be charged by the local law enforcement agency to cover the costs of processing 

your review. This fee will not be more than $10. 

2. MAKE AN APPOINTMENT 

Put your copy of your Request for Access and Review in a safe place. Within 6 weeks you 

will receive an appointment notice in the mail telling you that your record is available. If 

you cannot come at the appointed time, let them know within 25 days by telephoning or by 

returning the notice in the mail. You should write a date and time on the notice when you 

will be able to come to see your record. 

3. BRlNG YOUR COpy 

Be sure to bring your Request for Access and Review and some form of positive 

identification with you when you go to see your record. If you forget to bring your request 

form, you will not be able to see your record at that time. if you have lost this form, you 

will probably have to start over, at step (1). 

If you have any official documents concerning your record, you should also bring them with 

you. 



iJ.. BRING YOUR ATTORNEY 

You may bring your attorney when you go to review your record. In fact, if you want your 

attorney to review your criminal history record for you, he or she can complete this process 

once you have identified yourself properly, as in step (1). 

5. INSPECT YOUR RECORD CAREFULLY 

Read your record over very carefully. Make sure that the information about you is 

completely true. If you have any questions, ask the reviewing officer and he or s~e will be 

able to help you. If you ask for it, you will be given a list of the non-criminal justice 

agencies which have obtained copies of your record since March 16, 1976. 

If there are any errors on your record, no matter how small, tell the reviewing officer about 

them immediately. For further instructions, see the next section called "IF THERE ARE 

ANY ERRORS." 

If there are no errors on your record, you may be asked to sign a statement saying that your 

record is correct. Whether you choose to sign this statement or not, your review is now 

complete. 



IF THERE ARE ANY ERRORS 

6. REQUEST CORRECTIONS 

If you find any errors, the reviewing officer will give you a form called a Record Challenge. 

List the correct informat.ion on this paper and explain in detail why these corrections should 

be made. A copy of your Record Challenge will be given to you to keep. 

If you need a copy of your record, you can obtain one by asking the reviewing officer. 

7. A DECISION WILL BE MADE 

Within 6 weeks you will receive a notice in the mail. This notice will tell you whether your 

corrections were approved or denied. 

If your corrections were approved, you should bring your Request for Access and Review and 

your Record Challenge forms to the police station and check to see that the corrections 

have been made properly. All the organizations which have received copies of your record 

since March 16, 1976 will be notified of these corrections. 

At this time, you may be asked to sign a statement saying that your lecord is correct. 

Whether you choose to sign this statement or not, your review is now complete. 



----- ....... -----_. 

IF YOUR CORRECTIONS ARE DENIED 

If your corrections are denied, in whole or in part, the notice you receive will tell vou Wheil 

you can see a written explanation of the decision. Bring both your Request for Access and 

Review and your Record Challenge to this appointment. 

If you are not satisfied with the explanation you are given, there are two things that you can 

do. First you can apply for an Administrative Review. Application form", for this procedure 

are available at your local police station. If you are still not satisfied with the re~;ults after 

the Administrative Review has been completed, then you may file an Administrative Appeal 

with the Illinois Criminal Justice In :ormation Systems Council. The CQuncil's decision will 

be final unless you choose to file a civil suit in a court of law. 

FOR FUR THER INFORMATION: 

Contact your local police or county sheriff's office. 

WARNING 

IT IS A VIOI,ATION OF FEDERAL LAW (42 U.S.C. § 3771) TO USE THESE PROCEDURES 

FOR ANY PURPOSE OTHER THAN THE INDIVIDUAL REVIEW OF A CRIMINAL HISTORY 

RECORD. ANY EMPLOYER WHO REQUIRES SUCH INFORMATION AS A CONDITION OF 

EMPLOYMENT WILL BE SUBJECT TO A $10,000 FINE. VIOLATIONS SHOULD BE 

REPORTED TO THE UNITED STATES ATTORNEY'S OFFICE AND TO THE ILLINOIS 

CRIMINAL JUSTICE INFORMATION SYSTEMS COUNCIL IMMEDIATELY. 

II1:inois Criminal Justice Information Systems Councll 

ILlinois Law Enforcement Corn mission 

120 SOuth Riverside Plaza 

Chicago, J11inois 60606 



hov! 'Co bea.t a bum rap 
sheet 

BEGINNING MARCH 16, 1976s YOU HAVE A RIGHT TO SEE Y0UR 
CRIMINAL HISTORY RECORD 

Criminal history records are maintained by State and Federal law enforcement 
agencies. Included in your record is a list of what you have been arrested for, the 
dates you were arrested and released, and other details about each case. 

A record with incorrect information could keep you from getting a State or 
Federal job, from joining a branch of the armed services, or from obtaining a license 
in any of a number of different professions. Judges, military recruiters, and various 
authorized employers can examine your record and they may be influenced by what 
they see. So you want to make sure that your record tells the true story of what 
happenened, with the correct dates and facts. 

REVIEWING YOUR RECORD IS A SIMPLE MATTER. 

You must first identify yourself and apply to see your record at your local 
police station or county sheriff's office. Then you will be given an appointment when 
you can review your record and correct any errors that you might find. 

FOR MORE INFORMATION: I 

Contact your local police or county sheriff's office. 

Illinois Criminal Justice Information Systems Council 
Illinois Law Enforcement Commission 

120 South Riverside Plaza 
Chicago, Illinois 60606 
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REVISED 

ST A TE OF ILLINOIS 

CRIMINAL HISTOR Y RECORD INFORMATION PLAN 

For Dissemination and Security of Criminal History Record Info"rmation 

Prepared by: 

The Staff o"f the Illinois Law Enforcement Commission 

Submitted: 
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ILLINOIS LAW ENFORCEMENT COMMISSION 
-'20 SOUTI 1 RIVLRSIDE PL/\/" 

CHICAGO, ILLINOIS (,()( ,Oil 
3TU·~~-1-·IS()O 

June 15, 1976 

Mr. Richard W. Velde, Administrator 
u.s. Department of Justice 
Law Enforcement Assistant Administration 
633 Indiana Avenue N. W. 
Washington, D.C. 20531 

Dear Mr. Velde: 

I submit herewith the State of Illinois Criminal History Record Information Plan for 
dissemination and security, as required by the Criminal Justice Information Systems Rules 
and Regulations, 41 F.R. 1171.3 et seq., March 19, 1976. 

The other sections of the Plan (completeness and accuracy, audits and quality control, 
individual right of access and review) submitted to you on March 16, 1976, remain in full 
force. 

I certify :lat to the maximum extent feasible action has been taken to comply with the 
procedures set forth in this Criminal History Record Information Plan of the State of 
Illinois. 

Sincerely yours, 

&WL(J 
DavidFogell 
Executive Director 

DF/tj 

cc: Governor Walker 

ATTACHMENTS: 

," 
/, " 
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B.LIMITS ON DISSEMINA nON 

The issues surrounding dissemination of criminal history record information 

are probably the most controversial and emotional as any provoked by the federal 

regulations. This fact is evidenced by the major change in policy by LEAA from 

restricted dissemination to nearly unfettered dissemination under the amended 

regulations. As a result, the State of Illinois .feels that the section dealing with 

dissemination, which was submitted to LEAA on March 16, 1976, is no longer in the 

best interest of constitutional rights or effective law enforcement and should be 

withdrawn at this time. 

The quest for "balancing" the public's right to know and the individual's right 

to privacy in Illinois, as elsewhere, is a difficult task. The Illinois Constitution 

explicitly protects free speech and the right to privacy, as well as providing 

remedies for all injuries and wrongs to a person's privacy or reputation. (Article 1, 

sections 4, 6, and 12, Constitution of the State of Illinois.) 

In 1931, the legislature created (what is known today as the Department of 

Law Enforcement) the state central repository for criminal records. By statute, 

the Department may release: its records only to authorized peace officers upon 

written certification "that the information applied for is necessary in the interest 

of and will be used solely in the due acministration of the criminal laws." (Illlnois 

Revised Statutes, chapter 38, section 206-3.) The Department may also make its 

records available "as is necessary 'and helpful to plan pr'ograms of crime prevention, 

law enforcement and criminal justice, and aid in fU'rtherance of those programs." 

(Illinois Revised Statutes, chapter 38, section 206-7.) LogicaUy, the Depart~ent 
may also release its records to tho.~e agencies or individuals specifically authorized 

(either by statute, executive order, local ordinance consonant with ~tate law, or 

court rule, decision or order) to receive criminal history record information. Except 

"as may be necessary in the identification of persons suspected or accused of crime 

and in their trial for offenses committed after having been imprisoned for a prior 

offense," the Department is prohibited from making any of its records available to 

any person, bureau, or institution. (Illinois Revised Statutes, chapter 38, section 

206-7.) 
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To complicate matters, the leading case law in Illinois states that chapter 

38, section 206, which limits dissemination of criminal history record information, 

is p.pplicable only to the Department of Law Enforcement and not to the local 

criminal justice agencies~ (Kolb v. O'Connor, 14 111. App. 2d 81, 142 N.E. 2d 818. 

This 1957 case has been reaffirmed by the Illinois Supreme Court on three 

occasions, most recently in 1973. Thus, Illinois is presently in a most unusual 

situation--the state central repository may release its records only under contrplled 

circumstances and not to the publiC; the local criminal justice agencies have no 

guidelines or statutory requirements placed upon the collection, maintenance or use 

of their own criminal history records. Obviously, such a situation begets 

inconsistency, at the very least. 

In oreler to help salvage this situation, the Illinois Law Enforcement 

Commis~ion asked the public to comment on the dissemination provisions affecting 

Illinois and to suggest what policy should be adopted in the State Plan. 

As was to be expected, intelligent comments were received pralsmg the 

virtues of complete and open dissemination; equally cogent comments espoused the 

need to protect a person's privacy and reputation at all costs. On the whole, 

however, the comments ignored the dichotomy existing between restricted state 

records and unrestricted local records. [t is from this scenario that the Illinois 

Plan, with respect to dissemination, has evolved. 

Since the federal regulations, as originally promulgated, were consistent 

with state policy at the state level, the Department of Law Enforcement sought to 

treat, through its user agreements with the local criminal justice agencies, both 

state and local criminal history record information systems uniformly. With the 

loosening of dissemination restrictions by the federal government, however, the 

Department of Law Enforcement will no longer require that dissemination of local 

criminal history records be restricted, even though it will continue to place strict 

controls on the use of the state records. 

-2-



---. 

l3efore 1978, the stiiff of the Illinois Law Enforcement Commission intends 

to resolve the dissemination of criminal history record information problem by 

seeking to introduce legislation establishing uniform state policy. Until that is 

accomplished, however, the State of Illinois will ensure that the federal limits on 

dissemination will. be accomplished in the following manner: 

a. At the state level, the Department of Law Enforcement will abide by 

the dictates of chapter 38, section 206 of the Illinois Revised Statutes 

governing the use of criminal history record information. 

b. Limits on dissemination of criminal history record information found in 

the records of the state central repository will be ensured at the local 

level through the requirements of the user agreement between the 

local criminal justice agency and the Department of Law Enforcement. 

(See Appendix B.4) These limitations will be implemented on or before 

September 1, 1976. 

c. Limits on dissemination of local criminal history record information 

will go into effect on December 31,1977. The limitations found in the 

federal regulations will be those that the local criminal justice 

agencies wiU be required to follow. 

d. All applicants to the Illinois Law Enforcement Commission for federal 

-funds for the purpose of either collecting, storing, or disseminating 

criminal history record information will have to meet the n:quirements 

of the ILEC/CJIS Standards or seek a waiver of those standards which 

cannot be met. 

Standard ·8.3, entitled "Access and Dissemination," is extremely 

restrictive. Dissemination of criminal history record information to 

either a criminal ju~tice or non-criminal justice agency is permitted 

only if the agency requesting the information can demonstrate both 

the legal right and. the need to know the information. 
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Although the CJIS Standards have only been provisionally adopted and 

may be waived, to this date, all grants have been conditioned with the 

requirement that the grantee will conform to the CJIS Standards. 

1. To Authorized Categories Only 

The limits on dissemination found in this Plan are applicable to. all criminal 

justice agencies in the State of Illinois receiving federal funding after July 1, 1973 

for the purpose of collecting, storing or disseminating criminal history record 

information and to all criminal justice agencies signing a user agreement with the 

state central repository. 

Beginning September 1, 1976, the State of lllinois wil1limit dissemination of 

criminal history record information, at the state level, to only those agencies or 

individuals authorized by statute, executive order, the courts, or local ordinance 

consonant with state statute. Dissemination of criminal history record information 

by criminal justice agencies at the local level will be consistent with the 

limita tions found in the federal regulations. 

2. Applicable Limits and Sanctions 

a. Criminal Justice Agencies 

By September 1, 1976, all criminal justice agencies authorized access to the 

state central repository's manual or computerized records shall sign a user 

agreement made between the user agency and the Department of Law 

Enforcement. (Appendix B.4) These local criminal justice agencies will use .and 

disseminate criminal history record information under the terms of this agreement. 

Under the user agreement, not only must the criminal justice agency, itself, 

be in total compliance with the federal regulations per this Plan, but so must .any 

other potential individual or agency to which the user criminal justice agency might 

disseminate criminal history record information. For example, if criminal justice 

agency A (which has received federal funding) has signed a user agreement with the 

Department of Law Enforcement, and criminal justice agency B (which has not 
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received federal funding or signed a user agreement with the Department) requests 

A to provide B with criminal history record information, A must first query the 

state central repository before disseminating to B. However, if B is not in 

conformance with the federal regulations, even though B has not received federal 

funding, A may not disseminate to B since A could not ensure the confidentiality of 

the information once B obtained it. Therefore, if B wants to obtain criminal 

histories from A or provide criminal justice services for A, it must first come into 

compliance with the federal regulations and sign a user agreement to that effect 

with A. If A were to disseminate to B, A would be subject to immediate suspension 

01 services with the state central repository, as well as possible liability for a 

$10,000 fine and funding suspension under the federal regulations. 

All violations of the terms of the user agreement will result in immediate 

suspension of services and notification will be routinely forwarded to LEAA and the 

appropriate U.S. District Attorney by the state central repository for a 

determination of whether or not to impose the sanctions of 42 U.S.C. section 

3771(c). 

With respect to dissemination of criminal history record information 

collected or maintained independently of the state central reposit')ry, all local 

criminal justice agencies receiving .federal funds will, by December 31, 1977, abide 

by the following conditions found in the federal regulations: 

1. Any criminal history record information relating to the current offense 

for which an individual is presently within the criminal justice system 

may be disseminated to any individual or agency. 

For example, an arresting police department may'release information 

concerning the arrest of an individual so long as:' 

(a) the individual is stilt' within the criminal justice system, and 

(b) the information is less than one year old, if no disposition has 

been made and no prosecution is pending. 

Sirniliarly, a corrections institution may release information about the 

status of one. of its present inmates. 
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Therefore, standard operating procedure for a request for current criminal 

record lnformation should be to direct the requester to the criminal justice 

agency responsible for generating the information. 

2. Any criminal history record information may be disseminated in 

response to a specific inquiry concerning a specified date, if, and only 

if, the requested information can be obtained from a public record. 

3. Any criminal history record information may be disseminated to any 

requester desiring the information for purposes of international travel, 

issuing visas, or granting of citizenship. 

4. Conviction data may be disseminated to any requester. 

5. Nonconviction data may be disseminated by a criminal justice agency 

to: 

(a) Criminal justice agencies for purposes of the administratioh of 

criminal justice or criminal justice agency employment; 

(b) Individuals and agencies authorized by statute, local ordinance 

consonant with state law, executive order, or court rule, 

dedsion or order; 

(c) Individuals and agencies for the purpose of providing services 

required for the administration of criminal justice pursuant to 

a user's agreement conforming to the requirements of the 

federal regulations; 

(d) Individuals and agencies for the express purpose of research, 

evaluative, or statistical activities pursuant to a Ron­

disclosure agreement conforming to the requirements of the 

federal regulations. 
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6. Before disseminating any criminal history record information, each 

cr iminal justice agency will: 

(a) Query the state central repository in order to ensure 

that only the most current disposition data is being 

disseminated; and 

(b) Make and r~tain, for a period of at least three years, 

a record of all extra-agency disseminations, which 

minimally includes the names of aU persons or 

agencies to whom the information is disseminated, 

the identity of the individual to whom the 

information relates, and the date of the 

dissemination. 

b. Non-Criminal Justice Agencies 

With respect to records kept by the state central repository, criminal justice 

agencies disseminating criminal history record Information to non-criminal justice 

agencies, indivIduals, or researcheis for the purposes of providing criminal justice 

services or conducting research must make contractual arrangements similar to 

those required by the Department. of Law Enforcement's user agreement. Such 

agreements will provide that all copies of disseminated information be returned to 

the disseminating agency "once the information is no longer needed to effectuate 

the purposes for which it was originally disseminated." 

Authorized. non-criminal justice agencies will be required to sign a user 

agreement with the Department of Law Enforcement and they will be validated by 

an automatic look-up table in CCH, in the same manner as are criminal justice 

agencies described in subsection (3) below. 

It should be understood, however, that non-cr iminal justice agencies. do not have 

remote access to computerized criminal histories. CCH is used to validate the 

agency. Applicant fingerprint cards are processed through the stnte central 

repository in the same manner as~an arrest. Similarly, mail inquiries by name are 

processed by making use of the validation table and criminal record log before a 

transcript in disseminated. 
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With respect to locally maintained criminal history record h:tiormation, criminal 

justice agencies may disseminate such information to non-criminal justiCe agencies, 

so long as they do it in conformance with the federal regulations, query the state 

central repository and log in the dissemination. 

Secondary dissemination by non-criminal justice agencies is prohibited under the 

circumstances specified in the user agreement. As part of the user agreement, 

non...:criminal justice agencies will be rest.ricted regarding the use of criminal 
. ~ 

history record information to collect, receive, store, use and disseminate such 

information in strict compliance with the federal regulations; ie, section 20.2l(c) 

(1) .. 

The user agreement further ensures that a non-criminal justice agency will use 

the criminal history re~ord information only for the purposes for which it was given 

and that the non-criminal justice agency will not further disseminate criminal 

histories. This is done by holding the criminal justice agency disseminating to the 

non.:.criminal justice agency liable for negligently failing to prevent the non­

criminal justice agency from further disseminating the information. This section of 

the user agreement reads: 

"Liability for Dissemination~ User shall be responsible for e:lsuring that data 
contained in criminal history records disseminated by it to non-criminal justice 
agencies or individuals is not further disseminated by them and shall be liable 
for any loss, cost, expense, and damage resulting from any negligence on the 
part of the User to prevent any such further dissemination." 

A list of authorized non-criminal justice agencies follows. It· is ~xpected that 

LEAA will evaluate this list of agencies and make a determination that will affirm 

the state central repository's decisions regarding compliance of this subsection with 

the federal rules and regulations. 
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Authorized Non-Criminal Justice Agencies 

1. Department of Registration and Education - Detectives and Investigators, 
Chapter 38, Section 201-lOb(4), Illinois Revised Statutes, 1975. 

2. Department of Mines and Minerals .. Explosives in General - Chapter 
93 Section 152.3, IlLinois Revised Statutes, 1975. 

3. Horse Racing Act - Illinois Racing Board, Chapter 8, Section 37 c-2; 
Harness Racing Act, Section 37S-16<l;, and Quarter Horse Racing Act, 
Section 419, Illinois Revised Statutes, 1975. 

4. Board of Fire and Police Commissioners - Appointed Officers In All 
Municipalities, Chapter 24, Section 3-6-5 (Auxiliary Policemen) and 
Section 10..;2.1-6.1, Illinois Revised Statutes, 1975. 

5. Dangerous Drug Advisory Council - Dangerous Drug Abuse Act, Chapter 
9H2, Section 120.6-6-1, Illinois Revised Statutes, 1975. 

6. Liquor Control Commission - State Control Commission, Chapter 43, 
Section 108(3} and Section 120, Illinois Revised Statutes, 1975. 

7. U.S. Civil Service Commission - Executive Order 10450 and Section 
1304 of Title 5, U.S. Code. 

8. Tennessee Valley Authority - Executive Order 10450. 

9. U.S. Government Generally on Personnel Investigations - Executive 
Order 10450. 

10. Military Police, Title 10, Section 504, U.S.C.; Supplement 2 Privacy 
and Security Planning Instructions. 

11. Department of Revenue - Bingo License and Tax - Chapter 120, Section 
1101(7) (a) (d, Illinois Revised Statutes, 1975 •. 

12. Office of Investigations"- U.S. Department of Agriculture,Office of 
Investigation. See LEAA Rules and Regulations, Appendix, Commentary 
on Section 20.3(d. 

13. Legislative Investigation Commission -Illinois Revised Statutes, 1975, 
Chapter 63, Section 301 - 319 (ref. Section 310). 

-9-



14. Railroad Police - Chapter 114, Section 98, l1linois Revised Statutes, 1975, 
authorizes railroads to provide themselves with a police force such as 
may be found necessary to aid and supplement the police force of any 
municipality. That Statute further provides that the members of such 
railroad police force have the same police powers as those conferred on 
police of cities. 

15. U.S. Department of Labor - Federal Register, Volume 40 r Number 98, 
Part 4, Appendix. 

16. U.S. State Department - Federal Register, Volume 40, Number 98, Part 
4, Appendix. 

17. Accident Inyestigation Unit - Illinois Department of Transportation, Chapter 
95Y2 - 11 - 414, Illinois Revised Statutes, 1975. 

18. Kane County Diagnostic Center - Chapter 38, Section 1005 - 3- 2, Illinois 
Revised Statutes, 1975. . 

19. Chicago Gun Control Section - Section 11.1-15, Municipal Code. 

20. Health and Hospitals Governing Commission of Cook County - Security 
Police, Chapter 34, Section 910, I11inois Revised Statutes, 1975. 

! 

I 
21. Chicaf.;'o Housing Authority - Title 24, U.S.C. Chapter VIII, Section 860.205. 

22. Chicago Transit Authority - Chapter 111 2/3, Section 327, lllinois Revised 
Statutes, 1975. 

23. Defense Investigative Service - U.S. Department of Defense, Executive 
Order 10450 and 10865 and Title 10, U.S.C., Sections 3253 and 82.53. 

'24. Federal Probation Officers - Rule 32k)(2), U.S. Rules of Criminal Procedure. 

25. Il1inois Department of Revenue - Chapter 127, Section 39621, Illinois 
Revised Statutes, 1975. 

26. Court Serv ices Officers - Chapter 38, Section 1005 - 3 - 2(a) (1), Illinois 
Revised Statutes, 1975~ 

27. 

2,8. 

29. 

30. 

i 
I 

\).S. Imririgration and Naturalization Services - Federal Register, Volume 
4\1, Number 55, Section 20.20(c), Dated March 19, 1976. 

L\ivestock\Dealers - Licensing, Illinois Department of Agricul'ture - Chapter 
81 Section '279(e), Illinois Revised Statutes, 1975. 

P~\rk Police - Chicago and Cook County - Chapter 105, Section 330a, Illinois 
R(lV ised Statutes, 1975. 

I 

\ 
Pai,"k Police - General - Chapter 105, Section 4-7, Illinois Revised Statutes, 
197\5. 
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31. Military Recruiters - Title 10, U.S.C., Section 504 and Section 3253 and 
Section 8253. 

32. Illinois Superintendent of Education - Chapter 95Y2, Paragraph 6 - 106.1 
(a) (9, 10, and 11), Illinois Revised Statutes, 1975. 

33. Slaughter Livestock Buyers Act - Chapter 8, Section 607.4, Illinois Revised 
Statutes, 1975. 

34. Public Housing Authorities - Title 24, U.S.C., Chapter VIII, Section 860. 
205(b) (2 and 3). 

35. U.S. Drug Enforcement Administration _. Title 21, U.,S.C. 1301.91 and 
1301.93 (Manufacturers, distributors, importers, and exporters of controlled 
substances are required to screen employees). 

36. U.S. Internal Revenue Service - Title 26, U.S.C., Section 7608{b). 

c.. Service Agencies Under Contract 

"Under norma! circumstances services re"qulred for the administration of 

criminal justice have not not been required in the past by the Department of Law 

"Enforcement and will not be required in the foreseeable future. However, if a 

situation does arise whereby contractual services for the administration of criminal 

justice are needed, the user agreement discussed above, will be ut:1ized. Other 

criminal justice agencies will employ their own, but similar, user agreements to 

bind service agencies to the provisions of the federal regulations. This will be 

effective by September 1, 1976. 

d. Research Organization~ 

At the present time research organizations have not been requesting access to 

criminal history record. information. However, in the past it has always been a 

policy of the Bureau of Identification to deny all such requests based upon chapter 

38, section 206 of the Illinois Revised Statutes, which requires that criminal history 

record information be disserninated to authorized Jaw enforcement agencies as 

follows: 
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"Such information shaH be furnished to all peace officers of the United 
States, of other States or territories, of the Insular possessions of the United 
States, of foreign countries duly authorized to receive the same, and to all 
peace officers of the State of Illinois." 

However, from another part of this legislation, subject to the Attorney 

Gef)eral's opinion, the following seems to authorize the use of criminal history 

record information for research purposes: 

"The Department shall procure and file for record, as far as can be procured 
from any source, photographs, all plates, outline pictures, measurements, 
descriptions and information of all persons who have been arrested on a 
charge of violation of a penal statute of this State and such information ~s is 
necessary and helpful to plan programs of crime prevention, law 
enforcement and criminal justice, and aid in the furtherance of those 
programs." 

The Bureau of Identification expects to receive an opinion in the future to 

clarify the state central repository's position with respect to this legislation. 

In any event, the Departm'ent of Law Enforcement has prepared a model non­

disclosure agreement for researchers, which can be found in Appendix B.5. Under 

the terms of this agreement the researcher would make a formal written 

application to the criminal justice agency for specific items of criminal justice 

information. The researcher will be prohibited from receiving any data which is 

idel1tifiable to an individual unless the criminal justice agency specifically rules 

that the proposed research program "has conclusively demonstrated that access by 

individual name is indispensable to conducting its research, evaluative, or 

statistical program." 

In those rare cases where identifiable information would be released the 

agreement imposes strict standards for ensuring confidentially. . Specifically, 

dissemination "to any other agency or individual not immediately concerned with 

the research program shall be totally prohibited under any circumstance." 

Moreover, the researcher must return all data received, must refrain from copying 

any materials, and must certify in writing to that fact. Sanctions include, but are 

not limited to, immediate recall of all information disseminated, as well as 

cessation of all future access to criminal history record information. 

-12-
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3. Validating Agency Right of Access 

AU agencies authorized access to criminal history record information found in 

the state central repository will be maintained on a computerized table, such that, 

when an inquiry is made remotely or within the state central repository, the agency 

is validated and the inquiry logged. The Department of Law Enforcement 

periodicalJy prints and updates this table of a11 agencies qualified to receive 

criminal history record information, which is sent to all law enforcement agencies. 

Moreover, the user agreement, that all users of the state central repository are 

required to sign, states that before the agreement is effective, the User must be 

certified as a bona fide recipient of criminal history record information. 

Therefore, dissemination of criminal histories to agencies not under contract 

agreement or not in compliance with the regulations or not on the Department of 

Law Enforcement's validation list will result in immediate suspension from the files 

of the state central repository and possible federal liability under the re~ulations. 

4. Restrictions On Dissemination Without Disposition 

The state central repository has established internal procedures requiring the 

review of criminal history record information before dissemination of such 

information to a non-criminal justice agency. Arrest records in the CCH file will 

be flagged to alert repository personnel when the one year rule is exceeded. 

Previously, it was stated that non-criminal justice agencies do not have access to 

CCH via terminals. All such requests are received by the Bureau of Identification 

via the mail service. The. monitoring system, in conjunction with the field ~taff, 

will determine whether or not a flag will be placed on a record due to the one year 

rule. 

Furthermore, as already discussed, Illinois has an automatic expungement of 

arrest records statute for acquitted "first offenders." (See Chapter 38 section 206-

5, Illinois Statutes.) 

-13-



5. Restrictions On Confirmation of Record Existence 

The state central repository's policy and procedure requires that inquiries be 

validated by a validation 'table and follow-up phone call confirming the identity of 

the requester prior to the dissemination of information including the confirmation 

of the existence or non-existence of a criminal history. Only those agencies thai,. 

are authorized appear on the validation table. 

6. Restrictions On Juvenile Record Dissemination 

The state central repository is not authorized by statute to maintain juvenile 

records except where a juvenile is prosecuted as an adult. (Chapter 37, section 702-

8(2) of the Juvenile Court Act.) 

Illinois, under the state's Juvenile Court Act, has statutory provisions 

concerning. the dissemination of juvenile records which comply with or exceed those 

required by the federal regulations. For instance: 

"The records of law enforcement officers concerning all minors under 17 
years of age must be maintained separate from the records ')f arrests and 
may not be open to public inspection or their contents disclosed to the public 
except by order of the court or when the institution of criminal proceedings 
has been permitted urider section 2-7 or such a person has been convicted of 
a crime and is the subject of presentence investigation or proceedings on an 
application for probation." Chapter 37, section 702-8(3). (Also see, chapter 
37, section 703-2-2.) 

The Civil Service Commission is statutorily authorized to obtain juvenile record 

information on applicants for a position as a law enforcement officer. Otherwise, 

all official court files concerning juveniles may not be made available to the 

general public. Such records however, "may be inspected by representatives of 

agencies, associations and news media or other properly interested persons by 

general or special order of court." Chapter 37, section 702-10. 
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Since the only other authorized individuals permitted to examine court files and 

records on juveniles are the State's Attorney and the attorney for the minor, the 

State of lilinois is in full compliance with the' requirements of t;'je federal 

regulat ions. 

Effective December 31, 1975, the Illinois legislature established the 

Delinquency Prevention Commission. Among other things, this legislation 

established a state-wide central records systems for juveniles within the 

Commission. It should be noted however, that the Commission only has the 

authority to develop safeguards ensuring the confidentiality of juvenile records, 

except for dispositional hearings under the Juvenile Court Act or inquiries from 

registered police youth officers. (House Bill 199, section 5.9.) Thus, it does not 

have authority to regulate juvenile records with respect to completeness and 

accuracy, security, individual right to access, etc. For these purposes criminal 

justice agencies in lllinois will follow the limitations imposed by the federal 

regulations on adult records, to the extent that juvenile records contain criroinal 

history record information. 

Under the Juvenile and Delinqu,ency Prevention Act of 1974 (42 U.S.C. section 

5601) the Illinois Law Enforcement Commission, as the state planning agency, ha.s 

developed confidentiality standards to be maintained by individual grantees in the 

form of a contract. This contract fully incorporates the federal regulations. 
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D. SECURITY 

1. Executi vel Statutory Standards 

Since Illinois has not enacted specific statutes or regulations governing the 

security of criminal history record information the State is not in 

compliance with the federal regulations at this time. The staff of the 

Illinois Law Enforcement Commission intends to remedy this situation, 

before 1978, by seeking to introduce state legislation which will meet the 

requirements of the federal regulations. Until that is accomplished, 

however, the State of Illinois will ensure the security of criminal history 

record information in the following m.anner: 

a. A t the state level, the Department of Law Enforcement has developed 

and implemented detailed security procedures governing personhel 

selection and clearances, management and visitor control, physical 

security, terminal and document handling and control, and information 

dissemination. These procedures are attached as ;:...ppendix D for 

LEAA's review and approval. 

b. . The security of criminal history record information found in the 

records of the state central repository will be ensured at the local 

level th.rough the requirements of the user agreement between the 

local criminal justice agency and the Department of Law Enforcemeht. 

(See Appendix 5.4) The security of this information will be 

implemented on or before September 1, 1976. 

c. The State of Illinois recognizes the need for implementing security 

prov isibns equal to or surpassing those found in the federal regulations 

with respect to those records collected, st<:>red and disseminated by 

local criminal justice agencies at the local level. The State of Illinois 

also recognizes that such provisions may, in some cases, pose nearly 

impossible logistical or economical burdens upon the local agencies and 

-16-



that such problems could only be corrected by erecting new housing 

facilities for criminal history records and/or greatly increasing already 

tight allocations of funds. The possibility of such circumstances 

coming to fruition is neither realistic by September 1, 1976, by 1978, 

nor any other time in the near future, without federal aid. Therefore, 

the State of Illinois will require that local security of local criminal 

history record information will be ensured "to the ma.ximum extent 

feasible," under any given set of circumstances. 

This criteria is not meant to create a loophole in the State Plan 

alkwing local agencies to avoid the responsibility of implementing 

security provisions. Under this Plan, each local agency is required to 

provide for the security of its own crirninal history records, and the 

burden of proof is on the local agency to show that it cannot so 

comply. The Department of Law Enforcement will, however, inform 

the Law Enforcement Assistance Administration of any and all such 

technical violations, if they occur, and allow LEAA to exercise its 

discretion as to what sancti.ons, jf any, would be appropr.i.ate. 

Therefore, to the maximum extent feasible, beginning December 31, 

1977, the State of Illinois plans that with respect to the security of its 

own local records, a local criminal justice agency receiving federal 

funding: 

(1) Shall designate an official custodian who shall be responsible 

fOI" the maintenance, care, and security of all of its criminal 

history records. 

(2) Shall be responsible for the physical security of criminal 

histClry record informatIon, under its control or in its custody, 

and shall adopt procedures to accomplish the following: 
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i. Protect such information from all unauthorized access, 

disclosure, or dissemination; 

ii. Store such information, to thp :naximum extent feasible, 

in containers and speciE:.:ally designated areas which will 

. protect it from theft, sabotage, fire, flood, wind, or other 

disasters; 

iii. Protect against all unauthorized alterations of such 

information; 

iv. Detect all unauthorized attempts to penetrate any 

criminal history record information system, program, or 

file, make such methods known only to authorized , 
personnel, and keep £uch methods under maximum 

security at all times; 

v. Make each employee working with or having access to 

such in~{ormation familiar with the substance and intent of 

the federal rules and regulations governing criminal 

justice ,information systems; 

vi. Initiate administrative sanctions against personnel 

violating the provisions of the federal rules and 

regulations governing criminal ju~tice information systems 

or other security requirements established for the 

collection, storage, or dissemination of such information; 

vii. Monitol~, audit, and inspect all security provisions for such 

information. 

(3) . Shall screen and have the right to reject for employment, 

based on good cause, all personnel to be authorized to have 

direct access to criminal history record information which it 

maintains. 
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d. All applicants to, the Illinois Law Enforcement Commission for federal 

funds for the purpose of either collecting, storing, or disseminating 

criminal history record information will have to meet the requirements 

of the ILEC/CJIS Standards or seek a waiver of those standards which 

cannot be met" 

The ILEC/CJIS Stand(;!.rds (7.6, 8.6, 8.7) meet the security requirements 

of the federal regulations. Among other things, they require dedicated 

computers at the state level. The Illinois Law Enforcement 

Commission has provisionally approved the CJIS Standards for the 

purpose of evaluating applica'i;ions for federal funds with respect to 

information systems. All grants, including discretionary grants, have 

been conditioned with the requirement that the grantee will conform 

to the CJIS Standards. However, the issue of dedication at the state 

level has not been resolved, since there has been considerable 

disagr~ement concerning the dedication issue. Therefore, the fact 

that CJIS. Standards have been provisionall} ~dopted does not imply 

that the issue of dedication has been settled as far as the Illinois Law 

Enforcement Commission is concerned. When a grantee wishes to seek 

a waiver of specific standards it can apply directly to thE' C~mmission. 

To this date, no grantee has chosen to do so. 

2. Prevention of Unauthorized Access and Tampering 

Until uniform state legislation or regulations are enacted, unauthorized 

access to and tampering of both manual and automated criminal history 

record information systems; will be ensured under the provisions of the State 

Plan enumerated in subsection (1) above. 

3. Criminal Justice Agency Authority 

Until uniform state legislation or regulations are enacted, 'the authority of 

criminal justice agencies to <ievelop or approve of computer operations 

policy and to approve and clear personnel will be ensured under the 

provisions of the State Plan,enumerated in subsection (1) above. 
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4. Physical Security 

Until uniform state legislation or regulations are enacted, physical security 

of criminal history record information will be ensured under the provisions 

of the State Plan enumerated in subsection (1) above. 

5. Employee Training Progra~ 

Until uniform state legislation or regulations are enacted, each criminal 

justice agency will ensure the adequate training of personnel dealing with 

criminal history record information under the provisions of the State Plan 

enumerated in subsection (1) above. 
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DATE 

9/26/75 

10/1/75 

10/6/75-
3/21/76 

10/7 /75 

10/20/75 

11/1/75 

1/23/76 

2/17/76 

2/17/76 

2/18/76 

2/23/76 

3/ 1/76 

REVISED 

IMPLEMENTATION SCHEDULE 

ACTIVITY RESPONSIBLE AGENCY 

The staff of the Illinois Law Enforcement Governor 
Commission authorized to submit State 
Plan to LEAA. 

Legislation regarding mandatory disposition 
reporting goes into effect. 

State-wide Privacy & Security Seminars 
discussing implementation of federal re­
gulations conducted. 

State Attorney General, Illinois Courts, State's 
Attorneys, and Department of Corrections 
notified of obligations under the federal re­
gulations. 

AU police departments and sheriff's offices noti­
fied of obligations under the federal regulations. 

Preparation of brochures and posters for public 
education campaign regarding individual access' 
and review commenced. 

Rules & Regulations and Instructions governing 
individual right to access and review criminal 
history record information promulgated. 

User Agreement and Non-Disclosure Agreement 
promulgated and disseminated to all law enforce-
ment agencies. 

Information sheet on Certification Statements 
disseminated to all law enforcement agencies. 

Notice and Certification Statement forms sent 
to applicable recipients of LEAA funds, informing 
them of requirement to certify. 

List of all non-criminal justice agencies authorized 
by statute or executive order to receive crimina! 
history record. information completed. 

AU certification forms required to be completed 
and returned. 

DLE 

ILEC 

ILEC 

ILEC 

DLE 

DLE 

DLE 

ILEC 

DLE 

ILEC-DLE 

.. 



• -
It 3/11/76 Designation of Illinois Criminal Justice Informa- Governor 

tion Systems Council to hear challenge appeals 
and conduct annual audits of State Central 
Repository. 

3/15/76 New fingerprint disposition reporting forms go OLE 

• into effect • 

3/16/76 Official notification of individual right to 
ILEC 

access and review provisions. 

3/16/76 All Certification Statements and Criminal History ILEC 
Record Information Plan submitted to LEAA. 

3/16/76 Complete disposition reporting from police, prose- OLE 
cutors, trial courts, appellate courts, and probation 
departments implemented. 

3/16/76 Restrictions on confirmation of record existence OLE-DOC 
implemented. 

3/16/76 Recreating data entry provision implemented. OLE-DOC 

'+/16/76 Public comments requested on revisions to State ILEC 
Plan required by amended federal regulations. 

5/1/76 Delinquency disposition mOl1itoring provision OLE-DOC 
implemented. ' 

'5/1/76 Primary dissemination logs provision implemented. OLE-DOC 

6/17/76 Revised Criminal History Record Information Plan 
submitted to LEAA. 

ILEC 

7/1/76 Notice of errors provision implemented. OLE 

9/1/76 With respect to records found in the state central DLE 
repository, limits on dissemination provisions imple-
mented. 

9/1/76 With respect to records found in the state central OLE 
repository, security provisions implemented •. 

9/1/76 Cnmplete disposition reporting from correctional DOC 
institutions and parole agencies implemented •. 

12/1/76 Query before dissemination provision implemented. OLE-DOC 

12/3i/76 Secondary dissemination logs provision imple-
mented. OLE-DOC 

1/1/77 Accuracy verification provision implemented. OLE-DOC 

12/3i/77 With respect to records of local criminal justice local agencies 
agencies, limits on dissemination provisions 
implemented. 

12/31/77 With respect to records of local criminal justice local agencies 
agencies, security provisions implemented to the 
maximum extent feasible • . \ 

I. I,>"~ 
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APPENDIX 

H.evised State of Illinois Criminai History Record Information Plan 

TITLE PAGE REFERENCE 

Criminal History Record Information User Agreement 

Non-Disclosure of Criminal History Record Information 
Agreement 

Security & Privacy Regulations Bureau o.f Identification 
Criminal Justice Information Services Springfield Office; 

Security & Privacy Regulations Criminal Justice Information 
Services Bureau of Identification Joliet Office; 

Illinois Department of Law Enforcement Division of Data 
Processing Security and Privacy Regulations. 

3,4,5,8,16 
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Appendix B.4 

Criminal History Record Information User Agreement 



• 

CRIMINAL HISTORY RECORD INFORMATION USER AGREEMENT 

between 

THE ILLINOIS DEPARTMENT OF LAW ENFORCEMENT 

and 
• 

The Illinois Department of Law Enforcement (hereinafter "IDlE II
), 

acting as the State of Illinois Central Repository pursuant to Illinois 

Revised Statutes 1976 (Chapter 127, Section 55A) for Criminal History 

Record Information (hereinafter "CHRI") and pursuant to Illinois Revised 

Statutes 1976 (Chapter 38, Section 206), and 

(hereinafter "User"), hereby agree to the 

following terms, provisions, and conditions: 

1. Purpose of Agreement. Chapter 38, Section 206, Illinois Revised 

Statutes, 1976, provides for IDLE to serve as the State agency 

responsible for the collection, storage and dissemination of 

CHRI irrespective of the method used, such as Electronic Data 

Processing, Facsimile, Microfilm, ordinarY'manual system or any 

other means. Such dissemination shall be made to peace officers 

of this or any other state and shall be used solely in the due 

administration of the criminal laws. Additionally, this 

Agreement specifies certain rules and regulations governing 

the collection, storage, and dissemination of CHRI in com­

pliance with Title 42U.S.C. 3771b, the Department of Justice, 

Criminal Justice Information Systems Rules and Regulations, 

41 F.R., 11713, March 19, 1976, Illinois Revised Statutes, 

1976, Chapter 38, Section 206 and their amendments, rules and 

regulations issued or to be issued pursuant thereto. 







2. Responsibilities of IDLE. Upon receipt of inquiries from User 

• which contain all the data elements required by IDLE) IDLE will. 

promptly search its files and return, in as expeditious manner 

as is possible and consistent with delivery systems available 

to it, such information contained in its files as may be relevant 

to the inquines. It is the responsibility of IDLE to store, 

maintain, and disseminate CHRI and to ensure the completeness 

and accuracy to maximum extent possible of information covered 

by this agreement, and to be responsive to the information needs 

of criminal justice agencies and authorized non-criminal justice 

agencies. 

3. Responsibilities of User. Pursuant to Illinois Revised Statutes, 

1976, Chapter 38, Section 206, User will report such information 

as may be required in a form and manner provided by o~ agreed to 

by IDLE in the exercise of its official duties. User will ensure 

to provide adequate CHRI security measures and enforcement of the 

same incompliance with Chapter 38, Section 206 of the Illinois 

Revised Statutes, 1976, the Rules and Regulations governing Right 

of Access to CHRI, Title 42 U.S.C. 3771b, and the Department of 

Justice Rules and Regulations governing Criminal Justice Informa­

tion systems effective April 19, 1976 and other rules and regu­

lations issued pursuant thereto by IDLE or the Unite~ States 

Department of Justice. The documents referred to above are 

incorporated by reference. 



4. Suspension/Reinstatement of Service. IDLE will immediately 

suspend furnishing information covered by this agreement to 

User when any terms, conditions and/or provisions of this 

agreement and/or of documents incorporated herein are violated 

or reasonably appear to be violated. IDLE shall resume fur­

nishing such information upon receipt of satisfactory assurance 

that such violations did not occur or that such violations have 

been fully corrected and/or eliminated. IDLE, also, reserves 

the right to suspend to User any service when IDLE is enjoined 

by any court of the state or federal government, or required 

by congressional direction or state legislation or for any other 

reason which restrains IDLE from furnishing such information. 

IDLE shall resume furnishing information as soon as any impedi­

ments referred to above are removed and such resumptions shall 

be subject to such limitations which shall remain, if any. 

The User whose services are suspended shall not use this suspension! 

in any way to negate the obligation to continue to furnish infor­

mation to IDLE as required in Chapter 38, Section 206, Illinois 

Revised Statutes~ 1976. 

5. Cancellation. Either IDLE or User may cancel this agreement 

upon thirty days notice to the other party. 

6. Certification. Before this agreement is effective, the User must 

be certified by IDLE as authorized to receive CHRI by State or 

federal statute, State or federal executive order, court order, 

decision, or rule. Personnel assigned by User as terminal npera­

tors shall be identified to IDLE and authorized by IDLE to perform 



terminal operations only after having been provided adequate 

training and made familiar with the substance and intent of said 

Rules and Regulations, and all persons having access to such 

information shall be made cognizant with the substance and in­

tent of said Rules and Regulations. The responsibility of 

training such personnel is that of the User. 

7. Completeness and Accuracy. The completeness and accuracy of 

information is paramount and User shall maintain only accurate 

and up-to-date criminal history records. User will cooperate 

with regular audits conducted by IDLE to assure reliability of 

datd. In addition, measures for purging or cancelling entries 

will be adhered to in order to enhance reliability of all data. 

8. Executive Clause. It is understood by and between the parties 

hereto that IDLE is obligated to provide the services described 

in Section 2 above to User only to the extent that public funds 

are made available to IDLE for that purpose. IDLE shall incur 

no liability on account thereof beyond the money made available 

for such purpose. 

9. Dissemination. User hereby agrees to disseminate all criminal 

history rec~rd information covered by this agreement in confor­

,mance with all federal and state laws and regulation6. 

User hereby agrees to limit dissemination of non conviction data 

whether directly or through any intermediary only to: 



(1) Criminal justice agencies, for purposes of the adminis­

tration of criminal justice and criminal justice agency 

employment. 

(2) Individuals and agencies for any purpose authorized by 

statute, ordinance consonant with state laws, executive 

order, or court rule, decision, or order as con trued by 

appropriate State or local officials or agencies. 

(3) Individuals and agencies pursuant t? a specific agreement 

with a CJA to provide services required for the adminis­

tration of criminal justice pursuant to that agreement. 

The agreement shall specifically authorize access to data, 

limit the use of data to purposes for which given, insure 

the security and confidentiality of the data, and provide 

sanctions for violation thereof. 

(4) Individuals and agencies for the express purpose 6f research, 

evaluative, or statistical activities pursuant to an agree­

ment with a criminal justice agency. The agreement shall 

specifically authorize access to data, limit the use of 

data to research, evaluative, or statistical purposes, 

insure the confidentiality and security of the data, and 

provide sanction for the violation thereof. 

Before disseminating criminal history record information covered by this 

agreement, User shall make an inquiry to the State of Illinois Central 

Repository in order to ensure that only the most current disposition data 

is being disseminated. 



10. Liability for Dissemination. User shall be responsible for 

ensuring that data contained in criminal history records dis­

seminated by User to Non-Criminal Justice Agencies or individuels 

is not further disseminated by them and User shall be liable for 

for any loss, cost, expenSE, and damage resulting from any 

, negligence or unauthorized use on the part of User to prevent 

any further dissemination. 

11. Retention of Records. User shall not retain copies of any CHRI 

covered by the terms of this agreement for any period longer 

than needed for investigation or reference purposes, after which 

all copies shall be destroyed. In no case shall User place 

copies of CHRI covered by the terms of this agreement in any 

permanent file. 

12. Maintenance of Records. IDLE shall retain all rights to infor­

mation which it provides under this agreement and IDLE shall 

remain the sole authority to regulate such information without 

any restrictions. 

13. Audits. User hereby agrees to make its records available to 

IDLE for the purpose of cqnducting periodic audits of User's 

, compliance with all laws and rules and regulations regarding 

the processing of information furnished to User under the 

terms of this agreement. User agrees to keep such records as 

IDLE may from time to time direct in order to facilitate such 

audits. At a minimum, User shall record all extra-agency dis­

seminations of CHRI covered by the terms of this agreement, 



including the identities of persons or agencies having access 

to criminal history records and all dissemination of criminal 

history records on a log showing the name of the accesser or 

requester, the authority of the requester, the purpose of the 

request, the identity of the individual to whom the information 

relates, and the date of the dissemination. Such log shall be 

maintained and retained for a period of at least three (3) years. 

14. ?ecuri~. User shall designate an official custodian who shall 

be responsible for the maintenance, care, and security of all its 

criminal history records. 

User shall be responsible for the physical security of criminal 

history record information covered by this agreement, under its 

control or in its custody, and shall adopt procedures to 

accomplish the following: 

a. Protect such information from all unauthorized access, 

disclosure or dissemination; 

b. Store such information, to the maximum extent feasible, 

in containers and specially designated areas which will 

protect it from theft, sabotage, fire, flood, wind, or 

other disasters; 

c. Protect against all unauthorized alterations of such 

information; 

d. Detect all unauthorized attempts to penetrate any criminal 

historj record information system program, or file covered 

by the terms of this agreement, make such methods known 



only to authorized personnel, and keep such methods under 

maximum security at all times; 

e. Make each employee working with or having access to such 

information familiar with the substance and intent of said 

Rules and Regulations; 

f. Initiate administrative sanctions against personnel vio­

lating the provisions of said Rules and Regulations or 

other security requirements established for the collection, 

storage, or ~issemination of such information; 

g. Monito~ audit, and inspect all security provisions for 

such information. 

User shall screen and have the right to reject for employment, based on 

good cause, all personnel to be authorized to have direct access to 

criminal history record information ~hich User maint~ins. 

15. Notice of C~anges. IDLE hereby agrees that it will make no 

changes in the rules, procedures, and policies adopted by it 

and incorporated in this agreement without furnishing notice 

to User and a 3D-day period in which User can submit comment 

to IDLE. Changes in the rules, procedures and policies origi­

nating with federal or state executive order, Congressional or 

state legislative enactment, or by court decision will be 

initiated upon notice. 

16. Indemnification. User hereby agrees to indemnify and save 

harmless IDLE and its employees and officials from and against 

any and all claims, demands, actions, suits, and proceedings 



hrought by others, and against all liability to others arising 

out of this agreement or founded upon the negligence or other 

tortious conduct of User, including but not limited to any 

liability for any loss, cost, expense and damages by reason of 

any claim of false imprisonment, false arrest, or any other 

cause of action, in the exercise or enjoyment of this agreement. 

17. Construction. This agreement shall be liberally construed to 

apply to both manual and automated information systems wherever 

and whenever possible. 

18. Effective Date. This agreement will become effective on 

, 19_ 

In WITNESS WHEREOF, the parties hereto caused this agreement to be 

executed by the proper officers and officials. 

The Illinois Bureau of Identification 

By: 

Title: Superintendent· 

Da te : , 19 

Criminal Justice Agency 

By: 

Title: 

Date: ________ , 19_ 

Illinois Department of law Enforcement 

Approved by: 

Titled: Di rector 

Date: , 1-9 --------
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NON-DISCLOSURE OF CRIMINAL HISTORY RECORD INFORMATION AGREEMENT 

between 

THE ILLINOIS DEPARTMENT OF LAW ENFORCEMENT 

and 

-------

WHEREAS, -_._----------------- (hereinafter 

"Researcher") has requested permIssIon from the Illinois Department of Law 

Enforcement (hereinafter "OLE") to utilize certain criminal history record 

information for the purpose of research, evaluative, or statistical activities in 

connection with a program. to plan or aid in the furtherance of crime 

prevention, law enforcement and criminal justice, as stated in Researcher's 

formal application request to DLE dated , 19_; and 

WHEREAS, the Director of OLE or authorized designee has approved said 

application; 

NOW, THEREFORE; in consideration of the furnishing of criminal history 

record information by DLE to Researcher, the parties agree as follows: 

1. The following items of information shall be supplied by DLE to 

Researcher, to the extent such items are contained in the files of DLE, 

and shall be subject to the terms and conditions of this agreement. 

(Describe items to be supplied) 

2. Access to the identities of the individuals whose records are sought by 

Researcher shall be prohibited, unless Researcher's program 

conclUSively demonstrates in its application to DLE that access by 

individual name is indispensable to conducting tl1.1t program. 



3. DLE hereby finds that Researcher has/has not conclusively demonstrated 

that access by individual name is indispensable to conducting its research, 

evaluative, or statistical program. 

4. Researcher acknowledges the confidential nature of the' criminal history 

record information supplied to it and agrees that disclosure by Researcher in 

any manner, of the identities of the individuals or in a form which is 

identifiable to the individuals whose records are sought, to any other agency 

or individual not immediately concerned with the research program shall be 

totally prohibited under any circumstance. 

5. All copies of criminal history record information disseminated to.Researcher 

that identify an individual or from which an identity is ascertainable, shall 

be returned to OLE once the information is no longer needed to effectuate 

the purposes for which it was originally disseminated. 

6. Researcher shaU certify in writing that it has returned aU criminal history 

information that it has received from DLE and that it has refrained from 

making any copies thereof. 

7. DLE shaH monitor, audit, and review Researcher's program activities and 

policies to ensure compliance with the requirements of this agreement and 

with any applicable federal or state laws and regulations. 

8. H DLE determines either that the requirements of this agreement have not 

been satisfied or that .Researcher's program otherwise threatens privacy or 

security interests, it may prohibit Researcher from obtaining a~cess to any 

criminal history record information or take such other actions as it deems 

rea~)onable to protect such interests. 

9. In order to conceal the identity of persons whose criminal history records 

are supplied to Researcher, Researcher agrees to: 

': .. .. '~ . 
. \~5::::k 



A. use the information furnished under this agreement only for the 

purpose described in Researcher's application to DLE; 

13. replace the name and address of any record subject with an alpha­

numeric or other appropriate code where possibJ.e; 

C. restrict access to all data supplied by DLE to those employees 

whose responsibilities under the program cannot be accomplished 

without such access; 

D. store all data received from DLE in secure locked containers; 

E. refrain from copying any data furnished by DLE and to retain such 

data only so long as may be necessary to effectuate the purposes of 

the program. 

10. Researcher agrees to insert in the preface of any report of the program 

conducted pursuant to this agreement, whether published or unpublished, 

a disclaimer of DLE's responsibility for the methods of statistical 

analysis as well as the conclusions derived therefrom contained in such a 

report. 

J 1. Researcher hereby agrees to hold OLE harmless from any damages or 

other liability which might be assessed against DLE as a result of 

disclosure by Researcher of any information received from OLE pursuant 

to the terms bf this agreement. 

12. r~esearcher hereby agrees to pay to DLE the sum of $ for each ---
search for a criminal history record which OLE perfonns at Researcher's 

request. 



13. In the event that Researcher fails to comply with any of the terms of this 

agreement, DLE may immediately cease to supply criminal history record 

information to Researcher, may demand the return of all criminal history 

record information previously furnished to Researcher, and may take such 

other actions as it deems appropriate to protect security and privacy 

interests and to enforce the terms of this contract. 

In WITNESS WHEREOF, the parties have signed their names hereto this 

__ day of ,19_. 

illinois Department of Law Enforcement 

Hy: -----------------------------
Title: Director 

Researcher 

I.)y: 
-------------~----------------

Title: -----------------------------

l!1inois Bureau of Identification' 

~y: 
--------------~--.--------------

Title: Superintendent 



Appendix D 

Security & Privacy R~gulations Bureau of Identification CriminaJ Justice Information 
Services SpringfieJd Office, Joliet Office, Division of Data Processing 
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GENERAL 

SECURI1Y & PRIVACY REGULATIONS 
BURI.1AU Or- IDENTIFICATION 

CRIMINJ\J .. JUSTICE INFORMATION SERVICES 
SPRINGFIELD OFFICE 

February 17, 1976 

The Criminal JW5tice Infonnation Services (CJIS) Springfield Office is 

located at 1035 Outer Park Drive West, 5th Floor, Springfield, Illinois 62704. 

111e primary document types handled by the ens Springfield Office which must meet 

UM as well as State of Illinois Security Q Privacy Regulations are: 

ens DISPOSITION REPORTS (State's Attorneys & Court Dispositions 
on Booking Charges). 

Tenninal inquiry and response data from the Illinois Computerized 
Criminal IIistory data base as well as the Illinois Law Dnforcement 
Agency Data System (LEAPS) <md National Crime Infonnat.ion Center 
(NCle) data bases. 

AMPEX arrest and. ID segments which arc established via terminal. 
These /\MPI1X records become part of the CO!lTl.);,ltC'Yized criminal history 
record. 

Majnt;! i1ring CURT transcripts on persons incUgible to possess a 
'Pi !'C'''IrlIl Owners .ldenti rlcation Card. 

f'l1 i noi s--lInifoTm Crime Report source docLUTIents - tape oriented system. 

FircHrm Owners Identification applications - loading ::1 computerized file. 

A hnsic Orr.mliz.Jtion (Julrt of the CJIS Springfield Office is shown on the 

Co 1] ow ing pnge. 

1\ backg rOllnd iT1Vl'st igut ion j s TC'«U i n'cl <.ill a 1 J pcr~;t)nT1cl cn:ployed by the 

I~ureilll of Idl'llt i III titian. nnly PC'l'SOJl'; p'cetl11j; st,mdarus deemed acceptable hy thl' 

:)uperintemlcn1 or tht' Bureall or rdc'nt'j (jc;ltjr)ll 1I ftcl' the hnckgrolmd investigation is 

revieweu wiD he c'llIp1o)'er\. till llil!:k!',rollnd jnH'stigation records are IlIClintained hy the 

::;upcrinten<1cnt or thl' nun·:'.I. ,~ idC'Miflt.·lt.iI'll, ,Juliet. Tllino.is. 



~. 
I 

CRum 
S'l'rnm:s . " 

SUPI mv U';OR 

ORGANIZATION Q~ 
BUREAU OF 11 <J~NTIFJC1\TroN 

CRIMINAL JUSTICE INFORMATION SERVICES 
SPRINGFIELD OFFICE 

SUPERINTENDENT 
BUREAU OF 

IDENTIFICATION 

ASSISTANT 
SUPERINTENDENT 

CRIMINAL JUSTICE 
INfORMATION SERVI cns 

.-

February 17, 1976 

r-~-:VOC/\TION & DENI 18 I UNIT 

l-LJCI~ nnrTING -1 
OFFENDER BASED 

TRI\CKING UNIT 
UNIT 

~ F JELl) OPERATIONS 
-Dr SPOS 1 '[' ION EDITING UNIT 

I UNIT 

.. . 
I-- Il/\T/\ I:NTI<Y 

lIN 1'1' 
t 

,.- QUALITY I\SStJRANCE 
UNIT 

FIREARM OWNI1R.S 
L--- IDENTIFICATION 

PRODUCTION UNIT 
I-- OTlnm STAFF 

FUNCTIONS 

2 



Personnel Clearances for Access to CHRI Data and/or Other Criminal Record ,Data 
\ 

The RIGHT TO KNOW and NEED TO KNOW principles will be strictly adhered to \ 

at all times. The Assistant Superintendent can grant and deny clearances to all 

persons in Criminal Justice Inforn~tion Services for access to crffir data. 

in the CJIS Springfield Office which may be granted clearances for CHRI 

Assistant Superintendent on a NEED TO KNOW basis are oUl'lined below: 

Certain persons, as may be designated by the Assistant Sl~erintendent, 

in the Crime Studies Section engaged. ill Illinois-Uniform Crime Reporting 

activities. The I-UCR System sQurce doclunen,t sheets may contain certain 

offense, arrest and disposition data on individuals by name which is 

different than the National UCR System. 1ne Crime Studies Section is a 

Criminal Justice Agency within the Bureau. of Identification. 

Certain persons, as may be designated by the Assistnnt Superintendent, 

in the Data nntry Unit. 1nis unit operates the tcrminal inquiry and 

response for CI-llU and/or Computerized CrIminal History llatJ., establishes 

the records for Disposition data, as well as for Firearm Owners Identi-

ficat ion dnta base records. 'The Data Entry Operati.ons may inquire into 

the Computerized Criminal I1istory data ba3e only when authorized by a 

TEH!I1TNAL AlrfllORIZATION SLIP signed by the Assistant. Superintendent or 

SII',ned hy (I person delegated with that authority hy the Assistant 

SUI)O l' i ntcndcnt. 

l:crt[li H pc' I'S()JlS, as may be deSignated by t 11<.' l\ssist nIlt Superintendent, 



in the Disposition editing Unit. These personnel will be editing prosecution 

and court dispositions of booking charges or charges made by the prosecution. 

In performing this function it may become necessary to use CHRI transcripts 

as an integral part of this function. 

Certain persons, as may be designated by the Assistant Superintendent, 

in the Firearm Owners Identification Revocation and Denial Unit. TIlis 

Unit operates directly Wlder the Assistant Superintendent and requires 

access to auu data in order to enforce Firearm Owners Identification 

Regulations as set forth by Illinois State Statutes Chapter 38, Section 83. 

Certain persons as may be designated by the Assistant SuperintendcIJ.t, 

in the Offender Based Tracking System Unit. This Unit will operate 

directly under the Assistant Superintendent and will require 2ccess to 

CUlU <lata as an integral part of its function. 

Certai.n persons, as may be designated by the Assistant Superintendent, 

in the Pielel Operations Unit. These personnel require access to GnU 

data for auditing, verifications, and monitoring functions required by 

the 1,1:1\1\ Rules (lnd Regulations and Unifoll11 Crime Reporting Program 

(State Statute Chapter 38, Section 206). Field Operations will also 

(]U(ljt t:lgency Offender Based Tracking System and computerized criminal 

history records. 



Certain persons, as may be designated by the Assistrult Sup,crintendent, 

in the Quality Assurance Unit. This Unit operates directly under the 

Assistant Superintendent and may, at the descretion of the Assist:ant 

. Superintendent, require access to cmu data to cnsure the integrity 

of the data being input into the Illinois Computerized Criminal History 

data base as well as other functions inherent in accomplishing Quality 

Assurance activities. 

Certain persons, as may be designated by the Assistant Superintendent, 

who function as mail handlers. This clearance is necessary since CHRI 

data will be exposed to these persons as an inherent part of their 

n~il handling function. 

Generally, the personnel in the CJIS Springfield Offi~e not having access 

to cmu data are those engaged in the Firearm Owners Identification Editing ruld 

Card lvlaking FIIDction; and, other staff functions operating directly under the 

Assistant Superintendent whose fWlctions are unrelated to anu data but are 

related to admini::-;tration. 

MANAcr:rvmNT CONTHOJ, 

AI] personnel that have clearances for access to CHRI data, as well as all 

other data ml1intained hy the ens Springfield Office, will operate under the 

Certification of Comp] iance Rules as sct forth in the LE1\.1\ Rules and Regulations 

and othcr conuIlun'icatiom; generated hy the Assi.stant Superintendent. 
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These connmmications as issued by the Assistant Superintendent will be in the form 

of directives and training materials covering all facets of CJffiI,.data collection, 

maintenance and dissemination. 

Per directive by Superintendent of the Bureau of Identification dated 

10-29-74: 

Any Bureau of Identification employee who willfully violates an 

individual's security and confidentiality through the dissemination 

of information to unauthorized agencies or individuals will face immediate 

disciplinary action in the form of a suspension or dismissal. The 

length of this suspension or dismissal will be determined on a case­

by-case basis and in light of the seriousness of the violation and 

any mitigating circlIDlStances which may have existed at the time of the 

violation. 

IDENTIFICATION CARDS AND VISITOR CONTROL 

Employees 

As specified in the Directive dated February 2, 1976, issued by the Assistant 

Superintendent, wenring of an Identification Card on the outer garment is mandatory 

for nIl persons entering the RESTRICTED WORKING AHEA. All employees are i~sued an 

ID card with a front face picture. If the card is lost or stolen, it must be reported 

irrnnedintely to the Section Supervisor who in tum \vill report the loss to the Assistant 

Superintendent. 'Ihe employee will be issued a Temporary ID Card tmti1 a regular ID 

Card can be re-isslIed. Each day every employee is checked by the Unit Supervisor and 

by the ProgrnTIl Supervisor to ensure that an ID Cu.rd is being properly worn and 

indiviclu:J.ls arc properly identified. 
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Visitors (Except delivery and maintenance persons, repainnen, etc.) 

All visitors, excludimg Fireann Owners Identification applicants, nrus't sign 

the VISITORS LOG (see following page for san~le) and be issued a Visitors Badge. 

Firearm Owners Identification applicants will not be allowed to ap.y area of the 

ens Office except the table maintained in the main office receptioni~:t area 

designated for filling out application fonns. 

111e VISITORS LOG is maintained by the Receptionist during working hours 

and is secured in a key-locked file by the Assistant Superintendent's secretary 

after working hours. The receptionist will ensure that all visitors register in 

the VISITOR LOG upon entering the office; are issued a Visitors Badge; are signed 

out in the VISITORS LOG at the conclusion of their business and t]lat the Visitors 

Badge is returned. 

Visi tors will wear the issued badges on their outer garments and will be 

escorted when in the restricted area. Visitors who need not attain a VISITORS 

BADGE arc those persons as specified by the J\ssistant Superintendent and do not 

have access to the restricted areas, such as salesmen. These Persons from other 

offices within the Department of Law Enforcement who have face pjcture ID cards 

and who nrc idcnti [icc] by the Assistant Superintendent and Program Supervisor 

are not issued an identification badge but must sign the Visitors Log. 

!I. 11 st, of Criminal Justice Agencies and other authorized Non-Criminal Justice 

!\gC'TlC ies wil1 he.' maintained by the Receptionist. Only persons from this list will 

be is:~lIccJ n Visitors Badge after positive identification has been established. llJlY 

questions involving visitor authenticity win be brought to the attention of the 

Assistant Superintendent or the Program Supervisor. 
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Vi~itors (Delivery and Maintenance Persons, and Repairmen, etc.) 

Persons in these categories will not appear on the authorized agency list. 

After proper identification, the person will sign the Visitors Log and be issued 

:1 Visitors Badge. These type visitors must be escorted at all times to ensure they 

do not have access unnecessarily to CHRI in lieu of their purpose for being in the 

area. When the person leaves, the Receptionist will ensure they log out in the 

VISITORS LOG and that they return their Visitors Badge. 

1'! iYSICAL SECURITY 

Storage and Door Security 

All documents containing Q{RI data are stored in key-locked cabinets or 

key-locked storage rooms. Persons authorized keys to these storage places will be 

designated by the Assistant Superintendent. A list of all persons having keys to 

each storage area as well as keys to the building and office door will be maintained 

by the J\ssistant Superintendent. 

Backup Files - In the event of Loss by Fire, flood, etc. 

/\ny C(lRI or other Criminal History data lost in the event of Fire, Flood, 

('~c. can be re-generated from the data base by Data Processing Division or through 

the Records lind Identification Section of ens in Joliet. All records destroyed 

or: other dilt;1 bases, such as UCR or Fireann Owners Identification, can be re-created 

hy lbtn Processing Division. 

'l'1:!Z\aNAL SEClmT'lY 

AI] tennina] s Iwve complete n Hnois Law Enforcement Agency Data System inquiry 

i. clp:tbill ty ns well as record establishment and inquiry capability into the COrrq)UtE':' Lcd 
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Criminal History, Fireann Owners Identif:ication data bases, wanted persons file, 

stblen articles, article· files, NCIC, and Automated Law Enforcement Communications 

Systeln. Therefore, physical security is essential due to the tenninal capabilities 

of entering, cancelling and modifying Criminal History and other data base record 

types as well as inquiry capability into the various data bases. No persons except 

the Data Entry Unit personnel shall operate the tenninals unless specifically 

authorized by the Assistant Superintendent. 

The tenninalsare activated for operation by the Data Processing Division 

in the morning at approximately 7:30 A.M. This notice to activate the tenninals 

is accomplished when a Data Entry Operator telephones Data Processing and requests 

that the terminals be made operational. Operational capability is terminated at 

5:00 P.M. Between the hours of 5:00 P.M. and 7:30 A.M. the terminals cannot receive 

or send any type traffic. 

TERMINAL AUTI-IORIZATION 

1he assistant Superintendent will designate those persons authorized to 

approve a CeH or LEADS/NCIC inquiry. A sample of the authorization fonn appears 

helow: 

I TO: 

CRIMINAL .ruSTlCE· lNFORML\TlON SERVICES 
GIRl TERMINAL AU'IIIORIZATION 

Data Input Supervisor DATE: 
I 

I 
I 

I 
i 
I 
I 
I 
I 
I 

I 

fRQ\l: Art Loos 

SUBJECT: Author iZHt i on for TCllninals 

Fonn No. 

==-----o TPAINm(; D INQUIRY 

Name 

is authorized 

OOB SEX 

to make the following transactions. 

D L[:AOS/NCIC 
Dcc" 

R\CE ---------- ------ ----

10 



Authorized persons are: Crime Studios Supervisor, I-UCR Operations Supervisor, 

Revocation and Denial Supervisor and Data Input Supervisor. 

lXlCUMENT HANDLING AND CONTROL 

COTlIDuterized Criminal Histo and Illinois Law Enforcement A ency Data 
System NCIC Tennlnal Inquiries an Responses. 

When a properly signed TERMINAL AUTIfORIZATION slip has been issued, an inquiry 

nmy be made into the Computerized Criminal History and Illinois Law Enforcement 

Agency Data System/NCIC data bases. At the present time virtually all of these 

inquiries are requested by the Revocation and Denial Unit to ensure that Firearm 

Owners Identification applicants are properly investigated to possess a Firearm 

~lers card per Qlapter 38, Section 83, Illinois Revised Statutes 1975. 

'The Data Entry Supervisor ensures that the TERMINAL AUTHORIZATION slip 

plus a copy of the inquiry from the terminal line printer anc1l a copy of the response 

(whether negative response or a RAP sheet) from the line printer is forwarded to the 

Revocation anu Denia] Unit Supervisor. This data will be destroyed after they serve 

the purpose for \vh ich intended. Destruction is accomplished by shredding or burr. ~'ng 

these da tn sllco ts undeT escort. 

No log or inquiries or·respon::;es is manually maintained since the action is 

automatically gone rated in log fonnat by the Data Processing Computerized Criminal 

!listor), System. ntis log is forwarded by Data Processing each month for all 

Computerized Criminal IIi story activity generated by or received by the ens 

temi nn 1 $. 'lhC'selogs are retained indefinitely and maintain(:d in key locked fl1.·~ 

by the I~cvocat1 on antl Denial Unit. 

11 



Disposition Reports 

Disposjtion reports are received daily from State's Attorneys and Circuit 

Clerks. After the mail handling process, these documents are given to the 

Disposition Editing Unit. After the disposition data has been edited and 

accepted as correct, the sheets will be passed to the Data Thltry Unit and 

entered into the Computerized Criminal History data base via terminal. A 

copy of each record transmitted will be made on the line printer wl1ich will 

be used for auditing comparison purposes against the disposition source 

docum(,Ht and verification of receipt at the Joliet facility discussed below. 

Those dispositions that are rejected are logged and turned over to the ,Quality 

Assurance Unit for corrections, etc. 

After coyr~ct record transmission has been verified by the Disposition 

Ddi ting Unit) the line printer sheets will be shredded or burned. The Disposition 

Report source documents will be maintain.ed temporarily in key locked files by the 

Disposition ndihng Unit and these documents are secured on a restricted NEED TO 

KNOW b(lsis. 

Each \IIed~ Disposition Report source documents v.rill be batched and transported 

via messenger service to the R'Jcords and Identification Section in Joliet where they 

will be Ciled in the Criminal History Jackets. 

CIIIH Tr':I1.~.£Tipt~ 

Transcripts (Ire mailed from Records and Identification Section, located in Joliet, 

to the SpdngfieJd ens Office upon request. At the present time all such requests 

arc: wHde by the.' Hevocation :md Denial Unit in conjunction with the enforcement of 

FirClll111 Owners Identification laws. These trnllscripts are for internal use only, to 

ensure cOll1pli.:mcc wlth the Firearm Owners Identification law - no secondary dissemin.ltion 

12 



of a transcript is ~~de to .other individuals or agencies. Such a dissemination 

from the State Central Repository, even though within the same organization are 

automatically logged. 

The transcripts arc maintained in key locked files by the Revocation and 

Denial Unit, arid they are maintained on a NEED TO KNOW basis. When the transcript 

has fulfilled the purpose for which it was obtained it will be destroyed by shredding 

until the information is unreadable. 

Illinois-Uniform Crime Reports 

'Ole I-UCR source docwnents are received from all law enforcement agencies 

throughout the State on a monthly basis. 'These records shall be considered 

confidential in nature and available only to authorized agencies (per letter 

fronl Superintendent of Bureau of Identification dated 10-29-74). The Illinois 

Uniform Crime Reporting System, different from the National Uniform Crime 

Reporting System, may contain certain offense, arrest and disposition data on 

ind.ividuals by name and therefore must be safeguarded. These recor-is are audited 

by the I-UCR r:diting Unit and forwarded to Data Processing for batch entry into 

the I-UCH Dat<l Basc. The documents are then returned to the I-UCR Editing Unit 

where they arc maintnined. until the end of the calendar year at which time they 

arc transferreel to the Archives. At the end of the seven years these documents 

w:i11 he destroycd hy Archives personnel. 

J)ur] np, the calendar year the I -UCR saUTce Joclmlcnts are maintained in key 

locked fl1e~", .me] 1'001115 by thc I-UCR JJditing Unit on a rcstricted NEED TO KNOW 



Fireann Owners Identification (FOI) Applications 

The FOI application data is entered via terndnal after it has been assured 

that the applicant is entitled to possess an FOI card. The applications are 

currently maintained in key locked files by the FOI file Unit on a restricted 

need to know basis. In the near future, FOI application cards wil~ be maintained 

in -dIe Archivist. Upon expiration of the application (5 years) it is destroyed 

by shredding or by fire. The FOI application should be treated as if the infonnation 

were in fact criminal offender record information with regard to dissemination of the 

information (per policy directive from Superintendent of Bureau of Identifica.tion 

dated 10-29-74). 

POI records of juveniles (16 years of age and under) will not be made 

available to any tenninal except CJIS Springfield terminals. FOI computerized 

juvenile records are automatically flagged to disallow inquiry via remote terminal. 

Inquiring terminals receive a response that the Assistant Superintendent must be 

contacted for further information on the juvenile. When an agency requests 

infonnation on a juvenile, the request must be turned over to the Assistant 

Superintendent for referral to the Juvenile Justice COlllmission. 

If-.I'POI~M!\TION mSSEMINATION 

'l1w !\ssbtant Superintendent or a person designated by the Assistant 

Superintendent must approve all information on an individual before it can be 

re]ea',~ed by any means. 

'111cre is no secondary dissemination of anu. 

Law I:n [oreement agencies requesting infolll1.1t ion on :m <1cilll t person who is 

maintained on the Fireann Owners Identificntion data base Plel), be given out via 

letter or terrninaJ. If in formation is given over the phone, the ens Springfield 

14 



Office must return the agenciljs call for validation purposes to insure that the 

answering agency is an authorized law enforcement agency. Under no circumstances 

will this inforn~tion be given to an incoming caller without a return validation 

call. 
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LIMITS ON AOCESS 10 THE . STATE CENTfu\L REPOSIIDRY - PHYSICAL PLANT 

Records Section of the Bureau of Identification - pursuant to the guide­

lines promulgated by the Superintendent on Mly 5, 1975, no person shall 

be permitted access to the Records Section unless he prominately displays 

an appropriate "pennanent" or "temporary" identification badge issued by 

the Superintendent. 

A. Visitors will be permitted access to the Records Section on a right 

and need basis only. They will not be pennitted to view any Criminal 

History Record Infornntion unless they present sufficient identifica­

tion to establish that they are in fact a representative of a recog-

nized criminal justice agency. Examination of . numerous jackets con-

taining information on several offenders will not be permitted unless 

authorized in advance by the Supervisor of Records or his designated 

suhordinate. Visitors will be issued a badge which clearly indicates 

their status, they will be required to sign in and out on the visitor 

log, and they will be closely and continuously escorted while they are 

in the Records Section. 

13. Service agencies - any vendor (person, finn or corporation) which under­

takes to sell, rent, lease, or othel~ise deliver any product for use 

wi thin the Records Section of the Bureau of Identification, which shall 

require periodic or continuous maintenance or service coverage, shall 

be required to enter into a security contract with the Bureau of Identi-

fic.ation by not later than December 31, 1975. Said contract shall 

s tipula te agreement by vendor not to ackno.vlec1ge the exis tence or con-

tent of any Criminal History Record Information which he or any of his 

agencies repmsentatives or employees shall have occasion to encounter 

eHher by chance 01' in the pcrformc'l11cc of official duties. The security 

and privacy prov.i~;j()ns of the aforementioned contract must remain in 
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'UIDTE: Vendor representatives' access to the Records Section of the 

Bureau of Identification will be limited to the area immediately sur­

rounding the item of equipment being serviced, unless otherwise author­

ized by the Superintendent. They will not be penni tted to handle or 

otherwise examine any Criminal History Record Inform:t.tion tmJ.ess re-

quired to do so in the performance of their official duties. However, 

this requirement shall not be assumed to demand disruption of productive 

work and "concealment" of Criminal History Record Documents in the Video-

file Unit while AMPEX technical representatives, who have been authorized 

access to the facility, are at work in that area. 

Representatives of service agencies, other than those authorized continous 

access by the Superintendent, win sig~1 i Ii and out on the appropriate 

"Visitor's Log" and will be issued a "service" badge which must be pro­

minately displaye.d on their person, whUe:' they are in any restricted area. 

C. Unauthorized access - any employee Vlll0 detects the presence of any 

lmauthorized person in a restricted ::rrea shall immediat-:l!y challenge 

that person and shall inunediately bring the incident to the attention 

of the Supervisor of Records or his designated subordinate. Unless 

satisfactory written authorization from the Superintendent is pre-

sented by the suspected, unauthorized person, he will be advised that: 

1. He (or she) has entered a restricted area of "State Supported 

Land". 

2. Tf he remnin.c; in the restrictf'd, area, he/she is subject to arrest 

anJ plDsccut i.Oll for "Criminal Trc'spass to State Supported Land" 

(Chapter 3R, Section 21-5 (b) ). 

3. if the' subject 1('1.11505 to len\'(' the restricted area, police 'will 

be sWllfOoDed ar, •. 1 a complaint will he signed. 
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D. Additional limits on access to facilities - except as otherwise 

authorized by the Superintendent, no person shall be pennitted 

access into the Headquarters Building of the Bureau of Identifi­

cation before 8 A.M. or after 5 P.M., Monday through Friday or 

at any time on Saturdays, Sundays or Holidays, UNLESS: 

1. He/she presents credentials which clearly identify him/her 

as an employee of the III inois Department of Law Enforcement 

or another recognized police agency. 

2. I-re/she properly identifies himself a5 a representative of a 

"service agency" sumnoned for the purpose of performing emer­

gency maintenance or service. 

LIMITS ON DISSEivIINATION OF CRIMINAL mSTORY RECORD INFORMI\TION 

The provisions of Chapter 38, Section 206, limit the dissemination of 

Criminal History Record Infonnation to "peace office'rs", and they sped­

fically require that records accumltlated are not open to !JUblic scrutiny. 

Privdtc persons, firms, groups or cOl1,)orations, attorneys, and the news 

media ~vjl] ..,!.lOt be granted access to Criminal History Record Infonnation 

except as authorized by law, executive order or court ruling, Consistent 

with existing policy" employees vrill not acknowledge the existence of a 

c rimj nal reco rd : 

A. Ovcr tlH' telephonc', although request.; for such reconIs lila)" be received 

by phone for subsequent trdllsmittal to an authoriz('c1 age'ney by mail or 

t.e.letype. 

B. Pertr:.lini ng to juvenile offenders, unless said offcndc r: h-as tried as 

an ndul t or infol111Cltion is not aV(1ilahle to indicate which of several 

cL1tcs of birth c]a'iJilod by the defendant Cit the times of his arrest is 

correct. 



C. To any Illinois CRIMINAL JUST] CE AGENCY, who has not filed a 

"Criminal History Record Infomation Agreement" with the Depart-
I 

ment of Law Enforcement by June 1, 1976. 

D. To any non-criminal justice agency, who has not filed a "Criminal 

History Record Information Agreement" with the Department of Law 

Enforcement by December 31, 1975, OR who has not been authorized 

to receive Criminal History Record Infonmtion by statute or execu-

tive order. 

**NOTE: In addition., employees will not acknowledge to AN{ M)N-CRIMINAL 

JUSTICE AGENCY, either verbally or on any 'vritten document, any arrest 

which ,was affected after June 19, 1975, if one year has elapsed and no 

disposition has been received by the Bureau of Identification. This 

provision applies even if the agency has filed the necessary s~curity 

agreements and has been granted access to Criminal History Record Inn 

fonnation by law or ex,')cutive order. However,this prohibition shall 

not extend to advance noti fication procedures now in effect for appli-

cants for positions as fi.rerren; policemen, or security guards, since 

denial of employment will not occur unless subsequent confinnation of 

a criminal record is disseminated. 

4 

" 



VALIDATION OF RIM OF ACCESS - effective December 31, 1975, incoming 
, . . 

inquiries from non-criminal justice agencies which request dissemination 

of Criminal History Record Inforllkltion will be subjected to a verifi­

cation process intended to detennine right of access. After June 1,. 

1976, ALL such inquiries will be validated prior to dissemination, in­

cluding those which originate from criminal justice agencies. 

A. Validation of requests from non-crimjnal justice agencies: 

1. Non-criminal justice agencies, who have a need for Cr.iminal 

History Recont' Infonnation must complete the necessary security 

agreements with the Department of Law Enforcement by December 31, 

1975. Authorized agencies will be listed on a form available 

to Records and Identification persOlmel. 

2. E .. '1ch incoming request for information from these agencies must 

bear .3 specific statutory or executive order reference authorized 

access to Criminal [lis tory Record Information which meets LEAA 

guhlelines relevant to !lCr imina1 Jllstke Infonnatioll Systems" 

pubLished jn the federal Register, Volume 40, Number 98, on May 

20, 1975. 

:~;~NOTH: 'j'}1C Department of \(egistration (Chapter 38, Section 201-6) and 

inquirics received for per~~nns seel~ing employment as firemen or policemen 
, 

(Chapter 24, Section 10-2.1-6) lllclu(UIlg auxiliary or part-time and rail­

road poJ icC' (ChapteI' ll4, Section 90- 2) arc exempted from this requirement. 

3. Bureau record:~ personnel will check each request for jnfur-

mi,ltion agninst ;1. li<;t of authori.zed agencios and specific 

".til tlltory and execut jove order -references, whidl shall have 

bO(,']1 prep~lrcd hy the QU.1\ity Control Unit. Requests received 

from ngcl1c ic:., \\' 1 tlJ JIll secn ri ty llg ['cement v,; il.l he marked "Con-

trihutor Not ,\llt!l! 1'i.?cc1 to RecC'.ivr: Criminal History Record 

Information" ,!l.d retumcd. [f t.he referenced statute or 

j' 
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executi ve order does not appear on the ~ist of references 

provided by the Quality Control Unit, the request shall be 

placed in suspense and the question fonvarded to Quality 

Control for verification. 

B. Validation of requests from crrulina1 justice agencies - after June 1, 

1976, all incoming requests fOr Criminal History Record Information 

received from criminal justice agencies will be subjected to the 

following validation process: 

1. Illinois criminal justice agencies who have filed a "Criminal 

History Record Information Agreement" with the Depa.rtment of 

Law Enforcement will be listed by NCIC/ORI on a special, on-line 

disk file crea.ted and maintained by the Division of Data Processing. 

2. A "CQI-P' inquiry, using the ORI of the requesting agency and other 

data elements necessary for proper entry, will be genel'8.ted. (If 

more than one agency wishes a copy of the requested infonnation, 

their ORr' 5 !TlllSt be specified by contributor and checked and cert­

ific'cl by terminal operator, i.e., if a police agency requests copies 

or tile infonnati.on for the state's attorney or the probation officer.) 

3. rfcomputer Validation determines that the inquiring agency is l:]'Ot 

~uthorizecl to receive Criminal History Record Information, the inquiry 

idll be marked "Contributor Not Authorized to receive Criminal His­

tory l~ccord Inforrn,,'ltionlf and the request will be retmned. If other 

agencies specifj cd by contributor is authorized, only the requ('st of 

contributor will he honoTed. 



VERIFICATION OF ACCURACY 

A. Internal Quality Control - a quality control unit is hereby established 

whose function it shall be to maintain the accuracy and integrity of 

Criminal History Record InfOrmation collected and disseminated by the 

Bureau of Identification. 

1. Organization-Internal Quality Control Unit shall report directly 

to the Assistant Superintendent for Crimina,l Justice Infonnation 

Services. 

2. Authority-this unit shall be vested with sufficient authority to 

enforce all regulations pertaining to security and privacy as they 

pertain to the operation of the Records Section of the Bureau of 

Identification. 

3. Personnel- the Qual i ty Control Uni t s~l1 be 5 taffed with a ~ufficient 

mnnber of Fingerprint Technicians, Data Input Supervisors and senior 

clerical persOlmel to permit them t.o perform the duties and res-

ponsibilities established by LEM Guidelines, security and privacy 

regnlntions enacted by the Illinois Legislature and the Assistant 

Superjntendent-CJIS. 

4. Aucllts-Quality Control Personnel shall conduct a continuing evalu-

nti n11 of internal transactions which relate to the accuracy and 

jntegrity of the Records ELUlction. 

u. Sample size shall be 20 percent of app1icarle' tr:msactions. 

h. Activities to he sampled: 

(J) 

(2) 

(:; ) 

(4 ) 

(6 ) 

Fjngerprint jdentifkation 

Entries recorded on the COlTputerized Criminal History System 

Tra ns c ri pt ('nt ri C'S 

Del i nqu('!1t di spos j t iOJLS 

,~g(,ilC)' I'" tatutory amhori;:,a tions 

hxrungl'.:/ilcnts, challenges, and revich's. 
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5. Error rep:>rting - upon dis·~overy of any error of "material 

significance", the Quality Control Technician shall 

a. ImnediCitely provide written notification to the applicable 

tmit suPe.IVisor, who shall correct the situation with dis­

patch, notifying any and all agencies who may have received 

erroneous information. 

b. Record the type of ~rror, the applicable ISB Nurnb€lI', the 

date discovered and the corrective action taken on the 

"Quality Control Log". Copies of said log to be fOIWarded 

to the Assistant Superintendent-CJIS and the Supervisor of 

Records weekly. 

B. Verification rrethods-shall be ernploYf'd which will minimize the 

possibility of recording and storing inaccurate infonnation. 

1. ReJX?rting Documents/Methocblogy-the importance of establishing 

the capability for positive, fingerprint identification of 

the tlefendant together "lIJith necessary controls for relating 

subsequent criminal justice transactions to both a specific 

offender and a specific arrest CrullOt be overstated. This 

capability is essential if audit trails are to be maintained, 

as req ui 1'09. by LEt\A. Regulations, and if disposi tions are to 

he posted to t.he proper arrest. Therefore, the proposed 

F.ingelvTintCaTd/Arrest Report, scheduled for implementation 

II f te' r ."Janua ly 1, 1976, will bear a pre--printc d, IIDoctupent 

Control Number" jn the' upper left hand corner of the fOIm set 

which must be t:rnnsferred to any tlocturents generated at 

succeeding st(l$~c:, in the Criminfl1 Justice process. 

a. Types of Disposition I~eports-in all cases involving 

refelTal for prosecution the origina.l source dOCLll1cnts upon 

8 
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(1) Name 

(2) Race 

(3) Sex 

(4) Date of Birth 

3. Validation Process (either process may be used) 

a. AutoJmted-cla ta from incoming fingerprint cards will be 

entered onto the cet! System by a tenninal operator with 

subsequent verification of information contained in fields 

specified above by Quality .Assurapr, Terndnal operators 

will be notified of erTOTS subsequent to comparison of 

entries by the operator. 

b. Manual-same as above, except verification of referenced 

infonnation categories will be done by a second terminaL 

operator. 

c. Effective date-December, 1976. 

C. D0J inquC'flcy Monitorlng-puTsuant to existing plans and operational 

procedures, 811 incoming data from arrest fingerprint cards will 

be cntc'red on the CCH System. Since the "Arrest Segment" con­

tains the applicahle date of arrest delinquency IlDnitoring will 

be nccollq)Jished by 11 machine "compare" program, which will be 

exccuted monthly .. If one year has elapsed and a dj sposition has 

not been posted, a flag or caveat will be added to the record and 

a "IJ!'l inquullcy Notification Form" generated for the applicable 

ng('Tlcy. Sta tj stical data will also be kept on these transactions 

wi th contact by cns held co-ordinator in the event that poor 

perfonrnnc(' In H.'pe't t ing dispositions continues. Effective date 

of t:1e~~e I'1'OV.iSit)Il<, v-i.ll occur on or before December 31, 1976. 

9 
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which the til timate dis1Jostion of the case 'is recorded, 

shall be retained by the appropria.te state's attorney 
\ 

or circuit clerk. Reports of dispositions submitted to 

the Bureau of Identification ~!. bear the applicable 

'document control and local case numbers for purposes of 

establishing audit trails and for re-creating the content 

of specific entries. Acceptable fonnats shall inclu:le: 

(1) Printed fonnats capable of internal processing by 

"Optical Character Reader" as printed and fmnished 

by the DepartIrent of Law Enforcement. 

(2) Computer tapes or other machjne processable fonnats 

which reference Docunent Control Numbers in "Key 

Fields" for record matcl1:ing purposes. 

"~ 

b. Requirements fOT dispostion reports-pursuant to the provisions 

of H.B.1365 applicable stllte'::; attorneys and/or circuit clerks 

shall report aJl final' dlsrosit.ions wi thin 30 days after steh 

aecis ions are rendered to the Departrrent of Law Enforcement 

.In- the form and maImer established by the Departn-e.nt. 

'" "'"", , 

\"" 

2. Valhlation of Entries-specific c1ata elements, wit1, which an individual 

ITEy g,ain access to eithoT manill! or automated records maintained by 

the Bureau of Identification, will be subject to 100 percent veri-

fication at tjn~:"! of entl)', incluehng each of the following "infornn-

tion fields"; 

[\ . [loclUTiont l.:ontrol I\unll~er 

h. [SB Nunber (Bureau. of Ident.ifi.cation -Tacket Numher) 

c. [-Hf Number 

d. Arrest Agency .lackC't lJumhef 

1(\ 



MUNTENANCE OF TRANSACTION LOGS: An important part of the LFAA Reg­

ulations pertaining to security and privacy is implementation of a 

capability for correcting errors of substance which occur because 

of inaccurate documentation. To facilitate perforrrance of that require­

ment, a "Dissemination I..ogll shall be kept on all Crminal Hj story Record 

Infonnation disseminated on or after January 1, 1976. 

A. Interim Transaction Log-this manual record shall be. maintained in 

the offender's jacket and entri03 shall be posted to this record 

by the unit that actually disseminates the infornation, (i.e., 

typing, CCH, etc.) required entries shall include: 

1. ISH Number 

2. Agency rect.:iving CHRI 

3. Whether agency is criminal just ice or non-criminal justice 

4. Date of dissemination 

5. Employee's initials 

B. CCII Transaction Log- because criminal justice agencies in the field 

lIDy inquire of the CClI System without notifying the Bureau of Ident­

ification, it will he necessary to estnblish a CCIl transaction log 

as "Segment VI" of the cen record. 

~.OTI;: Both of these Tccords "'ill be maintained and will be consulted 

ill the event that a challenge or expungement oruer is recci ved lmtil 

"rJnvcr.-;ion of all records is accomplished. 

11 
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SECONDARY DISSEMINATION OF OUrvlINAL HISIDRY RECORD INFORMATION-the 

provisions of "Section N' above stated that criminal jus tice agencies 

will be required to file a "Criminal History Record Agreement" with 

the Department of Law pJlforcem:mt. TIle conditions of that agreement 

will require the maintenance of a "Secondary Dissemination Log" at 

the facility which receives Criminal History Record Infonnation from 

the Bureau of Identification. Other provisions of this agreement, as 

well as fOr the one applicable to non-criminal justice agencies, include: 

A. Criminal Justice Agencies 

1. Secondary dissemination to other criminal justice agencies is 

permitted, so long as these transactions are logged by the 

agency disse~inating information ohtained directly from the 

Bureau of Identification and provided the agency to whom the 

information is given has completed and filed a "Crirrinal 

History Record Agreement" wi th the Department of Law Enforce-

ment and whose system (manual and/or computerized) contains 

procedures or routines for validating agencies accessing this 

i nfOI1llation, and that all verification and quality control 

procedures are fully operating in a sirrilar manner as the 

S ta te Centrai Rcpos ito ry . 

2. Tertiary dissemination s11all not- be permitted and is considered 

a violation of 524 (b) and 424sc3771. 

3. Dissemination of Criminal History Record Information received 

by criminal j~stice agencies from the Bureau of Idcnti fication 

J~~ not be disseminated to non-criminal justice agencies, except 

as authorized hy statute or executive order appearing in State 

Central Ropos it01Y Directives. 

B. l'bn-Cdminal Justice i\!,~encies - - ~;ccontl(! ry 'disscmiTlC'ltion of Criminal 

Iti story RecorU Info nndtloll by non criminal justice agencies shall be 

-, 7 
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prohibited tmder the tenns of the agreement and shall be cons~dered 

a direct violation of S24(b) and 42 USC 3771. 

C. Interim Measures - effective July 1, 1976, all transcripts disseminated 

by the Bureau of Identification will bear the following caveat: 

WARNING: RELEASE OF TInS INFORMATION TO UNAUTfDRIZED INDIVIDUALS 

OR AGFN.:IES OR MISUSE IS PROHIBITFD BY FEDERAL lAW TITLE 42 USC 3771b 

PERTAINING TO CRIMINAL tIT SmRY I!'v'F(ruv1l\ TION. 

I ' 
l .) 
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REVIEWS, CfW,LENGES AND EXPUNGEMENTS-provisions of this section JJ'!lSt 

be implemented by March 16, 1976. 

A. Requests for RevieIJV- such requests shall be date starnWid upon 

receipt and shall be forwarded to the Quality Control Unit whose 

responsibility it shall be to: 

1. Verify the identity of the subject requesting review. 

2. Obtain the necessary documents from the Jacket Unit, the 

Master fingerprint file, CCH file 9 and FBI-l-..r:IC. 

3. Detennine that entries posted to transcripts and CCH records 

are accurate and complete. 

4. Forward a copy of the transcript and a copy of the CCH record 

to the reviewing agency by mail. (NorIml processing should be 

completed in 30 days) 

IDTE: Copies of transcripts and CCH records forwarded to the defendant 

will be prominently marked~ "This record provided for purposes of 

review and challenge ONLY. Any other use of these doclUTlents is pro­

hibited lUlder the proVisions of 42 USC 377l and 524(b). 

B. ]\btificn.tion of Challenge or Expungement-notices of challenge or 

cxpungement shall be directed to the Quality Control Unit 5 who 

shall: 

1. Obtain all documents pertaining to the subject of the challenge. 

2. Verify the accuracy of the challenged information as reflected 

on arrest fingerprint cards, disposition forms, transcripts, 

eel r records, and other criminal history record documents. 

3. Generate copies of all available crimiml histOlY record 

dacwrcnts and fanvard same to the reviewing authority. 

4. Pas t "flaif' notices .in the: 

a. f'.t.lstcr Finp,erprint File 

b. Master Index File 

14 



c. Jacket File 

d. CCH File 

l 
1 

e. Chicago Police Department File (including the 

Disposf tion Section) 

5. Generate "Requests fur Verification of Criminal History Record 

Inforrration" to the appropriate agencies and, when the response 

is received, fonvard said infonnation to the reviewing authority. 

6. If the challenge/expungernent is granted: 

a. See to .the correction or return of appropriate documents. 

b. Provide the defendant with a list of non-criminal justice 

agencies who have received erroneous information about 

the defendant together with a certification that the 

appropriate criminal justice agencies have been duly 

notified of the modification to or exptmgement of the 

defendant's record. 

c. Notify the app rop ria te criminal jus tice agencies ,mo have 

received erroneous information concerning the defendant of 

the nodification to or exptmgement of his record. 

15 
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CRIMINAL JUSTICB INFORMATION SERVICES-OPERATIONAL PROCEDURES 

PROCESSING OF ARREST FINGERPRINT' CARDS 

Upon receipt of an arrest fingerprint card contributed by an Illinois 

Criminal Justice Agency, the Records Function, Bureau of Identification 

will: 

1. Da te s tamp the fingerprint card, noting the time and date that 

the card is recei ved. 

2. Perform a cursory quality check with respect to: 

a. Completeness of data entries· 

b. Legibility of rolled and simUltaneous fingerprint impressions. 

3. Initiate a CCl'! check using the ORI of the arresting agency and the 

name, race, sex, and date of oirth of the defendant. Responses pro-

vic.led shall include: 

:.1. Validation of Right of Access-the computer will compare the 

ORI of the arres ting ag~ncy with a list ,OJ CRI' s authorized 
, . 

i,:·" 

to receive CriIllinal [!is tory Record InforiM.. tiOIl as a result of 

that agency's having filed C:l security agreement with the 

ncpartmcnt of Law Enforcement. If the agency in question has 

not fUed the referenced agreement, the Bureau Records Function 

~vill not disseminate a response to that agency. However, the 

fingerprint submission will be retained. If the arresting agency 

wi.s}WS to have copies of the transcript sent to other criminal 

jus t j co agei1C i.es, their right to receive sllch infonnati0n \dll 

ho ch('cked as he·] 1 . 

Pnr)r record on Illinois <latn hase-i f such record is dbcovcreJ, 

tile computer wiJi list the nmno(s), sex, race, nnte of hirth(s), 

FBI Number, Illinois State Bureau (ISB) Number, the' Chu.:ago m. 

Nwnber (if applicable) and the Henry and NCIC fingerprint 

16 
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classifications. 1his infonnation will be forwarded to the 

Jacket Unit, along with the arrest card, to facilitate retrieval 

of the offender's criminal history jacket. 

c. Prior record on the national eNClC) data base-if such information 

is discovered, it will be attached to the arrest card and forwarded 

to the next processing station. 

d. Wanted infonmtion on file-LEADS/NCIC- both data bases will auto-

rratically be checked at the time of inquiry and the "agency of 

warmnt" to contact the "arresting agency" and to detennine the 

status of the wanted subject. In the event that the "agency of 

warrant" and the "agency of arrest" are the same agency or 

jurisdiction and if not "locate message" or other notation has 

been entered, a copy of the wanted response shall be foruarded 

to the Qua] i ty Assurance Fill1ction of the Data Process ing Divis ion 

of the Department of Law Enforcement for follow-up action. 

4. AssiWl Primary Fingerprint Classification 

5. PcrforJll a manual name search) in those instances in which "No Hit" 

is obtaincd as a consequence of the CCIi inquiry). I f a corresponding 

rccon] is enco1lIltered, a "hit card" shall be generated which shall 

include the subject's: 

a. "Master" name 

b. ISB Number 

c. lIenlY fingerprint closs 

'111crcuft0r, thc "hit carel" will be attached to the arrest fingerprint 

card nne! the package shall be forwarded to the Jacket LIni t for 1'0-

trieval of the offender's jacket in the manner outlined in Section 

"3b" above. 

17 
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6. Effect classification and/or identification of the defendant by 

fingerprints-if the offender has an extensive, prior criminal 

history and if he/she has been tentatively identified by name 

search, comparison of the fingerprints on the current arrest card 

with those already contained in the offender's jacket will be under­

taken. If "no hit" is obtained in name search, the full Henry 

classification will be derived and a search of the fingerprint files 

will be conducted based upon the inforrration so obtamed. For those 

prirrary classifications which have been converted and entered onto 

~WEX, actual searches shall be conducted on that equipment. In all 

other instances rranual search techniques shall be utilized. Subse­

quent to fingerprint search/identification, the offender's record 

will be integrated and a transcript generated. 

7. Post to Computerized Criminal History-upon receipt of the offender'S 

jacket/arrest fingerprint card, the Computerized Criminal History 

(CCH) Unit shall enter the current arres t onto the CCIl file, 

regardless of whether it is a first arrest or not. Thereafter, a 

transcript shall be generated which shall reflect the appropriate 

cOlnputerj zed data. This transcript and the offender's jacket shall 

be forwarded to the Typing Unit. 

R. Up-date transcript entries-prior offenses, which have not been 

posted to the CCII filC', will be included. Transcrjpts will then 

be nniled to the arres ting agency and to the appropria te s ta te' s 

attomey, provided such agencies have filed the neccss,uy security 

agTeeITlC'Tlts/ccrtifications n.s required by the DepaTtJncnt of Law 

En to rCt'Hlc'nt . 

N()TE: By ut ilizi np, the tedmiquc of entering all incoming arrests 

onto CO!, it is hel ieved that all acti.ve offenders \'Ji1] be converted 

within three (3) years. 

lR 



9. Post reports of court/state's attomeys disposit:ion of cases-upon 

receipt of a' disposition from either a state's attorney or a circuit 

clerk, the Bureau Records Ftmction will: 

a. Forward said disposition to the CCIl Unit for posting to the 

applicabl e CCIl record. 

b. Subsequent to entering of disposition data, the "Disposition 

Form" will be retumed to the Records Function where it will be 

filed in the offender's jacket. 

c. Notification of Arresting Agencies-the Bureau Records Function 

will provide a monthly machine listing (or other machine gen­

erated output) by agency (Le. by ORI) of the pertinent dis­

position transactions which have been received and posted during 

the preceding month. Entries on such a list:ing indicate that 

the disposition has been pos ted to the offender's CCH record 

nnd police departments should utilize this data to up-date their 

own reco rds . 

Applicant/Corrections fingerprint card/ dispos ition submiss ion will be 

processed in a similar manner. 

19 
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ILLINOIS DEPARTMENT OF LAW ENFORCEMENT 

DIVISION OF DATA PROCESSIMJ 

SECURITI AND PRIVACY REGULATIONS 

·' 
-• 



• 

• 

PREVENTION OF UNAUTHOR.IZED ACCESS: 

Hardware Design - There are actually three levels of control for access 

to Criminal History Record Information (CRRI) relative to hardware 

design. The following schematic illustrates all levels: 

INCOMING 
MESSAGE 

REJECTED 
MESSAGE 

IBM 
3705 

. 

IBM 
370/155 

T .. SYSTEM 

IBM 
370/155 

P-SYSTEM 

level 1 - all incoming messages are received by the IBM 3705 

ACCESS 
~~·CHRI 

Telecommunications Control Unit. If message criterion 

are satisfied, the message is transferred to the IBM 

370/155 'T' System for further interrogation. If not, 

the message is rejected and transmitted to the entering 

terminal. 

leve12 - the message is interrogated by the 'T' System for 

correctness. If all criterion are satisfied, the 

message is transferred to the IBM 370/155 'p' System 

for proc~ssing. Otherwise, the message is rejected 

and transmitted to the entering terminal. 



level 3 - the message is interrQg~ted by the 'p' System for 

correctness. If all criterion are satisfied, the 

message is allowed access to the CHRI application 

for processing. Otherwise, the message is rejected 

and tr.ansmitted to the entering terminal. 

Software Design - For all levels of hardware control, as described 

earlier under Hardware Design, there is associated software designed 

to prevent unauthorized access. The software performs many control 

functions in the following areas: 

assurance that technical parameters are correct. 

assurance that the user agency is a valid terminal agency . 

and has been granted access by the Illinois Department of 

Law Enforcement. 

assurance that the user agency has signed the CCH User' 

Agreement. 

assurance that the user agency is requesting to perform 

an automated operation which is allowable. 

DEDICATED HARDWARE: 

Terminals - All terminal agencies requesting CHRI must sign and file a 

Computerize Criminal Histories (CCH) User Agreement with the Illinois 

Department of Law Enforcement. Due to new guidelines on Security and 

Privacy of Criminal History Reco~d Information, a new agreement is 

being prepared. When the new agreement is completed, all terminal 

agencies will be required to complete the form or they will be 

disconnected from the system. Furthermore, if they attempt to 

interrogate CCH files, they will be "locked-out" by software procedure. 

.' 
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Communications Control - Only those agencies signing the new CRRI agreement 

i.e., agencies in agreement and compliance with new Security and Privacy 

Regulations, will be permit.ted to access CHR!. To assure cotmnunications 

control, each incoming message will be interrogated to determine if the 

requesting agency has signed the agreement. With regard to technical 

control, unauthorized terminal agencies or a clandestine attempt to "tap" 

a communications line is prohibited by software control in the 

Telecommunications Access Method. 

Processor - The portion of the Central Processing Unit used in processi,ng 

CHR! is set aside totally for criminal history operations. UnauthorizEld 

terminal agencies are prohi.bited access to this portion of the computet'. 

Storag~ Devices ... Devices used to store CHRI are dedicated solely for 

this purpose. 

CRIMINAL JUSTICE AGENCY AUTHORITY: 

fpm,euter Ope~ations Policy - The Illinois Department of Law Enforcement, 

Division of Data Processing, has the ability to set and enforce computer 

operations policy. Data Processing sets pl'iorities for user aeceS's and 

determines eligibility for direct access •. Data Processing has the 

ability to disconnect agencies misusing the system. Data Processing has 

instituted physical security measures and selects and di~misses its 

staff. , 
'.' 

~~. To Hork Areas ... Data Processing has imltituted physical security 

:leasure3 by: (1) developing a system of badges for access to the data 

cp.ntcr; (2) using a system of locked doors to prohibit unauthorized 



I 
access; (3) using sign-in logs and guards; and (4) using a closed­

'circuit TV system which is monitored by the Illinois State Police. 

Selection and Supervision of Personnel - Data Processing has the 

authority to select and supervise all personnel who may be granted 

access to areas where CHRl is stored or personnel, who through their 

normal job functions, may have direct access to CHRI. Data Processing 

currently uses the Illinois State Police in conducting background 

investigations for all prospective employees. During the initial 

job interview, prospective candidates are made aware of the sensitive 

nature of CHRI, office policy regarding CHRl, federal regulations 

regarding CRRI and whether or not compliance \vith the various rules 

and regulations can be met satisfactorily. 

Only those employees who work on CCR development and maintenance are 

permitted access to CHRI. All other employees are not permitted to 

review CCH computer programs, dumps of files or other eRRI due to the 

princi.ple of right or need to know. One remote terminal is used to 

access CRRl. This terminal is monitored by lead computer operators 

to prevent unauthorized personnel from attempting CCH inquiries. All 

inquiries are logged by the CCH system and monitored by the CCH 

Project Leader. 

-4-
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ASSIGNMENT OF ADMINISTRATIVE RESPONSIBILITY: 

.!~":.~l.cal Security - Physical security procedures are now opera·tional 

which limit access to areas where CHRI is stored. All doors permitting 

access to the Data Center are locked twenty-four hours a day. All 

iJata Processing employees have been issued identification cards which 

must be affixed to their garments. The ID cards, which contains the 

employee photograph and management authorization, are required for 

entrance to the Data Center. All visitors must be issued an ID card 

and sign a visitors log prior to being allowed entrance to the Data 

Cc\ter. During non-working hours, a security guard must appr?ve entry 

to the building itself. Once entry i.s approved, the lead computer 

.. )pe~ator interrogates the ID card prior to entry. No visitors are allowed 

nfter working hours unless management approval is granted. In addition 

to the above, closed circuit television is used at all times and is 

monitor·.;!d t\<lenty .. four hours daily by computer operations per::onnel and 

~t~ IllinJis State Police. 

0r..ly p~c:;mncl haVing sufficient ID information is granted .::1CCCSS to 

ttc Data Center. Visitors with management approval and sufficient ID 

i:1r:,u·;;,a':.ir:.n drc allo'l-led access, but are accompanied b:l n Datu Processing 

e:nployc2.. fhl:! A.ctual computer room is 3cces.:.;ible only to nuthorized 

~!HYSIC.t,i : .. WTECTION AGAINST: 
• 

"::'s...: .. · :_ ..:.' . ...;I~f~eE.£ ~ Equipment is accessible ou.ly to perfJDnncl \-7ho 

.'.' ... f) •. r.t JI·~·<1t:1.f)ns functions, development functions and maintcnoIll..!C! 

" "le':',;, '" f)1~her personnel are prohibited access to computor equipment. 

Mr-in';C'l!i·.:· personnel, from equipment vendors, hl.lvc ac<:c[~s i,n ord~~r 



.. 

and have management approval. Prior to granting approval, vendors are 

required to sign an agreement complying with LEAA Security and Privacy 

Regulations. 

Terminals allowing CRRI access are housed in the computer room itself. 

Lead computer operators monitor access to the terminal. Only personnel 

working on CCH development and maintenance are allowed CRRI access. 

As mentioned earlier in this report, computer logs are maintained and 

monitored to audit CRRI access. 

Theft and Sabotage - Only CCH personnel can inquire into the CCH data 

base. All inquiry responses are stored under lock and key. These 

inquiria3 are subsequently audited against the automated log file. If 

discrepancies are found, an investigation will be conducted to determine 

whether or not a subversive act .occurred. If so and the individual is 

_:vun:l, that employee is subject to suspension or termin::lti::m. 

Computer operations supervision personnel are r~3ponsib12 for monitoring 

uI_:d,vl.ty where CHRI is stored. Any suspicious activity will warrant 

jurtiiication. However, as mentioned earlier, only authorized personnel 

L c .• '.lowed access to equipment and eRRI. Only authorized personnel 

J.:::e ,~.l_ i.owed access to files, dumps or other C;aR:. 

',~:~ 'J .Uding is secure as reasonable due to th.! SY3t':;:.1 ~); ·~."JG~c~j d;)0rS 

t'l ":~,:: building, s,ecurity guards, closed cir.· . .!~: '. ': ;:::~l.;vL:.l .. )_;, "iLl 

e1 ec:t,ronic device which sounds an alarm in al',~,,; 0f r:!ntr'l t .. ) th..:! Data 

1..> •••• ter, and locked doors to the Datu Center. However, if a bomb threat 

.)';)[:' .,t'O in the bui Iding, the rllinoi n National Guard and State Police 

h.w,,' issued procedures for evacuation and deployment of trained 

o~'~'30nnel to search for the alleged bomb. Additionally, liH'wn wlth 



• 

• 
local fire and public safety agencies are contacted for assistance if 

necessary. 

Fire, Flood, Other Natural Disaster - The building housing the Data Center 

is constructed of steel and concrete. All interior walls are constructed 

of steel and plaster. The construction of the building itself reduces 

the possibility of fire. However, fire and smoke detection devices are 

utilized to proviae alarms in event either occur. Hand fire extinguishers, 

containing a chemical fire quencher, are strategically located in the 

Data Processing office. Fire alarms are located strategically to alarm 

the local Fire Department whenever it may be necessary_ 

Flood prevention is relatively secure since the Data Center is located 

five floors above street level. 

Protection against other natural disaster is reasonably secure due to the 

construction of the building. 

A back-up power generator is used whenever failure occurs with the primary 

power source. The back-up power supply undergoes periodic scheduled 

maintenance to insure its ability to operate whenever needed. The back-up 

power supply has the capacity to provide enough electricity to operate 

the computer equipment and associated environmental systems. 

Back-up files containing CHRI are stored in a fire-proof and ~vater 

re3istent safe. In event files are destroyed, the capability to rebuild 

tha file is present. By December, 1976, we are planning on storing an 

additional copy of back-up files at the Bureau of Identification's Crime 

3t~dies Office located in Springfield, Illinois. 



EMPLOYEE TRAINING PROGRAM: 

The Illinois State Police has a system of Communications Coordinators 

which encompasses the entire State of Illinois. The Communications 

Coordinators are responsible for coordinating training for all agencies 

having terminal access to Department of Law Enforcement data bases. 

They couduct statewide training sessions and personal training sessions 

for individual agencies having problems. The training sessions are 

organized to follow the format and contents of the training manual, 

of which, cell is one part. 

All employees employed by the Data Processing Division are instructed 

in areas relating to CCH and the new rules and regulations. 
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