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INTRODUCTION

The Division of Criminal Justice Services (DCJS) was

created by statute in 1972 by Article 35 of the Executive Law

and given among other tasks all of the duties which were formeriy’
the responsibility of the New York Identification and Intelligence
System (NYSIIS). NYSIIS had been created in 1963 to develop
an automated system for the collection, maintenance,'use;and
dissemination of criminal history records pertaining to all
New York State defendants arrested for a fingerprintable crime
(in New York, all felonies and most misdemeénors). DCJS, through
its Bureau of Identification and Information Services (IIS),
currently maintains an automated data base of rougﬁly one miliion
records and a manual file of three miilion recogash some of which
are duplicatéd by the automated data base.

While DCJS has historically had the responsibility
for the operation of the central criminal hiétofy record system,
the Office of Court Administration (CCA) in 1965 took over the
responsibility for collecting court disposition information
from courts in New York City and supplying it to DCJS. Since
that time, OCA has collected and forwarded more than 1,056,000
court dispositions to DCJS. In December 1972, this responsibility
was extended to cover all-courts in the State. =

In 1973, by amendment to the Omnibus Crime Control’
and Safe Streetg Act of 1968, the U.S. Congress enacted Section
524b (42 USC 3771b) which establiishes certain ground rules for
the collection, storage and dissemination of criminal history
record information maintained in antomated systems which receive

financial support under Title I of the amended Act. On May 20, 1975,
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.after holding hearings on the subject across the country, the

U.S. Department of Justice, through the Law Enforcement Assis-
tance Administration, pubiished Regulations implementing Section
524b in the Federal Register. The Regulations became effective
one month after publication on June 19, 1975, and may be found
in Part 20 of Chapter 1 of Title 28 in the Code of Federal
Regulations. |

In brief, the new Regulations spell out a broad set
of standards applying to all criminal justice informatiéh systems
(Federal, State and local) which store criminal history record
data and which have received the assistance of LEAA funds since
Jﬁly 1, 1973. These systems are expected to fully comply with
the Regulations by December 31, 1977. | _

Because it operat®&S the central state repository for
criminal history records, DCJS was formally designated by
Governor Carey as the agency which would prepare the plan for
achieving compliance required by the Regulationg. This document
presents the required plan. It specifies the extént to which
New York State is presently in compliance with the Regulations
and défines tke steps which the State will take to comply with .
all regulatory requirements (except for hardware dedication)
on or before December 31, 1977.

Although the-manual and automated systems of DCJS
operate with dedicated hardware, the OCA computer system which
éollects, processes, and disseminates court dispositions is .
dedicated not to the administration of criminal justice but
to court purposes. As such it complies with the spirit - but

not letter - of the LEAA regulations.

aw
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Other computerized information systems serving
criminal justice agencies meet neither the spirit nor the letter
of the requirement for dedicated hardware. These systems, local
police and court information systems and the information system
of the Division of Correctional Services, operate on the hardware
of county data processing services and the State Office of
General Services, respectively, which are used prihcipally
to perform operational and management information functions.
Because of this situation, New York State feels that the require-
ment of complete hardware dedication to criminal justice purposes
is not currently cost-justified. However, in keeping with the
intent of the Federal Regulations, New York will insure both
the privacy and security of criminal history rgcord information
without total hardﬁare dedic;;;on using acceptabie alternative

means.

i -

Consistent with the Federal Regulations and the
division of responsibility which exists under New Yotk Law,
this Plan and Certification Statement is concerned primarily

with the steps which the central state repository will take

~to meet all Federal requirements. DCJS has already conferred

with all major law enforcement agencies in the State and all
State-level criminal justice agencies to explain the scope df
the Regulations and their applicability to all systems which
have received LEAA funding since July 1, 1973. All agencies
have assured DCJS that they will submit their certifications
before December 16, 1975, and DCJS will continue to work with
all covered agencies to assist them with their certifications

in order to meet the

b ki s e B
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December 16th submission date.
Obviously the success of the plans outlined herein
depends largely on the continuing coopération between all

criminal justice agencies within the state. Each has its own

separate and important role, yet none can function effectively

without the others. Thus, since 1972, DCJS has depended on the
Office of Court Administration to supply it with the court dis-
positions it needs.to complete its records while the courts,

in turn, have used DCJS-furnished criminal histories for .

arraignment and senﬁencing decisions. DCJS has every reason

to believe that the good will and mutual respect which has

characterized inter-agency relationships among the criminal
justice community will continue in the future. With such
cooperation, DCJS anticipates a minimum of difficulty in imple-

menting all Federal requirements (except for hardware dedica-

tion) by December 31, 1977.

iv
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CHAPTER 1

AUTHORITY OF THE CENTRAL STATE REPOSITOQRY

Among other duties, DCJS has the statutory responsi-
bility to:

"Establish, through electronic data processing
and related procedures, a central data facility
with a communication network serving [criminal
justice] agencies anywhere in the state, so that
they may, upon such terms and conditions as the
commissioner, and the appropriate officials of
such [criminal justice] agencies shall agree, con-
tribute information and have access to information
contained in the central data facility, which
shall include but not be limited to such infor-
mation as criminal _record, personal appearance
data, fingerprints, photographs, and handwriting
samples...."

(Sec. 837(6) Executive. Law)

With respect to the foregoing duties,-DCJS 1s also
directed to "adopt appropriate measures to assure the security
and privacy of identification and information data.' (Sec.

836(8) Executive Law).

With one exception, Article 35 of the Executive Law

provides DCJS with sufficient authority to enable it to perform
those functions required of a central state repository by the
Federal Regulations. Part of the DCJS data base is derived from

Section 160.20 of the Criminal Procedure Law which directs that,

after fingerprinting a defendant for a felony or a penal law mis-
demeanor, '"the appropriate police officer or arresting agency must

without unnecessary delay forward two copies .of such fingerprints to
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DCJS". When arrest fingerprints arrive at DCJS, the agency
is directed to "receive, process and file" them "for the pur-
poée of establishing identity and previous criminal record...."

(Sec. 837(7) Executive Law). The present authority to require

disposition reporting restg primarily in Section 837(6) quoted
above. Although a combined reading of Sections 83f;b(l) and

835(4) Executive Law might appear to give DCJS power to require

timely disposition reporting, such an interpretation is histori-
cally unjustified as these sections were meant to apply only to
statistical fugures. Thus while arrests are reported "without
unnecessary delay', dispositions arrive only "upon such terms
and conditions™ as can be agreed upon by the Commissioner of
DCJS and the reporting agency. To rectify this situation, DCJS,
in consultation with the Office of Court Administration, intends
to suggest to the Governor's Office that legislation be intro-
duced requiring mandatory disposition reporting‘by'all eriminal
justice agencies within 90 days of the date of occurrence. The
legislation will require that dispositions be reported to the
central state repository and will be binding on all components
of the criminal justice system in New fork. Additionally, the
Office of Court Administration will ask the Administrative
Board of the Judicial—daaéerence for appropriaze rules governing
the reporting of court dispositions to OCA in a timely manner

' s0 as to enable OCA to cgmply with the 90 day reporting require-~

ment to DCJS. Reporting will normally be direct from the recoxd-

ing agency to DCJS except in the case of the courts where OCA
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will forward court dispositions to DCJS as they are received.
Appropriate sanctions will be included in the legislation and
"rules to insure enforcement.

DCJS has recently completed a revision of its
regulations and procedures relating to the processing of
criminal history records. This effort culminated iﬁ the draft
Privacy Regulations (hereinafter referred to as DCJIS Regulations)
which can be found in Appendix A. DCJS now plans to hold public
hearings on its proposed regulations after thch they will be
revised appropriately and promulgated. A tentative date for
promulgation has been set for December 16, 1975. Once these
regulations become-effectiﬁefffhey will bind all users of

criminal histories through the execution of a new Use and
| Dissemination agreement, the tentative form of which can be
found in Appendix B. In general, the DCJS Regulations are more
restrictive than the new Federal requirements. Insofar as they
are less restriétive, they will be motified to conform to the
Federal standard before promulgation.

If the disposition reporting legislation and rules
referred to previously ;re not enacted, DCJS will continue to
work with all criminal $ustice agencies in the State to endeavor
to obtain all dispositions within 90 days after the time when
they occur and will continue to press for the necessary changes
in legislation and court rules. Should the proposed Privacy.

Regulations not be promulgated as intended, DCJS will itself
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adopt all the procedures required by the Federal Regulations
and will instruct local and state agencies of their similar
obligations. Such procedures will be enforced through the

mechanism of a Use and Dissemination agreement.
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CHAPTER 2

COMPLETENESS AND TIMELINESS OF CRIMINAL HISTORY RECORD DATA

Section 524 (b) of the Safe Streets Acts of 1973
requires that automated criminal histofy record information be kept
current and that disposition data be included with arrest data
to the maximum extent feasible.- The Federal Regulations define
these standards by‘requiring that with respect to arrests
occurring after June 19, 1975, "to the maximum extent feasibleJ
dispositions must be reported to the cenﬁral state repository
Qithin 90 days of the time when they oCcur: Dispésitions must
also be reported as quickly as possible to any other facility
which disseminates‘criminal history records. As a further
measure to insure that only the most complete data is disseminated,
the Federal Regulations require that, except in cases where
"time is of the essence” and the reguisite response cannot be
obtained with sﬁfficient speed, disseminees must query the
central state repository with regard to open'or new arrests

prior to disseminating criminal history data outside the agency.

As the Instructions1 indicate (p. 22) Sec. 524 (b)

- - —

of the Crime Control Act of 1973 was intended to insure that
criminél history records whose collection, storage, or dissemination
was funded in whole or in part by LEAA funds be complete and accurate

wherever they are stored. As local criminal justice agencies in New

lPrivacy and Security Planning Instructions, published June 30, 1975
by LEAA. - T
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York do store and do disseminate criminal history record infor-
mation, it is clear that the Federal Regulations require that
they include all dispositions available - at least all which
occur within the jurisdiction corresponding to the area for

which they are directly responsible - and that they must

_develop and implement procedures to comply with the query before

dissemination rule to insure transmittal of current information.

Where sﬁch local reEBsitories of criminal history
data remain in operatioﬁ beyond December 16, 1975, DCJS proce-
dures will require that disposition data be obtained directly
from the central state repository rather than from a local
recording agency. DCJS has already advised most major criminal
justice agencies at both the state and local levels of the
§xistence of the Federal Regulations and of their implications
for all DCJS users. In addition, DCJS will prepare model
operational procedures to assist local users in develobing their
own internal regulations in compliance with the Federal standards
pertaining to Coﬁpleteness and query pefore dissemination.

These model procedures will be available by February of 1976.

This chapter of the Plan describes the disposition
reporting system currently used in New York te post criminal
history data with DCJS; it also reports on modifications to
the current syétem which will enable New York to fully comply

with the 90 day rule by or before December 31, 1977. A final

daal
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section describes procedures which will enable local agencies

to comply with the requirement for query before dissemination.

1. Preliminary Definitions

The word "disposition'" is defined in Sec. 20.3(e) to mean "infor-
mation disclosing that criminal proceedings have been conciuded...."
Without repeating the entire section verbatim, a féir para-

phrase of its intent is that everything of a final nature which
could happen to a defendant following his arrest is a disposition.
Hdwever, the setting of bail or holding for a grand jury indict-

ment, being interim steps in the criminal justice process, are

not dispositions.

— -

The word "dissemimation' is not defined in the
Féderal Regulations; however, the Instructions to the Regulations
define the word to mean a transmission of criminal history
data to '"agencies other than the criminal justice agency which
maintains the criminal history record information." (p. 23).
Thus, intra-agency transfers of -information would not normally
constitute a dissemination except in the unusual case where
there is an intra-agency transfer of data from a criminal
justice sub-component to a non-criminal justice sub-component
of the same agency. For_purposes of the query- before diésemination
rule, the Instructions also indicate (p. 21) that transfers of
information relating only to & charge in process do not constitute
"dissemination provided that in the particular circumstances "it

is clear...that no disposition has occurred.”

The term "criminal justice agency" means either a

court or governmental agency (or sub-unit thereof) "which per-
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forms the administration of criminal justiée pursuant to [state]
statute or [state] executive order and which allocates a sub-
stantial part of its annual budget to the administration of
criminal justice." (Setn 20.3(c).) The word "substantial" hasl
been defined to mean in excess of 50 percent of the annual budget.
(Instructions, P. 5). Whatever accounting methods may be used

to reach the 50 percent figure, the commentarybto the Federal
Regulations indicates that to gqualify as a criminal justice
agency an agency must perform, as its principal function, one

of the functions comprising the administration of criminal jus-

tice defined in Sec. 20.3(d).

As the definition_of criminal history record in Sec.
20.3(b) indicates, the term refers to information collected by
criminél justice agencies rélating to individuals “consisting
of identifiable descriptions and notations of arrest...indict-
ments, information or other formal criminal ché}gés and any
disposition arising therefrom, sentencing, correctional
supervision and éelease." On page 7 the Instructions state
that the definition was intended to cover all of the standard
OBTS/CCH (Offender Based Transaction Statistics/Computerized
Criminal History) data elements. Of perhapsvéreater signifi-

cance, the Instructions indicate that even when the relevant

data elements occur outside their normal CCH setting, they

T i | : . o . R ad CESN T TP
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nevertheless fall within the'scépe of the‘Federal Regulations.
Thﬁs, all agencies which maintain records containing "notations"
of citizens' prior criminal involvement may - particularly if
.they have received financial help from LEAA for the collection,
storége, or dissemination of such recofds since July of 1973 -~ -~
be subject to the regulatory requirements. Readers should refer

to the chart in Appendix D for further clarification on this point.

! ) 2. Current Disposition Re?orting

The following is a brief-narrative of procedures now in use for
supplying disposition data to DCJS.

A. Police |
When an arrest is made for a misdemeanogdpr felony; the defendant's
fingerprints are taken in triplicate. One set ;f prints stays with
the arresting agency; two go to DCJS which, in turn, forwards one
.to the FBI. The DCJS-2 form on which the fingerprints are taken
provides 1ll arrest data elements required under New York law and
alsomeets the needs of the arrest segment of the OBTS program and of the
CCH program of fhe National Crime Information Center (NCIC). One
of the three forms contains a unique pre—printed "Court Control

Number" and has attached to it a second form, the JC-501 "Initial

Report of Criminal Cases", which carries the same Court Control

Number as the fingerprint_card. This Court Comtrol Number is the
basis of the tracking of an arrest through the courts.

B. Prosecution

At the time of booking, the Jc-501 carrying the Court Control
Number is detached from the fingerprint card and is transmitted
by the arresting officer to the district attorney's office.

~If the district attorney decTines prosecution,” that fact

\""%‘w’wﬂ‘.‘?lhﬁ\".‘mfw‘rx'wmw:"»'hq‘nw-«-n» A R R j St A SV s B TR




Page 10
is noted on the JC-501 which is then signed by an
Assistant District Attorney and transmitted to the Office

of Court Administration. Every week OCA receives -

- from DCJIS a computer tape, listing all arrests processed by DCIS

¥ MR O Fir b 1 740 0 T N T st el

during the preceding seven days along Qith appropriate identifying
information, and arrest charges. OCA matches data.received from
the district attorney with arrest data 6btained from DCJS and forwards
the‘completed records of dismissed cﬁarges to DCJS for posting to its
file, -

C. Courts

When the prosecutor indicates he does intend to prosécute,
the JC-501 with the unique "Court Control Number" is hand carried

to the arraignment court where the court-name ;nd docket number & 2
entered. From there, it is forwarded to the OCA which prints and

mails to the arraignment court another form, the JC-500 "Criminal
Disposition Report"™ which lists the defendant's name, New York State
identification number, and other identifying da%a,'the arrest charges,
the date of arrest, and thé arresting agency. If no JC-501 is

received by OCA Qithin 60 days after receipt by OCA of the notification
of an arrest from DCJS, OCA prints a JC~500 form and mails it to the |

court indicated in the arrest record. At each point in the case

history from initial arraignment through bail, adjournments, transfers,

- — -

etc., information reporting case transactions are logged on a JC-~500
forﬁ and forwarded (throﬁgh OCA) to the next court responsible for
the case until the final court disposition is obtained when the form
is again returned to OCA. When OCA receives a completed JC-500 £rom
the courts, it correlates dispositions by means of the NYSID number

and date of arrest and provides updates to DCJS for posting. Where
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multiple arrests occur for the same defendant on the same day,
OCA assigns an arrest sequence number which is printed on the
JC-500 to identify the arrest ﬁniquely.

As presently constituted, the foregoing system is nodt
able to report dispositions resulting ffom the appellate process,
modifications in sentences, or sentences assessed against probation-
violators. Situations involving deferred prosecutions or deferred
sentences - usually in.céses where the defendant has agreed to
participate in a rehabilitationdﬁrogfam - also are hot captured by
the JC-500 approach. |

D. Corrections, Probation and Parole

Within 90 days of a prisoner's arrival at a state.or local correctional
institution, DCJS receiveé a_ﬁingerpriﬁzzéard éhich indicates the
name of the institution, the date and period of cdmmitment, the
reason for commitment aﬁa theAiﬁmate's iaentification number. All
such data is posted to the individual's criminal‘history record.
Data pertaining to the release of an inﬁate is ;edeived.within 90 days
‘of the fact of release from State correctional institutions; local
institutions, however, presently do not report release data.

Probation sentences are reported to DCJIJS by the courts.
Probation éeriods are of fixed length in New York depending on the
classifiéation of crime. Thus, the terminatioﬁ date for a probation
period is fixed by sentence. At present, re-sentencing information
is not reported to DCJS by the courts. However, when a defendant
is sentenced to prison for a probation wiolation, DCJS receives
incarceration prints and data as Azscribed in the preceding paragraph.

DCJS is now working with the Division of Probation to develop and

expand a probation registragt'system which will also report probation

disposition data to DCJS.

P R e A SN S ey
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When a former prisoner is éaroléd, the Division of
Parole prepares keypunch cards containing data on the new
parolee. This information is transmitted to DCJS at irregular
.intervals. Data respecting discharges from parole is also pro-
vided irregularly.

3. Critigue of the Current Dispostion Reporting
System

There are three déficiencies in the current disposi-
tion reporting system: an incomplete set of data elements;
incomplete reporting; and lack of timely reporting. These

-problems are discussed below.

el A. Incomplete Data Elements

\

The current JC-500 system of pxosecutoriél and court-
- related diéposition reporting collects nearly ail the data
L A elements regquired by the Federal Regulations. In addition to
final prosecutorial and court dispositions for each individual
charge, the system reports certain interim disposi@ion,data
such as adjournments in contempla£ion of dismissal, mistrials,
the suspension of,proceedings dué to defendaﬁt'é mental
incapacity, referrals to grand jury, consolidations, transfers
and bench warrants. It also reports other items of analytical
interest including the name of the judge, the defendant's bail
status, the amount of bail, the type of legal counsel, the type
of trial, and.the length of the trial. However, of all the
déta reported by the JC-500 under the present system,‘only
final dispositions, bench wérrants, adjournments in contemplation
of dismissal and suspension of proceedings due to defendant's

mental incapacity are sent to the central state repository by

OCA. As noted previously, the system does hot capture appellate

L'ﬁgu,ﬂmt‘?gwfmvtenmmﬁwmv»--- LR LR S . e e




Page 13
data, sentence modifications, sentences given parole violators
and ceftain cases in whicﬁ prosecntion or sentencing is deferred.

As indicated above, the major shortcomings of the
corrections element is the absence of release data from local

ins%itutions.

B. Incdmpleté Reporting

Since 1967, the Office of Court Administration
JC-500 criminal disposition reporting system used to report
prosecutorial and court dispoSitions has sent out over 1,485,000
JC-500 forms and has received and transmitted over 1,056,000 final
dispositions to DCJS..In addition, about 82,000 non-final
dispositions (warrants, mental commitments and adjournments
in comtemplation of dismissal) have been forwarded to DCJS. This
leaves 346,000 dispositionscggﬁding of which as many as 100,000
may be awaiting court action while the remainder may constitute
unreported dispositions. OCA is also holding 50,000 JC-500s
which cannot be traced to the proper case because -of the lack
of a docket number, an incorrect name or similar error on the
JC-500 form. For reasons that are not entirely clear, QCA estimates
that historically 25% of all dispositions have not been actually

reported. OCA is endeavoring to determine the exact causes of in-

complete reporting and to recover all missing dispositioms.

=
=

C. Lack of Timely Reporting

VThere are three identifyable and correctable sources

" of delay in reporting dispositions covered by thé Federal
'Rpgulations. |

The first is the fact that arrests aré reported by

mail to DCJS in jurisdictions which do not -have access to

| AT RIS YR e R e | AW 4 T % T TR s L RISl s 1A s el
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facsimile terminals for the transmission of fingerprint cards.
About thirty percent of all arrests are reported by mail; this
fact introduces a two to three week delay in the reporting of
these arrests to OCA and, consequently, in the transmission of
a JC-500 to the courts by OCA.

The second stems frbm the practice of arraigning
a defendant prior to fingerprinting or without the JC-501 form
which is a stub of the fingerg{int card. Unless the court name and
docket number is entere@ on a JC;501 form, there is an automatic
60 day delay before a JC-500 form is transﬁitted to the court.
When cases are not diéposed of by the arraigning court, it is
also true that the JC-500 (when it is .received by the arralgnlng
court) is often not forwarded—from the arralgnlng court to
the court where the.case will actually be heard. This is particularly
true in the case of town or village justice courts which
‘lack sufficient clerical staff to keep up with paper work.

Both of these factors contribute to the result
that only about_7b% of all reported prosecutorial and court
dispositions are rteported within 90 days of the time that
they occur.

The third source of delay is the sporadic reporting of

parole data.

-
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4. Proposed Modifications to Disposition Reporting

System Through Implementation of the OBTS/CCH System

The need to obtain further leggslation and court rules
tb clarify the responsibilitiesvof the courts and all criminal
justice agencies to report criminal dispositions promptly has
already been noted. DCJS intends to submit such legislation to
the Goveinor's office in the fall of 1975. Beyond Legislation
and court rules, however, the current system for reporting
dispositions can be improved. —- |
' To this end, DCJS and OCA havsa recently received a
grant from LEAA tb eﬁab;e them, under the Comprehensive Data
System Program, to Jdevelop an OBTS/CCH system. This system
will involve the participation of every;segment-of-the criminal
justice community. The grant anticipates work in the following

areas:

- Development of an improved court disposition
reporting system in all 62 counties of the State;

- Expansion of the present data communications
network to DCJS; :

- Enhancement of the computerized criminal history
data base;

- Development of a Probation Information System; and
— Enhancement of the parole and correctional system

which currently captures data for the criminal
~history system.

-
-— ——

In order to develop a comprehensive Offendef-based
Tranéaction Statistics System, DCJS, under the auspices of
the CDS grant, will provide for a complete redesign of the
current criminal justice data collection system within New York

"State. Those New York State agencies concerned with the current

- - -
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v methods of data collection and reporting are in agreement that
a new system must be implemented and have in principle agreed
to a system similar to the one described above.

The OBTS system will provide the foundation around

, Which a number of necessary satellite systems will be construc-
ted. Some of these are currently in existence and will be
enhanced by the proposed OBTS system; others are entirely new

applications. These satellite systems are as follows:

. ~ An identification system which will provide for
more timely updating and return of prior criminal
history by DCJS based on the submission of an
arrest report (including flngerprlnts) via an
expanded facsimile network;

~ An upgraded court disposition reporting system
which will provide for more timely and complete
reporting; —= -

—e—

~ A system relative to probation functions to
provide for the collection and reporting of data
‘(special programs, referrals, etc Y

- An enhancement relative to parcle functions of
the present method of reporting dataj;

-~ An enhancement relative to corrections functions
of the present method of reporting data;

- A system which will provide for the implementation
of management information studies and statistics
measuring the effectiveness of the criminal
justice system (new application).

The proposed OBTS/CCH.system is envisioned as being
implemented as a series of individual modules. _Some of these
modules are required in the initial implementation phase (e.g.,
the identification, court disposition, and probation phases)
while others, such as the parole and corrections phases, may be
initiated after the base system has been established. Still

‘other modules, particularly those.relating to research statistics

and management datar will be implemented at a later date.
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The proposed OBTS/CCH system will use a
tracking system based on positive identification resulting
from finéerprint identification and the court control number
imprinted on' all arrest fingerérint cards. This number will
serve as a unique identifier for the arrest of an individual
and all subsequent criminal justice actions occurring as a
result of the arrest. It will appear on any DCJS criminal
history print-outs of the arrest, and it will be used in the
on-line reporting of dispositions to OCA and DCJIS. It will
élso be printed with‘the NYSID number and pe;sonal descriptors
on forms used by distrigt attorneys, courts, correctzons,
probation, and parole.

The OBTS system will be initiated with the receip£
by DCJS of an arrest fingerprint card from a lé&nenforcement
agency. The fingerprints will be processed to identify the
individual. If an identification is made, the individual's
current arrest event and prior criminal history will be trans-
mitted to the arresting agency. If the individual is not
identified, a neW‘record will be created on the criminal
history file, and only the current arrest event will be trans-
mitted to the arresting agency.

Expansion;of the existing facsimile network under the
OBTS/CCH program to cover—90% of the reported arrests will
reduce one source of delay in disposition reporting.

Concurrent with the transmission of the complete

criminal history record, an extract of the current arrest

. event will be transmitted to OCA. This extract will contain

sufficient data to provide the OCA with a base record for
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recording future judicial decisions regarding the offender.

The record will be identified by é variety of control data
elements to insure accurate reporting related to the event.

The control elements will include a State Identification Number
NYSID No.), court control number, name, énd arrest date.

The arresting officer, upon receipt of a criminal
history fecord, will present the‘facts aﬁd allegatiéhs sur-
rounding the arrest to an Assistant District Attorney (ADA).

The ADA will then make one of tﬂ;ée possible decisions- '
which will determine the ‘subsequent processing of the case. The

ADA may:

1. Dismiss the entire event: +the arrestee will
drop out of the system; —_- -

2. Accept the case as presented: processing of
the arrestee continues;

3. Dismiss portions of the event andArétainvoéhers )
or modify charges: processing of the arrestee
continues.

. If alternative (1) occurs, the ADA wili record.this
decision and the necessary data will be transmitted to DCJS.

If alternative (2) or (3) occurs, the officer will
deliver the defendant to be arraigned. The arrest identification
data (name of defendant - charges - arresting officer's name)
and court control ﬂumpgr will be entered in the court docket.

Upon cohclusi;;'of the arraignment phase, the court
clerk will enter data about the results of the arraignment
process. Data entered will include dgcket numbers, arraignment

date, arraignment charges, defendant status, etc., all prefaced

by suitable control information. This information will be
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transmitted to OCA and by OCA to DCJS. Provision for mandatory
réporting of the outcome of arraignment will eliminate a second
source of delay and of incomplete disposition reporting by
insuring that the court control number_is.transmitted from the .
arraigning court. |

As the court case proceeds through the remaining
phases of the court process, additional decisions will be
reached and reported to OCA and by OCA to DCJS. At this time,
the proposed system does not pré;ide for inclusion of data
relative to the appeal process. An analysis'of this segment:
will be underxrtaken by OéA, and a éuitable aﬁd responsive method
for data collection at the appellate level will be désigned and
implemented to_the maximum extent feasiﬂZ;.By Dé;ember 31, 1977.

At the completion of adjudication; the final court
disposition of the arrest event will be sent to DCJS through
OCA for posting to the criminal history file. 1If the defendant
is convicted, DCJS will automatically‘transmit aicurrent

criminal history to the court for use in the pre-sentence

investigation phase. This will eliminate the current need for

- the submission of a fingerprint inguiry card by the Department

of Probation to DCJS to'oﬁtain a criminal history record.
The resuits of sentencing will next %9 reported

to OCA and by OCA to DCJIS. Should the sentence inclpde the

incarceration of the defendant, DCJS will automatically

transmit a criminal history to the facility indicated in the

sentence record.




Page 20

At the time of an offenderis entry into a correctional
facility, positive identification will occur by fingerprinting
for a second time. The recording of sﬁbsequent corrections-
related data relative to the inmate will be reported to DCJS
by the Department of Correctional Services (DOCS) via magnetic
tape. Eventually, it is anticipated that an Cn~lin? link will
be developed between these two agencies. However, due to the
lack of suitable computer hardware at ﬁOCS, this application
is not feasible at present. Control informapion will include
the NYSID number and the court control number referred ?o
above. The inmate data-received by DCJS will consist of data
elements such as: NYSID number, name oﬁ_ﬁqcility,'length of
senﬁence, and type of commitmerrt. Prison relea;e data, parole
data, and probation information would also be reported to DCJS
via magnetic tape.

When fully operational in five Yeais,fthe OBTS/CCH
system anticipates‘incorporating dispositions from appellate
courts, resentences, parole violations and deferrals which,
as indicated, are now omitted and will process and report all
court disposition data.to the central state repository well
within the 90 days required by the Federal Regulations. While
the entire OBTS/CCH system will not be operatiomral by December
31, 1977, DCJS expects that those portions of it required to
meet the timeliness and completeness requirements of the Federal

Regulation will be operational by that date to the maximum

extent feasible.
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5. Proposed Interim Modifications to Disposition

Reporting System

In the interim period, until the OBTS/CCH system is

fully operational, some improvements will be made to existing

disposition reporting systems.

reporting

OCA plans to modify the JC-~500 court disposition
system by: -

- establishing ,.and adhering to definite schedules
for the processing of DCJS-supplied arrest tapes
and for editing and coding JC-500 data sent
to DCJS;

- reducing the suspense period for arrests
lacking JC~501's from 60 days- to 304

- printing JC~500 forms at least once a week
and attempting to print twice a week;

- updating and clarifying the JC-500 instructional
manual; .

- providing further instruction in complgtion
of the JC-501;

- providing a means of insuring that the
requisite JC-501 is on hand at the arraignment
court;

- directing that courts report court dispositions
to OCA within two weeks of their occurrence
or the receipt of the JC-500, whichever
occurs later;

- directing th&t all courts in the Sfate comply
with OCA's procedures for completing JC-500's;

~ formalizing procedures to monitor compliance
by the courts and arresting agencies with
the JC-500 and 501 systems;
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- establishing procedures for the notification
of the State Administrative Judge and the
appropriate local administrative judge of the
names of non-complying courts;

- eliminating non-essential data items from the
JCc-500;

- writing a procedural manual formalizing
editing and coding operations for the JC-500;

-~ improving verification and monitoring prd—
cedures for manual coding and editing of JC-500's;

- expanding automatic edits to flag apparently
illegal or improper sentences;

- facilitating OCA's access to DCJS automated

arrest and disposition records to cross-check
dispositional information; and

- formalizing procedures for regponding to requests

~from DCJS for individual case dispositional
information. -

Some of the work with respect to the foregoing is
,already under way; remaining portions will be implemented by
July 1976. 1In this way the operation of the JC-500 court
disposition reporting system will be improved until such time
as OBTS is functional.

In order to obtain release data from local correctional
institutions, DCJS has discussed with the local sheriffs the
possibility of their completing a form similar to the one now
completed by State institutions on release of a prisoner. The
sheriffs have indicated their willingness to cooperate with

this approach. DCJS expects to distribute the forms before

December of 1975. The auditing procedures described in the ‘ \
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chapter on audits will enable DCJS to check that it is, in fact,

receiving all release notices as prisoners are released.

DCJS is working together with the Department of
Correctional Services and the Division of Probation to design
an information system which will report parole and probation
disposition data to DCJS consistent with the 90 day rule.
This design effort is occurring along with both the OBCIS

and OBTS programs and should be operational by the fall ole??;

. -
-

6? Query Before Dissemination- -
As a further guarantee that decisions about individuals who
have previously been arrested are based on current information,
the Regulations require that Tthe Central Staté-Repository
establish procedures to permit inquiry of its files prior to
dissemination and further require that inquiries '"shall be made
prior to any dissemination except...where time is of the essence
and the repository is technically incapébie of responding”‘with

sufficient speed.

Inquiries pursuant to 'this requirement would normally
be made By supplying the record subject's name and NYSID number

to DCJS to search against its files. DCJS currently has the

-

capability to perform‘éutomated in-house searches of this nature.
DCJS is now establishing linkages to remote users both through

the NYSPIN network and throggh regional criminal justice informa-

Py - -
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tion systems which will allow the rapid, real-time response

needed to implement the query before dissemination rule. This .
system should be fully operational by March of 1977. Until that

time, local users will be asked to limit pre-dissemination

inquiries to situations in which a 24 hour turn-around is not

inconvenient.

When the prior query capability is operational, all
users will be obligated to que;& DCJIS whenever dissemination is
intended and, judging by the circumstances, ii is possible that
new information pertaining to the defendant could have arrived
at DCJS. Thus, if during the course of a police investigdation,
agency A asks agency B whether B has aﬁ;:&rimigal history data
on X (the subject of the investigation) and B responds affirma-
tively, B must}inquire of DCJS - unless the criminal history
récord was received in the last 24 hours - to ascertain whethér
there has been any further activity before disséminating to A.
In post-arrest situations, query will be required whenever an
agency disseminates a criminal history which has been in its

possession longer than 48 hours. "The foregoing standards will be

enforced by means of the DCJS Use and Dissemination agreement,

Before implementing the pre-dissemimation inquiry
capability, DCJS will develop appropriate procedures to insure
the protection of both the security and privacy of its data base.
These procedures will include rules regarding terminal logs,

validation of users and terminals, physical security of remote
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~terminals and limitations on dissemination. Software configura-

tions will be developed by IIS to increase protection against

unauthorized use. These include passwords, matrices for

ek

authorization by terminal ID, or person ID, as well as a system

audit capability to detect suspicious or inappropriate activity

|
2
. v .
: ~ on the system. . . -
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CHAPTER 3

LIMITATIONS ON DISSEMINATION

The limits on access to and dissemination of
criminal history records which DCJS préposes to imflement through
promulgation of its Privacy Regulations are found in Article
IIT Sections 300-335. They cover all the items listed in Section
20.21(b) of the Federal Regulations and are generally more
restrictive than the Federal requirements. A brief synopsis
of New York's response to the requirements of Section 20.21

—— o " -

(b1-6) shows the following: ~

—p—

1. Criminal Justice Agencies:

The DCJS Regulations permit primary access to DCJS data for
three purposes: (1) performance of a criminal justice function
imposed by statute, (2) consideration of an application for a
license or employment uﬁder conditions contemplated by Section
20.21(b) (2) of the Federal Regulations or for criminal justice
agency employment when authorized by statute, (3) for research.
The term "criminal justice function" is virtually synonymous
with the "administration of criminal justice'-in the Federal
Regulations except that it does not include the collection,
storage and dissemination of criminal histories. The latter
functions will be included in the New York definition before
the DCJS Regulatiohs are promulgated. The requirements per-

taining to licensing were included because the police are the

——
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designated agents for the granting of certain kinds of licenses -
particularly pistol permits - which are granted oﬁly after a
criminal history search. In keeping with our basic policy that
all accessors should have a clear statﬁtory<base, we intend té
require all criminal justice agencies to obtain statutory
authority to enable them fo conduct pré—employment criminal
history checks. However, in order to avoid undue hardship be-
fore these statutes are_enacté&l the DCJS‘Regulations permit

the Commissioner, on the advice of the Securify and Privacy
Advisory Committee (SPAC), to permit access for pre-employment
checks when the particuiar eﬁployment(is "so related to the
public welfare and safety" that the agg;c& should be aware of
the applicant's prior record. The September 1, 1975, cut-off
daté for this authérityAwas‘set'in December, 1974, when the DCJS
Regulétions were first written. It will, in all likelihood,

- be advanced to September 1,’1976,to allow adeqﬁate lead time
from the anticipated promulgation date in December of 1975 fotv

affected agencies to obtain the requisite legislation.

2., Licensing and Employment:

The principal access standards for licensing and employment
checks are found in Section 300(2)§(3) of the~DCJS Regulations.

Under these provisions DCJS would allow a State non-criminal

‘justice agency access in two cases: when a statute specifi-
cally requires DCJS to furnish data to the agency or when a
direction to furnish data is necessarily implied from statutory

references to the consequences of conviction for a crime. In
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the case of a local nén?criminal justice agency, the DCJS
Regulations would permit access only where there was a specific
statutory direction to do so. Thus the 'necessary implication"
approach applies only in the case of State agencies. Like the
Federal Regulations, DCJS would not permit access based on a

local ordinance.

3. Agencies under Contract with Criminal Justice

Agencies ¢

-Section 300(6) (b) would allow access to a ﬁrivate agenéy which
is performing a "criminal justice function'" under contract with
the State or a political subunit of the State with the approval
of the DCJS Commissioner on a _finding Zﬁéf thé:agency was acting
in a '"'quasi-public capacity'". This section was ihserted pri-
mériiy'to accommodate organizations like tﬂé Vera-Institute's
Pre-Trial Services Agency which performs various ROR functions
that otherwise would be the responsibility of lgcél probation
agencies. Both the contract between VERA and DCJS and the Use
and Disseminati6h Agreement between PTSA and DCJS provide for
all the restrictions on access, use and dissemination, as weli

as the standards for data security and sanctions for misuse

required by Section 20.21(b)(3) of the Federal Regulations.

4, Researchers

All individuals and agenéies which access DCJS pursuant to
Section 300 of the DCJS Regulations .may use the data base for
research projects subject to the restrictions of Section 405.

The most important provisions of that section are the insistence
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on the signing of a non-disclosure agreement before undertaking
any project and the rule that only statistical data which does
not identify individuals will be routinely provided for
research purposes. Daté Which does ideﬁtify an individual may
be provided when such data "are essential to achieveka lawful

‘and valuable criminal justice objective".

A sample Non-Disclosure Agreement is attached hereto
- as Appendix C. It contains all of the restrictions required

by the Federal Regulatiomns.

5. Pre-employment Investigations by State Agencies
The DCJS Regulations do not distinguisﬂ_Bétwee& pre-employment
checks by_State agencies and those conducted in other situations.
Consequently, the restrictions discussed previouslyrunder licensing
and»employméﬂt are applicable here. DCJS intends to undertake
a comprehensive analysis of the authority of st;te and local
civil service commissions to conduct pre-employment background
checks on theif'emﬁloyees using the DCJS data Ease.' Similarly,
DCJS will conduct another study to identify those Federal
agencies which currently access the DCJS data base for pie-
employment purpoées. . The authority of each agency to so access
will be carefully reviewed and the DCJS Regulations will be

modified to define New York policy respecting Federal access

to New York records consistent with the Federal regulations.

6. Court Order or Rule

The DCJS Regulations are silent on this point.  However, DCJS
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will comply with a court order or rule to disseminate criminal
histories. DCJS will seek appellate review of those orders
which appear to violate any provision of law or applicable

regulations and will seek stay orders when appropriate.

From the foregoing analysis, it can thus be seen
that, once the DCJS Regulations are implemented, DCJS will be
in substantial compliance with all the requirements of Section

20.21(b).

The requirements of Section 20.21(c)§(d) have been

met as follows:

-

1. Validation ofRight to Access

Appropriate DCJS employees are supplied with lists of all
agencies which have been cleared for access to the DCJS data -

base. Employees are instructed to consult the. list if they are

uncertain whether or not a particular requeSt should be ser-

viced. When the requesting agency is not listed among those
authorized access, empioyees are instructed to refer the request

to their supervisor for eventual consideration by the Counsel's

office.

-

2. Confirmation of Record for Licensing or

Employment Purposes

'As noted above Sections 300(2)§(3) establish the exclusive means

of handling records checks for license -and employment purposes.
As these procedures equal or exceed the pretections required

by Section 20.21(b)(2)§(5); they also meet the standard required
by Section 20.21(c)(3).°

R
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3. Limitations on Use and Secondary Dissemination

by Non-Criminal Justice Agencies
Section 320 of the DCJS Regulations prohibits secondary dis-
semination of criminal history records by non-criminal justice

agencies. This position is consistent with Section 20.21(c) (2)

of the Federal Regulationms. Restrictions on permissible use

of criminal history records supplied to non-criminal justice
agencies are incorporated in the terms of fhe standard Use and
Dissemination agreements described earlier generally by means
of language indicating that use is restricted to the purposes
for which the record was supplied. Sanctions for violation of
the agreement are also proviﬁgd inkthéuﬁée and Dissemination
agréement. A Use and Dissemination agreement must be signed by
all accessors whether accésémis'tempoféiy or for “long term

agency involvement,

DCJS will provide instructions to all criminal jusQ
tice agencies to which it disseminates criminal history records
detailing restriﬁtions on internal agency use, validation of
statutory authority of non-criminal justice agencies, and
security procedures. These instructions will fully explain
the restrictions imposed on dissemination of-open arrests more
than one year o0ld and will provide specific.guidance to clerical
personnel receiving and disseminating criminal histories cn

both manual and automated systems.

4, Dissemination without Disposition

“Section 20.21(c) (1) of the Federal,Regﬁlations forbids the

dissemination of open arrests over one year old to non-criminal

— e R B e Ty ety
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justice agencies unless prosecution is still pending. Section
335(2) of the DCJS Regulations would suppress open arrests

over two years old without active prosecution. The two year
standard was selected after considering the average time
currently required to prosecute both felony and misdemeanor
cases in New York. However, as this sténdard is less restric-
! tive than the Federal rule, New York will amend its Regulations

to conform with the Federal standard with respect to non-criminal

justice agencies.

5. Juvenile Records

As of the writing of this plan, DCJS daes not maintain records
on jﬁveniles. The major sté?g_agency which daés so is the

New York State Division for Youth. The Division has already
promulgated Regulations (see Appendix E) pertaining to the pri-
vacy of juvenile records which meet the Federal requirement that

juvenile records not be disseminated to non-criminal justice

agencies except pursuant to statute.

From the foregoing it can be seen that DCJIS will
be in compliance with Section 20.21(b)(c)§(d) on the promulga-

tion of its Privacy Regulations.

- ———
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CHAPTER 4

INSPECTION & CHALLENGE

Section 410 of the DCJS Privacy Regulations reflects
DCJS' position with respect to challenges to records in its
data base. For the most part the section is consistent. with
Section 20.21(g) of the Fedeggi regulations except in the area
of administrative review and appecals which will have to be
modified to meet the Federal requirements. DCJS will make appro-
priate modifications and promulgate,t@is section by December

16, 1975. Taking the Federal requirements one by one, the DCJS

Regulations provide as follows:

1. Verification of Identity

The individual must provide identification which is satisfacﬂory
to DCJS. The»only satisfactory methods of identification for
purposes of access for inspection are fingerprints or visual
recognition attested to by the criminal justice agency handling

the inquiry.

2. Manner of Review -

— me——

The DCJS Regulations prescribe that review shall occur at a

DCJS facility except that "for good cause" review may be per-

mitted elsewhere. The lack of a reasonably convenicnt DCJS
faéility would be a good cause. To accommodate situations in

which it is difficult for an individual to visit a DCJS facility,

-
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DCJS will designate at least one criminal justice agency in
each county of the State as its agent for the purpose of
inspecting a DCJS record locally. DCJS will issue specific
instructions to each designated agency'by December 16, 1975
detailing the procedures to be followed in providing individuals
with the right to access and review their records including
such matters as the times and places for inspection, applicable

fees, appropriate forms and rules for submission of supporting

material in the event of a challenge.

A record may normally be reviewed only by the record
subject. However, for '"good cause" (such.as physical or mental
incapacitation) the subject‘gqgttorney may conduct the review.
The DCJS Regulations- do-not specify a fee for inspecting a
record,and DCJS currently does not impose such a charge.

3. Obtaining a Copy

The DCJS Regulations will be modified to provide that the indivi-
dual or his attorney may obtain a copy of his record for the

purpose of challenge only.

4. Making a Challenge

The DCJS Regulations provide that when an individual challenges
the completeness or accuracy of data pertaining to him that

he "shall indicate the precise nature of the alleged omission
or error and shall submit any documentation he possesses or

which he may be required by DCJS to submit in support of his
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challenge'". Additional procedures will be incorporated into
this section to explain what must be done when inspectionr occurs

outside a DCJS facility.

The DCJS Regﬁlations will also be modified to identify
the office and title of the persons who will conduct initial

and secondary reviews.

5. Internal Agency Review

The DCJS Regulations prévide that DCJS wili review all documen-
tation submitted to it-and, within five days of receipt of the
necessary papers; make a determination with fefpect to the chal-
lenge. If the challenge is wpheld, the record will be modified
appropriately and the challenger notified of the decision. If
the challenge is not susfained, the challenger will also receive
prompt notification. As currently drafted, the_DCJS Regulations

do not allow for a secondary intra-agency review. Such a pro-

cedure will be inserted to comply with the Federal requirement.

6. Administrative Appeczl

DCJS will request that the Governor designatc an administrative
body to hear appeals from a final agency decision against a
record challenger. dﬁé"ﬁossibility is that the Governor's Counsel
may be selected for this purpose. It is anticipated that an

appeals body will be designated by December 1, 1975.

Upon designation of the appellate body, procedures
will be developed and promulgatcd to all designated review

TR AN T m*“'ﬂ
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bodies, explicitly defining the conditions of appeal, including:
appearances, time limits, representation by;counsel, preser-
vation of 2 record of the proceeding and implementation of any
appellate decision. These procedures ﬁill be developed and

promulgated by December 16, 1975.

Final judicial review of any administrative action
can always be had under New York law pursuant to Article 78 of

the Civil Procedure Law and Rules.

7. Notification of Prior Recipients in the Event

of a Successful Challenge

The DCJS Regulations provide that an i;aividuéi whose record
has been corrected pursuant to challenge "shall be entitied to
asceftaiﬁ from deé the names of those agéncies known to it to
whom the erroneous records had previously been‘disseminated”.
Thus, the DCJS Regulations are currently broadér.than the
Federal requirement to provide a successful challenger only
with the names of the non-criminal justice agencies to which his
erroneous record had been sent. The DCJS Regulations further
provide that after corrections are made in the DCJS files,
DCJS "shall immediatgly notify every disseminee of the subject
data, known to it, ofwggid corrections and shall require such
disseminees to conform their record to the corrected data".
DCJS expects to revise these sections to restrict théir appli-

cability to the Federal standards e.g., automatic notice to all

criminal justice agencies in the event of a correction and a
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list, on demand, of all non-criminal justice disseminees to the

successful record challenger.

8. Instructions to Criminal Records Repositories

By October 15, 1975 DCJS will inform all criminal justice
agencies in the State which maintain criminal history

record information of the requirements contained in the Federal
regulations to provide individuals with the right to access and

review their records.

9. Public Notice of Rights to Access

DCJS will give public notice of the procedures for inspection

— . -

of and challenge to criminal-history records by press releases
distributed to the public news media. In addition, DCJS(will
publish these procedures in the public notice sections of ali
major newspapers and will send notices to the Commissioner of
the Department of Correctional Services and the head of all -
local correctional agencies for posting on bulletin boards.
These notices will include the time and places for review,
applicable fees, procedurcs for verification of identity, the
rules regarding counsel and submission of explanatory materials.
The public notifiéatigq_will be completed prior to December

16, 1975.
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CHAPTER &
SECURITY

The Federal Rebulations establish comprehensive
security standards to protect criminal history records from
unauthorized access, loss, or physical damage. All repositories of
such records are required to dévise procedures which wiil meet
the Federal standards and all such procedures, with the excep-
tion of the requirement for dedicated hardware, must be fully
~operational mot later than December 31, 1977. This section of
the Plan details the ways in which DCJS-has met of will meet
the Federal standards at théqzéntral state repository. Other

ageficies’ which are subject to the Federal Regulations-will sub-

mit their security procedures with their certification Statements.

1. Dedicated Hardward and Related Software

A. DCJS

The DCJS informéfibn system is completely dedicated to criminal
justice uses and processes no data which does not relate to-
the admihistration of criminal justice. While nearly all of
the current data load is related to specific DCJS responsibili-
ties, DCJS is evaluating the possibility of performing the
processingvfor certain State-level criminal justice information
systems in other non-court agencies to provide them with better

service than they now receive,

-r
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IIS maintains an on-line entry, update, and inqﬁiry
system with teleprocessing capabilities largely confined to
in-house agency use. All entry and update to the system is
processed by IIS in-house terminals exée@t that Court disposi-
tions are received on tape from OCA. In addition to tﬁe in-house

terminals, IIS prints out criminal histories at receive-only.

terminals located at several remote sites.

The system incorporates telecommunications interfaces
with one.regional criminal justice faciiity in Erie County,
with NCIC and with the State Police Information Network (NYSPIN).
To date, these connections have not inwolved gheitransfer of

criminal history record information (warrants only); however,

such transfers are planned for the immediate future. ..

The systemvconfiguration for teleprocessing‘includeé
a programmable front-end computer and leased lines. Switched
(dial-up) lines will not be utilized. In-house terminal'equip~‘
ment includes video devices and printers. The NYSPIN and u

Erie County systems include similar keyboard entry equipment.

System software includeskthe capabiiity of designating
terainal functions tB’§5bcified terminals (by terminal ID).
Thus, terminals can be restricted to inquiry only, update
only, etc. This restriction is extended to the use and 5ccess
of specified files so that, for example, NYSPIN terminals can
access the wanted persons file directly but cannot access

the CCH file. These controls will be extended to all inter-

-
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faces with the CCH file limiting access to qualified criminal
justice agencies. Management control procedures for all update
functions will be implemented shortly and will require opera-
tors to sign on using a valid and functionally-appropriate

badge number.

A major flaw in system security stems from the fact
that no procedures for user security have yet been issued by
IIS. The great majority of user agencies are interfaced to
IIS through NYSPIN which also has a NCIC interface for CCH.
Therefore, most users are required to comply with NCIC's stan-
dards for remote terminal security. QEygver,_ior additional

protection, IIS will issue i¢s own procedures for user security

covering such subjects as: .

—yphysical security of terminal areas;

- Sign-on and sign-off procedures;

- terminal logs for tracking disseminations;
- query béfore dissemination procedures;

- limitations on dissemination;

) secure disposal requirements;

- ‘restrictions on maintenance of criminal

history records;

- personnel clearance and selection.

User agencies, including those interfaced through
the NYSPIN system, will be bound to these requirements through'
the Use and Dissemination agreement.

-




B. Other Criminal Justice Agencies

There are seven local/regional automated systems in New York which
are subject to the Federal Regulations. There are also two
state-level operational systems in addition to DCJS. Of these
systems, only one is operating on dedicated haraware, a local

regional CJIS in Erie County Central Police Services.

As stated in the Iamtroduction, the Statewide computer
. system of the Office of Court Administration serves a variety
of court purposes and ié, therefore, not dedicated to criminal

justice applications.

-
2 . -

The Department of Correctional Services system is
run on the Office of General Serviéesvcpmputerﬂwhich‘suppiies'
_.computer-servicés to various state“agenciés. The remaining
local systems operate on city or county central .systems which
supply computer services for the various departments in each
locality. In all cases, however, the terminals or access
devices which input-criminal justice data to the computer are

located in areas controlled by criminal justice personnel.

The following is a list of regional systems of which

-

DCJS is aware which receiwed LEAA funds and which operate or

are being developed with shared computers:

. Rochester PD Information System

. Monroe County Courts System

1
2
3. Onondaga Law Enforcement Information System
4, Nassau County Law Enforcement System

5

. Suffolk County Law Enforcement System
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6. Westchester County DA System

7. New York County DA System

DCJS recognizes its responsibility .as the central

state repository to insure that security provisions are imple-

mented at all remote user locations. Since direct terminal
access to CCH via computer-to-computer interface to a shared
computer is not permitted under the Federal Regulations; DCJS

will advise those agencies wishing such access and any others

planning to develop computer interfaces that computers used to

transmit CCH data must be dedicated to criminal justice purpos
Prior to December 31, 1976, all crimina{ justice agencies will
be advised that two methods are available to affect compliance
with the dedicated réquirement:‘-(l)Ldedication of the compute
used, or (2) installation of separate terminals used only’fof
criminal justice purposes: o
(a) gnde? the physical control of a criminal
justice agency; -

(b) with password sign-on procedures required
to gain access to the teleprocessing system;

(c) with terminals having access only to selected
data files; and -

(d) with all_other non-criminal justice terminals
blocked from access to the CCH system.
Agencies will be asked to indicate their intentions in this
regard before December 31, 1977. Where, because of workload
and terminal distribution factors, computer-to-computer access

is the only reasonable solution, agencies will be advised to

es5.

.
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request an extension of time for compliance until computer

dedication can be achieved.

2. Management Control

DCJS maintains full management control of its computerized
and non-computerized criminal history file. Through its ‘

authority under Sections 836(4), 837(6)&(8) Executive Law DCJS

sets standards for use and access, determines eligibility for
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direct access, applies sanctions for misuse of the systen,
selects and dismisses staff, has instituted physical security
measures, and performs other administrative functions normally

associated with management of operations.

3. Personnel
All personnel having access to the computerized or manual

criminal histories stored by DCJS are employed by DCJS. These

.employees are screened prior to employment by means of background

checks and a full fingerprint search of the DCJS. files. However,
the mere existence of a criminal record‘by a DCJS employee-appli-

cant is not an automatic disqualificatégp for employment. Each

~such applicant's background i examined individually to determine

whether the particular crime is sufficiently-relevant to DCJS

activities to merit disqualification.

In order to properly develop recruitment and place-
ment procedures with respect to security of potential employees,
DCJS will develop a Security Review Board staffed by appropriate
Division employees. The Security Review Board will prepare an
objectivé statement of criteria for employment ?f persons with
conviction recordé. In preparing this statement, the Security

Review Board will undertake an indepth study of recent court

" decisions relating to civil rights and constitutional guarantees

of citizens as they apply to employment practices.

Since employees may be used in any area of the

facility, all employees must meet the same screening criteria.

e i g s A M o et = e 2 ral




When employees are hired they receive-an.orientation

class which includes a presentation by the security manager.
Employees are informed of theirvresponéibilities.with respect
to security and their obligation to protect the privacy of thé

individuals whose records are on file with the agency. DCJS

will develop a comprehensive security and privacy training pro-

gram for all its employees to alert them to the requirements of
both Federal and State Regulations.. Field training will be pro-
vided as a cooperative egffort by DCJS and QCA for the benefit

of user agencies.

Each DCJS employee now receives a booklet entitled:

THE DCJS EMPLOYEE SECURITY GUIDE, which highlights his responsi-

bilities and obligations resPecting sécurity~and privacy. In - -

addition, all supervisors receive a security manual which is

more comprehensive than the employees' manual. Both manuals

will be expanded to include more comprehensive ‘information
regarding Federal and DCJS Regulations. In addition, DCJS will
develop a statewide training manual to be used by local agencies
in instructing their employees witﬁ_respect to the processing

of criminal history information. All of these manuals will be

prepared by March of 1976.

-The following penalties may be imposed by the
Commissioner of DCJS under Section 75 of the Civil Service Law
after appropriate hearings on stated charges of misconduct in-

cluding any serious violation of DCJS Regulations:

o | Page 44 ,_b_.....w,.u.q
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a) a ieprimand

b) a fine not to exceed $100

¢) suspension without pay for a period not
. exceeding two months |

. d) - demotion in grade and title

e) dismissal from service

'DCIS will inform employees of .hese penalties and

will impose them when, after hearings required by Section 75

Civil Service Law, the Commissioner, or his designee finds the

accused guilty of knowing violations of DCJS chﬁlations.

4. Physical Security

‘The Identification and Inforﬁation"System'of DCJS is located on

the top six floors of a ten story building. Access to these
floors is obtained by'three elevators all of whi&h are program-

med to stop at the fifth floor. The building itself is open -

~only during regular working hours and is locked between 6 p.m.

and 6 a.m. weekdays and for 24 hours on weekends.

DCJS maintains a security desk at the fifth floor.
All employees are required to display a badge bearing their
picture and name in order to proceed above the fifth floor.

This badge must be worn while the employee remains in the

facility. Visitors to the facility are required to sign in at

the fifth floor and are issued a temporary Badge which they

must wear. Visitors are required to.be escorted by an employee
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w "2y are in the facility; however, this practice has not
‘ngentiy enforced. DCJS will issue a bulletin to re-

N “siz=~ " 1is reqﬁirement and will ovefsee its enforéement.

Upon comp.etion of a visit, visitors are escorted to the fifth

floor where they sign out and return the badge.

In order to improve our physical sccurify,'DCJS is

investigating the following areas:

1. The hiring of guards %o man the security desk
and patrol the physical plant.

2. The installation of TV cameras to monitor the

— b

sensitive areas of the building. Monitor sceen

‘would be located at fifth floor security desk.

DCJS is in the process of rewriting its security
manual which will define the procedures to provide full security

for criminal history records maintained at DCJS.

Empld&ees have access to all but two areas of the
facility: the computer room ahd the central file area. Whereas
in the pagt the computer room was sometimes unlocked and
accessible, DCJS wi11~strict1y enforce fhe locking of the com-
puter room henceforth ;nd will 1imit accessibility to opera-
tions and programming staff whose work requires access. The
central file area, where all manual files are maintained, has
limited accessibility. When a‘record is removed from this area,-

the employes removing the record must sign a log indicating

- -
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the time of removal and reason for removal of the file.

The Computer Room is located on the 7th floor of the
building. It has smoke detectors which, if activitated will
cause the building fire alarm to sound which in turn will cause
evacuation of the building. There is élso a heat detector
located in the computer equipment which will set off a light
indicator when the temperaturénreaches 72 degrees and automati-
cally shut down tﬁe computer system when the fcmperature reaches

78 degrees.

DCJS is presently installingﬁa.ncw-baftery~opcrated
eléctri;al system which will Supply the computer room yith a
steady flow of electricity. This will prévent electrical
problems such as drops in power or surges in power. from affec-
ting the computer system. The new battery system wili also be
able to maintain a constant flow of electricity for 15 minutes

in case of a power failure which is sufficient time to allow

;DCJS'personnel'to shut down the syStem without damage to hard-

ware or software.



Page 47
CHAPTER 6

AUDITS and QUALITY CONTROL

The Federal Regulations (Secs. 20.21(a)§(e)) require
two kinds of audits: a systematic internal audit pérformed
regularly by all criminal history repositories intended pri-
marily to maximize accuracy and completeness and an annual
audit of State and local criminal justicemﬁgers to test compli-
ance with all regulatofy requireménts. - This section of the
Plan details the conduct of DCJS' systematic agdits of the
central repository's internal—procedures and DCJS/OCA coopera-
tive audits of all users. Local criminal history repositories,

such as the Bureau of Criminal Investigation in New Yeork City,

will submit their plan for systematic audits with their certi-

fication statements.

Field staff and liaison personnel will play a kéy
factor in the audit process by collecting and anal&zing iﬁfor-
mation as well as discussing problems and corrections with
local and state agencies. DCJS and OCA will cooperatively
provide this supportﬁfbg-thc audit plan. In order to perform
the functions prescribed by Section 21.21(a)§(e), DCJS will
have to enlarge its staff. Negotiations with the Bureau of
the Budget to permit the necessary increases will begin shortiy.
OCA will receive the initial funding for an audit and quality

control grcup under the OBTS/CCH program.
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1. Systematic Audit

A continuous systematic audit will be designed by IIS staff to
automatically edit and monitor the automated segment of IIS

in order to:
i

- check all incoming data for coﬁpleteness;

~ locate delinquent dispo;itions;

- check offense codes and sentencing for appro-
priateness; |

- edit correétness and sequence-of-dispositions;

- check all designated, required information for

entry; —_ -

- monitor appropriateness of terminél Tequests;

- notify. management of inappropriate errors or - -
request activity;

- prevent non-criminal justice dissemination where
appropriate; and

- provide an audit trial which will permit
tra;king of individual. data eleﬁents back to

source documénts.

The systematic audit will involve field personnel
who will act as a liéfé;ﬁ between DCJS, OCA a;d other user
agencies. The field staff will verify the status of delinquent
dispositions, collect information on system functions and use

and monitor local operations to insure adherence to the Federal

Regulations. The procedures for the systematic audit function

L4
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will be designed and implemented by July, 1977.

1.1 Edit and Verification Procedures

At present when arrest fingerprints arrive at DCJS via facsimile

transmission or mail, they are subjected to a complete -manual

quality check which includes all necessary coding,“editing and

transcription. When essential data elements are missing or

incorreét, the contributor is contacted by dataphone (in the

case of facsimile prints), telephone or mail (for low priority

items) and the errors or omissions are rectified. Following
manual checking, all arrest data is key-verified before entry

and further automatic edits scan for other possible errors in

data entry or sequencing. These include insuring the presence

. of reduired,fields, éheéking field lengths, and‘alphanumeric

composition. The system also edits charge codes for apﬁro-
priateness. Where errors occur, messages will instruct opera-
tors to re-enter, or in some cases return the document to a
previous process- for additional research and recoding. Where
certain operator errors are made more than once the terminal
becomes inoperative,and a supervisory terminal is ﬁotified of

inappropriate error activity.

e ——

1.2 Delinquent Dispositions

The instructions supplementing the Federal Regulatidns suggest
the desirability of creating a delinquent disposition moni-
toring system to oversee the timely submission of disposition

data. DCJS wholeheartedly supports the concept of such a

-

T ek o W
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system; however, the extreme contrast in processing times

which exists among the courts of the State must be considered

in constructing, in consultation with OCA and other state
agencies, an effective algorithm for this function.l With the
adoption by the New York State courts during July, 1975, of a
series of Standards and Goals for-timel& case dispésition (to

be fully effective by January 1, 1979), it will become considerably
easier to determine when court*&ispositions df felony indict-
ments are delinquent. Starting on October 1, 1576, all felony
indictments must be disposed of or trial commenced within one
year of indictment, and sentencing must occur within 30 daYs of
disposition. Thus, it will Ef_possiblédaé of October 1, 1977

to monitor delinquent reporting of final court dispositions and
sentencing, and DCIS will design and implement a delinquent
disposition system which will generate a monthly "Exception
Report" listing possible delinquent dispositions and identifying
the agencies from which reporting is expected. DCJS field
personnel (or OCA staff in the case of court dispositions) will
be utilized to check individual cases to verify their status

and institute corrective training or sanctions as appropriate.

In addition,-a program will be written to permit the

flagging of all teleprocessing output which contains potentially ‘
|
{
|

lror example, analysis of Appendix D pp. 1-4 of the DCJS Felony
Indictment Quarterly Report published in July, 1975 shows that
for the first half of the year, the median times required to
progress from indictment to disposition in the four New York
Judicial Departments were 216 days in the 1lst Department, 152
in the 2nd, 74 in the 3rd and 99 in the 4th.
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delinquent dispositions or (in the case of dissemination to a non-
criminal juétice agency) which may be sﬁbject to restz;ciions

on further dissemination by reason of the "one year'" rule.
Criminal history records requested by non-criminal justice
agencies containing open arrests more than one year old would

be automatically withheld unless permitted uﬂder the exceptions

to Section 20.21(c)(1).

L AP
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1.3 Dissemination Tracking Procedures !

In order to meet its obligation with respect to record correction,
DCJS will maintain a complete dissemination log of all criminal
history records showing: the identification number of the
requesting agency, the identification number of the individual
to whom the record was sent, the date sent, the NYSID number

of the record subject, the type of the request and ihe type

of agency (criminal justice oanon-criminal justice). This log
" will be maintained for five years on each d%ssemination. In
addition, DCJS will write a program enabling it to identify all
agencies which have received a specific record during each
calendar year. This information will permit DCJS to notify all
criminal justice aéencies which have received a re;ord of a
subsequent correction or-addition as well as to provide a suc-
cessful challenger with a list of all non-criminal justice N
disseminees. DCJS will maintain a record of all corrections
which are disseminated by it during the calendar year showing
the agency which. received the corrected record, the name or
NYSID number of the record subject and the date that the éor—
rected copy was transmitted. Both of these latter logs will

be maintained for five years from the data of dissemination

- ——

for each record. ' -

State and local agencies receiving criminal
histories from DCJS will be required through execution of a..
Use and Dissemination agreement to maintain dissemination logs

also listing elements identical to those on the DCJS log.
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1.4 Audit Trails

_ IIS records will be modified to include all data elements

required for a complete audit trail. Currently DCJS does
receive adequate data for audit trail purposes from the law
enforcement and prosecutorial segments of the criminal justice
community. Additional data elements, including thé name and
number of the report, the entezing individual and the date of
entry for all dispositions must be obtained from the courts,

probation, corrections and parole.

1.5 Manual System

The foregoing procedures apply strictly-to thg:aﬁtomatedvsegment
of the DCJS data base whichlzgéludes approximately one million
records. Of the roughly 3 million-records in manual status, .. _ .
some are duplicated in the automated data base while others

have never beenAcomputerized. Dispositions received pertaining

to individuals whose records are not computerized are immediately
updated by hand. DCJS does not, howver, manually update

manual records which have been completely automated. Where

records are fully automated, the 01d manual records are-mot dis-

seminated outside'DCJS.

- — -

|
|
2. Annual Audit _ w
(

To meet the requirement of Section 20.21(e), 1IS staff together
with staff from the OCA will design and implement an annual g
andit utilizing random sampling procedures to test compliance

by all user agencies both at the Staté and local level with all

-
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applicable provisions of Federal Regulations, New York State
law, and DCJS and OCA regulations pertaining to the processing of
criminal history records. All users will agree by signing a

Use and Dissemination agreement to hol& themselves open to such’
audits and to maintain such documents as are determined to be
necessary to facilitate adequate auditing. At a minimum all
user agencies which contribute data to DCJS must maintain source
documents from which such conf;ibutiong were derived plus full

and complete dissemination logs. The annual auditing system

will be designed and implemented by July, 1977.

The annual audit will be conducted.in'three basic

——

parts as follows:

2.1 Procedural Audit

This audit will examine the extent to which
procedures have been implemented to insure compliance with
the Federal and State Regulations. This section of the audit

will cover:

i

completeness of records and disposition

reporting procedures;

ti

-aecuracy of records; -

- dissemination practices (Query, limita-
tions, tracking);

- security (hardware, software, personnel,

physical); and

- individual’'s right of inspection.
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Methods used in conducting this audit will include:

- revieﬁs of written procedures and
manuals;

- personnel interviews to evaluate
understanding and practice;

- observation of the site and operations.

2;2 Records Audit —.

This audit will evaluate the completeness and
accuracy of DCJS files as measured aéainst records of original
entry. It will be conducted by taking a random selection of

source documents at local agencies to.evaluate:

m—

- the percentage of entry of arrests or
dispositions into DCJSkand/or local files;
- the accuracy of data entry to provide
the error rate for critical field data;
- the percentage of delinquent disposi-

tions entered;

- delays in disposition reporting.

All evaluations will be based on statistically signi-

-

ficant samples of origiéél entry records.

2.3 Audit of Activity Logs

This audit will evaluate the effectiveness
of the system's tracking mechanisms. Records to be examined
include dissemination logs, record corrections logs, and physical

and terminal access logs. Besides inspection of logs, the
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audit team will:

- review logging procedures;

- interview personnel handling records or - .
processing records corrections; and

- observe each system's daily operations.

For purposes of the annual audit, all users of DCJS
criminal history records will be divided among three groups:
State agencies, large local agencies (in citics with populations
over 50,000) and small local agencies,(under 50,000). Within
each group agencies will be selected randomly so that 20% of all
State agencies and large local agencies.and 103 of all small
local agencies are aﬁdited annually. DCJS itgélf will be sub-
ject to random audits with respect to the foregoing subjects
on an average of once every three years conducted by another
section of the Executive Department, possibly the Comptroller's
office. Discussions will be held with the Governor's office

to assign definite responsibility for this latter function.

3. Sanctions
DCJS wili utilize the information developed through the annual
and systematic audit§ to evaluate adherence to both Federal
and DCJS Regulations.—”%heﬁ an agency is fouﬁ; to be in error,
DCJS and/or OCA will immediately provide technical aSsistance
and guidance in an effort to correct inappropriate procedures.
~As indicated in both the Use and Dissemination and Non—Dislesure

agreements, DCJS reserves the right to suspend the services of

the IIS system to any user agency, whether federally funded or

A s o
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not, which violates any Federal or State law oTr regulation

respecting the processing of criminal history records.

Through the Governor's office, DCJS will seek
State legislation providing penalties against individuals
and criminal justice and non-criminal justice agencies for

violation of laws OT regulations pertaining to the use, storage,

callection, and dissemination qf_criminal history record

information.

. . ‘
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TIMETABLE FOR IMPLEMENTATION OF STATE PLAN

: Responsible
1975 Task Agency
September 15 Final Intra-Agency Review of . DCJIS-IIS
DCJS Privacy Regulations
September 15 Issue instructions to all state DCJS
and local criminal history reposit-
ories explaining obligations
respecting inspection and
challenge of records
September 15 - Hearings on DCJS Prlvacy , ~ DCJs
, December 1 Regulations _ ‘
December 1 Designation of office to hear DCJS
challenge appeals :
December 1 All certifications due at DCJS - State & Local
. ‘ Agencies
December 16 All certification statements. - "
due at LEAA o -
December 16 Promulgation of procedures re- DCJS
specting appeals of challenge
decisions
December 16 Issue instructions to local agencies DCJS
chosen to facilitate inspections of
. DCJS records outside DCJS
December 16 Promulgate DCJS Privacy Regulations DCJS
with appropriate changes in section
on inspection and challenge _
December 16 All inspection and challenge pro- State & Local
: cedures to be operational at state Agencies
and local repositories in full con-
formance with Federal Regulations
December 16 Notice to mews media regarding = DCJS
inspection and challenge procedures
Decenber 31 Inclusion of release data from local DCJS-DOCS

correctional institutions




January 15

February .25

March 25

March 25
July 2

September 21

December 21

December 31

1977
March 21

July 30

December 31

Introduction of legislation

- regarding Disposition re-

porting :

Issue procedures to local criminal
histoxry repositories respecting
completeness and query before

" dissemination

Issuance of Instructional

. Manuals for DCJS employees

regarding security and processing
of criminal history record infor-
mation; issuance of state-wide

“training manual

- Implementation of state-wide pro-
~ bation registry file

Interim revision of JC 500 and

501 complete — - -

Cut-off services to all agencies

lacking adequate statutory authority

to access criminal history records

Issue instructions to users ex-~
plaining security requirements for
direct interface between local
agencies and IIS ’

Parole dispositions included in
data base consistent with 90 day
rule

Full implementation of remote
inquiries and query before dis-
seminationr procedures. =
Procedures for systematic and
annual audits implemented

Full implementation of 90 day re-

porting rule in courts and probation

- AL i b i i3

DCJS-0CA

DCJS

I1S

DCJS-DOCS
OCA

DCJS

DCJS

DCJS~-Parole

DCJS

IIS

DCJIS-OCA

raibida.
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STATE QOF NEW YORK

DIVISION OF CRIMINAL JUSTICE SERVICES

In accordance with the provisions of subdivision 13 of

-

Section 837 of the Executive Law, I,
Commissioner of the Division of Criminal Justice Services,

* do hereby promulgate the following regulation:

PROCESSING OF CRIMINAL HISTORY INFORMATION

IStatutory Authority: Executive Lawy- Sectien 837(13?}

————

ARTICLE I -~ GENERAIL PROVISIOXNS

Section 100: Purpose of Regulation .o

Section 105:.Definitions

ARTICLE II - DCJIS DATA BASE

Section 200: Data Collection and Retention

'Section 205: Criminal History Data

R Section 210: Wanted -amd Missing Persons Datiz

Section 230: Data Pertaining to Licensing or
Employment




ARTICLE III - ACCESS AND DISSEMINATION
Sectior 300: Primary Access Permitted

Section 305: Conditions of Access - Reliable
Identification

Section 307: Conditions of Access - Use and
. Dissemination Agreement

Section 308: Conditions of Access - Sister State Criminal
Justice Agency

Section 310: Data Furnishad by DCJS

Section 315: Restrictions on Use of Data by
Disseminees L e -

—r——

Section 320: Restrictions on Further Dissemination
of Data

Section 325: Sealed Records; Youthful Offender
Data

Section 330: Sealed Rercrds; Dismissals Pursuant
to CPL Section 170.56

Section 335: Suppression of Certain Arrest Data

ARTICLE IV - MISCELLANEZOUS PR0OVISIONS

Section 400: Return of FPingerprints and
Expungement of Records

Section 405: Dissemination of Data for Research
Purposes : -

Section 410: Individuval's Right to Review Own
Record; Right to Challenge

Section 420: Security and Privacy Advisory Committee




ARTICLE I

GENERAL PROVISIONS

Section lOd: Pﬁrgose of Regulation

This regulation establishes the methods and procedures for

the collection, exchange, storage, use and dissemination of

criminal history_ data identifiable to-specific persons, in
“ furtherance of the duty of the Division of Criminal Justice

Services to assure the privacy of such information pursuant

to section 837 of the Executive Law.

Section 105: Definitions

For the purpose of this regulation:

1. "DCJS" means the New York State Division of Criminal
Justice Services. : SRR

e

2. "Cormissioner"-means the Commissioner of DCJS.

3. "Criminal history data" means criminal record data

together with identification data.

4. "Criminal record data"-means
(a) Arrest data, including the date and place of
arrest, the date and place of the alleged crime,
the arresting officer or agency; and the nature
of the charge or charges by reference to the

particular statute or statutes defining the same;

T M
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(b)

()

Disposition data, including intermediate
dispositions if any, and the final dis-~
position of the charge or cﬁarges, ipcluding
post-judgment and appellate proceedings,

if any; and

—

Corrections and probation data, incliuding the
name of the correctiomal facility, the dates
of commitment and relesase, the date and term

of parole, and parole violation data, if any.

"Identification data™ means

(a)
(b)

" (c)

(d)
(e)
(£)
(9}

Name, including aliases, if any;
address at time of arres-—;
Date of birth;

Fipngerprints;

Photographs and palmprints, if any;

Physical description data; and

New York State identification (¥Y¥YSID) nuﬁber,
Federal Bureau of Investigation number, local

police department or case file numbers, or any

other unigue identifier.

s
Vee.. 1974
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6. "Criminal justice agency" means an agency of the
.State of New York or a political subdivision thereof which
is a qualified égency defined in subdivision 9 of Section 835
of the Bxecutive Law as: courts in the unified court system;
the Administrative Boaré of the Judicial Conference; probation
departments; shexiffs' cffices; district attorneys' offices;
the State Department of Correctional Services; the State
Division of Probaticn; the department of correction of any
municipality; and the police Zorces and departments having
responsibility for enforcement of the generél criminal laws
of the State. .

7. "Non-criminal justice agency" means a private agency or
a public agency of the Stats cof New York or a political sub-
division thereof which is not a criminal jnstice agency as
that term is defined in subdivision 6 of thié section.

8. 5Crimiﬁgl justice function" means, as'defined in

subdivision 10 of section 835 of the Executive Law: the

e --prevention, detection ané investigation of the commission of

.an offense; the appfehension of a person fdrlthe allegéd |

- commission of an offense; the d&&tention, release on recogni-
zance or bail of a person cha:géd with an offense prior to
disposition of the charge; the prbsecution and defense of a
person charged with an offense; the detention,.release on

recognizance or bail of a person convicted of an offense

Vo iy
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prior to sentencing; and the sentencing of offenders, probation,
incarceration, parole, and proceedings in a court subsequent
to a judgment of conviction relating thereto.

9. "Arrest warrant" means a process issued by a criminai
court within the State of XNew York di{g;}ing avpolice officer
*to arrest a defendant charged with a crime and designated in
an accusatory instrumsnt £iled with such court, and to bring
him before such court in connection with such instrument.

lO.‘"Bench warrant" means a process of a criminal court
within the State of.New York in which a criminal action is
pending wherein the deferndant is charged with a crime airecting 8
a police officer to take into custody a defendant in such
action who has previously been arraigned upon the accusatory .
instrument by which the action was commenced; and to bring

g

him before the court. _
11l. "Wanted person" means a person concerning whom

an arrest warrant or bench warrant has been issued for

execution.

| 12, “Missing person® meéns a person who is reported to

a police agency to be.absen f om his home or from such other

place or places at which he weuld normally be expected to be

present, provided that: (z) such person is under 18 years of

~age; or (b) such person, regardless of hls age, appears to

be involuntarily absent or is allegedly so mentally or

phy31cally ill as to be unable to care for himself.

T R - . . e s i it
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13. "Statute" meai3 a statute enacted by the Legislature
of the State of New York.

14. "Primary access" means access or the right tb access
by an agency or individual to data maintained by DCJS,

whether by electronic data processing or otherwise, but without

—

.-

the intervention of another and independent agency or individual..
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ARTICLE II.

DCJS DATA BASE

Section 200: Data Collection and Retention

DCS shall, as prescribed in this Article, collect or accept
only such data items concerning persons as are authorized by
statute. Exceptags otherwise provided in section 230(1l) (b) of
this Article, such data items shall be reéainad‘by DCJS only
pursuant to a statutory requirement to do so. 1In the‘absence

of such a requirement DCJS shall return all data items collected
or accepted by it to the forwarding agency promptly after they
have served their étatutory purpose, and such data items shall

not become part of the data maintained by DCJIS.

Section 205: Criminal History Data

l. . Collection or Accentance of C:iminalugigpggygpgta -
Crimiral history data shall be collected or accepted by DCJS only
from criminal justice agencies é;g.the Federal: Bureau of
Investigatioﬁ and only for the purpose of assisting such

agencies to perform a criminal justice function.

2. Retention of Criminal History Data - All criminal

history data collected or accepted puﬁsuant to subdivision 1
of this section shall be retained by DCJS, except that identi-
fication data received by DCJS pursuant to subdivision 2 of
section 160.10 of the Criminal Procedure Law shall, after
being processed in accordance with sections 160.20 through.
160.40 of the Criminal Procedure Law, be promptly returned-

to the forwarding police agency.

—
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Section 210: Wanted and Missing Persons Data

1. Collection or Acceptance of Wanted and Missing

Persons Data - For the purpose of locating wanted or missing

persons, DCJS shall accept only the following data and only
from criminal justice agencies and the Federal Burgau of'
Investigation:

(a) Wahggd persons data containing all of the following:
(i) the name and location of the issuing court; (ii) the namé of
the person sought to be arrested; (iii) the nature of the charge
or charges; (iv) the date and place of the crime or crimes charged;
(v} the date of the issuance of the warrant and the name of the
issuing judge; (vi) the name of the peclice agency to which the
warrant was delivered for executién; and (vii) the name of the
police officer to be notified if éhe.warrant is executed. In
addition to the foregecing, the following data may be supplied:
{viii) other identification data concerningbﬁhe wanted person;
and (ix) if such_be the-case, an indication of the willingness
of the requesﬁing agency to extradite the wanted person in the
event of his arrest pursuént to the éarrant.

(b) Missing persons data containing all of the followigg:
(1) thé name and address of the“missing person; (ii) descriptive .
data to aid in identification of the missing person; and (iii)
the name of the police agency to be notified concerning such

missing person.

2. Retention and Review of Wanted Persons Data ~ Wanted
persons data shall be retained by DCJS and periodically reviewed

and processed as follows:

-

I
I
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(a) All wanted persons data shall be reviewed by DCJS
six months after its original filigé with DCJS to determine
whether its continued retention is necessary. DCJS shall forward
+o each contributing agency a listing of the wanted persons
submitted by such contributing agency, indicating the date -
each such item was filed with DCJS. Each contributing agency
shall, within thi;ty (30) days thereaﬁEg;, take the following
action: (i) review the listing to determine which of the
warrants remain unexecuted and for which of them the agency
desires DCJS to retain wanted persons data; (ii) expunge the
data with respect to those persons for which they are no longer
required or desired; and (iii) notify DCJS of the decision or
action with rescect to each person on the list.

(b) All wanted persons data not expunged pursuant to-
paragraph (a) oZ this subdivision shall be ;etained‘for an
additicnal period of six months, at which time DCJS shall
forward a listing of t@g_wanted';;;sons retained pursuant to
paragraph (a) to each contributing agency. Each such agency
shall, within 30 days thereafter, take the following action:
(i) review the listing to determine which of the wérrants
remains unexecuted and for which of them the agency desires
DCJS to retain wanted persons data; (ii) suﬁmit to DCJS a
certification by the hegd of tha’contributing agency or his
designee with respect to those perscns concerning whom data is-
to be retained, that thg subject warranf confinues to be valid

process of the issuing court and remains unexecuted: (iii) submit

G )
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with respect to each wanted personmlistiﬁg to be retained, a
validation of the data concerning such person in such form

as DCJS shall prescribe for each such contributing agency; and
(iv) notify DCJIS of the decision with respect to each wanted
person on the list.

(c) DCJIS shall expunge all wanted peréons data with
respect to which it does not receive ;~é;£tification'and
valication, as prescribed in paragraph (b) of this subdivision.
Wanted persons data, proverly certified and validated in
accordance witb said paragraph (b), shall be processed by DCJS
as if it were newly submitted pursuant to subdivision 1 of
this sectien. |

3. Retention and Review of Missing Persons Data - Missing

persons data shall be retained by DCJS and periodically
reviewed and processed as follows:

(a) All missing persons data shall be reviewed by DCJS

— oy —

six months after its original filing with DCJS to determine
whether its continued retention is'necessary. DCJS shall forward
to each contributing agency a listing of the missing persons

filed by such contributing agency, indicating the date of

- sukmission. Each contributing agency shall, within thirty (30)

days thereafter take the following action: (i) review the listing
to cetermine which of tﬁe listed entries the agency desires DCJS
to retain; (ii).expunge the data with respect to those persons
for which they are nO-lénger required or desired; and (iii)
notify DCJS of the decision or action with respect to each

person on the list.

, Dec,lQ?Q‘
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{(p) All missing persons data not expungéd pursuant to

paragraph (a). of this subdivision shall be retained for an

‘additional period of six months, at which time DCJS shall forward

a listing of the missing persons retained pursuant to

paragraph (a) to each contributing agency. Each such agency
shall, within thirty (30) days thereagzg;, také the' following
action: (i) review the listing to determi&e which of the listed
entries the agency desires DCJS to retain; (ii) submit to DCJS
a certification by the head of the contributing agency or his
designee with respect to those persons concerning whom data is
to be retained that, on the date of certification, the subject
continues to be a missing person; (iii) submit, with respect.

to each missing person listing to be retained, a validation

©of the data concerning him in such form as DCJS shall prescribe

for each such contributing agency; and (iv) notify DCJS of the | -
decision with respect to each miEElng person on the list.

(c) DCIS shall.expunge all missing persons data with
respect to which it does not receive a certification and |
validaticn, as prescribed in paragraph (b) of this subdivision.
Missing persons data, properly certified and‘validated in .
accordance with said paragraph (b) , shall be processed by DCJS

as if it were newly submitted pursuant to subdivision 1 of

this section.
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Section 230: Data Pertaining to Licensing or'Emg;oyment

1. Retention of Data

(a) Except as otherwise provided in paragraph (b);
identification and other data with respect to an applicant for a
license or employment, submitted to DCJS pursuant to section 300
of this regulation, shall be retained by DCJS only if a statute
specifically so reguires or if such retention is necessarily
implied from an ;xpress statutecry dir;;;iﬁn that DCJS inform the
forwarding agency of subsequent criminal record data with respect
to such applicant; and

(b) identification and other data submitted to DCJIS
pursuant to sectioﬁ 300(1)(5)(ii) of this regulation may be
retained by DCJS with respect to an applicant for employment as a
police officer gr for the performance of such other criminal
justice functiqns gsuﬁheMComm%ssiqner{ upon the advice Qf{ghg 

Security and Privacy Advisory Committee, determines are so related - ..

to the welfare and safety of the people of this State that the

agency should be aware of the applicant's criminal record; provided,
however, that the retention of such data pursuant to this -

exception shall not continue beyond September 1, 1975,

2. Return of Data - Unless required or permitted ta be .
retained in accordarnce wit@ subégvision ; of this section, data
with respect to an applicant for a license or employment,
submitted to DCJS pursuént to section 300 of this regulation,

..shall, promptly after. the processing thereof, be returned by

DCJS to the forwarding agency.

m
iy

Dec. 1574




B ,G. 3 -

ARTICLE III

ACCESS AND DISSEMINATION

Section 300: Primary Access Permitted

DCJS may permit primary access to its data only to the following
agencies and individuals and only for the purposes specified

herein:

1. Criminad Justice Agency - When -the data requested

is for one of the following purposes:
(a) to perform a criminal justice function imposed
by statute; |
(b} to consider an application for a license br

employment and (i) a statute specifically requires DCJS to
process data from dr furnish data to such agency; or (ii) the
direction that DCJS furnish data to such agency for its use is’
necessarily impiied from a statute which provides that conviction
of a crime is or may constitute_g_disqualification from obtaining
such iicense_or:employmént; or (iii) in the caée of employment
only, although there is no statutory authority therefor, the
Commissioner, upon the advice of the Security and Privacy Advisory
Cormmittee, determines that the particular employment involves a
function which is so related to—the welfare and safety of the
pecéle of this State that the agency should be aware of the
applicant's criminal record; pro&ided, however, that the furnishing
of such data pursuént to this subparagfaph (iii) shall not continue,
beyond September 1, 1975; or ' ‘ -
(c) to cohduct research in accordance with the

provisions of section 405 of this regulation.

.Dee, 1974
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2. Publi¢c Non~-Criminal Justica Agency of the State of

New York - When the data requested is for one of the following
purposes: ‘
. (a) to consider an application for a license or
employment and either (i) a statute specifically requires‘DCJS
to process data from or furnish data %o -such agency; or (ii) the
direction that DCJS furnish data to such agency for its use is
necessarily implied from a statute which provides that
conviction of a crime is or may constitute a disqualification
from obtaining such license or employment;

(b) to conduct research in accordance with the
provisions of section 405 of this regulation;

(¢) . to perform any other function imposed by statute:

where said statute specifically regquires DCJS to process data

from or furnish data to such agency;
(d) to- conduct an investigation authorized by law, other

than an investigation for licensing or employment, when, although

- there is no statutory authority for DCJS to provide such data,

the Commissioner, upon the advice of the Security and Privacy
Advisory Committee, determines that such investigation is so
related to the performance of a criminal justice function that

the agency should receive the same data as would be available

.to a criminal justice agency conducting a criminal investigation;

- provided, however, that th: furnishing of such data pursuant to ' ,5 :

this subdivision shall not continue beyond Septembe: l, 1975.
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3. Public Non-Criminal Justice Agency of a Political

Subdivision of the Stats of New York - When the data requested
is for one of the foliowing purposes: -

(a) to consider an application for a license or
employment where a statute specifically requires DCJS to
process data from or furnish data to such agency:;

(b) to conduct research in accordance with

— -

section 405 of this regulation;

(c) to perform any other function imposed by
statute where said statute specifically requireé DCJE to

process data from or furnish data to such agency.

4. Federal Criminal Justice Agéncy - When the data

requested is for one of the following purposes:
'(a) to perform a criminal justice function and the -
Commissioner, upon the advice of the Security and Privacy

Advisory Committee, determines that such agency is performing

e
.

substantially the same.function as a criminal justice agency

<+ in the State of New York; or
‘E (b) - to conduct research in accordance with section 405"
3 ~of this regulation.-
e a 5. Sister State Criminal Justice Agency - When the daté *
ey ' :

requested is for one of the following purposes:

(a) to perform & criminal justice function; or

(b) to conduct research in accordance with section 405

,ﬁﬁzgjﬁj of this regulation.

Mﬁ“d~4 : 6. Private Agency - When the data reguested is for one

izzgiia of the following purposes:

(a) to conduct research in accordance with the

‘ " provisions of section 405 of this regulation; o?

B
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(b)) to éerform a criminai justice function, and'
the Commissioner, upon the advice of the Security and Privacy
Advisory Committee, determines that such function is'being
performed in a quasi-public capacity under the authority
of or contract with this State or a political subdivision

thereof.

- —

7. Individuals -~ When the data reguested is fcr one of

the following purposés:

(2a) to conduct research in accordance with the
provisions of section 405 of this regulation; or

{b) to re&iew data maintained by DCJIS which
pertains to said individual in accordance with the provisions.

of section 410 of this regulation.

Section 305: Conditions. of Access =~ Reliable Identification

i g

1. DCJS shall furnish data, as authorized pursuant to .

section 300 of this Article, only upon reliable identification

of the subject person, as hereinafter provided in this section.

2. Except as otherwise permitted in subdivision 3 of
this section, ali requests for data shall be accompanied by
the fingerprints of the subject person together with as many

cther items of identification data as are available to the:

requesting agency.




3. DCJS may furnish data'pursdant to subdivision'l of
this section, without the submission of fingerprints, as
follows:

(a) Except as otherwise provided in paragraph (b)
of this subdivision, when the data are required for the conduct
of an investigation authorized by law, other than an investi-
gation for licenézng or employment, upsgﬁéubmission of all
the following information: (i) as many items of identificatibn
data as are available; (ii) the name of the supervising
otficial of the reguesting agency making the request wﬁo. in
the instahce of a-police department or force, must be of the
rank of setgeant or higher; and (iii) the identifying number
assigned by the requesting agency to the case being investigated.
If the records of more than one person apoear to relate to

the items of identification data supplled DCJS snall request

“urther items.  If all the items™of identification data

5 ——

supplied match the records of more than one person, DCJIS shall
forward the data concerning the person to whom the identification
data reliably applies. | ‘

(b)' hhen the data are required only for the purpose

of determining whether a person is a wanted or missing persen,

upon submission of the identification data required in sub-

b‘paragraph (a) (i) of this subdivision and subject to the

requlrenents of rellable 1dent1f1catlon contained in

paragraph (a).

r__,_....,.fﬁ.,,’
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Section 307: Conditions of Access - Use and Dissemination

Agreement

1. Except as otherwise provided in subdivision 2 of
this section, data shall be furnished by DCJS, as authorized
- pursuant to Section 300 of this Article, only when a Use

and Dissemination Agreement has been entered into between

- —

DCJS and the réquesting'agency and such Agieement remains

in full force and effect. Such Use and Dissemination Agreement
shalljcontain the terms and conditions governing the collection,
exchange, storage, use and dissemination_of data between and
among DCJS and disseminees of such data, consistent with the
provisions oI this regulation. |

2. ! .ta may be furnished by DCJS withont the execution

(8]
th

~a Use and Dissemination Agreement, as follows:

(a) to a person who reguests an opportunify'fsr
review data mainﬁaineg_gy DCJS pertaining to such person iﬁ
accordance with the provisions of section 410 of this reguiation;

(b) when only wanted or missing persons data is
requested; |

(c) ﬁhen the data is requested to.conduct research

in accordance with the provisions of section 405 of this

regulation. -

 Dee. 1974
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Section 308: Conditions of Access - Sister State Criminal

Justice Agency

In adlition to the requirements of sections 305 and 307 of
this Article, DCJS shall furnish data to a criminal justice
agency of a sistdr state, pursuant to'Ethivisipn 5 of
section 300 pf this Article, only where the request for.
data is made through that state agency which maintains a
control terminal with the National Crime Information Center.
In response to such a regquest, DCJS shall forward the data
to such state agency for transﬁzttal to the cfiminal

justice agency for which the request was made.

.

—"
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Section 310: Data Furnished by DCJS

DCJS shall furnish only the following data to recipients authorized

pursuant to section 300 of this Article:

1. Criminal Justice Function - DCJS shall furnish the

reguesting agency_all criminal historymgéta;concerning the
subject person, except (a) data that has Séen sealed in
accordance with statutory rsquirements; and (b) certain‘arrest
data lacking dispositions, as prescribed in section 335 of this
ticle., When, however, the reguest is for the purpose of
conducting an investigation authorized by law, except an
investigation for licensing or employment, DCJS may furnish
criminal record data in an abbreviated form, as follows: when
the criminal record~datafcontains.mcxehthéq five gepar;?e
events, only five need be reported in detail; the balance may

be referred to éy the type of crime charged. In all instances,

however, the most recent event shall be reported in detail.

2. Wanted and Missing Persons - DCJS shall furnish

the data received by DCJS pursuant to subdivision 1 of

section 210 of this regulationt—

=
ﬂq‘
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3. Licensing or Employment ~ DCJS shall furnish only

-

such criminal history data as the Commissioner, upon the

advice of the Security and Privacy Advisory Committee,
determines the reguesting agency needs in order to evaluate
the applicapt's eligibility for the license or employment,
in accordance with the statutory standards prescribed

therefor.

— e
- -

4. Research = DCJS shall furnish only such data as the
Commissioner determines is essential to achieve a lawful and
valuable criminal justice objeactive, in accordance with the

provisions of section 405 of this regulation.

5. Review of Own Record - DCJS shall furnish data in

accordance with the provisions of section 410 of this

regulation.

-

Section 315: Restrictions on Use of Data by Disseminees

1. ProcesSing of ' Data - The processing of data received

from DCJS in accordance with this Article shall be subject

...to all the following restrictions: - : ' o -

(2) Such data may be used and viewed only by those

persons whose work relates directly to the purpose for which R

the data was furnished;

(b) Criminal history data shall not be transmitted

by radio; and

AT ) :“
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(c) When data is furnished, pursuant to subdivision 3(a)
of section 305 of this Article, for the purpose of investigation
of a crime, such data shall be made available to the
investigating officer only.within a facility of the reéuesting
agency and under the control of a supervising official thereof.

2. Retention of Data - Subject to the conditions

coptained in subdivision 3 of this section, data received

“from DCJS may be retained only for such period as serves the
specific purpose for which they were required. 1In the

instance of data received by a criminal justice agency pﬁrsuant
to Article 160 of the Criminal Procedure Law, such period

may be aeeméd to extend indefinitely if, within 30 days

after final diéposition.of the charge or charges, such

‘ diSpositiQn is appropriately entered in the'retained records.

e e ' 3. Storage of Data ' , SR | e

‘ | (a) Data receivea from DCJS in accordance with ﬁhié‘

| Article shall be stoféﬁ"only,in secure facilities and access
to such data shall be limited in thé manner piescribed in

. _subdivision 1 of this section. | f |

(b)Y Data received from DCJS for the purpose of

conducting an investigation autHorized by law shall be stored in

such manner as permits the retrieval therecf by manual means only. i
{e¢) Data received from DCJS by a criminal justice agency

pursuant to Article 160 of the CrimiﬁalyP:ocedure Law, if retained

indefinitely as authorized in subdivision 2 of this section, -~ = = - |

Vi

shall be stored in secure-facilities .in .such manner as permits

| Dee 1974 |
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Section 320: Restrictions on Further Dissemination of Data

1. Further Dissemination Permitted

(a) Except as otherwise provided in paragraph (b) or
(¢) of this subdivision, daté received from DCJS in accordance
with this Article may not ke further disseminated, except
upon all of the following conditions: |
(1) that the data was received by primary access
to DCJS; and
(ii) that the data may be further disseminated
only by a criminal justice agency to another criminal justice
agency; and
(iii) - that-the purpose-of such further dissemination
is the performance of a criminal 'ju‘s,tic_e_ function imposed by _.
statute.
(b) Notwithstanding tﬂgﬂbrovisions in paragraph (a)
of this subaiVision, a c¢riminal gourt, pursuant to section 20.14
.of the Rules of the Administrative Board of the Judicial

Conference, may disseminate criminal history data to a. -

defendant's counsel or to a defendant.
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(c) Paragraph (a) shall not apply to data furnished
by DCJS if the data originated with the disseminsting agency:;
nor shall paragraph (a) bg construed to prohibi’. or restrict
the exchange of information between law enforcement officers
and agencies of this State and those of other states or of

&

‘the United States, as provided in section 621 of the

—

Correction Law.

2. Conditions for Further Dissemination - An agency

permitted to further disseminate data pursuant to subdivision

1 of this section, may ¢o so only upon the following

conditions:

(a)  When the dissemination is pursuant to the

provisions of paragraph (a) -of subdivision 1 of th%s section, =

Ehat>£ﬁem;ééondéry disseminee has executed a Use and
Disseminatioh Agreement in accordance with section 307 of
this Article; ) T
(b) When the disseminaﬁidnbis pursﬁant to the

provisions of paragraph (c) of subdivision 1 of this section,.
that it will receive written assurances from the agency |

to which it disseminates daﬁa that such recipient agehcy'is
familiar with the provisions of this régulation"and agrees

to abide therewith;

{
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(¢) That it will make and retain a record of such

dissemination. Such record shall include the date of

. dissemination, the name and address of the disseminee, a

description of the data disseminated, and the purpose for

which the data was requested. Dissemination records shall be

filed and kept in such manner as to make them réadiiy
available for imspection at all times~5§‘DCJs;

(d) That it will disseminate only such data as is

described in subdivision 1 of section 310 of this regﬁlation,

and only on the same conditions of access as DCJS would appl
pursuant to section 305(3) of this regulation;

(e) That such data will be transmitted only by
non~electronic means which, however, shall not prohibit oral
transmission by telephone; and

'(f) That when, pursuant to the requirements of
Article 530 of the Criminal Procedure Law, data previously
furnished by DCJS in the form known as a "Summary Criminal
History" is submitted to a criminal court, the agency which.
does so shall place the_applicable éautionary statement on
the face of said "Sﬁmmary Criminal History," as follows:

‘jij If said "Summary Criminal History" was
previpously obtained without submission. of the subject's
fingerprints, the statement shall read:

"This Summary Criminal History was not furnished

pursuant to finéérprint identification. It ﬁay,

therefore, relate to a person other than the

O i

Y

-~



" Page 25

defendant in whose case it is being submitted to
the court. It may also lack current data received
by the Division of Criminal Justice Services since
its issuance.”

(ii) I£ séid "Summary Criminal History" was
previously obtained pursuant to a fingerprint submission, the
statément shal% read: -

_"This Summary Criminél History may lack current

data received by the Division of Criminal Justice ¢

Services since its issuance."

Section 325: Sealed Records: Youthful Offender Datd

In“accorQanqe with the requirements of sectibn'720.35 of the
»Criminal Procedure Law} criminal history data relating to
ﬁhe adjudication of a person as a youthful offender shall not
‘be disseminated b§ Dcdé; e#cept as follows:

1. Where dissemination thereof is specifically.duly
authorized by order ofzg.court of competent jurisdiction;

2.  Where disaeminaticn thereof is specifically fequired
or permitted by sﬁaﬁute;

3. To an institution to which the subject person has
been committed, provided that suéh institution is} or is a
component_part of, a criminal justice agency:; or

4. To aiprdbation éepa;tment of this State that requires
such data'for-the purposé of carrying out duties specifica;ly

authorized by statute.
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. Saiion 330: Sealed Records; Dismissals Pursuant to

CPL Section 170.56

Upn receipt of a sealing order duly issued by a court
pursuant to subdivision 3 of section 170.56 of the Criminal
Procedure Law, criminal history data maintained by DCJS relating
to the arrest, prosecution and disposition of the\charge
conceining the subject person shall be sealed by DCIS and
shall not be disseminated to any person or public or private
agenéy, except. upon the order of a court of‘competent juris=-
diction. In the event of the issuance of such an unsealing
order, the d@ta disseminated by DCJS puréuant thereto shall
be used only for the purpcose of determining whether, in sub-
. sequent proceediﬁgs, the subject person qualifies,‘under
 section 170.56 of the Criminal Procedure Law, for a dismissal

or adjournment in contemplation of dismissal of the accusatory

instrument. - o7

é

Section 335:; Supvression of Certain Arrest Data .

1. Reguests by Criminzl Justice Agencies - Commencing two -

years after the date on which these regulations shall aave
become effective, DCJIS, in responsg to requests from criminal
justice agencies and~thg Federal Bureau of Investigation for
criminal his;ory data, shall~disseminate artest data concerning

an arrest of the subject person only as follows:
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(a) Where its records contain the dispositioh of the charges-
resulting from said arrest; or |

(b) Where the recorxds of DCJS do not contain the disposition:
(1) only if the arrest occurred not more than two yéars preceding
the date of the request for information concerning it; or (ii)
notwithstanding the fact that the arrest occurred more than -

two years preceding the date of the request, DCJS has information

‘  indicating that the action is still pending.

2. Reguests by Non-Criminal Justice Agencies

(2) Except as otherwise provided in paragraph (b) .
of this subdivision, comrmencing ninety days after the date on
which these reéulations sall have become effective, DCJS, in
response to reguests from non-criminal justice agéncies for
criminal history data, shall disseminate data concerning an
arrest of the sgbject person cnly—as follows: (i) where its
records contain.thekdizgosition of the chargesbresulting from
said érrest, or (ii) where the records of DCJS do not contain
the disposition, (A) only if the arrest occurred not more than
two years preceding‘the cate of thé‘request for information
concerning it; or (B) notwithsighding ﬁhe fact that the
arrest occurred more than two years preceding the date of the
request,»DCJthas.information.ihdicating that the aqtion is

still pending.
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(b) Where the Commissioner, upon advice of the
Security and Privacy Advisory Committee, determines that a
non-criminal justice agency's request for arrest data is so
related to the welfare and safety of the people of this.
State that it sg?uld have the same arrest data as would be
available to a criminal justice agency, such requests shall
be processed in accordance with subdivision 1 of this

section.
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ARTICLE IV~

MISCELLANIOUS PROVISIONS

Section 400: Return of Fincerprints and Expungement of Records

1. When Returnable - Except as otherwise provided in

subdivision 2 of this section, a person shall be entitled to
the return from DCJS of his Zingerprints, photographs and
palmpfints mainzained by DCJS, taken in conjunction with the
filing in a criminal court of this State of an accusatory
instrument charging him with a criminal offense, when:’
(a) He has besn acguitted of the_charge or charges}
(b) The charge or charges have-been dismissed; or
(c) He was convicted solely of an offense which,
if he had beenforiginally charged therewith, would not have
required the taking of his iingeiprints<pu;suant to

section 160.10 of the Crimirzl Procedure Law; or

s '

(d) No. accusatory instrument was actually filed

following the taking of his fingerprints.

2. Exceptions to Return - Notwithstanding the provisions

of subdivision 1 of this section, DCJS shall not return
fingerpfints, photograpns aad'p§}mprints when:

(a) The subject person was previously convicted in
this State of a crime or of the violation of loitering as
defineéd in subdivision 3‘of section 240.35 of the Penal Law
or was previously convicted oI an offense in any othe; juris-
diction which wouid constitute a crime if committed in this

N

State:; or

or
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(b} There is currently pending against the subject
person another criminal action in a court of this State; or

(c) The charge or charges against the subject person
fesulted in a conviction which was replaced by a youthful
offender finding; or

(d) The charge or charges against the subject person
resulted in the dismissal of the accusatory instrument
'pursuant to section 170.56 of the Criminal Procedure Law or

section 81.25 of the Mental Eygiene Law.

3. Procedure for Return - A person may obtain the

return of his fingerprints, photographs and palmprints pursuant
to subdivision 1 of this section upon application therefor to

the Commissioner and submission of such supporting
evidence of his entitlement thereto as the Commissioner may

require.

e

4. Time of~Return - DCJS shall return fingerprints,

photographs and palmprints as promptly after application:
therefor as practicable. When the ground for return ié the
dismissal of the acéusatory instrument and thé order of
dismissal is appealable by the Péople, no return shall be
made until the ultimate affirmance of said order or the
expiration‘of the time to appeal such order, whichever shall

first occur.

ReREYPTIRRATRETS
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5. FE.B.I. Copy of Fingerprints - Upon the return of

fingerprints pursuant to this section DCJS shall, if a copy
of such fingerprints was forwarded to the Federal Bureau
of Investigation, reguest said Bureau to return the finger-

-

prints.

6. Expungement of DCJS Records

(a) Except as provided in paragréph (b) of this‘
subdivision, upon returning fingerprints, photographs and
palmprints pursuant to this section, DCJS shall promptly
expunge from its records allmeriminal~;;étorytdata pertaining

to the subject person.

(b) When the ground for return is an order dismissing
the accﬁsatory instrument and such order has been appealeduby
the Pecple, DCJS shall seal the criminal history data peztéﬁning

to the subject person pending such appeal. If the order

~appealed from is affirmed and DCJS returns the fingerprints,

photographs and palmprints, all criminal history data pertaining
to the subject person shall be promptly expunged from the
records of DCJS. If tHe order appealed from‘is,reverséd,

DCJS shall unseal the reccrd.
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Section 405: Dissemination of Data for Research Purposes

1. Access Permitted - DCJS may furnish, for research
purposes, data which identifies or may identify a person only

when the Commissioner, upon advice of the Security and Privacy

Advisory Committee, determines that: (a) such data” are essential

to achieve a lawful and valuable criminal justice objective; (b)

the applicant has the background and resources to suffessfully

accomplish the proposed research; and (c) DCJS possesses the

" available time, personnel and fiscal resocurces necessary to

furnish such data.

2. Condition of Access-- DCJS may furnish such data

only upon the submission of such identification data or other
information as the Commissioner may require. . |

3. DNon-Disclosure Agreement - Data may be furnished by

DCJS pursuant to this section only upon the eiécution‘by

the applicant of a Reséa:ch Use and'Non—Disclosure'Agreement,
as prescribed by the Commissioner. Where thé appiicant

is a public or private agerncy, suéh agreement shall

be signed by the chief executive officer thereof.

4. Data Furnished - DCJS shall furnish only such .data,
other than data which has been sealed in accordance with
statutory requirements, as the Comtissioner determines are

essential to achieve the purposes cf the proposed research.
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5. Restrictions on Use of Data - Data received from

DCJS pursuant to this section, shall be subject to all the

provisions of Sections 315 and 320 of this regulation.

Section 410:  Indivicdual's Richt to Review Own Record; Richt = -

-

£0 Challenge

i. A person, upon satisfactorily identifying himself,
may review all the data maintained by DCJS pertaining to such
person, and may challenge the completeness or dccuracy of
such data.

2. Review pursuant to subdivisigg 1 of this section
shall take place at & DCJS fzrility except th;t, for good

.
cause, the Commissioner =ay cermit such review at a
place other than a DCJS Zacility.

3. The data may be reviewed only by the §ﬁbject'in
person except that, for cgccdé cause, the Commissioner
may permit‘such review by the subject person's attorney,
duly authorized in writing, withoﬁt requiring the presence
of the subject person.

4., For the purpcse of review or challenge, the~subject
person or, when permittgd pursuant to subdivision 3 of this
section, such person's a:ttornev, shall be entitled, upon

request, to a copy of the record containing such data.

]
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5. When a person or, wﬁere permitted pursuant to
subdivision 3 of this section, a persdn's attorney challenges
the completeness or accuracy of data pertaining to such
person, he shall indicate the precise nature qf the alleged
omission or error and shall submit any documentation he
possesses or which he may be required by DCJS *o submit, in
support of his challenge. —_

6.k DCJS shall promptly investigate challenges made
pursuant to subdivison 5 of tﬂis section and shall decide
such challenge within five working days after receipt of
documentation in support of the challenge. If found to be
substantiated, DCJS shall irsediately make thé appropriate
corrections in its records. Upon making such cprrections
or, upon determining after,in%estigation that a challenge is
unsubstantiated, as the case may be; DCJS shall notify the
subject pé;son accordingly. When ceorrections in its fiies aré
made, DCJS shall immediately notify every disseminee of the
subject;data, known to it, of said corrections and shall
require such disseminees to conform their records to the
corrected datea. |

7. A person whose»recoras have been coxrrected puréuaht
to subdivision 6 shall be entitled to ascertain from DCJS

the names of those agencies known to it to whom the erroneous

regcords had previously been disseminated.
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Section 420: Security and Privacy Advisory Committee

1. Function of Committee - The Security and Privacy

-

Advisory Committee, appointed by the Commissioner pursuant to
the authority contained in subdivision 4 of section 836 of

the Executive Law, shall consult with and advise the
Commissioner on those mattersnfelating to the use, dissemination
and otﬁer particulars concerning data and records maintained

by DCJS as are required by this regulation; In addition,

the Commissioner may solicit or the Committee may offer

advice on other matters contained in this regulation which

— .

are not expressly predicated-en the advice of said Committee.

2. Determinations by Commissioner - A determination

by the Commissioner upon the advice of the Security and Privacy

Committee shall be binding, notwithstanding that it is at

‘variance with such Committee's advice.
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USE & DISSEMINATION AGREEMENT
between
the NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES

and

Pursuant to Sec. 837(6) of the Executive Law, the
New York State Division of Criminal Justice Services (hérein—

after DCJIS) and o o © , a criminal

justice agency of New York State or a political subdivision

thereof, (hereinafter the "User Agency") hereby agree to ex-

change data pertaining to the administration of criminal

" justice, including such criminal history information, wanted

persons information and -missing persons information as may
be contained in the files of the User Agency, DCJS or the National
Crime Information Center (hereinafter NCIC), on the fdllowing

terms and conditions:

1. Duties of DCJS:

Upon receipt of ingquiries for information from
the User Agency which contain all data elements~required by
DCJS Administrative Regulations, DCJS will promptly search
its files and return, in as expeditious manner as possible
consistent with delivery systems available to it, such criminal

history record information, wanted persons information or missing

persons information as may be contained in its files.

-
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2. Duties of the User Agency;

The User Agency agrees to collect, receive, store,

use and exchange all information covered by the terms of this

agreement in strict compliance with all present and future
Federal and State laws and regulations. In particular, the
User Agency will familiarize its personnel with and fully adhere
to Sec. 524(b) of the Crime Control Act of 1973 (42 USC 3771(b))
and regulations issued pursuant thereto, regulaticns issued by
DCJIS entitled Processing of Criminal Historf Information and
the State Plan submitted pursuant to 42 USC 3771(b). Federal
and DCJS regulations referred to above‘éfgvattaghed hereto
and incorporated herein by reference. )

3. Audits:

The User Agency hereby agrees to make its records
available to DCJS for the purpose of conducting periodic audits
of the User's compliance with all laws and regulations regarding
the processing of information furnished to the Usexr Agency
under the terms of £his agreement. The User Agency agrees
to keep such records as DCJS may from time to time direct to
facilitate such audits. At a minimum the User Agency shall record
all disseminations of criminal history records received from
DCJS on a log showing the date of the dissemination, the purpose,
the authority and the name of the regquesting agency.

4. Executory Clause: ,

It is understood by and between the parties hereto:

that DCJS is obligated to provide the services described in paragraph

-
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1l above to the User Agency only to the extent that public funds
are made available to DCJS for that purpose. DCJS shall incur

no liability on account of the undertakings described in paragraph
1 above beyond the money made available to it for such purposes.

5. Suspension of Service, Cancellation, Fires:

DCJS may immediately suspend furnishing all or
pdrf of the information covered by the terms of this agreement
to the User Agency for violétioﬁ"of any Federal law or regulation
or any New York Staﬁe law or administrative regulation. The
User hereby agrees that kaowing violation of Sec. 42 USC 3771 (b)
and regulations issued pursuant thereté by the User or its
employees will subject the User to fineé‘bf up €o $10,000 and
may -result in suspension of all federal funds. DCJS shall
resume furnishing an&’informatidh’authbrized‘hereunder’when it -
ié satisfied that all violations have been eliminated. Either
DCJS or the User Agency may, on 30 days written notice, terminate

this agreement for any reason.

6. Indemnification of DCJS:

The User Agency agrees to indemify and save harmless
DCJS, its'officers and employees, from and against any and éll
claims, demands, aétions, suits and proceedings brought by
others.arising out of the terms of this agreemgnt or founded
upon the negligence or other toxtious conduct of the User Agency
including but not limitéd to, any liability for loss or damages

by reason of any claim of false imprisonment or false arrest.




7. Effective Date:

This agreement shall become effective when signed
by the Commissioner of DCJS or his designee and the official

having legal authority to bind the User Agency.

Division of Criminal Justice Services

bys

Usexr Agency

by:

GaerpTIE | PRy
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DIVISION OF CRIMINAL JUSTICE SERVICES

Non-Disclosure Agreement

- WHEREAS, | _ (hereinafter "Researcher“)

has reguested permission from the NYS Division of Criminal Justice
Services (hereinafter DCJS) to analyze certain criminal history
data maintained by DCJS in connection with a project defined - in a
letter to DCJIS dated ; and

WHEREAS, the Commissioner of DCJS ox his authorized designee
has approved said request by a letter to Researcher dated

-
’

NOW, THEREFORE, in consideration of DCJS' furnishing such infor-
mation to Researcher, the parties agree as follows: .

1. The following itmes of information shall be supplied by
DCJS to Researxcher, to the extent that such items are contained
1n the files of DCJS'

2. Researcher acknowledges the confidential nature of the
criminal history data to be supplied to it and agrees to not
disclose any such data in a form which is identifiable to an.
individual to anyone not immediately concerned with the research
project pursuant to which such data is furnished. '

3. In order to conceal the identity of persons whose
criminal histQ¥y records are supplled to Researcher, Researcher
agrees:

(a) to use the information furnished under this
agreement only for the purpose described in
2 letter from Researcher to DCIS dated

!

(b) to, so far as possible, replace the name and
address of any record subject with an alpha—
numerlc o¥ other approprlate cade;

(c) to restrict access to all data supplied to
DCJS to those employees whose responsibili-
ties cannot be accomplished without such
access;



(d) to store all data received from DCJS in secure,
locked containers;

(e) to refrain from copying any data furnished by
DCIS and to retaln such data only so long as may be necessary
to effectuate the purposes of the project referred to in
a letter from Researcher to DCJS dated : ;5 and

(f) to permit DCJS to monitor, audit and review the
~activities and policies of Regearcher in implementing this
agreement in order to assure compliance therewith.

4., Researcher agrees to insert in the preface to any

- report of the study conducted pursuant to this agreement, whether
published or unpublished, a statement of the nature of the
data furnished to Researcher by DCJS, the form in which such

data was furnished to it and a disclaimer of DCJS' responsibility
for the methods of statistical analysis as well as the con-
clusions derived therefrom contained in such-report.

5. Researcher will hold DCJS harmless from .any
damages or other liability which might be assessed against DCJS
as a result of disclosure by Researcher of any informaticn =~ -
received from DCJS pursuant to the terms of this agreement
and the letter referred to in paragraph 3 above.

6. Researcher will pay to DCJS the sum of $4.64 for
each search for a criminal history which DCJS performs at
Researcher's request. Payment shall be made once every
three months beginning at the time when Researcher first
requests DCJS to search its records.

7. In the event that Researcher fails to comply with
the terms of this agreement, DCJS may cease to supply criminal
histories to Researcher and may demand the return of all
criminal histories previously furnished to Researcher and take
such other actions as it deems appropriate.




2 Page 3

In witness whereof the parties H;ve signed their names hereto
this

. 1975. '

/
State of New York -
Pivision of Criminal Justice

"Services

.

-
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APPENDIX D

APPLICABILITY and IMPACT CHART
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4 APPLICABILITY AND IMPACT OF REGULATIONS

"‘ Possible Combinations of Criteria
A®LITABILITY ~ -
CRITERIA: 1{2 {34516 17 )8]89]|10]|11]12 (13
.Received ) .
LEAA Funds -]l -]=-]=-1-]—-4§{—-1 X X} X| X| X|X
Collects/Maintains ' ‘
CHRI -1 X[ X |- {X}|X|—-]—-—|X}| -} X]X|X
‘Disseminates . .
CHRI - - =X == XX =]=1X]-]X1{Xx
CHRI ‘
Recipient -l - - X X} XXX} -} XX} —-1X
e T e et W.—/

Totally . Required to ,

Unaffected ‘Comply Only As

By Regula- Specified in Y Yiy

tions CHRI Use Agree- |.

: ‘ ments
@ r:170NAL PROCEDURES REQUIRED:
Required to submit certification X X| X} X X
Completeness, (Disposition Reporting) X X
Query before dissemination X1 X X
Accuracy--quality control and audit X X X X
Prepare procedures/agreements limiting

dissemination X X1 X

Maintain d}sseminatiqn logs X X1 X
Technical provisions limiting access X X x| x| X
Dedicated hardware ' X1 Xt X} X} X
Control of computer operations X X X] X} X
Physical security/protection X1 X} X} X} X
Individual right of access - X X| X| X

S dr——————
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§ 168.6 ‘ - f "L o EBxECUTVE )

tielr perviees, but shall reeeive antual and neecsary travellng and other expenyes, .. .
to be pald after nudlt as other current expenditures of the institutlons, } /\ . -

Historicnl Noto
o . ‘ Sec. filed Deec. 11, 1074 eff. Dec. 11, 1074, :
{ . . : . )
- . L
168 & Reporting to counsel’s office. (a) - All incidents which .could give xise to . -

“':':‘..'-‘_‘,',tn-.-' "3 o+ clatims ngainst the State shall be reported In writing to the deputy director of re-
habliitation services and to the oflice of general counsel within 43 hours. Incldents .
- o ‘ to be reported shitll Include hut not be limited to the following: damnage to property r B R
‘_ ‘ ;,,j,, . by studants, death of any sturdent in program, commission of eriminnl acts by staft e T . ‘
¥ oo or studants, use of physical force by staff end injury of staff in line of duty. S
f, - { (b) - General couusel shall review the incident reports and supporting material . o
) ! to determine those incidents which have a substantial likelihood of giving rise to a ' Tl
o s 1 clalm or procecding sgainst the State. He shall then give notice of these claims to . . .
= — % . --the Attorney Gencral-ss.required pursuant to settion 72 of the Public Oflicers Law, )
2l Lt ) . e ' . . . R <A RN
.I.:'\ -;«;i,,:_s{ L . Nistorical Note : Ce e - E:’E"}—" J;,'}:.n,.’;{,
) o - o "Sec. flled Dec. 33, 1974 eff, Dee. 13, 10T | ¢ o e
L e b teBT Con'ﬁdcnﬁality of Nivision for Youth records. (2) Records or files.of ~ ) RN
& ¢hlidren who are or have been under the care or supervision of the Division for L e
;-'-' e ¥outh may not be disclosed in whole or part to any person, agency or institution, o
A . other than the Division for Youth and New Yorh State famxly courts thh the fol-
g;f";.,_ ' lowing exceptions: . . _
qatose 4 (1) Records or pertirient parts thereof.’ must be- disclosed pursuant to Su- - )
- ..5-;..-', :.;_; ""';: preme Court order as authorized by §ocxal Services Law, article 6, section 372, /—\
& 4_3,;; _f_Ai:_:;?g:/?i (2) Educational records may be disclosed to the extent that when & child is .,,'4-;',,'4’
Foemhy T v .iattending or has.attended a school located.on the premises of a Division for )
TIFEFEITSRY) . Youth facility: | . T
:‘;_’_ : '- (1) Al school records may be vxsually d:splayed to a child’s parent. in - - F
‘n . - person only.

7 (i) The child's name, a list of subjects studied, grades received, record of
attendance, last grade level achieved, previous school attended, and stand-
ardized test scores only may be forwarded to the principal or.guidance coun-
sellor of & schnol to which a child may be sent or desired to attend, . ’ v el o or @ et mne e <

g
Y

sl e

{3) DMedical records may be disclosed to a physician at the written request : ¥yt N
of the physician and with the written approval of the child’'s parent or guardian;
however, if the child is over the age of 15 years at the time of the request, onty
his or her approval shall be ne=cessary, in addition to the physician's request.

(4) Records, or summarles of records, may be disclosed to the probation
department of a Family' Court of the State of New York, on request for use in
accord thh Family Court Act, article 1, section 166, article %, sechons T46(DY,
783. N

(5) ‘'The division'is prohibited from making records available to a county pro-
bation department, pursuunt to secuion di2.8 of the Sociul Services Laws

. (6) Irformation concerning a child's date of adn\isslon, release, revocntion
of release, and discharge only may be forwarded to the director of a8 New Yorlk
Social Welfare district or State or Federal avency on request, when such informa-
tion {s necessary to enable said district or agy¢ney to determine that the child is
under its jurisidiction thereby c.nablmg it to provids for a child’s welfuve and tha
necessities of life,

(7)) Records pertalning to the vital nmb.mcs of childron may be disclosed to

126,64 EX 12-31-74 . . ‘- ) . |
. . ‘
- s ,
R T ~ ; ) R . . H }
s .:{’ﬁ‘* '_\.:;‘:."i;'_ . . . . . .
z’. W !h-\ Wr—*m*q* —t'w*r"*\fr\v"{“ T sl -v“‘"r‘ Wﬂ."\""l-’""‘"‘“ "'U"' }""‘T""\""’-“F'_
-
l%n.’-%?t&."wm.. TNy " . - ST —rs
e . ..
. > h -~
oy . . * .
~r N . ‘.-. . .
- . -
» ,. . . v . . »
v . . - o




.
[“‘ '
5 .
.
'L N * E—
.
.
.

e
»
<
.

—y

. ad
.

——

. . .
St Lt
. A LR AN
--f:?,{\; Y
ii
B B
tA .
[~ o H
7
EoT. §

o~
.

\‘;‘
U

"2

st ve

LN

‘

VA
"~ 3 »
-‘ .. . N l ‘
I e i
iy ]
U RS ST P Sanbagt

., -.-: ~ 1

R TN P
> 1la] o,
. .

.

P
-\
.

2 remewe o

ol R 70ty
SACORERI A
. L.

g,

e
c"r-:;l

?

PR A

‘L

e

L 2T

“BUBTIILE B YOUTH

§ 168.7

Inw enforcement authorilles when o chilit Is nbuent froin an Institulion vithuot
proper authorization or hag vielided a condilion of release.

€8) Rcceords miay be mide availible o nuthorized child caring agencles,
«1thin and without the State, which have pctual cu'.tody of the youth aud ruqnm.g
gpealfic Infornidition in writing«Jor the purpase of develojiing a ‘program to meet
his nceds. ‘llowever, when the rergaest s made by an out- of-Sthate child curing

_ agency the division shall reffuest writlen conflinnation, from the juvenilo compitct

administrator for the State in which the refquesting agency is located, that the

sgency is authorized to provide child eare within that State and 13 in good stand- -

ing. No record shall be made available until such information is recelved by tho

division in writing.

(9) Diviglon records shall be made available to the At.tgmcy Gnncml_or his

desiomeoe in furtherance of the dutles of that oftice. ~

€10) Records.pertaining to youths referred to the division a3 a condition of
probation or pursuant to a continuance authorized by section b02 of the Exccu~
tive Law shall be made available to the referring court or Its probation depart-
ment upon written request during the period of referral

(b) When requests for records or other information concerning a chlld is re-.
ceived by any agent, of the Division for Youth, and when such information iy not
Included in the exceptions-listed in paragraph (1) through (10) of subdivision (2)
of this section, the correct response shall be, “We are not authiorized by law to dis-
close whether or not any individual was ever under our jurisdiction.”

{c) No part of this section shall be construed to prohibit the free exchange of

information within the Division for Youth, or between the division and New Tork
¥Family Courts, when the best interest and treatment of the child is af issue, nor shall
AP} it serve to prohibit a bona fide study of information, with the approval of the execu-
“ra? - tive deputy director and the deputy director for research of the Divislon for Youth
i and when guided by the superintendent or director of the institution, agency, or
e . facility at which the study is being conducted, with the stipulation that the names of
- no child shall be disclosed by the study group. In addition all such gtudy groups -
shell sigm An agreement 1o this ewect beroro epproval for -such study: ehall be

(d) YWhen any child who has been under the care of the Division for Youth,

VS gee s 4

Historical Nola
oo, led Doc. 13, 1974 ell, Doc. J;B. 1.

) © 32080 XX

according to title IT, article 19-G, of the Xixeculive Law, reaches tho age of 20
years, and a child cared for by the Division for Youth, according to title III, article
19-G, of the Xixecutive Law, reaches the age of 21, all records possessed by said
division shall be sealed and shall only be revealed by the division, pursuant to an
order to the Supreme Court of the State of New Yorle, except such records may be
f e made availeble t6 the Attorney ‘C‘cnx.ra.l of tho State ot New, York in furthgrance of
the duties of that omc
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CERTIFICATION OF COMPLIANCE
by
THE STATE OF NEW YORK
‘ pursuant to
TITLE 28 CODE OF FEDERAL REGULATIONS,

—r—

CHAPTER 1, PART 20



'CERTIFICATION OF COMPLIANCE. - -«

' THE STATE OF NEW YORK

pursuanﬁ to

Title 28 Code of Federal Regulaulons -
Chapter 1, Part 20 -
i - : Reasons For -
. . S P ‘ Non-Implementazion Estinated
OPERATIONAL PROCEDURES Iﬂpl’e,;:ntcd Cast{Tzchnlcal Agzgﬁr‘i,ty hplcg::zath"
" Cospleteness and Accuracy T ) - . . .
Central S:tatc Repositorys . R B -
Statutory/Exscutive Authority X .- : ]
Facilitiex and Staff ‘ X ' o
Coz=plete Disjosition Reportmg in 90 d::.ys fronm: ; - - :—_.
Police : X o ‘
° Prosecuter ’ . - - x| . x. X 12/31/71
Trial Counrsts ) ) ) R - X X "X 12/31/77
Apellate Courts ) — =X} _X - | X 12/31 477
Probatios ) X X x 12/£31/77
. Correctional Institutions . . — X X X 12/31 /77‘
. * Parole ' . X X x . 12/31/76
Query Before Disseainations: : I 5 :
Notices/Azresaents~~Crininal Justice, . _ . — xd x - 3/21/77
Sy'ste:a:ic Audie: : . 1 - v
Delicqu=nt Disposition Monitoring : X X &/77
Accuracy Verification X ﬁg/?"{'
Notice of Errors X X T/30/77
Lirits on Dissenination .
Contractual Azreements/Notices and ’
Sanctions in Eifect For: )
€rinipal Justice Agencies . . X 12{_]_._6__/75
“Cri=ias ei P »
732=§§’Zi"£§f§§ Erecubive Ooder o b x 9/21/76
Service Azcncies Under CQntract X -
Ressarck 0r-a~xzanons X T
Yalidazinz agency Right of Access X T
Restrictions Qa: -
Juveznils Racord Dissemination b, —
Confirmatian of Record Existence - X - —
eI s . .. | x| 12n6/15
Disssanination Without Disposition s X 127___IE/75 ‘
Audits 2nd Qualis=y Control ' ‘ .
Audit Trail: o
Recr=atinz Data Entry X X 7/30/77
-Prizary Disseaination Logs — . O | X — 7/30/77
Secondary Disseaination Logs X X 7[_30/77
Annual Audit — X Oy X —— 743__/77
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QPERATIONAL PROCEDURES
Securicy

Exscutive/Statutory Designation of
Responsible Criminal Justice Agency

Prevantion of Unauthorized Access:
Hardware Design
Sofrwars Desizn
Dedicated Hardware:
Terninals
Coezusications Control
Processor
Starage Devices
Crininal Justice Agency Authority:
Co=puter Operations Policy
Access to Nork Areas
Selection and Supervision of Personnel
Rasignnent of Administrative Responsxh;lzty.
Physical Security .
Unauthorized Access
Physical Protection Againsts - ) -
Access to Equipment = - 4
FTh=fr, Sahotaze
Fire, Flood, Other Natural staster
- E=ployes Training ProZranm

-YnZividua) Riekt of Access

Rules for Access

Point of Review and Mechanism
Challenze by Individual
A2aizistrazive Revisw
Adainistrative Appeal

Correcyion/Notificaticn of Error

- .- s ety - .
LI N

o

Reasons for

N ) Non-lmplcmcntgt%;n - Estimath_

Impleﬁ:nted Cost|Technical Auggor?ty fnp}sgggéatLon
x 4 1e/31/7
—_— X X — 12731/71

J(. 7

X —

X —

X ——

. -

X 12/31/76

X ——

X —
o el e b 12432/76)
. —_—

D S . —_—

‘ Xt X b | 12431/76
‘X as of 12/16/75
X 12/16/75
-~ | 12/716/75]
x 12/16/75
—— 12/16/75
X 12/16/75

I certify that to the maximum extent fea51b1e action has been
taken to comply with the procedures set forth.in the Prlvacy
and Security Plan of the State of New York.
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Signed
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Frank J. Rogets
Commissioner, 'Division of
Criminal Justice Services

W



CERTIFICATION STATEMENT # 2

Checklists for each other manual or automated
criminal history iecord information system~in New York
State covered by the Federal Regulations will be
'submitted by the Division of Criminal Justice Services

on or before December 1l6th, 1875.

id




Heriu

- CERTIFICATION STATEMENT # -3

A complete discussion of all problems impeding
the implementation of the completeness and accuracy
section of the Federal Regulations is presented in

Chapter 2 of the Plan.
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CERTIFICATION STATEMENT # 4
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[ APPOICIEN

DISSEMINATION TO ﬁON—CRIMINAL JUSTICE AGENCIES

Criminal history record information is disseminated

‘fr0m DCJS to- non-criminal- justice agencies in New York pur-

suant to state statute in the follow1ng circumstances:

Applicants for Pistol Permibs, Gunsmith licenses, Firearnms

Dealershios - Licensing barred if applicant: is not of
good moral character; has been convicted anywhere of a
felony or serious offense; fails to state if he or she .
‘ever suffered any mental illness or been confined to -any
hospital or institution, public or prlvate, for mental
illness. Penal Law 5 400, 00 (1).

Corporationsy refereesb'judves, professional boxers,

wrestlers, ete. - Licensing may be barred if ampllcant or

any person who is & partner, agent,.employee, stocknquer
or assoclate of applicant, has been convicted of a crinme -
in any Jurisdiction or JurlsdlcthnS, or is associlating or
consorting with any person who has or persons who have
been convicted of..a crime or crimes in any jurisdiction,

- or 1s consorting or .associating with or has consorted or

~associated with bookmakers, gamblers or persons of similar
purSULus, or has been gulilty of or attempted any fraud or
misrepresentation in connection with boxing or wrestling,
or has violated or -attempted to violate any law with re~
spect to boxing or nrestllﬁé. Unconsolidated Laws

5 8217 (b)

Grand Jurors - A person is not eligible to serve as a
grand juror if he or she has been convicted of a felony
or a misdemeanor involving moral turpifude. Judiciary
Law 8 S 596 (&) and 609 (1).

Harness Racing Official - Employment may be barred if:
convicted of a crime involving moral turpitude; engaged
in bookmaking or form of illegal gambling; guilty of any
fraud or misrepresentation in connection with racing or
breeding; found guilty of any violation or attempt to
violate any law, rule or regulation of racing in any
Jurisdiction for which suspension from racing might be
imposed in such Jurlsdlctlon. Unconsolidated Laws 8 8010

(2).

foplicants to be private investigators or watchguard or
patrol agencles — No lieenses issued to persons convicted
of a felony or of offenses listed. Licens= cannot hire
persons convicted of a felony or of offenses’ listed.
Cbneral Buslnbss an 88 74 (2), 81 (1).
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Applicants to be independent public adjustors -~ Eligibility
proscribed il applicant has been convicted of a felony, or
of any crime or offense involving fraudulent or dishonest

praCuvces. Licensee cannot employ a person W1th a sxmllar
record. Insurance Law 8 123 (9).

LT

Purchasers, users, POSSessors, owners or transporters of
explosives - Licensing barred 1f convicted of a crime for
which applicant was sentenced to serve one or more years in
prison, or if applicant has_evidenced disloyalty or hostil-
ity to the United States, or if applicant has been confined
as a patient or inmate in a public or private institution
for the treatment of a mental disease. .Labor Law B ‘459 (1).

MaleweanOVees of manufacturers or wholesalers of alcoholic
beverages - Licensees (manufacturers or wholesalers) cannot
employ a person who has been convicted of a felony or.of
eny enumerated offenses. Alcoholic Beverage Control Law

8 102 (2). . —_— , : =

6 i g et = b e P

I T e e .

S for Ml”rant Labor Contractor Llcenses - Llcen31n°~

Epolicant
n2y be barred 1f applicant has been convicted of a cr1na"or R

offense, except traffic infractions. Labor Law 3 212-a (Sa)

Pariners, officers, directors, salesmen of national securlty

exchanges and the Securilties and Exchange Commission ~ Upon a

showing by the attorney-~general, in an appilc**Lon for an
injunction, that any person engaged in the purchase, sale,
offer to purchase or sell, issuance, exchange, promotion,
nagociation, advertisement as distribubtion within this state
of any security or securities, either as principal, partner,

officer, ag&nu, employee or otherwise, has ever been convict-

ed by a court of competent jurisdiction in any state or
country of any felony; or of any other criminal offense by
any such couru, whether or not constltutlng a felony, involv-
1n" securities, the supreme court after a hearing may issue

a2 permanent injunction restraining such person. fron selling
or offering for sale to the public within this state, as
principal, broker or agent, or otherwise, any securi tles is-
sued or to be issued. General Business Law 353.

fpoplicants for license as professional bondsmen Llcen31ng
ray be barred if applicant convicted of any offense involving
moral turpitude or of any crime. Insurance Law B 331 (3b)

tovlicants for license to operabte an employvment agency -

If the Industrial Commissioner of New York State or the ,
Coznissioner of New York City Department of Consumer Affairs
deternmines applicant is not a person of good character or
rcvno 31b111ty, licensing will be denJed. Gencral BuanCna

wv‘ g 1
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‘associating ‘with.bookmakers, touts or persons of similat

-3

foplicants as pier superintendents, hiring agents, stevedores,

ionzsnoremen, port watchmen, checkers —- Licensing or registra-

tion may be barred if app}icant has been convictgd of a fel—-
ony, or of high misdemeanor, or of any of specific offenses
(1isted). Unconsolidated Laws & 8 9814 (b), 9821 (e),

9829 (a), 984T (b), 9941 (b), 9918 (32). .

gponlicants for license as check cashlers, owners, partners,
zmployees, associates of check cashing business — Application
rejected if applicant convicted of a felony, may be barred if
convicted of a crime in any Jjurisdiction, or if applicant is
associating or consorting with a person or persons who have
been convicted of .a crime or crimes in any jurisdiction.

Banking Law B 363 (6). e

Executives, directors and principals of insurance companies -
Parsons convicted of any crime involving fraud, dishonesty,
or like moral turpitude, or is an untrustworthy person, may
not be eligible for such employment. Insurance Law 8 48 (8c¢)

Licenses for horse ovmers, 4Hraliners, jockeys, jockey agents
or stezole employvees - Applicant may not be licensed if con-
victed of a.crime in any jurisdiction, or is consorting or

pursuits, or is self engaged in similar pursuits, or has
been guilty of or attempted any fraud or misrepresentation
in connection with racing, breeding or otherwise, or has
violated = ’ " -or attempted to violate any law
with respect to racing in any Jjurisdiction. Unconsolidzated

Laws 8 7915 (2).

fpplicants for bingo license - License may be denied if
convicted of a crime. Executive Law 8 435 (2c). |

Employees of bottle clerk licensees under ABC law - A person
convicted of a felony or oi any of enumerated offenses may

A P+t - 0% 4 s et o

et e

not be so employed. Alcoholic Beverage Control Law 8 102 (2).

Owners, parthers, direétors, officers, major stockholders
applyving for bottle club license — No such license will be
issued to a person convicted of a felony, or of promoting
prostitution in the third degree, as defined by 8 230.20 of
the Peanal Law, or of permitting prostitution, as defined by
B 230.40 of the Penal Law. Alcoholic Beverage Control Law
B 126 (1).

Aoplicants for licenses as funeral directors - A person may
not be eligible for such license 1f convicted of a felony

or of 2 misdemeancr. 10 NYCRR T77.2, Dept. of Health,--Rulcs
for Funeral Directors. -

foolicants for tavern and package store licenses - No such

license will be issued to a person convicted of a felony, or
of promcting prostitution in the third degree, as defined by
§ 230.20 of _the FPenal Law, or of permitiing prostitution, as
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'CERTIFICATION STATEMENT # 5

A complete.list and descriptioﬁ of all current
state legislation related to the implementation of
the Federal Regﬁlations and of legislation which will be
saught in the future is presented in Chapter 1 of .
the Plan except that;one reference to additional legislation

appears on the last page of the Plarm: -
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