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ABSTRACT

A computer-based program--Organized Crime Analysis Program (*0CAP*)--
was developed for the analysis of criminal intelligence. The program was
designed to enhance the analysis of organized criminal activity, particu-
larly cases in which large numbers of individuals and organizations are
associated in complex ways.

The report is one part of a three-part *OCAP* package delivered to
the Organized Crime and Criminal Intelligence Branch of the California
Department of Justice. The computer programming package and an analyst
instruction document were delivered separately. The report presents the
intelligence model employed, outlines the developmental effort, describes
the resulting program, and provides detailed analysis procedures.

.The project was directed toward the development of an integrated set
of computer-based routines which would aid the criminal intelligence analyst
to derive meaning from available information. Emphasis was given to the
optimum allocation ¢f functions between analyst and computer, recognizing
at the outset that the computer routines should be designed to support the
logical reasoning and inference development of the analyst. To this end,
*0CAP* was designed to 1) aid the selection and organization of information
for analysis, 2) provide a flexible and selective system whereby the analyst
can obtain needed analytical products and 3) minimize the time and effort
required of the analyst to complete analytical routines.

*0CAP* was basad on the idea that valid inferences about organized
crime must necessarily be based on an understanding of the relationships
among the individuals, organizations and criminal activities involved.
Furthermore, an understanding of these relationships must typically be de-
veloped from fragmentary and incomplete information. Therefore, the *0CAP*
computer routines were designed to help the analyst assemble the best picture
possible of an organized criminal operation from available information.

For example, depending upon the extent and nature of available information,
criminal command structures can be defined, i]]ega1'trafficking networks
(narcotics, guns, cars, etc.) can be described, money paths through fraudulent
financial transactions can be delineated, and the pattern of criminal in-
filtration into legitimate business can be pictured.

i




ACKNOWLEDGEMENTS

This work was completed under contract with the Organized Crime and
Criminal Intelligence Branch (OCCIB) of the California Department of Justice,
under the monitorship of Steve Crawford and Dolve Spitz. The authors wish
to acknowledge the support and guidance provided by Steve and Dolve, and
the helpful suggestions provided by OCCIB intelligence analysts--~Jerry
Marynik, Bob Morehouse, Ron McCann, and Art 0'Connell.

The authors also wish to recognize the many contributions of Arve
Sjovold of General Research during the development and testing of *OCAP*,
and of Sue Carter and Jim Scott of Anacapa Sciences in the preparation of
this report.




Bt hon wnd et ke

CONTENTS

INTRODUCTION + o v v vt e e e e e e e s e e e e e e e e e e e

Background . . . . . L L i L e e e e e e e e e e e e e e e

Criminal Intelligence Functions . . . . . . . . . . ..
Criminal Intelligence Model . . . . . . .. . .. ...
Manual Analysis Techniques and Training . . . . . . ..
Requirements for *0CAP* . . . . . . . . . . ... ...

Project Objectives . . . . v v v v v v v e e e e e e e e e
PROGRAM DEVELOPMENT . . & & v v v e e e e e e e e e e e e e e e
GENERAL PROGRAM DESCRIPTION . . . . . . e e e e e e e e e e e

Concepts . . . & . i o e e e e e e e e e e e e e e e e
Features . & & . i . e e e e e e e e e e e e e e e e e e e

ANALYSIS PRODUCTS . . & & v v it v e ettt e e e e e e e e

Database Printout and Entity Listing . . . . . . . . ..
Summary of Prescribed Linktype Treatment . . . . . . . .
Association Listing . . . . . . . e e e e e e e e e e
Link Networks . . . . . .« . ¢ o v v v v i e e
Fractions of Input Links Explained . . . . . . . . . ..
List of Centers Explaining the Highest Percentages

of Each Linktype (BEST) . . . . . . v v v v v v v ..
eEntity Centrality . . . . . & ¢« v ¢ v v v v v v e .
Listing of Link Paths Between Selected Entities

DATA PREPARATION PROCEDURES . . . . « v v v v v v v v v v v v v .
DATA REVIEW AND MODIFICATION PROCEDURES . . . . « ¢« . v v v 4 . .

Data Review Package . . . . . & « ¢ v v v v v v v v . .
Review and Modification Procedures . . . . . . . . . . .

DATA ANALYSIS PROCEDURES . . & & v v v v v v v vt v v e e v e e
REFERENCES . . . & . ¢ v v v e e e e s e s e e e e e e e e e

jv




Figures

gl B ow N -

10

11

12

13

14

15

16

17

18

19

20

21
22

FIGURES

Criminal intelligence analysis conceptual model

Task sequence in *QOCAP* development . . . . . .. . .
Sample association listing . . . . . . . . . ... ..
Sample link network . . . . . . .. . ... .....

Money flow chart comparable to the sample Tink network
in Figure 4 . . . . . . . ... ... ... e e e

Sample Tisting of link paths . . . . . . . . . . . ..
Major *OCAP* operations . . . . . « . v o v v o . ..

Database printout and entity 1isting for example
CASE . v & v e e e e e e e e e e e e e e

Summary of Tlinktype treatment for normal link
emphasis . . . . . ... L. L ..

Linear transformation for high, normal and low 1ink-
type analysis . . . . . . . . .. ... ... ...

Listing of direct associations and 1ink strengths for
normal link emphasis . . . . . . .. . ... ....

Link network out from Alvin Anapopolus under normal
Tink emphasis . . . . . ... .. ... ......

Fraction of 1inks explained by 1ink network out from
Alvin Anapopolus under normal 1ink emphasis

Link network out from Anapopolus group under normal
Tink emphasis . . . . . . . . ... ... .....

List of entities which, when selected as centers,
expiain the highest percentage of each Tinktype
(BEST) under normal Tink emphasis . . . . ... ..

Listing of entities with highest measures of
centrality . . . . . . .. . ... ... ...

Summary of 1inktype treatment for control Tink
emphasis . . . . . . . ...

Listing of direct associations and link strengths for
control link emphasis . . . ... ... .. ....

Link network out from Alvin Anapopolus under control
Tink emphasis . . . . .. ... ... .......

Listing of 1ink paths between Alvin Anapopolus and
C. J. Candy Shoppes under control 1ink emphasis

Summary of linktype treatment for money flow enphasis.

Listing of direct associations and link strengths for
money flow emphasis . . . ... ... ... ....

17
19
22

25

26

29

30

33

35

37

38

40

41

42

43

44
45

46




Figures

23

24
25
26
27
28

29
30
31

32
33
34

35
36
37
38

39
40
4

42

Link network in to Alvin Anapopolus under money flow
emphasis . . v . . 0 e s e e e e e e e e e e e

Data Input Form . . . . . . « .« v v v e e e e e e
Sample completed Data Input Form, Page 1 . . . . . . .
Sample completed Data Input From, Page 2 . . . . . . .
Example database printout (uncorrected) . . . . . ..

Example Tinktype distribution and statistical summary
(uncorrected) . . . . . . v e e e e e e e e e .

Example entity distribution (uncorrected) . . . . ..
Example entity distribution (errors noted) . . . . . .

Example Tinktype distribution and statistical summary
(errors noted) . . . . . . . . L. e e e e e

Example database printout (corrections noted)
Example entity distribution (corrected) . . . . . ..

Example Tinktype distribution and statistical summary
(corrected) . . & & v e e e e e e e e e e e .

Example database printout (corrected) ... . . . . ..
Linktype Emphasis Control Form . . . . . . . . . . . .
Entity Selection Form . . . . . . . .. .. .. ...

Linktype Emphasis Control Form example completed for
normal link emphasis . . . . . . . . .. .. ...

Linktype Emphasis Control Form example completed for
control link emphasis . . . . . . . . . . .. ...

Linktype Emphasis Control From exampie completed for
money flow emphasis . . . . . . . . . v ¢« v ¢« v ..

Linear transformation for high, normal and low link
type analysis . ¢« v ¢ v v 0 it e e e e e e e e e

Entity Selection Form completed for example case . . .

vi

Page

47
51
53
54
60

61
63
64

66
67
69

70
71
73
74

75
76
77

80
82




INTRODUCTION

This report describes a computer-based program--Organized Crime
Analysis Program (*0CAP*)--developed for the analysis of criminal in-
telligence. The program was designed primarily to aid the analysis of
organized criminal activity, particularly those cases in which large
numbers of individuals and organizations are associated in complex ways.
The report presents the intelligence analysis model employed, outlines
the developmental effort, and describes the resulting analysis program
(concepts, features, products and operation). In addition, detailed
*QCAP* procedures are presented.

This report is one part of a three-part *0CAP* package delivered to
the Organized Crime and Criminal Intelligence Branch (0CCIB) of the Cali-
fornia Department of Justice. The computer programming necessary for
*0CAP* implementation at the Law Enforcement Consolidated Data Center of
the California Department of Justice in Sacramento, California was de-
Tivered separately. The third part of the *QCAP* package, an analyst in-
struction document, was delivered in a loose-leaf notebook format.

BACKGROUND

In recent years, law enforcement agencies have made greater use of
the concepts and methods of criminal intelligence to increase the effect-
iveness of their operations. Although few agencies had any type of on-
going intelligence function 25 years ago, most agencies (national, state,
and local) of even moderate size employ some form of intelligence now. In
just the past few years, added emphasis has been given to increasing intel-
Tigence capabilities, particularly those required for combatting organized
crime.

CRIMINAL INTELLIGENCE FUNCTIONS

Criminal intelligence consists of the collection, collation, analysis,
and dissemination of information in support of the prevention and control
of criminal activities. To this end, the intelligence function is designed
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to aid management in the development of law enforcement strategies and tac-
tics, in the selection of targets, in the allocation of manpower, and in
the evaluation of the impact of enforcement efforts; it is designed to aid
policymakers in the drafting of legislation, ordinances, and procedures;
and it is designed to aid crime investigators by describing the nature of
criminal operations and by providing investigative leads.

Analysis is the key to a successful criminal intelligence function.
At its most elemental level, analysis is the process of developing meaning
from incomplete information. The goal of analysis is to develop the most
precise and valid inferences--hypotheses, conclusions, predictions, or esti-
mations--possible with available data. In addition, analysis serves to
highlight needed data and, consequently, helps to focus subsequent data
collection efforts.

CRIMINAL INTELLIGENCE MODEL

The conceptual model which has guided the previous development of
analytical techniques, the training of analysts, and the design of *QCAP*
is illustrated in Figure 1, and summarized in the following paragraphs.

Information Input

Raw information used in criminal intelligence analysis (entered from
the teft in Figure 1) can take many forms. Examples include crime reports,
investigative reports, agent reports, newspaper articles, public records,
financial data, expert opinion, informant reports, photographs, tape re-
cordings, previous analyses, reports from other agencies, interview sum-
maries, telephone records, crime statistics, and research reports.

Data Evaluation

The validity, reliability, and relevancy of entered information is
assessed. Reports submitted by intelligence officers typically contain a
verbal or numerical assessment of information validity and source reliability.
Data might also be evaluated, however, by the analyst through corroboration
with information from alternative sources, or through other appropriate
tests.

P T O L L & T Y e " C= PO
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Data Description and Integration

Relevant information is pulled together into a meaningful and manage-
able form. A variety of techniques might be employed for this purpose.
Link analysis is useful for defining the pattern of associations which exist
among individuals and organizations (Harper and Harris, 1975). Flow chart-
ing techniques permit the analyst to define and depict relationships among
events; to determine and illustrate the flow of money, narcotics, or other
commodities; or to specify the sequence of critical activities involved in
a criminal operation. Correlational methods are useful for determining
relationships among criminal activities and their indicators. Methods of
financial analysis can be employed to highlight significant changes in net
worth or to identify hidden sources of income.

Inductive Reasoning

The analyst's use of inductive logic is at the heart of the intel-
ligence analysis cycle because useful intelligence requires that the analyst
go beyond the "facts" at hand. Specific items of information lead to a set
of premises which in turn lead to an inference, or set of aiternative in-
ferences. Subjective conditional probability is employed by the analyst
to assess and convey the validity of the infe: . e.

Hypothesis Development

Initially, the analyst develops one or mors hypotheses, or theories,
about the integrated information. The hypothesis is a statement of the
essential meaning contained in the information and stands to be confirmed
or denied by additional testing. To be useful, the hypothesis must be
specific, naming the nature and $cope of the criminal operation, identify-
ing key individuals and organizations, and specifying the methods employed.
At this point in the analysis cycle, it is typically more useful to have
a specific hypothesis at a lower level of assessed validi*v than a general
hypothesis at a higher level of assessed validity. ‘

Hypothesis Testing

Additional data collection efforts are focused within the framework
of hypothesis testing. Information gaps, needed confirmations, and promising
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leads help focus data collection where it will have the greatest impact.
At this point, a plan is prepared for the purpose of making the data collec-
tion effort cost effective. '

Development of Conclusions

The formulation of one or more conclusions completes the intelligence
analysis cycle. The conclusion might take the form of an explanation, a
prediction, an estimation, or a recommendation; or some combination of the
four. As with the hypothesis developed initially, inductive r&asoning plays
a vital part in the development of a conclusion. At this point, intelligence
can be disseminated to the user and can also serve to expand or refine the
integrated information, providing a basis for the development of new hypcth-
eses at a higher level of sophistication. In this manner a new analysis
cycle is initiated.

MANUAL ANALYSIS TECHNIQUES AND TRAINING

Under contract with the Organized Crime and Criminal Intelligence
Branch, California Department of Justice, analytical approachas, methods,
and procedures were developed for the conceptual model described above.
Then, a two-week training course on criminal intelligence analysis--the first
jaw enforcement course developed on this subject--was designed {Harner and
Harris, 1971). The pilot course was conducted in Sugust, 1671; since then
40 courses have been conducted to date within California. Since January,
1974, these courses have been open for attendance by qualified personnel
Trom throughout the United States.

Each training course consists of three main types of sessions. Ses-
sions on techniques introduce anailytical concepts and procedures, and pro-
vide classroom practice, guidance, and feedback on their application. Tech-
niques include: the development and assessment of inferences, link analysis,
fiow charting, data evaluation, briefing techniques, information storage
snd retrieval concepts, frequency charting, data coilection planning, data
correlation, and financial analysis. Organized crime sessions introduce
indicators of the more sophisticated and complex organized criminal ac-
tivities. Practical exercise sessions use criminal analysis problems




designed to give analysts practice in applying techniques to realistic
information. These practical problems typically require about four hours
of team or individual work and are followed with feedback and discussion
sessions in which results and recommendations are presented in oral brief-
ings and then compared to model solutions.

To enhance the proper utilization of analytical personnel within law
enforcement departments, a one-week companion course is given to law en-
forcement managers. This course emphasizes strategic decision making,
tactical planning, intelligence management, organizational evaluation, and
the effective utilization of analysis products. Ten intelligence manage-
ment courses have been conducted to date for personnel within the United
States and Canada.

REQUIREMENTS FOR *QCAP*

The project which Ted ultimately to *OCAP* was undertaken with the
recognition that even as criminal intelligence analysts were being trained,
were applying their skills, and were contributing significantly to the effec-
tiveness of their agencies. they were not taking full advantage of existing
technology. They were learning and appiying manual methods adapted for Taw-
enforcement appiication mainly from other disciplines. Thus, there was a
need to undertske the systematic identification of law-enforcement intel-
Tigence analysis needs and the development of ways to satisfy those needs
with available technology.

The requirements and some of the preliminary concepts for *OCAP* were
developed during the initial phase of the study; the approach employed and
the results obtained were described in an earlier report (Harris, de Mille,
Sjovold, and Ford, 1975). Four main results were obtained and described:

a set of requirements for computer-based intelligence analysis, concepts
developed for satisfying the set of requirements, assessments of the poten-
tial value of the concepts by intelligence commanders from 34 key law en-
forcement agencies throughout the United States, and a schedule of proposed
projects designed to develop the most promising concepts into useful analysis
techniques. One of the selected projects has led to *0CAP*. The other pro-
ject resulted in a computer-based simulation model for studying organ1zed
fencing; it will be described in a separate report.
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PROJECT OBJECTIVES

The project was directed toward the development of an integrated set
of computer-based routines which would aZd the criminal intelligence analyst
to derive meaning from available information. Emphasis was given to the
optimum allocation of functions between analyst and computer, recognizing
at the outset that the computer routines should be designed to support the
logical reasoning and inference development of the analyst. To this end,
*0CAP* was designed to 1) aid the selection and organization of information
for analysis, 2) provide a flexible and selective system whereby the analyst
can obtain needed analytical products and 3) minimize the time and effort
required of the analyst to complete analytical routines. Within this frame-
work, the project had the following specific objectives:

e To design and integrate required computer routines into a useful,
practical analyst-computer system to enhance criminal intelligence analysis
capability,

@ To develop the system to the point of implementation at the OCCIB/

LECDC facilities in Sacramento,

e To provide a basis, through implementation of the system, for ad-
vanced training in criminal intelligence analysis,

e To prepare detailed user instructions to facilitate system effec-
tiveness at OCCIB and in support of local agencies, and to aid in the develop-
ment and administration of advanced training courses.




PROGRAM DEVELOPMENT

The requirements were i1 ntified and the preliminary concepts were
developed for *QCAP* in the first phase of the overall project. The
approaches taken, procedures employed, and results obtained were described
in an earlier report (Harris, de Mille, Sjovold, and Ford, 1975); conse-
quently, they will not be described again here.

In this section, the development of *OCAP* is outlined from con-
ceptualization through implementation. The sequence of tasks completed is
illustrated in Figure 2; the tasks are summarized in the following para-
graphs.

Database Preparation

Two criminal intelligence working files were prepared for use in the
development and preliminary testing of *0CAP* routines. The files were de-
signed to contain data representative of the types of information 1likely
to be used with *0CAP*. In addition, the working files were designed to
exercise the various concepts and features likely to be incorporated in
*0CAP*,

Development and Test of Computer Routines

Computer programs for *0CAP* routines were designed, coded, and tested
on the General Research Corporation CDC 6400 computer in Santa Barbara.
The databases were employed to test the output formats and the computational
accufacy of the routines. Programming was completed in FORTRAN.

System Integration

The several separate analytical routines were integrated into *0CAP*,
The major criteria applied were conformance to the logic of the analytical
process and manageability by the analyst. The operational testing to be
described Tater played a significant part in this effort. As analysts em-
ployed the various computer routines in analyzing the special databases,
they recorded the difficulties encountered and ideas for improvements. As
shown in Figure 2, the results of the operational testing were fed back
for use in system modification.
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Preparation of Forms and Instructions

Data input forms and analysis control forms were designed, and
analyst instructions were prepared. This part of the development effort
was largely iterative in nature; preliminary forms and instructions were
prepared, used in operational tests, modified as a result of test findings,

and so on,

Both the forms and the instructions were prepared to adhere to

established principles of human factors engineering.

Operational Testing

Three types of operational testing were conduqted to support and

assess *QCAP* development.

Initially, the special databases were used

by Anacapa Sciences and General Research staff members to exercise and
modify the procedures and routines. Then, OCCIB analysts did the same and
suggested improvements and additional desirable features. Finally analysts
from the Region P Organized Crime Unit, the Tri-County Organized Crime In-
formation Council (Monterey, San Benito, and Santa Cruz), the Drug Enforce-
ment Administration, and OCCIB employed *OCAP* in the analysis of actual

cases.

Suggestions for improvements and additional features were also

obtained from these analysts. The persons who participated in the opera-

tional testing are listed below together with the organizations with which
they are affiliated; they are Tisted in order of their sequence of partici-

pation.

Analyst

Jim Howlett
Arve Sjovold
Doug Harris
Jderry Marynik
Dolve Spitz
Dick Fuller
Jim Ashley

Frank Larkworthy
Bob Morehouse
Ron McCann

Art 0'Connell

Organization

Anacapa Sciences, Inc.
General Research Corporation
Anacapa Sciences, Inc.

OCCIB

0CCIB

Region P QOrganized Crime Unit

Tri-Counties Organized Crime Information
Council

Drug Enforcement Administration
0CCIB
0CCIB
0CCIB

10




As shown in Figure 2, the resy T the operational tests provided
feedback for further modification of computer routines, system integra-

tion, forms, and instructions.

Adaption of *0CAP* to OCCIB/LECDC

ATthough it was outside the scope of this project to provide a
"formal" implementation of *OCAP*, system software was adapted for the
OCCIB/LECDC computer. Thus, a workable, tested system for use with the
OCCIB/LECDC computer was delivered.

11




GENERAL PROGRAM DESCRIPTION

*0CAP* is based on the idea that valid inferences about organized
crime must necessarily be based on an understanding of the relationships
among the individuals, organizations and criminal activities involved.
Furthermore, an understanding of these relationships must typically be de-
veloped from fragmentary and incomplete information. *OCAP* is a set of
computer routines designed to help the analyst assemble the best picture
possible of an organized criminal operation from whatever information is
available. For example, depending upon the extent and nature of available
information, criminal command structures can be defined, illegal traffick-
ing networks (narcotics, guns, cars, etc.) can be described, money paths
through fraudulent financial transactions can be delineated, the pattern
of criminal infiltration into Tegitimate business can be pictured, and so on.

CONCEPTS

The fundamental unit of information needed for *QCAP* is a descrip~
tion of the relationship (1ink) between two persons or things (entities);
the database upon which *0CAP* operates is simply a collection of these
fundamental information units. Within this framework, *OCAP* can proceed
from the most fragmentary and incomplete information toward building com-
plex end products of the types mentioned above.

Since links between entities can be of different types and strengths,
and since their existence is likely to be based upon information of differ-
ent levels of estimated validity, *OCAP* computer routines operate on four
main kinds of information--ENTITY, LINKTYPE, STRENGTH, and VALIDITY. Since
an understanding of these four kinds of information is fundamental to the
understanding of *0CAP* and how it operates, a brief description of each
is provided here.

ENTITIES are persons or things that might be Tinked one to another
in some way. Any name of 20 characters or less that has some meaning to
the analyst can be an ENTITY. ENTITIES likely to be of greatest interest
are individuals and organizations; however, there are many other possi-
bilities, such as places, telephone numbers, and criminal records.

12




LINKTYPES are descriptions of the relationships (T1inks) that connect
one ENTITY to another in some way. Any name of 20 characters or less that
has meaning to the analyst can be a LINKTYPE. Some LINKTYPES ~are directional
(for example, a link might be based on the flow of money from A to B, but
not from B to A). Others are nondirectional (for example, a Tink might be
based only on information that C and D are associates, providing no basis
for directionality).

STRENGTH 1is an estimate of the strength of the link between two
ENTITIES, as judged from the information available. STRENGTH is measured
on a numerical scale ranging from a low of 0 to a high of 99. For example,
a link based upon the flow of 1 kilogram of heroin per week from A to B
might be assigned a STRENGTH of 90, whereas a link based on the one-time
purchase of one ounce of heroin by C from D might be assigned a STRENGTH
of only 25.

VALIDITY is the likelihood that the Tink of specified STRENGTH actually
exists as described. VALIDITY is measured on a numerical scale ranging
from a low of 0 to a high of 99 (a probability value without the decimal
point). In assessing the VALIDITY of a link the analyst needs to answer
the question: "Based upon the information I have, how sure am I that a
link of the specified LINKTYPE and STRENGTH exists between the ENTITIES
named?

FEATURES

*QCAP* routines act upon the four types of information at the direc-
tion of the analyst to generate desired analytical products. The analyst
has great selectivity and flexibility in obtaining what is needed. Some
of the main features and products of *OCAP* are summarized below. More de-
tailed descriptions and descriptions of other features and products, in-
cluding those which support the features described and help assure the
quality of the analysis, will be discussed later in the section on analytical
products.

13




Assoctation Listing

A listing is provided of the direct links and associated STRENGTHS
between each ENTITY and all other ENTITIES. In calculating this list, two
or more links which might exist for a single pair of ENTITIES are amalga-
mated and the increased STRENGTH of the resulting link is calculated auto-
matically by *OCAP* routines. An example of an association listing is
shown in Figure 3.

Indirect Link Calculations

Indirect Tinks and their STRENGTHS are calculated and employed in
*0CAP* routines. An indirect Tink is one that can be logically inferred
from direct Tinks. For example, strong direct links between A and B and
between B and C provide the basis for calculating an indirect Tink (at
reduced STRENGTH) between A and C. ENTITIES which are not to be used in
calculating indirect links, for reasons discussed later, have an asterisk
(*) as the first character in the ENTITY name, as shown in Figure 3.

Selective Link Networks

The analyst can obtain a link network with any selected ENTITY at
center. A Tink network shows the strongest paths of links (direct and in-
direct) between the selected ENTITY and all other ENTITIES with which it
is associated. If directional LINKTYPES are involved, a network in which
the direction of links is in to the ENTITY can be obtained as well as a
network in which the direction of links is out from the ENTITY. Of course,
if only nondirectional LINKTYPES are involved, both networks would be
identical. Directional LINKTYPES have an asterisk (*) as the first character
in the LINKTYPE name to differentiate them from nondirectional LINKTYPES.

A Tink network example is shown in Figure 4. This network was obtained
to highlight the flow of money in to Alvin X. Anapopolus. The network is
interpreted precisely the same as the comparable flow chart shown in Figure
5; in fact, the computer printout can serve as the basis for preparing such
a flow chart. The STRENGTH of direct and indirect links between Alvin X.
Anapopolus and the other ENTITIES are shown. For example, Alvin X. Anapopolus
and C. J. Candy Shoppes are linked indirectly with a STRENGTH of 71; Alvin

14
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Figure 3.

Sample association Tisting.

\ e W ISTING_OF DIRECT. ASSOCIAYIONS AND LINK_STRENGTHS )
1 h
2 NAME ENTITIES CONNECTED TO (WITH CONNECTION STRENGTHS) 2
3 . " 3
‘| ANAPOPOLUS ALVIN X 95=ANAPOPOLUS, CASIUS M 95~-ANAPOPOLUSs BORIS V ¢
5 ANAPOPOLUS» BORIS. V.. ...  99=ELMERSMART GORDON E. . 97=DRAGLEYs FELICIA B .. 95=ANAPOPOLUSS ALVIN X 8
7 . ?
5 ANAPOPOLUSs CASTUS M 95mANAPOPOLUS Y ALVIN X 92-FOSTERs BILL o
k] k3
4 DRAGLEY+ FELICIA B 9T#ANAROPOLUSs BORIS V  TS«#EXTORTION 35«GUNTHER» MARY JO 35=FOSTERs BILL &
3 25=ELHERSMARY » GORDON E  25~JONESs 808 "
iR B t)
WG J CANDY SHOPPES 95«IMPALAy CYNTHIA JANE _ &
XA 14
t _ ELMERSMARTs GORDON E 99rANAPOPOLUS, BORIS V. 90w#EXTORTION SoelMPALAY CYNTHIA JANE  47+JONES: BOB i
x 25~DRABLEYs FELICIA B \
% FOSTER, BILL 99wt AUTO "THEET 9TwBUNTHER ¢ MARY_JO 92~ANAPOPOLUS, CASIUS M. BE~HAMSTEADy HARLEY. S g
¥ 35-DRAGLEYe FELICIA 8 : : N
R GUNTHERs MARY JG  97eFOSTER: BILL B0wsAUTO THEFT 35wDRAGLEYy FELICIA B [ N
b HAMSTEADs HARLEY S 88=FOSTERs BILL 70=9AUTO THEFT X
24} 29
[ IMPALAY CYNTHIA JANE 99w BASSAULT 95w J CANDY SHOPPES SO-ELMERSMARTy GOROON € T .
Pl MONES S BOB. i SO RASSAULT. 47=ELMERSMARY . GORDON E._ 25=DRAGLEY . BELICIA.B i
b #ASSAULT 99w=IMPALAS CYNTHIA JANE 80=JONESs BOB g
& 3%
T RAUTE THEFT G9wFOSTERy BILL G0=GUNTHER, MARY J0 TowHAMSTEADy HARLEY S v
2t : 32,
 ®EXTORTION GOeELMERSMART» GORDON E  75«DRAGLEY» FELICIA 8 s
& 34
135, 34
€8 3
(2 KR!
= &
33 B
10y 1
Y] 31]
H3 A
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1453 444
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RUN DESCRIPTION = HARRIS ANAPOPOLUS PROJECY

e B INKS IN TO . ZANAPOPOLUSs ALYVIN & ¢
WITH STRENGTHww= 25

LINKS

30 JUNE 75 MONEY FLOW EMPHASIS

LINKTYPE

ANAPGPOLUSY ALVIN X
ANAPOROLUSe BORIS V 97

DN A

NRAGLEYs FELICIA B . .92 ..

100

#CONTROL.
SMONEY

SOQURCE. |

Di=0}
PEnls

ELMERSMART GORDON E = 97 v
« IMPALAy CYNTHIA JANE 73

X, )

€. oL GANDY SHOPPES 71

2MONEY
“CONTROL

BCONTROL

PR3
Dlw0s:
Die07

B @ W A o B 6 a5 A

* % B & 5B ¥ " o

sl e w a

. JONESy 808 72

NAPOROLUSs CASIUS M 97
e FQSTER BILL:

96

#CONTROL,

HCONTROL

#MONEY

Di=~08

Di=01
DE=02

«  GUNTHERs MARY J0- 94
. HAMSTEAD s HABLEY S 93

#CONTROL

_ 4MONEY

Dl#ig
LERLT
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pap—"

Figure 4.

Sampie 1ink network.
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ANAPOPOLUS | FOSTER

HAMSTEAD

Figure 5. Money flow chart comparable to the sample link network in
Figure 4.
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X. Anapopolus and Boris V. Anapopolus are Tinked directly with a STRENGTH

of 95. At the right in Figure 4, the LINKTYPE for each direct 1ink is

named (if amalgamated, the LINKTYPE of the strongest link in the amalga-
mation is named) and the coderd source of information for that link is provided.

Link Path Listing

The analyst can obtain the path of links connecting any two ENTITIES.
If more than one path exists, the paths are listed in order of decreasing
STRENGTH. Figure 6 shows the listing of link paths between Alvin X. Ana-
popolus and C. J. Candy Shoppes. The PRINCIPAL PATH is the first one
listed; it is the strongest path of links between the two selected ENTITIES
and involves three intermediate ENTITIES--Boris V. Anapopolus, Gordon E.
Elmersmart, and Cynthia Jane Impala. The other paths are listed in order
of decreasing strength. For example, the next strongest path is the strong-
est path that goes "through" Felicia B. Dragley, the name listed in the
THROUGH column.

Linktype Emphasis

In obtaining 1ink networks, link paths, and other analytical products,
the analyst may emphasize or suppress selected LINKTYPES. For example, to
obtain a network that describes the flow of money in to or out from a selec-
ted ENTITY, the analyst can manipulate LINKTYPES in a way that emphasizes
money flow. The analyst might, for example, in addition to emphasizing
links reflecting money flow, emphasize links based on narcotics traffic in
the opposite direction to the flow of narcotics (under the assumption that
money flows in the opposite direction from narcotics), and suppress those
LINKTYPES which are not related to the flow of money.

In emphasizing money flow in the link network of Figure 4, Tinks based
on money flow were emphasized in the direction of money flow, Tlinks based
on command or control were emphasized in the opposite direction from the
command structure (under the assumption that money flows toward higher com-
mand levels in criminal organizations), and other LINKTYPES were suppressed.
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RUN DESCRIPTION « HARRIS - ANAPOMOLUS PROJECT 30 JUNE 75 CONYROL LINK EMPHASIS
LINK PATHS BETHEEN /ﬁNAPOPOLUSn ﬂLVIN X /. AND_ /C 'J_CANDY SHOPPES /

.
2 STRENGTH THROUGH PATH Bt
3 : N
u 71 @% PRINCIPAL PATH ## /ANAPOPOLU59 ALVIN X /ANAPOPOLUS, BORIS v /ELMERSMART! GORDON E/TMPALAY CYNTHIA JANE/ 3
5 /8 J CANDY SHOPPES / s
8 L]
¥ 18 DRAGLEYs FELICIA B /ANAPOROLUSY ALVIN X /ANAPOPOLUSy HORIS V /DRAGLEY: FEL:c!A B IELMERSMARTo GURDON Ev 1]
: i ZIMPALA S CYNTHI& JANEZC J CANDY SHOPPES /4 o
. 9
e 6  FOSTERs BILL /ANAPOPOLUSY ALVIN X /ANAPOPOLUSv CASIUS M/FOSTERs BILL /DRAGLEY’ FELICIA B / 10
Y : /ELMERSMART s GORDON E/IMPALAy CYNTHIA JANE/C J CANDY SHOPPES / ) o
: & GUNTHER® MARY JO CANAPOPOLUS Y ALVIN X /ANAPOPOLUS CASIUS M/FOSTERs BILL /GUNTHERY MARY JO / &
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& - L . ) . . tia
8 ] 15
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Figure 6,

Sample Tisting of link paths.




OPERATIONAL OVERVIEW

An overview of the major steps needed to operate *QCAP* are summarized
in this section; detailed procedures and descriptions of the forms for car-
rying out these operations are provided in later sections of this report.

The relationships among these steps and the general operational flow of *QCAP*
are illustrated in Figure 7.

Review Assembled Information

The analyst must become generally familiar with the available informa-
tion assembled for analysis. If the information is relatively new, the
analyst needs to take the time to read through it to gain an overview of
the individuals, organizations, activities, and relationships involved, and
to get some initial ideas about the kinds of analytical products needed.

Code Data

The analyst uses a data input form to help select relevant information
and organize it so that it can be put into and acted upon by the computer.
This operation is significantly more than a simple clerical task; careful
Judgment must be exercised in defining LINKTYPES, assessing STRENGTHS, and
estimating VALIDITIES, to assure the validity and usefulness of the analy-
tical products generated.

Enter Coded Data

Completed data input forms are provided to the computer operator or
liaison person for entry. The forms are designed to be compatible with
either punch-card or tape data entry systems. '

Obtain Data Review Package

identification and correction of errors in the database. The entered in-
formation is tabulated in four different ways to highlight errors and to

The first *0CAP* product is a printout designed to facilitate the }
|
|
help the analyst trace them to their location in the database. |
|
\
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Identify Errors

The analyst inspects each of the four tabulations in the Data Review
Package for errors and uses a colored pen to note the errors identified.

Modify Entered Data

Using the database printout provided in the Data Review Package, the
analyst inserts changes to correct the entered data and gives the modified
printout to the computer operator or Tiaison person to execute the needed
changes. If the modifications are extensive, the analyst obtains a modified
Data Review Package and inspects it prior to initiating computer analysis
runs.

Emphasize L inktypes

Using linktype emphasis control forms, the analyst emphasizes or sup-
presses different LINKTYPES for purposes of the analysis. Initially, the
analyst obtains a "normal" run, in which all 1ink STRENGTHS are used as
entered without emphasis. This run can serve as a benchmark to aid the in-
terpretation of later runs in which LINKTYPE emphasis is applied.

Select Entities

The analyst uses entity selection forms to select the different ENTITIES
for which 1ink networks or link paths are wanted.

Execute Routines

The completed forms serve to direct the execution of *OCAP* routines.

Obtain Analysis Package

The *QCAP* product at this point is a set of labeled printouts which
are used directly for the analysis. As the analyst works with this package,
jdeas for additional analyses might arise; these can be obtained by repeating
operations as shown in Figure 7.
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Figure 7. Major *OCAP* operations.




Continue Analysis Process

Although *0CAP* provides products designed to aid the analysis, the
analytical process does not stop with the final *0CAP* output. Inferences
must be developed and supported; any additional information needed for
inference testing or confirmation must be collected; and the results of
the analysis must be disseminated by written report and/or oral briefing.
Thus, the process (including the additional use of *0CAP*) continues as
depicted in Figure 7.
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ANALYSIS PRODUCTS

The purpose of this section is to provide, by means of description
and illustration, an understanding and appreciation of the kinds of analy-
tical products obtainable from *OCAP*. The case example used earlier will
be employed here as well to illustrate the analytical products. The figures
illustrating the sample analysis results are presented in the order in which
they appear in the *OCAP* analysis package. A complete package is not pre-
sented, however; results similar to those included and which would serve no
additional descriptive purposes were left out.

DATABASE PRINTOUT AND ENTITY LISTING

*QCAP* gives the analyst, at the outset, a printout of the database
used for the analysis. This provides a reference during the review and
interpretation of the analysis results. In conjunction with the database
printout, an alphabetical Tlisting is provided of the entities in the data-
base. Entities which are not interconnecting (those which begin with an
asterisk) are Tisted last. The database printout and entity Tisting for
the example case is shown in Figure 8.

SUMMARY OF PRESCRIBED LINKTYPE TREATMENT

To provide an immediately available summary of the Tinktype treatment
for each analysis run, tables such as those in Figures 9, 16, and 20 are
printed. The summary table shows the emphasis given--HI, LOW, NORMAL, LIMITED,
or OFF--to the forward and reverse direction of links of each type, and gives
the validity cut-off for each linktype. Incidentally, the table of Figure
21 indicates that no validity cut-off was entered for the *RECORD or *MONEY
Tinktypes; a minus zero (-0) denotes no entry.

Two fundamental concepts are involved. The first concept is that of
Tink directionality. (Every link in the database has both a forward and
reverse component. For directional Tlinktypes (those which are identified
with an asterisk in the first character), the forward direction is the
direction indicated by the way the link was entered; forward is from the
first entity listed on the data input form (FROM ENTITY) ¢o the second
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DATABASE FOR CRIMINAL INTELLIGENCE CODE= HARRIS =~ ANAPOPOLUS '~ STARTED 26 JUNE 1975

SERIAL. SQURCE LINKYYPE DATE STR VAL ENTITIES INVOLVEDwww <

. . ¥

Dlw=01 SCONTROL B/26/775 95 90 ANAPOPOLUSY ALVIN X ANAPOROLUSY BORIS V. ANAPOPOLUSs CASIUS M *

D1=02 RCONTROL 5/20/738 .70...80 ANAPOPOLUS, BORIS V. DRABLEY, FELICIA B 3

D1«03 “CONTROL 12/13/7¢ 90 S0 ANAPORPOLUSy BORIS V ELMERSMARYs GORDON E ¢

Di1~04 ®#*RECORD 107 2771 90 99 ELMERSMART s GORDON E #EXTORTION b

R1»05 #CONTROL. ... . .&ZR1 /25 .50 80 ELMERSMARY s GORDON E IMPALAs CYNTHIA JANE 8
DI=06 HRECORD 4727768 99 99 IMPal.Ay CYNTHIA JANE. #ASSAULT ’ 7

D1~07 SCONTROL 87 17715 95 840 IMPALAY CYNTHIA JANE € J CANDY SHOPPES 8

s WL OB L RCONTROL ... 8. 5/15,..30...70.. ... ELMERSMART s . GORDON_E JONES: B8QB K
N D1-09 #RECORD 9/ 9/13 80 99 JONES, B0B #ASSAULT "
& Di=10 “RECORD 3/15/71 75 90 DRAGLEYs FELICIA B  SEXTORTION &
5 RL=1l. #CONTROM. o 3L TLT5. 60, 50, ... ANAROPOLUS s CASIVS M FOSTERe BILL - B
& Dl«l2 HCONTROL 4718479 95 7O FOSTERs BILL GUNTHERs MARY JO 3
i« 01=13 #RECORD 11/28/70 80 S50 GUNTHERs MARY JO PAUTO THEFT g
Diwld #RECORD 10/11/%2...89..9%9 EOSTERs BILL SAUTO. THEET 4
o Dlw=l5 “CONTROL 5/29/15 40 80 FOSTER» BILL HAMSTEADy HARLEY S §
3 Dlw16 4RECORD 2/19/73 70 90 HAMSTEADy HARLEY S 4AUTO THEFT 1,
K (FOSTER.AND GUNTHER HAVE BEEN. LIVING JOGETHER SINCE OCTOBER 1974) o
. D2=01 #MONEY 4/ 2/75 80 50 HAMSTEADs HARLEY S  FOSTERs BILL §
; D2=02 #MONEY 4/31775 80 50 FOSTERy BILL ANAPOPOLUSy CASIUS M 5
“ DRm03 MMONEY. ... &/11/75.90..90 . . ELMERSMARY.. GORDON.E.ANAPOPOLUS.BORIS V... R
K D2w04 SMONEY “&/23/7T5 90 T0 DRAGLEYs FELICIA B ANAPOPOLUSs BORIS V -
: D3~01 CONTACT 2/12/74 35 To FOSTERy BILL DRAGLEYy FELICIA 8  GUNTHER, MARY JO 23
o R3202 CONTACT .. 1042847325 80, . ... JONESs BOB . ..o ELMERSMARY 2. GORDON. E ORAGLEYs FELICIA B ¥
i NAMES OF ENTITIES IN THE DATABASEw HARRIS = ANAPOPOLUS = STARTED 26 JUNE 1975 g
& ANAPOPOLUSs ALVIN X ANAPOPOLUS, BORIS V ANAPQPOLUSy CASIUS M DRAGLEY, FELICIA B C J CANDY SHOPPES :
¥ ELMERSMARTy GORDON £ FOSTERs BILL GUNTHERs MARY JO HAMSTEADy HARLEY §  IMPALAy CYNTHIA JANE &
o JONES, BOB BASSAULY #AUTG THEFT YEXTORTION L
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Figure 8. Database printout and entity listing for example case.
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RUN DESCRIPTION » HARRIS ANAPOPOLUS PROJECT 30 JUNE 1975 NORMAL LINK EMPHASIS

SUMMARY OF PRESCRIBED LINKTYRE TREATMENT FOR THIS RUN
LINKTYRE FORWARD REVERSE CUTOFF

i

RCONTRO{, NORMAL, NORMAL,

o P o O ey

#MONEY NORMAL, NORMA.

]
¥RECORD NORMAL . NORMAL 6
0
CONTACT NORMAL o

G W @ D W S A

o i Sl A AP R et

Figure 9. Summary of linktype treatment for normal 1ink emphasis.




entity Tisted (TO ENTITY). Reverse, of course, is the opposite direction.
Forward and reverse directions are illustrated below for entities A and B.

*0CAP* permits the emphasis of Tink strength for directional links,
differentially for the forward and reverse directions. On the other hand,

FROM TO
ENTITY ENTITY

FORWARD ~——3»
A j-sf——~ REVERSE ————if B

nondirectional links, by definition, always have equal strengths in both
the forward and reverse directions. Emphasizing forward direction auto-
matically emphasizes the reverse direction, identically, for nondirectional
links.

The second concept is that of linktype emphasis. When emphasis is
given to either the forward or reverse direction of a linkiype, all links
of that type are emphasized as indicated. The objective of emphasis, of
course, is to highlight patterns of special interest by increasing or de-
creasing the prominence of links of selected types. For example, the ana-
lyst might want to highlight the pattern of money flow, organizational
control, and so on.

There are five Tevels of emphasis to select from--high, normal, low,
Timited, and off. Emphasis involves a Tinear transformation of the link
strenigths, as originally entered into the database, to modified Tink strengths.
Two things happen during the transformation: 1) the absolute value of the
link strength is changed in accordance with the transformation function for
the selected linktype emphasis, and 2) the link strength value is changed
to a decimal fraction (divided by 100) for use in calculating strengths of
indirect and amalgamated 1inks.
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The Tlinear transformations are illustrated in Figure 10 for high,
low, and normal Tinktype emphasis. For example, a link strength of 80
would be transformed to .40 under low emphasis, tc .80 under normal em-
phasis, and to .90 under high emphasis. These values are then used in
*QCAP* calculations; resulting decimal fractions are changed back to whole
numbers prior to printing out the analytical products.

Limited emphasis changes the strength of all links to a single value
of .004. The purpose of using this level of emphasis is essentially to
eliminate the links from playing a strong role, but still to retain the links
in the analysis. Typically the links given Timited emphasis show up in
the analytical products at a value of zero, or about zero. When the off
level is used, on the other hand, links of the designated type are totally
removed from the analysis.

ASSOCIATION LISTING

irect 1inks in the database togetner with correspond-
ing link strengths are given in the form of the association listing as il-
lustrated in Figure 11. A1l entities in the database are Tisted alphabeti-
cally in the column at Teft, labeled NAME. The entities linked directly

to each named entity are shown at the right together with the strength of
each link. For example, on the third Tine down, Casius Anapopolus is linked
to Alvin Anapopolus with link strength 95 and to Bill Foster with 1ink
strength 92.

Where there is 1ink directionality, direction goes from the entity
named at the left to the entities with which it is Tinked at the right.
Under normal ‘1ink emphasis as in Figure 11, in which forwaid and reverse
1inks are equal, directionality plays no part. However, in the association
Tisting of Figure 18, obtained under control link emphasis, directionality
is significant. For example, since the direction of control is from Alvin
Anapopolus to Casius Anapopolus and Boris Anapopolus, the direct Tinks on
the first line from Alvin to Casius and from Alvin to Boris are both of
high 1ink strength. However, the strengths of the links in the opposite
directions (Boris to Alvin and Casius to Alvin) are zero because the re-
verse directions of control links were given limited emphasis (see Figure 16).
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Figure 10. Linear transformation for high, normal and Tow linktype analysis.
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Figure 11.

Listing of direct associations and 1ink strengths for normal link emphasis.

RUN DESCRIPTION » HARRIS ANAPOPOLUS PROJECT 30 JUNE 1975 NORMAL LINK EMPHASIS

Y ‘ LISTING OF DIRECT ASSOCIAYIONS AND_LINK _STRENGTHS

¥ N . " '

2 NAME ENTITIES CONNECTED TO (WITH CONNECTION STRENGTHS.)

3 . : : .

‘ ANAPOPOLUSe ALVIN X 95=ANAPOPOLUS CASIUS M  95~ANAPOPOLUSs BORIS V

i ANAPOPOLUSs BORIS V.. ... 99=ELMERSMARTY GORDON. E__ 97=DRAGLEY. FELICIA B . 95=ANAPOPOLUSK ALVIN X
75

sl ANAPOPOLUS, CASIUS M FEANAPOPOLUS s ALVIN X $2wFOSTER: BILL

11

“ DRAGLEYe FELICIA B 9T«ANAROPOLUSY BORIS V. TS«#EXTORTION 35=GUNTHERY MARY JO 35=FOSTERs BILL
X ZS=ELMERSMART» GORDON E 25«JONES, HOB

2 Byl CANDY SHOPPES 95«IMPALAY CYNTHIA JANE

< ELMERSMARTy GORDON £ GOwANAPOPOLUSY BORIS V. 90wHEXTORTION SomIMPALAY CYNTHIA JANE 47=JONES, HOB
il i _ 25=DRAGLEYs FELICIA B 4

2 FOSTER. BItLL 99« AUTO "THEFT 97=0UNTHERy MARY JO S2=ANAPOPOLUSy CASIUS M Ba~HAMSTEADy HARLEY S "
o 35~DRAGLEY. FELICIA 8 ' o

o BUNTHERY MARY JO 97«FOSTER BILL BOW®AUTO THEFT . 35=0ORAGLEY) FELICIA B
R

i WAMSTEAD e HARLEY S 88~FOSTERy BILL 70=9AUTO THEFT

fr4

B TMPALA CYNTHIA JANE G9wIASSAULT 95wl o CANDY SHOPPES 50~ELMERSMARTy GORDON E
~3 : ‘ B .

. SJONES s BOB B=BASSAULT STSELMERSMARY s GORDON B 25=0RAGLEY. FELICIA.B
X

o SASSAULT 99=IMPALAY CYNTHIA JANE 80w=JONES. BOB

X

bl WAUTO THEFT 99«=FOSTERy BlLL BO~BUNTHER . MARY JO TuU~HAMSTEADY HARLEY S
% BEXTORTION 90=ELMERSMART s GORDON E  75=-DRAGLEY. FELICIA 8
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Actually, as discussed earlier, the strengths are slightly greater than
zero before rounding.

In calculating the association listing, two or more links which might
exist for the same pair of entities are amalgamated and the increased
strength of the resulting link is calculated. The *OCAP* computational
sequence is as follows. As each Tink of the original database is read
into the program, its strength is modified by the prescribed Tinear trans-
formation. Then, a search is made to determine whether any previous Tink
exists connecting the same two entities in the same direction. If none
is found, a new 1ink is established with link strength as determined from
the transformation. However, if one is found, the new link is amalgamated
with the old Tink and the strength of the new amalgamated link is calculated
by the following formula:

Amalgamated | _ | Old Link |, |New Link | _|01d Link| |New Link
Link Strength Strength Strength Strength | | Strength

Since, as discussed earlier, the linear transformation of original
link strengths produced transformed 1ink strengths having values between
0 and 1, the strengths of the resulting amalgamated links also have values
between 0 and 1.

LINK NETWORKS

The analysis package provides Tink networks with selected entities
as centers, and with prescribed directionality and 1ink emphasis. In ad-
dition, through use of the 1ink strength cut-off, only links at or above
a specified cut-off Jevel are included.

A Tink network shows the strongest paths of links between the selected
entity (or entity grouping) and all other entities with which it is associ-
ated. As discussed earlier, if directional Tinktypes are invoived, networks
can be obtained in which the direction of links is in to the entity as well
as out from the entity.

Path strength is the product of the strengths of the individual links
which go to make up the path. Thus, for a path made up of N links, the path
strength is calculated by the following formula:

31




Path - | Strength Strength Strength
Strength Of Link 1 Of Link 2| *°° | Of Link N

Path strength calculations are made after the Tinear transformation
of Tink strengths to values between 0 and 1. Also, some of the links in-
cluded in the path strength calculations are 1ikely to be amalgamated 1inks
derived from the calculations described earlier. The path strengths are
changed back to the original STRENGTH scale, with values from 0 to 99, for
presentation on the 1ink network.

A Tink network from the example case is shown in Figure 12. This
network shows 1links out from Alvin Anapopolus; however, since normal Tink
emphasis was given, the network of Tinks in to Alvin Anapopolus would be
identical. The Tink network is shown at the left; the corresponding Tink-
type and the information source code of each direct link is shown at the
right. In the 1ink network, the pattern of connections is revealed in the
same manner that a book's table of contents reveals the relationships
among topics. For examnle, the network shows Alvin Anapopolus linked di-
rectly to only Boris Anapopolus and Casius Anapopolus. Boris Anapopolus
is shown with direct Tinks to Felicia Dragley and Gordon Elmersmart; Alvin
Anapopolus, then, has indirect 1inks (through Boris) to Dragley and Elmer-
smart.

The link strengths appear after each entity in the 1ink network and
signify the strength of the path of links between Alvin Anapopolus (the
selected center) and each other entity in the link network. For example,
Alvin Anapopolus is directly Tinked to Boris Anapopolus with a link strength
of 95; he is indirectly linked--through Boris Anapopolus, Gordon Elmersmart,
and Cynthia Jane Impala--to C. J. Candy Shoppes with a path strength of 45.

In the LINKTYPE column at the right, the type of each direct link
is named. For example, the second linktype down, *MONEY, indicates that
the nature of the link between Boris Anapopolus and Felicia Dragley is the
transfer of money. If the direct link has resulted from an amalgamation
of several links, the linktype of the strongest 1ink in the amalgamation
is named.
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RUN DESCRIPTION = MARRIS ANAPOPOLUS PROJECT 30 JUNE 1975 NORMAL LINK EMPHASIS
\. LINKS OUT FROM /ANAPDPOLUS ALVIN X / y
' R
é LINKS WITH STRENGTHws 25 ' . IR R
i : : LINKTYPE _SOURCE |
4 ANAPOPOLUSs ALVIN X 100 *
¢ * ANAPOPOLUSs BORIS V 95 #CONTROL D1=0) 8
8 . ' DRAGLEY.y FELICIA B 92 HMONEY D2mo4 it
¢ . «  ELMERSMARTs GORODON £ - 94 CSMONEY D2=03
# Y » . IMPALA Y CYNTHIA JANE 47 . CBHCONTROL: - D1=08 3®
2 > ' N N L. CANDY. SHOPRES 45 FCONTROL. _ Dix07 . .5¢
w . . . . #aSSAULT 47 SRECORD  Diw06  |o
! . ] . JONESs BOB 45 #CONTROL, Dl-0g R
2 Py » Iy LEEXTORTION _— as #RECORD Dl»04 &
- . " ANARDPOLUSs CASIUS M- - 98 : #CONTROL: - DI~010 @
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Figure 12.

Link network out from Alvin Anapopolus under normal 1ink emphasis.




In the column at the far right headed SOURCE, you are given the coded
source of each direct Tink. Thus, if you want further amplification, clari-
fication, or support for any direct 1link you can use the code to go to the
ultimate information source.

Figure 14 illustrates a Tink network for a center which consists of
three entities--Alvin, Boris and Casius Anapopolus. In this network the
three entities are considered as a single entity for purposes of interpre-
tation. However, the diagram does retain the structure of direct 1inks as
they relate to each individual entity in the group center. For example,
even though Casius Anapopolus is in the group center, he is the entity to
which Bill Foster is directly Tinked and this structure is retained in the
diagram.

Figure 23 illustrates a network in which directionality plays a sig-
nificant role. The Tinktype treatment for this network emphasized money
flow (see Figure 21); it gave high emphasis to money links in the forward
direction and also high emphasis to control links in the reverse direction
(under the assumption that money flows toward the top of the command struc-
ture). The link network can be interpreted in precisely the same way as
the flow chart presented earlier in Figure 5. The flow of money moves from
the entities at the right through Tlinks to entities at the left.

FRACTIONS OF INPUT LINKS EXPLAINED

Since no single 1ink network is likely to contain all of the Tinks
in the database, or even all Tinks of any linktype, the analyst is provided
a table, along with each link network, which shows the fraction of input
links of different linktypes explained by the Tink network. The table for
the network in Figure 12 is given in Figure 13. As shown in that figure,
each linktype is listed in the left column Tabeled LINKTYPE. Then, all
links of each type are classified into three classes--WITH, AGAINST, and
EXCLUDED. In constructing this table, the program goes through the com-
plete database and, ignoring any emphasis given, assigns each link to one
of these classes. Those links with directionality the same as those in
the Tink network are put in the WITH class; those which have directionality
opposite to that of the network are put in the AGAINST class; and those
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which cut across the network (are outside the network) are put in the
EXCLUDED class. Then, for each linktype, the percentage of the total in-
put links, weighted by the input link strengths, are calculated and printed
appropriately in the table. Thus, by using this table the analyst can
estimate the extent to which the given link network contains the links and
strengths which were put into the database originally.

As shown by the table in Figure 13, all of the control Tinks of the
example case are contained in the Tink network and are parallel to the di-
rection of the network. The table also shows: that about half of the
links based on criminal record are included in the network; all of the
links based on money flow are included, but that their directionality is
opposite to the directionality of the network; and that most of the links
(67 percent) based primarily on nondirectional association (CONTACT) are
not in the network.

LIST OF CENTERS EXPLAINING THE HIGHEST PERCENTAGES OF EACH LINKTYPE (BEST)

This product is an extension of the tasulations described above. The
BEST calculation helps the analyst select entities for link network calcu-
lations by providing a 1ist of the entities which will explain the highest
percentages of each linktype when selected as the center of a link network.
Figure 15 shows the BEST printout for the example case. As shown, LINKTYPE
is named in the first column; network direction is indicated in the second
column; Tink directionality, with respect to network direction, is indicated
in the third column; and, in the remaining part of the printout to the
right, the top ten entities are listed in order. For example, the 1ink
network out from Alvin Anapopolus is shown to contain 100% of the control
Tinks in the database having the same directionality as the network. Thus,
by selecting a network with links out from Alvin Anapopolus, the analyst
is assured of accounting for 100% of the control links in that direction.
Furthermore, as shown lower down in Figure 15, by selecting a network with
Tinks in to Alvin Anapopolus, the analyst will account for 100% of the money
1inks in that direction.

Since the generation of a table, such as the one shown in Figure 15,
requires the calculation of the 1ink network in to and out from e'ch entity
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Figure 10.
each Tinktype (BEST) under normal 1ink emphasis.

List of entities which, when selected as centers, explain the highest percentage of




in the database, it is significantly more expensive in computer time than
any other analytical product of the program. Consequently, the use of BEST
might be most appropriate for the initial run under normal Tink emphasis.
On subsequent runs, BEST would be requested only under special conditions.

ENTITY CENTRALITY

For some analytical purposes, the analyst might want to determine
which of the entities in the database are most centrally located relative
to other entities. Thus, as part of the BEST calculations, centrality is
measured and the ten entities with highest centrality measures are listed
in order.

Centrality is based upon the idea that an entity with high 1ink
strengths to other entities in the database is more centrally Tocated than
another entity which has lower link strengths to other entities. Thus,
if the Towest Tink strength from A to any other entity is 50 and the Tow-
est Tink strength from B to any other entity is 20, A has greater centrality
than B. The centrality measure, then, is the Towest Tink strength that an
entity has with any other entity in the database; and this is the basis for
the listing of entities in terms of centrality. The listing is illustrated
in Figure 16 for the example case. It shows that Gordon Elmersmart and
Boris Anapopolus have greatest centrality. The Towest Tink strength each
has with any other entity in the database is 47. Since this listing of
entities was developed under normal link emphasis, the ’isting is identi-
cal for both networks--the networks of links out from and in to the entities.

LISTING OF LINK PATHS BETWEEN SELECTED ENTITIES

The analyst is given a list of the link paths between each pair of
entities selected for this analysis. The Tisting of 1link paths is illustrated
in Figure 20 for the requested paths between Alvin Anapopolus and C. J.

Candy Shoppes. Each path of Tinks between these two entities is listed

under the heading, PATH, at the right; there are four different paths of

1inks between these two entities. In the column at the left labeled STRENGTH,
the Tink strength between these two entities via the designated path is

given. Paths are listed in order of decreasing strength.
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Figure 16. Listing of entities with highest measures of centrality.
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Figure 17. Summary of linktype treatment for control Tink emphasis.
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Figure 18.
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Figure 19. Link network out from Alvin Anapopolus under control Tlink emphasis.
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Listing of direct associations and 1ink strengths for money flow emphasis.
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Link network in to Alvin Arapopolus under money flow emphasis.




As shown in Figure 20, the strongest path (**PRINCIPAL PATH**) links
Alvin Anapepolus to C. J. Candy Shoppes via three interconnecting entities--
Boris Anapopolus, Gordon Elmersmart, and Cynthia Impala--with a strength
of 71. For paths other than the strongest path, entities are named in the
THROUGH column to help identify and describe the path. For example, the
second path Tisted is not only the second strongest path between Alvin
Anapopolus and C. J. Candy Shoppes, but it is also the strongest path that
passes through Felicia Dragley, the entity named in the THROUGH column.
The path has a strength of 18.

In completing path calculations, the network of links out from the
first named entity, and the network of links in to the second named entity
are calculated simultaneously. As a result, each entity in the path has
two numbers associated with it--the 1link strength of that entity from the
first named entity and the Tink strength of that entity to the last named
entity. Remember that these Tink strengths are likely to be based upon in-
direct Tinks as well as direct 1inks and, as a consequence, the path through
the subject entity is Tikely to contain other entities as well. Even so,
the path strength between the two selected entities through the subject
entity is simply the product of these two numbers. Remember also that
transformed decimal values are used in the calculations. The entities in
the database, then, are taken one at a time, and the paths through them
are put in decreasing order of strength. Each path is then printed out as
shown in Figure 20.

Not all possibile paths are printed out. If the path associated with
an intermediate entity has already been printed out through some other
intermediate entity, that path is not printed because it, of course, would
be identical. Also, if the link path passes through the same intermediate
entity two times or more, it is not considered meaningful for this analysis
and is not printed.
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NOTE ON PROGRAM PROCEDURES

Detailed procedures for using *0CAP* in the analysis of
criminal intelligence are provided in the following three sec-
tions. Although these same procedures are contained in the
*0CAP* instruction document issued separately, they are pro-

vided here as a ready reference for the interested reader.

The procedures are divided into three sections, consistent
with the three stages of *QCAP* operation--data preparation,
data review and modification, and data analysis. The same case
example used earlier to illustrate the program and its products
is used to illustrate the procedures.
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DATA PREPARATION PROCEDURES

The purpose of data preparation is to select, from your assembled
information, that which is relevant and to put it into a form that can be
acted upon by *OCAP*, Completion of the DATA INPUT FORM serves this pur-
pose.

Prior to putting any information on the form, you should be generally
familiar with the assembled information. If the case is relatively new
to you, read through it to gain an overview of the individuals, organiza-
tions, and activities described, and of the kinds of analytical products
likely to be useful.

Although coding information on the DATA INPUT FORM might, at first,
appear to be a routine clerical task, it is not. The judgments required
should force you to think through critical aspects of the case in depth and
detail. Care taken at this early stage will help to assure the quality and
validity of the analytical products generated later.

Procedures for completing the DATA INPUT FORM are provided in the para-
graphs below; a sample form is shown in Figure 24. The procedures are il-
lustrated with a case example.

1 PREPARE THE HEADING

The heading--ANALYST, CASE, and DATE--serves to identify the analysis
project; it will appear at the top of the *OCAP* printout on each sheet of
the Data Review Package and on the first sheet of each analysis run. The
program places no restrictions on the descriptors or format used for the
heading; however, you might want to select a meaningful format and use it
consistently to facilitate later filing and referencing.

Since more than one DATA INPUT FORM is likely to be employed on a case,
space is provided at the upper right for page numbering.

2 ENTER ENTITIES

For each link, print the names of the connected entities in the columns
labeled FROM ENTITY and TO ENTITY. For directional links, direction is from
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the entity listed in the FROM ENTITY column at the left, to the entity
listed in the TO ENTITY column at the right. Of course, this ordering is
not required for nondirectional links. Up to 400 entities can be entered.

Entities can be persons or things; in fact, any name of 20 characters
or less that has meaning to you can be an entity. Therefore, although in-
dividuals and organizations are probably the most common entities, entities
might also be telephone numbers, criminal records, addresses, and so on.

When entering individuals as entities, put the last name first fol-
lowed by a comma, and then first name and/or initial. Putting last name
first will increase the usefulness of the alphabetical listing of the en-
tities provided later in the Data Review Package. Proper description of
individuals is illustrated in the sample completed form shown in Figure 25.

NN

CAUTION } Some of the entries in the sample completed DATA INPUT
FORMS has been éhtered incorrectly to illustrate error correction proce-
dures later. Therefore, all entries in Figures 25 and 2€ do not serve to
illustrate correct data preparation procedures.

Put an asterisk as the first character of any entity which cannot
serve as an interconnection between other entities. It is necessary to

distinguish between entities which can serve as interconnections and those
which cannot. An interconnecting entity is one which can be the basis for
an indirect link between two other entities. For example, if individual

A is associated with individual B and individual B is associated with in-
dividual C, individual B is the interconnecting entity that permits the
inference of an indirect link between A and C. However, some types of
entities cannot serve to interconnect in this manner. For example, if in-
dividual A has (is linked to) criminal record type H {homicide, say) and
individual C also has (is linked to) criminal record type H, criminal record
type H is no basis for inferring an indirect 1ink between A and C; just be-
cause the two individuals have records for the same type of crime is no
basis to infer they are linked in any way to each other. Several entities
of this type are illustrated on the completed fori. in Figure 25.

Put a dash (-) in the CONTROL column to continue the listing of
entities beyond two. To obtain all possible Tinks among three or more
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ORGANIZED CRIME ANALYSIS PROGRAM
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entities, the listing of entities can be continued beyond the first line, to
as many lines as needed, by putting a dash (-) in the CONTROL column or each
added 1line. The continuation operates differently for directional and non-
directional links. For nondirectinal Tinks, all pessible 1inks are obtained
among the entities listed. For example, if the four entities listed were

A, B, C, and D, the following six nondirectional links would be entered into
the program: A-B, A-C, A-D, B-C, B-D, and C-D. For directional Tinks, on
the other hand, only the entity first listed in the FROM ENTITY column would
be 1inked to the other entities. For example, if the four entities listed
were A (the first entity listed under FROM ENTITY), B, C, and D, the follow-
ing three directional links would be entered into the program: A to B, A

to C, and A to D. The entity continuation feature is illustrated on the
sample completed DATA INPUT FORMS shown in Figures 25 and 26.

1 ;c».ﬁ‘rlo.n Remember, only a single strength and a single validity
estimate is pFBvided for all the links entered into the program by the entity
continuation feature. Therefore, do not use the entity continuation feature
unless the identical strength and validity applies to each resulting link.

3 ENTER LINKTYPE

In the column labeled LINKTYPE, describe the nature of each link using
a word of 10 characters or less. The LINKTYPE entry is critical to the
ana?yéis because it is through the emphasis or suppression of linktypes
that you are able to control the analysis and obtain desired analytical
products. Linktype is a descriptor reflecting the primary characteristic
of a 1ink. For example, a link based on the flow of narcotics from one en-
tity to another might employ Narcotics as a descriptor; a 1link based only
on some kind of association between two people might be described by Contact;
a link between a person and that person's record for extortion might use
the descriptor Record. You may employ as many as 20 different linktypes
to describe the links entered.

Fcr directional linktypes, put an asterisk (*) as the first character
in the LINKTYPE descriptor. As discussed earlier, there are two kinds of
Tinks--directional and nondirectional. Links are directional when direction-
ality is primarily from one entity to the other. For example, money might
flow from A to B but not from B to A. Links are nondirectional when
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directionality is not known, is not relevant, or is always as great in one
direction as it is in the opposite direction. For example, nondirectional
Tinks might connect A and B because they are business associates, or might
connect C and D because they meet together regularly. To distinguish be-

tween directional and nondirectional linktypes, use an asterisk(*) as the

first character of each directional linktype.

From the point of view of program operation, you may use any de-
scriptors you wish in the LINKTYPE column so long as each descriptor is
of 10 characters or less and the number of descriptors does not exceed 20.
However, from the point of view of project management and coordination,
you might want to employ a standard set of linktypes. The development and
use of a standard set, of course, is a management function that is beyond
- the scope of these instructions.

LINKTYPE entries for the case example are illustrated in Figures 25
and 26.

4 ASSIGN LINK STRENGTHS

Estimate the strength of each link and enter the numerical link

strength value in the column labeled STRENGTH. The numerical value can

range from a low of 0 to a high of 99 to reflect your subjective estimate
of 1ink strength based upon the information you have available.

Estimate Tink strength under the assumption that the Tink really
exists; you will estimate the 1ikelihood that the 1link exists (1ink VALIDITY)
using procedures described in the next step. Making a distinction at this
point between strength and validity is important because *0CAP* handles
each in a different way. Furthermore, a meaningful analysis requires that
estimates of strength and validity be kept as pure and as separate as
possible. For example, information might show a link between A and B based
upon the regular transfer of large sums of money from A to B. Consequently,
you might assign a high 1ink strength, say 95. However, the information
to support this link might be from a questiomnable source, requiring you to
assign a low validity value to the 1ink. On the other hand, a Tink of low
strength might be based upon a wealth of confirmed information and, con-
sequently, assigned a very high validity value. In any analysis, you are
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Jikely to encounter a wide range of possible combinations of link strength
and Tink validity values.

STRENGTH entries are illustrated in Figures 25 and 26.

51 ASSIGN LINK VALIDITY

Estimate the validity of each link and enter the numerical link
validity value in the columr labeled VALIDITY. Validity is the 1ikelihood
that the designated 1ink of specified linktype exists between the named
entities at the specified link strength. The numerical value can range
from a low of 0 to a high of 99 to reflect your subjective judgment of 1ink
validity based upon the available information and the sources from which
it was obtained. VALIDITY entries are illustrated in Figures 25 and 26.

The numerical scale is essentially a probability scale without deci-
mal points. Use it in exactly the same way that you have been trained to
use probability. For example, interpret a scale value of 80 as the proba-
bility of .80 (or an 80 percent chance) that the link exists as described.

6 ASSIGN DATE (OPTIONAL)

Using numerical codes, you may enter the date associated with any 1ink
in the columns labeled MONTH, DAY, and YEAR. In entering date, use numer-
ical codes for MONTH advancing chronologically from 01 for January to 12
for December; for DAY use the number of the day in the month; and for YEAR,
use the last two numbers of the year (for example, 75 for 1975). The
assignment of dates is illustrated in Figures 25 and 26.

Date is printed along with other information in the *OCAP* database
printout. Thus, by assigning dates, you will obtain a more complete data
reference. Dates might also serve as an additional control for your anal-
ysis. For example, chronological separation of your database is possible
to permit analytical products to be generated for before/after comparisons,
or other potentially useful comparisons or data breakouts.

7 ASSIGN SOURCE IDENTIFICATION (OPTIONAL)

Using any codes you wish of five characters or less in the column
labeled SOQURCE, you may identify the source of the information upon which
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each link was based. This identifier/locator code will appear not only

on the database printout but also on 1ink networks generated during the
analysis. The purpose of USing this feature is to facilitate your going
back to the original source of information to substantiate or amplify links
which later appear to be critical, interesting, questionable, etc.

Many different coding methods might be useful, depending upon the
nature and form of the information. The system used ih the example shown
in Figures 25 and 26 combined document number with page number; for example,
D1-05 refers to information on Page 5 of Document 1.

8 ASSIGN SERIAL NUMBER (OPTIONAL)

Using any set of four characters or less, a serial number may be
entered in the column labeled SERIAL. This feature gives you the flexi-
bility of an additional set of characters to serve as descriptors, identi-
fiers, Tocators, etc. These codes will appear only on the database print-
out, however.

9 ENTER NOTES (OPTIONAL)

Enter any desired applifying or clarifying notes, by putting the
first character (other than a blank space or dash) in the CONTROL column.
The note will appear on the database printout on the same line, relative
to other entries, on which it was entered on the DATA INPUT FORM.

When entering a note, ignore all columns and column headings except
for the CONTROL column, as illustrated by the example in Figure 25. Although
the sample note appears on only one line, you may use as many lines as you
wish. Remember, however, that each line must start with a character (other
than a blank space or dash) in the CONTROL column. As shown in Figqre 25;
you might want to accentuate the note by enclosing it in parentheses, or
by some other means.

10§ ENTER END DATA

Enter the words END DATA on the line following the last entry on the
DATA INFUT FORM to signify that there are no more entries. Put this entry
in Columns 1 through 7, ignoring labeled columns. END DATA has been entered
incorrectly in Figure 25; it should have started in Column 1.
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DATA REVIEW AND MODIFICATION PROCEDURES

At this point, information on the DATA INPUT FORM has been entered
into the computer where preliminary calculations have been performed and
the results printed out for your review. The purpose of your review is to:

¢ Lccate and correct data input errors.
e Gain a preliminary understanding of your database.
e Modify your database, if necessary, to facilitate the analysis.

The Data Review Package is made up of four parts; each is described
briefly in the following paragraphs and illustrated by the case example
introduced earlier.

DATA REVIEW PACKAGE

Database Printout. You are given a complete printout of all informa-
tion put into the computer from the DATA INPUT FORM (your database for the
analysis). The initial, uncorrected database printout for the example case
is shown in Figure 27. The numbers Tlisted in the first column under CARD
identify the lines of the database and are used to refer other parts of the
Data Review Package back to the database,

Linktype Distribution. You are given a distribution of the 1inks for
each linktype. As shown at the top of Figure 28, the distribution gives
the Tines on which links of each type appear. Any errors can thus be traced
to the Tines on which they appear in the database printout.

Linktype Statisties. For each Tinktype, you are given the number,
mean, standard deviation (SIGMA), minimum value and maximum value of the
Tinks in the database. These linktype statistics for the sample case are
shown in the Tower part of Figure 28. The column labeled NUMBER gives the
number of 1inks in the database of each Tinktype. The column labeled MEAN
gives the calculated average strength assigned to all links of that Tinktype.
The column labeled SIGMA gives the standard deviation about the mean for
strengths of links of that Tinktype; standard deviation is a measure of how
closely the link strengths group themselves around the mean 1ink strength--
about 70 percent of data values will usually be found within one standard
deviation of the mean. The columns labeled MINIMUM and MAXIMUM provide the
highest and Towest strengths assigned to Tinks of that Tinktype.
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kntity Distribution. You are given a list of all entities in alpha-
betical order; along with the Tist, you are given the distribution of 1inks
involving each entity. As with the linktype distribution, the numbers refer
to the lines of the database printout on which the 1links are described. An
example entity distribution is shown in Figure 29.

REVIEW AND MODIFICATION PROCEDURES

1 IDENTIFY ERRORS IN THE ENTITY DISTRUBUTION

Using the entity distribution, locate and note errors associated with
entities. The methods to be used, together with some of the types of errors
commonly encountered, are illustrated in Figure 30. Note, initially, that
some of the entities seem to be listed twice; this can result from any dif-
ferences in the way the entity is entered. Boris V. Anapopolus appears twice
because, in Line 1, a period was placed after his middle initial whereas no
period was used elsewhere. The error was circled, as was the Tine on which
it appeared in the database. Felicia B. Dragley appears twice because Felicia
was misspelled on Line 11; *assault appears twice because of a misspelling
en Line 7; and Bob Jones appears twice because an extra space was inadvertently
inserted on Line 9 between his first and Tast names.

Another type of error shown in Figure 31 is that of using two names
for the same individual--William F. Foster on Line 15 is the same person as
Bill Foster elsewhere. Even though both names might be correct, the result
is having two entities in the database where only one is desired.

The entity named "End Data" appears erroneously in the list because
of an improper entry on the DATA INPUT FORM. The term "End Data," signify-
ing there are no more data to be entered, should have been started in Column
1 but, as shown in Figure 26, was actually started in Column 3. As a conse-
quence, the term was treated as an entity.

As shown in Figure 30, each error is identified on the entity distribu-
tion, and the 1ine on which it appears in the database is circled.

2 IDENTIFY ERRORS IN THE LINKTYPE DISTRIBUTION

Using the linktype distribution, locate and note errors associated
with Tinktypes. The methods to be used, together with error examples, are
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Figure 30.

Example entity distribution (errors noted).
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illustrated in Figure 31. Two errors are shown. The first is a linktype
which, for reasons to be discussed later, was left blank on Lines 2 and 27.
The second is a transposition of the 0 and C in the Tinktype named *RECORD
on Line 7, resulting in an additional linktype-- *REOCRD. These errors are
noted on the Tinktype distribution; the Tines of the database on which they
occur are circled. '

3 NOTE ERRORS AND CORRECTIONS ON THE DATABASE PRINTOUT

First, circle the lines of the database on which errors identified
in the entity and linktype distributions are found. As shown in Figure 32,
these were Lines 1, 2, 7, 9, 11, 15 and 27.

Second, note the errors on the database printout in the manner shown
in Figure 32.

Third, review the database printout; identify and correct any additional
errors not already identified. In Figure 32, an additional error, found on
Line 18, is the transposition of the T and H in the word TOGETHER.

Fourth, on the database printout, state the action required to correct
the errors noted on each line. The actions required to correct errors in
the example case are shown in Figure 32. Most corrections are obvious;
some are not. On Line 2, the errors were caused by failing to enter the
dash (-) in the CONTROL column into the computer to signify entity continu-
ation. As a result, Line 2 in the database was produced with a single en-
tity, a blank linktype, and blanks (as indicateu by -0) in the DATE, STRENGTH,
and VALIDITY columns. These errors are all corrected by simply adding the
dash (-) for entity continuation. The "End Data" error on Line 27 was dis-
cussed previously; it can be corrected by the proper insertion of the End
Data instruction (card).

4 REVIEW LINKTYPE STATISTICS

Review the statistics--NUMBER, MEAN, SIGMA, MINIMUM and MAXIMUM~-for
each Tinktype to identify any potentially abnormal values. Linktypes with
statistics that deviate significantly from your expectations might be looked
into further. The T1ink strengths originally entered for these Tlinktypes
can be inspected in the database printout for entry errors, or perhaps, for
Jjudgments that in retrospect appear inadequate.
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Figure 31. Example linktype distribution and statistical summary {errors noted).
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Figure 32.

Example database printout (corrections noted).




51  MODIFY THE DATABASE

Make any desired changes in the database. You might wish at this
time to make changes in the database that you believe will facilitate your
analysis, changes which are in addition to the correction of errors. For
example, as a result of your review of linktype statistics you might change
some of your Tink strength values. In addition, you might delete certain
entities or even complete 1ines from the database, or you might combine
linktypes that appear too similar to warrant separate treatment. To make
these types of modifications, identify the specific items to be changed and
provide instructions for changes in the same way that you would to correct
errors.

6 OBTAIN AND CHECK THE CORRECTED, MODIFIED DATABASE

Prior to initiating your analysis, obtain and check your corrected,
modified database. This step is always necessary to assure the quality of
vour analysis, unless, of course, the corrections are few and minor in nature.
The corrected Data Review Package for the example case ‘is shown in Figures
33, 34, and 35,
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Figure 33.

Example entity distribution (corrected).
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Figure 34. Example linktype distribution and statistical summary (corrected).
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Example database printout (corrected).
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DATA ANALYSIS PROCEDURES

Having completed the procedures for data preparation, review, and
modification, you now have a database that is ready for analysis. Through
use of the LINKTYPE EMPHASIS CONTROL FORM and the ENTITY SELECTION FORM,
you can instruct *OCAP* to perform the operations required to get you the
analytical products you need. In this, you have the flexibility to select
the entities you wish to focus on, and to controi the emphasis you wish to
give to the different linktypes.

Your analysis is likely to be iterative in nature; you will probably
cvcle back through the operational sequence several times--selecting dif-
ferent entities, varying the Tinktype emphasis, and requesting different
products--before you feel you have exhausted the anaiytical possibilities.

The analytical steps are described below and are illustrated with the
case example employed in the previous sections. Also, when they are needed
for understanding or clarification, new concepts will be introduced and ex-
plained. The LINKTYPE EMPHASIS CONTROL FORM and ENTITY SELECTION FORM em-
ployed in the analytical steps are shown in Figures 36 and 37. The products
obtained by means of these analytical steps will be described and illustrated
later in the next major section.

1 COMPLETE THE DESCRIPTIVE HEADING

At the top of the LINKTYPE EMPHASIS CONTROL FORM in the spaces labeled
DESCRIPTIVE HEADING, describe the analysis run. This heading will then
appear at the top of the sheet for each different analytical product gener-
ated in the run. At a minimum, you should include your name, the project
or case title, the date, and a description of the Tinktype emphasis employed.
The headings entered for three different runs are shown in Figures 38, 39,
and 40 for the example case.

2 LIST LINKTYPES

In the column labeled LINKTYPE on the LINKTYPE EMPHASIS CONTROL FORM,
list those Tlinktypes which you wish to give other than normal emphasis.
Unless you Tist the Tinktype and indicate the emphasis desired, the Tinktype
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Figure 36. Linktype Emphasis Control Form.
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ORGANIZED CRIME ANALYSIS PROGRAM

Entity Selection Form

Print BEST here to obtain list of centers which explain highest percentages of links of each type.

D:[D If more than orie Emphasis Control Form is to be used with selected entities, print MORE here; otherwise print STOP.

Figure 37. Enﬂtity Selection Form.
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ORGANIZED CRIME ANALYSIS PROGRAM
DESCRIPTIVE HEADING Linktype Emphasis Control Form
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Figure 38. Linktype Emphasis Control Form example completed for normal link emphasis.
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ORGANIZED CRIME ANALYSIS PROGRAM
DESCRIPTIVE HEADING Linktype Emphasis Control Form
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Figure 39, Linktype Emphasis Control Form example completed for control Tink emphasis.
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ORGANIZED CRIME ANALYSIS PROGRAM
DESCRIPTIVE HEADING Linktype Emphasis Control Form
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normal emphasis.

NS vaLDiTY
O || cur-oFF

EIEINE

. : - 4. On line after last listed linktype, print
BEEEEE v ‘ END LINK.

5. To obtain normal emphasis for all
linktypes, print only END LINK on
first line and check nothing under
forward or reverse emphasis.

: : i 6. For each linktype, print the validity
i B ' N ] cut-off level desired.

i R e : ' . 7. For “normal run" print desired valid-
iR ' ’ ity cut-off on first line only.

; RN
il IF DIRECTIONAL LINKTYPE

Figure 40, Linktype Emphasis Control Form example completed for money flow emphasis.
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will be given normal emphasis. That is, the link strengths will not be
increased or decreased in the analysis run from the values you entered
originally. Consequently, if you want all Tinks to be given normal em-
phasis, do not Tist any linktype in the LINKTYPE column.

On _the line after the Tast listed linktype, put END LINK. This term
signifies that there are no more 1inktypes in the list. Of course, if a
normal run is desired, only the term END LINK will appear in the LINKTYPE
column. An example of a form completed for a normal run is shown in Fig-
ure 38; forms showing the linktype listings for control 1ink emphasis and
money flow emphasis are shown in Figures 39 and 40.

3 INDICATE LINKTYPE EMPHASIS

Prior to taking the necessary steps required for linktype emphasis,
you need to understand two fundamental concepts that are involved. The
first concept is that of link directionality. Every link in the database
has both a forward and reverse component. For directional linktypes (those
which you have identified with an asterisk in the first character), the
forward direction is the direction indicated by the way you entered the
Tink on the DATA INPUT FORM; forward is from the entity listed in the FROM
ENTITY column to the entity listed in the TO ENTITY column. Reverse, of
course, is the opposite direction. Forward and reverse directions are il-
lTustrated below for entities A and B.

*0CAP* permits you to emphasize 1ink strength fer directional 1inks,
differentially for the forward and reverse directions. On the other hand,

FROM T0
ENTITY ENTITY

l | FORWARD
A e~ REVERSE : B
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nondirectional Tinks, by definition, always have equal strengths in both
the forward and reverse directions. Emphasizing forward direction auto-
matically emphasizes the reverse direction, identically, for nondirectional
links.

The second concept you need to understand is that of Tinktype emphasis.
When emphasis is given to either the forward or reverse direction of a Tink-
type, all links of that type are emphasized as indicated. The objective of
emphasis, of course, is to highlight patterns of special interest by increas-
ing or decreasing the prominence of links of selected types. For example,
you might want to highlight the pattern of money flow, organizational control,
and so on.

You have five levels of emphasis to select from-~-high, normal, low,
limited, and off. Emphasis involves a linear transformation of the Tink
strengths, as originally entered into the database, to modified 1ink strengths.
Two things happen during the transformation: 1) the absolute value of the
link strength is changed in accordance with the transformation function for
the selected linktype emphasis, and 2) the link strength value is changed to
a decimal fraction (divided by 100) for use in calculating strengths of in-
direct and amalgamated Tinks.

The linear transformations are illustrated in Figure 41 for high, Tow,
and normal linktype emphasis. For example, a link strength of 80 would be
transformed to .40 under low emphasis, to .80 under normal emphasis, and to
.90 under high emphasis. These values are then used in *0CAP* calculations;
resulting decimal fractions are changed back to whole numbers prior to print-
ing out the analytical products.

Limited emphasis changes the strength of all links to a single value
of .004. The purpose of using this level of emphasis is essentially to elim-
inate the links from playing a strong role, but still to retain the Tinks in
the analysis. Typically the Tinks given Timited emphasis show up in the ana-
lytical products at a value of zero, or about zero. When you use the off
level, on the other hand, you totally remove links of the designated type
from the analysis.

Controlling linktype emphasis is simple. For the selected linktype,
check the desired emphasis level--HI, LUW, LTD, or OFF--in the FORWARD
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EMPHASIS and/or REVERSE EMPHASIS columns. For nondirectional links, only
the FORWARD EMPHASIS column need be used because the forward and reverse di-
rections will be treated the same. As stated earlier, normal emphasis is
obtained by not checking any of the emphasis alternatives.

4 ENTER VALIDITY CUT-OFF

On the LINKTYPE EMPHASIS CONTROL FORM in the column labeled VALIDITY
CUT-OFF enter the validity cut-off levels. Links with validities below the
entered tevel will not be used in the analysis. Enter the validity cut-
off desired for each 1linktype on the appropriate Tine; for a normal run, the
validity cut-off need only be entered on the first Tine. As shown in Figure
38 for the example case, a validity cut-off of 0 was entered for the run
with normal link emphasis. Figure 39 illustrates the use of a validity cut-
off of 20 for linktypes emphasized during the run which highlighted control
Tinks. In Figure 40, validity cut-off was inadvertently not entered for
*RECORD and *MONEY linktypes; the results of this error will be shown iater.

5 SELECT ENTITIES AS LINK NETWORK CENTERS

On the top part of the ENTITY SELECTION FORM, print the names of the
entities (centers) for which you want link networks. If the network center

is a single entity, you will use only the column 1abeled ENTITY SELECTED AS
CENTER. If the network center is a group of two or three entities, you will
use one or both of the two additional columns, as shown in the entity selec-
tion example in Figure 42.

6 SELECT LINK NETWORK DIRECTION

In the column labeled LINKS TO OR FROM on the ENTITY SELECTION FORM,
print TO if you want the network to consist of links in to the selected
center, and print FROM if you want the network to consist of the 1inks out
fwbm the selected center. The network in to the selected center will con-
sist of the strongest paths of T1inks with directional components toward the

center. The network out from the selected center will consist of the strong-

est paths of links with directional components out from the center. In a
run in which all links are given normal emphasis (forward and reverse di-
rections are equal), the "to" and 'from" networks will be identical. The
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ORGANIZED CRIME ANALYSIS PRCGRAM

Entity Selection Form

i{é‘;és ENTITY SELECTED AS CENTER ENTITY SEL&I(I:;_I'S% PT‘%???“M LGE?:grup CENTER ENTITY sem%rs&[r%fgsﬂ}\w#igg}:p CENTER %é
70 ANAPGIPOLUS .. ALVIN ‘xw ’ gL‘i ? EEREAREREN 1 EREEREREED 75
FROM ANAPOPOLUS, ALVIN X_ BRRNSNRE o T 11>
TO | ANAPPPOLUS, ALVIN X NAMPWU$:, Bmm tv AMAP@MLU@?%,V” CAIVS M 25
FROM RNAPOPOLUZ, ALVIN X | ANAPOPOLUS, BORIS V ANAEQP@L%, CA$IUS M| 25
AR SERE ¥ BENREAN 5 EEEEREE 1
PATH FROM ENTITY TO ENTITY
PATH ANAPGPOLUS .. ALVIN X | C J_CANDY ﬂ&%ﬁsj
PATH HAMETEAD, HARLEY. % ' | IMPALA, CYNTH ANE]
PATH [ELMERFMART , GORDDIAL E| BUNT HEE, MARY U@ |
PATH A;NAMP(?LM BMM V| HAMST £4D, HARLE‘/ 3
‘ T L% | f ] ; T} -

£ BEEw

[BE,StT Print BEST here to obtain list of centers which explain highest percentages of links of each type.

MO R E 1f more than one Emphasis Control Form is to be used with selected entities, print MORE here; otherwise print STOP.

Figure 42,

Entity Selection Form compieted for example case.




selection of link network direction is illustrated for the example case in
Figure 42,

7 ENTER LINK STRENGTH CUT-OFF

In the column labeled STRENGTH CUT-OFF on the ENTITY SELECTION FORM,
enter the 1ink strength cut-off levels. Links with strengths below the
entered level will be eliminated from the link networks produced by *0CAP*,
Enter the 1ink strength cut-off desired for each center on the appropriate
1ine of the form. As shown in Figure 42, a cut-off of 25 was used for each
center in the case example.

8 REQUEST LINK PATHS

Using the PATH, FROM ENTITY, and TO ENTITY columns on the ENTITY SELEC-
TION FORM, request the Tink paths between designated pairs of entities. As
illustrated in Figure 42, print the word PATH and names of the entities in
the appropriate columns to obtain a Tisting of link paths between the entities
named.

PP PPN

CAUTION 1} Be sensitive to linktype emphasis and 1ink direction when
requesf?ng patﬁé. Depending upon linktype emphasis, paths from A to B might
be strong whereas paths from B to A might be weak. It might be necessary,
for instance, to request paths in both directions for some pairs of entities
to be assured of gaining a complete picture.

9 REQUEST BEST CENTERS (OPTIONAL)

To obtain a list of the entities which, as centers for 1ink networks,
explain the highest percentages of links of each type, print BEST in the
designated blocks at the bottom of the ENTITY SELECTION FORM. This *QCAP*
feature is provided in recognition of the fact that it is unlikely that any
center will have a link network containing all the links in the database, or
even all the links of a given linktype. Consequently, to aid you in select-
ing centers for subsequent runs, the BEST feature is available at your option.
BEST has been requested, in Figure 42, for the case example.

The BEST output gives you, for each linktype, the ten entities which
contain the highest percentage of database links in their link networks. The
BEST output is illustrated and described in the next section.
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10§ ENTER MORE OR STOP INSTRUCTICN

At the bottom of the ENTITY SELECTION FORM in the designated blocks,
print either MORE or STOP.

Enter MORE if more than one LINKTYPE EMPHASIS
CONTROL FORM 1is to be used with the selected entities; otherwise enter STOP.
In Figure 42, MORE was entered.
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