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COST IMPLICATIONS OF PRIVACY PROTECTION IN DATABANK SYSTEMS

by Rein Turn
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INTRODUCTION

The last ten years in the development of computerized
personal information databank systems in the United States,
and a somewhat shorter time period in other North American
and Western European countries, have seen a mounting concern
over the violations of privacy and other individual rights of
the data subjects that may result from the use of such systems.
In the United States a series of Congressional hearings, arti-
cles in professional and popular journalsl'z, and the reports
by the National Academy of Sciences (NAS) project on databanks3,
and the Advisory Committee on Personal Data Systems of the
Secretary of Health, Education and Welfare (HEW)4 culminated
in the enactment of the federal Privacy Act of 19745. This Act
applies to‘all record-keeping systems maintained by the Federal
Government. Similar laws have been proposed in nearly all of
the States and scme have been enacted (e.g., in Minnesotas).
New legislation has been introduced in Congress7 to extend pri-
vacy protection requirements also to state and local governments,

and to the public sector.



At the same time, important reports on safeguarding
privacy were issued in Canada® ana in the tnitea Kingdomg,
and the first national privacy protection law, the Swedish
Data Actlo, went into effect in July 1973. Preceding the
Swedish Data Act, the Land Hessen of the German Federal

11

Republic had enacted a Data Protection Act in October 1970,

and the Fair “+edit Reporting Act of the lnited Stateslz,
effective siqce April 1971, had instituted a set of privacy
protection requirements for a limited albeit pervasive class
of personal information record-keeping systems—--those operated
by, or for the purposes of, consumer credit granting insti-
tutions and business.

The purpcse of the enacted and the pending privacy pro-~
tection legislation is to establish requirements on personal
information databank systems to assure that privacy and
other individual rights of the data subjects are not violated
or unduly restricted. These requirements take many forms,
can be implemented in various ways, and have different tech-
nical and economic implications on all organizations. Indeed,
most of the safeguards prdposed have not been analyzed from
the point of view of their economic implications--the initial
costs of their implementation and the recufrent costs of
their operational use.

This papey categorizés the proposed safeguérd's, "examineé

alternative ways of their implementaiidn, and discusses the
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cost implications, The analysis is mostly qualitative, since
actual cost data are difficult to ohtain--the only sources

of such information are private institutions now operating
under the privacy requirements of the Fair Credit Reporting
Act and estimates by various organizations of the costs of
complying with the requirements of pending privacy legislation
The former tend to be proprietary, the latter are often grossly

inflated to discourage enactment of the privacy legislation.

PRIVACY PROTECTION

In the context of personal information databank systems,
the term "privacy" is being used to represent a set of the
rights relative to personal information of an individual data
subject on whom identifiable personal data are heing maintained

in a databank system, regarding the collection, storage,

processing, dissemination and use of information on his personal

attributes and activities. These rights are based on the
following fundamental principles expressed in the Code of

Fair Information Practicessz
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1. There must be no personal data record-keeping
system whose very existence is secret.

2. There must be a way for an individual to find
out what information about him is in a record
and how it is used.

3. There must be a way for an individual to correct
or amend a record of identifiable information
about him.

4. tThere must be a way for an individual to prevent
information about him that was obtained for one
purpose to be used or made available for other
purposes without his consent.

5. Any orfganization creating, maintaining, using,
or disseminating records of identifiable personal
data must assure the reliahility of the data for
their intended use and must take precautions to
prevent misuse of the data.

These principles form a basis for the definition of
specific rights afforded to the individual data subjects,
and specific protection reguirements to be placed on organiza-
tions that maintain personal information databank systems.
Such rights and requirements are stated in the Code of Fair
Information Practices and adopted in the privacy protection
legislation already enacted or still pending, in particular

in the Privacy Act of 1974,
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Fundamental in establighing individual rights and
protection reguirements are the designation of one official
as responsible for the databank system(s) maintained by his
organization, and the annual issuance of an official public state-
ment on every databank system and its functions. The re~
quired statement includes the following information: the
name and location of the databank, and identification of
the responsiltile official; and for each separate system of
records in the databank, (1) the categories of individuals
on whom records are maintained, (2) the categories of infor-
wmation items in the records, {(3) the purposes for which the
information items are used, (4) the categories of employees
of the organization who use the records for stated purposes,
and (5) the names of other organizations to whom information £rom
tre databank is disseminated for the stated purpose aleng
with categories of information so disseminated. The above
statement defines the routine purposes, use, users, and dis-—
semination practices of the organization, The statement is
also reguired to describe the policies and practices of the
organization. regarding stborage, retrievability, retention,
and disposal of the records, and the procedures used for
controlling access, assuring data integrity, and permitting
individual data subjects to exercise their rights.

The rights of individual data subjgcts £fall into the

following general categories. The specifics will be discussed
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later in this paper.

o Notification. The right of an individual to know
about the existeﬂce of §11 personal files on him,
the routine uses of these data, any non-routine
actions that may have been made or are pending.

] Access. The right of the data subject (or his
designated representative) to inspect his own
files, presented in humanly resadable and intelligihle
form, and to obtain copies of these files.

o Correction and Amendment. The right to challenge

the veracity, relevance, accuracy, pertinence
and completeness of his personal file; the right
to request correction or removal of information
items in the personal file, and to submit supplemen-
tal or rebuttal material.

o Control The reguirement on the databank-keeping
organization to request the data subject's con-
sent for collecting certain information (e.g., on
religious belief or political views), or taking
non-routine actions regarding his personal file.

o Assurance of Compliance. The requirements on the

databank~keeping organization to implement tech-~
nigues and procedures that assure that the indivi-
dual data subjects' rights are upheld, including
the proper performing of the functions for which

data are kept (for example, providing benefits for

-7 -

the data subjects). This includes implementing
procedures for computer security, controlling access

to the files, maintaining data integrity, and

taking steps to prevent loss of data or interrup-

tion of the services provided. Various penalties

are specified in pending legislation for willful
non-compliance with the protection requirements or
denial of an individual data subiject's rights, as well "
as for attempts by anyone to access, use., and modify

the data files in some unauthorized ways.

© Redress. The right of an individual data subject to demand
compensation for damages that he may have suffered be-
cause of the failure of a databank-Yeepind organiza-

tion to comnly with the protection recuirements.

The major classification dimensions of personal informa-
tion databank systems are4ll4: the nature of the organiza-
tion that maintains the databank--public or private; the
main purpose of maintaining the databank--administrative,
statistical reporting and research, and intelligence and'
investigative; and the way that the files are maintained--
manual or computerized.. With certain.exceptions, the privacy
protection principles stated above are applicable to all of
these databank classes. .For example, personal information
in ditabanks used purely for statistical reporting or
research is not used to make decisions on specific individuals

and, therefore, there is no need for correction or rebuttal,



but strong safeguards must be established to prevent use of
such information for any other purpose and to control dis-
semination of such information in identifiable form 4. Ex~-
emptions are also being granted {(e.g., in the Privacy
Act of 1974) for investigative databanks (e.g., those
maintained intelligence operation of the Federal government
and by law enforcement agencies) on grounds that investiga-
tive work would be severely hampered if individgals under
early investigation were aware of it and could follow the
progress of investigations by inspecting their files.
IMPLEMENTATION CHOICES AND COST IMPLICATINNS

There are a number of ways for specifying the details
of the rights afforded to. individual data subjects, and a
variety of technical means for their implementation in
different classes of databank systems. BAs may be expected,
the costs involved depend on the specifics of the require-
ments and on the choice of implementation. Indeed, protec-
tion requirements may be legislated in forms that make their
implementation exceedingly costly. For example, the earlier
proposals for the Privacy Act of 1974 also applied to the
manual records kept in the National Archives. The cost
of notification of the data subjects or their next of kin of
the existence of records was estimated to exceed one billion
dollars. It is hoped that in this section the analysis of
cost implications of the various choices in meeting privacy

protection requirements can be used as a framework for making

o “\

specific protection‘fequirements and choosing ways for their
implementation.
Cost elements

As in any system, the costs of implementing privacy
protection regquirements in personal information databank
systems comprise the initial costs of setting up the protec-
tion system, and the recurrent operational costs. Typical
among initial costs are those incurred in:

o Analyses of the impact of the specific protection
requirements on the .iatabank system and designing
plans for complying with the requirements.

[} Design and implementation of policies, procedures
and regulations for implementing a selected pro-
tection system.

[} Acquisition of protection-oriented equipment and
facilities, improving the system's physical
security, setting up mechanisms for interacting
with data subjects, and setting up protection-
oriented record-keeping systems,.

) Generation, validation and. testing of protection-
oriented system's software and data base manage-
ment programs; modification of existing systems
and applications programs. If necessary, conversion
of the data base formats to include information

necessary for complying with protection requirements.
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The credit reporting industry's experience with imple-~
menting the requirements of the Fair Credit Reporting Act (FCRA)
has shown that preparation for handling data subjects!
inspection and correction requests is one of the major
initial cost items. Fbr example, after the passage of the
FCRA, the annual number of inspectios. requests received by
TRW Credit Data Corporationls increased by a factor of one
thousand--from 2000 to 200,000 & year. This necessitated
the establishment and staffing of special departments at
all branch offices, at an annual cost of some $2 million.
The start-up costs for the Federal databank systems of the
Privacy Act of 1874 have been estimated to be of the order
of 5100 million, and the corresponding annual operational
costs in the range of $200 to $300 million15,

The operational costs of providing privacy protection

include the following:

o Salaries of employees performing protection-re-
lated duties, such as interacting with data sub-
jects who are exercising their rights, pexforming
internal auditing functions to aséure compliance,
operating employee educational programs related .to
protection, security guards, and the .like.

o  Rental and maintenance costs of security-related

hardware, ‘such as additional magnetic tape units
for recording transaction logs, special display

terminals and printers for interacting with data

- 11 -

subjects, anti-intrusion systems, and additional
facilities and offices.

o Communications costs for data links, telephone
and mail; costs of expendable materials associated
with such communications, such as production of
hard copy of data subjects’ records.

o Computer time for access and dissemination control,
maintaining transaction logs and audit trails,
retrieving records for inspection by data subjects
and for augmenting individual records.

o Storage space in on-line and off-line memory
devices needed for adding protection-related data
fields to individual records, protection-related

programs, and for transaction logs and audit trails.

Some of the protection-related operational costs cai be
expected to be distributed throughout the databank operations
in the form of additional security precautions, reduced
availability of the system and data files, reduction in
employees who are permitted access, and more stringent con-
trols over the use of personal information for the purposes
of the databank-keeping operation. The effect will be
a reduction of the system's availability, through-
put and efficiency. In this respect the implementation of
privacy protection safeguards will be in conflict with the

traditional goals of the system's manager, ‘and users. If
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these reductions are large, the databank system may be unable
to meet its peak inguiry-~handling or processing demand and
may need additional processors or faster processors, addition=-
al on-line storage and capacity.

That part of the operating costs involving inspection
reguests by individual data subjects can be expected to be
stochastic in nature--an initial surge of requests at the
inception of the privacy protection legislation will settle
to a lower level of reguests which will fluctuate on the
national level, regionally or locally, and will fluctuate in
different types of aétabank systems as a function of events
that take place in politics, legislation, economy, etc. For
example, in the credit reporting industry the inspection re-
quest rate is coupled to the lending policies of financial
institutions--as credit tightens, loans are harder to get,
lending agencies become more selective, and the increased rate
of credit refusals brings an increased number of credit record .
iﬁspection requesfs.

The annual privacy-related operating costs have been estimated
by organizations in private sector to be in the $0.57-$6.97 rande

per data gubject, and in the $0.15-$3.93 range per transactionl3.

Notification

In compliance with an individual data subject's right to
know, the privacy protection legislation is likely to contain
requirements for notification of the general public, and individual
notification of data subjects. Public notices will be required
to completely describe the routine purposes, data files, and

data uses of the databank.  The notice will have to be submitted

R S e el by v ——m i e i
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to a government agency charged with controlling databanks, and
published in some official journal (e.g., Fedaral Register).

Also reguired may be the publication of a privacy impact state-
ment which describes the consequernces to_the individual of tﬁe

17 The preparation of the first

databank system and its use
such public notice is likely to entail considerable personnel
time.

The databank-keeping organization will be required to
notify a data subject individually of several or all of the
following: (1) existence of a file on him, (2) initiation of
a legal process to force disclosure of his file, (3) reactiva-
tion of an archival file on him, (4) reguests for non-routine
use or dissemination of his file, (5) any disclosure made of
his file, (6) whether or not he is legally reguired to produce
additional data that are requested. Some of these notifications
may be reguired only when a data subject submits a request,
others may have to be issued automatically to all data subjects
at the same time, or to individual data subjects when a file
is set up and other mentioned situations arise.

The unit cost of an individual notification is essentially
that of the postage for mailing the notification, The cost of
preparing the notification letter itself is comparable to that
of computerized preparation of address labels and simple billings.
Indeed, if the databank-keeping organization is in routine con-~

tact with the data subjects, a number of notification require-

ments may be handled as part of such routine mailings. A
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statement about the legal requirement to give information
can be printed on the questionnaire forms.

In cases where separate mailings must be made, the total
cost is proportional to the volume of notifications and can
be substantial if the data subject must be notified of each
access in a highly active databank system. For example, in
1973 the National Crime Information Center (NCIC) handled
nearly 40 million transactions, and the daily inquiry rates in
commercial credit reporting agencies may approach 80,000 to
100,000. The cost per record-existence notification has bheen
estimated in the $0.09-0.048 rangel3.

The databank must also maintain transaction logs for re-
cording the dates and modes of notifications such that they are
individually retrievable for auditing and inspection. A six-
byte data field should be sufficient for each individualized
notification. Information on mass notification could be main-
tained in manual records. Legislation may require that noti-
fication data be maintained for several years.

Inspection, correction and amendments

The right of individuals to inspect their personal files
means that a data subject must be allowed, with some exceptions,
to examine visually a comprehensible copy of his file in per-
son at a databank location, request assistahce in interpreting
his file, or request a copy by mail. For this purpose, the

databank~keeping organization may be required to "define
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reasonable items, places, and requirements for identifying
individuals who regquest records pertaining to themselves."

In particular, the individual data subject may be given
the rights to access several or all of the following catego-
ries of information in his personal file or pertaining to his
file: (1) tne contents of his file in comprehensible form
(except certain medicalvand psychological records for which
special procedures would be set up, and other information which
may be specifically exempted); (2) the nature of sources of
information, (3) the identities of non-routine recipients or
users of information from his file.

The rights to challenge, correct, supplement, and enter a
rebuttal require that the databank-keeping organization (1)
establish procedures for reviewing challenged information items,
(2) make the corrections requested by the data subjects or
inform him promptly of refusal to amend and the reasons there-
of;, (3) permit the data subject to supplement his file with a
concise statement on the disputed information items and the
reasons of dispute, (4) include the rebuttal statement and the
organization's reason for refusing the data subject's correction,
and (5) notify prior recipients of a corxrected recoxd of the
corrections made.

The operational costs of providing for these data subjectsi
righis include the facalities, equipﬁent and salaries of a
"customer relations" department set up to handle thé inspection

requests, verify submitted supplemental information, ard help in
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the preparation f rebuttal statements. Computer time will

be used for retrieval of personal files and their decoding

into a narrative form (typically replacing two- or three-
character codes with sentences explaining their meanings, and
describing the meaning of all numexical entries). This
expansion can easily reach 10 to 1l,or more. Inspections at
databank offices must be handled during prime shift working
hours and, thus, add to the workload. Other inspection requests
have more flexibility for their processing. Additional pro-
cessing time is required for amending personal files.

Experience with the Fair Credit Reporting Act provides
one data point by showing15 that ingpection requests are
likely to be less than .3 percent of the annual ingquiry volume,
that (at least initially) modifications of personal files are
made in about one-third of the inspected files, and that cost
per customer interaction is about $g, a part of that, the
cost of preparing a copy of the file, may be charged to the
individual.,

Additional data fields must be provided in disputed per-
sonal files for rebuttal statements and explanations by the
databank, or for linkage to some other part of the on-line stor-
age where such statements are stored. Some pending bills have
specified a 200 word limit of the rebuttal statement7,
and others specify that the statement be "of reasonable length"
or "concise." Further data fields are required to store the

date, means, and results of each interaction with a data subject.

-t ~
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Transaction logs must be kept on all accesses to personal

files in order to be able to notify prier recipients of car~
rections that may have to be made in the future. The time
period for which transactions must be stored is twa years in
the Privacy Act of 1974 and in the Fair Credit Reporting Act,
but specified only as "reasonable time period" in others.

Consent and control

The requirements to obtain a prior written consent of a
data subject may apply to (1) requests by other organizations
for non—ﬁoutine transfers of personal files, (2) requests to
transfer personal files beyond the horders of the country,
and (3) collection of certain personal information, such as
religious and political views. In addition, commercial credit
reporting agencies are reguired to obtain the individual's
consent before initiating an investigative report on the
individual.,

The costs of obtaining the written consent are essen~
tially the same as sending notification: postage for letters
reguesting the consent, and data fields for recording the
data consent if given or refused.

Reguirements to assure compliance

To assure that the individual rights provisions are implemented,

the Code of Fair Information Practices, the Privacy Act of 1974,

and the pending legislation in Federal and state levels establishes

a number of additional requirements. Depending on the parti-

cular legislation, a databank may have to satisfy all or some
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subset of the following:

(1)

(2)

(3)

{4)

(5}

(6)

(7

Collect, maintain, use, and disseminate only such
personal information as is necessarv to accomplish
the proper purpocz of the organization;

Maintain personal information with such accuracy,
relevance, timeliness, and completeness as is
necessary to assure fairness of any decision made

on the basis of the personal information;

Establish a sensitivity classification for personal

information to be used in conjunction with con-
fidentiality requirements and access controls;
Take precautions to assure that only authorized
empliyees of the databank-keeping organization,
and or user organizations, are afforded access to
the personal information files;

Take precautions to protect the databank system
and data files from any anticipated threats or
hazards, and establish appropriate security safe-
guards;

In statistical reporting databanks, release no
individually identified personal information, or
statistical summaries that can be traced back to
individuals through statistical disclosure.
Establish rules of conduct and inform each person
involved in the design, development, operation, or

maintenance of the databank system about the legal
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requirements to safeguard data subjects' rights,
prevent unauthorized access, and provide security.
Finally, penalties are specified for willful violation
of the privacy protection requirements, attempts to obtain
unauthorized access, and for negligent operation of the
system. . The data subjects are given the right to file civil
actions against the databank and seek redress and remedies
for actual damages, and demand punitive damages,
~ To comply with the first three reguirements, an organi-
zation must perform a thorough analysis of its purposes and
information needs. Standards may be needed for sensitivity

14’19, and for com-

classification of personal information
mensurate levels of protection. Retention standards may
have to be developed for different information categories to
meet the timeliness requirements, and provisions made in
personal files to store "confidentiality tags" and age
information on selected information items. Standard data

integrity techniques, such as check—sums20

may have to be
used to detect accidental or unauthorized modifications of
individual files.

The fourth and fifth requirements in the above list

represent the need for controlled accessibility in the on-

line data files, and security safeguards at all locations
within the organization where personal information is handled
or processed. The design and implementation of controlled

accessibility in the computer operating system software of a
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modern multiuser, resource-sharing, remotely accessible
computer system where there exist threats of unauthorized
access by "malicious users," is a complex task not yet totally
understood. Thus, no existing operating system is regarded as
absolutely secure against determined intrusion attacks. In
less complex systems, such as databanks where the users

are restricted to using a system-provided gquery language for
information retrieval, and where effective procedures have
been established for the identification of authorized users,
threats of unauthorized access can be greatly reduced. iHow-
ever, it is not within the scope of this paper to discuss
controlled accessibility or physlcal security in detail:

The readex is referred to recent publications on these
tOpicszl—23-

The costs of controlled accessibility and physical
security include the initial costs of designing, implementing
and testing the access-control features in the system's
software, and acquiring hardware for the security system.

The operational costs include: (1) computer time for user
identification and authentication, and application of access-
control tests by the file management system; ‘and (2) storage
space for the access-control program modules, tables, and

21,23

data fields. In general, it is estimated that  access-

control features in a system's software tend to increase the

overall processing time by 5 to 10 percent, the operating
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system's software by 10 percent, and the memory requirements
for the operating system's use by 10 to 20 percent.

Fiﬁally, the liability of the databank-keeping organi-
zation for damages suffered by data subjects through non-
compliance or negligence of the organization's employees,
and the criminal penalties that may be applied, require the
setting up of a legal department and an internal security
department to enforce security procedures and rules, and
apply internal discipline. BAn internal auditing department
should also be established to test and evaluate the effect-
iveness of the access-control and security safeguards, and
the procedures for interacting with data subjects.

SUMMARY

Legislation is now pending in the United States and
other countries, on national as well as local levels, to
codify various rights that individual citizens have relative
to personal information stored on them in computerized data-
bank systems. The pending leyislative proposals establish
specific requirements to be implemented by the databank-
keeping organizations. = A qualitative analysis of the cost
factors associated with the impiementation of these require-
ments shows that: (1) it may be possible to satisfy notifica-
tion requirements in the course of regular communications

from the databank organization to the data subjects; (2}

‘special personnel, eguipment and facilities will be required to
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satisfy data subjects' inspection reques 5, review

disputed data items, handle personal security, and en-

force internal procedures and rules; (3) detailed transac-
tion logs must be set up and transaction records maintained
for periods as long as five years; (4) new data fields may
be needed in personal files to record information on various
interactions of data subjects with the databank-keeping
organization, the age and sensitivity of certain data items,
supplemental information or rebuttal statements submitted by
the individual, and pointers to transaction histories that
identify past users and uses of the subject's personal file;
{5) a relatively modest amount of computer time will be re~
guired for handling the more routine interactions with data
subjects; (6) computer time and storage space will be re-~
quired for identification and access-control programs. In
summary, the limited experience with the implementaticn of
Fair Credit Reporting Act privacy protection requirements
shows that these costs tend to be relatively minor when com-
pared to the routine operating costs of databank systems.
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