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The possibility that terrorists might sabotage nuclear facilities

The Rand Corporation, Santa Monica, California

or steal nuclear material to fabricate 2 bomb or to use as a contamin-
ant has drawn increasing wnitention from government; the‘ﬁews media, and
the public. ‘Scientists, jourhalists, and novelists warn us that nuclear
blackmail by terrorists is the coming threat. ‘

The rapid growth of a civilian nuclear industry, 1ncreas1ng traffic-
in nuclear material, the spread of nuclear tcchnology, all increase the
opportunitics for;ériminais, political extremiSts, those we call "terror-
ists,'" to engage in somektype of ''nuclear action.! Increased public con-
cern with the potential terrorist threat to nuclear programs and the
virtual gusrantee of widespread publicity may increase the p0951b111tles
that suih actions will be attempted. ’ '

Terrorism has a direct bearing on the nuclear safeguards debatcf
quite apart from asséassments as to what any band of would;be nuclear
terrorists may or may not atteﬁpt,‘or‘may or may not be able to do. The
safeguards issue is an outlet for unarticulated uncertainties and. anxie-
ties ahout nuclear power, and cven about fhc uncertain times in'which
we live: k U v _ '

" There is undeniably a degree of anxiety in the mind of the nublic
conceraing auclear power. Nuclear power began as a bomb, not'as a
power plant; the word "nuclcar“ still TeP&llS Hiy oehlma not: Indian
Paint. Nuclear power is the most potent, and to many the most 51n1ster,
foruc hnown to man. Among the scientists and engineers who are supposed

“to understand nuulear enersy, there is obvious disagreement.  Some insist
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that nuclear power is a safe source of energy. Others warn us that
not all of the technical problems have been soived, that society will
be compelled to take serious risks to meet the demands of an acceler-
ated program of nuclear expansion. :Like most people, I do no possess
the requisite technical knowledge to judge whether nuclear technclogy
is "safe," but disagreement within the community of experts cannot be
terribly reassuring to a concerned and confused public.

I realize that nuclear safety and nuclear safeguards are two
separate issues, but most people do not make the proper distinction,
and concerns about one tend to carry over into the other.  Bscause
most people do not fully understand nuclear technology, they are more
likely to express their anxiety in terms of safeguards -- the adequacy

‘of the mcasurés'taken to prevent diversidn, theft, or sabotage, things
that terrorists may do -- rather than in terms of the measures taken

to insure safe?y,vwhich are seen mainly as probleﬁs of technolog} that
in time the technicans will solve. Man's malevolencevis something we
all know about. It is demonstrable. Bombs go off in airiine terminals
without appérent reason. v » ( ’ ,

People are already uneasy about nuclear power and worried about
terrorists, therefore it is not difficult to frighten them with a
forecast of some kind of '"nuclear action' by terrorists. The mére,

" proximity of the words "'terrorist' and "nuclear' induces fear. Potential
threats to the nuclear industry and the consequences.these pose to public
safety deserve attention. Unfortunately, there is no clear-cut line ‘
between alerting the public to potential threats and "threatmongering."
However, T do believe that for 1=asons ranging froh a sincere concern

for public safety to personal aggrandisement, some have inadvertently

or dclibcrately exaggerated the térrorist threat. More importantly,'l

an concerhcd that this may have the effect of making any sort bf ‘'nuclear
action" more attractive tu existing or would-be terrofists. ‘

Seuaring the public about. the perceived inadequacies of current

safeguards can become a self-fulfilling prophecy. I am not suggésting
that the current discussion of nuclear safeguards will givé any new
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“ated with the word "nuclcar" would automatxcally n"ncratc fear = 0T,

ideas to terrorists, but rather that the idea of dbing soﬁething nuclear
becomes more attractive because everyone's attention is riveied on ;hé
issue.

The potential nuclear threat posed by “terrorists" encompasses a
broad spectrum of mischievous to‘maleﬁo!ent actions. These include
the creation of potentially alarming hoaXes, acts of low-level symbolic

sabctége, the occupation or seizurc of nuclear facilities, acts of

.serious sabotage aimed at causing widespread casualties and damage,

thefts of nuclear material, armed attacks on nuclear weapons storage
sites, thefts of nuclear weapons, the dispersal of radioactivé con-
taminants, the manufacture of homemade nucléar weapons, and thc'detonf'
ation or threatened detonation of such devices. :

The spe&frun of potential perpetrators is equally diverse, It

may include common criminals, disgruntled employees, political éxtremjsts,

or simply authentic lunatics. Their motives may be personal or collec-

tive. Their objectives may include publicity, sabotage, extnrpion;'f
causing widespread damage and casualtics, or possibly di:crediting the
nucledr industry by demonstrating thaL current qecurlty measures are
1nadequate. : , ,

Tt is extremely dxffxcult to assess thh an v‘dégrce of confidence
the potential nuclear thireat posed hy terrorists. ‘Fortunatcly; we do

not have a large number of cases to examine. A few nuclear hoaxes and

a handful of incidents involving contamination with radioactive material -

or sabotage of nuclear facilitiex repreﬁent the range of our~prﬂcticnl
cxpcriéncc. There have been no actual attempts -~ insofar as 1 knoa <4
Lo overtly seize a.shipment of plutonium or a nuclear weapon,. or to
usscmhlc and detonate a nuclear bomb. Any predictions about what

terrOrists mav- or may not do in the future is conjectural, and quite

_possibly dead wrong. With this Lavcat in mxnd let me offer the follow- "

)ng hunchcs

«

The prxm;r> attraction te terrowists 1n QCAPg nuclear is ‘not naces— i

sa rll) the fJLt that nuclear weapons wonid -nmnsa 20 tL gause mass

1ncrcus¢ the rcar that ;s nlready there =- ;n the_mind ofztne publxg.fk

»

'(d\“dltlvﬂ. but rather thc facy that almost any Lo *vr.st actxon aasocx"““




There i% a great deal cf popular mythnlogy about terrorists. They
are frequentiy described as mindless, irrational killers. But acrforiﬁm
_for the most part is not mindlcss violencn. Tefrovism is vio%encc cal-
culated to inspire fear, to create an atwosphere of alam wnich in turn
causes peoﬁﬁe to exaggerate the strength of the terrorists end the im-
portance .of their cause. Since most terrorist groups are §mall and
have few resources, the violence they carry out nmust Lie deliberately
shocking.  Terrorisa is violence choreographed for its effect on an

audience., Vevrroriss is theater.

Yhile we catnot rule oht the possibility of mass murder or holding
a city for ransom with a nuclear weapon, the ‘assembly and detonation of
a nuclear bomb appears to bé the lecast likely terrorist threat. Inci-
dents in whichktcrrotistﬁ have'dcliberéfely tried to kill large numbers‘

of people or cause widespread damage are rare. Terrorists want a lot
of people watching, not a lot of pcople dead -- which may explain why,
apart from the technical difficulties involved.‘they have not already
used chemical or biological wearons, or‘conventionaljexplosivcs in ways
that'would‘produce mass casda1tics; Mass casualtiés simpiy may not k
serve the terrorists' goals and could alienate the population.

Scenarios involving the deliberate dispersal of tox:c radioactive
matcrxal which could cause few immediate deaths but a ngdiQT number '
of scrious and protracted ilincsses, a statistical rise in the morta!ity'
rate from cancer, and ultimatci. ~n‘increasc in the number of birth de-
. fects among the affected populatisn do not appear to fit the pattern of
“any terrorist actions carried out thus far, ‘Tefrorist actions have ‘
tended to be aimedbat producing immediate dramatic effects, a handful -
of violent deaths -- not lingering ilinesses, and certainly not a
poputition of terminally ill, vengeance-seeking victims, '

Drawing nttcntibn to themselves and their causes, ¢reating dlérm;
and- therchy kannxng some polxt: al levcrayﬂ -~ which have been typical
ohjectives of tgrrorists -- mav be achitved by undcrtaking refativcly

- unsophisticated actions, those uat the lower end of the spectrum of




conceivable terrorist actions I have described; These would demand
less technical skill and risk and also happen to be less dangerous to.
public safety. BuI any sort of nuclear action by terrorists would be
assured of widespread publicity. It would instali fear and create
“alarm. Almd:t anyvone who is beiieved to have a nuclear device or kho
has gained pessession of a nuclear féciliry iq'a successfui terrbrist‘

Terrorists may try o take advantage of the fear tbdt the word ,

nu;lear” generates without taking the risks or makxng the 1nvestnent
necessary to steal plutonium and buiid a working atomic bomb. A well-
publicized hoax could be as alarming as actual possession of a.-real
weapon, provided people have no way df‘knowing that it is a hoax. A
well-publicized attack on a civilian nuclear;facility, even if the
attacke 's failed in their intended mission, could be almost as alarming
to the world as a terrorist success. Anything nuclear could, in the
terrorists® plan, be iittle more than a dramatic backdrop or'a prop
that guarantees them worldwide attention.

Political ‘extremists have demonstrated that by using terroristc
tactics, small groups can dCthVe dtsproportlonute]y large effects.
They have attracted worldwide attention and pub11c1.ed their caUSst
‘They have created alarm and compélled governments to devote signifi—
cant resources to. protection against terrorist attacks. They have
compelled governments to négbtiate with them and often to grant them
concessions, They have achiéVcd these tactical succtsses without re:

"qorting to mass murder.  However, if terrorists should decide that , IR T S

“theiyr ochctlvc< can only be achieved By taking or threatenlng hundrcd<
'or thousands of-lives, and thuy are willing 1o do so, the absence of a “
nuclear lndustrv will not guarantee our security. ; i'

Lronically, among those who mlght contemplatc some: klnd of low- :‘; o S
level action against nucléar programs are anti-nuclear extremists u”‘  i ” ;ﬁf7
whose primary objcctivé would b to bring about their‘tcfminatidnv : : L
these datxon‘»mxght consist of xnbotagc designed to. delay or prevent j i S

ouerUthon of new nuclea T power plantq or the operatan of ex1<t1ng ‘ﬂ "
onca. oLgupatxons or seizures of nuclear facilities to publlclze 5
cpnos tior to nuclear progrémg, thefts or other. actlons desxgncd to

demonstratc to ‘the publlc that ex15txng securlty measures are. Lotall)
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inadequate. - Several incidents have already occurred in which the per-
petrators were known or suspected to be foes of nuclear power.

On the other hand, acticas which could endanger human lives are
not Iikely to appeai to groups whose primary concern is the guality
of life. The individual who is wiliing to use nuclear material to
kill hundreds of people in order to make the point that nuclear programé
are dangerous is probabiy amr authentic lunatic.

In sum, the spread of nucleay technology and growtn in the numbers
of nuclear facilities throughout the worl will increase the cpportuni-
tics for some type'of nuclear action by terrorists. Whether or not
terrorists will try to exploit these opportunities, we simply don't

“kpow. . We must assume that they will, and be preparedyto stop them. It
is probably prgdent‘to overprotect. At the same time, we shculd not
exaggerate the threat. The potential consequences of serious sabotage,
leading to a rudioactive release, the fabrication of an illicit nhclear
explosive device, or plutonium contumination are sefious. But T have

5v tried to pqiht out why some of the more ho;rendous scenarios in which

hundreds or thousands of lives might be imperiled appear less likely.

There ére disincéntives, even among those we czll texrorists, to carry-

ingkout'these extreme acts. And they are not easy to accomplish. Plant-
ing.a bomb at a tourist attraction or seizing hostages in a consulate is

a far‘easiér task than destroying a nuclear reactor or making -- not

designing -- making a nuclear bomb. We should not oyerestimate the

capabilities of terrorists. They tend to operate at a low-level of

efficiency.
fle” should not ‘assume that adequate safeguards -- adequacy is a
subjective judgment -- wili dispel aill of the anxieties‘about nuclear

power which have found éxpression in the safeguards issue. And we
should not assume that having an adequately safeguardéd ruclear industry,
or even no nuclear industry at 511, will guaréhtee our sccufity against
those willing to commit mass murder. Lo ‘,,

o TerroriSfS‘may not be interested in or bs capable of buildiﬁg a
nuclear bomb. - The point is that they don't have to. Within their

(range of resources and{techﬁical proficiency, they may carry cut nuclear

;

*&ctions that will give them almost as much publicity and leverage, at
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less risk to themselves, and with less risk of alienation or retalia-
tion.

As the nuclear industry expands during the next few yeays, it is
possible that we will witness a growing number of Iow-levei nuclear
incidents, hoaxes, low-level sabotage of nuclear fécilifies, pccupaticns
of nuciear facilities, the contamination of symbolic targets with non-.
lethal radioactive material, perhéps a few fake devices. - There may be
moments of alarm, but the inconvenience and politibal repercussions'
that these incidents produce probably will exceed the actual danger
to public safety. : ' .

At a far more gradual rate, the possibilities of ser*ou; nuvlear
incidents may increase if only because the number of nuclear facxlxtlec
in the world and the amount of traffic in fissionable material will
1ncreasc These will provide increased opportunities for theft or diver-
sion. - Tie requisite technlcal knowledge ‘to assemble nuclear dev1ces ‘
will also "nread At some p01nt in the future, the opportunlty and the

apacxty for serious nuclear terrorism could reach those willing to take

“advantage of it. Before then, howeve., more effectlve safeguards can be

developed that will push that point indefinitely into the future. ¢
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