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I. INTRODUCTION

Althougn political terrorism has captured headlines for aimost
a decade, its main blows have spared the United States. The civil dis-
turbance events of the 1960s in America are pale alongside the violence
and sensationalism of European and Palestinian terror. However, with e
modern transportation, modern arms, and & rising demand for public ;
attention, the reach of political terror'is global. FUture terror
could be directed against stronger, better defendaed American targets,
including Army installations. fota] protection from terrorists is
impossible; however, Science Applicatipns, Inc. dedicated itself to
finding the most practical and economical means to thwart terrorism
on U.S. Arm installations. This study provides ways for the
Department of the Army to upgrade policy and directives which will
provide commanders and staffs at all levels with methods designed
to deter terrorism, and if i% occurs, to minimize its impacts on
personnel and other resources vital to the Army's missions. The
value of this study will not be in developing new knowledge, insights,
or exotic formulae - its real worth must be measured in helping to '
make practical decisions on allocation of limited resources to protect
Army installations against terrorism. Money and people are in limited
supply. Manpower and money costs may be minimized by judicious changes
in policy, procedures, training and indoctrination. The SAI study
team consistently sought to optimize use of ex1st1ng resources before
invoking needs to commit additiopal resources

The first months of th;s study cohcentrated on co11ect1onw co]]at1on,
and .analysis of threat documentation, po11cy papers, directives, field
“trips CONUS and OCONUS,‘and preparation of a comprehens1ve threat ana1ys1§.’
This was followed by a ppriogAgf not only continued in-depth research
but evaluations and probabilify matchings of concepts for the develepment
of countermeasures. Two surveys were comp]eted in order to Iend credence
to emerg1ng concepts, and visits to subject matter experts were made to &
. round out theory and practical methods. These 1ncluded 1nte111gence '
agencies ‘and metropo11tan p011ce off1c1als

S
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L THE STUDY APPROACH

To prevent gaps in fhe study, and to prioritize study compo-
nents, the SAI study team designed a detailed matrix to provide a
structured analysis of the various aspects of countering terrorism
on military (Army) installations. This was necessary in order to
develop a better understanding of terrorism and development or
appropriate countermeasures. Five basic analysis task categories
were established, these being:

Crisis Management ,
Awareness (Education and Training)
U.S. Army Capabilities (Personnel and Equipment)

Targets
Intelligence.

These categories received analysis in three distinct orientations or
phases: pre-event, event,; and post-event. It was recognized early
in the study that actions required for each phase were different
prior to terroristic acts, during, and subsequent to the auﬁ,

II1I.  THREAT ANALYSIS

SAI prepared an analysis of terrorist developments and actions
focusing on information useful to understandings of possible future

“terror against the U.S. Army. Provided with this report, at Appendix

A is the analysis titled, “Inteﬂnationa], Transnational and Domestic
Terror: A Threat Analysis". This decument includes significant facts

- and key judgements, examples of which follow:

o - There are more than 140 terrorisﬁ organizations bp—
erating in 50 countries, at least 13 of which are in
the United States. Since 1968, these organizations.

(3N
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haVe conducted more than 900 operations, taking 800
Tives and wounding 1,700. Of total incidents, more
than 300 involved US citizens or property as direct
victims or targets.

[
s i o e £ P s 2 a T

Between 1968 and 1975, there were move than 100 terrorist o
acts against DOD personnel and targets . . . in 1975,
of 28_acts against DOD, 9 involved US Army targets.

ey b e 813

o Among terrorist organizations OCONUS are the Baader-
Meinhof Gang (FRG), the Japanese Red Army, the PLO Al-
Fatah, the PFLP, Black September, and the “Carlos"
Group (transregional). A

& Terror will probably continue at around 200‘%ﬁé§:P
“dents annually, with 20-30 incidents against DOD
jnstallations. ‘ '

e Transnational terror - that by groups NOT governed by
sovereign states - will continue to pase the morﬂ
sericus threat.

e Terrorists will seize nuclear facilities more to obtain
demands than steal or activate weapons.

o Terrorist operationa1'tactics will remain swift and
violent by trained personne1. '

The actions of terrorist groups ‘and their stated objectives
1mp1y the US Army will continue to be confronted with terrorist inci-
! P dents. More probable are acts by indiviaual terrorists, individual
_ _’ ' domestic and transnat1ona] groups, and by cooperating domestic and
; . transnat1ona1 groups Less _probable are a acts by groups developed for

lwarfare by nat1ons whose interests are in conflict w1th those of the

= ,  ' United States. To counter either, the US Army will need policies .
: o ; ~and plens to maximize resources for appropv1ate inteiligence, and .
L //5§ L ~ tactical operations. R RATREN

f{j : § - ’

J} - ok Y . e e




—

e

B e AN o GG et 1 i L AGRISATE R R AR o T MW R TR e ST TSI ST, NI b E

Inter-disciplinary crisis-management techniques will be
required at command and Tleld operational levels, and US Arimy law-
enforcement and other designated counter-terror forces will need to
develop precise tactical applications for terrorist situations in-
progress, to include specific rules of engagement and negotiating/
bargaining methods. Potential terrorist targets will have to be
identified and qualified . . . These comments are not new. In fact,
they parallel judgements expressed by the US Army's Request for
Proposal (RFP) that resulted in this SAI study. They are defined

“here, however, as fact corroborated by-the SAI Threat Analysis

described abnve. During the course of the s{udy, SAI engaged
these stated implications, so as to define potential targets and
present recommended policy, planning mechanisins, organizational
changes, and tactical considerations.

Appendix H to this report contains a discussion paper
pertaining o the CONUS. threat. 4

V. CRISIS HMANAGEMENT

Predicting a terrorist group's intentions, with any degree of
accuracy, is dependent upon accurate intelligence. With the highly
restrictive policies concerning intelligence gathering activities,
the filing and retention of information, a capability to forecast
or predict terrorist intentions with any accuracy does not exist.
Even if this capability did exist terrorist acts could not be
positively prevented. Rather, the probability for success would
go down while the risk for thz terrorist wouid go up. ‘Without
adequate intelligence therz will be Tittle leadtime, if any,
Teaving little specific ﬁorewarning of 8 terrorist attack or othef
disruptive activity. There must be a.gre-determined pian for
managing the crisis created by a terrorist attack and the plan
must be able toc be placed into effect as expedjtious?y as possible.

Pe o e swn e b A
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SAI has developed an overall U.S. Army structuaé Ty terror{ét
¢risis management. It can be implemented with existing personnel and
equipment. It goes on to consider the national and international im~
plications of terrorism. This is due to the political wvertones of
most terrprist acts whereby reacticn to the situation can involve the
mi!itary and U.S. Government at every level - from the responsible
individual at the scene to the President. The SAI developed crisi@mt
management structure covers: .

o Incident reporting and transition to the terrorism crisis
" management structure.

e Terrorist crises occurring in the 50 U.S. states, terri-
tovies, znd possessions.

e Terrorist crises occurring on U.S. installations in for-
eign countries.,

This crisis management structure, if adopted, could be imple-
mented immediately at relatively little cost and is contained in
Appendix B.

Y. FIELD OPERATING/COMBATIVE ORGANIZATION/TACTICS

As stated earlier, terrorist situations include three (3) phases:
pre-event, event, and post-event. Of the three, it 1s the event phase
that includes the larger number of countermeasure actions and requireQ
ments that demanded extensive research and analysis. To this, SAI staff,
isolated findings related to the event-phase in order to develop recommended
orgaﬁizatianaT and tactical MODELS for use in creating prgcedures to counter
,1terrori§t‘acts on military instéiiatibns. Findingé,'accrUéd through
apalysis of case studies and simulated, hypothesized terrorist sit-
vations, in addition tec studies of TOE's/TDA's produced workabie
organizational concepts and tactics within a framework of realistic
: costs. Documentation of these findings are currentiy incorporated
in a study-component titqui_frield Counter-Terror Operations:

5V e ot ATk « Vgt b e



R e

Organizational and Tactical MODELS" and is contained in Appendix C.

This component focuses on the following event-phase matters:

" Task-Forcing/Organizing
Command and Control
Command relationships and problems of jurisdiction
The Decision-Making process
Inteiligence collection, analysis and dissemination
Negotiating
fare and Safety of Hostages
Tactics . {assault . . . security)
Communications
Liaison with Madia and Public Officials
Support (logistics)

e o o 9 e o ¢ © o o o

Below are highlights of the component's curvent directions:

Study of current U.S. Army‘capab11ities balanced against an
analysis of current and projected {1983} terrorist threats conclude
that within assigned U,S. Army TOE/TDA law-enforcement organizations
sufficient assets exist to form on-call counter-terror forces. To
gstablish new force-structures and create additional permanent TOE-
spaces would be to exaggerate the terrorist threat and underrate the
capacity of military police units to implement countermeasures. This
does not mean, however, that contingency plans for utilization of
combat task-forces to counter the less-expected but more violent act
should not be developed.

VI. AWARENESS-EDUCATION AND TRAINING

, An overall program of education and training to create awéreness
of the terrorist threat and countermeasures has been developed and is
contained in Appendix D. Pre-conceived notions, varied perceptions, .
and coimon misunderstgndings tend to éreate.unnecessary and unproductive
actions or expenditure of resources. This point was illustrated in an
article which appeared in the November 22, 19756 issue of the Washington

Post extracted as fo\iow;

.. e - . - s



"American Companies Act Against Terrorism in Iran

American companies in Iran are taking steps t6 set up
a joint defense against terrorism in a project promoted
by the U.S. Embassy . . . There is nothing a compény
can do to isolate itself from terrorists no matter
how much money it spends. The preposed security
committee would be valuable if it raises the awareness
of businessmen about terrorism and helps them to under-
stand the motives and operational methods of terrorists
. .« A tendency to rely on elaborate security systems
that companies might be persuaded to install would be
dangerous . . ."

Q

The overall awareness program is two pronged with many facets
of each. First, education of responsible individuals. The second - /
major effort would be training individuals in physical security, and
other specialties, and to train reaction teams. A combination of
éducation and training appears war\anted in order to achieve 2 well-
balanced approach to countering teriorism ~ both before and after the
occurrence of such an act or incident.

VII. INSTALLATION VULNERABILITY DETERMINATION SYSTEM

1f one attempts to treat a military installation in a strict
generic category, and design countermeasures accordingly, the result
would be wasted resources in terms of money and personnel. It is
obvious scme installations are more vulnerabie to terrorist activities
than others. During the course of this study it was not practical,
nor was there time or monay, to survey and individually design counter-
measures for each U.S. Army dinstallation. Additionally, such individual
surveys would be valid only at the time such a survey was conducted.
Conditions change. Insta11at§ons are opened and closed, Vhat is
needed is a measuring device which provides a continuous means for
determining priorities or actions to be taken in order to reduce any
installation's. vulnerability to terrorist acts. B ‘

<
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- ) The purpose of the installation vu]nerabiliﬁy determination

‘v" , system contained in Appendix E is to provide a comparative measuring
device for the relative vulnerability of groups of-iastallations to
- s : , terrorist acts or incidents. It is intended to be used as a staif ¢

officer's analytical tool to establish priorities of actions, and
a]]ocations of resources, to reduce the vulnerability while at the
same time conserve manpower and money.‘ The more vuinerable installa-
tions should be directed to take certain actions, and be allocated
resources as appropr?ﬁte, to\vedupe vulnerability. It is unnecessary
and impractical for ﬁ!] installations to be directed to take the same
actions. - This syst&ﬁ\has purposely been kept relatively simple, does
not involve sophisticated calculations, or highly spggi&lized personnel
ta use it. -

To determine the vulnerability of any given installation, in
the absence of a specific threat based on hard intelligence, ten major
factors are considered. These are broken down into subfactors and
degrees with a point value assigned. The major factors considered

i are:

“Installation characteristics and sensitivity
Law enforcement resources
Distance from urban areas
Size of installation
Routes for access and egress
Area sacial environment
Proximity to borders
Distance from other U.S. military installations
Terrain R
Communications with next higher éche]on

H
o ® @ . 9 & 6 0o © o v

t is readily apparent that any individual factor should not
be a determiheht\in isolation of the other nine. There are obvious
relationships betﬁéé& the factors. The system works on a scale of
0-100, whereby the higher the value the higher the vuinerability.

R



Again this is a system that can be used in the absence of a specific
threat based on hard 1nte111genc9 (a cond1t1on that has proven to be

unlikely). If a a npecific threat agalnst a given targat, or targets,

were provided then specific countermeasures can be developed to meet

that threat.

To establish the quantitat1ve values for the major factors, e
two independent judgemental processes were used with a comb1n1ng off
these processes in order to provide a degree of confidence to the
values used. First, the SAI study team, while developing the system,
applied values based on its experience und Judgement. Second, a ‘group
experiment was conducted. In se]ect1og\¢he group it was desired that
the participants be in the' m1]1tary Taw enforcement field, have between
5 and 10 years service, and that they not have a current assignment
to an installation. The officer's.advance class, in an academic
environment at the U.S. Army Military Police School, provided an ideal =
group. Out of 58 students participating, 50 valid responses were used to
analyze and the 50 valid responses represented a total of 235 years of law
enforcement experience. After analysis, the findings of the experiment
were matched te the initial SAI values, and while no great disparities.
occurred, the SAI values were influenced and changed accordingly.
The breakdown of the quantitative values is contained in Appendix E.

VITI. THE "INTELLIGENCE" PROBLEM

To ascertain existing strength, weaknesses and needs in the
utilization of intelligence factors and assets, SAl staff studied
intelligence support organizations, directives and operations, and
conducted interviews with officials functioning in intelligence
positions. Analyses of terrorists events, and the intelligence or
lack of intelligence preceding these events, were also conducted.
Overriding throughoutlwas an obvious and often-stated conclusion:
"Adequate intelligence is one of the highest priority requirements
“in preventing and coping with terrorism.”



Two other matters, which place constraints on development of
effective intelligence, are as follows:

8

The Privacy Act of 31 December 1974 has limited agencies'
ability to protect records pertaining to individuals, as.
defined by 5 USC 552a (a)(2), which are generated during
the course of conducting the business of the agency.
While Federal law enforcement agencies have been exempted
from disclosure of the information {tself, as well as
many other provisions of the Act with the approval of the
agency head, the mere acknowledgement of the existence of
a record may be sufficient basis for the individual to
compromise its value, initiate Titigation and hamper the
agency's efforts to corroborate and prevent a. criminal
act. EO 11905 (February 1976) has placed constraints on
intelligence gathering leading to concern that vaiuab]e
information on terrorists may be denied those tasked with
the responsibility for countering radical acts of violence.

There area indications that DOD and DA directives-and
regulations which serve as implementors of the above
"Act" and "Order" have been misinterpreted at field
levels, that is, restrictions on intelligence collec-
tion have been exaggerated, in some cases practically
eliminating the intelligence collection effort.

A more detziled explanation of the intelligence problem exists

in an analysis prepared by this contract's Principal Investigator,
Mr. Rowland B. Shriver, Jr., advanced copies of which were forwarded
to some members of the Study Advisory Group through the COTR. This
paper is provided herewith as Appendix F.

10
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IX. REVIEW OF REGULATIONS AND POLICY_

During the course of the SAI study there were comprehensive

’reviews of regulations and publications{ hoth in effect and in draft,
,promu)gated at various levels of command. At Appendix G are comments

on sgme of tha most pertinent directives, particularly the Draft DoD
Handbook 2000.12, Subject: Protection of Department of Defense Per- -
sonnei Against Tervorists Acts. In addition, assistance was provided in
developing Army Regulation 190-XX, SUBJECT: Countering Terrorism and
Other Major Disturbances on Military Installations. This new reguia-
tion and an associated DA Pamphlet and/or Field Manual incorporating
policies and procedures developed during this study shbu]dvprovide

the Army with a strong program for countering terrorism, and other
major disruptions, on its installations.

X. RﬁSEARCH AND DEVELOPMENT _
The U.S. Army Material Development and Readiness Command (DARCOM)

-~ uses a system of project managers to manage major research and development

programs. There are approximately 58 such project managed weapons/equip-
ment systems. These are, for the gggt#éart, major items to improve the
combat capability of the Army. Law enforcement equipment is not
included within any of the major research and development programs -
primarily because of relatively small dollarbcost of individual items

and its primary purpose does not contribute to enhancing combat readi-
ness.

The International Association of Chiefs of Police (IACP) is
establishing standards for items of commercial law enforcement equip-

- ment, Rather'thah‘embarking on a major, independent and expensive

de&glopment program, the Army should use the standards established
by the civilian Taw enforcement sector. This technological transfer

from civilian to military has obvious monetary advantages.

i
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" The U.S. Army Military Police School shoyld develop revised
Common Table of Allowances reflecting law enforcement equipment stan-
dardized by the IACP and determined to be suitable for military law
enforcement puvrposes,

Installation Provost Marshal should review the installation |
Tables of Distribution and Allowances to determine commercial items
of law enforcement equipment for inclusion and would be tailored to the
needs of the specifiy installation. This would then provide a basis
for programming and'budgeting for local procurement.

XI. MISCELLANEQUS

Appendix H contains various documents that were developed

. during the course of the study. They are included in the final report

as they provide additional insight to the comprehensive research that

- was conducted during this study. These documents are:

o Perceiving the Terrorist Threat in CONUS, This paper treats
(1) characterizations about US terrorist groups which can
be drawn from their current period of silence, and (2) a
constraint placed upon law-enforcement and othar agencies
in the U.S. which precludes development of accurate terrorist
intent prior to an act.

o Summary of Field Visits - During October and November 1976
the SAI study team made visits to the following U.S. Army
installations:

Fort McNair, Nashihgton, D. C.
Sereca Army Depot, New York
Fort Rucker, Alabama

Fort McLelian, Alabama

Fort Bragg, North Carolina

USAREUR, Heidelberg, Miesau, Kriegsfeld and
- Frohn-Muhle Do

i
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and sent to certain installations, The question-
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These visits proved to be invaluable in collecting infor-

mation, personal views concerning counter-terrorism, and )
absorbing the nature of the problems‘faced by responsible T {
individuals at installation level. This "grass roots" input

was vital in the formulation of realistic policies, concepts, o

and methods to counter terrorism on military installations.

A general observation concerning the visits was that the

outstanding cooperation and interest displayed by those

individuals contacted greatly enhanced this information

collection effort. Ancther overall observation is that many

excellent individual efforts are being madekto\Eope with the

problem but all seemed’to be lopking for a total coordinated

Army program. The highlights of each visit are contained

in Appendix H.

C e

Al{ens in Nuclear Duty Positicns. A findind that
resulted from a visit to an installation was con-
sidered to be sufficiently serious to warrant
immadiate reporting aleng with recommendations
for corrective action. A memorandum dated

26 October, 1976, Subject: *“Aliens in Nuclear
Duty Positions" was provided the Contracting
Officer's Technical Representative and a copy is
contained in Appendix H.

Survey Questionnaire - Preparatory to evaluating
the vuinerability of U.S. Army installations,; and
developing possible changes in policies, SAI per-
sonnel made visits to selected installations both
in CONUS and Europe. Due to budgetary and time
constraints it was not possible to make as many
visits as considered necessary to gain a good
samp1e.»>Consequent1y, the Study Advisory Group
reccmmended_a survéy~questionnaife be'deve]opéd :

naire was prepared; however, unforeseen staffing

)
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difficulties precluded sending the survey to the
selected installations. As a result, it was decided
to prepare the survey for presentation to the atten~’
dees at the Law Enforcement Conference held at the
U.S. Army Military Police School, Ft. McClellan,
Alabama 1-3 March 1977. '

While only 12 responses {approximately 17%) were returned
for analysis it is believed that it represents a vaiid

“sample. This view is based on the wide variance of

current law enforcement responsibilities of the respon-
dents. It should be noted that not ali respondents
addressed every question which accounts for the variance
in the number of responses to each quastion shown in
Appendix H. While each reader of this report can draw
his own conclusions by reading the detailed responses to
the survey questions at Appendix H there are some overali
impressions summarized below.

Wr o e ey

‘6@ There is a wide variance in perception of the terrorist

threat to Army installations.

¢ ® There is a divided opinion on the role oF‘Mi]itary
Police versus CID in responding to acts of terrorism.

o ¢ There is general agreement on lack of policy guidance

in countering terreorism.

00 There are varying degrees of emergency nlans developed

at instatlation level.

o6 There appears to be a lack of understanding, ar

~vappreciatioh, of jurisdictional problems assocjated

with acts of terrorism.

@ ¢ There is 1ittle or no appreciation that an actual

‘errorist act on a military installation can be
escalated quickly ‘to the pational level rather
than being contained at the installation.

14
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XII. RECOMMENDATIONS
Based on the resu]ts of this study, it is recommcnded that: : <:

- A policy statement de11neat1ng\terror1sm as a crime, and , R
coping with terrorism a Taw enfo cement funct1on be issued. ! z@h
The DCSPER (DAPE-HRE) shou'ld be dﬁs1gnated as the DA staff
element respons1b1e for coping w1t@ terrcrism.

- Department of the Army consider 1n1t@at1ng action to update
the existing Memorandum of Understanding between Department
of Justice and Department of Defense, with emphasis on ;
Jurisdictional and support responsibilities during terrorist
crises. This then would serve as a basis forfldcalvagree-
ments between installations and FBI field offices, a re-
quirement which should be dictated by Army Regulation.

3

- The crisis management }lan (Appendix B)kbe jmplemented as
soon as possibie after required staffing and coordination.

- The Drgani*atibﬂgi and Tactical Models for Field Counter-
Terrar Onerations, contained in Append1x C, be incorporated
in a Field Manual.

- The Awareness Program, contained in Appendix D, be imple-
mented by Training and Doctrine Comnand.

- The Installation Vulnerability System, contained in Appendix
E, be considered for use as a tool for staff planning.

= The U.5. Army Military Police Schaol deVeTop revised Common
Tablas of Allowances reflecting commercial ‘items of law
enforcement equipeznt standardized by the International As- '
sociation of Chiefs of Police, and determined to be suxtab]e
for military law enforcement purpoces : %

- Al1 installation Provost Narsha]s review the installation
Table of Distribution and Allowances to determine commerc1al

92 R AL g ol
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{tems of law enforcement equipment for inclusion, taileréd
to the r is of the specific installation. o

- The case study concerning aliens, contained in Appendix H,

be forwarded to the Assistant Secretary of Defense (Comp-
troller) with a recommendation that DoD Directive 5210.42,
{ "Nuclear Weapon .Personnel Reliability Program" include a
requirement that an individual must be a U.S. citizen to
qualify for entry into the Personnel Reliability Program.

s The Service Secretaries and Commanders at all levels

should institute a comprehensive review of all policies,
directives, and regulations responsibilities of -

and restrictions placed upon - intelligence gathering

agencies to remove "safe-siding" that inhibits exercise

of full investigative/intelligence authority‘authorized

by the Privacy Act and Exec Order 11905.

B Commanders at all levels should require of their

intelligence agencies the positive execution &f
intelligence activities authorized under the Privacy
Act and the Executive Grder, monitor compliance and
punish individual abusgs.

A comprehensive étudy should be accomplished which
evaluates the preéent restrictions on intelligence
gathering with the objective of submitting new
legislation, if appropriate, permitting the gathering
of intelligence sufficient to protect society while
protecting individual rights.

]
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APPENDIX A
THREAT ATIALYSIS
I.  INTRODUCTION AT |

A General

) Analysts point out more terror occurs in summer than winter,
that specific events trigger increases, but to predict a day and a
target for it is impossible without "street" intelligence. SAI has not
attempted to develop a calendar of future terror, but instead rezlistic
deliverables - measured probabilities based on inputs which uncover -
decidedly that terror will/or will not occur in the broad sense, at
what intensity levels, and in what form. ' ‘

B. Scope .

1. Framing. Behind this analysis is a need to develop fea-
sible alternatives for US Army countermeasures against terrorism. Of
the incidents between 1968 and 1976, less than ten percent occurred
on US military installations. If SAI were fo focus only on these,
there would be insufficient data to develop probabf]ities. Thus, other
places where terrorists have acted served as base-line aveas for study.
Metropolitan pockets of the US, Western Europe, the Middle East and
Latin America have had terrorist activities that offer wide spectrums
o7 information applicable to probable events on US Army installations.

Today, there are more than 140 terrorist groups. To analyze
each is pointless. It is unlikely certain terrorists will impact on
~ US Army installations, and in their actions not a great deal can be
learned that cannot be 1earned'through study of others. Terrorist
agrganizations this Analysis deals with are those which acted upon
US Army installations and those which nave not, but have gained
recognition worldwide as effective terrerists, whose actions and
characteristics provide data for learning the state of the art -
motives, objectives, modus operandi.
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This analysis covers geographical‘spectrums of terrorist
acts, which are - ’ '

Global

o Regional (hemispheric, e.g., terror in Latin America,
or the Middie East)

@ National (a single country)
Local (a city or county)

- urban
- rural
¢ Installations
- poD

- Other US Government

& Targets
- material (buildings, houses, aircraft)
~ human

2. Definihg. In readings on terrorism, the iack of common
definition for repeatedly-used terms is evident. Terror, Terrorist -
words used frequently —have different meanings as used by different
governmeht officials. A need for standardization exists, so that SAI
and those who would extract value from this Analysis could perceive

. descriptive terms in much the same way. Part III, this document,

includes a glossary of terms.

3. Selecting. It would ceem impractical to begin this
project without first sorting out subject-components. What is
terrorism in terms of objectives or events that cause it to exist?
The question assisted SAI in recognizing one type terror from another,
especially in categorizing them for study. Types of terrer are ex-
plained in Part IV, Ov?rview and Findings.

4. Qualifying. Each_majorbeNUS and OCONUS terrorist group
has been assessed to develop whole capability structures from which

probability factors evolved. This document profiles groups. Part IV,

Overview and Findings, discusses activity patterns and potential for
new violence. ' )

e

- ey sy s LE A anind

Ay

. .
L b g S A Ak L eee e IR Pl AR K Y5 ey T ETERY Y



5. Quantifying. Part IV also includes data summaries, or,
statistical analyses of tervor phenomena. Understanding the terrorist
threat can be achieved through study of tablss presentad.

C. Approach

1. A four-sided relationship field matching (a) terrorist
orgenizations to (b) areas cf operations, to (c) frequency of activities
to (d) terrorist objectives, was used to determine which geo-political
locations and what terrorist organizations should he studied. Once
selected, each iocation and organization was evaluated in a frame-
work of relevance to probable type terrorist actions against 'military
installations. Those with 1ittle or no application in this frame
were eliminated. '

2. Selections, "“Inputs". Threat information needs were
ascertained by relating terrorists to targets and to ultimate objectives.
mmediately recognizable were categories such as motivation, and -
resources and tactical capabilities. Within these categories, sub-
sets of information - requirements grew evident. Selected for
examination were goals and abjectives, preferred strategies and
tactics, significant past operations and operational trends, current
status, strength, available technology. ‘

3. Subject Matter Experts. In additien to collection,
cnllation and analysis of written naierial, SAL visited officials
and analysts of DoD and other government agencies concerned with
problems of terrorism. These persons represented US Department of
State; the Central Intelligence Agency; Office of the Assistant Chief’
of Staff for Intelligence, US Army; Office of the Criminal\lnvestiga-
tion Division Command, 0-DCSPER, US Army; major CONUS/OCONﬁS*fhsta1-
lations, US Army; Office of Chief of Engineers, Us Avmy: the FBI; and
the Féderal Aviation Administration. A wWealth of data and capabi]ity
judgements were obtained in this manner.
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4, Analysis. The metamorphisis from raw data to conclusion
involved analytical travel points. This phase of the analysis demanded

- the most effort. The analytical points were used to synthesize data
and determine outcomes for various threat factors, terrorist groups,
‘types of terror, and of terror as aggregate phenomena impacting

globally, régiona11y, nationally, and upon US Army installations.

- 5. Constraints. The recent Privacy Act denies active inves-
tigations of individuals (citizens or legal aliens) or US organizations
inclined toward terror until a specific act to which they can be related
has occurred. This inability, on the part of USG and US Army Taw enforce-
merit and inte]ligence-gatheriﬁg agencies, to develop information on terror-
ists prior to the deed can now and in the future hamper Tegitimate actions.
Still, unofficial and overt accounts by Jjournalists and subject matter

“experts allowed SAI to piece together trends and patterns, aithough a

greater abundance of data would have provided a more precise set of
probabilities.

Glossary
a. Language peculiar to the study of terror has formed. Govern-

‘ment, military and private sector analysts designed terms and phrases
which appear in documents and articles building today's terror bibliogra-
phies. But there are no universally-accepted definitions. The US De-
partment of State characterizes terror differently than the US Army.

For example, International Terror appears to have special meanings in CIA
studies which differ from meanings elsewhere.

b. To insure readers understand what is meant by terms used
repeatedly in this Anaiysis, a glossary is provided.
c. Terms _

1. Terrorism - In the broadest sense, terrorism may be

defined as fo]lpws:

"An act, or acts, against human and/or material targets by
a person or persons to instill fear, obtain demands, anu/or
destroy property or Tives."

In the po11t1ca] objective sense, terror1sm is more appro-
priately defined as:

Bl 2 X i it i e
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"The calculated use of violence or the threat of violence
to attain pelitical goals through instilling fear, 1n»imi-»
dation or coércion. It usually involves a criminal act:
often symbolic in nature and intended to influence an
audience beyond the immediate victims." (This definition

is much used within U.S. Intelligence Community.)

iﬁlm‘Terrorize - ", . . to conduct terror according to a plaﬁ;“
3, Terrorists - "ma]contents who conduct terror as planned "

4, Terrorist Groups or Orqanizat ons - "groups or organiza-
tions that select ths uses of terror to achieve objectives."

5. Threat (as in THREAT analysis) - "terror in selected en-

vironments qualitatively and quantitatively defined." ﬂ

6. Threat - "an inference, based on more than speculation,
terror will occur."

7. Transnational Terror - "such action when carried out by
individuals or groups controlled by a sovereign state."*

8. International Terror - "terror planned and executed by
groups operating beyond naticnal boundaries." The U.S. Intelligence
community usually defines international terror as “terror1sm transcend-

ing national boundaries in the carrying out of the act, the nat1ona11tnes .

of the victims, or the resslution of the incident.” These acts are
usually designed to attract wide publicity to focus attﬂnt1on on the
existence, cause, or demands of the terrorwsts

9. Cooperative Terror - "terror carried out by one group to
support the aims of another."

; 10. Domestic Terror - "terror executed within a particular
nation's boundaries by indigenous terrorists based therein."

11. Urban Terror - "actions in cities or metropolitan areas."
/,I/“:b
12. Rural Terror - "actions:in small town or countryside."

0

* CIA definition, see CIA Research Study, Internat1on§1 and Transnational

Terrorism: Diagnosis & Prognosis, April 1976
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13. Counterterror - "acts that reduce or prevent terrov."

14. Countermeasures - "methodo1og1es; programs, plans, organ-
‘izational activities and announcements designed o reduce if not prevent
terror."

15. Pathological Terror - 'that which is carried out by
mentally disturbed. persons."

16. Vendeance Reaction Terror - "that which is carried out by
individuals against others whom they believe to have antagonized or
deprived them." '

17.  Spontaneous Terror - "that which is carriedout as immediate
./ response to fear or failure. Example: Bank robber taking hostages while
fleeing scene of crime."

IT. OVERVIEH AND FINDINGS

Overview. This assessment is about terror, specifically
(1) its uses as a coercive and disruptive instrument to create situations
favorable to aim§ of terrorists, (2) the capabilities of certain groups
and individuals to employ terror now and in the future, in turn, (3) the
impact of terror probabilities on the U.S. Army, CONUS and OCONUS.

There are more than 140 terrorist groups operating in around 50 countries,
roughly 20 in thé United States. Since 1968, these groups have been res-
ponsible for nearly 1,200 incidents resulting in over 800 deaths and more
than 1,700 casualties.

Major terrorist groups operating outside the United States are listed on
the following page.




 GROUP

Al-Fatah
Arab Liberation Front
Army of Mational Liberatien
Baader-Meinhof Remnants:

e 2 June movement

o Revolutionary Call
Black June
Black September (sponsored by PFLP)
“"Carlos" group
Erritrean Liberation Front
ERP (People's Revolutionary Army)
IRAfpnovisioﬁa1s
JRA/Japanese Red Aymy
Lotta Continua
Montoneros
HMovement of Hational Liberation

(MLN/Tupamaros, less effective
.now than in 196Q's)

Movement of the Revolutionary Left

~ People's Liberation Front

Popular Front for the Liberaiion of
Palestine (PFLP)

Red Brigace

Turkig@ People's Libeﬁation Army

(TPi)

. 23rd ofuaepfémber League

UDA/Ulster Defense Association

TERRITORY

Middle East

Middle East.
Columbia
FRG ~

Middle East

Middle East

W. Europe/Middie East
Ethiopia

Argentina

Northern Ireland
Japan

Italy

Argentina

Uruguay

Chile
Ethiopia

Middle -East

-Ttaly
Turkey &

Mexico

N, Ireland

o Y awmq'
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United States terrorist groups active, or inactive but still
assembled are -~

o TERRITORY

Deleted per AR 380-13 NY and SF
* ' Sain Francisco
Miami
NY - Puerto Rico - California
NY
SF
Los Angeles
SF
SF
San Uiego
. Oakland, SF, Los Angeles
South
NYC/Chicago

In Yestern Europe, remnants of.the Baader-Meinhof gang are
anarchist, while Italy's Red Brigade is Marxist. In some cases,
there are no political causes motivating terrorists. Al-Fatah,.
Black Septumher and the recently active Croatian émigre group
serve nationalistic/ethnic causes.

In all cases, objectives of terrorist groups are connected
to belijef-systems that fall within bazic realms of human concera.
These characterizing realms are -

palitics
ethnicity/nationalism
religion f

the environnant/ecology
“perscnal gain (mercenaries)

pathological need

N

o 9 0 9 © 9

. ~ Within these realms, division is evident. Among Eo]ftica]_
groups, diStinct_and polarized types have been -

T
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left

extreme left
reactionary
extreme reactionary
anarchist

© € » O ©

Continued examination splits political groups further. Among
left and extreme left are found groups that are -

S

(left)
'@ Soviet-Marxist (accepting doctrine on terror designed by
Soviet Union - "politics before violence.")

o Trotskyite (revolution when military climate is favorable)

(extreme left)

@ Maonist ("politics grows from the barrel of a gun")
o Castroite/Guevarist ("revolution begins with physical
action - uprisings®; -

-

Among reactionary and extreme-reactionary groups are found -

e Fascists
e Vigilantes (favoring existing governments)

Following is a breakout, in terms of objectives and belief- L
systems of political groups: '

(OCONUS)  GROUP CREDO | e
Baader-Meinhsf Gang (FRG) . Anarchist i
ERP (Argentina) Marxist
JRA (Japan) , Maoist
PFLP (M.E.) Maoist
Red Brigade (Italy) . Marxist

(CONUS)  GROUP ~ - CREDO

Deleted per AR 380-13

A-9
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Ethnic and Nationalistic Groups also have classifications.
These are - ‘ -

(1) those operating in a country that is their legal habitat;

(2) those operating outside their legal habitat to effect

change within;

(3) those operating outside a country not their legal
habitat but which they desire as such.

Operating ethnic and nationalistic groups within the above
classifications have been -

{0CONUS) o

GROUP - TYPE
Al-Fatah (Middle East) (3)
BSO (Middle East) (3)
IRA (Northern Ireland) (1)
PFLP (Middle East) (3)
(CONUS)

GROUP TYPE

Deleted, AR 380-13

Some ethnic and nationalistic groups also have polit.cal objec-
tives. For example, the IRA-provisionals are Marxist in their political
belief, and the PFLP is Maoist. However, their ethnic and nationalistic

goals are over-riding.

Religious groups are few. The IRA falls within the religious
and is made up of Catholics who, perceiving discrimination, conduct
acts against’térgeted Protestants. In this aspect, the IRA is unique
and three-pronged. . As terrorists, they are political (estabiish a
Marxist goverrment), also ethnic and nationlistic (eliminate from.
Iraland a1l British controls), and religiously motivated as wéll )
(exit from Northern Irelahd any Protestant domination).

y
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Groups perpetrating terror to effect ehvironmental or ecological
situations are few. Recent examples include threats to damage or destroy
nuclear facilities. '

Mercenary groups, or individual mercenaries, are few, although
there exists a polyglot of contacts and hiring organizations that could
supply large numbers of mercenaries to rich buyers énywhere in the world. .
At present, the "Carlos" Group is the only mercenary terrorist organiza-
tion that has impacted on world or national order. Poiitically Marxist,
this Group has conducted operations primarily for money The grodp is
often cited as "ideo]og1ca1 mercenary M ’

Rarely a group characteristic, pétho]ogjca] need- terror is not
to be ignored. Records maintained by the USG's Federal Aviation Admin-

_ istration (FAA) reflect a high proportion of skyjackings conducted by

mentally disturbed individuals.
Individuals who conduct terror from pathalbgical need have f
been - '

8@ psychotics, or -
o neurotics driven by extreme stress

Employment of Terror. Terror is employed by terrorists to
achieve (1) objectives toward obtainment of future goals, and (2)
immediate goals. Examples of the former are - '

o acts to lay groundwork for dramatic changes in government,
coups d'etat, revd]ution, civil war, or war bétween nations

e acts to turn Lhe tide favorab]y during guerr11a warfare

e acts to influence national or 1nternat1ona] pol1cy
decision-making -
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Examples of immediate goals: acts to:

-8

4

- obtain worldwide or national recognition for "cause"

take 1ife (assassinations)

cause government over-reaction and repression,

leading toward immediate public dissension.

harass, weaken or embarrass military or other security forces
obtain money or equipment

disrupt or destroy facilities or mobility and communication
lines (e.g., to deny forms of energy)

prevent. development of new facilities or mobility and
communication Tines

demonstrate power or tactical credibility
prevent imminent executive decisions or 1egis1ation

cause strikes or work slow-downs

discourage impending foreign investment or foreign government

assistance programs
express religious, ethnic or racial prejudices
influence elections

embarass and weaken reputations and palitical positions of
public leaders ‘

free prisoners

satisfy'vengeance (often, assassinétions)

build or sustain morale within terrorist gqroup '
demonstrate commitment to “"cause"

express sheer frustration

‘express pathological need (as committed by mentally disturbed)

A-12
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Characteristics of terror are -

if

terror, as stated repeatedly by analysts, is
"theatricality for effect”.

4
A

the primary "effect" desired by teriorists is fear.
in balance, terrorists are weaker than opposing
military or security forces, or "target governments",

)

until sufficient fear is arotised?

- captured. That is, tactical success and mission

during acts of terror, victimsﬂare not necessarily
related to "target governments" or "target audiences"”.
A kidnap victim, or persons“taken hostage and barri-
caded, may in no way be related to those from whom
the terrorists desire to exact political, social or
military decisions, or money and equipment.

o .

“a terrorist operation can be highly successful even

when perpeterators have been killed, wounded or

success need not be related. If most of a team of

- terrorists are killed during an operation that has

gained worldwide attention, the terrorist group's

command element may consider the oparation highly

successful, especially if "publicity" was the main .
terrorist objective. It is dangerous for legitimate
governments to believe a successful counter-terror
campaign is in the making only because terrorists

have suffered tactical Qnd manpover failures. The

BSO considered its Muniéﬁ*Massacrefagsuccess, aven
though none of the terrorist demands were met, and
hostages and seven of nine terrorists were killed.
political terrorists are rarely suicidal.... they
expact %o succeed in their mission unharmed. .. ...

A-13




] terror can be effective violence by reyolutionary
organizations that wish to wage guerrilla warfare
in densely-populated urban areas.

0 because of advanced transportation and communications
: technology, terrorists can be highly mobile and strike
almost anywhere.

0 terror is cheap . . . few perpetrators with inexpensive
small arms can create disruptidns affecting whole nations.

The degree of fear instilled by terror normally paraliels the
intensity of the drama associated with the teyrorist_act. Nuctear
thaft WGuld, of course, create more fear than theft of ¢onVentiona1
small arms. ' '

According to tervorist theory, fear leads to aéhievement of
demands. If enough people fear terrorists would use a stolen nuciear
device, chances terrorists will receive payment-on-demand are greater.

Fear of terrorist action, as threatened, reduces the effective-
ness of security forces almost proportionateiy until either -

) security forces can neutralize the object of the fear
(in tase, a stolen nuclear device . . . another case,
threats to kill hostages, wherein gecurity forces
would have to free them by force or through negotia-
tions); or:

] security forces, or "targetvgovernments", can reduce
the credibility of the terrorists to effectively do
what they have threatened (e.g., proving the terrorists
are bluffing and will not, undér any -circumstances,

Yback their play"); or: t

e “target governments" can convince the "target audience"
' (population) to accept the consequences of the act
terroriSts have threatened, thereby eliminating fear
with stoic acceptance (probab]y impossible in extreme
cases), closing the door on negotiations. '
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Transnational, International and Domestic Groups; CIA, Research Study,
International and Transnational Terrorism: Diagnosis anvarognosié,
April, 1976 (unclassified), defines: transnationzl terror as "such
action when carried out by basically autonomous non-state actors)
meaning they are in no-way controlled or directed by one or more
governments, although they may receive govefnmentfassistance.

CIA explains further that transnational groups conduct operatiQQ§

in more than one state or region. The PFLP (Popular Front for the
Liberation of Palestine) is a transnational group.

A prediction emerges weighing transnational groups against

those international and domestic. International groups are controlled

by sovereign states. A domestic group is autonomous, operating in

one country. Uruguay's Tupamaros were, in th; sixties, domestic.

For goVernments utitizing an international group, surrogate warfare
may be an objective. Today, and in the near future, this would be
high~-risk adventurism on the part of any government. Backlash from
other governments would be disastrous. Big powers would not risk
detente, nor would smaller nations risk big power inve: sention. . Even a
constituency of smaller nations would consider international terror un-
favaorable. Vielence by proxy, twice-removed, via the clandestine
offerings of assistance to a transnational rather than an international

group has less risks. Increases in terror are more likely %o be trans-
national.

Some gdvernments support transnational terror opting for
current or future political and military leverage. For example, the

Soviet Union has provided training and logistics support to PLO

terrorists and tc leaders such as I1lich Ramirez Sanchez ("Carlos")

‘who attended insurgency training courses at Patrice Lumumba University

in Moscow. Cuba has trained more than 300 persons who are now Latin
American terrorists. Libya has supported the PFLP and the "Carlos"
Group with money and arms,‘and‘acts asAa'safe~haven for hijackers.

it oot . . Dl e T e e e
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Among transnational groups are the BSO (Black September Organiza-
tion), the PFLP (Popular Front for the Liberation of Palestine), and the
JRA (Japanese Red Army). Cooperation among these groups has grown’ from
mutual assistance, engendered by ideolegical similarities, to that stim-
ulated by necessity, or "need to survive".. The JRA finds it difficult
to conduct operations in Japan due to gqf;rnment crackdowrs, thereby
conducts acts outside the parent countr&. To do so, support from groups
oustide Japan is neéessary. The PFLP, Tosing support in Lebanon, no

Tonger able to launch asmany operations in Israel, may increase acts

in other parts of the world.

When routed from one base to another, transnational groups lose
self-reliance. Dependency cn others, to supplant resourcé and operational
weaknesses; is already a trend. In Latin America, Argenting, Chiledan and
Bolivian once-domestic terrcrist groups have formed a "dJdunta", a director-
ate wi+th organizational characteristics bordering on the formal. Several
Middle East terrorist groups grew under the umbrella of a formalfzed PLO.
Cuban exile groups are connected through an administrative council. It is
possible ‘transnational groups operating cooperatively in Hestern Europe'can
escalate from the "informal" to the "formal", deve]oping an umbrella mechan-
jsm. A directorate of terrorist groups, however, alone would not indicate
new terror. Rather, terror wouid be more carefully planned, sufficiently
supborted, and ;onducteé by personnel se?ected_from a larger array of experts.
Froﬁ this, pfobabi%itﬁes for successful operatﬁonsanegreater. In 1972,
members of the JRA (Japanese Red Army) joined members of the PFLP to conduct

the LOD Massacre. In 1976, a member of the Baader-Meinhof Gang (FR@)

- participated in the Entebbe incident.

- A-16
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Deve]dpment of a "directorate" in Hestern Europe WBu]d be slow.

P
e s W N

Although dependency—neqﬁs among its groups are high, internal dissension - ‘

in most over leadership, operational targets, modus operandi and resources
is also high, obviating quick resolutions through creation of an umbrella
mechanism. Unless forced by social or political events, today's lest

European terrorist groups should remain decentralized for some time.

Summarily, international terror - that by legitimate governments -
does not pose aé'serious a threat as transnational terror - that by
autonomous non-state groups. Transnational terror will COntinug‘at
present levels, or slightly higher, and becadse of formalizing cooperation
among groups realize an increase in effiniency of operations.’

Findings .

1. Size and Composition. The larger terrorist groups exist outside

the United States. Erritreans, Al-Fatah, and the IRA are 1érgest. Size,

however, -does not necessarily mean greater frequency of operations. Organi-
zational growth presents new administrative and support burdens, minimizing
ability to insure additional terror. When the Baader-Meinhof Gang condﬁcted

its series of violent incidents, there were hardly fifty members.

vCertain1y, a small group can increase frequency of operations, but -
only to a point; minimdm-personnel do so much. When small groups become
larger, frequency of operatiohs reébh a‘similar point, as .growth impacts
on opaerational capability adversely. - Procurement, storage and use of
resaurces, ability to communicate, security — these necessities bacome
burdensome with size. Al-Fatah terrorists operating in Jordan (1963-70)
grew so rapid]y;~Arafa% lost control of them.. This helped precipitate
decimation of more than two-thirds of Al-Fatah by King Hussein/ In Italy;
‘the Red Brigade has grown in strength, but it doés,notkCOnduct fhé hard,
shocking terror smaller groups can. In,Uruguay, when Tupamaros grew,xthe

coluration in which lay their popular support changed. Small, they wéfe
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perceived as “Robin Hoods". Large, they were viewed as bureaucratically-
styled murderers. ' |
Lafger groups are exposed sooner or later. The bigger the or-
ganization, the thinner the security shield. Governments respond by
increasing{reprisal forces, escalating conflict to stages terrorist groups
may be unable to handle. Venezue1an; Brazilian and Guatemalan counter-

insurgency models of the sixties are examples of this occurrence.

Terrorist groups know the advantages of smallness. The larger
group can ¢nly succeed for the long term in a weak political environ- -
ment. When such an environment exists, terrorists have an operational
area conducive to querrilla warfare. Hers, terrorists become a guerrilla
force, and terror a component of the querrilla war. In the fifties, in

South Vietnam, Viet Cong began as terrorists.

In the Federal Repub]ic of Germany (FRG), where the political

structure is stable, a large terror1st group cou]d not survive. Individual

S i st ot et -

expansions of terrorist groups are probable in some regions, not so
in others. On a one-to-ten scale (ten highest probability, zero

Towest) a rough outlook regarding potential for increasad size is -

REGION PROBABILITY
Western Zurope 2
Middle East 3
Northern Ireland o 4
United\Kingdo& . 1
Latin America 3
Asias 1
United States 0
Africa 6
A-13
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o Assigning low proqabilities‘to growth of 1ndiv1dua1agroups\in
R no way implies there will not be ar increase in tervor. Theysstate '
;{ . groups will be cautlous about physical development. ANor.dOthey imply
. these groups will be any easier to contain. Further, growth does not,
. as a variable, reflect anything about crgation of new groups, or about
’ " coalitions of groups that currently exist.
By size, major groups rank as follows -
(oconNus)
GROUP_ * APPROX. SIZE
Eritreans (Ethiopia) © 10,000
- ‘Al Fatah (M.E.) 8,000
‘ Tupamaros (Uruguay) o . 200
. ERP (Argéntina) . GOOb
) , PFLP (M.E.) 300
S~ IRA (N.I.) 000
if;s( IR "Carlos" Group . 50
Baader-Meinhof Remnants  (FRG} ~  40-50
- . JRA (Japan) 25
- BSO (M.E.) 60
(CONUS)
. GROUP. | ~ APPROX. SIZE
De'leted, AR 380-13
Lt
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2. 'Comgosition. 'The prganizational make-up of a terrorist

group is determined by several factors. Significant are -

R ] security, and : N

e strength (personnel)

Any 11legal organization with a weak security shield is pene-
trable and will not survive. Strength must be managed and controlled
by appropriate organizational lines. Affecting security and strength
are -

o effectiveness of government counter-terror forces,.

o

degree of popular support, and
®  internal communication capabilities.

Counter-terror forces, when effective, penetrate terrorist

groups and destroy from within, or track terrorists down, or keep then

“so employed in defense éﬁd security that mobilization for new terror is

1mposs{b]e. To avoid effective counterterror, terrorist groups must be

extremely covert. Traditionally, the clandestine celi has been the

building block‘uﬁbn'which tﬁesé'grOUps forh‘and-survive:

Reliable popular support acts as an outer security shié]d, a
buffer between terrorists and the goverument, allowing them to move about

more freely.. Ifs greatest attribute lies. in the network of safe~houses

. popular support-provides. The safe-~house is where terrorists not only |

hide, but‘plan,‘communicates train, manufacture and store wéépons and

explosives, and rehearse.

It is common knowledge terrorism does mot succeed without suff-

icientlpopular support. Mao's "Fish in the Sea" principle applies as much -

. to %efﬁkgists as to guerrillas. Popular support also aids terrorists in

)

S
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or where communications are so effective, that as groups they can act

trahsggrting personnel and equipment, identifying and reConnoitgring <>
targets,vand in acquiring daily provisions. Group structure is affected
by how much of this support exists. Greater support allows for larger

and more numerous cells,; and closer union between them.

Internal communication capabilities are among determinamts of
security and strength requirehents. Secure equipment alleviates the need
for excessive message drops, meetings, and cut-outs; Effebtive communication
ot this sort prevents groups from having to create special cells, or sub-
cells, to provide these communication values. In any underground operation,
"coﬁmunication" affects time, mahpower, resources, location of cells and
safe-houses, operational térgets and tactics. Thus, t!2 structural lines of

a covert terrorist group must be compatible with communication capabi]itigs,

Today, no terrorist organization operates where counterterror

forces are so ineffective, where popular support is in such abundance,

freely at all times. Most have to be covert continuously. In the Middle
East, however, Al-Fatah and the PFLP often conduct open meetings and can

move about in certain areas with minimum security because of extensive

‘popular support. Their once-deep cells now function along wilh others

oveftly. In the FRG and Japan, remnants ot the Baader-Meinhof Gang and .
the JRA, respectively, can function only in the most stringent clandestine

ways, through cells whose members do not know fhe whereabouts of members

of other cells. i

Following is a 1ist of groups in relation to aboveédescribed

factors -
[\
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a. Effectiveness of Government Counter-Terror Forces (hwgh

moderata, low; based on reports of government Security forces/historic data).

(conus)

GROUP ‘ RATING

Al-Fatah Low

Baader-Meinhof Remnants High

BSO Low

ERP | . ttoderate

IRA A Haderate (UK)
Low {Ulster)

JRA High

PFLP Low

(COMUS) '

.In the United States, no terrorist group has succeeded in develop-
ing an:effective long-~ term ‘campaign,  al'though some have operaterd helter-

skelter for years, one’ s1nce the Truman administration.
b. Degree of Popular Support-(high, moderate, low; based on govern-

. ment and private sector reports, stud1es/h1stor1c data).

TocoNUS)
GROUP RATING
Al-Fatah High
Baader-Meinhof Remnants Low
. BSO Moderate
~ "Carlos" Group High < only in Middle East,
, l.ow, elsewhere
ERP High
IRA High
JRA Low
PFLP ' ‘ ‘ High
Red Brigade o Hoderate
(conus) ' .

Ho terror1st group in the Un1bed States enjoys sufficient popu]ar

-Support for a campa1gn of terror.

é. Internal Communication Capabilities (exce]Tent:nmodern equip-
ment, trained operators, or perfected system of drops, cut-outs, runners;
fair: sufficient butifroub]esome equipment, some but not enough trained
operators, marginal system of drops,. cut-outs, etc...poor: no equipment,
ineffective system )

L a2
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(OCONUS)
GROUP ' « RATING

- Al-Fatah - . Excellent
Baader-Meinhof Remnants Fair
BSO . Excellent &
“"Carlos" Group Excellent
ERP - Excellent
IRA Excellent
JRA Fair
PFLY- Excellent
Red Brigade Fair
(conus)

No terrorist group in the United States is known to have sophisti-
cated communications equipment, aItbough\most have a perfected system of

drops, cut-outs,runners that can be rated excellent.

Relationships among the above factors indicate the closeness:
between effects on security and strength and-organizational structure.
Groups rated high in two or more areas are also those which have rigid
organizatjonal lines irrespective of overt behavior of sub*eIement;

at territorial bases, and which have been more successful.
Organizations that enjov high popuiar support, have excellent

communications, or are not always confronted in immediate environs by

effective counter-terror forces are -

{0CONUS)
GROUP o comMERT
: BSO : . , Eachkofvthesé groups is
? " PFLP - ~highly cellularized, main- ‘ :
’ ’ ’ tains separate tactical and ' s
| Al-Fatah support forces, enjoys much
_ERP : | popular support and has modern

 A-23




COMMENT _

signal equipment, trained -
operators, and perfected
human systems. Among terror-
ist groups, they are most
Tformidable.

(conus)
In the mid-sixties, certain elements of the US *left" participated
1nfhe0pkeep of an underground that harbored or moved wanted terrorists, dissi-

dentF draft-evaders and deserters. Remnants of this underground still exist,

aiding us terrorist groups. The ability of this quasi-uinderground to assist

 terrorists is °nhanced by democratic freedoms in the US that allow persons to

" travel unchecked except at bordevs an¢ in airports. The US also includes

inegpensive transportation, and highly urbanized areas where persons melt
easily into popu1ationsl This provides US terrorists a thick securily shizld,
behind which they communicate effectively and receive support from sympathizers
for continued suryival if not for active operations. By no means, then, can

US Teft-wing terrorist groups be written off as elements that do not enjoy

some degree of support, or which coneunicate ineffectively. These factors

have allowed terrorist groups to sustain cellular organizations.

As stated, in OLOMUS and CONUS, terrorist groups exist.along
covert organizational lines. The smaller terrorist grouﬁ '(1ess than
100) has a command element, support section, intelligence section, and
two to five basic tactical un1ts comprising two or three cel]s, or teams,
each with two to five persons. The ]arger group has a command element,
and several area and/or sub-commands controlling perhaps three to five .

tactical units, support section, intelligence section. Examples are -

- (typical smaller terrorist group, 40-50):

— . ’ A- 24
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_COMMAND
ELEMENT
INTELLIGENCE SUPPORT TACTICAL (Egghzfgit
SECTION SECTION UNITS calls of
2-5: persons
eachg
(typical medium-size terrorist group - more
than 100, less than 500)
COMMAND
ELEMENT '
| SUB-COMMAND 'SUB-COMMAND SUB-COMMAND
(Same) (Same)
L , i
INTELLIGENCE SUPPORT TACTICAL
SECTION SECTION UNITS
L
O
- A-25
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- When groups grow with relative success and organizational
effectiveness, which, as previously stated, is rarely possible,

command elements organize subordinate area commands to maintain effec-

tive span of control over sub-commands, and sub-commands develop new

sections to relieve tactical units and support sections of growing

burdens. Example -

COMMAND.
ELEMENT
. ]
AREA _ AREA . AREA
COMMAND- | COMMAND . COMMAND
" (Same )t ' (Same)
[ ' 1
SUB-COMMAND SUB-~COMMAND ; SUB-COMMAND
(Same) (Same)
R | |
INTELLIGENCE ' SUPPORT TACTICAL
SECTION SECTION UNITS
PROPAGANDA : LIAISON . (Links w/other area cmds,
SECTION ‘ SECTION vi/certain pvt sector
. spt elements, w/other

terrorist groups) -
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StrUCtQFal‘variances among groups are not great. In Latin

* America, tactical units are called “firing groups", its cells "firing

teams". . Other groups use military terms, such as "plétoon"

and "squad". In all, the cell is the basic ingredient. Even the

‘command element is composed of cells, in some groups so compartment-

alized that onz cell never works knowingly in concert with another..;.
3. Operafions and JPétterns". There are seven (7) bagic acts

that modern terrorists (1968-present) have committed. In a hierarchy
established by frequency of occurrences (most-repeated),” these are -

® bombings
' hijackings/skyjackings

) kidnappings.

0 armed acsaults/ambushes

] ‘ incendiary/arson

’o assassinatiens

o hostage-taking/barricading

Following are total incidents,* by type, of these terrorist acts,k

1968-1976.

) o TOTAL
Act INCIDENTS
7 bombings © 501

hijackings/'s_kyﬂjackings 146

kidnappings - 137 - .
armed assaults/ambushes 119 '

) : E . R
“incendiary/arson _ 103 ﬁ\

* axcludes CONUS domestic/politicat acts

i
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TOTAL

ACT | INCIDENTS
assassinations v63'

hostage-taking/barricading 35
other: 48 48
~ TOTAL 1,152

Almost one-third of these terrorist incidents 19568-197€ occurred

in Western Eurdpe. Following is a geographic outlay of these inci-

dents:
. TOTAL

© AREA INCIDENTS
Western Europe 457
Latin America A 321

' Middle East . 135
United States and ‘ 146

Canada

Asia t 54
Afr?ga 12
USSR o 22
Other L1

TOTAL 15152

In 1968, there were 37 reported incidents, in 197, 239, more than
a 450 percent increase. The highest accumulation occurred in 1976 -

239%ncidents. In 1974, there were 175. . Below are annual totais =-
o TOTAL

YEAR © INCIDENTS
1968 3
1969 55
£ 1970 o 14
wn | 63
B 7 86
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recorded incidents.

YEAR
1973
1974

1975
1976

RO I G S/ e et g e o et b e it e
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TOTAL
INCIDENTS

211
179

168

- 939 -
TOTAL 17152

Each year, except 1969 and 1970, bombings were the highest

In those two years, there were more than twice the

skyjaékings than Somhings. The highest numbér of bombings occurred in

1974.

Eurape and ihe ﬂnited States.

There were 95.

During the 1968-76 period, most bombings occurred in Western

YEAR
1968

1669
1970
1971

1972
1973

1974

1975
1976

These are annual bombing incident rates, 1968-76:

TOTAL
BOMBINGS

24
7o . ,
7 . |
15 . ak/

38 |

81

95

88
-, . 126

TOTAL = 501

Distributed geoqraphicaily, these are -

- p-29
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AREA ‘ , BOMBINGS/68-7

Western Europe 255
United States & Canada 81
Latin America 98
Middle East 46
Other: 19 21

TOTAL 50T

Bombing incidents have ranged from the use of standard dynamite to
sophisticated timed detonating devices with plastic explosives. They have been

. placed at airports, government buildings, commercial areas, and at Military

installations. More than 90% of the terrorist acts against US Army and other
DOD organizations have been bombings. In May, 1972, a bomb was placed in a

”: stolen vehicle with stolen USAREUR plates. The vehicle was parked in the

HQUSAREUR parking 1ot. The explosion killed three miiitary personnel and .
damaged several buildings. In 1975, an Officers Club in Frankfurt, FRG, was

. bombed. An officer was killed, 'the club severely damaged. On 1 June, 197¢,

the same club was again bombed by ferrorists, several injuries but no deaths
the result. In December, 1976, a terrorist bomb exploded at the Rhine/Main AFB
Officers Club, and in January, 1977, a POL storage tank at a US Army Post in
Giessen, FRG, was ‘also bombed.

Since 1968, terrorist bombings have caused around 125 casualties,
more than twice the number caused by armed assaults. As stated earlier, bombings
allow terrorists to act from afar - from geographical distance as well as time-
distance — thus, a favorits tactic of tha smaller group with minimum resources.

Terrorist hijacking/skyjackings took a sharp turn upward in 1969,

25 incidents against the 6 which occurred in 1968. 1In 1976, there were'nine.
Annual tdtals, 1968-78 were -

TOTAL

YEAR INCIDENTS
1968 ; 6
1969 25
1870 | 47
‘1971 ‘ % 13 .
1972 .18
1973 ‘ 15
1974 ' 9
1975 : 5
1976 , 9
. A-30
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It was in 1971 that efforts began internationally to curb

skyjacking, resulting in airport security measures without which the-

incident rate may have remained as high, or gone higher than, the 1970
 total. A sing’e incident, however, can culminate in enormous

. damage. 1In 1970, PFLP terrorists blew up four hijacked high performance
jet passefiger aircraft outside Amman, Jordan, and Cairo, costing more

than 100 million.

The greatest number of hijackings/skyjackings have originated

in Latin America. Incidents, by area of origin, are -

, TOTAL
AREA INCIDENTS
Latin America ‘ a4 .
U.S. and Canada 22
Western Europe 21
Middle East 21
USSR/Eastern Europe <15 . e ¢
Asia 17
Africa 6

TOTAL- Y46

Latin America terrorist groups also have the highest kidnapping
rate, 87" between 1968-76. Africa follows withu17, NesternAEurope with
14, In the Middle East, there were 9, in the-United States,and Canadé,v3.u

,
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Worldwide, the highest anniral kidnapping total was in 1973.

There were 34. Following are annual totals.

TOTAL
YEAR INCIDENTS
1968 * 1
1969 3
(Average length of
1970 26 victim captivity:
1972 | 1
1973 ‘ 34
1974 12
1975 26
1976 , 14
Joo ToTAL T

In most cases, the kidnapped victim was a government or big
business official. A US Army officer travelling in the Middle East was as
a target of opportunity kidnapped and held hostage by a PFLP splinter group.

In more than half the’&ases, ransom was included among demands set by per-

‘petrators. In 1973, the ERP {Argentina} received about $60 million from Ford

Motor Company for release of one of their executives.

Hostage-taking/Barricades have been greatest in Western Europe,

the Munich Oiympiad incident being the most well known. Of the 31 in-

cidents during 1968-76 geographic distribution was -

| v ' TOTAL
AREA INCIDENTS
Western Eurcpe , 15 (Average }gngtﬁ .
Middle East g 2?32%3?5 in cap-

Latin Amerjca 5 55 hours)

i 3 B i h WS




~ TOTAL
AREA . INCIDENTS -
Africa ' ) 9
Asia 2
US /Canada o 1
TOTAL 35
Annual totals were -
| © TOTAL
1968 4 : 0
1969 . 0
1970 ” 1
1971 . 1
1972 3
1973 8 -
1974 9
1975 9
1976 &
TOTAL 35
Western Europe experienced the greater number of armed assaults

. . i
and_ambushes during 1968-76. A1l were against government security d§%§

forces or ‘pthér.persons representing authority. Geographic distribution

was - 7 | ‘ v o4

j
TOTAL :

AREA . INCIDENTS

Kestarn Europe 37

Middle East ' 26

Latin America 28

A-33
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* - TOTAL -
AREA INCIDENTS

United States/Canada 10

Asia ' 9

Africa 6

TOTAL 119

Armed assaults and ambushes during 1968-76 caused around 52 deaths

and casualties. Annual incident rates were -

TOTAL
YEAR INCIDENTS
T 198 2
1969 5
1970 6
1971 8
1972 6
1973 . 29
1974 24
1975 13
vome, 1976 _ | TOTAL _7?5—
A-34
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Western Europe, during 1968 76, accrued the hiohest
. f ' assassinatmns ueographu. distmbutwn was -~
‘, | AREA . INg ?gél‘ll-TS
i = —————
. ! , Western Europe 22
| Latin America 23
) Middle East 10
Asia 4
TOTAL
AREA INCIDENTS
United States /Canada 3
Africa 1
TOTAL -——Eg‘—
Annually, totals were -
TOTAL
- 1968 4
1969 2
- 1970 6
1971 3
1972 A
1973 : 12
1974 | 8
@ ’ 1975 15
& . : 1976 T TOTAL —“E:’T—
- / | S A-35
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. Of the 53 1ncend1ary/arsonlincidents. more than hi1f took place

 in Western Europe. Geographic outlays show -

» ' TOTAL

AREA . INCIDENTS
o i Western Europe 67
» Latin America Sy
ﬂ; | ~ United States/Canada 10
Asia ‘ 7
Other 2
TOTAL 103

, | Most terrorist groups have repeatedly conducted more than two
of the acts described. Some specialize more in one than another. The
ERP and the Tupamaros were the first to perfect kidnapping. The PFLP
has condu&ted many skyjackings. Below is a breakout of type acts and

group perpetrations thereof -

a. Significant worst-case bombings (1968-76); 39 worst incidents

involving total or near-total destruction, loss of tlife or severe cas-

ualties) -
/o » | (0CONUS)
GROUP ‘ INCIDENTS
BSO ' 8
N PFLP 5
s Baader-Meinhof 5
, * A1 Fatah 3
-* *
. ERP 2
'R " .
- Tupamaros 1
,!;.‘ : . ‘ t ‘ “Carlos™ Group ' PR
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(conus)
GROUP . INCIDENTS

Deleted; AR 380-13

Yomie o

b. Hijacking/Skyjacking (1968-76, 19 acts which resulted in

damage, loss of 1ife or physical harm and significant concessions).

(oconus)
GROUP mg%élms
PFLP ‘ ' 8
BsO
JRA 3
Al Fatah 2

. ERP 2
Tupamaros . 1

(CONUS) { no trend ra. US terrorist groups and

hijacking/skyjackings) (21 acts)

TOTAL
GROUP _ INCIDENTS

.. Deleted, AR 380-13 . _

c. Kidnappings (1968-76, 33 major incidents involving high

officials and large ransoms)

“(0ocoNUS)
’ o TOTAL
GROUP ~© INCIDENTS
Erritrean 1}

ERP ' 11

A-37 -
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TOTAL

GROUP | INCIDENTS
Tupamaros . , B
IRA | 2
PFLP ' ' 2
BSO 1

(coNUs) (no trend)

' TOTAL
GROUP INCIDENTS

Deleted, AR 380-13

d. HoStage-taking/Barricading,(1968-76, 17 major incidents
involving more than three hostages, significant concessions and lengthy

government negotiations)

(OCOHUS)
TOTAL
» GROUP INCIDENTS
BSO i 5
JRA 3
- PFLP : 2
“*Carlos" Group 2
TOTAL 12
(CONUS) (no trend)
o . TOTAL
GROUP ‘ INCIDENTS

Deleted AR 380-13
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e. Armed Assaults and Ambushes (1968-76, 22 major incidents in-

volving more than three adversaries and serious casualties or deaths)

{0CONUS)
o ' TOTAL
. GROUP , INCIDENTS

BSO | 7

Erritfean 6

PFLP | 5

ERP | 2 =
| Tupamaros 1

JRA 1

(CONUS) (no trend) (Deleted AR 380-13)

f. Incendiary/Arson. Few groups have conducted major

incendiary/arson incidents. OCONUS has witnessed two by the BSO and
two by the PFLP, acts against facilities in Western Europe. |

T?ehds evolve through analysis of the above=cited statiStics.

For example, in 1870 there were 47 h1Jack1ngs/skyJack1ngs, the highest

. recorded annually during 1968~ 76 The same year there were but 17

bombings and only ona hostage-taking/barricade. Three years later;'when ;
1nternat1ona] regulations orevented many h13ack1ngs/sky3ack1ngs, caus1ng the
rate to drop .to 15, there were 81 bowb1ngs 8’ hostage tak1ng/barr1cades,

and 34 kidnappings. Armed assaults and ambushes had also r1sen = from '

6 in 1970 to 29 in 1973 In brief, a see—saw, or musical- cha1rs, effect

seems to taks place with select1ons from the terror1st operations 1nventory

A3
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when one or more of the type acts are prec1uded by increased govérnment
activity. After awareness of terrorist kidnapping objectives, security
LI measures on the part of potential victims caused the 1973 rate of 34

jg . to drop to 12 1n 1974. 1In-1974, there was a rise in ﬁostage-taking .

and bambings. Thus, as direct actions by terrorists become more difficultf
to implement due to increased security or fear of overwhelminy reprisals, |
indirect actions (such as bombings) increase. This occurred after the

1967 war when Palestinian terrorists were too weak to conduct active
operations and resarted to letter-bombings, and when the IRA inttiated

bombing cambaigns afer British forces increased urban patrols.

Assassinations have been conducted by political and na%iona1=
a : istic groups, but not primarily to instill fear, Terrorist assassinations
: | are often conddcted to avenge harm; as in Black September's assassination
‘of Jordan's Prime Minister in Cairo, 1971, or to eliminate specific
blockages in a terrowist campaign, such as the murder of an effective
police chief. Exceptions include the 1973 assassinations of Israeli
officials by PFLP:teErorists in Western Europe, and the 1975-76

"gunning" down of US officials in Greece, Cyprus and Iran.

Over the long term, the number of terrorist incidents conducted
by a terrorist group may bring the most significant results. However,

a single high-capacity incident can be more effective in achieving re-

& B sults than a dozem Jess violent. The BSO achieved more through a single
s hostage-taking/barricade act (the Munich massacre) than if they had
@ i , conducted twenty bombings. |

-"Q'h," ’( . ‘, | . ' _1 : . . A-40 ’
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Peculiar, then, to the inventory of terrorist acts is the
fact that the least cbnducted can have the greatest effect in terms
'of-terrdrist objectives, especially in bringing world attention to ";ause".
Even when perpetrators are killed in the prbcess, dividends in publicity’
outweigh losses. There is no denying the BSC and PFLP hostage~-taking/
Sarricades of 1972 aided United'Nation$'1974 acceptance of the PLO.

A group that conducts the most operations is not always the most
deadly. The “Carlos" Group, well known and feared, has conducted rela~

'tiVely few operations.

Below are tables describing (1) each group's total incidents,
and (2) a ranking order based on number of grave, or more seriously '

damaging incidents.

Operations condu:ted by groups, 1968-76. -

- . . . PR

Q

(OCONUS) (167 major incidents)

—— - et e e

GROUP TOTAL
BSO {”.ast act; 1974) 37
. PFLP 27
~ERP 23
Erritreans 23
IRA ' _ 17
.Tupamarosf | 12 ) -
JRA 8 |
_ - 7
- Al Fatah | 8
“Carlos" éroup A,7

[« 0N

Baader-Meinhof Remnants

P O N T I I R I Y .

- * Weakened considerably by government counterterror forces.
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(CONUS) (61 major incidents)
GROUP TOTAL

Deleted, AR 380-13

g. Groups that have conducted the most flamboyant and repugnant'
terrorist acts, 1968-76 (acts which resulted in worldwide publicity, loss

of lives, excessive monetary damige and costly counter-action).

(0CONUS);(23 incidents)

TOTAL
GROUP - INCIDENTS
BSO 5
PFLP . 5
JRA 2
"Carlos" Group 2
ERP ‘ 4
( Tupamaros‘ 3 -
1 2

(coNus) (8 incidents)
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' . TOTAL
GROUP ) INCIDENTS

Deleted, AR 380-13

The more than 1, 700 wcunded and’ 800 deaths that resulted from
JEVEII S

1568~ 76 1nc1dents, when compared with casua1t1es and deaths - induced =
by war, seem insignificant. But in relation to total world violence,
exc1uding war, in 1968 terrorism accounted for 18 pércent of aggregate
acts; in 1972, 48 percent; in 1975, 33 percent - large slices for av

single type.

The frequency with thch these acts occurred have exhibited some
patterns. Many seem coincidental, and if not there has been no empirical
data thgt through comparisons“and ana1ysis could provide 100% proba-
bilities regarding the future of these patterns: As stated earilier,
times énd places of specific acts of terror remain somewhat unpredict-

- able.
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During 1969, an imtident of terror occurred approxfmate?y'

“every three months; in 1970, every two months; in 1971, except during

the summer (June through August), when there were no incidents, every two

' months; in 1972, until Sﬁptember, every two months; and in 19873, except

for April and October, évery month. It was in December, 1973, that multiple
incidents began to cccdq“ﬂufﬁné a given month. A US Exxon oil executive

was kidnapped by the ERP (Argentina), Spain's Premier was assassinated by
the ETA (A Basque Sepavat1st movement), and IRA bombings in Londoa

1n3ured 60 persons. In 197& there were two incidents receiving worid

attenticn every month through %My,‘and more than four monthly June

through December. In 1975, there viere 2-3 similar incidents monéh1y.

In Cedember, 1975, four such incidents involved 22 continuous days of ter: r,

more than‘GO hostages, a kidnapped American, and the assassination of a

US Embassy official. Thusly, nc1dent patterns of the pgst two and one~ha1f ‘

years show that on an average an act of terror rece1ving sugn1f1cant recogn1-

tion occurs two to three times monthly, Since none of the groups perpetrating

these acts have disbanded or weakened considerably, the trend may continue.
Other patterns emerge from the above when groups are viewed in relation

to geopolitical rather than purely geographical circumstances. These are:

e Nationalist groups conduct more terror. Cuban exiles,
activators of'the least number of incidents among
nationalistic groups, conducted near]y twice the
incidents activated by the highest political or other

~ type groups. :

A-44 - #
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- number of‘19§8-76 major incidents by -
nationalistic groups: 118

- number of 1968-76 major incidents by

' other graups; 61
Trénsnationa]/nationalistic groups conduct- terror more
violently and flamboyantly than others, choosing
hijacking/SkyjaLking and hostage-taking(barricades over
other type acts. Middle Eastern terrorists domfnate

this category.

~ Domestic¢ political groups seeking the overthrow of ruling

governments conduct more kidﬂapping and;armed assaults/
ambushes. a

Domestic political groups rarely conduc* hijackings/
skyjackings.

Religious groups conduct bombings mere than any other

act, and have conducted few hijackings/skyjackings

or hostage-taking/barricades.

Except for Spain, few incidents havembéen reported to have

occurred in non-democratic countries where yuvernments endorse

repressive police measures.’

Patterns are reflected seasonally - ’

-the most vio]ent acts occurred between mid-May and mid~

September...and when not in that period in a warm

climatic area.
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. "Since 1973, December has been a month of high terror. ; ,;Y“;ﬁ~
S A general prognosis about terror can. be obtained by matching | SR
y ' ! . —.- ' [ e
-t .3 Y 0 . . . .
the above derivations with the geopolitical circumstances surrounding i y, “\
L /.
) . s HE el
FEE terrorist groups. In western Europe, for example, the following .
. B
e geopolitical circumstances are bound to continue as characteristics. 1
i Raatmatent
'5ﬁ of the operational environment of terrorist groups: R
i A —
e West European governments, being democratic,; do not impose | !
— repressive measures...such measures have spin-offs that ‘ . 13
. . ! | ] 3,
restrict freedoms of innocent persons. {
0 : . 4
.. ] Low, or minimum, popular support for terror1sts...th‘ } \\
i economic and social values of western European countr1es N
=, S i
§ satisfy most inhabitants. b
: b ] There are densely-populated urban centers, favoring §fig‘°
. covert tactics, security operations, communications, 3.

-, safe-houses, caches.

& There is a high concentration of:varied targets, and
wide-range 'media.’ 1~
-~
e Most police and secur1ty forces are capab]e of effective 4 "f¢~
counter-terror operat1ons. 3.0
e There is a high number of USG personnel and facilities, O
and other Americans (pfoven terrorist :targets). 3
> na]xs1s of 1968-76 terror1st acts' show that most take place §
3
% , : whers the above circumstances, or factors, exist in degrees favoring E
RPN perpetrators. 4 .  }*;i
LS, , Essentially, then, the following 1ist of geopolitical circumstances/ -g‘

factors are terror determinants which can be used to arrive at probabilities:

S ’ : o A-46
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< o incumbent politics/type restraints
R o degree of popular support ?
. o urban densitites %
fﬁ 0 availability of targets %
3 o edia dg
' e effectiyeness of police and other security forces ' ?
e number of USG facilities, personnel, other Americans. %
Taking the above example, a Tess than 100% probability accuracy %
but obviously a more than educated guess/huncﬁ'probability can be made é
about Western Europe and terror. NOTE: The ambiguities of teréor, and the. Q;::1§g“\ é
variances among type groups and grbup objectives and capabi1ities, do %
ﬂ not favor the equated 100% probability. Since 1970, scientists and ' %

e -

analysts have worked data through all sorts of mathematical systems,

to learn that feeding sever years of reported incidents into computers

does not predict terror any better than astute observances of politicaT

L TE Srgeen Law

" and social change.

In balance, the above example shows that terror will continue '
-in western Europe for some time, without sharp incrzase and no decline.
Stable po!iticaI&values,‘effective police and security forces, and Tack f

of popular support, will prevent terrorist groups from enlarging forces and . _'1‘f'
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increasing opgrations without ignfting Sucgessful reprisals. Actions by
the FRG against the Baader-Meinhof Gang corrdborate thié fact.

Conversely, though, the unwillingness of Western Europe’s democratic
governments to initiate stringent security and investigative measures
(because of repressive éharacterist{cs), plus high concentration of dense
urban qreas, wide-range media, availability of attractivé targets, and

the preponderance of USG facilities and US personnel, should continue

to draw terrorists into action. The fulcrum, or balancing agent, that will
keep terrorfsm at its present level or slightly highar in Western Europe
will, of course, be the frequencies of operations that terrorist groups
maintain. Sudden voluminous increases in terror would quickly upset the
balance. For terro?ists, whatever popular suprort does exist would dwindlé,

and police and other security measures would grow tenfold. Terror and

counter-terror, unlike other forms of conflict resolution, are not restricted

by rules of 'graduated response.’

bsing the eame factors/method, probability statements about tervor
in other regions are possible. Data is easily obtained through US government

area studies and historical accounts. Following are general probability

summaries, by region:

AL TS

et TN b U, A

(0CONUS ) P
(1)  Western Europe .- e '
- ygrwa‘~~“’1ﬁﬁﬁﬁggaé politics/type restraint:
- N democratic procedures, allowing freedom of
movement, passage, insecure targets; minimum .
restraint '
A3
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S, ‘ ‘z b.  Degree of popular support: low:
- . o c.  Urban densities:

‘ E :u - numerous dense urban areas, allowing cells,

A _ 3 safe-houses, communication, caches '
.. d. Availability of targets:
. ‘ - varied targets, such as airports, government

‘ ; buildings, engincering and energy facilities,
o . embassies, military installations
::: ¢.  Media: Maximum range, worldwide )
"vﬂ C f. Effect{veness of police and ofher secd}itx_forces:
e ‘ - high i
” - g. Number of USG facilitieqi personnel, other Americans:
*T - us mi]itary - high
: -~ US embassy officials - high ST
B - US business - high ‘

- US travellers - high
o - US students - high
fﬁu v, T Prognosis: Political nuances, wide-range media, urban density,
j? = ‘takgét availability, US facilities and personnel indicate that tervor will
:;-, continue in Western Europe. However, noted deterrences wi]f prevenc sharp
increases. 5 V ‘

o a o 1}
Sal (2) Latin America ’
:\“‘ R . ', Incumbentggplitics/type restraint§‘

‘ - democratic'but aTSc militaristic;’exeréising
o | ' o maximum restraint in areas wher;'goVernment |

4
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support is high

b. Degree of popular suppgggz

- Argentina, high
- - Uruguay, moderate
- other, Tow

c. Urban densities:.

- numerous dense urban areas, allowing cells, safe-

houses, communication, caches...

»

d. Availability of targets:

- high, and varied
e. Media: maximum range, cross-continent and in
North America; re. US victims, worldwide

f. Effectiveness of police and other security forces:

- 27" low in most countries, moderate to high in Argentina

and Uruguay

g. USG facilities, personnel, other Americans:

- US military - moderate
- US embassy officials - high
, - s business ~ moderate
- Ys trave113r§ - moderate
- US students - low
Prognosis: ~ Degree of popular support in certain areas, urban
densities, availability of targets, media and less than very effective
counter-terver forcés, offset other factors, forming an indication that

terror in Latin America may increase.
A-50
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(3) Middle East

a.

Incumbent politics/type restraint:

- Israel: democratic, but exercising maximum
restraint/maximum reprisals n

- Aras countries: demcaratic but also
benevolent monarchial, exercising minimum
restraint, yet maximum reprisals

- nuances discouraging internal terror, buf
encouraging external tervor (transnational -

outside middle ea?%)

Degree of Popular Support:
- Israel: very tow

- ‘Arab countries: high, except Iran

-

Urban densities:

- moderate: Beijrut, Tel Aviy, Jerusalem
- Israeldi cifies; effectively juarded

Availability of targets:

- high, varied, but gquarded, especially in
Israel
Media: 1low to moderate. government intervention

Effectiveness of police ead other security forces:

- Israel: high, very effective

- Arab countries: “ Tow to moderate

UsG facilities, personnel, other Americans:

- US military - moderate

- % Us embassy officials - high

e

=
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- US business - moderate, althaugh high in
Saudi Arabia, Iran, and Israel

- US travellers - low, but Righ in Israel

- US students - moderate

Prognoéist
- Israel: Political nuances, lack of popular support,
media control, and effectiveness of counterterror forces, weigh?against.
other factors. Uﬁbwadictab1e is the iufrequent spectacular event, such

as ‘the 1972 LOD atfrport episode.

- Arab Countries: Arab incidents against Arabs are

few. . Fear of maximum reprisals (e.g., public hangings of three Palestin-

- {an terrorists, 1976) discourage frequent occurrences. Arab terror (BSO,

e o, i i s S 45U 4SS

A e a0 o

TR Y i :
N -y

PFLP, Al katah) 1s transnat1ona1/nat1ona1,stlc, more accurately. pred1ctab1e

through ana]ys1s of other regions. Factored into a West European progaosis,
Arab terror will continue. In the context of a Middle East prognosis,

certain political nuarnces, such as increased inability for PLQ terrorists

J.

© to maintain support bases in Lebanon from which to launch: actions 1nto

Israel, may force the PFLP, BSO, and Al-Fatah to plan more operations in

Western Europe,

(conus)

a, Incumbent politics/type restraint

-  democratic procedura allowing freedom of movement,

. ] . ’ y
passage, Tnsecure targets, minimum restraint

A-52
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Degree of popular support: Tow

Urban densities : T

e numerous dense urban areas, allowing cells, safe-houses, \\\ "f“sg¢ﬂ
: ’ « \ Ly

communication, caches.

Avai ability of targets

- high, and varied
Media: maximum range, worldwide

Effectiveness of police and other security forces:

- high during terror and post-terror
activities...prohibitgd by law during pre-terrof
periods from conducting active investigations without
probable cause .. |

Government and foreign government personnel:

- Federal, state, local: high

- Military - noderate :

- Foreign govarnment - moderate i Washington, D.C.,
and Hew York City

- Foreign military - low .

Pbognosis- The Tow degree of popu]ar support for terror, and effective
p011ce and other security forces at var1ous governmental Tevels, neutra11ze :

advantages in other factors. Pol1t1LaT .nuances and urban de451+1es

\

make it possible fyr terrorist groups to form, move about, hide, but difficult

e

to conduct operat1ons w1thout extreme post-operat1ona] préessure. Terrop, in

A-52
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CONUS, is iikely to continue with newly-formed groups and‘idfréquént‘ R
attémpfs by existing cnes. Hdwever, should performance and techno]ogy{u(i
among US terrorist groups improve, the infrequent attempts could be
devastating, as in CONUS exists the greater abundance of attractive targets -
more airports, nuclear reactors, military installations, isolated gdvernment
buildings; hydro-electric and gommuﬁication faecilities, cross-continent
computer systems. Transnational groups baéed,dutside CONUS that want

increased credibility and world attention cannot but eye the Amerizan

‘corpucopia of targets with great hunger,

Summarily, then, the outlays and probabilities described
above imply that terror will continue in QCONUS and CONUS unless dramatic

changes occur among the political, soc1al and other variables presented

with s1ight 1ncreases due to s1tuat10na1 factors effect1ng transnat1ona]/

“nationalistic terrorists at regional and natxonal 1evels, (e g s the PFLP

BSO, and Lebanon) and because of increased cooperation among major terrorist

groups for operational purposes.

4, Méﬁﬁéﬂﬁﬁé}and{J(Térforisf'Téctics, 1977/83 Terrorist Group Profile)

Terrorist groups conduct operations in smali bands compri§ing
8-12 trainéd personnel carrying light automatic weapons, hand grenades;\ﬁ\*k
basic explosives, dnd transistor radios to remain aware of public reactions“
to their acts or to hear pra-arranged codes broadcast by stations in

supporting countries. They dress similar to indigenous persons and carry

1ight rations and ammunition for several days.' Teams include an assault elenent

and a security element, with leaders serving as negotiators. During hostage-

taking/barricades, kidnappings, and hijackings/skyjackings, petsonnél of

g
4"
Pt ¥
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both elements take turns at ‘'security' that is, guarding victims,
and observing.eﬁtrancas and exits to target areas and watching counter-terrar
forces. Like infantry defending in built-up areas, they maintain fields

of fire and keep weapons loaded and ready. When possible, more than

_one terrorist guards an entrance or exit simultaneously, changing exact

postions frequently. Hostaqes are USua11y separated to prevent their |
communicating or planning escape and from intelligence-gathering. To
preclude such intelligence, ter%orists‘ta1k in front of their victims
in code.other languagés and with code-names. .Unless provoking, hostagés

and other victims are rarely hévmed.

Pre-operational activities by terrorist groups include metiguious

planning, reconnaissance missions, and lengthy periods of training and

"rehearsals. Plans are conceived and prepared by command elements. - Target

"and area reconnaissance missions are conducted by special units (intelligence

sections) or by one-time agents who have target and area access. It

is rare when planners, reconnaissance teams or agents, and actual perpetrators

" know each other or meet. Information is passed up and down through inter-

mediaries (cut-outs/1iaison sections). “Training and rehéarsa1s téke place

in countries ogutside the target area, with perpetrators, even 1eaders,

- having no knowledge of vhat their specific target w111 be until it 1s time

.to move to conduct the operat1on

Movement to targets is. covert, perpetrmtors departing individually
or in pairs along separate and often c1rcu1tous ‘routes; when necessary

with fake passports and false names.

A-55
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Weapons and other items travel separately, reacﬁing pye-arranged
sites near targets where they are §iven to perpetrators sometimes moments
before the tervorist act. Suppbrting countries haVe/a]1owedfdiplomatic ‘

pouches as carriers for these items, agents taking them from embassies

_ to pre-arranged sites. In many cases, these agents have been members

of cooperating terrorist groups. More than fweTve cases have been reported
where weapons have been sent ﬁhrough diplomatic pouch by Cuba to terrorists
in Western Europe and Latin America. Baader-Meinhof terrorists (FRG)

and members of Italy's Red Brigade assisted in fhe delivery of weapons

used by the BSO during the Munich Massacre.

More than 300 Latin American terrorists have received training
in subversion, weaponry, infiltration and negotiating practices from Cuba,

and more than 100 terrorists in Western Europe and the Middle East have been

- trained in the Soviet Union, North Korea, Algeria, Libya, and Horthern Ireland.

Japanese and West European terrorists have received training~fﬁom Palestinian
forces' in Lebanon. These terrorists are 6f~above-average intelligence, between
ages 23-30, speak more than one lariguage, often English, are excellent

marksmen, adapt readily to changes in operational environments, and seem

" to be effective at'disappearing into "undergrounds" and assuming "new covers".

‘,D?ggép terrorist operations (e.g., hoétagé—takihg/barricadés, hijackings/

skyjackingé, kidnapping and aSsauTts/ambushes),.inc1udé the fo11owing

. sequential phases:
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Fo11bwing are characteristics among groups during these phases:

movement to target

movement to target

°
] infiltration

assauit ) ’
&  occupation
° démand§;and negotiations (continuous)

safe departure or escape; or:

violent defense until cgptured, casualty-ridden or killed.

<

0 “covert
e indigenous dress
8 fake identification/covers
°. ..individual, or in pairs
e circuitous routes -§~*N‘"*““**———-~_m-___~__‘__~
e  no equipment |
e only leader or one more of terrorists may have specific
'know1edge of tafget f
infiltration :
.s terrorists assemble at pre-arranged site or safe- :
house | '
e  covert S ’ V R ol
® ind{genous dress, ”
o precision and control ‘
) ~speed ; |
o  ‘weapons under cover j
e cawunications . ‘
' pbssibie use of on—siﬁe agents, or accompanying
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assault }

° precision and control ;

0 speed and surprise )

[ visible weapons

o communications

o {ndividual and small unit tactics

® security

® collection of hostages

® exploitation of fear and uncertainty among

hostages

occupation

e
9
@

7]

security

assignments of responsibility

care and control of hostages

salection of, or confirmation of,

“"estape-routes...escape planning -

communications

\

protection and placement of equipment and supplies

care and feeding

demands and negotiations

(]

e

-

pronouncements by chief negofiator or leader
display of terrorist credibility

receipt of resbdﬁse from counter-terror officials
terrorist assessment of response

terrorist assessment of opposing tactical fofces

bargaining, but much unwillingness to compromise

A-58
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- safe departure or escape; or defense
e intense secﬁrity |
0 use of “hostages (infrequent during safe departure,
) visib]e weapons (violent use during defense)
Q vulnerable to effective well-planted snipers
[ night operétions
® communications

Once an operation is launched, terrorists act in relation to opposition.

Few groups enter into operations without contingency plans. Groups have been

known to infiltrate and assault a1ternate'targets. Several aircraft belonging

to one éfr]ine were hijacked when. the initialiy selected aircraft of

another were found by terrorists to be too heavily guarded. Alternate

demands have been negotiated frequently, and some groups have been known.

to have several departure and escape plans.

Except for advances in attainment of weapons , analyses show that the above-

described profile will probably not change much beyond 1983-1930.

5. Targets

Repeited material targets of terrorist operatio-§ have

‘been civil aviatﬁbn (aircraft hijackings/skyjackings), embassies (hostage-

taking/barricading), buildings and other facilities symbolizing government

égthority, and military installations or sites?! In the Middle East,

Palestinian terrorists have assaulted school buses, schools, apartment-

- houses and hotels. In Latin America and Nokthern ireland,vattaéks on

military installations have been greatery

Human targets have been embassy and other government officials,

kcorporatipn executives, military officials, police, dependapts of VIPs.,
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Considering the broad spectrum of'ta;gets available to terrorists,

-

2 0

* : the_jnventory to date seems narrow. One reason for this is the sensitivity
. o among terrorists.to td%ai alienation from their cause on the part of a
_ general bbﬁy;politic. Confining operations and targets to symbols of
* government authority rather than ta%gets connected in some way to social
b values 1imits the alienation process. Even so, US government and other
officials and analysts agree that in the near future terrorists will
] increasé the target inventory. Type targets expected are -
| ¢ engineering and energy systems, such as:
g -~ hydro-electric plants
- off-shore 0il rigs
-~ nuclear facilities/sites
- water reservoirs#
- gas pipelines
- dams*
A - electric power lines
s communication Tines and facilities
@ increased military ihstaTlations/sites
¢ private séctor 1ocati6ns.catering to military personnel
.8 chemical storage sites
o  shipyards and dock facilities
¢ equipment wavehouses
e rail-lines/rail-cars )
% - . e bus depots %
H e ‘trucks/truck facilities ‘

* Unique in voiume to Y.S. Army Corps4of Engineers/Civil Vorks.

i
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¢  management information systems (computerized)

Analysts cite new potential human targets being -

o dependents of embassy and other government off1cia1s
e dependents of military officials

° fore1gn professionals (engineers, sc1ent1sts)

o 1nnocent travellers

While US Army cOrpé of Engineer Civil Norkg\projects have a high
target attraction value, they also have a ]bw security profile. This is
not to mean that these projetts are surrounded by Tack of security concern;
rather, the nature and locations of these projects, which are naot on military
instaj1ations; increase their exposure as targets and decrease the capability
of law enforcement organizations to secure projecﬁgJadequate]y against poten-
tial terrorism. For example, few, if any, of thegéntiviT Workg projects have

sufficient attendant security personnel to counter vandatism, assaults, or

sabotage attempts, let alone a terrorist attack to seize and bgﬁ%icade hostages.

The field odperating agencies of the Corp$ of Engineers must bé1y on
non-organic assets, or upon agreements with local civilian police or, in
some cases, upon contract personnel, for security and te respond to incidents; .

dedicated security operations assets dre unavailable to the Corps of Engineers.

, The impact of the Corpé'df Engineers’ unique security problem is
obviqus1y worthy of inclusion in an extension of current US Army study to
identify potential terrorist targets, the vulnerability factors”of thase

tafgets, and the appropriate approach to deVeIoping countermeasures to reduce

3

“

their vu1nerabi1ity to terrorist acts.
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Because of a lack of pkécedénts; predicting vofamés and frequencies
of the above as,fdture targets is difficult. It is their avai1abi1ity and
their attractiveness that makes one believe terrorists will attempt them.
Also, as current repeated targets become difficult to approach due to
improved blankets of security, terrorists seek the new and dif%érent.
Selection of some of the listed future potential targets, in this view,
seems inevitable. In some areas, where there does not exist sufficient’
political or socia] turmoil for terrorists to justify attacks against
government buildings or officials (such as the United States)’issues more
]ikely to engender less anti-terrorist behavior .ight determine target
selections: for examp[g, Tocal environmental issues serving as catalysts
toward terrorist dest;uction of off-shore 0il1 rigs, auclear facilities and
other energy systems.

. At present, the Director of Civil Works faﬁ the US Army Corps
of Engineers is responsible for more -than 4,000 separate projects, which
include design, construction, maintenance and operation of "works" for
navféation, flood control, hydro-electric power production, water supply.
water quality and “low control, and beach and shore protection. The budget

authorizations for these activities approximate $42 billion.

Nuclear/Chemical. Certainly the "nuclear" facility or site;

whether civilian or wi]itary, arouses much fear and concern as a potential
terrorist target. Tﬁe damaga to 1ife and property, the immense monetary,
political and other concessions that can be "extorted" through nuclear
targets, are sufficient reasons to thicken and surround them with effectivé

security, irrespective of the results of probability studies.
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Recent US and international legal breakt.rougiis, combined with
growing'needs for new energy, have prévided for a proliferation ofﬁnew
nuclear facilities, namely reactors. Several studies reflect that ;ithjn
10 years, 30 more countries may have nuclear weapons and/or feactors.
This alone widens the spectrum of potential nuctiear targets considerably.

07 significant nuclear incidents reported since 1970, there
have been hoaxes, attempted’radioactive- contaminations, a dismant]ing,
an incendiary attack, an overt threat (demonstrated by the appearance of
explosives on-s1’te)‘= and hostage-taking barricades.

None of these incidents resulted in severe damage, déath or
physical harm. Three of the'iﬁcidents were attributed to major terreris-
groups, Baader-Meinhof and the ERP.

To date, major terrorist groups'have aisplayed little interest
in concentrating on aéts against nuclear installations. But if terrorists -
choose to destroy aircraftin f1ight and ki1l 73 innocent passengers (Cubana
Air]inés, 6 October 1976), to assume limited nuclear action on their part
is not unréalistic.

A study delivered to the Ca]iforvié Seminar on Arms Control aﬁd‘
Foreign Pclicy*, October, 1975, listed type potential nuclear terrorist acts
as -

@ A nuclear hoax (claiming to have’materiaTS to set aff

© a nuclear explosion unless demands ave met). )

e Limited, or ]ow-level; sabotage of a nuclear fac{11ty.
~ |

o

* RAND Corpovation, DBrian denk%ns, October 1975.
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@ = Seizure of a nuclear installation, or a portion thereof

(hostageftaking/barricade).

.} Theft of a weapon, components, or plutonium.
o Radioactive contamination. -
9 Detonation of nuclear devices in unpopulated remote

areas (as & show of force).
S\ ) _

] Deliberate dispersal of plutonium or other toxic radiocactive
materials.
o Detonation of a stolen or homemade nuclear bomb in a

. : .
populated area (the most extreme scenario).

- Analyses of terrorist incidents between 1968-1976 show
that major terrorist organizatiohs match opérationa] risks and post-
operapﬁbnai goals with the consegquences that terrorist acts can deliver.
Thatvgﬁ, most terrorist groups do not invest in acts of terror when
returns (legitimate countermeasures) can seriously jeopardize their
future capabilities or cause goal-oriented setbacks. Soviet and East
Eﬁropean reactions to acts of terror show that the greater the consequences
(government countermeasures), the greater the decrease in potential terror.
Thus, analysis of thé'gonsequences that the above-1isted nuclear terror
acts would promulgate for terrorist groups could provide reliable assumptions
about one-time or repeated occurrences qf.the acts. Of the eight possib]e
nucTear terror acts listed above, in sequencé from least harmful to most
devastating, each implies abvious ;onsequeﬁces, gi- iegitimate government
counterﬁeasures that would impact adversely, in intensifying degrees up

the ladder of type acts, against terroricts and their goals. For ekample,

-
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a terrorist attempt to disperse p1ufon1um among a population may give

Ticense to government officials to exert extreme pressure in tracking

down terrorists and enacting laws and security measures that would make it ’ e
practically impossible for terrorists to act again, while low-level sabotage

or seizure of an installation without resulting harm to any person could

actually enhance popular support, especially among environmentalists,

g

and prevent serious countermeasures. This factor, coupled with analyses of s q:%%
existing terrorist goals and their capabilities to withstand post-operational | - 7
\\f

pressure, points out that terrorist groups operating now and near-future v
would select the first three acts Tisted rather than risk consequences

that would evolve through use of the remaining, ercalating five. Further,

mass contamwnat1on or deerucrlon through nuclear means, as opposed to SR

the threat of such act1ons, in no way connects to’ known or- prOJected Timit-

ed or ultimate terrorist objectives, except in the case of the mentally
disturbed, Concern about the oVérall-terrorist threat to nuclear installations
should concentrate, heavily, then, upon possibilities of hoaxes, low-level
sabotage, seizure (hostage- taking/barricades), limited contamipation and

theft, and less upon detonation and destruction, although the latter must

‘by no means be ignoréd:

That terror is theatre, designed to spread fear and uncertainty,
is an added factor -dmplying that terrorists will seek ndciear targets. Other
targets repeatedly used evenually lose dramat1c appeat. TEFroviqts must then
finwd other targets that will rejuvenate the continuing terror story, JUSt as R S
dramatlsts add the unusual to enlarge viewing audiences of soap-operas. , i
Nuc]ear targets rate high among "attention-getters". Further, terrorist
- groups more than once suffered operational defeat to such degrees they -
selected to qu1ckly conduct operations of great v1o1ence 50 as to regain
cred1b111ty The PFLP/JRA coordinated attack at.LOD a1rport in 1972, was
~.such an act, following a prev1ous attempt that failed. No doubt, successful

nuc1ear terror could serve th1s purpose.

i ’ (>
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Chemical terror is another«form.with“farnreaching potential
effects. In comparison with nuclear tError, 1t is difficult to determine
which could be worse. Some relief exists, however, in the fact that
there arevmethods to re&uce the effects of chemical-terror whereas not as
much can be done about the effects of nuclear explosions. Against chemical
agents, people can wear protective masks, inject combative serums, wear
ceftain cloting, take medicines.  Unless used in great quantities (endan-
éering terrorists as well as victims and target4audiences) destruction is
nowhere quickly as compléte as nuclear. But the drama, and ensuing panic,
would compare with that created by nucTear threat or use, as people are
as repulsed, éerhapé moreso, by use of chemical agents and illnesses,
paralysis and dga?hs qccdr?ing'ghgrgfrqm. '

Potential terrorist acts against chemical storage sites are similar
to those for nuclear, including hoaxes, sabotage, céntaminatjons, seizure

(hostage-taking/barricades), theft, and limited or maximum use of agents.

,JAdditioﬁally, the same factors applying to terrorist decisions to select

I

nuclear taréets apply to the chemical. Variances exist as follows:

( ‘A]though extremely‘difficult, it would be easier to
obtain chemical agents (via b1ack market or thrdﬁgh
supporting nations) than nuclear devices, and

] it w9u1dfbe easier to manufacture certain 1eth§1
agents with obtainable raw elements; further

6 it wouid be easi?r for terrorists to corceal chemical

N \ N -
agents.once stolen than to do same with most nuclear

items.

o ~ A

iR 3 A s e




- widen the inventory of targets to include energy and -

.

Terrorist groups, then, should:

- continue to select térgets{used in the past

- increase selection of certain type targets when preferred

targets become less accessible

engineering-environmental systems

- increase se]ectibn of U.S. military targets

- .select nuclear and chemical targets, infrequently,

to conduct timited terror (less than mass destruction) -

under the following conditions:

o need exists on part of terrorists to requenatek
overall dranatic impact and credibility of ‘
terror | ,

o need exists on part of terrorists to regain :
organizational credibility (vengeanée reaction) - §

6 terrorist assessments of other type acts prove ‘
only nuclear or chemical ferror could ggrvé

to obtain objectives, i.e., payoffs to

terrorist demands - ' - : LR B
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USG Facilities, personnel, ocher Americans. In August, 1976

* ‘ | three Ameérican employess of a US firm were killed by terrorists in Ilran.
o Since 1968, more than 59 Americans have been kidnap victims, and 136 US
installations were bombed. The total number of transnational/internationai
incidents involving US citizens and property in this period includes -

4 . US Targets - ¢
AcE s (Citizens & Property) Other “Tatal % US
Bombings - 166 335 501 33%
Kidnappings - &4 73 137 46y
Assaults/Ambushes 40 79 119 33%
" Incenciaries 457 58 - 103 | 43%
Hijackings/skyjackings c R N6 146 204
‘ Assassinations 2 4 63 38%
. . Hostage-taking/Barricades 5 30 35 14%
Other 19 33 48 3z
TOTAL 391 761 1,152 354

" A-68

G o g i 00 8 £ A A L

btiiensatin .



[

4

Of the total international/transnational terrorist acts that
occurred in 1968 (37), 5 involved US citizens and property, around 13.5
percent. In 1975, of 168, 47 involved Americans, approximately 28 percent,
more than twice the 1968 $lice.  Although 1973~withess¢d the highest number
of acts against US citiZens/property (85 out of 211 acts) in 1970 and 1971
more than half the incidents,'eabh year, were against US citizens/property.
Shown are acts involiving Americans, compared with acts against others.,

Yeér“ U.S. Targets Other Total Percentage, U.S.’

1968 5 32 37 - 13.5%
1969 16 39 55 29%
1970 56 : 58 114 49%
1977 38 25 63 . 60%
1972 26 60 . 86 30%
1973 85. 126 2n - 40%
1974 57 122 179 32%
1975, 47 ' 121 168 28%
. 1976 61 178 239 _25%
TOTALS 397 ‘ 767 1,152 33%
Breakouts, by type act, are - .
(Bombings)
Year U.S. Targets Other Total Percentage, U.S.
1968 1 23 24 4% '
1969 , 9 8 a7 53%
1970 12 ' 5 R ¥ : 7%
1971 12 3 15 - B0%
1972 18 . . 20 38 S 47%
1973 . 34 -\ 47 81 ey
1974 . 32 ' 63 95 C 38y
1975 18 | 10 88 T 208
1976 30 9% 126 , 23%

5 .
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(Kidnappings) _ J
° Year U.S. Targets Qther Total Percentage, U.S.
» 1968 1. 0 1 100%
1969 o2 1 3 67%
¥ 1970 ©o15 11 26 58%
1971 4 6 18 40%
. 1972 1 10 1 9%
‘ 1973 18 16 34 53% -
1974 5 7 12 42%
1975 IR & 13 26 50%
1976 5 9 14 35%
(Assaults/Ambushes) B ’
Year U.s. Targets Other . Total Percentage, U.S.
o 1968 0 2 2 0
. 1969 1 4 5 - 20%
6 1970 4 2 6 80%
1971 4 4 8 50%
1972 2 4 6 33%
1973 14 15 29 48%
1974 6 18 24 25%
1975 - 6 9 15 40%
1976 3 21 24 12%
(Incendiaries) ' :
_ Year U.S. Targets Other Total Percentage, U.S.
1968 0 0 0 0%
1969 1 1 2 50%
1970 1 1 2 50%
1971 5 1 6 83%
1972 1 2 3 333
" 1973 N 1 8 20 60%
5 1974 7 4 14 64%
o 1975 6 5 15 40%
® 1976 12 32 44 27%
A-70 -
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" (hijacking/ skyjackings}
Year U.S. Targets Other. Jotal Percentage, U.S.
1968 0 © 6 "6 0
1969 1 24 25 4
1970 16 31 47 34% |
1971 7.1 s 50% .
1972 3 | 13- 16 198 7 P
1973 0 15 15 0
1974 2 7 9 22% :
1975 0 5 5 0
1976 1 8 9 1% . :
: (assassinations) ' i
Year U.S. Targets Other Total Percentage,.U.S.
1968 3 1 4 75%
1969 1 1 2 50% |
1970 3 3 6 - 50% :
1971 0 3 3 0
1972 0 4 4 0
1973 3 9 12 25%
1974 2 6 8 - 25%
1975 3 6 .9 33
1976 7 8 15 53 . ;
(hostage-taking/barricades) . .o :
Year U.S. Targets Other Total ' Percentage, U.S. . g
1968 0 0 0 0 .
1969 0 0 0 0
1970 0 1 1 0
1971 0 S 1 0 :
1972 0 3 3 0
. 1973 T2 - 6 8 25% ;
1974 1 8 9 1%
1975 T 8" 9 ng o
1976 1 3 4 25%
A-TY
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In summary -
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Except for 1§68 and ]975, the majority of all bombings
wera of U.S.~}e1ated targets.
Since i973, kfdnappings of U.S. personrel were approxi-
mataly half that of other victims.
'Except for 1970, U.S.-related targets in assaults/
ambushes were 50 percent or less of annual totals.
Egcept for 1972 and 1975, U.S. incendiary targets were
hé]f or m&?e than others. '
US-related hijaékings/skyjackings were less thaﬁ'35 :
percent each year. :
Except for 1968-70, U.S. assdssination targets accounted
for 33 percent or less each year.
The highest number of U.S. citizens assassinated in any
year was three (3). |
Hostage-~taking/barricades of U.S. citizens/property in

any year was 25 percent or less.

Excluding 1968, over 40 percent of total targets were

- U.S.-related...as high as 60 percent in 1971.

Bombings of U.S. targets have each year been greater in
number than other acts against U.S. targets
Hostage-taking/Farricades and hijackings/skyjackings

are conducted least by terrorists against U.S. citizens/

property

Hith respect to assassinations, of 68:between 1968-75, 4 wera .

U.S. diplomats and one an Army Attache assigned to a U,S.,Embassy.

In kidnéppings,‘é'of 59 U.S.- personnel were diplomats. Most of the remaining ’

' were DoD and private corporation officiaXs.t

Am—,
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U.S. citizens and property hold high symbolic values among terrorists.
U.S. targets result in the widest exploitation of media, the Targest kidnapping -

R e T e 1 S

ransoms (to date, Argentine,terroristé have amassed more than $60 million

from U.S. corporations), and the greuatest potential pressure, or influence,

upon target audiences.

Because of America's economic, military and

technological position in the world, these values are likely to remain ©

. high among terrorists, the above-cited targetting patterns staying in force.

C

Total Targets.

An anaTys1s of how 1nternat1ona1/transnatxonal terrc-ist 1nc1dents

increased (or decreased) from year to year, follows:

Year Total Incidents
1968 37
1969 55
1970 114
1871 63
1972 ‘ 86
1973 211
1974 179
1975 168
1976 239

1970 and 1973 raised the 1968-7% total sharply.
1968 compared with 1976 is 454 percent.

P

" Annual % Increases/Decreases

Although incidents dropped considerab]y in 1971,

That is,

hasa-year
48% (increase over 1968)
107% gover 1969;
-45% (from 1970
37% (over 1971)
145%'$0ver 1972;
-15% (from 1973
___~6%_{from 1974)
41% (from 1975)

increases in

The percentage incre se,

agajinst 1968, terrorist

_ 1nc1dents have quadrup1ed

The decreases in 1nc1dents in 1974 and 1975 ware slight. .

By the

‘ : g -
. end of 1976 -a year that w1tnessed some severe tcrror1st acts o/

P

' ‘l‘(EntebHe, bomb1ngs of u.s. 0ff1cers C1ubs Frankfurt/Rhexn Main; assassinations

of U, s. fvrm emp1oyees, Iran, explos1on of Cubana A1r]1ne, k1111ng 73

p°rson5, ‘more than 100 bomb1ngs,.1ncend1ar1es and harrassments fo110w1ng
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suicide of Ulrike Meinhof), an increase in total incidents was reflected.
Statistically, a threé year 1974-1976 base would show that tota1 terrorist

acts might continue at around the 1974 level (179 incidents pnr year).

V. DoD and US Army Installations, 1968-197§

From 1968 thrgugh 1975, there were around 111 terrorist acts against
Dodminsté1lat16ns; sites, personnel, equipment. Between 1946 and 1968, only
7‘1nc1dents occurred, and there were none between 1947 and 1957; nor from 1959
through 1963, nof 1965 through 1967. Yet, in those years nearly 500 acts
were conducted by terrorists against other targefs. Balancing a 21 year span
(1946-1967) against a subsequent 8-year span, the marked difference appears o
as -

1946-1967: 7 acts

1968-197¢. 111 acts

During period-dné (1946-1967), excluding Korea and Vietnam, a greater
percentage of DoD and US'Army personnel existed in areas where terrorists
operated than during period two (1968-1975). Terrorists at that time (period
one) concentrated on obtaining concessions/1imited objectives from their target
audiences directly, rarely through intennediary victims. That is, a close
relationship between victim and térgat existed. In period two, acts against
DoD targets increased around the same time the world witnessed an emergence
of transpational/nationalistic terrorists in Western Eurape and international/
po]itica] urban terrorists in Latin Ame-ica. In 1971, a year high in incidents
perpetratad by these type groups, the highest number of acts against Dod ~
33 - occurred, accounting for a]most half the total acts and nearly all of
those against US targets. It appears, then, attacks on Dod targets rises

with the increase in transnational and international groups.

p-74
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During 1975, more than 17 percent of total terrorist incidents
. were against DoD fargets, accounting for over half of the acts against US
targets. Because of obvious disparity between acts conducted in perjods

one and two, above, reflecting that intents (motives) more specific than

v that DoD targets may have been more physically accessible than others, a
- conclusion that Dol targets are selected by terrorists for strategic
reasons 1is quité‘va1id. Couched in political, social and military terms,
the following 1is£'1nt1udes reasons whx terrorist groups target, and would
continue to target, Dol military and/or civilian personnel and/or pvoperty.
DoD targets .- |
@ symbolize
- capitalist thery ‘ ﬁ‘bﬂf
- "i{nstruments of imperialism” “
- establishment authority
- wealth
- - advanced technology
- . preponderance of resources
- third-party influence jn host-countries -
- military pawer
#»  include nuclear facilities/sites
é‘ attract "media™ worldwide
¢ include specific military targets
& include energy and engineering - environmental
” systems/Civil Horks ' )
; e  Include potentiaf for terrorist atquisition of'arms
. o and equipment (via theft)
& o might bring huge ransoms

A-75
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in several cases ralate to shecific political, social or
environmental issues .

could serve as intermediary victim tn coerce U.S.
government into exercising interrational influence

(i.e., U.S. Army installation as victim, UsG-foreign

> policy as target)

couid servé1§s durmy-antagonist in terrorist campaign
to divide a population and create dissent (i.e.,
U.S. as scapegoat to mobilize popular support)

could serve in vengeance operations to protest U.S.

..policy or previous U.S. measures against terror or a

snecific terrorist group
could serve to establish or re-establish a terrorist
group's ability to attack desirable targets in spectacular

fashion

Immediate, or limited, tactical terrorist objectives in attacking

DoD targets, have been, or would be to -

create immediate anti-military feelings within the surrounding
population |

cause U.S. military forces to over-react, reinforcing

the above

demonstrate weakness of U.S.‘secuﬁity forces and or of
host-country forces

harrass U.S. military persoﬁne], in§£i11 fear, undermine
morale '

create slow-downs in project development (e.g., U.S. Army

Corps of Engineer projects)

A-76
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° prevent development of new installations, facilities, b
sites that might enhance U.S. position favorably Eﬁ

. b

] destroy installations, facilities, sites, for reasons ~ . b

directly above

o cause reiocations

] embarrass miiitary officials

e embarrass host-country officials ’ “
© depress local economy

[ confine DeD and U.S. Army personnel to specific areas

8 prevent exploitation of nuclear technology (peaceful-energy

producing...or defense-oriented)

@ .. prevent U.S. Army from achievihg training objectives
e  test credibility of U.S. security procedures
o demand release of prisoners l

Other reasons -

e as surrogates, attacking for another terrorist group
] security may be lax and targets have easy access
] targets are accessible because of agents within (i.e.,

the man inside, U.S. or, as in OCONUS, the indigenous)
As stated, in-years 1968-1975, there were around 117 terrorist acts

against uvoD installations. Following js the year-by-year breakout.

Year Incidents
1968 2
1969 o
1970 30
1971 33

AT



Year Incidents

1972 B
1973 13 )
1974 g
1978 28

(total-]l])r

By the end of 1971, the increase was over one~thousand percent.

The Towest number of incidents that occurred since 1970 (6 in 1972) is

but one less than the total incidents which occurred 1946 through 1968, and is
200 percent greater than the highest annual number of incidents against

beD targets of the period.

Geographically, acts between 1963-75 against DoD were -

Region Incidents
Western Europe | 42
Middle East 13
Latin America 8
Asia 5
Afyica ‘ 2
Near East (Turkey) 5

CONUS 36
(total-111)

The 1975 total‘- 28 - represents the widest geographical

spread, as shown - !

‘l

Country gggjggggg
Greece 6
Turkey 5
Japan 3
‘Iran 2
Argentina 1

A8
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Country Incidents

Beirut

Guatemala

Ethiopia

Kuala Lumpur

Italy

Spain

CONUS
(total-28)

1
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The 1975 total also showed wide use amohg type acts. iShown -

Type Act
Incendiarins

Bombings
Kidnappings

Hostage~taking/
Barricading

Assassination
Assault/Ambushes
Other (harrassment )

"~ (total-28)

Incidents

11
7

4 (1 unsuccessful attempt)

Extracting 1975 acts against U.S. Army targets shows 9 incidents”

as -
Type Act’
Bombings
Kidnappings

Hostage-taking/
Barricading

Incendiary
Other (harrassment)

. (total-9)

~In 1975, total terrorist

and others, was 168,-

Incidents

3

3 (1 unsuccpssful)

acts against all type targets, U.S.-related

A-79



0F 1975 total US transnational and international incidents (47),
US Army targets alone accounted for 17 percent.

Develonments, then, from the above data are -

o Most incidents against DoD targets occur in Western
Europe and CONUS, and next Middle East

e Incendiaries and bombings are higher among DoD targets

e To "extort", kidnappings of DoD and US Army personnel
are selected above hostage-taking/barricades, which
would be more difficult on guarded installations.

¢ DoD targets are high among US-related, and US Army
high among DoD. |

DoD targets représent values inheirent in structures that
terrorists view as "the opposition". If today's number of terrorist groups
rcmain or increase slightly, and political, social, environmental and military
factors also remain as is, acts against DoD personnel/properéy are Tikely to
continue at a fluctuating level of 20-30 incidents per year. And when it
becomes increasingly difficult for terrorists to act against other US
fargets (e.g., embassies) it is Tikely they may increase acts against DoD.
In CONUS, in the sixties, US terrorists attempted to establish metropolitan

police as targets symbolizing repressive government. The attempt failed.

A group including some of.these terrorists in 1975 conducteéd. a bombing at

ey

US Army installation, Fort Ord. One incident is no proof of intent; however,

as seen by terrorists it would be practical to shift from the policeman to -

the soldier, who is no more revered, if a new symbolic target for terror is

perceived necessary.
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VI. Equipment and Technology

To date, terrorists and terrorist groups have rarely used other
than basic arms during operations - normally r1f1és and T1ight automatic

weapons, hand grenadés and simple explosives. These have included -

¢ U.S. H-1's

] U,S. M-16's

') U.S. Carbines (M-1 and M-2)
° Kalishnikovs (AK47's)

e Bren Machine Gung (Great Britain)
] Warsaw Pact rifﬁés and SMG's
o Chinese carbgneﬂ
) Sniper-scopes |
m Soviet and U.S-made fragméhtatiqn hand-granades
8 Miniature detonating devices (as {n letter-bombs)
) Dynamite |
'e C-4
e - Napalm :
N Molotov cocktails
A terrorist incident involving advanced weaponry occurred 57

outside Rome Airport (Italy) where Arab terrorists were armed with a Russian
"Streila” (SA-7). AThis Soviéx weapon, yikg America's "Redeye", is a
shoulder-fired, anti-aircraft, heat-seek{ng missile using an infrared <
hoining device. The incident occurred in 1973. Certainly, advanced

weaponry is Qithin the reach of terrorist groups. Leading supporters,

such as Libya's Quaddafi, could easily be persuaded to obtain Q
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non-riuclear man-portable Weapbns‘of the nore sophisticated genre for
several terrorist operations. As listed in a recent study*, present and

near-future attractive weapons of this range might be -

[ a Belgian silent mortar weighing but 22 pounds
] the "Dr§gon", a U.S. wire-guided anti-tank missile around
' 30 pourds, operable by one person |
o the "Blowpipe", a British surface—to-surface and surface-to-
air man-portable missile
¢ - -The RB-70, a Swedish surface-to-air missile weighing around
170 pounds, conveniently breakable into components so as

to be carried Ly several persons in small packages

o the U.S. "Stinger", similar to "Redeye", with improved
véTocity
] the "Milan", a West German (FRG) one-man portable guidance

missile system

e the FRG "Armbrust 300", an anti-tank weapon without back-
blast, ideal for urban terror

@ U.S. W-79 grenade-launchers with advanced projecti1es
capable of going through several inches of steel plate

and igniting fuel

* High Technology Terrorism. and Surrogate War, Brian Jankins, California, 1975
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Miniature mines

M-60 machine-guns

.

Factors encouraging terrorists to use advanced weaponry are -

(]

} neceSSary to destroy specific targets
greater accuracy and faster killing power during asgaults/
ambushes and defensive shootouts
dramatic effect, attracting media worldwide
facilitates creating fear
easier to transport and conceal
establish or regain image of power or credibility
facilitates security (i.e., aids protectionbduring
'.infiltrations and escapes)
substitutes for direct action (as mortars, or bombs, to

be used indirectly)

Factors discouraging terrorists from using advanced weaponry

would beé ~ escalation of opposition capability (development of batter
forces, hardening of targets, increased weapons support)

] " effects may cause reprf;éTs;‘or escéigz%ﬁns of—éﬁﬁ%ﬁ}éé,".v-
that terrorists could not de%end against (creating setbacks
re, terrorists' ultimate goals)

o effects may cause terrorist popular support, or chances
for such, to deteriorate

¢ --some items may be too cumbersome, hindering transpo;t and
{concea]ment as we11.as jnd{vidual tactics

et; \qew‘and combiex training may be required

0 sﬁa]l paris (components) may be diffiéu]t to replace

8 exﬁ@nsivehacquisition and storage (monetarily)

o _w"one-gﬁot fired" capability

4
4,
Y
©
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Whether terrorists will use advanced weaponry or not regularly .
will depend on their wi11ingness.to risk maximum concequences irelative
to their associated acts.  Considering current ultimate goals of today's
terrorist groups, their capabilities, degrees of popular support, and
the potential reactions of most legitimate government security forces
it does not seem that there will be rearmaments of terrorists with the
type weapons described above on grand snarply-increasing scales. |low-

ever, the fellawing does seem probable -

o As 1inventories of advanced weaponry increase, so does
availability. Terrorists will find access to such weapons
easier. If nothing else, temptations to test advanced

weapons will cause several uses.

e Technology in any form is subiaci to progress. What is
used currently turns over and becomes obsolete. Terrorists
who once used M-1 vifies now use M-16's. Some rapid-firing
weapon more effective and deadly will replace the M-16 and

eventually fall into the hands of terrorists.

) The weapon with a "bigger bang" would certainly eliminate
any developing casual ho-hum attitudes about terrorjsm
after long runs of small operations using basfc arms. .

To prevent the 1055 of "drama" in terrorism, advanced

weaponry would p1a/ an important role.
Briefly, it appears that -

8 terrorists operating today will use advanced weaponry
which will not hinder future operational cgpability, risk

popular support, or cause goal-oriented setbacks.
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) these terrorists will use advanced weaponry that has high
risk potential infrequently - to achieve dramatic effect,
destroy specific targets, establish or regain power

or credibility.

o the natural flow of progress and its distribution spin-off
. could eventually place highly-advanced nor-nuciear weapons
into the hands of terrorists...this flow and emplacement

woﬁld ba gradual ovef a period of several years.

VI. Conclusion

| Terror is aggravating world order as frequently and intensely,
with similar damaging results, as period 1974 through 1976. Acts against
the U.S. Army have increased. Now and near-future, the U.S. Army can expect
terrorist acts by individuals, individual domestic or transnational groups,
and by cooperating domestic or transnational groups. Acts by interna-
jonal terrorists, developed for surrogate warfare by nations whose inter-

ests conflict with those of the USG, are less probable.
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CRISIS MANAGEMENT FOR TERRORISM ON U.S. ARMY INSTALLATIONS

I.  GENERAL

U.S. Army installatiors do not-all have the same vulnerability
to terrorist acts or incidents. Vulnerability depends on many factors.
Actions can be taken that will deter, or assist in preventing, terrorist
acts or incidents. Predicting a terrorist group's iﬁtentions, with any

5 degree of accuracy, is dependent upon accurate 1nte111qence With the

highly restrictive po]1c1es concerning 1ntelligence gatner1ng activities
and the filing and retention of information, a capability to fore- |

cast or predict terrorists iﬁfentions (with any accuracy) 'does not

exist. Evenwif this w:re poss1bﬂe terrorist acts would not be pos1u1ve1y
prevented Merely, the probability for success would go down while. the
risk for the terrorist would go up. MWithout adequafe 1nte11\gence there
will be Tittle leadtime, if any, leaving 1little specific forewarning of

a terrorist attack or other disruptive activity. There must be a pre-
determined plan for managing the crisis created by a terrorist attack and
the plan must be able to be put into effect as expaditiously as poss1ble

Due to the political overtones of most terrorist acts, react1on
to the situation can involve the military and U.S. Government at every
Tevel - from the responsible individual at the scene to the Presidenéiin
the White House. There must be complete coordination for the U.S. to

react with solidarity. Certain decisions will be made ¢t a high level E

while others made at intermediate and lower levels. This requires a
crisis management structure, delineating command and cohtro] and flow

of information. A steady flow of accurate information is an absolute
necesstty.” Since terrorism is basically criminal activity with political
or diplomatic overtones some general areas of responsibilities and guide-

Tines have been established.
i
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o “The Department of Justice is the, primary agency in coping
with terrorism in the 50 states, the Commonwealth of Puerto Rico, and
U.S. possessions and territories. Investigative and operational respon-
sibility rest with the Federal Bureau of Investigation.

0 The Department of State has the primary responsibility for
dealing with terrorism involving Americans abroad, which inc¢ludes the
military, and for handling foreign relations aspects of U.S. domestic
terrorist incidents. :

' ] Actual command and operational control of U.S. military
forces will remain with the U.S. military.

ITI. REPORTING AND TRANSITION TC CRISTS MANAGEMENT STRUCTURE

In order to cope with any type of crisis manageient situation
there must be in existance a basic operational type of active communi-
cations network. This communications network does exist as shown in
Figure 1. The National Military Command Center (NMCC) acts not only as
the command post for the Joint Chiefs of Staff but aiso for the Sacre-
tary of Defense. It can be considered the command post for the Depart-
ment of Defense. The NMCC maintains active communications with the
“Un1f1ed Commands, over which the Secretary of Defense maintains operational
control, as well as the operations centers of the three Military Depart-
ments. The Army Operations Center (AOC) is capable of lateral communica-
tions with the Navy and Air Force. On a routine basis the AQC is manned
24 hours a day monitoring and passing routine traffic to and from the NMLC
and the major army commands (MACOM). The MACOM maintain what is generally
called an Emergency Operations Center (EOC). The EOC serves the same pur-
pose for the MACOM as does the AOC for HQ Department of the Army. At in-
stallation level there are varying forms of EQC. These are sometimes '
maintained in a standoy or‘“caretaker“ status. At every Army installa-
tion there should be an area designated as an EQC with standby communi-
cations ready to.be activated for 24 hour operation should a major

B-3

e






P-4

FIGURE 1. - ROUTINE COMMUNICATIONS

NMCC

a5 AGC 4" FORCE

» ACTION LINE
o e v wmwm ey INFO LINE

INSTALLA-
TION
EQC.

UNIFIED
CONHAND

N




disruption occur on the installation. This basic network farms the
nucleus for an expanded crisis management command and control structure,

The initial report of a terrorist act against an Army instail-
ation could have many origins. It may be the threat of an act, such
as a bomb threat, sent to the news media who in turn would place it on
the wire services. It may originate through civil authorities or. fed-
eral authorities, such as the FBI. The most probable origin of the report
for an impending terrorist crisis will be at the targeted installation.
No matter what the origin the report must reach the AOC immediately.
The existing Serious Incident Reporting procedures established by AR
190-40 provides such a system. This reporting system provides an alert
to HQ DA that a terrorist incident,(defined as a Category I incideat
beingvof immediate concern to DA or DOD) has saccurred, or may occur.
In the case of terrorist acts even a creditle threat should be re-
ported as a Category I incident. If there is any doubt the decision
must be made in favor of making the report. In the case of terrorism
directed against Army installations the highest military and civilian
Teaders must receive early notification. Additionally, when the Serious
Inyident Report of terrorism is made in Army channels the report must
béﬁsubmitted to tha FBI (in the case of installations in the 50 states,
U.S. territories or possessions) or the unified command (in the case of
overseas installations). Once the report is received by any of the
elements shown on Figure 1 it should be immediately relayed to the other
e]emgnts indicated by the arrows. This alerts the primary elements
throughout the DOD of the terrorist incident, or the threat of such an
incidant. :

When the report of a terrorist incident is received by the AJC
the on duty team chief will refer to a "terrorism" emergency action
card. This emergency action card, simi]ar to other AQC emergency action
cards, chall contain step by step instructions to be taken immediately
when the initial report is received, to include specific notifications.



A policy statement delineating terrorism as a crime, and °
coping with terrorism a law enforcement function, should be issued.
The DCSPER (DAPE-HRE) should be designated,.in writing, as the DA
staff element responsible for coping with terrorism and providing the
DA terrorist crisis manager.

Onée the initial report of a terrorist incident on an Army
installation is veceived at the AOC and the initial notifications
have been made, a decision must be reached concerning augmentation of
the AOC. The following reprasents a complete dugmentation which con-
stitutes the HQ DA ierrorism crisis management team. This team must
be capable of sustained operations. It consists of pre-designated on-
call representatives from the DA Staff elements indicated below. ’
Procedures for accomplishing the foregoing should be spelled out in
DA Memo 1-4.

o ODCSPER General Officer - This individual acts as the
overall manager of the crisis management team melding together the
~ various disciplines represented.

0 ODCSPER-Law Enfarcement - This individual acts as the
principal adviser to the OBDCSPER General Officer. He must be familiar
with law enforcement capabilities and policies that would affect the
decision making process concerning the terrorist crisis at hand.

e  ODCSOPS/Military Support - This individual provides ex-
pertise in providing military support to non-Army agencies and activ-
ities.

X 0ODCSOPS/Current Operations - This individual provides
expeftise on the geographic area in which the terrorist incident has
occurred. '

o 0DCSOPS/Communications and Electronics - This individual
provides advice and assistance in assuring adequate and reliable commu-
nications throughout the crisis management structure. He must be able
to pinpoint additional communications assets that may be required. He
also works with the Miiitary Support team member in providing required
communications to support non~Army agencies, such as the FBI.
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° ODCSLOG/Exp]osiVe Ordnance Disposal - This individual
provides advice on all matters related to render safe and disposal
of explosive devices and munitions. He would be particulérly valus
able in terrorist bomb threat situations.

o 0BCSLOG/Transpartation - This individual maintains status
and availability of transportation assets that may be required, both
in support of the Army activities involved in the situation, as well
as non-Army agencies.

] QACSI - This individual is in addition to the normal
DACSI element in the AOC. He is responsible for analyzing intelligence
.reports from agencies and activities external to the Army as well as
directing the Army Military Intelligénce support in handling tine crisis,

o USACIDC - This individual is responsible for analyzing
criminal reports from agencies and activities external to the Army, as
well as directing the USACIDC support in handling the crisis.

; 0 Public Affairs - This individual must provide assistance

fin preparing and making announcement to the news media and the pubiic

!in general. He must be fully cognizant of DOD and other Governmental

!Agency policies redgarding news releases relative to terrorist inci-

fdents. He should maintain @ file of releases already made at all levels.

{ It is critical that all announcements at all levels are consistent with
one another.

; .9 Office of the Surgeon General - This individual should
{ primarily provide advice in the discigline of psychology, particulariy
useful in hostage situations. While not able to directly apply psycho-
Togical techniques to the situation he can collaborate with, or advise
" his co]ieagues‘inlebed in the crisis situation. He should also be
i able to obtain non-Amty sources of such expercise, if required.

[ Office of the Judge Advacate General - This individual
serves as the legal member of the crisis management team. Questions of
1g_?ega1~nature should be anticipited during the terrorism crisis. Of
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part1cu1ar 1mportance wou]d be quest1ons of jur1sd1ct*cn and 1egal1ty
of any decision on concessions to demands.

e Department of Justice/FRI Representative ~ For a terrorist
crisis occurring on an Army installation Tocated within the 50 states,
Uu.s. territories or possessions'this individual provides a valuable ser-
vice to the team since the FBI normally has jdrisdiction in these cases.
This representation, along with installed communications in the AQC augmen-
tation room, is already provided for in Civil Disturbance (Garden Plot)
AOC augmentation. It provides for an invaluable Tiaison with the re-
sponsible Federal Agency.

o Briefing Team - Many questions and updates will be required
during a terrorism crisis situation. The team members should not be
diverted from their primary team functions to prepare and participate in
briefings on the situation. The team members should merely provide
input to the briefing team. The briefing team continuously maintains a
current s1tuat1on br1ef1ng along w1th necessary v1sua1 aids.

uh11e che foregoing represents a complete crisis management '
team, whxch should be able to manage the most severe terrorist crisis,
a partial s.grentation using only selected expertise may be more approp-
riate - depending on information contained in the initial report. Es-
tablishment of a crisis management team at the installation EOC should
match the same disciplines as the DA crisis manadement team, with some
obvious exceptions. The installation crisis management team will no
doubt’ be smaller with some individuals providing expertise in more than
one area. In any event, the installation crisis management team must
be pre-designated by name and exercised periodically, to assure that
contingency plans to cope with major disruptions are current and effective.

I11. TERRORIST CRISIS 50 U.S. STATES, TERRITORIES, AND POSSESSIONS

As previously mentioned, investigative and operational respons1—
bility for most terrorist tcts occuiring within the 50 U.S. states, territor-
ies, and possessions (including the Panama Canal Zone) rests with the
Federal Bureau of Investigation under the Department of Justice. For a
terrorist act occurring on an Army 1nsta11at1on geograph1ﬂal1y Tocated
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within the FBI jurisdictioha] boundaries Army resources will normally be
provided the FBI agent in charge if required. At the same time the actual
command and operational control of Army forces remains with the Army.
Control of the situation pending arrival of the FBI will be an instali-
ation responsibility. Pre-established agreements should spell out pre-
cisely the roie of the FBI subsequent %o their arrival at the scene. A1l
of this considered collectively creates a need for a chain of command.

A "top to bottom" communications network and pre-determined control

center relationships must be established with minimum delay. This
network is snown at Figure 2

.

The f1rst element that receives a report of terrorism makes an
initial internal notification while at the same time notifying other -
elements as indicated by the arrows. The information is passed to those
elements indicated by the broken T1ines. This insures that all levels are
awdre of an actual or threatened terrorist act. Each one of the elements

has a role in the crisis management network.

o Army Operations Center (AOC) - Upon receiving a report of

a terrorist incident fhe AOC Team Chief should immediately notify the
DA Staff point of contact indicated on the emergency action card. Then
notification should be made to the NMCC and the FBI. If the veport did
not originate with the MACOM or installation, then they should be alerted.
Other MACOM should be informed of the situation, as well as the Navy and
Air Force. In the meantime the DA Staff point of contact recommends and
obtains a decision as to AOC augmentation, either partial or full, in

accordance with applicable 1nterna1 staff procecures. Dedicated commu-
.'n1éé%1ons circuits are estab11shed for the crisis._management teanm dwrect
to the FBI, the NMCC, through the MACOM EOC to the affected installation
EOC. These communications 1links are indicated by the sotid lines at .
Figure 2. The primary function of the DA crisis management team is to
establish centralized control for actions by. the U.S. Army in response
to, or in support of, successful neutraiization of the incident. This
provides the installation a single command and control line for military
actions.
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o Department of Justice/Federal Bureau of Investigation -

As preyviously stated the DOJ/FBI has overall U.S. Government respon-
sibility for cop%ng with terrorist acts occufring on U.S. territory.
Upon notification of a terrorist act on a U.S. Army installation dedi-
cated communications would be established as indicated at Figure 2.
While not shown on Figure 2, it is anticipated that the F3I wouid
establish a communications 1ink with the State Department, that has re~
sponsibility for international political implications of terrorism.
A1l U.S. Army support requirements wnuld be relayed to the AOC as weltl
as information concerning instructions being issued to the FBI agent(s)
at the scene. It is anticipated that there would be a continuous
dialogue between DOJ/FBI and the AOC crisis management team. Addition-
ally, DOJ/FBI would be the logical element in the c¢risis management
structure to keep the White House situation room i.formed and any

" Presidential decisions would be relayed to DOJ/FBI to be carried out.

G Department of Defense (DOD) -~ The Office of the Assistant
Secretary of Defense (International Security Affairs) serves as the

focal point for terrorism within the O0ffice of the Secretary of Defense.

It is this focal point that provides the interface for the DOD with
the Department of State. For terrorist ingidents occurring in the U.S.
the Special Assistant to the Secretary of Defense and thea Deputy Sec-
retary of Defense will be part of the DOD Ad Hoc Task Force, as is the

case involving civil disturbance problems. The National Military Command

Center may provide the facility for the DOD Ad Hoc Task Force.

® State Department - As previousiy mentioned, the State De-
partment is the U.S. Government lead agency -‘or the international politi~
cal implications of terrorism. In the case f terrorism occurring within
U.S. jurisdictional boundaries the State Department would closely monitor

the situation for the Tpiernational implications that may arise. The
State Department wouid also be involved in the decision process where
any political implications to major demands would be considered. Addi-
tionally, the State Department would provide information concerning
international implications to the White House situation room.
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3 Major Army Cormand Emergency Operations Center (MACOM .

EOC) - While the MACOM EOC normally would function as a command post,

the extreme sensitivity of terrorism to national interests and the need
for possible highly centralized control, communications must be sstab-
lished from the AOC to the targeted installation, through the MACOM EOC.
This prevents delay and possible misunderstandings of communications. The
MACOM EOC wi]1, however, monitor these communications between the AOC and.
the targeted installation to stay abreast of the situation as well as keep
other instaliations in the command informed, as deemed neéessary. This
serves as an alert to possible widespread terrorism within the command.

® Installation Emergency Operations Center (IEOC) - As
mentioned previously in Section II the installation crisis management
team should, for the most part, match the disciplines represented by
the DA crisis management team at the AOC. One additional source of
~ information may be required, that of the.faciTities engineer who would
provide building floor plans, utility diagrams, etc. to be used in
coping with a hostage barricade situation. Depending on ldcal agree-
ments, representation from civil authorities imay be provided for-at
the IEOC. The installation IEOC serves as a buffer, or filter, to
the individual in charge at the‘scene. It may be more desirable to
have the FBI communications terminate at the IEQC, provided the agent-
in-charge agreed. This type of decision would depend on the situation
and would be made by prior mutual agreement between the senior FBI
official and the installation commander. Specific operations and . v
tactics at the scene, to include the functioning of the on-site com~ )
mand post, are covered in Field Counter-Terror Operations, Appendix C.

Iv. TERRORIST CRISIS U.S. INSfALLATION IN FOREIGN COUNTRY

.The Department of State has responsibility for developing the
U.S. Government response to terrorist acts that have significant diplo-
matic or political ramifications on u.s. installations in overseas areas.
In the case of terrorism on U.S. installations in foreign countries

the crisis management structure'becomes complex, primarily due to
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the averriding internationsl implications and jurisdiction. The other
major factor is the,difference in the U.S. military command structure
where the majorfarﬁy command is a component of a unified command re-
porting to the Secretary of Defense and the Joint Chiefs of Staff. The
initial report, in this case, will most likely originate from the over-
seas command with the NMCC and the AOC being jointly notified.

When a terrorist act or incident occurs on a U.S. Army in-
stallation overseas a pre-determined communications and control network
must be established with minimum delay. Command and control relation-
ships must be understood. Such a network is shown at Figure 3. Each
one of the elements shown in the Figure has a role in the crisis
management network.

e k Army Operations Center (AOC) - When a terrorist act
occurs on a U.S. Army installation overseas the crisis management be-
comes extremely complex; however, the role of the AOC is primarily one
of monitoring the situation and the military chain of command is from
the Secretary of Defense to the unified command. The AQC should receive
current information from 0SD and the operations center of the unified
command army comdonent; e.g., USAREUR. . The AOC would alert other Army
major commands to the situatigns, primarily for informaticnal purposes.
In this situation a compliete augmentation of the AOC, in all probability,
would not be required.

) Department of Defense (DOD) - In the event of a terrorist
erisis on a military installation OCONUS a DOD Ad Hoc Task Forca would
be established. This task force would probably be chaired by a repre-
sentative of the Office of the Assistant Secratary of Defense {Inter-

-national Security Affairs) with representation from the Joint Staff and

the invoived Military Department. The Naticnal Military Command Center
can provide the facility from which the Ad Hoc Task Foirce could operate,
and, in any event should serve as the communications center for 0SD
during a terrorist crisis. 1If the crisis is one of primarily military
involvement, without diplomatic or political ramifications, the DOD
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would provize overall management of the situation witi the Departrent
of State serving in an advisory capacity. On the other hand, if the
situation does involve diplomatic or political ramif{cations the Depart-
ment of State assumes overall management with the Ad Hoc Task Force
menaging the DOD support. The NMCC should provide current information
to the AOC, which in this case assumes a monitoring and support role.

] Unified Command - The operations center at the overseas'
unified command serves as the "in-country" extension of the NMCC. It
providzs the operations command post whereby operational control of |
the U.S. Army component is exercised in peacetime. During a terrorist
crisis situation the unified command also would serve as the military

- point of contact with the U.S. Embassy. The unified command should.

also inform the other component commands of the terrorist crisis and
issue appropriate increased alert instructions. The unified command -
should be the only element which issues operational instructions to
the component command/Army major command.

8 Army Component Command/Major Army Command - The component
command of the unified command (e.g., USAREUR) receives operational
control and direction from the unified command(e.g., USEUCOM)}. The
severity of the crisis would dictate the degree of operations center
augmentation required. The component command should also notify other

_installations te the situation and issue necessary instructions for in-

creased alert, as deemed necessary. Additionally, the Army Operations
Center should be kept fully informed since this 1ink could serve as an
alternate chain of command should communications through the unified

command to the NMCC be disrupted,

° | Installation Emergency Operations Center (IEOC) - The
IEOC in an overseas area performs essentially the same function as
the IEQC in the U.S. described previously in Section III; however, it
is anticipated that some host nation representation will be present.

This would, of course, depend on existing local agreements. .The IEQC

is the element where immediate decisions will be made and is just one
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"generation” removed from the scene of the crisis. Specific operations
and tactics at the scene, to include the functions of the on-site
command post, are covered in Field Counter-Terror Operations, Appendix C.

o State Department - If a terrorist act or incident gener-
ates political or diplomatic ramifications, the Drpartment of State
assumes responsibility for and management of the U.S. Gavernment response.
This agency will provide overall policy and direction to the DOD Ad Hoc
Task Force. It is anticipated that close Tiaison will be maintained
with the host country embassy in Washington, D. C. as well as keeping
the White House Situation Room informed of the crisis. The State De-
partment will, in all probability, maintain continuous communications
with the U.S. Embassy ir the country where the terrorist act has occurred,

o Host Government Embassy, Washington, D. C. - The host
government will probably stay in close contact with the State Depart-~
ment in =+ to insure close coordination of effort in neutralizing the

crisis,; garticularly if major jurisdictional problems should arise that
‘must be resolved at the highest lev2ls. The host government embassy
would also pass information back to the host country government.

o Host Country Government ~ The host country plays varying
degrees of importance, depending on the country involved and applicable
international agreements in effect - particularly Status of Forces Agree-
ments. It should be anticipated that direct communications with Department
of State may be desired, which would depend on the sensitivity and severity
of the crisis. Also, the host country government will, in all probability,
-establish lines of communication to host country officials at the scene of
the crisis.. There would be direct communications with the U.S. .Embassy
.in the host country, because the U.S. Ambassador is responsible for all
Americans..in the country.

e U.S. Embassy - The U.S. Embassy, in the name of the Ambass-
ador, acts as the highest U.S. iuthority within the country., During a
terrorist crisis the country team would be ideally suited to serve as a
crisis management team for the Ambassador. The U.S. Embassy would be in
~close communication with the host government, U.S. Department of State,
and the unified command. o
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APPENDIX C

MILITARY INSTALLATION
FIELD COUNTER-TERROR
OPERATIONS:

ORGANIZATIONAL AND TACTICAL MODELS
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FIELD COUNTER-TERROR OPERATIONS

I. INTRODUCTION

a. Scope and Method. This section deals with method, skills
and techniques for use on site during U.S. Army operations to counter
terrorism on military installations. Although the scope of probabiii-
ties for terrorist acts on installations or sites comprises incidents
which could cause the use of combat task forces, Ranger units, or .
Special Forces detachments, it is more 1ikely near future and 1983
acts against the U.S. Army, in a majority of cases, will require but
Tocal U.S. Army law enforcement personnel. Thus, this section focuses
primarily on actions to be met by these personnel.

. Included for consideration is a package of inter-related field
countermeasures that, driven by policy and under the supervision of
installation commanders, can, in response to terror, be implemented on-
site, by in-being installation command and staff, Provost Marshals, Taw
enforcement Special Reaction Forces and appropricte support elements.

The countermeasures presented evolved from a design created by
the SAI study team against base 1ine data secured during an analysis of
the terrorist threat, and through event tree analysis which insurad an
appropriate 1ist of options for research toward recommended measures.
The desiagn, clearly basic, was deliberately trimmed to test availéb1e
U.S. Army assets and resources cost effectively, meeting the problams
of response head on without leaving gaps. The design - essentially a
list of operational task areas - begins with a critical time related
start point - the moment of rgcognition that a terrorist incident has
occurred on a military installation. The end point of the design in-
cludes post event measures - those acts which should be considered for
use after the freeing of hostages, capture of terrorists, or other ‘
climsctic points. .
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In sequence, the study design comprised the following:

e Crisis-management

- Opns center
- Fwd cmd post
6 Command and control/chain of command

) Staffing/skill requirements
0 Procedures/Tasks

] Location

0 Equipment

e Communications

e Problem: '3 Jurisdiction

- MiTitary
- Federal, state, local

- Foreign (Host Country)

8 Response
-~ . Organization(S)
8 Combat arms/combat Support
- fixed assets
- task forcing

o Law enforcement

- fixed assets
- Special Reaction Force/Teams

duties and responsibilities
alert levels

mobilization procedures
movement to operational areas

s o 'e o
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security
communications
equipment
negotiating
hostage protection
use of special weaponc and devices
individual and team tactics, to
include assaults

capturing terrofists 5

e Tliaison with media and with- federal,
state and local officials.

® & 9O © O e @

Reactions to terrorism occur in one.of three phases: pre-event,
event, and post event. The material in this section 1is concerned with
the latter two, event and post event, that is, with theories and prac-
tices of response - move precisely, situationai control and tactics.

b.  Force Characteristics. The principal actors in this
segment of the study are terrorist organizations as defjned in the »
1977/1983 <errorist group profile, Appandix A, Threat Analysis, and
U.S. Army combat, combat support and specifically law enforcement
personnel as they exist undzae prasent TOE's. Cautiously, the counter-
measures that ave presented for consideration were developed as reac-
tions that are pursuant to the capabilities of above mentioned U.S.
Army personnel in opposition to tha cited terrorist group profiles.
To arrive at countermeasures, actions by one force were pitted against
another, of course in hypothetical situations (via simtlation).

s
H

c. . Terrorist Situations. To achieve countermeasure options
Ffor field operations, a set of terrorist acts on military installations
was staged (simulated) and‘prioritized, then re-staged (simulated).
Standards for selection were based on an examination >f probable terror-
ist group objectives for conducting operations against the U.5. Army,

C-4
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and by determining the type operation best suited for attainment of
these objectives. For example, if a terrorist group's objective 1s
to attain worldwide publicity and to embarrass U.S. military forces

t might select to enier a headquarters/office building vn a supposedly
secure instailation, baryicade and hold hostages, thereby achieving
media attention and stalemating military forces, rather than conduct.
bombings or thefts, whiich would nct bring in the publicity or pessible
shumiliation desired. Conversely, if an objective is to create fear

and limited harrassment or d1srupt1on, bonb1ngq would Sseem an appropr1ate

v ot

““factic. Appendix &, includes a full range of probahle terrorist

i group ohjectives toward the U.S. Army and the most 1likely operations
thay {that is, the proposed 1977/1983 groups) would select to attain
them. These operations: or incidents, represent the terrorist situa-
:,ticps'phghfgllowing countermeasures can challenge effectiveiy.

I1. CRISIS MAMAGEMENT

1. Operational Con;traiqt;. There are several considerations
distinguishing most terrorist situations (hypotiesized as taking place
on military installations) from other criminal acts, and these need be
taken into account when designing measures to deal with them. These
are:

o The outcome of a terrorist act can impact beyond military
insta::istions and affect, adversely, U.S. domestic and foreign pelicy.

2 Innocent persons, in addition to military personnel, can
be harmed more savarely than in most Tike criminal acts and are in
greater danger of being killed.

@  Tervorist and/or U.S. Army actions in a terror/counter-
terror s1t"at10r can easily be m1s1ntarpre»ed by med1a with unnecessary
‘harm ensuing. :

e - Sensitive and expensive resources may be invelved,
.causing disruptions at high governmental levels.
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It is because of these constraints that countermeasures must a
be forged from processes that factor in a greater number of variables
than might be studied when designing ways to respond to crimes that
are similar to terrorist acts but which do not have the same far
reaching effects. The social and political conseguences of a respons
to terror, as stated, must be weighed in balance with military conse-
quences to ascertain cost/risk cevelopments prior to selection of
countermeasures for enactment. Therefore, decisions to c¢ommit counter-
terror forces for tactical operations should be made only at the high-
est levels of authority above installation level. Preceding sections
of this study deal with such problems of authority, jurisdiction and
decision-making at Department of Army and major command levels. In
this section, these problems are viewed in the context of the military
installation and its environment. This section also approaches: prob-
lems of interim authority, temporary jurisdiction and hasty decision-
making.

b, Command Relationships/Jurisdiction. Memoranda of Under-
standing between FBI Special Agents In-Charge and Military Installation
Commanders must define, specifically, when and how FBI and military
authorities will interact to insure effective operational procedures
during terrorist events. To this, it is suggested that analysis,
recommendation and implementation of military solutions to counter tervor
during events remain the responsibility of the Military Installation
Commander, except in those instances when”experienced FBI personnel are
greater in number than those available from military sources, at which
time the FBI could assume some direct control. When sufficient experienced

‘military personnel exist it is suggested the FBI assume an advisory role.

~'Because no two terrorist events are alike, the relationships
between the senior FBI official (Special Agent In Charge) and an Instal-
"lation Commander . should be a'persona1 one, so that guidelines expressed
in Memoranda of Understanding are clearly fathomed and so that one can
safely act in the absence of the other, especially in the early moments
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of an event when time-distance precludes the immediate presence of the
FBI. In some cases, FBI officials and installation commanders may égree
to establishment of joint working groups, or forces, at every level of
activity from an Emergency Operations Center on down to Forward Command
Post, negotiations and tactical operations. It would appear that situa-
tional factors such as available assets, official fixed FBI locations
(offices), and existing terrorist threats would serve as determinants

of formal joint forces.

Official expression of U.S. policy and overall supefvision of
U.S. conduct during counter terror actions OCONUS remains with a high
U.S. Department of State representative, in most cases a U.S. Anbassador,
while direct control of U.S. forces on U.S. military installations is
the responsibility of installation commanders. Here, too, a joint com-
mand and control system can emerge, with the Department of State official
(Ambassador) and the installation commander performing in accordance
with Memoranda of Understanding. But the extent to which OCONUS they
can together or separately direct counter terror operations is largely
dependent on Status of Forces Agreements (SOFA) with Host Countries.
In some countries - for example, Italy - local police have authority to
react to terror on U.S. installations. There, Carabinieri would prepare
and conduct counter-terror actions, while in other countries - such as
the FRG -~ U.S. military law enforcement agencies respond on installations.

Status of Forces Agreements (SOFA) express a Host Country's posi-
tion toward perpetrators conducting terror on military installations or
against off base military personnel. It is frcm these agreements that
m2asures are adopted to prevent military actions from extending beyond
Host Country legal boundaries. Additionally, several of these agreements
provide for Host Country assistance. Mutual cooperation, then, is a must
between Military Installation Commanders and Host Country officials.

Further, occasions coqu arise when a terrorist event OCONUS

k may thrust Military Installation Commander, U.S. Department of State

s T Oe, Frth Ty Ty oty

Official, and Host Country official, into a triumverate, a three part
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command and control system, where Memoranda of Understanding and Status
of Forces Agreements (SOFA) act as the stabilizino factors.

The premise here is that CONUS and OCONUS the command and
control component of field counter terror operations is not a black
and white, one dimensional feature but a multi-faceted aspect that

.has to be balanced by pre-event, agreed to procedures for inter-related

decision making. The separate authorities invelved participate together
in arriving at appropriate options for decisions, and the mechanisms for
such cooperation should be culled from Memoranda of Understanding, SOFA,
and realted implementing instructions. Of course, ultimate decision

making must remain with the individual mandated for such by Taw or po]icyl

There is, at present, a Memorandum of Understanding between the
Department. of Defense (DoD) and the FBI. This document implies coor-
dination between Military Instaliation Conmanders and FBI counterparts
and cites the FBI's role during terrorist events, CONUS. However, during
visits to U.S. Army installations, CONUS, by.SAI Staff it was learned
that at some installations there has been contact and coordination be-
tween the two but at others there has not; and further, detailed imple-
menting jnstructions for linkage between U.S. Army and FBI personnel
hardly exists.

In view of emerging terrorist threats CONUS, it is recommended
that ODCSPER, Hqs, Department of the Army, formulate an action program
that would revitalize and enhance coordination and coooperation betwe&n
the U.S. Army and the FBI at field operating levels (installations).
Further support for such action can be abstracted also from Civil Dis-
turbance Plan, “Garden Plot." Such action, itiéppears, should require
new meetings betwzzn Military Installation Commanders and FBI officials.
From these meetings should evolve local implementing instructions dealing
with the following: ’ i

TR T

s S ot o BN R b o S L R

P e s im0 5D e eh——

K h-:fu O T -



Y

R R A A Y S e 05 AR SARY A g prwg et - e .

- command relationships and jurisdiction

- shér1ng of information' ‘

-~ control of military onerations

- organization/construction of joint-forces
- npegotiating tactics

- utilization of equipment

- 1iafscn with media and pubiic officials.

Further, EBI Special Agents In-Charge should receive briefings
to bzcome familiar with military installations they hgveto mobilize too,

so as to be familiar with layout and surroundings.

Similar actions should also be accomplished OCUNUS between
Military 1nsta11ation Commanders and the U.S. Department of State and,
where app]icabTe, with Host-Country Officials, certainly pursuant to
joint review of applicable segments of Status of Forces Agreements

(SCFA).

With direction and supervision of the above cited actions
begun at Department of Army level, and enforced by Major Commands,
near future compliance would be readily obtain=ble, especially since
authority exists now in the standing DoD/FBI Hemorandum of Understand-

ing, and in SOFA.
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c. Time factors, thz Hostage-Taking Terrorist Event {Scenario)
and Situational Control.

(1) Time Fictors. There is a distinct relationship be-
tween the phases of a terrorist event and the degree and intensity of
situational‘command and control that can be brought to bear in a
counter terror effort on military instailations. Unavoidably, it is
difficult to determine who can be the fi}st fesponsib]e Teader on
scene. Even if mechanisms exist to mobilize a Reaction Force, a
Forward Command Post and an 1installation Emergency Operations Center,
the first responsible counter terror agents to confront terrorists
may be nearby security guards or ‘a pair of military policemen arriving
by sedan while on roving patrol. This reality cannot be dismissed,
and instead should be viewed as an initial 'official' reaction phase
‘during which opportunity exists to estimate the terrorist situation -
and begin a transition into subsequent phases when a viable Reaction
Force could arrive on scene. As stated elsewhere in this study,
it is important and practical that all military police personnel have
training in methods for dealing with terrorists. In civilian police
situations, the first police officer to arrive on scene during a
criminal or terrorist hostage-taking/barricade situation is designated
the "initial commander' of police forces until a special detail
trained for such situations arrives.  Other ranking officers arriving
on scene have authority to assume situational control but normally
only provide guidance or advice, allowing the 'initial commander' to
stay in charge until relieved by the special detail. It is suggested
this system be U.S. Army practice in order to sustain as much contin-
uity as possible during the early flow of activities. ‘

‘(2)"fhe Hostage-Taking Terrorist Event (SCenario}, A later
paﬁagraph in this section discusses elements that can be mobilized on
installations to codnter terrorism. These alements are listed below
in reference to sequences of some major type hostage-taking terrorist
events that could occur on installations, purpose: to relate time-,

- or chronological-, sequences of terrorist events to the element, or
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elements, that should be exercising direct situational control within
the framework of the sequence, and to outline major duties and res-
ponsibilities in the flow of actions, of sub-events. By direct, in
this case, is meant that element that should be in direct contact, or
confrontation, with the terrorists. The type terrorist event treated
is worst case, that is, a hostage-taking/ barricade situation by poli-
tically motivated terrorists with specific demands. From the point of
view of counter terror forces, events are:

e Initial Response Phase
e Negotiation Phase
8 Assault Phase

The Initial Response Phase is that period during which U.S.
military personnel become aware of a terrorist committed act and
prepare to.counter the act through peaceful persuasion or military
force. The Negotiation Phase, occurring during hostage-
taking situations, is that stage during which military or other
official personnel interact with terrorists to reduce factors of
potential violence.and increase the probability of safety for hostages
while bargaining (negotiating) for their release. The Assault Phase
occurs when it has appeared that oh]y a military solution can bring
about the release of hostages with less harm coming to them than
through the application of other solutions, or when anything less
than a military solution has been‘analyzed to have greater negative
impact on human lives elsewhere.

Below, in sequence and scenario fashion, is a breakout of the
~ above mentioned phases. )

Iﬁitia] Response Phase

¢ Terrorists sieze building and take hostages.
¢ MNearest available military p011c°men arrive on scene.
0 Mil1tary p011cemen est1mate s1tuat1on

e M111tary policemen report 1nc1dent to h1gher headquarters
(MP Operations Desk).



MP Operations Desk alerts Installation Headquarters
Operations Center, the Provost Marshals next, subordinate
Commanders of elements of a predesignated Reaction Force,

Duty officer at Installation Headquarters Operat1ons
Center alerts Installation Commander, then, if in CONUS,
contacts the FBI, next the Army Operations Center (AOC),
Headquarters, Department of the Army, and the next
higher command.

OCONUS, the Installation Headquarters Operations Center
contacts the Major Command, e.g., Headquarters, Usareur.

(Note: alert riotifications cited are in accordance
with Army Regulation Number 190-40)

Installation Headquarters Operatxons Center converts to
Installation Emergency Operations Center (IEOC).

Initial on scene commander (ranking military paliceman)
sustains coritact with terrorists and in accordance with
learned, pre-estabiished procedures attempts to ascer-

tain information toward a precis: estimate of the situation.

Provost Marshal, or designated representative, arrives
on scene at nearby location to establish Forward Command
Post, assum1ng forward operatiounal control as Commander.
Initial, now former, Commander remains at Command Post
to provide information and assistance.

Security and reconnaissance personnel of the pre-designated
Reaction Force arrive on scene and establish physical
security cordon and reconnojter area to determine best
access and egress-to and from the terrorist target
(building with terrorists and hostages).

Tactical elements of predesignated Reaction Force moves
to assembly area beyond sight or recognition of terrorisis
and prepares for possible assault operations.

Forward Commard Post establishes communications with
Installation Emergency Operations Center (IEOC).

Installation Commander arrives at IEOC to command catinter
terror operations, first obtaining an est1mate of thu
situation from the Provost Marshal. ,

. Forward Command Post, in accordance with 1earned pre~ ",

designated procedures‘» . Y
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- sustains contact with terrorists and determines,
if possible:

’o number of hostages and who they are, and their
condition,

° precise interpretation of terrorist demands.
o number of terrorists, type terrorist group, and

positions of terrorists in the building, and
movement patterns of both terrorists and hostages.

e names of terrorists, especially thev1eaders.

& terrorist behavior characteristics.(e.g., nervous,
tense, easily excitable, or unemotional).

o terrorist weapons, explosives, equipment.

- analyzes reported best access and egress to and from
building (reported by elements of the Reaction Force).

- develops tact1cal mititary options for use by tactxca]
elements.

- determines if available resources will support planned
tactical military options.

« begins formal negotiations with terrorists {note:
terrorists may reject the assignad Negotiator and
request to negotiate only with Installation Commander
or other official party).

- reports results of all of above to IEOC.

o Senior FBI official arrives at IEOC and receives briefing
on situation from Installatjon officials. The FBI agent will:
work closely with counterterror forces providing guidance -
and assistance.

Negotiation Phase

o Negotiating Team, or Negotiator, sustains contact with
terrorists and buys as much time as possible trom
terrorists for the consideration of demands.

@ IEQC forwards clarification of demands to AOC/DA and

awaits guidarce as to how the U.S. government will react.
OCONUS, .reparts to OPNS Center, Major Command.



< | e Forward Command Post forwards to IEOC recommended tactical
. military options with estimated risk factors.

. o IEOC analyzes tactical military options and determines best
option, then alerts Forward Command Post of the option
" selected.

o Forward Command Post alerts Leader, Tactical Element and
. provides him with the miiitary option plan although per-
mission to conduct such plan is yet to be granted.

e Leader, Tactical Element, veturns to rear assembly area
and briefs element to conduct the plan. Element obtains
additional equipment, if needed, and underdoes full pre-
paration, rehearsing actions repeatedly.

e FBI official and/or Installation Commander (i.e., on command
perogative) may move to Forward Command Post. However, it
should be noted the appearance of additional authority may
be viewed by terrorists as an indication of impending violent
act1on

et am

o AOC/DA forwards to IEOC a Jdecision on Use or non-use of tact1c31
military option. IEOC reports decision to Forward Command Post
(FCP). Cmdr, FCP alerts Cdr, Tactical Element. ’

(if a decision is made to conduct tactical military operation,
_the following:)

-~ ‘Assault Phase:

o Tactical Element completes rehearsals; re-groups
at Assembly Area, establishes mobile command post
and informs Forward Command Post when ready to
embark on military operation.

o On order,’TaCtical Element moves as covertly as
possible from Assembly Area to its objective (building
W1th terrorwsts and hostages).

® Forward Command Post alerts support eTements,
e.g., medical, transportation, etc., to embark
on supportive missions.

e

T —

*a Tactical Element conducts assault to free hostages
and take prisoners

4 e it it i e £ ¢

(if a decision is made NOT to conuuct an assault,
w=GOTIATION continues)”
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(3) Situaticnal Control. As stated, event and post event
terror/counter terror activities include, sequentially, three basic
categories: Initial Response Phase, Negotiaiion Phase,
and Assault Phase. ‘In each of these phases there are progressive
jinks of command and control elements which exercise direct or in-
direct, that is, operational or decision making situational control.
These elements. cover four distinct areas in the range of command and
control procedures, and these are:

"~ Direct Tactical Control

~ Indirect Tactical Contrcl

-~ Qverall Strategic Decision Making Control
~ Overall Policy Effects Control

Figuré One, page C-16 depicts these elements and their rela-
tionships as procedural mechanisms to command and control elements.

‘ The outcome of terrorist events rests on the effects of
counter terror situational control; therefore, players in command
and control linkages described must be fully aware of limitations
imposed upon them by policy direction. Their duties and responsibii-
ities should be spelled out clearly in Installation and Special Unit

! "S0P, and all personnel involved should have formal schooling and

training directly proportionate to the tasks that policy will require
of them.

d.  Formalizing a Chain of Command. The ladder of direction
for countering terrorism on military installations should be a basic
structure of authorized officials and directives. Analysis of cases
involving terrorist objectives and counter terror actions show that
the following vertical structure is more adaptabie across the spectrum
of type terrorist acts as aiviable chain of command:
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Figure 1

"Evolution of Situational Control/Counter Terror"

(Hostage~taking Incident)

“"Phase"

Exercising Direct
Tactical Control

Exercising Indirect
Tactical Control

Exercising Overall
Strategic Decision-
Making Contro?

Exercising Overall.
Policy Effects
Control

Initial
Response
Phase

First Authority
On-Scene (MP)

tdr, Fad CP
(Provost Marshal)

Duty Officer until
the arrival of

Cdr, IEOC (Instal
Cmdr, or early-on
designated senior

Installation Opns. or

Cdr, IEOC (as left
of this column)

representative)
Negotiation | Cdr, Fud CP Cdr, IEOC* - Cdr, IEOC* Hgs, DA (AOC);
Phase (Provost Marshal) | (Instal. Cdr) or, as OCONUS
- Negotiator sitautions, Major
Command or US Dent. )
of State (Embasgy¥/
Assault Phase| Cdr, Fwd CP Cdr, IEOC* Cdr, IEOCH As Above
.Cdr, Tactical : ‘
Element

* FBI official

advises and assists

5
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' Command and Control

Commander, US Army Instailation...

FBI advises and assists.

=~
¢
l

Commander, Reaction
Force

Subordinate Commanders, Reaction

Force

Negotiator -

Parallel Mecham’sm(_sl

National policy . .. .
DOD/FBI Memorandum
of Understanding

. . Installation/FBI

Memorandum of Understanding . . .

Installation SOP/reaction force
SOP . . . Relative US Army
regulations and directives

Installation SOP/Reaction Force
SQp

Installation SOP/Reaction Fdrce

SOP.

Reaction Force SOP

Excluded from this structure are the command and control ele-

ﬂmehf(s)'tﬁat would exercise situational contral during the Initial
Response Phase. When added, a vertical structure - side-by-side
graphically with inherent command Tocations - gppears as below:

P

(Note: this MODEL is NOT presented as a paﬁacea for
dealing with terrorism 6rganizationa11y cn installa-
tions; rather, as cited, it is the MODEL which in
SAI's casa-by-case simulations appeared to have
greater flexibility and succass in controlling

operations)

Initial Response Phase

- sub-phase one (recognition of terrorist act)
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Instail-
{ ation Hgs
'\ OPNS Ctr

Installation
Duty Officer

’,
’

MP Desk,
Has, MP

OPNS/CID/
MI/FBI

01C or NCOIC/ \
MP Deuk/ CID Duty Agent/office of .
MI and of FBI-SAIC

On-Site
Initial
Commander

1st Ranking
MP On-Scene

- sub-phase two (Establishment of IEOC and Forward
Commanid Post/Arrival of Installation Commander at
IEOC)

Installation Duty

Officer/Installation
Commander .

Installa-
tion EOC

Reaction Commander, Reaction
Force Force (Provost Marshal)
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Commander

sub-phase three (Elemgnts of Reaction Force arrive at

designated locations)

Commander,
Installation

P

Commander,
Reaction Force

(Provost Marshal)

Tactical
Element
(Assembly
Area)

Support
ETement

Commander,
Tactical Element

Support Element

Forward
Support
Element

Commander, *

FSE

Negotiation Phase/Assault Phase -

Installation Commander (FBI
advice and assistance)

Commander,
Reaction Force
(Provost Marshal)

Reaction
Force
Command
Post .

Chief Negotiator Commander, Tactical Element

» .
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The negotiator is considered a key element in the chain of
command because in a Negotiation Phase he is in direct contact with, and

can influence, the counterterror target (i.e., the terrorists).

In fofmalizing this chain of command, several questions arose
which deserve comment. First, and perhaps most striking, has been dealt
with in preceding pages but requires further analysis. "What should the
FBI's role in counterterror operations on a military iﬁsta11ation include?”
On the one hand, the question is nearly "moot" since law provides the FBI
with jurisdictional authority. But, the FBI suffers some disadvantages in
being able to carry out obligations on military installations during terror-
ist.events, especially early on. Time; distance and lack of intimatz know-
ledge of military capab{Tities are certainly deterrents to total FBI effect-
jveness. In several instances, FBI officials are located several hundreds
of miles from military installations and cannot be on scene during crucial

moments when initial response to terrorism must be thorough, balanced and

proficient; thus, the neeéd for the aforementioned Memoranda of Understanding.

Other questions dealt with in formalizing a recommended chain of
command were:

- Should Provost Marshal$-always command Reaction Forces?

- Could a non-law enforcement field grade officer assume this reSponsibi]ity?

- Should a Deputy or Assistant Reaction Force Commander have

full charge of the Tactical Element of a Reaction Force or. should the Tactical

E1emeﬁtyhave a Teader who has no other function than to lead theTTactical

e

Element?

- What should minimum grade structures-be?

c-20
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‘To arrive at answers to these questions, the fcllowing advan-
tages and disadvantages were reviewed:

Cdr, Installation

Dep ar Asst Cdr,

Installation

Senior influential

"military officer . . .

expertise and thorough
familiarity w/military
operations and avail-
able assets and re-
saurces

Can specialize moreso
than Cdr during pre-
event periods . .
attention less div-
ided . . . expertise

and thorough familiarity

other major installa-
tion duties may have
to be set aside

Less significant
advantage i 'dealing
w/external and/or
higher authorities

w/military operations and
assets and resources . . .

c¢an free Cdr to serve

" on scene, if_necessary,

as Megotiator.

C-21
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Chain of Command Advantages

Disadvantages

Provost Marshal
{cdr, Reaction
Force)

Law enforcement and

expertise . . . know-
ledge of assets, re-
sources . . . legal ,
expertise . . . intimate
knowledge of area of
operatioqs

Non law enforcement

Frees PM or other key
Cdr, Reaction Force

law enforcement officer

merits

i d Diverted from other
counter tefror training  major duties

less, if any expertise
in counter terror,

for other major require- legalities, law en-
forcement . .
knowledge of assets,

. less

resources

Dep or Asst Reaction
Force Cmdr also as
Tactical Element
Leader (w/Asst Tac-
tical Element Leader
Conducting Assault
OPNs)

Cdr direct intimate

.. enables baianced
control of Tacticai
Elemer.™'s Security
and Assault units

Provides Reaction Fcrce diverted from other
forms of leadership
1ink w/Tactical Element assistance at fixed
cmd past

Preceding paragraphs reflect that in Tight of the above and
other variables, the chain of command selected would provide greater

control and flexibility.
command includes basic rationale for selection:

. Permanent Counter-terror o

| Title Mode Locetion
Instaliation Cdr Chief Military Operations  [fOC
Dep. Inst. Cdr  Dep. Chief, MIL. Operations IEOC
Provost Marshal = Cdr, Reaction Force Fwd CP

e tn e s e g e e

et e o e S aing . mieaeaT g gt e = g -
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The belov restatement of this chain of

Ratinnale

Curvent Cdr of
all MIL assets and
resources . |
highest official
Tink to other
authorities

(second to above)

S

Law enforcement,
Tegal & coupter
terrorSaxpegtise;
intimate “knowledge
of assets & resources

ES
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Permanent Counter-Terror
Title Mode . Location Rationale
Dep. or Asst PM  Cdr, Fwd Spt Element Fwd CP Rs above
Cmdr, MP Company Cdr, Tactical Element Rear Assy Linkage between
Area/Tac- Fwd CP and Tactical
tical - Element )
Mobile CP
Platoon Ldr, Ldr, Assault Unit Rear Assy 0IC w/single focus
MP Company (Tactical Element) Area/Area :
' of Target
Platoon Ldr, Ldr, Security Unit Vicinity 0IC w/single focus
MP Company (Tactical Element) target
: ) area/

(FBI official, not in chain of command, is "operational consultant")

On major instal]ations, fitting the above inis 2 counter terror
force would meet with Tittle difficulty; however, at smaller installations
and sites company grade officers may have to fill positions suited for
field grade, and senior NCO's may have to serve in company grade positions.
Because of the sensitivity of terror/counter terror and ensuing national
and international implications, officers of the higher grades should be
filling key positions. Or more-pop:lated installations, recommended grade
structuring follows: ‘

Title Recommended

Colonel (0-6) to Major-General,
unless Tower grade authorized.

Commander, Installation
(Chief, Military Operations)

Provost Marshal (Cdr, Reaction ! Field-grade officer unless company-
Force) grade (Captain) is highest grade
% .available for pousition.
Dep or Asst PM,Gffice of Provost Captain ’
Marshal  (Cdr, Forward Support
Element)
C-23
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"Title . Recommended

Company Cmdr, MP Company Captafn
(Cdr, Tactical Element) '

Platoon Ldr, MP Company 1-LT
(Ldr, Assault Unit of Tactical
Element) )

Platoon Ldr, MP Company 1=-LT
(Ldr, Security Unit of Tactical
Element)

III. ORGANIZATION -

Type Forces. A military installation counter terror infrastruc-

ture should emerge from existing assets with speed, alacrity and minimum
re~organization. The previous sub-section, or paragraph, stated that

" against near term and future terrorist threats, CONUS and OCCNUS, existing
military organizations have personnel and rasources available to conduct
counter- terror missions pursuant to effective training programs. It is
unlikely that soon, or by 1983, tzrror will require organizations dedicated
solely ard continuously to the counter terror mission. This conclusion
is based on analyses of saveral organizational concepts with matching ter-
rorist event probabilities. These concepts are:

o Newly-activated, dedicated TOE/TDA counter terror force, to
include an internal command structure, and tactical, security and support
elements. ' ‘

o Newly activated, dedicated TOE/TDA counter terror tactical
and security elements, commanded, controlled and supported by extérnal
existing authorities.

e Conversion, or fusion, of elements of current TOE/TDA units
into dedicated counter terror forces for indefinite period.

0 Designation of existing personnel and/or units to serve in
a counter terror mode when need arises/gn-=call.

C-24
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Balancing the terrorist threat against cost factors such as
manpower, physical resources, time, planning and training, to entertain
the first three concepts cited would be to engage developmental models
far too costly in relation to real world nesd. The latter concept, more.
cost effective, relies on existing personnel and rasources backgrounded
for the counter terror mission within a framework of response realism.
Indeed, the former concepts would provide better trained and specifics
oriented counter terror elements, but only in a framework of illusions
about terrorism along with a lack of realism about prioritizing funds and
resources.

Recommended, then, is not a new urganization in the force struc-
ture but the development of on-call missions for organizations already
TOE/TDA-authorized.

Since terrorism on militury installations.is likely to be
of lower-level violence (sme1l teams with individual weapons) existing
U.S. Army Taw enforcement units appear to be most suited to enact counter
terror tactics under the supervision of Provost Marshals and Installation
Commanders.. In brief, current TOE/TDA's for Military Police Ccmpanies
include personnel and equipment for expected stand-off counter terror ac-
tivities. Personnel of these umits selected to perform per the latter

cbncept épg]d‘cquique in their normal TOE-prescribed duties, mobilizing

to counter terror in accordance with contingency plans and for periodic
training. ] .

. This recommendation does not preclude a need for the u.s. Armiy
to develop plans for counter terror force structures outside the law
enforcement realm. After all, the imperative, or cue, for structuring
counter terror elements comes from the type of terrorist act committed.

" The 1976 Israe]i raid at Entebbe required meticulcus task forcing of
regular combat elements. It is possibie that terrorist acts against

U.S, Army personnel or others on military installations could iequire
platoon or company-size forces such as Ranger units, or that aspects
of a unique incident could necessitate conversion of a Special Forces

C-25



Operational Detachment "A" to a counter terror mode. Such conéiderar
tions cannot be ignored, even though existing threat assessments
spread much doubt over the probability of terrorist acts against the
U.S. Army frequently necessitating combat task forces. Into 1983

and beyond, it appears that most terrorist acts against the U.S. Army
can be cunfronted successfully with in-being law enforcemen@ assets.

In desigring a response configuration for military installations,
two bisic componznts were realized to serve the following two objectives:

8 Crisis-Management

® Tactical Response

The two components of the configuration are:

° Installation Emergency Operations Center (IEOC); and
o Special Reaction Force (SRF)..

These components include foundations for independent action
against, or inter-acticn directly or indirectly with, terrorists. Below
is a description of missions and capabilities of these components under
an umbrella titled, Counter Terror Force Structure. A MODEL, this organi-
zation sh9u1d be viewed as one of several workable configurations. SAI,

" however, has noted that in simulations it best suited fersonnel re-
sourcas, assets and capabilities available at most installations.

Countar Terror Force Structure

= ., Comporents
e Installation Emergency Operations Center (IEOC)

0 Special Reaction Force (SRF)
- forward Command Post
- Forward Support E]ement
- Special Reaction Team (SRT-Tactical Element)
o Assault Unit

9 Security Unit

C-26
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Requirements

o  IEOC

E

MISSION: Command and coutrol military response
to terrorist acts on military installations.

RESPONSIBILITIES:

o Pre-event: Develop counterterror contingency
plans/SOP's

@ Ascertain precise estimates of the terror/
counter terror situa%ion throughout the
response period.

® Gonduct assessments of military "response
options" and recommend the most favorable
to Department of Army for concurrence ¢ non-

concurrence.
9 Conduct operational planning and provide
operational and support guidance to Cmdr,
SRF.
¢ Establish communication Tinks to Major
Command and/or to AGC, DA.
e Coordinate support activities. »
o Effect iiaison with Public.and Media officials.
© Organize post operational plan to supporf
needs of released hostages and to organize
captured terrorists.

(1 Special Reaction Force (SRF)

MISSION: Caonduct on-site operations. against '
terrorists on the wilitary installation.

RESPONSIBILITIES:

¢ Establish on site Forwérd Cormand Post.

c-27
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Composition.:

o Establish and direct Forward Suppert Ele-

ment

to:
secﬁre area of operations
negotiate with terrorists

develop safety measures for hostages
throughout the response period

gather intelligence

coordinate logistics and medical
support

establish communication links with

the TEOC and the SRF's Forward Support
components, and the SRF's Tactical
element (SRT)

provide continuous estimate of tl.2
situation to the IEOC ‘

recommend "response options" (tacti-
cal) to the IEQC

conduct, only ON ORDER, tactical
operations.

The IEOC, in essence, should be an installation's
in-being Operations Center augmented to deal with terrorist situations.
When manned fully, principals snculd be pre-designated on call represent-
atives of the installation's major command and staff elements that match
disciplines required to counter terrorisit. It should also, as closely as
possible, match counteroarts in the AOC/DA or major command. To sustain

"~ operations; this structure should, at a minimum, include the
following: RS o
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P Installation Commander.

- Dep or Asst, Installation Cdr.

- Chief of Staff, Installation. Coordinates IEOd
internal operations. . e e
- Senior FBI official/SAIC...advisor

- 1EOC Auqmen'ca’t:jo_n_.A~ QIC of:: .
] Intelligence. Provides production and analy-
sis of intelligence collected not only from operational site but from

other sources. On major installations, where assets exist, directs "all-
source" intelligence center}

) ‘Operations. Provides estimates of tactical
options and develops and refines operational plans;

- o o Personnel. Provides guidance on availability,
_ utilization and care of, personnel;
e Logistics. Provides coordination of equipment

and transportation support actions;

) Public Affairs. Effects 1iaison with Media
and private sector officials. Note: This officer and assistants may
be positioned at the Forward Command Post (situation-dependent);

© Legal Affairs. Provides advyice and recommen-
dations on legal implications;

° Communications-Electronics. Insures
effective communication systems, 1inks, appropriate equipment, rigs.

. e

8 ,Facility Ehgineer. Provides information.

re. buildings and sites. |

e eds ey k80 WY A imean i § e eumb s s
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¢ Behavidral Psycho]ogist. (Can be military, or locally

contractad, or on call from other insta]lation)i Provides guidance for
on site Negotﬁator.

iThe counterterror augmented IEOC configuration that serves
responsibilities and requirements of the IEQC missidn includes three

basic elements. fThese. are:

] Command Element Team
o  Crisis Management

e Operational Staff

The aforementioned principals should comprise these elements ) [
as follows: | . ig?f~éﬁ ,&\
9 Command Element (decision Making) : ‘\
- Cdr, Installation : \m
- Dep. (or Ass't) Installation Cdr. R

Chief of Staff, fnsta]lation
FBI official/SAIC

) Crisis Management Team (Analysis, Decision Making)

- Dep. (or Ass't) Installation Cdr.
(directs team)

- Intelligence Officer
- USACIDC officer - special agent

~ Operations Officer

o

- ~Logisti¢s Officer
- Legal Officer
- Psychologist

- Facility Engineer

C-30
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) Operatiopal Staff. Principals, and staff
representatives . . :

. - C0S, Installation (. . . directs:)
- Intelligence (0IC and Staff)
- Operations (OIC and Staff)
- Personnel (0IC and Staff)
- Logistics (OIC and Staff)
- Pgb]ic Affairs (0IC and Staff)
- Legal Affairs (OIC and Staff)
- “Cqmmupi;ayion-EXegtronics (0IC and Staff)

i . . e w4

The purpose of the Eémmand Element is obvious: to direct
action, and to recommend to higher authority the most favorable

“option or options for a counter terror strategy.

The Crisis Management team provides the Command Element with
a breakout analysis of recommended options, so that the Chief, Military
Coordination (Cdr., Installation) can deliver to higher authority the
best option, or options, and so that subsequent decisions and actions
can be analyzed thoroughly and be fully coordinated. This team should
be directed by the Deputy, or Ass't., Installation Commander, and
commence as soon as a clear estimate of the situation is received at
the IEQC from.the Forward Command Post of the Special Reaction Force,

“and certainly upon each significant sub-crisis.
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The Operatxonal Staff th1rd element of the IEOC, 1nc1udesA
. 60ntinuous hands-on working staff members who are respensible
' for the IEOC's 1nteh§§}_operct1ona1 and support duties. . The

Chief of Staff‘(CdS) of the Installation should be respons1b1e for
direction of these personnel,

s 0 i b st A A

No doubt, not every major installation CONUS and OCONUS will :
have an organization available to immediately convert to the counter- i
terror force structure described herein. Some installations may not
havc a_ Chief of Staff hut 1nstead an executive officer and in many

e h e & R B

instances an installation's sen1or ‘Operat1ons ‘off1cer may also be i E
“the 'Intelligence'® officer. Thus, the above is recommended as a i :
MODEL from which appropriate departures (modifications) should occur.

1EOC Facilities, Equipment and Special Items.for the IEOC 5
need be no different than those required for an installation's opera- :
tions center during emergency category I events, although some addi-

tional communications frequencies may be naeded and certain items

peculiar to the terrorist situation would need be available, such as:

@ - Building and floor plans (b]qeprint#) of the
barricaded building and adjacent buildings (to include basements
and any other underground areas).

e Maps and/or diagrams of the installation's air-
field and designated helipads (to include blueprints of buildings
and hangars) in the event terrorists and hostages, via demand, gain
nassage to move toward aircraft.

e - Maps and[or diagrams of nearby commercial air-
fields, heliports, re. above' situation.

e bMaps and/or diagrams of buildings and other
facilities along obvious exit routes from barricaded bu11d1ng and
along routes to a1rf1e1d and/or helipad. '
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“nel ‘may be required if there are needs for long-range aircraft. Thus,

@ If available, files on terrorist organizations
and practices. o

This IEOC configuration, pitted against several terrorist
situatibns, insures in-depth coverage against the unexpected as well
as the obvious. Situation-dependent, its size may grow. For example,
as. discussed earlier, FBI officials may wish to fuse FBI staff into
functional sections, and USAF or civilian commercial airfield person-

it is imperative that Installation Commanders develop contingency plans

. that include appropriate configurations for the IEQC, using the MODEL

herein as a base start. SOP must be ‘laid down carefully to insure
quick and efficient fusions of additional personnel.

M s w e e n mererior | aey —wie e % 4

vSpecial Reaction Force (SRF)

The Special Reaction Force (SRF) is the counter terror blow
impacting at the crisis-point. It should be a farce of modulr com~
ponents that can be mobilized quickly to reach event locations and pre-
arranged sites. These structural units must gain control of terrorists

oeeiwrany mivitary oF beriavioral context. At the minimum -~ that is, for

installations rated less vulnerable to terrorism than others - a
Special Reaction Force should include the following:

&  Forward Command Post (Fcp) ’
) Forward Support Element (FSE)
) Special Reaction Team (SRT)

The Forward Support Element commerices its operations from the

“Tocation of the Forward Command Post as directed by the Commander of

the Special Reaction Force (Provost Marshal) and_incﬁudes the
following: ’

- Security and Reconnaissance Team
- Supply Section

- Signal Section

- Medical Section

- EOD Detachment
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The Security and Reconnaissance Team must early on cordan the
operational area and make certain that bystanders and onlookers are
out of range of any fire or danéer. Elements of the Team must also
develop intelligence information as quickly as possible, reporting
to the Command Post entries tc the target bui]ding, escape routes,
characteristics of the building, and facts about the terrorists and
hostages.

The Negotiating Team should inciude two or more trained Nego-
t”~tors who can be positioned on site to converse directly with terror-
is»s to ascertain clarity of terrorist demands, and subsequent proposals
and counter proposals; to state U.S. Army and 4.S. Government positions,
describe actions to be taken, and to supervise or assist in supervising
the de11very of hostages and products; to gain information about terror-
1sts and hostages; to sta]] and to reguiate or modify terrorist behavior
‘More than anyone else in the counter terro?_force structqge,_nggo;jatprs,
prior to an assault phase, are the cutting edge, the prime forward control
factor. Negotiators must attempt through direct or subtle means to up-
stage tervorists and steal their initiative, to wrest control from them
and lead the situation to a conclusion favoring the U.S. Government.
However, negotiators should not be decision makers. It is the inability
of negotiators to make decisions that widens their field of communications

and extends their opportunities to develop rapport with terrorists. Still,

terrorists may reject assigned negotiators and demand to bargain only with

“an ‘authority who can make decisions. When this occurs, assigned ne-

T “gotiators should serve as assistants to the preferred negotiator.

" The-role of the Supply Section shou]d be to acquire and de1sver ,

o equipment and rations to operatwng 1o*at1ons as directed by the Forward

Command Post. It is likely that rations and equ1pment w111 have -to be
provided to the terrorists and to hostages.

&,
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Communications support, that is, the establishment of Tines,
and creation of a command and contrel n2t linking the Forward Command:
Post £ the Forward Support Element's variuus components and to the
Special Reactjon Team, is the responsibility of the Signal Section.

The Medical Section, located initially at the Forward Command
Post, must be mobile and have the capability to treat terrorists as
well as hostages and SRF pérsonnel. A "dust-off" capacity should be
established for the seriously wounded if appropriate facilities are
not nearby.

The EQD Detachment assumes & role in counter terror
when bombs or other explosives are required to be identified and de-
fused.

~ En toto, a Forward Support Element need not comprise more than
35 personnel. A suggested breakout is:

e Cmdr, Fwd Spt Element: 1

8 Security and Reconnaissance Team |
- Team Leader: 1 %
- Security Unit: 1 ;
- Reconnaissance Unit: 3
15
® Negotiating Team
- Chief Negotiator: 1
- Négotiator: 1
- Asst. to Negot- 4 »
idtor and Driver:  _1 - , -
3

C-35
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0. Supply Section

- Supply NCO: 1

Ry

- Asst. Supply
NCO: .

- Supply Clerk:

2
- Drivers: 2

(22}

o Signal Section

- Comnunications Officer, W0, or Senior
NCO: 1

- Communications
Specialist: 2

© Medical Section

- Surgeon: . 1

- Medical
Officer:

- Medics:

- Drivers:

© EOD Augmentation Team (not included in above
personnel accc.nting).

The Special Reaction Team (SRT) is the tactical element of the

SRF, similar to the Special Reaction Team that military law enforcement
_agencies formulated long before the civilian counterpart, SWAT. When
imobi1ized it should move to. an Assemb]& Aan sufficiently distant from
the target area (terrorists) so as to avoid detection of its existence.
It's purpose is to sieze, ON ORDER, a target barricaded, or defended
otherwise, by terrorists so as to capture them and to free hostages,
and to engage terrorists by fire, ON ORDER, as opportunities arise.
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‘Belowvare elements of a Special Reaction Team (SRT) for the counter-
terror mode:’

[} SRT Comenand Unit
¢ Assault Unit
o Security Unit

The SRT Command Element need include only the SRT Coimander
and a driver/radio-operator. The Assault Unit must be capable of fast
and furious entry and offensive tactics, and accurate weapons firing.
The Security Unit must be able tc provide support by fire during an
assault, and/or independent sniper fire. Appropriate make up for the -
latter two is shown below:

? SRT Cmdr: 1

(] Driver-Radio
Operator: 1

o  Assault Unit
- Leader: 1

- Automatic
Rifleman: 2

- Rifleman: 4

- Grenadier: 2

- Radio
Operator: 1
- Driver/
Radio
Operator: __1

TOTAL 1"
s Seéﬁrit[ Unit
- Leader: 1

- Automatic
Rifleman: '3
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- Snipers:

5
- Driver/
Radio
Operator: 1
TOTAL 1

SRT personnel require diversified training, including wall-
ciiwoing and rapelling, special weapons, night devices, use.of demo-
litions, explosives and riot control agents, water cannons, battering

rams, rescue procedures, and first-aid.

Forward Command Post. The Forward Command Post effects command
and control of on site military operations against terrorists as directed
by the IEQC. It serves as a hub, or focal point, for delivery of orders
and commodities to the SRF's subordinate elements, and collects, analyzes
and disseminates intelligence inforhation. :

No more than 8 personnel need constitute the Forward “ommand
Post, and less lcan man it on sites or lesser installations where fewer
personnel exist. On most installations, a Forward Command Post might
include the following: ’

0 Commander, Special Reaction Force (Provost Marshal) - 1

] Deputy Commander, Srecial Reaction Force and Commander,
Forward Support Element (Deputy, or Assistant, Provost Marshal) - 1

[ SRF Operations Officer (Operations Offiter, Office
of Provost Marshal) - 1

B 4' Intéil%génce,NCO (E-8 or E-7) -1
° Inte11igence Specialist (NCO, E-5 or above) - 1

R ) rommunications Specialist - 1

A

L
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[ Driver - 1

S LNy S U S

° Clerk - 1
As to proper location, the Forward Command Post should be in 7
a closed or protected area from where the target area (location of
terrorists and hostages) can be observed.
Excluding 7EOC personnel, the Counter Terror Force Structure
for a major installation as described above comprises 69 personnel.
A summary breakout of this structure is below:
“Counter Terror Force Structure"
- Installation Emergency Operations Center (1EOC)
o Cormand Element P
0 Crisis Management Team and Operational Staff | % R
- §§§cia1 Reaction Force (SRF) % R
0 Forward Command Post
- SRF Commander
- Dep. SRF Cpmmander and Cmdr, Forward
Support Element ——
- Operations Qfficer i
- Intelligence NCO
- Intelligence Specialist
- Communications Specialist
- Driver o
- Clerk
o‘“ Forward Suppert Element
- Security and Reconnaissance Team i
¢ Team Leader
c-39
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] Aést. Team Leader

o Security Unit —.}0

o Reconnaissance Unit - 3
Negotiating Team

s Chief Negotiator

e Negotiator

e Asst. to Negotiator and Driver
Supply Section

e Supply &CO

@ Asst. Supply NCO

e Supply Clerk - 2

¢ Driver - 2

Sig ' Section

¢ Communications Off., W0, or NCO
e Communications Specialist - 2
Medical Section

e Surgeon

¢ Medical Officer

o Medics - 3

e Driver -~ 2

EOD Augmentation Team

Special Reaction Team

l ¢ SRf Command Post

- SRT Commander

- DriVer and Radio Operator

c-40
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o  Assault Unit
"~ Leader
~ Automatic Rifleman -~ 2
~ Rifleman - 4
- Grenadier = 2
- Radio Operator
- Driver
e Securitcy Unit
- Leader
- Automatic Rifleman - 3
- Snipers - b

- Radio Operator ~ 1

As stated earlier, small sites and lesser iﬁsta]]ations may
not have assets to develop the force'structufe shown above. Comman-
ders of such sites or instailations should, however, be directed by "
policy to forrulate and’'arrange contingency measures to draw force
assets from the nearest available military or civilian law enforce-
ment sites, installations or agencies. For example, nearby active
military posts and state or local police could serve this purpose well.

Tactical Reserves may become necessary during an assault phase.
Where personnel are available, a second Assault Unit, identical in
make up and capability to that of the assigned SRT, should be mobilized
along with the SRT and undergo assault preparations with its front Tine
counterpart.

C-47
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Special Reaction Force Equipment. Equipment for the elements
of the Special Reaction Force need include only standard, low technology
items that can be found on most installations or sites with the possible
exception of an armored vehicle.

Iv. SPECIAL OPERATIONAL TASKS

Analyses of counter terror operations conducted throughout the
viorld by military forces and police agencies since 1970 uncover func-
tional task-areas which require examination subsequent to development
of theory (policyv) and practice (operational response). The task areas
ascertained from SAI study of terrorist cases are:

o Command and Control; command we]atibhsﬁipéiffﬂé
decision making process; task Fforcing/organizing.

] Intelligence (collection, dissemination, analysis)

o Negotiating

e  Communications
o Liaison with Media and Public Officials
o Support

Measures increasingly evident from stud§ of cases grew not
so much from what was achieved by counter terror forces, but from
what was NOT achieved. No doubt, a great deal remains to be known
about dealing with political, ethnic, racial or pathological terrorists,
however, the samp]ihg of incidents studigd, as well as simulated hypothe-
tical 1977/1983 terrorist events, provided a hefty number of lessons

" and Tessons learned. Among the real incidents studied were:

. C-42
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» PFLP hijacking of aircraft, LOD airport, 1972,
less than two months prior to infamous JRA/PFLP
LOD airpert massacre.

o Black September attack during Munich olympiad,
1972.

o Tupamaro kidnapping of U.S. Advisor Daniel A.
Mitrione, 1970.

® Black September séizure of U.S. Envoy to Sudan,
Cleoc A. Noel, subsequent murder, 1973.

¢ PFLP attack, Tel Aviv hotel, 1975.

® Metropolitan area police cases, District of Columbia,
New York City, San Francisco, 1975-1976.

o South Mollucan seizure of Indonesian Consulate,
. Amsterdam, 1975,

@ Hostage ~ taking, OPEC Ministers Meeting, Vienna,
- 1975.

9 Coordinated terrorist actfons, Wéshington,
D. C., 1977.

The first item of operations task interest listed above-- command
and control, etc. - has been covered in preceding pages of this section.

Thus, the second item - intelligence - begins this portion of analysis.

Intelligence. During a terrorist event, inteiligence informa-
tion is of prime importance in perfecting countermeasures. In hostage-
taking situations, both assault and negotiation tactics benefit from
early information about terrorists. It is because of this that SAI
has in;orporated into its Founter terror organizational MODEL, a small
reconnaissance team, or function, to aid the intelligence gathering
effort and why, too, a list of “"essential elements of information" °
(EEI) should exist to aid such effort. More precisely, intelligence
collection during events should serve the following needs:

C-43

X :
B . SV T s s sy



\Y
\

information for imminent tactical use by
counter terror forces.

information to flesh out a psychological
profile of the terrorist leader, and of
the group as well.

information about general and specific
terrorist modus operandi (for both present
and future use). ‘

general and specific information about
hostages.

The gathering of intelligence information during events shouid

begin immediately on recognition that an event has taken place and

should continue well beyond the event with interrogations of any cap-

tured terrorists and debriefings of hostages and coumtcr terror force

participants who confronted terrorists directly. - Negotiators should .

also be debriefed.

follows:

A Tist of intelligence collection sources is as

vy it 1

Initial Commander (1st ranking MP on scene).

' Bystander/witnesses of early terrorist

~working knowledge of barricaded area or

actions who have not been taken hostage.

Security and Reconnaissance Team of the
Forward Support Element (SRF).

Early-released hostages.
Negotiators.
Special Reaction Team. T

Facility personnel (those with intimate

areas to which terrorists may reiocate,

e.g., airfield).
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- Remaininé hostages.
-~ Local or other personnel who may be familiar
_with terrorists or terrorist organization...
Note: FBI and USACIDC should attempt to
‘Jocate such personnsl

@9 e e it 1Y P ——— v v e B e Rl S TR PRy SRR O

The on scene intelligence gathering coordinator in the SAI
‘organizational MODEL is & trained non-commissioned officer assigned
to operate within the Forward Command Post of the Special Reaction
Force. ilpon arrival at the scene, this individual should begin to - -~
obtain ihformation in ‘accordance with an inteiligence priority list

based on "essential elements of information “(EEI}. Special Reaction

* Force SOP should require that this individual ‘immediately debrief

those listed above who would be able to providé information early on.
Another immediate task should be to brief the Security and Reconnaissance
Team on this mission ond intelligence requirements prior to their em-
ployment. ‘

Thorough analysis of intelligence ~information should be accom-
plished by the USACIDC and intelligence personnel assenmbled as augmented
to the IEOC, however, bzcause the Special Reaction Force (Provost Marshal)
must pass upward to the IECC an estimate of the situation and recommenda-
tions for the developmﬁnt of options for military solutions to a hostage-
~taking problem, the Forward Conmand Post 1ntellvgence NCO must be capable
of limited analysis. ‘ i

‘ Below is a list of EEI for use by Special Reaction Forces dur
ing terrorist events:

- precise statement of terrorist demands

- number, condition, identixy and exact location of hostages

rr———

=" number, condition, and ident1ty of terror1sts, to include
- names of leader

" C-45
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; . - Identity characteristics of both terrorists and

. ” : hostages (e.g., clothing, d1sc1ngu1shab1e physical
: features).

- Terrorist weapons, explosives, equipment.

- Routines, movement patterns, and/or fiXed positions
of terrorists.

w - - . .
: - Terrorist behavior - characteristics.

- Physical characteristics of barricaded area (building,
other).

- Favorable access routes to barricaded area as well asﬁ
entries for assault breakthroughs or other type entries.

- Favorable terrorist escape routes.

MWhile much of the above information may be unobta1nab1e,
attempts to collect all must be made. Even: part1a1 information w111
aid the decision making process. A1l information gained should be
passed speedily through the Forward Command Post to the Instatlation
Emergnncy Operations Center (IEOC):

Actors and agencies not organic to tne reaction force structure
but sti11 appropriate to the intelligence gathering effart during events
can be:

- FBI analysts.

- Special agents, CIDC

- Mi]itary‘lntelligence analysts/operations.
- Contracted operativgs/in’ormants.

- local and state police. . )
- Host-country inteiligence agents.

'\..

. ' . The type and degree of participation of these personne] or -
: agencies will, of course, be dependent upon the nature of the terrorist
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situation, and the availability of such personnei or agencies. For
example, indirect contact - telephone or other type wire communica-
tion - may be just as effective a means of delivering information to
the IEOC as direct contact. To synthesize the input from theée
personnel or agencies, the IEOC would do well to inco§porate an all-
source intelligence mechanism so that information valuable to the
Forward Command Post ard negotiators will be more thoroughly analyzed.

The reconnaissance element of the Security and Reconnaissance
. Team'should have the equipment and flexibility to observe the target
area (building w/terrorists and hostages) from as close a vantage
point as possible. Situation-dependent, it is advisable for these
personnel to wear civilian clothing. Both polaroid and 35mm cameras
w/telescopic lens' should be used by this element, in addition to high=
powered telescopes for éentinued observation.

Future reactions to terror can only benefit from intelligence
gathered during incidents. CID and military intelligence personnel
should co@ﬂine to form criminal information and intelligence debriefing
teams and'every Tegal method pnssible should be used to extract maximum
information from released hostages, captured terrorists, and counter:
terror force participants. This information should be forwarded to a
centralized data bank where the information can be collated and then
analyzed and delivered tc government agencies with need-to-know.
Information obtained should also be part of "after-action” reports to
be maintained at installations as well as forwarded to higher head-
~ quarters and other interested Army agencies. ' |

In Harch, 1977, the nation's capital witnessed three simul-
taneously coordinated terrorist incidents. This precedent implies
that one incident on a military installation perpetrated by a terrorist
group could be followed by ancther on the same day or shortly there-
afterynecessitating that within an installation, when terror occurs,
security elsewhere should be strengthened,and that coupled with this
auxiliary seéurity effort, there be an intelligence gathering effort,
however fruitless the beginnings.of such may appear., In this effort
(criminai information and intelligence collection) CID, MI personnel,
FBI and local police can be of much value. OCONUS, CIA and Host-country
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organizaticns may also be able to provide assistance. This assumes that
a centralized intelligence gathering effort during terrorist everts

exist not only at installations but at the highest levels of government
as well.

Negotiating. SAI has evaluated several negotiating orQani-
zational and tactical concepts and techniques ranging from partici-
pation of trained Taw enforcement personnel to area or public officials,
to behavioral psychologists or psychiatrists, to deliberate use of
females; to the direct approach, and to soft, or subtie behavior
manipulation. Test results, however, have not shown conclusively
that any organizational or tactical approach will in all cases serve
better than another, or that a desired approach can always be im- .
plemented. In many cases, terroirists have determined their own neg-
atiator, and often their behavior, or behavior performance (acting
dut) has caused negotiating tactics to shift to different modes.

It oppears, then, flexibility in the selection of negotiatbrs and
negotiating tactics should exist at installation levels. Negotiators
should be capablé of employing different negotiating techniques and
have flexibility to switch from one to the other, that is, to be
direct at one point, subtle, or indirect, at another. '

This is not to suggest that there have resulted from analyses
of negotating methods only play-it-by-ear responses. In fact, sev-
eral, analytical results have provided guidelines applicable to any
hostage -taking situat10n These are:

(] Negot1ators should not be author1zed to make decisions
on terrorxst demands but vather communicate decisions

@ Negotiators must develop trust, credibility and rapport
w1thﬁterror1sts. This can be accomplished during neg- .
otiations by providing certain items that can benefit
the_terborists without jeopardizing hostages, counter
terror forces;for a U.S. government policy position.

Th
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e °  Selection of negotiating tactics should be based on
learned characteristics of the terrorists. Quickly,
negotiators must create a typology-profile of the

terrorists, or terrorist leader wi’ whom negotiations
* take place, in order to determine methods of approach.
) If a terrorist leader appears highly emotional, fright-
* ened and erratic, the negotiator will know to test his
approaches gingerly and attempt behavior manipulation
indirectly rather than directly.

Negotiators can be trained law enforcement personnel, not
necessarily psychologists or psychiatrists. However, there are
certain traits negotiators should have. These are:

o Ability to accept tension between two cr more points

i; : of view, maintain perspective and continue to possess
u integrity of his or her own thoughts.
) [/ Moral courage and integrity.
1 Ability to role-play.
v 0 Persuasiveness.
£ : ﬁ\ ) Ability to demonstrate empathy without becoming emo-

tionally entangled.

] Ability to foresee a negotiating approach in terms of
a logical sequence of events and outcomes,. yet an abil-
ity to cope with the unexpected by thinking and a¢ting
quickly and rationally.

] Patience.

0 Quality of "Tistening" i.e., ability to serve as a
sounding-board. ‘
{

(1] Knowledge of human behavior, especially "aggressive-
ness”. . (
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o General knowledge of the political and other motiva-
' tions of existing terrorist organizations.

° Ability to think as a terrorist and predict terrorist
responses to his or her tactical approaches.

Many of the above traits can be cultivated in training and
awareness programs and re-iterated in SOP of Special Reaction Forces.
S5till, because of the nature, or sensitiv%ty, of the negotiations,
and the enormous impact of regotIatlon 1neffect1veness, it is
recommended that ass1gnments of negotiators be approved by install-
ation commanders to insure that most of the above traits exist to
a substantial degree within the selectee. Whether the selectee
should be a trained military psychologist, a‘membev of the CID, or
2 member of the O0ffice of the Provost Marshal, should be decided
at the installation where a more personal appraisal of selectees can
be made. Negotiators can be individuals who haye primary TOE-assigned
duties, becoming negotiators as need arises. It is suggested they
be selected. from among volunteers, and that a test mechanism to show
that candidates meet evaluative criteria to be negotiators be ad~
ministered. FBI and major metropoiitan araa (NYC) police agencies
have such examinations on hand.

Because the nature of hostage-taking events 1S so unpre-
dictable, it is advisable that several negotiators be assigned on
installations to meet a variety of situations. For example, ethnic,
raciai and re]igibus motivés behind terror can be more effectively
dealt with by negotiators who have orientations similar to those
of the perpetrator. ‘

~ An additional comment about negotiators is that during neg-
otiations they are the forward effort of counter terror actigi@iés.
In immediate and on-guing confrontation with the tebrorists, they
must be trusted by the Snecial Reaction Force commander and the IEOC.
There can be only one negotiator at. any givén'time, interferenrg
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from above can ignite harm and disruptici, resulting in setback or
stalemate. To avoid temptatijon of interference, negotiators should
communicate from a location close to "but away from" the Forward
Command Post, and visits to that location from higher authorities
should be at a minimum. Further, it should be made clear in IEOQC
and Forward Command Post SOP  that their inherent duties do not
include negotiating.

As to where negotiators should fit within the counter terror
force structure, SAI staff has experimentally placed them in the
Fonﬂaﬁdeuggbrt Element of the Special Reaction Force within which
is constituted a Negotiating Team. This team tentatively includes
a Chief Negotiator and Assistant Negotiator(s). The Chiet Negotiator
maintains verbal Contact with the terrorists and is relieved of such
by the others when rest is required.

Also, as the thief Negotiator is dealing directly with the
tervorists, the Acsistant Negotiator should be developing questions,
new directions in negotiating tactics, analyzing terrorist responses
and comnunicating developients to the Forward Command Post.

Safety of Hostages. For counter terror forces, the ultimate
concern during hostage-taking situations must be (1}, the safe release
of hbstages, (2) protection of 1lives and well-being of all participants,
(3) apprehension of hostage-takers and (4) the protection of property
and equipment. Bound and limited by the need to mobilize a counter
terror plah‘and the force to activate and conduct such, counter tervror
forces can only proceed to care for hostages incrementally. These
efforts should begin with attainment of jaformation about the hostages

and end with their safe release. Below is a teatative list of require-

ments:

o - Determine.number, condition and identity of hostages.

] Ascertain‘basic and other hostageVneeds (rations, cloth-
ing, etc.) and attempt to arrange their delivery, via
negotiations.
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° Attempt, if necessary, to prov{de mgdica] care. and/or
. § o ' peaceful evacuation for woundad or 111 hostades.
° Determine psychological state of hostages and attempt,
. via negotiations, to communicate directly to them
- . - to reduce their anxiety. ‘
0 Ascartain if any transference between terrorists and

hostages has taken place and attempt to exploit this
transference, via negotiations.

@  Identify locations/positions of hostages in the”
barricaded area.

@ Debrief any early-released hostages.

0 Maintain, on site, medical and medical evacuvation
personnel/equipment. '

e Continue to include the safety of hostages as the

primary factor in plans for negotiations and other
tgctical efforts.

Hostages themselves can increase their own chances of sur-
vival by keeping in mind the following quidelines for hostage behavior:

e Try to stay as calm ds possible. Be assured police
and your family are doing all they can to see that you
are safely released.

° Don't try to fight the terrorists should they push you .
around. Remember they are probably as afraid as you
are and therefore unpredictable. They may also have
prearranged plans to bring harm elsewhere should any
of them be hurt' by their hostages.

° Don't discuss personal matters. There is no reason

= ’:: o

to tell them anything about-your family, job or property.
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Try to remember everything: what the ferrorists say,
what they look like, how they move. This information
could be valuable to the policeé later,

Do what the terrorists tell you to do and don't dispute
their commands. '

Attempt to escape only if it appears you will be success-
ful and only when you are assured there will Lbe no harm
to other hostages. MNever forget that your personal ac-
tions will have an effect on other hostages.

-

Rejiember that hostage situaiions have rarely lasted
more than two days. You will probably be fed and the
percentage is high that you will be released.

If you have an illness and require special medicines,
let your captors know this.

Try to calm othier hostages who may be acting irrationaliy.

Look and listen for opportunities to develop rapport
with the terrorists.

Communications. - Signal systems at the IEQC and Ferward Command

Post need be no different than those employed during other emergency
oparaticns.  Communications security should, of course, be a primary

consideration.

leaders of all

should maintai

On site, portable hand held radios should be provided
elermerits, to include components of the Special Reaction

“Team, and security and rsconnaissance personnel. Command vehicles

n their vehicular radics, and telephones should be in-

stalled at.the Forward Command Post, the.location of the Negotiator,
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and the SRT'smAééemb1y Area. The Negotiator, situation-dependent, .
may find it valuable to suggest to terrorists that a telephone be in-
stalled in the barricaded area if one does not exist. The 1oud-spééker
system and the still picture cameras (Polaroid) authorized the Military
Police Company by TOE should also be available for use. ’

¥
4

Weapons and Equipment. SAI has evaluated current
and projected techvology as well as basic equipment to &etérmine
those items which would provide counter-terror advantages, espec-
ially for use by forwardvelements. Among typekitems in existing in-
ventories are: .

o M16 rifles

0 Sniper-scopes

o Night Firing Devices (Startite Scopes)

' 45-calibre automatic pistols

e 12-guage, 20" barrel, riot-type shotguns
8 Hater-cannons (Fire Dept.)

] Riot Control Agents

8 - Bayonets with scabbards

@ Protective body-vests

8 Protective héadfgear

o CBR Detector Kits

] EOD bomb and axp]osipé detection/disarmament kits
° Walkie-talkies (Motorola) k

] TA312 te1ebhones/fie]d switchboard set

] Signal beepers, for tracking vehft]es
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can grow into a media event.

(]

Binoculars _

Rapelling rope/scaling gear
Light Assembly Kits
Searchlights, vehicular-mounted
Public Address Set |

Still camera (Polaroid)

Medical aid/First-aid kits
Automobile sedans

Trucks, Utility

... In unique situations, helicopters

Armored or protected (modified for protection) vehicle(s)

Except for five of the above items, all are authorized the
Mititary Police Company, and except for Starlite Scopes all are
readily available at most installations.

L

jaison with Media and Pub1ic.0fficials. A terrorist act

perpetrators is often the true objective of terrorist acts.
the access that terrorists have to media can determine either a

favorable or unfavorable outcome..
attention, such should be provided.

The platform that media can provide

Thus,

If the terrorists demand media
It may be learned that media

will serve as a catharsis for terrorist aggression, a hostility that,
if not for access to media, could be directed toward hostages. Madia,
. theretore, should be viewed by the counter terror force as a con-

structive adjunct to its counter terror plan.

On the other hand,

distorted perceptions of the objectives and immediate intentions:of
both terrorists and counter terrorists "on the part of media" could
have disastrous results. An imperative, then, is that close Tiaison
and rapport between the counter terror force and media should be ‘
accomplished immediately and sustained, and this should be the re-

sponsibility of the installation's Public Affairs Officer (PAQ). The

R L S B e i
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PAO should insure that media personnel receive a true, up-to-date
account of the terrorist event via methods that will not interfere
with on-going operations, and that their presence, on site, be
effectively coordinated. The Installation PAO must also coordinate
all military news releases through appkopriate higher PAO channels
to ensure uniform reporting procedures. Further, information that
could be misconstrued by terrorists listening tq/Observing media,
and produce dangerous ovartones, should be withheld. Timely, well
prgpaned briefings and accompaniment to on site activities can
prészvent negative media. Installation commanders should make the
determination as to whether a media briefing Jocation would be
more effective close to the IEOC or by the Forward Command Post.

As to public officials, they too should be briefed accordingly
and, unless required, they should not be allowed to attend on site
activities. If required on site adequate protection shou}d be pro-
vided.

Support_gLogistics). In the terntative counter terror orgaqi-

~ zational MODEL, a Forward Support Element exists under control of the

Forward Command Post and includes personnel tb provide medical, trans-
portation, rations, equipment and communications support. It is en-
visioned that much of what the Special Reaction Force needs for support
is on hand on the installation and so the Forward Support Element in-
cludes but a small team {four personnel) to coordinate forward deliv~
eries,’

A SbeciaTQReaction Fofce SOP should include methods and provis-’
jons for resupply, and ary additional support beyond the SRF's capa-
biTities should be requested from and coordinated by the IEQC.
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Other Events

The hostage-taking event has received primary emphasis in
this section.Although bombings and kidnappings have been acts directed
against US Army personnel and property, there are no innovations or
special strategies to meet these other events that have not been
incorporated into existing security procedures of the US Army or of
federal, state or local governments and which have not been treated
in existing studies and documents. Therefore, the hostage-taking
situation, so unique, complicated and potentially more dangerous
than other events, as requested in the US Army RFP has received greater
attention.
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AWARENESS PROGRAM
EDUCATION - TRAINING

An overall program of education and tra .ing to create aware-
ness of terrorism must be implemented. Preconceived notions, varied per-
ceptions, and common misunderstandings tend to create unnecessary and
unproductive actions or expenditure of resources. This overall aware-
ness program is two pronged with many facets. First, education of
respansible individuals taking the form of formal instruction at branch
centers and schools, orientations which could bring together military
and civilian authorities in a controlled seminar forum, and articles
in Army professional periodicals. Second, is the training of individ-
uals and teams to attain skills and specialties to cope with terrorism.
This combination of education and training can achieve a well balanced
approach to countering terrorism - both before, during, and after the
occurrence of such an act or incident.

EDUCATION PROGRAM

The Draft DOD Handbook 2000.12, Subject: Protection. of Department
of Defense Personnel Abroad Against Terrorist Acts, contains a com-
prehensive bibliography outline on the subject of terrorism. This
outline was examined in detail and it was determined that it is ideally
suited to be the framework for developing and overall education pro-
gram for the Army. This outline is particularly valuable in that the
Draft DOD Handbook contains extensive reference lists for each of the
subject areas l1isted below.

1. TERRORISM/COUNTER-TERRORISM - GENERAL
a. Definition

“b. History
¢. Theories & Concepts
d. Psychology -

e St
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II. ’TERRORIST OPERATIONS
a. Urban Revolutionary Warfare

) b. Terrorist Tactics
¢ (1) General
(2) Kidnapping
* (3) Assassination
(4) Bombing
(5) Skyjacking
(6) Others
c. Regional Activities
~ (1) Global
(2) North America
(3) South/Latin America
(4) Middle East
(5) Far East
(6) Europe
(7) USSR
(8) Africa
d. Terrorist Groups
(1) PFLP, Al-Fatah, Black September
(2) IRA
(3) Baader-Heinhof
‘ (4) Others
: e. Propaganda Activities
i f. Incidents
! Material Resources
% ' 1I1. COUNTER-TERRORIST OPERATIONS
; a. Policy/durisprudence Aspects
(1) U.S. i

i
(2) International

b. Prevention Techniques
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(1) General

(2) Individual

(3) Family/Residence

(4) vehicle

(5) Facilities

(6) International .
c. Repression Techniques

(1) General

(2) Kidnapping

(3) Assassination

(4) Bombing

(5) Skyjacking
d. Nuclear Related Activities
e. Media

" ‘Using the above outline Véhyinéma;gg;;ﬁéLWe}é“dé;éigggauﬁé
follows (a detailed §ubject breakdown is shown at Figure D-1):

o Seminar for Senior Officers (16 hours) - These
seminars are intended for grades 0-6 and above. They are intended
to provide a general background on the subject in order to deal more
effectively in policy decisions, as well as crisis management.

o Seminar for Middle Management (32 hours) - These
seminars are intended for grades 0-3 to 0-5. They'are essentially

patterned the same as seminars for senior officers, but in more detail.

They are irtended to provide a working knowledge of the terrorism
problem.

8 Program of Instruction for Army War College (24
hours) - This POI has its emphasis on-terrorist operations, primarily
in terrorist tactics and regicnal activities.

A}

e Program of Instruction for Command and General
Staff College (18 hours) - This POI emphasizes counter-terrorist
operations, particularly prevention techniques.

D-4
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o Program of Instruction for Officer Branch Basic
Course (9 hrs) - This POI is intended to provide at all Branch Schools,
an introduction to terrorism. Any more time devoted to the subject
during the Officer basic course would tend to be counter productive
during the formulation of basic Officer skills. :

o Program of Instruction fdr Officer Branch Advanced
Course (17 hours) - This POI is intended to provide, at all branch
schools, a good understanding of terrorism and associated problems.
It is structured the same as the basic course, but in more detail.

o Program of Instruction for Institute of Military
Assistance (35 hours) ~ This POl stresses counter-terrorist operations,
and particularly prevention techniques. IMA has been a primary ac-

“tivity in developing protective measures for individuals and has an

existing training program; however, the recommended PQI should be the
minimum to be included in the various military assistance courses
taught. '

;) Program of Instruction for Military Police School
Special Course on Terrorism/Counter Terrorism (45 hours) - This_is intended
to be a special course conducted periodically by USAMPS. It should not be
Timited to Military Police officers and USACIDC personnel. It provides
a good understanding and working knowledge for coping with terrorism.

o Program of Instruction for Military Intelligence
(28 hours) - This POI is intended to provide Military Intelligence
personnel a background in terrorist operations, regional activities,
and an exanination of specific terrorist groups. Additionally, back-
ground on counter terrcrist operations is provided.

e Program of Instruction for PLb11c Affairs O0fficers
(15 hours) - This POI is intended to provide a broad, general back-
ground on “a1l aspects 'of the terrorist problem. Particular emphasis
is placed on U.S. and International policy aspects and the role of
the media. o o
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]
.o e Program of Instruction for Judge Advocates General
(9 hours){— Ths POI provides an overview on terrorism merely to create
a hasic awarseness of;terrorism; however, emphasis is placed on juris~
prudence aspects. '

_— o Non-Resident Course by the Military Police School
(45 hours) - The POI for this non-resident course is the same as the
special resident course described above. Consideration should be
given to estab]ish,a mobile training team capability to conduct this
course.

e Orientation of Installation Commanders (16 hours) -
This orientation is to be provided individuals selected to become
installation commanders, either on an individual basis or in small
groups. It is intended to provide the individual with a background
on the terrorism problem and measures to cope with it.

] Orientation of Installation Provist Marshal Des-
ignees (24 hours) - This orientation provides the same background
given the installation commander but most of the emphasis is placed
on counter-terrorist operations. This is because the Provost Marshal
will probahly be responsible for the installation counter terrorism
plan.

o Orientation of Key High Level Staff Officers
(22 hours) - The candidates to receive this orientation should be
selected on the basis of job responsibilities rather than grade. It
is intended that a good background on the terorrism problem be pro-
vided those staff officers havihg responsibility for developing poi-=
icies to counter terrorism and who could be invoived in crisis manage-

ment.

0-6

~
3
Caig o o

SR B I W TG S P QP



i
L 4



% LINE LINE
i NO. , HO
i3 17 1. Terrarism/Counter-Terrorism - General 32 1II. Counter-Terrorist Operations
O 2 ' a. Definition 33 ‘a. Policy/Jurisprudence Aspects
3 3 b. History 34 1) U.S.
g 4 ¢. Therories and Concepts ! 35 2) International
: 5 d. Psychology : _ 36 b. Prevention Techniques
' 6 II. Terrorist Operations 7) é] Generai
L. 7. a. Urban Revolutionary Warfare 38 2) Individual
£ 8 b. Terrorist Tactics 39 3) Family/Residence
¥ g . 1% General 40 4) VYehicle
‘| i0 2) Kidnapping 4] 5) Facilities
* 1 3) Assassination 42 és) International
- 12 (4) Bombing 43 c. ression Techniques
£ 13 (5; Skyjacking 44 1§ General .
i 14 (6) Others 45 (2; Kidnapping
- | T 15 ¢. Regional Activities 46 (3) Assassination
| ~ 16 1) Gloval 47 (4} Bombing
- 17 2) North America 48 (5) Skyjacking
& : 18 (3) South/Latin America - 49 d. MNuclear Related Activities
> L ' 19 0 (4) Middle East 50 e. Media
; 20 (5) Far East
; . g; . égg Europe
: ‘ USSR ATEC.
‘ ‘ 23 ~ {8) Africa NOTES:
: 24 d. Terrorist Groups , " - Hours broken down to lettered subparagraphs only.
! gg (;) ?kg .\~ Totals for major blocks of instruction are under- e
? 27 ; §3; Tupamaros ' lined, other numbers indjcate subtotals.
; 28 (4) Others - Further allucation of time on areas in ‘numericai
S 29 Propaganda Activities . subparagraphs, i.e., (1), (2), etc., should be
' ‘ Incidaats " determined by the course planner. - .
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_ TRAINING PROGRAM

SAT has approaciied problems of counter terror training in se-
quential phases. In the initial phase, by first identifying opera-
tional events to be carried out by counter terror forces and individual
members of these forces; second, by sorting out and differentiating
operational units and individuals; third, by relating operational
events to training subjects and those units and individuals required
to conduct these events, thus, to be recipients of identifiable
training subjects.

In the second phase, SAI investigated training methods in order
to match and select options for the most practical way to deliver sub-
jects to related recipients. The final phase consisted of develop-
ment of a training MATRIX which includes and relates training subjects,
recipients and methods. This MATRIX is presented on.the following
page. It is recommended that subjects be incorporated into a Program
of Instruction (POI) that can be taught not only at the U.S. Army
Military Polica School but also at installations and sites. It is
recommended further that those subjects designated for installations
or sites in the form of CPX and field training exercises be repeated
sufficiently to insure that newly-assigned personnel are awsre of thejr
requirements and proficiency in training is maintained.
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Specfal Reaction Spzcial fleaction
Training Subjzets Training Hoda Studants ¥2 Schoal All, 1EOC Forces (Minus SkTs) Teams {SRT$)
% Terrorisa ,
- Perpetrators Lectuire, Conference
o Organizaticas X o X X X
o Individuals X X X X
- Terrorist Goais 8 Objectives ' Lecture, Conference
e Political . X X X X
e Religious/Ethaty, . . Separstist 3 X X X
8 Marcenary X X X X
- Terrorist Acts & Hethods of Oparations Lecture, Conference
o Bombinqs X X X X
» Hostaga-takings (barricades) and X X X X
~ kidnappings
¢ Assassinations X X ) 4 X
a WijackinusSkyfacking X X X
o Other X X
« Yerroeist Weanons and Technology ® ard Demonstrziions
o Smell amms ' X X X X
@ Shoulder~tired hand-held misciles X X X
o Bombing devices . )!. : X X
& Counter-Yerror * Lacture, Confaroncs
- Pre-event
o Intelligenca X b ¢ X
@ Security X X X
« Crisds Management at Hilttary {n- Lecture, Conference, X X :
stallations and Field Sites/instal- Practical Work, CPX's k
lation Emérgancy Operations Center ‘
{1€0C Operatfons) , . . ,4
- Liatson wHadia snd Public O€ficials " X X X i
- Soecia) Reaction Forca . Lectury, Confeérence X X (I § ; 3
@ Organizatien X X X 4 :
o Command Post Activities ’ X X X X N
® Comaunicatfons t ' % H X ::
- Intelligence Collection Lecture, Conference, X X X X *
during Operatieas . Praceical Mark, CPX's K]
~ Hegotiating Tacties Lecture, Conference, 3 ) X
] Practical Work, FTX's . . .
-~ Assault Tactics . v " X k X

Figure D-2. Training Program Matrix
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Special Reaction

{Cont*d)

- Usae of Snipers

- Safety of Hostages

- Heapons and Techralogy

o HIS rifle . . , 12-guaga
shotgun . . , 45-Calibre
pistol

o Sufperscopes
e liight Optica) Davices
@ Riot Control Agen’ts

- o CBH Datector Kits

1]

¢ HulHe-THMcs/TA-SlZ';
Special Training

¢ Rapelling

¢ Hall Szaltng

e First Aid

¢ Oriving Techniquas

Training Moda ) Students 2 School A1, 1eec
Lecture, Confcrenca, X

Practical Wark, FTX's .

Lectura, Confsrence, X

Practical ¥ork, FTX's

Lecture, Practical X

Hork, Desonstrations

“ .

Figure D-2. Training Program Matrix (Cont'd)
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- INSTALLATION VULNERABILITY DETERMINATION SYSTEM

- INTRODUCTION

1f one attempts to treat a mifitary installation in a strict
generic category, and design countermeasures accordingly, the result
would be wasted resources in terms of money and personnel. It is
obvious some installations are more vulnerable to terrorist activities
thanm others. For the purpese of this study it is5 not practical, nor
is there time or money, to survey and individually design counter-
measures for each U.S. Army installation. Additionally. such individual
surveys would be valid only at the time such a survey was conducted. -
Conditions change. Installation are opened and closed. What is
needed is a measuring device which provides a continuous means for

" determining priorities or actions to be taken in order to reduce any

installation's vulnerability to terrorist acts.

The purpose of this installation vulnerability determination
system is to provide a comparative measuring device for the relative
vulnerability of groups of installations to terrorist acts or inci-
dents. It is intended to be used as a staff officer's analytical
tool to establish priorities of actions, and allocations of resourcaes,
to reduce the vulnerability while at the same time conserve manpower

~and money. The more vuinerable installations should be directed to

take certain actions, and be allgocated resources as appropriate, to
reduce vulnerability. It is not necessary, or practical, for all
installations to be directed to take the same actions. This system
has purposely been kept relative]yVSfmplg, does riot involve sophisti=
cated calculations, or highly specialized parsonnel to use it.

To determine the vulnerability of any given installation,
in the absence of a specific threat based on _hard fntelligence, ten
major factors are considered. These are broken down into subfactors
and degrees with a point value assigned. As introduction to the
detailed breakdown of the quantitative value, the major factors to
be considered are: ’

-2
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Installation c¢haracteristics and sensitivity
Law enforcenment resources

Distance from urban areas

Size of installation

Routes for access and egress

Area social environment

Proximity to borders

Distance from other U.S. military installations
Terrain

Commuﬁications with next higher echelon

e o O ® © O e o0 . 'S e

It is readily apparent that any individual factor should not
be a determinent in isolation of the other nine. There are obvious
relationships between the factors. The system works on a scale of
0-100, whereby the higher the value the higher the vulnerability.
Again, this is a system thatVCan be used in the absence'of a specific
threat based on hard intelligence (a condition that has proven to be
unlikely). If a specific threat against a given target, or targets,
were provided then specific countermeasures can be developed to meet
that threat.

- To establish the quantitative values for the major factors,
two independent judgemental processes were used with a combining of
these processes‘fn order to provide a degree of confidence to the
values used. First, the SAI study team, while developing the system,
applied values based on its experience and judgement. Second, a group

 experiment was conducted. 1In selecting the group it was desired that

the participants be in the mi]itary Taw enforcement field, have be-
tween 5 and 10 years service, and that they not have a current assign-

.ment to an installation. The officer's advance class, in an academic

environment at the U.S. Army Military Police School, provided an ideal

group. Out of 58 participants, §0 valid responses were used to analyze
statistically. The group of 50 valid responses represented a total of

235 years of law enforcement experience. After analysis, the findings

of the experiment were matched to the initial SAI vdalues, and while no

great disparities-occurred, the SAI values were influenced and changed

accordingly.
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- FACTOR QUANTIFICATION

e Installation Characteristics and Sensitivity (Total 18).

' This particular factor considers the "attractiveness" of a given
installation as a target for a terrorist act. There are four sub-
tictors, First, a sub-factor considers personnel as hostage
candidates. General Officers and foreign personnel assigned to
the installation are considered. Second, the sensitivity of the
installation mission i¢ considered. Nuclear and chemical storage
sites, ASA, would receive maximum value. R&D and training would
receive lesser values. Third, an open post is assessed the ‘maximum '
for this subfactor and a closed post is assigned no points.’fFourth,
an installation that is considered, or contains, a symbol of national
significance is assessed the total number of points, e.g., Arlington
National Cemetary; Ft. Monroe, Ft. McNair, etc. The points in the
four sub-factors are additive to provide the resultant for the major
factor.

6 pts (VIP (1 pt/star) and foreign personnel (3 pts)
6 pts Mission sensitivity (e.g., ASA, nuclear,
chemical, training) ‘

3 pts Open post (zero for closed post)

e g e ——
e s

: e Law Enforcement Resources (Total 13). Three categories

: of law enforcement resources are considered; i.e., military, federal

i and local. In that the law enforcement resource is responsible for

law and order it should be given a heavy weight when quantifying vul-

! nerability. These also are the people who have as a mission assessing

' and compensating for physical security weaknesses. The military is -
given more point valué because they are immediately avai1ab1e,anu
under the direct control of the installation Commander. While this
fupction is normally performed by Military Police (MOS 95B) other
military personnel resources may be counted if they perform,1aw
enforcement or physical security as a primary duty. The FBI and

A
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local authorities are considered supplements to the militar. resources
organic to the installation; therefore, are not weighted as heavy.

In this particular factor the higher the resource the lower the

vulnerability, thus the lower the quantitative value.

. Military Police (on duty or available within 15 minutes)

9 points 0-50
7 50-100
4 100-150
2 150-200
0 200 plus .

. FBI (OCONUS installations use host nation equivalent)

2 points max {use 1 agent/30 min ratio = 0 and go to
max of 2) ’

.. Local Civil Authorities
2 points max (use 4 persornel/30 min vatio = 0 and
go to max of 2)

e Distance from Urban Population Centers {Total 12).
For the purpose of this system an urban population center is defined
as an urban area that exceeds 100,000 population. “Almost without
exception, experts on terrorism state that heavily populated urban
areas are conducive to providing advantages to the terrorist. Con-
cealment of supplies and equipment is made easier. Safe houses are
more readily available, there is more of a tendency for popular
support, and thera is more freedom of movement in the relatively
obscurity among the masses. On the other hand, small population
center, or Tow population density areas, strangers are noticed and
local law enforcemerit personnel tend to be close to the day to day
pulse of the inhabitants. For the above reasons, a relatively high
point assessment is given this factor as follows:

E-5
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.. 12 pts 0-60.miles

. 10 pts 60-90 miles
6 pts 40-120 miles
2 pts 120 plus miles

o Size of Installation (Total 10). The size of an installation
contributes te vulnerability. Two major considerations are the phy-
sical size in area and the population. It is obvious that the larger
the area the more difficult the physical security. One needs only
to compare a nuclear weapon storage depot with Ft. Bragg, N.C. to
i1lustrate this point. The larger the installation population the
larger the number of potential targets created due to increased re-
quirements for arms, ammunition, banks, schools, clubs, etc. Also,
with increased population the probability for infiltration and support
within js increased. The overall factor is weighted relatively heavy
with equal assessment value assigned to size and population.

Area

-~ 1 pt 10-100 sq mi

-- 3 pt 100-200 sq mi

-~ 5 pt 200 ‘plus sq mi

Population (military + civilian + dependerts)
-- 1 pt 50-500

-- 2 pt 500-2500

-~ 3pt 2500-5000

-- 5 pt 5000 plus

® Routes four Accesc and Egress (Total 10). There are three
major means of approaching and leaving a military installation, i.e.,
éircraf@zwyehicle, and boat. In quantifying this factor the following
Judgemental guide]inés are used. Because of the capability of a

helicopter to land and take off practically anywhere, all military
installations are considered equally vulpgrable. Therefore, only

airfields, military and civilian, are measured. Road networks for
vehicles should be judged in terms of freeways, major highways and

W Sk R 4 AR <t Al b e 4y



secondaky roads. The number of such roads approaching the installa-
tion should also be judged. For water routes only major waterways
or large bodies of water should be considered. A1l three factors
must be weighted in terms of poor, average, and excellent and the-
assessed values are additive.

.. 1-4 pts Airfields (poor-average-excelient)

.. 1=3 nts Roads (poor-average-exceilent)
.. 0-3 pts Waterways (none-poor-average-excellent)

o Area Social Environment (Total 10). This factor is
intended to give consideration to the social and ethnic environment, |,
on a geographical basis, which is external to the installation.

The vulnerability point assessments are based on the SAI threat _
analysis and other research papers. Some geographicai areas of the
U.S. either have a history of, or a tendency for, unrest and dissident
elements within the society. For QCOHUS installations the maximum

“value of 10 should be given. A map of the U.S. outlining the U.S.

by the described geographical areas is shown at Figure 1.

10 pts Hest Coast

5 pts Southwest

8 pts East

5 pts ! Mid-Atlantic
3 pts South

3 pts Northeast

3 pts Central

3 pts Northwest

NOTE: . Some installations may be assessed a higher, or lower, value
based on kaown local social or ethnic problems. A11 OCONUS installa-
tions receive a maximum assessment of 10.

o Proximity té Borders (Totil 9). This factor of vulnerability
takes into consideration the desirability of preparing for a terrorist
attack in a foreign country and also escape after the act. The juris-
dictional problems are readily apparent. The scuthern barder of the

- E-7
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U.S. is considared to.pose a greater problem, in this respect, although
this could change with time. In aséessing values for QCONUS installa-
tions the maximum vulnerability value of 9 should be used. For CONUS
installations only the ¢losest border should be used,

.. Mexican Border

-~ 9 pts - 0-100 miles

-~ 6 pts 100-500 miles

-- 2 pts 500 miles plus
. Canadian Border

-~ 6 pts : 0-100 miles

-~ 3 pts 100-500 miles

-= 1 pt ‘ 500 miles plus

NOTES: CONUS installations use llgsest border only
OCONUS dinstallations assess maximum value of 9

¢ Distance from Other U.S. Military Installations (Total 8).
This factor is considered because of mutual military support capability.
Distance is used as the measurement which also is a major governing
factor on response time. The other military installation in this case
does not have to be U.S. Army since all U.S. wmilitary resources can be
directed by the National Military Command Center or the lUaified Command,
as appropriate,

.. D) pts 0-30 miles

. 3 pts 30-60 miles
.. 6 pts 60-90 miles
.. 8 pts 90 miles plus

NOTE;  If a local agreement for military support exists with a non-
U.S. mititary instal]atipn, and the supporting force is exercised
pericdically, the non-U}S. installation may be quantified as above.
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o Terrain (Total 5). Terrain adjacent to the installation
is another external condition to be factored in the overall installa-
tion vulnerability. Some types of teirain or built up areas present
certain advantages to planning and executing a successful terrorist
act or incident. While relatively low in the overall quantitatﬁve
value the type of terrain around an installation must not be com-
p1eteTy discounted.

.. 5 pts Built up area
" .. 4 pts : Mountainous, forrested or
conducive to concealment
.. 2 pts Open

e Communications with Next Higher Echelon (Total 5).
Communications with the next higher echelon by itself does not have
a significant influence on determining the relative probability of a
terrorist act occurring unless the perpetrators have knowledge of
the effectiveness of the communications. Also, one should con-
sider communications as having some influence on the outcome of
certain terrorist acts. The more prolonged (e.g., hostage) the
act the more influence communications can have in providing advice
and assistance in coping with the situation. On the other hand,

a bombing is a sudden event and the communications then serve
primarily as a means of reporting. Both land line telephane and
radio must be evaluated. Land line telephone is weighted highar
than radio because it is more éubject to interruption, either by'
terrorists or by accident. A dedicated coimunications system of
either type has obvious advantages.

. Land Line Telephone

-- 4 pts Non-Dedicated

-~ 2 pts . Dedicated point-to-point
. Radio ‘

-- 1 pt Non-dedicated

-- O.pts. ' Dedicated
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- Bonus Points. There are two of the vulnerability factor
quantifications that can be influenced resuiting from actions taken
by the installation commander. These two factors are Area Socia]\
Envircnment and Law Enforcement Resources.

The assessed vulnerability value of the Area Social Environ-
ment can be reduced to zero if the installation command and/or Provost
Marshal is an active participant, on a regular basis, in meetings or
councils with other area law enforcement agencies; e.g., local and state
potice, fBI, etc. With the restrictions imposed on Faderal authorities
in collection of domestic intelligence, close contact with state and
Tocal authorities provides the most effective means for staying current
on the social environment surrounding the installation. With this type
of current information specific measures may be developed to compensate
for anticipated unusual events.

The assessed vulnerability value of the Law Enforcement factor
can be reduced if the military law enforcement assets have certain
capabilities. These can take the form of either unique equipment or
training. Unique equipment such as V-100 type armored cars, military
police aircraft, special firearms and suppression devices all tend to
make Tlaw enforcement personnel more effective. Unique training such as
sniper, special reaction team, negotiating gives additional capability
to law enforcement personnel. :

- Specific Targets

Due to the wide range of specific target candidates that
may be possible no attempt is made to specify targets. AR 190-13,
The Army Physical Security Program, provides excellent guidance in
this_regard, as well as a formal system for surveys and inspections.
The following excerpts will confirm this finding.

- Para. 1-39(b) Physical’iecurity officers are responsible
to the commander for identifying, in writing, activities specified
by the commander as mission essential, as well as those particularly

‘Vu1nerabﬂe to criminal acts or-other distruptive activities.

E-T1
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- Para. 1-3g(c) Insuring that the activities above are
inspected by physical security specialists to determine physical
safeguards necessary to provide reasonable protection.

- Chapter 2. Physical Security Planning

Para. 2-1 Considerations in planning includes - armed security
force, identifying specific targets.

-Para 2-1g Security plan will contain specific guidance
on planning and action to be taken in response to demands, threats,
or actions by terrorist groups.

- Chapter 3. Physical Security Inspections

These are annual inspections of mission essential/vulner-
able areas and are an adjunct to the annual physical security survey.

Crime surveys are formal reviews and analysis of conditions
within a facility/activity/area to detect crime, evaluate the
opportunity to engage in criminal activity, and identify procedures
conducive to criminal activity. They are not conducted on a recurring
basis but rather are authorized by USACIDC commanders after determining
the need.

- Chapter 4. Physical Security Surveys

These are an analysis of the efficiency and effectiveness
of the physical security plan and are conducted annually. Copy
of the survey forwarded to HQ DA who reviews and analyzes for overall
Army security posture.

- Appendix - Examplas of activities which may be considered
mission essential/vulnerable areas. ‘

COMMENT =~ ‘Add key pe;sonnel, particularly general officers/commanders
and schools/nurseries. ~Also things of'high'symbolic significance
(Tomb of Unknown Soldier, Monuments,‘Statués, etc.)

E-12
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It would be on;?/ natural to scrutinize the individual target
potential at those installations rated high on the vulnerability scale.
Likewise, the Physical Security Surveys for the more vulnerable in-
stallations should recelv2 increased command attention.
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COUNTERING TERRORISM ON MILITARY INSTALLATIONS
(The Intelligence Problem)

One universal constraint to planning effectiveness is the
lack of intelligence. This constraint applies in varying degrees
wherever US military installations may be.  Insefar as is now known,
no agency in the United States, local, state, or federal, to in-
clude the military, is authorized to collect domestic intelligence
until a criminal act occurs or there is a clear threat to the pational
security within the context of current federal law. The root causes
of this situation are theoretically the abuses of the system which
resulted in the passaye of the “Privacy Act” of December 31, 1974
and the issuance of Executive Order 11905 dated February 18, 1976,
concerning United States Foreign Intelligence Activities.

Compounding the probtem of obtéining information and intel-
ligance posed by the aforementioned documents, is the succession of
implementing instructions issued at every succeeding echelon down
the Tine. Specifically these implementers consist of DOD directives
(5200.27, 8 December 1975, Acquisition of Information Concerning
Persons and Organizations not Affiliated with the Department of De-
fense), Army Regulations (AR 380-13, 30 September 1974, Security,
Acquisition and Storage of Information Concerning Noa-Affiliated
Persons and Organizations), the Attorney General Guidelinas
(March 1976), Domestic Security Investigations), and a multitude of
supplements and directives issued by commands and installations to
"clarify and comply” with the source documents emanating from above.

As stated above, the basic reason for the flurry of restric- .
tions being placed on intelligence gathering agencies was the abuse
of some of the freedomigiven these agencies.i However, if there have
been abuses in the field of law enforcement intelligence, the sensible
thing to do 1s to correct the abuses--and not to déstroy our entire
intelligence capability.] ‘

F-2
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Dr. William R. Kintner, President, Foreign Policy Research
Institute, Inc., and former Ambassador to Thailand, addressed the
Senate Subcommittee on Internal Security on 18- June 1976 and stated:
"The first requirement of an effective anti-terrorist program is a

comprehensive intelligence operation. Intelligence includes not

“only precise information but also an analytical capability which

yields critical clues about the ideology. motivation, and 1likely ac-
tion patterns of the terrorists and about the changing patterns of
interlocks between the terrorist groups nationally and internationally.
The possession of facts alone still does not solve the problem, but
without the facts, the authoritie§ are condemned to act in a blind

and sometimes arbitrary or indiscriminate fashion, doing the terrorist's

work for him. My first suggestion is, therefore, that the American
people and their elected representatives must a7 some serious réthink—
ing on this matter of law enforcement intelligsice. Adegquate intel-
ligence is requirement number one in coping with the problem of
terrorism--and in the absence of such intelligence the most dedicated
police force in-the worid would not be able to effectively protect

its .community. Our society is bound to remain extremely vulnerable

to terrorism so long as the present paralyzing restrictions on intel-
1igence gathering capabilities persist. Furthermore, since terrorism
frequently crosses natural frontiers, the intelligence capabilities

of both the CIA and the FBI will have to be reinforced. I agree there
is a need for quidelines. But the existence of quidelines does not

require the kind of near total wipeout that now exists. " - (Under-
lining added for emphasis.)

While Dr. Kintner was addressing his remarks primarily to
the civilian community, it should be obvious even to the uninitiated -
that if the military is to combat terrorism, the same fundamental
principles and requirements apply. Dr. Kintner wént on to state
that there is no substitute for public alertness in making it dif-

" ficult for terrorists to function. This remark lends credence to

the awareness pfogram‘ih the miiftary that is advocated by SAI.

F-3
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During the question and answer period following his prepared
remarks at this same hearing, Dr. Kintner, in response to & question
from 3Senator Scott, stated: "I think one thing your committee might
well Took into in the future is the nature of the guidelines which
are being imposed on both the FBI and the metropolitan and State
police forces with regard to this type of activity. = For example,

i have heard some police departments are restraining their people
from even taking pictures of the demonstrators. I personally believe
that this would be a deterrent. Demonstrators are very cool about
police photographers. They 1ike to see themselves on the “tube".
They don't 1ike to see themselves on the dossier."

~ Deputy Chief Robert L. Rabe of the District of Columbia
Police Department stated at those same hearings, with Dr. Kintner,
and again in an interview with SAI, in his office, that his current
domastic intelligence is practically non-existant and that the D.C.
Police intelligence unit had been disbanded on orders of the D.C.
City Council.’

It has been the’general consensus among military law en-

forcement officials interviewed by SAI that as a result of the

restrictions placed on Federal (to include military) intelligence
gathering agencies, their only source of information would be state
and local officials. What is emerging is that in many of our major
cities and states law enforcement intelligence files dealing with sub-
versive and extremist organizations have been destroyed or otherwise
made inaccesible, and that law enforcement officers now find them-
selves almost paralyzed by the pyramiding restrictions on intelligence
operations. A few examples: |

- In New York State, law enforcement intelligence files pain-
stakingly built up over a 30 year perjod have been locked up since '
September 1975 and moét of the 24 members cf the 1nte111gence unit
have been assigned to other duties.

F-4
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- In the state of Texas, as a result of a law suit, the
Public Safety Divi. "2 has destroyed over a million card entries--
salvaging only those cards where convictions or indictments on criminal
charges were invo]yed. These.were transferred to the criminal files.

~ In New York City, almost 98 percent of approximately
1 million card entries were destroyed, leaving the intelligance unit
with a reported 20,000 cardc covering perhaps a third of this number
of indtviduals.

~ In Chicago, the files of the police intelligence unit
have been impounded since March 1975 leaving the unit witout access
to its own records. ’

- In Michigan, a Federal judge has ordered the State Police
to destroy the files of their intelligence unit and disband the
unit. This ruline is being contested.

- In Pittshurgh, the intelldigence unit has been wiped out,
and in other cities they have been reduced to levels which make it
impossible for them to operate effectively.

- In Los Angeles, New York and other major cities, the con-
trolling criterion governing law enforcement intelligence is that
no entry may be made about any person simply on the basis of member-
ship in the Communist Party or the Trotskyist or Maoist organiza-
tions, ur even in violence-prone groups such as the [names deleted .
to comply with AR 380-13].

From the foregoing, it is apparent that an individual's
record of conviction or indictment on a criminal charge facilitates
an intelligence organization's retention of law enforcement informa-
tion. Law enforcement and the crimipaﬁ“intelligence generated in
support of its investigative funcfions is not predicated on convic-
tions, indictments, or even arrests, but instead upon credible in-
formation indicating criminal activity. Consequently, law enforce-
ment is not-as hampered by restrictions as intelligence; however,

F-5
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intelligence access to law enforcement records is restricted and
may resu1t in false analysis and underestimation of the threat

posed. The free exchange of information between intelligence and

law enforcement organizations is necessary, if terrorism is to be
successfully combatted. The synergy resulting from a joint threat
assessment is essential and predicated on the belief that terrorism
requires the best efforts of all, not the singularly directed ef-
forts of law enforcement. To further reinforce this argument, is

it any wonder that the Yugoslavian Ambassador denounced U.S. security
precautions after his Embassy had been bombed for the third time

on June 2, 1976. The State Department's “profound regrets" are

no substitutes for sound intelligence procedures, which are the
chief arm of domestic security.5 Further, in October 1975, in hear-
ings before the Senate Subcommittee on Internal Security,; four of
this country's top police experts on terrorist bombinigs all complained
about the difficulties under which they were operating because of the
destruction or inactivation of intelligence files and the increasing
restrictions on their intelligence capabilities. Sergeant Arleigh
McCree of the Los Angeles Police Department told the subcommittee
that intelligence is relatively non-existant among our major police
departments today.

Following the resolution of the recent wave of terror in
Washington, D. C., T. R. Reid, a Washington Post staff writer, re-
ported in the March 11, 1977 edition of the Post that some D. C.
police officials and one member of Congress comglained that
restrictions on intelligence-gathering activities had hampered
police in dealing with the recent terrorist actions in the Nation's
capital.. Further that officers said they had maintained extensive
files until about 1974. They said the files were destroyed in the
wake of sharp public criticism of poiice surveillance of political
and racial groups. An qfficial in the Metropolitan Police intel-
Tigence unit said the lack of intelligence had hindered police in

- -
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their attempts to negotiate with the terrorist leaders. Rep lLarry

JMcDonald {D-GA) went further charging in a speech on the House floor

that the successful seizure of three buildings was "a direct result
of the lack of advance information" police could have obtained from
ongoing surveillance.

Certainly the first move that the military should make is
to address the tendency to provide for increased restrictions as
each headquarters publishes implementers, or as the implementers are
interpreted and enforced. A concerted effort by all concerned to
do that which is possible within the Congressianal/Presidential con-
straints would be a logical and necessary first step. Ih doing so,
such items as the following could be avoided:

- Purging of all telephone numbers and names of Federal,
state and local officials with official responsibilities related
to the control of civil disturbances, from the pertinent military
plans. (Expressly permitted in DOD Directive 5200.25 and AR 380-13.)

This incident occurred at Ft. Bragg, N.C., and was reported]y
done on the recommendation of the Office of the Inspector General
HQ Department of the Army.

- Remaval from intelligence files of written material
identifying'dissident persons and groups not affiliated with the
Gepartment of Defense even though this material was published and
available to the general public. (Expressly permitted in AR 380-13
so long as it is not inserted in name or subject files.) '

This incident occurred at the Terrorist section of the
Institute for Military Assistance at Ft. Bragg, N.C.

- During discussicns with the intelligence community at
HQ USAREUR it was stated that no serious direct threat against U.S.
military installations existed and that four political reasons it
would be more advantageous for the terrorist to attack West German
targetsaﬁ MNithin two weeks after-this discussion the Qfficer’s Club
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at Rhein-Main AFB and the NCO Club 2% -Bad Hersfeld were both
destroyed by terrorists. ‘

While it way be presumptuous to believe that intelligence
was available that would indicate these incidents might occur,
aggressive collection effort on the part of US agencies might have
uncovered leads. This action fails within those actions permis-
sible under Executive Order 11905 but according to interviews
with agents at the operating level, their actions are being re-
strained by orders and policy from HQ USAREUR to the point that they
feel completely impctent with respect to their intelligence gather-
ing responsibilities.

Conclusion:

Arthur Fulton summarized the situation in his case study
presented to the Senior Seminar in Foreign Policy. by stating:

"One point on which all authorities agree is the need for
juiproved intelligence on terrorists of all philosophies. In the

United States this is a sensitive matter at this time. The fallout
from "Watergate," the repercussions of numerous inquiries inte the
activities of intelligence agencies, the increasing concern over
privacy and the outrage over wire-tapping, all lead to a duwngrading
of intelligence capabilities rather than an improvement. The plea
of Director Clarence 1. Kelley of the FBI for legislation providing
for controiled domestic wiretapping falls on deaf ears. Local
police rush to destroy intelligence files and dismantle intelligence
squads because of suits by civil action groups. It is hoped that
we in the United States do not have to experience a "Munich" hefore
we respond. You can be sure that if such a disaster occurs, the
same critics now castigating and restraining intelligence agencies
because of their past activities will be demanding explanations why
those same intelligence agencies failed to know in advance of the
coming crisis. The American people and their leaders must "bite

F-8




the bullet" and, without further delay, arrive at a decision of just
how much intelligence investigating they will permit and on whom

the responsibility will 1ie if, in the future, it is not sufficicent
¢o cope with {nternational or domestic terrorism."7 '

Recommendations:

1. The Service Secretaries and Commanders at all levels
should institute a comprehensive review of all policies, directives,
and regulations cencefning responsibilities of--and restrictions
placed upon--intelligence gathering agencies to remove "safe-siding"
that inhibits exercise of full investigative/intelligence authority
authorized by the Privacy Act and Executive Order 11905.

2. Commanders at all levels should require of their
intelligence agencies the positive execution of intelligence ac-
tivities authorized under the Privacy Act and the Executive Order,
monitor compliance and punish individual abuses.

3. A comprehensive study should be accomplished which
evaluates the present restrictions on intelligence gathering with
the objective of submitting new legislation, if appropriate, per-
mitting the gathering of in-elligence sufficient to prdtect society
while protecting individual rights.

F-9
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FOOTNOTES

Senator Thurimond, Hearing before the Subcommittee to In
vestigate the Administration of the Internal Security Act
and other Internal Security Laws, of the Committee on the
dudiciary, United Siates Senate, Ninety-Fourth Congress,
second session, 18 June 1976. Page 26.

Dr. William R. Kintner, Ibid, Page 28.

Deputy Chief Rcbert L. Rabe, Ibid, Page 43, and interview
Washington, D.C., 26 January 1977.

Or. w1111am R. Kintner, Ibid, Page 25.
Dr. William R. Kintner, Ibid, Page 25.
Interviews DCSI HQ USAREUR, November 1976.

"Countermeasures to Combat Terrorism at Major Events,®
Senior Seminar in Foreign Policy, 18th Session, Department
of State, 1975-1976. Case Study by Arthur B. Fulton.
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APPENDIX G
REVIEW OF REGULATIONS AND PUBLICATIONS

During the course of the SAI study there were comprehensive
reviews of regulations and publications, both in effect and in draft,
promulgated at various levels of command. The two attachments provide
comments on some of the most pertinent directives, particularly the
Draft DoD Handbook 2000.12, Subject: Protection of Department of Defense
Personnel Against Terrorist Acts. In addition, assistance was provided
in developing Army Regulation 190-XX, Subject: Count.:ing Terrorism
and Other Major Disturbances on Mjlitary Installations. It is beiieved
that this new regulation and an associated DA Pamphlet and/or Field
Manual incorporating policies and procedures developed during this
study should provide the Army with a strong program for countering
terrorism, and other major disruptions, on its installations.
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MEMORANDUM
22 April 1977

- TO: " LTC D. Gallagher

COTR Contract No. MDA903-76-C-0272
"Countering Terrorism on Military-Installations"

FROM: Rowland B. Shriver, Jdr. %Eéél”"

Principal Investigator

SUBJECT: Review of Draft DoD Manual 2000.12, Subj: Protection of
- Department of Defense Personnel Against Terrorist Acts

The subject manual has been reviewed. This review is intended to serve two
purposes. First, to determine consistency with the findings of the SAI
study team to date in order to prevent duplication of effort on the part of

the contractor with what has already been accomplished by the DoD. Secondly!

to assist in providing Army comments on the subject manual to 0SD. Reviewing
draft publications of this nature is considered to be within the terms of
the current contract and not an additional item of work.

Overall, the draft manual provides good, detailed planning guidance for
protection of personnel. While the emphasis is on DoD personnel abroad,
much of the guidance can, and should, be used by personnel in CONUS. The
draft manual, understandably, contains numerous typographical errors. Since
the review was made for overall content no attempt was made to provide edi-
torial comments.

Due to certain portions of the manual be1ng classifjed CONFIDENTIAL, the
overall manual becomes CONFIDENTIAL. This tends to detract from the useful-
nass of the manual and would probably force users to extract and create
suppiements to avoid the handling of a classified document. The classified
portions of the draft manual were scrutinized to determine what the overall
effect would be should they not be included. As a result of this, it is
concluded that the classified portions do not significantly add te the in-
tended purpose of the manual and they should be deleted. A detailed review
of the classified portions is attached. If it shouid be determined that
the classified portions are necassary, an alternate solution is to have

a classified supp]ement to the basic manual and derive separate d1str1butxon '

formuize fnr the basic manual and the supplement.

There is contradiction concerning the applicability of the draft manual.
Paragraph 1-1 states; in part, "Information in this manual may be used as
appropriate by DoD elements in the preparation of plans and programs deal-
ing with any aspect of the terrorist threat". Paragraph 1-3 states, in
part, "The objective of this manual is to provide guidance...." These
statements lead one to believe that information.in the manual is optional
for use. 'However, paragraph 4-2 contains such words as “shall be reviewed
and assessed in T1qht of the provisions of this manual", "procedures gui-
dance and instructions shall®, "Chapters 6-9 of this manuaT....sha]] gav-
EMfteenns ", and “....in accordance with the provisions of chapter 10 of this
manual” - all tend to convey a mandatory meaning. Clarification is needed
as to whether the manual is intended to be an optional p]annxng guide or .
mandatory in nature.

" g-3
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MEMORANDUM
Page 2
April 22, 1977

Chapter 14 and Appendix H provide an excellent outline, along with an exten-
sive bibliography, for establishing a program of education and awareness of
the terrorist problem. SAI intends to use this outline as part of the
development of an awareness program for the Army. This subject was included
as part of the Second Quarterly Report, dated 15 Match 1977.

The subject manual, if unclassified, is considered suitable for wide distri-
bution throughout the Army. If distribution were made it would fill some
of the informational gaps that were noted in SAI field visits. It could be

the beginning of standardizing counter measures to terrorism on Army install-
ations. .

Attachment

G-4
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REVIEW OF CLASSIFIED PORTIONS OF
~ DRAFT DOD MANUAL 2000.12 DTD 1 MARCH 1977

Paragraph 3-3 - USG Organ1zat1on, Policy and Procedures For Response to
Incidents Abroad.

This paragraph deais pr1mar‘1y with the USG reaction to specific
terrorist incidents abroad and the management structure. It also provides
the USG palicy on terrorist demands and negotiations. While the contents
of this particular paragraph are of prime importance to high level decision
makers it doesn’'t necessarily follow that it should be disseminated to the
lowest echelon in the Army. Such a policy could be provided separately to
selected decision makers within a crisis management structure.

Appendi.. A - Pattern of International Terrorism. -

This appendix graphically displays statistics of international
terrorist incidents-1970-1976. While nice to know, this information does
not significantly add to he manual. It has been well established that -
terrorism has been a problem. Also, there appears to be a disparity between
some of the tables. For example, the graph on page A-1 indicates an overall
increase in terrorist incidents in 1976 over 1975; however, the tables on
page A-3 indicate a declining trend. Statistics are interesting but are
admittedly not very precise as regards terrorist incidents. The general
treatment 'given this subject in. paragraph 2-3, Development of Terrorism
World-Wide, appears to be adequate for the intended purpose of this manual.

Appendix C - Potential Terrorist Weapons.

This appendix presents a vast amount of detailed technical infor-
mation. There are so many technical details it is doubtful that the reader
can comprehend, let alone even read, the contents. An alternative is to
use the unclassified paragraphs in Sections II, III, IV, and V; which would
provide a general description, concealability, and specific types Tor various
categories of terrorist weapons. Detailed characteristics of these veapons
could be made available through intelligence channels, on a need to know basis.

Appendix D - Terrorist Incidents Against DOD Personnel.

The information portrayed in this one page appendix provides a
geographical breakdown of terrorist incidents against DOD or aff.liated per-
sonnel and installations during the period 1970-1975. This background infor-
mation is nice to know but not essential for the overall intended purpose
of the manual.

Appendix F - State Airgram 775, 5 February 1975,

This appendix consists of a compilation of policy guidance for
State Department use. While the information is important for inter-agency.
coordination it is of questignable importance below Departm“nta1 Tevel.
Additionally, many of the spec1f1c procedures outlined in this appendix are
also stated, in an unciassified manner, throughout the various chapters
of the manual. vastly, it is questionable as to the propriety of reproducing
State Department classified correspondence in a DOD publication.

Appendix G - State Cable 283548, 2 December 1975,

This append1x is a retransmission of.a State Department cable ;
concerning US policies auring abductions of Americans. The same connents L R
stated above for Appendix F generally apply to Appendix G. . ¥ :
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PROBLEM AND DISCUSSION

1. There is no US Army.regulation or directive dealing compre-
hensively with the problem of terrorism; rather, there are regula-
tions or directives which deal with isolated or peripheral aspects of .
the problem. "Matters that are treated are:

4]

Physical security of installations and equipment (AR
190-13) (AR 190-3)

Civil disturbances (AR 500-50)
Protection of officials (AR 190-10)
Serious incident reports (AR 190-40)

Criteria for protection of nuclear weapons and nuclear
storage facilities (AR 50-5)

Acquisition and storage of information (AR 380-13)
AR 190-45, AR 195-2, AR 195-9, AR 145-16, AR 340-21

Liaison with Federal agencies (Memorandum of Under--
standing)

Support of private sector during hijackings/skyjackings
of aircratt.

Terrorist operations are complex. '0ften, the victims of acts of terror
are not related to the target, or targét audience. Regulations and
directives supporting effective counter-terror programs must provide
guidance on a wide spectrum of terrorist activities. These are:

L0 0 o o 0 e ©

Bombings

Kidnappings
Hostage-taking/barricades
Hijackings/skyjackings-

“Assaults and ambushes

Incendiary/arson attacks
Assassination/murder_

G-6
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Riots
Threats
6 Blackmail.

While the above are also criminal acts and need not be con-
nected purely to terrorists, when they are perpetrated by terrorists
the effects of the acts reach beyond the effects of similar acts
conducted by criminals. Terrorist effects have political and social
ramifications which extend far beyond locations where terrorists acts
take place. The reactions of military personnel against terrorists
on military installations can have positive or negative consequences -
world-wide. Thus, it is necessary that US Army personnel have guidance
that relates specifically to the effects of terrorism and how such
effects need to treated. Matters of concern which are not covered or
not covered adequately in current US Army reguiations or directives are:

Q Comnand relationships (who is in charge, when? during
terrorist incidents)

8 Clarification/distinction among incidents (which are
terrorist, which are criminai?)

@ Clarification regarding supervisory relationships be-
tween US Army and FBI

e Duties and responsibi1ities at major subordinate com- ﬁ*
mands (installaticns and sites)

] What to do initially against specific terrorist acts...
reactions to:

- Domestic terrorists

- International and transnational terrorists (es-
pecially during kidnapping and hostage-taking/
' barricades)

] Size and composition of counter-terror forces
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0 Communications during counter-terror operations

o Negotiating and bargaining witﬁ terroéists

e Liaison with host country officials

] Security of personnel durirg terrorist operations
0. Developing speedy intelligence during operations

) Divisions of responsibi]if} among installation com-

manders, provost-marshals, CID personnel, military pe-
lice commanders, other personnel initially on-scene

0 Liaison with private sector officials/communities

] Reactions to, and use of, on-scene media {jourialists,
television and radio)

] Duties and responsibilities of Army public affairs
-officers
0 Assistance and protection of hostages and kidnap vic-

“tims during operations

5 Counter-~terror tactics (assaults, break-ins, defense,
use of snipers, use of EOD teams)

) Rules of engagement {when and when not to fire weapﬁns)l
o Identifying terrorists by type early-on during operations
e Organizing available combat-arms units

] Sealing off operationallareas

e Protecting innocent bystandars

o  Providing safe-withdrawal to terrorists when such has

been granted through bargaining procedures

e  ModiTying terrorist behavior during incidents (preventing
unnacessary harm to hostages or other victims)

-e -- Meaical support - -

[
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[ Specific pre-eMptive actions wheﬁ tefror is imminent:
- Protection of dependents '
- Protection of potential official materié] targets
- Protection of potential official human targets

- Implementation of pre-determined security alert
levels

- Identifying, approaching and detaining suspected
terrorists

- Preventing epidemics of fear among Military and
other populations, preventing "over~reaction"

- Use of weapons
- Rules of search

a Hand1ing mentally disturbed terrorists

® Reporting terrorist incidents, or threats, separately
from other serious incidents-

&) Responsibilities for counter-terror training and guidance
regarding training subjects.

RECOMMENDATION

2. Terrorism is a growing world problem. Since 1968, there have
been more than 900 incidents perpetrated by more than 140 groups. in .50
countries, wounding around 1,700 persons, ki11ing more than 800. Among
potential targets of terrorists, US Army installations rank high. Miti-
tary installations and personnel symbolize, to terrorists, authorities
against which terrorists have directed their Tong-range cbjectives. A
comprehensive US Army directive defining actions that must be taken
against terrorists at all levels, from Hqs, Department of Army, down

to subordinate field action units would certainly serve as a Lore

G-9
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effective regulating instrument than an array of directives dealing
with components of the probiem, which could lead to confusion and
omissions in the field.

PRELIMINARY COMMENTS, SPECIFIC EXISTING
DIRECTIVES AND REGULATIONS

a. AR-190-11, Physical Security of Weapons, Ammunftion,
Explosives.

Para 1-3b...no emphasis on performance criteria during
selection of arms room personnel.

Para 1-41...no mention of acceptable temporary sub-
stitutes, or of appropriate actions when standards have not been met
due to circumstances beyond the cantrol of the responsible commander.

Para 1-4m...if practical options were stated, thera
would be no need for exceptions. '

Para 1-5b...not specific as to just who should be de-
tegated authority...security, as a responsibility, should be placed
in the hands of.those subordinate commanders with d’-ect experience...
paragraph should state lower “type" command, so.as to prevent the in--
experienced from receiving the security mission.

Para 1-5¢...there are no comments as to what happens
when approved waivers are forwarded to HQDA.

Ch 2, Para 2-1...this paragraph allows local commanders
to'determine priority given to arms storage development. The priority
should be fixed at HQDA level, especially when US Army installaticns
are potential terrorist targets.

i Para 2-2(2)...does not state who will conduct weapons
inventories., nor how completed inventories will be validated, nor how
inventories should he pregrammad (uniformity, staggered, how?) nor how

a program of inventories is to be monitored.

*3
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Para 2-2(c)...does not cite actions when high incident
rates of threat occur.

Para 2-2d(2)...should specify type systems...para should
not be written so as to allow the intrusion detection system to be a

substitute for guard or duty personnel at any time.

Ch 3, Para 3-1...not specific enough in defining who
will conduct inventories, how inventories will be validated and mon-
itored. ‘

Para 3-1g...high degree of vulnerability regarding
munitions, NOT defined...directive to major Army commanders to pub-
1ish guidance should 1nc1ude comments as to required context of such
guidance.

b. AR 380-13, Acquisition and Storage of Information Con-
cerning Non-Affiliated Persons and Organizations. '

The thrust of this regulation raduces the Army's ability to
collect, store, collate and aralyze information on suspected terrorists
or terrorist organizations operating in the United States until opera-
tions are conducted on military installations, and then intelligence
collection must be restricted to the act itself. This may be the US
ter.uristds strongest suit. Paragraph six (6) pro#idés for exceptions
to the rule, but is vague in defining the degree of demonstrable threat
required before Army officials can request to conduct special investi-
gations without active incidents as justifiable background. The term
"characterizations”, which may mean “"profiie" or "modus operandi" or
something less, is not clear.

c. = AR 190-31, Department of Army Crime Prevention Program.

This regulat1on does not isolate terrorism as a type crime,
therefore does not 1nc1ude specific pre-emption or terror countermea-

sures. However, if terrorism wene to be listed specifically as a

- crime the regu]at1on s llsted Crime Survey would be a valuable

G6-11
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instrument on susceptible installations for before-the-fact intelli-
gence- scanning.

d. Memorandum of Uﬁderstanding, US Army and US Coast Guard,
Department of Transportation.

This memorandum does not cover situations involving US Army
personnel at Ccast Guard installations when terror is directed against
them specifically. '

e. Annex 0, "Garden Plot", Army Civi! Disturbances Plan C...

and 1etter’citing understandings between DoD and Federal agencies,

Subj: Military Support in Combatting Terrorism, Department of Justice,
10_November 1972.

These documents state that the FBI is in charge of counter-
terror operdtions on mititary installations in the United States.
Neglected are those situations when FBI personnel are unable tc be on
scene fast enough to jmplement control. The documents do not consider
the immediate responsibilities of installation commanders for the
safety of US Army personnel and/or equipment, which can be achieved
best and hurriedly by an installation commander with full charge to
make appronriate decisions.

f. AR 190-3, Physical Standards for Storage of CB Agents
and Munitions...being rescinded.
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CONSIDERATIONS
Premise

- Terror as a force in America .appears to be~de-esca1atin§.
Two hypotheses for this are (1), the Vietnam conflict ended, défusing
anti-war factions, and (2) there is, and always has been, a lack of
valid revolutionary causes in America. However, in de-escalation,
or silence, exists Tittle proof of intent. Silerice among US ter-
rorist groups can be evidence of defeat, or of reversed coils capable
of future acts. Dormant appearances, by themselves, are poor in-
dicators, especially when suspected reasons for terrorist silence
other than the above have some validity. In view of such reasons, it
is passible US terrorists are re-organizing, re-evaluating, even
p1ottjng.

Factors

Cues for actions adopted by terrorists are delivered by en-
vironmental stress. That is, political, social or other people-
effected events (national and/or local) impact on terrorist decisions
to increase, decrease or sustain responses. It is from these events
that reasons for silence among terrcrists can be perceived. Dis-
cussed below, in an effort to stimulate thought, are factors which
can be in the urdercurrent that motivates US terrorists.

Political. Leftists, it is known, viewed Watergate and its
undermining of the Administration as a sort of victory over the "right".
To them it meant a warm and wide glaze of new libekaTism might appear
acceptable to the body poelitic. With that Administration gone,

Teftists would not want a re-curving "right", which could have oC=

acts. Terror, normally left-wing associated, would have resulted in
certain repressions, a swing "right" politically. This implies that
extreme left terrorists have been held in check, perhaps by less ex-

treme Teftists, that is, in abeyance until a change in political climate.

H-1-2
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Terror, as’an issue, would benefit an incumbent during Presiden-
tial elections. Terrorists, not wanting to influence these elections,
would 1ie low. . Thus, .f US terrorists groups have some political savvy,
or can be reached by Tess extreme leftists who feel they have & stake
in elections, a valid reason for terrorist silence exists.

Social. In minds of extreme leftists, quantum progressicns
in federal dollars for social programs have not stripped the country
of major i11s. To a terrorist, if he/she is politically/socially
oriented 1eft, America has tco many have-nots, and only violence can
correct the imbalance. Although silent, terrorists of this genre,
who were active prior to the end of Vietnam and Watergate, remain
such, Recently, one of these groups published "Prairie Fire", a
manifesto that preaches violence. .

It is not social conditions as they really are that press
terrorists into particular actions. Rather, it is the way in which

‘terrorists perceive social conditions, and what these perceptions are,

that cause actions. Conditions may jmprove, but hard-core terrorists

will stay terrorists until the last issue is resolved to their satis-

faction. For terrorists, there is an array of issues in any societal

framework. Were it not for extreme repression, the Soviet Union would
have its rum of terror. In America, when race, employment or war are

not issues, terrorists pick other causes.

In reality, America does not have just revolutionary causes,
but to terrorists, through their distorted vision, there are causes.
Certainly, within a population over two hundred miilion, terrorists
find each other.

Method. The only base-line precedents US terrorists have to © -
develop Campaigns are foreign examples which effective in the mid-
sixties became obsolesceht in *he seventies. Latin American models
served US terrorists until it became apparent that perfected local
countermeasures easily reduce their effects. Uruguay's Tupamaros
(whose terror-tactics are rooted 4m those develeped by Israel's

He1-3
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Irgun) and Brazil's FLN (led by Carlos Marighella) were the models.
Both advocated urban terror aimed at causing over-reaction/repression
by legal governments; but legal governmeuts, once burned, invoked
controlled measures. In the US, democratic principles guaranteed
controlled response, thus terror by US groups fashioned py the Latin
American models hardly got off the ground. Marighella's "Mini-
Manual of the Urban Guerrila" proved effective in terms of providing
"how-to" advice for the conduct of type tactics but ineffective as a
spur to continued terror. In other words, US terrorists are without
"strategy"; they do not have a methodology by which to institute
terror with some assurance of success.

Sti11, no evidence existé that US terrorists are not in
search of dogma, no data citing that the current silence is not a
transitional period during which terrorists are attempting to evolve
precise strategies frum which to act later on. The manifesto ~
"Prairie Fire" could be a type foreword to such strategies.

Recruiting. No doubt, as the Vietnam issue subsided, quasi-
and true terrcrists drifted away from extreme groups o re-join
society. Often, last year's radical becomes tomonrow's corporate
attorney, businessman or salesman. The ranks of US terror thinned
considerably. Today, if terrorist groups are just skeletal, to sur-
vive they must recruit.  This is another characteristic of transitional
periods of radical organizations: burrowing underground in order to
re-build cells. '

When Vietnam was an issue, the era itself climatized a popu-
lation fringe that spawned pseudo as well as reai terrorists. Today, =
in America, the zeal for radicalism is spent. Only the hardcore, the
extremists steeped in dogma, would agree to terrorist assoeciatinas.
Recruitment, then, is probably slow, deltiberate, painstaking. -

This, certainly, would be an indication of prolonged silence...
also an indication that should terrorist groups grow, fibres will be
tougher.” " 7 N R
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Today, kncwn US terrorists are inactive; however, organiza-
tions once active have not disbanded, Silence being no indication of
intent, it is possible a transitional 'seeding' phase is their approved
activity-mode and that several internal developments can reach a con-
fluence from which re~newed terror will spring.  In truth, no one is
sure what US terrorists are up to. But if a valid picture is out of
focus, is it not better to develop alternative projections?

On the surface, US terrorists are silent but possibly "in
transition," biding time to develop new strategies, recruit, train.
Conversely, while there has been silence involving political ter-
rorists, there has been a rash of “particularistic” or "ethnic" ter-
ror. For example, recent acts perpetrated by Cuban exile groups in
Maimi, the Croations, and Puerto Rican nationalists. From this, we

- can state terror is a real present threat. We could also gerceive a

terror threat not in view of a cuntinuum of acts originating from a
planned campaign, but as the possibility of a single act drawn from
a plan ignited impulsively by even one or two neophyte terrorists.
More than once, a single act of terror has proliferated a dozen more.
One act against a US-based military installation could initiate
these. And if that one act seems to destroy property valued high
monetarily, let alone take lives, then certainly terror is, now, a
threat, and preventive measures are needed.

Baée-Lfne Statistics

While most terrorists incidents between 1968 and 1975 occurred
outside the United States, there has been a steady increase in the

f number of American targets. If the American target is the trend, cer-

tainly there is the probability of specific targets being selected in
the US. If terror is “theater", that is, a spectacular message de-

signed to attract world attention and receive payment on demand, then

H-1-5
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the American target, in America, will socn be, for terrorists trans-
national by type, the brass ring. Below are some persuasive data
covering period 1968-1975.

- of 375 terrorist bombings, 136 were US targets, 59 of which
were in the US

- of 123 kidnappings, 59 were of US citizens (12 in 1974...
26 in 1975) ‘

- of 137 hijackings, 21 were US oriented
- of the total 913 terrorists acts, 330 were US orijented.
A Problem

Minimum activity (near-silence) melts interest in terror as
a critical threat. Belief-svsten. desire credibiv information. k
Without hard intelligence, pathways toward rre-emptay > and counter-
‘measures are rolled up and shelved. Fields of targets are laid bare;
so when future terrorists strike, success probabiliti:s are greater.

In view of considerations discussed herein, to determine a
threat analysis of the slightest number of US terrorist acts should
not evolve would be remiis, and at some later point fatal.

Presently, Tlaw prohibits US agencies from developing intel-
Tigence on organizationé and ina.viduals not associated with specific
acts. There must be an obvious link to a terrorist act before
agencies such as the FBI can utilize operatives to investigate
organizations or irdividuals. This gap, or stop, leaves those con-
cerned about probdable terror with Tittle more than assumptions.
Neverthe1ess, assupptions, combined with past data, serve as precursors |
to probabilities. That‘is, it is worth pursuing a premise that silence
among US terrorists is 5 product of transition and that terror will
occur.

H-1-6
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Conclusion

Lack of intelligence on US terrorists precludes knowledge of
their near-term intent. Instead of capitulating to this lack SAI
intends to create specific case-probabilities playing terrorists
against US Army installations, using public data on pase events and
O0CONUS examples to define type minimum, moderate and worst-case
situations, subsequently to develop appropriate policies, plans and
countermeasures to deal with each.

H-1-7
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During October and Nevembzr 1976 the SAI study team made visits
to the following U.S. Army installations:

Fort McNair, Washington, D. C.

Seneca Army Depot, New York

Fort Rucker, Alabama

Fort McLellan, Alabama

Fort Bragg. North Carnlina

USAREUR, Heidelberg, Miesau, Kriegsfeld and Frohn-Muhle

These visits proved to be invaluable in collecting information, per-
sonal views concerning counter-terrorism, and absorbing the nature of
the problems faced by responsible individuals at installation level.
This "grass roots" input is vital in the formulation of realistic
policies, concepts, and methods to counter terrorism on military in-
stallations. A general observation concerning the visits is that the
outstanding cooperation and interest displayed by those individuals
contacted greatly enhanced this information collection effort. Another
overall observation is that many excellent individual efforts are

being made to cope with the protlem but all seem to be looking for a

~ total coordinated Army program. The following represents highlights

of each visit and is presented merely for information. Specific details,
or e]aborat1on, may be obtained from SAI, if desired.

® M111tary District of Wash1ngton, Ft. McNair, 6-7 October 1976
- The CG, MOW displayed keen interest in the study and
stated his concerns on the lack of domestic intelligence and DA policy
re: terrorism, the policy and planning is oriented toward the climate
of the late 60's, and that the degree of protection provided VIP should

not be determined by the person being protected. The Garden Plot plans

were reviewed and these plans could provide a good point of departure

for counter-terrorist p1ann1ng There were vGry1ng perceptions of the
threat but everyone aurped that "the Army has not addressed the matier"

It was believed that the person in charge for terrovist crisis management,
and an alternate, should be designated in advance. There was strong

H-2-2
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~feeling about the lack of armored vehicles, such as the V-100. The

MDW personnel were not aware of any DA guidance on dealing with a
hostage situation. It was indicated that there should be a policy on
things not to do, as a minimum. MDW has an outstanding regulation

on coping with bomb threats, a copy of which was provided SAi. The
Provost Marshal stated that'aTthough the area surrounding Ft. McNair
is one of the nighest crime areas of Washington, the post is calm. He
attributed this directly to the'professionaT, soldierly MPs at the
entrance gate who are highly visible and represent law, order, and
authority.

, -. As an additional note contact was made with the Inter
American Defense College at Ft. McNair . erning perceptions of the

threat against the Latin American student. It was stated there were
no extraordinary precautions taken and none contemplated unless dir-

-ected to do so.

o Seneca Afmy Depot, Romulus, New York, 18-20 October 1976

- Seneca Army Depot was visited in order to gain first
hand information relating to physical security of a large depot con-
taining sensitive items. Key points that emerged were:

-- Aliens in sensitive positions. The depot had
been assigned military police personnel who were aliens. Correspondence
voicing concern was forwarded to DARCOM. who sent it to HQ DA for
comment. It was returned giving no relief, solution, or apparent con-
cern. A specific case is now pending (Appendix H-3). The concern is
that the DOD civilian guard force that provides external security and
control, must be U.S. citizens but military security and technical.

personnel, in sensitive positions, within the exclusion area, can

be aliens with or without declaring intent to become U.S. citizens.

--Installation Access - The Depot Ccmmander stated
he could not deny access to the installation administrative area if
an individual had a DOD ID card, even though it is a closed post.

H-2-3

e e e e o . e et e




.

o

Y

-- Personnel - It was stated several times that the
depot needed more security personnel. A "Fifth Platoon" concept had
been developed which would permit more flexibility in rotation of
duties, training, etc. There is some validity to this because addi-
tional requirements keep getting imposed (e.g., recovery mission, special
reaction teams, etc.) with no additioral personnel authorization. It
has a definite morale implication. There did not seem to be a major
problem in maintaining the authorized strength. (The Fifth Platoon
concept requires an additional 55 MPs).

-~ Training Area - There was no good training area
available. Rifle ranges are at Camp Drum but Reserve Components have
priority.

; ' -~ Helicopters - Depot personnel all thought that
one or two UH-1 helicopters would greatly enhance the security posture,
particularly recovery operations.

-- Attitude Toward Physical Security Duties - It
was felt that physical security functions were downgraded with respect
to the overall lavw enforcement mission. The views were that it started
with recruiting policies that advertise patrol cars and apprehension
or the general image of a policeman with no mention of physical security
and guarding things, thereby misleading the enlisted. This was then
compounded by incomplete basic training and schooling prior to a phys-
ical security assignment. There was a very favorable opinion on es-
tablishing a physical security career field and MOS (95E). Interviews
indicated that there was definite interest in learning physical security
both as an Army career as well as preparing for a rapidly expanding
civilian trade. '

S

- == Physical Security Training - What Vimited
physical security training there was during AIT contained 1ittle or
no mention of terrcorism and how to deal with it. Discussions showed

“that there were diverse individual views on dealing with a hostage
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situation and techniques for negotiating. 1t was felt that the MP
Schocl should have integrated training for Special Reaction Teams
(SRT). On their own initiative, depot security personnel had re-
searched and obtained material from the Los Angeles Police Department,
Nassau County Police, newspapers, periodicals, etc. to develop
trainihg for the SRT. No guidance on the hostage situation had been
provided. AR 50-5, Nuclear Surety represented the only definitive
guidance.

-~ Equipment - TO&E and TA equipment included M79
Grenade Launchers, .45 Cal Pistols, M-16 Rifles. The security com-
pany had 8 V-100 armored cars but were experiencing a 70 percent
deadline rate, due primarily to shortage of parts. . The V-100s were
rebuilds from Letterkenny Army Depot and were issued"by DARCOM
special authorization. The armament and radios were to be issued as
separate equipment and difficulty was being experienced in obtaining
those items. Unit personnel were interested in a newer version, the
V-150 manufactured by Cadillac-Gage. They were interested in obtaining
starlight scopes and other night vision devices. The starlight scopes
were on the TO&E but not available for issue because DARCOM has lower
priority than other major commands with operational units with a STRAF
mission. The security company wias not authorized some basic equipment
such as compasses- and had only 1 pair of binoculars of 6 authorized.

-- Intelligence - Discussion indicated a possible
morale problem which could further reduce the already relative in-
errectiveness in collection of information. The primary factor was
the impact of the Privacy Act (AR 380-13) along with reduction of
personnel. The MI field officer had coverage of 3/4 the state of New
York which inciuded 1/4 the population. Four years ago the office was .
authorized 9 personnel and the current authorization is 1. When the 1

agent goes on leave or TDY (up to 3 monﬁhs) there is no coverage. The

assigned MI agent was highly experienced and motivated. On his own
he attended monthly meetings in Buffalo, New York with representation
by all regtonal-law enforcement agencies (e.g., state and local police,




e T T I e, o

P N NS SUCSR RV

Lo

~e

wx

FAA, Customs and Immigration, FBI, etc.). This was assessed as being
extremely valuahle; however, the MI agent could not file, except men-
tally, any material. On three separate occasions it was stressed that
dissemination of reports of terrorist incidents on other DOD install-
ations would greatly enhance training, motivation, and planning,

There was strong feeling in this regard. They felt that they were
working in a vacuum without knowledge of actual incidents. They
attempted to glean this information by word of mouth, newspapers, TV,
etc.

-- Miscellaneous

o Individuals dfsqua]ified from the PRP were not
reassigned in a timely manner. This could cause morale problems because
replacements cannot be requisitioned until vacancies exist.

o The military security supervisors fe.t that the
DOD civilian guards could be a problem in a crisis situation.

¢ It was suggested that MP units with a STRAF mission
conduct part of their training at the depot and thereby would be
available for augmentation. This would permit special training of
personnel in the 285th MP Co.

@ There was mention of a HQ DA message with SECRET
classification, announcing new restrictions on use of riot control
agents,

© Depot personnel felt that some of the AR 50-5
security requirements were overly restrictive and unsuitable for their
type installation. They would 1ike to see some flexibility in tailoring
requirements to their needs. '

This visit had two way dividends. Much information was collected

for the study effort and the discussions stimulated new ideas and con-
cepts among depot security personnel as well.

8 Fort Rucker, A]qbama, 27-29 QOctober 1976

This installation was selected to be representative of a
relatively isotated post with a specialized training mission. Siy-
nificant observations werce :

H-2-6
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~ There seemed to be a general feeling of low probabiTity
regarding the possibility of Ft. Rucker being targetted for terrorist )
acts or incidents. This could be attributed to a lack of awareness and B
understanding concerning today's terrorism coupled with the inability to -
collect and file domestic inteiligence. ’ ‘

- Ft. Rucker has a rather elaborate EOC with unique capabili- ‘
ties. The EOC was under the cnarge of a GS-12, who had been in that T
position for approximately 9 years. The facility is able to ccatrol
all cable TV on the installation with an override capability on the
commercial broadcasts and can function as a small TV studio. Radio
communications equipment provided the capability o netting with
emergency vehicles, aircraft, and PM operations. The EOC was re-
sponsible for writing contingency plans. At the time of the visit a
new plan dealing with a terrorist situation was being staffed. The o
EOC prepares a contingency plan reference chart which serves as a
quick reference of actions to be taken in emergency situations, as
well as identify resources that may be required. For each event.
identified there is a detailed written contingency plan. Sﬁﬂe prin-
ciples that had been established for ewergency planning were: e

-- Establish a command post in the vicinity of the event. ‘ -

-~ Establish dedicated communications between the com-
mand post and the EOC.

-- Designate on-scene commander.

-- Control movement of personnel at the scane.

- Physical Security MOS. There did not appear to be support
for establishment of a Physical Security MOS (95E). The PM preferred
consideration of an ASI ﬁb‘identify physical secur?ty proficiency.
This could be due to the fact that the primary function of the PMO
at Ft. Rucker is law enforcement with the majority of the physical L i Oj’"
security function contracted. , ‘ s

- Physical Security Contraci.  Security of the flight Tine and o ,
ammo storage was contracted to Transco, Inc., Cincinnati, Chio. IV
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" the northern part of Florida. The local FBI agent, was located in

provides for approximately 110 personnel, uniforms, weapons, related
equipment, and vehicles. The installation prouvides radios, training
ammunition, and POL. The contractor is responsib1é for proficiency

and 40 hours of dannual training, There is & no-strike clause in the
tontract. Twenty contractors responded to the RFP and 12 physically

surveyed the area to be secured. The cost of the current contract is \
$813,752/annum. - y

- Intelligence Div. The Intelligence Division on the instal- R
lation staff was headed by a civilian who had considerable tenure, L0

The primary function appeared to be processing requésts for security
clearances. There was no perception of a terrorist threat te the
installation. It was admitted that the installation was vulnerable
but would not be a target that terrorists would chaose. The Intell

-Division provided information concerning training of foreign stu-

dents ‘and stated there were no special precautions taken because of
these foreign elements. The prejected input for next year (CY 77)
is approximately 800. The following countries have been represented
in training at Ft. Rucker:

florocco Germany Saudi Arabia Fanama Peru
Denmark Iran Norway Ethiopia Taiwan
Guatemala  Spain Thaiiand ‘ Korea Israel

Mexico Argentina Belivia Canada Chile
Britain Venezuela Australia

- Military Intelligence. The 902d Mp Gp Resident Fieid
0ffice was manned by two agents, in 1974 there were 5, and had area
coverage of the southern half of Mississippi and Alabama along with

Dothan, Alabama approximately 25 miles away. The resident office did
receive a weekly intelligence report through MI channels Lut was
Europk oriented. The agents did believe that the Toval environment ; ~
(small agrarian non transient) had a favorable effect trom an intelli- : -
gence viewpoint. Local authorities knew what was going on in their

jurisdiction. - AR 380—13,'?rivacy Aet-et a1 had a definite effect on

the morale and efficiency ¢f the intelligence operatives. The agents
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© did receive information from state and local authorities but could

not file it. They retained it mentaily.

- Criminal Investigation - The CID had responsibility for
protection of VIP; however, the requirements for this by Ft. Rucker
were few. The CID office maintained close Tiaiscon with local police
authorities. In preparation for 4th of July activities they held
meetings with the local authorities in order to coordinate jurisdiction,
if required. The crime rate at Ft. Rucker was relatively low.

e Ft. McCiellan, Alabama, 1-3 Novemter 1976

~ The first day was spent with the installation security-
and law enforcement personnel.

Ft. McClellan is a reiatfve]y small instaliation, open
post, with training (MP School and WAC Center and school) the primary
mission: The 548th Supply and Service Bn represents the only "troap
unit”. As of 31 January 1976 the post population was 6,481 military,
2,765 civilians, and 1,781 dependents. There was awareness of the
terrorist problem and some contingency planning had been accomplished.

-The Provost Marshal reported directly to the Chief of Staff rather

than being submerged within another staff directorats. The 111th MP
Ca, which serves as the installation law enforcement element, is under
thé‘operationa1 control of the Provost Marshal and vas authorized 4
officers and 102 enlisted with 6 officers and BW en]1sted ass1gned

The significant points-of discuss10n were:

~-Provost Marshal - The Provost Marshal did percejve terrcorism as

-3 threat to Ft. McCle11an because it would be & low.risk‘target. ,wh11e

the installation is an open post all but two entrances are blocked

. except during morning, ncon, and evening rush hours. He discucsed the

limited -number of law enforcement personniel (approx 100) and that .

“although Ft. Benning wou1d provide back up forces the response wowid

be approx1mate1y 90 minutes under perfect conditions and that a more
realistic time wou]d approx1mate 3 to 4 hours. He sits on locaj Taw
enforcement. councils and stated that _e stablishing rapport wwrh 1oca1
authorities is¢ imperative. He lamented the fact that the L1111
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Disturbance Crientation Course, which brought military and civilian
law enforcement people together, was going to be discontinUe&. He
suggested that the MP School should develop seminars on terrorism
for combined civilian and miiitary participants. He had strong
conviction that countering terrorism on military installations should
be a law enforcement function with Provost Marshal responsibility.

Hz became very interested in the SAI study and fu.ly agreed that
there is no guidance to installations on terrorism but felt that it
would be a mistake to provide too much detailed guidance.

- Contingency Plans. The PMO had prepared numerous contingen- .
cy plans primarily for MP use. Of interest to the current SAI study
were plans for handling bomb threats, security of government officials,
a military assistance plan which provided for the 548th S&S Bn to
provide back up when MP resources were exhausted. There also was
a plan for dealing with hostage situations and this plan emphasized
that the safety and welfare of the hostage was the primary consid-
eration. Also, the hostage plan identified potential victims, all
of which were key individuals in post money handling facilities, and
did not give consideration to all potential terrorist hostages; e.g.,
the Commanding General.

- Criminal Investigation. A highly experienced CID agent had

“been in his current assignment approximately 3 months. For the

previous five yearc he had been a member of the Personal Security De-
tachment at SHAPE, providing personal security for the SACEUR. In
discussing his experiences he stated that in NATO Europe the terror-
ist threat was a prime consideration in planning perscnal protection
for VIP., He did not feel the Army had done enough to emphasize the
awareness of the terrorist problem in CID operations stating there
appeared to be no handle on the hostage prublem or jurisdiction.

.-The. CID office worked closely with the Anniston police aqﬁhorities

and alsu the lccal FBI agent wihose office was in Anniston. It was
indicated that Ft. McCleilan had a relatively low crime rate.

- o -
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- Military Intelligence."There was one sbecia] agent assigned
to the resident office. He had been in that job for approximately
two years. He did give information concerning the U.S, Army Intelli-
gence Agency (USAINTA). Effective 1 October 1976 USAINTA assumed
an Army ~wide mission whereas prior to that it was limited to CONUS.
Effective 1 January 1977 ASA. and USAINTA are to combine with the
Headquarters to remain at Ft. Meade, Maryland.

- Emergency Operations Center - The EOC was in the Directorate
of Plans, Training, and Security - Plans and Operations Div. It con-
sisted of desks for various staff elements, some basic communications
equipment and administrative supplies. The installation does have
Chemical Accident Incident Control plans and appeared prepared to
handle that contingency. The EOC was managed by a civi11aﬁ,GS-]1
who had been in the job for 10 years. He felt there should be a
requirement, and guidance, for establishing an insta]]atioﬁ crisis
management center with authorization documents for equipment.
Presently, equipment is scrounged and the facility capability is
left to the initiative of the individual 1in charge.

" The remainder of the time was spent with the Military Police
Schoel. Only a brief summary is provided at this time. Much of
what was discussed were concepts, and combat developments. Detailed
material is to be forwarded to SAI but at the time of the writing of
this report the materfal had not been received.

One significant point that should be noted is the distribution
and installation of J-SIIDS (Joint Security Intericr Intrusion De-
tection System). Information provided by the Combat Development
Directorate, indicated that while issues were being made.installa-
tion was experiencing delays anc is shown graphically on Figure H-1,
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@ Ft. Bragg, North Carolina, 4-5 November 1976

The visit to this installation began with discussions at
the Institute for Military Assistance (IMA). The purpose of these
discussions was to determihe what work had been accomplished on the
subject of terrorism and what capability IMA had in this regard. Key
points were:

- At the request of the Puerto Rico National Guard a
3 day seminar entitled, "Transnational Terrorism and Urban Violence"
was prepared for 20 key command and staff officers of the PRNG. Upon
completion of the seminar an after action report was prepared, a copy
of which was provided to the SAI team. This after action report con-
tained two significant recommendations -

(1) That IMA conduct a study to determine the feasibility
of producing a senior level seminar based on the needs of the Army.

(2) That both IMA and the MP School participate in the
development of the POI.

-~ The IMA, on its own initiative, has been very active
in obtaining a vast amount of source material and information on the
subject of terrorism from agencies outside of the government. It was
stated there is "no DA source". By studying this source material, and

by experience, a vast reservoir of expertise in terrorism exists at
IMA.

- It was felt that one of the most practical approaches
in deterring terrorist incidents would be to build images and create
facades, while maintaining credibility. The same point had been
brought up during previous visits. The IMA has devoted a portion of
a manuat on protection of MAAG and Missions against terrorism to this
subject. A first step in thiz area is awareness of the problem by
individuals charged with ihstal1ation security.

- Just as its name implies, IMA is oriented toward MAAG
and Missions. An integral part of this function is protection of

- personnel and facilities adainst teridrism. Much of this work could

be translated to policy guidance for Army installations and personnel.

H-2-13
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A day was spent visiting Ft. Bragg installation staff members
and elements of XVIII Airborne Corps. The following observations
were made: '

-~ Ft. Bragg is an extremely large installation, open pdst,
with a sizeable population. It would be practically impossible to
secure the installation. Pope AFB is adjacent to the north boundary
of the cantonement area and is in the process of becoming a closed
post. There appeared to be wide variance in awareness of the terrorist
problem. '

-~ Military Police Aviation. As of 21 June 1975 the 16th MP
Group had organic TO& Military Police aviation assets. The aviation
section was authcrized 2 UH-1 utility helicopters and 3 OH-58 obser-
vation helicopters with ' o]V and 4 wo pilots and 5 enlisted crew
chiefs. The remaining enlisted personnel provided support functions
for the section. The 16th MP Group had devised their own concept for
utilization of MP aviation in the absence of any doctrine. The aircraft
normally fly missions with a .rew of 3 (pilot, crew chief, MP) and
are able to communicate directly with MP patrol cars and also with MP
operations. Spotlight systems for the OH-58 aircraft had been locally
fabricated and the installed rotatable landing light on the UH-1's
seemed to suffice. Nightly missions, at random times, were flown
over sensitive areas, parking Tots, and other areas conducive to crime,
This technique apparentiy has proven successful in serving as 2 deter-
rent. There have been cases where the MP aircraft were used in pursuit
situations. The roofs of MP patrol cars are numbered so the aircraft
can provide direction to individual units. These MP aircraft are also -
used to support the Nuclear Accident/Incident Control Team, if re- '
quired. At Teast ona aircraft is on 1 hour reaction.alart 24 hours/
day. It was indicated that the 89th MP Group at Ft. Hood, TX was form-
ing a similar MP aviation section. The 89th Gp had been in contact
with the 16th MP Gp in order to obtain concepts for use and lessons
Tearned. While the 16th MP Gp had done a commendable job in developing
MP aviation coricepts it-wou]d seem in-order for theMP School to use
this operational experierice, obtain from cfty and state law enforcement
agencies police.aviation concepts, and establish U.S. Army doctﬁine'and ‘
policy. ‘

H-2-14
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- Armored Vehicles. At one time the dinstallatiorn law enforce-

ment agency at Ft. Bragg was authorized M-113 APC's; however, they

were replaced by V-100 Armored Cars. The V-100's are not used except
for display purposes. They have been a maintenance headache. At the
time of the visit 4 out of 6 authorized were deadlined due to lack of:
repair parts. This was indicated to be about normal. There had been
no major problems with the armament systems (20 mm mini-guns and .50
cal mg). There had been major problems with the communications equip-
ment. The V-100 Armored Cars and the ancillary.equipment were on the
installation TDA.

- Law Enforcement Resources. Due to the high troop population
there was a relatively large amount of MP resources. There was the
503rd MP Bn with 3 13ne companies, the 118th MP Co (Abn) organic to
HQ XVIII Abn Corps but under the operational control of the 16th MP
Gp, the 58th-MP Co., a part of the 16th MP Gp which ran the confine-
ment facility and assumed the installation responsibility if the Corps
deployed. The 82d Abn MP Co provided assistance in the installation
law enforcement mission.

- G-2 and Military Intelligence. It was indicated that the
best intelligence source was local and state police. They did provide
intelligerice but, fur the most part, it could not be filed. The
intelligence personnel stated that they "had to rely on institutional
memory". The 902d MI Gp provided a daily operations report but
apparently 1nc1uded only what was being reported within the Group.
There was a definite feeling that some policies are overreaction to
the Privacy Act. For example the names of civilian officials to be
contacted in case of civil disturbances had to be deleted from plans
and SOP. The MI agent further confirmed the decaying morale within
the MI community due. to the "hands tied" policies emanating from the
Privacy Act.

- Criminal Investigation. It was stated that theft of arms
and ammunition at Ft. Bragg was not a problem. There had been isolated
cases but these had been cracked and there was no pattern or connection
in these instances. The detachment comminder suggested the possibility
of MI supporting CID Taw enforcement in peacetime.

H-2-15
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- Emergency Operations Center. The entire EOC orientation
was geared to XVIII Abn Corps deployment and activities. There was
1ittle a1ttention given to supparting a cricis on the instaliation.
There was no apparent perception of a terrorist threat to the install-
ation. For example, there was no contingency plan to provide assis-
tance should the law enforcement resources be exhausted.

e U.S. Army, Europe, 15-19 October 1976

This visit was extremely valuable to the study effort in that
many views were obtained, both individual and policy level, and
provided an otherwise unobtainable comparisén of awareness between
CONUS installations/activities and that of individuais and activities
in the environment of active terrorism. The USAREUR Provost Marshal
Office had the trip extremely well planned which facilitated the maximum
use of the limited time available. 1In general, there was universal
interest in the SAI study and, an open and candid participation in
discussions. While in many'cases USAREUR taces unique problems in
conflicting p~ticy and guidance resulting from being a major Army
Command, this did not appear to be the case in the subject of countering
terrorism. This is because there is no specific guidance in this area
and thus USAREUR has had latitude in dealing with terrorism. Key
points which resuited from discussions were:

- General Blanchard, Commander-in-Chief. Approximately one
hour and fifteen minutes were spent with the CinC in his office. GEN
Blanchard was aware of the SAI visit and had requested this meeting.
He was extremely interested and knowledgeable in the subject of
terrorism. He had recently directed the Provost Marshal to prepare
a paper on the subject and a command regulation. GEN Blanchard re-
quested that he be provided a copy of the SAI Quarterly Management
Report and any interim r?portS‘thaQ‘may.be published prior to the
final report. It was also requested that USAREUR's Study Report be
forwarded to SAI. GEN Blanchard discussed his philosophy of having
plans to "accommodatz varying condigipng" analogous to DEFCONS and

- H-2-16
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1ncreased readiness. He thought this would conserve resources until
indicators appeared which wouid precipitate positive actions. (The

SAI study team has discussed this in general terms and this approach
should be deve]oped in some detail.)

While discussing VIP as prime hostage candidates he felt that
he should have personal protection but it should be low key because
of perceptions of the Tocal populace. He also believed someone
should define the level of VIP that required protection and what
degree of protection should be provided. He did not appear to be
opposed to the idea that the person being protected should not deter-
mine what protection should be provided, but that he should be con--
sulted.

The SAI team related to GEN Blanchard the initial findings
that the increasing restrictions on intelligence activities was
creating both inmediate and long term problems.  He was keenly aware
of the restrictions and was very interested in the comments concerning
the decaying morale and initiative of the field operatives. When
informed that SAI intended to track the originating Public Law and
Executive Order through the implementing directives to determine if
the original spirit and intent was over reacted to, he asked if any-
one on the USAREUR staff had done the same thing upon publication of

USAREUR guidance. He felt this was an excellent idea.

- LT GEN Cooper, Deputy Commander in Chief. GEN Cooper had
requested this meeting after the visit of the SA] team had started.
He was informed of the origin and status of the current study. While
GEN Cooper is intimately involved in fhe security upgrade of nuclear
sites he was keenly interested in the wider scope of the study. He
felt that penetration of a nuclear site with the subsequent theft of
a weapon was of paramount importance and concern. He agreed that much
has been done and is planned to prevent such an occurrence.

=~ Office of the Provost Marshal. There was considerable dis-

cussion of the CinC directed study to_the Provost Marshal on countering
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providing an anti-terﬁorist force with a capability of deploying on

terrorism. A significant point is that while many principal staff
agencies are involved the PMO, normally considered part of the special
staff, had been given prime staff responsibility. Certain interim
actions were being completed such as a message to the command on-ire-
porting procedures and actions to be taken within the headquarters and

a message directing establiishment of garrison security committees. This
will be addressed below as they were DCSI proponency. The end product
of this effort will be the publishing of USAREUR policy and guidance
early in 1977.

Spécia] veapons security and the current upgrade program was
discussed in some detail. It is not appropriate to elaborate or comment
on this program since it has high Tevel interest and it receives
intensive management. The USAREUR community structure was discussed
in general terms and it was agreed that a visit to the Heidelberg
Community Law Enforcement Agency would be of assistance and represent-
ative of the community concept. Mention was made of a EUCOM Special
Reaction Team and a point of contact in 0DCSOPS was given to discuss
further details. When approached on the subject of physical security
MOS for military policeman, the USAREUR Provost Marshal voiced definitive
opposition to the concept. Th  further reinforces the opposition to
this concept at the policy makiny Tevel as compared to views expressed
at the working level. The initial visit to the PMO provided an
excellent irtroduction for the subsequent visits to USAREUR activities.

- ODCSOPS. A visit was made to the contingency plans branch to
gain information on a EUCGM- anti-terrorist force. The designation and
location of this farce is not included in this report due to the
sensitivity of the information. A particular organfzation, which is
under opef&%?ona] controd of USCINCEUR, has a contingency mission of

E e
ST

short notice within the EUCOM area of responsibility. It undergoes
special training requirements and has special skills represented such
asklaqguage, EOD, legal, psychological, sniper, and paramedic. Unique

_‘equipment s organic such as civilian type vans, special communications,

high powered rifles,-and the capability of operation in civilian clothes.
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In a‘genera1 discussion on terrorist special reaction teams
it was indicated that Special Forces would lend themselves to this mission
far more than rangers due to their organization] being able to operate
autonomously and the type of skills already represented., Additionally,
the profile of a "Green Beret" represents maturity, extremely high
motivation, a very positive attitude, ingrained with team. operations,
and is a volunteer who undergoes extremely rigorous training. When
informed that the SAI study probably would pursue a special forces anti-
terrorist reaction team concept, it was indicated that this would
provide a valuable asset.

- DCSI. The USAREUR intelligence community has .a distinct
advantage over CONUS intelligence activities in that they can tap
reliable sources of friendly foreign governments who do not have re-
strictions such as the Privacy Act and E.O. 11505. For example, the
FRG has placed anti-terrorism at the national level with both intelli-
gence and Yaw enforcement disciplines. The BKA provides a daily in-
telligence summary cable to US intelligence agencies. The FRG is
also capable of responding to terrorist acts or incidents from the
national Tevel. They have established anti-terrorist teams for almost
immediate dispatch to trouble spots should the occasion arise. The
FRG has enacted legislation to counter terrorism; for example, it is
a federal crime to have knowledge of terrorist activities and not
report this knowledge to proper authorities. This is an obvious
assistance in coliecting informaticn. The MI has a 1liaison office
with each German state which establishes a direct link to FRG intelli-
gence sources. It is through this type of reliable input that DCSI s
able to publish a weekly terrorist summary message, which receives
wide distribution within the comnand. This type of information dis-
tribution has a positive effect of maintaining awareness to the
terrorist threat. In addition, the 66th MI Group has prepared a new
awareness briefing, complete with slides, to bé used by the field
operatives when giving orientations at the units they serve.

© "There was considerable discussion concerning a new letter of
instruction further restricting US MI investigation and surveillance
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procedures. This is apparently the USAREUR imb1ementation of E.Q.
11905, Since this particular set of restri;tions $s an extremely
sensitive issue there is a good possibility that each -time instructions
are promulgated thay tend to be more restrictive than the intont of
the original instruction. - The end result on the operative is frus-
tration, no initiative, aud general lowering of morate. As a resnit,
Tittle useful 1nte11igence is being generated with solely U.S. re-
sources.

DCSI had taken two positive actions, which were inciuded as
part of the CinC directed r.udy, which will assist in countering
terrorism. One concerned procedures for reporting of terrorist infor-
mation direct to the USAREUR Command Intel igence Support Indications
Center (CISIC) which is physically located adjacent to the Operations
Center. Infel1igence‘ana1ysts are on call in order to evaluate any
information and provide feedback to the originator of the report and
determine whether further act1onﬂ w1th1n the command are necessary.

The other action established garrison security committees within the
CENTAG geographical area Arrangements were made between USAREUR and
the German Terrotorial Southern Command to establish ragional, garri1
son level Tiaison among allied garrison commanders. It is envisioned
that these garrison security,zammit§ees will become the focal point

of contacts to effect coordihatign,éf security matters of regional
interest which will include but not be limited to mutual exchange of
information on local security conditions, establishing local procedures
for the provision of protective and security measures, and coordination
of local actions to meet exidencies.

There was 2 discussion which touched on a variety of points.
One concerned whethey the subject of terrorism should be CI or MI.
There did not seem to be any argument that countermeasures properly

‘belonged to law enforcement. The MI "community" feit that MI was in

the best position to verify the sources .of terrorist information.
It was be11eved that terror1sts wou]d _require inside help to attack
U.s. assets and it would not be po]1t1ca11v wise to abtack U.S. assets
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" by terrorists in the barricaded command building) there was consider-
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in the FRG. To date DCSI has had no experience of a valid advance
warnﬁng of a terrorist act. They had issued warnings predicated on
symbolic dates bt.t had no hard intelligence based on precise infor- ' S
mation. There was some apparent concern that the "terrorist threat"

could get out of perspective and that awareness and understanding of /. '
the problem could go & long way in developing prudent countermeasures
to terrorism.

- Office of the Inspector General. In discussions with the .
Technical Inspections Division, whose function is inspecting nuclear
weapon activities, it was indicated that awareness of the terrorist ’ {'~«;f
threat is high at unit level. This is probably due, in part, to . ;
the high degree of command interest. During inspections situations
are given to determfhe what degree of deadly force would be used in
defeating a terrorist holding a hostage situation. While most re-
sponded according to existing policy there was some speculation as .
to consistency between a simulate¢ versus actual situation. ‘

- Office of the Political Advisor. The Political Advisor, i
was on leave and discussions were held with the Assistant POLAD.
When asked questions concerning: the status of forces agreement and
jurisdictional matters it was indicated that these questions should be
presented to the Internaticnal ./ffairs Division of JAG. The Assis-
tant POLAD did provide information concerning the FRG action to divert
some national border police assets to major airport security functions , N
and to be more inciined to represert ¢ less military organization : AR
appearance, (Note: While waiting for the return flight from Frankfurt
airport, mzmbers of the border police were observed monitoring activ- »
ities around the departure gates in uniform and carrying automatic -
weapens. )

- Office of the Judge Advocate. It was apparent that the
International Affairs Division was extremely well qualified in Inter-
national Law and the U.S. Status of Forces Agreement. When posed 3
with a specific situation regarding jurisdiction (the CinC held hostage ] -

able discussion. Understandingly, they were cautious.in responding
H-2-21 ' =
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to verbal hypothetical situations. The lawyers said that each case

of jurisdiction would have to be judged on the specific situation at
hand and that sometimes jurisdiction would be 3“matter of negotia-
tion aftar the act had occurred. Also it was pointed out that certain
legal opinions would be based on policy but that the§.were not aware
of any policy re: the discussion at hand. It was agreed. that it would
be prudent to have certain legal guidelines prior to a terrorist act
and that the same questions posed during the discussion would be valid
questions to the General Counsel of both Department of Defense and
State. -

- Heidelberg Community. The Military Community has a Cormun- .

ity Commander who is normally the senior military individual, much as ."\“

the Post Commander in CONUS. There is also a Commander af the U.S.
Military Community Activity whose role is similar to the Deputy In-
stallation Commander in CONUS. In the case of Heidelberg the Provost
Marshal/law enforcement element was designated the Directorate of
Public Safety. A1l MP assets, to include the USAREUR Honor Guard,
was under operational control of this directorate. He was also
responsible for providing personal security for the €CinC. It was
stated that there was not very much guidance on carrying out these
functions but that a lot was done locally. As an example, there was
close daily contact with Tocal German police officials, to include
the BKA. He said the BKA designates potential terrorist victims, the
CinC being so designated. As a result, the personal security for

the CinC was suppliemented to some degree by German authorities. The
cormunity Provost Marshal is an excellent example of an energetic,
practical and knowledgeable individual who uses a great deal of
initiative to accomplish the job at hand. He believed that USAMPS
should have come type of orientation for installation Provost Marshal
designees.

- Miesau Army Dzpot. This depot is one of the largest ammunition
depats in USAREUR and has received more than its share of noforiety

_ due to incidents such as thefts, security personnel problems, ard lea--

dership. Unfortunately, the new Army Chief of Staff was to visit the
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next day and many of the key personnel were invalved in the prepar-
ations for his visit. There was, however, an opportunity for detailed
discussions with the Depot Provost Marshal.

Miesau Army Depot has approximately 27 miles of fenceline en-
compassing about 2500 acvces. It stores all types of ammunition and
also some track vehicle equipment for REFORGER upits. There are bétween
1000-1500 German civilian employees. The majority of married military
personnel live on the German economy rather than government quarters
at Kaiserslautern or Lardstuhl. The depot administrative area is
considered an open post but people are checked upon entry and spot
vehicle searches are made at the gate. The U.S. has jurisdiction
within the fence. The sensitive portion of the depot, which has its
own system of barriers and controls, is auarded by the 164th MP ‘ R
Physical Security Company. In addition, overall depot security forces
consist of 38 dogs and handlers, 2 explosive detection dogs, 48 military
police, and the 4099th Labor Service Company consisting of 240 per-
sonnel with mixed nationality (most Polish). To supplement the depot
security cne infantry company, which rotates every two weeks, is used for :
patro111ng at night. AN

The Depot Provost Marshal has extremely good percepticn Tor
the security problems and aggressively seeks improvements. He was
concerned about security personnel becoming apathetic. This is due,
according to him, to the mundane type tasks to be performed and that
the MP's were disillusioned when first assigned to security duties. He
believed that this could be cvercome to a large degree if the MP's

“u‘were briefed and oriented prior to arrival at the depot. One problem

Qhegfaces is that of untrained dog handlers. While losses of ammunition S
had been reported it was felt that inventories had not been accurate, ’
originating from the mass influx created by FRELOC, and the shortages

were congiQered to be on paper rather than thefts. Improved inventory
procedures should alleviate this problem. The infantry company, which
is rotated eve}y'two weeks, 1ikes this temporary duty because it pro- . ‘\;f

vides a break in routine and it is temporary, Two improvements in “-\E

security have been accomplished. Improved locks and hasps have been
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installed on conventional storage structures and, tc provide for
improved control of personnel, picture badges have been issued. Both
MI and CI support was considered to be good. He works closely with
the local polizei but primarily in the law enforcement functicn rather
than local intelligence.

- Kriegsfeld Army Depot. This depot, which has a high security
area, is secured by an MP Physical Security Company. The Depot Com-
mander was an energetic, outgoing individual who was aware of the
realities of security problems and his attitude was reflected through-
out the depot organization. The MP company commander was the same
type individual, inaking for an ideal team to enhance security. A
significant point arose during thz discussions - that being no exer-
cises ar2 considered practices to include road hlocks established
by local German authorities. Very close planning had been worked out
with the local police, to inciude a point-to-point telephone line.

The people in charge knew the security plans to the letter and provis-
ions had been made, and tested, to provide alternatives which provided
flexibility. Morale of the physical security personnel appeared to be
good and local inncvations were practiced in the way of sponsored
recreational activities such as ski trips and tours. Again it was
voiced, rather emphatically, that the 95B MP assigned to physical
security duties should receive more orientation prior to arrival at
the unit. It was indicated that approximately 2 months was spent

in preparing an individual to become fully effective. The MI support
was good and monthly briefings and updates were given to all personnel.
The Tocai MI agents again eéxpressed frustration in carrying out their
functions efficiently. They felt "handcuffed”. In spite of some
adversities, the security of!this depot should be considered outstand-
ing - primarily because of tHe respeasible individuals rather than the
“system”. The depot commander also expressed concern that safety and
security of new weapohs (i.e., LAW) could cause them not to be in the

~hands of the troops when nezded.

'~ A Btry, 2d Br, 56th AD Arfillery. Security of the sensitive
area was provided hy 16 95B MP's. There has been a recent increase to
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38 MP's authorizedvplus an MP Lt. as physical security officer. This
increase should provide for less time an individual will be on duty
with-an obvious increase in morale resulting. The unit commander in-
dicated he would 1ike to have dogs to supplement his security force,
but had not taken into consideration the associated problems in
maintaining the dogs. '
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MEMORANDUM - ALIENS IN NUCLEAR DUTY POSITIONS
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IHEMORANDUM

DATE: 26 Qctober 1976
T0: Major Gallagher (COTR Contract No. MDA903-76-C-0272)

SUBJECT: Aliens in Nuclear Duty Positions

‘ e
FROM: Rowland B. Shriver, dr., Principal Investigator'Eaéézéé,»”"
Science Applications. Inc. :/

During the period 18-20 October 1976 R. Shriver and
J. Evans (Science Applications, Inc.) visited an Army depot
in connection with HQ DA Contract No. MDA903-76-C-0272,
"Countering Terrorism on Military Installations." A condition
surfaced which is considered to be sufficiently serious to

- warrant immediate reporting along with recommendations for

corrective action. The following is submitted in accordance
with the terms of the cited contract and constitutes a spot
report.:

A Mexican female alien subject enlisted in - -
the Army to become a nuclear weapons maintenance technician
(MOS 55G). She received her technical training at Redstone
Arsenal, Alabama, quatlified for the Personnel Reliability
Program in a critical position, and was subsequently assigned
o an Army depot. Durihg an interview she voluntarily stated
that due to her family's situation she did not intend to become
a U.S. citizen and planned to return to Mexico upon completion
of her enlistment obligation. The Depot Commander decided not
to piace her in a cri#ical position as defined in DOD Directive
5210.47, “Security Criteria and Standards for Protecting Nuclear
Weapons." Corraspondence outlining this situation was forwarded
to HQ, DARCOM on 28 July 1976. On or about 20 August 1976 HQ k
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DARCOM forwarded the case to HQ DA for resolution. Informal
inquiry indicates that the correspondence is currently at
ODCSPER with LTC John Glenn as the action officer.

This case points out the present policy legally allows
aliens with unknown motives to infiltrate the Army, and other
military ss#vices, gain sensitive information, knowledge, act
as an insider, and return to the native cohntry with no recourse,
such as extradition. It is & DOD wide probTem. o

It is recommended that:

- This case be forwarded to the Assistant
Secretary of Defense (Comptroller) voicing concern as stated
above along with a recommendation that DD Directive 5210.42,
“Nuclear Weapon Personnel Re?iabi]ity Program”" include a requirement
that an individual must be a U.S. citizen to qualify for entry
intc the Personnel Raliability Program. ‘

=~ AR 50-5, "Nuclear Surety" be changed to include
the requirement as stated above.
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'RESPONSES BY SENIOR ARMY

LAW ENFORCEMENT OFFICIALS
TO SURVEY QUESTIONNAIRE
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RESPONSES BY SENIOR ARMY LAW ENFORCEMENT OFFICIAL3
© TO SURVEY QUESTIONNAIRE

What do you perceive to be the terrorist threat within your area of
responsibility?

- The potential is there and probably so are they - but
who. they are - whére they are and what their plans are - is a great
unknown to me.

- Dissidents intending to disrupt and disgrace the military
operations. This goal is limited to a specific area or operation.

- The threat could be from any group of malcontents with
real or fancied complaints against personnel or facilities. The immi-
nence of the threat is difficult to predict. Today I estimate the
threat as relatively low.

-7 "In the Panama Canal Zone there could be three threats.
One could be "Zonians", a 2d or 3d gensration horn in the CZ. Secord,
the Panamanians. Third, a foreign power wishing to embarrass the U.S.

- I take exception to consistent over use of "buzz word -
terrorism." From taw enforcement point of view, it is the criminal
acts (against persons or property) which are important - not the under-
lying motive. In a loose sense of the word the threat is from dis-
gruntled groups claiming éredit for bombings of fedaral facilities.

- The threat is high with government buildings and/or
dignitaries as targets.

- Mirimal - but distinctly possible since my installation
is extremely large, is an open thoroughfare, and far from homogenous.

- The Titerature today tends to define the terrorists as
those who commit crimes with political motivations. Your (SAI) def-
inition inctudes psychos and criminals. According to your (SAI) def- ..
inition, the siezure of a hostage (plain old kidnapping) is always

" possible. "I'don't 1ike your (SAI) definition.

H-4-2
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What sources of local intelligence concerning terrorism are available
to you?

- Pretty scarce. -

- Gossip, rumcr, political and social organizations as
well as MI operatives.

- Unit personnel and internal unit reports, MI reports and
assessments, newspapers and other news media, reports from higher
headquarters, rumors, anopymous tips, and overt acts by any terrorist
type groups. ‘

- Perhaps one of our better sources is our own liaison
team who daily have contacts with the Tocal authorities.

-~ MI, local offices of Federal Agencies especially FBI,
local police. Although there are restrictions on collection and stor-~
age there is nothing to preciude obtaining verbal information by face-
to-face 1iaison. '

; - A11 kinds, FBI, etc. - but how good their inteiligence
is, in this new controlled environment, I don't know!

- Military Intelligence, local CID, DIS, FBI, Drug Enforce-
ment Administration, local police.

- I don't know - I'm in USAMPS.

- Local law enforcement agencies and field offices of
Federal Agencies.

What do you consider to be the prime targets for terrorist acts on
installations within your area of responsibility?

- Arms rooms perhaps to obtain capability to go on to
bigger and better things. Computer systems also very vulnerabile.

- » Storage sites containing sensitive munitions and activ-
ities with sensitive missions. Students in training, arms rooms,
water supply,.communications faciltity. ’

H-4-3
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o - There was, several months ago, one incident in which an
Army airfield was the target of a borting. Other potential targets
include arms rooms and ammo storage areas.
- Those facilities which could berput out of business
g:; ' without a substantial loss involving time or money to repair the fac-
i itity for later use.
§ - Prime targets (based on actual incidents) which could
: have been perpetrated by “"terrorists" -
H ¢ Central arms/ammo storage facilities (but not unit

arms rooms)
e Central power and telecommunications facilities
e Major Army medical center
¢ Arson or bombing against troop billets
¢ Money handling activities
o Major outport for sealift of cargo

¢ Presence of “controversial groups", e.g., Vietnamese
relocation

o Anytime VIP are present.

- Classified documents, various Headquarters of key ac-
tivities (symbolic targets) '

- VIP, arms and munitions, aircraft
- VIP visitors, public utilities, clubs

- Sensitive munitions and materiel, sources of money

v,

- Arms rooms, finance offices, bank

If there have been terrorist threats, or acts, within your area of
responsibility who conducted them, when, with what means, and where?
What were the lessons learned?

H-8-4
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. //7 A\\- The bombing incident referred to (a1rf1e1d) was carried

out at l1ght with no personnel injuries and very little property dam-
age}' “The FBI investigated.

- None
L
o s - Not to my knowledge
’ ~ Explosives detonated in parking lots and other deserted

areas which would impact on civilian/dependent fears. They occurred

during evening hours and peériods of limited visibility. Security per-

sonnel are not the answer - personal awareness would be the best de-.
4*'“ﬂ ﬁ%r terrent.

- No actual acts specifically by "terrorists", but bomb
threats and similar incidents found to have been perpetrated by youths
‘and mentally disturbed individuals. These pointed out the need for:

‘ o Joint PM/CID Task Force with one "command and control
center." '

_@ Task force to 1nc1ude medical/fire f1ght1ng/E0C plus
emergency reaction force.

- Not aga1nst our military installations. We only have
bomb threats - so far all idle. ' '

- To my knowledge there have been none.
- Don't know of any.
- None.

What policy gquidance has been provided to count-r terrorism?

- FBI speakers

- Dbop Direc?ive that addresses responsibility and propo-
nency for'tebrorism - belongs to FBI but ‘the Army should be prepared
to support.

- . =. .. None . . - -

H~4-5
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- Without referring to my PM SOP it is impossible td
quote regulation numbers here at the conference.

- There is now an ever increasing amount of material flowing

down from Dept. of Army and various professional organizations.
- Command correspondence, TM's, FBI presentations °

- So far as I know, other than the study being prepared
under DA auspices, which will ultimately lead to guidance, there is
none at present. ‘ ' ‘

- Rely mostly on AR 380-series, CIA, and FBI material.

- Primarily warning documents; i,e., better Took at your
nuclear sites, etc.

- Very little
- None

What chahges or additions to policy guidance would facilitate planning
to counter terrorism?

- Define parameters of terrorism in order to assign re-
sponsioility for neutralizing terrorist activities,

- Make someone responsible for program.

- Have a checklist, directive in nature, whereby personnel
would nat live in a vulnerable area, provide domocile to duty trans-
portation, have films which would be part of mandatory welcome brief-
ings. (Note: this response was overseas oriented).

- As revealed by the SAI team, to date, there is an
immediate, urgent need to direct that all PM develop (update) their
emergency plans/SOP. These SOP need not be entitled "Anti-Terrorist"

but should cover reactions tu threats against key facilities/personnel.
These»p!ansﬁmustbbe tested periodically. Ultimately there is a need

for,DA'Directives and training material on the subject.
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- Clearer lines of authority«to respond, cleafer guidance

on responsibility and jurisdiction, provision of resources.

- I'm nct sure

- The identification of responsibilities. 'Who does what?

Who is in charge? Who runs the scene? Policy on these subjects should

be issued.

- This shouid be a DOD task force project of the highast
priority. Planning and equipping of an interbureau strike force,
highly trained in counter-terrorism. '

- None

Within your area of responbxb11 ty, how are "crisis management" teams
organized? What disciplines are represented?

- No such teams have been organized.

- - T am not aware of local program. There is a plan which
provides guidance but it is not widely publicized. (Note: The re-
spondent did not have operational responsibilities).

- What teams!?

- MAAG Security Team consisting of full time PMO, Embassy
representative, signal, EOD, security officer from each service and
major activity, intel agencies, and also the most important - the PAQ.

- No teams now; however, they should include MP and CID,
PAG, SJA, medical, firefighting, EOD, and Chaplain.

- We do not have as yet c¢risis management teams formed.
However, we do have active alert plans which would marshal all avail-
able resources in a short period oFf time. There is also excellent
tie~in with civil poliée resources. ‘ :

- Organwzed to meet the known or perceived threat with

composition as needed depend1ng on hostage(s) or bargaining pos1t1on
Tied together through EOC operatigns. .

H-4-7
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- At present time: law enforcement, legal, ahd command.
- Idon't know - I'm in USAMPS. |
- None.

Regarding jurisdiction, who is "in charge" during a terrorist crisis?

(At the scene of the incident)

- Unknown,. probably Commander/Provost Marshal

- Terrorist incidents are primarily felonies, CID should
have major responsibility. PM is a manager, not an operator - should
not control scene. '

- We have not had any terrofist problems; however, if we
did it will probably be the CID, They are the most experienced in
this area.

- On a Federal installation, the Senior Commander.
- Post Commander. ' 7
- Commander, unless he has delegated authority to the PM.

- Considering that, in essence, so called "terrorist crises"
are, in fact, the perpetration of crimes the onfy‘logical individual
who can be "in charge" is the Provost Marshal or his designated repre-
sentative. The PM is the senior Taw enforcement official at the in-

- stallation.

S The MP's
- Good question! _
.“, Shou]d be designated by a plan. ‘ o

= Any number of people depending upon the location and
situation. Tt could be the unit or {nstallation commander, Provost
Marshal, or commander of the counter terrorist.force.

During an act df'terror‘whaf‘typérof cdmnand, control, and communi-

. cations procedures would be used?. -

H-4-8
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- A Command Grbup should be at the scene with the most
direct radic, wire, and v1sua] comnunications:

- Depends of past - but MP's normally have good commo
and would probably be used.

- Military Police and MP.Emargency Operations Center.

- Suggest a mobile operations center in the vicinity‘of the
incident using MP radio net initially under "command" of the PM. Thera
should be provision for wire commo, if situation permits,

- Command Directives, guidance, delegation of authority.
Operational control exercised by appropriate representatives. Commo
is critical to control!

~ 'Post'Cqmmander'wiII have centralized control with advice
from PM.. MP commo will be used extensively.

- Most expeditious and most available.

- We would use the same system we use dur1ng any other
crisis type incident.

- CiD agent at scene should be in charge. PM should back
him up with outer perimeter security, traffic control, ambulance
support. Use CID and PM commo. PM makes hi¢ "SWAT" team available
to respond to agent in charge. ‘ :

During an act of terror what would be the response elements and tactics?

[ AN TUPR IS, WA P .\ Pt .ﬂ.._.wv-.:—{ r---..:.:::_.‘"‘

L o- Every PM should have & p]auoon with 3 or 4 squads trained
similar to a "SHAT" team. :

- The same as reacting to a bank robbery. SOP governing
this area would be used. '

-

. - We have specia] Mp snipér teams formed and trained by
the FBI.. Riot control agents are avajlable and the control of them

: and their use is incorporated in alert plans. Reaction is contingent
on deve]opment of alert plan. T
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"During an act of terror*what~type of procedures would be used during

or no authority to approve or comply with the terrorist demands.
will give the Commander- an edge so that he can delay or drag out the

" would negotiate.

- o e
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- There must be developed a syl]abus‘for the training of‘ , . ;\13~
an "Emergency Reaction Force", which would include various disciplines. T
"Tactics” envisioned are neither new not unique. Included would be ' j&u.
commo, reaction to emergency plans, first aid, crowd control, rjot ;
control formations. These are tasks already performed - or supposed
to be performed by MP.

- Military Police and EOD
- Unknown

- Reaction force must have the'capability to completely \ o
and thoroughly overwhelm the terrorists if the need arises. The re- - T
action force must deal from a position of strength, real and apparent.

negotiations with terrorists (who would negotiate with what type ) . A
technique)? " B | .

- A messenger type ‘individual or a person who has little
This

negotiations and wear down the terrorist. Also, it will give the \
Commander increased reaction and planning time. e

- -Depends on locale but probably would be referred to: FBI
uniess total military personnel involvement.

- The negotiator could be PM or his representative, Chap- | e 5
Tain, SJA, medical personnel {possibly a psy;ho]og1st) - but not %
CID or xnsta]]at1on CDR/CG. ‘

Prob-

T4
§ s
N

- D1ff1cu1t question. It depends on the situation.
bably the best trained ones (MI or CID). ‘

- It T‘ env1s1oned that M111tary Police-Investigators will - - o e

be used. They are s]ated to receive tra1n1ng in this art..

- Only the Cummander or h1s des1gnated representat1ve f‘ Vool

Be4-10 o SR e
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e " - A senior CID special agent would probably negotiate..
- R 4 . The technique would depend on who the terrorists are, what they want,
'-QQL e ' etc. However, we would make it clear that the negotiator will not
P have any authority at all. He can not promise anything and he must
id o have time to get any answer, giving us time to react to the situation.
s
R - Traln uoth selected CID and MPI personnel in negotiations.
- The Toummander.
‘LL‘_ ) During an act of terror how would fhe public affairs aspect be handled?
”xﬁ_ T - Have PM support by coordinating press point inside outer ;
e _ perimeter. : '
s > - Would be handled as any other incident.
‘:; =~ Releasas would be cleared through the Commander via the 5
_ ' EOC. :
| - Our PAO is tied in c1ose1y with DA Public Affairs. In
- significant 1nc1dents releases would come from that level.
' % o , - Credibility is vital to prevent and/or neutralize the
L i : terrorism threat and to maintain excellent rapport with the public to
k - i assist in maintaining public support against hostile actions.
-%*1“ ?" - No comment. PAQO possesses necessary expertise to
— c ' determine. o
. : - A most important member of the security team.
T P - Biggest problem is to find seating space for all the '
: : news media that wou'ld show up.
w, 3
¢ ~ - Incidents should be played down so as to deter immita-
f tors, prevent the formine of large crowds of onlookers, but .yet re- : Vo
leased information must be the truth and factual. i BT

“Buring an act of terror what special applications would be employed?

. / .
S L R e

R A - Depending upon the situation and Jocation any type of
R R " reaction force or combination could bé employed.
" H-4-11 E
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- A makeshift organization Qbuzdnresult from whoever is .
available. e ‘ R

- Riot control agents

- Snipers included as part of a special reaction team

- Organizations, special equipment, and sperial training
should be available to counter "hard-core" terrorists as a contingency <o
capability for protection of people, property, and maintenance of law - _:;~,
and order. | -

- Use of and escalation of force would be used as needed

but only after determination of what kind of negotiation wouid be
conducted and what the counter offers are.

. MP "SWAT" teams should have marksmen, gas, armored .
vehicles, and ather special equipment available, '

What additional equipment and technalogy would you 1ike to have to
cope with terrorism?

- That normally used by emergency teams - hel1copters,
armoved cars, weaponry, communications. )

- Edgewood Arsenal has a new foamxthat could be exce]Tent
anti-intrusion material for sensitive areas. Should be examined
and tested widely. "

.- I would Tike to see a Centra1izéd type unit that coutd . e
support several Army facilities, that has béen trained for this type of
operation with a short notice reaction time. !

-~ He only need to'expand our training.' Added resources
can be gotten-from the civil police who are wvell equ1pped We could

™

use an armored vehicle (V-100 type). , ot y

- No. special equipment is needed. The key is %@ady'avw
ailability of standard equ1pment/ammun1t1on These factors wmust be

J consxdered 1n emergency p]ans : . : X. - : -
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</ Communications and personal protection devicds other

.than rifles and pistolé. Weapons are more dangerous than the terror-

ists if in the handsAoﬁ the wrong people.

- A non-lethal immediate incapacitating capability.
{
= A quick acting, non-lethal, temporary incapacitant

whlch is odorless, colorless, and tasteless which can be delivered
discretely.

- The answer to this question should be based upon the
study and after action analysis of terrorist incidents.

‘Additional Comments Provided:

¢

- The antiQtefrorist4reaction'could be structured in the
following manner: )

e (G, General Staff and Special Staff would handle
command decisions of magnitude, such as meeting money demands, etc.
Special Staff could, upon request, furnish advice to the scene com-
mander on technical areas. '

o CID to control the scene itself and conduct negot-
iations. = Speciai Agents have much experience in dealing with people.
iney are also exposed to crisis situations on a daily basis making
them ideal for functioning in a terrorist situation. They work
closely with the Command, and control the scene and anyone on'it.
When uniformed Military Police are used they should operate under
the contro] of the scene communder 4

-8 Military Police would be ready to provide support
in d1fferent areas, such as traffxc control, SWAT operations, etc.

- Definition of terrorism is vital to development of
sound doctrine; amproved and accepted'by respansible activities.
Give it-a "continued" sense of urgency ‘to develop current so1ut1ons
to respond to and neutralize the threat. Update cont1ngency plans

. and training: of 1awVénforcement resources and interested supportive

. H-4-13
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activitfes. We need to support pow the effort to react to the‘mggg
serious current threat to the U.S. - terrorism that could escalate to
guerrilla warfare within the U.S. - We conmmend the efforts so far, par-
ticularly that of DAPE-HRE with Science Applications, Inc. Well done-
keep up the good work in a serious problem area.

- The most important idea is to $top efforts to identify
"terrorist activity" as unique. From police point of view “"counter-
terrorism” is part of crime prevention (measures taken to preclude in-
cidents based on deve]opment of police 1nf0rmat1on and threat assess-
ment) and reaction to criminal incidents. By stressing "newness" or
"uniqueness" of “terrorism" DA is, in my view, de-emphasizing obvious
immediate needs for intelligence, threat assessments and emergency

kplané.' It is possible that too many PM are "waiting for doctrine."

- I think this survey is much less meaningful than it’
would be if you would have allowed conferees o take it hack to home
station and research some of the material - which would provide more
accurate responses. None pf us came prepared for such a questionnaire;
therefore, many responses ‘are general in nature and less accurate than
they would be otherwise. ‘












