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ABSTRACT

Identifies scope and existing standards regarding the acquisition,
use, disposition and dissemination of Army crime records; develops
areas of concern within Department of the Army with respect to the
administrative use of criminal records as related to the Privacy
Act of 1974 and the Freedom of Information Act; recommends broad
policy guidelines pertaining to such acquisition, use, disposition
and dissemination; provides regulatory changes to existing Army
policy via changes to regulations and directives; recommends
coordinated efforts to develop compatible automated Army criminal
justice recordkeeping systems: establishes basis of commander's

authority to use criminal records for criminal justice and admin-
istrative purposes.






CHAPTER 1

EXECUTIVE SUMMARY

1-1. STUDY GROUF COMPOSITION. This report is the work of a
Department of the Army Ad Hoc Study Group consisting of five
members of the Department of the Army (DA) Staff, two members of
the US Army Criminal Investigation Command (USACIDC), one member

of the US Army Management System Support Agency (USAMSSA) and
two clerical personnel of the DA Staff.

1-2. PURPOSE. The purpose of the group was to review and imple-
ment recommendations regarding policies and procedures pertaining

to the use, retention, release and disposition of crime records
prepared and or received by the Army.

l"' 3 » METHOD .

a. This report is based on a review and assessment of the

Army's current criminal justice system, an examination of statu-
tory aythority and recent trends pertaining to criminal justice
systems as expressed in Congress, courts and executive levels of

government; additionally, it incorporates an earlier analysis by
a private interest group.

b. In the process of arriving at its conclusions and recom-
mendations, the group held numerous meetings, conducted two surveys,

interviewed a number of personnel and reviewed several related re-
ports.

1-4. REPORT STRUCTURE.

a. The report is structured into eight chapters. This chapter
summarizes the group's efforts, highlights the key issue and sum-
marizes conclusions and recommendations.

b.
mation
in the

Chapter Two 1s an introduction, providing background infor-
concerning the history of centralized crime recordkeeping
Army and events leading to initiation of the study.

c. Chapter Three examines applicable statutes and regulatory
guidance related to the Army's authority to maintain and use crime
records for law enforcement and administrative purposes. ’

d. Chapter Four reviews recent trends ahd,developments in
the nation's criminal justice systems, addresses recent court de-
cisions, reviews legislation introduced into Congress and summarizes



views of representatives of the Executive Branch as 7ell as those
of a private interest group.

e. Chapter Five outlines the Army's current use of crime
records. It is in part the result of visits to the US Army
Criminal Investigation Command's Crime Records Directorate
(USACIDC-CRD) and Headquarters, Department of the Army Staff
agencies. Additionally, it discusses data obtained through a
survey of 37 installations and 10 USACIDC field offices, a con~
ference with representatives of three major commands (US Army
Forces Command, US Army Training and Doctrine Command and US
Army Europe) and a review of current regulatory policies.

f. Chapter Six provides a summary of crime and/or intelli-
gence recordkeeping systems of the US Army Intelligence Agency
(USAINTA), thé Department of Defense (DOD), the Federal Bureau
of Investigation (FBI) and other law enforcement activities.

g. Chapter Seven encompasses a review of the pervasiveness
of crime in the civilian sector of society and within the Army and
establishes the need for maintaining crime records. It compares
the Army's criminal justice system with the Army's needs and
statutory authority on which the system is based. Additionally,
it assesses the use of criminal justice information for law en-~
forcement purposes, in light of the Privacy and Freedom of Infor-—
mation Acts, and discusses due process related to these uses.

h. Chapter Eight provides the conclusions and recommendations,
including changes implemented in Army regulations which serve to
correct potential deficiencies and insure compliance with statu-
tory authority. These revisions address juvenile records; the
promulgation of additional regulatory policy for administrative
use of records and improving disposition of offender information
and reporting. Additionally, the provisions of the Freedom of
Information and Privacy Acts are summarized to clarify their re-
lationship to crime records, as well as other minor changes to
existing regulatory policy. Specific recommendations regarding
automation of crime records are provided.

1-5.. KEY ISSUE AND ANALYSIS.

a. The primary issue identified was the administrative use of
crime records without violation of due process rights of indivi-
duals. Impacting on this issue was the paramount need for the admin-
istrative. use of crime records, as well as the degree of comp leteness
of these records and necessary restrictions on administrative use
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within the organizational structure, while concomitantly insuring
use for law enforcement purposes.

b.” The group concluded that applicable.statutgs provide the
Secretary of the Army broad authority to maintain crime recoxds
in #various states of completeness.

(1) These records are for the most part exempt {yom the accu-
racy, timeliness, relevancy and completeness requirements #ppli-
cable to other records under provisions of the Privacy Act.

(2) Although the Privacy Act of 1974 does not make a clear dis-
tinction between law enforcement and administrative uses of these
records, it is noted that law enforcement's general exemption is
provided for criminal justice purposes. Consequently, DOD imple~
mentation permits the temporary disclosure of these records for ad~
ministrative uses without jeopardizing law enforcement's ability
to protect its records when necessary; -however, when permanently
incorporated into an administrative user's records it is subject
only to the exemptions available for that system of records.

"(3) It is recognized that there is potential for unfairness
to an individual, in an administrative sense; however, it is noted
that the law and Army regulations provide remedies to alleviate
such. : .
c. The Study Group also found that recent thoughts by the
Congress, courts and executives concerning use of crime records
for law enforcement purposes were inconclusive.

» (1) A private interest group reached the same conclusion.

{2) These bodies have drafted various proposals concerning
the need for administrative uses of criminal records, but have
failed to specifically indicate how to limit administrative use,
while concomitantly authorizing law enforcement use.

(a) The dilemma involves determining how executives, managers,
supervisors and Army commanders and their staffs can insure law en-
forcement agencies' use of crime records, while simultaneously allow-
ing their respective law enforcement agencles to restrict information
that may provide them the basis for effectively carrylng out their
respongibilities. .

(b) The study did not resolve this issue with the specificity
which might be the ideal; however, it went beyond the efforts of
others by recommending policy to resolve many of the identified prob-
lems. An all encompassing and specific set of procedures is at best
difficult, primarily as a result of conflicting interpretations

3



of the law in this area. Essentially this problem can only be re-
solved as legislation and court decisions are provided.

(3) DOD and Army policy pertaining to collection and retention
of information on non-DOD-affiliated persons recognizes the necessity
of law enforcement records prepared in conjunction with authorized
Army law enforcement functions. DOD has acknowledged the use of
crime records in other than criminal justice areas; however, such
use is tied to temporary release and the proviso that the general
exemption, provided for in the Privacy Act, does not follow the law

enforcement record when made a permanent part of a ncn-exempt user's
records.

(4) Although the foregoing constitutes the crux of the problem,

the group recommends regulatory guidance in several areas. This
guidance includes:

(a) 1Indicating who should have access to various categories
of crime records, protection of such records, and the purposes and
level of the organization at which reports should be introduced.

-~ (b) Protecting criminal records from disclosure during trans-
mittal; safeguarding juvenile records and specifying conditions for
release of juvenile records.

(c) Specifying procedures to improve obtaining offender dis-
position and updating changes to initial disposition.

1-6. THE ARMY'S NEED FOR CRIME RECORDS. An analysis of the Army's
-.crime rates for the perlod 1969-1974 indicates that six of ten

categories (rape, assault, burglary, larceny, property crime and
total crimes) reached their highest levels in 1974. The level of

clvilian offenses in these 10 crime categories was also highest
in that same year.

a, The group concluded that Army commanders need crime records,
as currently maintained, to assist in curbing crime, as well as mak-
ing administrative decisions regarding their personnel.

b.

revealed that they are helpful at the installation, MACOM and HQDA
levels. ’

1-7. COMPARISON WITH OTHER SERVICES. Although indications are that
the same crime and administrative problems facing the Army are prev-
alent .with other services, their crime records systems are not as ex-
tensive and the records are not retained as long.

s

A review of the uses of these records, as curreatly maintained,

o



a. The Navy and Air Force retain records pertaining to the

Shore Patrol and Security Police for one and three years, respec-~
tively.

b. In comparison, the Army retains records préepared by its
military police for five years.

¢. Additionally, those military police reports pertaining

to more serious cases are forwarded to the Crime Racords Directorate
and retained 40 years.

d. The Air Force Office of Special Investigations (0SI) and
Naval Investigative Service (NIS) normally keep records for 25 years.

1~8. DISPOSITION OF OFFENDER INFORMATION. As previously mentioned,
Army law enforcement records are exempt from the accuracy, relevancy
and timeliness requirements of the Privacy Act. However, in the

interest of due process, the Study Group devoted considerable effort
to this issue.

a. The study found that the current system is not totally
effective in this regard.

b. The large percentage of military police reports without dis-
position, but on file at local levels and in the CRD, identifies the

potential for an administrative error, although remedies to correct
such are available.

1-9. AUTOMATION. The three priwmary elements involved in the Armyfs
crime recordkeeping system (military police, USACIDC and TJAG) have

separate automated systems in various stages of development. Prior
to this effort, the Study Group found no concrete evidence of efforts

to assure that the systems were compatible and their development
coordinated.

1-10. RECOMMENDATIONS. That the Army Crime Records Policy Study
Report be approved on the basis of policy changes implemented at
Annex F, which assure compliance with public law and DOD policy
with respect to use, retention, release and disposition of crime
records prepared and/or received by the Army. The significant
changes are designed to insure:

a. Promulgation of guidance regarding procedures for admini-
strative use of crime records.

b. Automation coordination.



(1) Automation will be accomplished in accordance with policies
established by Director Army Automation in coordination with the Army
Staff and MACOM's. In this regard, ODCSPER is designated as having
responsibility for General Staff superyision of the Criminal Investi-
gation Operational and Management Information System (CIDOMIS), with
USACIDC performing proponent agency functions as prescribed by AR 18-1.

(2) Continuing coordination is required among the three systems
(MP, TJAG, USACIDC) with Director Army Automation designdted as the
central coordinating agency with only responsibility for assuring that
automated coordination is effected among the systems.

(3) Key information identifying indivicual crime records in each
system (MPMIS, CIDOMIS, and JAGSTATS) be structured under DOD standards
to provide for a proper interface and exchange of data as appropriate.
Other than key information, minimize duplication of data among systems.

¢. Revision of policy to provide more specificity for the appli-

cation of the Freedom of Information Act and Privacy Act in regard to
crime trecords.

O
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CHAPTER 2
INTRODUCTION

SECTION 1

INTRODUCTION AND BACKGROUND

2-1. STATEMENT OF THE PROBLEM. To review and make appropriate
recommendations regarding policies and procedures pertaining to
the use, retention and release of crime records prepared and or
maintained by the Army.

2~2, BACKGROUND.

a. Prior to 1950 Army criminal investigation and military
police reports and associated crime records were filed at in-
stallation and Major Command (MACOM) levels. The use, retention
and release of the records were determined by the commands. The
initial step toward centralized crime records occurred in November
1950 with activation of the US Army Criminal Investigation Repos-
itory as an integral part of the Military Police Criminal Investi-
gation Laboratory at Fort Gordon, Georgia. The repository was es-—
tablished to receive and maintain criminal investigation reports
and to provide copies, documents or information from them to author-—
ized individuals or agencies. Existing criminal investigation
reports at the MACOMs, as well as subsequent reports originating
at installation level, were forwarded to the centralized activity.

b. In 1955, the repository became a separate unit of the
Military Police School and remained so until 1962 when it was
designated a Class II activity of the Army's Provost Marshal General.
In October 1964 it was collocated with the Army's Counterintelligence
Records Facility at Fort Holabird, Maryland as a result of a study
entitled Project Security Shield that recognized the need for closer

coordination and exchange of information between investigative
agencies,

c.  In 1965 the category of reports filed in the cerntralized
facility was expanded to include military police reports rendered
on personnel in grades E4 and above, if the offense was one ‘for
which the authorized maximum punishment under the MCM, 1969 (Rev)
was confinement for six months or more. In 1970 the grade level
was extended to all grades.

d. As an outgrowth of national concern over the preparation
and retention of investigative records during the 1960's, intelli-
gence and crime records were separated in 1971 with responsibility



for maintaining centralized crime records returning to The Provost
Marshal General. The US Army CID Agency performed this function
for The Provost Marshal General until the Agency was designated
USACIDC. At this time responsibility for crime records at HQDA
level was vested in the Commander, USACIDC who then designated the
repository as a directorate of his command. The directorate re-
mained in its location at Fort Holabird, Maryland where the Defense
Investigative Service (DIS) files its records. This was determined
to be desirable to enable timely responses to a law enforcement
request for records as considerable information regarding crime
_history is on file at DIS. Today the directorate is referred to

as the Crime Records Directorate (CRD).

e. The progress in electronic data processing technology dur-
ing the past two decades has prompted a keen interest in criminal
justice systems by the courts, government, executives, private in-—
terest groups and congressional leaders. The Army's system, re-—
flecting the characteristics of others in society, has not escaped
scrutiny occasioned by this heightened interest. The Army's system
is equally affected by growing concern over rapid growth in improv-
ed information systems and the trend toward more frequent use of:
automated data processing equipment. As citizens of the nation
become increasingly aware that criminal justice agencies collect,
store, analyze and disseminate a great volume of information and
statistics about criminal events, suspects, accused persons, ar-
rests, prosecutions, convictions, correctional supervision and
stolen property, the concerns increase. These concerns are high-
lighted by the fact that the application of computer and tele-
communications technology makes the information rapidly and widely
available throughout all components of the criminal justice system.

f. This tendency toward centralization greatly increases the

~danger that inaccurate data may be widely disseminated.

g. Aware of these dangers, the Commander, USACIDC, requested
guidance from The Judge Advocate General (TJAG) as to how records
in the CRD should be used for administrative purposes. TJAG re-
plied that criminal justice information should not be relzased
outside DOD, except to law enforcement agencies. Disseminztion
for other than law enforcement purposes was permissible within
DOD, provided those individuals or agencies allowed access had a
need for such information in the performance of offiecial duties
and the affected individuals were also given access to the infor-
mation. TJAG further advised that to the extent reasonably possible
the USACIDC's data in the CRD should be retroactively updated to
reflect the results of subsequent investigations 4nd final dis-
position. This advice was based on emerging trends in the nation's
courts indicating the possible curtailment of the use of reports
without disposition of offender information.




h. TJAG's opinions were of concern to the USACIDC because
of the sizeable number of reports on file which did not reflect
the results of subsequent investigation and final disposition.
The inclusion of results of subsequent investigation and final
disposition for all cases has been hampered by a number of
factors; including, a fire at the St Louis Record Center, chang-
ing policies in Army criminal records msintenance since 1943,
the age of some of these records and manpower constraints pro-
hibiting accomplishment of these actions for the vast number of
records maintained. USACIDC has made a concerted effort since
its establishment in 1971 to insure that disposition of offender

information is collected on all subjects of final CID Reports of
Investigation.,

i. The Army's criminal records are used administratively

within DOD and are generally available for review by the affected
individuals.

j. During the Army's FY 1975 Inspector General and Auditor
General Inspection of the USACIDC, the Commanding General surfaced
the issue of the propriety of using incomplete criminal records
for administrative purposes. The corrective action reported by
USACIDC and the HQDA Staff on these findings indicated a need
for a coordinated USACIDC HQDA Staff effort to analyze and solve
the complex problems involved. It was within the context of this
history and background that the study group began its effaorts.



SECTION II

SCOPE AND METHOD

2-3. DEVELOPMENT OF THE STUDY PLAN.
a. The study plan is at Annex A. Its development included:

(1) Reviewing and analyzing statutory and regulatory author-
ity for the Army to prepare, use, retain and exchange crime records.

(2) Determining the accepvability of current procedures and
correspondingly rejecting or changing procedures where necessary
by developing new policy.

b. Having initially analyzed the applicable statutory and
regulatory authority, the group solicited data regarding the
Army's and other law enforcement agencies' use of crime records.
Visits were made to the CRD and to federal law enforcement
agencies or federal agencies in the metropolitan Washington area
interested in law enforcement. Also, six major Army commands
were asked to have commanders at a total of 40 installations/
communities relate the manner in which crime records maintained
by them were actually being prepared, used, retained and released.
The Commander, USACIDC tasked 10 CID Field Offices Army-wide to
provide the same information. The questionnaire designed for this
purpose is at Annex B. Thirty-seven installations/communities
and all 10 USACIDC Field Offices responded.

c. Personal interviews were conducted with personnel of
HQDA Staff agencies and a review was made of previously prepared

studies and reports pertaining to crime records and related
matters.

2-4, STUDY ORGANIZATION.
a. Chapter One summarizes the entire study effort.

b. Chapter Three outlines the statutory and other authority
of the Army to maintain crime records.

c. Chapter Four amalyzes the recent thinking and trends on
the subject by the nation's courts, the Executive, Legislative
and Judicial Branches of the Federal Government and a private
interest group. :

d.  Chapter Five describes the current Army system at both
installation and HQDA levels.

10



¢. Chapter Six outlines, in summary form, the crime records
systems of DOD, the other services and the Federal Bureau of
Investigation (FBI).

f. Chapter Seven analyzes the basis for criminal information
retention and assesses the potential risks in using law enforce-—
ment investigative information for administrative purposes. The
current Army uses are then compared and analyzed in terms of

completeness, due process, regulatory policy, other agencies
and trends.

g. Chapter Eight outlines the conlcusions and recommendations.

2-5. SUMMARY: The Army has been maintaining centralized crime
records since 1950." Recent interest in criminal justice systems
on the part of the Judicial, Executive and Legislative Branches
of the federal government, private interest groups and private
citizens has prompted a review of the Army's system for maintain-
ing, using, retaining and disposing of crime records prepared or
received by the Army. The problem was first articulated during
the FY 75 DAIG inspection of USACIDC, when the Commander expressed
concern over unfounded allegations being entered in the Defense
Central Index of Investigations (DCII) and records being on file
without procedures for updating disposition. The Commander,

USACIDC requested HQDA policy and an audit of the records at the
CRD.

11



CHAPTER 3

AUTHORITY AND JURISDICTION

SECTION I ~ GENERAL

3-1. AUTHORITY.

a. Authority for Army jurisdiction over criminal offenses is
derived from the Uniform Code of Military Justice (UCMJI) (10 USC 801
et seq). Specifically, Article 2 of the UCMJ lists those categories
of persons subject to the provisions of the Code, while Articles
77 through 134 list the substantive offenses that are punishable
under it. For offenders who do not fall within the purview of the
UCMJ, authority derived from the application of substantive criminal
law within exclusive, concurrent and partial jurisdictional areas
to the extent mnot precluded by a reservation of state authority,
allows commanders to maintain law and order on their installations.
This includes the investigation of offenses and incidents, without
regard to who the offender is. To this end, Congress has establish-
ed the special maritime and territorial jurisdiction of the United
States (18 USC 7). Most major crimes within such jurisdiction are
covered by individual provisions of title 18, USC. Minor offenses
- are not provided for in specific terms, but may be disposed of under
the "Assimilative Crimes Act" (18 USC 13) which adopts the provisions
of state law as federal substantive law. All persons who commit
offenses in areas of federal government jurisdiction are subject to
. this federal criminal law. The responsible law enforcement agencies
~may enter the installation for the purposes of making investigations
and arrest., Where federal law enforcement officials decline to
assist the commander, military law enforcement officials may act
in their private capacity to make "citizen's arrest." The law of
"citizen's arrest" varies from state to state and extreme caution
must be exercised to assure compliance with the law. Despite a
"citizen's arrest" by Army law enforcement personnel, if the act
committed was a violation of federal criminal law, either directly
or under the provisions of the Assimilative Crimes Act, then juris-
diction over the offense remains within the federal criminal ‘system.

b. In addition to the above mentioned jurisdiction over criminal
offenses, section 1382, title 18, USC makes criminal the entry upon a
military installation for "any purpose prohibited by law or lawful
regulation." This statute also provides criminal sanctions for re-
entry upon a military installation after a commander has ordered an
individual not to do so. Violation of lawful regulations can be a
basis for issuance of an order not to re-enter.

12




c. Section 21 of the International Security Act of 1950
(50 USC 797) grants authority, dinter alia, to establish restricted
areas for the purpose of safeguarding certain military facilities
or property. Violation of orders or regulations promulgated by
the Secretary of Defense or commanders designated by him pursuant
to this section comstitutes a criminal offense. '

d. Section 3012, title 10, USC grants the Secretary of the Army
authority "to conduct all affairs of the Department of the Army," and
the authority to prescribe regulations to carry out his functions,
powers and duties under this title. Complimenting the powers found
in section 3012, title 10, USC is .section 301, title 5, USC which

- grants the heads of military departments authority to prescribe regu-

lations for the govermment of the departments, the conduct of em-
ployees, the distribution and performance of business, and the: custody,
use and preservation of records, papers and property. The preparation,
use, retention, release and disposition of crime records is a natural
outgrowth of the basic authority for the Army's law enforcement
function.

e. The overall federal records management requirements are
found in sectiom 3101-3107, title 44, USC and records disposal re—
quirements are found in sections 3301-3314, title 44, USC.

f. The Army receives a variety of crime records prepared by
civilian authorities for offenses committed by individuals prior,
as well as subsequent to, their entry into military service. Many
soldiers and DA civilians work in sensitive positions of importance
to the nation's security. It is essential that the Army have any
and all pertinent records of a criminal nature pertaining to its
personnel (see DOD Directive 5210.8, 8 January 1975; Executive
Order 11652). Also, criminal data received from civilian sources
about Army personnel serve a useful law enforcement"purpose as they
may help. to identify. possible suspects in offenses committed within

“the military.
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SECTION II

THE FREEDOM OF INFORMATION AND PRIVACY ACTS

3-2. EFFECT ON AUTHORITY.

a. Recent enactments pertaining to federal records have im-
pacted on the Army criminal records system. The Freedom of
Information Act (FOIA) (5 USC 552), as amended, requires that all
records of the military departments and certain other federal
agencies be made available to the public unless the records come
within one or more of nine specified exemptions.

b. Closely related to the FOIA is the Privacy Act of 1974 (PA)
(5 USC 552a) which applies to ''systems of records" as defined in
the Act. A system of records is a grouping of records from which
information on individuals is retrieved by reference to the name
of the individual or other particular identifier assigned to the
individual. The PA entitles an individual to have access to re-
cords pertaining to himself, even if said records would not be
available 'to him -or ‘the .general public under the FOIA. The
individual also has a right to have records amended if they are
not relevant, accurate, timely, or complete. The PA also imposes
:certain restrictions on the collection, maintenance, use, and

dissemination of personal information. .

c. Congress, recognlzing the specilal circumstances surround-
ing law enforcement activities and records, provided limited
exemptions under both:acts for crime records.

(1) One of the nine gspecified FOIA exemptions (5 USC 552(b)
(7)) provides that investigatory files compiled for law enforce-
" 'ment ‘purposes are exempt from mandatory public disclosure under
the FOTA, "but only to the extent .that the production of such
records would (A) interfere with enforcement proceedings, (B)
deprive a person of a right ito a fair trial or an impartial
adjudication, (C) constitute @an unwarranted invasion of personal
privacy, (D) disclose the indentity of a confidential source and,
in the case of a record compilled by a criminal law enforcement
- authority in the course of a criminal investigation, or by an :
agency conducting .a lawful national security intelligence investi-
gation, confidential information furnished only by the confiden#ial
source, (E) disclose investigative :techniques and procedures, or

(F) endanger the life or physical safety of law enforcement
personnel,"

(2)  No records are automatically exempt from the provislons _
of the PA. ‘'However, the Act. does permit agency heads to promulgate
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rules exempting certain types of systems of records from some
provisions of the Act. Criminal law enforcement records may be
exempted from the majority of the provisions of the Act, includ-

ing those granting individuals the rights of access to and
amendment of records.

d. The effect of the PA on the dissemination of crime
records is discussed in paragraph 3-3, infra.
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SECTION III

RELEASE OF CRIMFE RECORDS

3-3. STATUTORY EXCEPTIONS.

a. The Privacy Act allows disclosure of personal information
without the individual's consent in eleven situations. Three of
these are of primary. importance to the release of information from
crime records.

b. The first exception, 5 USC 552a(b) (1) allows disclosure of
records within the agency that maintains the records to those officers
and employees of the agency who have a need for the record in the per-—
formance of their duties, if the use is compatible with the purpose
for which the record is maintained. - For this purpose, release within
DOD is considered to be intra—-agency and provisions of DOD Directive
5400.11 (Personal Privacy and Rights of Individuals Regarding Their
Personal Records) and AR 340-21 (The Army Privacy Program) apply.

c. The second exception, 5 USC 552a(b)(3), allows disclosure of
personal information to those 'routine users' identified in the appli-
cable system notice published in the Federal Register. A 'routine
use" means the use of such record for a purpose which is compatible
with the purpose for which it was collected. This exception permits
disclosure of personal information between DOD and one or more crim-—
inal law enforcement activities, who acting independently or in con-—
cert, seek to eliminate or curtail criminal activity. These routine
exchanges serve to further investigative efforts by verifying infoxr-
mation, determining new investigative sources and maintaining coop-
eration and relationships with criminal law enforcement agencies or
components  external to DOD.

d. The third exception, 5 USC 552a(b)(7) allows disclosure of
personal information to another agency or to an instrumentality of
any governmental jurisdiction within or under the control of the US
for a civil or criminal law enforcement activity, if the activity
is authorized by law and if the head of the agency or instrumentality
has made a written request to the agency which maintains the records
specifying the particular portion desired and the law enforcement
activity for which the record is sought. The authority to make such

. a release may be delegated by the head of the agency or iastrumental-
ity. : ‘

3-4. RELEASE OF INFORMATION FROM ARMY RECORDS FURNISHED BY FOREIGN
GOVERNMENTS.

a. Information contained in Army crime records supplied by
foreign govermments is subject to the mandatory disclosure require-

ments of both the FOIA (5 USC 552) and PA (5 USC 552a). However,
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neither statute is necesgsarily a bar to denying the subject of an
investigation nor the general public access to material derived from
foreign sources in those instances in which the data are classified
by a foreign government or when the material has been released to
Department of the Army under a pledge of confidentiality,

b. Executive Order 11652 provides that: '"Classified information
or material furnished to the United States hy a foreign govermment or
international organization shall either retain its original classi-
fication or be assigned a United States classification.'" 1In either
case, the classification shall assure a degree of protection equivalent
to that required by the government or international organization that
provided the information.. The FOIA (5 USC 552(b) (1)) expressly exempts
from public disclosure material that is authorized to be kept secret
under criteria of Executive Order 11652. Section 552a(k)(1l) of the
Privacy Act of 1974 also recognizes the need for protecting classified
material and permits the Secretary of the Army to exempt those records
containing classified material from the access provisions of the Act.
Thus, neither the FOIA por the Privacy Act of 1974 requires disclosure
of classified information to either the subject of the investigation
or to the general public.

c¢c. If non-classified information is received under a pledge of
confidentiality from a foreign govermment, the source of the infor-
mation may still not be subject to public disclosure under the FOIA
or the Privacy Act by application of 5 USC 552(b)(7Z)(D) and 5 USC
552a(k), respectively. Moreover, if disclosure of the information
itself would identify the source, then the information similarly would
not be subject to disclosure under either of the aforementioned statutes.
Therefore, material received from foreign governments and made a part
of Army crime records is in some instances capable of protection from
the mandatory disclosure requirements of the FOIA and PA.

3-5. RELEASE OF INFORMATION TO FOREIGN GOVERNMENTS AND LOCAL LAW
ENFORCEMENT AGENCIES IN AND OUTSIDE CONUS.

a. Release of information from Army crime records is subject to
both the broad constructions of the PA and the FOIA and the precise
structures and requirements of the various treaties, Status of Forces
Agreements (SOFA), and supplements thereto.

b. Usually, US obligations under international agreements will
be able to be satisfied by releasing information to governments
through the '"routine use" exception to the PA discussed in paragraph
3~3. Further legal research and guidance will be necessary to resolve
the problems of international information disclosures required by
treaty or other agreement if the ''routine use' section does not
prove to be adequate in a given situation.
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3-6. RELEASE OF INFORMATION SUPPLIED BY THE STATES TO THE FEDERAL
GOVERNMENT .

a. Although liaison with the states is wital for law enforce-
ment purposes, the states that supply Army law enforcement officials
with criminal information should be aware that the mandatory dis-
closure requirements of the FOIA and the PA may be applicable to
the data they provide which bLecome a part of Army 'records."" As
defined in Army Regulation 340-17, as changed, records ‘'received
by an agency of the United States Govermment . . . in conjunction
with the transaction of public business and preserved . ., . by that
agency or its legitimate successor as evidence of the . . , decis-
ions, procedures, operations, or other activities of the Govermment
. + ." are subject to the provisions of the FOIA. The definition
makes no distinction as to the source of the documents, and further-
more makes receipt of the document for the uses delineated above
the only criteria for becoming an agency "record."

b. Thus, nowithstanding state statutes, Army criminal record
custodians should observe the binding law (and exemptions to release)
found in the FOIA and the PA. Of course, where possible, the spirit
of the various state laws should be followed in an effort to keep the
information flowing to the Army law enforcement agencies. Careful
use of the exemptions from mandatory release under the FOIA and PA
should give state information necessary protection.
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SECTION 1V

"SPECIAL HANDLING OF RECORDS PERTAINING TO JUVENILES

3~-7. IMMONITY FROM STATE LAWS. While it is common knowledge that

the release of information pertaining to juveniles is a sensitive
matter, the state laws regarding such matters are generally not
applicable to the Army. In the performance of their governmental
functions, federal instrumentalities are immune from state regu-—
lations. This is not to preclude, as a policy matter, an effort on
the part of HQDA to comply with state laws. Federal immunity is
founded on the "supremacy of the law clause'” found in the second
clause of Article VI, US Constitution and on the doctrine of sovereign
immunity.

3-8. FEDERAL STATUTES.

a. In 1974 Congress enacted PL 93-415, the Juvenile Justice
and Delinquency Prevention Act, which among other things restricts
the disclosure of Federal District Court proceedings agalnst juveniles
to the following five instances: ‘

(1) Inquiries received from another court of law.

(2) Inquiries received from an agency preparing a presentence
report for another court.

(3) Inquiries from law enforcement agencies where the request
for information is related to the investigation of a crime or a
position within that agency.

(4) Inquiries in writing from the director of a treatment agency
or the director of a facility to which the juvenile has been committed
by the court. ‘ ‘

(5) Inquiries from an agency considering the person for a posi-
tionimmediately and directly affecting the national security.

b. While the above restrictions on disclosure of records (18 USC
5038) by its terms only applies to Federal District Courts, it evi-
dences . a Congressional intent and policy whieh is a relevant factor
in applying the FOIA. It is conceivable that a crime record on an
adult could be required to be disclosed as its disclosure would not
be a clearly unwarranted invasion, but that an identical record on
a juvenile would be exempt from mandatory disclosure under the FOIA
(5 USC 552(b)(6) or (b)(7)(C)). Assuming a record was exempt from
mandatory disclosure under FOIA (thereby not disclosable under 5 USC
552a(b) (2)) an agency could still release the record in other
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situations prescribed in the PA. To the extent that the PA permits
broader disclosure to federal, state and local agencies via the
"routine use" provisions, or upon written request of an agency head,
consideration should be given to restricting the use of discretlonary
release, as a matter of policy, to those situations analogous to the
situations specified in 18 USC 5038.

¢. Therefore, the Army should consider adopting the guidelines
of 18 USC 5038 for release of criminal law enforcement records per-
taining to juveniles, in addition to authorizing release of juvenile
records to commanders and staff judge advocates for possible admin-
istrative action. Such use is necessitated by instances in which
the commander, carrying out his reponsibility for the preservation
of law and order, may initiate action to bar the juvenile from the
installation under provisions of section 1382, title 18, USC.
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SECTION V

RETENTION OF INFORMATION ON NON-DOD-AFFILIATED PERSONS

3-9. POLICY.

- as In 1972, the Defense Investigative Review Council (DIRC)

studied whether or not criminal investigative activities within DOD
should be included in DIRC guidelines established in DOD Directives
5200.26 and 5200.27. The study found no fault with these programs
as long as the intended purpose was adhered to. An. extract of the
DIRC Guidelines to Criminal Investigative Activities is as follows:

The limits of military investigative jurisdiction are
also reflected in the criminal information collection
requirements established by each of the services. Each
service maintains an active criminal information program
designed to ensure that pertinent information concern-
ing criminal activities involving or affecting the mili-
tary is collected from available sources and recorded,
processed and disseminated as appropriate to investi-
~gative agencies. However, the investigative directives
and manuals of each service make clear that within the
United States such operations may be targeted only
against persons or criminal activities over which the
Military Department has jurisdiction. The use of the
criminal information program for the purpose of collect~
ing information concerning persons not affiliated with
DOD is expressly prohibited by each.

This extract may be misleading or ambiguous if the military investi-

- gative information system and its elements are not fully understood

or considered. The "prohibited purpose' related to non-affiliated

persons should be placed in proper perspective with the second and
third sentences of the extract. The phrases ". . .concerning criminal
activities involving or affecting the military. . ."and . . .

"target only against persons or criminal activities over which the

Military Department has jurisdiction. . ." may seem contradictory.

However, the ipherent authority of the installation commander to pre~
serve law and order on the installation would seem to confer investi-

- gative jurisdiction over all persons engaged in criminal activities

which disrupt the efficient operation of the military organization.
Additionally, the Delimitations Agreement of 1949 and the Memorandum :
of Understanding between DOJ and . DOD, dated 19 July 1955-confer author-
ity on the military departments to conduct criminal investigations,:
subject to the jurisdictional limitations in the agreeiments. Accord-
ingly, criminal iInvestigative activities conducted in accordance with
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appropriate regulatory and directive .authority properly may be
directed against non—-affiliated persons. Such investigations may not
be used as a subterfuge for investigations within the framework of
the "prohibited purpose" descrihed ahove. '

b. Army Regulation 380-13 outlines policy Ior the acquisition
and storage of information concerning non-affiliated persomns and
organizations. It places no restrictions on such information
obtained in connection with authorized criminal investigations and
law enforcement gathering activities that are not "couﬁterintelli—
gence' related and are the responsibility of the military police
or USACIDC. AR 380-13 is based on DOD Directive 5200.27, which
recognized the need for this exception. This, in effect, allows
the military police and the USACIDC to treat information pertaining
to non=DOD-affiliated civilians the same as that for military per-
sonnel and civilian employees, as long as the information is obtained
in connection with an authorized activity of the military police or
USACIDC.

3-10. SUMMARY.

a. Army authority for jurisdiction over criminal offenses is
derived from a variety of sources. This aguthority is sufficiently
broad to allow Army commanders to protect Army property, personnel
and materials, and to keep necessary criminal records.

b. The Privacy Act of 1974 and the recent amendments to the FOIA
impact on the recordkeeping authority of the Army by:

(1) Requiring that federal records generally be made more avail-
able to individuals who request them;

(2) ‘Imposing certain restrictions on the acquisition, storage,
use and dissemination of personal information.

¢.. The impact of the Privacy Act of 1974 and the recent amend-
ments to the FOIA on crime records (other than administrative burdens
such as publication of systems notices and accounting for disclosures of
PA records) is largely negated where a legitimate governmental purpose
- 1s involved; by the law enforcement exemptions to both acts.
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CHAFPTER 4

TRENDS IN CRIMINAL JUSTICE SYSTEMS

4-1. GENERAL. In recent years the nation's courts, legislative
and executive arms of govermment at the federal levels, as well
as private interest groups, have expressed increased interest in
records associated with criminal justice systeéms at the local,
state and federal levels. This chapter analyzes their efforts
and sets forth emerging trends resulting from attempts to strike
the proper balance between the rights of society and those of
individuals within the society with respect to the preparation,
use, retention, exchange and disposition of crime records.

4~2. LEGISTATION.

a. Dﬁring the 94th Congress, three bills were introduced per-
taining to the protection of personal privacy with respect to crim-

inal records. Since the 94th Congress' House of Representatives 'Bill

8227 (HR 8227) and Senate Bill 2008 (S 2008) are identical, they are
addressed as one. These two bills will be compared with House

of Representative Bill 61 (HR 61) which is the only bill still pend-
ing. This bill has the support of the Department of Justice and the
DOD. Comparison of the two bills shows the complexity of the issues
involved and the difficulty in balancing the interests of society in
the administration of criminal justice to those of the individual
with respect to the right to personal privacy.

b.  HR 61 differs in many respects from HR 8227. It is consid-
erably more lenient in its restrictions on the use of criminal jus-
tice information, advocating state and local law enforcement agencies
remain as autonomous as possible from federal control.

¢. In contrast to HR 61, HR 8227 not only calls for the estab-
lishment of a federal commission to oversee administration and en-
forcement of the provisions of the bill, but empowers it to promul-
gate binding rules and regulations.

d. ‘-Another principal variation between the bills is the pre-—

- clusive approach of HR 8227. HR 61 adheres to a minimum standard

approach. Basically, what is not permitted by HR 8227 is prohib-
ited, while HR 61 merely establlshes minimum standards for criminal
justice information.
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e. Both bills are comprehensive and encompass all major aspects
of criminal justice information categorized as criminal history, in-
vestigatory, intelligence and correctional information. Both
bills address the collection, retention, use and dissemination of
this information and in doing so recognize the separate, but inter-
related interests of state and federal criminal justice agencies.

f. 1In the area of maintenance and access to criminal justice
information, there are fundamental differences between the two bills.
As mentioned, HR 61 is cast in general terms. It restricts criminal
justice information collection to official purposes; it limits access
to a need-to~know basis and requires an accounting of exchanges with
other agencies. Conversely, HR 8227 provides that such information
may be maintained only if "grounds exist conmecting an individual with

known or suspected criminal activity and if the information is pertinent

to such criminal activity.'" As to dissemination of the information,

HR 8227 authorizes such only to confirm the reliability of information
already in the possession of an authorized requesting federal agency
or other criminal justice agency and then only when the requesting
agency "'. . . is able to point to specific and articulable facts
which, taken together with rational inferences from those facts,
warrant the conclusion that the individual has committed or is about
to commit a criminal act and that the information may be relevant to
the act." Such restrictions on criminal intelligence would pose
serious problems, not only in the area of interpretation but more im-
portantly in the crime solving process involving the more serious

and complicated cases where many small pieces of criminal intelli-
gence information are needed to solve or prevent the occurrence of

a crime. ' Such a narrow scope of permissible maintenance may well
preclude further ecriminal investigation and appears to be self-
defeating. HR 61 does not attempt to create standards in this area,
but ledves their development to the various law enforcement agencies,
subject to study and recommendation by a proposed commission, includ-
ed as a part of the bill.

g. The provisions for maintenance of investigative information
in HR 8227 pose equally difficult problems in that it prohibits re-
tention of information beyond the applicabie statute of limitatioms.
This restriction is of concern to the investigator who is looking at
a series of events in order to solve a complex offense or series of
offenses. The usefulness of the investigatory information is mnot
necessarily diminished by the passage of time. HR 61, does not limit
the undeveloped standard in this area.
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h. In the areas of accuracy of records and disposition of
offender information, both bills are in agreement as to the need
for these requirements. Likewise, both bills grant an individual
the right of access to criminal histoxry information in order to
correct inaccuracies. However, HR 8227 goes beyond HR 61 and
requires the correction of records which originated in another
agency. The HR 61 definition of dispesition is much broader and
therefore makes records more complete and accessible.

i. HR 61 goes further than HR 8227 in accountability.
Both. bills require strict accountability for dissemination of in—
formation. However, HR 61 requires special accounting for remote
terminal access to information, to the extent that street patrols
are included in order to insure that information retrieved from
computers is properly utilized.

j. Both bills have a similar approach to enforcement, although
the details differ comsiderably. The major difference is found in
the provision of HR 8227 which authorizes a commission to seek
declaratory judgment and cease and desist orders. This provision
could interrupt investigative proceedings while litigation determines
whether a particular person is a proper recipient of the cgiminal
information. HR 8227 suggests that violations of the act,ﬁg%her
than violations of internal operating procedures, or of commission
regulations could provide a basis for the exclusion of valid evidence
in criminal proceedings. Such a rule would be of far reaching impact
and contrary to the current trend in which it appears that the
Supreme Court is moving away from the present exclusionary rule.

k. HR 61 advocates the establishment of a uniform federal
standard for interstate exchange of information and exchanges between
federal and state agencies. In so doing, it allows the state laws
to be operational as long as they meet minimum federal standards. On
the other hand, HR 8227 allows state laws to govern only to the ex-—,
tent of their imposing stricter standards than federal law.

1. 7In the areas of dissemination, access and use by noncriminal
justice agencies, HR 61 and HR 8227 differ in that the latter re-—
stricts use of conviction information to those uses authorized by
federal or state statute. The former permits use, if authorized
by Executive Order.. The use by noncriminal justice agencies, pursuant
to Executive Order, makes possible use for government employment
where a security check is required by Executive Order. Both bills
allow the use of criminal intelligence for criminal justice appoint-
ments, as well as providing for access by federal agencies to crim-
inal justice intelligence for employment and security clearance
purposes. 5 : '
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m. Both bills allow dissemination of arrest record information
_and criminal history record information for federal employment
or security clearance when the information is requested by the
federal agency, as part of a background or security investigation
or as required by statute or Executive Order. In this regard
HR 61 is not as stringent as HR 8227. It permits the dissemination
of c¢riminal intelligence for these type checks, while HR 8227
only permits it if the check is for the purpose of granting a
"top secret' clearance. This distinction is substantial and
would have major impact on all federal agencies. Both acts
provide for notification of individuals concerning a pending
investigation and its scope.

n. Both HR 61 and HR 8227 exclude 'records relating to
violations of the Uniform Code of Military Justice" but only so
long as those records are maintained solely within DOD.

4-3, JUDICIAL TRENDS.

a. The Supreme Court very recently dealt with the issue of
the right to ptrivacy as it related to criminal records. In Paul,
Chief of Police, Louisville, et al v. Davis, 424 US 693 (23 March
1976) ;%7 L. Ed. 2d 405, the court held that there was no violation
of any rights found in the guarantee of personal privacy when the
police department of Louisville, Kentucky publicized the arrest
record of the respondent in a city wide effort to reduce shoplifting
during the Christmas season. The respondent had been arrested, but
not convicted of shoplifting more than a year before. The Louisville
police publicized his 'mug shot,'" along with others, in a flyer de-
signed to alert local businessmen and their store security personnel.
The respondent brought suit under 42 USC 1983, seeking redress for
alleged violation of rights guaranteed to him by the Constitution
of the United States. The Supreme Court, in reversing the Court of
Appeals for the Sixth Circuit, found that the petitioner's aetion in
distributing the flyer did not deprive the respondent of any "liberty
or property' rights secured against state deprivation by the Due
Process Clause of the Fourteenth Amendment. The impugning of re—
spondent's reputation, standing alone, did not implicate any "liberty
or property" sufficient to invoke the Fourteenth Amendment or estab-
lish a claim under 42 USC 1983.

b. The significance of the decision lies in the judicial
recognition that a state may publicize a record of an official act,
such as an arrest. The court did not pass on whether the respondent
was defamed by the publication and left that issue for resolution
under Kentucky law. What the court did pass on was the effect
of the publication on respondent's constitutional rights.
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Finding nothing rising to the level of constitutional infringement,
the court held in favor of the Louisville police chief, In so
doing, the court declined to constrain a state from publicizing the
public record of an arrest. The court did not go beyond the facts
in the case to discuss the use made of the record. - The fact is
that the use was clearly for a legitimate law enforcement purpose
and the court gave its blessing.

¢. An arrest or a conviction for a criminal offense may well
be disclosed under FOIA, so long as a record of trial exists or the
arrest is so recent, in terms of time, as to be a matter of common
public knowledge. An individual's apprehension may become public
knowledge and an individual's right to privacy is incrementally
lessened as the degree of that involvement and the seriousness of
the offense increases; however, these factors must be weighed against
the factor of time. To needlessly embarrass an individual for a
relatively minor conviction early in his or her life, or to
needlessly disclose an arrest record after the passage of time,
serves no purpose except to focus undeserved attention on what is
no longer relevant or significant. Seldom do minor offenses have
a bearing on current decisions; except those matters which if
disclosed, would serve to damage the individual's or employer's )
credibility. With this in mind, criminal records become significant
for determinations involving suitability for employment in certain
occupations. In this regard, the public has a right to expect
and demand that certain Army personnel be above reproach and
demonstrate trust and confidpnce, even in matters which may seem
significant only during times of close scrutiny and public questioning.

4-4, VIEWS AND TRENDS IN OTHER COURTS.

a. While the aforementioned Supreme Court decision (Paul v.
Davis, supra) indicates a more liberal view towards use of crime
records, other courts priotr to this decision, have indicated
other trends.

b. One case exemplifies the need for accurate and up to
date récords. A defendant was found in possession of an illegal
shotgun when arrested based upon an outdated NCIC report that
he was wanted in California for parole violation. Since the
California warrant had been satisfied five months before the
defendant's arrest, the court ruled that there no longer existed
any basis for his detention, and therefore the government could .

not profit by its own lack of responsibility (United States v.

Mackey, 387 Fed Supp 1121 [1975]). Thus, the government 's faulty

- recordkeeping excluded the evidence and the charge was dismissed.
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4-5. EXPUNCTION OF RECORDS.

a. Another area of judicial activity is expunction of
arrest records. An extreme position is highlighted by the
United States v. Kalish, 271 Fed Supp 968 (1968) where the
court held that expunction should always follow where the
accused is acquitted or otherwise discharged without con~
viction.

b. Other expunction cases have taken a middle-of-the
road approach, balancing the right of the accused not to be
forever burdened by an undeserved arrest record against the
inherent benefit to the community in maintaining a criminal
information system, and ordering expunging only under ''unusual'
circumstances. See e.g., Menard v. Saxbe, 498 F. 24 1017
(DC Cir. 1974); United States v. Rosen, 343 Fed Supp 804
(SbNY, 1972).

c. The other extreme position was advanced by the Seventh
Circuit Court of Appeals, which held that a police department's
responsibility to maintain order and public safety requires that
all arrest records be retained regardless of whether the accused
is acquitted, discharged or otherwise released from charges.
Herschel v. Dyra, 365 F. 24 17 (7th Cir. 1966), cert. denied
875 Ct. 513; see also Rogers v. Slaughter, 469 F. 2d 1084 (5th
Cir. 1972). The recent Supreme Court decision in Paul v. Davis,
supra lends weight to this view concerning the maintenance and
dissemination of arrest records.

4-6. VIEWS OF THE DEPARTMENT OF JUSTICE.

a. As discussed earlier in Section I, supra, the views of
DOJ and the Executive are embodied in HR 61, 94th Congress. That
bill in the view of DOJ .is the most workable solution to the
complex problem involving the use of criminal justice information
and the right to privacy. It strikes a balance between the public's
right to know and the individual's right to preserve a certain zone
of privacy. The bill recognizes that historically law enforcement
is a state and local government function and tries to put as few
restrictions on the state agencies as possible. . It also recognizes
the danger inherent in secret law enforcement proceedings and the
need for an informed public.
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b. HR 61 also contains provisions indicating that to
make individuals continue to pay for an error all of thelr lives
dashes any hopes of rehabilitation. In essence, DOJ favors
KR 61 because it attempts to strike the balance between the
rights of society and the rights of individuals.

4~7. VIEWS OF THE DEPARTMENT OF DEFENSE.

a. In consonance with the DOJ, DOD also favors enactment
of HR 61. Although criminal records generated under the
provisions of the UCMJ are exempt from coverage under the
bill, HR 61 is of wvital importance to DOD in the area.-of suit-
ability for employment and retention of the millions of people

who are involved in national security (both military and
civilian).

b. DOD requires criminal justice information to determine
the eligibility of individuals for access to classified infor-
mation.

c. HR 61 provides DOD with the ability to secure the criminal
justice information it needs to carry out the sbove functions.
Since HR 8227 would be more restrictive in this critical area, DOD
is very much opposed to its enactment and has voiced this op-
position before the Congress.

4-8, OTHER VIEWS.

a. One agency that has devoted considerable research toward
the problem is the Security and Privacy Standing Committee of
Search Group, Inc. (SGIL). Project SEARCH was created in 1969,
pursuant to a Law Enforcement Assistance Administration (LEAA)
grant. It was in response to the increasing trend of the states
to devote large sums of money to expensive and largely unevaluated
computer systems. The corporation was established to provide an
orderly and efficient means of developing, evaluating and implementing
these systems. Its first major effort was the development and
successful demonstration in seven cooperating states of a prototype
computer-based system for the interstate exchange of criminal history
records. This prototype system was extended to 20 states and ul-
timately became the basis for a national operational system now under
development. SEARCH is governed by a policy board of gubernatorial
representatives from every state., It is organized as a nonprofit
corporation and continues to be the central focus of research and

development in the field of technological applications to criminal
justice systems.
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b. In its Technical Report Number 13, SGI outlined stand-
ards that it believes are appropriate for federal legislation re-
lated to state and local agency regulations and procedures for
use of criminal justice information. It is their belief that
the standards in Technical Report Number 13 provide full pro-
tection of individual rights without unduly burdening or hamper-
ing criminal justice agencies.

c. The standards developed by SGI would exclude the follow-
ing from coverage by the proposed legislation:

(1) Initial records of entry maintained at police statioms,
such as "police blotters' and "incident reports," provided such
records are organized chronologically and are not indexed or
accessible by name, and if they are permitted by law or longstand-
ing custom to be made public.

(2) Court records of public criminal proceedings that are
open to public access; court opinions, including published compila-
tions thereof; or records or indexes of pardons or paroles acces-
sible only by date or by docket or file number.

(3) Records of traffic offenses maintained for the purpose
of regulating the issuance, suspension, revocation or remnewal of
drivers' licenses.

(4) Records relating to violations of the UCMJ maintained
solely within DOD and not disseminated to agencies or systems
covered by the legislation.

(5) Statistical or analytical records or reports in which
individuals are not identified and from which their identities
cannot be ascertained.

d. The SGI further proposes that federal legislation should:

(1) Not prevent criminal justice agencies from continuing
to disclose to the public and the press factual information about
investigations, arrests and other criminal justice events, if such
disclosures are reasonably contemporaneous with the events and

derived from the records precluded from coverage previously described.

(2) Be limited to the establishment of minimum standards
for agencies and information systems and to the maximum extent
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possible, rely for implementation upon state laws and regulations
and upon regulations and operating procedures adopted by indiv-~
idual agencies and systems.

(3) Not affect the continued routine maintenance, dissemi-
nation and use by criminal justice agencies of wanted persons
information and identification information for authorized purposes
related to the performance of the duties of such agencies.

e. The standards further provide:

(1) That correctional and release information should be
made available only to: : '

(a) Criminal justice agencies for criminal justice purposes
and to the extent necessary for the performance of duty.

(b) The individual subject or his or her attorney, if
authorized by federal or state statute or court order or rule.

(2) That criminal justice dintelligence and investigative
data information not be co-mingled with other types of criminal
justice information, and that such other information not contain
any information that indicates or suggests that a criminal.
intelligence or investigative file exists on individuals to whom
the information relates.

(3) That other types of criminal justice information may be
included in criminal intelligence and investigative files, but
should not, solely by reason of such inclusion, become subject
to the restrictions or access and dissemination applicable to
criminal dntelligence and investigative information.

(4) That direct access to criminal justice information
systems be strictly limited to authorized officers or employees of
criminal justice agencies and operating procedures be established
to restrict access to ecriminal justice information to those
officers and employees who are authorized to have particular kinds
of information and who need such information for the performance
of - their duties.

(5) That the use of such information be restricted to pur-
poses authorized by legislation. :

(6) That secondary dissemination of such information be
limited to recipients who are eligible under the legislation to
receive the information.

" (7) That criminal justice information may continue to be
used routinely by criminal justice agencies for criminal justice
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purposes including information that indicates an individual
pleaded guilty or nolo contendere to or was convicted of the
offense with which charged.

(8) That arrest record information and criminal record
information continue to be used by criminal justice agencies fur
criminal justice purposes to which they are relevant. Such use
includes: information indicating that an individual was not
charged with an offense; that a decision was made not to prose-
cute; that the individual was acquitted, or that the criminal
proceedings were otherwise concluded in favor of the individual.
These uses must be provided for by agency rules or regulations
and exist specifically to limit such use to the following purposes:

(a) Employment purposes concerning the agency's own personnel
or applicants.

(b) The commencement of prosecution, determination of pre-
trial or post trial release or detention, the adjudication of
criminal proceedings or the preparation of a presentence report.

(¢) Supervision by a criminal justice agency of an individual
who has been committed to the custody of that agency prior to the
time the arrest occurred or the charge was filed.

(d) The investigation of an individual when that individual has
already been arrested or detained.

(e} The development of investigative leads for particular crim-
inal offenses, if access to the Information is limited to criminal
justice officials with both a need and a right to have access to
such information.

(f) The alerting of an official or employee of a criminal
justice agency that a particular individual may present a danger
to his or her safety or for similar essential purposes.

(9) That criminal justice information, including criminal in-
telligence, investigative information, and information that has been
sealéd continue to be used as follows:

(a) - Purposes of employment screening of its own personmel by a
criminal justice agency. :

(b) TUse by federal, state or local govermment officials,
authorized by law to appoint or nominate judges; executive officers
of criminal justice agencies or mebers of federal or state boards
created to regulate criminal justice information systems.
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(¢) Use by legislative bodies authorized to approve
appointments of officials enumerated above, provided assurances
exist that an individual has been appointed or is under con-
sideration for an appointment and that the individual has been
notified of the request for criminal justice information and has
given written consent to the release of the information.

(10) That criminal justice information for noncriminal
justice governmental employment be used as follows:

(a) Arrest record information and criminal record information
should be available to any federal or state agency for the purpose
of an employment application investigation, an employment retention
investigation, or the approval of a security clearance for access
to classified information. Availability should be related to sit~
uvations in which the information is requested pursuant to a statute
or executive order authorizing a comprehensive investigation of
the history and background of an individual. Further, it should
be. pursuant to agency regulations setting forth the nature and
scope of such an investigation.

(b) For the purpose of an investigation relating to a security
clearance for access to classified information, records that have
been sealed may be made available. For security clearances for
access to information classified as ''top secret," criminal justice

intelligence and investigative information may alsc be made avail-
able.

{(¢) No information should be made available unless an individual
was put on notice at the time of filing for employment, application
for a security clearance, or otherwise involved in any action result-
ing in an investigation, that such an investigation, would be conducted
and that access to this type of information would be sought.

{11) That arrest record information, criminal record information
(including sealed information), criminal justice intelligence infor-
mation and criminal justice investigative information, be made avail-
able to the President and to the chief executive of any state for the
appointment otr nomination of executive governmental officials.
Further, it be made available to legislative bodies authorized to
confirm such appointments or nominations. In either case, avail-
ability of such information should be made only upon receipt of
assurances that an individual has been appointed or nominated or is
under consideration for an appointment or nomination, that the in-
dividual has been notified of the request for criminal justice in-
formation, and has given written comsent to the release of the infor-
mation. The information obtained shall be used only for the purpose
for which it is made available and is not to be copied or redissem—
inated. When the immediate purpose for which it was cbtained has
been accomplished, ‘it shall be returned. )
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(12) That the use of criminal justice information for non-
criminal justice purposes be generally as follows:

(a) Criminal justice information, with the exception of crim-
inal intelligence and investigative information, should be available
to qualified persons and organizations for research, evaluative and
statistical purposes related to criminal justice. Release should be
based on written agreements, reasonably designed to insure the secur-
ity and confidentiality of the information and the protection of the
privacy interests of individual subjects. Whenever such information
is made available, the identification component of all records should
be deleted unless the purpose of the research clearly cannot be
accomplished without such identification information.

(b) . Renabilitation officials of a criminal justice agency should
be permitted to orally present to prospective employers of offenders
under the agency's supervision, the substance of the offender's crim-
inal justice information. Such disclosure should be for the purpose
of assisting the offender in obtaining employment upon release, if
the offender or their attorney consent.

{c) The dissemination or use of criminal justice information
for any other noncriminal justice purpose, such as licensing, em-
ployment checks, or credit bureau use, should be permitted only if:

(1) Such dissemination and use are required to implement a
federal or state statute that expressly refers to criminal conduct
and contains requirements or exclusions expressly based upon such
conduct;;

(2) The information available is limited to conviction records
and arrest records where the arrest is not over a year old or the
charges are still actively pending; and

(3) The individual subject has been notified by the requesting
agency or person that the request has been made and the individual
is given the opportunity to rewiew the information and initiate pro-
ceedings for challenge or correction of any inaccurate or incemplete
information.

(13) That access by individuals for purposes of challenge be
as follows: ‘

(a) 1Individuals who satisfactorily verify their identity and
comply with reasonable rules and regulations should be permitted,
in person or through counsel, to review and obtain a copy of any
arrest record information or criminal history record information
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concerning them; maintained anywhere the individual applies, for

the purpose of challenging its accuracy, completeness or the legality
of its maintenance.

(b) Each criminal justice agency should adopt and publish rrules
and procedures to implement these requirements, including some method
of administrative review for any challenge the individual may make,
as well as appropriate notice of corrections boing given to criminal

justice agencies that have received inaccurate or incomplete infor-~
mation.

(c¢) Each state should provide a procedure  for administrative
appeal upon request by the individual in instances in which a prim-
inal justice agency refuses to correct challenged information to the
satisfaction of the individual. Such appeal should include a hearing,
in appropriate cases, at which the individual should be permitted to
appear with or without counsel, to present evidence, and to exsmine
and cross-—examine witnesses. Each state should provide for judicial
review of any final decision taken after administrative appeal pur-
suant to the above mentioned hearing if the individual is not satis-
fied with such decision.

(14) That individuals who obtain any copy of any information
regarding themselves should not be requested or required to transfer
or show such copy to any other person or agency, and any request for
such transfer or disclosure should be prohibited.

(15) That criminal intelligence information should be governed
by the following:

(2) It should be collected and maintained only *f grounds exist
connecting the individual with known or suspected criminal activity
and if the information is relevant to that activity. Criminal in-
telligence files should be reviewed at regular intervals and, at a
minimum, upon any requ “t for dissemination of particular information
a determination whethe; grounds for retention of the information
should be made. If no grounds exist, the information should be de-
stroyed.

(b) Within a criminal justice agency, access to and use of
criminal intelligence information should be strictly limited to
officers and employees who are authorized to have such access and
use, and who have a demonstrated need for the particular information.

(c) An assessment of criminal intelligence information may be

provided to a governmental official or to any other individual when
necessary to avoid imminent danger to life or property.
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(d) Criminal intelligence information should be disseminated
outside of the collecting agency only for the following purposes:

(1) Appointment and employment screening purposes as authorized;

(g) Confirmation of information dn the files of another criminal
justice agency; or

(3) For investigation of an individual by another criminal
justice agency if the requesting agency gives assurances that valid
grounds for the investigation exist and that the information is
relevant to the investigation.

(16) That criminal investigation information be used as follows:

(a) Access to and dissemination of criminal investigative in-
formation should be limited to criminal justice agencies and, within
a particular agency, to officers and employees who are authorized
such access and use, and who have a demonstrated need for particular
information.

(b) TUse of such information should be limited strictly to crim-
inal justice purposes.

(c¢) An assessment of criminal investigative information may be
provided to a govermmental official or to any other individual when
necessary to avoid imminent danger to life or property.

“! (17) That access to criminal justice information for. remote
terminal access to automated criminal investigative and intelligence
information should not be permitted outside the agency which compiled
and automated the information, except where expressly authorized by
federal or state law or for identification information sufficient to
provide an index of individuals included in automated investigative

and intelligence systems.
(18) That the use of arrest information be as follows:

(a) Except as permitted in criminal record information use de-
scribed above, arrest record. information and criminal record infor-
mation should be made available only if the inquiry for such infor-
mation is based uvpon identification of the individual to whom the
information relates by means of rame and other identification record
information. After the arrest or detention of an individual, such
information concerning the individual should be available only
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on the basis of positive identification; by means of fingerprints
or other equally reliable identification record information.

(b) A criminal justice agency should be permitted to respond
to requests for arrest record information and criminal record in-
formation, based upon categories of offenses or other data elements
other than identification record information. Such response should
be permissible if the requesting agency has operating procedures
designed to insure that such information is used only for the pur-—
pose of investigation of a particular criminal offense. Further,
the information will be available only to criminal justice officials
and employees with authority and a particular mneed to have the
information.

(19) That security, accuracy and completeness of records be
reasonably assured by each criminal justice agency adopting op-
erational procedures. Such procedures should:

(a) 1Insure the physical security of criminal justice infor-
mation in its custody and prevent the unauthorized disclosure of
such information;

(b) Insure that dispositions and other additional or corrective
information pertinent to original arrest records and criminal records
are promptly reported for inclusion in such records;

(¢) Insure, as soon as possible, that such additional information
is communicated to persons or agencies from which the original in-
formation was received and to which inaccurate or incomplete infor-
mation has been disseminated, during the record retention period; -

(d) Insure that information is not disclosed or removed from
the system, modified, nor updated except upon verification of the
identity of the individual to whom the information refers;

(e) 1Insure that records are made, and maintained for a period
of at least three years;

(f) Insure that any information provided is recorded, along
with the identity of other agencies or persons to whom criminal
justice information is disseminated, the date of the dissemlnagion,
the authority of the requestor, and the purpose of the request.

(20) That arrest record information and criminal record infor-
matior are sealed or purged when required by federal.or state statute,
court order or court rule. In addition, such procedures should pro-

‘vide for the sealing or purging of:

37



(a) Arrest record information where the arrest is not followed
by formal charges or where prosecution is not actively pending at
the end of that period, if the individual is not a fugitive.

(b) Felony conviction record, if the individual has been free
of criminal involvement for a period of seven years following final
release from confinement or supervision; unless the conviction re-
'cord has been specifically exempted from sealing under federal or
state statute; and '

(¢c) Misdemeanor conviction records, if the individual has been
free of criminal involvement for a period of five years following
- final release from confinement or supervision; unless the conviction
record has been specifically exempted from sealing under federal or
state statute. '

(21) That sealing is accomplished by some procedure that, as a
minimum, removes the information from routinely available status to
a status requiring special procedures for access.

(22) That purging includes the removal and destruction of all
criminal justice information relating to the arrest, detention or
charges.

(23) That sealing and purging be accomplished in automated
systems at intervals as frequent as feasible; and in systems in
which the sealing and purging process is not automated, upon request
for access to the information or upon receipt of a court order oxr
other formal notice that sealing or purging is required.

(24) That sealed records be made available

(a) TFor employment and appointment purposes as previously
mentioned; ‘

(bj For research, evaluative and statistical purposes;

{c). TFor review by the individual for purposes of challenge o
correction; _ . :

(d) For audit purposes;
, (e) If the individual is subsequently arrested for an offense
- which is subject to imposition of a higher sentence under a federal

or state statute -providing for additional penalties for repeat
offenders;

(f) -If subsequent criminal charges are filed against the in-
dividual; and ’ ,
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(g) Upon court order.

(25) That criminal justice agencies be required to maintain
indexes of sealed records to facilitate access to the records for
the purposes described above. Access to such an index should be
limited to authorized officials and employees of criminal justice
agencies who need access for one of the above enumerated purposes.

(26) That a natiomnal interstate criminal justice information
system be established for the exchange among state and federal
criminal justice agencies of arrest record information, criminal
record information, correctional and release information, wanted
persons information and identification information. Such exchange
is conditioned upon legislation specifying the extent to which
federal criminal justice agencies may participate in such a system,
to include whether such a federal agency may provide central infor-
mation maintenance facilities or telecommunications facilities for
the interstate transmission of information.

(27) That central maintenance of criminal records at the federal
level for a system, as described above, be strictly limited to the
following:

(a) TFederal and foreign records;

(b) Records of felony offenses submitted by states that other=
wise would not be able to participate fully in the national system
because of the lack of facilities and procedures, but only for a
period of five years aftur the effective date of the legislation.

(28) That the national system for all other records be limited
to the maintenance of personal identification information sufficient
to provide an index of individuals with records maintained by state
and local criminal justice agencies and the identity and location of
criminal justice agencies maintaining such records. ‘

4—9 . SUM:MARY .

a. Trends regarding specificity as to how crime records are to
be used in our society have vacillated in recent years. The Congress,
courts and private interest groups have made attempts at isolating
the issues and solving the problem; however, except for passage of’
the Freedom of Information and Privacy Acts, both of which allow
broad general exceptions for law enforcement agencies, specific
statutory guidance has not been provided.

b. House of Representatives Bills 61 and 8227, and Senate Bill

2008 evidence an effort on the part of Congress to come to grips
with a complex problem. While HR 8227 offers a more comprehensive
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solution than HR 61, the latter seems more practical in that it
creates basic guidelines that appear to. assure the protection of
privacy in the area of criminal justice information, while simul-
taneously not unduly limiting legitimate law enforcement and govern-—
ment functions. TFigures 1 through 3 depict a summary of the pro-
posals advanced in recent years.

¢. The Department of Defense favors HR 61 which allows a more
liberal use of crime records for administrative purposes.
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FIGURE 1 §
RECOMMENDED DISSEMINATION OF CRIMINAL JUSTICE INFORMATION - -
IN SENATE BILL 2008 AND
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FIGURE 2 ;
RECOMMENDED: DISSEMINATION OF CRIMINAL JUSTICE INFORMATION
IN HOUSE OF REPRESENTATIVES BILL 61
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INFORMATION BY SEARCH GROUP, INCORPORATED

FIGURE 3
RECOMMENDED DISSEMINATION OF CRIMINAL JUSTICE
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CHAPTER 5
THE ARMY'S CRIME RECORDS SYSTEM
5-1. GENERAL. This chapter describes the Army's crime records

system, including use of crime records by the military police,
USACIDC and commanders and their staffs.

SECTION I

RELATIONSHEIP AND ORGANiZATION

5-2. COMMAND AND STAFF RELATIONSHIPS.

a. The preparation, use, retention and release of crime records
in the Army are embodied in many functions. Commanders exercise
their functions in areas of prosecution, suitability and maintenance
of crime records. The provost marshal/security staff officer
functions encompass law enforcement and preparation of and maintenance
of local records which are centralized at installation/community
level. The Staff Judge Advocate (SJA) provides prosecution, legal
advice and defense. The CDR, USACIDC maintains centralized criminal
investigative records while preparing and maintaining local records.

b. These activities work together and their functions often
overlap; however, there are considerable differences in regard to
their specific responsibilities. To understand the Army's criminal

justice system it is necessary to understand the roles of these
activities.

5-3. ORGANIZATION, FUNCTIONS AND OPERATIONAL RELATIONSHIPS.

a. The Army's two law enforcement elements are organized differ-
ently and function separately. The military police element which per-
forms crime prevention, police and correctional functions is decentral-
ized and assigned to Army commanders at MACOM, corps or imstallation/
community/division or comparable levels.

b. In contrast, major criminal investigative support is provided
by a single command (USACIDC). It provides direct support to Army
commanders through its headquarters and field offices. This command

is directly responsible to the Secretary of the Army and Chief of
Staff of the Army.

, c. Although there are some exceptions, the military police ele-
ment normally investigates offenses punishable under the UCMJ by

confinement ‘for a period of one year or less. Offenses are character-
ized as shown at Appendix I to Annex
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d. The USACIDC investigates more serious offenses punishable
under the UCMJ by confinement for more than one year. The type

offenses investigated by USACIDC are shown at TAB B to Appendix I
to Annex E.

e. Both the military police and USACIDC maintain local files
and provide law enforcement reports to commanders. Reports pertain—
ing to more serious military police cases and all USACIDC cases are
forwarded to a centralized crime records facility where they are
maintained for 40 years. Military police records and forms are
outlined at TAB A to Appendix II to Ammex E. USACIDC records and
forms are at TAB B to Appendix II to Annex E.

f. The judicial and nonjudicial systems encompass monitoring
and implementing the UCMJ. Policy for military justice is promulgated
by the TJAG. The recording, reporting and record retention assoc~
jated with the military justice system are complex and involve not
only different levels of command, but other functional staff areas
at various command levels.

g. Commanders play a multiple role in the system. They are
responsible for the effective functioning of law enforcement and
judicial activities, as well as insuring violators are processed
through the administrative, nonjudicial or judicial systems.
Concurrently, commanders must assure that high quality personnel
are assigned to certain positions. To.perform these functions,
there is a definite need for records to be produced and maintained
by law enforcement and judicial staff activities. By necessity,
many of these records are also made available to other staff ele-
ments who assist the commander in carrying out his responsibilities.

5=4. POLICY DIREGCTIVES. Army policy for the préparation, use,
retention and disposition of crime records is contained in several
regulations. The Deputy Chief of Staff for Personnel (DCSPER),
Assistant Chief of Staff for Intelligence (ACSI), The Judge Advocate
General (TJAG) and Commander, US Army Criminal Investigation Command
(USACIDC) are proponents. Appendix III to Annex E depicts the
titles and specific regulatory proponency. Most are under the
proponency of the DCSPER Law Enforcement Division. However, The
Adjutant General (TAG), TJAG and CDR, USACIDC have proponency for
regulations that address or have an impact on the Army crime

records system.
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SECTION II

PREPARATION, USE, RETENTION AND DTSPOSITION
OF MILITARY POLICE RECORDS AT
INSTALLATION/COMMUNITY LEVEL

5-5. MILITARY POLICE BLOTTER (DA Form 3997).

a. At the local level, Army crime records normally originate
with an entry in the military police blotter (DA Form 3997). It
is the initial record indicating where and when the military police
or USACIDC are first made aware that a crime involving Army property
or personnel has occurred or may be imminent.

b. When crimes are imminent, appropriate chronological listings

. of the events are recorded. Also, reference to the disposition of
the incident is annotated, i.e., recorded for information or referred
by a case number to the military police or USACIDC for investigation.

c. Current Army policy governing the preparation and use of the
blotter indicates it is to be prepared in three copies. The original
is forwarded to the senior commander responsible for law enforcement
on the installation or in the community. The other two copies are
for internal use at the military police desk and in the provost
marshal's office. With approval of the senior commander, blotter
extracts may be prepared and disseminated to subordinate commanders.
The survey results shows that this is done at a number of instal-
lation/communities. The total number of copies of the installation/
activity police blotter ranges from one to 20. A number of
installations/communities reported that only two copies were being
prepared; however, approximately 37 percent indicated 10 or more

copies were prepared. Most of the extra copies are used in the
provost marshal's office.

d. Other uses are: informing the commander's staff of offenses

involving possible abuse of alcohol and drugs; analyzing accident
trends; and referring information to other staff agencies.

'5-6. MILITARY POLICE DESK REFERENCE CARD (DA Form 3998).

a. This form is prepared concurrently with the blotter entry.
It'is an alphabetical card index containing names of subjects,
victims or complainants. Subsequent entries concerning the same
individual are recorded on the form bearing his or her name. Current
policy states it is to be prepared in ome copy and retained at the
MP desk. The card is used as an index to the installation/community
crime records and is used to screen individuals in support of law

el S Y VLS L W LW

enforcement and administrative functions, e.g., record check for
granting security clearance. '
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b. Eighty-six percent of the installations/communities use the
card for screening suspects as well as for screening individuals
for security clearances, awards, promotions, job applications,
reenlistments and mail clerk appointments.

c. As required by current policy, 83 percent stated that as
subsequent entries to the blotter are made regarding a change

in an individual's status, the change is also posted to the
reference card.

5-7. THE MILITARY POLICE REPORT (DA FORM 3975).

a. The basic military police record is the Military Police
Report (DA Form '3975). This report, along with the Military Police
Traffic Accident Report (DA Form 3946), Armed Forces Traffic Ticket
(DD Form 1408) and the USACIDC Report of Investigation (ROI) (DA
Form 2800) constitute completed crime reports that are entered in
local command, military police and USACIDC field office files.

b. The report is used to record information or complaints
received, incidents observed by or reported to the military police,
show police action and to apprise commanders of offenses.

c. The report is distributed to the commander concerned.
Additionally, reports pertaining to incidents involving shoplifting

in Army Air Force Exchange. System (AAFES) facilities are prov1ded ,
the local AAFES offices.

d. The form is also used to refer incidents that are within

the investigative purview of the USACIDC to the local USACIDC field
office.

e. Over 90 pesrceut of the installations/communities used the
completed report to: determine the method of operation of persons

who commit crimes against the Army; conduct crime analysis; determine
prevention efforts; and compile crime statistics

f. One hundred percent of the installations/communities gtated
that pertinent information was made available to the administrator
of the Alcohol and Drug Abuse Program as follows:

(1) Forty-two percent stated that military police reports

were forwarded to the Alcohol and Drug Abuse Officer (ADCO) routinely
or upon request. '

(2) Thirty-nine percent stated that the commander s staff
forwarded them to the ADCO when approprlate.

(3) Nineteen percent stated that the ADCO did not..reeeive.
the reports, but was piaced on routine distribution for blotter
extracts. '
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g. The survey revealed that at 61 percent of the installations/
communities crime records are released to local law enforcement
agencies as follows: ~

(1) During joint investigations when the law enforcement case
dictates a need-to-know.

(2) For Absent Without Leave (AWOL) apprehensions.

(3) For traffic statistics.

(4) When the requestlng agency has investigative jurisdiction
over the incident.

(5) In foreign countries for law enforcement purposes, in
accordance with Status of Forces (SOFA) requirements.:

h. Of those who made release to local law enforcement agen—
cies, the following authority was cited for release:

(1) Provost marshal (either in writing or not in writing)
(29 percent).

(2) Provost marshal (through coordination with or by local
SJA and in accordance with AR 190-45 (37 percent) and in accor-
dance with AR 340-17 (FOTIA) and/or AR 340-21 (PA) (34 percent).

i. The Military Police Report is also released to other law
enforcement agencies within DOD. Eighty-one percent of the
installations/communities stated this is a routine occurrence.

The security, personnel officers and Defense Investigative Ser—
vice (DIS) were the major users.

j. Additionally, -information contained in the report is
extracted to prepare FBI Form FD 249 (TAB A to Appendix IV to
Annex E) upon receipt of a final judicially approved sentence
- which meets any of the following criteria:

(1) Civil offenses, when the offense in punishable by confine-
ment for one year or more under the table of maximum punishments,

UCMT ‘and the final judically approved sentence by any military
court includes confinement.

(2) Multiple charges, when the final judically approved sen-
tence by any military court includes confinement for ome year or
more regardless of the nature of the offenses.
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(3) The following type offenses are also reported to the FBI:

(a) Felony offenses punishable by confinement for more than
one year under the table of maximum punishments, UCMJ, which results
in the preferral of formal writtem charges; but which are not
prosecuted due to lack of jurisdiction, mental competency or for

other reasons not indicative of a finding of lack of criminal re-
sponsibility.

(b) Offenders who otherwise meet the above criterion; but who
are separated for the good of the service subsequent to the sentence
of a court-martial, which includes confinement and/or a punitive
discharge, and prior to completion of appellate review.

k. In instances pertaining to paragraph 5-7j(3) above, the
fingerprint card indicates the date arrested, charge or offense
and the reason the case was not prosecuted, e.g., lack of juris-
diction, mental competency or other reasons not indicative of a
lack of criminal responsibility; and if the individual was separated,
the date and type discharge. If appropriate, the words 'pending
appellate process' are entered in the final disposition section of
the form. On receipt of final disposition, FBI Form R-84 (TAB B
to Appendix IV to Annex E) is completed and forwarded to the FBI.

1. In regard to report distribution, the survey showed that
73 percent of the installations/communities were following guidance
published in local standing operating procedures; or in the case of
USAREUR, a MACOM supplement to Army regulations.

m. Sixty-seven percent specified that crime record distribution .

and release procedures varied with the category of subject(s), i.e.,

military, DA civilian employees, juveniles, DOD-affiliated dependénts
and non-DOD-affiliated civilians.

-n. Only 50 percent specified that procedures for the special
handling of reports pertaining to juvenile offenders were in effect;
however, some of those reporting had either small or no juvenile
populations on the installation or activity.

o. Over 99 percent stated that some form of restrictive
distribution or local safeguards were in effect to assure that the
reports were received and reviewed only by appropriate officials.
Such procedures as restrictive stamping, forwarding via sealed
envelope, logging and annotation that distribution envelopes con-—
taining the reports were to be opened by addressee only (Exclusive
For:) were among the most frequently mentioned.

P. With regard to whether or not individuals who are subjects
of reports are afforded an opportunity to review, rebut or refute

report information, over 92 percent responded affirmatively.
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The responses as to how this was accomplished varied significantly.
They ranged from indicating compliance with the provisions of AR
340-21 (The Army Privacy Program), to affording the subject an
opportunity during interrogation to rebut or refute evidence orally
or by providing a written statement.

.q. In regard to use of the military police report and reports
for Armed Forces Disciplinary Control Board (AFDCB) functions,
50 percent of the installations/communities specified that some
type of information was made available to. the boards. The type
information ranged from completed records or pertinent extracts
to statistics. The information is used by the boards to substantiate
warnings to proprietors or to make decisions recommending establish-
ments be placed off-limits to military personnel. In all cases
where use was indicated, the proprietor was given an opportunity
to review, rebut or refute information provided the AFDCB by
appearing before the board, or writing a letter to the board.

r. In response to a question asking for evaluation of other
administrative uses of the military police report or other crime
records, 61 percent of the installations/communities indicated
none. The remaining 39 percent generally indicated uses for
statistical and collateral reporting, administering claims and
preparing Serious Incident Reports (SIR).

s. Whether or not the reports contained disposition of offender
information is not a factor in any of the uses described above;
however, disposition is made known if available at the time of use.

5-8. THE ARMED FORCES TRAFFIC TICKET (DD Form 1408).

a. This form is used to cite traffic offenders for minor vio-
lations detected by military police. Policy dictates that the
ticket is prepared in triplicate with the original forwarded
through command channels to the violator's commander. The first
copy is retained in the provost marshal's office and the second
copy provided the violator. The report may also be forwarded to
the US Magistrate, US District Court or the local SJA depending
on the command's procedures. Since the report pertains to traffic

offenses’ and contains safety data, it is used extensively in
safety programs.

b. Approximately 84 percent of the installations/communities
used these or military police reports for safety programs. Of these,
50 percent forwarded the information directly to safety'officeré
on a routine or need-to-know basis, while the other 50 percent

forwarded reports or extracts through the commander to the safety
officer.
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5-9. THE MILITARY POLICE TRAFFIC ACCIDENT REPORT (DA FORM 3946).

a. This form is used to record and report circumstances sur-
rounding traffic accidents. The report is prepared in triplicate,
with the original forwarded to the commander concerned under cover
of the Military Police Report (DA Form 3975).

b. Under the provisions of AR 340-17 (FOIA), information on
the front side of the form (general identification data) is not
exempt from mandatory release and is releasable by local provost
marshals. Information on the reverse side (circumstances pertain~
ing to the accident) is exempt from mandatory release. The SJA of
a general court-martial convening authority may approve release of
this information providing FOIA exemption criteria are not appli-
cable.

5-10. SERIOUS INCIDENT REPORTS (SIR). This is a message report
prepared and forwarded to HQDA by subordinate commands to inform
HQDA or DOD that something serious has or may have occurred. Since
the report meets law enforcement reporting requirements for selected
incidents, it is categorized as a law enforcement report and marked
"For Official Use Only" (FOUO). When an Army military subject

or suspect is listed in an SIR, a final adjudication report is
required. Format for the SIR is inclosed at Appendix V to Annex E.

5-~11, CRIMINAL INFORMATION (INTELLIGENCE). Criminal information
is commonly referred to by criminal justice agencies as criminal
intelligence; however, in the Army it is known as criminal infor-
mation (intelligence). This delineates the distinction between
criminal and military intelligence data. Ninety-nine percent of
the installations/communities maintain criminal information (intel~
ligence) files, including "hot spot" card files (reports of criminal
derogatory information regarding a facility frequented by military
personnel). The survey showed that military police criminal
information files are, in some instances, maintained with indices
to military police reports and that the criminal information is
routinely disseminated to other law enforcement agencies.

5-12. DISPOSITION OF OFFENDER INFORMATION.

a. There are several Army regulations relevant to military
police reports. These are AR 190-29 (Minor Offense and Uniform
Violation Notices Referred to US District Courts); AR 27~10
(Military Justice) and AR 190-45 (Military Police Records and
Forms). The latter regulation lists offenses serious enough to be
forwarded to the CRD for retention. They include:

(1) All violations of Articles 111 through 133, UCMJ.
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(2) All violations of Articles 77 through 110 and Article 134,
UCMT for which maximum punishment prescribed in UCMJ is confine-
ment for six months or more.

(3) All offenses, except minor traffic violations, reported
by civil authority.

b. A copy of any report for the above category of offenses
is forwarded to the CRD. At the same time, it is forwarded to
the commander concerned. The copy forwarded to the commander
‘concerned is accompanied by a DA Form 3975-1, Commander's Report
of Disciplinary Action Taken. This requires disposition of offender
information. This form is executed in three copies. The provost
marshal forwards three copies to the commander, who returns the
original and one copy to the provost marshal and retains the
third copy for unit files. Upon receipt of the completed form,
the provost marshal forwards the original copy to the CRD and files
the first copy.

c. Current policy stipulates that only the completed DA Form
3975-1, showing the commander's report of disciplinary action,
is forwarded to the CRD., Interim reports are provided the initi-
ating provost marshal by the commander if final action cannot be

completed within the suspense date established by the provost
marshal.

d. Policy also requires that when the offense is not within
the categories reportable to the CRD, but nevertheless one for which
commander's action is deemed necessary, only two copies of
the forms are prepared and forwarded. Disposition of offender
information is required, although not reportable to the CRD.

e. Although AR 190-45 mentions reports received from civil
authorities, it does not indicate from whom or how disposition of
offender information for these type offenses is obtained. Similar-
ly, AR 190-29 (Minor Offenses and Uniform Violation Notices Referred
to US District Courts) outlines procedures applicable to im-
plementation of the Federal Magistrate System; however, it does
not address how the results of the Magistrate's action are received.
Army Regulation 27-10 outlines TJAG's procedures for monitoring
the Army's judicial and nonjudicial punishments. For nonjudicial
punishment and all categories of courts-martial it specifies, in
general terms, that all actions taken, including notifications,
acknowledgements, impositions, appeals, action on appeals or any
other will be recorded and distributed to commanders and interested
agencies, including HQDA personnel management agencies. Specificity
~ in regard to appellatc actions and completing crime records is not

included in the regulation. The regulation also provides for the
establishment of a Criminal Activities and Disciplinary Infractions
in the Armed Forces Report, which is statistical in nature.
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f. As indicated in paragraph 5-12b, obtaining disposition
of offender information isg primarily the staff responsibility
of .the law enforcement element (provost marshal staff officer
at installation/community level). Of significance is the
fact that 60 percent of the surveyed installations/communities
state that the provost marshal is experiencing difficulty in ob-
taining the information. The complaint cited most frequently
was the fallure of the commarders at the unit and battalion levels
to respond to the disposition of offender information on a timely
basis., Thirty~five percent responded that the system should be
changed. Almost 100 percent of the 35 percent indicate that the
staff responsibility should rest with the SJA rather than the
provost marshal.

g. A significant factor that may contribute to the problem of
obtaining disposition of offender information could be the level at
which the report is introduced into the chain of command. Current
policy is not clear. It indicates that the report will be forward-
ed to the "commander concerned.' The survey revealed that 33 per-
cent of the installations/communities interpreted this to be
battalion level, 22 percent brigade level and 33 percent pest/depot
level with 12 percent indicating corps, MACOM or other.

h. Written implementing instructions pertaining to how and
where the reports are introduced into the chain of command were
in being at only 53 percent of the reporting installations/communities.
Other attributable factors could be: .

(1) Policies regarding the obtaining of disposition of offender
information from civilian authorities are unclear.

(2) Policy regarding reports pertaining to offenses committed
by individuals at one installation, who are reassigned to another
installation, is cumbersome.

i. Whatever the reasons, ‘the survey showed that the current
system is not functioning to the degree desired. The installations/
communities indicate that 44 percent of the military police reports
in local files for CY 74 did not contain disposition of offender in-
formation. For CY 75 the figure was 36 percent. Twenty-five per-
cent of the military police reports forwarded to the CRD during CY 75
still do not have the disposition of offender information. While
some of the delinquency at local level can be attributed to those
reports for offenses where disposition of offender information was .
not requested, the high delinquency in those that should have been
forwarded to the CRD indicates that a problem exists 1n obtaining
disposition of offender information.
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5-~13.  RETENTION AND DISPOSITION.

a. Policies regarding the length of retention and the
disposition of military police files at installation level are
outlined in AR 340-18-5 (Maintenance and Disposition of Intel-
ligence, Security, Military Police and Mapping Function Files).
Consequently, Military Police Desk Blotters (DA Form 3997), Desk
Reference Cards (DA Form 3998) and Military Police Reports (DA
Form 3975) are maintained in the organization for five years
and then destroyed.

b. The directive specifies that AFDCB files containing infor-
mation derived from crime records be destroyed after five years
and filles derived from other sources after two years. The re-
gulation does not stipulate that military police reports forwarded
to the CRD are retained for 40 years. Current retention and dis-
position instructions for all Military Police Investigative and
Complaint files are contained in Appendix VI to Annex E. The
system notice for MP Reporting Files (Appendix B to AR 340-21)
does address retention at both levels, as well as destruction.
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SECTION III

PREPARATION, USE, RETENTION AND DISPOSITION OF
USACIDC CRIME RECORDS AT TSACIDC
FIELD OFFICE LEVELS

5-14., REPORT OF INVESTIGATION (DA Form 2800).

a. One of the two basic forms utilized by the USACIDC is the
DA Form 2800, Report of Investigation, commonly referred to as an
ROI. It is used to report results of criminal investigation of
offenses or vielations of the UCMJ within the purview of the USACIDC.

b. Distribution of the ROI is made to commanders responsible
for initiation of disciplinary or corrective action, to the local
SJA, the local provost marshal and when appropriate the heads of
agencies within DA and DOD who have a valid need for the information.

- Special distribution of the ROI includes distribution to the AAFES

as provided for in Joint Service Regulation 124-95.

c. An analysis of its investigative system conducted by USACIDC
in 1974-75 included a review of distribution procedures and methods.
As a result of the analysis, steps were taken to curtail distribution
commensurate with the need of the Army to judicially dispose of re-
ported offenses. This reduced routine distribution which had,
in some instances, caused unrequired reports to be forwarded to
and maintained by elements which had only a case-by-case need or
no need at all for the information. Currently, these element's
needs are met by providing reports on a need-to-know basis or they
are being informed through command and/or provost marshal channels.

d. Two major commands recently requested special distribution
of USACIDC reports to their headquarters. These commands cited the
geographical distances from their subordinate commands as a factor,
indicating that the normal command channel for reporting of crimes
and their adjudication is too slow. Consequently, on a trial basis,
the USACIDC liaison officer routinely provides these two commands

with information concerning investigations involv1ng their personnel
or act1v1t1es

e. The survey portrayed the following in regard to preparation,
use, retention, release and disposition of the ROI and other USACIDC
crime records as reported. by the 10 USACIDC field offices.

(1) One hundred percent stated release of the ROI and related
records to other DOD law enforcement agencies in the ‘pursuance of

ongoing investigations, as well as for criminal justice administrative
purposes.



(2) Release of initial/referred or status/referred reports
to the FBI as made at the time the FBI assumes primary jurisdic-
tion for an offense from the USACIDC.

(3) One hundred percent specified that records maintained
by the USACIDC field offices are not released to local or state
law enforcement agencies.

(4) One hundred percent specified that the category of an
individual does not make a difference regarding releases to law
enforcement agencies within DOD.

(5) FEighty percent specified that distribution of the report
is made to the company or equivalent level for corrective action,
with 10 percent indicating one level higher and 10 percent in-
dicating installation level.

(6) Sixty percent specified that there was no local direc-
tive specifying distribution procedures, while 40 percent indi-
cated local directives or SOP supplementation was in effect.
The absence cof local directives in this area may be directly
related to the detailed guidance provided in CID Command-wide
regulations which specify procedures.

(7) Fifty percent specified that distribution procedures
for informing the chain of command of the offenses and obtaining
disposition of offender information were the same for reports

pertaining to military personnel, DA civilian employees, juveniles,

DOD-affiliated dependents and non-DOD-affiliated personnel. The
remaining 50 percent specified that procedures differed according
to juvenile offenders and those referred to the FBIL or US Attor-
ney. ‘

(8) One hundred percent specified that restrictive handling
procedures were in effect to protect information contained in
the reports citing designations such as FOUO, limited distribu-
tion and special handling.

(9) Sixty percent specified crime record information was
used for administrative purposes in determining suitability for
military or civilian employment. Of the 60 percent who used the
information in this manner, 33 percent specified such requests
were forwarded to CID Region Headquarters, Headquarters, USACIDC
or CRD for determination. The remaining 67 percent provided
selected information at the field office level if requests were
in writing and submitted by officials with a need~to~know. The
information generally provided pertains to personnel being con-
sidered for sensitive positions involving the handling of funds
" or for mail clerk positions.
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(10) Of those field offices releasing crime information for
administrative purposes, 83 percent specified that subjects may
review, rebut or refute iInformation contained in the report. This
is done through USACIDC channels to the Headquarters, USACIDG, where
the Access and Amendment Refugal Authority (AARA), in compliance
with The Privacy Act and AR 340-21, makes the appropriate deter-
mination. The remaining 17 percent allowed local rebuttals.

(11) The survey showed that reports were not routinely provided
officials in charge of alcohol and drug abuse and safety programs;
however, 10 percent specified coordination was effected as appro-
priate with safety officials if hazardous or unsafe conditions were
discovered during the course of an investigation.

(12) Eighty percent specified information was not provided to
the AFDCB; however 20 percent specified information provided to
the provost marshal or SJA could be used for this purpose.

5-15. CRIMINAL INVESTIGATION DATA REFERENCE CARD (DA Form 2804).
This form is used as an index card for subjects, suspects or victims
for each USACIDC ROI and subjects of each military police report
forwarded to the USACIDC~CRD. This index card is used at the CRD
for preparing computerized data for the Defense Central Index of
Investigations (DCII) and as a law enforcement index for accessing
reports on file at the CRD.

5-16. SERIOUS AND SENSITIVE INVESTIGATIONS (SSI).

a. These reports are used by local field offices to inform
the Cdr, USACIDC of any incldent, event or occurrence of alleged
or actual criminal conduct uncovered or reported to USACIDC which
may reflect unfavorably on the military service or which may impact
on the operational mission of USACIDC due to its sensitivity. The
information is forwarded via electrical message to HQ, USACIDC.
When an investigation is also initiated, a copy is provided the
CRD. A supplemental SSI is forwarded when there has been a signifi- .
cant change in details previously reported. The $SI is considered
a USACIDC crime record and is not used for administrative or adjudi-
cative purposes. Copies of S51's are provided to the MACOM by
USACIDC field offices, '

b. Except in unusual circumstances, notification to sup~
ported commanders and/or agency heads is limited to commanders,
deputy commanders, executive officers, chiefs of staff, or officials
in similar positions. Duriﬁg non~duty hours notification is normally
accomplished through the duty officer. This does not preclude
additional notification of staff officers of the supported commander

or agency head; such as the provost marshal, SJA or IG when appro-
priate, » ‘ :

57



c. The SSI bears the same protective marking (FOUQ) as a
USACIDC ROI; however, retention, dissemination and use are
different.

5-17. = CRIMINAL INFORMATION (INTELLIGENCE). The maintenance of
criminal information (dintelligence) within USACIDC is centralized

at Headquarters, USACIDC lsvel. The information is gathered by
field offices through an exchange of information between Army law
enforcement investigators, other civilian or military investigative
agencies, newspapers, periodicals, pubiic records, financial docu-
ments, crime prevention surveys, the ROI and confidential informants.
An evaluation of the data is made by the collecting agency and the
field office prior to forwarding to Headquarters, USACIDC where it
is utilized as outlined in paragraph 5-28.

5-18. DISPOSITION OF OFFENDER INFORMATION.

a. The USACIDC policy directive (AR 195-2) states that ". . .
supervisors and commanders receiving action copies of the final
USACIDC ROI pertaining to a meumber of their organization will reply
through local command channels to the USACIDC element preparing the
report, indicating the judicizl or administrative action or lack
thereof taken against identified subjects under their supervision
or command.”" This report of action taken is required for comple~
tion of investigative files and to protect the rights of subjects
subsequently acquitted. When reports of judicial or administrative
action against military subjects of final USACIDC reports are not
received within 60 days the USACIDC element will initiate follow-
up action with the commander receiving the action copy of the
report of investigation to determine the status of the case.

b. Less than 4 percent of the USACIDC reports in local files
are delinquent with regard to disposition of offender informaztion.
Approximately the same percentage of the ROI's filed for CY's 71-75
are delinquent in the CRD. A report is considered delinquent at the
CRD when the disposition of offender information is not received
six months after the date of the final report.

c. The percentage of delinquency in USACIDC reports for CY
71-75 was .4, 1.7, 2.8, 7.6 and 8.4 respectively, with a cumulative

delinquency rate of 3.6 percent for all reports presently on file
in the directorate.

5-19. RETENTION AND DISPOSITION. Retention and disposition of
USACIDC files at the local level are governed by AR 340-18-5
(Appendix VI to Annex E to this gtudy). It provides that the
USACIDC ROI and other records are retained for three vears from
the date of last action and then destroyed. Selected cases, of
interest only to the fleld offices, are retained for five years
and then destroyed. The Criminal Investigation Data Reference
File is retaines# for three years and then destroyed.
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SECTION IV

USE, RETENTION AND DISPOSITION OF CRIME
RECORDS ‘AT HQDA LEVEL

5~20. RESPONSIBILITY.

a. The DCSPER is responsible for promulgating HQDA policy
regarding the preparation, use, retention and disposition of
military police records and forms and for coordinating similar
law enforcement policy within the HQDA staff agencies, as pro-
mulgated by the Commander, USACIDC.

b. Additionally, the DCSPER serves as the Initial Denial
Authority (IDA) under provisions of AR 340-17 (FOIA) for military
police reports, except DA Form 3975 (Military Police Report) and

DA Form 3946 (Military Police Traffic Accident Report) for which
TJAG serves as the IDA.

c. Under provisions of AR 340~21 (The Army Privacy Program),
the DCSPER is the Access Amendment Refusal Authority (AARA) for
all military police records. This contrasts with the policy for
FOTIA, where a portion of the IDA authority is given to TJAG.

d. The Commander, USACIDC promulgates DA policies for criminal

investigation matters and serves as the IDA and AARA for all USACIDC
investigative records.

5-21. HQDA ORGANIZATION FOR LAW ENFORCEMENT. The Army's principal
law enforcement staff element is division size and assigned to the
DCSPER's Directorate of Human Resources Development (DHRD). The
Director acts for the DCSPER as the IDA for Freedom of Information
requests., The Chief of the Law Enforcement Division serves as the
AALRA for the DCSPER in regard to The Privacy Act. Except for screen-
ing SIR's for sensitive appointments, fulfilling FOIA and PA access
and amendment responsibilities, compiling statistics used in the
preparation of the Army Crime, Confinement and Discipline Report
discussed below, and the receipt and forwarding of FBI reports to

the USACIDC and appropriate commands; the division is not involved

ir the use of crime records.

5-~22. "ARMY CRIME, CONFINEMENT AND DISCIPLINE REPORT. This report
is prepared by the DCSPER Law Enforcement Division on a quarterly
basis and.is used to assist commanders in discharging their respon-—
sibilities. The data for compiling the report are obtained from

a manual statistical report received from MACOM's on a monthly
basis. The procedures are outlined in AR 190~46. The data are
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obtained at installation and community level, consolidated at
MACOM level and forwarded to HQDA. It includes input from all
USACIDC field offices. A copy of the current Army Crime, Con~
finement and Discipline Report is at Appendix VII to Annex E.
5-23. TUSERS OF CRIME RECORDS AT HQDA.

a. The following HQDA activities use Army crime records.
These agencies receive the records direct from the CRD, USACIDC
field offices, field commanders or through normal distribution/
reporting channels in the case of the Serious Incident Report .
(SIRr).

(1) Army Military Review Boards Agency

(2) Army Council of Review Boards

(3) Discharge Review Board

(4) Elimination and Security Review Board

(5) Army Board for Correction of Military Records

(6) Army Clemency and Parole Board

(7) Director of the Army Staff

(8) Deputy Chief of Staff for Operations and Plans

(9) Deputy Chief of Staff for Persomnel

(10) Law Enforcement Division, Office of the Deputy Chief
- of Staff for Personnel.

(11) Department of the Army Suitability Evaluation Board
(12) - Assistant Chief of Staff for Intelligence

(13) Personnel Security Office, US Army Intelligence Agency
(14)  Inspector General and Auditor Genmeral

(15) The'Judge Advocate General

(16) Chief of Public Affairs

(17) Equal Opportunity Officer

b In geheral, Army crime records.are used by the cited

agencies for one or more of the following purposes: early warning
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on incidents or events which may require action at HQDA; assess~
ment of suitability of personnel for retention or positions of ex-
treme trust and responsibility; involving executive discretion and
review of official action for clemency or adjustment. The infor-

mation is recognized as sensitive, identified as FOUQ material and
safeguarded accordingly.

c. Reports on file in the CRD pertaining to individuals who

were once subjects of an investigation and subsequently eliminated,
subject or suspects of reports prepared by agencies other than
USACIDC, criminal information (intelligence) and information re-

garding juvenile offenders are pormally not released to these
agencies. :

5-24. THE CRD SYSTEM.
a. The indexing in the CRD consists of:

(1) Subject-victim listing in the DCII and in internal GRD
manual index (for back-up and 24~hour operation).

(2)

Suspect-former subject category in the law enforcement
index.

(3) Name index to Headguarters, USACIDC criminal information
(intelligence) files.

b. The above indices and related files, except criminal infor-
mation (intelligence) files which are maintained at Headquarters,
USACIDC are separated within the CRD into four systems. These con~
form with the FOIA, The Privacy Act and other legal and policy con-

siderations regarding receipt, maintenance and dissemination of
information. These four systems are:

(1) Criminal Investigation Case Files, Crime Laboratory Reporting
Files System (AO 508.11), which includes:

(a) Reports of Investigation (ROIL)
.(b) Impersonal Index
(e) Crime Survey Files

(d) Crime Survey Index

(2) Manual Index to Subjects, Suspects and Victims listed in
Criminal Investigative Case Files System (A0 508.25a).
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(3) Criminal Information Reports and Cross Index Card Files
System (A0 508.11B), which is limited at CRD to the index portion
thereof.

(4) Criminal Investigation Accreditation Files System
(A0 508.07A), which is in the process of being reduced to micro-
fiche and will, for the most part, be a duplicate copy of the in-
formation maintained by the Accreditation Division, Headquarters,
USACIDC.

c. The USACIDC ROI and military police case files consist of
completed reports or reports in progress where individuals are
subjects of founded offenses from an investigative viewpoint.

d. The DCII, which is a DIS system of records for Privacy Act
purposes, consists of an automated system for entering the names
of individuals who are subjects of founded military police and
USACIDC investigations and suspects and subjects of ongoing USACIDC
investigations. A back-up manual system is in operation at the
CRD; to assure a 24-hour operation when the DCII is not in service.

(1) Exoneration or absence of disposition in founded cases is
not a factor in whether the names are entered into or withdrawn
from the DCII. ‘

(2) When insufficient evidence results in deleting the names
of individuals as suspects or subjects of open USACIDC cases, the
names are withdrawn from the DCII. Subjects of military police re-
ports are not entered into the DCII until the investigation is
completed.

(3) Expunged cases are removed from the DCII.

(4) Cases pertaining to juveniles are not entered into the
DCII.

*e. The Manual Index to Subjects, Suspects and Victims listed
in Criminal Investigation Case Files System (A0 508.25A) is an
index to criminal investigation case files and MP reporting files
which are not indexed by any other activity. The index contains
codes for the type of crime, location of the investigation, year,
date, names and personal identifiers of offenders and victims,
and the report number. Persons listed in the index include:

(1) Juveniles, subjects, suspects, former suspects, or victims.

(2) Victims of crime.
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- (3) Persoms who remain "suspects" under current USACIDC
standards. This re-categorization may be based on a field in-
vestigative determination, internal administrative review or
pursuant to an individual's request under the Privacy Act.

f. The criminal information (intelligence) index comsists
of names and file numbers forwarded to the CRD by the Operations
Directorate, USACIDC (see paragraph 5-28).

g. The crime survey index and files noted in paragraph 5-24b
consist of data pertaining to crime surveys conducted by USACIDC.

‘h. Polygraph and crime survey reports are filed within' their
respective categories, and separate from criminal investigative
reports. Access is determined prior to searches of various indices.

5-25. USE OF INFORMATION.

a. Information from the CRD data bank, the NCIC terminal, and
the Army world-wide locator terminal at the CRD is used extensively
by Army law enforcement investigators, both military police and
USACIDC, on a 24-hour basis. The number of requests for such checks
during the period CY 1970-75 were as follows:

(1) 1970 87,484
(2) 1971 74,715
(3) 1972 93,989
(4) 1973 182,801
(5) 1974 121,072
(6) 1975 117,068
TOTAL 677,129

b. Although the value of the checks cannot be determined in

absolute terms, the following statistics are indications of thedr ...~

potential in assisting law enforcement and supporting administrative
determinations.

(1) During the period CY 1973 through CY 1975 a record (not
necessarily derogatory) was located on 69,9 percent of the names

- requested. '
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(2) Records of prior arrest were located on 37.7 percent of
all record checks during the period CY 1973 through 1975.

(3) Of the 117,068 record checks conducted during CY 1975,
48.9 percent of the persons checked had prior arrest records.

c. Information pertaining to subjects of final (founded
solved) reports and subjects or suspects in ongoing USACIDC
investigations is made available to the following agencies.

(1) DOD law enforcement agencies
(2) DOD intelligence agencies

(3) Law enforcement agencies of the Executive Branch of the
US Govermment (external to DOD)

(4) Agencies of the Executive Branch of US Government (external
to DOD) engaged in security/suitability investigatiomns

(5) DOD non-investigative agencies
d. The above agencies use the information for:
(1) Law enforcement

(2) Suitability and loyalty for access to national defense
information. )

(3) ©National security.
(4) Administrative suitability purposes.

e. If an investigation is still in progress, the information
is not given to the requestor, but the requestor is referred to
the investigating agency who releases the information if doing
so does not jeopardize the investigation in progress. This
same procedure applies to completed reports that were prepared
by other agencies including those within DOD.

f. Inquiries from Congress, Executive Branch, DOD and DA
are honored on a case-by~case basis. Requests from these agencies
pertain to such matters as determining the thoroughness of investiga-
tions, insuring due process rights of individuals and protection
of the rights of the government.

g. Current USACIDC procedures for release of information by

- category of report are outlined in tabular form at Appendix VII
to Annex E.

64




5~-26. FILE RETENTION.

a. The crime records maintained by USACIDC as of 1 June 1976
numbered 924,780 crime reports, of which 93,420 are military police
reports. Indices to these reports amount to 2,478,002, The reports
were prepared by the military police, USACIDC, ¥BI, Naval Investi~
gative Service (NIS), Air Force Office of Special Investigatioms
(0S1), Defense Investigative Services (DIS) and civilian police
agencies, both foreign and domestic. All of the reports pertain
to crimes against the Army or crimes committed by members of the
Army.

b. 1In 1950, The Provost Marshal Beneral recommernded that the
case files be destroyed after 15 yvears since it was believed that
they were not being used. At that time a survey of the records
indicated the approximate number of requests received on an annual
basis for material dated 1942 through 1950 was as follows:

(1) 1942 0
(2) 1943 4
(3) 1944 8

(&) 1945 12
(5) 1946 28
(6) 1947 32
(7) 1948 84
(8) 1949 96
(9) 1950 108

¢. In view of the above, The Provost Marshal General believed
that the cost to the government of maintaining and storing them was
not justified and recommended that a disposition standard be estab-
lished to destroy the reports and index cards after 15 years.
Beginning in 1959 this resulted in the systematic destruction of
15 year old reports. Some of the cases destroyed were unaffected
by the statute of limitatlons and others were of considerable
historical value. During the period 1961-64, 120,000 USACIDC
ROI's in excess of 15 years of age were destroyed. The CRD
received requests for a large number of these reports subsequent
to their destruction.

d. In 1965 the Army promulgated a policy requiring reco:d
checks on all suspects and subjects of investigations conducted
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by USACIDC. This policy dramatically increased a demand for the
files. The policy was altered in 1975 as a result of the previously
mentioned USACIDC analysis, which determined that there were investi-
gative situations that did not require mandatory name checks of sus-
pects, subjects or investigation of employees undergoing crime
surveys.

e. The current policy specifies that if the requirement arises
during the conduct of a criminal investigation or crime survey,
then the CRD name check is appropriate.

£. Theré is mno policy regarding name checks for the military
police.

g. . Currently, requests average approximately 10,000 per month
and include requests for records dating back to 1943. .The most
frequentlj used records are less than ten years old; however, during
any given month 800 to 1,000 requests are received by the CRD for
records originating prior to 1952. Seventy percent of the instal-
lations/communities specified that name checks conducted by CRD
for administrative purposes were very helpful. Fifteen percent
found them helpful and only 7 percent found them of little value.
The remainder indicated they were of some value. The survey
further indicated that 72 percent found the name checks very
helpful for law enforcement purposes with 8 percent finding them
helpful and only 7 percent finding them of little value. Thirteen
percent indicated they were of some value.

h. Fifty-one percent of all crime records maintained by Head-
quarters, USACIDC are used in support of criminal investigations by
federal law enforcement; 20 percent in support of USACIDC and
military police crime prevention and 29 percent in support of DOD
personnel security or suitability investigations.

i. As mentioned, statistics are not available to establish
the exact degree that crime records contribute to crime prevention,
the protection of personnel and equipment, the solving of crimes
and determining suitability of employees. However, indications are
that they are of substantial value to the successful completion of
criminal and personnel security investigations and in making admin-
istrative decisions regarding Army personnel. Surveys made in 1973
by the CRD serve to indicate that old files are also of value. An
ipnitial survey revealed that 282 files in excess of 15 years of
age were signed out to requestors on 11 July 1973. The surveys
for the two sample days also revealed that four files were signed
out on 6 July 1973 and six on 11 July 1973 from the 1943 files.
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j. In August 1973 the USACIDC adopted a position that criminal
investigative files should be retained for 60 years rather than

15 years and so recommended. The justification submitted included
the following:

(1) The frequency with which the requests were being made,

(2) Since surveys and studies showed that .70 percent of crimes
in which the offenders were identified indicated the offenders to
be recidivists, records of prior crime would assist USACIDC as well
as other investigative agencies in solving crimes.

(3) It was inappropriate to destroy any report of investigation

pertaining to an unsolved case 1if the statute of limitations had not
expired.

(4) USACIDC reports of investigation were frequently used to
settle major claims, many dating back to World War II, against the

US Government by ex-military servicemen, as well as former PW and
civilians.

k. The retention proposal was approved by the National Archives
for a period of 40 years.

5-27. FILE UPDATING. During January 1976, based on directions of
the Commander, USACIDC, the CRD initiated a procedure to eliminate
from the DCII those individuals listed in final USACIDC cases who
were not subjects and those individuals who were listed in cases
that were determined to be unfounded. As of 15 June 1976 this

project was 80 percent completed. The target date for completion
of the project is June 1977.

5-28. CRIMINAL INFORMATION (INTELLIGENCE).

a, At headquarters, USACIDC criminal information (intelligence)
received from USACIDC field offices is reviewed by the Operations
Directorate to judge the basils of the reliability of the contributor,
credibility of information and the current relevancy of the information
in support of the Army criminal investigative mission. Preparation
and maintenance of criminal information (intelligence) consists of
the CRD indexing by report number, as well as subjects (offenders and
suspects) listed in the report. A copy of the index is forwarded to
the Operations Directorate, USACIDC for utilization in accomplishing
records checks and maintenance of the hard copy files.

b. Criminal Information (Intelligence) Reports are not distri-
buted external to USACIDC and all reports are handled and protected
in accordance with AR 340-16. However, if the information contained
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indicates criminal activity within the purview of another criminal
law enforcement activity the information from these reports may be
disclosed consistent with The Privacy Act.

¢. It is USACIDC's policy that the dissemination of information
from the Criminal Information (Intelligence) Report is not released
for the purpose of determining eligibility for employment, promo-
tions, credit or during a National Agency Check.

d. Within USACIDC, criminal information is released or dis-
cussed only to the extent necessary to accomplish the investiga-
tive mission.

e.  The determination of the accuracy of the data is through
feedback from USACIDC elements receiving the criminal information
who report the accuracy, timeliness and usefulness of the data.

f. USACIDC has a standing board (USACIDC Criminal Information
Standing Review Board) that conducts a review of files each year.
Review is essentially directed at the law enforcement need and
the requirements of AR 380-13 (non-DOD personnel), although efforts
are being made to develop reviews with regard to standards of
relevance, timeliness, accuracy and completeness fo the data. This
board is composed of military police commissioned officers in grade

of captain or above and USACIDC warrant officers in grades CW2 or
above,
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SECTION V

PROGRAMS OF EQUAL IMPACT ON MILITARY POLICE AND USACIDC
AT BOTH INSTALLATION/COMMUNITY LEVELS AND HQDA -

5-29. THE PRIVACY ACT. Based upon the three exceptions dis-
cussed in paragraph 3-3, The Privacy Act poses no bar to the
Army fulfilling its law enforcement mission and responding to
external law enforcement agency requests for records. This fact
applies to the DA Staff as well as to every installation and
activity. The Army's functional capability in the area of

crime records usage and dissemination is not diminished by The
Privacy Act, although administrative requirements are burdensome.

5-30, THE FREEDOM OF INFORMATION ACT.

a, The Freedom of Information Act impacts both locally and
at HQDA. Tt should be noted that denials of requests for ‘Yinfor-
mation can only be made at the major command and staff levels as
delineated in paragraph 2-7, AR 340-17. The major impact of the
Freedom of Information Act in the area of Army crime records is
that it exempts from mandatory disclosure law enforcement/investi-
gatory records in nine specific situations. These exceptions are
found in paragraph 2-12, AR 340-17 and 5 USC 552(b).

b. Notwithstanding the above exemptions, the DOD Directive
and Army Regulation require that denial of a document be based on
a legitimate governmental purpose being served, before an exemption
can be claimed when denying an FOTIA request.

5-31, INTERACTION BETWEEN THE FREEDOM OF INFORMATION AND PRIVACY
ACTS. 1In addition to the law enforcement exemption found in The
Freedom of Information Act, The Privacy Act provides general and
specific exemptions from disclosure of criminal records from Army
systems of records. Under AR 340-21, individdals may be denied
access to a record pertaining to themselves only if the record is
maintained in a system exempted under The Privacy Act; its release
would not be required under The Freedom of Information Act; and if
there exists a legitimate governmental purpose in doing so. If all
three criteria are met, a request for records under The Privacy Act
may be denied.  As in the case of The Freedom of Information Act,
‘only identified major commands and staff agencies have been granted
the proper authority to deny access.

5~32, IMPACT OF THE FREEDOM OF INFORMATION AND‘PRIVACY ACTS.

a. The Freedom of Information Act and The Privacy Act
impact on the entire strucuture of the Army. Perhaps the impact
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at HQDA is felt more strongly than elsewhere as many of the IDA's
and AARA's are at DA staff level; however, the laws regulate

the dissemination, use and retention of records throughout the
Army.

b. Except for the added administrative burden at both
installation/community and HQDA levels, few problems with the
Freedom of Information Act and Privacy Act are being experienced
by the Army's law enforcement agencies.

5=33; AUTOMATION. Actions pertaining to the automation of crime
.and related records are currently being pursued under the auspicies
of the DCSPER, the Commander, USACIDC and TJAG. A description of
each follows:

da. DCSPER.

(1) The Military Police Management Information System (MPMIS)
is monitored by the Law Enforcement Division. It consists of ADP
applications which automate and standardize reporting of certain
provost marshal activities at installation and major Army command
levels. It provides accurate, timely and responsive information
to support military police and command needs. Currently there
aré two individuals assigned to monitor the system.

(2) Three of the MPMIS applications, the Law Enforcement
Reporting System (LERS), the Correctional Reporting System
(CRS) and the Prisoner of War Information System (PWIS) have
been prototyped. The Vehicle Registration Subsystem (VRS) of
LERS, along with PWIS and CRS have been approved for extension
to the field. The remaining subsystems of LERS: Offenses,
Traffic Accidents and Traffic Violations require additiomal
development and testing. The PWIS was prototyped in July-August
1975 and current plans extend it to Reserve Component units
with a prisoner of war mission.

(3) The Deserter Reporting System (DRS) is under development
with extension pending programming and testing of the US Army
Deserter Information Point software (Target: 4th Qtr, FY 77).

(4) Current plans include developing a system to support
physical security reporting requirements.

b. USACIDC. Criminal Investigation Directorate Operatiomal
Management Information System (CIDOMIS).
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(1) CIDOMIS consists of related programs residing at the
US Army Military Personnel Center (MILPERCEN) on a UNIVAC 1108.
These programs have been converted to IBM and effective 2 February
1977 are also contained on an IBM Model 370 at DIS. Arrangements
with DIS include both hardware and software support of the exist-
ing systems.

(a) The data base consists of a pending, history and subject
disposition and suspense file.

(b) As of 6 May 1976, MILPERCEN informed USACIDC that it was
withdrawing programming support for new requirements and would
provide only maintenance support on a ''resource available" basis
through March 1977. At that time, maintenance support would also
be withdrawn. . This action was an outgrowth of manpower survey re-
ductions imposed on MILPERCEN and is currently being reviewed at
the request of the Commander, USACIDC in conjunction with the Manage-
ment Information Systems Directorate, MILPERCEN and ODCSPER.

(¢) Hardware support which amounts to an increase of 37 hours
monthly will continue to be provided; however, there are no plans
to enhance the current system (CIDOMIS) at this time.

(d) The CIDOMIS does mot interface with any other system.

(2) Currently the USACIDC CRD has two IBM 3741 MOD 4 program-
mable data entry devices which are used for nonrecurring rapid re-
trievals and some administrative accounting jobs. These machines
are very limited in capability and are only meant to serve as an
interim, partial solution to the CRD's ADP needs.

(a) There are two persons trained to program the machines
that are used about 200 hours a month.

(b) Data reduced and controlled by USACIDC may be accessed on
a timely basis.

(c) On 20 May 1976, USACIDC initiated a comtracted systems
architecture study to determine the command's total information
requirements. It is anticipated that this study will take eight
months to complete., An important part of the study will be to
determine the "interface with other military and law enforcement
Systems as necessary . . . it must make strict provisions for com- -
plying with personal privacy, public access laws and Army regulatlons.
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c. TJAG. The Judge Advocate General Statistics System (JAGSTATS).

(1) Since 1 January 1954, The Judge Advocate General, US Army,
acting as executive agent for the Department of Defense, has compiled
statistics on the exercise of criminal jurisdiction by foreign tri=
bunals over all US service persomnel abroad. The collection of such
statistics is mandated by DOD Directive 5525.1 and can be traced to
the need to be responsive to the United States Senate on questions
involving the exercise of foreign criminal jurisdiction over US forces
cverseas in accordance with the resolution of ratification to the NATO
Status of Forces agreement, as agreed to by the Senate on 15 July 1953.
Automated statistics form the basis of an annual report to the Senate
Armed Services Committee on that subject. In addition to this, a
quarterly confinement report is produced reflecting information on
US personnel confined in foreign prisoms.

(2) TFuture enhancements to JAGSTATS include the automation of
statistical data concerning general courts-martial, special courts-
martial, summary courts-martial and ncnjudicial punishment.

5-34. SUMMARY.

a.  The Army uses specified crime records administratively for
purposes such as suitability for employment in sensitive positioms,
elimination boards, boards for correction of military rerords, noti-
fication of serious incidents, alcohol and drug abuse programs and
safety programs. For law enforcement purposes, they are being used
to facilitate investigations, determine methods of criminal operation,
crime prevention and qualitative review. Army policy permits the
administrative use of such records; however, the exemptions avail-
able for law enforcement purposes do not necessarily follow the
record into other records systems, except when the informatiown is
provided for temporary use by the requester. This conforms to DOD
policy and protects the interests of Army law enforcement.

b. Extensive use is being made of the records in the CRB. This
use primarily evolves around name checks reguested by military police
investigators and USACIDC special agents. -There is limited policy
regarding procedures for requesting name checks by the military police.
These checks are of value in conducting investigations and to commanders
in making administrative determinations regarding personnel in their
commands .

¢. * Whether or not disposition of offender information is contained

in crime reports is a consideration in both law enforcement and admin-
istrative uses.
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d. Disposition of offender information is absent in a number
of military police reports, both in the field and in the CRD. Dis~—
positions for USACIDC rsports are somewhat better, but delinquency
still exists. The problem may be attributed to:

(1) The level the report is introduced into the chain of
command ;

(2) A lack of clear understanding of the relationship be-
iween obtaining dispositions and the rights of individuals;

(3) A lack of clear policy regarding receipt of disposition
for reports pertaining to minor offenses, reports forwarded to US
Magistrates as well as those received from dinstallations/communities
other than those to which an individual is assigned, and those re-
ceived from civilian law enforcement agencies;

(4) A lack of policy regarding receipt of supplementary court-~
martial oiders and information pertaining to appealed nonjudicilal
punishment.

e. Military police reports pertaining to civilians that are
within the purview of the categery reportable to the CRD are not
being forwarded.

f. The military police, USACIDC and TJAG have automated systems
in varicus developmental states. These systems do not appeai coord-
inated to the degree desired.

(1) The military police system is primarily oriented on in-
stallation use.

(2) The USACIDC system is dependent on MILPERCEN, who has cur-
tailed support with plans for final support withdrawal in March 1977,
although this is currently being reviewed. DIS is currently providing
computer and programming support for USACIDC. A USACIDC study will
address all aspects of automation in the USACIDC.

(3) 71JAG is currently developing a system designed to support
its function of compiling statistics for the annual report to the
Senate Armed Services Committee pertaining to the exercise of criminal
jurisdiction by foreign tribunals over US service personnel abroad.

(4) These automated systems have no central direction to assure

that the programs -achieve desired compatibility and that necessary
coordination is accomplished.

73



CHAPTER 6

OTHER CRIMINAL AND INTELLIGENCE RECORDS SYSTEMS

6~1. GENERAL. A part of the study was devoted to reviewing the
crime and intelligence records systems of the USAINTA, DOD, other
services and the FBI. A description of these systems, in summary
form, is contained in this chapter.

6~2. DEFENSE INVESTIGATIVE SERVICE.

a. The Defense Investigative Service (DIS) files contain in-
formation collected during personnel security (background) investi-
gations that are conducted by that activity for all of the military
departments. Files pertaining to individuals are assigned numbers
with information added as appropriate. The information is filed by
a sequential numbering system and the individual's name is listed in
the DCII. As indicated in Chapters 2 and 5, this index was establish-
ed in 1967, as a result of Project Security Shield, a study indicat-
ing the need for a DOD centralized index of offenders. The DCII
contains indices of subjects and victims of DOD investigations of
an intelligence or criminal nature. The index includes data pro-
vided by the Department of the Air Force's OSI and the Navy's NIS,
both of which investigate intelligence and criminal matters.  Files
from: the National Security Agency (NSA) are also contained in the
index. Presently, the file contains approximately 26 million indices.
Procedures for releasing information from the DCIT and other DIS
files are the same as those for the Army's Crime Records Directorate,
outlined in Chapter 5. The DCII indices are updated and disposed of
in accordance with information received from the contributing DOD
component.

b. The investigative files (Personnel Security Investigations)

- of DIS are destroyed 15 years following the date of the last entry
if they do not contain derogatory information. If the investigation
determines the existence of derogatory informatiomn, such as an ad-
verse personnel action or court-martial, the information is retained
for 25 years.

6-3. TUNITED STATES ARMY INTELLIGENCE AGENCY.

a. Intelligence files maintained by this agency are compiled
from investigation of subversion and espionage directed against the
Army (SAEDA), sabotage, suitability and personnel security investi-
gations conducted by the agency prior to establishment of DIS. A
file is created for each individual and any information pertaining
to a subsequent investigation is placed in the file. The files are
indexed by social security numbers. Names and personal identifying
data are entered in the DCII.
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b. The USAINTA creates and maintains impersonal files,
pertaining to investigations involving units, firms, or organ-
izations. While these files are not indexed with the DCII, a
separate index is maintained within USAINTA. Release criteria
are the same as those for DIS.

¢. The files are eligible for destruction after 15 years
if they pertain to investigations that are minor in nature. Those
that pertain to significant incidents or contain adverse actdions
are retained for 25 years, at which time they are normally destroyed.
Files with historical value may be offered to The National Archives
after 15 years retention. Reports pertaining to investigations for
espionage and sabotage of a counterintelligence nature are retain-
ed permanently, but may be offered to The National Archives 25
years after the date of last action. The Army is revising its
regulations to reflect this change.

6-4. TUS AIR FORCE. The US Air Force's two elements of law
enforcement are the security police and the 0SI. The security
police normally investigate the type offenses investigated by

the Army's military police. The OSI investigates offenses paral~’
leling those conducted by the Army's CID in the criminal area and
the Army's USAINTA in the intelligence area. Security police
records are filed at the local holding area for two years, The

OSI files are separated by categories, i.e., crimes against property,
crimes’ against persons, fraud, counterintelligence, etc. Files
created on individuals are assigned a file number for each in-
cident in which the individual is involved. A file on an individual
created as a result of investigation is assigned a number and sub-~
sequent material involving that individual is retained under the
file number. The only index for the 0SI file is the DCII. In-
vestigative reports pertaining to organizations, a particular
project, firm, unit, etc., areé handled in a manner similar to
USAINTA. Procedures for releasing information from 0SI files are
the same as USACIDC and USAINTA. Air Force files are disposed of

in the same manner as USAINTA records.

6-5. US NAVY.

a. The Navy has two levels of law enforcement, the shore
patrol and the NIS. The shore patrol's jurisdiction over
offenses is similar to the Army's military police and the Air
Force’s security police. The investigative records of the shore
patrol assigned to a station or ship are retained for one year
and then destroyed. The NIS is comparable to the Army's USACIDC
and USAINTA and the Air Force's 0SI. NIS files are compiled from
Investigations of criminal offenses, espionage, sabotage, counter-
intelligence matters and personnel security investigations conducted
prior to the establishment of DIS in 1972.
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b. The individual's name and other personal identifying
data are entered into the DCII which, similar to the Air Force,
is the only complete Navy index. Investigative reports of
impersonal subjects such as firms, units, organizations, projects,
etc., are handled in a manner similar to the Air Force. Procedures
for the release of information and disposition of reports are the
same as USAINTA records.

6-6. FEDERAL BUREAU OF INVESTIGATION.

a. The FBI has four basic file categories. The first is a
fingerprint file created as the result of an arrest of an indiv—
idual by any police department in the country. The police de-
partments routinely forward arrest information to the FBI. Cards
received on the same individual are filed in a jacket under the
same number with the first card. A Record of Arrest and Prosecution
("RAP Sheet'") is also maintained in the jacket and updated as
appropriate. A fingerprint file is mormally created when an
individual enters the Army, applies for employment with the
Civil Service Commission, applies for citizenship or for other
civil reasons. These files are referred to as Civil Records.
Name indices exist for both fingerprint files.

b. A third file is the Report File. This file is created
as a result of FBI investigative effort. It is prepared in
narrative form. These reports av¢: assigned numbers that identify
the offense and each report on an individual is assigned a separate
number. A name index exists; as well as an offense index, the
latter being filed by numerical sequence.

c. The fourth file 1s comprised of records in the FBI's
NCIC. This is a computerized data bank containing on~line
information accessible to police agencies throughout the United
States through remote terminals. These records consist of data
banks of fugitives wanted by civil police departments and agencies
of the federal government including DOD. The data banks include
stolen serial numbered items reported by police agencies through-
out the United States and Canada and criminal history records
from federal and state investigative agencies (minus DOD and six
of the 50 states). The FBI releases information to duly
constituted law enforcement agencies at the local, county and
state levels and authorized requestors within the federal
government.

d. The arrest record fingerprint card files are maintained
until the subject of the record is 80 years of age. It is
then destroyed. They may be expunged by a court order. The
civil record fingerprint card files are maintained until the
individual is 75 years of age. It is then destroyed. Similarly,
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these records may be expunged by a court order. The FBI reports
are maintained for 50 years from the date of the last action on
the report and then destroyed. Records in the NCIC are maintained
on~line in a computerized data bank for 30 days following the
apprehension of a fugitive or the recovery of stolen items.

e. All other data or criminal history information maintained
by the FBI are disposed of when the subject reaches age 80.

6-7. DISPOSITION OF OFFENDER INFORMATION.

a. The Air Force forwards a card file to the commander
concerned, requesting disposition of offender information on
security police reports. The information is recorded on the
form and filed with the report. The form is retained for a
period of one year following the subject's departure from the
base. It is then destroyed. The local OSI refers the require-
ment for disposition of offender to the commander who is requested
to return it. The local 08I forwards it to the central 0SI
recordkeeping facility at the Department of Air Force level.
The system is similar to the Army's with the exception that no
suspense system or follow-up exists at Headquarters Air Force
level,

b. The Navy has no regulatory policy for obtaining disposi-
tion of offender information for shore patrol or NIS reports.
Some commanders of ships and local districts require 1ocal
reporting of the information.

6-8. TUTILIZATION OF REPORTS. The use of crime reports in the
Air Force and Navy parallels that of the Army.

6-9. SUMMARY. The Army's crime records system is more similar
to that of the FBI than the other military departments. The
Air Force and Navy do mot maintain centralized crime records
for offenses investigated by their counterparts to the military
police. They retain them locally for three and one years
respectively and then destroy them. Only in exceptional cases
are they forwarded to a centralized recordkeeping. facility. The
0SI and NIS (investigative agencies comparable to the Army's
CID) investigate matters concerning both intelligence and
criminal activities. Their reports are generally retained fcr
25 years at departmental levels. The Army's CID retains its
reports for 40 years. The procedures for obtaining disposition
of offender information in the Air Force and Navy are not as _
comprehensive as those of the Army. Both the Ailr Force and Navy
rely more heavily on the DCII than does the Army in malntalning
indices to their crime records.
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CHAPTER 7

ANATYSIS AND ASSESSMENT

7-1. GENERAL. This chapter discusses the Army's system of acqui-
sition, use, maintenance, retention, release and disposition of
crime records. It addresses the Army's needs, risks involved in
meeting those needs, statutory authority, due process, regulatory
guidance, current trends and procedures of other federal investi-
gative agencies.

SECTION I

HISTORICAL ANALYSIS

7-2. BACKGROUND.

a. The need for crime records in the Army parallels those
of society. In determining the extent that crime records are
necessary, the 1967 report of the President's Commission on Law
Enforcement and Administration of Justice was reviewed.

b. The Commission found that far more crime exists than is
actually reported. Of importance to the Army is the fact that the
peak age of criminality occurs before age 24. Offenders over the
age of 24 make up the great majority of persons arrested for fraud,
embezzlement, gambling, drunkenness, offenses against the family
and vagrancy. Crimes of burglary, larceny and auto theft are most
frequently committed by those in the 15-17 year age group. Crimes
of murder, rape .and assault are most frequently committed by those
from 18-20, followed closely by the 21-24 age group.

c. The Commission found that males were arrested nearly seven
time more frequently than females for Index Offenses, plus larceny
under $50. Since that time, the arrest rate for females has been
increasing faster than the rate for males. For the period 1960-65
the male rate for the above cited offenses increased 18 percent,
compared to a 62 percent female increase. Most of this increase
was due to female arrests for larceny. '

d. The Commission found that crime rates vary according to
race. While many more whites than blacks are arrested each year,
blacks have a significantly higher rate of arrest in every offense
category, except certain offenses against public order and morals.
For Index Offenses, plus larceny under $50, the rate for blacks
in 1965 was four times greater than that of the white population.
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e. The most striking fact in the report 1s how often those
convicted of crimes continue to commit offenses. Arrest, court and
prison records furnish consistent testimony to the fact that repeat
offenders constitute the hard core of the crime problem. Examples
cited were:

(1) A follow-up study of a sample of 510 Massachusetts re-
formatory inmates released between 1911 and 1922 showed that 32
percent of the men who could be followed over a 15 year period re-
peatedly committed serious crimes. Many others did so intermittently.

(2) A study of adults granted probation by 56 of 58 county
courts in California from 1956 to 1958 showed that by the end of
1962, 28 percent of the more than 11,000 probationers had been
taken off probation. Almost half of these had committed new
offenses. Others had violated parole terms.

(3) A california study of parolees released from 1946 through
1949 found that 43 percent had been reconfined by the end of 1952.
Almost half of this group had committed other felonies while the
remainder violated conditioms of parole.

f. A Commission review of a number of such studies led to the
conclusion that roughly a third of offenders released from prison
will be re-imprisoned, usually for committing new offenses, within
a five year period. The most frequent recidivists were those whis
commit property crimes, such as burglary, auto theft, forgery, or

LY. v

larceny. Robbery and narcotic offenders are also frequent repeaters.

g. Studies of the careers of adult offenders show the reslevance
of juvenile delinquency as a forerunner of adult crime. These studies
support the conclusion that the earlier a juvenlle is arrested, the
more likely the individual is to commit serious crimes. This is es-
pecially true in the category of major crimes against property. The
more frequently a’ juvenile is processed by the police, court and
correctional system the more likely the individual will be arrested
and imprisioned as an adult., The most frequent pattern among adult
offenders is one that begins with petty stealing and progresses to
more serious property offemnses.

h. A recently concluded report conducted for the US Army
Research Institute for Behavioral and Social Sciences supports the
Commission's findings with respect to crime in society and in the
Army (Comparative Indicators of Civilian 'and Military Crime 1969~
1974, May 1976, Gitter, D'Agostino, and Teebagy).
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i. As indicated in Chapter 5, the exact value of name checks
to military police and USACIDC investigators cannot be determined.
Prior arrest records were located in the CRD for over 37 percermt
of checks requested during the period 1973-75 and nearly 49 percent
for 1975, This indicates that the recidivism problem in society is
prevalent in the Army. Thus, the Army's centralized recordkeeping
is of value in identifying suspects who have committed offenses
prior and subsequent to entering the Army. The CRD receives approx-
imately 700 reports monthly from the DIS indicating crimes committed
by newly accessioned personnel prior to entering the Army. These
criminal records are discovered during background investigations
conducted by DIS.

j. If the Army's crime records are to be of value to commanders,
they must be available for use in two broad functional areas. These
are law enforcement (maintaining order, preventing crimes and pro-
tecting personnel and property) and administration (determining suit-
ability for employment, elimination or advancement).

k. The need in the law enforcement area is obvious. Crime
records are necessary for law enforcement functions involving crime
prevention and identification of subjects, suspects, victims and
witnesses. Additionally, these reports must be provided to other
law enforcement agencies.

1. The administrative need is equally clear; however, there
are inherent risks involved in such use. Analysis of this risk is
addressed in Section II of this chapter.

. m. Although the Army's population is drawn from society, there
are significant differences. The requirement for a predominantly
younger population and the Army's appeal to minorities and women
makes the population susceptible to a higher crime rate., This does
not suggest that the young women and minorities are the Army‘'s only
concern. The fact is, however, that they represent those who commit
the visible and disruptive type crimes. Therefore, they have a
greater effect on esprit, discipline and morale. Army crime reports
show that in 1975, 199 persons were murdered, 552 were victims of
rape and 5,517 were victims of robbery and aggravated assault. Crimes
against property totaled approximately $7.6 millica of government
‘assets and another $9.4 million in private property. Only a small
percentage of these losses were recovered. The potential effect of
these crimes on military manpower and resources are significant due
to current budget austerity and reduced strength levels.

n. The President's 1967 Commission addressed the problem of in-
creasing the ability of the police to detect and apprehend criminals.
An analysis of 1,905 crimes reported to the Los Angeles Police
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- Department illustrates the importance of identifying perpetrators

at the scene of the crime. In 86 percent of those crimes where

suspects were identified at the crime scene, the investigation was
successfully concluded.

0. Most named suspects are identified by wvictims and witnesses.
However, recidivism is a necessary factor to consider when suspects
are not identified by victims or witnesses. Centralized record-
keeping facilitates the identification of recidivists and promotes

the likelihood of concluding an imvestigation successfully by identi-
fying the perpetrator.
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SECTION II

RISK ASSESSMENT

7-3. INTRODUCTION. This section analyzes the Army's system of
acquisition, use, maintenance, retention, release and disposition
of crime records, current crime record trends and resulting policy
conflicts.

7-4. TERMINOLOGY.

a. National security or security clearance needs are require-
ments for crime records or information contained therein which are
necessary for agencies responsible for the effective conduct of
national defense, foreign relations, the national interest mandated
by law or executive order, or to protect against actions hostile to
the United States. It also refers to requirements for comprehensive
individual history and background investigation pursuant to a statute
or executive order and preceding authorization for access to classi-
fied information.

b. Criminal justice needs refer to those requirements for crime
records pertaining to the enforcement of criminal laws, including
police efforts to prevent, control or .reduce crime or apprehend crim-
inals, and the activities of prosecutors, courts, correctiomnal, pro-
bation, pardon or parole authorities.

c. Personnel management needs are requirements for crime records
which pertain to the employment, assignment, evaluation, promotion,
career enhancement selection, discharge or executive appointment of
personnel.

d. System control needs are crime record requirements which
allow the supervisors of recordskeeping systems and the persons
affected by those systems the means of insuring that the systems
are funetioning appropriately.

7-5. NEEDS FOR ARMY CRIME RECORDS.

a. Army crime records appear to serve the needs of national
security, criminal justice, personnel management and system control.
It is not necessary for the purpose of this study to categorize every
potential need for a crime record. However, the broad categories
are identified and general guidance relative to each category can
be provided.

b. National security and security clearance needs. Broadly

stated, national security needs for crime records concern adverse
information or investigative leads which might have an dimpact on
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the effective conduct of national defense, foreign relations or the
national interest as mandated by statute (i.e., Espionage, Sabotage,
Conspiracy, and Atomic Energy Acts. or the Internatiomal Traffic in
Arms Regulation) or by Executive Order (i.e., E.O0. 10865 or E.O.
11652). To prevent unauthorized disclosures of infarmation associ-
ated with national defense, persons handling that information re-
quire a security clearance. Consequently, and as mandated by statute
or executive order authorizing a comprehensive investigation of
history and background, individuals are in part evaluated from in-

vestigative information. The purpose is to discharge the national
security mandate.

¢. Criminal justice needs., The criminal justice system requires
crime records to prevent crime, identify criminals, provide data to
prosecutors (to include commanders in the military justice system),
defense counsels, courts and correctional authorities.  The purpose
is the execution of the criminal laws.

d. Personnel management needs. The personnel management needs
for crime records involve determinations of: suitability for em=~
ployment, assignment and promoiion; the appropriateness of executive
or supervisory evaluation/counseling and career enhancement selection;
the background inquiry necessary for executive appointment; and the
substantiation of discharge declsions. The purpose is based upon the
need to identify undesirable personality traits and to protect the
reputation associated with sensitive positions. The criticality of
the need will vary with the management decision.

e, System control needs. The system control needs for crime
records permit system supervisors and persons affected by the
sSystem, to evaluate the criminal justice effort, to identify the
need for guidance, to identify internal violations of regulatory

parameters and to correct erroneous data. The purpose is to pro—
vide effective controls over the system. :

7-6. REGULATORY PARAMETERS. The Secretary of the Army's broad

authority to acquire, maintain, use and dispose of crime records

must be exerciséd within parameters provided and analysis of the
following.

a. Congress.

(1) Records Management and Disposal, 44 USC 3101-3107 and 3301~
3314, ) '

' (2) Special Maritime and Territorial Jurisdiction of the United
States Defined, 18 USC 7. :
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(3) Uniform Code of Military Justice.

(4)  Assimilative Crimes Act, 18 USC 13.

(5) Posse Comitatus, 18 USC 1385.

(6) Freedom of Information, 5 USC 552.

(7) frivacy, 5 USC 552a,

(8) Juvenile Justice and Delinquency, 18 USC 5031 et seq.

(9) Various National Security Enactmen;s: Espionage, Sabotage
and Conspiracy; International Security; National Security; Atomic
Energy; International Traffic in Arms; Export Control; and Mutual
Security.

(10) Various treaties with foreign governments.

b, Executive Order and International Agreements.

(1) Status of Forces Agreements (SOFA).

(2) Manual for Court Martial (MCM), 1969 Revised.

(3)  Security Requirements for Government Employment, E. O.
10450.

(4) Safeguarding Classified Information, E. O. 10865.

(5) Classifying and Declassifying National Security Information
and Material, E. 0. 11652,

(6) Restrictions on Intelligence Activities, E. 0. 11905.
c. Secretary of Defense Direction.
(1) Defense Investigative Program, DOD Dir 5200.26.

(2) Acquisition of Information Concerning Persons and Organ-
izations Not Affiliated with the Department of Defensce, DOD Cir
5200, 27. -

(3) Defense Investigative Service, DOD;Dif 5105.42.
(4) Delimitations Agreement of February 1949 and the 1955 Memo-

randum of Understanding Relating to Investigation and Prosecution of
Crimes over which DOD and DOJ have concurrent jurisdiction.
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(5) Personal Privacy and Rights of Individuals Regarding
Their Personal Records, DOD Dir 5400.11.

(6) DOD Freedom of Information Program, DOD Dir 5400.7.

‘d. Judicial. Court decisions relevant to the activities of

DOD. To date there is no well defined body of judicial interpretation
in this area.

7-=7. RECORDS MANAGEMENT AND DISPOSAL.

a. A basic parameter for the Department of the Army is that any
substantial change in the approved system plan for maintaining and

disposing of crime records requires the approval of the National
Archivist.

b. Retention modification of any category of records would re-
quire significant justification.

c. Historical records provided to the National Archives become
the responsibility of the National Archivist as to Freedom of Infor-
mation and Privacy Act requirements.

7-8., TFREEDOM OF INFORMATION.

a. All records maintained by the Department of the Army are re-
quired to be released, unless specifically exempted. There are nine
exemptions under FOTA which include: classified materials; disclosure
of records which would constitute an unwarranted invasion of privacy;

and investigatory records compiled for law enforcement purposes, with
limitations.

b. Each agency, as defined in the FOIA (5 USC 552), must publish
specific rules, procedures and agency or functional descriptions to

facilitate a requestor's access to records that he or she has reason-
ably identified.

c. Each agency, as defined in the FOIA, must provide the public
an indexing mechanism to identify_agency or functional records.

d. The Department of the Army's policy is for the Initial Denial
Authority (IDA) to release exempted records or documents under the
FOIA, if no legitimate purpose exists for withholding them.

e. Implementation of the FOIA established the operational policy
that other federal agencles will refer FOTA requests for Army origi-
nated records to HQDA for action. This policy is reciprocally applied

by DA to a FOIA request for records maintained by HQDA, but which orig- .. ...

inated in other federal agencies.
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f. All FOIA requests for HQDA originated information will be
forwarded to the proponent (local or IDA) of that file system for
action, even though the information may be stored in other locations
within the Department of Defense.

7-9. PRIVACY.

a. All information or records which are maintained by an agency
and which are indexed to an identifiable individual, must comply with
Privacy Act provisions, unless the system of records has been exempted
by the head of the agency. Failure to comply with the provisions of
the Act may result in criminal and/or civil sanctions.

b. Agency requirements. Each agency must insure that details of
the existence, use and content of all Privacy Act record systems main-
tained by the agency are made public. The agency must also comply
with other requirements of the Act to include: opublication of agency
procedures for implementing the Act; training of persons using and
operating systems of records, manner and type of information collec~
tion; accounting for disclosures and responding/complying with re-—
quests from individuals.

c.  Individual rights. Information maintained in a Privacy Act
system of records must be made available to the individual, unless
it has been properly exempted from the disclosure provisions of the
Privacy Act, and it would not otherwise be required to be disclosed
under FOIA (5 USC 552), and there exists a significant and legitimate
governmental purpose for denial. The latter stipulation is DOD im-
plementing policy. Additionally (with certain exemptions), the in-
dividual has the right to request amendment (record correction, addi-
tion, deletion, or otherwise); and i1f the request for amendment is
denied by the agency, the individual may insert his or her statement
of disagreement with the contents or omissions of the record into the
file. The statement or disagreement then becomes a permanent part of

the file and must be identified in all future disclosures of the
record.

d. Criminal penalties. The provisions of the Act cite certain
criminal penalties (misdemeanor/$5,000 fine) against individuals act-—

ing under false pretense and government employees willfully violating
the provisions of the Act.

e. Army crime records. Amy criminal investigative records
qualify for a general exemption under the Privacy Act. Although
eligible for general exemption status, each section of the Act from
which exemption is sought must be thoroughly justified and approved
by the Secretary of the Army Without this specific approval of
exemntjonq hv the 8Sa arratary £ +he Armv

.
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s LI oL CeaLy U

86




Act would apply to Army criminal law enforcement records and oper—
ations. The underlying reason for criminal justice records being pro-
vided general exemption by Congress was to avoid undue restriction

on the enforcement of criminal laws and police efforts to prevent,
control or teduce crime and to apprehend criminals.

f. National security or secutity clearance record systems.

(1) Classified information contained in systems of records is
eligible for exemption from access.

(2) Investigatory material compiled solely for the purpose of
determining access to classified information is eligible for exemption
from access, but only to the extent that the disclosure of such mate~
rial would reveal the identity of a confidential source as defined
in 5 USC 552a(k) (5).

g. Personnel management record systems.

(1) Investigatory material compiled solely for the purpose of
suitability, eligibility, or qualification for federal civilian em-
ployment, military service or federal contracts is eligibile for
exemption from access, but only to the extent that the disclosure
of such material would reveal the identity of a confidential source
as defined in 5 USC 552a(k)(5).

(2) Evaluation material used to determine potentlal for pro-
motion in the armed services is eligible for exemption from access,
but only to the extent that the disclosure would reveal the identity
of a confidential source as defined in 5 USC 552a(k) (7).

h. System control records. Disclosure of information from
Privacy Act records systems is authorized to those officers and em-
ployees of the agency who maintain the record and who have a need for
the record in the performance of their duties. Accordingly, the
Privacy Act poses no difficulties for use of records for system con~
trol purposes.

i. Release of information to.the individual by another federal
agency. Under current practices, other federal agencies who recelve
Privacy Act access redquests for DOD originated records, either refer
such requests to DOD or coordinate release with DOD. This practice
is reciprocally followed by DOD for records originating outside of
DOD, and is followed for records originated by a “her component
within DOD and which are in the temporary custody of the user. = This

enables agencies to take cognizance of exemptions available to the
originating agercy. o
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7-10. 'FREEDOM OF INFORMATION AND PRIVACY RELATIONSHIP.

a. The Privacy Act permits disclosure of information on in-
dividuals if it is required to be dislosed by the Freedom of Infor-
mation Act. Thus the Privacy Act, in effect, incorporates the
Freedom of Information Act exemptions from mandatory disclosure;
primarily the sixth exemption which applies to personnel files,
medical files and similar files, the disclosure of which would con-
stitute a clearly unwarranted invasion of personal privacy.

b. As to what is a clearly unwarranted invasion of privacy,
the courts have generally applied a '"balancing test'" in which the
public's right to know is weighed against the individual's right
to personal privacy.

7-11. ACQUISITION OF INFORMATION. The Memorandum of Understanding
of 1955, the 1949 Delimitations Agreement between the FBI and US
military services and DOD Directive 5200.27 recognize that authoriz-
ed military law enforcement investigations, as an adjunct to criminal
justice,. encompass persons and organizations not affiliated with DOD.
This criminal justice necessity is not to be confused with unauthoriz-
ed investigative activity outside criminal investigative jurisdic-
tional responsibility of the agency, as would be the case in a Posse
Comitatus (18 USC 1385) violation. Consequently, DOD Directive
5200.27 does not preclude authorized Army criminal investigative
activities from acquiring criminal information concerning non-DOD
persons, so long as the acquisition is a part of an authorized in-
vestigation of criminal activity directed against the US Army.

7-12. JUVENILE JUSTICE RECORDS. The Juvenile Justice and Delin-
quency Act provision for records sealing (18 USC 5038) only applies
to the Army in those cases where a juvenile subject is referred to
Federal District Court. However, this study determined that the
restrictions on disclosure of Federal juvenile court records, with
modification, could be made applicable to Army juvenile records.

7-13. ARMY CRIME RECORD NEEDS AND REGULATORY PARAMETERS. The four
basic needs for Amy crime records identified in paragraph 7-5 are
discussed in relationship to those factors presented in paragraph

7-6 which appear to impose restrictions on the collection and use

of crime records and may cause certain crime record exemptions under
the Privacy Act to be eroded through judicial or legislative processes.

a.  Natlonal security and security clearance needs.

(1) The Freedom of Information Act does not interfere with the
use of crime-records for national security purposes.

88




E=d

(2) The Privacy Act does not restrict the use of crime records
within DOD for national security purposes as Privacy Act records may
be disclosed to officers and employees of the agency who have a need
for the record in the performance of their duties. However, the dis-
closure of criminal information/intelligence and crime records without
disposition of offender information to non-DOD agencies for national
security purposes may be restricted. Disclosure may be made pursuant
to a published routine use, if the use is "compatible" with the purpose
for which the record was collected. In addition, disclosure may be
made, upon written request of the head of an agency, for a "ecivil or
criminal law enforcement"” purpose. Whether disclosure of these records
outside DOD for natiomal security purposes .is "compatible' with the
purpose for which they are maintained, or whether mational security
constitutes a '"civil or criminal law enforcement" function, is un-
certain. Policy guidance in this area is needed pending judicial in-
terpretation or legislative clarification.

(3) The Juvenile Justice and Delinquency Act permits the dis-
closure of Federal court records to an agency considering the person
for a position immediately and directly affecting the natiomal security
(18 UsC 5038(a)(5)).

(4) Provisions of regulatory policy (AR 380-13) for collection
of criminal information on non-DOD-affiliates affords Army law en-
forcement the authority to pursue authorized Army law enforcement
investigations and collect information relevant to such investigations.
However, within-DOD, intelligence activities may have access to Army
records pertaining to non-DOD-affiliated indivduals. This requires
intelldigence elements to apply DOD Directive 5200.27 provisions to
the acquisition and retention of such information since the purpose
of collection and retention is not for an authorized criminal investi-
gative function.

(5) Applicable records management and disposal policies do not
appear to conflict with needs of national security or security
clearance requirements for crime records.

b. Criminal justice needs.

(1) The exemptions afforded law enforcement records are mnot the
same under the Freedom of Information Act and the Privacy Act. Since
both statutes must be applied simultaneously (e.g., public's right
te know vs. individual's right to privacy), confusion sometimes arises.

(2) The Privacy Act does not inhibit the use of crime records
acquired during the course of authorized investigations. for criminal
justice purposes, except that disclosure outside DOD involves certain
administrative burdens.
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(3) The Juvenile Justice and Delinquency Act permits the dis-
closure of Federal court.records to a law enforcement agency where
the request is related to.the investigation of a crime (18 USC 5038

(a) (3)).

(4) Records management and disposal considerations are not
affected by criminal justice uses of crime records.

(5) Policy regarding acquisition of information does not appear
to cause a conflict between criminal justice needs and crime records.

¢. Personnel management needs.

(1) The Freedom of Information Act does not iphibit personnel
management uses of Army crime recoxds.

(2) The Privacy Act does not currently have an impact upon the
personnel management uses of crime records. The uses include deter~
mining suitability, eligibility or qualifications for federal civilian
employment or military service and for promotion. However, in light
of trends evidenced in HR 61, disposition of offender information
may become more significant, if crime records are used for personnel
management purposes.

(3)  Acquisition of information may cause conflict over personnel
management needs for Army crime records imitiated and/or completed
on an individual who is a non-DOD-affiliate, but who later attains
a DOD affiliate status.

(4) Records management and disposal considerations are not in—
hibited by personnel management use of Army crime records.

d. System control needs.  Applicable Freedom of Information Act,
Privacy Act, juvenile justice, acquisition of information and records
maintenance, and disposal provisions do not appear to inhibit uses of
Army crime records for system contirol.

7-14. CRIME RECORD TREND AND SYSTEMS COMPARISON. Federal criminal

records systems have experienced an added dimension with the imple~

mentation of the Freedom of Information and Privacy Acts. This in-

volves the question of criminal records being used for non-criminal

Justice purposes. Because of federal funding of state and local law
.- enforcement agencies the potential applicability of the Privacy Act

or similar legislation is increasingly broadened.
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7-15. CURRENT TRENDS.

a. During the development of the Privacy Act, both houses of
Congress considered companion legislation dealing with access to
and use of criminal justice information. TUpon the enactment of the
Privacy Act, without the enactment of the companion legislation,
there resulted a need for the development of executive policy con-
cerning access to and use of criminal justice information. As this
policy has evolved, it appears that more limiting restrictions were
imposed on disclosure of information by DOD, beth within the agency
and to routine users. For example, the Privacy Act defines routine
use ". . . with respect to the disclosure of a record, the use of
such record for a purpose which is compatible with the purpose for
which it was collected." The Army's implementation adds to that
phraseology the restriction, ". . . and which is appropriate and
necessary for the efficient conduct of government." Further, DOD
Directive 5400.11 permits law enforcement's general exemption to
follow the record into another record system, when temporarily
in the custody of a non exempt user or one provided a specific
exemption (e.g. 5 USC 552a(k)(2) or (k)(5)). However, when the law
enforcement record is permanently made a part of a non criminal
justice record system the law enforcement record cannot be protected
with other than the user's exemption(s).

b. At the federal level, pending HR 61 (on access to and use
of crime records) is the focal point for the current development of
Congressional policy. DOD has participated with DOJ, OMB and other
interested agencies in the formulation of HR 61 and is extremely con-
cerned with the passage of legislation which would allow .certain non-
criminal justice users access to and use of crime records withput
jeopardizing exemptions under the Privacy Act and the FOIA. DOD's
position is largely based upon mnational security mneeds.

7~16, DUE PROCESS AND NEED FOR DISPQSITION INFORMATION.

a. The essential elements of "due process of law' are notice
and opportunity to be heard, adapted to the nature of the case.

b. When this concept is applied to a judicial proceeding,' it
is referred to as judicial due process.  When applied to admin~-
istrative actions, it is referred to as administrative due process.
In administrative actions, the degree of impact on the individual
(i.e., the degree of deprivation of life, liberty, or property) con-
trols the amount and type of procedural rights required by due
process. Many such actions permit what might be termed executive
discretion. By way of illustration, it is suggested that the decision
that an officer will or will not be eliminated from the service in-
volves substantially greater procedural rights than the decision
that the same officer will or will not be selected as an aide-de-
camp. The consideration in the latter case appears to be that those-
not selected are in no way impaired in their career opportunities,
nor is there any aspersion cast on these individuals with respect
to their character, competence or future performance appraisals.

91



7-17. DISPOSITION OF OFFENDER INFORMATION.

a. When an administrative action (e.g., a personnel management
decision) requires access to crime records, records utilized for
that purpose may be required to meet Privacy Act standards (e.g.,
complete, accurate, relevant, timely). The primary element of in-
formation which may questioned is disposition of offender data.

b. The Commander, USACIDC addressed this issue to the Army
Inspector General in 1975, identifying the following preblem areas:

(1) Persons listed in the DCII as subjects of allegations later
determined to be unfounded were not being deleted from the DCII. As
discussed earlier, procedures to eliminate these names were initiated.

(2) Successful appeals to Article 15's were not being forwarded
to the CRD.

(3) Revised or modified courts-martial decisions were not being
forwarded to the CRD. TJAG has completed a change to AR 27-10
(Military Justice) that will assure the forwarding of courts-martial
orders.

c¢. The study group found that the presence of reports without
disposition of offender information is not uncommon, especially for
military police reports.  This issue is discussed in Chapter 5. Con-
tinued emphasis is required in this area. The development of com-
patible and coordinated Army criminal justice records systems would
aid in the resolution of this problem.

7-18. PROBLEM AREAS. Comparison of needs with regulatory or statutory
requirements discussed previously provides potential conflict within
the Department of the Army in the following areas:

a. National security and security clearance. The use of Army
crime records for national security needs may create Congressional
dissatisfaction with potential erosion of the general exemption pro-
vided law enforcement under the Privacy Act. The consequence appears

to be imposition of additional requirements for maintaining these
records.

b. Personnel management. The use of Army crime records for
personnel management needs relating to suitability, eligibility,
or qualifications for federal civilian employment or military service
may create Congressional dissatisfaction with potential for erosion
of the general exemption provided under 5 USC 552a. The consequence

appears to be imposition of additional requirements for maintaining
these records.
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c. Disposition of offender information. Since all crime records
do not contain disposition of offender information, they may fail to
meet the requirement that the records used for security clearance or
personnel management purposes be maintained with such accuracy, com~
pleteness, relevance and timeliness as is reasonably necessary to
assure fairness to the individual. Disposition of offender infor-
mation cannot be obtained for many early records.

d. Administrative due process. Army policy on the use of crime
records for personnel management purposes has not been clarified as
to the individual's right to administrative due process, although it
is noted that procedures exist for review, rebuttal and appeal under
the functional propoments' regulations, as well as AR 340-21 (The Army
Privacy Program). '

e, Maintenance of crime records. Centralized maintenance of
crime records is incomplete. Records of selected minor offenses are
not centralized for retention, although the cost of centralized
maintenance may well outweigh the benefit gained.

f. The absence of an Army-wide automated crime records system
may conftribute to the lack of complete, accurate, timely and relevant

information and encourages duplication of records.

g. The responsibility for coordinating the development of a
compatible Army-wide criminal justice system is not fixed.

93



SECTION III

ADMINISTRATIVE USE VS. DUE PROCESS

7-19. 'LAW ENFORCEMENT AND ADMINISTRATIVE USE OF CRIME RECORDS.

a. Opinions regarding how crime records should be used in our
society have been debated in the mation's courts, DOJ, Congress and
by ptrivate interest groups. ' Thus far, except for passage of the
Freedom of Information Act and Privacy Act, no specific policy has
evolved in the area of administrative use of law enforcement records.

b. While the trends outlined in Chapter 4 dindicate that the
Congress, courts and Executive Branch do not desire to hamper the
nation's law enforcement agencies, it is equally clear that they do
not want the records of these agencies to be misused. The dilemma
involves determining how executives, governors, managers and super—
visors and in the case of the Army, commanders and their staffs, can
allow law enforcement agencies to use crime records in fighting crime
and at the same time place restrictions on their administrative use.

c. . The charts at Figures 1 through 3 dupict attempts to restrict
certain data. This accentuates the difficulty in determining the type
of investigative information that should not be used for administrative
purposes.

d. It is realized that the most sensitive dissue in any criminal
justice system is the record of previously arrested people or other
criminal investigative information. There is no doubt that such in- -
formation is valuable in solving crimes involving recidivists, deter-
mining criminal methods, prosecuting, sentencing and in making correc-—
tional decisions. The fact that such records are kept also provides
a valuable tool in selecting personnel for employment and positions
requiring high personnel reliability. When records contain derogatory
information, however, conflict may result as discussed in Section II
of this chapter, because of the following:

(1), The record may contain incomplete, inaccurate or outdated
information.

(2) The information may fall into the wrong hands and be used
to intimidate, embarrass or discriminate.

(3) The information may be retained long after it has lost its
usefulness.
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7-20. RESTRICTIONS.

a. Access to certain categories of information may be restricted
as a matter of policy to law enforcement personnel. While this may
be difficult to do, it minimizes the possibility of violating due
process and shows good faith on the part of the Army in protecting
individual rights. This would place some restrictions on the authoriz-
ed uses of certain crime records and would require regulatory revision.
Army Regulation 600-37 charges agencies responsibile for release of

information from intelligence and investigative files with the follow-
ing: -

(1) Screening files for information which should be made awail-
able to decision makers when considering individuals for positions
of leadership, trust and responsibility.

(2) Advising the Department of the Army Svitability Evaluation
Board (DASEB) when unfavorable information exists concerning officers
and warrant officers.

(3) Advising the appropriate personnel management agency Or
commander of the existence of unfavorable information related ta
individuals in, or being considered for, positions of leadership,
trust and responsibility.

(4) Providing file copies of information to major commanders,
the DASEB or other HQDA agencies when requested.

(5) Ipsuring that unfavorable information received after review
by an adjudicating agency is identifiable for review, subsequent to
any initial determination.

b. Any policy change should specify the type of crime records
to be made available for administrative purposes. In this regard,
there are four types of crime records that are not made available
for administrative purposes at HQDA level.  These involve criminal
information (intelligernce); unfounded military police and USACIDC
cases; military police and USACIDC cases pertaining to juveniles
and completed reports received from other agencies. Notwithstanding
the fact that HQDA policy does not differentiate between the types
of crime records which can be made available under the provisions of
AR 600-37, the determination to withold this data was made by USACIDC
as a result of the 1975 analysis discussed in Chapter 5.

c. Data pertaining to reports received from other agencies may
be sought by consulting the source agency for content of the reports.
The FBI has forwarded written communication to DOD which precludes
the secondary release of its reports, unless consulted in advance.
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SECTION IV

AUTHORITY AND REGULATORY GUIDANCE

7-21. AUTHORITY OF THE SECRETARY OF THE ARMY. The study group
found that authority of the Secretary of the Army to maintain
crime records, as discussed in Chapter 3, is sufficiently broad,
comprehensive and adequate for the Army to conduct law enforce-
ment activities, While it is evident that several areas require
additional regulatory policy, in only one instance was policy
lacking to the extent that it created a void in comparison with
existing statutes. - This was in the area of handling juvenile
crime records. The void primarily involved release of such
records.

7-22. REGULATORY GUIDANCE.

a. Several Army regulations outline policies regarding the
preparation, use, retention and disposition of crime records.
The two primary regulations are AR 190-45 (Military Police Records
and Forms) and AR 195-2 (Criminal Investigation Activities).
Others are AR 195-5 (Evidence Procedures), AR 195-6 (Department
of the Army Polygraph Activities), AR 340-18-5 (Maintenance and
Disposition of Intelligence, Security, Military Police and Map-
ping Functional Files), AR 190~40 (Serious Incident Reporting),
AR 190-29 (US Magistrate System), AR 600-40 (Release of Indivi-
duals to Civil Authorities), AR 340-17 (Release of Information
from Army Records), AR 340-21 (The Army Privacy Program) and AR
600-37 (Unfavorable Informatiomn). All are under the proponency
of the DCSPER and TAG except AR 195-2 and AR 195-6, for which
responsibility rests with the Commander, USACIDC.

b. While AR 340-17 and AR 340-21 are the primary regulations
which prescribe policies to assure compliance with the statutory
authority, a problem exists in that these regulations pertain to
Army records in gemeral. The deficiencies outlined in Chapter 5
dictate the necessity to promulgate more specifiec regulatory gui-
dance for law enforcement records. In addition to promulgating
policy pertaining to juveniles, the study group found a necessity
for specificity in the following areas.

‘(1) Releasing information to local law enforcement agencies.
As discussed in Chapter 3, the "routine use" exception to the
Privacy Act allows the exchange of law enforcement information
with local lavw enforcement agencies, provided the agency's systems
notices for law enforcement records cite local law enforcement
agencies as routine users. If the routine user provision is not

96

- . . . e o N



adequately provided in the applicable system notice, the request
for Army law enforcement records may need to be made in writing
by the head of the local law enforcement agency. The latter
point is mnot clear to all Army law enforcement personnel.

(2) Release of crime information received from non~-DOD law
enforcement agencies. The information received from non-DOD law
enforcement agencies may be subject to release under the Privacy
Act where the agency has not conditioned release to DOD with the
requirement to refer Privacy Act requests to the source agency. -

(3) Release of crime information received from foreign govern-
ments. Similarly, policy requires foreign govermments to be in-
formed that criminal information received from them is subject to
release, unless the information is classified by them and subse-

quently classified by the US, or they request a pledge of confiden-
tiality.

(4) Clear distinction between law enforcement and intelligence
records. Army Regulation 381-45 is ocutdated in that it refers to
a combined repository for Army crime and intelligence records.

(5) Procedures for ascertaining social security numbers in
conjunction with identifying offenders. Privacy Act restrictions
on obtaining and using the SSAN, as interpreted by TJAG, should
be specified in law enforcement regulations.

c. The following areas appear to be operating within statutory
authority; however, the study group did find voids dictating the
necessity for additional regulatory policy in the areas of:

(1) Guidance on the administrative use of records. As pre-
viously mentioned, the difficulty in promulgating policy stems
from a lack of specific judicial, legislative and executive guid-
ance. There is little policy in regard to how crime records are
to be used administratively, except as previously discussed in
regard to DOD Directive 5400.11. USACIDC has impesed some restric-—
tions of its own; however, it is unclear whether HQDA, MACOM's
and installations are fully aware that certain information may
not be provided. This study was initiated as a result of the
Commander, USACIDC requesting the Inspector General/Auditor Gen—
eral of the Army to conduct an audit of USACIDC's Crime Records
Directorate. Concern was expressed that previous requests té
obtain policy in this area had not resulted in sufficient guidance.

(a) While recognizing that both law. enforcement and administra~
tive uses are necessary and authorized, the differences between

these needs was also recognized.
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(b) After careful consideration of the information involving
judicial and legislative trends, guidelines indicating the degree
of normal access provided staff elements of the commander were de-
veloped. Figures 4 through 6 portray these guidelines. These do
not preclude administrative use of crime records by commanders and
agency heads or members of their staff; however, they do specify
those categories which may be available.

(¢) While it is in the best interests of the Army to use crime
records administratively, it is recognized that additional policy
is needed. The Army needs to:

(1) Establish policy authorizing the use of criminal justice
Information for noncriminal justice purposes contingent on:

(g) The fact that use is required to perform a function authorized
by an Army regulation.

(b) That criminal information (intelligence) be governed by the
following:

1l It should be collected and maintained only if sufficient
information exists connecting an individual with known or suspected
criminal activity against or affecting the Army, and if the infor-
mation is relevant. The files should be reviewed at regular intervals
and upen request for dissemination of specific information, it should
be determined whether grounds for retaining it still exist.

2 Within the Army's law enforcement elements, access to and
use of criminal information (intelligence) should be strictly limited

to personnel who are authorized to have such access and have a demon-
strated need.

3 An assessment of criminal information (intelligence) may be
provided to any individual to avoid imminent danger to life or property.

4  Criminal information (intelligence) should be disseminated
outside of law enforcement channels in accordance with statutory
requirements (e.g., the Privacy Act) only for the following purposes:

a8 Investigation of an individual by another law enforcement
element.

b  Investigation of an individual by another law enforcement
element if the requesting agency gives assurances that valid grounds
for the investigation exist and that the information is relevant to
the investigation.
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(2) Control access to and dissemination of unsubstantiated in-
vestigative data.

(3) Develop standing operating procedures designed to provide

security, accuracy and completeness of all criminal justice records
to include:

(a) Assuring the physical security of criminal Justloe infor-
mation to preclude unauthorized disclosure.

(b) Assuring that disposition and other additional or corrective
information pertinent to original arrest records and criminal records
are promptly reported for inclusion in such records.

(c¢) Assuring that the identity of the individual about whom in-
formation is sought is verified prior to release of such information.

(d) Assuring that direct access to criminal justice information
systems is restricted to designated personnel of the military police
or USACIDC and other personnel authorized by Army regulation to re-
ceive infarmation necessary for the performance of their duties.

(e) Assuring establishment of policy regarding the protection of
records; procedure that as a minimum causes the information to be re—

viewed for determination of its status and special handling or access
requirements.

(f) Requiring indices of protected records to facilitate access
security to the records. Access to such indices should be limited
to authorized law enforcement persomnnel who are designated in writing.

(2) Disposition of offender information. Although there are
no statutory or regulatory limitdtions on the use of crime records
for criminal justice purposes, when disposition is known it serves
to protect the individual's rights. The study found that Army regu-
lations require clarification in the following areas.

(a) The level the report is introduced into the chain v command.

(b) The explanation as to why the disposition of offender in- i
formation is important.

(¢) Procedures for recelving disposition of reports received
from other installations and civilian law enforcement agencies.

(d) Procedures for receiving information on reports forwarded
to US Magistrates.

99



(e) Procedures for obtaining disposition of offender informa-
tion for minor offenses.

(£) Policy for supplementing criminal records with disposition

amended by supplementary actions (e.g. appellate reversal of finding
of guilt).

(g) Policy for reporting nonjudicial appellate action which
substantively changes earlier disposition.
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SECTION V

COMPARISON WITH CURRENT TRENDS AND SYSTEMS OF OTHER AGENGCIES

7-23. TRENDS. Trends outlined in Chapter 4 have been examined
in detail. The manner in which these trends would restrict the
use of crime records, as portrayed in Figures 1 through 3, indi-~
cates certain types of data are considered best undisclosed,
Nevertheless, each approach recognizes that disclosure require-
ments do exist in a variety of special situations; therein, pro-—
viding a basis for the development of guidelines to be considered
for adoption, as outlined in Section IV.

7-24. COMPARISON WITH OTHER FEDERAL INVESTIGATIVE AGENCIES. The
Army's system for maintaining crime records parallels that of the
FBI. Also, its disposition of offender information is more complete
than that of the FBI and other military departments. While the
maintenance of various types of crime records over longer periods
dictates the necessity for caution in their use, the need for the
records in assisting commanders in combating crime and in making
administrative decisions is well-foundad.

7-25. SUMMARY.

a. The crime rate in the society and in the Army dictates the
necessity to prepare, use, retain, release and dispose of crime
records for criminal justice and crime prevention purposes. Army
crime rates indicate the Army's experience approximates society's.
Crime records are essential to help curb these rates, especially
in view of the high recidivism among the age group comprising the
Army .

b. The completeness of crime records is not necessarily a factor
in determining use for law enforcement purposes; however, it is a
factor in the administrative use of such information.

¢c. The administrative use of records is necessary to enable
commanders to select the right individuals for employment, enlist—
ment, advancement and assignment to sensitive positions; however,
extreme caution is required to assure due process rights of individ-
uvals. Exemptions available to Ammy law enforcement elements may be
jeopardized 1f individual rights are subordinated to claims of ad-

ministrative necessity where such necessity is not established by
regulatory policy.

101



d. The Army's system for maintaining crime records appears
to be within its statutory authority. Regulatory guidance is needed
to enhance protection of juvenile records compliance; to assure that
all Army law enforcement personnel are familiar with the appli-
cability of the Freedom of Information Act and Privacy Act to
crime records; and to eliminate policy wvoids in the area of dis-
position of offender information. Further, policy for the use of
crime records at installation/community, MACOM and HQDA levels
should be provided. ‘
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CHAPTER 8

CONCLUSIONS AND RECOMMENDATIONS

SECTION I
STUDY AIMS
8-1. MISSION. The Crime Recoxds Policy Study Group will recommend
policy for the preparation, use, retention and release of crime

records in the Army and the tasking necessary to implement the policy.

8-2. TASKS. The following questions are answered.

a. What does the Army need in its law enforcement information
system?

b. What are the statutory requirements and prohibitions concern~
ing the use of the Army's crime records?

c. What relationships should exist among the judicial, admin~
istrative and law enforcement procedural uses of crime records?

d. What should be the authorized uses of Army crime records?

e. Are current release procedures for Army crime records based
upon the authorized uses of that information?

. f. Are the initial release critéria of the Army in consonance
with the secondary release criteria of the several states and in
accord with treaties and Status of Forces Agreements?

g. What are the inhibiting and constraining parameters for up-
dating Army. crime records?

h. What tasks should be assigned and to whom, in order to imple-
ment a crime records system which conforms to Army policy?
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SECTION II

CONCLUSTONS

8-3. STUDY GROUP CONCLUSIONS.
a. Army needs for crime records.
(1) That the Army needs crime records for:
(a) Criminal justice purposes,
(b) System control purposes.
(c) National security purposes.

(d) Personnel management purposes.

(2) That the primary purpose for which crime records are pro-
duced and maintained is to support the criminal justice system and
that a parallel purpose.is to allow for the control of the systems
which produce the records.

(3) That secondary purposes for which crime records are produced
and maintained are to support the national security effort and various
aspects of personnel management,

(4) That personnel management uses should conform to admini-
strative due process requirements where use may impair an indivi-
dual's career opportunities. The study advances the thought
that there are personnel management uses which do not adversely
impact on the individual or cause potential for unfairness;
namely; uses necessitating discretion in decision making by
executives.

b. Regulatory constraints.

(1) That the Secretary of the Army's broad authority is
sufficient to prove for the production, maintenance and utili-
zatlon of crime records in support of each of the Army's identi-
fied needs for crime records.

(2) That when crime records are used for criminal justice
and system control purposes, the crime records system is exempted
from many of the requirements of both the Freedom of Information
Act and the Privacy Act. As a result of such exemption,
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incomplete and unverified data may be used, notice to affected
individuals is not required and disposition audit trails need not
be maintained. Thus, a free and rapid transfer of information

is facilitated.

(3) That when crime records are used for national security
and personnel management purposes adherence to administrative due
process is highly desirable; the consequence is the potential for
erosion of the exemptions provided to law enforcement agencies
within the FOIA and PA. When such uses occur, crime records must
meet high standards of accuracy,. completeness, timeliness and re-
levancy and affected individuals acquire rights as to notice and
contest with audit trails being desirable within the Army. Signi-
ficantly increased workloads are incurred by the elements producing,
releasing and utilizing the records.

(4) That failure to distinguish among the variocus uses for
crime records and failure to insure that each use is accomplished
within the constraints appropriate to it, lead to the possibility
of further restrictions being imposed on such records and erosion
of current exemptions provided law enforcement elements. - Should
such restrictions or erosion occur, the effect on the use of crime
records for law enforcement purposes may be significant.

(5) That the crime records needs of the Army can be accom-
modated without abandoning or losing the exemptions in those areas
where the FOTIA and PA make them available. -

¢. Relationships among national security, criminal justice
(law enforcement and judicial), personnel management and systems
control uses of Army crime records. During the study it was
necessary to further refine these terms.

(1) That there are extensive uses for Army crime records by
Army elements with functional responsibility for national secur-
ity (to include security clearance), criminal justice, personnel
management and systems control.

{(2) That operating pollcy relative to the various uses is
avallable, but that it is din ‘a state of change.

(3) That the Army elements which produce, maintain, release
and utilize crime records are devoting considerable and increasing
resources to the formulation and interpretation of crime record
policy. '

(4) That Army-wide policy (which may require DOD guidance)

should be developed in all functional areas wherein criminal
record information is used (e.g., personnel, intelligence, etc.)
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to preclude potential jeopardy of Department of the Army's use
of such information and stabilize operating procedures.

d. Authorized uses of Army crime records.

(1) That all existing uses of Army crime records for the Army's
criminal justice and system control needs are within regulatory para-
meters.

(2) That the use of crime records for national security purposes
1s restricted by regulatory constraints in the areas of juveniles,
non-DOD-affiliated persons and those records which may not meet
Privacy Act standards with respect to accuracy, relevancy, timeliness
and completeness.

(3) That the use of Army crime records for certain personnel
management needs is restricted in the areas of juveniles, non-DOD-
affiliated persons and those records not meeting Privacy Act standards
with respect to accuracy, relevancy, timeliness and completeness.

(4) That, at the present time, conflict between Army law enforce-
ment needs to retain the benefits of the general exemption and the
needs of personnel management and national security elements for
the information contained in crime records is resolved by applying
the Privacy Act provision which permits disclosure of records to
those officers and employees of the agency who have a need for the
record in the performance of their duties (5 USC 552a(b) (1)).

e. Current release procedures for Army crime records.

(1) That the four basic needs of Army crime records generally
meet regulatory parameters.

(2) That restrictions have evolved during the development of
regulatory policy concerning access (e.g., further defining routine
use to stipulate governmental necessity).

(3) That the presence of an individual name in the DCII is the
primary means for authorized DCII users to determine the existence
of an Army crime record relating to an individual (subject or victim).

(a) That for investigative coordination, criminal justice needs
and system control needs; the DCIIL listing significantly assists in
meeting Army requirements.

(b) That this index availability for national security and
security clearance needs and certain personnel management needs
alerts functional operators to query the Army crime records main-

tenance system as to the status of the individual as reflected in
¢crime records.
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(c) That criminal investigative subjects of crime records
are maintained in the DCII with identifiers of offenders and the
file number. Available offender disposition is contained in the
record at the CRD.

(4) That criminal investigative update is occuring for crime
records referenced in the DCII, in some instances with disposition
of offender information and in other instances without disposition
of offender information.

(a) That this situation, especially in the latter instance, is
causing the Army crime records maintenance system managers to con-
sider administrative due process proceedings as a means to determine,
on a case-by-case basis, whether the individual should remain in-

dexed in the DCII or be removed and placed into the investigative
data indices.

(b) That in the event of a significant number of such require-

ments, the Army would be presented with a signficant resource re-
quirement. :

(c¢) That the case-by-case basis is of questionable equity to

individuals who have not expressed their concern in terms of Privacy
Act provisions.

(5) That Army indices have been developed and maintained by
the Army crime records maintenance system for identifying non-subjects
contained in investigative data and criminal information files for
criminal justice needs and system control needs.

(a) That the use of these indices is restricted to law enforce~
ment and to date no significant Privacy Act conSequence has appeared
which would create resource cost to criminal justice systems nor
affect the Army's ability to effectively enforce criminal law.

(b) That information contained in crime records so referenced
by these indices may be of significance to national securlty or
personnel management needs, bit cannot presently be used for these
purposes without investigative update and administrative due process
actions of significant magnitude.

(6)  That not all crime records are presently centralized for
retention within the Army's crime records maintenance system, the
exception being records of some categories of minor offenses.

While centralization of these offenses may be desirable because

of the void created, it would necessitate additional administrative
resources to accomplish. Such offenses are maintained in local

law enforcement records.
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f. Initial release criteria for Army crime records relative
to other federal, state or foreign governmental records or infor-
mation contained in Army crime records.

(1) That regulatory parameters provide for necessary pro-
tection of federal, state or foreign govermnment information con-
tained in Army crime records.

(2) That this protection for external governmental sources
supports the Army's criminal justice need and system control need.

(3) That apparently certain national security or security
clearance needs and personnel management needs are restricted
from access, absent the consent of the external governmental source.

(4) That external govermmental sources are reluctant to pro-
vide criminal justice information to the Army criminal justice
system users if this information is used for national security
or personnel management needs and consequently, available exemptions
are jeopardized by enactment of legislation which erodes such
exemptions.

g. Inhibiting and constraining parameters for updating Army
crime records.

(1) That a significant number of crime records exist within
the Army's crime record maintenance inventory which are impossible
to update or which would require extensive criminal justice (law
enforcement and judicial systems) investigation and research
to conform to administrative due process requirements.

(2) That these records, in their current state, support the
Army's criminal justice and system control needs, and as presently
constituted, may be used for these purposes.

(3) That a number of crime records exist within the Army's
crime record maintenance inventory which can be updated with
disposition of offender information.

(4) That an Army-wide automated crime records system would
assist in a more timely resolution of crime record updating re—
quirements.

(5) That sufficient resources are necessary for the mainten-
ance, security and dissemination of criminal record information

maintained by the USACIDC, CRD.

h. Task assignment to implement a crime records system which
conforms to Army policy.
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(1) That clarification of Army policy is not solely limited
to Army law enforcement records systems, but transcends the areas
of functional proponency of virtually all elements of the Army Staff.
Two broad alternatives, shown below, are therefore available. Inas-
much as the second alternative effectively accomplishes the same
objective as the first, and does so more expeditiously, steps were
initiated to develop and implement functional proponent policy.

(a)  Development of a single broad policy statement by all
HQDA Staff elements, recognizing functional proponent's needs and
stating general restrictions. Such an approach, while providing
functional proponent’'s broad policy guidance, delays development
of specific functional policy; requires excessive time for staff-
ing and resolution of conflicts; necessitates further refinement
once proponents initiate functional revision and requires further
commitment, for some unspecified time, of personnel resources to
monitor and coordinate development.

(b) Clarification of functional needs and corresponding de-~
velopment of policy within each respective area, necessitating
the functional proponent review these needs and propose revised
Army policy in their respective areas. Such functional revision
necessitates the involvement of those HQDA Staff elements on whom
the proponent's policy impacts. The synergy of such an effort
would then reflect not only Army policy, but functional proponent
policy developed in conjunction with other HQDA Staff elements.

(2) That existing automated mechanisms which assist in the
update of the Army crime records system necessitate continuance.

i. Other conclusions.

(1) That existing USACIDC automated support is an essential
mission. Realizing that MILPERCEN support has begun a gradual
reduction, with only maintenance support provided on a "resource
available" basis, the following alternatives appear feasible pend-
ing the implementation of recommendations resulting from the on-
going USACIDC architectural study.

(a) Commander, USACIDC conduct internal review of persomnel
resources, realign priorities and initiate action to provide re-
sources commensurate with priority given USACIDC software automation.

(b) ' Commander, USACIDC submit justification for additional
personnel for software automation to ODCSOPS for considerationm.

(c)  Commander, USACIDC seek software personnel resources on a
contract basis.

(d) - Commander, USACIDC initiate action to cause review of
withdrawal of MILPERCEN software support, in conjunction with

-
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ODCSPER and DACS-DI, with such support reestablished at a level
commensurate with the needs of USACIDC and capability of MILPERCEN.

(e) Commander, USACIDC be provided computer support by Defense
Investigative Service; contingent upor such support being offered,
software programming accomplished and USACIDC requirements being met

in a more efficient manner than available by other identified alter-
natives.

(2) That alternatives recognize transfer of CIDOMIS to another
Data Processing Installation (DPI) as potentially cost ineffective.
Time required for such transfer, as well as efforts expended to
make CIDOMIS software compatible with hardware of the designated DPI,
impact on any final decision. Any.such move is only an interim
solution subject to modification based on recommendations of the
USACIDC architectural study.

(3) That Commander, USACIDC determination to seek review and
establishment of support, in conjunction with ODCSPER and DACS-DIL,
is the most expeditious means of resolving software automation
. support, assuming other alternatives do not prove more expeditious.
It is noted that such review is being undertaken.

(4) That there exist three functionally oriented crime records
automated systems supporting TJAG, USACIDC and the military police.
Each system has a Proponent Agency (PA) with responsibility for
the particular function(s) which a management information system
automates (Appendix A-71, AR 18-1). In addition, an Assigned
Responsiblé Agency (ARA) has been duly designated by HQDA to be
responsible for the development, test and maintenance of each system.
This responsibility includes a requirement for coordination with in~

dividual users, the PA and HQDA during all phases of development
(Appendix A-18, AR 18-1).
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SECTION III

RECOMMENDATIONS

8-4. REGULATORY CHANGES.

a. That coordinated action of the proponents for various
Army regulations be approved as implementing Army policy for
preparation, use, retention and release of Army crime records.
Changes at Annex F reflect development and implementation of
such policy in each proponent's respective area. Such imple-
mented changes include, but are not limited to:

(1) Army Regulation 190-45 (MP Records and Forms).
(a) Raise level of command at which MP reports are introduced.

(b) Specify juvenile offender record protection/release pro-—
cedures.

(c) Provide guidelines for release of criminal records in
varying stages of completeness at installation/MACOM/HQDA levels.

(d) Provide policy for obtaining dlSpOSltlon of reassigned
personnel.

(e) Provide policy for obtaining civil disposition of US
military members and other offenders committing offenses on US
Army installations.

(£) Change reporting procedures to provide for forwarding
of all identified offenders of offenses for which punishment
under UCMJ is six menths or more.

(g) Provide policy for procedures to be utilized by military
police in the areas of FOIA/PA.

(h) Specify special handling procedures to protect MP reports
from disclosure, to include use of FOUO markings and Exclusive
For addressees.

(i) Provide policy for Privacy Act advisory notice with

different categories of individuals; namely, military members,
dependents and non~H0D~affiliates.
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(2) Army Regulation 600-37 (Unfavorable Information) to
include parameters on use of criminal information and provision
for nondisclosure of such information to the individual under
specified circumstances, e.g., compromise of a law enforcement
investigation.

(3) Army Regulation 195-2 (Criminal Investigative Activities)
provide reference to AR 190-45 (MP Records and Forms) for the use,
retention, distribution and release of military police records
and reports.

(4) Army Regulation 340-18-5 (Maintenance and Dispésition of
MP Functional Files) to reflect maintenance of MP records at the -
Crime Records Directorate for 40 years for specified offenses.

(5) Army Regulation 340-17 (Release of Information from Army
Records) to specify the DCSPER as Initial Denial Authority (IDA)
for military police reports under FOIA.

(6) Army Regulation 27-10 (Military Justice) to include pro-
viding policy for updating judicial disposition of criminal records
with subsequent action by higher authority when such action amends
earlier sanctions imposed.

(7) Army Regulation 381-45 (US Army Investigative Repository)
to include revision by deletion of references to the combined

maintenance of intelligence/criminal records.

b. Further, that future policy revisions be made subject
to:

(1) Review and concurrence of other Army users of criminal record
information.

(2) Conform with legal opinions expressed by TJAG for those
areas necessitating such determination.

8~5, CRIME RECORD UPDATE.

a. That ongoing efforts to purge unsubstantiated allegatlons
be continued to completion.

b. That disposition of offender data be made an item of
DAIG interest.

¢. That Army efforts to improve and update disposition of
offender data be continued.
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8-6. COORDINATION OF AUTOMATED ARMY CRIMINAI, JUSTICE RECORDS.
Inasmuch as there is a real and valid requirement for the three
independent and functionally oriented systems to communicate
and/or transfer crime records from one to another and each

system has, for automation, its own individual authorized PA,
it is recommended that:

a. Automation will be accomplished in accordance with policies
established by Director Army Automation in coordination with the
Army Staff and MACOM's. In this regard, DCSPER is designated as
having responsibility for General Staff supervision of the Criminal
Investigation Operational and Management Information System (CIDOMLS),

with USACIDC performing proponent agency functions as prescribed by
AR 18'—10

b. Continuing coordination is required among the three systems
(MP, TJAG and USACIDC) with Director Army Automation designated as
the central coordinating agency with only responsibility for assur-
ing that automated coordination is effected among the systems,

c. Key information identifying individual crime records in each
system (MPMIS, CIDOMIS, and JAGSTATS) be structured under DOD standards
to provide a proper interface and exchange of data as appropriate.
Other than key information, minimize duplication of data among systems.
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CHIEF OF STAFF

é}{ st A exrines 28 February 1977
Memorandum e e
U. S. ARMY
O0ATE 18 February 1976
SUBJECT: Crime Records Policy Study Group FILE 05 334 Crime Records

Policy Study Group (18 Feb 76)
ACTION OFFICER/EXT

LTC Goodman/ 52499

MEMORANDUM FOR: HEADS OF ARMY STAFF AGENCIES

1. PURPOSE. This memorandum provides for the establishment of an Army
Crime Records Policy Study Group to. recommend policies and actions regard-
ing preparation, use, retention, and release of ‘Army crime records,

2. BACKGROUND.. Title 10; US Code 3012, and the Uniform Code of Military .
Justice, authorize the Secrctary of the Army to prepare, maintain, and

uge criminal justice Information and records. The US Army Criminal Inves-
tigation Command (USACIDC) is assigned functional responsibility for crime
recoxds retentlon and maintenance. The Army uses crime records in fulfilling
its law enforcement mission and other functions regarding the sultabllity of
its employees. -

a. The Inspector General and Auditor General surfaced the matter of
incomplete and obsolete criminal records in the FY 1975 inspection of USACIDC.
Corrective action responses to the finding deplcted a fragmentation of author-
ity and responsibility among the Office of the Chief of Staff (0CSA), the
Office of the Deputy Chief of Staff for Personnel (ODCSPER), the Office of

The Judge Advocate General (OTJAG), The Adjutant General's Office (TAGO),
and USACIDC. ‘

b. The enactment of Public Laws 93-502, Amendments to the Freedom of

Information Act, and 93-579, the Privacy Act, provided additional guidance
on records.

¢. ' USACIDC requ:sted policy reviews concerning its responsibilities.
Criminal records presently held by USACIDC's Crime Records Directorate (CRD)
reflect the standards of collection and uses developed since establishment
of thie activity in 1943. While the above cited laws allow exceptions for
law enforcement purposes, lncreasing Interest has been directed at the various
categories of crime records and systems of records., Concern centers on records

pertain’ng to non~-DOD=affilfated persons and use of crime records for other
than law enforcement purposes.

'
DAB FORM 0L, ' 240 68
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SUBJECT: Crime Records Policy Study Group

3. CRIME RECORDS POLICY STUDY GROUP.

a. Migsion. The Crime Recoxds Policy Study Group will recommend policy
for the preparation, use, retention, and release of crime records in the Army
and the taskings necessary to implement the policy.

b. Tasks. As a minimum, the group should answer the following gquestions:
(1) - What are the statutory requirements and prohibitions concerning the
Army's crime records?

(2) What does the Aymy need in its law enforcement information system?

(3) What relationships should exist batween the judicial, administrative,
and law enforcement procedural uses for crime records?

(4) What should be the authorized uses for Army crime records?

(5) Are current release procedures for Army crime reco

rds based upon the
authorized uses of that information? :

(6) Are the initial release criteria of the Army in consonance with the

secondary release criteria of the several States and under Treaties and Status
of Forces Agreementg?

(7) What are the inhibiting and constraining parameters for updating
Army crime records?

(8) What tasks should be assipgned and to whom, in order to implement the
crime records system which conforms to Army policy?

c. Composition.
(1) DCSPER will provide the study group chairman.

(2) TJIAG, TAG, ACSI, and USAMSSA will each furnish a member to the
study group,

(3) The CG, CIDC will be invited by the chairman to provide a member
to the study group.

d. Direction and Control.

(1) The study group will report to the DCSPER.
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(2) Recommendations will be forwarded by the DCSPER through the
Chicf of Staff to the Seccretary of the Army by 30 July 1976.

(3) The flrst mecting will be held on 19 February 1976 in the DCSPER
Conference Room. Subsequent mectings will be held at the call of the

chairman.

e. Adnministracive Support.

(1) ODGSPER will provide all admintstrative support (space, clerical,
equipment) to the study group.

(2) PFunds for travel, per diem, and overtime will be provided by the
parent organization of the study group mcmbe;.'

4, RESPONSIBILITILS.

a. -DCSPER designee will furnish for consideration by the study groﬁp
the present uses and types of reports within the Army and guidance on the
release and use.of criminal information outside the Army.

b. - TAG will provide guidance and assistance concerning document
minsaturization and microform, Including auromated retrieval thereof;
.records dispositions; and provide advice rogarding the Freedom of Infor-
matior. and Privacy Acts.

¢, ACSI will provide guldance and review concerning wiretap, eaves-
dropping, and investigative monitoring records and non-DOD-affiliated
personnel matters.

.

d. DMIS, OCSA will provide ADP policy guidance concerning the ADP life
cycle.

¢, USAMSSA will provide ADP technical advice and assistance.

£f. TJAG will provide legal advice and assistance to the study group and
take necegsary action in areas where TJAG has proponent responsibility.

E; CG, USACIDC will provide functional assistance for the group and

detail the present procedures and uses of the Army crime records and support—

ing informational systems. : .

BY DIRECTION OF THE CHIEF OF STAFF:

Lieutenan: General, GS

Director :f the Army Staff
Copies furnished:

General Counsel, 0SA :
DMIS, OCSA
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CHIEF OF STAFF

Memorandum

U. §. ARMY

csh 77-310-%
oave 2 Mareh 1977

SUBJECT: Extension of CSMs 4 FiLe CS 312 (2 Mar 77)

ACTION OFFICER/EXT
Mrs. Smith/53560/pd .

MEMORANDUM FOR:  HEADS OF ARMY STAFF AGENCIES

The CSMs listed below will be effective until the dates specified.

a. Effective until 30 April 1977.

.

CSM 75-5-82, dated 6 November 1975, subject: Review of Army Management
fleadquarters Activities (AMHA) Functions, as extended by CSM 76—310—ﬁl, dated
30 November 1976, subject: Extension of CSMs, and as extended by CSM 77-310-3,
dated 31 January 1977, subject: Extension of CSMs.

b. Effective until 31 July 1977.

CSM 76-5-8, dated 18 february 1976, subject: Crime Records Policy
Study Group.

Effective until 31 October 1977,

8M 76~5-10, dated 27 February 1976, subject: Implementation of
Intelld;ence Organization and Stationing Study (I0SS) Recommendations (Chapter
6, Telecommunications and Special Security Support).

d. Effective until 28 Ye¢bruary 1978.

(1) (C) €8M 75-5-10, dated 12 February 1975, subject: Actions Required
to Attain a 24 Division Total Force Prior to FY 77 (U), as extended by
CSM 76-310-12, dated 27 February 1976, subject: Extension of CSMs.

(2) CsM 76-5-11, dated 27 February 1976, subject: - Implementation of
Intelligence Organization and Stationing Study (I0SS) Recommendations (Chapter
5, Logisties). .

BY DIRECTION OF THE CHIEF OF STAFF:

Mokad /3 Ty

F: - RICHARD G. TREFRY
DUSA(UR) ) Major General, GS
ASA(I&L) Director of Management
ASA(MERA) ‘

CLL

General Caounsel, 0SA

DM, OCSA

DMIS, OCSA

DQAE, OCSA

OAL FORM 32, t MAR a4
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CRIME RECORDS STUDY PLAN

1. PURPOSE., To devise a systematic approach for a study process
designed to optimize data collection, analysis and synthesis, efforts
in determining appropriate policies for the preparation, use, retention
and release of Army crime records.

2. PROBLEM. To develop a comprehensive system consistent with the
Army's needs to prepare, use, retain and release crime records and
protect rights of the individual, in conformance with applicable
statutes and directives or concomitantly with appropriate requests
for exceptions thereto.

3. SCOPE. This plan is designed to encompass the entire spectrum
of the mission assigned the study group by CSM 76-5-~8, dated 18 Feb 76.

4. PROBLEM SOLVING STEPS.

a. Check needs for theilr conformance with provisions of 10 USC
3012; UCMI, Public Law 93-502 and Public Law 33-~579.

b. Review current policles and compare with other agencies.

c. Determine Army's needs in view of its mission for the pre~
paration, use, retention and release of Army crime records.

d. Establish system by discontinuing, adding and/or modifying
policies as appropriate IAW statutory/regulatory authority and mneeds.

e. Identify appropriate areas for requests to exception to policy
where statutory/regulatory authority conflicts with determined need(s).

f. Fix responsibllities through appropriate recommendations for
most efficient and cost effective ways to implement the system.

5. BACKGROUND. ©See paragraph 2, CSM 76-6-8, dated 18 Feb 76.

6. METHODOLOGY. Historical and statistical methods will be used to
conduct the study. The current policies will be analyzed and compared

wlth a variety of information, with the ultimate course of future policies
derived therefrom.

a. Information will be obtained from DOD and DA staffs, US Air
Force, US Navy, Drug Enforcement Agency (DEA), Law Enforcement Assistance
Administration (LEAA) and the FBI through examination of statutory re-
quirements, documents, records of past events, previous reports and
studies, interviews and questionnaires.
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b. The type information to be collected includes, but is not
limited to the following:

{1) Statutory and other authority.
(2) Type of records and reports currently compiled and maintained.

(3) The use, including frequency of currently maintained records
and reports at local, national (within DOD) and international (host
country governments).

(4) Opinions on the legality of current uses.

(5) Current systems for maintaining records at local and national
levels.

(6) Procedure in effect for preparation, use, retention and re-
lease of crime records by other federal law enforcement agencies.

(7) Use of Army crime records by other law enforcement agencies.

(8) What type records are currently maintained and what are the
inhibiting and constraining parameters for their updating?

7. STEPS IN THE ANALYSIS. The information will be analyzed and com—
pared to determine the Ammy's requirement for the preparation, use,
retention and release of Army crime records within applicable statutory
guidelines. Information derived from collected data will be examined

to determine deficiencies in policy or practice. This evaluation will
serve as the basis for the recommendation for corrective actions that
will consist of specific statements with regard to corrections (additions,
modifications, deletions) that should be made to policy and operating
procedure. The analysis will encompass:

a, What is an Army crime record?

b. Are crime records maintained by the Army IAW applicable statutes
and are they in consonance with the criminal justice system requirements?

c. Why does the Army need crime records? Are needs inherent in

the mission? Have these needs ever been challenged? = Are they legitimate
needs?

d. In what manner, for what purpcse, by whom and with what frequency
are Army crime records used at local installation/community and
municipal, coimty, state and federal levels? Are they conslstent with

policies pertaining to retention of information on non-DOD affiliated
persons ? .
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e. What are HQDA (and higher) policies, procedures and respon~
gibilities for obtailning and updating data to include the nature of
the data (what can and what cannot be maintained)? Are records up-~
dated in as timely a manner as possible, in view of FOIA, Privacy
Act and the potential adverse impact of such records on personnel
decisions?

f. What should the degree of access be and to what type of
crime records? )

(1) Within the law enforcement elements.
(2) Within the remainder of the Army.
(3) Within the Department af Defense.
(4) Within the Federal government.

(5) Outside the Federal government.

g. Who are the officlals authorized to release/deny crime records
maintained by the Army by type? Are the releases IAW statutory/reg~
ulatory requirements and needs? How long are crime records maintained?
Is it long enough? Is it too long? Should different lengths be pre-~
scribed for different types of records? Should the presence or ab-
sence of disposition be a factor in retention? In use?

h. Are safeguards adequate to assure that only authorized in-
formation is maintained and released, and that information which is
released is IAW the Privacy Act and FOIA?

i. 1Is the use of crime records for purposes other fhan UCMJ or
law enforcement purposes proper?

3. Should there be different policies for use of special types
of crime records for law enforcement and administrative purposes? What
disposition should be made for crime records that do not contain dis-—
position of offender information?

k. What impact, 1f any, would restriction on dissemination of
Army crime records have on other non-law enforcement Federal agencies
such as the US Civil Service Commission?

8. WORK ASSIGNMENTS. Initial work assignments arexat Inclosure 1.
Additions and/or deletion will be made as required during the course
of the study. Assignment reports will be prepared in format at
Inclosure 2.

9. STUDY REPORT. The report will be prepared IAW Chapter 3, Ad Hoc -
Guide for ODCSPER Ad Hoc Study Groups. Study group members will be
assigned responsibility for preparing those portions of the report
within their functional areas of responsibility.
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Incl 1

CRIME RECORD STUDY GROUP

" "WORK 'ASSIGNMENTS

1. Identify and extract from applicable statutes and directives
Army authority for jurisdiction ower offenses, and the preparation

and use, retention, release and disposition of crime records. (CPT
Kodak/CPT Luedtke)

2.. What are jurisdictions over different categories of personnel;
i.e., soldiers, DOD civilians, contract employees, visitors (non-
DOD affiliated persons, dependents (to include juveniles and non~-
DOD affiliated persons) and what unique requirements, 1f any, should
be applicable to the preparation, use, retention and release of

Army crime records for the respectlve categories? (CPT Kodak/CPT
Luedtke)

3. Define Army crime records. What records, forms and information
are included in the definition? What should be the policies and

procedures for preparation, use, retention and release of records
pertaining to juveniles? (Mr. Brisentine)

4. What are procedures for processing ajudications, appellate
reviews? Are they effective? What is impact on recordkeeping system?
Should the staff respousibility for obtaining disposition of offender
information be that of the law enforcement or judicial element of

the Army? (CPT Kodak/CPT Luedtke)

5. Do current statutes and directives require disposition of offender
information on all MP and CID reports, or is the requirement restricted
to CID reports and those MP reports involving violations of Articles
77 thru 84, 87 thru 110 and Article 134 for which maximum punishment

under UCMJ is confinement for 6 months or more? (LTC Goodman/MAJ
Garner) .

6. What are the procedureskin the Air Force and Navy? Review dis—

pos.iion of offender surveys conducted by the CRD in CY 74. (CPT
Kodak)

7. Is the preparation, use, retention and release of information con-
tained in the USACIDC criminal information f£ile IAW statutory and other
authority? (Mr. Brisentine)

8. Is the practice of forwarding National Agency Checks (NAC) con-
taining felony crimes and serious misdemeanors committed by military
personnel while a cilyilian to the USACIDC element having jurisdiction
in the area where the individual is assigned IAW applicahle statutes
and directives? (Mr. Brisentine)
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9. Should crime records prepared by cilvilian authorities for
offenses committed by indiyviduals prior to thelr entry in the
service be contained in Army files? (CPT Kodak/CPT Luedtke)

10. Is the use of intelligence information, as outlined in Chapter
3, AR 600~37 IAW applicahle statutes and directives? Are similar
procedures applicable to crime records? If so, should a chapter
for crime records be included in that regulation?  (Mr. Anderson)

11. How are crime records maintained by the Army used at MACOM,
installation and CID field office and region levels; to include
release/denial authority; the frequency of use by type; the length

of retention and thr degree to which use enhances crime prevention,
protection of personnel and equipment, the solving of crime and deter-
mipning svitability of personnel for job assigmments? (LTC Goodman/
MAJ Garner/Mr. Brisentine)

12. How many requests were made to HQ USACIDC or the CRD for crime
information during the period 1970-75? To what extent did the in-
formation provided assist in protecting personnel and equipment,
and determining suitability of employees? (Mr. Brisentine)

13. How are crime records maintained by the Army used at HQDA and
DOD; to include release/denial authority; the frequency of use by

type; the length of retentlon and the degree to which use enhances
crime prevention, protection of personnel and equipment, and leads
to solution of crimes and determining suitability of personnel

for job assignments? (Mr. Tyler)

1l4. What records are given to other law enforcement agencies; how
are they used? (LTC Goodman/Mr. Brisentine)

15. Should policies regarding crime records contained in CIDC

regulations be incorporated into appropriate Army regulations?
(Mr. Brisentine)

16. What is USADIP disposition of D Form 3835 and DA Form 38367
Are procedures outlined in AR 190-9 consistent with requirements of
the FOIA and Privacy 4ct? (LTC Goodman)

17. What safeguards are taken in MILPERCEN to assure adequate pro-—
tection of criminal information available through shared computer
time? (Mr. Strain)

18. 1Is further automation of records at CRD warranted; at installation
or MACOM levela? (Mr. Strain)
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19. How are crime records maintained by the Army used at HQ USACIDC
and the CRD, to include release/denial authority; the frequency of

use by type, the length of retention, the degree to which use enhances
crime prevention, protection of persomnel and equipment, the solution
of crime and detérminations. concerning suitability of personnel for
joh assignments? (Mr. Brisentine)

20. What is distribution of monthly drug offender list? (Mr. Brisentine)

21.  Should criminal records, retired and historical files be maintained
at any place other than the CRD? (Mr. Anderson)

22. How long does the FEBI keep criminal records? (Mr. Brisentine)
23. Are the initial release procedures for Army crime records in
consonance with the secondary release criteria of the several states

and under treaties and status of forces agreements? (CPT Kodak/CPT
Luedike)
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ISSUE:

PURFCSE 0. RESEARCH:

STATUTORY 'AUTHORITY :

DISCUSSION:

WORK ASSIGNMENT REPORT

KEY POINTS FOR STUDY GROUP CONSIDERATION:

Incl 2
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DEFINITION OF TERMS AND ACRONYMS

CRIMINAL JUSTICE INFORMATION: Army crime records referred
to in this report within the context of crimimal justice informat-
ion refers to criminal information(intelligence), investigative
data, substantisted investigative data and disposition of offender
information, Within the context of the terms used in congressional
bills and the SEARCH Group, Incorporated included in the report it
pertains to Criminal History Record Information, Criminal Investigat-
ion informatiom.,

ARREST RECORD: A civilian law enforcement term referring to a
record containing data concerning the arrest, detention, indictment
or the existence of any information or other formal filing of criminal
charges concerning an individual which does not include the disposit-
ion arising out of the arrest, detention, indictment, information or
charge. This term relates to the terms apprehension, Article 32 in-
vegtigation, preferral of charges and court-martial in the Army.

CONVICTIONAL RECORD DATA: A civilian law enforcement term re-
ferring to a record containing date orx information disclosing that a
person pleaded guilty or nolo contenders to or was convicted of a
criminal offense in a court of justice, sentencing information and
whether guch plea has been modified or reversed, In the Army this
type of data and non—convictional data are referred to as the Report
of Commander's Action Taken.

NON~-CONVICTIONAL DATA RECORD: A civlian law enforcement term re—
ferring to a record containing data or Criminal History Record Infor-
mation, which is not Convictional Record Information, and includes de-
ciglong not to prefer criminal charges or the criminal proceedings
have been concluded, abandoned or indefinitely postponed. In the Army
the Report of Commander's Action Taken and investigative data which
has not been classified as subject information may include this type
of data.

CITIZENS ARREST: The act of a private person arresting or appre-
hending an individual for a crime in the absence of law enforcement
and maintaining that state until law enforcement intercedes.

UNIFORM CRIME REFORT: This report is used in the Uniform Crime
Reporting (UCR) Programs at the state or national level to provide a
statewide or nationwide view of crime. The report is based on the
submission of police statistics by law enforcement agencies through-
out the country. The FBI agssembles and publishes the crime data from
the police community which historically has been received directly
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from local police agencies. However, a recent trend is for the states
to collect from local agencies and submit the UCR data to the FBI,
which provides for a guarantee of consistency and comparability. The
raw information is published and distributed by the FBI to contributing
agencles, state UCR programs and others interested in the crime
problem in the nation. The FBI publishes the annual Uniform Crime
Report which is a detailed report of offenses and arrest data, police
employee counts and the results of special analysis program of
particular interest to police.

INDEXED OFFENSES: Establigshed offenses with a standard definit-~-
ion of each to assure uniform and consistent data submission in the
Uniform Crime Report (UCR) Programs.

CRIME RECORD: A crime record, for the purposes of this study is
defined as "any item," collection or grouping of information in any
form prepared by or forwarded to the Army in support of law enforce-~
ment by other sources, addressing alleged, actual or contemplated
criminal activity of individuals, or organizations directed against
the Army inecluding personally identifiable data of complainants, vic-
tims, witnesses, suspects or subjects, and to the degree known, admin-
istrative, non-judicial or judicial action taken against offenders.
This includes but is not limited to DA Form 3975, DA Form 2800, DA
Form 2800~1, DA Form 2804, Reading Files, Case Files, Completed DA
Form 1408, DA Form 3946, DA Form 2823, DA Form 3881, DA Form 4137,

DD Form 1805, Photographs, Sketches, DD Form 1920 (Alcohol Influence
Report) and similar records forwarded to the Army by other agencies.

A complete listing of crime record: is outlined at Appendix II to
Annex E,

CRIMINAL INFORMATION (INTELLIGENCE): Commonly referred to as
Criminal Intelligence but in this report as Criminal Information.
It is substantiated information based on suspicion and compiled in an
effort to anticipate, prevent or monitor possible criminal activity.
It includes Information from various sources including reports of in-
formants, investigators or from any type of survelllance.

SooSTANTIATED INVESTIGATIVE DATA: Information pertaining to
identified individual(s) compiled during the course of a criminal
investigation which results in a determination from a police view-
point that probable cause exists to believe that the identifiable
individual(s) committed the offense under investigation. This type

of information is found in completed Military Police Reports and.
USACIDC Reports.

INVESTIGATIVE DATA: Information pertaining to identified
individual(s) compiled during the course of an ongoing criminal
investigation or one in which the investigating law enforcement
element did not conclude that probable cause did exist at the time
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to believe that the identified individual(s) committed the offense
under investigation. This type of data 1s contained in open cases
involving suspects, subjects or former suspects and subjects as well
as 1n cases where the investigative effort has terminated. This
type of information is also found in Serious Incident Reports and
Serioug Sensitive Investigatior Reporis.

DISPOSITION INFORMATION: Disposition refers to Information dis-
closing that a declsion has been made not to bring criminal charges
or that criminal proceedings have been concluded, abandoned or in-
definitely postponed or informatlion relating to sentencing, correct-
ional supervision, release from corxrectional supervision, the out-

" come of appellate review of criminal proceedings or executive

clemency.

DISPOSITION OF OFFENDER INFORMATION: A term used in the Army
to describe what actlon is taken on Substantiated Investigative Data
by the action or concerned commander for further criminal justice
disposition. Possible dispositions include no further action (aband-
oned due to varilous reasons), administrative action, non—judicial,
judicial (court-martial) and appeals theveto. With the exceptions of
appellate action, The Commander's Resort of Action Taken normally in-—
cludes these dispositions.

UNFOUNDED ALLEGATION: An sllegation, against an individual that
he or she committed a founded offense, where probable cause cannot be
shown to exlst whereby that person commltted the offense.

FOUNDED OFFENSE: A criminal complaint in which determination is
made that a criminal offense was commitied. This determination is
based on police action, not court-martial or civilian court verdict.

UNFOUNDED OFFENSE: A criminal complaint in which a determinat-
ion is made, that a criminal offense was not committed or ¢id not
occur. This determination is based on police action, not on court-
martial or civilian court verdiet.

SUSPECT: A person concerning whom some credible information
exists that the person may have committed an offense.

SUBJECT: A person concerning whom probable cause exists to
believe that the person committed an offense.

OPEN CASE: An open case is an investigation which is still in
process and has not reached investigative terminatioun.

SOLVED CASE: - A founded criminal offense in which a determination

is made based on police action that probable cause exists to believe

that the identified offender(s) committed the offense(s) under investi-

gation.
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UNSOLVED CASE: A founded criminal offense in which an offendexr
is not identified, or determination cannot be made based on police
action that probable casue exists at that time to believe that the
identified offender(s) committed the offense(s) under investigation.

JUVENILE QFFENDER: The individual is or was a civilian, under
the age of 18 years at the time the offense was perpetrated,

&3
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IT ACRONYMS
Senate
House of Representatives
Department of Justice
Department of Defense
Defense Investigative Service
Defense Control Index of Investigation
Defense Support Agency
Defense Investigative Review Council
Department of the Army
Headquarters Department of the Army
Deputy Chief of Staff for Personnel
Deputy- Chief of Staff for Logistics

Deputy Chief of Staff for Operatioms

Assistant Chief of Staff for Intelligence

The Judge Advocate General

Staff Judge Advocate

Comptroller of the Army

Equal Opportunity Office

The Adjutant General

US Army Criminal Investigation Command
US Army Intelligence Agency

Crime Records Directorate

Inspector General

Uniform Code of Military Justice
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(s)

(HR)
(DOJ)
(DOD)
(DIS)
(DCII)
(DSA)
(DIRC)
(DA)
(HQDA)
(DCSPER)
(DCSLOG)
(DCSOPS)
(ACST)
(TJAG)
(8JA)
(CoA)
(E00)
(TAG)
(USACIDC)
(USAINTA)
(CRD)
(16)

(ucM)




United States Code

Freedom of Information Act

Privacy Act

Major Army Command

USACIDC Report

Army Air Force Exchange Service
Alcohol and Drug Abuse Control Officer
Armed Forces Disciplinary Control Board
Federal Bureau of Investigation
Serious Incident Report

Serious and Sensitive Investigations
Access Amendment Refusal Authority

Initial Denial Authority

Directorate or Director of Human Resources

Development
National Crime Information Center
Naval Investigative Service

Office of Special Investigations

Army Regulation
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(Usc)
(FOIA)
(Pa)
(MACOM)
(ROI)
(AAFES)
(ADCO)
(AFDCB)
(FBI)
(SIR)
(8S1)
(AARA)

(IDA)

(DHRD)
(NCIC)
(NIS)
(081)

(4R)






ANNEX D

CRIME RECORDS STUDY GROUP SURVEY

Appendices
Appendix T Questionnaire for USACIDC
Field Elements
Appendix II Questionnaire for Imstallation/

Community Provost Marshals
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. == Number of assigned USACIDC Special Agent

PART I - ADMINISTRATIVE

-~ MACOM -

-~ Region

Field Office )

~— US Military and Civilian population

—— Number of USACIDC Support Personnel

PURPOSE: The purpose of this questionnaire is to ascertain the manner

in which crime records prepared and/or maintained by the Army are
currently prepared, used, retained and released. The information will
be used in a current HQDA study that is addressing the issues. The
information will not be used to determine the degree of compliance with
current statutory or regulatory requlrements or to compare commands and
installations.

DEFINITION OF ARMY CRIME RECORDS: For the purpose of this questionnaire,
an Army crime record is defined as ''any item, collection or grouping of

~information in any form prepared by or forwarded to the Army in support

of law enforcement by other sources addressing alleged, actual or con-
templated criminal activity of individuals, or organizations directed
against the Army including personally identifiable data of complainants,
victims, witnesses, suspects oxr subjects; and to the degree known, admin-

‘istrative, non~judicial or judicial action taken against offenders. This

includes but is not limited to DA Form 2800, DA Form 2800-1, DA Form 2804,
DA Form 2802, Serious Incident Reports, Criminal Information Files,
Reading Files, Case Files, Completed DA Form 1408, DA Form 3946, DA YTorm
2823, DA Form 3881, DA Form 4137, DD Form 1805, Photographs, Sketches,

DD Form 1920 (Alcohol Influence Report) and similar records forwarded

to the Army by other sources. .

APPENDIX I TO ANNEX D
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PART II

-

1. List the most commonly used crime records prepared at you Field Office.

a. List and briefly describe how you use crime records forwarded to
your installation by local and state agencies.

RECORDS PREPARING AGENCY INSTALLATION USE OF THE RECORD
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b. List and briefly describe how you use crime records forwarded to
your office from agencies of the Federal Governmant (including other
Military Services).

-

RECORDS PREPARTING AGENCY INSTALLATION USE OF THE RECORD

2. Excluding desk reference card files, blotters, criminal information,
"Hot Spot" and informant type crime records, list in format at inclosure 1
the number and degree of completeness of crime records prepared by or for-
warded to your installation on files at your installation for CY 74 and 75.
(If not known and too difficult to ascertain within time constraints please
estimate),

3. Provide the following in regard to repdrts outlined in inclosure 1.
a. Use for law enforcement purposes}
‘(l) Of what value are completed ¥eports (with or without Di§positioﬁ
-of Offender information) to the installation law enforcement ~frort?

(Crime prevention, protection of personnel and equipment) -~ B.iefly
.describe.

137




’

(2) Are the reports released to law enforcement agencies within DOD?
(Yes or No?) __ If Yes, briefly describe to whom and for what
purposz and who has authority to rclease the report and whether or not the
authority is in writing.

-

(3) Are crime records maintained by your office released to local
(municipal or county) or state agencies? If Yes, briefly describe to whom
and for what purpose and who has suthority to release the report and whether
or not the authority is in writing.

(4) Does whether or not Disposition cf Offender information is
contained on reports make a difference in releasing procedures (Yes or No?)
If Yes, explain briefly.

P
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(5) Does the category of the subject(s) i.e., military, DA
civilian employees, juveniles, DOD affiliated dependents and non-DOD-
affiliated personnel (including dependents in this category) make a
difference in the release (Yes or No?) If Yes, explain briefly.”

b. Use of crime records for informing the Chain of Command and
determining Disposition of Offenders, to include:

(1) Indicate level of command at which the report is introduced
to the chain; i.e., Co, detachment, battallon, group, brigade, division/
installation, corps/installation. Briefly explain
the distribution procedure.
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{2) 1Is there a local supplement to AR's, USACIDC regulations,
local directive or SOP outlining :che procedure (Yes or No?)

(3) Are procedures the same for reports identifying military
personnel, DA civilian employees, juveniles, DOD affiliated dependents
and non-DOD-affiliated personnel (including dependents in this category)

as subjects? If so state; if not explain differences in procedures for
each category.

!
}

(4) What safeguards, if any, are in effect to assure that the
information contained in the report is made available only to those
personnel necessary to effect appropriate "Command" action?
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(5) List problems, if any, with the current system for
Reporting Action taken. :

(6) Do you think the law enforcement element is the proper agency
to perform the task of monitoring reports of action taken (Yes or No?)

If No, place a check by the element you feel should perform
the task: .

SJA Gl/pPCA AG Other

(7) 1If you were prescribing the policy for reporting action
taken would you:

(a) Retain the current system (Yes or No?)

(b) If answer to 3b (7) (a) is No, briefly describe the
system you would prescribe.

~4
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¢. Use for administrative pwrposes.

(1) In determining suitzbility of Army military or civilian
employees for employment, elimination or advancement. Describe in detail”

how reports are used to include who is given access and the manner of"
distribution as follows:

(a) Reports with Disposition of Offender information.
: '

(b) Reports without Disposition of Offender information
(If the same as 3c(1l)(a) so state).

(c) Are individuals who are subjects of reports indicated in
3c(1) (a) (b) above afforded an opportunity to review, rebut or refute
information contained in the reports? Briefly explain procedures employed.

t
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(2) In Alcohol and Drug Abuse Program, Describe in datail how
reports are used, to include who is given access and the manner of
distribution as follows:

(a) Repotts with Disposition of Offender information.

(b) Reports without Disposition of Offender information (if
the same as 3c(c)(2)(a) above so state. ‘

(e¢) Are individuals who are subjects of reports indicated in
para 3c(2)(a) (b) above afforded an opportunity to review, rebut or refute

information contained in the reports? Briefly explain procedures employed.
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(3) In safety programs: (Describe in detail how reports are used,

to include who is given access and the mancer of distribution as folliows:)

(a) Reports with Disposition of Offender information. i

(b) Reports without Disposition of Offender information (1f
the same as 3c(3)(a) above so state.

(¢) Are individuals who are subjects of reports indicated
in para 3c(3) (a)(b) above afforded an opportunity to review, rebut or

vafute dinformation contalned in the reports? Briefly explain procedures
employed.

(4) In Armed Forces Disciplinary Control Board functions:

(a) Describe how they are used.

=
o
i
1
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(b) 1If the report is the reason or partially the reason for
an AFDCB warning to a proprietor for placing an establishment off-limits
is the proprietor afforded the opportunity to review, rebut or refute
information contained in the report (Yes or No?) I1f Yes,
describe procedure. .

(5) How many reports listed in inclosure were forwarded to the
CRD for CY 74%? For CY 757

4. Provide the following in regard to index card files and criminal i
information. \

a. Are criminal information files maintained (Yes or No?)
If Yes, who has access to these and how are they controlled?

b, Are local 'provost marshal checks" made for administrative
purposes (Yes or No?) .

[
fud
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c. Approximately how many requests for name checks were made to the
USACIDC's CRD during CY 757

(1) Indicate the number of requests made telephonically
by TWX , 1n writing

(2) What effect would requiring the checks to be made at the PM/
Sec Off level have on their vallle to law enforcement?

On their value for administrative purposes.

(3) Approximately how many name checks were made for law
enforcement purposes in CY 742 In CY 757

( (4) Approximately how many name checks were made for administrative
purposes in CY 74? In CY 757

(5) Would you describe name checks for law enforcement purposes
conducted by CRD as: Check appropriate line.

(a) Very helpful .
(b) Helpful .
(c) Of some value .
(d) Of little value .
12
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(6) Would you describe name checks for administrative purposes
conducted by CRD as:

(a) Very helpful . ‘ -
(b) Helpful .

(c) Of some valuer .

(d) Of little value .

5. What, if any, inhibiting effect has The Freedom of Information Act and/or
The Privacy Act of 1974 had on CID operations at your installation?

Describe, as specifically as possible, difficulties encountered, solutions
developed and degree of success with overcoming problems.

6. 1Is any portion of your crime record keeping system automated?
Yes No _

If yes, briefly describe the system, to include measures in effect
to assure that the information is available only to authorized persons.

13
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CY 74
With Disposition
of Offender Info

Prepared by Army

Prepared by other
ilitary Services

Prepared by city or
municipal agencies

Prepared by county
agencies

Prepared by stata
agencies

Prepared by other
governments

Prepared by Federal
Governmert agencies,
exclusive of the
other Military
Services

CY 74
Without Disposition
of Offender Info

CY 75
With Disposition
of Offender Info

CY 75
Without Disposition
of Offender Info
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PART T - ADMINISTRATIVE

—  MACOM

~— Installation

~- US Military and Civilian pOpuiation

~- Number of assigned military police personnel MOS 95B

GSF

STRAF

PURPOSE: The purpose of this questionnaire is to ascertain the manner
in which crime recocrds prepared and/or maintained by the Army are
currently prepared, used, retained and released. The information will
- be used in a current HODA study that is addressing the issues. The
information will not be used to determine the degree of compliance with

current: statutory or regulatory requirements or to compare commands and
installations.

DEFINITION OF ARMY CRIME RECORDS: TFor the purpose of this questionnaire,
an Army crime record is defined as "any item, collection or grouping of
information in any form prepared by or forwarded to the Army in support
of law enforcement by other sources addressing alleged, actual or con-
templated criminal activity of individuals, or organizations directed
against the Army including personally identifiable data of complainants,
victims, witnesses, suspects or subjects; and to the degree known, admin-
istrative, non~judicial or judical action taken agalnst offenders. This
includes but is not limited to DA Form 3997 (MP Desk Blotters), DA Form
3998 (Desk Reference Card Files), "Hot Spot' Files, Serious Incident
Reports, Criminal Information Files, Reading Files, Case Files, Completed
DA Forms 3975 and 3975-1, DA Form 1408, DA Form 2946, DA Form 2823, DA
Form 3881, DA Form 4137, DD Torm 1803, Photographs, Sketches, DD Form 1920

(Alcohol influence Report) and similar records forwarded to the Army by
other sources.

149 - APPENDIX 1II TO ANNEX D
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PART TI

-

1. List the most commonly used crime records prepared at your installation.

a. List and briefly describe how you use crime records forwarded to
your installation by local and state agencies,

RECORDS . PREPARING AGENCY : INSTALLATION USE OF THE RECORD
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b. List and briefly describe how you use crime records forwarded to

your installation from agencies of the Federal Government (including other
Military Services).

RECORDS PREPARTNG A(LNCY INSTALLATION USE OF THE RECORXD

Y -

i
'

2. Excluding desk reference card files, blotters, criminal information,
MHot Spot' and informant type crime records, list in format at inclosure 1
the number. and degree of completeness of crime records prepared by or for-

warded to your installation on files at your installion for CY 74 and 75. .

o (If woit kuown and too diffiecuir tn agesrtain within time constraints ploanc

estimate.) .
l '

/

3. Provide the following in regard to reports outlined in inclosure 1.

a. Use for law enforcement purposes:

(1) “ Of what value are competed reports (with or without Disposition
of Offender information) to the installation law enforcement effort? (Crime
prevention, protection of personnel ‘and equipment) -- Briefly describe.

e, . . B . . B foet - L ‘
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(2) Are the reports released to law enforcement agencies within DOD?

(Yes or No?) _ 1f Yes, briefly describe to whom and for what purpose

and who has authority to release the report and whether or not the authority
is in writing.

(3) Are crime records maintained by your installation released to local
(municipal or county) or state agencies? If Yes, briefly describe to whom
and for what purpose and who has authority to.release the report and whether
or not the authority is in writing.

(4) Does whether or not Disposition of Offender information is contained
on reports make a difference in releasing procedures (Yes ox No9)
If Yes, explain briefly,
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(5) Does the category of the subject(s) i.e., military, DA civilian
employees, juveniles, DOD affiliated dependents and non=-DOD-affiliated
personnel (including dependents in this category) make a difference in the
release (Yes or No?) If Yes, explain briefly,

b. Use of crime records for informing the Chain of Command and determin-
ing Disposition of Offenders, to include:

(1) 1Indicate level of command at which the report is introduced to the
chain; i.e., Co, detachment, battalion, group, brigade, division/installation,
werps/installacion. ' -~ « Briefiy explain the distrihution

procedure.




I

d
-
- -

(2) 1Is there a local supplemen& to AR's, local directive or SOP outlining
the procedure (Yes or No?)

-

(3) Are procedures the same for reports identifying military personnel,
DA civilian employees, juveniles, DOD affiliated dependents and non-DOD-
affiliated personnel (including dependents in this category) as subjects?
If so state; if not explain differences in procedures for each category.

(4) What safeguards, if any, are in effect to assure that the information
contained in the report is made available only to those personnel necessary to

. effect appropriate "Command" action?

*
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(5) List problems, if any, with the current system for Reporting

Action taken. -

(6) Do you .think the law enforcement element is .the proper agency to
perform the task of monitoring reports of action taken (Yes or No?)
If No, place a check by the element you feel should perform the task:

SJA . Gl/pPCA AG Other

(7) If you were prescribing the policy for reporting action taken
would you: '

(a) Retain the current system (Yes or No?)

(b) If answer to 3b (7)(a) is No, briefly describe the system you would

.
prescribo.
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c. Use for administrative purroses.
(1) 1In determining suitability of Army military or civilian employees
for employment, elimination or advamcement. Describe in detail how reports.

are used to include who is given 2ccess and the manner of distribution as
follows:

(a) Reporté with DiSposition;of Offender information.

(b) Reports without Disposition of Offender information (If the same as
3c(l) (a) so state).

/(c) Are individuals who are subjects of reports indicated in 3c(1) (a) (b)
above afforded an opportunity to review, rebut or refute information contained
in the reports? Briefly explain procedures employed.



(2) In Alcohol and Drug Abuse Program. Describe in detail how
reports are used, to include who is given access and the manner of
distribution as follows: . -

{(a) Reports with Disposition of Offender information,

(b) Reports without Disposition of Offender information (if the same
as 3c(c)(2)(a) above so state.

(¢) Are individuals who are subjects of‘reports indicated in para
3e(2) (a) (b) above affordad an opportunity to review, rebut or refute in-—
formation contained in the reports? Briefly explain procedures employed.




H
H
[
)

-

(3) 1In safety programs: (Describe in detail how reportq are used,
to include who 1is given access and the mamner of distribution as follows: )

(a) Reports with Disposition of Offender information.

(b) Reports without Disposition of Qffender information (if the same
as 3¢(3) (a) above so state.

{(c) Are individuals 'who are subjects of, reports indicated in para
3c(3)(a) (b) above afforded an opportunity to review,. rebut or refute
information contained in the reports? Briefly explain procedures employed.

(4) In Armed Torces Disciplinary Control Board functions:

(a) Describe how they are used.
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(b) If the report is the reason or partially the reason for an
AFDCB warning to a proprietor for placing an establishment off-limits
is the proprietor afforded the ovportunity to review, rebut or refute

information contained in the report (Yes or No?) " If Yes,
describe procedure.

(5) In Armed Forces Police Detachments (only for installations where
the Army has responsibility for operation of the detachment).

(a) Describe how reports prepared by or forwarded to the AFPD are used.

(b) Are court liaison functions performed (Yes or No?) if
Yes, briefly describe the use of the report in the procedure.

"~ 159
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~F
sam7 as 3c(&

changes as related

in an individual's status as related to a military pelice
changes posted to DA Form 3998 (3P Desk Reference Card)?

(6) 1In any other Administrative Program (relate in detail how reports
are used fcr

fzr each purpose to incluue who is given acrcess and the manner
of distribution as tollows:

(a)  TUse. ~ |

(b) Report with Disposition of Offender information.

{c)} RAuports witiout Disposition of Offsnder information (if the
Y(b) above so state,

(d) Are reference blotter entries made when an individual's status
to a military police report? TYes No

s v

-

(e) 1f refevence entries to the blotter are made regarding & change

report, are
Yes ‘No

n
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(f) Are individuals who are subjects of the type reports indicated in
para 3c(5) (b)(c) above afforded am cpportunity to review, rebut or refute
information contain..i in the veports? ZIfriefly explain procedurss emploved.

-

(7) Bow many reports listed in inclosure ware forvarded to tha CRD
for CY 747 For CY 757

4. Provide the following in regard to blotters, index card filesg, criminal
informacion and "Hot Spot" files.

a., How many copies of the installation/activity military police blotter
* are preparved?

What is the distribution and final disposition of each copy?

b. Are criminal informaticn files méintained (Yes or Ne?)
If Yes, who has access to these and how are they controlled?

a
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. If so, how are they used in:

c. Are "Hot Spot" card files maintained (Yes or No?)

(1) Law enforcement.

(2) For administrative purposes: (If they are not used administratively,

80 state.)

d. Are local "provost marshal checks" made for administrative purposes

(Yes or No?) _If Yes, list the type and describe the use of the
desk reference card file in the process.

162
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e. Approximateiy how many requests for name checks were made to the
USACIDC's CRD during CY 757%

(1) Indicate the number of requests made telephonically
by TWX , in writing
i
(2) What is the lowest level of authority authorized to make name

check requests? i.e., MP, MPI, Desk SGT, Opns SGI, Opns Officer or
PM/Sec Officer .

(3) What effect would requiring the checks to be made at the PM/Sec Off
level have on their value to law enforcement?

On their value for administrative purposes.

4) Approximately how many name checks were made for law enforcement
purposes in CY 747 In CY 757

(5) Approximately how many name chécks were made for administrative
purposes in CY 747 L In CY 75?2

2

(6) Would you describe name checks for law enforcement purposes conducted
by CRD as: Check appropriate line.

(a) Very helpful S

(b) Helpful

(¢) Of some value

(d) Of little value
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' (7) Would you describe name checks for administrative purposes

conducted by CRD as:

(a) Very helpful

. (b) Helpful
" (¢) Of some value

(ci) 0f little value

-

', 5. How many polygraph examinations were requested by the military police
during CY 74? CY 757

.

.How many were conducted in CY 74? In CY 757

Do you believe the polygraph has served as a useful investi~
gative tool for military police at your installation (Yes or No?)
. Please explain briefly.

-

. What, if any, inhibiting effect has The Freedom of Information .ct and/or
he Privacy Act of 1974 bhad on military police operations at your installation?
escribe, as specifically as possible, difficulties encountered, solutions
developed and degree of success with overcoming nroblems.

- .,

164
16

_ .
-
.
.



7. Is anyv portion of your eorime record keepinrg systom automated?
Yes, o ’
If yes, briefly describe the svst

em, to include measures in efiect -
to assure that the inform

ation is available only.to authorized persons,

o4
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CY74
With Disposition
of Offender Info

Prepared by Army

Prepared by other
Military Services

Prepared by city or
municipal agenciles

?repared by county
agencies

*ropared by state
agencies

>vrepared by other
governments

‘repared by Federal
_Government agencies,
exclusive of the
other Military
Services

(nel 1

CY74
Without Dispcsition

_of Offender Info

CY75
With Disposition
of Offender Info

CY75 .
Without Disposition
of Offender Info |

i
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ANNEX E

Purpose. The purpose of this annex is to group those documents
supportive cf the Study Group's determinations, the contents of
which support various portions of the study, but because of either
the volume or format of the data reflected did not lend themselves
to inclusion in the main body of the study.
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OFFENSES INVESTIGATED BY

THE ARMY
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OFFENSES INVESTIGATED BY

THE ARMY#*
Article Offense
77 Principals
78 Accessory after the fact
79 Conviction of lesser included offense
80 Attempts '
81 Conspiracy
82 Sollciting or advising another:
To desert
To mutiny
To commit an act of misbehavior before
the enemy
To commit an act of sedition
83 Fraudulent enlistment
84 Effecting unlawful enlistment or appointment
85 Desertion
86 Absence without leave
. 87 Missing movement of ship, aircraft, or unit:
) ‘ Through design
Through neglect
88 Contenpt
89 Behaving with disrespect toward his superior
commissioned officer
90 Striking, drawing or 1lifting up any weapon
or offering any violencz to his superior
commissioned officer in the execution of
his office '
91 Striking or -otherwise assaulting, while in the

execution of his office, a:

Warrant officer

Noncommissioned or petty officer
Willfully disobeying the lawful order of a:
Warrant officer

Noncomissiohed or petty officex

Treating with contempt or being disrespectful
in language or -deportment, while in the exe-
cution of his office, a:

Warrant Officer

Noncommissioned or petty officer

*Source: Manual for Courts—Martial; offenses shown do not necessarily
require investigation by Army law enforcement elements (e.g. Article
32 investigation may be conducted at direction of commander concerned
in certain instances).

APPENDIX I TO ANNEX E
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Article

Offense

92

93

94
95

96

97
98

99

100
101
102
103

104
105
106
107

108

Violating or failing to obey any lawful general
order or regulation ‘

Knowingly failing to obey any other lawful order

Being derelict in the performance of duties
Cruelty toward or oppression or maltreatment
of any person subject to his orders

Mutiny, sedition, failing to report, etc.

Resisting apprehension

Breaking arrest

Escaping from custody or confinement

Releasing without proper authority, a prisoner
duly committed to his charge '

Suffering a prisoner duly committed to his
charge to escape:

Through design
Through neglect

Unlawful detention of another -

Unnecessary delay in disposing of a case, or
failing to enforce or comply with procedural
rules

Misbehavior before the enemy

Subordinate compelling surrender

Improper use of countersign

Knowingly forcing a safeguard

Captured or abandoned property,. failing to
secure, five notice and turnover, selling,
or otherwise wrongfully dealing in or dis-
posing of:
0f a value of $50 or less
0f a value of $100 or less and more than $50
0f a value of more $100
Looting or pillaging

Aiding the enemy

Misconduct as a prisoner

Spies

Signing any fale record, return, regulation,
order, or making official document

Making any other false official statement:

By a noncommigsioned or petty officer
By any other gnlisted member

Selling or otherwise disposing of military
property of the United States:
0f a valuz of $50 or less
0f a value of. '$100 or less and more than $50
Of a value of more than $100
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Article

Offense

109

110
111

112
113
114
115
116
117

118
119

120

121

o220
123

Wasting, spoiling, destroying, or damaging
any pvroperty other than military property of
the United States of a value or damage:
0f $50 or less
0f $100 or less and more than $50
0f more than $100

Hazarding or suffering to be hazarded any
vessel of the armed forces:

Willfully and wrongfully
Negligently

Operating any vehicle while drunk or in a reck-
less or wanton manner:
Resulting in personal injury
Otherwise

Found drunk on duty

Misbehavior of sentinel or lookout:

In areas designated as authorizing entitle-
ment to special pay for duty subject to
hostile fire

In all other places

Dueling

Feigning illness, physical disablement, mental
lapse, or derangement

Intentional self-inflicted injury

Riot

Breach of peace

Provoking or reproachful words or gestures

Murdexr

Manslaughter:

Voluntary
Involuntary

Rape

Wrongful carnal kriowledge of a female under the
age of 16 years

Larceny of property:
0f a value of 350 or less
0f a value of $100 or less and more than $50
0f a value of more than $100 or any motor
vehicle, aircraft, or vessel

Wrongful appropriation of property:

Of a value of $50 or less

Of a value of $100 or less and more than $50
0f a value of more than $100

Of any motor vehicle, aircraft, or vessel

_ Robbery

Forgery
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Article

Offense

123a

124
125

126

127
128

et
Nt
V]

Check, worthless, making,,drawing, uttering,
delivering, with intent to defraud (for pro- .
curement of an article or thing of value),
in the face amount of:

850 or less
$100 or less and more than $50

More than $100

Check,. worthless, making, drawing, uttering,
delivering, with intent to deceive (for pay~
ment of past due obligation or amy other pur-
pose) .

Maiming

Sodonfy :

By force and without consent

With a child under the age of 16 years
Other cases of

Arson:

Aggravated

Simple, where the property is—-
Of a value of $100 or less

Of a value of more than $100

Extortion

Assault

Upon a commissioned officer of the Air Force,
Army, Coast Guard, Navy, or a friendly for-
eign power, not in the execution of his office.

Upon a warrant officer, not in the execution
of his office.

Upon a noncommissioned or petty officer, not
in the execution of his office.

Upon any person who, in the execution of his
office, is performing Air Force security po-
lice, military poldice, shore patrol, or cilvil
law enforcement duties.

Upon a sentinel or lookout while in execution
of his duty.

Assault (consummated by a batteny):

On a child under the age of 16 years
Other cases of

Assault, aggravated:

With a dangerous weapon or other means or
force likely to produce death or grievous
bodily harm.

Intentionally 1nf11ct1ng grievous bodily
harm, with or without a weapon.

Burglary

173 5 | | .



Article Offense

130 ' Housebreaking
131 Perjury
132 Frauds against the United States:

In connection with making or presenting a
claim or obtaining the approval, allowance,
or payment of a claim.

By delivering an amount less that called for
by a receipt or by making or delivering a
recelpt with knowledge of the facts.

When the amount involved is $50 or less

When the amount involved is $100 or less ‘and
more than $50

When the amount involved is more than $100

133 Conduct umbecoming an officer and a gentleman
134 Abusing a public animal
Adultery
Assault:
Indecent

With intent to commit voluntary manslaughter,
robbery, sodomy, arson or burglary.

With intent to commit housebreaking

With intent to commit murder or rape

Bigamy :

Bribe or graft, accepting, asking, receiving,
offering, or promising.

Burning with intent to defraud

Check, worthless, making and uttering (by dis-
honorable failing to maintain sufficient funds).

Correctional custody:

Escape from

Breach of restraint during

Criminal libel

Debt, dishonorable failing to pay

Disloyal statements undermining discipline and
loyalty, uttering.

Disorderly:

In command, quarters, station, camp, or on
board ship

Under such circumstances as to bring discredit
upon the military service.

Drinking liquor with a prisoner

Drugs, habit forming, wrongful possession, sale,
transfer, use or introduction into a military
unit, hase, station, post, ship or aircraft.

Drugs, marihuana, wrongful possession, sale,
transfer, use or introduction inteo a military
unit, base, station, post, ship or aircraft.
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Article Offense
134 Drunk:
Aboard ship

In command, quarters, station, or camp

Prisoner found

Under such circumstances as to bring dis-
credit upon the military service.

Incapacitating self to perform duties through
prior indulgence in intoxicating llquor.

Drunk and disorderly:

Aboard ship

In command, quarters, station, or camp

Under such circumstances as to bring dis-
credit upon the military service.

False or unauthorized military pass, permit,
discharge certificate, or 1dentlf1cation
card:

Making, altering, selling

Possessing or using with intent to defraud
or deceive,

Other cases

False pretenses, obtaining services under.
0f a value of $50 or less
0f a value of $100 or less and more than $50
0f a value of more ‘than $100

False swearing

Firearm, discharging:

Through carelessness

Wrongfully and willfully, under circumstances

as to endanger life.

Fleeing from the scene of an accident

Gambling by a noncommissioned or petty officer,
with a person of lower military grade.

Homicide, negligent

Impersonating an officer, warrant officer, non-
commissioned or petty officer, or agent of
superior authority:

With intent to defraud
All other cases :

Indecent acts or liberties with a child umder
the age of 16 years.

Indecent exposure of person

Indecent, insulting, or obscene language:
Communicated to a female of the 'age of 16
years or over.

Communicated to any child under the age of
16 vyears. :
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‘Article’

Offense

134

Indecent or lewd acts with another
Mail matter In the custody of the Post Office

Department orf in the custody of any other

agency, or not yet delivered or recelved;

taking, opening, abstracting, secreting,
destroying, stealing, or obstructing.

Mails, depositing or causing to be deposited
~obscene or indecent matter in.

Misprison of a felony

Nuisance, committing

Obstructing justice

Pandering

Parole, violation of

Perjury, statutory

Perjury, subornation of

Prisoner, allowing to do an unauthorized act
Public record, willfully and unlawfully alter-
ing, concealing, destroying, mutilating, obli-
terating,; removing, or taking and carrying
away with intent of alter, conceal, destroy,
nmutilate, obliterate, remove, or steal.
Quarantine, medical, breaking

Refusing, wrongfully, to testify before a
court martial, military commission, court

of inquiry, board of officers, investigation

under Article 32, or officer taking disposi-

tion. .

Restriction, administrative or punitive,
breaking
Sentinel or lookout:

Behaving in an insubordinate or disrespectful
manner toward, while in the execution of his
duty.

Loitering or sitting down by, while on duty

Solicting another to commit an offense.

Stolen property knowingly receiving, buying,

concealing:
0f a valte of $50 or less
0f a value of $100 or less and more than $50
0f a valiie of more than $100

Straggling

Threat, cotimunicating

- Transporting, unlawfully, a vehicle or air-

craft in interstate or foreign commerce.
Unclean acecouterment, arms, clothing, equip-
ment, or other military property, found with.
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Article

Offense

134

Uniform, unclean, appearing in, or not in
prescribed uniform, or in uniform worn other-
wise than in manner prescribed.

Unlawful entry

Weapon, concealed, carrying

Wearing mauthorized insignia, medal, decor-
ation, or badge.

Wrongful cohabitation
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RECORDS AND FORMS

MILITARY POLICE RECORDS AND FORMS

Form Number/Name

Use

DD Forwm 460
Provisional Pass

DD Form 629
Receipt for Prisoner
or Detained Person

DD Form 1408
Armed Forces .
Traffic Ticket

DD Form 1805
Violation Notice

DD Form 1920
Alcohol Influence
Report

DA Form 2823
Sworn Statement

DA Form 3626
Vehicle Registration/
Driver Record

DA Form 3835 ‘
Notice of Unauthorized
Absence from US Army

DA Form 3836
Notice of Return of
US Army Member from Un-
authorized Absemnce

DA Form 3881

Rights Warning Pro-
cedure/Waiver
Certificate

Provide members of armed forces with

valid passes for use during travel under
specific conditions described in M 19-10.

Self-explanatory.
Self-explanatory.

To record minor offenses to include
violations of state traffic law appli-
cable to military reservation.

To note observations, descriptions and

interpret, record results of behavioral
tests.

For all statements regardless of status
of testifying individual.

Self-explanatory.
Self-explanatory.

Self~explanatory.

Provides standard, iegally,sufficient
narrative rights warnings. ‘

APPENDIX II to ANNEX E
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Form Number/Nawe

Use

DA Form 3945
Military Police Radio
Log

DA Form 3946
Police Traffic
Accident Report

DA Form 3975
Military Police
Report

DA Form 3975-1
Commanders Report
of Disciplinary
Action Taken

DA Form 3997
Military Police Desk
Blotter

DA Form 3998
Military Police Desk
Reference

Official record of all MP radio traffic.

Self-explanatory.

Record data concerning info/complaints
received; incidents observed by or re-
ported to MPI show police action; apprise
the commander.

Report disciplinary actions to command
and CRD as required by this AR.

Daily chronological record of police
activity developed from reports, com—
plaints, information and incidents.

As determined by local policy, the form
may be used to provide information to
supporting CID element.

Alphabetical card index containing names

of persons identified in MPR's as subject,
vietim, comp.
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| B .| ream.

CRIMINAL INVESTIGATIVE RECORDS AND FORMS

Form Number/Name

Use

DA Form 2800
CID Report of
Investigation

DA Form 2801
Polygraph Examination
Statement of Consent

DA Form 2802
Polygraph Examination
Report

DA Form 2804
USACIDC Data Reference
Card

DA Form 2805
Polygraph Examination
Authorization

DA Form 3655
Crime Lab Examination
Request

DA Form 4002
Evidence/Property Tag

DA Form 4137
Evidence/Property Cus-
tody Document

Provides format to report the results
of criminal activity.

Provides format for individual consent
to undergo polygraph examination.

Provides format for recording conduct
and results during polygraph examin-
ation proceedings.

Provides format for indexing subjects,
suspects and victims of each CID ROI
and provides format for indexing sub-
jects/victims of MP reports fwd to CRD
for file,

Provides format for obtaining written
authority to conduct polygraph examin-
ation.

Provides format for all requests for
laboratory examination by a USACIL.

Provides format for identifying, pro-
cessing and handling of evidence.

Provides format for receipt, and to
record the chain of custody, the author-
ity for final disposition, and the

‘witnessing thereof.
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LISTING OF ARMY REGULATIONS AND SPECIFIC PROPONENCY FOR ARMY POLICY
PERTAINING TO THE PREPARATION, USE, RETENTION AND DISPOSITION OF
CRIME RECORDS -
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APPENDIX III to ANNEX E

LIST OF ARMY REGULATIONS AND SPECIFIC PROPONENCY
FOR ARMY POLICY PERTAINING TO THE PREPARATION
USE, RETENTION AND DISPOSITION OF CRIME RECORDS

ARMY REGULATION TITLE PROPONENCY
AR 27-10 Military Justice TJAG
AR 190-5 Motor Vehicle Traffic
Supervision DCSPER
AR 190-9 Military Absentee and
Deserter Apprehension
Program DCSPER
AR 190~29 Minor Offenses and Uniform
Violation Notices Referred
to US District Courts. DCSPER
AR 190-~30 Military Police Investigations DCSPER
AR 190-40 Serious Incident Report ; DCSPER
AR 190-45 Records and Forms DCSPER
AR 195-~2 Criminal Investigation
Actlvities USACIDC
AR 195-5 Evidence Procedures . USACIDC
AR 195-6 Department of the Army : :
Polygraph Activities USACIDC
AR 195-7 Criminal Investigative
Support to the Army and
Air Force Exchange Service USACIDC
AR 195-8 Criminal Investigative
Support to Defense Support
Agency USACIDC
AR 340-~17 Release of Information and
Records from Army Files TAG
AR 340-18-5 Maintenance and Disposition
of Inelligence, Security,
Military Police and Mapping
Functional Files ' TAG
AR 340-21 Army Privacy Program . TAG
AR 600-37 Unfavorable Information DCSPER

APPENDIX TII to ANNEX E
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APPENDIX IV to ANNEX E

FBI REPORTS ON MILITARY PERSONNEL SENTENCED TO CONFINEMENT
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to. the 1Bl fdentification Division without finnl disposition noted thergon. If no final disposition is avail
able to wresting ageney, niso obinin subject’s right four finger impreasiona on this form, complete left side

+

FINAL DISPOSITION REPORT )

o senve Blink
Note: This vital report must be prepured on each individual whose umrost fingerprints have been forwarded Lox §

und forward the furm when ense referred (o prosecutor and/or courts,  Agency on notice as Lo final disposition ahoutd complete this
form und subwmit to: Director, FBI, Washington, D. C. 20537, Attention: ldentification Division.

{See instructions on reverse side)

FBI No.

Finul Dispogition & Dnte
(If convicied or aubject pleaded guilty to losser chnrge, include
this modification with disposition.)

Name on Fingerprint Cord Submitied to FBI
Last irat

Middle

If FBI No. Unknown, Fumish:

Date of Birth

Sex

Fingemrint
Clansification

State Buresu No.

Contributor of Fingerprints

This Form Submitu-d By: |
(Nome, Title, Agency, City & State)

Signature Dute

Title

Arrest No. Date Arrested or Received

[C3 COURT ORDERED EXPUNGEMENT:

Return Arréat Fingerprint Card to Contributing Ageney;
Certified or Authenticated Copy of Court Qrder Attachod.

Offensen Charged at Arrest
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Right IFour Fingors Taken Simultancoualy
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INSTRUCTHONS

. The pwrpose of this report i to reconl tie inilial data of on ndividual*s arrest and thercafler secure the

final disposition of Lhe arrest nb the corliest possible time from dither the neresting ngeney, the proseeutor
or the vourt having jurisdiction, (INPERIM DISPOSITION INFORMATION, o4, RISLISASIED ON BOND,
SHOULD NOT BE SUBMPPTED,)  The SURIICT'S NAMIS, CONTRIBUTOR AND ARRES'T NUMBISR
should be oxuetly the same as they appear on the tingerprint card IN-THIG FILIES OF THIES FBI. . The I'BI
namber should be indicated, if known. Ageuney ultimately making final disposition will complete and mail
form to: F8I ldentification Division, Washington, D. 8. 20537. "

The arfesting agency should fill in all arrest data on left side of form wnd obtain the finger impressions of
the right four fingers simultancously. This should be done at the same time as the full set of fingerprints
are taken onthe arrest fingerprint card. {f the arrest is disposed of by the arresting agency, as where the
arrestee is relensed withoul charge, then the arresting agency should fill in this final disposition and mail
form Lo FBI Identification Division. Of course, if final disposition is known when arrest fingerprint card is
submitted it should be noted thercon and this form is then unnecessary. [n the event the case goes to the
prosecutor, this form should be forwarded Lo the prosecutor with arrestee’s case file .

The prosecutor should complete the form Lo show final disposition al the prosceution level if the matler is
not being referred for court action and thereaf ter submit form directly to FBI Identification Division. If
courl action remuired, the proseentor should forward form with cuse file ta courl having jurisdiction.

. The conrt should complete this form as to final court disposition such as when arrested person is acquitted,

case is dismissad. on conviction and when sentence imposed or sentence suspended and person placed on
probation.

.. When arrested person convicted or enters guilty plea to lesser or diffcrent offense than that charged when

originally arrested, this information should be clearly indicated.

If subisequent action taken to scal or expunge record, attach certified or authenticated copy of cotirt order to
this form so that [P can return arrestee’s fingerprints to original contributor.

It is vitally important for compietion of subject’s recoid in MBI Identification Division files that Final

Disposition Report be submitted in every instance where fingerprints previously forwarded without, final
disposition noted thercon.
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SERIOUS INCIDENT REPORT FORMAT
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u o epejess

11 July 1975

AR 19040

JOINT MESSAGEFORM

SECURITY CLASSIFICATION

PAGX

- or

(- RS TRV R -

TAGO 104

DRAFTEX OR PRICIOEMCE LMF CLASS
RELEASER YIME 25T | TWFO

cic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY

DATE — TIME MONTH| ¥R

MEBBAGE HANDLING INSTRUCTIONS

3. TYPE OF INCIDENT:
3. DATE/TIME OF INCIDENT:

ot CDR FT JACKSON SC //AHCP-PM// 1
yo: DA WASHDC //DAPE-HRE//

INFO: (DR TRADOC FT MONRCE VA //ATPM//
UNCLAS E F T 0 FOUD

SUBJ: - SIR NUMBER 750001 SURNAFE
). CATEGORY 1-

4. LOCATION: SUBJECT'S OFF-POST RESIDENCE. 2508 LISBON LANE~ COLUMBIA. SC 123YS.
5. RACIAL: NO-. '

L.  PERSONNEL - INVOLVED:

MURDER {5H1}+ POSSESSION OF HALLUCINOGENS {5LYC}.
152300 JAN 75 EST.

A. SUBJECT
{1} NAME: BRAKEY. JAMES PAUL
A} GRADE: CWe
{B} SSN: 123-45-L789
C}  RACE/NATIONALITY/ETHNIC GROUP: CAUCASIAN
0} SEX: MALE
{€} AGE: 34
. 4F} POSITION: BN MAINT OFF -
[
DR»AFTIR TYPEONAME, TITLE,OFFICE SYMBOL, PHONE & DATE SPECIAL INSTRUGCTIONS '
ATV rEo nAME, TITLE, GFFICE 3vMB 6L AND FHONE
:
£

h

D. 2173

Figure 8-1. SIR FOUO markings for $llustrative purposes only.

REPLACES DO FOAM 173, 1 JUL 88, WHICH WILL BE USED.,

L

APPENDTX V TO:ANNEX E
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L

11 July 1975

SECURITY CLASSIFICATION
JOINT MESSAGEFORM :

PAGE

or

ORAFTER OR PRECEOENCE LMF CLASS cic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY
RULRASER TIME [ & T

ACT | INFQ

DATE - TIME MONTH | YR

a'o-mw'amcr

800K

MESSAGE HANDLING INSTRUCTIONS

{6}
o
{Ir
£}
{A}
{B}
{1
{0}
i€}
{F}
{6}
{H}
{1

{1}
{A}
BY
{C

o0r

SECURITY CPPMRANCE: S , B '
UNIT AND STAYION OF ASSIGNMENT: HHD. S0OTH ARTY BN» FT JACKSON~ SC
DUTY STATUS: LEAVE | -
NAME: JENSEN- JOYCE INMNY

GRADE: NONE

SSN:  012-34-5k78

RACE/NATIONALITY/ETHNIC GROUP: CAUCASIAN

SEX:  FEMALE

AGE: 2k

POSITION: CIVILIAN-COCKTAIL WAITRESS OFFICERS CLLB
SECURITY CLEARANCE: NONE

UNIT AND STATION OF ASSIGNMENT: NA

DUTY STATUS: NA
VICTIN

BRAKEY. MARY L.

GRADE: NONE

SSN: - 234-56-7850

RACE/NATIONALITY/ETHNIC GROUP: CAUCASIAN

SEx: FEMALE

nisTR:

ORAFTER TYPEDNAME, TITLE,OF FICE SYMBOL, FHONE ¢ UATE

SPECIAL INSTHUCTIONY

TYREO NAME, TITLE, QFFICE SYMBOL AND aHONE

[rmesnrax

BIGNATURE, . SECURITY CTLAMIFICATION DATE TIME GHOUR

DD \ ':R:Rc"w 1 '73 REPLACES DD FORM 178, 1 JUL 68, WHIGCH WILL BE USED,

Figure 8-1—Continued.
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11 July 1975

— or

JOINT MESSAGEFORM SECURITY CLASSIFICATION

- PAGE DRAFIEY OR PRECEDEKCE LMF CLASS Ccic FOR MESSAGE CENTER/COMMUNICATIONS CENTER ONLY .

RELEASER TIME [™XET T THFO DATE - TIME | MONTH] YR

e OeNWERT

TAGO 104

' BOOK ) MESSAGE HANDLING INSTRUCTIONS

JPOLICE AFTER HEARING THREE SHOTS AT APPROXIMATELY 2300 HOURS. POLICE ARRIVED AT

{E} AGE: 33 FROwWm , ]

{F} POSITION: IRPENDENT WIFE OF SUBJECT

{6} UNIT AND STATION OF ASSIGNMENT: NA

{H} DUTY STATUS: NA
7. SUMMARY OF INCIDENT: BRAKEY AND JENSEN WERE APPREHENDED BY CIVIL POLICE AND
CHARGED UITH MURDER OF YICTIM. INVESTIGATION REVEALED BRAKEY DEPARTED THE OFFICERS
CLUB IN COMPANY- OF JENSEN AT 2100+ 15 JANUARY AND UERE SEEN ENTERING BRAKEY'S
RESIDENCE THROUGH THE SIDE DOOR BY NEIGHBOR AT 2245 HOURS. NEIGHBOR NOTIFIED

2320+ DISCOVERED VICTIM HAD BEEN SHOT THREE TIMES IN THE HEAD. SEVERAL UNIDENTI-
FIED‘PILL& BELIEVED TO BE LSD WERE FOUND AT THE SCENE. SUBJECTS WERE APPREHENDED-
AT JENSEN'S APARTMENT AT 0215 1b JANUARY. A .38 CALIBER PISTOL AND SEVERAL ADDI-
TIONAL PILLS WERE LOCATED IN BRAKEY'S CAR. = SUBJECT'S SECURITY CLEARANCE SUSPENDED
AS OF b JAN 75. CID ROT NUMBER L23u5. :
8. REMARKS: THIS MS6 CONFIRMS TELEPHONIC REPORT 1kOYLO JAN 75 TO AOC.

9. PUSLICITY: CONSIDERABLE LOCAL MEDIA COVERAGE ANTICIPATED.

10. COMMANDER REPORTING: A. B. SMITH. MGa CON”ANDING-

1k. THE F6U0 PORTECTIVE MARKING [MAY BE REMOVED ON {DATEZ.

DISTR:

ORAFTER TYPEDNAME, TITLE, OF FICE SYMBOL, PHONE 8 SATE SPECIAL INSTRUCTIONS

TYPED NAME, TITLE, OFFICE SYMBOL AND PHONE

BIGNATURE . . . SECURITY CLASSIFICATION DATE TIME GROUF

LAY L b

HOCFLACES OB FORM TS ¢ ** 35, WHICH WILL BE USED.

DD @173

Migure. 3-1—Continued.
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16 September 1975 C 7, AR 340-18-5
508 MILITARY POLICE INVESTIGATIVE AND COMPLAINT FILES .
' ,) it ' These files relate to those activities of mﬂxtary police pertainiug to criminal
cind e ._:‘.',‘mvest.igations, complaints, crime prevention, and to Armed Forces Disciplinary
- Control Boards. Files relating to military police activitica concerned with the
1+ 4! pecurity and protection of installations are described under subfunctional
e " yecords category 509.
L rme e Deaeription a " Dispasition
. 58801 Jurisdiction respons:bnhty files. Documents relating to the deter- Office performing Army-wide staff re-
. mination and establishment of the scope and responsibility of sponsibility: Permanent,
v the Army for crime prevention, detection and investigation of - Other offices: Destroy on supersession,
1., erimes and offenses, apprehension, restraint, and custody of obsolescence, or discontinuance, as
ofienders or suspected offenders subject to the Uniform Code applicable. :
of Military Justice. Included are agreements with other armed ’ ; e ) Of - u-.
RN gervices or civil authorities, and similar papers coatributing to EAIPON 131

R tho duerall concept and policies. R - .

ge8-92 Armed Forces Disciplinary Control Board files. Documents Armed Forces ' Disciplinary Control
relating to the activities of the AFDCB. Included are minutes Boards: Destroy after 5 years except
< of board mectings, recommendations and actions tuken, sup- that establishing charters or directivea

s mermtresdir ge porting documents such as reports and off-limits lists, and will be retained until 5 years after the
general eorrespondence pertaining to the function of the board. board is discontinued.
i’ Other offices: Destroy after 2 years.
: #508-03  Criminal investigation fechnique files. Rescinded.

‘ . Use 501-01.

508-04 CID fund files. Documents relating to the expenditures of funds for  CID clothing record: Transfer in accord-
expenses incurred in discharging assigned duties of criminal in- ance with AR 195-4.
veatigators not otherwise payable from Department of the Army  Voucher register: Destroy 8 yeurs after
funds, Included are vouchers, subvouchers and supporting docu- - final entry. Do not retire.
ments, records of advanced funds, voucher registers, and CID Other documents: Destroy after 8 years.

' elothing records. Do not retire.

§08-05 Crime prevention program files. Documents created in planning, Offices responsible for directing or devel-
coordinating, exccuting, and reviewing courses of action for the oping this program: Permanent.,
prevention of crimes and offenses. Other offices: Destroy after 2 years, on
i o pupersession, obsolescence, or on dis~

. continuance, whichever is first,
. 508-06 Crime prevention survey files. Documents relating to surveys of Destroy upon completion of next survey
. . Internal installntion activities or of external arens conducted to of the same facility or 1 year after ia-
minimize or eliminate the opportinity or desire to commit or activation of the {acility to which the
. .engage in criminal activities, Included are survey reports, rec- survey pertains.
. \ ommendations, evaluations, and related papers.
§08-07 * Crimlinal investigator accreditation files. Documents relating to the % Approved accreditations, withdrawal
3 ‘socreditation, nonaccreditation, or withdrawal of accreditation of accreditations, and related paper.
. of individuals as criminal investigators. Included are application, Destroy 10 years alter separation, or
recommendations, approvals, disapprovals, and related papers. retirement of individual.
Disapproved accreditations and related
. papers. Destroy after 1 yenr.

$08-08 Provost marshal aclivilies reporling files. Reports containing Offices performing Army-wide staff
statistical data relating to offenses, crime trends, confinements, responsibility:  Conao'idated  datx;

N traflic 1aw cnforcement, and other military police activities. Permanent. Feeder reports and simi-
Included are basic reports, consolidated reports, and analysis, - lar data; destroy cn consolidntion or

‘ . - ' extraction of essential data.
. Other offices: Destroy after 1 yeor.
- 2iao #od e+ e 15
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. Fs No. Daciption - .y . Dispoaltion
50809 FBI eriminal-type reporting files. FBI reports concemmg crimes On completion of action on the ease,
agsinst the Government (except those involving espionage, forward - ¢opy of report to Crime
. sabotage or lovalty matters) or those ¢antaining eriminal suita- Records Directorate, US Army Crime
o bility type information on members of the Army and Depnart- inal Investigation Command, Wash.

ment of the Army civilians which are forwarded to commands ington, DC 20318,
and agencies concerned for information or appropriate action. Copies of reports retained by preparing

l * . This description does not include eriminal type FBI reports offices: Destroy after 3 years provided
. ineluded as exhibits in military police criminal investigation that & copy has been forwarded, and
. reports or intelligence type FBI reports. DA Form 209 acknowledging receipt -
v o Note. Forward reports containing loyalty information on of report by CDR, USACIDC has °
-_. *  members of the Army and Department of the Army civilians been reccived,
e ** to the US Army Investigative Records Repository upon com- Other copies: Destroy after 1 year.
e - pletion of action or 1 year after case becomes inactive. Earlier disposal is autborizcd. .
508-10 Criminal Investigation status-reporting iiles. Reports providing D&Lmy after 1 year. - ’
5 ' information on the status of criminal investigations, S e s Lene
§08-11 Criminal investigation case files.. CID Reports of investigations, Crime Records Directorate, IIQ USA
< b . - ecriminal information reports, character investigation reports CIDC: Destroy 40 years a!ter date
l eyt - . _ andother records and reports controllcd by CID Action Record of final action.
e el LT T IIQ USACIDC, region HQ, Separate
oo IR : ‘ L Tm Field Offices and other subordmate
"t Field Offices:_

a. Information caopics rccewcd from
"2 -preparing agency: Destroy after 1
e . nl " year. Earlier destruction is authorized.
- IR . !, b Other copics: Destroy 3 years
S o P <77 1§ after receipt of notification that orig-
AL o SR .« o+ o o inal eopies have been received, except
' T, v . *_ thatselected cases meeting the eriteria
- T * ' of Commander’s Interest will be de-
S | ‘stroyecd after 5 years.
Resident ngency: Transfer to parent
Ficld Office or region I{Q 1-year after
: : : ¢ -notification that case has been re-
A : * < eelved, .

3

<. A T c. . - - ..

508-12 Character Investigation Reparting Files. . "7 Rescinded. Use 508-11.
l 508-13 Evidence ledger and voucher files. Docunmients reflecting the de- v Destroy & years after all items: of
oy . seription, receipt, and disposition of physical property held as evidence listed thercon have been
o evidence for use in military or civil court proceedings, or for disposed of.
. 1 ,-.'. . further use by criminal investigators, or crime laboratories. o
. . _ Included are evidence vouchers, statements of destruction,

-Jedgers, and related documents.

5. Lf' 3 e

508—14 Polygraph examination files. Copics of examination records (other Dcstroy 3 months after the pertinent

. % than original copies attached to the original (respository) copies investigation report has becn closed,
' ' of CID Reports of Investigation), including exhibit copies’ of or completed, or on" discontinuance,
" polygraph examination reports. whichever is first.
508-15 US Army Criminal Investigation Laboratery tepotiing files. Re- Destroy after 3 yeara.
‘ tained .copies of laboratory reports, findings, ballistics tests, i o )
. . chemical =mnalysis; and related correspondence, forms, snd I : . =
. e . indexes prepared in conducting tests of material which may be .
. used ns evidence or exhibits in criminal investigations, -
. T e ) .
e - YT A e~ oo : R i Al .
. - - - " ! . - , : ¢
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s Ne: ) T Descriphien Co o
B0s-16 Absentee ease files, Case files containing records of abasente
' (AWOL personnel, escaped military prisoners (U3 Army per-
. ponnel), and deserters). The filea contain documents which
. " pertain to the return or apprehension of absentees, nnd include
- reports on absentees wantcd by the Armed Forces, reports of
zeturmn of absentees, reports of apprehension of abmenters, cor-
respondence on description of abgentecs, andd lends for ap-
prehepsion.

' . e s

568-17 MP reporting files. Military police reports econcerning routiue

' complaints received and incidents observed or rcported to

military police (excluding eriminal investigations). Included are

reports with supporting documents such as statements, affi-

. . davits, copies of provisivnal posses, and similar documents,

+  However, this description docs not include files furnished for
court-martial purposes,

Note. Military police reports of special ealegories of com-

.. plaints, defined in AR 1490-43, will be forwarded to Crime -
Records Directorate, US Army Crinmiinal Investigation Com-

mand, Washington, DC 20318.

50818 - MP journal files. Documents containing a chronological record
of police activity developed from reports, complaints, incidents,
or information received and action taken; and record of police

) radio traffic. Included are desk blotters and police radio logs.

50819 MP desk reference files. Card indexes containing the namex of
persons who are identified in military police reports as subjeet,
victim, complainant, or witness in connection with a complaint.

. 508-20 Police property files. Documents reflecting the receipt and release

of property that is found, iinpounded or scized as contraband or
prohibited property, or safeguarded for detained personnel. In-
cluded are logs, receipts, releases, and related papers.

50821 Prisoner or detained person receipt files. Documents refleeting the
receipt of prisoners or detuined persons.

&08-22 Provisional pass files. Retained copies of pnsscs issued o personnel
for use during travel to their umits.

508-23 Loss, theft, and recovery of fircarms files. Reports relating to the
: * % ‘loss, theft, and recovery of firearms, ammunition, and related

EINE B o M S Peo o

-

508-24 Serjous incident reporting files. Reports of serious incidents which
may embarrass or be of coucern to the Department of the Army
or the Department of Defense. Included are initial, supplemental,

terminal, and special interest followup reports, and related .

documents. .

508-25 Criminal investigation data reference files. Cards maintained by
CID units reflecting individuals involved in criminal investign-
tions, Included are DA Forms 2804.

196
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e e . .

Deatroy 3 months after arrest or appres
hengion or completion of czse, or 3
years alter crestion if absentee is not
returned to military control, or on
discontinuance of unit or installation,
whichever is first, However, in time of
war, when the individual i+ not
arrested or apprehended, retain until

. determined that the individual died
or was discharged without arrest or
appiehonsion.

Destroy after 5 yenrs,

YA R R 1
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Destroy in CFA after 3 years,

W T R I

Destroy in CFA 5 yenrs after date of
last entry on the card or on discon-
tinuance, whichever is first.

Destroy 5 years after return or relense
ui property. )

LN : [ PO Pl s

Destroy sfter 3 yeurs or on discontinu-
ance, whichever is first. :

Destroy after 3 years or on discontinu-
ance, whichever is first.

Office performing Army-wide staff re
sponsibility: Permanent. Cut off after
recovery or after § years, whichever is
first.

Other offices: Destroy 1 year after re-
covery or after 5 years, whichever is
first., Retain in CFA.

%*Destroy 1 year after completion or
receipt of final veport.

. S S v

.o

PRI N A T

Destroy in CFA afyer 3 yoars,
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