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Hon. THOMAS P. O'NEILL, Jr., 
Speak~r of the HOU8e of Representatives, 
W ash~ngton, D.O. 

DEAn MR. SPEAKER: By directi'On of the Committee on Government 
Operations, I submit herewith the committee's thirteenth report to 
the 95th Congress. The committee's report is based on a study made 
by its Government Information and Individual Rights Subcommittee. 

JACK BROOKS, Ohairman. 
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A OITIZEN'S GUIDE ON HOW TO USE THE FREEDOM OF 
INFORMATION AOT AND THE PRIV AOY AOT IN RE
QUESTING GOVERNMENT DOOUMENTS 

NOVE1[BE1~ 2, 1977.-0omrnitted to the Oommittee of the Whole House on the 
State of the Union and ordered to be printed 

Mr. BROOKS,. from theOommittee on Goverpm~nt Operations, 
submitted the following 

THIRTEENTH REPORT 
BASED ON A STUDY BY THE GOVERNMENir. INFORMATION AND INDIVIDUAL 

RIGHTS SUBCOlVi~fl'rI'EE . 

On November 2, 1977, the Co:rh~ittee on Govel'1lment Operations 
approved and adopted a report entitled "A Citizen's Guide on How To 
Use the Freedom of Information Act and the .Privacy Act in Request
ing Government Documents." The chairman was directed to transmit 
a copy to the Speaker of the House. 

RECOMMENDATION 

The committee recommends the use of' this guide by citizens to 
facilitate the exercise of their rights under the Freedom of Informa.
tion alid Privacy Adt~. The committee also l'ecommends tha,t this hand
book be used by Federal agencies in their training programs for 
government employees charged with the responsibility of administer
mg these two Ia ws. 
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INTRODUCTION 

"[A] people who mean to be their own governors, must.arm them~ 
selves with the power knowledge gives." James Madison wrote, "A 
popular government without popula,r information 01' the means of ac~ 
quiring it, is but a prologue to a farce or a tragedy or perhaps both." 

Tl.H~ Freedom of Information Act (FOIA) is based upon the pre~ 
sumption that the government and the inforn1ation of government be
long to the people. Consistent with this view is the notion that the 
proper function of the state in respect to government information is 
that of custodian in service to society. Yet such a presumption did not 
always prevail. Prior to the enactment of the Freedom of Information 
Act in 1966, the burden was on the individual -citizen to prove his right 
to look at government records. Moreover, there wel'e no clearly deline~ 
ated statutory guidelines to assist the individual seeking information 
and no judicial remedies for those ·wrongfully denied access. With the 
passage of the FOIA, however, the burden of pl'oof was shifted from 
the individual to the government: the "need to know" standard wa~ 
replaced by the "right to know" doctrine and the onus was upon the 
government to justIfy secrecy rather than the individual· to obtain 
access. In addition, the legislation provided workable standa'rds for 
what l'ecords should be open to public inspection and established ju
dicial remedies for the aggrieved citizen. Above all, the statute made 
it clear that Federal agendes were hereinafter to provide the fullest 
possible disclosure of information to the public. In 1974 Congress en
acted a series of refining amendments to the act which, among other 
t,hings, encouraged even more disclosure than the original statute. 

In that same veal', the Privacy Act was enacted into law. This was 
the first time iIi' history that Congress gave comprehensive statutory 
recognition to pl'ivacy. The Privacy :Act extends the principle under
lying the Freedom of Information :<\.ct: that government, in its role as 
custodian of information, is accountable to those it serves. Both acts 
provide for access to government records. But whereas the FOIA is 
designed to be used by individuals seeking many kinds of information. 
t11e Privacy Act is intended to assist individuals in obtaining informa
hon about themselves. 

More specifically, the Privacy Ad allows an individual to review 
almost all Fedeml files pe'l'taining to himself. It requires that these 
files be accurate, complete, relevant. imd up~to-date, and allows the 
subjects of the files to challenge the. accuracy of the information 
contained in them. It prescribes that information gathered for One 
purpose not be used for another, and that whenever possible, the in~ 
fOl'mation be obtained directly from the individual. And perhaps most 
imp'ortant of all, it gives the individual significant control over how 
information concerning him is used, With certain exceptions, it speci~ 
fies that records containing personal information about individuals be 
disclosed to others only with the consent of the individual to whom the 
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record pertains. As with the FOIA, ch"il remedies are available if an 
agency refuses access or declines to amend or correct a file. 

'While the Privacy Act places restrictions on the discloslu'e of per
sonally identifiable information, it also prescribes that there be no 
secret record sYl<?;tems on individuals. As with the FOIA, the Privacy 
Act compels the gove'rnment to reveal its information resources. In
deed, both these laws derive from the premise that secrecy in govern
ment,as Ohief Justice Warren observed, is "the incubator for corrup
tion". The essential difference between them is that the Priva'c;y Act 
requires the disclosure of records containing personal informatIon to 
the -individual who is the subject of the record but restricts the dis
closure of these 'records to others, whereas the FOIA requires that all 
types of information be released to anyone making a request. provided 
that, among other things, it does not violate the privacy of any 
individual. 

This handbook explains how to use these two important Federal 
laws. It is only by exercising our rights that we preserve them. The 
more we know about these statutes, the more effectively they will serve 
us. The Freedom of Information Act provides each of us with the op
portunity to become better informed about the processes and practices 
of our government. The Privacy Act allows us to pa'rticipate in those 
processes that use personal information in reaching decisions that can 
affect our lives. These acts were designed to be used by aU of us. Thl.'> 
committee hopes that this guide will 'further that end. 

29-081 0 - 77 - 2 



WHICH ACT TO USE 

If you are interested in obtaining documents concerning the general 
activities of government, you should mltke your request under the 
Freedom of Information Act. If, on the other hand, you are seeking ac
cess to government records pertaining solely to you, you shoulq make 
your request under the Privacy Act. 

Congress intended that the two acts be considered together in the 
processing of requests for information. And indeed, many :;!:overnment 
agencies handle requests under both acts out of the same office. N ever
theless, it is still a good idea to make your request in a way that guaT
antees you the fullest possible disclosure. Therefore, if after reading 
this guide on how to use the two acts and notin~ the exemptions from 
dis~lo~ure which both contain, you twe uncertam as. to which of the 
acts WIll afford you the best results, you would be WIse to make YOUT 

request under both the FOIA and the Privacy Act. 
(4) 
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THE FREEDOM OF INFORMATION AOT 

LEGISLATlVE BACKGROUND 

In 1958 Congress enacted a'law, introduced in the House by Con
gressman John Moss and in the Senate by Senator Thomas Hennings, 
to correct the abuse of the Government's 180-year-old "housekeeping" 
statute. The Moss-Hennings bill stated that the provisions of the 1789 
statute, which permitted department heads to regulate the storage 
and use of government records, did not authorize withholding infor
mation or records from the public. This law produced some improve
ment with respect to the accessibility of Federal records, l;mt the 
results were far from dramatic. Most agencies continued to operate 
in accordal1ce with provisions of section 3 of the Administrative Pro
cedure Act of 1946. This act was considered by many to encourage 
withholding rather than disclosure. Among other thinl,l'S, it authorized 
agencies to keep information secret "for good cause found~" or where 
secrecy was in "the public interest", or where the information had a 
bearing on "any matter relating solely to the internal management of 
an agency". In addition,an agency was required to furnish informa
tion only to "persons properly ,and directly concerned". 

It was not until 1966 that Oongress enacted comprehensive legisla
tion to deal with the problem of government secrecy. The Freedom 
of Information Act of 1966 was milestohe legislation that reversed 
long-standing government information practices. Enacted as an 
amendment to section 3 of the Administrative Procedure Act, it re
placed the vague and general language of that law, and made it cleaI' 
that it was Oongress' intent that "any person" should have access to 
identifiable records without having to demonstrate a need or even a 
reason. The burden of proof for withholding information, moreover, 
was placed on the government~The act also broadened the scope of 
iniormation availaole to the public and provided judicial remedies 
for those wrongfully denied information. 

Despite the substantial shift in emphasis brought about by the 1966 
Act, some government agencies responded slowly and reluctantly to 
requests made under the law, In 1972 the House' Foreign Opera{iol1s 
and Governmen.t Information Subcommittee held 14 days' of oversJght 
hearings relating to the administratio!l of thle FOIA by Federal 
agencies and concluded that the "efficient oper}~tion of the Freedom 
of Infol'Illation Act has been hindered by 5 years of foot-dragging by 
the Federal bureauc!'a(}y". As a result of its findings, the subcommittee 
proposed a number of procedul'Ill and substantive changes ill the law. 
Two years later, Congress adopted amendments to the 1966 Act over 
the veto of President Ford. They became law in February 1975. 

The 1974 amendments were designed to speed and ease· the process 
of obtaining access to government filE),g. AT:'ilong other things, they re
quired agencies to publish comprehensive indexes for the administra-

(5) 
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tive proc~ssing of reque~ts for information] required that ~agency fees 
for locatmg and copymg records be umform and moderate, and 
shortened the Government's time for answering complaints brought 
into court. They also prohibited agencies from withholding entIre 
documents, only parts of which were exempt, by requiring the re
lease of nonexempt portions. In addition, they directed j~he courts. to 
expedite consideration of FOIA ca~es, authorized judg~iS t~ examme 
withheld documents and make an mdependent determmatIon as to 
whether they should be released, and provided for the recovery of 
attorney fees by requesters who prevailed in litigation. 

How To REQUEST GOVERNMENT DOOUMENTII 

INFORMATION AVAILABLE UNDER THE FREEDOM OF INFOR:r.![ATION ACT 

The Freedom of Information Act applies only to documenfs heM by 
the administrative agencies of the executive branch of the Federal 
Govemment. It does not apply to information maintained by the legis
lative and judicial branches. The executive branch includes executive 
departments and offices, military departments, government corpora
tions, government controlled corporations, and independent regula
tory agencies. All records in possession. of these. entities: m~st .be re
leaSed to you upon request, unless the lllformatlOn fallis WIthin one 
of the nine specific and narrowly drawn categories.1 

Among other things, the act grants public access to fipal opinions 
aniU. orders of agencies; policy statements and interpretations not 
published in the Federal Register,2 administrative staff Ililanuals, and 
governme"t records that 'affect the public. Presidential papers have 
not been considered government records -and have fhereflore not been 
required to be disclosed under the act. 

o There are many government documents which may be of interest to 
you. For example: 

Reports compiled by the Department of Health, EdllIcation, and 
Welfare concerning conditions in federally supported nursing 
homes. 

Data collected by the Agriculture Department regarding the 
I purity and qUIl,lity of meat and poultry products and the harm
ful effects oftesticides. 

Records 0 regulatory agencies concerning such matters as air
pollution control .programs, the adverse effects of tele'vision vio
lence, and the safety records of airlines. 

Test results maintained by departments and agencies concern
ing the nutriti,?nal cont~nt of processed foods, the efficacy of drugs, 
ana the safety and effiCIency of all makes of automobiles. 

Consumer complaints registered with the Federal Trade Com
!llission ~garding interstate moving companies, corporate market-
mg ~ractices, and It',ulty products. . 

All this and more is available to you under the Freedom of Infor
mation Act. The FOIA does not obligate Federal agencies to do re-

1 The FOIA can be used by any member of the general publlc including noncltb:ens 
• The Federal Register Is 8. government document, issued daily, in which government 

agencies publish their regulations implementing acts or Congress along with other nl)tices 
of public Interest. It also llsts Executive orders a.nd Presidential proclamRtions. 
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search for you. For example, you cannot expect the agency to anaJyze 
documents or t.o collect information it does not lUlNe. However, if the 
information is on record-a document., a tape recording, a computer 
printout-the act can help you get it, 

The only information that may be withheld unde],' the act is that 
which. falls within nine designatea categories. These exemptionS' from 
disclosure are discussed under the section entitled "RE\nRl)ns Why Ac
cess May Be Denied." 

LOOATlNG RECORDS 

To obtain the information you desire, you should first determine 
which agency is most likely to have it. The United States Government 
Manual lists all federal agencies and describes their functions. In addi
tion, it usually lists their local and regional office addresses and tele
phone numbers. The Manual can be found in most libraries, ane} can be 
purchased for $6.50 by writing to the Superintendent of Documents, 
U.S. Government Printing Office, Washington, D.C. 20402. The Con
gressional Directory can also be of USe since, like the Manual, it lists 
the administrators of the various agencies. This too is available in 
most public libraries and can be purchased from the Government 
Printing Office for $6.50. . Ie 

If you are unable to obtain a copy of the Manual and are unsure of 
the location of the record or records you want, you should write to the 
agency you think is most likely to 'have them. In most cases, if the 
agency doesn't have the record, it will forward your, letter to the ap
propriate source or tell you whom to writ~. 
If you have reason to believe that a local or field office of a federal 

agency has the inforrilation you are seeking, it~may 'also be helpful 
to contact that office with regard to your request. Most states have local 
Federal offices, which are listed in the teleRhone books of the major 
cities. Or you can use the regional Federal telephone books, which 
list the agencies operating in each area along with the names and 
titles of the policy-level employees. These bopks can usually be ob
tained at cost from the regional offices. 

MAKING A REQUEST 

When you have accumulated as much information about the record 
you want as is conveniently available, write a letter. It should be di
rected to the head of the agency whose address can be found 
in the Government Manual, the Congressional Directory, odn the list 
provided in this handbook. Or, you can write to the FOIA Officer of 
the agency. However, if your telephone calls have uncovered the 
official directly responsible for the. record you want, write to that 
official. In any event, it is always a good idea to write "Freedom of 
1nforination Request" on the bottom left-hand corner of the envelope. 

Identify the records you want as accurately as possible. Although 
you are not required under the ,FOIA to specify: a docum~nt by na~e 
or title, your request. must "~a~onably descrIbe" the mforma~lOn ~ i 

sought.s The more speCIfic and lImIted the request, the greater the hke-

• The report of the House Government Operations Committee defines "reasonably 
describes" by stating that a description "would be sufficient It It enabled a professional 
employee of the agency who .was famlllar with the subject area ot the request to locate 
tbe record with a reaBonablerunount of effort", (H.R. No, 93-876,1974, p.O.) 
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lihood that it will be proce~sed expeditiously. This could also result 
in sa.vings in the cost of searching fees. (See section on fees.) . 

One of the principal differences between the JfOIA and preVlOUS 
laws is that the individual seeking infol'mat~on ~s not "-';'equired .to 
demonstrate a need or even a reason for wantmg It. But ill some ill
stances the probability of getting the information you desire may be 
enhanced by explaining your reasons for requesting it. Agency officials 
have the discretionary power to release files even where the law does 
not require it, and they may be more inclined to disclose information 
which could be withheld if they understand the uses to which it is to 
be put. 
Fees 

The House-Senate conference report on the 197'4 amendments tothe 
FOIA made it clear that Congress intendEld that "fees should not be 
used for the purpose of discouraging requests for information or as 
obstacles to disolosure of requested information". ' 

Pursuant to the oot, each agency is required to publish a uniform 
schedule of fees covering all the divisions of the agency. These fees 
may not exceed the actual ,costsoi searching for and copying the re
quested documents. Moreover, agen~ies cannot charge for reviewing 
documents to determine whether all or portions of them should be 
withhel'Cl. Searching fees run around $5 ;per hour. The average charge 
for copying is 10¢ a page for standard SIze copies of 8 x 11 inches'p,ncl 
8, x 14 inches. Many agencies do not charge anything where the aggre-
gate cost is less tllan $3 or $4. . 
If you want a waiver or reduction of the fees, you might benefit by 

stating your reasons for requesting the information since the act 
provides that agencies can waive orreduce fees when "furnishing thc 
information can be considered as primarily benefiting the general pub
lic". They also have. the option to disregard charges for indigent re
questers. Another way to save money on reproduction expenses is to 
ask to see the documents at the agency rather than having copies made. 
1\1,?st agencies will be glad to make the necessary arrangements for 
thIS. 
Sample request Zettel' 
Agency Head or FOIA Officer 
Title 
Name of Agency 
Address of Agency 
City; State, zip • 

Dear __________ : 
Re: Freedom of Information Act 

Request. 

Under the provisions of ,the Freedom·of Information Act, 5 U.S.C. 
552, I am'requesting access to (identify the records as clearly and 
specifically as possible) . ' 
If there are any fees for searching Tor, or, copying, the records I 

have requested, please inform me before you fill the request. (Or: , .. 
please supply the records without informing me if the fees do not 
exceed $-'=-=-.) 
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[OptiO'nal] I am requesting this infO'rmatiO'n (state the reasO'n fO'r 
yO'uJ,' request if yO'U think it will assist you in obtaining the 
mformatiO'n. ) 
[Optional] As you know, the act permits you to reduce or waive fees 
when the release of ene information is considered as "primarily benefit
ing the pubHc". I believe that this request fits that categO'ry and I 
therefore ask that you waive any fees. 

If all or any part of this request is denied, please cite the specific 
exemption(s) which you think just.ifies your refusal to release the 
information, and inform me of the appeal procedures availahle to me 
under the law. 

I would appreciate your handling-this request as quickly as possible, 
and I look forward to' hearing from y'Ou within 10 days, as the law 
stipulates. 

Sincerely, 

Signature 
Name 
Address 
City, State, zip 

REQUrnEMEN'.tS FOR AGENOY RESPONSES 

Federal agencies are required to respond to all requests for informa
tiO'n within 10 working days (excluding Saturdays, Sundays, and hO'li. 
days) after receipt of the request. If you are in a hurry to get the mate
rial; you might want to send your letter by certified mail and ask for a 
return receipt so you will know when the 10 days have run out. If you, 
haven't received a reply by the end of that time (be sureto allow for 
the return mail), you can write 'a followup letter 0'1' telephone the 
agency to inquire about the delay. 
If an agency runs intO' difficulty in meeting the 10-day time require

ment due to' "unusual circumstances" \ it must inform yO'U in writing 
that an extensiO'n--;:-not to exc,eed 10 more working days-will be re
quired. MoreO'ver,' shO'uld your request be denied, the agency 'must tell 
yO'U the reasons for the denial 'and advise you to whom you can 'appeal 
within the agency. It must also give you the names and addresses of 
those respO'nsible fDr denying the request. ' 

In mO'st cases, agencies WIll dO' their best to respO'nd within the des
ignated time )?eriO'ds. HO'wever, they may sDmetimes fail to meet the 
10-day guidelmes due to substantial backlogs of requests. W4ile it 
is yO'ur right to' contest this in cDurt, YO'U should al$o realize that the 
GO'vernment's failure to' comply with the prescribed time limits may 
nO't O'f itself cO':nstitute a basis for the release O'f the records you seek. G 

• Under the provisions of the act. "unusual e1rcumstances" Involve such things as 
collecting records from field offices Or other estal>l1shments. reviewl'ag a voluminous 
amount of material. and consUlting witl1 another agency In order to fill the request. 

orn July 1976. the U.S, Court of Appeals for the District of Columbia ruled that the 
time requ[rements of' the FOIA 'are "not mandatory but directory" w,hen certain condi
tions are met. If an agency can show. that it is "deluged" with 'requests "vastly in 
excess" of what Congress antiCipated. that the resources are "inadequate" to deal With 
this volume. and that "due dlUgence" is being exercised In processing the rliquest. time 
extensions will be permitted. Open America Y. Watergate Special Prosecution Force, 647 
F. 2d~05 (D.C. Clr.1976). 
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REASONS' WHY ACCESS MAY BE DENIED . 

Government agencies can refuse to disclose' information if it falls 
within one of nine specified categories. Ho;wever, .the legislative hi~tory 
of the act makes it clear that C~mgress dId not mtend for agenCles to 
use these exempt categories to justify the automatic withholding of 
information. Rather, the exemptions are intended, to designate those 
areas in which, under certain circumst!lnces, information may be with
held. It would be a good idea to familiarize yourself with these general 
exemptions before making a request so you willlmow in advance what 
sort of documents may not be availahle. It will also help you to under
stand the reasons agencies give for refusing to release information. 
The exemptions are usually referred to as (b) (1), (b) (2), etc., in ac
cordance with their designations in the act. 
Eroemption (0) (1) : Olassified docum<3nts cOrlJOerning nati01Uil defe'nse 

and for6ign policy 
Exemption (.b) (1) relates. to documents that are "(A) specifically 

authorized under CrIteria established by an Executive order to be kept 
:?ecret in the interest of national defense or fOl'eignpolicy and (B) are 
in fact properly classified pursuant to such Executive order." 

,This refers to information which is properly classified "OQnfiden
tial", "Secret", and "Top Secret" under the terms and procedures of 
the Presidential order establishing the classification system. 
, • The fact that the document you request is classified does not mean, 
.~ri and of i~el~, that it will be withheld from you. Upon receipt of 
y~ur request, the agen:cy concerned will determine whether the do(m
iij.ent should continue to be classified. If not it will 'be declassified prior 
t() its release to you. If the agency decides that the classification shOl}:ld 
J~e continued, it.will notify you accordingly. 

'. The 197'4 'amendments to the act made it clear that when FOrA re
qp.ests for classified documents are taken to court, the judge has a 
~uty to determine W'h~ther such d.ocuments are 'proI?erly cl~sified. 
Judges are now authorlzed,to examme the documents ill questlOn and 
make their own independent determination as to whether the claims 
of national s~urity are justified. The mere fact that information is 
classified will not automatically exempt it from disclosure.' The bur:: 
'f{¢n is on the government to convince the court that a dQGument is 
C9rrectly classified and should be withheld. 
" While this new -procedure mvolves the courts as well as the ex
¢cuti~e braM!'t in the classification process, it should be pointed out 
that IIi most mstances the courts have been reluctant to second-guess 
the classifications imposed by t(he Government. ' 
Eroemptwn (b) (~) : Internal personneZ rules and practice8 

Exemption (b) (2) covers matters "J.'elated solely to the internal per
s~1mel rules ap.d practices of an agency," 

For the most part, this exemptiop. has been lir.(lited by the courts to 
wean information such, as /tgency rules concerning the employees' use 
<!f. parking fa:cil!ties or the ma~agement of c!1feterias, internal policies 
\Vlth rega,rd to SIck leave, vacatlOns, and the like. ,.,' 

Tl}.e Supr~me Court's ruling in Rose v. Department of the Ai7' Force 6 

e425 U,S, 352 (1976). 
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illustrates how the-majority of the courts have -construed this pro
vision. In that case, an individual sought access to case summaries of 
Air Force Academy disciplinary proceedings against cadets. The Court 
held that the information should be released since it did not relate 
"solely to the internal personnel rules and practices" of the Academy. 
In the Court's view, information 'about the treatment of cadets, whose 
education is publicly' financed and who furnish a good portion of the 
country's future mIlitary leadership, had "substantial potential for 
public interest outside the Government." 

'Therefore, if documents affect interests outside the agency or deal 
with practices aJ).d procedures which are not confined to mternal rules 
and practices, they mtist be released. 
Eroemption (0) (3) ;. Inf01"lrltatwn eroempt under otherl(JfW8 

Exemption (Ib) (3) protects information "specifically exempted frOIl} 
disclosure by statute (other than section 552b of this title), ·provideia 
that such statute (A) requires th/tt the matters be withheld from th~ 
public in such a manner as to l~;.~'Ve no discretion on the issue, or (B) 
establishes particular criteria 4'")r withholding or refers to particull1;r 
types of matters to be withheld.)' I . , " 

This exemption permits the government to 'withhold informatiqn 
where other laws clea;ly require that it be withheld. l 

The original proVIsion which covered informa.tion "specificall,.y'1l1it
empted from disclosure by statute" was amended in 1976 by languag~e 
added to the Government in the Sunshine Act (552b of the Admin
istrative Procedure Act as noted above). The 1976 ·amendment 
was enacted due to conwessional dissatisfaction with the expansive 
judicial interpretation gIven to the word "specifically" by the Supreme 
Court in FAA. v. Rooert8on.1 In that case, the Court ruled that, ac
cording to the Federal Aviation Act of 1958, the FAA Administrator 
was permitte.d to withhold certain information unless disclosure was 
required "in the interest ofthe public." The 1976 amendment narrowed 
this exemption by specifyin~ that it be used only to withhold from 
the public information reqUIred to be withheld iby a law containing 
specific oriteria for withholding or designating particular types of in
formation to be withheld. 

Examples of the types of information that could be withheld under 
this exemption include patent applications, income tax returns, and 
records regarding nuclear testing. 
Eroemption (b) (4): Oonfidential busines8 information 

Exemption (b) (4) protects from disclosure "trade secrets and com
mercial or finanCIal information obtained from a person and privileged 
and confidential." 

This exemption pertains to information conc~rning trade secrets and 
confidential commercial or financial data. The consensus of judicial 
opinion is that it does not apply to general information obtained by 
the Government with th~ ,understanding that it will be held in con-
fidence. ' 

Trade secrets data pertain to such things 'as processes; formulas, 
manufacturing plans, and chemical compositions. 

Commercial and financial infQrmation includes corporate sales dab" 
salaries and bonuses of industry personnel, and bids received by cor-

T 422 U.s. 235 (1975). 

29-0B1 0 - 77 - 3 
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porations in the course of their acquisitions. However, commercial and 
financial information other than trade. secrets can be withheld from 
disclosure only if it meets certain criteria: it must be privileged and 
confidential and it must be obtained from a "person" by the Govern
ment. 

The courts have defined "confidential" information as that informa
tion which if disclosed would be likely (1) to impair the ~overnment's 
ability to obtain similar information in the future or (2) harm the 
competitive position of the person who supplied it. 

Information obtained from a "person" mcludes data supplied by 
corporations and partnerships as well as individual citizens. It does 
not a.pply to records which are generated by the Government such as 
Government-prepared documents based on Government information. 

There have been a number of instances in which corporations that 
have submitted information to the departments and agencies have later 
appealed to the courts to issue injunctions against its disclosure to 
others. These are referred to as "reverse" FOIA cases. 
Ewemption (b) (5): lnte'l'r/Q,l oommunwatiow 

Exemption (h) (5) applies to "inter-agency or intra-agency mem~ 
orandums or letters which would not be available by law to a party 
other than an agency in litigation with the agency." 

This exemption was enacted to safeguard the deliberative policy
making processes of government. Congress was concerned that staff 
assistants and agency personnel might be reluctant to engage in a free 
exchange of ideas if they knew that all their communications were sub
ject to I?ublic disclosure. However, the Supreme Court has drawn a 
distinctIOn between agency communications prior to the rendering of 
a decision and communications concerning a decision once it has oeen 
made. Memorandums and letters which reflect predecisional attitudes 
regarding policy alternatives are not required to be disclosed. But 
communications that relate to decisions already made must be released. 
In the Court's view, once a policy is adopted, the public has a right to 
know the basis for that decision. 

The Qourt has also distinguished between purely factual inform a
tionand information relating to the policymaking process. Factual 
information must always be disclosed unless it is (1) inextricably 
intertwined with information concerning a decisionmaking process or 
is (2) part of a summary of material of an otherwise public record. to 
be used in the agency's deliberative process. 
Ewernption (b) (6) : Proteotion of P1'waoy 

Exemption (b) (6) covers "personnel and medical files and similar 
files, the disclosure of which would constitute a clearly unwarranted 
invasion of person1t1 privacy". 

This exemption relates to records that contain details about the 
private lives of individuals. It is the only exemption that allows a 
balancing of interests between disclosure and nondisclosure. The pub
lie's right to lmow must be weighed against the individual's right to 
privacy. Therefore, when requesting information of a personal nature, 
it is always a goo~ idea to. give a bl'lef explanation of why you want it 
unless, of course, It pertams to you. 

In attempting to determine what constitutes a "clearly unwarranted 
in.vasion of personal privacy," the courts have taken two separate 

(' 
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approaches. In some cases, they have balanced the potential severity 
of the privacy invasion against the general public interest to be served. 
In others, they have considered the intrusion in relation to the needs 
and interests of the requester. 
Exenllption (b) (7) : Inve8tigatory file8 

Exemption (b) (1) exempts from disclosure "investigatory records 
compiled for Jaw enforcement purposes, but only to the extent that 
the production of such records ,vould (A) interfere with enforcement 
proceedings, (B) deprive a person of a right to a fair trial or an im
partial adjudication, (0) constitute an-unwarranted invasion of per
sonal privacy, (D) disclose the identity of a confidential source and, 
in the case of a record compiled by a criminal law enforcement au
thority in the course of a criminal investigation, or by an agency con
ducting a lawful national security intelligence investigation, confiden
tial information furnished only by the confidential source, (E) dis
close investigative tec1miqltes and procedures, or (F) endangel' the life 
or physical safety of law enforcement personnel." 

The original provision concerning investigatory files was inter
preted by the ·courts to include almost any file which could be labeled 
"investigatory" in nature. However, the 1974 amendments to the act 
narrowed the exemption by providing that ill vestigatory records could 
be withheld only if their release would result in one or more of six 
specific harms t listed above). The amendments also changed the 
language of the provision to cover investigatory "records" rather than 
investig-atory "files.~' The fact that a particular record is an investiga
tory file does not mean that it is automatically exempt. ]lach docu
ment or part of each document in the file must now be examined to de
termine -whether its disclosure would result in one or mOl'e of the six 
enumerated harms. Moreover, these portions that do not fall within 
any of these categories must be released. 
Exemption (b) (8) : Information concerning financial instit-lltion8 

Exemption (b) (8) exempts from the di.sclosure requirement matters 
"contained in or related to examination, operating, or condition re-- . 
ports prepared by, on behalf of, 01' for the use of, an agency responsible 
for the regulation or supervision of financial institutions.", 

This includes, Ior example, investigatory reports of the Federal 
Reserve Board concerning Federal banks, documents preIJared by the 
Securities Exchange Commission regardi.ng the New York Stock Ex
change, and other similar information. 
E,xemption (0) (9) : Infomuztion concerning well8 

. Exemption (b) (9) exempts from disclosure "geological und geo
physical information and data, including maps concerning wells." 

This was added as a specific exemption because at the time of the 
act's passage, it was unclear whether this type of information was 
covered by the trade-secret provision of the act. 

APPEAL PROCEDURE 

If your request for information is denied, you should send It letter 
of appeal to the person or office specified in the agency's reply. If 
for some reason this information is Hot provided, file your appeal 
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with the head of the agency. Include a copy of the rejection letter 
along with a copy of your original request, and make as strong a case 
as possible for your right to know. It is important to clarify the request 
if the denial indicates some confusion on the part of the agency as to 
what is being sought. 

Although It is not necessary, it will strengthen your' appeal if you 
are able to cite court rulings concerning why the agency's use of a 
particular exemption to withhold infotmation is inappropriate. De
bending upon your need for the information, you might 'want to 
consult a lawyer to help you with this. Furthermore, since the chances 
of getting the informatIOn you desire are sometimes enhanced by ex
plaming the reasons for wanting it, you should consider doing this, 
especially if you ha;ye not do~e so in your initial request .. If yo~ plan. to 
l?~rsue the matter, m court ~n., the eve~t y~>ur appeal IS demed, you 
n'llght alsO' want to mclude this mformatlOn m your letter. 

Most agency regulations require that appeals be made within 30 
days after the individual has been notified that his request has been 
denied. Therefore, if you decide to file an appeal, you should do so 
within this time. 

The agency is required to respond to an appeal within 20 working 
days after receiving it. However, if the init!!!'l request was answered 
within the 10-day time period, an extension of up to 10 working days 
m,ay be granted. 
If the agencY' denies your appeal in whole or in part, it must inform 

you of your rIght to seek judicial review. If after 20 working days 
fr:om the time of the agency's receipt of your appeal you have not re
ceived a reply, you may take your case to court. 
Sample appeaZ letter 
Name of, Agency Official 
Title ' 
Name of Agency 
Address of Agency 
City, State, zip 
Re: Freedom of Information Act Appeal. Dear __________ : 

This is to appeal the denial of my request for information pursuant 
tothe Freedom of Information Act, 5 U.S.C. 522. 

On __________ (date), I received a letter from _______________ _ 
(individual's name) of your agency denying my_ request for access to 
______________ {description of the information sought}. I am en-
closing a copy. of this denial along with a' copy of my origmal request. 
I trnst that upon examination of these' communications you will con
cl:ude that the informati9l+ I am seeking should be: disclosed. 

As provided for in the Act, I will expect to:'re:Ceive a reply within 
2,0 working days. ' I 

[Optional] If you decide not to release the requested information, I 
plan to take this matter to court. 

Sincerely, 

Signature 
Name 
Address 
City, State, zip 

., 
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TAKING YOUR CASE TO COURT 

If your appeal is rejected and you are willing to invest some time 
and money to get the information you want, take the case to court. 
You can file smt in the U.S. District Court in the district where you 
live or do business or where the agency records are kept. Or you can 
take the case to the U.S. District Court in the District of Columbia. 
If you have a strong cas~, there is a good possibility that your de

cision to seek judicial review .will itself produce results. Unless the 
agency withholding the information has a well-founded reason for 
doing so, it may decide to release it rather than go to court. Under a 
directive issued by the Attorney General in M.ay of 1977, tIle burden 
is on the }federal agencies to convince the Justice Department that 
they will win FOIA suits before the Department will take their cases. 

As a plaintiff under the FOIA, you go into court with the pre
sumption that right is on your side: the burden of proof is on the 
Government to justify withholding information. Whenever there is 
a doubt as to which side is right the courts are supposed to rule in 
favor of disclosut'e. Moreover, pursuant to the 1974 amendments to 
the act, judges are authorized to eX!1-mine the contents of contested 
documents to determine whether all or any part of them can be with. 
held. The law requires that "reasonably segregabh~ portions" of the 
exem:pt records be released: this means' nonexempt portions that are 
.intellIgible. 

The courts are supposed to expedite FOIA cases and, whenever .pos
sible, consider them ahead of other matters. The act also specifies that 
court costs and attorney fees be awarded if the plaintiff has "substan
tially prevailed." In other words, if it is clear that the information 
should have been released to you in the beginning, the government 
may be required to pay the court costs and your attorney's fee. In ad
dition, if the judge finds that agency officials have acted "arbitrarily 
an<;l capriciously" in withholding information, the Civil Service Com
mission may initiatlil proceedings to determine whether disciplinary 
action is warranted. 
If you do decide to go to court, you should consult a lawyer. It would 

be preferable to find one, who has had some eXp'erience in federal prac7 
tice. 1£ you ca.nnot afford private counsel, contact your local legal aid 
society. 

.,11, 



THE PRIVAOY AOT 

LEGISLATIVE BAOKGROUND 

The Privacy Act of 1974 was the culmination of many years of pub
lic and congressional concel'Il. over the threat posed to mdividual pri
vacy by the Federal Government's increasing acquisition of vast 
quantities of personal information on American citizens. In the 1960's 
both houses of Congress held numerous hearings and conducted exten
sive investigations mto all aspects of government information-gather
ing techniques. This included inquiries into such thinNs as the telephone 
monitoring activities of Federal agencies, the use of lie detectors" and 
other privacy-invading J?rocedures for elicting information frolll.F~d
eral employees, the mamtenance of Federal data banks contammg 
large quantities of personal data on individuals, the use of criminal jus
tice information by Federal agencies, and the military surveillance of 
American citizens. 

These investigations, along with others, provided the background 
for the Privacy Act. Early in 1974, both houses of Oongress considered 
bills which formed the basis of the Act that eventually passed the 
Congress. Legislation was introduced in the Senate by Senator Sam 
J. Ervin, Jr., and in the House by Congressman William S. Moor
head. Two separate and divergent measures were passed by these 
bodies, but the differences were reconciled and the Privacy Act passed 
the Oongress in November 1974. It was signed into law by President 
Ford on the last day of the year and became effective in September 
19'75. 

The underlying purpose of the Privacy Act is to give citizens more 
control over what information is collected by the Federal Government 
about them and how that information is used. The act accomplishes 
this in five basic ways. It requires agencies to publicly report the exist
ence of all systems of records maintaitled on individuals. It requires 
that the information contained in th(~"f' record systems be accurate, 
complete, relevant, and up-to-date, It provides procedures whereby 
individuals can inspect and correct inaccuracies in almost all Fed
eral files about themselves. It specifies that information about an 
individual gathered for one purpose not be used for another without 
the individual's consent. And, finally, it requires agencies to keep an ac
curate accounting of the disclosure of records and, with certain excep
tions, to make these disclosures available to the subject of the record. 
In addition, the bill provides sanctions to enforce these provisions. 

How To REQUEST PERSONAL RECORDS 

IN1!'ORMATION AVAILABLE UNDER THE PRIVAOY AOT 

The privacy Act applies only to personal records maintained by the 
executive branch of the Federal Government concerning individual 
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citizens. It does not apJ?ly to records held by State and local govel'l'l
ments or private orgamzations. The Federal agencies covered by the 
act include executive departments and offices, military departments, 
government corporations, government controlled corporations, and ih
dependent -regulatory agencies. SUbject to specified exceptions, files 
that are part of a system of records held by these agencies must be made 
available to the individual subject of the record upon request,s A sys
tem of records, as defined by the Privacy Act, is a group of records 
from which information is retrieved by reference to it name or othel' 
personal identifier such as a social security number. 

The Federal Government is a vast storehouse of information con
cerning individual citizens. For example: 

If you have worked for a Federal agency or Government con
tractor or have been a member of any branch of the armed services, 
the Federal Government has a file on you. 
If you have participated in any federally financed project, some 

agency probably has a record of it. 
If you have beenaITested by local, State, or Federal authorities 

and your fingerprints were taken, the FBI maintains a record of 
the arrest.9 

If you have applied for a O'overnmentsubsidy for farming 
purposes, the Department of Agriculture is likely to lULYe t.~is 
information. 

If you have received veterans' benefits, stwh ~s mortgage or 
education loans, employment opportunities, or medical services, 
the Veterans' Administration has a file on you. . 

If you have applied· for or received 'R, student loan or O'rant 
certified by the Government, the Department of Health, Eauca
tion, ,and "\YeHare has recorded this information. 

If you have applied for or been investigated for a security 
clearance for any reason, there is 'n, good chance that the DE}
'partment of Defense has a record of it. 

If you have received medicare or social security benefits, the 
Department of Health, Education, 'and Welfare has a file on 

I!~ddition, Federal files on individuals include such items as: 
Investigatory reports of the Federal Communications Com

mission concerning whethel' individuals. holding citizens band 
and/or amateur radio licenses 'are violating operating rul~s. 

Records of the Intern·al Revenue Service listing the names of 
individuals entitled to undeliverable refund checks. 

Records <!ompiled by the State Depa.rtment regarding the con
duct of American citizens in foreign countries. 

This is just a fraction of the information held on individual citi
zens. In fact, ii you have ever engaged in any activity that you think 

• Unlike the FOIA~whlch applies. to anyone making a reque/it including foreigners 
as well as American c1tllZens-tbe Privacy Act applies only to American citizens and 
aliens lawfully admitted for permanent residence • 

• If an individual fs ar.reSted more than once, ·he builds up a criminal historY called 
a rap slleet. Rap sheets chronologically list all fingerprint submissions by local, State} 
and Federal agencies. They also contain. the charges lodged against the IndivIdual ana 
what disposition Is made of the case if the arresting agency supplies this information. You 
can get a copv of your rap sheet by forwarding to the Identification Division of the 
FBI in Washington, D.C., a set of rolled-Inked fingerprint impressions aloI\g with $5 
in the form of a certified check or money oider. made out to the Treasury ot the United 
States. 
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might be of interest to the Federal Government, there isa good chance 
that some Federal·agency has a file on you. 

The only' information that may be withheld under the act is that 
which falls within seven designated categories. These exemptions from 
disclosure are discussed under the section entitled "Reasons Why Ac
cess May Be Denied." 

LOOATING RECORDS 

If you think that a particular 'agency maintains records concern
ing you, you should write to the head of that ·agency or to the Privacy 
Act Officer. Agencies are required to inform you,at your request, 
whether they ha ~e files on you. 

1£ you want to make a more thorough search to determine what 
records other Federal departments may have, you should consult the 
compilation of Privacy Act notices published annually by the Federal 
Register. This multivolume work contains descriptions of all Federal 
record systems: it describes the kinds of data covered by the systems 
and lists the categories of individuals to whom the information per
tains. It ·also includes the procedures tha.t different agencies follow 
in helping individuals who request information about their records, 
and it specifies the agency official to whom you should write to find out 
whether you are the subject of a file. 

'1'he compilation is usually available in large reference, law, ·and 
university libraries. It can be purchased from the 'Superintendent of 
Documents, Government Printing Office, Washington, D;C. 20402. 
The cost 'per volume runs around $6 to $12. If you know which agen
cies you are interested in, the Superintendent of Documents can help 
you identify the parlicula.r volume or volumes which contain the in
formation you want. However, this word of caution: at the present 
time, the compilation is poorly indexed and, as a consequence, difficult 
to use. Therefore, you should examine the work before orderin~ it. 

While it may be helpful to agency officials for you to s'pecify a 
'particular record system which you think contains informatIOn con
cerning you, it is not necessary to provide this information. If you 
have a general idea of the record you want, don't hesitate to write 
the agency which you think maintains it. 

MAKING A REQUEST 

You can make a request in writing, by telephone, or in person. 
One -advantage to writing is that it enables you to document the dates 
and contents of the request and the agency's replies. This could be help
ful in the' event of future disputes. Be sure to keep copies of all cor
respondence concerning the request . 

.your request should be addressed to the head of the agency which 
maintains the records you want or to the agency official specified in 
the compilation of Privacy Act notices. (See sectIOn on Locating Rec
ords.) In any event, be sure to write "Privacy Act Request" on the 
bottom left-hand corner of the envelope. Along with your name and 
permanent address, you should always give as much information as 
possible about the record you 'al'e seeking.1o The more specific the in-

10 If you were using a dU'lerent name at the tlme the record was oomplled, be sure to 
provide this information, 
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quiry, the faster you can expect a response. If you want 'a:ccess toa 
record concerning your application for a Government loan, for ex
ample, you should give the date of the application, the place where 
the application was filed, the specific use to which the loan was put, 
and any relevant identifying numbers. Of course, if you have used 
the Federal Registe:r's compilation of notices and identIfied a particu
lar record system which you think contains information on you, you 
should cite tJle system. 

Most agencies require some proof of identity before they will re
lease .records. Th~refore, yvhen, m!1kinO' your request, it ,vould be: a 
~ood Idea to provIde some IdentIfYlllg (fata such 'as a copy of an offieml 
ctocument containing your complete name and address. Remember, 
too, to sign your request since a signature provides a form of identi
fication. You might also want to consider ha.vin¥ your signature no
tarized. If you are seeking access to a record whICh has something, to 
do with'a Government benefit, it could be helpful to give your 80<;ia1 
security number. Some agencie~ may request additional information 
such as a document containing your signature and/or photograph 
depending upon the nature and sensitivity of the material to be .re
leased. 

Anyone who "knowingly and wilHully" requests or receives acc~ss 
to a record about an individual "under false pretenses" is subject to 
criminal penalties. This means that a person can be prosecuted fOr 
deliberately 'attempthlg to obtain someone else's record. 
Fees 

Under the Privacy Act, agencies are permitted to charge fees, to 
cover the actual costs of copying records. However, they are not al
lowed to charge for the time spent in locating records or in preparing 
them for your insRcction. Copying fees are about 10 cents a page' for 
standard size copies of 8 x 11 inches and 8 x 14 inches. 

As mentioned above, fees for locating files can be charged for .re
quests processed under the Freedom of Information Act. Therefore, 
if you seek access to records under the Privacy Act which can. be 
withheld under the act but are available under the FOIA, you could 
be charged sea.rching fees. However, as noted elsewhere in this guide, 
the legiSlative historIes of hoth the FOIAand the Privacy Act clearly 
indicate that Congress intended that access to records not be obstruc
ted by costs. Consequently, if you reel that an agency's fees are beyond 
your means, you should 'ask for a reduction or waiver o:f the cha,tges 
when making your request. 
Sample r'equest Zetter' 
Agency Head or Privacy Act Officer 
Title 
AgeIl.cy 
Address of A~ency 
City, St,ate, ZlP 

Re; Privacy Act Request. 
Dear __________ : 

Under the provisions of the, Privacy Act of 1914, 5 U.S.y. 522a, I 
here'by request a copy of (01'; access to) __________ (descrIbe as ac-
curately and specifically as 1?0ssible the record or records you want, 
and provide 'aU the relevant mt~rmation you have concerning them). 
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. If there are any fet~s for copying the records I am requesting, please 
mform me before you fill the request. (Or: ... please supply the rec
ords without informing me if the fees do not exceed $ --.) 

If all or any part of this request is denied, please cite the specific 
exemption(s) whi{~h you think justifies your refusal to release the 
information. Also,> please inform me of your agency's 'lVppeal pro
cedure. 

In order to expedite consideration of my request, I am enclosing 
a copy of __________ (some document of identification). 

Thank you for your 'prompt attention to this matter. 
Sincerely, 

Signature 
Name 
Address 
City, State, zip 

REQUIREMENTS FOR AGENCY RESPONSES 

Unlike the Freedom of Information Act, which requires agencies to 
respond within 1O working days after receipt of a request, the Privacy 
Act imposes no time limits for agency responses. However, the guide
lines for implementing the act's provisions recommended by the exec
utive branch state that a request for records should be acknowl.edged 
within 10 working days of its receipt. Moreover, the acknowledgment 
should indicate whether or not access will be granted and, if so, when 
and where. The records themselves should be produced within 30 work
ing days. And, if this is not nossible, the agency should tell you the 
reason and advise you when it is anticipated that access will be 
granted. 

Most agencies will do their best to comply with these recommenda
tions. Therefore, it is probably advisable to bear with some reasonable 
dehty before taking further action. 

DISCLOSURE OF RECORDS 

Agencies are required to release records to you in a form that is 
"comprehensible". This means that all computer codes and unintel
ligible notes must be translated into understandable language. 

You can examine your records in person or have copies of them 
mailed to you, whichever you prefer. If you decide that you want to 
see the records at the agency and for some reason the agency is unable 
to provide for this, then you cannot be charged copymg fees if the 
records are later mailed to you. 
If you view the records in person, you are entitled to take someone 

along with you. If you do this, you will probably be asked to sign a 
statement authorizing the agency to disclose and discuss the record in 
the other person's presence. 

Special rules apply to the release of medical records. In most cases, 
when you request to see your medical record, you will be permitted to 
view it directly. However, if it appears that the information contained 
in it could have an "adverse effect" on you, the agency may give it to 
someone of your choice, such as your family doctor, who would be 
willing to review its contents and discuss them with. you. 

,: 
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REASONS WHY ACCESS MAY BE DENIED 

Under the Privacy Act, certain systems of records can be exempted 
"from disclosure. Agencies are required to publish annually in the 
Federal Register the existence and characteristics of all record sys
tems, including those which have been exempted from access. However, 
records declared exempt are not necessarily beyond your reach, since 
agencies do not always use the exemptions they have claimed. There
fore, don't hesitate to request any record you want. The burden is 011 
the agency to justify withholding any information from you. 

You should familiarize yourself with these exemptions before mak
ing a request so you will how in advance what kind of documents may 
not be available. It will also help you to understand the reasons agen~ 
cies give for refusing to release information. 
Gene7'al exe11'l/fJtions 

The general exemptions apply only to the Central Intelligence 
Agency and crimiuallaw enforcement agencies. The records held 'Oy 
these agencies can be exempt from' more provisions of the act thim 
those maintained by other agencies. However, even the systems of tnese 
agencies are subject to many of the act's basic provisions: (1) the exist
ence and characteristics or all record systems must be publicly :re~ 
ported; (2) subject to specified exceptions, no personal records can.be 
disclosed to other agencies or persons without the prior consent of the 
individual to whom the record pertains; (3) all disclosures must be 
accurately accounted for; (4) records which are disclosed must ~ 
a.ccurate, relevant, up-to-date, and complete; 'and (5) no records 
describing how an individual exercises his first amendment rights can 
be maintained unless such maintenance is authorized by statute or by 
the individual to whom it pertains or unless it is relevant to and within 
the scope of an authorized law enforcement activity. 

General exemptions are referred to as (j) (1) and (j) (2) in accord
ance with their designations in the act. 

Exemption (j) (1): File8 rnaintaiJned by the OIA . ....:..Exemption (j~ 
(1) covers records "maintained by the Central Intelligence Agency'. 
This exemption permits the heads of the Central Intelligence Agency 
to exclude certain systems of records within the agen~y from many of 
the act's requirements. The provisions from which the systems can be 
exempted are primarily those permitting individual access. Conse
quently, in most instances, you would probably not be aHowed to in
spect and correct records about$oul'self maintained by this agency. 
Congress permitted the exemption of these records from access :because 
OIA files often contain highly sensitive information l'egarding 
national security. Nevertheless, you should always bear in mind that 
agencies are not required to invoke all the exemptions allowed them. 
Therefore, if you rea,lly wa,nt to see a l'ecord containing information 
Itbout you that is maintained by this agency, go ahead and make your 
request. 

Eroemption (j) (~) : File8 maintained by Feile7'al c'l'imincil ZatW e'1l,
j01'CelTz.ent agenaie8.-Exemption (j) (2) covers records "maintained 
by an agency or coroponent thereof which performs as its principal 
function any activity pertaining to the enforcement of criminalla,ws, 
including police efforts to prevent, control, or reduce crime or to appre
hend crimmals, and the activities of prosecutors, courts, correctional, 
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probation, pardon, 'Or parole authorities, and which consist of (A) in
formation compiled for the purpose of identifying individual criminal 
offenders and alleged offenders and consisting only of identifying data 
and notations of arrests, the nature and disposition of criminal charges, 
sentencing, confinement, release, and parole and probation status; 
(B) information compiled for the purpose of a crimmal investigation, 
including reports of informants and investigators, and associated with 
an identifiable individual; or (C) reports indentifiable tc> an individual 
compiled at any stag(3 .of the process of enforcement of the criminal 
laws from arrest or indictment through release from supervision". 

This exemption would permit the heads of criminal law enforcement 
agencies such as the FBI, the Dru,g Enforcement Administration, and 
the Immigration and Naturalization Service to exclude certain systems 
of records from many of the act's requirements. As with the CIA, the 
allowed exemptions are primarily those permitting individual access. 
However, many agencies do not always use the exemptions available 
to them. Remember, too, the act explicitly states that records avail
able under the FOIA must also be available under the Privacy Act. 
And under the FOIA, the CIA and FBI and other federal agencies 
a·re required to release all nonexempt portions of their intelligence and 
investigatory files. Nevertheless, even though Congress intended that 
Privacy Act requests be coordinated with FOIA provisions, it is still 
a good idea to cite both these acts when seeking information of an 
intelligence or investigatory nature. 
Spemjia ewemptions 

There are seven specific exemptions which apply to all agencies. 
Under specified circumstances, agency heads are permitted to exclude 
cer-tain record systems from the access and challenge provisions of the 
act. Howev~I', even exempted systems' are subject to many of the 
act's re9.uirements. In addition to the provisions listed under General 
ExemptIons (which apply to all record systems}-l a record system that 
falls under anyone of the seven specific exemptIons (listed below) is 
subject to the following requirements: (1) information that might be 
used to deny a person a right, benefit, or privilege must, whenever 
possible, be collected directly from the individual; (2) individuals 
asked to supply information must be informed of the authority for 
collecting it, the purposes to which it will be put, and whether or not 
the imparting of it is voluntary or mandatory; (3) individuals must 
be notified when records concerning them are disclosed in accordance 
with a compulsory legal process, such as a court subpoena; (4:) agencies 
must notify pers'Ons or agencies who have previously received informa
tion about an individual of any corrections or disputes over the ac
curacy of the information; (5) and an records must be accurate, rele
vant, up-to-date, and'complete.a 

Record systems which fall within the seven exempt categories are 
also subject t'O the civil ;remedies provisions of the act. Therefore, if an 
agency denies y'OU access to a record in an exempt. record system or 
refuses to amend a record in accordance with your request, you can 
contest these actions in court. You can also brin,g suit against the 

11 This provIsion dllters from the one pertaining to all record systems which requires 
that records which are disclosed be accurnte

ii 
rp!evant, up-to-date, and complete. Record 

systems which are subject to the Beven specl c exemptions must a~ all times be accurate, 
relevant, up-to-date, and complete. 
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agency if you are denied a right, :benefit, or privilege as a result.:!)f 
records which have been improperly maintained. These remedies are 
not available under the general exemptions. 

Specific exemptions are referred to as (k) (1), (k) (2) ,etc., in accord
ance with their designations ill the act. 

Ewewption (lc) (1): Olas8ified dooument8 oonee'J'ning fflIJ,tio'JUJ.Z d,e
fense atnd /o1'eign polioy.-.:.....Exemption (k) (1) covers records "subject 
to the provisions .of section 552 (b )( 1) of this tiUa". 

This refers to the first exemption of the ]':reedom of Information 
Act which excepts from disclosure records" (A) specifically authorized 
under criteria established by an Executive ordl:'>l' to be kept secret in the 
interest of national defense or fureign policy and (B) are in fact 
properly classified pursuant to such Executive order." (For further 
discussion of the provision, see Ewemption 1: Olassified dooume'nt8 
oonoemi!1? 11atio'JUJ.Z defense and f01'eign polioy under the FOIA sec
tion of thlS guide.) 

Ewemption (k) (13): /'I1IVe8tiflato'l'Y material (Jompiled f01' luJw en
fO')'oement purpos8s.-Exemptlon (k) (2) pertains ·to "investigatory 
material compiled for law enforcement purposes, other than material 
within the scope of subsection (j) (2) of this section: Provided, lW'w
eve1', that if any individual is denied any right! privilege, .or benefit 
that he would otherwise be entitled by Federal law, or for which'he 
would otherwise be eligible, as a result of the' maintenance of such 
material, such materia1.shall be provided to such individual, except to 
the extent that the disclosure of such material would reveal the identity 
of a source who :furnished information to the Government under an 
express promise that the identity of the source would be held in con
fidence, 01', prior to the effective date of this section, under an implied 
promise that the identity of the source would be held in confidence". 

This applies to investigatory materials compiled for law enforce
ment purposes by agencies whose principal function is other than 
crimina.llaw enforcement. Included are such items as files maintained 
by the Internal Revenue Service concerning taxpayers who .are de.
linquent in filing Federal tax returns, records compiled by the Cus
toms Bureau on narcotic sus:pects, investigatory reports of the Federal 
Deposit Insurance Corporatwn regarding banking irregularities). and 
files maintained by the Securities Exchange CommIssion on indiviauals 
who are being investigated by the agency. 

Such files cannot be withheld from you, however, if they are used 
t.o deny you a bene'iit: right, or privilege to which you are entitled by 
law unless their disclosure would Teveal the identity of a confidential 
source. You should always bear in mind that Congress illtended that 
information available under either the FOIA or the- Privacy Act be 
disclosed. MoreQver, since the FOIA requires agencii*? to release all 
nonexeml;1t portions of a file, some of the information exempted under 
this prOVIsion might be obtainable under the FOIA. In any event, as 
mentioned above, when seeking information of an investigatory na~ 
ture, it is a good idea to request It under both acts.. . 

Ewemptinn (k) (3): Seo1'et Service .fmtelligerwe file8.-,Exemption 
(k) (3) covers records "maintained in connection with providing pro ... 
tective services to the. President of the United States or other jndi
viduals pursuant to section 3056 of title 18". 

29-081 0 - 77 - 4 
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This exemption pertains to files held by the Secret Service that 
are necessary to insure the safety of the President and other individuals 
under Secret Service prote.ction. 

Ememption (k) (4): Files used 80lely for 8tatisti.orit purpo8e8.-Ex
emption (k) (4) applies to records "required by statute to be main
tained and used solely as statistical records". 

This includes such items as Internal Revenue Services files regarding 
the income of selected individuals used in computing national income 
averages, and records on births and deaths maintained by the Depart
ment of Health, Education, and Welfare for compiling vital statistics. 

/i}memption (k) (5) : Investigatory material 'll.sed in making decisions 
concerning Fedeml employment, military se1'Vwe, Feaeml oontT(l(Jts, 
and sUJU?'ity c7.eaTanae8.-Exemption (k) (5) relates to "invest.igatory 
material compiled solely for the purpose of determining suitability, 
eligibility, or qualifications for Federal civilian employment, military 
service, Federal contracts, or access to classified information, but only 
to the e·xtent that the disclosure of such material would reveal the 
identity of a source who furnished information to the Government 
under an express promise that the identity of the source would be held 
in confidence, or, prior to the. effective date of this section, under an 
implied promise that the identity of the source would be held in 
confidence". 

This exemption applies only to investigatory records which would 
reveal the identity of a.confidential source. Since it is not customary 
for agencies to grant pledges of confidentiality in collecting informa
tion concerning employment, Federal contracts, and security clear
ances, in most instances these records would be available. 

Eme1nption (k) (6) : Testing 01' emamination mateTial used solely for 
employment p~61'p08es.-Exemption (k) (6) covers "testing or exami
nation material used solely to determine individual qualifications for 
appointment or promotion in the Federal service the disclosure of 
which would compromise the objectivity or fairness of the testing or 
examination process". 

This proyision permits agencies to withhold information concerning 
the testing process that would .give an individual an unfair competitive 
advantage. It applies solely to information that would re17e8ll test ques
ti<;lns and answers or testing procedures. 

Ememption (k) (7): EvalJUation materiaZ used in making decisions 
regarding promotion __ '] in the aTmed .servioes.-Exemption (k) (7) per
tains to "evaluation material used to determine potential for promotion 
in the armed services, but only to the extent that the disclosure of such 
material would reveal the identity of a source who ,furnished informa
tion to the Government under an e.xpress promise that the identit,y of 
the source would be held in confidence, or, prior to the effective date of 
this section, under an implied promise that the identity of the source 
would be held in confidence". 

This exemption is used solely by the Armed services. Moreover, due 
to the nature of the military promotion process where numerous indi
viduals compete for the same job, it is often necessary to grant pledges 
of confidentia.lity in collecting information so that those questioned 
about potential candidates will feel free to be candid in their .assess
ments. Therefore, efficiency repOlts and other materials used in making 

~I 

I 
I 
~ 

~, 

'I 



25 

decisions about military promotions may be difficult to .get. But always 
remember, when seeking informatiQn of an investigatory nature, it is 
a good idea to request it under both the Privacy Act and the FOIA. 

APPEAL PROCEDURE FOR DENIAL OF ACCESS 

Unlike the FOIA, ~he Privacy Act provides no standard procedure 
for appealing denials to release information. However, many agencies 
have their own regulations governing this. If your request is denied, 
the agency should advise YOU of its. appeal procedure and tell you to 
whom to addTess your appe.a:l. If this information is not provided, you 
should send your letter to the head of the agency. Include a copy of the 
rejection letter along with a copy of your original request and state 
your reason for wanting access, if you think it will help. 
If an a:gency withholds all or any part of your record, it must teU 

you which Priva:cy Act exemption it is claiming as a justification. It 
should also advise you why it be 1ieves the record can he withheld under 
the Freedom of Information Act since Congre..."S intended that infor
mation sought under ~ither the Privacy Act 01' the FOIA be released 
unless it could be withheld under both acts. Therefore, in making your 
appeal, it would be n. good idea to cite. both theFOIA and the Privacy 
Act. Moreover, if you are able to do so, it might also help you to explain 
why you think the exemptions used to refuse you access are unjustified. 
SarnpZe letteT fO'l' appealing denial of access 
Agency Head or Appeal Officer 
Title 

Re: Privacy Act Appeal. 

Agency 
Agency Address 
City, State, zip 

Dear __________ : 
On __________ (date), I received a letter from ______________ (indi-

vidual's name) of your agency denying my request for access to 
______________ (description of the information:sought). ~nc1osed. is a 
copy of this denial along with a copy of my originall'equest. By this 
letter, I am appealing the denial. 

Since Congress intended that information sought under the Privacy 
Act of 1914, 5 U.S.C. 552a, be released unless it could be withheld under 
both this Act and the Freedoni of Information Act, FOIA 5 U.S.C. 
552, I hereby request that you also refer to the FOIA in consideration 
of this ap;eea1. 
[OptionalJ I am seeking access to these records (state the reasons for 

your request if you think it will assist you in obtaining the inwrma
tion and give any arguments you ~ight h~ve to justify its release). 
Thank you for your prompt attentIOn to thIS matter. 

II 

Sincerely, 

Signature 
Name 
Address 
City, State, zip 

" I 
\i 
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AMENDING YOUR RECORDS 

The Privacy Act requires agencies to keep all personal records on 
individuals accurate, complete, up-to-date, and relevant. Therefore, if 
after seeing your record, you wish to correct, delete, or add informa
tion to it, you should write to the agency official who released the in~ 
formation to you, giving the reasons for the desired changes as well as 
any documentary evidence you might have to justify the changes. 
Some agencies may allow you to request the.'le corrections ill person or 
by telephone. . 

While you should have no trouble in determining whether OJ.' not the 
informatIOn contained in your file is accurate, complete, and up-to
date, it might be somewhat more difficult to ascertain whethel' it is 
"relevant" to the agency's purpose. However, if you have doubts about 
anything you find in your records, you should challenge the informa
tion and force the agency to justify its retention in your file. There is 
one thing in particular you might iook for: the Privacy Act prohibits 
the maintenance of information concerning how an individual exer
cises his first amendment rights unless (1) the maintenance is author
ized by statute or the individual to whom It pertains, or (2) unless it is 
pertinent to and within the scope of an authorizen. law enforcement 
activity. In most instances, you would be on solid ground in challeng
in~ any information in your file describing your religious and political 
beliefs, activities, and associations, unless you have voluntarily given 
this information to the agency. 

The act requires agencies to acknowledge in writing all requests for 
amending records within 10 working days of their receipt. II). addition, 
individuals must be notified what action will be taken regarding the 
requested amendments. Moreover, agencies are directed to complete 
action on all such requests within 30 working days of their receipt. 

If the agency agrees to amend your record, it must notify all past 
and future recipients of the changes made. However, unless the agency 
has kept some record of disclosures prior to September 27, 1975-the 
date the act went into effect-it might not be possible for it to notify 
all prior recipients. 
Sample lettm' for 1'equest to amend reco1'ds 
Agency Head or Privacy Officer 
Title 
Agency 
Agency Address 
City, State, zip 

Deal' __________ : 

Re: Privacy Act Request to 
Amend Records. 

By letter dated __________ , I request access to (use same description 
as in request letter). , 

In viewing the information forwarded to me, I found t.hat it was 
(inaccurate) (incomplete) (outdated) (not relevant to the purpose of 
your agency) . 

Therefore, pursuant to the Primcy Act of 1974, 5 U.S.C. 552a, I 
hereby request that you amend my record in t.he following manner: 
(Describe errors, new information, irrelevance, etc.) 

j 
, 
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In accordance with the Act, I look forward to an acknowledgment 
of this request within 10 working days of its receipt. 

Thank you for your assistance in this matter. 
Sincerely, 

Signuture 
Name 
Address 
City, State, zip 

APPEAL PROCEDURE FOR AGENCY REFUSAL TO AMEND RECORDS 

If an agency refuses to amend your records, it must advise yOU' of 
the reasons for the refusal as well as the appeal procedures available 
to you within the agency. It must also tell you to whom to address your 
appeal. Amendment appeals are usually handled by agency heads or 
a senior official appointed by the agency head. ' 

Your appeal letter should include a copy of your original request 
along with a copy of the agency's denial. You should also include !\.-ny 
additional information you mIght have to substantiate your claims 
regarding the disputed material. 

A decision on your appeal must be rendered within 30 working days 
from the date of its receIpt. In unusual circumstances, such as the n~d 
to obtain information from retired records or another agency, an addi
tiona130 days may be granted. 
If the agency demes your appeal and still refuses to make the 

changes you request, you have the right to file a brief statement giving 
your reasons for disputing ther~<r<>rd. This statement of disagreement 
then becomes part of the record and must be forwarded to all past and 
future recipients of your file. However, as previously noted, unless the 
agency has kept some record of disclosures prior to September 27, 1975, 
it might not be possible to notify all past.rooipients. The agency is also 
permitted to place in your file a short explanation of its refusal to 
change the record. This, too, becomes a part of your permanent file"and 
is forwarded along with your statement of disagreement. ' 
If your appeal IS denied or if the agency fails to act upon it within 

the specified time,yoll can take.youfcase to court. 
SawpZe letter for appeaZi1l1l agency's refusal to amend reoords 
Agency Head or Designated Official 
TItle 
Agency 
Agency Address 
City, State, zip 

Dear __________ : 
Re: Privacy Act Appeal. 

By letter dated __________ to Mr. ______________ (official to whom 
you addressed your amendment request), I requested that information 
held by your agency concerning me be amended. This request was 
denied, and I am hereby appealing that denia1. For your information, 
I am enclosing a copy of my reguest letter along with a copy of Mr. 
______________ 's reply. (If you nave any, additional relevant informa-
tion, send it too.) 

... -...oiIIiIt._, ~_-'-
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I trust that u:eon consideration of my reasons for seeking the desired 
changes, vou Wlll grant my request to amend the disputed material. 

. However; in the event you refuse this request, please advise me of the 
agency procedures for filing a statement of disagreement. 
[Optional] I plan to initIate legal action if my appeal is denied. 

Thank you for your prompt attention to ths matter. 
Sincerely, 

Signature 
Name 
Address 
City, State, zip 

TAKING YOUR CASE TO COURT 

Under the Privacy Act, you can sue an agency for refusing to release 
your records, for denial of your appeal to amend a record, and for 
failure to act upon your appeal within the designated time. You can 
also sue if you are adversely affected by the agency's failure to comply 
with any of the provisions of the act. For example, if you are denied 
a job promotion due to inaccurate, incomplete, outdated, or irrelevant 
information in your file,-r0u can contest this action in court. 

While the Freedom of', Information Act requires ind!viduals to use 
agency appeal procedures before seeking judicial review, the Privacy 
Act permIts individuals to appeal demals of access directly to the 
courts (although most agencies have their own appeal procedures and 
you should use them when available). On the other hand, you are re
quired by the act to use administrative appeal procedures in contesting 
agency refusals to amend your records. 

Judicial rulings favorable to you could result in the release or 
amendment of the records in question. In addition, you can obtain 
money damages if it is. proven that you have been adversely affected 
as a result of the agency's intentional and willful disregard of the act's 
provisions. You mIght also be.awarded court costs and attorney fees. 

The act provides criminal penalties for the. knowing and willful 
disclosure of personal records to those not entitled to receive them, for 
the knowing and willful failure to publi8h the existence and character
istics of all record systems, and for the knowing and willful attempt to 
gain access to an individual's records under false pretenses. 

If and when you do decide to go to court, you can file suit in the 
federal district court where you reside or do business or where the 
agency records are situated. Or you can take the case to the U.S. Dis
trict Court in the District of Columbia. Under the Privacy Act, you 
are required to brulg suit within 2 years from the date of the violation 
you are challenging. However, in cases where the agency has mate
rially or willfully Inisrepresented information, the statute of limita
tions runs 2 years from the date you discover the misrepresentation. As 
with lawsuii:s brought under the FOIA, the burden is on t·he agency to 
justify its refusal to release or amend records. . 

The same advice applies here as with suits filed under the FOIA: if 
you go to court, you should consult a. lawyer. If you cannot afford 
private counsel, contact yourJocallegal aid society. 
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O'J.'HER RIGHTS PROVIDED UNDER THE PRIV AOY AOT 

, One of the most important provisions of the Privacy Act is the one 
that requires agencies to obtain an individual's written permission 
prior to disclosing to other persons or agencies information concerning 
him, unless such disclosures are specifically authorized under the act. 
Information can be disclosed without an individual's consent under 
the following circumstances: to employees and officers of the agency 
maintaining the records who have a need for, the information in order 
to perform their duties; if the information is required to be disclosed 
unc1cr the FOIA; for "routine uses", i.e., uses which are compatible 
with the purpose for which the information was collected; 12 to the 
Census Bureau; to the N ationalArchives; to a law enforcement agency 
upon the written request of the agency head; to individuals acting in 
behalf of the health or safety of the subject of the record; to Congress; 
to the General Accounting Office; or pursuant to court order. In ,all 
other circumstances, however, the individual who is the subject of the 
record must give his written consent before an agency can divulge in
formation concerning him to others. 

Under the act, you are also entitled to know to whom information 
about you has been sent. Agencies must keep an accurate accountinJt of 
all disclosures made to other agencies or persons except those reqUlred 
under t4e FOIA. Moreover, this information must be maintained for 
at least five years or until the record disclosed is destroyed, whichever 
is longer. 'With the exception of disclosures requested by law enforce
ment agencies, a list of all recipients of information concerning you 
must be made available upon request. Therefore, if you are interested 
in knowing who has received records about you, you should write to the 
Privacy Act officer or the head of the agency that maintains the records 
and request that an accounting of disclosures be sent to you. 

Finally, the Privacy Act places a moratorium upon any 'new uses of 
your social security number by Federal, State, and local government 
agencies after January 1, 1975.18 No agency may deny you a right, 
benefit, or privilege t.o which you are entitled, by law because of your 
refusal to disclose your number unless the disclosure is specifically 
authorized by statute or regulation adopted before January 1, 1975, 
or by a later act of Congress. Moreover, in requesting your social se.
curity number, agencies are required to tell you whether the disclosure 
is mandatory or voluntary, under what law or regulation the request 
if; authorized, and what uses will be made of the number. You should 
bear in mind, however, that this provision applies only to government 
agencies. It does not apply to the private sector: l'equests fo!'" your 
social security number by private organizations 'are not prohibited by 
law . 

.. AI! Federal agencies must publlsb annually In the Federal Register the "routine uses" 
of the illformation tbey maintain. 

13 This Is the only provision in ·the Privacy Act which applies to State and local as well 
as Federal agencies, 
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APPENDIXES 

APPENDIX 1.-TExT OF THE FREEDOM OF INFORM:ATION ACT 

FREEDOM OF INFORMATION ACT 

§ 552. Public information; agency rules, opinions, orders, records, 
and proceedings. 

(a) Each agency shall make available to the public information as 
follows: f 

(1) Each agency shall separately state and currently publish in the 
Federal Register for the guidance of the public-

(A) descriptions of its central and field organization and the 
established places at which, the employees (and in the case of a 
uniformed service, the members) from whom, and the methods 
whereby, the public may obtain information, make submittals 
or requests, 01' obtain decisions;. . 

(B) st~tements -of the general course and method by which its 
functions are channeled and determined, including the natuxe and 
requirements of all formal and informal procedures available; 

(0) rules of procedure, descriptions of forms available or the 
places.at which forms may be obtained, and instructions as to the 
SCORe and contents of all papers, reports, or examinations; 

(u) substantive rules of general applicability adopted as 
authorized by law, and statements of general policy or interpreta
tions of general applicability formulated and adopted by the 
agencYjand 

(E) e&.ch amendment, revision, or repeal of the foregoing. 
Except to ,the extent that a person has actual and timely notice of the 
terms thereof, a person may not in any manner be required to resort 
to, or be adversely affected by, a matter requked to De published in 
the Federal Register and not so .published. For the purpose of this 
paragraph, matter reasonably available to the class of persons affected 
thereby is deemed published in the Federal Register when incorE,orated 
by reference therem with the approval of the Director of the Federal 
Register. 

(2) Each agency, in accordance with published rules, sha..ll make 
available for public inspection and copying-

(A) final opinions, including concurring and dissenting opinions, 
as well as orders, made in the adjudication of cases; 

(B) those statements of policy and interpretations which have 
been adopted by the agency and are not published in the Federal 
Register; and 

(0) administrative staff manuals and instruct,ions to staff that 
affect a member of the public i 

unless the materials are promptly published and copies offered for 
sale. To the extent required to prevent a clearly unwarranted invasion 
of persona~ privacy, an ,ageney may .delete identifying dEl;tails. when it 
makes available or p~blishes anopllllcm, statement of policy, Interpre
tation, or staff mamial or instruction. However, in each case the justi
fication for the deletion shall be explained fully in writing. Each agency 

'(i) 

(81) 
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shall also maintain and make availabJe for public inspection and copy
ing current indexes providing identifying information for the public 
as to any matter issued, adopted, or promulgated after July 4, 1967, 
and required by this paragraph to be made available or published. 
Each agency shall promptly publish, quarterly or more frequently, 
and distribute (by sale or other"ise) copies of each index or supple
ments thereto unless it determines by order published in the Federal 
Register that the publication would be unnecessary and impracticable, 
in which case the agency shull nonetheless provide copies of such index 
on request at a. cost not to exceed the (hrect cost of duplication. A 
fil'l.al order, opinion, statement of policy, interpretation, or staff manual 
or instruction that a'ffects a member of the public may be relied on, 
used, or cited as precedent by an agency against a party other than 
an agency only if- . 

(i) it has been indexed and either made available or published 
as provided by tllis paragraph; or 

(Ii) the party has actual and timely notice of the terms thereof. 
(3) Except with respect to the records made available under para

graphs (1) and (2) of this subsection, each agency, upon any request 
for records which (A) reasonably describes such records and (B) is 
made in accordance "ith published rules stating the time, place, fees 
(if anY)t and procedures to be follo,,'ed, shall make the records promptly 
availab e to any person. 

(4)(A) In order to carry out the provisions of this section, each 
agency shall promulgate regulations, pursuant to notice and receipt 
of public comment, specifying a uniform schedule of fees applicable 
to all constituent units of such agency. Such fees shall be limited to 
reasonable standard charges for document sea.rch and duplication and 
provide for recovery of orily the direct costs of such search and dupli
cation. Documents shall be furnished without charge or at a reduced 
charge where the agency determines that ,,'aiver or reduction of the 
fee is in the public interest because furnishing the informa,tion can be 
considered as primarily benefiting the general public. 

(B) On complaint, the district court of the United States in the 
district in which the complainant resides, or has his principal place 
of business, or in which the agency records are situated, or in the 
District of Columbia, hus jurisdiction to enjoin the agency from 
withholding agency records and to order the product.ion of any 
agency records imj)l'operly withheld from the complainant. In such a 
case the court shall determine the matter de novo, and may examine 
the contents of such agency records in camera to determine whether 
such records or any part thereof shall be withheld under any of the 
exemptions set forth in subsection (b) of this section, and the burden 
is on the agency to sustain its action. 

(C) Notwithstanding any other provisions of law, the defendant 
shall serve an answer or otherwhe plead to any complaint made under 
this subsection within thirty days after service upon the defendant 
of the pleading in which such complaint is made, unless the court 
otherwise directs for good cause shown. 

(D) Except as to cases the court considers of greater importance, 
proceedings befOre the district court, as authorized by this subsection, 
and appeals therefrom, take precedence on the docket over all cases 
and shall be assigned for hearing and trial or for argnment at the 
earliest practicable date and expedited in every way. 

2 
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(E) The court may assess against the United States reasonable 
attorney fees and other litigation costs reasonably incurred in any 
case under this section in which the complainant has substantially 
prevailed. . 

(F) "Whenever the courb orders the production of any agency 
records improperly withheld from the complainant and assesses 
against the United States reasonable attorney fees and other litiga~ 
tion costs, and the court additionally issues a written finding that the 
circumstances ~surrouJlding the withholding raise questions whether 
agency personnel acted arbitrarily or capriciously With respect to the 
withholding, the Civil Service Commission shall promptly initiate a 
proceeding to determine whether disciplinary action is warranted 
against the officer or employee who was primarily res!,onsible for the 
withholding. The CommisslOn, after investigation and consideration 
of the evidence submitted, shall. submit its fuldings and recommenda~ 
tions to the administrative authority of the agency concerned and 
shall send copies. of the :findings and rC<;lommendations to the officer 
or employee or his representative. 1'he administrati.ve authority ~han 
take the corrective action that the Commission. recommends. 

(G) In the event of noncompliance with the order of the court, the 
district court may punish. for contempt the resFonsible employee, and 
in the case of a uniformed service, the responsible member. 

(5) Each agency having more than one member shall maintain and 
make available for public inspection a record of the final votes of each 
member in every agency proceeding. . 

(6) (A) Each agency, upon any request for records made under 
paragraph (1), (2), or (3) of this subsection, shall-

(i) determine within ten days (excepting Saturdays, Sundays, 
and legal public 'holidays) after the receipt of any such request 
whether to comply with such request and shall immediately 
notify the person making such request of such determination and 
the reasons therefor, and of the right of such person to' appeal 
to the head of the agency any adverse determinationj'and 

(li) make a determination with respect to any appeal within 
twenty days (excepting Saturdays, Sundays, and legal ipublic 
holidays) after the receipij of such appeal. If on ap]:!eal the ,~enial 
of the req.uest for re.cords is in whole or in part upheld, the algency 
shall notIfy the ]:!erson making such request of the provisiol~S for 
judicia~ review of that determination under paragraph (4) O~i this 
subsectlOn. II () 

(B) In unusual circumstances as specified in this subFaragraph, the 
time limits prescribed in either cla,use (i) or clause (ii) of subparagraph 
(A) may be extended by written notice to the person making such 
request setting forth the reasons for such extensIOn and the date on 
wliich a determination is e~ected to be dispatched. No such notice 
shall specify a date that would result in an extension for more than ten 
workirig days. As used in this subparagraFh, "unusual circUlllstances" 
means, but only to the extent reasonably necessary to the proper 
processing of the particular request--. . 

(i) the need to search for and collect the requested records from 
field facilities or other establishments that are separate from the· 
office processing the request; 

(ii) the need to search for, collect, and appropriately examine a 
voluminous amount of separate and distinct records which are 
demanded in a . .?ing~e request; or 

3 



34 

(iii) the neeqfor consultation, which shall be conducted'with all 
pl'actica~le. s.(leed, wjth .another agency having a substantial 
:mt,erest m the determmatlOn of the request or among two or more 
·components of the agency having substantial subject-matter 
interest therein. . 

(0) Any person making a request to any agency for records under 
:paragraph (1), (2), or (3) of this subsection shall be deemed to have 
exhausted his administrative remedies with respect to such request if 
,the agency fails to comply with the application time limit provisions of 
this paragraph. If the Government can show exceptional circum
stances exist and that the agency is exercising due diligence in re
sponding to the request, the court may retain jurisdiction and an ow 
the agency additional time to complete its review of the records. 
Upon anJ1' determination by an agency to comply with a request for 
records, the records shall be made promptly available to r,uch person 
making such request. Any notification of denial of any request for 
records under this subsection shaH set forth the names and titles or 
l)ositions of each person responsible for the denial of such request. 

(b) 'fhis section does not apply to matters that are-
(1) (A) specifically authorized under criteria established by an 

Executive order to be kept secret in the interest of national 
defense or foreign' policy and (B) are in fact properly classified 
pl}rsliant to such Executive order; 
. (2) related solely to the internal personnel rules and practices 
of an agency; 

(3) specifically exempted from disclosure by statute (other than 
section 552b of this title), provided that such statute (A) requires 
that the matte:r.s' be withlield from the public in such a manner 
as to leave no discretion on the issue, or (B) establishes particulnr 
criterin for withholding or refers to particular types of matters 
to be withheld; . 

(4) trade secrets and commercial or financial information ob
ta.inee. from a person and privileged or confidential; 

(5) inter-agency or intra-agency memorandums or letters 
whiQh would not be available-by law to a party other than an 
agency in litigation with the agency; 

(6) personnel and medical files and similar files the disclosure 
of which would constitute a clearly unwarranted invasion of 
personal privacy; 

(7) investigatory records compiled for law enforcement pur
poses, but only to the extent that the production of such records 
would (A) interfere with enforcement proceedings, (B) deprive 
It person of It right to a fair trial or' an impartial adjudication, (0) 
constitute an. unwarranted invasion of personal privacy, (D) 
disclose the identity of a confidential source and, in the case of 
a record compiled by a criminal law enforcement authority in the 
course of a criminal investigation, or by an /agency conducting a 
lawful national security intelligence investigation, confidential 
information furnished only by the confidential source, (E) dis
close investigative techniques and procedures, or (F) endanger 
the life or physical safety of law enforcement personnel; 

(8) contained in or related to examination, operating, or condi
tion reports prepared by, on behalf of, or for the use of an agency 

4 



.. 

35 

responsible for the regulation or supe'rvision of financial insti:" 
tutlOns; or . 

(9) geologic~l and geophysical information and data, including 
maps, concernmg wells. 

Any reasonably segregable pOl'tion of a record shall be provided to 
any person l'~uesting such record after deletion of the portions which 
are exempt under this subsection. . 

(c) This section does not authorize withholding of information or 
limit the availability of records to the public, except as specifically 
stated in this section. This section is not authority to withhold 
information from Oongress. 

(d) On or befote March 1 of each calendar year, each agency shall 
submit a report covering the preceding calendar year to the Speaker 
of the House of Representatives and President of the Senate for raw 
{elTal to the appropriate committees of the Oongress. The report 
shall include-

(1) the number of determinations made by such agency not to 
comply with requests for records made to such agency under 
subsection (a) and the reasons for each such determination; 

(2) the number of appeals made by persons under subsection 
(a) (6), the result of such appeals, and the reason for the action 
upon each appeal that results in a denial of information; 

(B)-the names and titles or positions of each person responsible 
for the denilll of records requested under this section, and the 
number of instances of participation for each; 

(4) the results of each proceeding conducted pursuant to sub
section (a)( 4)(F), including a report of the disciplinary action 
taken against the officer or employee who was primarily respon
sible for improperly withholding records or an explanation of why 
disciplinary action was not takeni 

(5) a copy of every rule made by such agency regarding this 
section; 

(6) a copy of the fee schedule and the total amotmt of fees col
lected by the agency for making records available under this 
section; aD.d 

(7) such other information as indicates efforts to administer 
fully this section. 

The Attorney General shall submit an annual report on or before 
March 1 of each calendar year whbh shall include for the prior calen~ 
dar year a listing of the number of cases arising under this section, the 
exemption involved in each case,the disposition of such case, and the 
cost, fees, and penalties assessed under subsection (a)(4)(E), (F), and 
(G). Such report shall also include a description of the efforts under~ 
taken by the Department of Justice to encourage agency compliance 
with this section. 

(e) For purposes of this section, the term 'agency' as defined in 
section 551 (1) of this title includes any executive department, military 
department, Government corporation, Government controlled 001'
I>oration, or other establishment in the executive branch of the 
Government (including the Executive Office of the President), or any 
independent regUlatory agency. 

5 



APPENDIX 2.-TEXT OF THE PRIVACY ACT 

Public Law 93-579: 
The Privacy Act of 1974 

Be it enacted by the Senate and House of Representatives of the United 
States of America in Congress assembled, That this Act ¥lay be cited as the 
"Privacy Act of 1974." 

Sec. 2. 

(a) 

(b) 

The Congress finds that-
(1) the privacy of an individual is directly affected by the 

collection, maintenance, use, and dissemination of personal 
information by Federal agencies; 

(2) the increasing use of computers and sophisticated information 
technology, while essential to the efficient operations of the 
Government, has greatly magnified the harm to individual 
privacy that can occur from any collection, maintenance, use, 
or dissemination of personal information; 

(3) the opportunities for an individual to secure employment, 
insurance, and credit, and his right to due process, and other 
1egal protections are endangered by the misuse of certain 
information systems; 

(4) the right to privacy is a personal and fundamental right 
protected by the Constitution of the United States; and 

(5) in order to protect the privacy of individuals identified in 
information systems maintained by Federal agencies, it is 
necessary and proper for the Congress to regulate the 
collection, maintenance, use, and dissemination of informa
tion by such agencies .. 

The purpose of this Act is to provide certain safeguards for an 
individual against an invasion of personal privacy by requiring 
Federal agencies, except as otherwise provided by law, to-
(1) permit an individual to determine what re<;ords pertaining to 

him are collected, maintained, used, or disseminated by such 
agencies; 

(2) permit an individual to prevent records pertaining to him 
obtained by such agencies for a particular purpose from being 
used or made available for another purpose without his 
consent; 

(36) 
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(3) 

(4) 

(5) 

(6) 

Sec. 3. 
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permit an individual to gain access to information pertaining 
to him in Federal agency records, to have a copy made of aU 
or any portion thereof, aI\d to correct or amend such records; 
collect, maintain, use. Or disseminate any record of identifi
able personal information in a manner that assures that such 
action is for a necessary and lawful purpose, that the 
information is current and accurate for its intended use, and 
that adequate safeguards are provided to prevent misuse of 
such information; 
permit exemptions from the requirements with respect to 
records provided in this Act only in those cases where there is 
an important public policy need for such exemption as has 
been determined by specific statutory authority; and 
be subject to civil suit for any damages which occur as a result 
of willful or intentional action which violates any individual's 
rights under this Act. 

Title 5, United States Code, is amended by adding after section 552 the 
following new section: 

"552a. Records maintained on individuals 

"(a) DEFINITIONS. - For purposesn(this section-
"(1) the term 'agency' means agency as defined in section 552(e) of 

this title; 
"(2) the term 'individual' means a.citizen ofthe United States or an 

alien lawfully admitted for permanent residence; 
"(3) the term 'maintain' includes maintain, collect, use, or dis:.'i'mi

nate; 
"(4) the term 'record' means any item, collection, or grouping of 

information about an individual that is mairitaineg by an 
agency, including, but not limited to, his education, fiilaricial 
transactions, medical history, and criminal or employment 
history and that contains his name, or the identifying nlJmber, 
symbol, or other identifying particular assigned t.o the 
individual, such as a finger or voice print or a photograph; 

"(5) the term 'system of records' means a group of any records 
under the control of any agency from which information is 
retrieved by the name of the individual or by some identifying 
numher. symbol, or other identifying particular assigned to 
the individual; 

"(6) the term 'statistical record' means a record in a system of 
records maintained for statistical research or reporting 
purposes only and not used in whole or in part in making any 
determination about an identifiable individual, except as 
provided by section 8 of title 13; and 

"(7) the term 'routine use' means, with respect to the disclosure of 



"(b) 

"(c) 
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a record, the use of such record for a purpose which is 
compatible with the purpose for which it was collected. 

CONDITIONS OF DISCLOSURE. - No agency shall disclose any 
record which is contained in a system of records by any means of 
communication to any person, or to another agency, except 
pursuant to a written request by, or with the prior consent of, the 
individual to whom the record pertains, unless disclosure of the 
record would be-
"(1) to those officers and employees ofthe agency which maintains 

the record who have a need for the record in the performance 
of their duties; 

"(2) required under section 552 ()fthis title; 
"(3) for a routine use as defined in subsection (a)(7) of this section 

and described under subsection (e)(4)(D) of this section; 
"(4) to the Bureau of the Census for purposes of planning or 

carrying out a census of surveyor related activity pursuant to 
the provisions of title 13; 

"(5) to a recipient who has provided the agency with advance 
adequate written assurance that the record will be used solely 
as a statistical research or reporting record, and the record is 
to be transferred in a form that is not individually identifiable; 

"(6) to the National Archives of the United States as a record 
which has sufficient historical or other value to warrant its 
continued preservation by the United States Government, or 
for evaluation by the Administrator of General Services or his 
designee to determine whether the record has such value; 

"(7) to another agency or to an instrumentality of any governmen
tal jurisdiction within or under the control of the United 
States for a civil or criminal law enforcement activity if the 
activity is authorized by law, and if the head of the agency or 
instrumentality has made a written request to the agency 
which maintains the record specifying the particular portion 
desired and the law enforcement activity for which the record 
is sought; 

"(8) to a person pursuant to a showing of compelling circumstanc
es affecting the health or safety of an individual ifupon such 
disclosure notification is transmitted to the last known 
address of such individual; 

"(9) to either House of Congress, or, to the extent of matter within 
its jurisdiction, any committee or subcommittee thereof, any 
joint committee of COI).gress or subcommittee of any such 
joint committee; 

"(10) to the Comptroller General, or any of his authorized represen
tatives, in the course of the performance of the duties of the 
General Accounting Office; or 

"(11) pursuant to the order of a court of competent jurisdiction. 
ACCOUNTING OF CERTAIN DISCLOSURES.-Each agency, 
with respect to each system of records under its control, shall-

., 
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"(1) except for disclos\lres made under subsections (b)(I) or (b)(2) 
of this section, keep an accurate accounting of-
"(A) the date, nature, and purpose of each disclosure of a 

record to any person or to another agency made under 
subsectiort (b) of this section; and 

"(B) the name and address of the person or agency to whom 
the disclosure is made; 

"(2) retain the accounting made under paragraph (1) of this 
subsection for at least five years or the life of the record, 
whichever is longer, after' the disclosure for which the 
accounting is made; 

"(3) except for disclosures made under subsection (b)(7) of this 
section, make the accounting made under paragraph (l) of 
this subsection available to the individual named in the record 
at his request; and 

"(4) inform any person or other agency about any correction or 
notation of dispute made by the agency in accordance with 
subsection (d) of this section of any record that has been 
disclosed to the person or agency if an accounting of the 
disclosure was made. 

"(d) ACCESS TO RECORDS.-Each agency that maintains a system 
of records shall-
"(1) upon request by any individual to gain access to his record or 

to any information pertaining to him which is contained in the 
system, permit him and upon his request, a person of his own 
choosing to accompany him, to review the record and have a 
copy made of all or any portion thereof in a fOITll comprehen
sible to him, except that the agency may require the individual 
to furnish a written statement authorizing discussion of that 
individual's record in the accompanying person's presence; 

\'(2) permit the individual to request amendment of a record 
pertaining to him and-
"(A) not later than 10 days (excluding Saturdays, Sunuays, 

arid legal public holidays) after the date of receipt of 
such request, acknowledge in writing such receipt; and 

"(B) promptly, either-
"(i) make any correction of any portion thereof which 

the individual believes is not accurate, relevant, 
timely, or complete; or 

"(ii) inform the individual of its refusal to amend the 
record in a~ordance with his request, the reason 
for the refusal, the procedures established by the 
agency for the individual to request a review of 
that refusal by the head of the agency or an officer 
designated by the head of the agency, and the 
name and business address of that official; 

"(3) permit the individual who disagrees with the refusal of the 
agency to amend his record to request a review of such refusal, 
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and not later than 30 days (excluding Saturdays, Sundays, and 
legal public holidays) from the date on which the individual 
requests such review, complete such review and make a final 
determination unless, for good cause shown, the head of the 
agency extends such 30-day period; and if, after his review, 
the reviewing official also refuses to amend the record in 
accordance with the request, permit the individual to file with 
the agen,cy a concise statement setting forth the reasons for his 
disagreement with the refusal of the agency, and notify the 
individual of the provisions for judicial review of the review
ing official's determinatiQri under subsection (g)(I)(A) of this 
section; 

"(4) in any disclosure, containing information about which the 
individual has filed a statement of disagreement, occurring 
after the filing of the statement under paragraph (3) of this 
subsection, clearly note any portion of the record which is 
disputed and provide copies of the statement and, if the 
agency deems it appropriate, copies of a concise statement of 
the reasons of the agency for not making the amendments 
requested, to persons or other agencies to whom the disputed 
record has been disclosed; and 

"(5) nothing in this section shall allow an individual access to any 
information compiled in reasonable anticipation of a civil 
action or proceeding. 

"(e) AGENCY REQUIREMENTS.-Each agency that maintains a 
system of records shall-
"(1) maintain in its records only such information about an 

individual as is relevant and necessary to accomplish a 
purpose of the agency required to be accomplished by statute 
or by executive order of the President; 

"(2) collect information to the greatest extent practicable directly 
from the subject individual when the information may result 
in adverse determinations about an individual's rights, bene
fits, ~nd privileges under Federal programs; 

"(3) inform each individual whom it asks to supply information, 
on the form which it uses to collect the information or on a 
separate form that can be retained by the indiviqual-
"(A) the authority (whether granted by statute, or by execu

tive order of the President) which authorizes the 
solicitation of the information and whether disclosure of 
such information is mandatory or voluntary; 

"(B) the principal purpose or purposes for which the informa
tion is intended to be used; 

"(C) the routine uses which may be made of the information, 
as published pursuant to paragraph (4)(D) of this 
subsection; and 

"(D) the effects on him, ifany, of not providing all or any part 
of the requested information; 

" 
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subject to the provisions of paragraph (ll) of this subsection, 
publish in the Federal Register at least annually a notice of the 
existence and character of the system of records, which notice 
shall include-
"(A) the name and location of the system; 
"(B) the categories of individuals on whom records are 

maintained in tbe system; 
"(C) the categories of records maintained in the system; 
"(0) each routine use of the r"cords contained in the system, 

including the categories of users and the purpose of such 
use; 

"(E) the policies and practices of the agency regarding 
storage, retrievabiliiy, access controls, retention, and 
disposal,of the records; 

"(F) the title and business adgress of the agency official who 
is responsible for the system of records; 

"(G) the agency procedures whereby an individual can be 
notified at his request if the system of records contains a 
record pertaining to hiin; 

"(H) the agency procedures whereby an individual can be 
notified at his request how he can gain access to any 
record pertaining to him contained in the system of 
records, and how he can contest its content; and 

"(I) the categories of sources of records in the system; 
maintain all records which are used by the agency in making 
any determination about any individual with such accuracy, 
relevance, timeliness, and completeness as is reasonably 
necessary to assure fairness to the individual in the determina
tion; 
prior to disseminating any record about ali individual to any 
person other than an agency, unless the dissemination is made 
pursuant to subsection (b)(2) ofthis section, make reasonable 
efforts to assure that such records are accurate, complete, 
timely, and relevant for agency purposes; 
maintain no record describing how any individual exercises 
rights guaranteed by the First Amendment unless expressly 
authorized by statute or by the individual about whom the 
record is maintained or unless pertinent to and within the 
scope of an authorized law enforcement activity; 
make reasonable efforts to serve notice on an individual when 
any record on such individual is made available to any person 
under compulsory legal process when such process becomes a 
matter of public record; 
establish rules of conduct for persons involved in the design, 
deve~opment, operation, or maintenance of any system of 
records, or in maintaining any (ecord, and instruct each such 
person with respect to such rules and the reqUirements of this 
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section, including any other rules and procedures adopted 
pursuant to this section and the penalties for noncompliance; 

"(10) establish appropriate administrative, technical, and physical 
safeguards to insure the security and confidentiality of records 
and to protect against any anticipated threats or hazards to 
their security or integrity which could result in substantial 
harm, embarrassment, inconvenien(;e, or unfairness to any 
individual on whom information is maintained; and 

"(11) at least 30 days prior to publication of information under 
paragraph (4)(D) of this subsection, publish in the Federal 
Register notice of any new use or intended use of the 
information in the system, and ,provide an opportunity for 
interested persons to submit written data, views, or arguments 
to the agency. 

"(0 AGENCY RULES,-In order to carry out the provisions of this 
section, each agency that maintains a system of records shall 
promulgate rules, in accordance with the requirements (including 
general notice) of section 553 ofthis title, which shall-

"(g) 

"(1) establish procedures whereby an individual can be notified in 
response to his request if any system of records named by the 
individual contains a record pertaining to him; 

"(2) define reasonable times, places, and requirements for identify
ing an individual who requests his record or information 
pertaining to him before the agency shan make the record or 
information available to the individual; 

"(3) establish procedures for the disclosure to an individual upon 
his request of his record or information pertaining to him, 
including special procedure, if deemed necessary, for the 
disclosure to an individual of medical records, including 
psychological records, pertaining to him; 

"(4) establish procedures for reviewing a request from an individu
al concerning the amendment of any record or information 
pertaining to the individual, for making a determination on 
the request, for an appeal within the agency of an initial 
adverse agency determination, and for whatever additional 
means may be necessary for each individual to be able to 
exercise fully his rights under this section; and 

"(5) establish fees to be charged, if any, to any individual for 
making copies of his record, excluding the cost of any search 
for and review of the record, 

The Office of the Federal Register shall annually compile and 
publish the rules promulgated under this subsection and agency 
notic~s published under subsection (e)(4) of this section in a form 
available to the public at low cost. 

"(I) CIVIL REMEDIES.-Whenever any agency 
"(A) makes a determination under subsection (d)(3) of this 
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section not to amend an individual's record in accor
dance with his request, or fails to make such review in 

. conforntity with that subsection; 
"(B) refuses to comply with an individual request under 

subsection (d)(l) of this section; 
"(C) fails to maintain any record concerning any individual 

with such accuracy, relevance, timeliness, and complete
ness as is .n~cessary to assure fairness in any determina
tion relating to the qualifications, character, rights, or 
opportunities of, or benefits to the individual that may 
be made on the basis of such record, and consequently a 
determination is made which is adverse to the individu
al; or 

"CD) fails to comply with any other provision of this section, 
or any rule promulgated thereunder, in such a way as to 
have an adverse effect on an individual. 

the individual may 1?ring a civil action against the agency, and 
the district courts of the United. States shall have jurisdiction 
in the matters under ilie provisions of this subsection. 

"(A) In any suit brought under the provisions of subsection 
(g)(I)(A) of this section, the court may order the agency 
to amend the individual's record in accordance with his 
request or in s\lchother way as the court may direct. In 
such a case the court shall determine the matter de novo. 

"(B) The court may assess against the United States reason
able attorney fees and either litigation costs reasonably 
incurred in any case under this paragraph in which the 
complainant has substantially prevailed. 

"(A) In any suit brought under the provisions of subsection 
(g)(I)(B) of this section, the court may enjoin the agency 
from withholding the records and order the production 
to the complainant of any agency records improperly 
withheld from him. In such a case the court shall 
determine the matter de nQvo, and may examine the 
contents of any agency records in camera to d~termine 
whether the records or any portion thereof may be 
withheld under any of the exemptions set forth in 
subsection (k) of this section, and the burden is on the 
agency to sustain its action. 

"(B), The court may assess against the United States reaSOfr
able attorney fees and other litigation costs reasonably 
incurred in any case under this paragraph in .which the 
complainant has substantially prevailed. 

In any suit brqught under the provisions of subsection 
(g)(IXC) or (D) of this section in which the court determines 
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that the agency acted in a manner which was intentional or 
willful, the United States shall be liable to the individual in an 
amount equal to the sum of-
"(A) actual damages sustained by the individual as a result of 

the refusal or failure, but in no case shall a person 
entitled to recovery receive less than the sum of $1,000; 
and 

"(B) the costs of the action together with reasonable attorney 
fees as determined by the court. 

"(5) An action to enforce any liability created under this section 
may be brought in the district court of the United States in the 
district in which the complainant resides, or has his principal 
place of business, or in which the agency records are situated, 
or in the District of Columbia, without regard to the amount 
in controversy, within two years from the date on which the 
cause of action arises, except that where any agency has 
materially and willfully misrepresented any information 
required under this section to be disclosed to an individual 
and the information so misrepresented is material to establish" 
ment of liability of the agency to the individual under this 
section, the action may be brought at any time within two 
years after discovery by the individual of the misrepresenta
tion. Nothing in this section shall be construed to authorize 
any civil action by reason of any injury sustained as the result 
of a disclosure of a record prior to the effective date of this 
.,ection. 

"(h) RIGHTS OF LEGAL GUARDIANS.-For the purposes of this 
section, the parent of any minor, or the legal guardian of any 
individual who has been declared to be incompetent due to physical 
01' mental incapacity or age by a court of competent jurisdiction, 
may act on behalf of the individual. 

"(i) 
"(1) CRIMINAL PENALTIES.-Any 9fficer or employee of an 

agency, who by virtue of his employment or official position, 
has possession of, or access to, agency records which contain 
individually identifiable information the disclosure of which is 
prohibited by this section or by rules or regulations estab
lished thereunder, and who knowing that disclosure of the 
specific material is so prohibited, willfully discloses the 
material in any manner to any person or agency not entitled 
to receive it, shall be guilty of a misdemeanor and fined not 
more than $5,000. 

"(2) Any officer or employee of any agency who willfuHy main
tains a system of records without meeting the notice require
ments of subsection (e)(4) of this section shall be guilty of a 
misdemeanor and fined"not more than $5,000. 

"(3) Any person who knowingly and willfully requests or obtains 
any record concerning an individual from an agency under 

" 
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false pretenses be guilty of a misdemeanor and fined not more 
than $5,000. 

"(j) GENERAL EXEMPTIONS.-The head of any agency may 
promulgate rules, in accordance with the requirements (including 
general notice) of sections 553(b)(l), (2), and (3), (c), and (e) of this 
title, to exempt any system of records within the agency from any 
part of this section except subsections (b), (c)(l) and (2), (e)(4)(A) 
through (F), (e)(6), (7), (9), (10), and (11), and (i) if the system of 
records is-
"(i) maintained by the Central Intelligence Agency; or 
"(2) maintained by an agency or comp.onent thereof which 

performs as its principal function any activity pertaining to 
the enforcement of criminal laws, including police efforts to 
prevent, control, or reduce crime or to apprehend criminals, 
and the activities of prosecutors, courts, correctional, proba~ 
tion, pardon, or parole authorities, and which consists of (A) 
information compiled for the purpose of identifying individu
al criminal offenders and alleged offenders and consisting 
only of identifying data and 'notations of arrests, the nature 
and disposition of criminal charges, sentencing, confinement, 
release, and parole and probation status; (B) information 
compiled for the purpose of a criminal investigation, including 
reports of informants and investigators, and associated with 
an identifiable individual; or (C) reports identifiable to an 
individual compiled at any stage of the process of enforce
ment of criminal laws from arrest or indictment through 
release from supervision. 

At the time rules are adopted under this subsection, the agency shall 
include in the statement required under section 553(c) of this titb, 
the reasons' why the system of records is to be exempted from a 
provision of this section. 

"(k) SPECIFIC EXEMPTIONS.-The head of any agency may pro
mulgate rules, in accordance with the requirements (including 
general notice) of sections 553(b)(I), (2), and (3), (c), and (e) of this 
title, to exempt any system of records within the agency from 
subsections (c)(3), (d), (e)(l), (e)(4)(G), (H), and (I) and (f) of this 
section if the system of records is-
"(1) subject to the provisions of section 552(b)(I) ofthis title; 
"(2) investigatory material compiled for law enforcement purpos

es, other than material within the scope of subsection (j)(2) of 
this section: Provided, however, That if any individual is 
denied any-right, privilege, or benefit that he would otherwise 
be entitled by Federal Law, or for which he would otherwise 
be eligible, as a result of the maintenance of such material, 
such material shall be provided to such individual,except to 
the extent that the disclosure of such material would reveal the 
identity of a source who furnished information to the 
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Government under an express proniise that the identity of the 
source would be held in confidence, or, prior to the effective 
date ofthis section, under an implied promise that the identity 
of the source would be held in confidence; 
maintained in connection with providing protective services 
to the Presid~nt of the United States or other individuals 
pursuant to Section 3056 of title 18; 
required by statute to be maintained and used solely as 
statistical records; 
investigatory material compiled solely for the purpose of 
determining suitability, eligibility, or qualifications for Feder-
al civilian employment, military servi~e, Federal contracts, or 
access to classified information, but only to the extent that the 
disclosure of sllch material would reveal the identity of a 
source who furnished information to the Government under 
an express promise that the identity of the source would be 
held in confidence, or, prior to the effective date of this 
section, under an implied promise that the identity of the 
source would be held in confidence; 
testing or examination material used solely to determine 
individual qualifications for appointment or promotion in ,the 
Federal service the disclosure of which would compromise the 
objectivity or fairness of the testing or examination process; 
or 
evaluation material used to determine potential for promotion 
in the armed services, but only to the extent that the disclosure 
of such material would reveal the identity of a source who 
furnished information to the Government under an express 
promise that the identity of the source would be held in 
confidence, or, prior to the effective date of this section, under 
an implied promise that the identity of the source would be 
held in confidence. 

At the time rules are adopted under this subsection, the agency shall 
include in the statement required under section 553(c) of this title, 
the reasons why the system of records is to be exempted from a 
provision of this section. 

"(I) ARCHlY AL RECORDS.-
"(I) Each agency record which is accepted by the Administrator of 

General Services for storage, processing, and servicing in 
accordance with section 3103 of title 44 shall, for the purposes 
of this section, 'be considered to be maintained by the agency 
which deposited the record and shall be subject to the 
provisions of this section. The Administrator of General 
Services shall not disclose the record except to the agency 
which maintains the record, or under rules established by that 
agency which are not inconsistent with the provisions of this 
section. 
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"(2) Each agency record pertaining to an identifiable individual 
which was transferred to the National Archives of the United 
States as a record whioh has sufficient historical or other value 
to warrant its continued preservation by the United States 
Govemment, prior to the effective date of this sectio~, shall, 
for the purposes of this section, be considered to be main
tained by the National Archives and shall notbe subject to 
the provisions of this section, except that a stateIilent 
gene:rally describing such records (modeled after the require
ments relating to records subject to subsections (e)(4)(A) 
through (G) of this section) shall be published in the' Federal 
RegIster. 

"(3) Each agency record pertaining to an identifiable individual 
which is transferred to the National Archives of the United 
States as a record which has sufficient historical or other value 
to warrant its continued preservation by the United States 
Government, on or after the' effective date of this section, 
shall, fot the purposes of this section, be considered to be 
maintained by the National Archives and shall be exempt 
from the requirements of this section except subsections 
(e)(4}(A) through (G) and (e)(9),ofthis section. 

"(m) GOVER.'NMENT CONTRACfORS.-,When an agency prov!des 
by a cOlitract for the operation by or on behalf of th~ agency of a 

, system of records to accomplish an agency function, the agency 
shall, consistent with its authority, cause the requirements of this 
section ,to be applied to such system. For purposes of subsection (i) 
of this se'Ction any such contractor and any employee of such 
contractor, if such contract is agreed to on or after the effective date 
of this s,cction, shall be considered to be an employee of an agency. 

"(n) MAILING LISTS.-An individual's name and address may not be 
sold or rented by an agency unless such action is specifically 
authorized by law. This provision shall not be construed to require 
the withholding of names and addresses' otherwise permitted to be. 
made public. 

"(0) REPORT ON NEW SYSTEMS.-Eachagency shall provide 
adequate advance notice t.o Congress and' the Office of Manage .. 
ment and Budget of any proposal to establish or alter any system of 
records in order to permit an evaluation of the probable or potential 
effect of such proposal on the privacy and other. personal or 
property rights of individuals or the disclosure of information 
relating to such individuals, and its effect on the the preservation of 
the constitutional principles offederalism and separation of powers . 

U(p) ANNUAL REPORT.-The President shall submit to the Speaker 
of the House and the President of the Senate, by June 30 of each 
calendar year, a consolidated report, separately listing for each 
Federal agency the number of records contained in any system of 
records which were exempted from the application of this section 
under the 'provisions of subsections (j) and (k)of this section during 
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the preceding calendar year, and the reasons for the exemptions, 
and such other information as indicates efforts to administer fully 
this section. . ' 
EFFECT OF OTHER LAWS.-No agency shall rely on any 
exemption contained in section 552 of this title to withhold from an· 
individual any record which is otherwise accessible to such 
individual under the provisions of this section." 

Sec. 4. 

The Chapter analysis of chapter 5 of title 5, United States Code, is amended 
by inserting: 

"552a. Records about individuals." 

immediately below: . 

"552. Public information; agency rules, opinions, orders, and 
proceedings." . 

[Section 5 of the Privacy Act established a 
Privacy Protection Study Commission for a period of 
two years.. Its tenn has now expired. Among other 
things, the Commission was charged with the responsi
bility of assessing the effectiveness of privacy 
protections throughout the society. In July 1977, 
it issued a report entitled "Personal Privacy in an 
Information Society" which proposed a series of 
recommendations directed toward safeguarding personal 
privacy in both. the public and private sector. This 
report can be obtained from the Superintendent of 
Documents, Government Printing Office, Washington, D. C. 
20420 for a charge of $5.] 

Sec. 6. 

The Office of Management and Budget shall-

(1) develop guidelines and regulations for the use of agencies in 
implementing the provisions of section 552aoftitle 5, United 
States C0ge,as added by section 3 of this Act; and 

(2) providecontinu~ng assistance to and oversight of the imple
mentation ofthe provisions of such section by agencies. 
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(1) It shall be unlawful for any Federal, State or local government 
agency to deny to any individual any right, benefit, or 
privilege provided by law because of such individual's'refusal 
to disclose his social security account number. 

(2) The provisions of paragraph(l) of this subsection shall not 
apply with respect to-
(A) any disclosure whJj;h is required by Federal statute, or 
(B) the disclosure of a social security number to any 

Federal, State, or local agency maintaining a system of 
records in existence and operating before January 1, 
1975, if such disclosure was required under statute or 
regulation adopted prior to such date to verify the 
identity of an individual. . 

(b) Any Federal, State, or local government agency which requests an 
individual to disclose his social security number to any Federal, 
State, or local agency maintaining a system of records in existence 
and operating before January 1, 1975, if such disclosure was 
required under statute or regulation a~opted prior to such date to 
verify the identity of an individual. 

(b) Any Federal, State, or local government agency which requests an 
individual" to disclose his social security account number shall 
inform that individual whether that disclosure is mandatory or 
voluntary, by what statutory or other authority suph number is 
solicited, and what uses will be made ofit. 

. Sec. 8. 

The provisions of this Act shall be effective on and after the date of 
enactment, except that the amendments made by section 3 and 4 shall 
become effective 270 days following the day on which this Act is enacted. 

Sec. 9. 

There is authorized to be appropriated to carry out the provisions of section 
5 of this Act for fiscal years 1975, 1976, and 1977 the sum of $1,500,000, 
except that not more than $750,000 may be expended during any such fiscal 
year. 
Approved December 31, 1974 
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APPENDIX 3.-ADDRESSF..8 OF SELEOTED GOVERNMEN'l' AGENClES* 

AOTION: 
AOTION 
806 Oonnecticut Avenue, N.W. 
Washington, D.O. 20525 

Administrative Conference of the United States: 
Administrative Conference of the United States 
Suite 500 
2120 L Street, N.W. 
Washin~on, D.O. 20037 

Agriculture;"Department of : 
Department of Agriculture 
Washington, D.C. 20250 

Air Force, Department of the! 
Department of the Air Force 
The Pentagon 
Washington, D.C. 20330 . 

Alcohol, Drug Abuse, and Mental Health Administration: 
Alcohol, Drug Abuse, and Mental Health Admi~stration 
5600 Fishers Lane 
Rockville, Maryland 20857 

Alcohol, Tobacco and Firearms, Bureau of : 
Bureau of Alcohol, Tobacco, and Firearms 
1200 Pennsylvania Avenue, N.W. 
Washington, D.O. 20226 

American Battle Monuments Commission: 
American Battle Monuments Commission 
40014 Forrestal Bldg. 
Washington, D.O. 20314 

Appalachian Regional Commission: 
Appalachian Regional Commission 
1666 Connecticut Avenue, N.W. 
Washington, D.C. 20235 

Arms Control and Disarmament Agency: 
U.S. Arms Control and Disarmament Agency 
320 21st Street 
Washington, D.C. 20451 

Army, Department of the: 
Department of the Army 
The Pentagon 
Washington, D.O. 20314 

Census, Bureau of the: 
Bureau of the Census 
Federal Building 3 
Washington, D.C. 20233 

-Always remember to write "FOrA Request" or "PrIvacy Act Request" on bottom left
hand corner of your envelope. 
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Central Intelligence .Agency: 
Central Intelligence Agenny 
Washington, D.C. 20505 

Civil Aeronautics Board: 
Civil Aeronautics Board 

52 

1825 Connecticut Avenue, N.W. 
. Washington, D.C. 20428 
Civil Rights Commission: 

Civil Rights Commission 
1121 Vermont Avenue, N.W. 
Washington, D.C. 20425 

Civil Service Commission: 
Civil Service Conunission 
1900 E Street, N.W. 

I Washington, D.C. 20415 
Coastal Plains Regional Coinmission: 

Coastal Plains Regional Commission 
1725 K Street N.W. 
WashiJ}gi;on, D.C. 20006 

Commerce, Department of: 
Department of Commerce 
Washin~n, D.C. 20230 

Oommodity Futures Trading Commission: 
Commodity Futures Trading Commission 

/ 2033 K Street, N ;W. 
Washington, D.C. 20581 

Community Services Administration: 
Community Ser-vlces Administra.tion 
1200 19th Street, N.W. 
Washington, D.C. 20506 

Comptroller of the Currency, Office of: 
Office of Comptroller of the Currency 
490 L'Enfant Plaza E., S~W. . 
Washington, D.C. 20219 

Oonsumer Product Sa.fety Commis!;lion: 
111118th Street, N.W. 
Consumer Product Safety Commission 
Washingt;on, D.C. 202Q7 

CopY!ight Office: 
Copyright Office 
Liol'Rry of Congress 
Washington, D.C. 20559 

CUstoms Service, United States: 
U.S. Customs Service 
1301 Constitution Avenue, N.W. 
Washington, D.C. 20229 

Defense, Department of: . 
Dep'artment of Defense 
The Pentagon 
Washington, D.C. ~9301 
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Defense Contracts Audits .Agency: 
Defense Contracts Audits Agency 
Oameron Station ' 
Alexandria, Virginia 22314 

Def~nse Intelligence Agency: 
Defense In.telliCtP,nce Agency 
RDS-3A t:>;-

Washin~,D.O. 20301 
Defense Investigative Service: 

Defense Investigative Service 
D0020 
Washin~n, D.C. 20304 

Defense LogIstics Agency: 
Defense Logistics Agency 
Cameron Station 
Alexandria, Virginia 22314 

Defense Mapping Agency: 
Defense Mapping Agency 
Na.valObservatory 
Washington, D.O. 20305 

Disease Oontrol, Center for: 
Center for Disease Control 
Atlanta, Georgia 30333 

Economic Development Administration: 
Department of Commerce 
14th & Constitution Avenue"N.W. 
Washin~on, D.C. 20230 

Education, Office of: 
Office of Education 
400 Maryla.nd Avenue, S.W. 
Washington, D.C. 20202 

Energy, Department of: 
. Department of Energy 
U. S. Department of Energy 
Washington, D.C. 20461 

Environmental Protection Agency: 
Environmental Protection Agency 
401 M Street, S.W. . 
Washingt()n D.C. 20460 

Environmental Quality, Council on: . 
Council on Environmental Quality . 
722 Ja~kson: Place, N.W. 
Washington, D.C. 20006 . .' 

Equal EmploYD!ent Opportunity Commission: . 
Equal Employment Opportunity Commission 
2401 E Street N.W. . 
Washington, D.C. 205.06 

Exp()rt-Import Bank of the U.S.: 
Export·Import Bank of the U.S. 
811 Vermont Avenue, N.W. 
Washington, D.C. 205'11 



Farm Oredit Administration: 
Farm Oredit Administration 

·490 L'Enf;!tnt Plaza, S.W:. 
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Washington, D.O. 20578 
FederaUviation Administration: 

Federal Aviation Administration (FAA) 
800 Independence Avenue, S.W. 
Washington, D.O. 20591 

Federal Bureau of Investigation: 
Federal Bureau of Investigation 
9th and Pennsylvania Avenue, N.W. 
Washington, D.O. 20535 

Federal Oommunications Oommission: 
Federal Oommuni,,1ations Oommission 
1919 M Street, N."W. 
Washington, D.O. £10554 

Federal Deposit Insurance Oorporation: 
Federal Deposit Insvxance Corporation 
550 17th Street, N.W. 
Washington, D.O. 204J?9 

Federal Election Oommission: 
Federal Election Oommission 
1325 K Street, N.W. 
Washington, D.O. 20463 

Federal Highway Administrli\tion : 
Federal Highway Administration 
400 7th Street, S.W. 
Washington, D.O. 20590 

Federal Home Loan Bank Board: 
Federal Home Loan Bank B,oard 
320 First Street, N.W. 
Washington, D.C. 20552 

Federal Maritime Oommission: 
Federal Maritime Oommission 
1100 L Street, N.W. 
Washington, D.C. 20573 

Federal Mediation and Oonciliation Service: 
Federal Mediation and Oonciliation Service 
2100 K Street, N.W. 
Washington, D.O. 20427 

Federal Power Oqmmission: 
Federal Power Oommission 
825 North Oapitol Street 
Vvashington, D.O. 20426 

Federal Trade Oommission : 
Federal Trade Oommission 
6th and Pennsylvania Avenue. N.W. 
Washington, D.O. 20580 . 

Food and Drug Administration: 
Food and Drug, Administration 
5600 Fishers Lane 
Rockville, Maryland 20857 

l 
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Foreign Claims Settlement Commission: 
. Foreign. Claims Settlement Commission 

1111 2Dth Street, N.W. 
Washington, D.C. 20'1>79 

General Accounting Office: 
General Accounting Office 
441 G. Street, N.W. 
Washington, D.C. 20548 

General Services Administration: 
General Services Administration 
18th and F Streets, N.W. 
'Washington, D.C. 20'40'5 

Health Care Financing Administration: 
. Health Care Financing Administration 

330' C Street, S.W. 
Washington, D.C. 20'20'1 . 

IIealth, Education, and Welfare, Department of : . 
U.S. Department of Health, E-ducation, and Welfare 
20'0 Independence Avenue, S.W. 
Washington, D.C. 20'201 

Health Resources Administration: 
Health Resources Administration 
a7DO East West Highway 
Hyattsville, Maryland 20''182 

Health Service .A.dministration: 
Health Services Administration 
5600' Fishers Lane 
Roc,mIle, Maryland _ 2OS5'T 

Housing:and Urban Development, Department of: , 
Dep~;l.'tment of Housing and Urban. Development' 
Washington, D.C. 20'410 ., 

Immigration and Naturalization Service: . 
Immigration and Naturalization Service 
425 I Street, N.W. 
Washin~~n, D.C. 20536' 

Indian Claims Commission; 
Indian Claims. Commission 
1130' K Street, N.W. 
Washington, D.C. 2000'6 

Information Agency, U.S. (USIA): 
U.S. Inforrofi,tion Agency 
1750' Pennsylvania Avenue, N.W. 
'Y" ashington, p.O. 20'547 

Intenor, Departm('1p.t of:' 
Department o£~he Interior 
18th and C Str~\~t, N.W. 
Washington, D.~~. 20'240 

Internal Revenue Sellyice: 
Internal Revenue\ Service 
1111 Constitution'A.venue, N.W. 
Washington, D.C. 20224 

" I 
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International Development, Agency for (AID) : 
Agency for International Development 
21st and Virginia Avenue, N.W. 
Washington, D.C. 20532 

International Trade Commission, U.S. : 
U.S. International Trade Commission 
701 E Street, N.W. 
Washington, D.C. 20436 

Interstate Commerce Commission: 
Interstate Commerce Commission 
12th and Constitution Avenue, N.W. 
Washington, D.C. 20423 

Justice, Department of: 
Department of ,Justice 
Washington, D.C. 20530 

Labor, Department of : 
Department of Labor 
Washington, D.C. 20210 

Law Enforcement Assistance Administration: 
Law Enforcement Assistance Administration 
633 Indiana Avenue, N.W. 
Washington, D.C. 20531 

Maritime Administration: 
Maritime Administration 
Washington, D.C. 20230 

National Aeronautics and Space Administration: 
National Aeronautics and Space Administration 
400 Maryland Avenue, S.W. 
Wasliington, D.C. 20546 

National Archives and Records Service: 
National Archives and Records Service 
Washington, D.C. 20408 

National Credit Union Administration: 
National Credit Union Administration 
2025 M Street, N.W. 
WaEihington, D.C. 20456 

National Endowment for the Arts: 
National Endowment for the Arts 
806 15th Street, N.W. 
Washington, D.C. 20506 

National Endowment for the Humanities: 
National Endowment for the Humanities 
806 15th Street, N.W. 
Washington, D.C. 20506 

National Highway Tmffic Safety Administration: 
National High way Traffic Administration 
400 7th Street, S.W. 
Washington, D.C. 20590 

National Institute of Education: 
National Institute of Education 
1200-19th Street, N.W. 
Washington, D.C. 20208 
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JS ational Institutes of Health: 
National Institutes of Health 
9000 Rockville Pike 
Rockville, Maryland 20014 

National Labor Relations Board: 
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N at.ional La.i>or Relations Board 
1717 ~ejmsylvania Avenue, N.W. 
Washmgton,·D.C. 20570 

N a'l;.ional'Oceanic and Atmospheric Administration: 
National Oceanic· and Atmospheric Administration 
GOIO-Executive Blvd. 

, Rockville,·Maryland 20852 
National Railroad Passenger Corporation: 

National Railroad Passenger Corporation (AMTRAK) : 
955 North L'Enfant Plaza, S.W. 
Washington, D.C. 20024 ' 

National SClenoo Foundation: 
National Science Foundation 
1800 G Street, N.W. 
Washington, D.C. 20550 

National Security Agency: 
National Security AJI.ency 
Fort George Meade, 'Maryland 20755 

N a.tional SecurIty Council: ' . 
National· SecuritY" Council 
Qld Executive Office Building 
Washington, D.C. 20506 

National Transportation Safety Board: 
Nati.onal Transportation S8.:fety Board 
800 Indepe~denoo Avenue, S.W. 
Washington, D.C. 20594 . 

Navy! Dep(!.rtment of the: 
'Department of the Navy 
The Pentagon 
Washingt;on, D.C. 20350 

Nuclear Re~latolJ' Commission: 
N'uclear Regulatory Commission 
Washin2ton, D.C. 20555 ' 

Occupational Sde~y and Health Review Comm. ission: 
Oooupational Safety and Health Review Commission 
1825 K Street. N.W. 
Washington, D.C. 20006 

Office of Management and Budget: 
Office of Management and Budget 
Old Executive Office Building 
Washington, D.C. 20503 

Overseas PrIvate Investment Corporation: 
Overseas Private Investment Corporation, 

. . 1129 20th Street, N.W. 
Washingtolh D.C. 20527 

Postal Service, U;S.: 
V.S. Postal Seroce 
475 VEMant Plaza, S.W. 
W&shington, D.C. 20260 



Prisons, Bureau of: 
Bureau of Prisons 
320 First Street., N.W. 
Washington, D.C. 20534 

Public Health Service: 
Public Health Service 
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200 Independence Avenue, S.W. 
Washington, D.C. 20201 

Railroad Retirement Board: 
Railroad Retirement Board 
844 N. Rush Street 
Ohicago, Illinois 60611 

Renegptiation Board: .. 
Renegotiation Board 
2000 M Street., N.W. 
Washington, D.C. 20446 

Secret Service: 
U.S. Secret Service 
1800 G Street. N.W. 
Washington, D.C. 20223 

Securities and Exchange Commission: 
Securities and Exchange Commission 
500 NOl·th Oapitol Street 
Washington, D.C. 20549 . 

Selective Service System: 
Selective Service System 
600 E Street, N.W. 
Washington, D.C. 20435 

Small Business Administration: 
Small Business Administration 
1441 L Street, N.W. 
Washington D.C. 20416 

Social Security Administration: 
Social seCurity Administration 
6401 Security ·Blvd. 
Baltimore, Maryland 21235 

State.),. Department of: 
JJepartment of State 
Washington, D.C. 20520 

Tennessee Valley Authority (TVA): 
Tennessee Valley Authority 
400 Commerce Avenue 
Knoxville, Temlessee 37902 

Transportation, Department of: 
Department of Transportation 
400 7th Street, S.W. 
Washington, D.C. 20590 

Treasury, Department of: 
Department of the Treasury 
1500 Pennsylvania Avenue, N.W. 
Washington, D.C. 20220 
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Urban Mass Transit Administration: 
Urban Mass Transit Administration 
4001th Street, S."V. 
Washingtonl D.C. 20590 

Veterans Adinirustration: 
Veterans Administration 
Vermont Avenue, N.W. 
Washington, D.C. 20420 
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