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I. I IITlH)D(;CJ.'lOli 

1. lhe ASAP Ad Hoc Working Gruup on Physical Security RDL'&E vas activated 
on S Hovl!l:lber lCj74 by letter from the Honorable lIorman R. Augustine (ASA 
R1.D) to the Chairman. lhe 1erns of Reference for the IJorldnp, Gruup, as 
approved by the Executive Committee of ASAP, are included as Appendix B 
of this report. In essence, the Group \.IilS tasked to revi':!w the current 
status of the available means for preventinp, improper intrusion into ooD 
facilities; to assesS the onp,oiny, and planned Army RDT&£ prop,ram in the area 
of intrusion detection systems; and to recommend near-tern (0-3 years) ar.d 
longer-tert~ procedure!:) for upgradinl!, the quality of protectior. afforded OOD 
iac.ilities aRains: intruders. 

Tne ceobership of the Ad Hoc \.larking Croup is listed in Appenciix A. At 
tl,e time of their appointment, the r~eMberB of the Croup werf' intorned that 
the Matter of physical security, from the Arr.lY viewpoint, required ur~ent 
mid immediate attention. 10e primary reason for the r~neyed sense of urp,cncy 
vas a recent series of intrusions into arms ~ocos and lip,ht ar~s ammunition 
storag~ areas of various elements of the Army_ loe ~r1up was requested to 
supply its final report as rapidly as possible, and preferably by 15 January 
1~I7S . 

2. .\t its firsc meetin?, on 2()-21 :iovl-nber lY74, at Fort Belvoir, the Group 
considcrcc its cwerall chan:~e, rccflgnizinl1 that the TerMS of Referenc.e 
r.overs the protp.ction of all types of ~JD facilities. It was the concensus 
of the Group that a study of the complete probl~ and the issuance of a 
final report of the Grollp's findin?,s by 15 January lY75 constituted an 
~practical goal. It was concluded 9 however, that a Etudy JnQ analysis of 
the protection of arcs rooms and lir,ht arms ammunition storage areas could 
be accoi'lplished within the available tiMe frame. 

'Loerefore, sinc<! the protection of these areas ap,ainst intruders appears 
to be the najor source of inmediate conrern, the Grou~ dc~ideQ to concen­
trate on this specific part of the overall problen sp~ctrun, with the· objec­
tive of Meeting the prescribed 15 January deadline. loe present report 
contains the findings and recommendations of the Group relative to the arms 
room and aI'!Munition storage area question, and constituces Part 1 'of the 
Final Keport of the Group. 

It is ~vident that many of the conclusions reached relative to the 
protection of arlls rooms are also applicable, ·"ith appropriate modification, 
to other aspects of the overaLl phy~ical security problem. The presr:nt 
report thus serves as a base document for further consideration of allied 
questions. 

Followin~ issuance of this report, the Croup intends to continue its 
studies of nthcr facets of the overall intrusion prevention problem. 
Further findings ani recommendations will be concaineci in a Final Report: 
Part II. 



3. Follow:,.np, the intti'll neetinp, at. fort B~lv()ir. additional meetings 
of the Group as a whole ~e~e held on 1&-1~ December 1974 at Fort Hood, 
Texas, and on 15-16 January 1975 at Fort Belvoir. In the intervals bet­
ween meetinp,s, nembers af the Group made individual visits to various 
arms rooms and allied facilities connect(!d with Army p.lements. 

Preparation of this report was a Group effort, with considerable help 
from Hcssrs. J. E. Boneta and Ben C. Barker, USAHEROC, Hr. K. A. Grafton, 
HqDA, Col. Guy X. Huskerson, Jr., and Hr. John Nicholas, HQ AMC. 

11. THE THREAT: \-/110 IS A P(WENTIAt IllTRUDER? 
--~------~.----~-~~~~~.~~~~---

1. The losses of signtiicant ar.!ounts of weapons from Army stores pose 
a serious problen. There is the initial and manifest danger that such 
weapons will be used for violent purposes in the service of illegitimate 
parties both at horne and abroad. HOrf!over, an Army that cannot prevent 
ltS weapons from fallin~ into unauthorized hands cases doubt upon its own 
internal or~anization as well as del(!teriously affecting the Army's cred­
ibility aMonr, the national citizenry at large. 

While concern in this report is with the rather delimited area' of arms 
room security, He are co~nizant tht1t approxim<'tely r.alf of all weapons 
lesses in 1'371-74 appear to be unrelated to arms rooms. The possi:'ility 
should be kept in Mind titat major improvement in ar'ns room security may 
lead to increased weapons losses in other ~reas. e.g. tield exercises, 
and durint transit. t~evertheless, fnr the immediate purposes of this report. 
at.tention is focused on the threats to arms room and light ammunit.ion 
stora~t;!. The probleMS such as "losses" by individual soldiers, which in 
fact are perpetrated for purposes of subsequent sale, are profound and 
significant; howeve: no attempt has been made to address such areas in 
this report. 

The prelil'linary and basic question is, of course, whether there is a 
deGlonstrable threat to arms room security. The reported losses of 2.119 
weapons in lY71-1974 related to arMS rooms (e.g. illegal entry with Qr 
without force) indicate an affirmative answer ~s to the reality of the 
threat. However, a second and more involved question raises itself. Is 
there a patterned and/or increasing threat to arGlS room secyrity? Here 
che evidence is more fra~entary and inconclusive. If anything, there 
has been a decrease in weapons losses over the four-year period, although 
ammunition losses have remained at relatively consta.,t levels. 

2. The candid fact is that the available data is too cursory <'ud ;;uper­
ficial to allow for any definitive statement on which to predicate the 
nature of the significant threats to arms rt.)om ann allied security. Without 
tlJrtr.cr analysis and continued updating of the circUP.Istances surrounding 
l.Ieapons losses, characterizations of the threat to arms rooms will remain 
uncertain. 
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It ahould be noted lhat any empirical analysis of the threat to "rms 
eooms and arnrnr.lition storage facE:I.ties requires some kind of interpretive 
scheme. We a~e not in a position to offer a carefully designed model of 
weapons losses, however the followin~ should suffice for illustrative 
purposes: 

(a) Insider-OutEider, e.f!,., is a significant source of threat from a 
~ldier assigned to the unit in whi~h losses occur, another soldier frorn 
the installation, a DA or NG civilian e~ploye~, an ex-soldier or ex-employee, 
or a bona fide outsider? 

(b) lndividual-Gro~, is the threat from a culprit working entirelj 
alone, a culprit "'ho plans to sell the weapons to a group, or a c::JOsciously 
organiz~d group intent on weapons thefts? 

(c) Criminal-Political, is the stolen weapon for personal use or 
collec tion, for resal~ for proU.t, for criminal ac tivities of a conve.ntional 
sort. or for a politically revolutiollary purpose? 

To the degree that threats to arms rooms and a] lied facilities can be 
categorized into all or some of the above types, or any other typologies 
fur~~r research might uncover, the nature of the threat and protection 
therefrom can UP- mad~ more specific. Thus, for example, a threat coming 
from type 'insider-individual-criminal' may require security procedures 
quite different froo those coming from the type 'outsider-~roup-po1itical • 
Indeed, various coml::inations of the above hypothetical types can require 
al ternative security arrangemen ts. The kind of threat analysis proposed 
here is to be viewed as complementary and not a substitute for the more 
ordinary weapons losses data (e.g., manner of entry, type of weapons stolen, 
time of theft, etc.). 

3. Underlying any analysis of the threat from weapons thefts is the 
skill level of the possible thief. The unskilled intruder may be deterred 
by only minor improvements in pres\:!nt security arrangements. The truly 
skilled and orepared intruder can probably accomplish ~.,eapons thefts 
independent of any practicable s2curity measures. It is ~ri.th the semi­
skilled int::uder that l:lUCh of the problem of arms room security inheres. 
The Aemi-I:>killed intrud'2r mayor oay not be deterred by hardened facilities 
and by adequate systems for intrusion detection and response; although it 
\lould be re.asonable to conclude that these factors do act as substantial 
handicaps for the semi-skilled intruder. It is also conceivable that tor 
semi-skilled intruders, the improvement of arms room security might entail 
displacement of their activities to other arenas of weapons thefts. At the 
same time, however, improved arms room and ammunition storage security will 
reduce the likelihood of thefts by unskilled intrcders who might sell 
weapons ((or monetary gain to illegitimate groups. 
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\lith full awareness tha:: the threat is t:lulti-fa.:cted ,1nd not 1I1'1enable 
to easy specification, \Je do perceive that ~·,~;-.~.nhetical credible threat 
does exist, particularly frot:l what \Je have terned the semi-skilled intruder. 
1ne most dangerous semi-skilled intruder is rep,arded as a person highly 
motivated in a politically revolutionary nanner, and possessing high focl'Ial 
education or having 3ccess to such persons. lie. (or she) is probably a 
member 01 a subversive p,roup which advocates some foITol of violent confronta­
tion with the established political order and which has some experience in 
avoiding law enforcement agencies. Althou~h semi-skilled intruders do not 
typically possess the technical expertise of professional crininals, they 
can compensate for this by extensive pri( r planning and a w:tllinp,ness to 
suffer hir,h personal risks in the procurement of weapons. 

Tne existence of dedicated revolutionary groups on the American scene 
seems to be a reality which \,/i11 persist into the foreseeable future. 
'ine procurement of weapons by r.uch groups of seoi-skilled intruders l.wuld 
damDge the social fabric to a magnitude much v,reater than that inplied 
by s.l.milar activities by convlmtional criminnls or individual p,un collectors 
(as serious as these problemf are). t~reover. because surveillance of 
such groups has not been very effectual by governt:lental a~encies, the nost 
efficacious course in reducinp; weapons losses seems to be in the ir.lprOVI!t:lent 
of counter-intrusion security. Our concern with the se~i-skilled intruder 
is qualified, however, by the acknowled~ent that no weapons losses up t.) 
this point have b~en conclusively linked to such politically Qotivated 
revolutionaries. 

4. Precisel" because politi cally ootj.vated revolutionaries are not unique 
to the Unitf:d States, hut also threaten the \.1<:.11 being of other i/estern 
parliamentary de~ocracies, it \lould seel'l C!'linently suitable to take note 
of the pattern of weapons losses and attendant arns rOOM security measures 
in sone of. our NATU allies. In particular, it vould be informative to learn 
\.!hat spec ial or novel --if any -- procedures have been adopted hy Canada 
(viz the F.L.Q.), Great Britain (viz the 1.k.A.), and the F~deral Republic 
of GerMany (viz the so-c311ed "I!aader-Heinhof ~ang'·). It nay be learned 
that certain social organizational as well qS technical security procedures 
have be('n developed by these HATO allies -- in lip,ht of their own security 
problemG -- I.'hich could be adapt~d advantageously for nur own purposes. 
1be Grollp had insufficient tice to pur€;ue this avenue of investigation with 
the deadline establ isheQ. tor the : ssue 0 f this repo rto 

5. In sut:lmary, the Group is of the opinion that additional investir.ation 
and a'lalysis is in order to better establish the nature of the thre::at to 
weapens and ~unition thefts fron ArQy facilities, The studies t) date 
are confined essentially to statistical reports of theft incidents, vith 
little attempt to interpret the results fron a s6ciologic~1 and crirninal­
o~i.cal point of view. 
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A better definition of the threat charClcteristL:s 1.8 important to 
the de!.ll~n of adequate protective systens. 'fhe use of hi~hly sophisticated 
systems, ~ith their attendant co~plexlty, cost, a~d reliability disad­
v~ntap,es, is obviously not required to deal with the threat from unsophis­
ticated intruders. Conversp.ly, if a sip,nificant potential threat dr,(ls 
exist from the activities of ~ell-orp,anized, semi-skilled intruders (which 
docs ~ppear to be a credible circumstClnce), then the provision of adequate 
security levels docs reQuire the use of sophisticated pr0tective systems 
of the kind discussed later in this report. 

Ill. A GEHERAL DlSCUSSWtl OF THE ARBS ROOM 
Al\D LIGHT AlmS AHHlnanOll S10RAGE 

PROBLEM 

1. The difficulty of providin~ a uniform approach to harjer.in~, intrusion 
detection alarmin~, Rnd response to intrusion, results from the quantity 
and the diversity ot arns r00MS and light arnE ammunition storage areas 
used by the Active ArQY, Ar~y Reserve, and Army Uational Guar~ forces. In 
de5ip,ninp, responses to possible threats against these arms and ammunition 
areas, the overall approach must provide flexibility for combinations of 
hardeninr" intrusion detection alar~s, and intrusion response oechanisMs 
optimized to the characteristics of each i\1dividual storar,e area. 

lois section of the report outlines the characteristics of the storap,e 
areas reGuirin~ protection, ex~ines the place of irtrusion detection 
alarms in the total effectiveness tradeoffs ~hich must be considered, and 
revie~s the content of AR l~O-ll and t~GR 1<;,0-11 as related to the diversity 
or storap,e areas to be protected. 

2. Lir,ht-Arr:ts Stora~e - There are approxinately W,500 ams rooms and 
arms buildings operating Within various elements of the AnlY, distrihuted 
as follows: 

U.S. Amy CONUS 
U.S. ArMY OCONUS 
U.S. Army Reserve 
Ar~y National Guard 
RutC, Gun Clubs, etc. 

Total individual areas . 

2,OO() 
2,(,00 
1,000 
4,5UO 
1,000 

ltl,500 

Of thIS total, approx1nately 9,500 are arms rOOMS, p.enerally located 
in nulti-purpose structures. 

Beyond the large quantity of are,;ts, the mnjor characteristics noted 
are: the diversity of structures in use; the'variation in their degrees 
of structural hardening; ~eo~raphic dIfferences in terms of location in 
ropulated vs. sparsely poyulated areas; and the diversity of the organi­
zation and physical proximity of units desj.gnatecl to respond to intrusion 
alarms. 
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In general, arms rooms of ReRular Army units are on military rost~ 
in structures used for barracks and/or offices, with military personnel 
(at least C.Q.'s) in proximity at all times, and with military police 
or other ocp,anizations r;':>ponsihle for responses to intrusion. At the 
other extreme, National Guard and Army Reserve arms rOOMS tend to be 
in r.lore isolated armories which are unoccupied a si1!,nificant part of th(' 
time a~d for which the rCdponse unit is a cOM~ercial y,uard service and/ 
or a civilian law enforcement a~~ncy. 

While iMprovements are being malle as funds become a,vailable, a siS!,ni­
ficant percentage of the armS storaRe areas do not fully meet the hard­
ness specifications of AR 190~11 (or NGR 190-11 for Army National Guard 
.... ites). Deficiencies include inadequacies of door an" window protection, 
of lockin~ mechanisms for arms stora~e devices, and ot the basic structures 
themselves. Host remotely located (Reserve and National Guard) arms 
rooms have, or are having installed, automatic electronic intrusion 
detection alarms, but there is a wide diversity in the sens.itivity, false 
alarm rate, countermeasure resistance, degree of monitoring, and even basic 
fvnctioning of the intrusion detection and alarm systems now inatal1ed. 
In many cases the system is leased as a part of the cost of a commercial 
guard servicC:!. 

3. Light Arms Ammunition Storage - Light arms ammunition is storE!d in 
a part of the approximately 19,500 ammunition storage fac .•. lities (of which 
approximately 16,000 are storage buildings) used by the Army, the Army 
Reserve, and the Army National Guard. As is the case with arms storage, 
there is a great diversity of hardening and security in ammunition storage, 
Storage of almost all signifir.ant quantities of ammunition is in depots 
under se~urity control of active army units, but in many cases the storage 
areas are widely dispersed and only tightly patrolled. There is re1sth-ely 
little present use of intrusion detection alarms in ammunitinn storage 
areas. 

4. To examine the .:;ctiO!1S Lhe Army might take to increase the level of 
physical security, it must be assumed that the threat can conceivably 
consist of group& of peopli' relatively well educated and skilled in the 
use of instruments and hand toolS, patient enough to tak.e the time to 
study the degree of security of Army resourcefJ, and with sufficient funds 
to suppeLL a well-financed operation. The actions to be taken to counter 
this threat should be a combination of the follo'lo.'ing: 

(a) Reduction in number of storage units; 

(b) Insuring that requirements for rapid accessability are balanced 
with operational necessities; 

(c) Increase in the hardness of storage sites; 

(d) Introduction and ~provement of the effectiveness of intrusion 
detection ~!arm systems; 
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(e) Increase of the e[f~ctivcn~ss of on-site guard forces when 
avalla':lle; 

(f) Reduction of the reflponse time of off-site active response 
resourct!s. 

In determining the proper balance anonR these actions, the diversity 
in characteristics of the various storage sites must be considered and 
dO} procedures, specifications and ~quipment developed must be sufficiently 
flexible to perMit opt:.."tization to each particular site and i",s probicms. 

In regard to the reduction of tho number of storage units, it should 
be noted that efferts are already under way throughout the Army or~a~1zaLion 
to ac~omplish the consolidation of storar,e sites to the maxiM~ practical 
extp.nt. Reduction in nlmbcrs alone does not, of course, necessarily 
reduce the vulnerability to loss (it may even increase it by makinr, the 
"prize" larger). It is, ncverthell'ss, reasonable to aSSU!ile that it will 
be less costly and More manar,eablc to provide a high degree of security to 
a smaller number of sites. 

During the course of the Gt'uup's studies, it was observed that in some 
instances, particularly where the Reserve and National Guard G:o"e concerned, 
arms storage on-site i~ viewed as a tt'aditional part of an armory complex. 
In contrast to this traditional acceptance of the need, it wa~ observed 
that light weapons are often used by the trainees only inft'equently. The 
extent to which light weapons are needed ":IS a regular part of training vacies, 
of cout'l .. ~, depending on the mission of the unit. In SOMe instances, the 
arms rooms reMain closed and unused except for infrequent e~:ercises. 

The question at once arises as to I"ll.ether arms rooms should be in active 
use at such installations. The current practice is to store ammunition 
centrally, with one storage site serving a number of armories, and this same 
~ractice might also be applicable for the storage of weapons. In the event 
of a mobilization emergency, or when needed for training, a quick-reactioll 
system for the distribution of arms to the troops does not appear to entail 
sub~tantial difficulties. 

It is the Group s recommendation that a study be made along these lines, 
as a step toward the reduction of the number of arms rooms to the practicsl 
minimum. 

It seems axiomatic that readiness and flexibility for oparational use 
place practical limitations on the types of security measures Ivhich can b~ 
utilized to r~event theft. Therefore, it seens essential that the opera­
tional needs be specified carefully and that storage areas be designed to 
meet just; these needs. This may in some instances permit major improvements 
in security, for exanple, by using techniques to reduce the rapidity with 
which arms can be removed even for authorized use and thus increasing the 
time available for response to host.ile actions. Other examples include 
the permanent sealing of unneed~d access doors, partial disassembly in 
storage, separation for sto~agc of critical components, or the use of double­
key sys~ems. 
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5. When considering the protection of a particular dite, it has already 
been pointed out t!-lat a Lalanced systc:ms a?proacn is required to provide 
maximum effectiveness. rhus, increased hardening has the objective of pro­
longing the time required to enable physical entry by intruders. 1he role 
of the intrusion detectLon alarm system is to provide rapid notification 
to the response force that an intrusion is under way. The reaction of the 
response fo~ce must be sufficiently rapid to ensure that breaching of the 
arms rooo or the ammunition storage site cannot be acc~mplished prior to the 
arrival of the interdiction force. 

It is generally agreed that hardening alone cannot provide protection 
adequate to the ~eed. lhe heavier padlock always results in a bip,p,er 
hacksaw and the hardest structure can be breached by determined ard prepared 
intrude>,s, either by physical assault or with the aid of insider cooperation. 
"Ifuen tne facility is rCfTlote imd unattellded, the task is made far casier. 
'l11erefore, an intrllsion detection and alarm system is a necessary part of 
an acceptable protection arrangement. It is also impor.tant to note that a 
hardened structure alRo allows for the introduction of more reliable, less 
false-alarm prone, and lower cost intrusIon detection alarMS. 

1he survey conducted for thp. Army Physical Security Review Board has 
disclosed that th('rt:'. <1r(' severe discrepencies (as cCl;lpared with ('.riteria 
of AR 190-11) in the de~:ree of hardn('';s of many arms rooms. 1he survey 
also shows that the cost of raising the level of hardness to the standards 
is not excessive (apprnxinately 13 million dollars, or an averap,e of about 
1, )00 dollars per room). This imJ:·rovenC'nt appears particularly ~lOrthwhile 
with l'egard to the appr0l:imately 6,UUlJ Army Reserve, National Guard, and 
Rule arMS rr:crns, in whirr: C<lSC'S the need is great for a high level of 
security. Th~ cost of i:r.r,roved harcicning of aJ1UTlunition storage sites is 
estimated to be considprably larp,er (an av~rage of S5,OOO per storage unit) 
and increased hardening of these ar~<1S must be carried out selectively. 

6. A wide variety of intrusion detection alarms is coraner:ially available. 
Unfortu.latcly, there is a wide range of performance and reliability of these 
systeMS. The most serious limitations arc related to the iflstallation, 
maintenance, and testin~~ of the commercial . .systt:ms. HEROC has developed 
an extensive standardized intrusion alarm system (J-SIIOS) and is developing 
follow-on improvenents and increased capabiliti~s under the FIDS program. 
The remainder of this report is devoted lan~ely to [, discussion and analysis 
of cOrTir.lCrcial and Army-developed intrusion alarm systems and some general 
cor.unent here will serve as an overviC\-! of these systems and their place in 
physical security picture. 

A 800d intrusion detection alarm system should have reasonable instal­
lation and operati)nal cost, p'ood s,"nsitivi'ty t? actual intrusion when 
coupled with reasonable hardness. low false alarm rate, ease of operation 
end test, and resistance to counter-measures (sol~e as simple as undetected 
saturated use of telephone lines). Typically these systei.ls detect the openin~ 
of doors, windows and ventilation grills; the penetration or attempted 
penetration of wa.lls, floors, afld ceilings; 1'Iotion inside the protected area; 
and the attempted removal of protected ite1'ls. 

9 

I 
I 
~ 



For the avernRe arms rooms 01 ~~uni~ion bunker, the alarm system 
will have an CCjUlpment cost of al'proximlltely $1,000 with installation 
cost of about the S;'l::le amount. :0 :.his the operational costa of the communi­
~ation line (usually stan~ard te:ephone) and system mainterance and 
periodic chL!ckout r.lust be added. These two itpmtl will cost from $100 to 
$500 per y~ar. deper.din~ on the qite. Whpn c~mmercial guard services are 
used. i, is often possible to in lude operation of an intrusion alarm 
system as part of the service. me e.~.dI'.ple of the cost of such a service, 
including lease and caintenance If the gystem and monitoring for alarms, 
has been Rive.- at approxittately 5l70/monto. 

Good intrusion detec~ion and alarm sY8tems are available at reasonable 
cost, but their effectiveness 1s only as good as that of the monitorinR 
and reaction forces associated with tr.eo and thbse resources must be 
provided to m.ltch the deRree of hardeninR and the a.1.arm system. If the 
hardness of the prot~cted structure causf'S a ten minute deJay in entry thp. 
reaction time fro~ alarm through teco~nitlon of alarm to arrival of 
reaction forces sh0uld b~ conblst~nt with that delay. A significant concern 
of the ad hoc Group is th .. :!t Inrl<';! a:I!lounts of. money mi~ht be spent 0'-

alarm systems. but appropl'iate resources not be providp.d to monitr r the 
systems and to react to intrusions in a timely fashion. 

7. Procedural questions relatea to alarm systems L1Ust be addref33ed. The 
total system -- from locks tc response -- must be caoable of specifiration, 
test, and continued ev~luation by the local responsible commander. Regu­
lations, reqviremento, and guidance provided to him must be adaptable to 
his particular situation and must be geared to giving him conf~dence that 
he does have an acceptable level rf physical security. 

To concl~de this general overviey of the problem. it worthwhile to 
assess the quality and adequacy of the current regulations pertaining to 
the ~onstruction and protection of arms rooms and ammunition 6tor~ge 
facilities. 

The applicable Army guidance covering phYHical security for .1rms alld 
ammunition is contained in Ar~y Regulation AR 190-11. This document 
prescribes acceptabl£> practices fo::- the Active Army, Army Reserve and 
non-appropriated fund act!- ;~_ies l(l\:iltpd on Army f .. cHili.es. The equivalent 
~uidance for the National Guard is contained in the Nationbl Guard 
Regulation HG 190-11 and contains essl~ntidlly the same material. Included 
in these documents ate requirements [or, and guidance on. the fcllowing 
subj ec ts: 

(a) Sto=aRc btructures - a penetration delay of at lonst 15 ~inutes 
should be provided a ... ainst an intruder usin?, nomal tH'~d tools 

(b) A "trlple barrier" of lockinl; devices to protec.ted itens 

(cl Intrusion detection and alarms and th~ir nonitorin~ 

(d) Response to intrusion alar~s 
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(e) lnspe~tion of pl,Y6ical securIty Illechanisms. and 

(f) Phy~ical :nventory of Frotected items. 

A reVi(!w of tlwf;C dO(.I!lllCnt6 indicates that they do provide rC8sorlsble 
guida.:lce for t.);(; de6i~tl of f;,c1lit1<:6 with adequate 8tructu~al hardne.8s. 
0n the Jther hRnd, the f;(:r{Qrlllanc:e 6pecifications relating to intrusion 
detection ;jlarro hYbU:m6 :m<l tLe a66oc1at.ed cODllllunications and monitoring 
functi'Jns are ;:en<:r8l in n<lture and lacking in 6pecificity. Also omitted 
are consideratiQns at the phys1r.al seCur ity installation &S Il complete 
s/6tem, i.e., of the intt·r-relationships between degree of hardening, 
perfomance and reliab1.l ity of the detection "ystem. and the time interva.l 
after the receipt of an :i.larm and the arrival "If interdiction forceG, 

Although not cOrl6tituting a fomal rep,ulation. 4 fairly detailed and 
coopr~hens1ve analysi!; <)1; arms room prccection 6ystemu 16 contained in a 
report i66u<.!d on 31 Hay 1<J71 by the ()p~raticns Directorate, Intelligence 
and Concepts lJi'ljllion, (mtitled "DSPG/Servic€6 Broa4 Qualitative Require­
mlmts for ArmS f/.o')m IntnJsion Alarm Systems". This doclJCent contains a 
consider6ul e a!'!ount of \.rJrtr • ..mile information, including a qua11t~tive. Get 
of 6pr~cific;1tion6 for til" p<:r!onnance of the alar~ing system, P.owever, 
specific performance re'luirel"lents for system components and tor the BySCer.! 

as a who!'.! are not dealt With. 

Finally, l'.lenti<Jn b\ioul.d be Made (}f lnterim Federal Specification 
W-A-00450 (GSA-FSS), 'AJ :Jr'~ Systems, PrQtective, Interior (Sv,curity)". 
111is dOClJlwnt prer;un:ilily i>pp11(:G to all aecul:1ty systems procured and 
wstallt:d 1n F(!dr~r;3l, 1;r,Il-1l'lD install:,tionl;. It reflects the same 6nort­
c.oml.nl-\S as have alreccy !;(',tn noted in conn.tction with Regulation All. 190-11. 

All currr:nt r(:l~ul::tlons are d(d1.;ient in providin?, 6uitable instructions 
for the <.i,(·ci-.-'JlJt 'J! r:I .... :y infotalled syste:ol6, and for periodic testll to 
1!lsure thAt 6Ybter:.fo in ,>.,r',1r;(: .1re vperatlng properly. Since the l,:,cai 
cvl!lJ!la!lder i s re6pl)n:;~bl c.: lin the 6ecurity 01 the \,1\,31)(>1'11> il:l6ucd to hie 
command. it is eS6(~ntj ill that he bl; provided with proper ~uidance on proper 
acceptance procedurer; r'd new security installations, as well 86 rccoromended 
practicer; for insurln?, til:n the b)'f>temS continue to be functional. None of 
the current rc~ulatif)ns :~cdres6 thi6 qu'.!stion directly and in a meaningful 
way. It is till: Group' b rec<r.!lnendation that this omi6sion be corrected in 
future reviair;ns <)1 tl.(~ currc.:nt }{(!~ulat1on6, 
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IV. ANALYSIS OF CU!L'1ERCIAL U£VELUPHEIlTS 

1. Intrusion detection equlprr1ent has been cOf!llDercially available for 
Illany yearfJ. Hit1.tary usage ()f this type equipr:!ent began in the mid-1940's 
for protection of highly classified Yeapons, such as nuclear bombs, 
I;.sed in \.l1,I 11. The devices used in these applications consisted of simple 
switch closure of continuity devices 6u~h as oagnetic SWitches, vault 
door bolt position indicators, and grid wir~ systems. As Bysteo vulner­
ab ~lities becarlle known through user evaluations end as concern p,rcl4 
over "stay behind" intruder::s and intruder entrance by vall penetrati~n. 
the commercial alarm industry responded vith development of motion detectors 
(ultrp.son1c, microwave, infrared), proximity detectors (electronagnetic. 
capacitan~e), and wall penetretion sensors (vibration, acoustic). 

l'L:.tny firms have been enp,aged il" .development/manufacture/distribution 
of l..:1trusion detection equipoent over the past 30 years. A survey in 
1971 revealed approximately 300 such firma recognized nationally or 
re~iDnally in the alarm indur;try. Other smaller firms are reco~n1zed 
only locally. A significant ~art of this security alarm industry engages 
what could Le r<?ferred to as "p,adgeteerinp,", i.e., the hurried introduction 
of a dl'vice that perforl"ls well in a sterile demonstration environr.1ent 
but is prone not to detect i~trusions or else will generate excessive 
falGe ;JlarrrJ5 in an actual installation. 

2. Satisfactory p,overnment standards for the definitive procurement 
of acceptable intrusion detection equipment have not been developed. 
1ne General Services Administration ha~ published a Federal Specification 
(\,'-A-0045U, Ilov. 1965) for such equipment and Underwr it~r Laboratories 
have stend<lrds for such equipment; houcver, theHe specifications are 
very general and nl1t ddinitive enoup,1J to prevEllt qualification of unsatis­
factoryequipnent. In 1Y70, the Departl!lc:nt of thr~ Army Office of the 
Provost ~1arshal General (UPMG) introduced a more suitable stand.ard entitled, 
"Specifk'ltions for Interior Intrusion Detection Syr;tel'ls." This standard 
cau6ed the cOru1ercial alarJ;l industry to furt:her irtprove the construction 
;md performance of equifJ13ent to be used in ArrJY inst'lllations. One 
nationally recognized firm took this standard r;erlously enoup,h to introduce 
a "'Governmc.'nt Product" line of equipment rneetin~ both the letter and 
intent of the Ol'HG specifications. The Ol'MG standard is not specific 
enoup,h, ho .... ever. to eliminate certain mar~inal and less than satisfactory 
equip!'.ent on the marr..et today. 

Procure!!tent of cO[J)11lercial intrusion detection systems by Some Army 
users from less qualified and experienced manufacturers and suppliers 
can and does result in troublesooe and unsatisfactory installatiQnr. 
in many instances. 
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J. TIle i~(JH' qualified rlilnuiil':t!lrers of intrusion detection and alarn systeMs 
are developing and pr()'Jidjn~ satisfactory equipment for both Rovernroent and 
industrial applications. 'lhese manufacturers are contlnually inprov1nr, their 
pruduct6 to ol!tt.er b<ltl!>ty these prebent and future e:xpandinSl mary..et denands. 

\ 11lC competitive co=c:rcial motives of tbis 6ituation are, ir:ciirectly. a 
beneficial safe~uard a~~inst obsolescence and vulnerability of such systems 
throu~h age and couprc~ise. .....nat is needed ifi order to take greatest advan­
tage of tins aspect of tr,(! coml"lercial develop::1ent. sector for Government 
security needs 1.6 a deiinitive l".eans for 6pecifying and procurin:<; only the 
qualified and acceptable equipt"lent cocponent6 and systems. It is ioportant 
to note t~at the costs for such security monitoring capabilities are of a 
continuinv, naT,ure in that tbe obsole6cence and assUrled cOMprooise tine cycle 
of such equi~(:nt is presently estieated to be about 5 years, after ~hich 
certain cr.a:-:gcs ane inpruv=E:-nts Decoro!! necessary for reliable and effective 
prot~ction. 

V. HIS'!GkY, STATUS A!lD A1iALYSIS OF J-SllDS 

1. In /)(:Cf.:::!lbH l~7U the Defense Special Projects Group was tasked by Secre­
tary of Defense to coordinate ell ~)D physical security RDT&E, ~hereupon 
pro~r~s for interior and exterior physical security R&D were initiated. 
L'ndp.r the; ir.terior rro~ran, the ;..roy was assiS>,ned to develop an Arns Roon 
Intrusion Alarl'l System later designated as the Joint Services Interior 
Intrusion L"'t(:ctil,n SysU~t:l (J-SIIDS). The develOPMent approach for J-SllDS 
vas to surv(,y, test an<1 l-valuate exi5tin2; coolllercial alann systeos and 
cOOp0nents to d<:tr~rl!lbt' t·:chni-c.al requirenents for satisfactory eQuipcent 
perforn;mu:, ir.crea5(·d [I,J lability, and standardization. In /-pr11 1,72 
WIJ responsibility for 0:1 interior physical security, includinv, J-SIIDS 
vas trani.o:rr(:'! trJ t:;(: r,rrj';'. l'.esponsib j lity for exte::ior physical security 
was transferred to t~e Air force. 

L, l~ JU:1<: 1'173 ti;e bh'>lC J-:,llJJS conponents were type classified Standard 
Lo~istic5 C~~lr01'CGd~ A f0r ar~s rOOMS use nnly, and production contracts 
in the :!:..~: .. :.!:-.r of: ~t .... ~ :".111 i":n '.t.'e!"~ 2fl".'a~d~d to provide systeos for ArMY and 
!i.ny U5c.- 1:". apprr.ndr..<J:,dy 4,(J(,V arns roocis. The initial quantity of ArMY 
systcos iJ('lr.?, pn;cun:c ,Jr,cer ti.r:se cI,ntracts will be free issue for arMS 
roarlS only b;J5(;o1 (In f>pl-cific r<:'lulsiti'Jns froo user units. A.dditional 
systeo5 iflr ;,ctive Arr'j'; arr:Js roor.!;, as veIL as for Arr'lY :;;,tional Guard. 
l'.eserve, rlr r,u'IC :.Ir::s rQr)I',!'" l.Iill have to be requiSitioned separately, citin". 
funds. 

3. .J-Sll!i5 con51sts r,i 'Ir,rio. :'li:xes of intrusion detection COMponents 
sho\o'l1 in ii?,un~ I, 5(!l,,(u,c! ivr usc on the basis of aros roon size, environ­
['lent, vall ar.d drJur Ctlnstructior., and postulated. intrusion vulnerability. 
Initial pruduction tcstin~ uf the J-SIIDS hardware be~an in February l~74 
<m<1 15 nr;\/ c(mplet(~. An in-proc(:ss rev iew will be conducted in 3U FY75 
to certl[y suit:.lbility 10r r<:lease to the field. Prior to release, retrofit 
of J-SIIDS WIll be requirl-d and is under way to resolve six correctable 
items of deficiency: 
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(a) ?J'.ode switch on Control Unit (Countert~easures); 

(b) Control Unit alarm circuit resistor values incorrect; causes 
overload of resistor in Control Unit power supply; 

(c) ~IDnitor Cabinet a.c. fail circuit susceptible to false activation 
by a.c. line transien ts; 

(d) Data Transmission System failure to operate under high humidity 
conditions; 

(e) Data Transmission System susceptibility to lightning induced 
transients; causes loss of synchronization between trrulsmitter 
and receiver; and 

(f) }~gnetic ~eapon Sensor high false alarm rate. 

4. J-SIIDS Add··On components, developed to provice additional senaing and 
higher security capabilities as well as civi~ian alarm monitor interface 
capability, are p=esently undergoing testing and are scheduled to be type 
classified standard during 4Q FY75. It is planned to qualify J-SI1DS and 
J-SI10S Add·-Qns for use in areas other than arms rooms. This will require 
additional testing to evaluate J-511DS vulnerability to better skilled 
intruders and the effects of the environments of other applications on 
J-SI105 performance. 

5. Past RDT&E funding on J-SIIOS as administered by USAl1ERDC through FY 75 
has amounted tc a total of $4.116 million. Of this total, $1.328 million 
was spent on in-house efforts and $2.788& million was spent on outside 
contracts. A breakdown of these RDT&E fund-s.and the funds spent on J-SIIDS 
hardware production contracts is given in Table I. 

It should be noted that current funding levels do not provide for 
the correction of deficienciFs .Thich have been surfaced durin?, DT II testing. 

5. The G=oup appraisal of the AMC/HERDC program and efforts for J-SIIDS is 
summarized by the following remarks: 

(a) Army technical efforts by which J-SIIDS evolved have been and continue 
to be good work for which all participatin~ personnel should be 
c~rnmended ; 

(b) Certain technical design features and operating functions in J-SIIDS 
(e.g. sensor frequency response ranges, event-count alarm threshold 
logic, etc.) differ from similar char3cteristics of comparable 
commer~i~l systems. 1nese differences appear to have evolved to 
satisf:' r:Hic objectives of J-SIIDS as a rJilitary-wide an::s room 
securit. ,>. ~em adaptable to the many different in13tallatioo sites 
required. It should be point.ed out that all intru:;ion detection 
systems, J-SIIDS and coqm~rcial, that utilize standard telepho~c 
lines for alarm transmis~ions are susceptible to the vulnerabilities 
of these lines; 
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FUNDING -----LY 1971 FY 1972 FY 1973 FY 197_4 _____ FY 1975 

CATEGORY MERIH-: COtlTRACTS m:nllC CONTRACTS HERlle CONTRACTS NERI1C CONTRACTS HERDe l:ONTRACTS 
.-_.-

~ 

Bns ic- $1601( $50K $3201\ $l,558K $280K $50K 

3 
.'-- --- ---
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,1-51 IDS --- --- --- --- $140K $l,130l\ $161(* $2251i. $271( 
Add-On 

.... 
a-

H ARllW,\ R E 
PROCUREMENT: 

Hasle - --- --- --- --- $6.2H(Army) $156K* --- ---
J-SttDS $700K (Navy) ... 

-- --
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(c) J-SIIDS is judged to be an equipment syscem offering additional 
sophistication in monitorin? functions and ada~tib1lity to the 
wi'de variety of arms room settings over similar commerCially 
available equipment; 

(d) As a result of its efforts in J-SIIDS development MERDC has ~ained 
a recognized expertise in physical security systems which is 
infort!lally serving humerous other federal ag~ncies in a useful 
related consultation and advisory capacity. 

VI. A MaONALE FOR THE EHPLOYHEHT OF BOTH 
ARHY-DEVELOPED AND COHHI::RCIALLY-DEVELOPED 

E4UIPMENT TO I~ET THE TOTAL NEED 

1. The Army problem of protecting armS rooms and light arms ammunition 
storage areas can be categorized into two principal parts: first, the 
protectioI: o~ t.t;t:ive Army facilities which are located on active Army 
installation!., an:! second, the protection of Army Reserve and National 
Guard facilities. Thp operational circumstances and system requirements 
for the two classes of service differ sufficiently that, in the opinion 
of the Group, a single soluti::Jn for both will not result 1.n optimum 
operational and cost effectiveness. 

2. Active Army facilities are generally located on active military bases 
and C :Jsist of arl'lS rooms, storage depots and a!Ilt!lunition storage sites. 
Arms rooms are located in buildings which are ord_narily populated round­
the:-clock, such as barracks or cormnand posts. The)' are either under direct 
guard, or are subject to surveillance bv personnel located in acjacent 
areas of the building. Host rooms ~Iich are under continuous guard need 
no intrusion alarm protection other thAn duress alarms. Rooms under part­
time direct f!,uard, and (,therwise subject to surveillance in the immediate 
vicinity, should be protected by intrusion alarm systems commensurate with 
the threat level. 

Storage depots nn bases are p,enernlly subj ec t to gua·rd checks at periodic 
intervals, but may be unoccupied other than durin?, normal working hours. 
Such installations are in evident need of protection by means of intrusion 
alarm systens. 

Finally, in the case of ammunition bunkers, loca·_iolls are often remote 
and unoccupied outside (If no mel worl:ing hours. While such facilities are 
usually ... ell-hard(~ned structurally, and are subject to regular guard check 
durin~ off hours, achieving an adequate level of security would appear to 
require the use of a properly desip,ned intrusion detection and alarm system. 

Active An'lY installations are located world-wide and in widely --arying 
environmental circul'lstances. Intrusion detection and alarm equiprnel1t 
for Army-wide use should be standardized in its design and manufacture in 
order to Simplify logistics, training and maintenance. 
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3. In the case of Army Reserve and National Guard facilitLes, the 
circumstances are substantially di.fferent. Arms rooms are locat(~d in 
armor ies wh Lch are occ up Led only dur Lng conventional working hours, train ing 
and mobilizacLon periods. Geo~raphic locations are often remote from 
populated centers. Response forces usually consist of local lall enforce­
me~t agencies whose headquarters may be some distance from the armory. Such 
facilities are seldom under continuous surveillance, or even subject to 
regular guard checks. it is quite evident that intrusion detection and 
alarm systems should be an essential part of the security measures taken to 
protect such installations. 

10e process of aler~ing the response force in the event of an alarm also 
has features different from the Active Army. ~IDst local law enforcement 
agencies will not accept responsibility for the alarm monitor function. 
Acccrdtngly, the monitoring is accomplished through commercial security 
services engaged prLmarily Ln the protection of civilian commercial and 
mdustrLal installations. In normal practice, such security services install 
detection and alarm equipment of their o~~ design; charges to the customer 
are based on a tota: service consistin~ of installation, maintenance of 
equipment, and monitoring service. 

It has already been pointed out earlier in the report that experience to 
d.:lte with commercial detection and alarr.l hardware hat-. been variable in 
terms of quality. TIle more responsible manufacturers provide equ:pment of 
hLgh quality, designed for domestic environmental service conditions. 
'ihe hardware is not, of course, normally fully mLlitarized in design and 
manufacture, but serves adequately for the purposes intended. 

4. TIle Gues~ion at once presents itself as to the pro par roles of Army­
developed and co~mercLally-developed equ~pment in meeting the total spectrur. 
of Army needs. Policy alternatives range from a moven~nt toward complete 
standard i?ation eMploying /lrt'ly-developed syste)Tls, to an alnost complete 
reliance on systems procured in the commercial market. Based on the p~rlier 
di.scussion of the requirf;ments of thl' Active Army, the Reserve and ehe 
:~at lonal Guard, it seenf, clear that neither extreme ts desirable. 

l"1le Group is of th2 opinion that the greatest advantage to WD will 
be dr~rived frOM an approach which combines in-house effort with continued 
participation by the commercial sector. From the research and development 
point of view, this has the advantage of mutual interaction of ldeas, as 
well as the incenti'/cs deriv£'d from competition. The in~house effort is 
necessary to insure that the specialized requirements of the Army are met, 
while the commercial sector contribution will be enhanced by the added 
exper icnces der ived from serv ing the larger non-mil Ltary market for secur ity 
herv ices. 

5. IlLth this objective in JTlind, a logical division of effort between in-house 
and COfumerc ial sources at once suggests itself: Use Army-developed systems 
(J-SIIDS and follow-on systems) for Active Ar-ny needs, and satisfy Reserve 
and NationaJ. Guard reyuirements through cornm(~rcial sources. The earlier 
di:.cussion of the special circumstances surl'Dunaing the two classes of sE!t"Vice 
supports this appr03ch. 
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For ~orld-~ide deployment, J-SIIDS and f,ture Army developments ~ill 
possess the necessary degree of militarized d .... sign to satisfy the broadest 
diversity of operating CirClJmRtances. Since all Activ Army s.ystems ~ill 
employ standardized components, problems of logistics and supply, as well 
as training for operating and maintenance personnel will be minimized. 

It the commercial Sector is to continue to serve the Reserve and National 
Guard requirements, however, it is clear that tighter controls are needed 
in order to insure that operational effectiveness is kept to adequate levels. 
It has already been pointed out that currently appl icable Regulations are 
inadequate for the purpose, and that experience to date has ranged from 
acceptable to poor in termS of t~e qual tty of installed systems. 

It is important to note that there are currently no adequate specifi­
cations governing the performance requirements for commercially procured 
equipment. It is suggested that the optimum solution to the Reserve-National 
Guard problem restn ~ith the generation of procureme~t specifications that 
are standerdized, modular, and contain requirementf t~r performance instal­
lation, test, acceptance, maintenance and spares from which the users can 
invite open bidding for the equipment in their areas. Simply, the intent 
is to buy the appropriate protection and alarm devices (to meet operational 
requirements) from a standard specification, but allow commercial sources 
to use acceptable components or subsystems. 

6. It is the Group's reco&l:1endation that HERDC be charged with the responsi­
bility for preparing improved spe~ifications and applications guidance 
suitable for the purpose described above. 

In addition, because of the sensitive character of the weapons protection 
problem. it in L;,2 opinion of the Group that a formal procedure should be 
initiated to insure that the quality "lnd perfonnance of cOl:lITlercial cOClponents 
are in accord ~ith specifications. Thus, in advance of the ',lse of a parti~ 
cular component in ~ field installation, the manufacturer will be required 
to submit evidence ti.at suppot'ts the operationCll and maintenance adequacy of 
the unit. It is supp,ested that HERDC be ass:!.!;ned the responsibility for 
maintaining and monHoring such a "qualified prc.ducts list" (QPL). 

QPL techniques are widely used ~ithin the DOD, and the procedures for 
iMplementation are \/e11 understood. IIERDC should be required to revie\~ and 
approve all applications by manufacturers, and at its discretion undertake 
independent ;"nvestigations as a check against data submitteo by -outsiders. 

7. In addition to its role in preparing and maintaining adequate speci­
fications for intrusion detection and alarm equipment, and for adminis­
terir.g the QPL function, MERDC should also serve as a consultation and 
advisory agencv to those responsible for constr~cting ne~ facilities or 
modernizing older ones. It should once again be emphasized that levels 
of protection should be consistent with levels of threat, and that each 
new installation should be analyzed from the viewpoint of its particular 
operational environment. It is the G,oup's understandinR that MERDC 
presently provides consultation services on a limited basis to gov~rnment 
agencies requesting help, and that aid. .of this kind is given rep,ularly. 
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VII. FUTURE DEVELOPHENTS 

1. Future Army plans for MD in the physical security area rE'latil\~ to 
arms rooms and ammunition storap,e areas are included within the FIDS pro­
gram. The ailll8 of FIDS extend \~ell beyond the enhancement of protection 
capabilities for arms roams and ammunition storage, although it offers 
improvements over J-SI1DS capabilities. 

The Group has not thu;. far completed its evaluation of the total FIDS 
progr~, but intencs to de o~ during its further studies. ine present 
relLarks are confined to those facets of the program which relate to arms 
roo~ and ammunition sto.ag· protection. 

2. TIle total FlUS consists of two phases, Basic and Advanced. Included 
within the Easic phase are several capabilities and features ':epresentin~ 
advances over J-5IID5. Included among these are the following: 

(a) Smaller alarm monitor consoles (by use of micro-processor c1Jntrulled 
communication and display functions). 

(b) Fewer dedicated data lines (by use of ti~e-division-multiplex 
data transmission techniques). 

(c) Automatic system test (r.ommand function at monitor con~~le). 

(d) Hard copy printer in monitor console providing date and time 
tagged log of all ~ystem status changes, operator acknowledgements 
and operator initiat?d system commands. 

(e) Map display with light indicators to rapidly orient operator to 
location cf intrusion. 

All of these features are considered important by users. The Group is 
in agreement that these improvements are desirable and ultimately necessary 
in the continued development of protection systems. 

The Group has also addressed the question of the adequacy of the research 
concepts and planning encoopassed by the FIDS program. It is our conclusion 
that the p~ans are comprehensive, and to the best of our knowledge do not 
overlook promiSing avenues for future exploitation. 

3. \.[e are aware that the program is lagging behind its original;';· estab­
lished schedule, due in large measure to inadequate funding. \<1hile 
the Group is concerned over this slowdown, it is believed that J-SIIDS 
affords a level of protection for arms r00ms and ammunition storage 
arear. which is consistent with the imm'1diate future threat. Therefore, 
while FIDS should progress, the level of effort should be jud~ed in terms 
of its future ioportance to physical secLLity needs as a whole. 

As already noted, the Group will address this question more comprehensively 
as part of it.s further studies. Exterior perimeter sensor systems also 
have relevance to the protection of ammunition storage sites in particular, 
and this subject will also be address~d during future investigations. 
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VIII. CONCLUSIONS AND RECOHMENDA~ 

~The theft of arms and ammunition through illegal entry into arms rooms 
and ammunition storage areas constitutes a sensitive problem for the Army 
and the Department of Defense. Such losses must be minimized to avoid 
public embarrassment to the armed Bervices, and because of the fea~ that 
stolen arms wilers during training and maneuvers, loss during 
transit, and other unaccountable reasons. 

The available statistics regarding weapons lOSSeS indical,;e that substan­
tial numbers are the result of illegal entry; but other important sources 
nre losses by individual soldiers during training and maneuvers, loss during 
transit, and other ~.accountable reasons. 

In recent years, losses of weapons and ammunition are not increasing in 
absolute numbers, and in fact show a relative dec,line. 

None of the losses to date can be proven to be due to planned action by 
revolutionary groups or by oxganjzed crime.7\' 

Recorrnnendation: Haintenance of accurate staJstical records of arms and 
ammunition losses should be a continuing effort. Equally important, each 
incident should be analyzed~ to the extent possible, to determine the moti­
vations fo= the thefts. It is of the greatest importance that sociological 
or criminological trends be identified in relation to arms thefts. 

2. In the design of systems to prevent theft through illegal entry, an 
important factor is the degree vf skill and planning of, the perpetrators 
of the thefts. This requires definition of the threat, i.e •• is it from 
sophisticated, educated and well-0rganized intruders, or is it from action 
by ind iv iduals or groups of lesser skill levels? 

Recommendation: Research and allalysis should be directed toward definition 
ot:t:he-probabie threat in terms of intruder skill, degree of planning and 
preparation, and intenSity of motivation. Until further data is available, 
it should be i,ssUMed that the credible threat of most concern is from the 
semi-skilled intruder, the ,,,ell-motivated and well-~ducated person with a 
revolutionary political background. 

3. If the n~ber of potential targets can be reduced, the level of protection 
afforded to each can be increased. 'lbus, studies should be directed toward 
consolidatinr, arms rooms when possible, and otherwise reducing and/or consoli­
dating the number of arms and ammunition storage areas. In the case of the 
Army li.eserve and the National Guard, arms roor.lS are maintained in certain 
armories but the stored weapons are infrequently used. 

Recommendation: Take action r~ reduce the number of arms rooms and ammunition 
storage areas. In particular, analyze Reserve aad National Guard neads to 
determine whether armS rooms are required in all armories. 



4. It should be recognized that the protection of an unguarded facility 
from intruders requires the system integration ot the following elements: 
A structurally hardened facility '·,hich increases the time required for 
forcible entry; an intrusion detect~.on and alarm system to signal ti:at 
an illegal entry is being attempt~d; and a response force which '·.akea 
action to interdict the in::=~Jers. A properly balanced protection system 
insures that intruders will be apprehended before their. mission is compl~ted. 

Recommendation: 1~e design of a protection system for a particular facility 
should be based on an understanding of the inter~r.elatiot1ships bel ween the 
degree of structural hardness, ths alerting time, and the time re!uired for 
the arrival of the response force. 

5. Increased structural hardness is not, b} itself, aQe~uate protection for 
an unguarded arms room or ammunition storage site. HallY facilities now in 
use do not meet existing specifications in regard to desirable degree of 
structural hardness. 

Recommendation: Arms 3nd ammunition storage facilities should be structurally 
upgraded as rapidly as possible, or else removed from service as quickly as 
circumstances permit. 

6. Intrusion detection and alarm systems are essential 
of unguarded weapons and ammunition storage facilitie». 
sophistication employed in a particular locntion should 
the threat level. 

for the protection 
111e degree of 

be consistent ~dth 

7. J-SIIDS represents a high-quality, well designed intrusion detection and 
at arm system. Curren tly type-classified for use in arms rooms, it is also 
capable of being adapted to the protection of ammunition storage sites. 

Reco~aendation: J-SIIDS should be employea for the protection of Active 
Army arms rooms and should be type-classified for use in ammunition storage 
sites as rapidly as practicable. 

B. The nature or the threat and the characteristics of storage sites and oi 
weapons and ~lmunition to be sto~ed can be expected to chan~e, resulting in 
changing future requirements for intrusion detection and alarm syste~s. The 
Army needs an in-house capability which will advance the state-of-the-art 
and provide the technology base for equipment and system development to meet 
future requirements. 

Recommendation: HERDC has a >lell-planned program and should continue active 
research and development aimed at improvements in intrusion detection and 
alarm technology and systems. 

9. Reputable commercial manufacturers of physical security eguipment are 
marketing system components with performance generally equivalent to J-SIIDS. 
Although not completely militarized in design and fabrication, they are 
adequate for use in many installations. 
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It is in the best interests of the Army to retain the participation 
of comoercial manufacturers in providing physical security equi~~ent. 
Commercial manufacturers serve a wider market than the military alone, 
and must strive to produce low-cost equipment with adequate perfo~ance. 
For this "(cason, as well as to benefit from innovat~ons derived. from the 
commarcial segment, a continuing interection is desirable between ~overn­
ment and commercial RDT&E. 

10. The requirements of the Active Army for physical security s:,ste.ns 
differ from those of the Army Reserv~ and the National Guard. In the. 
case of the latter, a total security service is required, including the 
installaticn of intrusion detection ai'td alarm systems, maintenance of 
equiprttent in the field, and full-time support ~f the facilities through 
monitoring services to react to intrusion alarms and alert the re~ponse 
forces. It is imprac tical for the Reserves and the National Guard to 
sup?ly their own oaintenance and monitorin~ services, functions which C&l 

be performed internally by the Active Army. 

Recommendation: To satisfy the needs of the Army Rec,erves and the NationaJ. 
Guard. and to obtain the benefit of commercial participation in the overall 
physical Recurity problem, it should be the AnlY policy to permit use of 
commercial security services to satisfy Reserve and National Guard require­
ments. 

11. Current Regulations applicable to the construction a.'1d protection 
of arms rooms and ammunition storage area3 provide adequate guidelines 
regarding struc tural h.ardness, but do not afford adequate guidance for the 
design of protection systems, decisions regarding the acceptability of 
nystem components, and procedures for accaptance testing and periodic in­
service checking ot system performance. 

R~commendation: HERDC should be assigned the task o~ preparing improved 
specifications and application gUidance for intrusion detection and alarm 
systems for arms rooms and ammunition storage areas. 

12. Because of the sensitive nature of the weapons protection problem, 
a formalized procedure should be implemented to insure that commercial 
equipment meets the necessary performance levels. It is suggested that 
a "qualified products list" of acceptable system components be maintained 
and &~ministered by ~ITRDC. Only products on this list should be approved 
for Reserve and National Guard use. 

RecorIUnerldution: HERDC should be tasked to maintain and administer a 
"qualified products list" as a means of achievin~ quality control over 
installations using commercial equipment. 

13. HERDC is presently serving on a limited basis as an informal advisor 
to 'Tarious government agencies for the design of physical security systems • 
This should be made a formalized HERDC tepponsibility, particularly with 
~egard to th~ design of Army-installed systems. 

Recommendation! HERDC should provide advisory services to those enp,aged in 
the installati:m and operation of physical security systems. 
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1. BACKGROU)W: 

DEPARTMENT OF THE ARMY 
AIU{'l' SCIENTIFIC ADVISORY PANEL 

Washington, D.C. 20310 

tE~1S Of REfERENCE 
AD HOG WURKING GROUP ON 

Physical Security RDT&E 

In December 1970, the Defense Special Projects Group (DSPG) was taey~d 
by SEGDEF to coordinate all DOD physical security RDT&E, whereupon DSPG 
initiated new intel:"ior and ey.t~rior physical seCllf ity P.bD prop,ra:1s. 
Under the interior program, DSI:'G then taskec. the Army to develop an Arms 
Room Intrusion Alarm System (ARIAS), later designated Joint-Services 
Interior Intrusion Detection System (J.-SllOS) due to its .!oint-Service 
applicability and its potential future application to other than arlils 
rooms. In April 11.:/72, durin?, the phase-out of DSPG, the SF'.GDEF trans­
ferr.ed 000 reeponsibiUty for interior physical security, including J-SllDS 
to the ArIilY. Responsibility for exterior phy~ical secm:it, was tI~!l6- .­
ferred to the Air Force. 1ne J-SIl~S in June 1~73 was type clas6ified 
Standard - Logistic Control Code A f'Jr arm!> rooms use 0:11y, and production 
contracts were awarded to pro v ide systecr.s to the Army and I'lavy. 'ine 
in itial (pJantity of Army systems being procured under these contracts \,,111 
be free iasue for arms rooms only. Additional systems for active Army 
arms rooms, .18 well a6 for National GI,Iard, Reserve, or ROTC arms rCloms, 
will have to be requi6'::'~i,:ned separately, ci cio:;,! (uwls. TECOH DT III 
(initial production) tesling, initiat~d durin?, february 1974, will be 
completed during October 1974, and a Special In-Process Review will be 
conducted early in 3QF'l'15 to certify suitability for reluase to the 
field. Concurrently, add-on J-SIIDS components, developed to provide 
adJitional sensin?, and higher security capabilitir;s as well as a civilian 
interface capability, will undergo 'fECOM Dl' 111 testin7, and are scheduled 
to be type classifi~d standard during 4QFY75. Currently effort i6 planned 
to qualify J-SlIDS for Ilise in areas other than arlllS rooms. However, this 
effort is unfunded. An Army 11ater1el Heed (Mll) for a Facility Intrusion 
Detection System (fIDS) was approved during ~~rch 1973, aad a devel~pment 
program was initiated and funded July 1973 with FY 74 funds. lne FlDS, 
designated a Joint-Service system, will have capabilities not provided 
by J-SIIDS tor pro tec ting all areas against espiona?,e, sabotage, theft, 
etc. 1~ basic FIDS is currently scheduled to be type classified 
standard during 1QFY78. l!n~lcver, funding limitations will not allow this 
schedule to be met. If additional funds are not made available, the 
schedul.e will slip apprc)>;imately one year. Recent thefts of weapons and 
ammunition especially the losses of weapons from National Guard P.rroorie::l 
in Kansas and Calif:Jrni~l prompted a request by Secretary of the .~,:my to 
addr€G6 the problem and generated the specific request by ASA(~&D) to 
convene an ASAP Ad H.oc Group to review the Army's Physical Security eQuip­
lllent program. 
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2. TERMS OF REFERENCE: 

(a) In view of the increasing threat of intrur.".·~ into DOD facilities, 
what continuing exploratory and advanced developme.il r:~'.)gr<lI'ls should be 
pursued to ~rovide technological bases to counter the threat? 

(b) \,'hat measureG should be taken to accelerate the CUrl:ent physical 
security equipment development and deployment schedules? 

(c) What measures should be taken to provide ~ediate, short term 
(0-3 years) protection! 

(d) In vie~ of the recognized urgency to provide adequate security 
for weapons and munitions - conventional. nuclear, and chemical - should 
Physical Security, be designated an N1C Major Thrust? 

(e) Com~are J-SIIDS and commercially available security equipment 
suitable for protecting arms rDomo. 

(f) Is the type of intruder well enough defined to perfo~ effective­
nesa studies and determine system limitations? Define what i~ rueant by 
a semi-skilled and skilled intruder. 

(g) Is the aDT&E physical security progreTl, as presently structured, 
responsive to the formal requi~ements1 

(h) ~at considerations have been given to a revision in the overall 
physical security policy to include the use of standardi!~d physical 
secu:rity equipment? 

(i) Does the Army's Materiel Heed (HN) for a Facility Intrusion 
Detection System (FInS) and Required Operational Capability (ROC) for a 
Fixed Inatailation Exterior Perimeter Sensor System (fIEPSS) properly 
reflect the Army's curr~nt and projected minimum Physical Security 
requirements? 

3. TERMINATION: 

The Chairman of. the Ad Hoc Group is requested to conclude his efforts 
at the earliest possible date. A written report should follow not later 
than 15 January 1975. 
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