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#76-SS-99-6020 - Privacy and Security Plan 

The goal of this project was to develop a Master Plan for Florida in 
canpliance with Fedf'Ial Dcparbnent of Justice regulations for the Privacy and 
Security of crirninal Histm'j Record Information. Since "Privacy and Security" 
became such a controversial issue, n1.ll1Y->J'ous problems were encountered. LEAA I S 

late a\qard of the grant, deadline changes for Plan sul:mission, and regulation 
alterations in mid-stream all helped to create chaos in Florida's Plan develop
ment. Additiona.lly, the Florida legislature failed to authorize the necessary 
positions as included in the original project budget. Consequently, Florida 
requested and received a grant adjustrrent modifying the implementation of the 
Plan, several grant period extensions I a sole source procurement, and several 
contract m:xtifications. 

Florida's Plan \'Jas finally subnitted on October 2, 1976 and \'las approved 
on January 7, 1977 \vith one special condition pertaining to an individual's appeal 
rights for correcting his criminal history record. A response to that special 
condition is being prepared and will be fonqarded to LEAA from Lt. Governor J. H., 
'''Jim'' Williams around July 15, 1977. 

Of the $19,933 awarded, $19,255.80 was expended by JUne 30, 1977, leaving 
a balance of $677.20 to be refunded to LEAA. A fir..al financial report will. 
be provided LEAA in August with other Bureau reports fran the month of June. 

Attached is a copy of Florida I s Privacy and Security Plan, as. approved. 
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I N T ROD U C T ION 

The Florida Privacy and Security Plan is intended to be used 

for statewide compliance with Department of Justice Regulations, ~ 

Title 28, May 20, 1975 and March 19, 1976 [28CFR Part 20], regu

lations, commentary and relevant Florida statutes. 

The requirement for the Plan, and 'aRsociated procedures, is 

derived from Section 524b of the Crime Control Act of 1973 
[PL93-83], which provides that: 

(b) All criminal history information collected~ 
stored, or disseminated through support under 
this title shall contain, to the maximhm ex
tent feasible, disposition as well as arrest 
data where arrest data is included therf.in. 
The collection, storage, qnd disseminat~on of 
such information shall take place under; proce
dures reasonably designed to insure that all 
such information is kept current therein; the 
Administration shall assure that the security 
and privacy of all information shall only be 
used for law enforcement and criminal justice 
and other lawful purposes. In add.l.ticm" an 
individual who believes that criminalhi~tory 
information concerning him contained ~~n fill 
automated system is inaccurate, incomplete, or 
maintained in violation of this title, shall 
upon satisfactory verification of his identity, 
be entitled to review such information and to 
obtain a copy of it for the purpose of challenge 
or correction. 

The use of criminal history information for "other lawful 

purposes" has been deemed by the Attorney General of Florida, 

to be particularly significant for the application of privacy 

regulations in Florida. 

Section 20.21 of Title 28 provides that a "Plan s~all be 

submitted to LEAA by each state • to set forth" op~tional 

procedures related to the privacy and security of criminal his

tory records. 

I-I 
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OBJECTIVES OF THE PLAN 

All criminal ~istory record information, collect~d, stored, 
" 

or disseminated unaer the provisions of this plan shall contain, 

"1;'0 the maximum extent feasible, disposition as well as arrest data 

where arrest data is included in the record. The collection, 

storage and dissemination of such information shall take place 

under procedures reasonably designed to insure that all such infor

mat.:Lon is kept current. The State of Florida shall assure that the 

security and privacy of all such information is adequately provided 

for and that, consistent with FS119, this information shall only' 

be used for law enforcement, criminal justice and other lawful 

purposes. In addition, an individual who believes that Criminal 

History Record Information concerning him contained in a manual or 

automated system is inaccurate, incomplete, or maintained in violation 

of the provisions of the plan shall, upon satisfactofY verification 

of his identity, without undue burden to either the ;individual or . 1 

the criminal justice agency, be entitled to review such information 

and to obtain a copy of it for the purpose of challenge or correction. 

An objective of the Plan is to encourage uniform applications 

of the law and federal regulations and to provide a forum for the 

continuing examination of policy issues related to privacy and 

security. 

This plan shall provide a basis for identifying the need for 

security and privacy legislation for the State of Florida and for 

operating rules and procedures. 

Achieving a balance between the public interest and individual 

rights is a continuing objective of the Plan. This is reflected 

in current procedures and will continue to be reviewed in the context 

of the policy issues, both procedural and economic, which have been 

identified for future resolution. 

I - 2 



SCOPE OF THE PLAN 

It is planned that the procedures, when implernen·.ted, will apply () 

to the total spectrum of criminal justice activities in Florida 

and to the manner in which the system interacts with the community. 

Privacy an~ security considerations are being included in local CJIS 

comprehensive plans and in Offender-In-Process/Case-In-Process 

systems which are under development. 

Although the applications of procedure will vary, the prin

ciples of privacy and security apply to each of the criminal history 

record users. The scope of the interactive relationships associated 

with the in-process flow of information is indicative of the need~ 
for the total system approach in the Privacy and Sec~rity Plan. The 

ap,plication of procedures will take account also of the principles 

of open access of public and judicial proceedings. 

The plan provides a discussion of current procedures, current 

and proposed rules and the:policy i,?sues to be resolved withi.n 

resource and statutory constraints. 'l'he management of criminal 

record information within Florida is founded primarily on the 

Florida Public Records law and the Opinions of the Attorney General 

of Florida pertaining to the ,public character of criminal history 

.records. This version of th~ Plan must, therefore, be considered 
J 

as an initial good faith eff9rt to meet the intent and the require-

ments of the federal regqlations consistent with the Florida laws 
. , 

ana practice. Florida reserves the right to continue to examine 

privacy and security procedural problems and to address additional 

issues as they arise in the review and implementation of the Plan. 

ISSUES 

The criminal justice planning process in FIQ;rida includes 

extensive local and public participation in the development of 

concepts and procedures. The results of this process in developing 

the Privacy and Security Plan, have included the identification of~ 
specific legislative and procedural issues and needs. These issues 

and needs are re'latCd to both concepts and responsibili ties a~,d 
,) 

apply to both the state and local management of criminal history 

information. 
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~ Major questions stiil exist concerning, for example: specific 

disse~ination practices and dissemination log procedures; the nature 

of audits and the responsibilities for auditing; the actual require

ment for user agreements and the manner in which these agreements 
rare arranged; the manner in which Florida will interact with other 

states which have different rules of access to criminal history 

information; the authority and responsibility for disposition 

reporting and the manner in which delinquent disposition reporting 

. is managed; the relationship of sealing and expungement practices 

to the privacy concept and the sufficiency of current law and 
pr~ctices in these areas. 

In developing the Plan the impact of the regulations and the 

need for operational procedures have been more clearly perceived. 

At the same time the difficulties jof achieving ultimate solutions 

have been acknowledged. The revi~w of the issues ha~ been a con

structive process which has sugges~ed areas of legisRative need 
particularly a review of FSl19. ~ 

The Florida Public Record Statute (FSll9) includes as public 

records "material, regardless of physical form or characteristics, 

made or received pursuant to law or brdinance or in connection with 
the transaction of official business'hy any agency. ,,1 It includes , 
records of state, county, and municipal agencies and provides that , 
the records shall be open for a personal inspection by any person 

of Florida. The statute e,cempts from this inspection records which 

at present may specifically be provided "by law to be confidential 

or which are prohibited from being inspected by the public whether 
provided by general or sPecial laws of the legislature .••• ,,2. In 

1957, the Attorney General held that "FBI records in the sheriff's 

office and criminal records in the sheriff's office are public 
records and are available to the public and press if desired. ,,3 

lChapter l19.0ll(1) Florida Statutes 
2 
Chapter l19.0~(2a) Florida Statutes 

3CPinicn of Attorney General, 057-157, p. 191 
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In 1969, the Florida District Court of Appeals, using very similar 

language, reached the same conclusion. l Additionally, in 1972 

the Attorney General reaffirmed the 1957 opinion in determining that 

" •.•• records of arrest (exc);.uding those relating to juvenil,e offenses) 

.... are public records and would be available to the public pursuant 
, u 

to Chapter 119, Florida Statutes, absent local or special law to 
the contrary.1I 2 

This structure covering criminal history record in:formation has 

been reaffirmed by the At.torney General in guidance to Florida 

agencies and in presentations to the Florida legislature and the 
'. 

Department of Justice in 1975 and 1976. Additional relevance of 

the Florida Statute is described in Chapters IV, V and VIII. 

Ba~ed on these factors, and following the recommendation of, 

the CJIS Counci1,3 Florida will initiate the legislative review 
'" 

actions needed to determine which areas require the s~BPort of 

additional statutory provisions. 

[ 

--1 

The current status of privacy and security provisions in 

Florida is summarized in Figure 1-1 along with identified needs or 

issues and a listing of options which will be reviewed for futu.re 

action. 

1\ 1 

1 State vs. Crawford, 257 So. 2nd 898 (1972) 

2opinion of Attorney General, 072-168 

3The CJIS Council is described on Page 11-9. 
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FIGURE 1-1 

SUMMARY OF ISSUES AND PLANNING OPTIONS 

r-----------,----------------------------~------.------------------.----------------------------~'~--------__ ~T~'------------------------~ 
FLORIDA PRIVACY AND 

1 ___ ~TrI~T~L=E~2~8~D~.O~.J~.~R~E~G~U~LA~T~I~O~N~S ____ _r--------____ ~S~T~A~T~U~S~I~N~F~L~O~R~ID~A~----------~,--~------~SECURITY PLAN PROVInES 
r -- I ' In 

SEC. t-

20.3 

20.20 

20.21 

Provision or Requirement 

Definitions 

Applicability of Federal Regu-
lations . 
- LEAA Funded 
- Court Exceptions 
- Disclosure of individual's 

current involvement in 
Criminal Justice System 

- Other exceptions 

Completeness and Accuracy 
(l)Compl~te records maintained 

preferably at a central 
repository 
Records to includa disposi
tion information within 90 
days 

Records to be accurate 
based on validation and 
audit 
Agencies to make inquiry 
to Central Repository 
prior to dissemination 
E;trors t.o be corrected and 
prior recipients notified 
of cOl.'rection 

• 

• 

Current Status 

Various definitions in 
Statutes, Rules, practice 
and opinions 
Definitions in TiUe ,28 
adopted by refere11ce 1n 
FDCLE ,R}l_!.~;; __ .~.~". 

Additional 
Need or Issue 

Need for eventual 
agreement or con
sensus on controver
sial definitions 

• 

• 

Florida meets intent of • Continue to re- • 
view the issues regulations. 

• Intends that applicability 
extend beyond LEAA funded 
activities 

• Observes information dis-
closure provisions • 

• Specifically cites court 
exceptions 

In Compliance 

In Compliance 

In Compliance 

In Compliance 

In Compliance 

• 

• 

,; 

• 

of Judicial 
Branch participa- • 
tion in CJIS 
matters. 
The manner in • 
which other CJIS, 
SJIS OBTS or 
OBC;r.S programs 
are formulated 
should be jOintly 
reviewed 

Need some more • 
specific policy 
statement and pro $ 

cedures concerning 
disposition re- • 
porting and delin 
quent disposition 
monitoring • 
N@ed additional 
specific state
ments on responsi
bilities for .. 
accuracy ( ~l 
Need for specific 
designation of 
options for audit 
responsibilities 

____ ~~ _______________________ ----_~=J~. ____ ~ 

Proc.edures or Option(s) Cha~ter 

Use of definitions from 
Sec. ~0.3, Florida Statute~ 
and PI. 93-83. . ·~·;.ppendix 
Continuing review of ' .. ~. A 
de fini tions as applicable 
to Florida. 

continue CJIS Council as 
established in Statutei 
[FS 343) I, II 
Expand authorities, reSPQr
sibilities and membership 
of CJIS Council. II 
Consider CJSIS commission 
as proposed in communique 
[April 1976). II 

Current and proposed pl::!lic~ 
and rules 
continuing revision of 
FDCLE rules 
Review need for additional 
legislation, policy' state
ments 
Review need for administra 
tive agreements or statute 
for audit program 

c, 
I;) 

III 

VI 
(~, 
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FIGURE I-J. 

EfT' 28 FLORIDA PRIVACY AND 
TI Z,E D.OoJ. REGULATIONS STATUS IN FLORIDA SECURITY PLAN PROVIDES 

, ----------~:..;.;.;;;-----t-------..2.:!..!l!.~-.:!.!~~'~----A-d-d-i-t-i-o-n-a-1--4---2~~~~~~~:2:!':.!£~--I-n---l 

SEC. Pro· ... ision or Requirement Current Status Need or Is'sue Procedures or Option (s) Chapter 

20.21 
(b) 

20.21 
(c) 

20.21 
(d) 

Limitations, Dissemin'ation 

(1)(4) Designates categories 
of eligible recipients of 
non-conviction data 

• 

• 

• Continuing refine- Modified expungement order. 
ment of expunge-

III, 
Appendix 

B 

Attorney General opinion 
provides for open access 
of Criminal History Record 

ment policies, 
practices. 

To continue to asseSE. 
needs of CHRI users 
and actual authority • 
for access 

Information To assess relation- • • Current interpretation is ship.between open 
that non-conviction record~acc~ssland record 
are also open for public con ro 
access To identify the ex

tent to which local • 
jurisdictions may 
establish more re
strictive controls 
on dissemination 

Classification of users 
(option) IV 
Statewide Standards for 
Access to Information 
(option) 
User Agreements (option) 
Additional Attorney General 
opinion requested by FDCLE 
in June 1976 concerning 
non-conviction data 
Revision to FSl19 which 
would exclude non-convicticn 
data. Provision in PIS Plan 
or FSl19 to provide for 
local options (option). 

General Policies on Diss~mina- FDCLE Rules exceed federal Additional refinemen Dissemination records (logs) 
tion of C.riminal History Record requirements in. this category of dissemination lOgE su.ggested IV 
Information ' 

(1) 
(2) 

Limits use 
Limits confirmation of 
record existence or non
existence 

Modification of dissemination 
policies may be needed in 
terms of Attorney General 
opinions 

Notification to all 
users of rules, 
policies and proce
dures 

Notice of procedures for all 
participants suggested 
Educat,ion program suggested 

IV 
VIII 

Limits dissemination of juvenil~ In Compliance 
record information 

Continuing review of 
record management 
policies concerning 
juveniies' 

Continuing review with local 
jurisdictions of needs and 
methods associated with 
juvenile records suggested IV 

Page 2 of 4. 
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SEC. 

20.21 

~0.2l 
( f) 

~O.21 
(g) 

TITLE 28 D.O.J. REGULATIONS 

Prov.}sion or Requirement 

Audit 
.(a) Systematic Audit to insure 

accuracy 
(d) Annual audit to evaluate 

compliance with all pro
cedures and system per
formance 

Security 

Access and Review 
Verification of Identity 
Review of Record without 
undue burden to individual 
or agency 
Obtain a copy . 

Administrative Review and 
Correction 
Administrative Ap~eal 

-- -. __ .......... - ~ .. 

FIGURE 1-1 

STATUS IN FLORIDA 
FLORIDA PRIVACY AND 

,SECURITY PLAN PROVIDES 

Current status 

In compliance 

Additional 
Need or Issue Procedures or Option(s) 

Compliance dependent on re- • 
sources; potential capability 
exists in state agencies 

Need for additidil-. 
al auditor re
sources 

Option suggested: 
- Audit Elements 
- Audit Standards 

In Compliance 
[Security Compliance summary 
is portrayed in Figure 7-1 
on Pages VII 2, 31 

In Compliance 
In Compliance with regulation 
and NAC Standard 

Exceeds Requirement 
In Compliance 

In Compliance 

• Additional identi 
fication of FDCLE 
role in audit 
mechanism 

Additional Security 
legislation may be 
desirable 
Extended use of user 
agreements desirable 
Additional training 
may be desirable 

• 

- Audit Procedures 
- Audit Staff Options 

-- Funding 
-- Staff Supplement 
-- Separate Annual Audit 

Team 
-- Contract Audit 
-- Audit Team Mix 
-- Auditor General 

Standardiz.d statewide 
security program as an 
extension of current FDCLE 
standards to be considered.' 
Any program will be depen
dent on resources 

Additional audit pro-Described 
cedures are needed 

in Plan (20.21 above 

Desirable to have 
uniform formats for 
inquiry and appeal 
throughout Florida 
system 

~xample formats cited 

~eed more formalized ~ppeal Procedure and formats 
appeal procedure than proposed 
!currently exists 

In 
Chap.ter 

VI 

VI 

VI 

V 

Page 3 of 4 
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FIGURE 1-1 

TITLE 28 D.O.J. REGULATIONS STATUS IN FLORIDA 

Provision or Requirement Current Status 
Additional 

Need or Issue 

Providing names of non
criminal justice prior 
recipients 

In Compliance 

Notification of corrections In Compliance 
to prior criminal justice 
agency recipients 

Need for more de
tailed procedure 
than currently 
exists but cost is 
questioned 

FLORIDA PRIVACY AND 
,SECURITY PLAN PROVIDES 

Procedures or Option (s) 

pissemination logs being 
~eveloped 

rublic education program is 
~uggested which exceeds re
~uirernent but is resource 
fi'!pendent 

IV 

VIII 

20~22 Certification of Compliance 

• Outline of actions taken Compliance ~ Descriptions of current 
actions in each chapter I - VII 

• Access and review procedures Interim CQmpliance, modifica- Needs described in ~ Additional staffing re
quested by FDCJ.iE V operational tions planned Chapter V 

• 

• 

Description of attenlpte..d Compliance 
legislation or executive 
orders 
Description of step~ taken Compliance 
to overcome fiscal, technica 
or administrative barriers 

• Description of existing sys- Compliance 
tem capability a~d upgrade 
efforts 

• A listing of categories of Compliance at central 
non-criminal justice dissemi repository 
nation 

Organizational issues. 
and needs cited, 
organizational for
mats to be resolved 

Legislation c~ted; CJIS 
coordination ~nd 
sharing concept cite~ 
Judicial-Executive Rela
tionship under continuing 
review. 

I - VIII 

Need for additional 
resources [Staff] 

• System descriptions 
Capabilities and needs cite:i I - VII 

Information and 
authority needs 

, :jited 
Designation of re
sponsibilities for 
implementing and 
updating piS Plan 

~ Categorization and standards 
described as options 'IV 

~ Procedures and formats 
suggested 

~ Revised rules and practices 
including charges for 
record information II - VI'l 

/ 
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o R G A N I Z A T ION A L COM MIT MEN T 

The successful development and implementation of the Privacy 

and Security Plan will require both legislation and organizational 

commitments, which are directed toward consistent practices and pro

cedures. Although a considerable amount of relevant organizational 

structure and administrative authority already exist, it has 

become evident that additional specific designations of responsibili~ 

are needed. During the preparatioIi of the Plan discussions were 

held with the Lt. Governor concerning concepts, authorities and 

strategies. The executive objectivelin Florida includes an 

interest, in having extensive participation in the development and 

the continuing refinement of the Plan. This will insure that desig

nated procedures and responsibilities are practical for all compon

ents of ~he Florida system. The processes of disposition reporting 

and auditing for example are system needs which will require the 

development of compatible state and local interests. 

REQUIREMENTS 

In the process of local and organizational review of the Plan, 

. a number of requirements have been identified related to organiza

tional responsibilities for functions which are inherent in the 

management and implementation of the Privacy and Security Plan. 

Examples include the following: 
'" 

• 
• 

Insure that system audits are conducted • 

Establish standards for non-criminal 
justice agency access to criminal history 
information in accordance with Florida 
statutes and the federal regulations. 

lThe prerogatives of the Governor in relation to the administration 
of the Privacy and Security Plan are noted in Section 20.21 of 
D.O.J. Title 28 and the associated commentary on Section 20.21. 
In Florida executive decisions include the Governor and Cabinet. 
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• Augment procedures for individual challenge, 
correction and appeal. 

• Prepare an annual revision of the Privacy 
and Security Plan. 

• Report annually to the Governor on the 
status of the privacy and security of 
criminal history records information and 
other related criminal justice information 
system matters. 

• Establish authority and responsibility for 
disposition reporting and follow up. 

Audits 

In order to insure system conformance with the operational 

procedures of the Privacy and Security Plan, responsibility will 

be established for regular and periodic audits to be conducted by 

the criminal justice system agencies or by "outside" reviewers. 

It" the event discrepancies are identified a schedule for corrective 

action will be issued and monitored. [Section 20.21(a) (2); 

20.2i(e) D.O.J. Reg. Title 28J. 

Access by Non-Criminal Justice Agencies 

Access and dissemination standards will be developed as 

ne~ded to provide consistent guidance for determining the conditions 

unger which non-criminal justice agencies will have access to 

cri~inal history record information. The standards and procedures 
" 

will be developed in accordance with the pro'\~isions of Chapt;ers 
,> ,I 

119FS, 120 FS and sections 20.21(b} (c) (d) of Title 28 as appropriate. 

Particular attention will be directed to non-conviction data. 

Au~ent Procedures for Individual 
Challenge, Correction and Appeal 

Within the procedure described in this Plan for the "Indi..., 

vidual Right to Access and Review" is the right to appeal a 

decision by a criminal justice agency not to make requestedq~';:finges. 
,,' } 
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Procedures may be established for reviewing unresolved requests 

in order to effect the provisions of FDCLE Rule lIC-S.OI and to 

comply with the provisions of section 20.21(g) (3) D.O.J. Title 28. 

Annual Plan Revision 

An annual revision to the Privacy and Security Plan will be 

developed and presented to tne Governor and LEAA for approval. 

Modifications will be based on the year's assessment of progress 

made in meeting the plan's objectives, problems encountered, and 

new ideas developed. [Section 20.23 D.O.J. Title 28] 

Annual Report 

An annual report on the conduct of activities proposed within 

the Annual Plan will be submitted to the Governor for his review. 

Included will be an assessment of the degree to which objectives 

were reached, a listing and discussion of problems that bec~e 
, 

prominent, incidents worthy of note, new developments that have 

occurred, statistical.and fiscal reporting data concerning implemen

tation and recommended actions. Copies will be made available to 

the JUdiciary and Legislature. This activity is a Florida initiative 

and is' consistent with current practice among Florida criminal justice 

activities. FDCLE, for example, reports annually to the Governor 

in accordance with 943.03(9) FS. 

Disposition Reporting 

Specific legislative authority will be sought to augment and 

strengthen the Florida disposition reporti.ng process. This will 

provide for the designation of responsibilities for disposition 

reporting at the various lev¢ls of offender processing and will 

define the standards and schedules for delinquent disposition 

monitoring and follow up. This legislative action will be designed 

to supersede current procedures through the adaptation of the shared 

information concepts outlined in thn recent joint communique 

developed by all of Florida's criminal justice system components. 

[Section 20.21(a) (1) D.O.J. Title 2SJ 
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CURRENT STATUS 

The existing structure of Statutes, Executive Orders and 
operating practices provides a high degree of compliance with the 

federal regulations. The organizational policy issues result from 

requirements which are not specifically defined at present. Current 

relevant authorities and responsibilities of the FDCLE, the 

CJIS Council and the BCJPA are described below. 

The Florida Department of 
Criminal Law Enforcement 

The State Central Repository for the collection, maintenance 

and dissemination of criminal history information carries major 

operational' responsibility for the actions and procedures described 

in the Privacy and Security Plan. Specific powers and areas of 

responsibili ty of the Florida Department of Cr,iminal Law Enforce-

ment are included in Chapter 943 FS. In addition to its other , 
i 

authori ties the Department "may make and enter into all contracts;~ 
and agreements with other agencies ... " as the department determines 

appropriate to accomplish its mission. 

It has the capacity to provide criminal identification and 

criminal history record services to criminal justice agenci~s in 
the State. The Plan assumes that a complete and accurate record 

of the individual subject will be maintained at the central 

repository (FDCLE) and that each of the other components of the 

criminal justice system will contribute to the record through the 
offense and disposition reporting mechanisms of the State. These 

are to be additionally refined. 

The Plan provides that dissemination to non-criminal justice 

agencies will be accomplishe~ after an inquiry to the State 
, , 

repository and that this inquiry-dissemination process will be 

recorded at both the local and State level. The immediate opera

tional information requirements of local/law enforcement and prose-, / 

cution, associated wit;h, for example, d/(tention, diversi(J'ln or 
,1 /;r II. f 

bail bonding will continue to be served by local information and 
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the simultaneous acquisition of wanted/warrant information.. Finger

print submission to FDCLE, following arrests, enables the local 

jurisdiction to acquire a current, complete criminal history 

record, annotated, if appropriate, by the State repository, to 

reflect interim dispositions. 

The organization of the Florida Department of Criminal Law 

Enforcement is included in Figure 2-1. Within the FDCLE, the 

Division of Criminal Justice Information Systems has primary 

concern with central repository matters. The organization of this 

Division is illustrated in Figure 2-2. 

Crime Information Bureau 

The Crime Information Bureau (CIB) serves as the central state. 

identification. center for adult offenders and provides the link 

betw~en the lopa1 criminal justice agencies and the FBI Identifica-
,~.-:-' 

tion Division. Its responsibilities include the collection and 

compilation of information as it occurs within the criminal justice 

system. This information is then disseminated, routinely and by 

special request, to the criminal justice community and other 

agencies authorize~ by federal and state statutes. Figure 2-3 

illustrates t~e process. 

The Bureau is made up of 124 positions divided into the Identi

fication, Data Input Monitoring, and Special Services Sections. The 

Identification Section provides technical fingerprint expertise 

in classifying the arrest fingerprint cards which are not identified 

with a prior record and through characteristic comparison provides 

positive identification of incoming arrest fingerprint cards which 

are to be added to' an existing criminal history record. 

The Data Input Monitoring Section records the arrest data from 

the incoming fingerprint cards and either establishes a record for 

a new offender or adds to an existing record using standardized 

codes developed by the National Crime Information Center's (NCIC) 
";/ 
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Computerized Criminal History (CCH) Program. This section also 

adds disposition data, incarceration and supervisory statuses (pro

bation, parole, work release, incarceration, parole, etc.) received 

from the FBI Identification Division which reflects national criminal 

history activity. The data recorded by this section is then entered 

into the Computerized Criminal History System (CCH) by the Law 

Enforcement Data Center Bureau. 

The Special Services Section provides twenty-four hour response 

coverage for criminal history information to criminal justice 

agencies nationwide along with physical security of the PCIC building 

The section also provides authorized non-criminal justice agencies 

with criminal history record checks on persons seeking employment 

requiring licensing by the State. 
I 

i 

Law Enforcement Data Center Bureau 
: ' 

The Law:Enforcement Data Center Bureau (LEDC) provides the 
I 

Department of 'Criminal Law Enforcement and other state and local 

criminal justice agencies with data processing services for the 

development, implementation, and operation of criminal justice 

information systems and related functions of the Florida Crime 
! 

Information Center (FCIC). 
I 
, 
i 

The Criminal Justice Information 
S):"stems Council 

FS943.06 also establishes a Criminal Justice Information 

Systems Council within the FDCLE and this representative council 
has duties, specified in Section 943.08 FS which are directly 

relevant to the Privacy and Security Plan. These duties are 

indicated below: 

943.08 Duties; Criminal Justice Information 
Systems Council. The council shall develop 
and recommend operating policies and procedures 
relating to the following areas: 
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(1) The exchange of criminal justice information 
and criminal justice intelligence information 
and the operation of criminal justice informa
tion systems and criminal justice intelligence 
information systems, both interstate and intra
state. 

(2) The installation of criminal justice infor
mation systems and criminal justice intelligence 
information systems and the exchange of information 
by such systems within the state and with similar 
systems and criminal justice agencies in other 
states and in the Federal Government. 

(3) The physical security of -the system, to 
prevent unauthorized disclosure of information 
contained in the system and to insure that the 
criminal justice information in the system is 
currently and accurately revised to include sub
sequently revised information; 
(4) The purging or sealing of criminal justiGe 
information upon order of a court of competent 
jurisdiction or when required by law; , 

(5) The dissemination of criminal justice in
formation to persons or agencies (not associated 
with criminal justice) when such dissemination is 
authorized ?y law; 
(6) The access to criminal justice information 
maintained by any criminal justice agency by 
any person about whom such information is main
tained for the purpose of challenge, correction, 
or addition of r-xplanatory material; and 

(7) Such other areas as relate to the collection 
and dissemina~ion of criminal justice information 
and criminal justice intelligence information .. 

The CJIS Council has a broad representation from most com

ponents of the criminal justice system, is actively engaged in 

privacy and security matters and coordinates with the three other 

advisory or policy committees engaged in info~mation systems 

development. The activities of and represent;~tion on the CJIS 
Cou~cil could be expanded as an optional development in Privacy 

\) 

and Security matters. 

·:1 
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The Bureau of Criminal Justice 
Planning and Assistance (BCJPA) 

The Bureau is part of the Division of State Planning of the 

Florida Department of Administration. The BCJPA is, by Executive 

Order, the State (Criminal Justice) Planning Agency and has been V 

designated by Governor Askew to prepare the Privacy and Security 

Plan in accordance with Section 20.21 of Title 28. 

The broad goal of the Bureau of Criminal Justice Planning 

and Assistance is to provide comprehensive planning and program 

development coordination and assistance to all of the state's 

criminal justice-related resources to ensure the orderly growth 

and development of Florida's criminal justice capabilities. In 

line with this goal, the general objective of BCJPA is to coordinate 

the criminal justice related program planning activities and pro

ducts of state agencies and units of local government. 

The BCJPA has become an integral component of the Florida 

criminal justice system, capable of interacting directly with the 

functional components·of the system, with state agencies and 

with local governments in the context of Florida law. In conjunction 

with FDCLE and the CJIS counci~ the Bureau is capable of developing 

consensus on major issues and effecting change in the criminal 

justice system. 

The responsibilities of the BCJPA for privacy and security 

matters and CJIS matters can be established in this context. For 

example; it would be possible for the BCJPA to ass'arne responsi

bility for coordinating the training and public education proposed 

in the Plan (Chapter VIII) and to develop these programs through 

arrangements with the five Florida Metropolitan Planning Units, 

the 10 Regional Planning Councils, and the Florida Department of 

Criminal Law Enforcement. 

Similarly the BCJPA could assume certain planning and 

coordination responsibility for the proposed audit program (Chapter VI 
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and assist in the development of this program with FDCLE, the 

Auditor General, the Division of Electronic Data Processing, the 

Department of General Services, and the local Criminal Justice 

agencies. These actions will be resource dependent. 

Figure 2-4 depicts the current organization of the Bureau. 

ROLE OF LOCAL USER AGENCIES 

Local criminal justice agencies will be responsible for: 

• Assuring the initial accuracy of criminal 
history information. 

• 
• 
• 
• 
• 
• 

• 
• 

Assuring that dispositions are reported in 
accordance with established rules. 

Querying the ~DCLE prior to the dissemination 
of a criminal\history record. 

Maintaining sjch records as may be needed 
to accomplish!system audits. 

Assuring that'proper security is provided 
for criminal history record information. 

Assuring proper use of all accessed criminal 
history record inf~rmation. 
Purging or sealing~ criminal history infor
mation as specified in a Users Agreement, 
by court order, or~FDCLE regulations. 

I 

Assuring proper prphibitions governing 
access to juvenil,e records. 

Providing relevant training of all personnel 
involved with criminal history record infor
mation. 

ORGANIZATIONAL - POLICY ISSUES 

In order to be responsive t9 the organizational issues which 
are inherent in the management of privacy and Security, Florida 

will: 

• Continue to examine the requirements 
and the participating roles of all criminal 
justice agencies including Offender Rehab
ilitation, Probation and Parole. 
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• Develop uniform formats for privacy 
and security procedures to enhance 
consistency in the State. 

• Designate specific responsibilities for 
the accomplishment of operational 
procedures. 
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COM P LET ENE S S AND ACCURACY 

Completeness and accuracy of criminal history record infor

mation are qualitative goals of the Florida system. Existing pro

cedures are directed toward the achievement of these goals. The 

planned procedures for both local manual systems and the state 

electronically stored criminal history records (CCH) will be 
designed to: 

• Insure the accuracy of initial entry 
data, of disposition entry, and of all 
data modifications and deletions 

• Insure ithe completeness of initial entry 
data, of disposition entry, and of all 
data modifications and deletions ,I 

• ~ Insure· the timeliness -~Q:f data submi~sion, 
disposi tipn entry, tiotifichltions, arid of 
authorized modifications and deletions 

• Establish specific responsibilities for 
the management and control of criminal 
history record information of the crimi
nal justice1system 

1 

I 

REQUIREMENTS 

The basic requirement to insure completeness and accuracy 

of .criminal history information is included in the Crime Control 
I 

Act, PL93-83. Section 524(b) of this Federal Act provides, in 
part, that: 

(b) All criminal history information collected, 
stored, or disseminated through support under this 
title shall contain, to the maximum extent feas
ible, disposition as well as arrest data where 
arrest data is included therein. The collection, 
storage, and dissemination of such information 
shall take place under procedures reasonably de
signed to insure that all such information is kept 
current therein; ... 
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This provision is developed in section 20.2l(a) of the federal 

regulations which establishes the criteria and guidelines for com

pleteness and accuracy of criminal history record information. 

These are listed below. 

Completeness 

The elements of completeness are defined in section 20.2l(a) (1) 

and include provisions that: 

• Complete records shall be maintained at a 
central state repository 

• Central repository records must contain all 
disposition information within 90 days after 
the disposition has occurred. 

In ordinary circumstances only complete records, containing 

arrests and dispositions, should be disseminated. To insure that 

this occurs, the regulations require procedures which provide, 

in ordinary circumstances, for criminal justice agencies to query 

the central repository pribr to dissemination of any criminal 

history record information. This inquiry condition may be waived 

if information is required for operational purposes prior to the. 

time when the central repository can respond. This situation could 

occur, for example, in the cycle of days related to the request 

for and receipt of complete non-automated reports. In these 

cases, local information which may be technically "incomplete" 

could be used to meet immediate criminal justice needs. 

Accuracy 

The elements of accuracy are defined in section 20.2l(a) (2) 

and include provisions that: 

• Records do not contain erroneous information 
and that errors be minimized through 

• Procedures to verify or validate data entries 
and to audit data collection, storage and use. 
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To insure that the provisions of accuracy serve both the criminal 

justice system and the individual, the federal regulations require 

that prior recipients of criminal history information be advised 

of inaccuracies which are found and subsequent corrections which 
are made. 

CURRENT STATUS 

The current status of the completeness and accuracy require- (J,' 

ments is reviewed in reference to: (: . 

• 
• 
• 

Disposition Reporting 

Expungement and Correction 

Inquiry Before Dissemination 

Pisposition Reporting 

Disposi tions arie defined in the regulations as meaning .. in

formation disclosing that criminal proceedings have been concluded .••• 

To be complete, a cri.minal history record should include disposi tionsO 

that have occurred from arrest to final release of the individual 

from the cognizance of any segment of the criminal justice sys:(tem. 
i ,', '. 

Thus, an effective disposition reporting system includes procedures 

for reporting dispositions by every relevant component of the crim

inal justice system. I This is the intent of the Florida Uniform . ,-

Case Reporting System df the Courts [25.075 FS] and the current' 
FDCLE disposition reporting procedures. 

In the FDCLE procedures, interim actions are reported as part 

of the criminal fingerprint card submission and final dispositions 

of prosecutor and courts are reported on the Final Disposition 

Report. The disposition reporting of post adjudication corrections 
information is a problem area which is being addressed as part ~f 

the CJIS development. FDCLE Rule ll-C 4.06 pr0vides fordelin- "J 

quent disposition monitoring and correction. If after 180 d~ys 
I 

after an arrest no disposit~on rep~rt to FDCLE has been made the 

arresting agency is notified and will provide disposition data 

within 30 days of the notice. 
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Court Unif(~?rm Case Reporting System 
II 
',i 

In ~ccordance with Article V of the Florida Constitution and 
\, 

Chapter 25.075 FS , the court administrator is in the process of 

d~veloping a uniform case reporting format. A version of this 

Uniform Criminal Progress Docket is included as Figure B-1. The 

provisions of Sec. 25.075 FS require mandatory reporting by the 

Clerk of the Court and establish an audit of this disposition 

reporting mechanism by the Auditor General· 

FDCLE Disposition Reporting Procedures 

The Florida system for reporting criminal history informa

tion is completely c;J,ocumented. The documentation i.nc1udes Florida 
I 

statutes: Rules 01 the FDCLE developed in accordance wit~ the re-
quirements of Chapter 120 FS, and the FDCLE Identification Manual. 

" " 

The FDCLE Rules and operating manuals stay under continufng review 

to insure currency and are in review at this time. 

To meet the requirements of Title 28 the FDCLE has updated 

the departmental rules to cover the requirements of the federal 

regulations in a manner con~istent with Florida procedures. 

The basic reporting process originates wi th the"~ statewide sub

mission of the crimina+ arrest fingerprint card [For~ IC-IO]. The 

FDCLE rule relating to,this submission is IlC-4.03 [Figure B-2]. 

The FDCLE fingerprint card is included as Figure B-3. 

Specific guidance concerning completeness and accuracy are 

included in the system instructions. Fo~ example, the ID Manual 

provides specific guidance on disposition information in instruction 

(5) pertaining to final disposition reporting. 

(5) FINAL DISPOSITION 
List final disposition in this field to correlate 
with "the same numbered charge above. If the final 
disposition is not available, show pre-trial or 
initial disposition, e.g., released, no formal 
charge, bail posted, etc., in the ARREST DISPOSITION 
(ADN) field (26) on back of the fingerprint card. 
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Florida uses a single fingerpriht card sU9mission process. 

The procedural instructions are included in various FDCLE technical" 

memorandum dating to 1973 including TM 73-2,~ 73-4, 74-2, 74-3 and" 

other instructions such as those pertaining to registration of 

convicted felons; primary and secondary ~)ntributors1 and deceased 

notification submission procedures. Emphasis is on accuracy and 

completeness. For example, the complete procedural guide for 
completing the criminal history record of a deceased person in-

C1 

eludes: 

• FDCLE Rule llC-4.05. 

• FDCLE Identification Memorandum 75.1. 

• FBI Form R-88. 

o 
I 

I 

This sequential guidance is illustrated in Figures B-4 and B-S. 

These figures portray an example of the procedural consistency 
and detail in tha~lorida system. 

~ I 

The characteristics of completeness and consistency are re

flected in the detailed rules and procedures which are conc~r~~d 

with final disposition reporting. The formal guidance is included" 

in FDCLE Rule llC-4.06 and FDCLE Identification Memorandum 75-2.' 

Rule llC-4.06 is based on the specific requirements of sect,ion 

20.2l(a) of Title 28 and requires that final disposition "be 

submitted (to the central repository at FDCLE) within 90 days 

after the final disposition occurs." Rule llC-4.06 is included 

as Figure B-6. 

I 

t 
I , 

In order to refine the disposition process and to make the 

criminal information (CCH) more meaningful to multiple users, Florida 

revised the Final Disposition Repolf(t in 1975 .7'he current report 

[Figure B-7] replaced the FBI R-84 and expanded the information" 

acquired for Florida purposes. 

Procedural guidance in Identification Memor.andum 75-2 provides 

that: 
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• The arresting agency has the responsibility 
for initiating this report and supplying all 
fields of identifying and arrest information 
requested on the top half of the form .. The 
impressions of the right four fingers should 
be obtained and placed in the botton right 
corner of the report. Both tasks should be 
accomplished at the time of arrest when the 
full set of fingerprints are taken on the 
arrest fingerprint card. 

Only final dispositions are reported in this format. Interim 

transactions are included on the fingerprint card. To accomodate 

local practice the procedures enable local rgencies to work to

gether as follows: 

• ! 
J 

-/ 
I 

If procedures permit within your area, it 
is requested that. the prosecutor complete 
the report by filling out the bottom half 
of the form if the case reaches his level 
and is not being referred for court action. 

• If procedures permit within your area, it is 
request.ed that the court complete the report 
if the case reaches the court level for ju
dicial action. 

In all cases the furmal disposition report is provided to the 

FDCLE Crime Information Bureau. Additional legislation is 

planned. 

Expungement and Correction 

Actions concerning the expungement and sealing of criminal 
history records are controlled by court prerogative and specific 

Florida statutes 893.14 FS [1973] and 901.33 [1974] which is de

rived from Ch 74-206 Laws of Florida. The implementation policies 

and procedures for expungement and sealing actions are provided 

for in FDCLE Rules llC-7.0l; llC-7.02; llC-7.03 and llC-7.04. Speci
,fie definitions and procedures are included in memorandums 72.5, 

"74.1, 74.4, 74.4A and 74.5. Disposition reporting instructions 
for purge and seal actions are included in 75.2. Additional 
legislation is desirable in this subject area. 
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Policy and procedural guidance is related to: 

• Statutory and court ordered expunction. 

• Administrative expunction. 

In this context court ordered expunction means nan actual 

court order to expunge or seal certain record, records, or a speci
fic portion(s) of a record or records." 

Administrative expunction means lithe expunction of a record, 

records, or a specific portion of a record or records in any 

manner other than by court order." 

This structure enables the FDCLE and Florida agencies to 

also use the technical procedures and documentation of expunge

ment for the correction of records [TM 72-5] and to include 

formal sealing or expungement actions with the final Disposition 

Report if appropriate [TM 75-21. 

In accordance with Ch. 893.14 FS, an expungement of a first 

offense of possession of drugs results in the creatibn by FDCLE 

of a sealed record of the action which is subsequently accessabl:~ 

only ,by the court through a court order. [ID Memo 74-1, Rule 

llC-J .. Ol,7.02]. 
'\ -, 
~n 

t 

offens,e 

accordance with Ch. 901.33 FS,an expungement of a first 

which results in an adjudication of not guilty or acquittal 
-I 

" can result, through appropriate court action in a sealed record 

which is sUbsequently accessable only by law enforcement agencies 

for special purposes. [ID Memo 74-4, 74-4A, Rule llC-7.0l-7.02] . 

The rules provide the following procedural guidance conce:rtring 

positive identification and action to complete the individual's' 

record: 

llC-7.02 Procedure on Court-Ordered Expunctions. 

(1) The order of the court as to an expunction'of 
arrest records should specify the agencies to which 

.~ 

III - 7 



ti 

, I ~. 

Ie' 

(' 

it applies, including this Depar,tment, and should 
be directed to the law enforcement agency which 
made the arrest and forwarded the arrest informa
tion to the Department. 

('2) Upon receipt of any order to expunge a 
criminal history record the arresting authority 
shall: 

(a) Make a positive association between 
the individual and arrest covered by the 
order and the arrest record generated by 
it'; 
(b) Forward a certified copy of the order 
along with a letter of transmittal to the 
Department. 

(3) The letter of transmittal shall make specific 
reference to identifying information, including: 

(a) Date of arrest; 

(b~ Arrest number and original charges. 
(4) The letter of transmittal shall be signed by 
the chief police officer of the agency or a person 
designated in accordance with rule IIC-7.03(4), 
F.A.C. 

(5) Order of courts of non-Florida jurisdictions, 
when certified by the counterpart of the Depart
ment in such other jurisdiction, shall be process
ed as requests for administrative expunction. 

An example of a current expungement order is included as 
\ 

Figure B-8. Additional refine~£nt of the,. expungement process , 
is being undertaken to insure ~hat all prior recipients are 

notified of court ordered or administrative actions. An example 

ofa proposed revised order is included as Figure B-9. 

Florida currently observes the orders of out of state 
courts, as provided in Section 20.24, Title 28, by treating 

thes,e orders as administrative expunctions [Rule IIC-7. 02 (5) ] . 

In addition, Rule IIC-7. 0 4 providE~s for notice to prior 
" /1 

recipients in the following manner: 
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IIC-7.04 Federal Criminal History Records. 
Unless otherwise directed, all requests or 
orders to expunge or seal criminal history 
records shall be deemed a r~quest or order 
to initiate the expunction of such informa-
tion from the Federal Bureau of Investigation's 
National Crime Information Center and Identi
fication Division and to seek the expunction 
of such information by such other jurisdictions 
to which it may have been forwarded. 

The procedures are directly related to the accuracy and 

completeness o£ individual records. Technical Memorandum 72-5 

provides for corrective action of administrative or technical 

error. The following examples are cited: 

• Examples of administrative error could be 
the submission of a fingerprint card on an 
arrested person thought to be an adult at 
the time of arrest when in fact such person 
was a juvenile; o,r the arrest of a person 
subsequently determined to be mist~akenly 
identified as a suspect. 

• Additionally, administrative error as per
tains to the FDLE policy may be interpreted 
as the arrest and fingerprinting of a subje.ct 
who subsequently does not enter ;into the 
prosecutarial function because the prosecut
ing authority refuses to file an information; 
or whete an information has been filed and . 
the p40secuting authority subsequently nolle 
prosses such chargee or charges. In the 
latter instances, should the chief law 
enforcement officer of the arresting agency 
request the return _of the fingerprint card 
and related criminal history information, 
such request shall contain corroboration 
from the appropriate prosecuting authority 
indicating such authority's refusal to pro
secute, or of the nolle prossing .. of pre
viouslyfiled charges. 

INQUIRY BEFORE DISSEMINATION 

Dissemination is defined as the transmission of criminal 

history record information to individuals and agencies oth~r 
than the .. criminal justice agency whichGinaintains .the criminal 

u 
history information. 
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Th~ capability exists in the FCIC/CCH system to provide' 

fast turn-around responses to agency inquiries. The major con

straint on the universal application of the prior inquiry pro;::, 
ce~'s would be it large volume of acti vi ty which could delay·' 

,) 

routine response times. In extraordinary circumstances, par:-

tial in~ormation can be, provided by the central repository staff 

by administrative message or by telephone to known and properly 

id~ntified criminal justice personnel if this is necessary. 

It is "possible to access information contained in the FCrC/ 

NCIC CCH files through four (4) types of message inquiries. These 

types are: 

• "QI" - Query Identification 
,>} 

"FS lI Florida Criminal History Summary • -
• llCS lI NCIC Criminal History Summary 

• "CH" - NCIC Complete Criminal History 
Record 

The summary procedures for CCH inquiry are included in ID 

,Memoranda 74-4, 75-3 and 74-6 and the detailed procedures are 

included in the Fcrc manual. 

!Thi~ process make~ it possible for a requestor to acquire an , 
immediat~ response on record checks and summary information and 
to estab~ish the nature and location of the complete criminal 

history r~cord. Criminal history records .are mailedcdaily. 

Because of the capability of the system, inquiry to the Cen
tral Repqsitory will be made prior to dissemination. 

All procedures related to accuracy, completeness, data 

validation and audit are under continuing review.' For example, 

proced~ires were revised in January, 1976 to curtail the automatic 
generation of Fcrc criminal history records [rap sheetsJ. This 

wil~ reduce workload and dissemination logging and insure that 

only the most complete record is forwarded to users at the time 
of actual need. 
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In another example, the FDCLE carefully monitors expungemen,t " 

a.ctions to insure legal sufficiency and: administrative accuracy. 
Ii 

By 1977 it is planned that the current CCH system will in

clude more than 85% of the relevant disposition actions. Rules 

and procedures will be additionally developed as needed. 

POLICY ISSUES 

While current administrative procedures and format refine
ments have reslll ted in an improved lev~l of accurate and complete 

records the disposition reporting process remains as an issue. 

Actions will be taken to: 

• Establish authority for disposition reporting 

• Define-responsibility for reporting ~isposi
tion information 

• 

• 

" Define delinquent and follo\'l-up procedures 
to include: 

'J"' 

Scheduled follow-up on pending 
,or d~linqucnt dispositions 
Specific follow-up procedures 
on pending dispositions prior t'o 
dissemination or disposition of 
a record. 

Authorit'y and procedures for :auditing of 
disposition actions.~ 

Specific legislative pr.oposals will be made in 1977 con:" 

cerning the Florida disposition reporting system. 

" 
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LIM I TAT ION S o N DIS S E MIN A T ION 

As originally published, the Department of ,Justice~Regula-. 
tions, May 20, 1975, required specific statutory authority to 

disseminate criminal history record information for non-criminal 

justice purposes or to non-criminal justice agencies. There were 

. specific restrictions on access to inforJ"l~tion by~the news media 

and specific prohibitions on access to criminal history informa

tion in court records. 

The current federal regulations, Marcp 19, 1976, introduce 

a distinc,tion between the categories 0'£ cohviction data and non

conviction data and differing limitat~!ons on the dissemination 

of these categories. ~ 

28~ 

~0Non~conviction data is defined in section 20.3(k) of Title 

(k) "Noni!.conviction data" means arrest infor
mation without disposition if ~n intcirval of one 
year has elapsed from the d~te of arrest and no 
a~tive prosecution of the chargeiis pending; or in
formation disclosing that the porice have elected 
not to refer a matter to a prosecutor, or that a 
prosecutor has elected not to commence criml.nal 
proceedings, or that proceedings have been ind<:!fi
nitely postponed, as well as all acquittals and 
all dismissals. 

REQUIREMENTS 

,The requirement for establishing ,limitat'ions on dissemina

tion is included in section ~b.2l(b). These p~ovisions are cited 
below: 

(b) Limitations on dissemination. By 
December 31, 1977, insure that dissemination 
of non-conviction data has been limited, 
whether directly or through any intermediary 
only to: 

·IV - 1 
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(1) Criminal justice agencies, fd~ pur
poses of the administration of Qrifuinal 
justice and criminal just,ice agency 
employment; 
(2) Ind~viduals and agencies for any pur
pose authorized by statute, ordinance, 
executive order, or court rule, decision, 
or order, as construed by appropriate State 
or local officials or agencies. 
(3) Individuals and agencies pursuant to 
a specific agreement with a criminal jus
tice agency to provide ~ervices required 
for the administration of criminal justice 
pursuant to that agreement. The.agreement 
shall specifically authorize access to 
data, limit the use of data to purposes 
for which given, insure the . security and 
confidentiality of the data consistent with 
these iegulations, and provide sanctions 
for violation thereof~ 
(4) Individuals and agencies for the ex
press purpose of research, evaluative, or 
statistical activities pursuant to an agree
ment with a criminal justice agency •.. The 
agreement shall specifically"'authorize 
access to data, limit the use of data to 
re$earch, evaluative, or statisticch pur
poses, insure the confidentiality and 
security of the data consistent with· 
these ~egulations and with section 524(a) 
r.f the Act and any regulations implementing 
section 524(a), and provide sanctions for 
the violation thereof. 
Conviction data may be.disseminated without· 
limitation. 

.t 
1 

, 
i 

Under these amended regulations, there are no restriction~ 
on the distribution of conviction data, nor on criminal history 

information contained in court records of public judicial pro
ceedings. Arrest information where prosecution is pending also 
would be available. , 

The amended regulations also would no longer require express". 
authority to distribute non-conviction records for non-criminal 
justice purposes, but would permit such dissemination if ·;it· "is"' 

" ' 

pursuant to and can 'be construed from the general requirement" 
(. 

in the state statute or Ibcal ordinance. 
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Section 20.20(c) concerning applicability of the procedures 
includes these provisions: 

(cy::, Nothing in these regulations prev~nts 
a criminal justice agency from disclosing to the 
public criminal history record information re
lated to the offense for which an individ~al is 
currently within the criminal justice system. 
Nor is a criminal justice agency prohibited 
from confirming prior criminal history record 
information to members of the news media or any 
other person, upon specific inquiry as to whether 
a named individual was arrested, detained, in
dicted, or whether an information or other formal 
charge was filed, on a specified date, if ~he 
arrest record information or criminal record in
formation disclosed-~s based on data excluded by 
paragraph (b) of this section. The regulations 
do not prohibit the dissemination of criminal 
history record information for purposes of inter
national travel, such as issuing visas and grant-i 
ing of citizenship. ' 

, The Department of Justice Commentary'on these prov.:isions 

is indicative of the relative flexibility now available to the 

State in establishing procedures in this area. 

"The regulations, as now amended, provide that 
ronviction data may be disseminated without 
limitation~ that criminal history record infor
mation relating to the offense for which an in
dividual is currently within the criminal jus
ti~e system may be disse~inated without limita
tions. Insofar as non-conviction record 
informat.ion is concerned, the regulations require 
that after December 31, 1977, most non-criminal 
justice acCess would require authorization 
pursuant to a statute, ordinance, executive order 
or" court rule, decision or order. The regulations 
no longer require express authority, that is 
specific language in the authorizing statute or 
order requiring access to such inforina tion, '·but 
only that such dissemination is pursuant to and 
can be construed from the general requirement in 
the statute or order. Such statutes include 
State p~blic record laws which have been inter
preted by a State to require that criminal his
tory record information, including non-conviction 
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information, be made available to ,the public. 
Determinations as to the purposes, for whi~h' 
dissemination of criminal h~$tory record in
formation is authorized by State law, execu-
tive order, local ordinance, court rule, 
decision or order will be made by the appro
priate State or local officials." 

" 

The federal regulations, as now amended, remove the prohi
bitio~ that criminal history record information in court records 
of public judicial proceedings can only be accessed on a 

chronological basis. Therefore, court records of public 

judicial proceedings are not covered by the federal regulaH 

tions. 

CONDITIONS OF DISSEMINATION AND USE 

The federal regulations enable the State and local: govern

ments to determine the policies and procedures needed tom~,nage 
the use and dissemination of criminal history information. 

General 
Section 20.2l(c) (3) of Title 28 provides that: 

(3) Subsection (b) does not mandate 
dis~~mination of criminal history record 
information to any agency or individual. 
States and local governments will determine ' 
the purposes for which dissemination of 
crimi,Jlal history record in~ormati,pn is 
authorized by State law, executive order, 
local 6rdinance, court rule, decision or 
order. 

In addition to this provision there are two additional con
straints established in Section 20.,21 (-C). These are included 

as 20.2l(c) (1) (2) of Title 28. 

(1) Use of criminal nistory record 
information disseminated to non-criminal 
justice--~.mcies shall be limited to the 
purpose fof which it was given. 

'(2) No agency or individual shall 
confirm th~ (,existence or nonexistence of 
criminal history=record information to 
any person or agency that would not be 
eligible to receive the information itself. 
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Juvenile Records 

The regl..l.1,ations establish a prohibition against the dissemina

tion, to non-criminal justice agencies, of juvenile records except 

for purposes of authorized research, evaluation, or statistical 

an'alysis or in those instances in which there is an established 

agreement with a criminal justice agency to provide services to 
the criminal justice system. 

The constraints on the dissemination of Juvenile records are 

included in Section 20.2l(d) which provides that t.he State Plan 
will: 

"Ins~re that dissemination of records con
concerning proceedings relating to the adjudication 
of a juvenile as delinquent or in need of, super
vision (or the equivalent) to non-crimina~ jus
tice agencies is prohibited, unless a sta~ute, 
court order, rule or court decision specifically 
authorizes dissemination of juvenile recolrds, 
except to the same extent as criminal history 
records may be disseminated as provided ~n 
§20.2l(b) (3) and (4) (research or agreement). 

CURRENT STATUS 

The Florida Public Records $tatute, Ch l19FS, is the starting 

point for de'termining the limitations on access a~d dissemination 

of criminal history information. This statute 'provides that "all 

state, county and municipal records shall be open at all times". 

Public records in Florida are those "made or received pursuant to 

law or ordinance or in connection with the transaction of official 
business by any agency". 

Ch l19.07FS provides for exception to open access for public 

records which are provided by law to be confidential or which are 

prohibited from public inspection by general or special law. 

Criminal history information with certain exc~,w'tion 
:1.,'1 

juvenile records and records expunged in accordancrfti with 
have been deemed to be public' records inaccordanc~ with 

Iflorida Cabinet Resolution, January 6, 1976 
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The Attorney General of Florid~,has testified, in specific 
reference to the provisions of Title 28 ,1-1ay c;1975, that: 

" 0, 
\) 

(b) 

the 

"The Florida L~islature determined long 
ago that the Florida public possessed a statutory, 
if not inherent, right to information,information 
such as records of arrest, £onviction, arrest 
reports of the arresting officer, copies of indict
ments and information, and other like criminal his
tory information. The Florida Judiciary has contin
ually stated that this basic policy of open govern
ment could not be restricted except by a state 
legislative policy decision. Williams v. State, 
285 So.2n 13 (Fla. 1973); Mahone v. State, 222 So.2d 
769 (3 DCA 2969); Grays v. state, 217 So. 2nd 1~3 
(3 DCA 1969). Sensitive law enforcement records 
relating to the apprehension ahd prose;cutic)n of 
criminals, however, are within the corifidentia1ity 
purview of the "Police Secrets Rule." Lee v. Beach 
Publishing Co., 173 So.440 (Fla. 1937); Fla. Atty. 
Gen. Ops. 072-168; 073-166; 075-9; 075-203.,,1 

Accordingly, and consistent with the provisions of Section 20.21 
1-:' 

and FS119,both conv~ction and non-conviction data is available to 
""0 general public. In addition, 

receive federal information based 

examp1e,the Secretary of ~tate of 

some agencies have authority to 

on statutory authority. [For 

Florida] • 

As to information derived from NCIC, certain constraints still 

apply to federal information. 

Florida Statutes 

To balance the interests of individuals and society there are 

a number of -'statutes and "legislation (cur,rent ang proposed) which 

impose limitations, on dissemination or provide for the expungement of 

individual records. For,example: 

Istatement of J. D. Whisenand, Deputy Attorney General on behalf 
of R. L. Shevin, Attorney General of Florida, Decernberl.5, 1975, 
Washington, D.C. 

!; 
,) 
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Limitation on Dissemination or Use 

Juvenile records are not open to inspection 
by the public. 

Conditions for arrest records to be expunged; 
non public record maintained; restoration of 
individual to prior status. 

Exemptions from registration of convicted felons. 
1,\ 

Differing construction of criminal code 
language construed most favorably to accused. 

Unlawful publication of names or parties to 
int(;!rcepted comrnunica tio~,s., 

,~ ,,', 

MOdification of restrictions ·on professions 
~nd occupations; prohibiting use of non
conviction data;, removing'restraint,on occupa
tion employment for certain categories.of 
convictiohs. 

~ , 
Removes disqualification from public 
ment based on prior conviction. 

employ-

Restrictions and publications on inquiry, 
disclosure and dissemination of non felony 
record for purposes of emp1oymertt. 

Sealed" Records 

FDCLE Rules and Regulations 

II ' 

Florida Statute 

Sec ''''39 .12 FS, 

Sec 901.33 FS 
Sec 893.14 FS 

Sec 775.13 FS 

Sec 775.021 FS 

Sec 934.091 FS 

Sec 455.013 FS 
[HB 851] 

Sec 112. OIL, FS 
(HB 2451] 

Sec 448.08 FS 
[HB 840] 

(-.. ; 

Sec 893.14 FS 

The policies and procedures for implementing the dissemination 
• D 0 

'proviS!ions of Part Band C of Title 28 are in Rules of the Florida 

D~partment of Criminal Law Enforcement and the,FDCLE ope~ating 
manuals such as t~e Identification Manual. FDCLE Rule llc-6.02(1) 
provides the following policy: 

llc-6.02 Present po,licy~ 

(1) Pending legislative or judicial diregtion 
to the contrary and to the maximum extent that it 
may act consistent with Chapter 119, \,Plori:da Statutes, 

',3 the Department adopts by reference the definitions 
contained, in"Ch. 1, Title 28, Subpart 20A, C.F.R., 
and will make and hereby authorizes disseminations 
to the fullest extent authorized under Ch. 1, Title 28" 
Subpart 20B and Ch. 1; Title 28, Subpart 20C, C.F.R., 
also ~ncorporated herein by reference. 
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Juvenile~.Records 

The currer'it statute governing the dissemination of juvenile 
records is Ch 39FS. The Florida l~w is in complete complianceOwith 

\' Section 20.21(d) Title "28. Relevant pr~.9visions of ' 'Sec 39.12 and 
39.13 FS are included in Figure 4-1. \ 

Consistent with the concept 'of public records, ar):d the nature 
~ .. ,and extent of some juvenile crimes r ~ere are proposal!~" in the 

,~ i I "I 

Florida legislature to extend the dissemination of sOlT!e,juveni1e 
!, . 

" criminal hi.story information. 
I, 

CONTINUING PROCEDURAL DEVELOPMENT ,.>;i 

Within the context of the current regulations additional 

procedure,s will be developed to accomplish the purposes;and ilntent 
1,;' 

of the regulations. 

done in the areas of: 
There will for example be additional work 

• Standards for access to information 

• User agreements 
• Dissemination records (logs) 

i.\ 

Stand'ards for Access to Informatiori 

The FDCLE will develop additional rules which identify conc,U
tions of access to records which are not available to the public 

o " " 
" 

or which are ,incomplete. The rules will also specify the need for 
positi,ve ide~tification as a basis for insuring accu:,:ate dissemina

tion. In addition, the central repository and loq~l criminal j\lstice 
agencies may establish a listing of priorities for access to informa
tion based on the criteria of Sec 20.21(b) of Title 28 and existing 

staff resources. 

'''' User' Agreements, 

The format Of~_J,lSe,:l·agreements will be dependent on the extent 
r' " . \ ' ~0 _ - _ ' ' r< < 

to, whi'ch all crimina'l J:listory, information is made availaple gene;ra1,lY· 
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FIGURE 4-1 

CHAPTER 39 FS 

JUVENI~ES, JUDICIAL TREATMENT 

39.12 ,Oaths: records: privileged informa
, tion 

(1) 

(2) The court' shall make and keep records of -all 
eases btought before it pursuant to this'chapter 
and shall preserve the records pertaining to a 
ebilduntil 10 years after the last entry was made, 
or until the child is 21 years of age, whichever 
date is first reached, and may then destroy them, 
except that records of cases where orders were 
entered per~~nently depriving a parent of the custody 
of a child shall be preserved permanently; and except 
that records made of traffic offenses in which,there 
is 'no allega'tion of delinquency may be destroyed as 
soon as tbey can be ):'easonably accomplished. The 
court shall make otficial records, consisting of all 
petitions and orders filed in a case arising pursuant 
to t.his chapter and any other pleadings, certificates, 
proofs of publication, summons, warrants, and other 
writs wh~ch may be filed therein. 

(3) The clerk shall keep all official records re
quired by this statute separate from other records of 
the Circuit Court. They shall not be open to inspec-. 
tion by the public. All records shall be inspected only 
upon order of the judge by persons deemed by the 
judge to have a proper interest th~rein, except that 
a child and the parents Qr legal custodiaj'iS of the 
child and their attcrneys shall a,;tways have the right 
to inspect and copy any official record pertat,l1ing to 
the child. The judge may permit authorized repre
sentatives of recognized organH:ations compiling 
statistics for proper purposes to inspect and make 
abstracts from official records!, under whatever pondi
tions upon their use and disposition the judge may 
deem proper, and may pUfiish by contempt proceedings 
any viol.ation of those conditions • . 
(4) All information obtained'pursuant to this 
chapter in the discharge of official duty by any judge, 
employee of the court, ~uthorized agent of the Divis~on 
of Family Services, or authorized agent of the Division 
of Youth Services shall bl'! privileged and shall not b'e 
disclosed to anyone other than the authorized personnel 

'of the court, the Department of Health apd Reh~9ilitative 
Services, and o~hers entitled under this chapt~r to 
receive that information, except upon order of the judge. 

39.13 Contempt. - The court may punish for 
contempt'any pers~ainterfering with the 
administration of or violating any provision of 
this chapter in order of the court relative 
thereto. 

History.-s. 1, ch. 268.80, 1951, s. 19, ch. 73-231. 
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However, procedures will be develope¢{ related to 'ilUtomated and non

automated access; secondary dissemination and non-disclosure. An? 
example of a non-disclosure agreement is included" as Figure 4-2. 

,J) 
I' j':; 

Dissemination "Records 
'I 

In order to insure that the dissemination of criminal history 

information is conducted in a manner \~hich will provide a basis for 

management actions, subse~uent corrections and system audits, a 

dissemination log mechanism w,ill be used throughout the criminal 
justice system. 

Dissemination logs are maintained by FDCLE to insure that 

corrected information is communicated to all prior recipients. 

The.dissemination record is also required to facilitate the system 
" t 

audits required by Section 20.2l(a) and ~0.21(e) of Title 28. 

Beca~se of the volume of activity ih the Florida system it is 

likely that a 'basic dissemination log., coupled wij::h the extensive 
" operating knowledge of records personnel at all levels of the system" 

will serve the immediate purposes of dissemination recording. 

Dissemination logs will be adapted to local needs and practices 
consistent with meeting 'the Jrequirementsof the system. 

Issues which will be reviewed include the dissemination log 

data and format; the log retention period; the purposes to be 

served by the logs and a designaticrm of who' wil,l maintain the logs. 

POLICY ISSUE 

In the course of developing and reviewing the Plan concern 

has been expressed, at both the state and local level, concerning 
the absence, in FS 119, of explicit authority' for the> dissemination,. 

of non-conviction data. This concern relates to potential conflicts 

with the provisions of both Sections 20.21(b) and 20.21(c) (3) of 
:1 , ' • • 

Title 26 and with recent Supr~me Court dec~s~ons, particularly 

Paul vs. Davis. 
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FIGURE 4-2 

NON-DISCLOSURE AGREEMENT 

STATE OF FLORIDA 
CRl~INAL HISTORY RECORD INFORMATION 

NON-DISCLOSURE AGREEMENT 

This "agreement is made and entered into by and between ~ _____ _ 
________________________________________ , a-Florida criminal 

justice agency~ and 
______________________________ , hereinafter called Recipient. 

The 
agre'::e"'::s~t"'::o-::p~r:':o:':v:-:i;-:di":e::--:R;::-e=-c-:-crip~i-::-e-n"7t-w:-;i-;t-;:h:---;t:-;h-e-:--c::':r=-l.T:· m::::7'i=-n'::"a'l--;:h"7i-=s-;:t:'::o"':"r:'::y:-:r:-e=-c=-o=-r=d:;--
information (CHRI) requested. 

B. Recipient certifies that he is entitled, pursuant to the LEAA 
o Regulations, to CHRl acce,ss for the purpose of 

C. Recipient agrees to ii~it the use of the CHRl to the purposes 
far which it was provided~ and to destroy the information when 
it is no longer needed ,for the purposes for which it was pro
vided. 

D.,Recipient agrees to implement reasonable procedures to insure 
the confidentiality and security of the CRRl. 

E. Recipient agrees that the only persons allowed access to the 
CaRl are: 

F. 

G. 

and not to disseminate the information to any other agency or 
person. 
Recipient agrees to abide by the laws or regulations of the 
federal government and the state of Florida (including pro
visions of the Florida CHRl S'ecurity and Privacy Plan), and 
any rules, policies or procedures adopted by the Florida 
Department of Criminal Law Enforcement. 
The . 
rese::r:::v:':e:'::s~t-;:h""':e~r:-:1;-:' g::;hL"'t.::--t7"o~' --s:":u-s-p-e-n""'d:--"'i.-mm-e-d'1';"'· aO:-;-t:-e'l:-:y-;.f:-u--r~n-:;i-s:;'b:-:i!""'n:-g'-C=HR=l--:-::u-::n-:;d;:-e'r 
this agreement and to demand return of information already :fur
nished under this agreement when any rule, policy, procedure, 
regulation or law described in Section F is violated or appears 
to be violated. 

H. In addition to any civil or criminal penalties applicable to 
the use of the CHRI under Florida or federal law, Recipient 
,agrees to be subject to a fine not to exceed SlO,OOO for know
ing violation of Title 28 of the Code of Federal Regulations. 

I. Recipient agrees to indemnify and save harmless the state of 
Florida, Agency, other signatory agencies of CHRl Non
Disclosure Agreements, and their employees from and against 
any ~nd all causes of actions, demands, suits, and other pro
ceedings of whatsoaver nature; against all liability to others, 
including any liabilities or damages by reason of or arising 

,~ out of any files, arrest, or imprisonment or any cause of 
action watsoever; and, against any loss, cost, expense, and 
damage resulting therefrom, arising out of or involving any 
negligence on the part of Recipient in the exercise of enjoy
ment of this agreement. 

J. This agreement is to be in effect from to ____________________________ __ 

SIgnature of ReCipient 
- .Representative 

Date: 
----------------~~' 

si~,na ture of Agency 
Representative 

Date: 
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Options 

Action has been initiated by FDCLE to acquire an Attorney 

General Opinion en the implications of the revised Title 28. The 
. . . ~ 

CJIS Council is examining the alternatives of recommending'~,FS 119 

revision to exclude non-c,?nviction data or to proposing addit~al 
legislation which will clarify responsibilities and authorities 

for dissemination of non-conviction data. 

Action 

A coordinated review of legislative needs pertaining to 

dissemination will be undertaken by FDCLE with BCJPA, the CJIS 

Council and other:: state and local criminal justice agencies. Legis

la:tion will be recommended as appropriate, following this review. 

j! 
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I N D I V I D U A L A C C E S S AND REVIEW 

Insuring the right of the individual to review his criminal 

history record can be a significant factor in establishing the 

credibility and accuracy of the information in his file. The' 

right of review can provide an additional measure of protection 

for both the individual and the agency from potential or actual 
:1 

harm or injury, caused by the use of inaccurate or incomplete 

criminal history information. The principle of individual 

access and review is complemented by the requirement that in

q,ccurate or incomplete records be correcteq. Both of these 

principles are included in provisions of Fliorida statutes, rules 

and procedures. The general practice of openn~ss ha"r contribut

ed to PU~l~!C acceptance of records systems in ~lorida. Chapter 
119 FS provides, for example, for the inspection and examination 

of public records. 

REQUIREMENTS 

The principle of individual access and ~eview has been 
I 

recognized and incorporated in federal law a~d the Department 

of Justice regulations. For example, Sectiorl 524(b} of the 

Crime Control Act (P.L. 93-83) provides in part that: 

••• an individual who believes that criminal 
history information concerning him contained 
in an automated system is inaccurate, incom
plete or maintained in violation' of the title, 
shall upon satisfactory verification of his 
identity, be entitled to review such informa
tion and to obtain a copy of it for purpose of 
challenge or correction. 

~ .• ~ I) ':';, 
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Department of Justice Regulations 

Section 20.2l(g) of the federal regulations requires that 
there be operational procedures to insure the right of individuals 

to review criminal history records concerning them '(excluding \, 

all intelligence and investigative files) for the purposes of 

challenging their accuracy and completeness. These operational 

procedures must include provisions for: 

• Verification of individual identity 
[20.21(g) (1)] 

• Reviewing any criminal record informa
tion, maintained about the individual, 
without undue burden to'the individual 
or the criminal justice agency [20.21{g) (I)] 

• Obtaining a copy of subject record for 
purposes of challenge and correction 
[20.21(g) (1)] 

• An administrative review and necessary 
correction of any claim by the indivi
dual that the information is inaccura'te 
or incompH~te [20.21(g) (2)] 

• An administrative appeal in those cases 
which cannot be resolved be.tween the 
individual and the criminal justice 
agency which is maintaining the infor
mation [20.21(g) (3)] 

• Providing the individual, upon request, 
with the names of non-criminal justice 
agencies to which subject information 
has been disseminated prior to correction 
[20.21(g) (4)] 

• Notification of corrections by the correct
ing agency to all criminal justice agencies 
to which the information has been dissemi
nated prior to correction [20.2l(g) (5)] 

The e,xtent of the procedures ,related to individual access 

and review are new. However, the concept of individual access 

and review for purposes of appeal does already exist as part 

of :Florida administrative due process. Federal commentary 

on these procedures includes the following: 

/,) iI 
c:::.....::::. 
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20.21(g) (1). A "challenge" under this section 
is an oral or written contention by an individ
ual that his record is inaccurate or incomplete; 
it would require him to give a correct version 
of his record and explain why he believes his 
version to be correct. While an individiual 
should have access to his record for review, a 
copy of the record should ordinarily only be 
given when it is clearly established that it is 
necessary for the purpose of challenge. Verifi
catio~ of identity can be established by the 
State of Florida. 

20.21(g) (5) requires that the correcting agency 
notify prior recipients of corrected information. 
Not every agency will have done this in the 
past, but hence-forth adequate records including 
those required und.E:!r 20.21 (e) must be kept so 
that notification can be made. 
20.21(g) (6) emphasizes that the right to access' 
and review extends only to criminal history ! 

record information and does not include other 
information such as intelligence or treatment ! 
data. 

The National Advisory Commission Standard on the Right to 

Review suggests that: 
c, 

Except for intelligence files, every person l 
should have the right to review criminal justicE:! 
information re}ating to him. Each criminal 
justice agency with custody or control of 
criminal justice information shall make avail; 
able convenient facilities and personnel nece~
sary to permit such rev·iews. 

The National Advisory Commission standard is amplified in 

the Standards for Security and Privacy of Criminal Justice In
formation developed by the SEARCH group.1 Standard 14, Access 

~J 

by.. Individuals for Purposes of Challenge, includes provisions 
for: 

1SEARCH Technical Report, No. 13, October, 1975 
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• 

Individual review of criminal history 
record il"lformation concerning him any
where in the State in which he applies 
in person or through counsel (14.la) 

An appeal hearing with or without counsel 

A judicial review procedure, if appro
priate, after an administrative appeal 
hearing 

CURRENT STATUS 

Not only is it possible for an individual in Florida to 

review his records but there is a positive attitude of assistance. 

In this respect, the individual's criminal hi,9tory,!.s an "open 
I> 

record" to the individual. The individual review Plocedures which 

were initiated at FDCLE in 1973 for statewide use [~M 73-3J, 

have been supplanted by FDCLE Rule lic-s.Ol, ReviewiProcedures. 

Individual Request [20.2l(g) (1)] 

An individual in Florida may initia'te a review of his criminal 

history record anywhere in the state by submitting a request in 
writing either to a local law enforcement agency or, ;if he prefers, 

to the Florida Crime Information Center in Tallahassee. FDCLE Rule 
j 

llC-8.0l(1) and (9) provide that: 

(1) Any individual wishing to review his 7rim~. 
inal history record must submit a request ~n wr1t
ing to a local laweniorcement agency and should 
specifically indicate whether a multistate (FBII 
NCIC) check is desired. 

(9) Persons not wishing to deal with a local 
law enforcement agency may secure a copy of 
their criminal record, if any, by presenting' 
themselves at the Florida Crime Information 
Center (FCIC) Building ,0408 North Adams, Street, 
'Tallahassee, Florida. Fingerprinting and a writ
ten're9uest are nonetheles~, required and two 
appear;emces are necessary to allow for the process
ing of

l 
the request using positive identification 

procedures. 
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Chapter 119.07 (l) FS"<tlso provides guidance on the manner 
pf review. This provides that public records 'custodians "shall 
permit the records to be inspected and examined by any person 

desiring to do so at reasonable times, under reasonable conditions 

arid under supervision of the records' custodian. Charges may be 

made for copies or for duplication. 

Verification of Identity [20.2I(g) (1)] 

Verification of individual identity is accomplished in Florida 

through the use(~\f fingerprints. The Florida fingetprint card 
(Figure B~3, pagJ B-3) is annotated to indicate th~t it is 

being used for a record review. The fingerprint card is searched 

cby the~central repository [FDCLE] and if a positive fingerprint 
'I ' 

identi~i,~ation is established on an existing crimina:! history 

record ~l '~:\ printout of the record is obtained from the FCIC/CCH 

system. 4he procedures associated with the verification of 
identity cit the point of initiatiori>, and the match with FDCLE 

records are included in FDCLE Rules IIC-8.0I(2) (3) (4). The,?'2i 
are included below: 

,I 

(2) The individual must then be fingerprinted 
by a local law enforcement agency for identi-

1 fication purposes. The fingerprint card will 
I contain all required identifying data and a 

if conspicuous notation that the card is submitted 
lin order to provide positive identification 
for a personal record review. 
(3) Requests and completed fingerprint cards 
received by local law enforcement agencies will 
then be mailed by the local law enforcement 
agency to the Departmen t\~ 
(4) The fingerprint card will be processed by 
the Department and if a positive fingerprint 
identification is established against an exist
ing criminal history record, a single copy of 
the record, the submitted fingerprint card, and 
the original letter of request will be returned 
to the local law enforcement agency. If no 
arrest record is found in the Florida Crime In
formation Center/Computerized Criminal History 

\\ 

v - 5 
,:-::-, 

() 



. ,.', "" .~ "!' .': "~'~1'~-., ~~~~?*~~~~5{.'~\, 

System, the fingerprint card and the l~.tter of 
request wil!" be so stamped on the reyerse. sid.e 
and will be returned to the local law enfo;rce
ment agency forwarding same. 

Obtaining a Copy and Review [20.2l(g) (1)] 

The FDCLE advises the individual requestor, directly, th~t 
a copy of his record is being made aVailable either at.a local 
agency or in Tallahassee. Upon a second appearance and verification 0 

of identit~. the individual has ~ccess to the record and may have 

a copy for his review or challenge if appropriate. These pro-

ce~ures are in FDCLE Rules lIC-B.Ol(S) (6) (9) along with the 

procedure for logging the review action. 

(S) The Department ~ill mail a letter to the 
requesting individ~al advising him that a copy 
of his criminalhi~t:9ry record, if any, has 
been mailed to the r¢cal law-enforcement agency. . , 
(6) It will then be-the re$ponsibility of the 
individual requesting said record to personally 
call for such record at that local law enforce
ment agency. It will "be the responsibility of 
the local law enforcement agency to determine 
that the person reviewing the criminal history 
record is the s~me person that was fingerprint-

"=>"" ed by that agency. A stateme~twill be placed 
on each criminal'-history record or fingerprint 
card returned by the Department which states, 
"Released to (subject's name) Date (date release_d) 
by (releasinct agency)". This' statement must 
be completed by the! local law enforcement agency 
that delivers the record to the individual. 

~l.~ 
( 'I 

Paragraph 7 ofTM 73-3 provides that the "individual 
requesting the record may receive a copy of his criminal history 

record as known to FDCLEI'. 

Administrative Review and Correction [20.2l(g) (2)] 

'i. Corrections' are <made by the cogni~ant agency and the central 
,'"- ; 

repository- [FDCLE] is \advised of correction or deletion. It is 

o 
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possible for a chief law enforcement officer of the agency to use 

the ,.(~dministrati ve expunction procedures for correction of errors. 
The procedure for this action is included in TM 72-5. The general 

procedure for review and correction is inQluded in Rule IlC-8.01(7): 

(7) If after reviewing his record, the indi
vidual feels that the r~cord is incorrect or 
incomplete, it is his responsibility to contact 
the agency submitting that part of the record 
in question. It then will be the responsibility 
of that agency to determine the merit of the as
sertion, to ntake any and all corrections or dele
tions that may be required, and to notify the 
Dep.artment- of any corrections or deletions. 

,Appeal [20.21 (g) (3) ] 

The process of pdministrative appeal is an integral part 

of F10rida administrative practice and procedures and is defined 

in several statutes. 

(i This process includes an agency hearing through either 

formal or informal proceedings and a possible judicial follow 
D 

up to these hearings to resolve actions which can be properly 
identified as adverse to the individual. [120.68 FS]. It is 

also possible for the individual to petition the court for cor

rective aC'tion in accordance with 901.33 FS. 

The initiation of these procedures is provided for in FDCLE 

Rule IIC-8.01(8): 

(8) If, after the foregoing steps have been 
taken, the agency sub.~itting the record in 
question and the indi'~~idual cannot resolve 
their differences, the agency shall subject 
itself to such further administrative or 
judicial proceedings as are indicated. 

Figures 5-1 and 5)"i2 are examples of formats which could,. pe 
(/ 

used eto ini1:i~te administrative or judicial appeals. Figure 
n 

5-3 is an example of an appeal decision format including directed 
actions and notifications. (( ProcedureS and formats will be re-. 

fined by the CJIS council and the court Administrator in accord-
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TO: 

FROM: 

r 

FIGURE 5-1 

STATE OF FLORIDA 
INDIVIDUAL APPEAL OF DECISION 

DATE: 

I hereby exercise my right to appeal the action of the 

v 

c 

r~, :---'~_-:-__ 
(Ag~ncy) 

_____________________ , which decided not to change, amend, 

or delete certain specifically identified information in my criminal 

history record, as requested by me on In denying 
(Date) 

limy request, the agency provided me with guidance on the appeal procedure C 

and a copy of their decision (attached }. I have reviewed 

the appeals procedure and am prepared to attend and participate in a '\ 

hearing on the issues still in contention and I unders,~and that my only 
appeal:of the resultl~ of this llearing, if unfavorable ~p me, is through 
formal j~dicial action through the Florida Courts. 

i 

I hrrebY affirm that I am the individual whose record t am .,requesting 

to be a~ended or altered and further, that I am the same individual WLj 

processe'd the Form IC-IO with my name and signature appearing on it, 
'I , dated 

ATTACH: Signature (date) . 

" V - 8 



(j 

'-,=-~-------~------ --, 

TO., 

FROM: 

FIGURE 5-2 

STAT~ OF FLORIDA 
INDIVIDUAJ APPEAL OF DECISION 

PETITION 

DATE: 

SEQUENCE 

I hereby exercise my right to appeal the action of the 
(Agency) 

---l(\f~-----------------' y,hich decided not to change, amend, 
or delete certain specifically idenll:ified information in my criminal 

,; history record, as requested by me 6n In: denying 
(Date) 

my requ:est, the agency proviq .. ed me wi th\ guidance on the appeal procedure 
I 

and a copy of their decision (attached' ). I have reviewed 

the appealS procedure and am prepared to attend and participate in a 

hearing on the issues still in contention. 

I hereby affirm that I am the ipdividual whose record I am ~equesti~g 
to be amended or altered and further, ,that I am the same individ~al who 
processed the Form IC-IO with my name'and signature appearing on it, 

dated -------

ATTACH: signatt:'t'e (date) 
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FIGURE 5-3 

C' 

, STATE OF FLORIDA 

PART I 

TO: Date: 

FROM: Sequence ',NO. _______ o:-

The State of Florida Court has heard the appeal applica-
tion of ":,,",,;_--.---.-_...--.......,..' dated , pertaining to changes in subject.' s 
individual criminal history records and finds that these records should be 
chan~e~ as cescribed ~elow: 

,.;"(", '-~:.:-
Corrections to the crimin" :''1istory records of this subject maintained 

in your Agency must be made wi\...n:h 30 days and all prior criminal justice 
agency recipients of the record'!nust be advised to t.ake similar action: 
within 30 days. The individual has been fUrnished a list o~ prior nop~ 
criminal justice agency recipients of the record so as to allow these I 

changes, to be made in those records, as well. 

Copy to Individual 
Copy, retained by Court 
Original to 

Signature 
Cler~ of the Court 

Signature 
Individual 

(Date) 

(Date) 

-------------------------------------------------~----------------------------

PART II 

TO: Date: ______________________ __ 

FROM: Sequence No.',.--________ _ 

The State of Florida court has heard the appeal,appli-
cation of dated , pertaining to changes in the 
subject's'1nd1v1duat criminal fi1story record and based on the information 
presented to this court, finds that there is not sufficient cause to 
change, modify or delete the contested data which now appears in the record. 

The subject has been informed of ~his decision. 

Copy to Individual 
Copy retained by Court 
Original to 
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Names of Prior Non-Criminal Justice Recipients 
, '.,.t' 

The ,dissemination logging mechanism will be modified to 
accomodate the potential need for providing information about 

non-criminal JUstice agency prior re'Cipients of criminal history 
.. information. This particular aspect of the review function may 

require 

demand. 
)\ 

methods 

an apparatus which is disproportionate to the need 

For this reason the most efficient and economical 

will be devised. 

Notification of Corrections 

and 

The procedures now in effect provide that individual 
agencies furnish corrected information to the central repository 

-~;",~"'-' 

[FDCLE) in accordance with Rule llC-8.0l(7). The extension of 

Rule llfF-7. 04 will provide that FOCLE initi'...:.te ~orrective action 

with NCtC and such other jurisdictions to which the individual 
, 

reco~d may have been previously provided. 

Pub~ic Reporting of Procedures 

Upon implementation of the Privacy and Security ,~lan, a 
public education p~6gram may be initiated for the purpose of 
informing Florida;6itizens of the right to reviE;!w and challenge 

criminal history data pertaining to them. The program cou.ld 

include procedures describing how and where individual reviews 
" 

can be made, the costs involved, and any other information 

necessary tQ allo\" access without undue burden to criminal 
~ \ 

justice agencies or individuals. 

SUMMARY OF COMPLIANCE STATUS 

h '=t;- Except for procedural additions to the appeal process and 

CJOIt)e additional logging mechanisms, Florida's procedures f~r in

eli vidual access and review are in compliance with the require-
c:- " 

c 
ments of,Title 28. 

'" 

" I, • .' 
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Although there has been a very small volume of 
the area of individual review and corrections, it is 

that this volume will increase. If the experiences 

activity in 
'... -:-

anticipated 

of the FBI/ 

NCIC system, under the provisions of the Freedom of Information 

"Act, are indicative of increased requests associated with indi

vidual review, this process cpu1d become a major cost item. 

\IJ 

", I"~ 
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VI 

A U D I T AND PEN A L TIE S 

The federal regulations require two kinds of audits, a 

systematic audit and an annual audit. The systematic internal 
.' 

audit performed regularly by the Florida Department of Criminal 

Law Enforcement and local agencies is required by Section 20.2l(a). 

This audit is intended to insure that criminal history records 

are complete, accurate, and current. 

ed by Section 20.2l(e) of Title 28. 

The annual audit is requir

This audit is intended to 

insure that there is adherence, by the participating agencies, 

to the regulations and operating procedures. 

In support of the audit activity, the federal regulations 

require that records be maintained which will facilitate the 

accomplishment of audits. Dissemination logs, dis,cussed in 

Chapter IV, are part of this requirement. 

FEDERAL REGULATIONS 

, Although the spec£f~c audit requirements of the regulations 

! address different leyr:J.!i of activity, they are interrelated to 
, total system effectb.;t:fu.ess. The intention is to make audits a ,I , 

regular part of the criminal history management process. 

Section 20.2l(a) provides for systematic audit in the con-

text of record accuracy: 

To accomplish this end (accuracy), criminal 
justice agencies shall institute a process 
of data collection, entry, storage and system
atic audit, that will minimize the possibility 
of recording and storing inaccurate informa
tion and upon finding inaccurate information 
of a material nature, shall notify all crim
inal justice agencies known to have received 
such information. 
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In this context systematic audit is linked to both,the 

annual audit~process: 
~7=::::_~ 

/·,,{,~;6 . Audit. Insure that annual audits of a 
representative sample of State and local crim
inal justice agencies chosen on a random basis 
shall be conducted by the State to verify adL 
he~_ence to these ,regulations and that ~ppropriate 
records shall be retained to facilitate such 
audits. Such records shall include, but are 
not limited to, the names of all persons or 
agencies to, whom information is disseminated 
and the date upon which su.ch information is 
disseminate~. The reporting of a criminal 
justice transaction to a State, local or Fed
eral repository is not.a dissemination of in
formation. 

The scope of the annual audit" in effect,· includes a re

view of all of the procedures which are included in the Privacy 

and S~curity Plan. There is also a' specific requirement, in 

this section to develop audit trails to records which include 

specif,ic dissemination control1data. 

There is a recognition ,inlthe federal regulations of the 

cost~impact of the audit requirement. Of all aspects of the 
Plan, the audit requirement will be the most costly to imple

ment. To insure that audits become a regular system feature, 
Ii 

but not an overwhelming economic burden, the Section .20 .. 21 (e) 

provides for the annual audit of criminal justice agencies to 

be cond~cted on a random selec,1;ion basis .,_ 

CURRENT STATUS 

The systematic audit, program related to the management I~nd 

use of CCH in Florida is in comPrliance with the federal regu

lations'.- In addition to the pr6cedures described in the FCIC 
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manual for editing and security, there are additional established 

procedures and regulations pertaining to data verification, error 

detection and notification • 
r 
~i 

i~H~C~~ . ~ ~ The systematic au:~:t::a:i:e::::: ongoing quality control 
r-~----~-----procedure, conducted by personnel wi thin FDCLE a.nd user agencies, 

i 
\ 

which verifies that the system functions with regard to accuracy, 

completeness and timeliness. This is, in effect, a daily process. 

The primary objective of this audit is to detect, isolate, and 
correct departures from the quality factors of accuracy and com

pleteness. Editing occurs at each level including selection and 

reformatting of messages as appropriate. Data verification and 

suspense control on the daily dispatch of criminal records occurs 

at FOCLE. 

In order to comply with the quality control factors necessi

tated by the collection, maintenance, and processing of criminal 

jQstice a~d c~iminal history record information, individual 
'>,) 

agencies are encouraged to implement systematic intern'al audit 

procedures. The procedures for achieving qualitative controls 

.1 may include the following provisions: 

i • 

• 
• 

• 

Daily monitoring by FDCLE of criminal 
justice and criminal history dat.a col
lected, processed and transmitted. 

Automatic edit and monitoring by FDCLE 
of information stored and disseminated. 

Periodic or daily monitoring and main
tenance of all data and system logs, 
to include logs for inquiries, received 
data, transactions, compllter operatiq.ns 
and destroyed documents.' Monitoring Ii is 
periodical'ly followed-up by specific 
internal audits of these actions and 
documents. 
Frequent quality sampling of system op
erations, source documents and products. 
Close supervision of tasks being per
for

1
ed by system personnel and super-

visdrs. '. 
A 
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• 
• 
• 

,I 

Vigilance with regard to, and in~pectibn 
of, compliance with all system and fa
cility security regulations and user~ 
agreements. 

Implementation of structured system s'aite
guards which inhibit error, willful or 
inadvertant, and omission of data in the 
system process. The safeguards may in
clude audit points and audit "traps." 
The safeguards include a detailed audit 
trail, leading to the data originator and 
the recipient of transmitted data. 

Delinquent disposition report monitoring 
and quality improvement by FDCLE. (\ 

Validation and correction of pur-ge and 
seal orders and requests by FDCLE. 

Regular review by FDCLE O,t rules and 
procedures related to opera:tions which , 
affect accuracy, completene'ss and contrpl. ' 

Dissemination logs are maintained by FDCLE to provide au'-dit 
(l 

support [20.2l(a) (2), 20.2l(e)]; record correction notification 
[20.21 (a) (2); 20.21 (g) (5) ]; and individual information [20.21 (g) (4) ] • 

At a minimum the record logs contain subject and recipient 
names, dates of dissemination and FDCLE and FBI identification num-

\ 

ber!s. ' Additional detailed data is being considered, such as the 

pUl:ipose of the inquiry and record destruction data. These entries 
I , ' . 

!can provide management information about inquiry patterns. 

ANNUAL AUDIT 

The annual audit will be an examination of the extent to 

which the system, and 'participating agencies, are operating in 
compliance with Florida statutes, the Federal regulations and"r!': 

relevant procedures set forth in the Privacy and Security Plan. 

When the Annual Audit Program is completely formulated and 

operational it is planne9 to include the following elements ~:. 

• Designation of Responsibilities including 
\>~uality Control Officers 
~o. 
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• 
• 
• 

• 
• 

/,i":'/ 

Anno~ncement procedures 
Agency sampling techniques 

Records sampling procedures 

On site visit procedures 

Observations 

Checklists 

Audit lists of sampled records 

Site manager critique 

Follow-up procedures 

• Training and technical assistance 
capabilities and scheduling 

• Management information control system 

The audit program will it>.clude the capability to perform 
system audits of: I 

• 
• 
• 
• 

Procedures 
Re,cords 

I 
1 

Dissemination Controls 
Security 

There will be occasions whep deficiencies are of su,;:fficient 

ser,iousness or gravity that a sp~cial audit is n~eded. This non
routine {or ad hoc] audit may be :conducted, upon local request, by 

I- ,'.' 

an FDCLE audit team to identify and correct the specific'causes 
,l~ . : 

of loss of quality control. If !,,\tq.ere is a serious problem which 

seems to indicate a major systeti~ deficiency, this may be cause 

for scheduling a complete annual audit at this time. 

Audit Standards 

Standards for audits of the criminal justice system will\\ be 

developed in coordination with the State of Florida Auditor General 

[Ch. 23 FS] and the Attorney General. Standards for audit can 

be adapted from the Standards for Audit of Governmental,Organiza'" 

bions, programs, Act~ ties and Functions (1·974), developed by 
\ ' 

"' the U. S. Comptroller Ge11eral. Examples of these standards modi-
Jj 

fied for criminal justice audits are included in Figure C-l. 
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General Procedures 

The audit program is to be described to individual agencies 
in regular intra system FDCLE memoranda, during training sessions 

and in other communications. Individual agencies to be audited, 
ate to be advised prior to site visits. 

The auditor is to be furnished with documentation and ihfor-l: 
;;:=::;:, !J::(.-

mation concerning the individual agency. ,In addition, he will 

have available detailed copies of the criminal history informa~ 

tion furnished by FDCLE to 'the agency arid with checklists which 

are subsequently correlated to an AGENCY AUDIT REPORT. Auditors 

will use a checklist of DOJ regulations and FDCL~ Rules to examine 

compliance with relevant provisions, including record accuracy 

and completeness; disposition reporting; Jsystematic audit pro:' 

cedures; dissemination records; pecurity pxovisions and the 

individual right of access. Source 4ocuments, records and logs. 

will tie physically examined. Record~ will be reconstructed to 
Tracking of include source documents, yand current dispositions. 

~., 

documents through the system will be conducted. 

Upon the completion of the audit, a written list of relevant 

corrections to achieve compliance will be ,given to the agency 
1 

head. The agency head will review the discrepancies list with 

the auditors and annotate his r~ceipt of th~ list to certify 

that corrections can be made, as noted. 

The program is designed to be a constructive audit in which 

the agency can ind~cai1lle problems and needs as well as requests 
for assistance. The auditor will document compliance and needs as 

o ' 

well as discrepancies. In addition to providing a record of 
the agency's"', status, the audit is to be instructive'. It could lead to 

subsequent tJ;ainir~9, technical(i' assistance and correc~ive action-
The results of the audit will be recorded on'an Agency Audit 

Report. An example of this Report is included a~ F~gllre, C.,.2. ~~ 
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Follow-Up Actions 

The credibility of the audit program is established both 

through the expertness of the audit process and by the thorough

ness of follow-up actions~ The audit program should include 

bofuimmediate follow-up, such as on-site assistance, and a 

written follow-up describing deficiencies or discrepancies 

which require corrective action by the responsible individual. 

Management Information 
" il 

The histories of agency aud~ts are to be recorded in an Agency 
') 

AudIt Record (Figure C-3). Thi~' record is designed to accumulate 

status information, corrective actions and follow-up transactions. 

The record can be used for subsequent actions or as a suspense 

system to insure that audit actions are completed. 

'. 
Audit Trail 

An audit of the total system, from the federal legislation 

to an offense or incident report at the smallest police depart

ment, can be made by examining the following categories of refer

ence information: 

• Operating and Disseminatio~ Record 
Documents 

• Files and Records 
.i' 

• Data Ele)uents 

• Data Source Documents 
---~ 

Figure C-4 portrays the elements whi9h could be examined at 

each agency in an evaluation of system consistency and compliance. 
T~ese designations are tentative until specific responsibilities 

are documented. 

,~~cific Procedural Audits 

The procedural audits will be primarily directed toward the 
specific examination of the way information is managed to insure 
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accuracy, completeness, timeliness and controL This trail will 

generally examine file types, individual records, data elements 

and sources. For example, the information in an individual sub

ject file in the state central repository can be ~xamined in 

terms of origin, validity, completeness, uses and status. This 

trail will lead from FDCLE to the originator,: to the criminal 

justice agencies with which the subject has been involved and 

to agencies which have acquired informatioIJ, about th~jndividual. 

The information route could be through the disposition pro

cedure. The second route is through the dissemination log pro

cedure. In each case the focus is on the individual record and 
the links are through State identification numbers and sequence 

numbers which are recorded at each level of activity. These 
types of audit trail are portrayed in Figures C-5 and ~-6i which 

briefly portray what the auditor could look for at 'the: Florida 

Department of Criminal Law Enforcement and operating agencies. 

Security audits will follow a similar and related pattern. 

It is possible to follow a controlled document~ such as a crim

inal record [rap sheet], from the state central reposit,ory through 

to the final user and to determine the date and nature lof des-

truction or other disposition of the record. 

SANCTIONS AND PENALITIES 

The Crime Control Act [PL 93-83] and the federal regulationsO 

[Title 28] mandate pen~lties for violation1 associated with the 

management of criminal history record information. 0 

• Section 524{c) of the Act provides that: 

(0) Any person violating the provisions 
of this section, or of any rule, regu
lation, or order issued thereunder, shall 
be fined not to exceed $10,000, in ad
dition to any other penalty imposed by 
law. 

\~ Q 
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• Title 28 provides sanctions and penalties 
in Section 20.25: 

Section 20.25 Penalties. 

Any agency or individual violating sub
part B of these regulations shall be 
subject to a fine not to exceed $10,000. 
In addition, LEAA may initiate fund cut
off procedures against recipients of LEAA 
assistance. . 

.) 

While there are no current Florida Statutes which specifically 

address violations of privacy and security rules and regulations, 

it is anticipated that statutory sanctions and penalties will 

be developed in a manner consistent with Florida administrative 

and judicial practices. It is planned that the CJIS Council 

par-t-icipate in this acti vi ty • 
i 

There are, for example, specific penalties imposed in Chapter 
- .' I 

11Si FS pe:t'ta,j.ning to violations of the Florida Public ~ecords 
I, ({ 1 

la~. These provisions are relevant to the management and use 
1,-'11 

of~~riminal history records. 

• Sections 119.02 FS and Section 119.10 FS 
provide that: 

119.02 Penalty.--Any public official who 
shall violate the provisions of subsection 
119.07(1) shall be subject to suspension 
and removal or impeachment and, . in addition I 
shall be guilty of a misdemeanor of the seco~Q 
degree, punishable as provided in s. 775.082 
or 775.083. 

119.10 Violation of chapter a m~sdemeanor 
--Any person willfully and knowingly violat
ing any of the provisions of this chapter 
shall be guilty of a misdemeanor of the 
first degree, punishable as provided in 
s. 775.082 or s. 775.083. 

There are sanctions and conditions in the FDCLE/FCIC user 

agreemen't. These provide for the suspension of participation in 

the FCIC/CCH program in the event of privacy and security viola-
tions. These conditions are included below: 

VI - 9 
o 

o 



I 

FLORIDA DEPARTMENT OF LAW ENFORCEMENT 
FLORIDA CRIM~ INFORMATlON CENT~R 

INTRASTATE EXCHANGE OF CRIMINALJUSTICE INfORMATION AGREEMENT 

The Florida Department of uw Erfr'orcemcnt (FDLE) throur)l the Florid. Crime In(ormallon Center (fC,!=) ~&'CCS to 
furnish 10 ' " criminal jwticc .,en:), ,lUdI'i:riminal 
hiitory information IS Is availablc in FCIC files sU.bjcct to the followin, provision.: 

___________________ -:-_Igreelto abide b)'IU pre~lI~ lUlu, policies 

and"l',occdulc, of the FOLE, as well as any rules. polides and proccdures hcreinilfter adoptcd by the FOLE upon notifiQtion. 

The FDLE rcscrves the richtto immediately suspend Cumishin, criminal history data, and to r::.love an)' Ind all FDLE 
equlpmcnt provided to . when either the seccrity or dissemination 
rcquiremenlJ Idopted by the FOLE arc violated.' The FOLE may rein~ute the (ulnishin, a! data upon receipt of satisfactory 
assurance, that such vioLation(s) h.ls been corrected. 

POLICY ISSUES 

, : >'C,'" '-'''''''~'1''''!:'''~' 

::-1 

Of the procedures mandated by federal regulations, the audit 
requirement will impose the most significant cost impact on'Florida. 

The annual audit is a new requirement which crosses many juris
dictional lines. There are no current specific definitions of 

audit scope, responsibilities, or authorities. There are, for 
, If 

example, residual-questions related to who will conduct audits, 

what specific data and processes will be audited, and how the 
audits will be financed. 

Audit Staff Options 

A number of options will be examined to designate the most 

appropriate and cost effective placement of audit responsib~lity. 
Among the options to be reviewed are: 

• An audit staff augmentation of FDCLE 

• A separate audit team made up of representatives 
of the criminal justice sys"teln 

• A contractual arrangement with "outside" auditors 

• 
• 

A mix of criminal justice staff, Auditor 
General staff and outside auditors 

" I \~, 

A Privacy and Security audit staff augmentatign 
of the Florida Auditor General 

:0 VI 10 
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Planned Actions 
.' 

'rhe following actions will be taken to support implementation 
(( 
, of the audit program: 0 

• A recoIDrrlendation will be made to the Governor 
that the Florida Auditor General assume the 
audit responsibilities in accordance with the 
Florida administrative procedures. 

• 

• 

Additional speclfic statutory amendments will 
be sought to include responsibilities for the 
annual auditing of criminal history 'records, 
dissemination logs and compliance with Title 28 
including a definition of the relationships between 
the auditor and FDCLE. 

)\ 

'rhe resources required for the initiation and 
maintenance of the annual audit will be specified 
and additio:nal funding aI\d manpower will be 
identified in coordinatidn with the annual 
criminal justice system Action Plan. 

I 

C' "I 
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SECURITY 

:The security requirements for both automated and non-automated 

system operations are defined in Section 20.2l(f) of Title 28~ 
March 19, 1976. ' \v? d l 

<5 . A listing of these requirements, portrayed ag?\:tnst a current 
~,.-,/ (, 

status' summaz::y in Florida, is included in Figure 7-1 with source 

references. This illustration also includes refer/enc~S;:<'to chadtex~ 
::~r (. \.'.'~ - .," -. -

.in the Plan in which some of the requirements are addressed. 

As indicated in Figure 7-1, Florida systemsc:::::.~generally "'in ,,' 
compliance with federal ;regula;j::ions. The areas in which additiona,:l. 

t ~ -
actions are being taken!or planned are cited. The central reposi-

tory, FDCLE, is in comptiance and has supporting legislation. 
. 10 

Although there hav~ been ~ery few known incidents in the 

State involving the theft or destruction of criminal justice " 

records, Q.;ther than as a +esult of accident, the potential for ~uch 
occurrences continues to exist and may in~rease .in the fv>ture. t ' , 
To insure that sequrity ,remains a matter \?f continuing attention, 
security actions are in ~ffect or planned in all criminal justice 

records centers, crimina~ justice data processing ~ent~rs, and 
other areas in which criritinal history records are maintal~ned or 

~ . 
processed. The CJIS Council is influential in this activity as 

part of its statutory authority and will continue to made recommenda

tions. 
CURRENT STATUS 

As compared to Privacy which relates primarily to legal and , 
policy considerations, S~curity is accomplished through 

tional, procedural, technical and mechanical processes. 

involves physical, personnel and system facotoJ:s~ 
" 

"_'1 

1.>-

lFor exampl~ see latest (Feb c 1976) FBI data on }>OInbiIlgS of crim 
just:i,.ce facilities; current Congressional heariings; and G,A(1)· 
(May 1976) on security of computers in th,e'Feq'e+a+,GPvernmen~t;" 
Nat:ional i'ncidents of b~mbing as a poli~ical 1Instr~meftt. 
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,_,0 (1 FIGURE 7-1 
SECURITY STATUS 

REQutPJ!:MENT 
. Sec.. 20 .2l( f) Title 28 

.. ,----i 

.', (I) StCflTItJ/, Whtre\'C'r erilTl:n~1 hi~
t.ory ncord lnform;llion Is eollcct~d, 
Ifored, or dlssemlnMC'd: c:leh S!:ue sh:J1I 
lIl$'ure'th;lL the [ollowl:lI: l'C~::I1'c:nenLs 
are Jltf~ncd b)' ~I'cllrl!y ~t:Jnd,lrds esbiJ
lIsbed by S~te Ic;I:,::lLlol1, 0: in the r..b
.enee or luch IcCi.lnt!cln. by rc;::.:llt:ons 
approved or Issued b)' the QCl'crnor or 
Ibe S\.:lte~ ~ 

41) Whtre com~utcrlzed c!:lt:! process
tnt is emnlo)'ed, eliecll\'c and techno- , 
JOIllcally nd\'anc~d so(l~\':lrc lind hnrd
,,'ue deslCT/5 are InsL!luled 10 prc\'cnt 
unauthorized IlC:Cc.'S to ~uch intcrmnu(;n. 

CURRENT STATUS SUMMARY 

• In '·Compliance 

-- Additional Standards 
~ Legislation planned 

., '.) 

System in compliance:, 
CJIS Master Pla.n, FCIC 
Sy~tem Standards~ FCIC 
System Security Stan
dards, User_A.greement r 

(f 

, (2) Access' to crln1ln:\I histor:; .ccord 
information Eystem t:lei:l~ie~. !j"~tc:ns 
opera ling er. ;fronments. d,lt:l file con-v 
tents "'heUler ",'I'll Ie In usc or ~:h~n stored 
In .. media Ilbran·. :lI;d s::~t~:n dccumen
tatlon 15 restrictcd to :luthol':=cd ol'&:mi
l.aUons and personnel. 

. 

t-'"'---------.....:.------+------------..".~.,...------

COMPUTER OPERATIONS 
~------------------------------~--------------------~-~~-----~~ 

(3) (A) Computer o-p(\r:nil)r.s. 'I\'lIethcr 
dt~lcated or ~l1ar~~. which ~up;:ort cl'iru.
Snal justice in!orm:ltlon S~·Hc:ns. O;lcr:lte 
In accordance with pl'ocedurt's dC\'e!opcd 
or approved by the p:lrtici';I:ltlnil' cnm
Inlll justice licencics thllL :lr..>ure Ill:lt: 

(t), Crlmlnnl histor)' teCJ:-U Informa
tion Is 4tored by the coml.\u(cr In such 
~t'r Ulat It cannot be modified, dc
.trond.,; accessed, chnnJ!cd, putJ;ed, or 
overl::ld In any ta~hlon by IIOll-cbmiunl 
Sus~lce termlnl'lls. . 

(lI) ·operation pro;:raDls are used that 
,,111 piohlblt Inq\lll;',,,r~cord tlllcntcs. or 
dCJitrUetion of I'CCOI't!S, trom :.m· tcrmln:ll 
oUler thnn crl1nll1O\.1 justice ~~:stcrn ter
mlnats v,hleh nrc so dcsi;;n:lted . 
. ~ (III) The destruction CIt r~cords ·Is 
limited to dcsl::nated term!I!!!I. \:r,c!cr the 
direct controlo! the crlmin:ll jt;stlce 
aeene, rcspon.~lbJe Jor crl::ltlni 0:; ster
ina the erfmlnnl hlstory record Ir.tonna-
tlon, (-, 

(Iv) Operotiounl p..:o~nms nre used to 
t!et .. c~ I\tin store for tHe output of r.csl;:~ 
iint"d crllollnnl j\l~tlce nt\'enc~' employces 
aU tmnuthorlrccl nttempts to pcnrtt:lte 
any criminal history rccol'd In!ormation-
,!y!tem .. ,proC'r~m or lile., / .V, The Ilror:f(lIn~ sprcifi.(,(\ In till ond 
(ly) of this ~\111,cctlon are knov.'Il only 
to crlmln:ll j\l~lice l:.~cnCY cmpl()::c~~ rc

c?':'~ZlElhle rOl' Cl'ill1il1:1l hl~t"r:: rrcorlj h:-
-"" - formntlon :.r~trm con~i'QI or in(\h'ict~l:lls 

and ftr.~nClC$f~Hlr~u:tnt to:t !=!lr('Wc'n~rcc,.a 
mcllt ",·lth Iher crimll1:11 j\l~lIcc Ri'CllCY 
to provld?, .f\ld\ .. Ilrol;I~.ms nnd the pro-

. cr:unts) lire kc!,~ conLinuourly under 
masim~.~m s~ct'rilY cor.dj!!!,)ns. 

(vi) P1'oc~(!llrcs nre in,Utlltc<l to 0:'
,~ure t!'tnt lin Indh'ldl:nl or M~nc:: au
thnrlz('d dlr()j:~ accc.s I~ rC~llon~iblc for 

'/I thc nh~'~Ic!l1 ~~c\lril}' ot rriminnl his
; tory rC'col'd I\,rorlllnlion Imder jI~ control 

'0 or In 11:0; cuslod~' nUd. T1 the pr()!c~llcil of 
luch 'lntornmtlon (I'om ,ul1nllthorizcd ne
CC$S, disdosllre or dir~('O!jn:Hlon. 

(l'iI) I'ro~cdlll'(,s nfe IIlrutt:trd to pro
tect nn}' cl'lItr~1 rrpo~itory of I'l'imlnal 
hlMon' I'rcord Informlltlcn from un:,u
tho~i17,cd accer-s. thcn. ~n!)Q(:\~e, tire. 
nood. Mnd, 01' other n:\lural or manmade 
dls:'l~ters, 

•. ', Compliance 
-- Dedicated'primary 

system 

-- CJIS ~1aster p'lan 

Fcrc sys'tt:~m Standa~rl.s 

FC IC Termirra:J..$ecur i ty 

-- FCIC ~1anual 

-- Other state/local 
information system 
Master! plan'S . 

SYSTEM~TIC AUDIT 
,~~~-,,-u;; __ ':";_-::if./:;';';;''';:;'';:'''';:'':;';:''::''':;;'':;~-C-! --...-,,-I-.--

G
- e-, -n-e-r-a-I-c-o-m-p-l-i-a-n-c-e-----(i ---'i 

",1m A crlmin:!l j\l~tlc:c :WI'IC~' shnll -..: 4 Tser Agreements 
.ha.,.e thl! ~-"'.Ulht to.nU(ht. 11I0nlt~r nnd. __ System OperatJ.' 'ons " Iri~pCc:t pro ~ut~s c:s';\IJJi~h~d jllx\\'e, . 

~ Policies 
"-\,, . 

• h: • 'co, to,;. ·u-- D Audi t Plan 

,PLAN 

Chapter 

I 

VII 

CJIS 
f\1aster 
Plan' 
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REQUIREMENT 

PERSONNEL 
Hft The crimm:ll jt:sttec :I:;~ney \l'iII: 
'A) Sfrcrn'and 'h:l\'c Ihc J'itillt 10 rc

Ject lor rm;llo::r.:ent, b:lScd 011 ceod 
r:l~e. IIU PCI'r.c;',J:rl 10 br. :lulhoril(d to 
J\:l\'C dlrcct lI~cr!s 10 Cl'JmlllOlI h1!-'c,,)' 
rtcOrd L'l1olmnlien, 

ID) "M'e Ihc :1:1'11 to initble or COll:se 
to ~ IriillOllcd :HlmHIL\LrnU\'c Ol::t:on 
If/I dill!: to the Ir;m~:cr 01' rcmo\':l1 01 
personncl aULhon"cd to h:1.~'e tiu'ceL :Ie
ce~s to sueh mlo:rr.Ol!IO:1 ,,'hel'l: ~uch "cr-
5O:lIIcl vlolatc the: ,II·U',I.IOI:S ot lilc~c 
rr","la tions or ot:l!'r S~UrlL)' rcqwre
:ncnts eSI:lhliril"'l lor lI:e coJiecLi;)Il, 
slol':!:;(,. or dL~~~rnm:\IIon of cl'imin:lllus
tory record i:l(o::n:ulon. 

TED 
fe) Jn5:ilulc pl'oec(lul'cs, ";hcre rom-

, pu':~"r pr.::cr.!$1:~~ ~s not utllizcd. 10 n~~t:!"c 
Lh:ll :11\ Indil'lrlll:,1 (".r n:cney :Hnhnnz~d 
dinet nce~~3 is rC5ponr.:bJe for 'i I Ihc 
physiclll seem'IL), of CI lImn:!l, hL~ton' rrc
ord i!1form3Ii('n ur.dcr liS control or i:\ 

,,-u.s cu~tod~' lind IIi I the protecllon or such 
Jnrorm:ltlon Irom unnuthori?cd RCCes.~. 
disr.losurr. or c1i~5emin:ltion. 

10) Institute p~ocec!u~e~, "'herc com
puter proc:t'5~in~ L~ not utilized, to )):0-
tect :IIlY centrn! rC;lc<:tory 'of crimir.n! 
hlston' record intorm:lllOn frcnl U!'1ilU
thorl7.rd !lCC:C~S. thc,!t,s:lbol:l\:(,;, fire. 
nood, "'ind. or ot!:t't n:\turn! 01' 'mlll1-
.mlde dl!:tslers, 

eE) Pro\'lc!e U::lL c!lrp.ct ncet's! to crim
Innl I1I~tory r.eco~d In!onnntlon 5h:lll 
be QVllilnble o'nl!' to :mtho~izcd omcers 

. or emJllo~'ct's 91 ncr:mln:ll J\lsllee :Jr.en'!y 
nnd. I'.S nece~~:\I'Y, other nul!'Icn:ed r':!r
lonnel e~t'nU:l1 to the proper opcr!ltlon 
or the crlmlr:al his ton' rec')rd Inrorma
tlon s)'Stem. 

TRAINING 

(5) E:lc~~ employee w.:orkJnl: '\I'ltn or 
. JIlIVInr: ac:c~ss to crimlnlll hIstory record 

Snl'ormaUon.shllll be mlldclnmili:ll' with 
Ute lub~llInee lind Intent of tllt'sc rt'~"u
~f1ons, 

AUDITS -
20. 21 (~;) 

ANNUAL 

<.' 

FIGURE 7-1 

• 

• 

• 

• 

Comoliance 
.. User Agreements ~ 

Operating Procedures 

Legislation Desi~able 

General conpf'iance 
General Agreement Between 
F.'D9LF. and Users 
(~,~ ,;, 

Controlled,Access, and 
Operating Security in 
Central Repository 
Operating Procedures 

Pending Legislation 

Compliance 
On Going TraiJ:fing 
Additional Training 
Proposed 

Compliance " 
Audit Authority, Audit 
Plan and Procedures 
proposed 
On-going Audit 
Field Staff 

() 
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In Florida the security processes are the result of more 

than six years of experience with central computer systems; long 

te.cm participation in the SEARCH development efforts; and direct 

interdependent system development with NCIC. There are established 

rCIC security standards both for operations and terminal site 

selection. The central repository computer complex, is a dedicated 

system and there are stringent access standards. The FDCLE facilit~. 
has established access and identification controls and staff selection 

'( 

screening procedures. ~ 

Other system c~ara9teristics include established user agree

ments; field staff audits of security; and legislation (Ch 943.08 FS) 

which establi.shes' continuing review and development of operating 
policies and procedures which insure the physical security of the 

criminal" justice information system. 

At the local operating level there are some security deficiencies 

in respect to records accessibility, particularly in non-law enforce

oment agencies, which will be alleviated as standards are observed 
sy:stem-wide. 

Within the FDCLE Division of Criminal Justice Information 
1 

Sy~tems, the Computer Operations Section is responsible for data 
I ' 

in*utand scheduling, operation, and control of the computers and 
" r,~'i~ted equipment. The section maintains an eight compute.c front-end/ 
, 

lback-end system with communication message processing taking place 
, ,~ 

on the front-end and information processing on the back-end. 

Information proces~ing is performed-:-;m two Burroughs B2700 

corrij:mters which share 2. 5 bill~on characters of direct-access storage 

used for the FCrc information systems. At present, there are .5 
,~.::::J 

billion characters of direq:t users storage available. Commu'ili-

"cations processing is handled by two Burroughs B3700 comput:,ers eaqh 
with two Burroughs B774 communications control computers attached. 

The System configura~ion consists of redundant computers and 

separateCl., functions to insure mcpdmum flexibility, security, and 
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reliability. This reliability factor is further enhanced by an" 

un interruptible power system which regulates the city power to 
.' a <?onstant level and serves as the main power source when primary 

power fails. The Operations Section also has conimunication 

coordinators who provide statewide training and assistance on tne 

FCIC information and communication services and instruction in the 

operation of the terminal to the FCIC users. Figure 7-2 is 
lized schematic of the system configuratien. 

The Florida Crime Infermatien Center (FCIC) network is tile 

link betwt:':en the c~iminal justic'e community and the informatien 
'.I 

systems and cemmunications capabilities provided by the Divisien 

Criminal Justice Infermatien Systems. Figure 7-3 illustrates 'the 
:, 

coverage of the FCIC network including the activities assbciated 

with criminal histeries. 1 
! 

The FCIC Operating R,ples and Procedures include the following .. 
previsions designed fOl'.>~rna~imum system protection: 

~.,~:) i, " 

• Terminals shall remain turned. ON in COMMONLCATE 
mede 24 hourS a day. (See sect.ion 1.4, ~erminal 
Operation) 

• 
• 

• 

Terminals shall be located so'as to. eliminate 
access by unauthorized personnel. 
All FCIC messages shall be treated. as cont'fdential, 
unless otherwise specified by the eriginating 
agency. "\ 

The FCIC Sy~tem will be used enly I:>Y I~W,e;n.force
ment and criminal justice agencies'and fer efficial 
purpeses only. 

;~ CONTINUING PROCEDURES . 

Security is regarded, in Florida, as an opgoing process· c .J 
Because there are a variety~of local conditions the FDCLE rules A 
and procedures previde medel guidance which are intended to insu~e .,j 
beth maximum service and system pretectien. TheQ securi ty pl!ece-:l~ ,~1,:;q 

(J • '<'/r'jt:~ 
secm:l. ty 9assie.~;$~~'~. 

" :,,'~', 

bbjectivesp~~ 
··;0~ 

" , 'j' 

?j' ~"':~"~;~i: 
.,'1,~ 

,"rt~ 

ci~~es . will grevide that local agencies accompl.ish \, a 
~ 4" 

ment ef faci~ties and practices to. identify needs, 

and prierities\over:I:.he next 2 year period. 
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FIGURE 7-3 
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COVERAGE OF THE FCIC NETWORK 
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Existing rules, regulations, pOlic:Les .and procedgres can be 

assembled in a Security Master Plan along with specific individual 

plans and priorities for each participating agency. The scope and 

extent 9f each ihdividual plan can depend on the individual agency's 

size and requirements. Accompanying the plan could be a training 

schedule and a multi-year action budget to include correction, 

remedial or mainteI'tance items necessary to in.sure compliance with 

established security standards. 

The general guide for security programs inc]~udes the following 
steps: 

I.' 

• Establish a security program 

• 

-~ Resolve that a program is needed; 
determine how much security is 
adequate 
Appoint permanent security officer(s) , 

-- Develop an int~rim security plan 
(passive and/o~ active) and security 
.t"egula tions ' 

Il(jpl~ment irrterim security plan 
and ,regulations 

Conduct a short-term risk analysis 

Estimate probabilities of security 
breaches and natural hazards 

Identify "weak links" in security 
chain 

Estimate potential losses 

Predict consequences of losses and 
determine acceptable level of security 
risks 

Project annual loss expectancy and 
security breaches 
Implement "stop gap" security measures 

Devise s'nort-term remedial mea~ures 
Revise security Plan and reg'ula:tions 

• Implement security plan and regulations 
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• 

• 

• 

Phase in short-term remedial security 
measures 

Designate specific and detailed securM~.y 
responsibilities for facility personnel 

Initiate on-going security train'ing program 

Awareness 

Procedures 

Responsibilities 

• Conduct long-range risk an~lysis 

• 

Follow steps in short-term risk 
analysis, as appropriate 

Consider relocation of activities, if 
necessary 

Implement costly remedicii· secur~ ty j 
measures as budget allow,s, in balance 
with ev~~uati~n of ac6e~table levels 
of secu~1ty r1sk 

Phase in long-range remedial, security 
measures 

• Plan for contin~encies 

• Conduct periodic security audits ahd 
inspections 

Audit ane{~~;nspect 
': - '.' 

Simulate ~ecurity breaches and 
penetration 

:1 

Report on status of security 

The total program can be made applicable to either automated or 
\'l 

non-automated activities by observing the applicable component 

requirements of the federal regulations. 

SCHEDULE OF SECURITY PROGRAM IMPLEMENTA~ION 

Figure 7-4 details a typical schedule of implementation of? 

the security program considered in this chapter. The schedule 
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includes ten major steps toward a complete security program to be 
completeq in a two year period. Major milestones and associated 

documents are identified. The schedule can be adapted to the 
<,') , 

') individual needs of specific agencies. The model will be similar 
~,O that of the National Bureau of Standards, May 30, 1975 which is 

included as Figure 7-5. 

MANAGEMENT CONTROL OF CENTRAL REPOSITORY 

The Florida Department of Crimin~l Law Enforcement's dedicated 

central repository system is a model for the state. The manage

ment control of the central repository will be retained by FDCLE. 
\\ 
(~ 

fl POLICY ISSUES 

In the large F}orida System, security conditions can be 

expected to, and dO} vary widely from the state to the local 
level and among !component agencies of the criminal justice 

system. Security planning actions will emphasize consistency. 

Major issues to be resolved include: 

• 
•• 

• 

~he assessment of actual needs 
G 

The costs and benefits of corrective 
s~curity actions 
T~e management control of local 
co~puter systems and subsystems 

Additional legislation related to security matters will 

be sohght. 
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FIGURE 7-5 
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VIII 

SUMMARY o F C P M P L iAN C E o 

Many of the Florida. administrative and legislative provisions 
(, related to the management of criminal hist.ory records preceded the 

federal regulations. In addition, there has been a continuing 

modification of regulations and procedures designed to meet the 

needs of Flqrida citizens and the criminal justice system and 

additional actions are planned. The activities associated with 

criminal history records in t~~ Florida criminal justice system 
~~'::-' 

are supported by .. a complete spectrum of statutory and administra-

tive mechanisms including: 

• 

• 

• 

• 

Relevant Florida Public Records and 
Administrative Procedures Statutes 
(FS 119, l20) 

A series of Attorney General Opinions 
related_ directly to public records and 
crimina.l history records 

Statutory defi.ni tion of responsibili\~ies 
fox: the central repository for CHRr 
policy al1d "procedures (FS 943) 

Statutory definition of dedicated state 
law enforcement data processing center 
CFS 23) \\ 

Statuto1ry prOVl.Sl.ons supporting an audit 
program\with semi~annual reports to the 
Florida~\",legislature (CH 11.45 FS) 

Statutory creation of a CJIS Council 
with definition of policy and procedural 
responsibilities for CHRI (CH 943.06, 
08 FS) 

• Established mechanism for the development 
and promulgation of CHRI procedures, 
rules, regulations and advisories by the 
FDCLE in accordance with the provisions 
of the Florida Administrative Procedures 
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• 

• 

• 

• 

Established mechanisms for rights of 
review and appe~l of decis'ions in 
numerous Flo'rida statutes including 
FS 119 and FS 120 

Continuing appraisal of privacy and 
security issues and legislation, both 
federal and state" by the CJIS COuncil 

Standard operat\ng Manuals for both 
reporting of informa,t:ion and the manage
ment of the information/communication 
system 

Established mechanisms, through BCJPA 
initiatives, for the coordinated and 
interactive development of esse'IltiaJ.. 
CJIS componentsstlch as disposition 
reports. 

In reference to Section 20.'22 jOf Title 28 ",' these elements are 
indicative Cllf \ithe extent of curren~ compliance, in Florida. o " The 
primary concern C!-t the local lev~l ~!llas been the degree to which . . 

information could be disseminated cdnsistent with Federal regula-
tions and F lorida law. An ,;addi tional local conc5ern continues "to, 
be with improvements in the physical and administrative sepurity 
of records. 

CONTINUING OR PLANN~D ACTIVITIES 
'0 

System refinement has been, ~nd re~ains, a continuing process 
in Florida. Among system consid~rations u~der review or pla~~ed 

, ~ ,') 

\1 0 

the following are examples of 'actions dealing with matters of criminal 

I 

t·, 

history informa'tion, privacy and security wh,ich will be. undertaken. 
r' l' ? 
fj ".) 

• The develop~ent of additlonal
O

legislation 
defining securi fjt standards (Section 
20.2l(f) Title 28) • Chapter VII. 

• The development ,and proposal of additional 
legislat;i.on pertaining .to comprehensiv'e 
disposi tlon reporting. "Disposi tion . 
reporting mo,difications are being examined 
through a joint effort of all criminal 
justice components and addi tio,naJ. legis-

Florida Legislature, in a 
May 1976. Chapter III. 
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The development of'a coordinated state pro
cedure, including definition of authority, 
for developing a formalized audit program 
of criminal history record management 
processes. This procedure would evolve 
from existing, but uncoordinated authorities 

c, or from proposed legislation. Chapter VI. 

A pilot test project related to revised 
pri vacy and J;ecuri ty procedures will be 
considered. ~ 

An examination of the benefits to be achieved 
through a standardized training program, or 
training bloc in existing curricula, to insure 
that privacy and security principles and regu
lations are applied uniformly throughout tqe 
state. This effort would be; in accordance with 
section 20.2l(f) (5) of Title 28 and would be 
an extension of existing practices of training 
'and communication. There are already statutory 
provisions for an effort of this type which is 
developed and conducted in the context of 
Ch 9>13.09-17 FS and Ch 943.26- FS. This 
statute'provides for standards, training, 
technical "assistance and field support by FDCLE 
to loca~ agencies 

An examination of the benefits to be achieved 
through a public education program related to 
the provisions of Title 28 along with the 
Privacy Act and Freedom of Information Act 
(1974). This effort would be consistent with 
current Florida practices both in respect to 
the Public Records law and the Florida Stan
dards and Goals program p,;t'ocedures of exten
sive local participation.~'fhe program would 
have the following objecti~es: 

To provide public information concerning 
criminzLl history record information. 
This will include informatron on Why 
it is maintained and the existing 
policies through which the information 
is kept secure and dissemination is 
controlled 

To inform citizens of their rights 
to review and appeal for the purpose 
of correcting records and the proce
dures for doing this 
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To develop p'rocedures for assisting 
vulnerable groups 
To provide information concerning the 
processes of purging and sealing of 
records. 

The overall objective of the educat~pn program would be 

to improve the effectiveness Of the criminal justice informat±on 
system through the process of informi:ng the public of ~equity 
and security of the system, and the provis~ons ,of Florida law. 

• 

• 

• 

An examination' of standards for non-dis
closure, as experience develops. Exper
ience with qther similar legislation 
indica tes tn;a t individual events and 
cases frequently establish substantive 
principles which can be applied by the 
judiciary and legislature as the system 
is used 

The development of dissemination logs and 
user agreements has begun in FDCLE and will 
be a continuing effort which will include 
local agencies. One objective will be to 
develop a maximum degree of uniformity and 
consistency. 
The preparation'and distribution of a 
brief annual report related to matters 
of" privacy and Security of Criminal 
History Records. 

11',· 

I , ' 

Th1S report is consistent with current Florid~administrative 
" 

procedures. It will also be a' useful guide to the status oOfthis~ 

subject in Florida. The experience of the U.S. Departrne~t of 
o 

Justice, with a high volume of law suits rela'ted to ,the Freedom 

of Information Act and the Privacy Act, is indicative"of the need 

to keep the State leadership informed of the status of this public 
issue. 

The annual report will be prepared for the Goverrlor and stlb- ~~ 

sequent dis:tribution to the Legislature and JudicIal Branch and 
wil?[ ,describe activities associated with ~achievemeht Lof the,?pro-

'If b' , 'II' 'd t'< ') l' h t 'd . gratn 0 )ect1ves. The report W1 1 en 1t'j accomp 1S men s an 
(/ 
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major areas of public concern or controversY,.related to the issu~s. 

of individual privacy and the public i,nterest. The report will 

be action oriented, directed toward gaining support for the 

~ implement~tion of activities which have been identified as public 

!/ 

interest priorities. 
o 

IMPLEMENTATION PLANNING SCHEDULE 

Figure 8-1 is a detailed portrayal of each of the planned 

activities under consideration. This schedule is tentative. The 

major planning action will be directed toward the resolution of 

identified issues. ",' 

CERTIFICATE OF THE CENTRAL REPOSITORY 

The Certification pertaining to the Florida Central Reposi
( 

tory (iFDCLE) is 'included as Figure 8-2. 
I 

o 
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STATE OF FLORIDA 

-_.t...,. ..... _ ..... ,-:. 

MAN~GEMENT IMPLEMENTATION SCHEDULE 

MILESTONES 1976 
c , 

II JIIoN FEB MAR A'R MAY JUN .lVL AUG 1£1' OCT NOV DEC JAN . , 
Prlvag: and Securitl Pro~ram IniUatlon ': 

A. Privacy and Security Plan Reviewed 
1. BCJPA " Attorney General 

I 2. CJIS Councii lind ,FDCLE 
3. AfCected ¥ency Heads 

1 
; 

! i1 -B. Right to Review Announced - Interim --Procedure 

C. Modifications Completed 
.-1. Police Modifications -.... 2. Reviewed by Operational Staffs and , 

BCJPA .' -3. Operatlonal Modifications --n. Plan initiated by Executive Orders I;;:'> 

::~'E. Legislation PropoSlld as necessary II III' III III ill 
F. Press Announcement if appropriate 
G. Appeal, ReView Established by 

Executive Orders ... 
H. System!; Component Duties ASSigned -
I. RegUlatlons/Standards Developed (Draft, 
J. Consultations withCJA 's Held 

" 1. Regional Conferen<:es Held 
2. Plan MOdified 

" 

K. Regulatlons Compl!l!d into Revised 
P&S Plan ., 

L. Pilo,t Ploject ConsldeI;~d 111 I. Site-Participants Identified 
2. PartiCipants Training Developed 
3. ' Pilot Project Implemented (l 

./ r 4. Project Re.ul~~ Assessed 
'M. Plan Revised - Final 

Public Education Conducted " N. 
1. Informational Materials Developed 

j 2. Materials Distributed ' 
3. Public Education Campaign Con-

ducted ,0 ~ 

~~ Vulneraklle Group Procedure-
(, 

i:r Developed Q 

" 
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MANAGEMENT IMPLEMENTATION SCHEDULE 

MILESTONES 1977 
r--------------------------------------r--~"~-------------------------____ r_--------------~--__________________ ~ 

1976 

L (ConUnued) 
JAN FEB MAR APR MAY JUN JUL AUG Sf' OCT NOV OEC JAN FEB MAR APR MAY JUH JUL AUG SE' OCT /!jOv DEC 

o. 
. 

P. 

I Q. 

R. 

Interim ,1lldivl<lual Access and nevlew-I--4--I--~4--l'.-
Implemented' 
1'. interim Proc'edures Tml>lcmcntcdi __ -+~+---1_-+_,+, _.+-+--t-.. 
2. Access!Review Sta[[ nCl>il~l\ated ___ l--i-_~-'I-+ __ 
3. standards and Regulations Developed -I--t--t--.j--+-+~. 
Training Program Completed 
l~ Staff Oriented -------I--+~f-4""-+_-1_ .. 
2. Tralninlt S<;h£'dulc Developed ----.J--J-+-+--+--+---f--+-e 
3. Tl'ain\ng r.hll\unl Completed --...... --+-+---l-+-+---li--t--+-,..~_+_..-+-... 
4. Pilot. Project Tl-niiilng Cuiiductedl __ _f._4-' --11--+--1--1-04--1---11--1--+--+--;. 

State-Wide Notification oC Pertinent PitS -+--I---II--+--I--t--t-+--II--t.' .:;.,. 
Procedures and SlandardiS " " .. 

i" 
Uscr's A!:rccment Incorporated 

\.0 .... ,,.;.... "... ~. 

1. User's M:rcemenl Flnalized--__ +_+--+_-+---1f--+_-i-_t-1 
a. Existing Agreement" 

lncorporated , 
2. 1'.lanua I/Ilc r.u lations! Forms -----1--+-1--+-+---11--+-+--+--_ 

Devcloped 
3. standards Cor Acccss to Sealed-_~-J-_.j--+_+_~-t_+-'-t--I---I. 

records by non-CJA's 
4. Pilot Projecl __________ +--J __ +_i--+_+_+--+_;-. __ 

" 

a. TraIning PrOltmm De\'cloP\ld 
b. Pcrsonncl/Siles/Time Selected c, 

c. Pilot Project InlPI,~e~nl~en~tc~d~~~~~~~~.~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~I[~[~'~'~~~,~.,~,~II~I~I~I~I~I~I~I~~ d. Project Assessed - ", _, Co 

e. Agrecment ~!odifled ------t--4~+-+--+~+-i-_t-+_t-t-_1~_t_-t-."""-........... - .... -f.....:;.+i,.W. 
S. AU Pot€!ulh\l Users NQtUled ____ -I-_-l--4_-I-_~'~;;.'~' r---I--+--+-+--+--+--lf-+-t--t-+---lr--t-...... 
S. User's Agreement Implemented lUI III 

a. Users Oriented 
b. Provisional /lpprovall1 Granted 

to QoJ3liCied t:sers 
c. On-Sil~ Inspections Conducted 
d. Provisional Approvals Granted 

'to other Users 
e. Training Provided 
f. Technical Assistance Provided 

o 

,. Permanent Agreements Granted _ 

,. Exi,tlna: Agreementi'-Pbased-out --...... -II-4---I--I--+--lI--t-~I-4--4-+-f-+-;-+-Ir--t-_1-t--t--t-.....,r--t-. .. /1 

o 
c' 
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FIGURE B-1 

MANAGEMENT IMPL~ENTATION SCHEDULE 
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2. Va Iidal illll 
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a. Ilccords 3Cltreltaled 

J)~ Individual Access and, Review 
1. J'crmancnt Prol'l!durcs Implemented 
2. Public N()lificd 

E. Tralnln!; 
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F. Security Program as Necessary 
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FIGUHE 8-1 
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FIGURE 8-2 

CERTIFICATION 

CENTRAL REPOSITORY, FDCLE 

STATE OF FLORIDA 

Now Reasons For J Estimated 
Imple- 'Non-Imnlemc'ntj\tign Irr.plcmcn-

OP'ERATIONAL PROCEDURES tmentcd Cost Technical 5(~'if~tv tation Date 
ComEleteness and Accuracy 

Central State Reposit~ry: 
Statutory/ Exel:utive Authority -K.. -- -- -- -Facilities and Sta£( -X.. -- -- -- --

Complete Disposition Reporting in , , 
90 days from: '.',;J 

(,'. "1 

Police X '\ - -- __ l\~ ----Prose~utor c -K.. -'-'- -- -- -" Trial Courts --X.. -- -- ·Dec. Appellate X- l - -- -V- --Probation .. " -- ~: I - -- -X- I Correctional Institutions - -- X -- I Parole - -- ~. 
Ouery before Dissemin~ti6n: -

Noti ce,S / Ag reem cnts - - Criminal 
J'usttce --X... -- -- -- --

Systematic Audit: 
Delinquent Disposition 'Monitoring X ---- -- -r-
Accuracy VeriCication . ...ll -- -- : -Notice of Errors --X... -- -- ---

Limits on Dissemination* 
Contril'ctual Agreements/Notices and 
Sanctions in Effect For: 

Crhr:.i,nal Justice Agencies X ---
Non-Criminal 'Justice Agencies 

X Granted Access --
Service Agencies Under Contract ---x -

0 Research Organizations -X- --
Validating Agency RIght of Access X -

~ 
Restrictions On: 

X J'uvcnlle REcord Dissemination -:x- -
Confirmation of Record Existence -
Diuemination Without Disposition X -

Audits and QualitI Control 
Audit Trail~ 

Recru,ting Data Entry X -- --Primary Dis~eminatioll Logs -X -- --
X- - - Dec. I --

977 
977 
977 
977 

c Secondary Dissemination Log~) --Annual Audit X -- IX "Qec. 
977 
977 I - -

• The1;e i. no ¥"eq~irement thllt a rea'son b~ given for nonimfllcmentation 
of these procedures befor.c December 31, 1977. 
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FIGURE 8-2 

CERTIFICATION 

CENTRAL REPOSITORY, FDCLE 

STATE OF FLORIDA 

Now (! Reasons Fo~ 
~mple- No~-Jmp~?:~i~~_ 

OPERATIONAL PROCEDURES mented Cost Te;chnical !\utf,orllv 
.!>ecurity " 

" 
" 

E:"ecullye/Stalutory Standards 1.L -- --Prevention of Unauthorized Access 
and Tampering: 0 

Hardware/Software Designs lor 
Computer Systems. 1L - :, -Designs lor Manual Systems X -- - -

Criminal Justice Agency Authority: 
Computer Operations Policy De-
velopment or Approval 1L -- c --Approval and (\earance 01 
Personnel X -- --

", 

Physical Security: 
" Theft, Sabotage + --'- -Fire. Flood. Other Natural l 

Dangers' 1L -- -Employee Training Program ..L - -l~,dividual Right o~ Access 
Rules (or Access X 'i 

Point 01 keview and M-echanism 1L 
Challenge by Individual X 
Administrative Review X 
Administrative Appeal X 
Correction/Notification of Error ~. X 

1 certify that to the maximum extent leasible ac,tion has been taken 
to comply with theprocec'!ures set forth in thePrivilcy and Security 
Plan 01 the State of ~ Florida ,c _______ ----:. 

--

-
--

--
--

--
--

,:. 

L C) 

Estimilt:ec 
Implemcil. 

tation D.\te 

....---

, 

-
-

" -
--

-
-- c 

_-;.1 

Slgned~.~~~~----__ --~ ___ ~--~--~------~~ 
(Headpf State Agency design,ated to be responsible, 
for th'elsc regulations. ) , 
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APPENDIX A 

DEFINITIONS 
If 

The definitions used in -#the Plan are listed below. These 
c' /1 " I' definitions have been derived /!from Title 28 [Sec.tion 20.3]; FS 

119; FS 943; current usage in Florida, and Rule ll-C-6' of the 

FDCtE in which definitions and commentary in Title 28 are 
" 

adop~ed by reference. These definitions are subject to revision 

in Florida and will be refined and modified "in the future. 

Act 

The Omnibus Crime Control and Safe Streets Act, [PL93-83] 

42 USqj370l, et seq, as amended. [Sec. 20~3(f), Title 28] 

Administrati,on of Criminal Just.ice 

Performance of any of the following,activities: detection, 
apprehension, detention, pretrial release, post-trial release, 

prosecution, adjudlcation, correctional supervision, or rehabi

'litation of accused persons or criminal off~nders. The adminis

tration of criminal justice shall include criminal identification 

activities and the collection, storage, and dissemina,tion of 

'criminal history record information. [Sec. 20.3 (d) , Title 28] 

Agency 

Any state, county, district, authority, or municipal officer, 

department, division, board, bureau, commission, or other sepa

rate unit of government created or established by law and any other 

public or private agency, person, partnership, cO,l='poration, or 

business entity acting on behalf of any p'ublic agency. [eh. 119.011 
FS] 

(, 
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C,r iminal History Record. Information "=~ 

Infdrmation collected by criminal justice agencies on i~-
~ " 

dividuals consisting of iden-tifiable descrip:2ions and not;ations 

of arrest a, detentions, indictments, informations, or other formil. 

criminal charges,' and any disposition arising therefrom, sentenc

ing, corr'ectional supervision, and release. The term does not 

include identification in~ormation such as fingerprint records 

or photographs to the ex,tent that such information does not in

dicate involvement of the individual in the criminal justice 

system [Sec. 20.3(b), Title 28]. See Criminal Ju~tice Infor

mation for definitions in Florida statutes. EXcldsions are 

listed as the last item in this appendix. 

Criminal History Record Information System 

A syst.'~m in(hudi~g the equipment, facilities, procedures, 

agreements,: and organization thereof, for the collection, pro-

cessing, preservation, maintenance or diss~mination of criminal 
~'i"(.J 

history record information, whether automated or non-automa'ted. 
[Sec. 20.3(a), Title 28] 

See Criminal Justice Information"Sys-t::em and Information 

Systems fortdefinitions in Florida statutes. 
! 

Criminal Justice Agency ~ 

Criminal justice agency means: (1) courts; (2) a govern

ment agency or any subunit thereof which performs the adminis

tration of criminal justice pursuant to , statute or exectitive 

order, and which allocates a substantia~l part of its annual - ' 

budget to the administration of criminal justice [Sec. 20.3(c), 
" Title-28]. Specific agencies ate to be designated in Florfda~ 

A - 2" 
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Criminal Justice Information 

Information on individuals collected or 'disseminated:' as 

a result of arrest, d~\~ention, or the initiation of a 'criminal

proceeding by criminal justice agencies, including arrest record 

information, correctional and release information, criminal . 
history record information, conviction record information, identi-

fication record iI1,formation, and wanted persons record informatibn . 

. The term shall not include s'tatistical or analytical records or 

reports" in which individuals are not, identified and from which 

° their identities are not ascertainable. The ~erm shall not 

include criminal justice intelligence information. [943.07 ( 3) FS] 

Criminal Justice In~ormation System 
·t~ .{ 

An information system for t~~ collection, processing, 

presentation or dissemination of ~riminal justice information. 
[943.07(2) FS] 

Criminal Justice Information Systems Council 

The CJIS council established within the Florida Department 

of Criminal Law Enforcement. [943.06 JS] 

1 
Criminal Justice Intelligenc~ Information 

Information about an individual on matters pertaining to 

the administration of criminal justice, (or alleged criminal 

involvement) other than criminal justice information, which is 

(~ .. index.ed under an individual's name or which is retrievable by 

)
f''l:, reference to identifial:?le individuals bY,name or otherwise '. 

/' This term' shall not include i.nformation ano criminal justice 
y 

agencY'personnelor information on lawyers, victims, witnesses, 

or jurors collected in connection with a case in which they were 

involved. [943.07 (4) FS] 
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Criminal Justice System 

That part of government )urisdicti(t;?!!::-- w, hich encompasses the 
I -~ 

broad functions of police, prosecution, def:~nse" criminal courts, 

probation, correctional institutions, and p~\ole. 

Law enforcement and criminal justice means any activity 

pertaining to crime prevention, control or reduction or the, 

,enforcement of the criminal law, including, but not 11m~ted 

to police efforts to prevent, control, or reduce <2rime or to 

apprehend criminals, activities of courts having criminal jur: 
if 

isdictibn and related agencies i{including prosecutorial -and 
II 

defender se:rvices): acti vi t'ies )6f corrections, probation, or 

parole authorities, and programs relating to th~ pr~vention, con

trol, or reduction' of juvenile delinquency or narcotic addiction. 
" 

[Sec. 60l(a) PL93-83] V 
... -; 

Direct Access 

Means having the authority to access the criminal history 

record data base, whether by manual or automated means. {Sec. 
20.3(e), Title 28] 

Disposition 

Information disclosing that criminal proceedings have been 

concluded, including information disclosing that the police 
\> II 

have elected' not to refer a matter to a· prosecutor or" that a 

prosecutor has elected no't to commence criminal proceedings 

and also disclosing the nature of the termination in the pro

ceedings; or information disclosing that proceedings have been 

indefini tely postponed and also disclosing the reason for spch IJ 

postponement. Disposition shall inc.lude, b~t not be limited 

to ,~:7~i ttal, acqui,ttal by re,ason of insanity, acquittal by 

reason (iff mental incompetence, case continued without ~inding, 

charge isdismissed, charge di~missed due to insanity, ch~rge di/?
missed due to ment;a-r incompetency, charge stillopending dUE:} 

to insanity, charge still pending du~ to mental incompetence,: 

guilty plea, nolle"prosequi, no papeX\l, nolo contendere ple'9,', 
.J 
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convicted, youthful offender determination, deceased, deferred 

disposi tion, 'dismissed -- civil action, found insane, found 

mentally incompetent, pardoned, probation before conviction, ,~I 

sentence commuted, adjudication withheld, mistrial -- defendant 
I.· ! 

discharged, executive clemency, plac~d on probation, paroled, 

or released from correctional supervltision. [Sec. 20.3 (e), Title 
28] 

Dissemination 

In 943.07(5) FS dissemination ~ defined as the transmission 

of information, whether orally orin writing. 

In the context of the Privacy and Security Plan, an expanded 
description of dissemination means: 

Transmission of criminal history record information to indi
:viduals and agen~ies other th"an the criminal justice agency which 

mai~tains the criminal history ,information. Includes confirmation 

of the existence or non-existence of a criminal history record. 

Includes interagency transfers~in writing, orally, by machine, 

radio, personaVexchange, mail or any other manner. Does not 

include intra agency transfers of information such as dispositions, 
charging or processing transfers. \' tI 

The reporting of a criminal justice transaction ~o a State, 
local or federal repository is not a dissemination of information. 
[Sec. 20.21(e), Title 28] nor is Hin-house" use or a "no 

'record" response. 

" Individual Pri(~o/;cy 

The legal and common law right tp be safeguarded against 

unwarran,ted personal intrusion as a result of having sensi ti ve 

personal information corne into the position of an unauthorized 

rec~iver. 

A - 5 
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Information System 

A system,_whethsr automated or manual, operated or leased -, 

by state or local government or governments, including the 

equipment, facilities, procedures, agree~ents, and organizations 

thereof, for the collection, processing, preservation, or dis-
seminatic!}-- of information. [943.07(1) FS] 

Non-Conviction Data 

""Non-conviction data" means arrest ~nformation without dis

posi tion if an interval of one year has elapsed from the" date 

of arrest and no active prosecution of the charge is pending; 

or information disclosing that the police have elected not to 

refer a matter to a prosecutor, or that a prosecutor has elected 
f 

. not to commence qriminal proceedings, or that proceedings have 

been indefinit~ly pos~poned,' as well as all acquittals and all 

dismissals. [Section 20.3(k), Title 28] 

\ 
. Public Records 

Chapter 119 Flori9a statutes pertains to public records 

which are defined in Section 1,19.011(1) as iSollows: 

(1) "Public' records" means all documents, 
papers, letters, maps, books, tapes, photo
graphs J films, sound recordings or other 
material,'regardless of physical form or 
characteristics!1 made or. received pursuant 
to law or ordinance or in connection with the 
transaction of official business by any \\ 

" agency. 

Additional provisions oJ this chapter which are of parti"cular 
b 

(kelevance to the Privacy and Security Plan are FS 119.07 "and 
t FS 119.11 (1) (2) . 0 The1~~e areclted below: <}I 

o 

, . 
,M,";e. , .... ~,'~ ~..i:~AL,:.,. 
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119.07 Inspection and examihation of records, 
ex~mptions. 

(1) Every person who has custody of public 
records shall permit the records to be in
spected and' examined~?by any person desiring 
to do so, at reasonable times, under reason-

oable conditions, and under supervision by the 
custodian of the records or his designee. The 
custodian shall furnish copies or certified 
copi'es of the records upon payment of fees as 
prescribed by law or, if fees are not prescribed 
by law, upon payment of the actual cost of dupli
cation of the copies. Unless otherwise provided 
by law, the fe~s to be charged for duplication 
of public recordsoshall be collected, deposited, 
and accounted for in the manner prescribed for 
other operating funds of the agency. 

o 

(2) (a) All public records which presently are 
provided by law to be confidential or which are 
prohibited from being inspected by the public, 
whether by general or special law, shall be exempt! 
from the provisiOns of subsection (1). 

(b) All public records referred to in SSe 794.03, 
198.09,199,222,658.10(1),624,319(3), (4), 
624,311(2), and 63.181, are exempt from the pro
visions of subsection (1). 

" 

(c) Examination questions and answer sheets of 
examinations administered by a governmental agen
cy for the purpose of licensure, certification, 
or employment shall be exempt from the provisions 
of subsection (1). However, an examinee shall 
have the right to review his own completed ex
amination. 

Exemptions in ll9.07(b) are certain records or information per

taining to rape, estate taxes, personal property taxes, banking, 

insurance and adoption. FS455.08 exempts certain administrative 

board actions. 1 

1 ~ ~. . .. ~ 
There are also other Florida statutes and common law decIsions 
which relate to confidentiality ~f records. 
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119.11 Accelerated hearing; immediate compliance. 

(1) Whenever an actioh i~ filed to enforce the 
provisions of this chapter, the court shall set 
an immediate hearing, giving the case pri,ority 
over other pend~pg cases. . 0 

Ii ' 
(2) Whenever a court orders an agency to open 
its records for insp~ction in accordance with 
this chapter, the 9!g-ency shall compl¥:: with such 
order with~ 48 hours, unless otherwise provided'" 
by th~L pec.(rl: issuing such order, or unless the 
appell~~e court issues a stay~order within such 
48-hour ~eriod. The filing of a notice of appeal 
shall not operate as an automatic stay. 

Security 

G 

The reasonable protection of information in storage or trqn-.' 
sit from unauthorized access, tampering, or destruction through 

I) -, 
'/ 

a:ccidental, n1~gligent, malicious, capricious, or hostile means. 
j ~ ~ I' I; \\ 

System Security;' 
II, 

r;-
The ability to reasonably restrict Phe availability of 

specific ~nformation to ~uthorized individuals, and the ability 

to physicall~ protect all parts of the system, including the 

data, the system that processes that data, and the f~cility from 

any for~ of hazard that m!ght endanger its il'ltegrity or relia-
, 

bility. i System security also involves the ability to insure 

that system personnel are selected with due regard for security 

requirements. 

.' ~- EXCLUSIONS 

.,;:\ 

The definition of cr iminal history',;'~)0;:record 
information does not include intellig'ehce or 
investigative information. Thus, the regulations do not 
apply to such information as suspected criminal 
activity, associates, hangouts, financial informa~ion, 
or ownership of ptoperty or. vehicles. They a1so do 'not 
apply to information such as statistics derived frq,m 
offender-based transaction statistics systemswbich 40 
not "r~eveal the identify of individuals. Cr iminal 
orecord~ of corpo~~tions are not included in. the 
definition of criminal history record inforrnatibh. sinoe 
identifiable individuals are not involved~ ~ 
~ d 
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The regulations specifically exclude certain 
type's of information that might otherwise be included 
wi thin the defini tion of cr iminal history. record' 
information. These specifiic exclusions Include 
informati~n contained in: 

1) 

2} 

3) 

4) 

5) 

Posters, announcements, or 
identifying or apprehending 
wanted persons. 

lists 
fugitives 

for 
or 

Original records of entry such as police 
blot ters maintained by cr. iminal justice 
agencies, compiled chronologically and re
quired by law ~r long-standing custom to be 
made public, if such records are accessed 
solely on a chronological basis. 

Court records of-public judicial proceed~ngs. 

Published court·or administrative opinions. 
~ ~ , 

Public ~udicial, adrftinistrative or 
legislative{proceedings. 

~ , 

6) Records of t~affic offenses maintained by 
State departments of transportation! motor 
vehicies or the equivalent thereof for the 
purposes of regulating the issuance, 
suspension, revocation, or renewal of 
driver's, pilot's or other op~rators' 
licenses. 

7) Announcements of executive clemency. 
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EXAMPLE OF THE EXTENT OF 
COVERAGE OF THE 'PRIVACY AND SECURITY REGULATIONS 

o 

Type or Fe' atures C I It d 5 overage . : ". t-"-=--:e-:co __ r~'7;~Y5t_e_m;..;... _____ ;---:-:-_"":;---:""","",:":,~_~ ____ ~~ __ ~ ___ + ___ ~_,,,;,;,,------...-.--1 
SUbject-in-process Intra-J'urisdictional scope, multiple agency Yes" I 

input, temporary stol'age, multi-agency access [, I 

Crime incident file 

Field interview file 

Local ordinance violations 

Inte,lligence files 
c, 

Alphabetical indexes to 
police case files 

M. O. files 

Court case files 

State Judicial Information 
System i 

Court calendar~ng ~ 

,0 

Time, place, characteristicsyof event II 

Citizen interview by po1ice officer 

Ar:.rests/ detentions for vagrancy, traffic, 
disorderly conduct, etc. y 

Investigative observations, associations 

Name vs. case number 

D~~a on all persons arrested! convicte,g. 
for a particular offense 

Statevs. ' ' , fileS;ieh:r"-On();~.<?_[!.~ally 
or by alphabetical index 

Data on case flow and defendant flow., court 
management information, court statis.tics, may 
also include "CCH component or link to CCH 

': Scheduled dates, of actions, names of, 
participants (excluding references to 
arrests or dispositions) 

_~ C::.; 

Court opinions of public judic\'4l\ proceedings 

" 

J I 
I 

No, if arrestee not I 
indicated c I 

No, unless also used to 
record detention/arrests 

Yes 

No, (only cany CHR! 
contained therein) 

Yes 

I 

Yes, (need not be complete 
if only used internally) 

No 

No v 

No 

" 
" 

" ~~ '~; 

';{:,« 



DOCUME~~' • RELATED TO Cm1PLETENESS j~ ') ACCURACY, 
CHAPTER III 

FIGURE B'-l 

UHIFORM CRIMIHAL PROGRESS DOCKET 

UH~.O.Nrs "."" IlAU, "~". ""Dllltl "-'. COURT CASE NUIoIBER --./~/ 

YEAR I NUMBE" i TYPE I 1.0C. I DEF. I COUNTY 
" I I I I 1 

~ACl I 5U I DAn or II~TN 

I 
A.REST AG(HCV NUMBER; 

I D':T[, o~ AiRES; ,,rPTS NO. I 
" 

.. I D I , 
0 

FILING.lNFORMATION 

"ll.' nATUS 

I fllIN'OAn 

J 
COMPANION CAst 

MID I y 
0 YES o NO 

CHARGES ILITERALj Nele TYPE COUNSEl. (CHECM 010[1 
CTS STATUTE 

CODE CHECK TYPE INAMEI 
ONE 

I. 0 PUBI.'C 
" DEFENDER 

(NA",t! 

2, 0 COURT 
APP?'HTED 

(lOA,.!:) 
" <'> 3. 

0 PRIVATE " INA"'t) 

4. 0 sEI.F 

DISPOSITION INFORMATION 

nATE OF 
"'I 

D Y rELEASE "CTIDH DATE Of '" D 1 
Y 

,:,FIRSl,APPEA"ANCE I ; 0 BONO S o SURETY S o ROR PRELIMINARY HEARING I 
~ATE OF ARRAIGNMENT !: DATE SPEEDY TRIAL I TRIAL '" 0 Y J TRIAL TYPE OJURY I PRE-5ENTENCE INVESTIGATION 

MID ! Y ,WAIVED '" I P I Y 
DATE J o NON-JURY OPI.EA OATE I '" I 0 I Y 

NCIC 
P PLE., DA Tt DISPOSl1tOM DATI 

:::HI1P~:::;;"~ T DISPOSI TION CTS STATUTE L '" D T'~:~:;'" D Y 
CODE E Cf .... .-: 0:, ... .:..,,((. t~(CI( ~.:. ~ A 

(CHARGES CH.ANGED TOI 
t. 0 1 

ICH.ARGES"CHAHGED Tol I 

,§ 

2- 0 .-l I I 

" 
CCH.cRGtS CH.ANGED 1'01 -0 

~. ¢J ~ 
CCHARGES CH.ANGED TOI ! 

4. Ip _t , , f 

SENT,ENCING INFORMATION 

SENTEN.CE CLITERAL) 

CASE PROGRESS (Continue on Continuation Sheet) 

Y 

ORIGINAL - CLERKS OFFrCE 
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( FIGURE B--f 

!tutES 

OF 

( 

'rIlE FI:oRIDA DEPART~IE:lT OF CRIMItlJ\L LAW ENFORCEMENT 

CnAPTER l1C-4 

CRIMINAL HISTORY RECpr,S: FI!-lGERPRUIT CARD 

AND DISPOSITICiN~PO~TING PROCEDURES 

llC-4.03 Arrest Fingerprint Card Submission. In order for t~e 

Department to properly c~rry out those mandates in Sec~on 9~3.05, 

Florida Statut,es, pertaining to the establishr.1Cnt .and ma{k::~~;mce 
.' ~ 
of criminal histories based on positive identification using ~~n-

gerprint comparison, all law enf"orcer.:ent agencies of the St~::e\\ 
shall take the 'ollowing action on all misdemeanor and felony 

arrests made: 

(1) Complete at the time of arrest, as outlined in 

the Department's Identification ~!~nual and on 

forms provided by the Departm~nt, a criminal 

arrest fingerprint card. 

(2) Submit on a daily basis all completed finger

~~!nt cards to the .Dcpartment, attention: 

Ctime Information Bureau, using procedures 

further detailed in the -Single Fingerpr~nt 

Card Submission Program-, in the Department's 

~ification ~!anual. 

(3) 'rhe only exceptions to the foregoing requirements 

shall be; that cfarges regarding drunkenness and 

JIlinQr tr~ffj,c offenses as well as chargesGmade 

the subject of a field citation under"stal~utes , 
.uch as section 901.28. Florida Statutes~ need 

not be submItted to the Department unless. of 

coUrse, the arresting agency requires a criminal , 
.bi.tory check or major charges are associated 

with such charges. 

(e) ct.arges recjardinq' -minQr traffic 'offenses· do 
-::z~, ~ , 

'. not include:' 

fa)· . Driving while intoxicated, 

(b) Leaving" the scene of an accident: 

(e) 

(d) 

Fleeing or attempting to VE1.r~1e ,.acpolice 

officer; 

Making a false accident r~port; 

Reckless driving; 

(f) Other o:fen;es against the ",~raffic and ~tor 
vehicle laws whic~ h41ve not been decrimi·nalhecS. 

c'Ge~cia1aAuthorityr '43.03. 9C3.0S,F.S__ Law Implemented: 

t43.0S, F.S. 
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FIGURE B-4 

RULES 

OF 

THE FLORIDA OEPARTHEN'l' OF CiU!-IINAL LAW ENFORCEMENT 

CHAPTER llc-4 

CRIMINAL HISTORY RECORDS: FINGERPRINT CARD 

}.NO DISPOSITION REPORTING PROCEDURES 

11C-4.05 Deceased Notification Submission. 

(1) The cogni~ant law enforcement agency shall $ubmit a 

.. et of fingerprints on unknown d~ceased individuals to the 

Department for the purpose of positive identification. 

(2) If agencies are unable to print the deceased or furnish 

a previous set o~ prints, they shall submit to the Department the 

F.B.I. R-88 Death Notification form, furnishing as milch informa

tion on the deceased as possible. 

General Authority: 943.03, 943.05, F.S. Law Implemented: 943.05, F.S. 

STATE OF FLORIDA 

DEPARTMENT OF CRIMINAL LAW ENFORCEMENT 

WlllfAM A. 1 ROELSTRUP 
COMMISSIONER 

P.O. BOX 1489 
TALLAHASSEE 32302 

IDENTIFICATION MEMOR1\NDUM 75-1; 

'1'0; 

SUBJECT: 

All Fingerprint Card Contributors 

Submission of Deceased Notifications 

TELEPHONE 
,481:l·7880 

The purpose ofC this memorandum is to set forth guidelines 
for submission of d'e;ath notifications. 

In order to delete a subject's record from the FCIC/NCI6 
CCH files due to death, a positive identification must (be L 

effected. To insure positive identificatio~, fingerpr.7.nts 
are required. !f unablf.! to print the deceased subjectlor 
furnish a previous set of prints, it will be necessaJ;'.~/ to 

'submit to FDeLE the FBI R-B8 Death Notification form"d fur
nishing as much information on thG subject as possib,~e; L e. , 
the last date of a~rest, arrest number, offense, FBt nUffibar, 
and FDCLE number if, known. All fields of info!:'mati,qh on the 
R-88 death notice fbrm should be suoplied and 'any «aditional 
informatiOlkshould be listed in the "Other Identif~ling I·lfc,::-
mation',(,):>lock. :,' 

N 

If age~~y suBmitting the death notice desires a ,.~bpy of the 
dcceasoed subject's criminal history record, it I-7:J.11 be neces
sary to so indicate on the fingerprint card or .f~he R-88 
Death Notice form. / 

All questions regarding submission of decease~ notifications 
should be directed to the Crime Information Eureau, Florida 
Department of Crimil'\al Law Enforcement, P. q::'BOX 1489, 
Talla~assee, F10r~da, 32302, Telephone NumQ~r 904-488-4761. 
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FIGURE B-5 o 

t--------,-------._. __ . ___ .. ~ .. -'---., __ , 
// 

-0 .'. - •. -_=~',...,.~---_~ __ 
R-Ril I Rev. f>-!\.. 72) 

DEATH NOTICE f 

Federal Burenu of \R\'cstiF:alion 
United Statf!S Deportment of Ju~ticc 
Wa~hington, D. C. 2053; 

II Oat" ___________ _ ;--
Attention: Identification Oi,vision 

I .' (J 

The follo ..... ing is the record of 8 death of an individual ..... hose fingerprints Rre on file in the Id/ntirlc~t"'''' [),. ,.1"", 
of Ihe FnI: 'I' :: 

, .' P 
1/ 

Name ILoSl, firsl. middle) Dnt,e fingerprants submItted 

Aliases Other identifying informali,," I~rmed Sen'ice enlIstment ')11 .. rlr., 

Sex FBI Numb"r 

o Male 1\ 
D'Female '\\ Contributor's So. IOriglnoli 

Dale or birth I Place cr birth Fingerprint Classification fBI 

Date of death Cause of death 

Poat [)eath Notice in Record on, Authority of: 

--------------------------------------------- . Name 

(I 

o 

B 6 
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FIGURE B-6 

llC-4.06 fi'Jial Disposi tion Reportin,g. 

(1) In order for the Department ~o properly carry out those 

mandates set forth in 5943.05, F.S., Ch. 1, Title 28, ~art 20, 

C.F.R., and 42 U.S.C. 3771 in regard to the establishment and 
Co 

maintenance of current', complete, and accurate crimin'a1 histories, 

agencies, offices and officers in the Florida criminal justice 

community shall, to the maximum extent feasible. sUbmit'disposition 

data on criminal arrests, pretrial disposi tions, trials. s,entenc ing, 

confinement. parole and probation. 

(2) The arresting agency shall initiate the disposition re

port and supply all fields of identifying and arrest information 
II 

requested on the top half of the form provided by the Depart~e:;t 

for this purpose. The impressions of the right four fingers shall 

be obtained and placed in the bottom right corner of the report. 

T~esc actions shall be accomplished simultaneously with the taking 

of fingerprints following an arrest. 

'3) 0 h . ((f' f' d ffi • t er agenc~es, 0 ~cers an 0 ces shall, to the ~axi-

IIIUJQ e~tent feasib:e, spbmit disposition data to the Department for 

each arrest ps follows: 

Ca) If the\':case is not forwarded, to the prosecutor 

for action, the arresting ag~ncy shall complete 

the final disposition report. 

Cb) If the case is taken by a pro~ecuting authority. 

the arresting agency shall tuin over the dispo

.ition report form to the prosecutor. There-

/~ after,' the forlll will be executed by the prose

cuting authority. 

(c) Subsequent dis~osi;tion reports shall be 

initiated by a:'ppropriate autho;ities to 

augment the record in regard to correc

tional, parole and probation information. 

Although interim transactions (i.e. turned over to, held 
e? 

for, pending) should be indicated in the designated area of the 

fingerprint d~!d but not made the subject of a disposition report, 

it is essential~hat final disposition reports~ as more fully 

described in Ch. 1. Title 28, C.F.R. 20.3(e), be submitted within 

90 days after the final disposition occurs. 

Geheral~~thority: 943.03, 943.05, F.S., Ch. 1. Title 28, Part 2: 

C.F.R. Law Implemented: 943.05, 

C.F.R., 42 U.S.C. 3771 (b). 

B 7 
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FIGURE: B-7"' 

FBI --m1HBEK 

FINAL DlSPOSmON REPORT OBTS NUMBER 
NOTE: This viI&!. report mUll be pnpued on Clch indivldiW whole melt rlll~rpr!nti'havc been forwarded to the Florida c 

Department of CriminIJ JAW Enforcement without filial dbposition noled thereon. rr no final dilpOlibOn II available to aneltin, 
~nc:y, abo obtain Iubject'. nthl fOIll finKen on this form, aupply Identification data and (urniah urulin,lgency information 
and (orwud when ca:.e refmed to prolCC"oItor and/or COlllti. Agency on notice as to fanal dispoaition mould complete thll form 
and submit 10: Florida Deovtment o(CriminaJ lAw Enforcement, P.O. Box 1489, Talilhassee, Florida j2302, Attel!tion: Crime In(orm.tlon Buru~ 

(See inllructioill on re¥cnc Ikte) 

FDCLE NUMBER NAME ON FINGERPRINT CARD SUBMITTED TO FDCLB 
/', 

:f LA.!.'T FlRST IUDDLE 

OONTRIBUrOR OF FINGERPRINTS 

DATE OF ARREST • ARREST NUMBER SEX RACE DATEOFBlRni .. D" Y .. D Y 
r 

c 

, 

~1f~~ A OFPEN&ES CHARGED AT ARREST NCICCODE R I 

R f. E 
I. 5 

T II I 2. < :~, 

II 
, 

~ I, 
G iI', 

, 
A 3 
G «'I .~ 

, 
; 

E 4 N 

\\ c 0 
v 5. 

, 

" CONTRlBtrrOR OF DlSPO&rION DATA DISPOSITION DATE 
o COURT OR~l~RED EXPUNGEMENT: 

}; Return Anelt Finge,iPrint Card to ContnDul4ll ~2i 
M D Y 

Wf/i!Jlt/k~y;rv:~ftfv ~ / 
COUKl' DOCKET NUMBER §J!~ ii" Ii" fi . 

C . 1;;) 1 filii, rIf; i ~ if/j j J. ' 0 ~~~'" ~. 0 ~r3 .:: ~ ~i (j / :s,'JI,f " n 
FINAL CHARGES -l':- I.:) U ~ g. f. 

R ... ~ ~... -. ~" 
T 

A :. I. 
C c. 

'Z 2. 
. 

l~ 

I ") 

0 
N 3. 1(, 

4. " \\ 
",=:,~ 

~. 
5: 

d'" . 
" 

• ExplaiQ;:'.J~ "Other" iii Sentence Provi~ion Fields SENTENCE PROVISIONS 

i\ 
RlGIfi FOUR FINnERS PRINTED SIMULTANEOUSLY 

1. 

2. C 

3. 
, 

4. 
v s. 

~:\ 

'J ~- 0 

o 
B - 8 (~ 

, 

ft . ~i ' " , , .. ~. ,.. "' ..... v.,;.-~,.',··-....., .• -.. ;,d;.' ..... ~·6 ....••. , .... ".~.",.~, ,;""'~'\~~'::r~, .• s·· '-&~~~;>-,.:,~~ .. ,_ ;1~:~<.t~~?,.'."~' .. '~"',~., ~~~~~~:-.. ~j ... ~~ $.,f';;'~~j'l:,"~r~"'~.t~.:,,~:..i~~'·:"i'.<-::..tt .. ;.lt,.~ __ .~_,;;.._ -:~~":~_"' _~..l~..wl~:".~-"~- J 

C' 

() , 'J-r.; 

'.' 

i. 

,,:; ~ 
·".1.jI-

" 
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FTGURE B-8 

IN TilE COUlI'l' I N firm f.'OR COUN'l'Y, l"J,OH I n~ 

S'J'I\'J'~ Of.' ,"].C.lHt DA, 

Ill.lillt.iff 

vs. 
CAS!!: No. ________ ~ 

/)c f (:!IIddlll 

OlWEH '1'0 EXPUNGE 

'l'his cuuse crune on to be heard before me on thj s date, upon the 

Defel1dOlot's t-Iotion to 1~,,[>uJI<Jc c0rtnin Court nne] 1c1W ('1If'llrCCUl0nt recor.:: 

pursuant to: 

1. Stnte stntute 093.14 

2. State statute 901.33 

3. Discretionary power of the court 

and the Court having considered said Petition finds as follows: 

1. That the' above named accused was on the __ day of 

_____ ,A. D., 19 arrested for the offense(s) of: 

By the ___ . ____ . ______________ ,Departrnen t. 

/7 U ,Accordingly, it is 

ORDERED AND }\DJUDGED that:: sa'id Motion to Expunge be and is here

,by granted: and all Court and arrest records pertaining hereto are 

h~.~e~y expunged, in compliance with the above cited a uthori ty: and 

,i't: is 

FURTHER ORDERED that the Clark of this Court fO~\'artl certified 

copies of this Order to Expunge to the State Attorney c1nd the arrest-
'. 

inli! agency.: Th~ arres ting agency will forward copies of this o'rder 

to expunge to the F~ORIDA DEPARTMEN'!, OF CRIMINAL LAW Ei1FORCEMENT. 

OOi-lE J\;'lD OIWI':JUm in Chambers itt 
________________________ county, 

Fiorida, t1Y2s __ day of ____ , 19 
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FIGURE B-9 

CIUMINIII.llIs·rO/lY III:COIlO 

\YlImu:l\s., __ JlIi;: ... .!I!.!".!:ln:.::I:!!".!.r_·::. • ..!.II~:IJ.!"!.! .. "")L-_h:." ,,cllllollrd IhI~ "ourllo ol'der Ihe ,.~allnl:l 

e."'~IIDn) or r~cort'" relaUn!: I(} hi. or her orresl on,-.:(L::'I;:.,'I~'·:J.) ___ on Ihe "hOfr,"I" 

., _____________________ 1" ,IIIIMlo. 01 Ihe I~"'I 01 .·Iorl,b. 

,."d hli or her cOllvlellnn 1m ,,1'1 .. ) On the C'h:uJjt'ls\ or I. 

• lid 

WIIEIIF:A5. Thij StOIc or rlorltl~. loy, ___ --------ho. revlc"cd Ihe, 

crlmlr.~' bislory record 01 petltlon"r, ~nl! h,. not shown c,use lI.hy this relic! .houltl nol 

.... ,ranled, and 

WIIEREAS, Ihls eourl hH Jurisdiction 10 gr.nl Ihe rclid rcqucstoJ pursuant 10 ~ 

193.I4/SCrtil''' ~Ol.~l. 1'10:'''" :';1:III1I .. ,;/lhr cSI"ordinan', NI"i~'t.I~ (lo\\'cr~ 01 Ihls cOUI'I" • 

. -
IT IS TIIER!:},ORE ORm:HI:O AND IIIlJlmCr.l> 110 •• upon,_..:.II:.::,"!.!.I!;.C',--_..:..-__ , \I,'hen. 

If Dot & .... ycd or o«rlurnetl. Ihl .. ortler ""comes Iin~1 or 'S SCOD lherc.ller as I .. POS51 ble. 

Ihe, ___ -'p". !.rr:..;r"'.::..:I!.!ln"'5'-".I'-C"'rn:::r""'-l·I~ ________ • Ihe .·Iorld. Dc".r~ncnl 01 Crimin.1 

JAw E"roreemenl. Ihe,_-'IIL:.Ir:..:O::.:.:.::c,:e.:u"'I""-r:...)!-___ ~_. lhe, ___ ..!.'n:::u,,-!b,,-!I.!:lc::...::t1!.c!.!ro~n~cl:::.e.!.rL.) __ 

Go" clerk'or Ihls Courl, .od such other "u~lie ollien :ond ~,::e"clcs :0$ h .. 'e records ollhe 

p.rrest/aod con~lellou) on the ch"rl:c~ ,u1,,(ores.ld .h"U (destrol' .Wrocortls ollhe s,me 

l"lte.,>t ror the no.,(?uloHe ..,eorel. 0 .. "1(',, \" ,crord.nce ",HI, I",,,tulel ), 

~T ~S FURTIIER OnDl::Rf:D ,'NO II0JUOCEO Ih.1 DO DOI,1l0" recordlnl: the :olore5'I,d 

• Irres' •• """ otherwiSe Ihcl'e"rcer loe m,inl.,flled tn the I'u~lie or nonpubllc rccorll~ 01 

107 or U,e abol'e, ornce. or "!:enctes, "rol'ided. howcver. Ih, •• nOl:ollo,o sh.1I "" m:ltle\l 

AIId r"I:olned .s lollows: 

1.----1!!'Rclnl) h<:!reloy e"rllry Ih.1 on 
11~llel • I !'erson.lly 1001< "n 

.cllon re'auln-c' under Iht: {J1·tI~f or Jud;.:c. _____ _ 
lI .. n",) , or Ihe __ ..!"r~n~uc!.,·~tl"--___ _ 

III and lor ti"ri"'h"linl~, In cose ____ _ 
"unlt.cr) ... hleh "ec"me IIn'I-.. ____ _ 

"Itned) 

IT IS )'UII1'1I1:11 ollm:m:u IINIJ IIUJlmm:U Ihal Ih" Ch:t'k or Ihls COUI'. ~h,1I tmnsmlt 

~cs ., Ihls order to the ornet"l:! MllIeol her.:ln, Ih,. such eOl'les .11.,11 he dcsll'Oyed 

eOillelnporancousl, wllh coml'lI,neo wllh Ihls m.nt!,.e. And 111,1 th" orlllln,1 order 

sblJ bo m.lnL,lnetl Ao a no" .... lIlIe r"cord "v~II.l>le 0111, 10 Ihis Courl. 

IT IS )'UIITIIEn 01l0£1Ir.0 liND 1I0JUl)CI~0 th.llhe J'loritl~ Dcp:,.lmenl 01 Crlmln,,1 

lAw Doron:emcnl sh.1I rcquesllh" :all olher allihorilles ,,'ho h.ve rcc"lnol Inlorm"Uon 

ad. line to the arores.hl ... tell ~'nd "onvlellon) whl~h Is hlcnIUi:alole, ,10 1!le .,..lIlIlIne r 

f:' 
',t.aJ1 rur;e .uch InlorOlMlon 'rom 1111 rc:cord~. nics. :and Inlorm.llon ')'olen" ",:all/- \,\ 

"1D~by U.em. 

IlONE AND OROt:nl:D 111\.-_____________ _ nort,cb. this 

____________________ d.,0r, _____________ , __________ ~ 
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FIGURE C-l 

AUDIT STANDARDS 

II 
GENE·r~.:.:L::-;:S:..:Tc.:..cl\:.:..;N.:.:f).:..:l\c.:..cR.::.D.::.S --;, 

ill. The full scope pf an audit of a criminal justice 
pr'Oqram, function, activity, or organization should. 
encompass the following in the context of the Florida 
Privacy and Security Plan: 

" 

2. 

a. An examination of criminal history trans
acti'Ons, records and reports, including an 
'evaluati'On of compliance with applicable 
laws and regulations. 

b. A~~View of confidentiality and security in 
tile use of criminal history records. 

c. A review to determine whether desired results 
are effectively achieved. 

In detekmining the scope for a particular audit, 
respons~ble official~ should give consideration to 
the neeas of the potential users of the results of 
th~-l.: audit. 

Th(:!" auditors assigned to perform the audit must 
c'Ollectively possess adequate professional profi
ciency for the tasks required. 

3. In all matters relating to the audit work, the 
audit organization and the individual auditors 
shall maintain an independent ~ttitude. 

4. D~e pro£essional care is to be used in conducting 
toe audit and in prepa.c ing related report&.-

! 
EXAMINATION 'AND EVALUATION STANDARDS 

I. 

2. 

Work is ~o be adequately planned. 

Assistants are to be properly supervised. 

3. A review is to be made of compliance with legal 
and regulatory requirements. 

4. An evaluation is t'O be made of the system of internal 
c'Ontrol to assess the extent it can~be relied upon to 
ensure accurate informatign, to ensure compliance 
with laws and regulations, and to provide for efficient 
and effective operations. 

5. Sufficient, comp.:f;ltent, and relevant evidence is to be 
'Obtained to''afford a reas'Onable basis for the audi tor I s 
'Opini'Ons, judgements, c'Onclhsions, and recommendations. 

Adapted from Standards for Audit of Governmental Organizations, 
Programs, Activities and Functions, comptraller General of the 
United States, January 15, 1974. 
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FIGURE C-l 

REPORTING STANDARDS /\ 
1 ;, 

1. Written audit reports are to be submitted to th-e 
appropriate officials of the organizations re-
quiring or arranging for the audits. Copies of 
the reports should be sent to other officials 
who may be responsible for taKing action on audit 
findings and recommendations and to others re
sponsible or authorized to receive suc6 reports. 
Unless restricted by la\'I or regulations.,. copies ~ 
may also be made availaJ::He for public inspection .. 

2. Reports are to be issued on or before the dates 
specified by law, regulation, or other arrangement 
and, in any event, as promptly' as possible so as 
to make the information available for timely use 
by management and by legislative officials if 
appropriate. ~ 

3. Each report shall: 

a. Be as conci~e;r:; possible but, at "the 'same'<':' 
time, clear: Jhd-complete enough to pe under
stood by th~ users. 

b. Present factual matter accurately, completely, 
and fairly. 

c. 

d. 

Present findings and conclusions objectively 
and in language as clear and simple as the 
subject matter permits. 

Include only factual information, findings, and 
conclusions that are adequately supported by ~ 
enough evidence in the auditor's working p,aper-t:; 
to demonstrate or prove, when called upon, the 
bases for the matters reported and their ·correct- " 
ness and reasbnableness. Detailed supporting 
information should be included in the report to Q 

the extent necessary to make a convincing pre
sentation. 

e. Include, when possible, the auditor's recommen.,. 
dations for actions to effect improvements in 
problem areas noted ~n his audit and to other-' 
wise make'improv~ments in operatiC[ns. Informa
tion on underlying causes of problems reported 
sh~Jld be included to assist in implementing or 
qevising corrective actions. 

f. Pluce primary emphasis on improvement rather than 
on criticism of the past;. critical continents should 
be presented in balanced perspective, recognizing 
any .unu~ual difficulties or circumstances faced 
by the operati'!tg officials concerned. 
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FIGURE C-1 

g. Identify and explain issues and guestiC,ns 
needing further study and consideration by 
the arpitor or others. 

h. Include recognition of noteworthy accomplish
ments, particularly when management improve
ments in one program or activity may be appli-
cable elsewhere. . 

i. Include recognition of the views of responsible 
officials of the organization, program, function, 
or activity audited on the auditor's findings, 
conclusions, a'nd reconunenda tions. Except ""here 
the possibility of crime or other compelling 
reason may reguire different treatment, thf, 
au4itor's tentative findings and conclusiorii 
should be reviewed with such officials. When 
possible, wit6but undue delay, their views should 
be obtained in writing and objectively considered 
and presented in preparing the final report. 

j.' Clearly explain the scope and objectives of 
the audit. 

k. State whether any significant p'ertinent Informa
tion has been omitted because it is deemed pri
vileged or confidential. The beture of such in
formation should be described, and the law or 
other basis under which it is ~ithheld should 
be stated. 

Each audit report containing financial reports shall: 

a. 

b. 

Contain an expression of the auditor's opinidn 
as to whether the information in the financial 
reports is presented fairly in accordance with 
generally accepted accountin~ principl~s (or 
with other specified accounting prip.clples 
applicable to the organization, pt'obgram, func
tion, or activity audited), appli/ed on a basis 
con~istent with tha~ of the prec~~ing reporting 
per10d. If the aud1tor cahnot express an 
opinion, the reasons therefor should be stated 
in the audit ;eport. 

1~" 
Contain appropriate suppl2mentary explanatory 
information about the contents of the financial 
reports as may be necessary for full and informa-

.. tive disclosure about the financial operations of 
the organization, program, function, or activity 
audit~d. Violatiohs of legal or other regulatory 
requirements, including instances of non
compliance, and material changes in accounting 
policies and procedures, along .with their effect 
on the financial ~eport~, shall be explained in 
the audit report. 
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FIGURE C-2 o 

AGENCY AUDIT REPORT 
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FIGURE C-2 
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FIGURE C-3 

AGENCY AUDIT R'ECDRD 
Agency JORI, I 
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F1GURE c- 4 

PRIVACY AND SECURITY AUDIT ELEMENTS 

stale of FloriC!:l 

AUDIT THAI,'. 
IN FOHillA'J'JON 
AND 
DOCUlI!ENTATION 

Oper:ttinl~ DOrlll1lC'llts 

Fcdel'al-Slale Lq,ri s\alion/S!:tlutes 

;,'Federa!-StatC\ Hcgulations 

State Comprcncmsive C, J. Plans 

Privacy and Security Plan 

'Privacy and Security Manual (OPT) 

Security Plan 

Training Documents 

Management Imp! ementation Plan 

Standards for Access 

Annual Privacy & Security Report 

Written' Policies, ProcedUl'cs 

Internal Audit Procedures 

Operating Policies 

Files and Records 

Listing of Slate C. J. Agencies 

Catalogue of Non-C. J. Agmlcies 

Audit Fample File 

AucUI Reports 

Corrective Action Records , 
\fe(iCienCy Suspense File 

~ecord of 1'/ A 
1\ • 

M\i,nutes of OJIS Councll 
\, 

Mitlutes oC 'J'l':ti,ning Conference 
\ " 

USeI\,Agl'eelllcnts 
'~ 

LeUeh of AI~cess File 
I 

Cel'lind,}tes of Complianco 

Te rIllH;i'I\I.orrs " 

Criminal ii/story Indices 

Criminal IIifllQry Sullject Files 

Juvenil c Indi cns 

.JuvtJllile Files 

Seal I'd HN:ordr. Index 

Seal(:tI !IN:OI'IIH File 
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0 00 0 0 0 00 0 

0 0 0 6 

X X 

X X X 

X X X X X X 0 

0 X X X X 

0 X X X X 

0 X X X X 

0 X X X X 
.. _- - .... -.--

Page 1 

7 

LEGEND ----
X"'Prillla "i'SCJlII'Ce 
O:,S(I\,ollda J'y 1-\(IIIJ'C'l' 

of 2 



c 
-;co ( 

j, --: 

FIGURE C-4 

AUDIT THAll .. - ACII-:NGY ~l-:()\lE:-':CE 
------,- "'--":";"~N-'---on-------

State or Florida 
0pl'ratlnr, - Local - CrilllinJI 
('!"iminal Justice Justice 

AUDIT TRAIl. 
IN,i~ORMATION 
AND 
DOC Ui\TENT A TION 

f ~ Data Elements i 
Subject Naml;! X X x= X X X X X XX X;X 

State ID (FDCLEfl) X 0 o 0 0 0 0 0 0 00 I 
I , 

FBI ID X 0 o 0 0 0 0 0 b 0 

Print Class X 0 X X 0 ,'. e 

Sl'\qu~,ncc Number (or OBTSiI) X 0 0 0 0 0 0 0 OJ,! 00 0 

Local Subject Number 0 X 0 0 0 0 0 o 0 0 

Docket Number 0 X 0 dlo 0 0 0 

Corrections ID 0 X 0 0 X o 0 

ORI 0 X X X X' X X Q 

Event Incident Dates 0 X 0 0 0 0 

Administrative Action Oates X 0, 0 

Seal/purge Coding X X xl X X X 

CHRI Destruction Date X 0 o 0 0 o 0 0 0 o 0 0 

Data Source Documents 

Fingerprint Cards X X X X 

Photographs X X X 
I!. ) (:, 

X 
'" 

Offense Ueport X X 

Arrest Report c<\ 
(--_? 

X X 

Complaint X 0 X 

Initial Disposition Report X X X 0 X " 

Final DispOsition Reports X 0 X . X 
·"',i 

Court Disposition Report 0 0 0 X X LEGImD 
",-,-,,~ \1, 

Dissemination Log. Ind. Record X X X X=Prlmary Sourco 

Corrections DispOl'ition Rcpcrts 0 X 0 X O=Sccondary SOl/rcC! 

I) 
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FIGURE C-5 
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FIGURE C-6 

AUDIT TRAIL - OPERATING 'AGENCY 
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