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PREFACE 

The work reported here was performed at Stanford Research 
Institute (SRI) for the National Bureau of Standards (NBS). The 
objectives of the study are to: 

(1) Develop a working definition of intentional computer 
misuse and a taxonomy to characterize the different 
types of intentional computer misuse. 

(2) Develop a ranked list of s'pecific detection mechanisms.,. 
(3) Develop a ranked list of specific prevention mechanisms. 

The detection and prevention mechanisms were to be developed as a 
result of analysis of computer misuse case files. most of which are 
maintained by Mr. Donn B. Parker of SRI. 

Robert P. Blanc, Editor 
Staff Assistant for Computer 

Utilization Programs 
Institute for Computer Scien~es 

and Technology 
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AN ANALYSIS OF COMPUTER SECURITY SAFEGUARDS FOR 
DETECTING AND PREVENTING INTENTIONAL COMPUTER MISUSE 

Brian Ruder 
J. D. Madden 

Stanf/~rd Research Institute 
Menlo Park, California 94025 

ABSTRACT 

, 

Stanford Research Institute (SRI) has an extensive file of aetual 
computer misuse cases. The National Bureau of Standards asked SRt to 
use these cases as a foundation to develop ranked lists of computer 
safeguards that would have prevented or detected the recorded intentional 
udsuses. 

This report pro'\Tides a working definit:lcm of intentional computet' 
misuse, a ~onstruction of a vulnerability taxonomy of intentional 
computer misuse, a list of 88 computer safeguards, and a model for 
classifying'the safeguards. In addition, there are lists ranking 
prevention and detection safeguards, with an explanation of the method 
of approach used to arrive at the lists. 

The report should provide the computer security specialist with 
sufficient information to start or enhance a computer safeguard program. 

KEY WORDS 

Computer security; computer misuse; computer safeguards; computer 
security model; computer crime; computer fraud; privacy. 
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I. INTRODUCTION 

A primary objective of this report is to identify computer safeguards 
that would have been useful in detecting and preventing actual cases 
of computer misuse. Section VI contains safeguard rankings based on 

' .. cases of past intentional computer misuse. These cases span the spectrum 
of computer misuse, but the number of cases that fall i.nto each vulner­
ability category probably do not reflect anyone specific computer 
environment. GenerallY speaking, the highest ranking safeguards should 
be best in most environments, but the ranking process is somewhat 
subjective due to the nature of the cases and degree of detail specified 
in the safeguard description. 'fherefore, the rankings should nOI: be 
considered absolute. Computer speCialists should consider all tools as 
they develop their computer protection plan. A set of tools and a 
description of their purpose and application is provided in Appendix B. 

This rep.ort contains the results of six work efforts, each of which 
is briefly described below. 

The firslt effort involved developing a taxonomy of computer 
vulnerability to intentional computer misuse. The computer vulnerability 
taxonomy forms the foundation for the definition of intentional computer 
misuse as 'well as the founda.tion for categorizing past cases of computer 
misuse. Section II of this report contains this taxonomy. 

The second effort was to develop a working definition of intent~onal 
computer misuse. The persons known to be studying the area of computer 
misuse throughout the country were contacted to determine their current 
definitions relating to computer abuse or computer misuse. The resulting 
definition of intentional computer misuse and a discussiorl of how the 
definition was arrived at are addressed in Section III of this report. 

The third effort was to review the case file of compllter misuses 
and distribute cases into appropriate vulnerability categories. Each 
case was placed in only one vulnerability category even though three or 
four misuses may have been identified in the case writeup. Each case 
was placed in the category corresponding to the first misuse identified 
in the case writeup. 

The fourth effort was to review case files to identify the prevention 
and detection safeguard mechanisms in each case that would have mitigated 
the misuses in that case. The safeguards from a previous NSF studyl 
as well as those gathered from other relevant source material~ere used 
as a base and were supplemented by the authors' experiences and ideas. 

1 "Computer System Integrity Research Program," National Science 
Foundation Grant DCR74-23774. 
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The fi~th effort was to develop a safeguard model that would 
provide a basis for describ~ng, identifying, and d1~tr1buting each 
safeguard. The most useful model appeared to be one based on organi­
zational structure. Consequently; safeguards were classified into 
categories bearing the names of the organizational element responsibl~ 
for initiation or implementation of the safeguard. This type of model 
allows users of this report to change the model to reflect the structure 
of their organization. In addition, it clearly points out that computer 
security is an organizational problem and not just a data processing or 
internal audit problem. Se~tion IV of this report provides a description 
of the model. 

0, 

The sixth effort involved ranking the safeguard mechanisms within 
a vulnerability category. An algorithm was developed in which all tools 
were scored'as'to their effectiveness against the cases in each of the 
vulnerability cat~~ories. Since many of the cases had little informa­
tion, or lacked specific technical information to permit determining 
how effective some of the safeguards might be, there is a subjectivity 
to the ranking process that we br,~ieve reflects SRI technical expertise 
and provides the best ranking possible. However, the reader should be 
aware that the ranking is not absolute and reflects the applicability of 
the safeguards against past cases of misuse. Section VI of this report 
contains the rankings. 

II. TAXONOMY OF VULNERABILITY TO INTENTIONAL MISUSE 

Three types of computer resources to be protected are identified 
as follows: 

• Intellectual property (data and programs) 
~ • Physical property (equipment and supplies) 
• Computer services and processes 

With regard to intellectual property, misuses include unauthorized 
modification, destruction, and disclosure. With regard to physical 
property, misuses include unauthorized modification~ destruction and 
theft. With regard to services and processes, the misuses include 
unauthorized use (theft) or denial of authorized use. Within the 
intellectual property domain, it is worthwhile to identify whether 

I 

or not the misuse occurred internally or externally to the computer 
system. Internal includes activities from the time data or pr.ograms I 

are entered at a terminal by reading or by using some other input . I 

device until the time they are output at a printer, display terminal I 

or other output device. External activities include all data preparation 
and data handling prior to the time the data are entered at an input 
device and after the data are output at an output device. 
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,The vulne~ability taxonomy described has 17 separate categories. 
This is the minimum number of categories required to differentiate the 
different types of intentional misuses as far as this study is concerned. 
Figure 1 provides a schemat.ic diagram of the vulnerability taxonomy as 
described above. Appendix A provides definitions of each category. 

III. DEFINITION OF l~TENTIONAL COMPUTER MISUSE 

The'concept of intentional computer misuse is used throughout 
the study. The definition of intentional computer misuse 1s a function 
of the vulnerability taxonomy described in Section II. Intentional 
co~puter misuse is defined as an intentional act directed at or 
committed with a computer system or its associated external data or 
program activities in which thereiis: 

• Unauthorized modification, destruction, or 
disclosure ofintelle,ctual property (data or 
programs), or 

• 

• 

Unauthori2ed modification, destruction, or 
theft of physical property (equipment and 
supplies), or 

Unauthorized use or denial of a computer service 
or process. 

This definition defines intentione.l cOlllputer misuse froPl a data 
processing point of view, consistent with the objectives of this report. 

IV. SAFEGUARD MODEL 

A safeguard model provides a means of describing, identifying, 
and distributing safeguards. It was decided that the most useful 
model would reflect organizational structure. This model reflects 
responsibility for initiation or implementation of the safeguards. 
DevelQping a safeguard model that is structured around the organization 
points out to the security specialist and to managem~nt that comp~ter 
security is the responsibility of many organizational elements. In 
addition, the model provides a co~v:enient mechanism fora~signing 
safeguards identified in thisrepd~t. Figure 2 provides a schematic 
diagram that reflects the model we suggest. Insurance, personnel, 
and contracts are defined as staff activities, but could be placed at 
the same level as operations, data-processing, security or audit. 
Following is a brief description of each element of the model: 

4 
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General Management--This element includes those 
persons or fUnctions whose primary responsibility 
is the management and administration of the agency. 
This element is responsible for establishing policy 
and ensuring that adequate financial and line 
management support is provided to carry out the 
agency charter • 

• Personnel--This subelement is responsible fot 
maintaining personal information on employees 
required by the agency as well as providing the 
official guidelines describing the policy of the 
ag~ncy regarding hiring. and firing criteria. 

• Contracts--This subelement is responsible for 
ensuring that all contracts, including those 
involving software and hardware, are well 
specified to minimize the potential for loss 
re.sulting from improper performance. 

• In:surance--This subelement is responsible for 
ensuring that the facilities, including software 
and hardware, are adequately insured. 

• ~~rations Division--Most Government agencies 
will·have more than one operations division, but 
conceptually they are all similar from a data 
processing point of view. Consequently the model 
provides for only one operations division. An 
opE~rations division is an organizational unit 
reflponsible for one general agency function such 
as logistics. Each operations division has many 
departments, but only two, application program 
development and data handling, are germane to the 
model. 

• ~lication Program Development--For this report, all 
application program development and support are 
pla.ced outside of data processing, even though 
man.y agencies provide application support within 
data processing. This placement was chosen for 
convenience to separate application program safe­
guards from system program safeguards. Application 
program development includes all facets of information 
collection and analysis, programming, and testing 
required to develop computer-based systems such as 
payroll, accounts payable and the like. 
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Data Handling--This component includes all facets 
of data preparation, transport to and from ipput 
and output devices, and report distribution and 
storage. 

Audit-~'This element includes the internal audit and 
automatic data processing (ADP) audit function. 
(The audit safeguards in this report reflect primarily 
ADP auditing.) The responsibility of this element 
includes verification and evaluation of controls, 
standards, and data processing results. 

• Security--This element is responsible for computer 
security, policy and coordination as well as 
tradition~l security items such as safes, locks, etc. 
Many agencies may have the computer security 
administration function located within the data 
processing function. Others believe it should be 
outside data processing to assure it can operate 
independently and objectively. 

• Data Proce~-This element includes the management 
and operation of all computer equipment, personnel and 
space to meet the agency's ADP requirements. 

• System Control--This element is responsible for 
ensuring the integrity of the operating system and 
environment in which application programs execute. 
It has three components: Application Interface, 
Internal Control, and Hardware Support. 

• Application Interface--This component is responsible for 
specifying application program standards and ensuring 
that all application systems are properly tested and 
documented. It is also responsible for program change 
control. 

• Internal Control--This component is responsible for 
cataloging all internal controls available. and ensuring 
that operational applicatioJ.1 system controls are in 
place and working. In add;ttion, this component 
ensures that the operating system has adequate internal 
controls and is maintained properly. 

• Hardware Support--This component is responsible for 
ensuring that hardware maintenance it;! performed in a 
reliable and valid manner. In addition, this component 
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is responsible for the acquisition and maint~nance 
of any hardware required to support security 
safeguards., ' 

Operations--This element is responsible for the day­
to-day operation of all computer equipment~ It also 
is responsible for media backup, transport~ and 
storage. 

V. COMPUTER SECURITY PROGRAM REQUIREMENTS 

This report is oriented toward identifying prevention and 
detection safeguards that would have been effective against actual 
cases of intentional computer misuse. There is, however, a require­
ment that an organization have an overall computer security program 
within which the safeguard/so can function. The basis for a computer 
security program is management policy and support that clearly define 
a computer security charter and its scope. Following is a brief 
discussion of basic elements required to establish such a program 
that will a1loto.' the prevention and detection safeguards to be effec­
tively implemented and used. It is important to note that the following 
is a description of only one of vario~s possible organizational 
structures. Further guidance will be forthcoming from NBS in the 
area of computer security program requirements. 

, Computer Security Policy and Control - General management must 
ensure that the agency has a computer security policy coordination 
function. This function may be the responsiblity of one or more 
persons who act as a focus for computer security policy and coordination. 
This function should reside outside data processing, but those respon­
sible should work very closely with data processing management. In 
the suggested safeguard model, the policy and coordination function, 

, would reside with security. Its primary responsibilities are to 
develop workable computer security stande.rds and to coordinate the 
acquisition or implementation of computer security safeguards. In 
addition, this function works closelY with the audit function to verify 
compliance to standards and adequacy of safeguards in place. 

ADP Audit Function - It is important to have well-trained ADP 
auditors within the audit function. The ADP audit function is a 
relatively new function that works almost exclusively verifying the 
accuracy and completeness of computer-based informa.tion systems. 
General management must ensure that the ADP audit function has a clearly 
defined charter that includes responsibilities of ADP auditors in 
each of the following areas: 

9 



1. System Development - the AUP auditor monitors the develop­
ment process and acts as an advisor to the user regarding 
~nternal controls that ~hould be designed into the applica­
tion sy~tem. These controls include run-to-run totals, 
logging, and usage reports. The ADP auditor does not 
participate in the actual design or implementation of the 
system. 

2. ~\~.sting - the ADP auditor ensures the adequacy of test 
~~ocedures and verifies the existence and adequacy of 

,I 

internal controls. 

3. Operations - the AD}> audito~ performs operational audits 
to ensure compliance to standards generated by the system 
control function and the data processing function. These 
include standards on items such as media labeling, 
handling and storage. I 

4. Post-installation Review - the ADP auditor works with the 
user to determine the actual characteristics of the system 
and whether they meet the users requirements as intended. 

5. Thru-the-Computer-Audit - the ADP auditors should use the 
computer to assist them in auditing information accuracy and 
completeness. In particular, the auditors should include 
audit of data stored internally to the computer system, 
1. e., the auditors should not audit "around the computer." 

'. System Design Standards - General management should ensure that 
Ii internal controls and other security mechanisms are included among the 

system design considerations. Standards 'or guidelines should be 
e~tablished to ensure that they are included. 

InS1JranCe - General management should require that the ADP 
insurance program is current and that a risk assessment is made to 
establish the completeness of items insured and the amounts for which 
they are insured. 

Contracts - Genetal management should ensure that the responsible 
personnel in the contracts office are properly trained in ADP technology 
and terminology and ate aware o·f particular problems associated with 
contracting fot computer programs, ADP equipment, supplies and services. 

It is important that general management recognize the importance 
of its role in any successful computer security program. A study for 
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the Institute of Internal Auditors recently completed by SRI indicates 
that general management support for audit and control programs needs 
to be improved if the integrity of computer-based information systems 
is to be ensured. 

Safeguard Implementation Stratesr - An important point to consider 
in developing a safeguard program is how the safeguards should be 
applied, i.e., the strategy of safeguarding computer systems. Providing 
a complete strategy is beyond the scope of this report, but a few 
basic considerations are provided. 

First, the case files indicated that the most misused systems 
include: 

• Payroll 
• Accounts payable and receivable 
• Certificate ge'l1erating (license, stocks, etc.) 
• Social payment (welfa~e and other benefits) 
• Operating system (vendor-supplied system that 

runs the computer) 

These systems should be protected fi~;st. 

Second, the safeguards provided are broad in their application. 
The security specialist must consider the safeguards in the context 
of the spec:l.fic environment. 

Third, the method for determining which safeguards are best for 
a particular environment requires the establishment of a formal 
risk assessment. Guidelines for Automatic Data Processing Physical 
Security and Risk Management (FIPS PUB 31) and Automatic Data Processing 
Risk Assessment (NBSIR 77-1228) both published by NBS are excellent 
documents to start the risk assessment process. The most important 
item to recognize in performing a risk assessment is th~t no two ADP 
environments are the same and thus each environment must be evaluated to 
determine the best strategy for protecting it. 

VI. SAFEGUARD ANALYSIS AND RANKINGS 

Safeguard Classification 

For this report, a safeguard is classified as a detection mechanism 
if it operates after the occurence of the misuse, regardless of whether 
it operates within a few seconds or a number of days after the misuse. 
In a number of cases, the time period in which the safeguard operates is 
a function of how it is implemented and used within an organization. 
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For example, some of the logging safeguards could be implemented to 
trigger an action when a specific type of record is encountered or to 
allow review of the recnrd at the end of some specified time period, 
possibly a day. 

A total of 88 safeguards are described in this report. Of these 
32 are detection safeguards and 56 are prevention safeguards. Of the 
32 detection safeguards, 15 are within the responsibility of the Audit 
function. Most audit safeguardD are for use by ADP auditors. The ADP 
Audit function is rapidly becoming one of the most important functions 
within organizations concerned with vulnerabilities of computer systems. 

The Internal Control element within the data processing function 
has responsibility for 19 safeguards because of the definition assigned 
to that element. It was given responsibility for many of the password 
safeguards that could f~ll under the security function. The Internal 
Control element is one of the most important security control functions 
as is the Audit function. 

The 88 safeguards are listed in Table 1. Their order of listing is 
based on the safeguard model, with General Management safeguards first 
and those from Operations in Data Processing last. Within each 
or,ganizational element category, the detection safeguards appear before 
prevention safeguards. An attempt has been made to list the highest 
ranking safeguards first within a given category. A "D" entry in the 
table indicates that the associated safeguard has some capability for 
detecting misuses in that vulnerability category. Similarly, a liP" 
entry indicates that the safeguard has some capability to prevent 
misuses in the indicated vulnerability category. Appendix B contains 
formatted descriptions of each of the safeguards. Safeguards in 
Appendix Bare lis.ted in the same o1:'der as they appear in Table 1. 

~ Safeguard Rankings 

(\ 

Table 2 provides a list of the top 25 ranked detection safeguards 
witM.tr vulnerability categories) and Table 3 provides a similar list 
for the top 31 ranked prevention safeguards. Only those safeguards 
that were ranked in the top five on the basis of effectiveness for one 
of the vulnerability categories were included. A "1" entry in Table 
2 or 3 iftdicates that the associated safeguard was deemed to be the mast 
effective safeguard against the specified vulnerability category. As 
an example, for the vulnerability category in Table 2, Internal Program 
Disclosure, the five mast effective detection safeguards, listing the 
most effective one first are: 
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~ D~TECTION SAFEGUARD 

1 User Command Log 

2 Sensiti~e File Access Log 

3 Operator Console Log 

4 Media Usage Log 

5 Computer Resource Usage Audit 

It should be pointed out that not all vulnerability categories in 
either Tables 2 or 3 contain five ranked safeguards (e.g., the Computer 
Equipment and Supplies/Modification category in Table 3). The reason 
for this is that some ,mlnerability categories have fewer than five 
safeguards deemed effective. 

One caution is indicated in interpreting Tables 2 and 3. The 
safeguards are ranked only within a given vulnerability category and 
can be considered valid over a reasonable range of insta11ations. As 
previously mentioned, rankings, to some degree, are dependent on 
environment. For Tables 2 and 3 comparisons between vulnerability cate­
gories are meaningless. Tables 4 and 5 provide lists of,safeguards 
ranked across all vulnerability categories. " 

Table 4 presents the eight 1110st effective detection safeguards, 
an:~ Table 5 presents the e'ight most effective prevention safeguards. 
Foft example, Table 5 indicates that on a consensus basis, Application 
3ystem Design Verification is the most effective prevention safeguard 
and Data Center Access Control is ranked fifth. 

Great care must be exercised in interpreting Tables 4 and 5. They 
are based on assumptions of limitrJd validity at best.' 

To arrive at a consensus, an assumption was made that all vulner­
ability categories are of equal importance. It· is unlikely, howeToOer, 
that this assumption is completely true for any given in~tallation, 

,and for some it may have no validity. 

Another assumption made was that all of the safeguards are of the 
same degree of generality. The very general safeguards tend to re~~eive 
a high,er consensus score than the specific safeguards even though it 
,may not be possible to implement the gerreral safeguards completely, 
and their implementation is likely to be more expensive. In Table 4, 
Operations Area7 Surveillance is the highest ranked safeguard. If a 
single general audit safeguard~nad b'een used instead of 15 more 
specific safeguards, almost certainly the single audit would have 
ranked first. 

f 
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CONSOLIOATEO LIST OF SAFEGUARDS 

Internal External Computer Equipment System 
__ O~ Program Oata Prosram and SUl!l!lies Service 

Safeguard b~ Organizational Entit~ M .!lli 01 M .!lli ru; M .!lli ru; M OE 01 !:! M 1. 1. ON 

Cenera1 Management 
1. Adjustment/Correction Reporting 0 0 
2. Job Rota tion 0 
3. Oisaster Avoidance P P P 

Personnel 
l. Employee Termination Policy P P P P P P P P P P 

Operations Oivision 
1. Mailing List Check 0 0 
2. External Oata Responsibility Separation P 

Applicatiop Program Oevelopment 
1. Personal Record Access C~~ck 0 0 
2. Record Volume Control P P 
3. Terminal Log-Off P P P P P P P P "\ 

Oata tiandling 
1. Input/Output Count Comparison D 0 0 0 
2. Input/Output Oata Control P P P P 
3. Input/Output Oota Storage P P P P P P 
4, !nput/Qutl'mt D!!t!l MAvemenl: ..;:t 

Control P P Ii P r:i 
5. External Sensitive Area Access 

Control P P P P P P 
6. Input/Output Oata Movement 

Security P P 
7. Address Change Contr-ol P 
8. User Interface Oata Control P 

Audit 
1. Audit by Extended Records 0 0 
2. Audit by Parallel Simulation C~"\ 0 0 
3. Code Comparison Audit 0 0 
4. Selected Transaction Audit 0 0 
5. Oata Handling Audit D 0 0 
6. Selected Area Audit 0 0 
7. Au1it with Test Oata 0 0 
8. Computer Resource Usage Audit 0 0 0 
9. Crash Log Au,,'~t; 0 

10. Audit by Computer-Aided ~lowcharting D 0 
11. Generalized Audit Software 0 0 
12. Snapshot Audit 0 0 
13. Audit from Terminal 0 D 
14. Library Usage Audit 0 0 0 D D 0 D D 
15. Late Processing Audit 0 D D D 
1,6. Application System Design 

Verification P P P P P P P P P P P P P P P 

Note: M - Modification; DE - Oestruction; DI • Disclosure; T • Theft; and DN • Denial. 



Table 1 (Continued) 'I \1 

Internal External '--- Computer Equipment System 
Data Program Data Program and SUl!l!lies Service 

Safeguard b)! Orsanizational Entit)! tl M DI tl DE !!! tl DE DI tl M DI tl M 1: 1: DN 

Security 
1. Operations Area Surveillance D"' D D D D D D D D 
2. Area Alarm System D D D D D D D D J) 

3. Data Center Access Control P P P P 
4, Fire Detection and Extinguishment P P P P 
5. Internal T~mpering Alarms P P 
6. Metal Detector P p 
7. X-ray Surveillance P P P 
8. Package Control P P P 
9. Off-Site Storage P 

Data Processing 
l. Computer Inventory Control D D 
2. Bill Back System D 
3. Password Protection System P P P P P P P P 
4. Program Change Control Log P P 
5. Utility Control P P P P P P P 

System Control I' , J 
Application Interface 

1. Application System Test P P P P P P P P 
..... 2. Program Standards P P P P P P P P 
VI 3. Test Isolation Control P P 

4. Internal Standard Label 
Control P P P P 

5. Documentation Control P P 
Internal Control 

1. User Command Log D D D D D 0 D D 
2. Data Transforhlation D D 
3. Sensitive File Access Log D D D D D D D D 
4. Operator Console Log D D D D D D D. D 
5. IPL Check D D 
6. Improper Ldg-on Control 0 D D D D 0 D 0 
7. Non-password Terminal User 

Verification P P P P P P P ,p 
8. Store and Fetch Protection P P P P P P P P 
9. Least Privilege Principle P P P P 

10. Privileged Use Controls P P P P P P P P 
11. Secondary Storage Passwords P P P P P P 
12. Device ID P P P P 
13. Off-hour'Terminal Disconnect P P P P P P P P 
14. PassWord Generation P P c' P P P P P P 
15. Password Print Suppress P P P P P P P P 
16. System Masquerade Control P P P P P P P P 
17. Simultaneous Access Control P 
18. Storage Purge P P 
19. Processing Time Control P P 

Hardware Support 
1. Hardware Monitor D 
2. Remote Encryption Capability P 

Note: M • Modification; DE - Destruction; DI - Disclosure; T u Theft; and ON • Denial. 



Data 
Safeguard b~ Organizational Entit~ .t! M 

Hardware Support (continued) 
3. Encryption for Transport 
4. Communication Encryption 
5. Alternate Communication Paths 

Operations 
1. Media Usage tog D D 
2. Input/Output Data Control 
3. Input/Output Data Storage 
4. Tape/Disk Movement Control 

..... 5 • external Sensitive Area 
0\ Access Control 

6. Sensitive Operator Input Control P 
7. File Backup Standard 
S, Gs,,<! PS$!!wordProte:ctign r I' 
9. Sensitive Forms Control 

10. Expiration'Date Control P 
11. Console Gpnfiguration Control P P 
12. Configuration Control P 

Note: M .. Modification 
DE = Destruction 
DI = Disclosure 
T = Theft 
ON = Denial. 

f 

Table 1 (Concluded) 

Internal 
Program Data 

.!ll .t! DE 01 .t! DE 

P 

0 D 0 0 
P 
P P 

P P 
P P P 

l' p p P 

P 
P P P P 
P P P 

External 
Program 

Ql .t! DE Ql 

P 

P P P 
P P P P 
P P 

P P P P 

Computer Equipment 
and Supplies 

System 
Service 
1: ON 

p 

o 

p 
p p 

p 
p p 
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Table 2 

RANKED DETECTION SAFEGUARDS 

Ranking 
Internal ExCernal Computer Equipment System 

Data Program Data Program and SUl!l!lies Service 
M DE .!!! .tl M DI .tl M OI .tl M .!!! H .IlE 1. ! ON 

General Management 
1. Adjustment/Correction Reporting 3 5 

Operstions Division 
1. Mailing List Check 2 2 

Audit 
1. Audit by Extended Records 1 4 2. Audit by Parellel Simulation 4 1 3. Code Comparison Audit 1 4 4. Selected Transaction Audit 2 1 
5. Data Handling Audit 2 2 3 6. S.~lected Area Audit 3 7. Audit with Test Data 2 8. Computer Resource Usage Audit 5 2 9. Crash Log Audit 

2 10. Audit by Computer-Aided Flowcharting 3 5 ..... 11. Generalized Audit Software 4 "-J 
12. Snapshot Audit 5 

Security 
1. Operations Area S~rY~tllftn~e 1 4 1 1 1 1 2 2. Area Alarm System 2 2 3 

Data Processing 
1. Computer Inventory Control 3, 1 2. Bill Back System 

1 
Internal Control 

1. User Command Log 1 3 2 1 1 3 1 2. Data Transformat!on 1 1 
3. Sensitive File Access Log 5 2 4 2 2 5 3 4. Operator Console Log 3 5 3 3 4 4 ~-~.'.' IPL Check 3 5. Improper Log-on Control 5 5 5 

Operations 
1. MediR Usage Log 4 4 4 

Note: M = Modification 1 • most effective DE = Destruction 
OI = Disclosure 
T = Theft 
ON = Denial. 

5 .. least effective 



Table 3 

RANl{ED PREVENTION SAFEGUARDS 

Ranking 
Internal Externul Computer Equipment System 

Data Prosram Data program;"'" and Suee tieo Service 
H M !!! H M !!! H M !!! Hi g Ox H M ! ! ON 

General Management 
2. Dia .. tor AVoidance 5 

Persoilnel 
1. Employee Termination Policy 2 2 3 

Operations Division 
2. External Data Responsibility Separation 

AppliCAtion Program Development 
2. Record Volume Control 2 

Oata Handling 
2. Input/OUtput Data Control 3 1 4 1 
3. Input/Output Data Storage 5 5 1 3 5 
4. Input/Output Data Movement Control 4 4 

''-:.- 5. External SensitiVe Area Access 
Control 5 

Audit. 
16. Application System Design Verification 2 2 1 

Security 
3. Data Center Access Control 1 1 
4. Fire Detection and EKtinguishment '2 
5. Internal Tampering Alarms '2 '2 

..... 6. Metal Detector 4 4 
00 7. X-rOy Surveillance 3 

8. Package Control 5 

Data ProceSSing 
3. FaS~htutd i'fott:t.1tli;" G1iit~ !. 3 1 It 3 
4, Program Chsngo Control Log 4 
5. lltil'l.ty Control 5 

System Control 
Application Interlace 

t. Application System Test '2 3 2 3 3 '2 2 
Internal Control 

7. Non-l'auword Terminal User 
Verificatlon 2 '2 

8. Store and F~tch Protection 5 5 5 5 3 
9. Least Privilege Principle 3 5 5 

10. Privileged Us. Controb 3 4 
U. Secondary Storage Passwords 4 4 
12. Device 10 4 
13. Off-hour Terminal Discollnect 5 

O~erations 
2. Input/Output Data Control, 4 2 5 '2 
3. Input/Output Data Storage 4 '2 4 
4. Tape/Disk Movement COntrol 3 3 
5. EKternol Sensitive Area Ac~ess 

Control 3 5 
6. Sensitive Operator Input Control 4 

Note: M • Modification T • Theft 
DE • Destructio!, ON • Denial 
01 • Disclosure 

, 
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Table 4 

CO~SENSUS RANKING: DETECTION SAFEGUARDS 

Security 
1. Operations Area Surveillance 

Internal Control 
1. User Command Log 
3. Sensitive File Access Log 
2. Data Transformation 

Security 
2. Area Alarm System 

Audit 
5. Data Handling Audit 

Internal Control 
4. Operator Console Log 

Audit 
4 •. Selected Transaction Audit 

Table 5 

CONSENSUS RANKING: PREVENTION SAFEGUARDS 

Audit 
16. Application System Design Verification 

Application Interface 
1. Application System Test 

Personnel 
1. Employee Termination Policy 

Data Processing 
3. Password Protection System 

Security 
3. Data Center Access Control 
4. Fire Detection and EJCtinguishment 

Data Handling 
2. Input/Output Data Control 
3. Input/Output Data Storage 
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VII. SUMMARY AND CONCLUSIONS 

This report provides a foundation for the developme.at of a computer 
safeguard program directed toward the detection and pr~vention of 
intentional computer misuse. The definj.tion of intend.onal computer 
misuse and the construction of an assoc:l.ated vulnerabijdty taxonomy 
are believed to be comprehensive and complete. The sa,feguards described 
in the report were developed as a result of analysis of actual cases of 
computer misuse on record at SRI and other research organizations. The 
safeguards are ranked within each vulnerability category and across all 
categories, but the rnnkings are not absolute. 

Three final considerations are noteworthy. First, to 
develop a safeguard program, it is necessary to know what safeguard~ 
are required and wh~ is responsible for 'their initiation or implemen­
tation. In this report an organizational model for assigning responsi­
bility is presented. Whereas the model provides a good classification 
scheme for this report, it requires additional work to show the 
interrelationships between general manag/ament, line management, and staff 
employees. The model indicates that all elements of an agency or 
organiaation have some responsibility fo'r computer security, but 
it does not address the responsibilities of individuals. 

Secondly, it would be useful to have a comprehensive format to 
describe safeguards. In a review of an actual case of misuse, a 
specific safeguard that would prevent or detect that misuse can be 
conceived. When a new but similar case is reviewed, the same safeguard 
with slight modification is required. After twenty to thirty such 
reviews, one either has twenty specific but very similar safeguards or 
the tool description becomes somewhat general. In describing the 
safeguards, this report attempts to provide sufficient detail for the 
security specialist. Nonetheless, a comprehensive safeguard description 
format would allow many different organizations to report safeguards 
in a standard format. 

Thirdly, it is ,outside the scope of this report to describe 
different safeguard implementation strategies. A formal risk assess­
ment must be performed as a necessary step in determining the safeguard 
implementation strategy for any particular environment. 
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Appendix A 

VULNERABILITY CATEGORY DEFINITIONS 

Following are definitions of the seventeen vulnerability categories 
that make up the vulnerability taxonomy. Modification has, been defined 
to include selective destruction in which the intent of the destruction 
is personal gain--e.g., destroying a record of a personal bill. De­
struction has been restricted to include malicious acts in which the primary 
intent was to cause damage--e.g., throwing disk packs out the window. 

1. Unauthorized Modification of Data Internal to the Computer System 
(DMI) 

Vulnerabilities include unauthorized modification of computer 
data residing within' the computer system proper. Covered are 
insertion of new data and modification or deletion of existi~g 
data by using an application system, system programs, or 
system facilities. 

2. Unauthorized Destruction of Data Internal to the Computer System 
(DOe!) 

Vulnerabilities include unauthorized destruction of computer 
data residing within the computer system proper. Entaile9 is 
the intentional arbitrary destruction of existing data by' 
using an application system, system programs, or system 
facili ties. 

3. Unauthorized Disclosure of Data Stored Internal to the Computer 
System (DDiI) 

Vulnerabilitie~ include unauthorized disclosure of computer 
data residing within the computer system proper. 'Entailed is 
the disclosu:re to unauthorized persons of existing data ob ... 
tained by using an application system, system programs, or 
system facilities. 

4. Unauthori~ed Modification of Programs Internai to the Computer 
System (PMI) 

Vulnerabili ties include una,uthorized modification of programs 
residing within the computer system proper. Covered are in­
sertion of new program modules and modification or deletion 
of existing programs by uS:';.1:lg an application s3!stem, system 
programs, or system facilities. 
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5, Unauthorized Destruction of Programs Internal to the Computer 
System (PDeI) 

Vulnerabilities include unauthorized destruction of programs 
residing within the com~uter system proper, Entailed is the 
intentional arbitrary destruction of existing programs by 
using an application system, system programs, or system 
facilities, 

6, Unauthorized Disclosure of Programs Stored Internal to the 
Computer System (PDiI) 

Vulnerabilities include unauthorized disclosure of programs 
residing within the computer system proper. Entailed is the 
disclosure to unauthorized persons of existing programs ob­
tained by using an application system, system programs, or 
system facilities, 

7. Unauthorized Modification of Data External to th~\ Computer 
System (DME) 

Vulnerabilities include unauthorized physical modification 
of co~puter data residing outside the computer system 
propar. Examples of misuse that might be committed during data 
origination, data preparation, or input handling are 
insertion of new data and modification or deletion of 
existing data. . 

8. Unauthorized Destruction of Data External tq the Computer 
System (DDeE) 

Vulnerabilities include unauthorized physical destruction 
of computer data residing outside the computer system proper, 
Entailed is the intentional arbitraJ;'Y destruction of data 
destined either as input to the system or output from the system. 

9. Unauthorized Disclosure of Data Stored External to the 
Computer Sys~em (DDiE) 

Vulnerabilities include unauthorized disclosure of computer 
data residing outside the computer system proper. Entailed 
is the disclosure to unauthorized persons of data destined 
either as input to the system or output from the system. 

-A2-



10. Unauthorized Modification of Programs External to the Computer 
System. (PME) 

Vulnerabilities include unauthorized modification of programs 
residing outside the computer system proper. Covered are in­
sertion of new program modules and .modification or deletion 
of existing programs stored on cards, tapes, or disks, 
possibly by using outs~de computer facilities. 

11. Unauthorized Destruction of Programs External to the Computer 
System (PDeE) 

Vulnerabilities include unauthorized destruction of programs 
residing outside the computer system proper. Entailed is the 
intentional arbitrary destruction of existing programs stored 
on cards, tapes, or disks, poss'ib1y by using outside computer 
i' .. tcili ties. 

12. Unauthorized Disclosure of Programs Stored External to the 
Computer System (PDiE) 

Vulnerabilities include unauthorized disclosure of programs 
residing)outside the computer system proper. Entailed is 
the dis~losure to unauthorized persons of existing programs 
stored on listings, cards, tapes, disks, or other storage 
media, possibly by using outside computer facilities. 

13. Unauthorized Modification of Computer Equipment or Supplies 
(CE&SM) 

Vulnerabilities include unauthorized physical modification 
of computer system equipment or supplies. Covered are in­
sertion of a new element, substitution of one element for 
another, and modification or deletion of an existing ele­
ment with intent to benefit or for malicious reasons. 

14. Unauthorized Destruction of Computer Equipment or Supplies 
(CE&SDe) . 

Vulneli'~;bili ties include unauthorized physical destruction 
of computer systom equipment and supplies. Enta1le~·is 

intentional arbitrary destruction. 
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15. Theft of Computer Equipment or Supplies (CE&ST) 

Vulnerabilities include theft of computer system equip­
ment or supplies with intent to benefit or for malicipus 
reasons. \1; 

l6. Unauthorized Use of Computer System Services (SST) 

Vulnerabilities include the unauthorized use of any 
computer system services or resources. 

17. Denial of Computer System Services (SSD) 

Vulnerabilities include the denial of computer system 
services to authorized users. Entailed is the intentional 
denial of system service/). 
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Appendix B 

FORMATrED SAFEGUARD DESCRIPTIONS . 

Each of the 88 safeguards is described in this appendix. They 
are listed in ~he same order as they are presented in Table 1. The 
CATEGORY descriptor identifies the 'organizational element responsible 
for the safeguard. The COMMENTS descriptor indicates whether the 
safeguard must be designed into the system or environment or whethe~ 
ret~ofit is possible. In some instances, the COMMENTS section contains 
additional information believed to be useful in understanding special 
characteristics of the safeguard. 

For convenience the last page of this appendix contains an alpha­
betized listing of all vulnerability category abbreviations with 
associated meanings. 
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLtCABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Adjustment/Correction Reporting 

General Management 1 

Policy, procedures, and software to provide reports 
of adjustment/correction transactions covering the 
sphere of influence for each manager. For example, 
any modification, updates, deletions, or other 
changes to the payroll master file should be re­
ported regularly to the manager of payroll systems 
for his information and action. 

To detect unauthorized modification of· data. 

DMI, DME 

Retrofit 

------------------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Job Rotation 

General Management 2 

Policy and procedures to per1odical~y rotate those 
positions that have a great deal of authority 
among individuals in the data handling process. 
For example, the position responsible for address 
changes should be assumed by new pers'ons period­
ically and without notice, The new person's first 
responsibility would be to verify the integrity of 
the file. 

To detect unauthorized modification of data. 

DME 

Retrofit 

---------~--------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Disaster Avoidance 

General Management 3 

Policy that facilities, both central and remote, 
are to be designed and constructed (or modified) 
so as to provide maximum protection against natural 
disasters and against persons intent on destroy-
ing physical or intellectual property. 
Documents, such as Guidelines for Automatic Data 
Processing Physical Security and Risk Management, 
FIPS PUB 31; can be used to assess the VUlnerability 
to natural disasters. 

To prevent unauthorized destruction of data, programs, 
system equipment·, or supplies. 

DDeE, PDeE, CE&SDe 

Although this safeguard is important even after 
facilities have been constructed and occupied, it 
is of greater value when planning new fadilities. 

------------------------------------------------------~-----------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

;1 

COMMENTS: 

Employee Termination Policy 

Personnel 1 

Policy and procedures to effect immediate restric­
tion of terminated employeeis access to sensitive 
material and areas. The intent of this safeg'Uard 
is to ensure that disgruntled terminated employees 
are not in the position to des·troy or disclose 
facilities or information. 

To prevent destruction (or denial) of data, 
programs,. equipment, or.services and unauthorized 
disclosure of data and programs. 

DDiI I PDeI ,PDiI, DDeE I DDiE, DDeI, PDeE, PDiE I 
CS&EDe, SSD 

Retrofit; There were numerous cases in the.file 
in which disgruntled employees destroyed data, 
programs, or e?Uipment after thei,r termination 
notice but before their actual departure. . 
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Mailing List Check 

Operations Division 1 
; 

Policy and procedures to insert dummy names with 
known addresses into mailing lists. Receipt of 
mail at these addresses will indicate that the 
mailing list is ·being misused. This will detect 
unauthorized disclosure of sensitive internal 
lists. 

To detect unauthorized disclosure and usage of 
sensitive internal use only mailing lists. 

DDU, DDiE 

Retrofit 

External Data Responsibility Separation 

Operations Division 2 

Policy and procedure to ensure that functions at 
cl'itical points in the data-handling process are 
carried out by different individuals. For example, 
the same person should not handle address changes 
and establishment of new accounts. 

To prevent unauthorized modification of data. 

DME 

Retrofit 

--------------------------------~----------T----------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMEl-I"TS : 

Personal Record Access Check 

Application Pro"gram Development 1 
(Operations Division) 

Procedures and softw~re to monito~ and log access 
of users to their o~~ records. For example, 
software can be added to the application program 
that maintains a list of authorized users with 
personal records in the file. Each time one of 
these persons accesses the file, a record is sent 
to the log and reviewed by appropriate personnel. 
For files such as payroll, the prog~am will have 
to ascertain whether or not the person has access 
to his or her data; if SOt additional programming 
may be required. 

To detect unauthorized modification of data. 

DMI I DME 

Retrofit 

-------------------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Record Volume Control 

Application Program Development 2 
(Operations Division) 

Procedures and software to require specification 
and checking of I/O record volume by programs. 
For example, application systems should have 
control points where ·input/output record counts 
are reconciled before the next job step is 
initiated. 

To prevent unauthorized modification of data. 

DMI, DME 

Retrofit 

-------------------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIFl'tON: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Terminal Log-off 

Application Program Development 3 
(Operations Division) 

Software to provide automatic log-off of a 
terminal that has been idle for a specified 
time interval. The length of time will vary 
with the type of system and terminal access 
controls in use. 

To prevent unauthorized modification, destruction, 
or disclosure of intellectual property or denial 
or theft of service or process. 

DMI, DDe!, DDiI, PMI, PDeI, PDi!, SST, SSD 

Retrofit 

-------------------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

I/O Volume Count Comparison 

Data Handling 1 (Operations Division) 

Procedures and software to ensure that users 
compare I/O volume: ,against predicted requirements. 
For example, the person responsible far making 
modifications to the payroll file should be re­
quired to predict the number of records to be 
changed and verify that exactly this number was 
changed. 

To detect unauthorized destruction, disclosure (or 
theft) of data or programs. 

DDeI, DDiI, PDaI, PDiI 

Retrofit 

------------------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS; 

1/0 Data Control 

Data Handling 2 (Operations Division) 
Operations 2 (Data Processing) 

Procedures to ensure that specific control points 
exist for data movement throughout the user area. 
The intent is to provide for traceability and 
accountability. 

To prevent unauthorized modification or disclosure 
of data or programs. 

DME, ,DDiE, PME, PDiE 

Retrofit; The most numerous incidents of misuse 
identified are in the. data-handling areas outside 
the computer system. Each organization has to 
develop specific control points that are meaningful 
within the context of its environment. 

-------------------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

1/0 Data Storage 

Data Handling 3 (Operations Division) 
Operations 3 (Data Processing) 

Procedures and facilities to provide lockable 
storage for sensitive data, programs, and reports. 
This safeguard is not directed at government 
classified material. 

To prevent unauthorized modification, ~estruction; 
or disclosure of data or programs. 

DME, DDeE, DDiE, PME, PDeE, PDiE 

Retrofi t; In a large number of cases, had safes or 
other lockable storage been used, not only would 
much of the data disclosure problem be~n solved, 
but much of the data and program destruction 
problem would have been reduced. 
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

I/O Data M(}vement Control 

Data Handling 4 (Operations Division) 

Procedures to use transmittal sli.ps to effect 
positive controls (such as traceability) over data 
being moved between user areas and the computer 
center, 

To prevent unauthorized modification or disclosure 
of data or programs, 

DME, DDiE, PME, PDiE 

Retrofit 

~----------------~-------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

External Sensitive Area Access Control 

Data Handling 5 (Operations Division) 
Operations 5 (Data Processing) 

Procedures and facilities to deny or control 
unauthorized personnel ~ccess to sensitive user 
work areas, The intent of this safeguard is to 
ensure that a minimum number of people have access 
to user work areas where they might be able to 
change records that are in a format they understand, 

To prevent unauthorized modification, destruction 
or disclosure of data or programs, 

DME, DDeE, DDiE, PME, PDeE, PDiE 

Retrofit. 

-BS-



NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

1/0 Data Movement Security 

Data, Handling 6 (Operations Di viS'ion) 

Procedures and facilities to provide lockable 
con1~ainers for moving data and output between 
us elL' areas and t~e computer center or remote 
entry stationS. 

To prevent unauthorized modification or disclosure 
of data. 

DME, DDiE 

Retrofit 

-----------------------,----------~--------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Address Change Control 

Data Handling 7 (Operations Division) 

Procedures to provide special controls over rec~,ipt 
B.nd validation of address change data. Of specific 
:I.nterest are addresses to which checks or other 
sensitive documents are sent. A large number of 
cases involved the establishment of ficticious 
companies and changing the accounts payable 
system to send checks to that company. Usually 
the system was not actually modified, but rather 
false entries were introduced by authorized us~rs. 

\ 
To prevent unauthorized modification of data. 

DME 

Retrofit 

--------------------------------------------------~-------------~-------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

NAME: 

CATEOORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

User Interface Data Control 

Data lhndling 8 (Operations Division) 

Procedures to provide for special controls, such 
as brief memoranda, over receipt artd validation of 
data supplied directly by third parties, outside 
the normal procedures. The intent of this safe­
guard is to prevent persons such as programmers 
from calling the operator to change or fix programs 
in emergency situations without proper documentation. 

To prevent unauthorized modification of data. 

DME 

Retrofit 

Audit by Extended Records 

Audit 1 

Procedures and Software to enable application 
programs to append audit information to the 
transaction record, thus providing a complete 
audit trail contained as a part of the transaction. 
For example, .Q billing transaction might have 
recorQed items such as: 

• A reason code for credits or adjustments 
• A code to indicate whether it was a 

back-ordered item 
• A code to indicate whether pricing was 

special and who authorized it 

To detect unauthorized modification of data. 

DMI, DME 

Difficult to retrofit into existing application 
systems. 

---------------------------------------~--~--------------------------~--
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Audit by Parallel Simulation 

Audit 2 

Procedures and software to process production 
transactions with progralllS that simulate cdtical 
aspects of application system logic and to verify 
selected processing functions by comparing simulation 
resul ts to productioJ1 processing resul ts,~ For I' 

example, a bank simulates savings interest cal­
culations for all of its passbook savings customers. 
Since the simulation program verifies only the 
inte~Gst accrual calculations, it is much less 
complex than the passbook update application 
system. . 

To detect unauthorized modification of programs. 

PMI, PME 

Retrofit 

------------------------------------------------------~-~---------------

NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Code Comparison Audit 

Audit 3 

Procedures and software to compare two source 
programs, one of which is a control program, 
and identify difference~. After this comparison, 
the auditor verifies that differences have been 
authorized by appropriate personnel and are 
properly documented. 

To detect unauthorized modification of programs. 

PMI, PME 

Retrofit 

------------------------------------------------------------------------
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NAME: 

CATEGORY: 

. DESCRI PTION : 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES :' 

COMMENTS: 

Selecte4 Transaction Audit 

Audit 4 

Procedures and software to allow audit subroutines 
to execute with, but independent of, application 
systems to screen and select for later review any 
transactions of interest. The kinds of trans­
actions to be selected are determined by a set of 
input parameters at the time the audit subroutines 
are exercised. 

To detect unauthorized modification of data. 

DMI, DME 

Difficult to retrofit into existing application 
systems; many of the misuses associated with 
financial systems would have been detected in the 
e~fly stages hud this safeguard been in use and 
used regularly • 

. ------------------------------------------~----------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
Vl.1LNERABILITY 
CATEGORIES: 

COMMEIfI'S: 

Data Handling Audit 

Audit 5 

Procedures to conduct a periodic audit of the data 
preparation process. The audit verifies confor­
mance to controls dictated by policies, standards, 
and procedures. 

To detect unauthorized modification" destruction, 
or disclosure of data Or nonconformance to 
standards. 

DME, DDeE, DDiE 

Retrofit; Since the data handling area offers the 
most potential for misuse, it requires spgcial 
audits of conformance to standard operating 
procedures. 

------------------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPI'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Selected Area Audit 

Audit 6 

Procedures and softwa~e to collect and evaluate 
selected operating statistics to identify 
unexpected variations, such as a high level of 
uncollected receivables. Actual values collected 
are compared with predicted values. 

To detect unauthorized modification of data. 

DMI, DME 

Retrofit 

_________________ ... ~I----------------------------------____________________ _ 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

Audit with Test Data 

Audit 7 

Procedures and software to execute application 
systems, such as payroll or accounts payable, 
using test data sets to verify accuracy of systems 
by comparing actual processing results with 
predetermined test rp.sults. This safeguard is 
used mostly with batch systems. 

To detect unauthorized modification of programs. 

PM!, PME 

Retrofit 

-------------------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOS~: 

APPLICABr..E 
VULNERABILITY 
CATEGORIES: 

~AME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VtJLNERABILITY 
CATEGORIES: 

COMMENTS: 

Comp~ter Resource Usage Audit 

Audit 8 

Procedures ~d software to select, extract, and 
analyze computer resource usage information and 
compare it against projected usage budget. 
Aualysis is performed at the organization, 
organizational subdivision, and user levels. 
For example, a specific project may be budgeted 
for 2-3 hours of terminal usage during any week. 
If one week the project uses 7~IO hours, a check 
should be made to ensure that there is a valid 
reason for the extra usage. 

To detect unauthorized disclosure (or theft) of 
data, programs or services. 

DOH, POiI, SST 

Retrofit 

Crash Log Audit 

Audit 9 

Procedures and software to collect and analyze 
system crash information for t~ends and evidence 
of intentional crashing. The intent is to ensure 
that a program exists for verifying that all 
system outages are explainable. 

To detect denial of system service. 

SSD 

Retrofit 

~------------.-----------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENrS : 

NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Aud! t by Computer-Aided Fl,owchartin'g 

Audit 10 

Procedures and software to process application 
systems to automatically identify and present 
logiC paths and control points. The flowcharts 
p'roduced are then compared with those provided by 
the programmer to identify inconsistencies. 

To detect unauthorized modification of programs. 

PMI, PME 

Retrofit 

Generalized Audit Software 

Audit 11 

Procedures and software to access, extract, 
manipulate, and present data and test results 
in a format appropriate to internal audit objectives. 
A number of generalized audit software packages 
are commercially available that offer various 
degrees of sophistication. 

To detect'unauthorized modification of data. 

DMI, DME 

Retrofit 
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NAME: 

CA'rEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
Vl.JLNERABILl'J.'Y 
CATEGORIES: 

COMMENTS: 

Snapshot Audit 

Audit 12 

Procedures and software to be embedded in 
application systems that allow fOr recording the 
contents of main memory at cri ti.cal decision 
points within the application process. The intent 
of this safeguard is to allow the auditor an 
opportunity to examine logic paths during execution 
of the program. 

To detect unauthorized modification of programs. 

PMI, PME 

Retrofit 

--------------------------------------~----------------------------------

NAME: 

CATEGORY: 

DESCRiPTION: 

PURPOSE: 

APPLICABLE 
VULNERAaILI'J.'Y 
CATEGOnlES : 

COMMENTS: 

Audit from Terminal 

Audit 13 

ProcedUres and software to allow the ADP auditor 
to access, extract, manipulate, and display on-line 
data base info~ation using a remote terminal. 
This type of safeguard is essentially the generalized 
audit software safeguard (Audit 11) for use in 
auditing on-line systems. 

To detect unauthorized modification of data. 

DMI, DME 

Retrofit 

------~----------~------------------------------------------------------
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NAME: 

CATEGORY: 

'DESCRIPTION: 

PURPOSE: 

APPLICABI.:E 
VULNERABILITY 
CATEGORIES: 

COMMENlS: 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Library Usage Audit 

Audit· 14 

Procedures and software to record and review the 
number of references to sensitive libra~y modules 
by each application system or user and to verify 
the reasonableness of these entries. For example, 
if a user requests a specific tape more often than 
usual during a given time span, the auditor should 
verify that the requests were in accord with the 
user's work ~equirements. 

To detect unauthorized modification or disclosu~e 
of data or programs. 

DMI, DDi I, PM!, PDi I, DME, DDiE, PME, PDiE 

Retrofit 

Late Processing Audit 

Audit 15 

Procedures and software to collect additional 
information on all jobs that are completed after 
their due dates and times. The intent of the audit 
is to ensure that control guidelines are not com­
promised as a consequence of the late processing •. 

To detect unauthorized modification of data or 
programs. 

DMI, PM!, DME, PME 
\\ 

Retrofit 
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLXQABLE 
V1JL!'iERABILITY 
CATEGORIES: 

COMMENTS: 

Application System Design Verification 

Audit 16 

Procedures, software, and guidelines to ensure 
that ADP audito:r,-s verify the quantity and quality 
of internal controls s~ecified by the user depart­
ments for inclusion in all new application systems. 
The verification should take place both before and 
after installation. 

To prevent all defined misuses. 

All 

Retrofit; This safeguard is the highest ranking 
prevention tool because it is belie'Jed that a very 
large number of misuses would have been prevented 
had organizations designed controls into the 
application system and taken steps to ensure that 
the controls were adequate and working before 
the system was declared operational. 

----------~------------------------------------------------------------~-

NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VUL~RABILXTY 
CATEGORIES: 

COMMENTS: 

Operations Area Surveillance 

Security 1 

Procedures and facilities to effect continuous 
surveillance of terminal and computer center at 
all times and of t.erminal areas during off-hours. 
Closed circuit TV (CCTV) can be used either 
manned or with video tape recording. 

To detect unauthorized modification, destruction, 
and disclosure (or thef.t) of data, programs, 
system eqUipment, or supplies. 

DME, DDeE, DDiE, PME, PDeE, PDiE, CE&SM, CE&SDe, 
CE&ST 

Retrofit; This safeguard was the highest ranking 
detection tool because of the large number of 
incidents in which an employee or perpetrator 
destroyed facilities, data or programs left in 
unmonitored areas. 

-B18-
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Area Alarm System 

Security 2 

Software and facilities that provide for an alarm 
system to detect and record aCcess to all critical 
areas, such as terminal room, supply room and" 
computer center. Commercially available mini­
computer-based systems provide an example. 

To detect unauthorized modification of data, 
programs, or system equipment; destruction of 
data, programs, system equipment, or supplies; 
and disclosure (or theft) of data, programs, 
system equipment, or supplies. 

DME, DDeE, DDiE, PME, PDeE, PDiE ,Cs&EM, 
CS&.EDe, CS&ET 

Retrofit; Many cases exist in which perpetrators 
were allowed access to areas where they should not 
have been, but no one had the ability to detect 
their presencA. 

-B19-
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NAME: 

CATEGORY: 

DESCRIPTION: 

PuRPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Data Center Access Control 

Security 3 

Procedures to restrict and control access to the 
data center including an authorized access list 
and a log for all entering and leaving the data 
center. Aspects of this safeguard may be automated 
using devices such as man-traps or badge readers. 

To prevent unauthorized modification, destvuction, 
or theft of system equipment or supplies and 
denial of system service. 

CE&SM, CE&SDe, CE&ST, SSD 

Retrofit; In many cases, equipment was destroyed 
by demonstrators who were able to easily gain 
access to computer faciliti~s or by persons who 
should not have been allowed in the center, even 
though they were employees of the company. 

----~-----------------------------------------------------------~-------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE'! 

APPLICABLE 
VULNERABILITY 
CATEGORIES~ 

COMMENTS: 

Fire Detection and Extinquishment 

Security 4 

Procedures and facilities to provide fire 
detection and extinquishment protection for all 
computer and user areas. 

To prevent destructi,on of data, programs, computer 
equipment, sltpplies and services. 

DDeE, PDeE, CE&SDe, SSD 

Retrofit is possible, albeit with some difficulty; 
A number of fire bombings during the late 1960's 
caused extensive fire damage to unprotected centers. 

------~,.,.,..----------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Internal Tampering Alarms 

Security 5 

Facilities to provide terminals and other remote 
devices with internal tampering alarms, including 
alarms against unplugging. This safeguard is 
an extension of safeguar~ Security 2, 
Area Alarm System. 

To prevent unauthorized modification or theft 
of terminals and other such equipment. 

CE&SM, CE&ST 

Difficult safeguard to apply without replacing 
terminals. 

-----------~------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Metal Detector 

Security 6 

Procedures and facilities to provide for metal 
detection at the entrance to the computer center 
and rem.ote computing facilities. 

To prevent destruction or theft of system equipment 
or supplies. 

CE&SDe, CE&ST 

Retrofit 

------------------------------------------------------------------------
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NAJ.'vm : 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

AP:r?LICABLE 
VUlf.JNERAB1LrL'Y 
G~rEGORIES : 

COMMENTS: 

X-Ray Surveillance 

Security 7 

Procedures and facilities to allow for X-ray of 
all packages, brief cases, tool boxes, and other 
such items leaving areas in which sensitive 
material is stored. 

To prevent disclosure of data or programs and 
theft of system equipment. 

DDiE, PDiE, CE&ST 

Retrofit 

~-------~----------------------------------------------------------------

NAME: 

CJ\TEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENl'S: 

Package Control 

Security 8 

Procedures and facilities to provide for outgoing 
packagr control leaving areas in which sensitive 
material is stored, such as the tape and disk pack 
storage area. (This safeguard may be used in place 
of an X-ray machine.) 

To prevent unauthorized disclosure (or theft) of 
data, programs, .computer equi pment, or supplies. 

DDiE, PDiE, CE&ST 

Retrofit 
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NAM:B: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORJ.ES: 

COMMENTS: 

Off-site Storage 

Security 9 

ProcedUres and facilities to effect secure off-site 
storage for copies of critical data files, programs, 
and documentation. 

To prevent denial of system service. 

SBD 

RE~trofi t 

-------------------------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: . 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Computer Inventory Control 

Data Processing 1 

Pl"()cedures and software to e;ffect inventory 
control of computer equipment, hp;;dware r(~placement 
parts, unused media, and supplie~, at all loca~iorts 
from arrival to end of useful life. The intent is 
to ensure a complete and consistent inventory 
control program that provides the auditor with 
sufficient information to verify the status of 

. all inventl:>ry. 

To detect lnodification or theft of system equipment 
and supplies. 

CE&SM, CE&ST 

Retrofit 

-------------------------------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGOnI'ES: 

COMMENTS: 

Bill Bac!t S~lstem 

Data Processing 2 

Policy, procedures, and software to provide an 
accounting system for billing back all usage to 
the user organization. Costs should be broken 
out .by department, project and person. To the 
extent possible, costs should be compared with 
budget projections. 

To detect unauthorized use of. system services. 

SST 

Retrofit 

---------------.. --------------------------------------------------------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Password Protection System 

Data Processing 3 

Policy, procedures, software, and facilities to 
provide a comprehensive password protection system 
to include compartmented initiation, disbursement, 
storage, and change of passwords. This information 
should be ~ecured using safes, encryption, and other 
such means. 

To prevent unauthol'ized modification of data or 
programs; destruction (o,l' disruption) of data, 
programs, or se~vicesj ~n~ disclosure (or theft) 
of data, programs, or services. 

DMI, DDeI, DDH, PMI, PDeI, PDi!, SST, SSD 

Can be retrofit but with the degree of difficulty 
dependent on the organization size and usage of 
computers; \r~~,ile password systems were used in most 
organization~"~ they were used very poorly, i.e., 
passwords were never changed or were stored in clear 
text formats making it easy for a person to obtain 
the password. 

------------------------------------------------------------------------
-B24-
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

'::-. 

Program Change Cont~ol Log 

Data Processing 4 

Procedures and software to effect complete control 
over program changes. Included are change logs 
and documentation as well as fo~mal approval . 
procE:.,du!"es. 

To prevent unauthorized modification of programs. 

PMI, PME 

Retrofit 

--------------------------------------.... --...... -------------------",t--______ _ 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Utility Control 

Data Processing 5 

Policy, pfocedures, and softwal'e to identify and 
contl'ol the use of specific system util.i ties 
that can bypass system integrity contro~. 

, . '.1 

To prevent unauthorized modification of data or 
programs and denial of system s~rvices. 

DMI I DDeI t DDiI, PMI" PDe!. PDiI, SSD 

Retrofit 

----- .... _--------------...;;------------______ 11,. ____ -------___________________ _ 
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NAME!: 

CA'rEGORY: 

DESCRXPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMEN'l'S: 

Application System Test 

Appli~ation Interface 1 
(Data Processing/System Control) 

ProcedUres, software, and guidelines to ensure 
thorough tasting of application systems before 
operational stlllt:us is acquirecl. 'rest items include 
internal controls, programming standard conventions, 
errors of omission and commission as well as 
recovery capability. 

To prevent application system failure. 

DMl f DDeI, DDiI, PMI, POeI, PDiI, SSD, SST 

Retrofit; A number of misuses identified were a 
result of improperly tested systems~ .. This was 
ep·pecially true in the uni versi ty ebvironment where 
students found ways to crash the system. 

--~---------------------------------------------------------------------

NAME; 

CATEGORY: 

DESCRIP'.l'ION: 

PURPOSE: 

APPLICABLE 
V1.)1.NERABILITY 
CATEGORIES; 

COMMEN'l'S: 

Program Sta~dards 

Application Interfaoe 2 
(Data Processing/System Control) 

Procedures and ,software to ensure that all programs 
use accepted a.gency programming standards that 
might include items such as register conventions, 
standard parameter conventions and such. 

To prevent unauthorized modification or disclosure 
of data or programs. 

DMI, DDeI, DDiI, PMI, PDeI, PDil, SST, SSD 

Retrofit 

-------------~--------------------------------------------------------~-
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABIL~TY 

CATEGORIES: 

COMMENTS: 

Test Isolation Control 

Application Interface 3 
(Data Processing/System Control) 

Procedures, software, and hardware to isolate test 
systems from production systems, test data from 
live data, at all times. This isolation is accom­
plished by using hardware and software configuration 
controls • 

To prevent unauthorized modification or disclosure 
of data. 

DMI, DDiI 

Retrofit 

--------~-----------------------------------~-----------------------~---

NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

= 

Internal Standard Label Control 

Application Interface 4 
(Data Processing/System Control) 

Procedures and software to ensure that application 
systems use standard labels for tapes, disks, and 
other removable media, to avoid bypassing system 
controls. 

To prevent unauthorized modification or disclosure 
. of data or programs. 

DM!, DDil, PMI, PDiI 

Retrofit' 
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CATlWon1; 

AmICABLE 
vt1.Ll'ieMDI:LITY 
CATEGORIES: 

COMMIDrl'S : 

Documentation Control 

APplication Interface 5 
(Data Proces~ing/System Control) 

Procedures, software, and facilities to control 
access to system and application documentation, 
stored in an~ format or medium. 

To Prevent denial Or theft of system service. 

SST, sso 

Retrofit 

-~~~~--~-~---.~~--~--~--------------~--~---~---------------------------~-

CATEGOnY: 

DESCnlF.t'IoN: 

PUR1?OSE~ 

APPLICAaLE 
VVLNERABILITY 
CNl'lllGOnll!lS: 

COMMENTS: 

User Command Log 

Internal Control 1 
(Data Processing/System Control) 

Procedures and software to enable logging of user 
comm~nds. The organization should establish 
application system standaX'ds that would requh'e 
a selective logging capability for user commands. 

To detect unauthorized actions and monitor command 
activity by users. 

PM!, DDel J DOU J PMI J PDel, PDil, SSD, SST 

Retrofit; Users should be restricted to the fewest 
number of commands necessary to accomplish their 
task. In addition, application systems should have 
the ca~ability to identify what commands were 
execute(i by eacll user at any time. 

~~-~--~~---~-~--~----------~--------------------------------------~-----
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMME...'WS: 

Data Transformation 

Internal Control 2 
(Data Processing/System Control) 

Procedures and software that allow for storage 
of critical data elements in a slightly transformed 
format reversing the transformation before the 
data are used by application systems. 

To detect unauthorized disclosure of data. 

DDiI, DDiE 

Retrofit; This safeguard ranked so high because 
it worked very well against a few specific cases 
in a vulnerability category with few cases. 

-----------------------------------..... _------'------------------~-----------

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICA,BLE 
~ABIL!TY 
CATEGORIES: 

COMllIENTS: 

Sensitive File Access Log 

Internal Control 3 
(Data Processing/System Control) 

Procedures and software to log all accesses, 
either by system ~rograms or application programs, 
to files designated "sensitive" by the security 
administrator. The intent 'is to ensure an extra 
level of protection for t!sensitiv~tr files. 

To detect unauthorized accesses to sensitive files 
and generally monitor file access activity. 

DMI, DDeI, DDiI, PMI, PDel, PDil, SSD, SST 

Retrofit; In many of the cases reviewed, "sensitive" 
files were protected in the same manner as ' 

',' "nonsensitive" files. 

-----------------------------------------,--------------------~-----------

-B29-

17 
!/ 

o 

;;r= 
l( 



CA'l'Jro<)RY: 

APPLICADliE 
VlILNl!!RABIL1TY 
cA'1']!:GORU:S: 

OOMMENTS: 

Operator Con~ole Log 

Internal Control 4 
(Data Processing/Syste~ cont~pl) 

I 

P~ocedures and softWare to log specified commands 
issued at the operator console. For example, all 
privileged commands that allow modification of 
programs and/or data in main memory should be 
monitored. 

To detect unauthorized actions and to monitor 
~ommand activity at the operator console. 

i~~Y 
-y 
'~~ 

DM1, DDe!, DDiI, PMI, PDeI, PDf I, SSD, SST 

Retrofit 
"w ____ ....... """' ..... _ ... _ ...... _ .... ______ .... _________ .. _________________ .... _______________ ~-__ --

NAME: 

CA'l'll!OORtt 

PESORIl?'l't ON: 

APPLlCABliE 
Vu:tJUJ:RABXLI'l'Y 
CATEGORXES: 

1PL Check 

Internal COntrol 5 
(Data Processing/System Control) 

Procedures and software for use at initial program 
load (IPL) time to compare current system libraries 
against verified baseline system. CheckSum 
progra~s that perfor~ a special algorithm on 
each ~odule are an example. 

To ,detaot unauthorized modifioation of· programs,. 

PMI, PME 

Retrofit 

... .a-'!!' ....... """' ... _ ... """ ...... __ .... ________________________ "' .. , _______________________________ _ 
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NAME: 

CATEGORY; 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMME'NTS: 

Improper Log-on Control 

Internal Control 6 
(Data Processing/System ,C1ontrol) 

.' , 
Procedures a~d software to detect repeated attempl,I,t;.';1 '] 
to log-on. For'example, after three Or four 
unsuccessful log-on attempts, a message might be 
sent to the console operator or to the security 
administrator's console for appropriate action. 

To detect unauthorized modification of data or 
progr~ms; destruction (or disruption) of data, 
programs, or services; and disclosure (or theft) 
of data, programs, or services. 

DMI, DDeI, DDiI, PM!, PDel, PDiI, SST j SSD 

Retrofit 

----.~-------------------------------------------------------------------

NAME: 

CATE:GORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CA'rEGORIES: 

COMMENTS: 

Nonpassword Terminal Usaf Verifi.cation 

Internal Control 7 
(Data Processing/System Control) 

Procedures, software, and hardware to effect 
positive system verification of users at all 
terminals. Possible approaches include the use 
of ID cai'ds and l'eadeL's, liiUiup;t'inl: identifiers, 
or voi~e print identifiers. 

To prevent unauthorized modification, destruction, 
or disclosure of intellectual property or denial 
or theft of service or procass. 

DMI, DDeI, DDiI, PMI, PDeI, PDiI, SST, SSD 

Difficult safeguard to apply without replacing or 
upgrading terminals. 

---------------------------------------------~~:~----------------------
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DEBCRIPl'lON: 

PURPOSE: 

J\l?PLXCADLE 
\ftJLmJRABILITY 
OAT,EOORJ;lilS : 

cOMMENTS: 

\i 

store and Fetch Protection 

lntornal Control 8 
(Data Processing/System Control) 

Software and hardware to effect store and fetch 
protection for both main and secondary storage. 
The intent of this safeguard is to confine the 
applioation system to its authorized storage 
areas. 

To prevent unauthorized modification or disclosure 
ot data or programs; or theft or denial of 
service or process. 

OMI, DOeI, OOil, PMI, POeI, PDiI, SSD, SST 

Difficult to retrofit unless hardware capability 
is already present. 

---~----~--~-~~.~---~----------------------------------------------------

CATEGORY: 

DESCRIPTION: 

APPLICABLE 
VULNERABILITY 
CA'rll!GORIES: 

OOMMENTS; 

Least Privilege PrinCiple 

Internal Control 9 
(Data Processing/System Control) 

Procedures and software to check pri vileged commallds 
to ensure that privilege requested is a.uthorized 
for that indiv;i,dual or process. This check might 
be accQmpUshe~ tbro"gb use Of a lipecial system 
authorization table. 

To prevent unauthorized modificatiorr or disclosure 
of data or programs. 

DMI, DDi!, PMI, PDi! 

Retrofit 

-~-.}~~--~--~-----~~~-----------------~--------------------------------~--
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Privileged Use Controls 

Internal Control 10 
(Data Processing/System Control) 

Procedures and software to ensure that a special 
password system exists for privileged users, such 
as operators or system ·programmers. For example, 
this system may allow for daily change of 
priVileged use passwordS. -----

To prevent unauthori2ed modification of data or 
programs; destruction (or Aisruption) of data, 
programs, or services; and disclosure (or theft) 
of data, programs, or services. 

DMI, DDeI, DDiI, PMI, PDeI, PDiI, SST, SSD 
/ 

Retrofit 

Secondary Storage Passwords 

Internal Control 11 
(Data Processing/System Control) 

" 

Procedures and software to enable password pro-
tection for programs and sensitive data maintained 
vu. secondary storage. The ·intent of this safegua.rd 
is to add a second level of password protection. 

To prevent unauthorized mOdification, destruction, 
or disclosure of data or programs. 

DMI, DDeI jl DOH, PMI, PDeI, PDiI 

Retrofit 

---------------------------~---------------------------------------~-----
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OA'l~GOR'll: 

DESCRI:IYtION: 

i) 
') PURPOSE:, 

f 

, APPLI CABLE 
VULNERABILITY 
CATEGORIES: 

OOMMENTS: 

Device ID 

Internal Control 12 
(Data Processing/System Control) 

Software and hardware to make serial number ID 
of various equipment components accessible to 
programs. This is of special utility in pro­
viding positive identification of terminals and 
devices interacting; with an application system. 

To prevent unauthorized modification or disclosure 
of data or programs. 

DMI, DDiI, PMl, PDiI 

Difficul t to retrofi 1; unless hardware capability 
is already present. 

~ _____ ~ ______ w ___________________________________ ~ ______________________ _ 

CATEGOJW: 

DESCRIPT10N: 

PURPOSE: 

APPLICADLE 
Vl.JtNERADILITY 
CA'l'EGOItIES : 

COMMElrrS: 

Off-hour Terminal Disconnect 

Internal Control 13 
(Data Processing/System Control) 

Procedures or software to disconnect unneedsd 
communication lines from system during off 
hours. 

To prevent unauthorized modification, destruction, 
or disclosure of ·intellectual. proper·ty or denial 
or theft of service or process. 

DMI, DDel, DDiI, PMl, PDeI, PDlI, SST, SSD 

Rotrofit 

~~--~-~--~---------~-----------------------------------------------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Password Generation 

Internal Control 14· 
(Data ProceSSing/System Control) 

Procedures and so~tware to ensure generation of 
passwords that are difficult to gueSs Or determine 
programatically. 

To prevent unauthorized modification of data or 
programs; destruction (or disruption) of data, 
programs, or services; and disclosure (or theft) 
of data, programs, or services. 

DMI, DDeI, DDiI, PMI, PDel, PDil, SST, SSD 

Retrofit 

-------------------------------------------------------------------------

N'AME: 

CATEGORY: 

DESCRIPTION: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Passwor~ PrintSuppress 

Internal Control 15 
(Data Processing/System Control) 

Proced'Ures, software, and hardware to inhibit 
the display of passVJords entered at a termil'lal 
by the user. In some cases, art underprint 
facility may be satisfactory. 

To prevent unauthorized modification, destruotion; 
or disclosure of intellectual property or denial 
or theft of. service or process, 

DMI, DDeI, DDiI, PMI, PDeI, PDiI, SST, SSD 

Retrofit 

----------------.. ----------------~---------------------------------------
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NAME; 

CAT:troOlty: 

APPLICABLE 
VULNEItAnILXTY 
CATx::aOItlns: 

COMMENt'S; 

System Ma5querade Control 

Internal Control 16 
(Data Processing/System Control) 

Software and hardware to prevent a user from 
issuing system-like prompts to a terminal. 
'.Vho intent is to ensure that users are not able 
to obtain sensitive identification information 
£~om other users by masquerading as the system. 

'.Vo prevent unauthorized modif.ication, destruction, 
or disclosure of intellectual property or denial 
or theft of service or process, 

PMI, UDeI, DDil, PMI, PDel, PUiI, SST, SSD 

J.l.etrofit 
,... __ .......... _...,. __ ........ iooot ___ •• ~_ ..... ______ .. ________________________ .... ____ ~ ________________ _ 

DESCIUFl'ION; 

l?URPOS~; 

AP.PLXOAl'3LE 
V'lJ1..NElWlILITY 
CATSGOItlES: 

OOMMEN'l'S: 

Simultaneous Access Control 

Internal Control 17 
(Vats Processing/System Control) 

Software and hardware to prevent simultaneous 
access to data in modeS that would allow un­
authorized modification. For example, a file 
should be lockable from the time a record is 
mOdified until appropriate control entries have 
bGen ii\ade in the iiHl$ter f;i.le and history file. 

To prevont unauthol'ized data modification. 

DMl 

Difficult to retrofit unless ha~dware capability 
is already present. 

~-~-~ ___ - ____ ~ ___________ w ___ ~ ______________________ ~ _ __________________ _ 
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Stol'age Purge 

Internal Control 18 
(Data Processing/System Control) 

Procedures, software, and hardware to overwrite all 
types of storage after use for sensitive processing. 
The intent is to discourage scavenging through 
residue information on magl1etic medium. 

To prevent unauthorized disclosure of data or 
programs. 

DDiI, PDiI 

Retrofit 

------------------------------------------------------------------------
NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Processing Time Control 

Internal Control 19 
(Data Processing/System Control) 

Procedures and software to check actual time of 
use against authorized time for the application. 
The intent is to restrict application systems 
to certain times of the day, month, or year for 
which it is authorized, 

To prevent unauthorized use or denial of system 
ser'fJice. 

SST, SSD 

Retrofit 

-------------------------------------------------------~~-----~---------
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OA'L'EGOnY~ 

DESCRll?TION'~ 

PURPOSE: 

APPL:t.CAOLll 
V'(]'.(..NEMBILlTi" 
OA'rEGOnUS: 

COMMEIfl'S : 

Hardware Monitors 

Hardware Support 1 
(Data Processing/System Control) 

Procedure~, t software. hardware, and faci li ties 
to monitor channel usage by application system 
0):' location ~ver time and match actual usage 
wUh predicted or historical usage records. 

To detect theft of system services. 

SS'1' 

Retrofit 

~---~~--~~-~-~--~---~-~---~-----~-~--~----------~------------------------

NAME: 

CATEGORY: 

DESCItIl?TION; 

PtntroSE: 

iUiP1WAULE 
VULNEltADXl,.lTY 
ON1'EGORIES; 

COMMEN'rS: 

Remote Encryption Capability 

Hardware Support 2 
(Data Processing/System Control) 

SOftware, hardwa~e, and/or facilities to provide 
encryption capability for storing and processing 
sen~t1ve data at remote data processing facilities. 
This capability must be consistent with the 
encl'~ption mechan;i.sl\lS in \lSe at the central 
facility. 

To prevent unauthori~ed disclosure of data. 
\\ 

DDiE 

Retrofit 

__ • __ M~~ _____ ~_~_~ ____ ~ ___________ ~ _____________________________________ _ 
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENl'S: 

Encryption for Transport 

Hardware Support 3 
(Data Processing/System Control) 

Softw'are and facilities to encrypt data i:'ha't are 
to be transported by a third party outside the 
computer facility. 

To prevent unauthorized disclosure of data. 

ODiE 

Retrofit 

------------------------------------------------------~-------~-------~-

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APl?LICABLJil 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Communication Encryption 

Hardware Supp6rt 4 
. (Data P~ocessing/System Control) 

Software and hardware to provide encryptlon of 
information passing over communication lines, 
Of particular interest is transmission of data 
over low-speed lines between terminal and com.puter~ 

To prevent unauthorized disclosUre of data. 

DDH 

Retrofit is possible, but difficult, 
_________________________________________ w _____________ ~-______________ _ 

-:839- " 

( 



NAME: 

CA'tlWO.ttt~ 

DEt:lc.ttrM'ION' : 

ro1U?OS1t: 

J\I>X'lIICAn:r.;e 
VU,LNEM.BXLITY 
CNl'l:lOO.ttXES : 

COMMSN'l'S : 

\ 

'" \' 
it.'l terl\a t\~t'{ommunication Paths 

" 

lia1'dwai:'e S'U\1,pOl":'t 5 
(Pata PA'OCf,\'5.ii3irt$!System, Control) 

l{ard\vare ,and\faClU:Uies to ensure that alterna.tive 
c,olllmunicatiort\p,at:hs"exist for cd tical on-line 
systems. i'OI'\\'t,,\al'n~.~~~\!, ensure duplic1).te paths 
exist betW(')on the (i,ott\puter facili ty and the 
tol.ophone c\?mpal\Y cel\;'~ral office. 

To pI'event denia~. 0:1.' ~l,wstem service. 

SSD 

Retrofit is poss;l.ple but with difficulty and 
expense. 

,.._JII"II...,"""' ..... -W"""' ... ".... ........... -""" .. ------W-------.... ~---;..-...,,---~---1 ... 11 .... -------------------------

tfMm: 

CA'1;1i:aOml': 

Ii 

AP1'LICA1lLE 
vuumnAntLI'rY 
CA.'rEOOnX1tS: 

Oporat;l.ons 1 (Pata PrG\,cessing) 

Procedures to log all movemer.\t and usage of 
:t:'el'l\ov!)'ble, sensi ti ve me:dia" possibly using 
controlled extern!)'1 labels and times of the 
mount and dismount by job allduser. 

To detect unauthorized modif::l,.cl\\tion or disclosure 
0:£ data or progr,ams or unautb.(')rized use. 

DMI I DOel, DOU, PMl, POeI, PDil,. SST 

Ret:t:'ofit 

~-~-~~~~~~~-~-~-~--~~--~----~-~-~-~--------------------------------------
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NAME: 

CATEGORY: 

DESCRIPl'ION: 

PURPOSE: 
:1' 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

1/0 Data Control 

Operations 2 (Data Processing) 
Data Ha~dlirig 2 (Operations Division) 

Procedures to ensure that specific control points 
exist for data movement throughout the user area. 
The intent is to provide for traceability and 
accountabili ty. 

To prevent unauthorized modification or disclosure 
of data or programs • 

DME, DDiE, PME, PDiE 

Retrofit; The most numerous incidents of misuse 
identified are in the data-handling areas outside 
the computer system. Each organization has to 
develop specific control points that are meaningful 
with the context of its environment. 

--------------------------------------------------------------~----------

NAME: 

CA'l'EGORY; 

DESCRIPl'ION: 

PURPOSE: 

APPLIGABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

II 

1/0 Data Storage 

Operations 3 (Data Processing) 
Data Uandling 3 (Opel"ations Di vjaion) 

ProQedures and facilities to provide lockable 
st:<:j)rage for se.nsitive data, p:r:Ograms, and repori;,s. 
This safeguard is not directed at government, 
classified material. 

To prevent unauthorized modification, destruction, 
or disclosure of data or programs. 

DME, DDeE, DDiE, PME, PDeE, PDlE 

Retrofit; In a la;ge number of cases, had safes 
or other lockable storage been used, not only 
would much of the data dis~losure problem been 
solved, but also much of the data and program, 
destruc,tion problem woulq have' been· reduoed,." 

" . .1 . 

;/ 

----------------------;t--..::.l.---------------------------------------.,-------
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CA'l'.SGOR.Y: 

)J,ESORIP'.t'tON: 

PUltPOSE: 

APPLIOABLE 
VVLNEIW3tLIT'Y 
CA1:Eaon:tl~s.: 

COMMENTS; 

Tape/Disk J.fovement Control 

Operations 4 (Data Processing) 

Procedures and software to ensure cpntrol of 
movement of removable media through the operations 
area. This includes a capability for traceability 
and accountability. This safeguard includes 
requirement for external labels on all media. 

II 
1'0 pro vent unauthorized diSclosure of data or 
programs. 

ODiE, PDiE 

Retrofit 

~~~-~-~-~~-~~------~-~-~------------------------------------------------~ 

NAME: 

CATEGOR.Y: 

PESqJ!.IPl'ION; 
(j.:(, 
.. ' 

PURPOSE; 

J\PIlX..X CAllLE 
VOLNE1W3XLrJ.'Y 
CATEGORXES: 

COMMENTS: 

1/ 
:1 
\, 
\\ 

External Sensitive Area Access Control 

Operations 5 (Data Processing) 
Data Handling 5 (Operations Division} 

rr- '=l\ ,,; 

proc~~ros and facilities to deny or control 
unaut~~i"'i~~d personnel acce'ss to sensi ti ve user 
work al:~as,~ The intent of this safeguard is to 
ensure ~\hat a minimum number of people have access 
to user \'\York areas where they might be able to 
change r~cords that are in a format they under­
stand. 

To prevent unauthorized modification, destruct~on, 
or disclosure of data or programs. ' 

DME, DDeE, POiE, PME(~ POeE, POiE 

Ret1"of,it 

~1II:II.lioiii+ ....... oiI!OIIi __ .... ____ fIOIt ....... ____ ,.. ______________________ ..... .tjo--------________________ ' .... __ _ 

-B4~-P' 

/' 

;/ 
.--.;.~ I 

, .. ' 

,:-V t{~ 
" if . 

l j 



" 

NAME,: 

CATEGORY: 

DESCRI'O'!'ION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

Sensitive Operator Input Control 

Operations 6 (Data Processing) 

Procedures and software to restrict and control 
sensitive inputs and adjustments that can be made 
at the operator console without special authoriza­
tion. The intent of this safeguard is to ensure 
ti~at systems are deSigned or modified so as to 
minimize operator involvement. 

To prevent modificat,ion and disclosure of data or' 
r, programs. 

DMI, DDiI, PMI, PDil 

Retrofit 

--------------------~----------------------------------------------------

NAME: 

CATEGORY: 

" DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VULNERABILITY 
CATEGORIES: 

COMMENTS: 

File Backup Standard 

Operations 7 (Data Proc,~ssing) 

Procedures and software to ensure backUp of 
cr!i tical fiies. This safeguard include.s the 
re'quirement of a backup' schedule for all files and 
programs to prompt operations personnel when back­
ups are required •. It also inciudes provision for 
proper user notification and supervision. 

To prevent denial of sys~em service. 

SSD 

Retrofit 

------------------~~--------------------------------------~--------------
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

'APPLICdIDLE 
VUl.NERABILITY 
CATEGORIES: 

COMMENTS: 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VUI..NERABILITY 
CATEGORIES: 

COMMENTS: 

(/ 

Card Password Protection 

Operations 8 (Data Processing) 

Procedures to ensure protection of pass lord 
information in punched cal'ds, e. g., in ~CL 
decks. For example, the safeguard might call fOt' 
users to place their own card decks in the card 
reader. 

To prevent unauthorized modification, destruction, 
or discloSure of intellectual property or denial 
or theft of service or process. 

DMI, DDeI, DDiI, PMI, PDeI, PDiI, SST, SSD 

Retrofit 

Sensitive Forms Control 

Opel'ati~,ns 9 (Data Processing) 

Procedures to ensure that sensitive forms, such as 
checks and certificates are properly controlled 
and secured. For example: Each set of ser1ally­
numbered forms should be maintained in such a 
manner that an audit can account for all forms used 
and remaining in storage. 

To prevent theft of forms. 

CE&ST 

Retrofit 

• 
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NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
VtlLNERABILITY 
CATEGORIES: 

COMMENTS: 

Expiration Date Control 

Operations 10 (Data Processing) 

Procedures and software to ensure that expiration 
date mechanisms are used properly on all files 
in which such mechanisms are applicable. The 
intent of the safeguard is to ensure that 
expiration dates are maintained and changed only 
by authorized perSons •. 

To prevent data and p:r'ogram modification and denial 
of system service. 

DMI, PMI, SSD 
CO 

Retrofit 

-------------------------------------------------------,----------------- ~\ 

NAME: 

CATEGORY: 

DESCRIPTION: 

PURPOSE: 

APPLICABLE 
vm;m:RABILITY 

.1 

CATEGORIES: 

COMMENTS: 

Console ConfigUration Control 

Operations 111. (Data Processing) \ 

Sl:>ftware and hardware to effect hardwiring of the 
. addresses of privileged terminals, such as the 
system operator console. The intent of this 
safeguard is to ensure that the addresses of 
privileged terminals are not program-changeable. 

To prevent unauthorized modification, destruction, 
or disclosur.e of intellectual property or denial 
or theft of service or process. 

DMI, DDeI, DDiI, PMI I PDeI, PDiI, SST, SSD 

Retrofit 

--------~---------------------------------------------------------------

i) 
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NAME: 

CATEGOIty: 

PURPOSE: 

APPLXOABLE 
vo:r.m:MBXlJlTY 
CATP:GORllilS: 

COlt1MJi:NTS: 

Configu~~tion Control 

O~erations 12 (Data Processing) 

Procedures to prevent compromise of any files in the 
event of a system reconfiguration due to mal­
functioning equipment or scheduled maintenance. 
The intent of the safeguard is to ensure that ~ll 
system configurations" including emergency con­
figurations, do not allow data o~ program 
compromise. 

To prevent unauthorized modification or disclosure 
of data or programs. 

DMI, DDil, PMI, PDil 

Retrofit 

~~-~-----------~-~----------~------------~,------------------------------
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CE&SDe: 

CE&SM: 

CE&ST: 

DDeE: 

DDeI: 

DDiE: 

DDiI: 

DME: 

DMI: 

PDeE: 

PDe!: 

PDiE: 

PDiI: 

PME: 

----~~---

VULNERABILITY CATEGORY ABBREVIATIONS 

Unauthorized Destruction of Computer Equipment or Supplies 

Unauthorized Modification of Computer Equipment or Supplies 

Thefe of Computer Equipment or Supplies 

Unauthorized Destruction of Data External to the Computer System 

Unauthorized Destruction of Data Internal to the Computer System 

Unauthorized Disclosure of Data Stored External to the 
Computer System 

Unauthorized Disclosure of Data Stored Internal to the 
Computer System 

Unauthorized Modification of Data External to the Computer System 

Unauthorized Modification of DstEl Internal to the Computer System 

Unauthori~ed Destruction of Progt'amsExternal to the Computer 
System 

Unauthorized Destruction of Programs Internal to the Computer 
System 

Unauthorized Disclosure of Programs Stored External to the 
Computer System 

Unauthorized Disclosure of Programs Stored Internal to the 
Computer System. 

Unauthorized Modification of Programs External to the Computer 
System 

PMI: Unauthorized Modification of Programs Internal to the Computer 
System 

SSD: . Denial of Computer System Services 
,-

SST: Unauthorized Use of Computer System Services 

': 
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There's 
anew 

• • • the monthly 
magazine of· the Nation­

al Bureau of Standards. 
Still featured are special ar­
ticles of general interest on 

current topics such as consum­
er product safety and building 

technology. In addition, new sec­
tions are designed to • • • PROVIDE 

SCIENTISTS with illustrated discussions 
of recent technical developments and 

work In progress • • • INFORM INDUSTRIAL 

look 
to ... MANAGERS of technology transfer adivities in 

Federal and private labs. •• DESCRIBE TO MAN-

~ 
UFACTURERS advances in the' field of voluntary and 

mandatory standards. The new DIMENSIONS/NBS also 
carrales complete' listings of upcoming conferences to be 

held at NBS and reports on all the latest NBS, publications, 
with' informatiGo on how to order. Finally, each issue carries 

iI page of News Briefs, aimed at keeping scientist and consum­
er aUke up to date on major developments at the Nation's physi-

f cal sciences and measurement laboratory • 
.. ...-.... ~- ........ ----.."....-------------------------------(,.ItoM okl .. h ,," .. ) 

$UII$CRII'TlON ORDER FORM 

tntllr my Submlpllon To DIMENSIONS/NOS at 512.50. Add $3.15 for foreign mailing, No additional 
pOml\1l (, required for m~illn8 wllhin Ihe United Stales or il$ possessions. Domestic: remillances 
IhQul!! be made ellhcr by ponal mQOi,lY order. e~preU money order. or check. Foreign remittances 
'hilI/ii! be mad\',! rlthi!r by inlernatlol\31 money order. draft on ~n American bank, or by UNESCO 
(;Ilupon •• 

~nd Sl.lb~".,llon tell 

I . . ii' : I NAMHtRSt. tMI 

. I I I I ", ! . I I I I I I I I I I I I! I I I I I 

I I I I I I I I I 

I : ZIPC001 J 
. ! I I I 

o 

o Remittance Enclosed 
(Make checks payable 
10 Superlntl!lIde:nl of 
Documents) 

o Charge 10 my Deposit 
Accounl No. 

MAIL ORDER FORM TO: 
Superintendent of Documents 
Government Printing Office 
WuhinKlon, D.C. 20402 
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A typical plant can save about 20 percent of Its 
tuel-just by installing waste heat recovery equip­
ment. But with so much equipment on the market, 
how do you depide what's right for you? 

Find the answers to your problems in the Waste 
Heat Management GUidebook. a new handbook 
from the Commerce Department's National Bureau 
gf Standards and the, Federal Energy Administra­
tion. 

The WQ~te Heat Management GuIdebook is de­
signed to help you, the cost-conscious engineer or 
manager, learn how to capture and recycle heat 
that Is normally lost to the environment during In­
dustrial and commercial processes. ' 

The heart of the guidebook is 14 case studies of 
companies that have recently Installed waste heat 
recovery systems and profited. One of these appli· 
cations may be right for you, but even if if doesn't 
fit. exactly, you'll find helpful approaches to solving 
many waste heat recovery problems. 

. 
In addition to case studies, the gUidebook contains 
Information on:' 

• sources and uses of waste heat 
• determining waste heat requirements 
• ,conomlcs of waste neat recovery 
• commercial options in waste heat recovery 

equipment 
• Instrumentation 
• engineering data for waste heat recovery 
• assistanoe for designing and installing waste 

heat systems 

To order your copy of the Waste Heat' Management 
Guidebook, send $2.15 per copy (check or money 
order) to Superintendent of Documents, U.S. Gov~ 
emment Printing Office, Washington, D.C. 20402. 
A disc()unt of 25 percent is given on orders of 100 
copies or more mailed to one addre.ss. 

The Waste "'oat Management GuIdebook is part'ot 
the EPIC indUstrial energy management program 
aimed ~t helping industry and commerce adjust to 
the increased cost afid shortage of energy; 

·U.s/DEPARTMENT OF COMMERCE/National Bureau of Standards 
FEDERAL ENERGY ADMINISTRATION/Energy Conservation nnd Environment 
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ANNOUNCEMENT OF NEW PUBLICATIONS ON 
COMPUTER SCIENCE & TECHNOLOGY 

SUperintendent of Documents, 
Government Println8 Office, 
Washington, D. C. .20402 

Dear Sir: 

Please add my name to the announcement list of new publications to be issued in 
the series: National Bureau of Standards Special Publication 500-. 
Nl\~e ______ ,--_______________ ,", __ _ 

Company~, _________________________ -... _____ ~~_...----......_ 
Address _______________ - _________ _ 

Chy _' _________ Stale __ "'""-___ Zip Code ___ _ 

l 



NBS TECHNICAL PUBLICA "ilJONS 

PERIODICALS 
JOURNAL OF RESEARCH-The Journal of Research 
of the National Bun~au of Standards reports NBS research 
lind development in those disciplines of the physical and 
engineering sciences in which the Bureau is active. These 
include physics, chemistry, engineering, mathematics, and 
computer sciences. Papers COVer a broad range' of subjects, 
with major emphusitl on measurement, methodology, und 
the basic ~echnology underlying standardi2;atiort. Also in­
cluded from time to time ure survey articles on topics closely 
related to the Bureau's technfcal and scientific programs. As 
II special service 10 subscribers each isslie contains complete 
citations to all recent NBS publications in NBS and non­
NilS medin. Issued six times II year. Annual subscription: 
dOilies tic $ (7.00; foreign $21.25. Single copy. $3.00 domestic; 
$3.75 foreign. 
NIlIe: The Journal was formerly published in two sections: 
Section A "Physics and Chemistry" and Section B "Mathe­
mil tical Sciences." 
DlMENSIONS/NB..'i • il 
This monthly magazine is published'ito infurm scientists. 
engineers, businessmen, industry, tcachers. students. Md 
consumers of the Illtest ndvances in science lind technology. 
with primary emphasis on the work lit NBS. The Illllgazine 
highlights and reviews such issues liS energy research, fire 
protection, building technology. metric conversion, pollution 
Ilbatcment, health and sllfet)', und consumeI' proauct per­
formance. In addition, it reports the 'results of Bureau pro" 
grams in mellsuremen't standards and techniques, properties 
of matter and materials, engineering standards and sel'vicl:s, 
insl,rumentation, and automatic datil processing. 

Annual subscription: Domestic, $12.50; Foreign $15.65. 

NONPERIODICAl'6 
Monographs-Major contributions to the technical Iiler­
ature on various subjects related to the Bureau's scientific 
lind technical activities. 
Handbooks-Recommended cod\!s of engineering and indus­
trial practice (including safety codes) developed in. cooperu­
tion with interested industries,' professional organizations, 
lind regulatory bodies. ' 
Speclal Publleatioos-Inchrde proceedings of conferences 
sponsored by NBS, NBS annual reports, and other special 
publications appropriate to this grouping such as wall charts, 
pocket cards, and biblio~raphies. 
Applied Mathematics Series-MathematiCllI tables, man­
UlUS, and studies of special interest to physicists, engineers, 
chemists, biologists, mathematicians, computer programmers, 
lind others engaged in scientific and technir:!! work. 
Natiooal StBlidard R~ference Data SerieS-Provides quanti­
tative data on the physical and chemical properties of 
materials, compiled from the world's literature and critically 
evaluated. Developed under a world-wide program co­
ordinated by NBS. Program under authority of National 
Standard Data Act (public Law 90-396). 

NOTE: At present the principlII publication outlet fot these 
dllla is the. Journal of Physical und Chemical Reference 
Dutil (JPCRD) published quarterly for NBS by the Ameri~ 
can Chemical SoCiety (ACS) and the American Institute of 
Physics (AlP). Subscriptions, reprints, and supplements 
availnble from ACS, 115S Sixteenth St. N.W., Wash., D.C. 
20056. 
BuIldIng Science Series-Dissemimltes technical information 
deVeloped lit the Bureau on building materials, components, 
&ystems. and Whole structures. The series presents research 
results, test methods. nnd performance criterill relaled to the 
structural lind environmental functions and the durability 
lind safety chllrllcteristics of building elements and systems. 
Technical Notes-StUdies or reports which lire conlptete in 
themselves but restrictive in their treatment of a subject. 
Anlliogolls to monogCllphs but not so comprehensiVe in 
scope or definitive in trelliment of the subject urea. Often 
serve as a vehicle for finul reports of work perfot~ed at 
NBS IInder the sponsorship ot other government IIgellcies. 
Voluntllry Product SllIhdards-Developed under procedures 
published by the Department of Commerce in 'Part 10, 
TiUe 15. of the Code of Federal Regulations. The purpose 
of the stnndnrds is to estllbJish nation lilly recognized require­
ments for products, lind to provide 1111 concerned interests 
with n bllsis for common understllnding of the characteristics 
of the products. NaS administers this progrllm as a supple­
ment to the activities of the private sector standardizing 
orgllnizations. 
Consumer Information Series-Practical information, based 
on NBS resellrch and experience, ~!>vei'ing areas of interest 
10 the consumer. Easily unders'tandllble Innguage lind 
iJlustrlltiQns provide useful bllckground knowledge for shop­
ping in toduy's technological marketplace. 
Ore/t'r IIbove NBS puMicalions from: Superintendent of 
VOCIIIIICllts, GOI'('fl/fIIclII Prilltillg Office, Wash/llgton, D.C. 
Z04V]. 
Order following NBS public<uiolls-NBSlR's (md FIPS from 
the Nelliol/al Tech"ical II//ormation ,services, Springfield, 
Va. 2216/. 
Federlll Infonnlltloo ProcesslDg Stllodard$ Publlcationll 
(FIPS PUD)-Publications in this series collectively consti­
tute the Federal Informntion),Processing Standards Register, 
Register serves 115 the o,fficia~ source of informatilJn in the 
Federal Government regarding standards issued by NBS' 
pursuant to the Federal Property and Administrative SerV­
ices Act of 1949 as amended, Public Law 89-306 (79 Stat. 
1127), lind as implemented by Executive Order 11717 
(38 FR 12315, dated May U, 1973) lind Part 6 of Title 15 
CFR (Code of Federal Regulations). 
NBS InteragencY Reports (NOSm)-A special series of 
interim 0\' final reports on work performed by NBS for 
outside sponsors (both government and non-government). 
In general, initial distributiol1 is handled by the sponsor; 
public distribution is by the National Technical Information 
Services (Springfield, Va. 22161) in paper copy or microfiche 
form. 

BIBLIOGRAPHIC SUBSCRIPTION SERVICES 

The following curreot-awareoess and literature-survey bl.,U. 
ographles are issued periodically by -the Bureau: 
Cryogenic Data Centl:r Current Awareness Service. A litera­

ture survey issued biweekly. Annual subscription: Domes­
tic, $2$.00; Foreign, $30.00. 

Liqulfied Natural Gas. A literature survey issued qlUlrterly. 
Annual subscription: $20.00. 

Supereonduc!l-1
1 

Devices and Materials. A literature survey 

issued quar~)Y. Annual subscription: $30.00. Send subscrip­

tion orders and remittances for the preceding bibliographic 

services to National Bureau of Standards, Gryogenic Data 

Center (275.02) Boulder, Colorado 80302. , 
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